JOESandbox Cloud™*

ID: 553377

Sample Name: ALNgwfVtrB
Cookbook: default.jbs

Time: 19:31:37

Date: 14/01/2022

Version: 34.0.0 Boulder Opal



Table of Contents

Table of Contents
Windows Analysis Report ALNgwfVtrB

Overview
General Information
Detection
Signatures
Classification
Process Tree
Malware Configuration
Threatname: Emotet
Yara Overview
Memory Dumps
Unpacked PEs
Sigma Overview
System Summary:
Jbx Signature Overview
AV Detection:
Networking:
E-Banking Fraud:
System Summary:
Hooking and other Techniques for Hiding and Protection:
HIPS / PFW / Operating System Protection Evasion:
Stealing of Sensitive Information:
Mitre Att&ck Matrix
Behavior Graph

Screenshots
Thumbnails
Antivirus, Machine Learning and Genetic Malware Detection
Initial Sample
Dropped Files
Unpacked PE Files

©COOOwoOWo~N~NOooooooos®unUlaoUladMDMArArNAEDMNPBPN

Domains
URLs
Domains and IPs 10
Contacted Domains 10
URLs from Memory and Binaries 10
Contacted IPs 10
Public 10
Private 10
General Information 10
Simulations 11
Behavior and APIs 11
Joe Sandbox View / Context 11
IPs 11
Domains 1
ASN 11
JA3 Fingerprints 11
Dropped Files 11
Created / dropped Files 12
Static File Info 16
General 16
File Icon 17
Static PE Info 17
General 17
Entrypoint Preview 17
Rich Headers 17
Data Directories 17
Sections 17
Resources 17
Imports 17
Exports 17
Possible Origin 17
Network Behavior 18
Snort IDS Alerts 18
Network Port Distribution 18
TCP Packets 18
Code Manipulations 18
Statistics 18
Behavior 18
System Behavior 18
Analysis Process: loaddll32.exe PID: 6764 Parent PID: 1864 18
General 18
File Activities 19
Analysis Process: cmd.exe PID: 4616 Parent PID: 6764 19

Copyright Joe Security LLC 2022 Page 2 of 26



General 19

File Activities 19
Analysis Process: svchost.exe PID: 5264 Parent PID: 560 19
General 19
File Activities 19
Analysis Process: regsvr32.exe PID: 3408 Parent PID: 6764 20
General 20
Analysis Process: rundll32.exe PID: 6048 Parent PID: 4616 20
General 20
Analysis Process: rundll32.exe PID: 6800 Parent PID: 6764 20
General 20
File Activities 21
Analysis Process: rundll32.exe PID: 6980 Parent PID: 6048 21
General 21
File Activities 22
File Deleted 22
Analysis Process: svchost.exe PID: 4588 Parent PID: 560 22
General 22
File Activities 22
Analysis Process: WerFault.exe PID: 4680 Parent PID: 4588 22
General 22
Analysis Process: WerFault.exe PID: 6496 Parent PID: 6764 23
General 23
File Activities 23
File Created 23

File Deleted 23

File Written 23
Registry Activities 23
Key Created 23
Key Value Created 23
Analysis Process: rundll32.exe PID: 4668 Parent PID: 6980 23
General 23
Analysis Process: rundll32.exe PID: 4584 Parent PID: 4668 24
General 24
File Activities 24
Analysis Process: svchost.exe PID: 5688 Parent PID: 560 24
General 24
File Activities 24
Analysis Process: rundll32.exe PID: 400 Parent PID: 3408 24
General 24
Analysis Process: svchost.exe PID: 5796 Parent PID: 560 25
General 25
File Activities 25
Analysis Process: svchost.exe PID: 4532 Parent PID: 560 25
General 25
File Activities 25
Analysis Process: svchost.exe PID: 2932 Parent PID: 560 25
General 25
File Activities 25
Registry Activities 25
Disassembly 26
Code Analysis 26

Copyright Joe Security LLC 2022 Page 3 of 26



Windows Analysis Report ALNgwfVtrB
Overview

General Information Detection Signatures Classification

Sample ALNgwfVtrB (renamed file
Name: extension from none to dll) MALICIOUS

Analysis ID: 553377

Found malware configuration

Snort IDS alert for network traffic (e....

MDS: 61308ba77d0S1e.. Multi AV Scanner detection for subm...
SHA1:
95d2cd6e7bes4s.. Yara detected Emotet
SHA256: bd2c1b86ded5c3..
System process connects to networ
Sigma detected: Suspicious Call by. ...
Infos: QA Sy

C2 URLs / IPs found in malware con...

Most interesting Screenshot:

Hides that the sample has been dow...

Uses 32bit: PE files:

92

Score: Queries the velumeiinfermation (nam...
Range: 0-100
©nE oIt MOre PreCESSES|crash
Whitelisted: false
X Contains functionality te checkiifiaid:..
Confidence: 100%

Process Tree

= System is w10x64

o [ loaddli32.exe (PID: 6764 cmdline: loaddll32.exe "C:\Users\user\Desktop\ALNgwfVtrB.dIl" MD5: 7DEB5DB86COAC789123DEC286286B938)

. cmd.exe (PID: 4616 cmdline: cmd.exe /C rundll32.exe "C:\Users\user\Desktop\ALNgwfVtrB.dll",#1 MD5: F3BDBE3BB6F734E357235F4D5898582D)

. D rundlI32.exe (PID: 6048 cmdline: rundll32.exe “"C:\Users\user\Desktop\ALNgwfVtrB.dll",#1 MD5: D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. D rundlI32.exe (PID: 6980 cmdline: C:\Windows\SysWOW64\rundll32.exe “"C:\Users\user\Desktop\ALNgwfVtrB.dIl",DlIRegisterServer MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. D rundli32.exe (PID: 4668 cmdline: C:\Windows\SysWOW64\rundlI32.exe "C:\Windows\SysWOW64\Mhgwckn\ikgetkts.aey",QTENBIyMIUE MDS5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
. D rundli32.exe (PID: 4584 cmdline: C:\Windows\SysWOW64\rundll32.exe "C:\Windows\System32\Mhgwckn\ikgetkts.aey",DIIRegisterServer MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)
o B regsvr32.exe (PID: 3408 cmdline: regsvr32.exe /s C:\Users\user\Desktop\ALNgwfVtrB.dll MD5: 426E7499F6A7346F0410DEAD0805586B)
. D rundll32.exe (PID: 400 cmdline: C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\ALNgwfVtrB.dll",DIIRegisterServer MD5:
D7CA562B0DB4F4DDOF03A89A1FDAD63D)

. D rundli32.exe (PID: 6800 cmdline: rundll32.exe C:\Users\user\Desktop\ALNgwfVtrB.dll,DIIRegisterServer MD5: D7CA562B0DB4F4DD0OF03A89A1FDADG3D)

. @ WerFault.exe (PID: 6496 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 6764 -s 528 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)
e [ svchostexe (PID: 5264 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [B svchostexe (PID: 4588 cmdline: C:\Windows\System32\svchost.exe -k WerSvcGroup MD5: 32569E403279B3FD2EDB7EBD036273FA)

. @ WerFault.exe (PID: 4680 cmdline: C:\Windows\SysWOW64\WerFault.exe -pss -s 164 -p 6764 -ip 6764 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)
e [B svchostexe (PID: 5688 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [E svchostexe (PID: 5796 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [ svchostexe (PID: 4532 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [ svchost.exe (PID: 2932 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p -s BITS MD5: 32569E403279B3FD2EDB7EBD036273FA)
= cleanup

Malware Configuration

Threatname: Emotet
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{

"C2 list": [
"45.138.98.34:80",
"69.16.218.101:8080",
"51.210.242.234:8080",
"185.148.168.220:8080",
"142.4.219.173:8080",
"54.38.242.185:443",
"191.252.103.16:80",
"104.131.62.48:8080",
"62.171.178.147:8080",
"217.182.143.207:443",
"168.197.250.14:80",
"37.44.244.177:8080",
"66.42.57.149:443",
"210.57.209.142:8080",
"159.69.237.188:443",
"116.124.128.206:8080",
"128.199.192.135:8080",
"195.154.146.35:443",
"185.148.168.15:8080",
"195.77.239.39:8080",
"207.148.81.119:8080",
"85.214.67.203:8080",
"190.90.233.66:443",
"78.46.73.125:443",
"78.47.204.80:443",
"37.59.209.141:8080",
"54.37.228.122:443"

1,

"Public Key": [

"RUNLMSAAAADYNZPXY4tQxd/N4Wn5sTYAn5tUOX Y20 L1EL rI4MNhHNT1640vSLasjYTHpFRBoG+084vtr7AJachCzOHjaAJFCW",
"RUNTMSAAAADOL xqDNhonUYwk8sqo7IWuUl LRAUTUBNACc6romsQoelYID7wIed4AheqYofpZFucPDXCZ0z91+ooUffqeol ZUO"

Yara Overview

Memory Dumps

Source

00000006.00000002.388319825.0000000005640000.00000
040.00000001.sdmp

00000006.00000002.388061342.00000000053B1000.00000
020.00000001.sdmp

00000006.00000002.388938400.0000000005A60000.00000
040.00000001.sdmp

00000005.00000002.425302680.00000000054F1000.00000
020.00000001.sdmp

00000006.00000002.388421865.00000000056A0000.00000
040.00000001.sdmp

Unpacked PEs

Source

5.2.rundlI32.exe.5200000.2.unpack
6.2.rundll32.exe.5a90000.13.unpack
5.2.rundlI32.exe.54c0000.4.unpack
4.2.rundl32.exe.46a0000.0.raw.unpack

6.2.rundll32.exe.53b0000.3.unpack

Sigma Overview

System Summary:

Copyright Joe Security LLC 2022

Rule

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

Description

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Click to see the 31 entries

Rule

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

JoeSecurity_Emotet_1

Description

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Click to see the 49 entries

Strings

Strings
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Jbx Signhature Overview

g

Click to jump to signature section

AV Detection:

=

Found malware configuration

Multi AV Scanner detection for submitted file

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

E-Banking Fraud:

Yara detected Emotet

System Summary:

£

Hooking and other Techniques for Hiding and Protection:

HIPS | PFW | Operating System Protection Evasion:

:

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

=

Yara detected Emotet

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control
Valid Native DLL Side-  DLL Side- Deobfuscate/Decode  Input System Time Remote Archive Exfiltration Over Other  Ingress Tool
Accounts  API Loading Loading Files or Information [ Capture [} Discovery Services Collected  Network Medium Transfer [}
Data [{)
Default Scheduled Boot or Process Obfuscated Files or LSASS File and Directory Remote Input Exfiltration Over Encrypted
Accounts  Task/Job  Logon Injection Information Memory  Discovery Desktop capture [} Bluetooth Channel
Initialization Protocol
Scripts
Domain At (Linux) Logon Script Logon Script DLL Side-Loading Security System Information SMB/Windows Data from Automated Exfiltration Non-Standard
Accounts (Windows)  (Windows) Account  Discovery Admin Shares Network Port
Manager Shared
Drive
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Initial
Access

Local
Accounts

Cloud
Accounts

Replication
Through
Removable
Media

External
Remote
Services

Drive-by
Compromise

Exploit
Public-
Facing
Application
Supply
Chain
Compromise

Privilege

Execution Persistence Escalation
At Logon Script Logon Script
(Windows) (Mac) (Mac)
Cron Network Network Logon

Logon Script Script
Launchd Rc.common Rc.common
Scheduled Startup Startup Items
Task Items
Command Scheduled Scheduled
and Task/Job Task/Job
Scripting
Interpreter
PowerShell At (Linux) At (Linux)

AppleScript At
(Windows)

At (Windows)

Behavior Graph

Credential

Defense Evasion Access
File Deletion NTDS
Masquerading LSA
Secrets
Virtualization/Sandbox Cached
Evasion Domain
Credentials
Process DCSync
Injection
Hidden Files and Proc
Directories Filesystem
Regsvr32 letc/passwd
and
letc/shadow
Rundll32 Network
Sniffing

Lateral Command
Discovery Movement Collection Exfiltration and Control
Query Registry Distributed Input Scheduled Transfer Application
Component Capture Layer
Object Model Protocol
Security Software SSH Keylogging Data Transfer Size Fallback
Discovery Limits Channels
Virtualization/Sandbox VNC GUI Input  Exfiltration Over C2 Multiband
Evasion Capture  Channel Communication
Process Discovery Windows Web Exfiltration Over Commonly
Remote Portal Alternative Protocol Used Port
Management Capture
Application Window  Shared Credential Exfiltration Over Application
Discovery Webroot API Symmetric Encrypted Layer Protocol
Hooking Non-C2 Protocol
Remote System Software Data Exfiltration Over Web Protocols
Discovery Deployment  Staged Asymmetric Encrypted
Tools Non-C2 Protocol
Process Discovery Taint Shared Local Data Exfiltration Over File Transfer
Content Staging Unencrypted/Obfuscated Protocols

Behavior Graph

»: 53977
sample:  ALNguviE
Sundate: 1400172022
Architecture: WINDOWS
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Non-C2 Protocol

end:
Process
Signature
Created File
DNS/IP Info
Is Dropped
Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic
Delphi
Java
.Net C# or VB.NET
C, C++ or other language
Is malicious

Internet

Page 7 of 26



Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
hitp://https://www.disneyplus.com/legal/your-california-privacy-rights 0% URL Reputation safe
hitp://https://www.disneyplus.com/legal/privacy-policy 0% URL Reputation safe
hitp://https://www.tiktok.com/legal/report/feedback 0% URL Reputation safe
hitp://help.disneyplus.com. 0% URL Reputation safe
hitp://https://disneyplus.com/legal. 0% URL Reputation safe
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https://www.virustotal.com/gui/file/bd2c1b86de45c3e9d0d7c85322228c3512ce2c041765d95bb613cdf12647bea9/detection/f-bd2c1b86de45c3e9d0d7c85322228c3512ce2c041765d95bb613cdf12647bea9-1642185112

Domains and IPs
Contacted Domains

No contacted domains info

URLs from Memory and Binaries

Contacted IPs

P Domain Country Flag ASN ASN Name Malicious

Private

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 553377

Start date: 14.01.2022

Start time: 19:31:37

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 15m 25s
Hypervisor based Inspection enabled: false
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Report type: light

Sample file name: ALNgwfVtrB (renamed file extension from none to dll)
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 27
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal92.troj.evad.winDLL@28/15@0/28
EGA Information: ® Successful, ratio: 100%
HDC Information: e Successful, ratio: 45.1% (good quality ratio 41.9%)

e Quality average: 73.2%
e Quality standard deviation: 28%

HCA Information: e Successful, ratio: 65%
e Number of executed functions: 0
* Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time
e Enable AMSI
e Override analysis time to 240s for rundlI32

Warnings: Show All

Simulations

Behavior and APIs

Time Type Description

19:33:51 API Interceptor 10x Sleep call for process: svchost.exe modified

Joe Sandbox View | Context

IPs

No context
Domains

No context

ASN

No context

JA3 Fingerprints
No context

Dropped Files

No context
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Created / dropped Files

C:\ProgramData\Microsoft\Network\Downloader\edb.chk

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

8192

0.3593198815979092

false

12:Snaab0JcaaD0JwQQU2naaD0JcaaD0JwQQU:4tgJctgIw/tgJctgIw
BF1DC7D5D8DAD7478F426DF8B3F8BAAG
C6BOBDE788F553F865D65F773D8F6A3546887E42
BE47C764C38CA7A90A345BE183F5261E89B98743B5E35989E9ASBEODA498COF2

00F2412AA04E09EA19A8315D80BEG6D2727C713FCOFSAEGA9334BABA539817F568A98CA3A45B2673282BDD325B8BOE2840A393A4DCFADCB16473F5EAF2AF31E
0

false

unknown

BoWe.. C:\ProgramData\Microsoft\Network\Downloader\...
..C:\ProgramData\Microsoft\Network\Downloader\.

C:\ProgramData\Microsoft\Network\Downloader\edb.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\svchost.exe

MPEG-4 LOAS

dropped

1310720

0.2494552734353501

false

1536:BJiRdfVzkZm3lyf49uyc0ga04PdHSILrM/oVMUdSRU45:BJiRdwfu2SRU45
ACEC30FA0B2887F7209FFA7C485EF3E6
729B9EBF8483F0E62F50146AB125A7E594EE5397
012529C218728BF9B3632898D3B6DAD496391C68D17E00E5B3B7D519D3B63238

CB8A710D87BE4A10A5690DFE99CD1F3ED52E252068BECDFCA3CB72F8B717680FCBA77B4DD4C7346911D8961B9CBB9FB629117C66E30132E6BSFAC13A7F1D0
FC

false

unknown

Vd.......@..@.3..w.... RN ..C:\ProgramData\Microsoft\Network\Downloader\....

C:\ProgramData\Microsoft\Network\Downloader

C:\ProgramData\Microsoft\Network\Downloader\qmgr.db

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\svchost.exe

Extensible storage user DataBase, version 0x620, checksum 0x1ff79e9b, page size 16384, Windows version 10.0
dropped

786432

0.25063246514845516

false

384:+zH+WO0StseCJ48EApWOStseCJI48E2rTSjIK/ebmLerYSRSY1J2:+zsSB2nSB2RSjIK/+mLesOj1J2
6A5F82169C1E928B7B2813D982DF0OCC4

5E00E7DC875F2290DEB199B7CDFD88SEB7F00FA2B
9499ABBD834BC69C141A5659C76E2C1A226C0579893B10375BB19AA659A9BCDS
E2B1ADOF38F387DA0207B6BBCBD8927AF5178C84C2EB291623E40AE892D58551DE356EB2BEAE42155B8267455B411B512942545112C0578B08DB11EDE4DC831

false

unknown

C:\ProgramData\Microsoft\Network\Downloader\gmgr.jfm

Process:

File Type:

C:\Windows\System32\svchost.exe

data

Copyright Joe Security LLC 2022 Page 12 of 26



C:\ProgramData\Microsoft\Network\Downloader\gmgr.jfm
Category: dropped

Size (bytes): 16384

Entropy (8bit):  0.07692722651967188

Encrypted: false
SSDEEP: 3:wWImllr7viPUWIf8+E2kfoulXDAoplI3VkttimIn:wWEIZrEWUfoRa3
MDS5: 72D779F2D6EEF5FD6670D0AAL17207A6A
SHA1L: C9D5EC2D9E22E21027BE655F633AE052EA6991ED
SHA-256: 1FB083D386ED7399D0F5BF9006A1A2283F66D8DCDOCC6106B14D3E439FOCDOEA
SHA-512: 5DA3FB2B95F46E3D950A27070C25D6A2CD0O6F6FA79E0038F7AASB60F071729343718C7FB41C154B1EC3B8A7C632431136C2EB13B947D0ESA875F1EFFF172150€
Malicious: false
Reputation: unknown
Preview:
S 3.w.ihz %,z %...z..%...Z....... 0. Zuii 0.1 Z e

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_loaddll32.exe_669a8c10d0efd6a57917dbe0788b74fa72a925de_7cac0383_1987feal
\Report.wer

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 65536

Entropy (8bit): 0.7987378948423511

Encrypted: false

SSDEEP: 96:K6qnYy4y9haol7IfHpXIQcQScémcEUcw3/s+a+z+HbHgNVG4rmMoVazWbSmEBFdo:gnhHsieryj9q/u7sgS2741tW

MD5: A403F656EF604A2E49F9E4ACC2129A24

SHA1L: AF381E16D8639F6C2A553E58499FC088D151624C

SHA-256: 198C574233F816519CA62027DD72FF837F64C00F391442DB3BE612A4F6CIBCD7

SHA-512: 717CAC97CE4145DD90A3B600D32BFF8B749DD64CA7B38E9ADB53FEASD72697EE8BF2DF181AC9350F93AF342880FD1A7A554820551FCOE62C20D07941945FFBI
B

Malicious: false

Reputation: unknown

Preview:

.Versionz=1..EventType=APPCRASH..EventTime=13286.6911779526.33.0...ReportType=2..Co.nsent=1l..Rep.o.rtld
entifier=£d3.f9.0.fb.-a4.6.6.-45c.a-b.c8.c-37elfdc9cecd..lntegratorReportldentifier=354a.05518.-f2.c9.-46.ee.-aebl-8.c.
a.a.4.a.2.a.0.588...W.0ow.6.4H.05.t=34.4.04..W.0w.6.4.G.u.es.t=332..NsAppName=loaddll32.exe..Ap.p.S.es.s.ionG.u.id=0.0.00.1a6.c.-
.0.0.0.1.-.0.0.1.7.-.b.e.b.8.-.a.9.8.£.c.0.0.9.d.8.0.1.... T.a.r.g.e.t. Ap.p.l.d.=.W...0.0.0.0.d.a.3.9.a.3.e.e.5..6.b.4.b.0.d.3.2.5.5.b.f.e.f£.9.5.6.0.1.8.9.0.a.f.d.8.0.7.0.9.1.0.0.0.
0.d.a.3.9.a.3.e.e.5..6.b.4.h.0.d.3.255.b.fef9.56.0.1.8.9.0.a.f.d.8.0.7.09.!.l.o.a.d.d..I.3.2..exe...Targ.etAp.pV.er=20.21//12//13.:0.9.:0.7.:16.10.Ll
o.a.d.dll3.2..ex.e...B.0o.0.1tld=4294.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER178B.tmp.csv

Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 51940

Entropy (8bit):  3.0778019180962497

Encrypted: false

SSDEEP: 768:g+HIinEqdSIlOLme/AFvprFwgzyL FOUP2lcOenKI:g+HIiTjoLme/AFdFWL6IcxnKI
MD5: F15E9557C7C73AC82EE1B580B68A2CED

SHA1: 3BE551D3FA3D2713F9A1E990F026642749A95291

SHA-256: 0884B007D12886A2952F62389F88D2AE4DB62DBB9932C30C436D19C3E17E5255
SHA-512: 82CB9E72779B86BBA19253D767B7C2269A5385546846EAAF39274F5868FA00BF23220DF70282CB0203AF2B440C9532C5933BC716517F4DBD3DE0643B02365628
Malicious: false

Reputation: unknown

Preview:

l.m.a.g.e.N.am.e.,.U.n.i.q.u.e.P.ro.cess.ld, Numb.erO.fThreads.,WorkingS.etPrivatesS.ize.,HardFaultC.o.unt,Numb.erOfT.hreads.H.
i.g.hWatermark.,.Cy.cleTime.,.CreateTime.,UserTime.,KernelTim.e.,Bas.ePriority.,P.eakV.irtualS.ize.,V.irtua.lS.ize.,PageF.
a.ult.C.o.u.nt, W.orkingS.e.tS.ize.,P.eakW.orkingSetSize.,Qu.o.taP.eakP.agedP.o.0lUsag.e.,QuotaP.agedP.o.0lUsage.,QuotaP.e.
a.k.N.o.n.P.a.g.e.d.P.o.olUs.ag.e.,.Qu.o.taN.o.n.P.a.g.e.d.P.o.olUs.ag.e.,PagefileUs.ag.e., PeakPagefileUsage.,PrivateP.agecC.o.un.
t.,.R.e.a.d.O.p.eratio.nC.o.u.nt, Write.O.p.eration.C.ount, .O.therO.perationcC.ount, ReadTransferCo.unt,WriteT.ransferC.o.u.
n.t.,.O.therTransfer.Co.unt, Han.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER20B4.tmp.txt

Process: C:\Windows\System32\svchost.exe
File Type: data

Category: dropped

Size (bytes): 13340

Entropy (8bit): 2.695073459938915
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C:\ProgramData\Microsoft\Windows\WER\Temp\WER20B4.tmp.txt

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

false

96:9GiZYWgRgM+egtYk6YoiWApH+YEZJIXtFiPFPDxwUCoBagqS9SMUMB8BWIDA3:9jZDgRC760AalaqS9SMfuDA3

D49BF9037244600A0CD2D79B93509810

2833D9A483D595D915E9DEB58BCI926FED4F759E

BF470317ADFF9552AA6D0DCF8D8670396BCAC888218FB8315367F8092BB7DE87
A449EC0761501982A2A5F6C92433BB50E99FCED6961A46BC52811472A329C87D69D7FEF1D081D76B7F9095DF623C0716069913243124674862DF8BEOC5B145C8

false

unknown

B..T.imerRes.olution. ... ... .. .. . .. 1.5.6.2.5.0....B...P.@a.0.€.S..Z.8. . o 4.0.9.6.....B...N.L
m.b.e.r.O.f.P.hys.icalPages...........................1..04.83.15....B..Lowes.tPhysicalPageNumber ............................. 1.
....B..H.i.g.h.estP.hysicalPageNumber ......................1.31.0.7.19...B..Allo.cationGranularity. ....... ... .. ... .. .. .. ....
.6.5.5.3.6.....B...M.i.n.im.um.U.s.eorM.o.d.e Ad.dre.ss. .. ..........6.5536...B..MaximumuUs.erMo.deAddress..........

.1.4.0.7.3.7.4.8.8.2.8.9.7.9.1.....B..Ac.tiv.e.P.ro.ce.ss.orsAffinityMask ......

C:\ProgramData\Microsoft\Windows\WER\Temp\WERE79D.tmp.dmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Mini DuMP crash report, 15 streams, Sat Jan 15 03:32:59 2022, 0x1205a4 type

dropped

45124

2.098341530597131

false
192:iy8ESGIOJZNOhk6j8IxA70g3Nw//23doYpZDgHLPtelqSi:ISXID9h7j8IM3Nw//QKYpZDPc3
DAB40B8A2FE746E26BD59BF1F619D0B3
997A811F47D255D8D0122ABBA88DCF5C55B2AF63
F92B6CIAEOE483FBCB33AC6439A2EF5037B44FF2CC6D551DDC85579E5186E2C2

001F72EDDDB7281F7171FE0440AA788B119142E9BFE95BD1C45AA4D717744C4C264FD85BD5DB220859B26C7ED11066EBSAEDC378BD659BB631903B40E94BES
0

false

unknown

d

D SR

c..D.ay.lig.ht. .T.iime...

C:\ProgramData\Microsoft\Windows\WER\Temp\WEREDAO9.tmp.WERInternalMetadata.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerfFault.exe

XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

8348

3.697343737092656

false
192:Rrl7r3GLNi5Z62N6x6YJISUnhfcgmfMSWGgUgCpBP89bjisfIhm:RrIsNin62N6x6Y 7SUhfcgmfMSwi/jhfe
D514B316FFDBD11B597FD5F66CA24489

6D718BA8A62C1BB7319632453784636A802D7250
2B1E5FC24CE57AAAFD0293E548E6B8E3593AD7F7C314DBC9A48AD30B29759D23

4600C40C9A76804BFEB66637ACA1C705836E79CD0A2E172A1FEFC59E9ABO8D02F1DS0ESAA9FA8393A1A1526D2068B2CA512AAD6A90A4024FD70E6DFF0733C1
9

false

unknown

.<.?x.m.l wv.ers.ion="1..0" enc.o.ding="UTF.-16."?2>..<WERR.eportMetadata>...<0.SV.ers.io.n.lnformatio.n>. <W.i.n.d.
ow.s.N.T.V.ers.i.o.n>1.0..0.</W.indowsN.TV.ers.ion>....<Bu.ild>17134</Bu.ild>.....<Pro.du.c.t>(0x3.0.).;. W.in.d.ow.s. .1.0..P.ro.
</.P.rodu.ct>....<Ed.ition>Profess.ional</Ed.ition>....<BuildString>17134.1.amd6.4fre.rs4._re.leas.e..1804.10.-18.0.4.

</.B.uild.S.tring>.....<R.ewvis.ion>1l</R.ewv.ision>....<Flav.or>Multipro.c.ess.o.r. Free</Flav.or>....<Ar.chitecture>X.6.4.</.
Arch.itecture>....<LClD.>1033</LCIlD>...</0.SV.ersio.nlnformation>...<Pro.cess.lnformation>....<P.id>6.7.6.4.</P..
d>...

C:\ProgramData\Microsoft\Windows\WER\Temp\WERF2EA.tmp.xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

4598

4.467767420732888

false
48:cviwSD8zsFJIgtWI9TxVWSC8Br8fm8M4J2+dZFDA+q84pUVDKcQlcQwOjd:ul TFflUiISNeJHgmVDKkwOjd
3A20FBA7560974648D5C6FDOFBE27049
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C:\ProgramData\Microsoft\Windows\WER\Temp\WERF2EA.tmp.xml

SHA1L: 1B2936A30334473F327037AD839B933AB7B62DAB

SHA-256: A4BB0O7E9135F384984942E1A3465ECE84D992E9D258186FED1A1F8E97542996C

SHA-512: 333835F634DBA55CA56D86FE9FFOF4C2549DB4DF02E65D32E1922EDF8D5BEG670CB5F8B5FB8F54A2DA2040846BC901D4832F28C699D2E4B32702D1DB6EALFA4
D

Malicious: false

Reputation: unknown

Preview:
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>..  <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
I>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..
<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0"/>.. <arg nm="arch" val="9" />.. <arg nm="lcid" val="1033" />.. <arg nm="geoid"
val="244" |>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
/> <arg nm="platid" val="2" />.. <arg nm="tmsi" val="1342843" />.. <arg nm="osinsty" val="1"/>.. <arg nm="iever" val="11.1.17134.0-
11.0.47" />.. <arg nm="portos" val="0" />.. <arg nm="ram" val="4096" />..

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\77EC63BDA74BD0D0E0426DC8F8008506 E

Process: C:\Windows\SysWOW64\rundll32.exe

File Type: Microsoft Cabinet archive data, 61414 bytes, 1 file

Category: dropped

Size (bytes): 61414

Entropy (8bit):  7.995245868798237

Encrypted: true

SSDEEP: 1536:EysguU6gmzixT64jY MZ8HbVPGfVDwm/XLZ9rP:wF6gmeo4eH1mOwmLvrP

MD5: ACAEDAGBOC79C6BCAC925EEB3653F45E0

SHA1L: 2AAAE490BCDACCC6172240FF1697753B37AC5578

SHA-256: 6BOCECCF0103AFD89844761417C1D23ACC41F8AEBF3B7230765209B61EEES658

SHA-512: FEAAGE7ED7DDA1583739B3E531AB5C562A222EE6ECD042690AE7DCFF966717C6E968469A7797265A11F6E899479AEOF3031E8CFS5BEBE1492D5205E9C5969090

Malicious: false

Reputation: unknown

Preview:

~U..."<ke......X:Dt..R<7.5\A7LO=..T.V...IDr..8<....r&...I-."..b.b." Af....E.._

Ll R.@.LORATLLLHA.LD.QNLB U CX. == ML ~& L [LJ9. N WL TX.%....]..a4E
Lalpat N<.d.O..dH@c1t...[w/...T....cYK.X>.0..Z.....0>..9.3.#9X.%.b..5. YK E.V....."./.3.._
Zee_QY1Z2L 0 vplnd Z W~ N K &SR Dlel Y Em L $.FLOLF. 0 UG, %>, ZX.......0...C.. .;....0&.....

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDODOE0426DC8F8008506

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\rundll32.exe

data

modified

328

3.1244568012511515

false
6:kK/ikBSN+SkQIPIEGYRMY9z+4KIDA3RUeYIUmIUR/t:3i9kPIE99SNxAhUeYIUSA/t
07CC39D29F4CA82C03F8504E0C7EA130
70415CF2F85A8F938BD8F2B8C6EBF715C456DDFB
0355462F022A6428FFBASE817D4F32023BF3DEC73C4B4225DBE147E91525B423
0BCA6521AD134F78BE1A91967464865A47D7591E941859ED86AFC636DD0565205B273FB6C3603945712F59EA047785ADCB48DF50A8C2A0617D743766A83459F8
false

unknown

Pevrer v 2 PO q.\l....... & http..//lctldl.windows.up.date..com/ms.dow.n.lo.ad/up.date.lv3./stati
c/trustedr/enlauthro.otstl.cab."071e15.c5dc4.d7.1.:0.".

C:\Windows\ServiceProfiles\LocalService\AppDatalLocal\FontCache\Fonts\Download-1.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Windows\System32\svchost.exe

ASCII text, with no line terminators

dropped

55

4.306461250274409

false

3:YDQRWuU83XfAW2fHbY:YMRI83Xt2f7Y

DCA83F08D448911A14C22EBCACC5AD57
91270525521B7FE0D986DB19747F47D34B6318AD
2B4B2D4A06044AD0OBD2AE3287CFCBECD90B959FEB2F503AC258D7C0A235D6FE9

96F3A02DC4AE302A30A376FC7082002065C7A35ECB74573DE66254EFD701E8FDIE9ID867A2C8ABEB4C482738291B715D4965A0D2412663FDF1EE6CBCOBAIFBA
A

false

unknown
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C:\Windows\ServiceProfiles\LocalService\AppDatalLocal\FontCache\Fonts\Download-1.tmp

Preview:
{"fontSetUri":"fontset-2017-04.json","baseUri":"fonts"}

C:\Windows\appcompat\Programs\Amcache.hve

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: MS Windows registry file, NT/2000 or above
Category: dropped

Size (bytes): 1572864

Entropy (8bit):  4.215110798990463

Encrypted: false

SSDEEP: 12288:c40+1HZRIIDertUbZuiJLXblof4B6be/ZVg/bUcYINZOGEXx2gqVWOA:Lo+1HZRIIDetUbxDhUz5

MDS5: 868DF6447DD2874362A5BE2ADAF2146A

SHA1L: 2526129D9344E32246BCCOFEC54AB4D11F103242

SHA-256: 3E47D1DB4AC1E014C1CCAC89CD1269991F017F8DBIE735BE47D7DEC809BEOC2F

SHA-512: 688BB08B5B2D3E37B256112446849179700A4FE63BA747EEBF4CB74414FE49CCE34E7DD3ED8DDIF453F2CBCAB7D71A7D5D4BD04F31477AFF1502DEIC67DC3|
40

Malicious: false

Reputation: unknown

Preview:
regfV..\V..p\. ciiiviens e VApep.Cooomepaact.\LPiro.gr.ams\Am.c.a.c.hee..hve. 4o B B B ErMIEMIB

C:\Windows\appcompat\Programs\Amcache.hve.LOG1

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: MS Windows registry file, NT/2000 or above

Category: dropped

Size (bytes): 16384

Entropy (8bit):  2.894669053877629

Encrypted: false

SSDEEP: 192:nB1lyil6rlb5saYd5FSETJq/bDIpn8h8ilZV6nGoS6:nBge5IAIpn88iTVgGte

MD5: 8E5C9B7424BDF99BA1911FB3FC1025DF

SHAL: 40EC7528423D63ED6763EE2C849BOEBED3E1BB30

SHA-256: D7C473E994FCF24BA803756C84131603042C482D06787A0274B23AC0E749A38D

SHA-512: D916D59AFD76CF95D68E3BB47D128E5E356DBD80DDOADD819ADAS38FALF9208710B4BB7DA6A9D72C65DE3C62E7890CB68C83A5201290B6FES12533D257488¢
B

Malicious: false

Reputation: unknown

Preview:
regfu...U...p.\

..&...{ad79c032-a2ea-f756-e377-72f
...DeviceCensus..........ccceeeueune

Static File Info

General
File type: PE32 executable (DLL) (GUI) Intel 80386, for MS Wi
ndows
Entropy (8bit): 6.767598862658865
TriD: e Win32 Dynamic Link Library (generic) (1002004/3)
98.32%
e Windows Screen Saver (13104/52) 1.29%
e Generic Win/DOS Executable (2004/3) 0.20%
e DOS Executable Generic (2002/1) 0.20%
e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%
File name: ALNgwfVirB.dll
File size: 588288
MDS5: 61308ba77d051e4e76e532f9709635e0
SHA1L: 95d2cd6c7be346d29735ed970d3f373d37b7e13f
SHA256: bd2c1b86de45c3e9d0d7¢85322228c3512ce2c041765d9

5bb613cdf12647bea9
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General

SHA512: 2baf01ad017b6e5f2940398b8866aed84daat6a069e29¢e’
7ecad4dadf4854b206e14e1e8175f59c26f7d6d5al7ealb
2f4e258595d8a33fd4e8675898c576c618

SSDEEP: 6144:cNU5LWA22222GgngDrDRVYYIi/ci2tEGW780DQi
E4tvOSK5DKXOW14IkFXVFgY4E:x5w7YM/CYVV7E50
pOJyvnHLtytFyQ

File Content Preview:

File Icon

5

Icon Hash: 71b018ccc6577131

Static PE Info

General

Entrypoint: 0x1002eaac

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x10000000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE, DLL

DLL Characteristics:

Time Stamp: 0x61E03DESG [Thu Jan 13 14:57:42 2022 UTC]
TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 5

OS Version Minor: 0

File Version Major: 5

File Version Minor: 0

Subsystem Version Major: 5

Subsystem Version Minor: 0

Import Hash: 7f57698bb210fa88a6b01b1feaf20957

Entrypoint Preview

Rich Headers

Data Directories

Sections

Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

text 0x1000 0x45bb9 0x45c00 False 0.379756804435 data 6.37093799262 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

.rdata 0x47000 0x9c10 0x9e00 False 0.357397151899 data 5.22204269745 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

.data 0x51000 0x3735¢ 0x33800 False 0.741035535498 data 6.11335979295 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

.rsrc 0x89000 0x3410 0x3600 False 0.306640625 data 4.34913645958 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

.reloc 0x8d000 0x8c34 0x8e00 False 0.346308318662 data 4.00973830682 IMAGE_SCN_CNT_INITIALIZED_DA
TA,
IMAGE_SCN_MEM_DISCARDABLE,
IMAGE_SCN_MEM_READ

Resources

Imports

Exports

Possible Origin
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Language of compilation system Country where language is spoken

Chinese China

English United States

Network Behavior

Snort IDS Alerts

Source
Timestamp Protocol SID Message Port
01/14/22- TCP 2404332 ET CNC Feodo Tracker Reported CnC Server TCP group 17 49727
19:33:26.871063
01/14/22- TCP 2404338 ET CNC Feodo Tracker Reported CnC Server TCP group 20 49728
19:33:28.093726

Network Port Distribution

TCP Packets

Code Manipulations

Statistics

Behavior

g

Click to jump to process

System Behavior

Dest
Port

80

8080

Source IP  Dest IP
192.168.2.6 45.138.98.34

192.168.2.6 69.16.218.101

Analysis Process: loaddll32.exe PID: 6764 Parent PID: 1864

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Copyright Joe Security LLC 2022

19:32:45

14/01/2022

C:\Windows\System32\loadd|I32.exe

true

loaddlI32.exe "C:\Users\user\Desktop\ALNgwfVirB.dIl"
0xb80000

116736 bytes
7DEB5DB86COAC789123DEC286286B938
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Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true
true
C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000002.403379597.0000000000D31000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000000.378920575.0000000000B50000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000000.380234706.0000000000B50000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000000.380280063.0000000000D31000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000002.403315549.0000000000B50000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000000.00000000.379032722.0000000000031000.00000020.00000001.sdmp, Author:

Joe Security
Reputation: moderate
File Activities Show Windows behavior
Analysis Process: cmd.exe PID: 4616 Parent PID: 6764
General
Start time: 19:32:46
Start date: 14/01/2022
Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

cmd.exe /C rundll32.exe "C:\Users\user\Desktop\ALNgwfVtrB.dII" #1
0x2a0000

232960 bytes

F3BDBE3BB6F734E357235F4D5898582D

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: svchost.exe PID: 5264 Parent PID: 560

General

Start time: 19:32:46

Start date: 14/01/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Copyright Joe Security LLC 2022

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff6b7590000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

high

Show Windows behavior
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Analysis Process: regsvr32.exe PID: 3408 Parent PID: 6764

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

19:32:46

14/01/2022
C:\Windows\SysWOW64\regsvr32.exe
true

regsvr32.exe /s C:\Users\user\Desktop\ALNgwfVtrB.dll
0xf0000

20992 bytes
426E7499F6A7346F0410DEAD0O805586B
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000003.00000002.421593787.0000000004051000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000003.00000002.421559907.0000000004020000.00000040.00000001.sdmp, Author:

Joe Security
Reputation: high
Analysis Process: rundll32.exe PID: 6048 Parent PID: 4616
General
Start time: 19:32:46
Start date: 14/01/2022
Path: C:\Windows\SysWOWe64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

rundll32.exe "C:\Users\user\Desktop\ALNgwfVtrB.dII",#1
0x8b0000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000004.00000002.377076576.00000000046D1000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000004.00000002.376980438.00000000046A0000.00000040.00000001.sdmp, Author:

Joe Security
Reputation: high
Analysis Process: rundll32.exe PID: 6800 Parent PID: 6764
General
Start time: 19:32:46
Start date: 14/01/2022
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2022

true

rundll32.exe C:\Users\user\Desktop\ALNgwfVirB.dll,DIIRegisterServer
0x8b0000

61952 bytes

D7CA562B0DB4F4DDOF03A89A1FDAD63D

true

true

C, C++ or other language
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Yara matches: e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.425302680.00000000054F1000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.424744123.00000000033B0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.425412117.0000000005600000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.425380885.00000000055D1000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.425231298.00000000053C1000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.425055302.0000000005200000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.425273355.00000000054C0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.425444879.0000000005631000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.424828975.0000000003661000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000005.00000002.425344500.00000000055A0000.00000040.00000001.sdmp, Author:

Joe Security
Reputation: high
File Activities Show Windows behavior
Analysis Process: rundll32.exe PID: 6980 Parent PID: 6048
General
Start time: 19:32:48
Start date: 14/01/2022
Path: C:\Windows\SysWOW64\rundll32.exe
Wow64 process (32bit): true
Commandline: C:\Windows\SysWOWe64\rundll32.exe "C:\Users\user\Desktop\ALNgwfVtrB.dll",DIIRegis
terServer
Imagebase: 0x8b0000
File size: 61952 bytes
MD5 hash: D7CA562B0DB4F4DDOF03A89A1FDAD63D
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
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Yara matches: e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.388319825.0000000005640000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.388061342.00000000053B1000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.388938400.0000000005A60000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.388421865.00000000056A0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.388494502.00000000056D1000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.388374896.0000000005671000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.388137915.0000000005460000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.388743358.0000000005900000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.387667842.0000000004E61000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.387995858.0000000005380000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.389038479.0000000005A91000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.388835673.0000000005931000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.387132452.00000000033D0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
00000006.00000002.388209292.0000000005491000.00000020.00000001.sdmp, Author:

Joe Security
Reputation: high
File Activities Show Windows behavior
File Deleted
Analysis Process: svchost.exe PID: 4588 Parent PID: 560
General
Start time: 19:32:52
Start date: 14/01/2022
Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false
Commandline: C:\Windows\System32\svchost.exe -k WerSvcGroup
Imagebase: 0x7ff6b7590000
File size: 51288 bytes
MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
File Activities Show Windows behavior

Analysis Process: WerFault.exe PID: 4680 Parent PID: 4588

General
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Start time: 19:32:52

Start date: 14/01/2022

Path: C:\Windows\SysWOWe64\WerFault.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -pss -s 164 -p 6764 -ip 6764
Imagebase: 0x1150000

File size: 434592 bytes

MDS5 hash: 9E2BBACAD48ECCA55C0230D63623661B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: WerFault.exe PID: 6496 Parent PID: 6764

General

Start time: 19:32:54

Start date: 14/01/2022

Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 6764 -s 528

Imagebase: 0x1150000

File size: 434592 bytes

MD5 hash: 9E2BBACAD48ECCA55C0230D63623661B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
File Activities Show Windows behavior
File Created
File Deleted
File Written
Registry Activities Show Windows behavior
Key Created

Key Value Created

Analysis Process: rundli32.exe PID: 4668 Parent PID: 6980

General

Start time: 19:32:55

Start date: 14/01/2022

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe "C:\Windows\SysWOW64\Mhgwckn\ikgetkts.aey",QTEn
BlyMIuE

Imagebase: 0x8b0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DDOF03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
0000000A.00000002.390300102.0000000004A11000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source:
0000000A.00000002.389941280.0000000003080000.00000040.00000001.sdmp, Author:

Joe Security
Analysis Process: rundll32.exe PID: 4584 Parent PID: 4668
General
Start time: 19:32:57
Start date: 14/01/2022
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

true

C:\Windows\SysWOW64\rundll32.exe "C:\Windows\System32\Mhgwckn\ikgetkts.aey",DIIR
egisterServer

0x8b0000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: svchost.exe PID: 5688 Parent PID: 560

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

19:33:07

14/01/2022

C:\Windows\System32\svchost.exe

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff6b7590000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Show Windows behavior

Analysis Process: rundll32.exe PID: 400 Parent PID: 3408

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Copyright Joe Security LLC 2022

19:33:12

14/01/2022
C:\Windows\SysWOW64\rundll32.exe
true

C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\ALNgwfVtrB.dIl",DIIRegis
terServer

0x8b0000

61952 bytes
D7CA562B0DB4F4DDOF03A89A1FDAD63D
true

true
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Programmed in:

C, C++ or other language

Analysis Process: svchost.exe PID: 5796 Parent PID: 560

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

19:33:29

14/01/2022

C:\Windows\System32\svchost.exe

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff6b7590000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Show Windows behavior

Analysis Process: svchost.exe PID: 4532 Parent PID: 560

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

19:33:49

14/01/2022

C:\Windows\System32\svchost.exe

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff6b7590000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Show Windows behavior

Analysis Process: svchost.exe PID: 2932 Parent PID: 560

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

Registry Activities
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19:33:57

14/01/2022

C:\Windows\System32\svchost.exe

false

C:\Windows\System32\svchost.exe -k netsvcs -p -s BITS
0x7ff6b7590000

51288 bytes

32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Show Windows behavior

Show Windows behavior
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Disassembly

Code Analysis

Copyright Joe Security LLC Joe Sandbox Cloud Basic 34.0.0 Boulder Opal
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