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Time: 20:04:34
Date: 14/01/2022
Version: 34.0.0 Boulder Opal
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Windows Analysis Report YBfn5E3Dlw.dll

Overview

General Information

Sample 
Name:

YBfn5E3Dlw.dll

Analysis ID: 553389

MD5: 038f9a9d5b96733…

SHA1: 3b8a4b81f0b0651…

SHA256: d46762ba155e33…

Tags: 32 dll exe

Infos:

Most interesting Screenshot:

Detection

EmotetEmotet

Score: 92

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.Snort IDS alert for network traffic (e.……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Yara detected Emotet

Yara detected Emotet

Yara detected Emotet

Yara detected Emotet

Yara detected Emotet

Yara detected Emotet

Yara detected EmotetYara detected Emotet

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networSystem process connects to networ……

Sigma detected: Suspicious Call by 

Sigma detected: Suspicious Call by 

Sigma detected: Suspicious Call by 

Sigma detected: Suspicious Call by 

Sigma detected: Suspicious Call by 

Sigma detected: Suspicious Call by 

Sigma detected: Suspicious Call by Sigma detected: Suspicious Call by ……

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dowHides that the sample has been dow……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crashOne or more processes crash

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a dContains functionality to check if a d……

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query localeContains functionality to query locale……

Deletes files inside the Windows fold

Deletes files inside the Windows fold

Deletes files inside the Windows fold

Deletes files inside the Windows fold

Deletes files inside the Windows fold

Deletes files inside the Windows fold

Deletes files inside the Windows foldDeletes files inside the Windows fold……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direcCreates files inside the system direc……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stop

Found evasive API chain (may stopFound evasive API chain (may stop……

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a wContains functionality to check if a w……

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamicallyContains functionality to dynamically……

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may beContains functionality which may be……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often foCreates a DirectInput object (often fo……

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often useAV process strings found (often use……

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksum

PE file contains an invalid checksumPE file contains an invalid checksum

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resourcesPE file contains strange resources

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLsTries to load missing DLLs

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows directDrops PE files to the windows direct……

Contains functionality to open a port

Contains functionality to open a port

Contains functionality to open a port

Contains functionality to open a port

Contains functionality to open a port

Contains functionality to open a port

Contains functionality to open a portContains functionality to open a port……

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on nonDetected TCP or UDP traffic on non……

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Connects to several IPs in different 

Connects to several IPs in different 

Connects to several IPs in different 

Connects to several IPs in different 

Connects to several IPs in different 

Connects to several IPs in different 

Connects to several IPs in different Connects to several IPs in different ……

Potential key logger detected (key s

Potential key logger detected (key s

Potential key logger detected (key s

Potential key logger detected (key s

Potential key logger detected (key s

Potential key logger detected (key s

Potential key logger detected (key sPotential key logger detected (key s……

Registers a DLL

Registers a DLL

Registers a DLL

Registers a DLL

Registers a DLL

Registers a DLL

Registers a DLLRegisters a DLL

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valuMonitors certain registry keys / valu……

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executed

Found large amount of non-executedFound large amount of non-executed……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

loaddll32.exe (PID: 6800 cmdline: loaddll32.exe "C:\Users\user\Desktop\YBfn5E3Dlw.dll" MD5: 7DEB5DB86C0AC789123DEC286286B938)

cmd.exe (PID: 6832 cmdline: cmd.exe /C rundll32.exe "C:\Users\user\Desktop\YBfn5E3Dlw.dll",#1 MD5: F3BDBE3BB6F734E357235F4D5898582D)

rundll32.exe (PID: 6868 cmdline: rundll32.exe "C:\Users\user\Desktop\YBfn5E3Dlw.dll",#1 MD5: D7CA562B0DB4F4DD0F03A89A1FDAD63D)

rundll32.exe (PID: 6972 cmdline: C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\YBfn5E3Dlw.dll",DllRegisterServer MD5: 

D7CA562B0DB4F4DD0F03A89A1FDAD63D)
rundll32.exe (PID: 6364 cmdline: C:\Windows\SysWOW64\rundll32.exe "C:\Windows\SysWOW64\Iqfwjbrvgdbzcukj\zdbnyk.tut",UUsSizCGlqQiDK MD5: 

D7CA562B0DB4F4DD0F03A89A1FDAD63D)
rundll32.exe (PID: 6468 cmdline: C:\Windows\SysWOW64\rundll32.exe "C:\Windows\System32\Iqfwjbrvgdbzcukj\zdbnyk.tut",DllRegisterServer MD5: 

D7CA562B0DB4F4DD0F03A89A1FDAD63D)
regsvr32.exe (PID: 6856 cmdline: regsvr32.exe /s C:\Users\user\Desktop\YBfn5E3Dlw.dll MD5: 426E7499F6A7346F0410DEAD0805586B)

rundll32.exe (PID: 6952 cmdline: C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\YBfn5E3Dlw.dll",DllRegisterServer MD5: 

D7CA562B0DB4F4DD0F03A89A1FDAD63D)
rundll32.exe (PID: 6916 cmdline: rundll32.exe C:\Users\user\Desktop\YBfn5E3Dlw.dll,DllRegisterServer MD5: D7CA562B0DB4F4DD0F03A89A1FDAD63D)

WerFault.exe (PID: 6472 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 6800 -s 524 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)

svchost.exe (PID: 7100 cmdline: C:\Windows\System32\svchost.exe -k WerSvcGroup MD5: 32569E403279B3FD2EDB7EBD036273FA)

WerFault.exe (PID: 7160 cmdline: C:\Windows\SysWOW64\WerFault.exe -pss -s 476 -p 6800 -ip 6800 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)

svchost.exe (PID: 5964 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 6864 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 7160 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 5892 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

cleanup

Process Tree

Malware Configuration

Threatname: Emotet

Copyright Joe Security LLC 2022 Page 4 of 23



Sigma Overview

System Summary:

{

  "C2 list": [

    "45.138.98.34:80",

    "69.16.218.101:8080",

    "51.210.242.234:8080",

    "185.148.168.220:8080",

    "142.4.219.173:8080",

    "54.38.242.185:443",

    "191.252.103.16:80",

    "104.131.62.48:8080",

    "62.171.178.147:8080",

    "217.182.143.207:443",

    "168.197.250.14:80",

    "37.44.244.177:8080",

    "66.42.57.149:443",

    "210.57.209.142:8080",

    "159.69.237.188:443",

    "116.124.128.206:8080",

    "128.199.192.135:8080",

    "195.154.146.35:443",

    "185.148.168.15:8080",

    "195.77.239.39:8080",

    "207.148.81.119:8080",

    "85.214.67.203:8080",

    "190.90.233.66:443",

    "78.46.73.125:443",

    "78.47.204.80:443",

    "37.59.209.141:8080",

    "54.37.228.122:443"

  ],

  "Public Key": [

    "RUNTMSAAAAD0LxqDNhonUYwk8sqo7IWuUllRdUiUBnACc6romsQoe1YJD7wIe4AheqYofpZFucPDXCZ0z9i+ooUffqeoLZU0",

    "RUNLMSAAAADYNZPXY4tQxd/N4Wn5sTYAm5tUOxY2ol1ELrI4MNhHNi640vSLasjYTHpFRBoG+o84vtr7AJachCzOHjaAJFCW"

  ]

}

Source Rule Description Author Strings

00000005.00000002.717016782.0000000000801000.00000
020.00000001.sdmp

JoeSecurity_Emotet_1 Yara detected 
Emotet

Joe Security

00000007.00000002.684457772.0000000004AC
0000.00000040.00000001.sdmp

JoeSecurity_Emotet_1 Yara detected 
Emotet

Joe Security

00000005.00000002.716858406.0000000000610000.00000
040.00000001.sdmp

JoeSecurity_Emotet_1 Yara detected 
Emotet

Joe Security

00000004.00000002.670220213.0000000002A40000.00000
040.00000001.sdmp

JoeSecurity_Emotet_1 Yara detected 
Emotet

Joe Security

0000000A.00000002.689034927.0000000000841000.00000
020.00000001.sdmp

JoeSecurity_Emotet_1 Yara detected 
Emotet

Joe Security

Click to see the 29 entries

Source Rule Description Author Strings

3.2.regsvr32.exe.4ad0000.0.unpack JoeSecurity_Emotet_1 Yara detected 
Emotet

Joe Security

7.2.rundll32.exe.2cc0000.0.unpack JoeSecurity_Emotet_1 Yara detected 
Emotet

Joe Security

0.0.loaddll32.exe.2bb0000.4.unpack JoeSecurity_Emotet_1 Yara detected 
Emotet

Joe Security

7.2.rundll32.exe.4bd0000.4.unpack JoeSecurity_Emotet_1 Yara detected 
Emotet

Joe Security

10.2.rundll32.exe.840000.1.unpack JoeSecurity_Emotet_1 Yara detected 
Emotet

Joe Security

Click to see the 46 entries

Yara Overview

Memory Dumps

Unpacked PEs

Copyright Joe Security LLC 2022 Page 5 of 23



Sigma detected: Suspicious Call by Ordinal

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

C2 URLs / IPs found in malware configuration

E-Banking Fraud:

Yara detected Emotet

System Summary:

Hooking and other Techniques for Hiding and Protection:

Hides that the sample has been downloaded from the Internet (zone.identifier)

HIPS / PFW / Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

Yara detected Emotet

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Valid
Accounts

Native
API 2

DLL Side-
Loading 1

DLL Side-
Loading 1

Deobfuscate/Decode
Files or Information 1

Input
Capture 2

System Time
Discovery 1

Remote
Services

Archive
Collected
Data 1

Exfiltration Over Other
Network Medium

Ingress Tool
Transfer 1

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Process
Injection 1 1 2

Obfuscated Files or
Information 2

LSASS
Memory

File and Directory
Discovery 1

Remote
Desktop
Protocol

Input
Capture 2

Exfiltration Over
Bluetooth

Encrypted
Channel 1

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

DLL Side-Loading 1 Security
Account
Manager

System Information
Discovery 2 4

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated Exfiltration Non-Standard
Port 1
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Local
Accounts

At
(Windows)

Logon Script
(Mac)

Logon Script
(Mac)

File Deletion 1 NTDS Query Registry 1 Distributed
Component
Object Model

Input
Capture

Scheduled Transfer Application
Layer
Protocol 1

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Masquerading 2 LSA
Secrets

Security Software
Discovery 4 1

SSH Keylogging Data Transfer Size
Limits

Fallback
Channels

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Virtualization/Sandbox
Evasion 2

Cached
Domain
Credentials

Virtualization/Sandbox
Evasion 2

VNC GUI Input
Capture

Exfiltration Over C2
Channel

Multiband
Communication

External
Remote
Services

Scheduled
Task

Startup
Items

Startup Items Process
Injection 1 1 2

DCSync Process Discovery 2 Windows
Remote
Management

Web
Portal
Capture

Exfiltration Over
Alternative Protocol

Commonly
Used Port

Drive-by
Compromise

Command
and
Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Hidden Files and
Directories 1

Proc
Filesystem

Application Window
Discovery 1

Shared
Webroot

Credential
API
Hooking

Exfiltration Over
Symmetric Encrypted
Non-C2 Protocol

Application
Layer Protocol

Exploit
Public-
Facing
Application

PowerShell At (Linux) At (Linux) Regsvr32 1 /etc/passwd
and
/etc/shadow

Remote System
Discovery 1

Software
Deployment
Tools

Data
Staged

Exfiltration Over
Asymmetric Encrypted
Non-C2 Protocol

Web Protocols

Supply
Chain
Compromise

AppleScript At
(Windows)

At (Windows) Rundll32 1 Network
Sniffing

Process Discovery Taint Shared
Content

Local Data
Staging

Exfiltration Over
Unencrypted/Obfuscated
Non-C2 Protocol

File Transfer
Protocols

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Behavior Graph
ID: 553389

Sample: YBfn5E3Dlw.dll

Startdate: 14/01/2022

Architecture: WINDOWS

Score: 92

210.57.209.142

UNAIR-AS-IDUniversitasAirlanggaID

Indonesia

85.214.67.203

STRATOSTRATOAGDE

Germany

23 other IPs or domains

Snort IDS alert for
network traffic (e.g.

based on Emerging Threat
rules)

Found malware configuration Multi AV Scanner detection
for submitted file 3 other signatures

loaddll32.exe

1

        started       

svchost.exe

4

        started       

svchost.exe

1

        started       

3 other processes

cmd.exe

1

        started       

rundll32.exe

2

        started       

regsvr32.exe

        started       

WerFault.exe

3 9

        started       

WerFault.exe

        started       

rundll32.exe

        started       
Hides that the sample
has been downloaded

from the Internet (zone.identifier)

rundll32.exe

        started       

rundll32.exe

2

        started       

Hides that the sample
has been downloaded

from the Internet (zone.identifier)

rundll32.exe

        started       

rundll32.exe

        started       

45.138.98.34, 49744, 80

M247GB

Germany

69.16.218.101, 49753, 8080

LIQUIDWEBUS

United States

System process connects
to network (likely due
to code injection or

exploit)

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Behavior Graph

Screenshots
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Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Source Detection Scanner Label Link

YBfn5E3Dlw.dll 14% Virustotal Browse

YBfn5E3Dlw.dll 19% ReversingLabs

No Antivirus matches

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Copyright Joe Security LLC 2022 Page 8 of 23

https://www.virustotal.com/gui/file/d46762ba155e3345baf5d9e9453e6cd8e0647438693abddf34f98ae8d6bd436a/detection/f-d46762ba155e3345baf5d9e9453e6cd8e0647438693abddf34f98ae8d6bd436a-1642185146


Source Detection Scanner Label Link Download

10.2.rundll32.exe.810000.0.unpack 100% Avira HEUR/AGEN.1145233 Download File

7.2.rundll32.exe.4bd0000.4.unpack 100% Avira HEUR/AGEN.1145233 Download File

4.2.rundll32.exe.43d0000.1.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

7.2.rundll32.exe.2cc0000.0.unpack 100% Avira HEUR/AGEN.1145233 Download File

0.2.loaddll32.exe.2bb0000.1.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

5.2.rundll32.exe.890000.2.unpack 100% Avira HEUR/AGEN.1145233 Download File

3.2.regsvr32.exe.4ad0000.0.unpack 100% Avira HEUR/AGEN.1145233 Download File

4.2.rundll32.exe.2a40000.0.unpack 100% Avira HEUR/AGEN.1145233 Download File

0.0.loaddll32.exe.2bb0000.4.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

10.2.rundll32.exe.840000.1.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

7.2.rundll32.exe.4d60000.7.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

3.2.regsvr32.exe.4b90000.1.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

7.2.rundll32.exe.4af0000.3.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

5.2.rundll32.exe.4600000.3.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

5.2.rundll32.exe.4810000.7.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

7.2.rundll32.exe.4d90000.8.unpack 100% Avira HEUR/AGEN.1145233 Download File

5.2.rundll32.exe.4840000.8.unpack 100% Avira HEUR/AGEN.1145233 Download File

7.2.rundll32.exe.4ac0000.2.unpack 100% Avira HEUR/AGEN.1145233 Download File

7.2.rundll32.exe.4dc0000.9.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

7.2.rundll32.exe.4c00000.5.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

7.2.rundll32.exe.4d30000.6.unpack 100% Avira HEUR/AGEN.1145233 Download File

7.2.rundll32.exe.2cf0000.1.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

5.2.rundll32.exe.4700000.4.unpack 100% Avira HEUR/AGEN.1145233 Download File

5.2.rundll32.exe.610000.0.unpack 100% Avira HEUR/AGEN.1145233 Download File

5.2.rundll32.exe.800000.1.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

5.2.rundll32.exe.4870000.9.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

7.2.rundll32.exe.50f0000.10.unpack 100% Avira HEUR/AGEN.1145233 Download File

7.2.rundll32.exe.5120000.11.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

0.0.loaddll32.exe.2bb0000.1.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

5.2.rundll32.exe.47e0000.6.unpack 100% Avira HEUR/AGEN.1145233 Download File

0.0.loaddll32.exe.2b80000.3.unpack 100% Avira HEUR/AGEN.1145233 Download File

0.2.loaddll32.exe.2b80000.0.unpack 100% Avira HEUR/AGEN.1145233 Download File

5.2.rundll32.exe.4730000.5.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

0.0.loaddll32.exe.2b80000.0.unpack 100% Avira HEUR/AGEN.1145233 Download File

No Antivirus matches

Source Detection Scanner Label Link

https://www.disneyplus.com/legal/your-california-privacy-rights 0% URL Reputation safe

https://www.disneyplus.com/legal/privacy-policy 0% URL Reputation safe

https://www.tiktok.com/legal/report/feedback 0% URL Reputation safe

help.disneyplus.com. 0% URL Reputation safe

schemas.microft8 0% Avira URL Cloud safe

https://disneyplus.com/legal. 0% URL Reputation safe

No contacted domains info

Unpacked PE Files

Domains

URLs

Domains and IPs

Contacted Domains

URLs from Memory and Binaries

Contacted IPs
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General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 553389

Start date: 14.01.2022

Start time: 20:04:34

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 11m 41s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: YBfn5E3Dlw.dll

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Run name: Run with higher sleep bypass

Number of analysed new started processes 
analysed:

29

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

IP Domain Country Flag ASN ASN Name Malicious

207.148.81.119 unknown United States 20473 AS-CHOOPAUS true

104.131.62.48 unknown United States 14061 DIGITALOCEAN-ASNUS true

85.214.67.203 unknown Germany 6724 STRATOSTRATOAGDE true

191.252.103.16 unknown Brazil 27715 LocawebServicosdeInternet
SABR

true

168.197.250.14 unknown Argentina 264776 OmarAnselmoRipollTDCNET
AR

true

66.42.57.149 unknown United States 20473 AS-CHOOPAUS true

185.148.168.15 unknown Germany 44780 EVERSCALE-ASDE true

51.210.242.234 unknown France 16276 OVHFR true

217.182.143.207 unknown France 16276 OVHFR true

69.16.218.101 unknown United States 32244 LIQUIDWEBUS true

159.69.237.188 unknown Germany 24940 HETZNER-ASDE true

45.138.98.34 unknown Germany 9009 M247GB true

116.124.128.206 unknown Korea Republic of 9318 SKB-
ASSKBroadbandCoLtdKR

true

78.46.73.125 unknown Germany 24940 HETZNER-ASDE true

37.59.209.141 unknown France 16276 OVHFR true

210.57.209.142 unknown Indonesia 38142 UNAIR-AS-
IDUniversitasAirlanggaID

true

185.148.168.220 unknown Germany 44780 EVERSCALE-ASDE true

54.37.228.122 unknown France 16276 OVHFR true

190.90.233.66 unknown Colombia 18678 INTERNEXASAESPCO true

142.4.219.173 unknown Canada 16276 OVHFR true

54.38.242.185 unknown France 16276 OVHFR true

195.154.146.35 unknown France 12876 OnlineSASFR true

195.77.239.39 unknown Spain 60493 FICOSA-ASES true

78.47.204.80 unknown Germany 24940 HETZNER-ASDE true

37.44.244.177 unknown Germany 47583 AS-HOSTINGERLT true

62.171.178.147 unknown United Kingdom 51167 CONTABODE true

128.199.192.135 unknown United Kingdom 14061 DIGITALOCEAN-ASNUS true

Public
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Detection: MAL

Classification: mal92.troj.evad.winDLL@27/10@0/27

EGA Information: Successful, ratio: 100%

HDC Information: Successful, ratio: 85.5% (good quality ratio 79.7%)
Quality average: 70.7%
Quality standard deviation: 27%

HCA Information: Successful, ratio: 75%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Sleeps bigger than 120000ms are automatically reduced to 1000ms
Found application associated with file extension: .dll

Warnings:

No simulations

No context

No context

No context

No context

No context

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_loaddll32.exe_12a180e49793e381a8b848106c2e1caa7a6a4277_7cac0383_18322b37
\Report.wer
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 65536

Entropy (8bit): 0.7984428121988548

Encrypted: false

SSDEEP: 96:Hjo4ESnYycy9haol7Jf0pXIQcQSc6mcEUcw3/s+a+z+HbHgpVG4rmMoVazWbSmEl:DfneHsieryjxq/u7sbS274ItW

MD5: AF6374C79722A2CF9380F6C4B4C4AB51

SHA1: 9A7F43D08B72DA596846A7E927C2F1C3796F1040

SHA-256: 53F69AEA466098A2DC46C032D1275D9C0B52C593D409A338E391B1236008A214

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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SHA-512: 597817BDDB016DB078B0D1182E2CC07B06EE8B79DB955209A7C96D15FEBFEFD456D93B7AEBE4EA4494E3AFC626A686C0ECCE9CF00CE9D7DCD2BEF53426C1
A2D7

Malicious: false

Preview:
..V.e.r.s.i.o.n.=.1.....E.v.e.n.t.T.y.p.e.=.A.P.P.C.R.A.S.H.....E.v.e.n.t.T.i.m.e.=.1.3.2.8.6.6.6.0.7.4.1.9.6.3.6.1.8.3.....R.e.p.o.r.t.T.y.p.e.=.2.....C.o.n.s.e.n.t.=.1.....R.e.p.o.r.t.I.d.
e.n.t.i.f.i.e.r.=.6.5.c.a.6.2.e.b.-.6.6.4.5.-.4.1.4.4.-.8.7.6.1.-.5.4.e.9.b.0.8.4.d.1.e.4.....I.n.t.e.g.r.a.t.o.r.R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.a.9.8.9.0.7.8.0.-.1.a.4.9.-.4.e.7.b.-.b.3.0.5.-
.0.2.e.a.3.a.f.9.b.4.e.1.....W.o.w.6.4.H.o.s.t.=.3.4.4.0.4.....W.o.w.6.4.G.u.e.s.t.=.3.3.2.....N.s.A.p.p.N.a.m.e.=.l.o.a.d.d.l.l.3.2...e.x.e.....A.p.p.S.e.s.s.i.o.n.G.u.i.d.=.0.0.0.0.1.
a.9.0.-.0.0.0.1.-.0.0.1.b.-.b.a.a.a.-.7.c.b.2.7.9.0.9.d.8.0.1.....T.a.r.g.e.t.A.p.p.I.d.=.W.:.0.0.0.0.d.a.3.9.a.3.e.e.5.e.6.b.4.b.0.d.3.2.5.5.b.f.e.f.9.5.6.0.1.8.9.0.a.f.d.8.0.7.0.
9.!.0.0.0.0.d.a.3.9.a.3.e.e.5.e.6.b.4.b.0.d.3.2.5.5.b.f.e.f.9.5.6.0.1.8.9.0.a.f.d.8.0.7.0.9.!.l.o.a.d.d.l.l.3.2...e.x.e.....T.a.r.g.e.t.A.p.p.V.e.r.=.2.0.2.1././.1.2././.1.3.:.0.9.:.0.7.:.1.
6.!.0.!.l.o.a.d.d.l.l.3.2...e.x.e.....B.o.o.t.I.d.=.4.2.9.4.

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_loaddll32.exe_12a180e49793e381a8b848106c2e1caa7a6a4277_7cac0383_18322b37
\Report.wer

C:\ProgramData\Microsoft\Windows\WER\Temp\WER129F.tmp.dmp
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Mini DuMP crash report, 15 streams, Fri Jan 14 19:05:43 2022, 0x1205a4 type

Category: dropped

Size (bytes): 45656

Entropy (8bit): 2.0854323149487115

Encrypted: false

SSDEEP: 192:SPCC+9/fpO5ZNZZHPwbhG0HYtTT4fg4w/G7fTYU0+1aJEzi3jrCzYnKRP:LBxU5DZZvwHHYtTgg4w/GwVCaJEzaBE

MD5: 3FE3B2C264F8304A73949B433455CAB1

SHA1: 6995D596E543E3C8D76D796746E499863FCA4C41

SHA-256: 54B09469053A02950FD5206A8A2B7CCE1159F3D1503821959EF227C5C5F7C046

SHA-512: 2E30D62D899C9D99421829300E3BAB89F539A447F5312AA6B629D99785E020E34FDEC3D0072C02B5586032792B3CA1A4BB6F8471A4BB2877CA98766FBAC3819F

Malicious: false

Preview:
MDMP....... ..........a....................................$...T............%..........`.......8...........T...............X...........x...........d....................................................................U...........B...........
...GenuineIntelW...........T...........y..a.............................0..................W... .E.u.r.o.p.e. .S.t.a.n.d.a.r.d. .T.i.m.e.......................................W... .E.u.r.o.p.e. .D.a.y.l.i.g.h.t. .T.i.m.e
.......................................1.7.1.3.4...1...x.8.6.f.r.e...r.s.4._.r.e.l.e.a.s.e...1.8.0.4.1.0.-.1.8.0.4..............................................................................................................................
..............................................................................................................................................................................................................................................................................
.............................

C:\ProgramData\Microsoft\Windows\WER\Temp\WER19A4.tmp.WERInternalMetadata.xml
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 8350

Entropy (8bit): 3.698823860001135

Encrypted: false

SSDEEP: 192:Rrl7r3GLNiEF6yoZ6YrtSUW6rblgmfdSwG5+pBW89bxWsfPIbm:RrlsNi+6yoZ6YBSUW6rblgmfdSw5x1fB

MD5: A8ADAB47C897BBF3E1B47910C1062337

SHA1: 4DE919C193AA90418E4595EB7A3475CFC3A69A22

SHA-256: A74353D26F783234E2EDCDAC551574C367931B13448A0ACDD93E2D57D288BBF3

SHA-512: 86A48B308613F96694D5264A741781C289FBBE698CD0ACE25CDB89FE0E3B02218259AD07A6AEF04802FCDB2E66C7051CF998F27777F7A6DDA263B4323D0A5EA0

Malicious: false

Preview:
..<.?.x.m.l. .v.e.r.s.i.o.n.=.".1...0.". .e.n.c.o.d.i.n.g.=.".U.T.F.-.1.6.".?.>.....<.W.E.R.R.e.p.o.r.t.M.e.t.a.d.a.t.a.>.......<.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.........<.W.i.n.d.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./.W.i.n.d.o.w.s.N.T.V.e.r.s.i.o.n.>.........<.B.u.i.l.d.>.1.7.1.3.4.<./.B.u.i.l.d.>.........<.P.r.o.d.u.c.t.>.(.0.x.3.0.).:. .W.i.n.d.o.w.s. .1.0. .P.r.o.
<./.P.r.o.d.u.c.t.>.........<.E.d.i.t.i.o.n.>.P.r.o.f.e.s.s.i.o.n.a.l.<./.E.d.i.t.i.o.n.>.........<.B.u.i.l.d.S.t.r.i.n.g.>.1.7.1.3.4...1...a.m.d.6.4.f.r.e...r.s.4._.r.e.l.e.a.s.e...1.8.0.4.1.0.-.1.8.0.4.
<./.B.u.i.l.d.S.t.r.i.n.g.>.........<.R.e.v.i.s.i.o.n.>.1.<./.R.e.v.i.s.i.o.n.>.........<.F.l.a.v.o.r.>.M.u.l.t.i.p.r.o.c.e.s.s.o.r. .F.r.e.e.<./.F.l.a.v.o.r.>.........<.A.r.c.h.i.t.e.c.t.u.r.e.>.X.6.4.<./.
A.r.c.h.i.t.e.c.t.u.r.e.>.........<.L.C.I.D.>.1.0.3.3.<./.L.C.I.D.>.......<./.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.......<.P.r.o.c.e.s.s.I.n.f.o.r.m.a.t.i.o.n.>.........<.P.i.d.>.6.8.0.0.<./.P.i.
d.>.......

C:\ProgramData\Microsoft\Windows\WER\Temp\WER1FEF.tmp.xml
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 4598

Entropy (8bit): 4.471654725288739

Encrypted: false

SSDEEP: 48:cvIwSD8zsIJgtWI98yWSC8BT8fm8M4J2+SZFSsd+q84pzUgKcQIcQw0yd:uITfOPTSNSJQzdxUgKkw0yd

MD5: EC0A6A581B3E20C0F618D1A049B99818

SHA1: 5213B2DE5AC5BAEBCAE286AB713BE17781A68087

SHA-256: 67B4FCCB9BAC2F4F595A5AA2D4EF1736224F0162D20DC0938D4349CBC7B91381

SHA-512: 9227BE123551BE7407441A47CB8F8200AC9461E67E79BB5CE4F5A04C89DBB14E2317BDF5565A3F13DEE3DEA1D3C1539ACB199A6BCFD03354D3D7FDF36F8E297
3

Malicious: false
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Preview:
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">..  <tlm>..    <src>..      <desc>..        <mach>..          <os>..            <arg nm="vermaj" val="10" 
/>..            <arg nm="vermin" val="0" />..            <arg nm="verbld" val="17134" />..            <arg nm="vercsdbld" val="1" />..            <arg nm="verqfe" val="1" />..            
<arg nm="csdbld" val="1" />..            <arg nm="versp" val="0" />..            <arg nm="arch" val="9" />..            <arg nm="lcid" val="1033" />..            <arg nm="geoid" 
val="244" />..            <arg nm="sku" val="48" />..            <arg nm="domain" val="0" />..            <arg nm="prodsuite" val="256" />..            <arg nm="ntprodtype" val="1" 
/>..            <arg nm="platid" val="2" />..            <arg nm="tmsi" val="1342336" />..            <arg nm="osinsty" val="1" />..            <arg nm="iever" val="11.1.17134.0-
11.0.47" />..            <arg nm="portos" val="0" />..            <arg nm="ram" val="4096" />..     

C:\ProgramData\Microsoft\Windows\WER\Temp\WER1FEF.tmp.xml

C:\ProgramData\Microsoft\Windows\WER\Temp\WER41BF.tmp.csv
Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 51860

Entropy (8bit): 3.042012562830765

Encrypted: false

SSDEEP: 768:3oHN0b2EyOg9/PTwSiheAKWcV1ljtugc2t45Nfs17C:3oHN0bsOg9/PTwSiHgV1ljtugB6DsRC

MD5: 4FB88AB4D6C49857EEEBBA60C0E77698

SHA1: 2C9FCD746C517FFBB55BD87EC6A702B2D5935C71

SHA-256: 6D8590DEF8C4C5E5EFC5601456E6B1ABF695AFA98DE960294D4700FAAA21CCEE

SHA-512: 24607FB36647828FEB5FAEC485AEA418DF6CD1F2CB016F3ABC3247015F4D8D3EC0F13E72C30E833461D5BDB0E94264E830E576A5B7B508CA2129BA608254248A

Malicious: false

Preview:
I.m.a.g.e.N.a.m.e.,.U.n.i.q.u.e.P.r.o.c.e.s.s.I.d.,.N.u.m.b.e.r.O.f.T.h.r.e.a.d.s.,.W.o.r.k.i.n.g.S.e.t.P.r.i.v.a.t.e.S.i.z.e.,.H.a.r.d.F.a.u.l.t.C.o.u.n.t.,.N.u.m.b.e.r.O.f.T.h.r.e.a.d.s.H.
i.g.h.W.a.t.e.r.m.a.r.k.,.C.y.c.l.e.T.i.m.e.,.C.r.e.a.t.e.T.i.m.e.,.U.s.e.r.T.i.m.e.,.K.e.r.n.e.l.T.i.m.e.,.B.a.s.e.P.r.i.o.r.i.t.y.,.P.e.a.k.V.i.r.t.u.a.l.S.i.z.e.,.V.i.r.t.u.a.l.S.i.z.e.,.P.a.g.e.F.
a.u.l.t.C.o.u.n.t.,.W.o.r.k.i.n.g.S.e.t.S.i.z.e.,.P.e.a.k.W.o.r.k.i.n.g.S.e.t.S.i.z.e.,.Q.u.o.t.a.P.e.a.k.P.a.g.e.d.P.o.o.l.U.s.a.g.e.,.Q.u.o.t.a.P.a.g.e.d.P.o.o.l.U.s.a.g.e.,.Q.u.o.t.a.P.e.
a.k.N.o.n.P.a.g.e.d.P.o.o.l.U.s.a.g.e.,.Q.u.o.t.a.N.o.n.P.a.g.e.d.P.o.o.l.U.s.a.g.e.,.P.a.g.e.f.i.l.e.U.s.a.g.e.,.P.e.a.k.P.a.g.e.f.i.l.e.U.s.a.g.e.,.P.r.i.v.a.t.e.P.a.g.e.C.o.u.n.
t.,.R.e.a.d.O.p.e.r.a.t.i.o.n.C.o.u.n.t.,.W.r.i.t.e.O.p.e.r.a.t.i.o.n.C.o.u.n.t.,.O.t.h.e.r.O.p.e.r.a.t.i.o.n.C.o.u.n.t.,.R.e.a.d.T.r.a.n.s.f.e.r.C.o.u.n.t.,.W.r.i.t.e.T.r.a.n.s.f.e.r.C.o.u.
n.t.,.O.t.h.e.r.T.r.a.n.s.f.e.r.C.o.u.n.t.,.H.a.n.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER4867.tmp.txt
Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 13340

Entropy (8bit): 2.6942239809629727

Encrypted: false

SSDEEP: 96:9GiZYWhlhP2r8MYRYHW2UbPHEUYEZu0Ktk0iKMNe0UxwpMYeauJQzhSeIOV3:9jZDh820909beauJWhSpOV3

MD5: E84C5FA82A411894D88E21777F618774

SHA1: 5B9DD421F204412C5F4D54C6905CC67BB7C42238

SHA-256: 67A9E0A270BD8E440A13605BCB1692532DDD44AEBDE6E4E191B964A6FDD443F2

SHA-512: F967CD46AE331644A1D07E740D1B20CE4800781672A0FCB908CB2E8A7DB88FC450CD2F631F5738A61F680EB77E4A0CA92F3045B0B0428A092C5DBC73126F55E9

Malicious: false

Preview:
B...T.i.m.e.r.R.e.s.o.l.u.t.i.o.n. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .1.5.6.2.5.0.....B...P.a.g.e.S.i.z.e. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .4.0.9.6.....B...N.u.
m.b.e.r.O.f.P.h.y.s.i.c.a.l.P.a.g.e.s. . . . . . . . . . . . . . . . . . . . . . . . . . .1.0.4.8.3.1.5.....B...L.o.w.e.s.t.P.h.y.s.i.c.a.l.P.a.g.e.N.u.m.b.e.r. . . . . . . . . . . . . . . . . . . . . . . . . . . . . .1.
....B...H.i.g.h.e.s.t.P.h.y.s.i.c.a.l.P.a.g.e.N.u.m.b.e.r. . . . . . . . . . . . . . . . . . . . . . .1.3.1.0.7.1.9.....B...A.l.l.o.c.a.t.i.o.n.G.r.a.n.u.l.a.r.i.t.y. . . . . . . . . . . . . . . . . . . . . . . . . . . . 
.6.5.5.3.6.....B...M.i.n.i.m.u.m.U.s.e.r.M.o.d.e.A.d.d.r.e.s.s. . . . . . . . . . . . . . . . . . . . . . . . . . . .6.5.5.3.6.....B...M.a.x.i.m.u.m.U.s.e.r.M.o.d.e.A.d.d.r.e.s.s. . . . . . . . . . . . . . . . . 
.1.4.0.7.3.7.4.8.8.2.8.9.7.9.1.....B...A.c.t.i.v.e.P.r.o.c.e.s.s.o.r.s.A.f.f.i.n.i.t.y.M.a.s.k. . . . . . .

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\77EC63BDA74BD0D0E0426DC8F8008506

Process: C:\Windows\SysWOW64\rundll32.exe

File Type: Microsoft Cabinet archive data, 61414 bytes, 1 file

Category: dropped

Size (bytes): 61414

Entropy (8bit): 7.995245868798237

Encrypted: true

SSDEEP: 1536:EysgU6qmzixT64jYMZ8HbVPGfVDwm/xLZ9rP:wF6qmeo4eH1m9wmLvrP

MD5: ACAEDA60C79C6BCAC925EEB3653F45E0

SHA1: 2AAAE490BCDACCC6172240FF1697753B37AC5578

SHA-256: 6B0CECCF0103AFD89844761417C1D23ACC41F8AEBF3B7230765209B61EEE5658

SHA-512: FEAA6E7ED7DDA1583739B3E531AB5C562A222EE6ECD042690AE7DCFF966717C6E968469A7797265A11F6E899479AE0F3031E8CF5BEBE1492D5205E9C59690900

Malicious: false

Preview:
MSCF............,...................I.......;w........RSNj .authroot.stl..>.(.5..CK..8T....c_.d...A.K...+.d.H..*i.RJJ.IQIR..$t)Kd.-[..T\{..ne......<.w......A..B........c...wi......D....c.0D,L........f
y....Rg...=........i,3.3..Z....~^ve<...TF.*...f.zy.,...m.@.0.0...m.3..I(..+..v#...(.2....e...L..*y..V.......~U...."<ke.....l.X:Dt..R<7.5\A7L0=..T.V...IDr..8<....r&...I-.^..b.b.".Af....E.._..
r.>.`;,.Hob..S.....7'..\.R$.".g..+..64..@nP.....k3...B.`.G..@D.....L.....`^...#OpW.....!....`.....rf:.}.R.@....gR.#7....l..H.#...d.Qh..3..fCX....==#..M.l..~&....[.J9.\..Ww.....Tx.%....]..a4E
...q.+...#.*a..x..O..V.t..Y1!.T..`U...-...< _@...|(.....0..3.`.LU...E0.Gu.4KN....5...?.....I.p..'..........N<.d.O..dH@c1t...[w/...T....cYK.X>.0..Z.....O>..9.3.#9X.%.b...5.YK.E.V.....`./.3.._
..nN]..=..M.o.F.._..z....._...gY..!Z..?l....vp.l.:.d.Z..W.....~...N.._.k...&.....$......i.F.d.....D!e.....Y..,.E..m.;.1... $.F..O.F.o_}.uG....,.%.>,.Zx.......o....c../.;....g&.....

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\77EC63BDA74BD0D0E0426DC8F8008506
Process: C:\Windows\SysWOW64\rundll32.exe
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Static File Info

General
File type: PE32 executable (DLL) (GUI) Intel 80386, for MS Wi

ndows

Entropy (8bit): 6.767616444278102

File Type: data

Category: modified

Size (bytes): 328

Entropy (8bit): 3.1145631655870156

Encrypted: false

SSDEEP: 6:kK3kk8SN+SkQlPlEGYRMY9z+4KlDA3RUeYlUmlUR/t:/k9kPlE99SNxAhUeYlUSA/t

MD5: CA008EF1B8E2DE7E98ED7A1336C3D3A3

SHA1: 0F7D65259F405435698B660F6419239575CFC176

SHA-256: F1A34F2E83D63946250B8FBF14C551782DC28AD1C0472E5A9973F622594E32E7

SHA-512: FE8DFD52DD006E99BC2B309870CAECBA52E4F11BD218800F5822CB6EF0C50D6FDDCCD0C1F01FD06B179F923FD35FB1AC248347514639DB8B18F0DD9B99018D
C7

Malicious: false

Preview:
p...... ........H1,.y...(....................................................... ........q.\].......&...............h.t.t.p.:././.c.t.l.d.l...w.i.n.d.o.w.s.u.p.d.a.t.e...c.o.m./.m.s.d.o.w.n.l.o.a.d./.u.p.d.a.t.e./.v.3./.
s.t.a.t.i.c./.t.r.u.s.t.e.d.r./.e.n./.a.u.t.h.r.o.o.t.s.t.l...c.a.b...".0.7.1.e.1.5.c.5.d.c.4.d.7.1.:.0."...

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\77EC63BDA74BD0D0E0426DC8F8008506

C:\Windows\appcompat\Programs\Amcache.hve
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: MS Windows registry file, NT/2000 or above

Category: dropped

Size (bytes): 1572864

Entropy (8bit): 4.235452092194344

Encrypted: false

SSDEEP: 12288:WFc2FvR3tvpZTvti4u9hkJvDINQbBVM0PK7yvLYLSyvLMYPP:Uc2FvR3tvpNvtiBuI

MD5: 72EC5A47D1DBF26EB12FEF72CA06B676

SHA1: D3996D42D6B1CD27C1A62F4CA177EC734227D7D5

SHA-256: 88411E965C5EE94CB60E94E926BE1DB44354CDB2075FC511ABD26AFDF0107B9F

SHA-512: CFEFA028DE84DC99006515023A76BD4747623F6758ABD6FB918951A4D57A1371477CE4EEBF02008B84E2194AF28C56BDF1872D433F0569BC78AACD6286DC9C6C

Malicious: false

Preview:
regfH...H...p.\..,.................. ...........\.A.p.p.C.o.m.p.a.t.\.P.r.o.g.r.a.m.s.\.A.m.c.a.c.h.e...h.v.e...4............E.4............E.....5............E.rmtm..y....................................................
..............................................................................................................................................................................................................................................................................
..............T...............................................................................................................................................................................................................................................................
...........................................................................................................................................................................................................................................

C:\Windows\appcompat\Programs\Amcache.hve.LOG1
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: MS Windows registry file, NT/2000 or above

Category: dropped

Size (bytes): 16384

Entropy (8bit): 3.7179411956841015

Encrypted: false

SSDEEP: 384:A4Q5K5Jcv4KgnVVeeDzeMu1NKZtjEuT8GRFwcnN:rmKKg/eeDzeMANYtjE7GRFwc

MD5: 157B54979D0E9779EFD65FC00E913031

SHA1: 6F1FE6FC20C63B69F90C06E0736692F39F81FE4F

SHA-256: D845E5587E7005A46521CBB260846E62FC450584B520A6D20A559FBB846E96E3

SHA-512: E27765C60F04141E237BBE0F55F41DCD6EC395C004269D5CCF8B6A131777C8BB2457D902FF6B831D02D64EEB5360CF00769DAF3041F9C03D1F71C7F44C23B496

Malicious: false

Preview:
regfG...G...p.\..,.................. ...........\.A.p.p.C.o.m.p.a.t.\.P.r.o.g.r.a.m.s.\.A.m.c.a.c.h.e...h.v.e...4............E.4............E.....5............E.rmtm..y....................................................
..............................................................................................................................................................................................................................................................................
..............T..HvLE.>......G...........Wu.{SQ:...KA............................hbin................p.\..,..........nk,.A...y....... ........................... ...........................&...{ad79c032-a2ea-f756-e377-72
fb9332c3ae}......nk .A...y....... ........................... .......Z.......................Root........lf......Root....nk .A...y................................... ...............*...............DeviceCensus.....................
..vk..................WritePermissionsCheck.......p...
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TrID: Win32 Dynamic Link Library (generic) (1002004/3) 
98.32%
Windows Screen Saver (13104/52) 1.29%
Generic Win/DOS Executable (2004/3) 0.20%
DOS Executable Generic (2002/1) 0.20%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: YBfn5E3Dlw.dll

File size: 588288

MD5: 038f9a9d5b96733a9b3030cfbe4e4535

SHA1: 3b8a4b81f0b06514188e4f935d5f4b0858b93806

SHA256: d46762ba155e3345baf5d9e9453e6cd8e0647438693abd
df34f98ae8d6bd436a

SHA512: 3f9aea01963c0d9daa7739277fea7af2b3fe86c41a211fb7
3b2a35e9506856da91bc334a7c4e63ae83094fe696a8b4
5e8e5050240a1545e5f891fa4c22512671

SSDEEP: 6144:cNU5LwA22222GgngDrDRVyYli/ci2tEGW78ODQi
ERtvOSk5DKXOW14IkFxVFgY4E:x5w7YM/cYVV7EW
OpOJyvnHtytFyQ

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$........m.........
..............................^F......^P.n....^W.t....^Y......^A......^G..
....^B.....Rich....................PE..L..

General

File Icon

Icon Hash: 71b018ccc6577131

General
Entrypoint: 0x1002eaac

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x10000000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE, DLL

DLL Characteristics:

Time Stamp: 0x61E03DE6 [Thu Jan 13 14:57:42 2022 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 5

OS Version Minor: 0

File Version Major: 5

File Version Minor: 0

Subsystem Version Major: 5

Subsystem Version Minor: 0

Import Hash: 7f57698bb210fa88a6b01b1feaf20957

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x45bb9 0x45c00 False 0.379756804435 data 6.37093799262 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rdata 0x47000 0x9c10 0x9e00 False 0.357421875 data 5.22224282466 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

.data 0x51000 0x3735c 0x33800 False 0.741035535498 data 6.11335979295 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.rsrc 0x89000 0x3410 0x3600 False 0.306640625 data 4.34913645958 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Static PE Info

Entrypoint Preview

Rich Headers

Data Directories

Sections
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Snort IDS Alerts

Network Port Distribution

Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

.reloc 0x8d000 0x8c34 0x8e00 False 0.346308318662 data 4.00973830682 IMAGE_SCN_CNT_INITIALIZED_DA
TA, 
IMAGE_SCN_MEM_DISCARDABLE, 
IMAGE_SCN_MEM_READ

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

Language of compilation system Country where language is spoken Map

Chinese China

English United States

Network Behavior

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

01/14/22-
19:50:18.278585

TCP 2404332 ET CNC Feodo Tracker Reported CnC Server TCP group 17 49790 80 192.168.2.4 45.138.98.34

01/14/22-
19:50:19.639317

TCP 2404338 ET CNC Feodo Tracker Reported CnC Server TCP group 20 49791 8080 192.168.2.4 69.16.218.101

Resources

Imports

Exports

Possible Origin

TCP Packets
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File ActivitiesFile Activities

Start time: 20:05:29

Start date: 14/01/2022

Path: C:\Windows\System32\loaddll32.exe

Wow64 process (32bit): true

Commandline: loaddll32.exe "C:\Users\user\Desktop\YBfn5E3Dlw.dll"

Imagebase: 0x1190000

File size: 116736 bytes

MD5 hash: 7DEB5DB86C0AC789123DEC286286B938

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000000.00000000.678575035.0000000002BB1000.00000020.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000000.00000002.706047183.0000000002BB1000.00000020.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000000.00000000.678495880.0000000002B80000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000000.00000002.706001315.0000000002B80000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000000.00000000.679958856.0000000002BB1000.00000020.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000000.00000000.679880093.0000000002B80000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: moderate

Show Windows behavior

File ActivitiesFile Activities

Start time: 20:05:30

Start date: 14/01/2022

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: cmd.exe /C rundll32.exe "C:\Users\user\Desktop\YBfn5E3Dlw.dll",#1

Imagebase: 0x11d0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 20:05:30

Start date: 14/01/2022

Path: C:\Windows\SysWOW64\regsvr32.exe

Wow64 process (32bit): true

Analysis Process: loaddll32.exe PID: 6800 Parent PID: 5852Analysis Process: loaddll32.exe PID: 6800 Parent PID: 5852

General

Analysis Process: cmd.exe PID: 6832 Parent PID: 6800Analysis Process: cmd.exe PID: 6832 Parent PID: 6800

General

Analysis Process: regsvr32.exe PID: 6856 Parent PID: 6800Analysis Process: regsvr32.exe PID: 6856 Parent PID: 6800

General

Copyright Joe Security LLC 2022 Page 17 of 23



Commandline: regsvr32.exe /s C:\Users\user\Desktop\YBfn5E3Dlw.dll

Imagebase: 0xd40000

File size: 20992 bytes

MD5 hash: 426E7499F6A7346F0410DEAD0805586B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000003.00000002.669885789.0000000004AD0000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000003.00000002.669912238.0000000004B91000.00000020.00000001.sdmp, Author: 
Joe Security

Reputation: high

Start time: 20:05:30

Start date: 14/01/2022

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: rundll32.exe  "C:\Users\user\Desktop\YBfn5E3Dlw.dll",#1

Imagebase: 0x8c0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000004.00000002.670220213.0000000002A40000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000004.00000002.670284655.00000000043D1000.00000020.00000001.sdmp, Author: 
Joe Security

Reputation: high

Start time: 20:05:31

Start date: 14/01/2022

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: rundll32.exe C:\Users\user\Desktop\YBfn5E3Dlw.dll,DllRegisterServer

Imagebase: 0x8c0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: rundll32.exe PID: 6868 Parent PID: 6832Analysis Process: rundll32.exe PID: 6868 Parent PID: 6832

General

Analysis Process: rundll32.exe PID: 6916 Parent PID: 6800Analysis Process: rundll32.exe PID: 6916 Parent PID: 6800

General

Copyright Joe Security LLC 2022 Page 18 of 23



File ActivitiesFile Activities

Yara matches: Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000005.00000002.717016782.0000000000801000.00000020.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000005.00000002.716858406.0000000000610000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000005.00000002.718684948.0000000004840000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000005.00000002.718453341.0000000004731000.00000020.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000005.00000002.718808702.0000000004871000.00000020.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000005.00000002.718297944.0000000004601000.00000020.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000005.00000002.718539427.00000000047E0000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000005.00000002.718585654.0000000004811000.00000020.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000005.00000002.718382473.0000000004700000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000005.00000002.717062119.0000000000890000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: high

Show Windows behavior

Start time: 20:05:32

Start date: 14/01/2022

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\YBfn5E3Dlw.dll",DllRegis
terServer

Imagebase: 0x8c0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Start time: 20:05:32

Start date: 14/01/2022

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe "C:\Users\user\Desktop\YBfn5E3Dlw.dll",DllRegis
terServer

Imagebase: 0x8c0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: rundll32.exe PID: 6952 Parent PID: 6856Analysis Process: rundll32.exe PID: 6952 Parent PID: 6856

General

Analysis Process: rundll32.exe PID: 6972 Parent PID: 6868Analysis Process: rundll32.exe PID: 6972 Parent PID: 6868

General

Copyright Joe Security LLC 2022 Page 19 of 23



File ActivitiesFile Activities

Yara matches: Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000007.00000002.684457772.0000000004AC0000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000007.00000002.684552558.0000000004BD0000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000007.00000002.684493493.0000000004AF1000.00000020.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000007.00000002.684814749.0000000004D90000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000007.00000002.684705353.0000000004D30000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000007.00000002.684619193.0000000004C01000.00000020.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000007.00000002.685007219.00000000050F0000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000007.00000002.684870034.0000000004DC1000.00000020.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000007.00000002.684022811.0000000002CF1000.00000020.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000007.00000002.685051357.0000000005121000.00000020.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000007.00000002.683997042.0000000002CC0000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000007.00000002.684741919.0000000004D61000.00000020.00000001.sdmp, Author: 
Joe Security

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Start time: 20:05:35

Start date: 14/01/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k WerSvcGroup

Imagebase: 0x7ff6eb840000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 20:05:36

Start date: 14/01/2022

Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit): true

File DeletedFile Deleted

Analysis Process: svchost.exe PID: 7100 Parent PID: 568Analysis Process: svchost.exe PID: 7100 Parent PID: 568

General

Analysis Process: WerFault.exe PID: 7160 Parent PID: 7100Analysis Process: WerFault.exe PID: 7160 Parent PID: 7100

General
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Commandline: C:\Windows\SysWOW64\WerFault.exe -pss -s 476 -p 6800 -ip 6800

Imagebase: 0x1c0000

File size: 434592 bytes

MD5 hash: 9E2B8ACAD48ECCA55C0230D63623661B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Start time: 20:05:37

Start date: 14/01/2022

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe "C:\Windows\SysWOW64\Iqfwjbrvgdbzcukj\zdbnyk.tu
t",UUsSizCGlqQiDK

Imagebase: 0x8c0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
0000000A.00000002.689034927.0000000000841000.00000020.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
0000000A.00000002.688964170.0000000000810000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: high

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 20:05:38

Start date: 14/01/2022

Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 6800 -s 524

Imagebase: 0x1c0000

File size: 434592 bytes

MD5 hash: 9E2B8ACAD48ECCA55C0230D63623661B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Show Windows behavior

Analysis Process: rundll32.exe PID: 6364 Parent PID: 6972Analysis Process: rundll32.exe PID: 6364 Parent PID: 6972

General

Analysis Process: WerFault.exe PID: 6472 Parent PID: 6800Analysis Process: WerFault.exe PID: 6472 Parent PID: 6800

General

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

Key CreatedKey Created
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File ActivitiesFile Activities

Start time: 20:05:39

Start date: 14/01/2022

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe "C:\Windows\System32\Iqfwjbrvgdbzcukj\zdbnyk.tu
t",DllRegisterServer

Imagebase: 0x8c0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Start time: 20:06:38

Start date: 14/01/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p

Imagebase: 0x7ff6eb840000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Show Windows behavior

Start time: 20:06:44

Start date: 14/01/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p

Imagebase: 0x7ff6eb840000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Key Value CreatedKey Value Created

Analysis Process: rundll32.exe PID: 6468 Parent PID: 6364Analysis Process: rundll32.exe PID: 6468 Parent PID: 6364

General

Analysis Process: svchost.exe PID: 5964 Parent PID: 568Analysis Process: svchost.exe PID: 5964 Parent PID: 568

General

Analysis Process: svchost.exe PID: 6864 Parent PID: 568Analysis Process: svchost.exe PID: 6864 Parent PID: 568

General
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Joe Sandbox Cloud Basic 34.0.0 Boulder Opal

Disassembly

Code Analysis

Copyright Joe Security LLC

File ActivitiesFile Activities Show Windows behavior

File ActivitiesFile Activities

Start time: 20:07:02

Start date: 14/01/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p

Imagebase: 0x7ff6eb840000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Show Windows behavior

File ActivitiesFile Activities

Start time: 20:07:12

Start date: 14/01/2022

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p

Imagebase: 0x7ff6eb840000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Show Windows behavior

Analysis Process: svchost.exe PID: 7160 Parent PID: 568Analysis Process: svchost.exe PID: 7160 Parent PID: 568

General

Analysis Process: svchost.exe PID: 5892 Parent PID: 568Analysis Process: svchost.exe PID: 5892 Parent PID: 568

General
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