
ID: 553489
Sample Name: J26H423OMJ
Cookbook:
defaultlinuxfilecookbook.jbs
Time: 01:22:14
Date: 15/01/2022
Version: 34.0.0 Boulder Opal
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Linux Analysis Report J26H423OMJ

Overview

General Information

Sample 
Name:

J26H423OMJ

Analysis ID: 553489

MD5: 3414deab25b875…

SHA1: 80b311c6750599…

SHA256: 95cd08fe8edd5ee…

Tags: 32 elf mirai powerpc

Infos:

Detection

Score: 52

Range: 0 - 100

Whitelisted: false

Signatures

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Sample is packed with UPX

Sample is packed with UPX

Sample is packed with UPX

Sample is packed with UPX

Sample is packed with UPX

Sample is packed with UPX

Sample is packed with UPXSample is packed with UPX

Uses the "uname" system call to qu

Uses the "uname" system call to qu

Uses the "uname" system call to qu

Uses the "uname" system call to qu

Uses the "uname" system call to qu

Uses the "uname" system call to qu

Uses the "uname" system call to quUses the "uname" system call to qu……

Sample contains only a LOAD segm

Sample contains only a LOAD segm

Sample contains only a LOAD segm

Sample contains only a LOAD segm

Sample contains only a LOAD segm

Sample contains only a LOAD segm

Sample contains only a LOAD segmSample contains only a LOAD segm……

Enumerates processes within the "p

Enumerates processes within the "p

Enumerates processes within the "p

Enumerates processes within the "p

Enumerates processes within the "p

Enumerates processes within the "p

Enumerates processes within the "pEnumerates processes within the "p……

Sample listens on a socket

Sample listens on a socket

Sample listens on a socket

Sample listens on a socket

Sample listens on a socket

Sample listens on a socket

Sample listens on a socketSample listens on a socket

Sample tries to kill a process (SIGK

Sample tries to kill a process (SIGK

Sample tries to kill a process (SIGK

Sample tries to kill a process (SIGK

Sample tries to kill a process (SIGK

Sample tries to kill a process (SIGK

Sample tries to kill a process (SIGKSample tries to kill a process (SIGK……

Classification

Analysis Advice

Static ELF header machine description suggests that the sample might not execute correctly on this machine

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 553489

Start date: 15.01.2022

Start time: 01:22:14

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 6m 12s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: J26H423OMJ

Cookbook file name: defaultlinuxfilecookbook.jbs

Analysis system description: Ubuntu Linux 20.04 x64 (Kernel 5.4.0-72, Firefox 91.0, Evince Document Viewer 3.36.10, LibreOffice 6.4.7.2, OpenJDK 11.0.11)

Analysis Mode: default

Detection: MAL

Classification: mal52.evad.lin@0/0@0/0

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Process Tree
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Yara Overview

Jbx Signature Overview

• AV Detection

• Networking

• System Summary

• Data Obfuscation

• Persistence and Installation Behavior

• Malware Analysis System Evasion

Click to jump to signature section

AV Detection:

Multi AV Scanner detection for submitted file

Data Obfuscation:

Sample is packed with UPX

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation

Defense
Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and
Control

Network
Effects

Remote
Service
Effects Impact

system is lnxubuntu20
J26H423OMJ (PID: 5224, Parent: 5116, MD5: ae65271c943d3451b7f026d1fadccea6) Arguments: /tmp/J26H423OMJ

J26H423OMJ New Fork (PID: 5226, Parent: 5224)
J26H423OMJ New Fork (PID: 5340, Parent: 5226)
J26H423OMJ New Fork (PID: 5342, Parent: 5226)

J26H423OMJ New Fork (PID: 5344, Parent: 5342)
J26H423OMJ New Fork (PID: 5358, Parent: 5344)
J26H423OMJ New Fork (PID: 5361, Parent: 5344)

J26H423OMJ New Fork (PID: 5348, Parent: 5342)
J26H423OMJ New Fork (PID: 5351, Parent: 5342)

J26H423OMJ New Fork (PID: 5227, Parent: 5224)
J26H423OMJ New Fork (PID: 5228, Parent: 5224)

J26H423OMJ New Fork (PID: 5231, Parent: 5228)
J26H423OMJ New Fork (PID: 5345, Parent: 5231)
J26H423OMJ New Fork (PID: 5346, Parent: 5231)

J26H423OMJ New Fork (PID: 5234, Parent: 5228)
J26H423OMJ New Fork (PID: 5235, Parent: 5228)
J26H423OMJ New Fork (PID: 5240, Parent: 5228)

J26H423OMJ New Fork (PID: 5242, Parent: 5240)
J26H423OMJ New Fork (PID: 5294, Parent: 5228)

J26H423OMJ New Fork (PID: 5296, Parent: 5294)
cleanup

No yara matches

Copyright Joe Security LLC 2022 Page 5 of 13



Valid
Accounts

Windows
Management
Instrumentation

Path
Interception

Path
Interception

Obfuscated
Files or
Information 1

OS
Credential
Dumping 1

Security
Software
Discovery 1 1

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

Data
Obfuscation

Eavesdrop on
Insecure
Network
Communication

Remotely
Track Device
Without
Authorization

Modify
System
Partition

Initial
Access Execution Persistence

Privilege
Escalation

Defense
Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and
Control

Network
Effects

Remote
Service
Effects Impact

Malware Configuration

No configs have been found

Behavior Graph

ID: 553489

Sample: J26H423OMJ

Startdate: 15/01/2022

Architecture: LINUX

Score: 52

Multi AV Scanner detection
for submitted file

Sample is packed with
UPX

J26H423OMJ

        started       

J26H423OMJ

        started       

J26H423OMJ

        started       

J26H423OMJ

        started       

J26H423OMJ

        started       

J26H423OMJ

        started       

J26H423OMJ

        started       

2 other processes

J26H423OMJ

        started       

J26H423OMJ

        started       

J26H423OMJ

        started       

J26H423OMJ

        started       

J26H423OMJ

        started       

J26H423OMJ

        started       

J26H423OMJ

        started       

J26H423OMJ

        started       

J26H423OMJ

        started       

J26H423OMJ

        started       

J26H423OMJ

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Number of created Files

Is malicious

Internet

Hide Legend

Source Detection Scanner Label Link

J26H423OMJ 37% Virustotal Browse

J26H423OMJ 35% ReversingLabs Linux.Trojan.Mirai

No Antivirus matches

Behavior Graph

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Copyright Joe Security LLC 2022 Page 6 of 13
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No Antivirus matches

No Antivirus matches

No contacted domains info

No contacted IP infos

Command: /tmp/J26H423OMJ

Exit Code: 0

Exit Code Info:

Killed: False

Standard Output: Connected To CNC

Standard Error:

No context

No context

No context

No context

No context

No created / dropped files found

Domains

URLs

Domains and IPs

Contacted Domains

URLs from Memory and Binaries

Contacted IPs

Runtime Messages

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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Static File Info

General
File type: ELF 32-bit MSB executable, PowerPC or cisco 4500, 

version 1 (GNU/Linux), statically linked, stripped

Entropy (8bit): 7.916994486922002

TrID: ELF Executable and Linkable format (Linux) 
(4029/14) 50.16%
ELF Executable and Linkable format (generic) 
(4004/1) 49.84%

File name: J26H423OMJ

File size: 23936

MD5: 3414deab25b875eed0b15208810ed1ce

SHA1: 80b311c6750599af1f89471ee858fbdbfd98d7d1

SHA256: 95cd08fe8edd5ee21183808360baff9d3603fc7195dff78d
b1bf6b4e3085ca7a

SHA512: 2484ec2ea5e9ddf6aa9d9500d17e0b14e9e45894013d1b
ed3d18b3f197e5ce42e683f6f91162bdb71a3130bfc9437
5c276927f8f8a03dbac3b65e32469cbb366

SSDEEP: 384:eA0AeimAzNCdvw1PwIW2MnY5uETrcGdLXM5w1
ol8z3hTbt49X5fyDUKsUYM4uVcR:QApCdvwJoOL3v31
oOLNbopfNOn4uVcq2

File Content Preview: .ELF......................J....4.........4. ...(......................\...\........
.................................dt.Q................................UPX!.........
..............S.......?.E.h4...@b....................D*aN.........]&a.r.
..K{.LS....9.5o..V

No network behavior found

ELF header
Class: ELF32

Data: 2's complement, big endian

Version: 1 (current)

Machine: PowerPC

Version Number: 0x1

Type: EXEC (Executable file)

OS/ABI: UNIX - Linux

ABI Version: 0

Entry Point Address: 0x104aa0

Flags: 0x0

ELF Header Size: 52

Program Header Offset: 52

Program Header Size: 32

Number of Program Headers: 3

Section Header Offset: 0

Section Header Size: 40

Number of Section Headers: 0

Header String Table Index: 0

Type Offset Virtual Address
Physical
Address File Size

Memory
Size Entropy Flags

Flags
Description Align Prog Interpreter Section Mappings

LOAD 0x0 0x100000 0x100000 0x5c88 0x5c88 4.2530 0x5 R E 0x10000

LOAD 0xc9e8 0x1001c9e8 0x1001c9e8 0x0 0x0 0.0000 0x6 RW 0x10000

GNU_STACK 0x0 0x0 0x0 0x0 0x0 0.0000 0x6 RW 0x4

Network Behavior

Static ELF Info

Program Segments
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System Behavior

File ActivitiesFile Activities

Start time: 01:22:54

Start date: 15/01/2022

Path: /tmp/J26H423OMJ

Arguments: /tmp/J26H423OMJ

File size: 5388968 bytes

MD5 hash: ae65271c943d3451b7f026d1fadccea6

File ActivitiesFile Activities

Start time: 01:22:54

Start date: 15/01/2022

Path: /tmp/J26H423OMJ

Arguments: n/a

File size: 5388968 bytes

MD5 hash: ae65271c943d3451b7f026d1fadccea6

Start time: 01:26:04

Start date: 15/01/2022

Path: /tmp/J26H423OMJ

Arguments: n/a

File size: 5388968 bytes

MD5 hash: ae65271c943d3451b7f026d1fadccea6

Start time: 01:26:04

Start date: 15/01/2022

Path: /tmp/J26H423OMJ

Arguments: n/a

File size: 5388968 bytes

Analysis Process: J26H423OMJ Analysis Process: J26H423OMJ PID: 5224 PID: 5224 Parent PID: 5116Parent PID: 5116

General

File ReadFile Read

Analysis Process: J26H423OMJ Analysis Process: J26H423OMJ PID: 5226 PID: 5226 Parent PID: 5224Parent PID: 5224

General

File ReadFile Read

Directory EnumeratedDirectory Enumerated

Analysis Process: J26H423OMJ Analysis Process: J26H423OMJ PID: 5340 PID: 5340 Parent PID: 5226Parent PID: 5226

General

Analysis Process: J26H423OMJ Analysis Process: J26H423OMJ PID: 5342 PID: 5342 Parent PID: 5226Parent PID: 5226

General

Copyright Joe Security LLC 2022 Page 9 of 13



MD5 hash: ae65271c943d3451b7f026d1fadccea6

Start time: 01:26:04

Start date: 15/01/2022

Path: /tmp/J26H423OMJ

Arguments: n/a

File size: 5388968 bytes

MD5 hash: ae65271c943d3451b7f026d1fadccea6

Start time: 01:26:09

Start date: 15/01/2022

Path: /tmp/J26H423OMJ

Arguments: n/a

File size: 5388968 bytes

MD5 hash: ae65271c943d3451b7f026d1fadccea6

Start time: 01:26:09

Start date: 15/01/2022

Path: /tmp/J26H423OMJ

Arguments: n/a

File size: 5388968 bytes

MD5 hash: ae65271c943d3451b7f026d1fadccea6

Start time: 01:26:04

Start date: 15/01/2022

Path: /tmp/J26H423OMJ

Arguments: n/a

File size: 5388968 bytes

MD5 hash: ae65271c943d3451b7f026d1fadccea6

Start time: 01:26:05

Start date: 15/01/2022

Path: /tmp/J26H423OMJ

Analysis Process: J26H423OMJ Analysis Process: J26H423OMJ PID: 5344 PID: 5344 Parent PID: 5342Parent PID: 5342

General

Analysis Process: J26H423OMJ Analysis Process: J26H423OMJ PID: 5358 PID: 5358 Parent PID: 5344Parent PID: 5344

General

Analysis Process: J26H423OMJ Analysis Process: J26H423OMJ PID: 5361 PID: 5361 Parent PID: 5344Parent PID: 5344

General

Analysis Process: J26H423OMJ Analysis Process: J26H423OMJ PID: 5348 PID: 5348 Parent PID: 5342Parent PID: 5342

General

Analysis Process: J26H423OMJ Analysis Process: J26H423OMJ PID: 5351 PID: 5351 Parent PID: 5342Parent PID: 5342

General
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Arguments: n/a

File size: 5388968 bytes

MD5 hash: ae65271c943d3451b7f026d1fadccea6

Start time: 01:22:54

Start date: 15/01/2022

Path: /tmp/J26H423OMJ

Arguments: n/a

File size: 5388968 bytes

MD5 hash: ae65271c943d3451b7f026d1fadccea6

Start time: 01:22:54

Start date: 15/01/2022

Path: /tmp/J26H423OMJ

Arguments: n/a

File size: 5388968 bytes

MD5 hash: ae65271c943d3451b7f026d1fadccea6

File ActivitiesFile Activities

Start time: 01:22:54

Start date: 15/01/2022

Path: /tmp/J26H423OMJ

Arguments: n/a

File size: 5388968 bytes

MD5 hash: ae65271c943d3451b7f026d1fadccea6

Start time: 01:26:04

Start date: 15/01/2022

Path: /tmp/J26H423OMJ

Arguments: n/a

File size: 5388968 bytes

MD5 hash: ae65271c943d3451b7f026d1fadccea6

Analysis Process: J26H423OMJ Analysis Process: J26H423OMJ PID: 5227 PID: 5227 Parent PID: 5224Parent PID: 5224

General

Analysis Process: J26H423OMJ Analysis Process: J26H423OMJ PID: 5228 PID: 5228 Parent PID: 5224Parent PID: 5224

General

Analysis Process: J26H423OMJ Analysis Process: J26H423OMJ PID: 5231 PID: 5231 Parent PID: 5228Parent PID: 5228

General

File ReadFile Read

Directory EnumeratedDirectory Enumerated

Analysis Process: J26H423OMJ Analysis Process: J26H423OMJ PID: 5345 PID: 5345 Parent PID: 5231Parent PID: 5231

General
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Start time: 01:26:04

Start date: 15/01/2022

Path: /tmp/J26H423OMJ

Arguments: n/a

File size: 5388968 bytes

MD5 hash: ae65271c943d3451b7f026d1fadccea6

Start time: 01:22:54

Start date: 15/01/2022

Path: /tmp/J26H423OMJ

Arguments: n/a

File size: 5388968 bytes

MD5 hash: ae65271c943d3451b7f026d1fadccea6

Start time: 01:22:54

Start date: 15/01/2022

Path: /tmp/J26H423OMJ

Arguments: n/a

File size: 5388968 bytes

MD5 hash: ae65271c943d3451b7f026d1fadccea6

Start time: 01:22:56

Start date: 15/01/2022

Path: /tmp/J26H423OMJ

Arguments: n/a

File size: 5388968 bytes

MD5 hash: ae65271c943d3451b7f026d1fadccea6

Start time: 01:22:56

Start date: 15/01/2022

Path: /tmp/J26H423OMJ

Arguments: n/a

File size: 5388968 bytes

MD5 hash: ae65271c943d3451b7f026d1fadccea6

Analysis Process: J26H423OMJ Analysis Process: J26H423OMJ PID: 5346 PID: 5346 Parent PID: 5231Parent PID: 5231

General

Analysis Process: J26H423OMJ Analysis Process: J26H423OMJ PID: 5234 PID: 5234 Parent PID: 5228Parent PID: 5228

General

Analysis Process: J26H423OMJ Analysis Process: J26H423OMJ PID: 5235 PID: 5235 Parent PID: 5228Parent PID: 5228

General

Analysis Process: J26H423OMJ Analysis Process: J26H423OMJ PID: 5240 PID: 5240 Parent PID: 5228Parent PID: 5228

General

Analysis Process: J26H423OMJ Analysis Process: J26H423OMJ PID: 5242 PID: 5242 Parent PID: 5240Parent PID: 5240

General
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Start time: 01:24:40

Start date: 15/01/2022

Path: /tmp/J26H423OMJ

Arguments: n/a

File size: 5388968 bytes

MD5 hash: ae65271c943d3451b7f026d1fadccea6

Start time: 01:24:40

Start date: 15/01/2022

Path: /tmp/J26H423OMJ

Arguments: n/a

File size: 5388968 bytes

MD5 hash: ae65271c943d3451b7f026d1fadccea6

Analysis Process: J26H423OMJ Analysis Process: J26H423OMJ PID: 5294 PID: 5294 Parent PID: 5228Parent PID: 5228

General

Analysis Process: J26H423OMJ Analysis Process: J26H423OMJ PID: 5296 PID: 5296 Parent PID: 5294Parent PID: 5294

General
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