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Windows Analysis Report http://Syphilisdating.com
Overview

General Information Detection Signatures Classification

HiVIL boedy: contains low/number: ofi ...

Sample URL:  http://Syphilisdating.com
Analysis ID: 553494

Infos: ‘f &‘ P

Most interesting Screenshot:

Score: 0
Range: 0-100
Whitelisted: false
Confidence: 80%

Process Tree

= System is wl0x64

. G‘ chrome.exe (PID: 3144 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "http://Syphilisdating.com MD5:
C139654B5C1438A95B321BB01AD63EF6)

. G‘ chrome.exe (PID: 3092 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1608,3812998973630460944,2125780019593285875,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1944
Iprefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 7876 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=audio.mojom.AudioService --field-trial-handle=1608

,3812998973630460944,2125780019593285875,131072 --lang=en-US --service-sandbox-type=audio --enable-audio-service-sandbox --mojo-platform-channel-handle=3636 /pr
efetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

Copyright Joe Security LLC 2022 Page 3 of 49



g

There are no malicious signatures, click here to show all signatures.

Mitre Att&ck Matrix

Initial Privilege  Defense
Access Execution Persistence Escalation Evasion
Valid Windows Path Process Masquerading
Accounts Management  Interception Injection
Instrumentation
Default  Scheduled Boot or Boot or Process
Accounts Task/Job Logon Logon Injection
Initialization  Initialization
Scripts Scripts
Domain At (Linux) Logon Script Logon Obfuscated Files
Accounts (Windows)  Script or Information
(Windows)

Local At (Windows)  Logon Script Logon

Accounts (Mac) Script
(Mac)
Behavior Graph
1D:
URL:
Startdate:

Architecture:

Score:

uploads-ssl.webflow.com pbs.twimg.com 7 other IPs or dor

started

unknown
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192.168.2.1

unknown

Click to jump to signature section

Binary Padding

Behavior Graph
553494
http://Syphilisdating.com
15/01/2022
WINDOWS
0

239.255.255.250
unknown

Reserved

Credential
Access Discovery

0os

System

Credential Service

Dumpi

ng Discovery

LSASS Application
Memory  Window

Discovery

Security Query
Account  Registry
Manager

NTDS

System
Network

Lateral
Movement Collection
Remote Data from
Services Local
System
Remote Data from
Desktop Removable
Protocol Media
SMB/Windows Data from
Admin Shares Network
Shared
Drive
Distributed Input
Component Capture

Configuration Object Model

Discovery

UNKNDIN

ma

chrome.exe

C

dropped  dropped

s v s st \

dropped

twitter.com

104.244.42.129, 443, 49796, 49797

TWITTERUS
United States ES

Exfiltration

Exfiltration
Over Other
Network
Medium

Exfiltration
Over
Bluetooth

Automated
Exfiltration

Scheduled
Transfer

C

Command Remote

and Network Service

Control Effects Effects Impa

Encrypted Eavesdrop on Remotely Modi

Channel Insecure Track Device Syste
Network Without Partit

Communication Authorization

Non- Exploit SS7to  Remotely Devic
Application Redirect Phone Wipe Data  Lock¢
Layer Calls/SMS Without
Protocol Authorization
Application Exploit SS7to  Obtain Delet
Layer Track Device  Device Devic
Protocol g Location Cloud Data
Backups

Ingress SIM Card Carrit
Tool Swap Billing
Transfer Frauc

Legend:

l:' Process

. Signature

. Created File

Il onsiPoinfo

ﬂ Is Dropped

A% Is Windows Process

L

ES W E

i
i
=

L@ 2 )

chrome.exe

Number of created Registry Values
Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

@

chrome.exe f.'

G

B >

104.244.42.130, 443, 50398, 50400
TWITTERUS 46 other IPs or domains
United States ES
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

B e knows x +
[&] & theknows.net

Chrome is being controlled by automated test software

SITE UNDER CONSTRUCTION

coming soon:

The Knows

A data-driven investigative journalism platform focused on
operatives, fxckery, and political hacks.

7

STICKING IT WHERE IT DON'T BELONG

HH 0 Type here to search v i m ﬁ [~<] e ]

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
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Source
http:// Syphilisdating.com
http:// Syphilisdating.com

Dropped Files

Source

C:\Users\user\AppData\Local\Temp\3144_2076936835\_platform_specific\x86_64\pnacl_public_x8

6_64_|d_nexe

C:\Users\user\AppData\Local\Temp\3144_2076936835\_platform_specific\x86_64\pnacl_public_x8

6_64_|d_nexe

C:\Users\user\AppData\Local\Temp\3144_2076936835\_platform_specific\x86_64\pnacl_public_x8

6_64_pnacl_llc_nexe

C:\Users\user\AppData\Local\Temp\3144_2076936835\_platform_specific\x86_64\pnacl_public_x8

6_64_pnacl_llc_nexe

C:\Users\user\AppData\Local\Temp\3144_2076936835\_platform_specific\x86_64\pnacl_public_x8

6_64_pnacl_sz_nexe

C:\Users\user\AppData\Local\Temp\3144_2076936835\_platform_specific\x86_64\pnacl_public_x8

6_64_pnacl_sz_nexe

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs

Source

http://https://redux.js.org/Errors?code=

http://https://dwo3ckksxIbOv.cloudfront.net;

http://https://mobile.twitter.comVary:

http://https://imgix.revue.co;
http://https://twitter.github.io/birdwatch/about/overview/#transparency-and-visibility
http://theknows.net/

Domains and IPs

Contacted Domains

Name IP
gstaticadssl.l.google.com 142.250.186.163
twitter.com 104.244.42.129
syphilisdating.com 216.70.123.100
accounts.google.com 142.250.184.205
www-google-analytics.l.google.com 142.250.186.78
s.twitter.com 104.244.42.195
stats.l.doubleclick.net 74.125.140.155
cs45.wac.edgecastcdn.net 93.184.220.70
www-googletagmanager.l.google.com 142.250.186.136
theknows.net 99.83.190.102
cs41.wac.edgecastcdn.net 93.184.220.66
syndication.twitter.com 104.244.42.136
proxy-ssl-geo.webflow.com 3.248.8.137
d3e54v103j8qgbb.cloudfront.net 13.224.98.50
tpop-api.twitter.com 104.244.42.2
t.co 104.244.42.69
abs-zero.twimg.com 104.244.43.131
cs672.wac.edgecastcdn.net 192.229.233.50
www.google.com 142.250.185.164
clients.l.google.com 142.250.181.238
uploads-ssl.webflow.com 13.224.96.82

Copyright Joe Security LLC 2022

Active
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true

true

Detection
0%
0%

Detection

0%

0%

0%

0%

0%

0%

Detection
0%
0%
0%
0%
0%
0%

Malicious
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false

false

Scanner Label
Virustotal

Avira URL Cloud safe

Scanner Label

Metadefender

ReversingLabs

Metadefender

ReversingLabs

Metadefender

ReversingLabs

Scanner Label
URL Reputation safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe
Avira URL Cloud safe

Antivirus Detection

Link

Browse

Link

Browse

Browse

Browse

Link

Reputation
high
high
unknown
high
high
high
high
high
high
unknown
high
high
high
high
high
high
high
high
high
high
high
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https://www.virustotal.com/gui/url/6dd9ec03cb35a740dba258cc8a52534c31c5cec049146d289eddfc5c525f3f96/detection/u-6dd9ec03cb35a740dba258cc8a52534c31c5cec049146d289eddfc5c525f3f96-1554536667
https://www.metadefender.com/#!/results/file/bzIyMDExMFdtQnhxZTk3a01BemtMYk8tY0o/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDExMHdiVFBFTEVaY1VReDQ0dXp0c3g/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDExMHlkdW9aSFozTlpYUnRSbmtXYV8/regular/analysis

Name P Active Malicious Antivirus Detection Reputation

googlehosted.l.googleusercontent.com 142.250.181.225 true false high
cs510.wpc.edgecastcdn.net 152.199.21.141 true false high
cs189.wpc.edgecastcdn.net 68.232.34.217 true false high
www.theknows.net unknown unknown false unknown
abs.twimg.com unknown unknown false high
pbs.twimg.com unknown unknown false high
abs-0.twimg.com unknown unknown false high
api.twitter.com unknown unknown false high
stats.g.doubleclick.net unknown unknown false high
clients2.googleusercontent.com unknown unknown false high
clients2.google.com unknown unknown false high
help.twitter.com unknown unknown false high
video.twimg.com unknown unknown false high
platform.twitter.com unknown unknown false high
fonts.twitter.com unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation
http://https://twitter.com/settings/account/personalization false high
http://theknows.net/ false e Avira URL Cloud: safe unknown

URLs from Memory and Binaries

Contacted IPs

Public
1P Domain Country Flag ASN ASN Name Malicious
104.244.42.129 twitter.com United States = 13414 TWITTERUS false
216.70.123.100 syphilisdating.com United States = 31815 MEDIATEMPLEUS false
93.184.220.66 cs4l.wac.edgecastcdn.net  European Union 7] 15133 EDGECASTUS false
3.248.8.137 proxy-ssl-geo.webflow.com United States = 16509 AMAZON-02US false
68.232.34.217 cs189.wpc.edgecastcdn.ne United States = 15133 EDGECASTUS false
t
142.250.181.238 clients.l.google.com United States = 15169 GOOGLEUS false
142.250.185.164 www.google.com United States = 15169 GOOGLEUS false
104.244.43.131 abs-zero.twimg.com United States = 54113 FASTLYUS false
152.199.21.141 cs510.wpc.edgecastcdn.ne United States = 15133 EDGECASTUS false
t
142.250.184.205 accounts.google.com United States = 15169 GOOGLEUS false
142.250.186.136 WWW- United States = 15169 GOOGLEUS false
googletagmanager.l.google
.com
13.224.98.50 d3e54v103j8gbb.cloudfront United States £S5 16509 AMAZON-02US false
.net
142.250.186.78 www-google- United States = 15169 GOOGLEUS false
analytics.l.google.com
99.83.190.102 theknows.net United States = 16509 AMAZON-02US false
104.244.42.2 tpop-api.twitter.com United States = 13414 TWITTERUS false
104.244.42.69 t.co United States = 13414 TWITTERUS false
104.244.42.136 syndication.twitter.com United States = 13414 TWITTERUS false
142.250.186.163 gstaticadssl.l.google.com  United States = 15169 GOOGLEUS false
192.229.233.50 cs672.wac.edgecastcdn.ne United States = 15133 EDGECASTUS false
t
104.244.42.3 unknown United States = 13414 TWITTERUS false
104.244.42.130 unknown United States = 13414 TWITTERUS false
104.244.42.195 s.twitter.com United States = 13414 TWITTERUS false
104.244.42.193 unknown United States = 13414 TWITTERUS false
142.250.181.225 googlehosted.l.googleuser United States £S5 15169 GOOGLEUS false
content.com
74.125.140.155 stats.l.doubleclick.net United States = 15169 GOOGLEUS false
239.255.255.250 unknown Reserved [+ unknown unknown false
52.49.198.28 unknown United States = 16509 AMAZON-02US false
13.224.96.82 uploads-ssl.webflow.com  United States £S5 16509 AMAZON-02US false
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Private

P
192.168.2.1
127.0.0.1

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 553494
Start date: 15.01.2022
Start time: 02:45:00
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 6m 37s
Hypervisor based Inspection enabled: false
Report type: light
Cookbook file name: browseurl.jbs
Sample URL: http:// Syphilisdating.com
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 19
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: CLEAN
Classification: clean0.win@55/486@30/30
EGA Information: Failed
HDC Information: Failed
HCA Information: e Successful, ratio: 100%

e Number of executed functions: 0
Number of non-executed functions: 0

.

Cookbook Comments: Adjust boot time

Enable AMSI

Browse: https://twitter.com/theknowsnews

Browse: https://twitter.com/login

Browse: https://twitter.com/i/flow/signup

Browse: https://help.twitter.com/rules-and-policies/twitter-cookies
Browse: https://twitter.com/

Browse: https://twitter.com/explore

Browse: https://twitter.com/settings

Browse: https://twitter.com/theknowsnews/header_photo
Browse: https://twitter.com/theknowsnews/photo
Browse: https://t.co/HINZOOxhoP

Browse: https://twitter.com/theknowsnews/following
Browse: https://twitter.com/theknowsnews/followers

© o o o o 0 o 0o 0o 0 0o o o o

Warnings: Show All

Simulations

Behavior and APIs

No simulations
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Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

451603

5.009711072558331

false

12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBIESBw4p6:NfOCzvRKhGvwJ]
A78AD14E77147E7DE3647E61964C0335
CECC3DD41F4CEA0192B24300C71E1911BD4FCE45
0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92DOESI3FA

DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5FAEF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7EBE10648EA8321
01

false

low

BDic.... ....6..."..Z..49....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF |. AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\user\AppData\Local\Google\Chrome\User Data\27cace04-743a-42e0-8c33-5b546207540b.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

94052

3.7494329962109245

false

384:E7XkU2ZDiINGgVRJADNMrovIU3nkyDHeTGTmrxGOmxXKSKVrBsm1CV2kgl TOW6gNo:20q1pgqHXUefylSOHPegK2YANO
30D0F6B18BB8F1180D8D6BBFD37C7922

BFDCAFD383A2D3E945CE101CE2A0A324ACEOD649
E89FF2CE5B84732FAEE5080E51B3A317AD59AE1CB1F768E0CEGF75B76299C0DC
AEOE060377BD738FB482B6910FC03D32D8COF718283F10F7C51C6E2E063C359BDEY57494BD8560C53059B0B886BBC1103679AED130947143BA550525F4417615
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\27cace04-743a-42e0-8c33-5b546207540b.tmp

Preview:
[ PR *..C.\P.R.0O.G.RA~1\MIC.R.O.S.~.1\.0.ffic.e.l1.6\G.R.O.0.VEEX..D.LL.P..[)..%.p.r.o.gram/files%.\m..c.r.o.s.0ft .o.ffic.elo.ffice
.1.6.\.....g.r.o.ov.eex.dll..Micros.o.ft .Office. .2.0.1.6..*.M.icr.o.s.0.ft .O.n.eD.riv.e. for. .B.us.ines.s. .Exte.ns.ions...16..0..47.11.10
.0.0....*...C.\.P.R.0O.G.RA~1\MIC.R.O.S.~1\.0.ffic.el6\GRO.O.V.EEX..D.LL...Micr.o.s.o.ft .Co.rp.oratio.n..Q8.D..C..\P.ro.gram. .F.iles\C.o
.m.m.o.n. .F.i.le.s\M.i.cro.s.oft .S.h.ared\O.F.FICE.1.6\ms.0shext.dl.@...U/..%.comm.o.np.ro.g.ramfiles.%.\m.ic.ro.s.o.ft .share.d\o.f
fic.e.l6.\...ms.os.hext.dll..M.icros.o.ft O.ffic.e.)..Micros.o.ft Office. .Shell Extens.ion. Handlers....16..0..4.26.6..1.0.0.1...D...C
2\P.ro.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\58d03010-ac37-4643-bcd1-5349850fb2ff.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 193431

Entropy (8bit):  6.045036113390477

Encrypted: false

SSDEEP: 3072:Q2peUzebDgOAEYEMAFwxx2tf/4exijgMARtxgAGD7FchXaflBOulGOJmMAS3iuRZ:xh2qgOAONtfI/MQxgID5aqfllUO0SiuRZ

MDS5: C445FD386D1B189020D8F9ABCF15CA4F

SHA1L: 7F3F2B1FB585F546D8B101E88E24B05F7F14B484

SHA-256: OD5FBD536CB3FFE6370DBA09FB836B154EC1BCO4E98CBIAEESDE25FAACFAEOAAS

SHA-512: 73A31185B0A51AC17E99BDAFCFDOF81DE3D2F76D62956FC2394833A7EDCFAIFA45554701FDEA93B2D0353636E8D09ES01E4AA0D94A7F1B3026669D3CC265DC
1

Malicious: false

Reputation: low

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.642243551377976e+12,"network":1.642211153e+12,"ticks":130372452.0,"uncertainty":3963030.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWK94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+isWixhoUVdUYrYiwg8iJkppN
r2ZbBFie9QUAAAAAABAAAAAAGAAIAAAABDVAGjLA1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BxiFP4bdRY JjDXn4W2fxYqQj2xfYeAnS
1vCL4JIXAsdfljiw4oXIE4R7I0AAAABIt36FqChftMIb7EtaPWIBXRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13276832799416751"},"plugins":{"metadata”:{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\5abde186-addb-4829-abe0-5edf17b646d3.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 201811

Entropy (8bit):  6.073524149425148

Encrypted: false

SSDEEP: 6144:DNh2gOAONtfI/MQxgID5agflluO0SiuRZ:DrhOAAtWHIDKoi

MD5: EB54BC8FA23119324EC7C3403D6F51EC

SHAL: 57C0366C29F7BB119CA101C01FCI9B1CE7717ABA6

SHA-256: 510D4CCC63A4B79473DA0577B34EF216E4E5E49F89BF5D88DD1709E2DCFFAAS4
SHA-512: EE6FBA67520DBA6F22162C618C974D596EE859604A4F3F96B468A263B5D7653F4ED3C2A33AFA09ESB5A7A7078584C6674F2820C008333717BBD9115ADAB7CCD
Malicious: false

Reputation: low

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.642243551377976e+12,"network":1.642211153e+12,"ticks":130372452.0,"uncertainty":3963030.0}},"0os_crypt"{"encrypted_key":"RF
BBUEKBAAAAOQlyd3wEVORGMegDAT8KX6WEAAABLISWK94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWitxhoUVdUYrYiwg8iJkppN
r2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JjDXn4W2fxYqQj2xfYeAnS
1vCL4JXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGbh5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\5f19cc2d-b295-478a-83b1-ac37fld9el4a.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 193337

Entropy (8bit):  6.044774661226077

Encrypted: false

SSDEEP: 3072:QqpeUzebDgOAEYEMAFwxx2tf/4exijgMARtxgAGD7FcbXaflBOu1GOJmMAS3iuRZ:ph2qOAONtfJ/MQxgID5aqfllUO0SiuRZ

MD5: F275F9F8344D9D5FA20C356EC877771C

SHAL: ED4EOF74DDDAFBE67011A54D06C6ABFD2938273B

SHA-256: 1D1F7A07E4A4D3999FEDA1B16C2906C9DB979684C248A9C0OECBD328571071D2E

SHA-512: BE32CE19CBF7471DFFD8F1A79E9B9A1D2707110E07BB1A74FD61DFB24CC45BBA9AC0699F2A2370D8B309D0DA81B87E24D722BC86233C315E7E4A3BF237031E
D9

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\5f19cc2d-b295-478a-83b1-ac37fld9el4a.tmp

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.642243551377976e+12,"network":1.642211153e+12,"ticks":130372452.0,"uncertainty":3963030.0}},"os_crypt"{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkppN
r2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BXiFP4bdRY JiDXn4W2fxY qQj2xfYeAnS
1vCL4JIXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13276832799416751"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\6214624d-ff25-428a-a722-fa37378d300a.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

94772

3.7494265744220074

false

384:S7XkU2ZDiINGgVRJADNMrovIU3nkyDHeTGTmrxGOmxXKSKVrBsm1JbV2kgI TOW6gi:AOqlpgqQXUefylSOHPegK2YAn61
ODAFEE297BE2F2F1D7CA3E9437B5BB56

57DF45CDB079953688486D8397F4D3C14711237E
7D2760B29A85244210AB5F738C8065B29C826F9F0D0582DE2DE6SFDC5DOECBF2
4F3C0248F273B2E4579117DD8112053FD2747F410408E5F10297BCD34095F2797203A11CC01A0684664E26536FEFCECF8439821790316A1A2C80425B4C2C9396
false

low

or... ..*..C.\P.R.O.G.RA~1\MIC.R.O.S.~.1\.0ffic.e.l.6\.G.R.O.O.V.EEX..D.LL.PL.[)..%.pro.gramfiles.%.\m.icro.s.oft o.fficeloffic.e
.1.6.\.....g.ro.ov.eex..dll..Micros.oft .Office. .2.0.1.6..*.Micr.os.0ft .O.neDrive. for. Bus.ines.s. .Exte.ns.io.ns...16..0..4711.10
.0.0....*..C..\\P.R.0.G.RA~1\M.I.C.R.0.S.~.1\.0.fficel6.\GR.O.0O.V.EEX.D.LL...Micro.s.oft .Co.rp.oration..Q8D..C.:\P.ro.gram. .Files\C.0
.m.m.o.n. .F.ile.s\M..c.r.os.oft Shared\O.F.FICE.16\ms.0s.hext.dl.@...U/..%.comm.o.np.r.o.gramfiles.%.\micro.s.oft shared\o.f
fice.l6.\...ms.oshext.dll..Micros.o.ft Office)..Micros.oft .Office..Shell Extens.io.n. Handlers....16..0.426.6..1.00.1...D..C
s \.P.rog.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\649c457a-2b3b-4b4d-96e4-126e35196a61.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

92068

3.749149945344734

false

384:77XkU2ZDeGBADNMrovIU3nkyDHeTGTmrxGOmxXKSKVrBsm1CV2kgI TOW6gNp10t5:hqlpgqHXUefylSOHPegK2YANBk
CD19B334217EEES574E8D4A7A722AA03

647B41934A0C1129FBCAED661A3C01COEAB02199
314F64ACOEOD2198D5BEF83A46C06BAC69B3618A19A134B94990004A1B89DB1E
C6F14B3CBF10ED528E56D39878AC0383C00EA717EF273E6014BB8E1989944F80D4C435359D067D545100FFCBD2936F68BF943EES5C1AG0F2A0E29788AFD1D2DC
false

low
G *.CLLP.R.O.G.RA~1\M.I.C.R.0.S.~1\.0.f fi.c.e.1.6\.G.R.0O.0.V.E.EX..D.L.L.PL.])...%.p.ro.g.ramfiles.%.\m.icros.oft officeloffic.e
.1.6.\.....gro.o.v.eex.dll..Micros.oft .Office .2.01.6..*.Micros.oft .OneDrive. for B.usiness. Extens.ions...16..0..4711.10

.0.0.....*..C..\P.R.0O.G.RA~1\M.I.C.R.O.S.~1\0fficel6\GRO.OV.EEX.DLL..Micros.oft .Corp.oration..Q8.D..C.:\Pro.gram. Files\C.o
.m.m.o.n. .F.iles\M.icros.oft Shared\OFFICE.1l6\msoshext.dl.@...U..%.comm.o.np.ro.gramfiles%\m.icros.oft shared\o.f
ficel6\...msoshext.dll..Microso.ft Offic.e)..Micros.o.ft .Office. .Shell Extens.io.n. Handlers....16..0.426.6..10.0.1..D..C
s\P.rogram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\9dc02b3a-548b-47a2-b951-c02d11790c9c.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

193337

6.044774837503846

false
3072:Q6peUzebDgOAEYEMAFwxx2tf/4exijgMARtxgAGD7FcbXaflBOu1GOJmMAS3iuRZ:Jh2gOAONtfI/MQxgID5aqfllUO0SiuRZ
62B7EB42CEE83DCE59485CE2799D145B

7CAACB854CF10918F0B289329B6207E830DA1F574
BC51DD3E7AF4301508C9300C3F21236A043783F9AC16D2AE04C4E840B23DA240

96D6A14AE2COA78EBFB0O18A91ECFFF3B3DC923C7B60407DC5CE64286AF33E50178F27C12F566230F893CC2CCC9AF027C3CEF14B3F4AC90C9AD1AB858A9A2E
91

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\9dc02b3a-548b-47a2-b951-c02d11790c9c.tmp

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.642243551377976e+12,"network":1.642211153e+12,"ticks":130372452.0,"uncertainty":3963030.0}},"os_crypt"{"encrypted_key":"RF
BBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+lsWixhoUVdUYrYiwg8iJkppN
r2ZbBFie9QUAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BXiFP4bdRY JiDXn4W2fxYqQj2xfYeAnS
1vCL4JIXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13276832799416751"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

40

3.254162526001658

false

3:FkXftOXE1n:+ftIE1n

BD4642AD6C750A12D912B20BCB92E14D
C549F0F48FDD4FBC62E51AC26D7E185160CE2123
4FD71FE78DFE203137C89C9FB0734358FF432F2BC83338112DC7B830F9B30F2C

04410D12EF327614C3AF1251C9906BFEB2977211A7F53CBB08A8C01F9465A382CD001E51AB936A0D196D359F1DECDDAEAFSE7D1DBD49CESF4FF91BF5C332B€
CF

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\40289732-ef8d-4358-a4b4-97dd770280c5.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

19181

5.570214818795944

false
384:zngtdLIKIX91kXgKf/pUZNCgVLH2HfDcruJHGxt5DNMO4d:oLI091kXqKf/ipUZNCgVLH2HfIrUtGXxAj
FD66D6DC7A50C39AD34D43E00C0O7F312

89E1D5302E4A0A792ADB415881EAG6AF62B1A1263
FCCDB78E475447FBD8ALF708A33ED4B56C60FAA22995C341E8143B58D3ECAESE

B07C074403CE124D4D579CFEF74C3FBFBF17C4358E0CO0FD9E963DB663993D2B4DD3F402B7A1BA032A73333CA474F41F36F3CA14028D8CBCSA8BAALCDCSF3C
A0

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api*:[‘management”,"system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13286717149419869","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome." ,"icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wWR6jjFzsYWQIDAQAB","name™:"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\44349d8a-f734-47b8-aad5-bfc86348d48c.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

370

5.470706561613585

false

6:YAQNNXE9RfSHIR8WXwImMUUANIMp5zfJmPWUEDMbFLggE6HAB8WXwImUUANIMp5zz:Y 1XE9RAJ9+UANIYImMUDMpL/fN+UAnlaF
12A8A11A7A11B7A8F0705AB7641CA9AD

3740BACF7A34E328568439772AAAE63D84CB93ES
EECE13A1F7128BF9878CAA884A041C863DE5BB739133918E7C41B00308AF191C
CF465497F40D957013E13C1ECA525D57CF15327E9A3D37C88CFE43B8EEAG4103BF2886E339282025F9DDC22FA6454E2B11882B44D1020AB24F1A0F9DOSAEDO2!
false

low

{"expect_ct":[],"sts":[{"expiry":1673779614.069488,"host":"M4bfUnCmQAi4PNb3B8al/2+SVIhHKsMfMMT7{zi6ij4=","mode":"force-https","sts_include_subdomains":true,"sts
_observed":1642243614.069493} {"expiry":1653129967.951105,"host":"fJjUrPghktMfiTHIX3Q0pJi/P12Q72DBgzzJqjINC40=","mode":"force-https","sts_include_subd
omains":true,"sts_observed":1642243567.951113}],"version":2}
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4fda0e8f-6f32-4668-94e8-3d0a463e0ab8.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

17092

5.5830776994711195

false
384:zngtdLIKIX91kXgKf/pUZNCgVLH2HfDcrumt5DOMOA4E:0LI091kXKf/ipUZNCgVLH2Hflru890r
2EA759B34C435647B1C3F60D378F5665

FA293281ADA7475DEF8B5A2A32F53E5D713E99A6
3EC7686AC37006488E543216E84BA503FB6404011888CA130BA1D70C7B5BFA9D
5C6D55BDFC431FAEF44D4FD21BA56251A63D1A616331FE07CD88536AD0F82AD541C40919EF7C44CE3B353644F6CF1F88F63108DOCC7DA457A5406986F46983C
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13286717149419869","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls"["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\4ff000b4-d38a-471e-9387-50f82f3571c9.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5419

5.001120515900457

false

96:n0C/s519pcK1+90k0JCKLBUkLhak/16ubOTQVuwn:noC/i9pcF4KdkLYk/g8
2A974BOCF533F0006EBEE687C6891E1E
1F30628653E3C2E409FFCD43846A0B33E66499DB
CA3AFDCDFB60AB1AF53DF20DE535261325B3D136B5B334DA282299D5DA3F6684

6D0C6A4581FA7AG61DB3BA74D21ACDA9ES81B4357CFEO8CA4BE195BD0204F642B6E977E8650D8A33DD97ACF77F753CD735CCBCOC0529A5FD99C1946BFO6C1EGL
OF

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13286717149943779","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement”:{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length 0","0","0","0","0","0","0","0","0","0","0"," "0"
,"0","0 "0","0 "7355378"],"daily_received_length":["0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\5fee9d96-eb02-417e-9f6f-c5feb46620c4.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

dropped

203

5.368510553755334

false
6:YAQNqWUEDMbFLggE6HdB8wXwWImMUUANIMp5zDZhSQ:YPDMpL/fN+UAnlasQ
9B1ECEC8E4B4C9EE14F78623E71E4B18
0CD731119801B728A504718532DFF4D80231A8A1
CF71C67B45F44E53F4A723878175021EDDI9BBOEC434E3259123EF18B0OFD96158
ES58E7C97817906A724E6DD3AES8AADB53D43AA45DCIA585BAB41430C7D039166EFOA053E67FCFOEF97E3C5197628020006DFAC134FE0565D44C1AD72648A5F¢
false

low

{"expect_ct":[],"sts":[{"expiry":1653129967.951105,"host":"fJjUrPghktMfiTHIX3Q0pJi/P12Q72DBgzzJqjINC40=","mode":"force-https","sts_include_subdomains":true,"sts
_observed":1642243567.951113}],"version":2}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6820b3ec-029f-4b11-8b32-dda7al6da2ef.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with very long lines, with no line terminators
dropped

19182

5.570206064479614
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6820b3ec-029f-4b11-8b32-dda7al6da2ef.tmp

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

false

384:zngtdLIKIX91kXgKf/pUZNCgVLH2HfDcruJHGWt5DBMO4d:0LI0O91kXgKf/pUZNCgVLH2HfIrUtGMir

586CF69406AC6DD45E407CA24E7DB5C5

1DE2FC586888C70C0CA08BBAB0452969F4D38C18

0344AAA9CE66EF161BC56D119518EDFIC7AE148CDADBBEB4C76729B4F40BC58F
37B8979C24B0861EC33406878DCE9EF88117F212A325B3967725C4809FC78A70299DCC9533F6742E39F8594EF6CAD67FAD5DB07B4CIA937C3CC307AA69A50D9
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13286717149419869","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSoAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\6c51c9f9-e8b5-4ee9-8342-057f7f824439.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

370

5.4666652582449204

false
6:YAQN6273E9RfSHIR8WXWIMUUANIMp5zMWMmMPWUEDMbFLggE6HAB8WXwImUUANIM/:Y2DE9RAJ9+UANISWMmMUDMpL/fN+UANIE
5COB43AE22F7D8BEEC424B16512F47B6

54F5EAOE5C4442C137A5FFEBBAOD9A181B12E0CC
739283595817DAC1D16C2E30276D8AAD86BD7D20B73E96DA51250D6CF684A9C2

FOF085F40F509756452BFC81DDA121CCBFEBFDAACEC78473C4F73C03E0632A665FA9FCD4ASF55965A3DB0OD8COBFF283A339B824D18FC6DB7E876EEE41C084!
1F

false

low

{"expect_ct"[],"sts":[{"expiry":1673779592.102448,"host":"M4bfUnCmQAIi4PNb3B8al/2+SVIhHKsMfMMT7{zi6ij4=","mode":"force-https","sts_include_subdomains":true,"sts
_observed":1642243592.102453},{"expiry":1653129967.951105,"host":"fJjUrPghktMfiTHIX3Q0pJi/P12Q72DBgzzJqjINC40=","mode":"force-https","sts_include_subd
omains":true,"sts_observed":1642243567.951113}],"version":2}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\7f69411f-00b3-4f13-9f2e-1275ec6ef0c0.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

3403

4.912696853186566

false
96:JTOXGDHazCTrj2Gn6V/WzRGjGKoOKGKGHpGGfH:JTOXGDHazCTX2W6V/WzRAPXMp
780BB6809B21820FDFE2FD1B146D53B2
1CFE874CEFCE4274E034048963E970A8214D3796
49A9269877B2C4FEFBOE872614BFACE0646FOBB2CEADA766EB61B7DF1B2A6EE2

2921E7AASDE2A7ADB5A82BB6A9226A2B20E4D05A18629AE8F664D7D201BBB1B1A0BFDEFDE7247E3568E84425F868390D832A20CABF6057AECF773A83E59178
AF

false

low

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true}{"isolation"[],"server":"https://ssl.gstatic.com","supports_s
pdy":true} {"isolation™:[],"server":"https://apis.google.com”,"supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true} {"isolation":[],"server
""https://ogs.google.com","supports_spdy":true},{"isolation™:[],"server":"https://www.googleapis.com","supports_spdy":true} {"isolation":[],"server":"https://dns.google"
S"supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration™:"13289309151333599","port":443,"protocol_str":"quic"}],"isolation":[],"server":"ht
tps:/iredirector.gvtl.com"},{"alternative_service":[{"advertised_versions":[50],"expiration":"13289309151474376","port":443,"protocol_str":"quic"},{"advertised_versions":
[50],"expiration":"13289309151474380","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://r4---sn-4g5Iznle.gvtl.co

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8f9c0ca8-2857-44e4-989a-51ae6fac9802.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4219

4.871684703914691

false
48:YXsJjMH+5s57YMHBKsvxMHVzspxMHbsIHt/soBDysKgnsllzMHpDCLsSWJIMHLSNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH
EDC4A4E22003A711AEF67FAED28DB603
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8f9c0ca8-2857-44e4-989a-51ae6fac9802.tmp

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

977E551B9ED5F60D018C030BOB4AA2E33B954556

DD2C9F43F622F801FCC213CDESE3E90EF1D0D26665AE675449A94CEC7EB1D453
84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD160:
false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions"[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350

1454994" "port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com","supports_spdy":true},

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\9652df07-d7e4-4028-9801-82b04b71d6ee.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

3248

4.913365893686501

false
48:Y2TtwXGDH3qz5sZGsH5rtsIRs8/sYyKswK7sHMHgsXAQsSTZ6VLs+SsfA5sDRLsvg:JTOXGDHazCTrfzZIHKqGNAF6V/608KfH
87E9F778D0782A0C07471A910D0E275D

44F448C94DCOA63E35B14FFEEE1523E2FBEBCBFF
625BF1775C4E713FA276F3370B3E72495AE6884EEA29626CBIDF8932AC369DEL
1D81475DE9C251C159DB2E8011917E86FFALE6212B17C8AACAEB36F5D8182D986C3448BED98F42C12BB1D6615B1D39B78EB92192495C104C96E67652554FD13
false

low

"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation"[],"server":"https://ssl.gstatic.com","supports_s

pdy":true},{"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server
""https://ogs.google.com”,"supports_spdy":true},{"isolation":[],"server":"https://www.googleapis.com","supports_spdy":true} {"isolation":[],"server":"https://dns.google"
,"supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13289309151333599","port":443,"protocol_str*:"quic"}],"isolation":[],"server":"ht
tps://redirector.gvtl.com"},{"alternative_service":[{"advertised_versions":[50],"expiration":"13289309151474376","port":443,"protocol_str*:"quic"},{"advertised_versions":

[50],"expiration":"13289309151474380","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://r4---sn-4g5lznle.gvtl.co

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput
ed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

11217

6.069602775336632

false

192:GbylInITwGB7V9Hne4gasKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT
90F880064A42B29CCFF51FE5425BF1A3
6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF
965203D541E442C107DBC6D5B395168123D0397559774BEAE4ESBOABC44EF268
D9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DAOES9A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F
false

low

{"file_hashes":[{"block_hashes":["A+1PYW3V6CJIbBuQ7aqrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKYTH|PSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","|DctR8IMG5KZ
rQKm4kDjUB7FokSJfjo/pmvFowRVlaY=","LPxhhJiuU0Iprt0T6flpS7TkaDg7MocrbmzO65xHERI=","nZ9zLb2By9I6AKKXALRM+COEU11XUjPiIMXEK]jiCPdtHE=","wifibc1QfMB
N2jrtUtLgsCefvuce TpAatmLvul11RIA=","dHjWISIIdjj7MWqg3T8MG58RuuqRXk32vdi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLNOCFL/ADaEeTI=","DpjXcO85FF
FY9KJIFPKGNfFUtdQIOsSGwWOS5jUckiUwY 14=","gqid6l1+mk/6yWgUECROofI9IMipXgXh2jEN2+CxmPEO=","prDBI1X2Mmfg/M/txVMITWBMEGbOGjqBTP7CMjYqdHs=",
"yLPAQV4gqoyS/zFKEt3Cn2j0q2v9QOSthVFWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO11Jdn/UtbnAmg6TO=","+00c6ca+ChKUpTu+0a2ZRxRE+wG3QJmuYWE
VYCs40NI=","3mBGNAIRITANEQkqzU3TEi+5wJ0ubR5uwtS4/900M7w=","1A9NNawxuhu95H5eThvflrewJ4QQWhhPNxJXO1C/n68=","E3vWLQxzmj+e5QxYbUscllJ5
nOITpw5JBHV1Kph3/KM=","i318ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtu0hGYrHn3lIsMHqBbi70gkl EE=", "rhIzZuEvW2KRAF
Mms896xFWkNgPrweWvmgPn6xrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

38

1.8784775129881184

false

3:FQXIXNQxIX:qTCT
51A2CBB807F5085530DEC18E45CB8569
7AD88CD3DE5844C7FC269C4500228A630016AB5B
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

SHA-256: 1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC
SHA-512: B643A8FA75EDA90C89ABI8F79D4D022BB81F1F62F50ED4ES440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DF
Malicious: false
Reputation: low
Preview:
B TR f5uiiiis

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 369

Entropy (8bit):  5.273392028942894

Encrypted: false

SSDEEP: 6:MCXAQL+q2PWXp+N23iKKdK25+Xgx8chl+IFUtgVTCsG1ZmwYVTCcRHWQLVkwOWXc:MoAQyva5KkTXfchI3FUtuFg/0F2QR5fk

MDS5: 419DC62537BEC2E1E666627396AF211D

SHA1L: AA26DFCO0FC637CCB6DAEBAOB4EAG97BDA4638426

SHA-256: DD8E069AD45D6097C85C3FF2D8507D747FB1E19752EBD89F080E4928DC31D7BF

SHA-512: A2F0E73871BB864D5B9051B48841C964CF89EE936D3E82345ED62F5336881C70A7722981F75DF37A5EBABDIAD2E71A68EO0DIEOAF62A91D83CCFA61D2EDB6FD
F

Malicious: false

Reputation: low

Preview:

2022/01/15-02:45:54.832 418 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MAN
IFEST-000001.2022/01/15-02:45:54.898 418 Recovering log #3.2022/01/15-02:45:54.901 418 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old.. (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 369

Entropy (8bit):  5.273392028942894

Encrypted: false

SSDEEP: 6:MCXAQL+q2PWXp+N23iKKdK25+Xgx8chl+IFUtqVTCsG1ZmwYVTCcRHWQLVkwOWXc:MoAQyva5KKkTXfchI3FUtuFg/0F2QR5fk

MD5: 419DC62537BEC2E1E666627396AF211D

SHA1L: AA26DFCO0FC637CCB6DAESAOS4EAGI7BD4638426

SHA-256: DDB8E069AD45D6097C85C3FF2D8507D747FB1E19752EBD89F080E4928DC31D7BF

SHA-512: A2F0E73871BB864D5B9051B48841C964CF89EE936D3E82345ED62F5336881C70A7722981F75DF37A5EBABDIAD2E71AG8EODIEOAF62A91D83CCFA61D2EDB6FD
F

Malicious: false

Reputation: low

Preview:

2022/01/15-02:45:54.832 418 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MAN
IFEST-000001.2022/01/15-02:45:54.898 418 Recovering log #3.2022/01/15-02:45:54.901 418 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: zlib compressed data

Category: dropped

Size (bytes): 644

Entropy (8bit):  5.276161248878741

Encrypted: false

SSDEEP: 12:VT5b5TgeCSWtLsmgDD72702MESeX9INIWFBKkMgNSZvGSCIJUS/T8INLNA//G4U:B5d7RALsmgDDy13XUANOqloJsU

MD5: 6D4AD10AAB6F5906B352B05A01318792

SHAL: D520C2CD137A3D68E22A489FASFBOFCD566FAOE3

SHA-256: 5CB22458EFA7700DA224814A56990DAB49462456FD2936C73A4B853C9ABBD3AS

SHA-512: 8DOC11F42E4C04D82356A7BDF85EDFC35E1EO0FA3EBD4C32FB8D7A84FA99DOF6F14FCFBESBAOC709088213D481D48507AFDD0A25232CDB661AB174632DBFOC3
2A

Malicious: false

Reputation: low

Preview:

"D....com..http..knows..syphilisdating..the..https..net..theknows..www*h......com......http......https......knows......net......syphilisdating......
JRRPURNE- IO Coveern o € (o hee [T Koo | IO M. N O Peverienes Sevriinans L FURPUR Wi VeriUoiiie
................. B....G...... ...~ http://syphilisdating.com/2.The Knows................K...... ......*.https://www.theknows.net/2.The Knows:....................
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C:\Users\user\AppData\Local\Google\Chrome\User Data\DefaultiindexedDB\https_twitter.com_0.indexeddb.leveldb\000001.dbtmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

16

3.2743974703476995

false

3:1sjgWIV//Uv:1gIFUv

46295CAC801E5D4857D09837238A6394
44EQFA1B517DBF802B18FAF0785EEEA6AC51594B
OF1BAD70C7BD1E0A69562853EC529355462FCD0423263A3D39D6D0D70B780443
8969402593F927350E2CEB4B5BC2A277F3754697C1961E3D6237DA322257FBAB42909E1A742E22223447F3A4805F8D8EF525432A7C3515A549E984D3EFF72B23
false

low

MANIFEST-000001.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\DefaultiIndexedDB\https_twitter.com_0.indexeddb.leveldb\CURRENT (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

16

3.2743974703476995

false

3:1sjgWIV//Uv:1gIFUv

46295CAC801E5D4857D09837238A6394
44EQFA1B517DBF802B18FAF0785EEEA6AC51594B
OF1BAD70C7BD1EOA69562853EC529355462FCD0423263A3D39D6D0D70B780443
8969402593F927350E2CEB4B5BC2A277F3754697C1961E3D6237DA322257FBAB42909E1A742E22223447F3A4805F8D8EF525432A7C3515A549E984D3EFF72B23
false

low

MANIFEST-000001.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\IndexedDB\https_twitter.com_0.indexeddb.leveldb\MANIFEST-000001

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

23

4.142914673354254

false

3:Fdb+4L1:Z|

3FD11FF447C1EE23538DC4D9724427A3
1335E6F71CC4E3CF7025233523B4760F8893E9C9
720A78803B84CBCC8EB204D5CF8EAGEE2F693BEOAB2124DDF2B81455DE02A3ED
10A3BD3813014EB6F8C2993182E1FA382D745372F8921519E1D25F70D76F08640E84CB8D0B554CCD329A6B4E6DEG872328650FEFA91FI98C3COCFC204899EE824
false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\DefaultiNetwork Persistent State} (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4219

4.871684703914691

false
48:YXsJjMH+5s57YMHBKsvxMHVzspxMHbsIHt/soBDysKgnsllzMHpDCLsSWIMHLSNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH
EDC4A4E22003A711AEF67FAED28DB603

977E551B9ED5F60D018C030BOB4AA2E33B954556
DD2C9F43F622F801FCC213CDESE3E9OEF1D0D26665AE675449A94CEC7EB1DA53
84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD160:
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\DefaultiNetwork Persistent State} (copy)

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350
1454994","port":443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com","supports_spdy":true},

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5625

5.01538907145425

false
96:n0C/scl9pcKI+Aok0JCWRWLBCktSArtk/IEbOTQVuwn:noC/L9pcqd WY vkkik/A
D9F04E55A0BCC2B10CF708BB61648FFA
0D679729CAA751869A3D45A6FF30F9E6FCB1D0O0A
43A2FA45874187A9826F61094C1BCI44FEA69CB78AD5FCF3F077B22FE0C08373

0CC79315566B1E042E240F69B1AA56DB163E4AF23D6ES5B1BC3491F2AFDD7FDF3E067D40D7ED46BB4A1DD8C7B766CC3F4E6DFFD7F7B93F3A7TEBS8OCAFDEA44
B58

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13286717149943779","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser

_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl

acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0
0", 10" 0" 0" 0" 0" "0, "0 "0 "0, "0" "0" 0" 0" 0" 0" "0, "0" 0"

'work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co

0","0" "0 0",

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Preferences. (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5419

5.001120515900457

false

96:n0C/s5I9pcKI+90k0JCKLBUKLhak/16ubOTQVuwn:noC/i9pcF4KdKLYk/g8
2A974BOCF533F0006EBEE687C6891E1E
1F30628653E3C2E409FFCD43846A0B33E66499DB
CA3AFDCDFB60AB1AF53DF20DES35261325B3D136B5B334DA282299D5DA3F6684

6D0C6A4581FA7AG61DB3BA74D21ACDA9ES81B4357CFEO8CA4BE195BD0204F642B6E977E8650D8A33DD97ACF77F753CD735CCBCOC0529A5FD99C1946BFO6C1EGL
OF

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13286717149943779","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement”:{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length*:[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
,"o","0","0","0","0","0","0","0","0 ","0","0"," '0","0","0","0","0","0","0","7355378"],"daily_received_length":["0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\PreferencesMP (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

6246

5.044380039753751

false
96:n0C/scl9pcKI+AokXk2JCWRWL80kJOJIk/16bOTQVo9own:noC/L9pcIZAWY pkJik/x
609A6A11E811A634B6309120A3163AEC
988747064BA4E9EB686A82CC7E8FF5954315F188
F24272CE460E1A284203FA706CB230BFAEB89AFFE0LEA24D902CODF59D7872D7
06C5115F1563D26F03943AD9599AF753DF87DAAB15F6801E092D6722AF0179DFA525EBOE1361D3440225945A2143B662765579E6DCI9D4FBE9397DE4DGESEDF8C
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\PreferencesMP (copy)

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13286717149943779","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser

_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"dail i 'o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0’ 0","0","0"
,'o","o","0","0","0","0","0","0","0 "0, '"o","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length™["0

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Preferencesl (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5177

4.983582681855578

false

96:n0C/vgl9pcKI+Cok0JCKL8ak/1/bOTQVuwn:noC/49pcE4K1k/t
BBAF91EE6C0A8B17A769FFB7573E4958
8D46F9361DFB2B2BE979F014A0BEF16021277BAB
E3A3D059AC1683C2B50C1B36841FF1C112153420DD9F2337C1C1EBAF84F886C6

B4F772FC1DDD89A21A455B5E7DD84D24334DA430CF14DD5FBCAED44E870DB38705395CB86F1C4A122EE78119D9180D39EE2E9F7DADCA11DOC1EC96F5EF441
E38

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13286717149943779","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser

_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl

acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0
0", 10" 0" 0" 0" 0" "0, "0 "0 "0","0" "0" 0" 0" 0" 0" "0, "0" 0"

'work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co

0","0" "0 0",

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

17092

5.5830776994711195

false
384:zngtdLIKIX91kXgKf/pUZNCgVLH2HfDcrumtsDOMOA4E:oLIO91kXgKf/pUZNCgVLH2HfIru890r
2EA759B34C435647B1C3F60D378F5665

FA293281ADA7475DEF8B5A2A32F53E5D713E99A6
3EC7686AC37006488E543216E84BA503FB6404011888CA130BA1D70C7B5BFA9D
5C6D55BDFC431FAEF44D4FD21BA56251A63D1A616331FE07CD88536AD0F82AD541C40919EF7C44CE3B353644F6CF1F88F63108DOCC7DA457A5406986F46983C
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13286717149419869","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description”:"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKXPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\2359ebe4-68
4b-4ca3-8b2c-81cd4eb2afdc\af47be93e4c33dc6_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

92581

5.170287587912461

false
1536:1sCYxOLgFumsm2c7c0YBLYFumsmWr730pBLc74IxDUy/EOFM:IsCOE440FM
62E906584F2002220431102C63C0648D
E8AC6DD626F31252DB3276BE756E93276081CCC2
E5130C2B71A484B4AA0DB9894E322A0149EACBA4D40A7AES571ABBC50D8B2200

3584A39C15DE6DB2ACT7727A4A91273B6299C46FCI9BID5022BF6E193B1D1C7A2206016D58AC04CBDES8D1E8978A38AFBC15C6B4FEDBI6CA40F010095734F645E
4

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\2359ebe4-68
4b-4ca3-8b2c-81cd4eb2afdc\af47be93e4c33dc6_0

Preview:
O\r..m......#....F......https://twitter.com/home?precache=1<!IDOCTYPE html>.<html dir="Itr" lang="en">.<meta charset="utf-8" />.<meta name="viewport" content="wi
dth=device-width,initial-scale=1,maximum-scale=1,user-scalable=0,viewport-fit=cover" /><link rel="preconnect" href="//abs.twimg.com" /><link rel="dns-prefetch" href="//ab
s.twimg.com" /><link rel="preconnect" href="//api.twitter.com" /><link rel="dns-prefetch" href="//api.twitter.com" /><link rel="preconnect" href="//pbs.twimg.com" /><link
rel="dns-prefetch" href="//pbs.twimg.com" /><link rel="preconnect" href="//t.co" /><link rel="dns-prefetch" href="//t.co" /><link rel="preconnect" href="//video.twimg.com" />
<link rel="dns-prefetch" href="//video.twimg.com" /><link rel="preload" as="script" crossorigin="anonymous" href="https://abs.twimg.com/responsive-web/client-web/pol
yfills.cad508b5.js" nonce="YmU1ZDg1ZjgtZGU3Yy00YTMyLWI1YmEtMGlyMGYOMDdKY2Nj" /><link rel="preload" as="script" crossorigin="anonymous" href="https://a
bs.twimg.c

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\2359ebe4-68
4b-4ca3-8b2c-81cd4eb2afdclindex

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: 1SO-8859 text, with no line terminators, with escape sequences
Category: dropped

Size (bytes): 24

Entropy (8bit):  2.1431558784658327

Encrypted: false

SSDEEP: 3:m+l:m

MDS5: 54CB446F628B2EA4ASBCES769910512E

SHAL: C27CAB848427FE87F5CF4DOEOE3CD57151B0D820D

SHA-256: FBCFE23A2ECB82B7100C50811691DDEOA33AA3DA8D176BE9882A9DB485DCOF2D

SHA-512: 8F6ED2E91AED9BD415789B1DBES91E7EAB29F3F1B48FDFASE864D7BF4AES54ACC5D82B4097A770DABC228523253623E4296C5023CF48252E1B94382C43123Cl
0

Malicious: false

Reputation: low

Preview:
O\re.Meeie

C:\Usersl\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\2359ebe4-68
4b-4ca3-8b2c-81cd4eb2afdclindex-dir\temp-index

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 72

Entropy (8bit):  3.5549278751195694

Encrypted: false

SSDEEP: 3:pQAyXI/IvV/HIVB2bR/R:aAKv/nm/R

MD5: ACEA7D0OD3D6C8951984FED247B38A4FD

SHA1L: B11C34BA91DA05E162F915322A7CEAESC7B3C244

SHA-256: BDOAD95AD46D970385DC5DA91795E2FOFDBE7E48ECBAEDDD40C060D2A378245F

SHA-512: 23851C5A5952642AE7C45B6914280E91A7CD60FBF2067D3AC84991110A2E90E3C7EDC4F615A483B29DBD02D96EAE3E4F0879E1E207FCDF525DAA28FD91F284E
D

Malicious: false

Reputation: low

Preview:
@.....~.oy retne............. | ST =G k......R.<.24/.

C:\Users\luser\AppDatalLocal\Google\Chromel\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\2359ebe4-68
4b-4ca3-8b2c-81cd4eb2afdclindex-dir\the-real-index (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 72

Entropy (8bit):  3.5549278751195694

Encrypted: false

SSDEEP: 3:pQAyYXI/IV/HIVB2bR/R:aAKv/nm/R

MD5: ACEA7DOD3D6C8951984FED247B38A4FD

SHAL: B11C34BA91DA05SE162F915322A7CEAESC7B3C244

SHA-256: BDOAD95AD46D970385DC5DA91795E2FOFDSE7E48ECBAEDDD40C060D2A378245F

SHA-512: 23851C5A5952642AE7CA45B6914280E91A7CDE0FBF2067D3AC84991110A2E90E3C7EDCAF615A483B29DBD02DIGEAE3EAF0879E1E207FCDF525DAA28FDIL1F284E
D

Malicious: false

Reputation: low

Preview:
@.....~.oy retne............. | ST N TR k.....R.<.24/.
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\2359ebe4-68
4b-4ca3-8b2c-81cd4eb2afdclindex-dir\the-real-index. (copy)

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

72

3.5549278751195694

false

3:pQAyYXI/Iv/HIVB2bR/R:aAKv/nm/R

ACEA7DOD3D6C8951984FED247B38A4FD
B11C34BA91DA05E162F915322A7CEAESC7B3C244
BDOAD95AD46D970385DC5DA91795E2FOFD8E7E48ECBAEDDD40C060D2A378245F

23851C5A5952642AE7C45B6914280E91A7CD60FBF2067D3AC84991110A2E90E3C7EDCA4F615A483B29DBD02D96EAE3E4F0879E1E207FCDF525DAA28FD91F284E
D

false

low

@.....~.0y retne............. | SO =G k......R.<.24/.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044efflb5\b420a012-da
80-49b0-9aaa-1f6425dc924b\08406be60bab548c_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

3748

5.797803009429955

false
96:CfWRQNQhzmTa0gGU35yxOoD/dnCtZMJIF/ocMFTFgw3:KWRuQzmTa0J+5yloD/dCtZMJIFX8
6941AD008DDA385DD7C602COC5C21AEB
6D6256C9F447CBC163C62FFCF561228609F860AE
BD511C074ADE4B29375263C01E76AADE5S4D486BA5E4B0433CCODBEICT72C3E441
3B72072DB47042DE48B79C6297945100F1313007A6814C75A0C439103C52B9A3FE393278D64B34A43C6107E147A4E6068CE2C7CBF594E850124334EE27AB5E30
false

low

O\r.m......P...U.7.....https://abs.twimg.com/responsive-web/client-web/bundle.Explore Topics.4137a9b5.js(window.webpackJsonp=window.webpackJsonpl|[]).push([[56],
{PH3B:function(e,t,a){"use strict";var n=a("ezF+");var o=Object.freeze({Cell:"Cell",PreviewCard:"PreviewCard"}),r=a("XBtf");const i={loader:()=>a.e(337).then(a.bind(null
,"a+ad")),loaderKey:"newsCellLoader",strategy:r.a.Critical},c={loader:()=>a.e(339).then(a.bind(null,"hX2d")),loaderKey:"newsPreviewCardLoader" strategy:r.a.Critical};t.a=
n.c({selectDisplay Type:e=>e.content.newsDisplay Type,handlers:{[o.Cell]:i,[0.PreviewCard]:c}})},gRxV:function(e,t,a){"use strict";a.r(t),a.d(t,"Explore TopicsScreen",(funct
ion(){return K}));var n=a("ERkP"),0=a("esOu"),r=a("hgKg"),i=a("ZNT5");const c={news:"url",sim_cluster:“cluster_id" ttt:"ttt_id",semantic_core:"entity_id"};var I=a("kGix")
,s=a("3XMw"),d=a.n(s),p=a("rxPX");const u=d.a.fcf3e54b,m=(e,t)=>t.match.params.topicld,y=(e,t)=>t.match.params.taxonomy,w=0bject(r.createSelector)(m,y,((e,t)=>(

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\08406be60bab548c_1

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

9008

5.969816924420091

false
192:0yHjwgNFZriMo6viWw792n0OankVbrt+oL3fQZTNJIGLE6GFV5K:Dw+TrQ692UdIZfyFBK
742C107C4F9C334D943CEED885CO3E37
A369AD246D3F11B60COADF924B456B6BC73AEDE7
60F2B79CBOAAGDOAIB7BB26EF459E4FD495FA043BF440A4F0858131AEF818DCC

A54753BA2C349A37CFB87206F057268AF136F27390BE2E61E9356EDC8DA65D165A0CDD1EB66AADDAF544B04B2FF3CAE224EC4D63918423E800E354A948F009(
3

false

low

QDT eZF+ L Qc.BG"....freeze ..... a..
newsCeIILoader Qc™m7.....strategyC. (S”
SDan Cooverenn P.@.@.-...
X (& & & 8(S)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\0a4536a5f6afb4b3 0

Process:

File Type:

C:\Program Files\Google\Chrome\Application\chrome.exe

data
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\0a4536a5f6afb4b3_0

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

dropped

4801

5.666784130888207

false

96:/tnjmaAjHsYGsCMUY CuuJCUBQtVs50yYm+VYGC9ILeY CuuDNMUFNFsSwUP+:/tndAjHIGbM9u1BaVKOyumGiljuZb3P+
5656AECAD359441189A19CBEB9E987E8

DE736DCE32BBC1DE53988A5D01A3ED0O8327EELEC
BE1AE31D09EBD74F637F2A8F48B35C8D5C3D93911954C0EA410E0COD3090F81E

389D4D10A1715750044D6E3DC52B37AF81D38F1ACDA147E41EFC47EBO77FC307C746ACCE36835DE0443DBFF5FOBC6AF4F7383F81B3A41FESFE41D841A2B900
6

false

low

O\r..m......M....#......https://abs.twimg.com/responsive-web/client-web/bundle.UserAvatar.56a23385.js(window.webpackJsonp=window.webpackJsonpl||[]).push([[103].{
"32g8":function(e,t,r){"use strict";r.r(t),r.d(t,"UserAvatarScreen",(function(){return N}));var a=r("ERkP"),n=r("rxPX"),0=r("0OKEI"),c=r("kGix"),s=r("G6rE");const i=Object(s.g)
([s.a]),d=(e,t)}=>{const r=I(e,t);return r?i(e,r):c.a.LOADING},I=(e,t)=>t.match.params.screenName,m=(e,t)=>{const r=I(e,t);return r?s.e.selectByScreenName(e,r):void 0};var
u=0bject(n.a)().propsFromsState((()=>({fetchStatus:d,screenName:l,user:m}))).adjustStateProps((({fetchStatus:e,screenName:t,user:r})=>({fetchStatus:e,screenName:t,us
er:r,medialtem:r?{id_str:r.id_str,expanded_url:r.profile_image_url_https,media_url_https:r.profile_image_url_https,ext_alt_text:r.profile_image_extensions_alt_text,type:"
photo",original_info:{width:400,height:400}}:void 0}))).propsFromActions((()=>({createLocalApiErrorHandler:Object(o.createLocalApiErrorHandlerWithContextFactory

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\0a4536a5f6afb4b3_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

11301

5.846073755248347

false
192:SAE7bATcCHIg7wRS/+1zNj3JckD5RCNyf2etRc5IDGbsksFKOM5Xy5RIn5hh0L3k:s+HsIHCCIRXMKtM5XyR5hhOL3k
64DD78C191DA74B8188FE960E11DB262

AC49E48D03BBEE3978BD2FF089E8B62D7A3030F5
97AB91360F2C19F9B0336237BB068EOB301225CAAC5E61F561B77913D97D8404

28D71DB5A478A155D2E4AF70DB36EBCOA236AC797528F1CABBO77FF5B7B07BD4A20351BOB569AA4B57C99A6C22D2203ABD10E14BCFDC8C59A873CFA848F3B
36

false

low

O\r..m......M... #......https://abs.twimg.com/responsive-web/client-web/bundle.UserAvatar.56a23385.js WO X+LLESL
..Qcv.l...window....Qd.W.....webpackJsonp..QbJ.\....push.....".....L" Co.Ma.. T a.. Qb&.......3Zg8C..Qbv@.+....ac3pC.(S..
M...QbV.<.....0.....Qb.i d....Qb. .Qb....... p....Qb.%.. Qb.#

..Q. Da......... ....UserAvatarScreen.(S.(.". .
.\P.a.....M...https://abs.twimg.com/responsive-web/client-web/bundle. UserAvatar.56a23385.js...a........ D..D..D...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044efflb5\b420a012-da
80-49b0-9aaa-1f6425dc924b\0b55e678aleb8a24 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

9323

5.456071963477303

false
192:wTewUI7rWdyWmf5+nakdB8Lvj9dEIuZSaOk8mwBfL2UsOq81RI:eTUI7rWdyWmfEnddB8LrbEIZSaR8mwEB
47DFB9C186EF8DD22D54A2200C92D22A

1FFBBO9CCCBCA337A602537C2FD0245B13DBA57FA
EFFEFD67CEOD7E66800BC11D21B7B9B1ESCF83F4175FAF1F2A24C6B243ECAB75

8F6E60937A001BB8DF579AD99BD1F41C1D659DF2D1220ACDED77E0158415B25CE6CB4D3454FCB595B1B499EBD82CB053743604226COAFBD2FD76D9F1492BB(
D

false

low

O\r..m......S.....>.....https://abs.twimg.com/responsive-web/client-web/bundle.AudioSpaceDetail.c9b2a775.js(window.webpackJsonp=window.webpackJsonpl||[]). push([[32],
{"Fg/a":function(e,t,i){"use strict";i.d(t,"a",(function(){return v}));var r=i("KEM+"),n=i.n(r),a=i("ERkP"),s=i("Pc/x"),0=i("6/RC"),c=i("Z5JE"),p=i("rxPX");const u=(e,t)=>Objec
t(c.a)(t.match),l=e=>(t,i,{api:r})=>r.AudioSpaces.byld(e,{isMetatagsQuery:!0});var h=0bject(p.a)().propsFromState((()=>({broadcastld:u}))).propsFromActions((()=>
({fetchAudioSpace:l}))),d=i("3XMw"),m=i.n(d),g=i("rdoH"),S=i("Rumh"),f=i("AooF");function b(e){const t=e.space;if(!t)return null;const i=function(e){const{canonical:t,de
scription:ititle:r,ttl:n}=function(e){var t;const i=null==e||null===(t=e.host)||void 0===t?void 0:t.display_name,r=i?E.hostSpace({name:i}):E.hostSpaceFallback,n=e.title|
|r,a=E.descriptionGeneric,s=(null==e?void 0:e.participants.total)||0,0=S.a.formatCountShort(s),c=E.descriptionListening({count:o});let p,u,l;if(e.state===f.a.Sp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\0b55e678aleb8a24_1

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\0b55e678aleb8a24_1

File Type: data
Category: dropped
Size (bytes): 25547

Entropy (8bit):  5.856044625639801

Encrypted: false

SSDEEP: 384:d3p6lyslskhLsoWaN3zulgUvWWJInVI6Zp717px+NBJIno40EC/:d3peys1sgLDN3zVZWCnTzepo4h8

MDS5: E92E8A6A1776A945DF907D22D64FADD3

SHAL: 881F4053F4AFADB5E3D559129D9146A4D54E4470

SHA-256: 27A5CC7C736510A19368CE2C79848B6B018D34109D3676FD52E13105B1CF0574

SHA-512: FC7C5CD024AC6121E385D9E27297B960D84C793CFBC8A0B03310DAD25F48F338C6D97ADC819AAFCOFI5C0OB378A502C991BI9C610BD3E745EEBC25FDF8IFAES
6B

Malicious: false

Reputation: low

Preview:

...https://abs.twimg.com/responsive-web/client-web/bundle.AudioSpaceDetail.c9b2a775.js...
(S.<l Qcv.l...window....Qd.W.....webpackJsonp..QbJ.\....push.....".....L" fenMa.@..c.a
..... qTXfC.(S.]..r....L'x
b&..u....P....Qb.#.....

.Qb..r.....Fg/aC..Qb
..Qb..(&....S.....Qb.%

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\12405e797f3bdc55_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 202696

Entropy (8bit):  5.53723630912214

Encrypted: false

SSDEEP: 3072:dGW+B9gLRGHvqoXX46B1vnWnGSgz320Sidty CFWmWQIibAruLusJWTbRVIXg6Epi3:NZRGHvqoXXrQvL4

MD5: 97C85691502D3410008E25A75170D9D0

SHA1L: CB899FE6E457F103EB16B0057F642E2515AF76BC

SHA-256: 141BBOA0843EBF383D34DAEA2DAEB3FA70CDA4365D95056C50D9BD915E9BBFES

SHA-512: BD16209795024B68F5D3F387C2B9B52DD5FE46BAB5C5AEC3098660AA129B5F9DAEY86775724E7C54AEC427500610BCEE73C079FESDD3AAB1998151164DEDF3
6

Malicious: false

Reputation: low

Preview:
O\rMes https://abs.twimg.com/responsive-web/client-web/shared~ondemand.EmojiPickerData~ondemand.ParticipantReaction~ondemand. EmojiPicker.b5aa2cc5

.js(window.webpackJsonp=window.webpackJsonpl|[]).push([[18] {"+cai":function(a,f k){"use strict";k.r(f);var d=k("3XMw"),e=k.n(d);const b={compressed:!0,spriteSh
eetColumns:50,spriteSheetRows:69,categories:[{id:"people”,name:e.a.i506h 7L, @MOJIS:".. .. .. . o o o ot ot e e et e et ettt e e et et e e e e e e e e e e e e e e

C:\Users\luser\AppDatalLocal\Google\Chromel\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044efflb5\b420a012-da
80-49b0-9aaa-1f6425dc924b\12405e797f3bdc55_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 542229

Entropy (8bit):  5.945154726712235

Encrypted: false

SSDEEP: 6144:qnAJvPS2aTvZIUWLISzFIq4j1lyFoOs472qGONA:qnA6 TBqEOzFTJuong6

MD5: B9F476DC9239D66DD208754FBF5FB326

SHAL: 1AEA834B876BC0555261B33B9383000A5E976D77

SHA-256: FOBC5D186078E60E2D73EBDE4FD058AE42181E9D44884BD8CF59650B8322CB9D3
SHA-512: 5EDA89F371C30C2C3270B57FC8C0001110A42F2AE639764B1B41E45213584C45ADE1C8393A2880A0141A76CC95B0091972A2061B26C1495899B34A9AA81BDD6E
Malicious: false

Reputation: low

Preview:

LLSL

. . Ma...$.. a
Mw..Qb.~d.

Qef0.C....spriteShee

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\148c8941f3f417fe_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\148c8941f3f417fe_0

Size (bytes): 1678
Entropy (8bit): 6.0483523937521

Encrypted: false

SSDEEP: 48:pn58bD3fHEJe TgnLWXwrOK4BVNCch3FFIfM3jaww:qHEJogLvroHMiF7foGww

MDS5: C7CD6BC48A5208771635B06548151150

SHAL: 3F8671E1856456EFDF73443314944C7F815F1A46

SHA-256: 5D247EE63E64D80EEFF9B632B93469B33B969EB808B80A2191801BAC2CFAEBAF

SHA-512: 9AF3143B9F6BBF66FDDCDC56169B93D0243B9CD12F16871C63C5A640C472E4AAASFE2046C702E4D886591DDD25FFIBAL1EA112BAB342E2D11DEAGAEC85A03
44

Malicious: false

Reputation: low

Preview:

O\r..m......N...5..q....https://abs.twimg.com/responsive-web/client-web/bundle.AboutThisAd.da621335.js(window.webpackJsonp=window.webpackJsonpl||[]).push([[26].{
bvOX:function(e,t,s){"use strict";s.r(t),s.d(t,"AboutThisAdScreen",(function(){return m}));var r=s("ERkP"),a=s("rxPX");const o=(e,t)=>t.match.params.impressionld;var n=Ob
ject(a.a)().propsFromState((()=>({impressionld:0}))),i=s("jHSc"),c=s("3XMw"),p=s.n(c),b=s("bPFD"),d=s("rHpw");const I=p.a.fb4eellc,m=({history:e,impressionld:t}
)=>r.createElement(i.b,{history:e title:l},r.createElement(b.a,{allowForms:!0,src: /about-ads?aid=${t||""} ,style:d.a.absoluteFill}));t.default=n(m)}}]);.//# sourceMappin

gURL=https://ton.local.twitter.com/responsive-web-internal/sourcemaps/client-web/bundle.AboutThisAd.da621335.js.map.A..Eo0......7Z]............. GET........ OK.."...Age..251
6681"...Connection..close"...Content-Length..673"5..Content-Type.%application/javascript; charset=utf-8"%..Date..Sat, 15 Jan 2022 01:46:10 GMT"(..Etag. "94BJJNI
7kHyVLFpjb

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\148c8941f3f417fe_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 2502

Entropy (8bit):  5.761568642550696

Encrypted: false

SSDEEP: 48:prixTAAHF185EaPLFKauDUQEwWsqW2p19LQ780/sEqb7:dLTAiIbPLFK5DUQEWDIXE780/4
MD5: 6A1DB5C1D458B47A8F24DB15EA36DFOE

SHA1L: B84E94CB2085333EAOE8444BEE87BFEBCE6BF22BC

SHA-256: 23E0723B8DA0392E94A14CA8336C01E2FE47518A2AADB55B45BD26A640D1FE6C
SHA-512: 05EE460CF88243EC1D70D438C1E4D6C8B4A35D475936E7D567FED64CF8ASBFFDBE1120FCA36D68F8DEY1796192D41AF2F6B6015291E4B6D2714308D7962C6A¢
Malicious: false

Reputation: low

Preview:

O\r..m......N...5..q....https://abs.twimg.com/responsive-web/client-web/bundle.AboutThisAd.da621335.js...
I...window....Qd.W.....webpackJsonp..QbJ.\....push....." : S.Ma..4ls Qb:jO.....bvOXC.(S..
..0...Qb. .{....d.....Qb.
LS \Pa.

& 8.1.8.1.8.(S.4..
P..qd @.......8(S

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\14c4235ea4350d22_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 259160

Entropy (8bit):  5.472871298074857

Encrypted: false

SSDEEP: 3072:4n5JvcdN7dqPfDBFyOpkEqWsdgg80X+ahCf2xcOuY2VIk/:0kdN7d07y0tqWot80X+wCPV8

MDS5: 95A0EF37662E1DB6E788E80FOD01B45A

SHAL: EB55F2CB4EC962723424A9BF99D6606324531201

SHA-256: 44D43E3C5B18972E469467B2D6C1D6FA8C17911443456C982C8EEFOFCCCESALA

SHA-512: 1364CAFACEEEC163C981C68901E630F9E33CA5915E29EB3F677FD769478D0E7E2CEA5D198747A64FECBF2024862501DAAD80689A3B36D17ACC60D473192E5E
D

Malicious: false

Reputation: low

Preview:

O\r..m......U....]......https://abs.twimg.com/responsive-web/client-web/loaders.video.PlayerHls14.1df23b5.js(window.webpackJsonp=window.webpackJsonp||[]).push([[187],
{"6Ag2":function(e,t,r}{var i;"undefined"!=typeof window&&(i=function(){return function(e){var t={};function r(i){if(t[i])return t[i].exports;var a=t[i]={i:i,|:!1,exports:{}};return e
[i].call(a.exports,a,a.exports,r),a.I=!0,a.exports}return r.m=e,r.c=t,r.d=function(e,t,i){r.o(e,t)||Object.defineProperty(e,t,{fenumerable:!0,get:i})},r.r=function(e){"undefined"!=t
ypeof Symbol&&Symbol.toStringTag&&Object.defineProperty(e,Symbol.toStringTag,{value:"Module"}),Object.defineProperty(e,"__esModule" {value:!0})},r.t=function(e,t)
{if(1&t&&(e=r(e)),8&t)return e;if(4&t&&"object'==typeof e&&e&&e.__esModule)return e;var i=Object.create(null);if(r.r(i),Object.defineProperty(i,"default",{enumerable:!0
,value:e}),2&t&&"string"!=typeof e)for(var a in e)r.d(i,a,function(t){return e[t]}.bind(null,a));return i},r.n=function(e){var t=e&&e.__esMo

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\14c4235ea4350d22_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\14c4235ea4350d22_1

Category: dropped
Size (bytes): 454325
Entropy (8bit): 6.190080218468467

Encrypted: false

SSDEEP: 6144:N7mfImFuBWsVg+GtxiVLs20/HWeVJ2jgoubj:xmfPLVVs20/20Q8bj

MDS5: CBFCBCE56AE82B9D115A8DFCEAAOF09B

SHAL: AB2268AC82CD85A09F5133051F065F2BD1A902FD

SHA-256: B87C9256CF38474C416388921655E379686D9C68FE3C6BBDEE692015F7132BDE

SHA-512: C4C2DB6100D39E9F5067FEABB62643E5BA557CIFD48FDIC7FEE49151EE67658B74AF8A8E033743D1CEF02E31BA66A36EBCA055FB32A1A0B2F6722D424444032
F

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\164518db471458d5_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 3638

Entropy (8bit):  5.682536818013807

Encrypted: false

SSDEEP: 48:4Y58clPHA5JTQ3HKOJIrEU4nReyU7WONod9YvaQONI7UkjyFIYW0QaK4vOUNC3FFA:IwWOHFrPEs76Pb54UCA02UeFph+OK

MD5: 2B6C5A24F454C61EAD99D3DA60BBF604

SHA1L: 8D9FB5A04CCE19DCEE8BDOA74B4FB80C37B91F877

SHA-256: 9479EACF9AADICD5FC421676035561DF71269ADA51E8A8BADE742AC95A05F70D

SHA-512: S5E1E8E1F975E34359DB60884E68EA04CF3EBEFEAS56830963A2B83EA95A494F1D7E2683811344AE42C4ADBFC2FDE3BF271F49A6B7EC32F17F642E1A48BOE25EF
D

Malicious: false

Reputation: low

Preview:
Oo\r.m.....0........... https://abs.twimg.com/responsive-web/client-web/loader.SignupModule.5959f915.js(window.webpackJsonp=window.webpackJsonpl||[]).push([[179],

{Ukpf:function(e,t,n){"use strict";const s={inject({callback:e,scriptld:t,src:n}){if[document.getElementByld(t))e&&e();else{const s=document.createElement("script");s.sr
c=n,s.id=t,s.async=!0,s.defer=!0,document.body.appendChild(s),s.onload=()=>{e&&e()}}},replace({callback:e,scriptld:t,src:n}){const a=document.getElementByld(t);var
0;a&&(null===(o=a.parentNode)||void 0===0||o.removeChild(a));s.inject({callback:e,scriptld:t,src:n})}};t.a=s},sojc:function(e,t,n){"use strict";n.r(t),n.d(t,"SignupModuleContai
ner",(function(){return B}));var s=n("KEM+"),a=n.n(s),0=n("ERkP"),c=n("UpKB"),i=n("v6aA"),|I=n("0+0m"),r=n("kG2I"),u=n("3XMw"),p=n.n(u),d=n("MWbm"),m=n("rHpw"),b
=n("6vad"),g=n("t62R"),y=n("/yvb"),S=n("1zbE");const k=p.a.a565833d,E=p.a.aa95ddc0,f=p.a.n50ea616,h=p.a.ie8elffc,C=m.a.create((e=>({buttonContainer:{marginTop:e
.spaces.sp

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044efflb5\b420a012-da
80-49b0-9aaa-1f6425dc924b\164518db471458d5_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 7263

Entropy (8bit):  6.081487113431314

Encrypted: false

SSDEEP: 192:ru0iYdjfArMxiD6990uuUP/k6uxUu7IzOEL4xuvOGBWZr/Rv:IOjfArMXxG6990IPNG 7Isuv02WZrR
MD5: 9514CF7EF5BD050E60DD201A97CCFB1B

SHAL: 616AE4082C3B1064526DF8FC79DAC95859CCOFAF

SHA-256: 1052A951519041011AE30119CA6ADCE8564CAB2F01469153E14DD0OE4D4840FE7

SHA-512: 71585F4977B9F499F903B1048886DE212CBC24E4BBBC5C1D522535ECA1686DD49C96A11054406B87758EBE3995AB5FIC12B65E4B6594327118878D1FBD61E074
Malicious: false

Reputation: low

Preview:

...Qb.Lh@....e..."........ “...Da....p.....1...Qcf..}....callback..Qc*.v.....scriptld..Qb

Q. ...Da.......... F- WP Qcz.)Z....inject..C..Qc._8.....replace.C.(S..."..... DL ....4Rc....
jLj.....src...Qc.N.u....document..Qe.X.8....getElementByld....QeZ......createElement....9...Qb........ id....... QcC..... defer.....Qb..(+....body..Qd28......appendChild..(S.4.™...
L@ K DG &\oooi,RC I'...DaT..l........ D @.-....\P.a.....0...https://abs.twimg.com/responsive-web/client-web/loader.SignupModule.5
959915 js.a.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\16748c84e647c086_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\16748c84e647c086_0

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

data

dropped

225377

5.304612124984646

false
6144:Vy0gCa/AlToRI2)WIZWAT/IQZNnFtISHKGVhSbicXWpQXSd:Vy0g5/AlTs2kZwLZnFtfISHKGVhOIbQE
1CFA7D6DA375519AC378B6063670E864

CB25D6CFCA929E985D12D4AB5CF5FEC9633DA80A
B773A6863E3EF075A0B72AE67FE3D3681A8CED24A26C6B6ASBAFOF7314A979DA
39753B5E93B8429B40DB52EAB5C0509E0D6CC3D381C8D626127070D9055A42561A8EABI91415EA9700491CBA93D46821D963609749BC663511C40BEF80396563
false

low

O\r..m......F....*.b....https://abs.twimg.com/responsive-web/client-web/bundle.Ocf.b6692a75.js(window.webpackJsonp=window.webpackJsonp||[]).push([[76,172] {"OUL
w":function(e,t,a){"use strict";var s=a("ERkP"),n=a("Lsrn"),i=a("k/Ka");const r=(e={})=>Obiject(i.a)("svg"{...e,accessibilityHidden:void 0===e.accessibilityLabel,style:[n
.a.root,e.style],viewBox:"0 0 24 24"},s.createElement("g",null,s.createElement("path” {d:"M12 22.75C6.072 22.75 1.25 17.928 1.25 12S6.072 1.25 12 1.25 22.75 6.072
22.75 12 17.928 22.75 12 22.75zm0-20C6.9 2.75 2.75 6.9 2.75 12S6.9 21.25 12 21.2559.25-4.15 9.25-9.25517.1 2.75 12 2.75z"})));r.metadata={width:24,height:24}
Jta=r},"12XZ":function(e,t,a){"use strict";a.r(t);var s=a("97Jx"),n=a.n(s),i=a("ERkP"),r=a("9D10"),0=a("gPQQ");t.default=e=>i.createElement(o.a,n()({},e,{ocfModule:r.i})
)},"180P":function(e,t,a){"use strict";a.d(t,"a",(function(){return s}));const s=e=>{const t=(JSON.stringify(e)||"").split("");t.sort();const a=t.join("");return n(a,0).toString()}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\16748c84e647c086_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

475974

6.196187917675436

false
6144:LevZyPwvJIvXzhiPRVOumtqaMS5bSX+QD6+ds/cycFK5LCqPKPGO+N:4gPwvJ/zhhoPs9ueO+N
B943AAB06253D7BFFDEB8D31E6C25044

A1F86A573F4B263ABE7B957BF4C1175D87487DAC
96793AAB111B4F6B206E286DFD32151804B95AEFOE47037369E0C72BD3901E38

9EAGA740804A8FADIECFF98A661495BB05E48DFDD82F37BD49A091DFBEC838CFCA83B183F2F4BCODOCCCB225B5C8957954CB5907BD8996B800CB261B52B8B
EA

false

low

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044efflb5\b420a012-da
80-49b0-9aaa-1f6425dc924b\189f452556e€62e81_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1672

6.071742849351518

false
48:X458ekjTmsb32j0QWUJeK4409NY3FFuBY20j7y1ktG/:fiTvGj0QPYPAFABY2YVO
2FA2A8952C3FB2A98C4C8C242430934E
7C184AEA56A92601FB1B622D118B40B704A0A0A0
BF9160F97D77FED55FE5708F5E679F4FF17A2FB8340D02F559A2D9A11EA3EASC

C9492FD7A399AFA3EF385D52332EAESD14BE9230DD2649A3FBA23BBBA4AE2AEG37ACCT7C53192BBDA63864C592D171827822D118C3D9197FDAF3A343AF8682E
EO

false

low

O\r..m......L.....e.....https://abs.twimg.com/responsive-web/client-web/loader.AudioDock.66ab3be5.js (window.webpackJsonp=window.webpackJsonp||[]).push([[164] {"
8W85":function(e,n,t){"use strict";t("ERkP");var c=t("zb92");n.a=0bject(c.a)({loader:()=>Promise.all([t.e(24),t.e(165)]).then(t.bind(null,"u2Vg")).then((e=>({default:e.___
DANGEROUS_IMPORT__})))h}.KfhW:function(e,n,t){"use strict";t.r(n),t.d(n,"__DANGEROUS_IMPORT__",(function(){return u}));var c=t("ERkP"),r=t("8W=85"),a=t("LxAE");
function o(e){const{config:n}=Object(a.a)();return c.createElement(c.Fragment,null,n.dock(e),c.createElement(r.a,n.player()))}const u=function(e){return c.createElement(o
,e)}});./1# sourceMappingURL=https://ton.local.twitter.com/responsive-web-internal/sourcemaps/client-web/loader.AudioDock.66ab3be5.js.map.A..Eo........ | ST GET.
....... OK.."...Age..2516662"...Content-Length..699"5..Content-Type.%application/javascript; charset=utf-8"%..Date..Sat, 15 Jan 2022 01:46:06 GMT"(..Etag. "IgFF5
Eb84z5Ulv
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\189f452556e62e81_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 2692

Entropy (8bit):  5.601246413434071

Encrypted: false

SSDEEP: 48:XWrMccXbohyN9Flo/3ngH5FAIBCwqWyZG1dzgsow/sEFe+:mgecBy1XgH5r8C3jZG3zqfw/1

MDS5: AAB2DIAABABEB0AB603F21EFIDDEEB67

SHA1L: 122B341761B51DD232934C2773B29DF6903936C3

SHA-256: CA4FE021332FB9A60867F43E08951B15B30DC1BFBDI4B2545A1FA32328B66ED7

SHA-512: 7FOEBDCA617ECCAA3FAF5D10061F8912F2038CF45300027A68A5DESEF39D7A042DE9072541941FAEO3EASF275EEA43BEBF9442AFFA23A3235A30DDA216467A1
4

Malicious: false

Reputation: low

Preview:

...Qb.Lh@....e........... Qb..E....u2vg.(S.4..™".
1)& (... %....,Rc.... b @.-....XP.Q.....L...https://abs.twimg.com
D & & & & & (S OL L PRES Qb.i......c.....Qb..\....r.....M...QbV.

_ DANGEROUS_IMPORT__...
Iresponsive-web/client-web/loader.AudioDock.66ab3be5.jsa
<....o...R.d...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\1cc133455a4ec66f 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1694

Entropy (8bit):  6.036274433240379

Encrypted: false

SSDEEP: 48:990T58Jz40mUmMPX391WODeFK4ZX3FFxgilDOuwThSI:9RmMLPN1IfdFzLINWTYI

MD5: 21450E444816E8347D5808FDECFBOD51

SHA1L: B2A38658DA9DOED81898966D72DA42F66999CF99

SHA-256: C6003D21889AECAGSE3COFAAF093D3D2E42ABCDDED84D5040BC394BF34C896E1

SHA-512: 178B2ECD309DF6D984A12CBF8EA41D25A09043B7E9CA2D8F92682CE2837B2001907F7FBFC12A42047FAOEEE29A0BOE007C69FBB642F5503F0F3D639D6335CBE
A

Malicious: false

Reputation: low

Preview:

o\r.m.....R..y...... https://abs.twimg.com/responsive-web/client-web/bundle.ProfileRedirect.aab51c95.js(window.webpackJsonp=window.webpackJsonp||[]).push([[79],
{dgvO:function(e,r,t){"use strict";t.r(r),t.d(r,"ProfileRedirect",(function(){return p}));t("MvUL");var n=t("ERkP"),c=t("G6rE"),s=t("rxPX");const o=e=>{const r=c.e.selectLogged|!
nUser(e);return r?r.screen_name:void 0};var a=Object(s.a)().propsFromState((()=>({screenName:o}))),u=t("kGix"),i=t("v//M");const d=()=>null,p=e=>{const{history:
r,screenName:t}=e;return n.useEffect((()=>{r.replace("/${t||""})}).[r.t]),n.createElement(i.a,{fetchStatus:u.a.LOADING,render:d})};r.default=a(p)}}]);.//# sourceMappingU
RL=https://ton.local.twitter.com/responsive-web-internal/sourcemaps/client-web/bundle.ProfileRedirect.aab51c95.js.map.A..Eo........ INLe GET........ OK.."...Age..3
721962"...Connection..close"...Content-Length..681"5..Content-Type.%application/javascript; charset=utf-8"%..Date..Sat, 15 Jan 2022 01:46:25 GMT"(..Etag. "fcRvT

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044efflb5\b420a012-da
80-49b0-9aaa-1f6425dc924b\1cc133455adec66f 1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 2850

Entropy (8bit):  5.609833994271585

Encrypted: false

SSDEEP: 48:990UhuSJiinvOwbBaW1uF+PNylSvwaG2uc+DWOHwo/sEq37jl:9bzcIn7IF1Mg8SYaG2ucQyo/gE

MD5: E49DD9E37B4AE89A0D245C5B14E01A18

SHAL: 501D81B7BC233001483869D268F9A706368BBE40

SHA-256: 0F4168A731D122633ED579D24F2BC6557F34C3B8B1BD8E14D1D5C3FACFD65838

SHA-512: 271C338768DE50863A9A23102D4CE28A3ED3B8F06BF5476D1A5FC5F2DAC2E518C5AC912C2ECA1B2EBADS5BC411DBADOAS546DED088D7888103F9F27CAE720D¢
9C

Malicious: false

Reputation: low

Preview:

..Qb.\.. Re... I

...... @.-...."P.q.....R...https://abs.twimg.com/responsive-web/client-web/bundle.ProfileRedirect.aab51c95.js..a. .&..&.1.&....&.(S.D..'B...
....Qb.Lh@....e.... Qf....... selectLoggedinUser....Qd..1.....screen_name...K"....DK................ & (& (&Y. & Da...".......... c.
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\1e03bb4be0212ad9 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 7971

Entropy (8bit):  5.518866059494555

Encrypted: false

SSDEEP: 96:n6dy5Kr5910tpb7BHK/RKqd/T5V+vGC+IkrkxiUiTILsYj26Hk/FrGJ26j1aCxxY:n6dy5KrnxVER+vv+S75LsfMJtYCxPlo

MDS5: CC36E9981FA6B73CF2705ADCE6545AF4

SHA1L: A00917349C5B57CB4CC37C610A1D7E9331A4330B

SHA-256: CDAEB6F41D2118A60B9AED3EF36C81E36B22BA0BEOC78FC4DDD1C18CE63BB16B

SHA-512: 8925A57C0O0E4C2B8B8111540A2D0C544109634B7CD7CFEE4B6F030ABD6605606E32C0CC6039141B63C2693AE508F63AE3CBCAF21B6ED2271D30F9B8DI0EESL:
Malicious: false

Reputation: low

Preview:

O\r.m..... ... >......https://abs.twimg.com/responsive-web/client-web/bundle. SettingsProfessionalProfile.9a16b4b5.js(window.webpackJsonp=window.webpackJsonpl| |
[)-push([[89],{"6kA7":function(e,t,a){"use strict";a.r(t),a.d(t,"ProfessionalProfileScreen",(function(){return G}));var o=a("mC9n"),n=a("ERkP"),r=a("1YZw"),s=a("G6re"),i
=a("rxPX"),c=a("0KEI");var I=Object(i.a)().propsFromState((()=>({loggedinUser:s.e.selectLoggedinUser}))).propsFromActions((()=>({add Toast:r.b,createLocal ApiErro
rHandler:Object(c.createLocalApiErrorHandlerWithContextFactory)("SETTINGS_PROFESSIONAL_PROFILE_SCREEN"),switchToNonProfessional:s.e.switchTo
NonProfessional,updateProfessionalCategoryDisplay:s.e.update ProfessionalCategoryDisplay,updateProfessional Type:s.e.updateProfessional Type}))).withAnalytics({pag
e:"professional_settings"}),p=a("jHSc"),d=a("3XMw"),u=a.n(d),m=a("tI3i"),b=a.n(m),f=a("MWbm"),y=a("feu+"),g=a("cHvH"),h=a("rHpw"),L=a("sgih"),w=a("/yvb");const
C=u.a.cfd2f35d,E={actionLabel:u.a.ia492079,seconda

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1lb5\b420a012-da
80-49b0-9aaa-1f6425dc924b\1e03bb4be0212ad9 1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 18694

Entropy (8bit):  6.227103102132686

Encrypted: false

SSDEEP: 384:r8IBREcCAhvb1FKQN+HkNz1kimdtexpS1J5wlivBZ9DyJ4hGzShid:lwCAB6doYw2ylu

MD5: D7E4A663346894675C5D54613BBC89CE

SHA1L: E65BA87FF38AB993DD4A91259B78056875DA5EDO

SHA-256: EOE14652397B4EF6D9A64F058441ECB0OB97FB72E4BD6ASE4AFA05EB3857EED983

SHA-512: 1C7CF267596A71E2B9AE13EC6A8A472E88B72A09B41A6ECAC249367BDB0881116DDAGE7531EDC34DECABEGABEABSB559D17520ECC645DE1F7B564E6E02A92
6D9

Malicious: false

Reputation: low

Preview:
O\r.m..... .. >.....https://abs.twimg.com/responsive-web/client-web/bundle. SettingsProfessionalProfile.9a16b4b5 js... O HU%AG. e hos [
................ (S.t.......,L...Qev.l...window....Qd.W.....webpackJsonp..QbJ.\...push.... ....L".... MA@ .BKA7C..Qb.......JtO7C.(S.].."r...9.L".
ol RC H....QbV.<....0....Qb.~d...n....Qb.\....Ir....Qb2......5.....Qb.i.....C.....Qb.......p......0...Qb.%...... £ Qb Yo QbR......h....Qb.~k....L....Qb.G.....w....
.Qb".....C....Qb..%...E....Qbz.|....T....Qb........ D....Qb>. ....k....Qb&. .u....P....Qb..(&...S....QbVP4C....I..... ; ...Qbj.B....v....Qb.&U....H.....Qb.1.2... x.....Qb..}..
JA....Qb.]...B....Qb.)y.....z....Qb6h......j....Qb2.......F....QbF......R....Qb..J.....0....Qb..}....M.....Qb.#....N....Qb L".....G..... Qb Ui A

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044efflb5\b420a012-da
80-49b0-9aaa-1f6425dc924b\1e3a9727aa406da6_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 8802

Entropy (8bit):  5.557200396821371

Encrypted: false

SSDEEP: 192:hibTWRTZ1paxNJelt2BMUOMUeMUqDFA8T{81WrlroqTf4EKTRubaJZRm:h/RTZ1aNJVi2BMUOMUeMUqZAcP1oHpu/

MD5: BAE0978EB950E657945EEC1D9843E331

SHAL: D07369D447A84150D9A9CA224CDEE23F4A926C9D

SHA-256: 39F3A58A9D5BC685F 7F71F389056F3349FDC2599034B8BD38C9F1C836C3D5164

SHA-512: FA72CAF4804BCA8D8D5FD1BDEABE16F3661A3D6A27FIB2F8BE788412BDA03D672CACABEO4ECC2E50C4370137E9259B31A02B35FD85EE2ES59D7B59B1D7E73F
5E8

Malicious: false

Reputation: low

Preview:

O\r..m......U...ag8'"....https://abs.twimg.com/responsive-web/client-web/bundle.Quote TweetActivity.6fdbbba5.js(window.webpackJsonp=window.webpackJsonpl|[]). push(
[[80],{"3X8/":function(e,t,r)}{"use strict";r.d(t,"a",(function(){return c}));var a=r("k49u"),n=r("LVU8"),s=r("3XMw");const i=r.n(s).a.i1801686,c={[a.a.GenericForbidden]:{
toast:Object(n.a)()},[a.a.InvalidRequestUrl]:{toast:{text:i,withClearButton:!0}},showToast:!0}},"6M1P":function(e,t,r){"use strict";var a=r("WpDa"),n=r("rdrz"),s=r("ZNT5"
);t.a=e=>Object(s.a)({timelineld: retweetersGraphQL-${e} ,getEndpoint.e=>e. TweetActivity.fetchRetweetedBy,getEndpointParams:({count:t,cursor:r})=>({count:t,curs
or:"string"==typeof r?r:void 0,tweetld:e}),formatResponse:a.a,context:"FETCH_TWEET_ACTIVITY_RETWEETS" perfKey:"retweetersGraphQL",staleIntervalMs:n.a}
)}, PH3B:function(e,t,r){"use strict";var a=r("ezF+");var n=0Object.freeze({Cell:"Cell",PreviewCard:"PreviewCard"}),s=r("XBtf");const i={loader:()=>r.e(337).then(r.bind(nul
|,"a+ad")),loaderKey
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\1e3a9727aa406da6_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 22165

Entropy (8bit):  6.021832134645767

Encrypted: false
SSDEEP: 384:NSG8xBA5a0AfWQ5K/rzE4+RcY4rrwBx71QTa/81hK:NknNf/iBRD4YXUQZM
MDS5: FD7AEE494F24AEF137C958D8431CEASF
SHA1L: 65AA1A991F5EB93C0O7F235F469C8C67735345BF4
SHA-256: C756EFEDOF4DA9757A1601D2FCF6B676A494249AFF5528EA931A77829EEC6508
SHA-512: 7B8D2083796E2B8AF60A1E9306160D8BA6CES7A13A1481AFC78C8D4FB3ED5425EF435F0E1C1D5B5E773824DD991241476FF9393F0F5DD0849C8061FADES9AFA
Malicious: false
Reputation: low
Preview:
O\r..m......U...ag8'"....https://abs.twimg.com/responsive-web/client-web/bundle. QuoteTweetAcnvr(y 6fdbbba5s.js.............. O Ul s (S.
cendl Qcv.l....window... QdW
SCGqC..Qb........
bbba5.js...a.....
LZNT5.(S... e

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\leee3b6de180dc19 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 26438

Entropy (8bit):  5.540051700246954

Encrypted: false

SSDEEP: 768:6Vsp+MCZbk3rcW3DVP500XZ0u2ZE/kh3t9hHWGrfzV1sjDxAmsHdop2TH:Y9ewrDLzV1sjimsHK6

MD5: B68AF5C4710D3B662B4FA6B42D7C8EG4

SHA1L: 2EB844F06C8203452930B3B42D0909610E39B53B

SHA-256: E637807C8EBD2D0C5E41FB482D19A5F2601411678FAAE7B5C49A4A6779491B4E

SHA-512: 6CD26803FBO8FA16FEE3809409EAODAEE6BD60AB15D66E1BFDBBBA2236F2AB0OAA030B095D78B1324493956B06DA971C08733289E95CD75FBB8BB7027746129L
C

Malicious: false

Reputation: low

Preview:

O\r.m......a...."D....https://abs.twimg.com/responsive-web/client-web/shared~loader.DashMenu~bundle.Account.c6a8f0d5.js(window.webpackJsonp=window.we
bpackJsonp||[]).push([[20],{"45IU":function(e,t,i){"use strict";const I=i("rHpw").a.create((e=>({backgroundArea:{backgroundColor:e.colors.activeBlack},drawer:{maxWidth:"7
0%"},wrapper:{alignSelf:"flex-start",backgroundColor:e.colors.navigationBackground,boxShadow:e.boxShadows.medium,overflowY:"auto",overscrollBehavior:"contain", W
ebkitOverflowScrolling:"touch"},header:{flexGrow:0,flexShrink:0},scrollableltems:{overflow:"auto",overscrollBehavior:"contain”, WebkitOverflowScrolling:“touch",flexGrow:1,
flexShrink:1},scrollableContentPadding:{paddingBottom:"44px"},item:{paddingVertical:e.spaces.space16,paddingHorizontal:e.spaces.space16,flexDirection:"row" flex
Grow:1},itemAccount:{paddingBottom:0,paddingTop:e.spaces.space12,backgroundClip:"content-box",backgroundColor:e.colors.navigationBackground,flexDirection:"row",
alignitems:"center"},avatarWr

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044efflb5\b420a012-da
80-49b0-9aaa-1f6425dc924b\leee3b6de180dc19_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 45585

Entropy (8bit):  6.367526636202449

Encrypted: false

SSDEEP: 768:22pD1cMotZX7310alJQwijGP7NV9h3/HhHWzIFGbkOEYGAzpKAtkTEWUEMD1QEN:265ratZ0alJTiiGP7/nN4AKFIMOTHzqZY
MD5: 1E0C057F8C07353B9C90876FDD2FF5C3

SHAL: 333CDD8185612C988AC32DC66B949A0B2EASCDEL

SHA-256: 844A6050B45F2EE567F55611159FA4984D59B0AB7D978FC6B866338F624AC857

SHA-512: A2E3C5E343F47A6533CA5FCB810EOCA9659BFFB20FAE87263061E714E6CCD6F99134A7712F27DE78A1921D9BFC8846C59543EF2525C5898C1A7E465C360585F|
Malicious: false

Reputation: low

Preview:

VN5nC .Qbn.(.....nV1zC.(S.P."V....L ...
..maxWidth..Qb.j]..... 70%...Qc&..N....Wrapper.C..ch..
overflow.... Qf.U2....overscrollBehavior....QcJ..0....conta
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\2155d2b7ce818f61_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

17940

5.525601752311792

false

384:kUybKz+3JlkqeOglaaHH5f9HBP8KeOgmfngl9T ThiMshEIQj8yj7pDs9:/yboKIk1L3HH5fFByX4nql9HbiMstA8P
2279AA2409659269DA010DC16DEE6G678

AA71211DD91EB8A4AOD8FEDO90A9A588DDE7DECO
466A9116F50FA6463224A617C81323D22970AB723798A1FF8463CEA54FD00BI7
OD5E6CA4A4CA62479D8A6013156A75B567C90333D1BD4725016D13DAB46C782F2BC5F5C09C31032E05B17E4967C2807A6F18B1664DAA7A2CCD0O9C645F40FA54
false

low

O\r..m......u....*L;....https://abs.twimg.com/responsive-web/client-web/shared~ondemand.SettingsRevamp~ondemand.SettingsInternals.53e0bf15.js(window.webpackJson
p=window.webpackJsonpl|[]).push([[25] {EPsT:function(e,t,n){"use strict";n.d(t,"a",(function(){return o}));var r=n("KEM+"),a=n.n(r),s=n("ERkP"),c=n("jt07"),i=n("eb3s");class
o extends s.Component{constructor(e){super(e),a()(this,"_handleClick",(e=>{this.setState({showConfirmation:!0})})),a()(this,"_handleCancel",(()=>{this.setState({showC
onfirmation:!1})})),a()(this,"_handleConfirm",(()=>{this.setState({showConfirmation:!1}),this.props.onConfirmationSheetConfirm()})),this.state={showConfirmation:!1}}rende
r(){const{align:e,color:t,confirmationSheetConfirmButtonLabel:n,confirmationSheetConfirmButtonType:r,confirmationSheetHeadline:a,confirmationSheetText.0,label:l
}=this.props;return s.createElement(s.Fragment,null,s.createElement(c.a,{align:e,color:t,label:l,onPress:this._handleClick}),this.state.showConfirmation?s.createElement(i

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\2155d2b7ce818f61_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

45437

5.9774410054662015

false

768:YXyY8iZ4khDeK62t/naOvik4OKPpTYx3884RjU:YX9kkhqUvfsGIh18D2
DF735A24782C6B408D8012EOBE1DOFEC
BODC232827C3ED85334EFEE1D38F050C8C59185B
15CB28DA52CB5EA17266E377626936ED2DFD466CD375A70871632E7E2C184C81
784225943EBODB8SAEC2DC92D5C086314DE5611504BOEC4B619F8EB704519F2822DAE040430F421DB5782C267AB48A53FCAD96C864081FF12594432B1E096AB14

false

and.SettingsInternals.53e0bf15.js...a.......

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044efflb5\b420a012-da
80-49b0-9aaa-1f6425dc924b\21c¢30643f59a0773_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

5705

5.630542095734853

false
96:yu6f50PsrXFNrbcyNbX78bLtUIIyKfFCrQUYM1F24dqD+krxjzFSRspw3h:yu6BKEFOALO2JyaeaMu4crxjw++
F71E2F5497B5DB763D4A093F645FCE24

9B98A49D6A528779D714FED5D67D6ES72692E63B
C99B45F8FCA1454E46B3F802D3F0E2FD78AC4DD32CFF431492A5DBDFED1BOFF8
C2822D4958083A07E9309B85DC52006A71E15044AB297D867C7724DE938FCE1410CA4C77324DOE2A0EEA298C2BDCC5880D71896759E050E41F914E8CBD6EGCC
false

low

O\r..m......T......3....https://abs.twimg.com/responsive-web/client-web/bundle.KeyboardShortcuts.023210e5.js(window.webpackJsonp=window.webpackJsonpl||[]).push([[61],
{"5VcM":function(e,t,a){"use strict";a.r(t),a.d(t,"KeyboardShortcutsScreen",(function()}{return T}));a("MvUL");var s=a("ERkP"),r=a("v6aA"),i=a("hgKg"),n=a("G6rE"),o=a
("oEGd");const c=Object(i.createSelector)(n.e.selectLoggedinUser,(e=>({loggedinUserScreenName:e&&e.screen_name})));var I=Object(o.c)(c),d=a("jHSc"),u=a("ObVvQ"),
p=a("3XMw"),m=a.n(p),b=a("MWbm"),y=a("7N4s"),g=a("k/OQ"),h=a("6vad"),v=a("t62R") k=a("rHpw"),f=a("7JQg"),w=a("OrGc");const E=m.a.dfef5ab8,x=m.a.h54e61
37,P=m.a.aefd89c7,0=m.a.cafdefbl,R=m.a.add55c97,S=m.a.e95b9448,j=m.a.c106055a, T=({history:e,location:t,loggedIinUserScreenName:a})=>{var i,n;const{feat
ureSwitches:o,userClaims:c}=s.useContext(r.a),{isModal:l}=s.useContext(y.b),p=null===(i=t.state)||void 0===i||null===(n=i.previousPath)||void 0===n?void 0:n.includes("/i/
moment_maker"),[m,v]=s.useState(!1);s.us
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\21¢30643f59a0773_1

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

12420

6.2257471943329845

false

384:y7MLFH60rx6Zq8r8adlwNeTfzL2xQb+q7bSvFkQ:y7MIT6+76bz72F
AF2C1350F6048D19681DE1AD45538766
D8BB31FE5SFEEBOF5A0B563C25B38BES6C82A53A2
7095DCCCCB99D6CC23ED2BAGESB1B8129016FACECEBAC76089E9581228EF3E29
DOC4509E33769D5A15D892202BBF8115A2669340B5557E5ACDES2070087CB6D1BED78731D0641BFFFD55AF2284128D64C6B6430E7D46950C4D9D6062D128A5A

false

low

O\r..m......T......3....https://abs.twimg.com/responsive- web/chentweb/bundle KeyboardShortcuts02321095]5 .............. L0 O (St
L Qcv.l....window....Qd.W. .Qbr |L....5VeMC..Qb..V.....0bVQC.(S....".....L'V...Rc"...........
(-.nQb2... S...Qb.\.r.. Qb..(....d ..... R..... O...Qb ........ Yeororneand QbR... Qbj.B.....v....Qb.G.....w....Qb..*....E.....Qb.1.2... X.....Qb&..U....P.....Qb..J.....0.....QbF.

...... R....Qb..(&....S.....Qb6h..
ortcutsScreen..(S.(.."......L ...

.M.s.....

P.g.....T...https://abs.twimg.com/responsive-web/client-web/bundl

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\22d523363d792eeb_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

25568

5.360336785464234

false
768:/vrhZ9sXKY5N4r2DIXGgmkVvPGWXmmdc6A0ON18INN9mM+UEX8I9UFSUE/0:X8M2raUw
829AAB1A654DC8BD170C528A8F8A0B17
77C4B9A5DD6E6209CB6BEBBEB366CI0D3C83E72E
DF9C9471839DA0F883DDEISAE74952D8D17EB7B88CC747B3C99E4945263719D9

261838AC6DC65AA2C4FOCDEF68F56E216FBAED443E4F044C849975713E2A83BA0CDF482CAAA9EC86A6816DB2F863419CD16A100FFEC7204145006D8FC54E8C
0

false

low

O\r..m......X....I......https://abs.twimg.com/responsive-web/client-web/bundle.SuperFollowsSubscribe.63e9f065.js(window.webpackJsonp=window.webpackJsonp||[]).pu
sh([[95],{"21nk":function(e,r,a){"use strict";var t=a("I9iR"),n=a("3KVO"),I=a("yLYC"),i=a("Ud88"),s=(a("/2Cm"),a("aQQo").use TrackLoadQueryInRender),o=(a("ERkP")
.useDebugValue,a("K11Q").__internal),c=o.fetchQueryDeduped,u=o.fetchQuery;e.exports=function(e,r,a){s();var o,d=i(),p=r.fetchKey,m=r.fetchPolicy,g=r.source,y=r.
variables,f=r.networkCacheConfig,b=I(e,y,f);if("PreloadedQuery_ DEPRECATED"===r kind)b.request.node.params.name!==r.name&&t(!1),0={componentDisplayName
*"usePreloadedQuery()" fetchKey:p,fetchObservable:c(d,b.request.identifier,(function(){return d===r.environment&&null'=g?d.execute WithSource({operation:b,source
:9}):d.execute({operation:b})})),fetchPolicy:m,query:b,renderPolicy:null==a?void 0:a.UNSTABLE_renderPolicy};elsefvar h=u(d,b);o={componentDisplayName:“usePreloa
dedQuery()",fetchObservable:null!'=g&&d===r.environ

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044efflb5\b420a012-da
80-49b0-9aaa-1f6425dc924b\22d523363d792eeb_1

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

49416

6.170749881408058

false
768:59pk8hWXMNCOZsAITNIINtOdQtE2mRjag5movTqwswYBhnuDgpJGx:59dhmGzaBnt0OmHh76|
AE7E85CB9C3219691F657DF7A1043EDS

4E2CA198472AC82604319DA68E2D154293AA4360
5239AD513C519CD02A47F4A0A464DEBF7CD766E2FFA5067E5ADF1E9AG004BAOF

B72F66C4FF14B32F9207DBDBESEBF4AF63A9B3E025BB9223A370FDB80691AFBA7B2AEBOB489BF73AD7349CAC12E40B68097007CFDOFBE0683D245F8396A75D
12

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924hb\28854ccel4dd368d_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 52000

Entropy (8bit):  5.409036207103873

Encrypted: false

SSDEEP: 1536:RTsLeNrYEAFW6zXstxt2ekoG4j6Wn7Hgn1FFytWeWLZHf1h01Z6b6m: Tvx2t4w/

MDS5: BF9A675169E1753899C3388C6EFB0152

SHA1L: B2BE43A75562FCDFE37CA297C4ABD2763DC5AA35

SHA-256: 7D3755AF9D6428B1A5CF4374915E17AF7CC5904CD3D15BEB022FABDD8BEY918C

SHA-512: 42E16987A4C0OE60238E39060232B97A03A5A16642518A8E743183E149478AC92FD5EDCEDC831F095E38658D706C652AC3EE1D6759E85E46B66D7BC368D1B6FAE
Malicious: false

Reputation: low

Preview:

O\r..m......N.....).....https://abs.twimg.com/responsive-web/client-web/bundle.UserProfile.43eef025.js(window.webpackJsonp=window.webpackJsonp||[]). push([[108] {"Il/Q":fu
nction(e,t,r){"use strict";r.r(t),r.d(t,"UserProfileScreenContainer",(function(){return Nn}));var n=r("97Jx"),a=r.n(n),s=r("ERkP"),o=r("P1r1"),i=r("hgKg"),I=r("zh9S"),c=r
("OKEI"),d=r("oEGd"),u=r("RgPI"),m=r("G6rE");const h=(e,t)=>{const{location:r,match:n}=t;return n&&n.params&&n.params.screenName?n.params.screenName:r
&&r.query&&r.query.screen_name&&"string"==typeof r.query.screen_name?r.query.screen_name:""},p=(e,t)=>m.e.selectByScreenName(e,h(0,t)),b=Object(m.g)([
m.a]),f=Object(i.createSelector)(o.1,((e,t)=>b(e,h(0,t))),u.k,((e,t)=>t.location.pathname.includes("/intent/")),((e,t)=>m.e.selectisUserNotFound(e,h(0,t))),((e,t)=>{const
r=p(e,t);return!'r&&m.e.selectlsLoading(e,r.id_str)}),((e,t)=>m.e.selectlsUserSuspended(e,h(0,t))),((e,t)=>m.e.selectUserSuspendMessage(e,h(0,t))),((e,t)=>m.e.selectlsUs
erWithheld(e,h(0,t))

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1lb5\b420a012-da
80-49b0-9aaa-1f6425dc924b\28854ccel4dd368d_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 107462

Entropy (8bit):  6.38612239182473

Encrypted: false

SSDEEP: 3072:k31EupGO4EtPqfxZ3T9tn/rSzHcmOIBEB:KIEqpiDTnjnEB

MD5: 8A61BAA7AEFB6E1A20E7D4EB69526F7F

SHA1L: C6FE25937DDC663866BE5271DA8A2105B3A684BD

SHA-256: E18349F755A904DE211B75862CE931B74145BAB5D0653E5060885053AEF87174

SHA-512: EDC4EC03C53697A54E578718B9F97EE44A5D2A4B73B8312A1ABC50ADE304FB38BFE47AFB64ABA22817BF5A86BAD754AB513C7EG5AD87111CC011A125A469AE
TA

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044efflb5\b420a012-da
80-49b0-9aaa-1f6425dc924b\29e8affa3e7c7b28_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 33545

Entropy (8bit):  5.423939934113317

Encrypted: false

SSDEEP: 768:bd8f1d1bsZccogkCWA/a8d2pkJ3wRNeqtMLf1X1uyOp6vfi:2eHReRNeq6f1hhf

MD5: 594C2DD1475A5D76313208D8022C8EAA

SHAL: AF878828FC59EF58C7422F6E24B20B42EALESDS8

SHA-256: 817678FD698216E72716807B908007F5DF5B385DE8F039961D8C301D22E714F8

SHA-512: B93433D2F51BA935A7A735A1DC7F941CE4276A16FC80885B52E296 DFOFEABAESAF12C01FFF7975B5B2D0060FA199E735D6F3F617FA9ADEGE4981BCD1A30109C
3

Malicious: false

Reputation: low

Preview:
O\r..m. https://abs.twimg.com/responsive-web/client-web/bundle.AdvancedSearch.6d64f055.js(window.webpackJsonp=window.webpackJsonp||[]).push([[30],

{"3EFP":function(e,t,a){"use strict";a.d(t,"a",(function(){return n})),a.d(t,"b",(function(){return s})),a.d(t,"c",(function(){return r})),a.d(t,"d",(function(){return i})),a.d(t,"e",(func
tion(){return o})),a.d(t,"f",(function(){return I}));const n="ArrowDown",s="ArrowUp",r="Enter",i="Escape”,0="ESC" |="Tab"},"5emT":function(e,t,a){"use strict";var n=a("ER
kP"),s=a("Lsrn"),r=a("k/Ka");const i=(e={})=>Object(r.a)("svg" {...e,accessibilityHidden:void 0===e.accessibilityLabel,style:[s.a.root,e.style],viewBox:"0 0 24 24"},n.cre
ateElement("g",null,n.createElement("path",{d:"M14.548 11.634c-1.207 0-2.188-.98-2.188-2.188 0-.664.302-1.25.77-1.653-.363-.097-.736-.165-1.13-.165-2.416 0-4.375
1.96-4.375 4.376S9.585 16.38 12 16.38c2.418 0 4.377-1.96 4.377-4.376 0-.4-.07-.78-.17-1.146-.402.47-.992.776-1.66.7762"}),n.createElement("path”,{d:
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\29e8affa3e7c7b28_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 73017

Entropy (8bit):  6.199848535640606

Encrypted: false

SSDEEP: 1536:hjxrULAnYHGbp2DCU/H8tuFGyXIbl0BWxzWZIZcGs:7sAnhd2D/Ft1IMOBWxgZlZcz

MDS5: D83450BF7AD09B25633F8B046F82F789

SHA1L: 3A645E0773036D5CA8BA8BB1A7EI3F7C3A9C7108E

SHA-256: 4401B543FE1C25DC66A373132877481E1B64E74DEEA75AESFF670CF89661D178

SHA-512: 3C6D28F95275F3649182A537BBCOAAF5983E423ED29A31F6D171A0426C4E88F58E382210B90BEBA14404770C56D60343CFDI3EACCDB460215533A5231062BB47
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\2a70822637a2b394 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 88055

Entropy (8bit):  5.3739215239119735

Encrypted: false

SSDEEP: 1536:hAs2SPsccFtYNJRylvgBmgs2gHPXBLAuaK:as2SPzngs2sj

MD5: 9BC7FBO7ADD4EE361CACD42DFAGE96A5

SHA1: BC5861B22FB4DC05436989BBD38FF680FGE89C21

SHA-256: 8E8157C3EAD658D9787BE069371305EE1DA9AS3FACBBF67C31F7F66AA06237E7
SHA-512: 0B7FC83BB441EC9896619CC0OF417016515A3C2BC148CD53EF83D396341EBBB63D17F7E0BO1EB246D521D305F14340B52A09B465C9A88E811D50B6D4CD0003F7
Malicious: false

Reputation: low

Preview:

O\r.m......K....9P....https://abs.twimg.com/responsive-web/client-web/loader. DMDrawer.a2d2e965.js(window.webpackJsonp=window.webpackJsonpl|[]).push([[166] {"+B
sv*:function(e,t,a){"use strict";var n=a("ERkP"),r=a("3XMw"),s=a.n(r),I=a("M2x3"),i="settingsAppBar",0=a("/yvb"),c=a("rHpw");const d=s.a.bb08leal,u={viewType:"s
ettings_button"},h=n.memo((({onPress:e,pullRight:t,to:a})=>n.createElement(o.a,{accessibilityLabel:d,behavioralEventContext:u,hoverLabel:{label:d},icon:n.create
Element(l.a,null),link:a,onPress:e,pullRight:t,style:p.button,testID:i,type:“primaryText"}))),p=c.a.create((e=>({button:{marginVertical: calc(-${e.spaces.space12})'}})));
t.a=h},"3GUV":function(e,t,a){"use strict";var n=a("ERkP"),r=a("rHpw"),s=a("MWbm");class | extends n.Component{shouldComponentUpdate(){return!1}render(){return
n.createElement(s.a {style:i.root})}}const i=r.a.create((e=>({root:{height:5*e.lineHeightsPx.body}})));t.a=l},"5UID":function(e,t,a){"use strict";var n=a("ERkP"),r=a("3XM
w"),s=a.n(r),|I=a("r

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044efflb5\b420a012-da
80-49b0-9aaa-1f6425dc924b\2a70822637a2b394_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 176803

Entropy (8bit):  6.2362065656390735

Encrypted: false

SSDEEP: 1536:1ix22Nz39PBJIHPk4t+EPZyjGVO1iVWTG4dcy45U2ZN2T5MIkoLvprzqgjde6XHRh:I8hN7XI8ZyVkVgcy4AkoLxrHj4GHKQX

MD5: 333F2EFFA2F62F2EC47C17E0D5298BFA

SHAL: 21B6D03640B9702E6DD0D043729583594AB88DFF

SHA-256: 2A5CB5C98C43FC7898B45E3847991ADB54D2681D6049A044D938469C141559D5

SHA-512: AEA370433E06C292933DE8BF44286D17D1A534342531CEE681A5A9DCEO2EE34F4D740C66A8514E7C07A39EES528EF8431DCDE7A20012F42BBB028144D7CEDEB
0

Malicious: false

Reputation: low

Preview:

Copyright Joe Security LLC 2022 Page 33 of 49



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\2b3535dd39e20c63_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

56074

5.350713298818245

false
768:v76VO7T4eufgErM1dI+tCVBLSJIINXcK/auguJ5NZsNShcpeBSVijl5yDKmmcQzVhb:X5DhNShcPwK5siaPI
F4701C5F6120DFE5F2CCCAB801142E0C2

05996791816D14ED1CFAFDD4A12777E86D9267A9
C90202651CODDA07FBAS9E46CIF5A4D31DF7D23F4460DD5081A2B4F8D387C327

3B554086EB4EE033A2678D079ACCEB7EAQ0347DE7901D040957577FC4716A12D9A23C6FF6C1BACE4B988CBCACOD540BEAEB30CBC1FEFIDS9FS5E99CD7BD04¢
BED

false

low

O\r.m......0...n....... https://abs.twimg.com/responsive-web/client-web/bundle.Conversation.545¢8775.js(window.webpackJsonp=window.webpackJsonpl|[]).push([[47],
{"8BIC":function(e,t,a){"use strict";a.r(t),a.d(t,"ConversationAnalyticsScreen" (function(){return A}));var n=a("KEM+"),r=a.n(n),0=a("ERkP"),c=a("zh9S"),i=a("hqKg"),s=a("
X0JV"),I=a("0KEI"),d=a("0EGd");const u=(e,t)=>t.match.params.statusld,m=Object(i.createSelector)(((e,t)=>s.a.selectFetchStatus(e,u(0,t))),u,((e,t)=>s.a.selectHy
drated(e,u(0,1))),((e,t,a)=>({fetchStatus:e,statusld:t,tweet:a}))),p={createLocalApiErrorHandler:Object(l.createLocal ApiErrorHandlerWithContextFactory)("CONVERS
ATION_ANALYTICS_SCREEN"),fetchTweetlfNeeded:s.a.fetchOnelfNeeded,scribeAction:c.c};var h=0Object(d.g)(m,p),g=a("v//M"),b=a("W5XZ"),y=a("jHSc"),f=a("3XM
w"),_=a.n(f),E=a("Srlh"),w=a("Rp9C"),v=a("v6aA"),I=a("7JQg"), T=a("EOcF"),C=a("q9Zt"),S=a("bPFD"),0=a("rHpw"),P=a("yE5w");const k=_.a.g9079b93,L=_.a.a5
7daebl,x=_.a.deaf5b15;class A extends o.PureCompon

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044efflb5\b420a012-da
80-49b0-9aaa-1f6425dc924b\2b3535dd39e20c63 1

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

132151

6.19618148381022

false
1536:Yt2CyjR3HVolb6FYHvf+E7KhsAzbnfNaizV618PCJIv3s4ZAUww:YwCyj1HVmY PLgbnfjzErqUww
E68BF62E3B31D0347125547909CD6EC9

EADC5D1EC5BC16226A29E75DF104CA011B915959
47A0296E8A346D555A33ABOACDIESEO016AB509B11EBIB5265967F5D5CE45A1A2
2951D9E55AA73F704819EE4A03BAA165AEB537503F1494305D75A808B53E792E3D60A1F3981797FCB0053B80E86F7A09273ED695F128D007E00535C5780320AD

false

...https://abs. twnmg com/responsive-web/client-web/bundle. Conversauon 545c8775.jS......ccun. RO O*
Qcv.l...window....Qd.W.....webpackJsonp..QbJ.\....push..
...aH1VC..Qb...x...kewC..Qb.}......zZ4TAC.(S
..... Qb G..“..WA...Asz [....T....Qb"%.....C.....Qb..(&....S.....Qb&..u....P.....Qb>. ... k.....Qb.~k..
b...}.A..A ..... QBBN..c el Da...L......... Qb.{....d....(Qh.d......ConversationAnalyticsScreen..(S.

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044efflb5\b420a012-da
80-49b0-9aaa-1f6425dc924b\2c162ea5b7b3e474_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

51915

5.348928873862965

false
768:kCPq2z4fVuUNP/bfiMGjg+AFyaMakganJ3lk/2H3FMBmMX8Rcy9n0z1Ir6K3+fRTZ:kULQITganJf2QXKriUXJzm+F
D251FA73F039DDA917BF7191C69E4A89

54B5AF15F8057641BF7F833FD10ECDBF6DDA04B0
2BA2C0209CC7BEF51859A5592F8181F0649A3EE6G6F116381467CBB6219E6E213

998EB11838FBE3F3B947CBE07706EC93961650BE721F0452A660ED34DD4D8C99D15A533F82210B9A7C11B435B1A04FD5C3CEE80F65ABB3DD23F4ED9E3D043F
B

false

low

O\r..m......M...........https://abs.twimg.com/responsive-web/client-web/loader.AppModules.1eb55255.js(window.webpackJsonp=window.webpackJsonp||[]).push([[161] {
"+Aie :function(etn){var i"function(ors){if(o){for(varac:{8'"backspace" “tab",13:"enter",16:"shift",17:"ctrl",18:"alt",20:" capslock 27 ‘esc",32:"space",33:" pageup ",34:"pa

"\\"},d={option:"alt",command:"meta",return:"enter",escape:“esc" ,plus "+, mod: /Mac||P0d||Phone||Pad/ test(navigator.platform)?"meta":"ctrl"},h=1
h<20 ++h)c[lll+h] f+h ;for(h=0;h<=9;++h)c[h+96]=h.toString();y.prototype.bind=function(e,t,n){var i=this;return e=e in
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\2c162ea5b7b3e474_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 139853

Entropy (8bit):  5.902020756563931

Encrypted: false

SSDEEP: 3072:Qfdpls9V7zirfNOP4pu30v0g/OWoMgkM2y0ogFt6tZjQp:Ydzs98HWUH76tZUp

MDS5: 8EDFC7A1FAOACBFBADOOD8F40C2A9F7E

SHA1L: 32CA8076548A503B718CFEBC147BDF6B52A3C5F5

SHA-256: 6767067ADABF1C160E7639514EA20EACIC6DBIC428DFA600799D2B4C470EEDFA

SHA-512: ABF83CD422B695768C36C7F7C52ECFBACB1AFDO1E30FC9144F35EFD731C82E3DA9DEB93003921FB35DB471186281A7589AE142AF04841B3C8880303470AAEB;)
4

Malicious: false

Reputation: low

Preview:

...https://abs.twimg.com/responsive-web/client-web/loader.AppModules.1eb55255.s.............. e O-e s R | IS
.................................... e P (S0

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\2da8eh89ada8c7fe_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 9273

Entropy (8bit):  5.362765924473128

Encrypted: false

SSDEEP: 192:XfSRWFKTKTORXFgMRYXNme8wiacF50WxM:XaRWIwYRpRhe8wTcj3xM

MD5: 343386343FF3EEE504971455A7B436AC

SHA1L: C531CD81377C7C40BEBF5624DA7DF4FE4C8DB1AS

SHA-256: CC6F657BE659AB4340532863D4491C65E328D3EAC519465BA4561F8F6D7325AE

SHA-512: EOC9FD62BDAEC3B9C1525EC70F0C1583B7820A98573A61D04D3157786BF66B67431C95DCF4A7AFABDAF4884D1B45973A3AAEBC901D417AEDA6DFDFC277B3B
Co5

Malicious: false

Reputation: low

Preview:

O\r.m......E.....$.....https://abs.twimg.com/responsive-web/client-web/polyfills.cad508b5.jswindow._ SCRIPTS_LOADED__.runtime&&((window.webpackJsonp=
window.webpackJsonpl|[]).push([[346] {Qrtf:function(t,e,n){(function(e){var n;n=function(){"use strict";var t=function(){if("undefined"!=typeof Map)return Map;function t(t,e)
{var n=-1;return t.some((function(t,r){return t[0]===e&&(n=r,!0)})),n}return function(){function e(){this.__entries__=[J}var n={size:{configurable:!0}};return n.size.get=functi
on(){return this.__entries__.length},e.prototype.get=function(e){var n=t(this.__entries__,e),r=this.__entries__[n];return r&&r[1]},e.prototype.set=function(e,n){var r=t(t
his.__entries__,e);~r?this.__entries__[r][1]=n:this.__entries__.push([e,n])},e.prototype.delete=function(e){var n=this.__entries__,r=t(n,e);~r&&n.splice(r,1)},e.prototype
.has=function(e){return!!~t(this.__entries__,e)} e.prototype.clear=function(){this.__entries__.splice(0)},e.prototype.forEach=function(t,e){void 0===e&&(e=null)

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044efflb5\b420a012-da
80-49b0-9aaa-1f6425dc924b\2da8eb89ada8c7fe_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 18685

Entropy (8bit):  5.587431602665727

Encrypted: false

SSDEEP: 384:vd8YiNIOH5bjWHNQNNGbWKXxPYxxi/fW6UR+r82gIRRil:vd81jswnGbNPYO/fW6PRe

MD5: 127E0B343D871C4FB3D4B3CDD396E717

SHAL: 60D6A000FAOC439CC76890613A92B552E483DD84

SHA-256: 5BAC941D868CD8B776594C9DBC5628735580811A8656BD8D2BODS9AE7295E06A

SHA-512: 2ED08374E5DD6338BB1A9D26FC4F5970C6841FAFA720FDECC6553132636B4A30280030508C2109E2D8A45ECDCDBBA3FDFBFODB64A9C99C10C055972289D7C¢
7

Malicious: false

Reputation: low

Preview:

o\r..m......E.....$.....https://abs.twimg.com/responsive-web/client-web/polyfills.cad508b5.js..... LY O 0H.L(d
__ SCRIPTS_LOADED__....QcN.2.....runtime...Qd.W.....webpackJsonp..QbJ.\

QrtfC....C..Qbb j

.L'.....Rcf.

Qb.Lh@...e..$..I
Qb.{....d....Qbj.B....

..S.
Qb.J....O..t..
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\30e07a28cca56a9c_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 2920

Entropy (8bit):  5.746570761137954

Encrypted: false

SSDEEP: 48:Jpv58wOVAQv7TsaUsMhSuUXU|DIAyk35IWZbmK40/MND3FFen18MwSG:/6v7TsaUsMhPOUvIDk3Xsw6M9FsnLwp

MDS5: 5A53FEFB7EEC27FEB1CA5FE5S3C3823AC

SHA1L: F23EC2325A7A4B1DDFDOEEE6754505C01571E3C6

SHA-256: 9FCB8015191466F4DD3E4453CE428C38ECC48C32C948CCIAA94213E5ACIBBADL

SHA-512: 0684A89FB8D609260B65DA97CE98EAIDEC39415A82463145E4D07B2B7B022D3BBBFEAIBB70402B57FE78054F5C7D02FCDEC47A2852E77EF6AC3BD16A0B44A0
5

Malicious: false

Reputation: low

Preview:
O\r.m.....Q...com.... https://abs.twimg.com/responsive-web/client-web/bundle. Twitterversary.99db8325.js(window.webpackJsonp=window.webpackJsonpl||[]).push([[102],

{erU:funcnon(e,t,a)("use strict";a.r(t),a.d(t,"TwitterversaryScreen",(function(){return u}));var n=a("KEM+"),i=a.n(n),s=(a("MvUL"),a("ERkP")),r=a("Hw0q"),c=a("rxPX");const
o=(e,t)=>{var a;return!(null===(a=t.location.state)||void 0===a||!a.fromApp)};var p=Object(c.a)().propsFromState((()=>({title:Object(r.b)("title"), message:Object(r.b)("messa
ge"),action:Object(r.b)("action"),text:Object(r.b)("text"),imageAttachment:Object(r.b)("image_attachment"),fromApp:o}))).withAnalytics({page:"twitterversary"}),l=a("jHSc"
),m=a("9Xij"),h=a("t62R"),g=a("/yvb"),b=a("rHpw"),d=a("U+bB"),y=a("MWbm");class u extends s.Component{constructor(...e){super(...e),i()(this,"_handleClick",(()=>
{const{analytics:e,history:t,imageAttachment:a,text:n}=this.props;e.scribe({action:"compose"}),n&&t.replace({pathname:"/compose/tweet",state:{defaultText: ${n}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1lb5\b420a012-da
80-49h0-9aaa-1f6425dc924b\30e07a28cca56a9c_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 5641

Entropy (8bit):  6.005350822006961

Encrypted: false

SSDEEP: 96:BVv400tTXIDOgEQQaMbaKG1mfEmejEHjsXpziaWwRrnWN2Wdo/U:BdhCTXt3E/9OAHjepziErnWNPoc

MD5: 816B6E4C2A818C6088700540BE062639

SHA1L: 6DD4EA3CD4D09148F418524D68D969A15CE38621

SHA-256: OCD5E26F7CF2AE982D3CAEEB3485521C8DCO06EC44CAA959CC821DABABB7E834

SHA-512: F518BOFA5A28296E0F09D0OD8E73961D90A8FBEGDSDEEY9427653CC5C97578FE3ECB4B289CB8D1543A262DA9A7B652A5CFE1F4E8525D0D73660750A413CFB40I
B

Malicious: false

Reputation: low

Preview:

ersaryScreen.(S.(.." CP.g.....Q...https://abs.twimg.com/responsive-web/client-web/bundle. Twitterve
rsary.99db8325 js...a........ D.. D ..D"....0.. QcR | ..... location..QcN......state.....Qc........ fromApp...K"....Dj..cccovins (&

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044efflb5\b420a012-da
80-49b0-9aaa-1f6425dc924b\31c15757aff4134e_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 110215

Entropy (8bit):  5.594668506170634

Encrypted: false

SSDEEP: 768:xzOtHVK4WwCcKvY+XC6P4SZQphPxFMdubPVO/KGXThPJHIIOUycAMWpKY Rtw5r+0T:RM5wIGYzOvhPOAMHUwWSrkgQFVhIDfoD

MD5: 338F9A5D9574EFE7C9D273515C96129B

SHAL: 50E745D0AE4D1B688FF5602A6F889E3C57224A3D

SHA-256: 23F578647F535864A5DCF18B16FAB5C4B68747DDA4A6659F3CAB5EDISECC71DC

SHA-512: D1266D7A8255064DB97279FDB26C1A3FF86B863992ED003F930296DD1E9D2C2886F2847DCC20A93B83C7CBB74BCODD11F073E95DAF2COFB5BFB6C5BC14014¢
1

Malicious: false

Reputation: low

Preview:
O\r..m......V....9.....https://abs.twimg.com/responsive-web/client-web/bundle.AccountVerification.0e 19075.js(window.webpackJsonp=window.webpackJsonpl||[]).push([[29],

{"5emT":function(e,t,a){"use strict";var i=a("ERkP"),r=a("Lsrn"),|=a("k/Ka");const n=(e={})=>0bject(l.a)("svg" {...e,accessibilityHidden:void 0===e.accessibilityLabel,style:[
r.a.root,e.style],viewBox:"0 0 24 24"} i.createElement("g",null,i.createElement("path",{d:"M14.548 11.634c-1.207 0-2.188-.98-2.188-2.188 0-.664.302-1.25.77-1.653-.363-.09
7-.736-.165-1.13-.165-2.416 0-4.375 1.96-4.375 4.376S9.585 16.38 12 16.38c2.418 0 4.377-1.96 4.377-4.376 0-.4-.07-.78-.17-1.146-.402.47-.992.776-1.66.7762"}),i.
createElement("path” {d:"M12 19.79c-7.228 0-10.12-6.724-10.24-7.01-.254-.466-.254-1.105.035-1.642C1.88 10.923 4.772 4.2 12 4.2s10.12 6.723 10.24 7.01c.254.465.2
54 1.104-.035 1.64-.085.216-2.977 6.94-10.205 6.94zm0-14c-6.154 0-8.668 5.787-8.772 6.033-.068.135-.068.208-.033.273.137.316 2.65 6.104 8.805 6.104 6.18 0 8.747-
5.973 8.
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\31c15757aff4134e_1

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

238654

6.216427625016489

false
3072:up0aqo3FHN8rbLk5SdI91GBId70eDcHtQRG2jozfEqCiZzIZOWrJCN:O0abFHN8VLPd41skeNf8qCiZzzZWMN
AE79AA4E5SEBE769F07BA845E0A9DFOD3

64A223F8737DACC45B8FI38DEAOBA30C192F1130
9A63C8C383997A7D31EC838F855C02E6BA4DABD607CCCB0850761CC6B11183A6
345992F2B8A60D88A022109390553ED668781C676F0639A53A106D083434A79342D29429926F9ACF88238904C040071A2C45951573D96C087503D55844CF80DA

false

low

%.L"...... Qcv.l...window....Qd.W.....
.5kROC..Qbn. .#....6sfkC..Qb.}......8Y9HC..Qb.hQ.....FIngC..Qb..kk...
...... Qp/WC..Qb.~.~...T8pkC..Qb.S......UmjqC..Qbj......W7+C..Qb.u.<...W
iQBXC..Qbb.......j[e27C..Qb.*.,... KAdfC..Qb........ kfbJC..QbJL}....mmgwWC

webpackJsonp..QbJ.\....push
.H1ImC..Qb.......
9cOC..Qb*X...... Wq|IC..Qb./\....
..Qb.P<.....0AJ9C..Qb........

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49h0-9aaa-1f6425dc924b\32feacfd5c5fbc90_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

29276

5.675804117704295

false

768:F9VIDHO5VNmMFW48pWMOAwiwbbzRijFD2/Im5if TurNkN3Nx3jajVNONOAjdYkc6:/uSaRFMU/Im5if TurNKN3NIjajVNOKi
C20EC3EEBEB928F7DEABDCBDB78EE880

12D79632207F27AB127BFD3DC10AD21463F3F1DE
DADA4835121B9ED7778466496B51CCCF0476E3D194A15A806017D300B7F42B326

6E3E983DA88B68FE977CD038BEF2649756D6E81C6BA73519F5F8A603A1C495D99E1B48107B27C77D46A2DAEBCAE3C690FAEGG3ACB8B497FAFEBS8573AA06COI
D

false

low

O\r.m......l....w......https://abs.twimg.com/responsive-web/client-web/bundle. Moment.f0435b65..js(window.webpackJsonp=window.webpackJsonp||[]). push([[66] {CBsz:
function(e,t,a){"use strict";a.r(t),a.d(t,"MomentAnalyticsScreen”,(function(){return T}));var r=a("ERkP"),n=a('n4jD"),c=a("rxPX"),i=a("0KEI");const o=(e,t)=>t.match.param
s.momentld,|=e=>(t,a,{api:r})=>{const c=Object(n.c)(a());return r.Moments.analytics({moment_id:e.momentld,teamUserld:c})};var s=Object(c.a)().propsFromState((()=>
({momentld:o}))).propsFromActions((()=>({createLocalApiErrorHandler:Object(i.createLocal ApiErrorHandlerWithContextFactory) "MOMENTS_ANALYTICS_SCREEN

"), fetchAnalytics:l}))),u=a("k49u"),d=a("LVU8");var m=a("jHSc"),p=a("MWbm"),b=a("t62R"),f=a("MtXG"),h=a("855f"),E=a("rHpw"),g=a("7JQg"),y=a("3XMw"),S=a.n(y);const
v=S.a.e2e35f0d,C=S.a.icfe5fe3,U=S.a.a52alfh9, =S.a.if221231;class T extends r.Component{constructor(e){super(e),this.state={}}componentDidMount(){const{creat
elLocalApiErrorHandler:e,fetchAnalytics:t

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044efflb5\b420a012-da
80-49b0-9aaa-1f6425d c924b\32feacfd5¢c5fbc90_1

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

60185

6.301199812814281

false

1536:xsqnB+az8XvdR7K7SAGOqypGNWNRNWVCINt8:CE+adr7z
FB081F57BCD5372BAFE98FDD1A19CEGC
1650293F63CCCB101CD5695C2D8F0508C47C889E
86C82167F77128103FCF111F8DD62A24DDBBA290358E71B945A0054BDOESE798

AOF4666FDA7AFCDOF8A265016126EA3D14C1DF2ACC060269FF8246B88EF9BO3SADEFDDCBEG4E93942A475692926BC329D733C4DE3D2C6D4CC0764501B436B6¢
C

false
low
O\r..m......l....w......https://abs.twimg.com/responsive-web/client-web/bundle.Moment. fO435b65]s D e ..
Qcv.l....window....Qd.W.....webpackJsonp..QbJ.\.... Cdoa DBIDC .Qbz. k..
...... XOb8C. anu ..g7RaC..Qb.[_I....hBohC..Qbz.<H... su2VC .Qb.9......tH6RC..Qb2I.

.S..QbvV.<..

. n . QbR......h.....Qb. (&....s ..... Qbj.B....v....Qb".
co. Qbr ...... U Qb# . QbZ ). T QbF ....... R..

$Qgr.6?....MomentAnalyticsScreen...
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\3478fh94447b5440 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

7931

5.555502403908377

false
192:ETyPGa3d9vD25UQIxHX9Appv4e+JqlZU7mXKWp+MSMPt:EOPRd9vg5vIX39AppgilMrkt
D26C5CCIE7ED62024FA2DCDB2F8C8CE2
8BDABCF746AED75005EF7D7CDDBF6BB567705B76
BB9BB75D41B68E43C8AB43D8B319D47D39CAIED7BB18A1CACC85FE76946344DE
61B522145BF42A7E3B35E642F94144BABI1B0O0F8D76C882A30BE4B94DFO8AD7104B4313BC58481C4334903D0C6437F7A9BIESCF2E590E0DADD1212F782927EES
false

low

O\r..m......Q......%....https://abs.twimg.com/responsive-web/client-web/loader.ExploreSidebar.b5eae565.js(window.webpackJsonp=window.webpackJsonpl||[]).push([[168],
{"+Bsv":function(e,t,n){"use strict";var r=n("ERkP"),i=n("3XMw"),0=n.n(i),a=n("M2x3"),s="settingsAppBar",c=n("/yvb"),I=n("rHpw");const d=o0.a.bb081leal,u={viewType:"sett
ings_button"},p=r.memo((({onPress:e,pullRight:t,to:n})=>r.createElement(c.a,{accessibilityLabel:d,behavioralEventContext:u,hoverLabel:{label:d},icon:r.createEle
ment(a.a,null),link:n,onPress:e,pullRight:t,style:h.button,testID:s,type:"primary Text"}))),h=l.a.create((e=>({button:{marginVertical:"calc(-${e.spaces.spacel2}) }})));t.a
=p},"+005":function(e,t,n){"use strict";var r=n("ezF+"),i=Object.freeze({Cell:"Cell",Hero:"Hero", Tile:"Tile"});const o={loader:()=>n.e(224).then(n.bind(null,"QPDA4")),load
erKey:"defaultScoreEventSummaryLoader",strategy:n("XBtf").a.Critical};t.a=r.c({selectDisplay Type:e=>e.content.display Type,handlers:{[i.Cell]:0}})},"A+RP":function(e,t,n){

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\3478fh94447b5440_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

21657

5.919256504088415

false
384:0Wgx/AxqPMfQAt4cFI3zf7SjVOSoRoBggFalsisluPdcilqv:oWOyxfQA2yqfkVOSoRYalsisluaA
AA052E2873CC3A7D5505E5C08230F765
BB35B659C968B7811082F11CA657B97B50D0D7B9
51773EAA00767059223548B47584F266603893F8E69D57EC22981D59913A8DA5
EF1656B0F53579B79E775A66183ADC03BD3646AC6AC004B3A7C70CB018B2D868DA2B2670C50021F5D16B7A1CA541878FF39CCDB8A94F2D2569E787C600435FS

false

..settings_button...Qb..D!....memo.(S...’<...TL'&.
bel..C.$Qgz6......behavioralEventContext.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044efflb5\b420a012-da
80-49b0-9aaa-1f6425dc924b\372b5315¢ca06d87¢_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

27373

5.483027452114192

false
768:3rluCWhj6ZTGzoPx+VeNCsldfH2PqVaBHENCiBrerxrvAfM5uSoPa2L4M/B+lb:rwh22de0BknCYKN15Fobsh
242F39F49E62C3900834A740E9CD38B9

F3078F87B0B572D6533406CD79EC49E68688B4A4
6BA6623708B215AA1A122A01A5AAB5C250C190DF66FDAG092B1EC6A04B2161D5
511856DF06E058AB453B72064D1822627E61DD84056CE8A948C17F30F68EA5A68986D078E20F375FA919702F9460433AEA20F1B1C2340647C2BA653CFFES1CAA
false

low

O\r.m......I..T..@....https://abs.twimg.com/responsive-web/client-web/bundle. Search.dcaa33f5.js(window.webpackJsonp=window.webpackJsonp||[]).push([[85] { "OE8n
":function(e,t,a){"use strict";a.r(t),a.d(t,"SearchScreen",(function(){return Ve}));var r=a("KEM+"),s=a.n(r),c=a("ERkP"),n=a("HPNB"),0=a("es0u"),i=a("zh9S"),|I=a("1YZw"),h
=a("hgKg"),d=a("3IPs"),u=a("rxPX"),p=a("0KEI"),S=a("v4XE"),m=a("Hw0q");const y=(e,t)=>{const{location:a}=t;return a.query&&a.query.src&&"string"==typeof a.query.src?
a.query.src:™'},v=(e,t)=>{const{location:a,match:{params:r}}=t;return r&&r.unsafeHashtagQuery&&"string"==typeof r.unsafeHashtagQuery? #${r.unsafeHashtagQue

ry} :a&&a.query&&a.query.q&&Object(m.a)(a.query.q)||""},_=(e,t)=>{const{location:a}=t;return 0O===a.pathname.indexOf("/search")?"search":"hashtag"},b=(e,t)=>!!(t
.location.state||{}).searchFocused,E=Object(h.createSelector)(Object(m.b)("pf"),Object(m.b)("If"),((e,t)=>({peopleFilter:e,locationFilter:t})));var g=Object(u.a)().propsF
romState((()=>({sear
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\372b5315ca06d87c_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 64553

Entropy (8bit):  6.16023356847177

Encrypted: false

SSDEEP: 768:PxAJe5zgwXJIxZmfG8zSJe3YTLskVIsJo59jFOKcP5e+VmQM1SIUgeY:PxAJe5Uw5x8f5zShZrs5dFZcP55V81ol

MDS5: 50F3BODEODDCF0B207A80DC3AE953B04

SHA1L: E072E9ABB6450FECA9E3FF547DF3802F7B2CC781

SHA-256: 35AF8F1789485C897AE3BFID41B69CA6D102C239CF12DEAB249B6A58C374561C

SHA-512: 7821BD8DEE2AC9BE1CF5A8B6DEE3D604F1D33CBBFASA4EID2E87A3F5484C3082A750CA3A3D1A9128368411AE7E7D4F0B6256A9E3ES57BD24B4F7332D07F834(
19

Malicious: false

Reputation: low

Preview:

.aB..

A4ZbNC..Qb"....... Ds5iC..QbJU......L7toC..Qb....... PH3BC..Qb..F....g9w/C..Qb........ h2muC..Qb*u......hiGSC..Qb6j3.....I6ORC..Qb.Jp.... kix0C..Qb.+0.....nmVbC..Qb..._....
SYRNC..Qb&Y......u3ZEC..Qb.>.....v4XEC..Qb.2<...zgaLC.(S.-.."....=L"....... RCH...ccoel Qb2....... s....Qbh......c....Qb.~d...n....... QbV.<....0.....S...Qb........ l.....QbR...
..h...Qb.{..d..Qb.... p.....Qb..(&....S....QbJL....m....Qb........ Y...Qbj.B....v...Qb#....._......0...Qb.. % LE.....Qb.%.....f....QbZ.|.... T.....Qb..J.....0.....Qb>. ...k

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1lb5\b420a012-da
80-49b0-9aaa-1f6425dc924b\37bd520c4b0affcb_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 6841

Entropy (8bit):  5.565826146976729

Encrypted: false

SSDEEP: 192:AgqlpUX4+TXZ6NMtaTwxczZbxMbfeXVxeh:AbcX4+TXONMtaTWONtXVxk
MD5: 4B33544CD95739914846408D8E177CD5

SHA1L: BFODE1CBDA99E7646EB6264F7F20D1AD465E8D4F

SHA-256: 9806D399280298092C2FF6B2DE1ED64710D7F86150C0AASCA077C29B5AC05987
SHA-512: 57A087821ED16B04224BE10110F523B2D690B306C477FE4F3E8C74946BDCCBC2931502038180BC6B8B4040F77935831C614A362D7E9A235B71FAF7D65EDD7918
Malicious: false

Reputation: low

Preview:

o\r.m....].7....... https://abs.twimg.com/responsive-web/client-web/loaders.video.VideoPlayerEventsUl.d7bfe5e5.js(window.webpackJsonp=window.webpackJsonpl|[
1).push([[189] {TIAO:function(e,t,a){"use strict";a.d(t,"a",(function(){return w}));var r=a("KEM+"),n=a.n(r),l=a("ERkP"),0=a("t62R"),s=a("/yvb"),p=a("3XMw"),i=a.n(p),c=a(
"RUwWF"),m=a("rHpw"),u=a("QO0n6"),y=a("Wms4");const d=Object.freeze({LIVE_BROADCAST:"liveBroadcast",REPLAY_BROADCAST:"replayBroadcast",VOD:"vo
d",GIF:"gif", SLATE:"slate"}),E=i.a.j190bf19,f=i.a.f6dc9146;var h=({playbackDurationMs:e,type:t})=>{switch(t){case d.LIVE_BROADCAST:return |.createElement(y.a,{t
ype:"live"},E);case d.REPLAY_BROADCAST:return |.createElement(y.a,{bold:!0},f);case d.VOD:return"number"==typeof e&&l.createElement(y.a,null,Object(u.c)(e)||"")
;case d.GlF:return |.createElement(y.a,{bold:!0},"GIF");default:return null}},b=a("jV+4"),I=a("mXq/*),v=a("MWbm");const g=i.a.f17dfdb5,S=i.a.e9bd453e,A=i.a.ffeb2fc6;class
w extends |.Component{render(){const{hi

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044efflb5\b420a012-da
80-49b0-9aaa-1f6425dc924b\37bd520c4boaffcb_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 12653

Entropy (8bit):  6.3535703392570735

Encrypted: false

SSDEEP: 192:ANXFqinMNVKU/QSwb615rb28EtWQPgToF+0GHISIMUESW+50ujNIRh1a4w:ANI4Kv61528EF+j40Z50ujNIRh1aP
MD5: 2DE5SFE2316DCODD1C6A99591600DB54D

SHAL: 48252569BB8E7C7441ED359CF645E7979AD6G4ES2

SHA-256: FB77F3E44162415A0C470A823B6E9F7AF0267D5D4D5730C632843D2CD410D570

SHA-512: 5B72835967FB9AF3BDD937C51BBB2BAF39E4F9332A8A37743D57F167612C17CFF26689D21886DA1CB982A7D8D26BB950969961CE6506B5E9EB213FCD43F8721|
Malicious: false

Reputation: low

Preview:

https://abs.twimg.com/responsive-web/client-web/loaders.video.VideoPlayerEventsUl.d7bfe5e5.js.
Qcv.l....window....Qd.W.....webpackJsonp..QbJ.\....push.....".....L ... ...Ma...Z... ... .. Qb,.

Qb..(&...S..
I"...Da
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924hb\396baeb977a25680_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

6353

5.61554443722947

false
192:hdCJI4NVEaV12HzWVIT{ISVMp71Umtwh4BtT5ziz0:h047EaOTNTNSVFhoPiz0
637885FB053C9747D590C94E 13732944
0C5E2BA06F2CD880E033776C610847F2928D637B
9EB7748ECD39C4B7FADOCBEC918554ABE54C71D64035BAB085D8F063970A595F
935DD1376D1AB79D75734615EF9E279C29E60A72DC36E3B3BE23C27BAEBD630E56225BEO0FI39AF857F6425367DD58496A04B20E5B836B29BFOF3104AB482934
false

low

O\r..m......P.....2....https://abs.twimg.com/responsive-web/client-web/loader.NewTweetsPill.c9109385..js(window.webpackJsonp=window.webpackJsonpl||[]).push([[174],
{WXWI:function(t,e,i){"use strict";var s=i("ERkP"),a=i("Lsrn"),0=i("k/Ka");const n=(t={})=>Object(o.a)("svg" {...t,accessibilityHidden:void 0===t.accessibilityLabel,style:
[a.a.root,t.style],viewBox:"0 0 24 24"},s.createElement("g",null,s.createElement("path” {d:"M18.707 10.293I-6-6¢c-.39-.39-1.023-.39-1.414 0I-6 6¢-.39.39-.39 1.023 0 1.41
4.195.195.45.293.707.2935.512-.098.707-.293L11 7.414V20c0 .553.447 1 1 1s1-.447 1-1V7.41414.293 4.293¢.195.195.45.293.707.293s.512-.098.707-.293¢.39-.39.39-
1.023 0-1.414z"})));n.metadata={width:24,height:24},e.a=n},052z:function(t,e,i){"use strict";i.d(e,"a",(function(){return a}));var s=i("VPA|");const a=Object(s.a)([]);Object(s.a)
({)}.xAHt:function(t,e,i){"use strict";i.r(e),i.d(e,"NewTweetsPill",(function(){return E}));var s=i("KEM+"),a=i.n(s),0=i("ERkP"),n=i("Inti"),r=i("hqKg"),I=i("052z")

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\396baeh977a25680_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

13336

6.08727411264418

false

384:bKp8TGIjKubP404+gSot3GLBQIBhFUCBeAY5:bKOTYXj404YosINFO
7C3EE4F85CAFF5F70F5DD5EA6DD2CD28
C55D5B1120054EFCA19161A55882A1AFE938405E
FOAOA4E7EAB2F10FDE3B1215B3254AA830892B2129625626DC1D0B2B30ED5DBD

341F9E1F3FCA08BD3B7DBEY965479CDDCE46DD67397A1D460564AAB650510B7AC9455CCEFF7E009B693BC07D2CCA46D300B321F97FF3B2A7BC2C3ESESBIC3L
DF8

false
low
O\r.m......P.....2....https://abs.twimg.com/responsive-web/client-web/loader. NewTweetsPill.c9109385 js.............. e O...H3.0 s S, (S.]..5....4L .
....Qcv.l....window....Qd.W.....webpackJsonp..QbJ.\....push....."......L" CeeMa\lllSlan Qb.LI...WXWIC..Qb...C....052zC..Qb...s... xAHtC.(S\.'r....(L ".....@Rc.
................. Qb2.......s....M...QbV.<....0..b...............”...Da... Qb>..>....ERKP..Qb*..{...Lsrn..Qb...]....k/Ka.(S..'@....@L "..........Qb.UM.....svg.. Qf.n......accessibilityLabel...
Qf....... accessibilityHidden...."...... Lb.i Qbj..7....root.q...Qdjm......0 0 24 24.....QcJ.s.....viewBox...QeZ......createElement.......... Qb........ path...a.......... Qb.{...d...Q....-

1V7.41414.293 4.293¢.195.195.45.2

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044efflb5\b420a012-da
80-49b0-9aaa-1f6425dc924b\3b955fcc770f9cd7_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

7151

5.664975174711883

false

192:Y{T/LQ6dZNcCQO0Y4as]Y94QuhIBQgHPHCTv:YjhNRQ9I8hBQgHKf7
OFC71E07AE3D44D783DDB8553392C0D3
8352DAF8501FD827547FF2D215D413477580C8CF
6C22F76B2DC2ED3E3F0794959A15BA070BBCF76EC5E2D09EC8D8841FB1DFSEDS

F1622D10ED02BBBA461FCBICD1A7038C089616567CDEEFB7BDB34C491D190ADDC34EDEA230418A7F84FE8A3066BABF06B2068149ADD5BOF5BF04932EFA4FS
DED

false

low

O\r..m......Y.....P&....https://abs.twimg.com/responsive-web/client-web/loader.MediaPickerWithPreview.2c87d025.js(window.webpackJsonp=window.webpackJsonpl|[]).p
ush([[172],{"2Daw":function(e,t,i){"use strict";i.d(t,"a",(function(){return f}));var a=i("KEM+"),r=i.n(a),n=i("ERkP"),s=i("LCtV"),0=i("3XMw"),c=i.n(0),d=i("VPdC"),|=i("p
KoL"),p=i("MWbm"),m=i("rFBM"),u=i("/yvb"),h=i("9Xij"),b=i("rHpw"),y=i("hOZg"),M=i("Mbn/"),v=i("T8pk");const E=c.a.b87ca51a,g=c.a.eebff22c;class f extends n.Comp
onent{render(){const{borderRadius:e,maskStyle:t,medialtem:i,onAddMediaFiles:a,onCrop:r,onRemove:s,rootStyle:o,withDragDrop:c}=this.props,d=i&&!i.uploader,|=n.cr
eateElement(n.Fragment,null,this._renderPreview(),d?null:n.createElement(n.Fragment,null,n.createElement(p.a,{style:[R.mask,t,C[e]]}),n.createElement(p.a,{style
:R.mediaPicker},this._renderMediaEdit(),r?this._renderMediaCrop():null,s?this._renderMediaRemove():null)));return n.createElement(p.a{style:[R.container,o,C[e]]},c&&a?
n.createElement(m.a,{o
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\3b955fcc770f9cd7_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

13833

6.167835803173271

false

384:td8x8hiu5CsQM3aHGpvMI3dWxYp8catQHB5UMb5:nViTDsA48tQHD5V
92C742A154D7550D23B3E10AA85BD191
170EAF8CEE53BFB509F9DBC56E176D773DCBF918
9F69E36C49D22BBFBDOFF664617AAA63FB35B93F36C0425DBIAE4FESDIE6BAD3

DDA8B6A39AD6A0010DCCO56E7E7BD5BC252A47CF369031BA71DEB44D721AC58280249F51183B5A3D74E69CESADACADS372D01EA1B806BOE0S953D2DCDDF98¢
Ad44

false

low

O\r..m......Y.....P&....https://abs.twimg.com/responsive-web/client-web/loader.MediaPickerWithPreview.2c87d025 js.............. e 0,050
Ma... X @ Qb../....2DawC..Qb....... Mbn/C..Qb...-....P68UC..Qb.
Qbj.B..

...Da...... "....Dd
kerWithPreview.2c87d025 js...a........ D...D...D

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044eff1b5\b420a012-da
80-49b0-9aaa-1f6425dc924b\3dd68853f8462d0e_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

24392

5.518050995854306

false
384:HDgETEPAJXZN20aG+VCOgKtEtL1hcaQdpalK+I8ce44MMzrtATA5SZ+38YwL5sKf:HKOEPAJXZN20aG+Q0OqKtEtISaQdoK+z2
F2A9B50F9A9AD5499CFF6E75B85FEGCO

08AGEE1E31637889B2019C97F374F38A86020CBD
8AC2B0139E265D9774DB01AA7384001E332EB8D44398E380D9A06D89IC5A9F75E
62828BA559314882DD15BE62F105033A46B78EEEC84CAD9IB1B890B84582AB68DES3D8D01F06F46BOAEBFESE4AB346376A7937FD3BC11DDFI8E7263A63F08D3E

O\r.m.....0......... https://abs.twimg.com/responsive-web/client-web/bundle.HomeTimeline.d264a675.js(window.webpackJsonp=window.webpackJsonp||[]).push([[60] {*
/n9r*:function(e,t,n){"use strict";n.r(t);const s={argumentDefinitions:[],kind:"Fragment",metadata:null,name:"TopicPivot_topic",selections:[{alias:null,args:null,kind:"Sc
alarField",name:"topic_id",storageKey:null},{alias:null,args:null,kind:"ScalarField",name:"name”,storageKey:null}],type:"Topic",abstractKey:null,hash:"057257366
7f235d11350335060916856"};t.default=s},cOLG:function(e,t,n){"use strict";n.r(t),n.d(t,"HomeTimeline",(function(){return zt}));var s=n("KEM+"),i=n.n(s),a=n("ERkP"),I=n("es
0u"),0=n("wM4e"),r=n("kHBp"),c=n("wgz5"),d=n("rxPX");const u=e=>{const t=Object(c.f)(e);return r.a.selectMany(e,t)||[]};var m=Object(d.a)().propsFromState((()=>
({configurationFetchStatus:0.a,pinnedLists:u,selectedTimelineld:o.c,useLatest:0.d}))).propsFromActions((()=>({clearLocalPinnedListStorage:c.a,fetchPins:c.c,upda
teBehavior:o.e})))

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Service Worker\CacheStorage\8f7abdeb3486c1b8780fede76afc20e044efflb5\b420a012-da
80-49b0-9aaa-1f6425dc924b\3dd68853f8462d0e_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

50327

6.277935146691832

false
768:DkU84416+K911+lzwUedab60yf8f1Qpz4gNuLnlOgfhwxJiwmC:Dkh44Qx1Uj37W8tQegLOgfhwxTmC
FF5E7004C8E7A19CA86FAD1F7F348567

2FAF5439D9158C4F72A381A180267CDCEACC5196
5266D557AEF2DBA3403B076DDA9COED27B0ODF396BDA63FA3E6F6D264033C78D1
A2A0C72399EC35DAD3C54B829E38278B15AFC28CE99A6BCCE75AD0D310C693089E38A63A2C81DF8913AEFEO4FIES544A5218B99401336A6871BDF6487D0B1Ft

..@..
KhEC.(S.<."2..
..selections..
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Static File Info

No static file info

Network Behavior

Network Port Distribution

TCP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jan 15, 2022 02:45:51.829359055 CET 192.168.2.3 8.8.8.8 0x9a04 Standard query  syphilisda A (IP address) IN (0x0001)
(0) ting.com

Jan 15, 2022 02:45:51.846143007 CET 192.168.2.3 8.8.8.8 0xa961 Standard query  clients2.g A (IP address) IN (0x0001)
0) oogle.com

Jan 15, 2022 02:45:51.854782104 CET 192.168.2.3 8.8.8.8 0x3f9 Standard query  accounts.g A (IP address) IN (0x0001)
0) oogle.com

Jan 15, 2022 02:45:52.318315029 CET 192.168.2.3 8.8.8.8 0x23ab Standard query  www.thekno A (IP address) IN (0x0001)
0) ws.net

Jan 15, 2022 02:45:52.751454115 CET 192.168.2.3 8.8.8.8 0x6d3a Standard query  uploads-ss A (IP address) IN (0x0001)
(0) l.webflow.com

Jan 15, 2022 02:45:52.755397081 CET 192.168.2.3 8.8.8.8 0xa296 Standard query  d3e54v103j A (IP address) IN (0x0001)
(0) 8qgbb.cloud

front.net

Jan 15, 2022 02:45:55.344069004 CET 192.168.2.3 8.8.8.8 0x19ec Standard query  uploads-ss A (IP address) IN (0x0001)
(0) l.webflow.com

Jan 15, 2022 02:45:55.471080065 CET 192.168.2.3 8.8.8.8 0xd010 Standard query  clients2.g A (IP address) IN (0x0001)
0) oogleuserc

ontent.com

Jan 15, 2022 02:46:01.894984007 CET 192.168.2.3 8.8.8.8 0OxdOle Standard query  twitter.com A (IP address) IN (0x0001)
(0)

Jan 15, 2022 02:46:02.233084917 CET 192.168.2.3 8.8.8.8 0xc9eb Standard query  abs.twimg.com A (IP address) IN (0x0001)
(0)

Jan 15, 2022 02:46:02.257603884 CET 192.168.2.3 8.8.8.8 0x9310 Standard query  pbs.twimg.com A (IP address) IN (0x0001)
(0)

Jan 15, 2022 02:46:02.258335114 CET 192.168.2.3 8.8.8.8 Oxce2e Standard query  api.twitter.com A (IP address) IN (0x0001)
(0)

Jan 15, 2022 02:46:02.547348976 CET 192.168.2.3 8.8.8.8 0x79d4 Standard query  t.co A (IP address) IN (0x0001)
(0)

Jan 15, 2022 02:46:02.551541090 CET 192.168.2.3 8.8.8.8 Ox1af7 Standard query  video.twimg.com A (IP address) IN (0x0001)
)

Jan 15, 2022 02:46:06.399866104 CET 192.168.2.3 8.8.8.8 0x55¢3 Standard query  abs.twimg.com A (IP address) IN (0x0001)
0)

Jan 15, 2022 02:46:11.317236900 CET 192.168.2.3 8.8.8.8 0x50e0 Standard query  pbs.twimg.com A (IP address) IN (0x0001)
0

Jan 15, 2022 02:46:11.425852060 CET 192.168.2.3 8.8.8.8 0x8f96 Standard query  abs-0.twimg.com A (IP address) IN (0x0001)
0

Jan 15, 2022 02:46:16.838130951 CET 192.168.2.3 8.8.8.8 0x4321 Standard query  abs-0.twimg.com A (IP address) IN (0x0001)
0

Jan 15, 2022 02:46:28.981399059 CET 192.168.2.3 8.8.8.8 Ox6ac3 Standard query  help.twitter.com A (IP address) IN (0x0001)
0

Jan 15, 2022 02:46:30.173296928 CET 192.168.2.3 8.8.8.8 0x16dd Standard query  platform.t A (IP address) IN (0x0001)
(0) witter.com

Jan 15, 2022 02:46:31.368887901 CET 192.168.2.3 8.8.8.8 0xb08a Standard query  fonts.twitter.com A (IP address) IN (0x0001)
0

Jan 15, 2022 02:46:32.821285009 CET 192.168.2.3 8.8.8.8 0x7513 Standard query  stats.g.do A (IP address) IN (0x0001)
0) ubleclick.net

Jan 15, 2022 02:46:32.835850000 CET 192.168.2.3 8.8.8.8 0x3f83 Standard query  syndicatio A (IP address) IN (0x0001)
(0) n.twitter.com

Jan 15, 2022 02:46:33.020572901 CET 192.168.2.3 8.8.8.8 Oxade2 Standard query  www.google.com A (IP address) IN (0x0001)

©)

Copyright Joe Security LLC 2022 Page 42 of 49



Timestamp

Jan 15, 2022 02:46:53.696703911 CET

Jan 15, 2022 02:46:54.105703115 CET

Jan 15, 2022 02:47:02.104238033 CET

Jan 15, 2022 02:47:03.055228949 CET

Jan 15, 2022 02:47:03.224598885 CET

Jan 15, 2022 02:48:05.810547113 CET

DNS Answers

Timestamp Source IP

Jan 15, 2022
02:45:51.874398947
CET

8.8.8.8

Jan 15, 2022
02:45:51.874398947
CET

8.8.8.8

Jan 15, 2022 8.8.8.8
02:45:51.882030010

CET

Jan 15, 2022
02:45:51.942615986
CET

8.8.8.8

Jan 15, 2022
02:45:52.349898100
CET

8.8.8.8

Jan 15, 2022
02:45:52.349898100
CET

8.8.8.8

Jan 15, 2022
02:45:52.349898100
CET

8.8.8.8

Jan 15, 2022
02:45:52.349898100
CET

Jan 15, 2022
02:45:52.349898100
CET

Jan 15, 2022
02:45:52.774988890
CET

Jan 15, 2022
02:45:52.774988890
CET

Jan 15, 2022
02:45:52.774988890
CET

Jan 15, 2022
02:45:52.774988890
CET

Jan 15, 2022
02:45:52.779629946
CET

Jan 15, 2022
02:45:52.779629946
CET

Jan 15, 2022
02:45:52.779629946
CET

Jan 15, 2022
02:45:52.779629946
CET

Jan 15, 2022
02:45:53.443701982
CET

Jan 15, 2022
02:45:53.650718927
CET

Jan 15, 2022
02:45:53.765357018
CET

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8
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Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Source IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0xa961

0xa961

0x3f9

0x9a04

0x23ab

0x23ab

0x23ab

0x23ab

0x23ab

Ox6d3a

Ox6d3a

Ox6d3a

Ox6d3a

0xa296

0xa296

0xa296

0xa296

Oxecla

Oxfa73

0xb197

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

0xc2d9

Oxe8d1

Oxdfef

0x5618

0x6454

0x2324

Name

clients2.g
oogle.com

clients.l.
google.com

accounts.g
oogle.com

syphilisda
ting.com

www.thekno
ws.net

proxy-ssl.
webflow.com

proxy-ssl-
geo.webflo
w.com

proxy-ssl-
geo.webflo
w.com
proxy-ssl-
geo.webflo
w.com

uploads-ss
l.webflow.com

uploads-ss
l.webflow.com

uploads-ss
l.webflow.com

uploads-ss
l.webflow.com

d3e54v103]
8qbb.cloud
front.net

d3e54v103;j
8qbb.cloud
front.net

d3e54v103j
8qbb.cloud
front.net

d3e54v103j
8qbb.cloud
front.net

www-google
tagmanager
.l.google.com

gstaticads

sl.l.google.com

www-google-
analytics
.l.google.com

OP Code
Standard query
(0

Standard query
(0

Standard query
(0

Standard query
0

Standard query
(0

Standard query
(0

CName

clients.l.google.com

proxy-ssl.webflow.com

proxy-ssl-
geo.webflow.com

Name

theknows.net
www.thekno
ws.net
twitter.com
api.twitter.com

video.twimg.com

api.twitter.com

Address

142.250.181.238

142.250.184.205

216.70.123.100

3.248.8.137

52.212.43.230

52.49.198.28

13.224.96.82

13.224.96.104

13.224.96.80

13.224.96.72

13.224.98.50

13.224.98.171

13.224.98.110

13.224.98.99

142.250.186.136

142.250.186.163

142.250.186.78

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0Xx0001)

IN (0Xx0001)

IN (0X0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Jan 15, 2022
02:45:55.363598108
CET

Jan 15, 2022
02:45:55.363598108
CET

Jan 15, 2022
02:45:55.363598108
CET

Jan 15, 2022
02:45:55.363598108
CET

Jan 15, 2022
02:45:55.498737097
CET

Jan 15, 2022
02:45:55.498737097
CET

Jan 15, 2022
02:46:01.913779974
CET

Jan 15, 2022
02:46:01.913779974
CET

Jan 15, 2022
02:46:02.254049063
CET

Jan 15, 2022
02:46:02.254049063
CET

Jan 15, 2022
02:46:02.277132034
CET

Jan 15, 2022
02:46:02.277132034
CET

Jan 15, 2022
02:46:02.277132034
CET

Jan 15, 2022
02:46:02.277132034
CET

Jan 15, 2022
02:46:02.277132034
CET

Jan 15, 2022
02:46:02.278831005
CET

Jan 15, 2022
02:46:02.278831005
CET

Jan 15, 2022
02:46:02.278831005
CET

Jan 15, 2022
02:46:02.278831005
CET

Jan 15, 2022
02:46:02.566250086
CET

Jan 15, 2022
02:46:02.566250086
CET

Jan 15, 2022
02:46:02.566250086
CET

Jan 15, 2022
02:46:02.566250086
CET

Jan 15, 2022
02:46:02.584367037
CET

Jan 15, 2022
02:46:02.584367037
CET

Jan 15, 2022
02:46:02.584367037
CET

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8
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Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x19ec

0x19ec

0x19ec

0x19ec

0xd010

0xd010

OxdOle

OxdOle

0xc9eb

0xc9eb

Oxce2e

Oxce2e

Oxce2e

Oxce2e

Oxce2e

0x9310

0x9310

0x9310

0x9310

0x79d4

0x79d4

0x79d4

0x79d4

Oxlaf7

Oxlaf7

Oxlaf7

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

uploads-ss
l.webflow.com

uploads-ss
l.webflow.com

uploads-ss
l.webflow.com

uploads-ss
l.webflow.com

clients2.g googlehosted.l.googleuse
oogleuserc rcontent.com
ontent.com

googlehost
ed.l.googl!
euserconte
nt.com

twitter.com

twitter.com

abs.twimg.com  c¢s510.wpc.edgecastcdn.n
et

cs510.wpc.
edgecastcdn.net

api.twitter.com  tpop-api.twitter.com

tpop-api.t
witter.com

tpop-api.t
witter.com

tpop-api.t
witter.com

tpop-api.t
witter.com

pbs.twimg.com  cs196.wac.edgecastcdn.n
et

cs196.wac. cs2-wac.apr-
edgecastcdn.net 8315.edgecastdns.net

cs2-wac-eu cs672.wac.edgecastcdn.n
.8315.ecdns.net et

cs672.wac.
edgecastcdn.net

t.co

t.co

t.co

t.co

video.twimg.com cs296.wpc.edgecastcdn.n
et

€s296.wpc. cs2-wpc.apr-
edgecastcdn.net 8315.edgecastdns.net

cs2-wpc-eu cs189.wpc.edgecastcdn.n
.8315.ecdns.net et

Address
13.224.96.82

13.224.96.104

13.224.96.80

13.224.96.72

142.250.181.225

104.244.42.129

104.244.42.193

152.199.21.141

104.244.42.2

104.244.42.66

104.244.42.194

104.244.42.130

192.229.233.50

104.244.42.69

104.244.42.5

104.244.42.133

104.244.42.197

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)
CNAME

(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Jan 15, 2022 8.8.8.8
02:46:02.584367037
CET

Jan 15, 2022 8.8.8.8
02:46:06.418548107
CET

Jan 15, 2022 8.8.8.8
02:46:06.418548107
CET

Jan 15, 2022 8.8.8.8
02:46:11.336865902
CET

Jan 15, 2022 8.8.8.8
02:46:11.336865902
CET

Jan 15, 2022 8.8.8.8
02:46:11.336865902
CET

Jan 15, 2022 8.8.8.8
02:46:11.336865902
CET

Jan 15, 2022 8.8.8.8
02:46:11.445400953
CET

Jan 15, 2022 8.8.8.8
02:46:11.445400953
CET

Jan 15, 2022 8.8.8.8
02:46:16.854762077
CET

Jan 15, 2022 8.8.8.8
02:46:16.854762077
CET

Jan 15, 2022 8.8.8.8
02:46:29.000910044
CET

Jan 15, 2022 8.8.8.8
02:46:29.000910044
CET

Jan 15, 2022 8.8.8.8
02:46:29.000910044
CET

Jan 15, 2022 8.8.8.8
02:46:29.000910044
CET

Jan 15, 2022 8.8.8.8
02:46:29.000910044
CET

Jan 15, 2022 8.8.8.8
02:46:30.196146965
CET

Jan 15, 2022 8.8.8.8
02:46:30.196146965
CET

Jan 15, 2022 8.8.8.8
02:46:30.196146965
CET

Jan 15, 2022 8.8.8.8
02:46:30.196146965
CET

Jan 15, 2022 8.8.8.8
02:46:30.196146965
CET

Jan 15, 2022 8.8.8.8
02:46:31.386688948
CET

Jan 15, 2022 8.8.8.8
02:46:31.386688948
CET

Jan 15, 2022 8.8.8.8
02:46:31.386688948
CET

Jan 15, 2022 8.8.8.8
02:46:31.386688948
CET

Jan 15, 2022 8.8.8.8
02:46:31.386688948
CET

Copyright Joe Security LLC 2022

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

Ox1af7

0x55¢3

0x55¢3

0x50e0

0x50e0

0x50e0

0x50e0

0x8f96

0x8f96

0x4321

0x4321

Ox6ac3

Ox6ac3

Ox6ac3

Ox6ac3

Ox6ac3

Ox16dd

Ox16dd

Ox16dd

Ox16dd

Ox16dd

0xb08a

0xb08a

0xb08a

0xb08a

0xb08a

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name
cs189.wpc.
edgecastcdn.net

abs.twimg.com

cs510.wpc.
edgecastcdn.net

pbs.twimg.com

cs196.wac.
edgecastcdn.net

cs2-wac-eu
.8315.ecdns.net

cs45.wac.e
dgecastcdn.net

abs-0.twim
g.com

abs-zero.t
wimg.com

abs-0.twim
g.com

abs-zero.t
wimg.com

help.twitter.com

s.twitter.com

s.twitter.com

s.twitter.com

s.twitter.com

platform.t
witter.com

cs472.wac.
edgecastcdn.net

csl-apr-83
15.wac.edg
ecastcdn.net

csl-lb-eu.
8315.ecdns.net

cs4l.wac.e

dgecastcdn.net

fonts.twitter.com

s.twitter.com

s.twitter.com

s.twitter.com

s.twitter.com

CName

cs510.wpc.edgecastcdn.n
et

cs196.wac.edgecastcdn.n
et

cs2-wac.apr-
8315.edgecastdns.net

cs45.wac.edgecastcdn.ne

abs-zero.twimg.com

abs-zero.twimg.com

s.twitter.com

cs472.wac.edgecastcdn.n
et

csl-apr-
8315.wac.edgecastcdn.n
et

wac.apr-
8315.edgecastdns.net

cs4l.wac.edgecastcdn.ne
t

s.twitter.com

Address
68.232.34.217

152.199.21.141

93.184.220.70

104.244.43.131

104.244.43.131

104.244.42.195

104.244.42.3

104.244.42.67

104.244.42.131

93.184.220.66

104.244.42.3

104.244.42.131

104.244.42.67

104.244.42.195

Type
A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0Xx0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Jan 15, 2022
02:46:32.852761984
CET

8.8.8.8

Jan 15, 2022
02:46:32.852761984
CET

8.8.8.8

Jan 15, 2022
02:46:32.852761984
CET

8.8.8.8

Jan 15, 2022
02:46:32.852761984
CET

8.8.8.8

Jan 15, 2022
02:46:32.861613989
CET

8.8.8.8

Jan 15, 2022
02:46:32.861613989
CET

8.8.8.8

Jan 15, 2022
02:46:32.861613989
CET

8.8.8.8

Jan 15, 2022
02:46:32.861613989
CET

8.8.8.8

Jan 15, 2022
02:46:32.861613989
CET

8.8.8.8

Jan 15, 2022 8.8.8.8
02:46:33.039962053

CET

Jan 15, 2022
02:46:53.718411922
CET

8.8.8.8

Jan 15, 2022
02:46:53.718411922
CET

8.8.8.8

Jan 15, 2022
02:46:54.131526947
CET

8.8.8.8

Jan 15, 2022
02:46:54.131526947
CET

Jan 15, 2022
02:46:54.131526947
CET

Jan 15, 2022
02:46:54.131526947
CET

Jan 15, 2022
02:46:54.131526947
CET

Jan 15, 2022
02:46:54.965967894
CET

Jan 15, 2022
02:47:02.122874975
CET

Jan 15, 2022
02:47:02.122874975
CET

Jan 15, 2022
02:47:03.073988914
CET

Jan 15, 2022
02:47:03.073988914
CET

Jan 15, 2022
02:47:03.073988914
CET

Jan 15, 2022
02:47:03.073988914
CET

Jan 15, 2022
02:47:03.073988914
CET

Jan 15, 2022
02:47:03.246315956
CET

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Copyright Joe Security LLC 2022

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x3f83

0x3f83

0x3f83

0x3f83

0x7513

0x7513

0x7513

0x7513

0x7513

Oxade2

0xc2d9

0xc2d9

Oxe8d1l

Oxe8d1l

Oxe8d1l

Oxe8d1l

Oxe8d1

Ox44cf

Oxdfef

Oxdfef

0x5618

0x5618

0x5618

0x5618

0x5618

0x6454

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

syndicatio
n.twitter.com

syndicatio
n.twitter.com

syndicatio
n.twitter.com

syndicatio
n.twitter.com

stats.g.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

www.google
.com

theknows.net

theknows.net

www.thekno
ws.net

proxy-ssl.
webflow.com

proxy-ssl-
geo.webflo
w.com
proxy-ssl-
geo.webflo
w.com
proxy-ssl-
geo.webflo
w.com

gstaticads

sl.l.google.com

twitter.com

twitter.com

api.twitter.com

tpop-api.t
witter.com

tpop-api.t
witter.com

tpop-api.t
witter.com

tpop-api.t
witter.com

video.twimg.com cs296.wpc.edgecastcdn.n

CName

stats.l.doubleclick.net

proxy-ssl.webflow.com

proxy-ssl-
geo.webflow.com

tpop-api.twitter.com

et

Address
104.244.42.136

104.244.42.72

104.244.42.200

104.244.42.8

74.125.140.155

74.125.140.154

74.125.140.157

74.125.140.156

142.250.185.164

99.83.190.102

75.2.70.75

52.49.198.28

52.212.43.230

3.248.8.137

142.250.186.163

104.244.42.193

104.244.42.65

104.244.42.130

104.244.42.194

104.244.42.66

104.244.42.2

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0Xx0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
Jan 15, 2022 8.8.8.8 192.168.2.3 0x6454 No error (0) €s296.wpc. cs2-wpc.apr- CNAME IN (0x0001)
02:47:03.246315956 edgecastcdn.net 8315.edgecastdns.net (Canonical
CET name)
Jan 15, 2022 8.8.8.8 192.168.2.3 0x6454 No error (0) cs2-wpc-eu cs189.wpc.edgecastcdn.n CNAME IN (0x0001)
02:47:03.246315956 .8315.ecdns.net et (Canonical
CET name)
Jan 15, 2022 8.8.8.8 192.168.2.3 0x6454 No error (0) cs189.wpc. 68.232.34.217 A (IP address)  IN (0x0001)
02:47:03.246315956 edgecastcdn.net
CET
Jan 15, 2022 8.8.8.8 192.168.2.3 0x2324 No error (0) api.twitter.com  tpop-api.twitter.com CNAME IN (0x0001)
02:48:05.827315092 (Canonical
CET name)
Jan 15, 2022 8.8.8.8 192.168.2.3 0x2324 No error (0) tpop-api.t 104.244.42.2 A (IP address)  IN (0x0001)
02:48:05.827315092 witter.com
CET
Jan 15, 2022 8.8.8.8 192.168.2.3 0x2324 No error (0) tpop-api.t 104.244.42.130 A (IP address)  IN (0x0001)
02:48:05.827315092 witter.com
CET
Jan 15, 2022 8.8.8.8 192.168.2.3 0x2324 No error (0) tpop-api.t 104.244.42.194 A (IP address)  IN (0x0001)
02:48:05.827315092 witter.com
CET
Jan 15, 2022 8.8.8.8 192.168.2.3 0x2324 No error (0) tpop-api.t 104.244.42.66 A (IP address)  IN (0x0001)
02:48:05.827315092 witter.com
CET
HTTP Request Dependency Graph

o syphilisdating.com

e https:

o theknows.net
Code Manipulations
Statistics
Behavior
@ Click to jump to process

System Behavior

Analysis Process: chrome.exe PID: 3144 Parent PID: 568
General
Start time: 02:45:48
Start date: 15/01/2022
Path: C:\Program Files\Google\Chrome\Application\chrome.exe
Wow64 process (32bit): false

Commandline:

Imagebase:
File size:

MD5 hash:

Copyright Joe Security LLC 2022

C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-
automation "http://Syphilisdating.com

0x71f6860a0000
2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
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Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

true
true
C, C++ or other language

low

File Activities

Registry Activities

Key Value Modified

Show Windows behavior

Show Windows behavior

Analysis Process: chrome.exe PID: 3092 Parent PID: 3144

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

02:45:49

15/01/2022

C:\Program Files\Google\Chrome\Application\chrome.exe
false

"C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1608,3812998973630460944,21257
80019593285875,131072 --lang=en-US --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1944 /prefetch:8

0x7ff68b0a0000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

Reputation: low
File Activities Show Windows behavior
Analysis Process: chrome.exe PID: 7876 Parent PID: 3144

General

Start time: 02:46:12

Start date: 15/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Disassembly

Code Analysis

Copyright Joe Security LLC 2022

false

"C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=
audio.mojom.AudioService --field-trial-handle=1608,3812998973630460944,212578001
9593285875,131072 --lang=en-US --service-sandbox-type=audio --enable-audio-service-
sandbox --mojo-platform-channel-handle=3636 /prefetch:8

0x7ff68b0a0000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
false

false

C, C++ or other language

low

Page 48 of 49



Copyright Joe Security LLC Joe Sandbox Cloud Basic 34.0.0 Boulder Opal

Copyright Joe Security LLC 2022 Page 49 of 49


http://www.joesecurity.org

	Table of Contents
	Windows Analysis Report http://Syphilisdating.com
	Overview
	General Information
	Detection
	Signatures
	Classification

	Process Tree
	Malware Configuration
	Yara Overview
	Sigma Overview
	Jbx Signature Overview
	Mitre Att&ck Matrix
	Behavior Graph
	Screenshots
	Thumbnails

	Antivirus, Machine Learning and Genetic Malware Detection
	Initial Sample
	Dropped Files
	Unpacked PE Files
	Domains
	URLs

	Domains and IPs
	Contacted Domains
	Contacted URLs
	URLs from Memory and Binaries
	Contacted IPs
	Public
	Private

	General Information
	Simulations
	Behavior and APIs

	Joe Sandbox View / Context
	IPs
	Domains
	ASN
	JA3 Fingerprints
	Dropped Files

	Created / dropped Files
	Static File Info
	No static file info

	Network Behavior
	Network Port Distribution
	TCP Packets
	DNS Queries
	DNS Answers
	HTTP Request Dependency Graph

	Code Manipulations
	Statistics
	Behavior

	System Behavior
	Analysis Process: chrome.exe PID: 3144 Parent PID: 568
	General
	File Activities
	Registry Activities

	Analysis Process: chrome.exe PID: 3092 Parent PID: 3144
	General
	File Activities

	Analysis Process: chrome.exe PID: 7876 Parent PID: 3144
	General


	Disassembly
	Code Analysis



