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Created / dropped Files
C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic
C:\Users\user\AppData\Local\Google\Chrome\User Data\O5be726d-6a47-42e2-8224-4bfelc4f2f76.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\1bd3dabd-6b1b-4a4b-8ef2-ddbd1575ffc7.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\3f346c48-f02a-49ab-9c22-2b0acd9681b0.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\551bd7ed-5630-4483-b6f5-4b9a7c49e379.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\625907d6-264a-4a8d-82cd-ae323dale420.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\71b052e8-b7al-445a-bcdc-d8eebadd6a94.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\02000c01-74dd-47b8-a7fd-9cf7074d0dd8.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\08291b87-dab7-4043-89f1-9d798e562227.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\44cfde47-23ff-49fe-aa35-19697b9947b0.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\55acccee-6ac4-460f-ae01-7830845dae7b.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\59b555c0-aade-4b26-8162-425eb6c4555f.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6317b9af-e6a7-45b4-a105-2410f218ef3e.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\652436cf-ce44-4340-b1bd-8c5cfdbd3d53.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7d1fc313-6fde-4914-b0ca-7c4935bcfale.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\883c0718-fe86-43f2-9dcc-9ae4fd999744.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\90959df8-82ae-45e7-8e3b-35dc247353ab.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG.old (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG.old (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_2
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_3
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Session
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Tabs
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG.old (copy)
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log 26

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG 26
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG.oldc (copy) 27
C:\Users\user\AppData\Local\Google\Chrome\User

Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\computed_hashes.json 27
C:\Users\user\AppData\Local\Google\Chrome\User

Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\ metadata\computed_hashes.json 27
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Favicons 28
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log 28
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG 28
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy) 29
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG 29
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG.old (copy) 29
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG 30
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG.old (copy) 30
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History 30
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache 31
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Last Sessiona} (copy) 31
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Last Tabsn (copy) 31
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\000003.log 31
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\LOG 32
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\LOG.old (copy) 32
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Action Predictor 32
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy) 33
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent Stateab (copy) 33
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG 33
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG.old. (copy) 34
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy) 34
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences\ (copy) 34
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferencesc (copy) 35
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferencesn/ (copy) 35
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL 35
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure PreferencesMP (copy) 36
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferencesgc (copy) 36
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferencest (copy) 36
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\000003.log 37
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG 37
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG.old (copy) 37
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG 38
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG.oldCA (copy) 38
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgich\deAGPUCache\data_1 38

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb\LOG 39
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgic\def\Local Storage\leveldb\LOG.old

(copy) 39
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent StateMP
(copy) 39

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgic\def\Platform Notifications\LOG 40
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgic\def\Platform Notifications\LOG.old

(copy) 40
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\000003.l0g40
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\LOG 41
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\LOG.old.
(copy) 41
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgic\def\e6aabch6-1d63-45c6-a58b-
05e8d31de655.tmp 41
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\deNGPUCache\data_1 41
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\Local Storage\leveldb\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\Local 42
Storage\leveldb\LOG.old (copy) 42
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\iNetwork Persistent State3c
(copy) 42
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defi\Platform Notifications\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda\def\Platform 43
Notifications\LOG.old (copy) 43
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\Session
Storage\000003.log 43

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage\LOG 44
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage\LOG.old

(copy) 44
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\dee34e74-6561-453b-
a342-a54e6df20d3c.tmp 44
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\000003.log 45
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG 45
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG.oldpi (copy) 45
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG 46
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\TransportSecurity (copy) 46
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\TransportSecurity#c (copy) 46
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Visited Links 46
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\a910e57d-e4c9-4cc3-b364-12fcb1f2eccf.tmp 47
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\af9c99e2-8e8b-4c40-8e7c-3fa0c575d88f.tmp 47
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\b0976603-b22b-4c2d-8e10-beb956fc7c13.tmp 47
Static File Info 48
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Windows Analysis Report

https://sites.google.com/view/familyfocusfederalcreditunion/home

Overview

General Information Detection Signatures Classification

Sample URL:  http://
https://sites.google.com/vi MALICIOUS Antivirus / Scanner detection for sub...

Yara detected HtmIPhish20

ew/familyfocusfederalcred
itunion/home

Analysis ID: 561856 Antivirus detection for URL or domain

Infos: ‘f Q & H

HTMLPhisher

Score: 64
Range: 0-100
Whitelisted: false
Confidence: 100%

Process Tree

= System is w10x64
. G chrome.exe (PID: 6772 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "https:/sites.google.com/view/familyfocusfeder
alcreditunion/nome MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 7040 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-
handle=1500,6052585006456171848,1810093256929191656,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1920 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 7456 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=audio.mojom.AudioService --field-trial-h
andle=1500,6052585006456171848,1810093256929191656,131072 --lang=en-US --service-sandbox-type=audio --enable-audio-service-sandbox --mojo-platform-channel-handl
e=4252 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

G chrome.exe (PID: 7488 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=video_capture.mojom.VideoCaptureService --field-
trial-handle=1500,6052585006456171848,1810093256929191656,131072 --lang=en-US --service-sandbox-type=video_capture --enable-audio-service-sandbox --mojo-platform-
channel-handle=4220 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

= cleanup

.

Malware Configuration

@ No configs have been found

Yara Overview

@ No yara matches

Sigma Overview

@ No Sigma rule has matched
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Jbx Signature Overview

AV Detection

Antivirus / Scanner detection for submitted sample

Antivirus detection for URL or domain

Phishing

Yara detected HtmIPhish20

Mitre Att&ck Matrix

Initial . . Privilege
Execution Persistence .
Access Escalation
Valid Windows  Path
Accounts Manageme Interceptio  Process
nt n Injection
Instrument
ation
Default Scheduled  Boot or Boot or
Accounts  Task/Job Logon Logon

Initializatio  Initializatio
n Scripts n Scripts

Domain At (Linux)  Logon Logon
Accounts Script Script
(Windows)  (Windows)

Local At Logon Logon
Accounts  (Windows)  Script Script
(Mac) (Mac)

Behavior Graph
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Behavior Graph
D: 561856
URL: hitps:/sites.google.comivi SUSPICIONS
Startdate: 27101/2022 cLean
Architecture:  WINDOWS

UNKNDWN|

Score: 64

Sonerieere )

started

chrome.exe -4

G e W \
dropped dropped dropped

C:\.\pnacl_public_x86_64_pnacl_sz_nexe, ELF. C:\..\pnacl_public_x86_64_pnacl_lic_nexe, ELF CiUsers\user\...\pnacl_public_xB6_64_ld_nexe, ELF

Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Legend:

D Process
D Signature

I:I Created File
Il onsie info
Is Dropped

Is Windows Process

ﬁ Visual Basic
Delphi
.ﬁ, Java

.Net C# or VB.NET

Is malicious

Number of created Registry Values

Number of created Files

Y
G C, C++ or other language

Internet

started started started
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B3 Family Focus Federal Credit Unic X +

c @ sites.google.com/view/familyfocusfederalcreditunion/home

Chrome is being controlled by automated test soff

7

Family Focus
Federal
Credit Union

Leslie A. Ruch Has Shared a Document

SEE BELOW

PRESS HERE TO VIEW/DOWNLOAD DOCUMENT

This site uses cookies from Google to deliver its
services and to analyze traffic. Information about your
use of this site is shared with Google. By using this
site, you agree to its use of cookies.

LEARN MORE  GOTIT

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Source Detection Scanner Label Link
http.// https://sites.google.com/view/familyfocusfederalcreditunion/home 0% Virustotal Browse
http://https://sites.google.com/view/familyfocusfederalcreditunion/home 0% Avira URL Cloud safe
http://https://sites.google.com/view/familyfocusfederalcreditunion/home 100% SlashNext Fake Login Page

type: Phishing &

Social Engineering
Dropped Files
Source Detection Scanner Label Link
C:\Users\user\AppData\Local\Temp\6772_1762258990\_platform_specific\x86_64\pnacl_public_x8 0% Metadefender Browse
6_64_|d_nexe
C:\Users\user\AppData\Local\Temp\6772_1762258990\_platform_specific\x86_64\pnacl_public_x8 0% ReversingLabs
6_64_|d_nexe
C:\Users\user\AppData\Local\Temp\6772_1762258990\_platform_specific\x86_64\pnacl_public_x8 0% Metadefender Browse

6_64_pnacl_llc_nexe

C:\Users\user\AppData\Local\Temp\6772_1762258990\_platform_specific\x86_64\pnacl_public_x8 0% ReversingLabs
6_64_pnacl_llc_nexe

C:\Users\user\AppData\Local\Temp\6772_1762258990\_platform_specific\x86_64\pnacl_public_x8 0% Metadefender Browse
6_64_pnacl_sz_nexe

C:\Users\user\AppData\Local\Temp\6772_1762258990\_platform_specific\x86_64\pnacl_public_x8 0% ReversingLabs
6_64_pnacl_sz_nexe
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https://www.virustotal.com/gui/url/0620794911f3915e9bafd7203a15a091ac7008897fda9595f21ebcfeb91ca26d/detection/u-0620794911f3915e9bafd7203a15a091ac7008897fda9595f21ebcfeb91ca26d-1643297551
https://www.metadefender.com/#!/results/file/bzIyMDExMFdtQnhxZTk3a01BemtMYk8tY0o/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDExMHdiVFBFTEVaY1VReDQ0dXp0c3g/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDExMHlkdW9aSFozTlpYUnRSbmtXYV8/regular/analysis

Unpacked PE Files

@ No Antivirus matches

Domains

@ No Antivirus matches

URLs

Source Detection Scanner Label Link

http://https://protective-glistening-people.glitch.me/a.html 100% SlashNext Fake Login Page
type: Phishing &
Social Engineering

http://https://csp.withgoogle.com/csp/report-to/apps-sites 0% Virustotal Browse

http://https://csp.withgoogle.com/csp/report-to/apps-sites 0% Avira URL Cloud safe

http://https://csp.withgoogle.com/csp/report-to/apps-themes 0% URL Reputation safe

http://https://csp.withgoogle.com/csp/botguard-scscross-origin-resource-policy:cross-origincross-origin- - 0% URL Reputation safe

ope

http://https://csp.withgoogle.com/csp/botguard-scs 0% URL Reputation safe

http://crls.pki.goog/gts1c3/QOvION1sT2A. crl0 0% URL Reputation safe

http://https://csp.withgoogle.com/csp/report-to/one-google-engl 0% Avira URL Cloud safe

http://https://csp.withgoogle.com/csp/cloudviewcross-origin-resource-policy:cross-origincross-origin- 0% URL Reputation safe

opener

http://https://pki.goog/repository/0 0% URL Reputation safe

http://https://csp.withgoogle.com/csp/gws-team 0% Avira URL Cloud safe

http://https://csp.withgoogle.com/csp/cloudview 0% URL Reputation safe

http://https://csp.withgoogle.com/csp/report-to/encsid_ATmXEA-ICoFJ9VXgvj- 0% Avira URL Cloud safe

MamPyZ8u8P8wifEU_jWhOoMT5PP7Ad4_5

http://crl.pki.goog/gsr1/gsrl.crlO; 0% URL Reputation safe

http://https://csp.withgoogle.com/csp/report-to/botguard-scs 0% URL Reputation safe

http://https://csp.withgoogle.com/csp/gws/cdtlbfcache-opt-in:unloadp3p:CP= 0% Avira URL Cloud safe

http://crls.pki.goog/gts1c3/moVDfISia2k.crl0 0% URL Reputation safe

http://https://csp.withgoogle.com/csp/apps-themesCross-Origin-Resource-Policy: 0% URL Reputation safe

http://https://csp.withgoogle.com/csp/report-to/youtube 0% URL Reputation safe

http:// pki.goog/repo/certs/gts1c3.derOc 0% URL Reputation safe

http://https://csp.withgoogle.com/csp/youtubecross-origin-opener-policy-report-only:same-origin; 0% URL Reputation safe

http://crls.pki.goog/gts1c3/zdATtOExX_Fk.crl0 0% URL Reputation safe

http://https://csp.withgoogle.com/csp/social-frontend-mpm-access 0% URL Reputation safe

http:// pki.goog/repo/certs/gts1c3.derOM 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
gstaticadssl.l.google.com 142.250.184.227 true false high
cdn.glitch.me 52.84.174.111 true false high
google.com 142.250.185.206 true false high
accounts.google.com 172.217.16.141 true false high
plus.l.google.com 142.250.186.110 true false high
www-google-analytics.l.google.com 142.250.185.174 true false high
stats.l.doubleclick.net 74.125.140.156 true false high
cloud.webtype.com 188.114.96.7 true false unknown
i.ytimg.com 142.250.186.182 true false high
sites.google.com 142.250.74.206 true false high
policies.google.com 172.217.16.142 true false high
adservice.google.com 142.250.184.226 true false high
youtube-ui.l.google.com 142.250.185.78 true false high
cdn.glitch.com 52.84.174.66 true false high
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https://www.virustotal.com/gui/url/95ada3ef0864880c485009fc0fef78f7ba4ea3bf679f54dc238b6591760d2d85/detection/u-95ada3ef0864880c485009fc0fef78f7ba4ea3bf679f54dc238b6591760d2d85-1631611938

Name IP Active

cs549.wac.deltacdn.net 192.229.233.123 true
play.google.com 142.250.186.78 true
photos-ugc.l.googleusercontent.com 142.250.185.225 true
www.google.com 142.250.186.164 true
clients.l.google.com 142.250.185.78 true
protective-glistening-people.glitch.me 52.44.125.193 true
googlehosted.l.googleusercontent.com 142.250.185.65 true
yt3.ggpht.com unknown unknown
|Ih6.googleusercontent.com unknown unknown
|Ih3.googleusercontent.com unknown unknown
stats.g.doubleclick.net unknown unknown
clients2.googleusercontent.com unknown unknown
|Ih5.googleusercontent.com unknown unknown
clients2.google.com unknown unknown
cloud.typenetwork.com unknown unknown
apis.google.com unknown unknown
|Ih4.googleusercontent.com unknown unknown
www.youtube-nocookie.com unknown unknown
Contacted URLs

Name

hitp://

https://lh5.googleusercontent.com/Wd_wknVICrl7GuuM4qtcie9snyzQVNZIz5S7a_zFU3iPI0IhAU8q0
AT1d42c026VIH1v43FVWNQjcSg_JAE_Ix0=w16383

http://https://sites.google.com/view/familyfocusfederalcreditunion/team#h.u12g2quiklio
http://https://policies.google.com/technologies/cookies
http://https:/sites.google.com/view/familyfocusfederalcreditunion/home

http://https://clients2.google.com/service/update2/crx?
os=win&arch=x64&0s_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=85.0.4183.121&lang=en-
US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%26install
edby%3Dother%26uc%26ping%3Dr%253D-
1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby
%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

http://https://www.google.com/url?q=https%3A%2F%2Fprotective-glistening-
people.glitch.me%2Fa.html&sa=D&sntz=1&usg=AFQjCNE3AXCYZpM83juSh429VtosyK-bUg

http://https://sites.google.com/view/familyfocusfederalcreditunion/home
http://https://apis.google.com/js/client.js?onload=gapilL.oaded

hitp://
https://lh3.googleusercontent.com/66XogdyLACCqlQsth4mS_y6PCkflhGbJcwdxwIxyBeBGBRwe5L

VWMxJMQHaSBIOEXaX2VC9Ykw4Pde5t1GigaQsD84JW5FIvUGwvK TU7n3DMpWetVBX70UrSSgK
R6GPBWg=w1280

http://https://protective-glistening-people.glitch.me/a.html

http://https://cdn.glitch.com/d7f4f279-e13b-4330-8422-00b2d9211424%2FGlitch-Error-Rainbow-
Mug-hires.png?v=1595481653593

http:i/https://sites.google.com/view/familyfocusfederalcreditunion/team#h.mc9c3iu9koq0

hitp://
https://lh4.googleusercontent.com/IDIWhHCxbd6E8qTLmYz1qoEuAd4weX9ToGtcAeBJIclSnecrRMrrh
Pjj81JcYhluDpBaK-wU8poPbo0QzeqDLHEXRQgXkg-
CkAaQLXHM6ssO1ylUsM5fvKJiW2yoHWLo4tyA=w1280

http:i/https://cloud.typenetwork.com/css/3a8e55c6-b1f3-4659-99eb-125ae72bd084.css

http:ifhttps://protective-glistening-people.glitch.me/favicon.ico

URLs from Memory and Binaries

Name Source

http:/f data_1.4.dr
https://lh4.googleusercontent.com/IDIwhHCxbd6E8qTL
mYzlgoEuAdweX9ToGtcAeBJclSnecrRMrrhPjj81JcYh

luDpBa

http://https://apis.google.com/js/client.js mirroring_common.js.2.dr
http://https://store.typenetwork.com/account/licenses data_1.4.dr

http://www.google.com/Google History.2.dr

Copyright Joe Security LLC 2022

Malicious Antivirus Detection

false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false

false

Malicious Antivirus Detection

false

false
false
false

false

false

false
false

false

false

false

false

false

false

false

e SlashNext: Fake Login Page type: Phishing &
Social Engineering

Malicious  Antivirus Detection

false

false
false

false

Reputation
unknown
high

high

high

high

high

high

high

high

high

high

high

high

high

high

high

high

high

Reputation

high

high
high
high
high

high

high
high
high

high

high

high
high

high
high

Reputation

high

high
high
high
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Name

http:ff
https://sites.google.com/view/familyfocusfederalcreditu
nion/home2

http://https://csp.withgoogle.com/csp/report-to/apps-
sites

http://https://csp.withgoogle.com/csp/report-to/apps-
themes

http://https://csp.withgoogle.com/csp/botguard-
scscross-origin-resource-policy:cross-origincross-
origin-ope

http:ff
https://sites.google.com/view/familyfocusfederalcreditu
nion/team#h.qfch9jlvi9zz

http://www.ietf.org/id/draft-holmer-rmcat-transport-
wide-cc-extensions-01

http://https://cloud.typenetwork.com/

http://https://preprod-hangouts-
googleapis.sandbox.google.com

http://https://protective-glistening-
people.glitch.me/a.htmlCache-Control:

http://https://apis.google.com/_/scs/apps-
static/_/js/k=0z.gapi.en_US.J6wwVzZFlys.O/m=client/r
t=j/sv=1/d=1/

http://https://csp.withgoogle.com/csp/botguard-scs
http:ff

https://sites.google.com/view/familyfocusfederalcreditu
nion/historyE

http://crls.pki.goog/gts1c3/QOvVION1sT2A crl0

http://https://apis.google.com/_/scs/abc-
static/_/js/k=gapi.gapi.en.fQLVS3SAB_U.O/m=gapi_ifr
ames

http://https://www.youtube-
nocookie.com/s/player/8ad9c87a/player_ias.vflset/en_
US/base.js

http://https://csp.withgoogle.com/csp/report-to/one-
google-engl

hitp://
https://lh5.googleusercontent.com/4baYZrcHmIE7ZKG
23663gknfIkZmpMIivEutAcwAujKEjiOGeaAyt6SjBmKy
6ezrP9

hitp://
https://sites.google.com/view/familyfocusfederalcreditu
nion/team#h.ul12g2quiklioFamily

http://https://www.google.com/client_204?
&atyp=i&biw=1280&bih=869&ei=ZBfzYYOGE_SS9u8
P5fWQWA8

hitp://
https://Ih5.googleusercontent.com/Wd_wknVICrl7Guu
M4gtcie9snyzQVNZIz5S7a_zFU3iPIOIhAUSGOAT1d42
cO26VJH

http://https://csp.withgoogle.com/csp/cloudviewcross-
origin-resource-policy:cross-origincross-origin-opener

http://https://www.google.com/accounts/OAuthLogin?
issueuberauth=1

http:i/https://a.nel.cloudflare.com/report/v3?
s=5zFkm%2FnLrdTzQIMfulMVvjMaAOr5aMyswTowNI
Nz8CUMbXwy5qfC%2BF1

hitp://
https://lwww.google.com/images/branding/googlelogo/1
x/googlelogo_color_74x24dp.png

http://
https://sites.google.com/view/familyfocusfederalcreditu
nion/historyM

http://https://www.google.com/tools/feedback

http://https://github.com/google/closure-
library/wiki/goog.module:-an-ES6-module-like-
alternative-to-goog.p

http:ff
https://sites.google.com/view/familyfocusfederalcreditu
nion/history#h.a887fllea086W

http://www.ietf.org/id/draft-holmer-rmcat-transport-
wide-cc-extensions
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Source

History Provider Cache.2.dr

data_3.4.dr

data_3.4.dr

data_3.4.dr

Current Session.2.dr

mirroring_hangouts.js.2.dr

Network Action Predictor.2.dr

mirroring_hangouts.js.2.dr

data_2.4.dr

data_1.4.dr

data_3.4.dr

Favicons.2.dr

data_3.4.dr

data_1.4.dr

data_1.4.dr

Reporting and NEL.4.dr

data_1.4.dr

History.2.dr

data_1.4.dr

data_1.4.dr

data_3.4.dr

craw_window.js.2.dr

Reporting and NEL.4.dr

data_1.4.dr

Current Session.2.dr

feedback_script.js.2.dr

craw_window.js.2.dr, craw_background.js.2.dr

Favicons.2.dr

mirroring_hangouts.js.2.dr

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

* 0%, Virustotal, Browse
e Avira URL Cloud: safe

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

e Avira URL Cloud: safe

e URL Reputation: safe

Reputation

high

unknown

unknown

unknown

high

high

high
high

high

high

unknown

high

unknown

high

high

unknown

high

high

high

high

unknown

high

high

high

high

high
high

high

high
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https://www.virustotal.com/gui/url/95ada3ef0864880c485009fc0fef78f7ba4ea3bf679f54dc238b6591760d2d85/detection/u-95ada3ef0864880c485009fc0fef78f7ba4ea3bf679f54dc238b6591760d2d85-1631611938

Name

http://
https://sites.google.com/view/familyfocusfederalcreditu
nion/history#h.a887fllea086Z$

http:ff
https://sites.google.com/view/familyfocusfederalcreditu
nion/team#h.ul2qg2quiklio(Family

http:ff
https://payments.google.com/payments/v4/js/integrator
js

http://https://www.youtube-
nocookie.com/generate_204?yyp_HQ7;

http:ff
https://sites.google.com/view/familyfocusfederalcreditu
nion/team#h.mc9c3iu9koq0T

http://https://pki.goog/repository/0
http://https://csp.withgoogle.com/csp/gws-team
http:ff

https://sites.google.com/view/familyfocusfederalcreditu
nion/team#h.ul2q2quiklioT

http://https://www.google.com/favicon.ico
http://https://csp.withgoogle.com/csp/cloudview
http://https://www.google.com/images/dot2.gif
http://https://apis.google.com/
http://tools.ietf.org/html/rfc1950
http://www.google.com/Google/55

http://https://Ih5.googleusercontent.com
http:ff

https://sites.google.com/view/familyfocusfederalcreditu
nion/history

http://
https://sites.google.com/view/familyfocusfederalcreditu
nion/history#h.a887fllea086

http://https://csp.withgoogle.com/csp/report-
to/encsid_ATmXEA-ICoFJ9VXgvj-
MamPyZ8u8P8wifEU_jWhOoMT5PP7Ad4_5

http://
https://lh4.googleusercontent.com/MXrI3IRfodt8Nim2
WSoCFDXO0pNnpfitsw-
fNMptyaPzYiSWVN_Duz0kGg6hMylg_Yh

hitp://
https://sites.google.com/view/familyfocusfederalcreditu
nion/team#h.ul12¢2quiklio

http://https://feedback.googleusercontent.com
http://crl.pki.goog/gsr1/gsrl.crl0;

http://https://csp.withgoogle.com/csp/report-
to/botguard-scs

hitp://
https://sites.google.com/view/familyfocusfederalcreditu
nion/teamFamily

http://https://www.google.com/images/cleardot.gif

hitp://
https://www.google.com/policies/technologies/cookies/

http:i/https://csp.withgoogle.com/csp/gws/cdtlbfcache-
opt-in:unloadp3p:CP=

http:ifhttps://play.google.com

hitp://
https://policies.google.com/technologies/cookies2How

http://crls.pki.goog/gts1c3/moVDfISia2k.crlo

http://https://csp.withgoogle.com/csp/apps-
themesCross-Origin-Resource-Policy:

http://https://www.google.com/log?
format=json&hasfast=true

http://https://csp.withgoogle.com/csp/report-to/youtube

http://pki.goog/repo/certs/gts1c3.derOc

http:ff
https://Ih6.googleusercontent.com/9s6jsiXCfts8JvW8n
F65AICEZSXNKbA5Y XJII60L6v0o2SamYiMYOxFgoRPA
1dwzP5f
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Source

Current Session.2.dr

Current Session.2.dr

craw_window.js.2.dr, manifest.json.2.dr

data_1.4.dr

Favicons.2.dr

data_3.4.dr
data_3.4.dr

Favicons.2.dr

data_1.4.dr, Favicons.2.dr

data_3.4.dr

craw_window.js.2.dr

Network Action Predictor.2.dr
mirroring_hangouts.js.2.dr

History.2.dr
44cfde47-23ff-49fe-aa35-19697b9947b0.tmp.4.dr

Current Session.2.dr

Current Session.2.dr

Reporting and NEL.4.dr

data_1.4.dr

Current Session.2.dr

manifest.json3.2.dr
data_3.4.dr
data_3.4.dr

History.2.dr

craw_window.js.2.dr

Current Session.2.dr

data_3.4.dr

44cfde47-23ff-49fe-aa35-19697b9947b0.tmp.4.dr, 909

59df8-82ae-45e7-8e3b-35dc247353ab.tmp.4.dr

Current Session.2.dr

data_3.4.dr
data_2.4.dr

mirroring_hangouts.js.2.dr

data_3.4.dr
data_3.4.dr

data_1.4.dr

Malicious

false

false

false

false

false

false

false

false

false
false
false
false
false
false
false

false

false

false

false

false

false
false

false

false

false

false

false

false

false

false

false

false

false
false

false

Antivirus Detection

.

URL Reputation: safe

e Avira URL Cloud: safe

.

.

.

.

.

URL Reputation: safe

Avira URL Cloud: safe

URL Reputation: safe

URL Reputation: safe

Avira URL Cloud: safe

URL Reputation: safe

URL Reputation: safe

URL Reputation: safe

URL Reputation: safe

Reputation

high

high

high

high

high

unknown

unknown

high

high
unknown
high
high
high
high
high
high

high

unknown

high

high

high
unknown

unknown

high

high

high

unknown

high

high

unknown

unknown

high

unknown
unknown

high
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Name

http:/f
https://sites.google.com/view/familyfocusfederalcreditu
nion/historyFamily

http://https://www.youtube-
nocookie.com/s/player/8ad9c87a/www-embed-
player.vflset/www-embed-player.js

hitp://https://csp.withgoogle.com/csp/youtubecross-
origin-opener-policy-report-only:same-origin;

http://https://accounts.google.com/MergeSession

hitp:/fcrls.pki.goog/gts1c3/zdATtOEX_Fk.crl0

http:ff
https://sites.google.com/view/familyfocusfederalcreditu
nion/team#h.gfch9jlvi9zz(Family

hitp://https://meet.google.com

http://https://csp.withgoogle.com/csp/social-frontend-
mpm-access

hitp:// https://policies.google.com/
http://https://policies.google.com#
hitp://https://apis.google.com

http:// pki.goog/repo/certs/gts1c3.derOM

http:/f
https://sites.google.com/view/familyfocusfederalcreditu
nion/team#h.a4rji4pxvixrFamily

http://https://www.google.com/favicon.icoO

hitp:// https://www.google.com/intl/en-
US/chrome/blank.html

http://https://www.google.com/manifest?pwa=webhp

hitp:/f https://www.youtube-
nocookie.com/generate_204?yyp_HQ

World Map of Contacted IPs

[] No. of IPs < 25%
B 25% < No. of IPs < 50%
Bl 50% < No. of IPs < 75%
B 75% <No. of IPs

Public IPs
P Domain

192.229.233.123 cs549.wac.deltacdn.net

142.250.185.78 youtube-ui.l.google.com

52.44.125.193 protective-glistening-

people.glitch.me

142.250.185.206 google.com
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Source

History.2.dr

data_1.4.dr

data_3.4.dr

craw_window.js.2.dr
data_3.4.dr

Current Session.2.dr

mirroring_common.js.2.dr

data_3.4.dr

Network Action Predictor.2.dr, Current Session.2.dr
Current Session.2.dr

data_3.4.dr

data_3.4.dr

History.2.dr

Favicons.2.dr

craw_background.js.2.dr

data_1.4.dr

data_1.4.dr

Country Flag
United States =
United States =
United States =
United States =

Malicious

false

false

false

false
false

false

false

false

false
false
false
false

false

false

false

false

false

ASN

15133
15169
14618

15169

Antivirus Detection

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

ASN Name

EDGECASTUS
GOOGLEUS

AMAZON-AESUS

GOOGLEUS

Reputation

high

high

unknown

high
unknown

high

high

unknown

high
high
high
unknown

high

high
high

high
high

Malicious

false
false

false

false
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P Domain Country Flag ASN ASN Name Malicious

142.250.74.206 sites.google.com United States = 15169 GOOGLEUS false

52.84.174.111 cdn.glitch.me United States =] 16509 AMAZON-02US false

142.250.185.225 photos- United States = 15169 GOOGLEUS false
ugc.l.googleusercontent.c
om

142.250.186.110 plus.l.google.com United States £S5 15169 GOOGLEUS false

142.250.184.226 adservice.google.com United States £S5 15169 GOOGLEUS false

142.250.184.227 gstaticadssl.l.google.com  United States £S5 15169 GOOGLEUS false

172.217.16.141 accounts.google.com United States = 15169 GOOGLEUS false

142.250.185.65 googlehosted.l.googleuser United States =] 15169 GOOGLEUS false
content.com

172.217.16.142 policies.google.com United States £S5 15169 GOOGLEUS false

142.250.186.78 play.google.com United States £S5 15169 GOOGLEUS false

142.250.186.182 i.ytimg.com United States £S5 15169 GOOGLEUS false

74.125.140.156 stats.l.doubleclick.net United States =] 15169 GOOGLEUS false

188.114.96.7 cloud.webtype.com European Union 7] 13335 CLOUDFLARENETUS false

239.255.255.250 unknown Reserved 7] unknown unknown false

52.84.174.66 cdn.glitch.com United States £S5 16509 AMAZON-02US false

142.250.185.174 www-google- United States £S5 15169 GOOGLEUS false
analytics.l.google.com

142.250.186.164 www.google.com United States = 15169 GOOGLEUS false

Private

IP

192.168.2.1

127.0.0.1

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 561856

Start date: 27.01.2022

Start time: 23:04:20

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 5m 20s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: http://https://sites.google.com/view/familyfocusfederalcreditunion/home

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 14

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal64.phis.win@54/273@34/23
EGA Information: Failed

HDC Information: Failed

HCA Information: ® Successful, ratio: 100%

e Number of executed functions: 0
e Number of non-executed functions: 0
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Cookbook Comments:

Browse:
Browse:
Browse:
Browse:
2Fa.html
Browse:
Browse:
Browse:
Browse:
Browse:
Browse:
Browse:
Browse:
Browse:
Browse:
Browse:
Browse:
Browse:
Browse:

e o o o o o

© o o o o 0o o o 0o 0 0 o o o

Warnings

TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100

e o o o

Adjust boot time
Enable AMSI

https://sites.google.com/view/familyfocusfederalcreditunion/history
https://sites.google.com/view/familyfocusfederalcreditunion/team
https://sites.google.com/view/familyfocusfederalcreditunion/faq
https://www.google.com/url?q=https%3A%2F%2Fprotective-glistening-people.glitch.me%
&amp;sa=D&amp;sntz=1&amp;usg=AFQjCNE3AXCYZpM83juSh429VtiosyK-bUg
https://www.google.com/policies/technologies/cookies/
https://sites.google.com/view/familyfocusfederalcreditunion/team
https://sites.google.com/view/familyfocusfederalcreditunion/faq
https://sites.google.com/view/familyfocusfederalcreditunion/history#h.afyj9j9g00b0
https://sites.google.com/view/familyfocusfederalcreditunion/history#h.wz7mar23iqyu
https://sites.google.com/view/familyfocusfederalcreditunion/history#h.a887fllea086
https://www.google.com/policies/technologies/cookies/
https://sites.google.com/view/familyfocusfederalcreditunion/history
https://sites.google.com/view/familyfocusfederalcreditunion/faq
https://sites.google.com/view/familyfocusfederalcreditunion/team#h.a4rji4pxvixr
https://sites.google.com/view/familyfocusfederalcreditunion/team#h.mc9c3iu9koq0
https://sites.google.com/view/familyfocusfederalcreditunion/team#h.u12q2quiklio
https://sites.google.com/view/familyfocusfederalcreditunion/team#h.qfch9jlvi9zz
http://google.com/

Exclude process from analysis (whitelisted): MpCmdRun.exe, BackgroundTransferHost.exe, SgrmBroker.exe, backgroundTaskHost.exe, conhost.exe, svchost.exe

216.58.212.170, 216.58.212.131, 142.250.185.74, 20.54.7.98, 80.67.82.211, 80.67.82.235, 40.91.112.76, 40.112.88.60
e Excluded domains from analysis (whitelisted): r4---sn-4g5lznek.gvtl.com, ssl.gstatic.com, displaycatalog-rp-uswest.md.mp.microsoft.com.akadns.net, clientservices.googleapis.com, al

449.dscg2.akamai.net, wus2-dis playcatalogrp.frontdoor.bigcatalog.commerce.microsoft.com, arc.msn.com, consumerrp-displaycatalog-aks2eap-europe.md.mp.microsoft.com.akadns.net,

redirector.gvtl.com, update.googleapis.com, consumer-displaycatalogrp-aks2aks-uswest.md.mp.microsoft.com.akadns.net, displaycatalog.mp.microsoft.com, www.gstatic.com, img-prod-

cms-rt-microsoft-com.akamaized.net, www.google-analytics.com, fonts.googleapis.com, content-autofill.googleapis.com, fonts.gstatic.com, displaycatalog-rp-europ
e.md.mp.microsoft.com.akadns.net, ris-prod.trafficmanager.net, asf-ris-prod-neu.northeurope.cloudapp.azure.com, consumerrp-displaycatalog-aks2aks-euro

Excluded IPs from analysis (whitelisted): 142.250.185.238, 74.125.162.41, 34.104.35.123, 142.250.185.99, 142.250.184.202, 142.250.186.163, 142.250.186.42, 142.250.185.131,

pe.md.mp.microsoft.com.akadns.net, jnn-pa.googleapis.com, r4 .sn-4g5Iznek.gvtl.com, ris.api.iris.microsoft.com, edged|.me.gvtl.com, displaycatalog-rp.md.mp.microsoft.com.akadns.net

neu

* Not all processes where analyzed, report is missing behavior information

e Report size exceeded maximum capacity and may have missing n etwork information.
e Report size getting too big, too many NtCreateFile calls found.

e Report size getting too big, t oo many NtOpenFile calls found.

* Report size getting too big, t oo many NtQueryVolumelnformationFile calls found.

e Report size getting too big, too many NtSetIinformationFile calls found.

e Report size getting too big, t oo many NtWriteVirtualMemory calls found.
Simulations

Behavior and APIs

@ No simulations

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context
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Dropped Files

@ No context

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

451603

5.009711072558331

false

12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBIESBw4p6:NfOCzvRKhGvw]
A78AD14E77147E7DE3647E61964C0335
CECC3DD41F4CEA0192B24300C71E1911BD4FCE45
0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0OESI3FA

DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7ESE10648EA8321
101

false
low

BDic.... ....6..."..Z..49....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF |. AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS
.AF PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\user\AppData\Local\Google\Chrome\User Data\05be726d-6a47-42e2-8224-4bfelc4f2f76.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

198650

6.074099893184411

false

6144:119407dorBtGzg4KgkjcONaqgflluUOoSiuRL:InrtHG5Wijioo
F18DB4B1F68C5DBA2ECA645BCFB36F7C
584F883732C73D0OFF3EBD2BD2B428423539BE71C
A195DE50D9494E287C1D5E9E438EB7563975C54AD26D22B40CEDFF45A1B5D9C6
06282A2459F75D1916311E81D2E9608E2C3DE6GED13A6D697AA63B28B881AF851997353DADA4680E3ES0B56E99EE3F40FB5075AEDS554C8F7C11E9ESA7CT772E7L
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.64335351869835e+12,"network":1.64332112e+12,"ticks":136692792.0,"uncertainty":4202846.0}},"os_crypt":{"encrypted_
key":"RFBBUEKBAAAAOIyd3wEVORGMegDAT8KX6WEAAABLISWK194zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiw
g8iJkppNr2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAGILG1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BXiIFP4bdRYJjDXN4W2fxYqQj
2xfYeAnS1vCL4IXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGh5WCu+JEdxaxLLxaYPp4zeP"},"pass
word_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"displa

C:\Users\user\AppData\Local\Google\Chrome\User Data\1bd3dabd-6b1b-4a4b-8ef2-ddbd1575ffc7.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

95428

3.7443436582629968

false
384:x7zAEGVn+BelVIPOLNIrBVvEg3bouTHOLGvyr9ik2xryg+drZQm9xvxy4Q070GyYq:hWiFZGmOjYeD6cWAFLE Y KiokFQ
408C689555A6F3EAD7455E2483192C81
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SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

E805819E39CB45D075C77BB37FOBE3481206770D
66477ED225F057A8CBB837260A1D7215D1A248FD49ABD1C16A76134EFCOD7BB1

E3E7D77BBF5D6F18B7829A87DE317DAF973CCF7905A04811EE998B472117418E6D2E135733D75FCBD51640E5D2EEO3E72DE2E2CC0898A9B4D838526F90E6G69E
2

false

low

...C..\.P.R.0.G.RA~1\M..LC.R.0.S.~.1\.Offic.e.l.6\.G.R.O.0O.V.EEX..D.LL.PL.]..%.pr.o.gram.files.%.\m..cr.o.s.o.ft .officeloffic.e
..g.r.o.o.v.eex.dll..M.icros.o.ft .Offic.e. .2.0.1.6. M.i.cr.o.s.0.f.t. .O.n.e.D.riv.e. for. .B.us.in.es.s. .Exte.ns.io.ns...16..0.47.11.1.0
.C..\\P.R.0O.G.RA~1\M.I.C.R.O.S.~.1.\.0ffic.e.l.6.\.G.R.0.0.V.EEEX...D.L.L....M.i.cro.s.o.ft. .C.orp.or.atio.n..7R8.D..C..\.P.rog.ram. .Files\C.o
.m.m.o.n. .F.i.le.s\M.i.cro.s.o.ft .S.h.ared\O.F.FICE.1.6\ms.0shext.dl.@...U/..%.comm.o.np.ro.g.ramfiles.%.\m.ic.ro.s.oft .share.d\o.f
fic.e.l6.\...ms.os.hext.dll..M.icros.oft Offic.e.)..Micros.o.ft Office..Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1...D...C
.\P.ro.g.ram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\3f346c48-f02a-49ab-9c22-2b0acd9681b0.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SysEx File -

dropped

94708

3.744286089114064

false
384:B7zAEGVn+BelVtPOLNIrBVEg3bouTHOLGvyr9ik2xryq+drZQm9gxy4Q070GyYN9:RWIFZGmLjYeD6cWAfLEYKiokFI
F2F8F1F13B40A0404A3A36E5D54765C1

107A790CB86ABD66F1DC19AD4238044E4CE09654
3D72FF55AE1930AC9F688BC066DEB2416B54A1CD7CDD77BF1BCD779456462A15
74B27004792823F06DFCOEE39EAOF67FBI8BB5E397E8FBCFI1C85007A5A326E61F3CBESB7019702F074BD660DES57AD173859CB399C78BDE7CID83BF9927377
false

low

.q.
.1.6.\....g.ro.ov.eex..dll..Micros.oft .Office. .2.0.1.6..*.Micr.os.0oft .O.n.eDriv.e. for. Bus.ines.s. .Exte.ns.ions...16..0..4711.10
.0.0....*..C..\\P.R.0.G.R.A~1\M.I.C.R.0.S.~1\.0fficel.6\GR.O.0.V.EEX..D.LL....M.ic.r.o.s.0ft .C.orp.oratio.n..7R8D..C..\.P.ro.g.ram. .F.iles\C.o
.m.m.o.n. .F.ile.s\M..c.r.os.oft .S.hared\O.F.FICE.1.6.\ms.os.h.ext.dl.@...U/..%.comm.o.n.p.r.o.g.ramfiles.%.\m.ic.r.o.s.oft shared\o.f
ficel6\...msoshext.dll..Microso.ft Offic.e)..Micros.o.ft .Office. .Shell Extens.io.n. Handlers....16..0.426.6..10.0.1..D..C
2\P.ro.gram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\551bd7ed-5630-4483-b6f5-4b9a7c49e379.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

190176

6.045162000283149

false
3072:ndk+I20ee3L20VJIhynrpnbtpQVzg4d8gkwMcOYgFchXaflBOu1GOJImASiuRL:d9407dorBtGzg4KgkjcONaqgflluOoSi+
EA82979F7452FFD1B81140CB4C1E06F8

B99C2C31B8EB50B25B34D8720742441F95F56BE2
3F2B6B37CAE91AOF2EBF41C536B45COFABEASC8A94C06A5D850537C22A2820FB
1DAC3CCCE95875F4981D015192A2F584390C223B2A175031E5AE8F64360D61823D519794C3497DB1041EE1AB2CF586F1BFBD14D090D776C61BFCB45164A5A69
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.64335351869835e+12,"'network":1.64332112e+12,"ticks":136692792.0,"uncertainty":4202846.0}},"os_crypt":{"encrypted_
key":"RFBBUEKBAAAAOIyd3wEVORGMegDAT8KX6WEAAABLISWK194zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiw
g8iJkppNr2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAGILG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BXiFP4bdRYJDXN4W2fxYqQj
2xfYeAnS1vCL4IXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGh5WCu+JEdxaxLLxaYPp4zeP"},"pass
word_manager":{"os_password_blank":true,"os_password_last_changed":"13276832799534887"},"plugins":{"metadata":{"adobe-flash-player":{"displa

C:\Users\user\AppData\Local\Google\Chrome\User Data\625907d6-264a-4a8d-82cd-ae323dale420.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

198652

6.074099706158424

false

6144:qu9407dorBtGzg4KgkjcONaqgfllUOoSiuRL:q9rHG5Wjioo
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MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

061AFF063CD3C9D47154E5A68317C3FC

D632D9009DE4DC2C22EF2041B061C627CEAELFFA

8AF75714DC090A777A9111A0E5421920A33E8E4CA17ED45077850DA27D8C5CAB
E87121EAA6BDBBFC976E334493A5479DBE604A0536B6A4D0OBI908E7F122824181AE1780F3B73240924856840575F86CIE86FAODB77DOBE959C7C520E0A0527AC
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.64335351869835e+12,"network":1.64332112e+12,"ticks":136692792.0,"uncertainty":4202846.0}},"os_crypt":{"encrypted_
key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+isWixhoUVdUYrYiw
g8iJkppNr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAQjLg1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BXiFP4bdRY JjDXn4W2fxY qQj
2xfYeAnS1vCL4IXAsdfliw4oXIE4AR7I0AAAABIt36FqChftM9b7EtaPWwI8XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGbh5WCu+JEdxaxLLxaYPp4zeP"},"pass
word_manager":{"os_password_blank":true,"os_password_last_changed":"13276832799534887"},"plugins":{"metadata":{"adobe-flash-player":{"displa

C:\Users\user\AppData\Local\Google\Chrome\User Data\71b052e8-b7a1-445a-bcdc-d8eebadd6a94.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

190260

6.0453250125965035

false

3072:tdk+120ee3L20VJIhynrpnbtpQVzg4d8gkwMc0Y gFcbXaflBOu1GOJmAS3iuRL:79407dorBtGzg4KgkjcONagfllUOoSi+
3358F9DE3A83802EE76EC058BEBF8992

BFABEB8D4C1D0F59D2CBB7FDD3EAEFD450C063BA
DFD6A68A816012E61ABFE824626C95DFIC3FD02D01B554A0A864C195BC1E40D8

0CBD933FCB60710F580E4337EEDE33F3C143C633A964B371C804C2A8AD3EDOA2F57154D110B198B905F6D5E7F52308COFFE9ASD1693D8FB6991BA24A85960C¢
A

false
low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"int":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.64335351869835e+12,"network":1.64332112e+12,"ticks":136692792.0, "uncertainty":4202846.0}},"os_crypt":{"encrypted_
key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWK194zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+isWixhoUVdUYrYiw
g8iJkppNr2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLg1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BXiFP4bdRY JjDXn4W2fxY qQj
2xfYeAnS1vCL4JIXAsdfliw4oXIE4AR7I0AAAABIt36FqChftMIb7EtaPWI8XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGh5WCu+JEdxaxLLxaYPp4zeP"},"pass
word_manager":{"os_password_blank":true,"os_password_last_changed":"13276832799534887"},"plugins":{"metadata":{"adobe-flash-player":{"displa

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

40

3.254162526001658

false

3:FKXftOXE1n:+ftIE1Nn

BD4642AD6C750A12D912B20BCB92E14D
C549F0F48FDD4FBC62E51AC26D7E185160CE2123
AFD71FE78DFE203137C89C9FB0734358FF432F2BC83338112DC7B830F9B30F2C

04410D12EF327614C3AF1251C9906BFEB2977211A7F53CBB08A8C01F9465A382CD001E51AB936A0D196D359F1DECDDAEAFSE7D1DBD49CESFAFF91BF5C332B¢
CF

false
low

SAdPC....cooiiiiis s}....M..2.1.%

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\02000c01-74dd-47b8-a7fd-9cf7074d0dd8.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

19182

5.570074887267171

false
384:Z1KtZLIA5X01kXgKf/pUZNCgVLH2HfD+rUMHGxsDLv4g:qLIs01kXqKf/pUZNCgVLH2HfCrUAGxor
2E0116695F658FD314E1F3AE319D07DE
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SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

2D9ECAC6558400084AC29BBFAC1D44847709CE41
511D1EB8D40B8EF4D36820848181620E3F4F6CB13BF1DDOESDD8B4387E704764

335FE06055679ECFA8B5D5A7215A807B8BF6A29E2FF938D810D7B173817C94216ECFO8EC66B027E1C9B30AF93ECB686FABEBI6ES1F2006EF1DC00406C674E0L
C

false
low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287827116566021","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSoOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\08291b87-dab7-4043-89f1-9d798e562227.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5404

5.001324460637584

false

96:nWC03rL9pcKI40k0JCARAL83kQ1dbOTQVuwn:nWCcIpcR4AOCkQv
419AB56728428F4EAFD9178D316CED1E
60F12146ED85FD7A5416DBB5B14B12BA96590662
46DAB310D81A01720A39F81A76DCI9A5E00F9CB68FB5538936294BD8929166B5
F4991002432AF0A81893C8F7745AB62FE6D8B7D30A04E865858D603D92E8FF5ED20E595B298925F7C1BCIF601F25E5E89FC22E3CCCE95945F001F17325BBEOA/
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13287827117097539","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_instal "data_reduction":{"daily_original_length™:["0","0","0","0","0","0 ,"o","o","0","0","0","0","0","0","0","0","0","0" ‘0"
PROFR0 "0 "0" ","0","0","0","0","0","0","0" ',"0","7355378"],"daily_received_length™["0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\44cfde47-23ff-49fe-aa35-19697b9947b0.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4565

4.8963522854879

false
96:JDHazzLmrR87A06V1GJIZKvMT7zzGSgGpOGQI0gH:JDHazzLm187A06V10ZkMTHz9giOZI0U
EAB6581F1C17851B04772BDFDF99AC17

6190E49F1399BCCBBDC8274A893368FFC3596006
813A77F7D32722E48E72E2795D7AC38992572BF896AA2EFDEAE171D99DC801EA

3DC855E4155CEF5CE207F30FAA8928A31E71FF78CB15EBC24BCEGEEEF915735348E8510CAB1007623325479A720B2A5521B58C33F7844C14808F8A3C8D1A4DC
3

false
low

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://www.googleapis.com"
S"supports_spdy":true},{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"1329041911915
5660","port":443,"protocol_str:"quic"}],"isolation":[],"server":"https://accounts.google.com”,"supports_spdy":true} {"alternative_service":[{"advertised_versions":[50],"
expiration":"13290419119157451","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://redirector.gvtl.com"} {"alternative_service":[{"advertised_versions":[
50],"expiration":"13290419119472927","port":443,"protocol_str":"quic"},{"advertised_versions":[50],"expiration":"13290419119472930","port":443,"protocol_str":"quic"}],"is
olation":[],"server":"https://r4---sn-4g5lznek.gvtl.com"} {"alternative_service":[{"advertised_versions":[50],"expiration":"13290419120125727","port":

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\55acccee-6ac4-460f-ae01-783084 5dae7b.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

5377

4.99683169966657

false
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SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

96:NWC03GL9pcKIbok0JCARALB3kQ1obOTQVuwn:nWCI9pc04A0ckQQ

1A76280E76CF6674BE81E6B4BDE8S8753

7A88426D32528E8CBFA4ESEEF75F1A6EB2CD32A0

E1604C4D687324CDC51ED49F1BEFF7A5B1BC1CF4670C3637D0DF80B7EOBDI5CO
8786CB7E37424987108BCA3DA4C6FB3826DCF1E9D1547E7F0C4C2D6672F037414D227B94AA047BF4399F80195B07F56125AEBIA3934B743FC39D2CA068D11AF
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13287827117097539","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}}, "co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0 o","o","0","0","0","0","0","0","0","0","0","0"
,"o","o","o","o","0","0","0","0","0","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0", ',"0","7355378"],"daily_received_length™["0

0","0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\59b555c0-aade-4b26-8162-425eb6c4555f.tmp

Process:
File Type:
Category:

Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5190

4.985282810152613

false

96:nNWCA3GLIpcKIqok0ICKL83kQ1obOTQVuwn:nWCh9pcH4KckQQ
CE818E48B7F472B461E73A8FA6D54385
AF999F68417D59642DD4E67C829D4969F9FD451D
C39A374BC444869053E5266C17B8494314C4748D81D60698A3C4287EB84686E6C

B91DAB5A849E783E57F68FDFB87A473442D00CB05C84D84EDB37410F69F08DC3D2D979E41ADG9BIDEGS9A468AACDFO00EA496A84D00DBE12AED63470FCB33
21

false
low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13287827117097539","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length*:[*0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6317b9af-e6a7-45b4-a105-2410f218ef3e.tmp

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5411

4.99999362216064

false

96:nWCu3iL9pcKIIbok0IJCARALB3kQ1dbOTQVuwn:nWCx9pc64A0ckQv
3DFA211EEC45201494BE1F026B48468D
FCE5FDB6DDA4FC6A970F44A0B2C577BE0476726D
F2E0F82552338500554EBAE7CEOD263BB3FBOA3FDE84451722C3B752F11FB8FF
565DA35F63B5D3078992FDC1B00E802BAA92ECD15BFD047A66746AF9150DE077377893D49CEB59B6082D67680BE6D21653DDBA154A91F3D10B5972BC61338E~
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13287827117097539","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top": 10 "‘work_area_bottom":984,"work_area_| Iefl :0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at mstall" 21843, data reductio 0", ""0","0","0","0","0","0" "0","0","0" ‘0
7355378, da|ly received_length":["0","0","0' i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\652436cf-ce44-4340-b1bd-8c5cfdbd3d53.tmp

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

5376

4.996230055745196

false
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SSDEEP:
MD5:
SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

96:NWCK3GLIpcKILokOJCMRWLE3kQ10bOTQVuwn:nWC9pcA4MYckQQ
9E5E0539F00DD9993B5BBEGBAIESEAOF
0D4D8AIFFI9BEAF79C519BF760D91759CDBB85DA

AA5D20D3CA8DBE 1EOFOD2EA45D71233AC6E39F4514E65737561C842F10B39BBB

F5B4E27B4D3736E297E39334DB56F7C626F33473ABFB592A170B1FECA38EF65F8A3682DE42ABF59CCB117FACBB314FD5CC59D38443416BE777338A5581B300L
3

false
low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13287827117097539","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofi orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"o","o","0","0","0","0","0","0","0","0","0","0","0","0","0"," ","o0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0" "o","o","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7d1fc313-6fde-4914-b0ca-7c4935bcfale.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5376

4.996635834414407

false

96:nNWC03GLIpcKIBok0JC+RLLE3kQ1obOTQVuwn:nWCI9pecm4+ZckQQ
47E330AD677C8FDC0O7A5A47ADD8AD134
FACC5F2EF66C4F6F69A6DA4D490A85854E2A3E83
987489AB51E6C061CD878195CC97249DD1D1C16DAD1065C25825F5A2881E9649
5F0405BD1A60C9C6934EBDFIF8FBB0C6ABFESCBCI7B125ADBB2E3B456C8D52166E75624578FF742F44932A55B6BC0A43AC1F68FAA84063A404400725E5D3C43
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13287827117097539","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length*:[*0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\883c0718-fe86-43f2-9dcc-9ae4fd999744.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3:LiL

5058F1AF8388633F609CADB75A75DC9D
3A52CE780950D4D969792A2559CD519D7EE8BC727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F2
5F21

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\90959df8-82ae-45e7-8e3b-35dc247353ab.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4219

4.871684703914691

false
48:YXsJjMH+5s57YMHBKsvxMHVzspxMHbsIHt/soBDysKgnsllzMHpDCLsSWJIMHLSNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH
EDC4A4E22003A711AEF67FAED28DB603
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SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

977E551B9ED5F60D018C030BOB4AA2E33B954556

DD2C9F43F622F801FCC213CDESE3E90EF1D0D26665AE675449A94CEC7EB1D453
84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4ADFB01777D6A5F141623278C1BF74615C5A491092CE3FD160!
false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350

1454994" "port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com","supports_spdy":true},

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.2386165450743665

false
6:MchMwg2PWXp+N23iKKdKIRXXTZIFUtqVTchbZmwYVTchmLkwOWXp+N23iKKdK9Rn:MchMwva5Kk7XT2FUtuchb/Ocho5f5KKT
6D83A5C9410CC1A0C2CC2A7A51DF86D4

O0F515D8C85C2234845E834810C845573BA763492
023E267CD4F5B6E0819B0A7BF5A9A6096B70EB85D8A094A69B5223CD3753673E

471F5FBEE6DB9A3521CAA1CFFBBC76D39D6F47DESE9BF91B5BE3AO003A0EF343534CC435D327C1EB7FF8ELE2753258C745A31C3B0D28BA482D9BEAT798419B2
EB5

false
low

2022/01/27-23:05:21.993 1b14 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2022/
01/27-23:05:21.994 1b14 Recovering log #3.2022/01/27-23:05:21.995 1b14 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.2386165450743665

false
6:MchMwq2PWXp+N23iKKdK9RXXTZIFUtgVTchbZmwYVTchmLkwOWXp+N23iKKdK9Rn:MchMwva5Kk7XT2FUtuchb/Ocho5f5KKT
6D83A5C9410CC1A0C2CC2A7A51DF86D4

0F515D8C85C2234845E834810C845573BA763492
023E267CD4F5B6E0819B0A7BF5A9A6096B70EB85D8A094A69B5223CD3753673E

471F5FBEE6DB9A3521CAA1CFFBBC76D39D6F47DE9E9BFI1B5BE3AO003A0EF343534CC435D327C1EB7FF8ELE2753258C745A31C3B0D28BA482DI9BEAT798419B2
EB5

false
low

2022/01/27-23:05:21.993 1b14 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2022/
01/27-23:05:21.994 1b14 Recovering log #3.2022/01/27-23:05:21.995 1b14 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

318

5.238926775318562

false
6:MchsHZq2PWXp+N23iKKdKyDZIFUtqVTch1ZmwYVTch6HEkwOWXp+N23iKKdKyJLJ:Mchs5va5Kk02FUtuch1/0ch6HESf5Kky
0962BDDD8DEB43062E0C8F1E7017BFFC

27E58C3A84BD7015A2AAACDD6A81DB8F8121A046
687296F05C3C9F304B18BB660DA38B6C529B65411737151867DABE9F4CF5F925
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SHA-512:

Malicious:
Reputation:

Preview:

1C8B1382631B86677937B545E05853A1F2D31FE36E1FC69239EB15D73F3010DDFD7782756ABOEBE25B7221C76BB39912C6A0BF5AA727F2DF21E1494DCC6AFB7
A

false
low

2022/01/27-23:05:21.981 1b14 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2022/01/27-23
:05:21.985 1b14 Recovering log #3.2022/01/27-23:05:21.987 1b14 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG.old (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

318

5.238926775318562

false
6:MchsHZq2PWXp+N23iKKdKyDZIFUtqVTch1ZmwYVTch6HEkwOWXp+N23iKKdKyJLJ:Mchs5va5Kk02FUtuch1/0ch6HESf5Kky
0962BDDD8DEB43062E0C8F1E7017BFFC

27E58C3A84BD7015A2AAACDD6A81DB8F8121A046
687296F05C3C9F304B18BB660DA38B6C529B65411737151867DABE9F4ACF5F925

1C8B1382631B86677937B545E05853A1F2D31FE36E1FC69239EB15D73F3010DDFD7782756ABOEBE25B7221C76BB39912C6A0BF5AA727F2DF21E1494DCC6AFBY
A

false
low

2022/01/27-23:05:21.981 1b14 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2022/01/27-23
:05:21.985 1b14 Recovering log #3.2022/01/27-23:05:21.987 1b14 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

45056

0.6057124397922641

false
48:43B6vik9dupmMJIv45menFLwUgk4yXxoTFKOEj9c6/wIRj1u7w5950X6Hfpb:009MmFNFLI4yBoT40t6l1K5Xkfp
6B27CA651926AB2CF277BCAOFBBES2FE

5B764660254CD9BB337084047E3F820BD7447DF7
D338894E428B69D04D77E094365206A5AE0316D87AAE841C1D8976E67B1566C1
E39A2BC8C82D7889E1FCFIC3069866129830FF861D085845C93DBA648D333F7F988B9B885CB82DADE1DCAE7B5EOE88009D5CE204D82A6564596593F7D4D85C!

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

270336

0.8640502767469441

false
384:5/VKAB3RPWL7B5sI11J5V0q9PI35Aaws7xIJMF5YkgdNpa:J4ABhPy7bsl|11J5V50YgT1kYNpa
17677DC73A7DCEABAG5A5F38F67556E0
4F14546BA3034F8CODC7CF9E1DEFB9985032FF20
F2583BF506F7CEF4FE9EAA3F572689897B3870F77491AD088D07555009F17267
06C33E5C9A3700DA8160CAABD5D2670AA4F2A7208B7C7C10974815EBDOBECD50CE8850B63BA6655E446601DA364A47130AB7B9796748B2AD67615877F4D9695
false

low
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Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_2

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 1056768

Entropy (8bit):  1.0546490746334711

Encrypted: false

SSDEEP: 1536:C9255MT/Bf6UBITEStotévD7aJcRNxsy:C9255MT/Bf6ndEStot6vXauRUy

MDS5: 2E933CF0045AC174C0D6241A3BFACE4B

SHAL: 20EDE389B7516BD00912762A6DD0829674CBBAA9

SHA-256: DEFE2665AB5094FEOF178424088124E5BFD693EBFIBD55B348718F1EO0AESD562

SHA-512: 86B1C086E4B1D1196423E8A4F7C03EA270602DFD44F3D18F750CF299360F0191AEF443E4D9D5A661827ABC473B6B67A34FE043F7054649DAF2E16E03C390C8C!
Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_3

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 4202496

Entropy (8bit):  1.8302089807951818

Encrypted: false

SSDEEP: 6144:iA1UDzgG3ghW6vFMpuJhSIsm371Cy6V+4U6rBOLDhDJIDhDKTZ00XsDkKj5PNvnnT:d526vFMJIRHrgFIbWN

MD5: 78E460441E802EDE75C3C7DDCB42885E

SHA1L: 8AAA93B3A3BBA737930F4268F5B77763B85264C0

SHA-256: D2CBA1171102FB47D4A38131B6AE37E0539911DC8B476658ED8F622EB4C26641

SHA-512: 45E6A9459E2111061556459E87BACB5EBA3CA2E16282A8D61547BDOF63F47B0004CC4BA1A49236C34D5DCCBCES515AC6A0BCID3EED60A2AC28CEOBBA7EOCAS
EDO

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: dropped

Size (bytes): 20480

Entropy (8bit):  1.1842046278744272

Encrypted: false

SSDEEP: 48:TZLLOpEOS5J/Kn7ULluBmlixxeJTHan6rUK54Vinb:tNw4mIxSLan64K6Vi

MD5: E5E19023BE17DE5FFB5730F8CCCDEDF5

SHAL: AD45A9161D7E41F99B4FDAACDEF65FC027C9C372

SHA-256: B87C42E373044F1FA0F8CA6F60ECO6EOE84F815BACFFBF0198B65D27B6C432A1

SHA-512: 541DBF044C394FDDC3BB035403C6B64EBEC50E744F26DD40D9FFDOCE3B24776AAFE86F2DA214880F9CF40CB1A5A8A120884A08E4D83E8210A1831195C294CE
2A

Malicious: false

Reputation: low

Preview: SQLite format 3......@ ...veoeiiieiee e (CR— Lo R TSP U TSROSO P PP UPRPRPPPN
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Session

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 32492

Entropy (8bit):  3.7516566216567147

Encrypted: false

SSDEEP: 384:gjS8aBDoMeukZ058t8M8ht8R+98c+8tdmKSwbRQaj:g+DBDoFukZ483yrj+WmxwbRQaj

MDS5: B6986ED431CAD575DED10DC64FBI634E

SHAL: D1D53A08AE4F9F5DD8EE35122B8673F29EA703AC

SHA-256: 42151A5610A52EBCE6169FBF52AD4CD3253DF2B7A0370A4992BF121B8EDBAAD3

SHA-512: 22532E884FE638336AAA88AFD0422164B3DB259A3D0E9D10251A280C0E8515437EE69791CD80B6DIC124CF486E31B844860732F5B89F1FFDFE66B5E45B06EAOE

Malicious: false

Reputation: low

Preview:  SNSS.... s ST ORISR S S— $...76e30232_53fa_4053_81d8_1bf63aaleee?...................... AN

&..{AE32626E-B2F7-4664-89C4- ZBZCZDBGOQOS} ....................................... @...https://sites.google.com/view/familyfocusfederalcreditu

nion/homel...F.a.m.i.ly. Focus .F.ederal .Cred.it .U.nio.n..L.h .. ocho PO o I8 h

....@...h.ttp.s...//s.ites..g.0.0.0.le. comIV|eW/fam|nyocusfederalcred|tun|0n/home ......
".PHO".url"@https://sites.google.com/view/familyfocusfederalcreditunion/home".Jf_{............. 8....... 0. B

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Tabs

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 8

Entropy (8bit):  1.8112781244591325

Encrypted: false

SSDEEP: 3:3Dtn:3h

MD5: 0686D6159557E1162D04C44240103333

SHA1L: 053E9DB58E20A67D1E158E407094359BF61D0639

SHA-256: 3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB

SHA-512: 884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8ADICD10741A5604B7A0F979465C4171AD9C14ED56359A4508B4DES8E794550599AAA261120976C
Malicious: false

Reputation: low

Preview: SNSS....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 316

Entropy (8bit):  3.551399022671826

Encrypted: false

SSDEEP: 6:qTCTCTCTCTCTCTCTCTCT5z/t2qoEwhXeLK:gWWWWWWWWWhbopXeLK

MD5: BB9B527949692288040DE3359E5585B7

SHAL: ED8DE5SC271F6CE7FB8AC8D336D55E0A41A5A4F3E

SHA-256: 5E5BBBE23C2EBAOC5A26A464E1533E5E66A45689C03E743B27665F83DAEFDALS

SHA-512: FF194C05BC1D2A7F224971A93A989D26019F6BC77B1ECD2D3C01650A0FCOA5E2436CB175371A6EBB3262E95A87D4A89D3D465A8236CDA4C8FEO09F82B7EEAGQ
B

Malicious: false

Reputation: low

Preview: F5 F5u f5u [HBho0000000000000 [HBo00000000000000 F5u f.5 Sgdaefkejpgkiemlaofp

almlakkmbjdnl.declarative_rules.declarativeContent.onPageChanged.[]..F..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 320
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Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

5.23973341663899

false

6:McwP+Q+g2PWXp+N23iKKdK8aPrglFUtqVTcwocgZmwYVTcwocQVKkwOWXp+N23iKG:Mcw2Vva5KKL3FUtucwocg/Ocwocl5f5G
9AC6EAEFEEB61BF0002A13C2D4AB6CD6

0B9CD10B2C3D4CBC3E49F6A68ECFC486094F309D

E2D37716455E51EBB5BF19E8926FC2F5DAE91A8DADOE7BDBD02784F0B9215AC5
42265E978224BAA2AC599B6C86597D98673D1E0AF64A69082BEB64DF2241D5AE680C52A48B8E23EDAGLECF22FF339E28B4717806834205D8CAD0207E15D65D3
false

low

2022/01/27-23:05:17.138 1b38 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2022/01/27-2
3:05:17.140 1b38 Recovering log #3.2022/01/27-23:05:17.140 1b38 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
Rules/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

320

5.23973341663899

false
6:McwP+Q+q2PWXp+N23iKKdK8aPrqlFUtqVTcwocgZmwYVTewocQVkwOWXp+N23iKG:Mcew2Vva5KKL3FUtucwocg/Ocwocl5f5G
9AC6EAEFEEB61BF0002A13C2D4AB6CD6

0B9CD10B2C3D4CBC3E49F6A68ECFC486094F309D
E2D37716455E51EBB5BF19E8926FC2F5DAE91A8D4DOE7BDBD02784F0B9215AC5
42265E978224BAA2AC599B6C86597D98673D1E0AF64A69082BEB64DF2241D5AE680C52A48B8E23EDAGLECF22FF339E28B4717806834205D8CAD0207E15D65D3
false

low

2022/01/27-23:05:17.138 1b38 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2022/01/27-2
3:05:17.140 1b38 Recovering log #3.2022/01/27-23:05:17.140 1b38 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
Rules/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1425

1.8784775129881184

false
12:qWWWWWWWWWWwWWwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwWWWWWWWW7:
763F7DCO0C355624843438D92927ACD06

E6DF45862B8D4F2DD538BEAD4A0288EACAB3AEDG
B2394571D88A272B80731B23A88DB6D0490A241D4A0958C2C468C42ECF6ESDC1

58A9E61B4E6304AA2030B0335B93EA0522F68C528AE34E3101E566CF9453CDB767CCB005A003BCD3D0248B6836BE37752692AEFO0C443DC416E91D26BF8FC86€
A

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

320

5.251523716409892

false

6:Mcak+WM+q2PWXp+N23iKKdK8NIFUtqVTc6ld1ZmwY VTc+olWMVkwOWXp+N23iKKb:Mcf+L+va5KkpFUtuc6lv/Oc+olLV5f5¢
E14E8E880E716D521C804241A56E0FF8

BCBBD7EOF38CFEA85F4B8C8BF50DB84355182DC1
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SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

E6961E9AEE970763A8A7499BAEDB89C2BEE35590A58B41B2204E4749619A3862

6ABEF9642E38AD9864088BF6554A78B0998183D9DC022AAF7375E042D2105B0E6676C8C5937EDEFEAD17BD85E36F84E4CC2D05A8B62C44C678C2240AFBF1ES
Al

false
low

2022/01/27-23:05:18.749 1bac Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2022/01/27-2
3:05:18.751 1bac Recovering log #3.2022/01/27-23:05:18.755 1bac Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
State/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG.oldc (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

320

5.251523716409892

false

6:Mcak+WM+q2PWXp+N23iKKdK8NIFUtqVTc6ld1ZmwY VTc+olWMVkwOWXp+N23iKKb:Mcf+L+va5KkpFUtuc6lv/Oc+olLV5f5¢
E14E8E880E716D521C804241A56E0FF8

BCBBD7EOF38CFEA85F4B8C8BF50DB84355182DC1
E6961E9AEE970763A8A7499BAEDB89C2BEE35590A58B41B2204E4749619A3862

6ABEF9642E38AD9864088BF6554A78B0998183D9DC022AAF7375E042D2105B0E6676C8C5937EDEFEAD17BD85E36F84E4CC2D05A8B62C44C678C2240AFBF1ES
Al

false
low

2022/01/27-23:05:18.749 1bac Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2022/01/27-2
3:05:18.751 1bac Recovering log #3.2022/01/27-23:05:18.755 1bac Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
State/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput

ed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

11217

6.069602775336632

false

192:GbylInITWGB7V9Hne4qasKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT
90F880064A42B29CCFF51FE5425BF1A3
6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF
965203D541E442C107DBC6D5B395168123D0397559774BEAE4ESBOABC44EF268
D9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DAOES9A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F
false

low

{"file_hashes":[{"block_hashes":["A+1PYW3V6CJIbBuQ7aqrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKYTHjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","jDctR8IMG5KZ
rQKm4kDjUB7FokSJfjo/pmvFowRVlaY=","LPxhhJiuUO0lprt0T6flpS7TkaDg7MocrbmzO65xHERI=","nZ9zLb2By96 AKKXALRM+COEu11XUjPIMXEK|iCPdtHE=","w
ifibc1QfMBN2jrtUtLgsCefvuceTpAatmLvull1RIA=","dHjWISIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JgEgA=","zd3DV7dbvfNvx1hdhUO01fW5ily52DLNOCFL/ADaEeTI=","
DpjXcO85FFFY9KJIFPKGNfFUdQIOSGwOS5jUckiUwY 14=","gqid6l1+mk/6yWgUECROofI9IMipXgXh2jEN2+CxmPEO=","prDB91X2Mmfg/M/txVMITWBmMEGbOGjqBTP7C
MjYqdHs=","yLPAqV4gqoyS/zFKEt3Cn2j0q2v9QOSthVFWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO11Jdn/UtbnAmg6TO=","+0Oc6ca+ChKUpTu+0a2ZRXRE+
WG3QJIMuYWEVYCs40NI=","3mBGNAIRITANEQkqzU3TEi+5wJOubR5uwtS4/900M7w=","1A9NNawxuhu95H5e Thvf1rewJ4QQWhhPNxJXO1C/n68=","E3vW
LQxzmj+e5QxYbUscllJ5n0ITpw5IBHV1Kph3/KM=","i318ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtuOhGYrHn3lIsMHqBbi70gklJEE=","rhl
zZUEvw2KRAFMms896xFWkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\_metadata\c

omputed_hashes.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

23474

6.059847580419268

false
384:7dNc1NC6lcafusK4H1IIGRINKIKIALQWdynQh2RX4K6M1tVztzr7XSNyzH:7dOscSRKc1nGRSKIhEwWEM1tf7SNyb
6AE2135EA4583C2F06CDEBEA4AE7OFA4
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SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

DCEB26C7F02D53B5F214305F4C75B4A33A79CDC2

03AA1944CB3C4F39E20B6361571BC45DFBEBD3FFDA3D8F148CC6ECB29958F903
B5945E67D9F73DD1982D687E5C6D9B5D6B3886C8050363A259755C76ACOF93651F3425FA7C21AA6A13977AC1C8C9322F998F131648CB8909096058D4F0D23312
false

low

{"file_hashes":[{"block_hashes":['DOZdV3jFvk12AM2INDYK03KZrIVRprmJ+sVGWkqqE4Q=","rVEIW3Hu3T52SzDDUqGT5YiJTBGUVvZ2h3pNuBKFIhZ1U=","X/
3fg4KZxgQ1jBr5QGqOF5InflgE27UErd88mrxTexs=","VibLbpy0ig+5INMOU71fTYN76iaka2XVpmm1gAKYsX8=","EChCwCbQHbHQ70DdGT2gNyiRJ0yck2YC2emNGq
AwhtE="],"block_size":4096,"path":"_locales/iw/messages.json"},{"block_hashes":["xklkoZ7iSU1+7cd6DAtEmUCS5IPFd+EgcbnzxkOiFwlk=","3KbsvoxKY/3AwqgF2aAdVQ
RpMhsNVRkQ3rx2A6Z2Z+Y=","09+tsohquaCMj+70zeinRG/hBhA2uLoDI/WoC1luokME=","xV/K8xucyWJELVT8Cqn+ugFjobBVmg8pnmACF+2PP4Y=","p/mvIm2wuCl
32Rx3it654MIjKAsMe3S9IDEabc1A8ME=","{8mPrTh500sBTj2Fer78JE6xG6+kR64Cvu2SWa8d3j/k=","ngSRpGQ3USU2bZIsZ+AzBmFOyann8omwJrhEWFZDTXc=","
eTcQyJUuNuF9yCga/fXGyFCj/pysSceanhBzksdx23s=","Wj7fagnspelXKMvnduxHn1XUBG8TEOqyns7/oUihekM=","ViBwXoadI3EP336rAiL33Gz19KGqtN+RYdKn
MKAXoLw=","iDgLXQqXJp8nCZxgLuC9LXM45DGfufvGnXvmHsn18wc=","g+RfdDfrWTUKOPkcsbot7NJ4SCOwWVRV/dVVMuUHALE}8=","20C4HcCuXu3VjFféwnKlznt9u
gQNaebcuWpm/mwj69U=","aMUIpuFgPMiieSaWhlktCK62v2P30ZQAWupWsYzCnvk=","L

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Favicons

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

28672

2.943026364276458

false
96:VBCyHzgPuuoKwnTkuuoKwlelS9nsH4/AztcHelS9nsH4/Aztc:j]NsPPo1TkPo1AsHXzCvsHXzC
CCF3A07A8F9EC37403CC0784A76DE060
2D252D10ABC67C386818C1A436E499ACBDA51668
B8E9DEA33B75CE64E8252112C22E806C3DDF6557F2F2EFDC331F9985FEF489BD

918793EF35AAF1A54CB46F6EG9801FDABF09C454491B8E42B7F29445220DAC3CAA25513DFBBD5FA523BA6811F330380635B1FC7B928800DB5B9D14B3048FB81
F

false
low

SQLite format 3.

....S...;+...indexfavicon_bitmaps_icon_idfavico

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

38

1.8784775129881184

false

3:FOXIXNQXIX:qTCT

51A2CBB807F5085530DEC18E45CB8569
7AD88CD3DE5844C7FC269C4500228A630016AB5B
1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC
B643A8FA75EDA90C89ABI8F79D4D022BB81F1F62F50ED4ES5440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DI
false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

372

5.229522998861916

false
6:MchSkN+q2PWXp+N23iKKdK25+Xgx8chl+IFUtqVTchVmWZmwYVTchVNVkwOWXp+D:Mchh+va5KkTXfchI3FUtuchn/OchHV5M
9B2804E166AC1A16D328443FA6532DAA

B2BF1332E320FD826F7A10BCA7F5D3AB6B40889D
411E3656E37C46527A5964687771368C4478B1DEB40DD821C2C8D802E3BBDACF
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SHA-512: 45A58AD9EB27837B986D29084A4D4DA1EFOD426FA4542E36C5E7140946A3BB430A9AEF4AS50FBOBBCOSAELF519CFA727BEA91B570AC56DE6DACCEA7C42106

32E
Malicious: false
Reputation: low
Preview: 2022/01/27-23:05:21.905 1b0c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA

NIFEST-000001.2022/01/27-23:05:21.907 1b0c Recovering log #3.2022/01/27-23:05:21.907 1b0c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit):  5.229522998861916

Encrypted: false

SSDEEP: 6:MchSkN+g2PWXp+N23iKKdK25+Xgx8chl+IFUtqVTchVmWZmwYVTchVNVkwOWXp+D:Mchh+va5KkTXfchI3FUtuchn/0chHV5M

MD5: 9B2804E166AC1A16D328443FA6532DAA

SHA1L: B2BF1332E320FD826F7A10BCA7F5D3AB6B40889D

SHA-256: 411E3656E37C46527A5964687771368C4478B1DEB40DD821C2C8D802E3BBDACK

SHA-512: 45A58ADIEB27837B986D29084A4D4DA1EFO0D426FA4542E36C5E7140946A3BB430A9AEF4A550FBOBBCOBAELF519CFA727BEA91B570AC56DE6DACCEA7C42106
32E

Malicious: false

Reputation: low

Preview: 2022/01/27-23:05:21.905 1b0c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA

NIFEST-000001.2022/01/27-23:05:21.907 1b0c Recovering log #3.2022/01/27-23:05:21.907 1b0c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 358

Entropy (8bit): 5.182039821778997

Encrypted: false

SSDEEP: 6:MchN+q2PWXp+N23iKKdK25+XuolFUtqVTchecmWZmwYVTcheNVkwOWXp+N23iKKdQ:MchN+va5KKkTXYFUtuchcZ/0chcNV5f5X

MD5: 1A6262A61DCF189FFC2401C7E42E80CB

SHA1L: 61438936081A266123647A126052616E91444F2C

SHA-256: FAEB3A9918A94261D4D02497A9AFD6A47134C633D351165D52F501B2A6676504

SHA-512: 5E769698F2CDFBA2135F424DA4AE28CF2FE3EA4978984B419C85CD2F77E56EC8BES2BOSEBICD7381CB90F3747D5A765FF1B015BCO1FF4306C9A77DECASD1C
DC

Malicious: false

Reputation: low

Preview: 2022/01/27-23:05:21.901 1b0c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-

000001.2022/01/27-23:05:21.902 1b0c Recovering log #3.2022/01/27-23:05:21.902 1b0c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data
\Default\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 358

Entropy (8bit):  5.182039821778997

Encrypted: false

SSDEEP: 6:MchN+g2PWXp+N23iKKdK25+XuolFUtqVTchemWZmwYVTchecNVkwOWXp+N23iKKdQ:MchN+va5KkTXYFUtuchcZ/0cheNV5f5X

MD5: 1A6262A61DCF189FFC2401C7E42E80CB

SHAL: 61438936081A266123647A126052616E91444F2C

SHA-256: FAEB3A9918A94261D4D02497A9AFD6A47134C633D351165D52F501B2A6676504

SHA-512: 5E769698F2CDFBA2135F424DA4AE28CF2FE3EA4978984B419C85CD2F77E56EC8BES2B0SEBICD7381CB90F3747D5A765FF1B015BCO1FF4306C9A77DECASD1C
DC

Malicious: false

Reputation: low
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Preview:

2022/01/27-23:05:21.901 1b0c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-
000001.2022/01/27-23:05:21.902 1b0c Recovering log #3.2022/01/27-23:05:21.902 1b0c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data
\Default\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

330

5.234287978695284

false
6:Mch6hN+q2PWXp+N23iKKdKWT5g1ldqIFUtqVTcheFWZmwYVTch2b3VkwOWXp+N2z:Mch6b+va5Kkg5gSRFUtucheY/0ch2b37
2926C5F98BF2CF54C5758F885AE4ADAD

1D770B62B2B801A66654AF60184CDCE41906C9F5
FDBF919A17CC3A33E8BC7AE01BC87B31FA754105203F7CE9D38A132E2AA29AB5

2CFF8C6552E500E45D3D70FDBA9BC6B336F3C508AES9BAS8BE3B86C89C897EBIDIEBIASD30F8DIEES2534D012A468B2B61ECAF667157519ECAOAOE4B14C2F
9A8

false
low

2022/01/27-23:05:21.825 1b0c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption/MANIFEST-000001.2022/01
/27-23:05:21.828 1b0c Recovering log #3.2022/01/27-23:05:21.829 1b0c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM S
tore\Encryption/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

330

5.234287978695284

false
6:Mch6hN+q2PWXp+N23iKKdKWT5g11dqIFUtqVTcheFWZmwYVTch2b3VkwOWXp+N2z:Mch6b+va5Kkg5gSRFUtucheY/0ch2b37
2926C5F98BF2CF54C5758F885AE4ADAD

1D770B62B2B801A66654AF60184CDCE41906C9F5
FDBF919A17CC3A33E8BC7AE01BC87B31FA754105203F7CE9D38A132E2AA29AB5

2CFF8C6552E500E45D3D70FDBA9BC6B336F3C508AES9BAS8BE3B86C89C897EBIDIEBIASD30F8DIEEB2534D012A468B2B61ECAF667157519ECAOAOE4B14C2F
9A8

false
low

2022/01/27-23:05:21.825 1b0c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption/MANIFEST-000001.2022/01
/27-23:05:21.828 1b0c Recovering log #3.2022/01/27-23:05:21.829 1b0c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM S
tore\Encryption/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

118784

0.9690532450044107

false
192:IN6wgJjWoPDtc6ad7bxR2G+bDo3irhnydVj3XBBE3ug:IK2bmxU3iVy/BBE3ug
B265E501525005A0C5E424ECES76456A
6CF6EDA463651217CAA4F644A2C8CDACA5BA4347
3BE2D6002DB325AA71FF06959A81A7FE0213C37F63A338908EDAB01E84026681

85D8C916B02B710FBE9COC5ECF53426C13F16F544148BC6C19ED870354F13FEAAESBSF1EB222008CB50516AAFFBCOBA408D3B2A6846EB4A376B9B920F92378(
A

false

low

SQLite format 3......@ ...veeeeiieee e (Gna000000000000000000300030ACEATAEAAANAENAAEAAAAAAAAAAICANAAAACAACANAAAAOACANACACOAAANACACNAANACACOAANACACOAANACCACOAA0ACCACOAA0ACCAC03A00T
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 812

Entropy (8bit):  5.375577138769878

Encrypted: false

SSDEEP: 24:U70QuetQ4WQitaz+XmlY78BJgskfa9yBDUTP3EQdHSDHFbeM:U7KevlKaimOUMtyDFbh

MD5: B6BODD290A361B911BA7209BB6C778AE

SHAL: 183268461873F881869440D95F1A348C24BBAD97

SHA-256: 5CFFF0433CF89EBC298EE8A76089976D39C16BCA814E0EA38512016A1071312A

SHA-512: 4FDEE6705B64CDB7F9B5F46551224E77DAB431FEAF180EE684B7667B574E3CFAE2CD4038F629C87F7EDDF6C601204CAF8D3FALB9290FC116BAEF17545E4CES
OE

Malicious: false

Reputation: low

Preview:

ralcred
.m.. ba ..p V. Weeiine
https://sites.google.com/view/familyfocusfederalcreditunion/home2!Family Focus Federal Credit Union

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Last Sessiona} (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 32492

Entropy (8bit):  3.7516566216567147

Encrypted: false

SSDEEP: 384:gjS8aBDoMeukZ058t8M8ht8R+98c+8tdmKSwbRQaj:g+DBDoFukZ483yrj+WmxwbRQaj

MD5: B6986ED431CAD575DED10DC64FB9634E

SHA1L: D1D53A08AE4F9F5DDBEE35122B8673F29EA703AC

SHA-256: 42151A5610A52EBCE6169FBF52AD4CD3253DF2B7A0370A4992BF121B8EDBAAD3

SHA-512: 22532E884FE6G38336AAA88AFD0422164B3DB259A3D0EYD10251A280C0E8515437EE69791CD80B6DIC124CF486E31B844860732F5B89F 1FFDFEG6B5E45B06EAQE
Malicious: false

Reputation: low

Preview: SNSS...oiiii e e EPU— $...76e30232_53fa_4053_81d8_1bf63aal3eee?...................... AR

@...https://sites.google.com/view/familyfocusfederalcreditu

....................................... 5..0.......&..{AE326 26 E-B2F7-4664-89C4-2B2C2DB60905}..
nion/homel...F.am.i.ly. .F.o.c.us. .Federal .Cred.it Union.l. h... ...

".PHO".url"@https://sites.google.com/view/familyfocusfederalcreditunion/home".Jf_{............. 8....... 0....... B

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Last Tabsn (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 8

Entropy (8bit):  1.8112781244591325

Encrypted: false

SSDEEP: 3:3Dtn:3h

MD5: 0686D6159557E1162D04C44240103333

SHAL: 053E9DB58E20A67D1E158E407094359BF61D0639

SHA-256: 3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB

SHA-512: 884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8ADICD10741A5604B7A0F979465C4171AD9C14ED56359A4508B4DES8E794550599AAA261120976C
Malicious: false

Reputation: low

Preview: SNSST

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
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Size (bytes): 5740

Entropy (8bit):  5.477483230266204

Encrypted: false

SSDEEP: 96:d221XgVdb4zDpbQ5fgGerSO0VSC2QHgQKgMcf:olXgdczDpESfgnwKHgQfMcf

MDS5: CODDC072286248DB8F019BF5CDB4F555

SHAL: D96C61E6691EDSAA79CIBB6178AADSEOBE9228CC

SHA-256: 4B6726AF2711BFEE61DFAF4894CFB4985873C5CBD4F583D3BBFE12BDEDBAS6CA

SHA-512: F2B6F137DE670DD01702C79DF3D23C43E301A6122F4693964A32D2F7FFOFFAEE2DI8EOA8F32A64982CA907488CF935B51A1D70B2171D76A7EABASESD7F228A8
Malicious: false

Reputation: low

Preview: cocPhosonoconoassoos VERSION.1.8META:chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm.............. Q_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.

persistent.CloudProvider7.{"cloudEnabled":false,"notifiedHangoutsPrivacy":false}.S_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.persistent.|dentitySe
rvice6.{"signedIn":false,"userEmail":null,"kioskAuth":false}.Y_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.HangoutSinkDiscoveryService;.{"cache
"{"sinks":{},"g":{},"h":null},"manualHangouts":{}}.a_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.ldGenerator.cast.RequestldGenerator..82699200
0.H_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.LogManager...["[2020-09-30 07:58:17.19][INFO][mr.Init] MR instance ID: eed8a5c4-c410-41ec-
8296-fe0906655421\n","[2020-09-30 07:58:17.20][INFO][mr.Init] Native Cast MRP is disabled.\n","[2020-09-30 07:58:17.20][INFO][mr.Init] Native Mirroring Service is en
abled.\n","[2020-09-30 07:58:17.21][INFO

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 332

Entropy (8bit):  5.23431648304802

Encrypted: false

SSDEEP: 6:Mc4dBaq2PWXp+N23iKKdK8a2jMGIFUtqVTc4d1zZmwYVTcdy2kwOWXp+N23iKKdD:Mc42va5Kk8EFUtuc4L/0c4p5f5Kk8bJ

MD5: 99F345C99B626E04FCD569607E27C78D

SHA1L: 6BBAFF73C54AB8F73C927B54722002E38C28485F

SHA-256: 0759B828D12A398323AD6B09823A68886A4EA14E1C11529CE68A3185A94008A6

SHA-512: AA2833E9B2C84432ADA30922BE50B2A0CE078697D4A8A8227328BDA7A44B2BCEBE4B6BF58497DCDAFED7AF2E3E6455B5BFB578D498B2FF586A652A34DCD56
ACC

Malicious: false

Reputation: low

Preview: 2022/01/27-23:05:16.585 1b40 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2022/0

1/27-23:05:16.589 1b40 Recovering log #3.2022/01/27-23:05:16.592 1b40 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local
Storage\leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 332

Entropy (8bit):  5.23431648304802

Encrypted: false

SSDEEP: 6:Mc4dBaq2PWXp+N23iKKdK8a2jMGIFUtqVTc4d1zZmwYVTcdy2kwOWXp+N23iKKdD:Mc42va5Kk8EFUtuc4L/0c4p5f5Kk8bJ

MD5: 99F345C99B626E04FCD569607E27C78D

SHA1L: 6B8AFF73C54AB8F73C927B54722002E38C28485F

SHA-256: 0759B828D12A398323AD6B09823A68886A4EA14E1C11529CEG8A3185A94008A6

SHA-512: AA2833E9B2C84432ADA30922BE50B2A0CE078697D4A8A8227328BDA7A44B2BCEBE4B6BF58497DCDAFED7AF2E3E6455B5BFB578D498B2FF586A652A34DCD56
ACC

Malicious: false

Reputation: low

Preview: 2022/01/27-23:05:16.585 1b40 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2022/0

1/27-23:05:16.589 1b40 Recovering log #3.2022/01/27-23:05:16.592 1b40 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local
Storage\leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Action Predictor

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: dropped

Size (bytes): 36864

Entropy (8bit): 0.8156548797462766
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Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

false

48:T7w/gALihje9kgL42WOT/9FW897qgzqoThk:/OgAuhjspnWOvx92zqotk
69213A12649A3D944772C431C77220FC
C61782308F4764538109AF6E9414BBBF26722242
ABB592EAE93325313065295A9FDE065E90984AF5CA8C2B2E661CA33FF14C9A23

OED781EF080C835C2756E635CBC220E0127175E63C59EBB4BC375E491063166D869631BB36A9486A6A5E59539C848F85D430DD7CDC7AAG645E2B96C530D3BCO/
B

false
low

SQLite format 3.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4565

4.8963522854879

false
96:JDHazzLmrR87A06V1GIZKvMT7zzGSgGpOGQIOgH:JDHazzLm187A06V10ZkMTHz9giOZIoU
EAB6581F1C17851B04772BDFDF99AC17

6190E49F1399BCCBBDC8274A893368FFC3596006
813A77F7D32722E48E72E2795D7AC38992572BF896AA2EFDEAE171D99DC801EA

3DC855E4155CEF5CE207F30FAA8928A31E71FF78CB15EBC24BCEGEEEF915735348E8510CAB1007623325479A720B2A5521B58C33F7844C14808F8A3C8D1A4DC
3

false

low

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://ogs.google.com”,"supports_spdy":true} {"isolation":[],"server":"https://www.googleapis.com"

,"supports_spdy":true},{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"1329041911915
5660","port":443,"protocol_str":"quic"}],"isolation™:[],"server":"https://accounts.google.com”,"supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"
expiration":"13290419119157451","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://redirector.gvtl.com"},{"alternative_service":[{"advertised_versions":[
50],"expiration":"13290419119472927","port":443,"protocol_str":"quic"},{"advertised_versions":[50],"expiration":"13290419119472930","port":443,"protocol_str":"quic"}],"is

olation":[],"server":"https://r4---sn-4g5Iznek.gvtl.com"} {"alternative_service":[{"advertised_versions":[50],"expiration":"13290419120125727""port":

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent Stateab (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4219

4.871684703914691

false
48:YXsJjMH+5s57YMHBKsvxMHVzspxMHbsIHt/soBDysKgnsllzMHpDCLSWIMHLSNuMg:RG+ZGJIG+GTTD7IGpD+G7Gp2GnG4GVhH
EDC4A4E22003A711AEF67FAED28DB603

977E551B9ED5F60D018C030BOB4AA2E33B954556
DD2C9F43F622F801FCC213CDESE3E90EF1D0D26665AE675449A94CEC7EB1D453
84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4ADFB01777D6A5F141623278C1BF74615C5A491092CE3FD160;
false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350
1454994","port":443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com","supports_spdy":true},

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text

dropped

334

5.21629219100689
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Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

false

6:Mcwhg2PWXp+N23iKKdKgXz4rRIFUtqVTewMhZmwY VTew+kwOWXp+N23iKKdKgXzW:Mcwhva5KkgXiuFUtucww/Ocw+5f5Kkgi
C6439400C275200499C3C7E041499FC3

D801555067281977B4EC20F35C1D1B89E4FDC2D8

058FF6EA391CE7A8DD7D2963221042CCE23DA7379F9B102ADEF304B429DB5CD7
671996E9FAB846DC10D049D0F300CA7B8591B1A12588F72D795CC573B5F93C6C32350492BADCEF316779AFA2B8101395D0ACI8C328A898CBE2E51B97EB6BI6ES
false

low

2022/01/27-23:05:17.231 1b40 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2022/
01/27-23:05:17.235 1b40 Recovering log #3.2022/01/27-23:05:17.237 1b40 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform
Notifications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG.old. (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.21629219100689

false
6:Mcwhq2PWXp+N23iKKdKgXz4rRIFUtqVTewMhZmwYVTew+kwOWXp+N23iKKdKgXzW:Mcwhva5KkgXiuFUtucww/Ocw+5f5KKkgi
C6439400C275200499C3C7E041499FC3

D801555067281977B4EC20F35C1D1B89E4FDC2D8
058FF6EA391CE7A8DD7D2963221042CCE23DA7379F9B102ADEF304B429DB5CD7
671996E9FAB846DC10D049DOF300CA7B8591B1A12588F72D795CC573B5F93C6C32350492BADCEF316779AFA2B8101395D0ACI8C328A898CBE2E51B97EB6BI6ES
false

low

2022/01/27-23:05:17.231 1b40 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2022/
01/27-23:05:17.235 1b40 Recovering log #3.2022/01/27-23:05:17.237 1b40 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform
Notifications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5377

4.996648030967429

false

96:nWC03GLIpcKImok0JCARALB3kQ1obOTQVuwn:nWCI9pc34A0ckQQ
596FD1AAE502D87BE89C23B6DBDF7D86
D6931253E5E9BA84A209E1DOB1F9819F854A31F1
EFC24ED94E990B64D3B28745F1656D1ABDDA06D19ED96443A298F903AD83B932

DF78AAF2E42B7EF5432DC2C5205094BA8CDDEC7B9663ED14F49CBBEBC1EBB12AB67F00564D450D8DF92314A9CE7D788D4FDF9B1557D0C89D463EB714A00D
4AD

false
low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13287827117097539","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0 "0 ","0"," ","0","0","0","0","0","0","0","0","0","0","0"
,"0","0" ","0","0 Pl 0" '0","0","0" "0" i 7355378"],"daily_received_length":["0","0","0' "0","0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences\ (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5404

5.001324460637584

false
96:nWCO03rL9pcKI40k0JCARAL83kQ1dbOTQVuwn:nWCcIpcR4AOCkQv
419AB56728428FAEAFD9178D316CED1E
60F12146ED85FD7A5416DBB5B14B12BA96590662
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SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

46DAB310D81A01720A39F81A76DCI9A5E00FICB68FB5538936294BD8929166B5
F4991002432AF0A81893C8F7745AB62FE6D8B7D30A04E865858D603D92E8FF5ED20E595B298925F7C1BCIF601F25E5E89FC22E3CCCE95945F001F17325BBEOA/
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13287827117097539","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}}, "co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0 ,'o","o","0","0","0","0","0","0","0","0","0","0"
,"o","o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0",

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferencesc (copy)

Process:
File Type:
Category:

Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5377

4.99683169966657

false

96:NWC03GL9pcKIbok0JCARALB3kQ1obOTQVuwn:nWCI9pc04A0ckQQ
1A76280E76CF6674BE81E6B4BDE8S8753
7A88426D32528E8CBFA4ESEEF75F1A6EB2CD32A0
E1604C4D687324CDC51ED49F1BEFF7A5B1BC1CF4670C3637D0DF80B7EOBDI5CO
8786CB7E37424987108BCA3DA4C6FB3826DCF1E9D1547E7F0C4C2D6672F037414D227B94AA047BF4399F80195B07F56125AEBIA3934B743FC39D2CA068D11AF
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13287827117097539","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofi orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0
,'o","o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferencesn/ (copy)

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5190

4.985282810152613

false

96:NWCA3GLIpcKIgok0JCKL83kQ10bOTQVuwn:nWChIpcH4KckQQ
CEB818E48B7F472B461E73A8FA6D54385
AF999F68417D59642DD4E67C829D4969F9FD451D
C39A374BC444869053E5266C17B8494314C4748D81D60698A3C4287E84686E6C

B91DAB5A849E783E57F68FDFB87A473442D00CB05C84D84EDB37410F69F08DC3D2D979E41AD69BIDEGS59A468AACDFO00EA496A84D00DBE12AED63470FCB33
21

false
low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13287827117097539","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top": 10 "‘work_area_bottom":984,"work_area_| Iefl :0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at mstall" 21843, data reductio 0", ""0","0","0","0","0","0" "0","0","0" ‘0
7355378, da|ly_rece|ved length™:["0","0","O' i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

36864

1.5583057238719304

false
192:gIEIwQF8mpcSasv4B1GCuyKdVISTKdKg2cL61/:EvAB1GCuyKdV9eKdKfcL61/
9F73D38736367A127F9521E06CE06461
A101DB80D9BD55B633A2DAA07245A64EF98DAA8A

Copyright Joe Security LLC 2022 Page 35 of 375



SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

E895185DDB3A359DAAD09AOF631AA4F6680CA3A7TFABE91B82EESF657F1397D4C

1378D50714437FBF3F543EB27A43A395ECCB3D408C56E2EE18C37D3DBFB25B5ED3058E855B93862FFFA45E542F0E2F7E237C1566BCCD170CD4620FC03653D7!
E

false
low

SQLite format 3.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure PreferencesMP (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

19182

5.570074887267171

false
384:Z1KtZLIA5X01kXgKf/pUZNCgVLH2HfD+rUMHGxsDLv4g:qLIs01kXqKf/pUZNCgVLH2HfCrUAGxor
2E0116695F658FD314E1F3AE319D07DE

2D9ECAC6558400084AC29BBFAC1D44847709CE41
511D1EB8D40B8EF4D36820848181620E3F4F6CB13BF1DDOESDD8B4387E704764

335FE06055679ECFA8B5D5A7215A807B8BF6A29E2FF938D810D7B173817C94216ECFO8EC66B027E1C9B30AF93ECB686FABEBI6ES1F2006EF1DC00406C674E0L
C

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287827116566021","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWKkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtipVScf3DjTYtKVL66mzVG
ij]SOAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferencesgc (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

19181

5.5701855411557

false
384:Z1KtZLIA5X01kXgKf/ipUZNCgVLH2HfD+rUMHG6s0v4Sh:qLIs01kXgKf/pUZNCgVLH2HfCrUAG6jr
9DF9F7D3E8D5410434F2BC8E930D2657

A6F37E874F3A8633D36A3611ECABD87ECDOE4DA3
D0835AF143FEF5D9BBABF71540E1556CD8D1981C9C27FED75B363FF4E732497D

B4D9EF7B5DABE902CED6241188D635D7428B59DFA9D327E67D618BF11872C8D2C115723ADA4C0BIDEBAEG3CC405D1COCBD3D50A313F2075DDCF296DF218D
52F

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287827116566021","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls"["https://chrome.google.com/webstore"]},"description”:"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3aDQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferencest (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with very long lines, with no line terminators
dropped

17091

5.583059439352716

false

384:Z1KIOLIA5X01kXqKfpUZNCgVLH2HID+rUdIxv40:5LIs01kXqKf/pUZNCgVLH2HfCrUdSvD
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MD5:
SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

55A1FBOC6AC6A4C8E0675CE28D7BOFF8
CBE775D33585A778B5BA9B4B69269844053706FB
7300128572A0505E9A1BESC16AA9674D318F881D61D4C9A38B27DBD291F7987B

A4309FFO89EBBE97CF36E399645A6AA4A4FF54D2A757A6081843081A83046EO0FC5DC44619CD394A7C98641EE2731C8AFEOA1152ED20A9CC11DFOABC26F4A0DE
5

false
low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287827116566021","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

4600

5.083130729393265

false

48:127277777777XEY OzIJvPOAWFRG8AU4RIZH{x38jaMSnm8czAFRxYZzJINi93ybvQwB4:9cJvPOAAIsQuipybv7B5bl
53643132E512B60437753D13162F98C1

C38A54EF956686F6079ADOAFFD3C88A06709C84B
9D807680A36C22F58CA22A3EO0DC016FA76903912DFB30A09FFCE49D171A1B444
0BC71553251115DEASE01640A1B67266964A33F4A23C77485776222F0D7EC8D517781A4CEL774244A73307342663CD7B4D97238FB39F93377B5B553778A6CE07

false

low

*L# ...version.l..namespace-..&f................. &f i &f v &f oo &f o &f v &f i &f....
L& JRUZN o FOUSRURO next-map-id.1.Hnamespace-76e30232_53fa_4053_81d8_1bf63aa3eee2-https://sites.google.com/.0\...+

3-gapi.sessionStorageTest#~0.0

....next-map-id.5.Pnamespace-d5450c

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

320

5.139942821193889

false
6:McwUuaq2PWXp+N23iKKdKrQMxIFUtgVTewiZzmwYVTewOkwOWXp+N23iKKdKrQMFd:McwUFva5KkCFUtucwi/OcwO5f5Kktd
289240B4F00515976F53A584CAC1B3BF

DCC4906A50E2DB3CD33D077A2BFB887719C13F53
E1490CF8A06AB4CC8A33F3C0C181B27FFBBEC4CD1C21A4DF8D865152998CCC5F

9820DAB81D3C6E6A7CDBA47519E2A90CE4936D6C38FCD79CF8AC945B46932128E0783A6232D8EAADS3EE306351A814D972CD6BC78665E3055B086F03C8C2F2
2

false
low

2022/01/27-23:05:17.100 1b40 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage/MANIFEST-000001.2022/01/27-2
3:05:17.101 1b40 Recovering log #3.2022/01/27-23:05:17.101 1b40 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session St
orage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG.old (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text

dropped

320

5.139942821193889

false

6:McwUuagq2PWXp+N23iKKdKrQMxIFUtqVTcewiZmwYVTcwOkwOWXp+N23iKKdKrQMFd:McwUFva5KkCFUtucwi/OcwO5f5KktJ
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MD5:
SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

289240B4F00515976F53A584CAC1B3BF
DCC4906A50E2DB3CD33D077A2BFB887719C13F53
E1490CF8A06AB4CC8A33F3C0C181B27FFBBEC4CD1C21A4DF8D865152998CCC5F

9820DAB81D3C6E6A7CDBA47519E2A90CE4936D6C38FCD79CF8AC945B46932128E0783A6232DSEAADS3EE306351A814D972CD6BC78665E3055B086F03C8C2F2
2

false
low

2022/01/27-23:05:17.100 1b40 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage/MANIFEST-000001.2022/01/27-2
3:05:17.101 1b40 Recovering log #3.2022/01/27-23:05:17.101 1b40 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session St
orage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

348

5.218752622349621

false
6:Mc4dM2pyq2PWXp+N23iKKdK7Uh2ghZIFUtqVTc4dB41ZmwYVTc4dbRkwOWXp+N21:Mc4+Dva5KklIhHh2FUtuc4s1/0c4j5f5m
C6CAFEFE46965B8529EF3FCDB6A2027B

04FC1F6BD63A74140F9FFAA95EE9206791B4ECAS
AF475BA0E10CBCD660DD27B688700D6D368A097AA654D308037BCD23B25528A9
06ACEF3A309CC5E18DBCB016E12E29B36A170079D997035A55FEA2B2C588F9874251CAD2CBBF969A43C3B969F958D0871342B817A2151AD66016B7A73569B2F
false

low

2022/01/27-23:05:16.580 1b34 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database/MANIFEST-00000
1.2022/01/27-23:05:16.585 1b34 Recovering log #3.2022/01/27-23:05:16.588 1b34 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site
Characteristics Database/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG.oldCA (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

348

5.218752622349621

false
6:Mc4dM2pyq2PWXp+N23iKKdK7Uh2ghZIFUtqVTc4dB41ZmwYVTc4ddbRkwOWXp+N21:Mc4+DvasKklIhHh2FUtuc4s1/0c4j5f5m
C6CAFEFE46965B8529EF3FCDB6A2027B

04FC1F6BD63A74140F9FFAA95EE9206791B4ECAS
AFA75BA0E10CBCD660DD27B688700D6D368A097AA654D308037BCD23B25528A9
06ACEF3A309CC5E18DBCB016E12E29B36A170079D997035A55FEA2B2C588F9874251CAD2CBBF969A43C3B969F958D0871342B817A2151AD66016B7A73569B2F
false

low

2022/01/27-23:05:16.580 1b34 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database/MANIFEST-00000
1.2022/01/27-23:05:16.585 1b34 Recovering log #3.2022/01/27-23:05:16.588 1b34 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site
Characteristics Database/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

270336

0.0012471779557650352

false

3:MsEIlIKEthXIIkI2zE:/M/xT02z

F50F89A0A91564D0B8A211F8921AA7DE
112403A17DD69D5B9018B8CEDE023CB3B54EAB7D
B1E963D702392FB7224786E7D56D43973E9BIEFD1B89C17814D7C558FFCOCDEC

BF8CDA48CF1ECA4E73FODD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3SFAED2AFB375257CAEEDAABE958265237D6EOAACF35A9EDE7A2E8898
D58

false
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Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 430

Entropy (8bit):  5.25730648715654

Encrypted: false

SSDEEP: 6:McwSuaq2PWXp+N23iKKdKusNpV/2jMGIFUtqVTeweQZmwYVTcew+pkwOWXp+N23i3:Mcw2va5KkFFUtucwcQ/0cwW5f5KkOJ

MD5: F31529BD8089BD24A2E421842B144251

SHAL: 730BCF14C4329919FF2154007FDA3EB50BA3ESB3

SHA-256: 1114DF83D61DFCEC21C5995E521EFODECCODEEB1C84682A7FE24C1672EF1CAL2

SHA-512: 9BD89443EC7DEE5135AEBCB5EC779F9A86B89203826BD0206B6963B6EIF94CFBIE928D3EBE882AE2040E1EEES3F9F45103A87378BA908B28D0A354FB53910E3
7

Malicious: false

Reputation: low

Preview: 2022/01/27-23:05:17.106 1b40 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl

\def\Local Storage\leveldb/MANIFEST-000001.2022/01/27-23:05:17.108 1b40 Recovering log #3.2022/01/27-23:05:17.109 1b40 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiLocal Storage\leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb

\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 430

Entropy (8bit): 5.25730648715654

Encrypted: false

SSDEEP: 6:McwSuaq2PWXp+N23iKKdKusNpV/2jMGIFUtqV TeweQZmwY VTew+pkwOWXp+N23i3:Mcw2va5KkFFUtucwcQ/0cwW5f5KkOJ

MD5: F31529BD8089BD24A2E421842B144251

SHA1L: 730BCF14C4329919FF2154007FDA3EB50BA3ESB3

SHA-256: 1114DF83D61DFCEC21C5995E521EFODECCODEEB1C84682A7FE24C1672EF1CAL12

SHA-512: 9BD89443EC7DEE5135AEBCB5EC779F9A86B89203826BD0206B6963B6EIF94CFBIE928D3ESE882AE2040E1EEES3F9F45103A87378BA908B28D0A354FB53910E2
7

Malicious: false

Reputation: low

Preview: 2022/01/27-23:05:17.106 1b40 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl

\def\Local Storage\leveldb/MANIFEST-000001.2022/01/27-23:05:17.108 1b40 Recovering log #3.2022/01/27-23:05:17.109 1b40 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defi\Local Storage\leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent StateMP

(copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 420

Entropy (8bit):  4.985305467053914

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQIsDHF4xj70PpgQESDHF4R8HLI2AVQBR70S7PMVKJIW1K3Ky: YHO8sdBsB6MASBALIlyH7E4f3K33y

MD5: C401B619D9DBEOADABC25A47EE49CFBA

SHAL: C9D3B816DD3FBCD98E9COA32CEC7B501EFCOBBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BESEDBE6D4B3CB82F

SHA-512: BC12F16CB95CBOAD708C6BBD005EF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862
Malicious: false

Reputation: low
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Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve

rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P///[8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 432

Entropy (8bit):  5.250933214027842

Encrypted: false

SSDEEP: 12:McwhL+va5KkmiuFUtucw+/0cwlILV5f5Kkm2J:McwhYa5KkSgucwbewODf5Kkr

MDS5: C6A1737E568B8539A05C6A4BEELF5EB7

SHAL: B012844FEBAC4579A904F1214F1FB72650FB3992

SHA-256: 15812FBEDC477580E2D907ECF30ED89CEED325B3A822F4885B50E7070AAF6863

SHA-512: BCE78C83C70BA3813461C54B95398C51718F7FDE85CC735D9F20AABAEFEAG6BI1AB24E822B1EE041B52D3FEAES1FB9240669F63E0880A06A3A02087F73F6784
8

Malicious: false

Reputation: low

Preview: 2022/01/27-23:05:17.229 1bac Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl

\def\Platform Notifications/MANIFEST-000001.2022/01/27-23:05:17.233 1bac Recovering log #3.2022/01/27-23:05:17.235 1bac Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notification

s\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 432

Entropy (8bit):  5.250933214027842

Encrypted: false

SSDEEP: 12:McwhL+va5KkmiuFUtucw+/0cwlILV5f5Kkm2J:McwhYa5KkSgucwbewODf5Kkr

MD5: C6A1737E568B8539A05C6A4BEELFS5EB7

SHA1L: B012844FEBACA4579A904F1214F1FB72650FB3992

SHA-256: 15812FBEDC477580E2D907ECF30ED89CEED325B3A822F4885B50E7070AAF6863

SHA-512: BCE78C83C70BA3813461C54B95398C51718F7FDE85CC735D9F20AABAEFEAG66B91AB24E822B1EE041B52D3FEAES51FB9240669F63E0880A06A3A02087F73F6784
8

Malicious: false

Reputation: low

Preview: 2022/01/27-23:05:17.229 1bac Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl

\def\Platform Notifications/MANIFEST-000001.2022/01/27-23:05:17.233 1bac Recovering log #3.2022/01/27-23:05:17.235 1bac Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\00000

3.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 80

Entropy (8bit):  3.4921535629071894

Encrypted: false

SSDEEP: 3:S8ItHIS+QUILASEGhTFIjl:S85aEFIjl

MD5: 69449520FD9C139C534E2970342C6BD8

SHAL: 230FE369A09DEF748F8CC23AD70FD19ED8D1B885

SHA-256: 3F2E9648DFDB2DDB8E9D607E8802FEFO5AFA447E17733DD3FD6D933E7CA49277

SHA-512: EA34C39AEA13B281A6067DE20ADOCDA84135E70C97DB3CDD59E25E6536B19F7781E5FCOCA4A11C3618D43FC3BD3FBC120DD5C1C47821A248B8AD351FIF4EE
367

Malicious: false

Reputation: low

Preview: Fot version.1l..namespace-..&f................. &f v
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 418

Entropy (8bit):  5.216030062487509

Encrypted: false

SSDEEP: 12:Mc3/0OVva5KkMFUtuc3Vug/0c3LI5f5KkTI:Mcoa5KkUgucllcef5Kkl

MDS5: OE6CE7F5783F6AF16BB11B39DCIFBAEC

SHAL: C4ECEB0DF25C07D049C9D8E660E6D80996397203

SHA-256: 235EDF7531D850A606B2C51919F893B08A99500AA9FB7A6517899D24DEO1FAFA

SHA-512: 50D692408BB5BDB62AA218F072B21E02490B229800102473977BAF84726857B30C32F9D5897F10DD7AE28CCE49BCC201E2AA9649187355AC01D5383916CE9EI2
Malicious: false

Reputation: low

Preview: 2022/01/27-23:05:33.101 1bd0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl

\def\Session Storage/MANIFEST-000001.2022/01/27-23:05:33.103 1bd0 Recovering log #3.2022/01/27-23:05:33.104 1bd0 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\L0G.old.

(copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 418

Entropy (8bit):  5.216030062487509

Encrypted: false

SSDEEP: 12:Mc3/0Vva5KkMFUtuc3Vug/0c3LI5f5KkTJ:Mcoa5KkUgucllcef5KkI

MD5: OE6CE7F5783F6AF16BB11B39DCI9FBAEC

SHA1L: C4ECE80DF25C07D049C9D8E660E6D80996397203

SHA-256: 235EDF7531D850A606B2C51919F893B08A99500AA9FB7A6517899D24DEO1FAFA

SHA-512: 50D692408BB5BDB62AA218F072B21E02490B229800102473977BAF84726857B30C32F9D5897F10DD7AE28CCE49BCC201E2AA9649187355AC01D5383916CE9E9S
Malicious: false

Reputation: low

Preview: 2022/01/27-23:05:33.101 1bd0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl

\def\Session Storage/MANIFEST-000001.2022/01/27-23:05:33.103 1bd0 Recovering log #3.2022/01/27-23:05:33.104 1bd0 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\e6aabcb6-1d63-45c6-a58b-

05e8d31de655.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 420

Entropy (8bit):  4.985305467053914

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQIsDHF4xj70PpqQESDHF4R8HLI2AVQBR70S7PMVKJIW1K3Ky: YHO8sdBsBEMAsBALJlyH7E4f3K33y

MD5: C401B619D9DBEOADABC25A47EE49CFBA

SHAL: C9D3B816DD3FBCD98E9COA32CEC7B501EFCOBBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BESEDBE6D4B3CB82F

SHA-512: BC12F16CB95CBOAD708C6BBDO05SEF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862
Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve

rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data
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Category: dropped
Size (bytes): 270336

Entropy (8bit):  0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEIlIKEthXIIkI2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHAL: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9BIEFD1B89C17814D7C558FFCOCDEC

SHA-512: BF8CDA48CF1EC4E73FODD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3FAED2AFB375257CAEED4ABE958265237D6EOAACF35A9EDE7A2E8898
D58

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Local Storage\leveldb

\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 430

Entropy (8bit):  5.191081161998909

Encrypted: false

SSDEEP: 12:McFva5KkkGHArBFUtuc3h/0cM5f5KkkGHAryJ:McJa5KkkGgPgucacWfsKkkGga

MD5: 8E9863D7ED03077E59D2C9DE9C157A7B

SHA1L: 966737D92A11226D0BIC77AE867B8E76642E41B7

SHA-256: 85E263ACF08994E2FADCB0ED8460F9FD45B1BEC256E4CD9F990C142851DC8C2D

SHA-512: A137F146394D7DD9D92979DBI9F25984F69E5CBI9B472DC168C5187CB3F7C0OB6B20939FC23031A8D52C2C9E12126F699F68593384879B10160B081E12BEC6F21FS
Malicious: false

Reputation: low

Preview: 2022/01/27-23:06:03.182 1bb0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda

\def\Local Storage\leveldb/MANIFEST-000001.2022/01/27-23:06:03.185 1bb0 Recovering log #3.2022/01/27-23:06:03.186 1bb0 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Local Storage\leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Local Storage\leveldb

\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 430

Entropy (8bit):  5.191081161998909

Encrypted: false

SSDEEP: 12:McFva5KkkGHArBFUtuc3h/0cM5f5KkkGHAryJ:McJa5KkkGgPgucacWf5KkkGga

MD5: 8E9863D7ED03077E59D2C9DE9C157A7B

SHAL: 966737D92A11226D0BIC77AE867B8E76642E41B7

SHA-256: 85E263ACF08994E2FADC80ED8460F9FD45B1BEC256E4CD9F990C142851DC8C2D

SHA-512: A137F146394D7DD9D92979DBIF25984F69E5CBIB472DC168C5187CB3F7C0B6B20939FC23031A8D52C2C9E12126F699F68593384879B10160B081E12BEC6F21F¢
Malicious: false

Reputation: low

Preview: 2022/01/27-23:06:03.182 1bb0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda

\def\Local Storage\leveldb/MANIFEST-000001.2022/01/27-23:06:03.185 1bb0 Recovering log #3.2022/01/27-23:06:03.186 1bb0 Reusing old log C:\Users\usernA
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Local Storage\leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Network Persistent St

ate3c (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

420

4.954960881489904

false

12:YHO8sdvBVSsB6M/BVSsBdLJIlyH7E4f3K33y:Y XsdvjX6gjXdL3yH7n/iy

FAFEFEEEC722772F9DCOFCE1B52D79B5

0OEECFA3B37113D30E7D43BE4383C540F3D93D4D

D33E13C12004A700F246D8C73709114A881609D658E045D54DE36874728D07F0
41E61EC89366800FD5F4DD704E53B47DE29411B9088B46349A0A350758D08569C14DCC70CF8D6A6FE6D049CB6D32F2B091153E8148A1B5857BD7AF13492071BI|
false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543498399332","port":443,"protocol_str":"quic"},{"adve

rtised_versions":[73],"expiration":"13248543498399332","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P///[8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notification

s\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

432

5.152476374925213

false
12:McVDva5KkkGHArgiuFUtuc2Y/0c95f5KkkGHArg2J:McJa5KkkGgCgucGevfsKkkGg7
F169336A27BA14EA824C0A7AB36C108B
8D03781F66576A7AA337801FB39403412502302C
95C71EA20F2C347153636B76B02765FA5BC15F4E1326EDIF2DA648ABI2FC26FF
3FB40CBD3C3813550FBA1BBB9D2097A153F50054BE90487077D766822281BD98715FD665F00B382C22CBF4B848C80A29CC4D3DB14F613B1226E7D9EO3DA3377
false

low

2022/01/27-23:06:03.223 1a30 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda
\def\Platform Notifications/MANIFEST-000001.2022/01/27-23:06:03.224 1a30 Recovering log #3.2022/01/27-23:06:03.226 1a30 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notification

s\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 432

Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

5.152476374925213

false

12:McVDva5KkkGHArgiuFUtuc2Y/0c95f5KkkGHArg2J:McJa5KkkGgCgucGevfsKkkGg7

F169336A27BA14EA824C0OA7AB36C108B

8D03781F66576A7AA337801FB39403412502302C

95C71EA20F2C347153636B76B02765FA5BC15F4E1326ED9F2DA648AB92FC26FF
3FB40CBD3C3813550FBA1BBB9D2097A153F50054BE90487077D766822281BD98715FD665F00B382C22CBF4B848C80A29CC4D3DB14F613B1226E7DIEO3DA3377
false

low

2022/01/27-23:06:03.223 1a30 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda
\def\Platform Notifications/MANIFEST-000001.2022/01/27-23:06:03.224 1a30 Recovering log #3.2022/01/27-23:06:03.226 1a30 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage\00000

3.log

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

80

3.4921535629071894
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Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

false

3:S8ItHIS+QUITASEGhTFIjl: S85aEFIjl

69449520FD9C139C534E2970342C6BD8
230FE369A09DEF748F8CC23AD70FD19ED8D1B885
3F2E9648DFDB2DDB8E9D607E8802FEF05AFA447E17733DD3FD6D933E7CA49277

EA34C39AEA13B281A6067DE20ADOCDA84135E70C97DB3CDD59E25E6536B19F7781ES5FCOCA4A11C3618D43FC3BD3FBC120DD5C1C47821A248B8AD351F9F4E
367

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

418

5.218976313976921

false
12:McMVva5KkkGHArAFUtuc+Kg/0cGI5f5KkkGHArfJ:Mc+a5KkkGgkguc+0cjfsKkkGgV
B60372C6CED10D8F2DDA60BAD165581A
80ECA2COEF3F59F3E06FBFAEA7327771E5AC5BDF
2EDB6BA10F39F8107E935E24AE1CD70761D09DE3EE21680DA7FB4071E6FA9565
3A7E6D87F752BEA670A27B877F2D7FD88507ACB8733B2E82D12418B394F31FB735D49F3565CCED8BF8F170E300847C5579FC16BF06784A024CB49055EB2E651¢
false

low

2022/01/27-23:06:18.430 1bc4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda
\def\Session Storage/MANIFEST-000001.2022/01/27-23:06:18.431 1bc4 Recovering log #3.2022/01/27-23:06:18.432 1bc4 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\defi\Session Storage/000003.1og .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage\LOG.old

(copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

418

5.218976313976921

false
12:McMVva5KkkGHArAFUtuc+Kg/0cGI5f5KkkGHArfJ:Mc+a5KkkGgkguc+0cjfsKkkGgV
B60372C6CED10D8F2DDAG0BAD165581A
80ECA2COEF3F59F3E06FBFAEA7327771E5ACS5BDF
2EDB6BA10F39F8107E935E24AE1CD70761D09DE3EE21680DA7FB4071E6FA9565
3A7E6D87F752BEA670A27B877F2D7FD88507ACB8733B2E82D12418B394F31FB735D49F3565CCED8BF8F170E300847C5579FC16BF06784A024CB49055EB2E651¢
false

low

2022/01/27-23:06:18.430 1bc4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda
\def\Session Storage/MANIFEST-000001.2022/01/27-23:06:18.431 1bc4 Recovering log #3.2022/01/27-23:06:18.432 1bc4 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage/000003.1og .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\dee34e74-6561-453b-a3

42-a54e6df20d3c.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

420

4.954960881489904

false

12:YHO8sdvBVSsB6M/BVSsBdLJIlyH7E4f3K33y:Y XsdvjX6gjXdL3yH7n/iy
FAFEFEEEC722772F9DCOFCE1B52D79B5
00EECFA3B37113D30E7D43BE4383C540F3D93D4D
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SHA-256: D33E13C12004A700F246D8C73709114A881609D658E045D54DE36874728D07F0

SHA-512: 41E61EC89366800FD5F4DD704E53B47DE29411B9088B46349A0A350758D08569C14DCC70CF8D6AGFE6ED049CB6D32F2B091153E8148A1B5857BD7AF13492071BI
Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543498399332","port":443,"protocol_str":"quic"},{"adve

rtised_versions":[73],"expiration":"13248543498399332","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"AG"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 160

Entropy (8bit):  3.0217164415295743

Encrypted: false

SSDEEP: 3:sLollttz6sjIGXU2tk0IkGgGgGgGgGg:qolXtWswXU2tkEtttt

MD5: DE92AD90BE6D3364745B2F73F4C3CF73

SHAL: 9158681463BD30E5AF4DDA4BAAC81F93CEDBDAT77

SHA-256: 0025A3E0D3B834401B3B5F820E1991EF7E810D9A4B8B6B579E6301C94E7031A0

SHA-512: 9E81CEFC195439439F4B23EE7696309D7BC3C08E5B444D2ABDE26D2F12B2D3BCFD124FBIA2D40C6389E9F787741676FAD366A2E9982674E7B931028C014D8AT
Malicious: false

Reputation: low

Preview: JON 1 DU _mts_schema_descriptor.....F.................. Foiiiee Foiiieees Foeiieeees [Faooocosossonsooos Foriiie

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 324

Entropy (8bit):  5.279709159979079

Encrypted: false

SSDEEP: 6:Mc4dX99+g2PWXp+N23iKKdKplFUtqVTc4dRIZmwYVTc4AMGNIVKkwOWXp+N23iKKdk:Mc4d+va5KkmFUtuc49/0c4MGF5f5KkaQ

MD5: 1EA72E3B872CDOFC2379C128A756826B

SHA1L: 5B9C111183EB809910236021B61B6505E3AF7533

SHA-256: 28A2350510FO0C25FABEC5E7128E04C47793D10B11FOCB5B9A53CD779C82700B2

SHA-512: 8455752E23575DBE1B7ADC420901C396EBO6F963CB48A4017C10AB56CF6DB2272C0F5E8B232365BAD8C822B93476D8AE7A34EB66BFBADES72B7ECECC08D54
D10

Malicious: false

Reputation: low

Preview: 2022/01/27-23:05:16.583 1b08 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/MANIFEST-000001.2022/01/27-

23:05:16.587 1b08 Recovering log #3.2022/01/27-23:05:16.590 1b08 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Dat
a\LevelDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG.oldpi (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 324

Entropy (8bit):  5.279709159979079

Encrypted: false

SSDEEP: 6:Mc4dX99+g2PWXp+N23iKKdKplFUtqVTc4dRIZmwYVTcAMGNIVKwOWXp+N23iKKdk:Mc4d+va5KkmFUtuc49/0c4MGF5f5KkaQ

MD5: 1EA72E3B872CDOFC2379C128A756826B

SHAL: 5B9C111183EB809910236021B61B6505E3AF7533

SHA-256: 28A2350510F0C25FABEC5E7128E04C47793D10B11FOCB5B9A53CD779C82700B2

SHA-512: 8455752E23575DBE1B7ADC420901C396EBO6F963CB48A4017C10AB56CF6DB2272C0F5E8B232365BAD8C822B93476D8AE7A34EB66BFBADES72B7ECECC08D54
D10

Malicious: false

Reputation: low

Preview: 2022/01/27-23:05:16.583 1b08 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/MANIFEST-000001.2022/01/27-

23:05:16.587 1b08 Recovering log #3.2022/01/27-23:05:16.590 1b08 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Dat
a\LevelDB/000003.log .
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

402

5.271995560815398

false
6:McEAVq2PWXp+N23iKKdKks8Y5JKKhdIFUtqVTc7AgZmwYVTc7AlkwOWXp+N23iKR:Mczva5KkkOrsFUtuct/0cf5f5KkkOrzJ
922897F20AB257F3349F750ECIFC3FDO

90A5F5CAF430301562C18E1276031A74C5BCF31C
0B2A58203BA02DCO15BBE9D2FE41F83E8D3BCOF2631883A67E682DC44602A5D7

51B182B4AC36B69B9CF1BDES295F4FF11A64DE078E8484C43A7D0AGB5E34E79D7155335B9A49ADFE70D3A45EA67CDDAGG654A11AF8A80FFOF1B0979250803921
A

false
low

2022/01/27-23:07:11.410 1d40 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmb
meomcjbeemfm/MANIFEST-000001.2022/01/27-23:07:11.411 1d40 Recovering log #3.2022/01/27-23:07:11.411 1d40 Reusing old log C:\Users\user\AppData\Local\G
oogle\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\TransportSecurity (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

371

5.525952797383324

false
6:YAQNdTPKY6UOTgpR8WXwImUUANIMOLXhShadfOWboz7kqUCHD8wXwImUUANIMOLd:YnK2+UAnIIXghWMWbMkg/HH+UANIJ2fu
2585092CB7FC998FEA012B88C38DEEF1

63B511EE471F21B8E13E079BEC3EB4ACD30F59AF
69303E7D32D441F7158CBOF1B2410C98EE78B18833A7A0FA8BC36282408AAFF1

ODEB3015D5BAA3467CDF5A2D21COFOF7E5888A0E1DAG64019AFC49F945E5FA9C2831CE028C6EEF70DF11D588608773EFBAAEO41BE1CCOA495E71D3C8BCA901
9A0

false
low

{"expect_ct"[],"sts":[{"expiry":1674889561.922165,"host":"sDdUHFeNXQYN3ZmOGsRDJINdZ+IwkPs1LrXOjilyGulo=","mode":"force-https","sts_include_subdomains"
‘false,"sts_observed":1643353561.92217},{"expiry":1674889580.350567,"host":"0J7rAWV0ouCFYJ9XrkDIKnAO 1SshXIJmLJE1SS3V8kDM=","mode":"force-https","sts_in
clude_subdomains":false,"sts_observed":1643353580.350574}],"version":2}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\TransportSecurity#c (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

dropped

204

5.364139914595685

false

6:YAQNdXAV/0z7kqUCHD8WXwImUUANIMOLMSQ:Y8/Mkg/HH+UANIIPQ
BA5B18C1EDA2E121D7733E3D681EBEDE
E821A8A5223C7429D92F34578130422C2883E0DB
1071E09899BCF718E1B2C8FFBED201FF919EF2417F9D4FFASES009BCAD51COAE

A8DDFB261BE56049CC5151D0CDO0A949045B306889F38267C6E4AD68046D0038EDS5FIDFD28591F2BBDAD1133D32B38645B892D6BED21DBDD63EB1976DC6E42
2E

false
low

{"expect_ct":[],"sts":[{"expiry":1674889535.035959,"host":"0J7rAWVO0ouCFYJIXrkDiKnAO1SshXJmLJE1SS3V8kDM=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1643353535.035964}],"version":2}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Visited Links

Process:
File Type:
Category:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

131072

0.021644326096374535

false

6:1iV7+ESEtE4eQ4HKGstmDFkUTCloeZWWtyJdUTW/t:lyTEV1IHLIFKUK7WyedAG

38A36C7BD233681DED4FCC8A2DF47297

8D6BCC67F470770FBOBB8CBFAB68A2C1D3FA59A2

64ABD78A32E203D47DIDCECB290AC3069B9655064B275338218A6FAFF82148B8
9971D2B972D8F26B8156F66C47A607ACCA96FIFA74B44958776C6DB0331EA63DE4868A22DF2E321A6ED7F7C72BE35BB08C2A422F4CB3B541B49F71674093892

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\a910e57d-e4c9-4cc3-b364-12fcb1f2eccf.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

370

5.512457326370354

false
6:YAQNdTPKYBUOTgpR8wXwImUUANIMOLXhShaiMJoz7kqUCHD8wXwImUUANIMOL8cd:YnK2+UAnlIXgh4AMkg/HH+UANIJgQ
B5B3B9BDDF81FC97BD3FICAEEG597B7B

A019815B17BF068A0D8B68ESA37907F6A83BA3ED
5616E72ADEC6C8C268CDAFIBC1ED2BC26086CDF236FC474948629A4FE1B407C4

43F7C023A1486DCFE924F4C8D462BF3DFD695A6A74E5B034C6AC28FESE4C2D8AF482B789DEB1BAE7944EED7FOEESEDS251EF5B2E107AE830954CC63DDA4TL
5DD

false
low

{"expect_ct"[],"sts":[{"expiry":1674889561.922165,"host":"sDdUHFeNXQYN3ZmOGsRDJINdZ+IwkPs1LrXOjilyGulo=","mode":"force-https","sts_include_subdomains"
false,"sts_observed":1643353561.92217},{"expiry":1674889559.757556,"host":"0J7rAWV0ouCFYJ9XrkDiKnAO 1SshXJmLJE1SS3V8kDM=","mode":"force-https","sts_in
clude_subdomains":false,"sts_observed":1643353559.75756}],"version":2}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\af9c99e2-8e8b-4c40-8e7c-3fa0c575d88f.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

dropped

204

5.364139914595685

false

6:YAQNdXAV/0z7kqUCHD8WXwImUUANIMOLMSQ:Y8/Mkg/HH+UANIIPQ
BA5B18C1EDA2E121D7733E3D681EBEDE
E821A8A5223C7429D92F34578130422C2883E0DB
1071E09899BCF718E1B2C8FFBED201FF919EF2417F9D4FFASE5009BCAD51CO0AE

A8DDFB261BE56049CC5151D0CD0A949045B306889F38267C6E4AD68046D0038ED55F9DFD28591F2BBDAD1133D32B38645B92D6BED21DBDD63EB1976DC6E42
2E

false
low

{"expect_ct":[],"sts":[{"expiry":1674889535.035959,"host":"0J7rAWVO0ouCFYJIXrkDiKnAO1SshXIJmLJE1SS3V8kDM=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1643353535.035964}],"version":2}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\b0976603-b22b-4c2d-8e10-beb956fc7c13.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

539

5.565785763292687

false
12:YnK2+UANIIXghWIVKbMkg/HH+UANIIzmW/NnYj+UAn1JjzZQ:YK5UpNkg/HeUz5Uj1Q
7896C6EB405A0A30FBC49CA9DBEBEES6
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SHAL: 25C02121DED34A740074F27A3BBD95A035977101

SHA-256: A34BA5158B34E16AD3F2809A6626B5AB2D197BOCEEA179C55186FDCEB5EE1052

SHA-512: 6BFFICF84E1E8B66732D9A160684F87B3221D23E726F21F42411DEOEBA9AC23006B140257F2CB22E114556F3A878CC7036245078382F0F1C6A7A4D38BC73DC6C
Malicious: false

Reputation: low

Preview: {"expect_ct":[],"sts":[{"expiry":1674889561.922165,"host":"sDdUHFeNXQYN3ZmOGsRDJINdZ+IwkPs1LrXOjilyGul0=","mode":"force-https","sts_include_subdomains"

:false,"sts_observed":1643353561.92217} {"expiry":1674889584.202519,"host":"0J7rAWV00ouCFYJ9XrkDiKnAO1SshXJmLJE1SS3V8kDM=","mode":"force-https","sts_in
clude_subdomains":false,"sts_observed":1643353584.202525},{"expiry":1674889588.965414,"host":"SEdU0B7YUY9zZV+2DkgVXgho8WUvp+D+6KpeUOhNQIM=",
"mode":"force-https","sts_include_subdomains":false,"sts_observed":1643353588.965418}],"version":2}

Static File Info

@ No static file info

Network Behavior

Network Port Distribution

TCP Packets

Timestamp

Jan 27, 2022 23:05:18.560801029 CET
Jan 27, 2022 23:05:18.560858011 CET
Jan 27, 2022 23:05:18.560949087 CET
Jan 27, 2022 23:05:18.561969995 CET
Jan 27, 2022 23:05:18.561996937 CET
Jan 27, 2022 23:05:18.562463045 CET
Jan 27, 2022 23:05:18.562520981 CET
Jan 27, 2022 23:05:18.562598944 CET
Jan 27, 2022 23:05:18.563124895 CET
Jan 27, 2022 23:05:18.563152075 CET
Jan 27, 2022 23:05:18.570133924 CET
Jan 27, 2022 23:05:18.570174932 CET
Jan 27, 2022 23:05:18.570240974 CET
Jan 27, 2022 23:05:18.570502996 CET
Jan 27, 2022 23:05:18.570523977 CET
Jan 27, 2022 23:05:18.577883959 CET
Jan 27, 2022 23:05:18.577928066 CET
Jan 27, 2022 23:05:18.578005075 CET
Jan 27, 2022 23:05:18.578267097 CET
Jan 27, 2022 23:05:18.578305006 CET
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Total Packets: 1084

® 53 (DNS)
@ 443 (HTTPS)

Source Port
49713
443
49713
49713
443
49715
443
49715
49715
443
49716
443
49716
49716
443
49717
443
49717
49717
443

Dest Port
443
49713
443
443
49713
443
49715
443
443
49715
443
49716
443
443
49716
443
49717
443
443
49717

Source IP
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
142.250.185.78
192.168.2.3
192.168.2.3
142.250.185.78
192.168.2.3
172.217.16.141
192.168.2.3
192.168.2.3
172.217.16.141

Dest IP
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
192.168.2.3
142.250.185.78
192.168.2.3
142.250.185.78
142.250.185.78
192.168.2.3
172.217.16.141
192.168.2.3
172.217.16.141
172.217.16.141
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:18.619946957 CET
Jan 27, 2022 23:05:18.623086929 CET
Jan 27, 2022 23:05:18.633382082 CET
Jan 27, 2022 23:05:18.634392023 CET
Jan 27, 2022 23:05:18.660356045 CET
Jan 27, 2022 23:05:18.663356066 CET
Jan 27, 2022 23:05:18.673343897 CET
Jan 27, 2022 23:05:18.674348116 CET
Jan 27, 2022 23:05:18.988603115 CET
Jan 27, 2022 23:05:18.988645077 CET
Jan 27, 2022 23:05:18.988919020 CET
Jan 27, 2022 23:05:18.988957882 CET
Jan 27, 2022 23:05:18.989245892 CET
Jan 27, 2022 23:05:18.989315987 CET
Jan 27, 2022 23:05:18.989923954 CET
Jan 27, 2022 23:05:18.989986897 CET
Jan 27, 2022 23:05:18.990044117 CET
Jan 27, 2022 23:05:18.990071058 CET
Jan 27, 2022 23:05:18.990138054 CET
Jan 27, 2022 23:05:18.990336895 CET
Jan 27, 2022 23:05:18.990361929 CET
Jan 27, 2022 23:05:18.990410089 CET
Jan 27, 2022 23:05:18.990438938 CET
Jan 27, 2022 23:05:18.990473032 CET
Jan 27, 2022 23:05:18.990509033 CET
Jan 27, 2022 23:05:18.990912914 CET
Jan 27, 2022 23:05:18.990942001 CET
Jan 27, 2022 23:05:18.991005898 CET
Jan 27, 2022 23:05:18.992153883 CET
Jan 27, 2022 23:05:18.992233038 CET
Jan 27, 2022 23:05:18.992250919 CET
Jan 27, 2022 23:05:18.992535114 CET
Jan 27, 2022 23:05:18.992600918 CET
Jan 27, 2022 23:05:18.992619991 CET
Jan 27, 2022 23:05:18.993026972 CET
Jan 27, 2022 23:05:18.993087053 CET
Jan 27, 2022 23:05:18.993105888 CET
Jan 27, 2022 23:05:19.031379938 CET
Jan 27, 2022 23:05:19.032397985 CET
Jan 27, 2022 23:05:19.032413006 CET
Jan 27, 2022 23:05:19.033427954 CET
Jan 27, 2022 23:05:19.329703093 CET
Jan 27, 2022 23:05:19.330158949 CET
Jan 27, 2022 23:05:19.330338955 CET
Jan 27, 2022 23:05:19.330661058 CET
Jan 27, 2022 23:05:19.330878973 CET
Jan 27, 2022 23:05:19.331196070 CET
Jan 27, 2022 23:05:19.331459999 CET
Jan 27, 2022 23:05:19.331646919 CET
Jan 27, 2022 23:05:19.342130899 CET
Jan 27, 2022 23:05:19.342173100 CET
Jan 27, 2022 23:05:19.342243910 CET
Jan 27, 2022 23:05:19.342284918 CET
Jan 27, 2022 23:05:19.342485905 CET
Jan 27, 2022 23:05:19.342519999 CET
Jan 27, 2022 23:05:19.370465994 CET
Jan 27, 2022 23:05:19.370486975 CET
Jan 27, 2022 23:05:19.379235983 CET
Jan 27, 2022 23:05:19.379353046 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
49715
49713
49716
49717
49717
443
49716
443
49713
443
49715
443
443
443
49716
443
443
443
49713
443
49717
443
443
49715
443
49716
443
443
49713
443
443
49715
443
49717
49716
49713
49715
49715
443
49713
443
49716
443
49717
443
49715
443
49716
443
49717
443
49713
443
443
49716

Dest Port
49715
49713
49716
49717
443
443
443
443
443
49717
443
49716
443
49713
443
49715
49716
49716
443
49713
49713
49717
443
49717
443
49715
49715
443
49716
443
49716
49713
443
49713
49715
443
49715
443
443
443
443
443
49715
443
49713
443
49716
443
49717
443
49715
443
49716
443
49717
443
49713
49716
443

Source IP
142.250.74.206
142.250.74.206
142.250.185.78
172.217.16.141
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
172.217.16.141
192.168.2.3
142.250.185.78
192.168.2.3
142.250.74.206
192.168.2.3
142.250.74.206
142.250.185.78
142.250.185.78
192.168.2.3
142.250.74.206
142.250.74.206
172.217.16.141
192.168.2.3
172.217.16.141
192.168.2.3
142.250.74.206
142.250.74.206
192.168.2.3
142.250.185.78
192.168.2.3
142.250.185.78
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
142.250.74.206
192.168.2.3
142.250.185.78
192.168.2.3
172.217.16.141
192.168.2.3
142.250.74.206
192.168.2.3
142.250.185.78
192.168.2.3
172.217.16.141
192.168.2.3
142.250.74.206
142.250.185.78
192.168.2.3

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.185.78
172.217.16.141
172.217.16.141
192.168.2.3
142.250.185.78
192.168.2.3
142.250.74.206
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.78
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
172.217.16.141
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
142.250.185.78
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
172.217.16.141
142.250.185.78
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
192.168.2.3
142.250.185.78
192.168.2.3
172.217.16.141
192.168.2.3
142.250.74.206
192.168.2.3
142.250.185.78
192.168.2.3
172.217.16.141
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
142.250.185.78
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Timestamp

Jan 27, 2022 23:05:19.379374981 CET
Jan 27, 2022 23:05:19.379451990 CET
Jan 27, 2022 23:05:19.382405043 CET
Jan 27, 2022 23:05:19.383404016 CET
Jan 27, 2022 23:05:19.393834114 CET
Jan 27, 2022 23:05:19.393953085 CET
Jan 27, 2022 23:05:19.394028902 CET
Jan 27, 2022 23:05:19.411492109 CET
Jan 27, 2022 23:05:19.435924053 CET
Jan 27, 2022 23:05:19.435962915 CET
Jan 27, 2022 23:05:19.452124119 CET
Jan 27, 2022 23:05:19.452162027 CET
Jan 27, 2022 23:05:19.583653927 CET
Jan 27, 2022 23:05:19.592021942 CET
Jan 27, 2022 23:05:19.592098951 CET
Jan 27, 2022 23:05:19.592164993 CET
Jan 27, 2022 23:05:19.592214108 CET
Jan 27, 2022 23:05:19.592297077 CET
Jan 27, 2022 23:05:19.593312979 CET
Jan 27, 2022 23:05:19.594331980 CET

Jan 27, 2022 23:05:19.594368935 CET

UDP Packets

Timestamp

Jan 27, 2022 23:05:18.525162935 CET
Jan 27, 2022 23:05:18.539720058 CET
Jan 27, 2022 23:05:18.547585964 CET
Jan 27, 2022 23:05:18.552829027 CET
Jan 27, 2022 23:05:18.566222906 CET
Jan 27, 2022 23:05:18.574968100 CET
Jan 27, 2022 23:05:19.774435997 CET
Jan 27, 2022 23:05:19.801783085 CET
Jan 27, 2022 23:05:20.045691967 CET
Jan 27, 2022 23:05:20.046860933 CET
Jan 27, 2022 23:05:20.072998047 CET
Jan 27, 2022 23:05:20.073668957 CET
Jan 27, 2022 23:05:20.087584019 CET
Jan 27, 2022 23:05:20.100032091 CET
Jan 27, 2022 23:05:20.100071907 CET
Jan 27, 2022 23:05:20.100111008 CET
Jan 27, 2022 23:05:20.100147009 CET
Jan 27, 2022 23:05:20.101423025 CET
Jan 27, 2022 23:05:20.102412939 CET
Jan 27, 2022 23:05:20.124736071 CET
Jan 27, 2022 23:05:20.125530958 CET
Jan 27, 2022 23:05:20.158130884 CET
Jan 27, 2022 23:05:20.158663034 CET
Jan 27, 2022 23:05:20.158713102 CET
Jan 27, 2022 23:05:20.158751965 CET
Jan 27, 2022 23:05:20.158788919 CET
Jan 27, 2022 23:05:20.158826113 CET
Jan 27, 2022 23:05:20.158864975 CET
Jan 27, 2022 23:05:20.158947945 CET
Jan 27, 2022 23:05:20.158987999 CET
Jan 27, 2022 23:05:20.159025908 CET
Jan 27, 2022 23:05:20.159076929 CET
Jan 27, 2022 23:05:20.159075975 CET
Jan 27, 2022 23:05:20.159128904 CET

Copyright Joe Security LLC 2022

Source Port
443
49716
49715
49717
443
443
49717
49713
49717
443
49716
443
443
443
443
49715
443
49715
443
443
443

Source Port
53910
60784
51143
53

53

53
55102
53
56238
56527
443
56238
53
443
443
443
443
56238
56238
56238
56238
443
56238
443
443
443
443
443
443
443
443
443
56238
443

Dest Port
49716
443
443
443
49717
49717
443
443
443
49717
443
49716
49715
49715
49715
443
49715
443
49715
49715
49715

Dest Port
53

53

53
53910
60784
51143
53
55102
443
53
56238
443
56527
56238
56238
56238
56238
443
443
443
443
56238
443
56238
56238
56238
56238
56238
56238
56238
56238
56238
443
56238

Source IP
142.250.185.78
192.168.2.3
192.168.2.3
192.168.2.3
172.217.16.141
172.217.16.141
192.168.2.3
192.168.2.3
192.168.2.3
172.217.16.141
192.168.2.3
142.250.185.78
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206

142.250.74.206

Source IP
192.168.2.3
192.168.2.3
192.168.2.3
8.8.8.8

8.8.8.8

8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
192.168.2.3
142.250.186.110
192.168.2.3
8.8.8.8
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
142.250.186.110

Dest IP
192.168.2.3
142.250.185.78
142.250.74.206
172.217.16.141
192.168.2.3
192.168.2.3
172.217.16.141
142.250.74.206
172.217.16.141
192.168.2.3
142.250.185.78
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3

192.168.2.3

Dest IP

8.8.8.8

8.8.8.8

8.8.8.8
192.168.2.3
192.168.2.3
192.168.2.3
8.8.8.8
192.168.2.3
142.250.186.110
8.8.8.8
192.168.2.3
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:20.159151077 CET
Jan 27, 2022 23:05:20.159173012 CET
Jan 27, 2022 23:05:20.159220934 CET
Jan 27, 2022 23:05:20.159291029 CET
Jan 27, 2022 23:05:20.159360886 CET
Jan 27, 2022 23:05:20.160125971 CET
Jan 27, 2022 23:05:20.160166979 CET
Jan 27, 2022 23:05:20.160206079 CET
Jan 27, 2022 23:05:20.160242081 CET
Jan 27, 2022 23:05:20.160696030 CET
Jan 27, 2022 23:05:20.160756111 CET
Jan 27, 2022 23:05:20.162591934 CET
Jan 27, 2022 23:05:20.162632942 CET
Jan 27, 2022 23:05:20.162668943 CET
Jan 27, 2022 23:05:20.162707090 CET
Jan 27, 2022 23:05:20.162770987 CET
Jan 27, 2022 23:05:20.163012028 CET
Jan 27, 2022 23:05:20.164735079 CET
Jan 27, 2022 23:05:20.164778948 CET
Jan 27, 2022 23:05:20.164817095 CET
Jan 27, 2022 23:05:20.164855957 CET
Jan 27, 2022 23:05:20.164935112 CET
Jan 27, 2022 23:05:20.164995909 CET
Jan 27, 2022 23:05:20.166821957 CET
Jan 27, 2022 23:05:20.166862011 CET
Jan 27, 2022 23:05:20.166989088 CET
Jan 27, 2022 23:05:20.167953014 CET
Jan 27, 2022 23:05:20.167994022 CET
Jan 27, 2022 23:05:20.168107033 CET
Jan 27, 2022 23:05:20.169387102 CET
Jan 27, 2022 23:05:20.169430971 CET
Jan 27, 2022 23:05:20.169467926 CET
Jan 27, 2022 23:05:20.169504881 CET
Jan 27, 2022 23:05:20.169555902 CET
Jan 27, 2022 23:05:20.169625044 CET
Jan 27, 2022 23:05:20.171735048 CET
Jan 27, 2022 23:05:20.171777010 CET
Jan 27, 2022 23:05:20.171813011 CET
Jan 27, 2022 23:05:20.171850920 CET
Jan 27, 2022 23:05:20.172209024 CET
Jan 27, 2022 23:05:20.172278881 CET
Jan 27, 2022 23:05:20.173934937 CET
Jan 27, 2022 23:05:20.173978090 CET
Jan 27, 2022 23:05:20.174015999 CET
Jan 27, 2022 23:05:20.174052000 CET
Jan 27, 2022 23:05:20.174155951 CET
Jan 27, 2022 23:05:20.174225092 CET
Jan 27, 2022 23:05:20.176806927 CET
Jan 27, 2022 23:05:20.177153111 CET
Jan 27, 2022 23:05:20.177922010 CET
Jan 27, 2022 23:05:20.178033113 CET
Jan 27, 2022 23:05:20.178071976 CET
Jan 27, 2022 23:05:20.178169966 CET
Jan 27, 2022 23:05:20.179502964 CET
Jan 27, 2022 23:05:20.179548025 CET
Jan 27, 2022 23:05:20.179989100 CET
Jan 27, 2022 23:05:20.181607962 CET
Jan 27, 2022 23:05:20.181649923 CET
Jan 27, 2022 23:05:20.181688070 CET

Copyright Joe Security LLC 2022

Source Port
56238
443
56238
56238
56238
443
443
443
443
56238
56238
443
443
443
443
56238
56238
443
443
443
443
56238
56238
443
443
56238
443
443
56238
443
443
443
443
56238
56238
443
443
443
443
56238
56238
443
443
443
443
56238
56238
443
56238
443
443
443
56238
443
443
56238
443
443
443

Dest Port
443
56238
443
443
443
56238
56238
56238
56238
443
443
56238
56238
56238
56238
443
443
56238
56238
56238
56238
443
443
56238
56238
443
56238
56238
443
56238
56238
56238
56238
443
443
56238
56238
56238
56238
443
443
56238
56238
56238
56238
443
443
56238
443
56238
56238
56238
443
56238
56238
443
56238
56238
56238

Source IP
192.168.2.3
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
192.168.2.3
142.250.186.110
142.250.186.110
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
142.250.186.110
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
142.250.186.110
142.250.186.110
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110

Dest IP
142.250.186.110
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
142.250.186.110
192.168.2.3
192.168.2.3
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
192.168.2.3
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
192.168.2.3
192.168.2.3
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:20.181724072 CET
Jan 27, 2022 23:05:20.181787968 CET
Jan 27, 2022 23:05:20.181857109 CET
Jan 27, 2022 23:05:20.181936979 CET
Jan 27, 2022 23:05:20.181977034 CET
Jan 27, 2022 23:05:20.182074070 CET
Jan 27, 2022 23:05:20.183881044 CET
Jan 27, 2022 23:05:20.183922052 CET
Jan 27, 2022 23:05:20.183958054 CET
Jan 27, 2022 23:05:20.183995008 CET
Jan 27, 2022 23:05:20.184067011 CET
Jan 27, 2022 23:05:20.184138060 CET
Jan 27, 2022 23:05:20.185595036 CET
Jan 27, 2022 23:05:20.185633898 CET
Jan 27, 2022 23:05:20.185672045 CET
Jan 27, 2022 23:05:20.185709000 CET
Jan 27, 2022 23:05:20.185827017 CET
Jan 27, 2022 23:05:20.185889959 CET
Jan 27, 2022 23:05:20.187288046 CET
Jan 27, 2022 23:05:20.187333107 CET
Jan 27, 2022 23:05:20.187369108 CET
Jan 27, 2022 23:05:20.187407970 CET
Jan 27, 2022 23:05:20.187520981 CET
Jan 27, 2022 23:05:20.187578917 CET
Jan 27, 2022 23:05:20.188117981 CET
Jan 27, 2022 23:05:20.188159943 CET
Jan 27, 2022 23:05:20.188277960 CET
Jan 27, 2022 23:05:20.189609051 CET
Jan 27, 2022 23:05:20.189649105 CET
Jan 27, 2022 23:05:20.189687014 CET
Jan 27, 2022 23:05:20.189726114 CET
Jan 27, 2022 23:05:20.190289021 CET
Jan 27, 2022 23:05:20.190382004 CET
Jan 27, 2022 23:05:20.191303968 CET
Jan 27, 2022 23:05:20.191348076 CET
Jan 27, 2022 23:05:20.191385984 CET
Jan 27, 2022 23:05:20.191421986 CET
Jan 27, 2022 23:05:20.191466093 CET
Jan 27, 2022 23:05:20.191536903 CET
Jan 27, 2022 23:05:20.192749023 CET
Jan 27, 2022 23:05:20.192791939 CET
Jan 27, 2022 23:05:20.192831039 CET
Jan 27, 2022 23:05:20.192868948 CET
Jan 27, 2022 23:05:20.192905903 CET
Jan 27, 2022 23:05:20.192945004 CET
Jan 27, 2022 23:05:20.193985939 CET
Jan 27, 2022 23:05:20.194004059 CET
Jan 27, 2022 23:05:20.194062948 CET
Jan 27, 2022 23:05:20.194574118 CET
Jan 27, 2022 23:05:20.194616079 CET
Jan 27, 2022 23:05:20.194653034 CET
Jan 27, 2022 23:05:20.194684029 CET
Jan 27, 2022 23:05:20.194791079 CET
Jan 27, 2022 23:05:20.194869995 CET
Jan 27, 2022 23:05:20.220292091 CET
Jan 27, 2022 23:05:20.238600016 CET
Jan 27, 2022 23:05:20.388684034 CET
Jan 27, 2022 23:05:20.414537907 CET
Jan 27, 2022 23:05:20.414581060 CET

Copyright Joe Security LLC 2022

Source Port
443
56238
56238
443
443
56238
443
443
443
443
56238
56238
443
443
443
443
56238
56238
443
443
443
443
56238
56238
443
443
56238
443
443
443
443
56238
56238
443
443
443
443
56238
56238
443
443
443
443
443
443
56238
56238
56238
443
443
443
443
56238
56238
56238
443
49560
443
443

Dest Port
56238
443
443
56238
56238
443
56238
56238
56238
56238
443
443
56238
56238
56238
56238
443
443
56238
56238
56238
56238
443
443
56238
56238
443
56238
56238
56238
56238
443
443
56238
56238
56238
56238
443
443
56238
56238
56238
56238
56238
56238
443
443
443
56238
56238
56238
56238
443
443
443
56238
443
49560
49560

Source IP
142.250.186.110
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
192.168.2.3
142.250.184.227
142.250.184.227

Dest IP
192.168.2.3
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
142.250.184.227
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:20.414619923 CET
Jan 27, 2022 23:05:20.414947987 CET
Jan 27, 2022 23:05:20.440593004 CET
Jan 27, 2022 23:05:20.442691088 CET
Jan 27, 2022 23:05:20.450299025 CET
Jan 27, 2022 23:05:20.450674057 CET
Jan 27, 2022 23:05:20.450834036 CET
Jan 27, 2022 23:05:20.483354092 CET
Jan 27, 2022 23:05:20.483575106 CET
Jan 27, 2022 23:05:20.483858109 CET
Jan 27, 2022 23:05:20.484179020 CET
Jan 27, 2022 23:05:20.484210014 CET
Jan 27, 2022 23:05:20.484241009 CET
Jan 27, 2022 23:05:20.484272003 CET
Jan 27, 2022 23:05:20.484302998 CET
Jan 27, 2022 23:05:20.484333038 CET
Jan 27, 2022 23:05:20.484498978 CET
Jan 27, 2022 23:05:20.484540939 CET
Jan 27, 2022 23:05:20.484568119 CET
Jan 27, 2022 23:05:20.484621048 CET
Jan 27, 2022 23:05:20.484651089 CET
Jan 27, 2022 23:05:20.484714031 CET
Jan 27, 2022 23:05:20.484781981 CET
Jan 27, 2022 23:05:20.484846115 CET
Jan 27, 2022 23:05:20.484906912 CET
Jan 27, 2022 23:05:20.485331059 CET
Jan 27, 2022 23:05:20.485371113 CET
Jan 27, 2022 23:05:20.485390902 CET
Jan 27, 2022 23:05:20.485649109 CET
Jan 27, 2022 23:05:20.485888958 CET
Jan 27, 2022 23:05:20.486947060 CET
Jan 27, 2022 23:05:20.486974955 CET
Jan 27, 2022 23:05:20.487015963 CET
Jan 27, 2022 23:05:20.487231016 CET
Jan 27, 2022 23:05:20.488918066 CET
Jan 27, 2022 23:05:20.488940001 CET
Jan 27, 2022 23:05:20.488960028 CET
Jan 27, 2022 23:05:20.490240097 CET
Jan 27, 2022 23:05:20.490287066 CET
Jan 27, 2022 23:05:20.490995884 CET
Jan 27, 2022 23:05:20.491055012 CET
Jan 27, 2022 23:05:20.491133928 CET
Jan 27, 2022 23:05:20.491499901 CET
Jan 27, 2022 23:05:20.491559029 CET
Jan 27, 2022 23:05:20.492063999 CET
Jan 27, 2022 23:05:20.492477894 CET
Jan 27, 2022 23:05:20.492497921 CET
Jan 27, 2022 23:05:20.493598938 CET
Jan 27, 2022 23:05:20.493622065 CET
Jan 27, 2022 23:05:20.494616032 CET
Jan 27, 2022 23:05:20.494689941 CET
Jan 27, 2022 23:05:20.495033979 CET
Jan 27, 2022 23:05:20.523370981 CET
Jan 27, 2022 23:05:21.188079119 CET
Jan 27, 2022 23:05:21.214122057 CET
Jan 27, 2022 23:05:21.214531898 CET
Jan 27, 2022 23:05:21.240760088 CET
Jan 27, 2022 23:05:21.240803003 CET
Jan 27, 2022 23:05:21.240840912 CET

Copyright Joe Security LLC 2022

Source Port
443
49560
49560
443
49560
49560
49560
443
443
49560
443
443
443
443
443
443
443
443
443
443
49560
49560
49560
49560
49560
443
443
443
49560
49560
443
443
443
49560
443
443
443
443
443
49560
49560
49560
443
443
49560
443
443
443
443
49560
49560
443
49560
52652
443
52652
443
443
443

Dest Port
49560
443
443
49560
443
443
443
49560
49560
443
49560
49560
49560
49560
49560
49560
49560
49560
49560
49560
443
443
443
443
443
49560
49560
49560
443
443
49560
49560
49560
443
49560
49560
49560
49560
49560
443
443
443
49560
49560
443
49560
49560
49560
49560
443
443
49560
443
443
52652
443
52652
52652
52652

Source IP
142.250.184.227
192.168.2.3
192.168.2.3
142.250.184.227
192.168.2.3
192.168.2.3
192.168.2.3
142.250.184.227
142.250.184.227
192.168.2.3
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.184.227
142.250.184.227
142.250.184.227
192.168.2.3
192.168.2.3
142.250.184.227
142.250.184.227
142.250.184.227
192.168.2.3
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
192.168.2.3
192.168.2.3
192.168.2.3
142.250.184.227
142.250.184.227
192.168.2.3
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
192.168.2.3
192.168.2.3
142.250.184.227
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206

Dest IP
192.168.2.3
142.250.184.227
142.250.184.227
192.168.2.3
142.250.184.227
142.250.184.227
142.250.184.227
192.168.2.3
192.168.2.3
142.250.184.227
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
192.168.2.3
192.168.2.3
192.168.2.3
142.250.184.227
142.250.184.227
192.168.2.3
192.168.2.3
192.168.2.3
142.250.184.227
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.184.227
142.250.184.227
142.250.184.227
192.168.2.3
192.168.2.3
142.250.184.227
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.184.227
142.250.184.227
192.168.2.3
142.250.184.227
142.250.74.206
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:21.240880966 CET
Jan 27, 2022 23:05:21.241167068 CET
Jan 27, 2022 23:05:21.242249012 CET
Jan 27, 2022 23:05:21.281574011 CET
Jan 27, 2022 23:05:21.291251898 CET
Jan 27, 2022 23:05:21.314752102 CET
Jan 27, 2022 23:05:21.315011978 CET
Jan 27, 2022 23:05:21.315526962 CET
Jan 27, 2022 23:05:21.315674067 CET
Jan 27, 2022 23:05:21.315937996 CET
Jan 27, 2022 23:05:21.315975904 CET
Jan 27, 2022 23:05:21.316011906 CET
Jan 27, 2022 23:05:21.335380077 CET
Jan 27, 2022 23:05:21.339410067 CET
Jan 27, 2022 23:05:21.339463949 CET
Jan 27, 2022 23:05:21.339518070 CET
Jan 27, 2022 23:05:21.339564085 CET
Jan 27, 2022 23:05:21.339864969 CET
Jan 27, 2022 23:05:21.341026068 CET
Jan 27, 2022 23:05:21.363663912 CET
Jan 27, 2022 23:05:21.363962889 CET
Jan 27, 2022 23:05:21.387466908 CET
Jan 27, 2022 23:05:21.388663054 CET
Jan 27, 2022 23:05:21.400554895 CET
Jan 27, 2022 23:05:21.400820017 CET
Jan 27, 2022 23:05:21.400852919 CET
Jan 27, 2022 23:05:21.401967049 CET
Jan 27, 2022 23:05:21.428905964 CET
Jan 27, 2022 23:05:21.452743053 CET
Jan 27, 2022 23:05:21.452812910 CET
Jan 27, 2022 23:05:21.452841997 CET
Jan 27, 2022 23:05:21.462773085 CET
Jan 27, 2022 23:05:21.489104986 CET
Jan 27, 2022 23:05:22.237567902 CET
Jan 27, 2022 23:05:22.265641928 CET
Jan 27, 2022 23:05:22.268779993 CET
Jan 27, 2022 23:05:22.294791937 CET
Jan 27, 2022 23:05:22.295169115 CET
Jan 27, 2022 23:05:22.320801973 CET
Jan 27, 2022 23:05:22.320857048 CET
Jan 27, 2022 23:05:22.320897102 CET
Jan 27, 2022 23:05:22.320935965 CET
Jan 27, 2022 23:05:22.359293938 CET
Jan 27, 2022 23:05:22.359757900 CET
Jan 27, 2022 23:05:22.359806061 CET
Jan 27, 2022 23:05:22.359846115 CET
Jan 27, 2022 23:05:22.359884024 CET
Jan 27, 2022 23:05:22.375936031 CET
Jan 27, 2022 23:05:22.376019955 CET
Jan 27, 2022 23:05:22.376096010 CET
Jan 27, 2022 23:05:22.380095959 CET
Jan 27, 2022 23:05:22.380343914 CET
Jan 27, 2022 23:05:22.394360065 CET
Jan 27, 2022 23:05:22.394407034 CET
Jan 27, 2022 23:05:22.394627094 CET
Jan 27, 2022 23:05:22.412782907 CET
Jan 27, 2022 23:05:22.414910078 CET
Jan 27, 2022 23:05:22.414963961 CET
Jan 27, 2022 23:05:22.415003061 CET

Copyright Joe Security LLC 2022

Source Port
443
52652
52652
52652
52653
443
443
52652
52653
52652
52652
52652
443
443
443
443
443
52653
52653
52653
52653
443
52653
443
443
443
52653
52653
443
443
443
52652
52652
58361
53
58362
443
58362
443
443
443
443
58362
443
443
443
443
58362
58362
58362
58362
58362
443
443
58362
443
443
443
443

Dest Port
52652
443
443
443
443
52652
52653
443
443
443
443
443
52652
52653
52653
52653
52653
443
443
443
443
52653
443
52653
52653
52653
443
443
52652
52652
52652
443
443
53
58361
443
58362
443
58362
58362
58362
58362
443
58362
58362
58362
58362
443
443
443
443
443
58362
58362
443
58362
58362
58362
58362

Source IP
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.185.78
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.185.78
142.250.185.78
142.250.185.78
142.250.185.78
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.78
192.168.2.3
142.250.185.78
142.250.185.78
142.250.185.78
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
8.8.8.8
192.168.2.3
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65

Dest IP
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.185.78
192.168.2.3
192.168.2.3
142.250.74.206
142.250.185.78
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.78
142.250.185.78
142.250.185.78
142.250.185.78
192.168.2.3
142.250.185.78
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.78
142.250.185.78
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
8.8.8.8
192.168.2.3
142.250.185.65
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:22.415045977 CET
Jan 27, 2022 23:05:22.415086985 CET
Jan 27, 2022 23:05:22.415124893 CET
Jan 27, 2022 23:05:22.415164948 CET
Jan 27, 2022 23:05:22.415204048 CET
Jan 27, 2022 23:05:22.415244102 CET
Jan 27, 2022 23:05:22.415285110 CET
Jan 27, 2022 23:05:22.415323973 CET
Jan 27, 2022 23:05:22.416353941 CET
Jan 27, 2022 23:05:22.416395903 CET
Jan 27, 2022 23:05:22.416435957 CET
Jan 27, 2022 23:05:22.418668985 CET
Jan 27, 2022 23:05:22.418709993 CET
Jan 27, 2022 23:05:22.418749094 CET
Jan 27, 2022 23:05:22.418787003 CET
Jan 27, 2022 23:05:22.420700073 CET
Jan 27, 2022 23:05:22.420737982 CET
Jan 27, 2022 23:05:22.420775890 CET
Jan 27, 2022 23:05:22.420815945 CET
Jan 27, 2022 23:05:22.422498941 CET
Jan 27, 2022 23:05:22.422538996 CET
Jan 27, 2022 23:05:22.422579050 CET
Jan 27, 2022 23:05:22.423420906 CET
Jan 27, 2022 23:05:22.423502922 CET
Jan 27, 2022 23:05:22.423638105 CET
Jan 27, 2022 23:05:22.423702955 CET
Jan 27, 2022 23:05:22.423801899 CET
Jan 27, 2022 23:05:22.424032927 CET
Jan 27, 2022 23:05:22.424073935 CET
Jan 27, 2022 23:05:22.424110889 CET
Jan 27, 2022 23:05:22.424438000 CET
Jan 27, 2022 23:05:22.424506903 CET
Jan 27, 2022 23:05:22.424566984 CET
Jan 27, 2022 23:05:22.424619913 CET
Jan 27, 2022 23:05:22.424674034 CET
Jan 27, 2022 23:05:22.424760103 CET
Jan 27, 2022 23:05:22.424813986 CET
Jan 27, 2022 23:05:22.425786018 CET
Jan 27, 2022 23:05:22.425827026 CET
Jan 27, 2022 23:05:22.425893068 CET
Jan 27, 2022 23:05:22.426676989 CET
Jan 27, 2022 23:05:22.426743031 CET
Jan 27, 2022 23:05:22.426806927 CET
Jan 27, 2022 23:05:22.426863909 CET
Jan 27, 2022 23:05:22.428106070 CET
Jan 27, 2022 23:05:22.428144932 CET
Jan 27, 2022 23:05:22.428185940 CET
Jan 27, 2022 23:05:22.428225994 CET
Jan 27, 2022 23:05:22.428316116 CET
Jan 27, 2022 23:05:22.428896904 CET
Jan 27, 2022 23:05:22.429341078 CET
Jan 27, 2022 23:05:22.429382086 CET
Jan 27, 2022 23:05:22.429419994 CET
Jan 27, 2022 23:05:22.429812908 CET
Jan 27, 2022 23:05:22.429909945 CET
Jan 27, 2022 23:05:22.431175947 CET
Jan 27, 2022 23:05:22.431216955 CET
Jan 27, 2022 23:05:22.431253910 CET
Jan 27, 2022 23:05:22.431602001 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
58362
58362
58362
58362
58362
443
443
443
58362
58362
58362
58362
58362
58362
58362
443
443
443
58362
58362
58362
58362
443
443
443
443
58362
58362
443
443
443
58362
58362
443
443
443
58362

Dest Port
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
443
443
443
443
443
58362
58362
58362
443
443
443
443
443
443
443
58362
58362
58362
443
443
443
443
58362
58362
58362
58362
443
443
58362
58362
58362
443
443
58362
58362
58362
443

Source IP
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
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Timestamp

Jan 27, 2022 23:05:22.432826042 CET
Jan 27, 2022 23:05:22.432866096 CET
Jan 27, 2022 23:05:22.433382034 CET
Jan 27, 2022 23:05:22.442131996 CET
Jan 27, 2022 23:05:22.442174911 CET
Jan 27, 2022 23:05:22.442214966 CET
Jan 27, 2022 23:05:22.442253113 CET
Jan 27, 2022 23:05:22.442339897 CET
Jan 27, 2022 23:05:22.442397118 CET
Jan 27, 2022 23:05:22.444446087 CET
Jan 27, 2022 23:05:22.444489002 CET
Jan 27, 2022 23:05:22.444526911 CET
Jan 27, 2022 23:05:22.444569111 CET
Jan 27, 2022 23:05:22.444638014 CET
Jan 27, 2022 23:05:22.444694042 CET
Jan 27, 2022 23:05:22.445297956 CET
Jan 27, 2022 23:05:22.445338011 CET
Jan 27, 2022 23:05:22.445451021 CET
Jan 27, 2022 23:05:22.446901083 CET
Jan 27, 2022 23:05:22.446938992 CET
Jan 27, 2022 23:05:22.446979046 CET
Jan 27, 2022 23:05:22.447019100 CET
Jan 27, 2022 23:05:22.447052956 CET
Jan 27, 2022 23:05:22.447125912 CET
Jan 27, 2022 23:05:22.448349953 CET
Jan 27, 2022 23:05:22.448410988 CET
Jan 27, 2022 23:05:22.448450089 CET
Jan 27, 2022 23:05:22.448494911 CET
Jan 27, 2022 23:05:22.448525906 CET
Jan 27, 2022 23:05:22.450114965 CET
Jan 27, 2022 23:05:22.450156927 CET
Jan 27, 2022 23:05:22.450180054 CET
Jan 27, 2022 23:05:22.450196028 CET
Jan 27, 2022 23:05:22.450238943 CET
Jan 27, 2022 23:05:22.450269938 CET
Jan 27, 2022 23:05:22.450376034 CET
Jan 27, 2022 23:05:22.451459885 CET
Jan 27, 2022 23:05:22.451503992 CET
Jan 27, 2022 23:05:22.451544046 CET
Jan 27, 2022 23:05:22.451585054 CET
Jan 27, 2022 23:05:22.451616049 CET
Jan 27, 2022 23:05:22.451692104 CET
Jan 27, 2022 23:05:22.451899052 CET
Jan 27, 2022 23:05:22.451939106 CET
Jan 27, 2022 23:05:22.452089071 CET
Jan 27, 2022 23:05:22.453190088 CET
Jan 27, 2022 23:05:22.453231096 CET
Jan 27, 2022 23:05:22.453259945 CET
Jan 27, 2022 23:05:22.453300953 CET
Jan 27, 2022 23:05:22.453368902 CET
Jan 27, 2022 23:05:22.453428984 CET
Jan 27, 2022 23:05:22.454902887 CET
Jan 27, 2022 23:05:22.454943895 CET
Jan 27, 2022 23:05:22.454982996 CET
Jan 27, 2022 23:05:22.455022097 CET
Jan 27, 2022 23:05:22.455060959 CET
Jan 27, 2022 23:05:22.455063105 CET
Jan 27, 2022 23:05:22.455101013 CET
Jan 27, 2022 23:05:22.455147028 CET

Copyright Joe Security LLC 2022

Source Port
443
443
58362
443
443
443
443
58362
58362
443
443
443
443
58362
58362
443
443
58362
443
443
443
443
58362
58362
443
443
443
443
58362
443
443
58362
443
443
58362
58362
443
443
443
443
58362
58362
443
443
58362
443
443
443
443
58362
58362
443
443
443
443
443
58362
443
58362

Dest Port
58362
58362
443
58362
58362
58362
58362
443
443
58362
58362
58362
58362
443
443
58362
58362
443
58362
58362
58362
58362
443
443
58362
58362
58362
58362
443
58362
58362
443
58362
58362
443
443
58362
58362
58362
58362
443
443
58362
58362
443
58362
58362
58362
58362
443
443
58362
58362
58362
58362
58362
443
58362
443

Source IP
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
192.168.2.3

Dest IP
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
142.250.185.65
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Timestamp

Jan 27, 2022 23:05:22.455205917 CET
Jan 27, 2022 23:05:22.457313061 CET
Jan 27, 2022 23:05:22.457354069 CET
Jan 27, 2022 23:05:22.457393885 CET
Jan 27, 2022 23:05:22.457434893 CET
Jan 27, 2022 23:05:22.457473993 CET
Jan 27, 2022 23:05:22.457478046 CET
Jan 27, 2022 23:05:22.457515955 CET
Jan 27, 2022 23:05:22.457545996 CET
Jan 27, 2022 23:05:22.457556963 CET
Jan 27, 2022 23:05:22.457595110 CET
Jan 27, 2022 23:05:22.457612038 CET
Jan 27, 2022 23:05:22.457703114 CET
Jan 27, 2022 23:05:22.459587097 CET
Jan 27, 2022 23:05:22.459626913 CET
Jan 27, 2022 23:05:22.459666967 CET
Jan 27, 2022 23:05:22.459705114 CET
Jan 27, 2022 23:05:22.459742069 CET
Jan 27, 2022 23:05:22.459780931 CET
Jan 27, 2022 23:05:22.460926056 CET
Jan 27, 2022 23:05:22.460969925 CET
Jan 27, 2022 23:05:22.461007118 CET
Jan 27, 2022 23:05:22.461047888 CET
Jan 27, 2022 23:05:22.461086988 CET
Jan 27, 2022 23:05:22.461123943 CET
Jan 27, 2022 23:05:22.461239100 CET
Jan 27, 2022 23:05:22.462269068 CET
Jan 27, 2022 23:05:22.462310076 CET
Jan 27, 2022 23:05:22.462338924 CET
Jan 27, 2022 23:05:22.462368965 CET
Jan 27, 2022 23:05:22.462409019 CET
Jan 27, 2022 23:05:22.462447882 CET
Jan 27, 2022 23:05:22.463149071 CET
Jan 27, 2022 23:05:22.463190079 CET
Jan 27, 2022 23:05:22.463226080 CET
Jan 27, 2022 23:05:22.463264942 CET
Jan 27, 2022 23:05:22.463589907 CET
Jan 27, 2022 23:05:22.463941097 CET
Jan 27, 2022 23:05:22.463982105 CET
Jan 27, 2022 23:05:22.464019060 CET
Jan 27, 2022 23:05:22.464057922 CET
Jan 27, 2022 23:05:22.465679884 CET
Jan 27, 2022 23:05:22.465722084 CET
Jan 27, 2022 23:05:22.465759039 CET
Jan 27, 2022 23:05:22.465797901 CET
Jan 27, 2022 23:05:22.465837002 CET
Jan 27, 2022 23:05:22.465898991 CET
Jan 27, 2022 23:05:22.465936899 CET
Jan 27, 2022 23:05:22.465975046 CET
Jan 27, 2022 23:05:22.466157913 CET
Jan 27, 2022 23:05:22.467207909 CET
Jan 27, 2022 23:05:22.467248917 CET
Jan 27, 2022 23:05:22.467287064 CET
Jan 27, 2022 23:05:22.468728065 CET
Jan 27, 2022 23:05:22.468769073 CET
Jan 27, 2022 23:05:22.468807936 CET
Jan 27, 2022 23:05:22.468847036 CET
Jan 27, 2022 23:05:22.468919992 CET
Jan 27, 2022 23:05:22.468961954 CET

Copyright Joe Security LLC 2022

Source Port
58362
443
443
443
443
443
58362
443
58362
443
443
58362
58362
443
443
443
443
443
443
443
443
443
443
443
443
58362
443
443
443
443
443
443
443
443
443
443
58362
443
443
443
443
443
443
443
443
443
443
443
443
58362
443
443
443
443
443
443
443
443
443

Dest Port
443
58362
58362
58362
58362
58362
443
58362
443
58362
58362
443
443
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
443
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
443
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
443
58362
58362
58362
58362
58362
58362
58362
58362
58362

Source IP
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65

Dest IP
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:22.468997002 CET
Jan 27, 2022 23:05:22.470171928 CET
Jan 27, 2022 23:05:22.470215082 CET
Jan 27, 2022 23:05:22.470252037 CET
Jan 27, 2022 23:05:22.470290899 CET
Jan 27, 2022 23:05:22.470575094 CET
Jan 27, 2022 23:05:22.470616102 CET
Jan 27, 2022 23:05:22.470787048 CET
Jan 27, 2022 23:05:22.472016096 CET
Jan 27, 2022 23:05:22.472057104 CET
Jan 27, 2022 23:05:22.472095966 CET
Jan 27, 2022 23:05:22.472132921 CET
Jan 27, 2022 23:05:22.473557949 CET
Jan 27, 2022 23:05:22.473598957 CET
Jan 27, 2022 23:05:22.473655939 CET
Jan 27, 2022 23:05:22.473695040 CET
Jan 27, 2022 23:05:22.473787069 CET
Jan 27, 2022 23:05:22.473828077 CET
Jan 27, 2022 23:05:22.474208117 CET
Jan 27, 2022 23:05:22.476134062 CET
Jan 27, 2022 23:05:22.476171970 CET
Jan 27, 2022 23:05:22.476212025 CET
Jan 27, 2022 23:05:22.476252079 CET
Jan 27, 2022 23:05:22.476288080 CET
Jan 27, 2022 23:05:22.476326942 CET
Jan 27, 2022 23:05:22.477591991 CET
Jan 27, 2022 23:05:22.477632999 CET
Jan 27, 2022 23:05:22.477673054 CET
Jan 27, 2022 23:05:22.477710009 CET
Jan 27, 2022 23:05:22.477852106 CET
Jan 27, 2022 23:05:22.479835033 CET
Jan 27, 2022 23:05:22.479893923 CET
Jan 27, 2022 23:05:22.479933977 CET
Jan 27, 2022 23:05:22.479970932 CET
Jan 27, 2022 23:05:22.480010033 CET
Jan 27, 2022 23:05:22.480050087 CET
Jan 27, 2022 23:05:22.480087042 CET
Jan 27, 2022 23:05:22.480127096 CET
Jan 27, 2022 23:05:22.480165958 CET
Jan 27, 2022 23:05:22.480204105 CET
Jan 27, 2022 23:05:22.480317116 CET
Jan 27, 2022 23:05:22.482103109 CET
Jan 27, 2022 23:05:22.482145071 CET
Jan 27, 2022 23:05:22.482182980 CET
Jan 27, 2022 23:05:22.482222080 CET
Jan 27, 2022 23:05:22.482261896 CET
Jan 27, 2022 23:05:22.482300997 CET
Jan 27, 2022 23:05:22.482341051 CET
Jan 27, 2022 23:05:22.482378006 CET
Jan 27, 2022 23:05:22.482417107 CET
Jan 27, 2022 23:05:22.482455015 CET
Jan 27, 2022 23:05:22.482494116 CET
Jan 27, 2022 23:05:22.482532024 CET
Jan 27, 2022 23:05:22.482570887 CET
Jan 27, 2022 23:05:22.482609987 CET
Jan 27, 2022 23:05:22.482647896 CET
Jan 27, 2022 23:05:22.482685089 CET
Jan 27, 2022 23:05:22.482726097 CET
Jan 27, 2022 23:05:22.482731104 CET

Copyright Joe Security LLC 2022

Source Port
58362
443
443
443
443
443
443
58362
443
443
443
443
443
443
443
443
443
443
58362
443
443
443
443
443
443
443
443
443
443
58362
443
443
443
443
443
443
443
443
443
443
58362
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
58362

Dest Port
443
58362
58362
58362
58362
58362
58362
443
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
443
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
443
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
443
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
443

Source IP
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3

Dest IP
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
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Timestamp

Jan 27, 2022 23:05:22.482764006 CET
Jan 27, 2022 23:05:22.483401060 CET
Jan 27, 2022 23:05:22.483439922 CET
Jan 27, 2022 23:05:22.483479023 CET
Jan 27, 2022 23:05:22.483520985 CET
Jan 27, 2022 23:05:22.483560085 CET
Jan 27, 2022 23:05:22.483599901 CET
Jan 27, 2022 23:05:22.483637094 CET
Jan 27, 2022 23:05:22.483675003 CET
Jan 27, 2022 23:05:22.483714104 CET
Jan 27, 2022 23:05:22.483750105 CET
Jan 27, 2022 23:05:22.483789921 CET
Jan 27, 2022 23:05:22.483819962 CET
Jan 27, 2022 23:05:22.483956099 CET
Jan 27, 2022 23:05:22.484210968 CET
Jan 27, 2022 23:05:22.484699011 CET
Jan 27, 2022 23:05:22.484740019 CET
Jan 27, 2022 23:05:22.484780073 CET
Jan 27, 2022 23:05:22.484817028 CET
Jan 27, 2022 23:05:22.484855890 CET
Jan 27, 2022 23:05:22.484895945 CET
Jan 27, 2022 23:05:22.484935999 CET
Jan 27, 2022 23:05:22.484976053 CET
Jan 27, 2022 23:05:22.485012054 CET
Jan 27, 2022 23:05:22.485050917 CET
Jan 27, 2022 23:05:22.485203028 CET
Jan 27, 2022 23:05:22.486124039 CET
Jan 27, 2022 23:05:22.486161947 CET
Jan 27, 2022 23:05:22.486213923 CET
Jan 27, 2022 23:05:22.486253977 CET
Jan 27, 2022 23:05:22.486289978 CET
Jan 27, 2022 23:05:22.486330032 CET
Jan 27, 2022 23:05:22.486367941 CET
Jan 27, 2022 23:05:22.486407995 CET
Jan 27, 2022 23:05:22.486447096 CET
Jan 27, 2022 23:05:22.486485004 CET
Jan 27, 2022 23:05:22.486629009 CET
Jan 27, 2022 23:05:22.487570047 CET
Jan 27, 2022 23:05:22.487611055 CET
Jan 27, 2022 23:05:22.487648010 CET
Jan 27, 2022 23:05:22.487687111 CET
Jan 27, 2022 23:05:22.487725019 CET
Jan 27, 2022 23:05:22.487761974 CET
Jan 27, 2022 23:05:22.487799883 CET
Jan 27, 2022 23:05:22.487838030 CET
Jan 27, 2022 23:05:22.487876892 CET
Jan 27, 2022 23:05:22.487916946 CET
Jan 27, 2022 23:05:22.488585949 CET
Jan 27, 2022 23:05:22.488626957 CET
Jan 27, 2022 23:05:22.488665104 CET
Jan 27, 2022 23:05:22.488704920 CET
Jan 27, 2022 23:05:22.488743067 CET
Jan 27, 2022 23:05:22.488780975 CET
Jan 27, 2022 23:05:22.488821030 CET
Jan 27, 2022 23:05:22.488858938 CET
Jan 27, 2022 23:05:22.488898039 CET
Jan 27, 2022 23:05:22.488936901 CET
Jan 27, 2022 23:05:22.489306927 CET
Jan 27, 2022 23:05:22.489315987 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
443
443
443
443
443
443
443
443
58362
58362
443
443
443
443
443
443
443
443
443
443
58362
443
443
443
443
443
443
443
443
443
443
58362
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
58362
443

Dest Port
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
443
443
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
443
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
443
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
443
58362

Source IP
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:22.489357948 CET
Jan 27, 2022 23:05:22.489397049 CET
Jan 27, 2022 23:05:22.489435911 CET
Jan 27, 2022 23:05:22.489474058 CET
Jan 27, 2022 23:05:22.489511967 CET
Jan 27, 2022 23:05:22.489526033 CET
Jan 27, 2022 23:05:22.489552975 CET
Jan 27, 2022 23:05:22.489590883 CET
Jan 27, 2022 23:05:22.490417004 CET
Jan 27, 2022 23:05:22.490468979 CET
Jan 27, 2022 23:05:22.490508080 CET
Jan 27, 2022 23:05:22.490546942 CET
Jan 27, 2022 23:05:22.490586042 CET
Jan 27, 2022 23:05:22.490622997 CET
Jan 27, 2022 23:05:22.490662098 CET
Jan 27, 2022 23:05:22.490700006 CET
Jan 27, 2022 23:05:22.490736008 CET
Jan 27, 2022 23:05:22.490736961 CET
Jan 27, 2022 23:05:22.490777016 CET
Jan 27, 2022 23:05:22.490816116 CET
Jan 27, 2022 23:05:22.490854979 CET
Jan 27, 2022 23:05:22.491024017 CET
Jan 27, 2022 23:05:22.492727995 CET
Jan 27, 2022 23:05:22.492769003 CET
Jan 27, 2022 23:05:22.492809057 CET
Jan 27, 2022 23:05:22.492846966 CET
Jan 27, 2022 23:05:22.492887020 CET
Jan 27, 2022 23:05:22.492925882 CET
Jan 27, 2022 23:05:22.492961884 CET
Jan 27, 2022 23:05:22.493000031 CET
Jan 27, 2022 23:05:22.493036985 CET
Jan 27, 2022 23:05:22.493076086 CET
Jan 27, 2022 23:05:22.493115902 CET
Jan 27, 2022 23:05:22.493151903 CET
Jan 27, 2022 23:05:22.493273020 CET
Jan 27, 2022 23:05:22.494414091 CET
Jan 27, 2022 23:05:22.494456053 CET
Jan 27, 2022 23:05:22.494493961 CET
Jan 27, 2022 23:05:22.494534016 CET
Jan 27, 2022 23:05:22.494571924 CET
Jan 27, 2022 23:05:22.494609118 CET
Jan 27, 2022 23:05:22.494647026 CET
Jan 27, 2022 23:05:22.494687080 CET
Jan 27, 2022 23:05:22.494879961 CET
Jan 27, 2022 23:05:22.496447086 CET
Jan 27, 2022 23:05:22.496496916 CET
Jan 27, 2022 23:05:22.496560097 CET
Jan 27, 2022 23:05:22.496599913 CET
Jan 27, 2022 23:05:22.496637106 CET
Jan 27, 2022 23:05:22.496676922 CET
Jan 27, 2022 23:05:22.496715069 CET
Jan 27, 2022 23:05:22.496752977 CET
Jan 27, 2022 23:05:22.496792078 CET
Jan 27, 2022 23:05:22.496829033 CET
Jan 27, 2022 23:05:22.496867895 CET
Jan 27, 2022 23:05:22.496906042 CET
Jan 27, 2022 23:05:22.496972084 CET
Jan 27, 2022 23:05:22.498647928 CET
Jan 27, 2022 23:05:22.498692989 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
58362
443
443
443
443
443
443
443
443
443
443
58362
443
443
443
443
58362
443
443
443
443
443
443
443
443
443
443
443
443
58362
443
443
443
443
443
443
443
443
58362
443
443
443
443
443
443
443
443
443
443
443
443
58362
443
443

Dest Port
58362
58362
58362
58362
58362
443
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
443
58362
58362
58362
58362
443
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
443
58362
58362
58362
58362
58362
58362
58362
58362
443
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
443
58362
58362

Source IP
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:22.498730898 CET
Jan 27, 2022 23:05:22.498768091 CET
Jan 27, 2022 23:05:22.498807907 CET
Jan 27, 2022 23:05:22.498846054 CET
Jan 27, 2022 23:05:22.498886108 CET
Jan 27, 2022 23:05:22.498925924 CET
Jan 27, 2022 23:05:22.498961926 CET
Jan 27, 2022 23:05:22.499001026 CET
Jan 27, 2022 23:05:22.499038935 CET
Jan 27, 2022 23:05:22.499075890 CET
Jan 27, 2022 23:05:22.499114990 CET
Jan 27, 2022 23:05:22.499152899 CET
Jan 27, 2022 23:05:22.499191999 CET
Jan 27, 2022 23:05:22.499232054 CET
Jan 27, 2022 23:05:22.499268055 CET
Jan 27, 2022 23:05:22.499308109 CET
Jan 27, 2022 23:05:22.499963045 CET
Jan 27, 2022 23:05:22.500163078 CET
Jan 27, 2022 23:05:22.501322031 CET
Jan 27, 2022 23:05:22.501362085 CET
Jan 27, 2022 23:05:22.501399994 CET
Jan 27, 2022 23:05:22.501440048 CET
Jan 27, 2022 23:05:22.501477957 CET
Jan 27, 2022 23:05:22.501516104 CET
Jan 27, 2022 23:05:22.501554966 CET
Jan 27, 2022 23:05:22.501593113 CET
Jan 27, 2022 23:05:22.501631021 CET
Jan 27, 2022 23:05:22.501671076 CET
Jan 27, 2022 23:05:22.501759052 CET
Jan 27, 2022 23:05:22.502633095 CET
Jan 27, 2022 23:05:22.502672911 CET
Jan 27, 2022 23:05:22.502713919 CET
Jan 27, 2022 23:05:22.502751112 CET
Jan 27, 2022 23:05:22.502790928 CET
Jan 27, 2022 23:05:22.502830029 CET
Jan 27, 2022 23:05:22.502868891 CET
Jan 27, 2022 23:05:22.502907038 CET
Jan 27, 2022 23:05:22.502945900 CET
Jan 27, 2022 23:05:22.502985001 CET
Jan 27, 2022 23:05:22.503024101 CET
Jan 27, 2022 23:05:22.503061056 CET
Jan 27, 2022 23:05:22.503098965 CET
Jan 27, 2022 23:05:22.503137112 CET
Jan 27, 2022 23:05:22.503175974 CET
Jan 27, 2022 23:05:22.503213882 CET
Jan 27, 2022 23:05:22.503264904 CET
Jan 27, 2022 23:05:22.503302097 CET
Jan 27, 2022 23:05:22.503314972 CET
Jan 27, 2022 23:05:22.503923893 CET
Jan 27, 2022 23:05:22.503962994 CET
Jan 27, 2022 23:05:22.504002094 CET
Jan 27, 2022 23:05:22.504040956 CET
Jan 27, 2022 23:05:22.504076958 CET
Jan 27, 2022 23:05:22.504102945 CET
Jan 27, 2022 23:05:22.504116058 CET
Jan 27, 2022 23:05:22.504154921 CET
Jan 27, 2022 23:05:22.504194975 CET
Jan 27, 2022 23:05:22.504235029 CET
Jan 27, 2022 23:05:22.504272938 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
58362
58362
443
443
443
443
443
443
443
443
443
443
58362
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
58362
443
443
443
443
443
58362
443
443
443
443
443

Dest Port
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
443
443
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
443
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
443
58362
58362
58362
58362
58362
443
58362
58362
58362
58362
58362

Source IP
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:22.504303932 CET
Jan 27, 2022 23:05:22.504343987 CET
Jan 27, 2022 23:05:22.504483938 CET
Jan 27, 2022 23:05:22.505348921 CET
Jan 27, 2022 23:05:22.505390882 CET
Jan 27, 2022 23:05:22.505429983 CET
Jan 27, 2022 23:05:22.505469084 CET
Jan 27, 2022 23:05:22.505507946 CET
Jan 27, 2022 23:05:22.505548000 CET
Jan 27, 2022 23:05:22.505588055 CET
Jan 27, 2022 23:05:22.505624056 CET
Jan 27, 2022 23:05:22.505662918 CET
Jan 27, 2022 23:05:22.505701065 CET
Jan 27, 2022 23:05:22.505737066 CET
Jan 27, 2022 23:05:22.505774975 CET
Jan 27, 2022 23:05:22.505810976 CET
Jan 27, 2022 23:05:22.505868912 CET
Jan 27, 2022 23:05:22.505916119 CET
Jan 27, 2022 23:05:22.505958080 CET
Jan 27, 2022 23:05:22.505995035 CET
Jan 27, 2022 23:05:22.506032944 CET
Jan 27, 2022 23:05:22.506072044 CET
Jan 27, 2022 23:05:22.506108999 CET
Jan 27, 2022 23:05:22.507005930 CET
Jan 27, 2022 23:05:22.507041931 CET
Jan 27, 2022 23:05:22.507078886 CET
Jan 27, 2022 23:05:22.507112980 CET
Jan 27, 2022 23:05:22.507148981 CET
Jan 27, 2022 23:05:22.507184982 CET
Jan 27, 2022 23:05:22.507217884 CET
Jan 27, 2022 23:05:22.507253885 CET
Jan 27, 2022 23:05:22.507289886 CET
Jan 27, 2022 23:05:22.507323027 CET
Jan 27, 2022 23:05:22.507358074 CET
Jan 27, 2022 23:05:22.507392883 CET
Jan 27, 2022 23:05:22.507427931 CET
Jan 27, 2022 23:05:22.507464886 CET
Jan 27, 2022 23:05:22.507464886 CET
Jan 27, 2022 23:05:22.507502079 CET
Jan 27, 2022 23:05:22.507538080 CET
Jan 27, 2022 23:05:22.507574081 CET
Jan 27, 2022 23:05:22.507606983 CET
Jan 27, 2022 23:05:22.507642031 CET
Jan 27, 2022 23:05:22.507677078 CET
Jan 27, 2022 23:05:22.507713079 CET
Jan 27, 2022 23:05:22.507747889 CET
Jan 27, 2022 23:05:22.507781029 CET
Jan 27, 2022 23:05:22.507781982 CET
Jan 27, 2022 23:05:22.507817030 CET
Jan 27, 2022 23:05:22.507853031 CET
Jan 27, 2022 23:05:22.507885933 CET
Jan 27, 2022 23:05:22.508027077 CET
Jan 27, 2022 23:05:22.508215904 CET
Jan 27, 2022 23:05:22.508642912 CET
Jan 27, 2022 23:05:22.508678913 CET
Jan 27, 2022 23:05:22.508714914 CET
Jan 27, 2022 23:05:22.508749008 CET
Jan 27, 2022 23:05:22.508785009 CET
Jan 27, 2022 23:05:22.508821964 CET

Copyright Joe Security LLC 2022

Source Port
443
443
58362
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
58362
443
443
443
443
443
443
443
443
58362
443
443
443
443
58362
58362
443
443
443
443
443
443

Dest Port
58362
58362
443
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
443
58362
58362
58362
58362
58362
58362
58362
58362
443
58362
58362
58362
58362
443
443
58362
58362
58362
58362
58362
58362

Source IP
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65

Dest IP
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:22.508856058 CET
Jan 27, 2022 23:05:22.508891106 CET
Jan 27, 2022 23:05:22.508927107 CET
Jan 27, 2022 23:05:22.508960009 CET
Jan 27, 2022 23:05:22.508996010 CET
Jan 27, 2022 23:05:22.509030104 CET
Jan 27, 2022 23:05:22.509032965 CET
Jan 27, 2022 23:05:22.509076118 CET
Jan 27, 2022 23:05:22.509111881 CET
Jan 27, 2022 23:05:22.509145021 CET
Jan 27, 2022 23:05:22.509181023 CET
Jan 27, 2022 23:05:22.509217024 CET
Jan 27, 2022 23:05:22.509249926 CET
Jan 27, 2022 23:05:22.509284019 CET
Jan 27, 2022 23:05:22.509319067 CET
Jan 27, 2022 23:05:22.509351969 CET
Jan 27, 2022 23:05:22.509355068 CET
Jan 27, 2022 23:05:22.509392023 CET
Jan 27, 2022 23:05:22.509426117 CET
Jan 27, 2022 23:05:22.509462118 CET
Jan 27, 2022 23:05:22.509497881 CET
Jan 27, 2022 23:05:22.509531021 CET
Jan 27, 2022 23:05:22.509567022 CET
Jan 27, 2022 23:05:22.509603024 CET
Jan 27, 2022 23:05:22.509637117 CET
Jan 27, 2022 23:05:22.509639025 CET
Jan 27, 2022 23:05:22.509675980 CET
Jan 27, 2022 23:05:22.509710073 CET
Jan 27, 2022 23:05:22.509747982 CET
Jan 27, 2022 23:05:22.509785891 CET
Jan 27, 2022 23:05:22.509823084 CET
Jan 27, 2022 23:05:22.509881973 CET
Jan 27, 2022 23:05:22.509922028 CET
Jan 27, 2022 23:05:22.509958029 CET
Jan 27, 2022 23:05:22.509996891 CET
Jan 27, 2022 23:05:22.510206938 CET
Jan 27, 2022 23:05:22.512166023 CET
Jan 27, 2022 23:05:22.512201071 CET
Jan 27, 2022 23:05:22.512237072 CET
Jan 27, 2022 23:05:22.512274027 CET
Jan 27, 2022 23:05:22.512307882 CET
Jan 27, 2022 23:05:22.512347937 CET
Jan 27, 2022 23:05:22.512384892 CET
Jan 27, 2022 23:05:22.512419939 CET
Jan 27, 2022 23:05:22.512439966 CET
Jan 27, 2022 23:05:22.512458086 CET
Jan 27, 2022 23:05:22.512495041 CET
Jan 27, 2022 23:05:22.512530088 CET
Jan 27, 2022 23:05:22.512566090 CET
Jan 27, 2022 23:05:22.512602091 CET
Jan 27, 2022 23:05:22.512636900 CET
Jan 27, 2022 23:05:22.512671947 CET
Jan 27, 2022 23:05:22.512706995 CET
Jan 27, 2022 23:05:22.512742996 CET
Jan 27, 2022 23:05:22.512775898 CET
Jan 27, 2022 23:05:22.512811899 CET
Jan 27, 2022 23:05:22.512811899 CET
Jan 27, 2022 23:05:22.512847900 CET
Jan 27, 2022 23:05:22.512881041 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
443
58362
443
443
443
443
443
443
443
443
58362
443
443
443
443
443
443
443
443
58362
443
443
443
443
443
443
443
443
443
443
58362
443
443
443
443
443
443
443
443
58362
443
443
443
443
443
443
443
443
443
443
58362
443
443
443

Dest Port
58362
58362
58362
58362
58362
58362
443
58362
58362
58362
58362
58362
58362
58362
58362
443
58362
58362
58362
58362
58362
58362
58362
58362
443
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
443
58362
58362
58362
58362
58362
58362
58362
58362
443
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
443
58362
58362
58362

Source IP
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:22.512917042 CET
Jan 27, 2022 23:05:22.512952089 CET
Jan 27, 2022 23:05:22.512988091 CET
Jan 27, 2022 23:05:22.513024092 CET
Jan 27, 2022 23:05:22.513056993 CET
Jan 27, 2022 23:05:22.513093948 CET
Jan 27, 2022 23:05:22.513128042 CET
Jan 27, 2022 23:05:22.513161898 CET
Jan 27, 2022 23:05:22.513196945 CET
Jan 27, 2022 23:05:22.513230085 CET
Jan 27, 2022 23:05:22.513264894 CET
Jan 27, 2022 23:05:22.513300896 CET
Jan 27, 2022 23:05:22.513334036 CET
Jan 27, 2022 23:05:22.513370037 CET
Jan 27, 2022 23:05:22.513406038 CET
Jan 27, 2022 23:05:22.513439894 CET
Jan 27, 2022 23:05:22.513474941 CET
Jan 27, 2022 23:05:22.513509035 CET
Jan 27, 2022 23:05:22.513545990 CET
Jan 27, 2022 23:05:22.513582945 CET
Jan 27, 2022 23:05:22.513616085 CET
Jan 27, 2022 23:05:22.513650894 CET
Jan 27, 2022 23:05:22.513685942 CET
Jan 27, 2022 23:05:22.513720036 CET
Jan 27, 2022 23:05:22.513755083 CET
Jan 27, 2022 23:05:22.513789892 CET
Jan 27, 2022 23:05:22.513824940 CET
Jan 27, 2022 23:05:22.513880014 CET
Jan 27, 2022 23:05:22.513916016 CET
Jan 27, 2022 23:05:22.513950109 CET
Jan 27, 2022 23:05:22.513984919 CET
Jan 27, 2022 23:05:22.514019966 CET
Jan 27, 2022 23:05:22.514055014 CET
Jan 27, 2022 23:05:22.514091969 CET
Jan 27, 2022 23:05:22.514126062 CET
Jan 27, 2022 23:05:22.514161110 CET
Jan 27, 2022 23:05:22.514197111 CET
Jan 27, 2022 23:05:22.514230013 CET
Jan 27, 2022 23:05:22.514265060 CET
Jan 27, 2022 23:05:22.514300108 CET
Jan 27, 2022 23:05:22.514334917 CET
Jan 27, 2022 23:05:22.514370918 CET
Jan 27, 2022 23:05:22.514400959 CET
Jan 27, 2022 23:05:22.514436007 CET
Jan 27, 2022 23:05:22.514471054 CET
Jan 27, 2022 23:05:22.514506102 CET
Jan 27, 2022 23:05:22.514540911 CET
Jan 27, 2022 23:05:22.514575958 CET
Jan 27, 2022 23:05:22.514611006 CET
Jan 27, 2022 23:05:22.515089035 CET
Jan 27, 2022 23:05:22.515125036 CET
Jan 27, 2022 23:05:22.515161037 CET
Jan 27, 2022 23:05:22.515197039 CET
Jan 27, 2022 23:05:22.515229940 CET
Jan 27, 2022 23:05:22.515265942 CET
Jan 27, 2022 23:05:22.515300989 CET
Jan 27, 2022 23:05:22.515336037 CET
Jan 27, 2022 23:05:22.515383959 CET
Jan 27, 2022 23:05:22.515417099 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443

Dest Port
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362

Source IP

142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65

Dest IP

192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:22.515453100 CET
Jan 27, 2022 23:05:22.515490055 CET
Jan 27, 2022 23:05:22.515523911 CET
Jan 27, 2022 23:05:22.515561104 CET
Jan 27, 2022 23:05:22.515597105 CET
Jan 27, 2022 23:05:22.515630960 CET
Jan 27, 2022 23:05:22.515669107 CET
Jan 27, 2022 23:05:22.515703917 CET
Jan 27, 2022 23:05:22.515739918 CET
Jan 27, 2022 23:05:22.515775919 CET
Jan 27, 2022 23:05:22.515809059 CET
Jan 27, 2022 23:05:22.515845060 CET
Jan 27, 2022 23:05:22.515880108 CET
Jan 27, 2022 23:05:22.515913010 CET
Jan 27, 2022 23:05:22.515949011 CET
Jan 27, 2022 23:05:22.515984058 CET
Jan 27, 2022 23:05:22.516019106 CET
Jan 27, 2022 23:05:22.516056061 CET
Jan 27, 2022 23:05:22.516089916 CET
Jan 27, 2022 23:05:22.516125917 CET
Jan 27, 2022 23:05:22.516160965 CET
Jan 27, 2022 23:05:22.516194105 CET
Jan 27, 2022 23:05:22.516230106 CET
Jan 27, 2022 23:05:22.516264915 CET
Jan 27, 2022 23:05:22.516299963 CET
Jan 27, 2022 23:05:22.516335964 CET
Jan 27, 2022 23:05:22.516370058 CET
Jan 27, 2022 23:05:22.516405106 CET
Jan 27, 2022 23:05:22.516644955 CET
Jan 27, 2022 23:05:22.516863108 CET
Jan 27, 2022 23:05:22.517780066 CET
Jan 27, 2022 23:05:22.517995119 CET
Jan 27, 2022 23:05:22.518465042 CET
Jan 27, 2022 23:05:22.518573046 CET
Jan 27, 2022 23:05:22.518598080 CET
Jan 27, 2022 23:05:22.518620014 CET
Jan 27, 2022 23:05:22.518646002 CET
Jan 27, 2022 23:05:22.518668890 CET
Jan 27, 2022 23:05:22.518692017 CET
Jan 27, 2022 23:05:22.518717051 CET
Jan 27, 2022 23:05:22.518739939 CET
Jan 27, 2022 23:05:22.518764019 CET
Jan 27, 2022 23:05:22.518785000 CET
Jan 27, 2022 23:05:22.518790960 CET
Jan 27, 2022 23:05:22.518815041 CET
Jan 27, 2022 23:05:22.518837929 CET
Jan 27, 2022 23:05:22.518862009 CET
Jan 27, 2022 23:05:22.518886089 CET
Jan 27, 2022 23:05:22.518908978 CET
Jan 27, 2022 23:05:22.518933058 CET
Jan 27, 2022 23:05:22.518954992 CET
Jan 27, 2022 23:05:22.518979073 CET
Jan 27, 2022 23:05:22.519001961 CET
Jan 27, 2022 23:05:22.519026995 CET
Jan 27, 2022 23:05:22.519051075 CET
Jan 27, 2022 23:05:22.519073963 CET
Jan 27, 2022 23:05:22.519092083 CET
Jan 27, 2022 23:05:22.519098997 CET
Jan 27, 2022 23:05:22.519423962 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
58362
58362
58362
58362
58362
443
443
443
443
443
443
443
443
443
58362
443
443
443
443
443
443
443
443
443
443
443
443
443
58362
443
58362

Dest Port
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
443
443
443
443
443
58362
58362
58362
58362
58362
58362
58362
58362
58362
443
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
58362
443
58362
443

Source IP
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
192.168.2.3

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
142.250.185.65
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Timestamp

Jan 27, 2022 23:05:22.519844055 CET
Jan 27, 2022 23:05:22.519961119 CET
Jan 27, 2022 23:05:22.519985914 CET
Jan 27, 2022 23:05:22.520008087 CET
Jan 27, 2022 23:05:22.520031929 CET
Jan 27, 2022 23:05:22.520056963 CET
Jan 27, 2022 23:05:22.520078897 CET
Jan 27, 2022 23:05:22.520101070 CET
Jan 27, 2022 23:05:22.520119905 CET
Jan 27, 2022 23:05:22.520134926 CET
Jan 27, 2022 23:05:22.520143986 CET
Jan 27, 2022 23:05:22.520165920 CET
Jan 27, 2022 23:05:22.520189047 CET
Jan 27, 2022 23:05:22.520211935 CET
Jan 27, 2022 23:05:22.520236969 CET
Jan 27, 2022 23:05:22.520258904 CET
Jan 27, 2022 23:05:22.520282984 CET
Jan 27, 2022 23:05:22.520306110 CET
Jan 27, 2022 23:05:22.520328999 CET
Jan 27, 2022 23:05:22.520344019 CET
Jan 27, 2022 23:05:22.520400047 CET
Jan 27, 2022 23:05:22.520422935 CET
Jan 27, 2022 23:05:22.520442009 CET
Jan 27, 2022 23:05:22.520586014 CET
Jan 27, 2022 23:05:22.520782948 CET
Jan 27, 2022 23:05:22.527251959 CET
Jan 27, 2022 23:05:22.553942919 CET
Jan 27, 2022 23:05:22.576430082 CET
Jan 27, 2022 23:05:22.603916883 CET
Jan 27, 2022 23:05:24.191031933 CET
Jan 27, 2022 23:05:24.191082954 CET
Jan 27, 2022 23:05:24.191092014 CET
Jan 27, 2022 23:05:24.191097975 CET
Jan 27, 2022 23:05:24.191103935 CET
Jan 27, 2022 23:05:24.191109896 CET
Jan 27, 2022 23:05:24.191116095 CET
Jan 27, 2022 23:05:24.191122055 CET
Jan 27, 2022 23:05:24.191145897 CET
Jan 27, 2022 23:05:24.210864067 CET
Jan 27, 2022 23:05:24.364705086 CET
Jan 27, 2022 23:05:24.364743948 CET
Jan 27, 2022 23:05:24.364861965 CET
Jan 27, 2022 23:05:24.403127909 CET
Jan 27, 2022 23:05:24.409096956 CET
Jan 27, 2022 23:05:24.459832907 CET
Jan 27, 2022 23:05:24.462871075 CET
Jan 27, 2022 23:05:24.489259005 CET
Jan 27, 2022 23:05:28.233797073 CET
Jan 27, 2022 23:05:28.278110981 CET
Jan 27, 2022 23:05:28.472450972 CET
Jan 27, 2022 23:05:28.483426094 CET
Jan 27, 2022 23:05:28.483490944 CET
Jan 27, 2022 23:05:28.483527899 CET
Jan 27, 2022 23:05:28.483556986 CET
Jan 27, 2022 23:05:28.491857052 CET
Jan 27, 2022 23:05:28.491914034 CET
Jan 27, 2022 23:05:28.491944075 CET
Jan 27, 2022 23:05:28.496845007 CET
Jan 27, 2022 23:05:28.498493910 CET

Copyright Joe Security LLC 2022

Source Port
58362
443
443
443
443
443
443
443
443
58362
443
443
443
443
443
443
443
443
443
58362
443
443
443
58362
58362
58362
443
50728
53
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
443
443
443
52652
443
52652
443
52652
52652
443
443
443
443
443
443
443
443
443
52652
443

Dest Port
443
58362
58362
58362
58362
58362
58362
58362
58362
443
58362
58362
58362
58362
58362
58362
58362
58362
58362
443
58362
58362
58362
443
443
443
58362
53
50728
443
443
443
443
443
443
443
443
443
52652
52652
52652
52652
443
52652
443
52652
443
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
52652

Source IP
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
8.8.8.8
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206

Dest IP
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
8.8.8.8
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3

Page 66 of 375



Timestamp

Jan 27, 2022 23:05:28.498547077 CET
Jan 27, 2022 23:05:28.498585939 CET
Jan 27, 2022 23:05:28.498615026 CET
Jan 27, 2022 23:05:28.498641968 CET
Jan 27, 2022 23:05:28.498670101 CET
Jan 27, 2022 23:05:28.501398087 CET
Jan 27, 2022 23:05:28.501449108 CET
Jan 27, 2022 23:05:28.501480103 CET
Jan 27, 2022 23:05:28.501554012 CET
Jan 27, 2022 23:05:28.501617908 CET
Jan 27, 2022 23:05:28.501682997 CET
Jan 27, 2022 23:05:28.549206018 CET
Jan 27, 2022 23:05:28.592243910 CET
Jan 27, 2022 23:05:28.592305899 CET
Jan 27, 2022 23:05:28.592345953 CET
Jan 27, 2022 23:05:28.592386007 CET
Jan 27, 2022 23:05:28.592415094 CET
Jan 27, 2022 23:05:28.592442036 CET
Jan 27, 2022 23:05:28.593352079 CET
Jan 27, 2022 23:05:28.593473911 CET
Jan 27, 2022 23:05:28.593547106 CET
Jan 27, 2022 23:05:28.671042919 CET
Jan 27, 2022 23:05:28.699619055 CET
Jan 27, 2022 23:05:28.701160908 CET
Jan 27, 2022 23:05:28.727593899 CET
Jan 27, 2022 23:05:28.728020906 CET
Jan 27, 2022 23:05:28.754060030 CET
Jan 27, 2022 23:05:28.754110098 CET
Jan 27, 2022 23:05:28.754148960 CET
Jan 27, 2022 23:05:28.754187107 CET
Jan 27, 2022 23:05:28.755424976 CET
Jan 27, 2022 23:05:28.756834030 CET
Jan 27, 2022 23:05:28.779275894 CET
Jan 27, 2022 23:05:28.779481888 CET
Jan 27, 2022 23:05:28.812371016 CET
Jan 27, 2022 23:05:28.812973022 CET
Jan 27, 2022 23:05:28.837598085 CET
Jan 27, 2022 23:05:29.096692085 CET
Jan 27, 2022 23:05:29.096740961 CET
Jan 27, 2022 23:05:29.096750021 CET
Jan 27, 2022 23:05:29.116255045 CET
Jan 27, 2022 23:05:29.156804085 CET
Jan 27, 2022 23:05:29.156869888 CET
Jan 27, 2022 23:05:29.156908989 CET
Jan 27, 2022 23:05:29.156946898 CET
Jan 27, 2022 23:05:29.156985998 CET
Jan 27, 2022 23:05:29.157021999 CET
Jan 27, 2022 23:05:29.157063007 CET
Jan 27, 2022 23:05:29.157100916 CET
Jan 27, 2022 23:05:29.157136917 CET
Jan 27, 2022 23:05:29.157175064 CET
Jan 27, 2022 23:05:29.157212019 CET
Jan 27, 2022 23:05:29.157250881 CET
Jan 27, 2022 23:05:29.157356024 CET
Jan 27, 2022 23:05:29.157403946 CET
Jan 27, 2022 23:05:29.157412052 CET
Jan 27, 2022 23:05:29.157461882 CET
Jan 27, 2022 23:05:29.157511950 CET
Jan 27, 2022 23:05:29.157583952 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
52652
52652
52652
52652
52652
52652
56238
443
443
443
443
443
443
56238
56238
56238
64367
53
64368
443
64368
443
443
443
443
64368
64368
64368
64368
443
64368
443
52652
52652
52652
443
443
443
443
443
443
443
443
443
443
443
443
443
64368
64368
64368
64368
64368
64368

Dest Port
52652
52652
52652
52652
52652
443
443
443
443
443
443
443
56238
56238
56238
56238
56238
56238
443
443
443
53
64367
443
64368
443
64368
64368
64368
64368
443
443
443
443
64368
443
64368
443
443
443
52652
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
443
443
443
443
443
443

Source IP
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
8.8.8.8
192.168.2.3
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
8.8.8.8
192.168.2.3
142.250.185.65
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
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Timestamp

Jan 27, 2022 23:05:29.157916069 CET
Jan 27, 2022 23:05:29.157955885 CET
Jan 27, 2022 23:05:29.157993078 CET
Jan 27, 2022 23:05:29.158030987 CET
Jan 27, 2022 23:05:29.158332109 CET
Jan 27, 2022 23:05:29.158432007 CET
Jan 27, 2022 23:05:29.160552025 CET
Jan 27, 2022 23:05:29.160593033 CET
Jan 27, 2022 23:05:29.160629988 CET
Jan 27, 2022 23:05:29.160667896 CET
Jan 27, 2022 23:05:29.160737038 CET
Jan 27, 2022 23:05:29.160806894 CET
Jan 27, 2022 23:05:29.162411928 CET
Jan 27, 2022 23:05:29.162452936 CET
Jan 27, 2022 23:05:29.162487984 CET
Jan 27, 2022 23:05:29.162528038 CET
Jan 27, 2022 23:05:29.163840055 CET
Jan 27, 2022 23:05:29.163923025 CET
Jan 27, 2022 23:05:29.164489985 CET
Jan 27, 2022 23:05:29.164530993 CET
Jan 27, 2022 23:05:29.164568901 CET
Jan 27, 2022 23:05:29.164676905 CET
Jan 27, 2022 23:05:29.164683104 CET
Jan 27, 2022 23:05:29.164784908 CET
Jan 27, 2022 23:05:29.167079926 CET
Jan 27, 2022 23:05:29.167120934 CET
Jan 27, 2022 23:05:29.167157888 CET
Jan 27, 2022 23:05:29.167197943 CET
Jan 27, 2022 23:05:29.167283058 CET
Jan 27, 2022 23:05:29.167340994 CET
Jan 27, 2022 23:05:29.169015884 CET
Jan 27, 2022 23:05:29.169055939 CET
Jan 27, 2022 23:05:29.169095039 CET
Jan 27, 2022 23:05:29.169132948 CET
Jan 27, 2022 23:05:29.169178963 CET
Jan 27, 2022 23:05:29.169234991 CET
Jan 27, 2022 23:05:29.171699047 CET
Jan 27, 2022 23:05:29.171741009 CET
Jan 27, 2022 23:05:29.171777964 CET
Jan 27, 2022 23:05:29.171976089 CET
Jan 27, 2022 23:05:29.172144890 CET
Jan 27, 2022 23:05:29.172292948 CET
Jan 27, 2022 23:05:29.176018000 CET
Jan 27, 2022 23:05:29.176062107 CET
Jan 27, 2022 23:05:29.176215887 CET
Jan 27, 2022 23:05:29.177170992 CET
Jan 27, 2022 23:05:29.177212000 CET
Jan 27, 2022 23:05:29.177248955 CET
Jan 27, 2022 23:05:29.177288055 CET
Jan 27, 2022 23:05:29.177400112 CET
Jan 27, 2022 23:05:29.177444935 CET
Jan 27, 2022 23:05:29.178965092 CET
Jan 27, 2022 23:05:29.179003000 CET
Jan 27, 2022 23:05:29.179040909 CET
Jan 27, 2022 23:05:29.179080009 CET
Jan 27, 2022 23:05:29.180978060 CET
Jan 27, 2022 23:05:29.181015015 CET
Jan 27, 2022 23:05:29.181062937 CET
Jan 27, 2022 23:05:29.181101084 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
64368
64368
443
443
443
443
64368
64368
443
443
443
443
64368
64368
443
443
443
64368
443
64368
443
443
443
443
64368
64368
443
443
443
443
64368
64368
443
443
443
64368
443
64368
443
443
64368
443
443
443
443
64368
64368
443
443
443
443
443
443
443
443

Dest Port
64368
64368
64368
64368
443
443
64368
64368
64368
64368
443
443
64368
64368
64368
64368
443
443
64368
64368
64368
443
64368
443
64368
64368
64368
64368
443
443
64368
64368
64368
64368
443
443
64368
64368
64368
443
64368
443
64368
64368
443
64368
64368
64368
64368
443
443
64368
64368
64368
64368
64368
64368
64368
64368

Source IP
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:29.181977987 CET
Jan 27, 2022 23:05:29.182030916 CET
Jan 27, 2022 23:05:29.182082891 CET
Jan 27, 2022 23:05:29.182141066 CET
Jan 27, 2022 23:05:29.182244062 CET
Jan 27, 2022 23:05:29.182282925 CET
Jan 27, 2022 23:05:29.182321072 CET
Jan 27, 2022 23:05:29.182357073 CET
Jan 27, 2022 23:05:29.182398081 CET
Jan 27, 2022 23:05:29.182450056 CET
Jan 27, 2022 23:05:29.183149099 CET
Jan 27, 2022 23:05:29.183188915 CET
Jan 27, 2022 23:05:29.183345079 CET
Jan 27, 2022 23:05:29.185441017 CET
Jan 27, 2022 23:05:29.185482025 CET
Jan 27, 2022 23:05:29.185518026 CET
Jan 27, 2022 23:05:29.185554981 CET
Jan 27, 2022 23:05:29.185592890 CET
Jan 27, 2022 23:05:29.185657024 CET
Jan 27, 2022 23:05:29.185947895 CET
Jan 27, 2022 23:05:29.185955048 CET
Jan 27, 2022 23:05:29.185996056 CET
Jan 27, 2022 23:05:29.186160088 CET
Jan 27, 2022 23:05:29.186223984 CET
Jan 27, 2022 23:05:29.186291933 CET
Jan 27, 2022 23:05:29.187475920 CET
Jan 27, 2022 23:05:29.187515974 CET
Jan 27, 2022 23:05:29.187552929 CET
Jan 27, 2022 23:05:29.187589884 CET
Jan 27, 2022 23:05:29.187625885 CET
Jan 27, 2022 23:05:29.187664986 CET
Jan 27, 2022 23:05:29.187712908 CET
Jan 27, 2022 23:05:29.187820911 CET
Jan 27, 2022 23:05:29.188019037 CET
Jan 27, 2022 23:05:29.189431906 CET
Jan 27, 2022 23:05:29.189470053 CET
Jan 27, 2022 23:05:29.189507961 CET
Jan 27, 2022 23:05:29.189544916 CET
Jan 27, 2022 23:05:29.189583063 CET
Jan 27, 2022 23:05:29.189620972 CET
Jan 27, 2022 23:05:29.189630985 CET
Jan 27, 2022 23:05:29.189758062 CET
Jan 27, 2022 23:05:29.189831972 CET
Jan 27, 2022 23:05:29.190540075 CET
Jan 27, 2022 23:05:29.190578938 CET
Jan 27, 2022 23:05:29.190618038 CET
Jan 27, 2022 23:05:29.190655947 CET
Jan 27, 2022 23:05:29.190738916 CET
Jan 27, 2022 23:05:29.190797091 CET
Jan 27, 2022 23:05:29.193023920 CET
Jan 27, 2022 23:05:29.193064928 CET
Jan 27, 2022 23:05:29.193100929 CET
Jan 27, 2022 23:05:29.193139076 CET
Jan 27, 2022 23:05:29.193176985 CET
Jan 27, 2022 23:05:29.193212032 CET
Jan 27, 2022 23:05:29.193248987 CET
Jan 27, 2022 23:05:29.193270922 CET
Jan 27, 2022 23:05:29.193286896 CET
Jan 27, 2022 23:05:29.193380117 CET

Copyright Joe Security LLC 2022

Source Port
64368
64368
64368
64368
443
443
443
443
64368
64368
443
443
64368
443
443
443
443
443
443
64368
443
443
64368
64368
64368
443
443
443
443
443
443
64368
64368
64368
443
443
443
443
443
443
64368
64368
64368
443
443
443
443
64368
64368
443
443
443
443
443
443
443
64368
443
64368

Dest Port
443
443
443
443
64368
64368
64368
64368
443
443
64368
64368
443
64368
64368
64368
64368
64368
64368
443
64368
64368
443
443
443
64368
64368
64368
64368
64368
64368
443
443
443
64368
64368
64368
64368
64368
64368
443
443
443
64368
64368
64368
64368
443
443
64368
64368
64368
64368
64368
64368
64368
443
64368
443

Source IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
192.168.2.3

Dest IP
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
142.250.185.65
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Timestamp

Jan 27, 2022 23:05:29.193440914 CET
Jan 27, 2022 23:05:29.193496943 CET
Jan 27, 2022 23:05:29.194603920 CET
Jan 27, 2022 23:05:29.194643974 CET
Jan 27, 2022 23:05:29.194681883 CET
Jan 27, 2022 23:05:29.194719076 CET
Jan 27, 2022 23:05:29.194756031 CET
Jan 27, 2022 23:05:29.194793940 CET
Jan 27, 2022 23:05:29.195926905 CET
Jan 27, 2022 23:05:29.195966005 CET
Jan 27, 2022 23:05:29.196008921 CET
Jan 27, 2022 23:05:29.196046114 CET
Jan 27, 2022 23:05:29.196083069 CET
Jan 27, 2022 23:05:29.196120024 CET
Jan 27, 2022 23:05:29.196156979 CET
Jan 27, 2022 23:05:29.196194887 CET
Jan 27, 2022 23:05:29.197449923 CET
Jan 27, 2022 23:05:29.197489977 CET
Jan 27, 2022 23:05:29.197526932 CET
Jan 27, 2022 23:05:29.197565079 CET
Jan 27, 2022 23:05:29.197602987 CET
Jan 27, 2022 23:05:29.197638988 CET
Jan 27, 2022 23:05:29.197675943 CET
Jan 27, 2022 23:05:29.197787046 CET
Jan 27, 2022 23:05:29.198652983 CET
Jan 27, 2022 23:05:29.198838949 CET
Jan 27, 2022 23:05:29.199011087 CET
Jan 27, 2022 23:05:29.199052095 CET
Jan 27, 2022 23:05:29.199093103 CET
Jan 27, 2022 23:05:29.199127913 CET
Jan 27, 2022 23:05:29.199166059 CET
Jan 27, 2022 23:05:29.199203014 CET
Jan 27, 2022 23:05:29.200545073 CET
Jan 27, 2022 23:05:29.200582981 CET
Jan 27, 2022 23:05:29.200620890 CET
Jan 27, 2022 23:05:29.200658083 CET
Jan 27, 2022 23:05:29.200694084 CET
Jan 27, 2022 23:05:29.200727940 CET
Jan 27, 2022 23:05:29.200731039 CET
Jan 27, 2022 23:05:29.200768948 CET
Jan 27, 2022 23:05:29.200807095 CET
Jan 27, 2022 23:05:29.200951099 CET
Jan 27, 2022 23:05:29.200988054 CET
Jan 27, 2022 23:05:29.201867104 CET
Jan 27, 2022 23:05:29.201936007 CET
Jan 27, 2022 23:05:29.201975107 CET
Jan 27, 2022 23:05:29.202013016 CET
Jan 27, 2022 23:05:29.202068090 CET
Jan 27, 2022 23:05:29.203253031 CET
Jan 27, 2022 23:05:29.203293085 CET
Jan 27, 2022 23:05:29.203321934 CET
Jan 27, 2022 23:05:29.207081079 CET
Jan 27, 2022 23:05:29.227511883 CET
Jan 27, 2022 23:05:29.227562904 CET
Jan 27, 2022 23:05:29.227592945 CET
Jan 27, 2022 23:05:29.228104115 CET
Jan 27, 2022 23:05:29.234700918 CET
Jan 27, 2022 23:05:29.254131079 CET
Jan 27, 2022 23:05:30.830749989 CET

Copyright Joe Security LLC 2022

Source Port
64368
64368
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
64368
64368
443
443
443
443
443
443
443
443
443
443
443
64368
443
443
443
443
443
443
443
443
443
64368
443
443
443
64368
443
443
443
52652
443
52652
51539

Dest Port
443
443
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
443
443
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
443
64368
64368
64368
64368
64368
64368
64368
64368
64368
443
64368
64368
64368
443
52652
52652
52652
443
64368
443
53

Source IP
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3

Dest IP
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
142.250.74.206
8.8.8.8
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Timestamp

Jan 27, 2022 23:05:30.858391047 CET
Jan 27, 2022 23:05:31.035634041 CET
Jan 27, 2022 23:05:31.045803070 CET
Jan 27, 2022 23:05:31.062081099 CET
Jan 27, 2022 23:05:31.062140942 CET
Jan 27, 2022 23:05:31.062181950 CET
Jan 27, 2022 23:05:31.064105034 CET
Jan 27, 2022 23:05:31.065500975 CET
Jan 27, 2022 23:05:31.090272903 CET
Jan 27, 2022 23:05:31.098614931 CET
Jan 27, 2022 23:05:31.130831003 CET
Jan 27, 2022 23:05:31.192966938 CET
Jan 27, 2022 23:05:31.223066092 CET
Jan 27, 2022 23:05:31.234714031 CET
Jan 27, 2022 23:05:31.234770060 CET
Jan 27, 2022 23:05:31.234807014 CET
Jan 27, 2022 23:05:31.234834909 CET
Jan 27, 2022 23:05:31.243077040 CET
Jan 27, 2022 23:05:31.243134975 CET
Jan 27, 2022 23:05:31.243165016 CET
Jan 27, 2022 23:05:31.250318050 CET
Jan 27, 2022 23:05:31.250382900 CET
Jan 27, 2022 23:05:31.250422955 CET
Jan 27, 2022 23:05:31.250457048 CET
Jan 27, 2022 23:05:31.250483990 CET
Jan 27, 2022 23:05:31.276921034 CET
Jan 27, 2022 23:05:31.276968956 CET
Jan 27, 2022 23:05:31.276976109 CET
Jan 27, 2022 23:05:31.277040005 CET
Jan 27, 2022 23:05:31.277093887 CET
Jan 27, 2022 23:05:31.277147055 CET
Jan 27, 2022 23:05:31.277678967 CET
Jan 27, 2022 23:05:31.277736902 CET
Jan 27, 2022 23:05:31.302352905 CET
Jan 27, 2022 23:05:32.647182941 CET
Jan 27, 2022 23:05:32.691150904 CET
Jan 27, 2022 23:05:32.703686953 CET
Jan 27, 2022 23:05:32.703738928 CET
Jan 27, 2022 23:05:32.704135895 CET
Jan 27, 2022 23:05:32.784698963 CET
Jan 27, 2022 23:05:32.788996935 CET
Jan 27, 2022 23:05:32.791210890 CET
Jan 27, 2022 23:05:32.802171946 CET
Jan 27, 2022 23:05:32.808403015 CET
Jan 27, 2022 23:05:32.830261946 CET
Jan 27, 2022 23:05:32.831300974 CET
Jan 27, 2022 23:05:32.835458994 CET
Jan 27, 2022 23:05:32.850075960 CET
Jan 27, 2022 23:05:33.027791977 CET
Jan 27, 2022 23:05:33.027827024 CET
Jan 27, 2022 23:05:33.028090000 CET
Jan 27, 2022 23:05:33.049192905 CET
Jan 27, 2022 23:05:33.067042112 CET
Jan 27, 2022 23:05:33.075088978 CET
Jan 27, 2022 23:05:33.153181076 CET
Jan 27, 2022 23:05:33.153229952 CET
Jan 27, 2022 23:05:33.153268099 CET
Jan 27, 2022 23:05:33.153306007 CET
Jan 27, 2022 23:05:33.153348923 CET

Copyright Joe Security LLC 2022

Source Port
53
51541
52652
443
443
443
51541
51541
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
52652
52652
52652
52652
52652
52652
51541
51541
52652
56238
443
443
443
56238
55393
50585
64368
53

53
64368
64368
443
443
443
443
443
64368
443
64368
443
443
443
443
443

Dest Port
51539
443
443
51541
51541
51541
443
443
52652
51541
51541
51541
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
443
443
443
443
443
443
443
443
443
56238
56238
56238
443
53

53
443
55393
50585
443
443
64368
64368
64368
64368
64368
443
64368
443
64368
64368
64368
64368
64368

Source IP
8.8.8.8
192.168.2.3
192.168.2.3
142.250.184.227
142.250.184.227
142.250.184.227
192.168.2.3
192.168.2.3
142.250.74.206
142.250.184.227
142.250.184.227
142.250.184.227
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
8.8.8.8

8.8.8.8
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65

Dest IP
192.168.2.3
142.250.184.227
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
142.250.184.227
142.250.184.227
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.184.227
142.250.184.227
142.250.74.206
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
8.8.8.8

8.8.8.8
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:33.153388023 CET
Jan 27, 2022 23:05:33.153429031 CET
Jan 27, 2022 23:05:33.153467894 CET
Jan 27, 2022 23:05:33.153502941 CET
Jan 27, 2022 23:05:33.153541088 CET
Jan 27, 2022 23:05:33.153578997 CET
Jan 27, 2022 23:05:33.153613091 CET
Jan 27, 2022 23:05:33.153650999 CET
Jan 27, 2022 23:05:33.153687954 CET
Jan 27, 2022 23:05:33.153724909 CET
Jan 27, 2022 23:05:33.153764009 CET
Jan 27, 2022 23:05:33.153799057 CET
Jan 27, 2022 23:05:33.153835058 CET
Jan 27, 2022 23:05:33.153903008 CET
Jan 27, 2022 23:05:33.153907061 CET
Jan 27, 2022 23:05:33.153944016 CET
Jan 27, 2022 23:05:33.153980970 CET
Jan 27, 2022 23:05:33.154016972 CET
Jan 27, 2022 23:05:33.154055119 CET
Jan 27, 2022 23:05:33.154093027 CET
Jan 27, 2022 23:05:33.154151917 CET
Jan 27, 2022 23:05:33.154474974 CET
Jan 27, 2022 23:05:33.154515028 CET
Jan 27, 2022 23:05:33.154553890 CET
Jan 27, 2022 23:05:33.154592991 CET
Jan 27, 2022 23:05:33.154628992 CET
Jan 27, 2022 23:05:33.154666901 CET
Jan 27, 2022 23:05:33.154705048 CET
Jan 27, 2022 23:05:33.154742956 CET
Jan 27, 2022 23:05:33.154779911 CET
Jan 27, 2022 23:05:33.154815912 CET
Jan 27, 2022 23:05:33.154815912 CET
Jan 27, 2022 23:05:33.154854059 CET
Jan 27, 2022 23:05:33.154891968 CET
Jan 27, 2022 23:05:33.154922962 CET
Jan 27, 2022 23:05:33.159966946 CET
Jan 27, 2022 23:05:33.160010099 CET
Jan 27, 2022 23:05:33.160048008 CET
Jan 27, 2022 23:05:33.160085917 CET
Jan 27, 2022 23:05:33.160123110 CET
Jan 27, 2022 23:05:33.160160065 CET
Jan 27, 2022 23:05:33.160197973 CET
Jan 27, 2022 23:05:33.160233974 CET
Jan 27, 2022 23:05:33.160271883 CET
Jan 27, 2022 23:05:33.160309076 CET
Jan 27, 2022 23:05:33.160345078 CET
Jan 27, 2022 23:05:33.160382986 CET
Jan 27, 2022 23:05:33.160614967 CET
Jan 27, 2022 23:05:33.160876989 CET
Jan 27, 2022 23:05:33.161281109 CET
Jan 27, 2022 23:05:33.161324978 CET
Jan 27, 2022 23:05:33.161361933 CET
Jan 27, 2022 23:05:33.161410093 CET
Jan 27, 2022 23:05:33.161449909 CET
Jan 27, 2022 23:05:33.161484957 CET
Jan 27, 2022 23:05:33.161523104 CET
Jan 27, 2022 23:05:33.161561012 CET
Jan 27, 2022 23:05:33.161597013 CET
Jan 27, 2022 23:05:33.161633968 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
443
443
443
443
443
443
443
443
443
64368
443
443
443
443
443
64368
443
443
443
443
443
443
443
443
443
443
64368
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
64368
64368
443
443
443
443
443
443
443
443
443
443

Dest Port
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
443
64368
64368
64368
64368
64368
443
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
443
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
443
443
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368

Source IP
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:33.161670923 CET
Jan 27, 2022 23:05:33.161709070 CET
Jan 27, 2022 23:05:33.161744118 CET
Jan 27, 2022 23:05:33.161746025 CET
Jan 27, 2022 23:05:33.161782980 CET
Jan 27, 2022 23:05:33.161822081 CET
Jan 27, 2022 23:05:33.161885977 CET
Jan 27, 2022 23:05:33.162614107 CET
Jan 27, 2022 23:05:33.162653923 CET
Jan 27, 2022 23:05:33.162691116 CET
Jan 27, 2022 23:05:33.162728071 CET
Jan 27, 2022 23:05:33.162765026 CET
Jan 27, 2022 23:05:33.162802935 CET
Jan 27, 2022 23:05:33.162841082 CET
Jan 27, 2022 23:05:33.162862062 CET
Jan 27, 2022 23:05:33.162878036 CET
Jan 27, 2022 23:05:33.162915945 CET
Jan 27, 2022 23:05:33.162946939 CET
Jan 27, 2022 23:05:33.166964054 CET
Jan 27, 2022 23:05:33.167025089 CET
Jan 27, 2022 23:05:33.167066097 CET
Jan 27, 2022 23:05:33.167103052 CET
Jan 27, 2022 23:05:33.167140961 CET
Jan 27, 2022 23:05:33.167181015 CET
Jan 27, 2022 23:05:33.167217970 CET
Jan 27, 2022 23:05:33.167258978 CET
Jan 27, 2022 23:05:33.167298079 CET
Jan 27, 2022 23:05:33.167334080 CET
Jan 27, 2022 23:05:33.167371988 CET
Jan 27, 2022 23:05:33.167419910 CET
Jan 27, 2022 23:05:33.167442083 CET
Jan 27, 2022 23:05:33.167483091 CET
Jan 27, 2022 23:05:33.167766094 CET
Jan 27, 2022 23:05:33.168057919 CET
Jan 27, 2022 23:05:33.168098927 CET
Jan 27, 2022 23:05:33.168135881 CET
Jan 27, 2022 23:05:33.168174028 CET
Jan 27, 2022 23:05:33.168210983 CET
Jan 27, 2022 23:05:33.168248892 CET
Jan 27, 2022 23:05:33.168287039 CET
Jan 27, 2022 23:05:33.168322086 CET
Jan 27, 2022 23:05:33.168359041 CET
Jan 27, 2022 23:05:33.168395996 CET
Jan 27, 2022 23:05:33.168432951 CET
Jan 27, 2022 23:05:33.168469906 CET
Jan 27, 2022 23:05:33.168507099 CET
Jan 27, 2022 23:05:33.168545008 CET
Jan 27, 2022 23:05:33.168579102 CET
Jan 27, 2022 23:05:33.168582916 CET
Jan 27, 2022 23:05:33.168621063 CET
Jan 27, 2022 23:05:33.169739008 CET
Jan 27, 2022 23:05:33.169779062 CET
Jan 27, 2022 23:05:33.169832945 CET
Jan 27, 2022 23:05:33.169899940 CET
Jan 27, 2022 23:05:33.169939995 CET
Jan 27, 2022 23:05:33.169976950 CET
Jan 27, 2022 23:05:33.170011997 CET
Jan 27, 2022 23:05:33.170049906 CET
Jan 27, 2022 23:05:33.170088053 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
64368
443
443
443
443
443
443
443
443
443
443
64368
443
443
443
443
443
443
443
443
443
443
443
443
443
443
64368
443
443
64368
443
443
443
443
443
443
443
443
443
443
443
443
443
443
64368
443
443
443
443
443
443
443
443
443
443
443

Dest Port
64368
64368
64368
443
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
443
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
443
64368
64368
443
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
443
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368

Source IP
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:33.170121908 CET
Jan 27, 2022 23:05:33.170124054 CET
Jan 27, 2022 23:05:33.170164108 CET
Jan 27, 2022 23:05:33.170201063 CET
Jan 27, 2022 23:05:33.170239925 CET
Jan 27, 2022 23:05:33.170279026 CET
Jan 27, 2022 23:05:33.170315981 CET
Jan 27, 2022 23:05:33.170353889 CET
Jan 27, 2022 23:05:33.170391083 CET
Jan 27, 2022 23:05:33.170428991 CET
Jan 27, 2022 23:05:33.170468092 CET
Jan 27, 2022 23:05:33.170486927 CET
Jan 27, 2022 23:05:33.170506954 CET
Jan 27, 2022 23:05:33.171140909 CET
Jan 27, 2022 23:05:33.171185017 CET
Jan 27, 2022 23:05:33.171222925 CET
Jan 27, 2022 23:05:33.171262026 CET
Jan 27, 2022 23:05:33.171297073 CET
Jan 27, 2022 23:05:33.171334028 CET
Jan 27, 2022 23:05:33.171370029 CET
Jan 27, 2022 23:05:33.171428919 CET
Jan 27, 2022 23:05:33.171463966 CET
Jan 27, 2022 23:05:33.171466112 CET
Jan 27, 2022 23:05:33.171504974 CET
Jan 27, 2022 23:05:33.171540976 CET
Jan 27, 2022 23:05:33.171577930 CET
Jan 27, 2022 23:05:33.171614885 CET
Jan 27, 2022 23:05:33.171653032 CET
Jan 27, 2022 23:05:33.171773911 CET
Jan 27, 2022 23:05:33.172656059 CET
Jan 27, 2022 23:05:33.172694921 CET
Jan 27, 2022 23:05:33.172719955 CET
Jan 27, 2022 23:05:33.178395033 CET
Jan 27, 2022 23:05:33.185784101 CET
Jan 27, 2022 23:05:33.185841084 CET
Jan 27, 2022 23:05:33.185915947 CET
Jan 27, 2022 23:05:33.185956001 CET
Jan 27, 2022 23:05:33.185992002 CET
Jan 27, 2022 23:05:33.186031103 CET
Jan 27, 2022 23:05:33.186068058 CET
Jan 27, 2022 23:05:33.186104059 CET
Jan 27, 2022 23:05:33.186141014 CET
Jan 27, 2022 23:05:33.186178923 CET
Jan 27, 2022 23:05:33.186220884 CET
Jan 27, 2022 23:05:33.186259031 CET
Jan 27, 2022 23:05:33.186296940 CET
Jan 27, 2022 23:05:33.186336040 CET
Jan 27, 2022 23:05:33.186372995 CET
Jan 27, 2022 23:05:33.186410904 CET
Jan 27, 2022 23:05:33.186448097 CET
Jan 27, 2022 23:05:33.186485052 CET
Jan 27, 2022 23:05:33.186520100 CET
Jan 27, 2022 23:05:33.186523914 CET
Jan 27, 2022 23:05:33.186564922 CET
Jan 27, 2022 23:05:33.186794043 CET
Jan 27, 2022 23:05:33.187093019 CET
Jan 27, 2022 23:05:33.187134981 CET
Jan 27, 2022 23:05:33.187169075 CET
Jan 27, 2022 23:05:33.187207937 CET

Copyright Joe Security LLC 2022

Source Port
64368
443
443
443
443
443
443
443
443
443
443
64368
443
443
443
443
443
443
443
443
443
64368
443
443
443
443
443
443
64368
443
443
443
64368
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
64368
443
443
64368
443
443
443
443

Dest Port
443
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
443
64368
64368
64368
64368
64368
64368
64368
64368
64368
443
64368
64368
64368
64368
64368
64368
443
64368
64368
64368
443
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
443
64368
64368
443
64368
64368
64368
64368

Source IP
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65

Dest IP
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:33.187243938 CET
Jan 27, 2022 23:05:33.187279940 CET
Jan 27, 2022 23:05:33.187318087 CET
Jan 27, 2022 23:05:33.187354088 CET
Jan 27, 2022 23:05:33.188807011 CET
Jan 27, 2022 23:05:33.188846111 CET
Jan 27, 2022 23:05:33.188884020 CET
Jan 27, 2022 23:05:33.188921928 CET
Jan 27, 2022 23:05:33.188957930 CET
Jan 27, 2022 23:05:33.188996077 CET
Jan 27, 2022 23:05:33.189033031 CET
Jan 27, 2022 23:05:33.189069033 CET
Jan 27, 2022 23:05:33.189104080 CET
Jan 27, 2022 23:05:33.192946911 CET
Jan 27, 2022 23:05:33.192990065 CET
Jan 27, 2022 23:05:33.193027020 CET
Jan 27, 2022 23:05:33.193064928 CET
Jan 27, 2022 23:05:33.193104029 CET
Jan 27, 2022 23:05:33.193139076 CET
Jan 27, 2022 23:05:33.193176985 CET
Jan 27, 2022 23:05:33.193213940 CET
Jan 27, 2022 23:05:33.193248987 CET
Jan 27, 2022 23:05:33.193284988 CET
Jan 27, 2022 23:05:33.193322897 CET
Jan 27, 2022 23:05:33.193361044 CET
Jan 27, 2022 23:05:33.194371939 CET
Jan 27, 2022 23:05:33.194413900 CET
Jan 27, 2022 23:05:33.194453001 CET
Jan 27, 2022 23:05:33.194489956 CET
Jan 27, 2022 23:05:33.194528103 CET
Jan 27, 2022 23:05:33.194565058 CET
Jan 27, 2022 23:05:33.194607019 CET
Jan 27, 2022 23:05:33.194647074 CET
Jan 27, 2022 23:05:33.194683075 CET
Jan 27, 2022 23:05:33.194720030 CET
Jan 27, 2022 23:05:33.194757938 CET
Jan 27, 2022 23:05:33.194793940 CET
Jan 27, 2022 23:05:33.194828033 CET
Jan 27, 2022 23:05:33.194865942 CET
Jan 27, 2022 23:05:33.194900990 CET
Jan 27, 2022 23:05:33.194937944 CET
Jan 27, 2022 23:05:33.195560932 CET
Jan 27, 2022 23:05:33.195601940 CET
Jan 27, 2022 23:05:33.195636988 CET
Jan 27, 2022 23:05:33.195674896 CET
Jan 27, 2022 23:05:33.195713043 CET
Jan 27, 2022 23:05:33.195749044 CET
Jan 27, 2022 23:05:33.195786953 CET
Jan 27, 2022 23:05:33.195825100 CET
Jan 27, 2022 23:05:33.195861101 CET
Jan 27, 2022 23:05:33.195890903 CET
Jan 27, 2022 23:05:33.199692011 CET
Jan 27, 2022 23:05:33.199732065 CET
Jan 27, 2022 23:05:33.199768066 CET
Jan 27, 2022 23:05:33.199799061 CET
Jan 27, 2022 23:05:33.199882984 CET
Jan 27, 2022 23:05:33.202121019 CET
Jan 27, 2022 23:05:33.202424049 CET
Jan 27, 2022 23:05:33.202678919 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
64368
64368
64368

Dest Port
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
443
443
443

Source IP
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
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Timestamp

Jan 27, 2022 23:05:33.202969074 CET
Jan 27, 2022 23:05:33.203447104 CET
Jan 27, 2022 23:05:33.203665018 CET
Jan 27, 2022 23:05:33.210408926 CET
Jan 27, 2022 23:05:33.246117115 CET
Jan 27, 2022 23:05:33.352292061 CET
Jan 27, 2022 23:05:33.352344990 CET
Jan 27, 2022 23:05:33.352355003 CET
Jan 27, 2022 23:05:33.352360964 CET
Jan 27, 2022 23:05:33.352368116 CET
Jan 27, 2022 23:05:33.352374077 CET
Jan 27, 2022 23:05:33.352379084 CET
Jan 27, 2022 23:05:33.352399111 CET
Jan 27, 2022 23:05:33.352413893 CET
Jan 27, 2022 23:05:33.372123003 CET
Jan 27, 2022 23:05:33.372169971 CET
Jan 27, 2022 23:05:33.507559061 CET
Jan 27, 2022 23:05:33.509098053 CET
Jan 27, 2022 23:05:33.509139061 CET
Jan 27, 2022 23:05:33.509351015 CET
Jan 27, 2022 23:05:33.534511089 CET
Jan 27, 2022 23:05:33.665071011 CET
Jan 27, 2022 23:05:33.665143967 CET
Jan 27, 2022 23:05:33.665153980 CET
Jan 27, 2022 23:05:33.685069084 CET
Jan 27, 2022 23:05:33.796952009 CET
Jan 27, 2022 23:05:33.797004938 CET
Jan 27, 2022 23:05:33.797429085 CET
Jan 27, 2022 23:05:33.797594070 CET
Jan 27, 2022 23:05:33.825550079 CET
Jan 27, 2022 23:05:34.905216932 CET
Jan 27, 2022 23:05:34.911550045 CET
Jan 27, 2022 23:05:34.931117058 CET
Jan 27, 2022 23:05:34.932667971 CET
Jan 27, 2022 23:05:35.036070108 CET
Jan 27, 2022 23:05:35.080195904 CET
Jan 27, 2022 23:05:35.207879066 CET
Jan 27, 2022 23:05:35.218919992 CET
Jan 27, 2022 23:05:35.218977928 CET
Jan 27, 2022 23:05:35.219019890 CET
Jan 27, 2022 23:05:35.219050884 CET
Jan 27, 2022 23:05:35.219293118 CET
Jan 27, 2022 23:05:35.219366074 CET
Jan 27, 2022 23:05:35.227894068 CET
Jan 27, 2022 23:05:35.227947950 CET
Jan 27, 2022 23:05:35.227979898 CET
Jan 27, 2022 23:05:35.231122017 CET
Jan 27, 2022 23:05:35.231197119 CET
Jan 27, 2022 23:05:35.234226942 CET
Jan 27, 2022 23:05:35.234281063 CET
Jan 27, 2022 23:05:35.234321117 CET
Jan 27, 2022 23:05:35.234350920 CET
Jan 27, 2022 23:05:35.234378099 CET
Jan 27, 2022 23:05:35.234405994 CET
Jan 27, 2022 23:05:35.234600067 CET
Jan 27, 2022 23:05:35.234643936 CET
Jan 27, 2022 23:05:35.234666109 CET
Jan 27, 2022 23:05:35.265822887 CET
Jan 27, 2022 23:05:35.310374975 CET

Copyright Joe Security LLC 2022

Source Port
64368
64368
64368
64368
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
443
443
443
443
52652
52652
52652
52652
52652
443
443
443
52652
443
52652
63456
58540
53

53
52652
443
443
443
443
443
443
52652
52652
443
443
443
52652
52652
443
443
443
443
443
443
52652
52652
52652
56238
443

Dest Port
443
443
443
443
64368
443
443
443
443
443
443
443
443
443
52652
52652
52652
52652
52652
443
443
443
443
443
52652
52652
52652
443
52652
443
53

53
58540
63456
443
52652
52652
52652
52652
52652
52652
443
443
52652
52652
52652
443
443
52652
52652
52652
52652
52652
52652
443
443
443
443
56238

Source IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
8.8.8.8

8.8.8.8
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110

Dest IP
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
142.250.74.206
8.8.8.8

8.8.8.8
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.186.110
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:35.313477039 CET
Jan 27, 2022 23:05:35.313507080 CET
Jan 27, 2022 23:05:35.319601059 CET
Jan 27, 2022 23:05:35.645221949 CET
Jan 27, 2022 23:05:35.645271063 CET
Jan 27, 2022 23:05:35.645282030 CET
Jan 27, 2022 23:05:35.665354013 CET
Jan 27, 2022 23:05:35.772475958 CET
Jan 27, 2022 23:05:35.772521019 CET
Jan 27, 2022 23:05:35.772548914 CET
Jan 27, 2022 23:05:35.773752928 CET
Jan 27, 2022 23:05:35.798665047 CET
Jan 27, 2022 23:05:36.889919043 CET
Jan 27, 2022 23:05:36.909606934 CET
Jan 27, 2022 23:05:37.137257099 CET
Jan 27, 2022 23:05:37.164736986 CET
Jan 27, 2022 23:05:37.294080973 CET
Jan 27, 2022 23:05:37.294136047 CET
Jan 27, 2022 23:05:37.294145107 CET
Jan 27, 2022 23:05:37.294152021 CET
Jan 27, 2022 23:05:37.294167995 CET
Jan 27, 2022 23:05:37.294214964 CET
Jan 27, 2022 23:05:37.294229984 CET
Jan 27, 2022 23:05:37.294236898 CET
Jan 27, 2022 23:05:37.294253111 CET
Jan 27, 2022 23:05:37.313604116 CET
Jan 27, 2022 23:05:37.313738108 CET
Jan 27, 2022 23:05:37.383229971 CET
Jan 27, 2022 23:05:37.406970024 CET
Jan 27, 2022 23:05:37.449561119 CET
Jan 27, 2022 23:05:37.449600935 CET
Jan 27, 2022 23:05:37.449628115 CET
Jan 27, 2022 23:05:37.450083971 CET
Jan 27, 2022 23:05:37.475939989 CET
Jan 27, 2022 23:05:37.818761110 CET
Jan 27, 2022 23:05:37.819951057 CET
Jan 27, 2022 23:05:37.839534998 CET
Jan 27, 2022 23:05:37.841566086 CET
Jan 27, 2022 23:05:37.941420078 CET
Jan 27, 2022 23:05:37.966960907 CET
Jan 27, 2022 23:05:37.979705095 CET
Jan 27, 2022 23:05:38.012650013 CET
Jan 27, 2022 23:05:38.826467991 CET
Jan 27, 2022 23:05:38.850620031 CET
Jan 27, 2022 23:05:38.851056099 CET
Jan 27, 2022 23:05:38.874958038 CET
Jan 27, 2022 23:05:38.875025034 CET
Jan 27, 2022 23:05:38.875063896 CET
Jan 27, 2022 23:05:38.875102043 CET
Jan 27, 2022 23:05:38.875473976 CET
Jan 27, 2022 23:05:38.876490116 CET
Jan 27, 2022 23:05:38.905528069 CET
Jan 27, 2022 23:05:38.906021118 CET
Jan 27, 2022 23:05:38.930001974 CET
Jan 27, 2022 23:05:38.931039095 CET
Jan 27, 2022 23:05:38.956618071 CET
Jan 27, 2022 23:05:38.965976000 CET
Jan 27, 2022 23:05:38.966026068 CET
Jan 27, 2022 23:05:38.966053963 CET

Copyright Joe Security LLC 2022

Source Port
443
443
56238
52652
52652
52652
443
443
443
443
52652
52652
55108
53
58942
53
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
443
58362
443
443
443
443
52652
52652
64432
49250
53

53
63490
53
65110
53
61122
443
61122
443
443
443
443
61122
61122
61122
61122
443
61122
443
443
443
443

Dest Port
56238
56238
443
443
443
443
52652
52652
52652
52652
443
443
53
55108
53
58942
443
443
443
443
443
443
443
443
443
52652
52652
443
58362
52652
52652
52652
443
443
53

53
64432
49250
53
63490
53
65110
443
61122
443
61122
61122
61122
61122
443
443
443
443
61122
443
61122
61122
61122
61122

Source IP
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
192.168.2.3
142.250.185.65
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
8.8.8.8

8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
142.250.186.164
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164

Dest IP
192.168.2.3
192.168.2.3
142.250.186.110
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
8.8.8.8

8.8.8.8
192.168.2.3
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
142.250.186.164
192.168.2.3
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:38.966449976 CET
Jan 27, 2022 23:05:38.992187023 CET
Jan 27, 2022 23:05:39.037656069 CET
Jan 27, 2022 23:05:39.065207005 CET
Jan 27, 2022 23:05:39.208916903 CET
Jan 27, 2022 23:05:39.231813908 CET
Jan 27, 2022 23:05:39.352860928 CET
Jan 27, 2022 23:05:39.359888077 CET
Jan 27, 2022 23:05:39.361032963 CET
Jan 27, 2022 23:05:39.365902901 CET
Jan 27, 2022 23:05:39.373151064 CET
Jan 27, 2022 23:05:39.380270958 CET
Jan 27, 2022 23:05:39.380314112 CET
Jan 27, 2022 23:05:39.380352020 CET
Jan 27, 2022 23:05:39.380389929 CET
Jan 27, 2022 23:05:39.380426884 CET
Jan 27, 2022 23:05:39.380465031 CET
Jan 27, 2022 23:05:39.380505085 CET
Jan 27, 2022 23:05:39.380543947 CET
Jan 27, 2022 23:05:39.380583048 CET
Jan 27, 2022 23:05:39.380620003 CET
Jan 27, 2022 23:05:39.380659103 CET
Jan 27, 2022 23:05:39.380697966 CET
Jan 27, 2022 23:05:39.380734921 CET
Jan 27, 2022 23:05:39.380773067 CET
Jan 27, 2022 23:05:39.381010056 CET
Jan 27, 2022 23:05:39.381052017 CET
Jan 27, 2022 23:05:39.381072044 CET
Jan 27, 2022 23:05:39.381151915 CET
Jan 27, 2022 23:05:39.381211996 CET
Jan 27, 2022 23:05:39.381273985 CET
Jan 27, 2022 23:05:39.381335020 CET
Jan 27, 2022 23:05:39.381819963 CET
Jan 27, 2022 23:05:39.381895065 CET
Jan 27, 2022 23:05:39.381947041 CET
Jan 27, 2022 23:05:39.381987095 CET
Jan 27, 2022 23:05:39.382060051 CET
Jan 27, 2022 23:05:39.383392096 CET
Jan 27, 2022 23:05:39.383622885 CET
Jan 27, 2022 23:05:39.383675098 CET
Jan 27, 2022 23:05:39.383714914 CET
Jan 27, 2022 23:05:39.383754015 CET
Jan 27, 2022 23:05:39.383903027 CET
Jan 27, 2022 23:05:39.383969069 CET
Jan 27, 2022 23:05:39.385076046 CET
Jan 27, 2022 23:05:39.385154963 CET
Jan 27, 2022 23:05:39.385195971 CET
Jan 27, 2022 23:05:39.385257006 CET
Jan 27, 2022 23:05:39.385304928 CET
Jan 27, 2022 23:05:39.385757923 CET
Jan 27, 2022 23:05:39.385868073 CET
Jan 27, 2022 23:05:39.386615038 CET
Jan 27, 2022 23:05:39.386656046 CET
Jan 27, 2022 23:05:39.386693954 CET
Jan 27, 2022 23:05:39.386733055 CET
Jan 27, 2022 23:05:39.387214899 CET
Jan 27, 2022 23:05:39.387290001 CET
Jan 27, 2022 23:05:39.388680935 CET
Jan 27, 2022 23:05:39.388720036 CET

Copyright Joe Security LLC 2022

Source Port
61122
61122
53079
53
50824
53
61122
49560
49560
49560
56706
443
443
443
443
443
443
443
443
443
443
443
443
443
443
49560
49560
49560
49560
49560
49560
49560
443
443
443
443
49560
49560
443
443
443
443
49560
49560
443
443
443
443
443
49560
49560
443
443
443
443
49560
49560
443
443

Dest Port
443
443
53
53079
53
50824
443
443
443
443
53
49560
49560
49560
49560
49560
49560
49560
49560
49560
49560
49560
49560
49560
49560
443
443
443
443
443
443
443
49560
49560
49560
49560
443
443
49560
49560
49560
49560
443
443
49560
49560
49560
49560
49560
443
443
49560
49560
49560
49560
443
443
49560
49560

Source IP
192.168.2.3
192.168.2.3
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
192.168.2.3
192.168.2.3
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
192.168.2.3
192.168.2.3
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
192.168.2.3
192.168.2.3
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
192.168.2.3
192.168.2.3
142.250.184.227
142.250.184.227

Dest IP
142.250.186.164
142.250.186.164
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
142.250.186.164
142.250.184.227
142.250.184.227
142.250.184.227
8.8.8.8
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.184.227
142.250.184.227
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.184.227
142.250.184.227
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.184.227
142.250.184.227
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.184.227
142.250.184.227
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:39.388768911 CET
Jan 27, 2022 23:05:39.388808966 CET
Jan 27, 2022 23:05:39.388844967 CET
Jan 27, 2022 23:05:39.388884068 CET
Jan 27, 2022 23:05:39.389283895 CET
Jan 27, 2022 23:05:39.389352083 CET
Jan 27, 2022 23:05:39.389417887 CET
Jan 27, 2022 23:05:39.390623093 CET
Jan 27, 2022 23:05:39.390664101 CET
Jan 27, 2022 23:05:39.390702963 CET
Jan 27, 2022 23:05:39.390742064 CET
Jan 27, 2022 23:05:39.391949892 CET
Jan 27, 2022 23:05:39.391989946 CET
Jan 27, 2022 23:05:39.392029047 CET
Jan 27, 2022 23:05:39.392066002 CET
Jan 27, 2022 23:05:39.392206907 CET
Jan 27, 2022 23:05:39.392280102 CET
Jan 27, 2022 23:05:39.392353058 CET
Jan 27, 2022 23:05:39.392409086 CET
Jan 27, 2022 23:05:39.393492937 CET
Jan 27, 2022 23:05:39.393584967 CET
Jan 27, 2022 23:05:39.393625021 CET
Jan 27, 2022 23:05:39.393666029 CET
Jan 27, 2022 23:05:39.395020962 CET
Jan 27, 2022 23:05:39.395061970 CET
Jan 27, 2022 23:05:39.395100117 CET
Jan 27, 2022 23:05:39.395134926 CET
Jan 27, 2022 23:05:39.397049904 CET
Jan 27, 2022 23:05:39.397078991 CET
Jan 27, 2022 23:05:39.402070045 CET
Jan 27, 2022 23:05:39.402117014 CET
Jan 27, 2022 23:05:39.402163029 CET
Jan 27, 2022 23:05:39.402230978 CET
Jan 27, 2022 23:05:39.405038118 CET
Jan 27, 2022 23:05:39.405072927 CET
Jan 27, 2022 23:05:39.405101061 CET
Jan 27, 2022 23:05:39.408440113 CET
Jan 27, 2022 23:05:39.409029007 CET
Jan 27, 2022 23:05:39.421106100 CET
Jan 27, 2022 23:05:39.428219080 CET
Jan 27, 2022 23:05:39.434199095 CET
Jan 27, 2022 23:05:39.436240911 CET
Jan 27, 2022 23:05:39.446827888 CET
Jan 27, 2022 23:05:40.021008015 CET
Jan 27, 2022 23:05:40.021271944 CET
Jan 27, 2022 23:05:40.021389961 CET
Jan 27, 2022 23:05:40.021506071 CET
Jan 27, 2022 23:05:40.042099953 CET
Jan 27, 2022 23:05:40.042152882 CET
Jan 27, 2022 23:05:40.042192936 CET
Jan 27, 2022 23:05:40.042229891 CET
Jan 27, 2022 23:05:40.042270899 CET
Jan 27, 2022 23:05:40.042309046 CET
Jan 27, 2022 23:05:40.042346954 CET
Jan 27, 2022 23:05:40.042385101 CET
Jan 27, 2022 23:05:40.042423010 CET
Jan 27, 2022 23:05:40.042459011 CET
Jan 27, 2022 23:05:40.042496920 CET
Jan 27, 2022 23:05:40.042535067 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
49560
49560
49560
443
443
443
443
443
443
443
443
49560
49560
49560
49560
443
443
443
443
443
443
443
443
443
443
49560
49560
49560
49560
443
443
443
53
61122
53569
49560
61122
443
53
52652
52652
52652
52652
443
443
443
443
443
443
443
443
443
443
443
443

Dest Port
49560
49560
49560
49560
443
443
443
49560
49560
49560
49560
49560
49560
49560
49560
443
443
443
443
49560
49560
49560
49560
49560
49560
49560
49560
49560
61122
443
443
443
443
61122
61122
61122
56706
443
53
443
443
49560
53569
443
443
443
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652

Source IP
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
192.168.2.3
192.168.2.3
192.168.2.3
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
8.8.8.8
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.184.227
8.8.8.8
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.184.227
142.250.184.227
142.250.184.227
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
8.8.8.8
142.250.184.227
142.250.186.164
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:40.043112993 CET
Jan 27, 2022 23:05:40.043150902 CET
Jan 27, 2022 23:05:40.043190002 CET
Jan 27, 2022 23:05:40.043229103 CET
Jan 27, 2022 23:05:40.045581102 CET
Jan 27, 2022 23:05:40.045618057 CET
Jan 27, 2022 23:05:40.045655966 CET
Jan 27, 2022 23:05:40.045694113 CET
Jan 27, 2022 23:05:40.047826052 CET
Jan 27, 2022 23:05:40.047878981 CET
Jan 27, 2022 23:05:40.047919989 CET
Jan 27, 2022 23:05:40.047957897 CET
Jan 27, 2022 23:05:40.049433947 CET
Jan 27, 2022 23:05:40.049489021 CET
Jan 27, 2022 23:05:40.051817894 CET
Jan 27, 2022 23:05:40.051858902 CET
Jan 27, 2022 23:05:40.051898003 CET
Jan 27, 2022 23:05:40.051934958 CET
Jan 27, 2022 23:05:40.051984072 CET
Jan 27, 2022 23:05:40.052112103 CET
Jan 27, 2022 23:05:40.054797888 CET
Jan 27, 2022 23:05:40.054836035 CET
Jan 27, 2022 23:05:40.054873943 CET
Jan 27, 2022 23:05:40.054912090 CET
Jan 27, 2022 23:05:40.056466103 CET
Jan 27, 2022 23:05:40.056507111 CET
Jan 27, 2022 23:05:40.056544065 CET
Jan 27, 2022 23:05:40.056582928 CET
Jan 27, 2022 23:05:40.058964014 CET
Jan 27, 2022 23:05:40.059006929 CET
Jan 27, 2022 23:05:40.059045076 CET
Jan 27, 2022 23:05:40.059081078 CET
Jan 27, 2022 23:05:40.062156916 CET
Jan 27, 2022 23:05:40.062197924 CET
Jan 27, 2022 23:05:40.062237978 CET
Jan 27, 2022 23:05:40.062275887 CET
Jan 27, 2022 23:05:40.062314034 CET
Jan 27, 2022 23:05:40.062352896 CET
Jan 27, 2022 23:05:40.062381029 CET
Jan 27, 2022 23:05:40.064140081 CET
Jan 27, 2022 23:05:40.064177990 CET
Jan 27, 2022 23:05:40.065535069 CET
Jan 27, 2022 23:05:40.065574884 CET
Jan 27, 2022 23:05:40.065613031 CET
Jan 27, 2022 23:05:40.065721035 CET
Jan 27, 2022 23:05:40.067588091 CET
Jan 27, 2022 23:05:40.067627907 CET
Jan 27, 2022 23:05:40.069286108 CET
Jan 27, 2022 23:05:40.069324970 CET
Jan 27, 2022 23:05:40.069364071 CET
Jan 27, 2022 23:05:40.069473982 CET
Jan 27, 2022 23:05:40.071474075 CET
Jan 27, 2022 23:05:40.071513891 CET
Jan 27, 2022 23:05:40.071669102 CET
Jan 27, 2022 23:05:40.071711063 CET
Jan 27, 2022 23:05:40.071741104 CET
Jan 27, 2022 23:05:40.073581934 CET
Jan 27, 2022 23:05:40.073621988 CET
Jan 27, 2022 23:05:40.073658943 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443

Dest Port
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652

Source IP

142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206

Dest IP

192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:40.073697090 CET
Jan 27, 2022 23:05:40.075129986 CET
Jan 27, 2022 23:05:40.075484037 CET
Jan 27, 2022 23:05:40.075540066 CET
Jan 27, 2022 23:05:40.075596094 CET
Jan 27, 2022 23:05:40.075648069 CET
Jan 27, 2022 23:05:40.075705051 CET
Jan 27, 2022 23:05:40.076097012 CET
Jan 27, 2022 23:05:40.076167107 CET
Jan 27, 2022 23:05:40.076234102 CET
Jan 27, 2022 23:05:40.076668024 CET
Jan 27, 2022 23:05:40.078701019 CET
Jan 27, 2022 23:05:40.079206944 CET
Jan 27, 2022 23:05:40.081888914 CET
Jan 27, 2022 23:05:40.082750082 CET
Jan 27, 2022 23:05:40.094010115 CET
Jan 27, 2022 23:05:40.094204903 CET
Jan 27, 2022 23:05:40.094244003 CET
Jan 27, 2022 23:05:40.094891071 CET
Jan 27, 2022 23:05:40.094932079 CET
Jan 27, 2022 23:05:40.097409964 CET
Jan 27, 2022 23:05:40.097450972 CET
Jan 27, 2022 23:05:40.097487926 CET
Jan 27, 2022 23:05:40.097527027 CET
Jan 27, 2022 23:05:40.100070953 CET
Jan 27, 2022 23:05:40.100116014 CET
Jan 27, 2022 23:05:40.100157022 CET
Jan 27, 2022 23:05:40.100193024 CET
Jan 27, 2022 23:05:40.100230932 CET
Jan 27, 2022 23:05:40.100270033 CET
Jan 27, 2022 23:05:40.100761890 CET
Jan 27, 2022 23:05:40.100883961 CET
Jan 27, 2022 23:05:40.101612091 CET
Jan 27, 2022 23:05:40.101650000 CET
Jan 27, 2022 23:05:40.103059053 CET
Jan 27, 2022 23:05:40.103100061 CET
Jan 27, 2022 23:05:40.103137970 CET
Jan 27, 2022 23:05:40.103177071 CET
Jan 27, 2022 23:05:40.104748011 CET
Jan 27, 2022 23:05:40.104788065 CET
Jan 27, 2022 23:05:40.104825974 CET
Jan 27, 2022 23:05:40.104862928 CET
Jan 27, 2022 23:05:40.104902029 CET
Jan 27, 2022 23:05:40.104942083 CET
Jan 27, 2022 23:05:40.106205940 CET
Jan 27, 2022 23:05:40.106246948 CET
Jan 27, 2022 23:05:40.106283903 CET
Jan 27, 2022 23:05:40.106323004 CET
Jan 27, 2022 23:05:40.107391119 CET
Jan 27, 2022 23:05:40.107430935 CET
Jan 27, 2022 23:05:40.107467890 CET
Jan 27, 2022 23:05:40.107506037 CET
Jan 27, 2022 23:05:40.109534979 CET
Jan 27, 2022 23:05:40.109575987 CET
Jan 27, 2022 23:05:40.109615088 CET
Jan 27, 2022 23:05:40.109652042 CET
Jan 27, 2022 23:05:40.109689951 CET
Jan 27, 2022 23:05:40.109729052 CET
Jan 27, 2022 23:05:40.109767914 CET

Copyright Joe Security LLC 2022

Source Port
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443

Dest Port
52652
443
443
443
443
443
443
443
443
443
443
443
443
443
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652

Source IP
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206

Dest IP
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:40.109807968 CET
Jan 27, 2022 23:05:40.111845016 CET
Jan 27, 2022 23:05:40.111886024 CET
Jan 27, 2022 23:05:40.111915112 CET
Jan 27, 2022 23:05:40.111953974 CET
Jan 27, 2022 23:05:40.112001896 CET
Jan 27, 2022 23:05:40.112039089 CET
Jan 27, 2022 23:05:40.113388062 CET
Jan 27, 2022 23:05:40.113426924 CET
Jan 27, 2022 23:05:40.113465071 CET
Jan 27, 2022 23:05:40.113502026 CET
Jan 27, 2022 23:05:40.113540888 CET
Jan 27, 2022 23:05:40.113579988 CET
Jan 27, 2022 23:05:40.115461111 CET
Jan 27, 2022 23:05:40.115500927 CET
Jan 27, 2022 23:05:40.115537882 CET
Jan 27, 2022 23:05:40.115576029 CET
Jan 27, 2022 23:05:40.115614891 CET
Jan 27, 2022 23:05:40.115652084 CET
Jan 27, 2022 23:05:40.116724014 CET
Jan 27, 2022 23:05:40.116764069 CET
Jan 27, 2022 23:05:40.116801977 CET
Jan 27, 2022 23:05:40.116838932 CET
Jan 27, 2022 23:05:40.148416042 CET
Jan 27, 2022 23:05:40.148638010 CET
Jan 27, 2022 23:05:40.148861885 CET
Jan 27, 2022 23:05:40.149055958 CET
Jan 27, 2022 23:05:40.152928114 CET
Jan 27, 2022 23:05:40.153140068 CET
Jan 27, 2022 23:05:40.153399944 CET
Jan 27, 2022 23:05:40.159744024 CET
Jan 27, 2022 23:05:40.167335987 CET
Jan 27, 2022 23:05:40.167381048 CET
Jan 27, 2022 23:05:40.167422056 CET
Jan 27, 2022 23:05:40.167460918 CET
Jan 27, 2022 23:05:40.167499065 CET
Jan 27, 2022 23:05:40.167857885 CET
Jan 27, 2022 23:05:40.167898893 CET
Jan 27, 2022 23:05:40.169631958 CET
Jan 27, 2022 23:05:40.169672012 CET
Jan 27, 2022 23:05:40.169708014 CET
Jan 27, 2022 23:05:40.169747114 CET
Jan 27, 2022 23:05:40.169900894 CET
Jan 27, 2022 23:05:40.171312094 CET
Jan 27, 2022 23:05:40.171353102 CET
Jan 27, 2022 23:05:40.171391964 CET
Jan 27, 2022 23:05:40.171428919 CET
Jan 27, 2022 23:05:40.171467066 CET
Jan 27, 2022 23:05:40.171504974 CET
Jan 27, 2022 23:05:40.171533108 CET
Jan 27, 2022 23:05:40.171716928 CET
Jan 27, 2022 23:05:40.171756983 CET
Jan 27, 2022 23:05:40.172231913 CET
Jan 27, 2022 23:05:40.172270060 CET
Jan 27, 2022 23:05:40.172446966 CET
Jan 27, 2022 23:05:40.174429893 CET
Jan 27, 2022 23:05:40.174467087 CET
Jan 27, 2022 23:05:40.174508095 CET
Jan 27, 2022 23:05:40.174546957 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
52652
52652
52652
52652
52652
52652
52652
52652
443
443
443
443
443
443
443
443
443
443
443
52652
443
443
443
443
443
443
443
443
443
443
443
52652
443
443
443
443

Dest Port
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
443
443
443
443
443
443
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
52652
52652
52652
52652

Source IP
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:40.174583912 CET
Jan 27, 2022 23:05:40.174622059 CET
Jan 27, 2022 23:05:40.175990105 CET
Jan 27, 2022 23:05:40.176032066 CET
Jan 27, 2022 23:05:40.176069975 CET
Jan 27, 2022 23:05:40.176107883 CET
Jan 27, 2022 23:05:40.176147938 CET
Jan 27, 2022 23:05:40.176184893 CET
Jan 27, 2022 23:05:40.176265955 CET
Jan 27, 2022 23:05:40.178031921 CET
Jan 27, 2022 23:05:40.178072929 CET
Jan 27, 2022 23:05:40.178109884 CET
Jan 27, 2022 23:05:40.178148031 CET
Jan 27, 2022 23:05:40.178186893 CET
Jan 27, 2022 23:05:40.178226948 CET
Jan 27, 2022 23:05:40.178586960 CET
Jan 27, 2022 23:05:40.178627014 CET
Jan 27, 2022 23:05:40.178837061 CET
Jan 27, 2022 23:05:40.180802107 CET
Jan 27, 2022 23:05:40.180841923 CET
Jan 27, 2022 23:05:40.180879116 CET
Jan 27, 2022 23:05:40.180917025 CET
Jan 27, 2022 23:05:40.180957079 CET
Jan 27, 2022 23:05:40.180994034 CET
Jan 27, 2022 23:05:40.182243109 CET
Jan 27, 2022 23:05:40.182307005 CET
Jan 27, 2022 23:05:40.182347059 CET
Jan 27, 2022 23:05:40.182388067 CET
Jan 27, 2022 23:05:40.182425022 CET
Jan 27, 2022 23:05:40.182462931 CET
Jan 27, 2022 23:05:40.183927059 CET
Jan 27, 2022 23:05:40.183981895 CET
Jan 27, 2022 23:05:40.184022903 CET
Jan 27, 2022 23:05:40.184060097 CET
Jan 27, 2022 23:05:40.185209036 CET
Jan 27, 2022 23:05:40.185893059 CET
Jan 27, 2022 23:05:40.185935020 CET
Jan 27, 2022 23:05:40.185971975 CET
Jan 27, 2022 23:05:40.186012030 CET
Jan 27, 2022 23:05:40.186048985 CET
Jan 27, 2022 23:05:40.186086893 CET
Jan 27, 2022 23:05:40.186104059 CET
Jan 27, 2022 23:05:40.187491894 CET
Jan 27, 2022 23:05:40.187532902 CET
Jan 27, 2022 23:05:40.187572002 CET
Jan 27, 2022 23:05:40.187608957 CET
Jan 27, 2022 23:05:40.187647104 CET
Jan 27, 2022 23:05:40.187685013 CET
Jan 27, 2022 23:05:40.187787056 CET
Jan 27, 2022 23:05:40.188724995 CET
Jan 27, 2022 23:05:40.188765049 CET
Jan 27, 2022 23:05:40.188802958 CET
Jan 27, 2022 23:05:40.188841105 CET
Jan 27, 2022 23:05:40.190109015 CET
Jan 27, 2022 23:05:40.190161943 CET
Jan 27, 2022 23:05:40.190201044 CET
Jan 27, 2022 23:05:40.190239906 CET
Jan 27, 2022 23:05:40.191267967 CET
Jan 27, 2022 23:05:40.191309929 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
443
443
443
52652
443
443
443
443
443
443
443
443
52652
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
52652
443
443
443
443
443
443
52652
443
443
443
443
443
443
52652
443
443
443
443
443
443
443
443
443
443

Dest Port
52652
52652
52652
52652
52652
52652
52652
52652
443
52652
52652
52652
52652
52652
52652
52652
52652
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
52652
52652
52652
52652
52652
52652
443
52652
52652
52652
52652
52652
52652
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652

Source IP
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:40.191348076 CET
Jan 27, 2022 23:05:40.191385984 CET
Jan 27, 2022 23:05:40.191524029 CET
Jan 27, 2022 23:05:40.192764044 CET
Jan 27, 2022 23:05:40.192802906 CET
Jan 27, 2022 23:05:40.192842007 CET
Jan 27, 2022 23:05:40.192879915 CET
Jan 27, 2022 23:05:40.194160938 CET
Jan 27, 2022 23:05:40.194199085 CET
Jan 27, 2022 23:05:40.194237947 CET
Jan 27, 2022 23:05:40.194278002 CET
Jan 27, 2022 23:05:40.194710970 CET
Jan 27, 2022 23:05:40.195455074 CET
Jan 27, 2022 23:05:40.195496082 CET
Jan 27, 2022 23:05:40.195533991 CET
Jan 27, 2022 23:05:40.195570946 CET
Jan 27, 2022 23:05:40.196969986 CET
Jan 27, 2022 23:05:40.197011948 CET
Jan 27, 2022 23:05:40.197051048 CET
Jan 27, 2022 23:05:40.197088957 CET
Jan 27, 2022 23:05:40.197125912 CET
Jan 27, 2022 23:05:40.197165012 CET
Jan 27, 2022 23:05:40.197350025 CET
Jan 27, 2022 23:05:40.197657108 CET
Jan 27, 2022 23:05:40.197695017 CET
Jan 27, 2022 23:05:40.199299097 CET
Jan 27, 2022 23:05:40.199338913 CET
Jan 27, 2022 23:05:40.199377060 CET
Jan 27, 2022 23:05:40.199413061 CET
Jan 27, 2022 23:05:40.200448990 CET
Jan 27, 2022 23:05:40.200489998 CET
Jan 27, 2022 23:05:40.200529099 CET
Jan 27, 2022 23:05:40.200566053 CET
Jan 27, 2022 23:05:40.200759888 CET
Jan 27, 2022 23:05:40.204001904 CET
Jan 27, 2022 23:05:40.204041004 CET
Jan 27, 2022 23:05:40.204078913 CET
Jan 27, 2022 23:05:40.204118013 CET
Jan 27, 2022 23:05:40.205063105 CET
Jan 27, 2022 23:05:40.205102921 CET
Jan 27, 2022 23:05:40.205142021 CET
Jan 27, 2022 23:05:40.205178022 CET
Jan 27, 2022 23:05:40.206733942 CET
Jan 27, 2022 23:05:40.206773043 CET
Jan 27, 2022 23:05:40.206810951 CET
Jan 27, 2022 23:05:40.206840992 CET
Jan 27, 2022 23:05:40.206870079 CET
Jan 27, 2022 23:05:40.206907988 CET
Jan 27, 2022 23:05:40.208915949 CET
Jan 27, 2022 23:05:40.208956003 CET
Jan 27, 2022 23:05:40.208995104 CET
Jan 27, 2022 23:05:40.209033966 CET
Jan 27, 2022 23:05:40.209073067 CET
Jan 27, 2022 23:05:40.209112883 CET
Jan 27, 2022 23:05:40.210416079 CET
Jan 27, 2022 23:05:40.210455894 CET
Jan 27, 2022 23:05:40.210494995 CET
Jan 27, 2022 23:05:40.210530996 CET
Jan 27, 2022 23:05:40.210570097 CET

Copyright Joe Security LLC 2022

Source Port
443
443
52652
443
443
443
443
443
443
443
443
52652
443
443
443
443
443
443
443
443
443
443
52652
443
443
443
443
443
443
443
443
443
443
52652
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443

Dest Port
52652
52652
443
52652
52652
52652
52652
52652
52652
52652
52652
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652

Source IP
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206

Dest IP
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:40.210607052 CET
Jan 27, 2022 23:05:40.210645914 CET
Jan 27, 2022 23:05:40.210685015 CET
Jan 27, 2022 23:05:40.210721970 CET
Jan 27, 2022 23:05:40.210760117 CET
Jan 27, 2022 23:05:40.210798979 CET
Jan 27, 2022 23:05:40.210835934 CET
Jan 27, 2022 23:05:40.212011099 CET
Jan 27, 2022 23:05:40.212049961 CET
Jan 27, 2022 23:05:40.212090015 CET
Jan 27, 2022 23:05:40.212129116 CET
Jan 27, 2022 23:05:40.212166071 CET
Jan 27, 2022 23:05:40.212203979 CET
Jan 27, 2022 23:05:40.212241888 CET
Jan 27, 2022 23:05:40.212280035 CET
Jan 27, 2022 23:05:40.212318897 CET
Jan 27, 2022 23:05:40.212354898 CET
Jan 27, 2022 23:05:40.212393045 CET
Jan 27, 2022 23:05:40.212430954 CET
Jan 27, 2022 23:05:40.212469101 CET
Jan 27, 2022 23:05:40.212507963 CET
Jan 27, 2022 23:05:40.213145018 CET
Jan 27, 2022 23:05:40.213184118 CET
Jan 27, 2022 23:05:40.213541031 CET
Jan 27, 2022 23:05:40.213581085 CET
Jan 27, 2022 23:05:40.213618994 CET
Jan 27, 2022 23:05:40.213656902 CET
Jan 27, 2022 23:05:40.213695049 CET
Jan 27, 2022 23:05:40.213732004 CET
Jan 27, 2022 23:05:40.213769913 CET
Jan 27, 2022 23:05:40.213804007 CET
Jan 27, 2022 23:05:40.213840961 CET
Jan 27, 2022 23:05:40.213900089 CET
Jan 27, 2022 23:05:40.214889050 CET
Jan 27, 2022 23:05:40.214926958 CET
Jan 27, 2022 23:05:40.214967012 CET
Jan 27, 2022 23:05:40.215004921 CET
Jan 27, 2022 23:05:40.215044975 CET
Jan 27, 2022 23:05:40.215084076 CET
Jan 27, 2022 23:05:40.215120077 CET
Jan 27, 2022 23:05:40.215158939 CET
Jan 27, 2022 23:05:40.215197086 CET
Jan 27, 2022 23:05:40.215234995 CET
Jan 27, 2022 23:05:40.215274096 CET
Jan 27, 2022 23:05:40.216135025 CET
Jan 27, 2022 23:05:40.216185093 CET
Jan 27, 2022 23:05:40.216221094 CET
Jan 27, 2022 23:05:40.216257095 CET
Jan 27, 2022 23:05:40.216289997 CET
Jan 27, 2022 23:05:40.216325045 CET
Jan 27, 2022 23:05:40.216361046 CET
Jan 27, 2022 23:05:40.216393948 CET
Jan 27, 2022 23:05:40.216428995 CET
Jan 27, 2022 23:05:40.216463089 CET
Jan 27, 2022 23:05:40.218014956 CET
Jan 27, 2022 23:05:40.218054056 CET
Jan 27, 2022 23:05:40.218091011 CET
Jan 27, 2022 23:05:40.218125105 CET
Jan 27, 2022 23:05:40.218158960 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443

Dest Port
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652

Source IP

142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206

Dest IP

192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:40.218194008 CET
Jan 27, 2022 23:05:40.218230963 CET
Jan 27, 2022 23:05:40.218267918 CET
Jan 27, 2022 23:05:40.218301058 CET
Jan 27, 2022 23:05:40.218336105 CET
Jan 27, 2022 23:05:40.219599962 CET
Jan 27, 2022 23:05:40.219635963 CET
Jan 27, 2022 23:05:40.219671965 CET
Jan 27, 2022 23:05:40.219707012 CET
Jan 27, 2022 23:05:40.219742060 CET
Jan 27, 2022 23:05:40.219777107 CET
Jan 27, 2022 23:05:40.219825983 CET
Jan 27, 2022 23:05:40.219861984 CET
Jan 27, 2022 23:05:40.219896078 CET
Jan 27, 2022 23:05:40.219932079 CET
Jan 27, 2022 23:05:40.221026897 CET
Jan 27, 2022 23:05:40.221065998 CET
Jan 27, 2022 23:05:40.221100092 CET
Jan 27, 2022 23:05:40.221134901 CET
Jan 27, 2022 23:05:40.221169949 CET
Jan 27, 2022 23:05:40.221203089 CET
Jan 27, 2022 23:05:40.221231937 CET
Jan 27, 2022 23:05:40.221266031 CET
Jan 27, 2022 23:05:40.221297979 CET
Jan 27, 2022 23:05:40.221333027 CET
Jan 27, 2022 23:05:40.276174068 CET
Jan 27, 2022 23:05:40.331341982 CET
Jan 27, 2022 23:05:40.346579075 CET
Jan 27, 2022 23:05:40.347111940 CET
Jan 27, 2022 23:05:40.347332001 CET
Jan 27, 2022 23:05:40.347532988 CET
Jan 27, 2022 23:05:40.347835064 CET
Jan 27, 2022 23:05:40.348068953 CET
Jan 27, 2022 23:05:40.348310947 CET
Jan 27, 2022 23:05:40.348548889 CET
Jan 27, 2022 23:05:40.348762989 CET
Jan 27, 2022 23:05:40.348990917 CET
Jan 27, 2022 23:05:40.349200964 CET
Jan 27, 2022 23:05:40.349400997 CET
Jan 27, 2022 23:05:40.354274988 CET
Jan 27, 2022 23:05:40.365923882 CET
Jan 27, 2022 23:05:40.365967989 CET
Jan 27, 2022 23:05:40.366005898 CET
Jan 27, 2022 23:05:40.366045952 CET
Jan 27, 2022 23:05:40.366085052 CET
Jan 27, 2022 23:05:40.366123915 CET
Jan 27, 2022 23:05:40.366163015 CET
Jan 27, 2022 23:05:40.366199017 CET
Jan 27, 2022 23:05:40.366238117 CET
Jan 27, 2022 23:05:40.366275072 CET
Jan 27, 2022 23:05:40.366314888 CET
Jan 27, 2022 23:05:40.366353035 CET
Jan 27, 2022 23:05:40.366389036 CET
Jan 27, 2022 23:05:40.366427898 CET
Jan 27, 2022 23:05:40.366555929 CET
Jan 27, 2022 23:05:40.366596937 CET
Jan 27, 2022 23:05:40.366769075 CET
Jan 27, 2022 23:05:40.366806030 CET
Jan 27, 2022 23:05:40.366844893 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443

Dest Port
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
443
443
443
443
443
443
443
443
443
443
443
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652

Source IP
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:40.366884947 CET
Jan 27, 2022 23:05:40.367014885 CET
Jan 27, 2022 23:05:40.367053986 CET
Jan 27, 2022 23:05:40.367244959 CET
Jan 27, 2022 23:05:40.367285013 CET
Jan 27, 2022 23:05:40.367547035 CET
Jan 27, 2022 23:05:40.367623091 CET
Jan 27, 2022 23:05:40.367958069 CET
Jan 27, 2022 23:05:40.368180037 CET
Jan 27, 2022 23:05:40.368287086 CET
Jan 27, 2022 23:05:40.368449926 CET
Jan 27, 2022 23:05:40.368607998 CET
Jan 27, 2022 23:05:40.368777990 CET
Jan 27, 2022 23:05:40.369155884 CET
Jan 27, 2022 23:05:40.369358063 CET
Jan 27, 2022 23:05:40.369577885 CET
Jan 27, 2022 23:05:40.369842052 CET
Jan 27, 2022 23:05:40.369993925 CET
Jan 27, 2022 23:05:40.370033979 CET
Jan 27, 2022 23:05:40.370073080 CET
Jan 27, 2022 23:05:40.370110035 CET
Jan 27, 2022 23:05:40.370150089 CET
Jan 27, 2022 23:05:40.370188951 CET
Jan 27, 2022 23:05:40.370224953 CET
Jan 27, 2022 23:05:40.370264053 CET
Jan 27, 2022 23:05:40.370301962 CET
Jan 27, 2022 23:05:40.370337963 CET
Jan 27, 2022 23:05:40.370352030 CET
Jan 27, 2022 23:05:40.370376110 CET
Jan 27, 2022 23:05:40.370408058 CET
Jan 27, 2022 23:05:40.370448112 CET
Jan 27, 2022 23:05:40.370486975 CET
Jan 27, 2022 23:05:40.370524883 CET
Jan 27, 2022 23:05:40.371956110 CET
Jan 27, 2022 23:05:40.372004986 CET
Jan 27, 2022 23:05:40.372045040 CET
Jan 27, 2022 23:05:40.372081995 CET
Jan 27, 2022 23:05:40.372121096 CET
Jan 27, 2022 23:05:40.372159004 CET
Jan 27, 2022 23:05:40.372195959 CET
Jan 27, 2022 23:05:40.372234106 CET
Jan 27, 2022 23:05:40.372271061 CET
Jan 27, 2022 23:05:40.372309923 CET
Jan 27, 2022 23:05:40.372349024 CET
Jan 27, 2022 23:05:40.372385979 CET
Jan 27, 2022 23:05:40.372425079 CET
Jan 27, 2022 23:05:40.372462034 CET
Jan 27, 2022 23:05:40.372500896 CET
Jan 27, 2022 23:05:40.372539997 CET
Jan 27, 2022 23:05:40.372576952 CET
Jan 27, 2022 23:05:40.372615099 CET
Jan 27, 2022 23:05:40.372654915 CET
Jan 27, 2022 23:05:40.372690916 CET
Jan 27, 2022 23:05:40.373012066 CET
Jan 27, 2022 23:05:40.373054028 CET
Jan 27, 2022 23:05:40.373094082 CET
Jan 27, 2022 23:05:40.373130083 CET
Jan 27, 2022 23:05:40.373167038 CET
Jan 27, 2022 23:05:40.373183012 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
443
443
443
443
443
443
443
443
52652
52652
52652
443
443
443
443
443
443
443
443
443
443
443
52652
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
52652

Dest Port
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
443
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
443

Source IP
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
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Timestamp

Jan 27, 2022 23:05:40.373204947 CET
Jan 27, 2022 23:05:40.373241901 CET
Jan 27, 2022 23:05:40.373280048 CET
Jan 27, 2022 23:05:40.373317003 CET
Jan 27, 2022 23:05:40.373356104 CET
Jan 27, 2022 23:05:40.373418093 CET
Jan 27, 2022 23:05:40.373622894 CET
Jan 27, 2022 23:05:40.374676943 CET
Jan 27, 2022 23:05:40.374716997 CET
Jan 27, 2022 23:05:40.374753952 CET
Jan 27, 2022 23:05:40.374793053 CET
Jan 27, 2022 23:05:40.374831915 CET
Jan 27, 2022 23:05:40.374850035 CET
Jan 27, 2022 23:05:40.374867916 CET
Jan 27, 2022 23:05:40.374907970 CET
Jan 27, 2022 23:05:40.374946117 CET
Jan 27, 2022 23:05:40.374984026 CET
Jan 27, 2022 23:05:40.375022888 CET
Jan 27, 2022 23:05:40.375061989 CET
Jan 27, 2022 23:05:40.375099897 CET
Jan 27, 2022 23:05:40.375139952 CET
Jan 27, 2022 23:05:40.375176907 CET
Jan 27, 2022 23:05:40.375215054 CET
Jan 27, 2022 23:05:40.375216007 CET
Jan 27, 2022 23:05:40.375262022 CET
Jan 27, 2022 23:05:40.375785112 CET
Jan 27, 2022 23:05:40.375825882 CET
Jan 27, 2022 23:05:40.375864983 CET
Jan 27, 2022 23:05:40.375952959 CET
Jan 27, 2022 23:05:40.375993013 CET
Jan 27, 2022 23:05:40.376030922 CET
Jan 27, 2022 23:05:40.376069069 CET
Jan 27, 2022 23:05:40.376108885 CET
Jan 27, 2022 23:05:40.376147032 CET
Jan 27, 2022 23:05:40.376185894 CET
Jan 27, 2022 23:05:40.376923084 CET
Jan 27, 2022 23:05:40.376949072 CET
Jan 27, 2022 23:05:40.376986980 CET
Jan 27, 2022 23:05:40.377015114 CET
Jan 27, 2022 23:05:40.377043009 CET
Jan 27, 2022 23:05:40.377068996 CET
Jan 27, 2022 23:05:40.377096891 CET
Jan 27, 2022 23:05:40.377121925 CET
Jan 27, 2022 23:05:40.377149105 CET
Jan 27, 2022 23:05:40.377176046 CET
Jan 27, 2022 23:05:40.377202034 CET
Jan 27, 2022 23:05:40.377229929 CET
Jan 27, 2022 23:05:40.378278017 CET
Jan 27, 2022 23:05:40.378360987 CET
Jan 27, 2022 23:05:40.378415108 CET
Jan 27, 2022 23:05:40.378443956 CET
Jan 27, 2022 23:05:40.378472090 CET
Jan 27, 2022 23:05:40.378499031 CET
Jan 27, 2022 23:05:40.378525019 CET
Jan 27, 2022 23:05:40.378554106 CET
Jan 27, 2022 23:05:40.378580093 CET
Jan 27, 2022 23:05:40.378607035 CET
Jan 27, 2022 23:05:40.378634930 CET
Jan 27, 2022 23:05:40.378660917 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
52652
52652
443
443
443
443
443
52652
443
443
443
443
443
443
443
443
443
52652
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
52652
443
443
443
443
443
443
443
443
443
443
443

Dest Port
52652
52652
52652
52652
52652
443
443
52652
52652
52652
52652
52652
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652

Source IP
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:40.378674030 CET
Jan 27, 2022 23:05:40.378686905 CET
Jan 27, 2022 23:05:40.378714085 CET
Jan 27, 2022 23:05:40.378741980 CET
Jan 27, 2022 23:05:40.378938913 CET
Jan 27, 2022 23:05:40.379143000 CET
Jan 27, 2022 23:05:40.380182028 CET
Jan 27, 2022 23:05:40.387345076 CET
Jan 27, 2022 23:05:40.388073921 CET
Jan 27, 2022 23:05:40.388127089 CET
Jan 27, 2022 23:05:40.388164997 CET
Jan 27, 2022 23:05:40.388202906 CET
Jan 27, 2022 23:05:40.388240099 CET
Jan 27, 2022 23:05:40.388282061 CET
Jan 27, 2022 23:05:40.388323069 CET
Jan 27, 2022 23:05:40.388362885 CET
Jan 27, 2022 23:05:40.388401985 CET
Jan 27, 2022 23:05:40.388438940 CET
Jan 27, 2022 23:05:40.388475895 CET
Jan 27, 2022 23:05:40.388514042 CET
Jan 27, 2022 23:05:40.388555050 CET
Jan 27, 2022 23:05:40.388592005 CET
Jan 27, 2022 23:05:40.389137983 CET
Jan 27, 2022 23:05:40.389307976 CET
Jan 27, 2022 23:05:40.389352083 CET
Jan 27, 2022 23:05:40.389389992 CET
Jan 27, 2022 23:05:40.389425993 CET
Jan 27, 2022 23:05:40.389465094 CET
Jan 27, 2022 23:05:40.389502048 CET
Jan 27, 2022 23:05:40.389539957 CET
Jan 27, 2022 23:05:40.389579058 CET
Jan 27, 2022 23:05:40.389648914 CET
Jan 27, 2022 23:05:40.390515089 CET
Jan 27, 2022 23:05:40.390562057 CET
Jan 27, 2022 23:05:40.390600920 CET
Jan 27, 2022 23:05:40.390638113 CET
Jan 27, 2022 23:05:40.390675068 CET
Jan 27, 2022 23:05:40.390712023 CET
Jan 27, 2022 23:05:40.390748978 CET
Jan 27, 2022 23:05:40.390788078 CET
Jan 27, 2022 23:05:40.390827894 CET
Jan 27, 2022 23:05:40.390882969 CET
Jan 27, 2022 23:05:40.398068905 CET
Jan 27, 2022 23:05:40.411905050 CET
Jan 27, 2022 23:05:40.844643116 CET
Jan 27, 2022 23:05:40.847266912 CET
Jan 27, 2022 23:05:40.863878965 CET
Jan 27, 2022 23:05:40.863939047 CET
Jan 27, 2022 23:05:40.863971949 CET
Jan 27, 2022 23:05:40.864001036 CET
Jan 27, 2022 23:05:40.864032030 CET
Jan 27, 2022 23:05:40.864072084 CET
Jan 27, 2022 23:05:40.864110947 CET
Jan 27, 2022 23:05:40.864151001 CET
Jan 27, 2022 23:05:40.864187002 CET
Jan 27, 2022 23:05:40.864226103 CET
Jan 27, 2022 23:05:40.864264011 CET
Jan 27, 2022 23:05:40.864300013 CET
Jan 27, 2022 23:05:40.864336014 CET

Copyright Joe Security LLC 2022

Source Port
52652
443
443
443
52652
52652
443
52652
443
443
443
443
443
443
443
443
443
443
443
443
443
443
52652
443
443
443
443
443
443
443
443
52652
443
443
443
443
443
443
443
443
443
52652
52652
443
49560
49560
443
443
443
443
443
443
443
443
443
443
443
443
443

Dest Port
443
52652
52652
52652
443
443
52652
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
52652
52652
52652
52652
52652
52652
52652
52652
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
443
52652
443
443
49560
49560
49560
49560
49560
49560
49560
49560
49560
49560
49560
49560
49560

Source IP
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227

Dest IP
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
192.168.2.3
142.250.184.227
142.250.184.227
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:40.867119074 CET
Jan 27, 2022 23:05:40.867189884 CET
Jan 27, 2022 23:05:40.867228031 CET
Jan 27, 2022 23:05:40.867266893 CET
Jan 27, 2022 23:05:40.867304087 CET
Jan 27, 2022 23:05:40.867342949 CET
Jan 27, 2022 23:05:40.868773937 CET
Jan 27, 2022 23:05:40.868829012 CET
Jan 27, 2022 23:05:40.868865967 CET
Jan 27, 2022 23:05:40.868904114 CET
Jan 27, 2022 23:05:40.868942976 CET
Jan 27, 2022 23:05:40.868976116 CET
Jan 27, 2022 23:05:40.879903078 CET
Jan 27, 2022 23:05:40.879950047 CET
Jan 27, 2022 23:05:40.879957914 CET
Jan 27, 2022 23:05:40.880012989 CET
Jan 27, 2022 23:05:40.880064964 CET
Jan 27, 2022 23:05:40.880357027 CET
Jan 27, 2022 23:05:40.886857986 CET
Jan 27, 2022 23:05:41.266813993 CET
Jan 27, 2022 23:05:41.286011934 CET
Jan 27, 2022 23:05:41.286051035 CET
Jan 27, 2022 23:05:41.286087036 CET
Jan 27, 2022 23:05:41.286128044 CET
Jan 27, 2022 23:05:41.286165953 CET
Jan 27, 2022 23:05:41.286205053 CET
Jan 27, 2022 23:05:41.286242962 CET
Jan 27, 2022 23:05:41.286282063 CET
Jan 27, 2022 23:05:41.286319971 CET
Jan 27, 2022 23:05:41.286358118 CET
Jan 27, 2022 23:05:41.286395073 CET
Jan 27, 2022 23:05:41.286433935 CET
Jan 27, 2022 23:05:41.286470890 CET
Jan 27, 2022 23:05:41.286509991 CET
Jan 27, 2022 23:05:41.286547899 CET
Jan 27, 2022 23:05:41.286582947 CET
Jan 27, 2022 23:05:41.286621094 CET
Jan 27, 2022 23:05:41.286659956 CET
Jan 27, 2022 23:05:41.288894892 CET
Jan 27, 2022 23:05:41.288933039 CET
Jan 27, 2022 23:05:41.288968086 CET
Jan 27, 2022 23:05:41.289005041 CET
Jan 27, 2022 23:05:41.289042950 CET
Jan 27, 2022 23:05:41.289079905 CET
Jan 27, 2022 23:05:41.289120913 CET
Jan 27, 2022 23:05:41.289153099 CET
Jan 27, 2022 23:05:41.289194107 CET
Jan 27, 2022 23:05:41.289232969 CET
Jan 27, 2022 23:05:41.289268017 CET
Jan 27, 2022 23:05:41.289299011 CET
Jan 27, 2022 23:05:41.327466965 CET
Jan 27, 2022 23:05:41.361896992 CET
Jan 27, 2022 23:05:41.363173962 CET
Jan 27, 2022 23:05:41.363399982 CET
Jan 27, 2022 23:05:41.366700888 CET
Jan 27, 2022 23:05:41.370100975 CET
Jan 27, 2022 23:05:41.626586914 CET
Jan 27, 2022 23:05:41.626939058 CET
Jan 27, 2022 23:05:41.641352892 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
443
443
443
443
443
443
443
49560
49560
49560
49560
49560
49560
49560
56238
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
56238
56238
56238
443
56238
52652
61122
52652

Dest Port
49560
49560
49560
49560
49560
49560
49560
49560
49560
49560
49560
49560
443
443
443
443
443
443
443
443
56238
56238
56238
56238
56238
56238
56238
56238
56238
56238
56238
56238
56238
56238
56238
56238
56238
56238
56238
56238
56238
56238
56238
56238
56238
56238
56238
56238
56238
56238
56238
443
443
443
56238
443
443
443
443

Source IP
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.184.227
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
142.250.186.110
142.250.74.206
142.250.186.164
142.250.74.206
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Timestamp

Jan 27, 2022 23:05:41.647320986 CET
Jan 27, 2022 23:05:41.647365093 CET
Jan 27, 2022 23:05:41.647397041 CET
Jan 27, 2022 23:05:41.647428989 CET
Jan 27, 2022 23:05:41.647461891 CET
Jan 27, 2022 23:05:41.647497892 CET
Jan 27, 2022 23:05:41.647531986 CET
Jan 27, 2022 23:05:41.647564888 CET
Jan 27, 2022 23:05:41.647598028 CET
Jan 27, 2022 23:05:41.647629023 CET
Jan 27, 2022 23:05:41.647659063 CET
Jan 27, 2022 23:05:41.647691965 CET
Jan 27, 2022 23:05:41.647723913 CET
Jan 27, 2022 23:05:41.647758961 CET
Jan 27, 2022 23:05:41.647792101 CET
Jan 27, 2022 23:05:41.647825003 CET
Jan 27, 2022 23:05:41.647866011 CET
Jan 27, 2022 23:05:41.647901058 CET
Jan 27, 2022 23:05:41.647932053 CET
Jan 27, 2022 23:05:41.647965908 CET
Jan 27, 2022 23:05:41.647998095 CET
Jan 27, 2022 23:05:41.648030043 CET
Jan 27, 2022 23:05:41.648063898 CET
Jan 27, 2022 23:05:41.648089886 CET
Jan 27, 2022 23:05:41.648133039 CET
Jan 27, 2022 23:05:41.648184061 CET
Jan 27, 2022 23:05:41.648217916 CET
Jan 27, 2022 23:05:41.648248911 CET
Jan 27, 2022 23:05:41.648283005 CET
Jan 27, 2022 23:05:41.648315907 CET
Jan 27, 2022 23:05:41.648349047 CET
Jan 27, 2022 23:05:41.648381948 CET
Jan 27, 2022 23:05:41.648416042 CET
Jan 27, 2022 23:05:41.648447990 CET
Jan 27, 2022 23:05:41.648474932 CET
Jan 27, 2022 23:05:41.648844957 CET
Jan 27, 2022 23:05:41.649029970 CET
Jan 27, 2022 23:05:41.649967909 CET
Jan 27, 2022 23:05:41.650043011 CET
Jan 27, 2022 23:05:41.650111914 CET
Jan 27, 2022 23:05:41.650172949 CET
Jan 27, 2022 23:05:41.650238037 CET
Jan 27, 2022 23:05:41.659848928 CET
Jan 27, 2022 23:05:41.661019087 CET
Jan 27, 2022 23:05:41.661111116 CET
Jan 27, 2022 23:05:41.661144972 CET
Jan 27, 2022 23:05:41.661174059 CET
Jan 27, 2022 23:05:41.661205053 CET
Jan 27, 2022 23:05:41.661235094 CET
Jan 27, 2022 23:05:41.668993950 CET
Jan 27, 2022 23:05:41.676347017 CET
Jan 27, 2022 23:05:41.685117960 CET
Jan 27, 2022 23:05:41.712445021 CET
Jan 27, 2022 23:05:41.771039963 CET
Jan 27, 2022 23:05:41.796716928 CET
Jan 27, 2022 23:05:42.067159891 CET
Jan 27, 2022 23:05:42.093708992 CET
Jan 27, 2022 23:05:42.093744993 CET
Jan 27, 2022 23:05:42.093770027 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
52652
52652
61122
61122
61122
61122
61122
52652
443
443
443
443
443
443
52652
61122
51046
53
65501
53
53466
443
443
443

Dest Port
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
443
443
443
443
443
443
443
443
52652
52652
52652
52652
52652
52652
443
443
53
51046
53
65501
443
53466
53466
53466

Source IP
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
142.250.185.174
142.250.185.174
142.250.185.174

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.186.164
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
142.250.185.174
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:42.094752073 CET
Jan 27, 2022 23:05:42.104537010 CET
Jan 27, 2022 23:05:42.120460987 CET
Jan 27, 2022 23:05:42.123646975 CET
Jan 27, 2022 23:05:42.123675108 CET
Jan 27, 2022 23:05:42.124130964 CET
Jan 27, 2022 23:05:42.129463911 CET
Jan 27, 2022 23:05:42.131299973 CET
Jan 27, 2022 23:05:42.156445980 CET
Jan 27, 2022 23:05:42.158895969 CET
Jan 27, 2022 23:05:42.159377098 CET
Jan 27, 2022 23:05:42.159622908 CET
Jan 27, 2022 23:05:42.186316013 CET
Jan 27, 2022 23:05:42.186369896 CET
Jan 27, 2022 23:05:42.187480927 CET
Jan 27, 2022 23:05:42.208379030 CET
Jan 27, 2022 23:05:42.228471041 CET
Jan 27, 2022 23:05:42.230655909 CET
Jan 27, 2022 23:05:42.256792068 CET
Jan 27, 2022 23:05:42.257095098 CET
Jan 27, 2022 23:05:42.271816015 CET
Jan 27, 2022 23:05:42.283778906 CET
Jan 27, 2022 23:05:42.283858061 CET
Jan 27, 2022 23:05:42.283916950 CET
Jan 27, 2022 23:05:42.283976078 CET
Jan 27, 2022 23:05:42.284090996 CET
Jan 27, 2022 23:05:42.285032988 CET
Jan 27, 2022 23:05:42.290287971 CET
Jan 27, 2022 23:05:42.316345930 CET
Jan 27, 2022 23:05:42.316678047 CET
Jan 27, 2022 23:05:42.351039886 CET
Jan 27, 2022 23:05:42.351710081 CET
Jan 27, 2022 23:05:42.375087023 CET
Jan 27, 2022 23:05:42.396168947 CET
Jan 27, 2022 23:05:42.396205902 CET
Jan 27, 2022 23:05:42.396219015 CET
Jan 27, 2022 23:05:42.396226883 CET
Jan 27, 2022 23:05:42.396241903 CET
Jan 27, 2022 23:05:42.396298885 CET
Jan 27, 2022 23:05:42.396308899 CET
Jan 27, 2022 23:05:42.396330118 CET
Jan 27, 2022 23:05:42.396337986 CET
Jan 27, 2022 23:05:42.417912006 CET
Jan 27, 2022 23:05:42.417952061 CET
Jan 27, 2022 23:05:42.418476105 CET
Jan 27, 2022 23:05:42.421152115 CET
Jan 27, 2022 23:05:42.555716038 CET
Jan 27, 2022 23:05:42.558120012 CET
Jan 27, 2022 23:05:42.558605909 CET
Jan 27, 2022 23:05:42.561029911 CET
Jan 27, 2022 23:05:43.200795889 CET
Jan 27, 2022 23:05:43.206741095 CET
Jan 27, 2022 23:05:43.226022005 CET
Jan 27, 2022 23:05:43.228336096 CET
Jan 27, 2022 23:05:43.685029984 CET
Jan 27, 2022 23:05:43.704056025 CET
Jan 27, 2022 23:05:43.898943901 CET
Jan 27, 2022 23:05:43.898998022 CET
Jan 27, 2022 23:05:43.899007082 CET

Copyright Joe Security LLC 2022

Source Port
53466
52652
53466
443
443
53466
443
52652
53466
443
53466
53466
443
443
53466
49290
53
49292
443
49292
59754
443
443
443
443
49292
49292
53
49292
49292
443
49292
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
443
49292
443
443
443
443
52652
49234
58720
53

53
57447
53
52652
52652
52652

Dest Port
443
443
443
52652
52652
443
53466
443
443
53466
443
443
53466
53466
443
53
49290
443
49292
443
53
49292
49292
49292
49292
443
443
59754
443
443
49292
443
49292
443
443
443
443
443
443
443
443
443
49292
49292
443
52652
52652
52652
52652
443
53

53
58720
49234
53
57447
443
443
443

Source IP
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
192.168.2.3
142.250.185.174
192.168.2.3
192.168.2.3
142.250.185.174
192.168.2.3
192.168.2.3
142.250.185.174
142.250.185.174
192.168.2.3
192.168.2.3
8.8.8.8
192.168.2.3
172.217.16.142
192.168.2.3
192.168.2.3
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
192.168.2.3
192.168.2.3
8.8.8.8
192.168.2.3
192.168.2.3
172.217.16.142
192.168.2.3
172.217.16.142
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
172.217.16.142
172.217.16.142
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
8.8.8.8

8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
192.168.2.3
192.168.2.3

Dest IP
142.250.185.174
142.250.74.206
142.250.185.174
192.168.2.3
192.168.2.3
142.250.185.174
192.168.2.3
142.250.74.206
142.250.185.174
192.168.2.3
142.250.185.174
142.250.185.174
192.168.2.3
192.168.2.3
142.250.185.174
8.8.8.8
192.168.2.3
172.217.16.142
192.168.2.3
172.217.16.142
8.8.8.8
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
172.217.16.142
172.217.16.142
192.168.2.3
172.217.16.142
172.217.16.142
192.168.2.3
172.217.16.142
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
172.217.16.142
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
8.8.8.8

8.8.8.8
192.168.2.3
192.168.2.3
8.8.8.8
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
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Timestamp

Jan 27, 2022 23:05:43.899013996 CET
Jan 27, 2022 23:05:43.923671007 CET
Jan 27, 2022 23:05:43.930939913 CET
Jan 27, 2022 23:05:43.930963993 CET
Jan 27, 2022 23:05:43.937133074 CET
Jan 27, 2022 23:05:44.785399914 CET
Jan 27, 2022 23:05:44.829977989 CET
Jan 27, 2022 23:05:44.890140057 CET
Jan 27, 2022 23:05:44.890213966 CET
Jan 27, 2022 23:05:44.890254021 CET
Jan 27, 2022 23:05:44.899960041 CET
Jan 27, 2022 23:05:44.963274956 CET
Jan 27, 2022 23:05:47.188726902 CET
Jan 27, 2022 23:05:47.213241100 CET
Jan 27, 2022 23:05:47.368145943 CET
Jan 27, 2022 23:05:47.381968021 CET
Jan 27, 2022 23:05:47.382046938 CET
Jan 27, 2022 23:05:47.382097960 CET
Jan 27, 2022 23:05:47.382137060 CET
Jan 27, 2022 23:05:47.389923096 CET
Jan 27, 2022 23:05:47.389980078 CET
Jan 27, 2022 23:05:47.390022039 CET
Jan 27, 2022 23:05:47.396179914 CET
Jan 27, 2022 23:05:47.396234035 CET
Jan 27, 2022 23:05:47.396286964 CET
Jan 27, 2022 23:05:47.396334887 CET
Jan 27, 2022 23:05:47.396373034 CET
Jan 27, 2022 23:05:47.443595886 CET
Jan 27, 2022 23:05:47.453377008 CET
Jan 27, 2022 23:05:47.453588009 CET
Jan 27, 2022 23:05:47.487329006 CET
Jan 27, 2022 23:05:47.510739088 CET
Jan 27, 2022 23:05:47.555531979 CET
Jan 27, 2022 23:05:47.575773954 CET
Jan 27, 2022 23:05:47.576050997 CET
Jan 27, 2022 23:05:47.581748962 CET
Jan 27, 2022 23:05:50.150861979 CET
Jan 27, 2022 23:05:50.150922060 CET
Jan 27, 2022 23:05:50.150933027 CET
Jan 27, 2022 23:05:50.174895048 CET
Jan 27, 2022 23:05:50.288516045 CET
Jan 27, 2022 23:05:50.288595915 CET
Jan 27, 2022 23:05:50.288654089 CET
Jan 27, 2022 23:05:50.294090033 CET
Jan 27, 2022 23:05:51.432682037 CET
Jan 27, 2022 23:05:51.456841946 CET
Jan 27, 2022 23:05:51.617474079 CET
Jan 27, 2022 23:05:51.627156973 CET
Jan 27, 2022 23:05:51.627207041 CET
Jan 27, 2022 23:05:51.627233028 CET
Jan 27, 2022 23:05:51.627253056 CET
Jan 27, 2022 23:05:51.635711908 CET
Jan 27, 2022 23:05:51.635757923 CET
Jan 27, 2022 23:05:51.635785103 CET
Jan 27, 2022 23:05:51.637209892 CET
Jan 27, 2022 23:05:51.642411947 CET
Jan 27, 2022 23:05:51.642467976 CET
Jan 27, 2022 23:05:51.642498016 CET
Jan 27, 2022 23:05:51.642519951 CET

Copyright Joe Security LLC 2022

Source Port
52652
443
443
443
52652
49292
443
443
443
443
49292
49292
52652
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
52652
52652
52652
56238
443
443
443
56238
52652
52652
52652
443
443
443
443
52652
52652
443
443
443
443
443
443
443
443
443
52652
443
443
443
443

Dest Port
443
52652
52652
52652
443
443
49292
49292
49292
49292
443
443
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
443
443
443
56238
56238
56238
443
443
443
443
52652
52652
52652
52652
443
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
52652
52652
52652
52652

Source IP
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206

Dest IP
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
172.217.16.142
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
172.217.16.142
172.217.16.142
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:51.642539978 CET
Jan 27, 2022 23:05:51.642566919 CET
Jan 27, 2022 23:05:51.647135019 CET
Jan 27, 2022 23:05:51.654350996 CET
Jan 27, 2022 23:05:51.680816889 CET
Jan 27, 2022 23:05:51.726068020 CET
Jan 27, 2022 23:05:51.726773977 CET
Jan 27, 2022 23:05:51.726789951 CET
Jan 27, 2022 23:05:51.733247995 CET
Jan 27, 2022 23:05:52.020347118 CET
Jan 27, 2022 23:05:52.020401001 CET
Jan 27, 2022 23:05:52.020410061 CET
Jan 27, 2022 23:05:52.044348001 CET
Jan 27, 2022 23:05:52.165983915 CET
Jan 27, 2022 23:05:52.166057110 CET
Jan 27, 2022 23:05:52.166099072 CET
Jan 27, 2022 23:05:52.171859026 CET
Jan 27, 2022 23:05:53.632673025 CET
Jan 27, 2022 23:05:53.653383017 CET
Jan 27, 2022 23:05:53.653431892 CET
Jan 27, 2022 23:05:53.653440952 CET
Jan 27, 2022 23:05:53.653446913 CET
Jan 27, 2022 23:05:53.653454065 CET
Jan 27, 2022 23:05:53.653459072 CET
Jan 27, 2022 23:05:53.653465986 CET
Jan 27, 2022 23:05:53.653472900 CET
Jan 27, 2022 23:05:53.653490067 CET
Jan 27, 2022 23:05:53.656632900 CET
Jan 27, 2022 23:05:53.677396059 CET
Jan 27, 2022 23:05:53.807960033 CET
Jan 27, 2022 23:05:53.808032036 CET
Jan 27, 2022 23:05:53.808072090 CET
Jan 27, 2022 23:05:53.810708046 CET
Jan 27, 2022 23:05:53.820787907 CET
Jan 27, 2022 23:05:53.820863962 CET
Jan 27, 2022 23:05:53.820916891 CET
Jan 27, 2022 23:05:53.820955038 CET
Jan 27, 2022 23:05:53.829592943 CET
Jan 27, 2022 23:05:53.829668045 CET
Jan 27, 2022 23:05:53.829711914 CET
Jan 27, 2022 23:05:53.836312056 CET
Jan 27, 2022 23:05:53.836385965 CET
Jan 27, 2022 23:05:53.836436987 CET
Jan 27, 2022 23:05:53.836477041 CET
Jan 27, 2022 23:05:53.836514950 CET
Jan 27, 2022 23:05:53.836553097 CET
Jan 27, 2022 23:05:53.897707939 CET
Jan 27, 2022 23:05:53.959306002 CET
Jan 27, 2022 23:05:54.006791115 CET
Jan 27, 2022 23:05:54.020257950 CET
Jan 27, 2022 23:05:54.125974894 CET
Jan 27, 2022 23:05:54.169920921 CET
Jan 27, 2022 23:05:54.169955015 CET
Jan 27, 2022 23:05:54.183377028 CET
Jan 27, 2022 23:05:54.313348055 CET
Jan 27, 2022 23:05:54.357150078 CET
Jan 27, 2022 23:05:54.485354900 CET
Jan 27, 2022 23:05:54.485438108 CET
Jan 27, 2022 23:05:54.485488892 CET

Copyright Joe Security LLC 2022

Source Port
443
443
52652
52652
56238
443
443
443
56238
52652
52652
52652
443
443
443
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
52652
52652
56238
443
443
56238
64368
443
443
443
443

Dest Port
52652
52652
443
443
443
56238
56238
56238
443
443
443
443
52652
52652
52652
52652
443
443
443
443
443
443
443
443
443
443
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
443
443
56238
56238
443
443
64368
64368
64368
64368

Source IP
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65

Dest IP
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.186.110
192.168.2.3
192.168.2.3
142.250.186.110
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:54.485539913 CET
Jan 27, 2022 23:05:54.485589981 CET
Jan 27, 2022 23:05:54.485641956 CET
Jan 27, 2022 23:05:54.485692978 CET
Jan 27, 2022 23:05:54.485743999 CET
Jan 27, 2022 23:05:54.485795975 CET
Jan 27, 2022 23:05:54.485872984 CET
Jan 27, 2022 23:05:54.485937119 CET
Jan 27, 2022 23:05:54.485985994 CET
Jan 27, 2022 23:05:54.486033916 CET
Jan 27, 2022 23:05:54.486082077 CET
Jan 27, 2022 23:05:54.486130953 CET
Jan 27, 2022 23:05:54.486179113 CET
Jan 27, 2022 23:05:54.486227036 CET
Jan 27, 2022 23:05:54.486278057 CET
Jan 27, 2022 23:05:54.486329079 CET
Jan 27, 2022 23:05:54.486378908 CET
Jan 27, 2022 23:05:54.486427069 CET
Jan 27, 2022 23:05:54.486434937 CET
Jan 27, 2022 23:05:54.486490965 CET
Jan 27, 2022 23:05:54.486526966 CET
Jan 27, 2022 23:05:54.486542940 CET
Jan 27, 2022 23:05:54.486593962 CET
Jan 27, 2022 23:05:54.486645937 CET
Jan 27, 2022 23:05:54.486695051 CET
Jan 27, 2022 23:05:54.486742973 CET
Jan 27, 2022 23:05:54.486793041 CET
Jan 27, 2022 23:05:54.486846924 CET
Jan 27, 2022 23:05:54.486896992 CET
Jan 27, 2022 23:05:54.486948013 CET
Jan 27, 2022 23:05:54.486996889 CET
Jan 27, 2022 23:05:54.487046957 CET
Jan 27, 2022 23:05:54.487097025 CET
Jan 27, 2022 23:05:54.487145901 CET
Jan 27, 2022 23:05:54.487163067 CET
Jan 27, 2022 23:05:54.487194061 CET
Jan 27, 2022 23:05:54.487246037 CET
Jan 27, 2022 23:05:54.487292051 CET
Jan 27, 2022 23:05:54.493345976 CET
Jan 27, 2022 23:05:54.493402958 CET
Jan 27, 2022 23:05:54.493452072 CET
Jan 27, 2022 23:05:54.493501902 CET
Jan 27, 2022 23:05:54.493549109 CET
Jan 27, 2022 23:05:54.493597984 CET
Jan 27, 2022 23:05:54.493647099 CET
Jan 27, 2022 23:05:54.493695021 CET
Jan 27, 2022 23:05:54.493741989 CET
Jan 27, 2022 23:05:54.493789911 CET
Jan 27, 2022 23:05:54.493838072 CET
Jan 27, 2022 23:05:54.493912935 CET
Jan 27, 2022 23:05:54.493956089 CET
Jan 27, 2022 23:05:54.499627113 CET
Jan 27, 2022 23:05:54.499682903 CET
Jan 27, 2022 23:05:54.499732971 CET
Jan 27, 2022 23:05:54.499783039 CET
Jan 27, 2022 23:05:54.499833107 CET
Jan 27, 2022 23:05:54.499883890 CET
Jan 27, 2022 23:05:54.499934912 CET
Jan 27, 2022 23:05:54.499984980 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
64368
443
64368
443
443
443
443
443
443
443
443
443
443
443
443
443
64368
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443

Dest Port
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
443
64368
443
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
443
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368

Source IP
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:54.500035048 CET
Jan 27, 2022 23:05:54.500085115 CET
Jan 27, 2022 23:05:54.500133991 CET
Jan 27, 2022 23:05:54.500183105 CET
Jan 27, 2022 23:05:54.500226974 CET
Jan 27, 2022 23:05:54.500278950 CET
Jan 27, 2022 23:05:54.500329018 CET
Jan 27, 2022 23:05:54.500379086 CET
Jan 27, 2022 23:05:54.500428915 CET
Jan 27, 2022 23:05:54.500478029 CET
Jan 27, 2022 23:05:54.500526905 CET
Jan 27, 2022 23:05:54.500576019 CET
Jan 27, 2022 23:05:54.500626087 CET
Jan 27, 2022 23:05:54.500674963 CET
Jan 27, 2022 23:05:54.500725031 CET
Jan 27, 2022 23:05:54.501122952 CET
Jan 27, 2022 23:05:54.501174927 CET
Jan 27, 2022 23:05:54.501215935 CET
Jan 27, 2022 23:05:54.501254082 CET
Jan 27, 2022 23:05:54.506351948 CET
Jan 27, 2022 23:05:54.506405115 CET
Jan 27, 2022 23:05:54.506455898 CET
Jan 27, 2022 23:05:54.506506920 CET
Jan 27, 2022 23:05:54.506556988 CET
Jan 27, 2022 23:05:54.506607056 CET
Jan 27, 2022 23:05:54.506656885 CET
Jan 27, 2022 23:05:54.506705999 CET
Jan 27, 2022 23:05:54.506757021 CET
Jan 27, 2022 23:05:54.506805897 CET
Jan 27, 2022 23:05:54.506855965 CET
Jan 27, 2022 23:05:54.506905079 CET
Jan 27, 2022 23:05:54.506947994 CET
Jan 27, 2022 23:05:54.506998062 CET
Jan 27, 2022 23:05:54.507049084 CET
Jan 27, 2022 23:05:54.507100105 CET
Jan 27, 2022 23:05:54.507149935 CET
Jan 27, 2022 23:05:54.507199049 CET
Jan 27, 2022 23:05:54.507249117 CET
Jan 27, 2022 23:05:54.507299900 CET
Jan 27, 2022 23:05:54.507350922 CET
Jan 27, 2022 23:05:54.507400990 CET
Jan 27, 2022 23:05:54.507450104 CET
Jan 27, 2022 23:05:54.507498980 CET
Jan 27, 2022 23:05:54.507548094 CET
Jan 27, 2022 23:05:54.507590055 CET
Jan 27, 2022 23:05:54.513055086 CET
Jan 27, 2022 23:05:54.513132095 CET
Jan 27, 2022 23:05:54.513185024 CET
Jan 27, 2022 23:05:54.513247013 CET
Jan 27, 2022 23:05:54.513298035 CET
Jan 27, 2022 23:05:54.513345957 CET
Jan 27, 2022 23:05:54.513394117 CET
Jan 27, 2022 23:05:54.513442039 CET
Jan 27, 2022 23:05:54.513494968 CET
Jan 27, 2022 23:05:54.513544083 CET
Jan 27, 2022 23:05:54.513593912 CET
Jan 27, 2022 23:05:54.513644934 CET
Jan 27, 2022 23:05:54.513688087 CET
Jan 27, 2022 23:05:54.513739109 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443

Dest Port
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368

Source IP

142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65

Dest IP

192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:54.513816118 CET
Jan 27, 2022 23:05:54.513891935 CET
Jan 27, 2022 23:05:54.513943911 CET
Jan 27, 2022 23:05:54.513992071 CET
Jan 27, 2022 23:05:54.514040947 CET
Jan 27, 2022 23:05:54.514089108 CET
Jan 27, 2022 23:05:54.514139891 CET
Jan 27, 2022 23:05:54.514189005 CET
Jan 27, 2022 23:05:54.514235973 CET
Jan 27, 2022 23:05:54.514290094 CET
Jan 27, 2022 23:05:54.514338970 CET
Jan 27, 2022 23:05:54.514379025 CET
Jan 27, 2022 23:05:54.520818949 CET
Jan 27, 2022 23:05:54.520893097 CET
Jan 27, 2022 23:05:54.520946980 CET
Jan 27, 2022 23:05:54.520997047 CET
Jan 27, 2022 23:05:54.521048069 CET
Jan 27, 2022 23:05:54.521097898 CET
Jan 27, 2022 23:05:54.521147966 CET
Jan 27, 2022 23:05:54.521198988 CET
Jan 27, 2022 23:05:54.521250010 CET
Jan 27, 2022 23:05:54.521301985 CET
Jan 27, 2022 23:05:54.521352053 CET
Jan 27, 2022 23:05:54.521403074 CET
Jan 27, 2022 23:05:54.521445036 CET
Jan 27, 2022 23:05:54.521492958 CET
Jan 27, 2022 23:05:54.549705029 CET
Jan 27, 2022 23:05:54.565505981 CET
Jan 27, 2022 23:05:54.619992971 CET
Jan 27, 2022 23:05:54.673389912 CET
Jan 27, 2022 23:05:54.682507992 CET
Jan 27, 2022 23:05:54.682653904 CET
Jan 27, 2022 23:05:54.692780972 CET
Jan 27, 2022 23:05:54.693449974 CET
Jan 27, 2022 23:05:54.693592072 CET
Jan 27, 2022 23:05:54.693943024 CET
Jan 27, 2022 23:05:54.694166899 CET
Jan 27, 2022 23:05:54.694374084 CET
Jan 27, 2022 23:05:54.694612980 CET
Jan 27, 2022 23:05:54.694873095 CET
Jan 27, 2022 23:05:54.699712038 CET
Jan 27, 2022 23:05:55.790683985 CET
Jan 27, 2022 23:05:55.790745974 CET
Jan 27, 2022 23:05:55.790754080 CET
Jan 27, 2022 23:05:55.814810038 CET
Jan 27, 2022 23:05:55.847071886 CET
Jan 27, 2022 23:05:55.890830040 CET
Jan 27, 2022 23:05:55.926773071 CET
Jan 27, 2022 23:05:55.926836967 CET
Jan 27, 2022 23:05:55.926878929 CET
Jan 27, 2022 23:05:55.938220978 CET
Jan 27, 2022 23:05:56.160024881 CET
Jan 27, 2022 23:05:56.160065889 CET
Jan 27, 2022 23:05:56.160087109 CET
Jan 27, 2022 23:05:56.160124063 CET
Jan 27, 2022 23:05:56.160151005 CET
Jan 27, 2022 23:05:56.160181046 CET
Jan 27, 2022 23:05:56.160212994 CET
Jan 27, 2022 23:05:56.160240889 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
64368
443
443
443
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
52652
52652
52652
443
49560
443
443
443
443
52652
52652
52652
52652
52652
52652
52652
52652
52652

Dest Port
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
443
64368
64368
64368
443
443
443
443
443
443
443
443
443
443
443
443
443
443
52652
443
49560
52652
52652
52652
443
443
443
443
443
443
443
443
443

Source IP
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
142.250.184.227
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.184.227
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
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Timestamp

Jan 27, 2022 23:05:56.160275936 CET
Jan 27, 2022 23:05:56.184803963 CET
Jan 27, 2022 23:05:56.317564964 CET
Jan 27, 2022 23:05:56.317652941 CET
Jan 27, 2022 23:05:56.317708969 CET
Jan 27, 2022 23:05:56.324045897 CET
Jan 27, 2022 23:05:57.161240101 CET
Jan 27, 2022 23:05:57.205557108 CET
Jan 27, 2022 23:05:58.026290894 CET
Jan 27, 2022 23:05:58.051609039 CET
Jan 27, 2022 23:05:58.207173109 CET
Jan 27, 2022 23:05:58.212862015 CET
Jan 27, 2022 23:05:58.216008902 CET
Jan 27, 2022 23:05:58.216053009 CET
Jan 27, 2022 23:05:58.216090918 CET
Jan 27, 2022 23:05:58.216118097 CET
Jan 27, 2022 23:05:58.224826097 CET
Jan 27, 2022 23:05:58.224868059 CET
Jan 27, 2022 23:05:58.224899054 CET
Jan 27, 2022 23:05:58.233418941 CET
Jan 27, 2022 23:05:58.233465910 CET
Jan 27, 2022 23:05:58.233503103 CET
Jan 27, 2022 23:05:58.233531952 CET
Jan 27, 2022 23:05:58.233807087 CET
Jan 27, 2022 23:05:58.233952999 CET
Jan 27, 2022 23:05:58.235753059 CET
Jan 27, 2022 23:05:58.242219925 CET
Jan 27, 2022 23:05:58.254976988 CET
Jan 27, 2022 23:05:58.299283028 CET
Jan 27, 2022 23:05:58.301980972 CET
Jan 27, 2022 23:05:58.302333117 CET
Jan 27, 2022 23:05:58.308294058 CET
Jan 27, 2022 23:05:58.571048975 CET
Jan 27, 2022 23:05:58.571100950 CET
Jan 27, 2022 23:05:58.571110010 CET
Jan 27, 2022 23:05:58.594826937 CET
Jan 27, 2022 23:05:58.705202103 CET
Jan 27, 2022 23:05:58.705245018 CET
Jan 27, 2022 23:05:58.705272913 CET
Jan 27, 2022 23:05:58.711313009 CET
Jan 27, 2022 23:05:59.295140982 CET
Jan 27, 2022 23:05:59.295284033 CET
Jan 27, 2022 23:05:59.295361996 CET
Jan 27, 2022 23:05:59.295444965 CET
Jan 27, 2022 23:05:59.295543909 CET
Jan 27, 2022 23:05:59.295804977 CET
Jan 27, 2022 23:05:59.295895100 CET
Jan 27, 2022 23:05:59.296083927 CET
Jan 27, 2022 23:05:59.296133041 CET
Jan 27, 2022 23:05:59.318094969 CET
Jan 27, 2022 23:05:59.320919037 CET
Jan 27, 2022 23:05:59.323409081 CET
Jan 27, 2022 23:05:59.448622942 CET
Jan 27, 2022 23:05:59.448673010 CET
Jan 27, 2022 23:05:59.448832989 CET
Jan 27, 2022 23:05:59.455324888 CET
Jan 27, 2022 23:05:59.775291920 CET
Jan 27, 2022 23:05:59.799638033 CET
Jan 27, 2022 23:05:59.950742960 CET

Copyright Joe Security LLC 2022

Source Port
52652
443
443
443
443
52652
53466
443
52652
443
443
52652
443
443
443
443
443
443
443
443
443
443
443
443
443
52652
52652
56238
443
443
443
56238
52652
52652
52652
443
443
443
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
443
52652
443
443
443
52652
52652
443
443

Dest Port
443
52652
52652
52652
52652
443
443
53466
443
52652
52652
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
443
443
56238
56238
56238
443
443
443
443
52652
52652
52652
52652
443
443
443
443
443
443
443
443
443
443
52652
52652
443
52652
52652
52652
443
443
52652
52652

Source IP
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
142.250.185.174
192.168.2.3
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206

Dest IP
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.185.174
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:05:59.961354017 CET
Jan 27, 2022 23:05:59.961414099 CET
Jan 27, 2022 23:05:59.961453915 CET
Jan 27, 2022 23:05:59.961482048 CET
Jan 27, 2022 23:05:59.970563889 CET
Jan 27, 2022 23:05:59.970623016 CET
Jan 27, 2022 23:05:59.970654011 CET
Jan 27, 2022 23:05:59.976334095 CET
Jan 27, 2022 23:05:59.976392984 CET
Jan 27, 2022 23:05:59.976424932 CET
Jan 27, 2022 23:05:59.976455927 CET
Jan 27, 2022 23:05:59.976485014 CET
Jan 27, 2022 23:05:59.976512909 CET
Jan 27, 2022 23:05:59.990793943 CET
Jan 27, 2022 23:05:59.991170883 CET
Jan 27, 2022 23:05:59.996083975 CET
Jan 27, 2022 23:06:00.021176100 CET
Jan 27, 2022 23:06:00.061460018 CET
Jan 27, 2022 23:06:00.061511040 CET
Jan 27, 2022 23:06:00.067329884 CET
Jan 27, 2022 23:06:00.309928894 CET
Jan 27, 2022 23:06:00.309976101 CET
Jan 27, 2022 23:06:00.309984922 CET
Jan 27, 2022 23:06:00.333939075 CET
Jan 27, 2022 23:06:00.442523956 CET
Jan 27, 2022 23:06:00.442575932 CET
Jan 27, 2022 23:06:00.442615986 CET
Jan 27, 2022 23:06:00.448437929 CET
Jan 27, 2022 23:06:01.300482988 CET
Jan 27, 2022 23:06:01.325227976 CET
Jan 27, 2022 23:06:01.339668036 CET
Jan 27, 2022 23:06:01.339723110 CET
Jan 27, 2022 23:06:01.346116066 CET
Jan 27, 2022 23:06:01.735364914 CET
Jan 27, 2022 23:06:01.779954910 CET
Jan 27, 2022 23:06:01.787863016 CET
Jan 27, 2022 23:06:01.787898064 CET
Jan 27, 2022 23:06:01.788224936 CET
Jan 27, 2022 23:06:01.846282005 CET
Jan 27, 2022 23:06:01.848037958 CET
Jan 27, 2022 23:06:01.880989075 CET
Jan 27, 2022 23:06:01.882196903 CET
Jan 27, 2022 23:06:01.892030001 CET
Jan 27, 2022 23:06:01.926209927 CET
Jan 27, 2022 23:06:01.926269054 CET
Jan 27, 2022 23:06:01.926306009 CET
Jan 27, 2022 23:06:01.926345110 CET
Jan 27, 2022 23:06:01.926383972 CET
Jan 27, 2022 23:06:01.926419973 CET
Jan 27, 2022 23:06:01.926457882 CET
Jan 27, 2022 23:06:01.926491022 CET
Jan 27, 2022 23:06:01.926526070 CET
Jan 27, 2022 23:06:01.926564932 CET
Jan 27, 2022 23:06:01.926600933 CET
Jan 27, 2022 23:06:01.926630020 CET
Jan 27, 2022 23:06:01.926728964 CET
Jan 27, 2022 23:06:01.926834106 CET
Jan 27, 2022 23:06:01.926930904 CET
Jan 27, 2022 23:06:01.927030087 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
443
443
443
443
443
443
443
443
52652
52652
52652
56238
443
443
56238
52652
52652
52652
443
443
443
443
52652
52652
443
443
443
52652
61122
443
443
443
61122
63587
49292
443
63587
443
443
443
443
443
443
443
443
443
443
443
443
443
49292
49292
49292
49292

Dest Port
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
443
443
443
56238
56238
443
443
443
443
52652
52652
52652
52652
443
443
52652
52652
52652
443
443
61122
61122
61122
443
443
443
63587
443
49292
49292
49292
49292
49292
49292
49292
49292
49292
49292
49292
49292
49292
443
443
443
443

Source IP
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
142.250.184.227
192.168.2.3
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.186.110
192.168.2.3
192.168.2.3
142.250.186.110
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
142.250.184.227
172.217.16.142
192.168.2.3
142.250.184.227
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
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Timestamp

Jan 27, 2022 23:06:01.927125931 CET
Jan 27, 2022 23:06:01.927218914 CET
Jan 27, 2022 23:06:01.939378977 CET
Jan 27, 2022 23:06:01.939420938 CET
Jan 27, 2022 23:06:01.939692974 CET
Jan 27, 2022 23:06:01.940548897 CET
Jan 27, 2022 23:06:01.940587044 CET
Jan 27, 2022 23:06:01.940628052 CET
Jan 27, 2022 23:06:01.940680981 CET
Jan 27, 2022 23:06:01.941046953 CET
Jan 27, 2022 23:06:01.941282034 CET
Jan 27, 2022 23:06:01.942662001 CET
Jan 27, 2022 23:06:01.942706108 CET
Jan 27, 2022 23:06:01.942899942 CET
Jan 27, 2022 23:06:01.943739891 CET
Jan 27, 2022 23:06:01.943779945 CET
Jan 27, 2022 23:06:01.944120884 CET
Jan 27, 2022 23:06:01.945194006 CET
Jan 27, 2022 23:06:01.945235014 CET
Jan 27, 2022 23:06:01.945271015 CET
Jan 27, 2022 23:06:01.945300102 CET
Jan 27, 2022 23:06:01.945488930 CET
Jan 27, 2022 23:06:01.945543051 CET
Jan 27, 2022 23:06:01.954210043 CET
Jan 27, 2022 23:06:01.954256058 CET
Jan 27, 2022 23:06:01.956029892 CET
Jan 27, 2022 23:06:01.956070900 CET
Jan 27, 2022 23:06:01.956108093 CET
Jan 27, 2022 23:06:01.956146955 CET
Jan 27, 2022 23:06:01.957689047 CET
Jan 27, 2022 23:06:01.957726002 CET
Jan 27, 2022 23:06:01.957765102 CET
Jan 27, 2022 23:06:01.957842112 CET
Jan 27, 2022 23:06:01.959706068 CET
Jan 27, 2022 23:06:01.959747076 CET
Jan 27, 2022 23:06:01.959753036 CET
Jan 27, 2022 23:06:01.959835052 CET
Jan 27, 2022 23:06:01.959897995 CET
Jan 27, 2022 23:06:01.959965944 CET
Jan 27, 2022 23:06:01.960035086 CET
Jan 27, 2022 23:06:01.960092068 CET
Jan 27, 2022 23:06:01.960920095 CET
Jan 27, 2022 23:06:01.960962057 CET
Jan 27, 2022 23:06:01.961036921 CET
Jan 27, 2022 23:06:01.961065054 CET
Jan 27, 2022 23:06:01.961147070 CET
Jan 27, 2022 23:06:01.961215019 CET
Jan 27, 2022 23:06:01.962728977 CET
Jan 27, 2022 23:06:01.962770939 CET
Jan 27, 2022 23:06:01.963275909 CET
Jan 27, 2022 23:06:01.963957071 CET
Jan 27, 2022 23:06:01.963995934 CET
Jan 27, 2022 23:06:01.964034081 CET
Jan 27, 2022 23:06:01.964071035 CET
Jan 27, 2022 23:06:01.964328051 CET
Jan 27, 2022 23:06:01.964428902 CET
Jan 27, 2022 23:06:01.966381073 CET
Jan 27, 2022 23:06:02.001108885 CET
Jan 27, 2022 23:06:02.005670071 CET

Copyright Joe Security LLC 2022

Source Port
49292
49292
443
443
49292
443
443
443
443
49292
49292
443
443
49292
443
443
49292
443
443
443
443
49292
49292
443
443
443
443
443
443
443
443
443
443
443
443
49292
49292
49292
49292
49292
49292
443
443
443
443
49292
49292
443
443
49292
443
443
443
443
49292
49292
443
49292
443

Dest Port
443
443
49292
49292
443
49292
49292
49292
49292
443
443
49292
49292
443
49292
49292
443
49292
49292
49292
49292
443
443
49292
49292
49292
49292
49292
49292
49292
49292
49292
49292
49292
49292
443
443
443
443
443
443
49292
49292
49292
49292
443
443
49292
49292
443
49292
49292
49292
49292
443
443
49292
443
49292

Source IP
192.168.2.3
192.168.2.3
172.217.16.142
172.217.16.142
192.168.2.3
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
192.168.2.3
192.168.2.3
172.217.16.142
172.217.16.142
192.168.2.3
172.217.16.142
172.217.16.142
192.168.2.3
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
192.168.2.3
192.168.2.3
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
192.168.2.3
192.168.2.3
172.217.16.142
172.217.16.142
192.168.2.3
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
192.168.2.3
192.168.2.3
172.217.16.142
192.168.2.3
172.217.16.142

Dest IP
172.217.16.142
172.217.16.142
192.168.2.3
192.168.2.3
172.217.16.142
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
172.217.16.142
172.217.16.142
192.168.2.3
192.168.2.3
172.217.16.142
192.168.2.3
192.168.2.3
172.217.16.142
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
172.217.16.142
172.217.16.142
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
172.217.16.142
172.217.16.142
192.168.2.3
192.168.2.3
172.217.16.142
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
172.217.16.142
172.217.16.142
192.168.2.3
172.217.16.142
192.168.2.3
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Timestamp

Jan 27, 2022 23:06:02.140198946 CET
Jan 27, 2022 23:06:02.164422035 CET
Jan 27, 2022 23:06:02.226473093 CET
Jan 27, 2022 23:06:02.226521015 CET
Jan 27, 2022 23:06:02.226558924 CET
Jan 27, 2022 23:06:02.226598024 CET
Jan 27, 2022 23:06:02.226635933 CET
Jan 27, 2022 23:06:02.226672888 CET
Jan 27, 2022 23:06:02.226711035 CET
Jan 27, 2022 23:06:02.226746082 CET
Jan 27, 2022 23:06:02.226876020 CET
Jan 27, 2022 23:06:02.226917028 CET
Jan 27, 2022 23:06:02.226954937 CET
Jan 27, 2022 23:06:02.226990938 CET
Jan 27, 2022 23:06:02.227029085 CET
Jan 27, 2022 23:06:02.227066040 CET
Jan 27, 2022 23:06:02.227102041 CET
Jan 27, 2022 23:06:02.227138996 CET
Jan 27, 2022 23:06:02.227176905 CET
Jan 27, 2022 23:06:02.227214098 CET
Jan 27, 2022 23:06:02.227252960 CET
Jan 27, 2022 23:06:02.227283955 CET
Jan 27, 2022 23:06:02.227340937 CET
Jan 27, 2022 23:06:02.227369070 CET
Jan 27, 2022 23:06:02.229283094 CET
Jan 27, 2022 23:06:02.229430914 CET
Jan 27, 2022 23:06:02.236253023 CET
Jan 27, 2022 23:06:02.615871906 CET
Jan 27, 2022 23:06:02.635226011 CET
Jan 27, 2022 23:06:02.635277987 CET
Jan 27, 2022 23:06:02.636408091 CET
Jan 27, 2022 23:06:02.689124107 CET
Jan 27, 2022 23:06:02.710880995 CET
Jan 27, 2022 23:06:02.710936069 CET
Jan 27, 2022 23:06:02.710946083 CET
Jan 27, 2022 23:06:02.710952044 CET
Jan 27, 2022 23:06:02.710961103 CET
Jan 27, 2022 23:06:02.710967064 CET
Jan 27, 2022 23:06:02.710973024 CET
Jan 27, 2022 23:06:02.710978985 CET
Jan 27, 2022 23:06:02.710985899 CET
Jan 27, 2022 23:06:02.715248108 CET
Jan 27, 2022 23:06:02.715293884 CET
Jan 27, 2022 23:06:02.715653896 CET
Jan 27, 2022 23:06:02.734863997 CET
Jan 27, 2022 23:06:02.801450014 CET
Jan 27, 2022 23:06:02.828684092 CET
Jan 27, 2022 23:06:02.828742027 CET
Jan 27, 2022 23:06:02.828782082 CET
Jan 27, 2022 23:06:02.829421997 CET
Jan 27, 2022 23:06:02.856604099 CET
Jan 27, 2022 23:06:02.859397888 CET
Jan 27, 2022 23:06:02.874686003 CET
Jan 27, 2022 23:06:02.874730110 CET
Jan 27, 2022 23:06:02.877461910 CET
Jan 27, 2022 23:06:02.878479004 CET
Jan 27, 2022 23:06:02.884053946 CET
Jan 27, 2022 23:06:02.911221981 CET
Jan 27, 2022 23:06:02.911659956 CET

Copyright Joe Security LLC 2022

Source Port
52652
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
52652
52652
52652
53466
443
443
53466
53466
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
443
53466
443
63589
443
443
443
63589
443
63589
443
443
63589
63589
52652
443
63589

Dest Port
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
443
443
443
53466
53466
443
443
443
443
443
443
443
443
443
443
443
53466
53466
443
52652
443
63589
63589
63589
443
63589
443
52652
52652
443
443
443
63589
443

Source IP
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.174
142.250.185.174
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.174
142.250.185.174
192.168.2.3
142.250.74.206
192.168.2.3
142.250.186.182
142.250.186.182
142.250.186.182
192.168.2.3
142.250.186.182
192.168.2.3
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.182
192.168.2.3

Dest IP
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.185.174
192.168.2.3
192.168.2.3
142.250.185.174
142.250.185.174
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
142.250.185.174
192.168.2.3
142.250.186.182
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.182
192.168.2.3
142.250.186.182
192.168.2.3
192.168.2.3
142.250.186.182
142.250.186.182
142.250.74.206
192.168.2.3
142.250.186.182
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Timestamp

Jan 27, 2022 23:06:02.912020922 CET
Jan 27, 2022 23:06:02.953265905 CET
Jan 27, 2022 23:06:03.114185095 CET
Jan 27, 2022 23:06:03.134197950 CET
Jan 27, 2022 23:06:03.134247065 CET
Jan 27, 2022 23:06:03.140518904 CET
Jan 27, 2022 23:06:03.226327896 CET
Jan 27, 2022 23:06:03.253290892 CET
Jan 27, 2022 23:06:03.253668070 CET
Jan 27, 2022 23:06:03.279514074 CET
Jan 27, 2022 23:06:03.279572010 CET
Jan 27, 2022 23:06:03.279611111 CET
Jan 27, 2022 23:06:03.279648066 CET
Jan 27, 2022 23:06:03.279865026 CET
Jan 27, 2022 23:06:03.280838013 CET
Jan 27, 2022 23:06:03.301980019 CET
Jan 27, 2022 23:06:03.335072041 CET
Jan 27, 2022 23:06:03.335630894 CET
Jan 27, 2022 23:06:03.335972071 CET
Jan 27, 2022 23:06:03.336011887 CET
Jan 27, 2022 23:06:03.356668949 CET
Jan 27, 2022 23:06:03.367309093 CET
Jan 27, 2022 23:06:03.367369890 CET
Jan 27, 2022 23:06:03.367813110 CET
Jan 27, 2022 23:06:04.298121929 CET
Jan 27, 2022 23:06:04.298176050 CET
Jan 27, 2022 23:06:04.298183918 CET
Jan 27, 2022 23:06:04.298191071 CET
Jan 27, 2022 23:06:04.298196077 CET
Jan 27, 2022 23:06:04.298202038 CET
Jan 27, 2022 23:06:04.298207998 CET
Jan 27, 2022 23:06:04.298213005 CET
Jan 27, 2022 23:06:04.298218966 CET
Jan 27, 2022 23:06:04.322232008 CET
Jan 27, 2022 23:06:04.456160069 CET
Jan 27, 2022 23:06:04.456207037 CET
Jan 27, 2022 23:06:04.456233978 CET
Jan 27, 2022 23:06:04.461324930 CET
Jan 27, 2022 23:06:05.124030113 CET
Jan 27, 2022 23:06:05.124083042 CET
Jan 27, 2022 23:06:05.124092102 CET
Jan 27, 2022 23:06:05.148452044 CET
Jan 27, 2022 23:06:05.158019066 CET
Jan 27, 2022 23:06:05.158065081 CET
Jan 27, 2022 23:06:05.163921118 CET
Jan 27, 2022 23:06:05.523039103 CET
Jan 27, 2022 23:06:05.567322969 CET
Jan 27, 2022 23:06:05.588651896 CET
Jan 27, 2022 23:06:05.589072943 CET
Jan 27, 2022 23:06:05.589104891 CET
Jan 27, 2022 23:06:05.590146065 CET
Jan 27, 2022 23:06:05.615355015 CET
Jan 27, 2022 23:06:09.315685987 CET
Jan 27, 2022 23:06:09.339267015 CET
Jan 27, 2022 23:06:12.065893888 CET
Jan 27, 2022 23:06:12.089971066 CET
Jan 27, 2022 23:06:12.239989042 CET
Jan 27, 2022 23:06:12.250566959 CET
Jan 27, 2022 23:06:12.250626087 CET

Copyright Joe Security LLC 2022

Source Port
443
63589
52652
443
443
52652
63591
443
63591
443
443
443
443
63591
63591
63591
443
63591
63591
63591
443
443
443
63591
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
443
443
443
52652
52652
52652
52652
443
443
443
52652
49292
443
443
443
443
49292
49292
64368
443
52652
443
443
443
443

Dest Port
63589
443
443
52652
52652
443
443
63591
443
63591
63591
63591
63591
443
443
443
63591
443
443
443
63591
63591
63591
443
443
443
443
443
443
443
443
443
443
52652
52652
52652
52652
443
443
443
443
52652
52652
52652
443
443
49292
49292
49292
49292
443
443
443
64368
443
52652
52652
52652
52652

Source IP
142.250.186.182
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
142.250.186.78
192.168.2.3
142.250.186.78
142.250.186.78
142.250.186.78
142.250.186.78
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.78
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.78
142.250.186.78
142.250.186.78
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
172.217.16.142
172.217.16.142
172.217.16.142
172.217.16.142
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206

Dest IP
192.168.2.3
142.250.186.182
142.250.74.206
192.168.2.3
192.168.2.3
142.250.74.206
142.250.186.78
192.168.2.3
142.250.186.78
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.78
142.250.186.78
142.250.186.78
192.168.2.3
142.250.186.78
142.250.186.78
142.250.186.78
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.78
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
172.217.16.142
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
172.217.16.142
172.217.16.142
142.250.185.65
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:06:12.250670910 CET
Jan 27, 2022 23:06:12.250699043 CET
Jan 27, 2022 23:06:12.250711918 CET
Jan 27, 2022 23:06:12.256859064 CET
Jan 27, 2022 23:06:12.258997917 CET
Jan 27, 2022 23:06:12.259046078 CET
Jan 27, 2022 23:06:12.259074926 CET
Jan 27, 2022 23:06:12.265635014 CET
Jan 27, 2022 23:06:12.265691042 CET
Jan 27, 2022 23:06:12.265728951 CET
Jan 27, 2022 23:06:12.265763044 CET
Jan 27, 2022 23:06:12.265793085 CET
Jan 27, 2022 23:06:12.265820026 CET
Jan 27, 2022 23:06:12.268383026 CET
Jan 27, 2022 23:06:12.274823904 CET
Jan 27, 2022 23:06:12.292073011 CET
Jan 27, 2022 23:06:12.333086014 CET
Jan 27, 2022 23:06:12.333813906 CET
Jan 27, 2022 23:06:12.333884954 CET
Jan 27, 2022 23:06:12.337716103 CET
Jan 27, 2022 23:06:12.338562012 CET
Jan 27, 2022 23:06:12.352509975 CET
Jan 27, 2022 23:06:12.357573032 CET
Jan 27, 2022 23:06:12.358063936 CET
Jan 27, 2022 23:06:12.362665892 CET
Jan 27, 2022 23:06:12.376374006 CET
Jan 27, 2022 23:06:12.381603956 CET
Jan 27, 2022 23:06:12.382100105 CET
Jan 27, 2022 23:06:12.382143021 CET
Jan 27, 2022 23:06:12.382184982 CET
Jan 27, 2022 23:06:12.382220030 CET
Jan 27, 2022 23:06:12.382735968 CET
Jan 27, 2022 23:06:12.384032011 CET
Jan 27, 2022 23:06:12.384416103 CET
Jan 27, 2022 23:06:12.415194988 CET
Jan 27, 2022 23:06:12.416400909 CET
Jan 27, 2022 23:06:12.424607992 CET
Jan 27, 2022 23:06:12.424660921 CET
Jan 27, 2022 23:06:12.425064087 CET
Jan 27, 2022 23:06:12.491796970 CET
Jan 27, 2022 23:06:12.491871119 CET
Jan 27, 2022 23:06:12.491899014 CET
Jan 27, 2022 23:06:12.497216940 CET
Jan 27, 2022 23:06:12.517669916 CET
Jan 27, 2022 23:06:12.517728090 CET
Jan 27, 2022 23:06:12.517765999 CET
Jan 27, 2022 23:06:12.517805099 CET
Jan 27, 2022 23:06:12.517843962 CET
Jan 27, 2022 23:06:12.517920971 CET
Jan 27, 2022 23:06:12.517959118 CET
Jan 27, 2022 23:06:12.518004894 CET
Jan 27, 2022 23:06:12.518040895 CET
Jan 27, 2022 23:06:12.518079996 CET
Jan 27, 2022 23:06:12.518116951 CET
Jan 27, 2022 23:06:12.518151999 CET
Jan 27, 2022 23:06:12.518327951 CET
Jan 27, 2022 23:06:12.518368959 CET
Jan 27, 2022 23:06:12.518404007 CET
Jan 27, 2022 23:06:12.518443108 CET

Copyright Joe Security LLC 2022

Source Port
443
443
52652
52652
443
443
443
443
443
443
443
443
443
52652
52652
56238
63598
443
443
56238
64368
64368
443
63598
443
443
443
443
443
443
443
63598
63598
63598
443
63598
443
443
63598
443
443
443
64368
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443

Dest Port
52652
52652
443
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
443
443
443
56238
56238
443
443
443
63598
443
64368
64368
56238
63598
63598
63598
63598
443
443
443
63598
443
63598
63598
443
64368
64368
64368
443
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368

Source IP
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.78
192.168.2.3
142.250.185.65
142.250.185.65
142.250.186.110
142.250.186.78
142.250.186.78
142.250.186.78
142.250.186.78
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.78
192.168.2.3
142.250.186.78
142.250.186.78
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65

Dest IP
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.186.110
142.250.186.78
192.168.2.3
192.168.2.3
142.250.186.110
142.250.185.65
142.250.185.65
192.168.2.3
142.250.186.78
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.78
142.250.186.78
142.250.186.78
192.168.2.3
142.250.186.78
192.168.2.3
192.168.2.3
142.250.186.78
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:06:12.518480062 CET
Jan 27, 2022 23:06:12.518517017 CET
Jan 27, 2022 23:06:12.518553972 CET
Jan 27, 2022 23:06:12.518593073 CET
Jan 27, 2022 23:06:12.518630981 CET
Jan 27, 2022 23:06:12.518670082 CET
Jan 27, 2022 23:06:12.518707037 CET
Jan 27, 2022 23:06:12.518743992 CET
Jan 27, 2022 23:06:12.518774986 CET
Jan 27, 2022 23:06:12.519414902 CET
Jan 27, 2022 23:06:12.519458055 CET
Jan 27, 2022 23:06:12.519499063 CET
Jan 27, 2022 23:06:12.519535065 CET
Jan 27, 2022 23:06:12.519573927 CET
Jan 27, 2022 23:06:12.519612074 CET
Jan 27, 2022 23:06:12.519659042 CET
Jan 27, 2022 23:06:12.519684076 CET
Jan 27, 2022 23:06:12.519706011 CET
Jan 27, 2022 23:06:12.519738913 CET
Jan 27, 2022 23:06:12.519762993 CET
Jan 27, 2022 23:06:12.519790888 CET
Jan 27, 2022 23:06:12.519810915 CET
Jan 27, 2022 23:06:12.525800943 CET
Jan 27, 2022 23:06:12.525830984 CET
Jan 27, 2022 23:06:12.525887966 CET
Jan 27, 2022 23:06:12.525913000 CET
Jan 27, 2022 23:06:12.525934935 CET
Jan 27, 2022 23:06:12.525959015 CET
Jan 27, 2022 23:06:12.525984049 CET
Jan 27, 2022 23:06:12.526007891 CET
Jan 27, 2022 23:06:12.526031971 CET
Jan 27, 2022 23:06:12.526053905 CET
Jan 27, 2022 23:06:12.526076078 CET
Jan 27, 2022 23:06:12.526101112 CET
Jan 27, 2022 23:06:12.526118994 CET
Jan 27, 2022 23:06:12.526675940 CET
Jan 27, 2022 23:06:12.526702881 CET
Jan 27, 2022 23:06:12.526726007 CET
Jan 27, 2022 23:06:12.526750088 CET
Jan 27, 2022 23:06:12.526774883 CET
Jan 27, 2022 23:06:12.526799917 CET
Jan 27, 2022 23:06:12.526823044 CET
Jan 27, 2022 23:06:12.526845932 CET
Jan 27, 2022 23:06:12.526869059 CET
Jan 27, 2022 23:06:12.526892900 CET
Jan 27, 2022 23:06:12.526915073 CET
Jan 27, 2022 23:06:12.526938915 CET
Jan 27, 2022 23:06:12.526957989 CET
Jan 27, 2022 23:06:12.527781963 CET
Jan 27, 2022 23:06:12.527808905 CET
Jan 27, 2022 23:06:12.527832985 CET
Jan 27, 2022 23:06:12.527857065 CET
Jan 27, 2022 23:06:12.527880907 CET
Jan 27, 2022 23:06:12.527904987 CET
Jan 27, 2022 23:06:12.527928114 CET
Jan 27, 2022 23:06:12.527951002 CET
Jan 27, 2022 23:06:12.527973890 CET
Jan 27, 2022 23:06:12.527997971 CET
Jan 27, 2022 23:06:12.528022051 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443

Dest Port
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368

Source IP

142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65

Dest IP

192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:06:12.528043985 CET
Jan 27, 2022 23:06:12.528064013 CET
Jan 27, 2022 23:06:12.532861948 CET
Jan 27, 2022 23:06:12.533883095 CET
Jan 27, 2022 23:06:12.533920050 CET
Jan 27, 2022 23:06:12.533951998 CET
Jan 27, 2022 23:06:12.533986092 CET
Jan 27, 2022 23:06:12.534018040 CET
Jan 27, 2022 23:06:12.534049988 CET
Jan 27, 2022 23:06:12.534081936 CET
Jan 27, 2022 23:06:12.534115076 CET
Jan 27, 2022 23:06:12.534146070 CET
Jan 27, 2022 23:06:12.534178019 CET
Jan 27, 2022 23:06:12.534212112 CET
Jan 27, 2022 23:06:12.534241915 CET
Jan 27, 2022 23:06:12.534267902 CET
Jan 27, 2022 23:06:12.534646988 CET
Jan 27, 2022 23:06:12.534681082 CET
Jan 27, 2022 23:06:12.534714937 CET
Jan 27, 2022 23:06:12.534749031 CET
Jan 27, 2022 23:06:12.534792900 CET
Jan 27, 2022 23:06:12.534826994 CET
Jan 27, 2022 23:06:12.534858942 CET
Jan 27, 2022 23:06:12.534889936 CET
Jan 27, 2022 23:06:12.534921885 CET
Jan 27, 2022 23:06:12.534961939 CET
Jan 27, 2022 23:06:12.534992933 CET
Jan 27, 2022 23:06:12.535023928 CET
Jan 27, 2022 23:06:12.535048962 CET
Jan 27, 2022 23:06:12.535573006 CET
Jan 27, 2022 23:06:12.535607100 CET
Jan 27, 2022 23:06:12.535640955 CET
Jan 27, 2022 23:06:12.535671949 CET
Jan 27, 2022 23:06:12.535703897 CET
Jan 27, 2022 23:06:12.535736084 CET
Jan 27, 2022 23:06:12.535768986 CET
Jan 27, 2022 23:06:12.535803080 CET
Jan 27, 2022 23:06:12.535832882 CET
Jan 27, 2022 23:06:12.535866022 CET
Jan 27, 2022 23:06:12.535897017 CET
Jan 27, 2022 23:06:12.535927057 CET
Jan 27, 2022 23:06:12.535952091 CET
Jan 27, 2022 23:06:12.536395073 CET
Jan 27, 2022 23:06:12.536427975 CET
Jan 27, 2022 23:06:12.536461115 CET
Jan 27, 2022 23:06:12.536497116 CET
Jan 27, 2022 23:06:12.536531925 CET
Jan 27, 2022 23:06:12.536562920 CET
Jan 27, 2022 23:06:12.536593914 CET
Jan 27, 2022 23:06:12.536626101 CET
Jan 27, 2022 23:06:12.536658049 CET
Jan 27, 2022 23:06:12.536689997 CET
Jan 27, 2022 23:06:12.536720991 CET
Jan 27, 2022 23:06:12.536752939 CET
Jan 27, 2022 23:06:12.536778927 CET
Jan 27, 2022 23:06:12.537305117 CET
Jan 27, 2022 23:06:12.537342072 CET
Jan 27, 2022 23:06:12.537374973 CET
Jan 27, 2022 23:06:12.537406921 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443

Dest Port
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368

Source IP

142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65

Dest IP

192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:06:12.537440062 CET
Jan 27, 2022 23:06:12.537470102 CET
Jan 27, 2022 23:06:12.537501097 CET
Jan 27, 2022 23:06:12.537533045 CET
Jan 27, 2022 23:06:12.537564993 CET
Jan 27, 2022 23:06:12.537596941 CET
Jan 27, 2022 23:06:12.537627935 CET
Jan 27, 2022 23:06:12.537658930 CET
Jan 27, 2022 23:06:12.537686110 CET
Jan 27, 2022 23:06:12.537714005 CET
Jan 27, 2022 23:06:12.555567980 CET
Jan 27, 2022 23:06:12.555789948 CET
Jan 27, 2022 23:06:12.555986881 CET
Jan 27, 2022 23:06:12.557852030 CET
Jan 27, 2022 23:06:12.558232069 CET
Jan 27, 2022 23:06:12.558433056 CET
Jan 27, 2022 23:06:12.558948040 CET
Jan 27, 2022 23:06:12.559194088 CET
Jan 27, 2022 23:06:12.559422016 CET
Jan 27, 2022 23:06:12.560094118 CET
Jan 27, 2022 23:06:12.560352087 CET
Jan 27, 2022 23:06:12.560836077 CET
Jan 27, 2022 23:06:12.572784901 CET
Jan 27, 2022 23:06:12.573117971 CET
Jan 27, 2022 23:06:12.616894007 CET
Jan 27, 2022 23:06:12.687231064 CET
Jan 27, 2022 23:06:12.687272072 CET
Jan 27, 2022 23:06:12.687278986 CET
Jan 27, 2022 23:06:12.711364985 CET
Jan 27, 2022 23:06:12.814519882 CET
Jan 27, 2022 23:06:12.814569950 CET
Jan 27, 2022 23:06:12.814601898 CET
Jan 27, 2022 23:06:12.819922924 CET
Jan 27, 2022 23:06:14.100353003 CET
Jan 27, 2022 23:06:14.124265909 CET
Jan 27, 2022 23:06:14.273891926 CET
Jan 27, 2022 23:06:14.284379959 CET
Jan 27, 2022 23:06:14.284442902 CET
Jan 27, 2022 23:06:14.284481049 CET
Jan 27, 2022 23:06:14.284507990 CET
Jan 27, 2022 23:06:14.287914038 CET
Jan 27, 2022 23:06:14.293066978 CET
Jan 27, 2022 23:06:14.293124914 CET
Jan 27, 2022 23:06:14.293157101 CET
Jan 27, 2022 23:06:14.294862032 CET
Jan 27, 2022 23:06:14.299818039 CET
Jan 27, 2022 23:06:14.299875021 CET
Jan 27, 2022 23:06:14.299911976 CET
Jan 27, 2022 23:06:14.299942017 CET
Jan 27, 2022 23:06:14.299969912 CET
Jan 27, 2022 23:06:14.299998045 CET
Jan 27, 2022 23:06:14.300039053 CET
Jan 27, 2022 23:06:14.305457115 CET
Jan 27, 2022 23:06:14.336592913 CET
Jan 27, 2022 23:06:14.381057024 CET
Jan 27, 2022 23:06:14.382860899 CET
Jan 27, 2022 23:06:14.382904053 CET
Jan 27, 2022 23:06:14.388602972 CET
Jan 27, 2022 23:06:14.696593046 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
443
443
443
443
443
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
52652
52652
52652
443
443
443
443
52652
52652
443
443
443
443
443
443
52652
443
443
443
52652
443
443
443
443
443
443
52652
52652
56238
443
443
443
56238
52652

Dest Port
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
52652
52652
52652
52652
443
443
52652
52652
52652
52652
52652
52652
443
52652
52652
52652
443
52652
52652
52652
52652
52652
52652
443
443
443
56238
56238
56238
443
443

Source IP
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.74.206
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Timestamp

Jan 27, 2022 23:06:14.696651936 CET
Jan 27, 2022 23:06:14.696662903 CET
Jan 27, 2022 23:06:14.720648050 CET
Jan 27, 2022 23:06:14.831031084 CET
Jan 27, 2022 23:06:14.831094980 CET
Jan 27, 2022 23:06:14.836519957 CET
Jan 27, 2022 23:06:16.112834930 CET
Jan 27, 2022 23:06:16.137201071 CET
Jan 27, 2022 23:06:16.292813063 CET
Jan 27, 2022 23:06:16.303801060 CET
Jan 27, 2022 23:06:16.303874016 CET
Jan 27, 2022 23:06:16.303930998 CET
Jan 27, 2022 23:06:16.303971052 CET
Jan 27, 2022 23:06:16.304999113 CET
Jan 27, 2022 23:06:16.312781096 CET
Jan 27, 2022 23:06:16.312833071 CET
Jan 27, 2022 23:06:16.312876940 CET
Jan 27, 2022 23:06:16.319094896 CET
Jan 27, 2022 23:06:16.319150925 CET
Jan 27, 2022 23:06:16.319207907 CET
Jan 27, 2022 23:06:16.319257021 CET
Jan 27, 2022 23:06:16.333190918 CET
Jan 27, 2022 23:06:16.342082024 CET
Jan 27, 2022 23:06:16.344932079 CET
Jan 27, 2022 23:06:16.344986916 CET
Jan 27, 2022 23:06:16.345000029 CET
Jan 27, 2022 23:06:16.345007896 CET
Jan 27, 2022 23:06:16.345019102 CET
Jan 27, 2022 23:06:16.345026970 CET
Jan 27, 2022 23:06:16.345031977 CET
Jan 27, 2022 23:06:16.345037937 CET
Jan 27, 2022 23:06:16.345774889 CET
Jan 27, 2022 23:06:16.360605001 CET
Jan 27, 2022 23:06:16.368742943 CET
Jan 27, 2022 23:06:16.393574953 CET
Jan 27, 2022 23:06:16.405153036 CET
Jan 27, 2022 23:06:16.406337023 CET
Jan 27, 2022 23:06:16.406373024 CET
Jan 27, 2022 23:06:16.412928104 CET
Jan 27, 2022 23:06:16.416611910 CET
Jan 27, 2022 23:06:16.417274952 CET
Jan 27, 2022 23:06:16.440278053 CET
Jan 27, 2022 23:06:16.495222092 CET
Jan 27, 2022 23:06:16.495280981 CET
Jan 27, 2022 23:06:16.495321035 CET
Jan 27, 2022 23:06:16.500344038 CET
Jan 27, 2022 23:06:16.580030918 CET
Jan 27, 2022 23:06:16.580104113 CET
Jan 27, 2022 23:06:16.580163956 CET
Jan 27, 2022 23:06:16.580220938 CET
Jan 27, 2022 23:06:16.580276966 CET
Jan 27, 2022 23:06:16.580332041 CET
Jan 27, 2022 23:06:16.580388069 CET
Jan 27, 2022 23:06:16.580440998 CET
Jan 27, 2022 23:06:16.580497980 CET
Jan 27, 2022 23:06:16.580550909 CET
Jan 27, 2022 23:06:16.580605984 CET
Jan 27, 2022 23:06:16.580657959 CET
Jan 27, 2022 23:06:16.580713034 CET

Copyright Joe Security LLC 2022

Source Port
52652
52652
443
443
443
52652
52652
443
443
443
443
443
443
52652
443
443
443
443
443
443
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
56238
443
64368
443
443
443
56238
64368
443
443
443
443
443
52652
443
443
443
443
443
443
443
443
443
443
443
443
443

Dest Port
443
443
52652
52652
52652
443
443
52652
52652
52652
52652
52652
52652
443
52652
52652
52652
52652
52652
52652
52652
443
443
443
443
443
443
443
443
443
443
443
443
52652
443
56238
56238
56238
443
443
64368
64368
52652
52652
52652
443
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368

Source IP
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65

Dest IP
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.186.110
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:06:16.580765963 CET
Jan 27, 2022 23:06:16.580818892 CET
Jan 27, 2022 23:06:16.580861092 CET
Jan 27, 2022 23:06:16.580871105 CET
Jan 27, 2022 23:06:16.580925941 CET
Jan 27, 2022 23:06:16.580986023 CET
Jan 27, 2022 23:06:16.581027985 CET
Jan 27, 2022 23:06:16.581082106 CET
Jan 27, 2022 23:06:16.581137896 CET
Jan 27, 2022 23:06:16.581192017 CET
Jan 27, 2022 23:06:16.581244946 CET
Jan 27, 2022 23:06:16.581300020 CET
Jan 27, 2022 23:06:16.581345081 CET
Jan 27, 2022 23:06:16.581393003 CET
Jan 27, 2022 23:06:16.581399918 CET
Jan 27, 2022 23:06:16.581454039 CET
Jan 27, 2022 23:06:16.581507921 CET
Jan 27, 2022 23:06:16.581561089 CET
Jan 27, 2022 23:06:16.581614017 CET
Jan 27, 2022 23:06:16.581666946 CET
Jan 27, 2022 23:06:16.581720114 CET
Jan 27, 2022 23:06:16.581772089 CET
Jan 27, 2022 23:06:16.581825972 CET
Jan 27, 2022 23:06:16.581835985 CET
Jan 27, 2022 23:06:16.581912994 CET
Jan 27, 2022 23:06:16.581964970 CET
Jan 27, 2022 23:06:16.582016945 CET
Jan 27, 2022 23:06:16.582058907 CET
Jan 27, 2022 23:06:16.582113028 CET
Jan 27, 2022 23:06:16.582169056 CET
Jan 27, 2022 23:06:16.582220078 CET
Jan 27, 2022 23:06:16.582273006 CET
Jan 27, 2022 23:06:16.582324028 CET
Jan 27, 2022 23:06:16.582375050 CET
Jan 27, 2022 23:06:16.582423925 CET
Jan 27, 2022 23:06:16.582482100 CET
Jan 27, 2022 23:06:16.582535028 CET
Jan 27, 2022 23:06:16.582587004 CET
Jan 27, 2022 23:06:16.583818913 CET
Jan 27, 2022 23:06:16.583872080 CET
Jan 27, 2022 23:06:16.583930016 CET
Jan 27, 2022 23:06:16.583983898 CET
Jan 27, 2022 23:06:16.584036112 CET
Jan 27, 2022 23:06:16.584089994 CET
Jan 27, 2022 23:06:16.584141016 CET
Jan 27, 2022 23:06:16.584194899 CET
Jan 27, 2022 23:06:16.584249973 CET
Jan 27, 2022 23:06:16.584306955 CET
Jan 27, 2022 23:06:16.584358931 CET
Jan 27, 2022 23:06:16.584410906 CET
Jan 27, 2022 23:06:16.584461927 CET
Jan 27, 2022 23:06:16.584512949 CET
Jan 27, 2022 23:06:16.584547997 CET
Jan 27, 2022 23:06:16.584600925 CET
Jan 27, 2022 23:06:16.584650040 CET
Jan 27, 2022 23:06:16.584702015 CET
Jan 27, 2022 23:06:16.584753036 CET
Jan 27, 2022 23:06:16.584805012 CET
Jan 27, 2022 23:06:16.584855080 CET

Copyright Joe Security LLC 2022

Source Port
443
443
64368
443
443
443
443
443
443
443
443
443
443
64368
443
443
443
443
443
443
443
443
443
64368
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443

Dest Port
64368
64368
443
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
443
64368
64368
64368
64368
64368
64368
64368
64368
64368
443
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368

Source IP
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65

Dest IP
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:06:16.584907055 CET
Jan 27, 2022 23:06:16.584959984 CET
Jan 27, 2022 23:06:16.585012913 CET
Jan 27, 2022 23:06:16.585062981 CET
Jan 27, 2022 23:06:16.585114002 CET
Jan 27, 2022 23:06:16.585176945 CET
Jan 27, 2022 23:06:16.585220098 CET
Jan 27, 2022 23:06:16.587806940 CET
Jan 27, 2022 23:06:16.587922096 CET
Jan 27, 2022 23:06:16.587970018 CET
Jan 27, 2022 23:06:16.588021994 CET
Jan 27, 2022 23:06:16.588064909 CET
Jan 27, 2022 23:06:16.588073015 CET
Jan 27, 2022 23:06:16.588121891 CET
Jan 27, 2022 23:06:16.588171005 CET
Jan 27, 2022 23:06:16.588217974 CET
Jan 27, 2022 23:06:16.588263035 CET
Jan 27, 2022 23:06:16.588313103 CET
Jan 27, 2022 23:06:16.588361025 CET
Jan 27, 2022 23:06:16.588407993 CET
Jan 27, 2022 23:06:16.588459969 CET
Jan 27, 2022 23:06:16.588494062 CET
Jan 27, 2022 23:06:16.589085102 CET
Jan 27, 2022 23:06:16.589286089 CET
Jan 27, 2022 23:06:16.589318991 CET
Jan 27, 2022 23:06:16.589366913 CET
Jan 27, 2022 23:06:16.589417934 CET
Jan 27, 2022 23:06:16.589468002 CET
Jan 27, 2022 23:06:16.589515924 CET
Jan 27, 2022 23:06:16.589564085 CET
Jan 27, 2022 23:06:16.589612007 CET
Jan 27, 2022 23:06:16.589652061 CET
Jan 27, 2022 23:06:16.589659929 CET
Jan 27, 2022 23:06:16.589708090 CET
Jan 27, 2022 23:06:16.589754105 CET
Jan 27, 2022 23:06:16.589802027 CET
Jan 27, 2022 23:06:16.589840889 CET
Jan 27, 2022 23:06:16.589868069 CET
Jan 27, 2022 23:06:16.589915037 CET
Jan 27, 2022 23:06:16.589962959 CET
Jan 27, 2022 23:06:16.590010881 CET
Jan 27, 2022 23:06:16.590056896 CET
Jan 27, 2022 23:06:16.590059996 CET
Jan 27, 2022 23:06:16.590109110 CET
Jan 27, 2022 23:06:16.590156078 CET
Jan 27, 2022 23:06:16.590204954 CET
Jan 27, 2022 23:06:16.590271950 CET
Jan 27, 2022 23:06:16.590917110 CET
Jan 27, 2022 23:06:16.590965986 CET
Jan 27, 2022 23:06:16.591015100 CET
Jan 27, 2022 23:06:16.591059923 CET
Jan 27, 2022 23:06:16.591110945 CET
Jan 27, 2022 23:06:16.591159105 CET
Jan 27, 2022 23:06:16.591200113 CET
Jan 27, 2022 23:06:16.591250896 CET
Jan 27, 2022 23:06:16.591299057 CET
Jan 27, 2022 23:06:16.591346979 CET
Jan 27, 2022 23:06:16.591394901 CET
Jan 27, 2022 23:06:16.591440916 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
443
443
64368
443
443
443
64368
443
443
443
443
443
443
443
443
443
443
64368
64368
443
443
443
443
443
443
443
64368
443
443
443
443
64368
443
443
443
443
64368
443
443
443
443
64368
443
443
443
443
443
443
443
443
443
443
443
443

Dest Port
64368
64368
64368
64368
64368
64368
64368
443
64368
64368
64368
443
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
443
443
64368
64368
64368
64368
64368
64368
64368
443
64368
64368
64368
64368
443
64368
64368
64368
64368
443
64368
64368
64368
64368
443
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368

Source IP
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:06:16.591486931 CET
Jan 27, 2022 23:06:16.591536045 CET
Jan 27, 2022 23:06:16.591582060 CET
Jan 27, 2022 23:06:16.591628075 CET
Jan 27, 2022 23:06:16.591675043 CET
Jan 27, 2022 23:06:16.591722012 CET
Jan 27, 2022 23:06:16.591768026 CET
Jan 27, 2022 23:06:16.591804981 CET
Jan 27, 2022 23:06:16.594594002 CET
Jan 27, 2022 23:06:16.594649076 CET
Jan 27, 2022 23:06:16.594700098 CET
Jan 27, 2022 23:06:16.594748974 CET
Jan 27, 2022 23:06:16.594796896 CET
Jan 27, 2022 23:06:16.594845057 CET
Jan 27, 2022 23:06:16.594892979 CET
Jan 27, 2022 23:06:16.594939947 CET
Jan 27, 2022 23:06:16.594981909 CET
Jan 27, 2022 23:06:16.595030069 CET
Jan 27, 2022 23:06:16.595078945 CET
Jan 27, 2022 23:06:16.595134974 CET
Jan 27, 2022 23:06:16.595174074 CET
Jan 27, 2022 23:06:16.596384048 CET
Jan 27, 2022 23:06:16.596473932 CET
Jan 27, 2022 23:06:16.596524000 CET
Jan 27, 2022 23:06:16.596573114 CET
Jan 27, 2022 23:06:16.596621990 CET
Jan 27, 2022 23:06:16.596672058 CET
Jan 27, 2022 23:06:16.596719027 CET
Jan 27, 2022 23:06:16.596766949 CET
Jan 27, 2022 23:06:16.596817017 CET
Jan 27, 2022 23:06:16.596865892 CET
Jan 27, 2022 23:06:16.596911907 CET
Jan 27, 2022 23:06:16.596959114 CET
Jan 27, 2022 23:06:16.597006083 CET
Jan 27, 2022 23:06:16.597044945 CET
Jan 27, 2022 23:06:16.597093105 CET
Jan 27, 2022 23:06:16.597142935 CET
Jan 27, 2022 23:06:16.597192049 CET
Jan 27, 2022 23:06:16.597240925 CET
Jan 27, 2022 23:06:16.597287893 CET
Jan 27, 2022 23:06:16.597338915 CET
Jan 27, 2022 23:06:16.597387075 CET
Jan 27, 2022 23:06:16.597434044 CET
Jan 27, 2022 23:06:16.598001957 CET
Jan 27, 2022 23:06:16.598043919 CET
Jan 27, 2022 23:06:16.598088026 CET
Jan 27, 2022 23:06:16.598089933 CET
Jan 27, 2022 23:06:16.598138094 CET
Jan 27, 2022 23:06:16.598187923 CET
Jan 27, 2022 23:06:16.598232985 CET
Jan 27, 2022 23:06:16.598277092 CET
Jan 27, 2022 23:06:16.598321915 CET
Jan 27, 2022 23:06:16.598366022 CET
Jan 27, 2022 23:06:16.598372936 CET
Jan 27, 2022 23:06:16.598411083 CET
Jan 27, 2022 23:06:16.598455906 CET
Jan 27, 2022 23:06:16.598503113 CET
Jan 27, 2022 23:06:16.598543882 CET
Jan 27, 2022 23:06:16.598589897 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
64368
443
443
443
443
443
443
443
64368
443
443
443
443
443

Dest Port
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
443
64368
64368
64368
64368
64368
64368
64368
443
64368
64368
64368
64368
64368

Source IP
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:06:16.598635912 CET
Jan 27, 2022 23:06:16.598670959 CET
Jan 27, 2022 23:06:16.598680019 CET
Jan 27, 2022 23:06:16.598721027 CET
Jan 27, 2022 23:06:16.598766088 CET
Jan 27, 2022 23:06:16.598809958 CET
Jan 27, 2022 23:06:16.598903894 CET
Jan 27, 2022 23:06:16.599143028 CET
Jan 27, 2022 23:06:16.599354982 CET
Jan 27, 2022 23:06:16.599544048 CET
Jan 27, 2022 23:06:16.599736929 CET
Jan 27, 2022 23:06:16.599904060 CET
Jan 27, 2022 23:06:16.599953890 CET
Jan 27, 2022 23:06:16.599997997 CET
Jan 27, 2022 23:06:16.600044012 CET
Jan 27, 2022 23:06:16.600085974 CET
Jan 27, 2022 23:06:16.600127935 CET
Jan 27, 2022 23:06:16.600172997 CET
Jan 27, 2022 23:06:16.600219011 CET
Jan 27, 2022 23:06:16.600260019 CET
Jan 27, 2022 23:06:16.600305080 CET
Jan 27, 2022 23:06:16.600349903 CET
Jan 27, 2022 23:06:16.600393057 CET
Jan 27, 2022 23:06:16.600439072 CET
Jan 27, 2022 23:06:16.600482941 CET
Jan 27, 2022 23:06:16.600524902 CET
Jan 27, 2022 23:06:16.600569010 CET
Jan 27, 2022 23:06:16.600614071 CET
Jan 27, 2022 23:06:16.600658894 CET
Jan 27, 2022 23:06:16.600702047 CET
Jan 27, 2022 23:06:16.600745916 CET
Jan 27, 2022 23:06:16.600790977 CET
Jan 27, 2022 23:06:16.600835085 CET
Jan 27, 2022 23:06:16.600879908 CET
Jan 27, 2022 23:06:16.600920916 CET
Jan 27, 2022 23:06:16.600964069 CET
Jan 27, 2022 23:06:16.601010084 CET
Jan 27, 2022 23:06:16.601053953 CET
Jan 27, 2022 23:06:16.601099968 CET
Jan 27, 2022 23:06:16.601142883 CET
Jan 27, 2022 23:06:16.601186991 CET
Jan 27, 2022 23:06:16.601231098 CET
Jan 27, 2022 23:06:16.601275921 CET
Jan 27, 2022 23:06:16.601320028 CET
Jan 27, 2022 23:06:16.601363897 CET
Jan 27, 2022 23:06:16.601406097 CET
Jan 27, 2022 23:06:16.601449013 CET
Jan 27, 2022 23:06:16.601494074 CET
Jan 27, 2022 23:06:16.601527929 CET
Jan 27, 2022 23:06:16.601557970 CET
Jan 27, 2022 23:06:16.601588011 CET
Jan 27, 2022 23:06:16.601603031 CET
Jan 27, 2022 23:06:16.601644993 CET
Jan 27, 2022 23:06:16.601679087 CET
Jan 27, 2022 23:06:16.601710081 CET
Jan 27, 2022 23:06:16.601790905 CET
Jan 27, 2022 23:06:16.602010965 CET
Jan 27, 2022 23:06:16.602235079 CET
Jan 27, 2022 23:06:16.607470989 CET

Copyright Joe Security LLC 2022

Source Port
443
64368
443
443
443
443
64368
64368
64368
64368
64368
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
64368
443
443
443
443
64368
64368
64368
64368

Dest Port
64368
443
64368
64368
64368
64368
443
443
443
443
443
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
64368
443
64368
64368
64368
64368
443
443
443
443

Source IP
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3

Dest IP
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.185.65
142.250.185.65
142.250.185.65
142.250.185.65
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Timestamp

Jan 27, 2022 23:06:16.625953913 CET
Jan 27, 2022 23:06:16.723721981 CET
Jan 27, 2022 23:06:16.725392103 CET
Jan 27, 2022 23:06:16.725436926 CET
Jan 27, 2022 23:06:16.737488031 CET
Jan 27, 2022 23:06:16.747739077 CET
Jan 27, 2022 23:06:16.782167912 CET
Jan 27, 2022 23:06:16.865766048 CET
Jan 27, 2022 23:06:16.865817070 CET
Jan 27, 2022 23:06:16.865900040 CET
Jan 27, 2022 23:06:16.872755051 CET
Jan 27, 2022 23:06:17.617450953 CET
Jan 27, 2022 23:06:17.663508892 CET
Jan 27, 2022 23:06:18.087400913 CET
Jan 27, 2022 23:06:18.112040997 CET
Jan 27, 2022 23:06:18.270859957 CET
Jan 27, 2022 23:06:18.277321100 CET
Jan 27, 2022 23:06:18.280385017 CET
Jan 27, 2022 23:06:18.280431986 CET
Jan 27, 2022 23:06:18.280469894 CET
Jan 27, 2022 23:06:18.280498028 CET
Jan 27, 2022 23:06:18.288845062 CET
Jan 27, 2022 23:06:18.288892984 CET
Jan 27, 2022 23:06:18.288922071 CET
Jan 27, 2022 23:06:18.289849997 CET
Jan 27, 2022 23:06:18.296160936 CET
Jan 27, 2022 23:06:18.296211004 CET
Jan 27, 2022 23:06:18.296251059 CET
Jan 27, 2022 23:06:18.296293974 CET
Jan 27, 2022 23:06:18.296397924 CET
Jan 27, 2022 23:06:18.296844959 CET
Jan 27, 2022 23:06:18.302483082 CET
Jan 27, 2022 23:06:18.317255020 CET
Jan 27, 2022 23:06:18.338542938 CET
Jan 27, 2022 23:06:18.361315012 CET
Jan 27, 2022 23:06:18.362696886 CET
Jan 27, 2022 23:06:18.362742901 CET
Jan 27, 2022 23:06:18.362751007 CET
Jan 27, 2022 23:06:18.362756968 CET
Jan 27, 2022 23:06:18.362776041 CET
Jan 27, 2022 23:06:18.362811089 CET
Jan 27, 2022 23:06:18.362834930 CET
Jan 27, 2022 23:06:18.362873077 CET
Jan 27, 2022 23:06:18.362900019 CET
Jan 27, 2022 23:06:18.370929956 CET
Jan 27, 2022 23:06:18.370969057 CET
Jan 27, 2022 23:06:18.377443075 CET
Jan 27, 2022 23:06:18.382487059 CET
Jan 27, 2022 23:06:18.387233973 CET
Jan 27, 2022 23:06:18.523715019 CET
Jan 27, 2022 23:06:18.525432110 CET
Jan 27, 2022 23:06:18.525465012 CET
Jan 27, 2022 23:06:18.529023886 CET
Jan 27, 2022 23:06:18.664015055 CET
Jan 27, 2022 23:06:18.664067984 CET
Jan 27, 2022 23:06:18.664076090 CET
Jan 27, 2022 23:06:18.688174963 CET
Jan 27, 2022 23:06:18.792207956 CET
Jan 27, 2022 23:06:18.792375088 CET

Copyright Joe Security LLC 2022

Source Port
443
52652
52652
52652
61122
443
443
443
443
443
52652
53466
443
52652
443
443
52652
443
443
443
443
443
443
443
52652
443
443
443
443
443
52652
52652
56238
63591
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
443
56238
443
443
443
443
443
52652
52652
52652
52652
443
443
443

Dest Port
64368
443
443
443
443
52652
61122
52652
52652
52652
443
443
53466
443
52652
52652
443
52652
52652
52652
52652
52652
52652
52652
443
52652
52652
52652
52652
52652
443
443
443
443
56238
443
443
443
443
443
443
443
443
443
56238
56238
443
63591
52652
52652
52652
52652
443
443
443
443
52652
52652
52652

Source IP
142.250.185.65
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.186.164
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
142.250.185.174
192.168.2.3
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
192.168.2.3
142.250.186.78
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206

Dest IP
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.185.174
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.186.110
142.250.186.78
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:06:18.797548056 CET
Jan 27, 2022 23:06:20.268687963 CET
Jan 27, 2022 23:06:20.270426989 CET
Jan 27, 2022 23:06:20.285995960 CET
Jan 27, 2022 23:06:20.288575888 CET
Jan 27, 2022 23:06:20.297566891 CET
Jan 27, 2022 23:06:20.312231064 CET
Jan 27, 2022 23:06:20.351587057 CET
Jan 27, 2022 23:06:20.353071928 CET
Jan 27, 2022 23:06:20.353122950 CET
Jan 27, 2022 23:06:20.353132963 CET
Jan 27, 2022 23:06:20.353140116 CET
Jan 27, 2022 23:06:20.353157997 CET
Jan 27, 2022 23:06:20.353180885 CET
Jan 27, 2022 23:06:20.353216887 CET
Jan 27, 2022 23:06:20.353229046 CET
Jan 27, 2022 23:06:20.375689983 CET
Jan 27, 2022 23:06:20.471839905 CET
Jan 27, 2022 23:06:20.478132963 CET
Jan 27, 2022 23:06:20.480751038 CET
Jan 27, 2022 23:06:20.480808020 CET
Jan 27, 2022 23:06:20.480846882 CET
Jan 27, 2022 23:06:20.480875015 CET
Jan 27, 2022 23:06:20.489531994 CET
Jan 27, 2022 23:06:20.489592075 CET
Jan 27, 2022 23:06:20.489623070 CET
Jan 27, 2022 23:06:20.489636898 CET
Jan 27, 2022 23:06:20.496016979 CET
Jan 27, 2022 23:06:20.496062040 CET
Jan 27, 2022 23:06:20.496098995 CET
Jan 27, 2022 23:06:20.496134996 CET
Jan 27, 2022 23:06:20.496162891 CET
Jan 27, 2022 23:06:20.499460936 CET
Jan 27, 2022 23:06:20.505645990 CET
Jan 27, 2022 23:06:20.516654015 CET
Jan 27, 2022 23:06:20.516702890 CET
Jan 27, 2022 23:06:20.516871929 CET
Jan 27, 2022 23:06:20.538218975 CET
Jan 27, 2022 23:06:20.557238102 CET
Jan 27, 2022 23:06:20.602169991 CET
Jan 27, 2022 23:06:20.613347054 CET
Jan 27, 2022 23:06:20.613390923 CET
Jan 27, 2022 23:06:20.649239063 CET
Jan 27, 2022 23:06:20.667435884 CET
Jan 27, 2022 23:06:20.712824106 CET
Jan 27, 2022 23:06:21.293359995 CET
Jan 27, 2022 23:06:21.293411016 CET
Jan 27, 2022 23:06:21.293420076 CET
Jan 27, 2022 23:06:21.318016052 CET
Jan 27, 2022 23:06:21.425885916 CET
Jan 27, 2022 23:06:21.425939083 CET
Jan 27, 2022 23:06:21.425966978 CET
Jan 27, 2022 23:06:21.431714058 CET
Jan 27, 2022 23:06:22.438306093 CET
Jan 27, 2022 23:06:22.462917089 CET
Jan 27, 2022 23:06:22.471541882 CET
Jan 27, 2022 23:06:22.471582890 CET
Jan 27, 2022 23:06:22.514600039 CET
Jan 27, 2022 23:06:22.556864023 CET

Copyright Joe Security LLC 2022

Source Port
52652
56077
53276
53
52652
53
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
443
52652
443
443
443
443
443
443
443
52652
443
443
443
443
443
52652
52652
443
443
443
52652
56238
443
443
443
56238
443
56238
52652
52652
52652
443
443
443
443
52652
52652
443
443
443
443
443

Dest Port
443
53

53
56077
443
53276
52652
443
443
443
443
443
443
443
443
443
52652
52652
443
52652
52652
52652
52652
52652
52652
52652
443
52652
52652
52652
52652
52652
443
443
52652
52652
52652
443
443
56238
56238
56238
443
56238
443
443
443
443
52652
52652
52652
52652
443
443
52652
52652
52652
52652
52652

Source IP
192.168.2.3
192.168.2.3
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206

Dest IP
142.250.74.206
8.8.8.8

8.8.8.8
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
192.168.2.3
142.250.186.110
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:06:22.577645063 CET
Jan 27, 2022 23:06:22.623303890 CET
Jan 27, 2022 23:06:22.623357058 CET
Jan 27, 2022 23:06:22.623372078 CET
Jan 27, 2022 23:06:22.623379946 CET
Jan 27, 2022 23:06:22.623385906 CET
Jan 27, 2022 23:06:22.623404980 CET
Jan 27, 2022 23:06:22.623420000 CET
Jan 27, 2022 23:06:22.623444080 CET
Jan 27, 2022 23:06:22.623461962 CET
Jan 27, 2022 23:06:22.647598982 CET
Jan 27, 2022 23:06:22.778171062 CET
Jan 27, 2022 23:06:22.778204918 CET
Jan 27, 2022 23:06:22.778259993 CET
Jan 27, 2022 23:06:22.787040949 CET
Jan 27, 2022 23:06:23.936559916 CET
Jan 27, 2022 23:06:23.961385012 CET
Jan 27, 2022 23:06:24.123536110 CET
Jan 27, 2022 23:06:24.130278111 CET
Jan 27, 2022 23:06:24.136225939 CET
Jan 27, 2022 23:06:24.136270046 CET
Jan 27, 2022 23:06:24.136308908 CET
Jan 27, 2022 23:06:24.136338949 CET
Jan 27, 2022 23:06:24.145123005 CET
Jan 27, 2022 23:06:24.145179033 CET
Jan 27, 2022 23:06:24.145210981 CET
Jan 27, 2022 23:06:24.151633024 CET
Jan 27, 2022 23:06:24.151683092 CET
Jan 27, 2022 23:06:24.151720047 CET
Jan 27, 2022 23:06:24.151756048 CET
Jan 27, 2022 23:06:24.151784897 CET
Jan 27, 2022 23:06:24.160964966 CET
Jan 27, 2022 23:06:24.174138069 CET
Jan 27, 2022 23:06:24.412664890 CET
Jan 27, 2022 23:06:24.457140923 CET
Jan 27, 2022 23:06:24.472366095 CET
Jan 27, 2022 23:06:24.472625971 CET
Jan 27, 2022 23:06:24.478884935 CET
Jan 27, 2022 23:06:25.335658073 CET
Jan 27, 2022 23:06:25.335720062 CET
Jan 27, 2022 23:06:25.335732937 CET
Jan 27, 2022 23:06:25.361685038 CET
Jan 27, 2022 23:06:25.472460032 CET
Jan 27, 2022 23:06:25.472512960 CET
Jan 27, 2022 23:06:25.472548008 CET
Jan 27, 2022 23:06:25.519560099 CET
Jan 27, 2022 23:06:25.565795898 CET
Jan 27, 2022 23:06:25.656322956 CET
Jan 27, 2022 23:06:25.681647062 CET
Jan 27, 2022 23:06:25.840012074 CET
Jan 27, 2022 23:06:25.841864109 CET
Jan 27, 2022 23:06:25.841955900 CET
Jan 27, 2022 23:06:25.841965914 CET
Jan 27, 2022 23:06:25.841973066 CET
Jan 27, 2022 23:06:25.841979027 CET
Jan 27, 2022 23:06:25.841988087 CET
Jan 27, 2022 23:06:25.842014074 CET
Jan 27, 2022 23:06:25.842037916 CET
Jan 27, 2022 23:06:25.861880064 CET

Copyright Joe Security LLC 2022

Source Port
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
443
443
443
52652
52652
443
443
52652
443
443
443
443
443
443
443
443
443
443
443
443
52652
52652
56238
443
443
443
56238
52652
52652
52652
443
443
443
443
443
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
443

Dest Port
443
443
443
443
443
443
443
443
443
443
52652
52652
52652
52652
443
443
52652
52652
443
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
443
443
56238
56238
56238
443
443
443
443
52652
52652
52652
52652
52652
52652
443
443
443
443
443
443
443
443
443
443
443
52652

Source IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.186.110
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206

Dest IP
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.186.110
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.110
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
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Timestamp

Jan 27, 2022 23:06:25.867625952 CET
Jan 27, 2022 23:06:25.868417025 CET
Jan 27, 2022 23:06:26.000626087 CET
Jan 27, 2022 23:06:26.000950098 CET
Jan 27, 2022 23:06:26.000982046 CET
Jan 27, 2022 23:06:26.006037951 CET
Jan 27, 2022 23:06:27.386287928 CET
Jan 27, 2022 23:06:27.435605049 CET
Jan 27, 2022 23:06:28.153889894 CET
Jan 27, 2022 23:06:28.172182083 CET
Jan 27, 2022 23:06:28.297307014 CET
Jan 27, 2022 23:06:28.301829100 CET
Jan 27, 2022 23:06:28.301881075 CET
Jan 27, 2022 23:06:28.301891088 CET
Jan 27, 2022 23:06:28.301898003 CET
Jan 27, 2022 23:06:28.301903009 CET
Jan 27, 2022 23:06:28.301908970 CET
Jan 27, 2022 23:06:28.301915884 CET
Jan 27, 2022 23:06:28.301955938 CET
Jan 27, 2022 23:06:28.301970959 CET
Jan 27, 2022 23:06:28.326078892 CET
Jan 27, 2022 23:06:28.341991901 CET
Jan 27, 2022 23:06:28.385411978 CET
Jan 27, 2022 23:06:28.385468006 CET
Jan 27, 2022 23:06:28.385507107 CET
Jan 27, 2022 23:06:28.385544062 CET
Jan 27, 2022 23:06:28.385572910 CET
Jan 27, 2022 23:06:28.385919094 CET
Jan 27, 2022 23:06:28.386074066 CET
Jan 27, 2022 23:06:28.386122942 CET
Jan 27, 2022 23:06:28.386200905 CET
Jan 27, 2022 23:06:28.393105984 CET
Jan 27, 2022 23:06:28.393162012 CET
Jan 27, 2022 23:06:28.393204927 CET
Jan 27, 2022 23:06:28.393240929 CET
Jan 27, 2022 23:06:28.393280029 CET
Jan 27, 2022 23:06:28.393320084 CET
Jan 27, 2022 23:06:28.394108057 CET
Jan 27, 2022 23:06:28.394149065 CET
Jan 27, 2022 23:06:28.394186020 CET
Jan 27, 2022 23:06:28.394222975 CET
Jan 27, 2022 23:06:28.396907091 CET
Jan 27, 2022 23:06:28.396950006 CET
Jan 27, 2022 23:06:28.396986961 CET
Jan 27, 2022 23:06:28.397026062 CET
Jan 27, 2022 23:06:28.398641109 CET
Jan 27, 2022 23:06:28.398684025 CET
Jan 27, 2022 23:06:28.398729086 CET
Jan 27, 2022 23:06:28.398770094 CET
Jan 27, 2022 23:06:28.400724888 CET
Jan 27, 2022 23:06:28.400767088 CET
Jan 27, 2022 23:06:28.400804996 CET
Jan 27, 2022 23:06:28.400845051 CET
Jan 27, 2022 23:06:28.402172089 CET
Jan 27, 2022 23:06:28.402215958 CET
Jan 27, 2022 23:06:28.402252913 CET
Jan 27, 2022 23:06:28.402292013 CET
Jan 27, 2022 23:06:28.404756069 CET
Jan 27, 2022 23:06:28.414930105 CET

Copyright Joe Security LLC 2022

Source Port
52652
443
443
443
443
52652
63598
443
60253
53
61122
52652
52652
52652
52652
52652
52652
52652
52652
52652
443
443
443
443
443
443
443
443
61122
61122
61122
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
61122

Dest Port
443
52652
52652
52652
52652
443
443
63598
53
60253
443
443
443
443
443
443
443
443
443
443
52652
61122
61122
61122
61122
61122
61122
61122
443
443
443
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
443

Source IP
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
142.250.186.78
192.168.2.3
8.8.8.8
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3

Dest IP
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.186.78
192.168.2.3
8.8.8.8
192.168.2.3
142.250.186.164
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
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Timestamp

Jan 27, 2022 23:06:28.415327072 CET
Jan 27, 2022 23:06:28.415842056 CET
Jan 27, 2022 23:06:28.415935993 CET
Jan 27, 2022 23:06:28.416007042 CET
Jan 27, 2022 23:06:28.416071892 CET
Jan 27, 2022 23:06:28.416178942 CET
Jan 27, 2022 23:06:28.416614056 CET
Jan 27, 2022 23:06:28.416773081 CET
Jan 27, 2022 23:06:28.416790009 CET
Jan 27, 2022 23:06:28.416850090 CET
Jan 27, 2022 23:06:28.416930914 CET
Jan 27, 2022 23:06:28.416999102 CET
Jan 27, 2022 23:06:28.443325996 CET
Jan 27, 2022 23:06:28.455068111 CET
Jan 27, 2022 23:06:28.464835882 CET
Jan 27, 2022 23:06:28.464940071 CET
Jan 27, 2022 23:06:28.465034008 CET
Jan 27, 2022 23:06:28.470191002 CET
Jan 27, 2022 23:06:28.476366043 CET
Jan 27, 2022 23:06:28.476423025 CET
Jan 27, 2022 23:06:28.476464033 CET
Jan 27, 2022 23:06:28.476500034 CET
Jan 27, 2022 23:06:28.476538897 CET
Jan 27, 2022 23:06:28.476577997 CET
Jan 27, 2022 23:06:28.476614952 CET
Jan 27, 2022 23:06:28.476653099 CET
Jan 27, 2022 23:06:28.476691008 CET
Jan 27, 2022 23:06:28.476728916 CET
Jan 27, 2022 23:06:28.476768017 CET
Jan 27, 2022 23:06:28.476804972 CET
Jan 27, 2022 23:06:28.476964951 CET
Jan 27, 2022 23:06:28.477016926 CET
Jan 27, 2022 23:06:28.477026939 CET
Jan 27, 2022 23:06:28.477091074 CET
Jan 27, 2022 23:06:28.477153063 CET
Jan 27, 2022 23:06:28.477216005 CET
Jan 27, 2022 23:06:28.477395058 CET
Jan 27, 2022 23:06:28.477437019 CET
Jan 27, 2022 23:06:28.477473021 CET
Jan 27, 2022 23:06:28.477576017 CET
Jan 27, 2022 23:06:28.477586985 CET
Jan 27, 2022 23:06:28.477714062 CET
Jan 27, 2022 23:06:28.479671955 CET
Jan 27, 2022 23:06:28.479712963 CET
Jan 27, 2022 23:06:28.479749918 CET
Jan 27, 2022 23:06:28.479787111 CET
Jan 27, 2022 23:06:28.480036974 CET
Jan 27, 2022 23:06:28.480118036 CET
Jan 27, 2022 23:06:28.483592033 CET
Jan 27, 2022 23:06:28.483639956 CET
Jan 27, 2022 23:06:28.483676910 CET
Jan 27, 2022 23:06:28.483715057 CET
Jan 27, 2022 23:06:28.483752012 CET
Jan 27, 2022 23:06:28.483789921 CET
Jan 27, 2022 23:06:28.483880043 CET
Jan 27, 2022 23:06:28.483936071 CET
Jan 27, 2022 23:06:28.483989000 CET
Jan 27, 2022 23:06:28.485210896 CET
Jan 27, 2022 23:06:28.485249043 CET

Copyright Joe Security LLC 2022

Source Port
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
443
443
443
52652
443
443
443
443
443
443
443
443
443
443
443
443
61122
61122
61122
61122
61122
61122
443
443
443
61122
443
61122
443
443
443
443
61122
61122
443
443
443
443
443
443
61122
61122
61122
443
443

Dest Port
443
443
443
443
443
443
443
443
443
443
443
443
443
443
52652
52652
52652
443
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
443
443
443
443
443
443
61122
61122
61122
443
61122
443
61122
61122
61122
61122
443
443
61122
61122
61122
61122
61122
61122
443
443
443
61122
61122

Source IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
142.250.74.206
142.250.74.206
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
142.250.186.164
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
142.250.186.164

Dest IP
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
142.250.74.206
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
192.168.2.3
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:06:28.485286951 CET
Jan 27, 2022 23:06:28.485326052 CET
Jan 27, 2022 23:06:28.485451937 CET
Jan 27, 2022 23:06:28.485512972 CET
Jan 27, 2022 23:06:28.486969948 CET
Jan 27, 2022 23:06:28.487008095 CET
Jan 27, 2022 23:06:28.487050056 CET
Jan 27, 2022 23:06:28.487087965 CET
Jan 27, 2022 23:06:28.487222910 CET
Jan 27, 2022 23:06:28.487303972 CET
Jan 27, 2022 23:06:28.489351988 CET
Jan 27, 2022 23:06:28.489392996 CET
Jan 27, 2022 23:06:28.489428043 CET
Jan 27, 2022 23:06:28.489466906 CET
Jan 27, 2022 23:06:28.489502907 CET
Jan 27, 2022 23:06:28.489542007 CET
Jan 27, 2022 23:06:28.489687920 CET
Jan 27, 2022 23:06:28.490431070 CET
Jan 27, 2022 23:06:28.491482019 CET
Jan 27, 2022 23:06:28.491523027 CET
Jan 27, 2022 23:06:28.491563082 CET
Jan 27, 2022 23:06:28.491600037 CET
Jan 27, 2022 23:06:28.493695021 CET
Jan 27, 2022 23:06:28.493733883 CET
Jan 27, 2022 23:06:28.493772030 CET
Jan 27, 2022 23:06:28.493808985 CET
Jan 27, 2022 23:06:28.495486021 CET
Jan 27, 2022 23:06:28.495524883 CET
Jan 27, 2022 23:06:28.495563030 CET
Jan 27, 2022 23:06:28.495609045 CET
Jan 27, 2022 23:06:28.495768070 CET
Jan 27, 2022 23:06:28.496491909 CET
Jan 27, 2022 23:06:28.496535063 CET
Jan 27, 2022 23:06:28.497976065 CET
Jan 27, 2022 23:06:28.498017073 CET
Jan 27, 2022 23:06:28.499418974 CET
Jan 27, 2022 23:06:28.499458075 CET
Jan 27, 2022 23:06:28.499495029 CET
Jan 27, 2022 23:06:28.499531984 CET
Jan 27, 2022 23:06:28.499912024 CET
Jan 27, 2022 23:06:28.501573086 CET
Jan 27, 2022 23:06:28.501611948 CET
Jan 27, 2022 23:06:28.501648903 CET
Jan 27, 2022 23:06:28.501687050 CET
Jan 27, 2022 23:06:28.502989054 CET
Jan 27, 2022 23:06:28.503027916 CET
Jan 27, 2022 23:06:28.503066063 CET
Jan 27, 2022 23:06:28.503106117 CET
Jan 27, 2022 23:06:28.504036903 CET
Jan 27, 2022 23:06:28.504075050 CET
Jan 27, 2022 23:06:28.504112005 CET
Jan 27, 2022 23:06:28.504151106 CET
Jan 27, 2022 23:06:28.504381895 CET
Jan 27, 2022 23:06:28.505599022 CET
Jan 27, 2022 23:06:28.505639076 CET
Jan 27, 2022 23:06:28.505677938 CET
Jan 27, 2022 23:06:28.505716085 CET
Jan 27, 2022 23:06:28.506695032 CET
Jan 27, 2022 23:06:28.506732941 CET

Copyright Joe Security LLC 2022

Source Port
443
443
61122
61122
443
443
443
443
61122
61122
443
443
443
443
443
443
61122
61122
443
443
443
443
443
443
443
443
443
443
443
443
61122
443
443
443
443
443
443
443
443
61122
443
443
443
443
443
443
443
443
443
443
443
443
61122
443
443
443
443
443
443

Dest Port
61122
61122
443
443
61122
61122
61122
61122
443
443
61122
61122
61122
61122
61122
61122
443
443
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
443
61122
61122
61122
61122
61122
61122
61122
61122
443
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
443
61122
61122
61122
61122
61122
61122

Source IP
142.250.186.164
142.250.186.164
192.168.2.3
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164

Dest IP
192.168.2.3
192.168.2.3
142.250.186.164
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:06:28.507751942 CET
Jan 27, 2022 23:06:28.507790089 CET
Jan 27, 2022 23:06:28.507827997 CET
Jan 27, 2022 23:06:28.507865906 CET
Jan 27, 2022 23:06:28.507945061 CET
Jan 27, 2022 23:06:28.508975029 CET
Jan 27, 2022 23:06:28.509015083 CET
Jan 27, 2022 23:06:28.509052992 CET
Jan 27, 2022 23:06:28.509088993 CET
Jan 27, 2022 23:06:28.509879112 CET
Jan 27, 2022 23:06:28.509918928 CET
Jan 27, 2022 23:06:28.509957075 CET
Jan 27, 2022 23:06:28.509994984 CET
Jan 27, 2022 23:06:28.510142088 CET
Jan 27, 2022 23:06:28.511713982 CET
Jan 27, 2022 23:06:28.511754990 CET
Jan 27, 2022 23:06:28.511791945 CET
Jan 27, 2022 23:06:28.511828899 CET
Jan 27, 2022 23:06:28.511867046 CET
Jan 27, 2022 23:06:28.511904001 CET
Jan 27, 2022 23:06:28.513953924 CET
Jan 27, 2022 23:06:28.513993025 CET
Jan 27, 2022 23:06:28.514029980 CET
Jan 27, 2022 23:06:28.514066935 CET
Jan 27, 2022 23:06:28.514103889 CET
Jan 27, 2022 23:06:28.514143944 CET
Jan 27, 2022 23:06:28.514183998 CET
Jan 27, 2022 23:06:28.514219046 CET
Jan 27, 2022 23:06:28.514332056 CET
Jan 27, 2022 23:06:28.514872074 CET
Jan 27, 2022 23:06:28.514913082 CET
Jan 27, 2022 23:06:28.516282082 CET
Jan 27, 2022 23:06:28.516321898 CET
Jan 27, 2022 23:06:28.516356945 CET
Jan 27, 2022 23:06:28.516395092 CET
Jan 27, 2022 23:06:28.516433001 CET
Jan 27, 2022 23:06:28.516469955 CET
Jan 27, 2022 23:06:28.516592979 CET
Jan 27, 2022 23:06:28.518471956 CET
Jan 27, 2022 23:06:28.518513918 CET
Jan 27, 2022 23:06:28.518552065 CET
Jan 27, 2022 23:06:28.518589020 CET
Jan 27, 2022 23:06:28.518625975 CET
Jan 27, 2022 23:06:28.518662930 CET
Jan 27, 2022 23:06:28.518702030 CET
Jan 27, 2022 23:06:28.519776106 CET
Jan 27, 2022 23:06:28.519815922 CET
Jan 27, 2022 23:06:28.519850969 CET
Jan 27, 2022 23:06:28.519889116 CET
Jan 27, 2022 23:06:28.519927025 CET
Jan 27, 2022 23:06:28.519963026 CET
Jan 27, 2022 23:06:28.519999027 CET
Jan 27, 2022 23:06:28.520037889 CET
Jan 27, 2022 23:06:28.520056963 CET
Jan 27, 2022 23:06:28.521426916 CET
Jan 27, 2022 23:06:28.521467924 CET
Jan 27, 2022 23:06:28.521502972 CET
Jan 27, 2022 23:06:28.521542072 CET
Jan 27, 2022 23:06:28.521579981 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
61122
443
443
443
443
443
443
443
443
61122
443
443
443
443
443
443
443
443
443
443
443
443
443
443
61122
443
443
443
443
443
443
443
443
61122
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
61122
443
443
443
443
443

Dest Port
61122
61122
61122
61122
443
61122
61122
61122
61122
61122
61122
61122
61122
443
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
443
61122
61122
61122
61122
61122
61122
61122
61122
443
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
443
61122
61122
61122
61122
61122

Source IP
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:06:28.521615982 CET
Jan 27, 2022 23:06:28.521653891 CET
Jan 27, 2022 23:06:28.521692038 CET
Jan 27, 2022 23:06:28.521703959 CET
Jan 27, 2022 23:06:28.521728992 CET
Jan 27, 2022 23:06:28.521768093 CET
Jan 27, 2022 23:06:28.523849964 CET
Jan 27, 2022 23:06:28.523889065 CET
Jan 27, 2022 23:06:28.523926020 CET
Jan 27, 2022 23:06:28.523962021 CET
Jan 27, 2022 23:06:28.523998976 CET
Jan 27, 2022 23:06:28.524038076 CET
Jan 27, 2022 23:06:28.524074078 CET
Jan 27, 2022 23:06:28.524111032 CET
Jan 27, 2022 23:06:28.524163008 CET
Jan 27, 2022 23:06:28.524229050 CET
Jan 27, 2022 23:06:28.524454117 CET
Jan 27, 2022 23:06:28.525906086 CET
Jan 27, 2022 23:06:28.525943995 CET
Jan 27, 2022 23:06:28.525983095 CET
Jan 27, 2022 23:06:28.526022911 CET
Jan 27, 2022 23:06:28.526061058 CET
Jan 27, 2022 23:06:28.526098967 CET
Jan 27, 2022 23:06:28.526134968 CET
Jan 27, 2022 23:06:28.526182890 CET
Jan 27, 2022 23:06:28.526221991 CET
Jan 27, 2022 23:06:28.526237011 CET
Jan 27, 2022 23:06:28.526257992 CET
Jan 27, 2022 23:06:28.526297092 CET
Jan 27, 2022 23:06:28.526334047 CET
Jan 27, 2022 23:06:28.526825905 CET
Jan 27, 2022 23:06:28.526863098 CET
Jan 27, 2022 23:06:28.526901007 CET
Jan 27, 2022 23:06:28.526937962 CET
Jan 27, 2022 23:06:28.527017117 CET
Jan 27, 2022 23:06:28.528136015 CET
Jan 27, 2022 23:06:28.528175116 CET
Jan 27, 2022 23:06:28.528212070 CET
Jan 27, 2022 23:06:28.528250933 CET
Jan 27, 2022 23:06:28.528290033 CET
Jan 27, 2022 23:06:28.528326035 CET
Jan 27, 2022 23:06:28.528999090 CET
Jan 27, 2022 23:06:28.529036999 CET
Jan 27, 2022 23:06:28.529073954 CET
Jan 27, 2022 23:06:28.529112101 CET
Jan 27, 2022 23:06:28.529148102 CET
Jan 27, 2022 23:06:28.529189110 CET
Jan 27, 2022 23:06:28.529225111 CET
Jan 27, 2022 23:06:28.529263973 CET
Jan 27, 2022 23:06:28.529280901 CET
Jan 27, 2022 23:06:28.530734062 CET
Jan 27, 2022 23:06:28.530771971 CET
Jan 27, 2022 23:06:28.530802965 CET
Jan 27, 2022 23:06:28.530839920 CET
Jan 27, 2022 23:06:28.530973911 CET
Jan 27, 2022 23:06:28.531023026 CET
Jan 27, 2022 23:06:28.536187887 CET
Jan 27, 2022 23:06:28.540806055 CET
Jan 27, 2022 23:06:28.547485113 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
61122
443
443
443
443
443
443
443
443
443
443
443
443
61122
443
443
443
443
443
443
443
443
443
61122
443
443
443
443
443
443
443
61122
443
443
443
443
443
443
443
443
443
443
443
443
443
443
61122
443
443
443
443
61122
443
61122
61122
443

Dest Port
61122
61122
61122
443
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
443
61122
61122
61122
61122
61122
61122
61122
61122
61122
443
61122
61122
61122
61122
61122
61122
61122
443
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
443
61122
61122
61122
61122
443
61122
443
443
61122

Source IP
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
142.250.186.164
192.168.2.3
192.168.2.3
142.250.186.164

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
192.168.2.3
142.250.186.164
142.250.186.164
192.168.2.3
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Timestamp

Jan 27, 2022 23:06:28.547543049 CET
Jan 27, 2022 23:06:28.547584057 CET
Jan 27, 2022 23:06:28.547621012 CET
Jan 27, 2022 23:06:28.547656059 CET
Jan 27, 2022 23:06:28.550049067 CET
Jan 27, 2022 23:06:28.554037094 CET
Jan 27, 2022 23:06:28.586241007 CET
Jan 27, 2022 23:06:28.593652010 CET
Jan 27, 2022 23:06:28.593689919 CET
Jan 27, 2022 23:06:28.594801903 CET
Jan 27, 2022 23:06:28.608110905 CET
Jan 27, 2022 23:06:28.624764919 CET
Jan 27, 2022 23:06:28.624794960 CET
Jan 27, 2022 23:06:28.630223989 CET
Jan 27, 2022 23:06:28.850382090 CET
Jan 27, 2022 23:06:28.851152897 CET
Jan 27, 2022 23:06:28.866072893 CET
Jan 27, 2022 23:06:28.870326996 CET
Jan 27, 2022 23:06:28.871310949 CET
Jan 27, 2022 23:06:28.871352911 CET
Jan 27, 2022 23:06:28.871392965 CET
Jan 27, 2022 23:06:28.871432066 CET
Jan 27, 2022 23:06:28.871471882 CET
Jan 27, 2022 23:06:28.871510983 CET
Jan 27, 2022 23:06:28.871547937 CET
Jan 27, 2022 23:06:28.871586084 CET
Jan 27, 2022 23:06:28.871623039 CET
Jan 27, 2022 23:06:28.871659994 CET
Jan 27, 2022 23:06:28.871696949 CET
Jan 27, 2022 23:06:28.871732950 CET
Jan 27, 2022 23:06:28.871771097 CET
Jan 27, 2022 23:06:28.871809959 CET
Jan 27, 2022 23:06:28.871845007 CET
Jan 27, 2022 23:06:28.871881962 CET
Jan 27, 2022 23:06:28.871918917 CET
Jan 27, 2022 23:06:28.871954918 CET
Jan 27, 2022 23:06:28.871993065 CET
Jan 27, 2022 23:06:28.872030020 CET
Jan 27, 2022 23:06:28.872066975 CET
Jan 27, 2022 23:06:28.872106075 CET
Jan 27, 2022 23:06:28.872142076 CET
Jan 27, 2022 23:06:28.872179031 CET
Jan 27, 2022 23:06:28.872179031 CET
Jan 27, 2022 23:06:28.872409105 CET
Jan 27, 2022 23:06:28.873313904 CET
Jan 27, 2022 23:06:28.873353004 CET
Jan 27, 2022 23:06:28.873393059 CET
Jan 27, 2022 23:06:28.873431921 CET
Jan 27, 2022 23:06:28.873470068 CET
Jan 27, 2022 23:06:28.873508930 CET
Jan 27, 2022 23:06:28.873545885 CET
Jan 27, 2022 23:06:28.873581886 CET
Jan 27, 2022 23:06:28.873620033 CET
Jan 27, 2022 23:06:28.873645067 CET
Jan 27, 2022 23:06:28.873657942 CET
Jan 27, 2022 23:06:28.873697996 CET
Jan 27, 2022 23:06:28.873737097 CET
Jan 27, 2022 23:06:28.873771906 CET
Jan 27, 2022 23:06:28.873810053 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
61122
443
443
443
61122
61122
443
443
61122
61122
61122
61122
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
61122
443
61122
443
443
443
443
443
443
443
443
443
61122
443
443
443
443
443

Dest Port
61122
61122
61122
61122
61122
443
61122
61122
61122
443
443
61122
61122
443
443
443
443
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
443
61122
443
61122
61122
61122
61122
61122
61122
61122
61122
61122
443
61122
61122
61122
61122
61122

Source IP
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
192.168.2.3
142.250.186.164
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
142.250.186.164
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
142.250.186.164
192.168.2.3
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
192.168.2.3
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:06:28.873866081 CET
Jan 27, 2022 23:06:28.873907089 CET
Jan 27, 2022 23:06:28.873943090 CET
Jan 27, 2022 23:06:28.873980999 CET
Jan 27, 2022 23:06:28.874017000 CET
Jan 27, 2022 23:06:28.874017954 CET
Jan 27, 2022 23:06:28.874059916 CET
Jan 27, 2022 23:06:28.874098063 CET
Jan 27, 2022 23:06:28.874134064 CET
Jan 27, 2022 23:06:28.874171972 CET
Jan 27, 2022 23:06:28.874209881 CET
Jan 27, 2022 23:06:28.874876022 CET
Jan 27, 2022 23:06:28.874912024 CET
Jan 27, 2022 23:06:28.874947071 CET
Jan 27, 2022 23:06:28.874986887 CET
Jan 27, 2022 23:06:28.875025988 CET
Jan 27, 2022 23:06:28.875061989 CET
Jan 27, 2022 23:06:28.875077963 CET
Jan 27, 2022 23:06:28.875102043 CET
Jan 27, 2022 23:06:28.875132084 CET
Jan 27, 2022 23:06:28.881217003 CET
Jan 27, 2022 23:06:28.902050972 CET
Jan 27, 2022 23:06:28.902664900 CET
Jan 27, 2022 23:06:28.908255100 CET
Jan 27, 2022 23:06:28.943820953 CET
Jan 27, 2022 23:06:28.948039055 CET
Jan 27, 2022 23:06:28.948070049 CET
Jan 27, 2022 23:06:28.982060909 CET
Jan 27, 2022 23:06:28.989094973 CET
Jan 27, 2022 23:06:29.000595093 CET
Jan 27, 2022 23:06:29.041358948 CET
Jan 27, 2022 23:06:29.047127008 CET
Jan 27, 2022 23:06:29.049906969 CET
Jan 27, 2022 23:06:29.062006950 CET
Jan 27, 2022 23:06:29.062051058 CET
Jan 27, 2022 23:06:29.069000959 CET
Jan 27, 2022 23:06:29.069309950 CET
Jan 27, 2022 23:06:29.076319933 CET
Jan 27, 2022 23:06:29.076425076 CET
Jan 27, 2022 23:06:29.081923962 CET
Jan 27, 2022 23:06:29.091356039 CET
Jan 27, 2022 23:06:29.091514111 CET
Jan 27, 2022 23:06:29.097214937 CET
Jan 27, 2022 23:06:29.111754894 CET
Jan 27, 2022 23:06:29.135586023 CET
Jan 27, 2022 23:06:29.135628939 CET
Jan 27, 2022 23:06:29.138653994 CET
Jan 27, 2022 23:06:29.139019012 CET
Jan 27, 2022 23:06:29.139429092 CET
Jan 27, 2022 23:06:29.141500950 CET
Jan 27, 2022 23:06:29.155664921 CET
Jan 27, 2022 23:06:29.156275034 CET
Jan 27, 2022 23:06:29.166455984 CET
Jan 27, 2022 23:06:29.176013947 CET
Jan 27, 2022 23:06:29.178973913 CET
Jan 27, 2022 23:06:29.179009914 CET
Jan 27, 2022 23:06:29.179378986 CET
Jan 27, 2022 23:06:29.200737000 CET
Jan 27, 2022 23:06:29.206485987 CET

Copyright Joe Security LLC 2022

Source Port
443
443
443
443
443
61122
443
443
443
443
443
443
443
443
443
443
443
61122
443
443
61122
443
443
61122
443
443
443
61122
443
61122
61122
61122
61122
443
443
443
61122
443
443
61122
443
443
61122
63598
61122
61122
443
443
63598
63591
443
443
61122
61122
443
443
63591
443
443

Dest Port
61122
61122
61122
61122
61122
443
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
61122
443
61122
61122
443
61122
61122
443
61122
61122
61122
443
61122
443
443
443
443
61122
61122
61122
443
61122
61122
443
61122
61122
443
443
443
443
63598
63598
443
443
61122
61122
443
443
63591
63591
443
61122
61122

Source IP
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
142.250.186.164
142.250.186.164
192.168.2.3
142.250.186.164
142.250.186.164
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
142.250.186.164
142.250.186.164
192.168.2.3
142.250.186.164
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.78
142.250.186.78
192.168.2.3
192.168.2.3
142.250.186.164
142.250.186.164
192.168.2.3
192.168.2.3
142.250.186.78
142.250.186.78
192.168.2.3
142.250.186.164
142.250.186.164

Dest IP
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
192.168.2.3
192.168.2.3
142.250.186.164
192.168.2.3
192.168.2.3
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
192.168.2.3
192.168.2.3
142.250.186.164
192.168.2.3
192.168.2.3
142.250.186.164
142.250.186.78
142.250.186.164
142.250.186.164
192.168.2.3
192.168.2.3
142.250.186.78
142.250.186.78
192.168.2.3
192.168.2.3
142.250.186.164
142.250.186.164
192.168.2.3
192.168.2.3
142.250.186.78
192.168.2.3
192.168.2.3
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Timestamp

Jan 27, 2022 23:06:29.206684113 CET
Jan 27, 2022 23:06:29.214252949 CET
Jan 27, 2022 23:06:29.216912985 CET
Jan 27, 2022 23:06:29.217494965 CET
Jan 27, 2022 23:06:29.223170996 CET
Jan 27, 2022 23:06:29.237014055 CET
Jan 27, 2022 23:06:29.237061024 CET
Jan 27, 2022 23:06:29.237160921 CET
Jan 27, 2022 23:06:29.245639086 CET
Jan 27, 2022 23:06:29.251025915 CET
Jan 27, 2022 23:06:29.264045000 CET
Jan 27, 2022 23:06:29.264480114 CET
Jan 27, 2022 23:06:29.269304991 CET
Jan 27, 2022 23:06:34.343642950 CET
Jan 27, 2022 23:06:34.370493889 CET
Jan 27, 2022 23:06:34.396693945 CET
Jan 27, 2022 23:06:44.143162966 CET

Jan 27, 2022 23:06:44.187712908 CET

DNS Queries

Timestamp

Jan 27, 2022 23:05:18.525162935 CET
Jan 27, 2022 23:05:18.539720058 CET
Jan 27, 2022 23:05:18.547585964 CET
Jan 27, 2022 23:05:19.774435997 CET
Jan 27, 2022 23:05:20.046860933 CET

Jan 27, 2022 23:05:22.237567902 CET

Jan 27, 2022 23:05:22.576430082 CET
Jan 27, 2022 23:05:28.671042919 CET
Jan 27, 2022 23:05:30.830749989 CET
Jan 27, 2022 23:05:32.784698963 CET
Jan 27, 2022 23:05:32.788996935 CET
Jan 27, 2022 23:05:34.905216932 CET
Jan 27, 2022 23:05:34.911550045 CET
Jan 27, 2022 23:05:36.889919043 CET

Jan 27, 2022 23:05:37.137257099 CET

Jan 27, 2022 23:05:37.818761110 CET
Jan 27, 2022 23:05:37.819951057 CET
Jan 27, 2022 23:05:37.941420078 CET
Jan 27, 2022 23:05:37.979705095 CET
Jan 27, 2022 23:05:39.037656069 CET

Jan 27, 2022 23:05:39.208916903 CET

Copyright Joe Security LLC 2022

Source IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Source Port

443
61122
61122
61122
62677
443
443
443
61122
53
443
443
61122
63598
443
63598
63591
443

Dest IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest Port

61122
443
443
443
53
61122
61122
61122
443
62677
61122
61122
443
443
63598
443
443
63591

Trans ID

0xc8f0

0x3a0b

0x6b0d

0x26a3

Oxd85a

Oxaflb

0x24ff

0x99c6

0x60b5

Ox6ef

Oxedda

0x7b92

Oxbc4

0xc5f8

Ox4edl

0xf9a8

0xf65

Oxcfgs

0x1778

0x132f

Ox6add

Source IP

142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
192.168.2.3
8.8.8.8
142.250.186.164
142.250.186.164
192.168.2.3
192.168.2.3
142.250.186.78
192.168.2.3
192.168.2.3

142.250.186.78

OP Code
Standard query
©)

Standard query
©)

Standard query
©)

Standard query
©)

Standard query
©)

Standard query
©)

Standard query
)
Standard query
(©)
Standard query
)
Standard query
©)
Standard query
)
Standard query
(©)
Standard query
(©)
Standard query
)
Standard query
(©)

Standard query
0
Standard query
0
Standard query
@
Standard query
0
Standard query
@
Standard query
0

Name

sites.google.com

clients2.g
oogle.com

accounts.g
oogle.com

apis.google.com

Ih5.google
usercontent.com

clients2.g
oogleuserc
ontent.com

Ih5.google
usercontent.com

Ih4.google
usercontent.com

Ih4.google
usercontent.com

Ih6.google
usercontent.com

Ih3.google
usercontent.com

Ih6.google
usercontent.com

Ih3.google
usercontent.com

www.google.com

protective-
glistening-
people.glitch.me

cdn.glitch.com

cloud.webt
ype.com

cloud.type
network.com

cdn.glitch.me

policies.g
oogle.com

cdn.glitch.com

Dest IP

192.168.2.3
142.250.186.164
142.250.186.164
142.250.186.164
8.8.8.8
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
192.168.2.3
192.168.2.3
192.168.2.3
142.250.186.164
142.250.186.78
192.168.2.3
142.250.186.78
142.250.186.78

192.168.2.3

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Jan 27, 2022 23:05:39.373151064 CET

Jan 27, 2022 23:05:39.421106100 CET

Jan 27, 2022 23:05:41.685117960 CET

Jan 27, 2022 23:05:41.771039963 CET

Jan 27, 2022 23:05:42.208379030 CET

Jan 27, 2022 23:05:42.271816015 CET