
ID: 562165
Cookbook: browseurl.jbs
Time: 15:29:29
Date: 28/01/2022
Version: 34.0.0 Boulder Opal
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Created / dropped Files
C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic
C:\Users\user\AppData\Local\Google\Chrome\User Data\18514463-51dd-4ed4-97db-40b6575cff43.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\262994a4-55d2-45b5-9ac4-1c97bdaec57e.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\408f9fc0-2cb5-4da5-a592-03088e79e73a.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\590011a1-3e36-4681-9920-a0a56ef1b366.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\5e35c888-c480-4ce4-b3fb-7102946ae10d.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\94d0a21e-a4af-449a-be4c-e8f9706e0dde.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\9eec0625-b56c-4cf0-8bfc-1bc2a5e82be0.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\09540b3b-a7c5-4597-acb3-f928fc029b72.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\132656a1-584b-4e8c-af7d-5e5b4774a473.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\23052d0a-20df-46d1-840f-adbeed1399fb.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\328b6385-7a54-4020-b513-c0ec4452d9dd.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6a7aafd1-bb18-4b71-ae38-4500dbf454cb.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7b22cfef-7e09-47e1-b601-e2998c8c30bb.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG.old (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG.old (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_2
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_3
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Session
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Tabs
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG.old. (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG.oldMP (copy)
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C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\computed_hashes.json
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG.old (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG.old (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History-journal
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Last Session.. (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Last Tabs (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\LOG.old (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Action Predictor
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG.old (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences\ (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences.t (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\000003.log
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG.oldMP (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG.old (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb\LOG.old
(copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State..
(copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform
Notifications\LOG.oldmW (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\000003.log
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\LOG.old/i
(copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\a9b0c2f9-5627-4952-948c-
f82e803f1ded.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\9fc0a057-2f30-4d65-8a75-
09f9a08bbbda.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Local Storage\leveldb\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Local
Storage\leveldb\LOG.old (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Platform
Notifications\LOG.old. (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\000003.log
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG.old (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Visited Links
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\b325637d-5d5d-4825-8a22-6b8319c40ef9.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ba31593b-b3fa-4c00-875c-5e78bcf3ff71.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\d8e8d4f9-89af-4180-b9bb-4c212ab6e32d.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\LOG.old. (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\MANIFEST-000004
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata\LOG.old (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local StateMP (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State\ (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cacheb (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\b4add2fb-854f-4769-b9bc-8d2cd7041ba5.tmp
C:\Users\user\AppData\Local\Temp\3136_148834256\LICENSE
C:\Users\user\AppData\Local\Temp\3136_148834256\_metadata\verified_contents.json

Static File Info
Network Behavior

Network Port Distribution
TCP Packets
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Windows Analysis Report 
http://djdjdjmcscmums.saksipazari.com/?=george.kennard@colt.net

Overview

General Information

Sample URL:
djdjdjmcscmums.saksipaz
ari.com/?
=george.kennard@colt.ne
t

Analysis ID: 562165

Infos:

Detection

HTMLPhisher

Score: 64

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus / Scanner detection for sub…

Yara detected HtmlPhish10

Antivirus detection for URL or domain

URL contains potential PII (phishing…

HTML body contains low number of …

No HTML title found

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

chrome.exe (PID: 3136 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "http://djdjdjmcscmums.saksipazari.com/?

=george.kennard@colt.net MD5: C139654B5C1438A95B321BB01AD63EF6)
chrome.exe (PID: 5992 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-

handle=1532,8643197044967108677,12483209301480839047,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1940 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

cleanup

⊘ No configs have been found

⊘ No yara matches

⊘ No Sigma rule has matched

Process Tree

Malware Configuration

Yara Overview

Sigma Overview
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AV Detection

Phishing

Initial
Access

Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery
Lateral
Movement

Collection Exfiltration
Command
and
Control

Network
Effects

Remote
Service
Effects

Impact

Valid
Accounts

Windows
Manageme
nt
Instrument
ation

Path
Interceptio
n

1
Process
Injection

3
Masqueradi
ng

OS
Credential
Dumping

System
Service
Discovery

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

1
Encrypted
Channel

Eavesdrop
on Insecure
Network
Communic
ation

Remotely
Track
Device
Without
Authorizati
on

Modify
System
Partition

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initializatio
n Scripts

Boot or
Logon
Initializatio
n Scripts

1
Process
Injection

LSASS
Memory

Application
Window
Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

4
Non-
Application
Layer
Protocol

Exploit SS7
to Redirect
Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorizati
on

Device
Lockout

Domain
Accounts

At (Linux) Logon
Script
(Windows)

Logon
Script
(Windows)

Obfuscated
Files or
Information

Security
Account
Manager

Query
Registry

SMB/Wind
ows Admin
Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

5
Application
Layer
Protocol

Exploit SS7
to Track
Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Local
Accounts

At
(Windows)

Logon
Script
(Mac)

Logon
Script
(Mac)

Binary
Padding

NTDS System
Network
Configurati
on
Discovery

Distributed
Component
Object
Model

Input
Capture

Scheduled
Transfer

3
Ingress
Tool
Transfer

SIM Card
Swap

Carrier
Billing
Fraud

Jbx Signature Overview

Antivirus / Scanner detection for submitted sample

Antivirus detection for URL or domain

Yara detected HtmlPhish10

Mitre Att&ck Matrix

Behavior Graph
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Behavior Graph

ID: 562165

URL: http://djdjdjmcscmums.saksi...

Startdate: 28/01/2022

Architecture: WINDOWS

Score: 64

adfs.colt.net

Antivirus detection
for URL or domain

Antivirus / Scanner
detection for submitted

sample
Yara detected HtmlPhish10

chrome.exe

13 226

        started       

192.168.2.1

unknown

unknown

239.255.255.250

unknown

Reserved

chrome.exe

13

        started       

microsoftonline.nmirec.com

46.17.96.20, 443, 49770, 49771

HOSTKEY-ASNL

Netherlands

clients.l.google.com

142.250.203.110, 443, 49759, 64347

GOOGLEUS

United States

12 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails
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Source Detection Scanner Label Link

djdjdjmcscmums.saksipazari.com/?=george.kennard@colt.net 100% Avira URL Cloud phishing

djdjdjmcscmums.saksipazari.com/?=george.kennard@colt.net 100% SlashNext Fake Login Page 
type: Phishing & 
Social Engineering

⊘ No Antivirus matches

⊘ No Antivirus matches

⊘ No Antivirus matches

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright Joe Security LLC 2022 Page 8 of 138



Source Detection Scanner Label Link

https://microsoftonline.nmirec.com/favicon.ico 0% Avira URL Cloud safe

https://www.saksipazari.com/_wildcard_/?=george.kennard@colt.net 0% Avira URL Cloud safe

https://www.nmirec.com 0% Avira URL Cloud safe

https://microsoftonline.nmirec.com/ 0% Avira URL Cloud safe

www.saksipazari.com/_wildcard_/?=george.kennard 0% Avira URL Cloud safe

https://www.saksipazari.com/_wildcard_/?=george.kennard 0% Avira URL Cloud safe

https://www.nmirec.com/favicon.icoD 0% Avira URL Cloud safe

https://dns.google 0% URL Reputation safe

https://www.nmirec.com/favicon.ico 0% Avira URL Cloud safe

https://microsoftonline.nmirec.com 0% Avira URL Cloud safe

https://www.saksipazari.com 0% Avira URL Cloud safe

https://www.google.com; 0% Avira URL Cloud safe

https://microsoftonline.nmirec.com/login.srf?
__smso=hyJ62BlLRJ24A7rYx4EkBw%3D%3D&username=george.ken

0% Avira URL Cloud safe

https://microsoftonline.nmirec.com/websocket/hook/?accessToken=87227ad8-194b-449d-b803-
bad8c7812407

0% Avira URL Cloud safe

https://microsoftonline.nmirec.com/login.srf?
__smso=hyJ62BlLRJ24A7rYx4EkBw%3D%3D&username=george.kennard%40colt.net&sso_reload=tru
e

0% Avira URL Cloud safe

djdjdjmcscmums.saksipazari.com/?=george.kennard 100% Avira URL Cloud phishing

www.saksipazari.com/_wildcard_/?=george.kennard@colt.net 0% Avira URL Cloud safe

Name IP Active Malicious Antivirus Detection Reputation

www.nmirec.com 46.17.96.20 true false unknown

accounts.google.com 172.217.168.45 true false high

microsoftonline.nmirec.com 46.17.96.20 true false unknown

djdjdjmcscmums.saksipazari.com 185.106.20.148 true false unknown

clients.l.google.com 142.250.203.110 true false high

googlehosted.l.googleusercontent.com 142.250.203.97 true false high

adfs.colt.net 217.111.165.19 true false high

saksipazari.com 185.106.20.148 true false unknown

clients2.googleusercontent.com unknown unknown false high

clients2.google.com unknown unknown false high

identity.nel.measure.office.net unknown unknown false high

www.saksipazari.com unknown unknown false unknown

Name Malicious Antivirus Detection Reputation

https://microsoftonline.nmirec.com/login.srf?
__smso=hyJ62BlLRJ24A7rYx4EkBw%3D%3D&username=george.kennard%40colt.net

true unknown

https://microsoftonline.nmirec.com/login.srf?
__smso=hyJ62BlLRJ24A7rYx4EkBw%3D%3D&username=george.kennard%40colt.net

false unknown

https://adfs.colt.net/adfs/portal/illustration/illustration.png?
id=8D34B6FCEE6F7678B6EA76ABED481CBAAC21168EF58E600DE926DEBA0CAACC13

false high

https://microsoftonline.nmirec.com/favicon.ico false Avira URL Cloud: safe unknown

https://adfs.colt.net/adfs/portal/logo/logo.png?
id=726CFF1274D7A42504315AF6D5B097CDE5F42CDE1CD5AEA76A0A8BBA9AAED4CD

false high

https://www.saksipazari.com/_wildcard_/?=george.kennard@colt.net false Avira URL Cloud: safe unknown

https://clients2.googleusercontent.com/crx/blobs/Acy1k0bLIjHsvnKaKN_oRpVaYYvFs25d7GKYF1W
XrT6yizCMksBO0c_ggE0B6tx6HPRHe6q1GOEe3_NcIbSiGG8kXeLMUY0sAKVvC6R89zvKM13s5V
qoAMZSmuUgjQL5vlygJuArQghXXE_qTL7NlQ/extension_8520_615_0_5.crx

false high

https://www.nmirec.com/favicon.ico false Avira URL Cloud: safe unknown

Domains and IPs

Contacted Domains

Contacted URLs
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https://clients2.google.com/service/update2/crx?
os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=85.0.4183.121&lang=en-
US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%26install
edby%3Dother%26uc%26ping%3Dr%253D-
1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby
%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

false high

https://accounts.google.com/ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard false high

https://microsoftonline.nmirec.com/websocket/hook/?accessToken=87227ad8-194b-449d-
b803-bad8c7812407

false Avira URL Cloud: safe unknown

https://microsoftonline.nmirec.com/login.srf?
__smso=hyJ62BlLRJ24A7rYx4EkBw%3D%3D&username=george.kennard%40colt.net&sso_reload
=true

false Avira URL Cloud: safe unknown

djdjdjmcscmums.saksipazari.com/?=george.kennard@colt.net true unknown

https://adfs.colt.net/adfs/portal/css/style.css?
id=6C548BD3C59F45BFF37EC554BC9CA1DA46AB63F622AB9E5C53500772CFE7D949

false high

https://adfs.colt.net/favicon.ico false high

www.saksipazari.com/_wildcard_/?=george.kennard@colt.net false Avira URL Cloud: safe unknown

Name Malicious Antivirus Detection Reputation

Name Source Malicious Antivirus Detection Reputation

https://apis.google.com/js/client.js mirroring_common.js.0.dr false high

https://www.google.com/images/cleardot.gif craw_window.js.0.dr false high

https://crash.corp.google.com/samples?
reportid=&q=

mirroring_cast_streaming.js.0.dr, common.js.0.dr false high

https://sandbox.google.com/payments/v4/js/integrator.j
s

craw_window.js.0.dr, manifest.json0.0.dr false high

https://accounts.google.com/MergeSession craw_window.js.0.dr false high

https://adfs.colt.net/adfs/ls/?
login_hint=george.kennard%40colt.net&client-request-
id=e7682289-38b3-

History.0.dr false high

https://www.google.com 132656a1-584b-4e8c-af7d-5e5b4774a473.tmp.2.dr, 
6a7aafd1-bb18-4b71-ae38-4500dbf454cb.tmp.2.dr, 
manifest.json.0.dr

false high

https://www.nmirec.com Current Session.0.dr false Avira URL Cloud: safe unknown

https://meet.google.com mirroring_common.js.0.dr false high

https://accounts.google.com 132656a1-584b-4e8c-af7d-5e5b4774a473.tmp.2.dr, 
6a7aafd1-bb18-4b71-ae38-4500dbf454cb.tmp.2.dr, 
manifest.json.0.dr

false high

https://clients2.google.com/cr/report mirroring_cast_streaming.js.0.dr false high

https://microsoftonline.nmirec.com/ Network Action Predictor.0.dr false Avira URL Cloud: safe unknown

angularjs.org angular.js.0.dr false high

https://github.com/angular/material material_css_min.css.0.dr, angular.js.0.dr false high

www.saksipazari.com/_wildcard_/?
=george.kennard

History.0.dr false Avira URL Cloud: safe unknown

https://apis.google.com 132656a1-584b-4e8c-af7d-5e5b4774a473.tmp.2.dr, 
6a7aafd1-bb18-4b71-ae38-4500dbf454cb.tmp.2.dr, 
manifest.json.0.dr

false high

https://www.saksipazari.com/_wildcard_/?
=george.kennard

History.0.dr false Avira URL Cloud: safe unknown

https://www.google.com/accounts/OAuthLogin?
issueuberauth=1

craw_window.js.0.dr false high

https://www.nmirec.com/favicon.icoD data_1.2.dr false Avira URL Cloud: safe unknown

https://www-googleapis-
staging.sandbox.google.com

craw_window.js.0.dr, craw_background.js.0.dr false high

https://clients2.google.com 132656a1-584b-4e8c-af7d-5e5b4774a473.tmp.2.dr, 
6a7aafd1-bb18-4b71-ae38-4500dbf454cb.tmp.2.dr

false high

https://www.google.com/tools/feedback feedback_script.js.0.dr false high

https://dns.google 132656a1-584b-4e8c-af7d-5e5b4774a473.tmp.2.dr, 
a9b0c2f9-5627-4952-948c-f82e803f1ded.tmp.2.dr, 
6a7aafd1-bb18-4b71-ae38-4500dbf454cb.tmp.2.dr, 
9fc0a057-2f30-4d65-8a75-09f9a08bbbda.tmp.2.dr

false URL Reputation: safe unknown

https://github.com/google/closure-
library/wiki/goog.module:-an-ES6-module-like-
alternative-to-goog.p

craw_window.js.0.dr, craw_background.js.0.dr false high

https://www.google.com/intl/en-
US/chrome/blank.html

craw_background.js.0.dr false high

URLs from Memory and Binaries
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https://ogs.google.com 132656a1-584b-4e8c-af7d-5e5b4774a473.tmp.2.dr, 
6a7aafd1-bb18-4b71-ae38-4500dbf454cb.tmp.2.dr

false high

https://support.google.com/chromecast/troubleshooter/
2995236

feedback.html.0.dr false high

https://microsoftonline.nmirec.com Current Session.0.dr false Avira URL Cloud: safe unknown

https://www.saksipazari.com Current Session.0.dr false Avira URL Cloud: safe unknown

https://payments.google.com/payments/v4/js/integrator
.js

craw_window.js.0.dr, manifest.json0.0.dr false high

https://www.google.com; manifest.json.0.dr false Avira URL Cloud: safe low

https://hangouts.google.com/ manifest.json.0.dr false high

https://microsoftonline.nmirec.com/login.srf?
__smso=hyJ62BlLRJ24A7rYx4EkBw%3D%3D&userna
me=george.ken

History.0.dr false Avira URL Cloud: safe unknown

https://adfs.colt.net/ Network Action Predictor.0.dr false high

https://adfs.colt.net/adfs/portal/logo/logo.png?
id=726CFF1274D7A42504315AF6D5B097CDE5F42CD
E1CD5AEA76

data_1.2.dr false high

https://www.google.com/images/x2.gif craw_window.js.0.dr false high

djdjdjmcscmums.saksipazari.com/?
=george.kennard

History.0.dr true Avira URL Cloud: phishing unknown

https://www.google.com/images/dot2.gif craw_window.js.0.dr false high

https://adfs.colt.net/favicon.icoChoKCw0BpWlyEFYaA
ghWCgsNZSGZ6hBLGgIISw==

data_1.2.dr false high

https://identity.nel.measure.office.net/api/report?
catId=GW

data_2.2.dr false high

https://support.google.com/chromecast/answer/299845
6

feedback.html.0.dr false high

https://adfs.colt.net/adfs/portal/illustration/illustration.pn
g?id=8D34B6FCEE6F7678B6EA76ABED481CBAA

data_1.2.dr false high

https://clients2.googleusercontent.com 132656a1-584b-4e8c-af7d-5e5b4774a473.tmp.2.dr, 
6a7aafd1-bb18-4b71-ae38-4500dbf454cb.tmp.2.dr

false high

www.webtoolkit.info/ data_3.2.dr false high

https://adfs.colt.net/adfs/portal/css/style.css?
id=6C548BD3C59F45BFF37EC554BC9CA1DA46AB63
F622AB9E5C5

data_1.2.dr false high

https://docs.google.com mirroring_common.js.0.dr false high

https://www.google.com/ manifest.json0.0.dr false high

https://feedback.googleusercontent.com manifest.json.0.dr false high

https://clients2.google.com/service/update2/crx manifest.json0.0.dr, manifest.json.0.dr false high

Name Source Malicious Antivirus Detection Reputation

World Map of Contacted IPs
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No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

142.250.203.110 clients.l.google.com United States 15169 GOOGLEUS false

217.111.165.19 adfs.colt.net Germany 12761 COLTTechnologyServicesG
roupIT

false

172.217.168.45 accounts.google.com United States 15169 GOOGLEUS false

142.250.203.97 googlehosted.l.googleuser
content.com

United States 15169 GOOGLEUS false

239.255.255.250 unknown Reserved unknown unknown false

185.106.20.148 djdjdjmcscmums.saksipaz
ari.com

Turkey 43260 AS43260TR false

46.17.96.20 www.nmirec.com Netherlands 57043 HOSTKEY-ASNL false

IP

192.168.2.1

192.168.2.255

127.0.0.1

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 562165

Start date: 28.01.2022

Start time: 15:29:29

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 4m 43s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: djdjdjmcscmums.saksipazari.com/?=george.kennard@colt.net

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

14

Public IPs

Private

General Information
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Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal64.phis.win@29/225@10/10

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI

Exclude process from analysis (whitelisted): BackgroundTransferHost.exe, backgroundTaskHost.exe, SgrmBroker.exe, svchost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (wh itelisted): 23.211.6.115, 172.217.168.14, 74.125.100.73, 34.104.35.123, 172.217.168.67, 173.222.108.211, 80.67.82.187, 172.217.168.10, 80.67.82.235, 8
0.67.82.211, 142.250.203.99, 40.112.88.60
Excluded domains from analysis (whitelisted): client.wns.windows.com, fs.microsoft.com, content-autofill.googleapis.com, ris-prod.trafficmanager.net, asf-ris-prod-neu.northeurope.c
loudapp.azure.com, store-images.s-microsoft.com-c.edgekey.net, clientservices.googleapis.com, a1894.dscb.akamai.net, a1449.dscg2.akamai.net, arc.msn.com, r4.sn-
5hne6nsz.gvt1.com, ris.api.iris.microsoft.com, e12564.dspb.akamaiedge.net, redirector.gvt1.com, edgedl.me.gvt1.com, nel.measure.office.net.edgesuite.net, store-images.s-m
icrosoft.com, update.googleapis.com, r4---sn-5hne6nsz.gvt1.com, img-prod-cms-rt-microsoft-com.akamaized.net, www.gstatic.com
Not all processes where analyzed, report is missing behavior  information
Report size getting too big, t oo many NtCreateFile calls found.
Report size getting too big, t oo many NtOpenFile calls found.
Report size getting too big, t oo many NtWriteVirtualMemory calls found.

⊘ No simulations

⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No context

Warnings

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints

Dropped Files
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit): 5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBlESBw4p6:NfOCzvRKhGvwJ

MD5: A78AD14E77147E7DE3647E61964C0335

SHA1: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0E893FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDE0DFBB19CB31C506F7DE97AF67C2F244F7E7E8E10648EA8321
101

Malicious: false

Reputation: low

Preview: BDic.... ....6...."..Z..4g....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF 
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF 
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF 
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF I.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS
.AF PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF 
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 393175

Entropy (8bit): 6.026402920062168

Encrypted: false

SSDEEP: 6144:G9407dorBtGzg4Kqkjc0k8Acx6ZaurE5/EDnJpAl9SeefNqWF4iVx/9LPeq/1LHn:VrHG5WjtxzurRDn9nfNxF4ijZVtilBE

MD5: 6F1306F3A61640433C4B70710FB7A995

SHA1: 83EC3EAE065CCFCD4110F67AAA3997864D77DBEA

SHA-256: F0535F83B7104917FE3ECEA7135F8A1CAA7A94EE1C61FB71EF07E5996409E05B

SHA-512: 7B0C1382E04A7BD30B2EEF5C38DD83E7C6D9600C8E2FDECFE4632FFDE4B0519F3E12FA7A4930A9C3704EBE659BF1871171EB3C0E54D81F4AD112836758624A
50

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.6434126349865e+12,"network":1.643380236e+12,"ticks":120984045.0,"uncertainty":4029639.0}},"os_crypt":{"encrypted_
key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABUPWY4cSyAQZRX3j8/SLmMAAAAAAIAAAAAABBmAAAAAQAAIAAAACC7lwCjByxIY/Ds1S6cdCxJW6
iSr1QfjoKlVKoVEQ4EAAAAAA6AAAAAAgAAIAAAAD9PMfiGkWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNxMAAAAK+RpovfP61NtB5nOpQgPMjPTyt2T1WPer
u9i3yP05zNVEj0uCRDWfONruG9ricX1kAAAADB9KtQ9KY2z38GdfaF7dW2ZLcAMHOX2oEKBg8ZJG9lsuMexxChB4M8HFpyb0Bpr6axpi+zmMIXt76noTOxFzKN"},"pass
word_manager":{"os_password_blank":true,"os_password_last_changed":"13245950075898720"},"plugins":{"metadata":{"adobe-flash-player":{"displa

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 95428

Entropy (8bit): 3.7479970015983253

Encrypted: false

SSDEEP: 384:x7jw0WFXOxu4Vdfk7N4rRv0Q3r4ejH+7GfirNSUGx7CaOtrpgmNhfhCIAErO2iIN:B2iFZGW0T4ejqsGg/LaoKS40F/

MD5: 05DD7E136487571D63D35ABA293674D8

SHA1: 2392B170EE88982728D5BD9D0D2FA092FDD3CF04

SHA-256: 3E8342352768152A0D5DD93FBE19CBE6F8EF5BC20F9D1518993917DC6754158C

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

C:\Users\user\AppData\Local\Google\Chrome\User Data\18514463-51dd-4ed4-97db-40b6575c 43.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\262994a4-55d2-45b5-9ac4-1c97bdaec57e.tmp
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SHA-512: 4AD547C8F37D2EAD51B3A1304516AF3FB4C6E9874605B241C82AE51535061DC2CB8FA12FE19F6B2E0221FBCEF18114635EE1D64BAE6683EBA7851FF905D6911
A

Malicious: false

Reputation: low

Preview: .t..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...GR8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 389603

Entropy (8bit): 6.0145097240503755

Encrypted: false

SSDEEP: 6144:T9407dorBtGzg4Kqkjc0k8Acx6ZaurE5/EDnJpAl9SeefNqWF4iVx/9LPeq/1LHn:WrHG5WjtxzurRDn9nfNxF4ijZVtilBE

MD5: E20505A1792C99B98A6348D649012886

SHA1: 5083A0665076976BA7F9AFD740BC9F5F4D5F3757

SHA-256: 0430BF3C88862C9FFB21AA261E5231031BDC0DB9DDBB1AAF440ACCBF937B98DA

SHA-512: 9FBEDADB9ED1CFA5B0A301E7379C0FBEF85209540A793AF3C3291AD7D547C45DCDB3D2E4E5D9C4D17CFB5D327006CC3BD1D1147E122152A6CE2797F1D8D29
4B3

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.6434126349865e+12,"network":1.643380236e+12,"ticks":120984045.0,"uncertainty":4029639.0}},"os_crypt":{"encrypted_
key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABUPWY4cSyAQZRX3j8/SLmMAAAAAAIAAAAAABBmAAAAAQAAIAAAACC7lwCjByxIY/Ds1S6cdCxJW6
iSr1QfjoKlVKoVEQ4EAAAAAA6AAAAAAgAAIAAAAD9PMfiGkWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNxMAAAAK+RpovfP61NtB5nOpQgPMjPTyt2T1WPer
u9i3yP05zNVEj0uCRDWfONruG9ricX1kAAAADB9KtQ9KY2z38GdfaF7dW2ZLcAMHOX2oEKBg8ZJG9lsuMexxChB4M8HFpyb0Bpr6axpi+zmMIXt76noTOxFzKN"},"pass
word_manager":{"os_password_blank":true,"os_password_last_changed":"13245950075265799"},"policy":{"last_statistics_update":"1328788623257140

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 92724

Entropy (8bit): 3.747331075021995

Encrypted: false

SSDEEP: 384:H7jw0WFXKupk7N4rRv0Q3r4ejH+7GfirNSUGx7CaOtrpgmN6hCIAErO2iINB1IRO:ViFZGWbT4ejqsGg/LaoKS40FT

MD5: AEEAB980A72481ADCE33C99E296CC1DB

SHA1: 0D58AC2B35A8B5E3DB692A3A3AD548717E3A4E91

SHA-256: 868AA63DDD6BA4EADCB6AE365D0402B3398C0CB9BC94CF96E2D7EA2A2B2BC3B3

SHA-512: 606F61375244F5EB6710A42606A2B4F8DB0AED3E7E1EC9F03695EDC54877DBEB3EEC8870D73776AB0731722757F5E603A6A195AC77806BD74DA57D2541CA4B5
E

Malicious: false

Reputation: low

Preview: 0j..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...GR8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SysEx File -

Category: dropped

Size (bytes): 94708

Entropy (8bit): 3.747991288437586

Encrypted: false

SSDEEP: 384:B7jw0WFXOxu4Vdfk7N4rRv0Q3r4ejH+7GfirNSUGx7CaOtrpgmN6hCIAErO2iINH:x2iFZGWbT4ejqsGg/LaoKS40F/

MD5: 76EFDB19482CCB8D3E0911A9F8F2828A

C:\Users\user\AppData\Local\Google\Chrome\User Data\408f9fc0-2cb5-4da5-a592-03088e79e73a.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\590011a1-3e36-4681-9920-a0a56ef1b366.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\5e35c888-c480-4ce4-b3fb-7102 946ae10d.tmp
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SHA1: CAF60CE56983FC9B26D14BEBCEED37790F64F3B3

SHA-256: A3887E1F841EB2177C30E8ECCB2A6666360C692CF9392D02523EBB22F85CE61C

SHA-512: D46ED39BB026B567B6CA94FC708AC3DE4B104F5A0897A375B5CADCA2F522EEF56E15CBD51234295C78BFFCC787D32EB65416D69EBB5DD97D1D55BD1350C5C
092

Malicious: false

Reputation: low

Preview: .q..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...GR8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: modified

Size (bytes): 389603

Entropy (8bit): 6.0145104631091675

Encrypted: false

SSDEEP: 6144:A9407dorBtGzg4Kqkjc0k8Acx6ZaurE5/EDnJpAl9SeefNqWF4iVx/9LPeq/1LHn:/rHG5WjtxzurRDn9nfNxF4ijZVtilBE

MD5: F1ACBD901F48328C0C9DF9DFA14E1902

SHA1: FE6E259BD05B3F7664584ED031DA7A3B9C66AC31

SHA-256: 76D8CE1B54388DC855BA8F9948B3CA1738B06D82E7ADE889DCEB4F209CDABAEA

SHA-512: 0384E190A71A114378D1A190FEB702B1289CE805BC2AE706ACB062345AF56DBA9DF18790BC6CE41D3C52B0169244E19287B2A25727171C252371683E04E44577

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.6434126349865e+12,"network":1.643380236e+12,"ticks":120984045.0,"uncertainty":4029639.0}},"os_crypt":{"encrypted_
key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABUPWY4cSyAQZRX3j8/SLmMAAAAAAIAAAAAABBmAAAAAQAAIAAAACC7lwCjByxIY/Ds1S6cdCxJW6
iSr1QfjoKlVKoVEQ4EAAAAAA6AAAAAAgAAIAAAAD9PMfiGkWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNxMAAAAK+RpovfP61NtB5nOpQgPMjPTyt2T1WPer
u9i3yP05zNVEj0uCRDWfONruG9ricX1kAAAADB9KtQ9KY2z38GdfaF7dW2ZLcAMHOX2oEKBg8ZJG9lsuMexxChB4M8HFpyb0Bpr6axpi+zmMIXt76noTOxFzKN"},"pass
word_manager":{"os_password_blank":true,"os_password_last_changed":"13245950075898720"},"policy":{"last_statistics_update":"1328788623257140

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 393261

Entropy (8bit): 6.026518977825949

Encrypted: false

SSDEEP: 6144:k9407dorBtGzg4Kqkjc0k8Acx6ZaurE5/EDnJpAl9SeefNqWF4iVx/9LPeq/1LHn:brHG5WjtxzurRDn9nfNxF4ijZVtilBE

MD5: 9A7B839F2E927BD86D7FB55CB3608D3D

SHA1: 77355A97EC647053A0AFA143E5C96B64DA256BFF

SHA-256: 2BB7D4A94CD0AB8316649A8D9456D76AD09204391348C4F5F93014D345BB46B5

SHA-512: E45C45DE1A5D1E5948A128A59BA882DE5652D8657F4B98B52FE56A55DCBDE800079F9392EBFD884E63EBD5FB2343E6765E80A2E9097C6193D3F42527D7A1633
D

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.6434126349865e+12,"network":1.643380236e+12,"ticks":120984045.0,"uncertainty":4029639.0}},"os_crypt":{"encrypted_
key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABUPWY4cSyAQZRX3j8/SLmMAAAAAAIAAAAAABBmAAAAAQAAIAAAACC7lwCjByxIY/Ds1S6cdCxJW6
iSr1QfjoKlVKoVEQ4EAAAAAA6AAAAAAgAAIAAAAD9PMfiGkWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNxMAAAAK+RpovfP61NtB5nOpQgPMjPTyt2T1WPer
u9i3yP05zNVEj0uCRDWfONruG9ricX1kAAAADB9KtQ9KY2z38GdfaF7dW2ZLcAMHOX2oEKBg8ZJG9lsuMexxChB4M8HFpyb0Bpr6axpi+zmMIXt76noTOxFzKN"},"pass
word_manager":{"os_password_blank":true,"os_password_last_changed":"13245950075898720"},"plugins":{"metadata":{"adobe-flash-player":{"displa

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 40

Entropy (8bit): 3.3041625260016576

Encrypted: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\94d0a21e-a4af-449a-be4c-e8f9706e0dde.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\9eec0625-b56c-4cf0-8bfc-1bc2a5e82be0.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
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SSDEEP: 3:FkXYDu6cR9n:+Y66cR9

MD5: 7A9D405E9218ED86C7ED3BB729DAA896

SHA1: E5BB69E833231B755B20E5A0C9B2392D8B923C66

SHA-256: D83D002DFE4F96C43A6FBF24FC7AA739945731ABDEC2AFB53EDDCE2D2D87D6AF

SHA-512: F34290BF6A4B1AA63F47436C0788FC1DAC7B970A1861EF1D1891826FD3DFD0FD484A900E23A3024C19CA93DE842BF8B5BC7A5E159362A4C3A36AE8D47C8551A
7

Malicious: false

Reputation: low

Preview: sdPC.....................8...?E."..N_.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17091

Entropy (8bit): 5.583605076894547

Encrypted: false

SSDEEP: 384:wN5PtjLl5tXd1kXqKf/pUZNCgVLH2HfDHrUozY9x4j:yLl/d1kXqKf/pUZNCgVLH2HfTrU+KxY

MD5: 5ACCD226022EC10E6840E5F35B07AF6C

SHA1: 5FB7C04AB2049E1BF92B79C1C7C91DCC027403AB

SHA-256: 7E66220CB5381939DD3942FFCD095F13C55C91B43D0940380905C2C097DEB696

SHA-512: BE6FD122E065D4CC98456950163EF6B1E35FC0EEEE8B056FBEE3A0775F556C566A3E2EF9E576EABA16952F66A671E55531AA86765DFD27BE5C114BA328C283
F0

Malicious: false

Reputation: low

Preview: {"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287886232911598","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2125

Entropy (8bit): 4.899534029803056

Encrypted: false

SSDEEP: 48:Y2n6qtwTCXDHzM3zsqGsxRLs6Ur33s8TyKs65sxMHcAOYhbxD:JnxOTCXDHzMTL+rX7iGc2hVD

MD5: 158EAB24AB4FBC492CA57173C454BC46

SHA1: 5D9AA357E72CB76B85FFD6AD891722BBF6061CF3

SHA-256: B0D587AA4FCB46BBF495FE0F18B571C3C78424434F2A3295D74EAC13AB1CE18F

SHA-512: 333D3CCD32E10E22A5AE073494EA64760416F725E3515144CC9DFBFB1890CF1DCC793C5445C7CBAF08476F34CB68EBAF22810AAA7BB5123D60F951BB2AD76B
C0

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.google.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.googleapis.co
m","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},
{"isolation":[],"server":"https://fonts.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https
://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"isolation":[],"server":"https://www.googleapis.com","suppor
ts_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13290478235314014","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://re
director.gvt1.com"},{"alternative_service":[{"advertised_versions":[50],"expiration":"13290478235327321","port":443,"protocol_str":"quic"}],

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19181

Entropy (8bit): 5.570518152116973

Encrypted: false

SSDEEP: 384:wN5Pt2Ll5tXd1kXqKf/pUZNCgVLH2HfDHrUyHGmzX2wx4/C:RLl/d1kXqKf/pUZNCgVLH2HfTrUyG0pP

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\09540b3b-a7c5-4597-acb3-f928fc029b72.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\132656a1-584b-4e8c-af7d-5e5b4774a473.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\23052d0a-20df-46d1-840f-adbeed1399fb.tmp
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MD5: B1FCE3C0D5C0F8CCECFD523DEFBB6414

SHA1: 087848D42145F0314AB79B9A24AE24BAA8B76903

SHA-256: F1556E0DAB11F11E41EE81F9F8F8F7E74C2E980E383C2174BF2088B9A5926F56

SHA-512: 74FC68BE81AA7E2609ACB6FDEE38CA49B801EAE71EF785FB953016717C49220984690A96EAC4247E41C745769D748D63B43081804FA685F092580BA736540B8E

Malicious: false

Reputation: low

Preview: {"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287886232911598","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Reputation: low

Preview: .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2693

Entropy (8bit): 4.871599185186076

Encrypted: false

SSDEEP: 48:YXs2MHRzsoMHT5s0MHyKsTMHksrDys4Csb7synWsQItFsym6zs6zMHWLsZMH5YhV:+GDGTHGmGHDW1/nOIbmOGlGGhVD

MD5: 829D5654ADF098AD43036E24C47F2A94

SHA1: 506C8BA397509BA0357787950C538C1879047DF3

SHA-256: 4D0B852D18FCA5C1A712904CF6DB3811FB905E86D8A7508A2D42F9C8D68E2211

SHA-512: D9B18E6B0AD1E8E4BECF9E84BBE30D64730CFEC2CBEAF96D5DF52E28B907B03EADF22F020FBE0A56D137A52F4F09798031BC6CA026CFA8A979A608B3445DB
CAA

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600883925","port":443,"protocol_str":"quic"}],"isolation":
[],"network_stats":{"srtt":40156},"server":"https://www.googleapis.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324854
2628822803","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":30856},"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{
"advertised_versions":[],"expiration":"13248542600893104","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":25300},"server":"https://clients2.goog
leusercontent.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600872791","port":443,"protocol_str":"quic"}],"isolation":
[],"network_stats":{"srtt":34789},"server":"https://clients2.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"exp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19182

Entropy (8bit): 5.570479231991012

Encrypted: false

SSDEEP: 384:wN5Pt2Ll5tXd1kXqKf/pUZNCgVLH2HfDHrUyHGrzXHx49:RLl/d1kXqKf/pUZNCgVLH2HfTrUyGvX0

MD5: 4AF17DADB00782E9CEA246BFE6C5CF94

SHA1: C447E568BE52A8E26C72B4AE38C1438CDF0036C0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\328b6385-7a54-4020-b513-c0ec4452d9dd.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6a7aafd1-bb18-4b71-ae38-4500dbf454cb.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7b22cfef-7e09-47e1-b601-e2998c8c30bb.tmp

Copyright Joe Security LLC 2022 Page 18 of 138



SHA-256: 57209F42A4809E1F2AF8A3E6740959AA53CD07AE83FC88BC2E61E83C89DFB319

SHA-512: 58A361CDB15E3299A43F0B48669EEECDD5C39F1EF545126433C1431F1C646F552FF95DF378191E6FB856859A861D7F02E32FCD3480C73C0D4B880FBB6166D838

Malicious: false

Reputation: low

Preview: {"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287886232911598","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 336

Entropy (8bit): 5.160848261773224

Encrypted: false

SSDEEP: 6:MWJjTVN4q2P923iKKdK9RXXTZIFUtqVTWJQvkJZmwYVTWJQlVzDkwO923iKKdK9l:MAvv4v45Kk7XT2FUtuAXJ/0A4xD5L5KU

MD5: B1C78146D6E59A332C421E311F18E162

SHA1: 99A6E90E3870BE52056654101FC9BFD07E8A2A75

SHA-256: 3AA9A7916AF01AAFC7ADA5EEBFEE966A117D2DE4B6111CC8DA9CAF4672FED393

SHA-512: FB508CC0EEC3564A212118664E62640E0E96913C1A0DAD13DCCACD7DAE79B8AB4122E19CA18113336542B4DBE315EEB3E7E399304DABCD47674F84F56012C7
3B

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:38.294 1060 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2022/
01/28-15:30:38.320 1060 Recovering log #3.2022/01/28-15:30:38.321 1060 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 336

Entropy (8bit): 5.160848261773224

Encrypted: false

SSDEEP: 6:MWJjTVN4q2P923iKKdK9RXXTZIFUtqVTWJQvkJZmwYVTWJQlVzDkwO923iKKdK9l:MAvv4v45Kk7XT2FUtuAXJ/0A4xD5L5KU

MD5: B1C78146D6E59A332C421E311F18E162

SHA1: 99A6E90E3870BE52056654101FC9BFD07E8A2A75

SHA-256: 3AA9A7916AF01AAFC7ADA5EEBFEE966A117D2DE4B6111CC8DA9CAF4672FED393

SHA-512: FB508CC0EEC3564A212118664E62640E0E96913C1A0DAD13DCCACD7DAE79B8AB4122E19CA18113336542B4DBE315EEB3E7E399304DABCD47674F84F56012C7
3B

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:38.294 1060 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2022/
01/28-15:30:38.320 1060 Recovering log #3.2022/01/28-15:30:38.321 1060 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 320

Entropy (8bit): 5.154105211565958

Encrypted: false

SSDEEP: 6:MWJOBVz4q2P923iKKdKyDZIFUtqVTWJE6JZmwYVTWJBzDkwO923iKKdKyJLJ:MAOBVz4v45Kk02FUtuAZJ/0ABzD5L5K1

MD5: B98E0082487711AC112F17BCF497652C

SHA1: 0519A900190401B383E58DB74A580ECC6302E9E4

SHA-256: FB7D4DD97F35BE39D2A71A6AAF42611145A57D4A0B1B69F0EF633216A10E0D55

SHA-512: C0FF3527E5E21C5A35845510355976D2D75AB27ED6391CE00EE0EDFC0ED892EC733A468DC6E22DB2DAD4C2CE4CF230ABBFF2F6E23384008BB70E6BAFB6E5B
CAE

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG.old (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG
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Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:38.125 1060 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2022/01/28-15
:30:38.182 1060 Recovering log #3.2022/01/28-15:30:38.195 1060 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 320

Entropy (8bit): 5.154105211565958

Encrypted: false

SSDEEP: 6:MWJOBVz4q2P923iKKdKyDZIFUtqVTWJE6JZmwYVTWJBzDkwO923iKKdKyJLJ:MAOBVz4v45Kk02FUtuAZJ/0ABzD5L5K1

MD5: B98E0082487711AC112F17BCF497652C

SHA1: 0519A900190401B383E58DB74A580ECC6302E9E4

SHA-256: FB7D4DD97F35BE39D2A71A6AAF42611145A57D4A0B1B69F0EF633216A10E0D55

SHA-512: C0FF3527E5E21C5A35845510355976D2D75AB27ED6391CE00EE0EDFC0ED892EC733A468DC6E22DB2DAD4C2CE4CF230ABBFF2F6E23384008BB70E6BAFB6E5B
CAE

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:38.125 1060 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2022/01/28-15
:30:38.182 1060 Recovering log #3.2022/01/28-15:30:38.195 1060 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 45056

Entropy (8bit): 0.10596872417976634

Encrypted: false

SSDEEP: 12:dO0ft1YTi4dY9+z8h+XgcM2+qw/w/v+W+rUQ2E2KknKZ:d1ujdYI8sXgcUqH+5UZt/K

MD5: 143E25BC594351A21112D5B4C9F91520

SHA1: E126B19A8BDA3B5D809256E6794541941F1B3417

SHA-256: 6F66DCBDD337B392F02F3AC29CC65990B1D5C1165FB0CF3785F46AC85E12EDD4

SHA-512: 1CCF55075CB66FA85EE01120B653C5F449A6B45688621F7E5013D08F03B89F53BAAA3E2E8CCF4A126AFE66F22CCB45284D1548CC918EA8C05ACEC963F73078D
C

Malicious: false

Reputation: low

Preview: ............$....................................................................?..................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.13064583865549637

Encrypted: false

SSDEEP: 48:pVVgyNBa/q3Ia3de8r8RT9kqcT+V0Hc8snJyg/5KJPZJVkI+UqYUZ6liUR:XVgiBj3Ne8eTtY6gsn35KboUo03

MD5: 0F43DF49A77B057AB2059B00B1926DB9

SHA1: E3CDF3E11A317833F3FB62ECFF131B2C86E192FC

SHA-256: BCA64D06D4DE7D9F0D8A7D5F99AC22D069F824E5822DB05EE6D0E6870C391146

SHA-512: BA0DB6A0DA107924997BDFDFC930C317219A3404A462DC041B55899733363D94768191B05DB213C736380DA1E5BAFD413B442EA8BF86FD4BA8D0A962C49D322
E

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG.old (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_1
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Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1056768

Entropy (8bit): 0.3651678576638024

Encrypted: false

SSDEEP: 768:2ZJtNhTJtBQIaJtGu1Jt2u1JtkaJtIu1Jtou1Jt:2N2I8TCqN

MD5: C3406BB6CB4295627B8E2EAD7706E75B

SHA1: CD0742947A5DEEC8AC4D1C6DAADDF3A4FAC50B81

SHA-256: 47378EC4FC900DA14B98988910B497AA04E46A996C68B45AFEBE759E2A0C7C8A

SHA-512: 0EAACC4F28D1910029C00452D552F645DEF51DC0A05ADAD2703B87E16EF50CC4FE80013C49B01F0CC654C340D6FCCD35FAD8C2171EDC158CA4686DA6FA7FC
D8F

Malicious: false

Reputation: low

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 4202496

Entropy (8bit): 0.11351582533464723

Encrypted: false

SSDEEP: 384:HL/dR5bfJtuBVNSJtR0CrOlAsW2IXE05mZR81GW+ojFloajx:HL/1fJtQDSJtRhrOlAsQ35mHIW6

MD5: 326CDD063618718A75B8FAAC85826CF0

SHA1: AF4EB08EDB1F691E38C7D43DA43507BC1A2501FE

SHA-256: 3230FE08AAF0A2F2A93EF65FA150C5A5F657D063D2FF34EF4B75044E90208CFE

SHA-512: DA1449ECA8DEE4B63E8B3DBA449306E5A2BC5D0457EC144598B83A421F510870F783534FB93F563973520BBA5EBE4D1AD8EBEC7E6A8E9A59C7B2F07F1B3281
50

Malicious: false

Reputation: low

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 20480

Entropy (8bit): 1.7947674076794402

Encrypted: false

SSDEEP: 96:dNwc7sZsisZes7GUsv42ogsxNPOIZwWuJms0nsxSs0sgsRszsgslsFbs:ducxIQ27IZwfw

MD5: CC228855319E4B9BBADFE28251FA9AB8

SHA1: 68B068D69AA92164AC3EB2B01C808F5E12751C62

SHA-256: E7EEC6431DBB9E886B9A7B807D1647513CC741B1F854F4A259A2F276A944F2BA

SHA-512: 1148D25708B47EA6CE8B02EBDE8F924022F2E07480A685B04568595C62EAA3617A37C9821770F869A26BDB0937CCFB91097CEF17AD425005D85B23F4F3ACEEB8

Malicious: false

Reputation: low

Preview: SQLite format 3......@  ..........................................................................C....... ..g... .8......................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_2

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cache\data_3

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 4613

Entropy (8bit): 4.252501573995045

Encrypted: false

SSDEEP: 96:34M0gdszayhtErXMeJmAxqGliOroN1cPLQCtu/xG+kdFsl:3ffIhPzQhiMoNmPLxApG+D

MD5: 3D8F1B90EAEC4D8E9B3C99C21E7A125D

SHA1: 3232B0A5563869168CFFA8242D42C6076E3A271B

SHA-256: 48424B2FEA7F87BDCD56EB2AB909BD5B1405F22D047C31BF703912DE3EB12323

SHA-512: A81CA6940AB4BCC4A1D967EDD756DDBEBDFC9533551D793073279B197DEAEDE6FC07789CF47C78EB77089E5D4623CD7AB0E0D93876C7E8448A561B01ECBE4
DB2

Malicious: false

Reputation: low

Preview: SNSS....................................................!.............................................1..,.......$...82607022_15ab_49d8_9627_6203c78be3d1.......................v...........................................
.......................................5..0.......&...{2F4F8386-A58B-4B0C-A17B-2FAAF764E551}..................................................................A...https://www.nmirec.com/b/jY0XXp/?usern
ame=george.kennard@colt.net.......R.e.d.i.r.e.c.t.i.n.g.......,...(....... ...................................h.......`.........................................................h......h....`.......x.......x.........................
..A...h.t.t.p.s.:././.w.w.w...n.m.i.r.e.c...c.o.m./.b./.j.Y.0.X.X.p./.?.u.s.e.r.n.a.m.e.=.g.e.o.r.g.e...k.e.n.n.a.r.d.@.c.o.l.t...n.e.t.......................................8.......0.......8..............?8...
....P.......................................................................h.t.m.l................. .....................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 8

Entropy (8bit): 1.8112781244591325

Encrypted: false

SSDEEP: 3:3Dtn:3h

MD5: 0686D6159557E1162D04C44240103333

SHA1: 053E9DB58E20A67D1E158E407094359BF61D0639

SHA-256: 3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB

SHA-512: 884C0D3594390E2FC0AEAB05460F0783815170C4B57DB749B8AD9CD10741A5604B7A0F979465C4171AD9C14ED56359A4508B4DE58E794550599AAA261120976C

Malicious: false

Reputation: low

Preview: SNSS....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 316

Entropy (8bit): 3.551399022671826

Encrypted: false

SSDEEP: 6:qTCTCTCTCTCTCTCTCTCT5z/t2qoEwhXeLK:qWWWWWWWWWbopXeLK

MD5: BB9B527949692288040DE3359E5585B7

SHA1: ED8DE5C271F6CE7FB8AC8D336D55E0A41A5A4F3E

SHA-256: 5E5BBBE23C2EBA0C5A26A464E1533E5E66A45689C03E743B27665F83DAEFDA18

SHA-512: FF194C05BC1D2A7F224971A93A989D26019F6BC77B1ECD2D3C01650A0FC0A5E2436CB175371A6EBB3262E95A87D4A89D3D465A8236CD4C8FE009F82B7EEA604
B

Malicious: false

Reputation: low

Preview: .f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................i.Wd...............Sgdaefkejpgkiemlaofp
almlakkmbjdnl.declarative_rules.declarativeContent.onPageChanged.[]..F................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Session

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Tabs

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG
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Size (bytes): 322

Entropy (8bit): 5.226376421843116

Encrypted: false

SSDEEP: 6:MWllyq2P923iKKdK8aPrqIFUtqVTWwi/1ZmwYVTWwr8RkwO923iKKdK8amLJ:M+Iv45KkL3FUtu1i/1/01g5L5KkQJ

MD5: 039B4DDDD0C80CC677316F47A9A00159

SHA1: 8F284A1E284A3894DCC037ED63E67BEC3805B58E

SHA-256: 8DC0DCF719091EF2869AFD1C4CB720424134C3D95843FD89E46EBB88AB9B8A97

SHA-512: 7E7E1188B9D4D0D4EB054A7D065E8E8793F52BCDD5AD9952302D8A3CF7CBDF1F72D351B0EB60E9062D6001AA8985DAA35DDD1AC9BF09D8848BE50C38D1845
A56

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:33.527 1794 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2022/01/28-1
5:30:33.536 1794 Recovering log #3.2022/01/28-15:30:33.538 1794 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension 
Rules/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 322

Entropy (8bit): 5.226376421843116

Encrypted: false

SSDEEP: 6:MWllyq2P923iKKdK8aPrqIFUtqVTWwi/1ZmwYVTWwr8RkwO923iKKdK8amLJ:M+Iv45KkL3FUtu1i/1/01g5L5KkQJ

MD5: 039B4DDDD0C80CC677316F47A9A00159

SHA1: 8F284A1E284A3894DCC037ED63E67BEC3805B58E

SHA-256: 8DC0DCF719091EF2869AFD1C4CB720424134C3D95843FD89E46EBB88AB9B8A97

SHA-512: 7E7E1188B9D4D0D4EB054A7D065E8E8793F52BCDD5AD9952302D8A3CF7CBDF1F72D351B0EB60E9062D6001AA8985DAA35DDD1AC9BF09D8848BE50C38D1845
A56

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:33.527 1794 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2022/01/28-1
5:30:33.536 1794 Recovering log #3.2022/01/28-15:30:33.538 1794 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension 
Rules/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1425

Entropy (8bit): 1.8784775129881184

Encrypted: false

SSDEEP: 12:qWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWW7:

MD5: 763F7DC0C355624843438D92927ACD06

SHA1: E6DF45862B8D4F2DD538BEAD4A0288EACAB3AED6

SHA-256: B2394571D88A272B80731B23A88DB6D0490A241D4A0958C2C468C42ECF6E5DC1

SHA-512: 58A9E61B4E6304AA2030B0335B93EA0522F68C528AE34E3101E566CF9453CDB767CCB005A003BCD3D0248B6836BE37752692AEF0C443DC416E91D26BF8FC866
A

Malicious: false

Reputation: low

Preview: .f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.
5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5..
..............f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5.....
...........f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5................f.5........

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 319

Entropy (8bit): 5.130437716587856

Encrypted: false

SSDEEP: 6:MWKP8N+q2P923iKKdK8NIFUtqVTWKJ70ZmwYVTWKs2tVkwO923iKKdK8+eLJ:Mfv45KkpFUtuj70/0K25L5KkqJ

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG.old. (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG
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MD5: E671A74AB02DDACDAC44D40B8CBFC958

SHA1: 3D44D353E881C1CF0AE0E2728BFB6E2387A2E6E3

SHA-256: AB736FE2085158DC3B34C8F70728CC541C66CC0140C66957128EA4A290E26C9B

SHA-512: B970D46ECE961487000E4F7BBFAD3B592274EC548014C6931493C1DE0C0A52AD4FD65D3D02EAC56CF46546937F1A3234A78DFD3DE49F57FA40337D88CF202821

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:35.013 de8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2022/01/28-15
:30:35.015 de8 Recovering log #3.2022/01/28-15:30:35.018 de8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/000003.
log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 319

Entropy (8bit): 5.130437716587856

Encrypted: false

SSDEEP: 6:MWKP8N+q2P923iKKdK8NIFUtqVTWKJ70ZmwYVTWKs2tVkwO923iKKdK8+eLJ:Mfv45KkpFUtuj70/0K25L5KkqJ

MD5: E671A74AB02DDACDAC44D40B8CBFC958

SHA1: 3D44D353E881C1CF0AE0E2728BFB6E2387A2E6E3

SHA-256: AB736FE2085158DC3B34C8F70728CC541C66CC0140C66957128EA4A290E26C9B

SHA-512: B970D46ECE961487000E4F7BBFAD3B592274EC548014C6931493C1DE0C0A52AD4FD65D3D02EAC56CF46546937F1A3234A78DFD3DE49F57FA40337D88CF202821

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:35.013 de8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2022/01/28-15
:30:35.015 de8 Recovering log #3.2022/01/28-15:30:35.018 de8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/000003.
log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 11217

Entropy (8bit): 6.069602775336632

Encrypted: false

SSDEEP: 192:GbylJnlTwGB7V9Hne4qasKxXItmLG48gcLg/PkI:Gb+nldByaFx4toj8VEPT

MD5: 90F880064A42B29CCFF51FE5425BF1A3

SHA1: 6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF

SHA-256: 965203D541E442C107DBC6D5B395168123D0397559774BEAE4E5B9ABC44EF268

SHA-512: D9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0E59A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F3

Malicious: false

Reputation: low

Preview: {"file_hashes":[{"block_hashes":["A+1PYW3V6CJbBuQ7aqrgYhyH3bT8PKyBXp3hN2slpI0=","WSOpQRkYTHjPSlG9Zif2a7TNhy43NDcG1Zg5Nv0UbH0=","jDctR8ImG5KZ
rQKm4kDjUB7FokSJfjo/pmvFowRVlaY=","LPxhhJiuU0lprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By96AkKXALRM+C0Eu11XUjPiMXEKjiCPdtHE=","w
ifibc1QfMBN2jrtUtLgsCefvuceTpAatmLvul11RJA=","dHjWlSIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLN0CFL/ADaEeTI=","
DpjXcO85FFFY9KJFPkGNfFUtdQIOsGwO5jUckiUwY14=","gqid6l1+mk/6yWgUECRofI9lMipXgXh2jEN2+CxmPE0=","prDB91X2Mmfg/M/txVMITWBmEGbOGjqBTP7C
MjYqdHs=","yLPAqV4gqoyS/zFkEt3Cn2j0q2v9QOSthVFfWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO1IJdn/UtbnAmq6T0=","+oOc6ca+ChKUpTu+oa2ZRxRE+
wG3QJmuYWEvYCs40NI=","3mBGNAiRlTANEQkqzU3TEi+5wJ0ubR5uwtS4/9OOM7w=","1A9NNawxuhu95H5eThvf1rewJ4QQWhhPNxJXO1C/n68=","E3vW
LQxzmj+e5QxYbUscllJ5n0ITpw5JBHV1Kph3/KM=","i3I8ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSlLPhrtu0hGYrHn3llsMHqBbi70gkIjEE=","rhl
zuEvv2KRAFMms896xFwkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRb0VZrY34aVXF3Fftxs

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 38

Entropy (8bit): 1.8784775129881184

Encrypted: false

SSDEEP: 3:FQxlXNQxlX:qTCT

MD5: 51A2CBB807F5085530DEC18E45CB8569

SHA1: 7AD88CD3DE5844C7FC269C4500228A630016AB5B

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG.oldMP (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput

ed_hashes.json

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log
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SHA-256: 1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC

SHA-512: B643A8FA75EDA90C89AB98F79D4D022BB81F1F62F50ED4E5440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DF

Malicious: false

Reputation: low

Preview: .f.5................f.5...............

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 374

Entropy (8bit): 5.222653175333038

Encrypted: false

SSDEEP: 6:MWuz4q2P923iKKdK25+Xqx8chI+IFUtqVTWJNNJZmwYVTWJykDkwO923iKKdK25N:MLz4v45KkTXfchI3FUtuAnJ/0AykD5Lk

MD5: 226DB4572A3FF3F6D20EA5064B77A34D

SHA1: 185B1C9CDAF48EE9ECA20EFD1E1C262C99B174F2

SHA-256: FF749581FDB5EDD671E2318AEF24528AFE58195796114C1159F8BAE5923D84EF

SHA-512: 0A4DC783DA43D4A6A194A862B0B0CBCF989BA1C696CC37340B4E26595B39BF8008868C120ABB1D78B541B64BA2B2F45F65187C94A0F8056C3B5642B0C0B5B03
7

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:37.915 1060 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2022/01/28-15:30:38.078 1060 Recovering log #3.2022/01/28-15:30:38.083 1060 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 374

Entropy (8bit): 5.222653175333038

Encrypted: false

SSDEEP: 6:MWuz4q2P923iKKdK25+Xqx8chI+IFUtqVTWJNNJZmwYVTWJykDkwO923iKKdK25N:MLz4v45KkTXfchI3FUtuAnJ/0AykD5Lk

MD5: 226DB4572A3FF3F6D20EA5064B77A34D

SHA1: 185B1C9CDAF48EE9ECA20EFD1E1C262C99B174F2

SHA-256: FF749581FDB5EDD671E2318AEF24528AFE58195796114C1159F8BAE5923D84EF

SHA-512: 0A4DC783DA43D4A6A194A862B0B0CBCF989BA1C696CC37340B4E26595B39BF8008868C120ABB1D78B541B64BA2B2F45F65187C94A0F8056C3B5642B0C0B5B03
7

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:37.915 1060 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2022/01/28-15:30:38.078 1060 Recovering log #3.2022/01/28-15:30:38.083 1060 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 360

Entropy (8bit): 5.2131689682208515

Encrypted: false

SSDEEP: 6:MWqK4q2P923iKKdK25+XuoIFUtqVTWmKJZmwYVTWLNDkwO923iKKdK25+XuxWLJ:MZK4v45KkTXYFUtuVKJ/0aND5L5KkTXp

MD5: DCA9B6765D2F9170C3FD298E56A5220A

SHA1: EF0C9E964476CE6398FC7CF2C6F713D415A5C352

SHA-256: 03C2A98CACCF4CD8F299434FEF20B1AF2A7F145270BF3D1A75B8D358A2C3FB75

SHA-512: D64C5F30A83E12CE2C325FB1E621AD6E91A9AF7568BBCA49BBEC8AF775D304113A5AE765C7207A17CCF843C807EDDBEFBDE9FD3DF440A06E245F4A05DF110
00C

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG
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Preview: 2022/01/28-15:30:37.855 1060 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-
000001.2022/01/28-15:30:37.859 1060 Recovering log #3.2022/01/28-15:30:37.864 1060 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data
\Default\Feature Engagement Tracker\EventDB/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 360

Entropy (8bit): 5.2131689682208515

Encrypted: false

SSDEEP: 6:MWqK4q2P923iKKdK25+XuoIFUtqVTWmKJZmwYVTWLNDkwO923iKKdK25+XuxWLJ:MZK4v45KkTXYFUtuVKJ/0aND5L5KkTXp

MD5: DCA9B6765D2F9170C3FD298E56A5220A

SHA1: EF0C9E964476CE6398FC7CF2C6F713D415A5C352

SHA-256: 03C2A98CACCF4CD8F299434FEF20B1AF2A7F145270BF3D1A75B8D358A2C3FB75

SHA-512: D64C5F30A83E12CE2C325FB1E621AD6E91A9AF7568BBCA49BBEC8AF775D304113A5AE765C7207A17CCF843C807EDDBEFBDE9FD3DF440A06E245F4A05DF110
00C

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:37.855 1060 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-
000001.2022/01/28-15:30:37.859 1060 Recovering log #3.2022/01/28-15:30:37.864 1060 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data
\Default\Feature Engagement Tracker\EventDB/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 332

Entropy (8bit): 5.220027337094176

Encrypted: false

SSDEEP: 6:MW1N4q2P923iKKdKWT5g1IdqIFUtqVTWgJZmwYVTWNxDkwO923iKKdKWT5g1I3Ud:MK4v45Kkg5gSRFUtuRJ/02xD5L5Kkg5i

MD5: 7F496EEB74F93A9296602720F55AB752

SHA1: E776487CCE95C1DBA3BCF4BD8B69C566BF2997DA

SHA-256: C605D8AC4AB568B54EB01AACEDB2056A764E554A97AF73E308BD41015548BD09

SHA-512: 79DAAAE51ABC940626FF31BA8FB51D1F747C4048374CA19EA34CB768DFB5F08DEBF5A434BD42F1F2E66F456DAB0CC61AED31F5CB79B9979103A242CB594AF
001

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:37.578 1060 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption/MANIFEST-000001.2022/01
/28-15:30:37.579 1060 Recovering log #3.2022/01/28-15:30:37.581 1060 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM S
tore\Encryption/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 332

Entropy (8bit): 5.220027337094176

Encrypted: false

SSDEEP: 6:MW1N4q2P923iKKdKWT5g1IdqIFUtqVTWgJZmwYVTWNxDkwO923iKKdKWT5g1I3Ud:MK4v45Kkg5gSRFUtuRJ/02xD5L5Kkg5i

MD5: 7F496EEB74F93A9296602720F55AB752

SHA1: E776487CCE95C1DBA3BCF4BD8B69C566BF2997DA

SHA-256: C605D8AC4AB568B54EB01AACEDB2056A764E554A97AF73E308BD41015548BD09

SHA-512: 79DAAAE51ABC940626FF31BA8FB51D1F747C4048374CA19EA34CB768DFB5F08DEBF5A434BD42F1F2E66F456DAB0CC61AED31F5CB79B9979103A242CB594AF
001

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:37.578 1060 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption/MANIFEST-000001.2022/01
/28-15:30:37.579 1060 Recovering log #3.2022/01/28-15:30:37.581 1060 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM S
tore\Encryption/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG.old (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG.old (copy)
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 118784

Entropy (8bit): 0.7223397865209514

Encrypted: false

SSDEEP: 192:FyzQN2W+bDo3irhnydVj3XBBE3uHU7zQt:EjU3iVy/BBE3uHU7G

MD5: CE3D872E53D655E7B39571E150D6F1F7

SHA1: A3C614A8303740B314F73EEA8D901542C977C070

SHA-256: D986E9EA9404C736DA7ECB6208897E5C52C9C34F29A80311BAE9E71BA61741DF

SHA-512: AF724BF72289ABC9780987AE75DB585606CDD2B57078D734A4B542B841DE67C85196AC2283F6F0F3D29459B8BBD98A18911DD7F645F70DBD0AA511A34B718CE
D

Malicious: false

Reputation: low

Preview: SQLite format 3......@  ..........................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1383

Entropy (8bit): 5.724230329972234

Encrypted: false

SSDEEP: 24:pD9eHMTBM1QCUVf/6J/B62j3zU82wFy30wAqg2+yUY0IJy:92MTa1TUhYJ5j3g8TyMdylRy

MD5: BDA1CD5110FC138E151C84D5CE13C965

SHA1: 7DF8BA84AC98BB0DB27229EBEBB68DA063B3164D

SHA-256: 3A380AE002D5EB314967EEED5D645C69487B0554DEE68756502190C76A79C041

SHA-512: 0065E16018C1C9489B1D8A7FF9D771ECE97C897AF80916C887A44A168F055A863608DFF669F6DAC11B0EE29EB11A412ED1413E44AEBAA9FBB23427857E8CAF2
1

Malicious: false

Reputation: low

Preview: ............"......b..colt..com..george..https..jy0xxp..kennard..net..nmirec..redirecting..username..www..djdjdjmcscmums..http..saksipazari.._..wildcard*........_......b......colt.
.....com......djdjdjmcscmums......george......http......https......jy0xxp......kennard......net......nmirec......redirecting......saksipazari......username......wildcard......www..2.........
0........_........a...........b........c.............d...........e.............g.........h.........i...........j.........k.........l.........m...........n............o..........p...........r..............s...........t............u.........w.........x
........y........z...:.......................................................................................................................................................................................B.....s...... .......*Ahttps://www.nmirec.com
/b/jY0XXp/?username=george.kennard@colt.net2.Redirecting...:................q...... .....*?http://djdjdjmcscmums.saksipazari

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 8720

Entropy (8bit): 0.21972164147055817

Encrypted: false

SSDEEP: 3:48u/G93lljq7A/mhWJFuQ3yy7IOWUItwtdweytllrE9SFcTp4AGZVV9RUIP/:4X0s75fOqtQd0Xi99pG/d/

MD5: 511526988401EC715E74BAAC4F1CFD36

SHA1: 0DCAA3867543415073A77FE102755E21D250B073

SHA-256: 21D1871ADA32233302312E7D2CCA78EFC94D727FC71989D5692DC8CB6F1CEFC3

SHA-512: 765A7EEA9E18E212F564C6F9E4CBECC59026C8FECD7BCD64AB60156F9FDACC31F7260BE12555D0177C049672D47BE1EDDF6DDDAC9DDD23497DE8B3DF9C58
9646

Malicious: false

Reputation: low

Preview: ..............Y...............................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History-journal

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Last Session.. (copy)
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 4613

Entropy (8bit): 4.252501573995045

Encrypted: false

SSDEEP: 96:34M0gdszayhtErXMeJmAxqGliOroN1cPLQCtu/xG+kdFsl:3ffIhPzQhiMoNmPLxApG+D

MD5: 3D8F1B90EAEC4D8E9B3C99C21E7A125D

SHA1: 3232B0A5563869168CFFA8242D42C6076E3A271B

SHA-256: 48424B2FEA7F87BDCD56EB2AB909BD5B1405F22D047C31BF703912DE3EB12323

SHA-512: A81CA6940AB4BCC4A1D967EDD756DDBEBDFC9533551D793073279B197DEAEDE6FC07789CF47C78EB77089E5D4623CD7AB0E0D93876C7E8448A561B01ECBE4
DB2

Malicious: false

Reputation: low

Preview: SNSS....................................................!.............................................1..,.......$...82607022_15ab_49d8_9627_6203c78be3d1.......................v...........................................
.......................................5..0.......&...{2F4F8386-A58B-4B0C-A17B-2FAAF764E551}..................................................................A...https://www.nmirec.com/b/jY0XXp/?usern
ame=george.kennard@colt.net.......R.e.d.i.r.e.c.t.i.n.g.......,...(....... ...................................h.......`.........................................................h......h....`.......x.......x.........................
..A...h.t.t.p.s.:././.w.w.w...n.m.i.r.e.c...c.o.m./.b./.j.Y.0.X.X.p./.?.u.s.e.r.n.a.m.e.=.g.e.o.r.g.e...k.e.n.n.a.r.d.@.c.o.l.t...n.e.t.......................................8.......0.......8..............?8...
....P.......................................................................h.t.m.l................. .....................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 8

Entropy (8bit): 1.8112781244591325

Encrypted: false

SSDEEP: 3:3Dtn:3h

MD5: 0686D6159557E1162D04C44240103333

SHA1: 053E9DB58E20A67D1E158E407094359BF61D0639

SHA-256: 3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB

SHA-512: 884C0D3594390E2FC0AEAB05460F0783815170C4B57DB749B8AD9CD10741A5604B7A0F979465C4171AD9C14ED56359A4508B4DE58E794550599AAA261120976C

Malicious: false

Reputation: low

Preview: SNSS....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 331

Entropy (8bit): 5.206899456306137

Encrypted: false

SSDEEP: 6:MWbgXt+q2P923iKKdK8a2jMGIFUtqVTWbA9jZZmwYVTWbK9jNVkwO923iKKdK8as:MNXov45Kk8EFUtuX99/0njz5L5Kk8bJ

MD5: 3D3BCD22C3250D4428342734E8786105

SHA1: 34BFDA06DF57277EEC348BE5B28C68C2F3E8219F

SHA-256: 891C86985DD0E9B335537F46597C79A6669750EDABE99918614AE8B73A69F282

SHA-512: 72F534B00D89F14168664E83F2E5DAFA0793487A518B65417A9885B85CD2B03B285A743E719DFE3C2CC812E5CB8B7DEDAE90524F6CC67818B2EC00CCE841502
E

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:32.944 b68 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2022/01
/28-15:30:32.953 b68 Recovering log #3.2022/01/28-15:30:32.959 b68 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\lev
eldb/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 331

Entropy (8bit): 5.206899456306137

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Last Tabs (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\LOG.old (copy)
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Encrypted: false

SSDEEP: 6:MWbgXt+q2P923iKKdK8a2jMGIFUtqVTWbA9jZZmwYVTWbK9jNVkwO923iKKdK8as:MNXov45Kk8EFUtuX99/0njz5L5Kk8bJ

MD5: 3D3BCD22C3250D4428342734E8786105

SHA1: 34BFDA06DF57277EEC348BE5B28C68C2F3E8219F

SHA-256: 891C86985DD0E9B335537F46597C79A6669750EDABE99918614AE8B73A69F282

SHA-512: 72F534B00D89F14168664E83F2E5DAFA0793487A518B65417A9885B85CD2B03B285A743E719DFE3C2CC812E5CB8B7DEDAE90524F6CC67818B2EC00CCE841502
E

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:32.944 b68 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2022/01
/28-15:30:32.953 b68 Recovering log #3.2022/01/28-15:30:32.959 b68 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\lev
eldb/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 36864

Entropy (8bit): 0.5407959968087458

Encrypted: false

SSDEEP: 96:POqAuhjspnWOv8sKsUWsEnszsKslsvx5sU:n1yK

MD5: 1E64DB9B370C42F2022F165993F63520

SHA1: E89F76B334D34D1C47EBECC90D70E1759ACF22A4

SHA-256: 1A7A995E309F1D259318FD3B901AD4C75249BB89508CAB940E12DA8E4B3FD80F

SHA-512: E5C7EB9764D9CCDD22327085E766A2D222006971A9DC9E4A7604CDBE98FF9395C84BD37A7402FC393B90EBC42988B67839FEB17FF2ADCADDDCF105B3EAA333
14

Malicious: false

Reputation: low

Preview: SQLite format 3......@  ..........................................................................C.......,......\.t.+.>...,..............................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2693

Entropy (8bit): 4.871599185186076

Encrypted: false

SSDEEP: 48:YXs2MHRzsoMHT5s0MHyKsTMHksrDys4Csb7synWsQItFsym6zs6zMHWLsZMH5YhV:+GDGTHGmGHDW1/nOIbmOGlGGhVD

MD5: 829D5654ADF098AD43036E24C47F2A94

SHA1: 506C8BA397509BA0357787950C538C1879047DF3

SHA-256: 4D0B852D18FCA5C1A712904CF6DB3811FB905E86D8A7508A2D42F9C8D68E2211

SHA-512: D9B18E6B0AD1E8E4BECF9E84BBE30D64730CFEC2CBEAF96D5DF52E28B907B03EADF22F020FBE0A56D137A52F4F09798031BC6CA026CFA8A979A608B3445DB
CAA

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600883925","port":443,"protocol_str":"quic"}],"isolation":
[],"network_stats":{"srtt":40156},"server":"https://www.googleapis.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324854
2628822803","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":30856},"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{
"advertised_versions":[],"expiration":"13248542600893104","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":25300},"server":"https://clients2.goog
leusercontent.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600872791","port":443,"protocol_str":"quic"}],"isolation":
[],"network_stats":{"srtt":34789},"server":"https://clients2.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"exp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 336

Entropy (8bit): 5.210048083509586

Encrypted: false

SSDEEP: 6:MWovq2P923iKKdKgXz4rRIFUtqVTW07RXZmwYVTW0kkwO923iKKdKgXz4q8LJ:Mpv45KkgXiuFUtuxh/0xk5L5KkgX2J

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Action Predictor

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG
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MD5: 4E70E2049353C5ACCAB839FFA095E055

SHA1: AB1F0DBAF8CFB77B6B9CF7D7FCD2FAAFE7445D09

SHA-256: 1A9D523A8A859A95E2DB72747790E1B2F71DD11DCE4E89CC1D0F97B67B067778

SHA-512: 60E5C766ABB3979127D60813493EF6F31F26906F61D30610AF77B847F8E02AD1AC4FAB5A8B9E78F0B0E9D00494EAABCE2AB9BFF1A55320862EACC0D25433B03
9

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:33.567 17c4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2022/
01/28-15:30:33.571 17c4 Recovering log #3.2022/01/28-15:30:33.572 17c4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform 
Notifications/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 336

Entropy (8bit): 5.210048083509586

Encrypted: false

SSDEEP: 6:MWovq2P923iKKdKgXz4rRIFUtqVTW07RXZmwYVTW0kkwO923iKKdKgXz4q8LJ:Mpv45KkgXiuFUtuxh/0xk5L5KkgX2J

MD5: 4E70E2049353C5ACCAB839FFA095E055

SHA1: AB1F0DBAF8CFB77B6B9CF7D7FCD2FAAFE7445D09

SHA-256: 1A9D523A8A859A95E2DB72747790E1B2F71DD11DCE4E89CC1D0F97B67B067778

SHA-512: 60E5C766ABB3979127D60813493EF6F31F26906F61D30610AF77B847F8E02AD1AC4FAB5A8B9E78F0B0E9D00494EAABCE2AB9BFF1A55320862EACC0D25433B03
9

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:33.567 17c4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2022/
01/28-15:30:33.571 17c4 Recovering log #3.2022/01/28-15:30:33.572 17c4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform 
Notifications/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5671

Entropy (8bit): 5.0036944614316585

Encrypted: false

SSDEEP: 96:nBrt509pSKIhIk0JCtsSRyRmYRWL8QkqI119bOTQVuwn:nBrI9pS3C4FscYYNkJV

MD5: 1753F2D784BF0B89EF1412211CB68252

SHA1: CE6C1B205F22E36EE44324101971C6CDAF5685BF

SHA-256: AFFB22D7876B1DF1061812F24D157D0253F52813B22C7626CF25590CD3FD41EC

SHA-512: C4DF9E84EA08FF88A06C9AD06946CE38B97A66A43CD9D966BE2BF5D83FF988F022F22C24AB60E19D3D30F0E42562F190C61E0FFBAC03713049EB32EFAECD2B
F4

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13287886233482477","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: modified

Size (bytes): 36864

Entropy (8bit): 0.6884569574077092

Encrypted: false

SSDEEP: 48:TUIopK2rJNVr1GJmm8pF82phrJNVrdHX/cjrJN2yJ1n4n1GmhGU1cEBAsKtas6Yu:wIElwQF8mpcSasAsKtasNs6sUsdzsI

MD5: 64E06C283077E9AEA73CD7C523E15B32

SHA1: 7160E65921E6E32C124A388427674295C2D73433

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG.old (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences\ (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL
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SHA-256: 3975A21DBD59C1BAEEB2266D6880DB8612E0D1D23892699E8074C9B2BF699720

SHA-512: 938D9C8851514D7365FAFA2EDAFE3B01CB705D6A41F3D7090F1C47141DDFE3F3283CC998F2EBD558BB0B41B6F1B2F5B05F4AEBC4027563ABB5BFA541FF8919
14

Malicious: false

Reputation: low

Preview: SQLite format 3......@  ..........................................................................C..........g...^.........j..............................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17091

Entropy (8bit): 5.583605076894547

Encrypted: false

SSDEEP: 384:wN5PtjLl5tXd1kXqKf/pUZNCgVLH2HfDHrUozY9x4j:yLl/d1kXqKf/pUZNCgVLH2HfTrU+KxY

MD5: 5ACCD226022EC10E6840E5F35B07AF6C

SHA1: 5FB7C04AB2049E1BF92B79C1C7C91DCC027403AB

SHA-256: 7E66220CB5381939DD3942FFCD095F13C55C91B43D0940380905C2C097DEB696

SHA-512: BE6FD122E065D4CC98456950163EF6B1E35FC0EEEE8B056FBEE3A0775F556C566A3E2EF9E576EABA16952F66A671E55531AA86765DFD27BE5C114BA328C283
F0

Malicious: false

Reputation: low

Preview: {"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287886232911598","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17092

Entropy (8bit): 5.58345399517924

Encrypted: false

SSDEEP: 384:wN5Pt2Ll5tXd1kXqKf/pUZNCgVLH2HfDHrUozX9x4Ld:RLl/d1kXqKf/pUZNCgVLH2HfTrU+Nxi

MD5: 7386F7753B2C1D1D25940C57D7E23F48

SHA1: BF791625600E5AC34892EE781CAF5006AFFBC7D7

SHA-256: 8E4FF85B6D84E368C88756BAC0DE14616531EEFF48A6010B43E647637EF4A65C

SHA-512: 585F6C5E36A251CAD54FFA7BDBE1B28D4E63303D7029F73E2509AA7EC25FF9247F453B637CB2C7F91345E148E745679371AC7833F9E40BD0356F86C7D638298B

Malicious: false

Reputation: low

Preview: {"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287886232911598","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 346

Entropy (8bit): 2.5144888658965625

Encrypted: false

SSDEEP: 6:S85aEFljljljljljljljljljljljljljljljl:S+a8ljljljljljljljljljljljljljl3

MD5: 99EB4F3410780D4F7C9F432F5CC23F74

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences.t (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\000003.log
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SHA1: 186C87877609C9F2B5F44BBC3F9EECE2E096F842

SHA-256: F6644A9BB1515338C075E4566E5A4862E68CEC526012120AB1269A36C1F2855A

SHA-512: 986ED64FA359668606A5E6B7528D9244CD0093097A8F8B701A8108DE20D7F7CB09BEFCBB5653CFE1A0C32813020B5646A278CAB9E4D5DE2F2E40DD2492037C3
F

Malicious: false

Reputation: low

Preview: *...#................version.1..namespace-..&f.................&f.................&f.................&f.................&f.................&f.................&f.................&f.................&f.................&f.............
....&f.................&f.................&f.................&f.................&f.................&f...............

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 319

Entropy (8bit): 5.141410985645175

Encrypted: false

SSDEEP: 6:MWpj+q2P923iKKdKrQMxIFUtqVTWnUWZmwYVTWnjVkwO923iKKdKrQMFLJ:M0j+v45KkCFUtu4/0IV5L5KktJ

MD5: F8DE5983EB4F03D8983E4F87E50CEF1F

SHA1: DD09DF85CEACBF754D8BEA82867CDE17C0707CD1

SHA-256: DAC40F17A83B5C446B8C63F483D8AACB6E8C04D5053A959492513155D0B723C8

SHA-512: 22C0C7B8E12702E47D0BAE16318EE549659456D71E2971DB4E9D6904B22B984FE56C64CDBF8A59BD44086DE2878C9A96A29671A4950C22C5E6D6DD549019249F

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:33.476 e0c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage/MANIFEST-000001.2022/01/28-15
:30:33.478 e0c Recovering log #3.2022/01/28-15:30:33.478 e0c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Stora
ge/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 319

Entropy (8bit): 5.141410985645175

Encrypted: false

SSDEEP: 6:MWpj+q2P923iKKdKrQMxIFUtqVTWnUWZmwYVTWnjVkwO923iKKdKrQMFLJ:M0j+v45KkCFUtu4/0IV5L5KktJ

MD5: F8DE5983EB4F03D8983E4F87E50CEF1F

SHA1: DD09DF85CEACBF754D8BEA82867CDE17C0707CD1

SHA-256: DAC40F17A83B5C446B8C63F483D8AACB6E8C04D5053A959492513155D0B723C8

SHA-512: 22C0C7B8E12702E47D0BAE16318EE549659456D71E2971DB4E9D6904B22B984FE56C64CDBF8A59BD44086DE2878C9A96A29671A4950C22C5E6D6DD549019249F

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:33.476 e0c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage/MANIFEST-000001.2022/01/28-15
:30:33.478 e0c Recovering log #3.2022/01/28-15:30:33.478 e0c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Stora
ge/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 347

Entropy (8bit): 5.158386414739187

Encrypted: false

SSDEEP: 6:MWbmLHN+q2P923iKKdK7Uh2ghZIFUtqVTWbK7eZZmwYVTWbiu3VkwO923iKKdK7w:Mnov45KkIhHh2FUtu4Z/0q5L5KkIhHLJ

MD5: 1FF9E1ACB81A3A873E2C065CE32D53DE

SHA1: 3197FECE13F77F4343DE6961881C312395486347

SHA-256: DBDBA88ED96ED95A4324740583B401A7C2DE36947729CB73B97E35AB3D70F099

SHA-512: A99F21945B8D16160FC4B116A14DBC0A9957D20C43AF723BE0811A24C39673AA3A04073E44FEF329972652A6A16DA7B6AF9288242D3A555A170C383306EBECF3

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG.oldMP (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG
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Preview: 2022/01/28-15:30:32.929 dc8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database/MANIFEST-000001
.2022/01/28-15:30:32.959 dc8 Recovering log #3.2022/01/28-15:30:32.962 dc8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site 
Characteristics Database/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 347

Entropy (8bit): 5.158386414739187

Encrypted: false

SSDEEP: 6:MWbmLHN+q2P923iKKdK7Uh2ghZIFUtqVTWbK7eZZmwYVTWbiu3VkwO923iKKdK7w:Mnov45KkIhHh2FUtu4Z/0q5L5KkIhHLJ

MD5: 1FF9E1ACB81A3A873E2C065CE32D53DE

SHA1: 3197FECE13F77F4343DE6961881C312395486347

SHA-256: DBDBA88ED96ED95A4324740583B401A7C2DE36947729CB73B97E35AB3D70F099

SHA-512: A99F21945B8D16160FC4B116A14DBC0A9957D20C43AF723BE0811A24C39673AA3A04073E44FEF329972652A6A16DA7B6AF9288242D3A555A170C383306EBECF3

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:32.929 dc8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database/MANIFEST-000001
.2022/01/28-15:30:32.959 dc8 Recovering log #3.2022/01/28-15:30:32.962 dc8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site 
Characteristics Database/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898
D58

Malicious: false

Reputation: low

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 432

Entropy (8bit): 5.280569410498366

Encrypted: false

SSDEEP: 6:MWadgjyq2P923iKKdKusNpV/2jMGIFUtqVTWYe/1ZmwYVTWYepRkwO923iKKdKux:MRdgOv45KkFFUtui/1/0iP5L5KkOJ

MD5: F13199A1279557EE666CBEB83BB93334

SHA1: CB07E289F9A1C2ABA87F83209046F267010DB9A5

SHA-256: 4EBF5C35EBADD44380E53E4C240128956E239BB2E7D90BE7B3663EE0816541DC

SHA-512: B16B69882E06C6A166AE9BB19617907FCABC1B897EB628386C104A76C3068286E91A98AF7FB53398BC4464AE858FC274B7F6F2E388ABB2EB06FD0A434300EDB
2

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:33.491 1794 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Local Storage\leveldb/MANIFEST-000001.2022/01/28-15:30:33.493 1794 Recovering log #3.2022/01/28-15:30:33.493 1794 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG.old (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb\LOG
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 432

Entropy (8bit): 5.280569410498366

Encrypted: false

SSDEEP: 6:MWadgjyq2P923iKKdKusNpV/2jMGIFUtqVTWYe/1ZmwYVTWYepRkwO923iKKdKux:MRdgOv45KkFFUtui/1/0iP5L5KkOJ

MD5: F13199A1279557EE666CBEB83BB93334

SHA1: CB07E289F9A1C2ABA87F83209046F267010DB9A5

SHA-256: 4EBF5C35EBADD44380E53E4C240128956E239BB2E7D90BE7B3663EE0816541DC

SHA-512: B16B69882E06C6A166AE9BB19617907FCABC1B897EB628386C104A76C3068286E91A98AF7FB53398BC4464AE858FC274B7F6F2E388ABB2EB06FD0A434300EDB
2

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:33.491 1794 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Local Storage\leveldb/MANIFEST-000001.2022/01/28-15:30:33.493 1794 Recovering log #3.2022/01/28-15:30:33.493 1794 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit): 4.956993026220225

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5rAcJksDHF4R8HLJ2AVQBR70S7PMVKJw1K3KnMRK3VY:YHO8sdVAsBdLJlyH7E4f3K33y

MD5: 0C03D530AC97788D62D27B2802C34D83

SHA1: 20F78B6B32D98FA52846C70DF78E4E5CEF663E2D

SHA-256: 7941FADA9867DAAE08EBC196BAFC6952DD506842C3E7D8FB14DF9D4E402D894B

SHA-512: D5905C124060997A14322D12DECE5C00C63F7174743C740C974D00E88B03F203909CC2AC972B2759E8087B0B10F6306C6E66BF853319B5AC96907F34C8456C80

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248542588505091","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 434

Entropy (8bit): 5.265016741938942

Encrypted: false

SSDEEP: 6:MWZuQvqM+q2P923iKKdKusNpqz4rRIFUtqVTWC5ZmwYVTW0BMVkwO923iKKdKusX:MHg3+v45KkmiuFUtur5/0x6V5L5Kkm2J

MD5: 531F7300C7A8A493C32E128EB5F82B09

SHA1: 1B8CBC786E2CDD66553CEB9F06C90F2A00BE89C0

SHA-256: BB805E7DE4A8857AA675AD0A1F4162FEFC3669ACB1E21C53BF94F10BE780ABB1

SHA-512: 4C8627C204693F39630C63C5F6475F18FF378693FDDD53F7C071B3967563DCF802135119C080F82C740CD03AFA79E92927AB8C6A5DAE24722B23D91BE37DD51A

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:33.566 15ac Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Platform Notifications/MANIFEST-000001.2022/01/28-15:30:33.569 15ac Recovering log #3.2022/01/28-15:30:33.571 15ac Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb

\LOG.old (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State..

(copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notification

s\LOG.oldmW (copy)
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File Type: ASCII text

Category: dropped

Size (bytes): 434

Entropy (8bit): 5.265016741938942

Encrypted: false

SSDEEP: 6:MWZuQvqM+q2P923iKKdKusNpqz4rRIFUtqVTWC5ZmwYVTW0BMVkwO923iKKdKusX:MHg3+v45KkmiuFUtur5/0x6V5L5Kkm2J

MD5: 531F7300C7A8A493C32E128EB5F82B09

SHA1: 1B8CBC786E2CDD66553CEB9F06C90F2A00BE89C0

SHA-256: BB805E7DE4A8857AA675AD0A1F4162FEFC3669ACB1E21C53BF94F10BE780ABB1

SHA-512: 4C8627C204693F39630C63C5F6475F18FF378693FDDD53F7C071B3967563DCF802135119C080F82C740CD03AFA79E92927AB8C6A5DAE24722B23D91BE37DD51A

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:33.566 15ac Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Platform Notifications/MANIFEST-000001.2022/01/28-15:30:33.569 15ac Recovering log #3.2022/01/28-15:30:33.571 15ac Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 80

Entropy (8bit): 3.4921535629071894

Encrypted: false

SSDEEP: 3:S8ltHlS+QUl1ASEGhTFljl:S85aEFljl

MD5: 69449520FD9C139C534E2970342C6BD8

SHA1: 230FE369A09DEF748F8CC23AD70FD19ED8D1B885

SHA-256: 3F2E9648DFDB2DDB8E9D607E8802FEF05AFA447E17733DD3FD6D933E7CA49277

SHA-512: EA34C39AEA13B281A6067DE20AD0CDA84135E70C97DB3CDD59E25E6536B19F7781E5FC0CA4A11C3618D43FC3BD3FBC120DD5C1C47821A248B8AD351F9F4E6
367

Malicious: false

Reputation: low

Preview: *...#................version.1..namespace-..&f.................&f...............

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 417

Entropy (8bit): 5.216593316340249

Encrypted: false

SSDEEP: 6:MW+q2P923iKKdKusNpZQMxIFUtqVTDsAWZmwYVT/iVkwO923iKKdKusNpZQMFLJ:MW+v45KkMFUtuk/0/iV5L5KkTJ

MD5: 923FA07A2997DF3DFAE9957220CDD824

SHA1: 970DD564A17684A6F8CBD680C8CC51E2D6E30DDF

SHA-256: F51800A6C73C8A926A2B6F5BC1C1BA5CD1CC4645ED020619D0B304CC0300DC83

SHA-512: 05F4C8E44CE2D0D9EF1796DE06F462B3B22EB35ECCABD733C42D21249757FA48953EE97B733724715F1D8B7D5A2D1EEF87C46F42E8CFCED935933F5CD3CC7E
BF

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:49.400 e0c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\
def\Session Storage/MANIFEST-000001.2022/01/28-15:30:49.402 e0c Recovering log #3.2022/01/28-15:30:49.404 e0c Reusing old log C:\Users\user\AppData\Lo
cal\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 417

Entropy (8bit): 5.216593316340249

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\00000

3.log

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\LOG.old/i

(copy)

Copyright Joe Security LLC 2022 Page 35 of 138



Encrypted: false

SSDEEP: 6:MW+q2P923iKKdKusNpZQMxIFUtqVTDsAWZmwYVT/iVkwO923iKKdKusNpZQMFLJ:MW+v45KkMFUtuk/0/iV5L5KkTJ

MD5: 923FA07A2997DF3DFAE9957220CDD824

SHA1: 970DD564A17684A6F8CBD680C8CC51E2D6E30DDF

SHA-256: F51800A6C73C8A926A2B6F5BC1C1BA5CD1CC4645ED020619D0B304CC0300DC83

SHA-512: 05F4C8E44CE2D0D9EF1796DE06F462B3B22EB35ECCABD733C42D21249757FA48953EE97B733724715F1D8B7D5A2D1EEF87C46F42E8CFCED935933F5CD3CC7E
BF

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:49.400 e0c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\
def\Session Storage/MANIFEST-000001.2022/01/28-15:30:49.402 e0c Recovering log #3.2022/01/28-15:30:49.404 e0c Reusing old log C:\Users\user\AppData\Lo
cal\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit): 4.956993026220225

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5rAcJksDHF4R8HLJ2AVQBR70S7PMVKJw1K3KnMRK3VY:YHO8sdVAsBdLJlyH7E4f3K33y

MD5: 0C03D530AC97788D62D27B2802C34D83

SHA1: 20F78B6B32D98FA52846C70DF78E4E5CEF663E2D

SHA-256: 7941FADA9867DAAE08EBC196BAFC6952DD506842C3E7D8FB14DF9D4E402D894B

SHA-512: D5905C124060997A14322D12DECE5C00C63F7174743C740C974D00E88B03F203909CC2AC972B2759E8087B0B10F6306C6E66BF853319B5AC96907F34C8456C80

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248542588505091","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit): 4.976576189225149

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5OV/sDHF4R8HLJ2AVQBR70S7PMVKJw1K3KnMRK3VY:YHO8sdysBdLJlyH7E4f3K33y

MD5: 5886A009EB58EE06A16EFD6D1BA9A046

SHA1: A867B5052F3FBB811693DF8CE3FDAA794F2F2E40

SHA-256: 9E3392126DE2D81D019E0AB3E17F20BADD0EC9FBD944BCB7C4DAF449D937D496

SHA-512: D24F30A2E35F903AC10AACC4425C58BECB1C6BE2BA30A3C2B9D9D46CE04914AA71F55B3B16ED89081AD65A7090C77F5DC4A258B7B98D71E6A994D176536FB
B27

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248542597817103","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\a9b0c2f9-5627-4952-948c-

f82e803f1ded.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\9fc0a057-2f30-4d65-8a75-

09f9a08bbbda.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1
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SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898
D58

Malicious: false

Reputation: low

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 432

Entropy (8bit): 5.2145547007793605

Encrypted: false

SSDEEP: 12:MQuRjyv45KkkGHArBFUtuR/0NR5L5KkkGHAryJ:MxRjY45KkkGgPguaNDL5KkkGga

MD5: E1B95E4BA959593BF68176B835DFCA1E

SHA1: 930E9643A7804C62AEED72BF9142F546DC3D9751

SHA-256: F7B849F356AB097F0A819B1FAC910887D2A0F85439606389052B5C14A07DDFD8

SHA-512: 30784DABD0BDA28515E856CA8B53316DEB0056CD5DF1154CE6A131C1D0FD38FC429D995F561805CE17F2BF4F18657FD9C718FFA86C262BC7FE22080DC4CFEB
7C

Malicious: false

Reputation: low

Preview: 2022/01/28-15:31:18.737 15c4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Local Storage\leveldb/MANIFEST-000001.2022/01/28-15:31:18.739 15c4 Recovering log #3.2022/01/28-15:31:18.740 15c4 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Local Storage\leveldb/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 432

Entropy (8bit): 5.2145547007793605

Encrypted: false

SSDEEP: 12:MQuRjyv45KkkGHArBFUtuR/0NR5L5KkkGHAryJ:MxRjY45KkkGgPguaNDL5KkkGga

MD5: E1B95E4BA959593BF68176B835DFCA1E

SHA1: 930E9643A7804C62AEED72BF9142F546DC3D9751

SHA-256: F7B849F356AB097F0A819B1FAC910887D2A0F85439606389052B5C14A07DDFD8

SHA-512: 30784DABD0BDA28515E856CA8B53316DEB0056CD5DF1154CE6A131C1D0FD38FC429D995F561805CE17F2BF4F18657FD9C718FFA86C262BC7FE22080DC4CFEB
7C

Malicious: false

Reputation: low

Preview: 2022/01/28-15:31:18.737 15c4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Local Storage\leveldb/MANIFEST-000001.2022/01/28-15:31:18.739 15c4 Recovering log #3.2022/01/28-15:31:18.740 15c4 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Local Storage\leveldb/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 434

Entropy (8bit): 5.19114033699057

Encrypted: false

SSDEEP: 12:Mg+v45KkkGHArqiuFUtuskm/0skiV5L5KkkGHArq2J:Mp45KkkGgCguskDskEL5KkkGg7

MD5: 8600B0C94E4C7D5292D87146D3D0B222

SHA1: FBD42862A1E75F2C7A40EB13B1D46F48F1FD9A1C

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Local Storage\leveldb

\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Local Storage\leveldb

\LOG.old (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notification

s\LOG
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SHA-256: 5BD2BDE8401033AB69BEA56FC38F54BFE494C8E04D0F839449A3107DA67FB1D4

SHA-512: 42E0F563D6C4BCA7E5657D34C2C5E9065632EE288CCE651CFB7D0D623924F61886ED581136910D07158041435DEE9AC1BFF9145E828F757F8B206D62DB9E2AA6

Malicious: false

Reputation: low

Preview: 2022/01/28-15:31:18.775 182c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Platform Notifications/MANIFEST-000001.2022/01/28-15:31:18.777 182c Recovering log #3.2022/01/28-15:31:18.777 182c Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 434

Entropy (8bit): 5.19114033699057

Encrypted: false

SSDEEP: 12:Mg+v45KkkGHArqiuFUtuskm/0skiV5L5KkkGHArq2J:Mp45KkkGgCguskDskEL5KkkGg7

MD5: 8600B0C94E4C7D5292D87146D3D0B222

SHA1: FBD42862A1E75F2C7A40EB13B1D46F48F1FD9A1C

SHA-256: 5BD2BDE8401033AB69BEA56FC38F54BFE494C8E04D0F839449A3107DA67FB1D4

SHA-512: 42E0F563D6C4BCA7E5657D34C2C5E9065632EE288CCE651CFB7D0D623924F61886ED581136910D07158041435DEE9AC1BFF9145E828F757F8B206D62DB9E2AA6

Malicious: false

Reputation: low

Preview: 2022/01/28-15:31:18.775 182c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Platform Notifications/MANIFEST-000001.2022/01/28-15:31:18.777 182c Recovering log #3.2022/01/28-15:31:18.777 182c Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 420

Entropy (8bit): 5.2001913288362935

Encrypted: false

SSDEEP: 12:M5csVv45KkkGHArAFUtu5csg/05xMI5L5KkkGHArfJ:M5ce45KkkGgkgu5cu5PL5KkkGgV

MD5: DD0FE9D6982FAC7200F33FC4F8D7D66E

SHA1: 87E2717AAAB96B6C5FC37CCF9EFE9BB66C81D17F

SHA-256: 0FD5BC8DEB49D4BC4DB3F63B232126AA6A78EA296416FF3CC9178C2FDADB7948

SHA-512: B9FD3C0E426C5D1983936353D21A55DDF2F10F618451DB91304D870ECDB391C99974127BCDB3728A3C69487FAB89C9BF2B7B438B8935C5D5682FDA2AFD0EF39
6

Malicious: false

Reputation: low

Preview: 2022/01/28-15:31:34.305 1b60 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Session Storage/MANIFEST-000001.2022/01/28-15:31:34.305 1b60 Recovering log #3.2022/01/28-15:31:34.306 1b60 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 160

Entropy (8bit): 3.0217164415295743

Encrypted: false

SSDEEP: 3:sLollttz6sjlGXU2tk0lkGgGgGgGgGg:qolXtWswXU2tkEtttt

MD5: DE92AD90BE6D3364745B2F73F4C3CF73

SHA1: 9158681463BD30E5AF4DDA4BAAC81F93CEDBDA77

SHA-256: 0025A3E0D3B834401B3B5F820E1991EF7E810D9A4B8B6B579E6301C94E7031A0

SHA-512: 9E81CEFC195439439F4B23EE7696309D7BC3C08E5B444D2ABDE26D2F12B2D3BCFD124FB9A2D40C6389E9F787741676FAD366A2E9982674E7B931028C014D8A79

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notification

s\LOG.old. (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\000003.log
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Preview: ...n'................_mts_schema_descriptor.....F..................F..................F..................F..................F..................F................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 326

Entropy (8bit): 5.208112865437885

Encrypted: false

SSDEEP: 6:MWbgoKSDM+q2P923iKKdKpIFUtqVTWbAwgZmwYVTWbEqpDMVkwO923iKKdKa/WLJ:MNoW+v45KkmFUtuXZ/0TNV5L5KkaUJ

MD5: 0249E64AF7D78D8A40D14297E1B88E04

SHA1: F12784D8BA9193FEDFB702FDDF151E290EB76453

SHA-256: B0C4530B05AB666659E8A0C44BD5DF2653ACCF8907928323734FAAFB653C2315

SHA-512: 865F1AB829E82C3AFA6BAC69A7920DBB3227583034F4250A7E22551F3A866D3455AD3403274C54CF10D8E52B068D429B64486DFB0169C07E56E3E42497BD42F8

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:32.944 131c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/MANIFEST-000001.2022/01/28-
15:30:32.953 131c Recovering log #3.2022/01/28-15:30:32.957 131c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Dat
a\LevelDB/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 326

Entropy (8bit): 5.208112865437885

Encrypted: false

SSDEEP: 6:MWbgoKSDM+q2P923iKKdKpIFUtqVTWbAwgZmwYVTWbEqpDMVkwO923iKKdKa/WLJ:MNoW+v45KkmFUtuXZ/0TNV5L5KkaUJ

MD5: 0249E64AF7D78D8A40D14297E1B88E04

SHA1: F12784D8BA9193FEDFB702FDDF151E290EB76453

SHA-256: B0C4530B05AB666659E8A0C44BD5DF2653ACCF8907928323734FAAFB653C2315

SHA-512: 865F1AB829E82C3AFA6BAC69A7920DBB3227583034F4250A7E22551F3A866D3455AD3403274C54CF10D8E52B068D429B64486DFB0169C07E56E3E42497BD42F8

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:32.944 131c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/MANIFEST-000001.2022/01/28-
15:30:32.953 131c Recovering log #3.2022/01/28-15:30:32.957 131c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Dat
a\LevelDB/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 131072

Entropy (8bit): 0.010008586943516622

Encrypted: false

SSDEEP: 3:ImtV49c8tllIPt/o3PllllecHtl/0Qt/DL/lvhdh/VJjll/l:IiV4RlKl/ofO6B/l5d/JZl/

MD5: 309B44CB57B3D883F04E466668A06C7C

SHA1: 83176FB51488884DAD192CFA9408DCC11476240D

SHA-256: A142FB4B418EF60640AF5F1AF5CF3DB7C40CFC4C41B9F3BCB4E3D6A807E87446

SHA-512: 610559570283F1BAD544EB69C5787FA7DAA02AB1B5988CA69D9766140E3E1E978C37AE7DE40EAD0A349D2D3B78F207FC93691765008E8216749AED17BFD60BE
C

Malicious: false

Reputation: low

Preview: VLnk.....?......B..%$U..............................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
.......................................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG.old (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Visited Links

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\b325637d-5d5d-4825-8a22-6b8319c40ef9.tmp
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File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5762

Entropy (8bit): 5.010193026543965

Encrypted: false

SSDEEP: 96:nBrtu09pSKIhIk0JCtsSRyRmYRWL8QkqI11pbOTQVuwn:nBrN9pS3C4FscYYNkJ5

MD5: B0D419070AB5A47DB6C588B5DE71AE49

SHA1: AAF07A17BDA568482BDB47ADCB1BCB8E27796177

SHA-256: 30EA28DF1B401DE2BACA849AA3A10B82DBCD892A7576B73C1DA3ADBBDCB3036C

SHA-512: 6C1527127C4CC96F25E4C6506135F3B1F0AD47B8550CBB653889696F910E2708C41364B8B7B2DA380ACFC556DFAD44FFE5C1756023A0A5B17214DCDFE7A8A0B
1

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13287886233482477","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17092

Entropy (8bit): 5.58345399517924

Encrypted: false

SSDEEP: 384:wN5Pt2Ll5tXd1kXqKf/pUZNCgVLH2HfDHrUozX9x4Ld:RLl/d1kXqKf/pUZNCgVLH2HfTrU+Nxi

MD5: 7386F7753B2C1D1D25940C57D7E23F48

SHA1: BF791625600E5AC34892EE781CAF5006AFFBC7D7

SHA-256: 8E4FF85B6D84E368C88756BAC0DE14616531EEFF48A6010B43E647637EF4A65C

SHA-512: 585F6C5E36A251CAD54FFA7BDBE1B28D4E63303D7029F73E2509AA7EC25FF9247F453B637CB2C7F91345E148E745679371AC7833F9E40BD0356F86C7D638298B

Malicious: false

Reputation: low

Preview: {"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287886232911598","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5671

Entropy (8bit): 5.0036944614316585

Encrypted: false

SSDEEP: 96:nBrt509pSKIhIk0JCtsSRyRmYRWL8QkqI119bOTQVuwn:nBrI9pS3C4FscYYNkJV

MD5: 1753F2D784BF0B89EF1412211CB68252

SHA1: CE6C1B205F22E36EE44324101971C6CDAF5685BF

SHA-256: AFFB22D7876B1DF1061812F24D157D0253F52813B22C7626CF25590CD3FD41EC

SHA-512: C4DF9E84EA08FF88A06C9AD06946CE38B97A66A43CD9D966BE2BF5D83FF988F022F22C24AB60E19D3D30F0E42562F190C61E0FFBAC03713049EB32EFAECD2B
F4

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13287886233482477","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length":["0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ba31593b-b3fa-4c00-875c-5e78bcf3 71.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\d8e8d4f9-89af-4180-b9bb-4c212ab6e32d.tmp
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1qIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHA1: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576B0DE0AABD9A6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EE5B77D6DF7C344A0AA030E03
89

Malicious: false

Reputation: low

Preview: MANIFEST-000004.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1qIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHA1: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576B0DE0AABD9A6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EE5B77D6DF7C344A0AA030E03
89

Malicious: false

Reputation: low

Preview: MANIFEST-000004.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 139

Entropy (8bit): 4.454857581394684

Encrypted: false

SSDEEP: 3:tXOawcfVdTyZmwvQVTawc7F+7V8BVTawc7F+7WGv:MWaZmwYVTW7I7V4VTW7I7tv

MD5: E8560D19ACC1C82C1E03AE10210F375E

SHA1: A2C54907FBDDE34076095ABCED373DFD8B2035CF

SHA-256: 79FBBDC17D501CFFD6F4D3493E6E778CB413B1290FB465679E78627A698F54B5

SHA-512: 3946445BFC426F5477CC2835016D27C97DC09DAA811F7C0E40299DFEE4EBB8D74C0003B816E1374073CEDD47F91EC8758E8218FAF62898FE9B72525341ABE449

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:37.085 1ae4 Recovering log #3.2022/01/28-15:30:37.322 1ae4 Delete type=0 #3.2022/01/28-15:30:37.322 1ae4 Delete type=3 #2.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 139

Entropy (8bit): 4.454857581394684

Encrypted: false

SSDEEP: 3:tXOawcfVdTyZmwvQVTawc7F+7V8BVTawc7F+7WGv:MWaZmwYVTW7I7V4VTW7I7tv

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\LOG.old. (copy)
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MD5: E8560D19ACC1C82C1E03AE10210F375E

SHA1: A2C54907FBDDE34076095ABCED373DFD8B2035CF

SHA-256: 79FBBDC17D501CFFD6F4D3493E6E778CB413B1290FB465679E78627A698F54B5

SHA-512: 3946445BFC426F5477CC2835016D27C97DC09DAA811F7C0E40299DFEE4EBB8D74C0003B816E1374073CEDD47F91EC8758E8218FAF62898FE9B72525341ABE449

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:37.085 1ae4 Recovering log #3.2022/01/28-15:30:37.322 1ae4 Delete type=0 #3.2022/01/28-15:30:37.322 1ae4 Delete type=3 #2.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MPEG-4 LOAS

Category: dropped

Size (bytes): 50

Entropy (8bit): 5.028758439731456

Encrypted: false

SSDEEP: 3:Ukk/vxQRDKIVmt+8jzn:oO7t8n

MD5: 031D6D1E28FE41A9BDCBD8A21DA92DF1

SHA1: 38CEE81CB035A60A23D6E045E5D72116F2A58683

SHA-256: B51BC53F3C43A5B800A723623C4E56A836367D6E2787C57D71184DF5D24151DA

SHA-512: E994CD3A8EE3E3CF6304C33DF5B7D6CC8207E0C08D568925AFA9D46D42F6F1A5BDD7261F0FD1FCDF4DF1A173EF4E159EE1DE8125E54EFEE488A1220CE85AF
904

Malicious: false

Reputation: low

Preview: V........leveldb.BytewiseComparator...#...........

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 340

Entropy (8bit): 5.229504611918301

Encrypted: false

SSDEEP: 6:MWJVOq2P923iKKdKfrzAdIFUtqVTWJCmZmwYVTWJ6kwO923iKKdKfrzILJ:MAVOv45Kk9FUtuA7/0A65L5Kk2J

MD5: CC6C1F402DE4242DD4B2B4CDA0F52E2E

SHA1: 4C9E99F36FD771608753A1CDA91B60B82B7A23B9

SHA-256: 1E3504FB42B5276F811786D6212704D46C47519F143777FB48F651E62DE4B677

SHA-512: 9A377FA20B1C5BB7D907FE0DFCA0A15D15CE297FCF55C40B726AE5F9E469172CE9461F461876ACA638CAD942B027E9A7F76E26214031F2E6B2CDCB4C63E431
E7

Malicious: false

Reputation: low

Preview: 2022/01/28-15:30:38.485 17c4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata/MANIFEST-000001.202
2/01/28-15:30:38.487 17c4 Recovering log #3.2022/01/28-15:30:38.488 17c4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\s
hared_proto_db\metadata/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 340

Entropy (8bit): 5.229504611918301

Encrypted: false

SSDEEP: 6:MWJVOq2P923iKKdKfrzAdIFUtqVTWJCmZmwYVTWJ6kwO923iKKdKfrzILJ:MAVOv45Kk9FUtuA7/0A65L5Kk2J

MD5: CC6C1F402DE4242DD4B2B4CDA0F52E2E

SHA1: 4C9E99F36FD771608753A1CDA91B60B82B7A23B9

SHA-256: 1E3504FB42B5276F811786D6212704D46C47519F143777FB48F651E62DE4B677

SHA-512: 9A377FA20B1C5BB7D907FE0DFCA0A15D15CE297FCF55C40B726AE5F9E469172CE9461F461876ACA638CAD942B027E9A7F76E26214031F2E6B2CDCB4C63E431
E7

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\MANIFEST-000004

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata\LOG.old (copy)
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Preview: 2022/01/28-15:30:38.485 17c4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata/MANIFEST-000001.202
2/01/28-15:30:38.487 17c4 Recovering log #3.2022/01/28-15:30:38.488 17c4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\s
hared_proto_db\metadata/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 106

Entropy (8bit): 3.138546519832722

Encrypted: false

SSDEEP: 3:tbloIlrJ5ldQxl7aXVdJiG6R0RlAl:tbdlrnQxZaHIGi0R6l

MD5: DE9EF0C5BCC012A3A1131988DEE272D8

SHA1: FA9CCBDC969AC9E1474FCE773234B28D50951CD8

SHA-256: 3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

SHA-512: CEA946EBEADFE6BE65E33EDFF6C68953A84EC2E2410884E12F406CAC1E6C8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3D9CDF1A827AB6FF5605DA3691
724

Malicious: false

Reputation: low

Preview: C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.G.o.o.g.l.e.\.C.h.r.o.m.e.\.A.p.p.l.i.c.a.t.i.o.n.\.c.h.r.o.m.e...e.x.e.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit): 2.8150724101159437

Encrypted: false

SSDEEP: 3:Yx7:4

MD5: C422F72BA41F662A919ED0B70E5C3289

SHA1: AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632

SHA-256: 02E71EB4C587FEB7EE00CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59

SHA-512: 86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEA963E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9B903659575DF02F8845521F8DC46

Malicious: false

Reputation: low

Preview: 85.0.4183.121

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 389603

Entropy (8bit): 6.0145097240503755

Encrypted: false

SSDEEP: 6144:T9407dorBtGzg4Kqkjc0k8Acx6ZaurE5/EDnJpAl9SeefNqWF4iVx/9LPeq/1LHn:WrHG5WjtxzurRDn9nfNxF4ijZVtilBE

MD5: E20505A1792C99B98A6348D649012886

SHA1: 5083A0665076976BA7F9AFD740BC9F5F4D5F3757

SHA-256: 0430BF3C88862C9FFB21AA261E5231031BDC0DB9DDBB1AAF440ACCBF937B98DA

SHA-512: 9FBEDADB9ED1CFA5B0A301E7379C0FBEF85209540A793AF3C3291AD7D547C45DCDB3D2E4E5D9C4D17CFB5D327006CC3BD1D1147E122152A6CE2797F1D8D29
4B3

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.6434126349865e+12,"network":1.643380236e+12,"ticks":120984045.0,"uncertainty":4029639.0}},"os_crypt":{"encrypted_
key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABUPWY4cSyAQZRX3j8/SLmMAAAAAAIAAAAAABBmAAAAAQAAIAAAACC7lwCjByxIY/Ds1S6cdCxJW6
iSr1QfjoKlVKoVEQ4EAAAAAA6AAAAAAgAAIAAAAD9PMfiGkWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNxMAAAAK+RpovfP61NtB5nOpQgPMjPTyt2T1WPer
u9i3yP05zNVEj0uCRDWfONruG9ricX1kAAAADB9KtQ9KY2z38GdfaF7dW2ZLcAMHOX2oEKBg8ZJG9lsuMexxChB4M8HFpyb0Bpr6axpi+zmMIXt76noTOxFzKN"},"pass
word_manager":{"os_password_blank":true,"os_password_last_changed":"13245950075265799"},"policy":{"last_statistics_update":"1328788623257140

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local StateMP (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State\ (copy)
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 389603

Entropy (8bit): 6.0145097240503755

Encrypted: false

SSDEEP: 6144:T9407dorBtGzg4Kqkjc0k8Acx6ZaurE5/EDnJpAl9SeefNqWF4iVx/9LPeq/1LHn:WrHG5WjtxzurRDn9nfNxF4ijZVtilBE

MD5: E20505A1792C99B98A6348D649012886

SHA1: 5083A0665076976BA7F9AFD740BC9F5F4D5F3757

SHA-256: 0430BF3C88862C9FFB21AA261E5231031BDC0DB9DDBB1AAF440ACCBF937B98DA

SHA-512: 9FBEDADB9ED1CFA5B0A301E7379C0FBEF85209540A793AF3C3291AD7D547C45DCDB3D2E4E5D9C4D17CFB5D327006CC3BD1D1147E122152A6CE2797F1D8D29
4B3

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.6434126349865e+12,"network":1.643380236e+12,"ticks":120984045.0,"uncertainty":4029639.0}},"os_crypt":{"encrypted_
key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABUPWY4cSyAQZRX3j8/SLmMAAAAAAIAAAAAABBmAAAAAQAAIAAAACC7lwCjByxIY/Ds1S6cdCxJW6
iSr1QfjoKlVKoVEQ4EAAAAAA6AAAAAAgAAIAAAAD9PMfiGkWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNxMAAAAK+RpovfP61NtB5nOpQgPMjPTyt2T1WPer
u9i3yP05zNVEj0uCRDWfONruG9ricX1kAAAADB9KtQ9KY2z38GdfaF7dW2ZLcAMHOX2oEKBg8ZJG9lsuMexxChB4M8HFpyb0Bpr6axpi+zmMIXt76noTOxFzKN"},"pass
word_manager":{"os_password_blank":true,"os_password_last_changed":"13245950075265799"},"policy":{"last_statistics_update":"1328788623257140

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 92724

Entropy (8bit): 3.747331075021995

Encrypted: false

SSDEEP: 384:H7jw0WFXKupk7N4rRv0Q3r4ejH+7GfirNSUGx7CaOtrpgmN6hCIAErO2iINB1IRO:ViFZGWbT4ejqsGg/LaoKS40FT

MD5: AEEAB980A72481ADCE33C99E296CC1DB

SHA1: 0D58AC2B35A8B5E3DB692A3A3AD548717E3A4E91

SHA-256: 868AA63DDD6BA4EADCB6AE365D0402B3398C0CB9BC94CF96E2D7EA2A2B2BC3B3

SHA-512: 606F61375244F5EB6710A42606A2B4F8DB0AED3E7E1EC9F03695EDC54877DBEB3EEC8870D73776AB0731722757F5E603A6A195AC77806BD74DA57D2541CA4B5
E

Malicious: false

Reputation: low

Preview: 0j..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...GR8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SysEx File -

Category: dropped

Size (bytes): 94708

Entropy (8bit): 3.747991288437586

Encrypted: false

SSDEEP: 384:B7jw0WFXOxu4Vdfk7N4rRv0Q3r4ejH+7GfirNSUGx7CaOtrpgmN6hCIAErO2iINH:x2iFZGWbT4ejqsGg/LaoKS40F/

MD5: 76EFDB19482CCB8D3E0911A9F8F2828A

SHA1: CAF60CE56983FC9B26D14BEBCEED37790F64F3B3

SHA-256: A3887E1F841EB2177C30E8ECCB2A6666360C692CF9392D02523EBB22F85CE61C

SHA-512: D46ED39BB026B567B6CA94FC708AC3DE4B104F5A0897A375B5CADCA2F522EEF56E15CBD51234295C78BFFCC787D32EB65416D69EBB5DD97D1D55BD1350C5C
092

Malicious: false

Reputation: low

Preview: .q..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...GR8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cacheb (copy)
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 389603

Entropy (8bit): 6.0145097240503755

Encrypted: false

SSDEEP: 6144:T9407dorBtGzg4Kqkjc0k8Acx6ZaurE5/EDnJpAl9SeefNqWF4iVx/9LPeq/1LHn:WrHG5WjtxzurRDn9nfNxF4ijZVtilBE

MD5: E20505A1792C99B98A6348D649012886

SHA1: 5083A0665076976BA7F9AFD740BC9F5F4D5F3757

SHA-256: 0430BF3C88862C9FFB21AA261E5231031BDC0DB9DDBB1AAF440ACCBF937B98DA

SHA-512: 9FBEDADB9ED1CFA5B0A301E7379C0FBEF85209540A793AF3C3291AD7D547C45DCDB3D2E4E5D9C4D17CFB5D327006CC3BD1D1147E122152A6CE2797F1D8D29
4B3

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.6434126349865e+12,"network":1.643380236e+12,"ticks":120984045.0,"uncertainty":4029639.0}},"os_crypt":{"encrypted_
key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABUPWY4cSyAQZRX3j8/SLmMAAAAAAIAAAAAABBmAAAAAQAAIAAAACC7lwCjByxIY/Ds1S6cdCxJW6
iSr1QfjoKlVKoVEQ4EAAAAAA6AAAAAAgAAIAAAAD9PMfiGkWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNxMAAAAK+RpovfP61NtB5nOpQgPMjPTyt2T1WPer
u9i3yP05zNVEj0uCRDWfONruG9ricX1kAAAADB9KtQ9KY2z38GdfaF7dW2ZLcAMHOX2oEKBg8ZJG9lsuMexxChB4M8HFpyb0Bpr6axpi+zmMIXt76noTOxFzKN"},"pass
word_manager":{"os_password_blank":true,"os_password_last_changed":"13245950075265799"},"policy":{"last_statistics_update":"1328788623257140

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 1558

Entropy (8bit): 5.11458514637545

Encrypted: false

SSDEEP: 48:OBOCrYJ4rYJVwUCLHDy43HV713XEyMmZ3teTHn:LCrYJ4rYJVwUCHZ3Z13XtdUTH

MD5: EE002CB9E51BB8DFA89640A406A1090A

SHA1: 49EE3AD535947D8821FFDEB67FFC9BC37D1EBBB2

SHA-256: 3DBD2C90050B652D63656481C3E5871C52261575292DB77D4EA63419F187A55B

SHA-512: D1FDCC436B8CA8C68D4DC7077F84F803A535BF2CE31D9EB5D0C466B62D6567B2C59974995060403ED757E92245DB07E70C6BDDBF1C3519FED300CC5B9BF917
7C

Malicious: false

Reputation: low

Preview: // Copyright 2015 The Chromium Authors. All rights reserved..//.// Redistribution and use in source and binary forms, with or without.// modification, are permitted provided 
that the following conditions are.// met:.//.//    * Redistributions of source code must retain the above copyright.// notice, this list of conditions and the following disclaimer..//   
 * Redistributions in binary form must reproduce the above.// copyright notice, this list of conditions and the following disclaimer.// in the documentation and/or other 
materials provided with the.// distribution..//    * Neither the name of Google Inc. nor the names of its.// contributors may be used to endorse or promote products derived 
from.// this software without specific prior written permission..//.// THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS.// "AS IS" 
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT.// LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS 
FOR.// A PARTICULAR 

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1511

Entropy (8bit): 5.98518173438891

Encrypted: false

SSDEEP: 24:pZRj/flTU3YQZA17CjoYA7aoXl33LtRyvBpiCVf3cJoXrNJlnUSOjB9WdKA0/9:p/hUIaKx7akl3CBpPfWkZJlentp9

MD5: 094DC0623791E727E8545021C66B4839

SHA1: C0D9E9000E5CAB50FEE08842EC06BDF5D258AD90

SHA-256: 9D4BDADB730A5C17404EAD0F197D1AD452E404F51929480DD99628749DF691C5

SHA-512: C8852E4A53F160AFB7E5C306DD88A92340883ED51BEA7AD6614EDD55622AA92DD51DC008A39D57313C2D13E19B78C493CC18CCCC445081C81E422843A66A833
D

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\b4add2fb-854f-4769-b9bc-8d2cd7041ba5.tmp

C:\Users\user\AppData\Local\Temp\3136_148834256\LICENSE

C:\Users\user\AppData\Local\Temp\3136_148834256\_metadata\verified_contents.json
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Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJMSUNFTlNFIiwicm9vdF9oYXNoIjoiUGIwc2tBVUxaUzFqWldTQnctV0hIRkltRlhVcExiZDlUcVkwR2ZHSHBWcyJ9LHsicGF0aCI6ImNybC1zZXQiLCJ
yb290X2hhc2giOiIzVTJHYTBqYlZ5dnoxNHh3YlpjQW9vR2RMbjZwWFRta1BydWg3cEFvQzg4In0seyJwYXRoIjoibWFuaWZlc3QuanNvbiIsInJvb3RfaGFzaCI6IldrT
FZzeHZteWRtblh1UGFnSHplR3hKcUFqZnhiajFHaGVJc1ZJX1YzQVUifV0sImZvcm1hdCI6InRyZWVoYXNoIiwiaGFzaF9ibG9ja19zaXplIjo0MDk2fV0sIml0ZW1faWQ
iOiJoZm5rcGltbGhoZ2llYWRkZ2ZlbWpob2ZtZmJsbW5pYiIsIml0ZW1fdmVyc2lvbiI6IjcxMjUiLCJwcm90b2NvbF92ZXJzaW9uIjoxfQ","signatures":[{"header":{"kid":
"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"nPQUw9tBprbZpCz7J6DHLI92-iqIsPnwJhEpiklld3t019ay-mxp4Fy09yAExNrt2XxDvLCN9HgPbci
vZoM_BZSK2EP82A-Ctn6K9_qFy7Nn4Gvo5eErTkobGxj9jTuqzVh3Zgwb2MyDg8dfQbjzRneuDllv-4tx2FZEMu2BgCmRPL88SyvpGhqnuJvFy20-nQmc046MNWoZN2O6m
1nsS1fNNewN_EyglydJ7v1J1Qq0euQBtC0U9NhSuIDiGPYTbPU

⊘ No static file info

Total Packets: 73

• 53 (DNS)

• 80 (HTTP)

• 443 (HTTPS)

Timestamp Source Port Dest Port Source IP Dest IP

Jan 28, 2022 15:30:34.831099987 CET 49759 443 192.168.2.5 142.250.203.110

Jan 28, 2022 15:30:34.831140041 CET 443 49759 142.250.203.110 192.168.2.5

Jan 28, 2022 15:30:34.831218004 CET 49759 443 192.168.2.5 142.250.203.110

Jan 28, 2022 15:30:34.831715107 CET 49759 443 192.168.2.5 142.250.203.110

Jan 28, 2022 15:30:34.831731081 CET 443 49759 142.250.203.110 192.168.2.5

Jan 28, 2022 15:30:34.832879066 CET 49760 443 192.168.2.5 172.217.168.45

Jan 28, 2022 15:30:34.832911015 CET 443 49760 172.217.168.45 192.168.2.5

Jan 28, 2022 15:30:34.832967997 CET 49760 443 192.168.2.5 172.217.168.45

Jan 28, 2022 15:30:34.833275080 CET 49760 443 192.168.2.5 172.217.168.45

Jan 28, 2022 15:30:34.833311081 CET 443 49760 172.217.168.45 192.168.2.5

Jan 28, 2022 15:30:34.893157959 CET 443 49760 172.217.168.45 192.168.2.5

Jan 28, 2022 15:30:34.893371105 CET 443 49759 142.250.203.110 192.168.2.5

Jan 28, 2022 15:30:34.893790960 CET 49760 443 192.168.2.5 172.217.168.45

Jan 28, 2022 15:30:34.893812895 CET 443 49760 172.217.168.45 192.168.2.5

Jan 28, 2022 15:30:34.894232035 CET 49759 443 192.168.2.5 142.250.203.110

Jan 28, 2022 15:30:34.894257069 CET 443 49759 142.250.203.110 192.168.2.5

Jan 28, 2022 15:30:34.894885063 CET 443 49759 142.250.203.110 192.168.2.5

Jan 28, 2022 15:30:34.894956112 CET 49759 443 192.168.2.5 142.250.203.110

Jan 28, 2022 15:30:34.895503998 CET 443 49760 172.217.168.45 192.168.2.5

Jan 28, 2022 15:30:34.895580053 CET 49760 443 192.168.2.5 172.217.168.45

Jan 28, 2022 15:30:34.896042109 CET 443 49759 142.250.203.110 192.168.2.5

Jan 28, 2022 15:30:34.896133900 CET 49759 443 192.168.2.5 142.250.203.110

Static File Info

Network Behavior

Network Port Distribution

TCP Packets

Copyright Joe Security LLC 2022 Page 46 of 138



Jan 28, 2022 15:30:34.908215046 CET 49762 80 192.168.2.5 185.106.20.148

Jan 28, 2022 15:30:34.909266949 CET 49763 80 192.168.2.5 185.106.20.148

Jan 28, 2022 15:30:34.966244936 CET 80 49763 185.106.20.148 192.168.2.5

Jan 28, 2022 15:30:34.966372013 CET 49763 80 192.168.2.5 185.106.20.148

Jan 28, 2022 15:30:34.966830969 CET 49763 80 192.168.2.5 185.106.20.148

Jan 28, 2022 15:30:34.974241018 CET 80 49762 185.106.20.148 192.168.2.5

Jan 28, 2022 15:30:34.974375010 CET 49762 80 192.168.2.5 185.106.20.148

Jan 28, 2022 15:30:35.021917105 CET 80 49763 185.106.20.148 192.168.2.5

Jan 28, 2022 15:30:35.024893999 CET 80 49763 185.106.20.148 192.168.2.5

Jan 28, 2022 15:30:35.066751957 CET 49763 80 192.168.2.5 185.106.20.148

Jan 28, 2022 15:30:35.167156935 CET 49760 443 192.168.2.5 172.217.168.45

Jan 28, 2022 15:30:35.167347908 CET 443 49760 172.217.168.45 192.168.2.5

Jan 28, 2022 15:30:35.167423010 CET 49759 443 192.168.2.5 142.250.203.110

Jan 28, 2022 15:30:35.167633057 CET 443 49759 142.250.203.110 192.168.2.5

Jan 28, 2022 15:30:35.168474913 CET 49760 443 192.168.2.5 172.217.168.45

Jan 28, 2022 15:30:35.168508053 CET 443 49760 172.217.168.45 192.168.2.5

Jan 28, 2022 15:30:35.168606997 CET 49759 443 192.168.2.5 142.250.203.110

Jan 28, 2022 15:30:35.168622017 CET 443 49759 142.250.203.110 192.168.2.5

Jan 28, 2022 15:30:35.205348969 CET 443 49759 142.250.203.110 192.168.2.5

Jan 28, 2022 15:30:35.205482960 CET 49759 443 192.168.2.5 142.250.203.110

Jan 28, 2022 15:30:35.205496073 CET 443 49759 142.250.203.110 192.168.2.5

Jan 28, 2022 15:30:35.205554008 CET 49759 443 192.168.2.5 142.250.203.110

Jan 28, 2022 15:30:35.208600998 CET 49760 443 192.168.2.5 172.217.168.45

Jan 28, 2022 15:30:35.211818933 CET 49759 443 192.168.2.5 142.250.203.110

Jan 28, 2022 15:30:35.211859941 CET 443 49759 142.250.203.110 192.168.2.5

Jan 28, 2022 15:30:35.221344948 CET 443 49760 172.217.168.45 192.168.2.5

Jan 28, 2022 15:30:35.221484900 CET 443 49760 172.217.168.45 192.168.2.5

Jan 28, 2022 15:30:35.221568108 CET 49760 443 192.168.2.5 172.217.168.45

Jan 28, 2022 15:30:35.229557037 CET 49760 443 192.168.2.5 172.217.168.45

Jan 28, 2022 15:30:35.229598045 CET 443 49760 172.217.168.45 192.168.2.5

Jan 28, 2022 15:30:35.300179958 CET 49764 80 192.168.2.5 185.106.20.148

Jan 28, 2022 15:30:35.300556898 CET 49765 80 192.168.2.5 185.106.20.148

Jan 28, 2022 15:30:35.355336905 CET 80 49765 185.106.20.148 192.168.2.5

Jan 28, 2022 15:30:35.355437994 CET 49765 80 192.168.2.5 185.106.20.148

Jan 28, 2022 15:30:35.355820894 CET 49765 80 192.168.2.5 185.106.20.148

Jan 28, 2022 15:30:35.367726088 CET 80 49764 185.106.20.148 192.168.2.5

Jan 28, 2022 15:30:35.367825031 CET 49764 80 192.168.2.5 185.106.20.148

Jan 28, 2022 15:30:35.410396099 CET 80 49765 185.106.20.148 192.168.2.5

Jan 28, 2022 15:30:35.413741112 CET 80 49765 185.106.20.148 192.168.2.5

Jan 28, 2022 15:30:35.418940067 CET 49768 443 192.168.2.5 185.106.20.148

Jan 28, 2022 15:30:35.418983936 CET 443 49768 185.106.20.148 192.168.2.5

Jan 28, 2022 15:30:35.419078112 CET 49768 443 192.168.2.5 185.106.20.148

Jan 28, 2022 15:30:35.419301987 CET 49768 443 192.168.2.5 185.106.20.148

Jan 28, 2022 15:30:35.419317961 CET 443 49768 185.106.20.148 192.168.2.5

Jan 28, 2022 15:30:35.457729101 CET 49765 80 192.168.2.5 185.106.20.148

Jan 28, 2022 15:30:35.566896915 CET 443 49768 185.106.20.148 192.168.2.5

Jan 28, 2022 15:30:35.567475080 CET 49768 443 192.168.2.5 185.106.20.148

Jan 28, 2022 15:30:35.567508936 CET 443 49768 185.106.20.148 192.168.2.5

Jan 28, 2022 15:30:35.569129944 CET 443 49768 185.106.20.148 192.168.2.5

Jan 28, 2022 15:30:35.569233894 CET 49768 443 192.168.2.5 185.106.20.148

Jan 28, 2022 15:30:35.574316978 CET 49768 443 192.168.2.5 185.106.20.148

Jan 28, 2022 15:30:35.574520111 CET 443 49768 185.106.20.148 192.168.2.5

Jan 28, 2022 15:30:35.574971914 CET 49768 443 192.168.2.5 185.106.20.148

Jan 28, 2022 15:30:35.614711046 CET 49768 443 192.168.2.5 185.106.20.148

Jan 28, 2022 15:30:35.614743948 CET 443 49768 185.106.20.148 192.168.2.5

Jan 28, 2022 15:30:35.655690908 CET 49768 443 192.168.2.5 185.106.20.148

Jan 28, 2022 15:30:35.697308064 CET 443 49768 185.106.20.148 192.168.2.5

Jan 28, 2022 15:30:35.697334051 CET 443 49768 185.106.20.148 192.168.2.5

Jan 28, 2022 15:30:35.697338104 CET 443 49768 185.106.20.148 192.168.2.5

Timestamp Source Port Dest Port Source IP Dest IP
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Jan 28, 2022 15:30:35.697417974 CET 49768 443 192.168.2.5 185.106.20.148

Jan 28, 2022 15:30:35.697473049 CET 443 49768 185.106.20.148 192.168.2.5

Jan 28, 2022 15:30:35.697480917 CET 443 49768 185.106.20.148 192.168.2.5

Jan 28, 2022 15:30:35.697562933 CET 49768 443 192.168.2.5 185.106.20.148

Jan 28, 2022 15:30:35.730529070 CET 49768 443 192.168.2.5 185.106.20.148

Jan 28, 2022 15:30:35.730581999 CET 443 49768 185.106.20.148 192.168.2.5

Jan 28, 2022 15:30:35.920464993 CET 49771 443 192.168.2.5 46.17.96.20

Jan 28, 2022 15:30:35.920520067 CET 443 49771 46.17.96.20 192.168.2.5

Jan 28, 2022 15:30:35.920617104 CET 49771 443 192.168.2.5 46.17.96.20

Jan 28, 2022 15:30:35.921039104 CET 49770 443 192.168.2.5 46.17.96.20

Jan 28, 2022 15:30:35.921068907 CET 443 49770 46.17.96.20 192.168.2.5

Jan 28, 2022 15:30:35.921140909 CET 49771 443 192.168.2.5 46.17.96.20

Jan 28, 2022 15:30:35.921169043 CET 443 49771 46.17.96.20 192.168.2.5

Jan 28, 2022 15:30:35.921528101 CET 49770 443 192.168.2.5 46.17.96.20

Jan 28, 2022 15:30:35.923851013 CET 49770 443 192.168.2.5 46.17.96.20

Jan 28, 2022 15:30:35.923873901 CET 443 49770 46.17.96.20 192.168.2.5

Jan 28, 2022 15:30:35.987675905 CET 443 49770 46.17.96.20 192.168.2.5

Jan 28, 2022 15:30:35.988177061 CET 49770 443 192.168.2.5 46.17.96.20

Jan 28, 2022 15:30:35.988209009 CET 443 49770 46.17.96.20 192.168.2.5

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Jan 28, 2022 15:30:34.794969082 CET 59596 53 192.168.2.5 8.8.8.8

Jan 28, 2022 15:30:34.810619116 CET 63183 53 192.168.2.5 8.8.8.8

Jan 28, 2022 15:30:34.818411112 CET 60151 53 192.168.2.5 8.8.8.8

Jan 28, 2022 15:30:34.822273016 CET 53 59596 8.8.8.8 192.168.2.5

Jan 28, 2022 15:30:34.827734947 CET 53 63183 8.8.8.8 192.168.2.5

Jan 28, 2022 15:30:34.894453049 CET 53 60151 8.8.8.8 192.168.2.5

Jan 28, 2022 15:30:35.170432091 CET 56969 53 192.168.2.5 8.8.8.8

Jan 28, 2022 15:30:35.244611025 CET 53 56969 8.8.8.8 192.168.2.5

Jan 28, 2022 15:30:35.893115044 CET 60075 53 192.168.2.5 8.8.8.8

Jan 28, 2022 15:30:35.917985916 CET 53 60075 8.8.8.8 192.168.2.5

Jan 28, 2022 15:30:36.782663107 CET 64345 53 192.168.2.5 8.8.8.8

Jan 28, 2022 15:30:36.803266048 CET 53 64345 8.8.8.8 192.168.2.5

Jan 28, 2022 15:30:36.894279003 CET 64347 443 192.168.2.5 142.250.203.110

Jan 28, 2022 15:30:36.925955057 CET 443 64347 142.250.203.110 192.168.2.5

Jan 28, 2022 15:30:36.926830053 CET 64347 443 192.168.2.5 142.250.203.110

Jan 28, 2022 15:30:36.958519936 CET 443 64347 142.250.203.110 192.168.2.5

Jan 28, 2022 15:30:36.958547115 CET 443 64347 142.250.203.110 192.168.2.5

Jan 28, 2022 15:30:36.958564043 CET 443 64347 142.250.203.110 192.168.2.5

Jan 28, 2022 15:30:36.958580017 CET 443 64347 142.250.203.110 192.168.2.5

Jan 28, 2022 15:30:36.958981037 CET 64347 443 192.168.2.5 142.250.203.110

Jan 28, 2022 15:30:36.960057974 CET 64347 443 192.168.2.5 142.250.203.110

Jan 28, 2022 15:30:36.999850988 CET 64347 443 192.168.2.5 142.250.203.110

Jan 28, 2022 15:30:37.000354052 CET 64347 443 192.168.2.5 142.250.203.110

Jan 28, 2022 15:30:37.043617964 CET 443 64347 142.250.203.110 192.168.2.5

Jan 28, 2022 15:30:37.055993080 CET 443 64347 142.250.203.110 192.168.2.5

Jan 28, 2022 15:30:37.062683105 CET 64347 443 192.168.2.5 142.250.203.110

Jan 28, 2022 15:30:37.062758923 CET 64347 443 192.168.2.5 142.250.203.110

Jan 28, 2022 15:30:37.081044912 CET 443 64347 142.250.203.110 192.168.2.5

Jan 28, 2022 15:30:37.093688011 CET 443 64347 142.250.203.110 192.168.2.5

Jan 28, 2022 15:30:37.093782902 CET 443 64347 142.250.203.110 192.168.2.5

Jan 28, 2022 15:30:37.094768047 CET 64347 443 192.168.2.5 142.250.203.110

Jan 28, 2022 15:30:37.113986969 CET 443 64347 142.250.203.110 192.168.2.5

Jan 28, 2022 15:30:37.114089012 CET 443 64347 142.250.203.110 192.168.2.5

Jan 28, 2022 15:30:37.114258051 CET 443 64347 142.250.203.110 192.168.2.5

Jan 28, 2022 15:30:37.114533901 CET 64347 443 192.168.2.5 142.250.203.110

Jan 28, 2022 15:30:37.139838934 CET 64347 443 192.168.2.5 142.250.203.110

UDP Packets
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Jan 28, 2022 15:30:37.963089943 CET 57128 53 192.168.2.5 8.8.8.8

Jan 28, 2022 15:30:37.990504026 CET 53 57128 8.8.8.8 192.168.2.5

Jan 28, 2022 15:30:38.325112104 CET 54791 53 192.168.2.5 8.8.8.8

Jan 28, 2022 15:30:38.773221970 CET 50463 53 192.168.2.5 8.8.8.8

Jan 28, 2022 15:30:38.795357943 CET 53 50463 8.8.8.8 192.168.2.5

Jan 28, 2022 15:30:40.604299068 CET 59261 53 192.168.2.5 8.8.8.8

Jan 28, 2022 15:30:40.623764992 CET 53 59261 8.8.8.8 192.168.2.5

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jan 28, 2022 15:30:34.794969082 CET 192.168.2.5 8.8.8.8 0x1470 Standard query 
(0)

clients2.g
oogle.com

A (IP address) IN (0x0001)

Jan 28, 2022 15:30:34.810619116 CET 192.168.2.5 8.8.8.8 0x9c4 Standard query 
(0)

accounts.g
oogle.com

A (IP address) IN (0x0001)

Jan 28, 2022 15:30:34.818411112 CET 192.168.2.5 8.8.8.8 0xeacb Standard query 
(0)

djdjdjmcsc
mums.saksi
pazari.com

A (IP address) IN (0x0001)

Jan 28, 2022 15:30:35.170432091 CET 192.168.2.5 8.8.8.8 0xc744 Standard query 
(0)

www.saksip
azari.com

A (IP address) IN (0x0001)

Jan 28, 2022 15:30:35.893115044 CET 192.168.2.5 8.8.8.8 0xb309 Standard query 
(0)

www.nmirec.com A (IP address) IN (0x0001)

Jan 28, 2022 15:30:36.782663107 CET 192.168.2.5 8.8.8.8 0x127e Standard query 
(0)

microsofto
nline.nmirec.com

A (IP address) IN (0x0001)

Jan 28, 2022 15:30:37.963089943 CET 192.168.2.5 8.8.8.8 0xde50 Standard query 
(0)

clients2.g
oogleuserc
ontent.com

A (IP address) IN (0x0001)

Jan 28, 2022 15:30:38.325112104 CET 192.168.2.5 8.8.8.8 0xbc66 Standard query 
(0)

identity.n
el.measure
.office.net

A (IP address) IN (0x0001)

Jan 28, 2022 15:30:38.773221970 CET 192.168.2.5 8.8.8.8 0xcf5a Standard query 
(0)

adfs.colt.net A (IP address) IN (0x0001)

Jan 28, 2022 15:30:40.604299068 CET 192.168.2.5 8.8.8.8 0xa57c Standard query 
(0)

adfs.colt.net A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jan 28, 2022 
15:30:34.822273016 CET

8.8.8.8 192.168.2.5 0x1470 No error (0) clients2.g
oogle.com

clients.l.google.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 28, 2022 
15:30:34.822273016 CET

8.8.8.8 192.168.2.5 0x1470 No error (0) clients.l.
google.com

142.250.203.110 A (IP address) IN 
(0x0001)

Jan 28, 2022 
15:30:34.827734947 CET

8.8.8.8 192.168.2.5 0x9c4 No error (0) accounts.g
oogle.com

172.217.168.45 A (IP address) IN 
(0x0001)

Jan 28, 2022 
15:30:34.894453049 CET

8.8.8.8 192.168.2.5 0xeacb No error (0) djdjdjmcsc
mums.saksi
pazari.com

185.106.20.148 A (IP address) IN 
(0x0001)

Jan 28, 2022 
15:30:35.244611025 CET

8.8.8.8 192.168.2.5 0xc744 No error (0) www.saksip
azari.com

saksipazari.com CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 28, 2022 
15:30:35.244611025 CET

8.8.8.8 192.168.2.5 0xc744 No error (0) saksipazari.com 185.106.20.148 A (IP address) IN 
(0x0001)

Jan 28, 2022 
15:30:35.917985916 CET

8.8.8.8 192.168.2.5 0xb309 No error (0) www.nmirec.com 46.17.96.20 A (IP address) IN 
(0x0001)

Jan 28, 2022 
15:30:36.803266048 CET

8.8.8.8 192.168.2.5 0x127e No error (0) microsofto
nline.nmirec.com

46.17.96.20 A (IP address) IN 
(0x0001)

Jan 28, 2022 
15:30:37.990504026 CET

8.8.8.8 192.168.2.5 0xde50 No error (0) clients2.g
oogleuserc
ontent.com

googlehosted.l.goo
gleusercontent.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 28, 2022 
15:30:37.990504026 CET

8.8.8.8 192.168.2.5 0xde50 No error (0) googlehost
ed.l.googl
euserconte
nt.com

142.250.203.97 A (IP address) IN 
(0x0001)

Jan 28, 2022 
15:30:38.344477892 CET

8.8.8.8 192.168.2.5 0xbc66 No error (0) identity.n
el.measure
.office.net

nel.measure.office.
net.edgesuite.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 28, 2022 
15:30:38.795357943 CET

8.8.8.8 192.168.2.5 0xcf5a No error (0) adfs.colt.net 217.111.165.19 A (IP address) IN 
(0x0001)

Jan 28, 2022 
15:30:40.623764992 CET

8.8.8.8 192.168.2.5 0xa57c No error (0) adfs.colt.net 217.111.165.19 A (IP address) IN 
(0x0001)

DNS Queries

DNS Answers
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accounts.google.com

            
clients2.google.com

            
www.saksipazari.com

            
https:

www.nmirec.com
microsoftonline.nmirec.com
adfs.colt.net

            
clients2.googleusercontent.com

            
djdjdjmcscmums.saksipazari.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.5 49760 172.217.168.45 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.5 49759 142.250.203.110 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

10 192.168.2.5 49787 142.250.203.97 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

11 192.168.2.5 49796 217.111.165.19 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

12 192.168.2.5 49799 217.111.165.19 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

13 192.168.2.5 49800 217.111.165.19 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

HTTP Request Dependency Graph

HTTP Packets
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Session ID Source IP Source Port Destination IP Destination Port Process

14 192.168.2.5 49802 217.111.165.19 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

15 192.168.2.5 49803 217.111.165.19 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

16 192.168.2.5 49810 217.111.165.19 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

17 192.168.2.5 49811 217.111.165.19 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

18 192.168.2.5 49763 185.106.20.148 80 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Jan 28, 2022 
15:30:34.966830969 CET

1154 OUT GET /?=george.kennard@colt.net HTTP/1.1
Host: djdjdjmcscmums.saksipazari.com
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;q=0.9

Jan 28, 2022 
15:30:35.024893999 CET

1155 IN HTTP/1.1 301 Moved Permanently
Date: Fri, 28 Jan 2022 14:30:34 GMT
Server: Apache
Location: http://www.saksipazari.com/_wildcard_/?=george.kennard@colt.net
Content-Length: 271
Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: text/html; charset=iso-8859-1
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6c 65 3e 33 30 31 20 4d 
6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6c 79 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 
68 31 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6c 79 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 
74 20 68 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 73 61 6b 73 69 70 61 
7a 61 72 69 2e 63 6f 6d 2f 5f 77 69 6c 64 63 61 72 64 5f 2f 3f 3d 67 65 6f 72 67 65 2e 6b 65 6e 6e 61 72 64 40 63 6f 6c 74 
2e 6e 65 74 22 3e 68 65 72 65 3c 2f 61 3e 2e 3c 2f 70 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0a 
Data Ascii: <!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>301 Moved Permanent
ly</title></head><body><h1>Moved Permanently</h1><p>The document has moved <a href="http://www.saksipazari.com
/_wildcard_/?=george.kennard@colt.net">here</a>.</p></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process

19 192.168.2.5 49765 185.106.20.148 80 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

Jan 28, 2022 
15:30:35.355820894 CET

1166 OUT GET /_wildcard_/?=george.kennard@colt.net HTTP/1.1
Host: www.saksipazari.com
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;q=0.9

Jan 28, 2022 
15:30:35.413741112 CET

1187 IN HTTP/1.1 301 Moved Permanently
Date: Fri, 28 Jan 2022 14:30:34 GMT
Server: Apache
Location: https://www.saksipazari.com/_wildcard_/?=george.kennard@colt.net
Content-Length: 272
Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: text/html; charset=iso-8859-1
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6c 65 3e 33 30 31 20 4d 
6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6c 79 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 
68 31 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6c 79 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 
74 20 68 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 73 61 6b 73 69 70 
61 7a 61 72 69 2e 63 6f 6d 2f 5f 77 69 6c 64 63 61 72 64 5f 2f 3f 3d 67 65 6f 72 67 65 2e 6b 65 6e 6e 61 72 64 40 63 6f 6c 
74 2e 6e 65 74 22 3e 68 65 72 65 3c 2f 61 3e 2e 3c 2f 70 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0a 
Data Ascii: <!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>301 Moved Permanent
ly</title></head><body><h1>Moved Permanently</h1><p>The document has moved <a href="https://www.saksipazari.co
m/_wildcard_/?=george.kennard@colt.net">here</a>.</p></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.5 49768 185.106.20.148 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.5 49770 46.17.96.20 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.5 49771 46.17.96.20 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.5 49778 46.17.96.20 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

6 192.168.2.5 49783 46.17.96.20 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

7 192.168.2.5 49785 46.17.96.20 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

8 192.168.2.5 49782 46.17.96.20 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

9 192.168.2.5 49786 46.17.96.20 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

0 192.168.2.5 49760 172.217.168.45 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-01-28 14:30:35 UTC 0 OUT POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com
Connection: keep-alive
Content-Length: 1
Origin: https://www.google.com
Content-Type: application/x-www-form-urlencoded
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-01-28 14:30:35 UTC 0 OUT Data Raw: 20 
Data Ascii:  

2022-01-28 14:30:35 UTC 3 IN HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
Access-Control-Allow-Origin: https://www.google.com
Access-Control-Allow-Credentials: true
X-Content-Type-Options: nosniff
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Fri, 28 Jan 2022 14:30:35 GMT
Strict-Transport-Security: max-age=31536000
Cross-Origin-Opener-Policy: same-origin
Content-Security-Policy: script-src 'report-sample' 'nonce-xxWx0GdqbB3kMy53I7whQA' 'unsafe-inline';object-src 
'none';base-uri 'self';report-uri /_/IdentityListAccountsHttp/cspreport;worker-src 'self'
Content-Security-Policy: script-src 'nonce-xxWx0GdqbB3kMy53I7whQA' 'self' https://apis.google.com https://ssl.gstatic.co
m https://www.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAccountsHttp
/cspreport
Server: ESF
X-XSS-Protection: 0
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Sec-Fetch-Dest, Sec-Fetch-Mode, Sec-Fetch-Site,Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-01-28 14:30:35 UTC 4 IN Data Raw: 31 31 0d 0a 5b 22 67 61 69 61 2e 6c 2e 61 2e 72 22 2c 5b 5d 5d 0d 0a 
Data Ascii: 11["gaia.l.a.r",[]]

2022-01-28 14:30:35 UTC 4 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

1 192.168.2.5 49759 142.250.203.110 443 C:\Program Files\Google\Chrome\Application\chrome.exe

HTTPS Proxied Packets
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Timestamp
kBytes
transferred

Direction Data

2022-01-28 14:30:35 UTC 0 OUT GET /service/update2/crx?os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=85.0.4183.121&lang=en-US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
bcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1 HTTP/1.1
Host: clients2.google.com
Connection: keep-alive
X-Goog-Update-Interactivity: fg
X-Goog-Update-AppId: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-85.0.4183.121
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-01-28 14:30:35 UTC 1 IN HTTP/1.1 200 OK
Content-Security-Policy: script-src 'report-sample' 'nonce-ZosfjSrUEyfH1ZFU3FY5Dg' 'unsafe-inline' 'strict-dynamic' https: 
http:;object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Fri, 28 Jan 2022 14:30:35 GMT
Content-Type: text/xml; charset=UTF-8
X-Daynum: 5506
X-Daystart: 23435
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Server: GSE
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-01-28 14:30:35 UTC 2 IN Data Raw: 35 31 65 0d 0a 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 
54 46 2d 38 22 3f 3e 3c 67 75 70 64 61 74 65 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6c 3d 22 32 2e 30 22 20 73 65 
72 76 65 72 3d 22 70 72 6f 64 22 3e 3c 64 61 79 73 74 61 72 74 20 65 6c 61 70 73 65 64 5f 64 61 79 73 3d 22 35 35 30 
36 22 20 65 6c 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 32 33 34 33 35 22 2f 3e 3c 61 70 70 20 61 70 70 69 64 3d 22 
6e 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72 
74 3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22 
Data Ascii: 51e<?xml version="1.0" encoding="UTF-8"?><gupdate xmlns="http://www.google.com/update2/response" p
rotocol="2.0" server="prod"><daystart elapsed_days="5506" elapsed_seconds="23435"/><app appid="nmmhkkegccagdld
giimedpiccmgmieda" cohort="1::" cohortname=""

2022-01-28 14:30:35 UTC 2 IN Data Raw: 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78 22 
20 66 70 3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31 
37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68 5f 
73 68 61 32 35 36 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 
31 37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f 74 
65 63 74 65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65 72 
73 69 6f 6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3c 2f 61 70 70 3e 3c 61 70 
Data Ascii: mhkkegccagdldgiimedpiccmgmieda.crx" fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c54
50122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56b8717175c536685c5450122b30789464ad82" p
rotected="0" size="248531" status="ok" version="1.0.0.6"/></app><ap

2022-01-28 14:30:35 UTC 3 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

10 192.168.2.5 49787 142.250.203.97 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-01-28 14:30:38 UTC 566 OUT GET /crx/blobs/Acy1k0bLIjHsvnKaKN_oRpVaYYvFs25d7GKYF1WXrT6yizCMksBO0c_ggE0B6tx6HPRHe6q1GOE
e3_NcIbSiGG8kXeLMUY0sAKVvC6R89zvKM13s5VqoAMZSmuUgjQL5vlygJuArQghXXE_qTL7NlQ/extension_8520
_615_0_5.crx HTTP/1.1
Host: clients2.googleusercontent.com
Connection: keep-alive
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-01-28 14:30:38 UTC 566 IN HTTP/1.1 200 OK
X-GUploader-UploadID: ADPycds2AUF321eylA-f4A_8B4CYSzHxQhDiySuccbGDcVb81aMWNEKMgB9LWXdFDsi7
g9WbPV-GbaqZ_YPV0ZtNeQ
Accept-Ranges: bytes
X-Goog-Hash: crc32c=DxAZGA==
Content-Length: 768843
Server: UploadServer
Date: Fri, 28 Jan 2022 14:00:35 GMT
Expires: Sat, 28 Jan 2023 14:00:35 GMT
Cache-Control: public, max-age=31536000
Age: 1803
Last-Modified: Wed, 05 Aug 2020 01:15:29 GMT
ETag: 730d2491_a246e948_e80d9c94_d8b3f142_86eb8dd2
Content-Type: application/x-chrome-extension
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

2022-01-28 14:30:38 UTC 567 IN Data Raw: 43 72 32 34 03 00 00 00 18 04 00 00 12 ac 04 0a a6 02 30 82 01 22 30 0d 06 09 2a 86 48 86 f7 0d 01 01 01 
05 00 03 82 01 0f 00 30 82 01 0a 02 82 01 01 00 8f fb bf 5c 37 63 94 3c b0 ee 01 c4 b5 a6 9a b1 9f 46 74 6f 16 38 a0 32 
27 35 dd f0 71 6b 0e dc f6 25 cb b2 ed ea fb 32 d5 af 1e 03 43 03 46 f0 a7 39 db 23 96 1d 65 e5 78 51 f0 84 b0 0e 12 ac 
0e 5b dc c9 d6 4c 7c 00 d5 b8 1b 88 33 3e 2f da eb aa f7 1a 75 c2 ae 3a 54 de 37 8f 10 d2 28 e6 84 79 4d 15 b4 f3 bd 3f 
56 d3 3c 3f 18 ab fc 2e 05 c0 1e 08 31 b6 61 d0 fd 9f 4f 3f 64 0d 17 93 bc ad 41 c7 48 be 00 27 a8 4d 70 42 92 05 54 a6 
6d b8 de 56 6e 20 49 70 ee 10 3e 6b d2 7c 31 bd 1b 6e a4 3c 46 62 9f 08 66 93 f9 2a 51 31 a8 db b5 9d b9 0f 73 e8 a0 09 
32 01 e9 7b 2a 8a 36 a0 cf 17 b0 50 70 9d a2 f9 a4 6f 62 4d 
Data Ascii: Cr240"0*H0\7c<Fto82'5qk%2CF9#exQ[L|3>/u:T7(yM?V<?.1aO?dAH'MpBTmVn Ip>k|1n<Fbf*Q1s2{*6PpobM

2022-01-28 14:30:38 UTC 567 IN Data Raw: 62 68 3d 9f 5b 4f 7d b2 2b 1b ae 55 af 4b 48 46 28 6e 33 e8 5c 22 d7 dd d8 2c 67 d7 63 0e b5 8a 36 29 13 10 
28 dd 45 ed ff 00 55 db fa ff 23 92 69 ad 61 03 e7 3a 04 98 9f 4e 89 fd 0a 1d 0e 50 88 1b a9 78 ef 4f a0 90 ea 28 6d 43 3b 
7c eb 35 01 53 ac 7b 6d ea 61 45 78 8d bb 91 5b 7f 98 66 50 af 69 60 85 79 cc c2 35 b1 88 52 02 84 8b 90 76 7f 24 1a cf 
2e b4 00 bd 6c 2d 6d ee b5 02 03 01 00 01 12 80 01 9a a3 91 dc 6d 10 04 8c cf 6e 69 83 be 14 60 f5 b7 57 06 05 84 19 
a6 52 d1 70 e4 62 bd 2b 89 10 ce 8a 2b b9 5c 6b b6 52 24 65 7e dd 8b 4a 5c 9d 26 63 25 a7 64 ae 9d cf 4d c4 e8 6a a0 
8b 56 bf 25 07 ad df 2b 31 46 b1 a4 03 be 44 03 85 83 96 58 5c 95 31 63 74 0b 3c 94 86 b1 c4 02 1c 96 fa 45 06 42 df 2b 
c1 69 40 01 eb fe 38 f4 9c 5e 9b b9 c5 26 59 52 ca e6 0a 49 
Data Ascii: bh=[O}+UKHF(n3\",gc6)(EU#ia:NPxO(mC;|5S{maEx[fPi`y5Rv$.l-mmni`WRpb++\kR$e~J\&c%dMjV%+1FD
X\1ct<EB+i@8^&YRI

2022-01-28 14:30:38 UTC 569 IN Data Raw: 7e fb f1 fa df 70 f1 7f ee ae bf bc b8 bd bf bc fc b4 fe 04 8b 3b 2e cb cd aa 58 57 a2 6a 15 40 46 b0 99 55 06 9e 
99 69 25 32 27 d9 60 40 0f c3 54 2a 57 e8 61 24 24 d0 59 30 1d a0 d3 c5 2c ef b6 1e 00 31 f7 64 d3 b3 96 91 0f 99 4e 45 
d3 31 4b 63 4d 47 0d f6 3b ea d5 06 08 c9 60 85 f7 ca 04 25 25 9f d1 eb e0 30 31 ee e2 c8 60 5c 26 20 9b 40 82 ca bc 08 
da b0 e5 57 6c c7 37 d9 13 d3 66 94 a2 02 c8 10 01 4a 8a 75 0a 02 4f 27 45 fc eb 39 a8 70 74 38 02 1d ce 67 3f 7e f9 7c 
7f 53 7c fe f1 fa f2 f2 b6 bc fb 49 0e 7e 16 5f 5f 17 57 1f ae ef ef be fd 2c bf 62 84 7f 9d 4c 4f 86 e3 d1 3f f2 e9 37 ac 64 e8 
09 9b c1 f6 4e c5 df d9 64 7c 3d 90 58 af d6 98 13 78 29 d7 57 e5 43 62 fe 97 8a 29 d1 c9 7a 84 dd 7d 2c 6f 7e 3f 71 df 
50 bb c6 40 f5 11 12 fc 4a 41 d6 77 82 c3 
Data Ascii: ~p;.XWj@FUi%2'`@T*Wa$$Y0,1dNE1KcMG;`%%01`\& @Wl7fJuO'E9pt8g?~|S|I~__W,bLO?7dNd|=Xx)WCb)z
},o~?qP@JAw

2022-01-28 14:30:38 UTC 570 IN Data Raw: 47 b6 62 5b 97 15 31 5f ec 34 e8 4b 82 df 3b dd f5 26 a3 7f 47 af 7c 4f 33 bc 69 98 32 ae b8 bf d7 fd c4 f6 f6 dd 
cd f5 fd ea 73 79 fb f1 fa fa 0e db dc 56 69 d7 74 4c 2d f0 51 c0 2e ca 67 19 00 85 20 ac 64 d1 02 96 dd 08 6b 75 1c 99 59 
5b 6d c2 d8 10 64 d5 21 60 db 48 3b c1 17 9b 72 85 d9 7a 55 d3 94 b3 da 5b 88 6f ed 83 75 3a 28 eb d8 8e 03 44 7d 1d 
23 9d 94 a5 77 f7 49 08 6d 8c f6 c4 ac 17 7b 72 0d 3c 7d f7 e9 f9 f1 27 92 21 1e b7 99 d9 71 66 8c c6 2c 6e 57 e2 42 8c 
11 02 34 a3 9c 07 7d 66 c2 48 76 bb 52 52 ce b1 d1 ad 03 52 f6 f2 b8 bc 8f 6a 88 6d 14 4c 7f d8 f0 8d bb ba 11 3c ff 12 a7 
07 13 0c 5e c3 bf 50 cc a5 08 3d 9b a9 55 ce fa 74 f5 a1 96 a3 d2 de 0c c5 64 d8 98 28 0a a2 fb 4d 81 fe 42 95 98 ec c9 
ee e4 85 b6 50 d2 fa 13 3b 6f 4d a9 8a 6b 70 56 
Data Ascii: Gb[1_4K;&G|O3i2syVitL-Q.g dkuY[md!`H;rzU[ou:(D}#wIm{r<}'!qf,nWB4}fHvRRRjmL<^P=Utd(MBP;oMkpV

2022-01-28 14:30:38 UTC 571 IN Data Raw: db bf 69 0a 4c a8 7a 35 e0 b4 32 78 98 5f f0 c0 fe bf 7b 6e 0d 7a 41 c1 15 1a 87 ac ed aa c2 65 ab 73 76 7b 28 
59 ef 09 08 94 0f 15 ea ed f9 b8 9e b5 26 fe 56 14 e4 a7 82 b2 0f 86 9d 94 7e 3c 9c a1 0a eb 03 a7 f1 38 22 a2 f5 35 e6 
21 34 3d a9 cb cd 69 05 ec 3e 56 a7 a1 33 e1 bd f6 0a a2 05 c2 86 ed a8 fd 8e 3b 8d 4f df ce 8d 00 86 c8 e0 4e 48 3d 79 
a7 f6 2c 3f 1a 0d 97 d3 c9 62 9e 4f 97 c3 a3 a3 d1 7c 34 19 0f 4f 97 87 93 b3 b3 7c 3c 9f ed aa 81 3b 9d 9f ca 59 1c 8d 26 
cb bf 2f 86 a7 a3 f9 fb 5d 09 5c fd 4b 24 1c 0e c7 87 f9 e9 f2 d5 62 3e 9f 8c d3 39 a4 27 d9 53 09 93 f1 1c 16 00 b3 c8 67 
d5 9a 76 85 70 7d f2 44 c8 d1 e8 68 39 9e cc 97 f3 69 b2 0c ae c5 92 8c 3f ce f3 a3 57 c3 c3 37 cb fc 6c 38 3a 5d 1e 8f f2 
d3 a3 5d 41 dc a9 d5 7e 41 c7 93 e9 d9 f2 28 
Data Ascii: iLz52x_{nzAesv{(Y&V~<8"5!4=i>V3;ONH=y,?bO|4O|<;Y&/]\K$b>9'Sgvp}Dh9i?W7l8:]]A~A(

2022-01-28 14:30:38 UTC 572 IN Data Raw: 79 e7 fd f2 e6 66 f1 7a 09 df 77 5e 7d 62 85 5a d4 9f a2 f9 54 b6 f9 14 cd 27 df b9 fb b9 b7 c3 05 97 4e 1b 67 
85 11 d2 1a ed 04 a3 a8 08 e9 69 f5 9a 3f ba f9 2c 9a 7f 84 69 fe 51 f5 a7 74 cd 15 db 5d 97 bc fb 2e 16 c9 00 bf 2c 7c 25 
2c d7 f5 d0 aa 9b e9 c4 99 ff 51 0f 2d a7 21 2e 0b 74 c3 73 28 fd 02 79 0f 2d 4d 75 4b 53 12 11 6f be f3 cb 20 0c 10 43 61 
0d f0 c6 24 77 cc 68 52 16 66 95 48 20 6e d0 ac 11 97 fe a7 e7 cd 15 2f 16 e1 b9 f4 b3 2a 61 15 ec 61 01 13 5a 2e 0a 23 
39 35 ad 94 88 a2 e9 ae b4 b2 c2 42 e4 48 94 97 dd 77 65 fd 84 5a 08 ae 58 61 a5 e4 30 2d 93 9a 9c 30 f0 d6 ec a9 64 f5 
a7 f6 02 27 38 34 68 80 c6 77 77 7b dd f4 41 19 bc 1c 88 55 fb 81 17 e8 ba 45 53 38 a4 7b 81 92 43 ca 20 96 dd 0d e5 76 
03 a3 9a 39 a6 6a a9 73 66 85 75 da 6e 92 ac 94 
Data Ascii: yfzw^}bZT'Ngi?,iQt].,|%,Q-!.ts(y-MuKSo Ca$whRfH n/*aaZ.#95BHweZXa0-0d'84hww{AUES8{C v9jsfun

2022-01-28 14:30:38 UTC 574 IN Data Raw: 19 09 2e 0a e0 e5 a0 bd cf 2b f3 36 90 3c d5 7e 62 27 09 c5 c1 5c c8 54 99 d3 01 48 ef 23 03 72 71 56 89 38 
c5 ce 33 48 36 17 d9 fd 62 43 86 be 9b 6a 30 21 d9 8b d5 5d 8f cb 54 5f a8 33 04 b2 4b ab 5f d8 13 04 7a c8 0e d9 79 0f 
dd 46 e2 6c 8d 5c d2 34 02 7b 58 ef 24 ae ac 98 8e ed 98 49 8b 2c 4d a2 a0 11 76 34 06 6e 78 9b 22 21 a0 a2 10 2e 75 
44 a9 9d 88 a1 ec ea fe 46 da 9e 75 a6 58 b6 b8 34 18 c9 39 53 90 0c 4c 3a ac 79 c8 5b 8a d8 1e a3 9a e8 12 51 24 02 
55 d6 b9 7b 9e 98 ff fe 85 96 8a d4 22 38 3b dd 2d 5a 49 5c 58 cd 09 3d 9a 22 da fe 02 2d 2d 08 11 61 78 29 b0 94 58 5b 
ca 49 b6 eb 9b 38 a7 74 58 e4 21 c2 88 4b b4 59 58 fb a3 ed cf 3a 13 aa 0a 8e c6 9d 13 96 b2 5c 9d 36 2a 64 02 61 2f 24 
8f a4 15 57 56 32 c6 00 e6 43 52 0e 88 49 d2 a5 c2 b4 7e 47 a1 
Data Ascii: .+6<~b'\TH#rqV83H6bCj0!]T_3K_zyFl\4{X$I,Mv4nx"!.uDFuX49SL:y[Q$U{"8;-ZI\X="--ax)X[I8tX!KYX:\6*da/$W
V2CRI~G

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 575 IN Data Raw: 70 79 f5 21 ed 4d a2 9a 86 ca 60 51 0e 16 dc db 86 ea 57 54 b2 33 dd ed 10 05 d3 fe 54 da 2c 0c e2 f5 2c 49 
24 77 e2 9c 6a 38 01 17 1d 38 21 4a 0b 7f a9 3f b3 9d 3c 83 2b 77 ce 14 4c f0 ba 3e 0e 88 51 01 50 c8 5b 7e 1b 71 12 44 
1b f3 de 7c c7 67 46 0c 07 7f 06 41 83 01 0c 07 67 c0 c0 db ac c1 36 1b dc fd 12 09 10 87 e1 a8 b0 93 ed f2 e1 5c e7 2c 
16 3c 2a da ec b6 cb b6 45 5d 73 ac d3 5d ae 18 7d c6 66 cd 5e ad 56 13 be 07 e8 ec 8a 0d 5b c3 cf 6f 53 93 48 a5 b7 65 
49 a2 0d 4a a0 97 12 20 ab 61 c6 d4 67 96 e0 0b 0d fb f0 49 75 02 e9 a5 67 d4 8d a9 cb 24 9a 83 c6 2b ae 00 11 53 67 
bb ee d5 31 45 95 6d e6 42 80 06 64 d0 51 0d e8 12 a5 3c 51 e2 77 b1 be ba be 1e 74 46 4d c1 7b 3d c6 27 30 a3 cc 2d 
6a e7 47 81 b5 e8 66 09 da 14 6a ee c6 0a c8 46 24 87 0b c6 29 
Data Ascii: py!M`QWT3T,,I$wj88!J?<+wL>QP[~qD|gFAg6\,<*E]s]}f^V[oSHeIJ agIug$+Sg1EmBdQ<QwtFM{='0-jGfjF$)

2022-01-28 14:30:38 UTC 576 IN Data Raw: 7b 99 83 65 0f 89 e0 43 f5 44 29 42 0d 8d 4c 90 27 aa 7c 14 89 61 3f 85 5f e9 cb 1e a8 91 a3 e7 a9 8b 4f 1f 5e 
a6 46 8e cb da c1 12 7c 53 87 bc 29 02 99 e1 d4 43 ef b9 e1 8d a9 25 be 94 c8 29 b2 04 a8 f8 40 9d 7b ca 12 98 cc c0 52 
53 6f 48 65 e5 14 8d 06 0f 3d 9d 1d ce 47 e3 79 59 03 9b 54 1d d3 07 6b b2 84 6a fd 1e 9d 96 29 10 26 de 73 95 25 72 50 
f6 a7 33 88 55 35 e0 2b 09 af 9b 1e 5d cf 92 82 50 91 2a 35 f5 c0 7f 96 02 00 d7 df c0 fb 80 9d e6 82 17 f5 e6 09 8a 9c 8f 
5f 6b fc 2a 71 b6 36 4f e7 60 5c 96 7f a4 c1 8c 7a 45 5b 9e 08 e5 9c 89 77 72 ac 21 30 86 bd 4a 19 49 0f f6 e6 49 fc 56 
8e 9f a7 80 80 a8 7e e7 49 64 22 04 f5 44 c2 1a 22 44 84 a0 0e b5 e5 29 78 68 92 86 dd f4 8d 60 6b 68 4c 01 6f a6 2a 4b 
9d ed cb 13 99 0d 5f f4 a7 fb cf 28 25 a3 ce ea 50 
Data Ascii: {eCD)BL'|a?_O^F|S)C%)@{RSoHe=GyYTkj)&s%rP3U5+]P*5_k*q6O`\zE[wr!0JIIV~Id"D"D)xh`khLo*K_(%P

2022-01-28 14:30:38 UTC 578 IN Data Raw: cb 7a 84 3d 53 ab 7d cf b7 d6 18 f6 40 e5 ba 13 57 f1 c4 19 89 b0 27 8e cf f9 11 8f c3 06 a9 45 b0 c2 7b 65 82 
92 92 0f 89 24 74 47 4f 58 44 2a c1 b8 42 80 e7 03 8f 5a 78 11 b4 61 a9 24 91 27 fe b7 89 e5 7b 74 7a 8d bf 55 2a c0 fd 
44 80 58 6e 9d 52 70 47 02 d8 be 9d 82 e8 fb 07 7d 90 fd 64 bc fb e5 d3 d7 eb f9 a7 dd ab cb cb 9b c5 ed 73 d9 f9 55 7c 
ab 1d b2 c0 9b a9 3f 35 8d 40 0d 8b 77 bf ca ad d7 44 47 b8 7f af c1 46 76 be 0d 47 47 dd 41 ff ef e5 e8 ee ee 57 f5 e8 34 
3b 58 fd 9b 35 21 4a 5c 36 6b 0b 42 ba b1 89 f9 dd d5 ed 87 c5 f5 cf e4 e8 7f 3b f7 91 29 46 9e e6 b4 fd dd 5d 73 d2 c6 
40 c8 17 12 6c 43 41 64 75 82 c7 96 39 64 5b 85 22 25 a4 ee f4 ce 7a 0d 3d 30 36 21 01 a9 06 d0 9b a0 9d 56 bc ae 62 
18 57 a0 68 c3 44 3e 26 82 63 ad a6 31 6c 8e 68 24 c9 
Data Ascii: z=S}@W'E{e$tGOXD*BZxa$'{tzU*DXnRpG}dsU|?5@wDGFvGGAW4;X5!J\6kB;)F]s@lCAdu9d["%z
=06!VbWhD>&c1lh$

2022-01-28 14:30:38 UTC 579 IN Data Raw: b0 42 02 5e 33 41 18 2b 8c 28 b4 5d 69 df ab 87 12 44 a4 a8 aa 41 09 0f d7 b9 50 08 61 1c 1b 09 55 ae bd 7e 
b1 c9 91 33 08 23 7e 91 64 e4 c9 a9 60 a8 96 cf 50 1b c2 4c e8 79 18 c6 6c 31 6b 1c 13 a8 ca 88 51 d1 92 03 a3 29 15 
aa 26 af c9 77 b8 d2 1d c6 6a 99 82 5b ac d6 3c 14 16 6f 5b 26 e0 b2 b2 ad 23 e9 2e cd 35 18 8f 8d 33 a7 d4 3f 27 5a b3 
3c 0e 22 a9 66 e0 ae 21 ed 58 19 a2 c2 26 f1 18 f7 f3 20 7b 0f 99 fb 58 31 d8 d1 76 f1 19 5b 5b 3d b7 b1 e5 a8 c6 ed f5 
d5 d7 f3 4f 8b 9b 0f 57 57 b7 cd c8 86 55 90 dd c5 36 be d5 4e 43 d2 a1 7c 51 00 52 0f c2 ca f5 70 9d 66 96 28 65 68 83 
5b a4 5e 58 5b 4d 37 d9 10 64 d5 c4 d8 a0 e1 96 ab db 7c ef c7 be ec 45 da de 82 db d3 3e 58 a7 83 b2 2e d3 21 a1 63 
1c cd 5e 16 f4 b0 d1 cf 6d 26 b1 3c 82 14 35 b2 05 f6 1d 62 03 
Data Ascii: B^3A+(]iDAPaU~3#~d`PLyl1kQ)&wj[<o[&#.53?'Z<"f!X& {X1v[[=OWWU6NC|QRpf(eh[^X[M7d|E>X.!c^m&<5b

2022-01-28 14:30:38 UTC 580 IN Data Raw: b3 a2 01 b4 45 86 98 cc c5 33 7e 69 0b 59 61 f5 61 e4 b6 fd 33 33 3f b7 ae c2 48 f8 e7 15 56 3c 78 90 0a 7c 
7b ed 9c 0e c1 04 be aa 90 ab 4a 78 63 4d 30 85 91 c2 d7 85 52 f3 03 fc 7b 02 86 c9 b5 e9 5c 64 0b 89 97 55 08 3f 98 a2 
cf 63 1c 14 e4 85 14 5b 14 73 9b 20 d1 08 c1 4a 2b 8d 07 68 a2 b5 f6 45 01 66 b8 e2 69 58 32 a2 d2 8a d2 6a e1 a5 0d 
5a 04 e5 95 86 20 b0 aa 01 fe 50 27 f2 b0 97 d2 78 d0 cf 00 41 dc 49 69 85 a8 7c 0b db 8b 51 f4 24 b1 dc 31 06 f3 85 70 
d5 94 9c 00 75 87 7f da 19 5e f1 b0 c1 62 cc 87 fb b5 b8 98 9d e4 ac 71 6b db a7 c7 b8 a8 b3 4d e1 b6 41 3d a1 ea cf 80 
25 cb e0 61 7f c1 7b c7 77 ae 1e a1 8d b9 cd 4c 56 c3 9b 54 22 00 c2 70 15 20 b3 d5 63 b4 bc dc f1 f0 a8 a0 12 48 8a 3d 
b8 14 43 b1 63 d6 d9 62 b3 c6 23 80 18 ad 60 12 96 2e 6b 76 
Data Ascii: E3~iYaa33?HV<x|{JxcM0R{\dU?c[s J+hEfiX2jZ P'xAIi|Q$1pu^bqkMA=%a{wLVT"p cH=Ccb#`.kv

2022-01-28 14:30:38 UTC 581 IN Data Raw: 8f cb 92 84 67 ae 84 df 5e 3f 1d 70 5b e0 9a b0 ed 8a b3 e1 f1 f4 84 ac e0 5e 7e 7e 77 f7 6f 50 4b 07 08 62 6e 
ee ba 6a 12 00 00 a8 61 00 00 50 4b 03 04 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 
00 5f 6c 6f 63 61 6c 65 73 2f 62 6e 2f 03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 
00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 62 6e 2f 6d 65 73 73 61 67 65 
73 2e 6a 73 6f 6e cd 5c eb 6f db 48 92 ff 57 74 be f9 70 b3 c8 a3 df ec ce ed dc 40 b1 68 47 1b 5b f2 ea 91 20 8b 01 04 
4a 96 92 c1 66 e2 9c ed 60 81 0b f2 bf 5f 91 dd 8c 8a aa 6a 4b ce 78 b2 f3 c5 51 24 76 b1 bb 1e bf 7a 92 9f 8f a4 90 3e 78 
63 9d 34 de 5b 25 ac 2c 8e 9e f5 3e 1f fd b6 be b9 a9 
Data Ascii: g^?p[^~~woPKbnjaPK*Q_locales/bn/PKPK)Q_locales/bn/messages.json\oHWtp@hG[ Jf`_jKxQ$vz>xc4[%,>

2022-01-28 14:30:38 UTC 583 IN Data Raw: 6c 6c b9 27 63 4b e1 9b 41 ac 8f a7 8a 89 08 88 ca 15 00 96 f0 37 00 7f 42 86 e9 49 87 b0 c7 dc 90 83 a5 ef 
23 5d 03 5e 43 49 10 a9 0d 3a d4 26 c3 aa 44 27 65 c2 ac 5a a3 a8 2e 31 3a 09 d3 1a 25 0c 6c 17 52 28 a1 35 f0 87 17 
66 e2 44 5a e3 20 75 86 68 09 8e ea 40 b1 00 20 d8 35 9d a8 01 a1 4a 2b 99 86 98 11 10 88 07 48 94 0a 50 2b c8 95 1c 
af ec be 93 df 27 14 f8 af 86 9a e0 25 df de f8 c7 67 ed 7d 6a c1 48 29 82 aa fd a6 e2 83 ff bd 21 32 cd a7 51 d2 95 92 71 
ff 08 23 45 45 ae 45 f9 7e 4a 0a 14 86 d1 0d 41 a1 0d 02 15 cc 02 71 e0 6e 8e db b8 7e 49 0a 0e ed 06 e2 af 9d 8d fb ad 
e9 27 b2 31 47 ad 88 59 26 fb 5e a2 cf eb fd ba 9d b2 fd 44 08 69 0b ce 88 53 06 c6 10 7a 94 f3 5d dd 24 1a 2d 61 92 eb 
ea ce 6d 26 45 a3 1c 97 bb 54 23 62 a5 22 c0 9d 62 ec 18 44 
Data Ascii: ll'cKA7BI#]^CI:&D'eZ.1:%lR(5fDZ uh@ 5J+HP+'%g}jH)!2Qq#EEE~JAqn~I'1GY&^DiSz]$-am&ET#b"bD

2022-01-28 14:30:38 UTC 584 IN Data Raw: 45 2e f0 a3 ce 58 bc 34 c9 3f a8 3f 95 6f d0 c7 0e 2d 53 be a5 ad 20 54 a0 6d 65 f6 63 3c 88 0b a0 aa 3a 14 a0 
bb 5e 58 01 d9 e2 43 a2 24 60 da c9 79 bc 51 01 59 15 d8 46 5d bb 01 15 50 c1 f2 23 9d c8 41 87 4b ac d9 f4 fb de f6 3f 
ed 6c 06 52 17 e4 e1 52 85 c4 86 ba c1 6f 25 58 29 64 77 5a 83 b1 de 3f d9 48 43 62 0d e0 2b e0 1a 78 38 6f 00 e5 24 ab 
00 7f fe 6a 0b 66 65 ae 79 81 3d d7 65 2e d5 c9 76 46 f2 59 6d c3 49 27 c0 c7 49 08 0e 64 11 c0 90 c0 5d 10 4e a6 a4 fb 
86 06 a2 07 16 22 51 d1 b5 b3 fc 01 1b 10 f7 ad 4e 77 a6 3e c9 94 10 d7 62 a0 c0 ea 20 be a9 07 f3 21 61 f2 f5 e8 b5 d3 
24 4e f8 4b ce 35 e2 a4 12 4d 2c a6 c1 15 67 ea 27 42 94 b1 1a 3c 37 a4 cd 99 41 ca c3 4a 36 28 53 63 a2 ed 7d 29 d8 
03 b4 58 11 4b bb e1 ef f7 9e 8e a5 6c fd 7e c3 b1 ce 7a 
Data Ascii: E.X4??o-S Tmec<:^XC$`yQYF]P#AK?lRRo%X)dwZ?HCb+x8o$jfey=e.vFYmI'Id]N"QNw>b !a$NK5M,g'B<7A
J6(Sc})XKl~z

2022-01-28 14:30:38 UTC 585 IN Data Raw: ca c9 2e 0d ae 40 91 a7 71 31 19 9f 5f cc 08 7b 68 f7 20 4f 62 52 fe 7d 3e 9c 94 84 35 5c 73 23 4f 65 f6 e6 a2 
bc 43 dc 74 0a 81 90 3a 1f 4e 26 e3 c9 70 74 da ea ee 62 3a 7f 5e f3 08 be 22 6a cc 44 cf 84 e0 a8 9c bd 1e 4f 5e 82 1e 
9d 9c 94 93 5a 1d 5f 0f 4f 86 84 df 4c 02 9a 25 95 3b 20 f7 e6 ad 2c 91 69 ff bc 64 b7 c2 8d 9d 64 a9 bc ae 65 b6 b8 38 26 
ac a1 01 29 a5 31 de 5d c5 3d 28 4d 96 5d 4c 86 af fa c7 6f 16 83 fe ac bf 98 4f fb a7 25 63 4e e4 31 64 42 66 5a e7 0d 3c 
b8 70 11 0a bf fe 6c 7c 4a e0 91 29 92 31 8b 67 f3 8b c5 ab e1 74 f8 7c d8 28 59 56 a4 cc cb 8b 28 b5 f1 c9 ec 75 7f 92 d7
7c 2e d2 21 54 e6 a3 97 a3 f1 6b b2 96 ab 84 92 b5 af 86 83 32 8f f6 4c ac 9e a1 30 3d 1f 8f 67 2f 46 e5 94 70 95 7b fb 18 
21 f2 a6 a4 ce 8a 79 cf 43 b3 6e 7a ba 38 
Data Ascii: .@q1_{h ObR}>5\s#OeCt:N&ptb:^"jDO^Z_OL%; ,idde8&)1]=(M]LoO%cN1dBfZ<pl|J)1gt|(YV(u|.!Tk2L
0=g/Fp{!yCnz8

2022-01-28 14:30:38 UTC 586 IN Data Raw: db 97 2d d5 f0 1c 4b 45 f0 75 55 57 0d 97 4c 66 92 63 2b 1f e2 ba 88 15 c4 ad 77 57 e4 f7 71 c4 ca 0a cb 4a 8f 
5f cd e6 fe 74 be 1c 86 a3 f7 af d8 26 4d 22 b6 db a9 8b 3c 5f a7 71 93 17 97 b0 79 15 8c fa cd 8b 6f 5b ab d9 c4 1f bd fa 
51 fc bb f8 79 84 09 6d 52 16 c5 77 79 ba 8a 8b 52 cc 64 6b 25 fe 40 88 2b a4 16 9f d6 2b 4d 2c 60 6b 4c 1e eb e2 f1 d3 
f4 c8 0b c6 de 0b 52 0f e6 d1 e3 63 47 8c 96 9b bb c3 30 fd 74 c6 fe f1 b9 8e 55 55 fd e9 ac dc b0 6c fb 07 53 ee 8a f8 f6 
cd e7 a3 bb aa da 94 e7 67 67 65 bd d9 e4 45 75 ba 16 f1 39 8d f2 fb b3 68 17 d4 33 96 95 bf c5 c5 99 ee 89 aa fd 7c a4 
54 ac 58 c7 15 ec 97 37 29 cb fe f9 f9 68 eb 98 0f a2 44 29 2b 4b 3c 2c e2 5f eb a4 88 57 af db 19 c1 30 5b bf 2e ef f2 df 
f0 f0 2f 55 be 39 2d eb db db 24 4a b0 b8 41 
Data Ascii: -KEuUWLfc+wWqJ_t&M"<_qyo[QymRwyRdk%@++M,`kLRcG0tUUlSggeEu9h3|TX7)hD)+K<,_W0[./U9-$JA

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 588 IN Data Raw: 3f 86 03 b0 23 5b d8 46 24 db 86 a4 49 d5 c3 8c 38 55 04 45 b5 85 20 36 80 83 45 3b d1 3d 7a 02 ad 00 5a 91 
30 60 79 cf 32 4c 97 04 69 76 98 03 08 d7 5e 51 0b 2f a0 7c d3 b0 4d 34 45 16 fa 22 c7 b0 68 ac 9f 75 38 96 aa f3 be c9 
35 41 2b 10 4d aa 69 93 ec 0b d2 43 30 42 32 71 84 01 81 ed 21 4c 5b 80 1c 9e b1 e6 04 14 c0 4b 25 bf 81 f6 04 64 41 
35 26 6d 14 5c cc 98 89 fc dd ee e8 1e 7e 09 84 38 8e ef 93 72 9f 38 76 49 76 c2 7f 96 75 ca ab 1e c9 b7 df 32 f5 30 37 
0e ad c7 02 fc 9e 3a a4 d3 ff a6 15 7a a1 d7 d9 4a 68 49 e4 5e 6e 65 fe 64 f7 52 15 79 8d a0 40 52 03 4a 45 17 63 e9 86 
bd d5 d0 16 04 1d 80 4a 77 1d 74 be 00 1a 4b 23 f9 e9 0b 78 64 db 8c 46 16 5b 16 6f 66 2d 0f fa 0b bc 4d c5 54 f0 f5 49 
74 63 b9 e7 ca 65 bf 35 85 66 c2 80 e8 af 6d 68 09 28 0f da 
Data Ascii: ?#[F$I8UE 6E;=zZ0`y2Liv^Q/|M4E"hu85A+MiC0B2q!L[K%dA5&m\~8r8vIvu207:zJhI^nedRy@RJEcJwtK#x
dF[of-MTItce5fmh(

2022-01-28 14:30:38 UTC 589 IN Data Raw: bd dd 05 44 23 14 c5 e9 db 2a 2f 14 7e 66 00 d6 5d 61 86 c9 89 72 3d 19 9d 28 a2 80 6e f3 08 9c 0a 98 5b 17 
ec 1e cf 78 1d 8c fc 59 a3 e8 f9 3d 87 a3 ba ae e1 42 ca f2 43 26 2a 9d b7 ea 81 13 75 e7 71 02 3d 65 d9 dd 14 f0 0b ae 
55 13 a2 ab a0 1f fa cb e9 78 31 0f a6 4b bf df 0f e7 e1 78 e4 0f 97 bd f1 d5 55 30 9a cf 0e 87 96 5d 5c 51 3f 8b 7e 38 5e 
7e 58 f8 c3 70 fe e9 d0 83 0c ac 88 87 9e 3f ea 05 c3 e5 bb c5 7c 3e 1e d1 39 d0 7b 21 ea 61 3c 9a 63 01 98 45 30 e3 6b 
3a 74 22 6b c5 88 93 7e d8 5f 8e c6 f3 e5 7c 4a 96 21 d3 86 c4 7e 10 04 fd 77 7e ef fd 32 b8 f2 c3 e1 72 10 06 c3 fe a1 23 
d9 c1 7b b7 a3 c1 78 7a b5 ec 07 b3 de 34 9c 48 97 25 39 a7 e9 f6 76 19 f8 fd 60 7a e8 43 26 9e ba 7d 4c a6 e3 ab c9 9c 
84 87 36 1c dd 2e a6 c1 87 45 38 0d 48 68 64 9d 4e 
Data Ascii: D#*/~f]ar=(n[xY=BC&*uq=eUx1KxU0]\Q?~8^~Xp?|>9{!a<cE0k:t"k~_|J!~w~2r#{xz4H%9v`zC&}L6.E8HhdN

2022-01-28 14:30:38 UTC 590 IN Data Raw: f3 e2 19 9f 42 fc a8 3b 7a 44 b2 f2 ea ac fc 6a ff 26 d6 c1 0a 8e e7 3a 96 a3 99 ba af b9 f6 e9 32 0f cf 11 97 
e7 62 c9 86 5b b9 e2 ba 60 38 fb dd f6 f9 d7 1d 15 bf 73 e5 96 e1 59 d8 b8 03 bd 9e 6e 38 ae a9 9f 6a ef c7 db 55 11 27 
59 4e 36 f0 43 c8 c5 6c c3 d0 2d cd f1 4c 53 87 b0 66 da b2 18 5f 34 5a 27 cf d5 8a 24 a3 f0 c0 6e 26 ec 89 e2 a4 41 1e 
16 45 96 53 92 27 64 9d 26 62 f7 4b b2 5b 25 9b a2 21 96 b2 35 5f c3 5a 96 ab 6b 9e e1 f9 b6 a7 b6 90 fb 95 cb 38 a6 e3 
78 8e 6b 31 bf 59 be 65 ba 8e 24 43 d3 27 ba c8 5f f9 c2 d3 e0 68 c3 b5 1c db f3 2d db d5 5d 29 12 ae e3 30 8b 72 f8 42 
08 d8 9a e9 bb b6 86 73 31 34 43 33 3d c9 34 84 0e 5f 01 7b cc 36 e5 f9 3c 3d 93 d6 3c 4d 96 74 1a 32 9f b2 cb a1 f6 6e 
38 6a 0e 46 93 db 4e f7 e6 5d b8 8e a3 45 38 8d c8 55 
Data Ascii: B;zDj&:2b[`8sYn8jU'YN6Cl-LSf_4Z'$n&AES'd&bK[%!5_Zk8xk1Ye$C'_h-])0rBs14C3=4_{6<=<Mt2n8jFN]E8U

2022-01-28 14:30:38 UTC 592 IN Data Raw: 77 1d fa 97 c3 c2 d8 33 5b b4 40 e7 f3 ea 78 73 b2 80 1b e5 53 8b a3 c7 64 93 c4 95 c1 59 2c a4 60 76 e9 dc 
7d e4 72 13 38 a8 59 68 da 4c 50 13 40 26 58 01 d2 d3 94 28 7b 6b 3e 65 3b 55 18 86 5c 4c 66 51 fe 9b d0 e4 a0 95 b1 
4d 06 10 9a 61 9b 40 5f 59 d3 f6 91 b7 3f 96 81 52 84 de c7 72 3d 54 23 c7 d2 3d b9 bf 48 b8 f9 38 ba 0d 5d 20 0d cb 74 
56 e2 f6 e3 36 66 cd a5 70 0f d0 a1 81 34 df 88 5b 23 f8 8f fb 7f 41 9f b1 8f 2a ec f7 6d d3 51 ab 64 d9 28 51 1e fa 50 a3 
ec 19 6d 4f ae 72 b5 c5 e3 cf b4 66 8c 41 a2 26 f8 86 69 a3 68 d9 be 26 af d7 e5 ab ec e8 86 08 56 50 60 9d 18 d8 95 26 
bb 75 b2 5b 85 39 5b 08 04 35 4d e2 82 6d 70 75 90 78 7b af a0 8d 86 6b 5a be 8f ae d0 b6 51 65 e4 42 91 61 91 62 19 
e5 94 87 15 da f0 dd a6 58 70 79 97 31 08 18 6d e3 1f d3 05 
Data Ascii: w3[@xsSdY,`v}r8YhLP@&X({k>e;U\LfQMa@_Y?Rr=T#=H8] tV6fp4[#A*mQd(QPmOrfA&ih&VP`&u[9[5Mmpux
{kZQeBabXpy1m

2022-01-28 14:30:38 UTC 593 IN Data Raw: 62 99 ff c1 0f 25 4d 23 ef 57 a1 20 e5 0d 62 9c 5b e4 ea 7a 07 5d 36 fb fb 41 2c 8f 5e de b0 0c 10 0e b0 2c 13 
c0 2a b7 39 fb 38 d9 8f 05 aa 66 b1 86 3a 21 b2 40 1e 53 1a 2e 4f 1f 8f 96 68 51 94 2b b3 ac 61 3d 96 0e 13 0c 03 04 d5 
90 48 c4 43 b8 5e b1 d9 f6 be 91 44 c7 cd e8 06 98 47 c9 88 35 df 93 64 aa d1 72 c9 f4 b8 10 4a 87 ef fb 4e c9 58 2c cb 
d5 e5 bc 1e a5 f3 70 0f 70 df 5e cf 8a 15 64 c5 33 4b 10 f7 3c 50 29 47 73 d1 20 4a 79 df e7 48 5b 96 6b d1 5c 2e 4a cb 
78 a2 9d 4e fd fe de 6a aa b0 ff ef 2b a7 e0 cb 26 c3 58 cf 74 c0 ad 7c cb 97 ca 99 8a e8 79 20 ac 20 c3 96 0e ba c3 b8 98 
a5 ca 12 60 a8 38 3d fe 24 9c 2c c2 47 1a a3 10 9f a4 8f aa 99 f1 c0 3d d1 21 5b 3a 4a 2d ea ad 8b 88 39 5d e1 f0 c8 43 
48 a0 a3 c3 5a a6 e6 a3 b3 04 31 31 e4 51 b5 08 c6 
Data Ascii: b%M#W b[z]6A,^,*98f:!@S.OhQ+a=HC^DG5drJNX,pp^d3K<P)Gs JyH[k\.JxNj+&Xt|y  `8=$,G=![:J-9]CHZ11Q

2022-01-28 14:30:38 UTC 594 IN Data Raw: e9 51 67 74 1b 4c a4 c4 50 bc 04 7e 24 cc db 42 b4 2c 82 30 b4 9a 7d 86 62 d2 0e 14 0f fc f7 5a 40 51 25 77 
29 86 fe d5 fd fd e6 78 28 09 a8 5e 92 dd 0b dc 36 65 f8 52 bc 5b 5c dd 3f 0c 02 a9 3c ab c6 7b d5 fd e3 ae 6a 0b aa 31 
78 25 71 df bb 1d df 49 12 aa ff 3a f3 f2 f2 1f 50 4b 07 08 df 97 26 53 40 10 00 00 5d 35 00 00 50 4b 03 04 14 00 08 08 08 
00 2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 64 61 2f 03 00 50 4b 07 08 00 
00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 
00 00 5f 6c 6f 63 61 6c 65 73 2f 64 61 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e bd 5a fb 6f db 46 12 fe 57 58 5f 7e 68 0b 
5b e6 fb 11 34 57 30 12 65 b3 b6 25 55 0f 1b 39 04 10 
Data Ascii: QgtLP~$B,0}bZ@Q%w)x(^6eR[\?<{j1x%qI:PK&S@]5PK*Q_locales/da/PKPK)Q_locales/da/messages.js
onZoFWX_~h[4W0e%U9

2022-01-28 14:30:38 UTC 595 IN Data Raw: 5f 9d 80 5b 14 71 96 1e f3 1e 56 ff 42 74 24 db b2 3c 2a e3 87 e2 b1 28 d9 86 95 7c 01 53 ba 00 e6 13 34 f6 
a2 8c 93 04 e9 c4 f2 4a 92 2d a9 d5 c6 0f 94 59 05 e8 42 09 a2 11 af 79 8e 15 5b f6 85 96 2a 45 b4 29 2b 2d 8b 18 e4 06 
ac 22 2e 50 f5 49 b6 5a c6 09 85 1d 8b 09 52 77 69 bc 86 82 2c 2d d6 51 1a d1 13 da 90 52 a3 20 1d 80 5c 5e 4e ec 01 
d0 b4 63 40 19 18 9b 3c f2 ec e6 e6 ec 94 9a 1f 81 4b e5 4a c4 8b 0f b5 8f 65 90 c0 26 1d a5 c7 52 58 d1 a4 99 02 62 b2 
82 6e 1c 89 56 3f 1b 77 47 18 bf ad 68 07 14 a1 64 ef bf d4 8a e1 1c 6e 43 c4 cb 08 dc 0c 2b 97 bb 74 4d 56 83 d3 28 e0 
75 05 19 d2 18 9e 2b 90 28 b2 94 1a c7 be b5 4d 41 33 42 78 ae 11 84 f0 0b 53 e8 54 39 19 b4 ac 37 5c c4 ab b2 59 4c 
a4 f0 b1 2c 61 f1 22 a6 f8 ef eb 8b e9 90 39 4b 0b 8a da 86 e8 
Data Ascii: _[qVBt$<*(|S4J-YBy[*E)+-".PIZRwi,-QR \^Nc@<KJe&RXbnV?wGhdnC+tMV(u+(MA3BxST97\YL,a"9K

2022-01-28 14:30:38 UTC 597 IN Data Raw: 0a 38 04 5d 14 2a 99 02 40 4c 87 ca ef 9e 25 65 bd 27 17 77 34 24 0c 6a 44 05 46 23 06 2a c2 29 e1 3c 65 dd 
d9 c1 3b 8e 01 9e d1 42 21 cf 14 eb 9a 17 ec 51 8f 4e a3 d5 b5 89 e3 51 df c4 a8 2f 0e b9 1c 2b f7 d9 43 1b 6e be 70 89 
57 08 fa e7 d0 0a d1 ee ff 92 55 34 e5 80 50 18 c0 61 47 75 1c 9a db f1 83 d8 25 92 3a fe e8 78 c0 b5 65 5e dd 8d 38 0e 
51 19 4b 43 14 31 ca 00 c7 c5 3b 88 1e bc 43 6d 8a 07 32 cd d6 08 02 dd 51 d1 d4 09 5c e7 a9 53 43 24 52 7e bd e3 e3 
0d d8 21 20 91 55 f9 de 44 07 33 84 ab 1a 9a ad 03 73 31 f2 38 62 2b fb 3e 91 20 7e be 46 19 d0 80 2a d2 09 e5 c7 65 87 
ad 8b 8e a2 1f 9b ca d9 f9 bf d1 57 21 c0 3b 30 d1 4a 8b fe f6 53 6d 0c c6 35 dd d4 d1 5b 41 17 0c 80 97 c0 9a f9 1d 02 
59 c2 5b 7f d1 64 0a 17 a7 c4 25 de ad 41 8f ae 83 21 e9 42 
Data Ascii: 8]*@L%e'w4$jDF#*)<e;B!QNQ/+CnpWU4PaGu%:xe^8QKC1;Cm2Q\SC$R~! UD3s18b+> ~F*eW!;0
JSm5[AY[d%A!B

2022-01-28 14:30:38 UTC 598 IN Data Raw: 93 7d 59 db ae 44 06 ce 92 0f a8 de 50 30 46 ac c4 83 88 2f f5 da 55 fc 16 8c 2f 44 42 20 b9 51 6a 57 d1 d2 21 
64 2f 9e df 50 22 e9 10 b2 d7 41 ed 1a 2a 6a 22 b6 5d f1 93 dc 37 74 4c c1 37 c5 94 95 bd cf 6a 57 32 1b dc f8 d3 ee b9 
2c c9 64 af 16 64 8a 3e 0d 67 98 d0 07 93 1b 49 f9 48 be 22 db 53 71 ee 0f ce 40 5d e6 e1 c0 47 d9 5c 0b 16 c8 2e 74 a5 
e2 d7 a8 36 91 3a 49 be d1 90 48 d7 13 80 38 2a 8a af d5 24 d2 d3 70 7a 19 cc 85 c2 90 7c 48 b9 27 5c 8d 85 18 59 6a 
c2 d0 f5 47 84 62 c2 09 24 ef 80 9f b5 80 a2 0a ee 92 dc 9c 37 eb 47 fe 6c 22 08 c8 be c3 7b 16 b8 f4 45 f8 92 7c 7c d8 ac 
9f 04 81 d0 9e 65 37 70 cd fa d9 40 76 04 d9 5d 74 23 71 3d bc 9c 5d 09 12 b2 af cc 9f 9e fe 03 50 4b 07 08 2d 94 f4 29 
4e 0f 00 00 38 30 00 00 50 4b 03 04 14 00 08 08 08 00 
Data Ascii: }YDP0F/U/DB QjW!d/P"A*j"]7tL7jW2,dd>gIH"Sq@]G\.t6:IH8*$pz|H'\YjGb$7Gl"{E||e7p@v]t#q=]PK-)N80PK

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 599 IN Data Raw: fb 98 fe fd eb 9e e9 ba fe b7 8f d5 2e cd db 7f 52 0d 99 b0 fc e1 eb c9 ba ae 77 d5 a7 8f 1f ab fd 6e 57 94 f5 f9 
8a db e7 fc a1 d8 7e 7c 78 35 e4 c7 34 af 90 29 1f cd 80 e7 ec d7 13 ad 4e cb 15 ab 21 3f 9b 6f d2 fc f1 eb 49 ab 98 26 d1 
1e 36 69 55 e1 65 89 f0 ce 4a b6 38 6b 56 04 c1 7c 75 56 ad 8b 27 bc fc 53 5d ec ce ab fd 72 99 3d 64 d8 5c 9f b1 c5 3c 
7d 20 55 dc 04 c8 01 c7 73 4c 1b 73 7a 96 a9 7b ae 21 05 d8 2f fb aa 49 9c e7 4d 46 11 fe b9 d8 6e a1 2a 2d d9 a7 ff d4 
99 4a 5b 1b bf e5 0c b3 71 86 62 b1 4a 67 1c ba e0 ff d1 52 4e 60 58 7a e0 e8 be 6f da 81 69 18 12 60 84 f3 79 c9 60 a1 
bc 11 08 6c d7 d3 91 88 c8 5e cf d7 03 cb 3e 16 f8 4c b9 a4 85 39 41 94 90 31 03 48 e8 01 a0 cd 71 4d 13 32 12 ec 7e 1b 
c2 4e f1 65 0c 43 4d c6 a7 bb cd be 4c 37 a7 c5 
Data Ascii: .RwnW~|x54)N!?oI&6iUeJ8kV|uV'S]r=d\<} UsLsz{!/IMFn*-J[qbJgRN`Xzoi`y l̀^>L9A1HqM2~NeCML7

2022-01-28 14:30:38 UTC 600 IN Data Raw: e3 a6 9f b9 c6 d4 ec fc ad 75 f9 bf 74 28 ef b4 20 2d a9 55 d8 eb fd 0e e3 3f 6c 2a ea b2 d8 63 c7 20 b9 45 2d 
9a 0b c7 b4 dc 96 d5 3a a0 55 00 30 d3 f7 d0 99 02 79 1c 43 0a b5 f0 f1 99 ed 6a 70 9c 4d 23 e1 39 0e 35 99 4e 00 5e 84 
ca 2b 93 9c 31 5b 97 da ea 8d d0 5d f7 1a 49 f0 1a cc 87 f6 d7 45 f9 07 4f 90 9b d9 4b 9e 58 07 cd e5 9c 71 cf e4 5a 45 
e5 07 1e c3 16 a9 0b c9 b5 fb 9b 30 11 81 ed d8 b6 ae 63 51 20 5e d8 82 07 d6 26 d1 cb e6 b0 22 2c 6b 1e 05 af e9 b3 
ca e6 dc e9 3f 36 8a a0 2a f0 c1 7a 1c 80 08 c8 85 a4 a7 07 fc 7e 8d 19 d2 34 e6 2c 20 dd 2f b2 42 54 5e 62 9e fc 4c 64 
ab bd 1d 60 34 09 ba 87 fb 9b 84 17 25 ad 99 d5 45 93 69 83 c1 a1 9a 98 f4 24 d5 11 b1 7c 62 2e eb 74 03 a3 3c 3f 9d 03 
a4 f8 96 a6 a3 1b 6d 9d 8a c8 05 00 f0 b5 d5 ed 76 40 c6 
Data Ascii: ut( -U?l*c E-:U0yCjpM#95N^+1[]IEOKXqZE0cQ ^&",k?6*z~4, /BT^bLd`4%Ei$|b.t<?mv@

2022-01-28 14:30:38 UTC 601 IN Data Raw: 69 78 13 4f be 1c 6b 50 01 96 a4 e1 32 4c 2e a3 9b d9 c5 74 32 19 24 f2 1a e4 cb 1c 59 c3 20 99 60 03 58 45 
34 a6 3d 1d 2b 51 f5 6d 92 92 5e dc 9b 25 83 c9 6c 32 92 b6 a1 22 9a 92 7c 3f 8a 7a 17 e1 e5 e7 59 74 1b c6 37 b3 7e 1c 
dd f4 8e 15 a9 ce d3 bb 15 f5 07 a3 db 59 2f 1a 5f 8e e2 a1 72 5b 8a 03 9c 6e 6d d7 51 d8 8b 46 c7 3a 54 74 aa 5b c7 70 
34 b8 1d 4e 24 f3 c8 4d 4b b7 8a 51 f4 f3 34 1e 45 92 69 54 fd 52 b7 96 c9 97 61 f4 8e bb e5 53 06 49 d5 6d 3c 1a 0d 46 
71 72 d5 c6 ee 6c 3c bd 20 1b e1 27 29 8c 15 e5 50 52 98 44 93 fb c1 e8 33 e2 a8 df 8f 46 14 8e f7 71 3f 96 ec ad a0 37 
9d aa ba 36 a8 fa e6 a3 53 c9 38 bc 8d 94 4b 51 9d f2 74 6a b9 27 9f cd 86 97 92 69 e4 72 26 eb 18 1c 4b a9 6e ab 24 b1 
e1 28 be 0b 2f bf cc 7a e1 24 9c 4d c7 e1 55 a4 48 27 e9 
Data Ascii: ixOkP2L.t2$Y `XE4=+Qm^%l2"|?zYt7~Y/_r[nmQF:Tt[p4N$MKQ4EiTRaSIm<Fqrl< ')PRD3Fq?76S8KQtj'i
r&Kn$(/z$MUH'

2022-01-28 14:30:38 UTC 603 IN Data Raw: 2a 9c 96 2c 53 97 db 07 26 72 43 27 b3 70 e4 58 17 0a 89 8a 88 78 71 59 b3 60 95 92 46 14 5e 6b 09 8c 08 
6d 79 16 90 0a 45 89 60 b1 3b f4 24 89 65 b1 42 2a 8d cf 57 23 9e d5 e3 cd 8a 80 c4 1d e5 16 b6 fb 8e ea a4 f1 36 ea 5d 
ae 91 58 56 f5 57 1f c7 ad 59 11 04 ec cd 38 29 bc f2 c1 fa 87 48 77 be ae a9 14 ba 28 7c e1 4c a5 3c 26 18 ed 0a d6 f8 
6a bd 5c 6d d7 37 4a 5f d3 ad 69 79 01 3a a8 9c 29 ac 0f c6 3a e9 58 d7 e0 3d 39 32 89 a5 d6 a9 d9 db 4a 3e 9e 88 8d 0f 
b1 b0 29 67 05 a8 b9 12 aa 22 c7 6e 7b 49 4e 54 6e d9 9e a3 33 6e 04 bd c2 ba 65 5a bf fb c5 64 8f de 5e 5f fd b1 5e ce 
6f 6e b1 56 20 8d 5d ac 3a 8f c6 93 ee 68 32 3b ed 0f 5e 3c 42 2a 52 a0 8d 4b 74 44 f5 71 e9 5a 06 9d 93 ab ab 37 ef d7 
9d e7 f0 94 47 e5 a0 57 53 f9 ad a1 39 3e ef 0e 1e fd 79 f3 
Data Ascii: *,S&rC'pXxqY`F^kmyE`;$eB*W#6]XVWY8)Hw(|L<&j\m7J_iy:):X=92J>)g"n{INTn3neZd^_^onV ]:h2;^<B
*RKtDqZ7GWS9>y

2022-01-28 14:30:38 UTC 604 IN Data Raw: a2 e3 e1 aa a4 f7 24 9b 04 62 63 20 90 a4 3f b8 a2 98 54 6b b1 aa e0 e7 d7 df a9 25 a7 e9 33 1b f8 be f9 07 
d9 4f dc 6b c6 d2 92 58 d0 28 7f 3b 14 c6 da 8d ab 72 94 44 de e5 38 54 9b 8c 8e 78 81 04 7f d9 ca 66 ea 1f 1f 18 7e 52 
a3 ae 8f 7e de 6e 65 54 12 4b 84 65 a9 57 99 e3 fa 73 02 4f c3 f6 09 8c 73 65 2c 2b e7 62 98 04 2c b1 81 43 9c a6 21 7c 
d2 60 d0 58 3c c4 51 3e fb dd 43 c6 f3 e5 24 42 83 22 86 6e b4 08 9d a8 06 2e 16 a3 be 01 76 c9 4d 18 62 b2 db 24 90 
63 81 21 fb 64 c2 f2 0a eb 12 4d 31 90 03 89 b1 2c c5 08 88 9b 54 a5 f6 3f b8 8c 54 52 9e be d1 2d 1d e6 7c 2c 95 70 b6 
9a 8b 33 e7 d0 c0 c4 58 79 45 14 b3 b5 64 c6 e7 7f 83 9f c4 a5 8b a4 b3 f4 15 ee 9a da 5d 54 0b 64 a9 f7 44 97 a4 33 e1 
08 53 f7 3a ec af f3 84 f7 38 ec e5 1c ed 7b 95 59 d6 64 a7 
Data Ascii: $bc ?Tk%3OkX(;rD8Txf~R~neTKeWsOse,+b,C!|`X<Q>C$B"n.vMb$c!dM1,T?TR-|,p3XyEd]TdD3S:8{Yd

2022-01-28 14:30:38 UTC 605 IN Data Raw: 09 f5 a7 19 ee 97 b5 f2 17 a6 ba 93 a3 8c d5 00 4b 6c 61 f9 31 d9 bd ba 38 df 54 63 6e 51 73 3c 6e b4 fe d9 
43 cc 54 3e 3f 6f 86 b9 b0 de 06 c0 ce 85 04 c0 08 11 1e 70 e3 9e 95 c4 c4 62 69 71 6c 9e 14 d5 b0 dc eb e7 16 d2 00 ae 
08 52 39 e5 ad 16 8c fe 6d a8 38 a4 5f d8 87 61 f7 94 2b 5a ee 35 7f 9a bb 84 95 58 27 ce f7 91 6b 4b 71 5f bd af 00 b9 
81 d3 3a 40 9a 00 6e ca 07 c1 2b 3b cd a4 71 36 48 83 f9 25 92 69 f2 ec a7 9b bd d4 17 58 b8 66 18 96 0d 9d 0f cb 0d 46 
e0 22 4e d2 52 a4 73 68 78 38 8a 0e e9 25 1e 2a 3b 65 75 0f e6 c1 93 03 5f 7b 83 ee 27 8c 5c 61 51 a3 aa 1d 53 ec 48 
42 46 d2 a5 6d 9d c3 49 80 01 76 8e a8 fa bb 4c 62 35 76 c9 08 de c7 c1 4e 5c b7 e0 e6 f4 1a 98 dd 0c 2f e4 d2 b8 64 60 
da 6e 39 4d 46 00 b1 dd 18 b2 f8 db 86 a5 be b6 17 90 2f f6 
Data Ascii: Kla18TcnQs<nCT>?opbiqlR9m8_a+Z5X'kKq_:@n+;q6H%iXfF"NRshx8%*;eu_{'\aQSHBFmIvLb5vN\/d`n9MF/

2022-01-28 14:30:38 UTC 606 IN Data Raw: 99 cd ce 8f 88 68 28 2e a7 34 86 bb ab b8 37 69 90 65 e7 a3 fe 45 f7 e8 d5 ac d7 9d 74 67 d3 71 f7 a4 64 cc 
89 bc ec 81 90 19 57 49 14 ef 5c 38 4c c4 af 3f 1d 9e 10 f7 c8 54 77 99 c5 93 e9 f9 ec a2 3f ee 3f eb 6f 94 2c 7b a4 cc 7b 
e8 28 b5 e1 f1 e4 65 77 94 d7 7c 0e 61 11 2a d3 c1 8b c1 f0 25 59 cb 15 ec c9 da 8b 7e af cc 7b 7b 26 ad c8 50 18 9f 0d 
87 93 e7 83 72 4c a4 ca bd e5 91 10 79 55 d2 60 c5 bc c1 67 b3 6e 7c 32 3b 06 87 0c da 3b 19 42 ac 19 13 f7 c5 dd 38 6a
56 82 a4 c0 db f4 ca 41 9f 7a 2c ee f2 59 ba 6e d2 3f 2b 81 61 62 78 cc 10 50 b3 f0 6c 13 cd 06 e5 d1 24 72 4d e4 c3 bc 
82 12 2d fe e2 21 eb b8 dc 3d 3a 2a cf 27 dd 67 a7 c4 76 b8 69 ae 3c 9d 93 e1 90 70 c2 65 a1 79 0a e7 e5 e8 18 76 45 
b6 c3 bc 30 b2 85 c8 70 48 22 18 53 64 c8 13 98 0e fa 00 
Data Ascii: h(.47ieEtgqdWI\8L?Tw??o,{{(ew|a*%Y~{{&PrLyU`gn|2;;B8jVAz,Yn?+abxPl$rM-!=:*'gvi<peyvE0pH"Sd

2022-01-28 14:30:38 UTC 608 IN Data Raw: 53 b0 bb f7 1f 8f 36 55 b5 2d df 9d 9e 96 bb ed 36 2f aa 93 b5 88 cf c9 32 bf 3f 5d 3e 47 f2 34 ce ca 07 56 9c 
ea 9e a8 b2 8f 47 4a 15 17 6b 56 c1 7e 71 9b c6 d9 a7 8f 47 ad 63 3e 89 b2 4c e3 b2 c4 8f 05 fb d7 2e 29 d8 ea 6d b3 22 
18 66 eb b7 e5 26 7f c0 8f 7f a9 f2 ed 49 b9 bb bb 4b 96 09 36 37 60 6c 75 1b 2f b9 2b 11 02 e4 b5 e5 58 ba 89 39 1d 43 
57 1d 5b 23 09 e6 af 56 09 4f ec 38 55 b0 de 7b 38 29 df fd e9 53 94 06 59 fb a3 53 d0 9b 53 90 ac 52 7a 0a fb b1 ff 1f 86 
c8 f2 34 43 f5 2c d5 75 75 d3 d3 35 8d 56 7f 9c 2d 59 da 8c f6 4c db 51 51 7e a8 59 c7 55 3d c3 3c 1c 3d 3a f5 eb a1 ba 
87 81 aa 07 3c b2 6c 5d c7 50 02 90 5f 26 88 4d d8 0b 11 9c 68 76 ac 6c d3 5d 11 a7 c7 40 cc bb 92 55 ef b4 f7 aa f2 e5 
22 ce d6 f9 ae 7a 7a af 3d 7f 56 1e 92 6a a3 7c 19 
Data Ascii: S6U-6/2?]>G4VGJkV~qGc>L.)m"f&IK67`lu/+X9CW[#VO8U{8)SYSSRz4C,uu5V-YLQQ~YU=<=:<l]P_&Mhvl]@
U"zz=Vj|

2022-01-28 14:30:38 UTC 609 IN Data Raw: 8a 9e f9 39 b5 e2 a6 49 ab 51 15 f9 f1 53 e3 0f 1e 3d 17 42 c0 42 e9 83 7a 89 3b 9e 78 7b e4 1a ef 56 49 ce 
93 90 57 7f 73 00 a8 38 b1 ea 84 e3 d7 0b 14 5b e8 30 55 c3 84 64 01 20 eb fc 13 81 62 b1 d6 26 39 4e e7 d3 4b 05 9a 
a7 5e e7 b2 9e b6 5d 25 84 07 a4 01 2a 1e d2 00 2a c8 23 22 98 eb 2d cc 7e 0b 3c 16 2c fd 1d 2a 44 34 22 2b b6 fa be 
76 62 a3 65 d2 d0 a7 61 cb ae 6a a9 00 cf ee 13 c7 21 0e 86 b5 99 03 54 44 80 38 93 60 0f ba 67 91 5d 8c 97 58 6d dd fc 
cc aa 1d 24 41 4d 05 d0 4b 10 61 96 86 08 03 54 41 09 26 55 94 79 de 8e 45 4e a1 27 07 86 bb ae 89 43 d6 c8 0e 5f a3 0
d 7e 18 b5 62 04 24 08 87 b6 8a 94 83 a2 85 58 f3 10 30 24 0d 71 38 07 16 20 45 1a 64 2f f9 a1 ae f9 3d 48 86 f3 bc 7d 1
4 59 d8 80 cf a4 61 fa 09 67 fa c7 76 02 d7 e6 f7 24 c0 42 97 df 
Data Ascii: 9IQS=BBz;x{VIWs8[0Ud b&9NK^]%**#"-~<,*D4"+vbeaj!TD8`g]Xm$AMKaTA&UyEN'C_~b$X0$q8 Ed/=H}Ya
gv$B

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 610 IN Data Raw: b3 f0 2c 14 49 d6 79 a4 92 27 e0 d4 db 78 10 5d fb d3 ee cc 97 31 15 f1 32 1f 7d 18 8d af 89 ad ac 99 21 b6 57 
61 3f e8 46 7b 89 08 e8 f0 30 1b 8e c7 d1 c5 28 98 91 a8 ca de 8c 20 4e 6e 02 4a 56 92 87 70 c2 6e 76 be 18 00 90 91 bd 
d1 18 5c 33 23 f0 25 bb e0 6e 2d 11 29 a0 4d 3f 18 85 14 b1 64 97 f0 5f db 45 e1 30 c0 82 49 e1 49 ae 61 5a c3 a1 60 b3 
51 d0 8b 9a 55 93 f8 48 de 00 d9 33 7e 46 c8 9a 97 fd 5e 2f 98 44 fe d9 25 a9 1d d9 45 55 b7 9f f3 f1 98 ac 44 a6 0f bb 3d 
4c 82 e9 00 bb 22 db 91 bc 56 f2 8a 93 f1 98 30 98 44 1e 77 3b 98 8f 42 48 85 cb cb f0 3c 94 c4 44 f6 c4 40 e6 ab 1f ce 
7a fe b4 cf 4f 6a 10 4e 87 be ac 14 65 8f 88 64 be 06 e1 28 10 f0 b2 40 65 8f 24 e4 23 bb 3d 91 39 12 3e 3a 48 5e d2 35 
ca 5c 8c 7c 2a bf e8 3b 04 32 cb f1 07 0a f1 f4 59 
Data Ascii: ,Iy'x]12}!Wa?F{0( NnJVpnv\3#%n-)M?d_E0IIaZ`QUH3~F^/D%EUD=L"V0Dw;BH<D@zOjNed(@e$#=9>:H^5\
|*;2Y

2022-01-28 14:30:38 UTC 611 IN Data Raw: 1a d2 69 cb 6a c8 af ee b2 24 ff e7 97 b3 4e 31 3d 44 5b a3 e0 2a fc 58 b2 5f 9a 14 05 f5 7d 6b 11 04 f3 ed f7 
d5 43 f1 2b 7e fc 53 5d ec 2f aa e6 fe 3e 5d 53 5d 8e 18 db dc 25 6b 52 c5 5d 80 cc 77 3c c7 b4 f1 4c cf 32 75 cf 35 a4 64 
1b c0 3c 4a ec b4 a8 b4 64 03 35 45 9e 64 ac 7a f7 5f 47 52 e9 68 e3 df 45 c2 6c 23 a1 b0 54 19 89 63 ff ff 3f ba c9 09 0c 
4b 0f 1c dd f7 4d 3b 30 0d 43 c2 88 41 92 af 81 ac 65 bb 3e b0 5d 4f 47 3d a2 8a 3d 5f 0f 2c fb 74 fd 78 7e 39 1e 88 c5 66 
80 a5 7a 00 fc 72 5c d3 c4 62 09 6d bf 4d e1 9f 78 10 c3 41 8b f9 f9 3e 6b ca 24 3b 2f ee ef 2b 56 bf 33 b4 1f f4 6f 1f 92 7c 
5b 34 f5 d3 0f 46 f7 91 80 4a fb 36 99 5d 85 e3 f8 1f d1 ec e9 e9 07 b3 ef 27 ed ab 56 d4 65 a2 ed 11 2d 04 f7 a9 a8 1f 58 
f9 ca e2 3f 77 2b 2b ad 6d 1d d5 d3 
Data Ascii: ij$N1=D[*X_}kC+~S]/>]S]%kR]w<L2u5d<Jd5Edz_GRhEl#Tc?KM;0CAe>]OG==_,tx~9fzr\bmMxA>k$;/+V3o|
[4FJ6]'Ve-X?w++m

2022-01-28 14:30:38 UTC 613 IN Data Raw: 42 ff 96 29 d3 08 d8 d1 f6 28 82 6c ed ed 87 96 2c 3a 16 98 12 1e 88 61 da 05 9f 00 fb 90 47 e3 01 32 48 1a 
56 77 69 85 3e 02 f2 af 7d 4a bf 1f a5 42 99 6d eb 3a 4c 01 79 83 dd 1e 98 9f 44 56 3b 34 16 a5 af d5 e9 be cd 82 e7 89 
88 b2 11 19 04 ff f1 cc 69 91 d9 b1 a1 3d f0 41 a8 1c 80 10 b8 8a a4 9a f7 dc a3 83 0c 28 a2 b2 d9 a5 75 c7 5e b4 a4 d9 
a4 c5 31 25 b9 68 75 bb 98 49 6d 70 3f f4 12 93 3e f5 76 91 d6 ee 43 d6 a2 11 2c 67 d7 9c ab dc 11 67 69 a9 69 67 33 e8 
1c 98 15 c0 07 cc 0a e4 32 90 c6 90 48 18 f6 92 b1 b0 fd 0b 56 f4 b6 64 dc 3f 68 ae 45 1b 35 17 03 ad 81 29 1a 4e f1 75 
47 07 ec f7 a6 88 f6 76 74 d3 4a 79 00 70 78 90 ba 24 36 69 06 8e b4 cd 9b e2 b1 63 57 54 74 78 2e 7a 25 ed 12 91 e7 
9c 51 28 0a 88 fd 3a 06 22 82 76 80 c6 67 4b 09 77 93 64 49 
Data Ascii: B)(l,:aG2HVwi>}JBm:LyDV;4i=A(u^1%huImp?>vC,ggiig32HVd?hE5)NuGvtJypx$6icWTtx.z%Q(:"vgKwdI

2022-01-28 14:30:38 UTC 614 IN Data Raw: 54 27 f9 fd 8a 46 93 d9 cd 6a 18 cd 07 b3 78 aa dc 96 e2 68 a8 5f db 87 28 1c 46 b3 53 1d 2a fa d5 af 63 3a 9b
dc 4c 17 92 7b e4 49 a7 5f c5 2c fa 69 19 cf 22 c9 35 aa 19 ab 5f cb e2 f3 34 7a 25 dc f2 d1 84 a4 ea 26 9e cd 26 b3 78 7c 
d5 e5 ee 6a be 7c 4f 3e c2 bf a4 34 56 34 48 49 e1 38 5a 7c 9a cc 3e 22 8f 46 a3 68 46 e9 f8 29 1e c5 92 bf 15 cc a6 57 
55 df 06 55 2f 98 f4 2a 99 87 37 91 d2 14 d5 71 50 af 96 4f 14 b3 d5 74 20 b9 46 ee 6a b2 8e c9 a9 94 ea aa 4c 12 9b ce 
e2 db 70 f0 79 35 0c 17 e1 6a 39 0f af 22 45 39 49 b7 59 92 9a 39 51 0c 35 b8 a8 1a 88 5a fe 7a 72 25 c1 a3 62 be 50 08 
2f 96 d3 d5 6d 3c 8f df c7 3c c9 7a 43 aa 78 af 44 d6 36 19 2d 3e 85 b3 fe cc 57 f5 35 49 cb 72 fc 71 3c f9 24 c9 aa 26 38 
49 f6 36 1e 46 fd 68 af 60 11 3d 1a e6 37 93 c9 
Data Ascii: T'Fjxh_(FS*c:L{I_,i"5_4z%&&x|j|O>4V4HI8Z|>"FhF)WUU/*7qPOt FjLpy5j9"E9IY9Q5Zzr%bP/m<<zCxD6-
>W5Irq<$&8I6Fh`=7

2022-01-28 14:30:38 UTC 615 IN Data Raw: fd ae 5d 4b 35 3c c7 52 11 61 5d d5 55 c3 25 6b bb 66 99 b2 ae e6 c2 51 2a e9 8a 29 17 8b 6d ba e2 f7 08 7a 
ac bc 19 47 fe 28 9a de 84 fd eb 37 5b b6 44 70 8a 8c 67 ca 65 9a ce 13 ae 5c 61 dc 9b a0 df a9 7e ff d4 8c 1e 0f fd fe 9b 
9f cb 1f ca 8f 27 58 ca 26 61 f7 7c 91 26 33 be cd ca 35 34 66 e5 3f f7 e9 3a e7 eb 5c 2c e8 8d 56 2e bd 31 26 3f eb e5 cf 
cf cb 22 03 8c 83 01 52 0f e6 c9 d3 53 4b 74 a6 9b c5 71 80 7e 39 67 ff f8 56 70 55 55 7f 39 cf 36 6c dd fc c3 94 c5 96 3f 
7c fc 76 b2 c8 f3 4d f6 e1 fc 3c 2b 36 9b 74 9b 9f cd cb d8 9c dd a7 ab f3 fb 7d 24 cf d9 3a fb 9d 6f cf 75 af ac cf 6f 27 4a 
ce b6 73 9e c3 7e 7a 87 bc 58 7e 3b 69 1c 8b 49 94 fb 84 65 19 7e dc f2 7f 15 f1 96 cf de d7 2b 82 e1 7a fe 3e 5b a4 bf 
e3 c7 9f f2 74 73 96 15 0f 0f f1 7d 8c cd 
Data Ascii: ]K5<Ra]U%kfQ*)mzG(7[Dpge\a~'X&a|&354f?:\,V.1&?"RSKtq~9gVpUU96l?|vM<+6t}$:ouo'Js~zX~;iIe~+z>[ts}

2022-01-28 14:30:38 UTC 617 IN Data Raw: 53 8f 35 c4 1d 56 d0 ac 44 b2 14 cb 43 38 b8 00 59 2e 0a a2 1e b2 2e 04 8a 00 cd ae 0b 24 38 f4 41 ce 1b ac 
2e 93 88 8b a4 c7 54 69 5e c1 57 a2 b0 bb f8 b4 2e 65 a1 e6 b0 1c fe a2 dd c0 ef 4b 60 0b a6 7e 6e 31 ce fe 9b 56 e2 95 
5e a1 d1 a1 92 98 bd de 0a fc 45 f5 8f 24 2e 00 e3 d0 a5 69 5e 75 01 96 6e d8 8d 10 b5 a0 7f 00 46 ba eb a0 85 04 98 58 
1a 49 c5 11 5b 14 a0 98 5d 3d de b1 2c d1 0a 5a 1e 84 0b c8 92 4a 91 71 51 6c f9 a6 c6 63 56 eb 10 e8 af ab 4e ed 01 
22 04 b3 a2 5b b5 c1 d9 20 77 92 23 fe 76 27 8a f4 f1 b0 1f 54 d2 35 2a 61 05 6c fc 12 77 e3 f7 4d 4b 3f af d5 8a 65 9a aa 
8a 95 41 23 61 17 0e b4 15 91 82 bd 38 ab 32 e6 e1 be fa bb 89 5f 60 7c 83 b9 35 6b 7f aa fd c2 b3 e7 42 b4 58 40 15 68 
04 e2 f6 10 ae f8 4b da 86 88 8c ab 7c cd 4a c6 86 95 00 
Data Ascii: S5VDC8Y..$8A.Ti^W.eK`~n1V^E$.i^unFXI[]=,ZJqQlcVN"[ w#v'T5*alwMK?eA#a82_`|5kBX@hK|J

2022-01-28 14:30:38 UTC 618 IN Data Raw: 83 0c ab 88 87 0b bf 7f 11 dc 4c 3f 4f a2 68 d0 a7 6b a0 cf 29 a8 87 41 3f c2 06 b0 8a 60 2c f6 74 ec 44 d6 e2 
10 27 9d b0 33 ed 0f a2 69 34 22 db 90 69 3a 62 df 0d 82 ce 67 ff e2 7a 1a f4 fc f0 66 da 0d 83 9b ce b1 23 d9 35 71 bb 
a3 ee 60 d4 9b 76 82 f1 c5 28 1c 4a b7 25 b9 ec 68 f7 76 15 f8 9d 60 74 ec 43 a6 90 da 7d 0c 47 83 de 30 22 e1 a1 dd 41 
bb 8b 51 f0 db 24 1c 05 24 34 b2 be a4 dd 4b f4 75 18 bc 72 dc b4 15 27 ae 7a e1 68 34 18 85 fd cb 26 77 a7 e3 c9 67 11 
23 7c 45 d2 58 c2 85 c4 61 3f 88 be 0c 46 d7 c8 a3 6e 37 18 89 74 fc 12 76 43 12 6f 89 6e 69 75 d5 b6 41 d9 cb 0b ad 4e 
c6 7e 2f 90 2e 45 76 0f d2 ea e5 8b 38 b3 e9 f0 82 84 86 b2 18 f5 31 38 b6 92 3d 82 21 66 c3 51 78 eb 5f 7c 9d 76 fc c8 9f 
4e c6 fe 65 20 29 27 f2 e4 84 b8 19 0b 49 21 07 17 
Data Ascii: L?Ohk)A?`,tD'3i4"i:bgzf#5q`v(J%hv`tC}G0"AQ$$4Kur'zh4&wg#|EXa?Fn7tvConiuAN~/.Ev818=!fQx_|vNe )'I!

2022-01-28 14:30:38 UTC 619 IN Data Raw: b0 28 5a 1d e8 75 17 c2 7a fc 24 85 ff dd 4f a2 85 e0 8a 15 56 4a 0e 53 31 a9 c9 49 04 e6 b8 46 53 29 24 96 
b0 12 81 45 88 34 c0 2f ab d5 e8 63 ff 5b f3 4d 62 3e f9 ff df 22 3e 85 bd 25 ca d6 ea 84 41 0a b4 ec 44 df 32 a3 b7 29 cf 
96 19 c7 81 03 9a 39 a6 6a 72 9c 59 61 9d b6 fb b2 d9 8f 2f 64 51 d8 c2 a8 5a 2b 94 53 d2 14 e4 78 87 b9 86 8d d4 32 50 
28 61 54 a1 ad 53 da 70 43 ba 08 85 b4 d6 9b 57 b4 bf 20 94 a0 45 81 b0 66 d2 19 cd 40 4f 05 13 4c 5a 62 63 a0 ef 7e 0c 
b2 d8 60 78 a9 51 60 2b 8a 55 2d d8 fe e0 fd dd ed 6f ab eb e5 fd 83 97 cc 0a dd 7f 43 98 f6 4d 50 8f 27 d3 59 7f 32 5b 9c 
57 a3 97 4f 52 85 42 0e 2f f8 1d d3 3b bb bd 7d f7 71 d5 7b 01 d3 3d 29 47 c3 64 a8 40 6a 1f 2f d2 db 72 3b e5 f4 b2 3f 7a 
f2 e7 86 44 f3 ef 11 30 ee f3 c7 e5 f5 ea fd ed 
Data Ascii: (Zuz$OVJS1IFS)$E4/c[Mb>">%AD2)9jrYa/dQZ+Sx2P(aTSpCW Ef@OLZbc~`xQ`+U-oCMP'Y2[WORB/;}q{=)G
d@j/r;?zD0

2022-01-28 14:30:38 UTC 620 IN Data Raw: f5 ad 56 9c b0 38 5a 1c 2a b1 b5 36 b9 97 e0 62 95 0c d5 13 7a 78 ae ca d3 3a 18 0c c9 0f 70 4c 44 9d 37 ef 
ab 76 38 10 24 59 89 78 44 78 ac d8 98 56 c8 36 62 30 81 38 72 80 e7 89 ab c4 1e 46 2b ae ac 84 4c 1e e0 3d 64 cf 00 
b8 e4 8e 7a de 9a ef 19 55 8c 44 f8 cd dc 47 3e a7 de 4e 0c 5d 24 f6 26 39 bb 0f 05 70 c5 e1 46 ab 65 0d 5e 99 d0 12 f2 
97 3c 80 c5 f1 24 32 0f 42 2e ad 2b f1 b3 08 48 4b ad 94 ca 58 c8 4c 61 c9 96 2c 08 b5 21 9f e6 5f 2b c3 14 b2 f8 a9 b0 e3 
cf b7 21 28 4f b0 a3 6e 1d 0c d4 a2 0d c7 82 db a7 64 1d 2e e3 ca 3d 76 0e c1 dd ef 92 5c 50 4a 0d 59 ae 75 90 89 35 fd 
0b 6d e9 04 3d 72 99 91 1b d8 2b 84 fc 6f 16 f8 eb 1a 1c 24 a2 4e 48 0d 39 b7 76 8c da 7b 9c fd ac bb 60 51 e5 25 9b 96 
7c eb ee 37 26 c3 fa 99 f8 47 cc f5 75 6b e7 07 f2 d0 81 
Data Ascii: V8Z*6bzx:pLD7v8$YxDxV6b08rF+L=dzUDG>N]$&9pFe^<$2B.+HKXLa,!_+!(Ond.=v\PJYu5m=r+o$NH9v{`Q%
|7&Guk

Timestamp
kBytes
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2022-01-28 14:30:38 UTC 622 IN Data Raw: cf 67 6d 11 d6 66 bd e7 5b 7d c3 ba 63 d6 65 cd 59 b0 8f ca 41 df 07 d1 ff 3e 55 a1 94 b7 7b 16 85 da 50 0b 
ca 2b 01 f8 1b 66 4c 7d 1a 0e fe 21 81 74 f4 a0 88 46 9e 81 4a 03 3c 61 53 17 aa 34 07 b3 50 5c 41 5e 41 9d 17 5c 57 63 
54 47 25 c8 61 b9 77 62 1f 09 2e 8d 69 84 63 c8 87 2e 9c a7 0b 3c 02 ef 1f 2f a1 88 fa 4a 41 dc d7 58 f4 39 67 12 8a 04 
c1 46 ac 80 1c 4f f2 42 00 ee 57 bc 30 54 ca fb 43 6a 57 54 b9 6a 7b 3c d4 dd 44 b8 c9 a2 b8 af 72 79 fb 09 77 bd ed ae 
47 e1 e9 a6 61 76 d1 5c be c1 f9 3b 8e 84 b8 90 8b cf ab b5 9d d8 e8 5c 9d ee 64 48 40 b2 1b 7d f0 1c 3f 05 41 99 c2 08 
25 0a 80 a5 5a 49 80 c5 f4 f1 e8 ff aa f8 70 78 15 1d 87 d9 5d 95 aa 74 05 cd ce ea e8 52 77 9d 38 6c 51 08 69 b5 a0 cb 
4b 18 87 44 d5 bc ed fe c0 32 5b d7 17 24 90 ad 0b be cc 
Data Ascii: gmf[}ceYA>U{P+fL}!tFJ<aS4P\A^A\WcTG%awb.ic.</JAX9gFOBW0TCjWTj{<DrywGav\;\dH@}?A%ZIpx]tRw
8lQiKD2[$

2022-01-28 14:30:38 UTC 623 IN Data Raw: a8 b7 80 50 e4 7c fc da e2 57 89 73 c3 79 3a a7 93 b2 fc 47 1a cc a8 37 ef e5 89 50 ce 99 78 33 ca 16 02 13 
90 55 ba 91 f4 9c 72 9e c4 df ca c9 cb 14 10 10 85 ea 3c 89 4c 84 a0 1e 0c d9 42 84 88 10 d4 d1 bb 3c 05 0f 4d d2 b0 9b 
be 68 6d 0b 8d 19 e0 cd 54 65 a9 b3 87 79 22 f3 d1 ab fe 6c f0 82 52 32 ea c4 0e 45 e8 f5 78 0e 19 fa 68 fa 8a 30 1f e2 85
29 88 c4 8b fe e8 0c a0 cb a2 1a f5 c1 6c ae 92 15 50 cd 4e 72 f8 15 58 5b 0a 9d 88 a7 da 88 d1 21 03 48 53 c5 f4 cc 20 
31 7a 56 cd ce cb 45 62 18 c4 db 9c d0 60 9f 16 42 ca 12 00 c3 a0 7f 59 7b b1 64 07 c4 e1 ef 35 15 80 a8 09 bb 88 a6 73 
7b ff 65 7f 3e 4d 06 50 6f 87 59 0f 38 ef a7 ee 8b 78 9b 4f 7b ff b4 2c 93 f0 4c 55 83 db fb e7 23 6a 0b 54 b7 ac 1d 71 35 
3e 9f 5f 24 23 a8 97 03 3e 3e fe 07 50 4b 07 08 44 
Data Ascii: P|Wsy:G7Px3Ur<LB<MhmTey"lR2Exh0)lPNrX[!HS 1zVEb`BY{d5s{e>MPoY8xO{,LU#jTq5>_$#>>PKD

2022-01-28 14:30:38 UTC 624 IN Data Raw: 0d 15 36 e4 e9 9e 20 dc b8 88 05 bb 34 73 5e b3 25 2b f1 d7 82 f1 c0 e8 b6 f0 68 78 48 1b c7 b5 e0 51 43 84 
4c 82 e0 d1 8a 29 5b 2c 96 55 38 9c d4 66 06 38 52 e7 5e 1c 0f 93 f1 24 d3 ee 23 9d eb 67 4d a4 be ae 61 a1 96 67 78 
7c 03 69 50 e2 7c 11 ef 8a a3 b8 18 96 a9 ab 26 dc 83 99 55 c3 c0 0c c9 00 81 98 0a 7e 43 75 b9 f8 4f b7 11 40 cf 33 c8 
0a ee aa 27 4d 15 d4 e8 81 b0 1d 84 11 9c 6d d3 dd 19 8b e8 09 b2 5a 67 60 a9 2c cf a0 38 94 1f b6 0c cc 99 56 ac fb e3 
db c6 21 0f 82 a6 a9 9e ce 6b 55 a7 bc 5b b3 dd 05 d4 4a 0e 47 c9 b9 22 b4 cd ae 28 ea 21 9e ea ef 9b a7 38 2f e2 e5 aa 
fe 06 62 ac 2d ce 95 0e 22 7f c1 50 a8 75 f4 cf 95 75 9c f0 7d 84 1c 2a 94 bc cc 20 22 4a 4c 12 20 55 c0 3f 2f 9b 6d 02 57 
49 2a a2 89 ea 61 fc 2f 89 f2 98 b0 2f 29 5f 50 b2 58 b0 
Data Ascii: 6 4s^%+hxHQCL)[,U8f8R^$#gMagx|iP|&U~CuO@3'MmZg`,8V!kU[JG"(!8/b-"Puu}* "JL U?/mWI*a//)_PX

2022-01-28 14:30:38 UTC 625 IN Data Raw: 0d ea 14 a0 43 32 06 7b 8b 32 41 5a 8a 66 cf b6 35 34 78 ae 07 61 a1 43 e0 a9 92 9d 39 88 0a 56 e4 59 0d 6c 
e8 c9 0d a8 3b c3 03 6c 22 b5 5c 4f a5 e7 af 6c c3 e5 7e fe 56 f9 b8 e0 79 9a e4 42 bb 83 19 eb 6e 26 e3 2d d1 8b 04 42 
ee 0a f4 b8 54 7c de 25 64 cb 98 3f 54 3f 0f 35 5d 35 51 2f 11 66 af a8 f7 08 53 c4 3c 29 b8 50 5e 55 a7 58 90 58 c0 53 be
59 c7 8d c3 91 f6 c2 5f b0 c2 aa 17 63 9b 0a f8 8e b5 bc 00 63 a2 8c c4 cf 69 8c c0 f0 16 47 a4 ba 07 b5 03 01 ca 85 32 
70 13 92 94 36 c2 55 01 3d 1e 01 83 a3 21 55 50 24 2a 70 1d db a0 62 23 69 cb bd d9 64 5c a3 40 60 9d a3 51 38 e9 34 
2a 79 d2 9c bd 60 ed 6b 36 2f ca b2 71 ee da 5c 3a 72 be d5 a0 a3 5e 39 83 10 4e 8f 55 48 85 ad e8 c0 b2 cd 13 2b f3 1a 
64 0f 5a e4 18 6e ff 3f aa 84 4e ff 1b 45 49 53 16 d8 0e 
Data Ascii: C2{2AZf54xaC9VYl;l"\Ol~VyBn&-BT|%d?T?5]5Q/fS<)P^UXXSY_cciG2p6U=!UP$*pb#id\@`Q84*y`k6/q\:
r^9NUH+dZn?NEIS

2022-01-28 14:30:38 UTC 627 IN Data Raw: 99 a1 b2 07 12 f2 91 1d 25 c9 1c 55 3e 5a 48 5e d2 cd ca 5c 0c 7c 2a bf e8 9b 3b 32 cb e8 8e 42 3c 7d 8d 41 
66 39 0a 38 c0 4a d6 2d bb 97 93 39 68 31 97 bd 5a d2 66 5e 95 1a c1 52 89 54 6f 75 20 e3 07 d9 41 7d ab 83 f1 14 95 
4a d1 50 d6 38 c9 7c 54 7a e8 fd f4 66 16 8d 66 01 17 36 34 1d e9 0d 75 ab 23 9e df d1 7d 40 85 b0 e4 ad d4 56 27 d7 81 
3f 99 82 ab b8 e0 0b 24 a8 4b ef 3d 5b 5d 81 2a 68 52 cb 5e d9 69 f5 00 e1 fa 2b d0 07 75 da 46 5e b2 b7 a9 64 ee 6a fe 
7a 05 57 25 d7 74 ed 7e ae 47 41 f0 4f 4a 66 b2 57 91 db 9d c8 c0 59 f2 5e d9 2b 0e 46 d8 2b ba 10 7a 59 d8 ee e2 d7 60 
74 47 05 81 e4 3c aa dd 45 0b 43 c8 2e b9 5f 71 22 61 08 d9 b5 52 bb 87 5a 9a 50 da a5 af 30 bf e2 63 02 bd 49 53 56 76 
3d d6 ee 64 3a f8 e0 4f 3a b7 b2 24 93 dd 4a c8 1c 7d 8c a6 
Data Ascii: %U>ZH^\|*;2B<}Af98J-9h1Zf^RTou A}JP8|Tzff64u#}@V'?$K=[]*hR^i+uF^djzW%t~GAOJfWY^+F+zY`tG<
EC._q"aRZP0cISVv=d:O:$J}

2022-01-28 14:30:38 UTC 628 IN Data Raw: fa 9e 3d 02 c8 be bd fa af 87 d5 c5 26 ca fe c8 7a 40 7d 2d f2 58 39 c0 34 81 85 aa 86 b8 ea 80 2c 5b 25 a0 3e 
e0 a9 b7 62 4a 47 e9 dd f4 2a 19 24 83 aa a1 0d 78 70 99 67 d8 86 4e fc 7b c5 b6 f1 8a ad 38 92 8f b3 f4 1f d1 5d 11 a7 
09 ff d7 8c 2d cf 7a 51 0e c4 dc 57 ba 5c b4 04 55 75 0c c3 81 2a dd 30 0c fd a5 ae 51 5a af d4 54 53 43 ff 70 3c b4 03 cd 
01 78 bf 5c 19 76 90 fc 0f 62 b5 81 24 70 6d 5b b7 5d 53 53 0d 15 32 74 35 6f 82 7b b6 42 db 13 c8 fa b9 4e bc 6e b7 5b 
ab 30 3c 64 85 e3 5a 50 a1 61 cf 26 c1 67 ff 00 c8 f8 26 2d 2a 31 03 0d 0e a9 84 ff 7b 78 ba 27 b3 53 44 a0 5a 6d 22 b7 
75 0d 7b b3 3c c3 e3 d1 20 fb c7 ae 58 99 57 3d c3 b0 4c 5d 35 a1 1a 2d 55 35 0c 58 47 94 8b 66 58 2f b6 41 09 00 a3 b0 
c7 86 c3 3c cf 20 be bd 12 2b 4d 15 cd cd 43 9f 75 
Data Ascii: =&z@}-X94,[%>bJG*$xpgN{8]-zQW\Uu*0QZTSCp<x\vb$pm[]SS2t5o{BNn[0<dZPa&g&-*1{x'SDZm"u{< XW=
L]5-U5XGfX/A< +MCu

2022-01-28 14:30:38 UTC 629 IN Data Raw: b4 4c 39 17 e5 ad 87 67 59 2d 84 7c d4 61 2e aa ca 35 91 1d 1a 71 c3 21 82 9c 52 7f b3 c7 09 ad b6 8a 6c c5 
78 00 96 eb c1 b5 48 39 7a 0e d6 50 46 4e c9 90 0f 75 87 c9 15 71 fe b5 c7 1f d0 be 6d bc e3 bf 8d 8f 79 cd b8 e2 35 2f 
a9 82 8d ba e4 67 5a 80 66 97 9f 11 d9 06 a9 94 9f 94 2b 71 cc 26 f8 64 dd 67 6c 93 1f ee e9 a6 85 f6 8e 84 b0 e8 30 cb 
3b 1e 07 d5 07 b0 d8 3a 53 9f 43 f3 f7 9e fe a9 c9 df 6f f8 b7 2d d7 f2 00 65 b6 06 fc 40 01 02 46 da 0b 5e 34 df 4a cc d6 
30 49 b9 1e b8 80 0e 06 a6 4a 82 d3 1c a7 ae c1 e7 ca 4d 5c 71 8b 34 cd ea 33 04 cc b6 06 38 98 e1 01 0f 91 5d ae a7 
92 40 7d 60 4b 5e ab 1d 85 b7 d4 4e 94 b0 65 4d 4e 57 51 c1 b6 0f 6c 95 56 29 b7 65 1d 14 f2 df 9e 28 ed 8e 7f b7 ab 19 
4d 53 e7 b9 18 cc 97 87 da e7 48 92 d6 b3 3a 47 a5 28 c9 
Data Ascii: L9gY-|a.5q!RlxH9zPFNuqmy5/gZf+q&dgl0;:SCo-e@F^4J0IJM\q438]@}`K^NeMNWQlV)e(MSH:G(

2022-01-28 14:30:38 UTC 631 IN Data Raw: 43 8a 58 b2 eb 91 e7 72 b3 70 10 c0 60 52 78 92 53 a7 46 70 20 ba d9 30 38 9f d5 56 13 ff 48 5e 40 3a 12 3e 
20 64 d5 97 fd f3 f3 60 3c f3 3f 5c 93 da 91 9d d5 b5 eb b9 18 8d 88 25 32 7a d9 ae 61 1c 4c fa d8 15 d9 8e e4 a5 a6 57 
94 8c 46 a4 83 49 38 77 bb 82 f9 30 04 55 b8 be 0e 2f 42 89 4f 64 17 36 32 5d bd 70 7a ee 4f 7a 3c 52 fd 70 32 f0 65 a5 
28 bb bc 93 e9 ea 87 c3 40 c0 cb 02 95 3d 94 34 1f d9 d9 8f 4c 91 d0 d1 d2 e4 25 33 aa 4c c5 d0 a7 f4 8b be bc 22 93 1c 
5d 51 88 a7 d7 fd 32 c9 49 c0 01 56 
Data Ascii: CXrp`RxSFp 08VH^@:> d`<?\%2zaLWFI8w0U/BOd62]pzOz<Rp2e(@=4L%3L"]Q2IV

2022-01-28 14:30:38 UTC 631 IN Data Raw: b2 6f d9 1d 98 4c 41 8b b8 ec 95 8b 36 71 51 6a 04 4b 25 d4 bc 55 81 ac 3f c8 ce d8 5b 15 4c e7 a8 54 8a 86 
b2 59 49 a6 43 f0 a1 0f f3 8b c5 68 b2 08 38 b1 a1 e9 48 af 7f 5b 15 f1 fc 1e dd 04 94 08 4b 5e ba 6c 55 d2 0f fc d9 1c bd 
8a 13 be 40 82 ba f4 22 b2 55 15 5a 05 4d 6a d9 9b 2d ad 1a 40 5c 7f 01 fa a0 4e db 9a 97 ec 35 22 99 ba aa 7f bd 82 ab 
92 4b b2 76 3d fd 49 10 fc 46 9b 99 ec 05 dc 76 25 32 70 96 bc 49 f5 8a 82 09 62 45 37 42 2f ed da 55 fc 12 4c ae 28 21 
90 1c 39 b5 ab 68 e9 10 b2 5b e7 57 94 48 3a 84 ec 6a a8 5d 43 45 4d 68 db a5 af ea be a2 63 06 be 49 53 56 76 c3 d5 
ae 64 3e bc f5 67 e7 97 b2 24 93 dd 28 c8 14 7d 1c cd 31 a1 0f a7 b7 92 f2 91 bc 4f 76 a4 e2 d2 1f 5e 80 ba 2c c2 a1 8f 
b2 b9 21 16 c8 8e 72 a5 e2 37 a8 36 4a 9d 24 ef 64 48 a4 
Data Ascii: oLA6qQjK%U?[LTYICh8H[K^lU@"UZMj-@\N5"Kv=IFv%2pIbE7B/UL(!9h[WH:j]CEMhcISVvd>g$(}1Ov^,!r76
J$dH

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 632 IN Data Raw: f1 91 87 c4 b6 01 97 ba 81 34 9b 40 35 57 97 68 e1 2d 1d ae 7d 6a 4c dd b0 b4 e1 dd 90 9b a1 3c 74 03 5c 12 
20 8e 81 e5 5a a6 14 f4 9f 9b 24 3b e3 02 d0 da df 05 bb 7c 57 27 c0 b8 ba 26 5a d1 68 45 b9 4d f3 a4 26 4d f9 3d f7 ee 
83 62 74 dd b3 2c 0f ce 4d cb b2 cc 73 ef d3 26 15 43 0d dd 36 40 48 5e 00 5a 31 3c a0 fe f9 d0 31 a6 6c 4a 0e cb 16 aa 
c5 77 5d d3 f5 6d 43 b7 74 18 49 c3 a3 fc 58 a4 58 f0 f9 39 04 26 b9 c2 87 15 a0 7e 3c df 81 0f 03 81 b0 7b a0 5d 70 d4 
01 24 2e 66 b7 40 9b 26 75 e4 05 58 41 a0 58 2c 83 00 3e d8 c6 21 30 0d ec cf 09 ac 80 e6 49 0a c2 2c 69 5a cf 8e 6d 
ea 36 fc 82 a5 75 cb c2 ea 24 cf 13 f0 a7 18 eb 42 7e 00 6e b1 16 17 11 0b 02 4b 8a ee 7b 36 d2 d6 41 8b 01 08 db 43 d8 
c0 d9 ae 9c 87 70 8b e0 54 44 23 af f7 09 b8 eb bb 5d b2 69 
Data Ascii: 4@5Wh-}jL<t\ Z$;|W'&ZhEM&M=bt,Ms&C6@H^Z1<1lJw]mCtIXX9&~<{]p$.f@&uXAX,>!0I,iZm6u$B~nK{6AC
pTD#]i

2022-01-28 14:30:38 UTC 633 IN Data Raw: c3 66 e0 c8 37 77 d0 03 c9 b6 95 21 14 f7 12 f6 87 87 f8 17 f8 89 26 82 a9 1e ee 30 a0 22 dd 31 90 46 10 0d 
18 d6 96 ca f6 36 69 8e 49 5a b5 e3 51 dd 26 96 8e c3 e9 db a8 2a 43 8a cd 6f 60 e2 fc 32 61 39 2e 09 5f 5a d3 e1 30 d6 
73 f0 04 bb 3a 8e 03 9a 24 48 fd 00 69 40 05 4b 93 8d 2f b9 d0 e1 7e e1 45 30 5e c5 74 99 70 79 9f 12 7a 5e 58 b6 7e 83 
f4 a2 df 77 75 90 0b 24 a0 d7 87 20 08 9f 5e bb b9 96 74 3c ff c4 eb 67 fa 19 2c 98 d4 45 2a 1a 21 d7 a6 97 ab a6 ed 40 
b4 a0 a6 1c f9 3a e0 c4 cb 55 42 55 b3 c4 10 2d 4a d3 ea 27 f9 b6 2c f8 22 7f ff 7b 15 79 2b bf df b5 8a eb f8 4e 00 78 75 
0d a0 17 0e 3a 40 ec 7c e6 9f 28 74 24 29 ab 2a 26 60 84 8a e6 f6 ae 81 1e d4 0f 20 64 4c 48 4f 5d 91 c0 8e 9c 12 11 2f 
c9 7d 52 6e c5 4d 8d 1b 00 9d d1 d4 07 00 6a 54 a5 1f 
Data Ascii: f7w!&0"1F6iIZQ&*Co`2a9._Z0s:$Hi@K/~E0^tpyz^X~wu$ ^t<g,E*!@:UBU-J',"{y+Nxu:@|(t$)*&` dLHO]/}RnMjT

2022-01-28 14:30:38 UTC 635 IN Data Raw: ed c7 d3 1b 09 1e 15 ad 8b c2 78 b9 9a ad ef e2 45 fc 36 66 45 d6 9b 52 c5 fb 40 b2 b7 e9 68 f9 21 9c f7 57 be 
8a df 24 2f ab c9 fb c9 f4 83 64 ab 6a 1b 25 db bb 78 18 f5 a3 bd 42 6b f4 78 58 dc 4e a7 cb 77 93 68 21 45 55 f5 1a 99 e4
e4 63 24 93 95 e2 9d 00 66 b7 b8 59 8f 00 c8 a8 de e5 14 5c b3 90 e0 4b f5 8c a9 b5 44 a4 80 36 c3 68 12 cb 88 a5 7a 
5e f6 dc 6e 19 df 46 58 b0 74 f0 14 d7 7b ad e1 2d 63 b3 49 34 58 8a 55 4b f1 51 bc 20 d7 31 3e 21 24 e7 e5 70 30 88 66 
cb f0 ed 58 3a 3b aa 0b d2 7e 3f 37 d3 a9 b4 12 95 0e ed f7 30 8b e6 23 ec 4a da 8e e2 2d bb 17 9c 4c a7 12 83 29 84 7a 
bf 83 d5 24 86 54 18 8f e3 9b 58 11 13 d5 73 38 95 af 61 bc 18 84 f3 21 cd d4 28 9e df 86 aa a3 a8 7a ae ab f2 35 8a 27 
11 83 97 35 4e f6 44 41 3e aa 5b 31 95 23 e6 a3 87 e4 
Data Ascii: xE6fER@h!W$/dj%xBkxXNwh!EUc$fY\KD6hz^nFXt{-cI4XUKQ 1>!$p0fX:;~?70#J-L)z$TXs8a!(z5'5NDA>[1#

2022-01-28 14:30:38 UTC 636 IN Data Raw: 1f df 2d 6f ef 6a 6e 34 cb ae ff b3 b8 f9 74 bf fc 74 5f b1 e6 49 56 33 b1 19 4c 7e 96 f5 cf 6b ce 90 07 14 7a 80 
a5 a0 8f be 7d 4b c8 69 f6 f9 c3 a6 a8 fe 72 52 fe f7 db 2f 4b 21 c4 5f 4e ee 3e 97 9f 9a ff 94 9d 0f b7 cb d5 af 6f 8f 3e dc 
df 7f be 7b 7e 72 72 f7 e5 f3 e7 9b db fb e3 f7 b5 a0 8e 17 37 bf 9f 2c 1e d8 7f 52 7e ba fb e7 f2 f6 44 fa 3a ee bc 3d ea dc 
97 b7 ef 97 f7 30 7e 36 ff 58 7e fa 9f b7 47 0d e1 6a 92 ce e2 63 79 77 07 3f de 2e ff f7 cb 6f b7 cb 77 cf e2 8a 60 e0 a7 f7 
cf ee 3e dc fc 13 7e fc d3 fd cd e7 e3 bb 2f ab d5 6f 8b df 60 73 67 cb e5 bb 79 b9 a8 48 d5 2c 00 ef 63 ac 91 1a e6 b4 4a 
0a 9b 67 ac 7d 04 e1 97 16 d9 2c b6 15 ec f7 62 0c 59 6d 9a 7d f8 1c 7c 7e 0c 74 ea f9 c1 da c0 0a 2b db 25 4d 19 a5 c9 
ec 96 95 26 96 e1 77 64 b5 f1 
Data Ascii: -ojn4tt_IV3L~kz}KirR/K!_N>o>{~rr7,R~D:=0~6X~Gjcyw?.ow`>~/o`sgyH,cJg},bYm}|~t+%M&wd

2022-01-28 14:30:38 UTC 637 IN Data Raw: a3 29 3c 60 8d 2b d7 93 b7 5d 0b 7a e8 b1 e7 34 d8 d9 cf 3d 4a c1 63 24 51 d1 5e 8c 74 c2 79 48 bf eb 63 37 
e3 12 b5 1d cc e5 16 26 3e 14 eb 1c 7c 6c d5 8c fe f7 3c b6 aa ca cc 4a 49 2f 95 f1 2e 37 5e 50 fe c5 8a 1c da 3d 53 87 
6d f8 85 e2 42 e3 e5 d6 8a c1 39 41 82 ca d9 f2 ee 1f 64 1e 5d 62 34 60 9c 74 b5 22 1b c5 f3 3f 4e 02 1e 74 d7 2a ed bd 
70 d2 18 99 b1 e5 29 47 61 2c 03 91 03 45 5b 15 4a 41 98 06 fe 28 2b 40 b8 3f b4 38 f7 63 2d e6 bb f3 7d 7b 29 b1 ed bc 
36 4a 89 1a 1c 8d b7 10 cf 72 6d bd 51 da f1 27 1a 3b 32 bf 24 6a 40 3a b7 5f 1c a9 17 65 44 a6 55 ae bd d0 46 68 61 95 
e1 5d e0 8e 93 63 23 64 75 6a ed b4 32 b9 b7 42 e8 7c 67 19 8d 03 4c 87 ea 14 4e 4c 1e cc 2d 82 c3 53 ee a4 37 2e 1a 
05 9d 38 c3 1f 4a 8c e7 a8 22 da d4 55 98 fc ae a5 14 49 47 
Data Ascii: )<`+]z4=Jc$Q^tyHc7&>|l<JI/.7^P=SmB9Ad]b4`t"?Nt*p)Ga,E[JA(+@?8c-}{)6JrmQ';2$j@:_eDUFha]c#
duj2B|gLNL-S7.8J"UIG

2022-01-28 14:30:38 UTC 638 IN Data Raw: 6c b4 fc 47 95 a9 82 ee c7 8c 22 7a a9 e3 a7 1d 79 ac cf 5f fe 5f 0b 31 1c 77 0c 7c f5 4b dc a9 cd ad d4 12 52 
77 65 b4 02 1c f8 98 23 5e 26 a2 ec ba 82 99 34 f6 7a 59 95 b7 ac 4e 5e 32 58 9f 94 ca 19 c9 a6 cc 49 b5 4f 83 19 aa fc 
4e b8 2a 29 87 fc bc 2e 7c 0a ef f8 f4 7c 7b 8d 49 e0 54 6d ff 5b 06 0e 60 b8 f7 3e af eb 03 5a db 2c 11 76 d0 f9 12 2e ff 
cf 43 cd d6 a9 1a c0 3a e7 32 95 0b 6b 20 03 63 c1 2c 8a ad bb 1a 74 0f d8 08 e1 42 0a 9a 82 83 fe b9 59 0e c3 97 9f 97 
e6 38 ad 54 05 27 9c ca 73 e5 bd f6 3c da 4f 15 5e 9c 36 da 6b ab 33 c8 aa ab da 82 4e b9 a0 56 39 03 cb 16 db ac 5a 8b 
93 03 03 3b 6a ee fb f9 2c 5c b6 6d a8 87 ad 98 cc 64 da e9 0c 92 1f c8 80 2c 28 7c 3a bc b4 eb 3c 71 bc 12 2e 33 5e 09 
2f 9d 84 8c 55 6e b9 9e 78 c0 e5 ec c3 ad 15 94 c9 
Data Ascii: lG"zy__1w|KRwe#^&4zYN^2XION*).||{ITm[`>Z,v.C:2k c,tBY8T's<O^6k3NV9Z;j,\md,(|:<q.3^/Unx

2022-01-28 14:30:38 UTC 640 IN Data Raw: 00 68 aa 48 9b e1 98 d1 93 fe e4 a2 98 11 c3 60 5e 30 86 06 87 b4 10 52 96 08 18 4e bb 57 95 17 23 3b 60 3a 
91 1f a8 00 44 25 ec 62 0e 58 9b e7 af ba d3 31 19 c0 bd 52 e8 61 c0 45 97 ba 2f e6 9d 50 cd f3 e3 a2 20 e1 99 ab 31 37 
cf 4f 07 dc 16 b8 c3 b2 66 c4 f5 f0 62 7a 49 46 70 6f b2 fc f6 ed 5f 50 4b 07 08 5b 19 f5 c3 bf 11 00 00 ee 56 00 00 50 4b 
03 04 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 68 69 2f 
03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 
00 00 00 00 00 19 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 68 69 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e cd 1c d9 72 1b 37 
f2 57 b8 5a 3f 6c 52 b2 84 1b 18 6f b2 29 9a 1c c9 8c 25 
Data Ascii: hH`^0RNW#;`:D%bX1RaE/P 17OfbzIFpo_PK[VPK*Q_locales/hi/PKPK)Q_locales/hi/messages.jsonr7WZ?
lRo)%

2022-01-28 14:30:38 UTC 641 IN Data Raw: e2 4c 32 80 45 42 09 94 ab cf c5 2f 5b 58 d2 67 16 e2 12 d1 26 c4 75 9d e4 0b 0e 2a 56 b2 82 83 83 83 80 8e 
2c c0 22 59 a7 01 1d 0e 4c 57 64 d4 95 66 43 4d d4 95 09 0d c1 bc d5 e0 25 24 03 60 ee e0 6f 01 27 2e 32 34 a3 74 c6 af 
57 60 e6 05 07 ca 6b 40 bd 92 6f 9a 5b 58 6c 50 0c d7 d0 5c 2b c1 14 e0 00 79 0a 93 12 8e 4b 62 91 35 de d5 0a 70 38 
0e fe 09 03 8c 2f 0a 49 ae 47 e9 2b d7 f5 4a 55 a5 09 05 64 26 16 d8 0e c9 89 a1 a5 8d 79 05 42 a1 a5 14 9d 7f b5 d2 ec 
15 2c 10 5e 20 2a 79 59 0b b1 c4 0f 4f 9a 3d 2b 92 73 0e d7 2b 3f 26 32 41 3d 62 a9 88 f2 d1 05 02 cd 70 f4 ca b0 08 71 
8f 38 92 ba 26 81 bb 44 37 73 9c 74 e0 53 2c 11 df c2 ad 49 da 14 6f e8 f6 91 c4 49 04 8b b6 99 98 97 99 8c fe 21 4c cf 
24 da 8d a5 f1 1b 73 8e e9 82 f4 0f 45 6c 4c 78 a3 84 11 ba 
Data Ascii: L2EB/[Xg&u*V,"YLWdfCM%$`o'.24tW`k@o[XlP\+yKb5p8/IG+JUd&yB,^ *yYO=+s+?&2A=bpq8&D7stS,IoI!
L$sElLx

2022-01-28 14:30:38 UTC 642 IN Data Raw: 6a 20 3c d5 fa 78 33 4e b9 b5 32 9a 49 65 40 d9 59 35 b8 a3 0c 99 72 6f 12 85 a8 e0 87 27 25 a2 9e c4 21 a2 
a3 68 c1 fa cb be 74 15 d7 d8 77 22 76 4e 52 44 b0 b7 8d 8c 38 6d 04 e3 10 23 0a f8 b1 30 05 3d 63 ca 91 8c e2 64 9c 28 
dc a7 81 e3 83 83 ff 17 c2 39 89 3b d7 24 a3 3f 78 5c 4d 01 62 2c 0b 0b 72 ed 98 66 90 b9 7d 1d 53 08 46 ec e8 d4 6f 61 
21 09 02 8d a9 6a 2d c0 7d 51 68 92 ff 58 f0 c4 d5 e3 f4 27 42 56 19 3a 35 c6 24 8c 06 f8 ed 8b aa d9 ab 39 e8 2d 24 62 
52 82 fa 92 c9 28 92 93 a6 98 1a d6 83 91 13 40 1f 70 58 4e 81 59 e3 34 37 ff be 25 8e 8d ad f5 f5 da bc 6d 71 a3 a6 96 
61 e0 a8 38 f8 73 6e 0b 90 7c f0 01 09 b5 42 de 7b 97 c5 90 2a 69 a2 62 e5 67 d4 d4 b1 b9 47 32 1c 95 e3 52 e0 02 f5 bb 
30 d9 70 fd 2e 30 b3 e9 23 24 d8 c4 a6 d0 40 d4 51 cd 35 
Data Ascii: j <x3N2Ie@Y5ro'%!htw"vNRD8m#0=cd(9;$?x\Mb,rf}SFoa!j-}QhX'BV:5$9-$bR(@pXNY47%mqa8sn|B{*ib
gG2R0p.0#$@Q5

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 643 IN Data Raw: ad 02 a1 fa 8b 09 90 fe a0 3f 1f 8e a6 f3 e9 38 39 06 55 aa 4d d6 1f 95 65 ff 69 b7 f7 7c 5e 9e 76 07 27 f3 a3 
41 79 d2 5f 05 44 3d 9c 97 07 74 34 1a 9f ce fb e5 a4 37 1e 9c 91 c7 22 26 91 f2 d0 9e 95 dd 7e 39 5e 85 41 95 3c f2 30 
ce c6 a3 d3 b3 69 42 9e b4 cb 90 07 31 2e 7f 9b 0d c6 65 42 1a aa f1 91 87 32 7d 79 56 ae 61 77 3a 59 90 80 3a 1d 8c c7 
a3 f1 60 78 dc c8 ee 7c 32 7b 5a d1 08 7e 4a c4 98 08 9d 13 80 c3 72 fa 62 34 7e 0e 72 74 74 54 8e 2b 71 7c 31 38 1a 24 
f4 26 52 da 2c a8 dc 01 a9 57 14 65 81 4c ba a7 25 89 0a 35 3a 92 85 f2 a2 e2 d9 fc ac 97 90 26 0d 0b 53 18 a3 d5 55 
d4 e3 b1 c9 b2 b3 f1 e0 bc db 7b 39 ef 77 a7 dd f9 6c d2 3d 2e 09 75 4a 9e 3b 4d c0 4c aa b8 9d 36 2e 54 60 41 af 3f 19 
1d 27 e6 91 a8 ad 11 8b a7 b3 b3 f9 f9 60 32 78 3a a8 85 
Data Ascii: ?89UMei|^v'Ay_D=t47"&~9^A<0iB1.eB2}yVaw:Y:`x|2{Z~Jrb4~rttT+q|18$&R,WeL%5:&SU{9wl=.uJ;ML6
.T`A?'`2x:

2022-01-28 14:30:38 UTC 645 IN Data Raw: 1f 38 fe a9 df ab 35 cb 57 a2 ba db b5 5c d7 77 3d 5b e6 c4 0e 6c cb 73 4f ef 1e b3 5d 5a 3d 8b 27 75 16 7c 1d 
39 34 3d db 75 fc c0 76 3c c3 23 7b 8b 47 64 89 a8 36 a8 31 72 74 2b f0 1c 1d 69 37 75 53 b7 7c 12 d7 7d 3c 8f b1 9a 75 
ac 65 3b b1 d4 ba 4f a9 d8 f0 47 86 14 16 da 9b f1 a4 33 9a cc 6e a3 fe cd 1b b6 5d c7 2b 86 4c c6 da 95 10 8b 35 d7 ae 
71 e3 9b b0 df ab ae ff dc dc 3d 1e 76 fa 6f 7e 2c 2f 94 3f cf 10 c7 76 cd 1e f9 93 58 cf 79 9a 95 01 34 66 e5 3f 1e 45 92 f3 
24 97 d1 bc 31 ca b8 1b 63 72 d9 2c 2f bf 84 45 6e b0 8e 6e 50 7a b0 cf 9e 9f 5b 52 33 db 3e 9d 66 e7 af 17 ec 6f 5f 0a 
ae eb fa 5f 2f b2 2d 4b 9a 7f 30 ed 29 e5 5f 7f fa 72 f6 94 e7 db ec fd c5 45 56 6c b7 22 cd cf 17 65 6e ce 1f c5 e6 e2 f1 90 
ca 0b 96 64 bf f2 f4 c2 0c ca ee fc 72 a6 
Data Ascii: 85W\w=[lsO]Z='u|94=uv<#{Gd61rt+i7uS|}<ue;OG3n]+L5q=vo~,/?vXy4f?E$1cr,/EnnPz[R3>fo__/-K0)_rEVl"endr

2022-01-28 14:30:38 UTC 646 IN Data Raw: 6c 45 c2 30 58 68 35 3d 32 b9 4c b1 5b f2 54 ee 58 75 29 3e 5e 15 7d 3e 34 8a e9 59 76 10 60 c4 70 1c 20 33 
9d 1a e6 69 55 8e 6c 59 2d 0c 31 14 9b 35 b4 48 e5 c2 93 fc 8a d8 1d fc 61 79 80 43 b2 e3 af d1 4f 7b ae 76 6c 23 9a 60 
6b 8e 02 bb 00 76 51 59 60 f7 c0 b1 6c 9f 64 eb a8 1a 8e a1 a2 02 7d 90 bb 6d b9 36 86 2a 07 73 95 67 39 34 db c7 33 
92 a8 8d 4c 39 7c f9 36 08 06 a2 4b b7 5d 52 82 d7 3b 09 9e 88 17 29 3f ac 72 f3 3d 62 96 a8 98 b0 cd 77 7d bb 15 9b 1a 
03 8a ef 1b 38 3f 0c 44 92 03 64 5a 36 f5 0c 26 57 96 36 05 50 cd dc 2f 80 99 69 fc 50 84 9b 17 18 29 ab 5d d4 e9 f0 e2 
93 21 ec 11 3a 36 2d 2a 0c 69 9e f2 32 82 9d ff 37 a3 d6 2b b3 54 23 d3 15 69 7d 7d 54 fa 9d d3 51 9e 8a 02 49 81 6c 17 
79 35 25 39 a6 e5 36 3a dd 81 b8 03 f0 99 be 87 d9 1a 60 e5 
Data Ascii: lE0Xh5=2L[TXu)>^}>4Yv`p 3iUlY-15HayCO{vl#`kvQY`ld}m6*sg943L9|6K]R;)?r=bw}8?DdZ6&W6P/iP)]!:6-
*i27+T#i}}TQIly5%96:`

2022-01-28 14:30:38 UTC 647 IN Data Raw: 88 fd 37 30 6d e1 a7 0f 69 f5 5b 54 52 65 6b 60 e2 46 bf bb 12 6a 1c 79 50 4a a2 f9 85 67 d5 f1 50 9c c8 73 de 
52 a1 4b 7e 94 07 0f 19 7f 40 39 65 e2 6b be e3 a9 76 3f ec bf 93 e7 9b a9 f8 e7 bf 96 f2 14 94 61 4a db c7 f5 d9 54 bf 33 
7e c7 2a 69 2f 5f 9c 78 ba ef 5b 3e 54 ac 3c a1 52 ab 65 a2 eb 92 38 2b 2a 8a 4e 78 cb b9 0b f8 3c 93 b0 5b a5 e6 2e ec 
45 9d d9 68 30 9d 84 a3 59 a7 d7 8b 26 d1 a0 df b9 9d 75 07 77 77 61 7f 32 3e 7d aa ea 05 18 f5 33 ed 45 83 d9 df a7 9d 
db 68 f2 e9 d4 83 0a bd 88 87 6e a7 df 0d 6f 67 1f a6 93 c9 a0 4f 63 a0 ef 98 a8 87 41 7f 82 05 20 8a 70 2c d7 74 ea 44 
35 88 11 27 bd a8 37 eb 0f 26 b3 c9 88 2c 43 25 24 89 fd 65 18 f6 3e 74 ba 37 b3 f0 ae 13 dd ce 2e a3 f0 b6 77 ea 48 75 
10 df ee e8 72 30 ba 9b f5 c2 71 77 14 0d 95 cb 52 
Data Ascii: 70mi[TRek`FjyPJgPsRK~@9ekv?aJT3~*i/_x[>T<Re8+*Nx<[.Eh0Y&uwwa2>}3EhnogOcA p,tD5'7&,C%$e>t
7.wHur0qwR

2022-01-28 14:30:38 UTC 649 IN Data Raw: 81 e3 05 be e9 99 96 ef 39 81 a9 1f 3f 1d 6e 35 92 7e 7b d6 75 6a 4c a7 09 59 6a 4b f6 61 ee 6e eb 1f 0f a9 b6 
a2 e9 4b b2 d4 9e 68 9a d2 d5 36 d1 52 ba 78 ca a7 53 92 69 8f 5c ac 96 9e 5b 5b 52 f1 cf d5 af 62 6d ac ea fa 9e 6b bb 
ba 65 04 ba e7 1c 2f 1d 95 db 66 b1 39 4d e7 74 46 eb 45 69 50 72 05 b6 e9 db d8 a5 0b 59 df 30 5d cf 32 8e 35 dc 27 33 
ca 57 d7 e6 79 fa 42 56 a4 ca cb 92 9b b1 20 5c 8b 63 9a 86 ad bb be 65 19 d0 a5 5b 8e a4 65 98 2c 69 51 d1 94 66 da 
92 ac 1f ca 5c ec 68 c6 15 95 e7 da 67 6e 57 f1 c4 9d b2 3c d5 d6 05 7f 66 2a 7c f0 44 b4 fa 0f e4 a9 20 e7 62 61 47 0f 74 
ac 6c 7b 86 ee 9b 7e e0 f8 c7 0b 77 77 36 73 09 d7 72 5d df f5 6c e6 36 3b b0 2d cf 3d 96 18 71 7f 2d b9 3d 29 ad a8 10 
f5 75 38 db f4 6c d7 f1 03 db f1 0c 4f 4a 8b 6b 92 2d 
Data Ascii: 9?n5~{ujLYjKanKh6RxSi\[[Rbmke/f9MtFEiPrY0]25'3WyBV \ce[e,iQf\hgnW<f*|D baGtl{~ww6sr]l6;-=q-=)u8lOJk-

2022-01-28 14:30:38 UTC 650 IN Data Raw: ab e5 b9 16 2a 7c 78 64 d5 6e d7 c0 6d 7c 37 cf 17 64 f6 44 4e b5 c7 1c db 22 9a a0 8f 47 58 8d 6e c8 78 e7 
b6 76 eb cc cd 34 f1 77 80 aa 26 ef 59 b2 81 2e 69 b5 d3 7d 56 51 e1 81 60 89 2d 35 66 9e 1d 86 a0 6a 06 98 12 95 73 
14 b3 a6 42 8a 19 15 dc 1b 65 cf 79 be 8d 49 cc 02 cf 00 7c a2 c7 a3 54 2d 89 7a 47 ac 0b 24 aa 64 13 b3 92 0d ea 0f a0 
b1 18 6e e8 a6 63 01 83 8f 75 dc 15 f9 a2 20 ab c7 64 4a 78 36 b0 df b8 b0 89 1e 86 f1 c6 f6 7c b4 31 d7 36 7c 19 27 b6 
c2 79 d5 71 58 12 6d d9 e4 23 c6 3b 16 eb 8a 20 38 1b a2 1a 7a 04 ca 14 4f 79 a6 81 06 22 11 36 14 54 e3 14 bd ab 49 
0f 44 22 29 85 a7 2b 69 4a 5a e6 db 4c 8c 47 b6 83 d6 e6 63 20 35 eb 41 d1 f1 15 0d b4 d5 6a 8d 01 67 c9 c6 36 f1 05 aa 
f9 ee bb 13 19 a3 8e 68 32 81 69 39 68 76 4e a0 2b 96 d4 de e7 
Data Ascii: *|xdnm|7dDN"GXnxv4w&Y.i}VQ`-5fjsBeyI|T-zG$dncu dJx6|16|'yqXm#; 8zOy"6TID")+iJZLGc 5Ajg6h2i9hvN+

2022-01-28 14:30:38 UTC 651 IN Data Raw: 45 4c 31 5d fa ba 65 b8 26 7a 0b 86 6d 4f ee f3 7f 8e a6 35 61 15 a5 32 dd b3 17 66 78 1b 71 5b 72 ea a6 fd 
b4 4e cf 35 f3 d4 d6 ae ae b7 3b fd 0e fb f4 b3 30 db 73 3d d3 36 41 51 c0 bd 2c 40 b1 34 e5 d4 03 9f aa 0d ef a6 b8 3d 
a7 3a c8 cc 5a 3d 2b 1e 36 47 19 58 c7 34 c1 64 4d 89 59 a8 e3 2b 26 5d f1 89 08 65 3e 23 27 e0 29 35 91 d6 03 5f 79 
03 a9 3e e5 f6 d1 72 82 20 70 6b 9e 63 db 9e 21 83 41 87 6f e2 81 ff 58 08 25 5c da aa a1 de f7 41 b4 5c dd c3 44 28 61 
c1 48 60 cf d1 a1 a3 7c e8 ce 7f 6c 8e 46 b1 37 88 bf fc 8b 1b b2 62 7b 7f 5d 47 06 e5 b6 18 46 fb 96 0b 7e 16 d8 81 d4 
19 0f 98 a3 0f 92 0b 1a 6d 1b e0 52 8c c6 d9 7f bc ca 36 8c 1e f2 0f 4b 5a 02 b9 f9 63 8b b7 65 f7 fd 89 c8 07 db 35 6c df 
36 d0 d6 d1 db 3d 64 d7 b1 2d bf 1d 8c 7f 8c 2d f8 86 13 
Data Ascii: EL1]e&zmO5a2fxq[rN5;0s=6AQ,@4=:Z=+6GX4dMY+&]e>#')5_y>r pkc!AoX%\A\D(aH`|lF7b{]GF~mR6KZce
5l6=d--

2022-01-28 14:30:38 UTC 652 IN Data Raw: a3 9b 68 22 15 86 e2 3d f5 03 61 3e 16 62 64 11 84 e1 32 bc 63 28 26 ed 40 f1 92 c1 4e 0b 28 aa e4 2e c5 e5 
44 f3 fc 5d 38 1e 4a 02 aa 97 85 77 02 37 a1 0c 5f 8a b7 a9 9b e7 87 51 24 b5 67 d5 f9 5f f3 fc b8 a7 da 82 ea fc bd 91 b8 
ef df 8c 6f 25 09 d5 7f f3 79 7d fd 1f 50 4b 07 08 5d 1c 7c 4f 11 10 00 00 16 36 00 00 50 4b 03 04 14 00 08 08 08 00 2a 8c 
04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 69 64 2f 03 00 50 4b 07 08 00 00 00 00 
02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f 
6c 6f 63 61 6c 65 73 2f 69 64 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e bd 5a db 72 db c8 11 fd 15 44 f1 c3 ee 16 4d e1 
7e 71 d6 71 41 24 28 c1 e2 6d 49 50 2a a7 5c c5 1a 8a 
Data Ascii: h"=a>bd2c(&@N(.D]8Jw7_Q$g_o%y}PK]|O6PK*Q_locales/id/PKPK)Q_locales/id/messages.jsonZrDM~
qqA$(mIP*\

2022-01-28 14:30:38 UTC 654 IN Data Raw: 59 dc 2a d2 76 93 3c 80 b1 d8 43 9c 14 03 53 c6 cb 2a 96 d6 c9 36 8f 4b de 62 5c 6a 2c a3 35 df 56 7e 99 86 
0b d0 78 04 57 9b 90 eb 87 1d 04 4b e1 9c 8f dd e1 11 79 5c aa 96 82 20 77 11 08 52 ca e3 2c 5f c3 49 1a ee b3 ca 9f 04 
94 48 db d2 a0 cc 13 2e 7a f0 c7 87 3c 2e 6e 97 e3 b9 de 29 a7 16 a5 3c a1 d8 06 b4 cb 27 bd 85 ba 62 18 c2 47 44 85 
86 e1 46 f7 51 96 ef db 92 7f 98 cd 6e 1f 2d d8 52 34 ab 7a 31 2d 69 c1 cb 2f 0d b9 ac 91 50 4b 20 eb 34 ca f8 dc f2 fa af 
19 4f 04 fc 40 d5 3f b2 56 1d 0e 08 b2 25 44 0d b6 20 4c 73 44 63 1d 2e a2 c7 e2 1e 9e fa 85 3f 7d cd b6 51 5b ea 96 68 
b1 ad ea 82 0f d8 3e 2f b9 55 ab 88 f8 5b 98 e5 8f 39 44 20 5b 7d 65 b5 56 58 62 e6 59 61 5b 07 a6 b6 7d 5e 4a a1 1a 8f 
43 f6 1c 90 0d c3 30 fc 5f ac 66 b7 4f 96 18 50 79 ae 42 
Data Ascii: Y*v<CS*6Kb\j,5V~xWKy\ wR,_IH.z<.n)<'bGDFQn-R4z1-i/PK 4O@?V%D LsDc.?}Q[h>/U[9D [}eVXbYa[}
^JC0_fOPyB

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 655 IN Data Raw: f2 b0 8a 3f c4 b2 2d 6b 8a a9 02 0b a1 fb 2d ca 24 7f 98 9b 91 c1 0b 34 e4 d2 4f e0 2a b6 41 a2 4a 6a 4b 97 
2e af fe 2d 7d 41 63 68 f0 ab 9f ab 87 a2 2d 51 d1 ae a3 78 a1 0c 00 1e 44 4b f6 b1 c7 41 cd 7b c5 f3 5f 1e 6f f3 2c e4 8a 
54 81 2f 55 85 c0 50 29 05 e5 48 88 3a 98 68 10 38 51 81 b3 0a f5 22 3b 36 e5 df fa 18 c6 e5 e4 5e 5a 01 e4 1c c7 31 0b 
b2 43 17 af 08 aa 04 09 86 b6 96 65 6f cb ff 4a 3b ad 00 18 db 06 c1 9a b2 05 c5 4c 4a a5 5b 82 c2 f3 d9 cf 73 23 ff 83 a1 
5c 30 d9 1f 87 e5 d0 43 1a 07 21 5b 33 c1 ca 8e ee d0 d3 c7 83 20 b0 a1 54 a0 76 74 05 fc ca b9 5b 17 a6 6a d9 9f af 19 
ba 45 41 de 16 e9 5a 7a 83 0c 41 9f ac 2b 00 76 a0 bb 85 7d 26 8f 66 51 f5 64 10 86 ad 18 8e 86 e6 cb 86 e6 32 55 7a 8a 
5c 6f e4 f3 ab 14 1b 51 75 50 58 a6 a2 18 b2 cc 93 
Data Ascii: ?-k-$4O*AJjK.-}Ach-QxDKA{_o,T/UP)H:h8Q";6^Z1CeoJ;LJ[s#\0C![3 Tvt[jEAZzA+v}&fQd2Uz\oQuPX

2022-01-28 14:30:38 UTC 656 IN Data Raw: e0 9b b7 7a fc d4 f3 08 3d 8b ce e5 ea f1 b3 a1 68 09 a2 d3 e6 da e2 66 d4 9f 0d 88 85 e8 2b e5 a7 a7 ff 00 50 
4b 07 08 db d0 86 a4 8f 0e 00 00 6b 2e 00 00 50 4b 03 04 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 
00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 69 74 2f 03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 
14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 69 74 2f 6d 65 
73 73 61 67 65 73 2e 6a 73 6f 6e bd 5a 69 6f db 48 12 fd 2b 5c 6f 80 39 e0 d8 bc 8f 60 66 07 8c 44 d9 9c c8 92 47 87 83 
2c 02 08 6d 89 96 1b 43 91 1a 1e ce 4e 02 ff f7 7d d5 24 6d 45 dd f4 ec 2c 76 e7 8b 2d 5b 5d d5 dd d5 55 ef bd 6a f2 cb 
89 a1 1b 7e e0 db 8e 6b d8 be ef 98 ba 63 78 27 6f b4 2f 
Data Ascii: z=hf+PKk.PK*Q_locales/it/PKPK)Q_locales/it/messages.jsonZioH+\o9`fDG,mCN}$mE,v-[]Uj~kcx'o/

2022-01-28 14:30:38 UTC 657 IN Data Raw: 67 c3 d9 36 03 1f c2 86 6b 6b 96 21 63 e9 df 80 f5 3a e3 6b d6 64 2b 96 56 b0 2c cb 11 fd 07 ce 9a 53 68 a1 
94 81 60 7f 43 9e 97 9c 95 f4 7f 52 21 ad 95 58 c9 9a 14 11 79 e4 d9 3a ad 05 11 97 f9 be 80 b6 f8 a5 c6 f2 9e b3 0d 92 
25 81 51 5d f1 94 7f fe cc f0 0d b6 ae 41 c6 a0 48 01 6b 8c 18 9c 2a e8 36 4d 76 1c 3b d8 71 92 5a 05 fd 1f c1 bb ab 33 
31 e9 99 16 6b 1b 5a 21 8c cb 5c ec a6 5d f3 29 2d 7a 97 6f 72 2d 29 f7 29 70 12 33 60 76 50 59 8d 8f a7 58 15 f6 57 01 
14 52 32 2f 13 00 07 c6 a6 a4 88 ca aa a0 5f c5 ae 89 2c c3 32 f8 03 5b ff 8e c9 c8 37 8d fb ed 68 33 6c bd 16 e9 4a 31 
68 55 04 2a a3 64 4f fb 2b d2 76 83 e9 d3 4e 5a f1 97 88 6d 62 0a fa b5 c9 c9 4b 8e f5 14 0f 10 9b 4d 41 da d0 b6 16 08 
02 d5 0c 7c 46 aa 59 b2 54 aa 73 04 29 e5 3b 9e b1 46 fb 
Data Ascii: g6kk!c:kd+V,Sh`CR!Xy:%Q]AHk*6Mv;qZ31kZ!\])-zor-))p3`vPYXWR2/_,2[7h3lJ1hU*dO+vNZmbKMA|FYTs);F

2022-01-28 14:30:38 UTC 659 IN Data Raw: d4 2d 20 ad a7 7b 1e b5 c2 f8 20 61 d4 90 97 6d 66 09 be 6a cc 3c 52 1c 8e 81 d3 42 ef 01 98 96 5b 79 48 ba 
ac de 51 06 d1 45 07 2b aa 64 cd 51 85 88 3b a1 26 9a 58 ed b9 ca 90 33 da 8e 04 5e 26 c4 59 25 ee 62 d3 6f 3a 81 dd 
4c 09 a1 ef eb 96 e1 9a 00 53 74 2b 9e cc 4d 3d 1a 80 98 9f 37 cc 8f b5 50 57 9d 68 df b2 0d da be 64 b7 07 01 9b a7 b6 
76 71 f9 19 b6 0e fd fe ae 9d 0e 9d 94 69 9b a0 43 d0 ba 05 90 91 44 ee 98 ce 1d 6d f4 e1 05 72 c3 ec 5f 93 bd f0 47 39 
4a ba d9 80 63 d3 84 9e 31 25 6a 9b 71 29 ce e8 74 88 06 c1 88 42 37 e9 81 af e6 f7 ee 4e e9 c0 12 18 19 04 81 2b e8 
d4 b6 3d 43 ae 28 1c 2c e5 14 cf ea d6 c4 12 c8 e4 fb a0 6e 57 f7 20 ee a5 6a 1a b6 f0 21 3a fc a7 59 9f ef 11 fe 5a 22 50 
2c f8 af 63 02 48 2e 8b f0 ca b7 5c d0 7c 60 07 12 3c 7f 25 
Data Ascii: - { amfj<RB[yHQE+dQ;&X3^&Y%bo:LSt+M=7PWhdvqiCDmr_G9Jc1%jq)tB7N+=C(,nW j!:YZ"P,cH.\|`<%

2022-01-28 14:30:38 UTC 660 IN Data Raw: 32 7f af 28 1f c5 eb 58 07 2e 2e c3 c9 05 a4 cb 2a 9e 84 28 9b 1b 69 05 aa bb 5c a5 f9 0d aa 4d 96 4e 8a b7 
28 14 d6 6d 07 20 b7 8a f2 23 32 85 f5 22 5e 8c a3 95 54 18 8a 57 0d 0f 8c 9b b6 10 2d 4b 2b 18 06 e1 35 a1 98 b4 03 c5 
c3 db 27 2f 90 a8 52 b8 14 37 e6 dd f8 eb 70 39 97 0c 54 6f b2 3d 19 8c 43 19 be 14 ef f1 75 e3 e7 51 24 d1 b3 ea 0a ae 
1b bf 9c a8 b6 a0 ba 8b ee 2c 6e a6 e3 e5 95 64 a1 7a 17 fb f1 f1 df 50 4b 07 08 35 c9 27 78 2c 0f 00 00 5d 2f 00 00 50 4b 
03 04 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 69 77 2f 
03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 
00 00 00 00 00 19 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 69 
Data Ascii: 2(X..*(i\MN(m #2"^TW-K+5'/R7p9To=CuQ$,ndzPK5'x,]/PK*Q_locales/iw/PKPK)Q_locales/i

2022-01-28 14:30:38 UTC 661 IN Data Raw: ec 9e a2 a1 4f cd d5 3c 24 44 ec 4b f5 39 af c9 4b 80 9a 10 2a e0 d3 02 fb 36 26 3a 72 ce c2 d4 2b 15 44 3f c1 
41 75 da 4a 5b 1a 27 ad 68 85 9e ac d0 46 49 ad 04 53 f0 5c 40 be 4c 4a 10 91 7e b2 8b 7c 6e 4d 02 95 0c 24 6b e0 39 
81 7d b2 56 6e b3 5e ac 0c c7 b9 62 80 03 2d c0 db 14 f6 0d 10 6e 12 31 11 ec 03 38 d8 36 d6 fd 03 ba 0b 81 2b 0f 1f 69 
e4 1c 0e 49 fd f8 b2 e1 a2 54 3c e7 cc 8a 32 fa 0b 0a 99 36 fe ec 62 c7 3c a0 e9 c5 11 81 dd 0e 25 71 17 54 e6 ad 1a 2b 
ee c6 6f 40 d6 88 41 c0 79 e0 fb 94 2f d4 7f df c5 77 89 95 7f ae e1 89 2e 20 a1 5d 5c 03 6c 91 8d a3 f8 11 46 11 5c 4f 79 
cb bc 48 84 22 8e 57 36 ba 22 ee 39 15 14 66 b3 89 21 38 af 61 d7 2b b0 2c 38 c7 f1 95 33 b9 5b 2f 43 6e 09 14 a6 31 87 
b5 ab a7 a1 8d 63 6e 3d 87 77 3b 83 eb 50 7c dd f1 83 
Data Ascii: O<$DK9K*6&:r+D?AuJ['hFIS\@LJ~|nM$k9}Vn^b-n186+iIT<26b<%qT+o@Ay/w. ]\lF\OyH"W6"9f!8a+,83[
/Cn1cn=w;P|

2022-01-28 14:30:38 UTC 663 IN Data Raw: c6 4d f2 5a 13 8d 01 35 68 fc ae fe 3d c5 02 60 b4 82 5c de 33 5a 02 09 7c 4d db c5 2b c3 13 c8 64 e5 8c 0d 
00 48 53 0e 85 24 32 c8 1d 3f 05 65 62 13 f9 6b 0a aa 9c c4 12 4a 43 d1 0a 5e aa 23 67 be b8 37 73 e9 c5 81 af 08 f3 de 
96 9f 23 7b bc fc de e7 ec a1 d4 df ef 98 3d d1 46 5b c0 10 09 87 fc 0a 51 1c d2 ec 56 bf f7 a2 1a 8e 27 b5 e9 bb ad 4c b8 
82 e4 60 a1 6c 13 46 4b 46 18 c3 66 c2 44 7b 20 41 71 d4 3b d8 ac 9f 68 01 b6 a4 52 5a 40 30 e0 77 c6 b2 4d 23 5e 09 
b2 f8 06 5f ef b5 82 3f 06 87 5c fe 
Data Ascii: MZ5h=`\3Z|M+dHS$2?ebkJC^#g7s#{=F[QV'L`lFKFfD{ Aq;hRZ@0wM#^_?\

2022-01-28 14:30:38 UTC 663 IN Data Raw: 38 5e a4 11 7b e1 ba f1 f8 82 73 ee f6 96 54 f2 7c 16 1a c4 15 31 79 5c 47 78 ab c3 63 1c af 1d 49 1c 05 44 72 
b0 1f 3c bc 4c 1c 3e 82 a8 a0 c2 16 b9 5b 88 52 a1 df d2 76 6d ea 36 2e 91 a8 ca 03 a9 c4 3b 50 09 9b 96 5e 23 57 62 5b 
0c 5a ac 9e 2d fa 43 92 98 13 af e2 b6 c1 93 b6 f4 0c e3 e7 06 ce 60 5d a8 b5 36 4d 98 e0 65 13 11 70 98 82 bc fd cc 86 
88 37 ba 50 0f f1 a5 1c 82 0e 04 6f 06 f0 15 7c 95 41 48 d8 8a f9 bd 21 d0 98 12 0a 94 6f 70 cb df ab 74 d7 c6 46 f7 50 4d 
fe ba 61 cf 24 65 ff a7 2c 9d b8 62 f4 41 f6 1a 5e 0b 6a cf cd 0e f7 cd 40 6d 55 a0 6e 87 6c 7f 4d 01 1b aa e7 99 f5 6b 93 
02 c0 90 24 40 be 94 a5 69 79 f2 0f 5f 36 00 29 af 1f eb cc 27 2d 4b 67 cd c1 12 15 57 00 1c a9 19 07 b2 63 e9 35 26 71 
68 08 c7 74 8a 70 94 c3 31 31 5f bf f5 a9 b5 bf 
Data Ascii: 8^{sT|1y\GxcIDr<L>[Rvm6.;P^#Wb[Z-C`]6Mep7Po|AH!optFPMa$e,bA^j@mUnlMk$@iy_6)'-KgWc5&qhtp11_

2022-01-28 14:30:38 UTC 664 IN Data Raw: 86 22 54 d1 88 24 79 a2 e5 44 91 18 74 42 f8 15 be f1 49 ad 1c be 0d 43 7c f8 f6 13 b5 72 94 95 01 96 90 9b 
1a 2c a4 08 44 96 53 af b9 c5 96 57 ae 16 c4 52 a2 24 88 12 a0 f2 03 35 1a 11 25 30 9e 82 a7 86 d1 90 2a 54 29 1a 15 
1e 7a 33 3d 98 0d 47 b3 ac 04 36 a1 39 86 93 d2 51 42 a5 7d 0f 4f b3 10 08 13 ff 67 22 4a a4 9f 75 26 53 c8 55 25 e0 cb 
88 a8 1b ce 60 46 49 41 aa 08 8d 9a 7a 19 30 4a 01 80 eb 2f 10 7d c0 4f 63 c9 8b 7a d7 94 22 57 e7 af 0d 71 95 98 41 8b 
d3 e9 8f b2 ec b7 30 99 51 ff 4f 25 4e 84 0a ce c4 fb b7 1b 08 8c 60 af 42 41 c2 61 b8 38 89 5f b2 d1 db 10 10 10 5d d6 38 
89 48 86 a0 06 69 37 10 21 32 04 35 40 13 a7 50 43 93 30 ed 86 ff d4 63 03 8d 09 e0 cd d0 64 a9 b1 a0 38 91 e9 e0 ac 
33 e9 1e 52 46 46 8d 03 50 84 de 0d a7 50 a1 0f c6 67 84 fb 
Data Ascii: "T$yDtBIC|r,DSWR$5%0*T)z3=G69QB}Og"Ju&SU%`FIAz0J/}Ocz"WqA0QO%N`BAa8_]8Hi7!25@P
C0cd83RFFPPg

2022-01-28 14:30:38 UTC 665 IN Data Raw: f2 9a 48 a9 98 42 43 68 ca 5a f2 2e 01 ca 90 a4 a1 56 c1 6a 62 21 4b 4b c5 18 ac 4f ea da e7 73 50 64 3e ca 
41 93 8b f9 cf 9f 3e dc 5e 15 1f 7e be ac eb eb ea e6 19 1d fc 4a 3e 7b e3 d5 11 83 a4 cb 06 21 6f ae cd 97 5f e9 e7 cf d3 
d9 c9 70 92 ff 91 cd be 0c ba 78 6f 32 71 5c 2c ef a4 c5 0e d2 22 34 38 db 80 0e dc 1f 65 f1 e0 0d 2e 6f de 55 57 f7 db e3 
9f 5f bb c7 97 a0 7f 21 a0 36 10 0a fe c7 20 4d 2b 82 d4 db 2e b3 0f 1e 0f c6 17 e3 b0 10 3c 97 50 28 d3 16 cc 66 b9 e2 
0c 31 3c 6c ed 57 86 c0 33 a2 ab dd a5 ed 80 47 00 24 01 9c b8 ec ad 98 95 ce 5d f4 16 48 48 b1 86 bf cd ba 6a 9c c6 40 
45 27 44 73 ae 61 6b c6 39 67 d8 de 3b f5 88 19 4a 04 05 20 a0 2d 94 70 aa a1 16 22 f5 8c 9a 8d 43 03 0d 18 e1 e0 dd 
46 29 a6 8c a0 04 6a 82 a5 c8 1a e0 d9 db a5 e0 1d a0 
Data Ascii: HBChZ.Vjb!KKOsPd>A>^~J>{!o_pxo2q\,"48e.oUW_!6 M+.<P(f1<lW3G$]HHj@E'Dsak9g;J -p"CF)j

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 667 IN Data Raw: d5 f5 bb cb cb 9b 30 b1 95 8c ab 76 28 28 b9 02 1b 2a 66 b4 06 3c 60 89 a4 48 46 81 de 81 b6 90 4f fb ce 45 
aa 3a c4 bd 6c a8 68 29 dd f0 5f 5a 4b 5d d3 8c cd 4d f0 b3 83 c1 e3 c1 8b 71 43 c4 48 88 5c 6e ac 54 d0 db 4b 95 b6 de 
e7 a3 10 03 06 9b ed 07 40 07 56 33 83 57 ef 1f 1f bf f7 3f dc eb 1c ac dc 3f c4 49 93 57 73 2a 27 85 20 e0 16 9a 29 03 ca 
d2 44 50 f4 b8 ea 5e 69 e1 a1 09 a1 72 01 ce 5c c3 62 42 b1 08 c9 3b 1d 2a 34 7c 1f 2e 4b 52 80 2c d6 70 f8 2f 54 6d 4a 
2c 2a 48 dc 63 e0 67 70 db f1 3a 3a 1e 08 e7 3d d2 d4 a4 8b b6 be dc d2 0b df 83 20 07 eb d2 56 28 25 09 17 0a 82 89 
b8 13 10 a1 50 20 de cb 41 54 d7 ca 78 16 a0 a2 bf e3 5a d6 64 ea c1 72 76 3a 68 05 54 b2 c1 de d1 f0 e6 4e 5b 18 a9 
18 a1 50 ce 99 85 62 a8 2c 7a d6 1b 1b 60 1d 25 ca 78 18 71 
Data Ascii: 0v((*f<`HFOE:lh)_ZK]MqCH\nTK@V3W??IWs*' )DP^ir\bB;*4|.KR,p/TmJ,*Hcgp::= V(%P ATxZdrv:hTN
[Pb,z`%xq

2022-01-28 14:30:38 UTC 668 IN Data Raw: e9 2c c7 f9 74 f5 fb 72 78 9a 2f 5e ef 53 c0 aa 61 42 61 34 9c 8c b2 d3 d5 f3 e5 62 31 9d a4 3c a4 97 5d 53 0a 
d3 c9 02 04 00 2e b2 b9 93 69 9f 08 36 4e 4c 88 8c f3 f1 6a 32 5d ac 16 b3 44 0c ac 43 4e d6 1f 67 d9 f8 f9 70 f4 72 95 9d 
0d f3 d3 d5 71 9e 9d 8e f7 09 61 d7 dd fa 09 1d 4f 67 67 ab 71 36 1f cd f2 73 54 2c e4 6c ab 9f da 8b 6c 38 ce 66 fb 34 b0 
ce a9 9f c6 f9 6c 7a 76 be 48 d4 93 8e 6f fa 49 cc b2 df 97 f9 2c 4b 54 83 4d 8e fa a9 2c 5e 9f 67 07 cc 9d 0e f7 13 52 67 
f9 6c 36 9d e5 93 93 d6 77 57 f3 e5 73 a7 23 f8 2a 71 63 04 48 25 04 27 d9 e2 d5 74 f6 12 fc e8 f8 38 9b 39 77 7c 95 1f 
e7 89 be 11 ac de 4b aa 4f 40 ec 9d a2 5e 22 f3 e1 59 86 b2 82 9d d3 f4 52 79 e5 6c b6 3a 1f 25 aa 49 f1 4d 4a 63 ba bf 
0a bb 5a 9a 2c 3b 9f e5 17 c3 d1 eb d5 78 b8 
Data Ascii: ,trx/^SaBa4b1<]S.i6NLj2]DCNgprqaOggq6sT,ll8f4lzvHoI,KTM,^gRgl6wWs#*qcH%'t89w|KO@^"YRyl:%
IMJcZ,;x

2022-01-28 14:30:38 UTC 669 IN Data Raw: 67 39 8e 47 8a 49 9e 6e 7d 8a 69 91 39 64 e2 78 dc 73 5c a0 b1 a0 8d f2 06 94 ad 80 0b 7a a9 0a a7 25 7b 59 
74 cc 2b bb 56 a6 24 b0 e5 5a 3a 73 85 f4 6e ae b1 a0 37 b9 30 b3 71 0b 56 29 69 44 e1 b5 96 b0 11 a1 2d bf 85 fa 50 5e 
d5 54 a6 54 e0 44 1c d1 4a 66 2a 27 3f 2c 82 e3 d6 fa bf e9 72 93 d2 5a e3 ee df 4b 74 4a 2a d9 79 94 46 dc 26 b6 d3 48 
bb b1 00 29 7e 12 ee f2 38 f1 c5 8a 20 80 31 c6 49 e1 95 0f d6 b3 ce c0 93 4d c7 5d 25 01 17 ba 28 7c e1 4c a5 5b 26 18 
ed 8a 3c 77 e7 aa 69 3c d5 56 23 15 2f 40 39 95 33 85 f5 c1 58 27 1d eb 98 f0 f5 23 e3 13 95 e5 9a fa ca ba 13 5d 2b 74 
70 56 80 ca 2b a1 84 f6 5b ce 18 9d dc ca 85 b4 1e 0d 47 ed c1 68 72 de ed bd 7c d4 3a bb be 7e f7 61 d1 7a 71 fd 47 74 
18 be d8 bc fa 5a 18 2b b7 91 58 8f f6 99 94 65 f9 a8 ec 
Data Ascii: g9GIn}i9dxs\z%{Yt+V$Z:sn70qV)iD-P^TTDJf*'?,rZKtJ*yF&H)~8 1IM]%(|L[&<wi<V#/@93X'#]+tpV+[G
hr|:~azqGtZ+Xe

2022-01-28 14:30:38 UTC 670 IN Data Raw: 99 6e ef ad a6 8f c2 7a c1 74 99 a9 4c 37 8f 38 5f b3 ef 50 30 b2 51 d5 cb d9 e8 3e 3a 78 b8 65 61 e6 53 ef da 
54 c4 bd 4d 31 29 56 8a 04 0d 95 9b f2 92 cd 55 3c 93 b8 d2 41 71 d1 0a a7 79 38 f4 26 5f 8f af b9 c0 87 38 f0 6a 53 64 
3b 0d 98 97 64 3a 5f 9f aa 51 be 6b 14 56 91 48 9b 6c a2 55 38 89 44 8d 15 36 57 d1 4f 8b 8b ed c6 b0 77 09 ef 70 7d fd 
b9 4e ec 10 f5 8f 32 53 eb 9f 06 fb 78 3f c3 48 e5 d9 fa 78 14 cd 4f e9 3e b7 2b 66 23 64 a2 1e d4 5e 27 3e d8 85 65 1d 
48 50 eb 43 06 2a ff 94 12 3d bc 34 11 77 a9 db 4c 9f 04 22 95 04 29 6a 0e 78 45 be d8 e1 36 9b 06 bc 79 a0 ed 8d af 79 
03 bd c6 54 d1 48 e3 b5 10 02 92 5f 07 79 11 24 df 7c eb 33 0b b8 be 3f 23 6e 6c 34 2e 9b 6f 57 8c 39 52 7e 52 bb 6b a6 
8a bf a5 53 16 1a f2 37 5d e5 60 42 59 0d 39 3e 7b 4a 
Data Ascii: nztL78_P0Q>:xeaSTM1)VU<Aqy8&_8jSd;d:_QkVHlU8D6WOwp}N2Sx?HxO>+f#d^'>eHPC*=4wL")
jxE6yyTH_y$|3?#nl4.oW9R~RkS7]`BY9>{J

2022-01-28 14:30:38 UTC 672 IN Data Raw: 87 1c 98 b9 50 1c f9 49 51 ae 91 ab 2e 0e 1c e1 d8 91 16 61 5e 44 0e a7 78 80 a3 37 42 95 5c 5b f7 5b fb 23 
39 d4 be 9a 47 f8 fe 33 ee 3f f4 95 f5 fc 0d 90 b1 df 3c ce 3e 35 b4 ac 8b c7 0d ab 46 ab 7c be 79 b9 1f dd 21 d9 31 e3 15 
d0 24 1e 16 44 16 ed a5 16 08 20 74 57 08 25 ab fe 33 a4 73 06 60 33 eb 25 91 a7 a1 c8 ad d1 4a a4 9e d8 49 08 38 00 
36 04 a4 de e0 8a 05 84 83 0c 4c bb 2f 1a e7 eb 23 91 f5 58 b1 b0 6e e0 5b 0b 56 19 30 cf b7 a6 1b fa 2e 81 22 8d 6a ea 
23 4e 27 a9 67 4c 12 00 ee f8 a2 ea 43 55 15 3b 69 04 1d 02 c7 b5 53 74 c8 87 cc 26 37 ca a8 ff 42 79 e5 c3 54 67 a9 10 
f6 2c ce ae 30 0e 18 91 86 6c d3 09 e7 aa 79 7c 78 c3 27 6b 18 af 46 fd 6c dc a0 17 69 b9 aa 46 6c 25 58 a4 91 06 f2 57 
7a 07 03 ee 1e ef b0 95 ed d1 3b c9 06 c9 2c 15 0f b7 76 
Data Ascii: PIQ.a^Dx7B\[[#9G3?<>5F|y!1$D tW%3s`3%JI86L/#Xn[V0."j#N'gLCU;iSt&7ByTg,0ly|x'kFliFl%XWz;,v

2022-01-28 14:30:38 UTC 673 IN Data Raw: d2 ef 93 08 c6 54 03 f2 04 c6 bd 2e 40 85 f3 f3 ee 59 97 e1 09 77 5f 0e 47 ab d3 1d 9e b4 07 9d 4a 52 a7 dd c1 
45 9b 33 45 ee 46 52 8e d6 69 b7 57 d6 ee 65 02 96 dd 63 82 0f d7 f1 e7 08 d5 34 32 41 9e a9 9b 72 24 7a 6d 0a bf e8 
53 e5 b8 95 fd 97 d4 c5 d3 87 04 71 2b 07 65 e5 60 99 73 73 37 27 71 04 32 cb b9 27 58 e5 96 d7 a6 46 7c 29 93 a0 64 
09 70 f1 81 9b d1 cc 12 18 8e c1 52 a9 37 e4 aa 15 1c 8d 1a 0f 3d 1f 9f 4d fa 83 49 59 01 1b aa 8e f4 8e df 2c a1 4a bf fb 
af 4a 0a 84 99 87 03 67 89 9c 96 ed d1 18 62 55 05 f8 4a c6 eb d2 5b a3 b2 a4 20 54 50 a5 e6 9e b7 95 a5 00 c0 f5 6f e0 
7d c0 4e 73 c1 8b 7b d0 1c 47 2e c6 af 2d 7e 95 b9 e3 21 4f e7 74 50 96 ff a0 c1 8c 7b 00 77 9e 08 e7 9c 99 47 f0 6d 21 
30 00 59 d1 83 d0 5b 29 f2 24 fe 56 0e 5e 52 40 c0 d4 fb 
Data Ascii: T.@Yw_GJRE3EFRiWec42Ar$zmSq+e`ss7'q2'XF|)dpR7=MIY,JJgbUJ[ TPo}Ns{G.-~!OtP{wGm!0Y[)$V^R@

2022-01-28 14:30:38 UTC 674 IN Data Raw: 7f cd 17 a2 f1 05 b1 56 d2 17 5d 0f fc 0f 0d a5 1d 97 cc 69 66 ad 50 4e 70 4e 55 9d aa f6 71 ce 6d d9 c8 38 95 
19 86 ec 44 76 1b cb 9c 54 a9 8c af 2b be ec dc 84 82 af cb 2c 22 42 54 20 1c c4 91 3c 99 d3 99 10 50 90 a0 c8 e7 4b d8 
6d 32 9a c0 70 cb c5 93 8f ef 3f dd 15 ef 9f dc de dc dc d7 0f cf f8 e0 67 f6 39 14 3b 5f 52 b5 af 21 00 0e f9 e5 67 fe f9 f3 
6c 7e 36 9c 4e fe 91 cf bf f8 97 57 c1 a5 37 e5 80 7a 5a a4 4f fb a5 62 47 03 de a2 4b 9f f0 ed c3 db fa ae 5f fe 8f 5f 93 ff 
12 ed a0 14 2a 2b e3 70 3b f0 4b 67 8c 40 9e d2 da 4d 03 a6 4f 07 e3 ab 71 14 44 c0 30 0e c0 72 30 9f 93 99 14 94 07 58 
5d 9d f8 32 6f 3c 5a 89 42 b5 c8 5a f1 4d c0 1f cd bc 87 6c a8 6a 96 57 de c3 da 86 42 67 6d 07 98 84 05 ae 31 66 a4 34 
78 97 90 52 0a aa 94 b3 f6 69 ce 14 07 10 
Data Ascii: V]ifPNpNUqm8DvT+,"BT <PKm2p?g9;_R!gl~6NW7zZObGK__*+p;Kg@MOqD0r0X]2o<ZBZMljWBgm1f4xRi

2022-01-28 14:30:38 UTC 675 IN Data Raw: 16 2d 8f 06 0a a0 5d a0 3a df 06 39 b7 a3 d7 2e 63 da 55 a2 48 36 63 7b cb 23 75 8c f8 ad b9 da 61 79 0c f6 
3d a4 cb 58 52 6f 0f eb 61 b3 d6 4c 33 a9 d0 06 82 bf 08 ff 13 c5 5c 74 68 42 75 a0 67 e0 5d 36 ac c6 2f b6 16 ec 64 35 3f 
ef 90 c2 43 b8 f5 c9 3a 88 2d 8a ff 20 db 9f 2c 36 6b 40 73 87 c6 0a 85 1f db 46 4f ea a8 b9 7b d8 f1 3e af d9 f6 2b 07 68 
e0 ed f9 27 ff 89 0d 3e 2a f4 8f f1 3d 99 83 3b a4 33 f0 8f 65 9a 81 3f 7c 3d 07 10 c9 a7 17 51 dc 00 d5 e1 55 cf ee 60 28 
e1 34 49 f2 1c 8b a5 38 c0 91 f2 1b ad 8a d8 c9 42 33 ba 67 cd 11 1d e0 06 e0 5c 8a c8 a4 c6 38 ac cd 3e 9f 74 02 2b 46 
08 5a 85 28 e6 84 6d fa f9 59 c3 f8 65 a7 c4 22 7e fd 04 28 8c 04 b6 48 ca 37 df 86 a1 61 4d 19 43 26 73 14 30 6e 1c bc 
85 c4 22 d6 44 91 9c 0e 6a c4 60 ff 9d fd 4c 43 
Data Ascii: -]:9.cUH6c{#uay=XRoaL3\thBug]6/d5?C:- ,6k@sFO{>+h'>*=;3e?|=QU`(4I8B3g\8>t+FZ(mYe"~(H7aMC
&s0n"Dj`LC

2022-01-28 14:30:38 UTC 677 IN Data Raw: cf da d8 5d 2f 56 cf bd 8d f0 a7 24 8c 09 e6 90 28 9c e6 cb 57 b3 f9 4b c4 d1 e9 69 3e f7 e1 f8 6a 72 3a 49 ec 
4d 90 cb 5e 55 7d 1b a4 ee d3 f6 2a 59 0c 2f 72 72 29 d4 00 b9 57 cb 2b ef b3 f5 e5 28 31 4d 0a ed a9 8e d9 a1 14 75 69 
25 11 bb 9c 4f ae 86 a3 d7 eb f1 70 39 5c af 16 c3 b3 9c 48 a7 e4 e2 48 a2 66 e1 f9 16 5d 5c 28 3c a3 e5 cf 67 67 49 79 
24 7a 47 42 78 b9 ba 5c 5f 4d 16 93 e7 93 10 64 bd 2e 25 ee a2 a6 da 66 a7 cb 57 c3 79 7f e4 53 c8 9a 68 59 4d 5f 4e 67 
af 12 59 aa 95 4f 64 af 26 e3 bc bf da 13 9c a8 47 c3 e2 62 36 5b be 98 e6 8b c4 aa d4 bd e8 44 c9 eb 3c 05 2b e2 be 59 
90 5b 9c ad 4f 51 90 11 bd cb 19 b0 66 91 94 2f ea b8 bb 95 84 a5 50 6d c6 f9 74 92 56 2c ea 84 7f 5f 6e 39 b9 c8 b1 e0 
24 f1 88 d1 73 2b 78 11 d0 6c 9a 8f 96 cd aa 13 fb 10 
Data Ascii: ]/V$(WKi>jr:IM^U}*Y/rr)W+(1Mui%Op9\HHf]\(<ggIy$zGBx\_Md.%fWyShYM_NgYOd&Gb6[D<+Y[OQf/PmtV
,_n9$s+xl

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 64 of 138



2022-01-28 14:30:38 UTC 678 IN Data Raw: 15 52 17 79 be 5c a7 da 07 88 36 62 6f a2 a4 d7 ac fd a1 95 1c 0f c3 e4 cd 77 fc 07 fe f1 08 96 6d d7 e4 36 fd 
92 af 17 69 51 72 93 5a 31 fe e5 36 cf aa 34 ab 98 7d 6f 0c be 93 56 58 fa d9 e4 3f 3f 9b 28 2d b0 f6 16 28 35 d8 47 4f 4f 
1d ce 9a 6d bf 1c fa eb fb 53 f2 ef cf 75 aa eb fa f7 a7 e5 96 64 ed 17 a2 7d 29 d2 bb f7 9f 8f be 54 d5 b6 7c 77 7a 5a d6 
db 6d 5e 54 27 4b ee a1 93 db 7c 73 7a bb 73 f1 29 c9 ca 9f d3 e2 d4 0c 78 96 7f 3e d2 2a 52 2c d3 0a f2 b3 39 82 64 f5 
f9 a8 55 cc 1e a2 dd ae 49 59 e2 c7 22 fd 6f 4d 8b 74 f1 56 58 04 c1 6c f9 b6 fc 92 ff 8c 1f ff 51 e5 db 93 b2 be bb a3 b7 
14 9b eb a7 e9 62 4e 6e 99 2a ee 02 e4 82 e3 39 a6 8d 67 7a 96 a9 7b ae 21 47 1a 32 7d 8d 53 a7 da 0a 86 66 b0 89 d0 
77 bf fb 18 95 5e 36 7e ed 18 4c 71 0c 0a 33 95 
Data Ascii: Ry\6bowm6iQrZ164}oVX??(-(5GOOmSud})T|wzZm^T'K|szs)x>*R,9dUIY"oMtVXlQbNn*9gz{!G2}Sfw^6~Lq3

2022-01-28 14:30:38 UTC 679 IN Data Raw: 2e 8d 4a 6f 5b ae 8d 46 d2 41 2f e9 59 8e ec f5 83 2e 32 4b 59 98 ac 88 88 ef 8a 4d 01 a8 d0 65 b2 3e d4 b7 
51 7a c0 30 75 db 95 02 f3 8a cc 01 3a c0 73 86 36 9b f4 b0 97 df f7 c4 31 9e 54 6a f7 34 e5 d9 8d a7 ec 80 8d f9 ec 45 fb 
f7 5c 10 4e b4 1f 53 aa 15 00 19 2a b0 69 2e 70 1c 8c 59 88 02 b4 59 4c 92 07 3c 05 5f 50 59 d8 98 61 07 ae 04 4f 26 5b 
d8 01 dc 6e 22 e3 45 07 da ea bc 05 7d 2f d2 e7 76 f3 e4 8f b4 95 af f4 8d 6d 3f a2 70 ea eb 6d e1 ef ec 04 ab 22 af b1 6d 
f4 27 79 d5 74 84 8e 69 b9 6d 43 e2 80 fe 01 ee 4c df f3 00 50 81 ee 18 52 30 83 a1 d0 0d 3b 4e 21 e0 39 0e 9b 11 38 01 
68 1b 18 80 cc c3 f8 3c a1 25 9d 1f 7a 42 0c 7c 0b cf f2 41 bd c0 43 c0 59 a4 d0 09 9b 7a 44 19 ab dc 6c 69 0d 6b d9 44 
a9 73 7e f0 08 66 8b 48 bd af b3 25 70 82 c5 2c e2 
Data Ascii: .Jo[FA/Y.2KYMe>Qz0u:s61Tj4E\NS*i.pYYL<_PYaO&[n"E}/vm?pm"m'ytimCLPR0;N!98h<%zB|ACYzDlikDs
~fH%p,

2022-01-28 14:30:38 UTC 681 IN Data Raw: 82 48 88 d2 7d 33 4c 8e d9 4d e6 b6 b9 d6 4f 8b 07 44 03 0e bc 25 e4 a4 58 e4 62 9e 96 84 63 4d dc 26 8b 19 
67 b0 f3 7f b6 dc 7f 9d 80 dd c2 79 ba ef 5b 3e 5a 02 36 fb 93 5b 8e dd 5c 6a e7 b7 ae 4d 7b d6 89 76 d3 78 94 b3 a3 d7 
c7 4f d7 51 2f 0e 67 a3 c1 74 12 8d 66 61 af 17 4f e2 41 12 5e cd ce 07 d7 d7 51 32 19 1f da a1 ba 62 95 f5 4c 7b f1 60 f6 
d3 34 bc 8a 27 9f 0e 35 a8 d0 55 d2 70 1e 26 e7 d1 d5 ec 6c 3a 99 0c 12 d9 06 f9 0a 53 d6 30 48 26 d8 00 ac 88 c6 6c 4f 
87 4a 54 fd ac a4 a4 17 f7 66 c9 60 32 9b 8c a4 6d a8 f8 b6 24 df 8f a2 de 59 78 7e 39 8b ae c3 f8 6a d6 8f a3 ab de a1 22 
d5 bd 48 b7 a2 fe 60 74 3d eb 45 e3 f3 51 3c 54 6e 4b 31 20 eb d6 f6 21 0a 7b d1 e8 50 87 8a 50 76 eb 18 8e 06 d7 c3 
89 e4 1e b9 7f eb 56 31 8a 7e 9a c6 a3 48 72 8d aa 73 
Data Ascii: H}3LMOD%XbcM&gy[>Z6[\jM{vxOQ/gtfaOA^Q2bL{`4'5Up&l:S0H&lOJTf`2m$Yx~9j"H`t=EQ<TnK1 !{PPvV1
~Hrs

2022-01-28 14:30:38 UTC 682 IN Data Raw: bb 54 ab a4 89 be e1 ff ac b5 6d b2 13 4f a0 4f 49 bc d5 e8 fe 91 6e 9e d3 a7 72 cb be 3d 27 f9 86 2e ea 7b 33 
ba ce 8b 32 4b b5 a7 0a 6f 91 97 1c ce 58 ac 37 e5 6f 42 1d 28 e2 78 ae 63 39 c4 d4 7d e2 da 97 da 44 71 c6 65 96 71 8e 
d5 64 94 eb 46 77 94 03 58 86 67 c1 30 0e 64 3d dd 70 5c 53 bf 44 78 48 56 71 0a d5 e2 dd 96 ab 2e 00 17 02 c1 36 0c 
dd 22 8e 67 9a 3a 70 88 69 4b 08 83 38 39 ac e2 67 be ae 5c 4b 0e cf 71 b2 4a 0b 2d a7 0c 95 2d be bc d1 fa 7c 91 ab 
43 79 ad 89 07 55 cf 31 93 5d 12 17 da b3 70 43 06 ac 1b f1 60 9b f8 04 4f b6 5c 9d 78 86 e7 db 9e ac fa a5 d2 8f b9 ec 
52 c7 74 1c cf 71 2d 66 48 cb b7 4c d7 91 17 f0 4c 13 28 4a b7 62 cd 1e 81 d9 0d d7 72 6c cf b7 6c 57 77 a5 98 9a ac 2b 
4b 9b cb 72 2b 1e e3 d9 c4 f4 5d 9b c0 51 06 31 88 e9 c9 ea 
Data Ascii: TmOOInr='.{32KoX7oB(xc9}DqeqdFwXg0d=p\SDxHVq.6"g:piK89g\KqJ--|CyU1]pC`O\xRtq-fHLL(JbrllW
w+Kr+]Q1

2022-01-28 14:30:38 UTC 683 IN Data Raw: 98 fc 6e 99 9c 56 9d 5c db a7 f8 9a 08 ed b6 b5 81 56 07 f0 f3 a3 6d ae 1b 5e ca ba e6 5a 78 01 0e 62 2a 0b 
b6 09 1d 33 ad b1 6b 6d 47 6e c5 c6 40 4f 30 44 99 95 b5 08 4c b9 2a d7 f8 9d af 6f 4d 37 7b 3e 0e f0 c4 c0 c8 66 82 47 
a0 5a a1 8f 23 39 4c 89 66 33 ca 5c 97 7c 84 4b 35 e3 e0 f2 a9 ee bf 09 2c 07 f3 89 6d b2 4c 25 86 6d a2 f4 49 83 1b 0f 
4a 31 87 70 a6 6f 19 e8 13 18 6d 2c d7 43 ab 70 2c dd 93 72 f3 58 d8 f6 59 7c 10 0c 8d 0f 2f 22 b4 61 b2 7d 46 f3 26 0d 
58 a8 c1 6c 48 56 9a 88 44 2d f2 f3 09 a8 3c 3c e2 1a 1b 7c 10 5e 3f 34 0e 59 36 9a 87 87 79 d4 a8 86 42 db 93 db 52 b0 
67 0f 8c b5 dd d9 3c 76 fe e0 1a b8 19 58 7f ec d9 ae 8d 4a ee 1b a6 8d d6 62 fb 44 7e f6 79 2f cf b1 78 e6 1f b8 1a da 3c 
d3 ac 4e 7b 36 a2 26 79 22 12 b6 38 d7 ad ae 4e 0b 5a 
Data Ascii: nV\Vm^Zxb*3kmGn@O0DL*oM7{>fGZ#9Lf3\|K5,mL%mIJ1pom,Cp,rXY|/"a}F&XlHVD-<<|^?4Y6yBRg<vXJbD~
y/x<N{6&y"8NZ

2022-01-28 14:30:38 UTC 684 IN Data Raw: 11 a0 3d a5 6c 13 b4 76 79 9d 44 a0 e6 eb 26 1f 84 d3 31 c2 7a c4 d4 1d 03 bd 0a f3 bb 2b 13 8b 1f 61 7b 2b 
ca 3d 2c 12 1b c9 ab 22 7d f8 f9 27 ac a3 3e 2d a4 db 6b cd b8 b6 f8 4d 77 ef 0f ec 11 76 f3 ed e7 5a 41 d7 71 0d cb 00 fb 
01 93 33 51 c8 db 46 ee 4a c5 46 af 4a 13 d0 ab cb c8 e3 9d 8d 25 12 9b cf 74 c0 1b 06 18 af 21 11 93 28 6e f7 a7 47 3c 
c6 66 40 6c 2a aa 4d 7c 4f 12 0f 2a 5a a8 d8 7e f6 d0 98 7c df 77 2a 5e 64 59 ae 2e d7 83 f1 91 03 29 ce 52 3d b3 ea 02 
9e 07 7a e6 10 17 d3 a5 54 0b ba 17 f5 f9 b2 f4 55 c5 a1 65 8f f0 4c e5 e4 cf ed da 8a a5 fd 79 6d 1b 6c dd 64 55 da 33 
1d 10 38 df f2 a5 56 79 c2 2c 3d d0 62 10 71 4b 07 e3 62 3c cf 52 a7 0d 66 72 36 0b 51 04 22 02 bf 09 28 74 d8 6b 6d 81 
22 dd 9e 51 bf 37 34 79 e0 c0 ba e5 59 3a ba 3b 5a bc 
Data Ascii: =lvyD&1z+a{+=,"}'>-kMwvZAq3QFJFJ%t!(nG<f@l*M|O*Z~|w*^dY.)R=zTUeLymldU38Vy,=bqKb<Rfr6Q"(t
km"Q74yY:;Z

2022-01-28 14:30:38 UTC 686 IN Data Raw: 90 9e 46 d3 7e 38 97 12 43 f1 9a fa 89 30 1f 0b 31 b2 08 c2 d0 09 46 ac 8a 49 2b 50 bc 7f d0 a0 80 a2 4a e6 
52 1c 31 d4 f7 8f 82 d9 44 12 50 bd aa db 08 f4 03 b9 7c 29 5e 64 ae ef 9f 84 a1 d4 9e 55 3b 7f f5 fd b3 81 6a 09 aa 5d f5 
5a e2 61 d8 9f dd 4b 12 aa ff e4 f3 f2 f2 7f 50 4b 07 08 98 9c 1d 6c 39 10 00 00 51 36 00 00 50 4b 03 04 14 00 08 08 08 
00 2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 6d 6c 2f 03 00 50 4b 07 08 00 
00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 
00 00 5f 6c 6f 63 61 6c 65 73 2f 6d 6c 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e dd 5d 5b 6f 1b 3b 92 fe 2b 5a 4f 1e f6 0c 
1c 9b f7 4b 76 ce 1e 28 56 db d1 c4 96 3c ba 38 c8 20 
Data Ascii: F~8C01FI+PJR1DP|)^dU;j]ZaKPKl9Q6PK*Q_locales/ml/PKPK)Q_locales/ml/messages.json][o;+ZOKv(V<8 

2022-01-28 14:30:38 UTC 687 IN Data Raw: 05 2d 76 44 4f 48 73 20 02 7a fc 43 8c 46 02 9c 4e c8 b5 a1 22 0e f9 02 4e 45 be 3c 10 8a d0 44 38 00 d0 8c 
59 29 2d cc 57 48 09 fa 9e c7 f2 a9 27 bf 8c 54 38 53 1c 90 b8 f5 00 77 b9 05 90 47 2e 04 9e 4e 58 0e 1b 04 01 21 56 81 
10 2b 56 ed 68 e0 24 58 38 67 8c 30 4e 71 26 19 74 48 77 55 31 16 23 ff 16 3a 43 e6 2f 1b 4d 31 14 86 a6 08 7f f3 d8 09 
00 f7 de 5e 1c bb f4 60 3e ad d3 30 76 0e a2 a6 1e 80 03 b3 c1 64 5c a3 24 64 6a ad 37 ac af b1 60 bf e1 d3 03 0b 7d 6e 
a5 72 ba 4e e8 64 90 af 40 5d 81 7f 13 1c a4 41 7b e9 4b ed 24 a5 09 47 f0 b6 c5 f8 e6 59 22 4f 54 1b 20 c4 97 60 5f d2 
c9 b6 65 45 2b c1 14 4c 15 c2 45 26 25 70 9e 9c 6c c8 5b 10 4e af 6c 01 2e db c1 3f c2 80 54 7b 2f f3 31 40 b4 f4 57 55 
4b c5 20 12 f1 10 fc 59 10 57 88 ff 4c 46 ad 50 9c 83 a5 
Data Ascii: -vDOHs zCFN"NE<D8Y)-WH'T8SwG.NX!V+Vh$X8g0Nq&tHwU1#:C/M1^`>0vd\$dj7`}nrNd@]A{K$GY"OT `_eE
+LE&%pl[Nl.?T{/1@WUK YWLFP

2022-01-28 14:30:38 UTC 688 IN Data Raw: 57 1f 9e 1e 7e 78 d4 fa e0 15 45 3b 3d d8 5d 2d f6 5b 97 71 0f 93 52 8a 31 e0 99 30 0e d6 ca 32 c5 e9 c2 df 
16 af f1 de 5e a7 4e e2 c4 0d 15 89 7d 87 11 26 8a c5 1f 98 50 d9 ac 40 5a 2b 60 95 77 12 fe 05 e0 cd 99 a7 f9 e4 92 b0 
3e dd ca ca 71 8b 28 3c 6f 95 7a e0 97 e8 ad bc bc 5d ae b3 ac b2 e1 35 51 37 fd 93 82 29 42 82 6b f8 16 79 6d 34 93 ca 
80 05 63 65 65 a6 32 6b 8f 41 64 d7 7b eb 29 f1 fc 8c ee 25 53 a1 55 4e 2b 27 78 c6 ee 33 b1 3f 9f 1c 27 b9 4f 02 d2 b2 
2e b9 54 bc 96 48 a7 8d 60 1c 80 ba f0 00 35 8d 27 8f 70 44 c5 62 8d 4a b5 f7 84 37 da bc db 12 b1 d7 24 42 b1 43 74 f7 
bc d1 89 16 02 c1 d8 b0 b3 5c 28 af a2 bf 04 86 18 0f 9a 29 bd 05 55 75 4c 33 2d ba aa d2 1f cd f3 80 87 38 3c 09 03 b0 
10 95 83 89 28 13 86 20 b5 c2 6b 52 6e 03 84 e3 1b 73 13 
Data Ascii: W~xE;=]-[qR102^N}&P@Z+`w>q(<oz]5Q7)Bkym4cee2kAd{)%SUN+'x3?'O.TH`5'pDbJ7$BCt\()UuL3-8<( kRns

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 689 IN Data Raw: 63 a3 00 e9 fb cf aa a4 29 c2 14 17 d6 c5 ff bd b3 d3 d1 6e a6 15 4e 54 b4 a0 60 e4 da 2e 4a d6 63 13 85 35 
e9 7b 53 78 a3 fe 14 ef f0 bc 45 c2 75 d9 5d 29 b0 0a 5d 31 c7 eb 72 c7 dc 95 14 f1 8c 43 79 bf 8e 65 ce 49 27 c0 3e 83 
a1 a6 f7 57 ff 4f 94 a8 62 73 4f 44 d5 0c cd be 75 13 e0 8f 2f 4e 3e 29 06 c3 fe 62 32 9e cf 8a c9 a2 3f 18 0c 67 c3 f1 a8 7f 
bc 38 18 9f 9c 14 a3 d9 74 95 e5 d4 45 53 29 9d f9 60 38 5e fc 6d de 3f 1e ce 5e af 52 a0 20 67 42 e1 a0 3f 3a 28 8e 17 
cf e7 b3 d9 78 94 8e 21 bd 87 29 a5 30 1e cd 60 02 30 8a 62 5a ce 69 95 08 55 76 92 10 19 0c 07 8b d1 78 b6 98 4d 92 
69 50 db 37 49 fb c3 a2 18 3c ef 1f bc 5c 14 27 fd e1 f1 e2 70 58 1c 0f 56 09 51 57 4d e4 09 1d 8e 27 27 8b 41 31 3d 98 
0c 4f c9 69 11 55 bb 79 6a 2f 8a fe a0 98 ac d2 a0 32 
Data Ascii: c)nNT`.Jc5{SxEu])]1rCyeI'>WObsODu/N>)b2?g8tES)`8^m?^R gB?:(x!)0`0bZiUvxMiP7I<\'pXVQWM''A
1=OiUyj/2

2022-01-28 14:30:38 UTC 691 IN Data Raw: 59 fd 55 f6 e0 e1 b0 73 c0 05 97 85 b6 85 13 56 48 67 75 21 18 05 8b 9b 16 96 ac 61 29 d6 7e 16 8b fa 1b 57 
3f a9 fd af 1d f4 9f cb 76 5b a1 fc e6 f5 cf cc b4 ab 03 d4 eb fa 9b 95 df ad 7e 48 38 bf a2 86 e7 7f f0 84 b1 76 81 df 87 2f 
10 6c e9 d6 1f 92 18 19 b5 be 58 d5 e8 49 8b be 5f 75 e8 dd 02 25 0e 91 e8 7f 6e 88 fb 25 b0 16 98 6a 9c 35 ca 30 c9 0b 
66 35 79 4a bc 5e 8f 08 0b d8 16 e8 f4 ac a7 c8 e3 63 10 19 e1 10 95 70 0a 64 c1 c0 93 8e 0b 63 25 a7 b6 22 c0 af d6 51 
e0 d2 9f cc 0a d1 e6 d0 d9 23 3a e5 d2 6f ae 85 e0 8a 19 27 25 07 14 98 d4 e4 e6 1e 56 74 98 18 1d 83 58 ca 34 12 02 
d3 a2 10 1d 63 10 b0 eb 44 2e ed 11 16 3d d9 4a 58 2c 55 5e 56 38 42 2a 62 3b 7e e8 1a 51 be 5a 97 1e 42 0c e4 f2 28 
70 46 03 31 c0 1a 65 39 73 c2 15 da e5 8f 25 1c 85 43 db 
Data Ascii: YUsVHgu!a)~W?v[~H8v/lXI_u%n%j50f5yJ^cpdc%"Q#:o'%VtX4cD.=JX,U^V8B*b;~QZB(pF1e9s%C

2022-01-28 14:30:38 UTC 692 IN Data Raw: 96 36 94 cc aa a4 48 20 45 a2 20 02 d5 a2 02 75 e1 1c 0b c4 bf a0 c0 57 eb 6c 8f d4 55 e1 80 23 f0 fd 0a 41 0f 
67 ee 1f f2 75 85 a8 40 b0 b7 77 8b cc 4a 14 64 b5 8f 06 31 c0 9e 69 0b f9 ff 92 ed a1 0e da 33 c7 b5 52 44 99 3d bc 0f 
d6 07 af a2 76 5d ae 72 88 35 b6 62 d9 12 d7 c8 c4 bf 42 96 4c e5 0d 55 2c 1b cb 99 1e f6 e5 51 c6 74 51 1e 03 9f e0 82 
e6 50 94 e9 45 aa 8d 74 be 41 36 51 d5 68 07 2c c5 3a 03 7b 27 b1 8f ab 78 98 de 2d 65 5b 96 b2 00 89 8a 20 fc 00 46 
79 27 af 73 88 85 12 fb 0c c2 ef 59 84 a6 67 85 6b d1 8c bc 55 20 12 2d 48 9d 41 a8 91 23 21 8e 2b 9f a9 0d 64 eb f4 fa 
e3 8f 0d 5b 6a 68 58 22 7b 3e 1a fa a6 26 66 17 09 08 15 39 77 b8 af c8 fb af 44 64 24 71 8c 8a 43 e0 28 46 d9 d6 16 88 
f6 0b e5 bc 9a 0b 69 68 8e f3 84 28 ad da ac 5d d8 69 53 
Data Ascii: 6H E uWlU#Agu@wJd1i3RD=v]r5bBLU,QtQPEtA6Qh,:{'x-e[ Fy'sYgkU -HA#!+d[jhX"{>&f9wDd$qC(Fih(]iS

2022-01-28 14:30:38 UTC 693 IN Data Raw: 12 c1 58 5a 32 21 c4 34 3b 58 65 0c 57 10 28 14 5c 58 e1 b4 64 84 ac 22 cd 45 eb 1f e1 60 10 22 99 54 39 4c 
8b 99 02 42 7b 2b 65 01 51 3e 18 1f 57 30 5a c0 17 48 e2 50 c8 10 c6 93 3c 82 5f 67 34 71 f9 d1 b4 16 46 26 b3 22 4d 24 
16 45 07 ad 1a 10 61 63 68 c5 e2 a6 d4 b6 18 80 50 ed ff f3 0b b3 d7 98 32 58 6d a8 4d ac 45 63 d9 c6 4f 34 0e 98 98 49 
89 48 69 da 98 29 17 51 89 61 db bc d6 be 73 6b b8 bc b2 a9 e7 f7 b8 fa 3f 36 65 01 11 81 44 58 27 ea 15 f9 93 7c 89 6a 
9f 09 b6 3d 26 22 70 41 7f 73 00 4f 14 df 02 0f 2f 91 94 24 53 50 cd 6e b9 ca 56 2e 68 21 fa 14 c8 a5 71 62 9e 8a 28 c7 43
4c 6c 0d 13 bc 6a 6a 42 12 a3 20 da dc 30 27 ba cb 2e 59 cb 67 39 18 7d 70 d5 0c 52 48 30 7d 0c 4c f2 fa 56 eb 35 d2 2d 
65 40 1c 92 8b 48 16 2e 11 42 b1 d2 e3 73 8c 6e 1c ee 
Data Ascii: XZ2!4;XeW(\Xd"E`"T9LB{+eQ>W0ZHP<_g4qF&"M$EachP2XmMEcO4IHi)Qask?6eDX'|j=&"pAsO/$SPnV.h!qb
(CLljjB 0'.Yg9}pRH0}LV5-e@H.Bsn

2022-01-28 14:30:38 UTC 695 IN Data Raw: 61 d9 9b 06 ac 13 fe 10 2f 31 43 8b bf 5a 48 ef 97 bb bd 5e 79 31 ed 3e 3f 4b 74 87 9a 3b c9 c3 39 1d 8d 12 4c 
a8 84 2f 0f e1 a2 1c 9f 00 55 09 39 c4 bb bf 36 00 19 8d 12 0f 46 24 e5 79 00 b3 e1 00 42 85 b3 b3 c1 e9 80 e0 09 75 0b 
80 82 d5 1f 4c 7a dd 71 bf 3a a9 93 c1 f8 bc 4b a9 22 75 e9 8c 82 75 32 18 96 b5 79 99 83 66 0f 09 e7 43 75 41 29 40 35 
8c 8c 93 27 ca 80 14 88 61 37 0d bf d2 77 14 51 2b 47 2f 53 13 9f be aa 83 5a 39 2e 2b 03 4b d0 4d dd 90 a0 00 64 96 53 
6f 7d c9 2d af 55 2d b1 a5 44 fa 
Data Ascii: a/1CZH^y1>?Kt;9L/U96F$yBuLzq:K"uu2yfCuA)@5'a7wQ+G/SZ9.+KMdSo}-U-D

2022-01-28 14:30:38 UTC 695 IN Data Raw: 91 05 40 f9 07 6a 54 2d 0b 60 32 03 4d 4d ad 21 55 45 a0 60 d4 f1 d0 f3 d9 e9 7c 34 9e 97 55 60 93 8a 63 7a 
51 30 0b a8 92 ef d1 ab 32 0d 84 89 17 45 66 81 9c 94 dd e9 0c 7c 55 15 f0 95 84 d5 4d 6f 6b 64 41 81 ab 48 85 9a 7a c9 
4d 16 02 04 ae 7f 02 eb 03 7a 9a 73 5e d4 bb 98 28 70 de 7f 6d b0 ab c4 10 76 1e ce c9 b8 2c ff 92 3a 33 ea bd a9 79 20 
94 71 26 5e 6c b5 01 c0 18 ce 2a 25 24 1d dc ce 83 f8 53 39 7e 99 06 04 44 5d 3c 0f 22 e3 21 a8 4b 35 1b 80 10 1e 82 
9a 1a cc 43 f0 a1 49 ea 76 75 f2 86 cc 0d 30 a6 10 6f a6 22 4b cd 4e e6 81 cc 86 af bb d3 de 0b 4a c8 a8 71 1d 0a d0 9b 
d1 0c 32 f4 e1 e4 35 a1 3e c4 8b a8 10 88 17 dd e1 29 84 2e f3 c1 b0 0b 6a f3 2a c1 80 ea 40 92 cb 5f 81 b6 a5 a1 13 71 
35 92 58 1d 32 80 34 55 4c 07 11 89 d5 d3 c1 f4 ac 9c 27 8a 
Data Ascii: @jT-`2MM!UE`|4U`czQ02Ef|UMokdAHzMzs^(pmv,:3y q&^l*%$S9~D]<"!K5CIvu0o"KNJq25>).j*@_q5X24UL'

2022-01-28 14:30:38 UTC 696 IN Data Raw: 5e 35 a3 74 89 c0 15 5a 5c 60 ba aa 3a 86 e1 40 89 6e 18 86 7e aa e5 23 2b 57 6a aa a9 a1 01 38 1e 40 5d 
73 80 c3 a7 2b 3b d8 8e 58 6b 20 98 ae 6d eb b6 6b 6a aa a1 42 82 ae 85 63 16 1c 55 77 e8 66 cb 55 be 56 a6 00 c2 f4 
f2 f2 b2 d4 60 78 08 ae e3 5a d0 a0 61 ab 26 81 d8 0f ec 89 6d cb fe 56 c8 18 e8 4d 48 07 fc ef e1 ce 9e c4 c2 36 2c bc 
58 ed cd 34 91 9d ba 86 8d 59 9e e1 f1 08 90 cd 7f 88 2a e5 96 a9 ab 26 54 a3 1b aa 86 01 d3 88 72 d1 e0 cb c5 36 9a 3
9 d0 0f f6 d8 70 95 e7 19 a7 8b 7b 77 62 a5 a9 a2 43 79 e8 93 0e 5c 86 56 69 53 ff 07 28 bd 95 f2 d3 36 e6 fd 23 f9 f9 6d 
25 c7 b7 aa 69 aa a7 f3 8a d1 69 97 bb 07 8a c4 65 bb 39 57 fe 10 df d2 38 cd a2 b5 b2 85 f3 23 b8 6d 05 7e 70 0e 02 91 
09 47 36 80 a2 e7 4a 9a b1 0c ab 90 6b db 5d 84 2f 90 c2 f2 c7 
Data Ascii: ^5tZ\`:@n~#+Wj8@]s+;Xk mkjBcUwfUV`xZa&mVMH6,X4Y*&Tr69p{wbCy\ViS(6#m%iie9W8#m~pG6Jk]/

2022-01-28 14:30:38 UTC 697 IN Data Raw: 71 84 c2 89 6d 12 ff e8 d9 9a 1a fe e3 46 6b db 72 2d 0f 90 65 6b c0 07 d4 19 60 42 de 93 4b 42 52 08 d9 1a 
66 1c d7 43 33 d7 c1 a6 54 49 74 ca 43 4a 11 66 4e 74 12 fc 2b 64 3d 40 1d c6 44 0f a8 87 1c 72 3d 95 84 c9 5f 8b 11 f3 
42 e1 09 14 a1 22 05 65 da 71 f2 9c 3c 72 66 3e 63 5f 39 f9 fc 47 39 40 20 84 4f 00 02 0c 0d f3 a5 e0 7f 1c 0d 0a 76 cc 21 
41 30 b9 3d 05 47 75 a5 98 65 3f 8b 99 f9 05 7f e1 10 bb 65 7c 12 a9 0a a2 20 3a 12 e6 0c 3d 7b a4 02 20 38 36 28 19 67 
94 00 2d 90 34 f9 40 57 e8 16 22 8e 86 28 23 c5 55 40 27 1c a8 22 06 64 48 c7 66 33 b6 28 9b 3f 27 c8 c7 a7 b7 a0 8d f9 
51 bf 3e 62 03 97 d5 0d 5c 9b 93 2d de cd 30 65 d3 19 b3 84 bb e3 c6 7e 02 7d 87 d6 fe 02 04 ff 3f 5d 9e 1a fc 1f 36 f9 2a 
8f 11 02 03 c8 ea a8 8e c3 a7 65 7c 20 70 34 c0 08 
Data Ascii: qmFkr-ek`BKBRfC3TItCJfNt+d=@Dr=_B"eq<rf>c_9G9@ Ov!A0=Gue?e| :={ 86(g-4@W"(#U@'"dHf3(?'Q>b\-
0e~}?]6*e| p4

2022-01-28 14:30:38 UTC 699 IN Data Raw: d9 c3 27 99 82 1a 71 d9 5b 0c 75 e2 a2 d4 08 96 4a 28 79 ad 02 59 7f 90 9d 7f d7 2a 18 8e 51 a9 14 0d 65 93 
92 4c 87 e0 43 d7 e3 9b 49 6f 30 09 38 b1 a1 e9 48 1f c2 d6 2a e2 f9 dd bb 0f 28 11 96 bc 83 58 ab a4 15 f8 a3 31 7a 15 
27 7c 81 04 75 e9 33 c0 5a 55 68 15 34 a9 65 2f 8c d4 6a 00 71 fd 00 f4 41 9d d6 35 2f d9 1b 39 32 75 45 ff 7a 05 57 25 
0f af ea f5 b4 06 41 f0 3b 6d 66 b2 17 52 eb 95 c8 c0 59 f2 46 d2 2b 0a 06 88 15 dd 08 7d a8 56 af e2 43 30 b8 a3 84 40 
72 ba 54 af a2 a6 43 c8 1e fb be a2 44 d2 21 64 8f 70 ea 35 14 d4 84 b6 5d fa 1a eb 2b 3a 46 e0 9b 34 65 65 4f a4 ea 95 
8c bb 0f fe a8 71 2b 4b 32 d9 b3 00 99 a2 8f bd 31 26 f4 ee f0 41 52 3e 92 77 b4 8e 54 dc fa dd 1b 50 97 49 d8 f5 51 36 f7 
c4 02 d9 69 ae 54 fc 1e d5 46 a9 93 e4 5d 08 89 74 39 
Data Ascii: 'q[uJ(yY*QeLCIo08H*(X1z'|u3ZUh4e/jqA5/92uEzW%A;mfRYF+}VC0@rTCD!dp5]+:F4eeOq+K21&AR>wTPIQ
6iTF]t9

2022-01-28 14:30:38 UTC 700 IN Data Raw: 72 03 cb b5 4c 12 a4 51 01 e8 dd 94 5f f3 ac dc ec 93 74 5d 01 fb 97 79 a1 2d 93 0c 18 84 69 48 6e b8 cd 8b 
85 74 e9 03 c7 75 dd b3 2c 0f 1e 4d cb b2 4c 02 a2 49 3d d2 d0 6d 03 a0 ef 05 00 73 c3 03 e0 12 98 db 22 e7 41 4d 62 
bc 85 2d f5 5d d7 74 7d db d0 2d 1d 56 74 3c 67 ae 42 ab d6 e9 6d b2 61 0f 2c 5d 08 02 f8 fd 1e d3 3e 43 22 de b1 0f 59 
fe 7b 91 6c 79 1c 4c b7 76 6b 05 d8 6e cf 77 e0 d6 40 40 6c 8a b6 7b 14 9b a4 3c 69 62 81 a7 4c ee c1 0b 30 9b 40 31 f3 
10 7b 58 0f b6 91 b4 a6 81 c5 3a 81 15 f0 6d 22 01 99 80 56 9f f9 68 9b ec 4a 26 2d 1d db d4 6d 3c 04 1c a9 5b 16 e6 48 
1e 33 60 eb 7a a8 0b 76 07 48 62 5e 2e 42 19 04 d6 f1 d0 e1 95 18 69 eb 20 ab 00 fc e9 21 9c a0 50 97 ee 4f 74 b6 cd cb 
4a fb 0e db bd 5a 16 58 f4 f7 1f 1a 53 be 6a c3 d0 03 93 97 
Data Ascii: rLQ_t]y-iHntu,MLI=ms"AMb-]t}-Vt<gBma,]>C"Y{lyLvknw@@l{<ibL0@1{X:m"VhJ&-m<[H3`zvHb^.Bi !POtJZXSj

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 701 IN Data Raw: 78 48 93 55 23 33 ca 63 11 53 34 ee 7d 97 9f 2e 01 81 7d 7e 5c e3 5a a4 22 7e d0 f8 39 d1 2a 01 0a 36 71 72 
6d 7e b0 66 da 0e f8 1d 1b ee d0 46 73 c2 9b 1e 21 85 88 08 ba ff f3 db 72 3a df 3f af 2b 77 1d df 09 80 58 ae 01 78 40 b9 
01 25 68 0b 59 53 ed 42 66 80 b4 73 0d b4 42 7e 00 05 60 42 79 e9 8a 9d 89 90 4a 8b 3a 0f d1 a1 5a d0 5b 56 00 84 43 
ce f8 81 4e 9b ff 05 d2 aa 7c 29 9a 2e ab 12 48 e1 02 8a 0a a5 d8 08 2a 8e 49 bc 40 9e 55 d7 0b eb f5 eb 66 22 63 0b a1 
f3 35 f4 10 7c 8f e5 6e 1d e2 42 51 43 86 e8 d4 b9 c4 28 d7 95 c8 87 67 91 7b ae 5d f0 53 ce fc 61 55 17 c1 6b 01 cc fb 
66 a1 91 12 0e 2e 7c 42 7b de 05 ad 0e a5 b0 54 2e 98 0a 9f 43 9d ce 01 e4 08 f4 1e 57 a9 80 39 28 40 52 c0 37 1c d7 
9a 20 7b 06 b2 01 35 a0 03 6a 11 65 1d 7b a5 a8 de 8a f7 3f 
Data Ascii: xHU#3cS4}.}~\Z"~9*6qrm~fFs!r:?+wXx@%hYSBfsB~`ByJ:Z[VCN|).H*I@Uf"c5|nBQC(g{]SaUkf.|B{T.CW
9(@R7 {5je{?

2022-01-28 14:30:38 UTC 702 IN Data Raw: e9 84 e3 2e df a9 5e 3c be 0e 55 a5 a8 ba 79 53 f9 ea c5 83 48 c0 cb 1c 95 3d 50 90 8f ea 5c 47 e5 48 f8 68 
21 79 45 ff a9 72 31 08 a9 fc a2 ef 88 a8 2c 87 57 14 e2 e9 7d bb ca 72 1c 71 80 55 ac 5b 75 89 a5 72 d0 62 ae 7a 17 a2 
cd 5c 94 1a c1 52 85 2c 6f 75 a0 e2 07 d5 51 78 ab 83 c9 0c 95 4a d1 50 d5 14 a9 7c 08 3d f4 71 76 31 1f 8e e7 11 17 36 
34 1d e9 fd 6d ab 23 9e df c3 9b 88 0a 61 c5 3b 8c ad 4e 7a 51 38 9d 81 ab b8 e0 8b 14 a8 4b 6f 0e 5b 5d 81 2a 68 52 ab 
5e 31 69 f5 00 e1 fa 0b d0 07 75 da 46 5e aa 17 7d 54 ee 24 7f bd 81 ab 8a eb ac 76 3f bd 71 14 fd 46 c9 4c f5 0e 6b bb 
13 15 38 2b 5e 76 7a c3 c1 18 7b 45 17 42 6f d9 da 5d fc 12 8d af a8 20 50 9c 20 b5 bb 68 61 08 d5 15 f1 1b 4e 14 0c a1 
ba d4 69 f7 20 a5 09 a5 5d fa e6 eb 1b 3e a6 d0 9b 34 65 
Data Ascii: .^<UySH=P\GHh!yEr1,W}rqU[urbz\R,ouQxJP|=qv164m#a;NzQ8Ko[]*hR^1iuF^}T$v?qFLk8+^vz{EBo] P haNi 
]>4e

2022-01-28 14:30:38 UTC 704 IN Data Raw: f3 56 55 99 57 fd 4c 95 08 e9 ce 99 b2 41 02 b3 2c 7d ca ca 25 cb 5f b3 fe 7b 6d 91 3e 3d 55 5b 32 4d 60 9a 
aa 21 57 3a 90 c7 56 05 9c be c8 d8 4c 39 51 66 0f 15 b2 e9 c8 ae aa 01 d6 3d 44 c0 33 6c 43 17 22 76 07 08 5d 44 0f 6c 
f5 18 25 71 c9 e2 92 c3 74 19 dd e3 74 cc ce ee b7 39 8b b6 f4 b1 f2 e7 02 e9 55 d5 31 0c 07 ee 74 c3 30 f4 43 7f 1f a2 
7a a4 a6 9a 1a 68 c1 f1 80 f0 9a 03 14 16 92 3b 2f 36 2c a9 73 6b 20 b9 ae 6d eb b6 6b 6a aa a1 c2 4a 18 df d4 8f 52 94 
58 55 fa 79 0b ec b0 6b 63 c3 43 92 1d d7 82 b1 86 3d 9b 02 c6 7e c8 b6 8f 88 66 f9 98 65 79 b5 17 ac dd 76 74 f2 e1 78 
98 d5 93 ad 30 e5 67 8d 8f 36 51 aa ba 86 5d 59 9e e1 51 22 84 9d f7 69 f4 7d ce 56 cd 96 2c 53 57 4d b8 07 4f aa 86 81 
f5 09 13 f4 18 ab 87 da a0 73 e0 22 56 64 23 58 9e 67 08 
Data Ascii: VUWLA,}%_{m>=U[2M`!W:VL9Qf=D3lC"v]Dl%qtt9U1t0Czh;/6,sk mkjJRXUykcC=~feyvtx0g6Q]YQ"i}V,SW
MOs"Vd#Xg

2022-01-28 14:30:38 UTC 705 IN Data Raw: 57 44 c5 55 2d 15 50 dc 5e 0e c8 ed f9 75 65 e6 00 5d 11 43 62 2a ec 4b f7 2c 61 67 97 11 68 bb 54 8a 6c 5d 
a9 4d 68 41 e8 4c 4b 43 f4 81 ca 60 1c 53 28 a3 61 c2 c0 1f f5 68 d4 9a 8e 55 e1 a8 b8 26 f2 ae 09 5b fe c0 b8 b8 42 dc 
a2 67 f4 22 54 e4 c9 b9 67 8d 32 ae 72 61 ab 28 42 e8 77 48 51 0f 11 44 1d 09 0e 29 ef 35 95 f3 c4 d7 14 51 90 4f 9e 6b 
e4 1e 78 ad 44 b5 00 7c a1 2a f6 18 be 99 d0 b5 e9 26 09 10 ea d2 4d 8c 6d 08 e5 ff 93 72 0b 5c 8b eb ab 30 db a4 0b 33 
dd b4 c0 c3 c8 b7 25 b6 8e 17 90 6e 5c cb bd 50 20 d9 e6 7b b7 d8 e2 4a bf 5f 87 6d 5b ae e5 01 90 6c 0d 18 80 33 05 
28 90 32 ec 82 d5 24 5d 75 46 b6 ad a1 bf 71 3d 90 b3 0e 85 a4 4a b2 c1 cd 78 33 00 76 5e 91 5e ad a8 19 8d a6 01 71 
64 78 80 33 54 91 eb a9 42 62 ee 60 05 ec db 3e e2 b4 bd 55 2e 
Data Ascii: WDU-P^ue]Cb*K,aghTl]MhALKC`S(ahU&[Bg"Tg2ra(BwHQD)5QOkxD|*&Mmr\03%n\P {J_m[l3(2$]uFq=Jx3v
^^qdx3TBb`>U.

2022-01-28 14:30:38 UTC 706 IN Data Raw: 04 27 9f 02 91 ac 24 8f 48 b9 dd f0 62 72 0e 40 46 f5 8e fa e0 9a a1 00 5f b2 ab fd c6 12 91 02 da 74 83 5e 28 
22 96 ec b1 c4 4b bb 51 78 1d 60 c1 c2 c1 93 dc 1b 35 86 d7 9c cd 7a 41 67 54 af 5a 88 8f e4 dd 9d 3d e3 1d 42 56 bc ec 
77 3a c1 cd c8 7f 7f 25 9c 1d d9 a5 5a bb 9f 8b 7e 5f 58 89 4c 34 b6 7b b8 09 06 e7 d8 95 b0 1d c9 3b 40 af 38 e9 f7 05 
06 93 08 e7 76 07 e3 5e 08 a9 70 75 15 5e 84 92 98 c8 9e 8c c8 7c 75 c3 61 c7 1f 74 29 53 e7 e1 e0 da 97 1d 45 d9 e3 
32 99 af f3 b0 17 70 78 99 e0 64 f7 24 e4 23 bb da 91 39 e2 3e 5a 48 5e d2 72 ca 5c f4 7c 51 7e 89 af 7e c8 2c fb 1f 45 88 
17 1f ad cb 2c 07 01 01 ac 64 df b2 a7 4d 32 07 2d e6 b2 17 1b da cc f9 51 13 b0 54 a2 c4 5b 1d c8 f8 41 76 23 de ea 60 
38 c6 49 15 d1 50 d6 08 c9 7c 70 3d f4 7e 7c 31 e9 0f 
Data Ascii: '$Hbr@F_t^("KQx`5zAgTZ=BVw:%Z~_XL4{;@8v^pu^|uat)SE2pxd$#9>ZH^r\|Q~~,E,dM2-QT[Av#`8IP|p=~|1

2022-01-28 14:30:38 UTC 707 IN Data Raw: 36 d9 5c 64 f9 d3 53 34 8d b0 b8 ab 30 9c 3d b2 29 b9 2a 43 80 0a b1 1c 4b 37 f1 4c c7 d0 55 c7 d6 84 94 eb 
24 33 b6 5d 26 bb bd b2 c4 44 63 cc a9 f8 f8 a7 77 51 1a 64 ed f7 76 41 af 76 41 32 4b e9 2e 1c c7 fe 7f 18 22 cb d3 0c 
d5 b3 54 d7 d5 4d 4f d7 34 01 47 5a 71 be ca 17 d5 68 cf b4 1d 15 05 89 2a 76 5c d5 33 4c 19 ea cc 12 e0 6b b1 e7 26 
ba 07 03 d5 03 de 59 b6 ae c3 44 40 e6 6f 7d c4 28 68 07 08 d2 68 78 be 59 e5 29 5b 9d 27 4f 4f 59 b8 fd a8 29 3f a9 df 
3e b3 78 9e e4 db 97 9f b4 fa a3 82 5d fa d6 1b 5c b7 ba c1 6f fe e0 e5 e5 27 bd e1 17 25 52 16 61 56 00 d2 f0 df 59 5c c1 
7a 92 25 1c 27 ac 97 a7 70 f7 fb a6 7f 2f 2d d8 3a 7a 59 b3 78 ff 67 c6 27 db e7 30 fd 23 06 51 1c 13 05 c1 6c ff f2 c2 23 
67 9a 80 57 55 43 52 e8 40 40 5b 15 c8 a6 43 84 a0 7c 
Data Ascii: 6\dS40=)*CK7LU$3]&DcwQdvAvA2K."TMO4GZqh*v\3Lk&YD@o}(hhxY)['OOY)?>x]\o'%RaVY\z%'p/-:zYxg'
0#Ql#gWUCR@@[C|

2022-01-28 14:30:38 UTC 709 IN Data Raw: 96 b7 59 96 6e d8 b5 cc b7 a0 03 01 74 ba eb a0 5f 07 48 59 9a 90 c7 1d 82 95 6d 08 92 ab 32 c2 70 2c 8b 3a 
70 cb 83 74 83 1c 10 55 58 89 ce c4 b8 db f8 20 43 3f 77 2a 6b 08 2f 3c d4 85 06 83 30 81 82 11 f2 e9 a6 d2 94 a8 de d7 
0e 1c bb b4 45 26 67 6c 4d 7f a3 70 1a 29 0f d1 8f 57 55 4e 9b a6 aa 62 52 50 86 58 83 03 61 29 48 e2 5f 48 38 20 ad 00 
ff 05 5b e4 c7 ca f0 6d 76 64 c5 cf 95 4f 78 f5 5c a8 32 0b b0 04 f1 23 b8 ec 9f 24 95 52 a1 cf ae f2 7b 28 01 2e 4a a0 7a 
c0 3f 34 0e 45 bd 55 92 c7 03 ed 44 3b 22 68 e2 b6 fd fa cd e9 50 1c e5 17 d5 64 6c 74 e4 26 34 27 88 49 a7 4f 02 25 d1 
02 95 35 36 2a ad f5 cc e5 78 70 5b 51 a5 a9 9f 94 c0 be 5e 24 34 24 b6 07 f0 05 6d 07 51 eb 09 4d d8 43 c5 b5 ab 68 71 
ac 7d c2 c7 7c 9e f0 6a fb ae 80 84 99 62 09 df 73 9f 
Data Ascii: Ynt_HYm2p,:ptUX C?w*k/<0E&glMp)WUNbRPXa)H_H8 [mvdOx\2#$R{(.Jz?4EUD;"hPdlt&4'IO%56*xp[Q^$
4$mQMChq}|jbs

2022-01-28 14:30:38 UTC 710 IN Data Raw: 87 b4 a6 53 27 b2 96 4e 70 d2 09 3a 93 6e 6f 34 19 0d 84 65 c8 c4 a9 60 7f e5 fb 9d 4f ad f6 cd c4 bf 6b 05 b7 
93 ab c0 bf ed 9c 3a 92 5d 11 34 3b ba ea 0d ee 26 1d 7f d8 1e 04 7d e9 b2 24 e7 45 cd de 3e fb ad 8e 3f 38 f5 21 13 6b 
cd 3e fa 83 de 5d 7f 24 84 47 ec 75 9a 5d 0c fc 5f c7 c1 c0 17 42 23 6b b1 9a bd 8c be f4 fd 77 b6 5b 3c a2 10 5c dd 05 
83 41 6f 10 74 af eb dc 9d 0c c7 9f 28 46 f8 27 21 8d 25 ec 29 38 ec fa a3 87 de e0 06 79 74 75 e5 0f 28 1d 1f 82 ab 40 
88 b7 44 12 35 ba 6a 5a a0 ec 4d 9b 46 27 c3 d6 9d 2f 9d 8a ec 78 a8 d1 cb 03 ed d9 a4 df 16 42 23 92 9d e8 a3 77 6a 
25 bb 7f 13 cc fa 83 e0 be d5 fe 32 e9 b4 46 ad c9 78 d8 ba f6 25 e5 24 5c 97 09 6e 86 24 3d e4 e0 22 e3 17 b9 fd 6d ef 
5a 80 47 49 47 22 31 1e 8d fb 93 fb 60 18 7c 0a ca 24 6b 
Data Ascii: S'Np:no4e`Ok:]4;&}$E>?8!k>]$Gu]_B#kw[<\Aot(F'!%)8ytu(@D5jZMF'/xB#wj%2Fx%$\n$="mZGIG"1`|$k

2022-01-28 14:30:38 UTC 711 IN Data Raw: b4 64 f5 60 db b0 6d d7 76 4c 6e 20 d3 33 0d c7 3e 1d 3c 64 c5 92 a5 55 e3 2c 57 85 2d 75 c7 b4 2d d7 33 2d 
47 73 88 6f 6f f3 f5 6e d3 48 77 2d d5 f0 1c 4b 85 dd 75 55 57 0d 97 a8 c2 f7 32 f7 14 18 ba ac ad 72 cf d6 0a cb b0 cf aa 
48 0a 38 7c a7 f4 ee 8a 7c c3 e6 49 59 61 ab ca b3 f1 c4 1f 4d 66 d7 61 f4 fe 59 b2 dd 2a 57 79 be 5a 33 e5 1d 86 3c 0b 
a2 7e fd c3 9b 76 d8 78 e8 47 cf 7e 12 3f 88 c7 33 68 b5 5d 27 73 76 97 af 17 ac 28 85 3a ed 34 f1 07 5f 19 c6 e4 ba 3d 
d3 c4 2e da c9 e4 67 5d fc fc a8 0f 19 60 1c 0c 90 4a 30 cf 1e 1e 3a 0c 35 db de 9d da ea e7 cb e4 1f 9f 77 4c 55 d5 9f 2f 
cb 6d 92 b5 7f 24 ca 5d c1 96 af 3f 9f dd 55 d5 b6 7c 75 79 59 ee b6 db bc a8 2e 56 c2 36 17 f3 7c 73 39 df 1b f1 32 c9 ca 
af ac b8 d4 3d 91 a4 9f cf 94 2a 29 56 ac c2 fc 
Data Ascii: d`mvLn 3><dU,W-u-3-GsoonHw-KuUW2rH8||IYaMfaY*WyZ3<~vxG~?3h]'sv(:4_=.g]`J0:5wLU/m$]?U|uyY
.V6|s92=*)V

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 713 IN Data Raw: 58 16 c0 f8 54 83 30 e3 bd d7 3a 5d ed 57 ae 67 3a bc 94 42 69 0b ff 18 0e f0 8f 78 6d 6f 88 36 7e 4f fd 5f 9b 
45 94 a1 bd 5e 07 05 08 e5 03 f0 8a a0 40 fd f6 2c c3 74 89 75 c6 5d 2e 6e 32 5b 88 41 35 37 0d db 44 77 64 a1 41 72 0c 
8b 5a f9 a8 db b1 54 9d 37 50 ae 89 02 02 ea a4 9a 36 09 ae 31 db c9 20 a9 55 20 dd 70 22 2e 48 48 8b 3c 9b 63 e4 39 
c0 ee 0b 65 c8 33 71 ef cd 47 d0 e2 18 71 02 f3 c8 f1 72 87 26 18 d2 0e 5b a2 1e e3 8d 93 80 69 9f af f6 d8 13 5d fc 37 
bd cf 13 cd 4d cb 96 25 46 7a ba 77 f9 8b ed 0a 4a d2 0e 66 00 7b 06 78 8a b6 c5 d2 0d bb a5 cb 16 68 19 80 47 77 1d 
74 bb 00 0e 4b 23 c1 e7 cf e1 d0 da 39 6d c8 22 4c 2d 8b f7 b1 96 07 26 85 5a 4d 69 11 9f b0 30 2a 14 1e e5 79 b2 ae 38 
6f 5b a6 59 7a 14 5f 2f 1a 61 e0 45 50 03 9d b6 0d ee 00 92 
Data Ascii: XT0:]Wg:Bixmo6~O_E^@,tu].n2[A57DwdArZT7P61 U p".HH<c9e3qGqr&[i]7M%FzwJf{xhGwtK#9m"L-&ZMi
0*y8o[Yz_/aEP

2022-01-28 14:30:38 UTC 714 IN Data Raw: 3e b8 1d 46 22 f4 51 52 d7 e2 a0 8d bf e6 5d f2 b7 7f 9d c3 2f 05 fb 9a ac c5 0f 65 be ac be 26 05 53 22 7f 8c 
7a 59 22 8d e0 c9 ba 39 e0 37 2a 8e ea ba 86 0b 3a cc cf ac 28 09 7f e2 a4 e5 e9 f3 8b 83 43 15 c0 6c 5a f2 9b b5 45 c3 
50 6f 82 7e e8 cf 46 f1 74 12 8c 66 7e bf 1f 4e c2 38 f2 af 67 bd f8 e6 26 88 26 e3 53 25 64 57 66 54 ce b4 1f c6 b3 0f 53 ff 
3a 9c 7c 3a 95 20 43 34 22 a1 e7 47 bd e0 7a f6 76 3a 99 c4 11 d5 81 de 45 51 09 71 34 c1 06 a0 45 30 e6 7b 3a 15 22 
6b f3 88 90 7e d8 9f 45 f1 64 36 19 91 6d c8 38 27 99 3f 08 82 fe 5b bf f7 7e 16 dc f8 e1 f5 6c 10 06 d7 fd 53 41 b2 b3 fd 
6e 41 83 78 74 33 eb 07 e3 de 28 1c 4a b7 25 39 1b ea 96 f6 2e f0 fb c1 e8 54 86 8c 71 75 cb 18 8e e2 9b e1 84 98 87 f6 
2f dd 22 46 c1 87 69 38 0a 88 69 64 ed 53 b7 94 
Data Ascii: >F"QR]/e&S"zY"97*:(ClZEPo~Ftf~N8g&&S%dWfTS:|: C4"Gzv:EQq4E0{:"k~Ed6m8'?[~lSAnAxt3(J%9.Tq
u/"Fi8idS

2022-01-28 14:30:38 UTC 715 IN Data Raw: a2 6c 49 ac dc c6 29 55 72 8a 41 ba 76 4b 49 45 94 92 bc e6 33 61 0e db 75 6c d3 56 0d cd 53 1d eb 78 a2 21 
74 65 3b 9a c7 39 25 98 b0 d8 65 5f e3 32 be a7 49 96 37 1a 4c dd 35 b1 48 1b c2 ae a6 db 8e a1 89 b6 26 71 49 4a c8 
e7 74 dd 2e 34 56 ee e3 35 cd 56 49 bc ab 92 8a af db d2 75 cd 54 6d d7 30 34 68 54 0d 4b d4 95 a5 f4 4b 5c a5 50 96 
56 4a f1 82 28 45 49 6e 63 4c 70 a6 40 b5 ba a2 e9 8a e6 2b d2 ac 35 66 2e 52 d2 ac 3a e3 fa 2d d5 53 31 81 e9 68 aa a
b bb 9e e5 f6 ec 4a 12 a7 8d a1 8d 9c 6d d8 b6 6b 3b 26 73 95 e9 99 86 63 f7 c8 c1 51 1b ba 2a f7 65 5d 15 1e d6 1d d3 
b6 5c cf b4 1c cd 11 22 e1 26 4b aa 2d 1f 6c a9 86 e7 58 2a 36 43 57 75 d5 70 05 03 07 1f f3 6c 4b 57 a4 28 ab 44 59 df 1
7 67 0a d9 b1 99 d9 e2 29 4d 95 67 b3 b9 3f 9d 2f af c2 e8 ed 33 
Data Ascii: lI)UrAvKIE3aulVSx!te;9%e_2I7L5H&qIJt.4V5VIuTm04hTKK\PVJ(EIncLp@+5f.R:-S1hJmk;&scQ*e]\"&K-
lX*6CWuplKW(DYg)Mg?/3

2022-01-28 14:30:38 UTC 716 IN Data Raw: 91 2d 86 a4 4d 49 ab 36 92 5b a5 09 e9 d6 f4 9a eb b1 c1 d8 2d 83 65 b0 aa 5b 06 83 cd 23 3d 41 ce 9a 93 66 
b4 0e 80 00 c7 37 1d 17 18 61 9b 9a 2b e4 e7 0c ae 5f c5 8c d4 90 da 4f 58 07 fd ca f6 0b 1f 37 08 30 74 12 c5 2e 4e b9 
bf 10 9d 8d 3b 4a ba 2b 3b 2b 39 54 11 34 49 b4 51 d2 82 17 6b 10 0e 3b 03 d3 02 3c b8 e8 b3 f4 ba 23 b2 5c 11 71 a2 
a6 dd d8 55 25 d0 b1 01 9d 92 fc 85 a6 83 71 24 d4 68 4f 37 2c 40 84 e5 a9 32 d5 75 9a 70 e8 ad 2b 4f ca d2 a4 99 0b b1 
79 c7 6b 3f eb 72 50 ba e2 cd 23 ab c7 c8 83 1c db 5f 63 8f 3d 20 4b ba 63 98 9e 87 1e c8 b2 80 06 82 3d 94 f9 2c 89 ef 
62 74 56 8d 90 c3 70 1c d6 5b f8 63 38 28 ac c2 06 8f 3a 50 3b 32 be a9 57 67 ca 8c 3e 1a 47 f2 96 41 b4 b6 71 20 04 7e 
a1 7a 23 8a 40 21 3c cb 30 5d c1 59 fb a1 81 7a 7d 50 2d 1a 
Data Ascii: -MI6[-e[#=Af7a+_OX70t.N;J+;+9T4IQk;<#\qU%q$hO7,@2up+Oyk?rP#_c= Kc=,btVp[c8(:P;2Wg>GAq ~z#@!
<0]Yz}P-

2022-01-28 14:30:38 UTC 718 IN Data Raw: 45 d6 64 bf 09 42 6f ce 4a ae eb 82 be d8 aa 83 2e 4a 72 2d c8 8a 64 dc f5 1e ab ce 84 bd d3 ae 1f 8b 75 12 
ab 7f 1c d8 81 a2 1a ac 5e ba 86 0d 52 e3 99 9e 00 3e 72 7a e5 82 1c 82 81 9a 1a f8 08 a3 41 a6 2c ea 77 fb b7 b7 ac 1e 
6e e2 fc 54 89 49 be 9f 07 3b ba d7 06 b8 60 7a 1a 9a 67 0d 80 08 54 74 10 09 3d f6 74 0d 2a 97 43 9b a4 59 9e 81 0e df 
05 39 b6 75 f1 f2 a9 db e9 fa 02 b7 11 83 df 3d 64 ae ad 69 96 aa b2 58 13 ef 2d 9b 59 aa f2 e0 dc dc 75 54 9b 9d 45 a8 
ac 53 37 c1 11 4c c1 6f d7 55 d2 48 54 5b b4 cd bc 96 ec d1 2a 7e bc 50 ab f3 18 c7 c5 de 6b e8 33 f1 d1 05 b5 eb c1 85 
4e 43 23 a7 e9 aa 87 dc b7 59 ed b1 d8 31 b4 c8 1d 62 25 6b 88 e5 1e c8 62 3b 77 ac 59 6f a1 0a 75 e6 66 12 9d b2 fa f0 
e5 df a7 6c 9b e8 67 92 24 35 ce 57 a9 52 64 9b f2 33 73 
Data Ascii: EdBoJ.Jr-du^R>rzA,wnTI;`zgTt=t*CY9u=diX-YuTES7LoUHT[*~Pk3NC#Y1b%kb;wYouflg$5WRd3s

2022-01-28 14:30:38 UTC 719 IN Data Raw: 72 75 2f 03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 
00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 72 75 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 
d5 5c 7b 6f 1b b9 11 ff 2a aa 9b 3f 2e 85 e3 f0 b9 4b a6 77 3d 28 d6 da 51 63 4b ae 1e 0e 52 18 10 64 59 4a 82 26 76 6a 
3b 38 14 07 7f f7 ce ee 72 a3 a1 66 28 c9 8e 93 c3 21 80 22 6b 97 43 72 38 f3 9b e7 ee ef 3b 52 48 e7 9d b1 99 34 ce 59 
25 ac cc 77 5e b4 7e df f9 34 bf b9 99 be 9b c3 f7 9d b3 2f c2 c8 bc fc d4 a2 fa 54 d5 a7 2b 3f 8d 44 bf 5f a0 df 17 3b 77 
bb ad 1d a9 a4 f6 36 f7 4e e5 4a bb dc 7a 25 58 ea 53 44 a5 fe 3e af 3e 7d 6b 49 52 e7 2d 34 7b 75 af 11 e8 32 5a 83 51 
88 86 6a ad 2e 4e 67 d5 a7 c5 17 30 25 89 46 9f d7 b7 
Data Ascii: ru/PKPK)Q_locales/ru/messages.json\{o*?.Kw=(QcKRdYJ&vj;8rf(!"kCr8;RH4Y%w^~4/T+?D_;w6NJz%
XSD>>}kIR-4{u2ZQj.Ng0%F

2022-01-28 14:30:38 UTC 720 IN Data Raw: d0 bd c3 bd e0 c7 38 f8 4f 65 20 49 de eb f4 a1 ca 69 35 c6 08 88 f0 3c c4 f6 39 48 04 84 f7 59 42 64 c5 12 bd 
22 7c aa b5 c6 5c 2c 35 2c a8 fe 94 68 e4 1c b1 00 33 c2 93 78 ba d6 76 d3 c4 6a 3f a1 21 18 39 e5 52 a1 35 86 b9 b5 ee 
b0 9e 3f 7d d1 ec bc 14 14 29 85 57 a5 af a6 12 71 2e 76 bd 67 e8 8c 67 08 79 70 a6 c1 20 bf 3d ec 7c 86 16 17 21 cf 2e 
ce 93 e0 ac 20 ce 3f 26 39 86 25 2b ac 0c 5d 08 5e 63 80 e3 dd 26 d6 0c 21 22 62 20 ca d2 04 9b a1 a8 a6 a5 94 1f 1f 79 
70 56 71 a0 81 2f e3 19 6a d2 1e f1 e2 fe f1 c9 8b b3 cb b3 4b f9 b4 b5 3a c2 20 63 17 41 7c 14 4b 45 e8 4d 4e 66 bd ac 
62 da 91 96 a3 fc 62 93 63 70 98 d5 78 3a 8d 0e 3a 5a 4c 48 10 fc bd dc 9e 7a 4a b2 b6 eb 33 0e 41 8a 9a 54 c0 59 65 7f 
f7 21 d2 ad c8 e9 88 5b 73 b4 02 0c b4 19 3e 4d 74 38 
Data Ascii: 8Oe Ii5<9HYBd"|\,5,h3xvj?!9R5?})Wq.vggyp =|!. ?&9%+]^c&!"b ypVq/jK: cA|KEMNfbbcpx::ZLHzJ3ATYe![s>M
t8

2022-01-28 14:30:38 UTC 721 IN Data Raw: 23 b1 4f 91 8a 4b 4e ff 84 48 a1 ba 64 64 8e b1 41 c5 0e 24 4d 3b 2e 9e d6 4c c8 3c e8 97 f6 39 28 9c 13 56 
40 0c fe 98 80 7d 86 81 f5 e0 b8 9e 32 87 e0 15 54 bb cc de 80 e0 29 6f 79 d1 bb 40 5a 88 bd 4c ac 91 18 d1 b1 9f 43 8b 
12 4c 1f ea f6 95 ed 40 ae 5e be 2f 6b e8 56 02 40 41 00 ae 35 e0 d4 9a 5a 2b 8e 9a 70 1c 1c 4c 59 69 c1 14 f0 1e 4c b6 
03 97 5f 48 5e 04 99 fe ba b5 a9 e5 46 f2 23 e7 6d 43 fc 52 2b 45 26 c0 d8 49 f0 1a 64 ee 41 25 c0 72 f0 2b fa 86 84 e6 
4a b0 f3 6a 7a f9 ee ea cb ed 0d ce 62 22 43 82 dd f7 14 56 c4 82 fd 67 c8 8b 87 40 a3 e1 b9 cb ca 07 26 20 7e 73 65 b7 
7a a6 89 a7 f1 b7 6a 4f df d4 2a 50 4f 65 ca e7 84 94 b1 1a dc 01 9b d9 44 6f 28 11 ab b4 93 8b 6f 9a e2 8d 6e 65 ed 7f 
6c 5f 2e dd fd 8f 6b cb cd ac b3 1e 1c d7 4c 82 1b 06 06 
Data Ascii: #OKNHddA$M;.L<9(V@}2T)oy@ZLCL@^/kV@A5Z+pLYiL_H^F#mCR+E&IdA%r+Jjzb"CVg@& ~sezjO
*POeDo(onel_.kL

2022-01-28 14:30:38 UTC 723 IN Data Raw: 6c 64 77 32 1c bf 2c 79 04 3f 11 31 66 9c 76 42 b0 57 8c de f4 07 af 41 8e 0e 0e 8a 41 29 8e 6f ba 07 5d c2 6f 
26 bc 4e 92 4a 6d 90 7b 13 5c 92 c8 b0 7d 5c b0 4b e1 da 69 92 54 de 94 67 36 39 d9 27 ac a1 9e 30 a5 d1 5f 1d c5 3d 
85 4c 86 9d 0c ba a7 ed fd b7 93 4e 7b d4 9e 8c 87 ed c3 82 51 27 f2 90 2d 21 33 2c c3 16 1e 5c 38 7f 88 1f 7f d4 3f 24 f0 
c8 e4 33 99 c1 a3 f1 c9 e4 b4 3b ec be ec 56 42 96 3c 52 e6 0d 53 94 5a ff 60 f4 a6 3d 48 4b 3e e7 63 11 2a e3 de eb 5e 
ff 0d 19 cb a5 a3 c9 d8 d3 6e a7 48 a3 3d e3 c4 27 28 0c 8f fb fd d1 ab 5e 31 24 5c e5 de 55 47 88 bc 2d a8 b1 62 de 8e 
50 8d 1b 1e 4e 0e 00 90 41 7a 47 7d b0 35 43 02 5f dc 53 0e cd 48 e0 14 a0 4d a7 e8 75 29 62 71 4f 87 c4 e3 46 dd e3 
02 16 4c 14 8f e9 31 68 06 1e 57 d6 ac 57 ec 8f c2 aa 09 
Data Ascii: ldw2,y?1fvBWAA)o]o&NJm{\}\KiTg69'0_=LN{Q'-!3,\8?$3;VB<RSZ`=HK>c*^nH='(^1$\UG-bPNAzG}5C_S
HMu)bqOFL1hWW

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 724 IN Data Raw: d2 ae d2 f4 4b 4c b5 6b 58 bc 0b 7b 1d fe cc 4f 9a b0 18 0d 5a bd 77 7f ab 7e a8 3e 9e 61 48 59 4c 66 74 91 
c6 73 9a 17 d5 58 6a b3 ea 2f b3 34 29 69 52 b2 81 bd e3 13 af 8d a5 9f cd ea e7 c3 d0 a4 07 ac a3 07 94 08 f6 d9 cb 4b 
83 97 a6 d9 e2 d4 51 7f 7f 4f fe f1 b0 a6 ba ae ff fd 7d 91 91 a4 fe 0b d1 16 39 7d fa f1 e1 6c 51 96 59 f1 e1 fd fb 62 9d 65 
69 5e 5e 7c a9 7c 73 31 4b 57 ef 67 7b 9f be 27 49 f1 95 e6 ef cd a0 ca ea 87 33 ad 24 f9 17 5a c2 7e fa 18 93 64 f9 70 56 
03 b3 97 68 33 2c 6a 81 1f 73 fa ef 75 94 d3 f9 0f 62 44 30 4c be fc 50 2c d2 af f8 f1 2f 65 9a 5d 14 eb a7 a7 68 16 61 72 
97 94 ce 1f c9 8c 41 55 2e 40 d8 3b 9e 63 da 78 a7 67 99 ba e7 1a 52 d0 55 b9 4e 49 bc 4f ee 25 c6 9b f0 c4 37 72 fa e1 
37 af a8 d2 e1 c6 2f ad 88 29 56 44 31 62 e5 
Data Ascii: KLkX{OZw~>aHYLftsXj/4)iRKQO}9}lQYbei^^||s1KWg{'I3$Z~dpVh3,jsubD0LP,/e]harAU.@;cxgRUNIO%7
r7/)VD1b

2022-01-28 14:30:38 UTC 725 IN Data Raw: 62 38 ec 75 10 c9 79 1a af 31 e4 3a 31 77 87 14 2f de 18 0d f4 ab e9 59 76 10 a0 45 75 1c 70 95 34 1a ba c3 
eb d6 ab 53 46 e0 f6 1e 93 22 98 86 83 3f 2c 0f ac 20 d3 0f 4f c8 88 36 66 e1 be 97 1e a4 cb 75 c1 a6 9a 66 64 b9 7e a6 
35 69 83 68 c1 3b 08 30 48 a0 c0 b1 6c 5f 72 59 b5 c6 73 45 b0 f0 72 b6 ae 60 20 82 6c cb b5 d1 93 3b 68 cb 3d cb 91 5d 
af 6e ae 1d dd 64 fd bb 6f 83 6d 21 bf 75 db 7d 23 6e df 10 21 f5 d2 ac 10 64 2b 51 3e 8f 93 bd ce 3a 51 54 38 df 90 7d d4 
b3 08 8e b4 e7 b5 36 ab 37 3d 56 94 39 6d 95 ce ea aa 95 8b bd 15 63 ff c4 69 d5 2f f6 70 88 57 48 51 31 a4 e7 79 45 c0 
0f 52 43 8f 77 95 39 ab 68 78 4b 74 e8 e1 2f 7e 4f af fe 46 33 5e 77 76 0a 57 bf dd 6b ff c6 f6 1a 59 b2 7e 8c 29 3a bd b4 
e4 6d b6 63 5a 6e dd da 39 10 c7 28 93 a6 ef 79 28 
Data Ascii: b8uy1:1w/YvEup4SF"?, O6fufd~5ih;0Hl_rYsEr` l;h=]ndom!u}#n!d+Q>:QT8}67=V9mci/pWHQ1yERCw9h
xKt/~OF3^wvWkY~):mcZn9(y(

2022-01-28 14:30:38 UTC 727 IN Data Raw: 17 0c ec 21 7c a4 90 df 9f 95 08 0b 74 7d 86 13 58 7a 80 ee 13 5a c5 94 98 be 8e cc c3 7d 01 1f 2b 15 20 f7 
5d c3 70 74 9d 05 a6 24 ca af 1f c4 b5 85 e3 33 0d df d3 5d b6 e3 a2 b3 4d 08 1b ba c4 96 1c fd c0 4f 5b d9 16 c8 8a dd 
73 a8 b7 57 9b 75 1d af 48 01 d3 e3 08 1c 03 fd 33 3e fa d0 98 ea dd 98 87 5f dc dd e3 78 86 a9 07 a8 1d 2e 2b 70 0e 3b 
33 90 af 44 c8 a7 5c a8 b2 cf a4 de e9 e6 94 99 d1 59 c4 fd cd f6 8f b3 c3 35 8a fb 41 ef 5c 2b 68 be a1 39 db a8 f8 cf f6 
5c ab 57 26 59 6b 4f 88 e5 af 24 
Data Ascii: !|t}XzZ}+ ]pt$3]MO[sWuH3>_x.+p;3D\Y5A\+h9\W&YkO$

2022-01-28 14:30:38 UTC 727 IN Data Raw: 8e eb 0d ce f4 a9 14 ba 23 d7 7a ad 11 6f bf d8 01 ac a7 fb be e5 a3 b3 60 9b 9c 72 5b 33 7a 63 fb f5 f5 c6 5a 
7a e4 1e f5 2e 1e 9e 16 db 69 76 ce bd 7e 17 76 ba ad e9 b0 3f 19 87 c3 69 ab d3 e9 8e bb fd 5e eb 76 da ee df dd 85 bd 
f1 e8 74 34 aa e3 76 19 67 d2 e9 f6 a7 ff 9a b4 6e bb e3 cf a7 08 aa 4a 2a 21 b4 5b bd 76 78 3b fd 38 19 8f fb 3d 79 0c f2 
19 b6 8c d0 ef 8d 31 01 8c 22 1c b1 39 9d 82 a8 9a 6b 09 a4 d3 ed 4c 7b fd f1 74 3c 94 a6 a1 52 e8 92 fd 65 18 76 3e b6 
da 37 d3 f0 ae d5 bd 9d 5e 76 c3 db ce 29 90 ea 68 ab 19 e8 b2 3f bc 9b 76 c2 51 7b d8 1d 28 a7 a5 d8 ed 6b 46 bb 0e 
5b 9d 70 78 8a a1 52 95 cd 18 83 61 ff 6e 30 96 dc 23 b7 7d cd 10 c3 f0 5f 93 ee 30 94 5c a3 ea 38 9b 51 c6 9f 07 e1 1b 
cb 2d ef 0c 49 50 77 dd e1 b0 3f ec f6 ae ea d8 9d 8e 
Data Ascii: #zo`r[3zcZz.iv~v?i^vt4vgnJ*![vx;8=y1"9kL{t<Rev>7^v)h?vQ{(kF[pxRan0#}_0\8Q-IPw?

2022-01-28 14:30:38 UTC 728 IN Data Raw: ba e7 1c 7b 1f 2e 56 59 5c b2 14 3e 53 b6 c9 58 59 db d9 a6 6f 63 01 2e 4c 7c c3 74 3d cb 38 36 9c f2 95 90 
37 d3 17 5c db 64 7c 51 b2 65 e5 a5 8c 17 5c 6c 44 9e f2 62 c5 6a 67 8e 69 1a b6 ee fa 96 65 c0 a5 6e 39 c4 d9 dd 0e 16 
05 2b e3 82 97 da 46 94 7c c7 4a 04 14 6b db 7c c3 13 76 a6 8d 44 be da e6 f8 59 db a5 a2 64 67 8d 63 47 0f 74 78 b6 
3d 43 f7 4d 3f 70 fc 37 a2 ac 4d 5c cb 75 7d d7 b3 65 56 ec c0 b6 3c 97 66 24 89 6b 93 54 d4 36 be 8e 24 9a 9e ed 3a 7e 
60 3b 9e e1 91 2d bd 4c 58 9e 62 05 cd f5 8e 6e 05 9e a3 23 e5 a6 6e ea 96 4f c2 ea 25 b1 86 5c 9d 3f 65 62 cd 1f 58 5e 
54 69 4b b5 52 7b 37 99 f6 c6 d3 f9 4d 34 b8 7e c7 36 49 bc 62 0f f1 32 d6 2e 85 78 4c b8 76 85 cb df 85 83 7e fd fb 2f ed 
d5 93 51 6f f0 ee ef d5 0f d5 c7 13 44 b1 49 d8 03 7f 12 
Data Ascii: {.VY\>SXYoc.L|t=867\d|Qe\lDbjgien9+F|Jk|vDYdgcGtx=CM?p7M\u}eV<f$kT6$:~`;-LXbn#nO%\?ebX^T
iKR{7M4~6Ib2.xLv~/QoDI

2022-01-28 14:30:38 UTC 729 IN Data Raw: 57 f6 04 10 90 e8 5a 81 ed 5e d0 63 d5 f7 71 52 a1 6e 86 14 a4 52 cf e3 77 ad 84 94 df 57 e7 5a 66 12 1a 5f 
ac 9b 7d d1 17 b8 f5 12 cb 49 39 fe d7 9a af f2 46 fb db 0e f0 da c7 b8 64 56 33 8e e3 53 e4 3f c0 e0 fd 28 21 3a 46 09 a9 
89 00 8c 81 69 39 c0 69 27 d0 a9 bb 08 8a 0d 0b ab 79 8e ed 89 0e 9e b1 38 81 fe 7d dc cf 43 e8 f8 7a 03 50 88 b2 e0 10 
49 c9 33 79 cb 78 2d 37 a2 59 2a 89 01 82 c8 f4 2c 3b 08 30 cd 38 0e 60 97 02 27 5c 6f d7 c9 32 2e 6b 7c b6 3d c9 95 08 
d8 c1 3f 96 07 4c 23 7b f8 bb 78 e5 20 3f 77 2f bb c2 db 48 0f 79 07 8c 01 08 45 c9 80 b0 03 c7 b2 7d 92 a9 83 3a 68 3a 
bf 0e 16 54 6d 5b ae 8d 91 cd c1 d4 e6 59 0e 4d 32 19 be 1c dd 94 93 9d 6f 83 2c a0 e9 74 db 25 65 77 55 b2 a4 2e 3a 
75 fb a2 78 ea 8e 05 3c 2c 25 30 bc ea c9 b5 38 44 da 33 
Data Ascii: WZ^cqRnRwWZf_}I9FdV3S?(!:Fi9i'y8}CzPI3yx-7Y*,;08`'\o2.k|=?L#{x ?w/HyE}:h:Tm[YM2o,t%ewU.:
ux<,%08D3

2022-01-28 14:30:38 UTC 731 IN Data Raw: a8 06 52 b0 f2 58 b7 b9 18 93 81 e1 04 16 86 58 1f 12 d2 35 09 b3 ed 8b 8c 3e 64 f4 b1 0f 01 5a d3 35 0c 47 
d7 65 ad 11 4d 18 e5 ab fd 79 ac ef e9 ae 1c b5 75 39 89 da e0 5f 9b 64 af 1a 2b 81 e6 18 d1 2a b5 2b cf 79 12 f5 79 4a 
0d 10 81 14 87 28 03 03 c3 15 3e fa 50 4e 6f e1 b9 ca 51 ed c7 c0 80 8d 2e 77 25 ce 38 f2 a4 93 c4 26 4f 7c e2 35 ab 19 
a7 39 69 78 21 ea 4d 75 5a 26 5e 3d 0f d6 ee 46 03 79 8c d8 7e 23 f7 78 93 89 ff fe 9f d3 86 36 31 bc 62 4a d5 76 f1 a2 
a2 53 fc f6 98 31 8c 15 70 23 c1 52 68 83 de a4 d6 f9 f2 b1 8d a7 fb be e5 43 de ca 83 29 2a a0 47 1d 67 0c 87 ba a4 4a 
68 75 3a f2 fa 30 04 3f 40 70 b7 49 bd 0d fb 51 6f 3e 1e ce a6 e1 78 de eb f7 a3 69 34 1c f4 6e e6 e7 c3 db db 70 30 9d 
1c df 59 f5 0c 8e fa 99 f5 a3 e1 fc 5f b3 de 4d 34 fd 72 
Data Ascii: RXX5>dZ5GeMyu9_d+*+yyJ(>PNoQ.w%8&O|59ix!MuZ&^=Fy~#x61bJvS1p#RhC)*GgJhu:0?@pIQo
>xi4np0Y_M4r

2022-01-28 14:30:38 UTC 732 IN Data Raw: dd be cd 05 b4 38 92 b9 96 48 2d 1f 32 bc 30 40 d0 d4 c8 36 ce b1 7c 92 8c 00 67 e8 bf 5f 0d a7 c7 ac 66 55 
53 64 ac 28 bb 87 00 0a 4d 4e 57 77 bd 9f 3d df f6 a4 90 3e 78 63 9d 34 de 5b 25 ac 2c f6 9e 77 be ed fd 5a dd dc cc df 
57 f0 79 ef ed 57 61 64 51 ff d5 a2 fe 6b f4 f2 af 5c fe 55 ab ef f5 f2 b3 0d cd 37 9d d5 43 da ee dd ed 77 f6 a4 92 3a d8 22 
78 55 28 ed 0b 1b 94 60 b7 9a 2f d7 54 4b 60 1e 01 6b be d2 06 43 7e d7 c0 6f 7e 58 7d b6 cd f7 cb d5 c6 e2 d5 97 cb af 
dc ea e7 74 8b 8b 15 3a f1 07 89 4e d3 a0 46 e1 c5 8d e4 8a 3a 71 71 7c 74 b1 fc 41 a0 b3 ba e6 d1 5f 22 61 80 24 ce 17 
ce 38 a1 65 10 85 65 e9 52 21 82 cf 11 44 bf 22 7e 3c f9 1c 6d 1e b9 85 36 b7 8a 20 29 9a 73 18 e5 0d 88 81 83 23 78 a9 
5c a1 e5 06 06 61 ce 63 72 ab d5 4e 46 75 08 e6 97 
Data Ascii: 8H-20@6|g_fUSd(MNWw=>xc4[%,wZWyWadQk\U7Cw:"xU(`/TK`kC~o~X}t:NF:qq|tA_"a$8eeR!D"~<m6 )s#x
\acrNFu

2022-01-28 14:30:38 UTC 733 IN Data Raw: 9c 98 dd c7 53 a2 42 54 63 8d 13 43 95 4d ba a2 cc 61 4b 95 58 0a 7c ca fd 66 05 4a 28 9b ca 4f 34 7d 6d 51 
0b 3b 20 5c 22 88 07 42 e2 fd 9d 54 4d 66 f7 b4 f9 d7 fe 2e 2b d7 a5 28 59 40 2c b9 c6 e6 a8 59 95 9c 1d d7 ab 70 71 63 
91 9c 0c 5b 3c 54 6d c1 84 61 4a 20 80 25 e4 4d 09 8e b4 56 98 90 9d 30 a2 75 53 1d c4 fe 68 de 69 66 3f 47 ac 61 44 
0b 5b 75 92 23 b3 c7 c7 6c b5 e8 29 5a 76 ba c8 e8 84 c5 07 c7 29 be c5 a4 d3 eb 3c 62 24 d2 e1 c3 e0 83 53 93 21 b2 
ee 1e a5 7d 06 6f ba 45 c9 c0 e8 58 92 4a 0a 61 bb 3a c4 07 30 33 96 51 bd 8d 41 64 6a 72 12 aa fc 00 43 f2 d2 86 e3 43 
5c 95 5e 30 52 95 54 83 24 fa 25 c5 ef 92 00 46 65 e8 44 0b b1 04 18 5c 4f c5 2a c2 d8 ee 86 b9 2a 71 0c 49 f5 6a b9 b0 
c0 32 93 33 0d 09 e3 36 fb 04 bc 9a 5a d9 b4 96 b6 9f 10 09 1d 
Data Ascii: SBTcCMaKX|fJ(O4}mQ; \"BTMf.+(Y@,Ypqc[<TmaJ %MV0uShif?GaD[u#l)Zv)<b$S!}oEXJa:03QAdjrCC\^0
RT$%FeD\O**qIj236Z

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 734 IN Data Raw: a4 5a c3 4c cd c7 cd 1a c8 a6 be 6c a2 8c d5 10 23 40 46 9f 19 b9 fc 33 9a 8c 38 6e c2 4d 64 a6 3a 82 85 30 
1a da c7 9e 9c a5 84 7c bc c1 59 67 bd 0d 10 fa 3a 09 61 1e 38 60 88 f6 ee 1b 76 4d 84 9d c9 74 73 a5 8d ea 00 89 7f 53 
77 76 4e 02 17 7d 90 aa 50 de 6a c1 08 27 da 3d a9 cc de d3 8d 49 cd 72 36 53 6b 4e 11 20 36 2f b4 0e 10 a6 83 a1 f1 
41 b0 92 ac 34 41 b5 e0 6d 17 b2 88 4b 47 84 d4 0b 1f 1e 19 13 a6 99 58 31 75 6f 3c c3 81 2d 70 20 eb b6 0a 23 f0 9c 02 
52 ca f6 f8 ff f9 e3 01 49 1b 60 e0 14 26 73 ed 2c 6d cc 33 74 ca 32 39 17 fd d9 0e c4 7d 4f 89 96 27 66 86 b6 90 98 39 
b9 24 b8 42 97 6b b8 e0 83 6e f1 3b 2d 19 53 58 46 3e 68 cb b2 03 62 70 32 ed 84 87 a9 ee a9 51 a7 9a 94 14 76 70 eb 
1e 63 c3 94 b8 91 1b 6e 59 9f 29 ec a4 53 50 f8 08 4c 28 db 21 
Data Ascii: ZLl#@F38nMd:0|Yg:a8`vMtsSwvN}Pj'=Ir6SkN 6/A4AmKGX1uo<-p #RI`&s,m3t29}O'f9$Bkn;-SXF>hbp2Q
vpcnY)SPL(!

2022-01-28 14:30:38 UTC 736 IN Data Raw: 8e f2 92 cf c5 69 04 ca 74 f0 6a 30 7c 4d d6 72 05 7d b2 f6 bc df 2b f3 d6 9e 49 79 32 10 c6 a7 c3 e1 e4 e5 a0 
1c 13 aa 72 2f e9 23 40 de 94 d4 59 31 ef df 58 ae 1b 1f cf 8e c0 20 83 f4 4e 86 e0 6b c6 c4 7c 71 b7 47 da 95 40 29 b0 
36 bd 72 d0 a7 16 8b bb 16 94 ae 9b f4 4f 4b 38 30 51 3c 66 68 a5 5d 78 ba f4 66 83 f2 70 12 4f 4d e8 c3 bc df 0f 2d fe 6e 
21 1b bf dc 3d 3c 2c cf 26 dd 17 27 44 77 b8 29 a3 3c 9c e3 e1 90 9c 84 cb 93 f3 10 ce ca d1 11 60 45 d0 61 de a7 b7 01 
c8 70 48 3c 18 53 e7 c8 03 98 0e fa 10 2a 9c 9c f4 8f fb 0c 4d b8 6b 1e 1c ac 5e 7f 7c d8 1d f5 6a 4e 1d f5 47 a7 5d 4e 15 
b9 ab 7c 1c ac a3 fe a0 5c 9a 97 19 68 f6 80 71 3e 5c ff 9d 03 b4 84 91 71 f2 4c 59 97 03 31 e8 d2 f0 8b be ed 8b 5b 39 
7c 45 4d 3c 7d 57 09 b7 72 54 d6 06 96 c1 9b bb 
Data Ascii: itj0|Mr}+Iy2r/#@Y1X Nk|qG@)6rOK80Q<fh]xfpOM-n!=<,&'Dw)<`EapH<S*Mk^|jNG]N|\hq>\qLY1[9|EM<}WrT

2022-01-28 14:30:38 UTC 737 IN Data Raw: cc a3 7f 6f e2 3c 9a 1d d5 16 41 30 5d 1c 15 0f d9 6f 78 f9 8f 32 5b 1f 17 9b f9 3c be 8f b1 b8 6e 14 cd ee c2 
7b ae aa 72 01 22 db b4 4d cd c0 9c b6 ae 29 b6 a5 92 68 fa 5c 22 04 91 ef 61 1e b1 65 b6 5a 41 0b 1e f3 f7 7f 79 27 a5 
8e 56 ff 68 27 b4 7a 27 24 96 4a 77 62 d7 ff ff 43 37 99 ae aa 2b ae a9 38 8e 66 b8 9a aa 12 0c f0 b6 77 f9 63 59 8f 76 0d 
cb 56 90 6f 48 52 db 51 5c dd 20 70 f5 b5 82 d3 1a 79 d6 cf 70 aa 69 2e 04 15 17 78 65 5a 9a 06 51 02 a7 df 06 f0 55 70 
16 c0 59 e3 d1 e1 3a d9 e4 61 72 98 cd e7 45 54 be 57 d9 07 e5 db 45 98 2e b2 4d f9 f4 41 6d 1e d9 2a 9a b1 6f fd e1 b9 
d7 0b 7e f5 87 4f 4f 1f b4 b6 57 2c bb 7f 60 6a 65 dc 53 56 3e 44 f9 9b 03 ff 29 06 3e 09 db 0d 03 50 a6 a8 d8 1e 0d 50 63 
29 04 a4 4f f3 90 7d d9 68 8a aa b3 d9 76 26 84 
Data Ascii: o<A0]ox2[<n{r"M)h\"aeZAy'Vh'z'$JwbC7+8fwcYvVoHRQ\ pypi.xeZQUpY:arETWE.MAm*o~OOW,`jeSV>D)
>PPc)O}hv&

2022-01-28 14:30:38 UTC 738 IN Data Raw: ac 32 91 ff 00 15 02 ad 4b 11 4a b3 d7 15 a3 02 32 26 f8 43 f2 75 33 3b ae 27 b3 d0 fb 19 a0 5d 28 08 1a 7f 
92 95 02 6e 35 30 36 12 93 9a 88 58 01 e9 5b fe 2a 65 bf 45 77 77 35 d9 a9 66 01 3c 37 4b 01 9f c2 26 00 60 40 75 c0 ee 
5c 42 f4 47 0d ac 3c 67 00 e7 2f 45 cd 42 7e c8 23 d1 8d 21 ee c3 e2 47 a1 d4 42 eb a8 a2 5f 85 9f 1c c5 54 80 ea ed 91 
d3 04 41 f7 5a c8 da 40 69 b8 96 97 3c 2c 56 73 4d b2 dc 8b b0 da 8d 98 37 a3 82 6a 83 16 82 6c 9a 2a b6 05 f8 8e c2 65 
90 c0 eb d4 8e 89 17 b5 04 22 54 83 81 48 30 c7 40 60 a8 64 dd ed 25 ee 2e e2 cc 98 3b b1 da 4f b1 4f 96 82 a0 05 8f 07 
35 75 e1 47 44 1a d1 e8 bd 30 06 ee 42 7e 14 55 d7 97 82 e5 20 7d dc 83 fc c7 86 26 ec 13 96 7a 1e c7 e2 27 49 40 5d 
87 1f c0 58 3a c9 92 9f 58 ff 8e f3 ab 32 cb e3 a2 46 5f cb 
Data Ascii: 2KJ2&Cu3;'](n506X[*eEww5f<7K&`@u\BG<g/EB~#!GB_TAZ@i<,VsM7jl*e"TH0@`d%.;OO5uGD0B~U }&z'I@
]X:X2F_

2022-01-28 14:30:38 UTC 739 IN Data Raw: f6 a6 93 91 77 ee 4b d2 89 5c e2 10 35 23 4e 36 e4 e0 22 2b 22 72 f9 ab fe 39 81 47 49 3b 21 11 1e 4f 06 d3 
9b 60 14 9c 06 55 90 b5 6e a9 e4 7b 08 aa ad df 1d df 7a c3 f6 c8 97 95 37 a2 65 d2 bb ec f5 6f 89 ac ac 49 23 b2 37 41 
c7 6f 47 7b 09 8b 68 d1 30 ba ee f7 c7 17 3d 7f 44 bc 2a fb 8a 86 28 f9 ec d3 62 25 b9 8a ad e4 46 e7 d3 2e 00 19 d1 3b 
ee a3 d6 8c 08 7c c9 6e 24 1a 49 78 0a 68 d3 f1 7b 01 45 2c d9 15 ca 6b b9 71 70 ed c3 60 92 78 92 83 a9 46 f0 ba aa 66 
3d ff 6c 5c 5b 4d fc 23 f9 46 68 47 f8 19 21 45 5d f6 ce ce fc c1 d8 3b bd 22 b9 23 3b c0 6b d7 73 de ef 13 4b 64 fc b2 5d 
c3 c0 1f 76 b1 2a b2 1c c9 37 46 6f 28 e9 f7 49 05 93 90 f1 76 05 93 5e 00 aa 70 75 15 9c 07 12 9f c8 ee 71 64 ba 3a c1 
e8 cc 1b 76 f8 4e 75 83 e1 b5 27 4b 45 d9 f5 9e 4c 57 
Data Ascii: wK\5#N6"+"r9GI;!O`Un{z7eoI#7AoG{h0=D*(b%F.;|n$Ixh{E,kqp`xFf=l\[M#FhG!E];"#;ksKd]v*7Fo(Iv^puqd:vNu'
KELW

2022-01-28 14:30:38 UTC 741 IN Data Raw: 87 f3 f3 75 ba 5c 26 ab cd d9 38 8b cd d9 7d 32 3f bf 3f 84 f5 5c 2c d6 db 68 75 ae 7b 59 11 7e 3f 51 36 62 35 
8e 36 b0 1f de cd c4 62 fa fd a4 74 4c 0f 51 ee 67 62 bd c6 97 ab e8 9f 69 bc 8a 46 ef 8b 19 c1 70 31 7e bf 9e 24 5b 7c f9 
97 4d b2 3c 5b a7 0f 0f f1 7d 8c c5 35 a3 68 74 27 ee c9 55 16 02 a4 b8 e5 58 ba 89 67 3a 86 ae 3a b6 c6 52 ac 2d 92 45 
51 b4 62 24 3e fc e9 0d 94 c6 57 fb 77 1b a0 17 1b 20 99 a0 74 03 5e 86 fd 7f 18 1d cb d3 0c d5 b3 54 d7 d5 4d 4f d7 34 
86 01 17 13 01 e8 28 46 7b a6 ed a8 28 3f 14 ac e3 aa 9e 61 1e 8f be 14 f1 26 9d c7 d3 c2 40 f7 30 5c f5 00 53 96 ad eb 
30 60 c0 f9 e3 1a 11 0a ea 01 42 d4 ef 9d 2e 67 e9 4a cc 4e 93 87 87 75 b4 f9 a0 29 1f d5 1f 97 62 31 4e d2 cd d3 47 ad 
fc a8 a0 56 7f 74 ba 17 b5 30 f8 e6 77 9f 9e 3e ea 
Data Ascii: u\&8}2??\,hu{Y~?Q6b56btLQgbiFp1~$[|M<[}5ht'UXg::R-EQb$>Ww t^TMO4(F{(?a&@0\S0`B.gJNu)b1NG
Vt0w>

2022-01-28 14:30:38 UTC 742 IN Data Raw: a7 c2 0b fc 78 2e a4 82 85 fa 07 29 33 27 97 05 e8 1e 4a 6b 4d 8d 24 fd 9e 13 f1 a4 14 b5 e5 9c a7 d4 87 2b 
13 fc e5 ac 78 84 8d 2e ca 84 c0 01 3c eb f4 89 03 33 42 4c d4 90 52 1a 66 d5 9b 8e 26 69 7c 3e e8 b6 5e cd 15 02 05 d2 
01 00 00 e9 00 c9 e4 31 c1 dc 27 eb d7 74 3e 29 50 5b f9 05 2b 27 f4 8f a6 d1 7e 2b 7e cd 5d da e8 b6 34 b4 78 08 83 ab 
5a 2a d0 f5 8d 24 c0 d6 36 db b9 9d 03 bc 44 d4 88 65 b0 22 dd b3 d8 9a ae e2 71 3a 46 60 f6 44 83 cb 6c 7f 97 a2 04 12 
8f 24 9c a5 21 f6 c0 5c 90 88 c9 12 a9 4d 34 5c 0c 46 b2 a1 b5 07 d6 bb ae 89 5d d7 d8 b2 2b 99 26 87 6a 50 37 01 75 
e6 cd 56 91 89 10 c3 90 79 1e 42 88 14 62 de da a4 6d 69 de bb 03 e6 af f1 79 81 14 1a 27 fb 6d b6 94 1e a9 00 7c df cc 
05 c0 31 19 db a8 2c 3a 81 01 52 ba 74 86 61 1b 2c f1 7f 53 
Data Ascii: x.)3'JkM$+x.<3BLRf&i|>^1't>)P[+'~+~]4xZ*$6De"q:F`Dl$!\M4\F]+&jP7uVyBbmiy'm|1,:Rta,S

2022-01-28 14:30:38 UTC 743 IN Data Raw: 91 d1 83 dc be d5 b9 60 f0 28 91 fd 12 e3 fe e0 7a 78 13 f4 82 cf 41 96 64 95 5b 2a b9 eb e7 de 3a cd fe 6d ad 
5b 9d f9 32 f6 62 5e 06 e1 55 d8 b9 65 b6 b2 4e 8a d9 de 04 0d bf 1a ed 25 8a a0 c2 43 af dd e9 f4 2f 43 bf c7 a2 2a 7b 
27 84 39 f9 ea 73 b2 92 5c 33 66 76 bd 8b 61 13 80 8c ec ed 77 c0 35 3d 06 5f b2 a3 fa d2 12 91 02 da 34 fc 30 e0 88 25 
bb 59 78 6d d7 0f da 3e 26 cc 0a 4f 72 50 54 1a b6 33 36 0b fd 7a bf 98 35 8b 8f e4 85 97 17 c6 07 84 cc 79 b9 56 af fb 
d7 fd da e7 16 ab 1d d9 89 5a b5 9f 8b 4e 87 cd 44 a6 16 ab 3d 5c fb dd 26 56 c5 96 23 79 79 e6 0d 27 9d 0e 63 30 89 8a 
ae 76 30 08 03 48 85 56 2b b8 08 24 31 91 5d 7a c8 7c 35 82 5e bd d6 6d d0 4e 35 83 6e bb 26 2b 45 d9 35 97 cc 57 33 
08 fd 0c 5e 86 a8 ec 50 42 3e b2 a3 1d 99 a3 cc 47 05 c9 
Data Ascii: `(zxAd[*:m[2b^UeN%C/C*{'9s\3fvaw5=_40%Yxm>&OrPT36z5yVZND=\&V#yy'c0v0HV+$1]z|5^mN5n&+E5W3
^PB>G

2022-01-28 14:30:38 UTC 745 IN Data Raw: 44 53 0e 61 b9 fa a5 13 d7 3d b9 e8 0e 7f f8 69 bd 84 f5 e3 01 70 ed e3 fb c5 d5 ea dd cd fb 37 ab db bb 35 bb 
aa 05 ae ff 73 75 f3 e1 7e f5 e1 7e cd bb 92 cb d5 60 f2 b5 5a 7f bd 61 30 f9 81 46 3f 60 29 98 83 2f 5f 12 1b 39 ff f8 6e 7b 
2f ff 72 bc f8 eb eb 4f 2b 21 c4 5f 8e ef 3e 2e 3e 54 ff 59 74 de dd ae ae 7f 7e 7d f0 ee fe fe e3 dd d3 e3 e3 bb 4f 1f 3f de 
dc de 1f bd 5d 6f f8 d1 d5 cd 6f c7 57 5f 77 e5 78 f1 e1 ee 5f ab db 63 15 d6 6e fb f5 41 e7 7e 71 fb 76 75 0f e3 e7 cb f7 
8b 0f ff 7c 7d 50 11 2e 5e d2 b9 7a bf b8 bb 83 2f 6f 57 ff f7 e9 d7 db d5 9b 27 71 46 30 f0 c3 db 27 77 ef 6e fe 05 5f fe cf 
fd cd c7 a3 bb 4f d7 d7 bf 5e fd 0a 8b 3b 59 ad de 2c 17 57 05 a9 35 0b c0 5a d9 cc 2a 03 ef cc b4 12 99 93 0d 2a 75 a5 
88 ed 30 58 20 91 cd c7 ee 3a ea 
Data Ascii: DSa=ip75su~~`Za0F?`)/_9n{/rO+!_>.>TYt~}O?]ooW_wx_cnA~qvu|}P.^z/oW'qF0'wn_O^;Y,W5Z**u0X :

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 746 IN Data Raw: 85 4e 31 10 4a c8 4f 33 f0 a9 55 56 5b e5 9c 22 27 b2 cd e8 1d f5 ed c7 09 06 bf 34 1a c6 7e 4d b3 25 4a fb b5 
78 10 f7 52 e0 bc 03 13 d2 2f 0d 19 fd 86 52 fa fe 35 5e 63 95 17 3e 28 a1 d6 cd 01 d6 f3 b9 e4 7d 64 e4 8f 54 e2 2e 0a 
45 5a ab a0 b4 0d de d9 20 e8 f2 63 1a 1f c7 e6 18 a9 8a 0d 4b 1e 10 e2 7c 3b 5e 35 cf 8c e9 4f 21 4e 97 d6 85 ff b3 82 
19 40 24 33 6d 42 10 5e 59 ab 24 9f cf 2e 27 8d a3 16 26 6d 4d 13 2b 78 f5 ad d8 5c 4e 2a 2b 0a 37 20 27 16 fe e8 4c 80 
dc 7c e7 12 c0 7f 9f 32 b5 2d 48 18 30 2a 21 03 4f e8 4c 16 ac 36 be c1 b0 b4 8a e2 13 b0 a5 e6 6a e2 d7 cb ed 3d e6 fc 
c7 7a 96 56 48 a3 9d 09 c2 58 61 44 a6 2d 6f ff f6 6e 3c b1 42 15 1d 33 de 68 eb 42 26 84 71 bc ef 6d ef 1a 77 d5 dd 2b 
18 da db ea 02 79 34 e6 6d 97 e8 68 cc 92 a4 a5 a5 96 
Data Ascii: N1JO3UV["'4~M%JxR/R5^c>(}dT.EZ cK|;^5O!N@$3mB^Y$.'&mM+x\N*+7 'L|2-H0*!OL6j=zVHXaD-on<B3h
B&qmw+y4mh

2022-01-28 14:30:38 UTC 747 IN Data Raw: c9 f7 ce a6 97 1a ec 57 47 e8 c5 ab a3 8e 3a 32 a7 cf ff 1f 2f 0b 99 f8 1a 3a 8e 72 d3 b1 f0 fb 1f 23 7f 33 97 29 
a3 1c 04 25 d6 68 08 8a 48 a1 f6 eb 61 90 7d 4e 95 a6 72 d7 0f cc 1d 96 e1 6f e1 76 8a c2 b2 84 59 2b a5 bd 55 2d ae 1d 
68 01 d3 a3 8e 7a e1 8b 4c 9b 06 b2 45 31 48 04 cf e7 dc 5a 24 d0 f7 39 86 e9 21 2c 0d 21 b8 75 ba cf 98 4c f2 ae 1f 63 
a4 5a cb 40 eb 0a 46 2d 67 e7 f5 3a fa f3 de 4b ed 44 66 85 e1 4f ce 62 27 f7 88 23 3c 0d 0c 69 8c c8 1a b2 18 bf 6f f6 80 
e1 d7 ef 97 3e f0 46 eb 02 1a 7a ed 9c 0e c1 04 36 28 de 91 5f f5 c6 9a 60 32 23 85 5f e7 06 0d b1 a4 d1 2e d1 cb 56 52 
21 c1 4e 53 87 c5 ee 61 36 ef 70 87 b9 de e8 df 03 a6 54 f2 c5 4a 2b 8d 37 32 d3 5a fb 2c 03 5d 4c 17 90 b8 33 e4 91 8a 
16 5e da a0 45 50 5e 69 30 a8 6c 66 e5 51 57 ed 
Data Ascii: WG:2/:r#3)%hHa}NrovY+U-hzLE1HZ$9!,!uLcZ@F-g:KDfOb'#<io>Fz6(_`2#_.VR!NSa6pTJ+72Z,]L3^EP^i
0lfQW

2022-01-28 14:30:38 UTC 748 IN Data Raw: d3 b3 7c 4e 14 83 b9 c5 15 0d 2e c3 42 08 59 22 60 e8 75 2f 0a 2b 46 56 c0 9c fe f8 4a 05 20 2a 61 17 53 72 
ae 7e 7f d1 9d 4d c8 00 ee 5a c7 af 03 ce ba d4 7c 31 f7 74 56 bf 9f e4 39 71 cf 5c 1e b9 fa fd 6c c8 2d 81 2b c9 55 23 2e 
47 67 b3 73 32 82 bb 3b fc cb 97 7f 03 50 4b 07 08 8b 4a 75 50 bd 11 00 00 7e 61 00 00 50 4b 03 04 14 00 08 08 08 00 
2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 74 65 2f 03 00 50 4b 07 08 00 00 
00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 
00 5f 6c 6f 63 61 6c 65 73 2f 74 65 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e dd 5c 5b 73 13 4b 92 fe 2b 5a 2f 0f 73 26 c0 
d4 bd aa d9 39 7b 42 58 6d a3 c1 96 3c 92 0c c1 c4 89 50 
Data Ascii: |N.BY"`u/+FVJ *aSr~MZ|1tV9q\l-+U#.Ggs2;PKJuP~aPK*Q_locales/te/PKPK)Q_locales/te/messages.json\[sK+
Z/s&9{BXm<P

2022-01-28 14:30:38 UTC 750 IN Data Raw: 0e c7 d4 69 b0 df 91 4b bd 72 2e ee 72 ab 06 a9 23 c0 6e 1f a1 aa 00 f1 b2 10 5e 6b 0f 7b 54 5a 6b 95 c7 ef a8 
c7 d8 51 47 1b 0f 52 18 09 81 b7 2f 20 dc 95 1e a2 b8 7c ec 9f c4 94 7e 3d 34 69 c0 a6 e0 9c 72 c1 48 a1 05 90 67 09 47 
f7 72 89 e4 49 63 f8 25 91 10 8d 35 ae 10 ab a3 96 2d d0 9e a3 0a 53 fd df df df 8f eb d5 05 c0 9c 0f 16 d6 2b 41 81 cc da 
58 ad d7 e9 43 34 b5 66 61 7e 75 91 a2 89 48 40 3a ce 03 86 c2 67 01 2c 29 32 7c a6 86 d8 8e 37 e0 46 94 04 69 d9 42 
17 95 c5 b0 d2 c6 96 28 2f 90 0e e6 e5 64 8d 12 06 96 05 79 98 d0 1a 38 c0 2e ac 15 7a c7 ba a8 40 d5 08 f0 71 01 fe 51 
0e f4 a7 28 74 be 3e 10 35 de d7 23 8d 80 00 bf 80 34 cb 83 aa 40 a6 e5 32 0a ec 11 df 1d 5e 3f 86 9b de 9f ea 5d 0a b4 
d7 c6 4c cf bb df 36 26 2b d4 2f cf da f9 2b 89 48 29 
Data Ascii: iKr.r#n^k{TZkQGR/ |~=4irHgGrIc%5-S+AXC4fa~uH@:g,)2|7FiB(/dy8.z@qQ(t>5#4@2^?]L6&+/+H)

2022-01-28 14:30:38 UTC 751 IN Data Raw: bb 0e b0 46 0f b1 91 fa de eb f7 4f 0e df a3 c8 ef be 0d b0 c4 e6 b2 cd ba 49 49 bd d9 a6 31 42 00 ff 94 0b 20 
31 2f 8c 5c d3 13 c0 a5 e1 31 7d 46 35 02 1c 2b 30 e9 de 8f 28 f1 a0 58 0b eb ce 7d 2b 12 bf 45 56 00 33 8a a0 e1 5f 88 
e3 a5 28 58 4e ec 70 0e 26 90 ab a1 4e 2e ad 12 7d 7f 92 b5 5d c5 3e df 5b dc b1 94 71 88 b4 63 aa e5 6f a6 e2 d0 96 79 
ac 71 56 68 e3 00 92 44 d5 db 67 dc 8e 65 1e 8c e0 89 1b 75 e4 c9 e5 d3 b3 c9 31 51 96 7b b2 f6 7b 75 29 58 a7 84 84 
00 5f 15 10 9c ba 82 6f ba 97 dd b6 b3 85 9c f5 e7 6d 8c 1a a5 5d 19 cd 81 3d 56 db 18 d8 d3 62 10 d3 a1 8a d5 6c 43 31 
e5 97 66 e7 ae 00 e3 d1 85 07 6b 0a c2 0a ab f8 5c eb 87 39 01 80 ec c3 93 66 6a 0f 19 38 d8 6f 55 4b 04 4d 53 85 65 75 
2d 82 11 13 32 76 fb 5b ff 6d 12 17 45 21 a1 43 91 b6 7a 
Data Ascii: FOII1B 1/\1}F5+0(X}+EV3_(XNp&N.}]>[qcoyqVhDgeu1Q{{u)X_om]=VblC1fk\9fj8oUKMSeu-2v[mE!Cz

2022-01-28 14:30:38 UTC 752 IN Data Raw: 23 ce 3b 7a f4 d6 16 f7 be 9b 7c a9 69 d4 9f e2 76 97 25 a2 9f e0 c6 2a fd d5 e8 92 bd 33 26 56 74 e1 1b 09 
72 d4 cd 2c 97 29 0e 31 8d ed d5 cb 39 bc 08 41 07 05 c8 0d 10 be f6 98 ee e1 9b 20 29 33 69 f8 82 53 9a ef ec b1 c5 ef 
7e 20 ee 21 49 6f 7e 5a 7f ec 49 39 18 f6 e7 93 f1 d9 ac 9c cc fb 83 c1 70 36 1c 8f fa c7 f3 83 f1 c9 49 39 9a 4d 57 c5 c3 
bd d1 86 d2 39 1b 0c c7 f3 bf 9d f5 8f 87 b3 37 ab 14 b8 c8 95 50 38 e8 8f 0e ca e3 f9 f3 b3 d9 6c 3c a2 6b a0 2f 7c a1 14 
c6 a3 19 6c 00 56 51 4e ab 3d ad 12 e1 ba 13 08 91 c1 70 30 1f 8d 67 f3 d9 84 6c 83 3b 81 20 e3 0f cb 72 f0 bc 7f f0 72 
5e 9e f4 87 c7 f3 c3 61 79 3c 58 25 c4 5d d1 cf 13 3a 1c 4f 4e e6 83 72 7a 30 19 9e b2 db 62 5a 45 f3 d4 5e 94 fd 41 39 
59 a5 c1 95 d6 f2 34 4e 27 e3 93 d3 19 61 0f 3d 91 
Data Ascii: #;z|iv%*3&Vtr,)19A )3iS~ !Io~ZI9p6I9MW97P8l<k/|lVQN=p0gl; rr^ay<X%]:ONrz0bZE^A9Y4N'a=

2022-01-28 14:30:38 UTC 753 IN Data Raw: 60 d7 ab 76 bd 7a 5d ff ad ab 4f 59 d3 95 b6 fe c6 a3 5f e3 f7 af ea cf 78 57 bb 4d 41 d6 d7 eb 78 e5 ba e5 4c 
c5 7b 89 96 6f 55 df 4b bb 76 6d e2 c7 6f af 8a df a7 6b 5c 4b 41 d7 57 4a 8d 78 43 12 89 7f 47 0e a5 43 dc c6 1d ad 11 
05 93 a4 06 f2 2a bc 2b 4c 21 b4 0c c2 59 56 68 12 b1 a7 b7 d5 10 c5 a2 5e a1 6b 5e a3 1b bd 6a 29 c4 b5 89 f9 f3 c8 80 
51 de 80 c6 0b b8 b7 97 aa 70 5a e6 d5 ae 1c ba 47 a4 68 5b 81 c6 4d 46 6e a2 68 22 4f f1 1a 2a d0 44 0d 09 31 09 2b 
5d 19 f9 b3 4a 49 23 0a af b5 04 2e 85 b6 3c 7f 44 42 49 ed eb 6d fe 22 07 91 7b 6a 6e 0a 1b 97 6c e9 e0 9d 28 37 68 d9 
8c e2 55 c8 86 d3 45 78 a3 af db cd 45 46 3b d6 28 db 5b 36 be 64 ad 08 02 76 6d 9c 14 5e f9 60 3d b7 e9 b4 5e b5 76 8f 
ed bb 51 47 a4 58 e8 a2 f0 85 33 95 b1 99 60 b4 2b 58 8a 
Data Ascii: `vz]OY_xWMAxL{oUKvmok\KAWJxCGC*+L!YVh^k^j)QpZGh[MFnh"O*D1+]JI#.<DBIm"{jnl(7hUExEF;([6dvm
^`=^vQGX3`+X

2022-01-28 14:30:38 UTC 755 IN Data Raw: 31 24 b9 66 cc 8e 29 f0 d7 db 57 e2 22 2c 59 92 42 08 e4 7b d0 3c 6d 4c 61 bf e9 84 51 8a fe 29 eb 77 14 5f 
b4 9a 14 fa 5e b7 1c c6 bd 50 a5 76 c4 ed b6 e9 e0 a6 04 76 9a f4 3d f2 6f 79 81 76 2d 5a 0e 19 cb da 25 1a 2a c2 56 12 
2e ea 9a 45 95 08 d4 67 c1 dd 43 53 0c 90 d9 f4 86 55 1a ad 14 32 2d a6 16 40 5a 4a 06 89 35 ac 5a 26 b0 49 27 29 9a 
56 0f 71 15 0e 15 0a 4b 17 05 b8 fe 7a 04 cb 3b 46 90 64 29 8a 84 6d da 82 a0 2a 66 22 1b 6a 1b 4a 9c 5f b0 7f 5a b4 0a 
c5 08 83 70 32 ed c7 e6 dc 2d 39 05 71 ae ac 5d a0 d8 9b 10 10 45 e0 28 e0 35 a2 d9 21 73 fd 88 88 90 fc 70 dd ae c5 
5d d0 8e 65 51 6b 45 1b 53 a8 93 8b 55 d8 a5 33 48 2d a9 f6 9e 78 1f 1d 45 d7 a1 9c c6 a8 ef 97 c1 4e 2d f4 de 48 78 e7 
88 54 c3 01 dc 03 48 40 5f 20 0a 71 d7 a8 de ca 79 60 a7 a5 ca 
Data Ascii: 1$f)W",YB{<mLaQ)w_^Pvv=oyv-Z%*V.EgCSU2-@ZJ5Z&I')VqKz;Fd)m*f"jJ_Zp2-9q]E(5!sp]eQkESU3H-xEN-
HxTH@_ qy`

2022-01-28 14:30:38 UTC 756 IN Data Raw: 65 94 d6 c2 b9 47 1d f0 ec b1 99 07 0e be 20 98 9d 7b e6 bb 9c 45 d9 5d 86 09 08 e0 c1 0d 66 99 39 07 75 4f 
7d 48 7a fc 05 03 9c ce 21 a6 dc 14 77 87 c9 f0 4e e2 cb e0 f1 8e ff f6 77 3f 50 e9 40 93 a1 48 59 21 04 57 08 25 ab b1 0b 
40 6a 03 e8 6a c7 68 92 95 4b 4d d7 49 08 8b 90 cc 04 14 26 10 48 04 04 ad 3c 30 a2 33 6c 46 0f a4 57 24 1d f9 06 9f 85 
29 b6 25 d1 ed 03 f1 26 fa 7d ed 12 dc f8 6a a4 e0 8b aa d9 5c 95 f0 d2 08 fe 9c 5c d7 40 b6 db 23 7f 26 cc 8f 9e 45 f8 2a 
fa ff 31 bd 17 2a d1 1d 5b 2f 4d fa 04 6b d7 50 3d 38 e1 5c 75 e6 10 fe 60 b1 29 13 bf fb 9f 23 71 ae ea 06 59 09 6e 64 a4 
81 da 24 73 92 13 1d b9 48 73 c6 b0 6d e4 74 78 d0 d1 05 3e 89 97 fa 25 5d 5c cc 38 2b 1e 8a 93 22 1b 17 5f cc 51 17 7c 
60 0f 55 02 a9 ce c2 5c 62 f7 43 29 29 45 7c d9 
Data Ascii: eG {E]f9uO}Hz!wNw?P@HY!W%@jjhKMI&H<03lFW$)%&}j\\@#&E*1*[/MkP=8\u`)#qYnd$sHsmtx>%]\8+"_Q|
`U\bC))E|

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 757 IN Data Raw: 9c 7b d9 42 6e 79 ed 6a 24 96 32 05 47 96 00 97 1f b8 13 4f 59 02 f3 25 78 2a 8d 86 5c 1d cf d1 a8 f1 d0 93 
e5 d1 6a 3a 5b 95 15 b0 a1 e6 48 1f 36 ca 12 aa ec 7b 7a 56 52 20 cc bc 68 2d 4b e4 b0 1c 2e 96 90 ab 2a c0 57 32 51 
97 1e 7f cf 92 82 54 41 8d 9a 7b 8d 44 96 02 00 d7 7f 40 f4 01 3f cd 25 2f ee cd 27 1c b9 98 bf 7a e2 2a 73 54 35 4f e7 70 
56 96 ff a2 c9 8c 7b 8d 60 9e 08 17 9c 99 37 c0 f4 10 98 81 ae e8 46 e8 69 d9 3c 89 7f 94 b3 67 14 10 30 7d e3 3c 89 4c 
86 e0 1e 5f e8 21 c2 64 08 ee c0 5a 9e 42 84 26 34 ed d2 97 c9 f5 d0 58 00 de a4 26 cb 9d e6 cb 13 59 4e 9e 0f 17 07 4f 
39 23 e3 4e ac 70 84 5e 4c 97 50 a1 4f e6 cf 19 f7 61 de f7 82 48 3c 1d 4e 8e 00 ba ac c6 93 21 b8 cd 19 e1 80 1b fd b1 
cb cf c0 db 28 74 62 1e f9 62 56 a7 0a 80 96 8a f4 a8 1d 
Data Ascii: {Bnyj$2GOY%x*\j:[H6{zVR h-K.*W2QTA{D@?%/'z*sT5OpV{`7Fi<g0}<L_!dZB&4X&YNO9#Np^LPOaH<N!(tb
bV

2022-01-28 14:30:38 UTC 759 IN Data Raw: 5d 9c cb b6 51 ff a8 01 77 99 a8 4b 2e 55 20 40 d8 0c 68 f2 23 e9 df f6 85 10 9c 4c 0d a0 46 00 53 04 96 6b 99 
8a dd a6 2c 5d b1 d3 9b b8 8c 45 45 2b 2b f1 49 c6 c5 fa 6f 2c 2d 51 63 72 72 15 67 49 c5 4a 51 ea 4c 1f 90 42 a9 67 59 
1e 74 9a 96 65 99 4a 64 7f 65 95 7c d6 a0 b6 01 04 f2 02 c0 86 e1 a1 78 1f 3e 5b 83 4d fd b0 05 37 fb ae 6b ba be 6d 50 
8b 42 44 79 f8 82 15 09 41 e5 5b 26 45 b2 6a 6a 61 8e c4 10 c5 f0 e4 e4 44 6a b2 02 b8 df f3 1d 68 32 60 04 5b a9 c6 77 
0d ca 56 fb f8 2d e4 2d 20 26 82 
Data Ascii: ]QwK.U @h#LFSk,]EE++Io,-QcrrgIJQLBgYteJde|x>[M7kmPBDyA[&EjjaDjh2`[wV-- &

2022-01-28 14:30:38 UTC 759 IN Data Raw: 07 ff 06 d8 4d a0 d9 76 7f e7 37 21 61 c3 f6 a6 81 e3 3a 81 15 70 67 29 46 e9 23 ce d2 ac 39 ab 63 9b d4 86 
7e 00 35 b5 2c ec 55 59 e1 32 de 8a 3d c9 15 f0 0c f2 c6 c7 87 e9 c2 92 41 60 1d 4a cc 00 1a ab fa 61 9b 02 ee 02 60 b5 
07 9b 02 ae 5d 8d 8f 7e 7c 59 97 55 4c fe 90 94 15 93 67 91 48 0d f0 16 2b ff f0 a9 d1 c6 ad 61 18 34 30 79 0a 9a 2a 90 
de 6d d2 06 dd 97 31 59 c6 cf 49 46 58 b5 02 3c 92 92 6b a7 cc ab a4 c5 38 f8 11 19 65 2b ee cc 27 ce 8a 18 61 29 f8 40 
0c 1b 11 81 94 a4 14 cf 14 f2 51 09 ed 12 78 8f 89 cc 95 8c 55 08 85 92 9f 62 55 e3 6a ae 17 3c 26 12 63 7b 40 04 12 6f 
e3 22 6b 76 dc f8 fe 98 6c 81 14 32 2c 56 31 79 61 c5 e3 ba 58 ed 7e 47 b0 48 5c e1 9f 24 c5 8e eb 73 20 83 13 be 03 99 
b7 2b 92 c6 79 2c ad 47 84 5d 9d c7 e7 a4 24 0d 33 c9 24 
Data Ascii: Mv7!a:pg)F#9c~5,UY2=A`Ja`]~|YULgH+a40y*m1YIFX<k8e+'a)@QxUbUj<&c{@o"kvl2,V1yaX~GH\$s +y,G
]$3$

2022-01-28 14:30:38 UTC 760 IN Data Raw: ea 62 bb 11 02 36 9f 32 9b b6 03 56 83 b8 71 d4 31 47 1b b2 f7 19 64 3d 20 bc 47 c7 08 a6 f4 84 df e4 bf f5 84 
48 dd fc 6f 37 20 72 1d df 09 50 1c 5d 03 55 08 79 8c 62 a4 34 d3 92 f6 88 76 d7 75 0d 74 dc 7e 00 16 63 82 80 52 8d 6b 
04 2b 78 ad e9 52 d2 c4 b3 1b a0 96 7a 96 15 a0 ac 22 a2 fc 80 2a 2e 9a 6f 1b e4 fc 44 c2 6d 03 a2 d5 5e 7a 28 19 0e 26 
be 6d 18 18 ab 52 10 2d 12 7e d1 5f 08 e8 aa 03 72 97 d7 23 7c 13 54 b9 35 23 7a 86 75 e3 72 d7 57 21 44 b2 4d dd 08 
70 0a d0 0e 27 94 ca e6 21 d4 3b 10 e1 9a f8 72 6c 68 d5 9d 15 ab c9 3c 7a 9c 06 af 1f e2 ba 19 d4 b5 3a 9c 8d d4 a4 1f 
5d 85 64 8e a8 50 9e 0b fa cc f9 3e 6a 2f 08 b5 52 0f 22 2e b1 6c d2 3a 93 0e f3 0c 84 14 12 8a 02 0a e0 31 0a 87 2b cc 
aa d5 ad f3 c9 db b6 e1 db ef b5 61 82 d7 ae 60 a6 34 dd 
Data Ascii: b62Vq1Gd= GHo7 rP]Uyb4vut~cRk+xRz"*.oDm^z(&mR-~_r#|T5#zurW!DMp'!;rlh<z:]dP>j/R".l:1+a`4

2022-01-28 14:30:38 UTC 761 IN Data Raw: b7 82 f9 70 00 aa 70 7d 3d b8 18 68 6c a2 bb 8d d3 e9 ea 0f a6 bd 70 d2 e7 9e 3a 1f 4c 6e 42 5d 2a ea 2e 7c 
75 ba ce 07 c3 a8 2e 2f 0b 64 f6 50 03 3e ba 41 99 4e 51 ad a3 03 e4 35 9d b1 4e c5 30 54 e9 97 fa f6 97 4e 72 74 a5 96 
78 f5 9d 19 9d e4 24 e2 05 56 73 6e dd bd a6 4e 41 87 b8 ee 8d a6 2e f1 3a d5 94 5a aa 61 e7 9d 0a 74 f8 a0 bb b1 e8 
54 30 9d 23 53 d5 6a a8 eb b9 74 3a 6a 3e 74 36 bf 58 8c 26 8b 88 13 1b 35 1c d5 17 04 3a 15 f1 f8 1e dd 46 2a 11 d6 bc 
0c dd a9 e4 3c 0a 67 73 60 15 27 7c 91 a6 ea aa 37 cb 9d aa 00 15 6a 50 eb 5e 14 eb d4 00 e2 fa 17 54 1f e4 69 17 78 
e9 de d7 d3 a9 13 f8 f5 4e 5d d5 dc 4f 76 eb 39 9f 44 d1 2f 2a 98 e9 5e 98 ef 56 a2 2b ce 9a 77 16 df 51 30 81 af d4 83 a8 
77 a4 dd 2a fe 12 4d ae 54 42 a0 99 6c 75 ab e8 40 08 dd eb 
Data Ascii: pp}=hlp:LnB]*.|u./dP>ANQ5N0TNrtx$VsnNA.:ZatT0#Sjt:j>t6X&5:F*<gs`'|7jP^TixN]Ov9D/*^V+wQ0w*MTBlu@

2022-01-28 14:30:38 UTC 763 IN Data Raw: c0 aa 59 67 15 f8 cf e0 b4 12 ae 90 ac f6 c8 0d 58 8e f5 c9 16 1d 72 01 b9 ad a8 c0 d8 c3 45 21 7c b1 b5 7c b0 
ec 93 0f f1 57 45 fe 32 e7 67 f9 8b b9 fa 0d 89 6f 83 d4 22 58 e1 bd 32 41 49 c9 7a 95 68 d3 e7 88 5a d8 9a 2b c2 0e 1f 
a1 07 53 38 01 86 0c 4c a3 f3 22 68 b3 ce 67 21 1e e1 f8 4b a9 00 30 44 00 d7 6d 0b a5 00 0a 89 bf fe 3c 06 32 f7 f7 fa 
40 e7 c9 78 f7 f3 a7 2f d7 f3 4f bb 57 17 17 37 8b db 17 b2 f3 ab f8 13 d9 b6 88 66 e7 d5 fc f2 fd d5 97 db 9b bb 5f 65 73 
19 1b 53 74 c6 24 f4 9a 63 63 e7 56 8f 0d 26 a7 85 0a 08 0e 47 07 dd 41 ff df e5 e8 ee ee 57 f5 57 6f d1 41 32 7f 1f e9 c9 
bb ab cb c5 0f d9 f9 ef 77 17 8b 3f 7e d0 ce bf cf 2f ff f7 07 6d 7d 75 fb 61 71 fd 83 f6 be 6b 94 c5 18 88 8a 84 04 53 a2 20 
7e 28 04 1f 74 63 63 2a 97 d6 af f6 e9 10 
Data Ascii: YgXrE!||WE2go"X2AIzhZ+S8L"hg!K0Dm<2@x/OW7f_esSt$ccV&GAWWoA2w?~/m}uaqkS ~(tcc*

2022-01-28 14:30:38 UTC 764 IN Data Raw: 56 a8 aa 03 ee 81 91 45 70 42 98 62 c3 c2 47 db 20 7b b0 8e b7 c2 c1 48 99 82 17 c1 16 aa 59 5e 66 c4 c6 c8 
5d 54 23 31 28 10 b0 08 6e 13 39 73 28 e0 e2 13 13 e6 51 87 8c eb 01 38 b8 a4 e5 e9 47 47 57 31 5e ac 4a 28 d1 1c 33 
01 1c b6 74 c8 d4 e6 67 2a d2 04 8a 66 a5 d8 32 79 2c ac 98 36 db e6 a6 da 7d 85 37 4a 6b 04 8c 78 d1 6f 98 e0 60 7d 
cb 9f 82 a0 e9 5a 43 8d 80 12 65 da f9 35 62 39 17 f0 ec 31 fd ff 35 0d fe b6 bf cb 28 e8 fa fe fd 96 2d fb db eb ab 2f a7 9f 
16 37 1f ae ae 6e 9b d6 bd 55 a0 9d b1 c1 6b 75 a1 21 10 57 de 39 08 81 83 b0 92 f7 05 b4 88 8d b2 b9 c8 64 85 04 36 
1a 1f ed ac ad c6 55 6c 08 b2 2a ba f2 4d 87 87 0c 59 db 74 7a d5 8b 50 bd 05 03 a3 7d b0 85 0e ca 16 99 5a 6e 8d 95 9c 
a7 de 7c 65 78 64 db b9 a6 36 f4 61 52 ed c5 ea 0a 2c ef 6d 
Data Ascii: VEpBbG {HY^f]T#1(n9s(Q8GGW1^J(3tg*f2y,6}7Jkxo`}ZCe5b915(-/7nUku!W9d6Ul*MYtzP}Zn|exd6aR,m

2022-01-28 14:30:38 UTC 765 IN Data Raw: b0 21 7e 9c c1 65 87 2d 71 62 84 43 eb a4 14 83 6c cb 43 dd a0 d8 22 5d f1 11 75 6d 36 d9 7c d9 34 f2 56 5a 
69 3c e4 cd 5a 43 7e ed 40 33 d7 88 39 f3 7c 57 84 a2 85 97 36 68 11 94 57 1a 4c 31 ff c0 fa 46 e6 83 06 bf f8 b5 05 1e 
a4 2e 80 df 2c a4 b4 42 54 d6 63 dd a3 fa 0d 51 3d b5 77 4e 14 d5 00 8d 00 c1 85 1f 5d 18 5e 84 cc aa de e2 28 b1 cd 98 
b9 08 7e f3 49 7c 3a b5 be 66 a4 a5 46 3e 54 45 6b 50 3a 19 3c 1c 20 78 5f ac 1b ff f9 d6 63 35 0d 0a 52 89 00 2e b7 a8 
e2 17 5b 3d f9 c3 3f e6 4b 67 6d b3 55 5d 2c f3 cc 50 60 b4 e2 b4 c2 9d 4c b2 a2 01 ae 24 e9 7f e8 05 23 9d 93 e3 c1 2e 
63 b7 11 e3 e3 b8 d4 53 44 42 0c 2e a9 32 ed e2 d8 92 98 72 8d a5 07 3b cb b8 3a db 82 a3 a8 69 b2 03 2a 30 a5 59 2e 
86 67 d1 f7 b8 aa 40 df 1c d3 d6 da 37 39 75 b3 4d 67 d0 1d 
Data Ascii: !~e-qbClC"]um6|4VZi<ZC~@39|W6hWL1F.,BTcQ=wN]^(~I|:fF>TEkP:< x_c5R.[=?KgmU],P`L$#.cSDB.2r
;:i*0Y.g@79uMg

2022-01-28 14:30:38 UTC 766 IN Data Raw: 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 
00 00 00 5f 6c 6f 63 61 6c 65 73 2f 76 69 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e bd 5b 6d 73 db b8 11 fe 2b ac 9b 0f 
77 1d c7 06 08 be 21 ed f5 46 91 68 5b b5 2d b9 12 e5 4c 3a 99 d1 e8 cd 96 26 96 e4 ea e5 7a 6e c6 ff bd 0f 08 80 a4 b5 
a0 ee ae d3 de 97 84 96 b8 8b c5 be 3e bb 80 be 9d 70 c6 13 99 04 61 c4 83 24 09 7d 16 f2 f8 e4 83 f7 ed 64 39 db 6e 47 
8f 33 3c 9f b4 be ec f9 6c 36 5e 3d 7a f3 2f 7b c6 66 93 d5 fc e4 f5 d4 3b e1 3e 17 32 8c 65 e2 c7 be 48 e2 50 fa ec 90 34 
db 80 82 8f 99 e2 30 9d 6a 0e e0 25 9e bd 55 ce 8a ad bd ed 68 ef a9 97 38 cf 3f f1 5f bc a5 7a 78 08 bc 9d 7a 77 24 2a 
df 3e 8c c0 62 95 f3 18 85 3b f5 22 1e 38 3e 9b e4 6c e3 
Data Ascii: PK)Q_locales/vi/messages.json[ms+w!Fh[-L:&zn>pa$}d9nG3<l6^=z/{f;>2eHP40j%Uh8?_zxzw$*>b;"8>l

2022-01-28 14:30:38 UTC 768 IN Data Raw: 35 a7 3b cd e2 61 6a 54 32 92 2b 23 8e c6 39 c0 1b 66 0d c8 f3 54 ec d2 80 ae 09 75 2c 6f 9b 2f 35 2d c1 6d 
11 9b 93 d2 cf 75 7a 54 78 a3 48 2f 4b 6d 91 85 41 7f 1a 08 2e 56 36 86 cb 05 0a db 79 e3 d1 5a b3 9c 8a a5 97 ff ff 90 
fb 7e 2e e3 99 77 47 82 c9 82 f3 17 a7 74 5b 83 28 4b 08 54 1a 06 30 ab 56 41 13 13 22 9a c1 03 d7 4a 99 f2 42 d9 8f 0b 
8d f1 9f f5 37 23 08 b2 33 16 59 b9 cc 7d e6 dd d6 28 c3 2c 65 21 9f ef 50 8f d5 f1 a9 da 87 52 b2 06 cd 78 25 d7 cc 43 a8 
ff 87 0b a2 69 19 bd e4 09 1c 94 e3 3d 98 5a fb 9e 56 77 ce f7 4e 6d 19 47 5f 6b 0b c2 d1 51 35 d6 b9 92 cc 76 b6 46 2d 
f3 f2 d5 a5 75 ba c2 6d f4 fb 79 fb a3 83 33 58 9c 79 39 d4 1d 73 5b 46 73 1e 47 52 64 61 d5 d3 52 0b a5 fc 53 a1 0d a9 
7c 7c 53 30 36 e0 96 60 69 ea 03 8e f5 a8 4b ee 6d ab 
Data Ascii: 5;ajT2+#9fTu,o/5-muzTxH/KmA.V6yZ~.wGt[(KT0VA"JB7#3Y}(,e!PRx%Ci=ZVwNmG_kQ5vF-umy3Xy9s[FsG
RdaRS||S06`iKm

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 769 IN Data Raw: 97 ca 13 ad 9d 96 6b 54 f4 df f9 99 e1 a2 ec 01 0e a5 35 d5 d0 84 af 04 a6 47 8f a6 fa 55 d4 33 74 6d 47 e6 8f 
36 b7 3f e8 f0 8d 39 dc 19 f1 cf 50 86 e1 24 0c ce 46 bd 6b ed 44 c7 e3 03 6b 16 a9 ca 54 bf 0a 56 f8 59 ef ee c5 43 9f 55 
e0 d7 0a 0a 3f b3 b2 24 91 6a ae 14 38 e3 e8 29 c8 36 8a 3a 59 45 af bf 5c 33 2b 47 7c bf a5 7a fe 7f 90 2e dd e5 af 04 
ba 36 21 c0 d6 02 75 37 66 71 ac 06 c8 78 a0 27 f8 36 57 17 3d 8f 2e b3 71 ac e0 75 c8 e1 27 01 0f 50 b8 eb 86 e2 d5 73 
9e 8a 6b cf 62 72 26 92 b7 15 8f 8b 91 2d 65 6f 27 44 d3 fd 8b 9d 5a da 11 c9 88 57 df 99 4a 0b c5 e2 c4 07 3e 11 3c f2 
51 48 03 1e c5 14 26 b9 71 6f 0d da 2d 41 6e 19 c9 08 73 00 82 ef 34 93 82 e2 83 e7 9f 06 97 57 ff 2e 98 87 f8 e3 7b 23 
54 1c c5 7e e0 03 bf 01 af 0a 24 7e d2 e4 76 88 fb 
Data Ascii: kT5GU3tmG6?9P$FkDkTVYCU?$j8)6:YE\3+G|z.6!u7fqx'6W=.qu'Pskbr&-eo'DZWJ><QH&qo-Ans4W.{#T~$~v

2022-01-28 14:30:38 UTC 770 IN Data Raw: d8 e9 fa 75 24 af 3a 0e cf eb f9 5c f4 d2 f4 1f b4 98 b9 7e d1 54 cf c4 95 9c 1d 97 b1 8f 30 e8 c1 56 74 23 f4 e4 
be 9e c5 df d2 de 35 05 04 8e 29 5a 3d 8b 9a 0a e1 ba 59 73 84 89 a3 42 b8 8e 53 eb 39 68 68 42 cb 2e fd b5 d1 11 1e 
19 f0 26 75 59 d7 59 71 3d 93 41 e7 53 23 6b 5e b9 9c cc 75 96 e5 62 f4 b9 3b 40 87 de e9 7f 72 84 8f e3 96 79 85 c5 55 
a3 73 09 e8 32 6c 77 1a 08 9b 7b 22 81 6b 76 ee 24 bf 47 b4 51 e8 e4 b8 d6 e6 a0 36 1d 00 6d 15 e9 29 b3 83 3a 6b 67 
37 e9 90 04 86 e3 27 1a 15 62 dd 16 a2 65 31 80 a1 d9 b8 53 59 8c ec c0 71 6d a3 e0 02 88 4a d4 e5 38 a5 b0 ef df 35 
06 7d 42 e0 ba 7f 5f 10 dc 34 68 fa 72 fc 6a c1 be df 4f 53 52 9e 5d c3 42 fb fe a0 e3 da 82 6b 38 6f 29 ee bb 37 83 5b 42 
e1 fa a5 dc eb eb 7f 00 50 4b 07 08 99 e0 54 92 fd 0f 00 
Data Ascii: u$:\~T0Vt#5)Z=YsBS9hhB.&uYYq=AS#k^ub;@ryUs2lw{"kv$GQ6m):kg7'be1SYqmJ85}B_4hrjOSR]Bk8o)7[
BPKT

2022-01-28 14:30:38 UTC 771 IN Data Raw: 01 7c db a7 0b 01 74 f4 85 0b a8 58 05 d0 38 30 8b d1 15 42 c4 c2 46 51 46 21 ae bc b5 12 0b 2a 84 12 90 e4 
64 d6 56 25 78 ef 8a 2c 42 ac 88 e6 a6 70 0b 1e bf 03 d3 6c ab 51 05 04 9a f3 40 6a 51 c0 3e 7a b0 6c a4 da 6f 2c 15 4f 
b7 36 3a c9 2b 94 6a 49 ea 5c c0 fd c0 ee e2 19 48 92 8c 46 3a c9 02 fb 47 f5 0d e4 4d c6 4e 28 9a b0 b6 11 66 93 64 8c 
96 42 e3 2d e0 09 42 29 ac 98 79 4f 4a a8 9d 85 e9 29 c4 95 c7 5f d2 c2 c0 21 a8 5c a6 e5 3b eb 50 45 19 2d 50 a2 03 
48 84 83 a9 c1 23 2c e7 43 67 14 c5 c0 da 10 9b 12 55 4d 6f 6e 6c c7 9a 8c d3 22 92 09 1f 2d 0f ae 65 bc 5d c7 5f 42 02 
cf ee 4d 64 b8 a2 10 41 12 4c 48 8e 18 04 6b 35 69 f7 b6 f3 42 f2 2b 76 5a 75 11 99 de 61 65 4d 6f 52 82 56 a6 e5 ba f3 
97 95 b4 1a 60 11 ee ea a6 26 e2 24 52 6a 14 76 47 79 9a 2d 
Data Ascii: |tX80BFQF!*dV%x,BplQ@jQ>zlo,O6:+jI\HF:GMN(fdB-B)yOJ)_!\;PE-PH#,CgUMonl"-e]_BMdALHk5iB+vZ
uaeMoRV`&$RjvGy-

2022-01-28 14:30:38 UTC 773 IN Data Raw: 9c a2 02 a4 7a 4d ae 72 d1 ef 14 dc d0 5e ed 98 de cb 2c 16 8f ae f7 96 e3 2d 4d 9b 51 c4 3c 4d 67 ad ca 52 
fd cf 11 7c 4d ea de 92 90 a6 e9 bc d4 06 ec 0b a1 65 b8 39 50 8b ef b1 fa a6 74 42 22 91 c9 9a 40 e6 2f 22 67 1d 2c 68 
7f f4 5c 2d df d1 1f 37 56 b3 c6 03 88 c1 79 0a 00 20 b0 01 38 c8 44 e0 86 68 7a 4a 49 df 6c 12 e0 5b 5b 68 60 4a 00 e9 
92 60 d5 82 71 de 21 39 a4 72 4b 53 eb 24 1f 80 f1 4e a9 00 b8 47 5c 7a f4 90 9c 23 6d a4 7d ba 8a a5 02 2c 9c fa c3 9a 
ce 1f 00 90 22 02 96 39 20 4a db 46 46 76 b7 0b e2 c4 29 fa 07 31 7d 5c 69 2b 7c 44 87 a4 41 37 45 75 d0 c4 f7 90 2d 75 
05 fd a9 ac 35 ba e9 c8 52 bf f7 1b 62 ba a9 77 4d 9d 67 db cb 1d f4 63 07 1d 5d 24 57 ba 8e 35 e7 40 7f 6b 4a d0 1d b4 
00 d4 d7 00 eb d1 14 0c 8e 65 0e 06 2d ae 40 bc 21 0d 05 
Data Ascii: zMr^,-MQ<MgR|Me9PtB"@/"g,h\-7Vy 8DhzJIl[[h`J`q!9rKS$NG\z#m},"9 JFFv)1}\i+|DA7Eu-u5RbwMgc
]$W5@kJe-@!

2022-01-28 14:30:38 UTC 774 IN Data Raw: 55 ce cf b0 ab 6c 3b cc c7 9f 2f 28 99 cd b2 0a c6 b0 fb 61 05 d7 d3 09 a8 c2 c5 c5 e4 7c c2 d8 84 3b a7 e4 74 
9d 4e 16 27 e3 f9 29 79 ea 6c 32 bf 1c 73 a9 c8 9d 97 73 ba ce 26 d3 32 c2 cb 0a 99 3d 65 8a 0f 37 8b e3 14 45 1d 03 45 
9e e9 9f 39 15 d3 71 4e bf f2 af f4 38 c9 d9 db 1c e2 f3 4f 8b 38 c9 79 49 00 cb ec 9b 3b f4 e5 14 0c 88 73 1f 82 0d 89 c7 
54 cb b0 94 e1 e8 83 0a b8 fa c0 9d ae 0c 2a 58 5c 23 53 73 34 e4 fa 2d 4e 47 e4 43 af af cf 57 b3 f9 aa 24 62 93 87 63 fe 
81 c5 a0 22 8a ef d9 4d 99 13 61 e6 0b f6 41 25 67 e5 78 79 8d 5a 45 84 af 64 50 37 3f 63 1f 54 85 52 91 07 35 f7 5d dd 
a0 06 10 d7 bf 01 7d 90 a7 43 c5 8b fb f2 91 53 97 ea d7 0b b8 ca 9c d2 0e eb 39 9b 97 e5 3f f2 62 c6 fd 8f 87 61 25 1c 
38 33 5f 80 be a0 60 0e 5f e5 1b c9 0f 8d 87 55 
Data Ascii: Ul;/(a|;tN')yl2ss&2=e7EE9qN8O8yI;sT*X\#Ss4-NGCW$bc"MaA%gxyZEdP7?cTR5]}CS9?ba%83_`_U

2022-01-28 14:30:38 UTC 775 IN Data Raw: 76 3b fa 9b f0 7f e8 2b ed b9 64 5e 33 e7 84 f2 82 f3 4c c5 d1 92 3c 63 36 c8 c3 28 e3 15 2a 2f f2 19 95 c0 3a 
e6 a5 1a ca cf 58 88 8d 50 48 29 53 ea 2d 79 d9 37 a1 06 b2 90 58 54 49 cb 90 76 ac 2a 43 7d aa bb 44 44 c5 b0 a3 7f 
c7 2f 0d 55 21 5f 6e 54 ff 97 ae de 69 b9 a5 f7 30 23 9f 06 f1 4d fc 61 44 16 28 33 3a ac 01 d6 34 0d e5 b6 da 04 55 b1 38 
06 85 62 4b e5 7d ab c8 1c 2b 0e cd a4 a2 d9 15 56 2a ef 9d 43 0e 43 e8 f0 f9 e8 28 e1 e1 26 e6 81 0a da 08 01 47 25 d8 
f6 f5 0a f1 31 3d 9d 22 40 56 cb 9f be 7c 7a b8 2d 3f fd 74 b3 dd de 35 f7 bf f0 d1 af ec eb cb f2 f3 fb 9b 87 fb bb 6f bf f2 af 
78 01 e2 63 f4 75 be 38 1f cf a6 7f 2f 16 df 46 64 91 0c 70 a4 ea d1 fe 59 91 7f 56 2b 17 5c d6 90 f5 9e 9b 11 27 3f 35 e4 
f9 9c 9a 9b fb 0f cd ed 0f 6a fa d3 a3 9a 
Data Ascii: v;+d^3L<c6(*/:XPH)S-y7XTIv*C}DD/U!_nTi0#MaD(3:4U8bK}+V*CC(&G%1="@V|z-?t5oxcu8/FdpYV+\'?5j

2022-01-28 14:30:38 UTC 777 IN Data Raw: 78 ae 48 f6 46 39 46 06 c0 02 84 b5 f2 56 6b 9a 22 81 87 70 22 62 59 0e ed 89 56 00 7c 24 1a 87 97 93 51 68 
19 5d 37 7b dc 31 7e 2d 41 9d 61 8f 03 8b 06 7d 04 e3 4c 42 f4 ea b4 6d 70 0e c7 3d 7d 5c 8b a1 11 d1 2f 10 b5 37 1f 7f 
3e fb 38 ea cf 1c e3 db 94 62 0c b6 83 fe 63 dd 16 dd 43 a6 e5 39 84 a0 3d 48 6a 45 d3 a7 58 82 bc d3 4d 0e 36 77 40 a4 
15 de 05 42 86 ff 22 da c1 59 33 2f 6a 31 2d 30 97 fd fc 32 d7 04 f7 09 65 9c ce b5 53 cb 7e c2 1c b1 a4 d6 0c a3 99 54 
b0 93 be a2 4f 83 98 db d7 d5 56 03 6e 08 99 aa ca 3f ef 3c 49 14 bd 1b 0e c4 c9 6f 6f c5 e8 17 c0 cf 51 3e c1 cf d1 ce f8 
cc e4 b8 5f 3a 35 a3 08 e9 a0 b7 a3 a8 44 d9 f6 a5 ef 69 54 6d 3c 7c 28 bd 85 53 1d 43 53 23 32 15 3e 1f b0 08 be b3 cb 
a8 c4 02 ca b0 21 c4 3b e0 08 ac 36 e7 8a e8 7a 13 c0 
Data Ascii: xHF9FVk"p"bYV|$Qh]7{1~-Aa}LBmp=}\/7>8bcC9=HjEXM6w@B"Y3/j1-02eS~TOVn?<IooQ>_:5DiTm<|(SCS#
2>!;6z

2022-01-28 14:30:38 UTC 778 IN Data Raw: 36 7a c3 2a 16 c5 df ae a7 8b 22 71 4d ae c7 1c d6 b2 7a 7b 55 3c b2 dd e9 e0 28 51 75 39 5d 2c e6 8b e9 ec 
bc 8b dd f5 f2 fa 05 f9 08 5f 25 61 9c 01 e6 44 e1 ac 58 bd 99 2f 5e 21 8e ce ce 8a 05 85 e3 9b e9 d9 34 f1 77 86 a3 0d 
aa 1a 5a 60 ee de df a0 92 e5 f8 b2 c8 9a 92 9b e6 0d 6a 79 43 7b b6 be 3a 4d 5c 93 22 68 aa 63 7e 2c 95 3b e1 4e c4 
ae 16 d3 d7 e3 d3 b7 eb c9 78 35 5e 5f 2f c7 e7 45 26 9d 92 53 e6 44 cd 92 68 4d be b8 e4 e0 26 2f 7f 31 3f 4f ca 63 a6 
61 ca 08 af ae af d6 af a7 cb e9 8b 69 08 b2 c1 2d cd dc db 4b b5 cd cf 56 6f c6 8b e1 c8 cf e1 5f a2 e5 7a f6 6a 36 7f 93 
c8 e6 9a d4 44 f6 f5 74 52 0c 57 fb 0c 2b 19 d0 b0 bc 9c cf 57 2f 67 c5 32 f1 6a ee 32 68 a2 e4 6d 91 82 55 e6 36 4a 90 
5b 9e af cf 50 90 11 bd ab 39 b0 66 99 94 af dc 31 5d 27 
Data Ascii: 6z*"qMz{U<(Qu9],_%aDX/^!4wZ`jyC{:M\"hc~,;Nx5^_/E&SDhM&/1?Ocai-KVo_zj6DtRW+W/g2j2hmU6J[P9f1]'

2022-01-28 14:30:38 UTC 779 IN Data Raw: 3a 8b e9 25 ed 5f 91 bb 5e 67 96 5d 8f a3 24 73 f7 b6 3e df 5f 7d 9e 7f be ec 7d f7 64 4f d0 60 fd 96 b3 2c d2 
ac 3f 2c b2 d4 ae 6d bd f5 9d 39 37 e3 6c 97 9f 7f be bc 78 dd 91 af 87 fd 3b 37 f3 fc 2c 48 db 61 42 bf d6 6a 13 4e b1 86 
6e ea ad cb 3d ba 8e 14 f4 14 cb f1 38 0c a3 87 87 24 06 1c c9 1a db 07 01 7d fa 99 5e 3c 3c 9c f3 df db 9d 9d 68 6b 58 
cc 17 51 91 a0 df 5b 5d 72 3f 90 fb ea c8 45 75 86 c5 d6 05 03 13 c3 45 a4 d7 ba 04 97 18 80 b9 7f 18 c6 f4 0f 2d 32 35 
ba 45 bd 57 1a 3f 9a cd a2 3b ea d4 5e 4c 3d e1 a8 33 5c 64 13 cf 9a 89 1b 89 58 a4 12 be 12 8c 3b f2 e8 cf 11 66 83 cd 
cf b9 07 cf b9 9e 4d 17 53 34 42 8b 17 e6 3b 3b 7a c0 ea a9 88 26 fa 4b d4 19 44 f3 8b 55 f1 66 36 bd ce 08 59 b8 39 0d 
39 ee 10 b0 8d dd 54 44 57 79 4f e4 22 52 07 c4 ac 
Data Ascii: :%_^g]$s>_}}dO`,?,m97lx;7,HaBjNn=8$}^<<hkXQ[]r?EuE-25EW?;^L=3\dX;fMS4B;;z&KDUf6Y99TDWyO"R

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 780 IN Data Raw: 83 4e bc ec f7 b3 99 27 5a f4 f3 6e 41 3c 58 7f 9e 2d 84 c1 64 35 d2 c1 4d 1e 73 15 6a 18 f0 43 47 1b 27 5b 
23 23 74 62 15 72 65 ab 2f 55 63 2e 3e 97 b3 26 04 41 5c 73 b6 a8 bf a6 3d 2b 81 56 c3 a6 ec c7 dd af 0f e9 58 22 e9 8d 
35 78 cd 94 77 e3 b5 e4 4f 36 5e 4b b2 fb f8 52 45 16 8b 5a 1b 80 a6 53 ba 72 6c f3 ad 34 ec e9 72 96 64 22 b2 c5 f0 09 
88 8e bb 77 f5 eb 1e e4 6f 8f 50 2a b1 6d 9d 71 34 5f 9c e3 dc 01 5f e9 df 22 ae cf 77 3c 8d bf 35 d2 ab a8 27 ee 81 8d 7c 
ea 92 fe 59 7b 6b 29 91 96 ec 72 79 e0 ab 2c f4 ba 25 51 e7 55 4f 0c e8 0f 1d e1 28 21 c9 bd 9b 42 27 83 13 2f 71 06 51 
be 18 02 72 23 50 58 d4 3a ae 62 85 45 e4 30 32 89 a8 48 5c f9 32 a4 0f 3f 53 f1 ae 16 49 c2 7d ff 9a 68 85 e1 44 23 10 
02 c7 60 34 b0 83 44 bd 35 aa bb 4a 7a eb 06 6c 11 97 
Data Ascii: N'ZnA<X-d5MsjCG'[##tbre/Uc.>&A\s=+VX"5xwO6^KREZSrl4rd"woP*mq4__"w<5'|Y{k)ry,%QUO(!B'/qQr
#PX:bE02H\2?SI}hD#`4D5Jzl

2022-01-28 14:30:38 UTC 782 IN Data Raw: 52 00 cc 9a b1 59 44 5a 37 e1 7c fe ec c3 be d8 73 3c d9 65 46 5d 66 4d 5d b6 d0 e4 49 d6 75 b3 8e 34 fc 3e 
1b 86 4a 57 4a 0b 9e 0a 47 be dd 4d 89 6f 17 a0 fe 49 97 ce 1a 31 19 82 16 d0 7f c6 d2 08 c9 64 1d b6 9e ba 8e 31 61 fb 
5b e9 70 1e c5 63 3a f1 5b d1 72 31 25 ac 39 4c b6 e2 e9 74 41 0d 46 d7 9d ad 43 69 14 ff 69 8b cd 65 c9 74 4c 6c 4a 3a 
24 5c 96 cd b7 88 5a 65 b7 8b ac 98 d3 32 88 2d 4d 9d 3b 30 c3 62 65 3a 83 59 d6 a7 d7 54 b2 98 2e b6 18 21 77 1c 9b 
1a c4 a9 26 32 cf 09 bd 12 01 4e 69 ef a0 a6 78 e3 de eb 69 12 0f ba d6 18 2a 09 2d c6 45 12 11 e6 e1 09 d3 fd 2e d7 d8 
33 c8 91 08 03 1d ee 92 69 e8 3a fa 97 e3 33 15 0a 4a 71 27 c6 6c af 53 47 24 25 8c 1f ee d1 a9 1d 2f 2a 70 ff 13 de e5 
78 e7 05 eb 18 02 09 21 aa b8 b3 2c e6 83 61 7f e1 5e 39 4f 
Data Ascii: RYDZ7|s<eF]fM]Iu4>JWJGMoI1d1a[pc:[r1%9LtAFCiietLlJ:$\Ze2-M;0be:YT.!w&2Nixi*-E.3i:3Jq'lSG$%/*px!,a^
9O

2022-01-28 14:30:38 UTC 783 IN Data Raw: 9a c5 6c 3a 1e ab a2 e5 63 73 f1 94 16 98 36 ed 26 53 a5 6b 2c a7 63 be 73 d3 4a f0 7c a4 ac f9 2e 87 41 c0 
e2 1f 0b 82 92 0a 60 9c 1a bb 80 bd e9 eb 60 b0 b3 73 ec 0e 2c 88 86 aa a0 3c 44 b3 92 ee 49 75 bb 66 c1 35 11 21 e9 
52 58 9e 74 10 34 a5 79 3d ed 85 90 32 8d 45 f9 b9 36 28 a7 ac 4a 46 33 f7 6b 61 29 a8 d3 52 53 49 07 bd fa ea c0 2b 
5b 34 08 a5 42 4b 5e d8 22 29 94 19 51 22 85 4a 66 a8 88 cf 86 3e 11 08 89 0a 99 d9 6e 28 1c 5b 36 93 8d c9 2a 4d ab 7
4 04 8b e5 b9 da 3f a4 81 95 c6 fd 8a 3d 3e d5 14 4f 9f a7 d8 5e cd e3 a8 62 61 81 de ff c3 f5 b5 61 a8 4a 1d 44 22 59 c1 
c8 e8 d9 f4 88 0f a4 5d 05 ce 12 ff 59 75 f1 c8 d2 8a 4e 58 91 d2 67 4a 00 3b 9b 45 39 b3 94 20 35 57 6c b7 9e 26 92 f7 
96 bb 9a 2a 9d df c9 60 38 4e 5d 5d 5d c9 24 2e c1 e3 0d b8 76 
Data Ascii: l:cs6&Sk,csJ|.A``s,<DIuf5!RXt4y=2E6(JF3ka)RSI+[4BK^")Q"Jf>n([6*Mt?=>O^baaJD"Y]YuNXgJ;E9 5Wl&*`8N]]
]$.v

2022-01-28 14:30:38 UTC 784 IN Data Raw: f1 fb ae 55 2c 4a d3 3f 1c 0a d1 8c 67 0d 05 f5 30 6c 95 6d 05 b4 69 63 7e 89 af e2 2a 07 0f 3f 9e 51 7a c5 ce 
d0 c4 2a 58 86 e3 d7 15 69 cb e0 0f d6 e1 10 d6 98 3f 93 dc fe 9b 19 13 c9 cc 2a 52 06 7a 74 d2 5a a1 b5 66 aa e8 c8 5f 
a5 0f 0f 09 3b ee f5 c0 5f 4a 78 f7 f7 25 d1 c3 11 ff 4a ac c1 70 32 c9 d2 a1 14 dd af a3 9c 25 fa cb c5 94 58 f1 d4 f8 3f 27 
24 df 4d af cf 1b 4a 06 8f 7f b2 87 fb cd 6e c2 16 c2 0a b8 1d eb 23 78 94 da 2b 97 75 65 7d a9 1f 4d 08 27 62 95 9a ba 
d6 0d 6f 2c 18 1b ce bf 39 18 b9 7e 03 92 7e e6 d7 59 32 8c c6 2f 98 1f 99 7d 9c 41 3a 99 3d 3c 5c 64 c1 c1 61 c6 56 4f 
92 eb 69 8d 8c 14 3f 22 34 39 22 64 82 a8 a5 3f 18 99 4b 34 66 00 fb 80 48 af 46 c4 37 ae 49 38 82 bd a2 54 27 59 fc ce 
45 66 f4 f9 5a 35 6c 3b f4 bc 31 9f 25 72 03 32 
Data Ascii: U,J?g0lmic~*?Qz*Xi?*RztZf_;_Jx%Jp2%X?'$MJn#x+ue}M'bo,9~~Y2/}A:=<\daVOi?"49"d?K4fHF7I8T'Y
EfZ5l;1%r2

2022-01-28 14:30:38 UTC 785 IN Data Raw: 2b 4a aa 26 c9 95 4d f1 11 90 98 30 93 10 24 1b 1c b6 74 33 30 84 3e b5 fc d2 2d ea cf 06 b8 fb 27 c0 53 39 
b6 39 02 87 bb 5e 8b 45 58 74 cc 4a 85 03 b7 a8 f9 87 ff 4e 0b 35 57 3e 18 b0 ea 8d 8d 63 89 cd 41 5c d3 22 d7 f1 2c cd 
f3 14 7b 7c 4c ad 9e d6 5a 8d 1b 26 29 e2 86 71 f3 6c 09 d0 a5 66 17 0a 04 58 ea 8f 03 6b d0 ba 81 b0 25 19 13 da a2 
63 6f 1d 18 2a 4d 5d e9 5f 88 d0 89 42 56 c2 53 23 ca 6d ab f4 05 a1 3a c6 df 34 de e0 43 88 ef 5f 96 04 77 8d d2 10 ee 
5f 67 ab 57 aa f9 aa 27 1c ba f9 66 03 c6 31 64 69 65 f9 c8 cc 8e 92 7c cb 8c b8 f4 59 cd 8e 96 84 94 12 68 b9 68 2b aa 
ae a1 db 07 eb a0 14 be 08 f2 a5 52 0e 4e 8c da eb 4d bb 3a 2a bf 47 8b d7 4d 2b 14 d7 0a eb 06 c4 04 1c 5a 67 a1 8f f9 
74 62 c4 c1 9a f7 83 13 81 00 7c b5 03 b5 88 33 23 1e aa 91 
Data Ascii: +J&M0$t30>-'S99^EXtJN5W>cA\",{|LZ&)qlfXk%co*M]_BVS#m:4C_w_gW'f1die|Yhh+RNM:*GM+Zgtb|3#

2022-01-28 14:30:38 UTC 787 IN Data Raw: fc e4 51 05 7f c5 99 38 a9 ab eb 80 d7 81 19 16 dd 85 e4 40 5c a0 e0 c2 f3 17 70 b2 87 87 87 88 3a d7 1e 7e 
8a c2 03 ba 16 45 a7 08 6b 6e e8 b9 62 33 a8 b1 16 4e 1b fb df 77 ae 71 ae 39 91 22 d5 80 28 ab 5c bc b6 74 72 07 78 
7a 27 11 01 cf 99 f6 86 75 9d e1 90 ed 90 81 ca d1 23 06 08 bf 5a d3 8c ef 87 29 84 22 31 02 9d 27 82 c2 1a 92 24 ba 8e 
92 e1 82 0e a4 cc e6 d1 79 75 f4 e9 b7 7f 1c bd fc 70 4a 54 06 e5 e4 50 21 45 e1 9c 69 e0 07 27 70 4f 5c 68 4d bc 93 91 
d8 4a 73 35 3e ac 37 a9 e5 bf 09 55 27 b4 35 e1 56 46 d9 1d 86 15 40 0a 5e f3 ec 46 0f 0f 7d 82 c4 91 94 29 fb 3f 8d 09 
1b 62 63 a4 b1 c3 e5 dc 78 d6 39 94 02 7e 8d 57 7f ac f3 98 3b af 30 58 d4 73 e9 53 89 4e b5 59 e5 7f d2 66 1c 4a b0 28 
08 ff 5e 7b fc b8 60 d8 a0 ad f4 82 1c 3b 2a f8 8b 3a 0a 68 
Data Ascii: Q8@\p:~Eknb3Nwq9"(\trxz'u#Z)"1'$yupJTP!Ei'pO\hMJs5>7U'5VF@^F})?bcx9~W;0XsSNYfJ(^{`;*:h

2022-01-28 14:30:38 UTC 788 IN Data Raw: 98 17 c7 0a 00 ff b0 b1 53 d3 d8 e9 5a 69 a0 74 63 12 6a 4d 06 94 3f dd e4 b1 69 f2 58 36 b9 0c 0f d4 24 a7 
85 94 a3 e7 ef 17 8d 42 e8 46 76 2c 77 69 1a 5b 2a 0d 94 59 31 42 60 28 6b 68 d2 b7 46 b6 d9 f0 99 69 58 a9 2e 66 68 
b8 25 5b 9e 4b 0b ee 7f b3 e9 99 69 7a 56 b3 8e d8 14 73 58 2c b2 d9 35 33 86 cd 04 d4 79 a2 11 91 d2 d1 e1 15 67 b0 
92 e9 22 8c e3 b1 a8 25 96 98 27 fc 8f 0a 71 c4 cf 27 73 09 84 84 d2 86 1b 49 25 32 51 88 5f 22 f1 52 bc 15 ef c4 17 0b 
e1 af 94 ce 0e 78 66 77 f7 85 0e 78 ff 18 a9 d0 0a c1 bc 70 d1 4f 06 05 89 fc 4b 2f 78 d9 90 9b 42 bb 12 44 24 f1 c6 e1 47 
e3 4b 10 1d c6 41 bb 1d b1 66 f8 63 44 fc aa d1 0b af 98 ba d1 df b5 e9 69 5d 6a 99 5f 44 ed b6 25 78 9c 58 ce e5 f7 9b 
a9 e9 a1 7e 53 1e a6 fb 2a 31 4e 99 9d fe 30 e5 c0 76 65 d4 
Data Ascii: SZitcjM?iX6$BFv,wi[*Y1B`(khFiX.fh%[KizVsX,53yg"%'q'sI%2Q_"RxfwxpOK/xBD$GKAfcDi]j_D%xX~S*1N0ve

2022-01-28 14:30:38 UTC 789 IN Data Raw: 23 c6 8d df 7f a4 96 e5 3c aa e1 52 b4 7e 57 a3 5e 38 c6 51 99 d0 c9 6f 70 6d f5 e0 da 1a 16 82 83 af 46 52 
90 1e b1 bf 46 a0 2e 7f 20 56 84 a8 80 dc 9d 91 70 8e 78 67 c4 a9 b8 f3 d6 c4 5f 5f 2f 39 10 03 97 65 0d 86 69 9a 15 32 
9f 6f 35 14 94 2f d8 f2 36 83 32 91 6c d0 44 a0 09 c4 b2 cb d0 80 ed b7 fa 18 f7 d9 31 81 b0 23 ab 9a 9e cb 9b 19 fa 74 
a0 21 3f d0 81 f6 64 92 02 bc 76 c0 6f f4 25 ea 88 88 3e 72 c2 00 3a c6 1e af 4c 04 7f 76 a1 27 71 22 c1 4b cf f6 3d 7d fe 
1e 1a 2a b4 ac 96 57 65 4e 6d 47 96 ee 36 b0 d2 37 5d 46 fe 2d 5a 8b 4a dc 52 f9 fe 77 ff 82 48 c9 3f ad 43 b1 8e e5 4d 
54 b3 a8 c9 13 c6 2e 69 54 8e 39 49 fa 2a f3 81 dd 0d 87 4e 2b 9d 24 0e 0c 00 48 6e d0 40 38 af ac b9 0d 30 37 68 e8 11 
f4 aa 98 ea a4 c2 54 ff ab 8a 9f 91 2b 32 e4 a0 b6 f8 
Data Ascii: #<R~W^8QopmFRF. Vpxg__/9ei2o5/62lD1#t!?dvo%>r:Lv'q"K=}*WeNmG67]F-ZJRwH?CMT.iT9I*N+$Hn@80
7hT+2

2022-01-28 14:30:38 UTC 791 IN Data Raw: 41 d4 6d 41 93 39 f6 68 89 67 9e ff 68 31 2e e3 49 cd cc 2c 38 0b 65 42 61 96 a7 56 18 ef 4c 4b ad fc bb 32 
82 f2 11 09 67 67 96 1a 88 70 1d 26 bd 18 83 db 67 70 09 69 99 0e 82 15 02 15 6f a0 58 44 ae 97 55 54 ad b2 8a 64 9d 
87 87 55 64 f5 8a 62 76 b7 d6 33 b5 3e e2 d8 1e 5e ae 35 f6 6b 7f bd 5d 19 26 90 8a ed 98 e3 de 85 77 0f 0f d0 66 60 49 
fe dd 69 9f b5 9d 7f df b2 4d 4f 77 57 67 3d b9 72 f8 45 8b a7 b7 a1 1c 2c 46 ff 09 0a ad 99 1e 31 ef 83 2e 30 e7 18 a1 a5 
6c 64 49 2d 08 47 c1 18 e4 dc 1b ef 
Data Ascii: AmA9hgh1.I,8eBaVLK2ggp&gpioXDUTdUdbv3>^5k]&wf`IiMOwWg=rE,F1.0ldI-G

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 791 IN Data Raw: 17 8c 53 ac c2 72 bf c5 db f0 78 03 1a c1 80 c8 a4 75 27 d2 2e e8 9e 89 94 86 e4 81 f9 3f 86 c0 f1 25 72 fb 26 
84 e1 ad d8 c7 75 b1 e2 2d 64 cf 27 4f 4a 15 55 c8 6f ca 67 82 6e 12 43 46 11 c1 39 63 91 9d 9d 9c 37 5d dc 3f 7a ac fc 
e5 da 2b 5d c9 2e d9 8d 87 83 fa 6f 68 0b de 86 ad 2b 09 f9 ab 84 f5 44 cf 94 ab da 4d 23 91 94 de 5e b6 93 16 09 18 5d 
db f3 e9 00 2a fc 55 22 7d 32 2f 61 94 67 f5 d1 33 0e 20 66 e2 78 cc 7b 0a e1 c6 f5 1a e8 24 d5 25 09 57 46 4f f5 82 b8 
eb 72 55 5a 73 6e ec 92 53 19 93 d0 7a 69 5c 4b 10 f3 fd d6 4a af 7e ed 3e ab 8d bd 2e b0 12 66 95 3c 37 f2 63 97 2a a7 
82 93 ce 5d 7a 97 57 45 0c b7 35 fe 57 2d 37 ff e6 60 60 e6 51 de d2 16 cf 12 be 35 af 9c 0c f1 c1 fa 4e 1b 7b 97 14 b9 50 
ff dc 57 4c 46 7e 5d cc 91 82 8f 46 c2 34 b8 77 46 
Data Ascii: Srxu'.?%r&u-d'OJUognCF9c7]?z+].oh+DM#^]*U"}2/ag3 fx{$%WFOrUZsnSzi\KJ~>.f<7c*]zWE5W-7``Q5
N{PWLF~]F4wF

2022-01-28 14:30:38 UTC 792 IN Data Raw: c8 07 37 45 09 dd 55 b9 24 53 6d 05 b1 6c 20 12 39 10 c1 58 89 09 89 c3 70 5a a3 e3 15 e9 9c 43 74 c2 e8 
8c 9e 88 7b db b5 5a 86 ab 95 68 97 9f 15 db 26 1f 1a 18 19 ff 64 0d a1 fc c8 3d a9 70 83 dd ca 23 87 42 f8 95 57 e2 2e 
3c d9 e4 9b 83 d8 08 0c 99 fb d2 eb 2c 06 99 15 50 09 65 1d b8 f2 84 4f cc 49 c9 98 27 86 29 4f 34 53 7e 27 f3 dc 32 0b 
2e 79 06 24 85 e0 50 21 89 be 6c 3e 3c fb 06 1f 7e 22 51 d2 4b 64 2a b2 18 70 66 cc 63 7d a7 c8 29 d8 f1 0c ec 78 02 a4 
70 62 30 12 d1 8a 53 99 a8 35 3c d5 1c 76 a4 38 ec 44 89 4e c4 73 d1 01 60 c6 ba 92 b4 87 64 f5 55 c8 26 2e 40 59 4e 
bd 9d a8 ed 25 30 eb d7 e2 37 22 75 7b 7d 1f 81 35 d8 6e 4f c9 71 13 38 02 e2 85 ad b0 cb e9 98 9b d8 7f 5a be 42 03 86 
f2 07 ae 3e 1f 97 cf 08 1b 36 df 4e a5 33 a4 46 e9 a9 0e e3 65 
Data Ascii: 7EU$Sml 9XpZCt{Zh&d=p#BW.<,PeOI')O4S~'2.y$P!l><~"QKd*pfc})xpb0S5<v8DNs`dU&.@YN%07"u{}5nO
q8ZB>6N3Fe

2022-01-28 14:30:38 UTC 793 IN Data Raw: 33 a0 76 d2 75 fe cb f1 69 0a fa 9a 77 62 2b 21 b0 cd a1 6b ea cb b8 1f 91 e2 e0 24 57 ab 9e f1 95 02 2b a0 
71 4b 2d 5d 95 ba 55 ea e1 e1 1d e3 dd dc 1d d0 56 a0 05 d5 4e 24 63 36 2d cc b4 32 98 49 05 21 2c b8 b3 e0 dc 5d 78 
5d ae 13 d3 2f 84 8b 50 93 0b 19 fe 49 2f e1 45 8f 7f d5 42 7e 4d 64 2f da 41 ac ea ae e9 84 8e 0f 5e de 9e 26 8f 75 a2 0c 
b8 f6 84 03 6b ae e0 f2 26 04 0d 78 a5 8a 62 88 27 21 89 6c 78 a5 dc ac 4e 3a e3 21 a1 e1 68 dc bd 89 fc 41 a2 04 a7 93 
4e c4 11 91 95 88 d7 45 c8 c3 3f 71 cd f5 d4 92 0e 15 b2 ac 23 d0 2e c9 b6 2d 3d 9a 75 60 57 99 54 12 19 e1 3a 24 9e 36 
ed 19 7e d3 8a 9d e2 6c 70 05 cf 97 ab 57 46 60 87 f1 3a 98 74 9e 70 9e a1 fe 12 5a 73 da 4a 12 d5 4d d6 87 ae e6 cc 4e 
cc 2b 9e a7 98 20 85 ab 22 1a e6 95 8c 81 30 73 7f 6c ed 
Data Ascii: 3vuiwb+!k$W+qK-]UVN$c6-2I!,]x]/PI/EB~Md/A^&uk&xb'!lxN:!hANE?q#.-=u`WT:$6~lpWF`:tpZsJMN+ "0sl

2022-01-28 14:30:38 UTC 795 IN Data Raw: ae 42 60 ab c9 a0 57 86 3a f5 4b 36 78 67 e7 bc bc 62 5a 26 9d 36 d9 a1 e7 a9 b9 a6 d7 8c f7 ea 7b 0b 70 06 
7d 2b eb 1f 71 92 3a 9b 0b 61 c7 26 ee b5 e9 ba 84 40 25 75 94 17 97 db a9 78 13 be 61 20 16 56 ca 3b 07 06 29 42 29 
6f a4 56 4a de 5b a2 d3 fb 8c c7 d3 d5 f3 f1 34 8e c6 56 e7 c8 c1 bf bd ff 8d cc 28 3a 97 a8 65 67 ad e5 a6 b6 dc 76 70 2b 
36 2e bd ef 48 8c e0 d9 09 38 ad 41 72 d8 0f b2 f6 71 52 02 5d 1a 83 6d 25 eb 3a 4d c8 a5 6b 84 72 35 09 06 f2 f2 88 41 
30 c2 ce 8c 64 e4 ea 48 c5 45 e6 f0 4a 20 ea 2e 1d 86 e6 a9 74 41 d0 17 a0 2c 52 76 bb 19 f7 27 0b 4e 59 2b 13 02 20 1c 
35 60 07 f1 11 dc 86 a0 68 ab ed c2 04 17 6f 4c 7a 7e 9a 42 a3 28 7d 02 26 e0 25 90 db ae 9b 42 dd c5 8f be d6 06 d8 29 
0a 75 a7 b4 83 0e e2 4a bf c6 34 23 2e 0e 69 6e 00 bf 0d 
Data Ascii: B`W:K6xgbZ&6{p}+q:a&@%uxa V;)B)oVJ[4V(:egvp+6.H8ArqR]m%:Mkr5A0dHEJ .tA,Rv'NY+ 5`hoLz~B(}
&%B)uJ4#.in

2022-01-28 14:30:38 UTC 796 IN Data Raw: 7e d7 3d 3d dd df 3f 84 1e f3 fb fd fd 9f a2 6e ec 23 9f 0d 96 1d 62 14 f0 fa f3 32 8d 36 24 12 ec 2a 64 11 ce 09 
fc 85 c3 a1 64 12 d7 42 a6 ca b9 40 06 db e5 6c ec 7d b3 12 97 50 a9 f5 68 52 93 6c 31 98 a6 be c3 37 b7 6e 20 90 a8 
53 7f 25 36 71 4f b4 39 db 8d c3 c5 9e 4c f6 9b a6 73 15 75 36 5f ae 65 ce 63 b5 c4 15 21 54 6b aa f4 f2 67 72 93 62 fd c2 
83 2d 3a 48 d4 45 09 1d 89 82 44 42 58 3d ee c8 69 7b 3d 4f e9 15 38 d3 52 a2 5d 18 5e 23 2f 0d 7b 31 e0 35 c7 6e bd 
26 91 07 1e 3b 03 5b 87 c0 09 99 12 24 7b d4 b0 43 30 3b 03 a0 79 6b 97 c7 2d fb 21 51 c8 d5 bf f1 b6 b6 16 21 09 82 f5 
77 5e 57 5e eb ba f9 c1 df 78 15 64 df bc ce 47 79 8f a9 04 6c 1c f5 05 48 9b 4f c7 37 24 e5 80 2c cd 2a 34 de 95 b1 f5 54 
1d a9 d6 d5 cf 53 b0 dd 1e 12 18 6a 0f 50 f3 49 d4 
Data Ascii: ~==?n#b26$*ddB@l}PhRl17n S%6qO9Lsu6_ec!Tkgrb-:HEDBX=i{=O8R]^#/{15n&;[${C0;yk-!Q!w^W^xdGy
lHO7$,*4TSjPI

2022-01-28 14:30:38 UTC 797 IN Data Raw: c3 7c 96 c0 e5 a7 13 b1 16 61 7b 3f c8 2b aa 84 be e2 67 18 85 bd 84 42 a0 20 22 e7 00 ab b1 8d e8 91 ef ac 
35 e7 02 59 27 9e a6 77 f5 5c ba 32 bd a1 92 13 76 0f 48 4e 70 96 c5 a8 98 ae 0a 07 49 95 54 07 f2 e6 26 36 5f 12 02 8e 
e6 d8 8d 2c 95 57 fe 44 e1 3d be f8 aa 2b be 91 4e 16 16 83 50 bd 0c 75 fd ee 0f fb 3f f8 44 74 58 9b 97 ba 30 97 ad 31 
e7 34 7d 7c 5e 9b 1f 37 26 65 7b 62 f7 cb 68 f1 0d 13 5d 56 ea 2f c4 42 9c 8a 63 b1 b4 36 9b 59 e1 13 da 1c 49 6b 38 08 
3f 0a 88 e7 fc e2 f2 e5 97 d4 4f 8c 3c a1 55 be 4c e8 b0 68 04 9f bb 2b 08 0e ea c2 44 7a 08 be 84 ea 4e da 32 7c 3a f7 
d6 83 70 00 ea c7 97 c3 b2 47 95 c5 18 65 9e 27 51 55 a2 8d fe 0a f4 dd 81 27 be 84 f0 63 bc 68 48 fa 92 86 b4 ac d2 3d 
8a 6f 8d d6 12 b9 7b 41 eb e1 8e 99 87 c6 5d 9e 36 99 0f 
Data Ascii: |a{?+gB "5Y'w\2vHNpIT&6_,WD=+NPu?DtX014}|^7&e{bh]V/Bc6YIk8?O<ULh+DzN2|:pGe'QU'chH=o{A]6

2022-01-28 14:30:38 UTC 798 IN Data Raw: a1 b7 f7 7a 2d a1 f7 7e 1d e4 df b8 b2 3c e2 ac ab 56 13 b8 a5 19 37 b3 5c 55 5f f7 f4 e2 c8 3c a3 0b 38 96 73 
b4 ee 66 41 65 bd 73 64 a7 59 ea 20 0b 6f 65 37 dc e8 b1 39 d7 da d2 b7 a6 97 32 8c 05 b3 cf 12 9d 1e 40 a9 92 f6 ac bc 
49 96 6f 2a 3b a1 b2 4f e5 20 66 bc 56 1e ad 7f 7b 7a 46 87 0b 15 4b 7d 8f c2 6b f4 ce ba 96 2c d5 01 fb 03 0e 6a 47 42 
04 cd 2b 23 3d 81 fa c9 ef 07 d3 39 2e 49 c7 3f 9c d8 94 cb 82 4d 65 ee 84 96 00 0a 1e 7a 16 07 f0 44 bc c3 9c 75 fd 5e 
3d a1 d7 57 e5 4e c1 88 f9 6b 5f 7a c2 98 f8 f0 2f 52 6f 75 8d dc 00 fa 52 f4 24 a4 91 6f 57 b3 5d ca 94 fa 0e a2 ff 61 7f 95 
53 80 c3 cd ce 0e bd 64 69 14 6d 60 b4 65 ad 6e cb 7a 5b cd 94 69 de 7b 4d 2b 6f 25 11 ca b0 f2 1c e3 9d 66 c9 34 cd 3e 
bc 3b 37 57 21 72 ec 37 ed 3c 5f 00 a1 72 e6 58 
Data Ascii: z-~<V7\U_<8sfAesdY oe792@Io*;O fV{zFK}k,jGB+#=9.I?MezDu^=WNk_z/RouR$oW]aSdim`enz[i{M+o%f
4>;7W!r7<_rX

2022-01-28 14:30:38 UTC 800 IN Data Raw: 88 88 fd fc 3b b7 34 5e 3e 4c a2 e1 78 31 f5 fc bd 21 51 76 84 0f 25 84 fa 47 d5 a0 1e 95 4f aa 0a e7 f0 4a 90 
9e 34 8b d9 f8 97 ec 8e 7f 4f b2 45 a4 7f b3 59 9f 1f 9e b2 84 b7 1a 0c 93 81 7e 88 97 8b c5 b4 28 35 7c 39 e2 34 3b 0b 
22 64 d9 c2 0b 9c 48 dd 92 cc 01 f5 ac 22 c5 2f 4e ac 4d ff 3e 3c 6c 33 67 a2 d3 e2 79 25 15 53 6c 7b 8a 4b 5c 89 15 92 
41 f1 88 6c b8 4f 51 01 19 18 64 de 03 9d 76 40 15 51 2f 11 2b 26 9f 39 21 82 af 8a 3e 67 e7 43 e3 42 7f f9 8f e7 47 f2 a6 
f5 54 06 25 f5 64 14 e8 62 aa 63 94 38 e6 80 24 d7 d4 5c a9 d8 41 53 5e 70 a6 c3 43 68 7c 69 d9 9b 9c 38 fa 27 89 69 fe 
4c da f0 09 b3 c2 56 93 a5 2e 4a 6f ec 74 2a 46 6c c2 e5 58 61 2a a7 6a b9 38 71 fa a8 30 a3 c9 07 41 26 ed 55 da 18 31 
a0 71 e5 cb 71 34 bb 72 fa fd dd 1f ff fe c3 d3 fd 
Data Ascii: ;4^>Lx1!Qv%GOJ4OEY~(5|94;"dH"/NM><l3gy%Sl{K\AlOQdv@Q/+&9!>gCBGT%dbc8$\AS^pCh|i8'iLV.Jot*
FlXa*j8q0A&U1qq4r

2022-01-28 14:30:38 UTC 801 IN Data Raw: c6 06 65 17 2d 8e 32 80 f1 f6 01 54 aa dc 20 bd 30 cd 89 8d e6 f0 55 37 f6 e7 27 cc 17 12 94 d3 7d f4 64 ea 
5d 6b 19 7c 48 10 fd 68 4d 61 d7 b4 d4 49 a7 a9 52 23 4a 6e 55 7b 15 45 9c 45 c5 22 64 26 19 94 26 12 9a ac b3 59 55 
65 96 8a 7d e4 64 06 19 a7 9f 2a 2f aa 65 70 4c 2b 16 ca 85 cc 07 65 a3 21 9c 79 f3 ba 8e 69 2c cb 52 75 cc ec 0f ad 7d 
a6 d0 09 bf a9 0e 5f 2b 48 a5 e3 76 f3 f1 12 38 33 7e 53 6d c1 87 c7 d7 95 5f 3f e7 ac 55 1c 49 95 11 3e 59 0b cd b4 f8 0e 
fc 22 cd 40 5f f0 40 a5 5c 21 51 4f 68 31 e3 e7 df fc fa 36 ae 58 31 48 68 63 3d d6 17 c9 b8 e8 77 27 32 df 3b 6e 51 ea 24 
f3 eb 2e 8a 9c c3 4d dd c7 af 17 f8 65 0d c7 4e 15 73 a4 4f c8 45 1f b1 57 da 81 d0 f3 cf 74 0a 2e ab e6 f3 52 ce 42 f6 8c 
38 bc 77 16 b3 65 e6 40 09 ee f4 09 ec f0 f3 40 38 
Data Ascii: e-2T 0U7'}d]k|HhMaIR#JnU{EE"d&&YUe}d*/epL+e!yi,Ru}_+Hv83~Sm_?UI>Y"@_@\!QOh16X1Hhc=w'2;nQ
$.MeNsOEWt.RB8we@@8

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 802 IN Data Raw: da 41 60 be ab 2b 37 4c 7c 89 64 0b f7 d9 24 a7 b3 21 1f 0e 82 76 3b 87 9f 84 b5 91 e3 30 bb ca 7b 60 0c 65 
da 56 7e d2 73 ef 71 7b 47 6e e1 75 47 ee 58 10 c9 51 4b ea f9 32 dd 85 8a b5 c4 47 fd c9 9f 58 0f ca 97 e3 2d c0 78 2c 
de 7a e2 ad ba c2 fb 2d db c7 e6 f3 f7 d3 d3 da d9 07 b5 7f cb 3b 24 33 dd dc ef ee 5e c0 5d 5a ad 3e d6 7b 8d e0 75 13 
8f 2f 99 2d c0 a7 76 d1 d7 1b 27 6f 05 e9 82 58 cf 5c e7 4b 72 97 8c 39 ed b7 e7 4b 8f 91 3a e3 53 39 e5 78 62 71 06 17 
36 d7 8b a7 95 cf 45 fd 73 66 1d 4c 29 1e 21 4b 1c 2d 25 7b 1e c5 9c 00 34 f6 94 7b a6 cc 2c 42 9c 4e 0e 34 54 9b 04 a2 
b1 73 29 7c 6a 7e d2 f3 ad 52 37 32 85 b7 d8 a8 77 20 06 65 31 4f 6f c4 3b 12 12 e9 cf ba c6 17 35 2d 9e 9c d4 06 cb b3 
d1 75 b0 d1 f5 d3 c0 ee da f2 e7 76 2d f6 2b 29 03 2a 14 
Data Ascii: A`+7L|d$!v;0{`eV~sq{GnuGXQK2GX-x,z-;$3^]Z>{u/-v'oX\Kr9K:S9xbq6EsfL)!K-%{4{,BN4Ts)|j~R72w e1Oo;5-
uv-+)*

2022-01-28 14:30:38 UTC 803 IN Data Raw: 73 80 97 06 28 28 25 68 49 f6 3c b7 62 63 8c 4d 5a 8f 97 e0 8e 70 7f 83 b0 4f 46 d4 21 32 7f 9d d8 3f c3 31 1d 
14 e5 a8 8a 96 2d 7d 60 0b 2d ac 6f a0 88 f1 21 07 49 1b c3 b4 e7 ab 1f a3 cb f6 67 7e 2c 50 fb df 7f 2f 00 79 b3 ab 08 1f 
cf 7c 91 bd f7 e1 3c df 06 7c 48 04 63 98 1c bb 3c 39 0a 46 a4 40 47 06 dd 6c 93 0d 01 b0 a2 e8 88 41 b9 d9 a3 70 a1 e5 
5c 40 ca ad 18 d2 ca 33 9e e5 4b 19 06 ca 9e 20 2d 4d fa b2 2b 77 28 a0 72 11 1d 57 d5 88 2e 83 cb a9 8d 86 17 d4 b8 
0f 5b 35 ee e4 cd a2 40 37 5b 72 bb 21 e2 b7 71 07 3a bc df 16 28 26 c7 b0 16 c8 44 65 38 aa cc ab a7 d2 59 87 be f8 d7 
ee 3b f2 94 3e 8e 11 63 61 81 75 c2 0c b0 b9 e9 7e 64 5d bb 51 84 d6 c1 0e 85 e4 09 4a 3a 18 84 ca c8 29 13 3c fc b7 
45 35 04 93 0f 90 17 18 14 dc c5 ba 3c c1 3b 01 34 73 88 
Data Ascii: s((%hI<bcMZpOF!2?1-}`-o!Ig~,P/y|<|Hc<9F@GlAp\@3K -M+w(rW.[5@7[r!q:(&De8Y;>cau~d]QJ:)<E5<;4s

2022-01-28 14:30:38 UTC 805 IN Data Raw: c3 2e 01 ad 1d 9f 91 ab 30 4f 5f 80 da a8 6a 9b db c7 0f e0 8f ce 45 d5 18 dd 28 58 d1 63 5e b2 9a 57 30 15 
47 ae 20 3b 4d 72 38 98 e0 25 6a 21 42 cf be 3a e2 33 f3 b3 4f 09 e7 95 c8 f5 bc 94 b9 06 50 b3 3e c9 e5 01 66 7a 98 d0 
21 98 47 94 ce a9 46 20 5e f6 d2 d2 be e7 90 df 15 c9 61 ad e5 89 aa 0f c0 9c f2 71 90 86 5a ba c0 ed b0 54 6e 07 c3 8a 
42 01 ed 36 53 46 c5 a0 68 70 2a 36 4c da 13 a7 40 fb b5 05 b9 0d 85 95 39 1d ad 2a 87 03 e8 5a 45 07 23 b1 da 0f 6f f1 
34 f7 23 c1 76 db 24 f8 00 06 6d b9 9a 5f 63 3c d7 68 10 d9 8c 10 f2 3d 78 72 d8 16 d6 e6 f7 7e c9 3e 95 0a 14 13 51 a1 
14 58 d7 7e ec 76 fb bd dc 50 0f 98 76 31 56 a4 e2 24 4c 0b 53 04 5c 05 70 6f a6 00 17 d8 1c a6 d8 99 6d 19 e7 74 da ec 
78 4c 7a 9d 48 f3 75 67 3d 3a 55 f1 c1 74 7e 38 54 cb 74 
Data Ascii: .0O_jE(Xc^W0G ;Mr8%j!B:3OP>fz!GF ^aqZTnB6SFhp*6L@9*ZE#o4#v$m_c<h=xr~>QX~vPv1V$LS\pomtxLz
Hug=:Ut~8Tt

2022-01-28 14:30:38 UTC 806 IN Data Raw: 70 f5 f7 3c 60 eb 7a 10 b1 69 07 d8 79 f3 77 fb bf 36 f2 55 b8 bf b6 dc 5b e7 59 45 6c 0b aa ad af de 6e c7 d7 
e4 c0 f9 96 fd 72 e5 ee fd a2 a0 46 3a 22 31 fa 41 5e 9d ac 80 a2 88 d7 ab 4c 3a e2 02 8e 4c 00 dd 13 49 af 59 3b 33 e9 
a3 05 de 7d 99 5d 28 ff d4 98 a0 43 c4 18 cf 39 56 f2 a5 ae ba e3 08 74 80 4d 35 c0 af 60 77 93 7e ac 7c 34 77 f4 53 5e 
f6 cf ab 4e 5e 38 5a 52 6e 72 4a 29 7f 8d 9c ff b0 5a 21 16 25 ce 5d 6e 0b d4 96 22 58 d1 cd b6 72 56 ed b3 af eb b8 d2 
d9 b5 91 ea 93 af e7 fc dd a0 b2 96 46 24 e4 ee 2f 30 d7 da 19 05 1a ed 0c 8d c8 e9 96 72 91 f4 b8 9d 7b 7a 06 f2 c7 7d 
91 36 f1 c0 50 0a 8f a6 2a f2 8b a2 b7 71 fc 35 42 ea e9 71 c7 ee e8 97 c3 c3 1a 0f 01 a5 e2 83 e1 4f d3 46 39 93 c8 7d 
62 e8 62 bc 4c 0b 52 0f 29 9c 51 e8 b3 c2 89 b6 da c7 
Data Ascii: p<`ziyw6U[YElnrF:"1A^L:LIY;3}](C9VtM5`w~|4wS^N^8ZRnrJ)Z!%]n"XrVF$/0r{z}6P*q5BqOF9}bbLR)Q

2022-01-28 14:30:38 UTC 807 IN Data Raw: fc 34 e8 e7 ba 45 7d 0a 01 d6 ef 85 ad 5c b1 68 10 ea d2 2d 6c 11 aa 08 db 42 15 c9 3f 62 8f 63 9c 53 d2 f5 
03 96 2c 6c 43 d5 a9 51 27 c2 f5 c3 31 ac 03 84 ef 21 0e d5 ad 9a d9 e4 61 1a 24 8d 86 97 69 85 ce 16 b5 54 af 07 79 52 
1b 95 e6 21 89 61 83 9e 36 da 78 87 46 c2 f9 c1 b1 01 25 7a e8 c7 56 59 aa c2 d1 1e 63 18 d5 45 96 ae 93 ec 0d ba 0a 
b2 fc f6 b2 8d 5a 5c 27 9d 42 24 ef fe d9 d6 b8 96 aa ed 4f e6 a8 91 76 d4 6e 01 cb 0b 08 39 87 29 96 60 e6 b3 7a 91 9a 
01 b8 14 7f 08 38 37 89 c8 39 c5 68 79 1e 9d e7 07 0d 10 e6 35 16 c9 ec 8f 96 4f 47 b3 d1 0a bd 4a 08 29 c6 a4 d6 a3 18 
c5 17 75 e0 b3 c6 48 c7 23 36 f7 e0 e9 6a fd e0 41 3b 73 38 7e 5d 3f 84 dd 0b 5b 05 d6 14 3a b7 89 71 a9 20 36 c3 27 85 
d7 c6 b0 54 d3 00 68 71 58 29 e8 b7 26 63 27 5d 38 7e 70 10 
Data Ascii: 4E}\h-lB?bcS,lCQ'1!a$iTyR!a6xF%zVYcEZ\'B$Ovn9)`z879hy5OGJ)uH#6jA;s8~]?[:q 6'ThqX)&c']8~p

2022-01-28 14:30:38 UTC 809 IN Data Raw: 0a 6c cd 46 51 a8 92 84 a5 b4 4e a3 ed b7 05 fa 63 34 65 2c 24 a1 a1 f8 8e cc d9 21 d9 9c e6 3e 83 15 36 40 
d5 dc b4 f2 76 08 b8 af ad 92 f1 de a2 09 19 0c 79 b6 4c d8 29 82 9f 58 1e 32 68 40 6c b7 91 91 92 cd d8 22 be 82 2c 50 
49 fc b4 b8 c5 16 62 58 21 cc 12 53 59 0b ad 9e d9 2f 2a ba e9 a7 07 8a 23 83 9a 23 e4 0f 4d 3a 27 62 0a a5 16 cb 57 43 
66 95 76 5c 0c 6a b3 9a bf 40 c1 eb e3 08 c3 5f 09 8c 05 63 a5 78 be 21 e2 41 1a ea 99 92 64 48 f6 dc 13 cf 54 9c bc 58 
a6 00 6d ba 4f 94 17 60 c0 ec 78 40 f3 23 55 a6 92 30 3d ce 28 21 bf 72 2e 6f 54 69 37 5d 25 9f cd b7 96 96 d4 2a b9 70 
51 54 fb 33 5f 80 02 c3 31 e8 b1 73 04 83 9c 86 54 58 6f 3d a5 fb 08 b4 a0 27 26 61 9f d7 d2 34 3c 01 c6 a6 33 f4 93 20 
0a 8b 92 54 58 e0 6a 5b 54 f1 2d b7 34 d0 a8 38 37 ca 1e 
Data Ascii: lFQNc4e,$!>6@vyL)X2h@l",PIbX!SY/*##M:'bWCfv\j@_cx!AdHTXmO`x@#U0=(!r.oTi7]%*pQT3_1sTXo='&
a4<3 TXj[T-487

2022-01-28 14:30:38 UTC 810 IN Data Raw: e9 7c bd cc ca 7d c4 d5 31 56 5d 55 40 d3 b6 17 78 f1 1a 47 e9 73 1c 7e bc 1b a2 ba 5f 8e 96 24 00 0c ee 1c 
6c 5d 8e 9d a8 d9 45 d9 93 00 4f c0 96 43 0b 2e d0 d8 74 51 8e 35 9f e4 bb dd 5c 6d 5e c7 71 7c 33 21 90 eb 5a fa b8 6f 
4a 53 33 43 26 1c db a6 7f 96 2d 01 8c c1 28 32 82 1b a7 01 71 d2 28 e2 bc e7 dc c3 a8 5f a9 79 bf cf 69 3a 49 59 bf 34 
da ec 95 31 35 39 67 61 7c e5 6b ac 81 8a b4 a9 5a d3 62 ad 14 29 57 1d 63 95 af db 28 74 b0 94 58 dd a6 da 8f ae e4 
60 3a b7 9f e0 3f 3f 29 88 97 5f be e4 24 29 61 ae 03 14 29 a7 b0 98 59 9c 9d f1 2b 89 59 31 ba e2 54 16 18 cd d6 00 1d 
a4 2c 97 9c 72 91 01 15 9c 72 ca 52 65 9a 4c 46 4b 95 7e d4 3e fd 6e eb 33 1c ed 9f fe d5 c2 c6 a9 bd 36 b6 d2 c2 aa 5b 
58 5b 8b 2a 68 55 69 64 25 da 77 03 b2 44 dd b8 9b f4 f0 aa 
Data Ascii: |}1V]U@xGs~_$l]EOC.tQ5\m^q|3!ZoJS3C&-(2q(_yi:IY4159ga|kZb)Wc(tX`:??)_$)a)Y+Y1T,rrReLFK~>
n36[X[*hUid%wD

2022-01-28 14:30:38 UTC 811 IN Data Raw: 41 69 d2 14 d0 0e 7a 5f 24 50 cb 7d 09 0a a0 f6 bd ed c7 90 95 0e 1e 85 13 18 5c 69 66 2d d6 68 5c 08 e0 3c 
32 b9 a3 42 12 d4 fe 28 ec bb 8f c4 ba 93 f9 52 37 f7 69 b8 ee a0 2b c9 45 38 56 56 9f 2c 5b 45 cb fe 25 00 7d 83 26 61 1f 
03 8c 92 b1 a0 70 78 95 f9 c4 02 36 8e 5e 8b d2 db de 80 2e a9 e0 ec 38 a0 53 a4 d2 22 23 3a 6c 6f 31 be bc 72 fd 36 10 
33 d2 18 91 af 8f 44 ed a9 58 17 cc 0d 7f 8b 4d 79 12 13 bb ea a6 80 cc 2d 89 0f 95 82 3a cd 97 ca d3 a5 09 e4 b4 12 b2 
2d a2 0f 2f f3 fc d6 3d 41 4e 67 e5 17 0a e4 56 e0 d7 8a 0f 92 aa 08 f5 dd 44 4e 08 e4 69 08 08 7b 92 7a a1 dd e6 e8 8f 
30 88 f3 35 86 ff c8 af 15 74 82 ba 46 28 df 3c 54 5e 53 e8 af a5 7b 88 ff c5 8d c9 98 22 93 4f 49 ae 84 62 55 dc 1a 77 5c 
6e 48 7a 3d fc 4f a2 72 b1 30 8e 64 2e 4b d4 bf 2b 
Data Ascii: Aiz_$P}\if-h\<2B(R7i+E8VV,[E%}&apx6^.8S"#:lo1r63DXMy-:-/=ANgVDNi{z05tF(<T^S{"OIbUw\nHz=Or0d.K+

2022-01-28 14:30:38 UTC 812 IN Data Raw: e4 33 53 2e 4c 68 67 55 43 97 bb 7c eb c3 82 c3 31 7f 9b 84 b7 ac 5a f8 32 fa f8 04 56 ca d0 ff 61 2b 46 03 f4 
e9 76 e4 36 eb 1e fc ed 46 8d cf bd fb de c1 91 58 47 4a da 93 ab 08 d9 9a 17 e2 bc 4a 1d 57 6a 27 5b ba a9 b0 52 c5 ab 
f8 ce dc 6f d1 47 40 9e fb a3 78 1a 89 4f 11 30 94 ac e7 2c 06 7d 7a 26 b3 2d f1 17 da a6 91 e8 45 4c 2b c0 54 22 5f f1 df 
44 7d 84 e9 7f ad be bf ea 8b f7 11 46 22 c2 33 42 fc 15 85 4f 9a c0 c5 ae 27 11 ca 04 f4 33 a9 33 ad 13 f1 01 3d ea e3 f0 
bd c0 8c ca 51 9b 7e 40 e2 9b 3e 47 4a dc db a4 1b ae cd 66 c7 3a 85 4d 7b d6 94 24 24 f2 cb 9f 62 f3 8d cc fd 7e 96 aa 
ac a3 25 fd 8a 8f 19 4e 51 97 e7 6e cf ed f8 6f 47 b3 d5 bf 37 f4 f7 f1 24 9a 5e 67 29 bd b4 7f a4 9f ef 1e 6c 9e e3 f7 e7 94 
f2 9c 12 48 78 ae 7e 7f fc de a3 8a 7b 30 
Data Ascii: 3S.LhgUC|1Z2Va+Fv6FXGJJWj'[RoG@xO0,}z&-EL+T"_D}F"3BO'33=Q~@>GJf:M{$$b~%NQnoG7$^g)lHx~{0

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 814 IN Data Raw: c9 80 b6 e3 14 4e 7c 6a 8c f6 8c 6c 69 8f 57 c1 1e 8a 7f 70 93 ed c1 91 b2 42 36 0c 18 95 bd 14 76 d4 68 b2 
dc d9 c6 98 9c bf 92 f2 30 e9 d7 a4 40 f5 a0 e2 8f 1c 06 54 d9 e1 47 47 90 1a 8e 4e 57 8f 94 3e 9a f9 ac dc 43 79 7c 56 af 
99 0d 5e d3 fd 0f 7c bb e6 07 4c bb 58 65 d7 18 e3 3e bb 76 b0 27 b7 84 c3 57 89 e0 1b be 27 f8 b6 4c d0 53 20 3d 9a a0 
5a 7a dd 93 b8 1b 35 09 ad f6 f2 93 46 e3 7d 91 a0 1d de ee 1a a4 85 9d a4 67 90 8e c1 d8 57 4b 60 fa 29 fe d3 b6 20 48 
f8 9d e2 83 51 54 31 0d ef 68 36 cc 16 80 23 53 6a e5 79 2c 38 9c 42 c5 ca fb c8 97 85 11 f1 ce 14 c2 74 b3 79 1e a3 d9 
13 dd 1a e1 ae c3 c8 75 28 24 e6 88 92 da 69 28 67 c7 55 59 33 3f 7d a1 11 ab 16 68 6b c7 a7 f3 b9 e2 b1 81 06 15 d2 
b8 68 02 c7 c1 30 15 4a 5a 5d d5 12 82 2e 0c 81 36 14 e6 
Data Ascii: N|jliWpB6vh0@TGGNW>Cy|V^|LXe>v'W'LS =Zz5F}gWK`) HQT1h6#Sjy,8Btyu($i(gUY3?}hkh0JZ].6

2022-01-28 14:30:38 UTC 815 IN Data Raw: d1 93 02 5e 7b f2 21 01 5d 45 2f cf 6a 42 6f 77 07 59 a2 23 bd 32 ce d2 68 f9 a4 18 69 a9 e2 86 17 6d c3 2a 
eb d8 52 d0 ad e7 53 f4 86 04 14 ff 8e e8 5b 54 74 54 91 e9 02 0a 5f 6b 48 aa aa 91 39 76 00 f5 a5 8a b7 a5 98 60 67 ca 
d1 04 87 a8 c2 7b 4b 1e 6b 72 ef f1 1a bd bb 91 4f b3 05 46 bb 95 81 5a d2 0e 10 0f ca 7b 7b 0a d3 39 40 8c 1c 5b 6b 79 
d0 bc 13 7e d7 43 7f 08 1c 8d 20 a2 48 d2 db 32 37 68 d3 67 d6 19 9d 19 6e 2f a4 e7 31 93 4c eb 1f b3 f6 37 91 45 e4 b8 
86 08 98 7e 4f fa aa 13 48 9d 93 06 fd 47 a4 b2 3d ff 7d e2 a6 a2 98 4b 1f 18 98 bb 93 fa 8a e0 a9 19 90 91 a2 a0 29 7b 
81 b3 34 30 5f d7 b3 72 8e 7e 9f 5d 4b 0d d4 15 18 4b 81 5d be 17 9d a4 a6 24 e7 dd 28 fd 58 d4 0f 89 d4 54 bf 43 b3 c1 
5f b2 4f 56 3c ef 77 da 96 30 b0 32 01 9e ac ce 26 eb 42 
Data Ascii: ^{!]E/jBowY#2him*RS[TtT_kH9v`g{KkrOFZ{{9@[ky~C H27hgn/1L7E~OHG=}K){40_r~]KK]$(XTC_OV<w02&B

2022-01-28 14:30:38 UTC 816 IN Data Raw: c0 4a f3 26 f8 c2 de 60 2e 6a 89 c1 d8 72 10 69 e1 50 2e 2a 94 18 e7 3b c6 af 63 e4 46 46 ec b9 54 c0 e2 55 
52 04 78 89 8e 46 82 54 23 c6 70 1a bb f4 46 bb c7 b4 ac d5 6d aa ac 8e 94 cc e5 52 86 dd d5 1b b9 b8 05 13 f7 56 35 62 
7c e7 76 00 e5 56 35 22 c8 21 e6 92 b8 c0 cc ea 45 fe 86 0d 64 45 10 ac 04 24 9b 4a 20 a8 16 1d 94 46 ca 78 97 59 a9 
79 41 ce ca 69 d6 82 01 9d 4d 21 ff 74 80 49 a5 07 8c a9 90 04 e8 7a 93 fc 6f 52 fa 6a 2e c8 f5 2b 5a d4 4f af a9 99 8c c0 
b2 12 04 6c b2 1a 62 09 a9 31 56 42 16 c6 a4 c8 4f 00 0e 1d 26 3d b1 de 41 46 21 4e 59 9c 3c b5 cf 17 03 93 c4 ac 8f ca 
41 ca db c7 ca 61 cc 66 13 59 ea ad 92 cb e5 08 5d 3a e2 32 46 e8 c2 1b 65 72 bc da ed 49 07 51 74 2b 53 f4 57 a2 e8 
37 a4 b1 cc 9a 23 be 8d 2e 66 87 d5 1f 75 12 97 dd 30 f3 79 
Data Ascii: J&`.jriP.*;cFFTURxFT#pFmRV5b|vV5"!EdE$J FxYyAiM!tIzoRj.+ZOlb1VBO&=AF!NY<AafY]:2FerIQt+SW
7#.fu0y

2022-01-28 14:30:38 UTC 817 IN Data Raw: b0 cf 03 96 bb 77 fe d1 bb 0f 1b ae 03 8f f8 e4 75 dc 7f b8 cd fb bc e3 3e c1 62 24 b5 fe 7f b7 04 6b f4 7f ff fd 
77 02 b5 f9 1f b4 b7 e2 3d 2f 41 65 34 80 e8 a8 cf 82 f9 ee d5 d5 51 ef f6 81 d8 1e 89 93 41 78 0b f4 7a bc 7c bb 98 60 2c 
e8 83 03 54 b7 fa c1 df 6f 0b 14 2d 91 d0 1a 5f 64 8e d7 b1 eb a8 ec 50 e1 7a 31 29 de 4a 19 c1 4b f7 94 63 8d c5 44 92 
eb 9f 07 ec ab 0b d6 2c 89 cb 95 43 5c 4f d2 02 18 2f da ad 88 95 8c 79 3d 2a f3 00 ca 54 95 94 51 0b 31 80 0f 79 56 97 
c6 9a 11 32 56 1c a6 c7 71 6c 9d a5 3c 22 37 77 4a bd 42 b7 28 ec 36 a7 e2 23 a4 50 34 6c 99 0f 1e 31 05 40 f5 1f a5 94 
12 a1 62 ae 7d 17 a4 94 06 3b a6 7f 33 5f eb df 71 1c ed c8 88 bc 11 51 cc ec 08 e8 07 19 e7 db de c8 d2 ac a3 64 58 cd 
c6 1d 2d df 1e 71 ae 82 e3 7b b6 7d f2 67 8a 2e 
Data Ascii: wu>b$kw=/Ae4QAxz|`,To-_dPz1)JKcD,C\O/y=*TQ1yV2Vql<"7wJB(6#P4l1@b};3_qQdX-q{}g.

2022-01-28 14:30:38 UTC 819 IN Data Raw: ca 4c 82 64 22 0a c7 df 73 76 3a b9 07 87 20 31 8b 8e b7 35 0f f4 ed ae d3 37 06 12 81 4f 5d e5 2e 09 4e 5d 
f6 c5 e5 e7 cb d0 e3 49 27 d4 b0 63 fb f1 54 6b 42 4e 1e d8 55 34 8f 9a fa 2f 2f 8b b8 b2 7c 60 0c 69 05 fe 8b d5 40 99 70 
28 2d 99 9d e3 10 31 f1 61 6c 10 a9 69 68 a2 92 91 6e 8d 48 13 1e 94 a2 4d b1 25 96 2f ed 00 19 eb 9d 17 3d 6c 94 84 
9c 6c 2b f5 c7 3b 47 63 70 27 9e 0b 92 7a 38 20 4d 70 cf 59 e3 ba 1c 60 38 c6 aa 0d 6f 00 53 6b 9b 04 d1 0f 1e 46 92 20 
a7 1f 47 dd ab 34 6a f4 7b b7 df 6f 8f 46 0a fd 57 ad b7 f5 6c 84 07 c1 5e b6 4c a2 eb 6c af 7b 75 b5 76 ea 19 e2 13 9b 72 
fb 5e a4 f5 90 87 8a 64 ca 8f 25 7a 75 75 d8 d2 4c b4 7f 44 f5 63 c8 f7 68 d0 1d 00 0d 39 e0 91 d1 f1 06 af ae a8 5f 1e b1 
99 b4 dd 31 36 1f 51 f7 b7 d6 08 ef 5e ec 34 c9 49 
Data Ascii: Ld"sv: 157O].N]I'cTkBNU4//|`i@p(-1alihnHM%/=ll+;Gcp'z8 MpY`8oSkF G4j{oFWl^Ll{uvr^d%zuuLDch9_16Q^4I

2022-01-28 14:30:38 UTC 820 IN Data Raw: 31 0f 10 f5 9e 41 08 19 82 98 6a 02 4f 6f 2c f4 62 a0 33 57 c8 31 80 51 e1 0d c1 e2 8c 3c 2f a9 14 d9 04 5c ce 
44 0a 34 87 94 a8 76 bb cd c5 09 3b 99 80 0a 8c 90 ef 7d f6 f5 03 67 6b 01 23 ee 1c da de 9d 43 ab d1 36 73 44 b8 aa 59 
20 b6 73 76 b7 bb 46 bc b4 3f d4 3a d0 24 bb cd 24 0b 19 d6 64 49 6c 92 dc 22 bb 7a b1 fd 96 5e 6c 75 2f ec 2d a0 9d 3c 
8f d1 25 83 33 9a 8d 56 8e 5c d9 45 dc e8 c6 18 10 ac 88 20 45 dc 54 db 14 7d 73 96 a8 7b a1 42 26 97 87 6d 17 b6 36 
1b b2 f6 61 45 53 dc 3b 68 a7 53 66 2c ee 6a 5a 7d a2 a6 4c 48 e8 88 2d d4 d5 a5 ba 34 4c 16 3e 2c 4d b1 05 65 ab 62 
40 6a 5f 1a 11 6b 7f 49 39 21 34 ee 18 3d f6 3c b5 1a e3 af 5d 7d 5b a7 b8 1f 8b 62 16 85 8a 47 19 af bf 1d 77 27 4a 81 
10 79 d0 e5 a7 d9 0a fd 06 4a e2 0d b5 02 e5 e5 70 7e e5 91 
Data Ascii: 1AjOo,b3W1Q</\D4v;}gk#C6sDY svF?:$$dIl"z^lu/-<%3V\E ET}s{B&m6aES;hSf,jZ}LH-4L>,Meb@j_kI9!4=<]}
[bGw'JyJp~

2022-01-28 14:30:38 UTC 821 IN Data Raw: b0 d0 8b 18 96 db 6c be 22 7f 97 f6 b6 91 23 87 be ed 6a 18 b5 dd 06 a4 f2 d6 ea 4b c0 e0 a5 56 0e 4c 5c 6a 
51 df 76 89 0a 70 f2 eb 2f 82 a9 0c 52 2e 87 a9 82 83 3c 9c b1 db d2 8f 2b 4d a7 c1 60 f4 f9 f0 ee c0 b1 68 5e 24 ba 15 98 
09 68 86 33 5b dc eb 60 3c 40 3a cd 60 91 77 26 3e 86 68 4e 2d 76 9e 03 f5 4a 57 59 7a 1e 4a cd 6f 36 3c 0f fd bb 1b b1 
3c 6b ec ae 0b fa 62 66 84 43 1e d5 94 33 74 52 84 45 fa a4 5b 36 99 b8 d8 e6 ec 71 01 a1 2e 8d d6 6a 7d 13 03 7f 21 bb 
70 6e 51 1e 03 7d d4 8b f8 4b 0d a0 b6 54 8c 60 59 78 be b2 94 31 08 55 b3 5f 94 c4 12 8a 1c 87 f6 b4 5b 73 ea 15 97 c8 
17 56 2f cb ad c4 b8 84 45 d4 4c d0 0c d2 b8 8e ad 79 8a f4 82 e8 b8 13 98 24 bd a8 cc da 95 bc 18 70 8d a0 45 60 50 a7 
70 10 88 f2 1c f2 72 29 1c 87 88 ab d4 de d1 b3 56 91 
Data Ascii: l"#jKVL\jQvp/R.<+M`h^$h3[`<@:`w&>hN-vJWYzJo6<<kbfC3tRE[6q.j}!pnQ}KT`Yx1U_[sV/ELy$pE`Ppr)V

2022-01-28 14:30:38 UTC 823 IN Data Raw: 40 33 44 e5 59 3d a8 59 57 7f 5b be 29 97 04 b9 2d 07 8f 30 6a 85 bc 2d ca 09 c1 5c 18 ee 91 1b ee 90 96 90 
29 f2 ee 9c f9 ed 52 da a0 db ea 55 4c 72 02 ed 1a 7e e0 d1 07 7c 98 ca 98 2e 86 5f e5 04 7d 89 ab 5b db 1d 08 2e c1 48 
71 5c 30 a3 ec f2 6e 2a 33 15 eb aa af 32 3c e3 68 63 0e 9d ca 5a 94 07 d7 a6 3e 19 b7 10 41 f5 fd 82 12 de 9b 75 10 dd 
a9 89 69 e0 cf 77 c8 e7 79 de 77 48 e9 2d fa a3 eb 90 32 af 29 63 ee b9 66 d5 25 29 3b 4f 78 ad 82 ad 44 ef c1 55 f2 f4 
42 83 f1 a8 dc e2 40 98 6d 96 e5 d6 ca b5 5f b1 7e 6a 56 ec 68 56 7c 6d 7b d5 e2 69 0b 68 69 0a d2 f1 9d 9e 5b 68 0c 4f 
e9 82 e6 80 21 9c 2e 7d c9 25 d3 9e 01 82 21 8e 56 cb d1 54 fb 62 59 26 2d b5 9d 22 cc 5d 63 24 25 91 40 55 ef ef 03 77 
95 73 5a 40 b0 96 25 58 c2 e2 3f 4b 23 ab 32 a3 b4 d7 e0 
Data Ascii: @3DY=YW[)-0j-\)RULr~|._}[.Hq\0n*32<hcZ>AuiwywH-2)cf%);OxDUB@m_~jVhV|m{ihi[hO!.}%!VTbY&-"
]c$%@UwsZ@%X?K#2

2022-01-28 14:30:38 UTC 824 IN Data Raw: 7b 0a 6b 44 71 14 4b df 1e e0 b7 16 7f 2b 7c 6a e7 c5 5e c2 7f fe 32 76 9d 97 b0 d5 86 0e 25 18 ef 32 0f 95 97 
29 0f 50 d4 61 a5 b4 31 e5 05 fc 67 15 e4 fa d3 94 72 3e a1 e8 59 0f e0 dd 78 85 52 67 67 f4 7e 36 07 96 99 be 5b ef 18 
12 72 68 65 10 8d 36 64 b2 d2 6a 6d 4e 9c 4e 19 a6 d1 0c 70 17 57 56 48 81 ea 96 4b 4a ba c8 60 f1 a6 9c a9 90 42 99 
96 b2 e0 64 32 5a aa 0f df 79 e2 14 fe a3 3e 3e 89 3e 39 f4 aa df a8 b3 51 f5 71 d7 7e f0 90 c2 5f 12 c0 2e 46 3a 3d 79 f9 
fa e5 05 de 15 a8 c7 76 6f 2b fe 28 1d fe 51 d8 68 df 57 01 48 dc d6 71 18 75 9c 3a 47 11 75 2f 62 f7 65 b4 1a 76 5b c7 
90 d8 9f cc e7 0b f8 90 64 a3 09 46 0f 3a fa 11 a0 79 e0 d5 65 a6 66 14 2f dd e8 9f 9c e8 6d c5 87 0f fe 6f 29 ba 34 a6 5f 
e8 f1 33 ff 97 44 3c 93 7f d5 cf b3 ea de b4 1e 72 
Data Ascii: {kDqK+|j^2v%2)Pa1gr>YxRgg~6[rhe6djmNNpWVHKJ`Bd2Zy>>>9Qq~_.F:=yvo+(QhWHqu:Gu/bev[dF:yef/m
o)4_3D<r

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 825 IN Data Raw: ee 1a 81 78 15 c5 5b d8 66 9a a8 4b 0c ed 3f 3a da 3a a9 7b 8f b5 4d 9c de 3d 4f 6a 2b f9 a8 f1 25 9f 37 9b 33 
15 7e 9c af 4c fb 30 7c 8e d0 94 16 b0 2b a7 27 8f 1d a2 a6 17 d9 fb f5 68 91 f9 5d 99 c9 f9 f3 cf 0e 3d f5 44 1e 8a 10 87 
b7 44 76 93 02 41 1e 58 db 85 bd 68 4c 78 ac 62 c3 0d d8 40 c6 c1 bf 8e 5f c3 73 1b 48 29 9c 50 48 a3 5f c7 df 57 71 4c 
80 40 b1 08 7b a0 f9 72 35 05 54 ed 22 ad 41 a0 dd 29 03 1c 11 7b 7d 4f 49 ed 4c 6a 01 56 2d ab 1c 18 6b 73 58 71 16 
05 c3 d2 aa 42 31 4b 89 02 0f 52 e4 13 a0 77 a7 98 fe 02 f6 15 3a 10 70 1d 5e b1 8e 18 a3 56 1c d2 f6 07 29 0e f2 fc 93 
65 29 69 85 7f a6 9a 18 a5 ed ac 6c cb b1 92 61 ab b9 03 8a bc 36 b4 76 82 d7 34 ce 4f b4 e6 65 c9 64 d6 49 dc 21 1f 22 
9e 7f 46 ca 69 13 18 c3 21 1a 6e 68 aa 2a b3 a8 2a 99 
Data Ascii: x[fK?::{M=Oj+%73~L0|+'h]=DDvAXhLxb@_sH)PH_WqL@{r5T"A){}OILjV-ksXqB1KRw:p^V)e)ila6v4OedI!
"Fi!nh**

2022-01-28 14:30:38 UTC 826 IN Data Raw: e7 76 26 d7 71 14 b9 d0 e0 14 e5 ce 04 12 1a 58 4e d1 75 33 d9 fc 02 8a 9d 3d 8c a8 3b 33 f6 71 8a 9d 12 c5 
31 c2 58 77 d6 86 30 5a 1b 93 09 da d7 b6 b6 3a 8e 28 b4 3d be ad 3c 11 85 ab e3 59 67 e6 af be ad 4d 84 f2 f6 fa ae 36 
91 79 cd e7 81 e2 45 12 00 9d 62 33 32 bd d4 d6 d7 61 f3 29 4e 37 06 f0 3d 27 ef f6 bf ea 6d 74 78 e8 d0 dc ea 5b 14 5c 
5f 62 16 4e 3b 2d a5 34 b2 82 97 76 4b bf 5e e3 ab 7a 79 cf 85 6e a4 0c 29 88 42 75 60 04 b5 2c 54 18 3b 18 84 1a 65 12 
38 eb 50 2f 2e 63 1d 4f d1 09 d8 fb 26 c1 f3 16 53 fa 93 f9 07 cf 48 7c 75 23 d3 3a c6 92 5f bb e5 bd a2 06 6b eb af 83 88 
ec 48 8b 67 d6 d4 ac 82 f1 05 50 6d d5 17 75 25 5c 8d c7 61 fc 30 9c 6d 45 5f 1e 61 68 ec 9d 95 1b 82 13 e9 7f d5 d0 0a 
1b 3a 0e 57 dc 10 9e 50 63 68 68 50 6a 88 ce 99 aa 96 
Data Ascii: v&qXNu3=;3q1Xw0Z:(=<YgM6yEb32a)N7='mtx[\_bN;-4vK^zyn)Bu`,T;e8P/.cO&SH|u#:_kHgPmu%\a0mE_a
h:WPchhPj

2022-01-28 14:30:38 UTC 828 IN Data Raw: 08 1d 1c ac 26 31 a6 56 68 09 19 b6 62 62 2c 26 88 43 f2 a3 e2 79 df 1a 9d b4 33 de 6c fa ae 51 41 1f 25 50 
fd 20 ed a6 f2 da b4 5e ef e1 01 7b c0 5a c0 8f e7 53 d6 02 06 3a 7b 0f ab 73 44 8d eb 45 03 b4 5b d8 24 33 b4 a9 83 fd 
43 eb 8e 30 38 93 38 e8 e1 07 2d 4a dd 09 5e 65 c9 ed e5 22 8b 40 0a 40 62 8c 6a f9 4d 75 2b 45 ae 06 f9 03 2a 78 4f c2 
93 18 ed 93 b1 7a b4 6d a7 95 ec 4e bc 66 0a 09 16 89 bd 8f 1a f5 11 15 91 8a 45 62 c8 4f 3c 79 3d f1 2b cd da 4a 1e 18 
6f d0 88 7f c9 7a 3d b3 64 38 5f 5c 24 b8 5d 2d ad 9e 2f 1e 04 a7 8f 4d a2 e6 fb c2 cc 55 ce b3 81 17 fe 8a 9a b3 f9 fc fa 
ce b3 84 c6 78 46 95 6c 36 59 73 b9 48 e0 38 c9 60 b9 03 56 4a 11 31 43 2f b3 66 b4 5e cd 97 04 7f c5 41 9c 89 a9 98 
89 95 e2 e0 60 ed 88 6b f1 5e 58 cc d2 35 0c dc 75 3e 37 
Data Ascii: &1Vhbb,&Cy3lQA%P ^{ZS:{sDE[$3C088-J^e"@@bjMu+E*xOzmNfEbO<y=+Joz=d8_\$]-/MUxFl6YsH8`VJ1C/
f^A`k^X5u>7

2022-01-28 14:30:38 UTC 829 IN Data Raw: 29 e7 d3 20 5e 57 c4 88 94 5f 52 85 d3 55 f6 32 46 a6 03 cb b0 9e e3 13 ea 36 12 8e 94 f8 85 16 98 06 55 06 
dd 9d 75 76 77 65 da c2 7b 6b f9 32 4a aa 29 2e 13 9b 3e b1 6c 2c e8 ca 10 32 18 98 b7 fc ea d6 2f b9 3d cf 1b 4b f6 45 
e6 48 52 5c a3 5d 8d b6 64 89 4f 6b c5 64 43 c0 31 86 4a 51 b1 77 a8 19 41 76 52 2f bc 29 2f 6a d4 47 78 ea c8 6f 8e ab 
59 30 d0 0a 56 cf b5 94 c4 42 72 49 28 60 e3 00 59 76 44 88 74 4b e6 42 88 11 d3 80 48 5b 78 25 19 14 68 3c dc da 0f 
dc ce c1 6f 9e 2b 8c 80 bb c6 73 71 49 a4 b5 1a d4 c6 e6 12 08 5b 92 50 8e 0b 87 19 69 28 8f c0 7f 10 df ea 59 74 05 11 
7e 8b 14 a2 b4 04 a1 c0 27 5a 4e 19 0b 3a 39 69 b0 ba 18 e6 04 2c b0 c5 52 4e 81 18 f9 05 8c 97 85 7c 59 c6 e5 c4 7a 7f 
ec 33 03 d6 64 9b 69 8c c4 92 af fd 17 c4 11 c0 a6 97 66 8c 
Data Ascii: ) ^W_RU2F6Uuvwe{k2J).>l,2/=KEHR\]dOkdC1JQwAvR/)/jGxoY0VBrI(`YvDtKBH[x%h<o+sqI[Pi(Yt~'ZN:
9i,RN|Yz3dif

2022-01-28 14:30:38 UTC 830 IN Data Raw: f9 f1 4c 7a 9d 8a 60 54 bb 43 f8 6a d2 c9 8e 4a fa a7 2e 14 6e b7 e5 ee b4 c8 57 4b fa 3b ba e9 7c 1d a7 25 2c 
84 e9 d7 a7 59 92 35 aa d0 23 5d 43 28 1c 06 ee c5 c3 f7 9f 2e f9 9f df 71 c8 ac f7 2e 0f c2 28 a5 67 bf a3 ec 3d 9d 0b 6a 
23 b5 5b 17 dd 57 45 34 be ea 1a 1d 1c 61 93 99 a5 2d 37 02 e0 6d b2 cc 6e 4a 20 39 e3 b8 21 4f 44 89 88 18 c5 60 00 
0b ae 71 65 51 5f 35 81 3a 12 05 f3 68 94 cc c3 b1 78 e0 c5 0c 63 f1 20 97 2e 0e 93 5a 66 39 55 9a dc ab ed ed 65 a4 92 
d2 8c c0 3f 23 33 d7 c8 4c 2c 30 46 70 d0 c8 8b 9a 29 d3 a0 a4 73 1e 42 85 3c 36 83 32 49 65 ef b8 4e 25 b0 16 16 5c 91 
d4 ee c7 22 7e e7 d6 44 0a ba c6 48 1c 96 7c 5e 22 73 d8 91 50 f9 89 ab 68 72 f1 07 ba b3 27 17 ff 85 94 0c 93 8b 3f d2 
c1 0c 1f f5 a2 b2 27 53 6b 4d 60 32 b0 bd 3d 51 0e a1 
Data Ascii: Lz`TCjJ.nWK;|%,Y5#]C(.q.(g=j#[WE4a-7mnJ 9!OD`qeQ_5:hxc .Zf9Ue?#3L,0Fp)sB<62IeN%\"~DH|^"s
Phr'?'SkM`2=Q

2022-01-28 14:30:38 UTC 832 IN Data Raw: 54 6f d0 81 58 78 5b 6b 6a b7 3d e4 62 7b db 80 60 97 29 d2 42 6b 56 47 a0 02 04 02 17 77 df de c1 60 ff 10 
d7 f5 de 9e 92 38 ca 0a 08 49 47 5c 84 e0 c5 bc e1 0f 23 b7 3e 6a b5 f3 a7 17 98 2f 88 86 0d 7f ad b1 06 44 6e 82 d2 be 
5d df 7b 71 70 08 93 48 76 a5 30 54 7c 21 4b 88 25 82 42 32 9c da 97 a7 7f 24 cd a3 85 50 61 84 fd 14 94 84 b2 32 14 9f 
0f 45 9e d7 40 3e fa 75 bb e1 48 e9 71 1b f7 32 11 1b 66 d3 63 a2 76 85 61 25 1b 9b 8c 9a d5 db 23 11 50 4c 17 06 a3 
33 f3 e5 91 37 30 c0 01 bf cd 90 20 34 4b 6b f7 7c 57 9f f6 bb bb 27 43 f6 d6 1e 11 21 8b c3 81 ea 1f 9b 3e e6 16 80 7b 
da 20 fe c1 64 66 44 cc f6 5b 8e 94 f3 7c da e6 f1 c5 d2 3c ba 5d 3f 9a fa 08 5c 05 c9 85 8b 98 43 a5 37 74 fb f0 c2 55 14 
af 6d bb 2d 9d ae 35 75 78 25 92 d2 81 aa 73 23 e1 8c 27 
Data Ascii: ToXx[kj=b{`)BkVGw`8IG\#>j/Dn]{qpHv0T|!K%B2$Pa2E@>uHq2fcva%#PL370 4Kk|W'C!>{ dfD[|<]?\C7tUm-
5ux%s#'

2022-01-28 14:30:38 UTC 833 IN Data Raw: 22 c3 99 79 3c 18 d9 9e 9b 3c 8a b1 1a 74 18 d1 b6 1d 8b bd 3f de 34 04 6f f0 29 5c 29 a2 70 36 b3 dc c0 bf 
64 3f d1 bc d6 3a 1c 22 8d 28 25 63 c4 21 9c e5 9f 2c 72 26 ba 18 0d 1d 83 dd 21 42 4a d9 43 38 97 6e cc 8e 0c 33 64 58 
f2 6f e1 ca a8 fc 81 54 f1 9e 1a eb 5a 11 16 e9 7f 7a 0a 2f a8 db f6 14 f4 a0 03 6b 36 bf 69 0a bf b0 6e b2 c3 cb 52 0c 42 
c4 73 bc 99 27 0d 4a 32 a6 43 2f f2 dc 2d 5d 2b 85 c9 03 9e c2 18 01 37 7c 8e 7b 31 60 0f 46 14 40 ed 03 43 68 cf bf 9a 
7d 53 04 00 c3 5b f3 ec 53 4a c3 b2 fc c0 2f 74 46 89 a6 39 14 72 ff 96 44 98 af 2f bb 1d fe 55 70 04 4e 3f cd 99 cb 2f a0 
65 b9 00 71 d0 a9 9c d2 85 63 e9 a2 3d 66 dc b7 9c a7 1c 1e ec 00 8a 65 2b 6e 80 18 2e 5c cf f3 cc 37 bf d6 5a 20 3f 19 
5c 29 e4 e4 45 ca e4 f1 aa bf cc 97 30 a6 8d a5 04 
Data Ascii: "y<<t?4o)\)p6d?:"(%c!,r&!BJC8n3dXoTZz/k6inRBs'J2C/-]+7|{1`F@Ch}S[SJ/tF9rD/UpN?/eqc=fe+n.\7Z ?\)E0

2022-01-28 14:30:38 UTC 834 IN Data Raw: 00 e1 9b e8 cd 60 d2 8e a6 df 04 62 a4 18 11 51 71 0d 2b 0e 56 cc ce 3d 81 0e eb 13 e0 22 31 95 10 59 b6 10 
da fc 52 cd 60 7f 3d 0f f9 72 19 5c c1 30 b7 5d 91 4b f5 69 17 ee e4 2a 7b 81 1c 25 2c 26 b7 b7 63 41 50 4a 11 da 74 f8 
85 e9 58 e4 ce e0 fe c9 5d 75 4e 4e cf e0 aa 6b 8c c6 88 82 d9 50 8b 6a 66 0d 11 cd c4 8e 29 2c d3 c9 4f bb 86 12 6f 49 
58 b4 06 12 7b ed be 63 91 a0 94 fb 36 5f 4e 84 d1 0c 0f cf 58 1d 65 89 e2 f8 4d 4b 20 07 31 95 65 58 1e 11 e3 aa 31 28 
af a6 e6 86 63 38 d0 07 ee 7d 34 a6 08 7a b8 99 ac 1c 7c d1 da c2 da 36 42 ca 13 95 35 c2 5e 15 2c 02 e4 2a f5 f0 08 57 
c0 d0 0c 6b a8 d3 f0 41 3d 2e d4 e4 58 2d 96 7a 81 01 28 67 6d dc b3 29 ba b8 36 d2 34 c2 8c 1b 62 af 62 66 30 e4 9b cc 
37 8d 18 66 88 7f 4c f4 34 72 f7 b2 e7 16 ef 82 4d 42 4f 
Data Ascii: `bQq+V="1YR`=r\0]Ki*{%,&cAPJtX]uNNkPjf),OoIX{c6_NXeMK 1eX1(c8}4z|6B5^,*WkA=.X-z(gm)64bbf
07fL4rMBO

2022-01-28 14:30:38 UTC 835 IN Data Raw: 08 14 cc 46 66 a9 38 15 19 6a 96 3c e5 74 72 13 2c c6 04 86 ab 71 f8 3c 71 8f 69 e7 57 63 dc 26 8e 8f 88 18 
af 84 69 f0 a5 0f 43 cd 22 bf 66 13 06 db b9 47 16 17 2e cd a3 8c b2 b4 4a 7f 45 4f c1 ab c9 5a 88 cc e5 6b 43 e9 97 c5 
44 9d 10 fa 1b 23 a0 99 7b 1b 05 4f 69 c9 b2 e5 aa 0a b2 c4 07 45 44 24 4c 84 df 08 c3 11 1c 4f fd 72 5c a4 cb 2a 58 ce 
a4 b3 60 50 ce 7c 41 c9 07 d5 cc 17 19 41 82 bf 4c fd 3a 37 48 f0 5a 3d a9 5c 2a c1 2b 94 b0 e5 45 f0 56 ff 44 10 88 e0 af 
fa f1 6d 4c d0 28 9e f2 e8 2a 38 e5 9f f5 79 3f c3 33 e2 53 04 27 f8 05 33 90 20 c5 00 5e 4e 82 1f 51 22 e3 82 07 7f 13 0f 
69 15 fc 0f 7e bd c9 33 0c 85 b3 41 8d 50 bf b6 a6 9d e0 51 98 64 06 53 fc 86 79 4c 30 e3 5f 30 f0 08 7e e1 9f ac c9 0d ae 
ea df d0 5b 07 f3 fa 59 45 20 58 a0 48 79 89 26 
Data Ascii: Ff8j<tr,q<qiWc&iC"fG.JEOZkCD#{OiED$LOr\*X`P|AAL:7HZ=\*+EVDmL(*8y?3S'3 ^NQ"i~3APQdSyL0_0~[YE 
XHy&

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 837 IN Data Raw: 24 9b 11 cc c3 38 61 9d 47 77 70 78 fb e2 fc f5 2b da 32 a2 de 1c ff e9 d9 59 e0 8c 4b 1a e5 8f a7 54 88 64 df 
fe e9 c9 d9 db 1f 4f 9f 9e 7c e0 22 e2 a7 f3 15 dd 77 3f e2 d5 f9 c9 eb 77 af 08 7d 89 57 0a f1 f3 ab 1f a8 a1 5f 10 11 e8 6c
1c 3e fa e0 5e 44 7b bf 5e 7a 8f a6 fe 6c ca dd 2b a2 d4 1b 7c 36 19 cc 27 89 61 96 e2 8f 62 61 87 e7 8a 1b 82 68 0b c9 
ed 4a 26 c5 ad f3 b6 08 31 f3 8c 6e 06 84 75 93 c6 52 8d da ce 61 09 d2 ee 31 d5 60 f9 df ce 9f e1 6e 50 26 55 cf f9 f1 fc 
d9 de 9f 9c c1 fb ec 7d 76 91 4d df bf 0f 38 51 db a5 df bb 50 49 db f0 1b dc dd 9e 59 f0 d9 78 7a 9f f5 d5 83 df eb d7 6f 
e4 0b d8 1b 07 59 5e b9 fd 86 f1 b1 d7 bb 7d 9f f5 7a 71 4a 28 80 18 9a 5e 46 fb d6 db 4a 17 4b 3a 4d 51 56 d1 98 d6 18 
16 8f 0a 84 79 a3 fa 88 c0 e9 4a 55 42 db 
Data Ascii: $8aGwpx+2YKTdO|"w?w}W_l>^D{^zl+|6'abahJ&1nuRa1`nP&U}vM8QPIYxzoY^}zqJ(^FJK:MQVyJUB

2022-01-28 14:30:38 UTC 838 IN Data Raw: 3a 8c 67 3b e6 57 9a 13 04 1a 96 0b a5 91 1a ad 4c 2b 3a 87 ba ee 68 bc 39 92 78 e8 55 81 ed 06 ef cc b1 da 
17 c2 24 b4 35 85 b0 ed c8 6b fd 55 e5 ab 23 2a 9d 4d 53 91 88 c4 83 69 29 2f 99 27 9b 17 81 19 3c ff b7 b7 cb 31 2f 4c 
b5 70 d1 39 25 11 fd 9d 16 cb a2 c9 d4 54 0b b8 50 34 a0 ae e2 30 34 fc aa 6b ed e5 44 e8 2d 61 45 c7 85 6b 71 52 bb 
16 0f a9 64 97 66 e7 39 01 1d 69 57 e5 8f c8 c2 94 e6 a6 49 08 bb c3 0c 1d 66 6d ba 23 c4 36 0f aa 10 61 1f f0 33 cc 05 
64 bd 26 6e 3a e2 a6 55 48 61 58 87 a9 e4 08 6e 49 c7 e5 a2 ea 83 e7 8e 2e 39 32 99 84 c7 b5 20 2f d6 c6 a5 c9 61 cf 8c 
d8 c7 a6 3a ee 22 a9 db 48 74 1b 06 9e 12 c0 aa d6 25 a3 09 82 f0 c1 2d 43 24 40 86 f8 ef 90 2f a2 53 e3 e8 c6 e2 23 71 
8e 2e 1c 70 3d c4 8c 7f 76 6a c8 1c 56 43 ac 41 00 82 21 b8 
Data Ascii: :g;WL+:h9xU$5kU#*MSi)/'<1/Lp9%TP404kD-aEkqRdf9iWIfm#6a3d&n:UHaXnI.92 /a:"Ht%-C$@/S#q.p=vjVCA!

2022-01-28 14:30:38 UTC 839 IN Data Raw: cf 8b 24 f9 29 9a 5f 41 c0 e3 63 a3 9e b1 e4 a8 7f f6 e2 ed 4f 1f ce 4f fe e7 5c 38 7e 43 00 93 43 19 9d 84 19 
87 d6 e1 98 35 de c0 4b 99 5e 71 f3 dd 30 31 c3 38 6b a6 24 97 eb c6 34 4d 43 0a 48 a3 1a 24 c6 1d cd f2 39 b3 c0 a3 bd 
ae 06 82 1a 37 a1 93 40 41 39 b3 34 6f e2 88 c8 8e 3d a1 82 70 6a e2 60 dd 10 cc 08 c6 aa eb 84 28 39 50 65 81 9f 8a 
48 da ec 48 e0 40 9a dc e6 b7 f3 24 26 a4 b4 a9 0a 1d 8c 31 15 88 3a 26 83 74 ec 6a 2a d3 24 58 62 25 bd 01 37 2f 52 
6e 7c 0c 55 7e ae 86 55 44 58 c9 72 65 5b 17 66 be ce a6 06 cd 58 98 eb 67 65 b0 12 a6 22 e9 2b 21 5b d0 8d ef 8a 44 
a4 19 87 8d 13 08 dc 93 4c 84 f8 ee 20 b9 2d 1e 1e b1 06 23 39 30 3a 1c 6b d9 11 ed 15 8c f9 3f c2 d5 be 31 5a 11 a4 52 
0c d4 0a 50 e3 18 c3 33 8c 25 8c 75 30 32 bb 98 eb b3 be f4 63 
Data Ascii: $)_AcOO\8~CC5K^q018k$4MCH$97@A94o=pj`(9PeHH@$&1:&tj*$Xb%7/Rn|U~UDXre[fXge"+![DL -#90:k?1
ZRP3%u02c

2022-01-28 14:30:38 UTC 840 IN Data Raw: f1 cf bd 6b f0 86 b4 cd 0e 5f 5a 3c ee cb 7a 58 4f 6a 10 e2 db 9a 08 69 9d 7f a3 2d 7f 1d 68 f1 ac 82 c5 6b 2c 
96 14 cb 4e e6 10 f3 c1 ce 86 98 d2 8a 68 8d 2d 24 94 a8 65 91 f4 48 a4 48 1a 3a 87 ce 6e b1 eb f4 58 af f3 f8 f0 11 3f 3d 
a6 7d ee b0 a2 5b 12 5a 4f 97 9f a2 39 b5 f7 08 1d 8c 56 d3 f2 ff fb ef bd 32 5f 24 7b 20 57 f7 24 e2 2c f7 c6 34 cb bd 51 
b2 87 5a 7b f2 82 4b 38 b7 e5 eb a8 b8 5a 2d 7b 3b b7 fb eb 9d de 22 ba 61 3b b5 4f 79 71 85 7c 7a 42 a9 91 c4 50 49 bf 
3c e9 3d 11 ce 18 65 bf 47 f7 74 b9 9a 57 f4 d9 01 7d 06 31 4b 9c 50 9b f3 b2 ef 10 7f c1 9b 32 ef c3 da 6d 1e 81 86 fe f7 
77 72 91 fe a7 96 e4 d2 b3 e4 03 3f aa 23 05 72 f1 23 88 86 db 7b 37 5a a0 07 27 f8 c9 ad fc 1b 61 c9 83 e0 cd 32 8b d5 
c0 00 06 d4 78 48 35 d2 f2 4d f4 46 a9 c1 11 
Data Ascii: k_Z<zXOji-hk,Nh-$eHH:nX?=}[ZO9V2_${ W$,4QZ{K8Z-{;"a;Oyq|zBPI<=eGtW}1KP2mwr?#r#{7Z'a2xH5MF

2022-01-28 14:30:38 UTC 842 IN Data Raw: 97 80 1f e3 8d 58 31 19 5f c0 d9 6e 2c f2 53 19 d3 8e b5 c2 56 1d b5 4d aa c6 22 cd 5e c9 6d e6 ae d4 a3 83 
1b 2b ba 11 a5 c7 f8 e9 f8 da 1d 44 94 1e d5 de 21 13 e4 4b 23 a2 54 2f d8 22 7e 66 16 89 6f 65 94 09 fd b1 8a f9 07 8c 
29 22 48 f0 97 af d5 a3 7c a3 f8 b0 66 15 ab 5c ee 9a 51 e7 a5 7e 96 ef 5e c6 c6 8b 97 74 70 09 3e a2 65 a2 82 23 f0 bb 
13 b3 88 d6 a0 c8 97 10 8c 31 90 ca b5 30 8b ea 1a ef 94 6f 1d 37 73 dc 28 75 58 2d 53 3c e1 db 47 b4 f3 b4 2e a8 8f cc 
eb a4 2c 23 6c d6 9f 8d 0d 95 85 b4 1a 31 a2 39 c8 8d 82 81 d4 ba 4b 66 a3 a9 e1 44 7a 4d f2 e4 0d d1 09 dd 51 a2 bf 3d 
ba 10 e5 06 a2 30 cb f7 22 10 43 69 79 c5 c9 b2 f7 40 2d 8b 5f 2a bc d6 e5 3d 36 eb 0d 1a 3f f1 2e 65 20 1d 70 14 b9 30 
d7 00 11 69 9a 8c 6b 61 0a 1b c6 bc 91 94 27 5b 4c 8b c8 
Data Ascii: X1_n,SVM"^m+D!K#T/"~foe)"H|f\Q~^tp>e#10o7s(uX-S<G.,#l19KfDzMQ=0"Ciy@-_*=6?.e p0ika'[L

2022-01-28 14:30:38 UTC 843 IN Data Raw: f3 f6 bf a5 23 68 4a bf de ef 04 9d 00 d7 12 68 75 b0 50 02 f9 59 1e 8a 5d a4 dc a6 a9 0a 7f db a4 70 3a 1b da 
19 b4 96 1f 40 28 15 41 20 f9 92 c8 5c ae 26 54 60 ed f6 ca 59 91 66 57 f7 bd c3 f5 1f 3a 07 6d 88 fc c6 1d ad 27 b9 71 84 
ff be 0d fd 4f 6c 67 e7 1e ac f9 34 b7 45 fe 5a 8c db 20 7b 0f 57 73 63 25 36 cd f6 5e d1 8a d6 48 b4 6a 81 a2 a6 db 63 c3 
65 bb 81 d5 a9 0d 71 37 20 18 82 c4 13 ce ec dc c9 69 f3 e7 9c d2 7a f3 e7 af 38 e3 f5 e6 cf 71 8d 7f b3 7c 41 6c 07 9a 
27 32 a1 2d a6 4b bf bc cc 0e 78 96 d2 d5 3b 35 74 98 4c 06 50 0a d3 47 1b 50 99 83 21 34 5a 25 0b 98 fe 75 0d 58 46 
41 e9 10 6d 9b 00 a9 14 2a 04 88 7c d3 f5 c2 30 ec be ed f9 6d 7b d7 ea 4b 5f f0 50 0c e1 42 bc 73 2f cf b3 4b 67 41 56 
e0 a6 3b 00 a2 f7 85 6b 53 8c dd 15 df 77 c9 f0 c5 
Data Ascii: #hJhuPY]p:@(A \&T`YfW:m'qOlg4EZ {Wsc%6^Hjceq7 iz8q|Al'2-Kx;5tLPGP!4Z%uXFAm*|0m{K_PBs/KgA
V;kSw

2022-01-28 14:30:38 UTC 844 IN Data Raw: 04 10 23 a8 df f9 ab 66 54 02 65 65 13 b3 95 0d 47 78 3e 8f 0a 98 70 c3 a7 c7 f4 1d c6 f2 35 1c 12 95 89 f3 dd 
5d d7 db 68 c3 0b f8 5d 27 93 f4 33 52 4a 29 f6 84 ed 5d 10 7e 6e 35 68 20 3a b1 02 f5 8d f7 97 e4 66 a5 d3 d2 84 b6 a1 
d4 55 72 f3 14 c2 31 84 18 fa cb c9 df 3f 3c 7d 7b 7c d2 3f 39 7b 7a f4 ee 64 7b 7b d3 fe f9 73 de f0 2b b4 4b e8 69 63 5f 
84 a3 84 eb 05 a4 fb 1c 87 87 6e aa d3 66 fc 63 41 56 75 80 2e 22 22 81 6f 5e 19 db 23 4a aa f6 9e 7c 25 2c b8 da d8 bf 
f1 c2 f3 5b 57 03 6c 8d 1a 45 ae 08 0e 61 8f 14 b6 ca d6 06 30 19 d7 3e 28 c2 e6 bb 35 48 14 9b 37 1a 6e 17 83 1c 4a bf 
85 04 43 4c 0d 2b 0c 78 22 82 54 f8 9d f9 60 39 29 23 ab 49 1a 14 30 9e 5a b6 72 dc 81 8e b0 0b 67 fb 9d c3 c8 10 32 28 
c1 36 db 26 aa a6 1e 1f 3e 8a 1e ef 04 3b 4a 06 de 
Data Ascii: #fTeeGx>p5]h]'3RJ)]~n5h :fUr1?<}{|?9{zd{{s+Kic_nfcAVu.""o^#J|%,[WlEa0>(5H7nJCL+x"T`9)#I0Zrg2(6&>;J

2022-01-28 14:30:38 UTC 846 IN Data Raw: 45 a9 48 5d 73 3a 22 53 c8 8e 0a 2c 5f 37 00 62 8c e0 7d f7 e7 b1 ff a7 5e 5f e1 d6 49 db 6a 2f 2f c7 29 c0 f2 
26 1b 49 88 8e 5b 22 af 23 93 2d d9 c5 5d f2 68 b1 0c c4 24 34 8f 9c 94 20 35 bf 93 41 77 6f 15 ce 14 98 d4 8a fb 1a 88 
e8 b0 6b 30 09 c2 45 48 b1 2c dd 62 5f 5b 30 bf 48 dc 4d 6c a4 a9 c0 e8 24 83 95 d3 db 43 a5 97 92 6b c7 fa 2a 40 9e a9 
af a2 85 cc b5 4c 2b 6d ae 00 9d 48 2a 03 c0 a1 3d fc f5 53 b9 2a a1 5a 1e 99 93 c7 4d ad 8e c2 dc d3 60 05 02 41 38 a8 
01 3a 34 25 0a e6 8b b5 25 05 01 ac 5b 19 51 23 3d 82 87 b5 de 69 63 59 56 0d d5 50 b7 32 28 69 e0 08 89 33 4c 77 5c 
23 78 59 6d c6 15 3a 3a d8 d6 a9 94 49 23 2c 84 0e db e5 1a d7 fe 72 a3 a8 c0 80 f7 0b 47 2c 01 54 1f 4a d1 d5 88 10 7a 
2f fa 5b 77 20 91 2e 36 87 c3 7b d2 42 8f 8a 3c 8a e9 5e 
Data Ascii: EH]s:"S,_7b}^_Ij//)&I["#-]h$4 5Awok0EH,b_[0HMl$Ck*@L+mH*=S*ZM`A8:4%%[Q#=icYVP2(i3Lw\#xYm
::I#,rG,TJz/[w .6{B<^

2022-01-28 14:30:38 UTC 847 IN Data Raw: a3 ed 63 e5 06 88 23 69 c4 c1 96 52 42 57 25 7c a1 25 09 5b ef 65 3c 47 76 02 b1 a4 37 bc 9d 5b d9 dd 9d f1 
b9 27 03 6d 33 a4 d9 d5 05 f0 b8 aa 86 3e e8 1d 31 7c e4 28 d5 c6 a9 2c de 4a 5b 69 f6 37 d0 a2 ea ad 30 4c 1b 02 65 
1a 1a 67 bb c2 40 ad 41 9a 56 98 ee ca 8f 59 29 09 03 c4 89 1f b1 11 62 e5 2f 6a 15 e5 ad 41 57 09 23 06 a6 de ce 84 88 
04 56 89 4f 59 7b 47 04 9e 15 0a 31 b1 ee 47 22 9a cd 47 d7 96 08 30 5d 3f a8 fa 06 39 c6 da 8f fa 51 fe 66 fa db 94 1f 74 
d4 d1 c9 66 d9 2c c5 c8 b3 e0 08 4a 34 71 38 ff 30 2b c8 c5 d8 b6 b6 32 7f ab 7e 56 89 4a 2b 71 e3 ff 04 fe 12 36 d8 42 
02 c9 8f 03 15 ec 94 6b 20 80 8e 24 73 93 41 2e c5 03 90 3f 09 12 22 17 03 4a c3 4c 1b 1c 8a d0 5f 65 23 fd a9 f9 51 e2 
9b dd df dd a5 cc 97 72 92 9d 8d 76 a0 c6 c2 94 e0 90 38 
Data Ascii: c#iRBW%|%[e<Gv7['m3>1|(,J[i70Leg@AVY)b/jAW#VOY{G1G"G0]?9Qftf,J4q80+2~VJ+q6Bk $sA.?"JL_e#
Qrv8

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 848 IN Data Raw: 53 a1 70 99 35 15 59 32 73 b0 4c 0a 69 6a 36 75 29 a1 7f 33 5f dd 40 86 35 09 43 3b 53 9b 02 18 9d 1f 39 b3 
d2 dc 69 9b 4f 3a 7d fb 83 fc 50 71 13 83 7c 77 d7 43 6b d9 45 7e 79 77 77 ed e2 af 7f e1 9c 3d 3d 7d f9 ee dc f1 9d b3 f3 
bf bf 3a 71 2e 3d 62 8b 91 f0 a3 2b 33 30 a2 67 b3 d1 38 63 33 54 23 92 d7 ea 5d 27 3c 01 cf eb 67 34 82 4c 27 8a 19 64 
34 82 ea 22 bb 84 82 68 43 f2 63 64 f8 a4 65 61 b2 a9 ea af b2 79 3e be 3a e3 13 85 08 60 b6 4d 99 f0 5a be af b2 89 e7 
36 19 47 49 89 18 8c 82 15 73 fc 23 73 c4 d2 7d a2 97 4f 7a 75 35 64 bc ae 93 62 f9 bd 65 9d 14 ab 43 60 ca a9 b0 2c e2 
5a 72 44 6f 33 38 93 78 b7 ee b2 d3 4f a9 73 ac 8a 3f c1 a9 f3 7b ad ce 7a 42 e4 17 20 f1 de 1e c3 00 b6 2a f5 34 99 bb 
76 a5 93 cf 99 10 21 74 7b a4 1a f6 66 86 e2 07 a2 12 
Data Ascii: Sp5Y2sLij6u)3_@5C;S9iO:}Pq|wCkE~yww==}:q.=b+30g8c3T#]'<g4L'd4"hCcdeay>:`MZ6GIs#s}Ozu5dbe
C`,ZrDo38xOs?{zB *4v!t{f

2022-01-28 14:30:38 UTC 849 IN Data Raw: 77 d6 d5 f7 bf 62 e2 f7 0e 3a 2b 7a f7 7d 1e 7d 26 ea ba f3 ab 41 4b 54 9d 5d 74 55 bc 6c 4c 7a 60 7c 91 b7 
57 60 1f 72 15 49 04 77 9d a5 7b 7d 6f 8d 7b bf ce 74 59 8b 16 6d cc 5f b2 34 2f b4 b8 0d 76 1e 11 6a 2e e7 7a d1 4f 4b 
50 ca bd 90 c3 e5 81 b2 91 c7 fc eb 3e 62 57 47 d6 83 58 23 d0 b8 0a 00 a7 c8 7d 5f dd 63 5f d7 f4 96 7e 10 a3 ea 30 8a 
31 4e 90 79 9a 88 48 15 18 ba 94 0d 84 ea c7 dd 1d 11 f8 f0 cc 2d 6c b2 a1 eb 52 68 a7 d2 bc 50 4e 50 fa ee 33 2e 50 de 
f4 ee 93 52 f4 99 d2 99 0b 79 f3 66 33 e9 fb 1a a0 3b 45 b6 b0 12 0c 61 6b 7c b9 9f 0e 2a e5 36 80 95 d4 eb d1 f4 90 89 
ac 4b b1 e0 7b c3 d9 ad a0 8c 30 af 58 2e 25 6c 34 96 82 72 a3 69 b9 2f 76 9c 3d b8 8f 12 11 c0 e1 f0 36 c1 03 d1 04 04 
b7 04 e2 43 b7 b0 15 26 33 2b d2 90 bd 2a 1d 77 6c d6 79 
Data Ascii: wb:+z}}&AKT]tUlLz`|W`rIw{}o{tYm_4/vj.zOKP>bWGX#}_c_~01NyH-lRhPNP3.PRyf3;Eak|*6K{0X.%l4ri
/v=6C&3+*wly

2022-01-28 14:30:38 UTC 851 IN Data Raw: 76 6e 7e 25 2c 6b a7 ba 9e 58 a5 66 2d b9 a6 e7 f9 12 f4 ff 22 2a a6 69 26 1f 2a f1 47 4a dd 1d 67 1d dc b2 f5 
ee ff 8b ae 15 b4 16 36 b4 8e 99 88 99 68 48 d0 03 a2 4d b5 56 b0 09 d5 0a 68 1a 15 37 80 f1 22 8c 1f 45 fe aa de ac c5 
c6 cd 1a 8c fb f5 bc 74 77 ab ee ee 68 5c 7a da 7a 16 ab 4d b3 30 07 c7 f8 c8 1c 10 01 57 ce c0 65 0e cc cd 01 66 b9 dd 
63 f5 35 7d b5 57 6c c3 14 d4 51 1b af 39 46 af 54 57 01 d3 02 65 7d d3 e9 5b 73 24 a2 22 81 47 b6 eb f5 89 0d 01 e5 0a 
61 b9 0b 4b d1 9a 1a 72 6f 85 57 
Data Ascii: vn~%,kXf-"*i&*GJg6hHMVh7"Etwh\zzM0Wefc5}WlQ9FTWe}[s$"GaKroW

2022-01-28 14:30:38 UTC 851 IN Data Raw: 5c 70 6b d4 09 aa 35 42 07 85 e9 9a f1 28 c1 42 a8 cc c8 2b 1f 3a 1f 8e 6b 06 a5 39 b7 01 7a c4 e4 a1 a5 25 
4c 02 7b 80 51 ff f5 c9 f1 cb 23 ef 04 a2 46 46 ef 7f 05 4b e6 ca 72 44 ba 02 c9 a5 ad 79 73 7d 9b 9c f4 59 04 d0 71 1b 94 
ee 85 be c6 9b 17 a2 79 4f 5c 12 4d 17 83 25 6e 44 41 04 bd 0c 34 d9 9e 89 eb 05 27 6c f8 de f5 6a 9d dd 27 4e 31 27 dd 
a6 0e 65 7c ad 94 2e 3b bd 22 dd 8b 21 28 62 63 3d d6 42 c4 50 86 ab 86 0e 78 4e 25 86 0e b8 9e a4 a1 6a eb 95 bb c9 
ee 9c ad 60 67 e1 ca 25 fe 8b 61 1c 6a d5 ff d3 db eb 11 3b 46 45 ea 5a dd 75 7a bf eb 19 25 67 aa aa 07 de 80 3e 77 60 
2d e8 8a 8f 00 c8 fc c9 6e af d1 88 a7 5a 11 e7 41 35 30 dd d0 80 ae 2e a8 3d 6e d1 b5 0b f6 7a 07 9e 3d 34 d9 68 3d e7 
f1 ff 1b e2 49 12 ef 40 21 80 28 81 4b 58 35 9a 68 d5 28 
Data Ascii: \pk5B(B+:k9z%L{Q#FFKrDys}YqyO\M%nDA4'lj'N1'e|.;"!(bc=BPxN%j`g%aj;FEZuz%g>w`-nZA50.=nz=4h=I@!
(KX5h(

2022-01-28 14:30:38 UTC 852 IN Data Raw: 09 3d ad d2 bd 92 5a 42 30 29 f1 07 09 5a c5 af 42 84 81 62 0b 2f f1 82 53 47 d6 5f c8 5f c8 20 09 de 1b da 74 
8e ca 06 d7 13 f6 a1 ce 95 6f b1 31 dc c4 f3 2c dd 52 de 08 ec 6a 99 5c b2 db 79 66 af 17 cc 8a a7 56 81 27 3c e1 c0 2a 
5b a5 66 68 ef 85 ed d0 23 5c b8 c5 35 d9 e5 0b 83 83 29 31 90 c3 9e e1 0f 33 90 41 f3 f4 57 42 ed f0 93 c9 2c e3 56 89 
56 b7 0e b4 93 cd 7d c7 4a 23 45 2b 78 91 b5 2a 99 9d bf a2 cd 56 20 88 49 4b 95 53 db dd f6 ab fc 47 02 a2 e2 69 04 b3 
39 c5 99 be 3e de 7b f2 e3 f9 f9 db 37 70 9a bd bb 73 ea 87 35 2f 75 d2 70 2d d2 00 45 88 6e d5 ed cb ae 7c 0c bf 78 bc 
f5 a4 95 86 bd 8e 0c 84 23 9e 70 9c 02 df 02 66 38 58 88 5f f0 1c 70 d8 5d fb fe a3 93 19 ce 91 44 38 53 8b 6b 40 e2 16 
76 ff ee 6e 4b df 2a b6 99 ac 58 1d f0 3d d3 0e 13 66 
Data Ascii: =ZB0)ZBb/SG__ to1,Rj\yfV'<*[fh#\5)13AWB,VV}J#E+x*V IKSGi9>{7ps5/up-En|x#pf8X_p]D8Sk@vnK*X=f

2022-01-28 14:30:38 UTC 853 IN Data Raw: 31 e6 44 eb 48 02 c2 bb e3 f9 b3 ba 22 87 b0 6a 57 7c 8d 77 af f0 4e 85 0e ed 02 a0 a6 06 71 30 51 d2 01 6f 
a2 32 fc 10 cc d3 dd 3b 33 02 03 7d 61 6c 76 e5 af 1e 5f 47 63 96 7e 15 f7 75 1b 32 6a 99 80 bc ad db d6 ef 02 fb dc dd 
6d f0 e9 53 17 9b 37 58 da 4e 99 ac 06 ab 2c 1e b8 6a 5a 8e 6a 88 6d c1 02 f2 1e b7 0a b7 42 15 b4 34 5c d5 d7 c5 ee 
c1 a0 0b b8 85 33 20 51 b3 b7 ca 19 3f 59 77 1f 8e ad 4a 64 7d 63 56 4a 26 8e ae 38 0b a9 c0 6d ea 1d 43 ed 97 3e c7 
7e 0c 89 42 0e be fb c3 7e 1d 5a 49 0e ef bc 73 91 fb 9a 41 62 5e e4 42 09 de 2e c1 d0 71 3c c9 3a 22 41 c7 5e d7 b0 60 
c2 e3 d2 74 76 5d 7a fe 92 4f 97 4c 2a 61 39 5d 41 37 a6 12 2a 36 82 66 a1 b8 45 bb ae b4 b3 92 bb ea c2 7a 46 15 30 1
3 bf e1 26 c1 f5 3d 06 b5 3d 54 70 16 e0 36 ff e2 8d 2c 5c c4 70 
Data Ascii: 1DH"jW|wNq0Qo2;3}alv_Gc~u2jmS7XN,jZjmB4\3 Q?YwJd}cVJ&8mC>~B~ZIsAb^B.q<:"A^`tv]zOL*a9]A7*
6fEzF0&==Tp6,\p

2022-01-28 14:30:38 UTC 855 IN Data Raw: 72 54 8a a1 b2 de c9 b0 e5 fe 42 92 fe 1c 18 d0 ac 92 75 a7 27 34 b1 9d 14 9d 23 da 78 df 6a 87 3e 1d c2 fe 
9e 1d da dd c6 4b 5f 0f 2c 18 d7 f9 37 04 45 c0 64 80 c2 be 3d 91 ab a4 17 cd 3f 45 37 a5 72 f3 bc 0f eb fa 39 dd 0f c5 a7 
14 86 67 2a 18 e1 75 5a dd 10 ad 19 d1 f6 26 a5 c8 e0 01 ff 81 4f 79 71 d5 5b 72 80 80 f9 4d 1f e2 53 05 86 b1 0a 7d 78 
8a 58 db 10 4a b4 15 e4 5a b7 53 bb 2d f6 d2 3e b6 bf aa e6 49 1b 3e f4 56 a9 16 66 fc e9 40 98 cf 2e fa 55 8e e0 ba b0 
9f 81 93 2d 80 4c 8d e6 bc 43 6d a5 82 80 27 9e df f5 3a 2f 10 8b 8e c5 0e 63 66 03 b8 a6 31 a6 f3 6e 5d 86 d5 6c 67 8d 
ce 96 d9 bc 20 de 14 fc 5e ea bd 11 eb 55 cb 01 94 11 b7 f4 72 18 6c 08 73 bf f5 d4 14 92 65 a6 90 ec f8 e5 d1 ab b7 cf 
39 22 9c 9d 13 e0 69 67 4e 80 4c 41 75 1d af 3f e8 ec 
Data Ascii: rTBu'4#xj>K_,7Ed=?E7r9g*uZ&Oyq[rMS}xXJZS->I>Vf@.U-LCm':/cf1n]lg ^Urlse9"igNLAu?

2022-01-28 14:30:38 UTC 856 IN Data Raw: 6b 38 fa da c5 90 2e f3 8b 42 73 3e 58 12 45 d4 bb 0a d4 90 3b 28 58 a5 85 0b bc bb 1b 47 32 17 1d ef 65 d0 
c6 5a 6b 7a 99 dc 6e e3 f3 04 51 02 06 06 b0 8b 67 41 41 f8 a8 f6 4c 2e 19 91 e6 0a ff ee 2d f1 ef 10 ac ed da 45 bb d1 
c2 71 95 57 72 39 4d 58 38 98 3b d1 70 63 1b ec 56 22 8b c6 ab 83 be 27 eb 53 e5 53 91 8a 27 22 93 2c 32 2d 97 7c a8 
55 5f 4a 0a 09 99 fd 20 78 b8 c7 dd d9 7b 18 58 7d a1 ab 17 1b d0 09 f2 eb 20 fd 9c 6f 46 0f 25 a8 df 05 1d 99 02 e4 44 
b4 8d 19 12 0c 5c 6b 4c 18 24 f1 4a b6 e2 92 ff d0 b0 e0 4f 7c be 97 5c cc 94 f7 c7 44 b9 84 38 dd 54 ab 99 d3 75 3d 4b 
53 b2 37 bf aa cf 14 90 5d 5a 09 a0 e6 5e 58 a9 84 95 fc 8d b8 2e 29 d3 39 51 e8 ed 19 b5 53 35 5d d5 73 30 e7 c7 89 aa 
7e cf 26 f3 f3 54 7d fd 6c a6 bf bf 71 d6 d6 44 d5 e5 a6 e9 
Data Ascii: k8.Bs>XE;(XG2eZkznQgAAL.-EqWr9MX8;pcV"'SS'",2-|U_J x{X} oF%D\kL$JO|\D8Tu=KS7]Z^X.)9QS5]s
0~&T}lqD

2022-01-28 14:30:38 UTC 857 IN Data Raw: db 93 f5 bd c1 24 e9 fa 64 57 cc f4 9a 81 31 30 9c f2 08 90 a5 38 d5 4f 00 54 62 a3 33 68 4e de ac eb 0d 5b 04 
1f 84 f9 6c 1f 51 04 c3 4a fd 4d f9 af 6f 7b a4 6c 66 17 25 db ba 08 43 75 43 ac 56 95 01 d0 b0 20 66 2a 43 24 5f b6 a6 94 
49 60 f1 75 ac 9f a0 b6 61 6c 75 f5 8c 26 58 10 ce cd 60 9d 51 4f b0 23 a8 a7 03 15 7a e6 3a d3 31 66 e9 a2 bf a0 59 83 
95 38 ee fc a8 48 1e 6a ad 90 dd 5e aa f7 b4 77 1f 1a a8 a8 ca 2f 59 a9 92 68 8d d9 d5 66 a4 68 3f 4b 49 dc 1a 69 82 92 
74 ae 32 b4 6c 92 76 0e 87 1e 87 b4 1e 20 a1 fe bf 38 0c d4 70 a5 f3 f2 1b fe 5e 35 5c df 41 05 db be 77 c0 b7 f8 9b 43 62
2e cf 71 55 0f 78 28 39 0f 57 4b d7 e1 eb 0b be b7 5f a5 6b 9c 84 f4 1e de fc ea 35 5d 33 2f c4 d9 3f 64 af 15 c9 a0 af 66 
95 c9 dc d4 8d d0 a3 e6 f4 e5 42 0c 45 d4 7d 
Data Ascii: $dW108OTb3hN[lQJMo{lf%CuCV f*C$_I`ualu&X`QO#z:1fY8Hj^w/Yhfh?KIit2lv 8p^5\AwCb.qUx(9WK_k5]3/?
dfBE}

Timestamp
kBytes
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Copyright Joe Security LLC 2022 Page 80 of 138



2022-01-28 14:30:38 UTC 858 IN Data Raw: 28 1b 52 fa c1 86 ae 10 a3 62 77 f7 32 3c c3 5d 76 a1 d8 eb ff ac ca ab 75 78 a2 36 6b 6c 36 62 cb 37 a1 36 
d7 ab b6 0c 1b 0b 98 92 60 89 cd b2 89 27 8a dc a8 85 e5 b4 77 7b 1a 77 f0 ad 09 bc 52 d9 70 e4 f1 29 6f a5 8a b6 12 e4 
75 00 90 a2 b4 dd dd e6 a0 ec ec 94 51 5c 46 88 d1 a9 19 bc 82 32 9f b3 c9 1d 46 22 2c 92 63 1a ba e6 89 83 5d 4d ef 23 
84 ac 4a 38 7f 58 d1 76 cb 9b 9b d0 ee 0a 3a f9 3f 40 5e 06 a3 5c 9b ea 6c a9 14 aa 8a 20 0e f3 61 15 7d a3 16 fa db 97 
df 8c 68 c9 71 bc 4e 57 8c fc 59 79 03 2f e8 17 e3 ab 4c 31 23 aa 31 c7 7f a4 31 fb 7f a4 31 11 af dd 8e 95 1a a7 88 ca ba 
a0 3f 5b 67 3d 60 c0 f4 c7 7d fa 4a b6 36 22 aa d1 38 be 67 59 14 f5 e4 62 c4 15 62 87 d5 38 20 10 24 b2 4a 6e 25 ba 91 
0a 1a a9 42 14 c9 d3 76 9a b6 15 5e d7 79 f6 e9 07 86 
Data Ascii: (Rbw2<]vux6kl6b76`'w{wRp)ouQ\F2F",c]M#J8Xv:?@^\l a}hqNWYy/L1#111?[g=`}J6"8gYbb8 $Jn%Bv^y

2022-01-28 14:30:38 UTC 860 IN Data Raw: c6 79 cf 67 5e b3 9a e7 9e 4f f0 08 4c 5a f1 2c 3c 78 4c d6 93 04 2c f4 22 0a 68 7c a0 dd 14 e0 ef de 84 74 de 
5c 9d ad 10 d6 72 bb 8d 7a 31 da 19 ed a4 01 d2 3e 77 55 2b cd 75 f2 35 20 ed 75 13 a4 dd ee e5 ee 65 19 75 a0 b5 33 
32 ae 29 d8 0b da ce 2a 89 46 b8 d1 fe 83 98 83 30 7a 06 87 0e 5d 57 bb 12 9e c5 28 87 73 1c 28 cf 7e 2c 22 fe 84 51 08 
b2 3b 3b a3 3b 70 40 44 4d 17 96 1d 60 46 ad d2 23 1d 3f 83 89 6f 9c 02 f5 c1 78 06 d5 2a 2f 4d e2 46 a1 f7 0a 4e 1b 10 
e1 4a aa e5 d3 89 4d 21 d6 96 6d ac d8 d3 24 f4 68 ca bc 17 06 dc 55 f3 fc 2d 0b 37 16 3b 66 95 04 4e 53 ef c5 07 83 55 
89 7b 3c f6 d8 85 f4 f3 68 1c aa a5 f8 38 ac 18 28 dc 7f 32 d1 46 9a 9c 58 79 7e de c3 a3 89 7d a3 65 cd f8 75 a7 6e 1c 
ee 87 ac 41 eb 31 6f f2 83 ae 4f e7 c0 8b 68 60 99 f1 59 
Data Ascii: yg^OLZ,<xL,"h|t\rz1>wU+u5 ueu32)*F0z]W(s(~,"Q;;;p@DM`F#?ox*/MFNJM!m$hU-7;fNSU{<h8(2FXy~}
eunA1oOh`Y

2022-01-28 14:30:38 UTC 861 IN Data Raw: c9 9b d7 2c 4d f9 dd 5d 47 6a 1c 9c 38 6b 8f f9 d3 53 ac d3 0a 82 7d b3 ba a7 1b 5a b9 25 3a 45 dc c8 24 00 
b3 72 ea 8a 4e 78 39 2d 9a ef 15 2d 7d 41 2c 7f 33 36 91 5c 93 6c c9 aa 18 cd 8d 6c b0 72 cd 32 96 dd dd 32 ba 9d 8b f3 
7f 61 1d e8 35 d4 82 4e 52 48 0f 4a eb ad 53 e5 71 ab 24 53 5c 47 29 ea 71 55 3c 00 d4 9a 51 96 8b 9b 27 a3 0e 88 c7 
ad 52 9e 57 ac ba 60 60 31 f9 b1 65 60 e3 dd dd 79 d4 24 0c 00 f7 67 1a 99 b0 93 71 ec b7 31 d1 2e c9 b1 df 4a 4a 97 1f 
f1 c2 22 f7 a1 12 3e fa 9d 34 55 4d 33 59 d5 c2 c9 73 fe b3 dd b2 a7 1f e8 f2 f0 4a ce 5d 0f 52 24 5e 26 0f 40 1e fd c8 0a 
55 03 a5 03 c2 35 ec 40 32 94 68 18 3b e9 2c 4c 93 95 d8 06 20 10 03 02 d3 d3 2e 6a a6 c4 81 0a 6f 10 45 be 7e 22 65 
00 89 66 6e 20 df 72 1c 0e e8 2f 70 cf d1 99 1c 9e d0 f7 16 
Data Ascii: ,M]Gj8kS}Z%:E$rNx9--}A,36\llr22a5NRHJSq$S\G)qU<Q'RW``1e`y$gq1.JJ">4UM3YsJ]R$^&@U5@2h;,L 
.joE~"efn r/p

2022-01-28 14:30:38 UTC 862 IN Data Raw: f4 6d 39 ee c9 6b 77 af 97 55 e5 aa 7b eb 72 33 f0 ef c4 9d 9e 8d e9 4c a8 9c a2 e9 82 ae d9 4d 1a f0 c2 da 54 
ef 57 ee 95 7d 14 66 50 37 08 34 d0 72 f4 ec fd fb d1 f1 bb c3 d7 ef 5f bc 79 f7 2a 0e 0c ed 60 ca d4 cd e5 d3 2a 63 32 3f 
59 84 c1 9e da 56 c4 29 c7 6c 43 4e 7f c7 51 e0 e4 fa 35 54 e9 00 0d 07 8a 7d c9 8a b7 1e 02 8b 18 09 d9 0b 15 f0 38 cc 
71 4b a7 20 38 c3 34 11 dd 1d 51 58 1d 51 9e 53 8f 39 f9 6f 63 fd e5 e0 ec 34 14 bd 5f f2 f9 6f ea 76 37 57 67 97 59 ba c8 
aa 01 04 68 4f 07 83 be f7 44 58 b2 95 ee 60 70 4f 1e 0d a9 a4 b4 b4 94 d3 33 bc 6d fb 04 83 f2 25 46 6b 29 43 d8 94 e6 
39 b8 2c 51 0b 2d a5 64 08 67 dc 61 a9 3e 6d 2a c1 60 29 e9 75 85 d8 59 53 ff 04 76 14 04 5a 37 df 63 d5 da ee 11 53 99 
e2 0b a2 2c 7c 91 01 a1 67 70 3a 89 42 18 4d 12 
Data Ascii: m9kwU{r3LMTW}fP74r_y*`*c2?YV)lCNQ5T}8qK 84QXQS9oc4_ov7WgYhODX`pO3m%Fk)C9,Q-dga
>m*`)uYSvZ7cS,|gp:BM

2022-01-28 14:30:38 UTC 864 IN Data Raw: fb 27 6f ec f1 59 2c 8f 93 0c e2 c8 9f 68 ec 7e f0 62 08 7d 68 ce 94 37 ac c9 5f 59 5f cb 3e b9 ef bd 17 75 dc b5 
06 a8 fa 7f f2 f4 64 3d 2d 37 ed a5 e2 dc ac 9a 9a 65 7e 8e 04 a4 90 18 7e fe 56 68 72 65 36 57 a6 73 e9 3c 4d 87 e7 e8 
f6 f2 ee 8e 3a c2 3a 4e 69 6c b3 57 19 ab 73 d7 a3 a2 94 4e 31 10 10 e8 dc 1e fd aa fa ae 16 69 f4 19 a5 33 12 92 69 cc 
67 2e db 1e b9 46 63 e2 b5 23 5f 4c 7e 0e d7 9e b8 b1 af 49 9d 43 ff 36 f4 14 70 ec 85 dd 58 81 39 97 68 9c a2 0a 4e 93 
bd 95 4c 69 f6 a3 9e b7 8e db c5 4d 91 ae f2 f9 50 84 9e 7e 91 e7 e6 f8 46 b8 fa 64 6e b9 be 81 39 c0 5b b1 ae 99 e3 a2 
01 36 bc 3a 8b d8 d2 e2 3a dd 24 a6 54 5f 19 c9 c7 45 64 6f 25 ba 6c 47 89 b5 d9 35 de b7 64 48 12 5d 43 47 41 85 25 
ca b9 31 1d 62 90 de d9 13 bc b6 0e 17 a2 96 ba 27 3b 
Data Ascii: 'oY,h~b}h7_Y_>ud=-7e~~Vhre6Ws<M::NilWsN1i3ig.Fc#_L~IC6pX9hNLiMP~Fdn9[6::$T_Edo%lG5dH]CGA
%1b';

2022-01-28 14:30:38 UTC 865 IN Data Raw: 24 27 74 5b 9b 5b a2 ee d8 04 9d 57 0d a4 90 0e 31 95 b1 61 43 e2 a5 58 0a ab ec ab c2 b9 21 fe 66 69 ee 95 
8a 8e 57 45 db 35 8c 0e 5e 16 79 ed 12 cb 8e 41 f6 97 24 aa 46 64 3a f5 a4 a2 2e 35 ca 62 56 16 fb 32 a6 9c 96 4d 06 f1 
83 28 7e 13 ba 84 5f fc 29 6e 6c 40 86 27 7d a3 97 da 8f bc 69 0e 63 49 83 e2 5c 71 80 f1 31 83 6c 52 a2 c3 13 04 f1 b3 
f8 1d e4 90 94 ec 4f 71 10 bf e2 fc d7 08 23 a9 42 69 c4 af f9 d9 bb 3d 83 f8 bd ca 64 39 86 80 53 36 9f f2 75 66 6c 73 25 
cf 73 03 3b 2d 29 58 8d d2 19 9d c3 91 be 48 92 e5 1d 83 f8 86 53 c4 21 d7 ab 6a 2d 94 6d b2 a4 5f 62 fa 8c 6d ab 3c 8a 
e4 54 86 44 bc 4b f6 22 6e 76 90 65 0b d1 ba b3 1f 77 d1 b2 92 dc 25 a0 e4 ea 55 3f df b2 35 06 63 ee 1b 9e 3c a0 1c 36 
7c ca 5f 73 6a 5b 00 c7 24 84 2d e0 48 5f 69 b1 18 f0 
Data Ascii: $'t[[W1aCX!fiWE5^yA$Fd:.5bV2M(~_)nl@'}icI\q1lROq#Bi=d9S6ufls%s;-)XHS!j-m_bm<TDK"nvew%U?5
c<6|_sj[$-H_i

2022-01-28 14:30:38 UTC 866 IN Data Raw: e6 72 ef a9 30 0a a4 eb 1d f1 7a 0b b1 b5 db 1c 82 2b f6 23 f6 0e f8 a7 33 5c 52 89 a3 6a ff ea f1 03 c6 e5 1f 
19 3b 73 71 ff 4b c3 67 4a ff 8f 46 50 53 17 ff a3 d1 73 06 cb ac 4c 6d 3e e1 8c de ed ed c0 fd b4 66 77 06 b3 c1 70 7f 30 
19 8c 07 6a 1c 54 60 57 37 af c7 00 ab d8 86 fe 70 29 fb 0b 19 af fe 71 88 25 b7 88 82 b8 9d dd f9 ad 64 46 0d af a6 4e 
bc 66 a9 c4 50 ac 2d f5 10 b6 4d 41 da cd fd 83 0d 50 fb 5b 51 ac fe 3c 73 9a 69 42 33 50 ae 1f a6 71 32 f1 26 df 3b be 38 
2c ae 63 b9 e1 cf 1c 3d 38 ec 2d cd d9 98 a6 8c e6 0d 73 e6 78 37 a4 67 03 7c 05 b9 85 6a 07 b7 83 d7 6a 6e c5 87 88 
db 37 c8 0b af df 2c 93 72 23 4d 82 bd 32 47 bc ae 35 e7 88 91 0e 03 e6 bf 68 85 92 f4 db 6d b2 b8 7b d3 36 56 a7 0e ee 
ee 68 9a d8 56 f5 b7 87 66 77 b6 36 8f e2 48 50 de 
Data Ascii: r0z+#3\Rj;sqKgJFPSsLm>fwp0jT`W7p)q%dFNfP-MAP[Q<siB3Pq2&;8,c=8-sx7g|jjn7,r#M2G5hm{6VhVfw6HP

2022-01-28 14:30:38 UTC 867 IN Data Raw: fa ab 2d db f4 34 d1 34 cf 34 ca 81 2c d1 f3 c2 01 03 0d 29 51 c4 bc 78 26 ec e0 80 5d 8b 05 09 e2 cf a7 47 6a 
59 b1 9d 94 c8 a9 6c c8 57 bc cf c2 40 c9 d4 dd bd 56 77 64 70 5e da a3 45 05 be d0 01 9a da 76 5c 2a ea 2e 10 2c b3 
51 63 57 b2 22 b4 39 52 09 42 28 0d 4d 2a 70 80 fc 2c a7 1c ea 50 55 b0 93 d9 65 00 dc 35 01 30 e6 ed ba 19 7c ca eb 
cb 81 bc de 0c 84 24 1c 88 57 c8 80 96 9d 29 c7 d0 c6 e9 7c 9e 6d 36 f9 59 4e 1b e7 66 44 5b fd 79 56 a7 f9 72 33 19 20 
88 f9 66 f2 e8 11 8e 63 da 4e cb 51 5a 5c 20 ae fa 3f 36 1c d1 1c bb 7d 53 3f 4a d7 f9 23 90 47 f9 3c 7b a4 0f 8c ff b5 5a 
c8 c6 52 47 9e 6d 38 b7 d6 b4 1d 0b 95 4d 17 ed 63 f2 10 c7 e5 66 a0 66 6e c8 1a 75 53 76 ef 61 00 03 a6 87 ac 6b b5 
9b 8b cd 2a 9d 67 16 5e 53 25 47 1b 3a 44 32 94 50 2f 81 d1 
Data Ascii: -444,)Qx&]GjYlW@Vwdp^Ev\*.,QcW"9RB(M*p,PUe50|$W)|m6YNfD[yVr3 fcNQZ\ ?6}S?J#G<{ZRGm8Mcffn
uSvak*g^S%G:D2P/

2022-01-28 14:30:38 UTC 869 IN Data Raw: e5 38 b9 cf c2 d2 41 29 97 b1 d5 88 a9 9c 34 dc a8 05 26 3a 3d 6f 9b 65 b2 6d 5c 81 73 6b a2 7a 2a 13 dd 1b 
76 2e 35 4d 47 b6 72 00 0c cd 40 0d 19 0e a0 0b c9 97 46 5a 10 5f 64 3e 6e 35 fc 2e 53 91 16 8d 57 d3 34 19 f8 14 fa da 
55 53 64 97 c3 9b cd 3d da 96 75 a8 e3 5c a9 28 57 d2 98 4f 89 f8 04 09 96 3b bb 4c 0e 38 80 29 93 2c 41 fc 21 e1 d0 a4 
f2 5a c8 64 79 cf 57 73 10 7f 94 c8 28 b7 9f 27 c7 a3 cf 6f 35 81 f5 8c cd 20 e3 1b 4a bc 31 89 87 3f bc f9 db d1 56 b9 8f 
35 0a bc 79 f1 e2 fd d1 f1 87 a3 d7 cf 1b 85 a4 a6 ad 8e b9 f2 35 df f9 e1 e8 c7 37 3f 6f 63 76 59 eb fe cc fb e3 c3 77 c7 
dd 1f d2 d0 de 3d 50 92 8f f7 c7 5a a4 bb 5a fc b7 63 e7 f5 df ca f1 64 b5 90 eb 9d 13 95 28 71 b5 f8 5b 4e 0c 37 02 5e 22 
55 3d 20 fd 90 ee 73 90 04 f2 42 3f 71 2d 6c ef 
Data Ascii: 8A)4&:=oem\skz*v.5MGr@FZ_d>n5.SW4USd=u\(WO;L8),A!ZdyWs('o5 J1?V5y57?ocvYw=PZZcd(q[N7^"U= 
sB?q-l

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 870 IN Data Raw: 5d 39 cf cf 86 93 f7 a5 3c d0 f7 00 6f 0b b8 e3 2f 81 f7 12 ef 8f e9 68 fa 16 93 ff f8 db 03 5a 83 d9 c1 3e 23 11 
29 05 a8 27 15 18 98 f5 34 60 6a 0f 81 5d f3 82 7e e6 44 03 bd ac b5 66 f4 8c 32 0e 0a 86 8d 31 88 08 fb 0c 9e f0 f8 5b 
da e9 38 ee 88 84 fe 56 a3 75 03 44 30 63 44 56 5f 04 11 00 9d 75 b1 e6 ae 29 c5 31 0f 16 c2 6c 10 7d 5e 8b 81 4c 36 5a 
95 8b 2b 62 a4 82 e2 e2 95 52 ac 06 f1 49 00 c3 0a fa e7 d0 58 bf d0 ef 8a cd 5c 8c fa 75 5e 56 59 f3 79 64 cd 65 fc f4 0b 
5a 3f 57 74 28 b5 5e e4 16 25 ad f5 8e 48 da f2 aa 6e 25 af 88 a4 68 25 d6 62 0e 42 a4 ca 32 ab 3b 1a 50 6b 73 11 37 5d 
85 01 dc b0 e4 1a 8f c0 75 e8 c9 a2 43 16 f7 bd 66 c6 f0 fd 65 96 d5 7d 39 c4 29 a7 fb e5 1c e8 71 3d af 54 c0 85 de d7 f9 
7a d3 f7 0e f8 0a fd 2f b5 19 4f d7 5b 2c 98 
Data Ascii: ]9<o/hZ>#)'4`j]~Df21[8VuD0cDV_u)1l}^L6Z+bRIX\u^VYydeZ?Wt(^%Hn%h%bB2;Pks7]uCfe}9)q=Tz/O[,

2022-01-28 14:30:38 UTC 871 IN Data Raw: 3f 1c 3e fb 2f f9 e0 5f e2 e7 d4 b9 e3 a3 c9 b7 7f de c6 cf de bf 9f dc b2 99 c1 cb e3 97 6f 5e e3 8b 0e a8 2e 84 
9e 7b 21 b1 dc 03 d9 de c7 e6 cd 11 bd c1 65 12 1f be 7e f9 ea d0 14 35 c2 fc 66 49 a3 69 30 05 8d 6d c3 a4 56 38 be 1c 
fb ce 79 f1 e1 0d f5 eb e5 6b ef fd 1b d6 b3 e9 5c dc 66 f3 5e 2c c2 dc 57 1f 9e ff f4 ee b0 9d e7 b9 42 27 76 9b ff e1 ed 8f 
87 bf 42 1f 4d 03 43 99 4d 47 de 12 c5 f5 9e c3 ba ba 99 dd 7a 4d d6 ce 6a 5f 1f be f2 2b 84 00 cf cb 71 fc f2 d5 cb d7 ff 
e9 e5 39 ce 41 98 bd 50 ab d6 ff f2 cb 77 47 cf da 9f 36 02 31 5a fc af 8e 9e d3 b2 bc fd bc 99 78 d1 8a be 03 c8 3e ae 3b 
b1 9b c5 cb bc 68 84 32 8a 37 ab ae 74 16 c9 b8 75 7d ff 9d ad 6b b3 6a d4 f5 fd 9f a5 ae d5 a2 2b bd 55 d7 fe e3 ff b0 95 
ad 16 8d ca f6 1f ff 45 6a 5b 5e 74 
Data Ascii: ?>/_o^.{!e~5fIi0mV8yk\f^,WB'vBMCMGzMj_+q9APwG61Zx>;h27tu}kj+UEj[^t

2022-01-28 14:30:38 UTC 872 IN Data Raw: 8d a8 29 4d f3 7c 39 e3 d5 b1 a1 08 39 86 80 95 c8 68 74 32 c1 a4 10 4e 31 b4 83 16 1d a9 54 e7 c8 df 2c 88 
15 fb c5 b5 9d 94 ea 74 5a 78 f1 32 2a 7c 83 cb 88 f1 fb 53 fd 5a 1e f7 f6 e1 7a 42 bb d8 38 3b 10 d9 b0 98 0a 94 a7 b1 
45 54 e1 49 ac e7 15 96 2d 31 32 72 0c 05 fb e3 f1 9f 02 3e a3 86 a5 8a d6 32 f5 5a 81 d0 35 a1 ee 6b 79 4d b4 c2 12 98 
53 ca 2b bf 0b e6 bc 31 30 49 11 37 06 30 a9 89 f7 30 8d 4e 4a 84 e7 f5 c4 a1 ee 36 71 d7 34 9d e9 f0 c4 f3 86 f3 55 ba 
f9 38 2b 92 72 42 2b f4 1e 2f 2a e5 89 b0 a2 dc 1d e8 09 ce 5b 0e 35 f9 54 fb dd e3 df 87 ec cf 20 1e 57 38 17 dd 0d 0d 
4e a5 09 64 6c 1d aa 4a 1d 93 5a 9c 03 60 a0 22 0a 14 d7 4b 8f ed a0 ba 72 ed 74 f4 74 77 17 b2 5d e5 2b f3 9a e5 7a 8d 
04 6d 06 cd 0e 5e 6c a9 41 c3 8b 4d 3c fd 03 9b c5 dd 1a 
Data Ascii: )M|99ht2N1T,tZx2*|SZzB8;ETI-12r>2Z5kyMS+10I700NJ6q4U8+rB+/*[5T W8NdlJZ`"Krttw]+zm^lAM<

2022-01-28 14:30:38 UTC 874 IN Data Raw: c9 66 ec 0e 5d 12 fc c4 cc 00 30 ac 20 f6 19 60 ea 06 0f 89 30 79 c8 96 31 f2 1d 4a d8 df 3e 1c 05 f1 49 19 0b 
11 4b 24 35 83 5b c0 4f df a1 d8 e9 74 77 11 0a 16 4e 77 9b 7b 28 b2 32 34 22 b1 8c 31 d9 b4 3e 28 a6 b5 40 7e c0 ca c4 
5d 4b 8e 79 0b a3 2d e9 79 a7 6c de 24 4b 18 ed 7a d6 ba 43 a6 de 87 8b 44 02 19 ab 0f 17 07 e5 b4 a0 0f ab c1 cb 4e 
8a 53 89 29 6a 0a 08 3e 45 ee 10 ec ba 6c 75 40 f7 33 95 65 fa 6c 11 9e b8 79 4e aa 53 8b 0b 52 a3 71 1c 39 04 37 1d 
48 56 91 cc a7 4b 75 95 e4 99 b3 26 d5 fd 5f 25 95 48 8b 1c 69 15 6d e7 7c c3 2a b3 1f 72 16 b0 6e 1a b8 89 ac 29 28 55 
e5 4a 54 fc 53 b1 d0 22 6c a6 39 15 81 d8 d0 e1 88 1f 0e c6 1c 1a 1e a8 71 bc 0c 15 8a ce f0 ef a4 30 f7 17 9c ca 7a 2e 
de 73 e3 75 16 43 62 ac b4 83 74 c5 96 e2 d0 c5 02 55 35 3c 
Data Ascii: f]0 `0y1J>IK$5[OtwNw{(24"1>(@~]Ky-yl$KzCDNS)j>Elu@3elyNSRq97HVKu&_%Him|*rn)(UJTS"l9q0z.s
uCbtU5<

2022-01-28 14:30:38 UTC 875 IN Data Raw: 9e 6f e2 0d 8d 5a f6 cb 84 95 e7 ac b4 0a f7 c7 e3 6f 0c 60 dd e8 3b 9a 57 d6 1c 3d 5a c8 df 28 7a 04 04 29 2e 
f7 eb fd e5 44 17 44 05 e5 87 94 dc 6e 1b 2d 1b 9b 36 8d 75 6b 00 5c 28 f5 8f be db 3a 13 fb df 65 b9 3a 2e c5 dc bb c7 
40 c5 c5 83 2c 7a f0 20 07 fa db 00 85 d4 0f bf f2 c3 78 10 0d f8 d3 94 49 1a b3 8d d5 af 5f b7 83 28 88 c2 f9 a8 6f 9d 71 
43 dc 75 f8 1e 7e 9b ff d7 db fb 55 6d aa 4b 3a fa 5b 84 48 99 dc da fb da b2 69 59 9b 37 de 69 30 c4 59 04 d2 7b 7c 90 
30 b4 f3 80 c8 ed 81 20 67 2b 6c 55 5e 2a 03 99 f7 c1 e7 c1 cd c0 58 55 f3 2f f5 c2 58 68 f3 2f a5 3a 74 22 92 46 cc 4e 8b 
35 e2 94 31 23 94 d5 5d ad ec e8 1c 13 ff 49 11 8e e3 e6 e1 00 00 48 1b c7 d7 f1 28 68 e6 66 3c c5 9e cc ca bd a0 ab 88 
f2 46 68 94 3c 27 92 7b c8 f8 23 93 f2 c4 79 a2 
Data Ascii: oZo`;W=Z(z).DDn-6uk\(:e:.@,z xI_(oqCu~UmK:[HiY7i0Y{|0 g+lU^*XU/Xh/:t"FN51#]IH(hf<Fh<'{#y

2022-01-28 14:30:38 UTC 876 IN Data Raw: b3 71 41 ee 5d cf c7 54 d7 75 ae 3d 5a 51 52 c6 c8 a5 7a 8a 69 0f 6b 27 af 2a 5c 27 8d 46 dc dd 6d 64 d2 c7 
07 36 33 27 fa bd 84 22 65 67 67 63 f6 1b f4 39 1b 77 f7 c4 c7 34 f0 70 b7 90 50 87 62 cd 43 fc 41 34 bd e1 19 e1 64 04 
8f c8 ed 49 75 2b f8 b9 97 82 12 1b b3 4c b0 6d 4c 0c 29 7c db 7a 8d 96 e0 d1 ee ee 11 cd e4 03 4d 7f c5 47 49 e5 1e 7d 
47 0a 02 5c ad d4 2c 39 e7 79 c7 7a 7d e0 ae d7 07 b4 26 61 e9 f0 c0 5c 5a 00 c9 f0 e9 35 ee dd 7e 14 ef ac f4 4a a6 45 
34 fd 14 2e 3b 82 3e e0 12 80 45 c2 c9 fe e9 74 ae 56 ed 21 dd 94 cc ab c6 67 76 38 b2 36 e8 88 ec 82 22 b9 6c cb 27 6b 
ec 8e eb b0 38 59 76 7b e9 9f c2 00 4e bd ef f0 b6 3f 85 55 5a bb b8 ec 2e 38 20 b7 cb ea 77 d3 fc 1b 0b 71 e8 e7 79 c9 
9e cc f4 e3 19 ec cf 29 b3 00 20 ee 2b 07 0f 73 68 e5 71 
Data Ascii: qA]Tu=ZQRzik'*\'Fmd63'"eggc9w4pPbCA4dIu+LmL)|zMGI}G\,9yz}&a\Z5~JE4.;>EtV!gv86"l'k8Yv{N?UZ.8 wqy) 
+shq

2022-01-28 14:30:38 UTC 878 IN Data Raw: bd f2 9b 32 7a ca f9 fa 0f 0a d3 9b e6 8a 51 c3 a1 a7 36 f4 97 c6 a2 4a 2f bc a5 91 17 ce d2 b8 24 b2 f4 77 b8 
1e 2c e1 47 27 9f 78 75 05 fc e1 65 4e 57 01 11 8b bc 02 68 36 9b fe 8a b9 de d2 34 e0 ce 8d 27 de a9 fa 56 8b bd 27 22 
78 ed f7 66 c1 3a 2d d8 91 16 7f 3f cb 4e 78 06 8b 52 ef 53 ba 73 de 47 c0 61 f9 15 b7 f3 74 2e 5d ad 7b ea 5c b4 74 e8 
37 c7 b9 63 59 18 7b ca af 5f 1e ee ea c3 74 28 03 ea 99 b7 8a 9f d3 0b 7c 0e a6 fe a1 b7 68 f4 92 70 c6 2e 2c 84 ab 4e 
cf 20 b3 d3 07 f2 2f 6a 0d 35 8e 64 3b e1 71 47 a1 5f bf 54 e8 9b 8e d7 cd 85 12 4d ba 5b f4 c5 ca bb 5a f4 c5 6e 7c 55 8b 
e2 62 16 76 8f 7b b2 86 b8 e5 42 e3 88 b4 de ab f9 ea 3c 5e 90 4d c2 e7 f4 15 8e 26 65 63 c3 46 ec 8c e7 4d f2 24 73 82 
d7 75 af ce 7c 03 79 bb 88 13 fe f5 b6 f6 37 13 26 
Data Ascii: 2zQ6J/$w,G'xueNWh64'V'"xf:-?NxRSsGat.]{\t7cY{_t(|hp.,N /j5d;qG_TM[Zn|Ubv{B<^M&ecFM$su|y7&

2022-01-28 14:30:38 UTC 879 IN Data Raw: 1a c6 93 1e ac d7 0c 8a 14 32 b8 20 12 22 33 74 8d 37 74 c6 e9 81 57 6f 68 44 23 33 01 26 ed 26 fa 77 0d 6e 
2c 51 ec 28 41 7e a8 e7 8d 49 80 87 18 14 5c 8b 63 7d cb 79 cf 77 77 42 46 40 d0 f1 15 38 5d 51 13 a6 0b 94 a6 00 74 
65 1c 5a 98 61 4f 3e c7 58 3e fa af ed a1 e9 9a d3 23 db 13 d3 85 ce 26 46 93 ce a9 7d 76 45 24 c6 ca 9d 5b 27 e5 de c9 
95 d6 d2 2e bd af f3 4e 65 ba f3 7e fd d2 fb db ed d7 6f 53 bd 01 1a 5c 5b 19 39 e2 3d 65 be ec 48 e1 4c 8a 92 a3 99 67 
91 8b 99 47 66 c2 6d 71 25 61 56 09 9b 2f 8b 8f 8d ac 43 13 12 da 60 58 61 00 88 7c ce 12 85 44 63 88 c3 b6 39 6e 4f 0c 
a3 79 0a bb ee a9 cb 6b 9a da 31 01 fa 9c b4 e7 d6 ad 92 3d ab 37 b0 59 69 4a 06 27 85 ce 23 23 21 8a ee 6d bc 6a 8b 
07 bb 25 38 aa b0 c8 f7 d8 c4 3a bb 4f f2 e2 ca 7e ba 92 19 05 
Data Ascii: 2 "3t7tWohD#3&&wn,Q(A~I\c}ywwBF@8]QteZaO>X>#&F}vE$['.Ne~oS\[9=eHLgGfmq%aV/C`Xa|Dc9nOyk1=
7YiJ'##!mj%8:O~

2022-01-28 14:30:38 UTC 880 IN Data Raw: 63 86 d0 a6 4a 02 a3 78 b1 2a 94 d9 03 62 13 6d a1 53 46 b4 14 ae 81 0d fd 16 76 2a 36 2e 1b 68 e1 1b 80 
29 9e 2c e2 92 0e 2c dc ce 70 cd eb b8 0b b7 c0 6c 2f c0 70 39 2a aa 55 7c 45 4b 79 1d 5f d2 34 16 f1 79 7c 01 10 a7 3e 
af ca 79 9c c3 4d a0 c2 3f 69 62 61 26 e7 62 21 de 83 63 b6 08 cd 16 13 46 12 e8 a4 fa a8 98 5d 8d b4 37 6e 34 b9 82 2b 
2c 5d 85 53 fb 9e d1 74 8a 16 60 93 88 85 2b b3 5c 81 83 c6 28 27 d8 e9 36 3c 90 54 c8 6e be 5a a8 db 87 fd 54 cb 5c 
b7 b1 a1 52 f1 6f 80 67 af 72 e9 ee 58 06 b4 19 8d e3 b6 6f 04 bf e6 25 97 9b bb 84 d8 e0 7d 76 4b d7 6d cc a5 7e 76 2e 
5c 64 44 df 11 6d af dd d4 ef f9 a0 8b f9 cb 37 d1 ee 2e 7a 1a b3 27 64 ab a2 6d cc 27 a3 63 52 e3 f0 a8 c0 a5 57 f8 50 
70 3c 23 76 7b 26 03 97 aa 0d 03 e4 4b 80 37 e0 17 06 3a 83 29 
Data Ascii: cJx*bmSFv*6.h),,pl/p9*U|EKy_4y|>yM?iba&b!cF]7n4+,]St`+\('6<TnZT\RogrXo%}vKm~v.\dDm7.z'dm
'cRWPp<#v{&K7:)

Timestamp
kBytes
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2022-01-28 14:30:38 UTC 881 IN Data Raw: 89 28 5b 19 35 17 bf d6 e9 3c 1b a6 8c 68 67 1e cf b2 fa 53 96 a1 9a 57 5f 55 cd 69 7c 9c dc 2a 1c 15 68 d1 
19 e6 91 d5 15 08 4c b5 85 1b 7c 9f fa 8e ce 1e 96 38 9f 04 c5 05 7c 7a 2f 93 47 7f 0f c3 d9 e4 f3 dd 22 ad d3 e8 64 f2 db 
f0 c3 69 f4 28 8f cf 69 00 e5 69 2f 1c 45 18 b5 0b 6a 9b 2e 1e 9c 2f 81 8e c4 7f 86 65 b5 e0 46 ca 03 c7 be 0b 62 95 75 98 
2e f3 0b f4 ec 0c 28 fa 22 2f be 14 f9 b1 ca b0 4e 17 0b 91 62 ab 84 15 91 b3 79 21 3a 48 2d c5 e1 51 f9 0c c9 df 45 3d e4 
bf 9b 95 3c f0 df d5 42 1e f8 ef f2 42 1e f8 ef 67 cc 28 4f bc eb 57 ed 83 5b 5e 74 e0 1e 14 b3 6c 2f 18 06 7b c5 24 9b ae 
b5 dd 21 6d 96 bf 82 b4 37 d9 2b 7d 20 9e b8 72 7a cf a5 5c b9 9c f7 9c a3 cb 24 43 10 79 58 8c c7 b7 50 fa 57 f9 bc 9e 
04 87 41 ac 28 a8 4e 6f 0a 55 f8 58 63 e9 d0 
Data Ascii: ([5<hgSW_Ui|*hL|8|z/G"di(ii/Ej./eFbu.("/Nby!:H-QE=<BBg(OW[^tl/{$!m7+} rz\$CyXPWA(NoUXc

2022-01-28 14:30:38 UTC 883 IN Data Raw: 4b e8 32 20 79 2e 12 9d 7d d4 80 53 4a 23 4c 9a 0e cc c7 fd a6 d0 25 c4 12 e0 7d 60 5d 4c 80 f7 29 5f 02 85 
0f b3 49 73 63 e2 cc f9 c4 7b 85 91 b9 af 9f a5 73 df eb f7 52 e2 50 58 5a 4f 23 b3 d2 bd 9e 96 62 45 6c 71 bc 74 50 72 f3 
8a 9b 23 95 eb 0c 00 c9 3b 1c 96 3c 3a 6e 69 3e 99 fa ff b9 0e d4 cf 73 b7 71 7b 3c be 03 93 32 b6 0c 12 31 33 b6 61 ae 
97 cc d5 a3 da 90 49 2a de 11 d8 55 fa 70 29 d9 af 2c 77 02 14 f4 e3 a3 b2 9f 55 b6 fb 7c 85 74 a4 7b 2b 73 a4 32 26 e4 
93 e6 2f e7 1d 9d b0 9a 87 c4 09 
Data Ascii: K2 y.}SJ#L%}`]L)_Isc{sRPXZO#bElqtPr#;<:ni>sq{<213aI*Up),wU|t{+s2&/

2022-01-28 14:30:38 UTC 883 IN Data Raw: 44 da 58 a4 8f 78 cc 09 22 0b 9e cb b7 91 3d 36 cd f9 20 49 00 a0 6f f3 41 00 de 0f dd 5d a7 b7 86 50 0c f0 a6 
c5 78 ac c0 3c 46 cf fc f3 63 9a 5b 60 a8 53 80 a8 af 29 7c 2f 86 8e 9f b8 a9 72 68 7b 1d e3 5d 8a 82 38 09 57 34 a0 d5 
00 e3 7e 85 16 d0 99 36 c1 14 a9 45 55 78 21 72 8b a0 5c 9a aa 07 83 77 ae 6f db d5 6a 6e e5 f3 a5 69 b8 4c 7c 5c 88 
d8 3f c6 9d 65 04 20 c0 11 96 40 f3 51 65 f8 41 06 fa 04 11 bc 4d 63 f9 69 b9 b4 bf e1 e1 17 90 0c 51 65 63 7f 45 05 71 
47 19 78 95 3a 3a 0a 7e 15 e4 cc d0 ff 1a 13 cc 87 85 0a b6 3e 44 05 34 9c a9 4d ad 8e 8e a0 a6 38 35 f5 40 b5 45 c4 5b 
eb 07 f3 eb 51 d8 8d e1 4f 44 81 d8 2c 48 c9 fc 3c cf 6d 90 d9 b6 50 d4 4e e8 54 35 66 e9 a3 f8 7b 66 08 26 f3 b0 0e cc 
1c 86 3c 88 83 32 78 84 91 a6 81 9d 05 35 1b 7e e8 0c 3f 
Data Ascii: DXx"=6 IoA]Px<Fc[`S)|/rh{]8W4~6EUx!r\wojniL|\?e @QeAMciQecEqGx::~>D4M85@E[QOD,H<mPNT5f{f&
<2x5~?

2022-01-28 14:30:38 UTC 884 IN Data Raw: fb d6 05 81 df 2c 8b eb d7 58 5b 96 87 de 5b d0 57 0b 26 d7 3a c2 0a 58 13 c7 d4 c2 91 04 ab 78 86 f2 34 01 
ce 31 db 67 63 05 ce e3 d1 28 eb 4a 70 4e f6 8f 27 a3 9e 04 e7 a4 7b b8 7b b2 ab c0 39 de ef 1e a5 12 9c ec a4 c7 0e f7 
24 38 b3 e3 de e8 b0 2b c1 39 de ed 1d 1f 8c 24 38 d3 ac b7 7f 70 24 c1 79 7c dc 65 fb 13 13 9c dd 74 64 80 73 bf 7b dc 
d3 e0 84 be b0 aa 00 e7 f8 a0 d7 3b dc fd 63 e0 7c 10 94 12 8c 75 10 de cd 51 b8 2b 80 b8 c7 0e 26 07 12 88 ac 07 1b f4 
48 02 71 cc 4e f6 b2 63 09 c4 51 7a 78 3c 3e 96 40 4c 47 fb 47 a3 b1 04 e2 c9 78 f7 68 d4 95 40 3c 66 bb fb 69 2a 81 78 
34 ea 4d d2 5d 09 c4 c3 b4 37 c2 7d ce 81 b8 9f f6 f6 8f f5 9e 64 b0 23 27 63 05 44 d6 dd ef 4e 46 0a 88 b8 09 27 27 0a 
88 69 0a 8f 93 7f 33 10 71 d3 ee fb 80 18 64 8c cd da 1c 
Data Ascii: ,X[[W&:Xx41gc(JpN'{{9$8+9$8p$y|etds{;c|uQ+&HqNcQzx<>@LGGxh@<fi*x4M]7}d#'cDNF''i3qd

2022-01-28 14:30:38 UTC 885 IN Data Raw: dc eb 2a 66 60 32 19 ed 75 15 77 3a 99 a4 c4 94 8b a9 4e 8e 69 f8 62 aa 93 43 3e 19 d5 3d cc dd 98 6a 76 b4 
6f 4e 75 bc 6f 4d 35 1d 3d 38 d5 72 8e 21 94 f5 5c f7 58 d7 98 6b 77 b4 ab e7 3a 1e a3 9c 41 ce 75 74 b4 9f e9 b9 a6 47 
bb 87 7a ae 27 c7 5d 85 75 27 a3 e3 b1 31 57 e0 90 f4 5c 19 e0 55 3d 57 06 cc 8c 35 d7 ac 67 09 36 80 55 35 e7 7a d2 
b3 e6 7a 98 fd ae cd ff 18 64 a1 11 05 e7 16 39 cc 14 96 1d b1 13 f3 2c 8c c7 a3 b1 06 5a 3a 3a d1 e2 8b c9 71 7a 78 a0 
81 76 d4 dd df d3 40 3b 38 da dd 55 40 db 3f e8 21 ee 3c 12 80 01 fe fa 44 02 2d 3b de df eb a9 b3 30 9a ec 1d 76 4d 69 
d0 09 b3 80 76 c8 2c a0 ed 65 06 d0 b2 6c 77 fc af 90 06 49 a2 9d 73 84 8f a5 dc 15 69 6a 10 ef a3 79 f9 59 91 00 28 65 
d3 b7 d7 11 5c 4a ea f6 1a 8d d3 34 55 f4 53 da 3b 3e 3e 52 
Data Ascii: *f`2uw:NibC>=jvoNuoM5=8r!\Xkw:AutGz']u'1W\U=W5g6U5zzd9,Z::qzxv@;8U@?!<D-;0vMiv,elwIsijyY
(e\J4US;>>R

2022-01-28 14:30:38 UTC 887 IN Data Raw: 98 35 ee b0 40 0d 70 66 89 5b 2c c1 5d cf 9f 01 13 b6 90 a6 53 15 f7 15 5a c4 1f 5f bf fa f3 b7 17 1f 5f 9c bf 3c 
fb f1 f5 c5 c7 6f 7f 3c 7f df ff 14 7f 7c 71 f6 ee 3b fb e5 66 fc f1 87 b3 d7 e7 17 17 f0 7b 16 7f bc f8 f6 fc 0d fc 4a 63 6e 18 ff 
ee 0e 81 f5 26 fe 88 57 55 ff e3 ca 89 b3 20 c3 f4 7d 69 8e 40 b7 51 a1 93 1f 45 f0 2b 84 9d 8b 27 0c 70 be 58 60 cc 35 7e 
b8 5b 7f ea 61 18 60 71 c0 5b 7f da dd 08 94 29 7d f0 a7 1e 7a d5 1a 39 d9 8d 4f bb 78 b8 b4 bd a8 19 bb 4d da 0c a6 da 
37 b3 85 bf 85 7d 3f 46 24 41 82 47 26 63 e1 b1 96 15 6e 8a 86 88 7b fa 68 c1 2c 83 8b aa 33 ba b5 75 ae 6e a1 42 a0 27 
c7 fd bf 94 58 ab ba 12 c4 0c 23 54 15 03 ba 5b f4 cd f3 43 18 70 c1 53 94 d3 71 76 22 eb 50 cc 5e 6e d0 64 22 77 1e 1f 9
a 25 14 57 c8 09 aa 4a fb 3f da c0 
Data Ascii: 5@pf[,]SZ__<o<|q;f{Jcn&WU }i@QE+'pX`5~[a`q[)}z9OxM7}?F$AG&cn{h,3unB'X#T[CpSqv"P^nd"w%WJ?

2022-01-28 14:30:38 UTC 888 IN Data Raw: bd 46 45 e4 46 80 ef 41 bb 77 ca 63 54 72 cf 07 16 93 4b c7 26 6c a5 3a e3 39 33 8e 3f a1 c3 4f 02 1d a6 8f 
47 87 e8 09 a5 2e 97 84 0d 74 32 40 19 d8 7b 50 b5 db 83 28 07 1e 80 e7 95 33 ae 96 fe 75 c3 cd c2 9a 6e 96 e5 72 d6 
31 af 57 b8 9c b6 b6 36 4c f1 d8 ad c0 f1 2e 17 d8 52 1e de 30 5e 09 0e c4 39 23 1e 7b d4 5a 2f 14 6c 85 51 9f 79 22 3c 
db b5 57 a8 30 69 46 b3 e3 28 be a5 fd 40 48 ee 2e 81 1b eb 33 0f 67 6b 89 a4 70 bd 71 dc 08 4a eb e6 bd 0b 29 8a 9f 
79 7e 4b 2b fc bd 7a fd 26 cc 28 c0 f3 fd 46 cd b5 6e 63 76 19 32 cd 90 f1 d0 0a 3c 13 63 8d c2 fe b9 bc 6b 2d ee 50 e2 05 
0b 9d 02 a3 2a 28 6e 4e 51 4b 2e 1e 16 59 52 dc 3d a4 b8 77 e5 17 93 e0 16 af 90 dc de 73 c9 ed 1a 79 bd eb 90 d3 7b 
36 eb 31 73 58 0f 9c 2c 52 3a 95 76 cb 27 8c f7 f1 fb b3 37 e7 
Data Ascii: FEFAwcTrK&l:93?OG.t2@{P(3unr1W6L.R0^9#{Z/lQy"<W0iF(@H.3gkpqJ)y~K+z&(Fncv2<ck-P*(nNQK.YR=
wsy{61sX,R:v'7

2022-01-28 14:30:38 UTC 889 IN Data Raw: 5c c3 ea 79 f7 1b 2d 0c e8 f1 0c c7 c5 4e 02 14 d4 4e 02 44 d4 4e 92 47 f1 a5 1a 7c 11 f7 0e a3 58 3d 96 f6 63 
8e 8f 57 c6 36 ff 68 01 86 0d c3 7d bd 26 34 d9 73 b8 31 66 b8 5c 71 35 64 3c ed 58 1f 27 42 bf e0 25 14 0a 0a ca d0 ab 
af 37 d4 11 ba 57 1e 26 8f 96 6b 3d e4 26 3e c0 f6 4a 5e 24 00 24 16 93 b0 2e 0a 78 4c 33 e7 23 c6 00 a3 f7 db 64 2e b4 
1d 05 40 b6 be eb 00 e7 7f 37 4d e7 4d 1e f2 22 90 e8 a2 83 39 1f c6 c2 a1 bf 66 a0 66 1b a4 a9 3a f9 18 b3 9c 7b 3f 7d 
ca e7 d5 5d 3a 7d c7 66 70 30 30 cd 82 21 49 60 0f c4 e6 74 c2 6e 72 57 fd 5a c2 5f 1d b0 d3 48 15 ec 26 11 86 23 bc b0 
8c 53 e2 7a 20 e7 a6 a0 03 7e d0 44 96 9c fc 4d 76 66 7c 7c 5e 61 b2 55 c1 0a 4e 59 b2 7f 1c 8f 59 72 10 df b2 e4 38 be 
63 c9 6e 3c 63 a8 31 06 d4 9d ce 33 0c 74 92 04 02 50 
Data Ascii: \y-NNDNG|X=cW6h}&4s1f\q5d<X'B%7W&k=&>J^$$.xL3#d.@7MM"9ff:{?}]:}fp00!I`tnrWZ_H&#Sz ~DMvf|
|^aUNYYr8cn<c13tP

2022-01-28 14:30:38 UTC 890 IN Data Raw: 40 ba 7d 06 82 12 e3 23 cf 5c 5b 90 6f c5 87 89 37 94 de 86 f1 5b 84 33 75 5e c4 15 c9 88 58 72 33 60 66 72 
65 43 35 69 32 21 ed 45 81 49 96 e2 0d 27 d9 18 60 00 15 6a 33 e4 96 31 8e f4 e0 1e 6b f6 19 92 3f 48 80 f6 03 0a bc 48 
ba 9f 4e 55 be 2e 3f b3 f9 f3 14 33 8e 0f b1 4c ff 06 f3 44 66 f5 fe 79 92 27 28 21 0d 2a 1e 2c 38 30 fb 2f 78 e7 05 06 83 
1b 84 9f 92 fb 5b a0 c0 fb 98 87 35 76 88 f2 be 2f ad 6b 87 d2 c7 d0 49 68 cf e9 28 e8 e8 af 71 0b bf 4a 16 ab 8d c8 cd 08 
0d 1b 89 f6 1f df b0 2c ef 6b 57 7e 43 af 9c a9 82 d5 dd 94 26 1c e7 88 44 d5 5b 7a e2 1f 68 ee 8c 18 80 98 2f 47 07 ff 89 
91 77 ed 5b a9 69 30 fb 6d 9e 7c ea dc 4d ed ec 2f 17 3c e0 6b 18 4c 73 e8 fb 53 67 d3 83 26 51 d1 21 24 69 a8 59 6d b1 
a8 16 69 ba 40 61 4d 75 59 58 29 63 50 a1 67 9a 
Data Ascii: @}#\[o7[3u^Xr3`freC5i2!EI'`j31k?HHNU.?3LDfy'(!*,80/x[5v/kIh(qJ,kW~C&D[zh/Gw[i0m|M/<kLsSg&Q!$iYmi@a
MuYX)cPg

2022-01-28 14:30:38 UTC 892 IN Data Raw: a9 6e ed 27 ce f1 0b 09 8c d8 3a 5a 32 cf a2 86 83 ff 37 b5 66 26 ab cd 91 a9 16 1f 58 69 2d 36 7e 36 13 55 
88 81 92 6c ee cf 98 d9 62 8e 78 cf ec e2 67 dd 45 68 ca 88 a0 34 9e 4b 94 15 c1 d3 c6 73 a3 ca 77 86 2f eb ac 03 54 7c 
3a 93 f9 ef 96 4b 12 5c 39 6f ed d3 6e 88 b9 74 9b 7f d6 c3 d8 70 65 bb ba d4 df ad 52 a4 12 b1 ce 9f 2e f9 57 bd db 7f d5 
e7 e9 52 9c ff 2b a3 e7 ff 56 25 2d 24 44 b6 98 62 00 4f 93 ff 31 41 f6 17 c2 82 de ab de ec 8b 5d 79 36 3e df 42 0f b0 8a 
83 4c 25 dd 0d 81 4e 6a 05 3b 35 ad 49 1c 00 97 8a 72 37 0a 9f 5f 71 7e 01 a8 1c 12 63 92 ca be b3 39 07 e6 90 91 9b 0f 
d2 b5 98 93 d6 1c aa 83 b9 cc 71 c7 3f 85 24 77 e2 b9 0c b4 fe 96 85 1a 83 02 ca b4 75 07 26 d2 32 f2 c7 61 9d 9f 50 06 
1d 3b 28 7e e0 cf b3 fb 89 cc 5a 9e df c1 3d 7b 2b 
Data Ascii: n':Z27f&Xi-6~6UlbxgEh4Ksw/T|:K\9ontpeR.WR+V%-$DbO1A]y6>BL%Nj;5Ir7_q~c9q?$wu&2aP;(~Z={+

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 893 IN Data Raw: 0a 9d 71 53 82 8a 3d 68 47 8d ee f8 a8 9f a8 db 50 bb f1 3b 9f 19 25 6d d3 66 6d ff dc 6c da ac cd 9f 85 59 f3 
e6 fc ec 25 fe 2b 4f 87 61 47 91 c6 59 5c c5 c2 70 38 be 53 18 56 47 f6 3c 0f b8 23 be aa 82 86 c7 d2 af cc dc af 8a 9a 53 
f6 f2 1d 9e ae 11 0d 4e 76 54 f2 49 e3 33 aa a4 e0 1b fa 5e a0 a4 3d e0 c5 e1 9a e1 22 f9 55 c5 35 b0 f4 4f 58 c6 0b f4 62 
36 08 1a 4a 41 9a ff c6 c8 41 35 cc 93 69 3d d5 37 5a 73 92 be 3c 8a 94 b1 8e 1c 67 e6 b5 66 7e a0 99 98 b2 7d 1f 76 63 
92 53 02 c9 35 98 db a2 f7 a9 6d 17 82 71 fc 5c 93 10 a3 37 a7 a2 29 b3 27 97 1a 8e 3b 4b 65 b8 31 30 14 df 2a cd 2b a5 
4c 2e 00 cd 71 39 9a 00 a6 9c 2e 2c 3c 07 12 b9 d2 a5 55 3e c6 3a 9e 49 52 46 66 05 a5 ad ad b1 10 23 9e de 66 6d b9 
75 9f 02 c7 fa 85 24 88 9f cb f9 2f ad 19 d9 0b 4c 
Data Ascii: qS=hGP;%mfmlY%+OaGY\p8SVG<#SNvTI3^="U5OXb6JAA5i=7Zs<gf~}vcS5mq\7)';Ke10*+L.q9.,<U>:IRFf#
fmu$/L

2022-01-28 14:30:38 UTC 894 IN Data Raw: d9 53 87 b3 c1 02 1c f2 c4 2b 1e e1 d9 dd 64 02 fb 4b a9 33 16 8c 0e ee a4 9c df d2 6a 4a a2 10 3e bc 2d 00 
d8 f6 0b de 9c 7a 87 26 e2 33 d8 33 99 6a 4f dc a5 af 32 bd 59 d0 34 fe 22 1d 71 b2 57 ef 28 1c cc 19 c9 c1 5f a0 9f 57 
32 95 73 90 91 62 75 03 59 a6 bd 87 03 7a 12 bd 71 40 e8 6f e2 39 90 5b 23 27 8b ce df cb 3a 2e 64 18 84 b8 99 73 34 
d5 10 03 17 26 92 08 59 b4 c5 4b 0c aa e3 52 a9 dc db da 47 f3 17 d7 ed 5b 6e 20 b4 5c 8a 63 57 dd cd de 93 b4 8a c6 
27 eb 69 98 89 78 97 35 b5 d4 73 9c 18 1f 31 e1 5b 39 3b 7e ae 6d 5a 86 77 f3 4a 9e ab 90 13 88 f0 ea 27 3e 09 fe 72 15 
ad ed 9c ab d1 b4 53 1c ef d3 58 6f db 3b ae aa 6d 07 1d a2 05 23 0e 93 3f aa b9 0a 9b 65 f1 82 4b 28 cd b5 90 8e 42 6c 
20 b8 0e 73 70 68 0b 3e 88 44 a4 70 22 ca ec 26 ed 69 3f c0 ce 
Data Ascii: S+dK3jJ>-z&33jO2Y4"qW(_W2sbuYzq@o9[#':.ds4&YKRG[n \cW'ix5s1[9;~mZwJ'>rSXo;m#?eK(Bl sph>D
p"&i?

2022-01-28 14:30:38 UTC 896 IN Data Raw: c4 4f e8 cf 22 f0 c4 b6 ad 4b 27 bb b5 b6 68 38 eb db 10 82 4c 5f 5d 2e d0 7c a8 ba 14 7b fa 5a e0 e7 ee a1 
16 78 a9 5a 0b 16 6d d2 20 72 72 a5 f2 43 fb ad 21 e5 6f fe d2 d9 fc 24 9d 05 fb de 46 11 b3 7d d2 9f b5 a4 78 60 52 83 
ca 6d 77 48 ce 77 75 24 e4 9f cc d7 4e 23 5c 33 0f cb ef 31 30 b6 a5 a7 ac 74 88 8c 1e 98 73 82 67 c4 9e 76 e2 4e af ce 
f3 78 2e 50 13 48 d4 e0 ad a8 a2 28 1f f9 22 b1 ad 3d e4 6b 11 ed 0c 0d 97 ad f7 9e fb f8 69 62 95 b0 47 4b 11 f7 01 37 
10 30 6a 4b 51 b8 00 35 03 cf 40 83 6d 61 ee b5 d1 cc ed d5 14 50 b0 c3 44 9f 61 e4 63 9e c4 c2 d8 d1 ff 04 f2 b3 46 cb 
0d 54 55 34 f8 7a 37 b0 fa dc 8f 1e 83 36 61 20 f9 85 2d 4a 06 c6 10 c7 a0 f8 3b 71 83 3b 1a b6 90 27 61 f4 10 1b 6b 69 
0b 89 f1 75 a2 28 2f 2a f6 80 07 d3 1d e7 18 ad ca 87 a7 
Data Ascii: O"K'h8L_].|{ZxZm rrC!o$F}x`RmwHwu$N#\310tsgvNx.PH("=kibGK70jKQ5@maPDacFTU4z76a -J;q;'akiu(/*

2022-01-28 14:30:38 UTC 897 IN Data Raw: 77 80 29 47 58 eb c0 b4 9a aa 35 62 b2 c9 fe 9a e8 5b 5d 40 75 bd fa 3b f5 c9 d3 06 40 a7 8d 60 c3 7f 7e b7 
b6 ec 65 d3 ac aa 80 8b af eb 29 37 84 76 86 6c 59 3f 84 b4 83 23 58 96 0f db 1f b6 61 65 f8 8e de 81 c7 0e fc 7f b5 72 
e7 6b 9d 1b 51 6b c7 1e 9b b6 df 86 f6 b0 40 6d ba 38 5f 9e 60 e5 b1 f3 35 b8 76 ff 84 e5 36 ad 94 2f 86 07 a7 49 13 96 
0b 20 08 29 c2 c4 d3 d3 27 b0 d5 dd 9d 0f a3 cb 27 4e 75 6b e2 ee 74 9c a3 c2 45 7d 46 08 6e a7 b8 3e 34 ed 9e fb ed 
51 f3 e0 a2 ca a6 59 9c 3e 11 8d e8 37 9e f3 ec 86 09 97 b3 7e e4 82 18 38 a5 86 39 1e 35 07 a2 3b 9a a7 a0 9f d4 74 f8 
f5 f8 74 1b a8 ad 6d 55 90 a6 e1 5f 0b 4e 52 fa 01 df b5 de af 39 2d b6 61 a1 b3 93 0d dd 7d ad a2 6d 72 10 ba 88 4b 5a 
b8 7b 20 c3 89 4b b7 b4 38 2f 56 69 93 1e 76 76 25 d4 a0 2c 
Data Ascii: w)GX5b[]@u;@`~e)7vlY?#XaerkQk@m8_`5v6/I )''NuktE}Fn>4QY>7~895;ttmU_NR9-a}mrKZ{ K8/Vivv%,

2022-01-28 14:30:38 UTC 898 IN Data Raw: bc 09 1a ee 4d e7 de b2 c7 f4 ef 73 88 a6 a5 6b 72 b0 8c bf de 59 da 05 1c 91 c4 02 21 ac d5 d6 c0 f7 bf 62 d9 
f0 7e 93 ea f0 64 c9 0e d2 68 f0 da d4 fe 21 06 22 dd da da f0 bc f5 b8 06 9e c2 8d ef cb 70 e5 c9 93 3d a8 85 45 56 8e 97 
6b a9 9b 81 8a 2d 25 c2 f0 a2 31 b8 3d 37 99 ca de 17 4b f7 d2 84 12 25 da 71 6a ff 8b c2 00 34 c5 aa f1 e9 c8 7e a7 d2 
cb b8 1a 30 a4 84 48 37 eb ea be 4c a9 10 af 21 30 62 93 cc cc b9 71 24 ac 9c 0a 3c 7b 8a bf 86 bc 29 c3 75 cd 99 32 21 
37 39 a5 bf 59 f3 32 b7 2b 13 93 c9 d5 e4 6d 4a f1 2c e5 35 b5 ce ed 4b dd 92 1d a2 b4 47 6e 6f 94 d9 2d fc a3 b0 8e 80 
5d bd 96 87 d8 14 e0 3a df 5b d6 7f 68 24 cd 8a bb 76 c3 5a b5 17 77 d7 d7 b0 29 61 3f 2d ea f2 79 c9 de 51 72 aa a6 41 
1b 89 9c 3d 0d a0 5d 05 a5 b5 6a aa ae 52 46 d7 2a 
Data Ascii: MskrY!b~dh!"p=EVk-%1=7K%qj4~0H7L!0bq$<{)u2!79Y2+mJ,5KGno-]:[h$vZw)a?-yQrA=]jRF*

2022-01-28 14:30:38 UTC 899 IN Data Raw: ae 84 87 4f 71 6b 0c b4 f7 88 b5 c8 9e 8c 6a f4 b6 63 fe 63 77 9b 1c 23 e8 f7 de 36 c0 4e 35 c5 a1 97 f3 4d 93 
e0 fc 61 c1 cb 58 4e 56 02 81 4f 9f cf f5 12 8b a2 2b f1 a3 47 fe db 36 8d 8d 06 06 03 44 db 5b ee fb 71 79 af 12 be d2 11 
58 ac ae e2 d6 e8 ae 6a 7d 4e 17 46 b1 ed 7b fc 4d 25 56 38 7a a7 52 df c4 d9 85 b2 a8 c0 64 b0 aa 5e 1f c7 8f da 04 be 
2d c4 a1 ee 57 70 d2 97 4b 0c 10 66 d8 23 8c e3 79 43 0e a8 b3 c0 b0 6d f9 c7 90 5f 5b 78 9b 79 48 c0 9c 6f b5 69 5d a4 
4d 26 00 04 9f b8 42 54 ce 34 2a ef f7 b9 7f d8 72 99 76 60 9b 63 72 28 59 16 d5 c0 f2 77 c2 d4 b9 c6 2a 98 4e cc 74 fd 
96 08 48 57 20 5f 14 89 5f 36 c8 a7 00 73 9f 96 cb e5 bc 21 22 b2 5b 17 33 53 0e ea 34 6d 01 54 2d d0 b4 0a 7a 39 2c c0 
7d c0 73 a7 c3 49 42 51 6a 39 69 f1 70 ff 14 53 41 
Data Ascii: Oqkjccw#6N5MaXNVO+G6D[qyXj}NF{M%V8zRd^-WpKf#yCm_[xyHoi]M&BT4*rv`cr(Yw*NtHW __6s!"[3S4mT-
z9,}sIBQj9ipSA

2022-01-28 14:30:38 UTC 901 IN Data Raw: 82 82 cd bd e0 2e 32 8f 8c 1e 14 74 44 b8 b3 fa 1d 16 0d c8 c7 80 54 61 e8 e6 21 4c ba c2 c6 e2 46 28 b7 6b 
56 e1 38 5e 65 32 92 96 01 0a 94 cc 29 e4 ae f3 56 3e fb f2 0a a5 b6 83 12 65 6f 46 af 69 96 35 76 19 97 76 d0 1e 13 b8 
8c a7 87 17 d4 d2 43 60 b8 54 34 e7 15 ca 90 d1 4a 5e c6 45 72 63 62 e3 96 7b 6f 9e a4 86 1d ef 21 3a 5c b3 d3 86 f5 50 
32 c8 c2 03 7d 54 7e 79 d3 2e f0 11 61 96 67 ca 10 89 5c 2e 1f 4f 33 b8 1f 5e ab 86 f5 40 c8 af 1f 04 19 99 c0 3e ae d3 36 
ac 16 a7 f3 8c c0 f7 72 5e de 4a d2 a1 09 a6 82 90 1c a8 88 e2 9f 6f f2 f1 8d 8c 27 ce 63 f8 f7 85 b3 11 ef 34 10 21 a3 ad 
78 d4 d2 1d 09 bd 68 e7 94 6a 5c 96 32 e2 73 9b 85 a6 6c a2 cb bc 78 fb d3 f7 56 99 16 72 f2 55 0a 83 1f f2 e2 33 60 ea 
db 44 78 f4 45 27 e5 67 fe 2c db f8 f1 87 47 b4 70 
Data Ascii: .2tDTa!LF(kV8^e2)V>eoFi5vvC`T4J^Ercb{o!:\P2}T~y.ag\.O3^@>6r^Jo'c4!xhj\2slxVrU3`DxE'g,Gp

2022-01-28 14:30:38 UTC 902 IN Data Raw: ca 39 16 58 00 f7 a1 24 1d 5c cc 28 84 1d 40 ba 23 96 2f 93 ee a0 3c 3d 1a 94 3b 3b f2 76 6b 2c 7f 43 61 07 
d0 41 41 68 b2 93 ea 32 2c 77 58 f4 a7 a3 2b 60 52 54 2c d2 69 86 97 a1 cf 49 93 a8 3a a0 2b 79 d1 b0 70 60 e1 c3 52 
2e 06 d1 72 46 71 29 20 ad bd 4e ee 6b 33 1c 85 bd b6 75 d1 15 97 26 d5 50 44 48 e6 20 0f f6 2a 99 d4 07 f5 40 ce cc 9b 
a4 04 6e 3e 08 73 f0 94 78 ca 38 76 64 ac 26 24 3c 98 02 29 2a 6a 17 62 09 9c b9 16 00 92 5a 6c 6e 1f 08 29 46 aa b8 
00 c9 94 07 f5 d1 9a 2f 2f 60 57 e0 8a e2 e6 0a cb d8 ca 42 66 08 86 bc 85 db 9e d2 86 5c c8 aa 42 a7 b2 a1 07 25 09 f2 
d7 f0 75 a3 a4 4d de 81 1d f9 2b d4 ba 90 f3 b0 cb 73 11 11 95 44 6e 93 9f cd 8a bd 9d 70 46 b3 b4 0a a3 d8 48 16 c5 7c 
06 76 c9 55 8e c6 b9 ae 7a 60 0a f4 06 6d c2 3c 2e a4 52 09 7f 
Data Ascii: 9X$\(@#/<=;;vk,CaAAh2,wX+`RT,iI:+yp`R.rFq) Nk3u&PDH *@n>sx8vd&$<)*jbZln)F//`WBf\B%uM+sDn
pFH|vUz`m<.R

2022-01-28 14:30:38 UTC 903 IN Data Raw: d8 1b 75 57 28 79 71 a4 a6 0f b4 d7 ab 25 9d ff f7 28 aa ac 8d f2 9f d0 53 3d c6 8e d1 d1 50 90 52 c2 12 03 02 
96 7e 40 4b a1 37 aa 5f 64 ed c5 50 e8 90 aa 74 19 73 ae cb 48 51 21 f2 08 45 c6 3c 49 6b 92 e0 bc 59 95 e1 2f be 5e cb 
e0 af 73 d8 ac 67 68 e8 e4 30 5a 01 c0 e6 1c c4 19 80 52 c8 55 86 a9 5f d7 20 bf 47 7d 82 c8 02 6b 08 e6 b1 b1 86 90 c7 
50 8d 01 8e c3 57 4e 43 d6 d0 47 cc c9 25 ce 50 98 d1 cb fa 1a 4a 9b 74 19 96 9b fd 3f a7 f4 1b 16 d6 51 f3 08 49 fa 95 
33 cf df a7 11 2c a0 4a 5d 17 68 e7 b6 ad 6d f7 26 09 90 75 bf 54 c4 e8 0f 4d 62 a0 c1 f3 c6 67 27 d3 af 6a 66 2f c2 7b 8a 
71 8b c4 4f ff 97 b4 3f 88 f5 b8 f2 a7 ce 74 34 d2 9f e6 23 e7 58 7c 2d 5e 49 3f 59 4e a5 93 e7 2b 7e 7c 4b 8f c1 ca a4 5a 
3f b9 64 2b 2f 8a ed fc 01 e2 35 c6 a8 02 3d 8c 
Data Ascii: uW(yq%(S=PR~@K7_dPtsHQ!E<IkY/^sgh0ZRU_ G}kPWNCG%PJt?QI3,J]hm&uTMbg'jf/{qO?t4#X|-^I?YN+~|
KZ?d+/5=

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 904 IN Data Raw: 56 f6 c9 2e 75 ef b2 05 fd 14 5b c6 43 22 21 53 17 d9 15 c6 70 de a4 d5 4d 67 32 2d e1 2e 0f 2b 6d 19 60 6c f6 
76 2f 7a 72 84 7d 99 c6 e7 0d 31 ed bf 16 ad ef 54 66 c3 e2 b6 cd e2 ba 49 ba 2f 7a f3 e3 7a e3 71 25 63 65 ea e8 1f b9 
31 a6 24 a9 f4 c3 d6 56 4a e5 68 bd 2c 07 1d 7f 3b bd dd 6f 38 18 f5 70 da ce f0 a2 1d 5e 42 0c b0 6d 8e 96 06 aa c4 08 
fd 45 2c 8c 5b 70 cd 2f 4a 19 92 a7 3f 8d 7d 91 7a fa e3 b8 66 12 e9 08 fd 64 d0 91 31 25 6a 4e 30 8e cf 70 8c 32 65 e1 
82 81 21 6a e1 45 21 65 f0 dc 62 64 23 5f 2e f3 d3 a4 24 4b 49 c0 48 40 98 cd cd 75 23 79 9b 1f 1e 68 91 0c 30 11 00 34 
15 47 4d 29 9c d7 c2 6e 15 2b 99 7f c3 cc 14 95 82 f1 ce 4f 2b 0a 16 ad 83 f7 58 a2 a0 62 6b ab 38 65 76 89 c2 2a 51 f2 
40 e3 ae fe d9 da 8c 18 9e 18 f5 b5 37 e9 a2 59 16 15 
Data Ascii: V.u[C"!SpMg2-.+m`lv/zr}1TfI/zzq%ce1$VJh,;o8p^BmE,[p/J?}zfd1%jN0p2e!jE!ebd#_.$KIH@u#yh04G
M)n+O+Xbk8ev*Q@7Y

2022-01-28 14:30:38 UTC 906 IN Data Raw: 7d 60 92 33 f8 45 fb ed 85 b4 31 fa 23 b6 49 26 16 64 52 b9 57 bb b0 68 8d 00 39 b9 5f 4a c2 3a 37 49 f0 d1 
a1 1f a6 65 5a 01 88 e4 96 9a d4 4a c0 ed ef 10 8d 80 14 7c 85 14 65 c6 0b cd 92 27 f9 2c cd 96 f9 ec 06 e6 06 ff 94 d9 
12 e8 a4 79 99 67 4f f2 86 18 55 3c de 7d 3c 8d c7 f1 ad 34 96 e7 ab 5b b3 81 5f 28 0b 74 b9 e4 d2 2c 5e 1a a5 cb 78 f6 
14 dc 7e ea 0b 6e 9f 89 97 62 81 93 5b d1 87 d0 98 0a 55 69 e2 8b 86 ee 94 59 1b f6 9e f6 80 6c cc 87 f9 44 66 78 d9 c6 
2b b3 bc d1 79 ad 31 33 f7 bb ba 0e 1b 71 eb 1a 0a d3 09 26 84 14 d4 63 9a b1 c8 33 b7 91 67 44 fa 3e a6 19 41 ba 9b 
b3 79 03 34 97 35 f5 c7 ce c9 24 d6 a4 09 90 f2 b7 50 1e 16 88 39 94 7f 05 f7 be 60 7a 7f 59 7a 55 41 b8 1a 6e 11 2f 84 
25 4a 72 cd 64 ca 80 4a be e3 03 95 b6 2a c2 4a 46 28 d6 0a 
Data Ascii: }`3E1#I&dRWh9_J:7IeZJ|e',ygOU<}<4[_(t,^x~nb[UiYlDfx+y13q&c3gD>Ay45$P9`zYzUAn/%JrdJ*JF(

2022-01-28 14:30:38 UTC 907 IN Data Raw: 45 1f 1a 90 70 1b 91 76 0c 8f 1e 90 a8 f7 e0 80 d2 df f8 80 2a 34 6c 58 79 7c 53 b4 78 3e 52 b4 41 53 6b 5c f2 
c7 32 c3 69 49 78 aa a0 df 24 89 3f 1f 68 41 48 e1 90 4c 44 77 63 33 12 9d b5 51 79 5e 78 11 0e 55 a8 7e 94 2d 2b 9a f0 
6b af 79 a8 45 ed 87 18 47 c2 37 05 21 ca fd ba 91 c5 5e f1 92 a2 d0 6d 89 78 1a 6f 34 74 eb 62 40 63 bc 8e d3 99 b4 40 
86 6b d3 3c 34 9e 03 21 a6 22 a0 62 9b e8 86 ca cf ca 0e d9 57 b9 ac 8a 7d 04 6b 4c 99 3d db 7a 96 a7 34 c2 44 b8 72 
b7 eb 6d 66 6c 11 01 d1 2b 6f fa e4 f5 8b c1 30 53 31 e7 55 9c 71 d7 49 33 ff d0 e5 3e a2 80 2c 0d db 4b 84 29 da d9 f3 
45 ff d5 34 57 83 c7 a5 67 bb 02 ba 1b fa 37 ac f4 e7 b6 97 d5 6b d7 a6 b0 98 b5 b7 71 8b 48 f4 5c a3 82 b5 7c 4e 3e d4 
d4 07 ee fa ff ab a2 0c 5a 81 05 1f 88 25 68 60 1a 63 83 
Data Ascii: Epv*4lXy|Sx>RASk\2iIx$?hAHLDwc3Qy^xU~-+kyEG7!^mxo4tb@c@k<4!"bW}kL=z4Drmfl+o0S1UqI3>,K)E4
Wg7kqH\|N>Z%h`c

2022-01-28 14:30:38 UTC 908 IN Data Raw: 52 6d bc 1c c0 40 a3 c6 f0 d4 ba ff ca fb 5a 88 1f f6 ba 5d 33 34 6f 65 38 10 91 3f 19 1a 23 16 74 33 d9 1e 6b 
14 3d 01 2d b1 34 33 c1 81 82 60 6c 7f 4e f3 8a 38 09 8c fe a0 0b 7d b4 4b 61 08 e8 2f 81 8a b4 89 b1 7a 81 cf 66 ce 7d 
0c 73 7e 3f 63 8c b6 60 c0 65 20 d6 75 7e 36 9d 72 cb 37 00 a4 88 f3 47 31 99 a1 ec b4 9e 29 59 94 13 ea 6c b4 a7 f0 24 
9e c6 71 02 97 de fe 84 b6 3f 40 3b a3 51 59 9e 90 54 ef 15 9c ff 77 74 99 c1 0a 02 d7 9e bd 47 f6 32 2c a2 ce 3f 29 0c 50 
34 98 30 25 f8 2c 1d 45 b6 8c 31 41 2c e9 a0 30 38 68 60 e1 d9 e8 97 bc ba 30 c5 55 a2 00 c9 09 5e b0 69 fa 85 bf 2c 67 
e9 38 af be 24 3d f8 cd 3b 25 21 07 25 60 a8 76 72 64 f4 05 d3 2b be e6 3b f2 fb 4e 2f 96 cc 04 59 e2 ad 1d 28 1a a0 ca 
c1 c6 f3 24 9c 76 4c 31 8f 4a 4d fd 7f d8 fb 16 ee 
Data Ascii: Rm@Z]34oe8?#t3k=-43`lN8}Ka/zf}s~?c`e u~6r7G1)Yl$q?@;QYTwtG2,?)P40%,E1A,08h`0U^i,g8$=;%!%
`vrd+;N/Y($vL1JM

2022-01-28 14:30:38 UTC 910 IN Data Raw: d9 84 eb fd c1 fd 8a b3 94 11 df 1d fd ba 87 ee 1d b0 93 f8 0c a6 a2 c8 af fb 04 c4 d4 87 5d fa 22 79 5e 5e 5d 
b4 6f a6 93 c1 19 9c 86 ff f6 2a 7c ff 6e ef c5 6f b7 6f 5e fc f6 eb 8f 5f e2 5f fe 31 7f 7f b8 7d b3 f3 69 2b dd 7e 77 f1 8f ed 
4f 6f ae 93 8d ed 8b e4 a8 97 ee be 7b f3 6a 3b 7d f3 22 fe e5 e7 97 3f 4d ff f1 0a d2 5d 6f 6f ae 5f ec 7e fa 09 ff 4b df 7f 
ba c9 e0 bf eb b3 17 37 df ff f6 e2 1f f3 ed 77 6f ae e2 5f be ef 8d be 40 de a3 0f f3 bd 8d eb 97 3b 98 f6 e8 a7 72 2f 5d 7f 
b5 b3 b9 75 bb bd b9 d5 83 bf af e0 ef 2a 7c 2b 77 8f 3e ce e1 db cd ee c6 2b f6 7d 63 fb ea fd a7 eb ab df be bc fa fb ce 
4b 68 e7 97 57 91 17 82 50 80 17 09 ff 93 9d fa f8 eb 41 be fd c3 4f ff d8 fe dc bb d9 3f 5c 7f 01 8d bd 39 db e8 dd e0 df 
9d a3 ad f9 de e6 56 b5 77 
Data Ascii: ]"y^^]o*|noo^__1}i+~wOo{j;}"?M]oo_~K7wo_@;r/]u*|+w>+}cKhWPAO?\9Vw

2022-01-28 14:30:38 UTC 911 IN Data Raw: 22 66 98 b3 ef 13 68 7c a2 40 e3 09 49 1e aa 41 d7 3e ea 7d 1f 26 24 08 fd 18 ab b8 ec 9f 07 66 01 ae 7b 1b 
09 24 13 25 8c 72 7d 0c 07 30 d2 30 2c 4a 3c 82 4c d2 59 67 16 63 a4 31 0c 89 9d 17 1d 58 15 e7 a4 a6 f2 46 f3 a2 cc 
0b e6 e3 31 91 ae 1e f0 e3 b2 48 ce 49 e9 5b a0 3d 27 b7 49 13 8f d3 74 ac 1e 60 ab a3 87 f2 33 fc 41 1f c5 cf 09 fd b8 
a5 0a ae e8 ee a7 93 9c 9f 63 3c c2 13 e0 0a 31 b7 af 3e da dd 81 01 b9 20 17 b2 95 b4 7c 8b 71 4e 13 9f 7b 8b 8f a5 13 
38 3a 8c 73 47 f0 0f 59 19 9f 27 ad 38 1b b7 e6 19 3b ed 25 e3 56 96 67 9d 8c 72 b5 60 b5 c0 38 b6 ce 8b 7c da d2 4d b5 
68 2c ba 2a b4 4b 16 79 a7 23 20 a7 c4 6b 8f 11 26 0b 41 a1 f0 4f 3b ca 48 97 a3 a8 ad 7e db 75 9c 8e 4f 3c ed b8 57 b1 
78 11 39 5e e0 a6 51 6f 90 ae 89 58 d9 83 b4 dd 0e f2 76 e4 
Data Ascii: "fh|@IA>}&$f{$%r}00,J<LYgc1XF1HI[='It`3Ac<1> |qN{8:sGY'8;%Vgr`8|Mh,*Ky# k&AO;H~uO<Wx9^QoXv

2022-01-28 14:30:38 UTC 912 IN Data Raw: 04 2d 0f 7b 29 4e c1 3a 7c 43 58 e6 a7 4f 57 f4 63 a9 88 38 d1 2d f3 69 e2 92 93 2b d8 19 40 9c f1 b3 80 ee 
58 97 d4 b8 1a 2c 34 22 71 50 89 35 45 72 fc bc 70 e4 fe b0 75 33 b3 bf 4d c7 4c 8c 13 68 9f 70 cc b3 cd 91 d8 a8 29 e0 
df 86 04 ae 61 9d 2f 4f ab 27 9d 05 3a 62 2f 29 58 f0 de ff b1 08 cd 82 d5 89 75 7e ec 6d ef bd ff 70 04 9f 8e b6 7e 3d 5a 
3f 40 a2 f1 58 c0 63 f8 b1 bb d9 e1 bf 4f 10 6c 02 04 f5 f1 7c a4 4f 97 11 78 05 56 d5 28 86 63 b7 27 c2 5e fc 17 82 d3 85 
ac 3f f2 19 05 df 63 60 14 2c 76 5b 88 31 7d 1f 5d 72 05 47 89 ff 12 81 26 80 9d d0 a3 28 de ab 95 3c 70 f1 13 ce cb 6b 
11 ba 32 b2 33 b6 44 f6 8a 62 30 d6 df 8f e5 91 c8 6c 71 8a 39 fc ec fe 3e a7 20 56 75 d5 ac e3 54 20 9a 8f 84 de 00 ae 
cb be 0f 50 88 ad 59 b6 50 cc 0d 32 33 87 b6 36 26 
Data Ascii: -{)N:|CXOWc8-i+@X,4"qP5Erpu3MLhp)a/O':b/)Xu~mp~=Z?@XcOl|OxV(c'^?c`,v[1}]rG&(<pk23Db0lq9> VuT 
PYP236&

2022-01-28 14:30:38 UTC 913 IN Data Raw: 60 56 18 7a b3 32 a3 55 35 36 32 09 42 d7 f6 b4 99 54 b0 5f 33 13 71 4f b5 ab b6 19 ae d6 ce 6c 22 6d 0f f6 4f 
93 86 07 2b ab 64 e4 be d2 63 76 1b 63 26 57 a2 ca 72 30 6a 96 bd b5 f9 48 68 dd ae f4 16 04 cf 30 00 c9 02 e6 64 c0 1c 
77 67 0f 07 85 3a d7 83 42 9d 6b 41 a1 2a 3c e0 e9 41 a1 54 7b c6 20 9c 69 f1 a1 60 b0 b2 0b 3a 13 99 c2 1a 3f f8 4c 80 
31 74 99 6a 55 f1 8f d0 c9 55 4c f6 03 d3 90 21 97 c9 35 60 6c 4d ea bb 70 22 d0 cc f4 d8 83 68 bf 04 ff d3 e0 a5 bf b6 80 
55 da 83 b1 90 81 73 61 cc 4c 58 0d 1c cd 72 8b 4c e4 d1 52 c6 5a 28 66 e2 de da 14 21 3e fc 40 8a 84 24 79 77 af 38 5a 
e8 fd fd 1d 34 fd 2c 66 e7 99 60 b1 6c b7 ab 35 da 6a 17 bd 61 92 35 df b0 16 ba 01 dc 0c d6 59 fd 60 b5 ee 39 c3 f3 d5 
c3 f1 d9 a7 a9 24 cc 55 0c 63 0d 58 00 c3 ac 4a 4d 
Data Ascii: `Vz2U562BT_3qOl"mO+dcvc&Wr0jHh0dwg:BkA*<AT{ i`:?L1tjUUL!5`lMp"hUsaLXrLRZ(f!>@$yw8Z4,f`l5
ja5Y`9$UcXJM

2022-01-28 14:30:38 UTC 915 IN Data Raw: ef be d4 cd 7b cf 4c 30 2b 53 5b 96 45 4d 23 3b d0 a4 6f 39 0d 12 3a ca dd 39 5a 4f cb 3b 67 35 bc 67 76 ab 
a9 eb 0d 5d bb 32 66 d8 31 17 0e 7b 07 66 d8 da 9c d6 48 6a 1c 2c 0c a6 ef a6 31 89 fe 2d ef cd 96 b7 65 01 eb 44 5f 56 
4d 57 f0 8d 05 68 83 21 18 20 9c 87 12 38 2d 23 7c 7f 46 56 6e 9b 0f 42 3b 4e 09 b7 65 3b fb 7c 90 ce 66 64 6a b6 d7 88 
77 79 68 7d 11 b6 6e 36 20 8d 30 ec 7a 34 26 e4 a4 09 64 c6 84 83 c4 96 ea 00 42 9b 36 5e 0c 83 a0 d9 73 bd de 46 04 
36 e8 c1 83 b8 24 30 30 f3 6f 00 16 0d 
Data Ascii: {L0+S[EM#;o9:9ZO;g5gv]2f1{fHj,1-eD_VMWh! 8-#|FVnB;Ne;|fdjwyh}n6 0z4&dB6^sF6$00o

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 915 IN Data Raw: b7 6b 18 3b 58 8e 66 02 a3 0d ba 9c 88 fa 58 c1 cf 22 cf ab 43 91 42 9a 3c 3e 38 88 d4 70 1b dd 19 5b 81 30 
b3 1e b4 2f 08 df 7d 13 b6 28 2f d8 34 20 a3 de bd 83 32 f7 ff 1a 44 57 5e 89 e1 f3 c9 2a d9 7f dc 9c bd 79 3c 82 17 b3 e2 
69 6e c6 49 33 cc a8 9c 39 63 92 5c 16 4f e6 a2 d0 8d 33 bf 61 81 88 0e 5a 2b 82 bd d5 97 04 77 90 45 99 9e dd 81 fe 33 
b9 dd a4 eb 2e fe 8c 79 de 81 f8 85 76 10 25 6a 76 a1 4e 04 f0 a2 77 89 a0 da 11 41 23 1c f2 ef 0c e1 eb c4 70 16 34 43 
b6 5b 51 1e 64 64 6d 16 67 3b 7f 74 a4 76 31 4c 51 e1 0a cd ad 06 5d 06 8e 15 81 db 59 20 8f 92 d9 0e 69 a2 cc c4 e0 
d6 08 3c 2d 83 37 97 21 c3 a1 0e 74 83 f4 6e 6a 85 ee 65 06 02 46 ef c2 d8 40 78 0e 8d e8 7c c8 7e 09 c4 09 64 b0 41 61 
06 92 a4 64 c6 b4 70 cb 79 76 b2 e1 c0 61 51 ac 6f 37 05 
Data Ascii: k;XfX"CB<>8p[0/}(/4 2DW^*y<inI39c\O3aZ+wE3.yv%jvNwA#p4C[Qddmg;tv1LQ]Y i<-7!tnjeF@x|~dAad
pyvaQo7

2022-01-28 14:30:38 UTC 916 IN Data Raw: a7 25 fe 8a 23 6e 43 7b b7 26 cc a6 40 70 23 34 f9 a2 8f 8c 01 d7 3e af 9e 84 22 e8 25 36 9e 88 5d c4 ff 2b 69 
53 32 3a 48 91 c0 f7 2e 50 67 5d b7 d1 b4 4f 7b ba 0a e9 58 4c 9b 30 f3 f0 b8 83 86 74 b9 64 8f 23 86 c0 87 b3 64 38 70 
29 83 5d 46 05 04 97 51 1f 7c b3 fd 6e ee 16 f2 96 f2 41 97 f3 c1 34 4f b9 3e 3b 20 c2 f9 e6 e4 c9 91 e7 32 34 e3 14 9c 47 
d4 f0 c7 b5 af c2 4b 46 9b a9 d0 30 91 31 66 29 e0 1a 30 bd 04 cb 56 32 19 c6 c6 b9 64 1c f4 63 fd 48 39 0e 16 b9 66 60 
25 d4 15 64 69 5f fa b9 38 92 8d c9 0e 0b 48 61 6c 9e c9 8c b9 36 5d fd d1 ba 45 90 64 2a 59 29 6c 1a 32 f6 dc 40 a0 e1 
70 13 d6 61 c6 ed 8b e4 1b f4 94 23 53 d6 81 2b 3f ec 8f c0 e3 d0 30 8b 59 83 43 5b 67 3c 94 51 ac fb 61 09 6a 91 50 cc 
fd 7a 96 0c a3 c2 35 65 63 ce ce 48 e6 d0 c2 27 b3 
Data Ascii: %#nC{&@p#4>"%6]+iS2:H.Pg]O{XL0td#d8p)]FQ|nA4O>; 24GKF01f)0V2dcH9f`%di_8Hal6]Ed*Y)l2@pa#S+?
0YC[g<QajPz5ecH'

2022-01-28 14:30:38 UTC 917 IN Data Raw: 20 4b 4f 78 f3 ea 64 ff c0 09 7e 16 67 c9 a3 43 d6 6a 46 aa a6 79 e5 7b 56 4a 7d f9 b1 e0 04 ef a9 fd fd 24 44 
a0 d8 c9 84 3d 96 fd 2a 24 ed 9a 78 cc 25 5e e7 57 76 b2 86 d8 69 40 55 8f fd 54 60 76 12 62 a7 d0 41 fe bd 07 47 47 3a 
6c d1 18 48 38 a3 ac d1 95 53 a5 a5 b9 c7 98 a7 33 dd 65 af a7 a1 c4 a4 d1 dd c2 b2 72 e4 a1 df 31 42 43 1d 1c 9d 8f a1 
b0 72 ed b7 8e 2e 93 16 55 d6 62 b3 df a2 a1 4c 99 33 50 d9 9a c6 13 74 72 4f c6 5d 4a 89 6c 84 90 d5 79 e2 fc 0c 47 a9 
15 17 49 4b 40 15 75 b9 e7 a3 0d 3f 90 38 a0 da 1f 6e cd 6d 3e 67 88 4c 05 c3 54 4d c6 f0 58 b6 e2 09 85 a6 6f 9d 25 49 
d6 e2 91 29 b0 62 74 74 ac 90 d7 a7 e3 50 fe 9e e5 2c d4 b3 7a 23 6d d2 c3 14 ed 2b 2b 3d e4 b6 7e f0 03 62 b8 85 5d 
4d 77 34 47 ff e5 3b cd c3 66 ac c3 b7 b2 85 c7 61 62 37 
Data Ascii:  KOxd~gCjFy{VJ}$D=*$x%^Wvi@UT`vbAGG:lH8S3er1BCr.UbL3PtrO]JlyGIK@u?8nm>gLTMXo%I)bttP,z#m+
+=~b]Mw4G;fab7

2022-01-28 14:30:38 UTC 919 IN Data Raw: d9 40 6c a4 ad 9b 51 92 8c cb 7a 6b 75 95 b4 39 ba 42 d7 2b 5f 4b 77 f3 35 39 82 68 f1 ae 06 9e df f2 bc 96 9f 
17 12 c9 c3 6c 16 ed b5 a4 b0 c4 54 9c ef d5 9d 45 b4 0e aa 4a 98 8f 0f 99 89 5b a5 ea 67 35 07 c0 80 0d 1c c5 94 0d 14 
74 4c e1 9e b6 5a ae 54 2d a5 9c c0 7b 5b 3a 6d 22 5a 90 4f c1 54 02 c4 09 42 cd 04 fb d7 73 34 8b 07 43 13 a7 bf a5 ee 
15 8f 6a e7 77 da d5 ab 01 3a d4 dc 5e 23 f6 7b 08 94 e2 38 93 dd 6d ec ec 1f 6e 81 60 90 31 3f 3c 4c d4 c4 8d 0d 18 78 
53 7f fa 87 ef e2 d9 29 6c 9c 08 d6 91 84 29 5e 0d c0 63 99 c2 6c 25 6f 70 17 48 bb e5 65 7e 0d 5f 06 69 97 ed c0 82 89 
e7 75 66 9e 76 eb 3b a1 b6 63 d5 3f 9b 50 6c ea 94 d4 b8 42 08 b9 cb 48 e8 a4 59 1e 53 8b 35 10 8d ff 19 36 18 dd ed ea 
23 47 99 d5 d0 15 02 bf 6a f9 d8 91 76 25 86 aa 81 0b 
Data Ascii: @lQzku9B+_Kw59hlTEJ[g5tLZT-{[:m"ZOTBs4Cjw:^#{8mn`1?<LxS)l)^cl%opHe~_iufv;c?PlBHYS56#Gjv%

2022-01-28 14:30:38 UTC 920 IN Data Raw: df ac 20 54 35 bb 93 01 83 f0 a8 d5 d2 78 a6 3b c3 08 7a d6 8b 5a ad 40 45 59 8d 8a a8 1c 71 ad 97 1c 09 7b 
30 9f de 43 cf b9 db 5b 7d ca 12 04 2b 27 20 ee ba bc a9 32 7e 35 b5 21 2d b8 06 eb 4b 87 9b 02 cb 2e 30 73 b5 da 70 
35 25 6c af 1a 81 84 c9 bf af 4c 2a 6e b4 e4 eb e5 18 31 a9 dc 37 0f b5 46 6a c7 8e 90 86 06 f8 9e 6c 81 32 e9 93 de 40 
75 ea d2 0d 46 65 7a a8 8a a2 4a 40 83 07 8a d2 f8 15 e7 30 33 2f fc 75 67 6c 97 23 a3 b8 1a 25 ab 00 bb fb d4 68 86 a0 
6d cf a6 4a 57 77 8a 55 76 5f be be 39 d5 0d c5 5c 67 53 ab 22 b3 95 ee 8b eb ff e6 1d 56 d3 33 89 51 96 f6 8e d6 20 da 
a3 b4 a4 f5 da ed a3 55 f8 80 02 96 d1 10 1b b7 d7 d6 60 26 0a a7 ed d1 24 ba f4 34 10 07 7a 02 be 76 0c db c3 ee d1 fe 
fb 90 ac e3 8e f0 3a e0 c1 e4 6f f6 8f 8e f6 77 59 8e 37 a4 
Data Ascii:  T5x;zZ@EYq{0C[}+' 2~5!-K.0sp5%lL*n17Fjl2@uFezJ@03/ugl#%hmJWwUv_9\gS"V3Q U`&$4zv:owY7

2022-01-28 14:30:38 UTC 921 IN Data Raw: a6 7b d3 e0 fb 32 9f 5c 21 2f a8 a9 42 a5 1c a1 21 7e 69 61 2d 1d 13 42 46 ea 93 5b 98 d8 a4 26 e5 e1 ae 61 
11 9a 5d 10 1e 8b 2b 3b a3 f2 4e 72 38 19 38 4c 53 b8 c9 41 5d 1f 24 cc fd 06 16 18 8e 5d c0 80 1f 15 95 45 0b f1 65 04 
3a 97 5f a4 b8 e5 b4 34 90 c6 85 0d 0e 49 8e 4a 1f f0 4c a2 74 c0 28 92 b6 67 fb 1d 79 0f 76 08 0f 03 ce 2e 0d f8 1a 15 1f 
b5 65 89 dd 32 9c b9 ef 8c 23 57 df 73 1c 69 bd 90 1d e5 fb 9e a1 7f f0 30 b0 b8 f2 3b bf db 60 b8 3a de 88 6b d5 d6 77 
b6 7f d8 3b 3d 3c 5a 3f 38 ea 7b f1 24 bd c8 3a 14 f2 52 7c 41 10 1c fe 3e c9 c6 5e b8 ff f6 ed e1 d6 91 c8 c0 b0 f8 44 0e 
fe 8d b2 f0 2f 98 07 5b 70 fb 50 0b 8e f6 df 1f 8a 8a 40 36 2d c5 7b a6 ed 95 9f 98 54 8a 5f df ec ff 0c 7d 8d cf 72 0c ca f8 
66 6b 67 ff 97 be 77 96 4c f2 6b aa 4f f7 74 
Data Ascii: {2\!/B!~ia-BF[&a]+;Nr88LSA]$]Ee:_4IJLt(gyv.e2#Wsi0;`:kw;=<Z?8{$:R|A>^D/[pP@6-{T_}rfkgwLkOt

2022-01-28 14:30:38 UTC 922 IN Data Raw: 8e c3 3c 34 30 42 58 b2 b5 05 db 4e 45 e8 6d d7 f2 1c a4 6b 02 ae 9a ce c9 0c df 2a 5e 93 c1 55 e9 75 da f1 
8b 4e dc ae 02 fa 4c e6 42 16 73 a6 76 8d 9b 79 77 19 d9 ec a5 3d 0e 27 8d 8c 61 30 96 cd 62 2a 08 d6 ae c9 5a 29 db 
45 ef c7 1d bf ec 4c 54 c3 92 7a 7c 89 a6 85 a4 80 d6 56 a2 28 13 fb 04 96 0a cf b9 bd 82 0b 86 01 de 28 2f 32 2d 8a 14 
f5 ba 4c 23 25 56 5a a2 54 e8 2a 38 83 c7 54 5c c1 10 57 ff 6c 12 03 bf e7 af 42 0f 75 5c c0 6a d4 07 52 94 89 1c 56 db 
ce d2 71 da 2c 77 b1 23 b8 90 15 cc 5e 10 1a 9a 4d c2 ce e5 e4 dc 27 69 4a 49 fe 9a 53 44 d6 8d 49 0a 07 bd 03 54 4b 
a3 4c bc 1b 57 97 08 3e e3 67 5d 0a b4 c1 ee 90 47 94 88 66 19 f7 4e 2d d1 25 51 a4 9e 8a d1 68 20 a2 a7 1a 87 b4 65 7
5 c7 51 41 2a 82 70 0c 3f 48 2e 03 02 2c 58 2b 8c 18 ab 34 76 7e 
Data Ascii: <40BXNEmk*^UuNLBsvyw='a0b*Z)ELTz|V((/2-L#%VZT*8T\WlBu\jRVq,w#^M'iJISDITKLW>g]GfN-%Qh euQ
A*p?H.,X+4v~

2022-01-28 14:30:38 UTC 924 IN Data Raw: 62 04 70 b7 5a cc b0 3c ec 36 37 76 5d 75 91 b4 bb 2c 2e b7 19 a0 ea 04 63 ca ab 2a 64 ba 87 cb 3f c1 40 ec 
7a e3 58 17 b6 b3 cf 07 e9 6c 36 a9 95 a2 f2 e5 7a 3e c6 ab d2 29 47 44 11 48 ed 1e 73 ed 79 1f fd 3d 3c 8f 7a e1 68 19 
b2 f3 48 98 da 7b af ad 2f 29 7c 12 f1 ae 44 d4 2b 7d 01 7d 0e 6f c2 bd f0 30 dc 0c b7 c3 77 a1 dc bb f7 a4 63 e5 80 c7 21 
0c 79 08 c2 50 05 50 0c f5 b0 87 62 a9 23 5e 48 91 8e aa be b7 e5 85 3c a8 55 ff d8 fb d7 70 0a 1c 66 36 af a4 57 00 06 
2f 53 d3 c9 23 cf c3 af e1 bf 50 9e 83 41 e2 a8 25 7d 97 f6 56 1b 0b 6f 0d ba c9 02 ce 75 c8 82 e0 f5 5a 09 f2 1a f4 96 ff 
b1 3f 7b e4 2a c2 30 5c be a3 b4 da 78 f1 94 34 6c ad 18 68 87 07 1c 8b bc aa 98 27 9e 28 f5 3b f4 c1 33 fc 66 f4 2a 50 
74 c7 ad f2 32 2e b5 a8 7a e9 d8 03 d1 35 e3 3e 63 
Data Ascii: bpZ<67v]u,.c*d?@zXl6z>)GDHsy=<zhH{/)|D+}}o0wc!yPPb#^H<Upf6W/S#PA%}VouZ?{*0\x4lh'(;3f*Pt2.z5>c

2022-01-28 14:30:38 UTC 925 IN Data Raw: e9 d0 ca bf 3e 23 26 c4 ca 10 fd 03 1c 02 ad b1 f0 0d 5a 12 5d 31 dd c7 0d 3e d1 87 42 6d e7 df 47 97 5b f3 1a 
36 8a 5e 84 2b e7 84 8e 91 49 8f 7f 83 8c b1 1c 15 6f da 27 ac 07 be 32 cf 26 f3 c2 4c 8d 58 87 13 34 ce 1f 63 58 6e 36 
d4 db 25 13 7c 19 36 c8 f6 74 9a 80 f0 59 25 06 48 08 6f b8 5e cf 2a 5b 99 5a 48 be 27 b8 ee a1 82 32 2a ef ef bf 81 c5 
58 eb cc 2f bb 82 a8 e9 1d 09 f2 aa b6 5b c6 78 0b c1 25 6b a9 ef 50 00 ef 13 93 47 09 53 30 78 9d e9 27 fc 64 31 2c da 
1e 7a 04 27 7d d4 84 4c d1 f0 f6 e2 02 99 a9 e5 cb ce d6 ca 3e 8b f3 82 8b 62 81 1b 44 03 7e d7 8a a5 e2 4a 22 47 13 b4 
83 92 31 ed 83 15 04 e2 d6 88 c5 4f 22 73 49 81 c0 12 25 61 d3 76 96 10 d7 e5 2c 74 a1 ed 63 f5 fd bf 3e cc 8b f0 49 60 
70 5c e0 f8 42 36 34 45 f0 a7 4f af 7c c1 ed b6 e9 6e 
Data Ascii: >#&Z]1>BmG[6^+Io'2&LX4cXn6%|6tY%Ho^*[ZH'2*X/[x%kPGS0x'd1,z'}L>bD~J"G1O"sI%av,tc>I`p\B64EO|n

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 926 IN Data Raw: 3c 9d 20 43 a8 8f 13 01 3a 55 d2 f5 23 a1 ad 8e 5f 3d 8c e5 72 c6 c1 ae 63 cb e2 80 88 ca e1 09 dd 88 69 25 
c9 7e cf e5 29 d0 dd 41 e7 68 0c 1a fa e6 6c 96 ac 5e ef 30 f1 87 60 31 6e 94 bb 4c 48 52 10 29 27 f0 fa 88 5d a4 a3 d6 
27 8f 70 4f e3 cf fa 0e 89 88 04 65 34 89 72 38 b2 2c c2 97 3d 38 bf 8c da 8c 99 70 61 0f 55 bc 07 c9 c5 d6 cd cc f7 fe e5 
b5 47 a1 97 a2 40 06 cc b1 8c d2 fa 4d 4f 38 a1 1c 6c 7a 85 b7 99 11 57 bd b4 ce 8e 13 18 65 34 9c 87 15 c8 83 6d 08 97 
d9 40 f9 b2 65 51 6f 90 ad 4d 84 f7 5a bb 9d 91 f7 1a e4 82 bd 6b 72 9c 9d c8 5d a5 84 07 64 53 a8 e8 8c ec a9 e5 b3 43 
dc 41 5f 92 51 15 6a 53 b7 64 11 4a 66 76 6c cd cf c9 62 20 14 62 b0 8b 52 41 6c 83 84 aa 3d 0a 73 ff e6 96 ed 90 99 f0 
87 05 06 9a 46 33 54 a9 ea 65 b9 71 9e 72 5a df 73 e4 
Data Ascii: < C:U#_=rci%~)Ahl^0`1nLHR)']'pOe4r8,=8paUG@MO8lzWe4m@eQoMZkr]dSCA_QjSdJfvlb bRAl=sF3TeqrZs

2022-01-28 14:30:38 UTC 928 IN Data Raw: 5e a4 06 b4 16 5c d2 72 d3 dd 3b bb 60 e1 ea da 9a 4c ba a9 6c eb d4 04 f2 18 ec 2d 76 cb 0c d2 68 dc 62 d9 
85 99 15 ca 50 7c 0a 79 c1 2d 58 db 04 c4 fd dd 5d 6f f1 dd 8a 17 1e 8b 2a 4f 02 32 e7 94 2e 10 77 72 48 31 8c 12 bf c7 
d0 75 c6 a2 a9 21 9f 51 e3 1b 7b 17 f0 3b 8f ad 49 3f 0b 65 14 d0 7e ec 30 e2 e5 a4 86 6a 90 92 ae 4b 50 64 e3 97 23 e5 
9b db a3 f8 02 23 7b 1a 3a 09 34 5e 82 69 41 ee 88 a1 c3 eb 01 b4 f8 ae 9e b9 e3 4a ae 6c ea 8a f2 4c 2a ca 77 37 3b 9b 
db eb 3b fb 3f 78 78 bd 6b 46 9e dc 74 07 9c 14 1d a7 c0 80 d4 f1 be b3 52 34 3a ca f4 30 5e 44 ad 22 d0 02 94 6e 86 02 
43 1d 83 22 13 91 0c 0f 25 a4 4f ee 10 9a 35 59 ae cc bb e4 7c ab 15 16 be c3 31 c4 45 16 52 3c cc 3b e9 a2 83 41 2f 6b 
f6 94 38 4a 67 b2 51 ea b7 b4 14 0b 1b 46 d1 1a 21 5f 1e 
Data Ascii: ^\r;`Ll-vhbP|y-X]o*O2.wrH1u!Q{;I?e~0jKPd##{:4^iAJlL*w7;;?xxkFtR4:0^D"nC"%O5Y|1ER<;A/k8JgQF!_

2022-01-28 14:30:38 UTC 929 IN Data Raw: 68 3f 6d bf 27 9a 78 2f 28 61 c2 81 4f 3a ef 39 91 4c 18 70 49 e7 7d c7 df ec 9e 4f 72 8a c1 c6 3a 7b 16 17 30 
2e c3 d5 bf f5 7b 68 47 1e 8d 10 b6 ad 33 25 24 c7 59 e4 8f 18 3a a6 fc c3 e0 39 a7 1c e0 b1 e3 53 f2 f6 88 57 08 7c 03 
55 61 ac b2 17 cf de 87 e7 70 d6 6a da ea f5 bb f0 f0 02 12 3e a8 08 09 cf 1e 48 45 71 8f 20 dd 95 f3 fe 16 c4 25 3c da f2 
1b 6c 85 3d c5 97 d7 a0 fe 2a f2 ce 26 39 ca ef 18 46 c9 12 8d 74 60 9d d0 91 35 5f 70 93 ce 3b 15 76 0b 58 48 19 0c 9c 
d8 86 89 1d fb 8b 45 f9 02 9e 92 99 7a bc 61 d9 a5 70 10 7c 10 36 90 f4 ee ef cb fe 39 08 22 67 c2 92 e0 0c da d3 bf 10 
4f 17 f8 e4 ce 86 a6 c4 9a c0 f5 fa 12 8a a7 7e 20 c4 c4 0d 67 1a 27 d1 25 43 d5 e5 df 10 85 95 92 33 9e 7d 85 67 54 ba 
35 c3 b0 a0 b8 ff b0 f9 b8 4a 8a 73 0c 89 c4 36 c6 
Data Ascii: h?m'x/(aO:9LpI}Or:{0.{hG3%$Y:9SW|Uapj>HEq %<l=*&9Ft`5_p;vXHEzap|69"gO~ g'%C3}gT5Js6

2022-01-28 14:30:38 UTC 930 IN Data Raw: 30 8e 10 d8 47 2b 8c 1f 27 05 02 97 14 89 c6 61 de 4e db f9 f3 17 cf 12 52 13 99 87 cf 82 47 52 c0 ff 63 59 7f 
8c 56 7b 61 92 44 af f4 8b cc 2f e1 2f 61 1a fe 1c 7e 0c ff 19 fe 10 fe 1a fe 14 fe 26 c9 9c 79 2f a2 2b 98 b4 2b 1d ea e0 78 
f5 b5 72 12 56 c9 74 86 5c b4 5f c3 a6 a2 a4 9d eb 02 af d6 eb e0 80 fc b3 b0 04 b1 3f 93 7d ee 12 6c 41 fa 2e c1 05 1d df 
5a b2 90 f3 74 32 59 96 b2 03 2b ec 73 69 02 15 da e9 2e e7 d3 b3 65 ad c1 ef 0d 75 d0 89 fc 11 29 c8 de d0 9d a0 04 e1 
c6 7b 6d c3 05 b2 46 31 ab 5c 09 38 e8 c8 2d 16 a3 d5 86 da bf df 3d 16 f5 30 a9 d9 e9 10 3b 90 aa 27 6b e6 11 b2 29 d2 
6d 81 7b 12 f8 43 59 71 e6 41 e8 2b be 81 ac 4d 31 06 32 0b b1 33 74 56 35 13 10 03 48 50 f0 db 30 15 40 1c 89 01 c4 
11 84 85 6e 2c 5c f8 b0 1f 32 54 b1 7f a2 1a 81 
Data Ascii: 0G+'aNRGRcYV{aD//a~&y/++xrVt\_?}lA.Zt2Y+si.eu){mF1\8-=0;'k)m{CYqA+M123tV5HP0@n,\2T

2022-01-28 14:30:38 UTC 931 IN Data Raw: b3 74 f5 f5 06 bf 6e 40 05 52 f3 01 f9 7b e1 df e8 46 45 70 f8 5f 02 c3 2e 6e 9d 4e 24 8d fa 20 2b a3 6e 18 b7 
ce 5d 04 39 72 ca be e8 a5 7d 52 23 67 e2 7d 4a aa 0e 63 ec ed 7b e7 db 1d 36 99 7b d1 9d 76 a4 84 65 7c b7 17 8d 96 
45 ac 91 69 37 d5 81 ea 12 af 28 d5 97 6d 82 b4 61 90 5f 64 ec 60 2e a6 c4 30 3f 7b 47 d7 f3 96 db 31 ae d5 c4 40 e8 dc 
47 8e 07 07 85 3d 43 7e 40 f9 c3 98 76 63 d2 5d 24 a1 b2 0e 18 df fc c3 7a 9b 75 55 01 91 fe c9 41 3d 19 2a 8f 8d ec c0 
bf 08 d6 8d 76 68 e3 8b ea ca 7b cd 7d d7 1d f5 91 c7 23 e7 ef ab 60 58 f5 b7 c2 cc 78 09 c7 93 ac ff 24 94 2a b6 4a dd 
3a 62 bc f3 c0 b8 74 74 55 75 a7 c9 2b ec 96 d8 4f 98 bc f2 ec b6 bd 25 cd 3b f5 04 15 bb 44 9e e5 d7 70 ae 09 37 82 e0 
b9 f9 8c 28 98 71 b3 52 f3 e9 d3 9f bb e3 04 a3 22 8d 12 
Data Ascii: tn@R{FEp_.nN$ +n]9r}R#g}Jc{6{ve|Ei7(ma_d`.0?{G1@G=C~@vc]$zuUA=*vh{}#`Xx$*J:bttUu+O%;Dp7(qR"

2022-01-28 14:30:38 UTC 933 IN Data Raw: de 26 8d 99 62 e9 95 23 5a e5 83 d2 4f 43 9d cc df 06 56 3f 2c d8 cc 0d 97 2d 50 cf 2c 13 33 cb 9c 0c 46 d4 
1d f4 d2 02 c6 11 56 81 cd c2 b8 65 a6 28 e4 bb b0 51 d6 79 6c df 75 33 3b 56 96 6e 62 87 80 29 b9 31 02 78 78 b8 ba 
90 36 8b df 3a c4 d0 dd 1c ca 4e 2b 77 d4 56 3e a6 df 5c fa e6 7c 3a bd fd 85 df 51 43 2d c0 78 8d 9a 8c 81 a6 4a bf b9 
aa 23 ce 5a 3d a8 02 38 b8 d5 a1 a3 3c 2e 51 0c 1f 57 8f 0a 6d fa 60 23 a8 b8 c7 da 7a b2 c8 b1 b6 ac ce 9a 04 2d b5 ac 
82 f9 fb 31 62 e4 54 2e 5b ca 26 f0 27 83 54 85 01 ed 23 ba 92 a3 4b db 37 1c 72 ad de f0 62 4a 68 f7 c4 68 b7 5a 24 b6 
7d ae 65 bd ab 1b dc 5a 3d 7b 8f 11 ee 29 1f ab aa 4a 67 5f 41 fb 2c c3 63 bb 38 a3 ba 5c 1d a4 42 26 95 76 c4 71 b5 c7 
c6 5a 2b 10 f8 d7 88 34 77 20 d4 18 77 e2 6a bf c1 c3 b7 40 
Data Ascii: &b#ZOCV?,-P,3FVe(Qylu3;Vnb)1xx6:N+wV>\|:QC-xJ#Z=8<.QWm`#z-1bT.[&'T#K7rbJhhZ$}eZ={)Jg_A,c
8\B&vqZ+4w wj@

2022-01-28 14:30:38 UTC 934 IN Data Raw: 01 23 3c f5 2f 68 68 8b a2 56 d6 19 d3 2c b7 d2 b2 c5 31 e0 c3 56 75 99 b4 18 30 79 6b 06 5b 4f 32 6e 55 79 
ab c6 41 99 1d 6f 0a 12 24 c3 10 16 ed 2d 5b 66 bb fc 80 e2 5b cb a6 f8 41 d7 e3 1c 70 ca a2 f1 e8 b8 7e 89 db 51 d5 a1 
d8 14 a7 52 9d 06 34 c1 8f 93 c1 20 87 6d 0d cd 12 14 c2 8c 30 ba c5 75 8a be e2 79 95 e3 81 52 1a d6 1b 16 2c a6 ac 
95 84 3a 7a b1 be e3 30 bb 33 f6 84 76 cc c9 04 06 6d 3e ba c4 03 2f fb c5 6c 01 6b f3 7e 49 80 97 4c b9 89 d3 1e ea 4d 
4a 4b 25 f8 45 75 bd ba 25 49 9a 79 2f b8 e4 d5 90 0d 37 02 33 03 17 c4 4e 1d 4e 90 94 03 0a dc 4c a1 e7 25 7c 42 de 
78 ea 6b 1b 99 cd c8 e4 70 53 78 27 e6 69 68 d4 36 cf ea f5 09 d6 58 2f a3 a1 fe 93 c8 21 2e 36 8a 90 56 03 e4 e6 6e e1 
de ae d4 44 5a 09 46 c0 98 87 9a 13 3f 18 d6 5a ac 5d e1 f6 1b 
Data Ascii: #</hhV,1Vu0yk[O2nUyAo$-[f[Ap~QR4 m0uyR,:z03vm>/lk~ILMJK%Eu%Iy/73NNL%|BxkpSx'ih6X/!.6VnDZF?Z]

2022-01-28 14:30:38 UTC 935 IN Data Raw: 50 05 10 22 3f aa 6a 6b 0b 2f 5e 73 1e 0f 45 55 ff f4 69 b6 a6 0d b2 58 86 3d 31 cd 4b e6 d5 d8 d8 d8 3e 94 3e 
98 69 50 db c8 e5 89 c2 af ed f2 f2 48 91 06 8b 4c b4 48 1b 35 82 bf 5e d1 2e 0c 84 3e 3f 13 e4 cd 1b 87 61 8d 2b c4 74 
35 0e bb da 62 f8 8a 0d 37 cc ed 8d c8 3c e3 fa 5c 93 21 99 73 a8 07 00 d5 76 bd c0 69 dd c4 f6 26 e5 ff 8c 77 e6 03 bf 
5a ab 53 3b f4 e5 75 54 a3 78 de 38 6d 1f 95 36 52 e6 45 53 ed 5a 47 42 f5 91 3a 09 af b1 f0 5a a3 14 1e 24 45 54 6f c2 
a0 58 b3 1b 00 04 45 7a 18 7d 7b 2f 4e 48 2d 15 db 52 4a 61 f0 26 fe 32 c6 c0 2b 63 66 b2 16 33 47 9a 01 d3 7f 38 8a ac 
67 37 13 91 65 08 d7 90 4d a2 a2 b3 ea 68 f1 d7 b6 ad 94 6d a3 78 27 c6 ce a5 89 55 cc 5f e0 4d 02 d5 27 ac 55 e3 7c fa 
b6 88 2f 90 a4 de 16 f9 94 0b a8 be b8 7e d3 c9 0d 43 
Data Ascii: P"?jk/^sEUiX=1K>>iPHLH5^.>?a+t5b7<\!svi&wZS;uTx8m6RESZGB:Z$EToXEz}{/NH-RJa&2+cf3G8g7eMhm
x'U_M'U|/~C

2022-01-28 14:30:38 UTC 936 IN Data Raw: 73 3a 82 21 33 a1 4f 7a d1 33 0d cd c6 64 66 c7 49 f2 73 1d f2 8b 60 95 76 6b 63 8a eb 8b 7c 35 2c c5 30 6c 
d8 f7 b5 a9 32 83 2b 99 9d 92 a7 22 8c ab 8d ac c9 68 d5 16 2e e0 69 1d 7f bd b7 d9 6c 35 c9 6d 27 47 fe b6 40 37 1b ca 
42 a9 2a e3 8b f4 c5 ab c1 67 15 85 6e 6d 8b d4 84 a6 c1 9b 20 aa 16 92 1c 01 6b c3 ae 6b 81 36 c1 a1 8c 65 15 a2 47 
75 7b 83 81 47 26 b6 6a 30 63 f0 fd fa 26 43 be 9d 15 03 81 b5 dc 58 6c 40 da 06 66 42 27 b9 5a a0 b2 5d d9 8c d0 66 93 
b7 04 50 6d d3 50 de df f5 e8 69 3c 61 18 13 6b 5b 04 7c bb f6 c0 d4 16 1f ae db 8a 33 52 75 21 d4 9f 1d e9 fb d9 f9 91 
b7 05 c6 19 b2 21 89 1b cc 92 2c e9 d5 c3 b1 96 79 2b 25 b7 99 6c 96 82 aa 3d 5b aa fa bd 2e 4d 8d 67 4c 63 4b cc 1b 
34 18 a7 86 32 95 02 ad e7 75 34 7a 9f b3 a7 51 13 9c fe b5 1b 
Data Ascii: s:!3Oz3dfIs`vkc|5,0l2+"h.il5m'G@7B*gnm kk6eGu{G&j0c&CXl@fB'Z]fPmPi<ak[|3Ru!!,y+%l=[.MgLcK42u4zQ

2022-01-28 14:30:38 UTC 938 IN Data Raw: 3f 3c 0d b4 2e 12 13 3f 72 ba b6 ce 3e ef 60 44 a3 e9 c0 18 12 e9 55 05 df cf be d4 2e 66 28 cb 42 15 23 94 
e1 1c ca 1c ba a3 fd 68 7a c3 b7 90 f1 6f 14 90 e6 ad 93 16 3a 0c f6 a9 c6 b2 3e 17 29 08 6e 9c 22 7a 3b 05 4e 0f e2 fd 
68 b0 3f 9f de fc 54 0e 94 28 0d e0 71 b3 06 8b 71 c3 06 5f 16 4d 1a 34 eb 40 33 ea 1b bc da ac 97 5f a2 46 6f d7 61 48 
22 ec 78 a4 65 f1 d0 0b ff b8 76 06 e1 51 45 23 bc 57 5d 05 56 01 a0 aa 44 ab a2 79 59 01 d5 d8 b8 2f bb a0 f8 a3 2c 1c 
e8 95 64 fb bf 5f 07 53 d3 a8 e1 d1 5a 48 0a b3 ce 4d 69 ad 1d 43 ac 47 67 65 28 b1 6e f7 f3 69 e3 c6 3d af 11 58 3c ca 
65 88 6b 60 f9 69 5c 52 5a 7a d8 b0 bf 6b 74 b2 78 c5 a9 09 b3 19 14 7c 22 be d4 15 88 d5 31 b3 3b 53 0f 68 b2 2a a9 1d 
a0 e0 64 6e 8b 98 c1 a9 26 61 53 39 da 1f 87 8b 05 1d 84 
Data Ascii: ?<.?r>`DU.f(B#hzo:>)n"z;Nh?T(qq_M4@3_FoaH"xevQE#W]VDyY/,d_SZHMiCGge(ni=X<ek`i\RZzktx|"1;
Sh*dn&aS9

Timestamp
kBytes
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2022-01-28 14:30:38 UTC 939 IN Data Raw: 0a 5c 4d d8 a1 a1 e7 0c d1 6f 15 b1 04 61 4c 4b ce a7 65 94 4c fb fd 3a 47 4b d5 83 d5 ec 0c c3 2a 98 4c 07 
29 27 0c 99 48 dd 16 ec 26 47 46 d6 e2 45 7a ea 09 5e 55 1f f6 59 05 b4 ea 54 37 be 20 d7 14 4a ab 0c 0c 8e a3 d1 87 
69 42 4b 6d 20 06 52 9a 9d 10 b8 01 07 0d 92 b6 29 37 b7 04 32 cb 94 2d 53 59 0e 73 1d 01 d8 0e c0 da 9c 5c 5b 46 b7 
4b a3 09 64 79 f9 ef 3d 49 6e aa c7 b6 2d c0 9b 41 2e e3 d5 f6 68 ae 05 7a 1b 52 bd 11 dc a6 5c de 8a 8c 6f 8d e2 12 c8 
35 0e ad dd 58 6e 0c 66 75 3b 52 53 0a 78 fd 21 d8 0e d8 5a e4 96 9d b7 bc 0e df 13 e7 7d 03 df c2 08 a3 11 37 37 83 90 
25 a2 c1 d1 a6 eb b2 6c 9b 66 7a 8b f0 34 46 6c 93 be 2d fa 10 95 dd 6d 3e ee db 25 6e 9b ae 43 11 3c f3 0e 83 7b 13 cf 
2d 58 df ed 83 2d e4 cf 96 a8 dd be a3 50 97 07 9b 4b f0 56 48 
Data Ascii: \MoaLKeL:GK*L)'H&GFEz^UYT7 JiBKm R)72-SYs\[FKdy=In-A.hzR\o5Xnfu;RSx!Z}77%lfz4Fl-m>%nC<{-X-
PKVH

2022-01-28 14:30:38 UTC 940 IN Data Raw: 25 ce 85 52 00 a4 a5 11 b9 06 4c 6b c9 6a 81 32 2a fa 7a 55 89 df d7 22 b9 69 21 a6 29 dc 58 1b 41 f1 38 6e 
15 4d 9d 63 26 60 f6 fe 7d 13 44 ca 98 d5 1b a9 a2 da cd b5 b1 9b 6b 73 cb cb c5 b6 82 ac 78 14 ef 0d 65 ad d3 5a b6 31 
a4 ca 2e cd 46 a3 5b 58 a4 ba 36 25 ca 67 5b ca 76 54 6c 0d 4d f1 a8 de 03 b2 ea 43 6c b6 31 98 72 33 4d a3 91 34 97 df 
16 d3 60 d2 d8 0d 3c cf ba 70 8b 38 66 30 00 31 f5 16 46 eb 27 9e ed df cc e9 6c 66 f2 cb 1b 1e e8 5c 88 88 cd 24 3a c0 
05 9a 69 e9 39 d4 a9 4c 95 11 bd f9 c9 ca a5 94 c2 c3 d2 32 85 aa c6 fa fe 99 fa 6f d7 fa 48 41 15 38 ee e9 25 67 b2 d5 
7e 5b 22 af db 4a cc a1 86 af 6f 38 f6 79 80 85 47 53 f2 f9 7a 58 13 a2 b2 f2 6d 5a 32 34 1c 09 59 00 30 75 b4 7f aa 9c 5d 
cd 44 b3 18 72 72 ed d3 c9 35 5d fc 94 4e b6 d1 74 92 
Data Ascii: %RLkj2*zU"i!)XA8nMc&`}DksxeZ1.F[X6%g[vTlMCl1r3M4`<p8f01F'lf\$:i9L2oHA8%g~["Jo8yGSzXmZ24Y
0u]Drr5]Nt

2022-01-28 14:30:38 UTC 942 IN Data Raw: 3d 81 c5 cf 61 f1 57 29 8e 0f 89 ac 5e d9 5e ca 63 90 3a da a1 41 70 12 d1 c5 c2 c6 e7 2b 85 b0 8f 25 8d e6 
e1 78 7a 1d 9a db 7d c2 fe 08 22 d2 56 08 c7 4f 90 c1 58 4a 9a 92 7b 8e f2 db 9d 80 22 71 7a be 8a 08 da 48 92 d4 db 8e 
7e c9 5b 2a 7d 9f 32 fe c2 2c 59 2e 41 c2 19 9f 3b 0f 1e cc e6 21 16 89 06 52 f8 69 27 98 8e df 40 40 c0 a2 83 e5 72 e7 
75 4f bf e5 26 5d c1 fe 3f 78 a0 3e 7b 8a 93 db 6d c3 38 d9 4e cf 73 5f c3 44 52 50 c0 83 55 7e da 0f c5 b4 7f ca ff f6 9e f1 
bf e9 0b e2 c1 1d 9f 75 6c 62 fa c8 6d 3e fb e4 64 e4 bd 4d 1a 3d 4b 1a c5 53 a5 49 3c c5 06 30 8f 33 af ff 5b 9f b0 5e 87 
1f 16 b2 60 ac f2 41 a8 d4 6b 7c 67 e0 da 41 32 48 a0 d9 2c 87 69 14 db d7 6f 92 31 be a7 8c 8a f6 6a f6 3e 68 89 4f 40 
77 87 c6 f1 dc b6 7c bc 0f 20 06 a0 00 40 00 38 
Data Ascii: =aW)^^c:Ap+%xz}"VOXJ{"qzH~[*}2,Y.A;!Ri'@@ruO&]?x>{m8Ns_DRPU~ulbm>dM=KSI<03[^`Ak|gA2H,io1
j>hO@w| @8

2022-01-28 14:30:38 UTC 943 IN Data Raw: dc 15 fc 86 e8 f2 8c fa c3 de 07 f8 3d 5a 1c cf e7 f4 b6 77 ca 7e 7f 60 5a ba 37 a7 ec 8a ab ad de 5b 76 f1 69 
02 b1 2e 68 c8 a0 77 cb 9f 9e 8a cb 27 fc f2 a9 20 a7 47 f9 f5 19 47 b8 72 3a a3 49 7f 6a df 89 1c cc bf 45 b6 c8 2a 4c e8 
58 d0 24 80 a0 8a 2d a3 29 9d fe 70 43 67 d0 71 eb 01 95 4c b0 1e cc a7 d3 f8 03 f4 17 2e 74 83 29 74 f1 3c e4 7c ee 5a 
c7 16 97 00 3f ba 0a c2 ae 25 d8 61 91 1d 71 12 63 d4 6d 1f 90 d9 7c 34 9d 8f 40 4c 7f 38 38 20 60 0e 2e 55 5d 1a 60 54 
42 2e 85 31 21 cf c0 ed 7e 70 43 63 7f 78 32 8d f0 fc 48 7c 6b d0 d1 c8 5d 2e 07 e7 16 70 db 52 46 eb 2b 84 c2 3c 13 42 
af 51 47 f6 9e 81 91 7c d6 79 10 20 a9 d3 5b db 21 cf 84 95 06 6d f4 15 2c 22 e8 a2 af ce 33 88 cf 1e 4c c2 1b 78 7c 69 3f 
d3 02 72 df f5 20 e4 84 ce 84 73 a0 12 9b 92 00 
Data Ascii: =Zw~`Z7[vi.hw' GGr:IjE*LX$-)pCgqL.t)t<|Z?%aqcm|4@L88 `.U]`TB.1!~pCcx2H|k].pRF+<BQG|y [!m,"3Lx|i?r s

2022-01-28 14:30:38 UTC 944 IN Data Raw: c1 7f 79 d3 07 a5 41 3e bb 6f a0 d1 b1 fb 79 b9 0c 59 76 10 24 b8 d7 77 db c7 bb bb cf c5 65 b2 18 13 81 72 
6b f7 b9 e5 e9 1d 2f 97 11 38 3f 98 9d 16 b7 96 4b fb d8 6d f7 91 ba 31 c8 3c a3 f9 58 92 f6 79 77 17 66 ef 0d d0 6d c1 cb 
f3 d8 72 08 52 ab dc e6 53 0b 3b f0 72 77 f7 19 92 f1 19 bc 8c c4 5c 75 5f 12 11 40 75 61 d6 a2 21 ef 0e 49 92 86 4f 47 
58 4b c7 6b 43 41 18 86 ee 84 88 45 a6 ee 8c cc 99 a9 e8 de b0 75 ba 88 fb 8f 81 6d a1 3f 60 91 cf c0 62 76 e7 51 da 47 
9d d3 ff 86 49 d1 27 9f 13 dd d7 ef 70 80 2b 0e 86 9b 62 01 28 03 47 be 0a 41 14 3a cb 3b 2c 0d 03 ef f4 55 0b dd ef 30 
92 e1 39 7b 2c b0 48 ac 44 c2 e8 c9 c6 80 13 45 d5 8c 11 9b 7d 26 77 ab 0c 30 9c d8 2f 8f 86 6c ad 07 64 89 0c dd cf dc 
4f 82 86 ec 2f 99 b9 39 8c 3c 6b 94 42 04 de 41 33 85 
Data Ascii: yA>oyYv$werk/8?Km1<XywfmrRS;rw\u_@ua!IOGXKkCAEum?`bvQGI'p+b(GA:;,U09{,HDE}&w0/ldO/9<kBA3

2022-01-28 14:30:38 UTC 945 IN Data Raw: b2 1e cc 47 58 f7 8b f9 67 3d 7b 94 a6 74 b4 04 d2 68 f2 27 73 15 cc b9 a1 24 87 a4 27 e2 15 de 89 c5 17 f2 
55 c9 40 f8 c6 94 33 8b f7 7d 08 f7 c3 20 ad a7 54 6e a2 5d 93 49 36 18 44 9c f2 60 95 03 35 16 de 19 30 96 06 04 38 2e 
93 f7 93 5e bf c7 e0 4f dc 01 63 3d c6 23 93 14 2c d8 ab 89 eb d9 13 34 ce cc 6a f6 c1 67 57 0c 8e 3d 59 2e 7d a7 e3 0b 
13 c8 a7 35 55 6a 82 b9 68 dc c9 17 30 79 8b bd e6 a1 38 23 23 70 0f 7a 41 5a 0c 1a c8 62 d0 b1 4b cf 83 8b 1e 27 7a 9c 
74 0a 6f ba 77 e2 aa 9b de ef 4f e0 a2 3f 21 2a 26 f0 6f cc 08 80 ab 00 c6 c9 65 d1 12 69 c0 ac 33 4b 85 69 24 26 dd 54 
40 f9 a2 cf c9 43 06 98 82 8d 13 2f b1 b0 d6 3d 80 3e 83 54 a5 d0 7c 43 87 7d ec f0 c1 4f a2 a8 25 22 d8 cc e3 f0 07 0e 
03 e0 00 3f d8 35 f6 95 e5 62 25 49 62 f5 53 73 94 a3 bd 
Data Ascii: GXg={th's$'U@3} Tn]I6D`508.^Oc=#,4jgW=Y.}5Ujh0y8##pzAZbK'ztowO?!*&oei3Ki$&T@C/=>T|C}O%"?
5b%IbSs

2022-01-28 14:30:38 UTC 947 IN Data Raw: a0 0f 06 28 17 64 a0 6c 73 80 69 48 26 2e db 0b 10 00 44 32 49 3d 0f 59 6e ea 26 85 ee 86 87 e4 00 db e4 8b 
59 d5 46 f9 a7 d8 6a a0 69 0d 46 08 ba 04 40 37 81 f8 54 7a 03 13 cc 64 28 db 25 51 64 8e 93 b8 f4 3a 53 55 a6 ea 0a af 
c3 6a dc 31 d7 9e fc 92 1e 04 75 bf da 38 c9 31 72 3b 56 23 b7 63 08 d9 10 f0 71 a2 15 d4 ac 7c 04 ee 72 40 22 2c 4d f3 
24 8b 31 a6 0e 38 03 7d f2 1b e6 7d 46 93 fe 68 32 e2 6b 3b 81 e2 c8 69 55 c0 6c 37 56 c1 33 17 37 1d ec 78 82 19 01 
db 73 d4 8b 5c c5 29 64 45 bf 10 8c f8 
Data Ascii: (dlsiH&.D2I=Yn&YFjiF@7Tzd(%Qd:SUj1u81r;V#cq|r@",M$18}}Fh2k;iUl7V37xs\)dE

2022-01-28 14:30:38 UTC 947 IN Data Raw: 9d 4c c1 30 f4 15 78 ce 7e ba d1 ee 6e 90 6e 52 40 40 dd 68 b9 0c c4 2b b9 71 f2 f3 83 fb 9d 5f 44 22 f1 0d a3 
9a a8 04 7f c5 57 94 3f 61 9c fb 06 a2 de 63 54 a7 b9 e8 5c db dd 85 5e 50 ac ba 2d d7 ec 06 5a 6e 65 55 44 ec 42 b6 df 
2c 97 1e 84 d5 c7 20 f2 6f 30 57 72 8c 45 34 21 cc 30 5c 88 7d 9b 2b 71 58 2e 75 69 03 61 a7 18 7b eb f7 fe ed f4 6e 28 
e6 a8 0e 9d de 4c fe b8 b2 6f 34 7d 35 14 3b 6f 28 db 79 63 59 a0 08 5f 32 1d d9 1b 72 5d d9 53 17 2b bf a4 6b 7e 57 f6 
97 4c f9 2f 3d 12 c0 d0 a9 94 05 e7 60 73 76 a8 d3 95 4f 38 85 e9 43 87 bb 31 21 18 d3 53 50 da 8e fc 01 c2 fd f3 ee ee 
cf 09 36 9e 4d fd 39 f5 a5 c1 2a f7 a4 d6 d2 4d 06 d3 d3 2c c8 06 f7 86 7b 4f b6 8f 6b 46 a8 54 e7 0e a1 46 37 91 b7 72 7a 
4f 76 77 9f e8 3e 9d be 0a e5 dc cd 3b 5e 34 f5 2f 
Data Ascii: L0x~nnR@@h+q_D"W?acT\^P-ZneUDB, o0WrE4!0\}+qX.uia{n(Lo4}5;o(ycY_2r]S+k~WL/=`svO8C1!SP6M9
*M,{OkFTF7rzOvw>;^4/

2022-01-28 14:30:38 UTC 948 IN Data Raw: ad c8 4e 16 91 3a 77 4f 5d cd 64 ca fb 7c 2f a7 b6 55 92 6d 76 7c 9a dd fd f8 94 18 76 53 1e 18 76 6e 1e 70 39 
e7 eb 73 89 3b f2 9b 7b 0b 3f a0 f3 63 4a 7e 07 8f b3 3c 8e 50 7c 22 0c 22 42 45 de 58 e7 61 08 9f ba e7 ef 49 ee c1 05 
19 a1 56 7a ea 48 c3 f8 d4 61 8a 27 95 66 2c f0 7d 0a 3a 47 9a ca f7 f2 54 06 98 13 2f 98 83 21 e3 67 00 62 00 96 19 06 
4e c9 7f 48 e6 b6 91 0e e4 c8 27 f7 b7 23 46 8f 18 80 17 a8 1f 8f f4 cb ae cc 36 80 ef d6 3d e8 d9 a7 2e 4e c8 4f 58 9d 14 
b2 5d 31 4f d0 a1 07 37 40 38 f9 ff 82 ff 70 e8 8a d3 47 34 a7 8f 99 dc ac e3 c7 f6 4d 67 9c 3f bc 37 c7 15 ac ad 3a 7c 59 
68 c7 51 e4 66 11 ec ee 5a b8 e1 9e 15 a5 e6 f7 0b f7 84 cb f8 31 9f 05 f9 0a 63 90 07 d6 ce a3 5c 2e 77 72 5e 55 f6 b5 
85 d3 cb 39 a7 12 91 2a 44 19 40 06 f2 98 bb a9 
Data Ascii: N:wO]d|/Umv|vSvnp9s;{?cJ~<P|""BEXaIVzHa'f,}:GT/!gbNH'#F6=.NOX]1O7@8pG4Mg?7:|YhQfZ1c\.wr^
U9*D@

Timestamp
kBytes
transferred
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2022-01-28 14:30:38 UTC 949 IN Data Raw: 92 58 ee 52 2d 84 be bc 20 57 2e 1e 39 3b 0f 07 a3 05 38 20 61 90 46 3d e7 63 50 00 78 3e 07 fc e0 47 a7 b2 
3a 1d b6 c2 7e 05 36 05 ef b3 8d 3d 49 1d 1f 07 fb c9 0e 0c cc 27 78 08 d2 75 f6 a0 85 6c e5 da 18 5e bc 56 dc 9a af a2 
61 1f eb 61 85 af 11 48 5f 43 56 40 75 41 33 c0 2c e5 a3 d8 c7 51 0c 2f 34 a7 43 d9 29 89 6f 3e 23 4f b2 6f 24 e7 78 ca 37 
32 cf d5 03 3b f9 2b 0c c4 8e 7e 90 33 7b 10 5e ac 92 2a d4 1e cb 7a 53 3e 75 99 7f 88 79 f0 27 54 6a a1 c4 53 14 2a 89 
68 07 76 fa 0e e5 26 21 4c f3 eb 4f d8 b6 8e 64 6f 82 9c 48 6a 19 8a c2 31 7e de 07 53 e4 fd 54 9c fa 72 5b 48 1f 8b 46 
87 bb bb 83 cc 29 23 72 9f 4e fb 90 e8 c9 ff 90 65 9b 41 ed d8 97 cb e5 6b ac e4 24 03 ed dc 00 47 9e f6 8b 3a d5 cf 55 
02 f6 cd 95 80 7d 59 09 c8 8f df f9 8a ab d0 bc 13 0a 
Data Ascii: XR- W.9;8 aF=cPx>G:~6=I'xul^VaaH_CV@uA3,Q/4C)o>#Oo$x72;+~3{^*zS>uy'TjS*hv&!LOdoHj1~STr[H
F)#rNeAk$G:U}Y

2022-01-28 14:30:38 UTC 951 IN Data Raw: d3 2f e8 0c db de 72 89 67 4f 5a f8 15 36 fc c2 a6 fa 90 1e a5 ef 76 ad 39 0d 46 53 bc bd 93 6b 94 3c 82 16 fc 
37 be 3e 19 70 7f 1b 5e 94 87 fb 79 74 2e 4f 19 5e 44 cc fd 91 8d f0 65 fc 16 88 e9 48 68 31 32 dd 74 10 92 23 a0 1f 1d 
1c 10 b4 dc a3 48 d9 05 1b a0 62 e6 81 75 64 8f d3 2c da 1d 6e aa 52 5f c3 95 9c 89 32 7a e3 d4 fd 98 74 1e 8c 11 17 9b 
54 ca 37 81 78 6a 92 8f 82 3e 07 06 fc 74 7f d7 85 a6 d7 a3 f0 86 b5 d4 86 a5 a8 65 1b 5a 8c 16 67 e3 59 7c 6b 6b 8d 79 
3a 16 8f c9 b5 a4 02 c6 d5 a2 e4 a7 cf 56 20 45 b6 26 94 d9 1a 31 02 fc 22 1d 40 3c e3 c3 77 b0 44 4a 91 29 0c d2 bd 2c 
3d 96 62 49 04 92 dd dd 9d 40 da a9 31 49 65 21 3c 1a 76 23 16 ef 4a b0 29 75 07 8e 9e d9 e1 63 6c 26 43 8a 03 4f e4 
c8 29 63 25 46 48 ee e6 fa ec b6 35 1e 32 96 8f f1 34 21 
Data Ascii: /rgOZ6v9FSk<7>p^yt.O^DeHh12t#Hbud,nR_2ztT7xj>teZgY|kky:V E&1"@<wDJ),=bI@1Ie!<v#J)ucl&CO)
c%FH524!

2022-01-28 14:30:38 UTC 952 IN Data Raw: c7 85 1d 6b 8c d5 02 c6 72 28 b0 65 bb 1f 53 25 f7 7b 81 6f 3f 18 3d 53 73 7c 23 da 87 57 d6 fd 0f fb 54 31 97 
25 08 7f a8 f5 67 43 82 4a d2 8f 08 59 1b 2e 7b 7b 2e 94 60 65 d4 8c de f3 e4 28 86 79 ac 54 4d 7a a4 8f 5c a1 b1 c4 1b 
82 c9 e1 2a 38 40 f6 6b 2e cf c2 cd 93 f4 34 80 e5 3f 81 38 24 47 c6 0f 61 43 1c e7 ff ed ab 21 ce 7c ce 52 d1 d0 40 d1 e5 
df 91 8a ec 4c 6e cb 58 6f df 52 96 fd 4c 4f da c1 b0 44 1b 4f c2 16 c0 5d a8 fe 03 19 58 45 e2 c0 7f e2 5a ae c1 3a 8a 00 
69 51 a0 bb 83 01 e5 4d 32 cf 6e af 88 8f ca 3a 7f b1 27 ee 2e e6 c7 e8 af 95 2b 41 cb 84 4b f9 97 72 d8 ed 60 03 68 38 
0a 7d 85 cf 8c a5 2f 81 2d fd dd 86 2e c9 36 5b 7a 7f 7f 4a f3 07 6b 16 77 52 b7 5f 10 f8 71 83 d3 7e 44 8f 2a bd 68 53 91 
5d 1f 04 65 a7 19 97 6c 27 33 89 2d c2 9d d1 
Data Ascii: kr(eS%{o?=Ss|#WT1%gCJY.{{.`e(yTMz\*8@k.4?8$GaC!|R@LnXoRLODO]XEZ:iQM2n:'.+AKr`h8}/-.6[zJk
wR_q~D*hS]el'3-

2022-01-28 14:30:38 UTC 953 IN Data Raw: 09 bd 5b 77 cf f6 1d e0 d9 a3 3b f3 0b a9 dd 99 5f 23 39 76 c7 01 42 b2 4a 0c d2 77 b3 05 b2 b1 ba f4 ef 1e 1f 
33 fd a8 a0 84 c0 ef 5b e3 d9 7d 9a db 4d 52 0d 56 73 2f 2c 6b 55 90 12 94 5f cd 55 9d 5c 1f dc 00 d7 da 40 8f f1 0c 10 51 
a1 5d 75 bf bb f6 90 72 e1 e3 a3 fc 56 d6 b0 06 ad 82 e5 f5 ba 90 00 4e 5d d0 6d a9 54 76 b0 45 1c 97 b2 ae d7 75 f1 e1 
f1 f1 d6 f7 9c bd 03 13 e8 fe c8 be 76 6e 4a 25 fc 0f 62 8e f3 76 84 3c 48 3d b2 4d fc 58 63 3f 20 6f 6b f4 17 24 fc 9c a4 fa 
27 de f6 6c 64 6f 5b 92 6d 92 60 93 e5 9a 89 c8 b2 f3 25 dd d6 f8 91 60 e6 48 ae 32 dc 01 4f 2c 40 6e d2 9f c7 c7 3b 18 
58 ff ae 2a 5e 61 62 60 8f 40 ba 41 68 4a cf e9 6f d5 85 eb 00 e3 66 52 68 3e 3a f5 f8 5f 7c 33 55 e6 aa 3d 18 76 7a 5d f3 
fa d0 78 79 53 bf 2f 6b 8a 8f 9a a1 48 d4 
Data Ascii: [w;_#9vBJw3[}MRVs/,kU_U\@Q]urVN]mTvEuvnJ%bv<H=MXc? ok$'ldo[m`%`H2O,@n;X*^ab`@AhJofRh>:_|
3U=vz]xyS/kH

2022-01-28 14:30:38 UTC 954 IN Data Raw: 65 3a 10 85 ff 38 df c2 f8 9f 40 8b 8d 02 db d4 34 03 8d 01 66 00 3c 3f 34 5c f3 a0 ee be 71 ea 6e a5 a2 db 15 
93 5c bb 37 95 b2 fb c6 12 4e 2c 0b 12 6a ac 92 06 33 fe 68 57 6d b0 36 9c 1b 06 e8 31 76 fc 38 03 64 23 08 d0 b1 e0 2f 
25 38 17 69 53 21 f6 a6 1c 97 b5 13 10 27 80 56 30 ab c9 91 56 43 8b a6 a6 69 ba f1 24 43 f6 10 0c 1b a6 a5 c3 44 9d 2e 
01 dd 6f 13 7b 76 94 d6 47 73 f2 f1 ba 69 9e 6d 2d 5d 28 32 b0 22 34 02 12 b5 80 0e 1e 98 6b 91 d7 e0 28 1a 02 4d af 11 
63 0a 88 9e 02 a2 a7 80 e8 29 7a 67 dc 52 89 3b e8 6c c3 bd 9e de 18 53 83 80 55 e9 67 ac a9 68 ec a2 f6 9c 27 b4 c7 
06 d6 a6 03 0b 04 ed 62 93 4e d4 24 d3 f8 0c 07 46 d7 70 a1 5d 9d 9b 54 2e b7 7a 9f 1f 32 64 36 e9 ff 15 31 5f 94 5e 4c 
8d 6f f0 fb 06 7e d7 f0 fb 16 7e 03 f8 d5 e0 37 84 df 5f 
Data Ascii: e:8@4f<?4\qn\7N,j3hWm61v8d#/%8iS!'V0VCi$CD.o{vGsim-](2"4k(Mc)zgR;lSUgh'bN$Fp]T.z2d61_^Lo~~7_

2022-01-28 14:30:38 UTC 956 IN Data Raw: 62 ac 44 cb 84 9b 9a 62 2c dd ef e1 9a a0 77 37 d7 f1 1a 63 36 eb 04 9e a4 4c d4 a9 b2 f3 8e cf ca ff 95 de b3 
92 03 37 58 81 48 4c d9 72 d3 34 12 4e d2 48 60 14 6e c7 ce 6e fb 48 ce cf 3d 52 80 24 8a 62 4e 04 35 3b 42 55 c7 89 
dc e7 c2 ff e5 b9 81 99 8c 45 5a c8 99 d7 09 a7 58 35 f2 da 25 9d 65 d5 c8 6f 77 23 58 49 6e 79 c4 e0 11 fc e4 c4 a3 6f 
72 c4 2d a7 1b 34 1c 63 d2 e6 1e 14 61 ef 37 23 17 57 dc 67 e7 68 ff b0 e6 64 a2 00 74 d0 a3 4c ee 11 d6 59 73 f3 ac 78 
25 15 9e a4 07 e0 3e 3b 00 c2 27 4d 2c 17 fd e0 04 08 ef 96 54 43 a8 0b 04 34 4c f7 a8 bc 93 38 34 57 d2 30 11 ad 59 21 
b2 57 c4 e0 6a 0b 08 c3 54 ee 37 99 dc df 08 57 6c b2 99 df 66 32 af 09 57 7d 32 99 41 66 a7 33 07 24 52 8e b2 75 ff 92 
a9 3b c4 ec ff 78 f5 87 2a 37 5a 49 99 02 1b 5a e0 00 f3 
Data Ascii: bDb,w7c6L7XHLr4NH`nnH=R$bN5;BUEZX5%eow#XInyor-4ca7#WghdtLYsx%>;'M,TC4L84W0Y!Wj
T7Wlf2W}2Af3$Ru;x*7ZIZ

2022-01-28 14:30:38 UTC 957 IN Data Raw: a0 ce 0b 94 91 40 87 9d 51 e3 1c c9 34 f1 5e 38 48 27 30 21 9e a2 17 ca b3 4f c8 c2 9b df ab f0 72 a6 c4 4b 
87 8e 56 72 84 8e 7b e7 28 bd e0 3f 7b 1e 23 14 30 6b 6a d2 0b 48 15 9e c8 df 9f 02 e3 30 bc 9f 2b c7 ac 93 36 a2 59 72 
0f 80 3b ef bc a7 a2 f3 7d 9b c6 e2 d9 2b 7f 00 01 d6 3b 3f 47 c2 67 bf b8 9e 43 a4 88 a7 3c c0 2e 03 f5 ca 00 d1 b2 0a 
59 ab ac fd c4 3d 6f e8 47 50 5a 69 9c 53 dc 90 d9 67 4a 17 82 a8 5c d5 64 f8 57 9b ec a3 62 bc a3 b9 50 d9 dc ed 5f 6e 
0e 74 8d 1d ad dd 2a 5b 6b 5a bb 5a e3 f6 69 34 0d 9b 3c c3 1a 23 3d 68 3f ee 82 67 08 a6 c0 0e 78 9a 6a 82 6b fe d5 ee 
a3 99 be ab 39 65 f7 47 8a 85 9a dc 87 21 3c 1d 4f 6a 9c 59 e2 3b 9a 1f a9 7b bb 52 b4 4f 17 26 6b b8 16 4b 4b 78 e7 3a 
8e 79 90 70 88 43 82 b4 a0 92 ae 21 16 7e 0c ea 37 a1 4c 
Data Ascii: @Q4^8H'0!OrKVr{(?{#0kjH0+6Yr;}+;?GgC<.Y=oGPZiSgJ\dWbP_nt*[kZZi4<#=h?gxjk9eG!<OjY;{RO&kKK
x:ypC!~7L

2022-01-28 14:30:38 UTC 958 IN Data Raw: 7d 98 7f 5e b6 2f db 63 c9 1f 1c bb 7f 53 ae 48 69 a9 31 4c 50 d1 99 0b 74 ae ec e0 aa 3f 31 fd ad a3 38 bf 42 
3f fa 50 ed 9d 9c e4 38 bf d5 5e 1a 3a 27 16 78 6e 6f d5 6b 74 14 9a 80 dc eb 4e 77 d8 1e 8c fe 62 bf d3 c4 e7 2d 71 63 
e0 b1 8b a3 59 3c c5 d3 cc 38 d1 ef 8a 18 dd 29 27 fc ef 05 63 79 d9 6f 35 46 ed bf df ab a2 3e 5c ae d0 11 53 d4 87 ef 6a 
6e be c8 30 73 6e 17 d2 88 fe b2 59 ac 12 5e ff a4 af 75 47 7f 77 f5 e6 1d d4 ba a3 1b 17 ca c5 3d d9 68 d2 93 7b 21 31 
c9 df 03 7c 48 4f 14 e3 a7 5d ed e8 41 43 6d 0a dd 17 f0 c8 a0 7d d1 bb fa 49 6a a2 21 8a 9f a6 a7 01 dd 37 53 44 4f f7 
4a 9e f8 51 d8 8b de a0 d5 1e fc 27 ba f1 f3 cc 3e 70 fd b5 e3 ae 8b 7a f6 43 3d 40 1f b3 87 66 31 10 a2 f9 3c 32 ac 10 60 
3e 51 af fc 80 ee fa 88 96 d9 27 03 04 bc 93 c1 
Data Ascii: }^/cSHi1LPt?18B?P8^:'xnoktNwb-qcY<8)'cyo5F>\Sjn0snY^uGw=h{!1|HO]ACm}Ij!7SDOJQ'>pzC=@f1<2`>Q'

2022-01-28 14:30:38 UTC 960 IN Data Raw: f5 da ba 01 4b 26 47 04 fc 60 84 43 cf d3 93 e2 14 d3 a3 29 8f 6b b0 a3 d2 77 8c da 6e 83 e8 a9 32 f0 82 53 
dc c8 ef ba 77 cc ad 58 34 34 45 d4 70 62 27 9c 83 e2 6c cc 37 3b 1c 4b 89 43 33 0b 18 9c 55 10 f0 a2 05 d0 9e 14 51 9a 
63 cb 0e 75 18 ff 8c 17 4d e9 46 e3 67 03 94 4a 07 6f b8 63 8a d1 27 31 cb df cb fa 73 9e f4 e2 b0 fd aa 9e dd fe 54 c9 78 
ef 7e 95 9d 83 a5 12 0e fd be 19 a7 44 d1 90 52 89 bc 55 26 e3 c1 3e ca 0f 65 a2 4a d7 eb 07 6f 09 fd 78 20 dd 15 c4 1f 
d2 e0 16 b2 ff d4 0d db 01 10 1e c1 53 0b bd 42 ab c8 29 1a 13 4b 39 26 92 a7 ae 54 8a ee 0d 48 7f ca c4 30 74 b9 57 7f 
61 5c 8f 0a 5b a8 a4 87 bc 56 58 e4 09 fe b6 08 a3 71 34 a6 08 6b 45 e3 44 fe 53 78 15 51 a3 ff 2e 6e 45 2b 3f 89 5f 51 
ec a7 71 1c c5 c2 8a b0 58 84 67 5b 89 e7 8c f7 38 8d 
Data Ascii: K&G`C)kwn2SwX44Epb'l7;KC3UQcuMFgJoc'1sTx~DRU&>eJox SB)K9&TH0tWa\[VXq4kEDSxQ.nE+?
_QqXg[8

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 961 IN Data Raw: 9f 97 c9 5b 9d 2e 97 60 9c 2e f7 96 f4 14 12 bc aa 29 2a 2d dd 0f 89 0e 14 e7 8d 5d 77 2a 26 16 a7 2c 13 c6 
b7 2c 5e 3b 37 86 f4 52 39 bc d1 b7 22 62 4b f4 34 fd 9c d3 4b 9f 2e e0 8b 81 77 17 7a b8 23 02 d0 01 e8 e1 cd 08 b0 9d 
4a 25 6e cc a6 8d a0 2f 96 3e 8a 98 30 56 e5 30 7a 88 b2 82 59 c6 2e a1 3c 97 68 fe bd 4c 63 17 54 5c c6 fd 43 67 8a 01 
64 19 c5 8d 05 08 40 55 3a a9 ae 36 c1 8c 09 58 72 cd be 5f 5b 37 37 52 6c 2e d1 92 3d c7 f3 9d b2 d7 0a 8a 91 8b c6 2b 
d1 94 89 07 e3 9c 67 64 b4 ea a2 aa 2e 87 05 e8 e8 a8 ec b8 73 37 74 f7 38 74 e4 86 59 da 93 e7 cf d9 c3 b4 52 31 12 
ed bc 7d f9 2b cb 51 2a 71 2c 18 fb 07 7a 6d 9f 5f ec 78 91 61 fd ea 84 de 4a 22 f8 30 ba 77 92 71 31 a2 2c fe 5a 17 2b 
6b 08 45 51 bd 0b c5 09 58 5e 18 cc 84 14 1b 18 d5 74 74 ca 
Data Ascii: [.`.)*-]w*&,,^;7R9"bK4K.wz#J%n/>0V0zY.<hLcT\Cgd@U:6Xr_[77Rl.=+gd.s7t8tYR1}+Q*q,zm_xaJ"0w
q1,Z+kEQX^tt

2022-01-28 14:30:38 UTC 962 IN Data Raw: da 29 1d 43 a8 e0 59 92 fb 47 2a 15 47 d8 27 13 78 da 1a 97 59 81 27 54 7b 82 aa bd 00 09 2c 90 28 02 6d 
38 7c dd 02 a8 ec 6d 02 f6 6d 54 83 ab 3f 70 43 05 3e 5e bb b1 c7 a5 a2 fd 03 7b 44 8b 45 fb ae 6f b6 60 0b 8a ec d8 9a 
30 51 8c 0f b9 7a d1 b5 15 57 4a ef 8f 8e 94 23 5b 8e c5 5b d2 8b 61 cb c1 75 4b 7a c1 1b 13 0d 3b 1d af 34 ad 74 8a 61 
d7 b3 7b 44 ec b2 25 3b e2 38 47 5b f2 22 01 9e 4a 97 02 18 71 ad 92 c1 8d 26 ad a5 6b 14 2f 1a de ce 69 f3 a8 bf c5 51 
9c 90 23 80 5e d7 bc 42 af 85 8b 54 35 c3 ed d1 2e ee 92 3e 88 15 6f bd f6 cc 4a 29 d4 65 6a 99 a1 39 4d 6f dd 96 ee e8 
4e a2 13 67 b4 2b 35 e6 ad d4 50 5a a9 a1 34 a8 ba 72 6d df d4 61 72 28 e7 6d b9 b0 52 28 4b d6 a1 1b ac 0a 30 eb e8 
5d 98 49 e0 a0 0b 84 57 43 79 c0 41 46 36 f1 2e f4 e4 8e 15 3a 
Data Ascii: )CYG*G'xY'T{,(m8|mmT?pC>^{DEo`0QzWJ#[[auKz;4ta{D%;8G["Jq&k/iQ#^BT5.>oJ)ej9MoNg+5PZ4rmar(
mR(K0]IWCyAF6.:

2022-01-28 14:30:38 UTC 963 IN Data Raw: 21 2c 07 54 b6 b8 2a bd 3e 45 1d ce 9c d6 77 e8 14 0f 6c c2 47 c5 22 ee e8 e5 f5 fc 06 fa 8a 3f e6 4c df 02 2a 
a0 26 72 03 5a 0a 47 39 43 b5 15 a3 da 7c f6 8a 55 b5 a6 aa bc b1 31 cb ae e9 54 0e 63 5f e0 91 45 23 73 b5 83 fa dc 04 
35 c5 a9 bc 4c 7d 7b 89 df 66 e6 fa ed db 97 f5 b5 59 5e 97 5e e9 6f de bc 7e dc bc 7d fb ba 0e d5 6d 4a 87 bf 41 c2 cb 
c7 f9 db b7 bf 83 16 62 fe fe aa 0e dc 5e 9e 9b bf bf 36 5c 78 d8 c0 03 f4 d9 e6 51 0e e8 90 41 ae d7 f8 6f 73 03 14 07 d6 
2f 74 07 1f f4 2d 50 24 b7 83 e1 25 39 f3 7e c9 d0 1f a9 be cf 99 5e de c7 61 e6 f7 65 4a 15 1a b3 9d 21 53 94 2b ce 13 
0d 4c 1c 8e 8e 83 59 68 f0 45 d1 66 23 0e 78 56 74 4b 74 c8 91 d5 04 4a fd 18 ff 92 22 90 9c 74 31 67 4a 9f f8 aa 38 9b 
50 c4 14 e6 96 42 bd 11 d0 f3 7a 34 9f 86 46 a0 5f 
Data Ascii: !,T*>EwlG"?L*&rZG9C|U1Tc_E#s5L}{fY^^o~}mJAb^6\xQAos/t-P$%9~^aeJ!S+LYhEf#xVtKtJ"t1gJ8PBz4F_

2022-01-28 14:30:38 UTC 965 IN Data Raw: bd 34 34 d4 8e 65 52 d3 2e 0d c3 03 0e 98 2f 40 ec 6b c3 78 23 10 26 e4 82 6f a9 b8 73 66 d6 5f a8 76 e9 b1 
71 8e 19 a2 55 a9 d4 57 7c 77 37 73 8f c8 a2 62 aa 3f b8 d5 d6 f3 e7 f5 29 0b 21 51 31 39 95 a7 d1 28 87 43 d3 b3 7e d8 
c4 45 54 49 de 55 2f 3c 60 30 b2 7b 18 23 d0 d8 f7 28 fb 5c 7f 98 55 3b 04 7e eb f4 30 21 31 d3 d1 f2 9c ca 57 f9 47 83 
3b 6c 09 91 cd 63 d1 18 d4 70 52 2e 6b 33 1b be 4a 88 d8 78 f7 5b 9d ee 8c 73 12 c0 cd 79 6c b1 54 3a 34 4d f1 c2 cd 9c 
23 b7 54 02 13 85 27 5e 1f dc 80 34 9a ff 95 39 6b 5a 2a 4d a1 31 e8 35 76 0a ed b4 ab 84 99 96 d9 50 a9 da 21 9b d8 ce 
fc 21 b1 3e e7 f6 e5 78 21 22 de d1 bc a0 dc e6 97 6e 48 a7 55 f4 c5 ea 9f f4 09 48 71 b9 a5 d3 a4 07 47 f3 c8 3a 25 61 
60 1f 95 97 9f 92 43 ae 80 16 8a a8 9e a3 32 05 56 25 a3 
Data Ascii: 44eR./@kx#&osf_vqUW|w7sb?)!Q19(C~ETIU/<`0{#(\U;~0!1WG;lcpR.k3Jx[sylT:4M#T'^49kZ*M15vP!!>
x!"nHUHqG:%a`C2V%

2022-01-28 14:30:38 UTC 966 IN Data Raw: 03 30 51 28 20 4d dd 26 77 9c aa b5 a9 ac 35 5b a9 a8 ae c5 16 45 ab 2e aa 6b a6 aa de 2c dd c0 26 2b 55 
24 18 35 f9 78 39 a1 56 d2 f4 23 cd f1 6d b6 6e 8c 6e b3 6f e3 20 d4 4e e8 7f 92 01 48 54 9d 04 40 a4 a6 d0 1f 34 a2 20 
d0 fe 61 46 14 c5 5f 53 e8 8f 3f 24 eb 1b d2 40 6d 82 c9 26 89 e5 f9 74 a7 5f a2 40 92 ef b0 82 83 7c 10 99 99 40 4c 76 
cd 72 75 3c f6 97 a7 4d c8 d5 58 79 51 ae 7a ce 02 3e 0c 2c a2 86 40 23 1d b8 81 3e c4 d5 cd 02 b3 55 1a 81 a5 66 d0 
51 12 fc 32 28 90 bc 3d 60 22 ba da 2f d2 cc b4 ec e5 f5 13 62 ec 1f ea 46 6e 89 56 ef 82 df ab 7d 4e 17 01 ab 4a eb 75 
ea 89 e7 bb 17 41 6a fd 3f 50 4b 07 08 ae 1a bc c5 0d 37 00 00 15 c4 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 0
0 00 00 00 00 00 00 00 00 00 00 00 09 00 00 00 63 6f 6d 6d 6f 6e 
Data Ascii: 0Q( M&w5[E.k,&+U$5x9V#mnno NHT@4 aF_S?$@m&t_@|@Lvru<MXyQz>,@#>UfQ2(=`"/bFnV}NJuAj?
PK7PK)Qcommon

2022-01-28 14:30:38 UTC 967 IN Data Raw: 5a 4e 9a 60 2d 40 5a 09 01 f1 4b ba 44 33 13 29 7d c6 71 7a 42 ed 90 92 d4 ae 77 5b 82 71 44 75 05 aa b0 82 
0a a9 55 e8 1e 80 1b 86 37 a1 c6 84 f2 36 38 94 5a 39 86 b8 c8 97 1c 03 c1 5f d4 06 1c 76 31 65 85 a0 92 93 07 99 1d 
b0 f4 e8 6a 9a cb 2b af 25 93 80 e6 51 5c b1 80 4c 34 ca 35 30 14 97 78 46 c6 07 43 81 ca d8 48 6a 60 0e af 81 f3 95 13 
81 ed 46 55 44 e2 7c 22 82 45 b1 f8 d3 8e 8d 00 13 cf 23 fb 32 0a bd 56 d7 92 9c 4b 16 19 db fc 67 62 cb 8c 37 e2 fd 9c 
d7 cc 48 44 eb 3b 8b 76 a2 66 de f2 96 4d c5 7e c5 35 a4 63 40 16 ef a6 15 cf a7 53 60 69 1a 82 1f c6 d5 cd ac a9 ba 0e 
f3 4a eb 72 9c 40 97 f8 12 cf ea b2 06 85 61 dd ee b9 a6 43 3e 4c 10 67 a1 cd 00 36 ee 04 c4 bb ce b8 d6 b2 c0 99 e5 e6 
a1 05 91 85 e4 4f 82 42 00 42 70 d7 4b bb 2e 51 62 27 ae c4 
Data Ascii: ZN`-@ZKD3)}qzBw[qDuU768Z9_v1ej+%Q\L450xFCHj`FUD|"E#2VKgb7HD;vfM~5c@S`iJr@aC>Lg
6OBBpK.Qb'

2022-01-28 14:30:38 UTC 968 IN Data Raw: 6f dd 5e 91 59 18 ca 74 a3 03 af ec fa 08 b4 b3 29 4d c3 4b d6 72 23 0f a8 52 ff da 3e a1 e6 b5 7d 5a a8 d2 d7 
72 40 9c 46 aa 8b f4 a9 4e ac 04 49 ba 17 dc 7b ab e0 ee d9 6b ae a8 02 eb eb 71 4b 82 ec df 53 3a af c3 94 9b 11 3d 84 
d3 67 e4 01 29 03 da 7b b5 58 2c 41 b7 8d 24 0a f3 41 3a b9 9b d2 8a b9 5c 59 14 e4 7b 61 5f 55 2c 31 05 19 71 3b ec 
9a b9 27 9c fc 2f 16 ea 9b ae 61 0b 5a 1b eb 2b c6 5c 2b 27 3c c0 22 3c ec 11 91 05 f8 a7 65 e4 19 8b 85 a0 b9 c0 d4 1c 
90 c9 bd e1 c6 06 fe 5d 5f b6 c2 43 6a 1f 4d bd de d0 14 3f f6 6d 66 f2 5f a0 32 af 6a d3 53 24 07 d8 cb ae a2 ec 2b 3a f1 
92 92 ac 6a fe 9c bc bb ab 6d 01 19 f9 d2 48 d9 a8 b4 bd c2 ce 9d 30 5b fc 00 13 e3 c6 fc 4e fe 7a 9b 59 e2 11 10 25 49 
6d e5 b9 9e d7 99 30 2f a4 f6 52 0a 2f c7 cd 1b d1 79 
Data Ascii: o^Yt)MKr#R>}Zr@FNI{kqKS:=g){X,A$A:\Y{a_U,1q;'/aZ+\+'<"<e]_CjM?mf_2jS$+:jmH0[NzY%Im0/R/y

2022-01-28 14:30:38 UTC 970 IN Data Raw: 0c 62 60 bd 2c 4a b3 0d 87 42 bc 28 8e 68 bb 0a 01 40 2b 0e 62 20 2c 33 60 70 ec 24 a5 ee c5 69 0c 02 9b 
b1 22 5d 50 9f 6d 79 d0 27 69 8b 5c a6 4e 82 c5 2c 84 27 ef 96 bf da 80 4b 34 4f 91 92 9a 2d 15 50 8a 02 f6 2b 7d db 11 
0b 0d 9a b4 3a 9b 29 20 b9 ad ed cc 01 23 26 3c 5f e3 53 78 e5 f0 9f 9d 3a eb 54 94 b7 df 12 c5 0b c2 b5 35 8d a0 9e 95 
7b c1 e0 86 b3 d8 0b cf 82 7d 66 b8 6d 9b 0e d8 b0 ad b3 c2 49 a1 ef 40 82 29 1a d9 56 69 ae db 46 67 1b 3e e4 1d 87 
c3 60 67 79 bc db 49 82 07 99 d1 54 19 f2 eb e5 ad 2f 4c 19 52 dd 2d 2b b5 7c be cf 34 61 fb bf f5 40 00 31 71 7b 58 f7 b7 
47 90 c7 46 56 1e 91 ec 38 ba 06 fb 93 80 7e 35 00 25 14 e8 d0 6e 1d 70 d5 c2 b8 d1 61 c5 b5 b6 4e fb bc 6f b4 4a 1a e4 
9e 1a 3d f4 c0 87 fa a6 51 e8 ac f8 22 65 e4 ad b3 34 21 29 
Data Ascii: b`,JB(h@+b ,3`p$i"]Pmy'i\N,'K4O-P+}:) #&<_Sx:T5{}fmI@)ViFg>`gyIT/LR-+|4a@1q{XGFV8~5%npaN
oJ=Q"e4!)

2022-01-28 14:30:38 UTC 971 IN Data Raw: 3b 68 a2 89 b0 8b 33 95 d2 47 2b 7a 74 dc 92 fe 1d 54 88 b6 34 e8 cc 1a 49 69 83 4b 01 90 88 1f 4a d9 3c 03 
c1 12 37 a4 b7 84 03 73 d2 d8 3c cd 48 fa ab 7e 55 2f 0d ca 0d 0f f3 26 9a ed 20 e5 fb a5 23 84 30 3a dd c7 04 81 5c 17 
c9 e1 e5 fd e0 b2 5e e9 a1 e2 6d 71 d5 34 dc f5 1e 71 1b 86 8b 07 bd 20 ca eb 78 10 b3 de 55 16 56 2c d2 f5 f2 46 28 64 
48 6e 2d 30 0a 21 90 96 0a ef cd 2a 34 23 1e df 01 b2 aa 38 ed af d1 0e d9 88 82 61 3f 57 52 29 d1 0c f7 fc ac 36 e2 0e 
81 8b 34 ab 11 db 4d c0 01 b1 91 0f 4c b6 e8 b4 db ca 21 f7 ab 6a 8d 42 8a 13 65 cb 72 3b 4d 2d 03 f6 73 62 aa ce db 19 
b8 48 8c 55 fe 0d d5 5f ff c3 ea 9e 52 77 77 c5 26 2c fd a8 c4 68 33 f2 e6 d7 c0 14 e6 9f 35 a7 09 7a 6f ef 01 8b 0a e1 7a 
77 67 05 45 e6 cd c8 5e 13 00 00 67 aa 4b 83 83 c3 11 
Data Ascii: ;h3G+ztT4IiKJ<7s<H~U/& #0:\^mq4q xUV,F(dHn-0!*4#8a?WR)64ML!jBer;M-sbHU_Rww&,h35zozwgE^gK

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 972 IN Data Raw: 13 c0 36 fd ed 56 3f bb 6a 1b d9 56 40 7c 78 fd 5b d7 c5 aa 1a 7d dc d5 83 ee e6 73 a0 6c 1d 73 70 36 dc 1c 
b6 cf b6 16 90 f6 f7 d6 d9 d9 70 31 f8 db 84 df df 78 62 fe fc 68 d0 ff cf 70 41 1d 58 7c d3 19 d3 e9 c5 7f 8c ad 90 b8 1e 72 
ca 51 93 0b d9 07 57 c7 9b fc 3c 8e 40 55 ea c1 90 02 95 7b f7 9e a7 3b 42 8b 75 bc 9c e7 9e d7 89 49 6e 76 b6 d1 c2 43 
93 74 4f 39 64 cf c8 c5 8a e2 b4 83 42 f9 15 8b 77 00 3d 75 03 08 51 35 21 23 e3 ea e0 45 3d bc f7 95 9c 5d d3 ee f0 d1 
83 ad fc ca 55 46 a6 9e 74 46 51 39 75 1c 4e fa cb 2d 60 cf 90 a3 57 4e bc 1a 9a d7 f1 e9 64 f8 a8 6f a8 3d e2 b5 00 28 
3e 40 c7 87 a8 3e 35 5a 7a c4 54 27 03 ea 93 cc 71 ea 39 f9 a0 84 d5 8a a2 7a d5 35 41 b9 bc aa 37 ce 5d 49 d0 3b 26 
df 59 33 8f 68 1b 74 32 b3 34 a3 48 fb 81 69 e3 54 4d 
Data Ascii: 6V?jV@|x[}slsp6p1xbhpAX|rQW<@U{;BuInvCtO9dBw=uQ5!#E=]UFtFQ9uN-`WNdo=(>@>5ZzT'q9z5A7]I;&Y
3ht24HiTM

2022-01-28 14:30:38 UTC 974 IN Data Raw: 94 19 fa 5f 8b af 8b 6f 8b 27 9e d1 37 60 2e 9b ed 47 5b 52 c9 fd 0d 87 49 5a a0 d1 e2 d8 3e 78 f6 1a 68 c0 67 
8f b6 c8 71 93 f6 d7 a2 2a 55 50 6f 5f 10 6e 5b 10 a2 29 4a a2 b6 57 d2 c4 bf f5 c1 43 6d c8 65 cc b3 1e c0 b5 a8 17 90 
11 99 00 f2 d8 a3 1c bb 26 19 0a cd bb 1e 20 03 e7 c6 c5 c1 45 db 6f 3b f0 8f 65 f2 c0 fe f4 6e 66 7a 02 cc f4 74 99 99 72 
c6 76 c2 f9 f2 e7 06 fd 6e 59 2f aa da 60 f2 30 25 75 1a fc f0 c5 43 65 a3 16 81 a2 0a 00 e8 80 24 86 ae f7 d7 cf 7a c6 e0 
ef b3 f8 6c 7a e6 a3 39 01 f7 21 ea b8 c6 a3 b3 1e f2 0c 19 57 a9 ba 7b fe d3 31 1f b5 c8 cb f6 ff c0 42 81 9e fe f7 83 05 
22 a7 c0 6c 77 d5 00 ab 24 a0 b1 b1 a2 35 41 06 38 01 51 e9 8d a5 b8 46 02 c4 34 5d 33 35 03 14 82 01 fc 0e 81 e5 e6 
0e dd 96 ff a2 72 8a 76 2b dc 70 f0 24 8d df b7 
Data Ascii: _o'7`.G[RIZ>xhgq*UPo_n[)JWCme& Eo;enfztrvnY/`0%uCe$zlz9!W{1B"lw$5A8QF4]35rv+p$

2022-01-28 14:30:38 UTC 975 IN Data Raw: f2 68 a1 de 34 65 31 82 cf 1e 33 3d 62 f9 d2 af 3b 9d 19 8d a1 3f d9 6d 66 90 b8 be fa d0 e1 0f 64 26 32 92 2b 
9e 62 8a 56 8d 3c b6 9e 18 9b 92 65 d4 7b c4 6b 42 49 43 c3 18 e4 be 93 d2 00 e5 73 d8 ed 9f 60 aa f2 ec 6f 58 15 e0 d1 
59 ad e3 45 93 4e 02 7b 07 23 4c ed f1 e6 61 13 b5 5c f1 6d 0a 50 29 40 6a e2 e1 1b 20 bb 25 95 75 dc 8e 68 2e c9 3b 
69 f3 f3 9d 58 46 e0 20 69 7d 4c 20 9f e5 51 6a 5d 9b 1b 9f a3 2b e8 e8 b5 5c 24 c0 7e 8c c4 ec 62 2c 6e 3a 1f a7 9f 43 76
85 01 d1 04 10 bf f0 60 5f a8 43 78 18 be 12 b9 70 47 02 76 63 c3 eb a0 9b 25 f6 94 1b 57 3c 45 97 ca 23 51 64 92 ca e2 
cd c7 8d 8d a6 a8 f8 ac 83 40 15 c7 d2 45 e3 80 12 8b 45 2d a2 7d 43 41 7e 20 57 2d 93 0f 6a b1 a8 65 e4 55 84 2d f1 90 
d3 b2 1c 34 be 5d a1 9f 1d 2f 4c 40 9b b9 41 00 e3 65 
Data Ascii: h4e13=b;?mfd&2+bV<e{kBICs`oXYEN{#La\mP)@j %uh.;iXF i}L Qj]+\$~b,n:Cv`_CxpGvc%W<E#Qd@EE-}
CA~ W-jeU-4]/L@Ae

2022-01-28 14:30:38 UTC 976 IN Data Raw: b7 16 45 cf f9 9f 47 f6 63 c0 5e 58 b0 b5 ca 5c a8 13 c5 d5 18 69 3f c4 07 e0 72 d8 e4 fd 28 f2 b3 84 32 af 8a 
e1 34 24 16 fc a8 ee 29 19 ed bd 33 aa 07 94 83 24 1c d1 48 86 94 c3 6f d5 ac 4b 67 ad b8 da 84 c4 1d 9a 2f 53 37 07 f1 
60 98 59 71 05 3f aa 61 1e f3 1b ff 42 7b 2a 86 ee f5 6f 33 13 ed d2 45 0a a8 17 62 54 07 e1 78 1c 26 7d d1 a3 59 4b b6 
84 26 a3 d4 ba 98 f7 7b 26 fe 90 40 4d 1e 31 ea 01 b9 13 81 40 8a 57 8b a9 65 60 8d 67 a0 f5 30 34 56 a0 44 5a 4d b1 
a8 7d fb ca 31 05 42 92 79 8c 11 7e 27 2c 1d 45 9e e9 10 d9 9e 19 10 b5 0a 86 35 8c bc 1b d3 25 95 41 9b 1e f9 39 35 fd 
cc ea bd 14 e0 eb 27 7e 1e 2d 53 c4 10 1e 49 d9 4e 09 1e fe ca 41 6c e7 a6 b1 d4 af db 9b ba 2f 60 d5 0a c9 b0 f7 12 3f 
24 52 78 a2 8c 72 09 d2 82 6e b8 ca 0c 7a 7c 9d 94 40 8d 
Data Ascii: EGc^X\i?r(24$)3$HoKg/S7`Yq?aB{*o3EbTx&}YK&{&@M1@We`g04VDZM}1By~',E5%A95'~-SINAl/`?$Rxrnz
|@

2022-01-28 14:30:38 UTC 977 IN Data Raw: 40 98 89 88 dc b6 2b ab cb e9 b2 72 ba 03 76 ed 32 fe 55 ec 16 14 15 31 28 5a 01 13 aa 1e 8b 87 bc 11 ae fa 
67 1e 08 9a 30 e6 df 31 ba 9f d2 40 a7 d3 19 03 85 68 f1 68 cc f0 32 2c 2a 60 5c 66 0f bf f9 a0 96 85 1c 77 c4 f0 b2 e4 35 
a0 ca 2c 1d b5 c6 e1 24 4c 45 45 b3 1c d6 d4 1b 6a 8d 20 dd 69 02 a9 f2 b5 a6 55 01 a7 73 ab e3 8a b8 d3 0e 7e 37 61 
2d b7 77 88 d8 d2 02 7c f2 5b 85 56 69 a4 74 8a af 0d eb 18 da 41 94 ed 17 86 70 f1 1d 5c f2 a6 61 a0 78 2e 01 cb 0f 8b 
f7 c6 37 38 82 db 6f f9 eb aa f5 1e 0c 2b 9f 72 79 5b 97 ff 05 b6 0c b8 47 e1 a9 c3 67 91 3b 06 71 70 bb 61 ec ce c7 a8 08 
e6 bb 54 2e 51 be eb 61 8d 7e ef be 2c 2e 56 dd ba 05 36 51 a3 ad e9 95 0b 59 b4 53 5a ec f1 08 d8 e3 97 af 2a a1 46 ba 
2f d0 e5 5c 0e 80 b4 a4 f3 95 6f 63 d0 50 4b 7a 60 14 
Data Ascii: @+rv2U1(Zg01@hh2,*`\fw5,$LEEj iUs~7a-w|[VitAp\ax.78o+ry[Gg;qpaT.Qa~,.V6QYSZ*F/\ocPKz`

2022-01-28 14:30:38 UTC 979 IN Data Raw: 58 72 b6 45 f7 ef ce c8 e3 d6 2d 97 bb d3 1a 16 e8 04 78 cf 19 0f a2 80 e4 e0 73 c7 4d 12 34 17 da ae a9 b9 
40 ac 12 99 c9 9f 39 13 87 0c 20 b5 32 19 63 f0 bd 81 a5 73 cd 20 a8 f9 8f e0 55 9e 9a 43 58 10 60 e4 53 d7 30 cf 3d dd 
23 1a 8d 43 ba 89 07 c1 e2 15 3f 2d b8 a9 2d 55 e2 77 81 30 8c 28 ff fa 12 09 02 fb d6 65 e3 f1 8c 7a 1e ec 1f 18 25 bc 7c 
10 2f 1a c1 97 64 86 9e 37 32 e7 44 bc 40 4e 84 19 53 48 8d 30 71 aa 11 3f 86 e9 38 c0 a1 58 0c 53 c2 97 57 fc 45 23 62 
61 4d 4d fc 6a f8 a9 2e a1 a2 98 
Data Ascii: XrE-xsM4@9 2cs UCX`S0=#C?--Uw0(ez%|/d72D@NSH0q?8XSWE#baMMj.

2022-01-28 14:30:38 UTC 979 IN Data Raw: 1a 3c ee f3 47 8d 70 ef 36 33 77 72 5b 8b 41 53 32 35 fc ab 11 d0 78 45 67 f0 20 3a 13 df 02 4b b9 79 7c 9e 
b0 09 9d 99 1a fc 1e d0 99 46 f0 de 7f 00 85 2f b7 f1 57 23 1c f5 4c 8d ff 60 3c a9 2a 36 21 27 2b bc 39 a8 ad ed 9c 9c f4 
f0 08 80 e2 5a a3 03 23 3e a2 4b 87 e2 e1 21 dd fc 4c 71 56 61 55 a9 14 2e 6e c8 5d 40 91 50 e5 6f ef 24 01 20 17 2b 90 
f9 9c eb ea e2 23 b1 19 39 6f 2e 55 f1 2e e5 88 5d 7a 0c 66 64 5c 47 65 25 9c 8e 55 3d f4 41 44 6b 5f 4f c6 68 d8 e3 5e 
9a 78 dc 80 fb 47 48 50 55 2f 1e e5 fc b0 ea 99 8c c7 d8 93 ea 48 8b db 44 35 1f e4 ba 8b 30 56 8d 9a 27 b9 b1 b1 96 4f 
f4 50 c0 bd 7c a9 ba 19 e7 b6 8d 59 7d e2 68 b9 44 be 26 cf 51 f8 07 c0 0d fc f4 7c 91 04 1c 3f b7 39 3c 51 e9 07 94 c2 
8d a3 00 ae 30 4d 28 b3 d9 d8 e0 95 14 17 eb a2 fe 6d 
Data Ascii: <Gp63wr[AS25xEg :Ky|F/W#L`<*6!'+9Z#>K!LqVaU.n]@Po$ +#9o.U.]zfd\Ge%U=ADk_Oh^xGHPU/HD50V'O
P|Y}hD&Q|?9<Q0M(m

2022-01-28 14:30:38 UTC 980 IN Data Raw: 7a 8d 6c a5 b6 4d d0 ae dc bb b1 97 6d 82 94 56 c8 ff 6e 16 b6 fa aa 3e 41 9f 84 55 15 1c cd 4a 88 9e 06 a3 
70 fb ab 17 77 a3 b9 82 a6 a1 25 4c 07 1f a6 b8 d9 d9 7f 5f 56 dc a0 b0 da 51 d9 4c 98 bf 6d 95 d3 99 3c c7 21 dc f1 da 
c4 cd 35 b7 8a 3a 1a ae b9 40 93 51 f9 6d 01 a3 11 bf fd 7e 9c ca 75 da 8a 43 6c ac 1e ba d0 dd 80 70 4b bd 5d 52 80 10 
2f 4c dc fa 40 b5 e3 2d 54 2d b0 01 b3 2c 0d 3d e9 b8 13 67 c1 0a 81 36 bc a0 82 50 ec 3f 76 ab e2 8c 09 e8 e1 9d 75 d8 
f4 12 19 23 32 33 dd c3 70 9f 48 cc 30 39 37 89 fb 22 fe ec 3f c1 11 7b c6 8c 40 da 55 db 8d 36 cf 02 b5 16 74 b7 fa 24 0c 
66 c7 eb 86 37 be 9d 21 e5 81 e8 f6 83 3f e9 d5 ad 3e 9e 47 3e 8b c6 f9 fd 0a 7c 37 d6 07 56 31 7c c2 dc 35 77 a4 74 9f 
ba e1 b1 1c 3b 2b c6 be f4 dd 5a 37 ff 58 86 02 bb af 
Data Ascii: zlMmVn>AUJpw%L_VQLm<!5:@Qm~uClpK]R/L@-T-,=g6P?vu#23pH097"?{@U6t$f7!?>G>|7V1|5wt;+Z7X

2022-01-28 14:30:38 UTC 981 IN Data Raw: dc 09 95 d6 a2 60 b3 49 ca 21 d7 48 98 85 9a 99 90 38 5c 71 18 41 67 4c 40 46 12 fd 5f ac c5 34 08 2c 91 d6 
d8 4d 37 1b 82 95 dc c0 48 bf 82 73 96 02 7e fc f2 9f 2a 44 02 41 5d b6 94 c2 c3 44 17 0c 00 88 21 f2 6d 5f 6f 98 42 c1 a2 
95 40 e6 19 8f 5b 9c 74 79 86 39 7d 2d d8 7e 45 34 d9 e9 fb 66 c9 7c d0 40 ae 94 54 a0 b1 1f 42 2a b8 d9 3a d6 ad ae 92 
d2 c6 a7 b8 f8 f9 cc e2 ac 3f 1a 0d 47 fd c1 3b f0 bc ed d3 fe e4 6a 3a be 78 8b 79 1b 14 dd c1 46 68 08 ce 82 c4 d3 a8 f5 
c1 f8 a5 50 90 18 0b d2 65 80 b1 d0 ff 38 3b 48 73 63 0a 79 ca 4e 55 ca e8 67 04 69 db 56 a0 52 6a d3 00 3d 27 d2 f3 2a 
da 16 90 89 87 c7 74 78 8f 0a c4 1d 6f 57 84 8f fd 6e 6f 38 1d 9f 0d 87 93 f7 83 de 78 5c 0d 34 7e 05 15 80 f8 c9 24 d1 2b 
c8 d7 96 3e 90 df ab 05 d1 f7 d1 76 19 a7 5d aa 
Data Ascii: `I!H8\qAgL@F_4,M7Hs~*DA]D!m_oB@[ty9}-~E4f|@TB*:?G;j:xyFhPe8;HscyNUgiVRj='*txoWno8x\4~$+>v]

2022-01-28 14:30:38 UTC 983 IN Data Raw: 5f 6f bd ba d8 b3 ed 5f 45 89 32 15 af 7f cb 21 b2 e7 62 6c 5e 47 ee ab 1f f5 ba 91 d3 0b 3b 9b a2 62 84 9a 29 
cb 76 11 8e fb 6a c5 7e 8d c0 29 b9 4b e6 5e e3 2d d0 88 9d e4 cf 22 47 d4 18 ea 2e 4f 65 f1 b0 19 5f da 2c 01 43 e8 ba 
6b d2 11 dc bd 7e f5 3a df 92 2a 4e 1b 16 0b 48 20 f1 22 b8 c7 66 e1 82 08 68 4f 5e 29 16 d9 82 c7 bc d7 4e 81 fd 84 a5 
4c 31 ee e5 5e 32 62 51 04 f1 bb 38 9e bd 85 63 08 30 e3 09 7c 86 81 9a 01 b1 21 de 99 25 8a 5a 2f 66 a0 be bc 81 4f 7d 
77 09 da 95 b4 9d 41 64 01 11 10 98 11 84 ac d0 40 aa 1e 6f f6 96 37 90 17 cc e4 69 69 ea 83 2f fc 93 79 2d c5 56 72 cd 
52 25 e5 ff fd d5 c7 cd 16 17 ba e6 77 83 f3 f6 04 28 34 10 95 e8 9d 13 4e ed c8 59 73 b6 41 64 5f bd be af 91 8d 7b 83 
ee f4 74 f8 ae 14 03 2a 2c 0b 87 8e 04 92 6a 45 f5 f2 
Data Ascii: _o_E2!bl̂ G;b)vj~)K^-"G.Oe_,Ck~:*NH "fhO^)NL1^2bQ8c0|!%Z/fO}wAd@o7ii/y-VrR%w(4NYsAd_{t*,jE

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 984 IN Data Raw: 7f 7f b1 58 48 86 e3 18 13 22 69 ce 74 df 77 9c 89 b7 3f 26 44 57 15 ed 91 c3 b9 18 f2 1b 98 05 43 52 66 b3 
c9 0b af 8b 30 83 2d 32 f1 c8 2b ac dc 1e b7 3f 71 14 5d fa e9 9d 72 f5 b1 e3 f2 38 e7 69 ce b2 73 8a a0 ca ca ed f4 5e b4 
e7 b0 fa b2 ba 5c f6 14 98 3c 4c 4c df 93 89 ad 39 3a b9 19 74 9a ce 74 e6 d8 c0 6b 7e 2a ec 71 32 b7 b7 a1 45 85 96 1d 
4e a8 2b f2 2f 83 1f 1b 3c 11 44 6e d8 1c 74 ae 47 1c 15 0c 9c a5 df f0 81 c3 ea dc 27 3c 47 65 83 13 41 38 c6 b2 a9 a3 
f4 40 ad 82 ef 44 52 1d fd 05 27 42 6c bd 69 5a 13 9d 57 84 d5 aa fe c2 73 a0 27 6e c8 09 00 b0 60 c5 40 72 cf 43 de 88 
9e c1 a4 d5 4f c8 ba f0 ea 9b 96 27 fd 94 e9 c3 64 8f 39 7b 4c 61 16 93 9e 32 25 ec 75 c2 1e 06 7b 34 34 99 e3 ea b4 e8 
04 e0 ec d1 94 b7 8b 2b 3a ce dc 90 35 d3 75 a6 44 b2 
Data Ascii: XH"itw?&DWCRf0-2+?q]r8is^\<LL9:ttk~*q2EN+/<DntG'<GeA8@DR'BliZWs'n`@rCO'd9{La2%u{44+:5uD

2022-01-28 14:30:38 UTC 985 IN Data Raw: 6e d0 e1 94 9a 8c 3a a3 98 c4 e4 6a 7e 4d c9 3f bc dd c4 4d a9 15 fb d6 69 31 e6 af c4 0f cc 98 de 0c db 89 45 
04 49 4b 28 70 b3 13 6b 4d 72 21 ba fd de 05 ea 7b 44 f6 20 28 82 3d fa 92 82 3c 8f 65 fc 12 16 a5 3d 88 38 d7 8b 64 ae 
01 f3 1c 5c b4 47 d1 aa 37 bb 8d 61 04 d7 89 d9 39 fa c1 66 cf bc 7f c5 94 5f 57 f5 ad 30 d2 c8 a9 26 04 2a af 10 9f 7d 81 
f0 77 5b 1f f3 55 41 70 89 3f 77 ed db 82 48 ff df d3 7e 10 72 99 92 a9 78 fd 85 7d ed 3a 33 e2 fa 2f d0 f1 54 31 6f 95 fb 1a 
06 62 34 5e 0d ba e6 d4 fa 61 05 1c ba 93 be fa 93 68 be f4 48 5e 3c 5e 31 85 20 28 c5 98 14 c9 60 db 93 26 c7 23 a9 b0 
bd 41 40 b5 7f 77 77 5b c8 57 1b f9 73 25 3f be 7f 3d 5c dd 79 a7 fb 10 26 d1 66 35 db 5c 14 2b 00 90 6e 97 d8 ab 2a b9 
64 36 51 34 c2 ef d7 6c c7 bf e3 f9 db bf ef 
Data Ascii: n:j~M?Mi1EIK(pkMr!{D (=<e=8d\G7a9f_W0&*}w[UAp?wH~rx}:3/T1ob4^ahH^<^1 (`&#A@ww[Ws%?=\y&f5
\+n*d6Q4l

2022-01-28 14:30:38 UTC 986 IN Data Raw: a3 91 d3 89 0f dc 25 3a a0 8f 54 39 1a a7 f1 4f e3 88 cc 60 a1 73 5c 2c 7c 8a 4e 7d c2 c2 15 70 3a b0 be 40 8c 
04 9b dc 24 4d 48 a7 9d db 4c cb 0a ad 6a 0e 8d 7d 48 0c 58 27 d4 18 67 9c 43 5c ff 87 f9 d0 a1 63 7a e3 d9 9d 25 77 1f 
60 e9 c4 14 95 94 66 c5 4e 4f ec 13 a9 39 cb f6 7c c5 d6 90 12 94 3e 1d c5 e9 4a 99 81 cb 13 87 0d 4d 33 dc b7 7c f7 e5 
15 d8 e8 50 dc 29 bd 12 6f f1 40 49 58 69 28 e6 3c e3 70 be 28 cb ba 34 65 49 ab d8 96 36 72 1e d1 e6 ae e5 bf e4 c0 74 
a8 20 74 39 47 83 0a 17 e7 19 b0 42 af af e2 a9 b5 e8 d4 da f8 b7 1e 4f f0 89 11 41 65 f9 1f e7 b6 41 20 93 ae 62 3b 0c 
8c b6 79 25 d9 2d a1 4e 19 a1 eb 39 7e 4e b1 93 00 b8 ce 11 c2 f3 8d 24 2f 18 c9 54 b9 fe 63 92 87 08 9e 24 f6 22 b3 d2 
1e c5 1a d9 8f 0d 88 39 b6 a7 82 a7 11 0a 5d 6a 7d 2f 
Data Ascii: %:T9O`s\,|N}p:@$MHLj}HX'gC\cz%w`fNO9|>JM3|P)o@IXi(<p(4eI6rt t9GBOAeA b;y%-N9~N$/Tc$"9]j}/

2022-01-28 14:30:38 UTC 988 IN Data Raw: 53 2e 88 df cd 0d f7 81 60 cb 0c ae 04 85 25 43 e6 74 c5 57 f2 84 a9 ca 02 86 99 2a b3 3c c5 9d e7 f6 be 99 
7b 7b ab fa 77 33 0e c9 d1 21 59 b7 56 b0 c4 53 aa 75 a9 d0 5a bc 65 63 dc 0b e1 6a 50 f3 d8 01 a3 05 1d ec 50 4d 37 
75 60 9b 82 08 e6 3c a0 18 a2 14 59 65 61 8f 16 dc 6b 62 5b a1 2a e4 8b 22 0d 28 58 5f 51 4b 30 49 60 95 3f 19 68 ec 
3a 63 ed aa be 95 9a 98 91 9a d8 7f 36 ad 70 21 ff 3f 13 13 83 89 29 f7 19 0e 6b 13 a2 b8 eb ab 27 81 ca b5 15 88 85 92 
44 c2 70 33 3a 5c 36 e7 10 8f b8 a2 03 05 7c 4c cb 00 93 bf 1f a6 fc 17 88 11 5e c0 93 d0 e2 4b 9e 62 5b be f5 1b 75 5f 
19 93 96 33 45 d3 00 8e a7 06 81 17 4d 34 fc 65 ca db 5f c0 2d 28 82 ce f4 a8 e3 ce 1b 63 41 fc 10 54 b3 fd 7c a3 7f 24 
2a 56 72 66 8c 00 d5 92 5f 1b d7 78 5e 8c 6e 61 e3 a6 d5 e9 63 
Data Ascii: S.`%CtW*<{{w3!YVSuZecjPPM7u`<Yeakb[*"(X_QK0I`?h:c6p!?)k'Dp3:\6|L^Kb[u_3EM4e_-(cAT|$*Vrf_x^nac

2022-01-28 14:30:38 UTC 989 IN Data Raw: 11 d6 e8 ee 51 78 f1 28 79 eb e8 1f 31 6b 0c 73 80 0b 6f 27 25 af 26 45 f7 92 fe 11 cf 8d c2 4f 2d f6 7a 25 30 
9c 49 ee 44 57 9a 10 d0 b6 c0 84 3d a8 13 c5 7e 84 11 1e 20 9e 1c 63 cc 9f 61 27 bb f4 84 f0 0e 28 b8 d4 5c 03 e8 b4 68 
eb 6c 43 eb 56 74 3b 0a 21 14 e9 33 ea 78 1d 96 9d 9a 99 5f 59 91 86 bd 05 e2 41 ee 63 94 fe e2 95 3d 0e ad a8 90 b6 
8a 2b d1 d8 68 5f 6c fa 49 88 68 67 f1 86 07 ff 01 d8 08 43 4d 35 93 c1 0e 52 67 2b 10 9b 0d a8 81 2c 8a 1c 0d d4 1f f4 73 
a5 e8 78 fd 54 09 3a 4e b3 9a 14 5f 82 89 0c dc 4a 74 d6 a1 e8 11 3c bd 23 b0 cf 9f d6 ee bc 3d 61 3f 79 dc 7f 7b 2f 12 
b9 50 27 27 e1 d1 7c 9d 84 89 8e 31 a8 ba 7a 4b ee 01 0b 7e 4c 13 24 3e c7 61 0e 23 87 19 d8 a0 13 53 7d 3d 71 69 47 
9c fd 47 04 bb 59 6e 32 e9 57 25 dc fc ea 60 be 3b 18 5f 
Data Ascii: Qx(y1kso'%&EO-z%0IDW=~ ca'(\hlCVt;!3x_YAc=+h_lIhgCM5Rg+,sxT:N_Jt<#=a?y{/P''|1zK~L$>a#S}=
qiGGYn2W%`;_

2022-01-28 14:30:38 UTC 990 IN Data Raw: 0e 08 fa 7d 00 82 df 8a 23 e4 5b df 9c fd fb df aa a5 5b 0f 80 01 c3 7e 6e e2 bb d4 5b f8 6c d1 8e 30 14 ae bd 
6b f0 9c eb 4f a8 f7 b0 00 b9 0d f6 7c 6c c7 30 4f 06 f7 11 74 10 62 51 4d e6 35 7a 46 18 f8 9b 1f b4 d8 d1 34 d1 c4 9e 84 
57 b1 eb 66 e8 63 4e 65 0d 36 86 fa 0f 8d 1d d6 4f 85 d3 2d 1e 1c 50 71 0c 00 b5 bf e2 5a fc a2 be f6 3d 7e 87 f6 9a a2 
87 af 20 d4 08 00 32 25 83 53 3a 3e 35 4e 8b b5 42 4d 2a 9f 90 fd f1 69 be 58 0b af 99 63 b2 03 2f e2 92 53 d0 c2 1a 11 
4e e9 c4 6a 74 e2 ab 15 38 ba ce 74 66 4d 48 2d eb e0 ab f8 05 44 e0 be 51 dd 7e db e5 51 a6 94 87 18 df b2 c3 36 7e ff 
ef 3b 7d ef c3 3e 12 a9 be b5 12 c1 31 2c b0 38 30 5a 89 8f d6 2d 1d 2f 1b 5a 9e 87 17 32 d8 b6 a6 86 77 73 df 42 b7 c7 
3d cc 4c 0e 7d b5 db fb 78 c7 23 74 c7 d3 c0 49 0a 
Data Ascii: }#[[~n[l0kO|l0OtbQM5zF4WfcNe6O-PqZ=~ 2%S:>5NBM*iXc/SNjt8tfMH-DQ~Q6~;}>1,80Z-/Z2wsB=L}x#tI

2022-01-28 14:30:38 UTC 992 IN Data Raw: 9d e2 cf 59 ba cc 85 54 e4 03 83 ca be d0 f9 14 43 e5 83 fc c2 27 4c f4 d2 2e 48 61 3e ea 87 37 64 d1 6f 4f d3 
8d 3e 3c 66 83 13 78 14 6a 8b 3c 5a a5 d2 99 e4 34 88 ef 3d 99 83 0a 57 b1 f0 f0 0c 4a 33 d7 9a 2a 20 fd b6 01 1d 3d 05 
c4 16 86 dc 4e 32 8b cb 41 9b 46 7d 27 8e 9a fc 6f d4 fc f3 02 92 11 71 09 08 88 06 fa 44 cb 59 3a f6 37 cc 31 ae fb b4 
9b 8c b2 d9 89 68 e8 24 fc 72 c0 e5 c7 9f 9e 93 6c 1c 17 7f f1 0b 36 2f 67 63 40 10 83 d5 43 93 bd 71 23 5f 2e 2b ed d2 
89 96 57 4f 9f d9 09 9a a8 08 35 8f fd b0 9d 33 f7 f9 60 e0 84 cf 24 16 db 25 11 47 0a ce 32 9f 37 47 24 05 08 3b a3 fa b1 
68 88 a6 f0 6a 9e 8e 79 4c 3c e1 a1 58 56 c6 47 86 38 c7 5b 14 a2 c1 07 27 a0 e7 e0 25 c1 e2 f8 4e 0e 41 39 bc b1 2e 46 
41 a4 1e 7e 47 f3 44 be 11 35 70 f3 4f b9 2b f0 9e 
Data Ascii: YTC'L.Ha>7doO><fxj<Z4=WJ3* =N2AF}'oqDY:71h$rl6/gc@Cq#_.+WO53`$%G27G$;hjyL<XVG8['%NA9.FA~
GD5pO+

2022-01-28 14:30:38 UTC 993 IN Data Raw: 81 60 6d 6a 8a 74 60 53 63 10 7b 6e 6a b2 ec d9 dc df d8 82 3f 73 e4 30 51 4c e6 a4 05 29 96 29 08 53 02 f2 
9b be 3b c1 0f 06 37 b0 4f 7c b2 ee 05 fc 75 66 1b 8c a6 32 26 f4 ab 19 f4 e6 87 1a b9 24 93 19 38 76 96 77 01 ef 78 e9 
33 f3 c9 7b 7c a5 8f fe d4 8a a9 9f 6e 17 6a db c5 d5 3f e2 c3 1f 25 ec e0 8f 0b ae 1f f0 e2 8f 70 bf df 7d 6e 2f 5c 65 d6 b0 
5f d2 94 e0 45 d5 e4 57 bf ba 1e 7e d2 44 e8 8f db c4 5f 52 d5 b3 a0 8f 24 04 a5 df b8 be 07 7a 16 61 a5 3f 99 b3 d6 7e 
11 b5 5f 6e 6c ff aa 85 ed df b4 cc 50 c9 2b b6 42 1d b8 b0 f5 1f b0 e1 02 2c b5 1d fc 84 7a 92 1f c1 c7 6c 1c fd 50 17 44 
3d 31 41 35 3b 41 f0 51 3d 67 ee 6a e4 c6 a5 b0 e0 d6 85 db 57 50 93 e0 e4 7a ef 79 1a 46 4d 2f c2 69 b6 4f ad 19 fd ba 
93 e6 79 c9 9e 97 51 c3 cf 54 fd 37 2d 33 ea 3a 
Data Ascii: `mjt`Sc{nj?s0QL))S;7O|uf2&$8vwx3{|nj?%p}n/\e_EW~D_R$za?~_nlP+B,zlPD=1A5;AQ=gjWPzyFM/iOyQT7-3:

2022-01-28 14:30:38 UTC 994 IN Data Raw: 24 80 4c 2c e4 a1 3c 76 48 13 e3 2e 22 13 89 44 22 81 83 2d 1f fc f1 a3 ff f3 ff 34 3e 6a 7c bc be 7b 58 4e 77 
5f 7e df f8 7a ba 2f 76 8b e9 b2 f1 59 51 2e ee d6 9c 78 bf df 6f cb ab 3f fe f1 6e b1 bf 7f b8 69 cf 36 ab 3f 4e 25 ff 1f 57 8a 
9b b3 fd 79 b9 98 15 eb b2 68 7c fd e2 07 fe fb 4d b7 dd 6d f7 3a ec cf 3f de 6c e6 4f cd fb fd 6a 79 b8 2f 16 77 f7 fb ab 6e 
a7 f3 e1 f5 76 53 2e f6 8b cd fa 6a 57 2c a7 fb c5 9b e2 3d e7 3b ac a6 bb bb c5 fa aa 73 bd 9d ce e7 8b f5 dd 55 e7 fd 2f f
b e9 cd 62 3d 2f 1e ff f4 41 ab fb c1 ab ab db cd ec a1 3c 6c 1e f6 cb c5 ba b8 5a 6f d6 c5 fb f6 82 15 bd 3f e8 3c dd ce f6 
f1 fd b4 bd 9a b7 d6 9b 56 b9 7f 5a 16 cd 9b 87 fd 7e b3 86 49 87 db cd 7a df 7a 2b 55 1a 74 3a d7 37 d3 d9 eb bb dd e6 
61 3d 6f cd 36 cb cd ee 6a b1 
Data Ascii: $L,<vH."D"-4>j|{XNw_~z/vYQ.xo?ni6?N%Wyh|Mm:?lOjy/wnvS.jW,=;sU/b=/A<lZo?<VZ~Izz+Ut:7a=o6j

2022-01-28 14:30:38 UTC 995 IN Data Raw: 53 3e ba 3c 77 bb e9 93 18 ca 44 53 2b 0f 6d 0d e4 0a 92 17 74 d5 ed b2 09 e9 35 5c 51 f6 3b bc 07 ec f9 3c 
af e4 fd 92 89 69 b5 3b dd 62 75 cd d7 7b a6 46 3c 9f 25 b5 0f a4 0e 47 8e d0 01 2a b4 33 74 a4 f2 7c 96 d0 1e 10 3a 18 
62 42 41 ee d1 c0 c9 dd 05 b9 fb 83 48 ee 41 47 e5 be 2f a6 73 4e 00 99 7b b1 cc 7d 6d 8d fd 62 bf b4 72 76 9c 9c 43 df 
12 d2 10 72 90 79 b8 e1 c5 c3 06 e2 a6 84 45 f5 74 2d b9 bb b6 ba 4d 2f 1b 6d 72 d1 8c 20 2f 2c 66 e0 16 d3 81 c5 f4 5c 
d6 68 95 5c 87 31 6a cf a6 5b b1 c2 04 02 b9 0b 7a 02 7a 5a 55 b1 7c 3d a0 55 01 9b 0f c4 b6 85 28 e5 76 ba 5a 2c 9f ae 
be db b0 c1 75 d3 fc a2 58 be 29 f8 12 be f1 4d f1 50 34 4b f6 3d 60 0b e0 dd e2 36 bc 01 02 f4 ed a8 79 fb 76 ba 66 eb 
6b d6 e1 99 62 6f 77 7c a9 bc b3 b6 8a d4 87 84 5a 6f 56 
Data Ascii: S><wDS+mt5\Q;<i;bu{F<%G*3t|:bBAHAG/sN{}mbrvCryEt-M/mr /,f\h\1j[zzZU|=U(vZ,uX)MP4K=`6yvfkbow|ZoV

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 997 IN Data Raw: c6 c7 31 b3 cd 89 ad 75 06 c3 92 dc 6d 77 8f 77 f5 ae 0d 38 e6 05 e2 cd 5e 88 29 cf de b7 fe 3f 8b d5 76 b3 63 
5d 64 6f 04 4c 26 ae 00 79 84 50 89 d0 9c 63 b8 81 dc 9a 3f c8 3b 77 57 9e 02 cc b8 cb cd 9d 9f ff d2 2b 49 5d 18 2b ef 
8b 02 29 6f e4 6b b6 60 fe 3e 7d e3 b3 0e 3d d6 19 3f 1d 6e cd a6 fb d9 3d 36 0c bb ec 72 c7 17 6e 20 e3 1c d5 1c cb 5a 
2d 06 18 91 24 77 c1 19 2c cd de c3 a7 76 b6 07 65 44 02 92 84 ae 7b 61 93 20 5f 2f c7 0b 8d 77 82 4b 0f 0d 7e f6 d7 18 
f3 d1 c6 b4 bc b9 42 c6 9c ba 65 6e 37 c2 44 39 62 8a 5e 13 99 9f 77 9a 63 b6 58 6c e2 57 e0 7c 7a ea f2 08 fa f6 96 d9 
b0 d8 31 93 78 9a a0 5c 89 54 7f f2 e6 1a 5c 9c e3 4e 4b 71 96 0b 76 c8 e5 51 96 cb eb 7b 62 d4 70 7c 0e 11 32 9c a2 93 
45 79 5b 42 ce 37 3b b1 e1 c0 28 94 cc 89 e9 14 99 b3 
Data Ascii: 1umww8^)?vc]doL&yPc?;wW+I]+)ok`>}=?n=6rn Z-$w,veD{a _/wK~Ben7D9b^wcXlW|z1x\T\NKqvQ{bp|2Ey[B7;
(

2022-01-28 14:30:38 UTC 998 IN Data Raw: 1b db 3e 0f e8 7b 75 bb d8 f1 bb 06 f7 8b a5 bb 72 e8 09 7d c4 a7 31 28 61 39 f5 04 88 d8 4d ef a8 4c d7 45 
7c 6c 85 f4 fc e3 6c cb 4b 9c a9 84 fc c4 06 0e b2 67 d3 dd 3c 72 7f 23 b0 25 55 05 41 db 33 7f 5e 50 df 9f 3a 5c 34 4d 63 
3a a4 ee 80 d3 7a 8a d6 72 a3 8a bb f2 18 86 2b db 50 ff 3a 87 6a 72 c3 2a b2 3b 4f c8 80 0d 6e 48 d3 37 d3 fd 74 a7 96 
65 aa d3 89 68 53 2b 70 e3 14 69 62 c6 a9 52 c4 70 23 c4 13 42 2b 8f 22 64 56 12 a2 0a a6 c9 82 ea 81 ea e3 32 5d 41 
c4 0c 38 29 b3 18 fa c4 b6 93 fc dd 4c cb a5 67 57 fe da 37 2f 3f 8c f7 cf ca f9 bc 7c 73 a7 2f 18 e9 89 a7 b4 83 fa 95 26 
ee 0f 36 55 6e d5 f2 4d f5 6c 43 62 92 84 71 dd f0 60 be 5f 16 13 09 b5 c1 be 05 e8 00 91 21 14 1e ab 12 aa 3d 5f ac ee 
b4 33 3c 77 24 02 92 91 2e aa d9 92 c3 29 a3 a7 0e 73 
Data Ascii: >{ur}1(a9MLE|llKg<r#%UA3^P:\4Mc:zr+P:jr*;OnH7tehS+pibRp#B+"dV2]A8)LgW7/?|s/&6UnMlCbq`_!=
_3<w$.)s

2022-01-28 14:30:38 UTC 999 IN Data Raw: cb 8a 00 76 f0 b6 61 a7 1e cb 1b 35 f8 58 59 95 ee 23 9b d9 5f 07 01 1b c4 86 e8 fd bd db 7e 42 f7 aa c4 be 
be 80 5b c9 16 b3 b5 62 3a e7 27 b4 26 8f 87 9f e9 44 8f 00 d5 f4 e2 46 cb 30 40 1e dc fe 6e 31 ab cd 1b ae b0 3b c0 e9 
c0 dd 9e ef 80 a9 79 1d 84 d4 9e a5 24 2a a0 aa ac 7b 00 2f 25 0e 32 94 89 c9 72 b4 1b 40 e5 4c 85 ec b9 0a 32 26 e2 
4b 09 3c 9a a7 3a 1b 55 37 ae 61 30 97 c4 e5 37 9f 04 0a 12 b5 0a f9 c4 df a6 43 ac 63 2a 03 ca 57 8e 7e ed 7d 37 fc b1 
15 5a d0 e9 71 95 b6 c8 e6 88 a3 6a e2 50 10 d0 df 57 27 4f 7b 2a 66 ca ca 25 50 ac 61 ae 56 31 67 f3 a0 45 d9 2a d6 62 
fe 7a c8 dd d8 79 cd d1 ea d3 36 7c 42 95 50 6f aa 84 56 6f da af ad d8 25 a2 ff 26 14 b0 73 57 c5 71 f5 0e 24 62 25 98 
25 cb be 00 e2 9e d0 80 30 7f 75 8f 63 81 56 ef 30 7a 7d 21 
Data Ascii: va5XY#_~B[b:'&DF0@n1;y$*{/%2r@L2&K<:U7a07Cc*W~}7ZqjPW'O{*f%PaV1gE*bzy6|BPoVo%&
sWq$b%%0ucV0z}!

2022-01-28 14:30:38 UTC 1000 IN Data Raw: bd 52 38 8e bf 26 ea c7 5e 67 56 73 4d a2 dd d5 e2 b5 55 bc 61 bf 4a 39 27 72 6f b2 20 55 3c a0 ef fc 99 17 3f 
3c b3 0d e5 e3 51 f0 35 6b 61 18 f7 ab ee c9 ef 52 1a 34 ac 65 00 7e da 01 b2 15 8f ac cc b9 19 62 4f 7c 89 2f e3 42 ab 
3e 81 57 2d 67 5f 46 1d a2 f0 d9 10 65 29 cc 22 74 d6 0c 6e 95 cd e7 44 4d 95 e8 db 0c e6 bd 5e 3e 3f 0b d5 fb 9f cf 06 
43 bc ca 92 e2 8c d5 01 65 bc 9b 0f e1 62 5b 74 b9 82 14 a9 3b a7 e2 a1 9a 10 c4 5a 75 a8 11 7a 2d c1 41 d2 a9 ca 02 cf 
9a 27 cd b6 f5 77 03 bd e7 9e 22 d6 35 a5 b7 69 0d 78 c5 e0 e3 0c 05 18 4f 44 f5 26 96 45 f0 54 93 ea 58 ed 12 4a 75 6a 
86 95 5a 4d e4 f8 8c 89 d5 7b 56 dc 6f 96 ac 60 39 c1 8d 67 79 33 5d 3e 14 38 33 6b f4 d6 74 ce 63 fc 54 74 01 3e 06 87 
ec 6d 7d 02 ac cd 98 10 9c dd cf cf 5a 63 d6 f3 a8 e0 
Data Ascii: R8&^gVsMUaJ9'ro U<?<Q5kaR4e~bO|/B>W-g_Fe)"tnDM^>?Ceb[t;Zuz-A'w"5ixOD&ETXJujZM{Vo`9gy3]>8
3ktcTt>m}Zc

2022-01-28 14:30:38 UTC 1002 IN Data Raw: f5 15 71 23 53 33 f3 9b 01 db 54 3b 20 21 38 61 24 cd 85 df 28 5a a9 a7 d2 f9 eb e9 b1 cf b4 c5 dc 84 3f 1a fa 
c7 7e b1 2c 68 8a 42 b7 0d 30 c8 63 0f 9a e1 f9 ed e2 ee 81 82 a9 7c 4f 66 8b 7d 90 e9 9c 0d 55 60 6c 8f 8d 38 dd 85 1b 
be d4 b1 ae 87 74 69 c7 81 98 7d 75 e9 13 84 9a 59 66 c6 6c 1e 3c e2 e3 eb 36 a4 d2 fa d2 19 3f 5e 91 43 0c df 22 87 37 
ca ac 03 dc f1 85 37 d1 23 d0 14 3b 70 6c 4c af 71 e3 be 9f 5a 69 9d 61 90 67 a5 8c 12 74 86 c1 c1 89 2c 32 cd 29 62 d3 
f4 5b 34 67 a9 a5 51 1a 79 6b ea ac 56 1a c0 02 7b e9 05 ea c8 31 7d aa 9a ae e4 c1 bc 81 92 7b dc 53 8d 12 f8 89 0f 5e 
18 12 52 64 9e 1b 14 23 b9 6a 65 b9 9c aa 3e c5 32 2e 98 7d 24 d4 5f 39 60 91 1c 9f fb 6a f6 b0 e3 5f f0 4f 79 7f 33 e0 97 
55 f8 ae f8 13 42 51 eb df 15 59 ab d8 e0 4f b9 61 
Data Ascii: q#S3T; !8a$(Z?~,hB0c|Of}U`l8ti}uYfl<6?^C"77#;plLqZiagt,2)b[4gQykV{1}{S^Rd#je>2.}$_9`j_Oy3UBQYOa

2022-01-28 14:30:38 UTC 1003 IN Data Raw: a8 48 ae 9c dd aa 90 44 a1 6c be 22 20 5b d6 be 99 0f f9 c6 91 47 d8 3f fc 24 34 e8 09 e2 3a af bd 2f 3b f2 37 
66 d3 5a ce 97 e5 6d e1 e1 e7 1c 48 43 1c 2a 5d 72 1d c8 15 02 bc 27 56 be bc 38 1d af 42 92 1e 88 30 d4 b6 51 7f 50 bf 
b0 b7 9b cd 71 48 0f 5e 45 cf d0 0f 17 ee de b1 4d e8 75 99 d5 4e f1 84 53 7b 13 25 e3 c4 ae 75 d9 e3 7d 4a 9e fc f0 11 
de 5c 59 c7 71 4d 6d a6 8c bb 06 20 f3 fd 74 3d 47 81 a6 34 da d2 b0 7a f0 d9 dc 1f b3 be 39 16 50 17 58 fc 2b 7c ae 75 
a9 8a ca be 0a 83 18 5f 81 94 b7 f6 f7 c5 aa 30 23 b9 b8 89 62 ee bb 60 97 07 2b 54 a4 46 47 f3 38 e0 06 11 0c ef a5 c0 
cd 37 48 c2 ed 4e b7 58 d9 6b c3 76 4f de 34 e6 b2 a5 ae eb 52 5c 0e e2 09 26 f8 91 a6 0a 7d cc 2f 56 fb b5 fd b4 df 40 
5d 07 ce 93 a0 a0 6e c3 45 6b 3c 5c e0 3b 4e c1 d7 5e 
Data Ascii: HDl" [G?$4:/;7fZmHC*]r'V8B0QPqH^EMuNS{%u}J\YqMm t=G4z9PX+|u_0#b`+TFG87HNXkvO4R\&}/V@]nEk
<\;N^

2022-01-28 14:30:38 UTC 1004 IN Data Raw: f5 1a dd 94 d0 37 b3 f9 09 cd cf d9 f0 e5 db c5 7e 76 9f 6c 58 c9 1e 6c 74 07 fe 36 ef a3 98 a0 6a be 4d 6d a5 
a9 57 c0 d1 c9 96 fb cd c6 d2 b6 f1 85 9f cd 92 20 e5 b9 7c 5b c2 6c 97 5b 90 97 d6 86 a8 7d ec ed 24 5b c7 6c 1e 4f 1f cf 
8a 1d 83 c2 ef 3d d8 07 c4 51 3e 09 1d 45 ad 37 3c c2 54 c5 d2 c7 14 0e 67 e8 27 08 45 aa 62 65 88 2e 4b 88 aa 20 57 
16 52 2a 94 92 8d bc 5e 91 52 39 24 1b ee 47 e2 6f 02 25 09 81 e0 4a 33 01 4f b1 2f ff 65 1a 23 20 20 e3 c6 61 a6 81 2a 
01 09 17 0c b3 8c 10 cb 7d ca f5 c1 2c c3 c4 72 9f e5 72 60 dc 54 e0 c2 50 a6 65 b0 9c 29 f7 92 32 eb ed 5c 43 1a 39 41 
19 03 2a 28 c3 9c 1e 7b d1 19 5e e8 3e 02 49 86 77 cb 1c b3 0e 8e 36 ab 9f 33 e5 ca 5f b6 59 07 6e ac 4b c8 8c 7d f1 7a 
63 17 33 fe bf c4 bc db 63 ad eb 67 4c b8 11 99 6b db 
Data Ascii: 7~vlXlt6jMmW |[l[}$[lO=Q>E7<Tg'Ebe.K WR*^R9$Go%J3O/e#  a*},rr`TPe)2\C9A*({^>Iw63_YnK}zc3cgLk

2022-01-28 14:30:38 UTC 1006 IN Data Raw: 4b a9 9b 43 5a 55 08 f7 88 74 19 d0 f4 de 04 fc bf 3a 72 91 01 e4 0b 85 04 7c 27 a8 9f 7c 23 bb db 0b 55 aa 
a9 9e 9d 0e 32 61 85 49 94 48 af b4 a4 c2 c2 2a b9 a5 b1 f1 4b 62 6f 17 18 a6 31 e7 64 43 f0 6e 6a 2d 86 2d 87 b7 07 41 
3e 41 fa b3 ee bf af 8b a7 db dd 74 55 94 0d 3e 53 63 3d 9b 65 66 05 b5 64 f7 3c 74 3e a4 7b ba e8 b9 7e 8f 16 c9 ef f7 
1b 3a 63 77 ff b0 5b 23 39 65 3a 5b f5 ff 6f 54 6a 25 20 03 ee 76 45 59 b6 66 8b dd ec 61 39 45 f0 32 fd 57 44 bd 4c c2 79 
bc d4 96 46 69 3e 78 27 49 b8 14 3e 32 6f e6 45 cb b2 90 b8 37 6f 1e 1b 34 40 f6 98 15 1b dd e1 68 dc 1e f5 57 1a c5 80 
d9 fa 76 b1 66 43 d1 f5 b1 19 51 45 d5 7b ab 6e f7 36 47 39 a2 ba 4b 3b 4a df 12 24 0b 89 3d d3 0d 67 24 ca f7 e1 73 02 
42 3a 78 ff dd b9 ce 68 bf a4 e1 14 6d 37 98 4c 4b 6d 
Data Ascii: KCZUt:r|'|#U2aIH*Kbo1dCnj--A>AtU>Sc=efd<t>{~:cw[#9e:[oTj% vEYfa9E2WDLyFi>x'I>2oE7o4@hWvf
CQE{n6G9K;J$=g$sB:xhm7LKm

2022-01-28 14:30:38 UTC 1007 IN Data Raw: 32 0b ab 10 25 af 3d f4 05 b2 34 d4 2e 12 95 38 d2 1e de 95 2e 24 de 50 81 86 56 71 43 06 ed f2 4d b1 db 2f 
98 12 ea 2e f7 6a 31 9f 2f 0b ec e1 09 ec f1 7a e0 fd e1 c1 4a 56 c4 02 8a 73 10 43 3b b0 17 f0 8e be 6d b3 ba 6c c4 83 
c7 3c 4a d9 15 db c4 99 ef f6 ad e5 5d 76 16 d1 29 f3 b2 94 ab ec 2c 8f 65 5e 96 dc 8a e4 d6 22 b7 0a 8f cb 4c 7e aa be 
07 7f 2a 41 b4 bd 6c ce dd e6 6d 56 5b 66 f1 33 2b 64 f1 b3 5a a5 f3 67 29 9f a5 79 3a 67 56 05 59 1b 67 30 a3 a6 38 98 
7b dd 32 e2 cf 8d b2 ce 6a e6 84 9c 84 d9 12 72 12 96 49 c8 49 38 41 2c e7 91 95 3c b2 86 c7 e4 39 d2 24 84 db 44 b3 
85 1c 08 60 0d 38 10 a9 99 4e e4 e1 0a e7 f8 51 62 66 dc 6e 89 99 71 33 a4 64 3e be c2 c7 d7 f6 c8 6c c7 5b 08 77 ae a4 
9c 71 c3 86 26 25 ae a7 11 d1 23 b0 e0 95 79 a1 8f 5f e1 2a 
Data Ascii: 2%=4.8.$PVqCM/.j1/zJVsC;ml<J]v),e^"L~*AlmV[f3+dZg)y:gVYg08{2jrII8A,<9$D`8NQbfnq3d>l[wq&%#y_*

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 1008 IN Data Raw: 34 dd a7 34 ac 42 2a 2f b1 86 33 81 b1 6d a3 ec 08 18 c2 ac ed 4c 30 06 1b a0 d0 d0 a4 c5 1d 36 15 5e 29 1f 
cd c4 8c a7 61 b6 39 01 d7 2f 2b e6 36 8b ed b2 78 55 d5 c5 ec 77 f3 51 b5 58 4b 58 13 ab 7e 83 8e 57 3f 1f b4 ed e4 52 
10 f8 6b 0d ab 7a 84 ec 7f 9b fb 6a 91 0b 6a a7 57 1d bd c7 76 b2 d8 ff 80 6b 65 a7 db 40 ce f2 70 13 04 eb 24 2f f5 75 c0 
a5 be 0e bc d4 67 fc 42 fc 59 8b ae ff da eb 89 c7 aa 2f e6 e4 b8 7d 41 f3 b6 7b 83 f2 b4 8b 74 de c2 1d b9 1a 58 3d 53 
72 64 8d 7e 91 79 f4 f6 8d aa 5b 75 b5 30 30 ba 9f 50 44 d0 49 49 38 b4 c1 10 07 52 53 e9 04 06 d4 a0 3d e2 b1 7d ca 2d 
da 3d fe 1f 00 fd 96 1b f3 6a fd 6c 58 35 40 79 bf dd e7 ff e5 35 8a c6 9c 12 3f 54 53 57 3d ef 58 2b 86 26 5c 47 c8 93 fb 
2e 2e 28 4d b4 71 e8 6f 96 7c bc 30 fc f1 12 1f a8 
Data Ascii: 44B*/3mL06^)a9/+6xUwQXKX~W?RkzjjWvke@p$/ugBY/}A{tX=Srd~y[u00PDII8RS=}-=jlX5@y5?TSW=X+&\G
..(Mqo|0

2022-01-28 14:30:38 UTC 1009 IN Data Raw: 29 f5 4a 10 90 58 31 c7 bd 44 25 9a 67 b2 49 da be c2 51 7a db 23 6e 6e 4e 10 e3 53 4b b5 33 b4 49 94 a6 a6 
62 49 af 44 98 a3 8a 06 32 02 04 b8 08 cb 57 ca fe b2 2b a6 f3 cd 7a f9 f4 aa e6 c6 25 8b 08 18 32 98 e7 37 36 97 1d 7e 
05 66 0e f8 67 1d e5 17 f3 80 26 c2 23 3d c6 d4 f1 22 38 1b 72 45 07 9b 28 00 8d 85 4a 73 26 6f de 9d db aa 95 74 b0 da 
2b fc e6 39 bc a1 2d 77 09 c1 31 20 21 09 db ad 93 01 31 d6 63 7e 5d 78 e5 56 07 70 f5 cc e4 58 6c 51 ca 75 74 59 2c 6f 
f5 7a d9 5a 66 e3 6b ea 90 5a ee a6 1e d8 87 ba ae 2e c6 80 6b 67 e2 e0 69 28 ce 9d 44 44 74 48 b6 b3 9d c3 a5 c0 0b 
26 aa 8e 62 9b 10 93 7d 6d c5 93 a5 15 e2 ed 8b e8 73 a9 5c 19 ee aa a7 a5 b1 a7 c2 96 14 7d 27 a2 b7 35 18 54 7d 42 
16 33 d0 7b 55 93 36 fe 24 22 be 23 a1 f7 23 52 76 2f 00 6f 96 
Data Ascii: )JX1D%gIQz#nnNSK3IbID2W+z%276~fg&#="8rE(Js&ot+9-w1 !1c~]xVpXlQutY,ozZfkZ.kgi(DDtH&b}ms\}
'5T}B3{U6$"##Rv/o

2022-01-28 14:30:38 UTC 1011 IN Data Raw: d3 2f 09 21 78 bf 5b ac 5f 57 05 40 f0 58 50 fd 6a 59 39 7f 5a 4f 57 8b 99 9a 6c cb 8d 75 33 cd 53 df 77 2e 88 
af 4b d4 5b 68 ec d7 9f 64 ed 5e b9 48 a0 f1 1c aa 1d 4a 73 e0 ee 9b d3 58 0e 0f e1 10 e7 ed d5 22 3d ad 34 dd ec ba 54 
fd 7d f0 b4 f6 6d 42 ca 00 a6 42 16 a6 d7 e6 54 dd 3d f9 11 7f c2 83 17 d3 b6 6f 16 e5 82 4d f4 a2 ba 68 55 aa f3 45 3c 48 
48 1b c6 da 64 f5 9b c0 9e 95 35 3a 10 f6 14 9c e3 d2 12 29 6f 0a 9a 7f 30 a9 ac 6e 08 ce 5a 9d 5c 63 20 33 9d 48 bc b0 
53 12 57 6d cd 37 dd ab 57 31 5c b2 d8 5c 51 af 51 f8 d7 2f 24 10 db 99 a0 be dc fd 8f 6a db db 59 96 83 7d 94 91 05 b2 
0c 67 2f 0d d6 f9 25 d8 72 83 ab e6 cf 4a c2 57 fe 02 66 93 37 a5 23 c6 23 ae 53 07 c4 c2 9b 41 11 e1 90 d5 8c d8 4c f7 
6b 7f f5 1b 2a 50 9c 7a 4c 25 7e 42 a8 34 cd 87 5d 
Data Ascii: /!x[_W@XPjY9ZOWlu3Sw.K[hd^HJsX"=4T}mBBT=oMhUE<HHd5:)o0nZ\c 3HSWm7W1\\QQ/$jY}g/
%rJWf7##SALk*PzL%~B4]

2022-01-28 14:30:38 UTC 1012 IN Data Raw: f6 f4 e2 8d f0 a1 d5 8f bf b2 7e 40 d7 97 db f9 f3 fb e5 f4 a7 f9 66 ae 7e 7f 05 07 17 bb 3e cc 7f 97 af 59 fe d7 
d3 7f 7e f3 f6 e6 f3 bf 0e 8d 4c 59 47 6b 30 63 f5 2b d9 ff 4b 9a 25 ef ad f0 cd bf df 75 fe 6f 6c c0 f2 c7 1f 00 72 9b 38 97 0d
62 37 55 53 cc 86 42 f3 54 53 ba c8 84 d4 e1 76 55 91 07 e1 bb 62 3f bb 17 e9 62 f0 9d de 71 a0 4b be 65 a6 57 91 ce 03 
17 fe d5 c4 7c 99 7a e5 cd 8f 20 0f f0 ed 0d b3 c4 95 d0 11 fe 92 d5 dd b9 41 f7 8f e1 16 84 12 e5 e3 07 d8 d8 99 33 b6 10 
d9 5d 89 93 76 3b a3 3c 4b 7a 58 ad 9e 02 9b 2c 70 cf 0a f1 15 52 12 fd 79 93 59 da 95 f5 d8 82 cc bc b9 d1 ef 79 f5 13 
9b 8a e2 28 d7 de 0a 0b bc c5 80 de b8 a3 45 ca fd c6 e9 cd 41 9e 33 89 83 0d 0c 2e fb 3d ee 45 70 bf 89 42 91 44 de 39 
0c 86 e0 81 ac e7 cb 82 bd be 18 2c 82 
Data Ascii: ~@f~>Y~LYGk0c+K%uolr8b7USBTSvUb?bqKeW|z A3]v;<KzX,pRyYy(EA3.=EpBD9,

2022-01-28 14:30:38 UTC 1013 IN Data Raw: bd 87 e5 f2 e0 c1 d4 d9 09 60 9d db 1b 5b fa 72 09 dc db 1f 56 96 a0 b1 23 67 ec 88 19 07 a5 a8 3e a6 1c 86 
fd 5b 7a 8f 6f 10 2f 9f 0f 6c b9 cf b9 20 ee ba a2 97 56 1f 6a ee ab ee 50 19 cc e0 83 c7 8c 06 56 49 ff df ca bc d4 fe 9c 7f 
24 16 25 d8 3e 09 f3 35 d4 bf 62 6f 01 20 bf 34 c4 6e cf 9b 05 0c 55 af f6 c4 2c eb 38 bd 72 59 ec f9 bc 9f ef 13 f2 f2 db 9d 
ce b0 58 11 eb 5b b8 13 38 e8 74 ae f3 81 95 90 17 44 46 03 bb 59 46 03 7b f7 a3 0a 6a 36 9b 4e a0 3a 8d fb 6e 13 49 ec 
61 89 7d 50 77 1d ee 0c ab 64 87 40 9b f0 65 5f d2 f4 20 a3 7e 74 06 31 d9 9c 17 b3 8d 1a 97 70 cb 37 da bc 33 ab 6a c6 
40 a9 90 ec ab ea c9 cd 43 54 45 7f 1e 2a 8f 59 ed a8 7a cc a0 55 4e c4 86 15 51 38 3f f3 4e f7 5a cd bf 74 9c 3e 42 61 
30 f8 85 eb 1b 18 24 bd 7c cf ab 7c 10 db c9 
Data Ascii: `[rV#g>[zo/l VjPVI$%>5bo 4nU,8rYX[8tDFYF{j6N:nIa}Pwd@e_ ~t1p73j@CTE*YzUNQ8?NZt>Ba0$||

2022-01-28 14:30:38 UTC 1014 IN Data Raw: c6 0e e5 d2 50 2e 1d ca c8 50 46 0e 65 68 28 43 87 32 30 94 81 43 e9 1b 4a df a1 f4 0c a5 e7 50 ba 86 d2 75 
28 c6 06 5d c7 06 c6 04 8e 05 8c 01 9c fa 9b ea 3b b5 37 95 77 ea 6e aa ee d4 dc 54 dc a9 b7 a9 b6 53 6b 53 69 b7 ce 
a6 62 56 7a 07 f5 05 cd 6c f3 6a d1 b6 64 ad 88 ad 87 56 db d6 5a 57 d2 ae a3 36 89 6d 11 6d 40 db 7e da dc b6 b5 75 
e3 d8 6d 63 1a d3 69 4b d3 fc 4e eb 1b 87 71 fc c5 b8 98 e3 61 c6 29 1d 9f 34 6e ec 78 b1 71 7c c7 ef 4d 57 71 7a 8a e9 
5c 4e df 32 dd d1 e9 8d a6 03 57 fd 57 ec 95 b4 d8 20 aa 86 0e fd 76 44 98 5a 11 f4 5f 36 d2 3a dc d2 b1 25 01 42 b0 44 
9a 0f 63 41 b5 f0 8f 9f 9d 5a 0f 83 b5 f6 a9 15 41 ff 65 95 37 fc 90 aa f6 30 b1 da 21 3e 8c 05 55 c3 af 36 53 cc 2a a6 1b 
6e 6e 84 0c 28 e6 4f fb 20 a5 43 56 be 9b da e8 41 46 94 07 
Data Ascii: P.PFeh(C20CJPu(];7wnTSkSibVzljdVZW6mm@~umciKNqa)4nxq|MWqz\N2WW vDZ_6:%BDcAZAe7
0!>U6S*nn(O CVAF

2022-01-28 14:30:38 UTC 1016 IN Data Raw: d1 69 36 0f 48 76 35 1f 45 6c 3e c2 6c 3e a2 2d 33 3a cd e6 01 c9 9e e6 11 9b 5f 62 36 bf a4 2d 73 79 9a cd 
03 92 5d cd 2f 23 36 bf c4 6c 7e 49 5b e6 f2 34 9b 07 24 7b 9a 47 6c 3e c6 6c 3e a6 2d 33 3e cd e6 01 c9 ae e6 e3 88 cd 
c7 98 cd c7 b4 65 c6 a7 d9 3c 20 d9 d3 3c 62 f3 09 66 f3 09 6d 99 c9 69 36 0f 48 76 35 9f 44 6c 3e c1 6c 3e a1 2d 33 39 
cd e6 e2 9c a2 52 ce 1c 4a 30 39 4d 2a 43 b0 aa e1 55 53 e7 e0 e8 4a ad 77 f0 f5 55 ce 32 28 36 3f ec 83 fd 22 71 50 f2 
a1 a1 a8 bd 89 d1 08 29 2e 55 be 38 8e 30 1f 00 7e f4 f0 21 b2 d0 66 5a 98 22 b4 12 fe 97 05 e8 e1 48 b2 e7 a0 b4 30 fb 
7b 42 cb b3 34 f3 ed 83 70 61 5f c2 23 ed 86 09 8a db 30 be 55 a1 aa a2 a7 df 01 cb 80 ea 90 16 cb 70 7a 42 14 fc 5e d3 
cd 09 51 ac 4c c5 1c f5 a0 f1 13 30 5b 9d 72 e4 c3 8f 2e 
Data Ascii: i6Hv5El>l>-3:_b6-sy]/#6l~I[4${Gl>l>-3>e< <bfmi6Hv5Dl>l>-39RJ09M*CUSJwU2(6?"qP).U80~!fZ"H
0{B4pa_#0UpzB^QL0[r.

2022-01-28 14:30:38 UTC 1017 IN Data Raw: eb 50 e9 76 0f 47 ef b9 1c 94 17 9c 18 85 6b 44 e0 81 b8 2e 39 52 1b 3a d8 d0 63 09 d6 e7 94 a0 dc a8 37 06 
9c 21 dd e2 b1 6a d4 16 a3 1b ef 97 a1 1e 91 e1 89 d1 16 ae 3d 64 d7 ad 9a 17 51 6b 55 0e a3 a6 c4 ee 12 15 44 f9 4e 
8e e0 8d 0c 93 e4 00 95 3a 18 84 3b 58 0d 01 bd de 68 1d 1c 31 d3 c6 a3 c4 5e 1e fb c4 65 c6 f7 32 01 ea 9a 64 f0 66 2c 
2b c6 0f ea 8d e5 c8 8f f6 65 99 32 03 7e 59 8e cc 98 5f 91 23 3b ec 57 e4 ca 8c fc 7d 2c d1 e0 5f 9e 7c 86 f8 5f 21 36 7a 
af 36 58 78 7a 14 b0 12 cd a4 d5 5b af 6b ac 02 bc b7 d5 5e 87 6b fb aa ae 16 8c dd e4 e7 c9 67 0a 6e 0e 8a 4e 8f 6f 26 
9a a3 46 ad 91 36 a8 2d 30 fb b1 c4 63 b3 45 fa b9 c2 b3 63 c2 93 23 b4 09 db d7 aa 39 62 fd 1a c3 cb 1f 4b 3c c2 5c a4 
9f 2b c8 3c 22 3c 3d ce 9c b2 7f 9d 9a 63 f6 af 2f 48 fe 
Data Ascii: PvGkD.9R:c7!j=dQkUDN:;Xh1^e2df,+e2~Y_#;W},_|_!6z6Xxz[k^kgnNo&F6-0cEc#9bK<\+<"<=c/H

2022-01-28 14:30:38 UTC 1018 IN Data Raw: 2c 7d c2 1f 98 f1 67 43 41 a9 c5 7f 8a 8f d1 80 50 15 dd 49 b0 b4 09 c0 42 19 01 39 16 4b 01 87 c2 38 43 3a 
26 40 44 a9 7c 29 3e 46 03 45 55 74 27 c1 b6 58 cc c7 92 11 a3 12 d8 03 9c 21 1d 13 a0 a3 d4 26 52 8a 8f d1 00 52 15 
dd 49 b0 b4 09 c0 48 19 01 39 16 4b 01 93 c2 38 43 3a 26 40 4a a9 7c 29 3e 46 03 4b 55 74 27 c1 b6 58 cc c7 92 11 a6 
12 d8 03 9c 21 1d 13 a0 a6 64 be 08 da 14 c9 e4 d1 9d 04 4b 9b 00 ec 94 11 90 63 b1 14 f0 29 8c 33 a4 63 02 04 95 ca 9
7 e2 63 34 10 55 45 77 12 6c 8b c5 7c 2c 19 
Data Ascii: ,}gCAPIB9K8C:&@D|)>FEUt'X!&RRIH9K8C:&@J|)>FKUt'X!dKc)3cc4UEwl|,

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 1018 IN Data Raw: 91 2a 81 3d c0 19 d2 31 01 9a 4a e6 8b a0 53 91 4c 1e dd 49 b0 b4 09 c0 54 19 01 39 16 4b 01 ab c2 38 43 
3a 26 40 56 a9 7c 29 3e 46 03 57 55 74 27 c1 b6 58 cc c7 92 11 ac 12 d8 03 9c 21 1d 13 a0 ac d4 7a 34 8c 66 45 32 79 
74 27 c1 5e 89 e3 b0 56 ea 2b 1f 46 b6 22 99 3c ba 93 60 cf 6f 62 10 57 46 4c d6 2c 27 01 e8 0a e3 0c 69 9a 0e 77 25 b2 
37 91 b4 f3 83 5e 81 62 02 0a a0 90 32 90 c1 87 33 b1 f5 0f 8b cf c6 c0 92 99 03 5a 85 10 77 2c 0e 4a f1 00 02 91 c3 90 
01 89 25 73 52 45 92 30 40 15 39 94 95 56 f5 08 84 2c d5 3a 34 48 96 cf 10 74 92 30 3a 0e c2 14 70 99 13 01 b3 a0 14 1
c 33 0b e1 88 57 8e 06 f6 c1 b8 62 d5 3b 05 3f 2b d1 81 c3 3e 93 d5 18 09 b5 aa 0d 4e 2b b5 7f 47 7a 53 9e e7 a6 78 41 
ed e8 5a 48 4d 3d cc 2b b7 ae 04 43 0a cc 16 5d 5f 8a f5 64 b0 ad 
Data Ascii: *=1JSLIT9K8C:&@V|)>FWUt'X!z4fE2yt'^V+F"<`obWFL,'iw%7^b23Zw,J%sRE0@9V,:4Ht0:p3Wb;?+>N+GzS
xAZHM=+C]_d

2022-01-28 14:30:38 UTC 1020 IN Data Raw: 32 41 9f 49 c6 44 8b f1 52 6c a4 5e 09 50 68 7c 7a 11 f5 19 1a 04 4d 11 e1 2f 4b 83 00 fc 99 cc 9a 6c 99 14 e0 
33 8f 8d d4 2b 01 f2 8c 67 8a fa 0c 0d 76 a6 88 f0 97 6d 99 a0 cf 24 63 9c c5 78 29 36 52 af 04 68 33 3e f3 8c fa 0c 0d 6a 
a6 88 f0 97 a5 41 00 ce 4c 66 4d b6 4c 0a 90 99 c7 46 ea 95 00 61 c6 33 45 7d 86 06 2f 53 44 f8 cb b6 4c d0 67 92 31 cb 
62 bc 14 1b a9 57 02 54 19 9f 02 45 7d 86 06 29 53 44 f8 cb 9e e3 05 7d 26 19 9b 2c c6 4b b1 91 7a 25 40 92 f1 4c f1 a9 
6f 70 ee 6b 4f 7e 93 61 c8 64 d6 74 cb 24 4e 80 a9 19 70 36 f4 18 5f af 46 7d 86 06 1d 53 44 f8 cb d2 20 00 37 26 b3 26 
5b 26 05 68 cc 63 23 f5 4a 80 18 e3 99 a2 3e 43 83 8b 29 22 fc 65 5b 26 e8 33 c9 98 62 31 5e 8a 8d d4 2b 01 4a 8c 6f 65 
44 7d 86 06 11 53 44 f8 cb d2 20 00 1f 26 b3 26 5b 
Data Ascii: 2AIDRl^Ph|zM/Kl3+gvm$cx)6Rh3>jALfMLFa3E}/SDLg1bWTE})SD}&,Kz%@LopkO~adt$Np6_F}SD 7&&[&hc#
J>C)"e[&3b1^+JoeD}SD &&[

2022-01-28 14:30:38 UTC 1021 IN Data Raw: 05 42 a4 e9 14 0e 91 a6 53 50 44 9a 4e a1 11 69 3a 05 48 a4 e8 04 26 91 a2 12 b0 44 8a 4a 20 13 29 2a 01 
4e a4 a8 04 3e 91 a2 12 10 45 8a 4a a0 14 69 8f c1 81 8a b4 3d 70 ac 22 49 c5 e1 8a 24 0d 47 2c 92 34 1c b4 48 d2 70 
dc 22 49 c3 a1 8b 24 0d 47 2f 92 34 1c c0 48 d2 70 0c 23 49 c3 61 8c 24 0d 47 32 52 75 27 c0 8c 14 95 c0 33 52 54 02 d
2 48 51 09 54 23 45 25 80 8d 14 95 c0 36 52 54 02 de 48 51 09 84 23 45 25 40 8e 14 95 c0 39 52 be 40 41 1d 29 17 0b 
06 a1 50 3c 2e d9 fe 7d 80 c1 1e 24 ec 91 ce 9c fc 48 7c 84 9b 66 0c 68 17 85 40 52 ce 9f 60 25 32 78 ca 90 ed df 96 1e 
74 fc 94 ce 9d 63 a6 84 18 2a 84 31 a0 5e 1c 1a 49 77 cc 04 43 d1 00 49 15 dd 49 b0 94 09 c0 24 19 01 39 d6 4a 01 4b 
c2 38 43 3a 26 40 26 e9 41 23 c5 62 11 df ea ba ce 95 0e 9f 64 04 64 59 
Data Ascii: BSPDNi:H&DJ )*N>EJi=p"I$G,4Hp"I$G/4Hp#Ia$G2Ru'3RTHQT#E%6RTHQ#E%@9R@A)P<.}$H|fh
@R`%2xtc*1^IwCII$9JK8C:&@&A#bddY

2022-01-28 14:30:38 UTC 1022 IN Data Raw: 1c d9 53 6a ad 02 dd 28 f5 01 99 49 81 28 96 99 26 9d 0b ce 2c 2a df ad 4b 1c d1 0c 6f 94 5a ab 40 36 4a 8d 
e8 66 4a 20 dd 53 ce 87 71 16 95 ef d5 e5 c8 9e 52 6b 15 e8 46 a9 0f f2 4c 0a 44 51 cf 34 e9 5c c0 67 51 f9 6e 5d e2 d8 
67 78 a3 d4 5a 05 b2 51 6a c4 41 53 02 e9 9e 72 3e 34 b4 a8 7c af 2e 47 f6 94 5a ab 40 37 4a 7d e0 68 52 20 8a 8f a6 
49 e7 82 48 8b ca 77 eb 12 47 49 c3 1b a5 d6 2a 90 8d 52 23 62 9a 12 48 f7 94 f3 e1 a6 45 e5 7b 75 39 b2 a7 d4 5a 05 
ba 51 6a a9 08 10 d8 05 d0 65 e8 a1 5a 45 0e 9c bc b9 4c fe 09 60 e8 80 f3 4c 00 69 6a b7 f0 8c 18 69 6a 46 7c 5e 98 b4 
84 6a 78 db 9e d9 48 69 09 35 f1 66 f7 29 28 5c c4 3e 71 cd 90 69 c4 7a a8 66 e0 34 a7 14 f4 4e 0a bd 69 5d 33 82 1a bd 
3e ab 19 47 cd 2f 08 87 52 13 7c e8 58 e1 8f 0d 39 98 6a 50 52 
Data Ascii: Sj(I(&,*KoZ@6JfJ SqRkFLDQ4\gQn]gxZQjASr>4|.GZ@7J}hR IHwGI*R#bHE{u9ZQjeZEL`LijijF|^jxHi5f)
(\>qizf4Ni]3>G/R|X9jPR

2022-01-28 14:30:38 UTC 1024 IN Data Raw: 58 8e 4c 98 2d 91 23 1b 63 4b e4 ca 04 d8 5a cd 51 74 2d 9e 7c 06 68 2d 21 36 8a ab 15 2c dc bd 50 18 2d 
9d 49 ab b7 5e 28 9c 16 ef 6d b5 d7 01 03 d2 5a cd 51 14 2d 9e 7c 26 08 ad a0 68 2f 52 35 b7 39 6a d4 1a 69 83 da 30 
b3 56 73 1c 30 4b a4 9f 0b 2d 2b 26 dc 95 9e 6b fb 5a 35 47 ac 5f 23 3c d6 6a 8e 63 63 89 f4 73 01 63 45 84 bb 55 c8 f6 
fd 5a 35 c7 ec 5f 1f 12 d6 6a 8e c3 60 89 f4 73 61 60 85 85 bb 55 88 03 60 b9 f6 af 55 73 c4 fe 35 82 5e ad e6 38 e2 95 
48 3f 17 dc 55 58 b8 57 85 6c ff af 55 73 cc fe f5 e1 5b ad e6 38 b8 95 48 3f 17 b2 55 58 b8 17 c3 91 ed ff b5 6a 8e d8 bf 
46 28 ab d5 1c c7 b1 12 e9 e7 02 b1 0a 0b f7 aa 90 ed ff b5 6a 8e d9 bf 3e d4 aa d5 1c 87 ac 12 e9 e7 c2 ab 0a 0b 77 ab 
10 07 ab 72 ed 5f ab e6 88 fd 6b 04 a8 5a cd 71 74 2a 91 7e 
Data Ascii: XL-#cKZQt-|h-!6,P-I^(mZQ-|&h/R59ji0Vs0K-+&kZ5G_#<jccscEUZ5_j`sa`U`Us5^8H?UXWlUs[8H?UXjF(
j>wr_kZqt*~

2022-01-28 14:30:38 UTC 1025 IN Data Raw: 06 95 ca 97 e2 63 34 12 55 45 77 12 6c 8b c5 7c 2c 19 92 2a 81 3d c0 19 d2 31 01 9b 4a e6 8b c0 53 91 4c 1e 
dd 49 b0 b4 09 e0 54 19 01 39 16 4b 41 ab c2 38 43 3a 26 60 56 a9 7c 29 3e 46 23 57 55 74 27 c1 b6 58 cc c7 92 21 ac 
12 d8 03 9c 21 1d 13 b0 ac d4 7a 34 0c 67 45 32 79 74 27 c1 5e 89 e3 b8 56 ea 2b 1f 86 b6 22 99 3c ba 93 60 cf 6f 62 18 
57 46 4c d6 2c 27 01 e9 0a e3 0c 69 9a 8e 77 25 b2 37 91 b4 f3 a3 5e 81 62 02 0a a0 98 32 90 c1 c7 33 b1 f5 0f 8b cf 06 
c1 92 99 03 5a 85 20 77 2c 0e 4a f1 00 04 91 c3 90 81 89 25 73 52 45 92 38 40 ff 7f 6f 67 b3 63 37 8e 43 e1 57 e9 d9 75 
80 a0 31 e9 5d 7a 35 af 12 a0 02 27 80 2a 69 74 05 68 03 85 bc fb 58 3f be d6 cf 39 24 e5 a2 b2 8b 75 28 9a a4 28 97 7d 
ef f5 97 4b 96 a6 f2 50 6f 20 b2 ca ea 70 4a d6 68 20 36 89 
Data Ascii: c4UEwl|,*=1JSLIT9KA8C:&`V|)>F#WUt'X!!z4gE2yt'^V+"<`obWFL,'iw%7^b23Z w,J%sRE8@ogc7CWu1]z5
'*ithX?9$u((}KPo pJh 6

2022-01-28 14:30:38 UTC 1026 IN Data Raw: aa dc 18 97 01 29 97 ae 36 5a 65 38 4c ae 88 f5 51 13 81 80 91 cb 53 cd 95 b1 00 e4 06 33 1a 97 01 1d 17 27 
a9 3d c3 a1 71 45 ac 8f da ca 88 3d 63 66 c5 69 b6 cc 8c c6 65 40 c4 c5 db 0b b5 67 38 1c ae 88 f5 51 13 81 80 85 cb 53 
cd 95 b1 00 e1 06 33 1a 97 01 05 17 27 a9 3d c3 21 70 45 ac 8f da ca 88 3d 63 66 bf 69 b6 cc 8c c6 65 40 be c5 3b 4f b5 
67 38 ec ad 88 f5 51 13 81 80 79 cb 53 cd 95 b1 00 de 06 33 1a 97 01 ed 16 27 a9 3d c3 a1 6e 45 ac 8f da ca 88 3d 63 66 
b9 69 b6 cc 8c c6 65 40 b8 c5 5b 20 b5 67 38 bc ad 88 f5 51 7b 8f 27 f6 8c 99 d9 a6 d9 32 33 1a 97 01 d5 16 27 e9 b7 be 
e2 bd 6f 7b f3 6b c6 b3 e5 a9 f6 ca 18 6f 80 d9 1d f0 34 92 2d 3e af aa 3d c3 61 6c 45 ac 8f 9a 08 04 0c 5b 9e 6a ae 8c 05 
c0 36 98 d1 b8 0c e8 b5 38 49 ed 19 0e 5d 2b 62 7d d4 
Data Ascii: )6Ze8LQS3'=qE=cfie@g8QS3'=!pE=cfie@;Og8QyS3'=nE=cfie@[ g8Q{'23'o{ko4->=alE[j68I]+b}

2022-01-28 14:30:38 UTC 1027 IN Data Raw: 2a e1 12 15 95 a0 89 8a 4a e8 44 45 25 80 a2 a2 12 46 51 51 09 a6 e8 ec 18 4c 2a 3a eb 81 61 45 59 c5 bc 
a2 ac 61 64 51 d6 30 b5 28 6b 18 5c 94 35 cc 2e ca 1a c6 17 65 0d 13 8c b2 86 21 46 59 c3 1c a3 ac 61 94 51 c9 9d d0 
8c 8a 4a 80 46 45 25 4c a3 a2 12 ac 51 51 09 d9 a8 a8 04 6e 54 54 c2 37 2a 2a 41 1c 15 95 50 8e 8a 4a 40 47 a5 17 18 
eb a8 b4 98 f8 16 0a b3 e9 e5 f6 f8 b5 7e db 83 72 8f ce c9 b6 b7 50 74 6b 6e 28 44 a7 32 90 4a f3 1b aa 44 df 9e 7a c8 e
d 71 13 07 7f 81 ea 9c 3d 53 26 c3 4b 54 c0 50 08 4f 67 23 9d 1b d3 50 28 4e 48 ba f4 6e a0 09 46 e0 24 3d 1c cc 54 cb 
42 4b 42 96 52 8c 06 66 d2 79 d1 b0 54 4c e9 ad 0f 7d 73 d9 f9 49 0f 07 53 15 33 37 18 04 29 c1 18 0d 2c a5 f3 82 66 a8 
18 27 2a 5d 7a 37 d0 44 23 70 95 1e 0e 66 2a 66 a1 2b 21 4b 29 46 
Data Ascii: *JDE%FQQL*:aEYadQ0(k\5.e!FYaQJFE%LQQnTT7**APJ@G~rPtkn(D2JDzq=S&KTPOg#P(NHnF$=T
BKBRfyTL}sIS37),f'*]z7D#pf*f+!K)F

2022-01-28 14:30:38 UTC 1029 IN Data Raw: aa ff 21 97 9b 3b c5 35 05 be 28 7e 74 b4 ec 10 02 d2 4e 69 15 23 4d f5 df e7 a2 63 d2 f0 a2 b8 a6 40 17 c5 
11 99 56 1c f2 9d b2 0e 9c a6 fa 1f 72 b9 b9 53 5c 53 e0 8b e2 92 48 e5 f0 43 05 2e 83 5f aa 5d b2 f0 cd 5b 6f 34 7e 03 
28 7d c1 b9 88 90 56 3e 2d 5c 08 49 2b 77 c4 6b 39 69 86 34 86 8f 3d a7 51 69 86 4c 86 bb 7b 0b 86 8b 7c 4e ec cc 4c 
23 cf 43 ce e4 b4 ee 2c f0 37 29 fc 43 6b 67 84 1a 7f 3e 73 06 a9 8d 27 c2 2c b5 64 07 af 15 e3 b5 61 06 aa 56 7b 52 b8 
6a 97 ff ce 2e a2 d5 72 8d f2 c9 f6 20 c0 d3 a2 48 c9 69 49 64 d8 b4 24 32 66 5a 12 19 30 2d 89 8c 96 96 44 86 4a 4b 22 
e3 a4 25 91 41 d2 92 c8 08 69 49 64 78 b4 28 12 36 5a 94 08 18 2d 4a 84 8a 16 25 82 44 8b 12 e1 a1 45 89 c0 d0 a2 44 
48 68 69 ed 31 06 2d 25 8d 19 68 87 84 01 68 87 80 e9 67 87 80 
Data Ascii: !;5(~tNi#Mc@VrS\SHC._][o4~(}V>-\I+wk9i4=QiL{|NL#C,7)Ckg>s',daV{Rj.r HiId$2fZ0-DJK"%AiIdx(6Z-
J%DEDHhi1-%hhg

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 1030 IN Data Raw: 0a 3a 5b a9 af bf 6b e4 a0 fe 8e 3c a5 3d 60 98 52 1a 5f 45 52 92 9d 0f 29 4c f7 bf 6b e4 a8 fe 7e e8 a4 3d 60 
6e 52 1a 5f 05 4d 92 9d 0f 4f 30 d3 fd ef 1a 39 7a fa f2 a3 24 ed 01 23 92 d2 f8 2a 3e 92 ec 7c 48 61 fe d9 d7 33 72 54 7f 
3f 20 d2 1e 30 0d 29 8d af 42 21 c9 ce 87 37 21 a7 fb df 35 72 50 7f 47 f6 d1 1e 30 f8 28 8d af a2 1e c9 ce 87 14 a6 fb df 
35 72 54 7f 3f cc d1 1e 30 e3 28 8d af 02 1c c9 ce fb 14 74 ba 51 5f 7f d7 c8 41 fd 1d 89 46 7b c0 38 a3 34 be 8a 65 24 3b 
1f 52 98 ee 7f d7 c8 51 fd fd e0 45 7b c0 e4 a2 34 be 0a 5b 24 3b ef 53 d0 99 45 7d fd 5d 23 07 f5 77 e4 14 ed 01 43 8a 
d2 f8 2a 42 91 ec 7c 48 61 ba ff 5d 23 47 f5 f7 43 12 ed 01 f3 88 d2 f8 2a 18 91 ec bc 4f 41 27 11 f5 f5 77 8d 1c d4 df 91 
3e b4 07 8c 1e 4a e3 ab b8 43 b2 f3 21 85 
Data Ascii: :[k<=`R_ER)Lk~=`nR_MO09z$#*>|Ha3rT? 0)B!7!5rPG0(5rT?0(tQ_AF{84e$;RQE{4[$;SE}]#wC*B|Ha]#G
C*OA'w>JC!

2022-01-28 14:30:38 UTC 1031 IN Data Raw: 54 e8 ad 86 fb 41 b7 e1 a5 00 f0 e3 08 5a 6e 56 2b 10 cb e3 d0 9d 5f b5 3a da 0b ba 80 4b 04 fc 5d b1 23 fe 
ca 8a 6f f7 75 fa f4 b4 c6 37 12 37 05 b1 6c 01 7d a1 15 98 54 73 02 24 f7 db 8e a3 9f ec ee ee 9c e9 d6 e6 0f 47 df 3c 3e 
ff 86 cf 7b bb 8e 7e 7a b6 73 be 73 7c b1 79 b1 7f 72 ac 5b c5 47 47 ff b4 73 f1 fd 1c 0a be 9c eb d6 fd be a3 f3 e7 ef 50 ef 
f4 e4 f8 7c 47 b7 52 51 69 6b f3 74 f3 e3 fe e1 fe c5 fe 0e 54 fd 3a 73 74 b5 44 69 30 db 73 f4 b3 d3 2d 9d 4f fd b6 8b 83 
a1 3f f1 83 64 94 94 09 2b 3c 2a e1 e8 ed 09 78 d0 1f 86 4b e4 8f f9 24 14 0f ac 98 8e 4a fe 8c d0 e5 4f b1 e8 83 d3 f5 fd 
88 40 35 b7 ca 26 55 2f f3 19 92 32 1d f9 53 3a d4 97 3d 0f 7b c8 06 9a 6f 96 40 57 ee b5 f3 59 5a fa 3f 76 70 58 03 08 50 
9a 66 a5 36 f1 73 60 69 69 96 be e1 cd 
Data Ascii: TAZnV+_:K]#ou77l}Ts$G<>{~zss|yr[GGsP|GRQiktT:stDi0s-O?d+<*xK$JO@5&U/2S:={o@WYZ?vpXPf6s`ii

2022-01-28 14:30:38 UTC 1032 IN Data Raw: 54 c8 ac a6 1e a1 20 2d 20 0e 96 68 72 42 0d 48 14 5d 0b 14 d8 5d 84 02 9f 66 6e bd 2d c7 fe b8 9f d4 35 6a 
c0 c1 27 ac 69 0c d7 c2 9c e6 54 5e 8d 45 8d 66 8b 30 69 53 52 c2 0e ab 11 c0 78 f5 70 bc fe b3 e3 14 2c 9c e6 6c ab 6f 
b4 ec f5 03 a9 bd f4 0e b7 24 c7 f3 a7 51 92 9d 65 01 54 49 41 d9 f8 ef 0f 64 ab a3 67 17 79 97 44 6c f1 a0 d3 d7 0f da ea 
68 d1 a0 fa 04 ed 99 80 4f 69 79 98 84 2c 2d 98 b0 5b 9f 4f 27 64 94 54 d8 76 85 83 2f b4 31 1b dd 9e b1 11 03 26 7e c4 
f5 b5 45 bd 6f f5 f5 fe 5c d3 e6 20 28 35 b0 4e a7 e3 be 4e d5 aa d8 49 04 c5 09 42 f4 8e ed 47 f0 1e 28 3f cb eb ae 96 78 
57 b1 c2 78 9f 69 60 2a ec 80 4c 37 7b 2d eb 10 59 90 fa ec f7 62 91 db 49 31 41 eb 0b 5a f1 5d 41 72 7c 57 e1 21 52 e0 
45 8a 71 e4 4f a4 d0 bb 36 b7 f6 bb e2 38 50 71 df 
Data Ascii: T - hrBH]]fn-5j'iT^Ef0iSRxp,lo$QeTIAdgyDlhOiy,-[O'dTv/1&~Eo\ (5NNIBG(?xWxi`*L7{-YbI1AZ]Ar|W!REqO68
Pq

2022-01-28 14:30:38 UTC 1034 IN Data Raw: 40 09 93 ef 09 62 0e 8f d5 68 98 1b be cd e0 7c 07 cd 12 d7 00 89 2c 80 51 06 4f 4f 20 14 e0 78 0c b8 fc 0e 06 
d2 24 3f f0 48 4a 89 08 b4 9c 88 fc a9 55 01 1f 56 af 70 ef 78 c6 69 f0 b6 b5 de 40 d5 88 04 ee 08 c0 11 c0 ff 70 42 e1 ff 
82 87 4e 74 05 4b 8e 2c d8 7d 85 5f 42 dc fd 1b 3d b2 70 50 60 99 3e 1e 9a c8 fe ca f9 51 35 81 7f b0 06 3f 9c 91 bd c7 
c5 dc c8 6c 1f d7 b8 3a cd ff 0b f5 81 b2 b5 de 8f 71 c6 7f 1b 1c 84 b7 de bf b0 d2 18 25 9c 08 c9 de 03 fc 82 07 eb 16 7f 
c7 f2 77 8c bf 71 c3 22 14 6e e1 ff b8 49 05 ce 84 35 b6 3a e5 05 c8 d8 61 09 30 45 e3 17 50 c1 82 d8 30 f2 be a5 16 f3 
8b 31 62 04 b0 6d 79 79 6c 8f e0 29 ab 71 26 b7 a6 b0 16 0f 04 8c e1 06 00 d6 fe c4 80 de a0 66 2c 60 a7 19 49 e4 e9 ab 
f9 aa 6e d6 ae e2 a9 e9 50 93 78 65 45 b6 f9 8a 
Data Ascii: @bh|,QOO x$?HJUVpxi@pBNtK,}_B=pP`>Q5?l:q%wq"nI5:a0EP01bmyyl)q&f,`InPxeE

2022-01-28 14:30:38 UTC 1035 IN Data Raw: 92 fa 3c 29 5d 28 a7 cc 42 44 56 5e e1 4f 8b 27 13 6c b3 91 3f 53 5e b5 8e 84 c5 51 5b ad 40 05 56 85 df cd 
57 bc cc 42 eb f8 47 98 b1 a3 af bf 05 a5 70 d8 3d 3f 96 dc a1 b3 32 9c 90 f4 75 98 0d 1d 1f 30 8b a5 7e 30 62 f0 6b 88 d6 
19 58 de ce 0f 98 0a 12 e6 c2 b9 d4 fd c8 9f a0 a7 ed fb 04 e6 9d 4d cb ef 11 2e 40 bf 42 26 70 6d 47 05 74 46 ed 31 70 
36 b6 d5 41 b6 e1 9d f7 e1 37 d3 05 da e9 79 bd 70 da 68 48 1d 46 5c 09 6f 78 18 bf 17 d9 34 0f 19 08 30 49 89 2b 70 d6 
fe 1c f6 1c a7 8d f5 9d f7 ff ee 7b e1 fc b6 d6 2c af ce cf 6a 0f 7c 94 aa 92 62 58 3c d7 86 c6 ee 83 a8 ac e7 74 9b ce 4d 
67 c1 d2 88 d3 56 4b cb 19 e0 64 8e 91 53 e2 8d 6e a9 13 15 e9 0f d9 34 8d 8c ce 32 6b 72 b0 aa bf 05 d2 b4 a6 5b 4b 
7c f5 d4 74 11 58 2c d2 e4 a6 25 df df c7 fb 24 2a 63 
Data Ascii: <)](BDV^O'l?S^Q[@VWBGp=?2u0~0bkXM.@B&pmGtF1p6A7yphHF\ox40I+p{,j|bX<tMgVKdSn42kr[K|tX,%$*c

2022-01-28 14:30:38 UTC 1036 IN Data Raw: 73 52 49 60 5a 1c 53 bc e9 35 7a 8c 78 30 3b 7f f7 f4 a4 eb dc 6f 39 68 fa 2b 77 ab 53 c5 53 51 4b 3f d0 f6 b7 
45 a8 10 35 75 fe 5f aa 55 ff f4 d5 56 c7 8a 3d 53 97 30 90 be 64 2e 7b 06 30 5a 81 d6 05 e8 9a 0c 94 80 4d 46 74 4d 41 
50 88 ce a7 9c 6b e6 47 7e 0a 22 3c 60 f1 d3 13 21 04 85 32 d6 d8 2d 6c a3 c0 7b 98 45 90 18 fb 37 0c 83 eb f0 6a 01 74 
46 11 a0 ec 49 99 ff 57 db 51 41 f1 85 5d 91 9b 22 90 e8 06 7f f6 45 89 a0 77 8b c7 63 9e 27 e9 cd e6 1d 80 19 69 24 ea 
21 e4 d0 8c ac 77 dc cb 64 5d f7 bb 35 38 76 d6 16 e9 40 3a e9 e4 2a 81 c3 00 04 55 1f 5c e5 0e ac 3c 81 aa 87 6b 4f 3e 
6c a3 1e 8c 16 12 57 04 79 40 3f b8 fe e2 34 4f ee 30 b1 3f 4b 4f 73 36 28 b6 40 21 1e 02 1f 89 fd 42 71 44 4e 41 dd 78 
5d bb 8e 0f 73 5a 81 6d 91 27 eb 1e ce 54 76 6f f7 b3 
Data Ascii: sRI`ZS5zx0;o9h+wSSQK?E5u_UV=S0d.{0ZMFtMAPkG~"<`!2-l{E7jtFIWQA]"Ewc'i$!wd]58v@:*U\<kO>lWy@?
4O0?KOs6(@!BqDNAx]sZm'Tvo

2022-01-28 14:30:38 UTC 1038 IN Data Raw: 15 f5 fd b0 53 7b 73 73 ab 59 29 83 d7 9d 5a 27 a7 5f ce 9b d5 b8 eb 12 fd a0 dc ce fc d2 d8 1f 6e 94 ca e7 5f 
4e 4f 4f ce 2e be 7f f8 0c 92 a6 5a 2b 7e f7 db 87 4e a7 7b 50 d8 1a 7c f2 7b a7 d6 d7 d3 df db 95 fe d0 9d b8 91 b3 b5 45 
c7 15 2d 60 da 97 51 99 fb 3a e6 ab b5 bb f9 a3 d9 4d cc ee c2 ff a2 9f bd 9d af 15 60 23 36 f0 a7 a3 d2 19 3c c8 fb 00 53 
79 a1 12 bf 36 40 43 c4 c5 a3 38 26 0d 02 d1 61 65 a5 3b 8a e7 f1 37 bd 70 ac 63 41 1a d4 12 2d cc 18 6d 40 76 67 e0 
b5 a8 78 21 a6 86 80 a7 0d 15 17 44 92 66 4b 92 0c 3b 25 ed 3a 00 14 4c 59 17 ee d7 66 fd 4f f7 3d b5 db 5d 42 51 8b c0 
2b d2 fc 45 86 c7 ab d9 64 70 cf 49 47 fc a0 8a 50 3d 69 15 6a f2 ee 6e 23 0b 23 93 d7 03 08 03 e0 9a 4c fb e5 b9 2f 93 
a6 bc e2 8b 5b 6f 40 a0 b1 26 2c 87 93 39 46 5f 37 
Data Ascii: S{ssY)Z'_n_NOO.Z+~N{P|{E-`Q:M`#6<Sy6@C8&ae;7pcA-m@vgx!DfK;%:LYfO=]BQ+EdpIGP=ijn##L/[o@&,
9F_7

2022-01-28 14:30:38 UTC 1039 IN Data Raw: bf f2 4f 0c 38 af f9 0e 81 05 f5 b7 78 d4 b7 a3 4f a6 c1 28 09 75 6b 2c 02 2c b8 21 d0 f9 7c 8d 17 63 f3 28 31 
27 f5 ef 92 a1 0f e7 c5 9e 16 2c df 1c c2 86 3c 3d e9 5f 8e 3f 1f 9f 7c 3b d6 ab c0 66 20 e2 d1 34 2c 29 4d 01 15 fd b9 8c 
9e 09 65 84 4c d4 27 57 65 7d 57 0a 4c d5 0b f0 ea ab 5b e7 ee 47 95 0a b4 9c d6 0a 11 00 6c eb 39 d5 b1 29 29 af 2f 63 
67 94 2b fd c5 a4 54 ea 24 dc 10 55 64 8d 05 40 f9 63 e7 57 3c f2 8d 89 34 dd e2 cd 79 18 bd 13 91 e4 b4 62 8a 4a a3 6b 
95 68 db bb 95 cb 58 05 89 64 65 f3 85 7e a1 26 a8 3a ae 77 85 17 6c 49 97 cd 96 7a 7a 75 59 5f bd 5b 68 43 ec 95 6f 98 
4e cf d5 43 b2 23 a8 60 5a 41 df ed 44 44 a9 c2 1b 59 31 f3 44 41 45 46 b7 db 64 54 46 64 d2 7c e1 f8 6d 74 96 8a 01 87 
e4 ac e9 f2 70 a1 a7 77 2e 10 8e bc 2d b2 52 c8 7b 
Data Ascii: O8xO(uk,,!|c(1',<=_?|;f 4,)MeL'We}WL[Gl9))/cg+T$Ud@cW<4ybJkhXde~&:wlIzzuY_[hCoNC#`ZADDY1
DAEFdTFd|mtpw.-R{

2022-01-28 14:30:38 UTC 1040 IN Data Raw: 0b 30 ad 44 d6 fd f6 b9 23 8b f9 b4 15 f5 cc d1 89 0c 44 22 98 e4 4f 61 5f f8 4b 17 f7 ce f5 07 30 60 e8 42 eb 
e5 ce 34 67 37 be b6 9d a5 c3 11 d3 cd 66 92 f2 2f 7b 9b 5b 9f 9d 45 c7 41 0b a0 d3 29 45 07 d5 17 44 68 e3 2c 62 a3 37 
6f f4 5f 56 97 8c 68 f5 17 1d c8 5e 98 e5 91 f0 68 42 db 30 c3 5b 69 df bc 49 0a 11 0f 55 cf cf fe 05 f6 9d 22 a3 7b 6f 52 1b 
91 30 90 3c f0 4b 94 30 e6 1b ef 3b b3 10 95 31 8d 5c f2 b0 d1 83 b8 6a e6 50 de 6d 6d f9 7d b1 bb 4a ec 5d 6b 85 3c f8 
96 27 93 e1 56 32 49 a5 2d d6 c7 e2 6a ef 4c 28 d8 db ce 82 18 b6 e7 bc 09 d3 96 5f e4 c5 5b 32 7e 3c 90 7b bd 3f db e1 
3d 02 ec 13 06 e9 ff b8 26 9f 17 d4 fd 5a df f5 dd 0f 0f bc fe 4f 61 5a dc 85 a2 35 9c 7f d5 5d d4 d2 06 5e 47 92 33 4c b0 
60 1c 02 c8 48 1a 40 f8 fa 5a 20 bc ff 39 20 
Data Ascii: 0D#D"Oa_K0`B4g7f/{[EA)EDh,b7o_Vh^hB0[iIU"{oR0<K0;1\jPmm}J]k<'V2I-jL(_[2~<{?=&ZOaZ5]^G3L`H@Z 9 

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 1041 IN Data Raw: a4 14 42 95 5a 7f 73 8b 68 21 cc 78 07 26 77 a8 7e 19 02 f5 2d 5b 85 67 58 78 5b 15 8a 64 ec 7f 62 65 ba 4d 
fb a9 ba 1a 34 cf f5 d2 82 b1 e4 08 ea c7 c1 89 34 ed 62 24 2e 45 c3 d3 7d 58 7c 0e 3d 76 82 f3 66 ac f5 02 7b 55 9f 65 
b1 3d 8e fa b1 21 5f 2a a4 c7 b2 08 5d 91 64 55 ed d2 42 32 ff d6 1f b6 01 e1 a2 29 4d 7d 63 c1 59 19 56 3d e1 25 6f cf 
d4 96 4a 72 55 5f c2 7a 57 fd d6 de 42 79 0d 13 2c 5b 53 f7 d4 f1 dc be 2f 45 a3 69 76 a3 9f 12 f7 7d d3 dd c1 2f fa 35 60 
e7 f1 3e c4 27 1d 08 cc c8 71 64 62 d2 e7 6e e8 f0 de b3 37 94 60 2a 10 17 66 4e 02 3c 2a 2c 07 71 44 5a d5 8f 5e 6a da 
15 5f 95 d6 63 fc 54 17 77 9d e0 a5 ed ea b7 ba 26 53 a9 c0 cf ad c3 17 72 a9 da f3 a4 0b 66 19 08 44 85 1b 56 d7 38 6e 
f2 3b 88 ea 56 fb a7 a2 a8 5b c9 16 17 16 7d c4 30 6e 
Data Ascii: BZsh!x&w~-[gXx[dbeM44b$.E}X|=vf{Ue=!_*]dUB2)M}cYV=%oJrU_zWBy,[S/Eiv}/5`>'qdbn7`*fN<*,qDZ
^j_cTw&SrfDV8n;V[}0n

2022-01-28 14:30:38 UTC 1043 IN Data Raw: 75 f0 31 d3 f0 55 04 e9 75 6d e2 4f 67 93 61 ce 9e 1b fb 69 e4 da 11 36 1d 29 5b 33 9b 8d 0f 80 94 8b e8 ea 
20 9d 13 13 5d 42 06 c7 90 75 3f 0a bc 5c c9 b2 2c 67 0f b1 61 f2 31 ea 10 06 4e 81 26 83 d0 cf 47 95 78 86 cf 2a 69 c7 
15 77 f4 27 17 2a a2 31 f1 e1 6d 5e 73 8b 3d ab 5d b3 f3 ca 2c 1e 66 31 da fa 1c 32 1e 04 c5 f1 64 34 1d 4d 1f c7 7e d1 
b5 87 ae df 97 00 e6 c4 d5 83 a7 5a d0 ce 33 80 59 f3 0e 1b d0 ae e8 05 d5 1c fa d3 8b 60 e0 03 c6 f2 d2 78 72 8c 38 50 
cb dc 28 e9 73 86 99 8f 49 cc 18 2e 40 18 e3 c2 65 b8 70 05 3a 11 17 07 41 0a 0d 76 b1 53 9c 76 fd 61 9c dc d6 9f 00 4e 
47 9f 4e 1e 9f bc bc 03 ef fa 1c e8 c6 ed 22 02 08 35 7e 1f 18 80 07 1f 00 03 c9 52 2e 2f e5 2e 2a e5 e7 09 67 71 39 0f 41 
60 48 83 67 44 e7 5a 02 9f 08 5b 6a f8 79 77 3e 06 84 
Data Ascii: u1UumOgai6)[3 ]Bu?\,ga1N&Gx*iw'*1m^s=],f12d4M~Z3Y`xr8P(sI.@ep:AvSvaNGN"5~R./.*gq9A`HgDZ[jyw>

2022-01-28 14:30:38 UTC 1044 IN Data Raw: 04 ed 47 90 05 75 59 ec ca e8 17 b4 c8 71 55 18 6a e6 cc a8 c8 1b 80 b1 96 a5 2c 7f 2f ff 37 72 19 5f 37 50 5a 
d4 4d 2f ff 2f 5c 3e 81 5f 3e d0 ca 5a 54 6b 04 5e 1e db 3e 0e f2 da c2 96 72 6d 3b e8 fb 5e 6e 3a ca a1 70 95 0b a0 33 f8 
e0 a0 0c 65 54 50 e6 db 6e 56 99 d0 9d 18 9f 5e 02 7b 20 6a b1 71 66 58 cb 0e db c5 04 2a cc a2 09 a4 4f 7b d2 f1 a7 7a 
41 cb 21 7b f3 50 ff e6 32 db 68 9c c7 56 71 60 fe 15 64 29 21 c7 fb 34 99 0d a7 d0 f5 62 df 0e a7 24 b8 6d 6c 2c fa 22 64 
c4 3d 8e 96 55 f9 8c 37 ba 29 30 e8 0f c6 d3 c7 9b 90 11 2b aa 57 86 9d 42 41 ac 55 d9 a8 d7 db 4b c7 9f e4 78 ec 9a 07 
92 12 a3 5b d0 90 01 8d 5e 71 3c 0b bb 79 8d d6 38 d0 c2 b9 7c 65 59 28 30 c5 9f d9 b8 6b 4c 82 f2 ad a5 64 d0 8e 30 c2 
e5 88 98 06 50 72 6f 74 47 a3 d0 df 67 9f 68 4a 
Data Ascii: GuYqUj,/7r_7PZM//\>_>ZTk^>rm;^n:p3eTPnV^{ jqfX*O{zA!{P2hVq`d)!4b$ml,"d=U7)0+WBAUKx[^q<y8
|eY(0kLd0ProtGghJ

2022-01-28 14:30:38 UTC 1045 IN Data Raw: 5e 23 d9 f1 0c f7 ca 62 2c 16 bf db b7 6c 8a 68 86 0d 60 e9 c6 b0 67 d9 7c 75 bb 4b 56 88 7b 2f 31 97 e5 0c 
8b cb 37 dd e9 74 6c 6a eb 96 c3 e6 9f 3b ea 6f 6c 50 62 98 4c dd 5b 2f 9b 9b 65 0b 52 60 fa 77 81 21 7b fe cf 93 76 5e 
bb 21 72 ad 8f c7 2d ef e6 46 13 7b 3b ae e0 4c eb 65 60 f8 93 1e e8 3b ac ce d7 af 81 fb 80 50 3c 1a 75 fa 28 82 82 90 
1b 7d 19 00 3d c9 5f ae 8d b0 a7 92 3d 6d 66 27 08 bf 83 ec 95 d7 20 c5 fc b9 39 9a 74 8a c4 9d 83 d9 80 c9 df 66 c8 0c 
8d 20 52 99 1a ac a0 9b e5 75 cb 8e e1 2e 1d 6c 97 de ee 34 77 71 01 99 aa 9a 59 59 b1 b0 cf 82 ea 37 37 66 aa 35 0d 
b7 46 ed 89 fb 62 20 f9 98 10 9a d9 8e 15 6d 0b b4 60 25 82 aa 66 0e f0 84 bc 53 a8 ee e8 46 b9 c4 65 02 36 de f7 69 46 
4d e2 ce be 2d ac 33 3d cb 91 2d e8 dc 58 d3 91 6c 35 67 29 
Data Ascii: ^#b,lh`g|uKV{/17tlj;olPbL[/eR`w!{v^!r-F{;Le`;P<u(}=_=mf' 9tf Ru.l4wqYY77f5Fb m`%fSFe6iFM-3=-Xl5g)

2022-01-28 14:30:38 UTC 1046 IN Data Raw: db 68 6a 25 0a 60 44 33 a6 7b d9 91 27 17 78 5a c2 3a 8f 0d 24 37 95 01 58 1b bb 91 5a 20 49 6f 03 5d fa 58 
96 18 3a 1d 3f 9c e6 ec dc ed 70 f4 30 8c f6 08 08 71 64 79 ba b5 64 64 d6 6e 41 b2 4d 6a 47 b7 c0 fa d3 29 67 99 94 bf 
52 a5 d6 6e 81 6d a4 33 35 db e9 94 8b 4c 9e 6f 3d 05 09 fc b0 71 d4 6f b9 29 34 b6 3d 34 46 c3 e9 64 d4 ef fb 2a 03 24 
2b 84 23 bd 9f 1d e9 a4 5f 57 df 8a bc 70 b3 2e a9 5c 5d 65 1e 5d cd a4 52 1d 3e 04 38 e5 50 e2 78 72 6d 58 63 b8 19 88 
86 c9 8c e5 87 3d d0 4f c2 68 fb 3e 8f 82 6b a7 a0 e9 9a 29 a7 6b b5 44 15 82 a8 78 35 51 4e 91 9e cc dd 86 45 25 93 b5 
3f 82 f9 8d 7b 41 53 34 ca 88 02 88 be 1b e4 b2 98 47 0d 25 e5 51 c2 49 5f 44 55 32 dd 66 1a d7 0a b8 39 f4 fc ac 85 c1 
d4 07 5a e3 0e db 22 9b 36 9f 1b 07 49 6c 92 83 51 5f 4f 
Data Ascii: hj%`D3{'xZ:$7XZ Io]X:?p0qdyddnAMjG)gRnm35Lo=qo)4=4Fd*$+#_Wp.\]e]R>8PxrmXc=Oh>k)kDx5QNE%?
{AS4G%QI_DU2f9Z"6IlQ_O

2022-01-28 14:30:38 UTC 1048 IN Data Raw: 26 a5 40 89 94 20 64 4a cf 9e da 96 33 37 4e d3 be ae 12 83 b3 85 f5 17 0b 26 45 da d6 10 46 05 64 52 6e 5b 
4b ea d7 27 24 05 40 19 e8 16 b6 03 a4 f6 55 bd a7 c7 0f c0 c6 02 84 2d d6 43 d6 af e4 96 26 c9 30 f2 39 8e 85 47 86 40 
62 13 67 86 94 e7 89 7c 79 63 f5 42 89 2c e6 d8 ee de 57 8a a7 be 3f 81 56 87 be cb 8c a3 ac c6 cf d6 59 8f 1f 06 b6 ad 
73 ce e8 85 bc db b7 f8 17 ae 60 ef 03 16 b8 db 09 34 01 9c a5 1f 20 67 c3 13 44 bc c4 27 e1 1c 45 6f a3 68 e9 ef 89 45 
b9 2b c9 cd 33 56 7d c3 8a c4 12 91 fd 63 52 ba 61 68 53 a4 ed 2b d2 0e 12 69 73 e3 32 2b 97 0f 90 64 be 65 d3 f7 31 fd 
7b 36 fd 00 d3 7f 64 d3 3f 62 fa 5f d9 f4 7e 71 34 14 07 ff 64 21 df c9 bb 9c 92 e6 c6 df 2a ae 05 7d 70 8a c0 64 70 4b db 
9f 84 d6 d5 13 48 ce a6 16 4e 67 43 13 ff 40 cd b1 d3 
Data Ascii: &@ dJ37N&EFdRn[K'$@U-C&09G@bg|ycB,W?VYs`4 gD'EohE+3V}cRahS+is2+de1{6d?b_~q4d!*
}pdpKHNgC@

2022-01-28 14:30:38 UTC 1049 IN Data Raw: a1 70 6d f9 66 be 52 da 92 13 de bf df 79 2e bf ad 98 f9 ed ed ca db 1d cb ca fb 1b 3b 5b db e5 0a 9e d5 2c 94 
a3 16 36 36 b6 31 84 12 7c 4f d6 5f 28 eb 3c ff 5e de b7 76 b6 b7 ab 3b 85 3c d4 51 2e 55 aa fa bb 77 e5 92 5e 48 96 28 
14 3c 9d 7d 35 62 10 ca bb cf 95 ad 92 9c 50 d9 d8 a9 3e 03 e8 ba 29 27 3e 57 2a 5b 52 ae 1d 91 29 4a 13 09 f3 58 cf e9 
2c c2 e4 9a 84 4a 37 46 65 84 47 aa 12 d9 1f 61 50 77 ae 3c 6c 82 8d 64 b1 3d 19 0d 1a bc 57 78 f0 53 9c 4b 2a bf 2d bf 
83 75 03 e0 7c 1f 39 f3 f2 9a 96 54 00 08 ab 96 01 5d 3b cf 6d e8 01 77 3b 82 da 2a d5 b7 58 5b 75 67 1b 6b 8b 6a e2 ee 
51 f4 62 74 45 aa 6f 61 3d 6f 10 eb bb cf 79 aa 08 1e 2b cf f9 0e 7b dc 79 ee e2 c3 26 0d d2 32 68 88 12 0a 79 c4 78 09 
28 7b 59 4e a4 89 82 18 6e e1 2e 25 20 8b 40 5c de f3 
Data Ascii: pmfRy.;[,661|O_(<^v;<Q.Uw^H(<}5bP>)'>W*[R)JX,J7FeGaPw<ld=WxSK*-u|9T];mw;*X[ugkjQbtEoa=oy+
{y&2hyx({YNn.% @\

2022-01-28 14:30:38 UTC 1050 IN Data Raw: 2d 16 15 6c 72 7b 59 93 7e b2 c9 42 55 88 e2 ae 20 7f 27 ef d1 bc f7 d9 4c c7 79 10 fb c8 83 7a eb e5 a0 a7 
40 e7 46 ce 1f ba 23 b2 70 83 9a 1d b0 3d 3d 61 de 06 d5 d2 f8 79 ab 30 7e d8 fc 1c 02 f0 1c 02 a9 74 cd 19 2c 01 95 01 
06 b3 58 65 c3 ab 89 fc e5 eb 5a 02 6b ea 12 15 a9 44 25 59 a2 bc a5 2e 52 95 8a 54 93 45 2a e5 da 9a b2 cc 96 54 66 
2b 2a b3 4d e3 a4 6e 65 db f0 98 c4 4c 2f 6c c0 1d 3e 36 7c d0 5e fa 4a bf f1 64 36 1e 17 a0 5b 46 73 4c 0a 65 81 77 91 
50 01 da 88 5e 00 01 ac 83 d0 3d 94 2c 
Data Ascii: -lr{Y~BU 'Lyz@F#p==ay0~t,XeZkD%Y.RTE*Tf+*MneL/l>6|^Jd6[FsLewP^=,

2022-01-28 14:30:38 UTC 1050 IN Data Raw: 4a cf 2e ac 7b cf 1e a0 6f e7 d9 87 ee 6d e9 5c f0 af bc ca 83 18 0f 6a 56 a1 0c 0b 21 4a f4 95 ea 46 65 7b 1b 
56 11 4b c8 8e 1c 46 48 45 1f 44 77 0f a4 3a b3 35 6c e3 21 85 c7 57 b6 89 1e 10 7b f6 ab b4 9c fb ca 35 13 89 ce 66 79 
bb a4 43 73 05 29 91 f4 a3 e4 0c 1e 28 d8 d5 cf 84 c1 71 76 0b fa 3e 0b 3c 9d c4 99 70 3a 46 66 c8 58 07 ff d1 05 3b 62 
39 84 6b 16 67 57 5d 6b b3 2c b6 6e c9 27 31 59 ab 90 a2 d0 69 b0 37 af fd 7a 01 bb 61 e9 79 3d d3 0c 67 40 1f d4 63 
4d f1 fe 1c e8 81 05 ea 9d 2e fc de 6a 79 fc d6 d7 29 e0 08 45 c6 81 cf 8d e7 e7 d2 7b 07 b7 dd e0 cf 7b cc 9e 08 5e 82 
b3 7e df 87 e9 ed 83 6a 18 4c d1 cf 87 3c 76 34 dd c0 35 09 30 41 01 7c 38 51 01 7a 29 4a 0e 23 80 2a 8e 3d 4d 4c e0 bc 
c0 cd b6 e9 6f 99 fe 56 e8 6f 95 fe 6e c1 5f b9 3d e1 16 
Data Ascii: J.{om\jV!JFe{VKFHEDw:5l!W{5fyCs)(qv><p:FfX;b9kgW]k,n'1Yi7zay=g@cM.jy)E{{^~jL<v450A|8Qz)J
#*=MLoVon_=

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 1052 IN Data Raw: e6 61 60 81 6a e8 17 5b df 01 01 c6 ea a2 05 18 7e 7d 9d 89 20 4e 1e d5 af e7 36 e9 fe 3b 20 42 e3 9e b6 93 
6f 03 0d 6d c0 8a 88 74 54 d1 0d fc 00 25 9d 7c 07 d6 a6 0d e0 cc cf 5d dc 7c 36 4e 13 6c 12 7b 78 72 ab 3f 9d e0 a4 89 
60 b4 2d ad fe a1 b1 df 3c f8 f8 a9 f5 f9 cb e1 d1 f1 c9 e9 d7 b3 f3 8b cb 6f df 7f fc f5 b7 ed b8 20 04 75 ba 41 ef b6 3f 18 
8e c6 77 93 70 3a bb 7f f8 f9 f8 ab 54 ae 54 b7 b6 77 de ec be d5 8a e1 b8 1f 4c 91 e0 80 8d 5d 69 85 d7 96 66 c0 5f f8 b3 
79 63 d1 df 22 fd d5 68 a7 b0 b6 cd 79 49 24 13 71 c7 4a e7 ca bd 8e ab d2 6b 30 3f dd 6b 58 58 e2 30 e1 6b b8 68 79 f1 
a2 55 88 a2 84 c3 8c 88 27 3a 8c 71 1b 14 e6 3c fd 02 26 e7 73 be 0f 7f 9e 5d 35 fa c8 cc 33 ce b3 e8 72 71 2b 1c 62 61 
59 31 2e d3 fc ec 82 19 d0 2a c8 48 d0 c8 04 ab 
Data Ascii: a`j[~} N6; BomtT%|]|6Nl{xr?`-<o uA?wp:TTwL]if_yc"hyI$qJk0?kXX0khyU':q<&s]53rq+baY1.*H

2022-01-28 14:30:38 UTC 1053 IN Data Raw: 4f c9 83 c8 b1 5b 14 dc 3d 98 75 26 bb 4b 71 1f de 38 c5 b8 3a ef 37 6d 58 b2 28 52 9b e4 8d c8 36 0c cd 27 
a6 34 8a c5 13 b7 71 31 18 03 89 85 ee 66 d9 60 db e5 ce b5 b1 4e 0b 24 56 f0 fc ac 8d 88 9a 62 0c 41 1a f3 05 0a 42 61 
d6 7a 7e 1e 02 3a 13 51 1d 24 a7 27 9d 9f 86 dd 04 b0 f8 b6 25 19 77 72 f6 7c b3 fc ce c3 f0 2c 83 f8 80 b7 67 38 85 f2 26 
df f2 ec f1 f0 2c 98 e3 78 36 70 fc 49 f1 a8 fe e3 e6 5b fd f0 b2 39 c7 33 28 c0 e8 f1 de 33 92 1c 18 d3 f0 65 a6 e1 58 3e 
da 2d e9 08 fc 1e ee 35 40 bd 06 eb 24 ef eb f3 f3 08 c3 bf 8c 91 17 60 83 ec 4b 4f 7c c1 da db 18 25 52 92 50 58 3b 6d 
b9 9d 3b 9c 4f 6d 26 09 ae 8d fa 16 9f 81 ed 89 ef ff f2 f7 12 6f 79 18 37 18 3b 63 9c 9c 2d c2 34 39 28 30 2c 31 d8 28 62 
0e 87 f7 89 6e 39 cd 5a ae a9 73 20 bf 50 e7 24 
Data Ascii: O[=u&Kq8:7mX(R6'4q1f`N$VbABaz~:Q$'%wr|,g8&,x6pI[93(3eX>-5@$`KO|%RPX;m;Om&oy7;c-49(0,1(bn9Zs 
P$

2022-01-28 14:30:38 UTC 1054 IN Data Raw: bd bc d0 11 15 a2 81 3b 55 49 b6 b5 0f b7 ec c2 96 3a 1d 10 d1 b9 ff af 13 c5 2b 2e 9b 6c c6 3e dc a2 cb 34 
ba 44 d6 8e 99 e0 9d 74 ad 75 ad 8f 54 03 ca 27 95 d4 d7 aa c9 2c 67 47 fd da fe 2d dd de 73 02 2a f2 39 e4 ac c6 39 85 
d7 68 83 e2 8d c4 e2 ff d9 62 45 af 2c 24 6d 10 0e fe c2 8a cb 58 1d fb 56 91 be 7d 84 4f 15 f6 e9 2b 7c 02 9c 54 a5 af 2d 
f8 0a 70 18 5f 01 63 00 d8 3f 41 52 8c 82 b2 02 41 32 0a 93 58 5a d4 f7 af 2f eb fb c7 05 5d 5f 13 78 a9 d0 91 a5 43 d9 8c 
66 bb 8a a9 7e c8 28 a9 2c dc c4 16 ac c0 ac 83 0e cf 75 ae b4 fb 51 20 3c 8d ae e0 b3 c7 63 8d c7 5c a3 98 b6 2d 8f 87 
38 b8 d2 f8 9d 67 45 1f 2f 60 3b c5 e0 a0 47 2c 34 59 f1 84 65 dd d7 ae 9f 9f b9 79 8a c5 a4 98 39 89 18 7b ec 76 60 61 
55 ec 8f 3a 2c 2c b2 25 7d fd 3c 0b a7 e7 fe f4 72 
Data Ascii: ;UI:+.l>4DtuT',gG-s*99hbE,$mXV}O+|T-p_c?ARA2XZ/]_xCf~(,uQ <c\-8gE/`;G,4Yey9{v`aU:,,%}<r

2022-01-28 14:30:38 UTC 1056 IN Data Raw: 6f eb 93 0c ec f8 fd 00 e8 f2 cc b7 3d 7f 02 cb 05 bb b7 3d 75 76 88 6e f6 a3 d1 d5 dd e8 a9 b6 c6 a2 ef 03 7e 
63 af 35 bc 77 2d 04 c5 89 ce da 19 1d 14 0f 2c bf e8 3c 4e fd 43 46 70 9d 77 f0 9f 9f d2 e2 a7 cd 56 9c d4 12 fd 2b ef b0 
0e fa 46 c7 88 22 99 77 37 3b 06 d5 f5 ba 82 31 96 18 6b 2a 12 07 56 5c 46 ce 74 8b 10 31 a7 19 ed e8 78 09 cc f3 bc a0 
81 01 28 90 f0 67 3e af 61 57 6c af 1e 4a e1 3c 28 08 e0 1c e6 80 8c 9c 98 f1 29 56 77 64 3e 82 dd 39 8c dd c5 49 3a 1e 
68 66 1c cd 49 af d3 7c 11 41 67 d6 c1 66 64 b9 5b ba ea 3b 62 d5 17 3b 77 8a cc b4 93 17 ad 06 ec 8e bc 0b 31 09 6f 
14 0b ae 88 b3 35 1b b0 1b 74 60 3d d4 49 f2 d1 0a 78 16 42 e3 2f 78 48 e2 46 bc e0 59 09 24 f7 54 81 4d 3c 4d 21 f2 dc 
c0 cb 6b f1 82 c7 2a 2c bc d4 57 1c 85 b9 1f 48 96 2c 
Data Ascii: o==uvn~c5w-,<NCFpwV+F"w7;1k*V\Ft1x(g>aWlJ<()Vwd>9I:hfI|Agfd[;b;w1o5t`=IxB/xHFY$TM<M!k*,WH,

2022-01-28 14:30:38 UTC 1057 IN Data Raw: 5e bb 98 c2 ca f3 73 89 4d 9a 0f dc 52 f4 2b 4d aa b1 8d 5f 58 63 83 b1 c5 37 0f 0f 54 d6 5b 74 fc 95 26 9a 37 
60 0e 43 1b e5 3d b2 b3 6b a6 b7 51 ad ec f1 9d 19 8c 7b 7d 43 e1 5d 34 53 4a d2 a2 3b 76 12 d7 ff 74 92 17 fe 34 c4 1d 
3f d1 1d 38 f2 6b 2f 3a 4d 71 1e d0 71 8a 83 15 eb 1e db 7e 60 42 9b b8 6b a7 9b b0 3d 93 1d 26 af f8 60 d9 b0 10 62 54 
9a e8 78 26 03 90 9d d4 e4 c0 3a 89 3c 2e cf 33 58 8f 23 a4 0f 2c 37 91 c7 e3 79 3a 6c 6b 57 e0 80 e7 e1 13 db 4f f5 0c 
f5 23 4f c1 94 39 d8 81 97 ca ff 45 b5 11 c7 40 86 89 9d c8 da 50 4c 6c 96 75 c0 ef 5b 55 9b 0e 73 c2 33 59 9b b1 63 f9 
1a bf 13 75 60 d1 75 30 2d 72 4b 47 c3 5c 30 cc 3d ec 3d 14 13 89 e6 13 b7 12 99 a9 cc 06 dd e6 6e 6a da dc 68 a5 2e 
40 6a 0d 96 78 ec 33 ab c7 a7 41 2d 95 ef 62 51 f7 84 e7 
Data Ascii: ^sMR+M_Xc7T[t&7`C=kQ{}C]4SJ;vt4?8k/:Mqq~`Bk=&`bTx&:<.3X#,7y:lkWO#O9E@PLlu[Us3Ycu`u0-rKG\
0==njh.@jx3A-bQ

2022-01-28 14:30:38 UTC 1058 IN Data Raw: 9e 9f 77 4b a5 b7 b5 36 db 28 1d 60 cc 48 72 fb 33 b8 b5 e8 86 bf b8 92 77 9f d1 15 8d de e0 c6 67 c8 4d 30 
74 6d 1e a0 93 c5 8c 04 54 b4 99 66 8a b8 40 6b 4a af e6 2f ed 27 7b 77 d9 85 ba 88 1a a0 67 51 03 0f fa d9 c5 48 42 50 
33 34 83 81 bf d7 ef 9e 9f ef 8a bc 44 0b 74 07 c0 ef 37 b1 f7 57 f7 3c 18 71 ac 33 c7 73 c0 f8 f9 30 ee 14 2d 9d 59 59 70 
48 a1 ae 3b f4 a7 ef 70 01 20 2f d5 08 9f ac 27 7b 36 ed 9a 5a 18 f6 6f a0 04 5e ab e5 69 46 e4 2a 69 b6 41 9d 06 36 4c 
28 6d 83 be 8c 42 24 14 8a aa 30 7d 03 b7 59 1f e9 c2 38 53 83 a9 0b 6a ec ad ef 8f eb 7d 80 00 0f 82 93 fd e3 64 d8 7f 
34 d7 11 65 1b b0 7e 72 9f c1 16 74 c4 bc 9b d7 b0 db b8 56 0c 8c 3b 40 25 40 8a 2f 3e 22 1b d1 32 01 b4 f4 05 5a 26 1b 
1b 93 04 46 40 0a 88 50 72 e6 6f 46 f7 b4 a5 d1 10 0f 
Data Ascii: wK6(`Hr3wgM0tmTf@kJ/'{wgQHBP34Dt7W<q3s0-YYpH;p /'{6Zo^iF*iA6L(mB$0}Y8Sj}d4e~rtV;@%@/>"2Z
&F@ProF

2022-01-28 14:30:38 UTC 1059 IN Data Raw: 5f b6 a3 0d f2 b2 70 07 54 ce bb 08 31 bd 38 62 16 dd 96 3c 14 76 54 7c 9b 0d d9 e9 a9 e2 99 18 83 a8 27 e8 
4a f9 30 5c ad e2 17 45 5c 80 c7 34 f1 c6 db b1 f7 43 e6 fe 20 cd 2e 0b 5d 4b 49 64 77 6a 4c df fe 39 a4 a8 9d d9 53 e8 
20 92 96 de 61 b8 89 9d e6 36 d4 59 1b 0f e9 76 0d 57 9e 3d 6b 09 50 43 58 41 78 8f 16 ec 70 33 d1 18 e1 a7 59 eb 0c 
52 e6 18 b4 7d f3 da b9 43 32 80 8e 06 9c 3c b7 32 35 66 e1 74 34 c8 45 13 0b 6f e7 c2 3b ec c2 d9 98 df 1a af 33 19 ad 
6b 3d 0e 85 e3 94 74 51 9a 67 56 9b 55 83 dc d9 ba c5 0f 4e ed d7 30 8a 00 8c 57 ef 18 fe f3 33 1b 3e 80 16 ed 16 43 7e 
a5 44 8c ff bb 21 28 40 1d 50 df 25 8e 35 10 50 d6 87 92 bc 34 c0 60 6e 59 0c f1 c3 71 2b 31 64 fc d7 ba f0 02 e8 d9 05 
f0 eb 18 12 e8 1f f4 95 5c 22 b2 cc 34 f6 22 0f 51 66 27 ee 
Data Ascii: _pT18b<vT|'J0\E\4C .]KIdwjL9S a6YvW=kPCXAxp3YR}C2<25ft4Eo;3k=tQgVUN0W3>C~D!(@P%5P4`nYq+1
d\"4"Qf'

2022-01-28 14:30:38 UTC 1061 IN Data Raw: 2c 1c b3 31 94 bb 9e 27 0c f3 74 d2 4f 44 f1 66 dd 15 3b 2a c7 a3 1c 82 01 72 c9 6c e8 15 73 0d 71 b8 9b 91 
78 6e c0 a6 41 ce ed 07 e4 a4 09 fa d2 5a 92 f1 f3 63 3e bc be ac 35 e8 c2 76 72 2e 4e 4e d6 44 8e 6f dc 60 a3 fc d0 3c 
88 6b f2 e8 88 10 6e e8 db 8d dc 26 1a 06 1e 4f 55 6c 29 8a 1e 1c 25 40 cc d1 f1 71 93 ed 91 09 e7 ba 77 4e 8a bc 47 4a 
c9 32 8a b1 1d 09 05 c0 11 a3 98 4b 18 9a 81 ac 75 c9 41 e6 b1 91 66 6c b3 47 04 54 62 ba 87 97 08 f7 87 41 93 79 c4 
26 f9 06 e2 a3 00 f4 58 c0 38 fb 96 6b ed e7 28 e6 3c 46 2f 71 47 03 fc c2 75 d5 22 bb 07 59 84 46 80 59 13 c9 dd 20 55 
61 68 5a e6 07 2c 4e 2c 84 aa 10 06 5d 7b e8 f5 b1 52 ae 45 6b 78 b5 49 ec 7c 49 b3 fa 78 99 a9 e0 bc cf 84 eb 85 9e 25 
e7 30 4d 25 a8 15 9e 25 b4 79 95 a2 61 c9 02 83 df 41 9c 3a 
Data Ascii: ,1'tODf;*rlsqxnAZc>5vr.NNDo`<kn&OUl)%@qwNGJ2KuAflGTbAy&X8k(<F/qGu"YFY UahZ,N,]{REkxI|Ix%
0M%%yaA:

2022-01-28 14:30:38 UTC 1062 IN Data Raw: 82 5e 02 39 d1 2b b9 33 59 0a 38 e3 7d 96 7d f4 92 cd 4e 53 1c f1 13 34 db f8 74 76 82 ee 30 2c 1d c6 f3 e4 
1c 46 70 04 f2 0d cc fe b3 93 16 8e fb d0 9b 00 3f ca f6 8e 31 e0 53 ce bf 93 6d 7d 4a b5 d5 e8 23 dd 9d 5f b0 49 a8 19 
80 48 a0 40 c0 1d d0 1f 20 fe 23 d1 1f 1e 4a 20 fa 63 1c 4b f0 a7 6c cb a2 af b8 54 26 db 6d f4 93 ed 1e 8c ad a7 b3 cb e3 
63 a2 1f 50 31 86 44 35 e8 64 41 dc 08 aa 1f 13 8f e2 a3 ce 46 3b cb 19 00 ce 3a 73 90 4a b5 77 90 5a 67 7f 06 c9 7e 62 
4b ac 99 c5 bd 60 0c 27 59 ef cf 40 af ad 25 96 33 44 e0 09 50 68 e3 82 38 b7 f0 70 46 54 9e 4b 1f c8 bd 2b fa 96 e9 a8 
62 10 69 16 30 df af d4 0a 9a c2 e5 17 00 a1 7e 01 b3 f2 92 7c 6d 80 32 a6 30 1f 67 7c ed 3d 68 fd c0 86 e8 b0 3e b0 30 
c0 01 32 83 81 8d 9a 47 b6 59 b6 56 f1 13 fb d9 61 fc 
Data Ascii: ^9+3Y8}}NS4tv0,Fp?1Sm}J#_IH@ #J cKlT&mcP1D5dAF;:sJwZg~bK`'Y@%3DPh8pFTK+bi0~|m20g|=h>02GY
Va

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 1063 IN Data Raw: 9c f8 d3 22 72 fa d4 57 b5 7d 3e 16 06 28 32 a2 44 8f 68 4a 02 e2 3d bb 3c 25 35 56 7a 41 d5 f2 b8 75 fe 09 
93 c5 53 a4 b0 d3 cf 22 f8 5a 1e 85 c4 0e d3 ca b5 80 44 b9 b2 c1 50 5d 34 7f c0 00 e1 5f ce 03 39 ff e3 7c 8a b3 a7 85 2c
f9 62 02 2a dc 22 ac 9c 2a 47 e4 08 5a 3d bf fc 70 d1 ba 38 44 ce 18 3d a2 09 f3 14 19 eb 39 a2 8a 3d c1 62 de 3c 6f 9c 
b5 44 ba fc 46 66 2c 64 02 98 9f 3f e1 f9 a6 8b fa 7e fd a2 0e ec 92 3f 2d c2 18 4a 7c 4b c1 3f 52 82 df 02 f0 8f 4f 8e 81 78 
f0 2f 10 cf e5 c5 61 0b 5f f9 03 80 7c 76 72 0a 53 ab be 0f 9c 4c 93 5e 70 39 69 11 f7 60 bf d8 b9 d3 33 d0 91 31 29 7a 5c 
09 6e d3 eb 2c 64 f4 2d 25 c8 c7 29 90 8f 4f ce 8e d0 24 c5 7e 01 ac 93 cb e3 fd e6 3e b0 fb b3 63 42 67 2a 61 f1 e8 0b 
98 be 53 dc ee 45 50 1d 2b a1 fa 8c 74 50 3f 
Data Ascii: "rW}>(2DhJ=<%5VzAuS"ZDP]4_9|,b*"*GZ=p8D=9=b<oDFf,d?~?-J|K?ROx/a_|vrSL^p9i`31)z\n,d-%)O$~
>cBg*aSEP+tP?

2022-01-28 14:30:38 UTC 1064 IN Data Raw: 3c f8 8a ae 48 fb d9 41 00 f5 0f 7d 1f e5 dc 69 cc 2b 54 e9 65 7b 74 a8 51 a8 fa 7b ab b4 c7 ec 8f 2d ad d1 28 
d7 f7 77 b7 b6 35 75 ad fb cd 83 fa e5 e1 05 f7 d8 8c 9c 44 eb a7 a7 37 ad 7d 55 4b fb 4a b5 50 ec f0 3f cd 17 7f 2c 22 2e 
ac cc 59 81 6c 1e a5 5c 29 7d 57 0e ad c8 f0 d9 5e d5 44 47 18 ef 96 b5 f3 d9 5e d2 4d 1a f3 55 cd 60 9e 65 2d e0 f7 a5 
6d a0 c1 6f 65 23 6c db 7c 45 86 65 cd e0 5e fb aa 56 d8 7e fc f2 ef 4b db 40 ef 97 55 6d a0 e7 e7 b2 36 e0 fb d2 81 ff e1 
ac ee c6 54 75 1a 20 5d cd b2 9e 5c 06 ab 1a f1 13 f6 95 65 2d 5d 06 cb 5a 6a de af 6a 89 4c 0c cb 1a 68 de ab 1a 38 51 
fa 31 4d 19 07 12 6c 8f 5e 1b d2 f2 94 49 4d b0 cc a9 b4 82 a5 39 1c 3f de 99 72 5a e3 12 d5 72 6b 1d e1 51 e9 6b a3 36 
77 1e ae b6 3f b7 c5 b6 45 fc 9a d8 69 89 93 d3 
Data Ascii: <HA}i+Te{tQ{-(w5uD7}UKJP?,".Yl\)}W^DG^MU`e-moe#l|Ee^V~K@Um6Tu ]\e-]ZjjLh8Q1Ml^IM9?rZrkQk6w?Ei

2022-01-28 14:30:38 UTC 1066 IN Data Raw: 08 4e 56 53 c4 e7 7b 85 72 6a 5b 31 56 6a a5 f7 b0 7e e5 4b ef 9d 3d 8c fc 9e 4f af 64 ec ee 06 39 e5 c1 2b 
66 82 0f e9 ba 69 53 bc 6e 8c 2e 8e 37 db bc a8 af 47 1c d3 17 a3 63 ff 81 29 80 2b bb b3 92 11 3c 28 82 4b 6f 96 df 2d 
d1 05 8a 01 36 7d 82 81 cd 57 2f 97 ac 86 90 97 5d c9 3e 1e 56 55 f8 35 11 d1 5b 8e dd 2c e9 32 ab 05 3b 90 a7 9b e1 
34 18 e0 cd 80 a4 fd ac 6c 76 25 f1 26 00 13 77 bb 4b ca c4 c6 46 14 2d 2d fd 29 63 76 d1 e5 8e 2d cb f8 12 c5 21 ea 68 
6c d5 59 d9 97 95 6c eb bf d5 5b 61 7e 7a 51 8f 45 e6 df 1b df a4 99 6b 65 c7 56 75 fd 54 d9 f5 8c 32 99 46 40 26 03 b3 
da ac ce 06 f2 4e 02 39 99 1c bf 45 03 19 93 d8 ca 25 6c 25 42 ea bf 27 c7 da 9e c7 84 a8 38 b4 d1 aa fa 57 0e f7 87 7f 
08 c2 6f 68 5a 1f 56 0a d6 0f bf a7 67 b1 20 b6 bf 87 92 87 
Data Ascii: NVS{rj[1Vj~K=Od9+fiSn.7Gc)+<(Ko-6}W/]>VU5[,2;4lv%&wKF--)cv-!hlYl[a~zQEkeVuT2F@&N9E%l%B'8
WohZVg 

2022-01-28 14:30:38 UTC 1067 IN Data Raw: 5a 1e 0d 3d 98 5b 90 4b dc 22 b1 de 9f fa d8 d1 5f 95 99 9c 71 8c 98 d7 65 6d cd 3a 91 79 3b 8e d3 30 a1 d4 
4a 21 e3 ce 85 1b 55 0d c2 da 7f b1 bb f9 62 6f 6b 17 6b 3e 3c 58 0d f1 df 46 c5 3f f2 3f a8 ba 12 b2 44 2e 2e 67 b3 cb 65 
72 a1 29 c4 93 51 9c 51 2e 37 8c 65 cc 08 25 34 8f 5b b1 b7 21 0c df 84 e3 d5 49 af df ef 65 ca e3 93 12 88 09 71 15 41 
f9 a8 70 dc 58 aa 2e bf db 91 5f bc 51 92 31 ce ef 39 1a 2e dc 4e b1 2d 2f 87 1d 06 ed 11 1e 67 28 42 98 99 c2 28 d2 a3 
44 64 c4 49 47 fa 65 4e 94 45 d5 08 6e ae c2 eb 20 e2 31 de 54 49 44 3a 91 dd 1d b9 2a 5b dd 6c 84 c9 08 29 ad 1d 14 
97 12 d6 39 7e 92 cf 3d f6 7b 38 be 7e fd 06 3a 4b 00 22 6e cb 3b c0 09 f3 d4 3c 7c 54 6f d6 3b ad 1b 28 70 13 39 25 aa 
ea 85 75 91 ba 01 20 ae 3e eb a6 c3 1c 04 53 e7 3e 6d d9 
Data Ascii: Z=[K"_qem:y;0J!Ubokk><XF??D..ger)QQ.7e%4[!IeqApX._Q19.N-/g(B(DdIGeNEn 1TID:*[l)9~={8~:K"n;<|To;
(p9%u >S>m

2022-01-28 14:30:38 UTC 1068 IN Data Raw: a5 13 07 1b c7 c4 00 93 81 23 a2 9a 4d ba 03 55 b0 b8 f5 35 e1 9c 4b bf 11 aa 18 c7 1a c0 06 d0 9f c3 8d 8f 
92 80 4c 43 b8 44 85 9a 58 14 a5 68 e2 fe 0b cd cb 2f 69 25 da 65 e9 61 b2 ae 6e a1 3f b8 9d bb a2 4f 89 65 81 6d 90 65 
05 ec 0a e8 41 be a9 42 ab b8 9e 02 2e 44 2d 13 a1 3a 74 fb 33 b0 c4 c0 3d 37 fe 08 62 27 e6 83 d1 0e e4 f6 89 a6 45 1c 
0b 4c 92 7c 55 81 58 01 1c ba 81 dd 2d d5 90 98 f2 87 9b d8 2d 6d 22 b0 72 62 1b 63 97 09 3f f9 87 b6 d5 d8 50 4d ba f6 
b5 ea a6 86 13 7e 47 78 b3 45 88 4d d0 66 df 1f af 0a 78 52 54 9c 8c 82 a7 f6 7f ff fe ba ee d8 2d ef 6f db be fa fb ab 5b 
03 6a ed 6f a8 f5 e4 29 81 fb f6 28 b8 7f 87 a9 3c 76 76 bd e6 c2 dd 81 c7 fe 1b 78 cc 26 5e d3 0d 5f 79 9b 0b 77 17 ca 
4e f7 a1 4c e6 e0 6c ba 22 bd 24 bc dc 83 97 03 6c bf 
Data Ascii: #MU5KLCDXh/i%ean?OemeAB.D-:t3=7b'EL|UX--m"rbc?PM~GxEMfxRT-o[jo)(<vvx&^_ywNLl"$l

2022-01-28 14:30:38 UTC 1070 IN Data Raw: a8 08 f0 3c 11 e7 cb d1 30 25 9c 83 ff b1 2b 04 4a 29 75 8b f4 18 24 d4 bb 86 be e2 20 a8 70 27 69 b7 eb 22 
4f 63 eb 31 7c 20 72 3a 2e ef 83 10 46 6b e5 87 38 c5 7b a4 86 4a 06 c9 0b a3 f1 48 30 33 8d 8a 68 bd 1e d9 c6 54 7f 34 
33 a3 f5 ba 2d 49 83 0d 94 ec c2 f1 df f2 8c 0a 8e f7 1a 49 03 1a 84 0a 86 55 02 31 f9 86 07 63 96 89 1e 16 ee 79 11 5c 
1b 78 b3 0f ea 59 ef 3b c0 20 50 20 cf 49 5a 8c 52 45 00 7d a0 1c 0e 50 6e 8a 08 15 ad 1e e1 27 9c a5 93 6a c2 fd a4 40 
b8 17 ab 11 e1 7e 52 20 dc 4f 4a 8c 42 a9 c4 ac c3 50 5e 2e f2 57 4e 4a c4 7d a9 84 5d 8a 46 65 d4 a3 22 04 65 86 4e 
55 a0 54 16 65 a2 f8 68 e1 be 2b 0b 01 1e 95 22 b0 f8 a1 e1 6e 8f 94 f4 79 07 0d 7e ba d4 96 75 e6 b8 af c4 e0 86 50 94 
2b 8b 80 e4 05 74 bb 3b c4 b4 e8 af 46 76 d3 f1 5e 11 18 30 
Data Ascii: <0%+J)u$ p'i"Oc1| r:.Fk8{JH03hT43-IIU1cy\xY; P IZRE}Pn'j@~R OJBP^.WNJ}]Fe"eNUTeh+"ny~uP+t;Fv^0

2022-01-28 14:30:38 UTC 1071 IN Data Raw: ab 46 91 92 9b 72 6f 73 fc 4c 04 df 98 3a fe c4 e4 f6 97 19 cf ad ad 75 83 60 ce 5f 5e 5b 1b e0 6f fe f6 c3 43 b9 
87 42 4b ad 76 cb 9e 03 01 be da 70 db 6c 1b 35 c5 3d 94 3f 17 84 d6 98 b8 75 73 00 2d 90 b7 4b 40 d4 6f 57 4e d7 9e 
e6 73 75 d6 d6 fa 63 b4 3e 74 a7 ca 12 1c 86 02 d7 08 7c 19 d6 2b e8 14 a0 41 58 47 03 6c 8d a6 4b 61 45 dd c0 83 32 
f2 0c 51 00 81 ea 8d 9b 2a 46 87 6e 03 d3 b0 22 32 4f 31 db 68 1d a1 96 ea c3 60 29 6a 16 ac 55 0e 88 cc 86 49 ce 8e 
ec d3 01 9a fe 42 1c fb ca ad 32 76 1f f2 bd 92 92 dc 16 f0 da 88 ef da 04 97 6c 30 96 97 aa 4b 03 19 17 73 9b 21 eb fd 6f 
e2 b7 13 98 5c 6f 48 42 9b a3 24 f7 88 89 8a af 10 b0 23 94 dd 8c ea 23 96 45 ae b2 c9 fe 2e 1a db ab 76 6a 3e f2 e8 6b 
9d 90 4d bd e0 25 d1 05 a6 22 74 7d 27 b2 3b 63 1d 71 09 
Data Ascii: FrosL:u`_^[oCBKvpl5=?us-K@oWNsuc>t|+AXGlKaE2Q*Fn"2O1h`)jUIB2vl0Ks!o\oHB$##E.vj>kM%"t}';cq

2022-01-28 14:30:38 UTC 1072 IN Data Raw: ca 8b 45 29 15 d9 9a 4b 43 15 66 7f f9 68 6a 61 1f 46 9a dc d5 d2 6f bd 6c 96 55 f6 9b 06 87 42 bc a2 a3 4c 1a 
68 5a 1c 28 1e e7 e5 a3 d4 87 44 30 74 82 8e 8f a8 8c 63 e9 0d aa cc 06 f2 5b c8 45 ea 2e 45 cc 1c ff b9 cc 55 fb 70 6c 
22 56 72 d9 2e 32 cc f8 29 e0 95 1b ae 65 55 b3 c8 fa 49 65 34 a6 43 05 4c 29 ac 11 05 54 13 13 91 3a 04 8f 20 04 45 9f 
a5 a0 89 52 7a fe 0e 29 41 1f 30 47 69 a4 15 9c 7d 0c 2d 3f f4 4b a3 4a 96 8e 8a 2f 9a aa 61 b1 27 d7 61 11 ad 29 44 16 
2b 44 da 92 97 b1 70 96 e8 8c 8b ce d5 c2 22 5d 00 c6 91 99 c9 42 30 09 8d 83 e7 8d df 7f dd 7f 21 82 21 bc 78 be bb b7 
b3 b9 79 80 8f ac 8c 7d 5d c6 e9 68 6a 2a e3 6e 08 11 d5 33 bf f3 32 9c 76 e6 68 91 2d 7d 1f fd f5 f5 8e d3 be ea 6c 3c bb 
0e d4 bb ab 0e 33 08 5d 96 a2 09 fd 6d 28 d5 b6 32 
Data Ascii: E)KCfhjaFolUBLhZ(D0tc[E.EUpl"Vr.2)eUIe4CL)T: ERz)A0Gi}-?KJ/a'a)D+Dp"]B0!!xy}]hj*n32vh-}l<3]m(2

2022-01-28 14:30:38 UTC 1073 IN Data Raw: cb da 39 28 2c db 68 6e 44 eb 4d e5 89 86 9e ee 94 19 ee 3e 4b 6e f1 d8 7a 9b ee 17 5e 09 19 e4 65 3a 1f a2 
a0 03 51 d4 49 38 ec b5 91 ef 82 bb 8e 2b b9 11 b0 f6 f0 29 b1 7a 1e 2c 04 9c d3 19 a6 41 f5 3e 8e 61 d5 b2 3b 20 4b 06 
f2 35 9c 3a e5 bb 4b 5f 6b 2e d4 f5 41 05 41 d8 6a a0 77 f8 47 03 a0 85 12 0a a9 44 a9 82 62 c0 3b bb b0 3c b1 11 cf 85 
fe 8c f3 fd 66 aa 7c 4b ea d5 c2 58 95 3d 93 16 82 bd e1 fc 9b 2a fd 55 6a 7b 1a bc 93 4f ca d4 4e 61 49 fa 80 bd 99 7c 2a 
93 35 56 15 b5 45 5c 68 9b 98 52 b7 b6 ac 33 e4 46 ed 65 2f a5 4d 03 20 36 69 de c6 06 62 18 a8 72 ad 13 b1 8f 9f 21 
6e 88 04 64 86 e5 34 d4 ec 28 7e 36 58 f8 e1 e4 11 5b db 5b 41 36 73 3f 51 55 92 63 5e 9f f3 01 31 c9 57 91 9c 31 8a d6 
dd e4 5a 04 7c f9 05 08 40 69 60 71 39 b6 ff ea 93 a4 eb 
Data Ascii: 9(,hnDM>Knz^e:QI8+)z,A>a; K5:K_k.AAjwGDb;<f|KX=*Uj{ONaI|*5VE\hR3Fe/M 6ibr!nd4(~6X[[A6s?Q
Uc^1W1Z|@i`q9

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 1075 IN Data Raw: 1c 88 c5 38 e8 f5 b7 fd f6 ed e7 ed f7 db 47 c7 db 3b 47 c7 47 97 1f 2d 0d 22 09 6c b0 cb 71 25 ef d0 2f 05 ba 
be 21 26 e0 cd d0 e4 1d 16 fe f8 e7 59 f2 c9 0f ee 4d be 2d e3 fa fc 76 63 c3 c5 88 b9 f3 5b 54 5b 21 2d 89 81 c6 2f 23 0c 
d0 6d 18 e9 08 ea e9 d5 c0 4e c8 ee 8e c9 9c dc 9d c4 4b ea 37 c0 75 05 79 d1 67 a0 5f e2 70 68 19 d6 cc f3 61 45 13 ad 
50 36 c2 a0 c9 fa 65 ce 8a d8 40 5f 02 54 a4 56 86 03 27 6d e6 1b 89 c0 68 32 0d c7 f4 ca f6 b4 f9 90 95 f9 bd 1c 1e 11 
29 d2 06 b9 34 2c af 34 0b f5 86 29 d6 55 11 55 0b ee 5d 54 48 2c 74 ff 25 e5 84 bd 6e 61 54 63 d4 15 91 54 3e ec 0d 33 
e0 c4 61 03 b0 04 43 25 a4 c0 85 ea 9b 8b e5 8a 63 5f b8 d2 1d 1d 08 d1 29 93 dd e4 10 e4 b8 cf d1 29 7d ab e8 94 1e 
d5 d3 b1 51 cd e8 39 2b db f1 a0 83 3a 1a ec 8a 49 a2 
Data Ascii: 8G;GG-"lq%/!&YM-vc[T[!-/#mNK7uyg_phaEP6e@_TV'mh2)4,4)UU]TH,t%naTcT>3aC%c_))}Q9+:I

2022-01-28 14:30:38 UTC 1076 IN Data Raw: 89 43 be e7 6a ed 59 dc f0 4e 10 a7 07 fa 2b 0e d3 f5 75 a8 bf aa ef 55 68 31 77 a9 e2 07 11 4b e0 95 b0 7e 
e6 3f 23 11 07 dd 2d f7 cf 01 bf ce 86 b6 5e ff 15 f1 fd 3b 13 c3 f2 1b 28 38 b2 fc aa c6 7a 24 4d aa cf cc 74 85 21 a5 28 
2c 67 34 0d 81 d5 20 3e 1e 5b 7e c6 ad fb 3c 41 f7 fd d6 b2 17 9e b4 3d 34 83 ae 71 e5 84 82 ad c9 f5 32 82 91 f5 8d 27 
33 50 d9 81 f1 d4 91 4f 4a 6a c5 01 9f c7 13 73 41 85 59 f9 40 54 27 1e e2 75 b7 bc 28 35 c1 01 9f 84 22 8e fd 97 41 05 
ee 22 a9 89 ca 73 b7 8b 8a 79 65 c5 62 c2 6b 2c e5 53 7b 93 ca cc 95 40 aa dc 90 db 17 b0 f6 66 6a 27 c3 30 7c 51 1d 
ea 2c 16 12 90 45 41 e4 ff 1d d1 22 4e c1 dd 68 62 8e 1a a5 aa 50 8e 13 4e 6b 7a e3 c9 2c 7f b7 2c 03 39 8b 32 e4 9d 86 
1d f6 30 a5 93 59 3d 77 37 e6 49 fb 71 cb 90 33 48 e7 cc 
Data Ascii: CjYN+uUh1wK~?#-^;(8z$Mt!(,g4 >[~<A=4q2'3POJjsAY@T'u(5"A"syebk,S{@fj'0|Q,EA"NhbPNkz,,920Y
=w7Iq3H

2022-01-28 14:30:38 UTC 1077 IN Data Raw: 6d d8 ee 76 81 ba e0 73 0d d3 69 9b d3 81 93 74 1e d9 d9 c8 06 d6 27 1a a1 c2 14 2a b4 5b 70 34 3b ad 39 
96 12 2d e6 a2 d1 51 29 26 de ee bb 8b cb b3 93 cf bb 67 a7 97 e7 67 c7 c7 18 51 8a c2 e3 d1 36 93 2c a4 8d 71 bc da 
92 9c 02 08 00 42 65 55 15 b4 54 2d 2f 91 bf 70 3f 7d 58 40 54 a0 33 16 69 c5 5e 62 68 b2 cc a9 d1 da bd aa 36 97 67 5c 
87 c9 bc 19 4b af 52 44 b6 91 8b 0b 94 e3 b5 ed 44 cb 6a de 96 36 59 19 05 b7 c0 78 6e 42 fe 85 44 d4 cd 04 a5 9e 80 d
b e7 14 86 5f 64 92 76 4b 29 a4 71 1a ee 5e 15 1a 97 77 37 13 84 14 58 06 a9 44 65 3e b8 c2 b7 e7 3d df 8b f0 d2 47 51 
94 34 5f 9b e8 83 46 56 02 07 a5 85 72 1f ac 93 ad 5c aa c7 1e e0 5b f1 66 0c 04 9f 51 3e 6d d9 7f 21 8f d4 b2 a7 c0 0c a
7 ee b4 de 0f 06 8e 07 65 53 25 21 03 d4 88 2f 55 01 55 9a 4a 8c 
Data Ascii: mvsit'*[p4;9-Q)&ggQ6,qBeUT-/p?}X@T3i^bh6g\KRDDj6YxnBD_dvK)q^w7XDe>=GQ4_FVr\[fQ>m!eS%!/UUJ

2022-01-28 14:30:38 UTC 1078 IN Data Raw: 4b 58 50 9f cb 93 4a c7 10 f5 02 49 3a 03 86 b6 4c d9 68 44 44 93 62 80 92 41 eb cd 12 ea 47 68 10 04 32 31 
32 eb ee 86 43 a4 66 38 88 05 4b 20 87 3c fc ba a5 2b e0 8e 6f 28 b2 77 c7 8f d6 9a c4 c5 66 dd d1 bc 9f ec b2 d6 fb 3d 
90 45 23 e2 51 a2 b5 67 e5 d7 db f3 a4 c7 af ab 5e 90 2c a5 dc 1d 99 8c 03 42 3f 06 b4 33 8c ef 38 af 04 1a 1f 84 df 8c 22 
e0 11 c3 61 6f 80 72 a0 1f 55 a5 ef 93 a2 fb 02 be 70 9c ce e0 ca 88 46 df 00 52 d0 94 fa 04 a3 7d f8 67 e4 64 54 6f 4f d3 
f4 3b 2a 36 0c f5 6b 59 05 7c 01 9d 40 7b 19 45 35 5c b7 90 db 7c 73 a3 02 2d 17 e7 f6 d8 94 2b b7 86 74 4d 62 83 10 a6 
71 8f 00 1e 6a 48 8a 8e 30 0b 72 88 3d d6 84 fd 01 6c da 8a 8a 78 82 00 74 b3 44 6f fd 39 9b c1 69 c7 70 c9 64 6c ba 3b 
5c 06 3b 8a 64 8e 30 7a 4b 26 fe ad cf c8 03 ce a0 
Data Ascii: KXPJI:LhDDbAGh212Cf8K <+o(wf=E#Qg^,B?38"aorUpFR}gdToO;*6kY|@{E5\|s-+tMbqjH0r=lxtDo9ipdl;
\;d0zK&

2022-01-28 14:30:38 UTC 1080 IN Data Raw: 6e e0 47 76 db 4d 5b 09 30 bb 49 fa ee fc 68 77 34 18 8f 86 40 8f d9 08 2e e3 3e 1a 4d 3f fd 7b fd 69 c7 b5 6a 
28 62 c2 30 16 8b 85 fb 57 c5 dc f2 cb 24 f4 a5 e5 bb 1a 36 46 aa 6a fc 41 3e c7 8a 4c c9 a3 af ab 6a 2d 8b 90 6b e3 8f e4 
e1 21 f9 23 46 33 92 58 90 b9 96 c5 e3 4e 8d f8 b0 30 1f a4 86 c2 e0 4a 96 c2 c4 57 30 31 85 ab 0a 62 e7 1a 6d ee af 9a 
d7 3e fe 13 44 ad b8 15 af c3 ea af 47 5e e4 29 06 3f 04 d4 bb 6e 63 8d 16 8c 63 5d 84 52 74 38 82 a0 fb a1 0c 87 30 d0 
ed e9 34 bc 03 48 a7 bf 78 fb c9 ed 44 17 f1 e4 65 24 b7 33 81 ed fc 80 94 9b 88 cc 15 5d 25 d7 68 fa c4 57 be 50 1f 22 f5 
44 57 79 b8 6e 5b 78 9f 44 18 b3 12 76 7c 1d d8 e5 e2 f6 c8 8e 28 42 b5 fb 71 19 99 41 f0 15 53 94 2c 1c 40 ec e2 a6 6b 
01 8b 22 11 c0 66 0d ed 35 3e 15 77 35 0a 3e 4e 
Data Ascii: nGvM[0Ihw4@.>M?{ij(b0W$6FjA>Lj-k!#F3XN0JW01bm>DG^)?ncc]Rt804HxDe$3]%hWP"DWyn[xDv|
(BqAS,@k"f5>w5>N

2022-01-28 14:30:38 UTC 1081 IN Data Raw: e6 73 27 07 e1 e6 af 0e 14 97 ca 16 ee ca 2d 10 a7 57 bf 00 e3 d8 fa cf 35 7c 77 c8 8f 2d 0f 1f fa e2 01 7f 4f c4 
6f aa 35 42 8a 16 fe f6 8a 4b 2e 6e 5d e9 6e a9 85 79 08 d9 46 53 92 3d ab ab d1 c2 cd 0a 73 a2 d4 36 a1 0a 0b 45 bb 8c 
c4 19 80 fb 7b 66 b4 55 75 71 32 d0 9f ae 62 db a2 2a 8a 91 1c aa d0 e3 60 5a 71 41 1c 0c 85 e0 d0 9a 03 ee 6b f7 86 69 
62 e5 da 1c 13 dc df a4 77 59 2d 9c a6 b5 bc aa ae bc 94 e4 86 88 9e 07 1c dc be e1 37 5d c1 40 49 4c 0f bc 93 8b dc 6b 
72 ed 9b fc 57 db 69 21 bb c7 81 57 85 1b 21 fc 94 ae 0c a8 7c 0b 7a 53 43 c6 64 46 66 cb 04 96 31 c2 f7 74 49 c8 04 9d 
15 76 51 55 16 7b 27 44 a8 5f 24 d1 68 50 3c 1d a9 b1 8b 85 61 03 7b de 85 2e 9a 4c a3 0e 54 18 e4 09 61 c6 7a d0 d4 
c7 90 a7 20 32 36 45 8d c0 f8 aa 8c d9 90 87 97 91 d4 
Data Ascii: s'-W5|w-Oo5BK.n]nyFS=s6E{fUuq2b*`ZqAkibwY-7]@ILkrWi!W!|zSCdFf1tIvQU{'D_$hP<a{.LTaz 26E

2022-01-28 14:30:38 UTC 1082 IN Data Raw: d6 2c b6 8c 3b 1d cd 76 47 c3 76 af 33 9f 12 1f 3d 10 49 df 94 b9 d7 82 91 d6 c4 b9 5f a0 89 a7 36 02 d8 1a 3d 
a6 08 a5 2b 86 3b c3 06 12 08 fe fc a7 76 0c fc 36 16 b6 d7 31 c9 17 92 81 12 25 b0 64 81 a3 01 d3 fd 29 d9 54 31 ed 3e 
ea ec 2f 66 a3 29 0c fd ca 4a d2 68 0e 30 37 ea 64 d6 35 e7 57 88 82 1e 06 26 9c 8d de 01 32 92 d4 08 89 a5 1f e9 20 1e 
0d b3 51 3f b5 50 20 69 b5 43 e0 09 48 5e 6e 50 1b 30 41 7d 88 37 fa 10 8b 9b db af b8 bb e5 01 b7 f7 25 d9 ef ae 36 c9 
dc 3b ac 1f c5 a6 9e 48 64 a7 09 
Data Ascii: ,;vGv3=I_6=+;v61%d)T1>/f)Jh07d5W&2 Q?P iCH^nP0A}7%6;Hd

2022-01-28 14:30:38 UTC 1082 IN Data Raw: 39 d2 97 48 53 93 f7 20 ca d1 4e 41 ff 6a 95 29 f7 95 f6 b5 86 73 ed e3 b7 d0 1a 97 4f 33 3c a8 b4 23 c8 00 7c 
41 9f 08 72 12 d8 f2 c4 9a 08 c0 e1 33 26 ca 38 cf ae 1e 36 7b 53 55 c7 40 30 3f aa dd 54 b5 61 e7 1e a9 2c 13 93 c8 da 
bc 59 15 f5 65 2c bd fd 32 9f c2 f4 cd 95 75 65 5d b3 84 3f 0c ec fc 10 6f a0 91 cc 53 c0 b1 ae f0 99 b6 ad 1a ff 47 b8 7d 
74 d0 fb 96 26 36 05 ac 26 fc b3 f1 5b ce 33 e2 11 c7 9e e0 7a c2 1b 4b 52 40 fa 9d 26 4e 7f b3 f1 47 bb 65 35 00 dc bd f6 
c2 4f e4 e2 03 a7 76 00 48 e3 23 a0 27 5b 93 e8 39 ae b5 61 b9 29 57 38 19 0d 67 5d db 59 6f 1a a5 f4 59 b8 a5 ac 9a 
2a 3a 04 0a 24 a3 32 2f 6f dc 1b 62 e0 a0 42 e9 45 0a 6b 97 70 69 1d 4b 4f c2 59 b7 de ee 8f 46 53 d9 0c 0d df 65 ad a7 
cd 06 12 0d 62 d4 d6 f5 15 9c d7 e8 2a 62 68 b9 76 
Data Ascii: 9HS NAj)sO3<#|Ar3&86{SU@0?Ta,Ye,2ue]?oSG}t&6&[3zKR@&NGe5OvH#'[9a)W8g]YoY*:$2/obBEkpiKOYF
Seb*bhv

2022-01-28 14:30:38 UTC 1084 IN Data Raw: 1d 16 6a 0f d2 69 c1 33 6e 55 4c 08 59 e7 d7 4a 35 f0 1a 6d 5a 5f 03 39 ba 2a 56 02 5f 87 2a fa 77 98 d0 6c 
1c bf f0 56 f5 65 56 13 a9 a9 b3 aa 43 a3 12 c7 dd c8 ad c9 13 60 d0 21 94 c0 5b df 15 3f 14 fe 5d b8 69 56 45 da 46 19 
f4 8f 16 42 dd 22 de d3 f3 5e c4 99 2d 15 5b 98 65 28 c5 fc bb 59 2d 11 58 1e 43 03 a7 80 73 d3 5a bb d7 07 8c 40 b1 5d 
73 cf b9 4c 58 4d 17 7b 7e 23 23 c2 76 d8 61 b9 76 28 ce 10 6b 02 d4 5c ac 5c 03 7e 75 4d a9 15 2a 67 b2 d9 78 19 b6 
ac cd c6 3a 72 4d 39 57 b6 70 a3 e2 5a b2 c0 27 e7 d2 55 30 0a 1a a9 ab 18 ef d8 d1 7e af ff be ff bc 24 e5 d7 ef 06 9e 
bb 4d ae 30 48 77 87 99 0e 79 15 23 5e c5 80 55 a4 bd 78 78 58 c5 68 db 09 86 7b a2 02 f4 b3 a2 cc bb 50 28 7e af ea af 
30 e6 a6 6c a4 0a 64 54 9a 76 56 42 07 a8 54 eb 64 f6 5f 18 
Data Ascii: ji3nULYJ5mZ_9*V_*wlVeVC`![?]iVEFB"^-[e(Y-XCsZ@]sLXM{~##vav(k\\~uM*gx:rM9WpZ'U0~$M0Hwy#^U
xxXh{P(~0ldTvVBTd_

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 1085 IN Data Raw: 9f 87 07 3b 21 ab 00 87 ec 7e d8 79 0b 9a 64 18 15 59 a0 ec 6a 9c de cf 44 c0 18 4d 25 0c d0 b0 b9 ff cc 51 
c8 5d e0 7a 95 c8 d0 fd 6a 9e 9d 38 b2 ef cf 3d 34 8e 27 bd 9a 77 13 51 c4 45 86 49 a2 f2 3d f4 18 94 09 e8 43 3d 47 a4 
e3 1e c5 58 82 5c cd b7 a5 d7 86 89 aa 6f ec 62 e5 c7 10 3b 1b 7e ac 18 f5 47 d5 77 92 69 45 76 90 8a a8 6a 52 fc 92 13 
6d 87 53 fb ea 4e ac dc c0 01 ee 57 b8 fd 39 d7 15 17 04 5f 02 da 2d 05 a0 92 23 cc 2a 94 9f a2 5c f9 63 d2 42 29 a6 40 
b2 f2 88 7b a5 94 27 92 d0 d4 39 23 8c 7a 2b ec 1d 16 12 72 62 28 81 23 a2 05 14 d0 c2 13 a6 57 2a 60 e9 b5 df 69 75 
58 3e 81 f1 b8 91 d6 4e af 3a ea 6d d0 51 51 3a 17 ee 7d 9e 45 48 d0 8e b7 29 ac 4b 45 66 22 40 5b 80 79 fc 59 25 77 
26 86 4d d2 dd fa 9e 22 9c f3 f5 16 28 84 b3 f3 c8 44 9a 45 54 
Data Ascii: ;!~ydYjDM%Q]zj8=4'wQEI=C=GX\ob;~GwiEvjRmSNW9_-#*\cB)@{'9#z+rb(#W*`iuX>N:mQQ:}EH)KEf"@[yY
%w&M"(DET

2022-01-28 14:30:38 UTC 1086 IN Data Raw: d8 a3 51 7b 71 07 e4 38 da ec 84 16 fb 9f 0d 02 07 7e 51 44 e5 67 d9 c3 c3 5b 20 2c fd 3f e1 87 7d 06 bf dc 3f 
33 ca e7 71 ce 5e 52 ac 76 3c cb dc b7 59 01 ca bf d6 05 c1 0f c8 b3 fe d6 0c 0f 97 e3 eb 62 dc 38 49 86 9f 19 dd 85 cc 
83 5c 02 d7 cd 97 d1 59 09 f9 47 c1 65 e6 af 9e 84 36 c1 b4 42 6e ce c3 c3 d7 fa 5f 12 b1 8b 5f f9 42 09 fc bd 9f 00 f2 70 
aa 2a 18 9d 05 81 d9 79 cb 7e 8d cb f2 3a 0b de 10 f1 fd 3a a3 e8 94 66 25 e4 a1 16 b4 6a 4d f7 9c 4f cd 71 e6 5e 66 95 
84 bd 1f 06 e7 ca 11 ce f1 d9 0d 80 44 83 6c 17 49 fb 26 ad 64 61 7f 8e f0 8b 8b c3 cc 3e 45 f2 6c 41 5f 11 26 21 45 a9 6d 
3e a5 27 a8 03 fb 7c d9 65 23 25 94 8d b8 ef cd da ba bb 29 50 a2 38 08 f1 b0 1a 16 9a e7 63 91 d5 05 0e f9 58 49 c6 74 
24 d1 32 12 16 0b 46 f8 a5 6e d9 d7 7b 57 06 6f 
Data Ascii: Q{q8~QDg[ ,?}?3q^Rv<Yb8I\YGe6Bn__Bp*y~::f%jMOq^fDlI&da>ElA_&!Em>'|e#%)P8cXIt$2Fn{Wo

2022-01-28 14:30:38 UTC 1088 IN Data Raw: 8e ce 42 8f 1c 5f 11 ee 02 d0 27 4b c0 66 8b ef 5f 1c f4 2a dc 39 2c ff 0d 51 54 bb 4b ae b5 37 a8 6d 16 f4 3f 
ea 9e 23 3a b5 04 44 f3 99 80 94 dc bd 10 7a 68 45 80 d8 98 25 90 c4 a5 e3 a9 aa 39 a1 fe 65 c6 b5 38 a3 2f f1 51 4f f8 
72 99 97 6f c6 4d 0c 96 1c ca 8e 43 d9 31 86 a4 a7 f5 a6 98 84 c5 57 0b 37 2b e3 e4 5d bc 55 cd 8b 0d 0a d7 d6 8c e1 b0 
29 cd 97 59 70 94 b9 1f 4c ee 6c 3b d2 ed a1 d0 1d d1 fe 90 b9 db 70 45 7f d0 b7 6e 48 99 3f f9 c6 b5 d8 ba ae 3c 2b da 
a3 76 28 85 0b 32 70 67 24 1f 91 bf 91 aa f9 af 55 a7 84 8d f3 30 f9 ce 65 3e 2a 99 3e 29 f8 d4 b6 ad 70 3c 46 b1 78 2f 9c 
de d5 b7 e9 0f e7 a9 91 e6 f0 5d 8d 03 d9 c3 6d 66 8b b1 e0 66 66 ab c8 4b d2 d1 1f 28 b1 d6 f2 08 3c a1 48 0d c1 75 5f 
71 bf ab 48 bc 4a 0b f0 57 81 14 23 bd 0e e2 42 20 
Data Ascii: B_'Kf_*9,QTK7m?#:DzhE%9e8/QOroMC1W7+]U)YpLl;pEnH?<+v(2pg$U0e>*>)p<Fx/]mfffK(<Hu_qHJW#B 

2022-01-28 14:30:38 UTC 1089 IN Data Raw: 5b 41 00 47 ba f1 52 65 7a 3c 98 91 39 ba 18 db 06 a9 d9 51 25 d2 f1 c9 1a d1 3d a8 e6 0e d4 40 5e cd aa 5c 
df 35 97 32 d5 02 7b db 7f 8c 23 3f 9c f9 ec 3f f0 75 66 57 66 c7 c3 ec b8 4d e4 0a 13 a2 b3 ed 3c 52 0c 00 39 65 e4 25 
8b 66 f7 b0 fa 2b 9a 20 b6 94 1e 92 24 5b 91 91 c4 fe 08 a5 2b 49 8e 55 38 92 c5 6a 97 0d 54 5b 6d 14 41 41 c1 b3 46 33 
08 44 61 1d 61 a6 d5 59 b2 f4 8e d7 b1 a1 81 ec a0 6b 44 fe 2a 3c 02 c9 e3 75 3d 96 08 61 6c 41 c4 0f b8 80 47 55 cc 76 
18 dc 4b 6c e7 c5 ae 44 f0 8c f6 0d 87 4e e4 10 00 1d 20 ae 0f 92 a2 7a fb b8 ac 60 ea 28 be ad 5b d0 27 55 fa d0 f6 12 
38 26 bd d9 5d fd 48 fc c8 6d e8 a4 79 b5 ff 5a 0a 18 de cc a4 c1 f5 49 a5 c2 00 90 4b 0b 99 6f 91 7b 01 7f 2a 5f b9 ff 58 
18 77 09 43 c7 fb c7 33 d3 3a 4a 1d 9e 0a d3 3a 11 75 
Data Ascii: [AGRez<9Q%=@^\52{#??ufWfM<R9e%f+ $[+IU8jT[mAAF3DaaYkD*<u=alAGUvKlDN z`(['U8&]HmyZIKo{*_X
wC3:J:u

2022-01-28 14:30:38 UTC 1090 IN Data Raw: 5e bf 55 3b f5 e6 fc af 7c 57 f0 53 6f ce c5 cf 6b f7 f8 0d 0f 03 be ee 5a 17 c7 34 88 e3 4b 06 aa 63 9c db 31 ce 
ed e4 f4 32 ef 21 85 d2 93 53 f1 13 de bd 17 3d b4 b1 fc 3d 0e f8 e4 c3 a9 1a de 49 fa 0d c7 77 f2 51 d4 3a 21 30 82 92 
d3 33 b5 e5 50 74 7a 46 13 7b bb 2d 36 f2 29 82 01 fe 0b 65 fb dc db 05 95 5d 70 d9 e1 db 7c f5 10 d0 a0 00 8b df 88 e5 
c3 d9 c0 43 46 75 8f 4f f9 43 df 11 dc 9e 6d 5a f9 af 6b f7 fc 8c 3b 87 bf 16 ff 0b 65 17 7b d4 4b d2 c3 0d 87 27 2c 7b b7 
c3 9d d0 17 01 78 57 2c 28 82 17 17 db 62 62 bc 63 f4 07 4a f7 f5 c9 d1 d4 2e 5e e5 7b 76 81 4b 72 79 b8 23 81 30 dd c2 
c5 83 02 2c 3e ff 98 4f 0d 81 06 0a b0 f8 2f 6e 7e 7a 89 1d e0 bf 50 f6 e9 82 06 7a 79 81 c8 06 ff bd 76 df 6d 1f ca 5e 9f 
6d 6d e1 bf cf 1a f4 3b c1 d5 83 b7 58 e7 22 
Data Ascii: ^U;|WSokZ4Kc12!S==IwQ:!03PtzF{-6)e]p|CFuOCmZk;e{K',{xW,(bbcJ.^{vKry#0,>O/n~zPzyvm^mm;X"

2022-01-28 14:30:38 UTC 1091 IN Data Raw: a0 93 7b d0 1f 85 33 fb bb f3 74 b2 60 6b 16 03 a4 f9 cc bb 2b 04 16 bc 08 52 2e 08 74 9c af 9d 89 57 32 63 
8d 9c 47 52 d5 d5 81 fb e3 9e 0e 64 4f d2 2d a5 b5 91 a2 a7 a5 89 76 f0 3e 08 4b 2a 55 4e d2 9b 9b b5 c2 f2 7d 18 4b e2 
ea 5a 20 9b 0f 33 c0 4b 1f 51 af b6 11 d7 77 a6 32 44 49 e3 8f 90 ee 9e 10 a9 93 e6 d3 d0 4f 5a 71 7d 3e 94 61 c8 f1 37 
20 47 f5 34 9e a6 ed de 37 15 e5 9c 11 83 f3 a3 1a 73 47 24 13 3e c0 e3 4f 69 38 71 95 82 f0 df 36 cc b3 e9 35 9d 7f eb 
e6 9c 27 8e b0 a8 77 3e 99 e6 9e 5d 44 e3 4f 44 59 03 6f 0a 2d ec bc 96 96 82 7e f6 47 68 a4 f7 54 fd 6e 36 9c f5 cd fd 8d 
e6 73 47 2d 84 72 6d e6 de fd 26 23 c8 3d 41 8c ed 31 42 ed b6 e0 72 4f ff c5 45 70 95 b6 e9 b6 e7 47 b8 ba 5d d1 1b fc 
4a 37 82 36 5d f7 5e 53 35 05 ba 52 d6 80 93 04 2b 95 
Data Ascii: {3t`k+R.tW2cGRdO-v>K*UN}KZ 3KQw2DIOZq}>a7 G47sG$>Oi8q65'w>]DODYo-~GhTn6sG-rm&#
=A1BrOEpG]J76]^S5R+

2022-01-28 14:30:38 UTC 1093 IN Data Raw: 4c 4b e4 28 58 a2 e0 40 93 33 b8 e8 f5 80 03 e8 92 6b 47 88 3e 84 e4 e2 d1 6e 5b 42 dc c4 62 c5 62 4e c1 83 
2e a6 76 23 5f 03 f2 5b 59 ec d5 d3 75 a0 4f 01 7a c6 c4 e8 a5 4b ae 07 28 8e f8 ac c3 e4 ee 4c db 46 6b 85 1a f7 3f 6f f2 
ce fa 7f ad c9 20 f2 18 4d 7e 6c a7 f4 53 38 0b 0a 79 25 9a b9 df 87 de d3 a7 7e b9 e8 8e ba 65 58 ba 63 fa cb ec 39 7e fb 
de 43 57 25 f7 47 6e fa 6f 60 71 34 6e 1d 68 3f b0 e3 41 12 06 ef 7b 2a 0a 46 d1 fd 04 3a 50 23 f4 98 16 7c 05 ee ad d8 
8a 36 fa b0 3a e0 98 46 f2 b8 12 48 9b be 3f ca f3 e3 80 63 dc ff df 52 11 c6 11 c7 1f be 15 ab 16 02 17 95 d7 d4 8d 35 75 
63 38 e9 59 e5 75 75 63 5d dd a8 c7 13 ab 6c 91 3d 14 fa 1b 8c 3c 7f 54 e1 bf 24 19 8d b2 fd 57 8e 90 a4 d5 f1 57 2c 4b 
08 51 81 81 8c 5e 11 1c 5d 07 18 e2 d5 12 b2 12 
Data Ascii: LK(X@3kG>n[BbbN.v#_[YuOzK(LFk?o M~lS8y%~eXc9~CW%Gno`q4nh?A{*F:P#|6:FH?cR5uc8Yuuc]l=
<T$WW,KQ^]

2022-01-28 14:30:38 UTC 1094 IN Data Raw: 41 5b 17 c3 d2 e4 61 11 c7 66 b5 29 87 a5 fe 9a 61 41 6c 74 6d 58 fe 0f 28 8c 07 f2 a9 20 11 6f 5c eb 8f 12 0e 
13 71 57 72 98 e2 99 3b 7e d5 da e8 ff 66 6d 2c a4 17 47 84 63 51 cc 59 23 af 59 22 4c 47 d4 fa 70 78 c0 d2 6b a4 a2 b6 
c4 eb 16 ca bc 11 49 2d 1c 93 85 bf cd 91 c0 40 10 ae 47 51 fd 06 e4 37 5f e9 33 b5 dc e3 28 c3 59 37 96 80 6c 00 f9 45 
84 05 94 de 77 f5 8c 03 56 69 73 6d ad b4 51 7c fb 7e 7d bd f4 fe fd db e2 fa 26 b4 c7 9d ce 2f b0 b1 b6 f1 76 03 9e de 78 
f7 fe dd fa da db 8d d2 fb b7 50 e0 71 7e 81 cd 0f 1f 4a 1b 6b ef 36 36 df af bd 7f bf b1 b1 51 2c 15 a1 c0 a7 d6 dc 02 6f 8b
6f d7 3f 94 8a 1b 6f 4b ef 3e bc fb f0 b6 58 c4 1c ba ee af f9 6f 78 f7 6e 7d f3 ed 87 cd 52 71 6d 63 a3 b4 f1 61 f3 dd fb 0f 
50 60 eb 85 3e 6c be db 5c 5f 5f fb b0 
Data Ascii: A[af)aAltmX( o\qWr;~fm,GcQY#Y"LGpxkI-@GQ7_3(Y7lEwVismQ|~}&/vxPq~Jk66Q,oo?oK>Xoxn}RqmcaP`
>l\__

2022-01-28 14:30:38 UTC 1095 IN Data Raw: f7 78 17 3e de b9 8f 7b f0 f1 de fd fc 0b 3e 3e b8 d3 4f e5 8d 12 74 a1 06 1f 25 77 17 1e 29 ad b9 63 78 a4 b4 
ee fe c2 8f 0d 37 f8 0c 1f 9b ee 14 7f bd 75 a7 f0 a2 d2 3b f7 27 bc 7d 6d cd ad c3 1b d6 e0 49 b8 b8 b6 e1 ee 41 f1 b5 f7 
6e 0d ef 7d 70 27 50 60 bd e4 9e dd 97 37 a1 b9 fb 3b f0 51 72 4f a6 f0 b1 e6 fe dc 87 8f 75 f7 ee 13 7c 6c b8 61 0d 3e 36 
dd 01 7e bc 73 07 f0 24 b4 e5 eb 6e b9 b4 b6 b6 2e a2 d9 d3 87 8e 01 af 46 db 57 84 53 8b d4 c1 c3 d1 e0 02 11 e5 78 
11 e3 8e f4 e4 75 05 a2 76 df eb 0e 62 c5 02 d2 3d 4f 2a c5 03 07 eb e4 8b 88 0e 76 34 22 ec 36 0a 16 1c a5 d5 f5 c7 23 
ca 60 e8 d3 7b a4 37 d9 52 b1 22 c9 18 6f d4 24 c6 b6 7a c2 05 e4 0b 9c ea 52 b1 bc b4 04 bf 19 2e 80 88 4b a1 8e 49 ce 
74 a6 4f 66 af e2 c2 a8 8a a3 78 f5 bf d2 63 c3 a0 
Data Ascii: x>{>>Ot%w)cx7u;'}mIAn}p'P`7;QrOu|la>6~s$n.FWSxuvb=O*v4"6#`{7R"o$zR.KItOfxc

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 1096 IN Data Raw: 27 a6 d2 50 ba 8c 4e 50 c6 1a 64 f8 44 2a 5f c7 64 8c 64 1a a7 2b 1f 0d ac d0 05 89 80 2e de 0b 1d 09 aa b6 
0f d7 af 02 e0 97 7f 04 36 b9 11 14 3d 2f 09 69 b2 39 a9 f9 a2 aa 49 86 3f ac 22 50 3a c9 02 c2 c8 32 ce 3d 64 59 e5 c2 
2d 0d 39 61 67 ba 99 91 f7 13 e1 8d 30 57 34 3a 13 11 be d8 d8 e6 86 f0 e5 4c 6b c4 d3 3e b5 43 53 3c e6 0d e3 56 db 
cc 2a e1 93 23 a9 3e 8c ca 95 a0 a2 12 59 8b f1 14 de 75 21 46 b7 68 ae a5 62 30 28 ad 37 da 8d 22 e5 21 0b 2b 66 65 
25 80 6d 61 63 36 5f 54 53 e9 a3 17 8a d0 69 68 f5 2c 99 7a 9a aa 71 ee c2 f5 69 00 02 ad b1 38 93 ab 25 c2 f0 09 78 55 
f2 a3 c6 9c fa 30 9f 02 62 7a c1 18 11 10 e1 24 eb 9a 3b 5b c9 59 89 e9 ea aa fa 28 95 c9 9f 56 3d 10 c8 41 ff 15 ca 04 ad 
3a c4 a0 1c 2b 4c 6c d0 f8 28 5d cb 2b 2b 2b 3c a6 36 70 26 
Data Ascii: 'PNPdD*_dd+.6=/i9I?"P:2=dY-9ag0W4:Lk>CS<V*#>Yu!Fhb0(7"!+fe%mac6_TSih,zqi8%xU0bz$;[Y(V=A:
+Ll(]+++<6p&

2022-01-28 14:30:38 UTC 1098 IN Data Raw: fd 4c c9 85 bb c2 49 d6 a8 ef 0a 65 ef 6e 92 1b 92 b0 16 c2 0a e6 d7 de 75 64 28 3d f2 93 a2 df 15 49 3b b1 1f 
70 9c 51 5c 60 56 45 e6 b0 d9 eb 92 60 db 13 da ac af 8d 4b c7 cf ea 83 43 1d 0b c1 af c8 5a 22 ac e5 38 a4 94 73 33 49 
39 03 8d 25 08 8c ed 52 af d4 71 bb 30 ff 4c e9 bc 50 9d 01 bc 6a e1 1e e4 09 dc 2d 3e 90 f4 78 c6 37 c3 ec 1d ed 4a 49 
5c 51 2f cc e1 3f 92 97 b8 d9 82 8a b8 c2 f4 05 06 20 2e 2c 89 ed 00 ae 65 96 1c 1c 6b 8e b9 b6 60 fe 98 02 e7 cd b6 66 
07 3b 26 ae 5f d9 b6 e0 11 68 07 2f 01 72 c9 ca 67 b7 d4 76 31 8a 13 1f 24 39 35 63 55 43 03 b3 ba a8 63 a1 b7 3c 4e f4 
0b 68 ba 34 0b de d7 33 91 a9 42 c3 74 0c 47 9f 6a 37 8b a3 7e 72 3e 50 d0 ac 38 02 35 67 f8 a5 a2 fb 7b b1 b6 6e 1e 82 
da f1 18 24 b1 0e ea 7c 43 5f 39 3c df ea 74 bc d5 e9 
Data Ascii: LIenud(=I;pQ\`VE`KCZ"8s3I9%Rq0LPj->x7JI\Q/? .,ek`f;&_h/rgv1$95cUCc<Nh43BtGj7~r>P85g{n$|C_9<t

2022-01-28 14:30:38 UTC 1099 IN Data Raw: ff 49 a3 ae dd a0 57 7e 92 e1 09 98 d3 e6 3f 6c 62 41 54 8d 9e 9f d8 5c a3 b5 98 c6 6a ae db 54 25 db 74 8e 
1b 9a d3 f6 32 d6 66 e9 63 ca 39 03 9f c4 03 e5 c0 d5 fa f5 fa ce 44 18 2f 9e a4 76 e9 0e 17 cf 69 a1 48 2f cf c5 49 6b d8 
5c 3c d8 c6 5c b3 18 e2 a0 87 a8 a4 66 87 33 f5 a5 7a 9c 80 5a 53 90 f9 d3 0c c4 b0 ae bd 37 46 ed d9 00 8d 34 18 df d4 
25 fa 52 01 d9 2b ea 75 11 83 4e 5e 72 40 08 14 58 0f 28 33 a3 f9 1a dd 0b 58 81 cf e7 11 54 85 84 b2 8e 98 0d 11 39 84 
e6 0d ed e5 ab 97 6a 6a 58 23 97 bb 75 ec 0f ee ca e1 df 18 d8 e4 6c 6d 48 52 72 30 f6 26 05 22 6f 14 7a 4a d7 0e 0d 96 
68 56 39 9c 23 1c 1d 8d b3 cc 0c 7b bf 35 d8 b7 0d 46 f6 33 ea 56 05 88 2d 0a bc c1 55 e9 9a d0 81 e9 31 2f d0 bd 25 b0 
82 e3 b1 7b 92 7a fd 27 fb 64 ec 1e 8e f9 60 3b cd d3 
Data Ascii: IW~?lbAT\jT%t2fc9D/viH/Ik\<\f3zZS7F4%R+uN^r@X(3XT9jjX#ulmHRr0&"ozJhV9#{5F3V-U1/%{z'd`;

2022-01-28 14:30:38 UTC 1100 IN Data Raw: 6b a9 bc 44 05 e1 f7 1f 62 5f 67 e6 3e c8 9e d1 89 92 3c 49 2e f2 aa 46 a9 d7 e0 e1 41 7c 4f 5a 47 9e 1a b3 51 
f6 e5 35 0c 98 b6 c5 c1 f3 fc cc 3b 4f 7c b6 ab fe 84 eb e1 0d 3f 65 33 80 51 e5 d4 a8 52 3e 2f d4 9b fe 24 9b 0a bd 99 cf 
d0 d7 c8 55 c7 2f 7c 05 81 65 79 79 c3 f3 82 09 49 32 08 7b 59 38 c4 17 07 ac ad b9 44 3f 03 eb a8 07 9d 94 b4 84 89 c0 
62 04 53 41 40 31 28 b3 b6 1a dd 5e 1f d9 60 dd 01 70 3f a9 d9 01 da e5 e3 31 5e 54 fa 7b 7a 04 e6 30 7d e6 c3 74 aa 
52 4f 46 2b c4 e9 b2 98 2c 04 a7 22 b6 08 f9 87 60 91 aa 9d bb aa 49 25 38 c0 c4 e9 98 e5 b5 e3 bd a5 14 af 11 96 58 b1 
16 af 30 15 2c f6 7a c5 ba b6 5c da 41 ce ac 8e 31 96 ed c7 27 de 4a b3 19 cc 7e 9e bb 0c 9c 7f df 69 cb 49 6f 9c 06 b9 
e1 7c 45 50 b6 03 76 b0 20 74 55 f1 e5 2b 7f 09 d0 db 
Data Ascii: kDb_g><I.FA|OZGQ5;O|?e3QR>/$U/|eyyI2{Y8D?bSA@1(^`p?1^T{z0}tROF+,"`I%8X0,z\A1'J~iIo|EPv tU+

2022-01-28 14:30:38 UTC 1102 IN Data Raw: ad 2e bc ad 5e 48 5f 72 05 a7 8e f7 e4 57 b4 57 a9 3d 71 cb 8a 99 d8 6d a4 bb dd 74 74 e3 47 66 c2 3a ee 03 
e9 0c 48 dd d7 44 24 b5 27 c2 4f 3b 88 ca 84 ab c6 40 64 65 b4 d9 b9 62 31 94 3b 2e c3 8f 95 1f dc 43 60 b6 be ec 9c 6c 
1f 9c ec dd 6c 7d f9 72 76 fa 75 eb 88 32 c2 08 70 1f 9a c3 94 37 51 93 04 9e 8e 47 f5 3f 78 02 02 6d a2 c3 a9 55 1e 0a 
ad c1 27 04 13 45 8c 18 60 e2 f7 10 5e bd e3 be 43 cc b4 ed 96 fd 20 90 dc c8 d8 29 56 ca 7d 9a c6 89 6e b7 27 a8 06 c9 
81 79 4c 21 da e1 b6 bf a9 9d ed 6c ef 9c 5c 1c 6c 1d 9d 5b ee 93 4e b5 c3 99 e3 2e 04 8c 6b 27 9c 6f e7 10 80 66 a2 0f 
4f 36 f5 cc ed 67 57 b2 e6 ab 9b 3b 39 f5 04 d7 4f f2 7f 4c 4e 24 17 88 58 9a 56 d9 c4 36 36 2c 01 06 3e 3c 8a 76 dd b8 
9d c0 c4 39 15 16 84 18 2e ce cc 89 c6 f4 6a b1 e9 23 53 
Data Ascii: .^H_rWW=qmttGf:HD$'O;@deb1;.C`ll}rvu2p7QG?xmU'E`^C )V}n'yL!l\l[N.k'ofO6gW;9OLN$XV66,><v9.j#S

2022-01-28 14:30:38 UTC 1103 IN Data Raw: 72 02 a5 5e 3d 8a de 02 29 ad 55 b6 f6 f9 1c dd bc 3b 09 ba b6 35 12 d2 20 7b d4 b8 29 6e 8b 5b 8b ec 16 66 
aa c2 b1 60 56 88 35 ff 03 0e 23 43 c0 6e 31 22 6e 24 82 02 eb 42 49 96 98 f8 66 ee ee 1c 7d 19 0e 4c b2 39 b2 04 d8 79 
52 e0 74 af 1c a1 99 c1 8d 8b 3e 25 81 40 c9 cb e4 aa 20 ef 54 9e 71 cb 0d 95 18 bc 3f 61 84 99 03 83 7d 3c bc d7 68 d8 
a6 9b d7 22 03 5f c1 ca 3e 72 de ea de 6d b7 06 21 82 cd 3e 4a 71 d9 d5 16 7e af 2b f4 61 ce 6f f6 b1 f9 26 22 a7 07 13 f7
f0 de a9 1c e8 f4 ab d7 ca 58 96 97 97 cd 3d e5 09 bc 5b b8 de 23 ef 5d 3d da 35 22 67 ce c4 aa 67 dc a0 3f 92 18 24 81 
0c b6 7e b7 e2 4b c4 42 04 a3 69 45 24 c9 3b 3a a9 4b ec 61 61 dc 1a c3 4c 69 3b 50 5f 75 b8 e8 d0 98 67 5b 2b c1 8a 
e5 58 e8 26 3b 53 ec 3e 47 4f 18 f3 c5 26 86 fd 09 9c a4 
Data Ascii: r^=)U;5 {)n[f`V5#Cn1"n$BIf}L9yRt>%@ Tq?a}<h"_>rm!>Jq~+ao&"X=[#]=5"gg?$~KBiE$;:KaaLi;P_ug
[+X&;S>GO&

2022-01-28 14:30:38 UTC 1104 IN Data Raw: fd 9e 5f b2 43 25 3b 5c 72 ac 15 e9 cc dc 1f f9 45 8e a9 08 43 03 ee 8f f9 65 50 7d ea 95 c7 33 f7 67 ce ca 90 
95 ec 49 16 f3 07 16 54 c3 b5 4f 75 ef 73 be d4 89 fd 4d d4 ba 00 05 e8 5a 67 82 60 aa 85 7d e4 5c d5 ab f6 66 95 43 df 
be 98 88 6d 3e cd 83 b7 50 0a a2 8e 14 60 6a c2 db 51 a0 1a 0a b7 d6 9a c4 c0 68 78 7f a0 91 bf 25 13 e4 35 8d c7 db 14 
37 34 15 74 29 90 5f a4 5f 78 dc 8d 64 4e 58 79 e4 e7 ba 18 60 fc 49 38 7d 09 f3 4a 33 60 eb 87 45 cb cf ea b5 d1 41 3f 
71 4d ce cf 7e f8 05 03 19 ba 43 06 6b f1 db e4 07 bf 48 2f e5 e0 92 40 22 fa 24 13 09 2c d8 2c db 4c 13 2d 2b 6d 66 a7 
e1 f9 5d 7b 03 89 76 e5 e3 e8 cf 69 6f 1c 63 7a ae 6e 37 a6 62 e4 62 23 9b 1d c4 71 77 11 ab b8 a7 b6 cf 54 98 ce d4 a4 
db 14 71 21 a6 c3 cb 0c 18 b1 d7 b9 19 41 b3 0e 21 48 
Data Ascii: _C%;\rECeP}3gITOusMZg`}\fCm>P`jQhx%574t)__xdNXy`I8}J3`EA?qM~CkH/@"$,,L-+mf]{vioczn7bb#qw
Tq!A!H

2022-01-28 14:30:38 UTC 1105 IN Data Raw: 8c 40 7c d0 91 6a 1e 1f 08 66 20 48 b4 d5 55 f4 f9 87 67 df 72 ac 41 d9 ce c4 85 f5 ba 2c 04 2e 4a 8f 6d 37 c8 
00 52 56 83 b2 90 22 76 a4 75 c9 ef f2 ad 45 26 56 8b 8d de 90 5c db 09 27 8c 73 43 23 43 bd bc 2c 1a 10 cf 0d 39 08 85 
1a 1f 69 86 c8 06 d2 76 e8 2f 9e ef 52 4b 97 44 31 39 55 94 75 13 fd 1d 19 44 30 46 bc e8 94 03 e4 05 83 e5 65 54 e8 49 
9b cc cc bd cb 1b 3a 5e 5e 88 93 2e 57 c0 61 4b 8a 9e 46 78 2e f2 e0 75 ac 57 99 a0 1a e9 a8 80 0b 0a b0 d0 45 37 8e 
38 a9 cb 2c 1d 78 10 d2 c9 09 bf 1f 27 14 a8 2c d0 56 61 54 6a 2d 9b d2 3b b1 56 b2 d7 3d c0 98 2b bb e9 cc 2e d0 30 30 
43 3d 26 b0 4c 0b 44 e6 3a f0 fa 0e cc 6b 5b c4 da 51 84 9d f7 d7 bd 1d a3 6d 8a f9 59 4a 33 15 08 4f 7b 8e 58 ea 20 01 
ef e0 ef 3d b6 5e f1 8f ed e4 26 31 fe fb da 6f 5c ad bb 
Data Ascii: @|jf HUgrA,.Jm7RV"vuE&V\'sC#C,9iv/RKD19UuD0FeTI:^^.WaKFx.uWE78,x',VaTj-;V=+.00C=&LD:k[Qm
YJ3O{X =^&1o\

2022-01-28 14:30:38 UTC 1107 IN Data Raw: 85 33 bd be 46 7e 7d 03 24 b4 cf cf 43 a2 d4 81 47 2c 30 07 ac f6 50 25 b8 84 9f 8d e5 e5 50 c7 3d 7a 79 59 
82 70 20 73 14 96 58 af 28 ea b0 23 e2 9f 89 49 65 49 7c 49 38 29 46 71 08 c4 d2 47 cc dd 6f 71 20 b0 65 1c 9f 5c c2 e0 
29 b4 7b a0 99 82 a0 d4 50 87 8c 9a 9e d3 a1 52 f5 c0 45 a1 f9 d3 2e 1e 0f c9 80 0c c3 ac 92 53 c7 d5 a5 12 c2 67 d8 30 
27 44 aa 4c ee 69 01 d9 08 bf 1f 36 53 0a 93 34 da bd a9 72 7c d9 ea 0a b2 36 19 71 bc ad 81 4c 49 14 e0 56 ca f8 c0 dd 
a3 42 fb 2a ba d6 b3 f5 25 d1 62 09 53 8b 90 36 fd 5e bb ad c7 74 a8 6d f8 9d 92 56 dd 15 04 b3 9e ab f8 c9 75 ee 21 46 
f9 8b 60 f1 2d 7c 2c d7 89 47 02 eb 90 48 b0 c3 aa 64 0e 09 b9 75 d3 e1 86 42 31 cc b7 6b e8 ed 73 97 eb e2 d3 d2 5c 7c 
60 26 f5 aa 13 c8 50 f3 3a 52 8e 39 af 93 45 6a de dc 47 
Data Ascii: 3F~}$CG,0P%P=zyYp sX(#IeI|I8)FqGoq e\){PRE.Sg0'DLi6S4r|6qLIVB*%bS6^tmVu!F`-|,GHduB1ks\|`
&P:R9EjG

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 1108 IN Data Raw: 11 4c a7 5c 0f 91 5c 0f 4f 8d 26 6c ba 46 73 a6 dd 76 10 98 55 20 0e c0 2d c2 72 75 19 cb d5 ec 6c 9c f5 96 a8 
1b a1 12 40 73 62 a8 81 92 2c e0 61 6d 2c 17 bc 61 3a 02 9f 23 c9 42 0d 8d 92 4d 6e 45 72 86 9d b4 a1 31 0d 75 d7 90 
d4 fd d6 13 9c 40 ff 3e 8f 13 20 48 09 ab 25 38 b7 1b 31 45 22 6b cc 5c 36 81 53 fc 99 dc 0d bf 15 c1 38 77 f5 d9 ca cd aa 
ad d2 8d 30 28 29 31 cb be fb 2d 2c 07 2e 27 2a 2f 87 d2 e1 6f 2f db 53 16 f9 51 3d 50 6f 61 00 02 48 e1 39 73 90 ed 14 
22 a3 32 5b 18 17 be 85 c0 e2 e1 17 91 21 dd 43 15 06 ca f5 11 d2 ab 06 a1 ff 86 b1 1d b9 25 d4 ff a4 87 8e de 9d e7 91 
c1 e3 29 42 79 97 97 33 f6 86 79 c1 ef 21 34 88 4f fc 50 b4 08 f9 93 24 d0 7a ce 74 37 32 70 a5 b7 2a 62 36 eb 8d 8c dc 
46 a8 72 2c 65 86 47 24 77 90 d1 ae fb e9 33 37 df ce 
Data Ascii: L\\O&lFsvU -rul@sb,am,a:#BMnEr1u@> H%81E"k\6S8w0()1-,.'*/o/SQ=PoaH9s"2[!C%)By3y!4OP$zt72
p*b6Fr,eG$w37

2022-01-28 14:30:38 UTC 1109 IN Data Raw: 70 d2 19 2c ea 9e ff 0c 28 42 ce f8 d2 c1 09 51 3a d0 e9 a3 2c 5c 52 29 05 81 68 52 45 e5 bf 44 d3 f2 83 77 
3e 25 6a 5c c7 e5 50 fc 58 af d6 cb 6f 77 36 80 e1 ed e8 7d 16 5d 6d 40 47 1f b4 9c c5 67 aa 3b f5 f4 69 d1 57 bb aa af 2d 
44 b8 da 4c 3b df d3 6b 94 b3 13 10 c9 be 74 16 ee 57 04 56 e7 6f 5c 9a 0c d4 2f ec 6b c3 f4 ae 62 67 85 7f 36 d2 c8 63 
4b c7 5e af 91 df 12 d1 00 1a c9 fc d1 91 43 bb be b3 f1 82 77 d8 1c e8 32 58 3f f5 0a 77 eb 32 bd 7e fe f3 5e c5 5e 8c ad 
8b ab 31 b6 8e 3a a9 5a 47 8d aa 43 93 ce 51 5d 8e 2a c0 4c d7 62 9e a1 17 7c b8 59 18 d7 26 24 d1 30 04 d5 af ca 85 
64 9e fe 29 48 c3 e4 a3 35 22 ed 1b 9b f6 d8 9e e7 9f ed 0b 47 d9 df 86 11 f9 84 20 5f 92 26 33 61 bc 90 b9 35 6b 08 dc 
a6 52 db de 66 39 15 11 de 9f ff 16 ea 81 53 f9 a6 ba 
Data Ascii: p,(BQ:,\R)hREDw>%j\PXow6}]m@Gg;iW-DL;ktWVo\/kbg6cK^Cw2X?w2~^^1:ZGCQ]*Lb|Y&$0d)H5"G _&3a5
kRf9S

2022-01-28 14:30:38 UTC 1110 IN Data Raw: f0 9a 80 45 ca 7d 78 dc 87 3b 14 b6 c3 d3 9b b5 87 98 8b 41 39 cc f4 6c 53 45 c1 0e 1a 4b e8 af b3 9f 26 96 
ae a6 5f 0e 30 f8 35 d4 a2 bf 95 84 97 8d f2 1f 51 22 63 61 67 e1 6c 0e 15 6c 8e 22 bb 75 d5 20 38 f3 a9 2b 75 27 a5 11 
de f5 ea 5a 20 7f a3 f0 0d 31 e1 42 1d dd 03 88 73 ac 35 89 1a 9b 54 d2 24 91 bf a9 13 a6 93 d6 f2 f2 3a 26 75 ed c7 fe 
a0 d7 15 b1 a8 42 3d f3 5e 2a f6 9a 15 4e ee 75 6b 4c c2 42 8e 36 55 0e 3f 01 69 c8 c6 36 ab b2 4b 4d 13 61 04 bb d4 54 
f8 22 85 7b 9f c0 ba 52 7d e0 fa 67 7a 18 a5 94 3b 42 16 e3 45 72 7a 35 d8 a4 96 bf c8 1e 73 d2 db 6b 4f c5 5b 05 88 78 
54 fc e8 45 e8 95 b9 84 a8 b8 7b d2 87 b7 bc 04 97 e8 90 d9 d3 5d b8 58 a1 0f 67 e3 dc f5 98 96 34 74 bf 45 b5 7f 81 c4 
26 e2 46 56 7d 3d 2f a4 4b ef 85 1e 97 22 62 75 2c 52 7d 
Data Ascii: E}x;A9lSEK&_05Q"cagll"u 8+u'Z 1Bs5T$:&uB=^*NukLB6U?i6KMaT"{R}gz;BErz5skO[xTE{]Xg4tE&FV}=
/K"bu,R}

2022-01-28 14:30:38 UTC 1112 IN Data Raw: ba 42 7e 8a 16 82 79 f6 52 9d ba 91 6f ea a8 f2 60 22 cf 5e 05 31 b6 90 0c 28 f6 a0 fb aa b5 b9 09 23 f5 89 96 
21 aa da 5b 5b 82 0a 5b 19 62 30 db 99 4e 27 53 df 40 9c fd 32 15 04 8a 89 bf 5d 0b 03 3f b6 41 ae 17 1e 5d 9e 54 1c 5a 
29 fb 5a bb 01 5e 2e d1 45 88 32 ec 6e 6e 92 c9 b7 6b f0 88 d3 09 8f 91 63 3a b5 6b fb a6 ea 00 49 4f 19 67 e8 5a d3 f3 
c1 c8 9d 2c e6 29 27 73 66 a5 11 33 21 04 0a 4b 10 58 b6 a5 95 e9 03 38 fc 4b 2c 08 83 80 9f e9 2a ee 74 58 ed 4e a6 
29 22 33 a6 83 d5 1b 0b e2 d0 1d f7 e6 d0 0a f4 b1 51 a5 08 b8 26 ae 98 f5 07 dd 79 2a 0d b2 e5 5e 67 6f 50 0f fe 68 37 
20 4e ee b5 7e 53 05 dc bb 00 55 ff dc ab 74 d3 f3 e9 0b 69 d7 37 bb d4 26 b9 3f 7f 5a 60 93 60 42 a8 22 7c 30 4d 8a 57 
1d b7 81 52 df c4 c6 dc e2 33 90 ea a7 d3 08 9b 0f db 04 
Data Ascii: B~yRo`"^1(#![[[b0N'S@2]?A]TZ)Z^.E2nnkc:kIOgZ,)'sf3!KX8K,*tXN)"3Q&y*^goPh7 N~SUti7&?Z``B"|0MWR3

2022-01-28 14:30:38 UTC 1113 IN Data Raw: 0a 78 77 7e 51 7e bc 0b 48 2b 15 78 dc 68 e1 b7 6e e0 0a 02 8f 26 f7 9b 9b 07 23 cc 32 9f eb 4e 9b 92 7a 88 
26 06 1d 34 af 81 b3 44 c2 d3 3e f5 c4 53 98 62 df e0 53 17 96 7a 79 fc 45 2d 60 d1 20 44 fe 83 2d 06 cc a6 59 b0 3c c8 
89 81 de 35 ac ef 78 c8 cf a7 23 ee 2e e0 9f d8 5d 1d 09 2d 27 4f 10 ff 3d 24 71 95 fc 6b e9 1b 84 1b ae 89 79 61 a5 d2 
8a 51 0b 35 87 80 27 4b ae 64 4e ec 94 6f 41 e3 88 db 1c 71 87 43 f6 dc 79 ca 22 a1 88 c3 4d 02 94 88 99 c0 05 b0 1b d9 
2a 47 72 17 47 91 ac dd 0a 7e 86 49 90 c7 c9 eb 1b 64 9b 9f 34 08 92 a0 d4 81 9e 3b 0a 63 3b 1c 3f 97 33 b6 73 53 05 
2d 72 3d 2d da dc 74 e8 6a 52 b5 3c 1d 9d d5 52 2e 0b 1c b1 e6 0b 01 4f e3 08 ca f5 b4 57 b4 f9 9f 71 92 a8 b1 da 31 a9 
fc 89 d5 6b 09 0b 28 44 40 74 36 33 2f 30 07 14 b3 2e 9d 0f 
Data Ascii: xw~Q~H+xhn&#2Nz&4D>SbSzyE-` D-Y<5x#.]-'O=$qkyaQ5'KdNoAqCy"M*GrG~Id4;c;?3sS-r=-tjR<R.OWq1
k(D@t63/0.

2022-01-28 14:30:38 UTC 1114 IN Data Raw: be 33 c6 3b bb d3 cf a9 dd 1a 30 75 b7 46 78 2a 55 a4 d1 6e 2d e3 92 32 ce 0b 55 9a b5 54 f7 0e 97 96 a8 19 
c8 1d 79 73 91 f9 eb 2f c2 d1 bf fe da dc 0c 7b 9a c1 1b d4 5c e5 24 00 fc 98 ec 09 9a c7 36 26 15 97 e9 be 21 33 de 52 
96 44 9a f9 ac 17 71 d9 41 a9 60 4d f9 7a c2 3d 5c bc ac d8 78 8d c2 0b 95 e4 55 f8 a4 e1 69 3a 98 bb 3e 3a f7 6c 79 33 
8b 6b d2 88 2e a4 7b 38 1f 07 bc 91 b4 a5 91 52 25 2c d2 5f e8 6f 6e f2 e2 48 b8 0e 64 62 5b 61 99 f9 2c 09 87 aa 74 8f 
15 fb e4 fd 3f b1 84 33 92 7f 78 7b 
Data Ascii: 3;0uFx*Un-2UTys/{\$6&!3RDqA`Mz=\xUi:>:ly3k.{8R%,_onHdb[a,t?3x{

2022-01-28 14:30:38 UTC 1114 IN Data Raw: 3f c0 06 e1 da 6f 6e 6a 7a 11 c7 75 d7 9d 4f da 4d 35 dd f9 f4 49 f0 cf 95 96 4a 84 b7 7b 26 55 97 c3 f7 ae bb 
00 dd dd da 42 ee a7 4f 50 29 81 82 5f db 35 b3 38 0e 64 0e c5 50 d6 3e bc 37 62 6f 99 9d 6a c7 a4 02 94 cc 64 32 ff 33 
fd 9f 31 fe ff ff c1 ff 25 da c7 cd c4 f9 e9 d7 a3 7a ed 7c a7 91 f8 94 38 dd 39 3c be 80 52 72 8b 64 37 3a 9f 5c 6c 03 b7 af 
ce 77 ce 48 03 de 1a 3a c2 bb 23 6c dc 0e 1d 87 53 da dd 72 ff 90 90 fc 2c b0 eb 79 d8 75 11 40 61 c3 1b 5a 09 e6 36 ec 
79 16 38 90 f2 3a fe 04 70 94 44 77 49 b2 a3 7c 32 b0 bb bf 65 e2 5c 83 e8 45 31 4b 7d dc d0 12 73 bd b9 89 e5 0b c2 1e 
79 19 61 6d 47 e9 ea 06 f4 26 c4 82 5a c7 9e 2a f0 36 ac 10 20 e9 d0 8f e3 eb a5 87 9d df d4 08 f5 d3 d5 be af 17 26 81 
bd 25 da 56 fd 13 9f b5 53 f7 96 c0 66 b9 d8 21 
Data Ascii: ?onjzuOM5IJ{&UBOP)_58dP>7bojd231%z|89<Rrd7:\lwH:#lSr,yu@aZ6y8:pDwI|2e\E1K}syamG&Z*6 &%VSf!

2022-01-28 14:30:38 UTC 1116 IN Data Raw: 8e 5b 9b e3 48 4d cf e7 ff 70 71 84 74 0d a1 f8 8d e9 6e c2 03 e4 fe f9 a7 59 02 af 9b 3d 23 2b 21 dd 45 15 81 
bb 45 02 77 eb e6 ff 35 4f 6b d7 d6 7f 9d d6 58 05 0f e2 93 4f 53 30 f2 23 f8 ff 53 72 eb cb 1d 3e 21 83 ce 57 45 36 38 73 
fb c9 c8 e9 3b 05 72 5c 92 e8 72 ea 8c 84 f1 58 26 a9 da da e2 b8 a3 6b ee e0 63 8a 44 5c d9 62 62 92 b3 92 7c 7f 8f 4c 
4c 0d 24 1a f5 cc b6 9d 3a 85 f8 12 d6 24 4d 5a 0f fa be 6d f1 0f 66 3b d5 87 7a 6e 21 f0 2f dd f7 2b 97 c6 fe 0e 87 a2 4f fe 
ec d0 92 9e fe 60 3a b0 b6 d4 87 30 8e 26 65 02 bb 4b 26 66 30 5a 1d 02 ca 19 4a 72 8d b9 a7 f3 9b d8 3f 4b 0c 27 bd c4 
82 4c 72 62 46 45 b4 02 01 b7 0d 21 e2 52 4a b4 1c d4 c0 90 f8 44 c7 bf a3 43 d9 d9 a0 eb 15 0c 74 ea 3a 93 29 19 82 0f 
c5 c6 80 b9 4c cc 60 31 86 56 78 18 88 e7 f1 
Data Ascii: [HMpqtnY=#+!EEw5OkXOS0#Sr>!WE68s;r\rX&kcD\bb|LL$:$MZmf;zn!/+O`:0&eK&f0ZJr?K'LrbFE!RJDCt:
)L`1Vx

2022-01-28 14:30:38 UTC 1117 IN Data Raw: c2 e7 a3 62 37 40 c5 3a 83 b9 1d 32 86 3a 02 9e c3 8f aa 3b e5 3b af 6a 65 26 9f c1 54 4f 98 f1 06 9b df 06 5a 
b3 78 1f 79 92 ae 50 c7 c2 87 67 5b e9 ad f6 c8 5f 00 e9 59 c8 73 65 b5 1c 2c b5 ea 4c f5 2c a5 71 d8 7b 50 d4 83 a0 c7 
67 0f e9 be 3c 11 70 36 ca be 37 08 7b 2d 74 9f a6 4b fc 68 ee 87 fa 90 5f d9 39 cd 5b e6 02 d2 f5 50 a8 89 93 11 2e 16 
b8 d2 4e a6 e1 54 d5 49 38 75 21 4a 0a 46 16 74 36 60 d9 a6 0b cb 55 8d bf 95 68 e1 44 37 43 bd cd 51 87 25 7e 4b f3 
16 93 0b 89 24 ba b5 46 1f a7 02 54 5d 04 d3 21 13 6f 35 04 9a 60 36 c8 d3 6f 64 02 d8 0e 3a 35 ed db 11 f9 45 6b db cb 
2e da db 3c bb 68 6d 9b d7 9a 71 53 b5 b7 e5 88 3a 2c d5 d2 a6 bd 69 d0 81 0f f8 25 6c 17 98 01 1b 0c 31 27 0a 31 7f e2 
d3 11 a8 75 b6 43 e7 b7 0d 3f 34 ea 79 c1 b4 6e 6e 36 41 
Data Ascii: b7@:2:;;je&TOZxyPg[_Yse,L,q{Pg<p67{-tKh_9[P.NTI8u!JFt6`UhD7CQ%~K$FT]!o5`6od:5Ek.<hmqS:,i
%l1'1uC?4ynn6A

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 1118 IN Data Raw: 7b db 77 ba e3 2d 93 74 97 39 18 47 99 07 62 1d ee 32 77 51 dd 18 04 e4 39 cc a7 fe 42 41 80 09 5a 91 40 8d 
3b 61 a3 9d b1 9e 8a 6c b8 e1 ed 5b 33 41 ba c3 c4 37 a2 f8 55 97 f8 d5 10 fc aa 03 bf 20 7e 6f 28 a6 95 25 8b f7 48 ba 
34 0a 4b 82 a4 af 75 27 8c 3d 8c f6 f6 10 e5 54 f8 63 5f f7 ac df 5c b0 df 91 af 5f 92 c2 38 4e f1 cb a6 e8 29 ab 28 f2 77 24 
f2 77 05 f9 3b 40 3e 68 60 09 81 36 62 99 d9 5d 67 09 f3 01 2f de 94 1c 1f f8 f7 d5 5d eb 2a ec 30 a2 6b 5d 2c 59 7b 51 
d4 37 25 ea f7 04 f5 4d ba 6e ef bd 6b f2 f7 d6 98 fc bc 0a 1f 3a f9 f9 60 bf 6f 4f 7e 2b be 19 6a 11 06 dc 99 2d c5 3c ac 4b 
79 b4 45 d1 09 44 0c 6d b8 8b 52 81 bb 18 a4 ef c7 27 7d 9f 91 be ff 7f 09 e9 07 f1 49 3f 20 a4 1f 28 2b e3 11 be d6 e8 4d 
47 fa 30 6a 98 b6 a4 5b 87 42 b7 da a0 5b 
Data Ascii: {w-t9Gb2wQ9BAZ@;al[3A7U ~o(%H4Ku'=Tc_\_8N)(w$w;@>h`6b]g/]*0k],Y{Q7%Mnk:`oO~+j-<KyEDmR'}I? 
(+MG0j[B[

2022-01-28 14:30:38 UTC 1120 IN Data Raw: c2 cb c7 8e f0 dc 15 6c 09 3b af 4f 18 e2 36 62 ba 16 dc d1 ec ad 66 fc cc e5 76 ac 2b a9 6a 4f a8 6a b7 41 1c 
ce 9e 32 07 b4 19 7e fc 1e b9 ec ad 29 97 bd 98 72 d9 5b 4f 2e fb 51 ec 09 d7 d5 3e 61 50 3f c0 15 a2 ad fd f7 71 a5 bf 
26 57 fa 31 b9 d2 5f 8f 2b b7 11 5c 99 70 a1 19 48 42 73 2b 84 66 40 85 e6 56 65 0f 69 86 1f bf 87 3d b7 6b b2 e7 36 26 
7b 6e d7 63 cf 30 8a 3d 7c f9 bb 93 d8 33 14 ec b9 6b 10 87 74 18 60 0f 59 fd 86 ef 63 cf 70 4d f6 0c 63 b2 67 b8 1e 7b 
c6 11 ec 99 73 e9 19 49 ec 19 0b f6 8c a8 f4 8c 55 f6 90 66 f8 f1 7b d8 33 5e 93 3d e3 98 ec 19 af c7 9e fb 28 f6 70 e9 99 
48 ec b9 17 ec 99 50 e9 b9 0f b0 87 48 cf fd fb d8 73 bf 26 7b ee 63 b2 e7 7e 3d f6 3c c4 5f 12 1f 04 63 66 ab 79 6a 33 8e 
4e 25 8e ce 44 c3 29 e5 e8 4c e1 a8 4d fd 8c d9 
Data Ascii: l;O6bfv+jOjA2~)r[O.Q>aP?q&W1_+\pHBs+f@Vei=k6&{nc0=|3kt`YcpMcg{sIUf{3^=(pHPHs&{c~=<_cfyj3
N%D)LM

2022-01-28 14:30:38 UTC 1121 IN Data Raw: 40 b5 34 95 99 1a e6 e6 bd 00 01 4b a4 a9 b7 22 6a f8 5a c4 31 01 99 93 43 cb 59 f6 dd 0a cf 91 e1 ac c3 b7 
04 d2 8f d2 38 f2 47 69 a8 94 01 eb af 3b 37 42 0a 55 7b a6 cb 22 1a 70 e9 74 49 48 75 d5 a8 e9 92 94 ea aa f6 ea de 15 
b1 f3 f8 66 68 2e cc d0 22 9e 92 fd da ed b6 dc 24 53 fc 1e e3 e3 f7 28 f0 7b 8a 87 5f d4 15 b6 57 8a 15 58 f3 a6 d3 10 3d 
df 8d ab e6 40 b8 ea 8e e0 cf 10 ae 0e cd 0a 8c 57 cf f1 79 f5 2c 78 f5 12 c9 ab 50 63 e0 98 0f 44 f3 a9 51 c0 6c 3b c0 77 
3f e2 af cc f2 af 38 0a 23 91 c1 1f 5b c7 9f 31 1d 7a 9f c8 e5 65 7c f5 62 e6 d6 fb 60 ae f8 ca df 32 6c 0d af 33 5f ed 59 66 
ce c1 1b 11 ab 0f 38 ea 9e 06 9e 2f 7b 8d cf c3 57 c1 c3 9a ca 43 cb 2f 6b 16 77 4f 78 1a bc fe e6 28 db 3b 74 67 53 8c 
b1 0d 0b dc 75 e1 e6 06 35 de bd c2 45 f8 43 
Data Ascii: @4K"jZ1CY8Gi;7BU{"ptIHufh."$S({_WX=@Wy,xPcDQl;w?8#[1ze|b`2l3_Yf8/{WC/kwOx(;tgSu5EC

2022-01-28 14:30:38 UTC 1122 IN Data Raw: 42 33 b2 aa 94 1b 45 df 99 1b 90 fa a0 15 f2 1f bc f1 1b aa 0d 9a 1e 2e f8 7a d1 d5 6d a0 9c b1 4a 6d e9 ac c8 
1e 8b 3a 67 39 69 ce 02 ee 4c 4e 9a b3 a0 3b 23 2f 6f 65 15 27 5d f6 d0 72 2a 4e 39 09 a5 7c e0 f4 4c 5e de 26 0f cc 89 
cf 6c 07 8c af 4c 6c 90 db 65 89 da 9c 8a b2 21 63 ac f2 c9 90 5b aa 7c 32 24 3e 19 2a 9f 0c 89 1a 43 65 84 21 a1 eb 79 
5d 1b bc 56 b2 0e 86 6a 1e f2 b2 3b 19 48 ca 6b 3e ad d1 03 6a 21 0b 7e 39 e8 6c 4a 56 a2 a4 12 54 92 09 52 9d ef bc 
34 6c 59 ad d4 b2 32 52 01 e7 5c 93 49 32 54 a4 f2 f2 4e 99 3a 77 79 d9 e9 57 e7 4e 5e d6 0c 75 ee f2 d2 dc 15 02 bb 73 
45 1f 93 83 3e 84 ac 21 fe 08 89 d6 cb 0e 0a 2c 47 61 e6 b6 20 9b 79 2d e0 88 68 05 99 67 f9 c0 51 14 70 3c 25 0d 0e f8 
b0 ba ce ba a7 3b 4b 9a b2 62 f7 c9 1a cb 77 86 1e 03 9e 
Data Ascii: B3E.zmJm:g9iLN;#/oe']r*N9|L^&lLle!c[|2$>*Ce!y]Vj;Hk>j!~9lJVTR4lY2R\I2TN:wyWN^usE>!,Ga y-
hgQp<%;Kbw

2022-01-28 14:30:38 UTC 1123 IN Data Raw: f0 45 09 68 f6 37 50 1e 70 40 a9 47 63 ef 92 a3 9c af 91 23 06 13 86 e1 a3 f2 d3 2b 4b 34 7f db 51 da 21 fd 60 
47 69 11 7f df ef d7 27 7a 89 26 2b 3d 91 33 7c 10 75 89 0e 54 3c bc db cc d1 c3 ca c6 57 e4 3d 88 25 ba fb 25 2a 36 42 
fd db 25 ea ed 92 0f 8b dd a0 e1 ef 3e 53 94 0b 71 6f fd 9a 10 a8 a6 da 30 7a 37 26 fc 7d 7a 76 3e 33 fe 89 ab b6 38 a6 
75 f8 6e 59 f1 98 4c 8f 33 be 89 c5 d1 2e 3d ce 28 70 38 89 8f f8 89 68 f4 25 7e a3 2f a2 d1 d1 ae 38 8a 7a 1e 4e 38 b6 
b7 30 48 d8 51 d4 53 b1 7f 0f 1d 86 1d b4 3e c3 56 f6 f4 6d 4d dd 15 9a 7a b6 06 30 bd b8 21 3e d5 5f 05 d5 17 f1 1b 5d 
88 46 df 56 f3 e7 22 9c 3f 97 82 3f 17 e1 fc b9 dc 0d 33 28 d2 25 1f b8 2d 88 45 e8 ab fb de 36 89 92 9b 27 57 60 40 df 7f 
e3 fb 37 4d 6e de e9 d1 d3 f8 ec bc 12 ec fc fe 77 
Data Ascii: Eh7Pp@Gc#+K4Q!`Gi'z&+=3|uT<W=%%*6B%>Sqo0z7&}zv>38unYL3.=(p8h%~/8zN80HQS>VmMz0!
>_]FV"??3(%-E6'W`@7Mnw

2022-01-28 14:30:38 UTC 1125 IN Data Raw: a4 6a 46 65 83 70 e5 46 ac 74 10 a9 0c 1c ca f5 9d e1 50 07 95 0f f2 a8 83 ea 72 16 30 ab 56 4a 6f 20 83 0a 
04 df 41 c7 79 92 43 11 39 eb 01 1b 26 dd 4a 03 fa 10 38 d6 8c 8f f3 a0 23 91 19 01 13 aa 87 bd 7e 8c 0f e7 a0 5d 9c 19 
39 fc a5 28 fc 3f 73 ef 3c 68 3f 39 5e 71 b4 e6 da b5 11 89 24 b9 32 a1 a9 6e ab bb 6c 5b 1d 9d 60 ae 9c fc 6e 47 25 e2 
82 a0 b0 bd ca 25 fa a2 62 40 8f 85 0a 27 e0 2c ca 04 9e 4a 56 f3 cc 33 80 a7 38 23 ab dd a0 f3 df 9d 52 8a 54 59 3d 90 
1c 95 3b 55 5b ea 2b 38 23 79 77 64 17 77 27 74 17 77 2c 76 aa dc 66 f8 65 53 4d 0e 30 0c cf 5a 3d 08 80 59 33 f4 e2 a5 
47 01 b0 d7 0c bd 78 e9 58 00 d8 4d bf 01 6d f1 84 a9 23 40 c0 41 0b bf 2f b3 21 40 c0 7d d6 54 52 b0 d5 43 cf 5e 8e 3c 
f4 cc 8f 26 bd 3e a3 a9 c1 89 2f 20 52 24 b0 1c d7 52 ab 
Data Ascii: jFepFtPr0VJo AyC9&J8#~]9(?s<h?9^q$2nl[`nG%%b@',JV38#RTY=;U[+8#ywdw'tw,vfeSM0Z=Y3GxXMm#@A
/!@}TRC^<&>/ R$R

2022-01-28 14:30:38 UTC 1126 IN Data Raw: ef a1 24 7f 47 42 fe 0e 3d f9 3b fa 27 c9 df 6b 1c f9 6b c7 d1 cf b6 a7 9f c7 f1 e5 ef 58 70 e8 44 0d a6 f1 8e 0a 
de 45 b1 d9 2e 8a ed ed a2 d8 81 5d 94 26 a9 3f 21 5b 5e c1 9d 13 9b dd ba f8 7c 97 72 32 3d bc 39 09 7f c8 e7 0a ff ec 
fc fc 09 e5 ad ce 9f 4e a6 cf bf f3 e4 64 ea e6 87 2c da b1 53 c9 d6 f8 d1 1a 02 27 ed 97 b9 9b a0 d5 1f 92 69 44 37 63 be 
0e c6 f3 52 6d 3a b5 5e 52 d9 74 d5 1d ce 5c b2 3b e7 9a b8 af d9 c2 b6 48 15 74 8f c8 10 30 2e fc 31 3b 30 bc bb 7c 1a 
92 dd 37 07 25 93 21 1b 38 b6 d8 c0 b1 28 4b 4f a3 58 fa 45 12 b9 53 c1 d0 b3 f8 b3 70 26 1a 9d c7 6f 74 2e 1a 7d 8d df 
e8 ab 68 74 11 bf d1 85 68 74 19 bf d1 a5 68 f4 2d 7e a3 6f a2 d1 55 fc 46 57 7b e2 48 c7 17 9c 30 23 df f5 28 e0 73 03 
5a e9 06 7d f4 77 24 ef 19 7a fb 85 a7 7b 7c ff 
Data Ascii: $GB=;'kkXpDE.]&?![^|r2=9Nd,S'iD7cRm:^Rt\;Ht0.1;0|7%!8(KOXESp&ot.}hthth-~oUFW{H0#(sZ}w$z{|

2022-01-28 14:30:38 UTC 1127 IN Data Raw: de ec 1d ff 93 66 ef f0 b7 cf de 97 28 e6 9c 48 cc f9 22 98 73 1a 7f c2 4f 5b 62 b3 ec a4 45 6e a4 3c 7f 57 10 
49 76 cf 5a 3c a9 7e 26 f2 f9 f8 02 ef d6 1a 5b 5f eb 67 3d 2e c2 23 2b 9c 74 3c 6d a9 37 69 ba fc 26 cd af ad d8 69 f3 f0 
fc c7 d9 7f 2e a5 f6 75 ed 9c 15 dd 6f 8d 92 86 4b 49 80 be 09 01 ba 8a 2f 40 57 a2 d1 f7 f8 8d be 8b 46 1f e3 37 fa 28 1a 
59 fb b1 1b 59 fb e2 4d b2 f8 8d 6c d1 c8 89 df c8 11 8d 3a f1 1b 75 44 a3 6e 54 23 77 5f 7a f7 69 5f 68 6c 2f fe 40 3d 31 
50 3f 7e a3 be 68 34 88 df 68 e0 e1 77 d9 c2 37 22 e3 2b 62 f1 fd b0 fe 2e 56 bf ac fb ad 15 fb 65 dd 26 a9 b7 33 8b f0 6d 
75 0b ab 96 bd 2a a5 c3 6a d5 94 4e 9e 6f 0d b6 f8 ab bd b7 fb c4 8a d1 2b 12 ae fc 56 ac c4 a0 bf 0b e8 bb 7d fa ca b0 
ba 05 ce 77 47 bb fb 1c 72 c8 20 0b e1 9b 
Data Ascii: f(H"sO[bEn<WIvZ<~&[_g=.#+t<m7i&i.uoKI/@WF7(YYMl:uDnT#w_zi_hl/@=1P?~h4hw7"+b.Ve&3mu*jNo+V
}wGr 

2022-01-28 14:30:38 UTC 1128 IN Data Raw: f1 4a 3c ff ce ca f7 08 08 ef 1c ac 75 10 81 ec 47 69 06 ac 03 b1 51 8b 55 06 e1 23 17 c8 f6 b7 f6 76 ee ac 03 
fe da 6c 7d c8 3d 5a e4 1c ac c6 28 e7 bb 95 ad 13 85 95 b2 6f 2a f0 72 e3 37 72 45 a3 0b f3 c7 12 75 0f cc d4 c5 b5 5e 
30 6e 4c 03 41 a1 98 a7 05 2d 5f 2c b3 47 b9 42 96 97 f2 f0 2c 87 6b 8b 25 ed c6 d4 70 49 2b 94 45 a9 78 63 16 31 5c 36 
9f a3 cf a0 64 88 da 92 78 a6 df 98 3a 79 56 2c f2 da 72 99 b5 d5 8d bc a8 cd f3 da 62 81 d6 42 49 17 cf 72 a2 24 c6 28 
79 25 51 5b 12 2d 3c 9c 4b 59 d1 56 60 5f 64 f8 41 03 81 55 51 b4 28 f2 16 b9 12 d4 16 a0 54 30 ca bc 90 a5 85 3c 1e 1e 
17 74 82 1c 65 63 59 63 95 18 4b 4c 43 be 5c a4 4c d4 09 81 84 9d 46 99 b1 3d 5f 2a 71 70 f1 a4 c8 9f e8 bc 03 06 a3 e5 
31 1d 39 3a 6d 6c 68 4d 2f b0 67 1a 41 87 94 4a 94 8e 
Data Ascii: J<uGiQU#vl}=Z(o*r7rEu^0nLA-_,GB,k%pI+Exc1\6dx:yV,rbBIr$(y%Q[-<KYV`_dAUQ(T0<tecYcKLC\LF=_
*qp19:mlhM/gAJ

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 1130 IN Data Raw: 90 fc a2 58 7e 34 b1 ac 68 62 21 2a 09 e7 37 5b 36 44 49 e8 63 36 2b 9e 09 6b 52 10 22 51 e6 6d 0d 0e 97 33 
8a 39 51 12 cf 44 7f 59 61 ed b2 dc bf 00 2b c1 79 2a 4a 46 1e fb 80 25 0a c7 97 81 82 b0 17 79 b1 dc e6 4b 7c b9 28 68 
9e b5 e3 13 cc 8d 67 8e ac 3e d4 90 eb 3a 5b e6 73 06 8f 22 73 05 c1 a1 ac b0 2b 59 9d 2f 7b 46 d1 10 70 05 21 11 c2 
ee 95 bd 92 10 4a bd 24 4a 5c 86 ca b9 ac 80 13 7e 97 10 e3 72 4e 88 67 99 63 60 94 05 bd 59 61 5b b3 7c a5 31 4a 45 
51 cb 39 99 17 6a 6b 94 38 45 06 0f 66 a1 24 9c 19 69 8c ac a8 2d 89 67 dc 0d 21 e1 25 5d 5a 79 f0 69 90 80 94 d5 8a a
8 a0 5c 12 b5 1c ab a2 50 4c c3 8b 37 30 37 d8 ac 0a be 70 5e 19 f9 9c 50 74 ce 67 78 e6 49 84 2e 6a bd d9 12 72 80 a3 
87 12 2d f1 55 20 9f 17 b1 54 9e 73 2d 8b f5 68 83 35 2e 8b 6e 04 
Data Ascii: X~4hb!*7[6DIc6+kR"Qm39QDYa+y*JF%yK|(hg>:[s"s+Y/{Fp!J$J\~rNgc`Ya[|1JEQ9jk8Ef$i-g!%]Zyi\PL
707p^PtgxI.jr-U Ts-h5.n

2022-01-28 14:30:38 UTC 1131 IN Data Raw: d2 3f 06 dd 94 93 e6 2f a3 76 cc 6c b5 23 0e f0 55 3b 5b 5b 8c 2b b7 12 57 7f fe c4 bb cb 55 86 25 79 71 72 59 
1d bc 45 9d 8c fe 2d 45 ff f6 80 be 02 79 90 4a de 5f d8 cf db 4e 92 62 79 17 b6 d7 fe 63 89 1c fc 4f c7 bc be 41 2e fe a7 
eb 41 3d 10 3a 3e 38 d7 0f 37 14 7e 6a 3e 24 06 30 91 d6 d8 71 27 5d 18 e2 f3 43 a6 57 b9 be a9 62 10 d3 71 52 d3 74 
75 cf 4e 4d 91 e8 62 91 fe 61 5f 2f 6e 4c fc 0f 26 a9 8a 0b f4 ca e6 87 34 08 c7 94 31 e5 e7 cf 0e 7f ca 7a 48 2f 97 e4 6d 
5e f8 65 c1 af 6a 87 b3 8f a2 d2 33 3b 99 59 7f d0 9d a7 d2 55 97 36 ed a5 a1 f7 de cd e6 26 34 c1 05 24 13 f2 dd 4e 61 
24 11 be 23 1e fe 06 87 5d a6 97 64 f2 31 37 46 c0 08 8c 86 eb eb 42 a1 7d 73 33 f5 60 3e 64 fa e4 54 80 69 3e fc fc d9 
87 8e 41 d0 f0 1f 7c cb fc 88 77 9d 26 94 92 99 fa 
Data Ascii: ?/vl#U;[[+WU%yqrYE-EyJ_NbycOA.A=:>87~j>$0q']CWbqRtuNMba_/nL&41zH/m^ej3;YU6&4$Na$#]d17FB}
s3`>dTi>A|w&

2022-01-28 14:30:38 UTC 1132 IN Data Raw: a1 16 01 18 7d 51 65 99 35 cd 57 ef 16 a0 8e 3b 74 e7 58 d5 f1 78 4b 60 55 97 a8 28 a1 c0 74 51 6a 8a f1 a1 
3f d3 e0 00 89 1f e6 14 8c 5e 9a 10 bc b9 59 c7 ac c5 d4 03 05 f8 09 b1 0f 6e 5c fb d0 c3 f6 01 d3 8e 5b 32 0c a6 54 a8 7f 
4c ad 8a 85 3a 15 77 29 d9 75 54 57 2d 34 ea 80 17 e8 93 8a 34 fb a8 cf a3 ec a4 60 05 a3 7f 15 95 a1 3d bb 99 e1 c4 ea 
a4 3a f8 6e f6 74 f5 23 ee ef 19 08 de 19 21 8b 0c 81 df ad 8f 33 32 75 c1 24 dd 72 92 b0 88 84 f7 ba 01 dd 56 bf f3 87 bd 
5b 31 54 f5 ce 94 5d 94 ea 1d 54 86 be 48 24 79 29 d2 3a 8b 4d 0b f5 d9 ae ad 1b be 80 89 07 58 bf f0 a8 1d 18 95 fa 7b 
b7 48 44 40 82 1f 1d bc 98 7f b0 fd 6b f6 e1 a4 b3 18 ba de 42 9c b0 17 73 b1 6a c3 0a dd 65 6b 3a f5 86 fc 9e 50 e2 69 
30 ef 27 c0 9a 26 1c ea 7a cc f0 32 ee 39 44 0d aa 
Data Ascii: }Qe5W;tXxK`U(tQj?^Yn\[2TL:w)uTW-44`=:nt#!32u$rV[1T]TH$y):MX{HD@kBsjek:Pi0'&z29D

2022-01-28 14:30:38 UTC 1134 IN Data Raw: b5 f4 d1 2f db d4 b3 27 2b 1d 5e e7 f0 e5 3c 38 0f 83 83 74 b1 36 5a 78 9f e3 ce bc f2 07 0e ed 10 57 b5 69 5a 
e4 bd db b0 6f fd 52 00 e2 a3 7e eb a9 31 07 61 e5 07 92 0b 4d d9 26 49 dc 8e ac e7 14 0d 1c 18 bf 2d ce 7f 9b bc 96 be 
72 57 a3 41 de 7f 0e 7b 6d 92 b6 a7 7c f8 7e a0 ba 88 84 09 9f b4 0f 26 b9 eb 93 ae 95 f0 ac 9a e4 70 49 90 38 4c 3c b8 
cf 76 e6 f8 73 ca 32 8f 86 44 ed db 43 84 db 80 7b 74 8c f9 56 09 6f 31 b2 f0 35 27 23 2b 85 37 2a 7c 73 d6 5a 39 69 43 
05 72 2f 0c f2 23 5f e5 e5 6d ae ab 78 1b 41 c9 eb e3 7b 97 d9 d6 41 a7 92 60 86 fb 0c c2 2c f1 63 b8 95 44 89 47 77 3a 
03 20 f1 b0 8f 97 82 65 95 77 98 b8 3c 10 7d 5e df 90 8d 91 6f 07 66 16 59 6d 79 4c 9f 9d 07 51 80 a8 a5 4d 2c b1 d5 96 
45 98 99 fe a4 87 5a df 9a 25 ac 21 b8 22 9d 97 84 ed 
Data Ascii: /'+^<8t6ZxWiZoR~1aM&I-rWA{m|~&pI8L<vs2DC{tVo15'#+7*|sZ9iCr/#_mxA{A`,cDGw: ew<}^ofYmyLQM,EZ%!"

2022-01-28 14:30:38 UTC 1135 IN Data Raw: 3f 6a ca ec cd 7e 7a a2 1f 8c f6 a4 6d 6a e8 1e ff f3 e0 27 20 98 39 ed d3 0d 6d 77 5e e5 27 a0 f1 f7 70 60 9d 
e6 69 1b 58 ea da 38 b5 f9 20 e3 37 1b f4 c6 56 d8 b5 a1 53 76 8f d8 07 7e 91 d8 ac 1d e6 ef 4c b1 14 12 f6 f9 ba bd 0c bf 
c0 6b 0e e2 43 47 ac 2c da 3c 33 8f 3a d6 dc aa d8 62 31 7a 0c 0a af e3 e5 8e 9d cf 9e 45 10 fd ba cb 8a c3 2c c8 82 28 
89 38 86 7b 59 09 01 b7 32 97 78 cf 1f 9e 80 eb b3 44 53 d5 72 50 bf ec a9 4d af ed ed 67 c0 2b a7 c5 f3 94 2d 9d d1 44 
8b 40 c3 cc e4 e7 cf 14 fc 6b 3e 53 34 b6 92 9f 92 5b f7 6d 7c 10 dc 6b f6 ac 36 f3 12 b6 38 3b 79 4c d6 91 0c 98 92 e9 
c0 9d e1 fc 66 3a d3 1d 8c 3b 3e 79 71 4c fc a7 ea f0 f3 49 42 7e e8 6f 7a 02 c9 34 81 ab 69 ba a3 f7 f3 67 b2 76 74 7c 74 
75 78 fc f5 2c 59 49 1e 5f 1e ed 9c b6 77 ce ce 
Data Ascii: ?j~zmj' 9mw^'p`iX8 7VSv~LkCG,<3:b1zE,(8{Y2xDSrPMg+-D@k>S4[m|k68;yLf:;>yqLIB~oz4igvt|tux,YI_w

2022-01-28 14:30:38 UTC 1136 IN Data Raw: 47 9f d5 dd 9f 9f 46 95 2b 6b a7 66 31 6b 7b d7 ba 66 c7 f4 33 82 6d 8e 0a b5 ce b8 3b 99 e2 9b c1 60 58 d8 
85 a3 36 e8 42 95 6f a3 8a 75 bc df d8 6e 1c 1f 6f 9f b7 9a bb 16 59 0d 4e 6d cb 02 12 f1 6e f1 bb 2f d8 ce 1b cc bc f1 63 
61 3f f2 c7 f4 d0 40 a9 76 61 7b 34 ee f6 e0 f9 b1 70 3c 1b 44 f0 4f ef b1 b0 3d 8b 67 93 29 90 d7 a3 69 d4 f7 e1 36 6e 05 
d3 21 fe 6d 0e ef 79 c1 6e 14 d0 83 1a a4 00 a3 3c dd fd 7f 31 ca 03 1f 05 47 c0 ce b1 6b d9 31 f6 8b dd 62 9f d8 1b f6 84 
9d 18 ed 6b ff c3 f6 97 d0 fe 7c 36 08 a1 49 63 48 7f 2e 66 d1 04 ff 5e 46 e1 80 3f 5d 74 66 63 7a d8 1f 77 f1 cf b9 07 30 
00 0f 46 47 4b 7b ff a9 9e 1e 79 47 d8 0b 76 81 cd b1 21 b6 c1 06 46 dd dd 7f 50 77 b4 07 75 1b 17 97 17 fb e7 3a 34 ed 
dc e5 16 ff b8 03 f8 3d 2d 03 d0 9e ae e1 3f 
Data Ascii: GF+kf1k{f3m;`X6BounoYNmn/ca?@va{4p<DO=g)i6n!myn<1Gk1bk|6IcH.f^F?]tfczw0FGK{yGv!FPwu:4=-?

2022-01-28 14:30:38 UTC 1137 IN Data Raw: 69 c3 71 69 7f 10 30 a8 8e 4c 5b 06 21 11 2e 33 ed eb 22 42 66 b5 ec ea 25 b0 41 5b 92 41 13 09 bf 62 a0 fd 
e1 26 46 43 e8 4a 20 c3 96 24 1e 88 0a 93 71 b1 4b d0 c8 a0 33 61 12 8c 6a 07 5c bd e7 67 c0 0b b0 df ea 8e f6 8a 5f ef 
f4 18 0f 57 d7 8c bb 9d f9 ba 4b 9e 38 d5 7e 31 e8 78 e3 da 30 8c b6 49 be 2a 66 b4 f1 fe 83 1b bd 7a b5 f9 ee 23 9c 66 
3e 60 b1 0d 5c 79 4d 54 b6 71 90 95 68 75 e3 3d 30 73 d4 05 35 87 3b d1 d5 3e 21 b9 1b be 91 40 22 6c a4 09 80 65 3b 
01 6e f2 66 8e a6 e7 11 70 a6 a1 fc 25 10 ad f3 4b 58 ee 50 40 8d c2 14 36 b1 60 c3 e9 f0 3d 1f f8 00 af 10 0f 87 31 0a 7c 
a2 22 ee b4 53 2c 7c 06 76 1f 1f 51 2d 6b be 44 00 60 14 3e 02 65 c6 0a 63 a0 cb e8 70 36 e5 5d b7 bb 51 2f e4 4e a3 cc 
6f e4 50 58 4c 01 86 5a 6e 95 3f 50 ac 53 c9 11 a2 14 eb 
Data Ascii: iqi0L[!.3"Bf%A[Ab&FCJ $qK3aj\g_WK8~1x0I*fz#f>`\yMTqhu=0s5;>!@"le;nfp%KXP@6`=1|"S,|vQ-kD`
>ecp6]Q/NoPXLZn?PS

2022-01-28 14:30:38 UTC 1139 IN Data Raw: 4f ab d0 57 00 73 f7 26 c3 41 55 da af 86 91 3f 8b 8f 06 ed 21 86 f4 80 b5 2a b8 50 6b 1b 6e 9f e4 0d b3 fe 35 
b0 d8 06 50 bc 14 aa a2 04 48 47 2c 0d 76 a9 47 1b 72 d8 01 9a 34 60 94 29 be ec 2b 52 fe c7 0a 24 2e 52 2a 56 09 a7 
9e 8d 06 8f 25 15 24 43 70 b4 50 5a b1 3e 0f 6e 07 c3 87 81 c5 61 73 d4 c8 48 e0 30 5c e6 9c dd a5 f9 70 0f fd 96 9f 9f 7f 
ce 53 d6 66 e3 3c e8 36 0d c9 6a 09 9a 31 f1 4f 1f 83 be 96 a4 6b 42 08 bc 04 f4 de 30 2c d7 4b 66 01 c0 88 1e 93 52 06 
18 92 fd f2 71 e5 b9 29 09 73 cd d4 5d 01 d5 15 d7 01 b7 32 da 14 fc e9 15 87 64 57 92 79 b3 82 86 07 5b 1a 5d 01 3f ff 
b4 8d c0 9c ab c5 4d e7 cf b5 3f 29 06 68 89 a2 6b 74 56 56 f8 d0 b3 fc e5 d5 cd f0 a6 0d 3c cd b3 06 1b 35 d0 63 6a 66 
22 bc 17 fc 9e 3f fc 97 e6 de 8c 82 01 6b 45 84 b6 7a 
Data Ascii: OWs&AU?!*Pkn5PHG,vGr4`)+R$.R*V%$CpPZ>nasH0\pSf<6j1OkB0,KfRq)s]2dWy[]?M?)hktVV<5cjf"?kEz

2022-01-28 14:30:38 UTC 1140 IN Data Raw: 44 46 26 30 e4 7c 8e 1f 82 e6 3e b6 1f a7 b7 30 69 32 0b f8 22 17 2d 87 a5 0e e5 2e 0f 9b 56 c9 00 10 2a 9c fd 
62 0c ff 38 b8 f0 87 6a 65 85 f1 c0 41 1a c3 48 87 eb 1b b2 20 f7 13 81 56 40 94 f9 4d 91 87 a5 a1 37 80 a8 6c 0a 47 7d 
b8 a8 97 4e 7e 2f 9d bc 5e 52 40 31 cb b1 57 31 9d ae bf 4e 9c 7f 00 2b 3e 30 50 2c 84 3f 9c af 62 11 20 7f b2 2f e4 f7 c3 
df c3 f1 df ed 31 46 7c 1e 84 96 4b b5 95 67 83 af 3c 1b 56 cb 15 fa 5b aa 08 9f 05 00 05 32 75 1b 0d c7 d3 bf 67 03 ef 1e 
0e ba e7 f7 22 ab 1a e6 41 cf 7b 6c 90 3d 35 f9 95 37 4a 25 ac ee 7b e1 df e2 00 53 45 03 f4 44 c5 32 56 84 e1 67 d3 ce 
70 dc 7d 12 5d e6 d5 5c c3 9a 40 75 a0 ab 0d 75 db 1d bf 50 7b 9d 60 7d 38 f6 bb 61 18 0d 16 54 2b 8b 4e c7 c3 00 f8 2f 
c4 4e fa db 4d fe 15 dd 01 5a 4a 78 bd bf 31 3e 
Data Ascii: DF&0|>0i2"-.V*b8jeAH V@M7lG}N~/^R@1W1N+>0P,?b /1F|Kg<V[2ug"A{l=57J%{SED2Vgp}]\@uuP{`}8aT
+N/NMZJx1>

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 1141 IN Data Raw: 00 56 99 68 7f 21 1c c7 9c 04 18 21 4f 83 a4 e6 22 c3 5c 80 62 23 8d a7 20 28 a4 74 a8 cd cd 5c 4e 1f a4 04 
29 eb 7a 7a 2c 04 28 86 eb 69 b3 c1 8e 1a 4e b5 f9 cf ef a6 65 b4 16 03 78 68 09 c2 31 31 ac 59 74 d1 e5 7d 00 ef ed d5 
ab 4e f1 de db ea 70 99 05 3f df 5c 2a 6d 5c a1 e4 5e 9a 66 e9 64 44 86 1b a4 d2 f2 a3 5d 87 de a2 37 ad 84 0b 43 20 e1 
8b 58 ef 55 cf c9 21 9c 3a 45 79 41 0b dd 9f e1 0a 37 96 c9 74 09 cb eb 3f 07 ae 5e bd aa 37 48 49 72 92 f0 87 a6 16 fe 
24 fd 81 b6 ef c2 ff 2f fe 32 35 75 2e 26 c2 00 88 8d 1e 5b 27 10 7c 20 e7 61 8c 80 d5 7c 09 0b 02 08 9b 58 32 95 32 16 
0f 8f 8e 11 27 bb a4 a4 ca 3d 37 02 f2 ef 76 d9 5a 92 c3 0d 63 3f 96 31 0b 81 f9 ad a7 8d 94 9c 72 61 1c d2 53 4e 60 9e 
ea b3 1c b5 33 58 17 f1 90 18 c2 90 7a 8e da 69 e0 93 98 
Data Ascii: Vh!!O"\b# (t\N)zz,(iNexh11Yt}Np?\*m\^fdD]7C XU!:EyA7t?^7HIr$/25u.&['| a|X22'=7vZc?1raSN`3Xzi

2022-01-28 14:30:38 UTC 1142 IN Data Raw: f7 33 8a 60 be a4 cc 68 94 d7 48 d4 94 92 a9 a0 29 1d 61 02 a2 a5 23 cc 04 51 45 b8 da d0 b8 6d c1 4a b5 9b 
46 48 ae b8 99 42 13 f5 fa af f8 98 60 d8 eb 45 01 e7 60 3c d2 f1 16 55 d2 23 9e bd 68 38 b6 54 5c 5e 4f 2a 2a 94 69 29 
5a d7 4d ed b8 c9 ea 22 23 50 27 3d 87 76 b3 d8 f1 30 5e 06 c6 93 a5 e9 c6 4d f3 90 4b df 0b 0c 61 dc ca c3 69 ca d9 bc 
83 68 80 41 8f 3c 50 98 66 d0 09 65 22 07 2d eb 36 f3 60 1b 88 12 3b dd 75 12 3f 0f d7 1f f0 8c 08 be de d4 f0 b8 c8 f3 94 
17 eb ac 6f 4b 37 6f 0a f6 4d a1 4d 12 4f 22 12 4f 6c 49 79 a5 88 64 c7 a4 bb 7d ac b8 e4 73 91 56 b2 2f 24 a0 95 9b 66 
c2 83 63 a0 74 7d 36 46 f6 2d e9 32 4f 0c de ca e6 07 a3 e3 aa 73 db 4c 32 59 e2 49 21 cb 4f 8f 41 4d 74 3b 5b 71 37 ab 
e9 c9 ac 7a 5b 37 46 23 cc 56 5b c9 ef 27 1b c6 56 dc 
Data Ascii: 3`hH)a#QEmJFHB`E`<U#h8T\^O**i)ZM"#P'=v0^MKaihA<Pfe"-6`;u?oK7oMMO"OlIyd}sV/$fct}6F-2OsL2Y
I!OAMt;[q7z[7F#V['V

2022-01-28 14:30:38 UTC 1144 IN Data Raw: b6 b8 91 3e 16 97 9c 24 b9 d4 17 98 a7 71 81 57 e2 37 52 87 ca 05 2c 0c a4 1b c4 30 71 e2 1a f8 ea 7d c7 5d 
5d 93 da 6e e9 84 31 d3 9c 3a c8 94 d9 85 bb 58 64 89 0f 28 79 bb 7b 8c 79 a7 aa e3 66 b1 e5 ab 2c db c9 a0 b7 81 7b 
17 e8 3e 67 a6 0e bd 2e ec 45 76 95 12 5d cc 70 50 c3 3b 3f ca 7f bb ab 41 9b 30 b3 ab d9 31 8f e5 5e 5d d2 e2 b6 3f 36 
a1 58 10 cb 8c 57 60 57 d7 cc 0a 3d 0b f5 cf 53 fb 89 df 2a 4f 3a 23 f8 52 42 e5 64 43 0b ff 65 24 54 66 7a 86 65 4a aa 8c 
83 2d ca ac 4c 96 55 e9 fb d1 9c b7 af e6 0d 13 f6 c4 94 d9 8e c9 80 e3 66 a0 01 04 6d 0d a1 47 b1 49 6d cf 62 1e c0 15 
72 ca 97 81 b8 dd 6c 2c 81 e2 01 26 84 3a 21 53 6c e3 c3 a1 ed d8 f4 22 81 f6 b5 a6 12 9e f2 d1 12 58 78 f5 6a a7 29 36 
13 15 a5 30 e6 b2 f6 d6 91 df a3 12 ae 8b b9 c5 00 40 bb 
Data Ascii: >$qW7R,0q}]]n1:Xd(y{yf,{>g.Ev]pP;?A01^]?6XW`W=S*O:#RBdCe$TfzeJ-LUfmGImbrl,&:!Sl"Xxj)60@

2022-01-28 14:30:38 UTC 1145 IN Data Raw: c3 ce 10 21 a3 2c 17 e5 cb 91 f4 77 80 23 18 28 cb e9 b6 a3 c9 81 e1 63 ce 39 0e 8f d1 cd 3c f3 b1 89 4a a9 
23 bf 39 26 49 31 1c eb 91 27 15 9b 76 86 9c 3b ce de af cb 52 b9 d7 ca 5e 4c 09 45 e1 15 4f 43 91 d2 cc 2b fe f0 e8 f2 c1
b4 5d 0b 78 48 83 2c bf 68 6e dd 48 7a fc 87 87 e4 78 45 fc 46 11 5a 33 43 d2 eb d4 3b 26 93 4a b8 2c c0 42 17 4d d5 f2 
73 be 9e 04 5e d3 b5 48 43 f1 14 c4 01 d9 ac 05 c5 1b c4 86 f4 db e7 bf a4 3c 3a a0 d0 9f 73 56 cf bb 7c 94 57 47 72 21 
bf 04 62 42 75 41 e8 f3 0b df 44 14 a6 a1 9e 27 e6 7c 15 57 be a3 66 c5 54 67 66 76 cf 40 b3 ec cb 6f c8 93 52 70 5d 89 
38 b8 47 1c 42 51 67 f2 fc ac d5 59 e2 60 2e 40 5a ea 47 35 47 d3 2c fc 93 fa 94 4e 0b 89 29 c9 91 55 a9 df 0d 98 c6 4b 
9e 88 de c5 80 ad c3 6e ea 1a 19 07 bf f2 b7 4c 78 e0 
Data Ascii: !,w#(c9<J#9&I1'v;R^LEOC+]xH,hnHzxEFZ3C;&J,BMs^HC<:sV|WGr!bBuAD'|WfTgfv@oRp]8GBQgY`.@ZG5G
,N)UKnLx

2022-01-28 14:30:38 UTC 1146 IN Data Raw: e0 ba e1 85 ed cc 4d 03 24 dd 8a 1a 8d 69 40 d7 50 7d 5d 61 67 26 bc 89 0e af b0 c7 3c 48 e4 ef c2 f4 05 81 
11 22 31 6b af 54 0a b3 9f e7 41 a5 cd 76 82 4a c4 64 43 8c ae ea 09 4f c6 11 7a 43 b4 11 93 c2 ce a7 0f 92 87 2a 69 5f 
00 8c 79 b2 3f f9 79 f2 7c 4e f4 63 ec cf 14 53 ed 55 12 69 ad 0c f1 93 7b 9b 54 4d 53 14 df d9 82 19 54 e0 bf 54 87 1d c1 
95 17 63 a7 22 9f 15 32 25 38 9f b3 6f 59 42 dc ea 7a 14 f8 2c 51 02 93 ca 52 e9 82 bb 28 3d 17 e8 43 23 72 13 e2 5b 20 
3c b2 ba 96 46 91 6a d1 eb 1e fb 
Data Ascii: M$i@P}]ag&<H"1kTAvJdCOzC*i_y?y|NcSUi{TMSTTc"2%8oYBz,QR(=C#r[ <Fj

2022-01-28 14:30:38 UTC 1146 IN Data Raw: d9 f0 2b 3e e3 91 71 31 cf 5e 7a dd 7e 78 79 eb e6 61 14 69 3a de e6 a1 e4 74 89 34 cd ea 86 ee ca 4a d8 9a 
b3 c7 3c d6 3f 6a e5 38 e9 75 a4 11 c6 b7 48 1a a3 d5 db dc fa ec b1 c9 a2 16 9c a3 c7 df d5 e7 9f 98 04 8f a6 c3 ef 86 08 
ed 69 dc 1d 67 c9 30 31 95 2c 31 26 df d5 f5 e3 83 33 4a 5b 03 28 57 85 bd a6 be 7e 66 c8 0c 32 b3 a8 78 c5 a0 37 1c 60 
1e 6e 72 6d cf 5b 33 4e aa a2 61 9d b2 cf 13 72 66 69 b9 e7 4b 7b 96 4e 22 ba 10 b1 63 54 b4 a3 e5 f2 9c 7d 6d f2 e4 5f 
0d 6f e4 90 a1 6a b9 c4 de be 73 d8 8f a6 5b 62 61 0b fe b9 c8 b5 f1 eb 68 89 1a e6 d5 0b c3 e4 9f f8 d7 3c 70 e9 09 7b 
9a 8e 8c 3b 02 f0 e3 a4 5a 2f de 49 d3 47 84 ce e2 65 f6 a4 78 dc 96 59 b7 6c 34 24 40 24 b1 a0 80 65 14 b6 72 07 73 aa 
cb 48 52 3c e2 34 66 c5 e4 4f 55 8b ec a0 2d 20 5b 3c 
Data Ascii: +>q1^z~xyai:t4J<?j8uHig01,1&3J[(W~f2x7`nrm[3NarfiK{N"cT}m_ojs[bah<p{;Z/IGexYl4$@$ersHR<4fOU- [<

2022-01-28 14:30:38 UTC 1148 IN Data Raw: bd 4d ad a8 c7 63 41 a4 91 fd 59 fc 41 84 52 d4 55 46 64 9a 83 60 5d 2e 95 44 1e f2 55 8a f0 2b 8a 61 77 d5 
35 32 e5 10 a7 8b 3d 8f 84 8c 5c f2 bb c4 f2 14 fc a8 37 7c c0 64 d7 c4 9d a1 70 dd 10 5c 16 ec 84 5d 75 d4 75 35 f7 65 
9a 83 76 77 10 e6 79 99 85 f8 09 28 05 50 81 19 97 b9 eb 76 8c 46 ba b1 f3 33 31 ec dc 9d 8d 7a b8 b5 91 9c d8 58 a8 
73 12 b1 7e a1 3b 2d 6a 83 27 df 74 ca 23 e5 e7 88 43 97 60 c9 bf 0a 2b db 1b 7e 35 a4 36 67 4b 10 4e b6 53 11 14 15 
30 3a f6 ff 40 52 4c f7 c5 24 8f dc 3a 26 d4 8c 8e fa e2 82 90 41 cd 0a 70 3f f5 1e d3 7a 16 4d ea 15 b0 9f df a2 8a cf ea 
6d 2e 7c 61 b7 d9 fe 51 05 40 98 0e f1 cb 57 83 5a f2 b4 9b 9b 8b 32 45 f1 57 b4 e9 0a b6 42 77 d4 a2 6b ad 42 b8 31 c1 
80 6c 68 22 35 68 91 d8 a6 ef c9 0c 10 1c 49 33 ea ae ac 26 
Data Ascii: McAYARUFd`].DU+aw52=\7|dp\]uu5evwy(PvF31zXs~;-j't#C`+~56gKNS0:@RL$:&Ap?zMm.|aQ
@WZ2EWBwkB1lh"5hI3&

2022-01-28 14:30:38 UTC 1149 IN Data Raw: 71 52 40 f9 5f 88 93 77 16 79 d2 3c 47 e0 7d 12 9c ca eb 0e 68 c0 e9 eb 09 11 77 13 af 0f 57 85 06 3b da a5 
20 62 da e8 fa 53 4a 28 e5 15 fd b0 f8 cd 2e bf 5f 7b c7 7e 7e f7 81 36 bd 0b 81 25 03 32 16 c9 19 39 5f b9 29 12 5e d3 
4c b0 31 23 94 b7 0c a2 07 49 9f 1a 77 d2 3f 9c 9e e4 55 e7 32 96 4e ae 8d 6f 87 10 99 b0 a8 81 9b 46 7a 05 54 f9 0e 48 
77 f6 e5 32 ca cb d0 0a 25 fe 05 bc c7 57 02 d6 11 ce 5f d8 f5 98 76 5d f8 bb 34 79 13 f2 cf 90 b6 a3 72 e3 b4 43 5d 40 37 
12 c1 67 7b 83 b0 e0 85 f7 1e 51 bd 6a fd e8 f6 10 cb c1 f1 27 1e 54 9e 61 10 f8 3d 0f a9 73 e5 e1 1e 93 96 c8 8a 90 58 9f 
b3 69 0e 82 37 2d 27 28 19 ae 9b 44 fc c7 a8 27 2e d9 66 94 f8 1f 0b 85 4b 70 0d b8 f2 44 a7 2d 2f 78 7b df 6c ef f3 f6 be 
68 ef 3b be 6a ef 69 5e 07 b2 6c 39 3d 29 e8 26 
Data Ascii: qR@_wy<G}hwW; bSJ(._{~~6%29_)^L1#Iw?U2NoFzTHw2%W_v]4yrC]@7g{Qj'Ta=sXi7-'(D'.fKpD-/x{lh;j
i^l9=)&

2022-01-28 14:30:38 UTC 1150 IN Data Raw: 87 90 0d 64 08 0c 27 55 fb 05 06 e7 ec 68 77 62 63 8a 3c 57 b0 21 db 9c 89 e9 86 13 59 12 45 68 39 ef 08 de 
e4 a0 95 51 99 c4 ca c4 10 8d 31 e7 d5 03 7d ec 9b bc b0 3b 08 59 fb 4a a9 48 e1 86 b2 ae 0c b1 1b 04 76 26 74 fd 51 ba 
a2 5c 2f c5 e6 05 14 9a e0 e8 37 17 e0 7c 32 0e 0e c6 c3 d9 08 56 a1 ef 01 8d 19 a8 0f a7 95 98 c0 7b 55 d2 e1 eb 60 f4 
1d e5 65 22 90 5b d1 11 9f 77 9c 35 3a cd ce 5c 70 aa 0f dd 70 da 51 56 ec 51 37 ee 4c dd 70 5e 3d 36 14 57 68 28 bf 60 
61 8f 85 c9 64 2c f2 73 b2 a4 57 a6 f5 e9 a4 ba 7c 61 8d 6c 7d 41 92 a5 28 ac ca 1f d4 f9 8a f5 50 f8 a1 5e d3 18 2b 56 47 
c2 cd a7 f4 be c9 6d 75 5d 7f 6b b9 54 41 55 d3 96 34 9f 40 43 0a be 0c f0 8b 1e b0 84 7e f1 27 be 2a f8 93 9e 2a 68 74 
67 2e d0 70 80 ee 41 b9 d6 f8 fc 5b c8 7c 43 e6 9e d7 
Data Ascii: d'Uhwbc<W!YEh9Q1};YJHv&tQ\/7|2V{U`e"[w5:\ppQVQ7Lp^=6Wh(`ad,sW|al}A(P^+VGmu]kTAU4@C~'**ht
g.pA[|C

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 1152 IN Data Raw: 01 01 ee 32 fe e0 25 17 76 12 2d c0 1a 8c 2d a4 bd 6f 4e 88 f6 be 75 6f 4e 4c 85 64 0e 70 ff e4 76 51 dc 2b 60 
34 40 63 1a 0a 6b c7 49 54 0c af c0 69 f4 db 13 01 ff 2f 63 df 18 e8 6d ac 71 9e b3 b6 56 7f 66 a9 64 71 92 0a e5 d9 10 
a7 37 d9 ea c8 c6 df c2 94 16 6a 69 69 7b 6e cd 35 13 61 4c f1 1e 17 81 4c c7 91 55 91 7b cb 33 4d 76 cb ef 07 94 66 92 
fb b7 db d6 db bf 36 4b a5 f5 f5 77 1b e5 cd 77 6b eb 7f 6d bc 2f 97 31 c3 38 35 87 25 fd 55 f3 f7 ef 36 df 6d 6c 6c bc 5f 5b 
db 28 6d 94 df 6e bc df 78 9f 34 0f 7f d9 7c e3 dd fb b5 d2 c6 5f 6f df 6e be 5d fb ab b4 b1 5e fe 2b 19 dd fb 75 f3 b5 72 a9 
f4 7e 6d 7d f3 ed 5f ef 37 36 cb 30 f6 da 5f aa 79 db fb 65 f3 bf fe 82 41 37 df bf df 7c 5b de dc 5c 2f 97 36 55 e3 c9 f4 97 8
d df 95 ca ef de 6f 94 ca eb eb 6b 
Data Ascii: 2%v--oNuoNLdpvQ+`4@ckITi/cmqVfdq7jii{n5aLLU{3Mvf6Kwwkm/185%U6mll_[(mnx4|_on]^+ur~m}_760_
yeA7|[\/6Uok

2022-01-28 14:30:38 UTC 1153 IN Data Raw: 7a a9 9a bf b8 f2 04 33 b1 f3 cf cf 7b 2f 73 ba 6f 16 9c 6e 1d 27 c4 e2 bc ef fc d6 79 df 56 e7 7d e7 05 52 4c ee 
93 79 15 2c ed fc ea f6 e8 e4 dd 1e b5 df 11 e2 ec e6 c0 8c a6 9e d8 4f 88 39 4d 3d 11 73 fb 03 8c 3e 23 c2 1e e6 42 58 
4d 5d f1 f2 62 ae 25 4a 12 d4 97 cc 8a 93 5e 37 50 cd 11 56 51 66 ed ee 9a 82 a0 5f 6a 2a a4 31 93 a1 b0 50 de 09 43 5d 
37 a1 4a f7 8d 53 95 84 8b 90 7e 10 bd 19 8e 84 e5 02 fb 49 dc 21 2d 46 7e c8 6b 4c aa d8 09 3d c2 85 15 9d e9 41 87 6f 
4c fd c0 19 8f d6 59 d0 09 54 b4 61 4a 45 21 46 4d 84 2a da d5 f5 28 7a 32 4b ae 5c 58 a8 3d 18 be 2c fc e2 f2 ff c5 da 
05 52 1f 3c 2e d4 2e 24 0b 22 43 5f 56 17 68 13 f8 47 fc 53 4d c2 de 49 a2 3a 44 48 dd 5b c4 23 0b 75 83 2f d4 0d 9e d0 
35 f8 f4 77 ce f6 73 b1 e2 22 5c 30 54 8a 84 a1 50 
Data Ascii: z3{/son'yV}RLy,O9M=s>#BXM]b%J^7PVQf_j*1PC]7JS~I!-F~kL=AoLYTaJE!FM*(z2K\X=,R<..$"C_VhGSMI
:DH[#u/5ws"\0TP

2022-01-28 14:30:38 UTC 1154 IN Data Raw: 38 3a ee 6c 3b 17 2c 95 4c ae 9f de 74 ae b5 4d e5 74 bc ba ae 44 8a 99 92 a4 67 5a 7b 1b 2f a2 70 6b ae 2e 
e2 89 24 cf a7 19 b4 5b 18 60 c3 aa b4 e7 6c 90 86 83 05 f4 ab a6 7e d5 b4 ab 9a 7e 56 29 70 81 ca a4 8b b3 07 c4 17 
ac 1b fe cd a5 34 87 7c bf 04 a9 d8 3f fd 95 90 4e 86 75 a0 af c1 38 ac 6c d6 1e 7b c2 5e e6 86 8d 1e 42 49 2b 02 23 11 
47 e3 11 a0 2b 21 d5 8b 59 38 ed 4d ce 86 3d 41 88 d5 58 20 75 b9 09 19 d6 33 b2 4c f7 81 6e 14 44 1c c6 f0 33 a6 b7 
88 16 eb 9f da 3a 11 76 63 68 41 63 43 0b 3a 74 74 12 2c b9 5f 8d 71 bc 85 02 8a 3e 07 a6 e1 0b b7 46 2d 23 0f 1b e5 83 
1e 13 41 8d b8 41 c2 6f 3b 3e d0 3c 1e 72 44 0d fc cd 9d f6 c6 e7 6f 04 fc 5e 7a 59 09 b3 04 f1 05 00 dd 73 45 4e 90 aa 
6d 6b a7 84 aa 44 0e b9 1f 67 7d 97 fb ce cf 4e b1 47 49 44 fa 
Data Ascii: 8:l;,LtMtDgZ{/pk.$[`l~~V)p4|?Nu8l{^BI+#G+!Y8M=AX u3LnD3:vchAcC:tt,_q>F-#AAo;><rDo^zYsENm
kDg}NGID

2022-01-28 14:30:38 UTC 1155 IN Data Raw: 95 d8 2d f3 e0 c9 40 52 f3 72 51 bc 26 8b e7 35 7b fb 14 a3 3f 73 b9 25 bc d6 63 fb d1 f7 f0 2f 9c d3 51 66 31 
c7 9a 1b 2c 94 08 74 13 1e 3b 58 0f 10 59 88 1c 1e ff 82 8e f8 80 88 bd c5 46 9c fb 59 02 e2 b4 da 21 f0 c7 6f 08 6a 8c 
42 b0 8c 7a dd a9 6d 61 76 84 a6 8d 41 87 3b 18 0f 86 9e d7 e0 b9 0c cf 88 34 d6 18 66 80 11 1f 1a 16 6b 4a b8 1b 4c 47 
de 04 50 16 0f 09 bb ce 3f 4d 7c 2f be e9 de 47 56 a5 2f bf b9 aa 5a 89 f2 f2 bc cf 11 d5 3b c4 0f e7 b0 e4 6b b0 e4 73 62 
b4 b9 74 44 b3 51 c1 7d 7e 4f 72 0a 0a fb e4 73 15 08 97 c1 35 77 d8 6a 79 99 33 eb 18 d6 a6 cc 88 72 e7 65 31 2f 5b 23 
0a 9f ca f8 65 84 85 eb 0c af 23 86 43 bf a3 7c b9 6e 20 e1 47 81 c1 5b ed 30 b7 d1 a8 43 bf bb 6f 16 90 08 5f 77 74 ba 
40 e0 54 28 6f 61 79 c0 49 07 ae 82 96 c4 01 0f 37 
Data Ascii: -@RrQ&5{?s%c/Qf1,t;XYFY!ojBzmavA;4fkJLGP?M|/GV/Z;ksbtDQ}~Ors5wjy3re1/[#e#C|n G[0Co_wt@T(oayI7

2022-01-28 14:30:38 UTC 1157 IN Data Raw: 0b ae ce 3f 76 aa 6a 43 35 f4 a6 ef 66 39 bb 91 2f b1 80 ca f9 52 6d a3 62 02 f1 46 46 81 6c e5 67 40 86 d9 a9 
c1 ac cf bb 27 56 76 40 eb a2 46 c5 69 74 7a 7e 5e 17 6f d6 17 21 04 a9 45 54 4e 9d 79 73 a2 f3 20 e5 9e 3d 1e 19 1a fd 
0c aa 32 24 34 9e 9b 53 5b dd c6 9b 4c bb a1 87 c9 0d bd cf 1f df 73 24 aa dd d0 c6 46 f4 ff 09 c2 2c eb 57 43 55 e1 d0 df 
5e fe 04 03 26 48 ec ad 99 78 a7 24 d5 63 ad 53 9b 5f dc 88 db 4e f8 0f 22 80 25 c6 8b e5 ba a0 84 dc 86 8b 18 f0 14 30 
3d c0 e0 c4 8e 89 f1 24 a9 af 19 35 69 5b e1 8d fb d1 14 4e 7a 9a 98 e8 00 b3 a5 6b 78 05 4d 40 f7 b5 47 3f de 3b 68 a5 
ac 49 a5 06 27 b6 e9 58 8d 62 3a 81 b8 4e 5e 24 a5 15 15 8b 30 97 a2 63 11 aa 52 94 ac 80 b5 df 82 2f cf 90 6a cf 59 f3 
65 9a be de aa 6d d7 33 74 fd c9 de de d9 df 67 7b 
Data Ascii: ?vjC5f9/RmbFFlg@'Vv@Fitz~^o!ETNys =2$4S[Ls$F,WCU^&Hx$cS_N"%0=$5i[NzkxM@G?;hI'Xb:N^$0cR/j
Yem3tg{

2022-01-28 14:30:38 UTC 1158 IN Data Raw: 15 9b fe 22 be ef c3 4f 16 4f ed 2b f4 02 e8 a0 58 1a fe 78 f4 e7 32 ba 4e 67 4f 50 7a 1e ff aa 8c 6a 2d ff 6a ed 
3a 51 e8 0a 7c 2f c8 62 be e3 82 6a f1 51 93 14 ab 18 72 82 70 1c 21 71 59 a7 74 11 00 e8 b7 76 8c 38 12 9f 1b 03 5b 
29 76 90 ce f9 84 ba 92 4f 9e e4 81 db 58 c6 a3 d2 e9 01 e9 04 71 43 01 4c 6a a4 dd db 44 db 8c 0e 09 51 ee d0 16 01 
da 03 8d 23 0e 93 e5 51 7b e8 96 4f 3f 2e 1e 45 a4 2c c3 0e ee 6b 8c 93 e2 58 8a cc 26 cd 8d 49 cd 31 3b 27 d6 3a 72 1c 
95 bb 98 88 72 ea ee 27 97 b9 4f f9 1c de f1 e9 e2 1c a6 35 14 2a 03 93 dd 71 4d c8 91 8c b6 f2 f2 09 3c ab d2 c9 48 1e 
00 ea a0 34 c5 6e 2f a5 b4 17 32 20 37 a0 01 fa 78 25 5a 40 f1 7f 07 a7 12 53 e4 65 20 c2 f1 41 de 01 6d 52 65 ab 59 02 
46 6b 13 3e 8e 8a 35 24 77 6a 48 40 ae e3 07 cf c5 a9 c5 
Data Ascii: "OO+Xx2NgOPzj-j:Q|/bjQrp!qYtv8[)vOXqCLjDQ#Q{O?.E,kX&I1;':rr'O5*qM<H4n/2 7x%Z@Se AmReYFk>
5$wjH@

2022-01-28 14:30:38 UTC 1159 IN Data Raw: d1 6d f4 28 0f 05 91 0c 5c ef 58 dd d3 77 b5 3b d9 8d 60 33 a2 45 09 a5 65 d4 6a ea 40 06 0e 32 c7 e2 29 92 
55 47 b6 46 fa 4a 01 03 b5 06 08 aa 0f 1f a2 71 0d 18 39 25 5a b5 a6 e3 59 64 71 5e c4 6a 7b c0 46 d1 8f 2d 7b 1f 8d 89 
ac 3d a9 5a c7 6a 6f e8 3d 2b f8 b3 69 e1 c1 9b 90 09 0d f5 bc 62 15 81 5a 5b 2e 3b 15 de 1d 92 45 73 76 98 06 ef 45 13 
2d f8 42 28 d7 9c f5 fd 68 6c 8b 5e d5 4a 77 27 4d 0f b8 37 47 a6 ae e7 af 33 53 f4 60 c1 b0 bd 3e c1 80 4f cd 77 2a c1 9c 
ed a7 27 74 74 b6 75 84 c7 11 36 0a ab d8 9e 6b 61 ca 10 fa 30 28 5b b1 48 63 cc 80 96 05 4a fc 68 62 f3 cc d3 9c 17 3c 
3a 73 95 90 ec 18 90 f3 53 bd 02 2c 02 fb 64 dc d1 46 c2 ea dd 61 01 13 56 23 bd 8b 52 65 54 3d 86 dd 31 cc bd f7 08 88 
74 5e fd a4 c3 45 c4 c9 6e b3 f0 d7 59 9e 04 e7 9d ea 
Data Ascii: m(\Xw;`3Eej@2)UGFJq9%ZYdq^j{F-{=Zjo=+ibZ[.;EsvE-B(hl^Jw'M7G3S`>Ow*'ttu6ka0([HcJhb<:sS,dF
aV#ReT=1t^EnY

2022-01-28 14:30:38 UTC 1160 IN Data Raw: b5 fa 18 67 ce 52 d7 6e 5c df 64 0c 7b 72 79 61 8a a4 6f 12 f4 10 72 8b 71 6b ee a0 e5 36 ba bd 21 5e b3 e7 
b6 f5 6f 84 c8 ae 84 83 27 20 ce b3 5a aa 1c e3 3f a6 d8 11 f9 3a 11 7f 4c 73 22 2c e4 bb b9 c8 9d 22 5c 72 48 37 a7 21 
ec 05 19 4f 5d 92 7e bf 40 d7 e9 c2 bb 0d ef 70 24 bf 0e 11 0f 09 e7 fc f7 5f 4a 30 3e e4 4b 41 d9 e4 6a ac 2d 18 4e e0 
90 37 db d0 ca e0 35 33 08 1b ad e1 28 1c 10 91 6a b4 37 83 20 0e 19 a4 af d0 25 3a 6d 01 40 76 66 fe 05 4b 7f 21 fb 2f 
22 5c 1d b7 42 b4 2a 81 00 28 91 b2 c7 cb 53 f1 4c 53 14 13 81 70 d2 f8 78 b6 a3 ae 01 a3 c4 22 90 ac 0f a7 27 f4 01 60 
2d 6e 2e 66 82 57 f0 92 fd 31 51 c2 fc 29 3e cc 74 8a ee de fa 77 64 1f 2a e5 e0 bf 11 d9 32 58 34 77 52 8e d5 04 27 f9 
68 6a 12 dd e7 fc 76 e8 0e 2c 5d 4a ec b5 a9 5e 79 12 ba 
Data Ascii: gRn\d{ryaorqk6!^o' Z?:Ls","\rH7!O]~@p$_J0>KAj-N753(j7 %:m@vfK!/"\B*(SLSpx"'`-n.fW1Q)>twd*2X4wR'hjv
,]J^y

2022-01-28 14:30:38 UTC 1162 IN Data Raw: 60 34 48 13 fa a0 8b 0b 10 2d 65 1a d8 2e f8 8b 40 9e c0 70 3a 21 59 f1 05 4e 83 14 c1 61 80 f6 99 00 08 08 
ee 79 90 3c 79 75 a3 a0 cc 8e db 4f 6b 14 01 2b e1 58 34 ca b2 59 21 5e 37 50 a3 52 db 30 a7 f5 c4 dc dc 21 97 2e b1 45 
74 dd eb 58 77 21 77 8e 89 18 4e 57 2b 32 a7 c6 a5 ac 96 4f 67 94 5a 45 c2 0d e6 9e fa 31 41 a3 34 63 a0 a7 63 37 ed 1f 
4d 3c 08 9b 8a 62 46 81 5d 33 12 d8 35 6e 11 da e8 ce 21 50 a3 09 1a 7d e1 7e 97 a8 3b 61 72 ab a9 3f ea cf e8 3b aa 
58 dd 89 a7 95 63 6a 54 f3 23 30 45 4d a7 c1 18 68 3a 72 03 79 22 1a 63 a7 f8 b9 a1 ce 24 e3 73 91 3e 97 0a e5 a6 44 
87 f0 d1 a8 07 d1 21 50 3d 16 27 03 fc 6d 38 0d d2 35 c3 9a d6 e1 78 87 0e 6a b2 f3 44 c2 b3 6a f2 3c 09 94 18 a7 4e 30 
ef 3c 6a 21 0d ce 68 d6 e0 a8 7d 61 88 2b 5f cc e1 6d db 91 a8 
Data Ascii: `4H-e.@p:!YNay<yuOk+X4Y!^7PR0!.EtXw!wNW+2OgZE1A4cc7M<bF]35n!P}~;ar?;XcjT#0EMh:ry"c$s>D!P
='m85xjDj<N0<j!h}a+_m

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 1163 IN Data Raw: b0 0b 2d 25 b5 0b 18 b5 4d 18 b2 8e f3 b6 50 c0 41 4a 5a 61 32 b2 4d 0c d0 26 05 0e 87 b9 31 f7 f6 d3 9d e4 
a3 cc d6 71 f3 68 b2 8d 9d 7c 19 a8 22 6b 6c 46 e8 dc 31 ed 15 47 11 42 0c af 26 70 fe 88 22 e4 89 31 12 56 8f c0 52 4d 
e6 74 c7 ef 1a a2 c8 e9 fb 45 77 63 1b bf 97 dc b2 72 08 61 c0 ec f5 2b ec f6 be fc 84 93 d0 53 fb 01 43 3f bc 60 98 cb c2 
38 86 fa 9f e9 78 44 3a a0 43 df 2a ea 38 34 7c 9b fc 22 2d 7b a9 8b a7 f5 7e 23 1d b9 b1 33 92 c1 a6 8f 9b 4e cb d7 23 
6a 64 e8 3a 7b 15 bc 31 12 3e 63 a5 e2 db 53 96 a0 fa b5 c2 03 05 06 59 41 e4 9b ee de bd ca b4 88 a5 5f 21 13 c6 14 
9a 5a 2f 91 27 14 f4 86 70 4a 44 0c da 0b cb 7e 79 9b dd 9f 96 12 54 a7 8c 6f 1a c6 65 8e 76 83 db 8c 7c dd bf f0 51 74 
3c 14 5a 2f 78 bf 22 aa 76 f9 c1 d9 37 76 8c f2 43 ae e2 
Data Ascii: -%MPAJZa2M&1qh|"klF1GB&p"1VRMtEwcra+SC?`8xD:C*84|"-{~#3N#jd:{1>cSYA_!Z/'pJD~yToev|Qt<Z/x
"v7vC

2022-01-28 14:30:38 UTC 1164 IN Data Raw: 67 b5 cc c2 ed 71 ed fc e8 fa 2e a3 c7 e9 bd 64 90 6a b1 68 d4 64 ee fd a8 50 9b 95 5f d6 a6 98 f8 22 fb 5e 46 
83 2a de 2e 2d eb d6 df d6 6e ee 92 f1 f5 90 af dc c0 60 de d0 60 e6 16 12 93 69 2f ec 8e 5b dd 30 63 56 e1 ac 76 9b c9 
df 2d fc 3f fc be 7f 96 d9 0f 5f 5c 9e a0 c5 3f 73 f9 bd fd 37 0c 4f 99 b5 99 3f ad 71 1f f1 cc 0a b9 65 88 c5 03 7e d1 f3 1f fc 
66 ab 0f 1f b7 43 b4 4c c8 54 07 61 c8 df 2a 9b c7 95 da c9 5e 66 e7 fa e6 e4 b4 42 21 5d b7 1f 0c dc 06 d7 4d 01 24 bd 
ac af 66 02 4a 0c ed a8 26 27 a5 d9 bb 2b 8b 85 7c b1 90 af 51 ff fc 3f a8 c8 2a d5 97 39 fc ef 49 a2 31 49 1e 34 25 96 d7 
d8 95 d2 f1 91 f5 5d 91 8f df 7f 83 7c 6c ba dd 46 6f 3c 52 27 75 d3 fb 3b 87 3c 9f 98 87 8a 44 18 bb 22 e1 f6 b2 f9 0e a5 
f9 df 91 8f 47 06 55 20 4f c1 69 7a b5 
Data Ascii: gq.djhdP_"^F*.-n``i/[0cVv-?_\?s7O?qe~fCLTa*^fB!]M$fJ&'+|Q?*9I1I4%]|lFo<R'u;<D"GU Oiz

2022-01-28 14:30:38 UTC 1166 IN Data Raw: 24 b9 7c 67 1d 88 8d aa f0 c8 16 1a 8d e4 48 e2 64 bb b7 de 1d ed 31 f0 4c 9c 54 cd 38 cd 64 b8 1c c7 83 a9 
10 c5 16 ad 99 31 e1 68 33 63 96 63 d5 6c dd cf 92 83 3d f4 13 51 87 f5 59 51 ab 2d ae ed 7d 35 41 38 93 fa 55 85 6c 9f 
9f b4 ef 03 b7 6c 54 0e ce 44 d3 cd fa c3 cc 56 3c d1 41 1c c5 6c 27 cb 32 e2 86 b1 4c e3 ad a8 fa 33 5b 11 24 c7 f0 b4 1e
ab 8d 81 d7 4c 05 79 78 de bb 86 2a 55 2c f1 e5 cc 8b 9c 63 d9 5d 9d 77 9a f0 d0 98 dd 04 77 e6 98 9d b5 13 51 07 33 
c7 6c 47 56 a2 fb 4e 25 4e e3 83 d3 7b 27 ea 51 bc cb 1f 1c b3 1a c0 75 05 69 7e 08 cc ae f4 e3 5d f9 90 db 9c 29 a1 f5 
03 fc 3e 9e 69 19 ba d5 c0 ef 4f 33 bf bf dd 13 4f 39 f3 fb 7e 9d 24 c0 fb cd 59 11 f6 64 df f5 e3 b3 95 c0 b6 6c 25 2e a5 59 
2e 55 20 fe 27 6b 1b 0a 11 1b f4 46 df e3 f8 60 79 
Data Ascii: $|gHd1LT8d1h3ccl=QYQ-}5A8UllTDV<Al'2L3[$Lyx*U,c]wwQ3lGVN%N{'Qui~])>iO3O9~$Ydl%.Y.U 'kF`y

2022-01-28 14:30:38 UTC 1167 IN Data Raw: 82 14 1c c7 8a 3b a0 f1 ed 8d 62 a9 a0 81 3b 21 a2 27 5c 98 d1 9e 15 44 6e 0f 9a b0 c1 f3 5c 6e a2 15 d4 a0 
6a 85 06 20 87 b4 45 94 7d 5e 86 a4 7e 2c 69 43 26 45 13 55 34 1d 93 6f 6c 1e 3a 41 b5 40 a3 0b 48 b3 16 01 78 6d bc 
46 a8 b6 d0 8d f3 c7 c2 ce 12 da bc e4 51 21 56 da 6e dd fa a8 5d 77 57 ba ad cb 9a c0 21 29 38 ac fc 5e e5 81 9a 48 56 
df 75 20 33 48 96 47 57 1b 9c 3d de 3f b3 97 1b 19 31 6b 5e d9 72 d0 5f 59 34 eb ac a6 10 9e 8f 55 a2 39 79 16 19 00 b3 
5e ce 9c 46 96 1d a7 cf 78 14 47 d3 c2 c3 08 7c ef e7 cf 1f 7e af f7 d0 0a 4b d9 2c 5e ad 38 a3 38 19 dc 1a ee 74 51 df 36 
15 7b 56 df de 73 16 32 26 d1 a2 31 3c a6 d8 dc 01 d6 0e f7 c8 1e 69 13 1b 7b a4 af e8 10 3f f7 7a 54 46 a8 8c 61 e8 8f 
07 40 5b 48 90 da 3a 04 05 bd 8e db ea 2a 0f cb d2 98 c9 
Data Ascii: ;b;!'\Dn\nj E}^~,iC&EU4ol:A@HxmFQ!Vn]wW!)8^HVu 3HGW=?1k^r_Y4U9y^FxG|~K,^88tQ6{Vs2&1<i{?z
TFa@[H:*

2022-01-28 14:30:38 UTC 1168 IN Data Raw: 63 20 04 b3 6d b7 db c8 a2 cd 1a 7a df 43 8f d9 a2 42 5e 94 05 9c 17 65 69 52 ba 8d 7e 77 d1 33 a1 7c 93 36 
18 2f 6e 0c 79 77 70 6c 15 76 96 c5 d2 ce 8a c8 15 b4 d6 d0 1c 55 54 d9 da 68 bb 8d aa a4 3c ec f2 bd fc d6 10 d9 51 cb 
7f c8 8a b1 6f 1d f1 67 04 bc 10 1f 0a c2 98 0e 63 47 e6 b7 ba b3 12 cf 6a 1c 65 35 fe ad ac f6 7e fe e4 d8 ac 85 ab 48 df 
11 6c c6 16 e4 f4 40 10 e1 5e 08 74 41 38 ee e2 e5 62 96 9b dd d1 f9 08 1d ed 9d 08 aa fb 51 6f a8 11 36 5b 41 38 15 8d 
96 d2 71 95 d4 ef 70 a5 1c cd 58 e4 9e e9 dd 06 f1 2a c8 6f a0 0b bc 2e 50 0f 39 af 85 74 09 fa ae 91 21 93 f2 b1 79 bd 92
e2 9f b4 03 8d 86 38 49 63 2b 69 1b 31 75 83 62 0c f4 17 6f a3 00 04 89 1a ec 37 3c 83 1a e4 93 13 b1 31 e7 62 05 c3 02 
48 d0 61 87 6d cb 55 c2 7d 39 c5 17 16 ca 64 c8 53 
Data Ascii: c mzCB^eiR~w3|6/nywplvUTh<QogcGje5~Hl@^tA8bQo6[A8qpX*o.P9t!y8Ic+i1ubo7<1bHamU}9dS

2022-01-28 14:30:38 UTC 1169 IN Data Raw: 55 9c 34 03 e2 9d 94 d7 76 06 09 fd b0 8b b4 cb 08 ed 95 a3 12 1f 93 e1 37 c8 fe ec 1b 1a 0b f2 2f 73 fe 19 86 
10 17 55 84 b5 be 88 e9 11 a5 7a 84 68 c4 7d 3e 54 53 d5 bf 94 8f 0e ad fe a5 fd 64 18 e8 14 e7 d5 59 1e 36 a4 66 43 2d 
99 b7 ec 10 d3 ed 42 ad fa 0b 2b f5 48 02 ca a9 85 24 95 9b 02 d5 3a 60 48 f2 e5 20 12 4c 06 0b 0b b6 bf e0 b8 b7 c1 9d 
08 b4 ec 15 47 71 c1 f1 20 d0 ac e2 3b 78 2e 66 ad c4 8f 7f 82 c3 7c af c0 e3 ff 2e ca f1 34 94 0b 1d bf 97 c9 3e 8d ee 15 
50 54 0b 1c 32 f4 86 32 87 57 bd b2 b0 10 d8 fe 6d b0 58 b8 73 f4 37 e8 8c 32 69 be 27 2e 79 a7 e4 bc 48 b8 eb 4b 88 8d 
e0 36 d0 82 e7 3b ec e8 fa 5d 49 a2 f7 b0 2c f8 83 55 ff a2 dd 05 d9 0a c6 d4 87 6f e5 86 e9 62 a0 56 dd c8 7f 26 f3 65 35 
44 89 ac e1 1b 42 79 73 e6 d2 da 3f 10 84 6f a8 
Data Ascii: U4v7/sUzh}>TSdY6fC-B+H$:`H LGq ;x.f|.4>PT22WmXs72i'.yHK6;]I,UobV&e5DBys?o

2022-01-28 14:30:38 UTC 1171 IN Data Raw: cd 92 e3 1b 9d f8 0c eb a7 90 06 b7 7a dd 6e 48 05 1e f5 86 a3 e3 5e b7 35 ea 0d f0 9e 4c 55 a3 1e 21 9e 5b 
8f 35 a0 c6 b7 11 7c cc d6 77 8a 8a e6 d3 d7 79 1d 7d 35 b8 cb a4 9a d9 f1 f2 0e 6b 57 dd 08 e6 da 64 04 a6 2e dc d0 e4 
3c 5e 74 0d 9d 37 8c c6 59 f1 a1 9e fb 4a 3e 0c c6 c8 26 b7 6b 76 42 5e 84 38 e0 b9 5e ce 1d 8d 62 24 60 43 e5 31 a8 0f 
b3 a2 f1 25 c8 75 7a 0c 5c 2e 8f 62 5f 5d 7f ce a1 9a 58 90 0b 3a 38 17 7a 35 d1 95 52 99 a1 dc 4c 75 47 c1 ae 38 44 92 
cf 1d 74 32 40 9b 35 1a 64 17 58 ca c8 31 1c bd 17 1f 85 dd 29 69 06 d3 cb c8 df 80 41 ca 7d b3 86 35 74 c9 8e bf f1 34 
b4 46 f8 5a c6 8f 0d 49 4a 95 62 3e 2d 99 5d 6f bd 85 1b 0a b2 a7 49 90 3d 4d c4 01 8c d1 de 3d 6b 75 69 ad 20 7e 7c f7 
4a 31 24 ec 86 02 78 15 59 76 9a d4 61 bf 2a e3 dc 15 b2 
Data Ascii: znH^5LU![5|wy}5kWd.<^t7YJ>&kvB^8^b$`C1%uz\.b_]X:8z5RLuG8Dt2@5dX1)iA}5t4FZIJb>-]oI=M=kui 
~|J1$xYva*

2022-01-28 14:30:38 UTC 1172 IN Data Raw: 60 98 fc 0d 34 c6 5e 1a ad 30 47 4f 68 01 2b 36 ef d5 7e 7d 7b e7 c4 93 90 92 6b c4 0e 3f 74 2e 7a 8f 52 ef e7 
e2 97 db 25 6a 66 a6 6e 95 fb ad 46 f3 22 1c 12 08 48 75 80 fb e6 20 d2 9b 51 ee ed 51 f7 82 20 74 69 3b c3 12 2b c9 a5 
fd ee 7a 2e 4e ad 67 04 80 7d a2 85 2c 6f 8f 94 ed 09 86 a1 3d 30 4d fe a5 15 dc 90 e0 10 d6 2b 80 2f 32 e3 b3 c4 d0 18 
ff 40 80 e6 27 ee 89 bc 95 8c 47 7c 4f ad b7 56 53 6a bd 57 d3 c3 17 e1 09 6d 2b fc 2b 73 c7 c7 ee 64 de 7b a7 7c 59 a3 
c9 14 7d 90 78 f0 e2 92 87 ee 0a 0e 75 3c 37 b0 a4 ef a9 44 a5 ce 97 0f 99 eb 9a c9 ac 99 da f1 22 3e 02 3c 4f 3e 20 c9 
83 3d 50 76 09 64 80 aa b5 ad ee 72 ab 35 0b 15 0d 97 6c e5 13 40 06 2c db 4a 9c 50 45 01 d0 2b 2a cb 23 81 d2 1a 42 
4e 78 39 1c 38 3f f6 ef 4b be 38 7f 28 05 a2 5b 0a 27 fa 
Data Ascii: `4^0GOh+6~}{k?t.zR%jfnF"Hu QQ ti;+z.Ng},o=0M+/2@'G|OVSjWm++sd{|Y}xu<7D"><O> =Pvdr5l@,JPE
+*#BNx98?K8(['

2022-01-28 14:30:38 UTC 1173 IN Data Raw: b5 a3 b0 6f e7 c7 83 67 0f c2 3a 51 d8 e5 e5 f2 db 0e e6 d7 8d c2 0e 77 db 67 3d 0c eb 45 61 5f 6b dd e3 73 
08 ea 47 41 ad 95 87 ca 13 46 1b 44 61 de d7 a3 d7 06 56 c5 8b c2 ae dc f1 ea 21 86 05 51 d8 4d ef a8 7a 80 55 09 a3 
b0 cd c2 e5 e3 09 c6 ab 47 61 bb c5 9d 83 36 96 d1 88 c2 b6 bd c1 b5 87 61 37 69 1c 2c 32 71 4a 31 1a 46 f9 e6 77 08 fe
e6 c2 82 9a db 05 e5 26 b4 a9 7c 93 35 16 2c 97 b5 b5 1b f6 47 a9 25 cb c2 eb cb 99 72 8f a4 2e e2 3b 22 10 89 c6 5a 21 
12 fb 1d 61 b1 5e 70 9d f8 eb 38 6d 39 5e c5 64 ca 4d cd ba 99 a7 ff 36 6e cc 24 86 f0 a4 e5 ba 3d 49 95 2f 37 1c f2 60 b4 
73 a9 a5 c9 bb f1 55 45 d2 e4 8a 56 1d af cc 52 1d df b9 44 62 6e ef 32 b1 cf 44 8a de 57 c0 b5 55 51 da e7 1b 42 e6 b1 
29 64 b6 7f 4c ec 59 02 e8 80 c4 ca 28 77 40 cc 1d 25 7a 
Data Ascii: og:Qwg=Ea_ksGAFDaV!QMzUGa6a7i,2qJ1Fw&|5,G%r.;"Z!a^p8m9^dM6n$=I/7`sUEVRDbn2DWUQ
B)dLY(w@%z

Timestamp
kBytes
transferred
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2022-01-28 14:30:38 UTC 1174 IN Data Raw: 2e 2a 30 2c 57 26 cd 60 7a 35 d5 8a 79 72 02 78 8e e1 54 f4 07 19 8d 85 01 5a 93 76 dc 97 8b 90 9c 41 75 5a 
a3 61 a9 90 9f 94 bc 32 4c d5 4b 05 75 d8 10 48 5a 99 7a e8 37 97 e4 5e 37 56 76 dc 45 aa 61 87 fb a2 81 ff 87 17 1f b4 
91 06 ea 1d a3 66 c4 82 15 99 6d 2c 5a b1 18 d1 87 d2 e8 02 8f c7 44 89 69 ae 57 33 b2 2b 13 51 bf b7 52 3a 26 22 29 
60 b3 51 4b cf 4d f1 05 1f a9 f7 7e bf 24 ed 16 35 b8 bc 51 44 c6 4d 7c d3 c8 74 50 05 c1 10 90 0e 52 14 90 5b 87 29 ad 
cd f8 08 2b 21 0c 88 0c 72 af 28 c5 d9 20 ec bb 03 b2 af 93 88 09 1a b1 86 28 2e 9d 93 fc 88 60 25 48 6c 85 19 b7 9b e9 
a1 67 15 ca cd fb 65 6e bf ca b5 4f 49 43 ca cd e7 dc a4 bb 97 0c 39 0b ca 10 b1 45 ca 43 d2 ab e1 9f dd 0c ff 4f d2 82 01 
a7 da 4d 66 a9 0b 53 55 60 c7 86 bf a8 43 ef 2a 79 1d a3 
Data Ascii: .*0,W&`z5yrxTZvAuZa2LKuHZz7^7VvEafm,ZDiW3+QR:&")`QKM~$5QDM|tPR[)+!r( (.`%HlgenOIC9ECOMfS
U`C*y

2022-01-28 14:30:38 UTC 1176 IN Data Raw: 86 b8 01 59 24 2b 13 31 69 32 f3 06 e9 69 4d 55 39 50 3d bb 7d 85 d2 38 aa d7 ca 7a 61 0d 55 25 66 55 63 
27 16 75 1d 45 e8 96 da fb 20 e0 93 da fb 38 e3 dd 2b 31 87 aa 17 6c 7c c2 f3 65 13 38 d8 4e 9f 66 3a 92 b3 12 78 92 c5 
93 38 ad 0e a6 48 e4 64 94 38 0b 43 9f a7 ae 4b 65 05 f6 af 6c 79 10 69 27 e2 1f 92 67 51 e2 00 ea 4c 6f b9 b0 f7 64 03 
45 52 c7 ee a5 fa 17 30 4b 48 fa 87 bb 91 1c 18 aa 51 44 74 cb fa 54 5d eb 80 89 9b af 12 8f 6e 4f cb 48 68 f7 d2 1b ef d9 
66 ad 42 fb 6e b4 1d 92 a5 4b 5a ff c1 e6 3a ee c4 3b f0 5b b2 03 a7 e3 24 96 23 47 98 d5 87 87 b2 0f 65 b5 de e9 3f a3 
0f 38 cb b4 4e f8 76 15 9d 6f 4d 1d ef bf ed fb 82 e6 39 4f ac ec f7 ac 71 7c 19 43 1e 43 68 7d b8 b0 6e ef 04 fc 63 5a c5 
23 aa 42 9f 5e 89 13 e8 88 fb f2 a0 d1 ed 0d 08 ba 01 
Data Ascii: Y$+1i2iMU9P=}8zaU%fUc'uE 8+1l|e8Nf:x8Hd8CKelyi'gQLodER0KHQDtT]nOHhfBnKZ:;[$#Ge?8NvoM9Oq|
CCh}ncZ#B^

2022-01-28 14:30:38 UTC 1177 IN Data Raw: 3c 3c ce 9b c6 8b 5c 94 cd e4 5a aa a1 06 dc 4a 61 25 af b0 6b 19 16 a7 a9 7f f1 9d 70 fa 8d 11 d2 52 39 ad 
5a 44 5d 45 3d f4 95 3d 6a b7 fd db 60 c1 bf 43 41 33 63 e3 e8 4c dc 5c d7 9f 6e 4b d7 4f 99 5c 2e 0f 30 3c 29 57 e5 72 
db bf f5 20 6b 72 7b e2 11 47 c1 26 fa b4 72 80 7d 78 76 11 d9 94 db dc 4a b6 d9 40 6c 51 07 ea 6f c1 21 aa 66 e2 11 15 
01 d0 04 1c 65 0b 8e 19 54 ef 34 10 64 03 9d 6d c8 d9 46 41 b6 9b bb 26 25 c5 50 62 c1 f8 84 bd 72 af f6 1a 5a 8a 17 6a 
41 e3 1a ad 9d c9 15 3a 54 b0 97 01 af 55 96 44 4a c2 7f d8 0a 24 23 81 4b ff 81 b3 db 1c 07 ad 5e e6 77 33 1d 43 0d fb 
a1 3f 0a 03 a0 7f a6 4b 48 96 51 99 de e6 e5 6a ba bf 56 9b 72 fb 1a 3e 75 ae 59 9d 34 86 45 3a e2 bb ae 69 c3 79 7d 1f 
29 cf 77 5c d8 93 48 99 0d 56 07 26 8e ee 6c 27 4c 47 3d 
Data Ascii: <<\ZJa%kpR9ZD]E==j`CA3cL\nKO\.0<)Wr kr{G&r}xvJ@lQo!feT4dmFA&%PbrZjA:TUDJ$#K^w3C?KHQjVr>u
Y4E:iy})w\HV&l'LG=

2022-01-28 14:30:38 UTC 1178 IN Data Raw: 69 4b 20 61 9b c2 06 4d d2 8c 89 e7 36 de f1 03 39 a3 c6 03 c6 67 4e da b9 c0 91 e8 9a e7 a1 81 c1 6b d4 b8 
e1 38 08 b8 05 d4 e2 2e 24 13 1f 42 e3 db 77 14 43 6a 8c 07 59 ac 15 3a cf d8 25 d0 65 31 62 2e 96 fd 64 fa 28 a8 c7 f7 
ec 7a 62 bf 16 54 7c fe 73 a8 28 54 b1 87 01 2f d7 68 d7 4e b6 80 6f d7 29 db 15 22 24 d0 a4 d2 04 32 a1 9f df de 95 13 
cc 6c 68 30 b3 9a eb d4 cc 6c e8 28 7e 93 fb 37 d4 c8 a7 21 30 23 21 ce 5d 04 27 7a c2 07 59 af e5 4d 57 d5 81 fa 09 85 
ee 5f 58 db 17 56 d6 3f 3b b9 1e a3 
Data Ascii: iK aM69gNk8.$BwCjY:%e1b.d(zbT|s(T/hNo)"$2lh0l(~7!0#!]'zYMW_XV?;

2022-01-28 14:30:38 UTC 1178 IN Data Raw: 99 2b 0a 10 14 d5 fd c5 23 ee 03 17 6c b8 03 94 01 c1 06 08 4d 93 03 33 cf 00 04 3e 59 1a 91 6b d1 62 1e 75 
29 c4 b7 5d ea 71 24 6c 37 af 13 42 35 35 4b e6 18 00 16 16 29 c4 f6 44 90 46 cf eb 09 14 da 4a 18 9d d2 34 b4 01 ea 85 
1a 6b ee c7 44 34 1d bc f2 f5 1f c2 d1 10 23 74 e0 75 67 44 42 86 90 21 f1 08 8e b5 dc 74 9a 8e 13 96 3b ce 87 0e 7c 6c 
92 79 9f 4e e8 84 02 53 39 4d 41 b9 6b b8 3a 75 c4 76 26 5a 48 8c c2 bc af e9 fc 0f 10 9b f3 f3 85 95 9d a5 cf 1a bc f7 92 
fd a8 1c 25 c3 8f 18 83 14 e8 72 b5 3a a4 85 d8 ac 99 99 a9 ab 51 af a3 86 03 75 14 f2 36 30 ac 3e 1a d7 cd 60 82 c8 04 
8f 51 71 ed 48 cc 85 8b 0a 77 cc 30 17 a2 e6 cc 2f d2 7d 76 fc 28 9d 47 0a 14 ae 58 5e 2d ae d1 d2 e4 b7 f5 b5 15 5b 5a 
4c 32 2d 4e 83 3d 67 29 ea 1d 67 c7 76 b2 d7 66 1b c5 
Data Ascii: +#lM3>Ykbu)]q$l7B55K)DFJ4kD4#tugDB!t;|lyNS9MAk:uv&ZH%r:Qu60>`QqHw0/}v(GX^-[ZL2-N=g)gvf

2022-01-28 14:30:38 UTC 1180 IN Data Raw: 0c 12 ca d8 b1 92 02 b1 2a bb 34 ea 93 f7 85 04 82 80 32 5c 12 d5 9d 24 a3 d2 61 99 8c 4a 87 e7 e9 af 72 a5 
29 4c b9 9e fd 2a 57 8a fa 61 6a 40 b6 ee 93 52 77 e3 86 7d 8f 70 78 3e 28 0b 65 be 3d de 30 57 f4 f1 b5 71 d3 76 72 ad 
68 23 c2 cd 20 53 23 99 78 c4 89 ef 63 89 4f cd c4 67 2a f1 88 ee 8c 14 e9 77 4d 97 e4 0d 25 ae db c4 2b 8c 32 ad 29 0e 
f8 46 01 0c f0 4d 18 dc 76 a4 9f 27 0d e5 d9 17 8c d2 78 55 83 7a 1e ef 30 54 b2 e9 22 97 12 dd f1 46 43 76 91 12 97 7c 
cc 9b 31 b5 c9 80 f4 9b c8 17 bf bf 2c 25 1a c2 ea 2f 4a e1 fd 2a a5 94 f8 88 3e 34 a7 ef 24 90 6a f5 9c 67 54 20 96 dd c8 
ee 8a 5d 23 ec 9b 0c 33 d6 44 53 4a 12 9b a8 07 87 72 c4 b2 1a 04 65 d1 1b 1b cf 73 18 4f 64 ba 3d 49 db 2a 68 8b 6b 
ad 0e f9 6d 46 ca 8a 4c e9 c6 53 56 af f1 a6 47 8f 1c 0f 
Data Ascii: *42\$aJr)L*Waj@Rw}px>(e=0Wqvrh# S#xcOg*wM%+2)FMv'xUz0T"FCv|1,%/J*>4$jgT ]#3DSJresOd=I*hk
mFLSVG

2022-01-28 14:30:38 UTC 1181 IN Data Raw: 56 16 5d 5b 2b da 78 c5 ae de d0 37 0f cc 4c 55 6a 9a c2 44 bc 57 0c 64 83 61 ca 50 f0 ca a9 9d d1 0f fb 83 
03 bf d2 11 87 f0 b3 5a 45 73 ef c6 82 2e a5 d1 ff 83 33 45 20 e1 09 56 56 16 f3 f8 7e 31 f0 99 26 d4 bb 31 84 ec c1 3f 38 
43 2c 02 d5 9f ae 54 19 57 ef 97 71 e5 f2 1d c4 bb 31 a0 8c 27 5d c6 15 da 6f d8 46 67 c6 b7 e9 d9 98 ee 8a 11 b1 08 ed 
46 b1 7a 0b d9 0c ac 53 d2 e8 57 a1 f7 b9 fb 90 83 09 68 36 0a be 79 58 c8 da 59 b9 e3 ee 4c 5b 51 9d e1 02 c4 6b e7 
b5 15 d3 c1 42 21 9f ff 37 7e cc 91 3f 75 f2 b9 04 51 96 c5 07 0a 04 32 7e 80 f2 77 dc 2a 6b d3 d8 b0 31 bf df 3f 26 25 1f 
ed 3e 9a d3 6a b3 be e9 2c 93 dd d1 49 10 b7 20 77 23 ed 75 26 e2 39 59 69 d9 8b bf a7 92 a9 15 61 53 ae bf 1d 6f 92 50 
ec 89 25 c0 c2 c7 ff a7 85 4f c4 cb 75 ba c0 38 ae 03 
Data Ascii: V][+x7LUjDWdaPZEs.3E VV~1&1?8C,TWq1']oFgFzSWh6yXYL[QkB!7~?uQ2~w*k1?&%>j,I w#u&
9YiaSoP%Ou8

2022-01-28 14:30:38 UTC 1182 IN Data Raw: 4d 30 00 4b f6 1c 2d d6 88 23 1b cb 43 59 9d 70 2f be f5 78 11 03 c9 aa 4b 07 22 0d 21 21 04 b4 0a d9 99 89 
fb dc 56 08 03 1a d0 3a 76 68 de 1b a5 6d d3 a7 46 55 42 97 d3 db d7 73 8d 7a ec 6b d0 eb 40 91 15 0a 52 3a 86 df cd 
58 bc 7f f0 d5 a5 b6 ab 92 fd 47 22 9d d2 b4 ad 4e dd 90 f7 4c c4 9c 4c 34 4c 89 69 1c de f5 5c 3b d5 a5 00 89 57 f0 bc b1
35 4c 78 d4 21 5b 6e bc 47 8e e4 a8 f4 cd 36 bc 79 09 e4 ff 91 9b 40 fe ff ce d9 0c e5 fc 19 49 83 15 45 46 ee ab 53 8b 
07 d5 d3 70 df 3d 3e cf 1e 8f cc a9 a3 80 c9 7b 5e 0e cd d1 dc b6 aa 6c 37 2d 76 db 77 86 47 09 60 fe 17 57 63 56 7b be 
b3 c7 b2 90 6e fb fb fd 9b 4f 36 e6 23 eb 95 69 d9 57 93 96 4d c1 af 69 eb 33 76 0b ca 4b 80 d5 18 0b 74 12 cf 49 8d de 
2c 33 ac 3d c9 e0 bd 4d af 7d a0 d1 d0 b8 6d 4f ba af 97 
Data Ascii: M0K-#CYp/xK"!!V:vhmFUBszk@R:XG"NLL4Li\;W5Lx![nG6y@IEFSp=>{^l7-vwG`WcV{nO6#iWMi3vKtI,3=M}
mO

2022-01-28 14:30:38 UTC 1184 IN Data Raw: 8f 67 c0 ef c3 79 f5 8f e0 5b 23 b0 7e 76 bd 2c 65 92 6f 37 a9 88 9e 09 46 26 4e 5a 68 3c d0 69 b2 b6 92 46 6f 
d5 2e e6 e7 6b 17 b9 fb 0d 6f 64 e1 d3 2e c1 0f b2 f0 24 f5 aa 6d 41 60 5b 01 8a 56 9b 65 05 06 4f 6b ec b4 bd d1 ae 92 
44 b5 44 4f b6 12 e5 83 ea 9e 4e 66 df 80 a0 09 23 38 4d 9a 94 db ad 80 e8 58 e9 59 c6 6f f7 c6 41 04 a9 2c d7 d5 83 8b 
3b ba 32 b7 42 f7 3a bc dd 87 49 61 6c 9d 18 9c ba 49 aa c4 55 68 5b dd d6 a8 c5 26 62 7e af d3 c7 13 00 cf 3f d8 5a b6 
51 25 a1 2e c8 97 ec 3d 12 4b 75 bc ff ac c3 e6 f2 ec e6 4e eb d6 6d db 75 ef 14 75 d3 70 76 ce d1 24 16 13 40 af c0 1f 
74 55 21 24 13 00 6f cf f0 e7 ac 09 7f f6 9b 78 4c 9c 58 0d 51 2c 02 81 e5 51 fe ad 7b 69 0a 9a ab 3c d0 49 76 8e 85 2f 2f 
ad ac e0 05 5f 43 7c 42 a4 47 fa 55 28 a0 73 f2 32 
Data Ascii: gy[#~v,eo7F&NZh<iFo.kod.$mA`[VeOkDDONf#8MXYoA,;2B:IalIUh[&b~?ZQ%.=KuNmuupv$@tU!$oxLXQ,Q{
i<Iv//_C|BGU(s2

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 1185 IN Data Raw: c2 22 7b 65 47 d9 2b 63 5a 2e 27 c3 02 b7 06 4a cb 65 f3 dc a4 c8 10 75 b9 59 1c fc 1a dc f0 5f 80 2c cd 97 f3 
f4 33 8e 08 b3 87 d5 e1 21 3f 1d d8 1f de 4b bb 94 5e 2d b3 e1 9a ed 73 b4 bf c0 0b 03 d9 aa 67 8b a5 31 2a c3 23 3c f4 
f0 a1 07 0f e1 c2 c0 b3 f0 68 41 fb c7 f3 34 65 62 e3 b9 8c f0 5d 16 ef 15 db 06 06 bc b6 c8 cb 46 df a6 92 b2 d9 3c 23 1b 
13 8e 4b d2 83 09 5b a3 fd ae 1d 38 83 e0 30 31 d2 fe 24 0a 4a 22 d1 a0 c7 42 1d 58 b5 34 47 fb 08 13 de 71 74 25 19 b7 
20 e3 ba d8 d2 95 84 44 f0 6f 35 06 b6 9c a4 c8 d3 a4 21 9f d3 6e be 2c 5c 63 d8 ef 04 37 9c d7 c2 7e 76 e7 5a 0c 44 72 
04 50 46 f8 92 7e e3 a1 8b c9 08 b9 1e 16 46 63 ea 73 58 93 9f 59 1f a9 55 ce 05 72 ba 54 21 d4 ba c8 87 04 6c 97 32 4d 
97 61 a6 c8 72 ae 5c 2a b7 61 f3 50 4e 34 3c 9a 22 
Data Ascii: "{eG+cZ.'JeuY_,3!?K^-sg1*#<hA4eb]F<#K[801$J"BX4Gqt% Do5!n,\c7~vZDrPF~FcsXYUrT!l2Mar\*aPN4<"

2022-01-28 14:30:38 UTC 1186 IN Data Raw: a8 03 6c f6 f3 2e 4d 39 1c 44 ee be d8 ca 24 67 8d f8 4f 72 e0 89 51 5f 86 37 20 49 10 24 9d f4 97 8c 98 a2 a4 
ed 18 16 4e f2 38 a2 83 6d 11 09 42 ec 03 91 9e 2b b4 5b c4 aa 8a e6 02 b3 e4 f3 05 96 3a b8 24 df 10 b1 53 c4 eb e1 d8 
03 d4 a2 5d 33 21 a1 e0 d3 d4 d5 6a f2 3c 50 52 b1 66 93 aa 6d 03 6d 5a b3 07 ec e2 30 3a 7f 30 55 63 d8 16 30 88 2f 7c 
3b ae ad af 87 61 b8 58 06 fe 74 3d 87 39 69 0d ed 02 36 58 4c 5a 66 61 94 ce 69 ae 17 9a 47 5d 69 57 65 e0 4b c1 6e 
e4 a9 f5 f0 43 da f0 79 47 94 a3 4f 7b 8c 29 e4 78 15 9e ca 4f 7b 8a 39 fb 6c 3d 3f 5f 62 8d 50 06 3f 7c cd 4d 32 26 aa 5d 
cc 32 50 df 0b d9 4b 2b 0b d0 5d 69 00 5a 91 e6 e0 31 27 2c bc fc e3 5c 6a ad 77 b4 3e 3f b7 32 df cd f6 ba 3c 39 5c 82 
02 45 d9 56 77 d0 a8 5a eb 44 81 70 3e 32 72 b2 4a 91 
Data Ascii: l.M9D$gOrQ_7 I$N8mB+[:$S]3!j<PRfmmZ0:0Uc0/|;aXt=9i6XLZfaiG]iWeKnCyGO{)xO{9l=?_bP?|M2&]2P
K+]iZ1',\jw>?2<9\EVwZDp>2rJ

2022-01-28 14:30:38 UTC 1187 IN Data Raw: c4 d5 0e 5d ed 88 ab 5d ba da 15 57 c7 74 75 2c ae 7c ba f2 c5 15 8d 0c c3 27 8b dd 6a f2 7c a6 62 c3 e2 55 
53 5c 1d e0 c5 c1 a4 54 8d 38 88 a9 4d 37 c5 47 ac ce c1 c3 1f a1 10 0f a2 7f 69 00 5a 31 c5 c4 2c e6 e4 c9 94 8f da d2 
bb 52 0c 42 7c bb f8 68 f1 7d 62 7a c4 9c c9 4e 76 4d 49 99 13 61 f8 47 88 46 b5 12 c6 8b c0 a9 7a 27 3d e1 88 da fa e3 
4e e3 20 ac 6a 1c b2 68 67 5d 83 00 d1 63 3f 29 59 d5 f9 8e 3a c5 51 99 72 d4 fd cf 8e ba 33 00 7e 15 37 79 b0 73 09 3c 
cc b1 b3 43 e3 9b 63 59 fd 48 93 ea 67 1b c0 ae ce d8 00 6d b5 68 ba 1b 2d c6 28 9f 94 ec ea 3c eb 66 55 43 eb 66 57 
b5 75 73 12 d6 ad 81 a4 ec a5 60 e7 00 34 f4 01 3c 9e 58 1d 2f 58 b8 fa a0 37 ee 53 88 98 72 b0 a8 62 7d 1b c3 4b af 4d 
42 2a 5c fe 49 c9 09 af ee c1 10 a0 4f 6c 9c ef 80 de c5 bb 
Data Ascii: ]]Wtu,|'j|bUS\T8M7GiZ1,RB|h}bzNvMIaGFz'=N jhg]c?)Y:Qr3~7ys<CcYHgmh-(<fUCfWus`4<X/X7Srb}KMB*\IOl

2022-01-28 14:30:38 UTC 1189 IN Data Raw: 8b d9 e1 36 2b 7c 66 8f 39 29 d2 23 a7 b7 31 7b b7 01 12 4e 64 be bc 6e 98 6a 7f 79 4a 08 18 09 78 f1 b9 d1 
75 7b cf 12 0a c8 48 91 75 0c 0a 85 ea 73 f1 a1 6d 38 0d ba 1a ad 69 02 eb cd 6b ca 2e e0 b5 5b e9 6e 95 bd 3c c1 d4 4d 
3f 2c f0 a8 62 87 8f 86 22 4a d2 43 19 a8 52 11 17 9c 24 08 93 cd 5c 54 11 7a 47 3b ae c9 89 0f 90 d9 d2 da d8 22 ba 07 
96 d6 56 39 ee d0 08 83 7e 10 51 4a 99 ed f0 16 ff 25 69 24 1d 07 8b f9 91 d3 dd 9b 67 ba 37 9a 68 27 57 cf 18 fa ac b7 
cd 7c 76 f9 87 dc 7a 9c 4d 39 6b bc 78 ed 0b 34 f2 df 28 18 79 f9 fd 2f 3a 2d a6 22 56 8a 86 04 36 8e 11 c9 6c c4 ee a4 
53 e9 4e a3 fb 9d 2c 45 c7 38 44 63 01 de e9 f6 fb 2f 19 b6 90 fe fe ec d9 ad c6 e8 3b 56 e1 af ff de c7 f7 7f 27 2f 03 aa 9a 
49 71 62 02 d7 b8 c7 d7 b8 57 0d b9 57 03 d8 8e 6d 
Data Ascii: 6+|f9)#1{NdnjyJxu{Husm8ik.[n<M?,b"JCR$\TzG;"V9~QJ%i$g7h'W|vzM9kx4(y/:-"V6lSN,E8Dc/;V'/IqbWWm

2022-01-28 14:30:38 UTC 1190 IN Data Raw: 58 62 8d 0a c5 03 6f 57 28 10 78 a7 42 81 c0 9b 15 0a 04 de ad 50 20 f0 56 85 02 81 ef f2 c0 d4 3b 2f 14 98 
7a bc 45 81 a9 47 5b 14 5f fa 70 8f e2 4b 1f ec 51 7c 69 bf 42 f1 a5 eb 15 0a 2c fd f3 85 02 4b 5f bf 50 60 e9 eb 1d 0a 2c 
7d b5 43 81 a5 9d 1d 0a 2c 6d ed 50 60 69 7b 87 02 4b fb db 14 58 ba be 4d 81 a5 9b 9b 14 58 ba b1 49 81 a5 fb 5b 14 
58 ba b7 45 81 a5 bf 5c ec 51 64 e9 d3 3d 8a 2c 7d be 47 91 a5 cf f6 28 b2 f4 db 36 45 96 7e dd a6 c8 d2 77 3b 14 59 fa 
76 87 22 4b ef f3 c8 d2 95 3d 8a 2c bd bd 47 91 a5 77 f6 28 c8 f6 ee 1e 05 d9 de db a3 20 db d7 9b 14 63 fb 6a 93 62 6c 
9f f1 18 db a7 3c c6 f6 d5 1b 05 d0 3e 7f a3 88 d4 de 16 45 a4 76 b7 28 22 f5 e1 26 45 a4 3e d8 a4 88 d4 fb 9b 14 91 fa f2 
8d 22 52 5f bc 51 44 ea bd 17 8a 48 5d 79 a5 88 d4 65 
Data Ascii: XboW(xBP V;/zEG[_pKQ|iB,K_P`,}C,mP`i{KXMXI[XE\Qd=,}G(6E~w;Yv"K=,Gw( cjbl<>Ev("&E>"R_QDH]ye

2022-01-28 14:30:38 UTC 1191 IN Data Raw: 91 f6 05 36 e9 62 be b4 a0 e2 d4 6f 86 57 bb 66 be e4 26 bd da cd 38 f7 ee f7 bc fe 6a f7 a1 64 05 52 2a 6b 83 
14 16 86 85 d1 c2 30 c0 13 0f 88 3a 6b 92 2a 82 1f 46 5b 30 31 5d 4c ed 37 c3 62 07 4d 03 b3 6d 91 54 a6 f9 cf 4e d7 dd 
5c d3 d5 82 7a ff bf 9a ad dc 44 ea 9f 2a d1 63 46 f9 94 ca dc 85 7f ab ca 36 51 6a 10 c4 96 b5 d0 f6 71 e1 19 78 a3 05 
21 78 75 53 a1 ec ab 2a d7 92 8d c7 bf 54 99 da 47 ea 5b da 41 d0 52 00 12 e9 7f 8f 6b 5e ae 46 a0 05 2e 57 c4 65 86 c7 
b0 93 f9 98 b0 43 ee 9a e9 f3 a0 8e 94 fe 93 03 98 ed aa 32 92 1f 8f af 7c cf 4e b1 1a a6 4f 4e 55 97 9b ab eb 0e f4 7c b9 
e3 df ed d9 c2 64 7e 27 24 eb 8c 03 96 24 78 52 76 a2 10 04 81 c6 0e 01 8d 9d cf 4c a0 02 61 da 6e 58 b4 b5 13 b2 82 
08 81 ae e9 3a fd dd 2a db a9 66 4a bb 9f bd 35 3c ac 
Data Ascii: 6boWf&8jdR*k0:k*F[01]L7bMmTN\zD*cF6Qjqx!xuS*TG[ARk^F.WeC2|NONU|d~'$$xRvLanX:*fJ5<

2022-01-28 14:30:38 UTC 1192 IN Data Raw: 14 da cf 2e 5c 36 e0 b4 2f 94 31 63 c6 25 9a 0c a5 30 0e e6 e3 98 a2 ff 60 a3 05 d5 6a 21 dd b2 fb c3 0c 54 50 
bd 4e a9 f1 30 51 a8 41 f1 09 d2 0f ae 87 26 90 78 e0 ad 5f ec 67 15 03 5a ff d2 e6 ec 36 39 0c 0c 00 dc fb dc 03 cb 17 96 
80 cb 34 35 b5 a8 f3 57 1e f6 12 fc 01 36 5c 54 5a ca 61 ce 63 ad 8e a5 ea 60 c6 98 bf 31 9b 30 fc b5 42 a1 c9 75 02 a2 
bd 91 5d 59 fe 93 ff fc 96 2d 2e ff 09 3b 9f 3b 6f c1 47 00 b1 03 7f 30 26 32 ab 53 02 e2 fc f2 df f6 86 4c 83 68 d6 0d e0 f7 
79 d3 1f 0e 56 e3 5f ff f5 ab 2b cd 17 fd 45 0c 6c 55 e7 1e 6d 3d e8 ae b0 5d fc f1 7c 91 ae 53 aa 23 e1 46 b7 d9 32 1c b6 
e3 c3 89 3b 41 a7 79 db 36 6c d6 b4 8d 1a db b6 0c 0f b8 e8 d0 9c e9 27 5b 8b 74 79 e2 93 61 4f d3 2e c1 1e df b6 3e 3e 
30 9f 72 55 a0 10 7b a3 b8 ba b4 6a 14 57 
Data Ascii: .\6/1c%0`j!TPN0QA&x_gZ6945W6\TZac`10Bu]Y-.;;oG0&2SLhyV_+ElUm=]|S#F2;Ay6l'[tyaO.>>0rU{jW

2022-01-28 14:30:38 UTC 1194 IN Data Raw: 00 15 3f 01 ea d0 62 41 80 6d 68 b3 20 1b 69 54 e2 6d 70 84 5f 2f e4 4c 85 48 47 21 9f c2 39 6b 70 20 dd 32 
1b bf 42 72 94 98 60 44 ac 42 aa ed 9c 2c 03 51 14 7b 99 af 82 b6 d0 6b ef 54 60 8d 2f ad 99 40 3f c8 33 42 89 21 a2 61 
66 55 72 b9 ed 1d f8 fd f1 f1 84 85 cc 90 67 62 4e 3b 24 e8 8d 74 07 e0 ef 1e c1 df 0e d4 ca c1 89 07 74 e1 b3 75 bc c8 
00 19 d6 51 52 14 cc 5d e7 c1 29 aa 99 82 8c ba 55 91 0a 81 69 c9 fd 70 03 df 7a 37 8e 5c 66 8e 07 df 03 cd 10 c9 88 57 
33 1c 15 4e 76 87 60 3f 5a 4d b8 61 f1 4c 90 be 90 1a ad 60 2b 1a 61 12 75 a7 9b 64 b8 19 86 99 28 30 59 2c d0 69 d7 
16 a6 76 50 62 c6 1a 05 f1 13 a4 df 18 95 cd e2 58 65 00 5e e5 b7 97 90 8d be e5 49 d8 25 32 1a 3b 86 c7 7e 76 80 9b 
c6 7d 3d 1e 02 0b 7d 32 02 b6 1a f8 e8 fa 84 96 31 c2 3d 5b d9 
Data Ascii: ?bAmh iTmp_/LHG!9kp 2Br`DB,Q{kT`/@?3B!afUrgbN;$ttuQR])Uipz7\fW3Nv`?ZMaL`+aud(0Y,ivPbXe^I
%2;~v}=}21=[

2022-01-28 14:30:38 UTC 1195 IN Data Raw: e8 f1 d6 18 53 95 5f 36 de e6 90 6e 44 5b fc 1e 4c e2 ad 17 78 f3 05 6c 3f 4d 10 8d 20 a3 27 40 46 ef 3f 07 19 
ca 03 19 8e ab c3 8f ab a3 83 0c 77 c3 21 90 e1 2a b9 af 4b 20 c3 41 90 e1 04 20 c3 d5 5c ed 7f 17 64 4c 1b 03 82 09 c7 
54 af 29 49 f9 32 f7 57 96 87 ee 08 8e da 6f b1 49 ab d0 d9 f7 3c c1 0f 38 7f bd 79 76 dc 91 dc 67 fd 7f 0d eb 5d f6 3d cf f1 
b7 5f fa 56 d7 9d 29 47 8b 56 9c 63 83 f1 26 0b bc cd 02 36 0a a3 bb 76 18 7d 01 96 ff cb 51 b2 47 21 48 00 6c a7 88 71 
b1 13 43 22 4b b1 25 fb 62 4b f6 ff 67 b0 d8 f8 7f 18 8b 4d 17 7f 8d 75 f1 17 7d d7 14 f1 d7 a0 0d ad f2 b9 22 a5 2e 8c 7f 
7a 48 24 e0 4f 22 86 2b c8 1c 7d 46 6a 5b 82 d4 8e 64 9b 11 f8 10 d7 52 43 87 34 01 24 c6 72 28 a5 04 1c f4 27 fc 8d cb 
0d 8f a5 bd aa 95 f9 4b 60 bb 6f 79 74 eb 30 
Data Ascii: S_6nD[Lxl?M '@F?w!*K A \dLT)I2WoI<8yvg]=_V)GVc&6v}QG!HlqC"K%bKgMu}".zH$O"+}Fj[dRC4$r('K`oyt0

2022-01-28 14:30:38 UTC 1196 IN Data Raw: 3e 63 00 88 d2 cc 3a 46 73 c0 a5 44 c5 01 3a 37 c6 14 f3 ca 2e be 4d 76 f1 a3 b9 74 00 75 01 88 9e 48 07 30 
fe 65 a6 9f 02 d1 7e a0 03 28 a2 b4 1e 9e f0 4f 35 ef 8b 21 a1 ff 93 50 bf 3f ff 16 34 4b f2 a4 0f e0 95 af e0 15 d6 1a 25 40 
27 19 be b5 3e d3 52 5e 83 53 db 75 82 53 cf 36 c1 29 58 63 97 0c e6 01 92 04 06 f3 78 81 2b 8e 36 f0 0e 45 13 40 b0 f3 
de 41 38 b5 07 9c 25 9c 4e 77 c3 21 af 59 b2 86 a7 9f 21 6b f8 67 05 81 5e fe 25 c9 e1 89 37 f2 1e 11 98 0c 93 21 51 f0 
fc 33 01 4e a3 bb 40 95 e9 f6 30 2c b9 f1 b5 64 52 21 15 69 4f 17 ca bc 08 60 f4 32 a7 fd 7b a2 58 46 ad d1 f6 0e c9 00 9f 
b0 d0 c4 32 de 86 4b 62 19 dd dc 1c 45 23 2e 8a 65 dc 40 2c e3 29 b1 8c fb db 62 99 69 63 40 d2 0d 2d 58 c5 6b 4a 81 
01 bd 9b 09 44 28 9d 46 77 aa cc 24 2c ad 51 ef 51 
Data Ascii: >c:FsD:7.MvtuH0e~(O5!P?4K%@'>R^SuS6)Xcx+6E@A8%Nw!Y!kg^%7!Q3N@0,dR!iO`2{XF2KbE#
.e@,)bic@-XkJD(Fw$,QQ

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 1198 IN Data Raw: 75 05 3f 07 a3 51 ea 61 56 34 3c fb de 79 30 31 d1 8f dc 9b 70 fd f1 91 1a cb a5 53 87 d8 9e 30 98 73 b3 ec a4 
df 4f 0e 0c 20 45 0f 8c 3c 3b 3b c0 70 f2 07 46 91 ed 1e 18 4b ec e0 c0 58 66 87 07 c6 0a 3b 3a 30 56 d9 f1 81 b1 c6 f6 
0e 28 3e 3c fc cd 4f 32 6c 9b 68 5e d8 a7 66 7a fb 17 a0 96 60 93 c0 a3 fb 3c 5c 6f 8f 7c 6f 00 0b 45 37 0a 70 e3 a6 b1 d3 
a0 8b 22 5d 74 f0 13 e1 6a 09 ae b6 da 63 6f d4 eb 61 d4 0f b8 b3 0c 77 8e 7b 76 a3 ed d1 e5 8a ba 5c 28 ec d2 9d d5 68 
f7 6b 41 95 22 af 92 c7 21 55 c6 9d ce 2b bf c4 11 fd 3c 3b c1 0b 11 b1 f1 1f 03 2e 27 7c 33 06 90 25 2c ef 50 3a 5f 65 6d 
a9 59 c1 13 74 de 91 ae 60 3b 61 57 b0 f9 bc b7 12 2d 15 d1 e3 75 aa d9 23 7b 54 d6 de 64 a8 22 cc 20 f3 39 61 d4 d4 
53 96 23 ca e8 fb 5b 60 ee f8 fd 11 ed 94 d0 d6 d1 
Data Ascii: u?QaV4<y01pS0sO E<;;pFKXf;:0V(><O2lh^fz`<\o|oE7p"]tjcoaw{v\(hkA"!U+<;.'|3%,P:_emYt`;aW-u#{Td" 9aS#
[`

2022-01-28 14:30:38 UTC 1199 IN Data Raw: 34 60 6a bc 30 be 0c c3 3e 8d 47 8c b3 97 60 2a 45 df 47 c3 e0 1e 3c 66 47 8c e1 47 07 c6 84 a9 b3 b8 89 d4 
23 83 57 a3 c6 d4 31 1d db da 70 6d 2b ed 64 0c 8f 0a 82 a5 4e 44 72 e0 e0 27 41 65 de 1d 17 46 62 48 07 24 69 18 89 
1d 03 d1 00 f3 35 00 ea 92 cf dc cf 90 75 29 5c b9 04 40 5d 9d a6 11 42 cd 5e 44 3e e0 a1 7c 00 af bf 58 fa fc 58 7c 22 
54 3c 27 0a 8e ec 21 04 f5 03 31 81 c8 33 e4 da 51 35 dc 6c df 51 fc d8 1f 2e fc d9 70 0d 67 c2 f0 75 00 27 e8 7d b9 89 
4c 65 6d e1 8c 08 e3 87 3c 11 45 5c 5d 77 82 31 9a a9 ae 45 93 05 63 b8 9a a6 ca 10 d1 db 4e 6c 2d 98 55 28 f8 78 a7 
11 86 22 42 23 eb d9 49 bb fe f7 3f 4a 51 44 ea db 2c d8 a2 f0 5d e8 54 42 2b 2d 1a 0b cc 5a d8 5e 02 d4 ba a1 cd bf 3d 
11 56 1c e1 53 f9 1b 52 19 72 ea a3 77 69 e2 99 4f 31 59 7e 6d 
Data Ascii: 4`j0>G`*EG<fGG#W1pm+dNDr'AeFbH$i5u)\@]B^D>|XX|"T<'!13Q5lQ.pgu'}Lem<E\]w1EcNl-U(x"B#I?JQD
,]TB+-Z^=VSRrwiO1Y~m

2022-01-28 14:30:38 UTC 1200 IN Data Raw: 69 9a 2c c8 32 97 72 c5 e5 24 45 34 3d 29 24 6a a0 e9 51 31 51 f5 4c 8f 96 26 56 00 24 ac 90 c8 bd 50 5c 8d 
d0 01 bf 4b fc 9f 24 12 ff c9 7a e9 df 54 4b b7 09 82 b4 00 82 b4 73 11 b5 34 dc 08 a9 a5 e1 3a a2 96 86 3b 89 6a e9 b6 
00 2f 9d 38 7f f0 db d9 34 77 13 c2 f2 7d 1e 7f 2f 1e a3 af 1d ca 84 e4 cb 14 48 52 6e c3 c3 a8 59 b9 e9 61 d4 76 66 67 db 
1c 3b 94 6d f3 d9 66 3e 25 dd 2c 79 18 a0 68 d1 cd 76 4a 70 ba ea 94 19 0b 2f d2 de c7 87 af e5 d1 dc 25 51 53 0d 45 4d 
a8 fe f5 36 5c 1c 55 ce e0 39 72 3a 31 51 13 e7 51 dc 5c 52 30 b7 59 a1 f7 b4 a1 8e 3a 53 86 ea eb 43 f5 63 43 dd 63 ef 
fb 03 18 aa 77 64 2c ca b1 fa c1 58 45 f6 cf 2f da 60 b9 24 ab 9e 30 ab 52 92 35 fe 64 56 a7 0d b5 a9 0f b5 19 1b ea b1 
18 aa af 0d b5 19 0c b5 19 9b 56 2e 2f 6b 26 8c 54 06 
Data Ascii: i,2r$E4=)$jQ1QL&V$P\K$zTKs4:;j/84w}/HRnYavfg;mf>%,yhvJp/%QSEM6\U9r:1QQ\R0Y:SCcCcwd,XE/`$
0R5dVV./k&T

2022-01-28 14:30:38 UTC 1201 IN Data Raw: 6e db 3b 83 19 3f e9 8d 1a b5 06 10 f4 28 a4 6d 74 9f 7a 2d cf 65 0b b6 05 3b 67 61 d8 78 f3 30 fe 8d da d6 a5 
20 87 20 40 05 46 d1 ca 13 5e 6e c1 0b c5 eb 81 47 e0 2f ce 2d 2a 3b f9 af 5f f3 a6 76 b1 67 4b d4 e0 cb d3 f7 25 f4 ed 7e 
c2 b7 63 20 9a d1 16 76 0c 04 33 2e 62 11 5f 8b 77 8f 0e 60 41 65 a8 63 78 69 06 46 9c e6 b4 6a ae e4 fc b8 3c 0e 32 22 
da e6 e5 f1 bd f3 90 7d b1 f9 e2 5a 5c 33 8b e1 91 4b ce b7 6f 99 d2 a4 24 df bc f0 94 c3 97 a7 a5 c4 92 12 a0 a6 52 86 
45 01 ac be 99 a9 5f a9 20 2e d3 b7 37 24 cb 78 1c ca 38 e8 b8 99 25 56 bb 30 ab b5 74 94 f3 c7 fa d9 2d 38 27 c8 a5 cb 
88 26 03 e0 1b 04 aa b0 82 a0 e6 e2 46 d6 17 34 93 88 dd 33 16 25 f0 6e 18 42 0d c3 db 98 81 ba b8 d5 c9 da 78 46 74 
92 94 e7 09 30 9f 73 9c 97 e1 eb a3 d7 13 15 1b 89 6d 
Data Ascii: n;?(mtz-e;gax0  @F^nG/-*;_vgK%~c v3.b_w`AecxiFj<2"}Z\3Ko$RE_ .7$x8%V0t-8'&F43%nBxFt0sm

2022-01-28 14:30:38 UTC 1203 IN Data Raw: 56 c8 b6 b3 3f e1 13 c9 a9 b2 8d f1 88 ed ec 71 c3 74 26 ea e9 b0 96 96 92 0b 87 36 1e af 07 ab 70 05 f5 a4 
44 29 fb 06 bb b2 5b 23 c3 2d 51 c1 c9 5a a4 79 b1 b5 5a 3f 0f 79 0d 86 dd b4 ea b2 27 9f d7 53 3d d7 23 d7 ed c8 75 33 
72 5d e6 d7 1d 58 1c 58 f8 4c 29 36 99 fc f5 99 ec e1 28 3c 42 bf 8f 2d 1d d3 c7 65 95 37 77 1b c4 a8 f0 81 5b 30 6f a6 2d 
a7 74 13 90 69 78 3e 53 fb 27 fb 57 fb 9b 47 a9 45 f3 8b a5 21 a1 8c 85 90 06 13 21 bc e3 59 1d c0 2c 7e fd 2a 9c 0b 57 
8b f0 7b 71 f7 22 5d b9 48 a7 ce ed e5 aa 65 a7 28 85 a5 c3 97 c0 c9 6e e3 3b b1 9d d5 40 1d 00 6f 2d 5b d8 c5 dd eb 66 
2d d2 c2 92 2d 1e 6b 1f 1f a2 e2 a0 70 b2 b6 eb 44 2a 3e d6 44 c5 ad 96 aa 78 e0 16 07 a7 91 7a 5b 2d 51 af dc 08 5e dd 
cd 5d 55 97 22 15 cb fc cd f2 db 96 33 00 bb 9a 75 23 
Data Ascii: V?qt&6pD)[#-QZyZ?y'S=#u3r]XXL)6(<B-e7w[0o-tix>S'WGE!!Y,~*W{q"]He(n;@o-[f--kpD*>Dxz[-Q^]U"3u#

2022-01-28 14:30:38 UTC 1204 IN Data Raw: 04 cd 11 58 64 94 24 9d 6f 21 ce d3 14 62 9f 82 9b 87 56 ab a8 64 75 1c c5 cb 1e 2c 3f 6d 07 b9 a3 16 62 23 
8f ce ad e5 47 d6 2d 18 b5 00 08 41 5b 84 09 e1 71 93 a2 8a 02 6d 07 36 36 be 24 00 e4 90 08 08 85 ee 10 28 08 dd e9 
c5 ea b8 b1 3b 01 69 11 08 1a 63 ad ea 1a 00 54 93 b5 14 3d 13 d7 fe 3f b5 93 2c d7 15 3e 94 b0 b4 35 a2 78 d8 82 ed 
d1 0c 01 a5 b0 80 5e da a1 fd 04 db 09 01 13 ad af a7 89 1d 79 1a 51 3b a3 12 38 d4 b3 87 96 34 db b7 52 46 58 c4 ef d4 
89 75 d6 2c f1 9f a2 55 1a 3e 1e 4e 45 1f 70 8c e6 47 44 36 ba 6c 80 0e 6d b5 96 64 e2 90 1a f0 78 a2 b5 c6 60 38 5a 20 
c3 58 c0 73 56 c7 43 cb 3c 47 8a fe 48 39 4f 20 6d 85 ad e5 d0 a1 12 6d 1c cc 5c 4c 1e d3 0f 6b 5d ad 2c f0 fd 30 c9 a6 
64 3f 37 80 e8 3c 3d 3b db ae a4 4c 61 ce e7 6d a4 2b 3a d9 20 
Data Ascii: Xd$o!bVdu,?mb#G-A[qm66$(;icT=?,>5x^yQ;84RFXu,U>NEpGD6lmdx`8Z XsVC<GH9O mm\Lk],0d?7<=;Lam
+: 

2022-01-28 14:30:38 UTC 1205 IN Data Raw: 6c 74 24 a6 b5 24 a7 d3 49 c2 b3 0e ef c7 85 03 54 4d 93 38 dc 47 e7 ec ec 16 6a 4c 3c d3 fd 96 fa 2b f5 cd 
83 cf e6 5f b0 61 8b c4 df dc b4 d5 01 82 c2 16 64 d9 bd f3 90 21 17 23 a2 09 85 d5 a1 43 6a 16 3e 9d 88 88 c4 44 3a 48 
95 44 26 d2 c9 f0 6f 4f a0 36 b5 41 86 e9 90 47 45 87 3c 4a f3 3e e0 93 1f 9d 34 d9 be 3a e8 6d 45 16 db f2 51 09 55 c1 
2d fc 34 69 f7 84 df 49 76 dc ea eb d1 6b 12 7b d8 48 75 c6 29 23 d5 6e a4 58 87 7f 55 1d 8d c1 ad 8b 74 87 39 ac 86 86 
da fc 1b dd 0d 20 85 2f 4e d3 ef 55 df a8 33 94 df 32 52 a0 a2 45 a2 08 d1 eb 61 f2 29 d6 11 5b 2e 63 9c 9d c2 24 f8 38 
c1 5e b6 0a ac 7d 89 8c 52 60 b2 4e f1 81 b7 f1 25 e5 00 df 99 1a 3a a9 4c e9 9c 6e 65 66 ec 31 98 1e 8d fe 76 12 e9 6f 
d8 fd 7c 0d fb 36 1a e3 a0 55 8d 2b 0d 5e 50 7f e5 08 5b 
Data Ascii: lt$$ITM8GjL<+_ad!#Cj>D:HD&oO6AGE<J>4:mEQU-4iIvk{Hu)#nXUt9 /NU32REa)[.c$8^}R`N%:Lnef1vo|6
U+^P[

2022-01-28 14:30:38 UTC 1206 IN Data Raw: 3a ff ec 8f 24 cb 18 37 b0 11 73 37 92 ac e2 27 86 5b 8a af ab 87 3a 2d f4 51 76 51 67 44 36 29 cc ca ff a7 fd 
97 51 c1 32 ab 6f 0e 18 f2 d3 01 07 6d 42 f4 50 1c f4 da 6d 6f 20 a5 85 49 10 e3 a8 9e 10 2f 24 7a 47 ed ef a3 3a 09 f8 ef 
80 a5 b0 f2 a2 0e 93 4f 22 6f 85 5b b1 5a be aa fc 64 5b b4 11 ed 3c 6e 44 3b af ed a9 a3 76 12 66 8b f5 de 26 98 aa 80 
ee 33 d9 e7 cb da 45 b2 f2 3b b0 50 bc 52 50 bf 03 10 fd 14 aa 8d 04 34 6c ee bc 0a 18 f4 6c cb 69 76 93 96 f1 35 17 89 
30 a5 6c a0 02 60 bd 13 d8 77 22 87 c5 ef 29 37 8d dd 90 13 88 70 0c dc 95 de 5c 67 96 66 05 79 ab 1a fd 0c 35 6a 08 
7d df 4f d9 aa 11 35 b2 01 94 55 43 5f 50 b2 53 9b 6e 49 e5 e4 b9 7a 13 05 8d f2 b7 18 f0 c8 0a bd f2 46 20 f0 91 25 df 39 
36 df 27 c2 2f 50 3a 9c 08 47 16 ed 0b 3a e6 bb 6f 
Data Ascii: :$7s7'[:-QvQgD6)Q2omBPmo I/$zG:O"o[Zd[<nD;vf&3E;PRP4lliv50l`w")7p\gfy5j}O5UC_PSnIzF %96'/P:G:o

2022-01-28 14:30:38 UTC 1208 IN Data Raw: d7 9f ba 71 4b 5c 4c b2 b3 55 f2 b3 63 8c 8e 84 b3 0d ac 88 f4 db 4e fb 62 ba 60 73 fa 9c c3 05 90 5f 46 4d 3c 
fe f5 04 a4 af 7c f2 b5 a9 0c cb 03 55 73 9c ee b0 fc 2a 6c dd 0d e9 21 a2 d7 86 c3 d9 ea f6 9c 16 6e 13 01 64 58 31 f7 77 
4d 55 7e 6e b4 db 0b 40 99 7b 9d fe 68 c1 aa 5b 68 8c 54 03 0e 64 81 42 88 42 ed 2f e5 a7 34 06 79 93 04 31 1e 18 40 
3c 8f b0 5b 70 17 d4 be e5 d1 b8 4a 76 d7 b1 5e f8 0b 65 9f 8c 60 05 be be 49 94 21 4c d6 36 e5 28 85 fd 53 28 2e e9 6d 
e9 cb 86 c3 05 8b ef 6a ab eb 12 7c b1 44 87 00 4c c7 6d d8 e0 b0 79 00 c6 b9 12 c6 a1 17 b7 42 10 2e 5e fe d4 7c 25 c8 
75 db e5 05 5d 1d da b0 09 6f 3c 56 e6 be 23 f0 19 a8 11 26 db 9c b4 d8 f9 b0 49 8f 30 d8 41 e4 66 c3 46 e8 8b 13 b0 dd 
65 96 38 eb 28 e4 34 75 98 80 c2 eb ed 6e 02 74 e6 3c 
Data Ascii: qK\LUcNb`s_FM<|Us*l!ndX1wMU~n@{h[hTdBB/4y1@<[pJv^e`I!L6(S(.mj|DLmyB.^|%u]o<V#&I0AfFe8(4unt<

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 1209 IN Data Raw: 19 0d 8a a1 13 8f da 9f c3 59 1a 94 d9 4a 06 03 ba 8a 8b 2f 2b c0 af 66 32 3f ef 78 9c 00 1e 94 a0 e3 b0 77 f7 
d9 70 49 57 71 97 5e 5f 47 6b 33 58 08 f3 3d 6f 60 f2 d3 02 fc cd b3 22 fc 2d b0 25 f8 bb c2 96 e1 ef 2a 5b 81 bf eb 6c d5 
28 e4 57 58 1e aa 16 8a c0 03 1b 85 e2 32 00 1c 28 e0 26 b4 29 ae b2 3c 34 2a ae b1 3c b4 2a ae b3 3c 34 5b ca 4d 58 
85 bf 00 bb 2f 42 67 45 f8 5b c4 ee 81 8d 5e 86 df cb d0 3d de 5f a5 bf 6b 06 4a de f0 25 f9 55 ae 91 f3 a3 c2 b7 cc 7b eb 
3a a4 8f 73 50 3e 1c 8d 07 db fc ff b8 7b d3 ae 36 92 a4 6d f8 3b bf 42 d4 d3 87 ae 1a 12 59 0b c6 b6 d4 ba 75 63 56 b1 
37 8b 6d 4c f3 f4 a9 4d 25 81 16 d0 c2 62 d0 7f 7f 63 c9 cc ca 5a 84 dd 33 f3 7c 79 e7 4c 1b 55 55 ee 4b 64 44 64 c4 15 
9a e7 65 df 87 84 d7 83 42 77 ef 27 bc 1e 22 61 1d 
Data Ascii: YJ/+f2?xwpIWq^_Gk3X=o`"-%*[l(WX2(&)<4*<*<4[MX/BgE[^=_kJ%U{:sP>{6m;BYucV7mLM%bcZ3|yLUUKdD
deBw'"a

2022-01-28 14:30:38 UTC 1210 IN Data Raw: d2 cf 53 45 e5 71 b5 61 da c0 44 ed 53 11 12 9e e2 ef ca 36 ec bb ab c2 2a c8 bf 46 b6 ed 38 f9 ba d4 0e 1e 
bb 29 8c f9 13 b7 a1 10 3b 7b df 6f 7e 10 06 28 7d f8 96 6c f0 10 c3 05 20 b3 db 2b 8b 9b 13 a7 de 33 67 35 09 4e 27 f9 
63 d2 a3 f6 a5 8d 01 a3 76 71 49 45 bf 17 ba 23 0d 72 2f 3b 0a 73 39 17 79 6e a1 f7 8b 1c 8e d2 5b 32 bf a0 19 95 65 ab 
d0 9f a2 b3 95 7a 81 a8 72 77 a8 d0 d4 af 76 e0 0d 73 08 0c 6b 27 5f 77 e0 b5 64 f5 ad 65 a9 04 92 0e ce c5 2e 33 08 0e 
33 40 89 26 6e 26 d6 38 62 21 0c e4 40 58 67 30 30 77 7c 79 89 c5 92 2d 4b a1 8b ed 70 a1 44 27 19 c4 10 19 ee f5 69 
d0 1d d2 79 89 cc be 90 6f 29 04 a6 7e 9b e3 27 0a b2 cc e4 41 5d b8 90 a2 5a 79 1c 0d 93 34 04 5a e6 1a b0 c1 bc 55 
2c bc 21 9b e2 0e a2 5f 7d 5b 2e fc 3b 5f 62 eb 24 ba 3b 4d 17 
Data Ascii: SEqaDS6*F8);{o~(}l +3g5N'cvqIE#r/;s9yn[2ezrwvsk'_wde.33@&n&8b!@Xg00w|y-KpD'iyo)~'A]Zy4ZU,!_}[.;_b$
;M

2022-01-28 14:30:38 UTC 1212 IN Data Raw: 11 4f cc 83 3b 56 96 41 e3 09 da be 76 07 44 da 54 62 32 7b 2d dc 01 7f 3b c4 19 aa d9 5c fe 26 be a6 5d 36 
72 07 e3 2e 0e 38 83 c8 f3 a4 c2 22 51 05 b0 f5 ec 34 86 32 fc 49 9b 6c 9e 51 ec a8 54 81 c0 af 83 06 ac 43 44 f3 40 73 
fb 84 01 99 d4 58 70 ab 12 45 73 77 14 71 d6 66 c2 a6 39 6f b1 b0 ee a1 5f 02 f2 6e ee 6d 58 18 0e a0 e3 88 35 52 80 d6 
f6 ba 7e 77 a2 cc 76 71 9e 17 68 c3 bd ff f0 11 b7 5a df c6 50 30 b0 de 2a 5b 55 5a ff 30 2b 70 ac e3 fe 46 69 a5 5f 87 43 
ff 44 59 85 4a de a1 de d7 5c 83 69 73 42 4d df 40 ce 9a cc f7 c2 41 90 b9 c4 1a b1 b9 46 66 dd 43 43 76 1b 32 c2 98 79 
3c ec 4a ab 82 93 39 57 e8 f9 a3 49 31 30 f0 1a 7a dd 53 20 2e 33 f1 1e 03 5a 43 c3 bd 84 e1 1e b6 56 95 40 51 89 c4 24 
a5 17 e0 15 e9 16 0f 70 77 98 c9 e1 15 32 ba 3c 71 82 
Data Ascii: O;VAvDTb2{-;\&]6r.8"Q42IlQTCD@sXpEswqf9o_nmX5R~wvqhZP0*[UZ0+pFi_CDYJ\isBM@AFfC
Cv2y<J9WI10zS .3ZCV@Q$pw2<q

2022-01-28 14:30:38 UTC 1213 IN Data Raw: 4c 6a a3 fc f7 94 5a da 26 ce 1b be 0f 1f e2 0c 3c 2b 1b 9a d1 87 3c 67 b0 fe c6 ed bc 66 7d 8c f3 7d e0 ee a6 
6c 96 8c b4 9f e2 b4 3c 45 87 b1 d5 24 87 f0 db 9c 86 e7 c3 b3 ce 74 12 c0 f6 37 b2 7e 2c 89 05 9d f7 53 3a ef 3e 08 c0 
67 24 4f 1c 27 32 c5 ab e7 3d 4c 9a dc d3 8f 39 b6 21 8f dd 60 82 51 13 6f 24 0e 51 d8 8d 3a 13 bc c9 e1 67 8a 3f 73 8a 
8a 65 17 51 38 1f 7f f1 9a 9d 58 b7 b3 8e 7b 17 da 5c 81 d4 be d1 03 a2 c0 cb 7a 94 b6 9a 9e f0 7d 5c 9f ba 4d d7 6f f0 
16 dd c9 34 61 6f 3c cc b9 5c 7d a1 8a 6a 71 9d 82 ab a8 19 d5 09 5d 72 2d 59 d1 2c 55 c9 5c 8b cf c5 45 a5 94 e6 4e c2 
18 d1 0f f9 52 f6 11 07 93 7e c9 d7 71 17 e1 4b 5c 29 cd d0 53 39 c3 e4 4b 9c 22 a9 88 bc 61 55 40 fd e9 97 2c 0a 1f f5 
95 1a e3 59 64 f9 41 b4 d0 56 bc d9 4c fc c8 26 e8 24 
Data Ascii: LjZ&<+<gf}}l<E$t7~,S:>g$O'2=L9!`Qo$Q:g?seQ8X{\z}\Mo4ao<\}jq]r-Y,U\ENR~qK\)S9K"aU@,YdAVL&$

2022-01-28 14:30:38 UTC 1214 IN Data Raw: 9e 7a de 45 50 8d 05 cf 18 b9 9e 78 f9 73 bf e6 cd 14 22 31 47 be fa f5 43 71 4f 33 11 5f ff b3 00 28 46 1c 90 f2 
cf e3 80 ec a5 76 f2 bc 90 e2 3a ac 80 82 3f de ff 69 d7 d6 65 a0 1a dd b1 f5 5e 82 3b 3a 48 ef 98 0c 69 f5 7f 42 5a e7 d0 
c8 39 14 75 2e e9 cc 27 94 a9 38 50 8a 8a f7 b4 45 7f 64 18 fa 27 e3 8a 61 44 31 19 7a f4 d6 a9 1f b9 ae 79 f3 cb 48 86 
8b 3e de 32 9a 2e f9 c1 76 9d e1 39 11 6a 8f a0 03 ca 1f 39 8e 22 11 de 03 22 bc b7 8d 03 13 18 ea 36 65 f8 7f 28 19 d8 
b7 82 c8 43 9e 9c 09 5e dc 47 e0 ed c5 4e fb f5 15 75 a1 65 06 60 ea 8e b7 06 c8 23 cc 25 ef 3d 82 6e 18 87 93 4c 3a a5 
ff d8 a0 7b 61 65 31 ab 0b c4 b7 d2 00 4d dd 74 9d df 66 02 a2 6c 0b 97 1b 72 7e 9b 0f 6a 81 f1 b9 04 42 d8 02 ad ff e6 
b9 6c ee 9c 80 61 63 d3 b5 48 e1 2e 2c 2d 79 af 
Data Ascii: zEPxs"1GCqO3_(Fv:?ie^;:HiBZ9u.'8PEd'aD1zyH>2.v9j9""6e(C^GNue`#%=nL:{ae1Mtflr~jBlacH.,-y

2022-01-28 14:30:38 UTC 1215 IN Data Raw: 85 ed 5e f9 88 70 1a cb 48 ca f2 d4 ab 64 0e 74 10 77 ae bc d4 ec b3 92 50 61 e8 e4 54 e9 36 11 19 cd 9d 89 
df b2 96 89 68 27 97 28 4e 46 b7 f6 9b 2c a3 16 a8 c6 eb 1a ff 69 f8 a9 21 a1 f1 9d 73 43 e9 56 94 8e 89 e7 5a 46 16 91 
7e 6f 49 34 68 49 03 fc 4a 0e b1 7b e9 d4 94 7b 6e 50 79 83 6a dd f8 06 43 1d 54 d4 11 09 af 1b 57 d5 6b 11 26 f3 ce 67 
10 83 ca 2f 33 88 4f b7 24 b5 62 dc 64 6f 7e 3c 6a 17 e3 26 7b 66 3c 6a 1d bd 99 f4 0e 9a c3 3c 51 1c 26 c6 71 3e fe 19 
87 59 0f 52 cb f9 90 81 66 7e 7a ca 10 b5 9d b7 7b 13 11 d2 5e 30 1c 5a 18 bf 09 c9 f3 a8 16 26 37 36 bd 53 0e 7a be 69 
68 01 43 f9 bd 9c 0a d5 15 71 7a 24 82 6a ef 47 4d 3f 81 95 d5 d6 5b 18 b5 89 ed 8a f8 0e c7 48 fb 97 7b ab 36 2f 41 e0 
f8 39 61 5b a4 9b 51 c3 22 cb 31 ba 55 93 de 9c 56 d2 19 
Data Ascii: ^pHdtwPaT6h'(NF,i!sCVZF~oI4hIJ{{nPyjCTWk&g/3O$bdo~<j&{f<j<Q&q>YRf~z{^0Z&76SzihCqz$jGM?[H
{6/A9a[Q"1UV

2022-01-28 14:30:38 UTC 1217 IN Data Raw: 50 c3 da 7b b3 96 6d a8 65 9b 6a e9 c5 b5 c0 39 fd 56 9e 1b 82 a2 c5 3c 03 99 67 0d 76 92 b8 7b 33 d3 26 64 
da a4 4c 77 32 53 75 eb fd 4c 0c 33 93 4e 3e 6d 33 71 ff 66 69 3d c2 b8 c5 d2 ee 65 69 a5 99 18 e5 66 81 29 86 c4 53 4a 
3c 92 89 61 c3 cf c4 24 23 e2 ca 85 80 cb 58 8c e7 14 16 21 96 ae 72 1d 1d 73 79 04 ac a4 a1 de 67 62 fa 46 de 8e 4a 
37 8d f3 76 8c bc 8f d9 56 6d c4 ad 7a 78 a3 e4 0d 55 ca 83 2a 79 c1 78 a9 20 92 32 e3 0d e7 d6 23 81 d1 16 c9 57 68 43 
47 59 36 03 43 a4 3e a9 28 01 a8 42 08 1a 1b 88 de 27 d2 c1 f6 0c 2f 3f cd 2f 10 87 e1 26 22 37 86 69 f6 c2 d6 e9 05 99 
32 f9 e4 7d 95 bc c8 95 36 28 33 58 26 f3 08 7e 3b 24 b1 99 70 13 46 b9 82 d8 cb ac ee d2 8d ba be 4f 8f a5 71 8a 96 cb 
7c fc a2 5f 0c 86 83 b0 1e bf 72 38 0a 05 5e a8 7b 57 18 12 
Data Ascii: P{mej9V<gv{3&dLw2SuL3N>m3qfi=eif)SJ<a$#X!rsygbFJ7vVmzxU*yx 2#WhCGY6C>(B'/?/&"7i2}6(3X&~;
$pFOq|_r8^{W

2022-01-28 14:30:38 UTC 1218 IN Data Raw: 26 ad e7 08 cd 43 a0 63 04 66 75 d4 26 29 53 07 b2 8d f7 4b cd 78 30 37 75 c4 9b 5a 7d 6a dc 12 d7 a3 b3 b1 
01 af 8c 61 9a 7a 3f 44 88 41 56 f8 30 f7 6e cc 8e 6c fa d9 38 57 26 d4 27 b2 52 96 88 2b 17 b1 d4 f9 d2 3c 01 ce b4 e1 
b0 5f 15 f4 fc 39 97 78 dc 50 80 35 f7 97 47 50 e3 25 eb fa 80 d7 5b 2c 03 81 91 5c 66 1b d9 81 a8 f1 99 96 01 ee 48 54 
45 67 af 0f 14 da 48 53 b2 32 15 e2 99 24 c7 ea d4 36 64 f6 11 1a 0b f7 1b d1 c4 be 8a 44 e7 3a e7 1e 42 17 b4 50 ae 6d 
aa 5c 18 ac 7d 84 41 46 f2 04 91 2a 
Data Ascii: &Ccfu&)SKx07uZ}jaz?DAV0nl8W&'R+<_9xP5GP%[,\fHTEgHS2$6dD:BPm\}AF*

2022-01-28 14:30:38 UTC 1218 IN Data Raw: 39 d0 10 f9 eb 70 b9 a2 ff 46 c9 58 58 f1 32 68 62 79 fc b7 42 7f 5f e4 1e a9 51 02 96 69 f5 76 a1 c4 fc ee a8 
5d a3 2c f4 34 ab bd 99 cd 60 20 d7 44 5c 06 1f 4b c6 f3 7e 60 3e d1 8d 24 d5 31 0a dd f1 70 e0 60 9d d5 5f af 2a 96 14 
42 2e 76 4e 31 1a 0c 29 b7 94 d5 44 29 a5 54 29 33 3e d5 71 cb d3 ca bb e7 5d 7e 93 b7 cb 83 86 0e 89 f2 8b 75 97 c5 
42 5c 39 fd b1 36 7a 5d e0 36 09 97 30 28 0c a7 18 81 1d 1a 52 81 86 e0 5a f7 72 d6 c5 bd b9 cc e5 02 01 e9 ad dd 00 
12 d9 26 db f9 f6 cf 36 87 52 a0 00 43 96 73 34 51 ff 35 ca b0 0c 4b fe 6d ac c0 7a 0e 3d a5 14 4b 68 79 0c d1 20 2c 76 
08 65 87 a0 e5 74 2c c9 b8 bc b6 f3 46 f7 80 d4 04 89 82 75 a1 06 7d d4 5d 88 30 e6 f2 7c b5 94 9c 0c a4 a8 1b ff bc a7 
52 97 88 bd 01 42 b8 83 90 5f 73 9b 1d e4 8c 6f 30 13 9b c9 
Data Ascii: 9pFXX2hbyB_Qiv],4` D\K~`>$1p`_*B.vN1)D)T)3>q]~uB\96z]60(RZr&6RCs4Q5Kmz=Khy ,vet,Fu}]0|RB_so0

2022-01-28 14:30:38 UTC 1219 IN Data Raw: 7e 46 af 1d 03 01 33 80 48 c9 c1 a8 ae a8 c1 93 3b 46 33 df 70 74 9e b3 40 ce b8 16 84 e3 a1 a9 d6 05 1d 79 
33 71 98 77 84 7f 05 96 66 0e f0 ed 37 ba 7c 73 93 fc b5 97 a3 e1 f2 53 e8 b5 71 c3 83 99 c3 d0 c2 19 38 16 25 09 1e 33 
c2 b1 16 77 52 00 d5 89 a2 90 07 ff 36 f7 3e 6c 9b 48 83 6f 48 24 d2 66 ec 68 58 18 23 df 35 2e f8 68 17 c0 27 26 0c cf 
02 6f 6f 3c a7 30 67 90 9b 93 01 eb d3 59 25 5d 22 9e 29 11 8b 26 91 b7 37 84 f5 24 4b 50 b9 d0 cf be 1b 09 03 1e 6f 9d 
bb f0 83 83 be ef d6 4f ec 1f 40 af d6 09 f5 e3 07 3a 30 15 3b 91 7c a8 a2 93 bf ac e9 c7 8c e0 65 77 6c 75 9f 0b eb e8 0b 
d9 d5 f9 b8 c2 7c 36 52 ec 37 d0 17 be f3 fa 5a c5 3f cd 43 98 50 b2 71 af 49 bb d5 c5 b2 18 e1 3f 53 d4 72 da 88 27 f3 75 
57 94 d7 08 50 26 07 df 1d da 3a 6a 8c 5e 5f 61 c9 
Data Ascii: ~F3H;F3pt@y3qwf7|sSq8%3wR6>lHoH$fhX#5.h'&oo<0gY%]")&7$KPoO@:0;|ewlu|6R7Z?CPqI?Sr'uWP&:j^_a

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 1221 IN Data Raw: 06 a7 85 d7 07 88 94 35 71 23 96 e8 44 59 47 00 2e b0 8e c3 75 9a 2b 65 f4 4c fe 96 30 08 5a f7 32 64 b6 2f 
bd 3d ad b8 37 18 ea cd ed 91 df 5b c1 0b c3 41 21 24 7b 57 8c 2c a8 48 6e 1f 32 ac 73 92 2d f9 91 d1 f8 91 2e 7e ab 88 
75 8f 19 d2 2f e9 ad a4 cc 9b 24 f9 47 01 58 fd f6 9a 6e 2d 36 9e 22 db 66 20 b4 40 aa 09 56 81 59 b4 af a1 7b 0b 9c 93 
f8 9e 1c 99 83 83 4c bf 52 3a 97 58 0e 1b 03 6f 19 de f5 dc 09 ec e8 7e 51 f7 9a bb 31 1c 59 5a 6f a2 95 30 86 e9 1d 50 
32 ec e1 f7 8a 38 38 70 ea df 4d 5a 29 07 29 57 ca 24 55 10 dd 7c 61 3c 5f 66 85 e9 de 8b 38 77 74 3a 30 23 36 29 85 1b 
48 f6 83 20 57 a6 e5 73 86 f8 df a6 c5 20 c6 a6 27 3c 9e 22 df 22 a0 33 35 75 7e 70 94 6e 51 6e 28 3c 71 0e 7b 7d 28 35 
48 22 69 c7 e0 43 82 38 56 f6 6f 68 c6 c8 36 3d 4e ed b7 
Data Ascii: 5q#DYG.u+eL0Z2d/=7[A!${W,Hn2s-.~u/$GXn-6"f @VY{LR:Xo~Q1YZo0P288pMZ))W$U|a<_f8wt:0#6)H Ws 
'<""35u~pnQn(<q{}(5H"iC8Voh6=N

2022-01-28 14:30:38 UTC 1222 IN Data Raw: 56 d9 79 72 5e 9e 4b 29 04 9f 40 dd b8 c5 57 f1 eb 37 f9 d7 e4 63 6a 8e 77 31 f7 76 57 76 7c 03 7e 2b 11 71 
e4 6b ed 96 d4 4a 4a f5 e4 7d a7 e1 4d 6c b5 0a d5 05 9e e9 56 10 ab 2f 2f db 0d 2e 66 ff bb 76 44 28 4a ad e5 66 76 0d 
ed 1e d9 f3 ad ee db b1 5b e9 4c 03 b9 3d f0 48 b7 18 ee 1c ed 38 95 3c ab db e0 27 5b 20 2d 09 7c dd 8e 2f 46 da c3 44 
d2 1b 36 73 28 1e aa a4 6e 94 f8 fe 4d fa b1 ba 91 4a f0 7c 93 48 b0 ef 69 b5 eb 65 97 11 cd 65 43 d7 25 22 fc 30 94 2d 
3e b7 65 32 a7 be c0 64 d6 cd 9f cb 5b 26 4f 7b a4 18 12 32 a9 44 47 53 d8 58 9e 6f cc c7 f7 6e 43 be 44 43 7b 53 f9 db 
ef 18 5d 77 6f 13 4d 3f 96 d5 4f 5c 23 8d 67 58 59 48 64 17 5a 07 17 fb b8 8a b3 f3 19 62 b2 48 cd d5 4d 47 39 f8 55 94 7f 
df 44 8e 70 df a8 e4 1b c7 0a 79 b0 ab da 59 46 0e ce 
Data Ascii: Vyr^K)@W7cjw1vWv|~+qkJJ}MlV//.fvD(Jfv[L=H8<'[ -|/FD6s(nMJ|HieeC%"0->e2d[&O{2DGSXonCDC{S]woM?
O\#gXYHdZbHMG9UDpyYF

2022-01-28 14:30:38 UTC 1223 IN Data Raw: 2d da 6e dc 51 aa 76 e3 90 cc ac 4b 08 7e 73 27 2b 69 63 79 52 81 b0 53 a2 88 74 72 66 88 d6 f2 53 cc 7f a3 
e6 27 ac 2b 3a 3a 94 8c 06 2c 06 64 23 12 d4 f0 2e 4f d9 18 0b 84 d3 a6 12 60 32 87 56 e2 ec b8 93 01 b4 3c b2 6c ad 
e5 7e d3 7a 35 3a 36 65 9b 80 97 a6 3b 10 a7 f0 e8 8e e9 0e 18 08 6a 86 d7 e9 75 e6 f0 a9 2c 9d f2 91 7c 1f 68 3b 3f 83 
0c 42 05 7b 43 24 91 31 07 4a 46 06 68 2f 98 3d 89 e9 16 72 aa 88 a5 62 97 dc e2 8e a3 99 c2 9d ac a9 ae 32 bb ad 4a 
cf f1 3a a4 6a 8c f0 29 73 d8 2b e7 42 8c 6c a6 0d 8d 65 46 c8 66 08 08 ef 89 b3 f1 49 c5 ef de c6 08 39 84 c1 a4 b2 9a 
08 1b 3b 6a be ef d3 e7 66 85 8a f2 9c a6 fd b9 64 a3 5f c3 b7 36 1f b8 02 ed cb c5 b8 8a aa ac 9a 1b ef 7a 60 93 e5 fc 90 
9d e7 33 1e 5f 18 f8 33 c5 a1 c2 8c 7d 69 6d 7d 45 94 cc 6b 
Data Ascii: -nQvK~s'+icyRStrfS'+::,d#.O`2V<l~z5:6e;ju,|h;?B{C$1JFh/=rb2J:j)s+BleFfI9;jfd_6z`3_3}im}Ek

2022-01-28 14:30:38 UTC 1224 IN Data Raw: 7f 27 2e f1 eb da e3 ad 6f 38 69 5c 55 af 31 c2 c7 a6 cf cd 85 d4 df 11 ec ba 0d 39 9e 6f 12 38 a5 c4 85 86 46 
1b 10 c2 e4 06 48 55 12 b5 85 f8 c2 1e c9 c2 84 92 22 77 98 34 ac 81 fe 1a 56 69 68 12 4b a6 b0 ac 9a ec 85 7c 16 6f 66 
f3 90 ec 3e 47 16 d8 49 5a 78 df 28 7d f4 86 a2 68 16 96 20 45 0f 36 84 13 05 a9 3a f7 5c ff 16 b7 7d eb a8 75 de 5a 3f 68 
7d df da 64 3e d8 22 b6 89 85 41 6d fa 6d 78 08 55 61 8e 7d 94 f9 d1 d2 34 89 33 d2 b4 bd 46 a5 fc 49 c4 e7 36 0c 82 84 
47 5b 24 ef 52 af f1 44 e6 89 12 e1 63 4a af a4 06 80 70 6e 1c 23 33 8c 86 18 92 a4 a5 fc d6 24 57 89 32 73 5d 12 b2 ad 
5f 14 bb f6 8e 5b 47 14 4c 56 6c 27 07 59 fa d1 25 c6 59 4c ab 79 04 95 0c a5 df 10 99 b4 24 b4 15 e4 b1 25 ae e6 49 38 
0a e2 af ec 2f 87 36 96 8f 1b cb 23 e5 38 f1 b3 ca 
Data Ascii: '.o8i\U19o8FHU"w4VihK|of>GIZx(}h E6:\}uZ?h}d>"AmmxUa}43FI6G[$RDcJpn#3$W2s]_[GLVl'Y%YLy$%I8/6#8

2022-01-28 14:30:38 UTC 1226 IN Data Raw: 19 29 73 af e9 2d db c9 84 12 b1 bd 96 f9 b0 f0 b9 cd b2 5a 6c 49 3e 7c 7b 9b 3d 1e a2 05 98 c6 48 26 d7 34 
8d d3 75 fa 80 fa 08 1d fa ce 6b 98 a8 f1 0e 85 af 90 22 96 d7 84 c6 7b e8 c2 c4 7e 64 a4 8b 81 e9 a5 79 f5 33 a1 3f 8f e9 
e0 a9 51 6b e3 6b 41 f1 94 e6 0b b8 f0 3b 3a 31 51 97 85 4a 2e 5f b0 03 10 88 45 27 1a 1c 83 5f 3a c6 f5 a4 2b e5 63 c5 
b7 32 fd 6d fe a9 c9 10 48 ba 68 7c f5 3d 07 02 6b d0 c1 88 4e 93 74 6b 18 16 ab cf b8 58 9e 6f 5a 45 02 c9 3c ca 43 7e 
90 2c 44 84 83 dc 27 49 1b 17 d6 0e 31 25 f1 2c e1 89 df ef cc c4 e9 bc db 88 ed 79 fc ad e1 a1 43 70 ee 33 b1 b0 9f bb 
69 4e 59 6a e2 d8 09 92 f7 7b 7d dd 3d 62 e6 50 99 b1 4f ec 2b e8 5b 46 f7 65 78 c7 c0 ef 84 4a 2b a3 07 f5 dc cc e1 35 
f2 b3 a7 35 71 ad 06 c8 6c 82 c7 f0 8c cb 77 c5 32 a6 
Data Ascii: )s-ZlI>|{=H&4uk"{~dy3?QkkA;:1QJ._E'_:+c2mHh|=kNtkXoZE<C~,D'I1%,yCp3iNYj{}=bPO+[FexJ+55qlw2

2022-01-28 14:30:38 UTC 1227 IN Data Raw: ba bc 96 b8 c5 b8 c9 31 94 35 54 eb 1d 37 73 b7 05 b3 b9 59 95 11 20 9c 7a d2 fe 74 4b 6a d1 b7 e5 df af 34 
ed 64 86 c1 ea 3f 52 83 5f ce 53 e6 13 5e 00 47 aa 34 ea 13 01 43 76 75 d2 46 7e a1 6c 09 7a a6 92 53 82 5b dc d5 16 
b1 2f 5b 7c 6d cc 79 fc 38 84 c1 6c 9b 3f cc 7c e4 f3 d9 4f f8 7b 0e 3d 8b d2 76 60 39 4a 47 36 02 f3 c9 08 0c 25 bc e6 97 
4b 0c 56 0e 67 89 b5 88 04 05 8e a2 b2 4d 0e af 8c bc 39 4f c6 cb 9b 85 d6 a5 cd 8d c0 eb 45 19 7b 24 65 f7 1b 39 71 22 
f6 e4 4e f8 d0 e3 09 44 06 8c 03 84 d3 2d f8 14 82 40 82 72 d6 3f 9b ec 29 1a e7 99 cc c6 46 55 df 40 9b b6 89 db c5 08 
78 cb cf f3 45 be b4 a1 b3 42 c3 eb a1 3a f4 6e 48 21 fc f8 d0 91 1f 86 e9 0f 9b a9 d3 60 93 3f 93 df 89 f4 0e 9d 9f 60 de 
11 b3 fd b3 23 06 fb 7f a7 0e 98 72 1c b2 4c b6 32 32 
Data Ascii: 15T7sY ztKj4d?R_S^G4CvuF~lzS[/[|my8l?|O{=v`9JG6%KVgM9OE{$e9q"ND-@r?)FU@xEB:nH!`?`#rL22

2022-01-28 14:30:38 UTC 1228 IN Data Raw: 2a 86 fc 0a 5d 56 c4 cc c9 b3 b6 8a 19 d7 8c 3c 51 a3 2d f3 c0 58 35 e0 05 7d 20 4d 45 c8 6c c3 69 18 6d 3d 
dd d9 ef ec 66 4d e9 00 ff 7a f7 f7 eb 1d 2c 38 e8 89 f3 0e ce d3 e9 c8 0f 97 ad ab 77 d7 d6 32 26 bb fa bf 7f bd bb 5e fe 
ab c8 7f b3 29 ae fe 7a fc fb af 15 f3 cb bb ab bf 9a 90 b6 a9 5e 70 0b 5a d5 2c 2c 92 6a 42 f8 04 e3 88 46 31 c5 2d f5 cb 
32 e2 16 ec 55 f5 54 92 6a d5 6b b8 e4 43 e3 83 c0 d9 0f 97 96 d4 af e2 68 3a c0 72 e9 e2 38 18 52 30 4d af 88 21 50 b0 
98 e2 70 d4 8d ba 03 82 e5 4f be a2 3b dd f9 c5 bd be fa 4e 7c bd 3c 23 db 8e 06 f2 f5 23 1c 32 b6 34 f0 f4 8b d9 63 a7 db 
0b a5 dd 8d 67 66 d4 b2 95 ee d8 7e 35 de 7c 1c 82 0d 44 7a ec 62 dc 42 5a d8 70 d8 36 ad c1 6d d8 ed 77 86 d1 4d 70 
37 b8 f3 fd e1 b0 7d d7 eb 76 fb ae db 81 ff a0 b9 
Data Ascii: *]V<Q-X5} MElim=fMz,8w2&^)z^pZ,,jBF1-2UTjkCh:r8R0M!PpO;N|<##24cgf~5|DzbBZp6mwMp7}v

2022-01-28 14:30:38 UTC 1230 IN Data Raw: 2d 3b 86 b1 36 62 c8 42 bb 41 31 a3 c6 08 1d b4 e1 df 4e 91 8c f1 cf 48 40 11 78 a9 3d 8a 6f b4 6b c0 c2 d5 
2c 87 a2 04 8e d4 b5 38 bc 10 e9 6e e0 a0 9c f0 43 2b d8 1e 8e ce 5d cf d6 71 55 46 57 23 a9 31 5a 01 aa 05 1d 89 77 
de 54 0f 70 86 1a bf be 82 74 31 65 5b 2a 33 b8 42 70 e5 5d b3 31 80 74 07 2e 89 08 fe eb c0 7f 7d d2 d3 f4 51 4f 23 a9 
d3 3d 24 ef 5f d7 2d 6f 34 7c 1c 93 3d fc 7d 11 17 40 33 82 1f 30 99 35 2b 02 56 42 bf ed a8 b7 fa 48 d5 df 96 96 e0 6f 77 
d2 0b 81 54 25 5b 8c 28 52 ee a0 db 46 88 5e 87 4e cf a5 a5 05 38 86 a8 28 67 e6 da 2f 30 8a c0 b1 5c d0 b9 15 e2 5b 
21 db a3 df 46 02 da a1 9f 3a e2 ae 37 05 1e 58 bf 68 cf 28 4c 2e af 95 97 e1 40 f2 b4 b5 17 83 75 a9 99 0b 06 c3 77 65 
e6 68 38 60 bb c8 20 c1 f1 20 82 83 30 6e 86 8c 05 fb 46 09 
Data Ascii: -;6bBA1NH@x=ok,8nC+]qUFW#1ZwTpt1e[*3Bp]1t.}QO#=$_-o4|=}@305+VBHowT%[(RF^N8(g/0\[!F:7Xh(L
.@uweh8`  0nF

2022-01-28 14:30:38 UTC 1231 IN Data Raw: 9d db cc e2 0a d4 f0 bd d2 f5 62 aa 6d 74 62 dc 76 f0 5e df 06 11 af 37 69 58 d4 23 54 0a 27 b2 3f ad 68 37 79 
11 c7 b3 d9 1a a0 27 dc ca a9 dc 49 2b ad f6 0a 87 ef 74 bd 5e 68 5d 37 2c 0f b6 cb da 2a 9a 02 98 a5 53 5b d2 35 a4 7c 
f1 25 36 17 90 09 8f c2 08 fc 11 29 db b6 17 a8 ff b0 75 b8 b5 f2 85 e3 29 61 3d e5 62 89 af 96 3a 0d 6b eb 68 f3 ef e3 ed 
bf 4f 90 09 b4 96 7f e0 01 0f 39 36 f8 ba 79 05 17 11 e4 f8 bd 0f fb a6 0b 14 7f f2 6e 14 f6 50 3c ad 17 bc e1 74 10 b8 a3 
e7 86 f5 fb 72 67 f9 77 eb 77 98 a8 07 90 15 da c2 17 91 e8 f0 dd 51 6a 54 1e 1f 1f 57 30 70 e2 ca 74 04 cd c3 d1 c0 58 
90 0b 6d ba 15 bd bc 47 78 87 a0 78 1b 3e 37 83 c6 0b fc a9 d1 c3 ac 06 4f 33 47 c4 f0 4e d9 06 b6 a9 d5 eb 3e 7a 41 af 
1c 00 cb 34 45 1a 72 0d 03 72 8a 61 c2 c3 81 a5 
Data Ascii: bmtbv^7iX#T'?h7y'I+t^h]7,*S[5|%6)u)a=b:khO96ynP<trgwwQjTW0ptXmGxx>7O3GN>zA4Erra

2022-01-28 14:30:38 UTC 1232 IN Data Raw: 33 52 2b ac 17 e4 08 49 a7 c6 a1 ef 4f 47 18 e7 c7 1d 04 84 05 49 67 67 62 32 7d 0d 67 ee a1 43 2e 5e 39 90 
1e 8f 66 a1 51 fa 77 e6 ee f5 35 28 f6 a9 17 cc fe fc 96 14 c3 be 9b b7 ab de c4 2e e9 60 dc 28 9a 4d ec df aa e2 7b d5 a9 
ff f6 4f 59 8c fa 9c 0b 57 f2 da c6 68 53 e4 0c 33 e9 10 2c 5b 86 be b7 15 4f cc 27 f8 0b 32 c3 c5 c4 79 d9 b0 3e 87 ee 28 
c4 ed da ae 07 f6 3c 16 28 8e 5c 45 e8 71 a1 be 64 76 57 cd 13 72 26 9e 53 7a 29 13 fc ca 87 65 31 19 4d fd c9 70 84 b8 
6a b0 72 2f 82 ba 83 2a 94 4d 0f ad 14 36 bd 64 12 f8 5c ec f5 89 f9 a6 5f 8d a7 90 9c 9f cc 31 91 9f 50 f6 16 4f 61 1e 9c 
8c 0b 29 cc 5b e2 3e 8e 5b b2 2a 63 ea fa 2a ea 18 4d 5e 10 c8 53 45 b1 a9 32 60 3d 26 19 35 4a f5 d1 1f f7 f5 e5 e5 91 
23 13 5f 8d ae 8b 17 fb d0 60 4e 0d 8f a4 52 8c 
Data Ascii: 3R+IOGIggb2}gC.^9fQw5(.`(M{OYWhS3,[O'2y>(<(\EqdvWr&Sz)e1Mpjr/*M6d\_1POa)[>[*c*M^SE2`=&5J#_`NR

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 1233 IN Data Raw: aa d9 3a dc 3a 3a 2f 42 b5 f0 ae b0 f5 05 1e 0a 67 bb eb 07 07 58 d7 42 01 ef 69 8e 4f b1 89 85 8d e3 93 cb 
d3 d6 ce ee 79 61 f7 f8 60 73 0b 5e 7e de 82 b6 ad 7f 3e d8 e2 ba a0 5f 1b 07 eb ad 43 51 d8 5c 3f 5c df d9 a2 5c c7 50 
0c 74 0f d3 71 03 0b 5f 77 b7 f0 1d d6 b8 0e ff df 38 6f 1d 1f 61 4f 36 8e 8f ce 4f e1 51 40 47 4f cf 75 de af ad b3 2d 51 58 
3f 6d 9d e1 98 6c 9f 1e 1f 42 1f 71 4c 21 cb 31 95 22 01 b0 b1 18 1c ef e4 b4 40 12 7c be 38 db d2 25 16 36 b7 d6 0f a0 
30 98 a3 a3 e4 24 e2 a4 ae fc 37 ff 07 d4 85 ec f8 d9 2d e0 47 af eb 09 b4 16 f0 3b 48 6a a6 83 00 e4 a1 e4 12 97 9b 6d 
a1 c0 3e 57 ef de 45 b0 a3 a7 1e a1 ec f6 5d 0c 50 fe 0e 4b 79 e7 f5 86 1e bc 18 4f e4 8b 62 07 9a ce 3f a0 07 64 0b 37 
6a bb 7e a8 96 ed ef f8 ed f7 42 84 b6 81 b8 aa a7 
Data Ascii: :::/BgXBiOya`s^~>_CQ\?\\Ptq_w8oaO6OQ@GOu-QX?mlBqL!1"@|8%60$7-G;Hjm>WE]PKyOb?d7j~B

2022-01-28 14:30:38 UTC 1235 IN Data Raw: 35 e8 a9 c2 4f f5 76 15 27 ac f4 54 6b 9b 6b 22 5f b5 6d 5a 54 14 0e 80 6d f5 6b 0a 54 ed d4 97 75 ca 98 87 
68 7e 8d 20 9a 72 c8 e7 be e5 26 e6 ba 0c f9 14 ee 17 b7 70 04 8b 65 d3 68 54 d7 9a b4 98 b4 70 a5 59 6f 70 34 44 b7 
68 ae fb 4a c7 97 2e 52 24 6a d2 68 d6 aa 30 aa d0 3a 51 09 2d b4 9b 8d 46 ad 59 d4 c2 12 57 b8 be 6e 56 f4 a2 d6 29 
71 66 38 ec 2f ea f3 a0 68 9b d5 d6 46 b8 69 b6 ab 95 3a 1e aa 6d 2e 46 4f b5 76 7d 2e 94 58 31 48 03 15 74 01 48 ec ad 
07 3c 92 a5 41 18 8f 8d 80 e3 b3 2f 75 df f8 a7 dd d7 0d d1 f9 2e 61 74 f1 dc 0e db 9a 1c 84 4c a0 b9 7b 08 37 36 36 9a 
6d 4d 0d 4a 7e a1 f9 e5 2f 66 b5 ad a9 a4 7a 45 24 b5 0c 55 bc da 92 99 56 9a 35 3d 99 9a e3 5a 17 53 43 24 44 c1 a2 a
4 bb 01 6c 4e 56 b7 fe a8 fd 8f b3 82 ae 35 1e 2a f0 66 8f c6 9a 
Data Ascii: 5Ov'Tkk"_mZTmkTuh~ r&pehTpYop4DhJ.R$jh0:Q-FYWnV)qf8/hFi:m.FOv}.X1HtH<A/u.atL{766mMJ~/fzE
$UV5=ZSC$DlNV5*f

2022-01-28 14:30:38 UTC 1236 IN Data Raw: 74 e1 53 be 54 b2 3a 36 98 8c 60 73 56 a7 d1 b6 67 e0 af 89 f5 0b 68 9d ae ea aa 66 20 49 d7 be 4e d5 17 94 
ec db b8 be 00 f5 cd a5 af 2c 7f 9d 47 3f e7 c2 54 1d dc 1e c4 20 3b 4e 51 0f 97 88 2a f1 eb 2e d1 51 22 e1 46 20 9e 8e 
06 84 3b fc b4 33 86 a1 3b 38 12 4c 32 23 f5 34 b4 1b ab 35 5e 6c 1d 4a e8 ac 87 16 e1 be ce 9c 1a 2d b6 ce 39 88 25 4d 
55 b1 88 22 e7 76 d7 ee a8 49 a6 fe da 15 bd cd d9 08 e6 72 c9 5a d5 0d 89 4a e2 24 35 55 ba ba d1 dd 2c 16 bb 6d 22 
2f 54 6a 20 56 af a8 6c 20 96 f5 be 4f 60 64 1a 43 0b ba 44 98 4c d9 98 60 ba d8 26 ba b2 a3 a8 0d 7c 98 b9 6e 77 ac 4e 
a9 a4 33 8e 7b 38 47 1e 08 66 b2 23 1a 56 a8 6b 4a 1c 44 c1 52 e9 dc 90 f9 4d dd f0 d3 19 4b 25 c0 e4 9c 47 99 78 f5 0d 
d9 61 01 94 22 7e fc 08 dd d1 79 2d 86 ca 86 ad 9e fd f3 cd 
Data Ascii: tST:6`sVghf IN,G?T ;NQ*.Q"F ;3;8L2#45^lJ-9%MU"vIrZJ$5U,m"/Tj Vl O`dCDL`&|nwN3{8Gf#VkJDRM
K%Gxa"~y-

2022-01-28 14:30:38 UTC 1237 IN Data Raw: 30 76 58 40 74 9a fb c4 ce fb f5 71 dd 45 9c e9 db e3 99 16 89 ca a2 f2 23 81 bf df 53 f8 eb 94 9d a1 44 5a f6 
ef ba eb 19 40 81 db a1 c1 2a 6b 87 96 5c 40 f0 6b 22 28 34 e1 b5 a6 5e 49 12 a6 5d 2f 92 54 c1 b8 5f 06 c6 35 7e 7c 62 
11 91 99 08 4f cb 98 d9 c4 c0 16 03 b8 ed da 12 8f 60 b9 76 3d 30 bd 6f 11 4d d5 23 72 5e a5 29 a0 86 46 0e e3 15 1e 48 
1e 1e 49 8e 90 2f fc 76 cf ee 8b 2c b7 6e ad ac f0 33 55 68 33 db 43 6f 78 02 9b 8c 97 62 51 bd 82 ff f9 e9 83 f5 62 76 8a 
28 27 be fa e2 2b b2 89 ec ff 2f 24 f8 eb 63 4b b7 ee 49 f8 6b 95 b4 71 c9 c7 f1 d8 98 70 b4 85 91 de 6f 20 82 6f f9 86 b8 
03 da 53 ef 45 12 ad 0d 21 21 c7 e0 b4 14 38 e7 4a f4 23 ae fa fa cc 5d 19 9c eb 1b 1d b1 31 96 4a 24 3c e6 94 da 7b 9d 
21 bb 09 a7 01 23 27 81 10 7f a5 c8 6e 40 b8 ad 
Data Ascii: 0vX@tqE#SDZ@*k\@k"(4^I]/T_5~|bO`v=0oM#r^)FHI/v,n3Uh3CoxbQbv('+/$cKIkqpo oSE!!8J#]1J$<{!#'n@

2022-01-28 14:30:38 UTC 1238 IN Data Raw: 60 19 2d 47 5a 8c 4c dd c4 27 48 58 e2 42 a4 54 97 88 97 23 f5 eb a9 52 6f 92 15 7e 8e 92 85 33 1b bb 25 3d 
7f 86 38 29 e5 c7 cb 40 d4 e0 f5 c5 6f 10 15 11 2b 3c 51 db f5 95 fa 84 9d 5f 64 bf f4 13 19 6e 87 d2 5b b1 bc 3d 3b 92 99 
58 a3 28 1e 5f 5f 88 5f 47 66 dd f5 64 56 19 ae eb 26 94 dd 91 ef bb b2 7b 6f 65 fe cf 2a 9f 2c b7 23 9b d8 96 bf 03 59 ff 
61 57 fc 7e 70 54 9f af 3c 65 25 39 f3 35 d3 ac 37 a5 6f 87 db 20 99 5e ad 2a a7 fa 6e 22 79 b5 a5 5b 9f ea 9a ac 27 7e 
be 0d e2 67 9c 75 88 07 39 d4 5b d9 85 93 ae 9d 4b c0 c8 4f 36 a7 3a 71 93 6c ad b1 5a 8b ab bd 51 d5 4e 25 64 f8 74 
5b 5c 7a c5 91 eb 63 e5 84 b1 82 a4 77 c2 eb 2e ac 3d 04 d5 13 2b 55 00 4c da 93 f0 cb be 6c 63 5f 41 53 a2 d7 81 2c f8 
46 be bf ba b0 2b 49 ab 0e b5 d5 70 40 ec 87 87 17 52 
Data Ascii: `-GZL'HXBT#Ro~3%=8)@o+<Q_dn[=;X(___GfdV&{oe*,#YaW~pT<e%957o ^*n"y['~gu9[KO6:qlZQN%dt[\zc
w.=+ULlc_AS,F+Ip@R

2022-01-28 14:30:38 UTC 1240 IN Data Raw: 6f db 29 1f 4f 54 3a 22 9f 6f 88 07 be 98 5b b4 23 31 f0 2e c8 82 11 47 5e 8a 9c 2b f7 d9 81 5d a4 3c a0 e1 04 
0d f5 0a 60 57 64 f0 0e 99 14 09 59 3c 28 36 9f 90 8e 6d 03 4e 64 4d f2 d7 29 9b 50 88 60 b9 52 a9 d5 a5 ed ad c4 9b 30 
ab b2 a8 8b 95 8d 00 e6 71 30 4f 2c 05 3a c1 61 3d 60 fb c1 aa 11 94 78 0c ac e3 0a 1f 1e d6 d6 e9 4f eb 05 13 a7 d6 06 
09 74 c8 0a 39 d0 c3 37 d0 cc 8d 0e d1 b4 f5 8e ee da 1f 61 65 0f 71 8d f9 ec 96 2d 2c 02 03 7b 4d d8 be 8a e0 4b ef 02 
87 43 d3 00 57 06 d6 00 03 cf b9 f4 cb f8 dd a5 07 a5 f5 18 40 8f 11 d0 4f e0 d9 e6 fa 3a 5e e9 e5 92 4a 41 91 65 d2 f3 e0 
c2 0e 8b ab f4 70 d8 15 39 06 17 f4 b2 ed db 48 e1 1c 3b be fd 9f ff 68 1a be e0 34 44 7f 49 db d3 20 d2 86 c4 77 57 ff 46 
9d f8 c4 da 90 58 0c 47 45 48 be 4c 27 8a bc 24 
Data Ascii: o)OT:"o[#1.G^+]<`WdY<(6mNdM)P`R0q0O,:a=`xOt97aeq-,{MKCW@O:^JAep9H;h4DI wWFXGEHL'$

2022-01-28 14:30:38 UTC 1241 IN Data Raw: 58 cc 27 8d 5e 21 9b b1 ca 40 42 90 88 36 c3 5f 57 47 a6 81 9c 02 cd 4b d0 75 c1 79 11 eb ed 4b a5 42 20 89 
9e c1 24 90 64 fa e6 9a f8 5d ad 89 df 35 53 fc 9a 15 99 40 9c 9a cc c9 ba 09 7f d3 c1 46 e9 f1 39 8c 54 13 09 21 cc 70 a0 
8e 81 a6 60 53 64 a8 e9 38 95 68 3b 44 58 8d 47 f1 82 45 6f 96 9e 59 20 90 d9 40 28 59 20 51 92 27 e2 43 b2 3b 96 6e 
63 61 65 56 22 6a 3d 0e 26 33 c4 12 89 b1 c7 49 a0 0e 44 aa 4e f9 62 d4 1b 6a 85 82 de 26 b8 4f 06 90 a1 3a ac f4 16 92 
91 03 29 0a b6 bb 10 a1 f8 b4 99 1e 12 17 42 0e 93 17 78 48 e2 75 b1 a7 e0 97 44 34 38 49 15 8c 38 89 88 88 ed 26 66 
90 4f af 99 b7 a6 ba 25 19 72 51 ed c3 03 e8 10 25 c6 77 4a e4 08 84 e4 da 6b a4 1d b1 f6 92 14 aa 93 e5 7d 75 31 c4 23 
7a 1b d3 04 c6 4b 2d bc c4 15 0c 38 d7 49 d5 e7 06 29 d1 7d 
Data Ascii: X'^!@B6_WGKuyKB $d]5S@F9T!p`Sd8h;DXGEoY @(Y Q'C;ncaeV"j=&3IDNbj&O:)BxHuD48I8&f
O%rQ%wJk}u1#zK-8I)}

2022-01-28 14:30:38 UTC 1242 IN Data Raw: f4 57 8d 28 8e cc ca ca 8b 2b 94 a1 9d 84 96 57 ea 03 a7 43 34 ae 53 ed 7a 3a 18 b2 1f f4 83 0e dc b4 22 c0 
99 70 a8 eb 07 e3 de 4d 20 7c dd 4e 66 57 c1 d8 eb 3b 13 f8 94 4d e4 94 ec cb c7 98 65 d1 ce ea e6 ea 1a c9 1a 95 2a fe 
b4 f0 07 af 66 8d fe 54 e9 4f ad 51 37 ea f5 a6 89 3f f4 5a 5f 6d e0 0f 65 69 e0 43 a3 b1 2a dd 58 5c a7 89 ea 52 5c 49 37 
c1 51 bc 56 ec 83 19 33 14 c4 ed cd 24 d9 57 91 7c 54 d2 d1 bb 28 50 13 c7 13 fa 94 e0 d3 9c a1 d3 bf 9b f6 bc 89 8a d1 
35 18 d1 1e cd 51 e2 cb d2 77 ae 8a fa 76 28 be a8 70 ee 22 b2 9a a5 1a 79 ff 6e 31 32 93 07 92 dc b5 3d c5 63 5c 44 a7 
37 dc 8d eb 03 39 3a b9 52 e5 32 c5 19 93 d3 8f a2 66 aa 30 be cb 75 47 7b c3 37 1c 4d 57 38 5c d3 54 bb 6e 20 ce 25 
00 f6 69 61 ef e5 5d ae ff 49 ed 72 fd 4f f1 2e e7 46 b5 
Data Ascii: W(+WC4Sz:"pM |NfW;Me*fTOQ7?Z_meiC*X\R\I7QV3$W|T(P5Qwv(p"yn12=c\D79:R2f0uG{7MW8\Tn %ia]Ir
O.F

2022-01-28 14:30:38 UTC 1244 IN Data Raw: 52 b6 9f 0b 5b 7b bb ba 6a c4 49 57 50 d6 b7 ab 2d 63 81 7b 78 49 9b 06 a5 af 2d a5 13 6f 48 1b 51 9b da 5b 
fc 22 22 67 d1 27 73 e9 13 89 60 94 5e 5d 4a 87 20 41 e2 4c 48 1f 6b 46 9a 41 79 29 48 3a 7d a9 2f 7e e1 ae d5 1a 8b c9 
51 fb cd b9 71 cf 50 f2 00 a5 fb c6 59 e5 9c 38 08 fa 35 cf ed 2a 7e ab e7 76 0d bf b5 73 bb 8e df 3a 6c 28 e8 b7 71 6e 37 
f1 db 84 b1 06 fd ae c2 20 83 7e 5b 30 f0 a0 df b5 73 db 44 45 ba 71 43 f5 3f 3e 18 d3 c8 3d 02 b6 ea dc f8 96 90 d0 0a 
ae e3 5d d2 c6 8c b8 c0 ff 56 e1 73 33 82 e0 aa d0 ba ff a6 bf 33 19 c0 46 84 f9 45 a3 a8 24 bf 14 a9 39 bf 10 0a 18 31 62 
3c 74 67 d8 11 91 90 48 96 a1 fe 8d 6f 82 f1 bf 45 68 df 89 50 d9 25 c3 d9 23 f2 0a 95 9f 0d fd 48 66 c8 17 64 f0 53 3f 74 
96 4e 1d 3a 09 8b c0 0b fb 62 aa 45 12 99 48 42 
Data Ascii: R[{jIWP-c{xI-oHQ[""g's`^]J ALHkFAy)H:}/~QqPY85*~vs:l(qn7 ~[0sDEqC?>=]Vs33FE$91b<tgHoEhP%#HfdS?
tN:bEHB

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 1245 IN Data Raw: 71 fd eb 22 b2 77 c1 73 40 2c f0 5d 36 a8 79 dd ce 85 ab a7 8b f2 64 34 9e 6a fb 90 ab 50 07 8d 85 60 0d da 
44 ab 45 b8 fc 63 dc 89 bd 5e f6 d1 a0 9d 6c f0 e1 01 17 70 53 75 89 97 41 90 66 66 09 39 b1 8a 31 d9 7c 8d d7 e6 27 65 
8f f5 82 08 91 d8 2c 71 88 41 d2 6f 16 47 7d 12 71 d4 27 ef 1e 3b 50 78 ad 0e 14 f6 d2 dc d4 a7 98 99 32 0a be 1b 1d ac 
38 60 99 a7 da 5e c3 f8 24 99 89 fd c5 75 17 b9 f5 f5 02 ec 8f 5e b0 59 ea 7a 70 4d 02 43 6e 42 cb 87 07 7e fd 00 5d ea 
87 2e 96 0a b2 98 6d ce 6a b6 53 1f e7 c6 ce 32 ff 7b 91 90 31 fa 91 3b 0c e9 e0 a0 2b 39 9e 9d 24 61 65 8e e2 17 eb 51 
15 60 6c 6f d3 40 79 27 ad e8 68 d3 2c 99 46 74 d8 01 de 5a 7b db 30 de ea d6 db 64 ab df 33 18 d8 43 51 05 49 c8 05 
a9 bf 7e f7 08 fc 8e d8 bd 11 1f 44 da c9 6a ad cb f2 eb c1 
Data Ascii: q"ws@,]6yd4jP`DEc^lpSuAff91|'e,qAoG}q';Px28`^$u^YzpMCnB~].mjS2{1;+9$aeQ`lo@y'h,FtZ{0d3CQI~Dj

2022-01-28 14:30:38 UTC 1246 IN Data Raw: 42 d6 2e 4c b5 63 3e 6c 64 90 bf 5f 46 69 15 8b 8c 29 25 da 8b 5b a3 a9 80 36 1d b7 3c 83 95 95 a0 bc ed 11 
2e 32 65 f2 75 43 23 2e 4d df f4 6d 2a 82 2f a9 3e 2a 05 b8 d6 91 57 c5 69 ea f9 a0 7b 0a 33 6d bd ed 31 0c 8c c2 6c 58 
d0 39 45 10 ff 6f 29 45 88 71 b2 dc d9 25 d3 e4 e4 65 27 34 31 1e f5 fb 41 14 34 58 1c 9e be 6d 24 37 87 45 db df c9 81 
44 6c 65 95 e8 29 45 78 da 1c f8 62 29 e7 57 6f 29 69 c7 59 4a 1a 2e 27 7d 5d 4a e9 2c 67 ba 5d 4e 3a 58 4a f9 bc 94 72 
b5 5c ec f5 72 d2 6c 39 69 ba 9c b4 b3 5c d5 52 ca db a5 94 ed 65 b0 cc 96 52 0e ed b3 4f 15 ed 67 d7 99 b4 bf 95 b7 a6 
46 8e c8 21 3d bd 1e 18 13 7e e8 f4 e6 ba 11 e7 f8 3e 31 44 86 ef 63 99 c1 4f 67 70 a7 32 83 37 91 19 de 5c a6 32 78 2a 
83 af 32 4c 7f a4 32 04 2a c3 96 ea c3 5e ba 86 50 65 78 
Data Ascii: B.Lc>ld_Fi)%[6<.2euC#.Mm*/>*Wi{3m1lX9Eo)Eq%e'41A4Xm$7EDle)Exb)Wo)iYJ.'}]J,g]N:XJr\rl9i\R
eROgF!=~>1DcOgp27\2x*2L2*^Pex

2022-01-28 14:30:38 UTC 1247 IN Data Raw: 0c a2 f2 56 11 a3 28 7d e1 10 40 ff c9 9a f8 8b 65 4d 3c d5 fc 51 89 22 d9 ba fa 48 c9 1b 80 c9 31 3a b6 2f 49 
06 d4 b9 b0 fe 93 e5 8d 4f f8 ed 94 5f 85 52 25 fd 2a 2c fb bd c9 d5 68 12 80 3a a1 90 54 fc 86 ac 28 24 49 29 eb e6 52 dc 
9b b4 30 f3 5a 98 2e 2d a4 ce 64 2a ef 59 6a 8b 82 48 f5 99 45 aa cf 0b 16 fa 44 e5 96 39 c7 b3 73 50 12 cf 99 6a 57 9a 
24 14 b1 4e 58 27 52 7a a5 2d 93 ce bc 43 e3 53 84 eb b4 91 75 6c e4 24 e9 6a fa a6 66 4c fe 1a b1 07 4d d0 e9 1f 99 74 
3a 8f 1d e3 89 5a 48 a6 8a 90 69 be 34 e8 6c c2 af 46 2a 8c 6d 41 db 5f 85 82 b6 5b b9 cf 8f 4b a2 52 77 2e 84 bf 88 8e 
8c ef 52 ee a4 96 a0 f8 8c 6f a9 9f 2a 72 8e d8 37 5f 85 96 1f a3 8e e5 f0 1e a7 96 92 2f 4d 77 a9 7a a5 7d a7 5d 8b 36 89 
bb 9f 0e c4 b7 f9 13 a2 2e ab 8c 3f 66 cb ba 2e 
Data Ascii: V(}@eM<Q"H1:/IO_R%*,h:T($I)R0Z.-d*YjHED9sPjW$NX'Rz-CSul$jfLMt:ZHi4lF*mA_[KRw.Ro*r7_/Mwz}]6.?f.

2022-01-28 14:30:38 UTC 1249 IN Data Raw: cb 84 a4 93 86 9d c5 fb 38 62 c5 71 f7 56 e1 bb 68 61 dd 35 c4 da 30 2b 2a a1 29 13 a2 1c 55 99 50 55 09 a6 
5a 9e e2 a7 22 7f 4d f9 1b e5 5b b3 fc 20 74 66 fd a9 4a 98 f5 d1 0b d6 63 6f 36 d8 1f ca 6d f6 5d 5f 98 db 64 51 90 30 1a 
4f b8 44 41 5e bc fd 8e ad 68 b8 3d 1a 0e 03 6f 4a 9b 9a 4c d8 e9 4d 3c 99 b6 19 aa f5 0d 10 df 68 a1 11 2f e1 24 dd 51 
56 22 76 2e 24 6e 54 e4 fb 12 a8 7c 35 5d 91 24 99 cf b7 91 2d 20 79 5a 70 70 8b e2 5d 6c 77 d2 01 a2 f2 89 97 49 f4 bc 
7c 09 76 47 e7 06 92 06 80 41 9a 07 64 d3 1a bf 7c e5 6a d2 e5 93 30 1e 19 6f 5b 5d fb 48 eb 1a ec 85 b0 63 9f 6a 1d a3 
69 74 23 64 38 84 57 02 18 07 e9 46 5d f6 b8 ae 7a 1c c3 a1 22 f4 a8 77 bf 3d 11 22 96 18 e6 e1 9f c0 3f 83 e7 54 13 a2 
28 27 4f 08 c2 99 bd 48 b4 42 73 02 58 fb f0 b1 81 ec 
Data Ascii: 8bqVha50+*)UPUZ"M[ tfJco6m]_dQ0ODA^h=oJLM<h/$QV"v.$nT|5]$- yZpp]lwI|vGAd|j0o[]Hcjit#d8WF]z"w="?
T('OHBsX

2022-01-28 14:30:38 UTC 1250 IN Data Raw: 3f 1c e5 25 bf 98 8f 39 2c 55 4d b9 a0 7c 2c bb cd 05 06 56 7a d0 98 d8 a9 c0 3a 91 14 e0 8c ef ca c2 6f 4f ec 
91 dd 51 d7 24 5c 25 45 10 65 7e b3 20 f0 1a 0b 61 47 46 db 16 7c fb 4e a5 4b 72 81 5b 38 3a 13 61 3b 02 44 8f 50 7a 
19 19 34 f2 a8 2f 80 d7 87 1b 61 5a c9 88 ad a2 56 3c 68 6c 93 da c9 76 ce 68 04 46 77 87 da 4f 31 a1 b8 79 b5 e0 f1 b3 
10 12 cb d9 e7 50 70 51 c4 f1 42 ec 27 91 d3 bf 79 ed 54 b1 d1 21 e5 f9 85 72 1d 19 0b 80 dd 1d 36 b5 c2 c7 6e a0 7c 3f 
06 f0 02 39 19 cd c6 5e 90 ff e1 4c 
Data Ascii: ?%9,UM|,Vz:oOQ$\%Ee~ aGF|NKr[8:a;DPz4/aZV<hlvhFwO1yPpQB'yT!r6n|?9^L

2022-01-28 14:30:38 UTC 1250 IN Data Raw: e0 99 31 cf 25 cb 05 c3 34 d5 26 15 b2 3c 18 2e 4f 98 6b 07 4d f9 fc 1c 38 22 47 96 24 7e 1b 5f de a8 98 24 
34 2f ed cf 6f 12 54 72 7f 66 6c 75 db 5f df cc f5 14 73 b4 0d 57 47 46 e1 b5 d8 4b a7 a3 bc 58 40 e0 dc f3 e0 d6 81 b5 7e 
92 35 9c 1b 41 56 7f df f6 71 e2 c4 6e 5b 6b 38 9f 4d 85 34 79 63 f9 8f 22 06 07 86 f0 e1 5a 55 04 a6 a8 19 6e 92 b3 f5 16 
1b 53 f7 ca c4 e1 56 b4 95 05 70 2f 8c 70 8f 9d f2 d7 c0 c2 bd aa d3 a9 15 c6 df 43 61 53 16 5a 09 42 09 85 76 17 01 df 
12 c3 e7 35 4a 7f 3d ac 5c 5a 71 d2 6d 5f c1 10 80 42 a0 3f 78 a6 83 27 1c 58 9a 5d 06 72 50 9a ea 5a 47 cd 80 fc 09 33 
2e a5 4a a5 28 f4 cb 69 0c 7a 43 68 02 7f dd 77 91 3f 50 5a d7 d0 6b 28 6f 8e 36 5b 80 2a 97 fc 02 92 02 16 03 3b 97 f1 
4d 8b 34 b0 b6 3d 58 68 ec b0 27 fc 8b 46 be 72 85 
Data Ascii: 1%4&<.OkM8"G$~_$4/oTrflu_sWGFKX@~5AVqn[k8M4yc"ZUnSVp/pCaSZBv5J=\Zqm_B?x'X]rPZG
3.J(izChw?PZk(o6[*;M4=Xh'Fr

2022-01-28 14:30:38 UTC 1251 IN Data Raw: 24 40 26 71 1f 95 5a 65 61 38 11 60 9a 4b c3 69 4a c0 d0 60 08 be 12 95 69 d7 20 52 bf ba 5a af 64 02 a5 b6 
58 cb da 22 4c b0 19 ae 36 6b 6b ab b4 ad 66 12 e7 5f 80 49 1d 3b c5 6a b5 b5 46 2b e1 17 60 92 cb 06 0a 98 17 b3 b6 
56 6f ae 2d 50 f7 df 82 09 08 20 31 65 34 18 da 25 fe 29 4c 68 21 35 5b 34 24 da b3 ea ff 10 26 bc 35 d4 88 58 55 2a ab 
99 7b d5 af e0 09 58 de c6 6a b5 5e 27 e2 b0 fa 4f 41 42 bb 26 51 29 da 7f 5b d9 bb f8 f3 f0 58 c3 6e 40 db 2e 51 96 4a 
26 5d f9 05 78 60 05 e7 48 ce 23 2a 67 d6 d3 7b ca 6f ad 1c 5a c3 8d 1a 81 94 d8 c0 ca 3f 85 48 15 38 b2 b6 d6 ac b6 9a 
f5 c6 ef c1 24 f8 97 e6 3d fc 27 da fd 49 ce 6a 12 7f 5b 6f 64 72 7f 4b 5d a9 36 23 72 ab b9 0f ff 09 22 2a 69 56 9b ad 35 
b3 6e 66 f3 7e 4b a4 ad 5a 8d c8 ad 16 3e fc 27 c1 fa 91 
Data Ascii: $@&qZea8`KiJ`i RZdX"L6kkf_I;jF+`Vo-P 1e4%)Lh!5[4$&5XU*{Xj^'OAB&Q)[Xn@.QJ&]x`H#*g{oZ?H8$=
'Ij[odrK]6#r"*iV5nf~KZ>'

2022-01-28 14:30:38 UTC 1253 IN Data Raw: 43 e3 e9 49 00 c3 7d c2 b3 38 dc 9f 63 4b 0b 6d 69 2d b2 ef f7 83 6d 79 39 db ca 8c c4 bb 99 ba 1d 30 a6 29 
86 91 61 1a c0 32 75 6e 1c 67 05 18 fa 1c 05 18 fa 9c 0e 30 e4 da 1c a6 f3 48 85 e9 8c 2d 4e 70 59 35 74 98 18 be 63 ff 
41 f2 14 7b f6 98 4d 06 dc 65 4f d8 48 65 7b 34 eb fb 6c f5 32 71 6e 82 fc 49 e0 11 24 30 c4 d3 d9 60 e0 8c ef f2 6e e0 39 
33 e2 04 60 f5 4b d3 c3 46 32 89 50 a6 05 9d 63 a6 c7 d7 4d 12 66 1b b4 ea 07 4d 2d 6e d6 12 94 fb ba c9 f6 23 92 da 4d 
9b d8 ae 7c db e7 60 c5 96 72 b4 ec c1 2b 50 e2 ee d7 fb 25 34 c8 1a 43 27 98 26 86 30 79 be f3 ba f2 ae 91 60 d3 b0 99 
96 9a bb 44 cd ed 33 b0 39 15 2b 58 47 b7 44 fc cf 84 33 e9 cb e0 8e 18 cf 62 e2 ee 1c bc f6 5e f8 b4 95 15 08 7f af c6 93 
7f 17 70 19 36 b4 6f d0 4f 62 de e2 5c 6a f3 a1 5d 
Data Ascii: CI}8cKmi-my90)a2ung0H-NpY5tcA{MeOHe{4l2qnI$0`n93`KF2PcMfM-n#M|`r+P%4C'&0y`D39+XGD3b^p6oO
b\j]

2022-01-28 14:30:38 UTC 1254 IN Data Raw: 34 d2 93 8f 51 d9 2f fb a7 bb 46 7e eb 64 ff 14 40 79 7d 72 7c 48 83 04 50 a9 c8 31 d7 42 05 8f 76 45 35 00 78 
7a 5e 28 0b de 3f 9d ee 46 35 e6 77 76 b7 0e a8 b2 53 14 e6 51 aa dc 34 ab 82 cc 6c 6f 57 30 c1 02 03 f9 42 2b 21 f3 88 
30 89 36 11 da 50 fc 60 9c ef 3b 3f 0c fe ec 08 52 92 ef 82 35 25 8c ea 79 bc d2 81 67 31 66 12 4a e6 68 d5 f6 c5 27 0e 
82 4b e9 ee 68 cc 26 b3 bc 3e 05 c2 27 69 87 5c 01 bc 32 3d 5a 1e 03 22 36 f9 1f a3 71 df ff d1 23 a9 13 6b 20 99 9d 9e 
e3 b5 eb 47 c4 00 f4 8a be 83 a2 dd 01 6d bf 8d 66 b4 0c 78 47 e5 2e 8f 69 1f ed dd a0 5b dc 5f 85 e9 04 82 fc 7b d1 f2 
8e 68 79 47 8c 0d ab c9 e9 8f 24 b9 c9 a5 fb 5c ce ef 87 58 6b b4 8c 89 70 76 a7 d3 ab 49 fb e5 4b e6 dd a8 0d 6f 34 18 
d0 62 2a 8f c6 9d 97 62 54 62 50 2f ef 83 f1 e8 a5 59 
Data Ascii: 4Q/F~d@y}r|HP1BvE5xz^(?F5wvSQ4loW0B+!06P`;?R5%yg1fJh'Kh&>'i\2=Z"6q#k GmfxG.i[_{hyG$\Xkpv
IKo4b*bTbP/Y

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 1255 IN Data Raw: 33 62 05 27 e8 9d 44 59 8b 32 f6 a8 ad c1 08 0b 5d 0e 98 64 72 47 6c 65 77 dc 89 68 ff 11 db 0e f6 2c b9 04 
65 bb bc 8f 51 55 3d 54 25 50 ad 37 15 c4 fa 6a 4c 0b d2 bb 53 55 5f 89 7d 28 da 2c c4 aa fa 3f 04 a4 01 74 36 d8 60 f8 7f 
fd de 65 30 0c 26 c4 d5 06 57 3d 9e 34 50 da b8 cb 37 e5 a8 46 31 ad 8c 5e a0 45 b4 d5 cf 86 a1 d3 93 6b 78 da 13 57 5f 
41 a3 3a ce d8 4f ec 67 0a 48 0b 42 67 4c 92 19 9b 89 48 39 9d b1 73 d5 cd d7 71 29 4b 6c ef e8 43 3e b3 0f 72 b5 8f 1d 
29 a0 d3 84 4c 82 41 6f 28 29 49 bc b5 cc c4 fe 89 5d 5b f6 23 35 c2 1b 82 64 b4 a3 2b 44 9c cc c0 28 4c e4 1a a1 e5 cf 
b7 ee 04 aa ef f4 c6 e8 02 b1 29 6b cd 97 6b 2f 77 b7 25 33 2f 2b df 9d 21 64 07 51 9b f7 ce 98 f6 52 de 1a d1 11 c5 f1 8f 
66 43 af c7 db 85 69 e6 0f e1 bc 2f 6f ae ad 35 f3 
Data Ascii: 3b'DY2]drGlewh,eQU=T%P7jLSU_}(,?t6`e0&W=4P7F1^EkxW_A:OgHBgLH9sq)KlC>r)LAo()I][#5d+D(L)kk
/w%3/+!dQRfCi/o5

2022-01-28 14:30:38 UTC 1256 IN Data Raw: cc 61 9e 61 28 64 5f 0e 64 26 07 a8 a4 44 79 b2 21 0f 23 31 25 b4 11 f8 00 a3 17 8c 87 4a 1a 13 a0 96 30 34 
98 33 ef c5 23 81 f3 0e 84 5c 4b f5 fe 19 4d 5d aa 5d 51 0f 89 99 a0 d9 20 13 5d fa e4 b8 bd 7e 0f e2 01 b1 36 bc 0e 78 
09 ca 08 19 33 62 65 14 b1 60 32 9f 93 e2 5f ac b5 14 ca 35 3e e5 9c f0 11 b6 d4 72 0a fa 27 d8 0a 3f 00 84 41 e1 3c a2 
8d 24 63 1b 11 60 98 51 10 20 63 56 24 ae 84 bd db 4d 62 d6 1a 1a 0f 98 56 c0 49 ee 8d da 8c 98 f6 8f e2 aa 32 e5 93 d4 
81 58 9a 44 60 8a bd c4 14 fb 12 19 27 ca b9 4b 4f 80 87 a1 c2 e1 67 12 e2 98 d2 f9 a9 03 64 d5 0d 5a ea d0 e4 08 15 57 
52 bd 25 c9 3a e4 e9 0c a1 32 a2 e7 42 ab 10 cd 61 7c 92 ff 9c c8 92 a0 02 65 51 cd 6b a1 38 35 7e 71 84 09 4b 01 6c 51 
01 58 52 5a e5 39 a9 a1 19 62 9a 26 46 e2 c0 7a 12 4f 72 
Data Ascii: aa(d_d&Dy!#1%J043#\KM]]Q ]~6x3be`2_5>r'?A<$c`Q cV$MbVI2XD`'KOgdZWR%:2Ba|eQk85~qKlQXRZ9b&
FzOr

2022-01-28 14:30:38 UTC 1258 IN Data Raw: 21 c1 72 7c a3 1d de 60 a2 47 57 d4 52 e1 cd ee c7 02 e1 2c 42 ff 50 d2 90 f6 66 ff 8e a3 71 7a 1c ea 28 c9 b8 
d5 71 15 83 33 b0 38 4b 4d 55 2b 15 15 d0 76 36 d9 f4 a2 a0 1c ec c7 8e 7d 41 7e a4 d9 d1 db 9e 0a 7b cf 86 f5 b4 e7 c1 
47 ec d0 97 81 d1 a4 79 73 32 0b f6 c5 bb e4 75 ce c3 e5 bb 58 17 76 61 3a 9e 05 05 db 76 ac dd a6 f2 e4 9f 2a b5 97 55 
2a ba 55 e8 6c 3a ed 57 b2 60 a2 06 f6 86 b7 bb 38 e1 af a3 c1 09 f7 b5 36 1c 87 f6 09 06 f4 d7 86 c5 f4 32 4e 44 3b 06 2f 
65 8b b7 64 fc dd 74 cb 13 b1 38 88 3f 41 c8 22 f9 f6 95 97 0a 42 51 2e af 50 aa 2b 4d bc e1 8a 9c 63 2d 72 2f 40 de d5 
07 23 34 33 6f 35 f9 1d 5c df 89 5d 81 e2 36 59 5d 06 b1 13 6f 8d d4 5b 53 5c bf d1 a2 bb 66 7c b9 20 7d 17 47 46 55 c4 
c5 44 58 ba 77 9a 84 78 f2 96 9a da b4 1e b9 aa 16 
Data Ascii: !r|`GWR,BPfqz(q38KMU+v6}A~{Gys2uXva:v*U*Ul:W`862ND;/edt8?A"BQ.P+Mc-r/@#43o5\]6Y]o[S\f| }
GFUDXwx

2022-01-28 14:30:38 UTC 1259 IN Data Raw: 68 4e dc 5b 63 ea b1 5b 1b c3 9f 5d b7 96 dd 81 85 1d 8a 6f bb 83 b1 da 31 8e f2 18 7f f0 d0 18 3a cc 1e 29 
3a b1 03 c7 76 40 96 bf ce a0 f8 11 c5 5c 63 dc c4 01 47 76 e6 f6 c7 80 54 e6 6c 8a 6e 6a 80 9b b2 03 7f d4 a6 0c cc 38 
b9 fd c2 8c 08 cc 4a a2 4f 7d c1 70 7e 0b 1a 73 6d e7 b5 d2 a1 51 7a 82 46 bd 6d 15 73 54 77 99 c4 98 8b 26 50 3a 97 85 
da 90 01 6b cb a2 84 8c 86 5f 1f 44 6e 75 18 b9 14 95 1e 97 04 30 21 16 58 23 b0 a8 f9 46 ac dd 90 62 0d 37 0a 1c e5 36 
89 71 9b 8a be 5b dc ef da 5f 50 c2 7a c8 01 6b 4f 8c 2f 09 f3 18 02 77 14 51 08 5c 0c 75 cb b1 61 37 31 e0 54 01 a3 db 
d2 f7 36 7f 7e 89 f8 73 6d 8b bf db f7 14 cf 76 61 ed 1d b7 d4 e1 ef 35 06 61 60 c0 50 7a e0 23 54 84 48 2f 02 e6 47 c0 68 
d0 ef 42 0d 8b ae 63 51 34 4d be e7 aa eb 7c 0c 8d 30 
Data Ascii: hN[c[]o1:):v@\cGvTlnj8JO}p~smQzFmsTw&P:k_Dnu0!X#Fb76q[_PzkO/wQ\ua71T6~smva5a`Pz#TH/GhBcQ
4M|0

2022-01-28 14:30:38 UTC 1260 IN Data Raw: aa c4 83 2a f1 25 dd c4 07 d5 c7 50 f5 f1 23 3d 88 8e 6a a1 ad 5a 38 4a b7 30 54 05 86 aa c0 69 ba c0 48 15 
18 a9 02 67 e9 02 03 55 60 a0 0a 9c a4 0b f4 55 81 be 2a 70 9c 2e d0 52 05 ee 55 81 8f e9 02 3d 55 a0 a7 0a 7c 4e 17 
b8 57 05 62 55 e0 20 5d a0 ad 0a b4 54 81 c3 74 81 ae 2a d0 51 05 3e 41 81 db 9a 07 a7 62 4a ca 1d 14 9e 2f b7 48 4a 
32 29 d4 2e 95 83 7d 7a 4c bc d2 8f 89 97 53 e7 b5 44 8e 17 3d 14 42 91 2e 00 bf f9 dd f9 fa d5 87 ea 3d e4 3e d7 c9 17 
3a 54 7f d3 8f 72 81 21 9d 0a 8d 77 05 d4 3b 5f 5e 0e ea 41 f1 a3 1d b2 ee 41 2d 71 fe 7e b5 65 7f dd 42 87 cc f8 10 87 
0a bd 8d e2 15 8a 82 72 9e 22 22 d4 8b fa d9 cc f5 6f 1a 3b a7 6b a8 18 11 2f 2f 7b 30 0f 5f 40 a3 71 61 c6 b3 87 2e d1 
86 21 45 85 f9 0f 3b 39 c5 27 ac 21 64 88 f0 1b 13 c8 cf 43 b8 
Data Ascii: *%P#=jZ8J0TiHgU`U*p.RU=U|NWbU ]Tt*Q>AbJ/HJ2).}zLSD=B.=>:Tr!w;_^AA-q~eBr""o;k//{0_@qa.!E;9'!dC

2022-01-28 14:30:38 UTC 1262 IN Data Raw: 28 83 84 84 70 72 05 f5 26 bc 0a 69 fb d7 7e 9a e4 85 69 17 06 53 a8 c8 e5 82 c5 37 cb 18 3b 21 cd 1d bc 37 
cc 5d 7a df 51 03 83 f1 0c 9e 2c 45 f0 49 5d b3 ef e8 58 7e 49 99 46 90 76 3e ae c1 b1 64 6d 9e bf 87 d5 f5 fd 75 71 39 aa 
6e 4f a4 8d 8f 5b fc 24 c8 c8 05 6d a6 d2 c3 f8 43 9a 17 e5 0c c6 8f c3 60 dc ca 1b 0f 5a d8 a4 63 a2 b8 72 bf 6b b4 64 a8 
92 f7 0d cd c2 b6 72 f7 a3 0d e3 fe f0 00 a3 6a a3 92 1d 57 44 95 fb 4a e6 c4 78 ce a7 2f 50 ea a3 20 de e8 94 d0 5d 50 
21 4a a9 b6 90 da 93 4f 59 5d 79 ee 4a 6a a4 6a 7d cb 00 2d 92 5d 5f 49 55 8c 39 33 3c 9b 40 41 73 5d e4 63 1d 06 da 
cb 9a b5 62 7b 2b 96 60 07 d1 b2 5e 0b 99 2e 07 f5 70 e2 5d f9 f8 ed fd 2d 73 30 da 43 41 1e 0d 0f a6 a8 38 d5 9a 54 af 
1f 74 1f 17 e5 85 b4 4f 0e 38 c3 80 08 43 35 0c d5 2f 
Data Ascii: (pr&i~iS7;!7]zQ,EI]X~IFv>dmuq9nO[$mC`ZcrkdrjWDJx/P ]P!JOY]yJjj}-]_IU93<@As]cb{+`^.p]-s0CA8TtO8C5/

2022-01-28 14:30:38 UTC 1263 IN Data Raw: f3 39 20 58 f3 71 4b 39 9e af 7c a6 4a 9e 60 e0 6e 48 36 db d1 86 d5 9e 7d a9 77 f9 84 7f 1d ef 8a 50 ef ab d9 
17 d1 00 78 b8 f2 0e 56 5f e9 9e f6 13 11 da 83 dd 57 9b 1b 41 3a 45 b2 f6 31 cc 5b 21 c5 ce 00 e6 0a f5 52 2d a2 d3 17 
c0 24 ec b7 4b 22 1b 0b e1 1b a3 1c 76 f6 c4 3a 1f d3 f8 e5 65 e9 f8 04 9f b1 52 6d e5 2e bf 85 e2 ab cf 58 58 8d bc af 4e 
ec b3 24 1f ab 6d 81 5c 52 f5 c2 8e c5 ef 5d 12 eb dc dc f2 33 56 16 ae 1b 26 5c 37 18 ae 61 f7 45 a0 c3 dc e2 42 8f 3b 
b0 e1 8d 91 8c 6b 8b 1c 77 0f ee 34 d2 74 3d 31 2e 4f 25 3d 6c 06 55 85 28 4f 4d 44 d9 41 c7 9a 8b 5d 9f dc 76 62 50 14 
c0 a8 a1 be 57 e8 26 94 be b1 08 92 ce a2 5c af 5b e6 46 91 df 90 d6 cb cb 82 ad 0f c4 29 5a 26 33 96 52 90 9d 84 e4 54 
2b 05 37 2f 8d fe 2e 23 9d 20 76 b6 b7 87 51 97 e9 
Data Ascii: 9 XqK9|J`nH6}wPxV_WA:E1[!R-$K"v:eRm.XXN$m\R]3V&\7aEB;kw4t=1.O%=lU(OMDA]vbPW&\[F)Z&3RT+7/
.# vQ

2022-01-28 14:30:38 UTC 1264 IN Data Raw: 67 84 a1 2c 54 10 41 a2 3b 29 86 aa 3e 4e ec b2 70 28 a5 f1 50 5f 3a d3 6e f6 30 f4 42 11 46 30 3a 37 12 ec 
c2 62 7b 3c a4 50 1e 48 28 85 14 88 aa 3b d0 ce 8c 31 11 48 e8 aa 8f 87 b1 95 a7 bb 84 a3 93 3e 59 7e b2 f3 3f 42 a7 29 
e4 4c cb 3a eb f1 c4 ff a1 5f c2 3a 4c 65 08 0d b4 ea e6 cd 41 e1 85 e7 9f d2 25 91 a4 20 97 4a 4c 3d fe 31 2d 1d 85 d9 
1c 32 1f a6 e0 a3 b6 90 1a e0 43 9c c1 60 4c ea f1 ed f5 07 de 5e fa 01 4c be 82 b3 64 49 93 37 d5 5d ce 18 0a d5 2f 76 
aa 98 3f b9 b4 8a b9 93 be 70 8b da 6d 16 4b 21 60 d6 67 e7 e7 30 6b 7e 45 b3 0e a0 f1 cb 43 fc 7e 4b e3 6e 03 43 09 86 
9d 20 69 76 62 3c 4a c5 88 8a 55 2b 27 63 a0 5a 7b ad 50 b5 41 f1 c6 16 53 24 2b bd 1b 3c a1 f4 77 dc 43 c7 cf 21 b6 5b 
cd 28 c4 01 3d ea f1 af 8e e7 7c 07 6a 3f 12 92 24 3d 16 
Data Ascii: g,TA;)>Np(P_:n0BF0:7b{<PH(;1H>Y~?B)L:_:LeA% JL=1-2C`L^LdI7]/v?pmK!`g0k~EC~KnC ivb<JU+'cZ
{PAS$+<wC![(=|j?$=

2022-01-28 14:30:38 UTC 1265 IN Data Raw: be 42 01 d7 e7 b3 0d 53 47 36 4a ab 20 c5 f4 0a c6 1e c2 66 b5 d1 3a b6 81 f3 6f 50 33 35 38 05 56 60 a1 e7 
9b 7b d7 26 c7 6d d0 3b 29 55 47 f8 8e 14 d7 4f 4e e9 41 a6 81 be e9 ef 08 39 c1 30 a1 ca 92 ac 02 c7 6e 64 c7 29 17 80 
72 eb 60 29 51 b3 59 b3 78 e5 29 16 6f 21 8f c7 9b b9 d2 2b 6d 3a 28 a8 fe 9e 85 71 a2 d3 72 d8 1a 05 5c 77 e4 16 08 1f 
62 03 e7 f3 17 f8 85 23 2f d4 74 ac 03 56 8e de df d5 0e d8 fb a8 ba c5 aa cd b0 bc 97 a4 59 8d 05 e5 6a 90 9e 84 68 b8 
d9 47 76 cb b5 50 15 8a d7 e5 7f 6c 50 3c 0e 74 74 3e 63 20 91 04 da 53 43 c5 d1 78 24 f3 7f 4c ab 98 c0 fa e3 a3 d0 b3 
26 c5 a1 0d e1 01 30 3c 8f 01 93 8f 26 96 d4 fb a8 ed 32 2d ce 8a 20 7b ae 76 03 5b dc 13 71 05 28 e8 a7 9c 8c 08 33 7e 
1b 2a 2b 7b 35 d7 09 7e b0 57 6b ad 0d b7 e0 d6 bd 2a fa 
Data Ascii: BSG6J f:oP358V`{&m;)UGONA90nd)r`)QYx)o!+m:(qr\wb#/tVYjhGvPlP<tt>c SCx$L&0<&2- {v[q(3~*+{5~Wk*

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 1267 IN Data Raw: e9 a5 98 d1 07 21 86 88 2f 0b 5f 7c e7 38 88 62 94 1d ba d4 73 30 89 69 cb aa ba 05 da 1d db b0 6a 87 54 e4 
91 bb 8a 45 a0 07 54 8c 9c db 20 8b a8 81 f9 98 ac b1 55 37 db dd 23 01 a4 98 a6 4c 7c 3c 4b 31 05 6f f2 e7 c6 f8 02 b4 
81 34 d9 81 8b fa 72 2c 48 cf e7 8f f5 c9 ed 32 6f fb 50 e1 b7 cd 4e cc 8f 9c 93 c4 6c ed 1c 4d 47 6f 6e e1 7f d2 9b a8 9c 
a4 7e 41 d6 ef c1 f9 d3 fc 3a a5 25 9d 33 4f 3f 17 0e f4 28 a1 4f e4 c7 1e 18 28 d2 83 83 a1 f9 7a 70 7d 3d b8 76 f7 81 82 
cf e6 8e e9 db ff c0 98 a0 2b b1 40 3e 20 f2 61 8c 56 f9 bb ba 5a 69 49 89 c6 0c 88 60 09 24 c1 62 dc be 39 13 c3 b9 f1 c4
1e a7 af 36 86 8d 41 cc e1 f1 6a 4a 7e 23 05 44 46 e8 1e 77 30 54 2b 70 04 23 27 e1 61 50 a8 96 90 2d 91 ba d6 b2 d2 
c7 2e f0 03 c0 2c 3c 65 8b 7b 85 aa 4f 3a 06 83 a9 
Data Ascii: !/_|8bs0ijTET U7#L|<K1o4r,H2oPNlMGon~A:%3O?(O(zp}=v+@> aVZiI`$b96AjJ~#DFw0T+p#'aP-.,<e{O:

2022-01-28 14:30:38 UTC 1268 IN Data Raw: 7c 56 98 70 bd a1 1d ac 96 d7 b6 91 9a 48 ec cd 3e 56 b4 b5 c6 a3 a4 1f 95 19 68 de ab e2 b4 d7 ba d0 90 27 
5f 38 77 5f ed 39 56 15 08 9c 8c 2f cf c6 a3 1e 5a 8b 89 1c 3a b1 61 3f c6 cc 6b 69 eb 83 60 79 79 8c cf d9 a7 9f 81 74 24 
4c 3d 75 e0 14 29 48 35 7e d8 5b 9b 28 5e 49 1b 8b df cd 34 80 b8 93 9f 0f dd 16 ea 51 95 f4 99 ac 53 94 3b 5c a3 6a 62 
6c 71 a5 54 8e b4 d1 04 85 10 ac 90 df ba 4f 26 28 28 cd ff e9 13 61 19 cb 60 cb 63 23 ad fd c7 c5 66 80 1a 28 72 30 32 
95 bf d0 8a 49 7a 94 d3 d2 40 92 cf 18 4e 06 b8 24 52 87 d2 6c b1 b6 90 1a d4 f7 1c 55 0e 19 f9 f2 17 6b 73 99 6b e1 4e 
d2 53 3a 72 67 1d ef 71 a6 64 ce b1 f9 4e 06 9b 00 44 73 4f cb 93 66 56 3d 29 1f a2 59 a4 1a 6f 4f b5 2d a7 00 95 0b 99 
81 fc 98 a2 a3 94 ae 19 ff cd 3c 92 d2 e3 39 d0 53 e2 
Data Ascii: |VpH>Vh'_8w_9V/Z:a?ki`yyt$L=u)H5~[(^I4QS;\jblqTO&((a`c#f(r02Iz@N$RlUkskNS:rgqdNDsOfV=)YoO-<9S

2022-01-28 14:30:38 UTC 1269 IN Data Raw: 51 19 14 9c 63 f8 ca 97 e6 1b 68 7a b5 fc 37 35 84 1b 83 f5 4e a8 1e b5 c5 f5 d1 1a 49 2d 9a 72 cb 0b f0 7a 62 
92 18 ad 69 27 e2 09 eb 7a 37 bd 45 34 83 fc 4b f8 54 6a 00 b3 ff 7c 3e 0e 9f 72 79 fc 12 d1 2a f9 b6 20 de 0a 40 1c 4d 
7e 35 50 0b 53 f3 55 22 1e 77 48 6c f7 74 a6 4e 49 f0 4b 09 b5 95 71 3b ab de 5f fe 44 7c ce 1d 03 29 fa 4c 0d 00 dd 35 
a3 82 80 2d 09 a2 e7 51 35 ca 76 24 fc 6a 59 34 ab d1 04 65 5c 49 a9 d4 f0 a0 cc aa 2c 84 20 7c ef db 5a f7 b2 24 02 f8 
7f e8 ac 1e 75 1a 68 16 fc 04 24 4b 3e 61 13 a9 f8 07 40 af 88 b6 13 af 86 b5 d2 fb 46 f2 be 03 ab 02 69 22 58 71 8e ed 
06 10 b7 62 ed 5d e1 cf 36 50 f1 18 9b d0 af db df 3c 94 4d 17 9b 05 d1 f4 e1 d7 29 5e c3 d5 9f 2a b1 16 3a 71 de 9a 05 
b8 66 67 53 37 b1 6b 1c 5f 84 c4 c8 3c 8d 6e ea 34 2e 
Data Ascii: Qchz75NI-rzbi'z7E4KTj|>ry* @M~5PSU"wHltNIKq;_D|)L5-Q5v$jY4e\I, |Z$uh$K>a@Fi"Xqb]6P<M)^*:
qfgS7k_<n4.

2022-01-28 14:30:38 UTC 1270 IN Data Raw: 77 65 9f 9c 86 22 45 22 fe b1 db 70 62 e5 ae d9 7f 83 bb e6 c7 d0 1b 8c fc e2 b9 3b 1c 02 b3 79 4c ba 11 09 
61 14 69 8f 66 2d d5 41 2a 6a 05 12 1f df 49 4a f1 7d 36 19 fb e1 41 3f fc bd 42 a4 7e 4f 5e 45 17 5b 72 28 a8 da 49 a2 5d 
f9 90 cf f2 ec ef 33 25 ea 09 b3 a9 bd 69 14 2f 3d 5b e1 c2 b8 38 42 5a dd 5b 52 8e 11 b4 18 df f1 44 32 52 e5 f7 20 1b a6 
01 ef a3 ef e4 cb 22 aa 5b 72 d1 ac aa b5 e3 23 ab 4e e6 23 63 9b d4 03 b1 c5 3a 6f 1f bb d5 3f 54 97 c4 8f 94 ab 8e c5 
d1 c0 ed 0c 9b a4 f6 32 4a 68 05 f8 cf d4 22 d0 cc 53 13 1f 4f 4f 9c 39 8d 66 c7 d6 2c 07 6f df 8a 9c 65 bd 0c 1c 64 e1 4f 
86 10 1e 67 57 ce 76 b7 a1 f5 23 24 e4 ed a1 ba 8a 6d 4e a6 f5 b7 f4 a2 d7 e0 59 b5 de 2b 07 14 75 db 80 0b 6e 10 17 0b 
66 ab 56 c3 ea e9 f5 72 e5 7a 15 aa c9 3a 33 b5 
Data Ascii: we"E"pb;yLaif-A*jIJ}6A?B~O^E[r(I]3%i/=[8BZ[RD2R "[r#N#c:o?T2Jh"SOO9f,oedOgWv#$mNY+unfVrz:3

2022-01-28 14:30:38 UTC 1272 IN Data Raw: e5 ce b7 f3 03 0b 2e fa 12 10 a6 ac e7 8f 75 e0 d6 b5 88 f4 d8 5a ac 56 c9 bf 28 de ee 1d 45 f2 dd e2 23 9d 67 
de d8 70 64 d1 c2 c8 d4 83 7f 42 53 8c 89 70 b7 67 46 bf 64 24 d0 68 4a cd 81 b6 43 86 db a2 ef f8 3e 39 a5 84 b3 06 08 
bd b1 bc bc b0 14 d5 62 f8 3b 20 71 36 ab d8 c2 08 96 d8 e8 c5 6f 8d 83 70 48 0c 3b 26 18 41 26 07 8a 4e 8b b8 0f 0a f8 
89 f0 ca 67 34 59 8f 1d e7 e2 1c 8f f6 6f c4 42 e2 d0 31 d6 a6 d6 5e 5e 6e 13 8b 71 e8 fc ae 5b 7b 57 c7 97 7f 5d ee 5e 
9d 03 05 fc 75 ef fc 2f fc 4c 0a 33 8a 3c 73 8c 62 00 41 87 f5 9b df c5 5d d8 ac db ea 4e 1a d8 7f 27 fe 78 7f bb c5 c3 c0 
74 7d 0c 43 4d 13 74 c9 46 8e 85 f5 ce 12 87 e2 0c 0f 05 d0 b0 7a 67 6a b0 48 51 1d 52 f0 30 c3 41 06 68 a2 4f fc d9 ed 
b4 9e ac 2a 6a 64 cb 7c 4a 50 bd c8 43 3a 80 3b 38 
Data Ascii: .uZV(E#gpdBSpgFd$hJC>9b; q6opH;&A&Ng4YoB1^^nq[{W]^u/L3<sbA]N'xt}CMtFzgjHQR0AhO*jd|JPC:;8

2022-01-28 14:30:38 UTC 1273 IN Data Raw: 68 34 a3 f1 00 df 34 aa 4b 25 11 76 c6 e8 49 46 7e c1 45 5c 35 0f 4d fa 41 48 8a 97 27 e2 f0 5f b5 13 67 db 41 
a5 6c 6d 7b db 26 71 a0 52 7e 42 2b 4c 58 b8 cd 77 f8 10 07 bf a5 39 f4 4e d8 1b 5e a0 74 96 b5 04 53 fe 27 13 01 a8 97 
b9 f8 e2 d1 a8 57 fd eb af c7 c7 c7 62 33 1c 35 8a dd 41 f4 57 33 f8 2b 18 b8 8d d1 6a dc 6d c1 c0 57 07 6d 58 d8 d5 04 
a1 3c 36 83 10 b0 ca 2a dc 76 61 67 48 d2 61 04 12 3d dc 80 87 9b 72 e7 95 eb 61 0d 2f 39 7c a8 55 82 22 3c d3 08 9f 4c 
2d a0 73 c1 a8 38 ec 01 71 c2 34 ae 50 cf ea 22 1b 97 49 28 97 2d 81 89 e9 bc 49 b2 84 a1 e4 4a 0d 27 d5 33 46 45 96 
47 88 a4 e0 5c a7 06 86 e4 00 51 70 2c e4 0a 6f e1 9a 49 3e 8a 8f 77 28 e4 41 01 56 60 0a b0 d8 ff 93 af fd 57 93 b4 8f 
7d d4 98 40 db 00 a0 0d 6f 0b e9 a3 96 58 6e fb db b9 ef 
Data Ascii: h44K%vIF~E\5MAH'_gAlm{&qR~B+LXw9N^tS'Wb35AW3+jmWmX<6*vagHa=ra/9|U"<L-s8q4P"I(-IJ'3FEG\Qp
,oI>w(AV`W}@oXn

2022-01-28 14:30:38 UTC 1274 IN Data Raw: 94 12 a8 18 34 40 89 93 8b 68 58 e0 4b f6 12 a4 6d 1f f8 0a 1a 3d 28 6d c1 19 54 81 11 ad 53 66 e9 fd 21 bf 
43 6c 75 97 29 96 90 0a e9 f4 14 01 90 ce 42 ad 23 9f 67 2a 15 e2 08 ed 8d f2 05 15 22 c8 bb 03 c3 cc 1d 28 6f 2a 46 30 
a4 20 a2 ef 14 72 7e a3 dc 70 00 82 ae 69 cb 3b e3 5e 1b 4e b9 bf d6 dc b1 9d dc 6f 8e d3 28 ea 7b ef e5 25 79 f5 49 65 
14 50 b0 25 5f 75 07 92 a4 b8 87 b6 c9 8b 36 fc 35 63 96 a3 20 52 de 4b 83 10 8e a1 1f d2 48 f1 bd 9f af a2 f1 d4 aa f0 bc 
71 0a bc c6 7a ce c9 33 7d ce a4 df 32 e5 44 f4 a9 07 45 a3 27 fb c3 dc 61 d2 41 00 a6 fa 6e 3b 47 f9 67 d1 55 b4 93 ec 
b0 9e 4d b0 0b d5 05 94 1b 3f 34 f3 94 87 54 7d 49 c4 d5 dd 0c 4d 47 f2 83 d4 19 19 4f a9 8e a1 13 24 05 e0 05 e3 37 5a 
3e ec 5f da 66 2e 13 af 4c 8f de 23 0d a7 34 ed e2 e2 
Data Ascii: 4@hXKm=(mTSf!Clu)B#g*"(o*F0 r~pi;^No({%yIeP%_u65c RKHqz3}2DE'aAn;GgUM?4T}IMGO$7Z>_f.L#4

2022-01-28 14:30:38 UTC 1276 IN Data Raw: 4d 04 04 9c 82 c7 2f 78 89 65 48 39 7c 8d c7 37 97 4f 01 dd 71 9d 06 ed b9 a0 0a ac 37 1a a2 c8 09 9f c7 20 
13 0d 50 c2 42 75 b8 cd 41 0b 16 46 88 3a 6b c6 e0 da db f4 bc 27 b6 e4 c8 b6 aa 58 c3 01 96 09 a7 5e 4a bd 31 ad 49 
b6 23 46 b6 a3 5d 10 63 52 3b 4c 3c a3 31 ef 81 26 e6 e8 23 8d 63 2e 12 61 5b c4 b7 ea b8 00 1b 40 fb 34 cc 5e 44 4b f4 
18 22 45 d4 ec 6a c7 65 c7 ba 07 ac ff 68 50 d8 07 b9 92 62 c4 47 dd 6d dc 9a 7c 62 87 1e 56 49 e7 87 84 e9 8e 52 cc c7 
17 49 54 a3 d8 89 96 97 97 f4 b3 ab a1 fc 50 e0 94 cb a3 13 7c ee d4 01 36 66 97 3c 38 da c3 9f 06 81 24 1a a6 55 ad 5f 
dc c5 a8 37 37 21 fa 2c e9 6d 23 d7 48 ff de 8a 18 13 cb e9 c4 5a 83 45 8c 4d 54 74 74 92 de aa 30 20 d4 45 30 f5 1d 6b 
ac 5d 91 1a 9b 1c 15 76 56 00 d0 5d c8 31 1c 47 a3 0d a9 d2 
Data Ascii: M/xeH9|7Oq7 PBuAF:k'X^J1I#F]cR;L<1&#c.a[@4^DK"EjehPbGm|bVIRITP|6f<8$U_77!,m#HZEMTtt0 E0k
]vV]1G

2022-01-28 14:30:38 UTC 1277 IN Data Raw: 42 1f 9b 26 d0 ac d9 8a b7 2c b2 55 6d a7 83 fc b7 29 56 96 f4 74 3b 25 5e ae a9 4f b8 90 51 00 86 76 cc 4a 
e1 ca c1 9e 34 57 57 5f 08 56 56 aa 9a df 33 b3 96 97 c3 95 15 34 6f 2e 20 44 44 7c 85 e3 c2 fb 08 11 85 6a a4 0e 5a c4 
af 57 e2 47 96 04 76 53 44 90 dd 1c 1e f9 a8 0e 85 02 25 92 18 11 b0 3e 4c db 85 4a fe 51 68 8f 81 62 20 c6 64 3a 7f 98 
b7 e7 67 0a 92 cf 10 49 68 a0 fc d1 64 6f d3 74 1c 43 e7 79 22 89 95 b0 48 e3 b9 ea ca e7 5e 12 c1 a2 33 82 6c 06 49 61 
c9 39 37 be 5f 37 e8 56 2a 46 c0 69 34 a6 e5 f2 c0 47 78 35 74 26 08 4c 0b c6 5e 45 a1 e5 c0 e9 6b af 4a 03 f6 aa 94 24 
15 d0 34 9c df 02 c6 24 c2 ed 85 81 f9 72 8f 2e 0f 92 a7 fb e5 e5 c4 74 33 9d 03 1b bb 03 df 69 91 bf 48 f6 7a 87 9e f6 eb 
f1 ea aa b1 cb 9c b8 bc bc d0 5e 5d e5 b1 fe 06 fc f5 
Data Ascii: B&,Um)Vt;%^OQvJ4WW_VV34o. DD|jZWGvSD%>LJQhb d:gIhdotCy"H^3lIa97_7V*Fi4Gx5t&L^EkJ$4$r.t3i
Hz^]

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 1278 IN Data Raw: fa 8d fa 52 09 03 5c 64 5f 15 f0 60 63 3c 99 4a 05 c5 49 28 55 9e 6b b2 6b 8a e7 c4 73 76 01 5f b3 bc 8d 4c cb 
db b4 bb 91 4f 81 f4 45 da 69 90 ed 2d 9e cd 9d f4 7a ba ce 3e 87 67 9a 0a d6 a9 82 da b9 ea 57 cd 82 a5 f2 ef 11 d1 eb 
90 64 94 c2 21 76 fd 7b 59 11 8d b2 1d 73 dd 77 d5 b2 73 d4 1d 0a ef bb 2d e8 83 c7 d4 ba 73 13 c1 06 b3 63 7f 21 ae bb 
95 ef a1 53 68 f3 cd 1a 2c ac f6 bc ab ac 17 b4 0e 4b 4b e9 c3 dc 39 1d c4 63 4a f7 c4 23 8a 5f de ee ad cb e1 f7 75 f2 0c 
69 aa aa dc 29 ff ae ca d6 ce 03 84 8b 8e 8f 73 3d f4 ef 3a 70 61 77 e4 59 56 e3 a0 a8 77 64 35 c1 ea e1 18 c7 dc 6d 0f 
c5 22 90 01 51 13 4d 8a d4 71 ee 2a 6a 18 a5 c0 33 aa 2d 8e 7b 64 6b a9 ea f4 ef 66 bb dd 08 8a bf a3 1a f2 01 6d 58 2e 
94 a3 48 4b 5e d2 7c 37 0c bc f0 79 7b a9 2c 62 53 
Data Ascii: R\d_`c<JI(Ukksv_LOEi-z>gWd!v{Ysws-sc!Sh,KK9cJ#_ui)s=:pawYVwd5m"QMq*j3-{dkfmX.HK^|7y{,bS

2022-01-28 14:30:38 UTC 1279 IN Data Raw: 04 c9 86 fa 11 15 f8 21 c1 e1 05 7b 71 ca 05 a1 52 1a 9c b2 96 a4 44 9c b2 41 3e e0 a0 bb 1d 7c 96 20 5e ef 
22 74 f1 9c 13 c5 66 75 68 7b 51 a0 89 38 00 58 6c 2e 7d d4 01 0a 89 28 43 de 02 f7 d7 cb 4b 73 78 ea 9e da b3 f2 0b 05 
df 39 4f 6d 82 af 21 6b ba b4 a3 c3 b5 1c cd a2 35 0f b7 15 7b 36 fe 0c 39 a7 9f 25 05 96 30 82 8a 4f f4 15 9f 98 8a c0 06 
b7 f1 a4 76 94 b2 a2 25 26 2c 57 61 88 1b e0 47 32 6e 35 79 5e b3 c6 1d 4b 19 79 e3 e5 ec 16 ea 7e 5d f9 94 91 16 49 
e4 33 df 02 de b5 0a 7f da 56 d5 4b bc ce a0 39 08 64 ff be 93 ee 5e 04 95 30 7c 68 b2 03 fc 8c 2c 03 99 98 5c 89 85 2b 
4d 3d b1 d2 a7 3c 13 a1 9c 2d d5 7b 57 a8 af 96 ab 40 e0 ef e4 e0 16 98 53 1e 34 b8 a1 bf 87 6f b0 11 a0 84 03 12 83 02 
9e 90 2f c7 0a 22 66 97 29 bc bc 9c 62 80 9e 72 45 cc 2d 
Data Ascii: !{qRDA>| ^"tfuh{Q8Xl.}(CKsx9Om!k5{69%0Ov%&,WaG2n5y^Ky~]I3VK9d^0|h,\+M=<-{W@S4o/"f)brE-

2022-01-28 14:30:38 UTC 1281 IN Data Raw: 70 5b c3 90 dc 47 e6 e1 4a e9 b0 bb 98 c5 85 2b 5e 71 0a 11 56 8d b6 14 66 56 f5 65 1c b8 1a 7b a5 30 bd a3 
04 30 26 40 d7 55 b8 39 d4 be d0 1a 45 f8 ce 9d bb 46 67 db e6 02 2d 78 37 81 dc 86 00 57 0a 16 e1 78 96 f8 d0 95 e1 
e8 a5 b3 4a 96 12 73 50 1c f4 3f 84 3a 56 66 1c 9b 93 b4 28 4d 3e f6 68 d7 2c ab e5 94 63 15 f9 68 14 a7 9e 81 ba ea 35 
08 4d e1 4e 5e 11 3c 4e 87 2f 7b 96 f7 47 75 b5 0c 97 0c fe 3b bc c7 7f bb f8 7b 62 0a 6b 9d e4 8e 5f 5e 9e 4e f4 f2 12 fd 
bc 44 76 d6 e0 fe 2d dd 67 4a 4d 0e 7f 95 a7 23 fa 89 0b 9f 80 d3 c8 e2 5d 4e 77 5c 6f 57 db 2b fd 5a 5c dc bb 73 4a ef 
db 75 83 6c 28 97 4a 7f f6 ff 6a 17 60 e4 b5 92 7a bc a4 e0 97 2e 37 14 89 b6 e3 f1 cf 5d 11 17 e5 d4 b3 cd 6c ff d9 fe ab 
5f a8 96 0a 93 b4 97 9f 5d 25 fb ed 2a d9 6f db 09 26 
Data Ascii: p[GJ+^qVfVe{00&@U9EFg-x7WxJsP?:Vf(M>h,ch5MN^<N/{Gu;{bk_^NDv-gJM#]Nw\oW+Z\sJul(Jj`z.7]l_]%*o&

2022-01-28 14:30:38 UTC 1282 IN Data Raw: 1e 9a f7 be 57 0a 87 68 e2 03 e3 c4 75 44 ed 9d 53 e0 b4 53 07 cb 23 57 14 b1 83 b6 64 17 79 8a b0 d2 bd d3 
b4 3b 40 8a ad 74 b9 6d fb 09 c5 c5 e1 e6 fd 94 4e e3 92 87 ef 2a 89 ce a3 91 cb 66 9b 0b 19 ff df 67 b9 16 6d f3 22 be 
25 a1 02 99 da 64 af 7d 35 5f 27 64 1f 69 35 0d 4a 04 28 ff f4 f1 a7 1d 38 3d e4 22 8e c8 e9 75 b9 84 a6 6e 1f 2b 18 d8 c0 
93 e1 d5 fc 74 2c 38 f1 65 da a6 30 77 84 48 2d d3 b8 30 c0 1a 91 84 e8 ad 08 6d 75 50 fd 3c 09 9d 97 7e 92 b4 0a 89 8b 
db 40 ad 81 40 07 d2 e7 77 e8 c0 
Data Ascii: WhuDSS#Wdy;@tmN*fgm"%d}5_'di5J(8="un+t,8e0wH-0muP<~@@w

2022-01-28 14:30:38 UTC 1282 IN Data Raw: ca 09 b5 32 7a 83 95 d1 93 24 a8 e9 34 a4 cb 0f a6 e7 e5 72 34 d4 ec 23 9a 72 a4 d4 00 a3 82 60 d4 1c 15 30 
40 0b 7b 72 c6 50 8d 7e b2 28 e9 25 c6 15 aa 29 a3 04 5f 9a 2f 72 cc bc 9b 5b ed a4 1a 8d 86 c9 48 30 60 57 36 17 77 
19 27 5a 4a 51 eb 99 f6 09 83 fe 90 99 0d 86 91 99 1d ee 53 af 66 60 70 1c 68 7d 20 d7 14 09 fe d0 58 d8 ac 20 b5 a0 44 
8d 72 f6 41 6a 66 ec b7 88 ad 30 70 5a ca b1 75 09 95 05 33 35 a6 5b 86 53 e8 04 ab 14 a8 9e 7c 69 d3 29 56 4d 90 63 
9f 64 5c d3 b0 59 f7 59 ab c0 41 b1 67 06 34 0e 94 41 47 d2 1b ba 30 28 3e 48 77 24 05 f2 c9 62 c4 d5 bc 9c 65 47 37 08 
83 b1 6f 46 73 4c c4 0d 80 46 12 0e c4 80 57 3b 39 51 b3 39 01 80 8a f4 81 32 90 8d 5c 38 9f a3 b6 cb a1 68 39 14 07 cb 
01 6c 3e 11 c7 33 99 d4 27 74 11 00 9f a8 15 2d c1 9a 1c c9 1a 
Data Ascii: 2z$4r4#r`0@{rP~(%)_/r[H0`W6w'ZJQSf`ph} X DrAjf0pZu35[S|i)VMcd\YYAg4AG0(>Hw$beG7oFsLFW;9Q
92\8h9l>3't-

2022-01-28 14:30:38 UTC 1283 IN Data Raw: 3e 9b a4 5f f2 55 c9 7a f2 0c c8 0b ca a8 3b 29 36 db 8a bc a0 ec bd 59 a0 b4 89 62 51 d2 30 91 b1 81 e9 95 
0d 2a 75 78 cb 8f 3a 8d 2e f2 66 df be 2a ad c8 d1 ff d7 dc 97 37 b7 ad 2b 7b fe ef 4f 21 f3 a9 3c e4 35 a3 48 5e 62 4b 0a 
8f ca f1 1e af f1 9a d8 c7 2f c5 4d 94 6c 6d d6 e2 25 8e be fb f4 02 80 e0 a2 1c 9f 37 33 55 73 6f 9d 98 22 01 10 04 1a 8d 
46 2f bf 1e be be b9 8e 71 6b 2c ba 8b c6 9d 61 b3 e5 e0 f2 d2 74 1b 84 62 44 da 7c 38 a3 33 44 24 1c b2 22 27 98 fa 2e 
41 e9 5b 6f d3 e9 d4 be c8 58 35 58 43 2f 14 b8 9e a6 b3 8a 61 04 c4 d1 5c 01 17 4f 44 7f 60 da 11 ff 7e 22 7c 33 b5 f4 
79 7f 05 53 fb 5b 9e d1 e9 6d 8a 19 45 84 71 64 b6 c1 c7 65 6d b4 2f 55 9c e8 08 ca 84 81 d4 9b 35 ff c1 f3 4e 40 cf cc 58 
8b 8f b3 ef dd fa 77 4e 90 30 ec fc c8 0c 81 5b 
Data Ascii: >_Uz;)6YbQ0*ux:.f*7+{O!<5H^bK/Mlm%73Uso"F/qk,atbD|83D$"'.A[oX5XC/a\OD`~"|3yS[mEqdem/U5N@
XwN0[

2022-01-28 14:30:38 UTC 1285 IN Data Raw: 1d 30 ed ee c7 be 91 40 fc 21 ac 3f ec 98 19 89 b2 11 7a 9a c1 dd 08 7b 99 ed 37 75 ab f5 e0 8a b8 b1 44 97 
e7 60 31 7b 49 cb 7a bc 98 bb da ca c5 ef 20 a7 89 b8 02 1e 8f 66 15 5e d1 0a 0b 44 f1 33 3d 60 75 56 bd c4 59 1c f1 d4 
ba 96 6a 47 73 12 98 55 bd 5a d6 de 9b ef 51 3b b3 6a 85 ab d2 21 94 dc 33 27 40 7b 2c 73 cd 57 2c 8b e7 1c 81 01 d1 
81 03 29 01 5d f5 d0 55 24 ac e6 9e 25 dd 52 7b 80 ae 55 ed 81 e6 dc 6a e3 9e 8a b2 22 3e c1 bf cc ad 71 e7 42 c7 4d 9f 
ce 3f 81 70 45 8a 5d a3 6a 86 d5 c0 f3 ae 0f e7 dd 9a b1 18 d4 e0 02 ff f2 46 46 a9 51 d8 39 a4 fd e0 de ba 25 5f f7 6a c5 
d7 4a 07 58 74 0d b9 a7 22 14 99 e5 f7 3b 70 78 75 4b 2a 5d 85 2a 3b b5 1f 84 84 7b a5 23 42 b7 49 dc 0d 94 44 1d cc 
5a ab f3 cd 2a 49 09 bc 54 23 fc 01 db 61 52 50 12 1b 9e 27 
Data Ascii: 0@!?z{7uD`1{Iz f^D3=`uVYjGsUZQ;j!3'@{,sW,)]U$%R{Uj">qBM?pE]jFFQ9%_jJXt";pxuK*]*;{#BIDZ*IT#aRP'

2022-01-28 14:30:38 UTC 1286 IN Data Raw: 9f 83 1a b4 c1 25 a0 e9 6a 42 3f 9b bb d5 a5 e2 89 90 3d 06 92 3d 8a c6 98 bb fe 43 2b 19 26 ab 5a 71 35 51 
25 c9 d1 92 2d 2c e3 59 05 d3 0f cd 34 cb 26 39 63 8e 56 24 68 e4 b2 46 3c 0f 99 81 b4 31 24 b0 ed 30 01 6b ea 7e 1c f7 
08 eb 7b 8b b2 28 6e c1 d9 cf d3 e0 ac c4 69 ba 4c b5 17 85 b1 42 68 98 52 60 50 f8 7e 0f 71 a0 ca 22 24 61 c9 9e fb 50 
c1 a9 fd 91 54 d5 4b 83 17 ba a6 d8 68 7b 74 4b 0f e1 2b 19 b9 fe 9c 11 2a 4e 07 e5 dd 06 77 c2 60 18 28 c3 c2 73 29 95 
57 0c 6d 29 bd 19 2c 5b c4 5f c4 7a d7 10 35 af 14 e8 6a 49 c3 25 ae 28 f2 7e 4a 45 65 d4 a5 07 91 5c 21 96 28 25 42 2e 
6c 71 bf fa 49 3e 48 44 67 d8 f3 e2 79 65 79 1d b5 e9 f1 62 67 f0 b5 ed 1d 8a ff 7d c2 3f b7 65 54 91 da 66 88 39 23 30 5c 
24 c0 1a bc 74 d0 54 09 d3 72 a2 1e 58 d2 b7 0f 53 79 
Data Ascii: %jB?==C+&Zq5Q%-,Y4&9cV$hF<1$0k~{(niLBhR`P~q"$aPTKh{tK+*Nw`(s)Wm),[_z5jI%(~JEe\!(%B.lqI>H
Dgyeybg}?eTf9#0\$tTrXSy

2022-01-28 14:30:38 UTC 1287 IN Data Raw: 0d 72 7d 0a a7 67 23 c9 26 98 3f 18 27 e3 16 48 3d f5 af 20 d3 c1 8f 41 38 74 8d da 01 fd a0 28 81 5e 38 2e 
6c bf 0c 3a 7d 4c 5d 5d 6b 35 f1 c1 4e 1b f6 fb fe 8b 51 f3 42 20 91 20 fa 68 58 78 7b b3 85 e9 5a 27 dd 0f 1e 01 3e c1 83 
d0 a8 75 b1 06 ce 4b 23 f5 1c f6 68 ba 01 65 7a 8c 59 6b 9c bb 4d 77 d8 8e 73 87 b9 53 7b 50 4d 71 36 a6 ec 51 55 b2 f5 
51 b5 2e 98 a9 fb d4 8e 5c a0 c3 d2 a0 33 89 da bd 91 ed b1 5b 24 92 af 8b 7b 84 ea 40 e1 74 6b a7 80 f9 e9 48 dc 9b 73 
6f bd 3b f2 b4 8f db 74 e6 a5 e4 46 3f 2a 53 24 c7 9c c1 eb f3 e0 9d d3 78 31 0f 07 e1 e3 0c 7f a2 68 71 8a d8 35 41 f8 72 
02 2f 17 44 d5 30 ba ae 0f df 0e ff 7e 18 0c e0 aa fc d9 b9 09 e2 62 9b c3 93 73 1e 4e 7f d8 87 b6 2e 42 1e 9b 4e bb 37 
79 49 0c cd b8 9a ef 49 d5 cd 26 56 93 fc 7c d9 f4 
Data Ascii: r}g#&?'H= A8t(^8.l:}L]]k5NQB  hXx{Z'>uK#hezYkMwsS{PMq6QUQ.\3[${@tkHso;tF?*S$x1hq5Ar/D0~b
sN.BN7yII&V|

2022-01-28 14:30:38 UTC 1288 IN Data Raw: cb 1c 04 b7 77 20 dc 65 19 f1 16 af 4c 90 11 ea cf 3a 73 1c 61 2e 70 7d 8a 70 4c 76 d5 19 37 5d b8 3f 48 97 
35 55 de 10 99 6c b9 3d 12 93 68 5a b6 36 1c e2 47 17 c1 2d 05 bf db 9b 1d 1a e8 32 f0 e7 3c 1a b9 fe 42 08 ce 1d 8b d6 
00 67 c4 06 81 d3 72 9d 33 1c f4 52 07 87 9d e2 02 51 7f b2 89 81 49 79 f0 a3 c9 88 26 2d 4e 30 d6 1d aa 38 41 5d 77 88 
3e 3c ac 93 4b 05 31 99 39 21 76 ac a2 0f d3 90 a4 a1 c0 3a c3 98 c1 94 f9 ab de cc cb f1 c1 11 80 f7 1a 6e e9 bd c2 2d 
b5 cb 7f 39 91 04 0d 96 98 a4 f7 71 e4 1f 79 a1 23 4e 42 ec 17 8e 36 0b 05 45 6a d9 49 03 6f a0 61 8e 5a 53 17 23 c8 4d 
e1 bb 03 27 7c 7a 86 62 ea fe 9f e7 6a a9 5c a6 69 9a 50 77 26 4e 60 e3 6c dc 37 ce 89 7e 31 76 06 5a 45 39 6d ee 68 
86 51 8c 47 6c 1e 8d bf 40 d6 cd 58 f5 db c4 88 23 11 74 69 
Data Ascii: w eL:sa.p}pLv7]?H5Ul=hZ6G-2<Bgr3RQIy&-N08A]w><K19!v:n-9qy#NB6EjIoaZS#M'|zbj\iPw&N`l7~1vZ
E9mhQGl@X#ti

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 1290 IN Data Raw: 93 80 46 59 4e 27 32 55 01 e3 7c f3 6c ff f4 c2 c0 78 d7 b7 7e bf 16 da 37 91 74 13 b1 79 85 9f ff 32 4f 1f 5c 90 
ae a5 08 de 75 24 43 14 5d 68 a8 ab da ea f6 32 0c 10 a6 6c 6b c5 8e 04 c4 20 e1 a9 a9 f1 92 0d 18 6a 02 30 80 79 a0 
40 d9 2f 55 b3 62 1b a2 64 01 8e ef 7e 0b 53 b5 f4 87 85 4e df 0d d8 e2 30 6c 0f c6 05 63 91 a2 2a bb d0 e5 d2 4d e4 b4 
80 3d 80 14 8c 85 1c bc 20 1d 3f a2 e0 84 3e 79 cd ea 0c 2c 2c d1 53 d4 00 60 c2 4a ac 13 06 48 62 c9 fb 7e 1f fd 84 c7 
61 ea 09 f0 75 ea 35 9c 40 87 78 bc 81 23 82 1d 95 a4 bd 80 36 0c 4c d8 8d 9d 20 55 99 93 fd 5c 84 ee d7 3e b8 6c 0b 6d 
da 73 ab dd 09 b3 1f 3a 87 5f 5a 47 c2 77 c7 30 7f de 64 8c c8 9f 6f d3 fa 91 0f c7 c4 b7 31 25 51 40 fd e1 c7 7b f7 c9 e5 
6a 86 0d df 0d ec 73 5c 33 2e 2f 76 3e ac a3 7a aa 
Data Ascii: FYN'2U|lx~7ty2O\u$C]h2lk j0y@/Ubd~SN0lc*M= ?>y,,S`JHb~au5@x#6L U\>lms:_ZGw0do1%Q@{js\3./v>z

2022-01-28 14:30:38 UTC 1291 IN Data Raw: 11 a5 24 d8 16 ee 91 41 a9 d7 a6 73 1f 16 f8 be 96 38 46 86 a5 9e ef 44 f5 2d 3c 11 4e ed b7 1f 8f b5 a0 74 1f 
d9 3b 13 f8 bb 09 ac 87 85 cc 0b 0c ad e5 f7 dc c0 58 f3 d5 77 38 69 b7 06 68 47 bf 0f 29 6e 03 c4 08 89 ef cb 25 a0 69 
6c 8d 7f 8c dd 77 58 7b 4f c3 70 88 be 02 c3 3e 48 56 4a 98 18 84 6c 7d 8c b3 a9 e3 e7 8b 51 14 1d e4 27 e2 67 db d5 
8d 9a be 92 21 be f2 2e ee 0b 17 de 2d 21 6a fb 89 f4 ec d8 f8 33 fb 01 41 7b 2f ec 7c 51 da 55 06 d3 ef 0b 0b f1 4d 2c 7c 
b5 c6 bf be 23 74 17 5d 7d 63 cc b3 d7 aa 56 5d 3c 10 8d 9c fa 49 39 67 83 e5 2d 60 48 93 08 53 87 57 b6 57 c4 7c bb 6c 
b3 a2 1f 07 9e 23 4d c0 2f ae 53 d1 4d b3 aa a5 be f6 31 bf 3c f4 31 90 88 ad ea 76 e4 26 ab bc 7a c9 df 0f a9 ce 1d 0a e9 
c7 15 9d 3c d5 87 77 8b 1b 3b 0f c7 a2 71 2f f9 fb 
Data Ascii: $As8FD-<Nt;Xw8ihG)n%ilwX{Op>HVJl}Q'g!.-!j3A{/|QUM,|#t]}cV]<I9g-`HSWW|l#M/SM1<1v&z<w;q/

2022-01-28 14:30:38 UTC 1292 IN Data Raw: 07 7a 35 ef 5a d2 1b b9 95 39 03 0a 9f 4d 4f 21 6a 1b 35 a1 78 3b c5 cd 03 e3 39 b6 42 b6 25 a0 03 27 b0 fe 
db f2 5d 12 59 db a8 cd 2a fd 48 46 6b 84 1c ca 00 57 18 4b 06 da fc f1 fb a7 49 a4 ee 60 76 7b d7 fa db a5 5f e8 b6 67 
2a 97 6c 3a 29 15 c8 12 c2 12 52 2c e5 9c e6 4b 39 c0 12 a4 2f 7f ea 6d ca 99 5f b8 fb c3 87 ce 83 24 78 a0 62 7f 5a 78 
90 b3 e9 8e d8 ba df 3b 0a 3a d7 65 0a f0 e5 f4 c3 60 04 74 9a dd 63 41 49 52 85 12 74 da f0 8e 53 49 10 08 9c 53 ba c1 
e7 36 7a 1f 74 a5 5c 73 92 10 34 e7 34 cf 3e 68 d1 c6 44 0a 07 ae 8d 7e 22 44 67 be 73 4a 2f 93 f8 ce 64 d7 6b a9 38 07 
0f cd a8 c8 7d e0 44 0d f4 81 78 8e 59 ee 5a cb e1 ad 6c 9d 96 f6 9e d8 d7 1b 24 59 e1 3d 2e a5 59 0c 17 d1 74 08 c4 76 
d1 f0 e7 8e 46 7d bf 8d 7e 35 62 7b c0 6d 8c fa d5 72 d0 
Data Ascii: z5Z9MO!j5x;9B%']Y*HFkWKI`v{_g*l:)R,K9/m_$xbZx;:e`tcAIRtSIS6zt\s44>hD~"DgsJ/dk8}DxYZl$Y=.
YtvF}~5b{mr

2022-01-28 14:30:38 UTC 1294 IN Data Raw: 4d e4 70 a4 33 69 29 ff 17 21 03 06 b1 68 22 e4 40 0a 6b 46 4d aa f0 d8 e2 bd 80 5e b6 5c 4b 10 fc 3b 9b 1d 
4d 7c 3f 0c 03 81 f3 27 01 7b b2 92 11 3a 42 da 73 f7 d7 39 ce 63 29 e9 52 30 79 5f 63 f2 cc a8 81 99 3f 65 7b 60 a0 b4 
b9 cb 71 6e 22 a6 cc 2d 5d 49 51 a3 82 c7 e9 5d ff f7 ef 16 87 02 ba 68 54 41 33 d3 93 c9 52 d1 c2 42 d0 b8 aa d6 18 94 
b0 dd c3 70 34 18 e5 0d 4c 13 96 e0 65 57 b6 31 6e fb 0f c8 cc 9e 10 02 99 76 4c 7a e5 54 bd c3 2d 1d 92 9e f8 50 be e2 
aa 9a e2 88 87 71 2b 63 9a ce 43 d9 8a 94 93 37 dd 4e 87 35 61 22 69 5f 38 3e 4c 8d 25 7c f1 a3 4b c8 80 ba b0 fc 8d 69 
2a 45 51 7e 86 a2 d8 d5 c4 43 82 f2 e3 cd 6e e6 cb 0a 7d b4 5c e4 9e 22 80 7a bf b1 34 60 7b 92 84 de db 9e 4e 36 73 
3e ba bb 13 81 7c bf ca 48 da f2 a4 2b d8 3f 99 e5 93 56 a2 
Data Ascii: Mp3i)!h"@kFM^\K;M|?'{:Bs9c)R0y_c?e{`qn"-]IQ]hTA3RBp4LeW1nvLzT-Pq+cC7N5a"i_8>L%|Ki*EQ~Cn}
\"z4`{N6s>|H+?V

2022-01-28 14:30:38 UTC 1295 IN Data Raw: b8 3d c1 2d 3d 0d fd 09 bf 1d 3e 44 3b 12 68 86 be 02 a3 2f c0 3a 09 72 8a 90 5d 36 2e 22 57 b4 5f a4 56 39 
41 4b 8e 5f e4 26 7c d9 7e 4e 4f ac b7 49 27 c7 8a 4e dc d5 ff 8b e2 fc a8 0b 20 e8 1b 0a 4d b8 b0 5c 59 2d 1b 8c c6 8d 
4d 3b 98 92 91 1d 78 0f f2 d5 cc a8 63 f7 f0 c8 9e 32 41 e5 b0 58 42 73 f3 7d d3 55 9e 16 33 0c 6e 85 20 ed 69 21 5b f7 
ea c4 91 e6 0c 09 60 21 06 96 11 ec fa bd 0f 4f ed e1 78 82 b2 fd 68 e8 17 c8 8e f1 dc 0a 41 ac ef 75 5e 0b fa b3 51 61 d4 
22 ae e6 85 85 09 22 29 c6 07 6c d4 7e 12 00 27 1c dc e9 cb fe d0 cd 88 7b 47 c5 e1 e8 0b 9b b8 8d 74 9a 36 23 a1 25 
50 6f de 7e be 4e 6f 96 d9 99 b2 de 34 12 51 50 d2 05 03 37 c4 2b 75 44 87 b6 d2 e2 2d e9 d9 ea 02 fd af 74 08 f4 41 0b 
ec 05 97 c0 21 36 b9 b4 56 5e 46 76 71 ea 3a 1b 4f fa 0b 
Data Ascii: =-=>D;h/:r]6."W_V9AK_&|~NOI'N M\Y-M;xc2AXBs}U3n i![`!OxhAu^Qa"")l~'{Gt6#%Po~No4QP7+uD-tA
!6V^Fvq:O

2022-01-28 14:30:38 UTC 1296 IN Data Raw: a4 6c 4b dc 2d 82 ad 63 6d 2f ab 19 28 72 13 1d e4 f0 af 10 95 ea 08 18 1c 90 ae 59 78 50 b5 f4 27 74 72 73 
f3 38 26 6a 4a 25 cf 3c 42 da 6c a2 23 02 0c c2 51 5e 44 67 0b d3 8c 1d b0 92 a5 8b 1b 9f 00 25 a1 3d 5f 4c 9a 72 15 f3 
94 fa c4 b3 10 7f c5 f6 f5 81 f7 e2 81 f7 70 e0 2d ab 46 cf 61 0a ec 87 d4 86 a5 0b 01 9e 08 33 da 8c 71 a0 3d 21 b4 b6 8b 
78 78 54 e2 9d 87 f2 47 05 0e 35 76 25 bb e1 f4 c3 d4 3e c6 be c3 c2 22 d3 26 a8 bf 76 31 c1 cf db e9 ad cf f7 e7 f3 1d 52 
68 38 66 7a ab dc 17 19 cf f1 3e dd de 26 ea d3 0d 66 2c c6 8c a6 e5 71 6e a9 bc ba 1a 4b d0 70 90 5b e1 2d 16 da bd 
49 1f e0 3c 84 92 8e 15 c4 5c 65 63 4d 46 d7 a0 ba 19 66 b0 dd 44 71 a6 e7 d1 c1 fc 3e b3 04 34 17 53 9c 67 0e 93 3a 
ee 93 74 ca 49 a1 46 05 18 5e d4 04 11 57 f4 52 b1 28 ca 
Data Ascii: lK-cm/(rYxP'trs8&jJ%<Bl#Q^Dg%=_Lrp-Fa3q=!xxTG5v%>"&v1Rh8fz>&f,qnKp[-I<\ecMFfDq>4Sg:tIF^WR(

2022-01-28 14:30:38 UTC 1297 IN Data Raw: 44 22 c5 af ac d7 17 f5 3c 28 c7 a1 8e a3 c9 00 8d 16 21 3b 96 53 b4 63 61 28 4d b7 fd 1e 7a 90 20 36 92 72 
77 9e 4e eb 3f ae f4 b0 93 b0 17 64 57 5b 44 f7 51 39 96 2c dd 1e 9d e4 7a d9 1b 38 b2 86 38 96 46 7a b4 4b 7d 2e d1 
40 bf b7 39 c3 cd 9e a9 13 48 88 57 4c 3f b9 62 ae ff 44 fc ef de e7 15 4a 1d 79 67 a4 76 fd 48 42 a2 c4 9b f1 bd f3 72 96 
d8 9b 12 bb bb be 43 b9 24 ec 25 72 b2 07 20 f4 a1 1a 67 6b bc b0 b0 8f 48 66 e8 51 49 94 df 2f da d7 56 bd 3f 7b 6f 1f 
08 be 5a bf fe 87 5d 78 90 1c a5 4d ce b2 14 2b 53 ec af 62 c7 43 1a 28 6c 26 63 1f 18 0a ea 60 46 09 71 c0 87 12 fb 19 
8e 39 28 c6 98 7c 38 30 3f ae cc ef 57 b8 ff ea 88 5e 88 78 f0 d6 1f 62 ce 9f 00 73 75 74 dd 97 b3 90 ac 6c dd f6 78 54 43 
9f 0f 18 bf 2e e2 97 66 01 89 b1 d5 5f 0f 66 40 eb 49 
Data Ascii: D"<(!;Sca(Mz 6rwN?dW[DQ9,z88FzK}.@9HWL?bDJygvHBrC$%r gkHfQI/V?{oZ]xM+SbC(l&c`Fq9(|80?W^x
bsutlxTC.f_f@I

2022-01-28 14:30:38 UTC 1299 IN Data Raw: 51 96 c4 5f c6 41 5b 67 e3 c1 5e 88 48 eb 5b 93 ee 40 42 94 d3 87 e9 b8 82 1e 5a 94 11 90 9c 2b 09 2b b2 0b 
13 e0 f8 8d b8 49 05 66 35 ab 6d 5a 0e d9 86 47 85 16 95 2b 04 58 50 2e d8 b6 f4 f9 63 b7 1a ed cd 35 34 74 66 53 f7 c2 
b8 9d 2f 53 ee e1 1c e1 52 f6 f1 ec e2 34 f1 36 15 8e 37 a3 6f 79 1f ed 27 c1 8a b1 f1 03 99 02 74 24 52 80 a6 df f3 8e d6 
17 8d 12 03 61 23 4e 49 28 33 f0 d6 d9 39 29 ac a3 f6 00 be bc d3 30 e3 af 21 5c 45 7c dd 70 3c 48 bc 4e 78 ae 14 10 9f 
bb 53 40 c0 71 e0 2c d7 a1 07 87 62 c9 43 0b 2d 97 c4 e2 e1 58 c2 a2 75 66 e9 30 3a d7 82 7e a6 34 f8 f4 b9 7f a2 1f 74 
8b 16 ef 94 2f 03 11 1c 99 ad e0 71 30 18 98 65 01 0f fb 40 a7 17 19 79 29 69 52 0e f4 09 3c c7 1e 8b 24 ab f8 35 20 a0 
23 7e 9c 78 4d 76 98 0d 9b b6 15 fa 45 01 6c 7b 31 d2 
Data Ascii: Q_A[g^H[@BZ++If5mZG+XP.c54tfS/SR467oy't$Ra#NI(39)0!\E|p<HNxS@q,bC-Xuf0:~4t/q0e@y)iR<$5 #
~xMvEl{1

2022-01-28 14:30:38 UTC 1300 IN Data Raw: 54 56 d0 80 40 07 34 94 c2 3c f6 72 53 39 2a 7c a9 64 8a 2d fe 7d 27 c4 cd 92 af 11 2d 38 63 76 8a 58 72 e0 
34 ad e7 bb 98 c5 11 2e 46 bb f5 63 b3 6b af 61 6a f3 73 b3 05 17 5d d8 6f 40 0e 95 3b 6e 4b 05 ab 7c 9f 99 5d e4 bb 2c 
91 70 83 8a c8 a5 8d 9d 8f 1e 63 07 1e f9 6c 20 9f 0d b3 cf 1e e5 b3 51 f6 d9 50 3e 1b 67 9f 8d e4 b3 49 f6 d9 44 3e 7b 
ce 3e 7b 92 cf 9e b2 cf d0 e2 cb c9 4b 5e 26 d2 ff d1 31 f6 8f f7 2f f6 37 0e 8d 5c 85 de 6e f2 e7 5e 22 23 1b d3 61 22 ed 
8a 9e 82 e4 4a 9a 00 82 ec fc 09 5a 6c 42 a1 88 8d cc 2f 45 fb e6 9c a9 ed 21 ad 01 13 f8 01 ca 25 de 41 6f aa 74 9e 6a 
62 85 59 77 3c 9f aa 6c 39 7e ec d7 3d 3c c3 46 70 f7 c0 30 7a 78 fb 4b c2 85 a8 3b cb da 7f 48 d6 fe 44 e1 c7 3c 08 3f fe 
fa 54 49 01 bd 32 d3 95 a0 93 2a ff 3c b3 1b 5d f6 
Data Ascii: TV@4<rS9*|d-}'-8cvXr4.Fckajs]o@;nK|],pcl QP>gID>{>{K^&1/7\n^"#a"JZlB/E!%AotjbYw<l9~=<Fp0zxK;HD<?TI
2*<]

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 1301 IN Data Raw: b7 93 53 73 4c 98 ce 96 5d 29 57 ac 92 07 0c 23 ea f7 a3 4e f8 01 5d 27 05 be f5 9d 88 b7 16 f0 cf 01 a2 3f 63 
f4 fa cd 29 f0 ec 2b f8 c7 92 1e 88 68 c3 f1 9c a7 6f 94 76 14 23 9e 61 1f a0 7d 92 58 28 46 8b 3c ba e8 e6 79 7b 57 47 c6 
43 08 20 8f 08 a0 12 fb c1 66 b8 90 c6 79 42 c5 73 10 1f 12 77 de 90 42 53 64 32 3d 7c f9 23 be fc 86 1b a6 38 77 57 1d 
0d 84 40 45 08 42 98 ce 4a 1a f3 b3 90 1f 14 f4 ba 03 1b 7b e9 97 ab a7 a5 79 89 59 4b 7d 2e b1 75 0c f2 dc 77 b0 28 9a 
49 be 84 14 5a 4c 92 c5 4f ec ea 4f 81 3a 00 83 c9 b1 a3 c2 83 14 13 ae a0 33 9a 7c 1f 42 7b cb 7c 7f 57 7a ca 3f 9a b2 
80 d2 fc 79 7a 7c 3d 67 01 c4 f7 49 2f 41 0a b8 c8 b3 77 13 b8 34 1c e8 28 c0 47 d3 fa 22 98 34 6d 0a bb 3c d6 a8 ac 4d 
40 59 66 9c 2b 5d 6d 67 98 67 a4 3c a9 d0 8c db 94 
Data Ascii: SsL])W#N]'?c)+hov#a}X(F<y{WGC fyBswBSd2=|#8wW@EBJ{yYK}.uw(IZLOO:3|B{|Wz?yz|=gI/Aw4(G"4m<
M@Yf+]mgg<

2022-01-28 14:30:38 UTC 1302 IN Data Raw: e7 02 d6 6c 37 f1 22 02 5a 8f 3e 4b 60 9f 7a b4 b8 68 31 b7 69 f7 60 bf c6 2c 75 b7 d1 1d c1 bc 37 4c 7f 71 11 
6a 07 bf 7f cf 77 02 f3 05 24 17 7c c4 48 62 96 55 33 08 03 3a 53 0d b6 8b 10 ea 35 9d 66 7e 3d f4 66 77 ca 9f 31 a4 be 
03 7f 31 ce 2b a0 d4 87 f7 75 ae 83 c8 f8 a8 20 fc fd bb c9 8e 04 4a 2d b7 4a 2b 43 61 eb ac b0 34 28 7e 7d d2 68 15 95 
30 7b 49 25 4c 2b b1 d8 a0 1d 5a 60 6f 31 de 44 bf aa 98 94 ed 49 f3 ad 1f 9b 6f 7d bb 62 c7 2e f8 68 c7 f5 ec 35 ca 60 
e1 6c 3d 10 88 31 de 59 8f 0d 39 31 e6 80 b0 84 3d 94 fc 64 3e 3a 01 4b cd 87 f3 88 53 d4 12 c8 40 35 66 59 5b f8 8a 2d 
5d 65 54 27 6d d8 5e 2b 4e 62 42 dd 47 e7 07 98 66 2e 46 0a d1 00 fe bd 80 f3 6a cb 9a f2 07 bd 90 9c 61 fb f6 89 c6 91 
85 46 03 f7 12 42 d9 b8 91 cf 26 5a 26 c4 d4 a7 3c 94 
Data Ascii: l7"Z>K`zh1i`,u7Lqjw$|HbU3:S5f~=fw11+u J-J+Ca4(~}h0{I%L+Z`o1DIo}b.h5`l=1Y91=d>:KS@5fY[-]e
T'm^+NbBGf.FjaFB&Z&<

2022-01-28 14:30:38 UTC 1304 IN Data Raw: 10 d8 42 10 24 1d 80 75 d6 52 ae 87 f1 07 c3 69 cb 92 8f 9a c4 51 3c 78 fb 1d 4c 15 26 d4 e2 42 1f 2a f5 f2 67 
27 aa 47 1f 3e 48 07 d5 26 32 1e ff b6 75 87 d0 c9 fc a6 16 ea 8e c4 95 35 c5 38 1a 44 63 0d 4d 1a b9 40 4f 8b fe 72 90 
fa 08 e0 60 b4 98 50 6f 1e 5b 60 b4 63 68 dd ff 8c 2c 46 f4 19 4e 96 96 ac 12 dd fa 77 e8 87 91 67 b8 39 4e ea 59 dd 20 
f5 5a 09 f2 21 50 c0 6e dd 3b b8 0b ff a6 6a 46 59 5f 6f 26 cf c5 c5 58 1c dc 43 7a bb 74 cd 1b 71 f2 da e1 35 62 d5 57 ca 
15 0c 4b 36 b7 d4 9a 3d 8a 99 01 f9 ad f7 dc c9 b8 05 42 fe 2f 4a c2 79 56 94 e6 09 21 d4 2a e1 c5 aa ad 54 ca d4 d6 b9 
28 03 d2 f8 85 58 d2 56 6d f9 b3 88 4c d7 df b5 21 52 be 08 8f 20 21 30 a1 cb bf e4 45 cc 29 2c 5b b6 59 d1 db d4 5a 42 
c8 a0 d7 77 b5 44 7f 77 05 82 21 9c 0c ec f5 32 8d 
Data Ascii: B$uRiQ<xL&B*g'G>H&2u58DcM@Or`Po[`ch,FNwg9NY Z!Pn;jFY_o&XCztq5bWK6=B/JyV!*T(XVmL!R !0E),[
YZBwDw!2

2022-01-28 14:30:38 UTC 1305 IN Data Raw: 21 ba 01 19 fc a2 a8 cb 8b ff aa 58 ef de 9b 46 77 58 ea b6 09 25 4d 8d 5b ba 9e 0d 55 78 8a ae ff d0 c9 6e 18 
e2 81 61 24 95 8f 9b 42 a1 3f 36 af b9 c3 d7 ff d8 e1 23 d1 44 dc e1 44 9d 19 2b ef a7 7a 33 7f e0 f7 a4 48 a1 f2 dc 71 9a 
3b fa f6 fd 25 53 4d cb c9 01 2c c2 31 de d8 84 23 c9 45 d3 35 b3 12 8b 97 20 43 ac b6 01 07 c6 8b fe 03 4c 22 32 7b 4b 
37 1a a7 7a fd cd 4b 74 67 06 9f 8e 96 cd ef e2 14 85 e9 d4 d1 28 9b 63 16 56 9e ff df 70 43 a2 d3 5c e2 5d 49 39 e4 32 
f9 28 1d 78 eb 3a f2 8d 52 cc 52 d4 2d 26 c0 7c 3a 22 17 77 3a 30 08 b2 b9 9e 49 36 e9 d9 b3 5b 48 36 73 ff 1b 50 4b 07 
08 94 8d 3c d4 71 08 03 00 52 5d 09 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 
13 00 00 00 6d 69 72 72 6f 72 69 6e 67 5f 77 65 62 72 
Data Ascii: !XFwX%M[Uxna$B?6#DD+z3Hq;%SM,1#E5 CL"2{K7zKtg(cVpC\]I92(x:RR-&|:"w:0I6[H6sPK<qR]PK)Qmirr
oring_webr

2022-01-28 14:30:38 UTC 1306 IN Data Raw: 74 61 64 61 74 61 2f 76 65 72 69 66 69 65 64 5f 63 6f 6e 74 65 6e 74 73 2e 6a 73 6f 6e 95 59 5d 73 a3 38 d6 
fe 2b 5b 7d bd 53 85 c0 38 ed bd 8b 0d 02 13 23 07 a1 0f d0 d6 56 17 20 62 0c 02 13 1b c7 c0 d4 fc f7 55 7a e7 e2 dd e9 
6e af df 8b 54 ca 36 20 ce a3 73 9e 0f f8 e7 ef 5f 64 79 29 ce c7 7e 38 9e ba 2f ff f8 32 9c cb b2 ca 2e d5 df fa f2 fc b7 b7 
a3 2a bf fc fd cb e5 78 e8 4a f9 ad 38 75 43 d9 0d 5f fe f1 fb 97 3e 9b d4 29 93 fa f8 72 0a ea dc b4 0d c1 6d 23 31 ab aa 
30 2b 55 4c db 25 b7 2e c7 b4 1d 3f 52 73 78 2b 4c b5 14 f1 76 89 9c 67 1b 1d 6f 47 e1 a9 4e 24 c8 d8 d6 a7 a3 3e be 0a 
6b 6a 6e 3f bf 6f d5 45 24 e1 71 af 86 a7 6d b7 ae a4 77 38 ee 8f c1 5b ee ad ea 94 8f fa ba ab 2a 8f 57 83 3e 77 4e b9 
d4 9f ed f7 c2 5c 5d 3f cf 2d da d5 87 84 ab 53 
Data Ascii: tadata/verified_contents.jsonY]s8+[}S8#V bUznT6 s_dy)~8/2.*xJ8uC_>)rm#10+UL%.?Rsx+LvgoGN$>kjn?
oE$qmw8[*W>wN\]?-S

2022-01-28 14:30:38 UTC 1308 IN Data Raw: 8d d5 b8 77 ab 1e f9 fd 3b 85 a8 8f 3d 10 a6 bc 5f a7 ec eb 2d 35 c6 1b aa 05 2c 3b 11 c9 5a 41 de 60 40 7d 
6c 44 f4 eb dd b9 cb 1e e6 bc 40 84 6e b0 0d cd 60 a3 fd 14 8a 5d ad 3b ad 60 68 8e 00 4d 54 af 7b bf c7 5c 78 61 c2 96 
a1 39 10 cc c4 89 98 41 58 b8 77 b1 ef e5 f4 a0 c7 25 12 84 cd b8 d3 35 ee 78 b2 1d 32 2a 68 d1 08 9e 83 fe 43 b6 ab 29 
d2 76 af 30 d9 7e cf 01 8c e9 68 a6 16 fc 28 0c 85 ee fb ac fe 51 9f 05 50 a2 71 21 e2 45 78 81 1d 5b 68 1d d5 30 c8 79 bf 
4f 09 bb e6 04 5e 23 a5 1c 62 29 a1 fb 11 15 d0 d5 fc 88 dd b0 66 ec 2e f6 e6 e2 d1 be 77 e5 5c d1 94 06 15 82 ab 44 76 
ea 35 aa 55 20 4d 91 c5 47 b0 c4 00 3a 29 0f 7c c6 45 9f ce 87 45 de 55 9b b2 b1 d7 92 d2 7b d8 9f f3 07 b1 8f 2c 76 94 
dc 00 d8 0c ed b0 45 2e 6f 82 ad f4 4e 37 ca a5 9d 1a 
Data Ascii: w;=_-5,;ZA`@}lD@n`];`hMT{\xa9AXw%5x2*hC)v0~h(QPq!Ex[h0yO^#b)f.w\Dv5U MG:)|EEU{,vE.oN7

2022-01-28 14:30:38 UTC 1309 IN Data Raw: 96 42 1a e8 25 e4 bd c9 e9 a8 bd 36 e6 7b 58 18 d2 d3 07 df c1 be 6c 0f 0f 66 2b b8 29 dd f1 84 d4 69 48 2d 
76 2e a8 3d 69 7f 41 11 ac b6 74 0e 2e 05 c7 22 56 18 84 b5 6a 33 4b 56 b1 c9 52 62 9d cc 18 de f5 f7 cb 0c ae 28 7b 34 
5f f1 40 73 6b df 0a 4f 6e 50 17 6c 18 0c 7a c6 18 c8 3d 65 f3 0e c6 92 04 bb 90 e1 25 51 eb 17 4a 82 58 fb 11 77 17 6b 
6c ff 8a 7f 0b af c2 62 97 34 d9 ea 7a c3 9f 61 fd 41 67 d6 d0 4e 86 fa 5a b7 bc 0e 04 33 d4 db de 03 33 03 b2 17 e6 e5 
a6 7d 05 4f eb 6a 51 74 6a 4a cc 68 11 53 f9 2a 1a f8 03 bf a7 2d ac 33 53 4e b9 c5 ae 5a fb 67 cd d7 7d e1 47 bf 58 77 
6b 50 17 9f 45 63 6b cd 3c d8 69 0b 74 9e 5c 5d 33 8e db c8 40 16 d3 e7 96 b5 1a c3 b9 59 c4 ce 5a df 14 c6 e1 5c cd da 
fb fe b8 ae 09 67 8d dd 2c b8 dd 88 5f d7 69 11 4b d7 00 
Data Ascii: B%6{Xlf+)iH-v.=iAt."Vj3KVRb({4_@skOnPlz=e%QJXwklb4zaAgNZ33}OjQtjJhS*-3SNZg}GXwkPEck<it\]
3@YZ\g,_iK

2022-01-28 14:30:38 UTC 1310 IN Data Raw: 0a cf 35 db 92 22 69 16 c1 61 31 ed d4 6b fe 7c 68 5e 9e 16 9d 7c 56 d0 eb 99 78 96 d3 37 8c ac a7 7c bf 5f 
d4 65 74 58 b4 b7 14 bd ec 3f d6 d7 af f5 38 5c b7 51 6b 7e db f5 56 e9 bd 39 57 26 f2 ab b7 ee 30 2c a1 b6 18 6d 7d fb 
ba 09 9e 67 cd 97 87 db 8b f9 da 6c 97 df fc cd 33 e8 e5 c9 ca 9f 36 4f 31 a6 61 75 3e de 1c ef f6 5b fd 04 62 1c 3a d7 0b 
82 6b 0c 37 3d a9 cf 24 1b 6f eb 2e f9 70 6e ee b0 78 a2 c6 66 2a 2a 36 7a 46 63 90 6f 2c b0 40 9f 2d 00 f7 b2 8b ad 9c af 
1f f5 b7 e6 f0 bc 30 5e 2b ce d2 97 f7 de ba 0e e4 f0 7e e1 6f db 0f 39 de be fc f1 af 3f fe f8 d7 bf 01 50 4b 07 08 16 b7 56 
d0 ec 0f 00 00 a9 22 00 00 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 09 00 
00 00 00 00 00 00 00 00 10 00 ed 01 00 00 00 00 
Data Ascii: 5"ia1k|h^|Vx7|_etX?8\Qk~V9W&0,m}gl36O1au>[b:k7=$o.pnxf**6zFco,@-0^+~o9?PKV"PK*Q

2022-01-28 14:30:38 UTC 1311 IN Data Raw: 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 0c 00 00 00 00 00 00 00 00 00 10 00 ed 01 a5 
89 00 00 5f 6c 6f 63 61 6c 65 73 2f 65 6c 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 32 77 9f 34 08 13 00 00 f4 
5f 00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 e1 89 00 00 5f 6c 6f 63 61 6c 65 73 2f 65 6c 2f 6d 65 73 73 61 67 65 
73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 0c 00 00 00 00 
00 00 00 00 00 10 00 ed 01 30 9d 00 00 5f 6c 6f 63 61 6c 65 73 2f 65 6e 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 
51 7a 25 be a9 78 0e 00 00 be 2d 00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 6c 9d 00 00 5f 6c 6f 63 61 6c 65 73 2f 
65 6e 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 
Data Ascii: *Q_locales/el/PK)Q2w4__locales/el/messages.jsonPK*Q0_locales/en/PK)Qz%x-l_locales/en/messages.json
PK

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:38 UTC 1313 IN Data Raw: 02 00 00 00 00 00 00 00 0c 00 00 00 00 00 00 00 00 00 10 00 ed 01 4d 32 01 00 5f 6c 6f 63 61 6c 65 73 2f 68 
72 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 58 3d ee 03 7a 0f 00 00 65 31 00 00 19 00 00 00 00 00 00 00 00 
00 00 00 a4 01 89 32 01 00 5f 6c 6f 63 61 6c 65 73 2f 68 72 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 
14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 0c 00 00 00 00 00 00 00 00 00 10 00 ed 01 4a 42 01 
00 5f 6c 6f 63 61 6c 65 73 2f 68 75 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 5d 1c 7c 4f 11 10 00 00 16 36 00 
00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 86 42 01 00 5f 6c 6f 63 61 6c 65 73 2f 68 75 2f 6d 65 73 73 61 67 65 73 2e 
6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 
Data Ascii: M2_locales/hr/PK)QX=ze12_locales/hr/messages.jsonPK*QJB_locales/hu/PK)Q]|O6B_locales/hu/messages.j
sonPK*Q

2022-01-28 14:30:38 UTC 1314 IN Data Raw: 00 00 00 00 10 00 ed 01 f8 d7 01 00 5f 6c 6f 63 61 6c 65 73 2f 6d 6c 2f 50 4b 01 02 14 03 14 00 08 08 08 00 
29 8c 04 51 a8 68 87 8a 8d 12 00 00 0d 65 00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 34 d8 01 00 5f 6c 6f 63 61 
6c 65 73 2f 6d 6c 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 00 00 
00 02 00 00 00 00 00 00 00 0c 00 00 00 00 00 00 00 00 00 10 00 ed 01 08 eb 01 00 5f 6c 6f 63 61 6c 65 73 2f 6d 72 2f 50 
4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 
Data Ascii: _locales/ml/PK)Qhe4_locales/ml/messages.jsonPK*Q_locales/mr/PK)

2022-01-28 14:30:38 UTC 1314 IN Data Raw: 51 b9 ab d8 b2 b5 11 00 00 16 5a 00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 44 eb 01 00 5f 6c 6f 63 61 
6c 65 73 2f 6d 72 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 
02 00 00 00 00 00 00 00 0c 00 00 00 00 00 00 00 00 00 10 00 ed 01 40 fd 01 00 5f 6c 6f 63 61 6c 65 73 2f 6d 73 2f 50 4b 
01 02 14 03 14 00 08 08 08 00 29 8c 04 51 48 dc de c1 d2 0e 00 00 6f 2f 00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 
01 7c fd 01 00 5f 6c 6f 63 61 6c 65 73 2f 6d 73 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 
08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 0c 00 00 00 00 00 00 00 00 00 10 00 ed 01 95 0c 02 00 5f 6c 6f 
63 61 6c 65 73 2f 6e 62 2f 50 4b 01 02 14 03 14 00 08 08 08 00 
Data Ascii: QZD_locales/mr/messages.jsonPK*Q@_locales/ms/PK)QHo/|_locales/ms/messages.jsonPK*Q_locales/nb/PK

2022-01-28 14:30:38 UTC 1315 IN Data Raw: 00 00 00 00 00 00 00 00 00 00 00 a4 01 f4 8f 02 00 5f 6c 6f 63 61 6c 65 73 2f 73 72 2f 6d 65 73 73 61 67 65 73 
2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 0c 00 00 00 00 00 
00 00 00 00 10 00 ed 01 f5 a1 02 00 5f 6c 6f 63 61 6c 65 73 2f 73 76 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 
c9 be 49 61 f4 0e 00 00 09 30 00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 31 a2 02 00 5f 6c 6f 63 61 6c 65 73 2f 73 
76 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 
00 00 00 00 0c 00 00 00 00 00 00 00 00 00 10 00 ed 01 6c b1 02 00 5f 6c 6f 63 61 6c 65 73 2f 73 77 2f 50 4b 01 02 14 03 
14 00 08 08 08 00 29 8c 04 51 e4 9d 96 78 af 0e 00 00 c1 2e 
Data Ascii: _locales/sr/messages.jsonPK*Q_locales/sv/PK)QIa01_locales/sv/messages.jsonPK*Ql_locales/sw/PK)Qx.

2022-01-28 14:30:38 UTC 1317 IN Data Raw: a4 01 18 3b 03 00 5f 6c 6f 63 61 6c 65 73 2f 7a 68 5f 54 57 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 
02 14 03 14 00 08 08 08 00 29 8c 04 51 4f 99 ea ee 33 b2 02 00 aa 44 09 00 0a 00 00 00 00 00 00 00 00 00 00 00 a4 01 
6e 4b 03 00 61 6e 67 75 6c 61 72 2e 6a 73 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 ed c9 b8 eb cb 03 00 00 28 
08 00 00 14 00 00 00 00 00 00 00 00 00 00 00 a4 01 d9 fd 05 00 62 61 63 6b 67 72 6f 75 6e 64 5f 73 63 72 69 70 74 2e 
6a 73 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 ae 1a bc c5 0d 37 00 00 15 c4 00 00 0e 00 00 00 00 00 00 00 00 
00 00 00 a4 01 e6 01 06 00 63 61 73 74 5f 73 65 6e 64 65 72 2e 6a 73 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 
f1 1c 2d 6c 9b 34 00 00 d3 94 00 00 09 00 00 00 00 00 00 00 00 00 00 
Data Ascii: ;_locales/zh_TW/messages.jsonPK)QO3DnKangular.jsPK)Q(background_script.jsPK)Q7cast_sender.jsPK)Q-l
4

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

11 192.168.2.5 49796 217.111.165.19 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-01-28 14:30:38 UTC 1351 OUT GET /adfs/ls/?login_hint=george.kennard%40colt.net&client-request-id=e7682289-38b3-40ed-a1ef-f442da5f583f&user
name=george.kennard%40colt.net&wa=wsignin1.0&wtrealm=urn%3afederation%3aMicrosoftOnline&wctx=estsred
irect%3d2%26estsrequest%3drQIIAeNisNLJKCkpKLbS1y_ILypJzNHLzUwuyi_OTyvJz8vJzEvVS87P1csvSs9M
AbGKhLgEOpUynm-2eOuw8P0Xp1vxEfarGJUJG6F_gZHxBSPjJCbx9FSgaal62al5eYlFKQ7J-TklenmpJbeYBP2L0j
1TwovdUlNSixJLMvPzHjHjUn2BReAVC48BsxUHB5cAgwSDAsMPFsZFrEDXGVt_k98s5ek3bZreq_t2EgynWPUty7SL
PMvzCiMsnQICXZwyoyxytR2T_aJynRKz_YIrC3wi0oI9090tHCtNbA2sDCewCU1gYzrFxvCBjbGDnWEWO8MBTsZbXC
JGBkZGugaGukYWCoYmVsYGVsYWUQd4GQA1 HTTP/1.1
Host: adfs.colt.net
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: navigate
Sec-Fetch-Dest: document
Referer: https://microsoftonline.nmirec.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-01-28 14:30:39 UTC 1352 IN HTTP/1.1 200 OK
Cache-Control: no-cache,no-store
Pragma: no-cache
Content-Length: 16291
Content-Type: text/html; charset=utf-8
Expires: -1
Server: Microsoft-HTTPAPI/2.0 Microsoft-HTTPAPI/2.0
x-frame-options: DENY
Date: Fri, 28 Jan 2022 14:30:37 GMT
Connection: close
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2022-01-28 14:30:39 UTC 1353 IN Data Raw: 20 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0d 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 2d 55 53 22 
3e 0d 0a 20 20 20 20 3c 68 65 61 64 3e 0d 0a 20 20 20 20 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 
3d 22 58 2d 55 41 2d 43 6f 6d 70 61 74 69 62 6c 65 22 20 63 6f 6e 74 65 6e 74 3d 22 49 45 3d 31 30 2e 30 30 30 22 2f 
3e 0d 0a 20 20 20 20 20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 7
4 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6c 2d 73 63 61 6c 65 3d 31 2e 
30 2c 20 6d 61 78 69 6d 75 6d 2d 73 63 61 6c 65 3d 31 2e 30 2c 20 75 73 65 72 2d 73 63 61 6c 61 62 6c 65 3d 6e 6f 22 
2f 3e 0d 0a 20 20 20 20 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 
Data Ascii:  <!DOCTYPE html><html lang="en-US">    <head>        <meta http-equiv="X-UA-Compatible" content="I
E=10.000"/>        <meta name="viewport" content="width=device-width, initial-scale=1.0, maximum-scale=1.0, user-
scalable=no"/>        <meta http-e

2022-01-28 14:30:39 UTC 1368 IN Data Raw: 63 68 45 76 65 6e 74 29 20 7b 0d 0a 20 20 20 20 77 69 6e 64 6f 77 2e 61 74 74 61 63 68 45 76 65 6e 74 28 
27 6f 6e 72 65 73 69 7a 65 27 2c 20 63 6f 6d 70 75 74 65 4c 6f 61 64 49 6c 6c 75 73 74 72 61 74 69 6f 6e 29 3b 0d 0a 20 
20 20 20 77 69 6e 64 6f 77 2e 61 74 74 61 63 68 45 76 65 6e 74 28 27 6f 6e 6c 6f 61 64 27 2c 20 63 6f 6d 70 75 74 65 4c 
6f 61 64 49 6c 6c 75 73 74 72 61 74 69 6f 6e 29 3b 0d 0a 7d 0d 0a 0d 0a 2f 2f 5d 5d 3e 0d 0a 3c 2f 73 63 72 69 70 74 3e 
0d 0a 0d 0a 0d 0a 20 20 20 20 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 20 0d 0a 0d 0a 
Data Ascii: chEvent) {    window.attachEvent('onresize', computeLoadIllustration);    window.attachEvent('onload', compu
teLoadIllustration);}//...</script>    </body></html> 

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

12 192.168.2.5 49799 217.111.165.19 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-01-28 14:30:39 UTC 1369 OUT GET /adfs/portal/css/style.css?id=6C548BD3C59F45BFF37EC554BC9CA1DA46AB63F622AB9E5C53500772CFE7D949 
HTTP/1.1
Host: adfs.colt.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://adfs.colt.net/adfs/ls/?login_hint=george.kennard%40colt.net&client-request-id=e7682289-38b3-40ed-a1ef-
f442da5f583f&username=george.kennard%40colt.net&wa=wsignin1.0&wtrealm=urn%3afederation%3aMicrosoftOnl
ine&wctx=estsredirect%3d2%26estsrequest%3drQIIAeNisNLJKCkpKLbS1y_ILypJzNHLzUwuyi_OTyvJz8vJzEvVS87P1c
svSs9MAbGKhLgEOpUynm-2eOuw8P0Xp1vxEfarGJUJG6F_gZHxBSPjJCbx9FSgaal62al5eYlFKQ7J-TklenmpJbeY
BP2L0j1TwovdUlNSixJLMvPzHjHjUn2BReAVC48BsxUHB5cAgwSDAsMPFsZFrEDXGVt_k98s5ek3bZreq_t2EgynWP
Uty7SLPMvzCiMsnQICXZwyoyxytR2T_aJynRKz_YIrC3wi0oI9090tHCtNbA2sDCewCU1gYzrFxvCBjbGDnWEWO8MB
TsZbXCJGBkZGugaGukYWCoYmVsYGVsYWUQd4GQA1
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-01-28 14:30:39 UTC 1377 IN HTTP/1.1 200 OK
Content-Length: 7815
Content-Type: text/css
Expires: Sun, 27 Feb 2022 14:30:39 GMT
ETag: 6C548BD3C59F45BFF37EC554BC9CA1DA46AB63F622AB9E5C53500772CFE7D949
Server: Microsoft-HTTPAPI/2.0 Microsoft-HTTPAPI/2.0
Date: Fri, 28 Jan 2022 14:30:37 GMT
Connection: close

2022-01-28 14:30:39 UTC 1377 IN Data Raw: ef bb bf 2a 20 7b 0d 0a 09 6d 61 72 67 69 6e 3a 30 70 78 3b 0d 0a 09 70 61 64 64 69 6e 67 3a 30 70 78 3b 0d 
0a 7d 0d 0a 68 74 6d 6c 2c 20 62 6f 64 79 0d 0a 7b 0d 0a 20 20 20 20 68 65 69 67 68 74 3a 31 30 30 25 3b 0d 0a 20 20 
20 20 77 69 64 74 68 3a 31 30 30 25 3b 0d 0a 20 20 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 66 
66 66 66 66 3b 0d 0a 20 20 20 20 63 6f 6c 6f 72 3a 23 30 30 30 30 30 30 3b 0d 0a 20 20 20 20 66 6f 6e 74 2d 77 65 69 67 
68 74 3a 6e 6f 72 6d 61 6c 3b 0d 0a 20 20 20 20 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 22 53 65 67 6f 65 20 55 49 22 20 2c 
20 22 53 65 67 6f 65 22 20 2c 20 22 53 65 67 6f 65 55 49 2d 52 65 67 75 6c 61 72 2d 66 69 6e 61 6c 22 2c 20 54 61 68 6f 
6d 61 2c 20 48 65 6c 76 65 74 69 63 61 2c 20 41 72 69 61 6c 2c 
Data Ascii: * {margin:0px;padding:0px;}html, body{    height:100%;    width:100%;    background-color:#ffffff;    color:
#000000;    font-weight:normal;    font-family:"Segoe UI" , "Segoe" , "SegoeUI-Regular-final", Tahoma, Helvetica, Arial,

Session ID Source IP Source Port Destination IP
Destination
Port

Process

13 192.168.2.5 49800 217.111.165.19 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 122 of 138



2022-01-28 14:30:39 UTC 1370 OUT GET /adfs/portal/logo/logo.png?id=726CFF1274D7A42504315AF6D5B097CDE5F42CDE1CD5AEA76A0A8BBA
9AAED4CD HTTP/1.1
Host: adfs.colt.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://adfs.colt.net/adfs/ls/?login_hint=george.kennard%40colt.net&client-request-id=e7682289-38b3-40ed-a1ef-
f442da5f583f&username=george.kennard%40colt.net&wa=wsignin1.0&wtrealm=urn%3afederation%3aMicrosoftOnl
ine&wctx=estsredirect%3d2%26estsrequest%3drQIIAeNisNLJKCkpKLbS1y_ILypJzNHLzUwuyi_OTyvJz8vJzEvVS87P1c
svSs9MAbGKhLgEOpUynm-2eOuw8P0Xp1vxEfarGJUJG6F_gZHxBSPjJCbx9FSgaal62al5eYlFKQ7J-TklenmpJbeY
BP2L0j1TwovdUlNSixJLMvPzHjHjUn2BReAVC48BsxUHB5cAgwSDAsMPFsZFrEDXGVt_k98s5ek3bZreq_t2EgynWP
Uty7SLPMvzCiMsnQICXZwyoyxytR2T_aJynRKz_YIrC3wi0oI9090tHCtNbA2sDCewCU1gYzrFxvCBjbGDnWEWO8MB
TsZbXCJGBkZGugaGukYWCoYmVsYGVsYWUQd4GQA1
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-01-28 14:30:39 UTC 1371 IN HTTP/1.1 200 OK
Content-Length: 6141
Content-Type: image/png
Expires: Sun, 27 Feb 2022 14:30:39 GMT
ETag: 726CFF1274D7A42504315AF6D5B097CDE5F42CDE1CD5AEA76A0A8BBA9AAED4CD
Server: Microsoft-HTTPAPI/2.0 Microsoft-HTTPAPI/2.0
Date: Fri, 28 Jan 2022 14:30:37 GMT
Connection: close

2022-01-28 14:30:39 UTC 1371 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 fa 00 00 00 47 08 02 00 00 00 a1 da cd c1 00 00 00 
09 70 48 59 73 00 00 0e c3 00 00 0e c3 01 c7 6f a8 64 00 00 0a 4f 69 43 43 50 50 68 6f 74 6f 73 68 6f 70 20 49 43 43 20 
70 72 6f 66 69 6c 65 00 00 78 da 9d 53 67 54 53 e9 16 3d f7 de f4 42 4b 88 80 94 4b 6f 52 15 08 20 52 42 8b 80 14 91 26 
2a 21 09 10 4a 88 21 a1 d9 15 51 c1 11 45 45 04 1b c8 a0 88 03 8e 8e 80 8c 15 51 2c 0c 8a 0a d8 07 e4 21 a2 8e 83 a3 
88 8a ca fb e1 7b a3 6b d6 bc f7 e6 cd fe b5 d7 3e e7 ac f3 9d b3 cf 07 c0 08 0c 96 48 33 51 35 80 0c a9 42 1e 11 e0 83 
c7 c4 c6 e1 e4 2e 40 81 0a 24 70 00 10 08 b3 64 21 73 fd 23 01 00 f8 7e 3c 3c 2b 22 c0 07 be 00 01 78 d3 0b 08 00 c0 4d 
9b c0 30 1c 87 ff 0f ea 42 99 5c 01 80 84 01 c0 74 91 38 4b 
Data Ascii: PNGIHDRGpHYsodOiCCPPhotoshop ICC profilexSgTS=BKKoR RB&*!J!QEEQ,!{k>H3Q5B.@$pd!s#~<<+"xM
0B\t8K

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

14 192.168.2.5 49802 217.111.165.19 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-01-28 14:30:39 UTC 1385 OUT GET /favicon.ico HTTP/1.1
Host: adfs.colt.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://adfs.colt.net/adfs/ls/?login_hint=george.kennard%40colt.net&client-request-id=e7682289-38b3-40ed-a1ef-
f442da5f583f&username=george.kennard%40colt.net&wa=wsignin1.0&wtrealm=urn%3afederation%3aMicrosoftOnl
ine&wctx=estsredirect%3d2%26estsrequest%3drQIIAeNisNLJKCkpKLbS1y_ILypJzNHLzUwuyi_OTyvJz8vJzEvVS87P1c
svSs9MAbGKhLgEOpUynm-2eOuw8P0Xp1vxEfarGJUJG6F_gZHxBSPjJCbx9FSgaal62al5eYlFKQ7J-TklenmpJbeY
BP2L0j1TwovdUlNSixJLMvPzHjHjUn2BReAVC48BsxUHB5cAgwSDAsMPFsZFrEDXGVt_k98s5ek3bZreq_t2EgynWP
Uty7SLPMvzCiMsnQICXZwyoyxytR2T_aJynRKz_YIrC3wi0oI9090tHCtNbA2sDCewCU1gYzrFxvCBjbGDnWEWO8MB
TsZbXCJGBkZGugaGukYWCoYmVsYGVsYWUQd4GQA1
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-01-28 14:30:39 UTC 1387 IN HTTP/1.1 404 Not Found
Content-Type: text/html; charset=us-ascii
Server: Microsoft-HTTPAPI/2.0
Date: Fri, 28 Jan 2022 14:30:37 GMT
Connection: close
Content-Length: 315

2022-01-28 14:30:39 UTC 1387 IN Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 57 33 43 2f 2f 44 54 44 20 48 
54 4d 4c 20 34 2e 30 31 2f 2f 45 4e 22 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 54 52 2f 68 74 6d 6c 34 2f 
73 74 72 69 63 74 2e 64 74 64 22 3e 0d 0a 3c 48 54 4d 4c 3e 3c 48 45 41 44 3e 3c 54 49 54 4c 45 3e 4e 6f 74 20 46 6f 
75 6e 64 3c 2f 54 49 54 4c 45 3e 0d 0a 3c 4d 45 54 41 20 48 54 54 50 2d 45 51 55 49 56 3d 22 43 6f 6e 74 65 6e 74 2d 
54 79 70 65 22 20 43 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 20 63 68 61 72 73 65 74 3d 75 73 2d 61 73 
63 69 69 22 3e 3c 2f 48 45 41 44 3e 0d 0a 3c 42 4f 44 59 3e 3c 68 32 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 32 3e 0d 0a 
3c 68 72 3e 3c 70 3e 48 54 54 50 20 45 72 72 6f 72 20 34 30 34 
Data Ascii: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01//EN""http://www.w3.org/TR/html4/strict.dtd"><HTML>
<HEAD><TITLE>Not Found</TITLE><META HTTP-EQUIV="Content-Type" Content="text/html; charset=us-ascii"></H
EAD><BODY><h2>Not Found</h2><hr><p>HTTP Error 404
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

15 192.168.2.5 49803 217.111.165.19 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-01-28 14:30:39 UTC 1386 OUT GET /adfs/portal/illustration/illustration.png?id=8D34B6FCEE6F7678B6EA76ABED481CBAAC21168EF58E600DE9
26DEBA0CAACC13 HTTP/1.1
Host: adfs.colt.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://adfs.colt.net/adfs/ls/?login_hint=george.kennard%40colt.net&client-request-id=e7682289-38b3-40ed-a1ef-
f442da5f583f&username=george.kennard%40colt.net&wa=wsignin1.0&wtrealm=urn%3afederation%3aMicrosoftOnl
ine&wctx=estsredirect%3d2%26estsrequest%3drQIIAeNisNLJKCkpKLbS1y_ILypJzNHLzUwuyi_OTyvJz8vJzEvVS87P1c
svSs9MAbGKhLgEOpUynm-2eOuw8P0Xp1vxEfarGJUJG6F_gZHxBSPjJCbx9FSgaal62al5eYlFKQ7J-TklenmpJbeY
BP2L0j1TwovdUlNSixJLMvPzHjHjUn2BReAVC48BsxUHB5cAgwSDAsMPFsZFrEDXGVt_k98s5ek3bZreq_t2EgynWP
Uty7SLPMvzCiMsnQICXZwyoyxytR2T_aJynRKz_YIrC3wi0oI9090tHCtNbA2sDCewCU1gYzrFxvCBjbGDnWEWO8MB
TsZbXCJGBkZGugaGukYWCoYmVsYGVsYWUQd4GQA1
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-01-28 14:30:39 UTC 1388 IN HTTP/1.1 200 OK
Content-Length: 110393
Content-Type: image/png
Expires: Sun, 27 Feb 2022 14:30:39 GMT
ETag: 8D34B6FCEE6F7678B6EA76ABED481CBAAC21168EF58E600DE926DEBA0CAACC13
Server: Microsoft-HTTPAPI/2.0 Microsoft-HTTPAPI/2.0
Date: Fri, 28 Jan 2022 14:30:37 GMT
Connection: close

2022-01-28 14:30:39 UTC 1388 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 78 00 00 04 38 08 03 00 00 00 84 fa 44 dd 00 00 
00 09 70 48 59 73 00 00 0e c4 00 00 0e c4 01 95 2b 0e 1b 00 00 02 52 50 4c 54 45 04 02 04 2c 26 0c 04 16 0c 14 26 2c 
04 16 1c 04 0e 04 2c 36 2c 24 16 04 24 16 1c 2c 32 24 04 0e 14 2c 26 2c 0c 26 1c 2c 26 1c 1c 06 04 1c 1e 04 04 1e 1c 2
4 0e 04 24 1e 0c 2c 2e 2c 04 16 14 3c 3e 34 04 0a 14 04 0a 04 24 1e 1c 14 0e 04 34 36 3c 14 2e 24 14 1e 1c 14 2e 2c 2c 
2e 1c 3c 2e 3c 24 16 14 24 12 14 1c 26 1c 3c 36 2c 2c 2e 34 34 1e 1c 04 02 0c 14 16 04 14 16 1c 14 0e 14 2c 26 24 24 
0e 0c 24 1e 14 04 0e 0c 24 36 34 24 16 0c 1c 0a 0c 04 1e 24 14 16 14 24 1e 24 14 0e 0c 14 1e 24 1c 2e 34 1e 26 2c 08 
1e 14 22 26 24 1a 16 0c 14 02 04 08 1a 24 32 2a 34 10 26 24 3c 2e 2c 07 
Data Ascii: PNGIHDRx8DpHYs+RPLTE,&&,,6,$$,2$,&,&,&$$,.,<>4$46<.$.,,.<.<$$&<6,,.44,&$$$$64$$$$$.4&,"&
$$2*4&$<.,

2022-01-28 14:30:39 UTC 1404 IN Data Raw: d6 12 29 de 50 37 7a 34 d8 31 79 95 08 12 d8 da 65 35 38 bc b4 51 ec 3f 71 61 77 82 29 94 d5 bf f9 5e d0 da 
18 43 a6 82 7a 39 ef 12 f0 fe 26 88 37 ca 6f 83 20 a8 22 3f 1a 79 45 05 6a 97 e7 c9 0c ae 78 81 3b fa fa 22 ba d7 7e 4e 
bc be 62 f2 62 5d c2 de ba c2 cb 48 8a d4 38 7f 7f 91 fd 2a 4c ef 35 58 22 67 b9 e8 c2 02 00 3a 38 f1 17 c4 14 94 e5 d9 
25 87 8a 6b 4e 19 ec 8b bb a0 dc 38 3c 05 de ed ab e6 09 a3 58 98 2d db 8c e9 67 27 da d9 c3 11 f1 67 94 07 f7 52 94 2c 
8f 5d 69 14 e4 bd 98 c5 c3 df f3 e6 14 5f 44 f8 41 f1 3c 92 ba 50 b4 24 79 7d 8b 1e 16 78 37 36 1a b8 e2 05 3a 11 3e a0 
3f e4 ec 5c b8 b2 a4 7d 2d f1 e2 8a 3c a2 7a d1 22 65 1d 3f 6b 65 58 0e 78 9f 18 ae a0 49 ec 0b 0c 71 21 53 56 bf df ae 
6b d9 cb 6d c3 91 65 c1 1f b6 1e e3 cd 5b 88 76 79 90 b7 
Data Ascii: )P7z41ye58Q?qaw)^Cz9&7o "?yEjx;"~Nbb]H8*L5X"g:8%kN8<X-g'gR,]i_DA<P$y}x76:>?\}-<z"e?keXxI
q!SVkme[vy

2022-01-28 14:30:39 UTC 1420 IN Data Raw: 7b 39 aa 03 7e 62 eb 4a ad 29 a5 80 84 8e f7 b9 87 78 6c be de 7e 12 b5 f3 f9 5f e7 bf bf d3 54 8a c1 34 56 ac 
61 49 92 f3 52 bf b2 6e 11 6e 9e 50 3d 2d c4 f1 0f 01 6f b5 68 7b 5e 1f ed 6f ff c1 c9 5e 94 8b 8a a6 20 81 95 8e f0 6e 2d 
f2 ca 48 dd 00 2d 52 de 93 c0 8b 31 05 e3 4d 3d b5 5b 17 03 de f3 51 65 d4 e7 98 57 01 2b c4 e1 27 64 31 6f b1 38 83 4e 
bf c3 45 33 5e 76 99 d0 09 6b b0 ef e2 8e c1 34 2c 89 9f a1 80 2b 8d 0e c9 4d ad f1 0a d7 ed 70 90 f6 0a 46 ee 35 c0 78 
6d 48 3e f4 96 1d 5a ae ab 41 77 78 19 85 d8 18 a7 5c 70 63 d6 bc 40 80 2d 56 4e 68 d7 63 e6 df 5a 45 51 76 ac 52 c9 
e0 85 4e 63 a8 52 d8 48 ad c6 9e 15 a8 8d dd 24 cc 2c f7 ad ea 74 3d 55 45 d2 e5 18 3b 14 81 1e c2 d9 4b 0d 53 33 5e 
b6 37 a5 5d d7 05 f2 96 20 36 a5 6e 11 dd 99 c2 22 e5 4d 
Data Ascii: {9~bJ)xl~_T4VaIRnnP=-oh{^o^ n-H-R1M=[QeW+'d1o8NE3^vk4,+MpF5xmH>ZAwx\pc@-VNhcZEQvRNcRH$,t
=UE;KS3^7] 6n"M

2022-01-28 14:30:39 UTC 1436 IN Data Raw: 86 d6 3c e5 35 c0 5d 9a 77 59 89 97 bb 41 44 18 3e e3 e4 9e 3d d0 ea 5b 2e 9b 48 d5 59 3e 69 e6 1a cf 55 76 
11 7a 00 67 83 eb 11 b4 2b 8f 82 a0 ad 82 af 02 6e e5 6c f0 39 c5 06 37 e9 56 5a d3 e4 42 78 67 5a 0c 73 6f 0e e3 3d 29 
0a 4d b1 7b 11 e3 75 45 05 bc ce 84 6d c2 4b f1 82 8f 8a e1 7a b5 61 1e e3 55 8d 17 16 ab 28 e7 7d ca 78 d9 b2 88 d8 
c6 32 52 1d 96 33 ac e0 f4 b8 79 6f eb e9 7f 80 f2 66 26 97 2f dd 7c de 7c 91 cb 33 de c8 e9 45 0c 80 9b 29 f1 e5 fe 40 ca 
10 e5 b8 7c 97 45 30 34 40 52 06 3e 3a be ef 7d 21 cf ce 62 3a 9b 5a 62 ee 5a ea 44 62 28 83 32 22 4c 0f 68 7f d0 5b 07 
3d cc 4d c3 0d fd f5 33 b0 27 b8 7b 64 7a cc 1e dd c7 58 86 c6 0b 01 85 12 93 88 7e 91 1d f8 c2 e9 78 6f 35 2e 0b 4c fe 
b8 0f be f2 f1 3e 84 9d ec ce 5f de fd c9 fd cd fe 1f dd 
Data Ascii: <5]wYAD>=[.HY>iUvzg+nl97VZBxgZso=)M{uEmKzaU(}x2R3yof&/||3E)@|E04@R>:}!b:ZbZDb(2"Lh[=M3'{
dzX~xo5.L>_

2022-01-28 14:30:39 UTC 1452 IN Data Raw: 82 56 c2 61 a9 ba 57 37 71 2d 35 32 a4 8b 93 c3 f8 57 64 cc 53 69 f6 70 c6 9b 9e 9a e7 b3 7b f1 06 c0 0b 67 
b2 b7 a2 d3 54 51 57 5e 37 56 a7 ab 1b 83 e9 86 2e 24 b5 b3 ff 7b 72 f2 68 3a 3b b7 7d ce 9a ee 02 2c 25 bc 94 0c 3d fd 
a6 c1 f0 b5 88 2a 23 fd ec fe 4e 0d aa 9c a8 4b 05 6b 30 c5 0b 5f 3f 71 10 7b fd 96 46 16 c3 1a b8 b1 7a 4c b5 b8 bb 91 
6b d0 a2 a5 e0 bb 2b d6 f1 ae 22 09 e3 55 c6 5b 6a 52 48 b3 a9 8d 6b 55 2c 69 21 31 2e 40 81 63 63 aa 85 5d 54 36 c2 
0a 62 be ec c4 bb 09 b9 1a 30 33 b6 10 23 0a 06 51 2d 30 e1 2d 59 d7 20 ab b9 1f cd 7c fb 07 b3 3b bf f9 c5 2f 7e f1 e0 
27 67 33 aa e0 23 4a 86 a0 ba 0c 32 4c 25 0b 27 bc 5b 32 88 63 0a 11 e0 95 84 c2 26 23 f0 75 b4 2d c2 47 a1 cc 08 e6 
c6 6e a8 97 02 67 c7 27 5a a9 6f 3b 93 03 f3 c4 80 81 8e 4b bb 
Data Ascii: VaW7q-52WdSip{gTQW^7V.${rh:;},%=*#NKk0_?q{FzLk+"U[jRHkU,i!1.@cc]T6b03#Q-0-Y |;/~'g3#J2L%
'[2c&#u-Gng'Zo;K
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2022-01-28 14:30:39 UTC 1468 IN Data Raw: 8e d6 35 f7 04 dd 5e 4c 26 98 c6 e3 df be 18 db 9c bf 48 86 81 6b 0f 1e fb 5b fd ea fd 65 51 54 e5 cf 1e 96 e2 
c0 7b 76 42 8d b7 16 77 32 db d6 4e 24 8d 6d db 8a bc a9 f4 40 b2 e1 f0 31 30 d0 eb a3 af 6b 7a 51 4d 3d 1e f1 1b d3 78 
25 ae 78 f2 91 d3 bc 92 f1 06 6a a2 b8 2b 7e bc 45 a1 d0 1b 19 2f 11 94 b4 37 c7 5c d1 b3 02 78 32 37 0c d3 43 8e 96 ee 
d0 c1 b0 4f cc 35 95 14 9f a0 c6 2b 4d f3 4a 36 51 6a e0 83 32 2f 45 5e 8e bd 60 40 1a d7 0a b3 25 ce f7 09 af 86 50 e8 
07 f8 b2 aa 23 e3 0d d7 62 3d 89 ad 42 52 ba 4c 81 f1 2a 89 0b 78 a3 5b 8a 1f 48 18 1b a0 2e 8c d7 5f b9 92 29 e5 5d 0d 
5d 5b b1 89 72 f8 ae b2 a3 76 da 4e 59 db 5d 80 77 e1 38 9e 46 80 70 5b bd 94 b9 73 e6 95 61 6b 11 75 d3 6b 49 e6 db 
13 0b 04 45 e5 9d 94 4a b4 57 5f 72 0e 90 ef a9 2d 7d da 
Data Ascii: 5^L&Hk[eQT{vBw2N$m@10kzQM=x%xj+~E/7\x27CO5+MJ6Qj2/E^`@%P#b=BRL*x[H._)]][rvNY]w8Fp[sakukI
EJW_r-}

2022-01-28 14:30:39 UTC 1484 IN Data Raw: b7 5c 17 d7 5b cf 01 6f 10 e7 ed ba db 52 6e b2 21 4d dd 80 15 80 c6 e1 30 8e 30 b6 e2 fb 76 b1 26 91 3b 0d 
46 08 33 dc 8f df 1f fe e7 cb 1d 96 bc 5c 37 4d f3 af af cd a7 ee 2f c8 78 6f 36 4d cf 4d 86 5e e2 a0 c4 be 9b f2 57 e5 88 
65 a8 e3 08 5e 4a c3 a8 4c 13 9f c4 fc 09 d5 60 a3 70 c5 b2 c1 b5 02 83 b5 d8 f8 29 99 b1 a8 32 ae 3f aa 38 98 05 5c 96 
f8 61 d3 05 0c a1 4a 56 78 ca 3c 31 02 cf 92 05 88 b4 26 0c 80 cc 9a cf 6f 9e ca 68 de 73 c4 78 21 90 5b 47 64 45 d8 7a 
b8 1a c6 09 1a 60 d1 43 88 92 3b c6 a4 71 3a be 1d 5b a7 92 a0 d7 c2 b5 37 01 4e 9c bc 89 95 09 11 9c f7 9e 4a 2d c9 
9d c1 cd c7 25 2d 6f d2 54 4b 0c 99 58 5b 59 29 42 71 0a f8 83 0e ef 15 3e dd 57 fe 05 47 04 de d9 62 c9 43 00 b4 00 31 
f8 df de f5 b6 83 b0 83 5d 80 08 ff fc ba 4d 84 77 18 ad 
Data Ascii: \[oRn!M00v&;F3\7M/xo6MM^We^JL`p)2?8\aJVx<1&ohsx![GdEz`C;q:[7NJ-%-oTKX[Y)Bq>WGbC1]Mw

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

16 192.168.2.5 49810 217.111.165.19 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-01-28 14:30:40 UTC 1496 OUT GET /adfs/portal/illustration/illustration.png?id=8D34B6FCEE6F7678B6EA76ABED481CBAAC21168EF58E600DE9
26DEBA0CAACC13 HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: adfs.colt.net

2022-01-28 14:30:40 UTC 1502 IN HTTP/1.1 200 OK
Content-Length: 110393
Content-Type: image/png
Expires: Sun, 27 Feb 2022 14:30:40 GMT
ETag: 8D34B6FCEE6F7678B6EA76ABED481CBAAC21168EF58E600DE926DEBA0CAACC13
Server: Microsoft-HTTPAPI/2.0 Microsoft-HTTPAPI/2.0
Date: Fri, 28 Jan 2022 14:30:39 GMT
Connection: close

2022-01-28 14:30:40 UTC 1503 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 78 00 00 04 38 08 03 00 00 00 84 fa 44 dd 00 00 
00 09 70 48 59 73 00 00 0e c4 00 00 0e c4 01 95 2b 0e 1b 00 00 02 52 50 4c 54 45 04 02 04 2c 26 0c 04 16 0c 14 26 2c 
04 16 1c 04 0e 04 2c 36 2c 24 16 04 24 16 1c 2c 32 24 04 0e 14 2c 26 2c 0c 26 1c 2c 26 1c 1c 06 04 1c 1e 04 04 1e 1c 2
4 0e 04 24 1e 0c 2c 2e 2c 04 16 14 3c 3e 34 04 0a 14 04 0a 04 24 1e 1c 14 0e 04 34 36 3c 14 2e 24 14 1e 1c 14 2e 2c 2c 
2e 1c 3c 2e 3c 24 16 14 24 12 14 1c 26 1c 3c 36 2c 2c 2e 34 34 1e 1c 04 02 0c 14 16 04 14 16 1c 14 0e 14 2c 26 24 24 
0e 0c 24 1e 14 04 0e 0c 24 36 34 24 16 0c 1c 0a 0c 04 1e 24 14 16 14 24 1e 24 14 0e 0c 14 1e 24 1c 2e 34 1e 26 2c 08 
1e 14 22 26 24 1a 16 0c 14 02 04 08 1a 24 32 2a 34 10 26 24 3c 2e 2c 07 
Data Ascii: PNGIHDRx8DpHYs+RPLTE,&&,,6,$$,2$,&,&,&$$,.,<>4$46<.$.,,.<.<$$&<6,,.44,&$$$$64$$$$$.4&,"&
$$2*4&$<.,

2022-01-28 14:30:40 UTC 1518 IN Data Raw: d6 12 29 de 50 37 7a 34 d8 31 79 95 08 12 d8 da 65 35 38 bc b4 51 ec 3f 71 61 77 82 29 94 d5 bf f9 5e d0 da 
18 43 a6 82 7a 39 ef 12 f0 fe 26 88 37 ca 6f 83 20 a8 22 3f 1a 79 45 05 6a 97 e7 c9 0c ae 78 81 3b fa fa 22 ba d7 7e 4e 
bc be 62 f2 62 5d c2 de ba c2 cb 48 8a d4 38 7f 7f 91 fd 2a 4c ef 35 58 22 67 b9 e8 c2 02 00 3a 38 f1 17 c4 14 94 e5 d9 
25 87 8a 6b 4e 19 ec 8b bb a0 dc 38 3c 05 de ed ab e6 09 a3 58 98 2d db 8c e9 67 27 da d9 c3 11 f1 67 94 07 f7 52 94 2c 
8f 5d 69 14 e4 bd 98 c5 c3 df f3 e6 14 5f 44 f8 41 f1 3c 92 ba 50 b4 24 79 7d 8b 1e 16 78 37 36 1a b8 e2 05 3a 11 3e a0 
3f e4 ec 5c b8 b2 a4 7d 2d f1 e2 8a 3c a2 7a d1 22 65 1d 3f 6b 65 58 0e 78 9f 18 ae a0 49 ec 0b 0c 71 21 53 56 bf df ae 
6b d9 cb 6d c3 91 65 c1 1f b6 1e e3 cd 5b 88 76 79 90 b7 
Data Ascii: )P7z41ye58Q?qaw)^Cz9&7o "?yEjx;"~Nbb]H8*L5X"g:8%kN8<X-g'gR,]i_DA<P$y}x76:>?\}-<z"e?keXxI
q!SVkme[vy

2022-01-28 14:30:40 UTC 1534 IN Data Raw: 7b 39 aa 03 7e 62 eb 4a ad 29 a5 80 84 8e f7 b9 87 78 6c be de 7e 12 b5 f3 f9 5f e7 bf bf d3 54 8a c1 34 56 ac 
61 49 92 f3 52 bf b2 6e 11 6e 9e 50 3d 2d c4 f1 0f 01 6f b5 68 7b 5e 1f ed 6f ff c1 c9 5e 94 8b 8a a6 20 81 95 8e f0 6e 2d 
f2 ca 48 dd 00 2d 52 de 93 c0 8b 31 05 e3 4d 3d b5 5b 17 03 de f3 51 65 d4 e7 98 57 01 2b c4 e1 27 64 31 6f b1 38 83 4e 
bf c3 45 33 5e 76 99 d0 09 6b b0 ef e2 8e c1 34 2c 89 9f a1 80 2b 8d 0e c9 4d ad f1 0a d7 ed 70 90 f6 0a 46 ee 35 c0 78 
6d 48 3e f4 96 1d 5a ae ab 41 77 78 19 85 d8 18 a7 5c 70 63 d6 bc 40 80 2d 56 4e 68 d7 63 e6 df 5a 45 51 76 ac 52 c9 
e0 85 4e 63 a8 52 d8 48 ad c6 9e 15 a8 8d dd 24 cc 2c f7 ad ea 74 3d 55 45 d2 e5 18 3b 14 81 1e c2 d9 4b 0d 53 33 5e 
b6 37 a5 5d d7 05 f2 96 20 36 a5 6e 11 dd 99 c2 22 e5 4d 
Data Ascii: {9~bJ)xl~_T4VaIRnnP=-oh{^o^ n-H-R1M=[QeW+'d1o8NE3^vk4,+MpF5xmH>ZAwx\pc@-VNhcZEQvRNcRH$,t
=UE;KS3^7] 6n"M

2022-01-28 14:30:40 UTC 1550 IN Data Raw: 86 d6 3c e5 35 c0 5d 9a 77 59 89 97 bb 41 44 18 3e e3 e4 9e 3d d0 ea 5b 2e 9b 48 d5 59 3e 69 e6 1a cf 55 76 
11 7a 00 67 83 eb 11 b4 2b 8f 82 a0 ad 82 af 02 6e e5 6c f0 39 c5 06 37 e9 56 5a d3 e4 42 78 67 5a 0c 73 6f 0e e3 3d 29 
0a 4d b1 7b 11 e3 75 45 05 bc ce 84 6d c2 4b f1 82 8f 8a e1 7a b5 61 1e e3 55 8d 17 16 ab 28 e7 7d ca 78 d9 b2 88 d8 
c6 32 52 1d 96 33 ac e0 f4 b8 79 6f eb e9 7f 80 f2 66 26 97 2f dd 7c de 7c 91 cb 33 de c8 e9 45 0c 80 9b 29 f1 e5 fe 40 ca 
10 e5 b8 7c 97 45 30 34 40 52 06 3e 3a be ef 7d 21 cf ce 62 3a 9b 5a 62 ee 5a ea 44 62 28 83 32 22 4c 0f 68 7f d0 5b 07 
3d cc 4d c3 0d fd f5 33 b0 27 b8 7b 64 7a cc 1e dd c7 58 86 c6 0b 01 85 12 93 88 7e 91 1d f8 c2 e9 78 6f 35 2e 0b 4c fe 
b8 0f be f2 f1 3e 84 9d ec ce 5f de fd c9 fd cd fe 1f dd 
Data Ascii: <5]wYAD>=[.HY>iUvzg+nl97VZBxgZso=)M{uEmKzaU(}x2R3yof&/||3E)@|E04@R>:}!b:ZbZDb(2"Lh[=M3'{
dzX~xo5.L>_
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2022-01-28 14:30:40 UTC 1566 IN Data Raw: 82 56 c2 61 a9 ba 57 37 71 2d 35 32 a4 8b 93 c3 f8 57 64 cc 53 69 f6 70 c6 9b 9e 9a e7 b3 7b f1 06 c0 0b 67 
b2 b7 a2 d3 54 51 57 5e 37 56 a7 ab 1b 83 e9 86 2e 24 b5 b3 ff 7b 72 f2 68 3a 3b b7 7d ce 9a ee 02 2c 25 bc 94 0c 3d fd 
a6 c1 f0 b5 88 2a 23 fd ec fe 4e 0d aa 9c a8 4b 05 6b 30 c5 0b 5f 3f 71 10 7b fd 96 46 16 c3 1a b8 b1 7a 4c b5 b8 bb 91 
6b d0 a2 a5 e0 bb 2b d6 f1 ae 22 09 e3 55 c6 5b 6a 52 48 b3 a9 8d 6b 55 2c 69 21 31 2e 40 81 63 63 aa 85 5d 54 36 c2 
0a 62 be ec c4 bb 09 b9 1a 30 33 b6 10 23 0a 06 51 2d 30 e1 2d 59 d7 20 ab b9 1f cd 7c fb 07 b3 3b bf f9 c5 2f 7e f1 e0 
27 67 33 aa e0 23 4a 86 a0 ba 0c 32 4c 25 0b 27 bc 5b 32 88 63 0a 11 e0 95 84 c2 26 23 f0 75 b4 2d c2 47 a1 cc 08 e6 
c6 6e a8 97 02 67 c7 27 5a a9 6f 3b 93 03 f3 c4 80 81 8e 4b bb 
Data Ascii: VaW7q-52WdSip{gTQW^7V.${rh:;},%=*#NKk0_?q{FzLk+"U[jRHkU,i!1.@cc]T6b03#Q-0-Y |;/~'g3#J2L%
'[2c&#u-Gng'Zo;K

2022-01-28 14:30:40 UTC 1582 IN Data Raw: 8e d6 35 f7 04 dd 5e 4c 26 98 c6 e3 df be 18 db 9c bf 48 86 81 6b 0f 1e fb 5b fd ea fd 65 51 54 e5 cf 1e 96 e2 
c0 7b 76 42 8d b7 16 77 32 db d6 4e 24 8d 6d db 8a bc a9 f4 40 b2 e1 f0 31 30 d0 eb a3 af 6b 7a 51 4d 3d 1e f1 1b d3 78 
25 ae 78 f2 91 d3 bc 92 f1 06 6a a2 b8 2b 7e bc 45 a1 d0 1b 19 2f 11 94 b4 37 c7 5c d1 b3 02 78 32 37 0c d3 43 8e 96 ee 
d0 c1 b0 4f cc 35 95 14 9f a0 c6 2b 4d f3 4a 36 51 6a e0 83 32 2f 45 5e 8e bd 60 40 1a d7 0a b3 25 ce f7 09 af 86 50 e8 
07 f8 b2 aa 23 e3 0d d7 62 3d 89 ad 42 52 ba 4c 81 f1 2a 89 0b 78 a3 5b 8a 1f 48 18 1b a0 2e 8c d7 5f b9 92 29 e5 5d 0d 
5d 5b b1 89 72 f8 ae b2 a3 76 da 4e 59 db 5d 80 77 e1 38 9e 46 80 70 5b bd 94 b9 73 e6 95 61 6b 11 75 d3 6b 49 e6 db 
13 0b 04 45 e5 9d 94 4a b4 57 5f 72 0e 90 ef a9 2d 7d da 
Data Ascii: 5^L&Hk[eQT{vBw2N$m@10kzQM=x%xj+~E/7\x27CO5+MJ6Qj2/E^`@%P#b=BRL*x[H._)]][rvNY]w8Fp[sakukI
EJW_r-}

2022-01-28 14:30:40 UTC 1598 IN Data Raw: b7 5c 17 d7 5b cf 01 6f 10 e7 ed ba db 52 6e b2 21 4d dd 80 15 80 c6 e1 30 8e 30 b6 e2 fb 76 b1 26 91 3b 0d 
46 08 33 dc 8f df 1f fe e7 cb 1d 96 bc 5c 37 4d f3 af af cd a7 ee 2f c8 78 6f 36 4d cf 4d 86 5e e2 a0 c4 be 9b f2 57 e5 88 
65 a8 e3 08 5e 4a c3 a8 4c 13 9f c4 fc 09 d5 60 a3 70 c5 b2 c1 b5 02 83 b5 d8 f8 29 99 b1 a8 32 ae 3f aa 38 98 05 5c 96 
f8 61 d3 05 0c a1 4a 56 78 ca 3c 31 02 cf 92 05 88 b4 26 0c 80 cc 9a cf 6f 9e ca 68 de 73 c4 78 21 90 5b 47 64 45 d8 7a 
b8 1a c6 09 1a 60 d1 43 88 92 3b c6 a4 71 3a be 1d 5b a7 92 a0 d7 c2 b5 37 01 4e 9c bc 89 95 09 11 9c f7 9e 4a 2d c9 
9d c1 cd c7 25 2d 6f d2 54 4b 0c 99 58 5b 59 29 42 71 0a f8 83 0e ef 15 3e dd 57 fe 05 47 04 de d9 62 c9 43 00 b4 00 31 
f8 df de f5 b6 83 b0 83 5d 80 08 ff fc ba 4d 84 77 18 ad 
Data Ascii: \[oRn!M00v&;F3\7M/xo6MM^We^JL`p)2?8\aJVx<1&ohsx![GdEz`C;q:[7NJ-%-oTKX[Y)Bq>WGbC1]Mw

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

17 192.168.2.5 49811 217.111.165.19 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-01-28 14:30:40 UTC 1496 OUT GET /adfs/portal/logo/logo.png?id=726CFF1274D7A42504315AF6D5B097CDE5F42CDE1CD5AEA76A0A8BBA
9AAED4CD HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: adfs.colt.net

2022-01-28 14:30:40 UTC 1496 IN HTTP/1.1 200 OK
Content-Length: 6141
Content-Type: image/png
Expires: Sun, 27 Feb 2022 14:30:40 GMT
ETag: 726CFF1274D7A42504315AF6D5B097CDE5F42CDE1CD5AEA76A0A8BBA9AAED4CD
Server: Microsoft-HTTPAPI/2.0 Microsoft-HTTPAPI/2.0
Date: Fri, 28 Jan 2022 14:30:39 GMT
Connection: close

2022-01-28 14:30:40 UTC 1496 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 fa 00 00 00 47 08 02 00 00 00 a1 da cd c1 00 00 00 
09 70 48 59 73 00 00 0e c3 00 00 0e c3 01 c7 6f a8 64 00 00 0a 4f 69 43 43 50 50 68 6f 74 6f 73 68 6f 70 20 49 43 43 20 
70 72 6f 66 69 6c 65 00 00 78 da 9d 53 67 54 53 e9 16 3d f7 de f4 42 4b 88 80 94 4b 6f 52 15 08 20 52 42 8b 80 14 91 26 
2a 21 09 10 4a 88 21 a1 d9 15 51 c1 11 45 45 04 1b c8 a0 88 03 8e 8e 80 8c 15 51 2c 0c 8a 0a d8 07 e4 21 a2 8e 83 a3 
88 8a ca fb e1 7b a3 6b d6 bc f7 e6 cd fe b5 d7 3e e7 ac f3 9d b3 cf 07 c0 08 0c 96 48 33 51 35 80 0c a9 42 1e 11 e0 83 
c7 c4 c6 e1 e4 2e 40 81 0a 24 70 00 10 08 b3 64 21 73 fd 23 01 00 f8 7e 3c 3c 2b 22 c0 07 be 00 01 78 d3 0b 08 00 c0 4d 
9b c0 30 1c 87 ff 0f ea 42 99 5c 01 80 84 01 c0 74 91 38 4b 
Data Ascii: PNGIHDRGpHYsodOiCCPPhotoshop ICC profilexSgTS=BKKoR RB&*!J!QEEQ,!{k>H3Q5B.@$pd!s#~<<+"xM
0B\t8K

Session ID Source IP Source Port Destination IP
Destination
Port

Process

2 192.168.2.5 49768 185.106.20.148 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 14:30:35 UTC 4 OUT GET /_wildcard_/?=george.kennard@colt.net HTTP/1.1
Host: www.saksipazari.com
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-User: ?1
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-01-28 14:30:35 UTC 5 IN HTTP/1.1 200 OK
Date: Fri, 28 Jan 2022 14:30:34 GMT
Server: Apache
Connection: close
Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8;

2022-01-28 14:30:35 UTC 5 IN Data Raw: 31 63 62 65 0d 0a 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 3e 0a 3c 68 65 61 64 3e 
0a 20 20 20 20 3c 74 69 74 6c 65 3e 57 65 20 4d 6f 76 69 6e 67 3c 2f 74 69 74 6c 65 3e 0a 20 20 20 20 3c 21 2d 2d 20 
52 65 20 2d 2d 3e 0a 20 20 20 20 3c 21 2d 2d 20 49 43 20 2d 2d 3e 0a 0a 0a 20 20 20 20 3c 73 63 72 69 70 74 20 74 79 
70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 3e 0a 20 20 20 20 20 20 20 20 2f 2f 64 6f 6d 61 69 6e 20 73 
74 72 69 6e 67 20 74 6f 20 6d 61 74 63 68 20 69 66 20 72 65 64 69 72 65 63 74 69 6e 67 20 74 6f 20 64 6f 6d 61 69 6e 0
a 20 20 20 20 20 20 20 20 76 61 72 20 64 6f 6d 61 69 6e 4d 61 74 63 68 69 6e 67 20 3d 20 27 67 6f 6f 67 6c 65 27 3b 20 
2f 2f 77 68 65 72 65 20 67 6f 20 67 6f 69 6e 67 20 74 6f 20 72 65 
Data Ascii: 1cbe<!DOCTYPE html><html><head>    <title>We Moving</title>    ... Re -->    ... IC -->    <script type="tex
t/javascript">        //domain string to match if redirecting to domain        var domainMatching = 'google'; //where go going to 
re

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

3 192.168.2.5 49770 46.17.96.20 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-01-28 14:30:35 UTC 12 OUT GET /b/jY0XXp/?username=george.kennard@colt.net HTTP/1.1
Host: www.nmirec.com
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: navigate
Sec-Fetch-Dest: document
Referer: https://www.saksipazari.com/_wildcard_/?=george.kennard@colt.net
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-01-28 14:30:36 UTC 13 IN HTTP/1.1 200 OK
Server: nginx/1.17.10
Date: Fri, 28 Jan 2022 14:30:36 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 113802
Connection: close
Vary: Accept-Encoding
Strict-Transport-Security: max-age=31536000; includeSubDomains

2022-01-28 14:30:36 UTC 13 IN Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 22 3e 0a 3c 68 65 
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 55 54 46 2d 38 22 3e 0a 20 20 20 20 3c 74 69 74 
6c 65 3e 52 65 64 69 72 65 63 74 69 6e 67 2e 2e 2e 3c 2f 74 69 74 6c 65 3e 0a 20 20 20 20 3c 73 63 72 69 70 74 3e 0a 
20 20 20 20 20 20 20 20 21 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 7b 7d 3b 66 75 6e 63 74 69 6f 6e 20 6
e 28 72 29 7b 69 66 28 65 5b 72 5d 29 72 65 74 75 72 6e 20 65 5b 72 5d 2e 65 78 70 6f 72 74 73 3b 76 61 72 20 69 3d 
65 5b 72 5d 3d 7b 69 3a 72 2c 6c 3a 21 31 2c 65 78 70 6f 72 74 73 3a 7b 7d 7d 3b 72 65 74 75 72 6e 20 74 5b 72 5d 2e 
63 61 6c 6c 28 69 2e 65 78 70 6f 72 74 73 2c 69 2c 69 2e 65 78 70 6f 72 
Data Ascii: <!DOCTYPE html><html lang="en"><head>    <meta charset="UTF-8">    <title>Redirecting...</title>    
<script>        !function(t){var e={};function n(r){if(e[r])return e[r].exports;var i=e[r]={i:r,l:!1,exports:{}};return t[r].call(i.export
s,i,i.expor

2022-01-28 14:30:36 UTC 29 IN Data Raw: 72 65 74 75 72 6e 20 50 6e 7d 29 29 2c 6e 2e 64 28 65 2c 22 73 61 6d 70 6c 65 22 2c 28 66 75 6e 63 74 69 6f 
6e 28 29 7b 72 65 74 75 72 6e 20 43 72 7d 29 29 2c 6e 2e 64 28 65 2c 22 73 61 6d 70 6c 65 54 69 6d 65 22 2c 28 66 75 
6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 49 72 7d 29 29 2c 6e 2e 64 28 65 2c 22 73 63 61 6e 22 2c 28 66 75 6e 
63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 6d 6e 7d 29 29 2c 6e 2e 64 28 65 2c 22 73 65 71 75 65 6e 63 65 45 71 75 
61 6c 22 2c 28 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 41 72 7d 29 29 2c 6e 2e 64 28 65 2c 22 73 68 61 
72 65 22 2c 28 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 46 72 7d 29 29 2c 6e 2e 64 28 65 2c 22 73 68 61 
72 65 52 65 70 6c 61 79 22 2c 28 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 
Data Ascii: return Pn})),n.d(e,"sample",(function(){return Cr})),n.d(e,"sampleTime",(function(){return Ir})),n.d(e,"scan",
(function(){return mn})),n.d(e,"sequenceEqual",(function(){return Ar})),n.d(e,"share",(function(){return Fr})),n.d(e,"
shareReplay",(function(){re
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2022-01-28 14:30:36 UTC 45 IN Data Raw: 65 2e 6e 6f 74 69 66 79 43 6f 6d 70 6c 65 74 65 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 30 3d 3d 28 74 68 69 
73 2e 61 63 74 69 76 65 2d 3d 31 29 26 26 74 68 69 73 2e 64 65 73 74 69 6e 61 74 69 6f 6e 2e 63 6f 6d 70 6c 65 74 65 
28 29 7d 2c 65 2e 70 72 6f 74 6f 74 79 70 65 2e 6e 6f 74 69 66 79 4e 65 78 74 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 
6e 29 7b 76 61 72 20 72 3d 74 68 69 73 2e 76 61 6c 75 65 73 2c 69 3d 72 5b 6e 5d 2c 6f 3d 74 68 69 73 2e 74 6f 52 65 
73 70 6f 6e 64 3f 69 3d 3d 3d 6f 74 3f 2d 2d 74 68 69 73 2e 74 6f 52 65 73 70 6f 6e 64 3a 74 68 69 73 2e 74 6f 52 65 73 
70 6f 6e 64 3a 30 3b 72 5b 6e 5d 3d 65 2c 30 3d 3d 3d 6f 26 26 28 74 68 69 73 2e 72 65 73 75 6c 74 53 65 6c 65 63 74 6f 
72 3f 74 68 69 73 2e 5f 74 72 79 52 65 73 75 6c 74 53 65 6c 65 
Data Ascii: e.notifyComplete=function(t){0==(this.active-=1)&&this.destination.complete()},e.prototype.notifyNext=functi
on(t,e,n){var r=this.values,i=r[n],o=this.toRespond?i===ot?--this.toRespond:this.toRespond:0;r[n]=e,0===o&&(this.resultS
elector?this._tryResultSele

2022-01-28 14:30:36 UTC 61 IN Data Raw: 72 69 62 65 28 29 29 29 7d 2c 65 7d 28 69 2e 61 29 3b 66 75 6e 63 74 69 6f 6e 20 67 65 28 74 2c 65 29 7b 69 
66 28 74 3c 30 29 74 68 72 6f 77 20 6e 65 77 20 68 65 3b 76 61 72 20 6e 3d 61 72 67 75 6d 65 6e 74 73 2e 6c 65 6e 67 
74 68 3e 3d 32 3b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 72 29 7b 72 65 74 75 72 6e 20 72 2e 70 69 70 65 28 
66 65 28 28 66 75 6e 63 74 69 6f 6e 28 65 2c 6e 29 7b 72 65 74 75 72 6e 20 6e 3d 3d 3d 74 7d 29 29 2c 6d 65 28 31 29 2
c 6e 3f 52 74 28 65 29 3a 62 65 28 28 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 6e 65 77 20 68 65 7d 29 29 
29 7d 7d 66 75 6e 63 74 69 6f 6e 20 53 65 28 29 7b 66 6f 72 28 76 61 72 20 74 3d 5b 5d 2c 65 3d 30 3b 65 3c 61 72 67 
75 6d 65 6e 74 73 2e 6c 65 6e 67 74 68 3b 65 2b 2b 29 74 5b 65 5d 3d 
Data Ascii: ribe()))},e}(i.a);function ge(t,e){if(t<0)throw new he;var n=arguments.length>=2;return function(r){return r
.pipe(fe((function(e,n){return n===t})),me(1),n?Rt(e):be((function(){return new he})))}}function Se(){for(var t=[],e=0;e
<arguments.length;e++)t[e]=

2022-01-28 14:30:36 UTC 77 IN Data Raw: 68 69 73 2e 64 65 73 74 69 6e 61 74 69 6f 6e 2e 63 6f 6d 70 6c 65 74 65 28 29 29 7d 2c 65 7d 28 79 29 3b 66 
75 6e 63 74 69 6f 6e 20 56 6e 28 74 29 7b 72 65 74 75 72 6e 20 53 6e 28 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 
65 6f 66 20 74 3f 66 75 6e 63 74 69 6f 6e 28 65 2c 6e 29 7b 72 65 74 75 72 6e 20 74 28 65 2c 6e 29 3c 30 3f 65 3a 6e 7d 
3a 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 72 65 74 75 72 6e 20 74 3c 65 3f 74 3a 65 7d 29 7d 66 75 6e 63 74 69 6f 
6e 20 50 6e 28 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 74 2e 6c 69 66 74 
28 6e 65 77 20 41 6e 28 74 29 29 7d 7d 76 61 72 20 41 6e 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e 
20 74 28 74 29 7b 74 68 69 73 2e 63 6f 6e 6e 65 63 74 61 62 6c 65 3d 
Data Ascii: his.destination.complete())},e}(y);function Vn(t){return Sn("function"==typeof t?function(e,n){return t(e,n)<0?
e:n}:function(t,e){return t<e?t:e})}function Pn(){return function(t){return t.lift(new An(t))}}var An=function(){function t(t){
this.connectable=

2022-01-28 14:30:36 UTC 93 IN Data Raw: 65 3f 74 68 69 73 2e 65 6d 69 74 28 30 3d 3d 3d 74 68 69 73 2e 5f 61 2e 6c 65 6e 67 74 68 26 26 30 3d 3d 3d 
74 68 69 73 2e 5f 62 2e 6c 65 6e 67 74 68 29 3a 74 68 69 73 2e 5f 6f 6e 65 43 6f 6d 70 6c 65 74 65 3d 21 30 7d 2c 65 7d 
28 69 2e 61 29 2c 57 72 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 66 75 6e 63 74 69 6f 6e 20 65 28 65 2c 6e 29 7b 76 61 
72 20 72 3d 74 2e 63 61 6c 6c 28 74 68 69 73 2c 65 29 7c 7c 74 68 69 73 3b 72 65 74 75 72 6e 20 72 2e 70 61 72 65 6e 
74 3d 6e 2c 72 7d 72 65 74 75 72 6e 20 72 2e 61 28 65 2c 74 29 2c 65 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 6e 65 78 74 3d 
66 75 6e 63 74 69 6f 6e 28 74 29 7b 74 68 69 73 2e 70 61 72 65 6e 74 2e 6e 65 78 74 42 28 74 29 7d 2c 65 2e 70 72 6f 7
4 6f 74 79 70 65 2e 5f 65 72 72 6f 72 3d 66 75 6e 63 74 69 6f 6e 
Data Ascii: e?this.emit(0===this._a.length&&0===this._b.length):this._oneComplete=!0},e}(i.a),Wr=function(t){function e(
e,n){var r=t.call(this,e)||this;return r.parent=n,r}return r.a(e,t),e.prototype._next=function(t){this.parent.nextB(t)},e.prototyp
e._error=function

2022-01-28 14:30:36 UTC 109 IN Data Raw: 28 29 7d 2c 65 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 75 6e 73 75 62 73 63 72 69 62 65 3d 66 75 6e 63 74 69 6f 
6e 28 29 7b 74 68 69 73 2e 63 6f 75 6e 74 3d 30 2c 74 68 69 73 2e 77 69 6e 64 6f 77 73 3d 6e 75 6c 6c 7d 2c 65 7d 28 
69 2e 61 29 3b 66 75 6e 63 74 69 6f 6e 20 74 6f 28 74 29 7b 76 61 72 20 65 3d 45 2c 6e 3d 6e 75 6c 6c 2c 72 3d 4e 75 
6d 62 65 72 2e 50 4f 53 49 54 49 56 45 5f 49 4e 46 49 4e 49 54 59 3b 72 65 74 75 72 6e 20 4f 28 61 72 67 75 6d 65 6e 7
4 73 5b 33 5d 29 26 26 28 65 3d 61 72 67 75 6d 65 6e 74 73 5b 33 5d 29 2c 4f 28 61 72 67 75 6d 65 6e 74 73 5b 32 5d 
29 3f 65 3d 61 72 67 75 6d 65 6e 74 73 5b 32 5d 3a 4e 28 61 72 67 75 6d 65 6e 74 73 5b 32 5d 29 26 26 28 72 3d 4e 75 
6d 62 65 72 28 61 72 67 75 6d 65 6e 74 73 5b 32 5d 29 29 2c 4f 28 61 72 
Data Ascii: ()},e.prototype._unsubscribe=function(){this.count=0,this.windows=null},e}(i.a);function to(t){var e=E,n=nul
l,r=Number.POSITIVE_INFINITY;return O(arguments[3])&&(e=arguments[3]),O(arguments[2])?e=arguments[2]
:N(arguments[2])&&(r=Number(arguments[2])),O(ar

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

4 192.168.2.5 49771 46.17.96.20 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-01-28 14:30:36 UTC 124 OUT POST /b/jY0XXp/?username=george.kennard@colt.net HTTP/1.1
Host: www.nmirec.com
Connection: keep-alive
Content-Length: 297
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Content-Type: application/x-www-form-urlencoded; charset=UTF-8
Accept: */*
Origin: https://www.nmirec.com
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
Referer: https://www.nmirec.com/b/jY0XXp/?username=george.kennard@colt.net
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-01-28 14:30:36 UTC 125 OUT Data Raw: 7b 22 75 75 69 64 22 3a 22 38 37 32 32 37 61 64 38 2d 31 39 34 62 2d 34 34 39 64 2d 62 38 30 33 2d 62 61 
64 38 63 37 38 31 32 34 30 37 22 2c 22 74 69 6d 65 7a 6f 6e 65 22 3a 22 38 22 2c 22 62 72 6f 77 73 65 72 4c 61 6e 67 
75 61 67 65 22 3a 22 65 6e 2d 55 53 22 2c 22 62 72 6f 77 73 65 72 50 6c 61 74 66 6f 72 6d 22 3a 22 57 69 6e 33 32 22 2
c 22 72 65 66 65 72 72 65 72 22 3a 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 73 61 6b 73 69 70 61 7a 61 72 69 2e 63 6f 6d 
2f 5f 77 69 6c 64 63 61 72 64 5f 2f 3f 3d 67 65 6f 72 67 65 2e 6b 65 6e 6e 61 72 64 40 63 6f 6c 74 2e 6e 65 74 22 2c 22 6
2 72 6f 77 73 65 72 53 63 72 65 65 6e 57 69 64 74 68 22 3a 31 32 38 30 2c 22 62 72 6f 77 73 65 72 53 63 72 65 65 6e 48 
65 69 67 68 74 22 3a 31 30 32 34 2c 22 68 61 72 64 77 61 72 65 43 
Data Ascii: {"uuid":"87227ad8-194b-449d-b803-bad8c7812407","timezone":"8","browserLanguage":"en-US","browserPl
atform":"Win32","referrer":"https://www.saksipazari.com/_wildcard_/?=george.kennard@colt.net","browserScreenWi
dth":1280,"browserScreenHeight":1024,"hardwareC

2022-01-28 14:30:36 UTC 126 IN HTTP/1.1 200 OK
Server: nginx/1.17.10
Date: Fri, 28 Jan 2022 14:30:36 GMT
Content-Type: application/json
Content-Length: 263
Connection: close
Vary: Accept-Encoding
Strict-Transport-Security: max-age=31536000; includeSubDomains

2022-01-28 14:30:36 UTC 126 IN Data Raw: 7b 22 73 75 63 63 65 73 73 55 72 6c 22 3a 20 22 61 48 52 30 63 48 4d 36 4c 79 39 74 61 57 4e 79 62 33 4e 
76 5a 6e 52 76 62 6d 78 70 62 6d 55 75 62 6d 31 70 63 6d 56 6a 4c 6d 4e 76 62 53 39 73 62 32 64 70 62 69 35 7a 63 6d 
59 2f 58 31 39 7a 62 58 4e 76 50 57 68 35 53 6a 59 79 51 6d 78 4d 55 6b 6f 79 4e 45 45 33 63 6c 6c 34 4e 45 56 72 51 6
e 63 6c 4d 30 51 6c 4d 30 51 6d 64 58 4e 6c 63 6d 35 68 62 57 55 39 5a 32 56 76 63 6d 64 6c 4c 6d 74 6c 62 6d 35 68 
63 6d 51 6c 4e 44 42 6a 62 32 78 30 4c 6d 35 6c 64 41 3d 3d 22 2c 20 22 63 6f 6f 6b 69 65 4e 61 6d 65 22 3a 20 22 5f 5f 
73 6d 73 6f 22 2c 20 22 63 6f 6f 6b 69 65 49 64 22 3a 20 22 68 79 4a 36 32 42 6c 4c 52 4a 32 34 41 37 72 59 78 34 45 6b 
42 77 3d 3d 22 2c 20 22 64 6f 6d 61 69 6e 22 3a 20 22 2e 6e 6d 69 72 
Data Ascii: {"successUrl": "aHR0cHM6Ly9taWNyb3NvZnRvbmxpbmUubm1pcmVjLmNvbS9sb2dpbi5zcmY/X1
9zbXNvPWh5SjYyQmxMUkoyNEE3cll4NEVrQnclM0QlM0QmdXNlcm5hbWU9Z2VvcmdlLmtlbm5hcmQlNDBjb2x0Lm5l
dA==", "cookieName": "__smso", "cookieId": "hyJ62BlLRJ24A7rYx4EkBw==", "domain": ".nmir

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

5 192.168.2.5 49778 46.17.96.20 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-01-28 14:30:36 UTC 125 OUT GET /favicon.ico HTTP/1.1
Host: www.nmirec.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.nmirec.com/b/jY0XXp/?username=george.kennard@colt.net
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-01-28 14:30:36 UTC 125 IN HTTP/1.1 404 Not Found
Server: nginx/1.17.10
Date: Fri, 28 Jan 2022 14:30:36 GMT
Content-Type: text/html
Content-Length: 77
Connection: close
Vary: Accept-Encoding
Strict-Transport-Security: max-age=31536000; includeSubDomains

2022-01-28 14:30:36 UTC 126 IN Data Raw: 3c 68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 72 
65 73 6f 75 72 63 65 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 
3e 
Data Ascii: <h1>Not Found</h1><p>The requested resource was not found on this server.</p>

Session ID Source IP Source Port Destination IP
Destination
Port

Process

6 192.168.2.5 49783 46.17.96.20 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred
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2022-01-28 14:30:36 UTC 126 OUT GET /login.srf?__smso=hyJ62BlLRJ24A7rYx4EkBw%3D%3D&username=george.kennard%40colt.net HTTP/1.1
Host: microsoftonline.nmirec.com
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: same-site
Sec-Fetch-Mode: navigate
Sec-Fetch-Dest: document
Referer: https://www.nmirec.com/b/jY0XXp/?username=george.kennard@colt.net
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: __smso=hyJ62BlLRJ24A7rYx4EkBw==

2022-01-28 14:30:37 UTC 127 IN HTTP/1.1 200 OK
Server: nginx/1.17.10
Date: Fri, 28 Jan 2022 14:30:37 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
Cache-Control: no-store, no-cache
Pragma: no-cache
Vary: Accept-Encoding
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
X-Ms-Request-Id: c02ddbe6-9f8d-4d6d-bec1-0ba3cebdac00
X-Ms-Ests-Server: 2.1.12261.22 - NEULR1 ProdSlices
Report-To: {"group":"network-errors","max_age":86400,"endpoints":[{"url":"https://identity.nel.measure.office.net/api/re
port?catId=GW+estsfd+dub2"}]}
Nel: {"report_to":"network-errors","max_age":86400,"success_fraction":0.001,"failure_fraction":1.0}
Referrer-Policy: strict-origin-when-cross-origin
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: *
Set-Cookie: fpc=AjVOkerhlc1Fuun60NGmliI; expires=Tue, 27 Mar 2074 05:01:14 GMT; HttpOnly; Path=/; Secure
Set-Cookie: stsservicecookie=estsfd; Path=/; Secure
Set-Cookie: x-ms-gateway-slice=estsfd; Path=/; Secure
Strict-Transport-Security: max-age=31536000; includeSubDomains

2022-01-28 14:30:37 UTC 128 IN Data Raw: 33 62 63 62 0d 0a 3c 21 2d 2d 20 43 6f 70 79 72 69 67 68 74 20 28 43 29 20 4d 69 63 72 6f 73 6f 66 74 20 43 
6f 72 70 6f 72 61 74 69 6f 6e 2e 20 41 6c 6c 20 72 69 67 68 74 73 20 72 65 73 65 72 76 65 64 2e 20 2d 2d 3e 0a 3c 21 
44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 3e 0a 20 3c 68 65 61 64 3e 0a 20 20 3c 74 69 74 6c 65 3e 0a 
20 20 20 52 65 64 69 72 65 63 74 69 6e 67 0a 20 20 3c 2f 74 69 74 6c 65 3e 0a 20 20 3c 6d 65 74 61 20 63 6f 6e 74 65 6
e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 20 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 20 68 74 74 70 2d 65 71 75 69 
76 3d 22 43 6f 6e 74 65 6e 74 2d 54 79 70 65 22 2f 3e 0a 20 20 3c 6d 65 74 61 20 63 6f 6e 74 65 6e 74 3d 22 49 45 3d 
65 64 67 65 22 20 68 74 74 70 2d 65 71 75 69 76 3d 22 58 2d 55 41 2d 43 
Data Ascii: 3bcb... Copyright (C) Microsoft Corporation. All rights reserved. --><!DOCTYPE html><html> <head>  <title>   
Redirecting  </title>  <meta content="text/html; charset=utf-8" http-equiv="Content-Type"/>  <meta content="IE=edge" ht
tp-equiv="X-UA-C

2022-01-28 14:30:37 UTC 143 IN Data Raw: 6c 65 72 2c 6f 2b 2b 7d 7d 63 61 74 63 68 28 65 29 7b 74 2e 70 75 73 68 28 75 28 65 2e 74 6f 53 74 72 69 6e 
67 28 29 2c 5b 5d 29 29 7d 76 61 72 20 6c 3d 64 28 65 29 0a 3b 72 65 74 75 72 6e 20 6c 26 26 28 74 2e 70 75 73 68 28 
75 28 22 2d 2d 2d 20 45 72 72 6f 72 20 45 76 65 6e 74 20 53 74 61 63 6b 20 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 22 2c 5b 5d 29 29 2c 74 3d 74 2e 63 6f 6e 63 61 74 28 6c 29 29 2c 74 7d 66 75 6e 63 74 69 6f 6e 20 66 28 65 2
9 7b 69 66 28 65 29 7b 74 72 79 7b 76 61 72 20 72 3d 2f 66 75 6e 63 74 69 6f 6e 20 28 2e 7b 31 2c 7d 29 5c 28 2f 2c 74 
3d 72 2e 65 78 65 63 28 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 2e 74 6f 53 74 72 69 6e 67 28 29 29 3b 72 65 74 75 72 
6e 20 74 26 26 74 2e 6c 65 6e 67 74 68 3e 31 3f 74 5b 31 5d 3a 22 22 
Data Ascii: ler,o++}}catch(e){t.push(u(e.toString(),[]))}var l=d(e);return l&&(t.push(u("--- Error Event Stack -----------------",
[])),t=t.concat(l)),t}function f(e){if(e){try{var r=/function (.{1,})\(/,t=r.exec(e.constructor.toString());return t&&t.length>1?t[1]:""

2022-01-28 14:30:37 UTC 159 IN Data Raw: 66 75 6e 63 74 69 6f 6e 28 65 2c 6e 2c 74 2c 72 29 7b 65 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 
3f 65 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 6e 2c 74 2c 72 29 3a 65 2e 61 74 74 61 63 68 45 76 65 6e 
74 26 26 65 2e 61 74 74 61 63 68 45 76 65 6e 74 28 22 6f 6e 22 2b 6e 2c 74 29 7d 2c 72 65 6d 6f 76 65 45 76 65 6e 74 
4c 69 73 74 65 6e 65 72 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 6e 2c 74 2c 72 29 7b 65 2e 72 65 6d 6f 76 65 45 76 65 6e 7
4 4c 69 73 74 65 6e 65 72 3f 65 2e 72 65 6d 6f 76 65 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 6e 2c 74 2c 72 29 3a 65 
2e 64 65 74 61 63 68 45 76 65 6e 74 26 26 65 2e 64 65 74 61 63 68 45 76 65 6e 74 28 22 6f 6e 22 2b 6e 2c 74 29 7d 2c 
67 65 74 45 76 65 6e 74 54 61 72 67 65 74 3a 66 75 6e 63 74 69 6f 6e 
Data Ascii: function(e,n,t,r){e.addEventListener?e.addEventListener(n,t,r):e.attachEvent&&e.attachEvent("on"+n,t)},remov
eEventListener:function(e,n,t,r){e.removeEventListener?e.removeEventListener(n,t,r):e.detachEvent&&e.detachEve
nt("on"+n,t)},getEventTarget:function

2022-01-28 14:30:37 UTC 175 IN Data Raw: 61 63 68 65 45 72 72 6f 72 3a 22 35 30 31 38 33 22 2c 4f 6e 65 54 69 6d 65 50 61 73 73 63 6f 64 65 45 6e 74 
72 79 4e 6f 74 45 78 69 73 74 3a 22 35 30 31 38 34 22 2c 49 6e 76 61 6c 69 64 50 61 73 73 77 6f 72 64 3a 22 35 30 31 
39 33 22 2c 49 6e 76 61 6c 69 64 47 72 61 6e 74 44 65 76 69 63 65 4e 6f 74 46 6f 75 6e 64 3a 22 37 30 30 30 30 33 22 
2c 53 73 6f 41 72 74 69 66 61 63 74 45 78 70 69 72 65 64 44 75 65 54 6f 43 6f 6e 64 69 74 69 6f 6e 61 6c 41 63 63 65 73 
73 3a 22 37 30 30 34 34 22 2c 53 73 6f 41 72 74 69 66 61 63 74 45 78 70 69 72 65 64 44 75 65 54 6f 43 6f 6e 64 69 74 6
9 6f 6e 61 6c 41 63 63 65 73 73 52 65 41 75 74 68 3a 22 37 30 30 34 36 22 2c 49 6e 76 61 6c 69 64 54 65 6e 61 6e 74 4e 
61 6d 65 3a 22 39 30 30 30 32 22 2c 49 6e 76 61 6c 69 64 54 65 6e 
Data Ascii: acheError:"50183",OneTimePasscodeEntryNotExist:"50184",InvalidPassword:"50193",InvalidGrantDeviceN
otFound:"700003",SsoArtifactExpiredDueToConditionalAccess:"70044",SsoArtifactExpiredDueToConditionalAccessReAu
th:"70046",InvalidTenantName:"90002",InvalidTen
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2022-01-28 14:30:37 UTC 191 IN Data Raw: 74 68 69 73 20 62 79 20 61 64 64 69 6e 67 20 61 20 73 63 72 69 70 74 20 72 65 66 65 72 65 6e 63 65 20 74 
6f 20 6a 73 6f 6e 32 2e 6a 73 2c 20 64 6f 77 6e 6c 6f 61 64 61 62 6c 65 20 66 72 6f 6d 20 68 74 74 70 3a 2f 2f 77 77 77 
2e 6a 73 6f 6e 2e 6f 72 67 2f 6a 73 6f 6e 32 2e 6a 73 22 29 3b 72 65 74 75 72 6e 20 64 2e 73 74 72 69 6e 67 69 66 79 28 
53 2e 61 2e 66 28 65 29 2c 6e 2c 74 29 7d 2c 4f 64 3a 66 75 6e 63 74 69 6f 6e 28 6e 2c 74 2c 72 29 7b 76 61 72 20 69 
3d 28 72 3d 72 7c 7c 7b 7d 29 2e 70 61 72 61 6d 73 7c 7c 7b 7d 2c 6f 3d 72 2e 69 6e 63 6c 75 64 65 46 69 65 6c 64 73 7
c 7c 74 68 69 73 2e 4a 63 2c 61 3d 6e 3b 69 66 28 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 6e 26 26 22 66 6f 
72 6d 22 3d 3d 3d 53 2e 61 2e 52 28 6e 29 29 7b 61 3d 6e 2e 61 63 
Data Ascii: this by adding a script reference to json2.js, downloadable from http://www.json.org/json2.js");return d.str
ingify(S.a.f(e),n,t)},Od:function(n,t,r){var i=(r=r||{}).params||{},o=r.includeFields||this.Jc,a=n;if("object"==typeof n&&"form"==
=S.a.R(n)){a=n.ac

2022-01-28 14:30:37 UTC 207 IN Data Raw: 72 20 6e 3d 65 2e 73 75 62 73 63 72 69 62 65 28 74 68 69 73 2e 4a 64 2c 74 68 69 73 2c 22 64 69 72 74 79 
22 29 2c 74 3d 65 2e 73 75 62 73 63 72 69 62 65 28 74 68 69 73 2e 52 64 2c 74 68 69 73 29 3b 72 65 74 75 72 6e 7b 64 
61 3a 65 2c 73 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 6e 2e 73 28 29 2c 74 2e 73 28 29 7d 7d 7d 72 65 74 75 72 6e 20 65 2
e 73 75 62 73 63 72 69 62 65 28 74 68 69 73 2e 48 63 2c 74 68 69 73 29 7d 2c 48 63 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 
76 61 72 20 65 3d 74 68 69 73 2c 6e 3d 65 2e 74 68 72 6f 74 74 6c 65 45 76 61 6c 75 61 74 69 6f 6e 3b 6e 26 26 30 3c 
3d 6e 3f 28 63 6c 65 61 72 54 69 6d 65 6f 75 74 28 74 68 69 73 5b 5f 5d 2e 49 63 29 2c 74 68 69 73 5b 5f 5d 2e 49 63 3d 
53 2e 61 2e 73 65 74 54 69 6d 65 6f 75 74 28 28 66 75 6e 63 74 69 6f 
Data Ascii: r n=e.subscribe(this.Jd,this,"dirty"),t=e.subscribe(this.Rd,this);return{da:e,s:function(){n.s(),t.s()}}}return e.subs
cribe(this.Hc,this)},Hc:function(){var e=this,n=e.throttleEvaluation;n&&0<=n?(clearTimeout(this[_].Ic),this[_].Ic=S.a.se
tTimeout((functio

2022-01-28 14:30:37 UTC 223 IN Data Raw: 4e 6f 64 65 22 2c 53 2e 6c 64 29 2c 53 2e 62 28 22 63 6f 6e 74 65 78 74 46 6f 72 22 2c 53 2e 44 63 29 2c 53 
2e 62 28 22 64 61 74 61 46 6f 72 22 2c 53 2e 45 63 29 7d 28 29 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b 66 75 6e 63 74 
69 6f 6e 20 6e 28 6e 2c 72 29 7b 76 61 72 20 61 2c 73 3d 4f 62 6a 65 63 74 2e 70 72 6f 74 6f 74 79 70 65 2e 68 61 73 4f 
77 6e 50 72 6f 70 65 72 74 79 2e 63 61 6c 6c 28 69 2c 6e 29 3f 69 5b 6e 5d 3a 65 3b 73 3f 73 2e 73 75 62 73 63 72 69 62 
65 28 72 29 3a 28 28 73 3d 69 5b 6e 5d 3d 6e 65 77 20 53 2e 54 29 2e 73 75 62 73 63 72 69 62 65 28 72 29 2c 74 28 6e 
2c 28 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 76 61 72 20 72 3d 21 28 21 74 7c 7c 21 74 2e 73 79 6e 63 68 72 6f 6e 6f 
75 73 29 3b 6f 5b 6e 5d 3d 7b 64 65 66 69 6e 69 74 69 6f 6e 3a 
Data Ascii: Node",S.ld),S.b("contextFor",S.Dc),S.b("dataFor",S.Ec)}(),function(e){function n(n,r){var a,s=Object.prototy
pe.hasOwnProperty.call(i,n)?i[n]:e;s?s.subscribe(r):((s=i[n]=new S.T).subscribe(r),t(n,(function(e,t){var r=!(!t||!t.syn
chronous);o[n]={definition:

2022-01-28 14:30:37 UTC 239 IN Data Raw: 4a 61 76 61 53 63 72 69 70 74 45 76 61 6c 75 61 74 6f 72 42 6c 6f 63 6b 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 
74 68 72 6f 77 20 45 72 72 6f 72 28 22 4f 76 65 72 72 69 64 65 20 63 72 65 61 74 65 4a 61 76 61 53 63 72 69 70 74 45 
76 61 6c 75 61 74 6f 72 42 6c 6f 63 6b 22 29 7d 2c 53 2e 63 61 2e 70 72 6f 74 6f 74 79 70 65 2e 6d 61 6b 65 54 65 6d 70 
6c 61 74 65 53 6f 75 72 63 65 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 6e 29 7b 69 66 28 22 73 74 72 69 6e 67 22 3d 3d 74 
79 70 65 6f 66 20 65 29 7b 76 61 72 20 74 3d 28 6e 3d 6e 7c 7c 75 29 2e 67 65 74 45 6c 65 6d 65 6e 74 42 79 49 64 28 6
5 29 3b 69 66 28 21 74 29 74 68 72 6f 77 20 45 72 72 6f 72 28 22 43 61 6e 6e 6f 74 20 66 69 6e 64 20 74 65 6d 70 6c 61 
74 65 20 77 69 74 68 20 49 44 20 22 2b 65 29 3b 72 65 74 75 72 6e 
Data Ascii: JavaScriptEvaluatorBlock=function(){throw Error("Override createJavaScriptEvaluatorBlock")},S.ca.prototype.m
akeTemplateSource=function(e,n){if("string"==typeof e){var t=(n=n||u).getElementById(e);if(!t)throw Error("Cannot find t
emplate with ID "+e);return

2022-01-28 14:30:37 UTC 255 IN Data Raw: 63 74 69 6f 6e 28 6e 2c 74 29 7b 76 61 72 20 72 3d 65 2e 75 6e 77 72 61 70 28 74 28 29 29 2c 69 3d 64 6f 63 
75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 28 22 73 63 72 69 70 74 22 29 3b 72 65 74 75 72 6e 20 69 2e 
74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 2c 69 2e 73 72 63 3d 72 2c 6e 2e 61 70 70 65 6e 64 
43 68 69 6c 64 28 69 29 2c 7b 63 6f 6e 74 72 6f 6c 73 44 65 73 63 65 6e 64 61 6e 74 42 69 6e 64 69 6e 67 73 3a 21 30 7
d 7d 7d 2c 65 2e 62 69 6e 64 69 6e 67 48 61 6e 64 6c 65 72 73 2e 69 6e 6a 65 63 74 49 66 72 61 6d 65 3d 7b 69 6e 69 
74 3a 66 75 6e 63 74 69 6f 6e 28 6e 2c 74 29 7b 76 61 72 20 72 3d 65 2e 75 6e 77 72 61 70 28 74 28 29 29 3b 69 66 28 
72 26 26 72 2e 75 72 6c 29 7b 76 61 72 20 69 3d 64 6f 63 75 6d 65 6e 74 
Data Ascii: ction(n,t){var r=e.unwrap(t()),i=document.createElement("script");return i.type="text/javascript",i.src=r,n.
appendChild(i),{controlsDescendantBindings:!0}}},e.bindingHandlers.injectIframe={init:function(n,t){var r=e.unwrap(t());
if(r&&r.url){var i=document

2022-01-28 14:30:37 UTC 271 IN Data Raw: 67 65 20 66 6f 72 20 6d 65 74 68 6f 64 20 22 2b 28 65 7c 7c 7b 7d 29 2e 6d 65 74 68 6f 64 7c 7c 21 31 29 2c 
61 2e 70 6f 73 74 4d 65 73 73 61 67 65 28 72 2c 22 2a 22 29 7d 29 29 2e 74 68 65 6e 28 28 66 75 6e 63 74 69 6f 6e 28 
65 29 7b 72 65 74 75 72 6e 22 53 75 63 63 65 73 73 22 3d 3d 3d 65 2e 73 74 61 74 75 73 3f 6f 2e 72 65 73 6f 6c 76 65 
28 65 2e 72 65 73 75 6c 74 7c 7c 7b 7d 29 3a 6f 2e 72 65 6a 65 63 74 28 6e 65 77 20 64 2e 45 72 72 6f 72 28 65 2e 63 6f 
64 65 2c 65 2e 64 65 73 63 72 69 70 74 69 6f 6e 2c 65 2e 65 78 74 29 29 7d 29 29 7d 66 75 6e 63 74 69 6f 6e 20 50 28 2
9 7b 72 65 74 75 72 6e 20 43 7c 7c 28 61 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 26 26 61 2e 61 64 64 45 
76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 6d 65 73 73 61 67 65 22 2c 
Data Ascii: ge for method "+(e||{}).method||!1),a.postMessage(r,"*")})).then((function(e){return"Success"===e.status?o.r
esolve(e.result||{}):o.reject(new d.Error(e.code,e.description,e.ext))}))}function P(){return C||(a.addEventListener&&a.
addEventListener("message",

2022-01-28 14:30:37 UTC 287 IN Data Raw: 67 2c 41 2c 74 68 69 73 2e 63 6f 75 6e 74 2b 2b 29 7d 63 61 74 63 68 28 41 29 7b 72 65 74 75 72 6e 20 76 6f 
69 64 20 74 68 69 73 2e 64 65 73 74 69 6e 61 74 69 6f 6e 2e 65 72 72 6f 72 28 41 29 7d 74 68 69 73 2e 64 65 73 74 69 
6e 61 74 69 6f 6e 2e 6e 65 78 74 28 74 29 7d 2c 74 7d 28 72 2e 61 29 7d 2c 66 75 6e 63 74 69 6f 6e 28 41 2c 74 2c 65 
29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 6e 28 41 29 7b 72 65 74 75 72 6e 20 41 26 26 
22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 41 2e 73 63 68 65 64 75 6c 65 7d 65 2e 64 28 74 2c 22 61 22 
2c 28 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 6e 7d 29 29 7d 2c 66 75 6e 63 74 69 6f 6e 28 41 2c 74 2c 
65 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 65 2e 64 28 74 2c 22 61 
Data Ascii: g,A,this.count++)}catch(A){return void this.destination.error(A)}this.destination.next(t)},t}(r.a)},function(A,t,e){"u
se strict";function n(A){return A&&"function"==typeof A.schedule}e.d(t,"a",(function(){return n}))},function(A,t,e){"use 
strict";e.d(t,"a

2022-01-28 14:30:37 UTC 303 IN Data Raw: 2e 64 65 73 74 69 6e 61 74 69 6f 6e 2e 63 6f 6d 70 6c 65 74 65 28 29 7d 2c 74 2e 70 72 6f 74 6f 74 79 70 65 
2e 6e 6f 74 69 66 79 4e 65 78 74 3d 66 75 6e 63 74 69 6f 6e 28 41 2c 74 2c 65 29 7b 76 61 72 20 6e 3d 74 68 69 73 2e 
76 61 6c 75 65 73 2c 72 3d 6e 5b 65 5d 2c 69 3d 74 68 69 73 2e 74 6f 52 65 73 70 6f 6e 64 3f 72 3d 3d 3d 75 3f 2d 2d 74 
68 69 73 2e 74 6f 52 65 73 70 6f 6e 64 3a 74 68 69 73 2e 74 6f 52 65 73 70 6f 6e 64 3a 30 3b 6e 5b 65 5d 3d 74 2c 30 3d 
3d 3d 69 26 26 28 74 68 69 73 2e 72 65 73 75 6c 74 53 65 6c 65 63 74 6f 72 3f 74 68 69 73 2e 5f 74 72 79 52 65 73 75 6c 
74 53 65 6c 65 63 74 6f 72 28 6e 29 3a 74 68 69 73 2e 64 65 73 74 69 6e 61 74 69 6f 6e 2e 6e 65 78 74 28 6e 2e 73 6c 
69 63 65 28 29 29 29 7d 2c 74 2e 70 72 6f 74 6f 74 79 70 65 2e 
Data Ascii: .destination.complete()},t.prototype.notifyNext=function(A,t,e){var n=this.values,r=n[e],i=this.toRespond?r=
==u?--this.toRespond:this.toRespond:0;n[e]=t,0===i&&(this.resultSelector?this._tryResultSelector(n):this.destination.nex
t(n.slice()))},t.prototype.
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2022-01-28 14:30:37 UTC 319 IN Data Raw: 2c 74 68 69 73 2e 73 63 68 65 64 75 6c 65 28 29 29 7d 7d 29 29 29 7d 29 29 29 2c 69 7d 29 29 7d 28 41 2c 
74 29 7d 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 28 6e 75 6c 6c 21 3d 3d 41 26 26 74 79 70 65 6f 66 
20 41 7c 7c 41 29 2b 22 20 69 73 20 6e 6f 74 20 6f 62 73 65 72 76 61 62 6c 65 22 29 7d 7d 2c 66 75 6e 63 74 69 6f 6e 28 
41 2c 74 2c 65 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 65 2e 64 28 74 2c 22 61 22 2c 28 66 75 6e 63 74 69 6f 6e 
28 29 7b 72 65 74 75 72 6e 20 72 7d 29 29 3b 76 61 72 20 6e 3d 65 28 30 29 2c 72 3d 66 75 6e 63 74 69 6f 6e 28 41 29 
7b 66 75 6e 63 74 69 6f 6e 20 74 28 74 2c 65 29 7b 76 61 72 20 6e 3d 41 2e 63 61 6c 6c 28 74 68 69 73 29 7c 7c 74 68 
69 73 3b 72 65 74 75 72 6e 20 6e 2e 73 75 62 6a 65 63 74 3d 74 2c 6e 
Data Ascii: ,this.schedule())}})))}))),i}))}(A,t)}throw new TypeError((null!==A&&typeof A||A)+" is not observable")}},fu
nction(A,t,e){"use strict";e.d(t,"a",(function(){return r}));var n=e(0),r=function(A){function t(t,e){var n=A.call(this)||this;return 
n.subject=t,n

2022-01-28 14:30:37 UTC 335 IN Data Raw: 41 47 6f 4d 58 67 42 78 44 48 6b 4d 66 77 78 65 41 49 55 4d 58 67 42 65 41 49 30 4d 4d 41 41 77 41 44 41 
41 4d 41 41 77 41 46 34 41 58 67 43 56 44 4a 30 4d 4d 41 41 77 41 44 41 41 4d 41 42 65 41 46 34 41 70 51 78 65 41 4b 
73 4d 73 77 79 37 44 46 34 41 77 67 79 39 44 4d 6f 4d 58 67 42 65 41 46 34 41 58 67 42 65 41 46 34 41 58 67 42 65 41 
46 34 41 58 67 44 52 44 4e 6b 4d 65 51 42 71 43 65 41 4d 33 41 78 38 41 4f 59 4d 37 41 7a 30 44 50 67 4d 58 67 42 65 
41 46 34 41 58 67 42 65 41 46 34 41 58 67 42 65 41 46 34 41 58 67 42 65 41 46 34 41 58 67 42 65 41 46 34 41 58 67 43 
67 41 41 41 4e 6f 41 41 48 44 51 34 4e 46 67 30 77 41 44 41 41 4d 41 41 77 41 44 41 41 4d 41 41 77 41 44 41 41 4d 41 
41 77 41 44 41 41 4d 41 41 77 41 44 41 41 4d 41 41 77 41 44 41 41 4d 41 41 
Data Ascii: AGoMXgBxDHkMfwxeAIUMXgBeAI0MMAAwADAAMAAwAF4AXgCVDJ0MMAAwADAAMABeAF4A
pQxeAKsMswy7DF4Awgy9DMoMXgBeAF4AXgBeAF4AXgBeAF4AXgDRDNkMeQBqCeAM3Ax8AOYM7Az0DPgM
XgBeAF4AXgBeAF4AXgBeAF4AXgBeAF4AXgBeAF4AXgCgAAANoAAHDQ4NFg0wADAAMAAwADAAMAAwADAA
MAAwADAAMAAwADAAMAAwADAAMAA

2022-01-28 14:30:37 UTC 351 IN Data Raw: 41 42 73 41 47 77 41 62 41 42 73 41 47 77 41 62 41 42 73 41 47 77 41 62 41 42 73 41 47 77 41 61 41 42 73 
41 47 77 41 62 41 42 73 41 47 67 41 62 41 42 73 41 47 67 41 62 41 42 73 41 47 77 41 62 41 42 73 41 47 77 41 62 41 42 
73 41 47 77 41 62 41 42 73 41 47 77 41 62 41 42 73 41 47 77 41 62 41 42 73 41 42 41 41 45 41 41 51 41 42 41 41 45 41 
41 51 41 42 41 41 45 41 41 51 41 42 41 41 45 41 41 51 41 42 41 41 45 41 41 51 41 42 41 41 45 41 43 73 41 4b 77 41 72 
41 43 73 41 4b 77 41 72 41 43 73 41 4b 77 41 72 41 43 73 41 4b 77 41 72 41 43 73 41 4b 77 41 72 41 42 34 41 48 67 42 
51 41 42 6f 41 48 67 41 64 41 42 34 41 55 41 41 65 41 42 6f 41 48 67 41 65 41 42 34 41 48 67 41 65 41 42 34 41 48 67 
41 65 41 42 34 41 54 77 41 65 41 46 41 41 47 77 41 65 41 42 34 41 55 41 42 
Data Ascii: ABsAGwAbABsAGwAbABsAGwAbABsAGwAaABsAGwAbABsAGgAbABsAGgAbABsAGwAbABsA
GwAbABsAGwAbABsAGwAbABsAGwAbABsABAAEAAQABAAEAAQABAAEAAQABAAEAAQABAAEAAQABAAEACsA
KwArACsAKwArACsAKwArACsAKwArACsAKwArAB4AHgBQABoAHgAdAB4AUAAeABoAHgAeAB4AHgAeAB4A
HgAeAB4ATwAeAFAAGwAeAB4AUAB

2022-01-28 14:30:37 UTC 367 IN Data Raw: 41 43 73 41 4b 77 41 72 41 43 73 41 4b 77 41 72 41 43 73 41 4b 77 41 72 41 43 73 41 4b 77 41 72 41 43 73 
41 4b 77 41 72 41 43 73 41 4b 77 41 72 41 43 73 41 4b 77 41 72 41 46 77 41 58 41 42 63 41 46 77 41 58 41 42 63 41 46 
77 41 58 41 42 63 41 46 77 41 58 41 42 63 41 46 77 41 58 41 42 63 41 46 77 41 58 41 42 63 41 46 77 41 58 41 42 63 41 
46 77 41 58 41 42 63 41 46 77 41 58 41 41 72 41 43 73 41 4b 77 41 71 41 43 6f 41 4b 67 41 71 41 43 6f 41 4b 67 41 71 
41 43 6f 41 4b 67 41 71 41 43 6f 41 4b 67 41 71 41 43 6f 41 4b 67 41 72 41 43 73 41 4b 77 41 72 41 45 73 41 53 77 42 
4c 41 45 73 41 53 77 42 4c 41 45 73 41 53 77 42 4c 41 45 73 41 58 41 42 63 41 41 30 41 44 51 41 4e 41 43 6f 41 53 77 
42 4c 41 45 73 41 53 77 42 4c 41 45 73 41 53 77 42 4c 41 45 73 41 53 77 42 
Data Ascii: ACsAKwArACsAKwArACsAKwArACsAKwArACsAKwArACsAKwArACsAKwArAFwAXABcAFwAXABcAFwAXA
BcAFwAXABcAFwAXABcAFwAXABcAFwAXABcAFwAXABcAFwAXAArACsAKwAqACoAKgAqACoAKgAqACoAKg
AqACoAKgAqACoAKgArACsAKwArAEsASwBLAEsASwBLAEsASwBLAEsAXABcAA0ADQANACoASwBLAEsASw
BLAEsASwBLAEsASwB

2022-01-28 14:30:37 UTC 383 IN Data Raw: 61 73 65 20 33 36 3a 69 66 28 36 31 3d 3d 3d 74 68 69 73 2e 70 65 65 6b 43 6f 64 65 50 6f 69 6e 74 28 30 29 
29 72 65 74 75 72 6e 20 74 68 69 73 2e 63 6f 6e 73 75 6d 65 43 6f 64 65 50 6f 69 6e 74 28 29 2c 6c 41 3b 62 72 65 61 6b 
3b 63 61 73 65 20 33 39 3a 72 65 74 75 72 6e 20 74 68 69 73 2e 63 6f 6e 73 75 6d 65 53 74 72 69 6e 67 54 6f 6b 65 6e 
28 33 39 29 3b 63 61 73 65 20 34 30 3a 72 65 74 75 72 6e 20 63 41 3b 63 61 73 65 20 34 31 3a 72 65 74 75 72 6e 20 75 
41 3b 63 61 73 65 20 34 32 3a 69 66 28 36 31 3d 3d 3d 74 68 69 73 2e 70 65 65 6b 43 6f 64 65 50 6f 69 6e 74 28 30 29 2
9 72 65 74 75 72 6e 20 74 68 69 73 2e 63 6f 6e 73 75 6d 65 43 6f 64 65 50 6f 69 6e 74 28 29 2c 51 41 3b 62 72 65 61 6b 
3b 63 61 73 65 20 34 33 3a 69 66 28 6f 41 28 41 2c 74 68 69 73 2e 
Data Ascii: ase 36:if(61===this.peekCodePoint(0))return this.consumeCodePoint(),lA;break;case 39:return this.c
onsumeStringToken(39);case 40:return cA;case 41:return uA;case 42:if(61===this.peekCodePoint(0))return this.co
nsumeCodePoint(),QA;break;case 43:if(oA(A,this.

2022-01-28 14:30:37 UTC 399 IN Data Raw: 31 37 32 0d 0a 37 32 31 35 2c 59 45 4c 4c 4f 57 3a 34 32 39 34 39 30 32 30 31 35 2c 59 45 4c 4c 4f 57 47 52 
45 45 4e 3a 32 35 39 37 31 33 39 31 39 39 7d 3b 28 66 75 6e 63 74 69 6f 6e 28 41 29 7b 41 5b 41 2e 56 41 4c 55 45 3d 
30 5d 3d 22 56 41 4c 55 45 22 2c 41 5b 41 2e 4c 49 53 54 3d 31 5d 3d 22 4c 49 53 54 22 2c 41 5b 41 2e 49 44 45 4e 54 
5f 56 41 4c 55 45 3d 32 5d 3d 22 49 44 45 4e 54 5f 56 41 4c 55 45 22 2c 41 5b 41 2e 54 59 50 45 5f 56 41 4c 55 45 3d 33 
5d 3d 22 54 59 50 45 5f 56 41 4c 55 45 22 2c 41 5b 41 2e 54 4f 4b 45 4e 5f 56 41 4c 55 45 3d 34 5d 3d 22 54 4f 4b 45 4e 
5f 56 41 4c 55 45 22 7d 29 28 69 74 7c 7c 28 69 74 3d 7b 7d 29 29 2c 66 75 6e 63 74 69 6f 6e 28 41 29 7b 41 5b 41 2e 4
2 4f 52 44 45 52 5f 42 4f 58 3d 30 5d 3d 22 42 4f 52 44 45 52 5f 
Data Ascii: 1727215,YELLOW:4294902015,YELLOWGREEN:2597139199};(function(A){A[A.VALUE=0]="VALUE",A[A.
LIST=1]="LIST",A[A.IDENT_VALUE=2]="IDENT_VALUE",A[A.TYPE_VALUE=3]="TYPE_VALUE",A[A.TOKEN_V
ALUE=4]="TOKEN_VALUE"})(it||(it={})),function(A){A[A.BORDER_BOX=0]="BORDER_

2022-01-28 14:30:37 UTC 415 IN Data Raw: 2d 62 61 73 65 2d 63 6f 6e 74 61 69 6e 65 72 22 3a 72 65 74 75 72 6e 20 34 31 39 34 33 30 34 3b 63 61 73 
65 22 72 75 62 79 2d 74 65 78 74 2d 63 6f 6e 74 61 69 6e 65 72 22 3a 72 65 74 75 72 6e 20 38 33 38 38 36 30 38 3b 63 
61 73 65 22 63 6f 6e 74 65 6e 74 73 22 3a 72 65 74 75 72 6e 20 31 36 37 37 37 32 31 36 3b 63 61 73 65 22 69 6e 6c 69 
6e 65 2d 62 6c 6f 63 6b 22 3a 72 65 74 75 72 6e 20 33 33 35 35 34 34 33 32 3b 63 61 73 65 22 69 6e 6c 69 6e 65 2d 6c 
69 73 74 2d 69 74 65 6d 22 3a 72 65 74 75 72 6e 20 36 37 31 30 38 38 36 34 3b 63 61 73 65 22 69 6e 6c 69 6e 65 2d 74 
61 62 6c 65 22 3a 72 65 74 75 72 6e 20 31 33 34 32 31 37 37 32 38 3b 63 61 73 65 22 69 6e 6c 69 6e 65 2d 66 6c 65 78 
22 3a 72 65 74 75 72 6e 20 32 36 38 34 33 35 34 35 36 3b 63 61 73 65 22 69 
Data Ascii: -base-container":return 4194304;case"ruby-text-container":return 8388608;case"contents":return 167
77216;case"inline-block":return 33554432;case"inline-list-item":return 67108864;case"inline-table":return 134217728;case
"inline-flex":return 268435456;case"i

2022-01-28 14:30:37 UTC 431 IN Data Raw: 34 33 32 29 7c 7c 77 6e 28 74 68 69 73 2e 64 69 73 70 6c 61 79 2c 32 36 38 34 33 35 34 35 36 29 7c 7c 77 6e 
28 74 68 69 73 2e 64 69 73 70 6c 61 79 2c 35 33 36 38 37 30 39 31 32 29 7c 7c 77 6e 28 74 68 69 73 2e 64 69 73 70 6c 
61 79 2c 36 37 31 30 38 38 36 34 29 7c 7c 77 6e 28 74 68 69 73 2e 64 69 73 70 6c 61 79 2c 31 33 34 32 31 37 37 32 38 
29 7d 2c 41 7d 28 29 2c 76 6e 3d 66 75 6e 63 74 69 6f 6e 28 41 29 7b 74 68 69 73 2e 63 6f 6e 74 65 6e 74 3d 79 6e 28 5
1 6e 2c 41 2e 63 6f 6e 74 65 6e 74 29 2c 74 68 69 73 2e 71 75 6f 74 65 73 3d 79 6e 28 43 6e 2c 41 2e 71 75 6f 74 65 73 
29 7d 2c 48 6e 3d 66 75 6e 63 74 69 6f 6e 28 41 29 7b 74 68 69 73 2e 63 6f 75 6e 74 65 72 49 6e 63 72 65 6d 65 6e 74 
3d 79 6e 28 67 6e 2c 41 2e 63 6f 75 6e 74 65 72 49 6e 63 72 65 6d 65 
Data Ascii: 432)||wn(this.display,268435456)||wn(this.display,536870912)||wn(this.display,67108864)||wn(this.display,134
217728)},A}(),vn=function(A){this.content=yn(Qn,A.content),this.quotes=yn(Cn,A.quotes)},Hn=function(A){this.counterIncre
ment=yn(gn,A.counterIncreme

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 132 of 138



2022-01-28 14:30:37 UTC 447 IN Data Raw: 69 6f 6e 28 41 29 7b 69 66 28 6e 72 28 41 29 29 72 65 74 75 72 6e 20 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 
74 65 54 65 78 74 4e 6f 64 65 28 41 2e 64 61 74 61 29 3b 69 66 28 21 41 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 29 
72 65 74 75 72 6e 20 41 2e 63 6c 6f 6e 65 4e 6f 64 65 28 21 31 29 3b 76 61 72 20 74 3d 41 2e 6f 77 6e 65 72 44 6f 63 75 
6d 65 6e 74 2e 64 65 66 61 75 6c 74 56 69 65 77 3b 69 66 28 74 26 26 72 72 28 41 29 26 26 28 69 72 28 41 29 7c 7c 6f 
72 28 41 29 29 29 7b 76 61 72 20 65 3d 74 68 69 73 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 43 6c 6f 6e 65 28 41 29 2
c 6e 3d 74 2e 67 65 74 43 6f 6d 70 75 74 65 64 53 74 79 6c 65 28 41 29 2c 72 3d 74 2e 67 65 74 43 6f 6d 70 75 74 65 64 
53 74 79 6c 65 28 41 2c 22 3a 62 65 66 6f 72 65 22 29 2c 69 3d 74 
Data Ascii: ion(A){if(nr(A))return document.createTextNode(A.data);if(!A.ownerDocument)return A.cloneNode(!1);var 
t=A.ownerDocument.defaultView;if(t&&rr(A)&&(ir(A)||or(A))){var e=this.createElementClone(A),n=t.getComputedStyle(A),
r=t.getComputedStyle(A,":before"),i=t

2022-01-28 14:30:37 UTC 463 IN Data Raw: 20 30 2c 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3b 72 65 74 75 72 6e 20 72 28 74 68 69 73 2c 28 
66 75 6e 63 74 69 6f 6e 28 65 29 7b 73 77 69 74 63 68 28 65 2e 6c 61 62 65 6c 29 7b 63 61 73 65 20 30 3a 72 65 74 75 
72 6e 28 74 3d 41 2e 65 6c 65 6d 65 6e 74 2e 63 6f 6e 74 61 69 6e 65 72 2e 73 74 79 6c 65 73 29 2e 69 73 56 69 73 69 
62 6c 65 28 29 3f 28 74 68 69 73 2e 63 74 78 2e 67 6c 6f 62 61 6c 41 6c 70 68 61 3d 74 2e 6f 70 61 63 69 74 79 2c 5b 34 
2c 74 68 69 73 2e 72 65 6e 64 65 72 53 74 61 63 6b 43 6f 6e 74 65 6e 74 28 41 29 5d 29 3a 5b 33 2c 32 5d 3b 63 61 73 
65 20 31 3a 65 2e 73 65 6e 74 28 29 2c 65 2e 6c 61 62 65 6c 3d 32 3b 63 61 73 65 20 32 3a 72 65 74 75 72 6e 5b 32 5d 
7d 7d 29 29 7d 29 29 7d 2c 41 2e 70 72 6f 74 6f 74 79 70 65 2e 72 65 
Data Ascii:  0,(function(){var t;return r(this,(function(e){switch(e.label){case 0:return(t=A.element.container.styles).isVisible(
)?(this.ctx.globalAlpha=t.opacity,[4,this.renderStackContent(A)]):[3,2];case 1:e.sent(),e.label=2;case 2:return[2]}}))})
)},A.prototype.re

2022-01-28 14:30:37 UTC 479 IN Data Raw: 65 2c 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 73 63 72 6f 6c 6c 59 2a 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 
73 63 61 6c 65 2c 41 29 2c 5b 34 2c 67 69 28 74 29 5d 3b 63 61 73 65 20 31 3a 72 65 74 75 72 6e 20 65 3d 6e 2e 73 65 
6e 74 28 29 2c 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 62 61 63 6b 67 72 6f 75 6e 64 43 6f 6c 6f 72 26 26 28 74 68 69 73 
2e 63 74 78 2e 66 69 6c 6c 53 74 79 6c 65 3d 41 74 28 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 62 61 63 6b 67 72 6f 75 6e 
64 43 6f 6c 6f 72 29 2c 74 68 69 73 2e 63 74 78 2e 66 69 6c 6c 52 65 63 74 28 30 2c 30 2c 74 68 69 73 2e 6f 70 74 69 6f 
6e 73 2e 77 69 64 74 68 2a 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 73 63 61 6c 65 2c 74 68 69 73 2e 6f 70 74 69 6f 6e 73 
2e 68 65 69 67 68 74 2a 74 68 69 73 2e 6f 70 74 69 6f 6e 73 
Data Ascii: e,this.options.scrollY*this.options.scale,A),[4,gi(t)];case 1:return e=n.sent(),this.options.backgroundColor&&
(this.ctx.fillStyle=At(this.options.backgroundColor),this.ctx.fillRect(0,0,this.options.width*this.options.scale,this.options.he
ight*this.options

2022-01-28 14:30:37 UTC 495 IN Data Raw: 2c 65 2c 6e 29 7b 76 61 72 20 72 3d 41 2e 63 61 6c 6c 28 74 68 69 73 2c 74 29 7c 7c 74 68 69 73 3b 72 65 74 
75 72 6e 20 72 2e 73 65 6c 65 63 74 6f 72 3d 65 2c 72 2e 63 61 75 67 68 74 3d 6e 2c 72 7d 72 65 74 75 72 6e 20 6e 2e 
62 28 74 2c 41 29 2c 74 2e 70 72 6f 74 6f 74 79 70 65 2e 65 72 72 6f 72 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 
21 74 68 69 73 2e 69 73 53 74 6f 70 70 65 64 29 7b 76 61 72 20 65 3d 76 6f 69 64 20 30 3b 74 72 79 7b 65 3d 74 68 69 
73 2e 73 65 6c 65 63 74 6f 72 28 74 2c 74 68 69 73 2e 63 61 75 67 68 74 29 7d 63 61 74 63 68 28 74 29 7b 72 65 74 75 7
2 6e 20 76 6f 69 64 20 41 2e 70 72 6f 74 6f 74 79 70 65 2e 65 72 72 6f 72 2e 63 61 6c 6c 28 74 68 69 73 2c 74 29 7d 74 6
8 69 73 2e 5f 75 6e 73 75 62 73 63 72 69 62 65 41 6e 64 52 65 63 
Data Ascii: ,e,n){var r=A.call(this,t)||this;return r.selector=e,r.caught=n,r}return n.b(t,A),t.prototype.error=function(t){if(!th
is.isStopped){var e=void 0;try{e=this.selector(t,this.caught)}catch(t){return void A.prototype.error.call(this,t)}this._
unsubscribeAndRec

2022-01-28 14:30:37 UTC 511 IN Data Raw: 41 29 2c 74 2e 63 6f 6d 70 6c 65 74 65 28 29 2c 74 68 69 73 2e 75 6e 73 75 62 73 63 72 69 62 65 28 29 7d 2c 
74 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 6e 65 78 74 3d 66 75 6e 63 74 69 6f 6e 28 41 29 7b 76 61 72 20 74 3d 74 68 69 73 
2e 70 72 65 64 69 63 61 74 65 2c 65 3d 74 68 69 73 2e 74 68 69 73 41 72 67 2c 6e 3d 74 68 69 73 2e 69 6e 64 65 78 2b 
2b 3b 74 72 79 7b 74 2e 63 61 6c 6c 28 65 7c 7c 74 68 69 73 2c 41 2c 6e 2c 74 68 69 73 2e 73 6f 75 72 63 65 29 26 26 
74 68 69 73 2e 6e 6f 74 69 66 79 43 6f 6d 70 6c 65 74 65 28 74 68 69 73 2e 79 69 65 6c 64 49 6e 64 65 78 3f 6e 3a 41 29 
7d 63 61 74 63 68 28 41 29 7b 74 68 69 73 2e 64 65 73 74 69 6e 61 74 69 6f 6e 2e 65 72 72 6f 72 28 41 29 7d 7d 2c 74 2
e 70 72 6f 74 6f 74 79 70 65 2e 5f 63 6f 6d 70 6c 65 74 65 3d 66 
Data Ascii: A),t.complete(),this.unsubscribe()},t.prototype._next=function(A){var t=this.predicate,e=this.thisArg,n=this
.index++;try{t.call(e||this,A,n,this.source)&&this.notifyComplete(this.yieldIndex?n:A)}catch(A){this.destination.error(A
)}},t.prototype._complete=f

2022-01-28 14:30:37 UTC 527 IN Data Raw: 74 68 69 73 2e 70 72 65 64 69 63 61 74 65 2c 74 68 69 73 2e 73 6f 75 72 63 65 29 29 7d 2c 41 7d 28 29 2c 7a 
65 3d 66 75 6e 63 74 69 6f 6e 28 41 29 7b 66 75 6e 63 74 69 6f 6e 20 74 28 74 2c 65 2c 6e 29 7b 76 61 72 20 72 3d 41 
2e 63 61 6c 6c 28 74 68 69 73 2c 74 29 7c 7c 74 68 69 73 3b 72 65 74 75 72 6e 20 72 2e 70 72 65 64 69 63 61 74 65 3d 
65 2c 72 2e 73 6f 75 72 63 65 3d 6e 2c 72 2e 73 65 65 6e 56 61 6c 75 65 3d 21 31 2c 72 2e 69 6e 64 65 78 3d 30 2c 72 7
d 72 65 74 75 72 6e 20 6e 2e 62 28 74 2c 41 29 2c 74 2e 70 72 6f 74 6f 74 79 70 65 2e 61 70 70 6c 79 53 69 6e 67 6c 65 
56 61 6c 75 65 3d 66 75 6e 63 74 69 6f 6e 28 41 29 7b 74 68 69 73 2e 73 65 65 6e 56 61 6c 75 65 3f 74 68 69 73 2e 64 
65 73 74 69 6e 61 74 69 6f 6e 2e 65 72 72 6f 72 28 22 53 65 71 75 65 
Data Ascii: this.predicate,this.source))},A}(),ze=function(A){function t(t,e,n){var r=A.call(this,t)||this;return r.predicate=e,r.
source=n,r.seenValue=!1,r.index=0,r}return n.b(t,A),t.prototype.applySingleValue=function(A){this.seenValue?this.destina
tion.error("Seque

2022-01-28 14:30:37 UTC 543 IN Data Raw: 6e 3a 6e 75 6c 6c 7d 2c 73 3d 7b 73 75 62 73 63 72 69 62 65 72 3a 65 2c 77 69 6e 64 6f 77 3a 69 2c 63 6f 6e 
74 65 78 74 3a 6f 7d 3b 6f 2e 73 75 62 73 63 72 69 70 74 69 6f 6e 3d 6e 2e 73 63 68 65 64 75 6c 65 28 72 72 2c 74 2c 73 
29 2c 74 68 69 73 2e 61 64 64 28 6f 2e 73 75 62 73 63 72 69 70 74 69 6f 6e 29 2c 74 68 69 73 2e 73 63 68 65 64 75 6c 
65 28 41 2c 72 29 7d 66 75 6e 63 74 69 6f 6e 20 72 72 28 41 29 7b 76 61 72 20 74 3d 41 2e 73 75 62 73 63 72 69 62 65 
72 2c 65 3d 41 2e 77 69 6e 64 6f 77 2c 6e 3d 41 2e 63 6f 6e 74 65 78 74 3b 6e 26 26 6e 2e 61 63 74 69 6f 6e 26 26 6e 2e 
73 75 62 73 63 72 69 70 74 69 6f 6e 26 26 6e 2e 61 63 74 69 6f 6e 2e 72 65 6d 6f 76 65 28 6e 2e 73 75 62 73 63 72 69 7
0 74 69 6f 6e 29 2c 74 2e 63 6c 6f 73 65 57 69 6e 64 6f 77 28 65 
Data Ascii: n:null},s={subscriber:e,window:i,context:o};o.subscription=n.schedule(rr,t,s),this.add(o.subscription),this.
schedule(A,r)}function rr(A){var t=A.subscriber,e=A.window,n=A.context;n&&n.action&&n.subscription&&n.action.r
emove(n.subscription),t.closeWindow(e

2022-01-28 14:30:37 UTC 559 IN Data Raw: 65 63 74 28 71 2e 61 29 28 65 29 2e 73 75 62 73 63 72 69 62 65 28 7b 6e 65 78 74 3a 66 75 6e 63 74 69 6f 
6e 28 74 29 7b 41 2e 6e 65 78 74 28 74 29 7d 2c 65 72 72 6f 72 3a 74 2c 63 6f 6d 70 6c 65 74 65 3a 74 7d 29 7d 29 29 
7d 66 75 6e 63 74 69 6f 6e 20 66 41 28 41 2c 74 29 7b 72 65 74 75 72 6e 20 74 3f 6e 65 77 20 6e 2e 61 28 28 66 75 6e 6
3 74 69 6f 6e 28 65 29 7b 76 61 72 20 6e 3d 4f 62 6a 65 63 74 2e 6b 65 79 73 28 41 29 2c 72 3d 6e 65 77 20 62 2e 61 3b 
72 65 74 75 72 6e 20 72 2e 61 64 64 28 74 2e 73 63 68 65 64 75 6c 65 28 70 41 2c 30 2c 7b 6b 65 79 73 3a 6e 2c 69 6e 
64 65 78 3a 30 2c 73 75 62 73 63 72 69 62 65 72 3a 65 2c 73 75 62 73 63 72 69 70 74 69 6f 6e 3a 72 2c 6f 62 6a 3a 41 
7d 29 29 2c 72 7d 29 29 3a 6e 65 77 20 6e 2e 61 28 28 66 75 6e 63 74 69 
Data Ascii: ect(q.a)(e).subscribe({next:function(t){A.next(t)},error:t,complete:t})}))}function fA(A,t){return t?new n.a((function
(e){var n=Object.keys(A),r=new b.a;return r.add(t.schedule(pA,0,{keys:n,index:0,subscriber:e,subscription:r,obj:A})),r})
):new n.a((functi

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

7 192.168.2.5 49785 46.17.96.20 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-01-28 14:30:37 UTC 563 OUT GET /websocket/hook/?accessToken=87227ad8-194b-449d-b803-bad8c7812407 HTTP/1.1
Host: microsoftonline.nmirec.com
Connection: Upgrade
Pragma: no-cache
Cache-Control: no-cache
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Upgrade: websocket
Origin: https://microsoftonline.nmirec.com
Sec-WebSocket-Version: 13
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: __smso=hyJ62BlLRJ24A7rYx4EkBw==; fpc=AjVOkerhlc1Fuun60NGmliI; stsservicecookie=estsfd; x-ms-gateway-
slice=estsfd
Sec-WebSocket-Key: HQM2pvfbDjWVpZg9iuWyiw==
Sec-WebSocket-Extensions: permessage-deflate; client_max_window_bits

2022-01-28 14:30:38 UTC 1318 IN HTTP/1.1 404 Not Found
Server: nginx/1.17.10
Date: Fri, 28 Jan 2022 14:30:38 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
Cache-Control: private
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
X-Ms-Request-Id: 6ae3a798-8dd1-405f-853e-00145c20ae00
X-Ms-Ests-Server: 2.1.12261.22 - NEULR1 ProdSlices
Report-To: {"group":"network-errors","max_age":86400,"endpoints":[{"url":"https://identity.nel.measure.office.net/api/re
port?catId=GW+estsfd+dub2"}]}
Nel: {"report_to":"network-errors","max_age":86400,"success_fraction":0.001,"failure_fraction":1.0}
Referrer-Policy: strict-origin-when-cross-origin
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: *
Set-Cookie: x-ms-gateway-slice=estsfd; Path=/; Secure
Strict-Transport-Security: max-age=31536000; includeSubDomains

2022-01-28 14:30:38 UTC 1318 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

8 192.168.2.5 49782 46.17.96.20 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-01-28 14:30:37 UTC 564 OUT GET /favicon.ico HTTP/1.1
Host: microsoftonline.nmirec.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://microsoftonline.nmirec.com/login.srf?__smso=hyJ62BlLRJ24A7rYx4EkBw%3D%3D&username=g
eorge.kennard%40colt.net
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: __smso=hyJ62BlLRJ24A7rYx4EkBw==; fpc=AjVOkerhlc1Fuun60NGmliI; stsservicecookie=estsfd; x-ms-gateway-
slice=estsfd
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2022-01-28 14:30:38 UTC 1318 IN HTTP/1.1 404 Not Found
Server: nginx/1.17.10
Date: Fri, 28 Jan 2022 14:30:38 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
Cache-Control: private
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
X-Ms-Request-Id: 75af7b91-62b0-4584-b27e-9305bca61b00
X-Ms-Ests-Server: 2.1.12261.22 - NEULR1 ProdSlices
Report-To: {"group":"network-errors","max_age":86400,"endpoints":[{"url":"https://identity.nel.measure.office.net/api/re
port?catId=GW+estsfd+dub2"}]}
Nel: {"report_to":"network-errors","max_age":86400,"success_fraction":0.001,"failure_fraction":1.0}
Referrer-Policy: strict-origin-when-cross-origin
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: *
Set-Cookie: x-ms-gateway-slice=estsfd; Path=/; Secure
Strict-Transport-Security: max-age=31536000; includeSubDomains

2022-01-28 14:30:38 UTC 1319 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

9 192.168.2.5 49786 46.17.96.20 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-01-28 14:30:37 UTC 565 OUT GET /login.srf?__smso=hyJ62BlLRJ24A7rYx4EkBw%3D%3D&username=george.kennard%40colt.net&sso_reload=true 
HTTP/1.1
Host: microsoftonline.nmirec.com
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: navigate
Sec-Fetch-Dest: document
Referer: https://microsoftonline.nmirec.com/login.srf?__smso=hyJ62BlLRJ24A7rYx4EkBw%3D%3D&username=g
eorge.kennard%40colt.net
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: __smso=hyJ62BlLRJ24A7rYx4EkBw==; fpc=AjVOkerhlc1Fuun60NGmliI; stsservicecookie=estsfd; x-ms-gateway-
slice=estsfd; AADSSO=NA|NoExtension; SSOCOOKIEPULLED=1
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2022-01-28 14:30:38 UTC 1319 IN HTTP/1.1 302 Found
Server: nginx/1.17.10
Date: Fri, 28 Jan 2022 14:30:38 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Cache-Control: no-store, no-cache
Pragma: no-cache
Location: https://adfs.colt.net/adfs/ls/?login_hint=george.kennard%40colt.net&client-request-id=e7682289-38b3-40ed-
a1ef-f442da5f583f&username=george.kennard%40colt.net&wa=wsignin1.0&wtrealm=urn%3afederation%3aMicrosoftOn
line&wctx=estsredirect%3d2%26estsrequest%3drQIIAeNisNLJKCkpKLbS1y_ILypJzNHLzUwuyi_OTyvJz8vJzEvVS87P1
csvSs9MAbGKhLgEOpUynm-2eOuw8P0Xp1vxEfarGJUJG6F_gZHxBSPjJCbx9FSgaal62al5eYlFKQ7J-TklenmpJbe
YBP2L0j1TwovdUlNSixJLMvPzHjHjUn2BReAVC48BsxUHB5cAgwSDAsMPFsZFrEDXGVt_k98s5ek3bZreq_t2EgynW
PUty7SLPMvzCiMsnQICXZwyoyxytR2T_aJynRKz_YIrC3wi0oI9090tHCtNbA2sDCewCU1gYzrFxvCBjbGDnWEWO8M
BTsZbXCJGBkZGugaGukYWCoYmVsYGVsYWUQd4GQA1#
Vary: Accept-Encoding
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
X-Ms-Request-Id: 1ff63b33-1ab3-4e49-9696-2eeadf3e1800
X-Ms-Ests-Server: 2.1.12261.22 - WEULR2 ProdSlices
Report-To: {"group":"network-errors","max_age":86400,"endpoints":[{"url":"https://identity.nel.measure.office.net/api/re
port?catId=GW+estsfd+dub2"}]}
Nel: {"report_to":"network-errors","max_age":86400,"success_fraction":0.001,"failure_fraction":1.0}
Referrer-Policy: strict-origin-when-cross-origin
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: *
Set-Cookie: ESTSWCTXFLOWTOKEN=AQABAAEAAAD--DLA3VO7QrddgJg7WevrEB2QX1YO2jIpYbIjrwwCVKQt-9Ph
WaRjJTkXFYltHVDe-0SobOc16QQ-Bf2XX6vEUp4n8lVXtA1u6r3hIFwP9Xz-bMpmeZi_3HKWX0MJ4NLSv-hAZNLCDx
jrPiArwxeI8PAnQtQzxJX3d0OqMxeVmHewf3ynioOOlP0vFBK0yj6IOfghYM0avj-4hObVrG77Y626ebu99w6VfgRA
kkQXQevCPilmRA-OR7uHPb8DD7Iv3Oy5ALzesGz8JXbwy6Xf5i-AOnOeJJ3AjNwoNrPfzekC8npjXQgx8O0-zxHGaQ
wcJWSJlbAAh1Y6dIbmLvOjSklzhBeqFynWqGDoaZsxcYFDrMV0h90gdmGn6IRHvLXLf8q4JOu_W__cDlQ1L8u4D7F-
czV273zoiVl3ORA_XopBqxuQd3OABOE6v8KY1OiVh3kXh_Zd--GNX8wtD743LQ23avYdNo6gl8i7eOjAY63InRotxu
DuOfI9juTOXCEgAA; HttpOnly; Path=/; Secure
Set-Cookie: esctx=AQABAAAAAAD--DLA3VO7QrddgJg7WevrpEizagNrBf3m3tudu5_xzBEoCdzmgpRS9E2Ssrv5
9AxF830TfJV3eHkjSYSPiCSZx5BRjxkH9jiH5UjXF3kJ0eDInWsBXe4HD7OwJ2wd2_CHRIZzUXjjwZ97d88-L2VS2t
kWClqlfKx7FdRDFUfJ60BlgzRQ3o6PSGzRWVoa33EgAA; HttpOnly; Path=/; Secure
Set-Cookie: buid=0.ASEAqzBRR7ViQUKp00fjfJvCFakreHKQRANPjYJWI3DqNWYBAAA.AQABAAEAAAD--DLA3VO
7QrddgJg7Wevr5dXTK-yThhvhif-GWZq_iX07H3sUdxCb4OfGpToEUR4U7pZBkc0TUe9Ga216rcaaHH8oNlFVC5YHf
8bxJSFW_CoIlB3NZf09VBLmjWI_m-ogAA; expires=Tue, 27 Mar 2074 05:01:16 GMT; HttpOnly; Path=/; Secure
Set-Cookie: fpc=AjVOkerhlc1Fuun60NGmliK4vjNwAQAAAA71hdkOAAAA; expires=Tue, 27 Mar 2074 05:01:16 GMT; 
HttpOnly; Path=/; Secure
Set-Cookie: stsservicecookie=estsfd; Path=/; Secure
Set-Cookie: x-ms-gateway-slice=estsfd; Path=/; Secure
Strict-Transport-Security: max-age=31536000; includeSubDomains

2022-01-28 14:30:38 UTC 1322 IN Data Raw: 33 34 66 34 0d 0a 3c 68 74 6d 6c 3e 0a 20 3c 68 65 61 64 3e 0a 20 20 3c 74 69 74 6c 65 3e 0a 20 20 20 4f 62 
6a 65 63 74 20 6d 6f 76 65 64 0a 20 20 3c 2f 74 69 74 6c 65 3e 0a 20 3c 2f 68 65 61 64 3e 0a 20 3c 62 6f 64 79 3e 0a 20 
20 3c 68 32 3e 0a 20 20 20 4f 62 6a 65 63 74 20 6d 6f 76 65 64 20 74 6f 0a 20 20 20 3c 61 20 68 72 65 66 3d 22 68 74 74 
70 73 3a 2f 2f 61 64 66 73 2e 63 6f 6c 74 2e 6e 65 74 3a 34 34 33 2f 61 64 66 73 2f 6c 73 2f 3f 6c 6f 67 69 6e 5f 68 69 6e 
74 3d 67 65 6f 72 67 65 2e 6b 65 6e 6e 61 72 64 25 34 30 63 6f 6c 74 2e 6e 65 74 26 63 6c 69 65 6e 74 2d 72 65 71 75 
65 73 74 2d 69 64 3d 65 37 36 38 32 32 38 39 2d 33 38 62 33 2d 34 30 65 64 2d 61 31 65 66 2d 66 34 34 32 64 61 35 66 
35 38 33 66 26 75 73 65 72 6e 61 6d 65 3d 67 65 6f 72 67 65 
Data Ascii: 34f4<html> <head>  <title>   Object moved  </title> </head> <body>  <h2>   Object moved to   <a href="https:
//adfs.colt.net:443/adfs/ls/?login_hint=george.kennard%40colt.net&client-request-id=e7682289-38b3-40ed-a1ef-f4
42da5f583f&username=george

2022-01-28 14:30:38 UTC 1335 IN Data Raw: 7d 29 29 7d 29 29 7d 28 41 29 3a 72 7d 7d 2c 66 75 6e 63 74 69 6f 6e 28 41 2c 74 2c 65 29 7b 22 75 73 65 20 
73 74 72 69 63 74 22 3b 65 2e 64 28 74 2c 22 61 22 2c 28 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 6f 7d 
29 29 3b 76 61 72 20 6e 3d 65 28 33 29 2c 72 3d 65 28 33 33 29 2c 69 3d 65 28 36 31 29 3b 66 75 6e 63 74 69 6f 6e 20 
6f 28 41 2c 74 29 7b 72 65 74 75 72 6e 20 74 3f 4f 62 6a 65 63 74 28 69 2e 61 29 28 41 2c 74 29 3a 41 20 69 6e 73 74 6
1 6e 63 65 6f 66 20 6e 2e 61 3f 41 3a 6e 65 77 20 6e 2e 61 28 4f 62 6a 65 63 74 28 72 2e 61 29 28 41 29 29 7d 7d 2c 66 
75 6e 63 74 69 6f 6e 28 41 2c 74 2c 65 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 65 2e 64 28 74 2c 22 61 22 2c 28 
66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 73 7d 29 29 3b 
Data Ascii: }))}))}(A):r}},function(A,t,e){"use strict";e.d(t,"a",(function(){return o}));var n=e(3),r=e(33),i=e(61);function o(A,t)
{return t?Object(i.a)(A,t):A instanceof n.a?A:new n.a(Object(r.a)(A))}},function(A,t,e){"use strict";e.d(t,"a",(function(){return 
s}));

Timestamp
kBytes
transferred

Direction Data

• chrome.exe

Statistics

Behavior
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• chrome.exe

Click to jump to process

Target ID: 0

Start time: 15:30:31

Start date: 28/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation  "http://djdjdjmcscmums.saksipazari.com/?=george.kennard@
colt.net

Imagebase: 0x7ff677c70000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

System Behavior

Analysis Process: chrome.exe PID: 3136, Parent PID: 3904

General

File Activities

Registry Activities
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Target ID: 2

Start time: 15:30:32

Start date: 28/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=1532,86431
97044967108677,12483209301480839047,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1940 /prefetch:8

Imagebase: 0x7ff677c70000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

⊘ No disassembly

Analysis Process: chrome.exe PID: 5992, Parent PID: 3136

General

File Activities

Disassembly
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