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Created / dropped Files
C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic
C:\Users\user\AppData\Local\Google\Chrome\User Data\03cfdb4f-fe87-4704-99fe-c9c8bed841c0.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\09f1c4b7-ea4c-4afb-b505-5214a7977e7c.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\32049904-d08f-4947-ad74-03f6d547cb69.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\3b790757-ec24-40a6-9fe9-476644b6b9e1.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\42ccb01f-8580-4af7-8e87-be70284962d6.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\5ab73026-81ff-41ff-972a-eb6884b28c25.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\84095c43-6093-4d6c-8f69-d9cd65d2767d.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\857ce521-37e9-4031-a7df-ca3676d239ab.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\8a709d33-3596-4a4b-865a-2e00ababf7bd.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\21b52cd0-0433-4bb9-a8fa-1fed69ed1e2b.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\30c9fe40-abe6-4c82-8c6d-3770763902d4.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4655ca98-9275-4830-80c6-26ce0edff5db.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\530f5018-9528-4e46-9bf7-15351c5efcdc.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\71f9d21f-ec30-4909-b1fd-5ac59b27f1b2.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7d3c6b61-3892-455c-b2fa-f54ea9f349a8.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9a4391fe-bfd4-4674-8a34-c985d2065103.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\computed_hashes.json
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\_metadata\computed_hashes.json
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old$. (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State. (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State: (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences.< (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\PreferencesMP (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences+. (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure PreferencesMP (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferencesip (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\2467bfdb-89fc-462a-a05b-2551b7de41bf.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State.. (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\dade1b85-4c1e-45a1-ab79-234c62d8d0cb.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\01009a9a-1b6c-4d8b-ad92-a3b344978a9b.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Local Storage\leveldb\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Local Storage\leveldb\LOG.oldx (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Network Persistent State.. (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications\LOG.old (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage\000003.log
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage\LOG.old (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\a2df97a7-c6f8-4bf1-8ed6-2943cb552a67.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\b79cb624-ec8b-41cb-a2a5-6ad28f7758b3.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\b7e6d7bc-426c-4e4d-a790-a97978916c9a.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\c508a796-dec4-4b66-a76e-cbbf2c4f559d.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\daebfeae-f28a-4aeb-bb70-13cc3c01deff.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\dee17684-4943-463e-b777-844e2b9bc37d.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\f03086ac-a57a-4bb9-892f-3c45580b256f.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\f288d9ba-4b9c-445d-9d9c-76fdbaa689f3.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local StateBU (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State\ (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info CacheMP (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Caches (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Subresource Filter\Indexed Rules\27\scoped_dir5956_435296513\Ruleset Data
C:\Users\user\AppData\Local\Google\Chrome\User Data\a2d71031-c218-481d-81f3-9196f7028ea5.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\a486798b-310c-433f-9374-6440cbeb5686.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\b0ada342-eac8-41a8-aad3-71add2a67656.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\b635df35-88e3-4fc0-b959-09698f7c6707.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\b9a53cf1-4a9b-4ab7-98e0-75c8685a2b17.tmp
C:\Users\user\AppData\Local\Temp\3a08c59a-96e8-4bd1-b41e-7af76c186326.tmp
C:\Users\user\AppData\Local\Temp\5956_1134515406\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\5956_1134515406\download_file_types.pb
C:\Users\user\AppData\Local\Temp\5956_1134515406\manifest.fingerprint
C:\Users\user\AppData\Local\Temp\5956_1134515406\manifest.json
C:\Users\user\AppData\Local\Temp\5956_1292928990\LICENSE
C:\Users\user\AppData\Local\Temp\5956_1292928990\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\5956_1292928990\crl-set
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C:\Users\user\AppData\Local\Temp\5956_1292928990\manifest.fingerprint
C:\Users\user\AppData\Local\Temp\5956_1292928990\manifest.json
C:\Users\user\AppData\Local\Temp\5956_1575507340\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\5956_1575507340\_platform_specific\x86_64\pnacl_public_pnacl_json
C:\Users\user\AppData\Local\Temp\5956_1575507340\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_for_eh_o
C:\Users\user\AppData\Local\Temp\5956_1575507340\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_o
C:\Users\user\AppData\Local\Temp\5956_1575507340\_platform_specific\x86_64\pnacl_public_x86_64_crtend_o
C:\Users\user\AppData\Local\Temp\5956_1575507340\_platform_specific\x86_64\pnacl_public_x86_64_ld_nexe
C:\Users\user\AppData\Local\Temp\5956_1575507340\_platform_specific\x86_64\pnacl_public_x86_64_libcrt_platform_a
C:\Users\user\AppData\Local\Temp\5956_1575507340\_platform_specific\x86_64\pnacl_public_x86_64_libgcc_a
C:\Users\user\AppData\Local\Temp\5956_1575507340\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_a
C:\Users\user\AppData\Local\Temp\5956_1575507340\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_dummy_a
C:\Users\user\AppData\Local\Temp\5956_1575507340\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_llc_nexe
C:\Users\user\AppData\Local\Temp\5956_1575507340\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_sz_nexe
C:\Users\user\AppData\Local\Temp\5956_1575507340\manifest.fingerprint
C:\Users\user\AppData\Local\Temp\5956_1575507340\manifest.json
C:\Users\user\AppData\Local\Temp\5956_1878119372\Filtering Rules
C:\Users\user\AppData\Local\Temp\5956_1878119372\LICENSE.txt
C:\Users\user\AppData\Local\Temp\5956_1878119372\_metadata\verified_contents.json

Static File Info
Network Behavior

Network Port Distribution
TCP Packets
UDP Packets
DNS Queries
DNS Answers
HTTP Request Dependency Graph
HTTPS Proxied Packets

Statistics
Behavior

System Behavior
Analysis Process: chrome.exePID: 5956, Parent PID: 568

General
File Activities
Registry Activities

Key Value Modified

Analysis Process: chrome.exePID: 6036, Parent PID: 5956
General
File Activities

Disassembly
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Windows Analysis Report 
https://phisher.knowbe4.com/inbox/?keywords=urls%3A"https%3A%2F%2Fwww.canva.com%2Fdesign%2FDAE2v7jrAx0%2FxbFDaPbUsdgv68II2DfGFg%2Fview%3Futm_content%3DDAE2v7jrAx0%26utm_campaign%3Ddesignshare%26utm_medium%3Dlink%26utm_source%3Dsharebutton"…

Overview

General Information

Sample URL: https://phisher.knowbe4.c
om/inbox/?
keywords=urls%3A"https
%3A%2F%2Fwww.canva.
..fGFg%2Fview%3Futm_c
ontent%3DDAE2v7jrAx0
%26utm_campaign%3Dd
esignshare%26utm_

Analysis ID: 562306

Infos:

Detection

Score: 1

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

HTML body contains low number of …

No HTML title found

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

chrome.exe (PID: 5956 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "https://phisher.knowbe4.com/inbox/?k

eywords=urls%3A%22https%3A%2F%2Fwww.canva.com%2Fdesign%2FDAE2v7jrAx0%2FxbFDaPbUsdgv68II2DfGFg%2Fview%3Futm_content%3DDAE2v7jrAx0%26utm_campa
ign%3Ddesignshare%26utm_medium%3Dlink%26utm_source%3Dsharebutton%22 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 6036 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-

handle=1508,9312042128708575229,11056298167647340253,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1912 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

cleanup

⊘ No configs have been found

⊘ No yara matches

⊘ No Sigma rule has matched

Process Tree

Malware Configuration

Yara Overview

Sigma Overview

Copyright Joe Security LLC 2022 Page 4 of 98



There are no malicious signatures, There are no malicious signatures, click here to show all signaturesclick here to show all signatures ..
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Behavior Graph
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Behavior Graph

ID: 562306

URL: https://phisher.knowbe4.com...

Startdate: 28/01/2022

Architecture: WINDOWS

Score: 1

training.knowbe4.com theme.zdassets.com 3 other IPs or domains

chrome.exe

16 448

        started       

192.168.2.1

unknown

unknown

239.255.255.250

unknown

Reserved

C:\...\pnacl_public_x86_64_pnacl_sz_nexe, ELF

dropped

C:\...\pnacl_public_x86_64_pnacl_llc_nexe, ELF

dropped

C:\Users\user\...\pnacl_public_x86_64_ld_nexe, ELF

dropped

chrome.exe

82

        started       

stats.l.doubleclick.net

108.177.127.154, 443, 49884

GOOGLEUS

United States

www.google.com

142.250.203.100, 443, 49885

GOOGLEUS

United States

29 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails

Copyright Joe Security LLC 2022 Page 6 of 98



Source Detection Scanner Label Link

https://phisher.knowbe4.com/inbox/?
keywords=urls%3A%22https%3A%2F%2Fwww.canva.com%2Fdesign%2FDAE2v7jrAx0%2FxbFDaPbU
sdgv68II2DfGFg%2Fview%3Futm_content%3DDAE2v7jrAx0%26utm_campaign%3Ddesignshare%26ut
m_medium%3Dlink%26utm_source%3Dsharebutton%22

0% Avira URL Cloud safe

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\5956_1575507340\_platform_specific\x86_64\pnacl_public_x8
6_64_ld_nexe

0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\5956_1575507340\_platform_specific\x86_64\pnacl_public_x8
6_64_ld_nexe

0% ReversingLabs

C:\Users\user\AppData\Local\Temp\5956_1575507340\_platform_specific\x86_64\pnacl_public_x8
6_64_pnacl_llc_nexe

0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\5956_1575507340\_platform_specific\x86_64\pnacl_public_x8
6_64_pnacl_llc_nexe

0% ReversingLabs

C:\Users\user\AppData\Local\Temp\5956_1575507340\_platform_specific\x86_64\pnacl_public_x8
6_64_pnacl_sz_nexe

0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\5956_1575507340\_platform_specific\x86_64\pnacl_public_x8
6_64_pnacl_sz_nexe

0% ReversingLabs

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Copyright Joe Security LLC 2022 Page 7 of 98

https://www.metadefender.com/#!/results/file/bzIyMDExMFdtQnhxZTk3a01BemtMYk8tY0o/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDExMHdiVFBFTEVaY1VReDQ0dXp0c3g/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDExMHlkdW9aSFozTlpYUnRSbmtXYV8/regular/analysis


⊘ No Antivirus matches

⊘ No Antivirus matches

Source Detection Scanner Label Link

https://newassets.hcaptcha.com/captcha/v1/44fc726/static/hcaptcha-
challenge.html#id=0bdr1w67vkk&host=support.knowbe4.com&sentry=true&reportapi=https%3A%2F%2
Faccounts.hcaptcha.com&recaptchacompat=off&custom=false&hl=en&tplinks=on&sitekey=33f96e6a-
38cd-421b-bb68-7806e1764460&theme=light

0% Virustotal Browse

https://newassets.hcaptcha.com/captcha/v1/44fc726/static/hcaptcha-
checkbox.html#id=0h55s9htlfkd&host=support.knowbe4.com&sentry=true&reportapi=https%3A%2F%2F
accounts.hcaptcha.com&recaptchacompat=off&custom=false&hl=en&tplinks=on&sitekey=33f96e6a-
38cd-421b-bb68-7806e1764460&theme=light

0% Virustotal Browse

https://newassets.hcaptcha.com/captcha/v1/44fc726/static/hcaptcha-
checkbox.html#id=0aj6ttwwwfnf&host=support.knowbe4.com&sentry=true&reportapi=https%3A%2F%2F
accounts.hcaptcha.com&recaptchacompat=off&custom=false&hl=en&tplinks=on&sitekey=33f96e6a-
38cd-421b-bb68-7806e1764460&theme=light

0% Virustotal Browse

https://newassets.hcaptcha.com/captcha/v1/44fc726/static/hcaptcha-
checkbox.html#id=13xtaxwewx3c&host=support.knowbe4.com&sentry=true&reportapi=https%3A%2F%
2Faccounts.hcaptcha.com&recaptchacompat=off&custom=false&hl=en&tplinks=on&sitekey=33f96e6a-
38cd-421b-bb68-7806e1764460&theme=light

0% Virustotal Browse

https://dns.google 0% URL Reputation safe

https://www.google.com; 0% Avira URL Cloud safe

Name IP Active Malicious Antivirus Detection Reputation

gstaticadssl.l.google.com 216.58.215.227 true false high

a.nel.cloudflare.com 35.190.80.1 true false high

knowbe4.zendesk.com 104.16.51.111 true false high

accounts.google.com 142.250.203.109 true false high

www-google-analytics.l.google.com 142.250.203.110 true false high

stats.l.doubleclick.net 108.177.127.154 true false high

api-js.mixpanel.com 35.190.25.25 true false high

phisher.knowbe4.com 99.86.3.99 true false high

maxcdn.bootstrapcdn.com 104.18.10.207 true false high

training.knowbe4.com 143.204.215.124 true false high

theme.zdassets.com 104.18.72.113 true false high

p19.zdassets.com 104.18.70.113 true false high

static.zdassets.com 104.18.70.113 true false high

hcaptcha.com 104.16.168.131 true false unknown

cdnjs.cloudflare.com 104.16.18.94 true false high

www.google.com 142.250.203.100 true false high

d18dtii85prvml.cloudfront.net 99.86.3.118 true false high

clients.l.google.com 216.58.215.238 true false high

newassets.hcaptcha.com 104.16.169.131 true false unknown

googlehosted.l.googleusercontent.com 172.217.168.33 true false high

www.google.ae 142.250.203.99 true false high

api.phisher.knowbe4.com 99.86.3.79 true false high

cdn.jsdelivr.net unknown unknown false high

support.knowbe4.com unknown unknown false high

stats.g.doubleclick.net unknown unknown false high

clients2.googleusercontent.com unknown unknown false high

clients2.google.com unknown unknown false high

cdn.pendo.io unknown unknown false high

Domains

URLs

Domains and IPs

Contacted Domains
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https://www.virustotal.com/gui/url/ae9ddebf2f7fed4fcf3ab4af915ff828ee0345f63e8b35c2debf49fac439f9c4/detection/u-ae9ddebf2f7fed4fcf3ab4af915ff828ee0345f63e8b35c2debf49fac439f9c4-1643367857
https://www.virustotal.com/gui/url/460fa63c59c44825b9367eeeba5dcddedfb711408acbd35979d973466b29e838/detection/u-460fa63c59c44825b9367eeeba5dcddedfb711408acbd35979d973466b29e838-1643367857
https://www.virustotal.com/gui/url/460fa63c59c44825b9367eeeba5dcddedfb711408acbd35979d973466b29e838/detection/u-460fa63c59c44825b9367eeeba5dcddedfb711408acbd35979d973466b29e838-1643367857
https://www.virustotal.com/gui/url/460fa63c59c44825b9367eeeba5dcddedfb711408acbd35979d973466b29e838/detection/u-460fa63c59c44825b9367eeeba5dcddedfb711408acbd35979d973466b29e838-1643367857


Name Malicious Antivirus Detection Reputation

https://cdn.pendo.io/agent/static/365392a9-6608-44ef-443b-572eef771b95/pendo.js false high

https://support.knowbe4.com/hc/en-us/articles/360000913668-KMSAT-Tutorial-Videos false high

https://newassets.hcaptcha.com/captcha/v1/44fc726/static/hcaptcha-
challenge.html#id=0bdr1w67vkk&host=support.knowbe4.com&sentry=true&reportapi=https%3A%2F
%2Faccounts.hcaptcha.com&recaptchacompat=off&custom=false&hl=en&tplinks=on&sitekey=33f96
e6a-38cd-421b-bb68-7806e1764460&theme=light

false 0%, Virustotal, Browse unknown

https://newassets.hcaptcha.com/captcha/v1/44fc726/static/hcaptcha-
checkbox.html#id=0h55s9htlfkd&host=support.knowbe4.com&sentry=true&reportapi=https%3A%2F
%2Faccounts.hcaptcha.com&recaptchacompat=off&custom=false&hl=en&tplinks=on&sitekey=33f96
e6a-38cd-421b-bb68-7806e1764460&theme=light

false 0%, Virustotal, Browse unknown

https://newassets.hcaptcha.com/captcha/v1/44fc726/static/hcaptcha-
checkbox.html#id=0aj6ttwwwfnf&host=support.knowbe4.com&sentry=true&reportapi=https%3A%2F
%2Faccounts.hcaptcha.com&recaptchacompat=off&custom=false&hl=en&tplinks=on&sitekey=33f96
e6a-38cd-421b-bb68-7806e1764460&theme=light

false 0%, Virustotal, Browse unknown

https://newassets.hcaptcha.com/captcha/v1/44fc726/static/hcaptcha-
checkbox.html#id=13xtaxwewx3c&host=support.knowbe4.com&sentry=true&reportapi=https%3A%2
F%2Faccounts.hcaptcha.com&recaptchacompat=off&custom=false&hl=en&tplinks=on&sitekey=33f9
6e6a-38cd-421b-bb68-7806e1764460&theme=light

false 0%, Virustotal, Browse unknown

https://training.knowbe4.com/ui/login false high

https://phisher.knowbe4.com/css/inbox~phishrip~postactions~rules~settings.1d2b91f5.css false high

https://newassets.hcaptcha.com/captcha/v1/44fc726/static/hcaptcha-
challenge.html#id=166jfcmfpm0h&host=support.knowbe4.com&sentry=true&reportapi=https%3A%2
F%2Faccounts.hcaptcha.com&recaptchacompat=off&custom=false&hl=en&tplinks=on&sitekey=33f9
6e6a-38cd-421b-bb68-7806e1764460&theme=light

false unknown

https://support.knowbe4.com/hc/en-us/articles/4404511190803-How-to-Use-Advanced-
Delivery-Policies-in-Microsoft-365

false high

https://newassets.hcaptcha.com/captcha/v1/44fc726/static/hcaptcha-
checkbox.html#id=1yg98juuglc&host=support.knowbe4.com&sentry=true&reportapi=https%3A%2F
%2Faccounts.hcaptcha.com&recaptchacompat=off&custom=false&hl=en&tplinks=on&sitekey=33f96
e6a-38cd-421b-bb68-7806e1764460&theme=light

false unknown

https://phisher.knowbe4.com/css/dashboard~phishrip~reports.ae16272d.css false high

https://training.knowbe4.com/ui/login?per_redirect=%2F false high

https://clients2.google.com/service/update2/crx?
os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=85.0.4183.121&lang=en-
US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%26install
edby%3Dother%26uc%26ping%3Dr%253D-
1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby
%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

false high

https://phisher.knowbe4.com/css/inbox~phishrip.0099aa26.css false high

https://phisher.knowbe4.com/css/404.75e7179d.css false high

https://support.knowbe4.com/hc/en-us/categories/200056750-KCM-GRC false high

https://newassets.hcaptcha.com/captcha/v1/44fc726/static/hcaptcha-
checkbox.html#id=1ssd4c1mxbts&host=support.knowbe4.com&sentry=true&reportapi=https%3A%2
F%2Faccounts.hcaptcha.com&recaptchacompat=off&custom=false&hl=en&tplinks=on&sitekey=33f9
6e6a-38cd-421b-bb68-7806e1764460&theme=light

false unknown

https://api.phisher.knowbe4.com/v1/auth/authenticate false high

https://newassets.hcaptcha.com/captcha/v1/44fc726/static/hcaptcha-
checkbox.html#id=0hckhdvdj19&host=support.knowbe4.com&sentry=true&reportapi=https%3A%2F
%2Faccounts.hcaptcha.com&recaptchacompat=off&custom=false&hl=en&tplinks=on&sitekey=33f96
e6a-38cd-421b-bb68-7806e1764460&theme=light

false unknown

https://phisher.knowbe4.com/css/dashboard.e33453d3.css false high

https://training.knowbe4.com/ui/login?per_redirect=/ false high

https://phisher.knowbe4.com/js/chunk-vendors.9c8c3628.js false high

https://newassets.hcaptcha.com/captcha/v1/44fc726/static/hcaptcha-
checkbox.html#id=0x5dzwxn1jz&host=support.knowbe4.com&sentry=true&reportapi=https%3A%2F
%2Faccounts.hcaptcha.com&recaptchacompat=off&custom=false&hl=en&tplinks=on&sitekey=33f96
e6a-38cd-421b-bb68-7806e1764460&theme=light

false unknown

https://support.knowbe4.com/hc/en-us/articles/115009454228-Security-Awareness-Training-
Platform-KMSAT-Change-Log

false high

https://support.knowbe4.com/hc/en-us/articles/360015575313-Video-KMSAT-Quarterly-
Product-Update-December-2021-

false high

https://newassets.hcaptcha.com/captcha/v1/44fc726/static/hcaptcha-
checkbox.html#id=0e2ubmyp5qe&host=support.knowbe4.com&sentry=true&reportapi=https%3A%2
F%2Faccounts.hcaptcha.com&recaptchacompat=off&custom=false&hl=en&tplinks=on&sitekey=33f9
6e6a-38cd-421b-bb68-7806e1764460&theme=light

false unknown

https://support.knowbe4.com/hc/en-us false high

https://support.knowbe4.com/hc/en-us/categories/200218607-Free-Tools false high

Contacted URLs

Copyright Joe Security LLC 2022 Page 9 of 98

https://www.virustotal.com/gui/url/ae9ddebf2f7fed4fcf3ab4af915ff828ee0345f63e8b35c2debf49fac439f9c4/detection/u-ae9ddebf2f7fed4fcf3ab4af915ff828ee0345f63e8b35c2debf49fac439f9c4-1643367857
https://www.virustotal.com/gui/url/460fa63c59c44825b9367eeeba5dcddedfb711408acbd35979d973466b29e838/detection/u-460fa63c59c44825b9367eeeba5dcddedfb711408acbd35979d973466b29e838-1643367857
https://www.virustotal.com/gui/url/460fa63c59c44825b9367eeeba5dcddedfb711408acbd35979d973466b29e838/detection/u-460fa63c59c44825b9367eeeba5dcddedfb711408acbd35979d973466b29e838-1643367857
https://www.virustotal.com/gui/url/460fa63c59c44825b9367eeeba5dcddedfb711408acbd35979d973466b29e838/detection/u-460fa63c59c44825b9367eeeba5dcddedfb711408acbd35979d973466b29e838-1643367857


https://newassets.hcaptcha.com/captcha/v1/44fc726/static/hcaptcha-
checkbox.html#id=0bdr1w67vkk&host=support.knowbe4.com&sentry=true&reportapi=https%3A%2F
%2Faccounts.hcaptcha.com&recaptchacompat=off&custom=false&hl=en&tplinks=on&sitekey=33f96
e6a-38cd-421b-bb68-7806e1764460&theme=light

false unknown

https://support.knowbe4.com/hc/en-us/articles/206523288-Quickstart-Implementation-Guide false high

https://support.knowbe4.com/hc/en-us/categories/200060614-KMSAT false high

https://newassets.hcaptcha.com/captcha/v1/44fc726/static/hcaptcha-
challenge.html#id=1ssd4c1mxbts&host=support.knowbe4.com&sentry=true&reportapi=https%3A%2
F%2Faccounts.hcaptcha.com&recaptchacompat=off&custom=false&hl=en&tplinks=on&sitekey=33f9
6e6a-38cd-421b-bb68-7806e1764460&theme=light

false unknown

https://phisher.knowbe4.com/css/inbox.fa28ff88.css false high

https://newassets.hcaptcha.com/captcha/v1/44fc726/static/hcaptcha-
checkbox.html#id=0kp03ftn5fm&host=support.knowbe4.com&sentry=true&reportapi=https%3A%2F
%2Faccounts.hcaptcha.com&recaptchacompat=off&custom=false&hl=en&tplinks=on&sitekey=33f96
e6a-38cd-421b-bb68-7806e1764460&theme=light

false unknown

https://phisher.knowbe4.com/css/postactions.c7ba2eda.css false high

https://newassets.hcaptcha.com/captcha/v1/44fc726/static/hcaptcha-
checkbox.html#id=09d3l6hlcfvd&host=support.knowbe4.com&sentry=true&reportapi=https%3A%2F
%2Faccounts.hcaptcha.com&recaptchacompat=off&custom=false&hl=en&tplinks=on&sitekey=33f96
e6a-38cd-421b-bb68-7806e1764460&theme=light

false unknown

https://phisher.knowbe4.com/ false high

https://newassets.hcaptcha.com/captcha/v1/44fc726/static/hcaptcha-
checkbox.html#id=155xyqqrc35v&host=support.knowbe4.com&sentry=true&reportapi=https%3A%2
F%2Faccounts.hcaptcha.com&recaptchacompat=off&custom=false&hl=en&tplinks=on&sitekey=33f9
6e6a-38cd-421b-bb68-7806e1764460&theme=light

false unknown

https://phisher.knowbe4.com/css/reports.d44a3b19.css false high

https://newassets.hcaptcha.com/captcha/v1/44fc726/static/hcaptcha-
challenge.html#id=0hckhdvdj19&host=support.knowbe4.com&sentry=true&reportapi=https%3A%2F
%2Faccounts.hcaptcha.com&recaptchacompat=off&custom=false&hl=en&tplinks=on&sitekey=33f96
e6a-38cd-421b-bb68-7806e1764460&theme=light

false unknown

https://support.knowbe4.com/hc/en-us/community/topics false high

https://accounts.google.com/ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard false high

https://newassets.hcaptcha.com/captcha/v1/44fc726/static/hcaptcha-
checkbox.html#id=1drnfnl4v3&host=support.knowbe4.com&sentry=true&reportapi=https%3A%2F%2
Faccounts.hcaptcha.com&recaptchacompat=off&custom=false&hl=en&tplinks=on&sitekey=33f96e6a
-38cd-421b-bb68-7806e1764460&theme=light

false unknown

https://phisher.knowbe4.com/css/chunk-vendors.f45e3d56.css false high

https://support.knowbe4.com/hc/en-us/requests/new false high

https://phisher.knowbe4.com/css/inbox~phishrip~postactions.1386de4b.css false high

https://phisher.knowbe4.com/js/app.ead6c261.js false high

Name Malicious Antivirus Detection Reputation

Name Source Malicious Antivirus Detection Reputation

https://stats.g.doubleclick.net 71f9d21f-ec30-4909-b1fd-5ac59b27f1b2.tmp.2.dr false high

https://crash.corp.google.com/samples?
reportid=&q=

mirroring_cast_streaming.js.0.dr false high

https://easylist.to/) LICENSE.txt.0.dr false high

www.ietf.org/id/draft-holmer-rmcat-transport-
wide-cc-extensions-01

mirroring_hangouts.js.0.dr false high

https://preprod-hangouts-
googleapis.sandbox.google.com

mirroring_hangouts.js.0.dr false high

https://www.google.com c508a796-dec4-4b66-a76e-cbbf2c4f559d.tmp.2.dr, dee
17684-4943-463e-b777-844e2b9bc37d.tmp.2.dr, 
manifest.json4.0.dr, 71f9d21f-ec30-4909-b1fd-5
ac59b27f1b2.tmp.2.dr

false high

https://hangouts.google.com/hangouts/_/logpref mirroring_hangouts.js.0.dr false high

https://creativecommons.org/publicdomain/zero/1.0/.
mirroring_hangouts.js.0.dr false high

https://www.google.com/accounts/OAuthLogin?
issueuberauth=1

craw_window.js.0.dr false high

https://github.com/madler/zlib/blob/master/zlib.h mirroring_hangouts.js.0.dr false high

https://www.google.com/tools/feedback feedback_script.js.0.dr false high

https://dns.google dade1b85-4c1e-45a1-ab79-234c62d8d0cb.tmp.2.dr, 
c508a796-dec4-4b66-a76e-cbbf2c4f559d.tmp.2.dr, 
01009a9a-1b6c-4d8b-ad92-a3b344978a9b.tmp.2.dr, 
dee17684-4943-463e-b777-844e2b9bc37d.tmp.2.dr, 
71f9d21f-ec30-4909-b1fd-5ac59b27f1b2.tmp.2.dr

false URL Reputation: safe unknown

https://github.com/google/closure-
library/wiki/goog.module:-an-ES6-module-like-
alternative-to-goog.p

craw_window.js.0.dr, craw_background.js.0.dr false high

URLs from Memory and Binaries
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https://support.google.com/chromecast/troubleshooter/
2995236

messages.json15.0.dr, messages.json66.0.dr, messag
es.json5.0.dr, messages.json7.0.dr, messages.json2
9.0.dr, messages.json49.0.dr, feedback.html.0.dr, 
messages.json61.0.dr, messages.json62.0.dr, messag
es.json75.0.dr, messages.json73.0.dr, messages.jso
n27.0.dr, messages.json44.0.dr, messages.json46.0.
dr, messages.json74.0.dr, messages.json33.0.dr, me
ssages.json0.0.dr, messages.json48.0.dr, messages.
json88.0.dr, messages.json14.0.dr, messages.json87
.0.dr

false high

https://www.google.ae 71f9d21f-ec30-4909-b1fd-5ac59b27f1b2.tmp.2.dr false high

www.ietf.org/id/draft-holmer-rmcat-transport-
wide-cc-extensions

mirroring_hangouts.js.0.dr false high

https://payments.google.com/payments/v4/js/integrator
.js

craw_window.js.0.dr, manifest.json.0.dr false high

https://www.google.com; manifest.json4.0.dr false Avira URL Cloud: safe low

https://www.google.com/images/x2.gif craw_window.js.0.dr false high

https://training.knowbe4.com/ui/login?
per_redirect=/2

History Provider Cache.0.dr false high

https://www.google.com/images/dot2.gif craw_window.js.0.dr false high

https://play.google.com/log?
format=json&hasfast=true

mirroring_hangouts.js.0.dr false high

tools.ietf.org/html/rfc1950 mirroring_hangouts.js.0.dr false high

https://www.google.com/ manifest.json.0.dr false high

https://feedback.googleusercontent.com manifest.json4.0.dr false high

https://clients6.google.com mirroring_hangouts.js.0.dr false high

https://www.google.com/images/cleardot.gif craw_window.js.0.dr false high

https://play.google.com c508a796-dec4-4b66-a76e-cbbf2c4f559d.tmp.2.dr, dee
17684-4943-463e-b777-844e2b9bc37d.tmp.2.dr, 
71f9d21f-ec30-4909-b1fd-5ac59b27f1b2.tmp.2.dr

false high

https://phisher.knowbe4.com/2 History Provider Cache.0.dr false high

https://www.google.com/log?
format=json&hasfast=true

mirroring_hangouts.js.0.dr false high

https://sandbox.google.com/payments/v4/js/integrator.j
s

craw_window.js.0.dr, manifest.json.0.dr false high

https://accounts.google.com/MergeSession craw_window.js.0.dr false high

https://creativecommons.org/compatiblelicenses LICENSE.txt.0.dr false high

https://github.com/easylist) LICENSE.txt.0.dr false high

https://creativecommons.org/. LICENSE.txt.0.dr false high

https://hangouts.clients6.google.com mirroring_hangouts.js.0.dr false high

https://accounts.google.com c508a796-dec4-4b66-a76e-cbbf2c4f559d.tmp.2.dr, dee
17684-4943-463e-b777-844e2b9bc37d.tmp.2.dr, 
manifest.json4.0.dr, 71f9d21f-ec30-4909-b1fd-5
ac59b27f1b2.tmp.2.dr

false high

https://clients2.google.com/cr/report mirroring_hangouts.js.0.dr, mirroring_cast_streami
ng.js.0.dr

false high

angularjs.org angular.js.0.dr false high

https://github.com/angular/material material_css_min.css.0.dr, angular.js.0.dr false high

https://apis.google.com c508a796-dec4-4b66-a76e-cbbf2c4f559d.tmp.2.dr, dee
17684-4943-463e-b777-844e2b9bc37d.tmp.2.dr, 
manifest.json4.0.dr, 71f9d21f-ec30-4909-b1fd-5
ac59b27f1b2.tmp.2.dr

false high

https://www-googleapis-
staging.sandbox.google.com

craw_window.js.0.dr, craw_background.js.0.dr false high

https://clients2.google.com c508a796-dec4-4b66-a76e-cbbf2c4f559d.tmp.2.dr, dee
17684-4943-463e-b777-844e2b9bc37d.tmp.2.dr, 
71f9d21f-ec30-4909-b1fd-5ac59b27f1b2.tmp.2.dr

false high

https://phisher.knowbe4.com/inbox/?
keywords=urls%3A%22https%3A%2F%2Fwww.canva.
com%2Fdesign%2FDAE2v7j

History Provider Cache.0.dr false high

www.apache.org/licenses/LICENSE-2.0 mirroring_hangouts.js.0.dr false high

https://www.google.com/intl/en-
US/chrome/blank.html

craw_background.js.0.dr false high

https://ogs.google.com c508a796-dec4-4b66-a76e-cbbf2c4f559d.tmp.2.dr, dee
17684-4943-463e-b777-844e2b9bc37d.tmp.2.dr, 
71f9d21f-ec30-4909-b1fd-5ac59b27f1b2.tmp.2.dr

false high

https://chromium.googlesource.com/a/native_client/pn
acl-llvm.git

pnacl_public_x86_64_libcrt_platform_a.0.dr false high

Name Source Malicious Antivirus Detection Reputation
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https://hangouts.google.com/ manifest.json4.0.dr false high

llvm.org/): pnacl_public_x86_64_pnacl_sz_nexe.0.dr, pnacl_publ
ic_x86_64_pnacl_llc_nexe.0.dr

false high

https://meetings.clients6.google.com mirroring_hangouts.js.0.dr false high

https://code.google.com/p/nativeclient/issues/entry%s:
pnacl_public_x86_64_ld_nexe.0.dr false high

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

104.18.10.207 maxcdn.bootstrapcdn.co
m

United States 13335 CLOUDFLARENETUS false

216.58.215.238 clients.l.google.com United States 15169 GOOGLEUS false

143.204.215.124 training.knowbe4.com United States 16509 AMAZON-02US false

104.16.51.111 knowbe4.zendesk.com United States 13335 CLOUDFLARENETUS false

143.204.215.30 unknown United States 16509 AMAZON-02US false

104.18.72.113 theme.zdassets.com United States 13335 CLOUDFLARENETUS false

35.190.80.1 a.nel.cloudflare.com United States 15169 GOOGLEUS false

104.16.18.94 cdnjs.cloudflare.com United States 13335 CLOUDFLARENETUS false

142.250.203.109 accounts.google.com United States 15169 GOOGLEUS false

108.177.127.154 stats.l.doubleclick.net United States 15169 GOOGLEUS false

216.58.215.227 gstaticadssl.l.google.com United States 15169 GOOGLEUS false

142.250.203.100 www.google.com United States 15169 GOOGLEUS false

104.16.53.111 unknown United States 13335 CLOUDFLARENETUS false

104.16.168.131 hcaptcha.com United States 13335 CLOUDFLARENETUS false

99.86.3.79 api.phisher.knowbe4.com United States 16509 AMAZON-02US false

99.86.3.99 phisher.knowbe4.com United States 16509 AMAZON-02US false

35.190.25.25 api-js.mixpanel.com United States 15169 GOOGLEUS false

104.16.169.131 newassets.hcaptcha.com United States 13335 CLOUDFLARENETUS false

239.255.255.250 unknown Reserved unknown unknown false

104.18.70.113 p19.zdassets.com United States 13335 CLOUDFLARENETUS false

172.217.168.33 googlehosted.l.googleuser
content.com

United States 15169 GOOGLEUS false

99.86.3.118 d18dtii85prvml.cloudfront.
net

United States 16509 AMAZON-02US false

World Map of Contacted IPs

Public IPs
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IP

192.168.2.1

127.0.0.1

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 562306

Start date: 28.01.2022

Start time: 18:46:02

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 6m 14s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: https://phisher.knowbe4.com/inbox/?
keywords=urls%3A"https%3A%2F%2Fwww.canva.com%2Fdesign%2FDAE2v7jrAx0%2FxbFDaPbUsdgv68II2DfGFg%2Fview%3Futm_c
ontent%3DDAE2v7jrAx0%26utm_campaign%3Ddesignshare%26utm_medium%3Dlink%26utm_source%3Dsharebutton"

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

19

Number of new started drivers analysed: 1

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean1.win@45/225@31/24

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Browse: https://support.knowbe4.com/
Browse: https://training.knowbe4.com/
Browse: https://support.knowbe4.com/hc/en-us/requests/new
Browse: https://support.knowbe4.com/hc/en-us/signin?return_to=https%3A%2F%2Fsupport.knowbe4.com%2Fhc%2Fen-
us&amp;locale=en-us
Browse: https://support.knowbe4.com/hc/en-us/articles/4404511190803-How-to-Use-Advanced-Delivery-Policies-in-Microsoft-365
Browse: https://support.knowbe4.com/hc/en-us/categories/200060614-KMSAT
Browse: https://support.knowbe4.com/hc/en-us/categories/200056750-KCM-GRC
Browse: https://support.knowbe4.com/hc/en-us/categories/200218607-Free-Tools
Browse: https://support.knowbe4.com/hc/en-us/articles/4406998837011-KnowBe4-Integrations
Browse: https://support.knowbe4.com/hc/en-us/articles/360051710194-Training-Campaign-Overview
Browse: https://support.knowbe4.com/hc/en-us/articles/360015575313-Video-KMSAT-Quarterly-Product-Update-December-2021-
Browse: https://support.knowbe4.com/hc/en-us/articles/115009454228-Security-Awareness-Training-Platform-KMSAT-Change-Log
Browse: https://support.knowbe4.com/hc/en-us/articles/206523288-Quickstart-Implementation-Guide
Browse: https://support.knowbe4.com/hc/en-us/articles/360000913668-KMSAT-Tutorial-Videos
Browse: https://support.knowbe4.com/hc/en-us/community/topics

Exclude process from analysis (whitelisted): MpCmdRun.exe, audiodg.exe, BackgroundTransferHost.exe, qwavedrv.sys, WMIADAP.exe, SgrmBroker.exe, backgroundTaskHost.exe,
conhost.exe, svchost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (wh itelisted): 104.76.200.56, 142 .250.203.110, 173.194.182.73, 34.104.35.123, 142.250.203.99, 216.58.215.234, 172.217.168.10, 104.16.85.20, 104.16.89.20,
104.16.88.20, 104.16.87.20, 104.16.86.20, 172.217.168.74, 142.250.203.106, 172.217.168.42, 40.91.112.76, 40.112.88.60, 20.54.104.15
Excluded domains from analysis (whitelisted): cdn.jsdelivr.net.cdn.cloudflare.net, displaycatalog-rp-uswest.md.mp.microsoft.com.akadns.net, clientservices.googleapis.com, fs-wildca
rd.microsoft.com.edgekey.net, fs-wildcard.microsoft.com.edgekey.net.globalredir.akadns.net, r4.sn-4g5e6ns7.gvt1.com, wus2-displaycatalogrp.frontdoor.bigcatalog.commerce.microsoft.c

Private

General Information

Warnings
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om, arc.msn.com, consumerrp-displaycatalog-aks2eap-europe.md.mp.microsoft.com.akadns.net, redirector.gvt1.com, update.googleapis.com, consumer-displaycatalogrp-aks2aks-
uswest.md.mp.microsoft.com.akadns.net, displaycatalog.mp.microsoft.com, img-prod-cms-rt-microsoft-com.akamaized.net, www.gstatic.com, prod.fs.microsoft.com.akadns.net, r4---sn-
4g5e6ns7.gvt1.com, www.google-analytics.com, client.wns.windows.com, fonts.googleapis.com, fs.microsoft.com, content-autofill.googleapis.com, fonts.gstatic.com, displaycatalog-rp-
europe.md.mp.microsoft.com.akadns.net, ris-prod.trafficmanager.net, asf-ris-prod-neu.northeurope.cloudapp.azure.com, ctldl.windowsupdate.com,
Not all processes where analyzed, report is missing behavior  information
Report size exceeded maximum capacity and may have missing n etwork information.
Report size getting too big, t oo many NtCreateFile calls found.
Report size getting too big, t oo many NtOpenFile calls found.
Report size getting too big, t oo many NtSetInformationFile calls found.
Report size getting too big, t oo many NtWriteVirtualMemory calls found.

⊘ No simulations

⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No context

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit): 5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBlESBw4p6:NfOCzvRKhGvwJ

MD5: A78AD14E77147E7DE3647E61964C0335

SHA1: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0E893FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDE0DFBB19CB31C506F7DE97AF67C2F244F7E7E8E10648EA8321
101

Malicious: false

Reputation: low

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints

Dropped Files

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic
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Preview: BDic.... ....6...."..Z..4g....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF 
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF 
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF 
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF I.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS
.AF PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF 
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 96680

Entropy (8bit): 3.749027827445394

Encrypted: false

SSDEEP: 384:SbsrHduAWmK9hV6Q3eN3r0vjJ3UTxkHtcGYXrC9z94x0xR5grKLmSV+JX7P8ORxV:KOSVtOKg4ge3SdtdUPbqFKD1HNS

MD5: 0165DC9B6CA5235CE7A3587E8B0484F6

SHA1: 7BB2FC0B587443BFA2CCEDE09DBB50672CDFF1DE

SHA-256: 86F5885F2A2E2D8625F7D8BA3F145B5AB2C67A931A9B6E586747A8DBA5FF87D5

SHA-512: 59ECAA668D99EFD9BED99896901830CA2CCE43F0DC9901C01B6DFF76D80CADDA02E1CA730C9947D3C4FBCE1E276AC2EB472599EF5D942612B4FB12B1A90CD
AB6

Malicious: false

Reputation: low

Preview: .y..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...JR8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 198652

Entropy (8bit): 6.074115899282555

Encrypted: false

SSDEEP: 6144:bw9407dorBtGzg4Kqkjc0waqfIlUOoSiuRK:bPrHG5Wj7oJ

MD5: BD0C9E61A61EAA8E23F5A5CDA130E629

SHA1: E20A862019E4E56A516151A80A31FCBE0066AF3F

SHA-256: 8AC48AA7CDB0EC59E3C600BA291F33D8DE9AFA5E9DC48497E66FA95B929974A0

SHA-512: AE4A8102427CB3254CDAE08186BE86D86EBD0DCD27CD67E82B7010AA18672C92AC93116BD2B647DAC614D66166C326CD62D8438EFC404C6819249B3F75358F9
B

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.643424416779521e+12,"network":1.643392018e+12,"ticks":132778980.0,"uncertainty":3899974.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13276832799743513"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 198651

Entropy (8bit): 6.074116417760982

Encrypted: false

SSDEEP: 6144:N59407dorBtGzg4Kqkjc0waqfIlUOoSiuRK:NsrHG5Wj7oJ

MD5: C8E21794C46B8D2A406010EADECC91A4

SHA1: 6E8DAA1046DD59D2EB9FD60E00F1199F11F83FD7

SHA-256: EBEE6D8A5A47FA61B578D7B948B0E40DDA9917DEE4FFFF880F73236FA3C70F9C

C:\Users\user\AppData\Local\Google\Chrome\User Data\03cfdb4f-fe87-4704-99fe-c9c8bed841c0.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\09f1c4b7-ea4c-4afb-b505-5214a7977e7c.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\32049904-d08f-4947-ad74-03f6d547cb69.tmp
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SHA-512: A451497CEABE22FE567BF87A2A9E92E3464816F04610E96C521A6BBE7306EE2EB127F2A803C0012E2D82BD782E349C5561A12558A201830DCEC840B86EF9E545

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.643424416779521e+12,"network":1.643392018e+12,"ticks":132778980.0,"uncertainty":3899974.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 198654

Entropy (8bit): 6.074115622504434

Encrypted: false

SSDEEP: 6144:Nu9407dorBtGzg4Kqkjc0waqfIlUOoSiuRK:N9rHG5Wj7oJ

MD5: 5E9ED362080FEC44E9EBADC639E3B59D

SHA1: F151206849690AB5AC31D15AE53F045EED4C1455

SHA-256: C9261FDAF5C6558119F3EF74F1F14583D58A52811420B3EC66C95621A7379FCC

SHA-512: D810B2D02ED7A43B5EE752C5803CAEB38AA8702BBFBF0FAFC137A412D58E2D36FD54FA6237AD9A5FCAEB7F631F11026AB18DA2ED9EDBE91BF6D4919BF420
CE40

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.643424416779521e+12,"network":1.643392018e+12,"ticks":132778980.0,"uncertainty":3899974.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13276832799743513"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 97400

Entropy (8bit): 3.7488841937458397

Encrypted: false

SSDEEP: 384:AbsrHduAWmK9hV6Q3eN3r0vjJ3UTxkHtcGYXrC9z94x0xR5grKLmSWs+JX7P8ORe:8OSVtOKA4ge3SdtdUPbqFKD1HNT

MD5: B06807B8D08BC7E1D9E897BE96F79633

SHA1: CB60DE0645024F06937F617227B8854C1B842C96

SHA-256: C4A54E970E0C583095463CB56A5A5433B4901F6E907A572F6C71938F9FF2AB1C

SHA-512: 4DC56A4490E7A8F8D60203A336A67DA57A823F56C589B327C3320D23E3FCFD965367FA2676CFB58C50BAAE59A58A03F0F7A73AC2F36FE988918E8954B719E516

Malicious: false

Reputation: low

Preview: t|..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...JR8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 190462

Entropy (8bit): 6.045880667588915

Encrypted: false

SSDEEP: 3072:0Qdk+l20ee3L2oVJhynrpnbtpQVzg4d8qkwMc0YZFcbXafIB0u1GOJmA3iuRK:x9407dorBtGzg4Kqkjc0waqfIlUOoSiL

MD5: EED4CE22A54ED5EDEA2E85260022B5D0

C:\Users\user\AppData\Local\Google\Chrome\User Data\3b790757-ec24-40a6-9fe9-476644b6b9e1.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\42ccb01f-8580-4af7-8e87-be70284962d6.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\5ab73026-81G-41G-972a-eb6884b28c25.tmp

Copyright Joe Security LLC 2022 Page 16 of 98



SHA1: D9A4F03DE96BA444D4A0194F4CC70C40150658C2

SHA-256: 930286CBDF5569C5E7D6BAF688695C8B3EE438C9CF38B7E4E40F77EC3D1D5B8F

SHA-512: 0A34C5084FAC527877DA973C3D29A939720F4EBABF881DDEC843FC28838D4AB770348B0A9FA451C6FC2ECA4EED85335E96EE071E3E138DF5C562BD1F58BA32
23

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.643424416779521e+12,"network":1.643392018e+12,"ticks":132778980.0,"uncertainty":3899974.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13276832799743513"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 92724

Entropy (8bit): 3.7485424225504937

Encrypted: false

SSDEEP: 384:DbsrHduAx9i3eN3r0vjJ3UTxkHtcGYXrC9z/x0xR5grKLmSV+JX7P8ORxbNu1P+J:ISVtOFg4ge3ntdUPbqFKD1HND

MD5: 8BA26677B24729A81ECF14B23412418A

SHA1: 5A9C2BFEAAB1A2D03DDDC6917F89B7D37C63880C

SHA-256: 707575CED8B431626C4B308E94A98C6522054C9EE9634B9F6A3FBCEF7535D3B5

SHA-512: FD79615D8BA332C6665548BE32F60E37C756413A6A6C5D2286563230C91C4DE62950FDD7C1458A52A6D3D4377803CBE9E1AF9D082B5E33FC1F8690078948322C

Malicious: false

Reputation: low

Preview: 0j..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...JR8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 190178

Entropy (8bit): 6.045178966624318

Encrypted: false

SSDEEP: 3072:Rjdk+l20ee3L2oVJhynrpnbtpQVzg4d8qkwMc0YZFcbXafIB0u1GOJmA3iuRK:D9407dorBtGzg4Kqkjc0waqfIlUOoSiL

MD5: 50DD1D2DA700DC12EB7CA256E933AE7F

SHA1: 3EAFCC72876EDDE4474389602FACFD09D7CC815B

SHA-256: 41E31F9E2AD5F75134C499283ACC5AB4F6164FF456C2568A833D67F5C9B3DCB7

SHA-512: A11F50F21DC23476A9B559749E50DD87AF089D7718C9E259A58769491DBE7F1C731A661F0B30E02A64EE510D656D9A44AE9C4F0757BDDD32DE035346AF3D7EF
5

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.643424416779521e+12,"network":1.643392018e+12,"ticks":132778980.0,"uncertainty":3899974.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13276832799743513"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 198651

Entropy (8bit): 6.074116659488169

Encrypted: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\84095c43-6093-4d6c-8f69-d9cd65d2767d.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\857ce521-37e9-4031-a7df-ca3676d239ab.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\8a709d33-3596-4a4b-865a-2e00ababf7bd.tmp
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SSDEEP: 6144:nW9407dorBtGzg4Kqkjc0waqfIlUOoSiuRK:nFrHG5Wj7oJ

MD5: 670097EA0A4A3215D0CECE7C86700457

SHA1: 77B83C982BC20EC995B2E72C75F4B25C38A9F0D5

SHA-256: 689574EE7590F78F46AB92D7312A62C18F82852906E6D33D21ED4D705C188A2B

SHA-512: 94F7DE9228564F30FBCFDFD65394BED1E65239B02C265852CF74B74931E068E9938B2D16EA0FF7244341462C39F0C04ACECEE9EB750FECD960290D218AE967D
1

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.643424416779521e+12,"network":1.643392018e+12,"ticks":132778980.0,"uncertainty":3899974.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 40

Entropy (8bit): 3.254162526001658

Encrypted: false

SSDEEP: 3:FkXft0xE1n:+ftIE1n

MD5: BD4642AD6C750A12D912B20BCB92E14D

SHA1: C549F0F48FDD4FBC62E51AC26D7E185160CE2123

SHA-256: 4FD71FE78DFE203137C89C9FB0734358FF432F2BC83338112DC7B830F9B30F2C

SHA-512: 04410D12EF327614C3AF1251C9906BFEB2977211A7F53CBB08A8C01F9465A382CD001E51AB936A0D196D359F1DECDDAEAF5E7D1DBD49CE5F4FF91BF5C332B6
CF

Malicious: false

Reputation: low

Preview: sdPC....................s}.....M..2.!..%

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5637

Entropy (8bit): 5.017983951736975

Encrypted: false

SSDEEP: 96:nEGC2ug9pcKIfok0JCKRWL8dkm1ykohVbOTQVuwn:nEGCa9pcs4KYkkm0ko7

MD5: 61B0D4CFE117DC6ADBEF6257BB84C7E8

SHA1: 77302939653AF2AF568412F000C91F3547EA2598

SHA-256: 21C7C452AF52207E4C7E496F75BA259B6EBDACCB46D28D615D5989093F109637

SHA-512: 2B2CF7394251F233111DAD3AB766085C4ECC3EC98E9E4AF750BBB49A7E44270A632DE4F1013F4934B2B060157A8254EE5164B06DE8BA3DA6E128711560C37A42

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13287898015337691","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3305

Entropy (8bit): 4.897832055095191

Encrypted: false

SSDEEP: 96:JTOXGDHzCCvrkG6VPupGaGv3GuGgFDGrH:JTOXGDHzCCv4G6VPupjiPXFDk

MD5: CC4999D5680BFF4CEE60FF0DA9A202F8

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\21b52cd0-0433-4bb9-a8fa-1fed69ed1e2b.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\30c9fe40-abe6-4c82-8c6d-3770763902d4.tmp
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SHA1: 7FD14E8426427A2EC93E7D8F01830405C3BD81FC

SHA-256: 7AD3CF408B51FA4D4018A645F24F3652CB0A831C7E6776788D2D6103430968F2

SHA-512: DAF1E8F2E7C84E08501D17FB6E9AC6359CACF8E2298C911053B985FE9DECA51F91C953631F4CDD5EEFFFA88A86FCE175E8BF7D8EEC5031645248DD3CA52D8
8D4

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_s
pdy":true},{"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server
":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"
expiration":"13290490017035037","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://redirector.gvt1.com"},{"alternative_service":[{"advertised_versions":[
50],"expiration":"13290490017060159","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://accounts.google.com","supports_spdy":true},{"alternative_service":
[{"advertised_versions":[50],"expiration":"13290490017147249","port":443,"protocol_str":"quic"},{"advertised_versions":[50],"expi

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5610

Entropy (8bit): 5.014286740032976

Encrypted: false

SSDEEP: 96:nEGC25g9pcKIfok0JCKRWL8dkm1ykohRbOTQVuwn:nEGCh9pcs4KYkkm0kon

MD5: E1148A3FDB6B3A89DEFD5BBE4C5B3EAB

SHA1: 6FC96CAA91BDE3DE393085243D9F96A449445091

SHA-256: 8D6B60DC2E3D058602031CD68EFBE0033AAA10C3BB931C180021A8257EB647D5

SHA-512: 3B84431A33BFE9526223594C7FF82C6188180EC395CE5A99E30599FEB6BE3DBCA5799E679487D98C09CB2499BFFD451AC29DE83429952C614337A2EFF189AB4F

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13287898015337691","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17092

Entropy (8bit): 5.583359555050936

Encrypted: false

SSDEEP: 384:TRmtOLl/gXD1kXqKf/pUZNCgVLH2HfDcrUbzD+47:XLlyD1kXqKf/pUZNCgVLH2Hf4rUD+Q

MD5: 7B9F05ACB4229B6760A3B8B45FCD3D89

SHA1: B1E337CAE6318BBB78327F73E2E1C3A6107A760F

SHA-256: 9D274ECEFF5949C9680AB2B2456A6464F6FFF4716992A6378C442912C7890255

SHA-512: 4E70D1330409436DBD73C548C9882DFADF888C97D02DA860388BC77EEFDE0CE48645C178F643FF03F73B273B806CF423B7DFA29605AC6B77B27D9A0225CCEB4
4

Malicious: false

Reputation: low

Preview: {"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287898014720800","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3093

Entropy (8bit): 4.89760444427152

Encrypted: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4655ca98-9275-4830-80c6-26ce0edG5db.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\530f5018-9528-4e46-9bf7-15351c5efcdc.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\71f9d21f-ec30-4909-b1fd-5ac59b27f1b2.tmp
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SSDEEP: 48:Y2TtwXGDH3qz5shGs4RLsbSrtdsuAyKsv6VLsCSswes6/sP7s65s/MHpsZMHvfbD:JTOXGDHazCCvrkG6VPucKbsGaGvfH

MD5: C59E9B7321D677CBEC334407FEED6E69

SHA1: 5FCE98A9B734777B1840984C4E0079ABC0C563B5

SHA-256: C2386B0DDE06244E5E836576A5BB8990ACA46FA47D57412E439EA17F72271EB5

SHA-512: 7BB94CDAB663FA38B72144B0EBAEFF16270624479FDFE3F18CA3595BAEEC6EE038CCB1ACAD83138758F81A3C4F52769D40BB971D1ADC442F78F2E5C6F8F8C
24B

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_s
pdy":true},{"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server
":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://www.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://dns.google"
,"supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13290490017035037","port":443,"protocol_str":"quic"}],"isolation":[],"server":"ht
tps://redirector.gvt1.com"},{"alternative_service":[{"advertised_versions":[50],"expiration":"13290490017060159","port":443,"protocol_str":"quic"}],"isolation":[],"server
":"https://accounts.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"1329049001

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Reputation: low

Preview: .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5384

Entropy (8bit): 4.997139731773378

Encrypted: false

SSDEEP: 96:nEGCr5g9pcKIfok0JCKRWL8dkm1LbOTQVuwn:nEGCu9pcs4KYkkm9

MD5: 5CB62D9D0A24F2CFBD261C9219003927

SHA1: 00D24A410643820F2FC8A03971FCEE23AD04532E

SHA-256: CDFD56173C1F9E07A28838F077596A6D701F9735B055D91269194435DDB8E7F4

SHA-512: 274530603A0B9689275468BC8A516E27FF6FD3B320C2BA4FE0E7F6C97812352CC7AA5586A290B6FE434AA7692AD3029DA3ADA764C2F59E86B5EC78D3F2CA332
C

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13287898015337691","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 11217

Entropy (8bit): 6.069602775336632

Encrypted: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7d3c6b61-3892-455c-b2fa-f54ea9f349a8.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9a4391fe-bfd4-4674-8a34-c985d2065103.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput

ed_hashes.json
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SSDEEP: 192:GbylJnlTwGB7V9Hne4qasKxXItmLG48gcLg/PkI:Gb+nldByaFx4toj8VEPT

MD5: 90F880064A42B29CCFF51FE5425BF1A3

SHA1: 6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF

SHA-256: 965203D541E442C107DBC6D5B395168123D0397559774BEAE4E5B9ABC44EF268

SHA-512: D9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0E59A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F3

Malicious: false

Reputation: low

Preview: {"file_hashes":[{"block_hashes":["A+1PYW3V6CJbBuQ7aqrgYhyH3bT8PKyBXp3hN2slpI0=","WSOpQRkYTHjPSlG9Zif2a7TNhy43NDcG1Zg5Nv0UbH0=","jDctR8ImG5KZ
rQKm4kDjUB7FokSJfjo/pmvFowRVlaY=","LPxhhJiuU0lprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By96AkKXALRM+C0Eu11XUjPiMXEKjiCPdtHE=","w
ifibc1QfMBN2jrtUtLgsCefvuceTpAatmLvul11RJA=","dHjWlSIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLN0CFL/ADaEeTI=","
DpjXcO85FFFY9KJFPkGNfFUtdQIOsGwO5jUckiUwY14=","gqid6l1+mk/6yWgUECRofI9lMipXgXh2jEN2+CxmPE0=","prDB91X2Mmfg/M/txVMITWBmEGbOGjqBTP7C
MjYqdHs=","yLPAqV4gqoyS/zFkEt3Cn2j0q2v9QOSthVFfWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO1IJdn/UtbnAmq6T0=","+oOc6ca+ChKUpTu+oa2ZRxRE+
wG3QJmuYWEvYCs40NI=","3mBGNAiRlTANEQkqzU3TEi+5wJ0ubR5uwtS4/9OOM7w=","1A9NNawxuhu95H5eThvf1rewJ4QQWhhPNxJXO1C/n68=","E3vW
LQxzmj+e5QxYbUscllJ5n0ITpw5JBHV1Kph3/KM=","i3I8ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSlLPhrtu0hGYrHn3llsMHqBbi70gkIjEE=","rhl
zuEvv2KRAFMms896xFwkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRb0VZrY34aVXF3Fftxs

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 23474

Entropy (8bit): 6.059847580419268

Encrypted: false

SSDEEP: 384:7dNc1NC6IcafusK4H1IIGRlhKlkIALQWdynQh2RX4K6M1tVztzr7XSNyzH:7dOscSRKc1nGRSkIhEw6M1tf7SNyb

MD5: 6AE2135EA4583C2F06CDEBEA4AE70FA4

SHA1: DCEB26C7F02D53B5F214305F4C75B4A33A79CDC2

SHA-256: 03AA1944CB3C4F39E20B6361571BC45DFBEBD3FFDA3D8F148CC6ECB29958F903

SHA-512: B5945E67D9F73DD1982D687E5C6D9B5D6B3886C8050363A259755C76AC0F93651F3425FA7C21AA6A13977AC1C8C9322F998F131648CB8909096058D4F0D23312

Malicious: false

Reputation: low

Preview: {"file_hashes":[{"block_hashes":["DOZdV3jFvk12AM2JNDYKo3KZrIVRprmJ+sVGWkqqE4Q=","rVElW3Hu3T52SzDDUqGT5YiJTBGUv2h3pNuBKFlhZ1U=","X/
3fg4KZxgQ1jBr5QGq0F5JnflgE27UErd88mrxTcxs=","VibLbpy0ig+5INMOU71fTYN76iaka2XVpmm1qAKYsX8=","EChCwCbQHbHQ7oDdGT2qNyiRJ0yck2YC2emNGq
4whtE="],"block_size":4096,"path":"_locales/iw/messages.json"},{"block_hashes":["xklkoZ7iSU1+7cd6DAtEmUC5lPFd+EgcbnzxkOiFwlk=","3KbsvoxKY/3AwqgF2aAdVQ
RpMhsNVRkQ3rx2A6Z2Z+Y=","o9+tsohquaCMj+70zeinRG/hBhA2uLoDl/WoC1uokME=","xV/K8xucyWJELVT8Cqn+ugFjobBVmg8pnmACF+2PP4Y=","p/mvJm2wuCl
32Rx3it654MljKAsMe3S9IDEabc1A8mE=","j8mPrTb5oOsBTj2Fer78JE6xG6+kR64Cvu2SW8d3j/k=","nqSRpGQ3USU2bZJsZ+AzBmFOyann8omwJrhEWFZDTXc=","
eTcQyJUuNuF9yCga/fXGyFCj/pysSceanhBzksdx23s=","Wj7faqnspelXKMvnduxHn1XUBG8TEOqyns7/oUihekM=","VtBwXoadI3EP336rAiL33Gz19KGqtN+RYdKn
MKAXoLw=","iDgLXQqXJp8nCZxgLuC9LXM45DGfufvGnXvmHsn18wc=","g+RfdDfrWTUK0Pkcsbot7NJ4SC9wVRV/dVVMuHAtEj8=","2oC4HcCuXu3VjFf6wnKlznt9u
qQNaebcuWpm/mWj69U=","aMUIpuFqPMiieSaWhIktCK62v2P3OZQAWupWsYzCnvk=","L

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 38

Entropy (8bit): 1.8784775129881184

Encrypted: false

SSDEEP: 3:FQxlXNQxlX:qTCT

MD5: 51A2CBB807F5085530DEC18E45CB8569

SHA1: 7AD88CD3DE5844C7FC269C4500228A630016AB5B

SHA-256: 1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC

SHA-512: B643A8FA75EDA90C89AB98F79D4D022BB81F1F62F50ED4E5440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DF

Malicious: false

Reputation: low

Preview: .f.5................f.5...............

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit): 5.272508149053431

Encrypted: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\_metadata\c

omputed_hashes.json

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG
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SSDEEP: 6:MVq38+q2PWXp+N23iKKdK25+Xqx8chI+IFUtqVTVBLZmwYVTVBV8VkwOWXp+N23U:MM3Bva5KkTXfchI3FUtur/0y5f5KkTXc

MD5: 4FC72EFD70C8D763C1A6B41B2077C870

SHA1: F3B390AD0D2DC8D34BAF0347DB80CBE3D764C331

SHA-256: E6D9F497D7BA26D424C8BD44569EB44844D8855894E0A35490702158B36A703F

SHA-512: 43717548262743F86467DDFAA19F540401660798D885B4F4C061C84D17B152771B2905092ED990936C88FE3B90350F39247BF49ADD63EEB005CE5EFEF4694BAD

Malicious: false

Reputation: low

Preview: 2022/01/28-18:47:06.099 1848 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2022/01/28-18:47:06.101 1848 Recovering log #3.2022/01/28-18:47:06.102 1848 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit): 5.272508149053431

Encrypted: false

SSDEEP: 6:MVq38+q2PWXp+N23iKKdK25+Xqx8chI+IFUtqVTVBLZmwYVTVBV8VkwOWXp+N23U:MM3Bva5KkTXfchI3FUtur/0y5f5KkTXc

MD5: 4FC72EFD70C8D763C1A6B41B2077C870

SHA1: F3B390AD0D2DC8D34BAF0347DB80CBE3D764C331

SHA-256: E6D9F497D7BA26D424C8BD44569EB44844D8855894E0A35490702158B36A703F

SHA-512: 43717548262743F86467DDFAA19F540401660798D885B4F4C061C84D17B152771B2905092ED990936C88FE3B90350F39247BF49ADD63EEB005CE5EFEF4694BAD

Malicious: false

Reputation: low

Preview: 2022/01/28-18:47:06.099 1848 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2022/01/28-18:47:06.101 1848 Recovering log #3.2022/01/28-18:47:06.102 1848 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1871

Entropy (8bit): 5.90329923187877

Encrypted: false

SSDEEP: 48:V7dxEJoj51fi1xplhhPl+mLJFEwt/LBD/1lJ85z:BdxEoXa1nzHLrP/LLr0z

MD5: 6EC680B446B961A0F7CB417FA60D3F0C

SHA1: 3FBEE86FE92BF18393DCB18FA74CE358E5DF0148

SHA-256: 2160DB9BB53E1EE04F2E78ED0F773D432A4AF3BD30DD90BF21652A994557F5B0

SHA-512: B6BE59C728C39B3B6ACFF9AE9D1752F07E740B65A5668ABF7A87DB85E15203FEAF5A87905450BAE2A58A013D43ECE58A5A64A84FE0D6EEEE84B8537E9D2388
AE

Malicious: false

Reputation: low

Preview: ............"......com..get..https..knowbe4..login..per..redirect..started..training..ui..phisher..campaign..canva..content..dae2v7jrax0..design..designshare..inbox..keywords..link
..medium..sharebutton..source..urls..utm..view..www..xbfdapbusdgv68ii2dfgfg*........campaign......canva......com......content......dae2v7jrax0......design......designshar
e......get......https......inbox......keywords......knowbe4......link......login......medium......per......phisher......redirect......sharebutton......source......started......training......ui......ur
ls......utm......view......www......xbfdapbusdgv68ii2dfgfg..2.........0........2.........4........6........7........8........a...............b...........c.............d...............e......................f........g..............
h...........i....................j........k..........l..........m...........n..................o...............p............r..................s.................t...............u..............v...........w...........x..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4219

Entropy (8bit): 4.871684703914691

Encrypted: false

SSDEEP: 48:YXsJjMH+5s7YMHBKsvxMHVzspxMHbsIHt/soBDysKqnsllzMHpDCLsWJMHLsNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH

MD5: EDC4A4E22003A711AEF67FAED28DB603

SHA1: 977E551B9ED5F60D018C030B0B4AA2E33B954556

SHA-256: DD2C9F43F622F801FCC213CDE8E3E90EF1D0D26665AE675449A94CEC7EB1D453

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old$. (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State. (copy)
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SHA-512: 84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD1602

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350
1454994","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com","supports_spdy":true},

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3093

Entropy (8bit): 4.89760444427152

Encrypted: false

SSDEEP: 48:Y2TtwXGDH3qz5shGs4RLsbSrtdsuAyKsv6VLsCSswes6/sP7s65s/MHpsZMHvfbD:JTOXGDHazCCvrkG6VPucKbsGaGvfH

MD5: C59E9B7321D677CBEC334407FEED6E69

SHA1: 5FCE98A9B734777B1840984C4E0079ABC0C563B5

SHA-256: C2386B0DDE06244E5E836576A5BB8990ACA46FA47D57412E439EA17F72271EB5

SHA-512: 7BB94CDAB663FA38B72144B0EBAEFF16270624479FDFE3F18CA3595BAEEC6EE038CCB1ACAD83138758F81A3C4F52769D40BB971D1ADC442F78F2E5C6F8F8C
24B

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_s
pdy":true},{"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server
":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://www.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://dns.google"
,"supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13290490017035037","port":443,"protocol_str":"quic"}],"isolation":[],"server":"ht
tps://redirector.gvt1.com"},{"alternative_service":[{"advertised_versions":[50],"expiration":"13290490017060159","port":443,"protocol_str":"quic"}],"isolation":[],"server
":"https://accounts.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"1329049001

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5637

Entropy (8bit): 5.017983951736975

Encrypted: false

SSDEEP: 96:nEGC2ug9pcKIfok0JCKRWL8dkm1ykohVbOTQVuwn:nEGCa9pcs4KYkkm0ko7

MD5: 61B0D4CFE117DC6ADBEF6257BB84C7E8

SHA1: 77302939653AF2AF568412F000C91F3547EA2598

SHA-256: 21C7C452AF52207E4C7E496F75BA259B6EBDACCB46D28D615D5989093F109637

SHA-512: 2B2CF7394251F233111DAD3AB766085C4ECC3EC98E9E4AF750BBB49A7E44270A632DE4F1013F4934B2B060157A8254EE5164B06DE8BA3DA6E128711560C37A42

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13287898015337691","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5384

Entropy (8bit): 4.997139731773378

Encrypted: false

SSDEEP: 96:nEGCr5g9pcKIfok0JCKRWL8dkm1LbOTQVuwn:nEGCu9pcs4KYkkm9

MD5: 5CB62D9D0A24F2CFBD261C9219003927

SHA1: 00D24A410643820F2FC8A03971FCEE23AD04532E

SHA-256: CDFD56173C1F9E07A28838F077596A6D701F9735B055D91269194435DDB8E7F4

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State: (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences.< (copy)
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SHA-512: 274530603A0B9689275468BC8A516E27FF6FD3B320C2BA4FE0E7F6C97812352CC7AA5586A290B6FE434AA7692AD3029DA3ADA764C2F59E86B5EC78D3F2CA332
C

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13287898015337691","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5610

Entropy (8bit): 5.014286740032976

Encrypted: false

SSDEEP: 96:nEGC25g9pcKIfok0JCKRWL8dkm1ykohRbOTQVuwn:nEGCh9pcs4KYkkm0kon

MD5: E1148A3FDB6B3A89DEFD5BBE4C5B3EAB

SHA1: 6FC96CAA91BDE3DE393085243D9F96A449445091

SHA-256: 8D6B60DC2E3D058602031CD68EFBE0033AAA10C3BB931C180021A8257EB647D5

SHA-512: 3B84431A33BFE9526223594C7FF82C6188180EC395CE5A99E30599FEB6BE3DBCA5799E679487D98C09CB2499BFFD451AC29DE83429952C614337A2EFF189AB4F

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13287898015337691","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19181

Entropy (8bit): 5.570203959037028

Encrypted: false

SSDEEP: 384:TRmtOLl/gXD1kXqKf/pUZNCgVLH2HfDcrUnHG1zAQ+4T:XLlyD1kXqKf/pUZNCgVLH2Hf4rUHG+QN

MD5: D93A9C3400F044713CBA057A83E138F9

SHA1: CA2F171C38076B003F7277E6DA8205803F0CB4AB

SHA-256: 94D6CFCA4C8A8F930BC48E931D1BD92421D3ECFCC541CE3910F55F715CA51BE1

SHA-512: DAB780AFD38DFD1EF469C203FFC9E408599E955CD575239A8364A9B08B4543EFB5CA3864354443CBEC1CB0AC2E2F7DCE6C5FEC059F63E5D8BA3DE3770D9E4
4B0

Malicious: false

Reputation: low

Preview: {"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287898014720800","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 16745

Entropy (8bit): 5.577541529819419

Encrypted: false

SSDEEP: 384:TRmtXLl/gXD1kXqKf/pUZNCgVLH2HfDcrUmqzK+49:oLlyD1kXqKf/pUZNCgVLH2Hf4rUQ+a

MD5: 634E2D14946E10D2242ACCC41ABE49C5

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\PreferencesMP (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences+. (copy)
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SHA1: 041A312FEC08DB633803E1386EE2B7F67D783830

SHA-256: 4782619C5FB014EB6684C5792D171FCE2AE77967F81C5DA2A1A3DC854327CFDB

SHA-512: CFB1D9D9D051B87375A57B386A435173F5E0FB77A638E0CE05808223484F3B951453784F1D4DE522DD39D42ADC5E030E9536428591D65855523613D497153131

Malicious: false

Reputation: low

Preview: {"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287898014720800","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17092

Entropy (8bit): 5.583359555050936

Encrypted: false

SSDEEP: 384:TRmtOLl/gXD1kXqKf/pUZNCgVLH2HfDcrUbzD+47:XLlyD1kXqKf/pUZNCgVLH2Hf4rUD+Q

MD5: 7B9F05ACB4229B6760A3B8B45FCD3D89

SHA1: B1E337CAE6318BBB78327F73E2E1C3A6107A760F

SHA-256: 9D274ECEFF5949C9680AB2B2456A6464F6FFF4716992A6378C442912C7890255

SHA-512: 4E70D1330409436DBD73C548C9882DFADF888C97D02DA860388BC77EEFDE0CE48645C178F643FF03F73B273B806CF423B7DFA29605AC6B77B27D9A0225CCEB4
4

Malicious: false

Reputation: low

Preview: {"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287898014720800","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19182

Entropy (8bit): 5.5703294122182845

Encrypted: false

SSDEEP: 384:TRmtOLl/gXD1kXqKf/pUZNCgVLH2HfDcrUnHGQzQ+4b6:XLlyD1kXqKf/pUZNCgVLH2Hf4rUHGd+9

MD5: 65CB7B5CC6BA03A39C00163904147382

SHA1: E4B2B8B6B320DCB3DFAF816C6AB5366B88A1CD29

SHA-256: 863E788EAF7FBD4A0797977301B0675229E1E200EF563D70B1B31341FD219C81

SHA-512: 6467B1079ACAA7276349897AB54439FB72245C40D487FC96D069D47264C24326AD478F2A5018017926A150813B15108AA9E603E0DBF67B32A60F168F4589F2B8

Malicious: false

Reputation: low

Preview: {"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287898014720800","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure PreferencesMP (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferencesip (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\2467bfdb-89fc-462a-a05b-

2551b7de41bf.tmp
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Entropy (8bit): 4.985305467053914

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQlsDHF4xj70PpqQEsDHF4R8HLJ2AVQBR70S7PMVKJw1K3Ky:YHO8sdBsB6MAsBdLJlyH7E4f3K33y

MD5: C401B619D9D8E0ADABC25A47EE49CFBA

SHA1: C9D3B816DD3FBCD98E9C0A32CEC7B501EFC0BBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BE8EDBE6D4B3CB82F

SHA-512: BC12F16CB95CB0AD708C6BBD005EF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898
D58

Malicious: false

Reputation: low

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit): 4.985305467053914

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQlsDHF4xj70PpqQEsDHF4R8HLJ2AVQBR70S7PMVKJw1K3Ky:YHO8sdBsB6MAsBdLJlyH7E4f3K33y

MD5: C401B619D9D8E0ADABC25A47EE49CFBA

SHA1: C9D3B816DD3FBCD98E9C0A32CEC7B501EFC0BBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BE8EDBE6D4B3CB82F

SHA-512: BC12F16CB95CB0AD708C6BBD005EF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit): 4.986775197192121

Encrypted: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State

(copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State..

(copy)
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SSDEEP: 6:YHpoNXR8+eq7JdV5qQlsDHF4xj70PpqQEsDHF4R8HLJ2AVQBR70S7PMVKJw1K3Kn:YHO8sdBsB6MAsBdLJlyH7E4f3K3X

MD5: 0D1F7A36AD610D2F08709B1EF88F1B09

SHA1: 237E8E7BC7891D987DEA1D2EB1DA9DA511396D11

SHA-256: 5C36B7E531EE8DF00FE937FDE21AF4D1B6606EAD4B5F98D56396DDCEF1C4249A

SHA-512: 37DAD8F9F2008D7B287A03964F0AE41FA4EBED92987B3872E022758857131971BC486638D0339774E80DF01A669B68DB4729D48E49EC5DE714F27ADF20B247AC

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"3G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit): 4.986775197192121

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQlsDHF4xj70PpqQEsDHF4R8HLJ2AVQBR70S7PMVKJw1K3Kn:YHO8sdBsB6MAsBdLJlyH7E4f3K3X

MD5: 0D1F7A36AD610D2F08709B1EF88F1B09

SHA1: 237E8E7BC7891D987DEA1D2EB1DA9DA511396D11

SHA-256: 5C36B7E531EE8DF00FE937FDE21AF4D1B6606EAD4B5F98D56396DDCEF1C4249A

SHA-512: 37DAD8F9F2008D7B287A03964F0AE41FA4EBED92987B3872E022758857131971BC486638D0339774E80DF01A669B68DB4729D48E49EC5DE714F27ADF20B247AC

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"3G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit): 4.954960881489904

Encrypted: false

SSDEEP: 12:YHO8sdvBVSsB6M/BVSsBdLJlyH7E4f3K33y:YXsdvjX6gjXdL3yH7n/iy

MD5: F4FEFEEEC722772F9DC0FCE1B52D79B5

SHA1: 00EECFA3B37113D30E7D43BE4383C540F3D93D4D

SHA-256: D33E13C12004A700F246D8C73709114A881609D658E045D54DE36874728D07F0

SHA-512: 41E61EC89366800FD5F4DD704E53B47DE29411B9088B46349A0A350758D08569C14DCC70CF8D6A6FE6D049CB6D32F2B091153E8148A1B5857BD7AF13492071BE

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543498399332","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543498399332","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\dade1b85-4c1e-45a1-ab79-

234c62d8d0cb.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\01009a9a-1b6c-4d8b-ad

92-a3b344978a9b.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1
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SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898
D58

Malicious: false

Reputation: low

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 430

Entropy (8bit): 5.206612201766472

Encrypted: false

SSDEEP: 12:MEIva5KkkGHArBFUtutD/0tjb5f5KkkGHAryJ:ME6a5KkkGgPgutIthf5KkkGga

MD5: E0A7158BD3348D4AFD96B790DFB67A76

SHA1: 85CECBAF1A26BAD5901CE160FCD3AC662AAA2D62

SHA-256: 9F77AED6C3D5C618FC7451B4AF63731CB95689F2996926640B0C139DE7A6A84E

SHA-512: C6699B3D2F58B76BDCDC313C92DBD86E88D295327D6EC3EFB70348E9782EC0C012D2F7B5B2427FC96C466678B009A6454ADF7D7AE7740497A2B5D8E62D1A1E
41

Malicious: false

Reputation: low

Preview: 2022/01/28-18:47:44.343 1100 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Local Storage\leveldb/MANIFEST-000001.2022/01/28-18:47:44.362 1100 Recovering log #3.2022/01/28-18:47:44.364 1100 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Local Storage\leveldb/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 430

Entropy (8bit): 5.206612201766472

Encrypted: false

SSDEEP: 12:MEIva5KkkGHArBFUtutD/0tjb5f5KkkGHAryJ:ME6a5KkkGgPgutIthf5KkkGga

MD5: E0A7158BD3348D4AFD96B790DFB67A76

SHA1: 85CECBAF1A26BAD5901CE160FCD3AC662AAA2D62

SHA-256: 9F77AED6C3D5C618FC7451B4AF63731CB95689F2996926640B0C139DE7A6A84E

SHA-512: C6699B3D2F58B76BDCDC313C92DBD86E88D295327D6EC3EFB70348E9782EC0C012D2F7B5B2427FC96C466678B009A6454ADF7D7AE7740497A2B5D8E62D1A1E
41

Malicious: false

Reputation: low

Preview: 2022/01/28-18:47:44.343 1100 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Local Storage\leveldb/MANIFEST-000001.2022/01/28-18:47:44.362 1100 Recovering log #3.2022/01/28-18:47:44.364 1100 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Local Storage\leveldb/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit): 4.954960881489904

Encrypted: false

SSDEEP: 12:YHO8sdvBVSsB6M/BVSsBdLJlyH7E4f3K33y:YXsdvjX6gjXdL3yH7n/iy

MD5: F4FEFEEEC722772F9DC0FCE1B52D79B5

SHA1: 00EECFA3B37113D30E7D43BE4383C540F3D93D4D

SHA-256: D33E13C12004A700F246D8C73709114A881609D658E045D54DE36874728D07F0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Local Storage\leveldb

\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Local Storage\leveldb

\LOG.oldx (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Network Persistent State..

(copy)
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SHA-512: 41E61EC89366800FD5F4DD704E53B47DE29411B9088B46349A0A350758D08569C14DCC70CF8D6A6FE6D049CB6D32F2B091153E8148A1B5857BD7AF13492071BE

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543498399332","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543498399332","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 432

Entropy (8bit): 5.257436367532463

Encrypted: false

SSDEEP: 12:Mt1va5KkkGHArqiuFUtuB1/0B5f5KkkGHArq2J:MtZa5KkkGgCguQTf5KkkGg7

MD5: AED8CD765978266B15592926FF4D32D7

SHA1: A4970067AFD417BD4D0FE767202FF4A45485E5ED

SHA-256: 057362FFD21ABFF8D3AA7C7CF0D27E8B5CF205C3848CF6DAD8D1EC8DF0D02EB8

SHA-512: 82B880D2A6CFAF3706934E5B99C6C1BA70F888AC5DC98F6F6D029467B214210BF24E485D81329656AE8AE621FEEA26805AA2537A0A4902DCEA0B43F29CEDC27
1

Malicious: false

Reputation: low

Preview: 2022/01/28-18:47:44.369 1f78 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Platform Notifications/MANIFEST-000001.2022/01/28-18:47:44.371 1f78 Recovering log #3.2022/01/28-18:47:44.371 1f78 Reusing old log C:\Users\user\AppData\Lo
cal\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 432

Entropy (8bit): 5.257436367532463

Encrypted: false

SSDEEP: 12:Mt1va5KkkGHArqiuFUtuB1/0B5f5KkkGHArq2J:MtZa5KkkGgCguQTf5KkkGg7

MD5: AED8CD765978266B15592926FF4D32D7

SHA1: A4970067AFD417BD4D0FE767202FF4A45485E5ED

SHA-256: 057362FFD21ABFF8D3AA7C7CF0D27E8B5CF205C3848CF6DAD8D1EC8DF0D02EB8

SHA-512: 82B880D2A6CFAF3706934E5B99C6C1BA70F888AC5DC98F6F6D029467B214210BF24E485D81329656AE8AE621FEEA26805AA2537A0A4902DCEA0B43F29CEDC27
1

Malicious: false

Reputation: low

Preview: 2022/01/28-18:47:44.369 1f78 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Platform Notifications/MANIFEST-000001.2022/01/28-18:47:44.371 1f78 Recovering log #3.2022/01/28-18:47:44.371 1f78 Reusing old log C:\Users\user\AppData\Lo
cal\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 80

Entropy (8bit): 3.4921535629071894

Encrypted: false

SSDEEP: 3:S8ltHlS+QUl1ASEGhTFljl:S85aEFljl

MD5: 69449520FD9C139C534E2970342C6BD8

SHA1: 230FE369A09DEF748F8CC23AD70FD19ED8D1B885

SHA-256: 3F2E9648DFDB2DDB8E9D607E8802FEF05AFA447E17733DD3FD6D933E7CA49277

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notification

s\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notification

s\LOG.old (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage\00000

3.log
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SHA-512: EA34C39AEA13B281A6067DE20AD0CDA84135E70C97DB3CDD59E25E6536B19F7781E5FC0CA4A11C3618D43FC3BD3FBC120DD5C1C47821A248B8AD351F9F4E6
367

Malicious: false

Reputation: low

Preview: *...#................version.1..namespace-..&f.................&f...............

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 418

Entropy (8bit): 5.174317357452314

Encrypted: false

SSDEEP: 12:MHXova5KkkGHArAFUtuX/0XW5f5KkkGHArfJ:MHXaa5KkkGgkgu8Qf5KkkGgV

MD5: 0347554990DDF48C1C5E4530A7DC13A1

SHA1: 6F045EB63498589B9620B6E04DFE73D8672FD588

SHA-256: CCE23FD58F157843EFB861CB491AEC8D1009C6E1EC9B491E19D18B3974F96C66

SHA-512: 2D8A10D2AC8AC765F26282CB8D8D8880B1197EA2BBDDB537AB0FB81714581685E33D9D77249E6A4FD9363FEC0EBD2A8D91E5E40A70ED3193BE7F607A75DA0A
44

Malicious: false

Reputation: low

Preview: 2022/01/28-18:48:00.315 1f28 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Session Storage/MANIFEST-000001.2022/01/28-18:48:00.317 1f28 Recovering log #3.2022/01/28-18:48:00.318 1f28 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 418

Entropy (8bit): 5.174317357452314

Encrypted: false

SSDEEP: 12:MHXova5KkkGHArAFUtuX/0XW5f5KkkGHArfJ:MHXaa5KkkGgkgu8Qf5KkkGgV

MD5: 0347554990DDF48C1C5E4530A7DC13A1

SHA1: 6F045EB63498589B9620B6E04DFE73D8672FD588

SHA-256: CCE23FD58F157843EFB861CB491AEC8D1009C6E1EC9B491E19D18B3974F96C66

SHA-512: 2D8A10D2AC8AC765F26282CB8D8D8880B1197EA2BBDDB537AB0FB81714581685E33D9D77249E6A4FD9363FEC0EBD2A8D91E5E40A70ED3193BE7F607A75DA0A
44

Malicious: false

Reputation: low

Preview: 2022/01/28-18:48:00.315 1f28 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Session Storage/MANIFEST-000001.2022/01/28-18:48:00.317 1f28 Recovering log #3.2022/01/28-18:48:00.318 1f28 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 402

Entropy (8bit): 5.332840542906774

Encrypted: false

SSDEEP: 12:MQvova5KkkOrsFUtuQzOT1/0QHZ5f5KkkOrzJ:MQia5Kk+guQKCQrf5Kkn

MD5: D57A4206E8C6AB4C2943AB1AEE78C904

SHA1: 2D40A2BFCB663CEA745748698EA3FE8746B7CB7B

SHA-256: FCE2DEEEFD9F04B2B1CD559AD25877AADD2A91BBC81B215F7367650D1C55C0A2

SHA-512: DE1503D099E5B56A6E01EE17A802E00A1224DB028F8CD55FB80B801BFD80807E80D4E143AB398D298BB71E186A05E41D0C7B050EFD07F4D41348C67DE4682FF
D

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage\LOG.old

(copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG
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Preview: 2022/01/28-18:48:21.446 1f78 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmb
meomcjbeemfm/MANIFEST-000001.2022/01/28-18:48:21.447 1f78 Recovering log #3.2022/01/28-18:48:21.448 1f78 Reusing old log C:\Users\user\AppData\Local\G
oogle\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 16745

Entropy (8bit): 5.577541529819419

Encrypted: false

SSDEEP: 384:TRmtXLl/gXD1kXqKf/pUZNCgVLH2HfDcrUmqzK+49:oLlyD1kXqKf/pUZNCgVLH2Hf4rUQ+a

MD5: 634E2D14946E10D2242ACCC41ABE49C5

SHA1: 041A312FEC08DB633803E1386EE2B7F67D783830

SHA-256: 4782619C5FB014EB6684C5792D171FCE2AE77967F81C5DA2A1A3DC854327CFDB

SHA-512: CFB1D9D9D051B87375A57B386A435173F5E0FB77A638E0CE05808223484F3B951453784F1D4DE522DD39D42ADC5E030E9536428591D65855523613D497153131

Malicious: false

Reputation: low

Preview: {"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287898014720800","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 6233

Entropy (8bit): 5.201134684114718

Encrypted: false

SSDEEP: 96:nEGC2sg9oqHAcKIfok0JCKRWL8dkm1ykohVbOTQVuwn:nEGCq9lHAcs4KYkkm0ko7

MD5: 9E6225EBEB34CEFD425C7DA37B440C13

SHA1: 084A4D49827FD42E6152A3A3420E9781188988EA

SHA-256: 76CFB19021D816C0FE9246976B971FA69EAC0CE9D6A8B7A30BAB07262548BD70

SHA-512: 5B589628BAEF323BEF6D50B88A7E1E75A564494AA153490508645BFB4CF3749FDEFA0363F6F28A6FDF1DFBA7FC915EE4767CE525E2E8CEBAF5738ADE660913
14

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13287898015337691","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19182

Entropy (8bit): 5.5703294122182845

Encrypted: false

SSDEEP: 384:TRmtOLl/gXD1kXqKf/pUZNCgVLH2HfDcrUnHGQzQ+4b6:XLlyD1kXqKf/pUZNCgVLH2Hf4rUHGd+9

MD5: 65CB7B5CC6BA03A39C00163904147382

SHA1: E4B2B8B6B320DCB3DFAF816C6AB5366B88A1CD29

SHA-256: 863E788EAF7FBD4A0797977301B0675229E1E200EF563D70B1B31341FD219C81

SHA-512: 6467B1079ACAA7276349897AB54439FB72245C40D487FC96D069D47264C24326AD478F2A5018017926A150813B15108AA9E603E0DBF67B32A60F168F4589F2B8

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\a2df97a7-c6f8-4bf1-8ed6-2943cb552a67.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\b79cb624-ec8b-41cb-a2a5-6ad28f7758b3.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\b7e6d7bc-426c-4e4d-a790-a97978916c9a.tmp
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Preview: {"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287898014720800","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4219

Entropy (8bit): 4.871684703914691

Encrypted: false

SSDEEP: 48:YXsJjMH+5s7YMHBKsvxMHVzspxMHbsIHt/soBDysKqnsllzMHpDCLsWJMHLsNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH

MD5: EDC4A4E22003A711AEF67FAED28DB603

SHA1: 977E551B9ED5F60D018C030B0B4AA2E33B954556

SHA-256: DD2C9F43F622F801FCC213CDE8E3E90EF1D0D26665AE675449A94CEC7EB1D453

SHA-512: 84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD1602

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350
1454994","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com","supports_spdy":true},

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19181

Entropy (8bit): 5.570203959037028

Encrypted: false

SSDEEP: 384:TRmtOLl/gXD1kXqKf/pUZNCgVLH2HfDcrUnHG1zAQ+4T:XLlyD1kXqKf/pUZNCgVLH2Hf4rUHG+QN

MD5: D93A9C3400F044713CBA057A83E138F9

SHA1: CA2F171C38076B003F7277E6DA8205803F0CB4AB

SHA-256: 94D6CFCA4C8A8F930BC48E931D1BD92421D3ECFCC541CE3910F55F715CA51BE1

SHA-512: DAB780AFD38DFD1EF469C203FFC9E408599E955CD575239A8364A9B08B4543EFB5CA3864354443CBEC1CB0AC2E2F7DCE6C5FEC059F63E5D8BA3DE3770D9E4
4B0

Malicious: false

Reputation: low

Preview: {"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287898014720800","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1qIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHA1: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576B0DE0AABD9A6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EE5B77D6DF7C344A0AA030E03
89

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\c508a796-dec4-4b66-a76e-cbbf2c4f559d.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\daebfeae-f28a-4aeb-bb70-13cc3c01deG.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp
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Malicious: false

Reputation: low

Preview: MANIFEST-000004.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1qIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHA1: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576B0DE0AABD9A6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EE5B77D6DF7C344A0AA030E03
89

Malicious: false

Reputation: low

Preview: MANIFEST-000004.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4219

Entropy (8bit): 4.871755235889535

Encrypted: false

SSDEEP: 48:YXsJjMH+5s7YMHBKsvxMHVzspxMHbsIHt/soBDysKqnsllzMHpDCLsWJMHLsNuMZ:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhS

MD5: AE133C52F86E27CD225F807F1DDB33A3

SHA1: A0EB1D7B7D41F31993C975A8B5F27954F90B6DF8

SHA-256: A795DA84B0B14FD651959C4E712B297CA76E50FAF03E18469336F5FB1BE5420A

SHA-512: 098D9CC2B0436B77AE03D9289C2DBF2316B0F0145C7AEE81F8F19A26964AB7F975F941CD2A9E14783E600602A195ED60A059B0EFEFFCEEC2BD0C5923E09663E
3

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350
1454994","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com","supports_spdy":true},

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 22596

Entropy (8bit): 5.535928109086446

Encrypted: false

SSDEEP: 384:TRmtOLl/gXD1kXqKf/pUZNCgVLH2HfDcrUnHGDnTnza+4W:XLlyD1kXqKf/pUZNCgVLH2Hf4rUHGDnj

MD5: 2AB5D09ABD9391C1BE3C89E0C4C68188

SHA1: 4F0BF0C83ADCC7AD5ECFBF6B004804E6AB927166

SHA-256: D3E6617BA11DF58621C5E1C67E5A52576FCFA31605990A0C103EBEB2F0401210

SHA-512: FF3246ACE6513AE9A5EEA89D7B534D5BDA5D3F059E370570808E248086087DC4A010C3710C148B570875F5C482D811B1AFA7BB7C73EE879C8AF4A550519B1195

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\dee17684-4943-463e-b777-844e2b9bc37d.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\f03086ac-a57a-4bb9-892f-3c45580b256f.tmp
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Preview: {"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287898014720800","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5336

Entropy (8bit): 4.996896789661188

Encrypted: false

SSDEEP: 96:nEGCKWg9pcKI9ok0JCKRWL8dkm1LbOTQVuwn:nEGCe9pc+4KYkkm9

MD5: EE833CA84A464FD7A946F8CC32C12784

SHA1: A9A55AFA6E75170E8DF1645316F64C0D8B50EE40

SHA-256: 47BD8266A2F5CE0DCE0326626DAA54BC710C939002B0D8BDAD65BF5AC22E18FB

SHA-512: A2A6336BEDCDDEA85822457286397E5735A6A6BE0B6C11231FDB54365B2C74112E9C9E3371C62E0BB5EC49F42A76DC59B1BCA1FCF14A5C18945CBEB7E38DA
93E

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13287898015337691","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 106

Entropy (8bit): 3.138546519832722

Encrypted: false

SSDEEP: 3:tbloIlrJ5ldQxl7aXVdJiG6R0RlAl:tbdlrnQxZaHIGi0R6l

MD5: DE9EF0C5BCC012A3A1131988DEE272D8

SHA1: FA9CCBDC969AC9E1474FCE773234B28D50951CD8

SHA-256: 3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

SHA-512: CEA946EBEADFE6BE65E33EDFF6C68953A84EC2E2410884E12F406CAC1E6C8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3D9CDF1A827AB6FF5605DA3691
724

Malicious: false

Reputation: low

Preview: C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.G.o.o.g.l.e.\.C.h.r.o.m.e.\.A.p.p.l.i.c.a.t.i.o.n.\.c.h.r.o.m.e...e.x.e.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit): 2.8150724101159437

Encrypted: false

SSDEEP: 3:Yx7:4

MD5: C422F72BA41F662A919ED0B70E5C3289

SHA1: AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632

SHA-256: 02E71EB4C587FEB7EE00CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59

SHA-512: 86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEA963E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9B903659575DF02F8845521F8DC46

Malicious: false

Reputation: low

Preview: 85.0.4183.121

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\f288d9ba-4b9c-445d-9d9c-76fdbaa689f3.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 190178

Entropy (8bit): 6.0451798124730844

Encrypted: false

SSDEEP: 3072:R9dk+l20ee3L2oVJhynrpnbtpQVzg4d8qkwMc0YZFcbXafIB0u1GOJmA3iuRK:99407dorBtGzg4Kqkjc0waqfIlUOoSiL

MD5: B2840368FAAE9A806BD7407C0295C0CD

SHA1: 088276B5A9B95B6E47671E6534A9FE00FD1956FA

SHA-256: 32494DEC02E92A621E30C3A3C19F2614EE85CF6AEE28CC50DB34AA40D0222028

SHA-512: 89BE6CDE27BE8A1F180555889BFAF1D5E7F6A092729E6E034E88C28EA92BA433D8A06AC3D70A4807DC3EDAD99144BBA87CE768624DC450D46EB822C949471E
4D

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.643424416779521e+12,"network":1.643392018e+12,"ticks":132778980.0,"uncertainty":3899974.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13276832799743513"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 198654

Entropy (8bit): 6.074115622504434

Encrypted: false

SSDEEP: 6144:Nu9407dorBtGzg4Kqkjc0waqfIlUOoSiuRK:N9rHG5Wj7oJ

MD5: 5E9ED362080FEC44E9EBADC639E3B59D

SHA1: F151206849690AB5AC31D15AE53F045EED4C1455

SHA-256: C9261FDAF5C6558119F3EF74F1F14583D58A52811420B3EC66C95621A7379FCC

SHA-512: D810B2D02ED7A43B5EE752C5803CAEB38AA8702BBFBF0FAFC137A412D58E2D36FD54FA6237AD9A5FCAEB7F631F11026AB18DA2ED9EDBE91BF6D4919BF420
CE40

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.643424416779521e+12,"network":1.643392018e+12,"ticks":132778980.0,"uncertainty":3899974.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13276832799743513"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 198652

Entropy (8bit): 6.074115400025404

Encrypted: false

SSDEEP: 6144:m99407dorBtGzg4Kqkjc0waqfIlUOoSiuRK:mYrHG5Wj7oJ

MD5: E206D033799CCCDB9B57C258A3B699AD

SHA1: 15C2A525FC27A5DBA3B7A9C1C7BB4A51701647E0

SHA-256: 11D379D0297563F7485F5BB502F4DFF07C6FEFCB1260AC65C88DB929F35461B8

SHA-512: AEEA705B131F17A0E9B930D57A4052D53C02E750A9E2A20BB0AE410C2902B1878FF97E409BC3A3837093EBA863661533E5D0936B364D20BB83902107B82FA712

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local StateBU (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State\ (copy)
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Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.643424416779521e+12,"network":1.643392018e+12,"ticks":132778980.0,"uncertainty":3899974.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 96680

Entropy (8bit): 3.749027827445394

Encrypted: false

SSDEEP: 384:SbsrHduAWmK9hV6Q3eN3r0vjJ3UTxkHtcGYXrC9z94x0xR5grKLmSV+JX7P8ORxV:KOSVtOKg4ge3SdtdUPbqFKD1HNS

MD5: 0165DC9B6CA5235CE7A3587E8B0484F6

SHA1: 7BB2FC0B587443BFA2CCEDE09DBB50672CDFF1DE

SHA-256: 86F5885F2A2E2D8625F7D8BA3F145B5AB2C67A931A9B6E586747A8DBA5FF87D5

SHA-512: 59ECAA668D99EFD9BED99896901830CA2CCE43F0DC9901C01B6DFF76D80CADDA02E1CA730C9947D3C4FBCE1E276AC2EB472599EF5D942612B4FB12B1A90CD
AB6

Malicious: false

Reputation: low

Preview: .y..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...JR8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 97400

Entropy (8bit): 3.7488841937458397

Encrypted: false

SSDEEP: 384:AbsrHduAWmK9hV6Q3eN3r0vjJ3UTxkHtcGYXrC9z94x0xR5grKLmSWs+JX7P8ORe:8OSVtOKA4ge3SdtdUPbqFKD1HNT

MD5: B06807B8D08BC7E1D9E897BE96F79633

SHA1: CB60DE0645024F06937F617227B8854C1B842C96

SHA-256: C4A54E970E0C583095463CB56A5A5433B4901F6E907A572F6C71938F9FF2AB1C

SHA-512: 4DC56A4490E7A8F8D60203A336A67DA57A823F56C589B327C3320D23E3FCFD965367FA2676CFB58C50BAAE59A58A03F0F7A73AC2F36FE988918E8954B719E516

Malicious: false

Reputation: low

Preview: t|..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...JR8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 92724

Entropy (8bit): 3.7485424225504937

Encrypted: false

SSDEEP: 384:DbsrHduAx9i3eN3r0vjJ3UTxkHtcGYXrC9z/x0xR5grKLmSV+JX7P8ORxbNu1P+J:ISVtOFg4ge3ntdUPbqFKD1HND

MD5: 8BA26677B24729A81ECF14B23412418A

SHA1: 5A9C2BFEAAB1A2D03DDDC6917F89B7D37C63880C

SHA-256: 707575CED8B431626C4B308E94A98C6522054C9EE9634B9F6A3FBCEF7535D3B5

SHA-512: FD79615D8BA332C6665548BE32F60E37C756413A6A6C5D2286563230C91C4DE62950FDD7C1458A52A6D3D4377803CBE9E1AF9D082B5E33FC1F8690078948322C

Malicious: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info CacheMP (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Caches (copy)
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Reputation: low

Preview: 0j..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...JR8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 142128

Entropy (8bit): 4.846664953094921

Encrypted: false

SSDEEP: 3072:kYotddpTo2daWZy+CSzpjNTSha0NyruDcG4JCNDKR:kYoR+QNyYuDIL

MD5: 580DB025FA9444FBD3D00A0B7F4AEEE6

SHA1: 26BA225F9E58BA440E455B151AFA62E6DA71D052

SHA-256: 4DF7686CE689C87AE5AC45DE42E602ADB0AC316EE7C9F55717DEAD2509058ECC

SHA-512: 5940A7BA74606EC99BC366B42C47F32A89B11A6D1DF164C34BDE87241BE971BE81BC2762A6EACB5F58264573D1EDE7D233097D4A4CE6CBC033FA8B6507BE9D
9E

Malicious: false

Reputation: low

Preview: ........................$T.................................. ...X...l...h...d...0.......X...T...P...L...H.......@...<.......4...0...,.......|...`...D........... ............................... /......ozama...........8/......g.bat...........
P/......onwod.......h...h/......ennab.......P..../......nozam.......d..../......geips.........../......rekoj............/......lgoog.......@..../......uotpo............/......lreko.......H..../..............lR...........
...@R..$R...R...Q...Q..HR...Q..@R..<R..8R..4R...Q..,R..(R..$R.. R...R..TQ...R...R..0Q...R...Q...R...P...Q...Q...P...Q...Q...Q...Q...Q...Q...P...Q..xP...Q...Q...Q..PP...Q...Q...Q...
Q...Q...Q...Q...Q...Q...Q...Q...Q...Q...P...O..|Q..xQ..tQ..pQ..lQ..hQ..dQ..`Q..\Q...O..TQ...O..hO..HQ..DQ..@Q..@O..8Q..4Q..0Q..,Q..(Q..$Q.. Q...Q...Q...Q...Q...Q...Q...Q.
..Q...P...P...N...P...N...P...P...P...P...P...P...P...N..lN..PN...P...P...P...P...P...P...N...P...P...P...P...M...P...M...P...P...P..|P..xP..tP..pP..lP..hP..dP..`P..\P..XP..TP..PP..xM..HP..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 190178

Entropy (8bit): 6.045177843478918

Encrypted: false

SSDEEP: 3072:Rydk+l20ee3L2oVJhynrpnbtpQVzg4d8qkwMc0YZFcbXafIB0u1GOJmA3iuRK:m9407dorBtGzg4Kqkjc0waqfIlUOoSiL

MD5: 933C102F82DA49C1292CDFC261D46B14

SHA1: D6AE174970AF8CE311F3A754D76058D9998AFF49

SHA-256: 7B8CE017F15C3BE00A79EC369B215E92C3F8DDC43C010B25B052850B6C9FD65B

SHA-512: 34F72AB3D098C075806CDD93DCDDE2F78D62FE4ADAE8364B4CDD1CEC6312ED684F3D8C6D409627346D242AEEA1F33B6234AA55EB3AED931A975591AD257E2
FF3

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.643424416779521e+12,"network":1.643392018e+12,"ticks":132778980.0,"uncertainty":3899974.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13276832799743513"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 190178

Entropy (8bit): 6.0451798124730844

Encrypted: false

SSDEEP: 3072:R9dk+l20ee3L2oVJhynrpnbtpQVzg4d8qkwMc0YZFcbXafIB0u1GOJmA3iuRK:99407dorBtGzg4Kqkjc0waqfIlUOoSiL

MD5: B2840368FAAE9A806BD7407C0295C0CD

SHA1: 088276B5A9B95B6E47671E6534A9FE00FD1956FA

SHA-256: 32494DEC02E92A621E30C3A3C19F2614EE85CF6AEE28CC50DB34AA40D0222028

C:\Users\user\AppData\Local\Google\Chrome\User Data\Subresource Filter\Indexed Rules\27\scoped_dir5956_435296513\Ruleset Data

C:\Users\user\AppData\Local\Google\Chrome\User Data\a2d71031-c218-481d-81f3-9196f7028ea5.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\a486798b-310c-433f-9374-6440cbeb5686.tmp
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SHA-512: 89BE6CDE27BE8A1F180555889BFAF1D5E7F6A092729E6E034E88C28EA92BA433D8A06AC3D70A4807DC3EDAD99144BBA87CE768624DC450D46EB822C949471E
4D

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.643424416779521e+12,"network":1.643392018e+12,"ticks":132778980.0,"uncertainty":3899974.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13276832799743513"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 190178

Entropy (8bit): 6.045177953096835

Encrypted: false

SSDEEP: 3072:RSdk+l20ee3L2oVJhynrpnbtpQVzg4d8qkwMc0YZFcbXafIB0u1GOJmA3iuRK:m9407dorBtGzg4Kqkjc0waqfIlUOoSiL

MD5: 647D98CB488AA62C0E8195C56F1BEA4E

SHA1: 1E9266B71DD31527EC1D4A4F47D89361EA7E110E

SHA-256: FDA44E514E1374DD5CC054A0B369669508B2C1C67564D2BBEF95D2AFCE9BB8CE

SHA-512: E2C118BE1EE1A59CC20A46A822A3DE8204ECD5B38C2C597AD54471C5EEA428C0FCDACC667E3596ED1B5B3581AB22B2F1DED836A4A1CFA5CF1CCA44CD573
EEF0A

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.643424416779521e+12,"network":1.643392018e+12,"ticks":132778980.0,"uncertainty":3899974.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13276832799743513"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 190360

Entropy (8bit): 6.045663676469723

Encrypted: false

SSDEEP: 3072:RGdk+l20ee3L2oVJhynrpnbtpQVzg4d8qkwMc0YZFcbXafIB0u1GOJmA3iuRK:u9407dorBtGzg4Kqkjc0waqfIlUOoSiL

MD5: 227822AD2A46DC1F3D9C6ACB24E8D8B2

SHA1: FC7AC867B7BECC302640B54B63F230CF59836FFA

SHA-256: 520B336B68193BF2DDDD4CB640347614247678E2BA37F19BDD3567DD94375C97

SHA-512: 1FD34B1B590699191A74E578881298EA95C2EAAF18A4C1B075D220D08EBB8C18B150A1CC0BF12296FCA51EB32E480BA4A020BADB08C4BA79EB22E813B3F46B
99

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.643424416779521e+12,"network":1.643392018e+12,"ticks":132778980.0,"uncertainty":3899974.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13276832799743513"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 198652

Entropy (8bit): 6.074115400025404

Encrypted: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\b0ada342-eac8-41a8-aad3-71add2a67656.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\b635df35-88e3-4fc0-b959-09698f7c6707.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\b9a53cf1-4a9b-4ab7-98e0-75c8685a2b17.tmp
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SSDEEP: 6144:m99407dorBtGzg4Kqkjc0waqfIlUOoSiuRK:mYrHG5Wj7oJ

MD5: E206D033799CCCDB9B57C258A3B699AD

SHA1: 15C2A525FC27A5DBA3B7A9C1C7BB4A51701647E0

SHA-256: 11D379D0297563F7485F5BB502F4DFF07C6FEFCB1260AC65C88DB929F35461B8

SHA-512: AEEA705B131F17A0E9B930D57A4052D53C02E750A9E2A20BB0AE410C2902B1878FF97E409BC3A3837093EBA863661533E5D0936B364D20BB83902107B82FA712

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.643424416779521e+12,"network":1.643392018e+12,"ticks":132778980.0,"uncertainty":3899974.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Reputation: low

Preview: .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1425

Entropy (8bit): 6.0041706562881

Encrypted: false

SSDEEP: 24:pZRj/flTm6MqTKGpqYMTpFpNgzkaoXws5dqiasABN1pPrVy8gqmlnoXvsvq6+5wC:p/hWI1qp/Nskakwy8iPm3DV6nk+ql5BX

MD5: 7CA907E59E6E623E4B85ED86A23E62D7

SHA1: 10C19F1E99C24DF5E604FDB72417D8980CB40AF1

SHA-256: EA75301687D1B18893F95D8EE4481CB61A291241B2D0D27AD4EE08C25520687E

SHA-512: 8AC955A96B761EE4CFE2C3A0096A6AF3D16A825A5EF210957B28CFCBC38B32B3FE2E52047C1D164416E1954CB2B11EE90731E51996FEE8CCF429066BC71D676
7

Malicious: false

Reputation: low

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJkb3dubG9hZF9maWxlX3R5cGVzLnBiIiwicm9vdF9oYXNoIjoieHY1NFR2REsyQktXUzhsUEMwVTFXVW9PcVEwQUF5S0pRMXdicHV4em5EQ
SJ9LHsicGF0aCI6Im1hbmlmZXN0Lmpzb24iLCJyb290X2hhc2giOiJMZWZNUnc3QXo1M0ZENXhtMUJmUEdoOERPOG1RZjZBY0t3RUwtVWR1M1JzIn1dLCJmb
3JtYXQiOiJ0cmVlaGFzaCIsImhhc2hfYmxvY2tfc2l6ZSI6NDA5Nn1dLCJpdGVtX2lkIjoia2hhb2llYm5ka29qbG1wcGVlbWpoYnBiYW5kaWxqcGUiLCJpdGVtX3ZlcnN
pb24iOiI0NyIsInByb3RvY29sX3ZlcnNpb24iOjF9","signatures":[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"1JX7TNm6jmK-HTB
9IEkt5GswXRhXDJ7ERW9AfKzE1ci3nETW8xsBh8IcbnBRFKqJEYI39wqjm_KUzkLEVYy-BBxfUQ3SUzEU49gS_C0dxpQKMa9SatYvKtm34cSm-3j6aZNqE9X
CNvEkimnhCGpApJgDoTf02He_KiEIIrUyrWRnKYDZfm8NFC522AAf5qa34piuKvtA6DErLeGXtAP3rapXOi7lJbyNqkOs8g04WNuS4KB4sgy-sELD-Y5gp6l9tTOdDo2l3
xt1hH_myAxQNsW-hlfue5GrofYYmxVgSpqg8FkBAdJTCKFRM_V5vwVD5rqQEDt3IQECLzi66GlAvw"},

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 7609

Entropy (8bit): 5.123608326751086

Encrypted: false

C:\Users\user\AppData\Local\Temp\3a08c59a-96e8-4bd1-b41e-7af 76c186326.tmp

C:\Users\user\AppData\Local\Temp\5956_1134515406\_metadata\verified_contents.json

C:\Users\user\AppData\Local\Temp\5956_1134515406\download_file_types.pb
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SSDEEP: 192:F0aEW8SsWk/pvtHB3Nf5Y10k6QKEa4pmigb15PGzO6RsO6v:F0aEW8SsWk/pvtHB3Nf5YKk6QKEa4pmT

MD5: D374E68291EC84F056C490A20EE7D2DF

SHA1: 41DC8FC942388DAE331840A22B211A3A9C864C17

SHA-256: E061783508D730C3D2A1760E4C7043A92588A47E998C844B1F57DE65E2A5CD42

SHA-512: C29D1769137C0118072BFA28824AAFE8F7C6E32578FEF60DE3D3239F77AB0D29D5B0656AE813B3F2C7744DC886B1928DA51B8488EF50467549483C825601D3D8

Malicious: false

Reputation: low

Preview: ./...#<....jpg... .*.........jpeg... .*.........mp3... .*.........mp4... .*.........png... .*.........csv... .*.........ica... .*.........gif... .*.........txt... .*.........package... .*.........tif... .*.........webp... .*......
...mkv... .*.........wav... .*.........mov... .*.........swf.D .*.........spl.E .*.........crx.. .*.........001..... .*.........7z.4.. .*.........ace..... .*.........arc..... .*.........arj.:.. .*.........b64..... .*....
.....balz..... .*.........bhx..... .*.........bin..... .*.....0.....bz..... .*.........bz2.8.. .*.........bzip2..... .*.........cab.... .*.........cpio.@.. .*.........fat..... .*.........gz.6.. .*.........gzip..... .*.........hfs..... 
.*.........hqx..... .*.........iso..... .*.....0.....lha.<.. .*.........lpaq1..... .*.........lpaq5..... .*.........lpaq8..... .*.........lzh.;.. .*.........lzma.?.. .*.........mim..... .*.........ntfs..... .*.........paq8f..... 
.*.........paq8jd..... .*.........paq8l..... .*.........paq8o..... .*.........pea.....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.8846578544898827

Encrypted: false

SSDEEP: 3:ShSa94S86tUyhiSZ3R4WfBg:Shr4aUZs3R4F

MD5: F9FE68E8D39CAB0E631640A5D5131252

SHA1: D7F0B4B199BBD20DACE04020BA0AAFA4FDAEFF93

SHA-256: FA3F1671316D008759E4299D7BBAB8294EF23A1680317B2F731884FA8603E58B

SHA-512: A94096C5E3086407B615566D1F35A2C7ABE7FC8ECE7B6E4A1E8DF2126F06AC04459497EB086B0C5ABB9A70772094D611CC1E87801C5894E1C86924F26A80069D

Malicious: false

Reputation: low

Preview: 1.d237485db9493e87035e3295dbaa1e24b727c7fb91b24401814fd88f2ab81c3c

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 173

Entropy (8bit): 4.479129266715852

Encrypted: false

SSDEEP: 3:rR6TAulhFphifFRxJ1KnOFgS1+JpEeSWU4pv/8F/FxLj2RF2fcTZTotL:F6VlMDf1KqgS1+JuWfB0NpK4aotL

MD5: 9D0A411FFBA90AB549575AA17EDEDEC4

SHA1: 252D2AF3537C19401D20BA5C7F920E2B0050A1F1

SHA-256: 2DE7CC470EC0CF9DC50F9C66D417CF1A1F033BC9907FA01C2B010BF9476EDD1B

SHA-512: AE525504A31ACECC7D6CC5E5C38CA892CFFB8A67F10339B7F4D7CECFBE129A1DF9ED64C1FB1D5C0B25110DBB8F74ED38583F8DEA2D6FC995561289EF1F058
88C

Malicious: false

Reputation: low

Preview: {.  "manifest_version": 2,.  "name": "fileTypePolicies",.  "version": "47",.  "imageName": "image.squash",.  "squash": true,.  "fsType": "squashfs",.  "isRemovable": false.}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 1558

Entropy (8bit): 5.11458514637545

Encrypted: false

SSDEEP: 48:OBOCrYJ4rYJVwUCLHDy43HV713XEyMmZ3teTHn:LCrYJ4rYJVwUCHZ3Z13XtdUTH

MD5: EE002CB9E51BB8DFA89640A406A1090A

SHA1: 49EE3AD535947D8821FFDEB67FFC9BC37D1EBBB2

SHA-256: 3DBD2C90050B652D63656481C3E5871C52261575292DB77D4EA63419F187A55B

SHA-512: D1FDCC436B8CA8C68D4DC7077F84F803A535BF2CE31D9EB5D0C466B62D6567B2C59974995060403ED757E92245DB07E70C6BDDBF1C3519FED300CC5B9BF917
7C

Malicious: false

C:\Users\user\AppData\Local\Temp\5956_1134515406\manifest.fingerprint

C:\Users\user\AppData\Local\Temp\5956_1134515406\manifest.json

C:\Users\user\AppData\Local\Temp\5956_1292928990\LICENSE
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Reputation: low

Preview: // Copyright 2015 The Chromium Authors. All rights reserved..//.// Redistribution and use in source and binary forms, with or without.// modification, are permitted provided 
that the following conditions are.// met:.//.//    * Redistributions of source code must retain the above copyright.// notice, this list of conditions and the following disclaimer..//   
 * Redistributions in binary form must reproduce the above.// copyright notice, this list of conditions and the following disclaimer.// in the documentation and/or other 
materials provided with the.// distribution..//    * Neither the name of Google Inc. nor the names of its.// contributors may be used to endorse or promote products derived 
from.// this software without specific prior written permission..//.// THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS.// "AS IS" 
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT.// LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS 
FOR.// A PARTICULAR 

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1511

Entropy (8bit): 5.98518173438891

Encrypted: false

SSDEEP: 24:pZRj/flTU3YQZA17CjoYA7aoXl33LtRyvBpiCVf3cJoXrNJlnUSOjB9WdKA0/9:p/hUIaKx7akl3CBpPfWkZJlentp9

MD5: 094DC0623791E727E8545021C66B4839

SHA1: C0D9E9000E5CAB50FEE08842EC06BDF5D258AD90

SHA-256: 9D4BDADB730A5C17404EAD0F197D1AD452E404F51929480DD99628749DF691C5

SHA-512: C8852E4A53F160AFB7E5C306DD88A92340883ED51BEA7AD6614EDD55622AA92DD51DC008A39D57313C2D13E19B78C493CC18CCCC445081C81E422843A66A833
D

Malicious: false

Reputation: low

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJMSUNFTlNFIiwicm9vdF9oYXNoIjoiUGIwc2tBVUxaUzFqWldTQnctV0hIRkltRlhVcExiZDlUcVkwR2ZHSHBWcyJ9LHsicGF0aCI6ImNybC1zZXQiLCJ
yb290X2hhc2giOiIzVTJHYTBqYlZ5dnoxNHh3YlpjQW9vR2RMbjZwWFRta1BydWg3cEFvQzg4In0seyJwYXRoIjoibWFuaWZlc3QuanNvbiIsInJvb3RfaGFzaCI6IldrT
FZzeHZteWRtblh1UGFnSHplR3hKcUFqZnhiajFHaGVJc1ZJX1YzQVUifV0sImZvcm1hdCI6InRyZWVoYXNoIiwiaGFzaF9ibG9ja19zaXplIjo0MDk2fV0sIml0ZW1faWQ
iOiJoZm5rcGltbGhoZ2llYWRkZ2ZlbWpob2ZtZmJsbW5pYiIsIml0ZW1fdmVyc2lvbiI6IjcxMjUiLCJwcm90b2NvbF92ZXJzaW9uIjoxfQ","signatures":[{"header":{"kid":
"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"nPQUw9tBprbZpCz7J6DHLI92-iqIsPnwJhEpiklld3t019ay-mxp4Fy09yAExNrt2XxDvLCN9HgPbci
vZoM_BZSK2EP82A-Ctn6K9_qFy7Nn4Gvo5eErTkobGxj9jTuqzVh3Zgwb2MyDg8dfQbjzRneuDllv-4tx2FZEMu2BgCmRPL88SyvpGhqnuJvFy20-nQmc046MNWoZN2O6m
1nsS1fNNewN_EyglydJ7v1J1Qq0euQBtC0U9NhSuIDiGPYTbPU

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 22671

Entropy (8bit): 7.824564022827244

Encrypted: false

SSDEEP: 384:O26XPKFMeWUUkWVPpDddm84WDzyloBLY0Lq5LV8QzIF0trtaYG9V3t/8tPJBr:OfR0CVBDXOWnyloW0L8V8S80rsYGROP

MD5: CA648990B599122326371470A6D96418

SHA1: 91FC33A24338B75662F29CC395A462F8A78FBE1A

SHA-256: 8F375B0AB027753573DED33D0C62A3A7E7F42E585266C03B9A6E167D7BDBDE7F

SHA-512: 33B14DC8DC1F4EA3857DAD8586B304735130BC05FAE1CEEEF392F1076444C471D506DE229891135E1DEC58406D4CEAE064D578CCC0697601081ED9D4CBCBB2
D3

Malicious: false

Reputation: low

Preview: ".{"Version":0,"ContentType":"CRLSet","Sequence":7125,"DeltaFrom":0,"NumParents":194,"BlockedSPKIs":["Jdoa1Yu/z7In2HI7GFfUwY57qnQXtPnv+TZrXoafizk=","l
i5LVLuYp+5dX+uWM/mR08MwDpUU2t57DU+CjHlPjoc=","yP3cdcsb27WMB7TqhHKH9iZlndZrwQomrdm1dbOgo40=","BN3pqpp59hSYaCMl+ghwJ2cH+5y
pU4QSC0aJMmhJT8k=","tbqN1/iVZMKInT1kU8hJmMd4JJGbZOoINapimGWRvlA=","wO0gU0a7veButWD1zuAqNjTiR0p+ds+PvvVjuxF90OM=","eBpM8ukkUvPuAdDD
gaQhTzkEFlw5CtvWH80RJE4Jstw=","/NdsyiNH5c1bOTR/Uc9DZUtpor/JBzZwpr5H2HAebg4=","lo26afv/Fb83YgiUMa3lp+rUt+rxvnACaBC8V9HGT24=","fNKVt1VEgIq9lAl
Gbwg3xarcAuM7YVDGZE3goJZZ8jw=","9Sk9R+041MMbLULe47WzrOl8omyirANl42Iu6AITH7s=","nFmjzK6kaZhCsGjPxSz5RdtRmGlXyDLNsYynOEn7ue4=","OUz/
WJ5okxLPwHHuC8Gf5MYGIWzlQ0Kd5tti5C27O8E=","NuqWEoyJg5+2IfitDh7gucIgb2Kre02ixnZYk8m3ztI=","pqyh7JgJzFtIIf+dKcXr5lGWC5Gx8ZzIm1Xvh4GKlQk=","MO/
kE4JHbDOA8C9+I+ZrovhnsFnuHqaHlrRBuFtdElY=","r1kVGOLmxg67/AkHr6pJvEBR1F5/IUq/7nUS7gD2Ye0=","6EnHF2yT32X2S2FpgjZuVmMReBK2+ivAyPqK6u5
Bgcw=","0x7DkoW3pTGdAVfbQg7YfHQ+Mzu8d/h3H3BGT0NqYEk=","h7/Yr

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.987354446739394

Encrypted: false

SSDEEP: 3:SdT2chmhpGMsBrRldiNcR:S4chEpGzrEm

MD5: 83E2A10CDAAA85970502762F0560DD4B

C:\Users\user\AppData\Local\Temp\5956_1292928990\_metadata\verified_contents.json

C:\Users\user\AppData\Local\Temp\5956_1292928990\crl-set

C:\Users\user\AppData\Local\Temp\5956_1292928990\manifest.fingerprint
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SHA1: B1E8E5DAFD8B27D26FEC1CB62929FCBB3E337AB2

SHA-256: AC9EDB594D7ADCC05037E0EE32CB16DBD8D60CF1404F5D267E3C2670DC110F07

SHA-512: 0D7A919B99E2E829AC024097858EE71FB682EB2A6C50C29C3C6D84E20A34A8DB84AA6879FC07E28FD70CE5DC408D3565AF8D7CC997DE6B0330E526AEDB146E
1F

Malicious: false

Reputation: low

Preview: 1.8cd1454f5b4b2804df95d49955efc36021ea2d79ec43a9e0a7bffd0ca3686654

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 191

Entropy (8bit): 4.7889264892881185

Encrypted: false

SSDEEP: 3:rR6TAulhFphifFJRQVSQOEHhFgS10pEeSWU4pv/8F/FxLj2RF2fcTZTotL:F6VlMpAK9S10uWfB0NpK4aotL

MD5: 3FFAD7F52AC2A896C4961C539A366D5F

SHA1: F7528F1A109CAE2E40105D32E53B90D89FF6E6EC

SHA-256: 5A42D5B31BE6C9D9A75EE3DA807CDE1B126A0237F16E3D4685E22C548FD5DC05

SHA-512: F594E826B4211F24E89D375F0087657860857C9D21BDCB24425E2610B930DA9FEF3CEC9149188885DEA3AFD47A4AFF21E118FEDE8809E51F93FDD97BB62850B8

Malicious: false

Reputation: low

Preview: {.  "manifest_version": 2,.  "name": "crl-set-2000308708555655469.data",.  "version": "7125",.  "imageName": "image.squash",.  "squash": true,.  "fsType": "squashfs",.  "
isRemovable": false.}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3034

Entropy (8bit): 5.876664552417901

Encrypted: false

SSDEEP: 48:p/hEc9q0S+UTKYM43z8nqMsfWRUWEADM/W9n7lqFkakzcVTGkcYTPi6zM:RGcg5z/jjjHgUnV278+aWLy4

MD5: 8B6C3E16DFBF5FD1C9AC2267801DB38E

SHA1: F5CADC5914DF858C96C189B092BC89C29407BBAA

SHA-256: FD986A547D9585E98F451B87CA85DEB4B61EE540C6FAC678D7BEDABF04653095

SHA-512: 37048EF8FADF62A26CAEC6EE90AC192429AB1E99424E5C68FACA90C0DAD68642C761FDCAC03FC38FA930841F91FA145A6943EC7F168D4F2FA426F1F092C2F5
02

Malicious: false

Reputation: low

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJfcGxhdGZvcm1fc3BlY2lmaWMveDg2XzY0L3BuYWNsX3B1YmxpY19wbmFjbF9qc29uIiwicm9vdF9oYXNoIjoiVkNUSHNJVHNUSXVncWNhV2ctWHVpTU1
sdWloV1FSTE1sQnpTTGprdGhETSJ9LHsicGF0aCI6Il9wbGF0Zm9ybV9zcGVjaWZpYy94ODZfNjQvcG5hY2xfcHVibGljX3g4Nl82NF9jcnRiZWdpbl9mb3JfZWhfbyIsI
nJvb3RfaGFzaCI6ImxINWt2a1BvSVZZczZKVHhyOHc5Q2MxXzloVEJCX3lVSlF6VDZseVVNd0kifSx7InBhdGgiOiJfcGxhdGZvcm1fc3BlY2lmaWMveDg2XzY0L3BuYWN
sX3B1YmxpY194ODZfNjRfY3J0YmVnaW5fbyIsInJvb3RfaGFzaCI6IkVuLVFQTW1HUm1xbG9Ud1gzOTAzckpsMkw0R25sQmdET1FhZlNKaHJ4Nk0ifSx7InBhdGgiOiJfc
GxhdGZvcm1fc3BlY2lmaWMveDg2XzY0L3BuYWNsX3B1YmxpY194ODZfNjRfY3J0ZW5kX28iLCJyb290X2hhc2giOiJkT2lJVzRmdEdGNW9FY0k1UXYyYjBmd
XNrUlYyaUVtdmxhbmV6MlpFc3VvIn0seyJwYXRoIjoiX3BsYXRmb3JtX3NwZWNpZmljL3g4Nl82NC9wbmFjbF9wdWJsaWNfeDg2XzY0X2xkX25leGUiLCJyb290X2hhc2g
iOiIzNEU5QU9EMmpqLWNoMzZQZ0NVV0YtMUpYWVhVdlNGY1I4bks1aWppcWNjIn0seyJwYXRoIjoiX3B

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 507

Entropy (8bit): 4.68252584617246

Encrypted: false

SSDEEP: 12:TjLJ7qaVgPPd8bdzQBXefosmc5T9+n6e1Cetm1JXcAwA:TJ7jViPOd8wfHmZ6RP15

MD5: 35D5F285F255682477F4C50E93299146

SHA1: FB58813C4D785412F05962CD379434669DE79C2B

SHA-256: 5424C7B084EC4C8BA0A9C69683E5EE88C325BA28564112CC941CD22E392D8433

SHA-512: 59DF2D5F2684FACC80C72F9C4B7E280F705776076C9D843534F772D5A3D578BEE04289AEE81320F23FB4D743F3969EDF5BA53FEBBAC8A4D27F3BC53BCF271C3
E

C:\Users\user\AppData\Local\Temp\5956_1292928990\manifest.json

C:\Users\user\AppData\Local\Temp\5956_1575507340\_metadata\verified_contents.json

C:\Users\user\AppData\Local\Temp\5956_1575507340\_platform_specific\x86_64\pnacl_public_pnacl_json
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Malicious: false

Reputation: low

Preview: {.    "COMMENT": [.        "This file serves as a template for the resource info description used by ", .        "the NaCl Chrome plugin.  It is kept in the NaCl repository to 
prevent ", .        "hard-coding of NaCl-specific information inside the Chrome repository.".    ], .    "abi-version": 1, .    "pnacl-arch": "x86-64", .    "pnacl-ld-name": "ld.nexe", 
.    "pnacl-llc-name": "pnacl-llc.nexe", .    "pnacl-sz-name": "pnacl-sz.nexe", .    "pnacl-version": "5dfe030a71ca66e72c5719ef5034c2ed24706c43".}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped

Category: dropped

Size (bytes): 2712

Entropy (8bit): 3.4025803725190906

Encrypted: false

SSDEEP: 48:b/5D5V5PK82aTS6aTTw0Do1DttoyDNsEA:b/hbVic1ZtLDNsE

MD5: 604FF8F351A88E7A1DBD7C836378AE86

SHA1: 9D8D89AE9F13D6306E619A4EAAD51EDE91A5F9F3

SHA-256: 947E64BE43E821562CE894F1AFCC3D09CD7FF614C107FC94250CD3EA5C943302

SHA-512: 85B1EDA4C473E00034EE627B7ABB894A77E521BC6A91A91A4A3744CA7511CB0AF10B9723D9ECC2CE3378DD70B659DF842D8C11875958CB77070CF01EC0A158
40

Malicious: false

Reputation: low

Preview: .ELF..............>.................................@.....@.......................................PH.......,$J.l=....J.$<A[..@.A...M..A..ffffff..................PH......,$J.l=....J.$<A[..D..A...M..A..ffffff..............
....PH..1..,$J.l=....J.$<A[.......A...M..A..ffffff..................PH..SP..h.........fff...................h.........fff.............J.$<[.,$J.l=....J.$<.....f......................................................................
...............................................................................................................NaCl....x86-64...........zR..x......................@....C....C.........8.......@....C....C.........T.......@....C....C
.........p.......`....C....C..B...... .......................<...............@.......X.......................t........................clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-
clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pna

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped

Category: dropped

Size (bytes): 2776

Entropy (8bit): 3.5335802354066246

Encrypted: false

SSDEEP: 48:b/5D5V5ej5ej5PjDdaTS6aTTw6DV1DtFouoyDOsTy:b/hbEEVJB1ZFhLDOsT

MD5: 88C08CD63DE9EA244F70BFC53BBCADF6

SHA1: 8F38A113A66B18BAA02E2C995099CF1145A29DAA

SHA-256: 127F903CC986466AA5A13C17DFDD37AC99762F81A794180339069F48986BC7A3

SHA-512: 78D2500493A65A23D101EC2420DC5F0CE8C75EFAC425C28547121643E4FB568E9D827EF2C0F7068159E043C86B986F29BF92C6BADC675F160B63C7B3512EB95F

Malicious: false

Reputation: low

Preview: .ELF..............>.....................X...........@.....@.......................................PH.......,$J.l=....J.$<A[..@.A...M..A..ffffff..................PH......,$J.l=....J.$<A[..D..A...M..A..ffffff..............
....PH..1..,$J.l=....J.$<A[.......A...M..A..ffffff..................PH..,$J.l=....J.$<A[f........A...M..A..ffffff..................PH..,$J.l=....J.$<A[f........A...M..A..ffffff..................PH..SP..h.......
..fff.............J.$<[.,$J.l=....J.$<.....f.K...............`.......P.......................z...................................NaCl....x86-64...clang version 3.7.0 (https://chromium.googlesource.com
/a/native_client/pnacl-clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-llvm.git 7251d5b59fca15195c9
4a3a7da70f0081724448f)............zR..x......................@....C....C.........8.......@....C....C.........T.......@....C....C.........p.......@....C....C.................@....C....C.................@...

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped

Category: dropped

Size (bytes): 1520

Entropy (8bit): 2.799960074375893

Encrypted: false

SSDEEP: 12:Bvx/ekjlM/NQQmTfR9yp9396QQmTfR9C6wRqD8MTDDw7lEOkSbfuEAXwX6BX2U8b:bDjO/NbmT3296bmT3Twk8qDwh7b7CD8

MD5: 75E79F5DB777862140B04CC6861C84A7

SHA1: 4DB7BDC80206765461AC68CEC03CE28689BBEE0C

SHA-256: 74E8885B87ED185E6811C23942FD9BD1FBAC9115768849AF95A9DECF6644B2EA

SHA-512: FE3F86E926759E71494F2060C4ED3C883EBCAF20CB129A5AD7F142766C33FAB10B5FABC3C7C938E0E895E27EA0AC03CBFE8D0EEABF5300A4AD07F67FD96CC
253

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\5956_1575507340\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_for_eh_o

C:\Users\user\AppData\Local\Temp\5956_1575507340\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_o

C:\Users\user\AppData\Local\Temp\5956_1575507340\_platform_specific\x86_64\pnacl_public_x86_64_crtend_o
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Preview: .ELF..............>.................................@.....@.........................NaCl....x86-64.......clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git 
ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-llvm.git 7251d5b59fca15195c94a3a7da70f0081724448f
)...text..comment..bss..group..note.GNU-stack..eh_frame..shstrtab..strtab..symtab..data..note.NaCl.ABI.x86-64.......................................................!...................................
.............................................................................................................................................................../../../pnacl/support/crtend.c.__EH_FRAME_END__.........................
......................................................................@...............................................................H.......................................P.......................H...............................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[sha1]=7511538a3a6a0b862c772eace49075ed1bbe2377, stripped

Category: dropped

Size (bytes): 2163864

Entropy (8bit): 6.07050487397106

Encrypted: false

SSDEEP: 24576:HPHonIwYZJ0ykwVO7Owf31yJKzCtxO8RSV4lY+PbeHVxCtjFV4lBNeSAmfGqa+A7:HvSMRwf3SKmlY+PyPvnM2Gq+

MD5: 0BB967D2E99BE65C05A646BC67734833

SHA1: 220A41A326F85081A74C4BB7C5F4E115D1B4B960

SHA-256: C6C2D0C2FC3E38A9BFA19C78066439C2F745393F1FD1C49C3C6777F697222C76

SHA-512: 8EF8689E00E4B210A30444D18ED6247F364995ABEB2FD272064C3AF671EEDB4D9B8B67CA56F72FEBF8F56896D4EA7EC4B10CB445FFA1C710C1F312E9DA0E48
96

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: low

Preview: .ELF..............>..... .......@.........!.........@.8...@......................................................................................................................................................{......W.................................
..............@.......@...............P.td.....h.......h.......h......4b......4b..............Q.td................................................................NaCl....x86-64..............GNU.u.S.:j..,w...u...#w.......
?......Y@.......@......1@......B@......P@.....@X@.....``@......h@.....pp@.....H.@.......@.......@.......@.......@.......@....`..@.......@.......A.......A......................p................@.......
.......?.......A.........5.....?5.5...?.5.....?......P9..............PC.......?......0@................aCoc...?..`.(..?.y.P.D.?<.s..O.u......$@.......@...............@........................................ ... ....... 
.......@...`...`...`...`...................`...`...`...`...`...`...`...................................`...

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 40552

Entropy (8bit): 4.127255967843258

Encrypted: false

SSDEEP: 768:xlP+1fzyUNVU5LmKxeOnjpD5eA/eUnUUxvT:xlP+1ryYMTekpD5eAWjuvT

MD5: 0CE951B216FCF76F754C9A845700F042

SHA1: 6F99A259C0C8DAD5AD29EE983D35B6A0835D8555

SHA-256: 7A1852EA4BB14A2A623521FA53F41F02F8BA3052046CF1AA0903CFAD0D1E1A7B

SHA-512: 7C2F9BF90EB1F43C17B4E14A077759FA9DC62A7239890975B2D6FD543B31289DC3B49AE456CA73B98DE9AC372034F340C708D23D9D3AAB05CCBDABDC56A631
4E

Malicious: false

Reputation: low

Preview: !<arch>./               0           0     0     0       624       `...................,...8...Z(..e...e...t...t...y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`........................fmod.fmodf.memcmp.
memcpy.memmove.memset.__nacl_read_tp.__pnacl_init_irt.longjmp.setjmp.__Sz_fptosi_f32_i64.__Sz_fptosi_f64_i64.__Sz_fptoui_f32_i32.__Sz_fptoui_f32_i64._
_Sz_fptoui_f64_i32.__Sz_fptoui_f64_i64.__Sz_sitofp_i64_f32.__Sz_sitofp_i64_f64.__Sz_uitofp_i32_f32.__Sz_uitofp_i32_f64.__Sz_uitofp_i64_f32.__Sz_uitofp_i64_f64.n
acl_tp_tdb_offset.nacl_tp_tls_offset.__Sz_bitcast_16xi1_i16.__Sz_bitcast_8xi1_i8.__Sz_bitcast_i16_16xi1.__Sz_bitcast_i8_8xi1.__Sz_fptoui_4xi32_f32.__Sz_uitofp_4
xi32_4xf32..e_fmod.o/       0           0     0     644     2792      `..ELF..............>.....................(...........@.....@.......................................PH..AVAUATSfI.~.M..I.. E....@.
A......D..D1.......8fI.~.M.....I.. E..A......D..D..t.D....D..f....D..=....r...Y...^.[A\A]A^..@..,$J.l=....J.$<A[A...M..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 132784

Entropy (8bit): 3.6998481247844937

Encrypted: false

SSDEEP: 384:Hf0mOXYmeKzQUIdedRFvT5p1Ee2HyAlL3O4:Hf7OXdmWRJT5p1R2HyAhO4

MD5: C37CA2EB468E6F05A4E37DF6E6020D0F

SHA1: EA787E5EADFB488632EC60D8B80B555796FA9FE9

SHA-256: C1483ED423FEE15D86E8B5D698B2CDAB89186CE7FF9C4E3D5F3F961FD80D7C6E

SHA-512: 01281DE92B281FB29E1ACA96AA64B740B65CC3A9097307827F0D8DB9E1C164C56AFCDFA0BF138EA670A596D55CE2C8D722760744E9FC9343BB6514417BF333B
A

C:\Users\user\AppData\Local\Temp\5956_1575507340\_platform_specific\x86_64\pnacl_public_x86_64_ld_nexe

C:\Users\user\AppData\Local\Temp\5956_1575507340\_platform_specific\x86_64\pnacl_public_x86_64_libcrt_platform_a

C:\Users\user\AppData\Local\Temp\5956_1575507340\_platform_specific\x86_64\pnacl_public_x86_64_libgcc_a
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https://www.metadefender.com/#!/results/file/bzIyMDExMFdtQnhxZTk3a01BemtMYk8tY0o/regular/analysis


Malicious: false

Reputation: low

Preview: !<arch>./               0           0     0     0       942       `....;...|.......4...x..#...-...4l..E...M...U...]...n...u...~X...4.......................L......................t...p...............`......"...*...1...:...D...K...T
...\...d...r|..|0.......x...........L.......\...8..........................__clzti2.__compilerrt_fmax.__compilerrt_fmaxf.__compilerrt_logb.__compilerrt_logbf.__ctzti2.__divdc3.__divdi3.__div
moddi4.__divmodsi4.__divsc3.__divsi3.__divti3.__fixdfdi.__fixdfsi.__fixdfti.__fixsfdi.__fixsfsi.__fixsfti.__fixunsdfdi.__fixunsdfsi.__fixunsdfti.__fixunssfdi.__fixunssfsi
.__fixunssfti.__floatdidf.__floatdisf.__floatsidf.__floatsisf.__floattidf.__floattisf.__floatundidf.__floatundisf.__floatunsidf.__floatunsisf.__floatuntidf.__floatuntisf.compilerrt
_abort_impl.__moddi3.__modsi3.__modti3.__muldc3.__muloti4.__mulsc3.__multi3.__popcountdi2.__popcountsi2.__popcountti2.__powidf2.__powisf2.__udivdi3.__
udivmoddi4.__udivmodsi4.__udivmodti4.__udivsi3.__udivti3.__umoddi3.__umodsi3.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 13514

Entropy (8bit): 3.8217211433441904

Encrypted: false

SSDEEP: 192:uU9v4pXizdrEuxwk3vp20tprpdSGFwDqO:P9v4palvvc0tpFdSGFwmO

MD5: 4E8BEDA73EB7BD99528BF62B7835A3FA

SHA1: DC0F263A7B2A649D11FF7B56FE9CFAC44F946036

SHA-256: 6B835FD48DF505EB336FF6518CE7B93BB0ED854DADAA5C1EEED48D420291F62C

SHA-512: 46116B8BABC719676D68FD40D2AC82F38A3D13D8A482ADFC6FC32A99170AC3420E52CC33242CCD0FA723ABF4FA5EDBB9CE16A09C729BF04AE4AFBB2F67A1E
38B

Malicious: false

Reputation: low

Preview: !<arch>./               0           0     0     0       94        `................._pnacl_wrapper_start.__pnacl_real_irt_query_func.__pnacl_wrap_irt_query_func..shim_entry.o/   0           
0     0     644     7392      `..ELF..............>..................... ...........@.....@.........................NaCl....x86-64..................................A.L....A.L...D...........D....A.....t+.. u..t"..A.D.....
.....A... .....A.D...........f..D..<.......................Q.......................V.......................clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git ce163f
dd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-llvm.git 7251d5b59fca15195c94a3a7da70f0081724448f).../../
ppapi/native_client/src/untrusted/pnacl_irt_shim/shim_entry.c./mnt/data/b/build/slave/sdk/build/src/out_pnacl/x64.NACL_STARTUP_FINI.NACL_STARTUP_ENVC.
NACL_STARTUP_ARGC.NACL_STARTUP_ARGV.NaClStartupInfoIndex.unsigned int.size_t.char.TYPE_na

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 2078

Entropy (8bit): 3.21751839673526

Encrypted: false

SSDEEP: 24:MOcpdhWE5O/bZbmT3296bmT3TwQwDnvD/+R3:MHuECdaTS6aTTwXDvD/+l

MD5: F950F89D06C45E63CE9862BE59E937C9

SHA1: 9CFAD34139CC428CE0C07A869C15B71A9632365D

SHA-256: 945B1C8A1666CBF05E8B8941B70D9D044BAAFB59B006F728F8995072DE7C4C40

SHA-512: F9AFBB800A875EDCC63DEA4986179E73632B3182951A99C8B3D37DB454EFD7CC7192ECA5AC87514918A858BAD6DAEAB59548CA2E90EADA9900EF5B9F08E62
CFC

Malicious: false

Reputation: low

Preview: !<arch>./               0           0     0     0       30        `........._pnacl_wrapper_start..//                                              20        `.dummy_shim_entry.o/./0              0           0   
  0     644     1840      `..ELF..............>.................................@.....@.......................................PH..,$J.l=....J.$<.....f..D......................................NaCl....x86-64...clang version 
3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native
_client/pnacl-llvm.git 7251d5b59fca15195c94a3a7da70f0081724448f)............zR..x...................... ....C....C..... .........................rela.text..comment..bss..group..note.GNU-
stack..rela.eh_frame..shstrtab..strtab..symtab..data..note.NaCl.ABI.x86-64.....................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[sha1]=309d6d3d463e6b1b0690f39eb226b1e4c469b2ce, stripped

Category: dropped

Size (bytes): 14091416

Entropy (8bit): 5.928868737447095

Encrypted: false

SSDEEP: 196608:tKVqXp3Qev4dg6ilfHM8KLM2J3jqjnkZ:uqufB

MD5: 9B159191C29E766EBBF799FA951C581B

SHA1: D1D4BBC63AB5FC1E4A54EB7B82095A6F2CE535EE

SHA-256: 2F4A3A0730142C5EE4FA2C05D27A5DEFC18886A382D45F5DB254B61B28ED642B

C:\Users\user\AppData\Local\Temp\5956_1575507340\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_a

C:\Users\user\AppData\Local\Temp\5956_1575507340\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_dummy_a

C:\Users\user\AppData\Local\Temp\5956_1575507340\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_llc_nexe
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SHA-512: 0B4FF60B5428F81B8B1BCF3328CF80CBD88D8CE5E8BDBC236B06D5A54E7CF26168A3ABB348D87423DA613AB3F0B4D9B37CB5180804839F1CA158EC2B315DDF
00

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: low

Preview: .ELF..............>..... .......@...................@.8...@...............$.....................................................................................................................!.......!......'......G...................................
............@.......@...............P.td............................D.......D...............Q.td................................................................NaCl....x86-64..............GNU.0.m=F>k....&...i......................
..0C......0C..0C..0E..............0C......0E.-DT.!.?.-DT.!.........................?........-DT.!...-DT.!.?.......?......................?..............?."..."..."..."......@.......`...................... ...@...`.................
..... ...@...`...................... ...@...`...................... ...@...`.......................................`... ...@...`...........`...`.......@...@....... ....1..`3.. 4..`-..`-...:...:...F..@H..`H...H...F...F...G...H.. H.
..F..@G...I.. I..@I..@G...G...I...I...J...G..`I..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[sha1]=4b15de4ab227d5e46213978b8518d53c53ce1db9, stripped

Category: dropped

Size (bytes): 1901720

Entropy (8bit): 5.955741933854651

Encrypted: false

SSDEEP: 12288:gXqUSpBjwQO2o8k+7zjidg4euCAauOILffvCpGy4Wh3BTFmHpq82K2/KsvPyla9d:gafZwcOdNe2auOepCBTFmJq3Kf8ksr

MD5: 9DC3172630E525854B232FF71499D77C

SHA1: 0082C58EDCE3769E90DB48E7C26090CE706AD434

SHA-256: 6AA1DA6C264E0AF4E32A004F4076C7557C6AC6D9C38B0C5DE97302D83FA248C3

SHA-512: 9E9584241A39EED1463D7D4C1B26AE570B839AA315778FF3400C61341EBA43B630307DE9F1532A265CA82EA69BDEA03EC9D963E59A18569C02DA8285449870FE

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: low

Preview: .ELF..............>..... .......@...................@.8...@.............................................................................................0.......0................................................Y........................................
..............@.......@...............P.td....t^......t^......t^.......W.......W..............Q.td................................................................NaCl....x86-64..............GNU.K..J.'..b......<S...`...`... ...@...
@.......@.............................................Y@......................p................@.......?..............?.......A.........5.....?5.5...?.5.....?......P9..............PC.......?......0@................aCoc...?..`.(..?
.y.P.D.?<.s..O.u......$@.......@...............@`...`.......@.................................................. ...`... ... .......`................... ... ...@...`.......................@... Z...[...[...e.......... ...@... ...@..
.`........0...0...2..`4.. 6...7...9...~...~...z...{...{..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.928261499316817

Encrypted: false

SSDEEP: 3:STDLGswXEVBcVdBiTDt3zLsW:SPLGLErcVdBiDtf3

MD5: C00BCE97F21B1AD61EB9B8CD001795EE

SHA1: 8E0392FF3DB267D847711C3F4E0D7468060E1535

SHA-256: 59F06F04230E32E8BC839F45B984D31D611930427B631C963D09E7064A602363

SHA-512: 9930E44A6ECC62505DBADCEED5E05645909FF09816FB12AAC0414E6D2830AC09758366C3B7D4EDD7839C87EB16DFA4C66D8981AE6237D408B37135C3506F4CD
2

Malicious: false

Reputation: low

Preview: 1.6f6bc93dcd62dc251850d2ff458fda96083ceb7fbe8eeb11248b8485ef2aea23

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 573

Entropy (8bit): 4.859567579783832

Encrypted: false

SSDEEP: 12:BLqG6yDJmL4mLDlG9hQ181G46XzrXc+EFfNqpaiOc+T5NqXIOclNqXL:BkylmL4mLDlJ18116XsRNqtZeNqXIZlE

MD5: 1863B86D0863199AFDA179482032945F

SHA1: 36F56692E12F2A1EFCA7736C236A8D776B627A86

SHA-256: F14E451CE2314D29087B8AD0309A1C8B8E81D847175EF46271E0EB49B4F84DC5

C:\Users\user\AppData\Local\Temp\5956_1575507340\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_sz_nexe

C:\Users\user\AppData\Local\Temp\5956_1575507340\manifest.fingerprint

C:\Users\user\AppData\Local\Temp\5956_1575507340\manifest.json
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https://www.metadefender.com/#!/results/file/bzIyMDExMHdiVFBFTEVaY1VReDQ0dXp0c3g/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDExMHlkdW9aSFozTlpYUnRSbmtXYV8/regular/analysis


SHA-512: 836556F3D978A89D3FC1F07FCED2732A17E314ED6A021737F087E32A69BFA46FD706EBBDFD3607FF42EDCB75DC463C29B9D9D2F122504F567BB95844F579831B

Malicious: false

Reputation: low

Preview: {."update_url": "https://clients2.google.com/service/update2/crx",..  "description": "Portable Native Client Translator Multi-CRX",.  "name": "PNaCl Translator Multi-CRX",.  
"manifest_version": 2,.  "minimum_chrome_version": "30.0.0.0",.  "version": "0.57.44.2492",.  "platforms": [.    {.      "nacl_arch": "x86-32",.      "sub_package_path": "_plat
form_specific/x86_32/".    },.    {.      "nacl_arch": "x86-64",.      "sub_package_path": "_platform_specific/x86_64/".    },.    {.      "nacl_arch": "arm",.      "sub_package_pa
th": "_platform_specific/arm/".    }.  ].}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 91283

Entropy (8bit): 5.445591581715125

Encrypted: false

SSDEEP: 1536:FOONphT5b05W9w2ZH3HhahaHVFzIFSXkRrw8p1:HNNb0mwY3hpHVZIsX0d1

MD5: 492D833A4DACDC2843C7E1835DE22679

SHA1: 50461C265B3FF063690DFD7B5FDF742BA06DE36D

SHA-256: 081284C6EB49939EA138A836CD347C212E130266A4E0FAF3A5DF7C01F9F27E21

SHA-512: 9D82234FE1662226B348762028F7C2C9F0D36ACA06F758938ECE4F6D025FFCAA2FEC5D7A01E75B2156F914A7095E67EE3277B82DBF71445229121E4BBE779D13

Malicious: false

Reputation: low

Preview: ..........o0.8.@.R.-728x90.........o0.8.@.R.adtdp.com^.........o*...epaper.timesgroup.com*...nbcsports.com*...windalert.com*...kowb1290.com*...k2radio.com*...vimeo.com*..
.koel.com*...uefa.com0.8.@.R#googletagservices.com/tag/js/gpt.js........o0.8.@.R./ad-inserter/.9......o*...adcore.com.au..*...adcore.ch..0.8.@.R./adcore_........o0.8.@.R.
uwoaptee.com^........o0.8.@.R._468_60..8......o0.8.@.R)bancodevenezuela.com/imagenes/publicidad/........o0.8.@.R..adbutler-........o0.8.@.R.adrecover.com^.>....
..o*...google.com0.8.@.R!developers.google.com/google-ads/.-......o*...vk.com0.8.@.R.vk.me/css/al/ads.css.+......o0.8.@.R.mysmth.net/nForum/*/ADAgent_........o0
.8.@.R.indoleads.com^.%......0.8.@.R.discordapp.com/banners/.D......o*...daum.net0.8.@.R)daumcdn.net/adfit/static/ad-native.min.js.'......o0.8.@.R.looker.com/ap
i/internal/."......o0.8.@.R.broadstreetads.com^........o0.8.@.R./banner.cgi?.........o*...thefreedictionary.com*...downloads.codefi.re*...windows7themes.net*...smallseoto
ols.com*..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 24623

Entropy (8bit): 4.588307081140814

Encrypted: false

SSDEEP: 384:mva5sf5dXrCN7tnBxpxkepTqzazijFgZk231Py9zD6WApYbm0:mvagXreRnTqzazWgj0v6XqD

MD5: D33AAA5246E1CE0A94FA15BA0C407AE2

SHA1: 11D197ACB61361657D638154A9416DC3249EC9FB

SHA-256: 1D4FF95CE9C6E21FE4A4FF3B41E7A0DF88638DD449D909A7B46974D3DFAB7311

SHA-512: 98B1B12FF0991FD7A5612141F83F69B86BC5A89DD62FC472EE5971817B7BBB612A034C746C2D81AE58FDF6873129256A89AA8BB7456022246DC4515BAAE2454B

Malicious: false

Reputation: low

Preview: EasyList Repository Licences....   Unless otherwise noted, the contents of the EasyList repository..   (https://github.com/easylist) is dual licensed under the GNU General..   
Public License version 3 of the License, or (at your option) any later..   version, and Creative Commons Attribution-ShareAlike 3.0 Unported, or..   (at your option) any later 
version. You may use and/or modify the files..   as permitted by either licence; if required, "The EasyList authors..   (https://easylist.to/)" should be attributed as the source 
of the..   material. All relevant licence files are included in the repository.....   Please be aware that files hosted externally and referenced in the..   repository, including but 
not limited to subscriptions other than..   EasyList, EasyPrivacy, EasyList Germany and EasyList Italy, may be..   available under other conditions; permission must be 
granted by the..   respective copyright holders to authorise the use of their material.......Creative Commons Attribut

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1529

Entropy (8bit): 5.987722096297769

Encrypted: false

SSDEEP: 24:pZRj/flTHYXKl0kYbKNzjeT3qzkaoXqyCUV0szeMXmx0eoXECqG3l0+3pGX8fpaj:p/h4X8ybKNOTqkak1CSyxtkJl00AXN

MD5: 531658FD4A53DCAA6706C4E299F7F321

SHA1: 30E6E2BBF0C17CDED7D479A14E96468B94B647C3

SHA-256: 99CFEEE3A649590AB00880AFF978CB3E9BE65302AE2CD60B134387D606F1C79A

C:\Users\user\AppData\Local\Temp\5956_1878119372\Filtering Rules

C:\Users\user\AppData\Local\Temp\5956_1878119372\LICENSE.txt

C:\Users\user\AppData\Local\Temp\5956_1878119372\_metadata\verified_contents.json
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SHA-512: 727967425E95B297071B293CE9E18A4F9D4851819E93EFE1D8670DED887270ADCC9BECA280687E1DCD3AA6EDCFDDBE61A7074B92CEC95656CB2BC5DD995F9
BF5

Malicious: false

Reputation: low

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJGaWx0ZXJpbmcgUnVsZXMiLCJyb290X2hhc2giOiJGb0toZEFTUTJiTGp4Mm9lODhqNnBVTTR4VF9aVDYwVWRvNGFvMEdQRW1rIn0seyJwYXRoIjoiTEl
DRU5TRS50eHQiLCJyb290X2hhc2giOiIyaWswNmk0TFlCdVNHNWphRGFIS253NE9pdnVSRzZsQ0JKMVk0TGtzRFJJIn0seyJwYXRoIjoibWFuaWZlc3QuanNvbiIsInJvb
3RfaGFzaCI6IlhZRXVyY2cyNUN3eVpKSmpVbDk4LWlfaEUtbkMwRTVEYnU0Yl81Zm5FMWsifV0sImZvcm1hdCI6InRyZWVoYXNoIiwiaGFzaF9ibG9ja19zaXplIjo0MDk
2fV0sIml0ZW1faWQiOiJnY21qa21nZGxnbmtrY29jbW9laW1pbmFpam1tam5paSIsIml0ZW1fdmVyc2lvbiI6IjkuMzIuMCIsInByb3RvY29sX3ZlcnNpb24iOjF9","signatures":
[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"yR3CR9-1WdhFXwIas-furfbkFjIT_vSCGmIc0g-d4snFbxb2ANfYiEM-CW7ZAilSpXLZEiY
UxhrhtU6C-NbLrEfhyRxanHjYONy4YkWjp_VmS8dnZ1PAxC5KhmIOQoHRA4G4979n-OrSkHNubBTVntbKAdPl9YK0Wb6QBLBX_IFcvew8SKs2bhxb2SEf9PN
AbM36eMVRZhTf6R7MfjxR-heObZwJJTnsgiqhOlldNjehhH2Pl

⊘ No static file info

Total Packets: 97

• 53 (DNS)

• 443 (HTTPS)

Timestamp Source Port Dest Port Source IP Dest IP

Jan 28, 2022 18:46:56.870965958 CET 49758 443 192.168.2.3 142.250.203.109

Jan 28, 2022 18:46:56.870995045 CET 443 49758 142.250.203.109 192.168.2.3

Jan 28, 2022 18:46:56.871077061 CET 49758 443 192.168.2.3 142.250.203.109

Jan 28, 2022 18:46:56.871826887 CET 49758 443 192.168.2.3 142.250.203.109

Jan 28, 2022 18:46:56.871840000 CET 443 49758 142.250.203.109 192.168.2.3

Jan 28, 2022 18:46:56.885273933 CET 49759 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:56.885299921 CET 443 49759 99.86.3.99 192.168.2.3

Jan 28, 2022 18:46:56.885360956 CET 49759 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:56.886039972 CET 49759 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:56.886056900 CET 443 49759 99.86.3.99 192.168.2.3

Jan 28, 2022 18:46:56.886827946 CET 49760 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:56.886863947 CET 443 49760 99.86.3.99 192.168.2.3

Jan 28, 2022 18:46:56.886940956 CET 49760 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:56.887233973 CET 49760 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:56.887244940 CET 443 49760 99.86.3.99 192.168.2.3

Jan 28, 2022 18:46:56.889297009 CET 49761 443 192.168.2.3 216.58.215.238

Jan 28, 2022 18:46:56.889322996 CET 443 49761 216.58.215.238 192.168.2.3

Jan 28, 2022 18:46:56.889386892 CET 49761 443 192.168.2.3 216.58.215.238

Jan 28, 2022 18:46:56.889648914 CET 49761 443 192.168.2.3 216.58.215.238

Static File Info

Network Behavior

Network Port Distribution

TCP Packets
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Jan 28, 2022 18:46:56.889659882 CET 443 49761 216.58.215.238 192.168.2.3

Jan 28, 2022 18:46:56.929301977 CET 443 49758 142.250.203.109 192.168.2.3

Jan 28, 2022 18:46:56.929795980 CET 49758 443 192.168.2.3 142.250.203.109

Jan 28, 2022 18:46:56.929826975 CET 443 49758 142.250.203.109 192.168.2.3

Jan 28, 2022 18:46:56.931593895 CET 443 49758 142.250.203.109 192.168.2.3

Jan 28, 2022 18:46:56.931689978 CET 49758 443 192.168.2.3 142.250.203.109

Jan 28, 2022 18:46:56.932213068 CET 443 49759 99.86.3.99 192.168.2.3

Jan 28, 2022 18:46:56.932914019 CET 443 49760 99.86.3.99 192.168.2.3

Jan 28, 2022 18:46:56.937625885 CET 49759 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:56.937655926 CET 443 49759 99.86.3.99 192.168.2.3

Jan 28, 2022 18:46:56.937962055 CET 49760 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:56.937988997 CET 443 49760 99.86.3.99 192.168.2.3

Jan 28, 2022 18:46:56.938729048 CET 443 49759 99.86.3.99 192.168.2.3

Jan 28, 2022 18:46:56.938823938 CET 49759 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:56.939517975 CET 443 49760 99.86.3.99 192.168.2.3

Jan 28, 2022 18:46:56.939606905 CET 49760 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:56.940949917 CET 443 49761 216.58.215.238 192.168.2.3

Jan 28, 2022 18:46:56.944664955 CET 49761 443 192.168.2.3 216.58.215.238

Jan 28, 2022 18:46:56.944696903 CET 443 49761 216.58.215.238 192.168.2.3

Jan 28, 2022 18:46:56.945235968 CET 443 49761 216.58.215.238 192.168.2.3

Jan 28, 2022 18:46:56.945343018 CET 49761 443 192.168.2.3 216.58.215.238

Jan 28, 2022 18:46:56.946439028 CET 443 49761 216.58.215.238 192.168.2.3

Jan 28, 2022 18:46:56.946517944 CET 49761 443 192.168.2.3 216.58.215.238

Jan 28, 2022 18:46:57.357650042 CET 49760 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:57.357889891 CET 443 49760 99.86.3.99 192.168.2.3

Jan 28, 2022 18:46:57.357970953 CET 49759 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:57.358128071 CET 443 49759 99.86.3.99 192.168.2.3

Jan 28, 2022 18:46:57.358561993 CET 49758 443 192.168.2.3 142.250.203.109

Jan 28, 2022 18:46:57.358674049 CET 443 49758 142.250.203.109 192.168.2.3

Jan 28, 2022 18:46:57.358870983 CET 49761 443 192.168.2.3 216.58.215.238

Jan 28, 2022 18:46:57.359074116 CET 443 49761 216.58.215.238 192.168.2.3

Jan 28, 2022 18:46:57.359420061 CET 49760 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:57.359446049 CET 443 49760 99.86.3.99 192.168.2.3

Jan 28, 2022 18:46:57.359812975 CET 49758 443 192.168.2.3 142.250.203.109

Jan 28, 2022 18:46:57.359841108 CET 443 49758 142.250.203.109 192.168.2.3

Jan 28, 2022 18:46:57.360827923 CET 49761 443 192.168.2.3 216.58.215.238

Jan 28, 2022 18:46:57.360845089 CET 443 49761 216.58.215.238 192.168.2.3

Jan 28, 2022 18:46:57.398013115 CET 443 49761 216.58.215.238 192.168.2.3

Jan 28, 2022 18:46:57.398093939 CET 49761 443 192.168.2.3 216.58.215.238

Jan 28, 2022 18:46:57.398116112 CET 443 49761 216.58.215.238 192.168.2.3

Jan 28, 2022 18:46:57.398133039 CET 443 49761 216.58.215.238 192.168.2.3

Jan 28, 2022 18:46:57.398196936 CET 49761 443 192.168.2.3 216.58.215.238

Jan 28, 2022 18:46:57.398745060 CET 49759 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:57.398766041 CET 443 49759 99.86.3.99 192.168.2.3

Jan 28, 2022 18:46:57.399590969 CET 49761 443 192.168.2.3 216.58.215.238

Jan 28, 2022 18:46:57.399612904 CET 443 49761 216.58.215.238 192.168.2.3

Jan 28, 2022 18:46:57.402749062 CET 49760 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:57.403194904 CET 49758 443 192.168.2.3 142.250.203.109

Jan 28, 2022 18:46:57.413448095 CET 443 49758 142.250.203.109 192.168.2.3

Jan 28, 2022 18:46:57.413554907 CET 443 49758 142.250.203.109 192.168.2.3

Jan 28, 2022 18:46:57.413618088 CET 49758 443 192.168.2.3 142.250.203.109

Jan 28, 2022 18:46:57.418581963 CET 49758 443 192.168.2.3 142.250.203.109

Jan 28, 2022 18:46:57.418606043 CET 443 49758 142.250.203.109 192.168.2.3

Jan 28, 2022 18:46:57.438747883 CET 49759 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:57.966171026 CET 443 49760 99.86.3.99 192.168.2.3

Jan 28, 2022 18:46:57.966195107 CET 443 49760 99.86.3.99 192.168.2.3

Jan 28, 2022 18:46:57.966269970 CET 49760 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:57.966279984 CET 443 49760 99.86.3.99 192.168.2.3

Jan 28, 2022 18:46:57.966299057 CET 443 49760 99.86.3.99 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP
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Jan 28, 2022 18:46:57.966348886 CET 49760 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:57.974126101 CET 49760 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:57.974162102 CET 443 49760 99.86.3.99 192.168.2.3

Jan 28, 2022 18:46:58.039607048 CET 49759 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:58.040548086 CET 49764 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:58.040618896 CET 443 49764 99.86.3.99 192.168.2.3

Jan 28, 2022 18:46:58.040716887 CET 49764 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:58.041038990 CET 49764 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:58.041063070 CET 443 49764 99.86.3.99 192.168.2.3

Jan 28, 2022 18:46:58.041841030 CET 49765 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:58.041896105 CET 443 49765 99.86.3.99 192.168.2.3

Jan 28, 2022 18:46:58.041980028 CET 49765 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:58.042289972 CET 49765 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:58.042309999 CET 443 49765 99.86.3.99 192.168.2.3

Jan 28, 2022 18:46:58.043240070 CET 49766 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:58.043271065 CET 443 49766 99.86.3.99 192.168.2.3

Jan 28, 2022 18:46:58.043334007 CET 49766 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:58.043586969 CET 49766 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:58.043601036 CET 443 49766 99.86.3.99 192.168.2.3

Jan 28, 2022 18:46:58.082303047 CET 443 49765 99.86.3.99 192.168.2.3

Jan 28, 2022 18:46:58.083236933 CET 49765 443 192.168.2.3 99.86.3.99

Jan 28, 2022 18:46:58.083285093 CET 443 49765 99.86.3.99 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Jan 28, 2022 18:46:56.832046986 CET 52130 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:46:56.848959923 CET 55102 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:46:56.850274086 CET 56236 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:46:56.859380960 CET 53 52130 8.8.8.8 192.168.2.3

Jan 28, 2022 18:46:56.872919083 CET 53 55102 8.8.8.8 192.168.2.3

Jan 28, 2022 18:46:56.888237000 CET 53 56236 8.8.8.8 192.168.2.3

Jan 28, 2022 18:46:59.427201986 CET 58361 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:46:59.434248924 CET 53615 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:46:59.450503111 CET 53 58361 8.8.8.8 192.168.2.3

Jan 28, 2022 18:46:59.481686115 CET 53 53615 8.8.8.8 192.168.2.3

Jan 28, 2022 18:47:00.203877926 CET 50728 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:47:00.238018036 CET 53 50728 8.8.8.8 192.168.2.3

Jan 28, 2022 18:47:00.795727968 CET 53777 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:47:00.821125984 CET 53 53777 8.8.8.8 192.168.2.3

Jan 28, 2022 18:47:04.049596071 CET 60982 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:47:04.065985918 CET 53 60982 8.8.8.8 192.168.2.3

Jan 28, 2022 18:47:04.711992025 CET 60984 443 192.168.2.3 216.58.215.238

Jan 28, 2022 18:47:04.743179083 CET 443 60984 216.58.215.238 192.168.2.3

Jan 28, 2022 18:47:04.757669926 CET 60984 443 192.168.2.3 216.58.215.238

Jan 28, 2022 18:47:04.788887978 CET 443 60984 216.58.215.238 192.168.2.3

Jan 28, 2022 18:47:04.788919926 CET 443 60984 216.58.215.238 192.168.2.3

Jan 28, 2022 18:47:04.788933039 CET 443 60984 216.58.215.238 192.168.2.3

Jan 28, 2022 18:47:04.788968086 CET 443 60984 216.58.215.238 192.168.2.3

Jan 28, 2022 18:47:04.790352106 CET 60984 443 192.168.2.3 216.58.215.238

Jan 28, 2022 18:47:04.791647911 CET 60984 443 192.168.2.3 216.58.215.238

Jan 28, 2022 18:47:04.828434944 CET 60984 443 192.168.2.3 216.58.215.238

Jan 28, 2022 18:47:04.829719067 CET 60984 443 192.168.2.3 216.58.215.238

Jan 28, 2022 18:47:04.871464014 CET 443 60984 216.58.215.238 192.168.2.3

Jan 28, 2022 18:47:04.873003960 CET 443 60984 216.58.215.238 192.168.2.3

Jan 28, 2022 18:47:04.889007092 CET 443 60984 216.58.215.238 192.168.2.3

Jan 28, 2022 18:47:04.889050007 CET 443 60984 216.58.215.238 192.168.2.3

Jan 28, 2022 18:47:04.889061928 CET 443 60984 216.58.215.238 192.168.2.3

Jan 28, 2022 18:47:04.916737080 CET 443 60984 216.58.215.238 192.168.2.3

UDP Packets
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Jan 28, 2022 18:47:04.949311972 CET 60984 443 192.168.2.3 216.58.215.238

Jan 28, 2022 18:47:04.949944973 CET 60984 443 192.168.2.3 216.58.215.238

Jan 28, 2022 18:47:04.950014114 CET 60984 443 192.168.2.3 216.58.215.238

Jan 28, 2022 18:47:05.491530895 CET 51539 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:47:05.514583111 CET 53 51539 8.8.8.8 192.168.2.3

Jan 28, 2022 18:47:06.379113913 CET 63456 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:47:06.418309927 CET 53 63456 8.8.8.8 192.168.2.3

Jan 28, 2022 18:47:07.002103090 CET 58540 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:47:07.027468920 CET 53 58540 8.8.8.8 192.168.2.3

Jan 28, 2022 18:47:08.277570009 CET 55108 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:47:08.283289909 CET 58942 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:47:08.284710884 CET 49250 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:47:08.298641920 CET 53 55108 8.8.8.8 192.168.2.3

Jan 28, 2022 18:47:08.304500103 CET 53 58942 8.8.8.8 192.168.2.3

Jan 28, 2022 18:47:08.305002928 CET 53 49250 8.8.8.8 192.168.2.3

Jan 28, 2022 18:47:08.388811111 CET 63490 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:47:08.393484116 CET 65110 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:47:08.400399923 CET 61120 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:47:08.414582014 CET 53 65110 8.8.8.8 192.168.2.3

Jan 28, 2022 18:47:08.423921108 CET 53 63490 8.8.8.8 192.168.2.3

Jan 28, 2022 18:47:09.348723888 CET 50824 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:47:09.369704008 CET 53 50824 8.8.8.8 192.168.2.3

Jan 28, 2022 18:47:12.765714884 CET 53569 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:47:12.784317017 CET 53 53569 8.8.8.8 192.168.2.3

Jan 28, 2022 18:47:12.913721085 CET 62855 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:47:12.915529966 CET 51046 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:47:12.930264950 CET 53 62855 8.8.8.8 192.168.2.3

Jan 28, 2022 18:47:12.940516949 CET 53 51046 8.8.8.8 192.168.2.3

Jan 28, 2022 18:47:14.795691967 CET 65501 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:47:14.822113991 CET 53 65501 8.8.8.8 192.168.2.3

Jan 28, 2022 18:47:19.832545996 CET 60984 443 192.168.2.3 216.58.215.238

Jan 28, 2022 18:47:19.876140118 CET 443 60984 216.58.215.238 192.168.2.3

Jan 28, 2022 18:47:36.131089926 CET 53471 443 192.168.2.3 216.58.215.227

Jan 28, 2022 18:47:36.163502932 CET 443 53471 216.58.215.227 192.168.2.3

Jan 28, 2022 18:47:36.163544893 CET 443 53471 216.58.215.227 192.168.2.3

Jan 28, 2022 18:47:36.163583994 CET 443 53471 216.58.215.227 192.168.2.3

Jan 28, 2022 18:47:36.163777113 CET 53471 443 192.168.2.3 216.58.215.227

Jan 28, 2022 18:47:36.188606977 CET 443 53471 216.58.215.227 192.168.2.3

Jan 28, 2022 18:47:36.198652029 CET 53471 443 192.168.2.3 216.58.215.227

Jan 28, 2022 18:47:36.273169041 CET 53471 443 192.168.2.3 216.58.215.227

Jan 28, 2022 18:47:36.283374071 CET 49290 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:47:36.300096989 CET 53 49290 8.8.8.8 192.168.2.3

Jan 28, 2022 18:47:36.316605091 CET 443 53471 216.58.215.227 192.168.2.3

Jan 28, 2022 18:47:36.317436934 CET 443 53471 216.58.215.227 192.168.2.3

Jan 28, 2022 18:47:36.317810059 CET 53471 443 192.168.2.3 216.58.215.227

Jan 28, 2022 18:47:36.386058092 CET 59754 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:47:36.407624960 CET 53 59754 8.8.8.8 192.168.2.3

Jan 28, 2022 18:47:37.595346928 CET 58720 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:47:37.623953104 CET 53 58720 8.8.8.8 192.168.2.3

Jan 28, 2022 18:47:39.255368948 CET 57447 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:47:39.276807070 CET 53 57447 8.8.8.8 192.168.2.3

Jan 28, 2022 18:48:01.365189075 CET 60135 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:48:01.398829937 CET 53 60135 8.8.8.8 192.168.2.3

Jan 28, 2022 18:48:07.692651033 CET 58706 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:48:07.719611883 CET 53 58706 8.8.8.8 192.168.2.3

Jan 28, 2022 18:48:36.433995962 CET 49967 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:48:36.453064919 CET 53 49967 8.8.8.8 192.168.2.3

Jan 28, 2022 18:48:37.506681919 CET 51454 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:48:37.528563976 CET 53 51454 8.8.8.8 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP
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Jan 28, 2022 18:49:11.381481886 CET 59529 53 192.168.2.3 8.8.8.8

Jan 28, 2022 18:49:11.402775049 CET 53 59529 8.8.8.8 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jan 28, 2022 18:46:56.832046986 CET 192.168.2.3 8.8.8.8 0xc04d Standard query 
(0)

accounts.g
oogle.com

A (IP address) IN (0x0001)

Jan 28, 2022 18:46:56.848959923 CET 192.168.2.3 8.8.8.8 0x2c1b Standard query 
(0)

phisher.kn
owbe4.com

A (IP address) IN (0x0001)

Jan 28, 2022 18:46:56.850274086 CET 192.168.2.3 8.8.8.8 0xad2c Standard query 
(0)

clients2.g
oogle.com

A (IP address) IN (0x0001)

Jan 28, 2022 18:46:59.427201986 CET 192.168.2.3 8.8.8.8 0x3c6e Standard query 
(0)

cdn.pendo.io A (IP address) IN (0x0001)

Jan 28, 2022 18:46:59.434248924 CET 192.168.2.3 8.8.8.8 0x6ff6 Standard query 
(0)

api.phishe
r.knowbe4.com

A (IP address) IN (0x0001)

Jan 28, 2022 18:47:00.203877926 CET 192.168.2.3 8.8.8.8 0x372f Standard query 
(0)

training.k
nowbe4.com

A (IP address) IN (0x0001)

Jan 28, 2022 18:47:00.795727968 CET 192.168.2.3 8.8.8.8 0x59b5 Standard query 
(0)

phisher.kn
owbe4.com

A (IP address) IN (0x0001)

Jan 28, 2022 18:47:04.049596071 CET 192.168.2.3 8.8.8.8 0x692f Standard query 
(0)

api-js.mix
panel.com

A (IP address) IN (0x0001)

Jan 28, 2022 18:47:05.491530895 CET 192.168.2.3 8.8.8.8 0xbb88 Standard query 
(0)

training.k
nowbe4.com

A (IP address) IN (0x0001)

Jan 28, 2022 18:47:06.379113913 CET 192.168.2.3 8.8.8.8 0xd45a Standard query 
(0)

clients2.g
oogleuserc
ontent.com

A (IP address) IN (0x0001)

Jan 28, 2022 18:47:07.002103090 CET 192.168.2.3 8.8.8.8 0xb625 Standard query 
(0)

support.kn
owbe4.com

A (IP address) IN (0x0001)

Jan 28, 2022 18:47:08.277570009 CET 192.168.2.3 8.8.8.8 0xbdfe Standard query 
(0)

static.zda
ssets.com

A (IP address) IN (0x0001)

Jan 28, 2022 18:47:08.283289909 CET 192.168.2.3 8.8.8.8 0xe7b0 Standard query 
(0)

p19.zdasse
ts.com

A (IP address) IN (0x0001)

Jan 28, 2022 18:47:08.284710884 CET 192.168.2.3 8.8.8.8 0x8339 Standard query 
(0)

maxcdn.boo
tstrapcdn.com

A (IP address) IN (0x0001)

Jan 28, 2022 18:47:08.388811111 CET 192.168.2.3 8.8.8.8 0x5b68 Standard query 
(0)

cdnjs.clou
dflare.com

A (IP address) IN (0x0001)

Jan 28, 2022 18:47:08.393484116 CET 192.168.2.3 8.8.8.8 0x38ed Standard query 
(0)

theme.zdas
sets.com

A (IP address) IN (0x0001)

Jan 28, 2022 18:47:08.400399923 CET 192.168.2.3 8.8.8.8 0xe231 Standard query 
(0)

cdn.jsdelivr.net A (IP address) IN (0x0001)

Jan 28, 2022 18:47:09.348723888 CET 192.168.2.3 8.8.8.8 0x69cb Standard query 
(0)

knowbe4.ze
ndesk.com

A (IP address) IN (0x0001)

Jan 28, 2022 18:47:12.765714884 CET 192.168.2.3 8.8.8.8 0xceaa Standard query 
(0)

stats.g.do
ubleclick.net

A (IP address) IN (0x0001)

Jan 28, 2022 18:47:12.913721085 CET 192.168.2.3 8.8.8.8 0xab49 Standard query 
(0)

www.google.com A (IP address) IN (0x0001)

Jan 28, 2022 18:47:12.915529966 CET 192.168.2.3 8.8.8.8 0xa18b Standard query 
(0)

www.google.ae A (IP address) IN (0x0001)

Jan 28, 2022 18:47:14.795691967 CET 192.168.2.3 8.8.8.8 0x5cf9 Standard query 
(0)

theme.zdas
sets.com

A (IP address) IN (0x0001)

Jan 28, 2022 18:47:36.283374071 CET 192.168.2.3 8.8.8.8 0x1312 Standard query 
(0)

a.nel.clou
dflare.com

A (IP address) IN (0x0001)

Jan 28, 2022 18:47:36.386058092 CET 192.168.2.3 8.8.8.8 0xc4ba Standard query 
(0)

hcaptcha.com A (IP address) IN (0x0001)

Jan 28, 2022 18:47:37.595346928 CET 192.168.2.3 8.8.8.8 0xa9b Standard query 
(0)

support.kn
owbe4.com

A (IP address) IN (0x0001)

Jan 28, 2022 18:47:39.255368948 CET 192.168.2.3 8.8.8.8 0xae9 Standard query 
(0)

newassets.
hcaptcha.com

A (IP address) IN (0x0001)

Jan 28, 2022 18:48:01.365189075 CET 192.168.2.3 8.8.8.8 0x212c Standard query 
(0)

training.k
nowbe4.com

A (IP address) IN (0x0001)

Jan 28, 2022 18:48:07.692651033 CET 192.168.2.3 8.8.8.8 0xe6de Standard query 
(0)

support.kn
owbe4.com

A (IP address) IN (0x0001)

Jan 28, 2022 18:48:36.433995962 CET 192.168.2.3 8.8.8.8 0x91bf Standard query 
(0)

a.nel.clou
dflare.com

A (IP address) IN (0x0001)

Jan 28, 2022 18:48:37.506681919 CET 192.168.2.3 8.8.8.8 0x1357 Standard query 
(0)

hcaptcha.com A (IP address) IN (0x0001)

Jan 28, 2022 18:49:11.381481886 CET 192.168.2.3 8.8.8.8 0xa4a4 Standard query 
(0)

training.k
nowbe4.com

A (IP address) IN (0x0001)

DNS Queries
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jan 28, 2022 
18:46:56.859380960 CET

8.8.8.8 192.168.2.3 0xc04d No error (0) accounts.g
oogle.com

142.250.203.109 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:46:56.872919083 CET

8.8.8.8 192.168.2.3 0x2c1b No error (0) phisher.kn
owbe4.com

99.86.3.99 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:46:56.872919083 CET

8.8.8.8 192.168.2.3 0x2c1b No error (0) phisher.kn
owbe4.com

99.86.3.118 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:46:56.872919083 CET

8.8.8.8 192.168.2.3 0x2c1b No error (0) phisher.kn
owbe4.com

99.86.3.66 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:46:56.872919083 CET

8.8.8.8 192.168.2.3 0x2c1b No error (0) phisher.kn
owbe4.com

99.86.3.15 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:46:56.888237000 CET

8.8.8.8 192.168.2.3 0xad2c No error (0) clients2.g
oogle.com

clients.l.google.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 28, 2022 
18:46:56.888237000 CET

8.8.8.8 192.168.2.3 0xad2c No error (0) clients.l.
google.com

216.58.215.238 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:46:59.450503111 CET

8.8.8.8 192.168.2.3 0x3c6e No error (0) cdn.pendo.io d18dtii85prvml.clo
udfront.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 28, 2022 
18:46:59.450503111 CET

8.8.8.8 192.168.2.3 0x3c6e No error (0) d18dtii85p
rvml.cloud
front.net

99.86.3.118 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:46:59.450503111 CET

8.8.8.8 192.168.2.3 0x3c6e No error (0) d18dtii85p
rvml.cloud
front.net

99.86.3.35 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:46:59.450503111 CET

8.8.8.8 192.168.2.3 0x3c6e No error (0) d18dtii85p
rvml.cloud
front.net

99.86.3.48 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:46:59.450503111 CET

8.8.8.8 192.168.2.3 0x3c6e No error (0) d18dtii85p
rvml.cloud
front.net

99.86.3.30 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:46:59.481686115 CET

8.8.8.8 192.168.2.3 0x6ff6 No error (0) api.phishe
r.knowbe4.com

99.86.3.79 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:46:59.481686115 CET

8.8.8.8 192.168.2.3 0x6ff6 No error (0) api.phishe
r.knowbe4.com

99.86.3.105 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:46:59.481686115 CET

8.8.8.8 192.168.2.3 0x6ff6 No error (0) api.phishe
r.knowbe4.com

99.86.3.101 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:46:59.481686115 CET

8.8.8.8 192.168.2.3 0x6ff6 No error (0) api.phishe
r.knowbe4.com

99.86.3.4 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:00.238018036 CET

8.8.8.8 192.168.2.3 0x372f No error (0) training.k
nowbe4.com

143.204.215.124 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:00.238018036 CET

8.8.8.8 192.168.2.3 0x372f No error (0) training.k
nowbe4.com

143.204.215.99 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:00.238018036 CET

8.8.8.8 192.168.2.3 0x372f No error (0) training.k
nowbe4.com

143.204.215.30 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:00.238018036 CET

8.8.8.8 192.168.2.3 0x372f No error (0) training.k
nowbe4.com

143.204.215.49 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:00.821125984 CET

8.8.8.8 192.168.2.3 0x59b5 No error (0) phisher.kn
owbe4.com

99.86.3.15 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:00.821125984 CET

8.8.8.8 192.168.2.3 0x59b5 No error (0) phisher.kn
owbe4.com

99.86.3.99 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:00.821125984 CET

8.8.8.8 192.168.2.3 0x59b5 No error (0) phisher.kn
owbe4.com

99.86.3.118 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:00.821125984 CET

8.8.8.8 192.168.2.3 0x59b5 No error (0) phisher.kn
owbe4.com

99.86.3.66 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:04.065985918 CET

8.8.8.8 192.168.2.3 0x692f No error (0) api-js.mix
panel.com

35.190.25.25 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:04.065985918 CET

8.8.8.8 192.168.2.3 0x692f No error (0) api-js.mix
panel.com

130.211.34.183 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:04.065985918 CET

8.8.8.8 192.168.2.3 0x692f No error (0) api-js.mix
panel.com

35.186.241.51 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:04.065985918 CET

8.8.8.8 192.168.2.3 0x692f No error (0) api-js.mix
panel.com

107.178.240.159 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:05.514583111 CET

8.8.8.8 192.168.2.3 0xbb88 No error (0) training.k
nowbe4.com

143.204.215.49 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:05.514583111 CET

8.8.8.8 192.168.2.3 0xbb88 No error (0) training.k
nowbe4.com

143.204.215.124 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:05.514583111 CET

8.8.8.8 192.168.2.3 0xbb88 No error (0) training.k
nowbe4.com

143.204.215.30 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:05.514583111 CET

8.8.8.8 192.168.2.3 0xbb88 No error (0) training.k
nowbe4.com

143.204.215.99 A (IP address) IN 
(0x0001)

DNS Answers
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Jan 28, 2022 
18:47:06.418309927 CET

8.8.8.8 192.168.2.3 0xd45a No error (0) clients2.g
oogleuserc
ontent.com

googlehosted.l.goo
gleusercontent.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 28, 2022 
18:47:06.418309927 CET

8.8.8.8 192.168.2.3 0xd45a No error (0) googlehost
ed.l.googl
euserconte
nt.com

172.217.168.33 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:07.027468920 CET

8.8.8.8 192.168.2.3 0xb625 No error (0) support.kn
owbe4.com

knowbe4.zendesk.
com

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 28, 2022 
18:47:07.027468920 CET

8.8.8.8 192.168.2.3 0xb625 No error (0) knowbe4.ze
ndesk.com

104.16.51.111 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:07.027468920 CET

8.8.8.8 192.168.2.3 0xb625 No error (0) knowbe4.ze
ndesk.com

104.16.53.111 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:08.298641920 CET

8.8.8.8 192.168.2.3 0xbdfe No error (0) static.zda
ssets.com

104.18.70.113 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:08.298641920 CET

8.8.8.8 192.168.2.3 0xbdfe No error (0) static.zda
ssets.com

104.18.72.113 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:08.304500103 CET

8.8.8.8 192.168.2.3 0xe7b0 No error (0) p19.zdasse
ts.com

104.18.70.113 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:08.304500103 CET

8.8.8.8 192.168.2.3 0xe7b0 No error (0) p19.zdasse
ts.com

104.18.72.113 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:08.305002928 CET

8.8.8.8 192.168.2.3 0x8339 No error (0) maxcdn.boo
tstrapcdn.com

104.18.10.207 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:08.305002928 CET

8.8.8.8 192.168.2.3 0x8339 No error (0) maxcdn.boo
tstrapcdn.com

104.18.11.207 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:08.414582014 CET

8.8.8.8 192.168.2.3 0x38ed No error (0) theme.zdas
sets.com

104.18.72.113 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:08.414582014 CET

8.8.8.8 192.168.2.3 0x38ed No error (0) theme.zdas
sets.com

104.18.70.113 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:08.419637918 CET

8.8.8.8 192.168.2.3 0xe231 No error (0) cdn.jsdelivr.net cdn.jsdelivr.net.cd
n.cloudflare.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 28, 2022 
18:47:08.423921108 CET

8.8.8.8 192.168.2.3 0x5b68 No error (0) cdnjs.clou
dflare.com

104.16.18.94 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:08.423921108 CET

8.8.8.8 192.168.2.3 0x5b68 No error (0) cdnjs.clou
dflare.com

104.16.19.94 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:08.599666119 CET

8.8.8.8 192.168.2.3 0xd4a7 No error (0) gstaticads
sl.l.google.com

216.58.215.227 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:09.369704008 CET

8.8.8.8 192.168.2.3 0x69cb No error (0) knowbe4.ze
ndesk.com

104.16.51.111 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:09.369704008 CET

8.8.8.8 192.168.2.3 0x69cb No error (0) knowbe4.ze
ndesk.com

104.16.53.111 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:11.180329084 CET

8.8.8.8 192.168.2.3 0xf3c No error (0) www-google-
analytics
.l.google.com

142.250.203.110 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:12.784317017 CET

8.8.8.8 192.168.2.3 0xceaa No error (0) stats.g.do
ubleclick.net

stats.l.doubleclick.
net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 28, 2022 
18:47:12.784317017 CET

8.8.8.8 192.168.2.3 0xceaa No error (0) stats.l.do
ubleclick.net

108.177.127.154 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:12.784317017 CET

8.8.8.8 192.168.2.3 0xceaa No error (0) stats.l.do
ubleclick.net

108.177.127.156 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:12.784317017 CET

8.8.8.8 192.168.2.3 0xceaa No error (0) stats.l.do
ubleclick.net

108.177.127.155 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:12.784317017 CET

8.8.8.8 192.168.2.3 0xceaa No error (0) stats.l.do
ubleclick.net

108.177.127.157 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:12.930264950 CET

8.8.8.8 192.168.2.3 0xab49 No error (0) www.google.com 142.250.203.100 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:12.940516949 CET

8.8.8.8 192.168.2.3 0xa18b No error (0) www.google.ae 142.250.203.99 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:14.822113991 CET

8.8.8.8 192.168.2.3 0x5cf9 No error (0) theme.zdas
sets.com

104.18.72.113 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:14.822113991 CET

8.8.8.8 192.168.2.3 0x5cf9 No error (0) theme.zdas
sets.com

104.18.70.113 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:36.300096989 CET

8.8.8.8 192.168.2.3 0x1312 No error (0) a.nel.clou
dflare.com

35.190.80.1 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:36.407624960 CET

8.8.8.8 192.168.2.3 0xc4ba No error (0) hcaptcha.com 104.16.168.131 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:36.407624960 CET

8.8.8.8 192.168.2.3 0xc4ba No error (0) hcaptcha.com 104.16.169.131 A (IP address) IN 
(0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Jan 28, 2022 
18:47:37.623953104 CET

8.8.8.8 192.168.2.3 0xa9b No error (0) support.kn
owbe4.com

knowbe4.zendesk.
com

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 28, 2022 
18:47:37.623953104 CET

8.8.8.8 192.168.2.3 0xa9b No error (0) knowbe4.ze
ndesk.com

104.16.53.111 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:37.623953104 CET

8.8.8.8 192.168.2.3 0xa9b No error (0) knowbe4.ze
ndesk.com

104.16.51.111 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:39.276807070 CET

8.8.8.8 192.168.2.3 0xae9 No error (0) newassets.
hcaptcha.com

104.16.169.131 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:47:39.276807070 CET

8.8.8.8 192.168.2.3 0xae9 No error (0) newassets.
hcaptcha.com

104.16.168.131 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:48:01.398829937 CET

8.8.8.8 192.168.2.3 0x212c No error (0) training.k
nowbe4.com

143.204.215.30 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:48:01.398829937 CET

8.8.8.8 192.168.2.3 0x212c No error (0) training.k
nowbe4.com

143.204.215.49 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:48:01.398829937 CET

8.8.8.8 192.168.2.3 0x212c No error (0) training.k
nowbe4.com

143.204.215.99 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:48:01.398829937 CET

8.8.8.8 192.168.2.3 0x212c No error (0) training.k
nowbe4.com

143.204.215.124 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:48:07.719611883 CET

8.8.8.8 192.168.2.3 0xe6de No error (0) support.kn
owbe4.com

knowbe4.zendesk.
com

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 28, 2022 
18:48:07.719611883 CET

8.8.8.8 192.168.2.3 0xe6de No error (0) knowbe4.ze
ndesk.com

104.16.53.111 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:48:07.719611883 CET

8.8.8.8 192.168.2.3 0xe6de No error (0) knowbe4.ze
ndesk.com

104.16.51.111 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:48:36.453064919 CET

8.8.8.8 192.168.2.3 0x91bf No error (0) a.nel.clou
dflare.com

35.190.80.1 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:48:37.528563976 CET

8.8.8.8 192.168.2.3 0x1357 No error (0) hcaptcha.com 104.16.169.131 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:48:37.528563976 CET

8.8.8.8 192.168.2.3 0x1357 No error (0) hcaptcha.com 104.16.168.131 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:49:11.402775049 CET

8.8.8.8 192.168.2.3 0xa4a4 No error (0) training.k
nowbe4.com

143.204.215.99 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:49:11.402775049 CET

8.8.8.8 192.168.2.3 0xa4a4 No error (0) training.k
nowbe4.com

143.204.215.30 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:49:11.402775049 CET

8.8.8.8 192.168.2.3 0xa4a4 No error (0) training.k
nowbe4.com

143.204.215.49 A (IP address) IN 
(0x0001)

Jan 28, 2022 
18:49:11.402775049 CET

8.8.8.8 192.168.2.3 0xa4a4 No error (0) training.k
nowbe4.com

143.204.215.124 A (IP address) IN 
(0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
phisher.knowbe4.com

            
accounts.google.com

            
clients2.google.com

            
https:

cdn.pendo.io
api.phisher.knowbe4.com

         

Session ID Source IP Source Port Destination IP
Destination
Port

Process

0 192.168.2.3 49760 99.86.3.99 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

HTTP Request Dependency Graph

HTTPS Proxied Packets
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2022-01-28 17:46:57 UTC 0 OUT GET /inbox/?keywords=urls%3A%22https%3A%2F%2Fwww.canva.com%2Fdesign%2FDAE2v7jrAx0%2FxbFDaP
bUsdgv68II2DfGFg%2Fview%3Futm_content%3DDAE2v7jrAx0%26utm_campaign%3Ddesignshare%26utm_med
ium%3Dlink%26utm_source%3Dsharebutton%22 HTTP/1.1
Host: phisher.knowbe4.com
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-User: ?1
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-01-28 17:46:57 UTC 5 IN HTTP/1.1 200 OK
Content-Type: text/html
Content-Length: 2870
Connection: close
Date: Fri, 28 Jan 2022 17:46:58 GMT
Last-Modified: Fri, 21 Jan 2022 15:36:37 GMT
ETag: "f0fb957e706f3e6b576bad8137b9fb9b"
x-amz-server-side-encryption: AES256
x-amz-version-id: SgNkaqzw1zCtHy3MZcwKpsrW2cDb0BCY
Accept-Ranges: bytes
Server: AmazonS3
strict-transport-security: max-age=31536000; includeSubdomains; preload
x-content-type-options: nosniff
x-frame-options: SAMEORIGIN
x-xss-protection: 1; mode=block
Vary: Accept-Encoding
X-Cache: Miss from cloudfront
Via: 1.1 d07eabeb1ed60c06da1457f35fb5c8c4.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: FRA6-C1
X-Amz-Cf-Id: ld3nccxcOejAHwsUzii3D7K_k-33rWAVumJ47Vq8X998Rn2UmL6pvA==

2022-01-28 17:46:57 UTC 6 IN Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 3c 6d 65 74 61 20 63 68 61 
72 73 65 74 3d 75 74 66 2d 38 3e 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 58 2d 55 41 2d 43 6f 6d 70 61 74 
69 62 6c 65 20 63 6f 6e 74 65 6e 74 3d 22 49 45 3d 65 64 67 65 22 3e 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 
6f 72 74 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 69 6e 69 74 69 61 6c 2
d 73 63 61 6c 65 3d 31 22 3e 3c 6c 69 6e 6b 20 72 65 6c 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 
3d 2f 66 61 76 69 63 6f 6e 2e 69 63 6f 3e 3c 74 69 74 6c 65 3e 50 68 69 73 68 45 52 3c 2f 74 69 74 6c 65 3e 3c 6c 69 6e 
6b 20 68 72 65 66 3d 2f 63 73 73 2f 34 30 34 2e 37 35 65 37 31 37 
Data Ascii: <!DOCTYPE html><html><head><meta charset=utf-8><meta http-equiv=X-UA-Compatible content=
"IE=edge"><meta name=viewport content="width=device-width,initial-scale=1"><link rel="shortcut icon" href=/favicon.ico>
<title>PhishER</title><link href=/css/404.75e717

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

1 192.168.2.3 49758 142.250.203.109 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-01-28 17:46:57 UTC 0 OUT POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com
Connection: keep-alive
Content-Length: 1
Origin: https://www.google.com
Content-Type: application/x-www-form-urlencoded
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-01-28 17:46:57 UTC 1 OUT Data Raw: 20 
Data Ascii:  
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2022-01-28 17:46:57 UTC 4 IN HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
Access-Control-Allow-Origin: https://www.google.com
Access-Control-Allow-Credentials: true
X-Content-Type-Options: nosniff
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Fri, 28 Jan 2022 17:46:57 GMT
Strict-Transport-Security: max-age=31536000
Cross-Origin-Opener-Policy: same-origin; report-to="IdentityListAccountsHttp"
Report-To: {"group":"IdentityListAccountsHttp","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/rep
ort-to/IdentityListAccountsHttp/external"}]}
Content-Security-Policy: script-src 'report-sample' 'nonce-Zkt4Q7PunYFG3MXxh0goig' 'unsafe-inline';object-src 'none';bas
e-uri 'self';report-uri /_/IdentityListAccountsHttp/cspreport;worker-src 'self'
Content-Security-Policy: script-src 'nonce-Zkt4Q7PunYFG3MXxh0goig' 'self' https://apis.google.com https://ssl.gstatic.com 
https://www.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAccountsHttp
/cspreport
Server: ESF
X-XSS-Protection: 0
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Sec-Fetch-Dest, Sec-Fetch-Mode, Sec-Fetch-Site,Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-01-28 17:46:57 UTC 5 IN Data Raw: 31 31 0d 0a 5b 22 67 61 69 61 2e 6c 2e 61 2e 72 22 2c 5b 5d 5d 0d 0a 
Data Ascii: 11["gaia.l.a.r",[]]

2022-01-28 17:46:57 UTC 5 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

10 192.168.2.3 49773 99.86.3.99 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-01-28 17:46:58 UTC 277 OUT GET /css/inbox.fa28ff88.css HTTP/1.1
Host: phisher.knowbe4.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: application/signed-exchange;v=b3;q=0.9,*/*;q=0.8
Purpose: prefetch
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
Referer: https://phisher.knowbe4.com/inbox/?keywords=urls%3A%22https%3A%2F%2Fwww.canva.com%2Fdesign%
2FDAE2v7jrAx0%2FxbFDaPbUsdgv68II2DfGFg%2Fview%3Futm_content%3DDAE2v7jrAx0%26utm_campaign%3
Ddesignshare%26utm_medium%3Dlink%26utm_source%3Dsharebutton%22
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-01-28 17:46:59 UTC 1704 IN HTTP/1.1 200 OK
Content-Type: text/css
Content-Length: 38170
Connection: close
Date: Fri, 28 Jan 2022 17:47:00 GMT
Last-Modified: Fri, 21 Jan 2022 15:36:36 GMT
ETag: "208d2bd05cd6784bcb2a36a2c188b18c"
x-amz-server-side-encryption: AES256
x-amz-version-id: vt5rkFTTPcZ2Jb5G2cU.c_.lFcGNcpD2
Accept-Ranges: bytes
Server: AmazonS3
strict-transport-security: max-age=31536000; includeSubdomains; preload
x-content-type-options: nosniff
x-frame-options: SAMEORIGIN
x-xss-protection: 1; mode=block
Vary: Accept-Encoding
X-Cache: Miss from cloudfront
Via: 1.1 82e9051d8d41080bd3028731e0e8677e.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: FRA6-C1
X-Amz-Cf-Id: 0-ZiOPO668N_EpRu951wkUROTXavD5H2fKKWjBW0Eaox-BRn04MaPw==
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2022-01-28 17:46:59 UTC 1705 IN Data Raw: 2e 54 61 67 4c 69 73 74 5f 74 61 67 4c 69 73 74 5f 33 6f 4a 75 7a 7b 77 69 64 74 68 3a 31 30 30 25 3b 2d 77 
65 62 6b 69 74 2d 62 6f 78 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 3b 2d 6d 73 2d 66 6c 65 78 2d 61 6c 69 67 6e 3a 63 
65 6e 74 65 72 3b 61 6c 69 67 6e 2d 69 74 65 6d 73 3a 63 65 6e 74 65 72 3b 64 69 73 70 6c 61 79 3a 2d 77 65 62 6b 69 
74 2d 62 6f 78 3b 64 69 73 70 6c 61 79 3a 2d 6d 73 2d 66 6c 65 78 62 6f 78 3b 64 69 73 70 6c 61 79 3a 66 6c 65 78 3b 2
d 6d 73 2d 66 6c 65 78 2d 77 72 61 70 3a 77 72 61 70 3b 66 6c 65 78 2d 77 72 61 70 3a 77 72 61 70 3b 2d 77 65 62 6b 
69 74 2d 62 6f 78 2d 70 61 63 6b 3a 73 74 61 72 74 3b 2d 6d 73 2d 66 6c 65 78 2d 70 61 63 6b 3a 73 74 61 72 74 3b 6a 
75 73 74 69 66 79 2d 63 6f 6e 74 65 6e 74 3a 66 6c 65 78 2d 73 74 61 72 
Data Ascii: .TagList_tagList_3oJuz{width:100%;-webkit-box-align:center;-ms-flex-align:center;align-items:center;display:-
webkit-box;display:-ms-flexbox;display:flex;-ms-flex-wrap:wrap;flex-wrap:wrap;-webkit-box-pack:start;-ms-flex-pack:star
t;justify-content:flex-star

2022-01-28 17:46:59 UTC 1722 IN Data Raw: 5f 64 72 6f 70 64 6f 77 6e 2d 72 69 67 68 74 5f 33 62 5a 75 67 20 2e 4d 65 73 73 61 67 65 73 4c 69 73 74 5f 
64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 5f 53 37 4e 36 36 7b 74 6f 70 3a 61 75 74 6f 3b 62 6f 74 74 6f 6d 3a 30 3b 6c 65 
66 74 3a 31 32 30 25 3b 66 6c 6f 61 74 3a 72 69 67 68 74 3b 74 65 78 74 2d 61 6c 69 67 6e 3a 6c 65 66 74 3b 2d 77 65 
62 6b 69 74 2d 62 6f 78 2d 73 68 61 64 6f 77 3a 33 70 78 20 35 70 78 20 33 70 78 20 72 67 62 61 28 30 2c 30 2c 30 2c 
2e 30 37 35 29 21 69 6d 70 6f 72 74 61 6e 74 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 33 70 78 20 35 70 78 20 33 70 78 20 7
2 67 62 61 28 30 2c 30 2c 30 2c 2e 30 37 35 29 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 4d 65 73 73 61 67 65 73 4c 69 73 74 
5f 56 75 65 2d 54 6f 61 73 74 69 66 69 63 61 74 69 6f 6e 5f 5f 74 
Data Ascii: _dropdown-right_3bZug .MessagesList_dropdown-menu_S7N66{top:auto;bottom:0;left:120%;float:right;text-
align:left;-webkit-box-shadow:3px 5px 3px rgba(0,0,0,.075)!important;box-shadow:3px 5px 3px rgba(0,0,0,.075)!importan
t}.MessagesList_Vue-Toastification__t

2022-01-28 17:46:59 UTC 1726 IN Data Raw: 72 6f 75 70 5f 31 78 31 62 2d 20 2e 4d 65 73 73 61 67 65 73 4c 69 73 74 5f 72 65 73 6f 6c 76 65 64 5f 33 69 
4c 71 53 3a 68 6f 76 65 72 2c 2e 4d 65 73 73 61 67 65 73 4c 69 73 74 5f 6f 70 74 69 6f 6e 47 72 6f 75 70 5f 31 78 31 62 
2d 20 2e 4d 65 73 73 61 67 65 73 4c 69 73 74 5f 75 6e 6b 6e 6f 77 6e 5f 73 65 76 65 72 69 74 79 5f 33 51 69 74 32 2e 4d 
65 73 73 61 67 65 73 4c 69 73 74 5f 73 65 6c 65 63 74 65 64 46 69 6c 74 65 72 5f 32 4d 42 59 4f 2c 2e 4d 65 73 73 61 67 
65 73 4c 69 73 74 5f 6f 70 74 69 6f 6e 47 72 6f 75 70 5f 31 78 31 62 2d 20 2e 4d 65 73 73 61 67 65 73 4c 69 73 74 5f 75 
6e 6b 6e 6f 77 6e 5f 73 65 76 65 72 69 74 79 5f 33 51 69 74 32 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 
6f 6c 6f 72 3a 23 63 63 63 7d 2e 4d 65 73 73 61 67 65 73 
Data Ascii: roup_1x1b- .MessagesList_resolved_3iLqS:hover,.MessagesList_optionGroup_1x1b- .MessagesList_unknow
n_severity_3Qit2.MessagesList_selectedFilter_2MBYO,.MessagesList_optionGroup_1x1b- .MessagesList_unk
nown_severity_3Qit2:hover{background-color:#ccc}.Messages

2022-01-28 17:46:59 UTC 1739 IN Data Raw: 55 72 6c 73 5f 69 6e 70 75 74 5f 33 66 39 41 79 2c 2e 44 6f 6d 61 69 6e 73 41 6e 64 55 72 6c 73 5f 74 65 78 
74 61 72 65 61 5f 33 43 72 6e 54 7b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 63 61 6c 63 28 2e 33 37 35 65 6d 20 
2d 20 31 70 78 29 3b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 2e 37 35 65 6d 3b 70 61 64 64 69 6e 67 2d 72 69 67 68 74 
3a 2e 37 35 65 6d 3b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 63 61 6c 63 28 2e 33 37 35 65 6d 20 2d 20 31 70 78 29 3b 68 
65 69 67 68 74 3a 32 2e 32 35 65 6d 7d 2e 44 6f 6d 61 69 6e 73 41 6e 64 55 72 6c 73 5f 69 6e 70 75 74 5f 33 66 39 41 79 
7b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 63 63 63 7d 2e 44 6f 6d 61 69 6e 73 41 6e 64 55 72 6c 73 5f 69 6e 70 75 74 
5f 33 66 39 41 79 3a 3a 2d 77 65 62 6b 69 74 2d 69 6e 70 75 74 2d 
Data Ascii: Urls_input_3f9Ay,.DomainsAndUrls_textarea_3CrnT{padding-bottom:calc(.375em - 1px);padding-left:.75
em;padding-right:.75em;padding-top:calc(.375em - 1px);height:2.25em}.DomainsAndUrls_input_3f9Ay{border-color:#
ccc}.DomainsAndUrls_input_3f9Ay::-webkit-input-

2022-01-28 17:46:59 UTC 1755 IN Data Raw: 23 61 66 61 64 61 64 3b 63 6f 6c 6f 72 3a 23 66 66 66 7d 2e 4d 65 73 73 61 67 65 44 65 74 61 69 6c 73 5f 73 
68 6f 77 4d 6f 72 65 42 74 6e 5f 33 2d 36 57 33 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 2e 35 65 6d 3b 77 69 64 74 68 3a 32 
30 30 70 78 3b 2d 6d 73 2d 66 6c 65 78 2d 69 74 65 6d 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 3b 61 6c 69 67 6e 2d 73 
65 6c 66 3a 63 65 6e 74 65 72 7d 2e 4d 65 73 73 61 67 65 44 65 74 61 69 6c 73 5f 74 61 67 53 65 63 74 69 6f 6e 5f 31 51 
54 52 57 7b 70 61 64 64 69 6e 67 3a 30 20 31 2e 35 65 6d 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 32 65 6d 7d 2e 
4d 65 73 73 61 67 65 44 65 74 61 69 6c 73 5f 6d 65 6e 75 54 69 74 6c 65 5f 31 4c 36 45 32 7b 6d 61 72 67 69 6e 2d 62 6f 
74 74 6f 6d 3a 32 65 6d 3b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 
Data Ascii: #afadad;color:#fff}.MessageDetails_showMoreBtn_3-6W3{margin-top:.5em;width:200px;-ms-flex-item-ali
gn:center;align-self:center}.MessageDetails_tagSection_1QTRW{padding:0 1.5em;margin-bottom:2em}.MessageDetails
_menuTitle_1L6E2{margin-bottom:2em;margin-left:

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

11 192.168.2.3 49775 99.86.3.99 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-01-28 17:46:58 UTC 898 OUT GET /css/inbox~phishrip.0099aa26.css HTTP/1.1
Host: phisher.knowbe4.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: application/signed-exchange;v=b3;q=0.9,*/*;q=0.8
Purpose: prefetch
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
Referer: https://phisher.knowbe4.com/inbox/?keywords=urls%3A%22https%3A%2F%2Fwww.canva.com%2Fdesign%
2FDAE2v7jrAx0%2FxbFDaPbUsdgv68II2DfGFg%2Fview%3Futm_content%3DDAE2v7jrAx0%26utm_campaign%3
Ddesignshare%26utm_medium%3Dlink%26utm_source%3Dsharebutton%22
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-01-28 17:46:59 UTC 1758 IN HTTP/1.1 200 OK
Content-Type: text/css
Content-Length: 20587
Connection: close
Date: Fri, 28 Jan 2022 17:47:00 GMT
Last-Modified: Fri, 21 Jan 2022 15:36:36 GMT
ETag: "dbad4ddc9b77ad0832793a4f8ed29628"
x-amz-server-side-encryption: AES256
x-amz-version-id: 1PDQV0RSzQgQ43d_56wKY6SCBR3.omBr
Accept-Ranges: bytes
Server: AmazonS3
strict-transport-security: max-age=31536000; includeSubdomains; preload
x-content-type-options: nosniff
x-frame-options: SAMEORIGIN
x-xss-protection: 1; mode=block
Vary: Accept-Encoding
X-Cache: Miss from cloudfront
Via: 1.1 a7dcca466407f1871feceef50bc84272.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: FRA6-C1
X-Amz-Cf-Id: ObrpgPwldaUbHkQIT67zziD3nl8LLDM7fwtusxMw8NTZkBPsrXE6WA==

2022-01-28 17:46:59 UTC 1759 IN Data Raw: 2e 50 61 67 65 53 69 7a 65 53 65 6c 65 63 74 6f 72 5f 63 6f 6e 74 65 6e 74 2d 61 72 65 61 5f 32 4c 4c 4a 70 
7b 70 61 64 64 69 6e 67 3a 31 65 6d 7d 62 75 74 74 6f 6e 2e 50 61 67 65 53 69 7a 65 53 65 6c 65 63 74 6f 72 5f 63 6c 
65 61 72 5f 32 62 59 51 72 7b 70 61 64 64 69 6e 67 3a 30 3b 6d 61 72 67 69 6e 3a 30 3b 63 6f 6c 6f 72 3a 69 6e 68 65 72 
69 74 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 74 72 61 6e 73 70 61 72 65 6e 74 3b 62 6f 72 64 65 72 3a 30 7d 2e 50 61 67 
65 53 69 7a 65 53 65 6c 65 63 74 6f 72 5f 62 75 74 74 6f 6e 5f 32 78 43 35 61 2c 2e 50 61 67 65 53 69 7a 65 53 65 6c 65 
63 74 6f 72 5f 69 6e 70 75 74 5f 31 37 61 51 32 2c 2e 50 61 67 65 53 69 7a 65 53 65 6c 65 63 74 6f 72 5f 74 65 78 74 61 
72 65 61 5f 33 77 6a 66 30 7b 70 61 64 64 69 6e 67 2d 62 6f 74 
Data Ascii: .PageSizeSelector_content-area_2LLJp{padding:1em}button.PageSizeSelector_clear_2bYQr{padding:0;mar
gin:0;color:inherit;background:transparent;border:0}.PageSizeSelector_button_2xC5a,.PageSizeSelector_input_17a
Q2,.PageSizeSelector_textarea_3wjf0{padding-bot

2022-01-28 17:46:59 UTC 1768 IN Data Raw: 61 73 74 69 66 69 63 61 74 69 6f 6e 5f 5f 63 6f 6e 74 61 69 6e 65 72 5f 33 36 58 4a 56 2e 50 72 65 76 69 65 
77 4d 65 73 73 61 67 65 5f 74 6f 70 2d 63 65 6e 74 65 72 5f 4f 5a 58 41 44 7b 74 6f 70 3a 2e 35 65 6d 3b 77 69 64 74 68 
3a 34 30 30 70 78 7d 2e 50 72 65 76 69 65 77 4d 65 73 73 61 67 65 5f 56 75 65 2d 54 6f 61 73 74 69 66 69 63 61 74 69 
6f 6e 5f 5f 74 6f 61 73 74 5f 31 37 77 43 37 2e 50 72 65 76 69 65 77 4d 65 73 73 61 67 65 5f 74 6f 61 73 74 43 75 73 74 
6f 6d 5f 32 69 63 77 51 20 2e 50 72 65 76 69 65 77 4d 65 73 73 61 67 65 5f 56 75 65 2d 54 6f 61 73 74 69 66 69 63 61 74 
69 6f 6e 5f 5f 63 6c 6f 73 65 2d 62 75 74 74 6f 6e 5f 31 49 2d 73 34 7b 63 6f 6c 6f 72 3a 23 36 65 36 62 37 61 3b 66 6f 6e 
74 2d 77 65 69 67 68 74 3a 33 30 30 3b 6f 70 61 63 69 74 
Data Ascii: astification__container_36XJV.PreviewMessage_top-center_OZXAD{top:.5em;width:400px}.PreviewMessage
_Vue-Toastification__toast_17wC7.PreviewMessage_toastCustom_2icwQ .PreviewMessage_Vue-Toastification__close-
button_1I-s4{color:#6e6b7a;font-weight:300;opacit

2022-01-28 17:46:59 UTC 1772 IN Data Raw: 65 73 73 61 67 65 49 6e 66 6f 50 61 6e 65 6c 5f 77 72 61 70 5f 31 68 52 64 55 7b 62 61 63 6b 67 72 6f 75 6e 
64 2d 63 6f 6c 6f 72 3a 23 66 66 66 3b 77 69 64 74 68 3a 30 3b 64 69 73 70 6c 61 79 3a 2d 77 65 62 6b 69 74 2d 62 6f 78 
3b 64 69 73 70 6c 61 79 3a 2d 6d 73 2d 66 6c 65 78 62 6f 78 3b 64 69 73 70 6c 61 79 3a 66 6c 65 78 3b 2d 77 65 62 6b 
69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 6d 73 2d 66 6c 65 78 2d 70 6f 73 69 74 69 76 65 3a 30 3b 66 6c 65 78 2d 
67 72 6f 77 3a 30 3b 6d 61 72 67 69 6e 3a 31 65 6d 20 30 3b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 31 2e 35 65 6d 3b 2d 
77 65 62 6b 69 74 2d 74 72 61 6e 73 69 74 69 6f 6e 3a 61 6c 6c 20 2e 32 35 73 20 65 61 73 65 20 30 73 3b 74 72 61 6e 
73 69 74 69 6f 6e 3a 61 6c 6c 20 2e 32 35 73 20 65 61 73 65 20 30 73 
Data Ascii: essageInfoPanel_wrap_1hRdU{background-color:#fff;width:0;display:-webkit-box;display:-ms-flexbox;d
isplay:flex;-webkit-box-flex:0;-ms-flex-positive:0;flex-grow:0;margin:1em 0;margin-left:1.5em;-webkit-transition:all .25s 
ease 0s;transition:all .25s ease 0s

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

12 192.168.2.3 49776 99.86.3.99 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-01-28 17:46:58 UTC 1020 OUT GET /css/inbox~phishrip~postactions.1386de4b.css HTTP/1.1
Host: phisher.knowbe4.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: application/signed-exchange;v=b3;q=0.9,*/*;q=0.8
Purpose: prefetch
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
Referer: https://phisher.knowbe4.com/inbox/?keywords=urls%3A%22https%3A%2F%2Fwww.canva.com%2Fdesign%
2FDAE2v7jrAx0%2FxbFDaPbUsdgv68II2DfGFg%2Fview%3Futm_content%3DDAE2v7jrAx0%26utm_campaign%3
Ddesignshare%26utm_medium%3Dlink%26utm_source%3Dsharebutton%22
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-01-28 17:46:59 UTC 1815 IN HTTP/1.1 200 OK
Content-Type: text/css
Content-Length: 4015
Connection: close
Date: Fri, 28 Jan 2022 17:47:00 GMT
Last-Modified: Fri, 21 Jan 2022 15:36:36 GMT
ETag: "4504b0a3c47828a3e577cc6d01be7414"
x-amz-server-side-encryption: AES256
x-amz-version-id: KPLUoxuR3CI_4TPE0.cUbwj9VpYK16zx
Accept-Ranges: bytes
Server: AmazonS3
strict-transport-security: max-age=31536000; includeSubdomains; preload
x-content-type-options: nosniff
x-frame-options: SAMEORIGIN
x-xss-protection: 1; mode=block
Vary: Accept-Encoding
X-Cache: Miss from cloudfront
Via: 1.1 d3039ad83798b26ecb9f9f1e666afe26.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: FRA6-C1
X-Amz-Cf-Id: sPeimkO4_QBSRo8Q2pR2KCg0OU5GDkQY-Rs9KsicfDjRRLUghvQ_ng==

2022-01-28 17:46:59 UTC 1816 IN Data Raw: 2e 45 64 69 74 6f 72 5f 65 64 69 74 6f 72 5f 31 33 36 78 38 2e 45 64 69 74 6f 72 5f 64 69 73 61 62 6c 65 64 5f 
62 4b 43 4d 6d 7b 6f 70 61 63 69 74 79 3a 2e 35 7d 2e 45 64 69 74 6f 72 5f 65 64 69 74 6f 72 5f 31 33 36 78 38 20 2e 63 
6b 65 50 6c 61 63 65 68 6f 6c 64 65 72 20 61 3e 73 70 61 6e 3a 66 69 72 73 74 2d 63 68 69 6c 64 7b 77 69 64 74 68 3a 
37 30 70 78 7d 2e 45 6d 61 69 6c 54 65 6d 70 6c 61 74 65 46 6f 72 6d 5f 63 6f 6e 74 65 6e 74 2d 61 72 65 61 5f 32 70 51 
5a 6a 7b 70 61 64 64 69 6e 67 3a 31 65 6d 7d 69 6d 67 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 
6d 73 2d 66 6c 65 78 3a 30 20 30 20 61 75 74 6f 3b 66 6c 65 78 3a 30 20 30 20 61 75 74 6f 3b 2d 77 65 62 6b 69 74 2d 
61 6c 69 67 6e 2d 73 65 6c 66 3a 63 65 6e 74 65 72 3b 2d 6d 73 
Data Ascii: .Editor_editor_136x8.Editor_disabled_bKCMm{opacity:.5}.Editor_editor_136x8 .ckePlaceholder a>span:first-
child{width:70px}.EmailTemplateForm_content-area_2pQZj{padding:1em}img{-webkit-box-flex:0;-ms-flex:0 0 auto;flex:0 0 
auto;-webkit-align-self:center;-ms

2022-01-28 17:46:59 UTC 1818 IN Data Raw: 65 46 6f 72 6d 5f 64 72 6f 70 64 6f 77 6e 2d 72 69 67 68 74 5f 31 6c 31 77 33 20 2e 45 6d 61 69 6c 54 65 6d 
70 6c 61 74 65 46 6f 72 6d 5f 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 5f 33 5f 61 72 33 7b 74 6f 70 3a 61 75 74 6f 3b 62 6f 
74 74 6f 6d 3a 30 3b 6c 65 66 74 3a 31 32 30 25 3b 66 6c 6f 61 74 3a 72 69 67 68 74 3b 74 65 78 74 2d 61 6c 69 67 6e 
3a 6c 65 66 74 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 73 68 61 64 6f 77 3a 33 70 78 20 35 70 78 20 33 70 78 20 72 67 
62 61 28 30 2c 30 2c 30 2c 2e 30 37 35 29 21 69 6d 70 6f 72 74 61 6e 74 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 33 70 78 20 
35 70 78 20 33 70 78 20 72 67 62 61 28 30 2c 30 2c 30 2c 2e 30 37 35 29 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 74 61 62 
6c 65 2d 77 72 61 70 70 65 72 7b 6f 76 65 72 66 6c 6f 77 3a 61 
Data Ascii: eForm_dropdown-right_1l1w3 .EmailTemplateForm_dropdown-menu_3_ar3{top:auto;bottom:0;left:120%;floa
t:right;text-align:left;-webkit-box-shadow:3px 5px 3px rgba(0,0,0,.075)!important;box-shadow:3px 5px 3px rgba(0,0,0,.075
)!important}.table-wrapper{overflow:a

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

13 192.168.2.3 49778 99.86.3.99 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-01-28 17:46:59 UTC 1694 OUT GET /css/inbox~phishrip~postactions~rules~settings.1d2b91f5.css HTTP/1.1
Host: phisher.knowbe4.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: application/signed-exchange;v=b3;q=0.9,*/*;q=0.8
Purpose: prefetch
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
Referer: https://phisher.knowbe4.com/inbox/?keywords=urls%3A%22https%3A%2F%2Fwww.canva.com%2Fdesign%
2FDAE2v7jrAx0%2FxbFDaPbUsdgv68II2DfGFg%2Fview%3Futm_content%3DDAE2v7jrAx0%26utm_campaign%3
Ddesignshare%26utm_medium%3Dlink%26utm_source%3Dsharebutton%22
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

14 192.168.2.3 49779 99.86.3.99 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 17:46:59 UTC 1695 OUT GET /css/phishrip.ca47daf3.css HTTP/1.1
Host: phisher.knowbe4.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: application/signed-exchange;v=b3;q=0.9,*/*;q=0.8
Purpose: prefetch
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
Referer: https://phisher.knowbe4.com/inbox/?keywords=urls%3A%22https%3A%2F%2Fwww.canva.com%2Fdesign%
2FDAE2v7jrAx0%2FxbFDaPbUsdgv68II2DfGFg%2Fview%3Futm_content%3DDAE2v7jrAx0%26utm_campaign%3
Ddesignshare%26utm_medium%3Dlink%26utm_source%3Dsharebutton%22
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

15 192.168.2.3 49780 99.86.3.99 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-01-28 17:46:59 UTC 1758 OUT GET /css/postactions.c7ba2eda.css HTTP/1.1
Host: phisher.knowbe4.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: application/signed-exchange;v=b3;q=0.9,*/*;q=0.8
Purpose: prefetch
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
Referer: https://phisher.knowbe4.com/inbox/?keywords=urls%3A%22https%3A%2F%2Fwww.canva.com%2Fdesign%
2FDAE2v7jrAx0%2FxbFDaPbUsdgv68II2DfGFg%2Fview%3Futm_content%3DDAE2v7jrAx0%26utm_campaign%3
Ddesignshare%26utm_medium%3Dlink%26utm_source%3Dsharebutton%22
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

16 192.168.2.3 49781 99.86.3.99 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-01-28 17:46:59 UTC 1767 OUT GET /css/reports.d44a3b19.css HTTP/1.1
Host: phisher.knowbe4.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: application/signed-exchange;v=b3;q=0.9,*/*;q=0.8
Purpose: prefetch
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
Referer: https://phisher.knowbe4.com/inbox/?keywords=urls%3A%22https%3A%2F%2Fwww.canva.com%2Fdesign%
2FDAE2v7jrAx0%2FxbFDaPbUsdgv68II2DfGFg%2Fview%3Futm_content%3DDAE2v7jrAx0%26utm_campaign%3
Ddesignshare%26utm_medium%3Dlink%26utm_source%3Dsharebutton%22
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

17 192.168.2.3 49782 99.86.3.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 17:46:59 UTC 1780 OUT GET /agent/static/365392a9-6608-44ef-443b-572eef771b95/pendo.js HTTP/1.1
Host: cdn.pendo.io
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://phisher.knowbe4.com/inbox/?keywords=urls%3A%22https%3A%2F%2Fwww.canva.com%2Fdesign%
2FDAE2v7jrAx0%2FxbFDaPbUsdgv68II2DfGFg%2Fview%3Futm_content%3DDAE2v7jrAx0%26utm_campaign%3
Ddesignshare%26utm_medium%3Dlink%26utm_source%3Dsharebutton%22
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-01-28 17:46:59 UTC 1781 IN HTTP/1.1 200 OK
Content-Type: application/javascript
Transfer-Encoding: chunked
Connection: close
X-GUploader-UploadID: ADPycdvsXFZ8nl7FW67VtjAIwZCNUlknnC3i0H-1q1CzvpgmQOY_3K4Y7rcaOxqDBBES
xJNEor0Qugy-zXb3pZxSGDQ
x-goog-generation: 1643313225882621
x-goog-metageneration: 1
x-goog-stored-content-encoding: gzip
x-goog-stored-content-length: 140600
x-goog-hash: crc32c=9S10sg==
x-goog-hash: md5=hE+FkdxZNxbU0m7+YMzUCQ==
x-goog-storage-class: STANDARD
Accept-Ranges: none
Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: *
Server: UploadServer
Date: Fri, 28 Jan 2022 17:46:34 GMT
Expires: Fri, 28 Jan 2022 17:54:04 GMT
Cache-Control: max-age=450
Last-Modified: Thu, 27 Jan 2022 19:53:45 GMT
Vary: Accept-Encoding
X-Cache: Miss from cloudfront
Via: 1.1 8e04f5d6c745b231c10fce7c2aa9c70e.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: FRA6-C1
X-Amz-Cf-Id: XsI4bStw2spTpIKe5etLo6xvCxbES8OUD0x3kMKeIwxKp7zkVw3Bfw==
Age: 25

2022-01-28 17:46:59 UTC 1782 IN Data Raw: 33 64 38 39 0d 0a 2f 2f 20 50 65 6e 64 6f 20 41 67 65 6e 74 20 57 72 61 70 70 65 72 0a 2f 2f 20 45 6e 76 69 
72 6f 6e 6d 65 6e 74 3a 20 20 20 20 70 72 6f 64 75 63 74 69 6f 6e 0a 2f 2f 20 41 67 65 6e 74 20 56 65 72 73 69 6f 6e 3a 
20 20 32 2e 31 32 32 2e 30 0a 2f 2f 20 49 6e 73 74 61 6c 6c 65 64 3a 20 20 20 20 20 20 32 30 32 32 2d 30 31 2d 32 37 
54 31 39 3a 35 33 3a 34 34 5a 0a 28 66 75 6e 63 74 69 6f 6e 20 28 50 65 6e 64 6f 43 6f 6e 66 69 67 29 20 7b 0a 76 61 
72 20 70 65 6e 64 6f 4d 6f 64 75 6c 65 3d 66 75 6e 63 74 69 6f 6e 28 77 69 6e 64 6f 77 2c 64 6f 63 75 6d 65 6e 74 2c 75 
6e 64 65 66 69 6e 65 64 29 7b 66 75 6e 63 74 69 6f 6e 20 6c 6f 61 64 41 73 4d 6f 64 75 6c 65 28 29 7b 72 65 74 75 72 6
e 20 67 65 74 50 65 6e 64 6f 43 6f 6e 66 69 67 56 61 6c 75 65 28 
Data Ascii: 3d89// Pendo Agent Wrapper// Environment:    production// Agent Version:  2.122.0// Installed:      2022-01-
27T19:53:44Z(function (PendoConfig) {var pendoModule=function(window,document,undefined){function loadAsModule()
{return getPendoConfigValue(

2022-01-28 17:46:59 UTC 1797 IN Data Raw: 22 63 61 74 63 68 22 5d 28 5f 2e 6e 6f 6f 70 29 29 7d 66 75 6e 63 74 69 6f 6e 20 66 6f 72 63 65 47 75 69 64 
65 52 65 6c 6f 61 64 28 29 7b 72 65 6c 6f 61 64 47 75 69 64 65 73 2e 6c 61 73 74 55 72 6c 3d 6e 75 6c 6c 2c 71 75 65 75 
65 47 75 69 64 65 52 65 6c 6f 61 64 28 29 7d 66 75 6e 63 74 69 6f 6e 20 67 65 74 41 70 69 4b 65 79 28 65 29 7b 76 61 
72 20 74 3d 43 6f 6e 66 69 67 52 65 61 64 65 72 2e 67 65 74 28 22 61 70 69 4b 65 79 22 29 3b 72 65 74 75 72 6e 20 74 
3f 74 3a 65 2e 61 70 69 4b 65 79 3f 65 2e 61 70 69 4b 65 79 3a 76 6f 69 64 20 30 7d 66 75 6e 63 74 69 6f 6e 20 67 65 74 
41 64 64 69 74 69 6f 6e 61 6c 41 70 69 4b 65 79 73 28 65 29 7b 76 61 72 20 74 2c 6e 3d 43 6f 6e 66 69 67 52 65 61 64 6
5 72 2e 67 65 74 28 22 61 64 64 69 74 69 6f 6e 61 6c 41 70 69 4b 
Data Ascii: "catch"](_.noop))}function forceGuideReload(){reloadGuides.lastUrl=null,queueGuideReload()}function 
getApiKey(e){var t=ConfigReader.get("apiKey");return t?t:e.apiKey?e.apiKey:void 0}function getAdditionalApiKeys(e){var 
t,n=ConfigReader.get("additionalApiK

2022-01-28 17:46:59 UTC 1797 IN Data Raw: 31 63 34 32 0d 0a 72 72 61 79 28 74 29 26 26 28 74 3d 5b 74 5d 29 2c 74 7d 66 75 6e 63 74 69 6f 6e 20 72 65 
67 69 73 74 65 72 45 76 65 6e 74 48 61 6e 64 6c 65 72 73 28 65 29 7b 5f 2e 65 61 63 68 28 65 2e 65 76 65 6e 74 73 2c 
66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 70 65 6e 64 6f 44 6f 74 45 76 65 6e 74 73 5b 74 5d 26 26 70 65 6e 64 6f 44 6f 
74 45 76 65 6e 74 73 5b 74 5d 28 65 29 7d 29 7d 66 75 6e 63 74 69 6f 6e 20 6c 61 75 6e 63 68 44 65 73 69 67 6e 65 72 
4f 72 50 72 65 76 69 65 77 28 65 29 7b 5f 2e 66 69 6e 64 28 5b 5f 2e 70 61 72 74 69 61 6c 28 44 65 73 69 67 6e 65 72 5
6 32 2e 6c 61 75 6e 63 68 4f 6e 54 6f 6b 65 6e 2c 77 69 6e 64 6f 77 2e 6c 6f 63 61 74 69 6f 6e 29 2c 5f 2e 70 61 72 74 69 
61 6c 28 73 74 61 72 74 50 72 65 76 69 65 77 4d 6f 64 65 2c 77 
Data Ascii: 1c42rray(t)&&(t=[t]),t}function registerEventHandlers(e){_.each(e.events,function(e,t){pendoDotEvents[t]&&pe
ndoDotEvents[t](e)})}function launchDesignerOrPreview(e){_.find([_.partial(DesignerV2.launchOnToken,window.loc
ation),_.partial(startPreviewMode,w

2022-01-28 17:46:59 UTC 1805 IN Data Raw: 34 34 63 0d 0a 73 74 55 72 6c 73 28 65 29 7b 72 65 74 75 72 6e 20 5f 2e 6d 61 70 28 65 2e 61 70 69 4b 65 79 
73 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 62 75 69 6c 64 42 61 73 65 44 61 74 61 55 72 6c 28 65 
2e 62 65 61 63 6f 6e 2b 22 2e 67 69 66 22 2c 74 2c 5f 2e 65 78 74 65 6e 64 28 7b 76 3a 56 45 52 53 49 4f 4e 2c 63 74 3a 
67 65 74 4e 6f 77 28 29 2c 6a 7a 62 3a 65 2e 4a 5a 42 7d 2c 65 2e 70 61 72 61 6d 73 2c 65 2e 61 75 74 68 29 29 7d 29 
7d 66 75 6e 63 74 69 6f 6e 20 62 75 69 6c 64 50 6f 73 74 52 65 71 75 65 73 74 55 72 6c 73 28 65 29 7b 72 65 74 75 72 6
e 20 5f 2e 6d 61 70 28 65 2e 61 70 69 4b 65 79 73 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 62 75 69 
6c 64 42 61 73 65 44 61 74 61 55 72 6c 28 65 2e 62 65 61 63 6f 6e 
Data Ascii: 44cstUrls(e){return _.map(e.apiKeys,function(t){return buildBaseDataUrl(e.beacon+".gif",t,_.extend({v:VERSIO
N,ct:getNow(),jzb:e.JZB},e.params,e.auth))})}function buildPostRequestUrls(e){return _.map(e.apiKeys,function(t){return 
buildBaseDataUrl(e.beacon
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2022-01-28 17:46:59 UTC 1806 IN Data Raw: 31 30 66 32 0d 0a 75 74 68 3f 74 28 65 29 3a 5f 2e 65 61 63 68 28 62 75 69 6c 64 47 65 74 52 65 71 75 65 73 
74 55 72 6c 73 28 65 29 2c 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 77 72 69 74 65 49 6d 67 54 61 67 28 6e 29 5b 22 63 61 
74 63 68 22 5d 28 6d 61 72 6b 53 69 6c 6f 46 61 69 6c 65 64 28 65 2c 74 29 29 7d 29 29 7d 66 75 6e 63 74 69 6f 6e 20 
73 65 6e 64 57 69 74 68 46 65 74 63 68 28 65 2c 74 29 7b 72 65 74 75 72 6e 20 65 2e 66 61 69 6c 65 64 3f 74 28 65 29 3
a 65 2e 65 76 65 6e 74 4c 65 6e 67 74 68 3e 45 4e 43 4f 44 45 44 5f 45 56 45 4e 54 5f 4d 41 58 5f 4c 45 4e 47 54 48 3f 7
4 28 65 29 3a 76 6f 69 64 28 21 65 2e 61 75 74 68 26 26 66 65 74 63 68 4b 65 65 70 61 6c 69 76 65 2e 73 75 70 70 6f 72 
74 65 64 28 29 3f 5f 2e 65 61 63 68 28 62 75 69 6c 64 47 65 74 52 
Data Ascii: 10f2uth?t(e):_.each(buildGetRequestUrls(e),function(n){writeImgTag(n)["catch"](markSiloFailed(e,t))}))}function 
sendWithFetch(e,t){return e.failed?t(e):e.eventLength>ENCODED_EVENT_MAX_LENGTH?t(e):void(!e.auth&&fetchKee
palive.supported()?_.each(buildGetR

2022-01-28 17:46:59 UTC 1810 IN Data Raw: 31 31 66 35 0d 0a 2e 6e 6f 64 65 4e 61 6d 65 5d 3f 22 64 65 66 61 75 6c 74 73 22 3a 5f 2e 69 73 53 74 72 69 
6e 67 28 65 2e 76 61 6c 75 65 29 26 26 65 2e 76 61 6c 75 65 2e 6c 65 6e 67 74 68 3e 4d 41 58 5f 41 54 54 52 49 42 55 
54 45 5f 4c 45 4e 47 54 48 3f 22 6c 61 72 67 65 22 3a 22 73 6d 61 6c 6c 22 7d 29 3b 72 65 74 75 72 6e 20 5f 2e 70 6c 75 
63 6b 28 5b 5d 2e 63 6f 6e 63 61 74 28 5f 2e 73 6f 72 74 42 79 28 61 2e 64 65 66 61 75 6c 74 73 2c 22 6e 6f 64 65 4e 61 
6d 65 22 29 29 2e 63 6f 6e 63 61 74 28 5f 2e 73 6f 72 74 42 79 28 61 2e 73 6d 61 6c 6c 2c 22 6e 6f 64 65 4e 61 6d 65 22 
29 29 2e 63 6f 6e 63 61 74 28 5f 2e 73 6f 72 74 42 79 28 61 2e 6c 61 72 67 65 2c 22 6e 6f 64 65 4e 61 6d 65 22 29 29 2e 
73 6c 69 63 65 28 30 2c 4d 41 58 5f 41 54 54 52 49 42 55 54 
Data Ascii: 11f5.nodeName]?"defaults":_.isString(e.value)&&e.value.length>MAX_ATTRIBUTE_LENGTH?"large":"small"
});return _.pluck([].concat(_.sortBy(a.defaults,"nodeName")).concat(_.sortBy(a.small,"nodeName")).concat(_.sortBy(a.larg
e,"nodeName")).slice(0,MAX_ATTRIBUT

2022-01-28 17:46:59 UTC 1814 IN Data Raw: 34 36 39 0d 0a 28 30 3e 74 29 72 65 74 75 72 6e 22 22 3b 76 61 72 20 6e 3d 65 2e 69 6e 64 65 78 4f 66 28 
22 23 22 29 3b 72 65 74 75 72 6e 20 30 3e 6e 3f 65 2e 73 75 62 73 74 72 69 6e 67 28 74 29 3a 74 3e 6e 3f 22 22 3a 65 
2e 73 75 62 73 74 72 69 6e 67 28 74 2c 6e 29 7d 66 75 6e 63 74 69 6f 6e 20 61 64 6a 75 73 74 55 72 6c 28 65 2c 74 2c 6
e 2c 69 29 7b 65 3d 65 7c 7c 75 72 6c 28 29 2c 74 3d 74 7c 7c 70 61 72 73 65 51 75 65 72 79 53 74 72 69 6e 67 28 65 29 
2e 73 75 62 73 74 72 69 6e 67 28 31 29 3b 76 61 72 20 72 2c 6f 3b 72 3d 65 2e 69 6e 64 65 78 4f 66 28 74 29 2c 6f 3d 
72 2b 74 2e 6c 65 6e 67 74 68 3b 76 61 72 20 61 3d 65 2e 73 75 62 73 74 72 69 6e 67 28 30 2c 72 29 2c 73 3d 65 2e 73 
75 62 73 74 72 69 6e 67 28 6f 29 3b 72 65 74 75 72 6e 20 5f 2e 69 73 41 
Data Ascii: 469(0>t)return"";var n=e.indexOf("#");return 0>n?e.substring(t):t>n?"":e.substring(t,n)}function adjustUrl(e,t,n,i)
{e=e||url(),t=t||parseQueryString(e).substring(1);var r,o;r=e.indexOf(t),o=r+t.length;var a=e.substring(0,r),s=e.substring(
o);return _.isA

2022-01-28 17:46:59 UTC 1820 IN Data Raw: 32 32 64 39 0d 0a 6d 24 2f 2c 2f 5e 68 74 74 70 73 3a 5c 2f 5c 2f 28 5b 61 2d 7a 41 2d 5a 30 2d 39 2d 5d 2b 
2d 64 6f 74 2d 29 3f 70 65 6e 64 6f 2d 28 64 65 76 7c 74 65 73 74 7c 69 6f 7c 67 6f 76 2d 70 72 6f 64 7c 62 61 74 6d 61 
6e 7c 6d 61 67 69 63 7c 61 74 6c 61 73 7c 77 69 6c 64 6c 69 6e 67 73 7c 69 6f 6e 63 68 65 66 7c 6d 6f 62 69 6c 65 2d 67 
75 69 64 65 73 7c 6d 6f 62 69 6c 65 2d 68 75 6d 6d 75 73 7c 6d 6f 62 69 6c 65 2d 70 6c 61 74 7c 65 75 7c 65 75 2d 64 
65 76 7c 61 70 6f 6c 6c 6f 7c 73 65 63 75 72 69 74 79 7c 70 65 72 66 73 65 72 66 7c 66 72 65 65 7a 65 7c 61 72 6d 61 
64 61 7c 76 6f 63 7c 63 61 6c 79 70 73 6f 7c 64 61 70 7c 73 63 72 75 6d 2d 6f 70 73 7c 6d 6c 7c 68 65 6c 69 78 29 5c 2e 
61 70 70 73 70 6f 74 5c 2e 63 6f 6d 24 2f 2c 2f 5e 68 74 74 70 
Data Ascii: 22d9m$/,/^https:\/\/([a-zA-Z0-9-]+-dot-)?pendo-(dev|test|io|gov-prod|batman|magic|atlas|wildlings|ionchef|mo
bile-guides|mobile-hummus|mobile-plat|eu|eu-dev|apollo|security|perfserf|freeze|armada|voc|calypso|dap|scrum-o
ps|ml|helix)\.appspot\.com$/,/^http

2022-01-28 17:46:59 UTC 1829 IN Data Raw: 31 30 66 32 0d 0a 6f 2d 70 6f 6c 6c 2d 6d 65 73 73 61 67 65 5f 22 29 3b 6e 2e 6c 65 6e 67 74 68 3f 28 65 2e 
61 64 64 43 6c 61 73 73 28 22 5f 70 65 6e 64 6f 2d 70 6f 6c 6c 2d 73 75 62 6d 69 74 74 65 64 5f 22 29 2c 6e 2e 63 73 73 
28 22 6d 61 72 67 69 6e 2d 74 6f 70 3a 2d 22 2b 6e 2e 68 65 69 67 68 74 28 29 2f 32 2b 22 70 78 22 29 2c 73 28 29 29 
3a 74 2e 61 64 76 61 6e 63 65 28 29 7d 2c 75 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 72 65 74 75 72 6e 20 74 26 
26 74 2e 70 6f 6c 6c 73 26 26 74 2e 70 6f 6c 6c 73 2e 6c 65 6e 67 74 68 3f 5f 2e 66 69 6e 64 28 74 2e 70 6f 6c 6c 73 2c 
66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 74 2e 69 64 3d 3d 3d 65 7d 29 3a 76 6f 69 64 20 30 7d 3b 74 2
e 61 66 74 65 72 28 22 72 65 6e 64 65 72 22 2c 66 75 6e 63 74 69 
Data Ascii: 10f2o-poll-message_");n.length?(e.addClass("_pendo-poll-submitted_"),n.css("margin-top:-"+n.height()/2+"px")
,s()):t.advance()},u=function(e,t){return t&&t.polls&&t.polls.length?_.find(t.polls,function(t){return t.id===e}):void 0};t.after(
"render",functi

2022-01-28 17:46:59 UTC 1833 IN Data Raw: 32 37 37 0d 0a 64 6f 2e 67 75 69 64 65 73 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 74 2e 
69 64 3d 3d 3d 65 2e 6d 6f 64 75 6c 65 49 64 54 6f 52 65 70 6c 61 63 65 48 6f 6d 65 56 69 65 77 57 69 74 68 7d 29 2c 69 
3d 67 65 74 28 6e 2c 22 61 74 74 72 69 62 75 74 65 73 2e 72 65 73 6f 75 72 63 65 43 65 6e 74 65 72 2e 69 6e 74 65 67 
72 61 74 69 6f 6e 50 72 6f 76 69 64 65 72 22 29 3b 72 65 74 75 72 6e 20 42 75 69 6c 64 69 6e 67 42 6c 6f 63 6b 52 65 73 
6f 75 72 63 65 43 65 6e 74 65 72 2e 72 65 6e 64 65 72 4e 61 74 69 76 65 49 6e 74 65 67 72 61 74 69 6f 6e 28 69 2c 6e 
29 7d 69 66 28 65 2e 63 6f 6e 74 69 6e 75 65 54 6f 4e 61 74 69 76 65 4d 6f 64 75 6c 65 29 72 65 74 75 72 6e 20 42 75 6
9 6c 64 69 6e 67 42 6c 6f 63 6b 52 65 73 6f 75 72 63 65 43 65 6e 
Data Ascii: 277do.guides,function(t){return t.id===e.moduleIdToReplaceHomeViewWith}),i=get(n,"attributes.resou
rceCenter.integrationProvider");return BuildingBlockResourceCenter.renderNativeIntegration(i,n)}if(e.continueT
oNativeModule)return BuildingBlockResourceCen

2022-01-28 17:46:59 UTC 1834 IN Data Raw: 31 35 62 34 0d 0a 6a 75 73 74 52 65 73 6f 75 72 63 65 43 65 6e 74 65 72 57 69 64 74 68 28 29 2c 72 7d 76 
61 72 20 6f 3d 74 2e 61 74 74 72 69 62 75 74 65 73 2e 77 69 64 74 68 2c 61 3d 74 2e 61 74 74 72 69 62 75 74 65 73 2e 
68 65 69 67 68 74 2c 73 3d 70 65 6e 64 6f 2e 54 4f 4f 4c 54 49 50 5f 41 52 52 4f 57 5f 53 49 5a 45 2c 64 3d 22 5f 70 65 
6e 64 6f 2d 67 72 6f 75 70 2d 69 64 2d 22 2b 65 2e 69 64 2b 22 5f 22 2c 75 3d 64 6f 6d 28 22 3c 64 69 76 3e 22 29 2e 61 
74 74 72 28 22 69 64 22 2c 67 65 74 53 74 65 70 44 69 76 49 64 28 74 29 29 2e 61 64 64 43 6c 61 73 73 28 47 55 49 44 
45 5f 43 53 53 5f 4e 41 4d 45 2b 22 20 22 2b 64 29 2c 63 3d 64 6f 6d 28 22 3c 64 69 76 2f 3e 22 29 2e 61 64 64 43 6c 61 
73 73 28 22 5f 70 65 6e 64 6f 2d 67 75 69 64 65 2d 63 6f 6e 74 65 
Data Ascii: 15b4justResourceCenterWidth(),r}var o=t.attributes.width,a=t.attributes.height,s=pendo.TOOLTIP_ARR
OW_SIZE,d="_pendo-group-id-"+e.id+"_",u=dom("<div>").attr("id",getStepDivId(t)).addClass(GUIDE_CSS_NAME+" "+d)
,c=dom("<div/>").addClass("_pendo-guide-conte

2022-01-28 17:46:59 UTC 1839 IN Data Raw: 31 30 66 32 0d 0a 68 45 76 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6e 29 7b 76 61 72 20 69 3d 7b 
65 6c 65 6d 65 6e 74 3a 65 2c 74 79 70 65 3a 74 2c 66 6e 3a 6e 7d 3b 61 74 74 61 63 68 45 76 65 6e 74 28 65 2c 74 2c 
6e 2c 21 30 29 2c 74 68 69 73 2e 68 61 6e 64 6c 65 72 73 2e 70 75 73 68 28 69 29 7d 2c 74 68 69 73 2e 73 65 61 72 63 
68 46 6f 72 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 65 2e 6c 65 6e 67 74 68 3c 33 3f 21 31 3a 73 74 
72 43 6f 6e 74 61 69 6e 73 28 74 68 69 73 2e 63 6f 6e 74 65 6e 74 2c 65 2c 21 30 29 7d 2c 74 68 69 73 2e 68 61 73 42 6
5 65 6e 53 65 65 6e 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 22 61 64 76 61 6e 63 65 64 22 3d 3d 74 68 
69 73 2e 73 65 65 6e 53 74 61 74 65 7c 7c 22 64 69 73 6d 69 73 73 65 
Data Ascii: 10f2hEvent=function(e,t,n){var i={element:e,type:t,fn:n};attachEvent(e,t,n,!0),this.handlers.push(i)},this.s
earchFor=function(e){return e.length<3?!1:strContains(this.content,e,!0)},this.hasBeenSeen=function(){return"a
dvanced"==this.seenState||"dismisse

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 63 of 98



2022-01-28 17:46:59 UTC 1843 IN Data Raw: 31 31 65 65 0d 0a 20 22 2b 65 2b 27 20 28 49 44 3d 22 27 2b 74 2e 69 64 2b 27 22 29 27 3b 69 66 28 6e 2e 
70 75 73 68 28 67 65 74 4e 6f 77 28 29 29 2c 6e 2e 6c 65 6e 67 74 68 3e 3d 6f 29 7b 76 61 72 20 73 3d 5f 2e 6c 61 73 74 
28 6e 29 2d 5f 2e 66 69 72 73 74 28 6e 29 2c 64 3d 73 3e 30 3f 28 6e 2e 6c 65 6e 67 74 68 2d 31 29 2f 28 73 2f 36 65 34 
29 3a 31 2f 30 3b 64 3e 3d 47 75 69 64 65 45 72 72 6f 72 54 68 72 6f 74 74 6c 65 2e 4d 41 58 5f 45 52 52 4f 52 53 5f 50 
45 52 5f 4d 49 4e 55 54 45 26 26 28 61 3d 22 45 78 63 65 65 64 65 64 20 65 72 72 6f 72 20 72 61 74 65 20 6c 69 6d 69 
74 2c 20 64 72 6f 70 70 69 6e 67 20 67 75 69 64 65 2e 5c 6e 22 2b 61 2c 54 6f 6d 62 73 74 6f 6e 65 2e 61 64 64 47 75 69 
64 65 28 74 29 2c 45 76 65 6e 74 73 2e 74 72 69 67 67 65 72 28 
Data Ascii: 11ee "+e+' (ID="'+t.id+'")';if(n.push(getNow()),n.length>=o){var s=_.last(n)-_.first(n),d=s>0?(n.length-1)/(
s/6e4):1/0;d>=GuideErrorThrottle.MAX_ERRORS_PER_MINUTE&&(a="Exceeded error rate limit, dropping guid
e.\n"+a,Tombstone.addGuide(t),Events.trigger(

2022-01-28 17:46:59 UTC 1848 IN Data Raw: 31 30 66 32 0d 0a 28 65 2e 68 61 73 4c 61 75 6e 63 68 4d 65 74 68 6f 64 28 22 6c 61 75 6e 63 68 65 72 22 29 
7c 7c 65 2e 69 73 57 68 61 74 73 4e 65 77 28 29 29 26 26 74 2e 63 61 6e 53 68 6f 77 4f 6e 50 61 67 65 28 67 65 74 43 
75 72 72 65 6e 74 55 72 6c 28 29 29 26 26 65 2e 63 61 6e 53 68 6f 77 4f 6e 44 65 76 69 63 65 28 29 26 26 63 61 6e 53 
74 65 70 42 65 52 65 6e 64 65 72 65 64 28 74 29 3f 21 30 3a 21 31 7d 3b 76 61 72 20 74 3d 22 50 45 4e 44 4f 5f 48 45 4
c 50 45 52 5f 53 54 45 50 22 3b 72 65 74 75 72 6e 20 74 68 69 73 2e 67 65 74 50 6f 73 69 74 69 6f 6e 4f 66 53 74 65 70 
3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 6e 3d 74 68 69 73 2c 69 3d 5f 2e 72 65 6a 65 63 74 28 6e 2e 73 74 
65 70 73 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 
Data Ascii: 10f2(e.hasLaunchMethod("launcher")||e.isWhatsNew())&&t.canShowOnPage(getCurrentUrl())&&e.canShowOn
Device()&&canStepBeRendered(t)?!0:!1};var t="PENDO_HELPER_STEP";return this.getPositionOfStep=function(e){var 
n=this,i=_.reject(n.steps,function(e){return 

2022-01-28 17:46:59 UTC 1852 IN Data Raw: 31 30 37 66 0d 0a 22 22 3b 69 66 28 22 6e 75 6d 62 65 72 22 3d 3d 3d 72 29 7b 76 61 72 20 61 3d 67 65 74 
4e 75 6d 62 65 72 46 72 6f 6d 54 65 78 74 28 6f 29 3b 69 66 28 6e 75 6c 6c 3d 3d 61 29 72 65 74 75 72 6e 21 31 3b 6f 
3d 70 61 72 73 65 46 6c 6f 61 74 28 61 29 2c 69 3d 70 61 72 73 65 46 6c 6f 61 74 28 69 29 3b 76 61 72 20 73 3d 69 73 4
e 61 4e 28 6f 29 7c 7c 69 73 4e 61 4e 28 69 29 3b 69 66 28 73 29 72 65 74 75 72 6e 21 31 7d 65 6c 73 65 22 73 74 72 69 
6e 67 22 3d 3d 3d 72 26 26 28 6f 3d 6f 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 2c 69 3d 69 2e 74 6f 4c 6f 77 65 72 43 6
1 73 65 28 29 29 3b 72 65 74 75 72 6e 22 65 71 75 61 6c 22 3d 3d 3d 6e 3f 6f 3d 3d 3d 69 3a 22 6e 6f 74 45 71 75 61 6c 
22 3d 3d 3d 6e 3f 6f 21 3d 3d 69 3a 22 63 6f 6e 74 61 69 6e 73 22 
Data Ascii: 107f"";if("number"===r){var a=getNumberFromText(o);if(null==a)return!1;o=parseFloat(a),i=parseFloat(i);var s
=isNaN(o)||isNaN(i);if(s)return!1}else"string"===r&&(o=o.toLowerCase(),i=i.toLowerCase());return"equal"===n?o=
==i:"notEqual"===n?o!==i:"contains"

2022-01-28 17:46:59 UTC 1856 IN Data Raw: 31 30 66 32 0d 0a 5f 2e 61 6e 79 28 65 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 5f 2e 61 
6e 79 28 65 2e 73 74 65 70 73 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 21 28 65 2e 64 6f 6d 55 72 6c 
7c 7c 65 2e 64 6f 6d 4a 73 6f 6e 70 55 72 6c 29 7d 29 7d 29 7d 66 75 6e 63 74 69 6f 6e 20 6c 6f 61 64 47 75 69 64 65 43 
73 73 28 29 7b 76 61 72 20 65 3d 5b 5d 3b 69 66 28 21 73 68 6f 75 6c 64 4c 6f 61 64 47 6c 6f 62 61 6c 43 53 53 28 29 29 
72 65 74 75 72 6e 20 71 2e 72 65 73 6f 6c 76 65 28 29 3b 68 61 73 4c 65 67 61 63 79 47 75 69 64 65 73 28 61 63 74 69 
76 65 47 75 69 64 65 73 2c 70 65 6e 64 6f 29 26 26 65 2e 70 75 73 68 28 6c 6f 61 64 45 78 74 65 72 6e 61 6c 43 73 73 2
8 22 5f 70 65 6e 64 6f 2d 64 65 66 61 75 6c 74 2d 63 73 73 5f 22 
Data Ascii: 10f2_.any(e,function(e){return _.any(e.steps,function(e){return!(e.domUrl||e.domJsonpUrl)})})}function loadG
uideCss(){var e=[];if(!shouldLoadGlobalCSS())return q.resolve();hasLegacyGuides(activeGuides,pendo)&&e.push(lo
adExternalCss("_pendo-default-css_"

2022-01-28 17:46:59 UTC 1860 IN Data Raw: 31 31 66 35 0d 0a 6e 2e 6f 72 69 67 69 6e 29 7d 7d 7d 66 75 6e 63 74 69 6f 6e 20 69 73 49 6e 50 72 65 76 69 
65 77 4d 6f 64 65 28 29 7b 74 72 79 7b 72 65 74 75 72 6e 21 21 66 69 6e 64 53 74 6f 72 65 64 50 72 65 76 69 65 77 43 
6f 6e 66 69 67 28 70 65 6e 64 6f 4c 6f 63 61 6c 53 74 6f 72 61 67 65 29 7d 63 61 74 63 68 28 65 29 7b 72 65 74 75 72 6e 
21 31 7d 7d 66 75 6e 63 74 69 6f 6e 20 70 72 65 70 61 72 65 44 65 73 69 67 6e 65 72 50 72 65 76 69 65 77 47 75 69 64 
65 28 29 7b 76 61 72 20 65 3d 66 69 6e 64 53 74 6f 72 65 64 44 65 73 69 67 6e 65 72 50 72 65 76 69 65 77 43 6f 6e 66 6
9 67 28 70 65 6e 64 6f 4c 6f 63 61 6c 53 74 6f 72 61 67 65 29 3b 65 26 26 69 73 49 6e 44 65 73 69 67 6e 65 72 50 72 65 
76 69 65 77 4d 6f 64 65 28 29 26 26 28 70 65 6e 64 6f 2e 67 75 69 
Data Ascii: 11f5n.origin)}}}function isInPreviewMode(){try{return!!findStoredPreviewConfig(pendoLocalStorage)}catch(e){r
eturn!1}}function prepareDesignerPreviewGuide(){var e=findStoredDesignerPreviewConfig(pendoLocalStorage);e&&is
InDesignerPreviewMode()&&(pendo.gui

2022-01-28 17:46:59 UTC 1865 IN Data Raw: 31 33 35 62 0d 0a 30 70 78 22 2c 74 2e 73 74 79 6c 65 2e 62 6f 74 74 6f 6d 3d 22 61 75 74 6f 22 2c 72 2e 70 
61 79 6c 6f 61 64 2e 69 73 50 72 65 76 69 65 77 42 61 72 54 6f 70 3d 21 30 2c 74 2e 63 6f 6e 74 65 6e 74 57 69 6e 64 6f 
77 2e 70 6f 73 74 4d 65 73 73 61 67 65 28 72 2c 6c 6f 63 61 74 69 6f 6e 2e 6f 72 69 67 69 6e 29 29 7d 7d 7d 7d 66 75 6e 
63 74 69 6f 6e 20 63 68 65 63 6b 46 6f 72 47 75 69 64 65 50 72 65 76 69 65 77 45 72 72 6f 72 28 65 2c 74 2c 6e 29 7b 69 
66 28 65 29 7b 76 61 72 20 69 3d 5b 5d 3b 69 66 28 30 3d 3d 3d 74 29 7b 76 61 72 20 72 3d 44 4f 4d 41 63 74 69 76 61 
74 69 6f 6e 2e 67 65 74 41 63 74 69 76 61 74 69 6f 6e 53 65 6c 65 63 74 6f 72 28 65 2e 67 65 74 47 75 69 64 65 28 29 29 
3b 69 66 28 72 29 7b 76 61 72 20 6f 3d 5f 2e 66 69 72 73 74 
Data Ascii: 135b0px",t.style.bottom="auto",r.payload.isPreviewBarTop=!0,t.contentWindow.postMessage(r,location
.origin))}}}}function checkForGuidePreviewError(e,t,n){if(e){var i=[];if(0===t){var r=DOMActivation.getActivationSelecto
r(e.getGuide());if(r){var o=_.first

2022-01-28 17:46:59 UTC 1870 IN Data Raw: 31 30 66 32 0d 0a 28 74 29 29 7b 76 61 72 20 6e 3d 74 2e 65 6c 65 6d 65 6e 74 2c 69 3d 74 2e 74 61 72 67 
65 74 45 6c 65 6d 65 6e 74 2c 72 3d 74 2e 67 75 69 64 65 45 6c 65 6d 65 6e 74 2c 6f 3d 64 6f 6d 28 22 2e 22 2b 47 55 
49 44 45 5f 43 53 53 5f 4e 41 4d 45 29 2c 61 3d 72 2e 66 69 6e 64 28 22 23 70 65 6e 64 6f 2d 67 75 69 64 65 2d 63 6f 6e 
74 61 69 6e 65 72 22 29 5b 30 5d 2c 73 3d 61 26 26 61 2e 74 65 78 74 43 6f 6e 74 65 6e 74 3b 69 66 28 73 29 7b 76 61 
72 20 64 3d 67 65 74 43 6f 6d 70 75 74 65 64 53 74 79 6c 65 5f 73 61 66 65 28 61 29 2e 66 6f 6e 74 53 69 7a 65 2c 75 
3d 74 2e 61 74 74 72 69 62 75 74 65 73 2e 63 75 72 72 65 6e 74 54 65 78 74 5a 6f 6f 6d 46 6f 6e 74 53 69 7a 65 21 3d 
3d 64 3b 75 26 26 28 74 2e 61 74 74 72 69 62 75 74 65 73 2e 63 75 72 72 
Data Ascii: 10f2(t)){var n=t.element,i=t.targetElement,r=t.guideElement,o=dom("."+GUIDE_CSS_NAME),a=r.find("#pendo-
guide-container")[0],s=a&&a.textContent;if(s){var d=getComputedStyle_safe(a).fontSize,u=t.attributes.currentTextZoo
mFontSize!==d;u&&(t.attributes.curr

2022-01-28 17:46:59 UTC 1874 IN Data Raw: 32 33 31 65 0d 0a 72 43 6f 6e 74 65 6e 74 26 26 21 65 2e 69 73 4e 61 74 69 76 65 4d 6f 64 75 6c 65 41 63 74 
69 76 65 26 26 28 69 7c 7c 28 5f 2e 69 73 46 75 6e 63 74 69 6f 6e 28 65 2e 70 6c 61 63 65 42 61 64 67 65 29 26 26 65 
2e 70 6c 61 63 65 42 61 64 67 65 28 29 2c 69 3d 62 61 64 67 65 73 53 68 6f 77 6e 5b 65 2e 69 64 5d 29 2c 69 26 26 69 
2e 73 68 6f 77 28 29 2c 65 2e 62 61 64 67 65 48 69 64 64 65 6e 3d 21 31 29 7d 66 75 6e 63 74 69 6f 6e 20 72 65 73 6f 75 
72 63 65 43 65 6e 74 65 72 50 72 6f 63 28 65 29 7b 69 66 28 65 29 7b 65 2e 73 6b 69 70 52 65 73 6f 75 72 63 65 43 65 6
e 74 65 72 48 6f 6d 65 56 69 65 77 3d 21 31 2c 65 2e 68 61 73 52 65 73 6f 75 72 63 65 43 65 6e 74 65 72 43 6f 6e 74 65 
6e 74 3d 21 30 2c 64 65 6c 65 74 65 20 65 2e 6d 6f 64 75 6c 65 49 
Data Ascii: 231erContent&&!e.isNativeModuleActive&&(i||(_.isFunction(e.placeBadge)&&e.placeBadge(),i=badgesSho
wn[e.id]),i&&i.show(),e.badgeHidden=!1)}function resourceCenterProc(e){if(e){e.skipResourceCenterHomeView=!1,e
.hasResourceCenterContent=!0,delete e.moduleI

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 17:46:59 UTC 1883 IN Data Raw: 31 30 66 32 0d 0a 2e 70 6f 73 69 74 69 6f 6e 26 26 22 74 6f 70 2d 6c 65 66 74 22 21 3d 3d 74 68 69 73 2e 70 
6f 73 69 74 69 6f 6e 7c 7c 74 68 69 73 2e 62 65 66 6f 72 65 28 22 73 68 6f 77 22 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 76 
61 72 20 65 3d 74 68 69 73 2e 65 6c 65 6d 65 6e 74 28 29 2c 74 3d 67 65 74 4f 66 66 73 65 74 50 6f 73 69 74 69 6f 6e 28 
74 68 69 73 2e 74 61 72 67 65 74 28 29 29 2c 6e 3d 30 2c 69 3d 30 2c 72 3d 30 3b 74 68 69 73 2e 6f 66 66 73 65 74 73 
26 26 28 6e 3d 74 68 69 73 2e 6f 66 66 73 65 74 73 2e 74 6f 70 7c 7c 30 2c 69 3d 74 68 69 73 2e 6f 66 66 73 65 74 73 2e 
72 69 67 68 74 7c 7c 30 2c 72 3d 74 68 69 73 2e 6f 66 66 73 65 74 73 2e 6c 65 66 74 7c 7c 30 29 3b 76 61 72 20 6f 3d 
22 70 6f 73 69 74 69 6f 6e 3a 22 2b 28 74 2e 66 69 78 65 64 3f 
Data Ascii: 10f2.position&&"top-left"!==this.position||this.before("show",function(){var e=this.element(),t=getOffsetPos
ition(this.target()),n=0,i=0,r=0;this.offsets&&(n=this.offsets.top||0,i=this.offsets.right||0,r=this.offsets.left||0);var o="posit
ion:"+(t.fixed?

2022-01-28 17:46:59 UTC 1887 IN Data Raw: 31 30 66 38 0d 0a 68 3d 74 2e 72 69 67 68 74 2d 74 2e 6c 65 66 74 3b 76 61 72 20 6e 3d 62 6f 64 79 4f 66 66 
73 65 74 28 29 3b 72 65 74 75 72 6e 20 74 2e 66 69 78 65 64 7c 7c 28 74 2e 6c 65 66 74 2b 3d 6e 2e 6c 65 66 74 2c 74 
2e 72 69 67 68 74 2b 3d 6e 2e 6c 65 66 74 2c 74 2e 74 6f 70 2b 3d 6e 2e 74 6f 70 2c 74 2e 62 6f 74 74 6f 6d 2b 3d 6e 2e 
74 6f 70 29 2c 74 2e 66 69 78 65 64 3d 21 21 74 2e 66 69 78 65 64 2c 74 7d 66 75 6e 63 74 69 6f 6e 20 77 6f 75 6c 64 42 
65 56 69 73 69 62 6c 65 41 66 74 65 72 41 75 74 6f 53 63 72 6f 6c 6c 28 65 29 7b 76 61 72 20 74 2c 6e 2c 69 2c 72 2c 6f 
2c 61 3d 2f 28 61 75 74 6f 7c 73 63 72 6f 6c 6c 29 2f 2c 73 3d 2f 28 61 75 74 6f 7c 73 63 72 6f 6c 6c 7c 68 69 64 64 65 6e 
29 2f 2c 64 3d 67 65 74 43 6c 69 65 6e 74 52 65 63 74 28 
Data Ascii: 10f8h=t.right-t.left;var n=bodyOffset();return t.fixed||(t.left+=n.left,t.right+=n.left,t.top+=n.top,t.bottom+=n.top),
t.fixed=!!t.fixed,t}function wouldBeVisibleAfterAutoScroll(e){var t,n,i,r,o,a=/(auto|scroll)/,s=/(auto|scroll|hidden)/,d=getClient
Rect(

2022-01-28 17:46:59 UTC 1891 IN Data Raw: 31 30 35 0d 0a 6e 63 68 65 72 2d 63 6c 6f 73 65 64 22 2c 22 79 65 73 22 2c 38 36 34 65 36 29 3a 70 65 6e 64 
6f 2e 67 75 69 64 65 57 69 64 67 65 74 2e 70 6f 73 69 74 69 6f 6e 28 74 29 2c 74 6f 67 67 6c 65 4c 61 75 6e 63 68 65 72 
28 29 29 7d 66 75 6e 63 74 69 6f 6e 20 6f 28 29 7b 64 65 74 61 63 68 45 76 65 6e 74 28 64 6f 63 75 6d 65 6e 74 2c 22 
63 6c 69 63 6b 22 2c 72 29 2c 65 26 26 65 2e 77 68 61 74 73 6e 65 77 26 26 65 2e 77 68 61 74 73 6e 65 77 2e 65 6e 61 
62 6c 65 64 26 26 72 65 6d 6f 76 65 43 6f 75 6e 74 42 61 64 67 65 28 29 7d 76 61 72 20 61 3d 74 68 69 73 3b 70 65 6e 6
4 6f 2e 67 75 69 64 65 57 69 64 67 65 74 2e 72 65 6d 6f 76 65 43 6f 75 6e 74 42 61 64 67 65 3d 66 75 6e 63 74 69 6f 6e 
28 29 7b 64 6f 6d 28 22 2e 5f 70 65 6e 64 6f 2d 6c 61 75 6e 63 68 
Data Ascii: 105ncher-closed","yes",864e6):pendo.guideWidget.position(t),toggleLauncher())}function o(){detachE
vent(document,"click",r),e&&e.whatsnew&&e.whatsnew.enabled&&removeCountBadge()}var a=this;pendo.guideWidget.re
moveCountBadge=function(){dom("._pendo-launch

2022-01-28 17:46:59 UTC 1892 IN Data Raw: 31 30 66 32 0d 0a 2d 63 6f 75 6e 74 5f 22 29 2e 72 65 6d 6f 76 65 28 29 7d 2c 65 26 26 65 2e 65 6c 65 6d 65 
6e 74 4d 61 74 63 68 26 26 28 65 2e 6c 61 75 6e 63 68 45 6c 65 6d 65 6e 74 3d 65 2e 65 6c 65 6d 65 6e 74 4d 61 74 63 
68 2e 73 65 6c 65 63 74 69 6f 6e 29 2c 5f 2e 65 78 74 65 6e 64 28 61 2c 7b 67 65 74 4c 61 75 6e 63 68 65 72 54 61 72 
67 65 74 3a 74 2c 64 69 73 70 6f 73 65 3a 6f 7d 29 2c 69 28 65 29 7d 66 75 6e 63 74 69 6f 6e 20 4c 61 75 6e 63 68 65 72 
28 29 7b 76 61 72 20 65 2c 74 3d 22 62 6f 74 74 6f 6d 2d 72 69 67 68 74 22 2c 6e 3d 22 62 6f 74 74 6f 6d 2d 6c 65 66 74 
22 2c 69 3d 22 74 6f 70 2d 6c 65 66 74 22 2c 72 3d 22 74 6f 70 2d 72 69 67 68 74 22 3b 72 65 74 75 72 6e 20 74 68 69 7
3 2e 75 70 64 61 74 65 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 6e 29 
Data Ascii: 10f2-count_").remove()},e&&e.elementMatch&&(e.launchElement=e.elementMatch.selection),_.extend(a,{
getLauncherTarget:t,dispose:o}),i(e)}function Launcher(){var e,t="bottom-right",n="bottom-left",i="top-left",r="top-righ
t";return this.update=function(t,n)

2022-01-28 17:46:59 UTC 1896 IN Data Raw: 32 35 62 0d 0a 2d 31 3a 30 7d 76 61 72 20 69 3d 74 68 69 73 2c 72 3d 64 6f 6d 28 22 3c 64 69 76 3e 22 29 2e 
61 64 64 43 6c 61 73 73 28 22 5f 70 65 6e 64 6f 2d 6c 61 75 6e 63 68 65 72 2d 77 68 61 74 73 6e 65 77 2d 63 6f 75 6e 
74 5f 22 29 3b 72 65 74 75 72 6e 20 69 2e 64 61 74 61 26 26 69 2e 64 61 74 61 2e 77 68 61 74 73 6e 65 77 26 26 69 2e 
64 61 74 61 2e 77 68 61 74 73 6e 65 77 2e 65 6e 61 62 6c 65 64 26 26 28 69 2e 62 65 66 6f 72 65 28 22 75 70 64 61 74 
65 4c 61 75 6e 63 68 65 72 43 6f 6e 74 65 6e 74 22 2c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 6e 3d 5f 2e 66 
69 6c 74 65 72 28 74 2c 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 65 2e 69 73 57 68 61 74 73 4e 65 77 
28 29 7d 29 3b 6e 2e 73 6f 72 74 28 65 29 2c 69 2e 64 61 74 61 2e 77 68 
Data Ascii: 25b-1:0}var i=this,r=dom("<div>").addClass("_pendo-launcher-whatsnew-count_");return i.data&&i.dat
a.whatsnew&&i.data.whatsnew.enabled&&(i.before("updateLauncherContent",function(t){var n=_.filter(t,function(e){return 
e.isWhatsNew()});n.sort(e),i.data.wh

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

18 192.168.2.3 49783 99.86.3.79 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-01-28 17:46:59 UTC 1780 OUT GET /v1/auth/authenticate HTTP/1.1
Host: api.phisher.knowbe4.com
Connection: keep-alive
Accept: application/json, text/plain, */*
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Origin: https://phisher.knowbe4.com
Sec-Fetch-Site: same-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
Referer: https://phisher.knowbe4.com/inbox/?keywords=urls%3A%22https%3A%2F%2Fwww.canva.com%2Fdesign%
2FDAE2v7jrAx0%2FxbFDaPbUsdgv68II2DfGFg%2Fview%3Futm_content%3DDAE2v7jrAx0%26utm_campaign%3
Ddesignshare%26utm_medium%3Dlink%26utm_source%3Dsharebutton%22
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

2 192.168.2.3 49761 216.58.215.238 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-01-28 17:46:57 UTC 1 OUT GET /service/update2/crx?os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=85.0.4183.121&lang=en-US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
bcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1 HTTP/1.1
Host: clients2.google.com
Connection: keep-alive
X-Goog-Update-Interactivity: fg
X-Goog-Update-AppId: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-85.0.4183.121
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-01-28 17:46:57 UTC 2 IN HTTP/1.1 200 OK
Content-Security-Policy: script-src 'report-sample' 'nonce-2rrxIHM3Il9A8TQCYezpEQ' 'unsafe-inline' 'strict-dynamic' https: 
http:;object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Fri, 28 Jan 2022 17:46:57 GMT
Content-Type: text/xml; charset=UTF-8
X-Daynum: 5506
X-Daystart: 35217
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Server: GSE
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-01-28 17:46:57 UTC 2 IN Data Raw: 35 31 65 0d 0a 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 
54 46 2d 38 22 3f 3e 3c 67 75 70 64 61 74 65 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6c 3d 22 32 2e 30 22 20 73 65 
72 76 65 72 3d 22 70 72 6f 64 22 3e 3c 64 61 79 73 74 61 72 74 20 65 6c 61 70 73 65 64 5f 64 61 79 73 3d 22 35 35 30 
36 22 20 65 6c 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 33 35 32 31 37 22 2f 3e 3c 61 70 70 20 61 70 70 69 64 3d 22 
6e 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72 
74 3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22 
Data Ascii: 51e<?xml version="1.0" encoding="UTF-8"?><gupdate xmlns="http://www.google.com/update2/response" p
rotocol="2.0" server="prod"><daystart elapsed_days="5506" elapsed_seconds="35217"/><app appid="nmmhkkegccagdld
giimedpiccmgmieda" cohort="1::" cohortname=""

2022-01-28 17:46:57 UTC 3 IN Data Raw: 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78 22 
20 66 70 3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31 
37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68 5f 
73 68 61 32 35 36 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 
31 37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f 74 
65 63 74 65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65 72 
73 69 6f 6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3c 2f 61 70 70 3e 3c 61 70 
Data Ascii: mhkkegccagdldgiimedpiccmgmieda.crx" fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c54
50122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56b8717175c536685c5450122b30789464ad82" p
rotected="0" size="248531" status="ok" version="1.0.0.6"/></app><ap

2022-01-28 17:46:57 UTC 4 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

3 192.168.2.3 49759 99.86.3.99 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-01-28 17:46:58 UTC 9 OUT GET /css/app.7beaa865.css HTTP/1.1
Host: phisher.knowbe4.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://phisher.knowbe4.com/inbox/?keywords=urls%3A%22https%3A%2F%2Fwww.canva.com%2Fdesign%
2FDAE2v7jrAx0%2FxbFDaPbUsdgv68II2DfGFg%2Fview%3Futm_content%3DDAE2v7jrAx0%26utm_campaign%3
Ddesignshare%26utm_medium%3Dlink%26utm_source%3Dsharebutton%22
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-01-28 17:46:58 UTC 13 IN HTTP/1.1 200 OK
Content-Type: text/css
Content-Length: 404787
Connection: close
Date: Fri, 28 Jan 2022 17:46:59 GMT
Last-Modified: Fri, 21 Jan 2022 15:36:36 GMT
ETag: "74868a4f86f4f1967f85a98273bfbe05"
x-amz-server-side-encryption: AES256
x-amz-version-id: KJx9qAxqzBggtfcfXbbh_6PwgRvg3Gps
Accept-Ranges: bytes
Server: AmazonS3
strict-transport-security: max-age=31536000; includeSubdomains; preload
x-content-type-options: nosniff
x-frame-options: SAMEORIGIN
x-xss-protection: 1; mode=block
Vary: Accept-Encoding
X-Cache: Miss from cloudfront
Via: 1.1 8cdf0467c0468ddfe8e9873c6bb8304c.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: FRA6-C1
X-Amz-Cf-Id: 0EfIyg9xDTalJhq02XTWkp8VR88HRX-4u2pb1hVPJBc0jq3nNgTkig==

2022-01-28 17:46:58 UTC 13 IN Data Raw: 2e 4e 61 76 42 61 72 49 74 65 6d 5f 63 6f 6e 74 65 6e 74 2d 61 72 65 61 5f 4e 61 66 34 70 7b 70 61 64 64 69 
6e 67 3a 31 65 6d 7d 62 75 74 74 6f 6e 2e 4e 61 76 42 61 72 49 74 65 6d 5f 63 6c 65 61 72 5f 31 50 44 4e 44 7b 70 61 
64 64 69 6e 67 3a 30 3b 6d 61 72 67 69 6e 3a 30 3b 63 6f 6c 6f 72 3a 69 6e 68 65 72 69 74 3b 62 61 63 6b 67 72 6f 75 
6e 64 3a 74 72 61 6e 73 70 61 72 65 6e 74 3b 62 6f 72 64 65 72 3a 30 7d 2e 4e 61 76 42 61 72 49 74 65 6d 5f 62 75 74 7
4 6f 6e 5f 32 64 71 72 5f 2c 2e 4e 61 76 42 61 72 49 74 65 6d 5f 69 6e 70 75 74 5f 34 41 4e 52 39 2c 2e 4e 61 76 42 61 7
2 49 74 65 6d 5f 74 65 78 74 61 72 65 61 5f 32 2d 70 6b 39 7b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 63 61 6c 63 
28 2e 33 37 35 65 6d 20 2d 20 31 70 78 29 3b 70 61 64 64 69 6e 67 
Data Ascii: .NavBarItem_content-area_Naf4p{padding:1em}button.NavBarItem_clear_1PDND{padding:0;margin:0;color:
inherit;background:transparent;border:0}.NavBarItem_button_2dqr_,.NavBarItem_input_4ANR9,.NavBarItem_textarea_2-
pk9{padding-bottom:calc(.375em - 1px);padding

2022-01-28 17:46:58 UTC 29 IN Data Raw: 2d 66 6f 63 75 73 61 62 6c 65 2c 66 69 65 6c 64 73 65 74 5b 64 69 73 61 62 6c 65 64 5d 20 2e 74 65 78 74 61 
72 65 61 7b 63 75 72 73 6f 72 3a 6e 6f 74 2d 61 6c 6c 6f 77 65 64 7d 2f 2a 21 20 6d 69 6e 69 72 65 73 65 74 2e 63 73 73 
20 76 30 2e 30 2e 36 20 7c 20 4d 49 54 20 4c 69 63 65 6e 73 65 20 7c 20 67 69 74 68 75 62 2e 63 6f 6d 2f 6a 67 74 68 
6d 73 2f 6d 69 6e 69 72 65 73 65 74 2e 63 73 73 20 2a 2f 62 6c 6f 63 6b 71 75 6f 74 65 2c 62 6f 64 79 2c 64 64 2c 64 6c 
2c 64 74 2c 66 69 65 6c 64 73 65 74 2c 66 69 67 75 72 65 2c 68 31 2c 68 32 2c 68 33 2c 68 34 2c 68 35 2c 68 36 2c 68 
72 2c 68 74 6d 6c 2c 69 66 72 61 6d 65 2c 6c 65 67 65 6e 64 2c 6c 69 2c 6f 6c 2c 70 2c 70 72 65 2c 74 65 78 74 61 72 65 
61 2c 75 6c 7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 
Data Ascii: -focusable,fieldset[disabled] .textarea{cursor:not-allowed}/*! minireset.css v0.0.6 | MIT License | github.c
om/jgthms/minireset.css */blockquote,body,dd,dl,dt,fieldset,figure,h1,h2,h3,h4,h5,h6,hr,html,iframe,legend,li,ol,p,pre,t
extarea,ul{margin:0;padding

2022-01-28 17:46:58 UTC 30 IN Data Raw: 70 61 63 69 6e 67 3a 30 7d 74 64 2c 74 68 7b 70 61 64 64 69 6e 67 3a 30 7d 74 64 3a 6e 6f 74 28 5b 61 6c 69 
67 6e 5d 29 2c 74 68 3a 6e 6f 74 28 5b 61 6c 69 67 6e 5d 29 7b 74 65 78 74 2d 61 6c 69 67 6e 3a 69 6e 68 65 72 69 74 
7d 68 74 6d 6c 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 66 66 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 36 
70 78 3b 2d 6d 6f 7a 2d 6f 73 78 2d 66 6f 6e 74 2d 73 6d 6f 6f 74 68 69 6e 67 3a 67 72 61 79 73 63 61 6c 65 3b 2d 77 65 
62 6b 69 74 2d 66 6f 6e 74 2d 73 6d 6f 6f 74 68 69 6e 67 3a 61 6e 74 69 61 6c 69 61 73 65 64 3b 6d 69 6e 2d 77 69 64 
74 68 3a 33 30 30 70 78 3b 6f 76 65 72 66 6c 6f 77 2d 79 3a 73 63 72 6f 6c 6c 3b 74 65 78 74 2d 72 65 6e 64 65 72 69 6e 
67 3a 6f 70 74 69 6d 69 7a 65 4c 65 67 69 62 69 6c 69 74 79 3b 
Data Ascii: pacing:0}td,th{padding:0}td:not([align]),th:not([align]){text-align:inherit}html{background-color:#fff;font-
size:16px;-moz-osx-font-smoothing:grayscale;-webkit-font-smoothing:antialiased;min-width:300px;overflow-y:scroll;text-re
ndering:optimizeLegibility;

2022-01-28 17:46:58 UTC 44 IN Data Raw: 77 65 62 6b 69 74 2d 62 6f 78 2d 73 68 61 64 6f 77 3a 6e 6f 6e 65 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 6e 6f 6e 
65 3b 63 6f 6c 6f 72 3a 23 33 36 33 36 33 36 7d 2e 62 75 74 74 6f 6e 2e 69 73 2d 64 61 72 6b 2e 69 73 2d 69 6e 76 65 
72 74 65 64 2e 69 73 2d 6f 75 74 6c 69 6e 65 64 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 74 72 61 6e 73 70 
61 72 65 6e 74 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 66 35 66 35 66 35 3b 63 6f 6c 6f 72 3a 23 66 35 66 35 66 35 
7d 2e 62 75 74 74 6f 6e 2e 69 73 2d 64 61 72 6b 2e 69 73 2d 69 6e 76 65 72 74 65 64 2e 69 73 2d 6f 75 74 6c 69 6e 65 
64 2e 69 73 2d 66 6f 63 75 73 65 64 2c 2e 62 75 74 74 6f 6e 2e 69 73 2d 64 61 72 6b 2e 69 73 2d 69 6e 76 65 72 74 65 
64 2e 69 73 2d 6f 75 74 6c 69 6e 65 64 2e 69 73 2d 68 6f 76 65 
Data Ascii: webkit-box-shadow:none;box-shadow:none;color:#363636}.button.is-dark.is-inverted.is-outlined{background-
color:transparent;border-color:#f5f5f5;color:#f5f5f5}.button.is-dark.is-inverted.is-outlined.is-focused,.button.is-dark.is-i
nverted.is-outlined.is-hove

2022-01-28 17:46:58 UTC 60 IN Data Raw: 69 73 2d 6f 75 74 6c 69 6e 65 64 2e 69 73 2d 68 6f 76 65 72 65 64 2c 2e 62 75 74 74 6f 6e 2e 69 73 2d 77 61 
72 6e 69 6e 67 2e 69 73 2d 69 6e 76 65 72 74 65 64 2e 69 73 2d 6f 75 74 6c 69 6e 65 64 3a 66 6f 63 75 73 2c 2e 62 75 
74 74 6f 6e 2e 69 73 2d 77 61 72 6e 69 6e 67 2e 69 73 2d 69 6e 76 65 72 74 65 64 2e 69 73 2d 6f 75 74 6c 69 6e 65 64 
3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 72 67 62 61 28 30 2c 30 2c 30 2c 2e 37 29 3b 63 
6f 6c 6f 72 3a 23 66 66 64 64 35 37 7d 2e 62 75 74 74 6f 6e 2e 69 73 2d 77 61 72 6e 69 6e 67 2e 69 73 2d 69 6e 76 65 7
2 74 65 64 2e 69 73 2d 6f 75 74 6c 69 6e 65 64 2e 69 73 2d 6c 6f 61 64 69 6e 67 2e 69 73 2d 66 6f 63 75 73 65 64 3a 61 
66 74 65 72 2c 2e 62 75 74 74 6f 6e 2e 69 73 2d 77 61 72 6e 69 6e 
Data Ascii: is-outlined.is-hovered,.button.is-warning.is-inverted.is-outlined:focus,.button.is-warning.is-inverted.is-ou
tlined:hover{background-color:rgba(0,0,0,.7);color:#ffdd57}.button.is-warning.is-inverted.is-outlined.is-loading.is-focu
sed:after,.button.is-warnin

2022-01-28 17:46:58 UTC 63 IN Data Raw: 72 2d 63 6f 6c 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 20 74 72 61 6e 73 70 61 72 65 6e 74 20 23 66 66 66 
20 23 66 66 66 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 62 75 74 74 6f 6e 2e 69 73 2d 64 61 6e 67 65 72 2e 69 73 2d 6f 75 
74 6c 69 6e 65 64 5b 64 69 73 61 62 6c 65 64 5d 2c 66 69 65 6c 64 73 65 74 5b 64 69 73 61 62 6c 65 64 5d 20 2e 62 75 
74 74 6f 6e 2e 69 73 2d 64 61 6e 67 65 72 2e 69 73 2d 6f 75 74 6c 69 6e 65 64 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 
6c 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 66 66 33 38 36 30 3b 2d 77 65 
62 6b 69 74 2d 62 6f 78 2d 73 68 61 64 6f 77 3a 6e 6f 6e 65 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 6e 6f 6e 65 3b 63 6f 6c 
6f 72 3a 23 66 66 33 38 36 30 7d 2e 62 75 74 74 6f 6e 2e 69 73 
Data Ascii: r-color:transparent transparent #fff #fff!important}.button.is-danger.is-outlined[disabled],fieldset[disabled] 
.button.is-danger.is-outlined{background-color:transparent;border-color:#ff3860;-webkit-box-shadow:none;box-shadow:no
ne;color:#ff3860}.button.is
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2022-01-28 17:46:58 UTC 76 IN Data Raw: 74 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 66 66 66 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 73 68 61 64 
6f 77 3a 6e 6f 6e 65 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 6e 6f 6e 65 3b 63 6f 6c 6f 72 3a 23 66 66 66 7d 2e 62 75 74 74 
6f 6e 2e 69 73 2d 64 61 6e 67 65 72 2e 69 73 2d 6c 69 67 68 74 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 
66 66 65 62 65 66 3b 63 6f 6c 6f 72 3a 23 64 62 30 30 32 63 7d 2e 62 75 74 74 6f 6e 2e 69 73 2d 64 61 6e 67 65 72 2e 69 
73 2d 6c 69 67 68 74 2e 69 73 2d 68 6f 76 65 72 65 64 2c 2e 62 75 74 74 6f 6e 2e 69 73 2d 64 61 6e 67 65 72 2e 69 73 
2d 6c 69 67 68 74 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 66 64 65 65 34 3b 62 6f 
72 64 65 72 2d 63 6f 6c 6f 72 3a 74 72 61 6e 73 70 61 72 65 
Data Ascii: t;border-color:#fff;-webkit-box-shadow:none;box-shadow:none;color:#fff}.button.is-danger.is-light{background-
color:#ffebef;color:#db002c}.button.is-danger.is-light.is-hovered,.button.is-danger.is-light:hover{background-color:#ff
dee4;border-color:transpare

2022-01-28 17:46:58 UTC 92 IN Data Raw: 69 76 65 3a 3a 2d 6d 6f 7a 2d 70 72 6f 67 72 65 73 73 2d 62 61 72 2c 2e 70 72 6f 67 72 65 73 73 2e 69 73 2d 
64 61 6e 67 65 72 3a 3a 2d 6d 6f 7a 2d 70 72 6f 67 72 65 73 73 2d 62 61 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 
6f 72 3a 23 66 66 33 38 36 30 7d 2e 69 73 2d 64 61 6e 67 65 72 2e 70 72 6f 67 72 65 73 73 2d 77 72 61 70 70 65 72 2e 
69 73 2d 6e 6f 74 2d 6e 61 74 69 76 65 3a 3a 2d 6d 73 2d 66 69 6c 6c 2c 2e 70 72 6f 67 72 65 73 73 2e 69 73 2d 64 61 
6e 67 65 72 3a 3a 2d 6d 73 2d 66 69 6c 6c 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 66 33 38 36 30 7d 
2e 69 73 2d 64 61 6e 67 65 72 2e 70 72 6f 67 72 65 73 73 2d 77 72 61 70 70 65 72 2e 69 73 2d 6e 6f 74 2d 6e 61 74 69 7
6 65 3a 69 6e 64 65 74 65 72 6d 69 6e 61 74 65 2c 2e 70 72 6f 67 
Data Ascii: ive::-moz-progress-bar,.progress.is-danger::-moz-progress-bar{background-color:#ff3860}.is-danger.progress-
wrapper.is-not-native::-ms-fill,.progress.is-danger::-ms-fill{background-color:#ff3860}.is-danger.progress-wrapper.is-not-
native:indeterminate,.prog

2022-01-28 17:46:58 UTC 93 IN Data Raw: 20 30 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 72 65 70 65 61 74 3a 6e 6f 2d 72 65 70 65 61 74 3b 62 61 63 6b 67 
72 6f 75 6e 64 2d 73 69 7a 65 3a 31 35 30 25 20 31 35 30 25 7d 2e 70 72 6f 67 72 65 73 73 2d 77 72 61 70 70 65 72 2e 
69 73 2d 6e 6f 74 2d 6e 61 74 69 76 65 3a 69 6e 64 65 74 65 72 6d 69 6e 61 74 65 3a 3a 2d 77 65 62 6b 69 74 2d 70 72 
6f 67 72 65 73 73 2d 62 61 72 2c 2e 70 72 6f 67 72 65 73 73 3a 69 6e 64 65 74 65 72 6d 69 6e 61 74 65 3a 3a 2d 77 65 6
2 6b 69 74 2d 70 72 6f 67 72 65 73 73 2d 62 61 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 74 72 61 6e 73 
70 61 72 65 6e 74 7d 2e 70 72 6f 67 72 65 73 73 2d 77 72 61 70 70 65 72 2e 69 73 2d 6e 6f 74 2d 6e 61 74 69 76 65 3a 
69 6e 64 65 74 65 72 6d 69 6e 61 74 65 3a 3a 2d 6d 6f 7a 2d 70 72 6f 
Data Ascii:  0;background-repeat:no-repeat;background-size:150% 150%}.progress-wrapper.is-not-native:indeterminate::-
webkit-progress-bar,.progress:indeterminate::-webkit-progress-bar{background-color:transparent}.progress-wrapper.is-
not-native:indeterminate::-moz-pro

2022-01-28 17:46:58 UTC 122 IN Data Raw: 2d 70 72 69 6d 61 72 79 2e 69 6e 70 75 74 2c 2e 69 73 2d 70 72 69 6d 61 72 79 2e 74 65 78 74 61 72 65 61 
2c 2e 74 61 67 69 6e 70 75 74 20 2e 69 73 2d 70 72 69 6d 61 72 79 2e 74 61 67 69 6e 70 75 74 2d 63 6f 6e 74 61 69 6e 
65 72 2e 69 73 2d 66 6f 63 75 73 61 62 6c 65 7b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 66 32 36 37 32 31 7d 2e 69 73 
2d 70 72 69 6d 61 72 79 2e 69 6e 70 75 74 3a 61 63 74 69 76 65 2c 2e 69 73 2d 70 72 69 6d 61 72 79 2e 69 6e 70 75 74 
3a 66 6f 63 75 73 2c 2e 69 73 2d 70 72 69 6d 61 72 79 2e 69 73 2d 61 63 74 69 76 65 2e 69 6e 70 75 74 2c 2e 69 73 2d 
70 72 69 6d 61 72 79 2e 69 73 2d 61 63 74 69 76 65 2e 74 65 78 74 61 72 65 61 2c 2e 69 73 2d 70 72 69 6d 61 72 79 2e 
69 73 2d 66 6f 63 75 73 65 64 2e 69 6e 70 75 74 2c 2e 69 73 2d 70 72 69 
Data Ascii: -primary.input,.is-primary.textarea,.taginput .is-primary.taginput-container.is-focusable{border-color:#f267
21}.is-primary.input:active,.is-primary.input:focus,.is-primary.is-active.input,.is-primary.is-active.textarea,.is-primary.is-focu
sed.input,.is-pri

2022-01-28 17:46:58 UTC 138 IN Data Raw: 73 2d 64 61 6e 67 65 72 2e 69 73 2d 66 6f 63 75 73 65 64 20 2e 66 69 6c 65 2d 63 74 61 2c 2e 66 69 6c 65 
2e 69 73 2d 64 61 6e 67 65 72 3a 66 6f 63 75 73 20 2e 66 69 6c 65 2d 63 74 61 7b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 
74 72 61 6e 73 70 61 72 65 6e 74 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 2e 35 65 6d 
20 72 67 62 61 28 32 35 35 2c 35 36 2c 39 36 2c 2e 32 35 29 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 2e 35 65 6
d 20 72 67 62 61 28 32 35 35 2c 35 36 2c 39 36 2c 2e 32 35 29 3b 63 6f 6c 6f 72 3a 23 66 66 66 7d 2e 66 69 6c 65 2e 69 
73 2d 64 61 6e 67 65 72 2e 69 73 2d 61 63 74 69 76 65 20 2e 66 69 6c 65 2d 63 74 61 2c 2e 66 69 6c 65 2e 69 73 2d 64 
61 6e 67 65 72 3a 61 63 74 69 76 65 20 2e 66 69 6c 65 2d 63 74 61 7b 
Data Ascii: s-danger.is-focused .file-cta,.file.is-danger:focus .file-cta{border-color:transparent;-webkit-box-shadow:0 0 .5em 
rgba(255,56,96,.25);box-shadow:0 0 .5em rgba(255,56,96,.25);color:#fff}.file.is-danger.is-active .file-cta,.file.is-danger:
active .file-cta{

2022-01-28 17:46:58 UTC 138 IN Data Raw: 72 65 6d 7d 2e 66 69 6c 65 2e 69 73 2d 6c 61 72 67 65 20 2e 66 69 6c 65 2d 69 63 6f 6e 20 2e 66 61 7b 66 6f 
6e 74 2d 73 69 7a 65 3a 32 38 70 78 7d 2e 66 69 6c 65 2e 68 61 73 2d 6e 61 6d 65 20 2e 66 69 6c 65 2d 63 74 61 7b 62 
6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 72 69 67 68 74 2d 72 61 64 69 75 73 3a 30 3b 62 6f 72 64 65 72 2d 74 6f 70 2d 72 
69 67 68 74 2d 72 61 64 69 75 73 3a 30 7d 2e 66 69 6c 65 2e 68 61 73 2d 6e 61 6d 65 20 2e 66 69 6c 65 2d 6e 61 6d 65 
7b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 6c 65 66 74 2d 72 61 64 69 75 73 3a 30 3b 62 6f 72 64 65 72 2d 74 6f 70 2d 
6c 65 66 74 2d 72 61 64 69 75 73 3a 30 7d 2e 66 69 6c 65 2e 68 61 73 2d 6e 61 6d 65 2e 69 73 2d 65 6d 70 74 79 20 2e 
66 69 6c 65 2d 63 74 61 7b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 
Data Ascii: rem}.file.is-large .file-icon .fa{font-size:28px}.file.has-name .file-cta{border-bottom-right-radius:0;border-top-righ
t-radius:0}.file.has-name .file-name{border-bottom-left-radius:0;border-top-left-radius:0}.file.has-name.is-empty .file-
cta{border-radius

2022-01-28 17:46:58 UTC 145 IN Data Raw: 65 74 63 68 3b 61 6c 69 67 6e 2d 69 74 65 6d 73 3a 73 74 72 65 74 63 68 3b 64 69 73 70 6c 61 79 3a 2d 77 
65 62 6b 69 74 2d 62 6f 78 3b 64 69 73 70 6c 61 79 3a 2d 6d 73 2d 66 6c 65 78 62 6f 78 3b 64 69 73 70 6c 61 79 3a 66 
6c 65 78 3b 63 75 72 73 6f 72 3a 70 6f 69 6e 74 65 72 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 70 61 63 6b 3a 73 74 61 7
2 74 3b 2d 6d 73 2d 66 6c 65 78 2d 70 61 63 6b 3a 73 74 61 72 74 3b 6a 75 73 74 69 66 79 2d 63 6f 6e 74 65 6e 74 3a 
66 6c 65 78 2d 73 74 61 72 74 3b 6f 76 65 72 66 6c 6f 77 3a 68 69 64 64 65 6e 3b 70 6f 73 69 74 69 6f 6e 3a 72 65 6c 61 
74 69 76 65 7d 2e 66 69 6c 65 2d 6c 61 62 65 6c 3a 68 6f 76 65 72 20 2e 66 69 6c 65 2d 63 74 61 7b 62 61 63 6b 67 72 
6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 65 65 65 3b 63 6f 6c 6f 72 3a 23 33 
Data Ascii: etch;align-items:stretch;display:-webkit-box;display:-ms-flexbox;display:flex;cursor:pointer;-webkit-box-pac
k:start;-ms-flex-pack:start;justify-content:flex-start;overflow:hidden;position:relative}.file-label:hover .file-cta{background-co
lor:#eee;color:#3

2022-01-28 17:46:58 UTC 185 IN Data Raw: 73 69 7a 69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 63 6c 65 61 72 3a 62 6f 74 68 3b 66 6f 6e 74 2d 73 69 
7a 65 3a 31 72 65 6d 3b 70 6f 73 69 74 69 6f 6e 3a 72 65 6c 61 74 69 76 65 3b 74 65 78 74 2d 61 6c 69 67 6e 3a 69 6e 
68 65 72 69 74 7d 2e 63 6f 6e 74 72 6f 6c 2e 68 61 73 2d 69 63 6f 6e 73 2d 6c 65 66 74 20 2e 69 6e 70 75 74 3a 66 6f 63 
75 73 7e 2e 69 63 6f 6e 2c 2e 63 6f 6e 74 72 6f 6c 2e 68 61 73 2d 69 63 6f 6e 73 2d 6c 65 66 74 20 2e 73 65 6c 65 63 74 
3a 66 6f 63 75 73 7e 2e 69 63 6f 6e 2c 2e 63 6f 6e 74 72 6f 6c 2e 68 61 73 2d 69 63 6f 6e 73 2d 72 69 67 68 74 20 2e 69 
6e 70 75 74 3a 66 6f 63 75 73 7e 2e 69 63 6f 6e 2c 2e 63 6f 6e 74 72 6f 6c 2e 68 61 73 2d 69 63 6f 6e 73 2d 72 69 67 68 
74 20 2e 73 65 6c 65 63 74 3a 66 6f 63 75 73 7e 2e 69 63 6f 
Data Ascii: sizing:border-box;clear:both;font-size:1rem;position:relative;text-align:inherit}.control.has-icons-left .in
put:focus~.icon,.control.has-icons-left .select:focus~.icon,.control.has-icons-right .input:focus~.icon,.control.has-icons-right 
.select:focus~.ico
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2022-01-28 17:46:58 UTC 214 IN Data Raw: 73 2d 6c 61 72 67 65 2b 2e 6d 65 64 69 61 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 31 2e 35 72 65 6d 3b 70 61 
64 64 69 6e 67 2d 74 6f 70 3a 31 2e 35 72 65 6d 7d 2e 6d 65 64 69 61 2d 6c 65 66 74 2c 2e 6d 65 64 69 61 2d 72 69 67 
68 74 7b 2d 6d 73 2d 66 6c 65 78 2d 70 72 65 66 65 72 72 65 64 2d 73 69 7a 65 3a 61 75 74 6f 3b 66 6c 65 78 2d 62 61 7
3 69 73 3a 61 75 74 6f 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 6d 73 2d 66 6c 65 78 2d 70 6f 73 
69 74 69 76 65 3a 30 3b 66 6c 65 78 2d 67 72 6f 77 3a 30 3b 2d 6d 73 2d 66 6c 65 78 2d 6e 65 67 61 74 69 76 65 3a 30 
3b 66 6c 65 78 2d 73 68 72 69 6e 6b 3a 30 7d 2e 6d 65 64 69 61 2d 6c 65 66 74 7b 6d 61 72 67 69 6e 2d 72 69 67 68 74 
3a 31 72 65 6d 7d 2e 6d 65 64 69 61 2d 72 69 67 68 74 7b 6d 61 72 67 69 
Data Ascii: s-large+.media{margin-top:1.5rem;padding-top:1.5rem}.media-left,.media-right{-ms-flex-preferred-size:auto;fl
ex-basis:auto;-webkit-box-flex:0;-ms-flex-positive:0;flex-grow:0;-ms-flex-negative:0;flex-shrink:0}.media-left{margin-ri
ght:1rem}.media-right{margi

2022-01-28 17:46:58 UTC 224 IN Data Raw: 6e 64 3e 61 2e 6e 61 76 62 61 72 2d 69 74 65 6d 2e 69 73 2d 61 63 74 69 76 65 2c 2e 6e 61 76 62 61 72 2e 
69 73 2d 6c 69 67 68 74 20 2e 6e 61 76 62 61 72 2d 62 72 61 6e 64 3e 61 2e 6e 61 76 62 61 72 2d 69 74 65 6d 3a 66 6f 
63 75 73 2c 2e 6e 61 76 62 61 72 2e 69 73 2d 6c 69 67 68 74 20 2e 6e 61 76 62 61 72 2d 62 72 61 6e 64 3e 61 2e 6e 61 
76 62 61 72 2d 69 74 65 6d 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 65 38 65 38 65 38 
3b 63 6f 6c 6f 72 3a 23 33 36 33 36 33 36 7d 2e 6e 61 76 62 61 72 2e 69 73 2d 6c 69 67 68 74 20 2e 6e 61 76 62 61 72 
2d 62 72 61 6e 64 20 2e 6e 61 76 62 61 72 2d 6c 69 6e 6b 3a 61 66 74 65 72 7b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 
33 36 33 36 33 36 7d 2e 6e 61 76 62 61 72 2e 69 73 2d 6c 69 67 68 74 
Data Ascii: nd>a.navbar-item.is-active,.navbar.is-light .navbar-brand>a.navbar-item:focus,.navbar.is-light .navbar-brand
>a.navbar-item:hover{background-color:#e8e8e8;color:#363636}.navbar.is-light .navbar-brand .navbar-link:after{border-
color:#363636}.navbar.is-light

2022-01-28 17:46:58 UTC 301 IN Data Raw: 61 2e 6e 61 76 62 61 72 2d 69 74 65 6d 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 
3a 23 31 31 38 66 65 34 3b 63 6f 6c 6f 72 3a 23 66 66 66 7d 2e 6e 61 76 62 61 72 2e 69 73 2d 69 6e 66 6f 20 2e 6e 61 
76 62 61 72 2d 62 72 61 6e 64 20 2e 6e 61 76 62 61 72 2d 6c 69 6e 6b 3a 61 66 74 65 72 7b 62 6f 72 64 65 72 2d 63 6f 
6c 6f 72 3a 23 66 66 66 7d 2e 6e 61 76 62 61 72 2e 69 73 2d 69 6e 66 6f 20 2e 6e 61 76 62 61 72 2d 62 75 72 67 65 72 7
b 63 6f 6c 6f 72 3a 23 66 66 66 7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 69 6e 2d 77 69 64 74 68 
3a 31 30 32 34 70 78 29 7b 2e 6e 61 76 62 61 72 2e 69 73 2d 69 6e 66 6f 20 2e 6e 61 76 62 61 72 2d 65 6e 64 20 2e 6e 
61 76 62 61 72 2d 6c 69 6e 6b 2c 2e 6e 61 76 62 61 72 2e 69 73 2d 69 
Data Ascii: a.navbar-item:hover{background-color:#118fe4;color:#fff}.navbar.is-info .navbar-brand .navbar-link:after{bor
der-color:#fff}.navbar.is-info .navbar-burger{color:#fff}@media screen and (min-width:1024px){.navbar.is-info .navbar-end 
.navbar-link,.navbar.is-i

2022-01-28 17:46:58 UTC 302 IN Data Raw: 73 2d 69 6e 66 6f 20 2e 6e 61 76 62 61 72 2d 65 6e 64 20 2e 6e 61 76 62 61 72 2d 6c 69 6e 6b 3a 61 66 74 65 
72 2c 2e 6e 61 76 62 61 72 2e 69 73 2d 69 6e 66 6f 20 2e 6e 61 76 62 61 72 2d 73 74 61 72 74 20 2e 6e 61 76 62 61 72 
2d 6c 69 6e 6b 3a 61 66 74 65 72 7b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 66 66 66 7d 2e 6e 61 76 62 61 72 2e 69 73 
2d 69 6e 66 6f 20 2e 6e 61 76 62 61 72 2d 69 74 65 6d 2e 68 61 73 2d 64 72 6f 70 64 6f 77 6e 2e 69 73 2d 61 63 74 69 
76 65 20 2e 6e 61 76 62 61 72 2d 6c 69 6e 6b 2c 2e 6e 61 76 62 61 72 2e 69 73 2d 69 6e 66 6f 20 2e 6e 61 76 62 61 72 2
d 69 74 65 6d 2e 68 61 73 2d 64 72 6f 70 64 6f 77 6e 3a 66 6f 63 75 73 20 2e 6e 61 76 62 61 72 2d 6c 69 6e 6b 2c 2e 6e 
61 76 62 61 72 2e 69 73 2d 69 6e 66 6f 20 2e 6e 61 76 62 61 72 2d 
Data Ascii: s-info .navbar-end .navbar-link:after,.navbar.is-info .navbar-start .navbar-link:after{border-color:#fff}.navbar.is-
info .navbar-item.has-dropdown.is-active .navbar-link,.navbar.is-info .navbar-item.has-dropdown:focus .navbar-li
nk,.navbar.is-info .navbar-

2022-01-28 17:46:58 UTC 318 IN Data Raw: 61 76 62 61 72 2d 66 69 78 65 64 2d 74 6f 70 2d 64 65 73 6b 74 6f 70 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 
34 2e 35 72 65 6d 7d 62 6f 64 79 2e 68 61 73 2d 6e 61 76 62 61 72 2d 66 69 78 65 64 2d 62 6f 74 74 6f 6d 2d 64 65 73 
6b 74 6f 70 2c 68 74 6d 6c 2e 68 61 73 2d 6e 61 76 62 61 72 2d 66 69 78 65 64 2d 62 6f 74 74 6f 6d 2d 64 65 73 6b 74 6f 
70 7b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 34 2e 35 72 65 6d 7d 62 6f 64 79 2e 68 61 73 2d 73 70 61 63 65 64 
2d 6e 61 76 62 61 72 2d 66 69 78 65 64 2d 74 6f 70 2c 68 74 6d 6c 2e 68 61 73 2d 73 70 61 63 65 64 2d 6e 61 76 62 61 7
2 2d 66 69 78 65 64 2d 74 6f 70 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 36 2e 35 72 65 6d 7d 62 6f 64 79 2e 68 61 73 2d 
73 70 61 63 65 64 2d 6e 61 76 62 61 72 2d 66 69 78 65 64 2d 62 6f 
Data Ascii: avbar-fixed-top-desktop{padding-top:4.5rem}body.has-navbar-fixed-bottom-desktop,html.has-navbar-fixed-
bottom-desktop{padding-bottom:4.5rem}body.has-spaced-navbar-fixed-top,html.has-spaced-navbar-fixed-top{padding-
top:6.5rem}body.has-spaced-navbar-fixed-bo

2022-01-28 17:46:58 UTC 347 IN Data Raw: 65 78 3a 30 3b 2d 6d 73 2d 66 6c 65 78 3a 6e 6f 6e 65 3b 66 6c 65 78 3a 6e 6f 6e 65 3b 77 69 64 74 68 3a 32 
35 25 7d 2e 63 6f 6c 75 6d 6e 2e 69 73 2d 6f 66 66 73 65 74 2d 33 2d 6d 6f 62 69 6c 65 7b 6d 61 72 67 69 6e 2d 6c 65 
66 74 3a 32 35 25 7d 2e 63 6f 6c 75 6d 6e 2e 69 73 2d 34 2d 6d 6f 62 69 6c 65 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 
6c 65 78 3a 30 3b 2d 6d 73 2d 66 6c 65 78 3a 6e 6f 6e 65 3b 66 6c 65 78 3a 6e 6f 6e 65 3b 77 69 64 74 68 3a 33 33 2e 
33 33 33 33 33 33 33 33 33 33 25 7d 2e 63 6f 6c 75 6d 6e 2e 69 73 2d 6f 66 66 73 65 74 2d 34 2d 6d 6f 62 69 6c 65 7b 6d 
61 72 67 69 6e 2d 6c 65 66 74 3a 33 33 2e 33 33 33 33 33 33 33 33 33 33 25 7d 2e 63 6f 6c 75 6d 6e 2e 69 73 2d 35 2d 
6d 6f 62 69 6c 65 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 
Data Ascii: ex:0;-ms-flex:none;flex:none;width:25%}.column.is-offset-3-mobile{margin-left:25%}.column.is-4-mobile{-webki
t-box-flex:0;-ms-flex:none;flex:none;width:33.3333333333%}.column.is-offset-4-mobile{margin-left:33.3333333333
%}.column.is-5-mobile{-webkit-box-fle

2022-01-28 17:46:58 UTC 363 IN Data Raw: 6c 65 78 3a 6e 6f 6e 65 3b 66 6c 65 78 3a 6e 6f 6e 65 3b 77 69 64 74 68 3a 31 36 2e 36 36 36 36 36 36 36 36 
36 37 25 7d 2e 63 6f 6c 75 6d 6e 2e 69 73 2d 6f 66 66 73 65 74 2d 32 2d 66 75 6c 6c 68 64 7b 6d 61 72 67 69 6e 2d 6c 
65 66 74 3a 31 36 2e 36 36 36 36 36 36 36 36 36 37 25 7d 2e 63 6f 6c 75 6d 6e 2e 69 73 2d 33 2d 66 75 6c 6c 68 64 7b 
2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 6d 73 2d 66 6c 65 78 3a 6e 6f 6e 65 3b 66 6c 65 78 3a 6e 6
f 6e 65 3b 77 69 64 74 68 3a 32 35 25 7d 2e 63 6f 6c 75 6d 6e 2e 69 73 2d 6f 66 66 73 65 74 2d 33 2d 66 75 6c 6c 68 64 
7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 32 35 25 7d 2e 63 6f 6c 75 6d 6e 2e 69 73 2d 34 2d 66 75 6c 6c 68 64 7b 2d 77 
65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 6d 73 2d 66 6c 
Data Ascii: lex:none;flex:none;width:16.6666666667%}.column.is-offset-2-fullhd{margin-left:16.6666666667%}.column.is-
3-fullhd{-webkit-box-flex:0;-ms-flex:none;flex:none;width:25%}.column.is-offset-3-fullhd{margin-left:25%}.column.is-4-fullh
d{-webkit-box-flex:0;-ms-fl

2022-01-28 17:46:58 UTC 364 IN Data Raw: 6e 65 3b 66 6c 65 78 3a 6e 6f 6e 65 3b 77 69 64 74 68 3a 35 30 25 7d 2e 63 6f 6c 75 6d 6e 2e 69 73 2d 6f 66 
66 73 65 74 2d 36 2d 66 75 6c 6c 68 64 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 35 30 25 7d 2e 63 6f 6c 75 6d 6e 2e 69 
73 2d 37 2d 66 75 6c 6c 68 64 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 6d 73 2d 66 6c 65 78 3a 
6e 6f 6e 65 3b 66 6c 65 78 3a 6e 6f 6e 65 3b 77 69 64 74 68 3a 35 38 2e 33 33 33 33 33 33 33 33 33 33 25 7d 2e 63 6f 6
c 75 6d 6e 2e 69 73 2d 6f 66 66 73 65 74 2d 37 2d 66 75 6c 6c 68 64 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 35 38 2e 33 
33 33 33 33 33 33 33 33 33 25 7d 2e 63 6f 6c 75 6d 6e 2e 69 73 2d 38 2d 66 75 6c 6c 68 64 7b 2d 77 65 62 6b 69 74 2d 
62 6f 78 2d 66 6c 65 78 3a 30 3b 2d 6d 73 2d 66 6c 65 78 3a 6e 6f 6e 
Data Ascii: ne;flex:none;width:50%}.column.is-offset-6-fullhd{margin-left:50%}.column.is-7-fullhd{-webkit-box-flex:0;-ms-
flex:none;flex:none;width:58.3333333333%}.column.is-offset-7-fullhd{margin-left:58.3333333333%}.column.is-8-fullhd{-
webkit-box-flex:0;-ms-flex:non
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2022-01-28 17:46:58 UTC 380 IN Data Raw: 6f 72 3a 23 33 36 33 36 33 36 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 68 61 73 2d 74 65 78 74 2d 67 72 65 79 2d 
64 61 72 6b 7b 63 6f 6c 6f 72 3a 23 34 61 34 61 34 61 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 68 61 73 2d 62 61 63 6b 67 
72 6f 75 6e 64 2d 67 72 65 79 2d 64 61 72 6b 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 34 61 34 61 34 61 
21 69 6d 70 6f 72 74 61 6e 74 7d 2e 68 61 73 2d 74 65 78 74 2d 67 72 65 79 7b 63 6f 6c 6f 72 3a 23 37 61 37 61 37 61 
21 69 6d 70 6f 72 74 61 6e 74 7d 2e 68 61 73 2d 62 61 63 6b 67 72 6f 75 6e 64 2d 67 72 65 79 7b 62 61 63 6b 67 72 6f 7
5 6e 64 2d 63 6f 6c 6f 72 3a 23 37 61 37 61 37 61 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 68 61 73 2d 74 65 78 74 2d 67 72 
65 79 2d 6c 69 67 68 74 7b 63 6f 6c 6f 72 3a 23 62 35 62 35 62 35 
Data Ascii: or:#363636!important}.has-text-grey-dark{color:#4a4a4a!important}.has-background-grey-dark{background-
color:#4a4a4a!important}.has-text-grey{color:#7a7a7a!important}.has-background-grey{background-color:#7a7a
7a!important}.has-text-grey-light{color:#b5b5b5

2022-01-28 17:46:58 UTC 390 IN Data Raw: 72 74 61 6e 74 7d 2e 69 73 2d 73 69 7a 65 2d 34 2d 6d 6f 62 69 6c 65 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 
35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 69 73 2d 73 69 7a 65 2d 35 2d 6d 6f 62 69 6c 65 7b 66 6f 6e 74 2d 73 
69 7a 65 3a 31 2e 32 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 69 73 2d 73 69 7a 65 2d 36 2d 6d 6f 62 69 6c 65 
7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 69 73 2d 73 69 7a 65 2d 37 2d 6d 6f 6
2 69 6c 65 7b 66 6f 6e 74 2d 73 69 7a 65 3a 2e 37 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 7d 40 6d 65 64 69 61 20 
70 72 69 6e 74 2c 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 69 6e 2d 77 69 64 74 68 3a 37 36 39 70 78 29 7b 2e 69 73 2d 
73 69 7a 65 2d 31 2d 74 61 62 6c 65 74 7b 66 6f 6e 74 2d 73 69 7a 65 
Data Ascii: rtant}.is-size-4-mobile{font-size:1.5rem!important}.is-size-5-mobile{font-size:1.25rem!important}.is-size-6-
mobile{font-size:1rem!important}.is-size-7-mobile{font-size:.75rem!important}}@media print,screen and (min-width:769px){
.is-size-1-tablet{font-size

2022-01-28 17:46:58 UTC 395 IN Data Raw: 7b 74 65 78 74 2d 61 6c 69 67 6e 3a 6c 65 66 74 21 69 6d 70 6f 72 74 61 6e 74 7d 7d 40 6d 65 64 69 61 20 73 
63 72 65 65 6e 20 61 6e 64 20 28 6d 69 6e 2d 77 69 64 74 68 3a 31 30 32 34 70 78 29 7b 2e 68 61 73 2d 74 65 78 74 2d 
6c 65 66 74 2d 64 65 73 6b 74 6f 70 7b 74 65 78 74 2d 61 6c 69 67 6e 3a 6c 65 66 74 21 69 6d 70 6f 72 74 61 6e 74 7d 
7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 69 6e 2d 77 69 64 74 68 3a 31 30 32 34 70 78 29 61 6e 
64 20 28 6d 61 78 2d 77 69 64 74 68 3a 31 32 31 35 70 78 29 7b 2e 68 61 73 2d 74 65 78 74 2d 6c 65 66 74 2d 64 65 73 
6b 74 6f 70 2d 6f 6e 6c 79 7b 74 65 78 74 2d 61 6c 69 67 6e 3a 6c 65 66 74 21 69 6d 70 6f 72 74 61 6e 74 7d 7d 40 6d 65 
64 69 61 20 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 69 6e 2d 77 69 64 
Data Ascii: {text-align:left!important}}@media screen and (min-width:1024px){.has-text-left-desktop{text-align:left!impo
rtant}}@media screen and (min-width:1024px)and (max-width:1215px){.has-text-left-desktop-only{text-align:left!important}
}@media screen and (min-wid

2022-01-28 17:46:58 UTC 411 IN Data Raw: 6f 2e 69 73 2d 70 72 69 6d 61 72 79 20 73 74 72 6f 6e 67 7b 63 6f 6c 6f 72 3a 69 6e 68 65 72 69 74 7d 2e 68 
65 72 6f 2e 69 73 2d 70 72 69 6d 61 72 79 20 2e 74 69 74 6c 65 7b 63 6f 6c 6f 72 3a 23 66 66 66 7d 2e 68 65 72 6f 2e 69 
73 2d 70 72 69 6d 61 72 79 20 2e 73 75 62 74 69 74 6c 65 7b 63 6f 6c 6f 72 3a 68 73 6c 61 28 30 2c 30 25 2c 31 30 30 
25 2c 2e 39 29 7d 2e 68 65 72 6f 2e 69 73 2d 70 72 69 6d 61 72 79 20 2e 73 75 62 74 69 74 6c 65 20 61 3a 6e 6f 74 28 
2e 62 75 74 74 6f 6e 29 2c 2e 68 65 72 6f 2e 69 73 2d 70 72 69 6d 61 72 79 20 2e 73 75 62 74 69 74 6c 65 20 73 74 72 6f 
6e 67 7b 63 6f 6c 6f 72 3a 23 66 66 66 7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 61 78 2d 77 69 6
4 74 68 3a 31 30 32 33 70 78 29 7b 2e 68 65 72 6f 2e 69 73 2d 70 
Data Ascii: o.is-primary strong{color:inherit}.hero.is-primary .title{color:#fff}.hero.is-primary .subtitle{color:hsla(0,0%,100%,.
9)}.hero.is-primary .subtitle a:not(.button),.hero.is-primary .subtitle strong{color:#fff}@media screen and (max-width:1
023px){.hero.is-p

2022-01-28 17:46:58 UTC 412 IN Data Raw: 2c 23 66 39 39 36 33 34 29 7d 7d 2e 68 65 72 6f 2e 69 73 2d 6c 69 6e 6b 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 
63 6f 6c 6f 72 3a 23 66 32 36 37 32 31 3b 63 6f 6c 6f 72 3a 23 66 66 66 7d 2e 68 65 72 6f 2e 69 73 2d 6c 69 6e 6b 20 61 
3a 6e 6f 74 28 2e 62 75 74 74 6f 6e 29 3a 6e 6f 74 28 2e 64 72 6f 70 64 6f 77 6e 2d 69 74 65 6d 29 3a 6e 6f 74 28 2e 74 
61 67 29 3a 6e 6f 74 28 2e 70 61 67 69 6e 61 74 69 6f 6e 2d 6c 69 6e 6b 2e 69 73 2d 63 75 72 72 65 6e 74 29 2c 2e 68 
65 72 6f 2e 69 73 2d 6c 69 6e 6b 20 73 74 72 6f 6e 67 7b 63 6f 6c 6f 72 3a 69 6e 68 65 72 69 74 7d 2e 68 65 72 6f 2e 69 
73 2d 6c 69 6e 6b 20 2e 74 69 74 6c 65 7b 63 6f 6c 6f 72 3a 23 66 66 66 7d 2e 68 65 72 6f 2e 69 73 2d 6c 69 6e 6b 20 2e 
73 75 62 74 69 74 6c 65 7b 63 6f 6c 6f 72 3a 68 73 6c 61 28 
Data Ascii: ,#f99634)}}.hero.is-link{background-color:#f26721;color:#fff}.hero.is-link a:not(.button):not(.dropdown-item
):not(.tag):not(.pagination-link.is-current),.hero.is-link strong{color:inherit}.hero.is-link .title{color:#fff}.hero.is-link .sub
title{color:hsla(

2022-01-28 17:46:58 UTC 416 IN Data Raw: 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 37 36 38 70 78 29 7b 2e 68 65 72 6f 2e 
69 73 2d 73 75 63 63 65 73 73 2e 69 73 2d 62 6f 6c 64 20 2e 6e 61 76 62 61 72 2d 6d 65 6e 75 7b 62 61 63 6b 67 72 6f 
75 6e 64 2d 69 6d 61 67 65 3a 6c 69 6e 65 61 72 2d 67 72 61 64 69 65 6e 74 28 31 34 31 64 65 67 2c 23 31 32 61 66 32 
66 2c 23 32 33 64 31 36 30 20 37 31 25 2c 23 32 63 65 32 38 61 29 7d 7d 2e 68 65 72 6f 2e 69 73 2d 77 61 72 6e 69 6e 
67 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 66 64 64 35 37 3b 63 6f 6c 6f 72 3a 72 67 62 61 28 30 2c 
30 2c 30 2c 2e 37 29 7d 2e 68 65 72 6f 2e 69 73 2d 77 61 72 6e 69 6e 67 20 61 3a 6e 6f 74 28 2e 62 75 74 74 6f 6e 29 
3a 6e 6f 74 28 2e 64 72 6f 70 64 6f 77 6e 2d 69 74 65 6d 29 3a 6e 6f 74 
Data Ascii: screen and (max-width:768px){.hero.is-success.is-bold .navbar-menu{background-image:linear-gradien
t(141deg,#12af2f,#23d160 71%,#2ce28a)}}.hero.is-warning{background-color:#ffdd57;color:rgba(0,0,0,.7)}.hero.is-warning 
a:not(.button):not(.dropdown-item):not

2022-01-28 17:46:58 UTC 421 IN Data Raw: 65 6e 20 61 6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 37 36 38 70 78 29 7b 2e 68 65 72 6f 2d 62 75 74 74 6f 
6e 73 20 2e 62 75 74 74 6f 6e 7b 64 69 73 70 6c 61 79 3a 2d 77 65 62 6b 69 74 2d 62 6f 78 3b 64 69 73 70 6c 61 79 3a 
2d 6d 73 2d 66 6c 65 78 62 6f 78 3b 64 69 73 70 6c 61 79 3a 66 6c 65 78 7d 2e 68 65 72 6f 2d 62 75 74 74 6f 6e 73 20 2e 
62 75 74 74 6f 6e 3a 6e 6f 74 28 3a 6c 61 73 74 2d 63 68 69 6c 64 29 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 2e 37 
35 72 65 6d 7d 7d 40 6d 65 64 69 61 20 70 72 69 6e 74 2c 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 69 6e 2d 77 69 64 74 
68 3a 37 36 39 70 78 29 7b 2e 68 65 72 6f 2d 62 75 74 74 6f 6e 73 7b 64 69 73 70 6c 61 79 3a 2d 77 65 62 6b 69 74 2d 6
2 6f 78 3b 64 69 73 70 6c 61 79 3a 2d 6d 73 2d 66 6c 65 78 62 6f 
Data Ascii: en and (max-width:768px){.hero-buttons .button{display:-webkit-box;display:-ms-flexbox;display:flex}.hero-bu
ttons .button:not(:last-child){margin-bottom:.75rem}}@media print,screen and (min-width:769px){.hero-buttons{display:-we
bkit-box;display:-ms-flexbo

2022-01-28 17:46:58 UTC 437 IN Data Raw: 6e 6f 2d 72 65 70 65 61 74 20 35 30 25 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 33 36 33 36 33 36 7d 2e 
62 2d 63 68 65 63 6b 62 6f 78 2e 63 68 65 63 6b 62 6f 78 20 69 6e 70 75 74 5b 74 79 70 65 3d 63 68 65 63 6b 62 6f 78 
5d 3a 69 6e 64 65 74 65 72 6d 69 6e 61 74 65 2b 2e 63 68 65 63 6b 2e 69 73 2d 70 72 69 6d 61 72 79 7b 62 61 63 6b 67 
72 6f 75 6e 64 3a 23 66 32 36 37 32 31 20 75 72 6c 28 22 64 61 74 61 3a 69 6d 61 67 65 2f 73 76 67 2b 78 6d 6c 3b 63 6
8 61 72 73 65 74 3d 75 74 66 2d 38 2c 25 33 43 73 76 67 20 78 6d 6c 6e 73 3d 27 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 
2e 6f 72 67 2f 32 30 30 30 2f 73 76 67 27 20 76 69 65 77 42 6f 78 3d 27 30 20 30 20 31 20 31 27 25 33 45 25 33 43 70 61 
74 68 20 66 69 6c 6c 3d 27 25 32 33 66 66 66 27 20 64 3d 27 4d 2e 
Data Ascii: no-repeat 50%;border-color:#363636}.b-checkbox.checkbox input[type=checkbox]:indeterminate+.check.is-
primary{background:#f26721 url("data:image/svg+xml;charset=utf-8,%3Csvg xmlns='http://www.w3.org/2000/svg' 
viewBox='0 0 1 1'%3E%3Cpath fill='%23fff' d='M.

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 70 of 98



2022-01-28 17:46:58 UTC 437 IN Data Raw: 61 74 61 3a 69 6d 61 67 65 2f 73 76 67 2b 78 6d 6c 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 2c 25 33 43 73 
76 67 20 78 6d 6c 6e 73 3d 27 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76 67 27 20 76 69 
65 77 42 6f 78 3d 27 30 20 30 20 31 20 31 27 25 33 45 25 33 43 70 61 74 68 20 66 69 6c 6c 3d 27 25 32 33 66 66 66 27 
20 64 3d 27 4d 2e 31 35 2e 34 68 2e 37 76 2e 32 68 2d 2e 37 7a 27 2f 25 33 45 25 33 43 2f 73 76 67 25 33 45 22 29 20 
6e 6f 2d 72 65 70 65 61 74 20 35 30 25 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 32 33 64 31 36 30 7d 2e 62 2d 63 68 
65 63 6b 62 6f 78 2e 63 68 65 63 6b 62 6f 78 20 69 6e 70 75 74 5b 74 79 70 65 3d 63 68 65 63 6b 62 6f 78 5d 3a 69 6e 6
4 65 74 65 72 6d 69 6e 61 74 65 2b 2e 63 68 65 63 6b 2e 69 73 2d 
Data Ascii: ata:image/svg+xml;charset=utf-8,%3Csvg xmlns='http://www.w3.org/2000/svg' viewBox='0 0 1 1'%3E%3Cpath 
fill='%23fff' d='M.15.4h.7v.2h-.7z'/%3E%3C/svg%3E") no-repeat 50%;border-color:#23d160}.b-checkbox.checkbox input[ty
pe=checkbox]:indeterminate+.check.is-

2022-01-28 17:46:58 UTC 490 IN Data Raw: 3a 23 66 66 66 3b 63 6f 6c 6f 72 3a 23 30 61 30 61 30 61 7d 2e 62 2d 63 6c 6f 63 6b 70 69 63 6b 65 72 2e 69 
73 2d 77 68 69 74 65 20 2e 62 2d 63 6c 6f 63 6b 70 69 63 6b 65 72 2d 66 61 63 65 3a 61 66 74 65 72 7b 62 61 63 6b 67 
72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 66 66 7d 2e 62 2d 63 6c 6f 63 6b 70 69 63 6b 65 72 2e 69 73 2d 77 68 69 74 65 
20 2e 62 2d 63 6c 6f 63 6b 70 69 63 6b 65 72 2d 66 61 63 65 2d 68 61 6e 64 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 
6c 6f 72 3a 23 66 66 66 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 66 66 66 7d 2e 62 2d 63 6c 6f 63 6b 70 69 63 6b 65 
72 2e 69 73 2d 77 68 69 74 65 20 2e 62 2d 63 6c 6f 63 6b 70 69 63 6b 65 72 2d 66 61 63 65 2d 6e 75 6d 62 65 72 2e 61 
63 74 69 76 65 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 
Data Ascii: :#fff;color:#0a0a0a}.b-clockpicker.is-white .b-clockpicker-face:after{background-color:#fff}.b-clockpicker.is-
white .b-clockpicker-face-hand{background-color:#fff;border-color:#fff}.b-clockpicker.is-white .b-clockpicker-face-num
ber.active{background-color

2022-01-28 17:46:58 UTC 502 IN Data Raw: 2e 64 61 74 65 70 69 63 6b 65 72 2d 74 61 62 6c 65 20 2e 64 61 74 65 70 69 63 6b 65 72 2d 62 6f 64 79 20 2e 
64 61 74 65 70 69 63 6b 65 72 2d 63 65 6c 6c 2e 69 73 2d 77 65 65 6b 2d 6e 75 6d 62 65 72 7b 63 75 72 73 6f 72 3a 64 
65 66 61 75 6c 74 7d 2e 64 61 74 65 70 69 63 6b 65 72 20 2e 64 61 74 65 70 69 63 6b 65 72 2d 74 61 62 6c 65 20 2e 64 
61 74 65 70 69 63 6b 65 72 2d 62 6f 64 79 2e 68 61 73 2d 65 76 65 6e 74 73 20 2e 64 61 74 65 70 69 63 6b 65 72 2d 63 
65 6c 6c 7b 70 61 64 64 69 6e 67 3a 2e 33 72 65 6d 20 2e 37 35 72 65 6d 20 2e 37 35 72 65 6d 7d 2e 64 61 74 65 70 69 
63 6b 65 72 20 2e 64 61 74 65 70 69 63 6b 65 72 2d 74 61 62 6c 65 20 2e 64 61 74 65 70 69 63 6b 65 72 2d 62 6f 64 79 
2e 68 61 73 2d 65 76 65 6e 74 73 20 2e 64 61 74 65 70 69 63 6b 65 72 2d 
Data Ascii: .datepicker-table .datepicker-body .datepicker-cell.is-week-number{cursor:default}.datepicker .datepicker-table 
.datepicker-body.has-events .datepicker-cell{padding:.3rem .75rem .75rem}.datepicker .datepicker-table .datepicker-b
ody.has-events .datepicker-

2022-01-28 17:46:58 UTC 515 IN Data Raw: 6f 61 74 69 6e 67 2d 6c 61 62 65 6c 2e 68 61 73 2d 6e 75 6d 62 65 72 69 6e 70 75 74 2d 63 6f 6d 70 61 63 74 
2e 68 61 73 2d 6e 75 6d 62 65 72 69 6e 70 75 74 2d 69 73 2d 6d 65 64 69 75 6d 20 2e 6c 61 62 65 6c 7b 6d 61 72 67 69 
6e 2d 6c 65 66 74 3a 32 2e 38 31 32 35 72 65 6d 7d 2e 66 69 65 6c 64 2e 69 73 2d 66 6c 6f 61 74 69 6e 67 2d 69 6e 2d 
6c 61 62 65 6c 2e 68 61 73 2d 6e 75 6d 62 65 72 69 6e 70 75 74 2d 63 6f 6d 70 61 63 74 2e 68 61 73 2d 6e 75 6d 62 65 
72 69 6e 70 75 74 2d 69 73 2d 6c 61 72 67 65 20 2e 6c 61 62 65 6c 2c 2e 66 69 65 6c 64 2e 69 73 2d 66 6c 6f 61 74 69 
6e 67 2d 6c 61 62 65 6c 2e 68 61 73 2d 6e 75 6d 62 65 72 69 6e 70 75 74 2d 63 6f 6d 70 61 63 74 2e 68 61 73 2d 6e 75 
6d 62 65 72 69 6e 70 75 74 2d 69 73 2d 6c 61 72 67 65 20 2e 6c 61 62 65 
Data Ascii: oating-label.has-numberinput-compact.has-numberinput-is-medium .label{margin-left:2.8125rem}.field.is-floati
ng-in-label.has-numberinput-compact.has-numberinput-is-large .label,.field.is-floating-label.has-numberinput-compact.has-
numberinput-is-large .labe

2022-01-28 17:46:58 UTC 637 IN Data Raw: 72 6f 6b 65 3a 63 75 72 72 65 6e 74 43 6f 6c 6f 72 3b 70 6f 69 6e 74 65 72 2d 65 76 65 6e 74 73 3a 6e 6f 6e 
65 3b 77 69 64 74 68 3a 61 75 74 6f 3b 68 65 69 67 68 74 3a 61 75 74 6f 7d 2e 62 2d 69 6d 61 67 65 2d 77 72 61 70 70 
65 72 3e 69 6d 67 7b 2d 6f 2d 6f 62 6a 65 63 74 2d 66 69 74 3a 63 6f 76 65 72 3b 6f 62 6a 65 63 74 2d 66 69 74 3a 63 6f 
76 65 72 7d 2e 62 2d 69 6d 61 67 65 2d 77 72 61 70 70 65 72 3e 69 6d 67 2e 68 61 73 2d 72 61 74 69 6f 2c 2e 62 2d 69 
6d 61 67 65 2d 77 72 61 70 70 65 72 3e 69 6d 67 2e 70 6c 61 63 65 68 6f 6c 64 65 72 7b 68 65 69 67 68 74 3a 31 30 30 2
5 3b 77 69 64 74 68 3a 31 30 30 25 7d 2e 62 2d 69 6d 61 67 65 2d 77 72 61 70 70 65 72 3e 69 6d 67 2e 70 6c 61 63 65 
68 6f 6c 64 65 72 7b 2d 77 65 62 6b 69 74 2d 66 69 6c 74 65 72 3a 62 
Data Ascii: roke:currentColor;pointer-events:none;width:auto;height:auto}.b-image-wrapper>img{-o-object-fit:cover;object-
fit:cover}.b-image-wrapper>img.has-ratio,.b-image-wrapper>img.placeholder{height:100%;width:100%}.b-image-wra
pper>img.placeholder{-webkit-filter:b

2022-01-28 17:46:58 UTC 641 IN Data Raw: 63 65 73 20 2e 73 6e 61 63 6b 62 61 72 20 2e 61 63 74 69 6f 6e 2e 69 73 2d 73 75 63 63 65 73 73 20 2e 62 
75 74 74 6f 6e 7b 63 6f 6c 6f 72 3a 23 32 33 64 31 36 30 7d 2e 6e 6f 74 69 63 65 73 20 2e 73 6e 61 63 6b 62 61 72 20 2e 
61 63 74 69 6f 6e 2e 69 73 2d 77 61 72 6e 69 6e 67 20 2e 62 75 74 74 6f 6e 7b 63 6f 6c 6f 72 3a 23 66 66 64 64 35 37 7d 
2e 6e 6f 74 69 63 65 73 20 2e 73 6e 61 63 6b 62 61 72 20 2e 61 63 74 69 6f 6e 2e 69 73 2d 64 61 6e 67 65 72 20 2e 62 
75 74 74 6f 6e 7b 63 6f 6c 6f 72 3a 23 66 66 33 38 36 30 7d 40 6d 65 64 69 61 20 73 63 72 65 65 6e 20 61 6e 64 20 28 6
d 61 78 2d 77 69 64 74 68 3a 37 36 38 70 78 29 7b 2e 6e 6f 74 69 63 65 73 20 2e 73 6e 61 63 6b 62 61 72 7b 77 69 64 
74 68 3a 31 30 30 25 3b 6d 61 72 67 69 6e 3a 30 3b 62 6f 72 64 65 72 
Data Ascii: ces .snackbar .action.is-success .button{color:#23d160}.notices .snackbar .action.is-warning .button{color:#
ffdd57}.notices .snackbar .action.is-danger .button{color:#ff3860}@media screen and (max-width:768px){.notices 
.snackbar{width:100%;margin:0;border

2022-01-28 17:46:58 UTC 657 IN Data Raw: 78 74 2e 69 73 2d 6d 65 64 69 75 6d 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 72 65 6d 7d 2e 72 61 74 65 20 2e 
72 61 74 65 2d 74 65 78 74 2e 69 73 2d 6c 61 72 67 65 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 32 72 65 6d 7d 2e 73 65 
6c 65 63 74 20 73 65 6c 65 63 74 7b 74 65 78 74 2d 72 65 6e 64 65 72 69 6e 67 3a 61 75 74 6f 21 69 6d 70 6f 72 74 61 6
e 74 3b 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 32 2e 35 65 6d 7d 2e 73 65 6c 65 63 74 20 73 65 6c 65 63 74 20 6f 70 
74 69 6f 6e 7b 63 6f 6c 6f 72 3a 23 34 61 34 61 34 61 3b 70 61 64 64 69 6e 67 3a 63 61 6c 63 28 2e 35 65 6d 20 2d 20 31 
70 78 29 20 63 61 6c 63 28 2e 37 35 65 6d 20 2d 20 31 70 78 29 7d 2e 73 65 6c 65 63 74 20 73 65 6c 65 63 74 20 6f 70 
74 69 6f 6e 3a 64 69 73 61 62 6c 65 64 7b 63 75 72 73 6f 72 3a 6e 6f 
Data Ascii: xt.is-medium{font-size:1rem}.rate .rate-text.is-large{font-size:1.2rem}.select select{text-rendering:auto!im
portant;padding-right:2.5em}.select select option{color:#4a4a4a;padding:calc(.5em - 1px) calc(.75em - 1px)}.select select 
option:disabled{cursor:no

2022-01-28 17:46:58 UTC 661 IN Data Raw: 6d 69 6e 69 2d 6d 6f 62 69 6c 65 2e 69 73 2d 6d 69 6e 69 2d 65 78 70 61 6e 64 3a 68 6f 76 65 72 3a 6e 6f 74 
28 2e 69 73 2d 66 75 6c 6c 77 69 64 74 68 2d 6d 6f 62 69 6c 65 29 2e 69 73 2d 6d 69 6e 69 2d 65 78 70 61 6e 64 2d 66 
69 78 65 64 7b 70 6f 73 69 74 69 6f 6e 3a 66 69 78 65 64 7d 2e 62 2d 73 69 64 65 62 61 72 20 2e 73 69 64 65 62 61 72 
2d 63 6f 6e 74 65 6e 74 2e 69 73 2d 68 69 64 64 65 6e 2d 6d 6f 62 69 6c 65 7b 77 69 64 74 68 3a 30 3b 68 65 69 67 68 7
4 3a 30 3b 6f 76 65 72 66 6c 6f 77 3a 68 69 64 64 65 6e 7d 2e 62 2d 73 69 64 65 62 61 72 20 2e 73 69 64 65 62 61 72 2d 
63 6f 6e 74 65 6e 74 2e 69 73 2d 66 75 6c 6c 77 69 64 74 68 2d 6d 6f 62 69 6c 65 7b 77 69 64 74 68 3a 31 30 30 25 3b 
6d 61 78 2d 77 69 64 74 68 3a 31 30 30 25 7d 7d 2e 62 2d 73 69 64 65 
Data Ascii: mini-mobile.is-mini-expand:hover:not(.is-fullwidth-mobile).is-mini-expand-fixed{position:fixed}.b-sidebar .s
idebar-content.is-hidden-mobile{width:0;height:0;overflow:hidden}.b-sidebar .sidebar-content.is-fullwidth-mobile{width:1
00%;max-width:100%}}.b-side

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 17:46:58 UTC 668 IN Data Raw: 73 74 65 70 2d 69 74 65 6d 73 20 2e 73 74 65 70 2d 69 74 65 6d 2e 69 73 2d 62 6c 61 63 6b 2e 69 73 2d 70 
72 65 76 69 6f 75 73 3a 62 65 66 6f 72 65 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 70 6f 73 69 74 69 6f 6e 3a 30 20 31 30 30 
25 7d 2e 62 2d 73 74 65 70 73 20 2e 73 74 65 70 73 20 2e 73 74 65 70 2d 69 74 65 6d 73 20 2e 73 74 65 70 2d 69 74 65 
6d 2e 69 73 2d 6c 69 67 68 74 3a 61 66 74 65 72 2c 2e 62 2d 73 74 65 70 73 20 2e 73 74 65 70 73 20 2e 73 74 65 70 2d 
69 74 65 6d 73 20 2e 73 74 65 70 2d 69 74 65 6d 2e 69 73 2d 6c 69 67 68 74 3a 62 65 66 6f 72 65 7b 62 61 63 6b 67 72 
6f 75 6e 64 3a 2d 77 65 62 6b 69 74 2d 67 72 61 64 69 65 6e 74 28 6c 69 6e 65 61 72 2c 72 69 67 68 74 20 74 6f 70 2c 
6c 65 66 74 20 74 6f 70 2c 63 6f 6c 6f 72 2d 73 74 6f 70 28 35 30 25 2c 
Data Ascii: step-items .step-item.is-black.is-previous:before{background-position:0 100%}.b-steps .steps .step-items .step-
item.is-light:after,.b-steps .steps .step-items .step-item.is-light:before{background:-webkit-gradient(linear,right top,left to
p,color-stop(50%,

2022-01-28 17:46:58 UTC 671 IN Data Raw: 61 63 6b 67 72 6f 75 6e 64 2d 70 6f 73 69 74 69 6f 6e 3a 30 20 31 30 30 25 7d 2e 62 2d 73 74 65 70 73 20 2e 
73 74 65 70 73 20 2e 73 74 65 70 2d 69 74 65 6d 73 20 2e 73 74 65 70 2d 69 74 65 6d 2e 69 73 2d 6c 69 6e 6b 3a 61 66 
74 65 72 2c 2e 62 2d 73 74 65 70 73 20 2e 73 74 65 70 73 20 2e 73 74 65 70 2d 69 74 65 6d 73 20 2e 73 74 65 70 2d 69 
74 65 6d 2e 69 73 2d 6c 69 6e 6b 3a 62 65 66 6f 72 65 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 2d 77 65 62 6b 69 74 2d 67 7
2 61 64 69 65 6e 74 28 6c 69 6e 65 61 72 2c 72 69 67 68 74 20 74 6f 70 2c 6c 65 66 74 20 74 6f 70 2c 63 6f 6c 6f 72 2d 7
3 74 6f 70 28 35 30 25 2c 23 65 64 65 64 65 64 29 2c 63 6f 6c 6f 72 2d 73 74 6f 70 28 35 30 25 2c 23 66 32 36 37 32 31 2
9 29 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 6c 69 6e 65 61 72 2d 67 
Data Ascii: ackground-position:0 100%}.b-steps .steps .step-items .step-item.is-link:after,.b-steps .steps .step-items .step-
item.is-link:before{background:-webkit-gradient(linear,right top,left top,color-stop(50%,#ededed),color-stop(50%,#f
26721));background:linear-g

2022-01-28 17:46:58 UTC 675 IN Data Raw: 69 6f 75 73 3a 61 66 74 65 72 2c 2e 62 2d 73 74 65 70 73 20 2e 73 74 65 70 73 20 2e 73 74 65 70 2d 69 74 
65 6d 73 20 2e 73 74 65 70 2d 69 74 65 6d 2e 69 73 2d 64 61 6e 67 65 72 2e 69 73 2d 70 72 65 76 69 6f 75 73 3a 62 65 
66 6f 72 65 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 70 6f 73 69 74 69 6f 6e 3a 30 20 31 30 30 25 7d 2e 62 2d 73 74 65 70 73 
20 2e 73 74 65 70 73 20 2e 73 74 65 70 2d 69 74 65 6d 73 20 2e 73 74 65 70 2d 69 74 65 6d 20 2e 73 74 65 70 2d 6d 61 
72 6b 65 72 7b 63 6f 6c 6f 72 3a 23 66 66 66 7d 2e 62 2d 73 74 65 70 73 20 2e 73 74 65 70 73 20 2e 73 74 65 70 2d 69 
74 65 6d 73 20 2e 73 74 65 70 2d 69 74 65 6d 20 2e 73 74 65 70 2d 64 65 74 61 69 6c 73 7b 74 65 78 74 2d 61 6c 69 67 
6e 3a 63 65 6e 74 65 72 3b 7a 2d 69 6e 64 65 78 3a 31 7d 2e 62 2d 73 74 
Data Ascii: ious:after,.b-steps .steps .step-items .step-item.is-danger.is-previous:before{background-position:0 100%}.b-
steps .steps .step-items .step-item .step-marker{color:#fff}.b-steps .steps .step-items .step-item .step-details{text-a
lign:center;z-index:1}.b-st

2022-01-28 17:46:58 UTC 680 IN Data Raw: 6f 72 65 7b 6c 65 66 74 3a 61 75 74 6f 3b 72 69 67 68 74 3a 63 61 6c 63 28 31 72 65 6d 20 2d 20 2e 31 65 6d 
29 7d 2e 62 2d 73 74 65 70 73 2e 69 73 2d 76 65 72 74 69 63 61 6c 2e 69 73 2d 72 69 67 68 74 3e 2e 73 74 65 70 73 2e 
68 61 73 2d 6c 61 62 65 6c 2d 72 69 67 68 74 20 2e 73 74 65 70 2d 69 74 65 6d 73 20 2e 73 74 65 70 2d 69 74 65 6d 3a 
6e 6f 74 28 3a 66 69 72 73 74 2d 63 68 69 6c 64 29 3a 61 66 74 65 72 2c 2e 62 2d 73 74 65 70 73 2e 69 73 2d 76 65 72 7
4 69 63 61 6c 2e 69 73 2d 72 69 67 68 74 3e 2e 73 74 65 70 73 2e 68 61 73 2d 6c 61 62 65 6c 2d 72 69 67 68 74 20 2e 
73 74 65 70 2d 69 74 65 6d 73 20 2e 73 74 65 70 2d 69 74 65 6d 3a 6e 6f 74 28 3a 66 69 72 73 74 2d 63 68 69 6c 64 29 
3a 62 65 66 6f 72 65 2c 2e 62 2d 73 74 65 70 73 2e 69 73 2d 76 65 72 74 
Data Ascii: ore{left:auto;right:calc(1rem - .1em)}.b-steps.is-vertical.is-right>.steps.has-label-right .step-items .step-item:not(
:first-child):after,.b-steps.is-vertical.is-right>.steps.has-label-right .step-items .step-item:not(:first-child):before,.b-steps.is-
vert

2022-01-28 17:46:58 UTC 684 IN Data Raw: 74 65 70 73 2e 69 73 2d 6d 65 64 69 75 6d 20 2e 73 74 65 70 73 20 2e 73 74 65 70 2d 69 74 65 6d 73 20 2e 
73 74 65 70 2d 69 74 65 6d 3a 6e 6f 74 28 3a 66 69 72 73 74 2d 63 68 69 6c 64 29 3a 62 65 66 6f 72 65 7b 74 6f 70 3a 31 
2e 32 35 72 65 6d 7d 7d 2e 62 2d 73 74 65 70 73 2e 69 73 2d 6d 65 64 69 75 6d 2e 69 73 2d 76 65 72 74 69 63 61 6c 3e 
2e 73 74 65 70 73 2e 68 61 73 2d 6c 61 62 65 6c 2d 72 69 67 68 74 20 2e 73 74 65 70 2d 69 74 65 6d 73 20 2e 73 74 65 
70 2d 69 74 65 6d 3a 6e 6f 74 28 3a 66 69 72 73 74 2d 63 68 69 6c 64 29 3a 61 66 74 65 72 2c 2e 62 2d 73 74 65 70 73 
2e 69 73 2d 6d 65 64 69 75 6d 2e 69 73 2d 76 65 72 74 69 63 61 6c 3e 2e 73 74 65 70 73 2e 68 61 73 2d 6c 61 62 65 6c 
2d 72 69 67 68 74 20 2e 73 74 65 70 2d 69 74 65 6d 73 20 2e 73 74 65 70 
Data Ascii: teps.is-medium .steps .step-items .step-item:not(:first-child):before{top:1.25rem}}.b-steps.is-medium.is-ver
tical>.steps.has-label-right .step-items .step-item:not(:first-child):after,.b-steps.is-medium.is-vertical>.steps.has-label-right 
.step-items .step

2022-01-28 17:46:58 UTC 696 IN Data Raw: 63 6b 62 6f 78 5d 2b 2e 63 68 65 63 6b 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 66 66 66 7d 
2e 73 77 69 74 63 68 20 69 6e 70 75 74 5b 74 79 70 65 3d 63 68 65 63 6b 62 6f 78 5d 2b 2e 63 68 65 63 6b 2e 69 73 2d 
62 6c 61 63 6b 2d 70 61 73 73 69 76 65 2c 2e 73 77 69 74 63 68 20 69 6e 70 75 74 5b 74 79 70 65 3d 63 68 65 63 6b 62 
6f 78 5d 2b 2e 63 68 65 63 6b 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 30 61 30 61 30 61 7d 2e 73 77 6
9 74 63 68 20 69 6e 70 75 74 5b 74 79 70 65 3d 63 68 65 63 6b 62 6f 78 5d 2b 2e 63 68 65 63 6b 2e 69 73 2d 6c 69 67 
68 74 2d 70 61 73 73 69 76 65 2c 2e 73 77 69 74 63 68 20 69 6e 70 75 74 5b 74 79 70 65 3d 63 68 65 63 6b 62 6f 78 5d 
2b 2e 63 68 65 63 6b 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 
Data Ascii: ckbox]+.check:hover{background:#fff}.switch input[type=checkbox]+.check.is-black-passive,.switch input[type=
checkbox]+.check:hover{background:#0a0a0a}.switch input[type=checkbox]+.check.is-light-passive,.switch input[t
ype=checkbox]+.check:hover{background

2022-01-28 17:46:58 UTC 704 IN Data Raw: 3a 68 6f 76 65 72 20 69 6e 70 75 74 5b 74 79 70 65 3d 63 68 65 63 6b 62 6f 78 5d 3a 63 68 65 63 6b 65 64 2b 
2e 63 68 65 63 6b 2e 69 73 2d 62 6c 61 63 6b 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 72 67 62 61 28 31 30 2c 31 30 2c 31 
30 2c 2e 39 29 7d 2e 73 77 69 74 63 68 3a 68 6f 76 65 72 20 69 6e 70 75 74 5b 74 79 70 65 3d 63 68 65 63 6b 62 6f 78 
5d 3a 63 68 65 63 6b 65 64 2b 2e 63 68 65 63 6b 2e 69 73 2d 6c 69 67 68 74 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 68 73 
6c 61 28 30 2c 30 25 2c 39 36 2e 31 25 2c 2e 39 29 7d 2e 73 77 69 74 63 68 3a 68 6f 76 65 72 20 69 6e 70 75 74 5b 74 
79 70 65 3d 63 68 65 63 6b 62 6f 78 5d 3a 63 68 65 63 6b 65 64 2b 2e 63 68 65 63 6b 2e 69 73 2d 64 61 72 6b 7b 62 61 
63 6b 67 72 6f 75 6e 64 3a 72 67 62 61 28 35 34 2c 35 34 2c 35 34 2c 2e 
Data Ascii: :hover input[type=checkbox]:checked+.check.is-black{background:rgba(10,10,10,.9)}.switch:hover inp
ut[type=checkbox]:checked+.check.is-light{background:hsla(0,0%,96.1%,.9)}.switch:hover input[type=checkbox]:ch
ecked+.check.is-dark{background:rgba(54,54,54,.

2022-01-28 17:46:58 UTC 712 IN Data Raw: 7d 2e 73 77 69 74 63 68 5b 64 69 73 61 62 6c 65 64 5d 7b 6f 70 61 63 69 74 79 3a 2e 35 3b 63 75 72 73 6f 72 
3a 6e 6f 74 2d 61 6c 6c 6f 77 65 64 3b 63 6f 6c 6f 72 3a 23 37 61 37 61 37 61 7d 2e 74 61 62 6c 65 2d 77 72 61 70 70 65 
72 20 2e 74 61 62 6c 65 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 30 7d 2e 74 61 62 6c 65 2d 77 72 61 70 70 65 72 
3a 6e 6f 74 28 3a 6c 61 73 74 2d 63 68 69 6c 64 29 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 2e 35 72 65 6d 7d 40 
6d 65 64 69 61 20 73 63 72 65 65 6e 20 61 6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 31 30 32 33 70 78 29 7b 2e 74 61 
62 6c 65 2d 77 72 61 70 70 65 72 7b 6f 76 65 72 66 6c 6f 77 2d 78 3a 61 75 74 6f 7d 7d 2e 62 2d 74 61 62 6c 65 7b 2d 77 
65 62 6b 69 74 2d 74 72 61 6e 73 69 74 69 6f 6e 3a 6f 70 61 63 
Data Ascii: }.switch[disabled]{opacity:.5;cursor:not-allowed;color:#7a7a7a}.table-wrapper .table{margin-bottom:0}.table-
wrapper:not(:last-child){margin-bottom:1.5rem}@media screen and (max-width:1023px){.table-wrapper{overflow-x:a
uto}}.b-table{-webkit-transition:opac

Timestamp
kBytes
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2022-01-28 17:46:58 UTC 720 IN Data Raw: 72 74 61 6e 74 7d 2e 62 2d 74 61 62 73 2e 69 73 2d 76 65 72 74 69 63 61 6c 3e 2e 74 61 62 73 2e 69 73 2d 
74 6f 67 67 6c 65 20 6c 69 2b 6c 69 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 30 7d 2e 62 2d 74 61 62 73 2e 69 73 2d 76 
65 72 74 69 63 61 6c 3e 2e 74 61 62 73 2e 69 73 2d 74 6f 67 67 6c 65 20 6c 69 3a 66 69 72 73 74 2d 63 68 69 6c 64 20 6
1 7b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 33 70 78 20 33 70 78 20 30 20 30 7d 2e 62 2d 74 61 62 73 2e 69 73 2d 
76 65 72 74 69 63 61 6c 3e 2e 74 61 62 73 2e 69 73 2d 74 6f 67 67 6c 65 20 6c 69 3a 6c 61 73 74 2d 63 68 69 6c 64 20 
61 7b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 30 20 30 20 33 70 78 20 33 70 78 7d 2e 62 2d 74 61 62 73 2e 69 73 2d 
76 65 72 74 69 63 61 6c 3e 2e 74 61 62 73 2e 69 73 2d 66 75 6c 6c 77 69 64 
Data Ascii: rtant}.b-tabs.is-vertical>.tabs.is-toggle li+li{margin-left:0}.b-tabs.is-vertical>.tabs.is-toggle li:first-child a{border-
radius:3px 3px 0 0}.b-tabs.is-vertical>.tabs.is-toggle li:last-child a{border-radius:0 0 3px 3px}.b-tabs.is-vertical>.tabs.is-
fullwid

2022-01-28 17:46:58 UTC 728 IN Data Raw: 74 7d 2e 62 2d 74 6f 6f 6c 74 69 70 2e 69 73 2d 74 6f 70 2e 69 73 2d 77 68 69 74 65 20 2e 74 6f 6f 6c 74 69 
70 2d 63 6f 6e 74 65 6e 74 3a 62 65 66 6f 72 65 7b 62 6f 72 64 65 72 2d 74 6f 70 2d 63 6f 6c 6f 72 3a 23 66 66 66 7d 2e 
62 2d 74 6f 6f 6c 74 69 70 2e 69 73 2d 74 6f 70 2e 69 73 2d 62 6c 61 63 6b 20 2e 74 6f 6f 6c 74 69 70 2d 63 6f 6e 74 65 
6e 74 3a 62 65 66 6f 72 65 7b 62 6f 72 64 65 72 2d 74 6f 70 2d 63 6f 6c 6f 72 3a 23 30 61 30 61 30 61 7d 2e 62 2d 74 6f 
6f 6c 74 69 70 2e 69 73 2d 74 6f 70 2e 69 73 2d 6c 69 67 68 74 20 2e 74 6f 6f 6c 74 69 70 2d 63 6f 6e 74 65 6e 74 3a 62 
65 66 6f 72 65 7b 62 6f 72 64 65 72 2d 74 6f 70 2d 63 6f 6c 6f 72 3a 23 66 35 66 35 66 35 7d 2e 62 2d 74 6f 6f 6c 74 69 
70 2e 69 73 2d 74 6f 70 2e 69 73 2d 64 61 72 6b 20 2e 74 
Data Ascii: t}.b-tooltip.is-top.is-white .tooltip-content:before{border-top-color:#fff}.b-tooltip.is-top.is-black .tooltip-content
:before{border-top-color:#0a0a0a}.b-tooltip.is-top.is-light .tooltip-content:before{border-top-color:#f5f5f5}.b-tooltip.is-top.is-
dark .t

2022-01-28 17:46:58 UTC 739 IN Data Raw: 6f 72 3a 23 66 32 36 37 32 31 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 66 32 36 37 32 31 7d 2e 69 73 2d 
6f 72 61 6e 67 65 2d 6f 75 74 6c 69 6e 65 64 3a 68 6f 76 65 72 7b 63 6f 6c 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 
75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 32 36 37 32 31 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 66 32 36 37 32 31 3b 6f 
70 61 63 69 74 79 3a 31 7d 2e 69 73 2d 6f 72 61 6e 67 65 2d 74 65 78 74 7b 63 6f 6c 6f 72 3a 23 66 32 36 37 32 31 21 
69 6d 70 6f 72 74 61 6e 74 7d 2e 64 72 6f 70 64 6f 77 6e 2d 72 69 67 68 74 20 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 
7b 74 6f 70 3a 61 75 74 6f 3b 62 6f 74 74 6f 6d 3a 30 3b 6c 65 66 74 3a 31 32 30 25 3b 66 6c 6f 61 74 3a 72 69 67 68 74 
3b 74 65 78 74 2d 61 6c 69 67 6e 3a 6c 65 66 74 3b 2d 77 65 
Data Ascii: or:#f26721;border-color:#f26721}.is-orange-outlined:hover{color:#fff;background-color:#f26721;border-color:#
f26721;opacity:1}.is-orange-text{color:#f26721!important}.dropdown-right .dropdown-menu{top:auto;bottom:0;left
:120%;float:right;text-align:left;-we

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

4 192.168.2.3 49765 99.86.3.99 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-01-28 17:46:58 UTC 9 OUT GET /css/chunk-vendors.f45e3d56.css HTTP/1.1
Host: phisher.knowbe4.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://phisher.knowbe4.com/inbox/?keywords=urls%3A%22https%3A%2F%2Fwww.canva.com%2Fdesign%
2FDAE2v7jrAx0%2FxbFDaPbUsdgv68II2DfGFg%2Fview%3Futm_content%3DDAE2v7jrAx0%26utm_campaign%3
Ddesignshare%26utm_medium%3Dlink%26utm_source%3Dsharebutton%22
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-01-28 17:46:58 UTC 109 IN HTTP/1.1 200 OK
Content-Type: text/css
Content-Length: 223620
Connection: close
Date: Fri, 28 Jan 2022 17:46:59 GMT
Last-Modified: Fri, 21 Jan 2022 15:36:36 GMT
ETag: "7416276f931c24144273a27dd43ef77d"
x-amz-server-side-encryption: AES256
x-amz-version-id: kpu45aEdUbBwwmSYoqHrJhLI1F40k_dX
Accept-Ranges: bytes
Server: AmazonS3
strict-transport-security: max-age=31536000; includeSubdomains; preload
x-content-type-options: nosniff
x-frame-options: SAMEORIGIN
x-xss-protection: 1; mode=block
Vary: Accept-Encoding
X-Cache: Miss from cloudfront
Via: 1.1 1277de71b2472d19ca0bfc510db9ec54.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: FRA6-C1
X-Amz-Cf-Id: krnN2y1eE9whY5Jt79SAEVvnrs5kh5VC9lVXzTlUnC04LEyy2ImiSQ==
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2022-01-28 17:46:58 UTC 109 IN Data Raw: 2e 56 75 65 2d 54 6f 61 73 74 69 66 69 63 61 74 69 6f 6e 5f 5f 63 6f 6e 74 61 69 6e 65 72 7b 7a 2d 69 6e 64 
65 78 3a 39 39 39 39 3b 70 6f 73 69 74 69 6f 6e 3a 66 69 78 65 64 3b 70 61 64 64 69 6e 67 3a 34 70 78 3b 77 69 64 74 
68 3a 36 30 30 70 78 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 73 69 7a 69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 62 6f 
78 2d 73 69 7a 69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 64 69 73 70 6c 61 79 3a 2d 77 65 62 6b 69 74 2d 62 6f 78 3b 
64 69 73 70 6c 61 79 3a 2d 6d 73 2d 66 6c 65 78 62 6f 78 3b 64 69 73 70 6c 61 79 3a 66 6c 65 78 3b 6d 69 6e 2d 68 65 
69 67 68 74 3a 31 30 30 25 3b 63 6f 6c 6f 72 3a 23 66 66 66 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 69 65 6e 74 3a 
76 65 72 74 69 63 61 6c 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 
Data Ascii: .Vue-Toastification__container{z-index:9999;position:fixed;padding:4px;width:600px;-webkit-box-sizing:border-
box;box-sizing:border-box;display:-webkit-box;display:-ms-flexbox;display:flex;min-height:100%;color:#fff;-webkit-box-o
rient:vertical;-webkit-box-

2022-01-28 17:46:58 UTC 155 IN Data Raw: 72 69 67 68 74 20 2e 56 75 65 2d 54 6f 61 73 74 69 66 69 63 61 74 69 6f 6e 5f 5f 74 6f 61 73 74 2d 2d 72 74 
6c 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 75 6e 73 65 74 3b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 61 75 74 6f 7d 7d 
2e 56 75 65 2d 54 6f 61 73 74 69 66 69 63 61 74 69 6f 6e 5f 5f 63 6f 6e 74 61 69 6e 65 72 2e 62 6f 74 74 6f 6d 2d 63 65 
6e 74 65 72 2c 2e 56 75 65 2d 54 6f 61 73 74 69 66 69 63 61 74 69 6f 6e 5f 5f 63 6f 6e 74 61 69 6e 65 72 2e 74 6f 70 2d 
63 65 6e 74 65 72 7b 6c 65 66 74 3a 35 30 25 3b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 2d 33 30 30 70 78 7d 2e 56 75 65 
2d 54 6f 61 73 74 69 66 69 63 61 74 69 6f 6e 5f 5f 63 6f 6e 74 61 69 6e 65 72 2e 62 6f 74 74 6f 6d 2d 63 65 6e 74 65 72 
20 2e 56 75 65 2d 54 6f 61 73 74 69 66 69 63 61 74 69 6f 6e 5f 
Data Ascii: right .Vue-Toastification__toast--rtl{margin-left:unset;margin-right:auto}}.Vue-Toastification__container.bottom-
center,.Vue-Toastification__container.top-center{left:50%;margin-left:-300px}.Vue-Toastification__container.bottom-center 
.Vue-Toastification_

2022-01-28 17:46:58 UTC 194 IN Data Raw: 69 6e 3a 35 30 25 20 35 30 25 3b 74 72 61 6e 73 66 6f 72 6d 2d 6f 72 69 67 69 6e 3a 35 30 25 20 35 30 25 3b 
2d 77 65 62 6b 69 74 2d 66 69 6c 74 65 72 3a 62 6c 75 72 28 30 29 3b 66 69 6c 74 65 72 3a 62 6c 75 72 28 30 29 3b 6f 
70 61 63 69 74 79 3a 31 7d 7d 40 6b 65 79 66 72 61 6d 65 73 20 73 6c 69 64 65 49 6e 42 6c 75 72 72 65 64 4c 65 66 74 
7b 30 25 7b 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6c 61 74 65 58 28 2d 31 30 30 30 70 
78 29 20 73 63 61 6c 65 58 28 32 2e 35 29 20 73 63 61 6c 65 59 28 2e 32 29 3b 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 
6e 73 6c 61 74 65 58 28 2d 31 30 30 30 70 78 29 20 73 63 61 6c 65 58 28 32 2e 35 29 20 73 63 61 6c 65 59 28 2e 32 29 
3b 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 2d 6f 72 69 67 69 
Data Ascii: in:50% 50%;transform-origin:50% 50%;-webkit-filter:blur(0);filter:blur(0);opacity:1}}@keyframes slideInBlurr
edLeft{0%{-webkit-transform:translateX(-1000px) scaleX(2.5) scaleY(.2);transform:translateX(-1000px) scaleX(2.5) 
scaleY(.2);-webkit-transform-origi

2022-01-28 17:46:58 UTC 210 IN Data Raw: 6e 74 3a 22 5c 66 37 37 62 22 7d 2e 66 61 2d 61 74 6f 6d 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 
5c 66 35 64 32 22 7d 2e 66 61 2d 61 74 6f 6d 2d 61 6c 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 35 64 
33 22 7d 2e 66 61 2d 61 75 64 69 62 6c 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 33 37 33 22 7d 2e 
66 61 2d 61 75 64 69 6f 2d 64 65 73 63 72 69 70 74 69 6f 6e 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 
39 65 22 7d 2e 66 61 2d 61 75 74 6f 70 72 65 66 69 78 65 72 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 34 
31 63 22 7d 2e 66 61 2d 61 76 69 61 6e 65 78 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 33 37 34 22 7d 
2e 66 61 2d 61 76 69 61 74 6f 3a 62 65 66 6f 72 65 7b 63 6f 6e 
Data Ascii: nt:"\f77b"}.fa-atom:before{content:"\f5d2"}.fa-atom-alt:before{content:"\f5d3"}.fa-audible:before{content:"\
f373"}.fa-audio-description:before{content:"\f29e"}.fa-autoprefixer:before{content:"\f41c"}.fa-avianex:before{content:"\
f374"}.fa-aviato:before{con

2022-01-28 17:46:58 UTC 232 IN Data Raw: 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 38 34 61 22 7d 2e 66 61 2d 62 69 6b 69 6e 67 2d 6d 6f 75 6e 74 61 
69 6e 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 38 34 62 22 7d 2e 66 61 2d 62 69 6d 6f 62 6a 65 63 74 3a 
62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 33 37 38 22 7d 2e 66 61 2d 62 69 6e 6f 63 75 6c 61 72 73 3a 62 65 
66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 65 35 22 7d 2e 66 61 2d 62 69 6f 68 61 7a 61 72 64 3a 62 65 66 6f 72 
65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 37 38 30 22 7d 2e 66 61 2d 62 69 72 74 68 64 61 79 2d 63 61 6b 65 3a 62 65 66 
6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 66 64 22 7d 2e 66 61 2d 62 69 74 62 75 63 6b 65 74 3a 62 65 66 6f 72 
65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 37 31 22 7d 2e 66 61 
Data Ascii: re{content:"\f84a"}.fa-biking-mountain:before{content:"\f84b"}.fa-bimobject:before{content:"\f378"}.fa-binoc
ulars:before{content:"\f1e5"}.fa-biohazard:before{content:"\f780"}.fa-birthday-cake:before{content:"\f1fd"}.fa-bitbucket
:before{content:"\f171"}.fa

2022-01-28 17:46:58 UTC 245 IN Data Raw: 65 22 7d 2e 66 61 2d 63 6f 6e 73 74 72 75 63 74 69 6f 6e 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 
5c 66 38 35 64 22 7d 2e 66 61 2d 63 6f 6e 74 61 69 6e 65 72 2d 73 74 6f 72 61 67 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 
65 6e 74 3a 22 5c 66 34 62 37 22 7d 2e 66 61 2d 63 6f 6e 74 61 6f 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 
66 32 36 64 22 7d 2e 66 61 2d 63 6f 6e 76 65 79 6f 72 2d 62 65 6c 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 
5c 66 34 36 65 22 7d 2e 66 61 2d 63 6f 6e 76 65 79 6f 72 2d 62 65 6c 74 2d 61 6c 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 
65 6e 74 3a 22 5c 66 34 36 66 22 7d 2e 66 61 2d 63 6f 6f 6b 69 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 
66 35 36 33 22 7d 2e 66 61 2d 63 6f 6f 6b 69 65 2d 62 69 
Data Ascii: e"}.fa-construction:before{content:"\f85d"}.fa-container-storage:before{content:"\f4b7"}.fa-contao:before{co
ntent:"\f26d"}.fa-conveyor-belt:before{content:"\f46e"}.fa-conveyor-belt-alt:before{content:"\f46f"}.fa-cookie:before{co
ntent:"\f563"}.fa-cookie-bi

2022-01-28 17:46:58 UTC 250 IN Data Raw: 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 35 32 61 22 7d 2e 66 61 2d 64 6f 6f 72 2d 6f 70 65 6e 3a 62 
65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 35 32 62 22 7d 2e 66 61 2d 64 6f 74 2d 63 69 72 63 6c 65 3a 62 65 
66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 39 32 22 7d 2e 66 61 2d 64 6f 76 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 
74 65 6e 74 3a 22 5c 66 34 62 61 22 7d 2e 66 61 2d 64 6f 77 6e 6c 6f 61 64 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 
3a 22 5c 66 30 31 39 22 7d 2e 66 61 2d 64 72 61 66 74 32 64 69 67 69 74 61 6c 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 
6e 74 3a 22 5c 66 33 39 36 22 7d 2e 66 61 2d 64 72 61 66 74 69 6e 67 2d 63 6f 6d 70 61 73 73 3a 62 65 66 6f 72 65 7b 6
3 6f 6e 74 65 6e 74 3a 22 5c 66 35 36 38 22 7d 2e 66 61 2d 64 72 
Data Ascii: fore{content:"\f52a"}.fa-door-open:before{content:"\f52b"}.fa-dot-circle:before{content:"\f192"}.fa-dove:bef
ore{content:"\f4ba"}.fa-download:before{content:"\f019"}.fa-draft2digital:before{content:"\f396"}.fa-drafting-compass:be
fore{content:"\f568"}.fa-dr

2022-01-28 17:46:58 UTC 254 IN Data Raw: 6d 61 74 69 6f 6e 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 33 31 61 22 7d 2e 66 61 2d 66 69 
6c 65 2d 65 78 70 6f 72 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 35 36 65 22 7d 2e 66 61 2d 66 69 6c 
65 2d 69 6d 61 67 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 63 35 22 7d 2e 66 61 2d 66 69 6c 65 
2d 69 6d 70 6f 72 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 35 36 66 22 7d 2e 66 61 2d 66 69 6c 65 2d 
69 6e 76 6f 69 63 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 35 37 30 22 7d 2e 66 61 2d 66 69 6c 65 2d 
69 6e 76 6f 69 63 65 2d 64 6f 6c 6c 61 72 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 35 37 31 22 7d 2e 66 
61 2d 66 69 6c 65 2d 6d 65 64 69 63 61 6c 3a 62 65 66 6f 72 
Data Ascii: mation:before{content:"\f31a"}.fa-file-export:before{content:"\f56e"}.fa-file-image:before{content:"\f1c5"}.fa-file-
import:before{content:"\f56f"}.fa-file-invoice:before{content:"\f570"}.fa-file-invoice-dollar:before{content:"\f571"}.fa-file-
medical:befor

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 74 of 98



2022-01-28 17:46:58 UTC 268 IN Data Raw: 65 6e 74 3a 22 5c 66 31 63 63 22 7d 2e 66 61 2d 6a 75 67 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 
5c 66 38 63 36 22 7d 2e 66 61 2d 6b 61 61 62 61 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 36 36 62 22 
7d 2e 66 61 2d 6b 61 67 67 6c 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 35 66 61 22 7d 2e 66 61 2d 
6b 61 7a 6f 6f 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 38 63 37 22 7d 2e 66 61 2d 6b 65 72 6e 69 6e 67 
3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 38 36 66 22 7d 2e 66 61 2d 6b 65 79 3a 62 65 66 6f 72 65 7b 6
3 6f 6e 74 65 6e 74 3a 22 5c 66 30 38 34 22 7d 2e 66 61 2d 6b 65 79 2d 73 6b 65 6c 65 74 6f 6e 3a 62 65 66 6f 72 65 7b 
63 6f 6e 74 65 6e 74 3a 22 5c 66 36 66 33 22 7d 2e 66 61 2d 6b 65 
Data Ascii: ent:"\f1cc"}.fa-jug:before{content:"\f8c6"}.fa-kaaba:before{content:"\f66b"}.fa-kaggle:before{content:"\f5fa"}.fa-
kazoo:before{content:"\f8c7"}.fa-kerning:before{content:"\f86f"}.fa-key:before{content:"\f084"}.fa-key-skeleton:before{conte
nt:"\f6f3"}.fa-ke

2022-01-28 17:46:58 UTC 270 IN Data Raw: 2d 65 71 75 61 6c 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 35 33 37 22 7d 2e 66 61 2d 6c 65 
76 65 6c 2d 64 6f 77 6e 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 34 39 22 7d 2e 66 61 2d 6c 65 76 65 
6c 2d 64 6f 77 6e 2d 61 6c 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 33 62 65 22 7d 2e 66 61 2d 6c 65 
76 65 6c 2d 75 70 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 34 38 22 7d 2e 66 61 2d 6c 65 76 65 6c 
2d 75 70 2d 61 6c 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 33 62 66 22 7d 2e 66 61 2d 6c 69 66 65 
2d 72 69 6e 67 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 63 64 22 7d 2e 66 61 2d 6c 69 67 68 74 2d 6
3 65 69 6c 69 6e 67 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 
Data Ascii: -equal:before{content:"\f537"}.fa-level-down:before{content:"\f149"}.fa-level-down-alt:before{content:"\f3be"}.fa-
level-up:before{content:"\f148"}.fa-level-up-alt:before{content:"\f3bf"}.fa-life-ring:before{content:"\f1cd"}.fa-light-ceili
ng:before{content

2022-01-28 17:46:58 UTC 278 IN Data Raw: 70 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 36 31 34 22 7d 2e 66 61 2d 6f 6c 64 2d 72 65 70 
75 62 6c 69 63 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 35 31 30 22 7d 2e 66 61 2d 6f 6d 3a 62 65 66 6f 
72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 36 37 39 22 7d 2e 66 61 2d 6f 6d 65 67 61 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 
65 6e 74 3a 22 5c 66 36 37 61 22 7d 2e 66 61 2d 6f 70 65 6e 63 61 72 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 
22 5c 66 32 33 64 22 7d 2e 66 61 2d 6f 70 65 6e 69 64 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 39 62 
22 7d 2e 66 61 2d 6f 70 65 72 61 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 36 61 22 7d 2e 66 61 2d 6f 
70 74 69 6e 2d 6d 6f 6e 73 74 65 72 3a 62 65 66 6f 72 65 
Data Ascii: p:before{content:"\f614"}.fa-old-republic:before{content:"\f510"}.fa-om:before{content:"\f679"}.fa-omega:bef
ore{content:"\f67a"}.fa-opencart:before{content:"\f23d"}.fa-openid:before{content:"\f19b"}.fa-opera:before{content:"\f26
a"}.fa-optin-monster:before

2022-01-28 17:46:58 UTC 286 IN Data Raw: 66 31 35 38 22 7d 2e 66 61 2d 72 75 6c 65 72 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 35 34 
35 22 7d 2e 66 61 2d 72 75 6c 65 72 2d 63 6f 6d 62 69 6e 65 64 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 
35 34 36 22 7d 2e 66 61 2d 72 75 6c 65 72 2d 68 6f 72 69 7a 6f 6e 74 61 6c 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 
3a 22 5c 66 35 34 37 22 7d 2e 66 61 2d 72 75 6c 65 72 2d 74 72 69 61 6e 67 6c 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 
65 6e 74 3a 22 5c 66 36 31 63 22 7d 2e 66 61 2d 72 75 6c 65 72 2d 76 65 72 74 69 63 61 6c 3a 62 65 66 6f 72 65 7b 63 
6f 6e 74 65 6e 74 3a 22 5c 66 35 34 38 22 7d 2e 66 61 2d 72 75 6e 6e 69 6e 67 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6
e 74 3a 22 5c 66 37 30 63 22 7d 2e 66 61 2d 72 75 70 65 65 2d 73 
Data Ascii: f158"}.fa-ruler:before{content:"\f545"}.fa-ruler-combined:before{content:"\f546"}.fa-ruler-horizontal:before
{content:"\f547"}.fa-ruler-triangle:before{content:"\f61c"}.fa-ruler-vertical:before{content:"\f548"}.fa-running:before{content:"\
f70c"}.fa-rupee-s

2022-01-28 17:46:58 UTC 291 IN Data Raw: 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 65 38 22 7d 2e 66 61 2d 73 69 74 68 3a 62 65 66 6f 72 65 7b 63 
6f 6e 74 65 6e 74 3a 22 5c 66 35 31 32 22 7d 2e 66 61 2d 73 6b 61 74 69 6e 67 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 
6e 74 3a 22 5c 66 37 63 35 22 7d 2e 66 61 2d 73 6b 65 6c 65 74 6f 6e 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 
5c 66 36 32 30 22 7d 2e 66 61 2d 73 6b 65 74 63 68 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 37 63 36 
22 7d 2e 66 61 2d 73 6b 69 2d 6a 75 6d 70 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 37 63 37 22 7d 2e 6
6 61 2d 73 6b 69 2d 6c 69 66 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 37 63 38 22 7d 2e 66 61 2d 73 
6b 69 69 6e 67 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 
Data Ascii: re{content:"\f0e8"}.fa-sith:before{content:"\f512"}.fa-skating:before{content:"\f7c5"}.fa-skeleton:before{co
ntent:"\f620"}.fa-sketch:before{content:"\f7c6"}.fa-ski-jump:before{content:"\f7c7"}.fa-ski-lift:before{content:"\f7c8"}.fa-skiing
:before{content:"

2022-01-28 17:46:58 UTC 297 IN Data Raw: 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 38 65 31 22 7d 2e 66 61 2d 73 77 69 6d 6d 65 72 3a 62 65 66 6f 
72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 35 63 34 22 7d 2e 66 61 2d 73 77 69 6d 6d 69 6e 67 2d 70 6f 6f 6c 3a 62 65 
66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 35 63 35 22 7d 2e 66 61 2d 73 77 6f 72 64 3a 62 65 66 6f 72 65 7b 63 6f 
6e 74 65 6e 74 3a 22 5c 66 37 31 63 22 7d 2e 66 61 2d 73 77 6f 72 64 2d 6c 61 73 65 72 3a 62 65 66 6f 72 65 7b 63 6f 6e 
74 65 6e 74 3a 22 5c 65 30 33 62 22 7d 2e 66 61 2d 73 77 6f 72 64 2d 6c 61 73 65 72 2d 61 6c 74 3a 62 65 66 6f 72 65 
7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 30 33 63 22 7d 2e 66 61 2d 73 77 6f 72 64 73 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 
6e 74 3a 22 5c 66 37 31 64 22 7d 2e 66 61 2d 73 77 6f 72 64 73 
Data Ascii: ore{content:"\f8e1"}.fa-swimmer:before{content:"\f5c4"}.fa-swimming-pool:before{content:"\f5c5"}.fa-sword:be
fore{content:"\f71c"}.fa-sword-laser:before{content:"\e03b"}.fa-sword-laser-alt:before{content:"\e03c"}.fa-swords:before
{content:"\f71d"}.fa-swords

2022-01-28 17:46:58 UTC 334 IN Data Raw: 6e 74 3a 22 5c 66 36 61 31 22 7d 2e 66 61 2d 74 6f 72 6e 61 64 6f 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 
74 3a 22 5c 66 37 36 66 22 7d 2e 66 61 2d 74 72 61 63 74 6f 72 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 
37 32 32 22 7d 2e 66 61 2d 74 72 61 64 65 2d 66 65 64 65 72 61 74 69 6f 6e 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 
74 3a 22 5c 66 35 31 33 22 7d 2e 66 61 2d 74 72 61 64 65 6d 61 72 6b 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 
22 5c 66 32 35 63 22 7d 2e 66 61 2d 74 72 61 66 66 69 63 2d 63 6f 6e 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 
22 5c 66 36 33 36 22 7d 2e 66 61 2d 74 72 61 66 66 69 63 2d 6c 69 67 68 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 7
4 3a 22 5c 66 36 33 37 22 7d 2e 66 61 2d 74 72 61 66 66 69 63 2d 
Data Ascii: nt:"\f6a1"}.fa-tornado:before{content:"\f76f"}.fa-tractor:before{content:"\f722"}.fa-trade-federation:before
{content:"\f513"}.fa-trademark:before{content:"\f25c"}.fa-traffic-cone:before{content:"\f636"}.fa-traffic-light:before{content:"\f
637"}.fa-traffic-

2022-01-28 17:46:58 UTC 346 IN Data Raw: 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6c 61 74 65 58 28 2d 35 30 25 29 3b 74 
72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6c 61 74 65 58 28 2d 35 30 25 29 7d 2e 66 61 64 2e 66 61 2d 61 62 61 63 75 
73 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 36 34 30 22 7d 2e 66 61 64 2e 66 61 2d 61 63 6f 72 6e 3
a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 36 61 65 22 7d 2e 66 61 64 2e 66 61 2d 61 64 3a 61 66 74 
65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 36 34 31 22 7d 2e 66 61 64 2e 66 61 2d 61 64 64 72 65 73 73 2d 62 6f 
6f 6b 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 32 62 39 22 7d 2e 66 61 64 2e 66 61 2d 61 64 64 72 
65 73 73 2d 63 61 72 64 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 
Data Ascii: webkit-transform:translateX(-50%);transform:translateX(-50%)}.fad.fa-abacus:after{content:"\10f640"}.fad.fa-
acorn:after{content:"\10f6ae"}.fad.fa-ad:after{content:"\10f641"}.fad.fa-address-book:after{content:"\10f2b9"}.fad.fa-ad
dress-card:after{content:"\
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2022-01-28 17:46:58 UTC 536 IN Data Raw: 67 69 65 73 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 34 36 31 22 7d 2e 66 61 64 2e 66 
61 2d 61 6d 62 75 6c 61 6e 63 65 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 30 66 39 22 7d 2e 66 61 
64 2e 66 61 2d 61 6d 65 72 69 63 61 6e 2d 73 69 67 6e 2d 6c 61 6e 67 75 61 67 65 2d 69 6e 74 65 72 70 72 65 74 69 6e 
67 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 32 61 33 22 7d 2e 66 61 64 2e 66 61 2d 61 6d 70 2d 67 
75 69 74 61 72 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 38 61 31 22 7d 2e 66 61 64 2e 66 61 2d 61 
6e 61 6c 79 74 69 63 73 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 36 34 33 22 7d 2e 66 61 64 2e 66 
61 2d 61 6e 63 68 6f 72 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 
Data Ascii: gies:after{content:"\10f461"}.fad.fa-ambulance:after{content:"\10f0f9"}.fad.fa-american-sign-language-interp
reting:after{content:"\10f2a3"}.fad.fa-amp-guitar:after{content:"\10f8a1"}.fad.fa-analytics:after{content:"\10f643"}.fad.fa-
anchor:after{content:"\

2022-01-28 17:46:58 UTC 552 IN Data Raw: 66 61 64 2e 66 61 2d 63 6c 6f 75 64 2d 6d 6f 6f 6e 2d 72 61 69 6e 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 
3a 22 5c 31 30 66 37 33 63 22 7d 2e 66 61 64 2e 66 61 2d 63 6c 6f 75 64 2d 6d 75 73 69 63 3a 61 66 74 65 72 7b 63 6f 
6e 74 65 6e 74 3a 22 5c 31 30 66 38 61 65 22 7d 2e 66 61 64 2e 66 61 2d 63 6c 6f 75 64 2d 72 61 69 6e 3a 61 66 74 65 
72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 37 33 64 22 7d 2e 66 61 64 2e 66 61 2d 63 6c 6f 75 64 2d 72 61 69 6e 62 6
f 77 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 37 33 65 22 7d 2e 66 61 64 2e 66 61 2d 63 6c 6f 75 64 
2d 73 68 6f 77 65 72 73 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 37 33 66 22 7d 2e 66 61 64 2e 66 
61 2d 63 6c 6f 75 64 2d 73 68 6f 77 65 72 73 2d 68 65 61 76 79 3a 61 
Data Ascii: fad.fa-cloud-moon-rain:after{content:"\10f73c"}.fad.fa-cloud-music:after{content:"\10f8ae"}.fad.fa-cloud-rai
n:after{content:"\10f73d"}.fad.fa-cloud-rainbow:after{content:"\10f73e"}.fad.fa-cloud-showers:after{content:"\10f73f"}.fad.fa-
cloud-showers-heavy:a

2022-01-28 17:46:58 UTC 553 IN Data Raw: 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 36 63 35 22 7d 2e 66 61 64 2e 66 61 2d 63 6f 66 66 69 6e 
3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 36 63 36 22 7d 2e 66 61 64 2e 66 61 2d 63 6f 66 66 69 6e 
2d 63 72 6f 73 73 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 65 30 35 31 22 7d 2e 66 61 64 2e 66 61 2d 
63 6f 67 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 30 31 33 22 7d 2e 66 61 64 2e 66 61 2d 63 6f 67 7
3 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 30 38 35 22 7d 2e 66 61 64 2e 66 61 2d 63 6f 69 6e 3a 61 
66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 38 35 63 22 7d 2e 66 61 64 2e 66 61 2d 63 6f 69 6e 73 3a 61 66 
74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 35 31 65 22 7d 2e 
Data Ascii: ter{content:"\10f6c5"}.fad.fa-coffin:after{content:"\10f6c6"}.fad.fa-coffin-cross:after{content:"\10e051"}.fad.fa-
cog:after{content:"\10f013"}.fad.fa-cogs:after{content:"\10f085"}.fad.fa-coin:after{content:"\10f85c"}.fad.fa-coins:after{co
ntent:"\10f51e"}.

2022-01-28 17:46:58 UTC 569 IN Data Raw: 6e 64 2d 68 6f 6c 64 69 6e 67 2d 73 65 65 64 6c 69 6e 67 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 
31 30 66 34 62 66 22 7d 2e 66 61 64 2e 66 61 2d 68 61 6e 64 2d 68 6f 6c 64 69 6e 67 2d 75 73 64 3a 61 66 74 65 72 7b 
63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 34 63 30 22 7d 2e 66 61 64 2e 66 61 2d 68 61 6e 64 2d 68 6f 6c 64 69 6e 67 2d 
77 61 74 65 72 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 34 63 31 22 7d 2e 66 61 64 2e 66 61 2d 68 
61 6e 64 2d 6c 69 7a 61 72 64 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 32 35 38 22 7d 2e 66 61 64 
2e 66 61 2d 68 61 6e 64 2d 6d 69 64 64 6c 65 2d 66 69 6e 67 65 72 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 
31 30 66 38 30 36 22 7d 2e 66 61 64 2e 66 61 2d 68 61 6e 64 2d 70 61 70 
Data Ascii: nd-holding-seedling:after{content:"\10f4bf"}.fad.fa-hand-holding-usd:after{content:"\10f4c0"}.fad.fa-hand-ho
lding-water:after{content:"\10f4c1"}.fad.fa-hand-lizard:after{content:"\10f258"}.fad.fa-hand-middle-finger:after{content
:"\10f806"}.fad.fa-hand-pap

2022-01-28 17:46:58 UTC 570 IN Data Raw: 6e 74 65 6e 74 3a 22 5c 31 30 66 32 62 35 22 7d 2e 66 61 64 2e 66 61 2d 68 61 6e 64 73 68 61 6b 65 2d 61 
6c 74 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 34 63 36 22 7d 2e 66 61 64 2e 66 61 2d 68 61 6e 64 
73 68 61 6b 65 2d 61 6c 74 2d 73 6c 61 73 68 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 65 30 35 66 22 7
d 2e 66 61 64 2e 66 61 2d 68 61 6e 64 73 68 61 6b 65 2d 73 6c 61 73 68 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 
22 5c 31 30 65 30 36 30 22 7d 2e 66 61 64 2e 66 61 2d 68 61 6e 75 6b 69 61 68 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 
74 3a 22 5c 31 30 66 36 65 36 22 7d 2e 66 61 64 2e 66 61 2d 68 61 72 64 2d 68 61 74 3a 61 66 74 65 72 7b 63 6f 6e 74 
65 6e 74 3a 22 5c 31 30 66 38 30 37 22 7d 2e 66 61 64 2e 66 61 2d 68 61 73 
Data Ascii: ntent:"\10f2b5"}.fad.fa-handshake-alt:after{content:"\10f4c6"}.fad.fa-handshake-alt-slash:after{content:"\10
e05f"}.fad.fa-handshake-slash:after{content:"\10e060"}.fad.fa-hanukiah:after{content:"\10f6e6"}.fad.fa-hard-hat:after{co
ntent:"\10f807"}.fad.fa-has

2022-01-28 17:46:58 UTC 586 IN Data Raw: 65 2d 6f 66 2d 77 6f 72 73 68 69 70 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 36 37 66 22 
7d 2e 66 61 64 2e 66 61 2d 70 6c 61 6e 65 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 30 37 32 22 7d 
2e 66 61 64 2e 66 61 2d 70 6c 61 6e 65 2d 61 6c 74 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 33 64 
65 22 7d 2e 66 61 64 2e 66 61 2d 70 6c 61 6e 65 2d 61 72 72 69 76 61 6c 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 2
2 5c 31 30 66 35 61 66 22 7d 2e 66 61 64 2e 66 61 2d 70 6c 61 6e 65 2d 64 65 70 61 72 74 75 72 65 3a 61 66 74 65 72 
7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 35 62 30 22 7d 2e 66 61 64 2e 66 61 2d 70 6c 61 6e 65 2d 73 6c 61 73 68 3a 
61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 65 30 36 39 22 7d 
Data Ascii: e-of-worship:after{content:"\10f67f"}.fad.fa-plane:after{content:"\10f072"}.fad.fa-plane-alt:after{content:"
\10f3de"}.fad.fa-plane-arrival:after{content:"\10f5af"}.fad.fa-plane-departure:after{content:"\10f5b0"}.fad.fa-plane-sla
sh:after{content:"\10e069"}

2022-01-28 17:46:58 UTC 594 IN Data Raw: 67 6e 61 6c 2d 73 74 72 65 61 6d 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 38 64 64 22 7d 
2e 66 61 64 2e 66 61 2d 73 69 67 6e 61 74 75 72 65 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 35 62 
37 22 7d 2e 66 61 64 2e 66 61 2d 73 69 6d 2d 63 61 72 64 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 
37 63 34 22 7d 2e 66 61 64 2e 66 61 2d 73 69 6e 6b 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 65 30 36 
64 22 7d 2e 66 61 64 2e 66 61 2d 73 69 72 65 6e 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 65 30 32 64 
22 7d 2e 66 61 64 2e 66 61 2d 73 69 72 65 6e 2d 6f 6e 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 65 30 
32 65 22 7d 2e 66 61 64 2e 66 61 2d 73 69 74 65 6d 61 70 3a 61 66 74 65 
Data Ascii: gnal-stream:after{content:"\10f8dd"}.fad.fa-signature:after{content:"\10f5b7"}.fad.fa-sim-card:after{content
:"\10f7c4"}.fad.fa-sink:after{content:"\10e06d"}.fad.fa-siren:after{content:"\10e02d"}.fad.fa-siren-on:after{content:"\1
0e02e"}.fad.fa-sitemap:afte

2022-01-28 17:46:58 UTC 595 IN Data Raw: 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 37 63 39 22 7d 2e 66 61 64 2e 66 61 2d 73 6b 69 69 6e 67 2d 
6e 6f 72 64 69 63 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 37 63 61 22 7d 2e 66 61 64 2e 66 61 2d 
73 6b 75 6c 6c 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 35 34 63 22 7d 2e 66 61 64 2e 66 61 2d 73 
6b 75 6c 6c 2d 63 6f 77 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 38 64 65 22 7d 2e 66 61 64 2e 66 6
1 2d 73 6b 75 6c 6c 2d 63 72 6f 73 73 62 6f 6e 65 73 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 37 31 
34 22 7d 2e 66 61 64 2e 66 61 2d 73 6c 61 73 68 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 37 31 35 
22 7d 2e 66 61 64 2e 66 61 2d 73 6c 65 64 64 69 6e 67 3a 61 66 74 65 
Data Ascii: er{content:"\10f7c9"}.fad.fa-skiing-nordic:after{content:"\10f7ca"}.fad.fa-skull:after{content:"\10f54c"}.fad.fa-skull
-cow:after{content:"\10f8de"}.fad.fa-skull-crossbones:after{content:"\10f714"}.fad.fa-slash:after{content:"\10f715"}.fad.fa-
sledding:afte

Timestamp
kBytes
transferred

Direction Data
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2022-01-28 17:46:58 UTC 600 IN Data Raw: 70 72 69 73 65 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 35 63 32 22 7d 2e 66 61 64 2e 
66 61 2d 73 77 61 74 63 68 62 6f 6f 6b 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 35 63 33 22 7d 2e 66 
61 64 2e 66 61 2d 73 77 69 6d 6d 65 72 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 35 63 34 22 7d 2e 
66 61 64 2e 66 61 2d 73 77 69 6d 6d 69 6e 67 2d 70 6f 6f 6c 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 6
6 35 63 35 22 7d 2e 66 61 64 2e 66 61 2d 73 77 6f 72 64 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 37 
31 63 22 7d 2e 66 61 64 2e 66 61 2d 73 77 6f 72 64 2d 6c 61 73 65 72 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 
5c 31 30 65 30 33 62 22 7d 2e 66 61 64 2e 66 61 2d 73 77 6f 72 64 2d 
Data Ascii: prise:after{content:"\10f5c2"}.fad.fa-swatchbook:after{content:"\10f5c3"}.fad.fa-swimmer:after{content:"\10f
5c4"}.fad.fa-swimming-pool:after{content:"\10f5c5"}.fad.fa-sword:after{content:"\10f71c"}.fad.fa-sword-laser:after{conte
nt:"\10e03b"}.fad.fa-sword-

2022-01-28 17:46:58 UTC 611 IN Data Raw: 22 7d 2e 66 61 64 2e 66 61 2d 76 6f 6c 6c 65 79 62 61 6c 6c 2d 62 61 6c 6c 3a 61 66 74 65 72 7b 63 6f 6e 74 
65 6e 74 3a 22 5c 31 30 66 34 35 66 22 7d 2e 66 61 64 2e 66 61 2d 76 6f 6c 75 6d 65 3a 61 66 74 65 72 7b 63 6f 6e 74 
65 6e 74 3a 22 5c 31 30 66 36 61 38 22 7d 2e 66 61 64 2e 66 61 2d 76 6f 6c 75 6d 65 2d 64 6f 77 6e 3a 61 66 74 65 72 
7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 30 32 37 22 7d 2e 66 61 64 2e 66 61 2d 76 6f 6c 75 6d 65 2d 6d 75 74 65 3a 6
1 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 36 61 39 22 7d 2e 66 61 64 2e 66 61 2d 76 6f 6c 75 6d 65 2d 6f 
66 66 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 22 5c 31 30 66 30 32 36 22 7d 2e 66 61 64 2e 66 61 2d 76 6f 6c 75 
6d 65 2d 73 6c 61 73 68 3a 61 66 74 65 72 7b 63 6f 6e 74 65 6e 74 3a 
Data Ascii: "}.fad.fa-volleyball-ball:after{content:"\10f45f"}.fad.fa-volume:after{content:"\10f6a8"}.fad.fa-volume-down
:after{content:"\10f027"}.fad.fa-volume-mute:after{content:"\10f6a9"}.fad.fa-volume-off:after{content:"\10f026"}.fad.fa-
volume-slash:after{content:

2022-01-28 17:46:58 UTC 614 IN Data Raw: 32 33 38 2e 65 6f 74 3f 23 69 65 66 69 78 29 20 66 6f 72 6d 61 74 28 22 65 6d 62 65 64 64 65 64 2d 6f 70 65 
6e 74 79 70 65 22 29 2c 75 72 6c 28 2e 2e 2f 66 6f 6e 74 73 2f 66 61 2d 6c 69 67 68 74 2d 33 30 30 2e 66 33 39 64 34 
61 65 31 2e 77 6f 66 66 32 29 20 66 6f 72 6d 61 74 28 22 77 6f 66 66 32 22 29 2c 75 72 6c 28 2e 2e 2f 66 6f 6e 74 73 2f 
66 61 2d 6c 69 67 68 74 2d 33 30 30 2e 31 38 34 31 33 62 64 64 2e 77 6f 66 66 29 20 66 6f 72 6d 61 74 28 22 77 6f 66 66 
22 29 2c 75 72 6c 28 2e 2e 2f 66 6f 6e 74 73 2f 66 61 2d 6c 69 67 68 74 2d 33 30 30 2e 61 66 66 32 32 32 33 64 2e 74 74 
66 29 20 66 6f 72 6d 61 74 28 22 74 72 75 65 74 79 70 65 22 29 2c 75 72 6c 28 2e 2e 2f 69 6d 67 2f 66 61 2d 6c 69 67 68 
74 2d 33 30 30 2e 38 34 36 39 34 62 32 61 2e 73 76 67 23 66 
Data Ascii: 238.eot?#iefix) format("embedded-opentype"),url(../fonts/fa-light-300.f39d4ae1.woff2) format("woff2"),url(..
/fonts/fa-light-300.18413bdd.woff) format("woff"),url(../fonts/fa-light-300.aff2223d.ttf) format("truetype"),url(../img/fa-light-3
00.84694b2a.svg#f

2022-01-28 17:46:58 UTC 630 IN Data Raw: 2d 70 69 63 6b 65 72 2d 6c 61 62 65 6c 7b 63 75 72 73 6f 72 3a 70 6f 69 6e 74 65 72 3b 64 69 73 70 6c 61 79 
3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 68 65 69 67 68 74 3a 31 30 30 25 3b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 
38 70 78 3b 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 32 70 78 3b 70 6f 73 69 74 69 6f 6e 3a 72 65 6c 61 74 69 76 65 
3b 77 69 64 74 68 3a 31 30 30 25 7d 2e 71 6c 2d 73 6e 6f 77 20 2e 71 6c 2d 70 69 63 6b 65 72 2d 6c 61 62 65 6c 3a 62 6
5 66 6f 72 65 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 32 
32 70 78 7d 2e 71 6c 2d 73 6e 6f 77 20 2e 71 6c 2d 70 69 63 6b 65 72 2d 6f 70 74 69 6f 6e 73 7b 62 61 63 6b 67 72 6f 75 
6e 64 2d 63 6f 6c 6f 72 3a 23 66 66 66 3b 64 69 73 70 6c 61 79 3a 
Data Ascii: -picker-label{cursor:pointer;display:inline-block;height:100%;padding-left:8px;padding-right:2px;position:re
lative;width:100%}.ql-snow .ql-picker-label:before{display:inline-block;line-height:22px}.ql-snow .ql-picker-options{bac
kground-color:#fff;display:

2022-01-28 17:46:58 UTC 631 IN Data Raw: 69 63 6b 65 72 3a 6e 6f 74 28 2e 71 6c 2d 63 6f 6c 6f 72 2d 70 69 63 6b 65 72 29 3a 6e 6f 74 28 2e 71 6c 2d 
69 63 6f 6e 2d 70 69 63 6b 65 72 29 20 73 76 67 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 6d 61 72 67 69 
6e 2d 74 6f 70 3a 2d 39 70 78 3b 72 69 67 68 74 3a 30 3b 74 6f 70 3a 35 30 25 3b 77 69 64 74 68 3a 31 38 70 78 7d 2e 
71 6c 2d 73 6e 6f 77 20 2e 71 6c 2d 70 69 63 6b 65 72 2e 71 6c 2d 66 6f 6e 74 20 2e 71 6c 2d 70 69 63 6b 65 72 2d 69 
74 65 6d 5b 64 61 74 61 2d 6c 61 62 65 6c 5d 3a 6e 6f 74 28 5b 64 61 74 61 2d 6c 61 62 65 6c 3d 22 22 5d 29 3a 62 65 6
6 6f 72 65 2c 2e 71 6c 2d 73 6e 6f 77 20 2e 71 6c 2d 70 69 63 6b 65 72 2e 71 6c 2d 66 6f 6e 74 20 2e 71 6c 2d 70 69 63 
6b 65 72 2d 6c 61 62 65 6c 5b 64 61 74 61 2d 6c 61 62 65 6c 5d 3a 
Data Ascii: icker:not(.ql-color-picker):not(.ql-icon-picker) svg{position:absolute;margin-top:-9px;right:0;top:50%;width
:18px}.ql-snow .ql-picker.ql-font .ql-picker-item[data-label]:not([data-label=""]):before,.ql-snow .ql-picker.ql-font .ql-picker-l
abel[data-label]:

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

5 192.168.2.3 49764 99.86.3.99 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-01-28 17:46:58 UTC 10 OUT GET /js/app.ead6c261.js HTTP/1.1
Host: phisher.knowbe4.com
Connection: keep-alive
Origin: https://phisher.knowbe4.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: script
Referer: https://phisher.knowbe4.com/inbox/?keywords=urls%3A%22https%3A%2F%2Fwww.canva.com%2Fdesign%
2FDAE2v7jrAx0%2FxbFDaPbUsdgv68II2DfGFg%2Fview%3Futm_content%3DDAE2v7jrAx0%26utm_campaign%3
Ddesignshare%26utm_medium%3Dlink%26utm_source%3Dsharebutton%22
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-01-28 17:46:58 UTC 880 IN HTTP/1.1 200 OK
Content-Type: application/javascript
Content-Length: 64256
Connection: close
Date: Fri, 28 Jan 2022 17:46:59 GMT
Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: GET
Access-Control-Expose-Headers: ETag
Access-Control-Max-Age: 3000
Last-Modified: Fri, 21 Jan 2022 15:36:37 GMT
ETag: "952686cc58fceae98c8afef6d6be4e33"
x-amz-server-side-encryption: AES256
x-amz-version-id: TKMcJL3Lck97c6c94n.1UyVCMLQSfe1r
Accept-Ranges: bytes
Server: AmazonS3
strict-transport-security: max-age=31536000; includeSubdomains; preload
x-content-type-options: nosniff
x-frame-options: SAMEORIGIN
x-xss-protection: 1; mode=block
Vary: Accept-Encoding
X-Cache: Miss from cloudfront
Via: 1.1 df86e917220bc08caa68b0eb8ddabe90.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: FRA6-C1
X-Amz-Cf-Id: z_v-Qi_lT1hrBiP39k26JCrBfkw-LWrD3lZIHztT0dNw6RJ4MuLbsw==

2022-01-28 17:46:58 UTC 880 IN Data Raw: 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 66 75 6e 63 74 69 6f 6e 20 74 28 74 29 7b 66 6f 72 28 76 61 72 20 6f 
2c 61 2c 72 3d 74 5b 30 5d 2c 63 3d 74 5b 31 5d 2c 75 3d 74 5b 32 5d 2c 6c 3d 30 2c 64 3d 5b 5d 3b 6c 3c 72 2e 6c 65 
6e 67 74 68 3b 6c 2b 2b 29 61 3d 72 5b 6c 5d 2c 4f 62 6a 65 63 74 2e 70 72 6f 74 6f 74 79 70 65 2e 68 61 73 4f 77 6e 50 
72 6f 70 65 72 74 79 2e 63 61 6c 6c 28 6e 2c 61 29 26 26 6e 5b 61 5d 26 26 64 2e 70 75 73 68 28 6e 5b 61 5d 5b 30 5d 
29 2c 6e 5b 61 5d 3d 30 3b 66 6f 72 28 6f 20 69 6e 20 63 29 4f 62 6a 65 63 74 2e 70 72 6f 74 6f 74 79 70 65 2e 68 61 73 
4f 77 6e 50 72 6f 70 65 72 74 79 2e 63 61 6c 6c 28 63 2c 6f 29 26 26 28 65 5b 6f 5d 3d 63 5b 6f 5d 29 3b 70 26 26 70 28 
74 29 3b 77 68 69 6c 65 28 64 2e 6c 65 6e 67 74 68 29 64 2e 73 
Data Ascii: (function(e){function t(t){for(var o,a,r=t[0],c=t[1],u=t[2],l=0,d=[];l<r.length;l++)a=r[l],Object.prototype.
hasOwnProperty.call(n,a)&&n[a]&&d.push(n[a][0]),n[a]=0;for(o in c)Object.prototype.hasOwnProperty.call(c,o)&&(
e[o]=c[o]);p&&p(t);while(d.length)d.s

2022-01-28 17:46:58 UTC 882 IN Data Raw: 78 7e 70 68 69 73 68 72 69 70 7e 70 6f 73 74 61 63 74 69 6f 6e 73 7e 72 75 6c 65 73 7e 73 65 74 74 69 6e 67 
73 22 3a 31 2c 22 69 6e 62 6f 78 7e 70 68 69 73 68 72 69 70 7e 70 6f 73 74 61 63 74 69 6f 6e 73 22 3a 31 2c 22 69 6e 62 
6f 78 7e 70 68 69 73 68 72 69 70 22 3a 31 2c 70 68 69 73 68 72 69 70 3a 31 2c 69 6e 62 6f 78 3a 31 2c 70 6f 73 74 61 63 
74 69 6f 6e 73 3a 31 2c 72 75 6c 65 73 3a 31 2c 73 65 74 74 69 6e 67 73 3a 31 2c 72 6f 6f 6d 73 3a 31 7d 3b 61 5b 65 5d 
3f 74 2e 70 75 73 68 28 61 5b 65 5d 29 3a 30 21 3d 3d 61 5b 65 5d 26 26 73 5b 65 5d 26 26 74 2e 70 75 73 68 28 61 5b 
65 5d 3d 6e 65 77 20 50 72 6f 6d 69 73 65 28 28 66 75 6e 63 74 69 6f 6e 28 74 2c 73 29 7b 66 6f 72 28 76 61 72 20 6f 3d 
22 63 73 73 2f 22 2b 28 7b 34 30 34 3a 22 34 30 34 22 2c 22 
Data Ascii: x~phishrip~postactions~rules~settings":1,"inbox~phishrip~postactions":1,"inbox~phishrip":1,phishrip:1,inbox:
1,postactions:1,rules:1,settings:1,rooms:1};a[e]?t.push(a[e]):0!==a[e]&&s[e]&&t.push(a[e]=new Promise((function(t,s){for
(var o="css/"+({404:"404","

2022-01-28 17:46:58 UTC 983 IN Data Raw: 69 63 61 74 69 6f 6e 73 2f 6d 6f 6e 69 74 6f 72 73 22 2c 73 29 7d 2c 75 70 64 61 74 65 4e 6f 74 69 66 69 63 
61 74 69 6f 6e 28 65 2c 7b 69 64 3a 74 2c 64 65 74 61 69 6c 73 3a 73 7d 29 7b 63 6f 6e 73 74 20 6f 3d 7b 6d 65 74 68 6f 
64 3a 22 50 55 54 22 2c 64 61 74 61 3a 7b 2e 2e 2e 73 7d 7d 3b 72 65 74 75 72 6e 20 4f 62 6a 65 63 74 28 61 5b 22 62 
22 5d 29 28 22 6e 6f 74 69 66 69 63 61 74 69 6f 6e 73 2f 6d 6f 6e 69 74 6f 72 73 2f 22 2b 74 2c 6f 29 7d 2c 64 65 6c 65 
74 65 4e 6f 74 69 66 69 63 61 74 69 6f 6e 28 7b 72 6f 6f 74 53 74 61 74 65 3a 65 7d 2c 74 29 7b 63 6f 6e 73 74 20 73 3d 
7b 6d 65 74 68 6f 64 3a 22 44 45 4c 45 54 45 22 7d 3b 72 65 74 75 72 6e 20 4f 62 6a 65 63 74 28 61 5b 22 62 22 5d 29 
28 22 6e 6f 74 69 66 69 63 61 74 69 6f 6e 73 2f 6d 6f 6e 69 74 
Data Ascii: ications/monitors",s)},updateNotification(e,{id:t,details:s}){const o={method:"PUT",data:{...s}};return Obje
ct(a["b"])("notifications/monitors/"+t,o)},deleteNotification({rootState:e},t){const s={method:"DELETE"};return Object(a["b"])
("notifications/monit

2022-01-28 17:46:58 UTC 1033 IN Data Raw: 2c 7b 61 63 74 69 6f 6e 49 64 3a 74 2c 61 63 74 69 6f 6e 3a 73 7d 29 7b 63 6f 6e 73 74 20 6f 3d 7b 6d 65 74 
68 6f 64 3a 22 50 55 54 22 2c 64 61 74 61 3a 7b 61 63 74 69 6f 6e 73 3a 73 7d 7d 3b 72 65 74 75 72 6e 20 65 2e 61 63 
63 6f 75 6e 74 2e 69 73 44 65 6d 6f 41 63 63 6f 75 6e 74 3f 50 72 6f 6d 69 73 65 2e 72 65 73 6f 6c 76 65 28 29 3a 4f 62 
6a 65 63 74 28 61 5b 22 62 22 5d 29 28 22 61 63 74 69 6f 6e 73 2f 22 2b 74 2c 6f 29 7d 2c 75 70 64 61 74 65 4f 72 64 65 
72 28 7b 72 6f 6f 74 53 74 61 74 65 3a 65 7d 2c 74 29 7b 63 6f 6e 73 74 20 73 3d 7b 6d 65 74 68 6f 64 3a 22 50 4f 53 54 
22 2c 64 61 74 61 3a 7b 6f 72 64 65 72 3a 74 7d 7d 3b 72 65 74 75 72 6e 20 65 2e 61 63 63 6f 75 6e 74 2e 69 73 44 65 
6d 6f 41 63 63 6f 75 6e 74 3f 50 72 6f 6d 69 73 65 2e 72 65 73 
Data Ascii: ,{actionId:t,action:s}){const o={method:"PUT",data:{actions:s}};return e.account.isDemoAccount?Promise.resol
ve():Object(a["b"])("actions/"+t,o)},updateOrder({rootState:e},t){const s={method:"POST",data:{order:t}};return e.accoun
t.isDemoAccount?Promise.res

2022-01-28 17:46:58 UTC 1104 IN Data Raw: 61 5b 22 66 22 5d 29 28 65 2e 61 70 69 54 6f 6b 65 6e 29 7d 2c 5b 6f 5b 22 6f 22 5d 5d 28 65 2c 74 29 7b 65 
2e 61 70 69 54 6f 6b 65 6e 3d 74 2e 74 6f 6b 65 6e 2c 4f 62 6a 65 63 74 28 61 5b 22 66 22 5d 29 28 74 2e 74 6f 6b 65 6e 
29 7d 2c 5b 6f 5b 22 72 22 5d 5d 28 65 2c 74 29 7b 65 2e 61 70 69 54 6f 6b 65 6e 3d 6e 75 6c 6c 2c 4f 62 6a 65 63 74 28 
6e 5b 22 62 22 5d 29 28 22 74 6f 6b 65 6e 22 29 3b 7b 63 6f 6e 73 74 20 65 3d 22 68 74 74 70 73 3a 2f 2f 74 72 61 69 6e 
69 6e 67 2e 6b 6e 6f 77 62 65 34 2e 63 6f 6d 22 2c 73 3d 4f 62 6a 65 63 74 28 7b 56 55 45 5f 41 50 50 5f 41 50 49 5f 42 
41 53 45 5f 55 52 4c 3a 22 68 74 74 70 73 3a 2f 2f 61 70 69 2e 70 68 69 73 68 65 72 2e 6b 6e 6f 77 62 65 34 2e 63 6f 6d 
22 2c 56 55 45 5f 41 50 50 5f 50 45 4e 44 4f 5f 4b 45 59 
Data Ascii: a["f"])(e.apiToken)},[o["o"]](e,t){e.apiToken=t.token,Object(a["f"])(t.token)},[o["r"]](e,t){e.apiToken=null,Object(n[
"b"])("token");{const e="https://training.knowbe4.com",s=Object({VUE_APP_API_BASE_URL:"https://api.phisher.kno
wbe4.com",VUE_APP_PENDO_KEY

2022-01-28 17:46:58 UTC 1162 IN Data Raw: 65 28 22 69 6e 62 6f 78 7e 70 68 69 73 68 72 69 70 7e 70 6f 73 74 61 63 74 69 6f 6e 73 7e 72 75 6c 65 73 7e 
73 65 74 74 69 6e 67 73 22 29 2c 73 2e 65 28 22 73 65 74 74 69 6e 67 73 22 29 5d 29 2e 74 68 65 6e 28 73 2e 62 69 6e 
64 28 6e 75 6c 6c 2c 22 65 65 34 39 22 29 29 7d 2c 7b 70 61 74 68 3a 22 6e 6f 74 69 66 69 63 61 74 69 6f 6e 73 22 2c 
6e 61 6d 65 3a 22 73 65 74 74 69 6e 67 73 4e 6f 74 69 66 69 63 61 74 69 6f 6e 73 22 2c 62 65 66 6f 72 65 45 6e 74 65 72 
3a 28 65 2c 74 2c 73 29 3d 3e 7b 69 66 28 6e 75 6c 6c 3d 3d 3d 4a 5b 22 61 22 5d 2e 67 65 74 74 65 72 73 5b 22 61 63 
63 6f 75 6e 74 2f 6e 6f 74 69 66 69 63 61 74 69 6f 6e 73 46 65 61 74 75 72 65 46 6c 61 67 4f 6e 22 5d 29 7b 63 6f 6e 73 
74 20 65 3d 4a 5b 22 61 22 5d 2e 77 61 74 63 68 28 4a 5b 22 61 22 
Data Ascii: e("inbox~phishrip~postactions~rules~settings"),s.e("settings")]).then(s.bind(null,"ee49"))},{path:"notificat
ions",name:"settingsNotifications",beforeEnter:(e,t,s)=>{if(null===J["a"].getters["account/notificationsFeatureFlagOn"])
{const e=J["a"].watch(J["a"
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2022-01-28 17:46:58 UTC 1178 IN Data Raw: 6f 6f 74 53 74 61 74 65 3a 65 7d 2c 7b 71 75 65 72 79 49 64 3a 74 2c 72 65 73 6f 6c 75 74 69 6f 6e 3a 73 7d 
29 7b 63 6f 6e 73 74 20 6f 3d 7b 6d 65 74 68 6f 64 3a 22 50 55 54 22 2c 64 61 74 61 3a 7b 71 75 65 72 79 3a 7b 72 65 73 
6f 6c 76 65 64 3a 73 7d 7d 7d 3b 72 65 74 75 72 6e 20 65 2e 61 63 63 6f 75 6e 74 2e 69 73 44 65 6d 6f 41 63 63 6f 75 6e 
74 3f 50 72 6f 6d 69 73 65 2e 72 65 73 6f 6c 76 65 28 29 3a 4f 62 6a 65 63 74 28 61 5b 22 62 22 5d 29 28 22 71 75 65 72 
69 65 73 2f 22 2b 74 2c 6f 29 7d 2c 62 75 6c 6b 55 70 64 61 74 65 51 75 65 72 69 65 73 28 7b 72 6f 6f 74 53 74 61 74 65 
3a 65 7d 2c 74 29 7b 63 6f 6e 73 74 20 73 3d 7b 6d 65 74 68 6f 64 3a 22 50 41 54 43 48 22 2c 64 61 74 61 3a 7b 71 75 
65 72 69 65 73 3a 74 7d 7d 3b 72 65 74 75 72 6e 20 65 2e 61 
Data Ascii: ootState:e},{queryId:t,resolution:s}){const o={method:"PUT",data:{query:{resolved:s}}};return e.account.isDe
moAccount?Promise.resolve():Object(a["b"])("queries/"+t,o)},bulkUpdateQueries({rootState:e},t){const s={method
:"PATCH",data:{queries:t}};return e.a

2022-01-28 17:46:59 UTC 1651 IN Data Raw: 2e 73 74 61 74 75 73 3d 6e 29 2c 69 26 26 28 63 2e 73 65 76 65 72 69 74 79 3d 69 29 2c 4f 62 6a 65 63 74 28 
61 5b 22 62 22 5d 29 28 22 6d 65 73 73 61 67 65 73 2e 63 73 76 22 2c 72 29 7d 2c 66 65 74 63 68 4d 65 73 73 61 67 65 
44 65 74 61 69 6c 73 28 7b 63 6f 6d 6d 69 74 3a 65 7d 2c 7b 6d 65 73 73 61 67 65 49 64 3a 74 2c 73 6f 72 74 69 6e 67 
3a 73 2c 6b 65 79 77 6f 72 64 73 3a 6f 2c 73 74 61 74 75 73 3a 6e 2c 73 65 76 65 72 69 74 79 3a 69 2c 63 61 74 65 67 6f 
72 79 3a 72 7d 29 7b 63 6f 6e 73 74 20 63 3d 7b 70 61 72 61 6d 73 3a 7b 7d 7d 2c 7b 70 61 72 61 6d 73 3a 75 7d 3d 63 
3b 72 65 74 75 72 6e 20 73 2e 73 6f 72 74 42 79 26 26 28 75 2e 73 6f 72 74 5f 62 79 3d 73 2e 73 6f 72 74 42 79 2c 75 2e 
73 6f 72 74 5f 64 69 72 3d 73 2e 73 6f 72 74 44 69 72 29 2c 6f 26 
Data Ascii: .status=n),i&&(c.severity=i),Object(a["b"])("messages.csv",r)},fetchMessageDetails({commit:e},{messageId:t,s
orting:s,keywords:o,status:n,severity:i,category:r}){const c={params:{}},{params:u}=c;return s.sortBy&&(u.sort_by=s.sort
By,u.sort_dir=s.sortDir),o&

2022-01-28 17:46:59 UTC 1672 IN Data Raw: 68 6f 72 69 7a 61 74 69 6f 6e 22 5d 3d 22 42 65 61 72 65 72 20 22 2b 65 7d 2c 6d 3d 65 3d 3e 68 28 22 61 75 
74 68 2f 6c 6f 67 6f 75 74 22 29 2c 68 3d 28 65 2c 74 3d 7b 7d 29 3d 3e 64 28 7b 6d 65 74 68 6f 64 3a 74 2e 6d 65 74 68 
6f 64 7c 7c 22 67 65 74 22 2c 75 72 6c 3a 60 24 7b 72 7d 2f 24 7b 65 7d 60 2c 70 61 72 61 6d 73 3a 74 2e 70 61 72 61 
6d 73 2c 64 61 74 61 3a 74 2e 64 61 74 61 2c 63 61 6e 63 65 6c 54 6f 6b 65 6e 3a 74 2e 63 61 6e 63 65 6c 54 6f 6b 65 
6e 7d 29 2e 74 68 65 6e 28 65 3d 3e 65 2e 64 61 74 61 29 2e 63 61 74 63 68 28 75 29 2c 5f 3d 28 65 3d 7b 7d 29 3d 3e 
64 28 7b 75 72 6c 3a 69 2c 6d 65 74 68 6f 64 3a 22 70 6f 73 74 22 2c 74 72 61 6e 73 66 6f 72 6d 52 65 71 75 65 73 74 3a 
5b 28 65 2c 74 29 3d 3e 28 64 65 6c 65 74 65 20 74 2e 63 6f 6d 6d 
Data Ascii: horization"]="Bearer "+e},m=e=>h("auth/logout"),h=(e,t={})=>d({method:t.method||"get",url:`${r}/${e}`,params
:t.params,data:t.data,cancelToken:t.cancelToken}).then(e=>e.data).catch(u),_=(e={})=>d({url:i,method:"post",tr
ansformRequest:[(e,t)=>(delete t.comm

Timestamp
kBytes
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

6 192.168.2.3 49766 99.86.3.99 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-01-28 17:46:58 UTC 11 OUT GET /js/chunk-vendors.9c8c3628.js HTTP/1.1
Host: phisher.knowbe4.com
Connection: keep-alive
Origin: https://phisher.knowbe4.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: script
Referer: https://phisher.knowbe4.com/inbox/?keywords=urls%3A%22https%3A%2F%2Fwww.canva.com%2Fdesign%
2FDAE2v7jrAx0%2FxbFDaPbUsdgv68II2DfGFg%2Fview%3Futm_content%3DDAE2v7jrAx0%26utm_campaign%3
Ddesignshare%26utm_medium%3Dlink%26utm_source%3Dsharebutton%22
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-01-28 17:46:58 UTC 64 IN HTTP/1.1 200 OK
Content-Type: application/javascript
Content-Length: 1012513
Connection: close
Date: Fri, 28 Jan 2022 17:46:59 GMT
Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: GET
Access-Control-Expose-Headers: ETag
Access-Control-Max-Age: 3000
Last-Modified: Fri, 21 Jan 2022 15:36:37 GMT
ETag: "07ca74fb895ee9c651fff6a815e511d1"
x-amz-server-side-encryption: AES256
x-amz-version-id: khseQCAEjO25NH9gO6afa50Af3bDBVoU
Accept-Ranges: bytes
Server: AmazonS3
strict-transport-security: max-age=31536000; includeSubdomains; preload
x-content-type-options: nosniff
x-frame-options: SAMEORIGIN
x-xss-protection: 1; mode=block
Vary: Accept-Encoding
X-Cache: Miss from cloudfront
Via: 1.1 df86e917220bc08caa68b0eb8ddabe90.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: FRA6-C1
X-Amz-Cf-Id: 3KabpWtOvanOTKHU5F67AjT-TyyWM2poPiaeYKIFpnONf7fH38nhTg==
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2022-01-28 17:46:58 UTC 65 IN Data Raw: 28 77 69 6e 64 6f 77 5b 22 77 65 62 70 61 63 6b 4a 73 6f 6e 70 22 5d 3d 77 69 6e 64 6f 77 5b 22 77 65 62 70 
61 63 6b 4a 73 6f 6e 70 22 5d 7c 7c 5b 5d 29 2e 70 75 73 68 28 5b 5b 22 63 68 75 6e 6b 2d 76 65 6e 64 6f 72 73 22 5d 
2c 7b 22 30 30 64 63 22 3a 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 6e 29 7b 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 
61 72 20 69 3d 6e 28 22 35 38 61 32 22 29 2c 72 3d 6e 28 22 63 32 34 64 22 29 2c 6f 3d 6e 28 22 35 36 31 64 22 29 3b 
66 75 6e 63 74 69 6f 6e 20 61 28 65 29 7b 76 61 72 20 6e 3d 6e 65 77 20 74 28 72 5b 65 5d 2e 70 72 69 6d 65 2c 22 68 
65 78 22 29 2c 69 3d 6e 65 77 20 74 28 72 5b 65 5d 2e 67 65 6e 2c 22 68 65 78 22 29 3b 72 65 74 75 72 6e 20 6e 65 77 
20 6f 28 6e 2c 69 29 7d 76 61 72 20 73 3d 7b 62 69 6e 61 72 79 3a 21 30 
Data Ascii: (window["webpackJsonp"]=window["webpackJsonp"]||[]).push([["chunk-vendors"],{"00dc":function(t,e,n)
{(function(t){var i=n("58a2"),r=n("c24d"),o=n("561d");function a(e){var n=new t(r[e].prime,"hex"),i=new t(r[e].gen,"hex
");return new o(n,i)}var s={binary:!0

2022-01-28 17:46:58 UTC 111 IN Data Raw: 29 3a 74 68 69 73 2e 5f 75 70 64 61 74 65 45 6e 63 72 79 70 74 28 74 29 7d 2c 72 2e 70 72 6f 74 6f 74 79 70 
65 2e 5f 62 75 66 66 65 72 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 66 6f 72 28 76 61 72 20 6e 3d 4d 61 74 68 2e 6d 
69 6e 28 74 68 69 73 2e 62 75 66 66 65 72 2e 6c 65 6e 67 74 68 2d 74 68 69 73 2e 62 75 66 66 65 72 4f 66 66 2c 74 2e 
6c 65 6e 67 74 68 2d 65 29 2c 69 3d 30 3b 69 3c 6e 3b 69 2b 2b 29 74 68 69 73 2e 62 75 66 66 65 72 5b 74 68 69 73 2e 
62 75 66 66 65 72 4f 66 66 2b 69 5d 3d 74 5b 65 2b 69 5d 3b 72 65 74 75 72 6e 20 74 68 69 73 2e 62 75 66 66 65 72 4f 6
6 66 2b 3d 6e 2c 6e 7d 2c 72 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 66 6c 75 73 68 42 75 66 66 65 72 3d 66 75 6e 63 74 69 
6f 6e 28 74 2c 65 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 5f 75 
Data Ascii: ):this._updateEncrypt(t)},r.prototype._buffer=function(t,e){for(var n=Math.min(this.buffer.length-this.buffe
rOff,t.length-e),i=0;i<n;i++)this.buffer[this.bufferOff+i]=t[e+i];return this.bufferOff+=n,n},r.prototype._flushBuffer=function(t,
e){return this._u

2022-01-28 17:46:58 UTC 140 IN Data Raw: 66 37 30 39 61 35 64 30 20 33 62 62 35 63 39 62 38 20 38 39 39 63 34 37 61 65 20 62 62 36 66 62 37 31 65 
20 39 31 33 38 36 34 30 39 22 2c 68 61 73 68 3a 6f 2e 73 68 61 35 31 32 2c 67 52 65 64 3a 21 31 2c 67 3a 5b 22 30 30 
30 30 30 30 63 36 20 38 35 38 65 30 36 62 37 20 30 34 30 34 65 39 63 64 20 39 65 33 65 63 62 36 36 20 32 33 39 35 62 
34 34 32 20 39 63 36 34 38 31 33 39 20 30 35 33 66 62 35 32 31 20 66 38 32 38 61 66 36 30 20 36 62 34 64 33 64 62 61 
20 61 31 34 62 35 65 37 37 20 65 66 65 37 35 39 32 38 20 66 65 31 64 63 31 32 37 20 61 32 66 66 61 38 64 65 20 33 33 
34 38 62 33 63 31 20 38 35 36 61 34 32 39 62 20 66 39 37 65 37 65 33 31 20 63 32 65 35 62 64 36 36 22 2c 22 30 30 30 
30 30 31 31 38 20 33 39 32 39 36 61 37 38 20 39 61 33 62 63 30 30 34 20 35 
Data Ascii: f709a5d0 3bb5c9b8 899c47ae bb6fb71e 91386409",hash:o.sha512,gRed:!1,g:["000000c6 858e06b7 
0404e9cd 9e3ecb66 2395b442 9c648139 053fb521 f828af60 6b4d3dba a14b5e77 efe75928 fe1dc127 a2ffa8de 
3348b3c1 856a429b f97e7e31 c2e5bd66","00000118 39296a78 9a3bc004 5

2022-01-28 17:46:58 UTC 153 IN Data Raw: 69 73 73 21 3d 3d 6e 2e 69 73 73 75 65 72 7c 7c 41 72 72 61 79 2e 69 73 41 72 72 61 79 28 6e 2e 69 73 73 
75 65 72 29 26 26 2d 31 3d 3d 3d 6e 2e 69 73 73 75 65 72 2e 69 6e 64 65 78 4f 66 28 79 2e 69 73 73 29 3b 69 66 28 6b 
29 72 65 74 75 72 6e 20 64 28 6e 65 77 20 69 28 22 6a 77 74 20 69 73 73 75 65 72 20 69 6e 76 61 6c 69 64 2e 20 65 78 
70 65 63 74 65 64 3a 20 22 2b 6e 2e 69 73 73 75 65 72 29 29 7d 69 66 28 6e 2e 73 75 62 6a 65 63 74 26 26 79 2e 73 75 
62 21 3d 3d 6e 2e 73 75 62 6a 65 63 74 29 72 65 74 75 72 6e 20 64 28 6e 65 77 20 69 28 22 6a 77 74 20 73 75 62 6a 65 
63 74 20 69 6e 76 61 6c 69 64 2e 20 65 78 70 65 63 74 65 64 3a 20 22 2b 6e 2e 73 75 62 6a 65 63 74 29 29 3b 69 66 28 
6e 2e 6a 77 74 69 64 26 26 79 2e 6a 74 69 21 3d 3d 6e 2e 6a 77 74 69 64 29 
Data Ascii: iss!==n.issuer||Array.isArray(n.issuer)&&-1===n.issuer.indexOf(y.iss);if(k)return d(new i("jwt issuer invalid. 
expected: "+n.issuer))}if(n.subject&&y.sub!==n.subject)return d(new i("jwt subject invalid. expected: "+n.subject));i
f(n.jwtid&&y.jti!==n.jwtid)

2022-01-28 17:46:58 UTC 171 IN Data Raw: 74 29 7b 72 65 74 75 72 6e 20 6e 75 6c 6c 21 3d 74 26 26 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 
74 7d 74 2e 65 78 70 6f 72 74 73 3d 6e 7d 2c 31 33 36 38 3a 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 6e 29 7b 76 61 72 
20 69 3d 6e 28 22 64 61 30 33 22 29 2c 72 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 2f 5b 5e 2e 5d 2b 24 2f 
2e 65 78 65 63 28 69 26 26 69 2e 6b 65 79 73 26 26 69 2e 6b 65 79 73 2e 49 45 5f 50 52 4f 54 4f 7c 7c 22 22 29 3b 72 65 
74 75 72 6e 20 74 3f 22 53 79 6d 62 6f 6c 28 73 72 63 29 5f 31 2e 22 2b 74 3a 22 22 7d 28 29 3b 66 75 6e 63 74 69 6f 6e 
20 6f 28 74 29 7b 72 65 74 75 72 6e 21 21 72 26 26 72 20 69 6e 20 74 7d 74 2e 65 78 70 6f 72 74 73 3d 6f 7d 2c 22 31 33 
65 32 22 3a 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 6e 29 7b 
Data Ascii: t){return null!=t&&"object"==typeof t}t.exports=n},1368:function(t,e,n){var i=n("da03"),r=function(){var t=/
[^.]+$/.exec(i&&i.keys&&i.keys.IE_PROTO||"");return t?"Symbol(src)_1."+t:""}();function o(t){return!!r&&r in t}t.exports
=o},"13e2":function(t,e,n){

2022-01-28 17:46:58 UTC 193 IN Data Raw: 74 79 70 65 6f 66 20 41 72 72 61 79 42 75 66 66 65 72 26 26 65 20 69 6e 73 74 61 6e 63 65 6f 66 20 41 72 72 
61 79 42 75 66 66 65 72 3f 76 28 74 2c 65 2c 6e 2c 69 29 3a 22 73 74 72 69 6e 67 22 3d 3d 3d 74 79 70 65 6f 66 20 65 3f 
70 28 74 2c 65 2c 6e 29 3a 62 28 74 2c 65 29 7d 66 75 6e 63 74 69 6f 6e 20 66 28 74 29 7b 69 66 28 22 6e 75 6d 62 65 
72 22 21 3d 3d 74 79 70 65 6f 66 20 74 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 27 22 73 69 7a 
65 22 20 61 72 67 75 6d 65 6e 74 20 6d 75 73 74 20 62 65 20 61 20 6e 75 6d 62 65 72 27 29 3b 69 66 28 74 3c 30 29 74 
68 72 6f 77 20 6e 65 77 20 52 61 6e 67 65 45 72 72 6f 72 28 27 22 73 69 7a 65 22 20 61 72 67 75 6d 65 6e 74 20 6d 75 
73 74 20 6e 6f 74 20 62 65 20 6e 65 67 61 74 69 76 65 27 29 7d 66 75 
Data Ascii: typeof ArrayBuffer&&e instanceof ArrayBuffer?v(t,e,n,i):"string"===typeof e?p(t,e,n):b(t,e)}function f(t){if
("number"!==typeof t)throw new TypeError('"size" argument must be a number');if(t<0)throw new RangeError('"size" 
argument must not be negative')}fu

2022-01-28 17:46:58 UTC 442 IN Data Raw: 6f 69 64 20 30 3d 3d 3d 69 3f 6e 65 77 20 55 69 6e 74 38 41 72 72 61 79 28 65 2c 6e 29 3a 6e 65 77 20 55 69 
6e 74 38 41 72 72 61 79 28 65 2c 6e 2c 69 29 2c 63 2e 54 59 50 45 44 5f 41 52 52 41 59 5f 53 55 50 50 4f 52 54 3f 28 74 
3d 65 2c 74 2e 5f 5f 70 72 6f 74 6f 5f 5f 3d 63 2e 70 72 6f 74 6f 74 79 70 65 29 3a 74 3d 6d 28 74 2c 65 29 2c 74 7d 66 75 
6e 63 74 69 6f 6e 20 62 28 74 2c 65 29 7b 69 66 28 63 2e 69 73 42 75 66 66 65 72 28 65 29 29 7b 76 61 72 20 6e 3d 30 
7c 67 28 65 2e 6c 65 6e 67 74 68 29 3b 72 65 74 75 72 6e 20 74 3d 75 28 74 2c 6e 29 2c 30 3d 3d 3d 74 2e 6c 65 6e 67 
74 68 3f 74 3a 28 65 2e 63 6f 70 79 28 74 2c 30 2c 30 2c 6e 29 2c 74 29 7d 69 66 28 65 29 7b 69 66 28 22 75 6e 64 65 
66 69 6e 65 64 22 21 3d 3d 74 79 70 65 6f 66 20 41 72 72 61 79 
Data Ascii: oid 0===i?new Uint8Array(e,n):new Uint8Array(e,n,i),c.TYPED_ARRAY_SUPPORT?(t=e,t.__proto__=c.proto
type):t=m(t,e),t}function b(t,e){if(c.isBuffer(e)){var n=0|g(e.length);return t=u(t,n),0===t.length?t:(e.copy(t,0,0,n),t)}if(e){if
("undefined"!==typeof Array

2022-01-28 17:46:58 UTC 458 IN Data Raw: 68 69 73 2e 6c 65 6e 67 74 68 3c 6e 29 74 68 72 6f 77 20 6e 65 77 20 52 61 6e 67 65 45 72 72 6f 72 28 22 4f 
75 74 20 6f 66 20 72 61 6e 67 65 20 69 6e 64 65 78 22 29 3b 69 66 28 6e 3c 3d 65 29 72 65 74 75 72 6e 20 74 68 69 73 
3b 76 61 72 20 6f 3b 69 66 28 65 3e 3e 3e 3d 30 2c 6e 3d 76 6f 69 64 20 30 3d 3d 3d 6e 3f 74 68 69 73 2e 6c 65 6e 67 
74 68 3a 6e 3e 3e 3e 30 2c 74 7c 7c 28 74 3d 30 29 2c 22 6e 75 6d 62 65 72 22 3d 3d 3d 74 79 70 65 6f 66 20 74 29 66 6
f 72 28 6f 3d 65 3b 6f 3c 6e 3b 2b 2b 6f 29 74 68 69 73 5b 6f 5d 3d 74 3b 65 6c 73 65 7b 76 61 72 20 61 3d 63 2e 69 73 4
2 75 66 66 65 72 28 74 29 3f 74 3a 58 28 6e 65 77 20 63 28 74 2c 69 29 2e 74 6f 53 74 72 69 6e 67 28 29 29 2c 73 3d 61 
2e 6c 65 6e 67 74 68 3b 66 6f 72 28 6f 3d 30 3b 6f 3c 6e 2d 65 3b 
Data Ascii: his.length<n)throw new RangeError("Out of range index");if(n<=e)return this;var o;if(e>>>=0,n=void 0===n?thi
s.length:n>>>0,t||(t=0),"number"===typeof t)for(o=e;o<n;++o)this[o]=t;else{var a=c.isBuffer(t)?t:X(new c(t,i).toString()
),s=a.length;for(o=0;o<n-e;
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2022-01-28 17:46:58 UTC 474 IN Data Raw: 79 6c 6f 61 64 20 69 73 20 72 65 71 75 69 72 65 64 22 29 29 3b 69 66 28 73 29 7b 74 72 79 7b 67 28 74 29 7d 
63 61 74 63 68 28 70 29 7b 72 65 74 75 72 6e 20 63 28 70 29 7d 72 2e 6d 75 74 61 74 65 50 61 79 6c 6f 61 64 7c 7c 28 
74 3d 4f 62 6a 65 63 74 2e 61 73 73 69 67 6e 28 7b 7d 2c 74 29 29 7d 65 6c 73 65 7b 76 61 72 20 6c 3d 77 2e 66 69 6c 
74 65 72 28 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 22 75 6e 64 65 66 69 6e 65 64 22 21 3d 3d 74 79 
70 65 6f 66 20 72 5b 74 5d 7d 29 29 3b 69 66 28 6c 2e 6c 65 6e 67 74 68 3e 30 29 72 65 74 75 72 6e 20 63 28 6e 65 77 
20 45 72 72 6f 72 28 22 69 6e 76 61 6c 69 64 20 22 2b 6c 2e 6a 6f 69 6e 28 22 2c 22 29 2b 22 20 6f 70 74 69 6f 6e 20 66 
6f 72 20 22 2b 74 79 70 65 6f 66 20 74 2b 22 20 70 61 79 6c 6f 61 64 
Data Ascii: yload is required"));if(s){try{g(t)}catch(p){return c(p)}r.mutatePayload||(t=Object.assign({},t))}else{var l=w.filter(
(function(t){return"undefined"!==typeof r[t]}));if(l.length>0)return c(new Error("invalid "+l.join(",")+" option for "+typeof t+" 
payload

2022-01-28 17:46:58 UTC 516 IN Data Raw: 63 61 74 28 74 68 69 73 2e 69 63 6f 6e 50 72 65 66 69 78 29 2e 63 6f 6e 63 61 74 28 74 68 69 73 2e 67 65 74 
45 71 75 69 76 61 6c 65 6e 74 49 63 6f 6e 4f 66 28 74 68 69 73 2e 69 63 6f 6e 29 29 7d 2c 6e 65 77 50 61 63 6b 3a 66 
75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 70 61 63 6b 7c 7c 4c 2e 64 65 66 61 75 6c 74 49 63 
6f 6e 50 61 63 6b 7d 2c 6e 65 77 54 79 70 65 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 69 66 28 74 68 69 73 2e 74 79 70 65 2
9 7b 76 61 72 20 74 3d 5b 5d 3b 69 66 28 22 73 74 72 69 6e 67 22 3d 3d 3d 74 79 70 65 6f 66 20 74 68 69 73 2e 74 79 
70 65 29 74 3d 74 68 69 73 2e 74 79 70 65 2e 73 70 6c 69 74 28 22 2d 22 29 3b 65 6c 73 65 20 66 6f 72 28 76 61 72 20 
65 20 69 6e 20 74 68 69 73 2e 74 79 70 65 29 69 66 28 74 68 69 73 2e 74 
Data Ascii: cat(this.iconPrefix).concat(this.getEquivalentIconOf(this.icon))},newPack:function(){return this.pack||L.def
aultIconPack},newType:function(){if(this.type){var t=[];if("string"===typeof this.type)t=this.type.split("-");else for(var e in th
is.type)if(this.t

2022-01-28 17:46:58 UTC 532 IN Data Raw: 7b 72 65 74 75 72 6e 20 4c 2e 64 65 66 61 75 6c 74 4c 69 6e 6b 54 61 67 73 2e 69 6e 64 65 78 4f 66 28 74 29 
3e 3d 30 7d 7d 7d 2c 63 6f 6d 70 75 74 65 64 3a 7b 63 6f 6d 70 75 74 65 64 54 61 67 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 
72 65 74 75 72 6e 20 76 6f 69 64 20 30 21 3d 3d 74 68 69 73 2e 24 61 74 74 72 73 2e 64 69 73 61 62 6c 65 64 26 26 21 
31 21 3d 3d 74 68 69 73 2e 24 61 74 74 72 73 2e 64 69 73 61 62 6c 65 64 3f 22 62 75 74 74 6f 6e 22 3a 74 68 69 73 2e 
74 61 67 7d 2c 69 63 6f 6e 53 69 7a 65 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 73 69 7
a 65 26 26 22 69 73 2d 6d 65 64 69 75 6d 22 21 3d 3d 74 68 69 73 2e 73 69 7a 65 3f 22 69 73 2d 6c 61 72 67 65 22 3d 
3d 3d 74 68 69 73 2e 73 69 7a 65 3f 22 69 73 2d 6d 65 64 69 75 6d 22 
Data Ascii: {return L.defaultLinkTags.indexOf(t)>=0}}},computed:{computedTag:function(){return void 0!==this.$attrs.disa
bled&&!1!==this.$attrs.disabled?"button":this.tag},iconSize:function(){return this.size&&"is-medium"!==this.size?"is-lar
ge"===this.size?"is-medium"

2022-01-28 17:46:58 UTC 535 IN Data Raw: 73 44 72 61 67 3a 7b 74 79 70 65 3a 42 6f 6f 6c 65 61 6e 2c 64 65 66 61 75 6c 74 3a 21 30 7d 2c 61 75 74 6f 
70 6c 61 79 3a 7b 74 79 70 65 3a 42 6f 6f 6c 65 61 6e 2c 64 65 66 61 75 6c 74 3a 21 30 7d 2c 70 61 75 73 65 48 6f 76 65 
72 3a 7b 74 79 70 65 3a 42 6f 6f 6c 65 61 6e 2c 64 65 66 61 75 6c 74 3a 21 30 7d 2c 70 61 75 73 65 49 6e 66 6f 3a 7b 74 
79 70 65 3a 42 6f 6f 6c 65 61 6e 2c 64 65 66 61 75 6c 74 3a 21 30 7d 2c 70 61 75 73 65 49 6e 66 6f 54 79 70 65 3a 7b 74 
79 70 65 3a 53 74 72 69 6e 67 2c 64 65 66 61 75 6c 74 3a 22 69 73 2d 77 68 69 74 65 22 7d 2c 70 61 75 73 65 54 65 78 
74 3a 7b 74 79 70 65 3a 53 74 72 69 6e 67 2c 64 65 66 61 75 6c 74 3a 22 50 61 75 73 65 22 7d 2c 61 72 72 6f 77 3a 7b 
74 79 70 65 3a 42 6f 6f 6c 65 61 6e 2c 64 65 66 61 75 6c 74 3a 
Data Ascii: sDrag:{type:Boolean,default:!0},autoplay:{type:Boolean,default:!0},pauseHover:{type:Boolean,default:!0},paus
eInfo:{type:Boolean,default:!0},pauseInfoType:{type:String,default:"is-white"},pauseText:{type:String,default:"Pause"},a
rrow:{type:Boolean,default:

2022-01-28 17:46:58 UTC 744 IN Data Raw: 75 6e 64 22 3a 74 68 69 73 2e 69 6e 64 69 63 61 74 6f 72 42 61 63 6b 67 72 6f 75 6e 64 2c 22 68 61 73 2d 63 
75 73 74 6f 6d 22 3a 74 68 69 73 2e 69 6e 64 69 63 61 74 6f 72 43 75 73 74 6f 6d 2c 22 69 73 2d 69 6e 73 69 64 65 22 
3a 74 68 69 73 2e 69 6e 64 69 63 61 74 6f 72 49 6e 73 69 64 65 7d 2c 74 68 69 73 2e 69 6e 64 69 63 61 74 6f 72 43 75 
73 74 6f 6d 26 26 74 68 69 73 2e 69 6e 64 69 63 61 74 6f 72 43 75 73 74 6f 6d 53 69 7a 65 2c 74 68 69 73 2e 69 6e 64 69 
63 61 74 6f 72 49 6e 73 69 64 65 26 26 74 68 69 73 2e 69 6e 64 69 63 61 74 6f 72 50 6f 73 69 74 69 6f 6e 5d 7d 2c 68 61 
73 50 72 65 76 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 72 65 70 65 61 74 7c 7c 30 21 
3d 3d 74 68 69 73 2e 61 63 74 69 76 65 43 68 69 6c 64 7d 2c 68 61 
Data Ascii: und":this.indicatorBackground,"has-custom":this.indicatorCustom,"is-inside":this.indicatorInside},this.indic
atorCustom&&this.indicatorCustomSize,this.indicatorInside&&this.indicatorPosition]},hasPrev:function(){return this.repea
t||0!==this.activeChild},ha

2022-01-28 17:46:58 UTC 749 IN Data Raw: 69 73 2d 64 72 61 67 67 69 6e 67 22 3a 74 68 69 73 2e 64 72 61 67 67 69 6e 67 7d 5d 7d 2c 69 74 65 6d 53 
74 79 6c 65 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 22 77 69 64 74 68 3a 20 22 2e 63 6f 6e 63 61 74 28 
74 68 69 73 2e 69 74 65 6d 57 69 64 74 68 2c 22 70 78 3b 22 29 7d 2c 74 72 61 6e 73 6c 61 74 69 6f 6e 3a 66 75 6e 63 7
4 69 6f 6e 28 29 7b 72 65 74 75 72 6e 2d 67 28 74 68 69 73 2e 64 65 6c 74 61 2b 74 68 69 73 2e 73 63 72 6f 6c 6c 49 6e 
64 65 78 2a 74 68 69 73 2e 69 74 65 6d 57 69 64 74 68 2c 30 2c 28 74 68 69 73 2e 64 61 74 61 2e 6c 65 6e 67 74 68 2d 
74 68 69 73 2e 73 65 74 74 69 6e 67 73 2e 69 74 65 6d 73 54 6f 53 68 6f 77 29 2a 74 68 69 73 2e 69 74 65 6d 57 69 64 
74 68 29 7d 2c 74 6f 74 61 6c 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 
Data Ascii: is-dragging":this.dragging}]},itemStyle:function(){return"width: ".concat(this.itemWidth,"px;")},translation
:function(){return-g(this.delta+this.scrollIndex*this.itemWidth,0,(this.data.length-this.settings.itemsToShow)*this.item
Width)},total:function(){re

2022-01-28 17:46:58 UTC 760 IN Data Raw: 6f 75 72 2c 31 30 29 3a 6e 75 6c 6c 2c 72 2e 6d 69 6e 75 74 65 3d 72 2e 6d 69 6e 75 74 65 3f 70 61 72 73 65 
49 6e 74 28 72 2e 6d 69 6e 75 74 65 2c 31 30 29 3a 6e 75 6c 6c 2c 72 2e 73 65 63 6f 6e 64 3d 72 2e 73 65 63 6f 6e 64 3f 
70 61 72 73 65 49 6e 74 28 72 2e 73 65 63 6f 6e 64 2c 31 30 29 3a 6e 75 6c 6c 2c 72 2e 68 6f 75 72 26 26 72 2e 68 6f 75 
72 3e 3d 30 26 26 72 2e 68 6f 75 72 3c 32 34 26 26 72 2e 6d 69 6e 75 74 65 26 26 72 2e 6d 69 6e 75 74 65 3e 3d 30 26 
26 72 2e 6d 69 6e 75 74 65 3c 35 39 29 72 65 74 75 72 6e 20 72 2e 64 61 79 50 65 72 69 6f 64 26 26 28 72 2e 64 61 79 
50 65 72 69 6f 64 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 3d 3d 3d 65 2e 70 6d 53 74 72 69 6e 67 2e 74 6f 4c 6f 77 65 
72 43 61 73 65 28 29 7c 7c 72 2e 64 61 79 50 65 72 69 6f 64 2e 
Data Ascii: our,10):null,r.minute=r.minute?parseInt(r.minute,10):null,r.second=r.second?parseInt(r.second,10):null,r.hou
r&&r.hour>=0&&r.hour<24&&r.minute&&r.minute>=0&&r.minute<59)return r.dayPeriod&&(r.dayPeriod.toLowerCase()===e
.pmString.toLowerCase()||r.dayPeriod.

2022-01-28 17:46:58 UTC 776 IN Data Raw: 24 64 61 74 61 2e 5f 62 6f 64 79 45 6c 3b 61 2e 63 6c 61 73 73 4c 69 73 74 2e 66 6f 72 45 61 63 68 28 28 66 
75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 61 2e 63 6c 61 73 73 4c 69 73 74 2e 72 65 6d 6f 76 65 28 74 29 
7d 29 29 2c 6f 2e 63 6c 61 73 73 4c 69 73 74 2e 66 6f 72 45 61 63 68 28 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 61 2e 63 
6c 61 73 73 4c 69 73 74 2e 61 64 64 28 74 29 7d 29 29 7d 76 61 72 20 73 3d 6e 2e 67 65 74 42 6f 75 6e 64 69 6e 67 43 
6c 69 65 6e 74 52 65 63 74 28 29 2c 75 3d 73 2e 74 6f 70 2b 77 69 6e 64 6f 77 2e 73 63 72 6f 6c 6c 59 2c 63 3d 73 2e 6c 
65 66 74 2b 77 69 6e 64 6f 77 2e 73 63 72 6f 6c 6c 58 3b 21 74 68 69 73 2e 70 6f 73 69 74 69 6f 6e 7c 7c 74 68 69 73 2e 
70 6f 73 69 74 69 6f 6e 2e 69 6e 64 65 78 4f 66 28 22 62 6f 74 
Data Ascii: $data._bodyEl;a.classList.forEach((function(t){return a.classList.remove(t)})),o.classList.forEach((function(t)
{a.classList.add(t)}))}var s=n.getBoundingClientRect(),u=s.top+window.scrollY,c=s.left+window.scrollX;!this.position|
|this.position.indexOf("bot

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 81 of 98



2022-01-28 17:46:58 UTC 777 IN Data Raw: 24 64 61 74 61 2e 5f 62 6f 64 79 45 6c 29 7d 7d 3b 63 6f 6e 73 74 20 6c 6e 3d 63 6e 3b 76 61 72 20 66 6e 3d 
66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 74 68 69 73 2c 65 3d 74 2e 24 63 72 65 61 74 65 45 6c 65 6d 65 6e 
74 2c 6e 3d 74 2e 5f 73 65 6c 66 2e 5f 63 7c 7c 65 3b 72 65 74 75 72 6e 20 6e 28 22 64 69 76 22 2c 7b 72 65 66 3a 22 
64 72 6f 70 64 6f 77 6e 22 2c 73 74 61 74 69 63 43 6c 61 73 73 3a 22 64 72 6f 70 64 6f 77 6e 20 64 72 6f 70 64 6f 77 6e 
2d 6d 65 6e 75 2d 61 6e 69 6d 61 74 69 6f 6e 22 2c 63 6c 61 73 73 3a 74 2e 72 6f 6f 74 43 6c 61 73 73 65 73 7d 2c 5b 74 
2e 69 6e 6c 69 6e 65 3f 74 2e 5f 65 28 29 3a 6e 28 22 64 69 76 22 2c 7b 72 65 66 3a 22 74 72 69 67 67 65 72 22 2c 73 7
4 61 74 69 63 43 6c 61 73 73 3a 22 64 72 6f 70 64 6f 77 6e 2d 74 
Data Ascii: $data._bodyEl)}};const ln=cn;var fn=function(){var t=this,e=t.$createElement,n=t._self._c||e;return n("div",
{ref:"dropdown",staticClass:"dropdown dropdown-menu-animation",class:t.rootClasses},[t.inline?t._e():n("div",{ref:"trigg
er",staticClass:"dropdown-t

2022-01-28 17:46:58 UTC 778 IN Data Raw: 43 6c 61 73 73 3a 22 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 22 2c 73 74 79 6c 65 3a 74 2e 73 74 79 6c 65 2c 
61 74 74 72 73 3a 7b 22 61 72 69 61 2d 68 69 64 64 65 6e 22 3a 21 74 2e 69 73 41 63 74 69 76 65 7d 7d 2c 5b 6e 28 22 
64 69 76 22 2c 7b 73 74 61 74 69 63 43 6c 61 73 73 3a 22 64 72 6f 70 64 6f 77 6e 2d 63 6f 6e 74 65 6e 74 22 2c 73 74 79 
6c 65 3a 74 2e 63 6f 6e 74 65 6e 74 53 74 79 6c 65 2c 61 74 74 72 73 3a 7b 72 6f 6c 65 3a 74 2e 61 72 69 61 52 6f 6c 65 
7d 7d 2c 5b 74 2e 5f 74 28 22 64 65 66 61 75 6c 74 22 29 5d 2c 32 29 5d 29 5d 29 5d 2c 31 29 7d 2c 68 6e 3d 5b 5d 3b 
63 6f 6e 73 74 20 64 6e 3d 76 6f 69 64 20 30 2c 70 6e 3d 76 6f 69 64 20 30 2c 6d 6e 3d 76 6f 69 64 20 30 2c 76 6e 3d 21 
31 3b 76 61 72 20 62 6e 3d 55 28 7b 72 65 6e 64 65 72 3a 66 6e 
Data Ascii: Class:"dropdown-menu",style:t.style,attrs:{"aria-hidden":!t.isActive}},[n("div",{staticClass:"dropdown-conte
nt",style:t.contentStyle,attrs:{role:t.ariaRole}},[t._t("default")],2)])])],1)},hn=[];const dn=void 0,pn=void 0,mn=void 0,vn=!1;va
r bn=U({render:fn

2022-01-28 17:46:58 UTC 783 IN Data Raw: 69 7a 6f 6e 74 61 6c 3f 6e 28 22 62 2d 66 69 65 6c 64 2d 62 6f 64 79 22 2c 7b 61 74 74 72 73 3a 7b 6d 65 73 
73 61 67 65 3a 74 2e 6e 65 77 4d 65 73 73 61 67 65 3f 74 2e 66 6f 72 6d 61 74 74 65 64 4d 65 73 73 61 67 65 3a 22 22 
2c 74 79 70 65 3a 74 2e 6e 65 77 54 79 70 65 7d 7d 2c 5b 74 2e 5f 74 28 22 64 65 66 61 75 6c 74 22 29 5d 2c 32 29 3a 
74 2e 68 61 73 49 6e 6e 65 72 46 69 65 6c 64 3f 6e 28 22 64 69 76 22 2c 7b 73 74 61 74 69 63 43 6c 61 73 73 3a 22 66 6
9 65 6c 64 2d 62 6f 64 79 22 7d 2c 5b 6e 28 22 62 2d 66 69 65 6c 64 22 2c 7b 63 6c 61 73 73 3a 74 2e 69 6e 6e 65 72 46 
69 65 6c 64 43 6c 61 73 73 65 73 2c 61 74 74 72 73 3a 7b 61 64 64 6f 6e 73 3a 21 31 2c 74 79 70 65 3a 74 2e 6e 65 77 
54 79 70 65 7d 7d 2c 5b 74 2e 5f 74 28 22 64 65 66 61 75 6c 74 22 29 
Data Ascii: izontal?n("b-field-body",{attrs:{message:t.newMessage?t.formattedMessage:"",type:t.newType}},[t._t("default"
)],2):t.hasInnerField?n("div",{staticClass:"field-body"},[n("b-field",{class:t.innerFieldClasses,attrs:{addons:!1,type:t
.newType}},[t._t("default")

2022-01-28 17:46:58 UTC 794 IN Data Raw: 65 2c 22 65 6e 74 65 72 22 2c 31 33 2c 65 2e 6b 65 79 2c 22 45 6e 74 65 72 22 29 3f 6e 75 6c 6c 3a 74 2e 74 
6f 67 67 6c 65 28 21 30 29 7d 2c 63 68 61 6e 67 65 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74 2e 
6f 6e 43 68 61 6e 67 65 4e 61 74 69 76 65 50 69 63 6b 65 72 28 65 29 7d 7d 7d 2c 22 62 2d 69 6e 70 75 74 22 2c 74 2e 
24 61 74 74 72 73 2c 21 31 29 29 5d 2c 31 29 7d 2c 6f 69 3d 5b 5d 3b 63 6f 6e 73 74 20 61 69 3d 76 6f 69 64 20 30 2c 73 
69 3d 76 6f 69 64 20 30 2c 75 69 3d 76 6f 69 64 20 30 2c 63 69 3d 21 31 3b 76 61 72 20 6c 69 3d 55 28 7b 72 65 6e 64 6
5 72 3a 72 69 2c 73 74 61 74 69 63 52 65 6e 64 65 72 46 6e 73 3a 6f 69 7d 2c 61 69 2c 69 69 2c 73 69 2c 63 69 2c 75 69 
2c 76 6f 69 64 20 30 2c 76 6f 69 64 20 30 29 2c 66 69 3d 7b 69 6e 
Data Ascii: e,"enter",13,e.key,"Enter")?null:t.toggle(!0)},change:function(e){return t.onChangeNativePicker(e)}}},"b-inp
ut",t.$attrs,!1))],1)},oi=[];const ai=void 0,si=void 0,ui=void 0,ci=!1;var li=U({render:ri,staticRenderFns:oi},ai,ii,si,ci,ui,void 
0,void 0),fi={in

2022-01-28 17:46:58 UTC 795 IN Data Raw: 7d 7d 7d 3b 63 6f 6e 73 74 20 70 69 3d 64 69 3b 76 61 72 20 6d 69 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 
72 20 74 3d 74 68 69 73 2c 65 3d 74 2e 24 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 2c 6e 3d 74 2e 5f 73 65 6c 66 2e 5f 
63 7c 7c 65 3b 72 65 74 75 72 6e 20 6e 28 22 64 69 76 22 2c 7b 73 74 61 74 69 63 43 6c 61 73 73 3a 22 63 6f 6e 74 72 
6f 6c 22 2c 63 6c 61 73 73 3a 7b 22 69 73 2d 65 78 70 61 6e 64 65 64 22 3a 74 2e 65 78 70 61 6e 64 65 64 2c 22 68 61 7
3 2d 69 63 6f 6e 73 2d 6c 65 66 74 22 3a 74 2e 69 63 6f 6e 7d 7d 2c 5b 6e 28 22 73 70 61 6e 22 2c 7b 73 74 61 74 69 63 
43 6c 61 73 73 3a 22 73 65 6c 65 63 74 22 2c 63 6c 61 73 73 3a 74 2e 73 70 61 6e 43 6c 61 73 73 65 73 7d 2c 5b 6e 28 
22 73 65 6c 65 63 74 22 2c 74 2e 5f 62 28 7b 64 69 72 65 63 74 69 76 
Data Ascii: }}};const pi=di;var mi=function(){var t=this,e=t.$createElement,n=t._self._c||e;return n("div",{staticClass:
"control",class:{"is-expanded":t.expanded,"has-icons-left":t.icon}},[n("span",{staticClass:"select",class:t.spanClasses},
[n("select",t._b({directiv

2022-01-28 17:46:58 UTC 811 IN Data Raw: 75 72 6e 20 74 2e 67 65 74 44 61 74 65 28 29 3d 3d 3d 65 2e 67 65 74 44 61 74 65 28 29 26 26 74 2e 67 65 
74 46 75 6c 6c 59 65 61 72 28 29 3d 3d 3d 65 2e 67 65 74 46 75 6c 6c 59 65 61 72 28 29 26 26 74 2e 67 65 74 4d 6f 6e 
74 68 28 29 3d 3d 3d 65 2e 67 65 74 4d 6f 6e 74 68 28 29 7d 29 29 7d 72 65 74 75 72 6e 7b 22 69 73 2d 73 65 6c 65 63 
74 65 64 22 3a 65 28 74 2c 74 68 69 73 2e 76 61 6c 75 65 2c 74 68 69 73 2e 6d 75 6c 74 69 70 6c 65 29 7c 7c 6e 28 74 
2c 74 68 69 73 2e 76 61 6c 75 65 2c 74 68 69 73 2e 6d 75 6c 74 69 70 6c 65 29 7c 7c 69 28 74 2c 74 68 69 73 2e 6d 75 
6c 74 69 70 6c 65 53 65 6c 65 63 74 65 64 44 61 74 65 73 2c 74 68 69 73 2e 6d 75 6c 74 69 70 6c 65 29 2c 22 69 73 2d 
66 69 72 73 74 2d 73 65 6c 65 63 74 65 64 22 3a 65 28 74 2c 41 72 72 61 79 
Data Ascii: urn t.getDate()===e.getDate()&&t.getFullYear()===e.getFullYear()&&t.getMonth()===e.getMonth()}))}return{"is-
selected":e(t,this.value,this.multiple)||n(t,this.value,this.multiple)||i(t,this.multipleSelectedDates,this.multiple),"is-first-se
lected":e(t,Array

2022-01-28 17:46:58 UTC 812 IN Data Raw: 65 62 61 72 22 3a 63 61 73 65 22 45 6e 74 65 72 22 3a 74 68 69 73 2e 75 70 64 61 74 65 53 65 6c 65 63 74 
65 64 44 61 74 65 28 65 29 3b 62 72 65 61 6b 3b 63 61 73 65 22 41 72 72 6f 77 4c 65 66 74 22 3a 63 61 73 65 22 4c 65 
66 74 22 3a 74 68 69 73 2e 63 68 61 6e 67 65 46 6f 63 75 73 28 65 2c 2d 31 29 3b 62 72 65 61 6b 3b 63 61 73 65 22 41 
72 72 6f 77 52 69 67 68 74 22 3a 63 61 73 65 22 52 69 67 68 74 22 3a 74 68 69 73 2e 63 68 61 6e 67 65 46 6f 63 75 73 
28 65 2c 31 29 3b 62 72 65 61 6b 3b 63 61 73 65 22 41 72 72 6f 77 55 70 22 3a 63 61 73 65 22 55 70 22 3a 74 68 69 73 
2e 63 68 61 6e 67 65 46 6f 63 75 73 28 65 2c 2d 33 29 3b 62 72 65 61 6b 3b 63 61 73 65 22 41 72 72 6f 77 44 6f 77 6e 22 
3a 63 61 73 65 22 44 6f 77 6e 22 3a 74 68 69 73 2e 63 68 61 6e 67 65 46 
Data Ascii: ebar":case"Enter":this.updateSelectedDate(e);break;case"ArrowLeft":case"Left":this.changeFocus(e,-
1);break;case"ArrowRight":case"Right":this.changeFocus(e,1);break;case"ArrowUp":case"Up":this.changeFocus(e,-3
);break;case"ArrowDown":case"Down":this.changeF

2022-01-28 17:46:58 UTC 828 IN Data Raw: 54 79 70 65 4d 6f 6e 74 68 2c 22 6e 65 61 72 62 79 2d 6d 6f 6e 74 68 2d 64 61 79 73 22 3a 74 2e 6e 65 61 72 
62 79 4d 6f 6e 74 68 44 61 79 73 2c 22 6e 65 61 72 62 79 2d 73 65 6c 65 63 74 61 62 6c 65 2d 6d 6f 6e 74 68 2d 64 61 
79 73 22 3a 74 2e 6e 65 61 72 62 79 53 65 6c 65 63 74 61 62 6c 65 4d 6f 6e 74 68 44 61 79 73 2c 22 73 68 6f 77 2d 77 
65 65 6b 2d 6e 75 6d 62 65 72 22 3a 74 2e 73 68 6f 77 57 65 65 6b 4e 75 6d 62 65 72 2c 22 77 65 65 6b 2d 6e 75 6d 62 
65 72 2d 63 6c 69 63 6b 61 62 6c 65 22 3a 74 2e 77 65 65 6b 4e 75 6d 62 65 72 43 6c 69 63 6b 61 62 6c 65 2c 72 61 6e 
67 65 3a 74 2e 72 61 6e 67 65 2c 6d 75 6c 74 69 70 6c 65 3a 74 2e 6d 75 6c 74 69 70 6c 65 7d 2c 6f 6e 3a 7b 22 72 61 
6e 67 65 2d 73 74 61 72 74 22 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 
Data Ascii: TypeMonth,"nearby-month-days":t.nearbyMonthDays,"nearby-selectable-month-days":t.nearbySelectableM
onthDays,"show-week-number":t.showWeekNumber,"week-number-clickable":t.weekNumberClickable,range:t.range,multi
ple:t.multiple},on:{"range-start":function(e){r
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2022-01-28 17:46:58 UTC 829 IN Data Raw: 69 6e 44 61 74 65 29 2c 64 69 73 61 62 6c 65 64 3a 74 2e 64 69 73 61 62 6c 65 64 2c 72 65 61 64 6f 6e 6c 79 
3a 21 31 2c 22 75 73 65 2d 68 74 6d 6c 35 2d 76 61 6c 69 64 61 74 69 6f 6e 22 3a 21 31 7d 2c 6f 6e 3a 7b 66 6f 63 75 73 
3a 74 2e 6f 6e 46 6f 63 75 73 2c 62 6c 75 72 3a 74 2e 6f 6e 42 6c 75 72 7d 2c 6e 61 74 69 76 65 4f 6e 3a 7b 63 68 61 6e 
67 65 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74 2e 6f 6e 43 68 61 6e 67 65 4e 61 74 69 76 65 50 
69 63 6b 65 72 28 65 29 7d 7d 7d 2c 22 62 2d 69 6e 70 75 74 22 2c 74 2e 24 61 74 74 72 73 2c 21 31 29 29 5d 2c 31 29 
7d 2c 65 72 3d 5b 5d 3b 63 6f 6e 73 74 20 6e 72 3d 76 6f 69 64 20 30 2c 69 72 3d 76 6f 69 64 20 30 2c 72 72 3d 76 6f 69 
64 20 30 2c 6f 72 3d 21 31 3b 76 61 72 20 61 72 3d 55 28 7b 72 
Data Ascii: inDate),disabled:t.disabled,readonly:!1,"use-html5-validation":!1},on:{focus:t.onFocus,blur:t.onBlur},nativeOn:
{change:function(e){return t.onChangeNativePicker(e)}}},"b-input",t.$attrs,!1))],1)},er=[];const nr=void 0,ir=void 0,rr=void 0,
or=!1;var ar=U({r

2022-01-28 17:46:58 UTC 845 IN Data Raw: 66 2e 5f 63 7c 7c 65 3b 72 65 74 75 72 6e 20 6e 28 22 74 72 61 6e 73 69 74 69 6f 6e 22 2c 7b 61 74 74 72 73 
3a 7b 6e 61 6d 65 3a 74 2e 61 6e 69 6d 61 74 69 6f 6e 7d 2c 6f 6e 3a 7b 22 61 66 74 65 72 2d 65 6e 74 65 72 22 3a 74 
2e 61 66 74 65 72 45 6e 74 65 72 2c 22 62 65 66 6f 72 65 2d 6c 65 61 76 65 22 3a 74 2e 62 65 66 6f 72 65 4c 65 61 76 
65 2c 22 61 66 74 65 72 2d 6c 65 61 76 65 22 3a 74 2e 61 66 74 65 72 4c 65 61 76 65 7d 7d 2c 5b 74 2e 64 65 73 74 72 
6f 79 65 64 3f 74 2e 5f 65 28 29 3a 6e 28 22 64 69 76 22 2c 7b 64 69 72 65 63 74 69 76 65 73 3a 5b 7b 6e 61 6d 65 3a 
22 73 68 6f 77 22 2c 72 61 77 4e 61 6d 65 3a 22 76 2d 73 68 6f 77 22 2c 76 61 6c 75 65 3a 74 2e 69 73 41 63 74 69 76 
65 2c 65 78 70 72 65 73 73 69 6f 6e 3a 22 69 73 41 63 74 69 76 65 22 7d 
Data Ascii: f._c||e;return n("transition",{attrs:{name:t.animation},on:{"after-enter":t.afterEnter,"before-leave":t.befo
reLeave,"after-leave":t.afterLeave}},[t.destroyed?t._e():n("div",{directives:[{name:"show",rawName:"v-show",value:t.isAc
tive,expression:"isActive"}

2022-01-28 17:46:58 UTC 846 IN Data Raw: 61 77 4e 61 6d 65 3a 22 76 2d 73 68 6f 77 22 2c 76 61 6c 75 65 3a 21 74 2e 61 6e 69 6d 61 74 69 
Data Ascii: awName:"v-show",value:!t.animati

2022-01-28 17:46:58 UTC 846 IN Data Raw: 6e 67 2c 65 78 70 72 65 73 73 69 6f 6e 3a 22 21 61 6e 69 6d 61 74 69 6e 67 22 7d 5d 2c 73 74 61 74 69 63 43 
6c 61 73 73 3a 22 6d 6f 64 61 6c 2d 63 6c 6f 73 65 20 69 73 2d 6c 61 72 67 65 22 2c 61 74 74 72 73 3a 7b 74 79 70 65 
3a 22 62 75 74 74 6f 6e 22 7d 2c 6f 6e 3a 7b 63 6c 69 63 6b 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 
74 2e 63 61 6e 63 65 6c 28 22 78 22 29 7d 7d 7d 29 3a 74 2e 5f 65 28 29 5d 2c 32 29 5d 29 5d 29 7d 2c 6a 72 3d 5b 5d 
3b 63 6f 6e 73 74 20 4e 72 3d 76 6f 69 64 20 30 2c 4c 72 3d 76 6f 69 64 20 30 2c 24 72 3d 76 6f 69 64 20 30 2c 46 72 3d 
21 31 3b 76 61 72 20 56 72 3d 55 28 7b 72 65 6e 64 65 72 3a 42 72 2c 73 74 61 74 69 63 52 65 6e 64 65 72 46 6e 73 3a 
6a 72 7d 2c 4e 72 2c 49 72 2c 4c 72 2c 46 72 2c 24 72 2c 76 6f 69 
Data Ascii: ng,expression:"!animating"}],staticClass:"modal-close is-large",attrs:{type:"button"},on:{click:function(e){return 
t.cancel("x")}}}):t._e()],2)])])},jr=[];const Nr=void 0,Lr=void 0,$r=void 0,Fr=!1;var Vr=U({render:Br,staticRenderFns:jr},N
r,Ir,Lr,Fr,$r,voi

2022-01-28 17:46:58 UTC 854 IN Data Raw: 6c 61 63 65 68 6f 6c 64 65 72 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 21 74 68 69 73 2e 77 65 
62 70 53 75 70 70 6f 72 74 65 64 26 26 74 68 69 73 2e 69 73 50 6c 61 63 65 68 6f 6c 64 65 72 57 65 70 62 26 26 74 68 
69 73 2e 77 65 62 70 46 61 6c 6c 62 61 63 6b 26 26 74 68 69 73 2e 77 65 62 70 46 61 6c 6c 62 61 63 6b 2e 73 74 61 72 
74 73 57 69 74 68 28 22 2e 22 29 3f 74 68 69 73 2e 70 6c 61 63 65 68 6f 6c 64 65 72 2e 72 65 70 6c 61 63 65 28 2f 5c 2e 
77 65 62 70 2f 67 69 2c 22 22 2e 63 6f 6e 63 61 74 28 74 68 69 73 2e 77 65 62 70 46 61 6c 6c 62 61 63 6b 29 29 3a 74 6
8 69 73 2e 70 6c 61 63 65 68 6f 6c 64 65 72 7d 2c 69 73 50 6c 61 63 65 68 6f 6c 64 65 72 44 69 73 70 6c 61 79 65 64 3a 
66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 21 74 68 69 73 
Data Ascii: laceholder:function(){return!this.webpSupported&&this.isPlaceholderWepb&&this.webpFallback&&this.w
ebpFallback.startsWith(".")?this.placeholder.replace(/\.webp/gi,"".concat(this.webpFallback)):this.placeholder},isPlaceh
olderDisplayed:function(){return!this

2022-01-28 17:46:58 UTC 870 IN Data Raw: 65 3a 74 2e 6d 69 64 64 6c 65 77 61 72 65 7c 7c 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 74 
7d 2c 65 76 65 6e 74 73 3a 74 2e 65 76 65 6e 74 73 7c 7c 61 73 7d 7d 66 75 6e 63 74 69 6f 6e 20 63 73 28 74 29 7b 76 
61 72 20 65 3d 74 2e 65 6c 2c 6e 3d 74 2e 65 76 65 6e 74 2c 69 3d 74 2e 68 61 6e 64 6c 65 72 2c 72 3d 74 2e 6d 69 64 
64 6c 65 77 61 72 65 2c 6f 3d 6e 2e 74 61 72 67 65 74 21 3d 3d 65 26 26 21 65 2e 63 6f 6e 74 61 69 6e 73 28 6e 2e 74 6
1 72 67 65 74 29 3b 6f 26 26 72 28 6e 2c 65 29 26 26 69 28 6e 2c 65 29 7d 66 75 6e 63 74 69 6f 6e 20 6c 73 28 74 2c 65 
29 7b 76 61 72 20 6e 3d 65 2e 76 61 6c 75 65 2c 69 3d 75 73 28 6e 29 2c 72 3d 69 2e 68 61 6e 64 6c 65 72 2c 6f 3d 69 
2e 6d 69 64 64 6c 65 77 61 72 65 2c 61 3d 69 2e 65 76 65 6e 74 73 2c 
Data Ascii: e:t.middleware||function(t){return t},events:t.events||as}}function cs(t){var e=t.el,n=t.event,i=t.handler,r
=t.middleware,o=n.target!==e&&!e.contains(n.target);o&&r(n,e)&&i(n,e)}function ls(t,e){var n=e.value,i=us(n),r=i.handler
,o=i.middleware,a=i.events,

2022-01-28 17:46:58 UTC 898 IN Data Raw: 74 65 70 3f 70 61 72 73 65 46 6c 6f 61 74 28 74 68 69 73 2e 6e 65 77 53 74 65 70 29 3a 74 68 69 73 2e 6e 65 
77 53 74 65 70 7d 2c 6d 69 6e 53 74 65 70 4e 75 6d 62 65 72 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 22 
75 6e 64 65 66 69 6e 65 64 22 21 3d 3d 74 79 70 65 6f 66 20 74 68 69 73 2e 6e 65 77 4d 69 6e 53 74 65 70 3f 74 68 69 
73 2e 6e 65 77 4d 69 6e 53 74 65 70 3a 74 68 69 73 2e 6e 65 77 53 74 65 70 3b 72 65 74 75 72 6e 22 73 74 72 69 6e 67 
22 3d 3d 3d 74 79 70 65 6f 66 20 74 3f 70 61 72 73 65 46 6c 6f 61 74 28 74 29 3a 74 7d 2c 64 69 73 61 62 6c 65 64 4d 69 
6e 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 63 6f 6d 70 75 74 65 64 56 61 6c 75 65 2d 
74 68 69 73 2e 73 74 65 70 4e 75 6d 62 65 72 3c 74 68 69 73 2e 6d 69 
Data Ascii: tep?parseFloat(this.newStep):this.newStep},minStepNumber:function(){var t="undefined"!==typeof thi
s.newMinStep?this.newMinStep:this.newStep;return"string"===typeof t?parseFloat(t):t},disabledMin:function(){return this.
computedValue-this.stepNumber<this.mi

2022-01-28 17:46:58 UTC 906 IN Data Raw: 64 7c 7c 21 31 2c 63 6c 61 73 73 3a 6e 2e 63 6c 61 73 73 7c 7c 22 22 2c 22 61 72 69 61 2d 6c 61 62 65 6c 22 
3a 6e 5b 22 61 72 69 61 2d 6c 61 62 65 6c 22 5d 7c 7c 74 68 69 73 2e 67 65 74 41 72 69 61 50 61 67 65 4c 61 62 65 6c 
28 74 2c 74 68 69 73 2e 63 75 72 72 65 6e 74 3d 3d 3d 74 29 7d 7d 2c 67 65 74 41 72 69 61 50 61 67 65 4c 61 62 65 6c 
3a 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 72 65 74 75 72 6e 21 74 68 69 73 2e 61 72 69 61 50 61 67 65 4c 61 62 65 6
c 7c 7c 65 26 26 74 68 69 73 2e 61 72 69 61 43 75 72 72 65 6e 74 4c 61 62 65 6c 3f 74 68 69 73 2e 61 72 69 61 50 61 67 
65 4c 61 62 65 6c 26 26 65 26 26 74 68 69 73 2e 61 72 69 61 43 75 72 72 65 6e 74 4c 61 62 65 6c 3f 74 68 69 73 2e 61 
72 69 61 43 75 72 72 65 6e 74 4c 61 62 65 6c 2b 22 2c 20 22 2b 74 68 
Data Ascii: d||!1,class:n.class||"","aria-label":n["aria-label"]||this.getAriaPageLabel(t,this.current===t)}},getAriaPag
eLabel:function(t,e){return!this.ariaPageLabel||e&&this.ariaCurrentLabel?this.ariaPageLabel&&e&&this.ariaCurrentLabel?
this.ariaCurrentLabel+", "+th

2022-01-28 17:46:58 UTC 922 IN Data Raw: 7b 72 65 74 75 72 6e 5b 22 62 2d 74 6f 6f 6c 74 69 70 22 2c 74 68 69 73 2e 74 79 70 65 2c 74 68 69 73 2e 70 
6f 73 69 74 69 6f 6e 2c 74 68 69 73 2e 73 69 7a 65 2c 7b 22 69 73 2d 73 71 75 61 72 65 22 3a 74 68 69 73 2e 73 71 75 
61 72 65 2c 22 69 73 2d 61 6c 77 61 79 73 22 3a 74 68 69 73 2e 61 6c 77 61 79 73 2c 22 69 73 2d 6d 75 6c 74 69 6c 69 
6e 65 22 3a 74 68 69 73 2e 6d 75 6c 74 69 6c 69 6e 65 64 2c 22 69 73 2d 64 61 73 68 65 64 22 3a 74 68 69 73 2e 64 61 
73 68 65 64 7d 5d 7d 2c 6e 65 77 41 6e 69 6d 61 74 69 6f 6e 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 
74 68 69 73 2e 61 6e 69 6d 61 74 65 64 3f 74 68 69 73 2e 61 6e 69 6d 61 74 69 6f 6e 3a 76 6f 69 64 20 30 7d 7d 2c 77 61 
74 63 68 3a 7b 69 73 41 63 74 69 76 65 3a 66 75 6e 63 74 69 6f 6e 28 
Data Ascii: {return["b-tooltip",this.type,this.position,this.size,{"is-square":this.square,"is-always":this.always,"is-multiline":
this.multilined,"is-dashed":this.dashed}]},newAnimation:function(){return this.animated?this.animation:void 0}},watch:{i
sActive:function(
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2022-01-28 17:46:58 UTC 931 IN Data Raw: 74 79 70 65 3a 4e 75 6d 62 65 72 2c 64 65 66 61 75 6c 74 3a 30 7d 2c 6d 61 78 3a 7b 74 79 70 65 3a 4e 75 
6d 62 65 72 2c 64 65 66 61 75 6c 74 3a 31 30 30 7d 2c 73 74 65 70 3a 7b 74 79 70 65 3a 4e 75 6d 62 65 72 2c 64 65 66 
61 75 6c 74 3a 31 7d 2c 74 79 70 65 3a 7b 74 79 70 65 3a 53 74 72 69 6e 67 2c 64 65 66 61 75 6c 74 3a 22 69 73 2d 70 
72 69 6d 61 72 79 22 7d 2c 73 69 7a 65 3a 53 74 72 69 6e 67 2c 74 69 63 6b 73 3a 7b 74 79 70 65 3a 42 6f 6f 6c 65 61 
6e 2c 64 65 66 61 75 6c 74 3a 21 31 7d 2c 74 6f 6f 6c 74 69 70 3a 7b 74 79 70 65 3a 42 6f 6f 6c 65 61 6e 2c 64 65 66 61 
75 6c 74 3a 21 30 7d 2c 74 6f 6f 6c 74 69 70 54 79 70 65 3a 53 74 72 69 6e 67 2c 72 6f 75 6e 64 65 64 3a 7b 74 79 70 65 
3a 42 6f 6f 6c 65 61 6e 2c 64 65 66 61 75 6c 74 3a 21 31 7d 2c 64 69 
Data Ascii: type:Number,default:0},max:{type:Number,default:100},step:{type:Number,default:1},type:{type:String,default:
"is-primary"},size:String,ticks:{type:Boolean,default:!1},tooltip:{type:Boolean,default:!0},tooltipType:String,rounded:{
type:Boolean,default:!1},di

2022-01-28 17:46:58 UTC 932 IN Data Raw: 6c 75 65 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 4d 61 74 68 2e 6d 61 78 28 74 68 69 73 
2e 76 61 6c 75 65 31 2c 74 68 69 73 2e 76 61 6c 75 65 32 29 7d 2c 62 61 72 53 69 7a 65 3a 66 75 6e 63 74 69 6f 6e 28 
29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 69 73 52 61 6e 67 65 3f 22 22 2e 63 6f 6e 63 61 74 28 31 30 30 2a 28 74 68 6
9 73 2e 6d 61 78 56 61 6c 75 65 2d 74 68 69 73 2e 6d 69 6e 56 61 6c 75 65 29 2f 28 74 68 69 73 2e 6d 61 78 2d 74 68 69 
73 2e 6d 69 6e 29 2c 22 25 22 29 3a 22 22 2e 63 6f 6e 63 61 74 28 31 30 30 2a 28 74 68 69 73 2e 76 61 6c 75 65 31 2d 
74 68 69 73 2e 6d 69 6e 29 2f 28 74 68 69 73 2e 6d 61 78 2d 74 68 69 73 2e 6d 69 6e 29 2c 22 25 22 29 7d 2c 62 61 72 
53 74 61 72 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 
Data Ascii: lue:function(){return Math.max(this.value1,this.value2)},barSize:function(){return this.isRange?"".concat(100*
(this.maxValue-this.minValue)/(this.max-this.min),"%"):"".concat(100*(this.value1-this.min)/(this.max-this.min),"%")},
barStart:function(){return 

2022-01-28 17:46:58 UTC 938 IN Data Raw: 62 61 72 22 2c 7a 6c 29 7d 7d 3b 7a 28 48 6c 29 3b 76 61 72 20 71 6c 3d 48 6c 2c 57 6c 3d 7b 6e 61 6d 65 3a 
22 42 53 6c 6f 74 43 6f 6d 70 6f 6e 65 6e 74 22 2c 70 72 6f 70 73 3a 7b 63 6f 6d 70 6f 6e 65 6e 74 3a 7b 74 79 70 65 3a 
4f 62 6a 65 63 74 2c 72 65 71 75 69 72 65 64 3a 21 30 7d 2c 6e 61 6d 65 3a 7b 74 79 70 65 3a 53 74 72 69 6e 67 2c 64 
65 66 61 75 6c 74 3a 22 64 65 66 61 75 6c 74 22 7d 2c 73 63 6f 70 65 64 3a 7b 74 79 70 65 3a 42 6f 6f 6c 65 61 6e 7d 2c 
70 72 6f 70 73 3a 7b 74 79 70 65 3a 4f 62 6a 65 63 74 7d 2c 74 61 67 3a 7b 74 79 70 65 3a 53 74 72 69 6e 67 2c 64 65 
66 61 75 6c 74 3a 22 64 69 76 22 7d 2c 65 76 65 6e 74 3a 7b 74 79 70 65 3a 53 74 72 69 6e 67 2c 64 65 66 61 75 6c 74 
3a 22 68 6f 6f 6b 3a 75 70 64 61 74 65 64 22 7d 7d 2c 6d 65 74 68 
Data Ascii: bar",zl)}};z(Hl);var ql=Hl,Wl={name:"BSlotComponent",props:{component:{type:Object,required:!0},name:
{type:String,default:"default"},scoped:{type:Boolean},props:{type:Object},tag:{type:String,default:"div"},event:{type:String,de
fault:"hook:updated"}},meth

2022-01-28 17:46:58 UTC 948 IN Data Raw: 6e 63 74 69 6f 6e 28 74 29 7b 74 68 69 73 2e 69 67 6e 6f 72 65 53 6f 72 74 3f 74 68 69 73 2e 69 67 6e 6f 72 
65 53 6f 72 74 3d 21 31 3a 74 68 69 73 2e 24 65 6d 69 74 28 22 73 6f 72 74 22 2c 74 2c 74 68 69 73 2e 64 65 66 61 75 
6c 74 45 76 65 6e 74 29 7d 2c 6d 6f 62 69 6c 65 53 6f 72 74 3a 66 75 6e 63 74 69 6f 6e 28 74 29 7b 74 68 69 73 2e 63 75 
72 72 65 6e 74 53 6f 72 74 43 6f 6c 75 6d 6e 21 3d 3d 74 26 26 74 68 69 73 2e 24 65 6d 69 74 28 22 73 6f 72 74 22 2c 74 
2c 74 68 69 73 2e 64 65 66 61 75 6c 74 45 76 65 6e 74 29 7d 2c 63 75 72 72 65 6e 74 53 6f 72 74 43 6f 6c 75 6d 6e 3a 
66 75 6e 63 74 69 6f 6e 28 74 29 7b 74 68 69 73 2e 6d 6f 62 69 6c 65 53 6f 72 74 3d 74 7d 7d 2c 6d 65 74 68 6f 64 73 3a 
7b 72 65 6d 6f 76 65 50 72 69 6f 72 69 74 79 3a 66 75 6e 63 74 
Data Ascii: nction(t){this.ignoreSort?this.ignoreSort=!1:this.$emit("sort",t,this.defaultEvent)},mobileSort:function(t){this.curre
ntSortColumn!==t&&this.$emit("sort",t,this.defaultEvent)},currentSortColumn:function(t){this.mobileSort=t}},methods:{rem
ovePriority:funct

2022-01-28 17:46:58 UTC 956 IN Data Raw: 6f 6c 65 61 6e 2c 64 65 66 61 75 6c 74 3a 21 31 7d 2c 62 61 63 6b 65 6e 64 50 61 67 69 6e 61 74 69 6f 6e 3a 
42 6f 6f 6c 65 61 6e 2c 74 6f 74 61 6c 3a 7b 74 79 70 65 3a 5b 4e 75 6d 62 65 72 2c 53 74 72 69 6e 67 5d 2c 64 65 66 61 
75 6c 74 3a 30 7d 2c 69 63 6f 6e 50 61 63 6b 3a 53 74 72 69 6e 67 2c 6d 6f 62 69 6c 65 53 6f 72 74 50 6c 61 63 65 68 6f 
6c 64 65 72 3a 53 74 72 69 6e 67 2c 63 75 73 74 6f 6d 52 6f 77 4b 65 79 3a 53 74 72 69 6e 67 2c 64 72 61 67 67 61 62 
6c 65 3a 7b 74 79 70 65 3a 42 6f 6f 6c 65 61 6e 2c 64 65 66 61 75 6c 74 3a 21 31 7d 2c 73 63 72 6f 6c 6c 61 62 6c 65 3a 
42 6f 6f 6c 65 61 6e 2c 61 72 69 61 4e 65 78 74 4c 61 62 65 6c 3a 53 74 72 69 6e 67 2c 61 72 69 61 50 72 65 76 69 6f 75 
73 4c 61 62 65 6c 3a 53 74 72 69 6e 67 2c 61 72 69 61 50 61 
Data Ascii: olean,default:!1},backendPagination:Boolean,total:{type:[Number,String],default:0},iconPack:String,mobileSor
tPlaceholder:String,customRowKey:String,draggable:{type:Boolean,default:!1},scrollable:Boolean,ariaNextLabel:S
tring,ariaPreviousLabel:String,ariaPa

2022-01-28 17:46:58 UTC 970 IN Data Raw: 3a 22 73 70 61 6e 22 2c 70 72 6f 70 73 3a 7b 63 6f 6c 75 6d 6e 3a 65 2c 69 6e 64 65 78 3a 69 7d 7d 7d 29 5d 
3a 5b 6e 28 22 73 70 61 6e 22 2c 7b 73 74 61 74 69 63 43 6c 61 73 73 3a 22 69 73 2d 72 65 6c 61 74 69 76 65 22 7d 2c 
5b 74 2e 5f 76 28 22 20 22 2b 74 2e 5f 73 28 65 2e 6c 61 62 65 6c 29 2b 22 20 22 29 2c 74 2e 73 6f 72 74 4d 75 6c 74 69 
70 6c 65 26 26 74 2e 73 6f 72 74 4d 75 6c 74 69 70 6c 65 44 61 74 61 43 6f 6d 70 75 74 65 64 26 26 74 2e 73 6f 72 74 4d 
75 6c 74 69 70 6c 65 44 61 74 61 43 6f 6d 70 75 74 65 64 2e 6c 65 6e 67 74 68 3e 30 26 26 74 2e 73 6f 72 74 4d 75 6c 
74 69 70 6c 65 44 61 74 61 43 6f 6d 70 75 74 65 64 2e 66 69 6c 74 65 72 28 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 6
5 74 75 72 6e 20 74 2e 66 69 65 6c 64 3d 3d 3d 65 2e 66 69 65 6c 
Data Ascii: :"span",props:{column:e,index:i}}})]:[n("span",{staticClass:"is-relative"},[t._v(" "+t._s(e.label)+" "),t.sortMultiple
&&t.sortMultipleDataComputed&&t.sortMultipleDataComputed.length>0&&t.sortMultipleDataComputed.filter((function(t)
{return t.field===e.fiel

2022-01-28 17:46:58 UTC 983 IN Data Raw: 69 73 61 62 6c 65 64 7d 2c 6f 6e 3a 7b 63 6c 69 63 6b 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 74 2e 68 61 73 
49 6e 70 75 74 26 26 74 2e 66 6f 63 75 73 28 65 29 7d 7d 7d 2c 5b 74 2e 5f 74 28 22 73 65 6c 65 63 74 65 64 22 2c 74 
2e 5f 6c 28 74 2e 74 61 67 73 2c 28 66 75 6e 63 74 69 6f 6e 28 65 2c 69 29 7b 72 65 74 75 72 6e 20 6e 28 22 62 2d 74 
61 67 22 2c 7b 6b 65 79 3a 74 2e 67 65 74 4e 6f 72 6d 61 6c 69 7a 65 64 54 61 67 54 65 78 74 28 65 29 2b 69 2c 61 74 
74 72 73 3a 7b 74 79 70 65 3a 74 2e 74 79 70 65 2c 22 63 6c 6f 73 65 
Data Ascii: isabled},on:{click:function(e){t.hasInput&&t.focus(e)}}},[t._t("selected",t._l(t.tags,(function(e,i){return n("b-tag",
{key:t.getNormalizedTagText(e)+i,attrs:{type:t.type,"close

2022-01-28 17:46:58 UTC 984 IN Data Raw: 2d 74 79 70 65 22 3a 74 2e 63 6c 6f 73 65 54 79 70 65 2c 73 69 7a 65 3a 74 2e 73 69 7a 65 2c 72 6f 75 6e 64 
65 64 3a 74 2e 72 6f 75 6e 64 65 64 2c 61 74 74 61 63 68 65 64 3a 74 2e 61 74 74 61 63 68 65 64 2c 74 61 62 73 74 6f 
70 3a 21 31 2c 64 69 73 61 62 6c 65 64 3a 74 2e 64 69 73 61 62 6c 65 64 2c 65 6c 6c 69 70 73 69 73 3a 74 2e 65 6c 6c 
69 70 73 69 73 2c 63 6c 6f 73 61 62 6c 65 3a 74 2e 63 6c 6f 73 61 62 6c 65 2c 22 61 72 69 61 2d 63 6c 6f 73 65 2d 6c 61 
62 65 6c 22 3a 74 2e 61 72 69 61 43 6c 6f 73 65 4c 61 62 65 6c 2c 74 69 74 6c 65 3a 74 2e 65 6c 6c 69 70 73 69 73 26 2
6 74 2e 67 65 74 4e 6f 72 6d 61 6c 69 7a 65 64 54 61 67 54 65 78 74 28 65 29 7d 2c 6f 6e 3a 7b 63 6c 6f 73 65 3a 66 75 
6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 74 2e 72 65 6d 
Data Ascii: -type":t.closeType,size:t.size,rounded:t.rounded,attached:t.attached,tabstop:!1,disabled:t.disabled,ellipsis
:t.ellipsis,closable:t.closable,"aria-close-label":t.ariaCloseLabel,title:t.ellipsis&&t.getNormalizedTagText(e)},on:{clo
se:function(e){return t.rem
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2022-01-28 17:46:58 UTC 990 IN Data Raw: 2c 76 6f 69 64 20 30 29 2c 4f 64 3d 7b 69 6e 73 74 61 6c 6c 3a 66 75 6e 63 74 69 6f 6e 28 74 29 7b 48 28 74 
2c 52 64 29 7d 7d 3b 7a 28 4f 64 29 3b 76 61 72 20 50 64 3d 4f 64 2c 49 64 3d 4f 62 6a 65 63 74 2e 66 72 65 65 7a 65 28 
7b 41 75 74 6f 63 6f 6d 70 6c 65 74 65 3a 4d 74 2c 42 75 74 74 6f 6e 3a 42 74 2c 43 61 72 6f 75 73 65 6c 3a 67 65 2c 43 
68 65 63 6b 62 6f 78 3a 24 65 2c 43 6c 6f 63 6b 70 69 63 6b 65 72 3a 68 69 2c 43 6f 6c 6c 61 70 73 65 3a 47 65 2c 44 61 
74 65 70 69 63 6b 65 72 3a 63 72 2c 44 61 74 65 74 69 6d 65 70 69 63 6b 65 72 3a 4f 72 2c 44 69 61 6c 6f 67 3a 65 6f 2c 
44 72 6f 70 64 6f 77 6e 3a 69 6f 2c 46 69 65 6c 64 3a 6f 6f 2c 49 63 6f 6e 3a 73 6f 2c 49 6d 61 67 65 3a 79 6f 2c 49 6e 70 
75 74 3a 5f 6f 2c 4c 6f 61 64 69 6e 67 3a 4e 6f 2c 4d 
Data Ascii: ,void 0),Od={install:function(t){H(t,Rd)}};z(Od);var Pd=Od,Id=Object.freeze({Autocomplete:Mt,Button:Bt,Carou
sel:ge,Checkbox:$e,Clockpicker:hi,Collapse:Ge,Datepicker:cr,Datetimepicker:Or,Dialog:eo,Dropdown:io,Field:oo,I
con:so,Image:yo,Input:_o,Loading:No,M

2022-01-28 17:46:58 UTC 1006 IN Data Raw: 3b 68 65 2e 6f 62 73 65 72 76 65 28 64 65 2c 7b 63 68 61 72 61 63 74 65 72 44 61 74 61 3a 21 30 7d 29 2c 6f 
65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 65 3d 28 66 65 2b 31 29 25 32 2c 64 65 2e 64 61 74 61 3d 53 74 72 69 6e 67 
28 66 65 29 7d 2c 61 65 3d 21 30 7d 66 75 6e 63 74 69 6f 6e 20 70 65 28 74 2c 65 29 7b 76 61 72 20 6e 3b 69 66 28 73 
65 2e 70 75 73 68 28 28 66 75 6e 63 74 69 6f 6e 28 29 7b 69 66 28 74 29 74 72 79 7b 74 2e 63 61 6c 6c 28 65 29 7d 63 6
1 74 63 68 28 6b 61 29 7b 65 65 28 6b 61 2c 65 2c 22 6e 65 78 74 54 69 63 6b 22 29 7d 65 6c 73 65 20 6e 26 26 6e 28 
65 29 7d 29 29 2c 75 65 7c 7c 28 75 65 3d 21 30 2c 6f 65 28 29 29 2c 21 74 26 26 22 75 6e 64 65 66 69 6e 65 64 22 21 
3d 3d 74 79 70 65 6f 66 20 50 72 6f 6d 69 73 65 29 72 65 74 75 72 6e 20 
Data Ascii: ;he.observe(de,{characterData:!0}),oe=function(){fe=(fe+1)%2,de.data=String(fe)},ae=!0}function pe(t,e){var 
n;if(se.push((function(){if(t)try{t.call(e)}catch(ka){ee(ka,e,"nextTick")}else n&&n(e)})),ue||(ue=!0,oe()),!t&&"undefine
d"!==typeof Promise)return 

2022-01-28 17:46:58 UTC 1009 IN Data Raw: 22 64 65 66 61 75 6c 74 22 69 6e 20 74 5b 6f 5d 29 7b 76 61 72 20 75 3d 74 5b 6f 5d 2e 64 65 66 61 75 6c 74 
3b 6e 5b 6f 5d 3d 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 3d 74 79 70 65 6f 66 20 75 3f 75 2e 63 61 6c 6c 28 65 29 3a 75 7d 
65 6c 73 65 20 30 7d 7d 72 65 74 75 72 6e 20 6e 7d 7d 66 75 6e 63 74 69 6f 6e 20 52 65 28 74 2c 65 29 7b 69 66 28 21 
74 7c 7c 21 74 2e 6c 65 6e 67 74 68 29 72 65 74 75 72 6e 7b 7d 3b 66 6f 72 28 76 61 72 20 6e 3d 7b 7d 2c 69 3d 30 2c 
72 3d 74 2e 6c 65 6e 67 74 68 3b 69 3c 72 3b 69 2b 2b 29 7b 76 61 72 20 6f 3d 74 5b 69 5d 2c 61 3d 6f 2e 64 61 74 61 3
b 69 66 28 61 26 26 61 2e 61 74 74 72 73 26 26 61 2e 61 74 74 72 73 2e 73 6c 6f 74 26 26 64 65 6c 65 74 65 20 61 2e 61 
74 74 72 73 2e 73 6c 6f 74 2c 6f 2e 63 6f 6e 74 65 78 74 21 3d 3d 
Data Ascii: "default"in t[o]){var u=t[o].default;n[o]="function"===typeof u?u.call(e):u}else 0}}return n}}function Re(t,e){if(!t||
!t.length)return{};for(var n={},i=0,r=t.length;i<r;i++){var o=t[i],a=o.data;if(a&&a.attrs&&a.attrs.slot&&delete a.attrs.slot,o.con
text!==

2022-01-28 17:46:58 UTC 1021 IN Data Raw: 65 6e 74 26 26 6e 2e 24 76 6e 6f 64 65 3d 3d 3d 6e 2e 24 70 61 72 65 6e 74 2e 5f 76 6e 6f 64 65 26 26 28 6e 
2e 24 70 61 72 65 6e 74 2e 24 65 6c 3d 6e 2e 24 65 6c 29 7d 2c 74 2e 70 72 6f 74 6f 74 79 70 65 2e 24 66 6f 72 63 65 55 
70 64 61 74 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 74 68 69 73 3b 74 2e 5f 77 61 74 63 68 65 72 26 
26 74 2e 5f 77 61 74 63 68 65 72 2e 75 70 64 61 74 65 28 29 7d 2c 74 2e 70 72 6f 74 6f 74 79 70 65 2e 24 64 65 73 74 
72 6f 79 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 74 68 69 73 3b 69 66 28 21 74 2e 5f 69 73 42 65 69 6e 6
7 44 65 73 74 72 6f 79 65 64 29 7b 24 6e 28 74 2c 22 62 65 66 6f 72 65 44 65 73 74 72 6f 79 22 29 2c 74 2e 5f 69 73 42 6
5 69 6e 67 44 65 73 74 72 6f 79 65 64 3d 21 30 3b 76 61 72 20 65 
Data Ascii: ent&&n.$vnode===n.$parent._vnode&&(n.$parent.$el=n.$el)},t.prototype.$forceUpdate=function(){var t
=this;t._watcher&&t._watcher.update()},t.prototype.$destroy=function(){var t=this;if(!t._isBeingDestroyed){$n(t,"beforeD
estroy"),t._isBeingDestroyed=!0;var e

2022-01-28 17:46:58 UTC 1036 IN Data Raw: 6e 65 6e 74 49 6e 73 74 61 6e 63 65 2e 5f 76 6e 6f 64 65 2c 69 26 26 69 2e 64 61 74 61 26 26 28 65 3d 58 69 
28 69 2e 64 61 74 61 2c 65 29 29 3b 77 68 69 6c 65 28 72 28 6e 3d 6e 2e 70 61 72 65 6e 74 29 29 6e 26 26 6e 2e 64 61 
74 61 26 26 28 65 3d 58 69 28 65 2c 6e 2e 64 61 74 61 29 29 3b 72 65 74 75 72 6e 20 4a 69 28 65 2e 73 74 61 74 69 63 
43 6c 61 73 73 2c 65 2e 63 6c 61 73 73 29 7d 66 75 6e 63 74 69 6f 6e 20 58 69 28 74 2c 65 29 7b 72 65 74 75 72 6e 7b 7
3 74 61 74 69 63 43 6c 61 73 73 3a 5a 69 28 74 2e 73 74 61 74 69 63 43 6c 61 73 73 2c 65 2e 73 74 61 74 69 63 43 6c 
61 73 73 29 2c 63 6c 61 73 73 3a 72 28 74 2e 63 6c 61 73 73 29 3f 5b 74 2e 63 6c 61 73 73 2c 65 2e 63 6c 61 73 73 5d 
3a 65 2e 63 6c 61 73 73 7d 7d 66 75 6e 63 74 69 6f 6e 20 4a 69 28 74 2c 
Data Ascii: nentInstance._vnode,i&&i.data&&(e=Xi(i.data,e));while(r(n=n.parent))n&&n.data&&(e=Xi(e,n.data));return Ji(e.
staticClass,e.class)}function Xi(t,e){return{staticClass:Zi(t.staticClass,e.staticClass),class:r(t.class)?[t.class,e.class]:e.clas
s}}function Ji(t,

2022-01-28 17:46:58 UTC 1052 IN Data Raw: 6c 65 61 76 65 2d 61 63 74 69 76 65 22 7d 7d 29 29 2c 45 6f 3d 58 26 26 21 65 74 2c 41 6f 3d 22 74 72 61 6e 
73 69 74 69 6f 6e 22 2c 43 6f 3d 22 61 6e 69 6d 61 74 69 6f 6e 22 2c 44 6f 3d 22 74 72 61 6e 73 69 74 69 6f 6e 22 2c 54 
6f 3d 22 74 72 61 6e 73 69 74 69 6f 6e 65 6e 64 22 2c 52 6f 3d 22 61 6e 69 6d 61 74 69 6f 6e 22 2c 4f 6f 3d 22 61 6e 69 
6d 61 74 69 6f 6e 65 6e 64 22 3b 45 6f 26 26 28 76 6f 69 64 20 30 3d 3d 3d 77 69 6e 64 6f 77 2e 6f 6e 74 72 61 6e 73 69 
74 69 6f 6e 65 6e 64 26 26 76 6f 69 64 20 30 21 3d 3d 77 69 6e 64 6f 77 2e 6f 6e 77 65 62 6b 69 74 74 72 61 6e 73 69 74 
69 6f 6e 65 6e 64 26 26 28 44 6f 3d 22 57 65 62 6b 69 74 54 72 61 6e 73 69 74 69 6f 6e 22 2c 54 6f 3d 22 77 65 62 6b 69 
74 54 72 61 6e 73 69 74 69 6f 6e 45 6e 64 22 29 2c 76 6f 
Data Ascii: leave-active"}})),Eo=X&&!et,Ao="transition",Co="animation",Do="transition",To="transitionend",Ro="animation"
,Oo="animationend";Eo&&(void 0===window.ontransitionend&&void 0!==window.onwebkittransitionend&&(Do="WebkitTra
nsition",To="webkitTransitionEnd"),vo

2022-01-28 17:46:58 UTC 1068 IN Data Raw: 74 26 26 78 28 74 29 2c 69 26 26 28 6e 26 26 74 2e 5f 77 69 74 68 43 6f 6d 6d 69 74 28 28 66 75 6e 63 74 69 
6f 6e 28 29 7b 69 2e 5f 64 61 74 61 2e 24 24 73 74 61 74 65 3d 6e 75 6c 6c 7d 29 29 2c 64 2e 6e 65 78 74 54 69 63 6b 
28 28 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 69 2e 24 64 65 73 74 72 6f 79 28 29 7d 29 29 29 7d 66 75 
6e 63 74 69 6f 6e 20 79 28 74 2c 65 2c 6e 2c 69 2c 72 29 7b 76 61 72 20 6f 3d 21 6e 2e 6c 65 6e 67 74 68 2c 61 3d 74 2
e 5f 6d 6f 64 75 6c 65 73 2e 67 65 74 4e 61 6d 65 73 70 61 63 65 28 6e 29 3b 69 66 28 69 2e 6e 61 6d 65 73 70 61 63 65 
64 26 26 28 74 2e 5f 6d 6f 64 75 6c 65 73 4e 61 6d 65 73 70 61 63 65 4d 61 70 5b 61 5d 3d 69 29 2c 21 6f 26 26 21 72 29 
7b 76 61 72 20 73 3d 45 28 65 2c 6e 2e 73 6c 69 63 65 28 30 2c 2d 
Data Ascii: t&&x(t),i&&(n&&t._withCommit((function(){i._data.$$state=null})),d.nextTick((function(){return i.$destroy()}
)))}function y(t,e,n,i,r){var o=!n.length,a=t._modules.getNamespace(n);if(i.namespaced&&(t._modulesNamespaceMa
p[a]=i),!o&&!r){var s=E(e,n.slice(0,-

2022-01-28 17:46:58 UTC 1069 IN Data Raw: 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 45 28 74 2e 73 74 61 74 65 2c 6e 29 7d 7d 7d 29 2c 
72 7d 66 75 6e 63 74 69 6f 6e 20 5f 28 74 2c 65 29 7b 76 61 72 20 6e 3d 7b 7d 2c 69 3d 65 2e 6c 65 6e 67 74 68 3b 72 
65 74 75 72 6e 20 4f 62 6a 65 63 74 2e 6b 65 79 73 28 74 2e 67 65 74 74 65 72 73 29 2e 66 6f 72 45 61 63 68 28 28 66 
75 6e 63 74 69 6f 6e 28 72 29 7b 69 66 28 72 2e 73 6c 69 63 65 28 30 2c 69 29 3d 3d 3d 65 29 7b 76 61 72 20 6f 3d 72 2
e 73 6c 69 63 65 28 69 29 3b 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 6e 2c 6f 2c 7b 67 65 74 
3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 2e 67 65 74 74 65 72 73 5b 72 5d 7d 2c 65 6e 75 6d 65 72 
61 62 6c 65 3a 21 30 7d 29 7d 7d 29 29 2c 6e 7d 66 75 6e 63 74 69 6f 
Data Ascii: :function(){return E(t.state,n)}}}),r}function _(t,e){var n={},i=e.length;return Object.keys(t.getters).forEach((funct
ion(r){if(r.slice(0,i)===e){var o=r.slice(i);Object.defineProperty(n,o,{get:function(){return t.getters[r]},enumerable:!0})}})),n}
functio
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2022-01-28 17:46:58 UTC 1083 IN Data Raw: 3d 74 68 69 73 2e 63 75 72 76 65 2e 6f 6e 65 2c 74 68 69 73 2e 7a 3d 6e 65 77 20 72 28 30 29 29 3a 28 74 68 
69 73 2e 78 3d 6e 65 77 20 72 28 65 2c 31 36 29 2c 74 68 69 73 2e 79 3d 6e 65 77 20 72 28 6e 2c 31 36 29 2c 74 68 69 
73 2e 7a 3d 6e 65 77 20 72 28 69 2c 31 36 29 29 2c 74 68 69 73 2e 78 2e 72 65 64 7c 7c 28 74 68 69 73 2e 78 3d 74 68 
69 73 2e 78 2e 74 6f 52 65 64 28 74 68 69 73 2e 63 75 72 76 65 2e 72 65 64 29 29 2c 74 68 69 73 2e 79 2e 72 65 64 7c 
7c 28 74 68 69 73 2e 79 3d 74 68 69 73 2e 79 2e 74 6f 52 65 64 28 74 68 69 73 2e 63 75 72 76 65 2e 72 65 64 29 29 2c 
74 68 69 73 2e 7a 2e 72 65 64 7c 7c 28 74 68 69 73 2e 7a 3d 74 68 69 73 2e 7a 2e 74 6f 52 65 64 28 74 68 69 73 2e 63 
75 72 76 65 2e 72 65 64 29 29 2c 74 68 69 73 2e 7a 4f 6e 65 3d 74 68 69 
Data Ascii: =this.curve.one,this.z=new r(0)):(this.x=new r(e,16),this.y=new r(n,16),this.z=new r(i,16)),this.x.red||(thi
s.x=this.x.toRed(this.curve.red)),this.y.red||(this.y=this.y.toRed(this.curve.red)),this.z.red||(this.z=this.z.toRed(this.curve.re
d)),this.zOne=thi

2022-01-28 17:46:58 UTC 1087 IN Data Raw: 76 65 2e 70 6f 69 6e 74 28 6e 75 6c 6c 2c 6e 75 6c 6c 29 3b 69 66 28 30 3d 3d 3d 74 68 69 73 2e 78 2e 63 6d 
70 28 74 2e 78 29 29 72 65 74 75 72 6e 20 74 68 69 73 2e 63 75 72 76 65 2e 70 6f 69 6e 74 28 6e 75 6c 6c 2c 6e 75 6c 
6c 29 3b 76 61 72 20 65 3d 74 68 69 73 2e 79 2e 72 65 64 53 75 62 28 74 2e 79 29 3b 30 21 3d 3d 65 2e 63 6d 70 6e 28 
30 29 26 26 28 65 3d 65 2e 72 65 64 4d 75 6c 28 74 68 69 73 2e 78 2e 72 65 64 53 75 62 28 74 2e 78 29 2e 72 65 64 49 
6e 76 6d 28 29 29 29 3b 76 61 72 20 6e 3d 65 2e 72 65 64 53 71 72 28 29 2e 72 65 64 49 53 75 62 28 74 68 69 73 2e 78 
29 2e 72 65 64 49 53 75 62 28 74 2e 78 29 2c 69 3d 65 2e 72 65 64 4d 75 6c 28 74 68 69 73 2e 78 2e 72 65 64 53 75 62 
28 6e 29 29 2e 72 65 64 49 53 75 62 28 74 68 69 73 2e 79 29 3b 72 65 74 
Data Ascii: ve.point(null,null);if(0===this.x.cmp(t.x))return this.curve.point(null,null);var e=this.y.redSub(t.y);0!==e
.cmpn(0)&&(e=e.redMul(this.x.redSub(t.x).redInvm()));var n=e.redSqr().redISub(this.x).redISub(t.x),i=e.redMul(this.x.red
Sub(n)).redISub(this.y);ret

2022-01-28 17:46:58 UTC 1103 IN Data Raw: 3d 6f 26 26 22 6f 62 6a 65 63 74 22 3d 3d 3d 74 79 70 65 6f 66 20 6f 26 26 28 72 3d 6f 29 7d 63 61 74 63 68 
28 61 29 7b 7d 72 65 74 75 72 6e 21 30 3d 3d 3d 65 2e 63 6f 6d 70 6c 65 74 65 3f 7b 68 65 61 64 65 72 3a 6e 2e 68 65 
61 64 65 72 2c 70 61 79 6c 6f 61 64 3a 72 2c 73 69 67 6e 61 74 75 72 65 3a 6e 2e 73 69 67 6e 61 74 75 72 65 7d 3a 72 
7d 7d 2c 22 33 39 39 66 22 3a 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 6e 29 7b 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 2
8 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 69 28 74 
2c 65 29 7b 69 66 28 21 74 29 74 68 72 6f 77 20 6e 65 77 20 45 72 72 6f 72 28 65 7c 7c 22 41 73 73 65 72 74 69 6f 6e 
20 66 61 69 6c 65 64 22 29 7d 66 75 6e 63 74 69 6f 6e 20 72 28 74 2c 
Data Ascii: =o&&"object"===typeof o&&(r=o)}catch(a){}return!0===e.complete?{header:n.header,payload:r,signatur
e:n.signature}:r}},"399f":function(t,e,n){(function(t){(function(t,e){"use strict";function i(t,e){if(!t)throw new Error(e||"Assertion 
failed")}function r(t,

2022-01-28 17:46:58 UTC 1118 IN Data Raw: 2d 22 3d 3d 3d 74 5b 30 5d 26 26 72 2b 2b 2c 31 36 3d 3d 3d 65 3f 74 68 69 73 2e 5f 70 61 72 73 65 48 65 78 
28 74 2c 72 29 3a 74 68 69 73 2e 5f 70 61 72 73 65 42 61 73 65 28 74 2c 65 2c 72 29 2c 22 2d 22 3d 3d 3d 74 5b 30 5d 
26 26 28 74 68 69 73 2e 6e 65 67 61 74 69 76 65 3d 31 29 2c 74 68 69 73 2e 73 74 72 69 70 28 29 2c 22 6c 65 22 3d 3d 
3d 6e 26 26 74 68 69 73 2e 5f 69 6e 69 74 41 72 72 61 79 28 74 68 69 73 2e 74 6f 41 72 72 61 79 28 29 2c 65 2c 6e 29 7
d 2c 6f 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 69 6e 69 74 4e 75 6d 62 65 72 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 6e 2
9 7b 74 3c 30 26 26 28 74 68 69 73 2e 6e 65 67 61 74 69 76 65 3d 31 2c 74 3d 2d 74 29 2c 74 3c 36 37 31 30 38 38 36 
34 3f 28 74 68 69 73 2e 77 6f 72 64 73 3d 5b 36 37 31 30 38 38 36 33 
Data Ascii: -"===t[0]&&r++,16===e?this._parseHex(t,r):this._parseBase(t,e,r),"-"===t[0]&&(this.negative=1),this.strip(),
"le"===n&&this._initArray(this.toArray(),e,n)},o.prototype._initNumber=function(t,e,n){t<0&&(this.negative=1,t=-t),t<671
08864?(this.words=[67108863

2022-01-28 17:46:58 UTC 1134 IN Data Raw: 72 2b 4d 61 74 68 2e 69 6d 75 6c 28 44 2c 74 74 29 7c 30 2c 72 3d 72 2b 4d 61 74 68 2e 69 6d 75 6c 28 54 
2c 51 29 7c 30 2c 6f 3d 6f 2b 4d 61 74 68 2e 69 6d 75 6c 28 54 2c 74 74 29 7c 30 2c 69 3d 69 2b 4d 61 74 68 2e 69 6d 
75 6c 28 45 2c 6e 74 29 7c 30 2c 72 3d 72 2b 4d 61 74 68 2e 69 6d 75 6c 28 45 2c 69 74 29 7c 30 2c 72 3d 72 2b 4d 61 7
4 68 2e 69 6d 75 6c 28 41 2c 6e 74 29 7c 30 2c 6f 3d 6f 2b 4d 61 74 68 2e 69 6d 75 6c 28 41 2c 69 74 29 7c 30 2c 69 3d 
69 2b 4d 61 74 68 2e 69 6d 75 6c 28 6b 2c 6f 74 29 7c 30 2c 72 3d 72 2b 4d 61 74 68 2e 69 6d 75 6c 28 6b 2c 61 74 29 
7c 30 2c 72 3d 72 2b 4d 61 74 68 2e 69 6d 75 6c 28 4d 2c 6f 74 29 7c 30 2c 6f 3d 6f 2b 4d 61 74 68 2e 69 6d 75 6c 28 4d 
2c 61 74 29 7c 30 2c 69 3d 69 2b 4d 61 74 68 2e 69 6d 75 6c 28 77 2c 
Data Ascii: r+Math.imul(D,tt)|0,r=r+Math.imul(T,Q)|0,o=o+Math.imul(T,tt)|0,i=i+Math.imul(E,nt)|0,r=r+Math.imul(E,it)|0,r
=r+Math.imul(A,nt)|0,o=o+Math.imul(A,it)|0,i=i+Math.imul(k,ot)|0,r=r+Math.imul(k,at)|0,r=r+Math.imul(M,ot)|0,o=o+Math.im
ul(M,at)|0,i=i+Math.imul(w,

2022-01-28 17:46:58 UTC 1145 IN Data Raw: 6e 3b 74 68 69 73 2e 5f 65 78 70 61 6e 64 28 61 29 3b 76 61 72 20 73 3d 30 3b 66 6f 72 28 72 3d 30 3b 72 3c 
74 2e 6c 65 6e 67 74 68 3b 72 2b 2b 29 7b 6f 3d 28 30 7c 74 68 69 73 2e 77 6f 72 64 73 5b 72 2b 6e 5d 29 2b 73 3b 76 
61 72 20 75 3d 28 30 7c 74 2e 77 6f 72 64 73 5b 72 5d 29 2a 65 3b 6f 2d 3d 36 37 31 30 38 38 36 33 26 75 2c 73 3d 28 6f 
3e 3e 32 36 29 2d 28 75 2f 36 37 31 30 38 38 36 34 7c 30 29 2c 74 68 69 73 2e 77 6f 72 64 73 5b 72 2b 6e 5d 3d 36 37 
31 30 38 38 36 33 26 6f 7d 66 6f 72 28 3b 72 3c 74 68 69 73 2e 6c 65 6e 67 74 68 2d 6e 3b 72 2b 2b 29 6f 3d 28 30 7c 74 
68 69 73 2e 77 6f 72 64 73 5b 72 2b 6e 5d 29 2b 73 2c 73 3d 6f 3e 3e 32 36 2c 74 68 69 73 2e 77 6f 72 64 73 5b 72 2b 6e 
5d 3d 36 37 31 30 38 38 36 33 26 6f 3b 69 66 28 30 3d 3d 3d 73 
Data Ascii: n;this._expand(a);var s=0;for(r=0;r<t.length;r++){o=(0|this.words[r+n])+s;var u=(0|t.words[r])*e;o-=67108863
&u,s=(o>>26)-(u/67108864|0),this.words[r+n]=67108863&o}for(;r<this.length-n;r++)o=(0|this.words[r+n])+s,s=o>>2
6,this.words[r+n]=67108863&o;if(0===s

2022-01-28 17:46:58 UTC 1146 IN Data Raw: 2f 61 7c 30 2c 36 37 31 30 38 38 36 33 29 2c 69 2e 5f 69 73 68 6c 6e 73 75 62 6d 75 6c 28 72 2c 64 2c 68 29 
3b 77 68 69 6c 65 28 30 21 3d 3d 69 2e 6e 65 67 61 74 69 76 65 29 64 2d 2d 2c 69 2e 6e 65 67 61 74 69 76 65 3d 30 2c 
69 2e 5f 69 73 68 6c 6e 73 75 62 6d 75 6c 28 72 2c 31 2c 68 29 2c 69 2e 69 73 5a 65 72 6f 28 29 7c 7c 28 69 2e 6e 65 67 
61 74 69 76 65 5e 3d 31 29 3b 75 26 26 28 75 2e 77 6f 72 64 73 5b 68 5d 3d 64 29 7d 72 65 74 75 72 6e 20 75 26 26 75 
2e 73 74 72 69 70 28 29 2c 69 2e 73 74 72 69 70 28 29 2c 22 64 69 76 22 21 3d 3d 65 26 26 30 21 3d 3d 6e 26 26 69 2e 
69 75 73 68 72 6e 28 6e 29 2c 7b 64 69 76 3a 75 7c 7c 6e 75 6c 6c 2c 6d 6f 64 3a 69 7d 7d 2c 6f 2e 70 72 6f 74 6f 74 79 
70 65 2e 64 69 76 6d 6f 64 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 
Data Ascii: /a|0,67108863),i._ishlnsubmul(r,d,h);while(0!==i.negative)d--,i.negative=0,i._ishlnsubmul(r,1,h),i.isZero()||
(i.negative^=1);u&&(u.words[h]=d)}return u&&u.strip(),i.strip(),"div"!==e&&0!==n&&i.iushrn(n),{div:u||null,mod:i}},o.pr
ototype.divmod=function(t,e

2022-01-28 17:46:58 UTC 1179 IN Data Raw: 69 6e 76 4b 65 79 53 63 68 65 64 75 6c 65 29 2c 6f 28 74 68 69 73 2e 5f 6b 65 79 29 7d 2c 74 2e 65 78 70 6f 
72 74 73 2e 41 45 53 3d 63 7d 2c 22 33 39 66 66 22 3a 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 6e 29 7b 76 61 72 20 69 
3d 6e 28 22 30 62 30 37 22 29 2c 72 3d 6e 28 22 32 62 33 65 22 29 2c 6f 3d 69 28 72 2c 22 57 65 61 6b 4d 61 70 22 29 
3b 74 2e 65 78 70 6f 72 74 73 3d 6f 7d 2c 22 33 61 37 63 22 3a 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 6e 29 7b 28 66 75 
6e 63 74 69 6f 6e 28 74 29 7b 66 75 6e 63 74 69 6f 6e 20 6e 28 74 29 7b 72 65 74 75 72 6e 20 41 72 72 61 79 2e 69 73 4
1 72 72 61 79 3f 41 72 72 61 79 2e 69 73 41 72 72 61 79 28 74 29 3a 22 5b 6f 62 6a 65 63 74 20 41 72 72 61 79 5d 22 3d 
3d 3d 76 28 74 29 7d 66 75 6e 63 74 69 6f 6e 20 69 28 74 29 7b 72 
Data Ascii: invKeySchedule),o(this._key)},t.exports.AES=c},"39ff":function(t,e,n){var i=n("0b07"),r=n("2b3e"),o=i(r,"Wea
kMap");t.exports=o},"3a7c":function(t,e,n){(function(t){function n(t){return Array.isArray?Array.isArray(t):"[object Arr
ay]"===v(t)}function i(t){r
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2022-01-28 17:46:58 UTC 1195 IN Data Raw: 33 37 38 35 63 33 64 33 65 35 37 65 64 66 35 30 31 38 63 64 62 65 30 33 39 65 37 33 30 65 34 39 31 38 62 
33 64 38 38 34 66 64 66 66 30 39 34 37 35 62 37 62 61 22 2c 22 32 65 37 65 35 35 32 38 38 38 63 33 33 31 64 64 38 62 
61 30 33 38 36 61 34 62 39 63 64 36 38 34 39 63 36 35 33 66 36 34 63 38 37 30 39 33 38 35 65 39 62 38 61 62 66 38 37 
35 32 34 66 32 66 64 22 5d 2c 5b 22 64 32 61 36 33 61 35 30 61 65 34 30 31 65 35 36 64 36 34 35 61 31 31 35 33 62 31 
30 39 61 38 66 63 63 61 30 61 34 33 64 35 36 31 66 62 61 32 64 62 62 35 31 33 34 30 63 39 64 38 32 62 31 35 31 22 2c 
22 65 38 32 64 38 36 66 62 36 34 34 33 66 63 62 37 35 36 35 61 65 65 35 38 62 32 39 34 38 32 32 30 61 37 30 66 37 35 
30 61 66 34 38 34 63 61 35 32 64 34 31 34 32 31 37 34 64 63 66 38 39 34 30 
Data Ascii: 3785c3d3e57edf5018cdbe039e730e4918b3d884fdff09475b7ba","2e7e552888c331dd8ba0386a4b9cd684
9c653f64c8709385e9b8abf87524f2fd"],["d2a63a50ae401e56d645a1153b109a8fcca0a43d561fba2dbb51340c9d82b15
1","e82d86fb6443fcb7565aee58b2948220a70f750af484ca52d4142174dcf8940

2022-01-28 17:46:58 UTC 1205 IN Data Raw: 61 62 65 34 65 62 38 31 36 34 32 32 37 62 30 38 35 63 39 61 61 39 34 35 36 65 61 31 33 34 39 33 66 64 35 
36 33 65 30 36 66 64 35 31 63 66 35 36 39 34 63 37 38 66 63 22 5d 2c 5b 22 33 33 36 35 38 31 65 61 37 62 66 62 62 62 
32 39 30 63 31 39 31 61 32 66 35 30 37 61 34 31 63 66 35 36 34 33 38 34 32 31 37 30 65 39 31 34 66 61 65 61 62 32 37 
63 32 63 35 37 39 66 37 32 36 22 2c 22 65 61 64 31 32 31 36 38 35 39 35 66 65 31 62 65 39 39 32 35 32 31 32 39 62 36 
65 35 36 62 33 33 39 31 66 37 61 62 31 34 31 30 63 64 31 65 30 65 66 33 64 63 64 63 61 62 64 32 66 64 61 32 32 34 22 
5d 2c 5b 22 38 61 62 38 39 38 31 36 64 61 64 66 64 36 62 36 61 31 66 32 36 33 34 66 63 66 30 30 65 63 38 34 30 33 37 
38 31 30 32 35 65 64 36 38 39 30 63 34 38 34 39 37 34 32 37 30 36 62 64 34 
Data Ascii: abe4eb8164227b085c9aa9456ea13493fd563e06fd51cf5694c78fc"],["336581ea7bfbbb290c191a2f507a
41cf5643842170e914faeab27c2c579f726","ead12168595fe1be99252129b6e56b3391f7ab1410cd1e0ef3dcdcabd2fda2
24"],["8ab89816dadfd6b6a1f2634fcf00ec8403781025ed6890c4849742706bd4

2022-01-28 17:46:59 UTC 1206 IN Data Raw: 34 31 37 61 66 65 61 38 66 61 33 22 5d 2c 5b 22 65 61 30 31 36 30 36 61 37 61 36 63 39 63 64 64 32 34 39 
66 64 66 63 66 61 63 62 39 39 35 38 34 30 30 31 65 64 64 32 38 61 62 62 61 62 37 37 62 35 31 30 34 65 39 38 65 38 65 
33 62 33 35 64 34 22 2c 22 33 32 32 61 66 34 39 30 38 63 37 33 31 32 62 30 63 66 62 66 65 33 36 39 66 37 61 37 62 33 
63 64 62 37 64 34 34 39 34 62 63 32 38 32 33 37 30 30 63 66 64 36 35 32 31 38 38 61 33 65 61 39 38 64 22 5d 2c 5b 22 
61 66 38 61 64 64 62 66 32 62 36 36 31 63 38 61 36 63 36 33 32 38 36 35 35 65 62 39 36 36 35 31 32 35 32 30 30 37 64 
38 63 35 65 61 33 31 62 65 34 61 64 31 39 36 64 65 38 63 65 32 31 33 31 66 22 2c 22 36 37 34 39 65 36 37 63 30 32 39 
62 38 35 66 35 32 61 30 33 34 65 61 66 64 30 39 36 38 33 36 62 32 35 32 30 
Data Ascii: 417afea8fa3"],["ea01606a7a6c9cdd249fdfcfacb99584001edd28abbab77b5104e98e8e3b35d4","322af
4908c7312b0cfbfe369f7a7b3cdb7d4494bc2823700cfd652188a3ea98d"],["af8addbf2b661c8a6c6328655eb966512520
07d8c5ea31be4ad196de8ce2131f","6749e67c029b85f52a034eafd096836b2520

2022-01-28 17:46:59 UTC 1212 IN Data Raw: 31 65 30 38 36 64 30 34 65 38 31 33 37 34 34 61 36 35 35 62 32 64 66 38 64 35 66 38 33 62 33 63 64 63 36 
66 61 61 33 30 38 38 63 31 64 33 61 65 61 31 34 35 34 65 33 61 31 64 35 66 22 5d 2c 5b 22 64 35 65 39 65 31 64 61 36 
34 39 64 39 37 64 38 39 65 34 38 36 38 31 31 37 61 34 36 35 61 33 61 34 66 38 61 31 38 64 65 35 37 61 31 34 30 64 33 
36 62 33 66 32 61 66 33 34 31 61 32 31 62 35 32 22 2c 22 34 63 62 30 34 34 33 37 66 33 39 31 65 64 37 33 31 31 31 61 
31 33 63 63 31 64 34 64 64 30 64 62 31 36 39 33 34 36 35 63 32 32 34 30 34 38 30 64 38 39 35 35 65 38 35 39 32 66 32 
37 34 34 37 61 22 5d 2c 5b 22 64 33 61 65 34 31 30 34 37 64 64 37 63 61 30 36 35 64 62 66 38 65 64 37 37 62 39 39 32 
34 33 39 39 38 33 30 30 35 63 64 37 32 65 31 36 64 36 66 39 39 36 61 35 33 
Data Ascii: 1e086d04e813744a655b2df8d5f83b3cdc6faa3088c1d3aea1454e3a1d5f"],["d5e9e1da649d97d89e48681
17a465a3a4f8a18de57a140d36b3f2af341a21b52","4cb04437f391ed73111a13cc1d4dd0db1693465c2240480d8955e859
2f27447a"],["d3ae41047dd7ca065dbf8ed77b992439983005cd72e16d6f996a53

2022-01-28 17:46:59 UTC 1222 IN Data Raw: 76 61 6c 69 64 20 6b 65 79 20 6c 65 6e 67 74 68 20 22 2b 65 2e 6c 65 6e 67 74 68 29 3b 72 65 74 75 72 6e 
22 73 74 72 65 61 6d 22 3d 3d 3d 73 2e 74 79 70 65 3f 6e 65 77 20 61 28 73 2e 6d 6f 64 75 6c 65 2c 65 2c 6e 2c 21 30 
29 3a 22 61 75 74 68 22 3d 3d 3d 73 2e 74 79 70 65 3f 6e 65 77 20 69 28 73 2e 6d 6f 64 75 6c 65 2c 65 2c 6e 2c 21 30 2
9 3a 6e 65 77 20 66 28 73 2e 6d 6f 64 75 6c 65 2c 65 2c 6e 29 7d 66 75 6e 63 74 69 6f 6e 20 6d 28 74 2c 65 29 7b 76 61 
72 20 6e 3d 6f 5b 74 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 5d 3b 69 66 28 21 6e 29 74 68 72 6f 77 20 6e 65 77 20 54 
79 70 65 45 72 72 6f 72 28 22 69 6e 76 61 6c 69 64 20 73 75 69 74 65 20 74 79 70 65 22 29 3b 76 61 72 20 69 3d 63 28 
65 2c 21 31 2c 6e 2e 6b 65 79 2c 6e 2e 69 76 29 3b 72 65 74 75 72 6e 
Data Ascii: valid key length "+e.length);return"stream"===s.type?new a(s.module,e,n,!0):"auth"===s.type?new i(
s.module,e,n,!0):new f(s.module,e,n)}function m(t,e){var n=o[t.toLowerCase()];if(!n)throw new TypeError("invalid suite t
ype");var i=c(e,!1,n.key,n.iv);return

2022-01-28 17:46:59 UTC 1228 IN Data Raw: 2e 64 65 73 74 72 6f 79 65 64 7c 7c 21 65 2e 6c 65 6e 67 74 68 26 26 21 65 2e 65 6e 64 65 64 7c 7c 28 74 2e 
65 6d 69 74 28 22 72 65 61 64 61 62 6c 65 22 29 2c 65 2e 65 6d 69 74 74 65 64 52 65 61 64 61 62 6c 65 3d 21 31 29 2c 
65 2e 6e 65 65 64 52 65 61 64 61 62 6c 65 3d 21 65 2e 66 6c 6f 77 69 6e 67 26 26 21 65 2e 65 6e 64 65 64 26 26 65 2e 
6c 65 6e 67 74 68 3c 3d 65 2e 68 69 67 68 57 61 74 65 72 4d 61 72 6b 2c 57 28 74 29 7d 66 75 6e 63 74 69 6f 6e 20 24 
28 74 2c 65 29 7b 65 2e 72 65 61 64 69 6e 67 4d 6f 72 65 7c 7c 28 65 2e 72 65 61 64 69 6e 67 4d 6f 72 65 3d 21 30 2c 
69 2e 6e 65 78 74 54 69 63 6b 28 46 2c 74 2c 65 29 29 7d 66 75 6e 63 74 69 6f 6e 20 46 28 74 2c 65 29 7b 77 68 69 6c 
65 28 21 65 2e 72 65 61 64 69 6e 67 26 26 21 65 2e 65 6e 64 65 64 26 26 
Data Ascii: .destroyed||!e.length&&!e.ended||(t.emit("readable"),e.emittedReadable=!1),e.needReadable=!e.flowi
ng&&!e.ended&&e.length<=e.highWaterMark,W(t)}function $(t,e){e.readingMore||(e.readingMore=!0,i.nextTick(F,t,e
))}function F(t,e){while(!e.reading&&!e.ended&&

2022-01-28 17:46:59 UTC 1232 IN Data Raw: 6e 20 74 68 69 73 3b 69 66 28 31 3d 3d 3d 65 2e 70 69 70 65 73 43 6f 75 6e 74 29 72 65 74 75 72 6e 20 74 
26 26 74 21 3d 3d 65 2e 70 69 70 65 73 7c 7c 28 74 7c 7c 28 74 3d 65 2e 70 69 70 65 73 29 2c 65 2e 70 69 70 65 73 3d 
6e 75 6c 6c 2c 65 2e 70 69 70 65 73 43 6f 75 6e 74 3d 30 2c 65 2e 66 6c 6f 77 69 6e 67 3d 21 31 2c 74 26 26 74 2e 65 6d 
69 74 28 22 75 6e 70 69 70 65 22 2c 74 68 69 73 2c 6e 29 29 2c 74 68 69 73 3b 69 66 28 21 74 29 7b 76 61 72 20 69 3d 
65 2e 70 69 70 65 73 2c 72 3d 65 2e 70 69 70 65 73 43 6f 75 6e 74 3b 65 2e 70 69 70 65 73 3d 6e 75 6c 6c 2c 65 2e 70 
69 70 65 73 43 6f 75 6e 74 3d 30 2c 65 2e 66 6c 6f 77 69 6e 67 3d 21 31 3b 66 6f 72 28 76 61 72 20 6f 3d 30 3b 6f 3c 72 
3b 6f 2b 2b 29 69 5b 6f 5d 2e 65 6d 69 74 28 22 75 6e 70 69 70 65 22 
Data Ascii: n this;if(1===e.pipesCount)return t&&t!==e.pipes||(t||(t=e.pipes),e.pipes=null,e.pipesCount=0,e.flowing=!1,t
&&t.emit("unpipe",this,n)),this;if(!t){var i=e.pipes,r=e.pipesCount;e.pipes=null,e.pipesCount=0,e.flowing=!1;for(var o=0
;o<r;o++)i[o].emit("unpipe"

2022-01-28 17:46:59 UTC 1240 IN Data Raw: 62 6c 65 53 74 61 74 65 26 26 74 68 69 73 2e 5f 77 72 69 74 61 62 6c 65 53 74 61 74 65 2e 64 65 73 74 72 6f 
79 65 64 3b 72 65 74 75 72 6e 20 73 7c 7c 75 3f 28 6e 3f 6e 28 74 29 3a 74 26 26 28 74 68 69 73 2e 5f 77 72 69 74 61 62 
6c 65 53 74 61 74 65 3f 74 68 69 73 2e 5f 77 72 69 74 61 62 6c 65 53 74 61 74 65 2e 65 72 72 6f 72 45 6d 69 74 74 65 
64 7c 7c 28 74 68 69 73 2e 5f 77 72 69 74 61 62 6c 65 53 74 61 74 65 2e 65 72 72 6f 72 45 6d 69 74 74 65 64 3d 21 30 
2c 65 2e 6e 65 78 74 54 69 63 6b 28 61 2c 74 68 69 73 2c 74 29 29 3a 65 2e 6e 65 78 74 54 69 63 6b 28 61 2c 74 68 69 
73 2c 74 29 29 2c 74 68 69 73 29 3a 28 74 68 69 73 2e 5f 72 65 61 64 61 62 6c 65 53 74 61 74 65 26 26 28 74 68 69 73 
2e 5f 72 65 61 64 61 62 6c 65 53 74 61 74 65 2e 64 65 73 74 72 6f 79 
Data Ascii: bleState&&this._writableState.destroyed;return s||u?(n?n(t):t&&(this._writableState?this._writableState.erro
rEmitted||(this._writableState.errorEmitted=!0,e.nextTick(a,this,t)):e.nextTick(a,this,t)),this):(this._readableState&&(
this._readableState.destroy
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2022-01-28 17:46:59 UTC 1244 IN Data Raw: 3d 30 7d 66 75 6e 63 74 69 6f 6e 20 6a 28 74 2c 65 29 7b 76 61 72 20 6e 3d 74 2e 5f 77 72 69 74 61 62 6c 65 
53 74 61 74 65 2c 72 3d 6e 2e 73 79 6e 63 2c 6f 3d 6e 2e 77 72 69 74 65 63 62 3b 69 66 28 22 66 75 6e 63 74 69 6f 6e 
22 21 3d 3d 74 79 70 65 6f 66 20 6f 29 74 68 72 6f 77 20 6e 65 77 20 79 3b 69 66 28 42 28 6e 29 2c 65 29 49 28 74 2c 
6e 2c 72 2c 65 2c 6f 29 3b 65 6c 73 65 7b 76 61 72 20 61 3d 46 28 6e 29 7c 7c 74 2e 64 65 73 74 72 6f 79 65 64 3b 61 7c 
7c 6e 2e 63 6f 72 6b 65 64 7c 7c 6e 2e 62 75 66 66 65 72 50 72 6f 63 65 73 73 69 6e 67 7c 7c 21 6e 2e 62 75 66 66 65 7
2 65 64 52 65 71 75 65 73 74 7c 7c 24 28 74 2c 6e 29 2c 72 3f 69 2e 6e 65 78 74 54 69 63 6b 28 4e 2c 74 2c 6e 2c 61 2c 
6f 29 3a 4e 28 74 2c 6e 2c 61 2c 6f 29 7d 7d 66 75 6e 63 74 69 6f 
Data Ascii: =0}function j(t,e){var n=t._writableState,r=n.sync,o=n.writecb;if("function"!==typeof o)throw new y;if(B(n),
e)I(t,n,r,e,o);else{var a=F(n)||t.destroyed;a||n.corked||n.bufferProcessing||!n.bufferedRequest||$(t,n),r?i.nextTick(N,t
,n,a,o):N(t,n,a,o)}}functio

2022-01-28 17:46:59 UTC 1249 IN Data Raw: 74 69 6f 6e 20 68 28 74 29 7b 72 65 74 75 72 6e 20 74 3d 72 28 74 29 2c 74 26 26 74 2e 72 65 70 6c 61 63 65 
28 6f 2c 69 29 2e 72 65 70 6c 61 63 65 28 66 2c 22 22 29 7d 74 2e 65 78 70 6f 72 74 73 3d 68 7d 2c 22 34 64 36 34 22 
3a 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 6e 29 7b 76 61 72 20 69 3d 6e 28 22 66 63 36 61 22 29 2c 72 3d 6e 28 22 35 
30 63 34 22 29 2c 6f 3d 6e 28 22 32 33 63 62 22 29 2c 61 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 6
6 75 6e 63 74 69 6f 6e 28 65 2c 6e 2c 61 29 7b 76 61 72 20 73 2c 75 3d 69 28 65 29 2c 63 3d 72 28 75 2e 6c 65 6e 67 74 
68 29 2c 6c 3d 6f 28 61 2c 63 29 3b 69 66 28 74 26 26 6e 21 3d 6e 29 7b 77 68 69 6c 65 28 63 3e 6c 29 69 66 28 73 3d 
75 5b 6c 2b 2b 5d 2c 73 21 3d 73 29 72 65 74 75 72 6e 21 30 7d 65 6c 
Data Ascii: tion h(t){return t=r(t),t&&t.replace(o,i).replace(f,"")}t.exports=h},"4d64":function(t,e,n){var i=n("fc6a"),r=n("50c4"
),o=n("23cb"),a=function(t){return function(e,n,a){var s,u=i(e),c=r(u.length),l=o(a,c);if(t&&n!=n){while(c>l)if(s=u[l++]
,s!=s)return!0}el

2022-01-28 17:46:59 UTC 1265 IN Data Raw: 78 74 54 69 63 6b 28 70 2c 74 29 7d 66 75 6e 63 74 69 6f 6e 20 76 28 74 2c 65 29 7b 72 65 74 75 72 6e 20 66 
75 6e 63 74 69 6f 6e 28 6e 2c 69 29 7b 74 2e 74 68 65 6e 28 28 66 75 6e 63 74 69 6f 6e 28 29 7b 65 5b 63 5d 3f 6e 28 
64 28 76 6f 69 64 20 30 2c 21 30 29 29 3a 65 5b 66 5d 28 6e 2c 69 29 7d 29 2c 69 29 7d 7d 76 61 72 20 62 3d 4f 62 6a 
65 63 74 2e 67 65 74 50 72 6f 74 6f 74 79 70 65 4f 66 28 28 66 75 6e 63 74 69 6f 6e 28 29 7b 7d 29 29 2c 67 3d 4f 62 6a 
65 63 74 2e 73 65 74 50 72 6f 74 6f 74 79 70 65 4f 66 28 28 69 3d 7b 67 65 74 20 73 74 72 65 61 6d 28 29 7b 72 65 74 7
5 72 6e 20 74 68 69 73 5b 68 5d 7d 2c 6e 65 78 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 74 68 69 73 2c 
6e 3d 74 68 69 73 5b 75 5d 3b 69 66 28 6e 75 6c 6c 21 3d 3d 6e 29 
Data Ascii: xtTick(p,t)}function v(t,e){return function(n,i){t.then((function(){e[c]?n(d(void 0,!0)):e[f](n,i)}),i)}}var b=Object.
getPrototypeOf((function(){})),g=Object.setPrototypeOf((i={get stream(){return this[h]},next:function(){var t=this,n=thi
s[u];if(null!==n)

2022-01-28 17:46:59 UTC 1281 IN Data Raw: 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 30 3d 3d 3d 74 68 69 73 2e 67 65 74 58 28 29 2e 63 6d 70 28 74 2e 
67 65 74 58 28 29 29 7d 2c 75 2e 70 72 6f 74 6f 74 79 70 65 2e 6e 6f 72 6d 61 6c 69 7a 65 3d 66 75 6e 63 74 69 6f 6e 28 
29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 78 3d 74 68 69 73 2e 78 2e 72 65 64 4d 75 6c 28 74 68 69 73 2e 7a 2e 72 65 
64 49 6e 76 6d 28 29 29 2c 74 68 69 73 2e 7a 3d 74 68 69 73 2e 63 75 72 76 65 2e 6f 6e 65 2c 74 68 69 73 7d 2c 75 2e 7
0 72 6f 74 6f 74 79 70 65 2e 67 65 74 58 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 6e 6f 
72 6d 61 6c 69 7a 65 28 29 2c 74 68 69 73 2e 78 2e 66 72 6f 6d 52 65 64 28 29 7d 7d 2c 22 36 37 64 65 22 3a 66 75 6e 
63 74 69 6f 6e 28 74 2c 65 29 7b 76 61 72 20 6e 3d 22 5b 6f 62 6a 65 
Data Ascii: on(t){return 0===this.getX().cmp(t.getX())},u.prototype.normalize=function(){return this.x=this.x.redMul(thi
s.z.redInvm()),this.z=this.curve.one,this},u.prototype.getX=function(){return this.normalize(),this.x.fromRed()}},"67de"
:function(t,e){var n="[obje

2022-01-28 17:46:59 UTC 1291 IN Data Raw: 6c 2e 72 65 6e 64 65 72 3b 6c 2e 72 65 6e 64 65 72 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 6e 29 7b 72 65 74 75 
72 6e 20 66 2e 63 61 6c 6c 28 6e 29 2c 74 28 65 2c 6e 29 7d 7d 65 6c 73 65 7b 63 6f 6e 73 74 20 74 3d 6c 2e 62 65 66 
6f 72 65 43 72 65 61 74 65 3b 6c 2e 62 65 66 6f 72 65 43 72 65 61 74 65 3d 74 3f 5b 5d 2e 63 6f 6e 63 61 74 28 74 2c 66 
29 3a 5b 66 5d 7d 72 65 74 75 72 6e 20 6e 7d 63 6f 6e 73 74 20 56 3d 24 3b 76 61 72 20 55 3d 66 75 6e 63 74 69 6f 6e 
28 29 7b 76 61 72 20 74 3d 74 68 69 73 2c 65 3d 74 2e 24 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 2c 6e 3d 74 2e 5f 73 6
5 6c 66 2e 5f 63 7c 7c 65 3b 72 65 74 75 72 6e 20 6e 28 22 64 69 76 22 2c 7b 63 6c 61 73 73 3a 74 2e 63 70 43 6c 61 73 
73 2c 73 74 79 6c 65 3a 74 2e 73 74 79 6c 65 7d 29 7d 2c 7a 3d 5b 
Data Ascii: l.render;l.render=function(e,n){return f.call(n),t(e,n)}}else{const t=l.beforeCreate;l.beforeCreate=t?[].concat(t,f):[
f]}return n}const V=$;var U=function(){var t=this,e=t.$createElement,n=t._self._c||e;return n("div",{class:t.cpClass,sty
le:t.style})},z=[

2022-01-28 17:46:59 UTC 1307 IN Data Raw: 2e 73 30 5f 32 35 36 2c 64 3d 6f 2e 73 31 5f 32 35 36 2c 70 3d 6f 2e 67 30 5f 32 35 36 2c 6d 3d 6f 2e 67 31 5f 
32 35 36 2c 76 3d 72 2e 42 6c 6f 63 6b 48 61 73 68 2c 62 3d 5b 31 31 31 36 33 35 32 34 30 38 2c 31 38 39 39 34 34 37 
34 34 31 2c 33 30 34 39 33 32 33 34 37 31 2c 33 39 32 31 30 30 39 35 37 33 2c 39 36 31 39 38 37 31 36 33 2c 31 35 30 
38 39 37 30 39 39 33 2c 32 34 35 33 36 33 35 37 34 38 2c 32 38 37 30 37 36 33 32 32 31 2c 33 36 32 34 33 38 31 30 38 
30 2c 33 31 30 35 39 38 34 30 31 2c 36 30 37 32 32 35 32 37 38 2c 31 34 32 36 38 38 31 39 38 37 2c 31 39 32 35 30 37 
38 33 38 38 2c 32 31 36 32 30 37 38 32 30 36 2c 32 36 31 34 38 38 38 31 30 33 2c 33 32 34 38 32 32 32 35 38 30 2c 33 
38 33 35 33 39 30 34 30 31 2c 34 30 32 32 32 32 34 37 37 34 2c 32 36 
Data Ascii: .s0_256,d=o.s1_256,p=o.g0_256,m=o.g1_256,v=r.BlockHash,b=[1116352408,1899447441,30493234
71,3921009573,961987163,1508970993,2453635748,2870763221,3624381080,310598401,607225278,1426881987,1
925078388,2162078206,2614888103,3248222580,3835390401,4022224774,26

2022-01-28 17:46:59 UTC 1307 IN Data Raw: 39 38 36 36 36 31 30 35 31 2c 32 31 37 37 30 32 36 33 35 30 2c 32 34 35 36 39 35 36 30 33 37 2c 32 37 33 
30 34 38 35 39 32 31 2c 32 38 32 30 33 30 32 34 31 31 2c 33 32 35 39 37 33 30 38 30 30 2c 33 33 34 35 37 36 34 37 37 
31 2c 33 35 31 36 30 36 35 38 31 37 2c 33 36 30 30 33 35 32 38 30 34 2c 34 30 39 34 35 37 31 39 30 39 2c 32 37 35 34 
32 33 33 34 34 2c 34 33 30 32 32 37 37 33 34 2c 35 30 36 39 34 38 36 31 36 2c 36 35 39 30 36 30 35 35 36 2c 38 38 33 
39 39 37 38 37 37 2c 39 35 38 31 33 39 35 37 31 2c 31 33 32 32 38 32 32 32 31 38 2c 31 35 33 37 30 30 32 30 36 33 2c 
31 37 34 37 38 37 33 37 37 39 2c 31 39 35 35 35 36 32 32 32 32 2c 32 30 32 34 31 30 34 38 31 35 2c 32 32 32 37 37 33 
30 34 35 32 2c 32 33 36 31 38 35 32 34 32 34 2c 32 34 32 38 34 33 36 34 37 
Data Ascii: 986661051,2177026350,2456956037,2730485921,2820302411,3259730800,3345764771,3516065817,3
600352804,4094571909,275423344,430227734,506948616,659060556,883997877,958139571,1322822218,15370020
63,1747873779,1955562222,2024104815,2227730452,2361852424,242843647

2022-01-28 17:46:59 UTC 1308 IN Data Raw: 3d 73 28 74 68 69 73 2e 68 5b 32 5d 2c 76 29 2c 74 68 69 73 2e 68 5b 33 5d 3d 73 28 74 68 69 73 2e 68 5b 
33 5d 2c 62 29 2c 74 68 69 73 2e 68 5b 34 5d 3d 73 28 74 68 69 73 2e 68 5b 34 5d 2c 67 29 2c 74 68 69 73 2e 68 5b 35 
5d 3d 73 28 74 68 69 73 2e 68 5b 35 5d 2c 79 29 2c 74 68 69 73 2e 68 5b 36 5d 3d 73 28 74 68 69 73 2e 68 5b 36 5d 2c 
77 29 2c 74 68 69 73 2e 68 5b 37 5d 3d 73 28 74 68 69 73 2e 68 5b 37 5d 2c 5f 29 7d 2c 67 2e 70 72 6f 74 6f 74 79 70 65 
2e 5f 64 69 67 65 73 74 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 22 68 65 78 22 3d 3d 3d 74 3f 69 2e 
74 6f 48 65 78 33 32 28 74 68 69 73 2e 68 2c 22 62 69 67 22 29 3a 69 2e 73 70 6c 69 74 33 32 28 74 68 69 73 2e 68 2c 
22 62 69 67 22 29 7d 7d 2c 22 36 66 65 37 22 3a 66 75 6e 63 74 69 6f 6e 
Data Ascii: =s(this.h[2],v),this.h[3]=s(this.h[3],b),this.h[4]=s(this.h[4],g),this.h[5]=s(this.h[5],y),this.h[6]=s(this.h[6],w),th
is.h[7]=s(this.h[7],_)},g.prototype._digest=function(t){return"hex"===t?i.toHex32(this.h,"big"):i.split32(this.h,"big")}},"6fe7":f
unction
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2022-01-28 17:46:59 UTC 1312 IN Data Raw: 74 69 6f 6e 3f 65 2b 3d 6f 5b 6e 5d 28 74 2c 6c 29 3a 65 2b 3d 6f 5b 6e 5d 3b 72 65 74 75 72 6e 20 65 7d 7d 
66 75 6e 63 74 69 6f 6e 20 68 28 74 29 7b 72 65 74 75 72 6e 20 74 2e 6d 61 74 63 68 28 2f 5c 5b 5b 5c 73 5c 53 5d 2f 29 
3f 74 2e 72 65 70 6c 61 63 65 28 2f 5e 5c 5b 7c 5d 24 2f 67 2c 22 22 29 3a 74 2e 72 65 70 6c 61 63 65 28 2f 5c 5c 2f 67 
2c 22 22 29 7d 66 75 6e 63 74 69 6f 6e 20 64 28 74 2c 65 29 7b 65 3d 65 7c 7c 22 22 3b 76 61 72 20 6e 3d 74 3e 30 3f 
22 2d 22 3a 22 2b 22 2c 69 3d 4d 61 74 68 2e 61 62 73 28 74 29 2c 72 3d 4d 61 74 68 2e 66 6c 6f 6f 72 28 69 2f 36 30 29 
2c 6f 3d 69 25 36 30 3b 72 65 74 75 72 6e 20 6e 2b 70 28 72 2c 32 29 2b 65 2b 70 28 6f 2c 32 29 7d 66 75 6e 63 74 69 6f 
6e 20 70 28 74 2c 65 29 7b 76 61 72 20 6e 3d 4d 61 74 68 2e 
Data Ascii: tion?e+=o[n](t,l):e+=o[n];return e}}function h(t){return t.match(/\[[\s\S]/)?t.replace(/^\[|]$/g,""):t.replace(/\\/g,"
")}function d(t,e){e=e||"";var n=t>0?"-":"+",i=Math.abs(t),r=Math.floor(i/60),o=i%60;return n+p(r,2)+e+p(o,2)}function p(t,e)
{var n=Math.

2022-01-28 17:46:59 UTC 1324 IN Data Raw: 72 2c 6f 3d 6e 28 22 31 63 34 36 22 29 2c 61 3d 6e 28 22 38 61 33 64 22 29 2c 73 3d 6e 28 22 33 30 32 32 22 
29 2c 75 3d 27 22 25 73 22 20 69 73 20 6e 6f 74 20 61 20 76 61 6c 69 64 20 61 6c 67 6f 72 69 74 68 6d 2e 5c 6e 20 20 
53 75 70 70 6f 72 74 65 64 20 61 6c 67 6f 72 69 74 68 6d 73 20 61 72 65 3a 5c 6e 20 20 22 48 53 32 35 36 22 2c 20 22 
48 53 33 38 34 22 2c 20 22 48 53 35 31 32 22 2c 20 22 52 53 32 35 36 22 2c 20 22 52 53 33 38 34 22 2c 20 22 52 53 35 
31 32 22 2c 20 22 50 53 32 35 36 22 2c 20 22 50 53 33 38 34 22 2c 20 22 50 53 35 31 32 22 2c 20 22 45 53 32 35 36 22 
2c 20 22 45 53 33 38 34 22 2c 20 22 45 53 35 31 32 22 20 61 6e 64 20 22 6e 6f 6e 65 22 2e 27 2c 63 3d 22 73 65 63 72 
65 74 20 6d 75 73 74 20 62 65 20 61 20 73 74 72 69 6e 67 20 6f 72 20 62 
Data Ascii: r,o=n("1c46"),a=n("8a3d"),s=n("3022"),u='"%s" is not a valid algorithm.\n  Supported algorithms are:\n  "HS2
56", "HS384", "HS512", "RS256", "RS384", "RS512", "PS256", "PS384", "PS512", "ES256", "ES384", "ES512" and "no
ne".',c="secret must be a string or b

2022-01-28 17:46:59 UTC 1340 IN Data Raw: 3d 65 2e 65 78 70 6c 69 63 69 74 26 26 6e 75 6c 6c 3d 3d 3d 65 2e 69 6d 70 6c 69 63 69 74 29 2c 65 2e 69 6d 
70 6c 69 63 69 74 3d 74 2c 74 68 69 73 7d 2c 6c 2e 70 72 6f 74 6f 74 79 70 65 2e 6f 62 6a 3d 66 75 6e 63 74 69 6f 6e 28 
29 7b 63 6f 6e 73 74 20 74 3d 74 68 69 73 2e 5f 62 61 73 65 53 74 61 74 65 2c 65 3d 41 72 72 61 79 2e 70 72 6f 74 6f 74 
79 70 65 2e 73 6c 69 63 65 2e 63 61 6c 6c 28 61 72 67 75 6d 65 6e 74 73 29 3b 72 65 74 75 72 6e 20 74 2e 6f 62 6a 3d 
21 30 2c 30 21 3d 3d 65 2e 6c 65 6e 67 74 68 26 26 74 68 69 73 2e 5f 75 73 65 41 72 67 73 28 65 29 2c 74 68 69 73 7d 
2c 6c 2e 70 72 6f 74 6f 74 79 70 65 2e 6b 65 79 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 63 6f 6e 73 74 20 65 3d 74 68 69 
73 2e 5f 62 61 73 65 53 74 61 74 65 3b 72 65 74 75 72 6e 20 61 
Data Ascii: =e.explicit&&null===e.implicit),e.implicit=t,this},l.prototype.obj=function(){const t=this._baseState,e=Arra
y.prototype.slice.call(arguments);return t.obj=!0,0!==e.length&&this._useArgs(e),this},l.prototype.key=function(t){const 
e=this._baseState;return a

2022-01-28 17:46:59 UTC 1350 IN Data Raw: 3b 6f 2e 73 65 74 46 75 6c 6c 59 65 61 72 28 6e 2b 31 2c 30 2c 34 29 2c 6f 2e 73 65 74 48 6f 75 72 73 28 30 
2c 30 2c 30 2c 30 29 3b 76 61 72 20 61 3d 72 28 6f 29 2c 73 3d 6e 65 77 20 44 61 74 65 28 30 29 3b 73 2e 73 65 74 46 
75 6c 6c 59 65 61 72 28 6e 2c 30 2c 34 29 2c 73 2e 73 65 74 48 6f 75 72 73 28 30 2c 30 2c 30 2c 30 29 3b 76 61 72 20 
75 3d 72 28 73 29 3b 72 65 74 75 72 6e 20 65 2e 67 65 74 54 69 6d 65 28 29 3e 3d 61 2e 67 65 74 54 69 6d 65 28 29 3f 
6e 2b 31 3a 65 2e 67 65 74 54 69 6d 65 28 29 3e 3d 75 2e 67 65 74 54 69 6d 65 28 29 3f 6e 3a 6e 2d 31 7d 74 2e 65 78 
70 6f 72 74 73 3d 6f 7d 2c 22 38 61 33 64 22 3a 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 6e 29 7b 22 75 73 65 20 73 74 
72 69 63 74 22 3b 76 61 72 20 69 3d 6e 28 22 38 37 30 37 22 29 2e 42 75 
Data Ascii: ;o.setFullYear(n+1,0,4),o.setHours(0,0,0,0);var a=r(o),s=new Date(0);s.setFullYear(n,0,4),s.setHours(0,0,0,0
);var u=r(s);return e.getTime()>=a.getTime()?n+1:e.getTime()>=u.getTime()?n:n-1}t.exports=o},"8a3d":function(t,e,n){"use 
strict";var i=n("8707").Bu

2022-01-28 17:46:59 UTC 1366 IN Data Raw: 2c 72 3d 73 28 7b 5f 6e 6f 72 6d 61 6c 69 7a 65 64 3a 21 30 2c 70 61 74 68 3a 69 7d 29 3b 69 66 28 72 29 7b 
76 61 72 20 6f 3d 72 2e 6d 61 74 63 68 65 64 2c 61 3d 6f 5b 6f 2e 6c 65 6e 67 74 68 2d 31 5d 3b 72 65 74 75 72 6e 20 65 
2e 70 61 72 61 6d 73 3d 72 2e 70 61 72 61 6d 73 2c 6c 28 61 2c 65 29 7d 72 65 74 75 72 6e 20 6c 28 6e 75 6c 6c 2c 65 
29 7d 66 75 6e 63 74 69 6f 6e 20 6c 28 74 2c 6e 2c 69 29 7b 72 65 74 75 72 6e 20 74 26 26 74 2e 72 65 64 69 72 65 63 
74 3f 75 28 74 2c 69 7c 7c 6e 29 3a 74 26 26 74 2e 6d 61 74 63 68 41 73 3f 63 28 74 2c 6e 2c 74 2e 6d 61 74 63 68 41 73 
29 3a 62 28 74 2c 6e 2c 69 2c 65 29 7d 72 65 74 75 72 6e 7b 6d 61 74 63 68 3a 73 2c 61 64 64 52 6f 75 74 65 73 3a 61 7
d 7d 66 75 6e 63 74 69 6f 6e 20 64 74 28 74 2c 65 2c 6e 29 7b 76 
Data Ascii: ,r=s({_normalized:!0,path:i});if(r){var o=r.matched,a=o[o.length-1];return e.params=r.params,l(a,e)}return l
(null,e)}function l(t,n,i){return t&&t.redirect?u(t,i||n):t&&t.matchAs?c(t,n,t.matchAs):b(t,n,i,e)}return{match:s,addRou
tes:a}}function dt(t,e,n){v

2022-01-28 17:46:59 UTC 1375 IN Data Raw: 73 3d 5b 5d 2c 74 68 69 73 2e 6f 70 74 69 6f 6e 73 3d 74 2c 74 68 69 73 2e 62 65 66 6f 72 65 48 6f 6f 6b 73 
3d 5b 5d 2c 74 68 69 73 2e 72 65 73 6f 6c 76 65 48 6f 6f 6b 73 3d 5b 5d 2c 74 68 69 73 2e 61 66 74 65 72 48 6f 6f 6b 73 
3d 5b 5d 2c 74 68 69 73 2e 6d 61 74 63 68 65 72 3d 68 74 28 74 2e 72 6f 75 74 65 73 7c 7c 5b 5d 2c 74 68 69 73 29 3b 
76 61 72 20 65 3d 74 2e 6d 6f 64 65 7c 7c 22 68 61 73 68 22 3b 73 77 69 74 63 68 28 74 68 69 73 2e 66 61 6c 6c 62 61 
63 6b 3d 22 68 69 73 74 6f 72 79 22 3d 3d 3d 65 26 26 21 45 74 26 26 21 31 21 3d 3d 74 2e 66 61 6c 6c 62 61 63 6b 2c 7
4 68 69 73 2e 66 61 6c 6c 62 61 63 6b 26 26 28 65 3d 22 68 61 73 68 22 29 2c 50 7c 7c 28 65 3d 22 61 62 73 74 72 61 
63 74 22 29 2c 74 68 69 73 2e 6d 6f 64 65 3d 65 2c 65 29 7b 63 61 73 
Data Ascii: s=[],this.options=t,this.beforeHooks=[],this.resolveHooks=[],this.afterHooks=[],this.matcher=ht(t.routes||[]
,this);var e=t.mode||"hash";switch(this.fallback="history"===e&&!Et&&!1!==t.fallback,this.fallback&&(e="hash"),P||(e="ab
stract"),this.mode=e,e){cas

2022-01-28 17:46:59 UTC 1391 IN Data Raw: 20 6e 26 26 74 2e 74 65 73 74 28 6e 29 3f 6e 3a 6e 75 6c 6c 7d 66 75 6e 63 74 69 6f 6e 20 46 74 28 74 2c 65 
29 7b 74 72 79 7b 72 65 74 75 72 6e 20 6e 65 77 20 6b 74 28 74 2c 65 29 2e 72 61 6e 67 65 7c 7c 22 2a 22 7d 63 61 74 
63 68 28 6e 29 7b 72 65 74 75 72 6e 20 6e 75 6c 6c 7d 7d 66 75 6e 63 74 69 6f 6e 20 56 74 28 74 2c 65 2c 6e 29 7b 72 
65 74 75 72 6e 20 7a 74 28 74 2c 65 2c 22 3c 22 2c 6e 29 7d 66 75 6e 63 74 69 6f 6e 20 55 74 28 74 2c 65 2c 6e 29 7b 7
2 65 74 75 72 6e 20 7a 74 28 74 2c 65 2c 22 3e 22 2c 6e 29 7d 66 75 6e 63 74 69 6f 6e 20 7a 74 28 74 2c 65 2c 6e 2c 69 
29 7b 76 61 72 20 72 2c 6f 2c 61 2c 73 2c 75 3b 73 77 69 74 63 68 28 74 3d 6e 65 77 20 74 74 28 74 2c 69 29 2c 65 3d 
6e 65 77 20 6b 74 28 65 2c 69 29 2c 6e 29 7b 63 61 73 65 22 3e 22 3a 
Data Ascii:  n&&t.test(n)?n:null}function Ft(t,e){try{return new kt(t,e).range||"*"}catch(n){return null}}function Vt(t,e,n){return 
zt(t,e,"<",n)}function Ut(t,e,n){return zt(t,e,">",n)}function zt(t,e,n,i){var r,o,a,s,u;switch(t=new tt(t,i),e=new kt(e,i),n){case">":

2022-01-28 17:46:59 UTC 1392 IN Data Raw: 6c 3b 76 61 72 20 65 3d 74 2e 6d 61 74 63 68 28 73 5b 4f 5d 29 3b 72 65 74 75 72 6e 20 6e 75 6c 6c 3d 3d 65 
3f 6e 75 6c 6c 3a 4a 28 65 5b 31 5d 2b 22 2e 22 2b 28 65 5b 32 5d 7c 7c 22 30 22 29 2b 22 2e 22 2b 28 65 5b 33 5d 7c 
7c 22 30 22 29 29 7d 5f 74 2e 70 72 6f 74 6f 74 79 70 65 2e 70 
Data Ascii: l;var e=t.match(s[O]);return null==e?null:J(e[1]+"."+(e[2]||"0")+"."+(e[3]||"0"))}_t.prototype.p

2022-01-28 17:46:59 UTC 1392 IN Data Raw: 61 72 73 65 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 
6c 6f 6f 73 65 3f 73 5b 7a 5d 3a 73 5b 48 5d 2c 6e 3d 74 2e 6d 61 74 63 68 28 65 29 3b 69 66 28 21 6e 29 74 68 72 6f 77 
20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 22 49 6e 76 61 6c 69 64 20 63 6f 6d 70 61 72 61 74 6f 72 3a 20 22 2b 74 29 
3b 74 68 69 73 2e 6f 70 65 72 61 74 6f 72 3d 6e 5b 31 5d 2c 22 3d 22 3d 3d 3d 74 68 69 73 2e 6f 70 65 72 61 74 6f 72 26 
26 28 74 68 69 73 2e 6f 70 65 72 61 74 6f 72 3d 22 22 29 2c 6e 5b 32 5d 3f 74 68 69 73 2e 73 65 6d 76 65 72 3d 6e 65 
77 20 74 74 28 6e 5b 32 5d 2c 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 6c 6f 6f 73 65 29 3a 74 68 69 73 2e 73 65 6d 76 65 
72 3d 53 74 7d 2c 5f 74 2e 70 72 6f 74 6f 74 79 70 65 2e 74 
Data Ascii: arse=function(t){var e=this.options.loose?s[z]:s[H],n=t.match(e);if(!n)throw new TypeError("Invalid comparator: 
"+t);this.operator=n[1],"="===this.operator&&(this.operator=""),n[2]?this.semver=new tt(n[2],this.options.loose):thi
s.semver=St},_t.prototype.t
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2022-01-28 17:46:59 UTC 1393 IN Data Raw: 2e 6f 70 65 72 61 74 6f 72 7c 7c 22 3c 3d 22 3d 3d 3d 74 68 69 73 2e 6f 70 65 72 61 74 6f 72 29 26 26 28 22 
3e 3d 22 3d 3d 3d 74 2e 6f 70 65 72 61 74 6f 72 7c 7c 22 3c 3d 22 3d 3d 3d 74 2e 6f 70 65 72 61 74 6f 72 29 2c 73 3d 77 
74 28 74 68 69 73 2e 73 65 6d 76 65 72 2c 22 3c 22 2c 74 2e 73 65 6d 76 65 72 2c 65 29 26 26 28 22 3e 3d 22 3d 3d 3d 
74 68 69 73 2e 6f 70 65 72 61 74 6f 72 7c 7c 22 3e 22 3d 3d 3d 74 68 69 73 2e 6f 70 65 72 61 74 6f 72 29 26 26 28 22 3c 
3d 22 3d 3d 3d 74 2e 6f 70 65 72 61 74 6f 72 7c 7c 22 3c 22 3d 3d 3d 74 2e 6f 70 65 72 61 74 6f 72 29 2c 75 3d 77 74 28 
74 68 69 73 2e 73 65 6d 76 65 72 2c 22 3e 22 2c 74 2e 73 65 6d 76 65 72 2c 65 29 26 26 28 22 3c 3d 22 3d 3d 3d 74 68 
69 73 2e 6f 70 65 72 61 74 6f 72 7c 7c 22 3c 22 3d 3d 3d 74 68 
Data Ascii: .operator||"<="===this.operator)&&(">="===t.operator||"<="===t.operator),s=wt(this.semver,"<",t.semver,e)&&(
">="===this.operator||">"===this.operator)&&("<="===t.operator||"<"===t.operator),u=wt(this.semver,">",t.semver,e)&&("
<="===this.operator||"<"===th

2022-01-28 17:46:59 UTC 1400 IN Data Raw: 3d 69 2e 61 6c 6c 6f 63 55 6e 73 61 66 65 28 74 29 2c 74 68 69 73 2e 5f 62 6c 6f 63 6b 53 69 7a 65 3d 74 2c 
74 68 69 73 2e 5f 62 6c 6f 63 6b 4f 66 66 73 65 74 3d 30 2c 74 68 69 73 2e 5f 6c 65 6e 67 74 68 3d 5b 30 2c 30 2c 30 2c 
30 5d 2c 74 68 69 73 2e 5f 66 69 6e 61 6c 69 7a 65 64 3d 21 31 7d 6f 28 73 2c 72 29 2c 73 2e 70 72 6f 74 6f 74 79 70 65 
2e 5f 74 72 61 6e 73 66 6f 72 6d 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 6e 29 7b 76 61 72 20 69 3d 6e 75 6c 6c 3b 74 
72 79 7b 74 68 69 73 2e 75 70 64 61 74 65 28 74 2c 65 29 7d 63 61 74 63 68 28 72 29 7b 69 3d 72 7d 6e 28 69 29 7d 2c 
73 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 66 6c 75 73 68 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 65 3d 6e 75 6c 
6c 3b 74 72 79 7b 74 68 69 73 2e 70 75 73 68 28 74 68 69 73 
Data Ascii: =i.allocUnsafe(t),this._blockSize=t,this._blockOffset=0,this._length=[0,0,0,0],this._finalized=!1}o(s,r),s.p
rototype._transform=function(t,e,n){var i=null;try{this.update(t,e)}catch(r){i=r}n(i)},s.prototype._flush=function(t){var e=null;t
ry{this.push(this

2022-01-28 17:46:59 UTC 1416 IN Data Raw: 61 72 20 6e 2c 66 3d 7b 7d 2c 68 3d 65 2e 69 67 6e 6f 72 65 51 75 65 72 79 50 72 65 66 69 78 3f 74 2e 72 65 
70 6c 61 63 65 28 2f 5e 5c 3f 2f 2c 22 22 29 3a 74 2c 64 3d 65 2e 70 61 72 61 6d 65 74 65 72 4c 69 6d 69 74 3d 3d 3d 31 
2f 30 3f 76 6f 69 64 20 30 3a 65 2e 70 61 72 61 6d 65 74 65 72 4c 69 6d 69 74 2c 70 3d 68 2e 73 70 6c 69 74 28 65 2e 64 
65 6c 69 6d 69 74 65 72 2c 64 29 2c 6d 3d 2d 31 2c 76 3d 65 2e 63 68 61 72 73 65 74 3b 69 66 28 65 2e 63 68 61 72 73 
65 74 53 65 6e 74 69 6e 65 6c 29 66 6f 72 28 6e 3d 30 3b 6e 3c 70 2e 6c 65 6e 67 74 68 3b 2b 2b 6e 29 30 3d 3d 3d 70 
5b 6e 5d 2e 69 6e 64 65 78 4f 66 28 22 75 74 66 38 3d 22 29 26 26 28 70 5b 6e 5d 3d 3d 3d 6c 3f 76 3d 22 75 74 66 2d 3
8 22 3a 70 5b 6e 5d 3d 3d 3d 63 26 26 28 76 3d 22 69 73 6f 2d 38 
Data Ascii: ar n,f={},h=e.ignoreQueryPrefix?t.replace(/^\?/,""):t,d=e.parameterLimit===1/0?void 0:e.parameterLimit,p=h.s
plit(e.delimiter,d),m=-1,v=e.charset;if(e.charsetSentinel)for(n=0;n<p.length;++n)0===p[n].indexOf("utf8=")&&(p[n]===l?v=
"utf-8":p[n]===c&&(v="iso-8

2022-01-28 17:46:59 UTC 1418 IN Data Raw: 72 2e 63 61 6c 6c 28 4f 62 6a 65 63 74 2e 70 72 6f 74 6f 74 79 70 65 2c 75 5b 31 5d 2e 73 6c 69 63 65 28 31 
2c 2d 31 29 29 26 26 21 6e 2e 61 6c 6c 6f 77 50 72 6f 74 6f 74 79 70 65 73 29 72 65 74 75 72 6e 3b 6c 2e 70 75 73 68 28 
75 5b 31 5d 29 7d 72 65 74 75 72 6e 20 75 26 26 6c 2e 70 75 73 68 28 22 5b 22 2b 6f 2e 73 6c 69 63 65 28 75 2e 69 6e 
64 65 78 29 2b 22 5d 22 29 2c 68 28 6c 2c 65 2c 6e 2c 69 29 7d 7d 2c 70 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 
28 21 74 29 72 65 74 75 72 6e 20 61 3b 69 66 28 6e 75 6c 6c 21 3d 3d 74 2e 64 65 63 6f 64 65 72 26 26 76 6f 69 64 20 3
0 21 3d 3d 74 2e 64 65 63 6f 64 65 72 26 26 22 66 75 6e 63 74 69 6f 6e 22 21 3d 3d 74 79 70 65 6f 66 20 74 2e 64 65 63 
6f 64 65 72 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 
Data Ascii: r.call(Object.prototype,u[1].slice(1,-1))&&!n.allowPrototypes)return;l.push(u[1])}return u&&l.push("["+o.sli
ce(u.index)+"]"),h(l,e,n,i)}},p=function(t){if(!t)return a;if(null!==t.decoder&&void 0!==t.decoder&&"function"!==typeof 
t.decoder)throw new TypeErr

2022-01-28 17:46:59 UTC 1425 IN Data Raw: 74 6f 41 72 72 61 79 28 29 2c 65 2c 6e 29 7d 2c 6f 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 69 6e 69 74 41 72 72 
61 79 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 6e 29 7b 69 66 28 69 28 22 6e 75 6d 62 65 72 22 3d 3d 3d 74 79 70 65 
6f 66 20 74 2e 6c 65 6e 67 74 68 29 2c 74 2e 6c 65 6e 67 74 68 3c 3d 30 29 72 65 74 75 72 6e 20 74 68 69 73 2e 77 6f 
72 64 73 3d 5b 30 5d 2c 74 68 69 73 2e 6c 65 6e 67 74 68 3d 31 2c 74 68 69 73 3b 74 68 69 73 2e 6c 65 6e 67 74 68 3d 
4d 61 74 68 2e 63 65 69 6c 28 74 2e 6c 65 6e 67 74 68 2f 33 29 2c 74 68 69 73 2e 77 6f 72 64 73 3d 6e 65 77 20 41 72 
72 61 79 28 74 68 69 73 2e 6c 65 6e 67 74 68 29 3b 66 6f 72 28 76 61 72 20 72 3d 30 3b 72 3c 74 68 69 73 2e 6c 65 6e 
67 74 68 3b 72 2b 2b 29 74 68 69 73 2e 77 6f 72 64 73 5b 72 5d 3d 30 3b 
Data Ascii: toArray(),e,n)},o.prototype._initArray=function(t,e,n){if(i("number"===typeof t.length),t.length<=0)return t
his.words=[0],this.length=1,this;this.length=Math.ceil(t.length/3),this.words=new Array(this.length);for(var r=0;r<this.
length;r++)this.words[r]=0;

2022-01-28 17:46:59 UTC 1435 IN Data Raw: 68 26 26 6e 21 3d 3d 74 68 69 73 29 66 6f 72 28 3b 61 3c 6e 2e 6c 65 6e 67 74 68 3b 61 2b 2b 29 74 68 69 73 
2e 77 6f 72 64 73 5b 61 5d 3d 6e 2e 77 6f 72 64 73 5b 61 5d 3b 72 65 74 75 72 6e 20 74 68 69 73 2e 6c 65 6e 67 74 68 
3d 4d 61 74 68 2e 6d 61 78 28 74 68 69 73 2e 6c 65 6e 67 74 68 2c 61 29 2c 6e 21 3d 3d 74 68 69 73 26 26 28 74 68 69 
73 2e 6e 65 67 61 74 69 76 65 3d 31 29 2c 74 68 69 73 2e 5f 73 74 72 69 70 28 29 7d 2c 6f 2e 70 72 6f 74 6f 74 79 70 65 
2e 73 75 62 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 63 6c 6f 6e 65 28 29 2e 69 73 7
5 62 28 74 29 7d 3b 76 61 72 20 62 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 6e 29 7b 76 61 72 20 69 2c 72 2c 6f 2c 61 
3d 74 2e 77 6f 72 64 73 2c 73 3d 65 2e 77 6f 72 64 73 2c 75 3d 6e 
Data Ascii: h&&n!==this)for(;a<n.length;a++)this.words[a]=n.words[a];return this.length=Math.max(this.length,a),n!==this
&&(this.negative=1),this._strip()},o.prototype.sub=function(t){return this.clone().isub(t)};var b=function(t,e,n){var i,r,o,a=t.wo
rds,s=e.words,u=n

2022-01-28 17:46:59 UTC 1435 IN Data Raw: 64 3d 30 7c 61 5b 31 5d 2c 70 3d 38 31 39 31 26 64 2c 6d 3d 64 3e 3e 3e 31 33 2c 76 3d 30 7c 61 5b 32 5d 
2c 62 3d 38 31 39 31 26 76 2c 67 3d 76 3e 3e 3e 31 33 2c 79 3d 30 7c 61 5b 33 5d 2c 77 3d 38 31 39 31 26 79 2c 5f 3d 
79 3e 3e 3e 31 33 2c 53 3d 30 7c 61 5b 34 5d 2c 6b 3d 38 31 39 31 26 53 2c 4d 3d 53 3e 3e 3e 31 33 2c 78 3d 30 7c 61 
5b 35 5d 2c 45 3d 38 31 39 31 26 78 2c 41 3d 78 3e 3e 3e 31 33 2c 43 3d 30 7c 61 5b 36 5d 2c 44 3d 38 31 39 31 26 43 
2c 54 3d 43 3e 3e 3e 31 33 2c 52 3d 30 7c 61 5b 37 5d 2c 4f 3d 38 31 39 31 26 52 2c 50 3d 52 3e 3e 3e 31 33 2c 49 3d 
30 7c 61 5b 38 5d 2c 42 3d 38 31 39 31 26 49 2c 6a 3d 49 3e 3e 3e 31 33 2c 4e 3d 30 7c 61 5b 39 5d 2c 4c 3d 38 31 39 
31 26 4e 2c 24 3d 4e 3e 3e 3e 31 33 2c 46 3d 30 7c 73 5b 30 5d 2c 56 3d 38 
Data Ascii: d=0|a[1],p=8191&d,m=d>>>13,v=0|a[2],b=8191&v,g=v>>>13,y=0|a[3],w=8191&y,_=y>>>13,S=0|a[4
],k=8191&S,M=S>>>13,x=0|a[5],E=8191&x,A=x>>>13,C=0|a[6],D=8191&C,T=C>>>13,R=0|a[7],O=8191&R,P=R>>>13
,I=0|a[8],B=8191&I,j=I>>>13,N=0|a[9],L=8191&N,$=N>>>13,F=0|s[0],V=8

2022-01-28 17:46:59 UTC 1450 IN Data Raw: 21 3d 3d 65 26 26 6e 2b 2b 2c 74 68 69 73 2e 6c 65 6e 67 74 68 3d 4d 61 74 68 2e 6d 69 6e 28 6e 2c 74 68 
69 73 2e 6c 65 6e 67 74 68 29 2c 30 21 3d 3d 65 29 7b 76 61 72 20 72 3d 36 37 31 30 38 38 36 33 5e 36 37 31 30 38 38 
36 33 3e 3e 3e 65 3c 3c 65 3b 74 68 69 73 2e 77 6f 72 64 73 5b 74 68 69 73 2e 6c 65 6e 67 74 68 2d 31 5d 26 3d 72 7d 
72 65 74 75 72 6e 20 74 68 69 73 2e 5f 73 74 72 69 70 28 29 7d 2c 6f 2e 70 72 6f 74 6f 74 79 70 65 2e 6d 61 73 6b 6e 3d 
66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 63 6c 6f 6e 65 28 29 2e 69 6d 61 73 6b 6e 28 
74 29 7d 2c 6f 2e 70 72 6f 74 6f 74 79 70 65 2e 69 61 64 64 6e 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 
20 69 28 22 6e 75 6d 62 65 72 22 3d 3d 3d 74 79 70 65 6f 66 20 74 29 
Data Ascii: !==e&&n++,this.length=Math.min(n,this.length),0!==e){var r=67108863^67108863>>>e<<e;this.words[thi
s.length-1]&=r}return this._strip()},o.prototype.maskn=function(t){return this.clone().imaskn(t)},o.prototype.iaddn=function(t)
{return i("number"===typeof t)
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2022-01-28 17:46:59 UTC 1461 IN Data Raw: 29 2c 6e 3d 74 68 69 73 2e 69 6d 75 6c 4b 28 6e 29 2c 6e 3d 6e 2e 69 61 64 64 28 74 68 69 73 2e 74 6d 70 
29 2c 65 3d 6e 2e 62 69 74 4c 65 6e 67 74 68 28 29 7d 77 68 69 6c 65 28 65 3e 74 68 69 73 2e 6e 29 3b 76 61 72 20 69 
3d 65 3c 74 68 69 73 2e 6e 3f 2d 31 3a 6e 2e 75 63 6d 70 28 74 68 69 73 2e 70 29 3b 72 65 74 75 72 6e 20 30 3d 3d 3d 
69 3f 28 6e 2e 77 6f 72 64 73 5b 30 5d 3d 30 2c 6e 2e 6c 65 6e 67 74 68 3d 31 29 3a 69 3e 30 3f 6e 2e 69 73 75 62 28 74 
68 69 73 2e 70 29 3a 76 6f 69 64 20 30 21 3d 3d 6e 2e 73 74 72 69 70 3f 6e 2e 73 74 72 69 70 28 29 3a 6e 2e 5f 73 74 
72 69 70 28 29 2c 6e 7d 2c 53 2e 70 72 6f 74 6f 74 79 70 65 2e 73 70 6c 69 74 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 
7b 74 2e 69 75 73 68 72 6e 28 74 68 69 73 2e 6e 2c 30 2c 65 29 7d 2c 
Data Ascii: ),n=this.imulK(n),n=n.iadd(this.tmp),e=n.bitLength()}while(e>this.n);var i=e<this.n?-1:n.ucmp(this.p);return 
0===i?(n.words[0]=0,n.length=1):i>0?n.isub(this.p):void 0!==n.strip?n.strip():n._strip(),n},S.prototype.split=function(t,e)
{t.iushrn(this.n,0,e)},

2022-01-28 17:46:59 UTC 1467 IN Data Raw: 72 65 74 75 72 6e 20 76 6f 69 64 20 30 21 3d 3d 65 3f 22 73 74 72 69 6e 67 22 3d 3d 3d 74 79 70 65 6f 66 20 
6e 3f 69 2e 66 69 6c 6c 28 65 2c 6e 29 3a 69 2e 66 69 6c 6c 28 65 29 3a 69 2e 66 69 6c 6c 28 30 29 2c 69 7d 2c 61 2e 
61 6c 6c 6f 63 55 6e 73 61 66 65 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 22 6e 75 6d 62 65 72 22 21 3d 3d 74 
79 70 65 6f 66 20 74 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 22 41 72 67 75 6d 65 6e 74 20 6d 7
5 73 74 20 62 65 20 61 20 6e 75 6d 62 65 72 22 29 3b 72 65 74 75 72 6e 20 72 28 74 29 7d 2c 61 2e 61 6c 6c 6f 63 55 6e 
73 61 66 65 53 6c 6f 77 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 22 6e 75 6d 62 65 72 22 21 3d 3d 74 79 70 65 6f 
66 20 74 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 
Data Ascii: return void 0!==e?"string"===typeof n?i.fill(e,n):i.fill(e):i.fill(0),i},a.allocUnsafe=function(t){if("number"!==typeof 
t)throw new TypeError("Argument must be a number");return r(t)},a.allocUnsafeSlow=function(t){if("number"!==typeof t)t
hrow new TypeErro

2022-01-28 17:46:59 UTC 1477 IN Data Raw: 6b 3b 6e 3d 65 2e 6c 65 6e 67 74 68 7d 65 2e 72 65 61 64 69 6e 67 4d 6f 72 65 3d 21 31 7d 66 75 6e 63 74 
69 6f 6e 20 42 28 74 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 65 3d 74 2e 5f 72 65 61 
64 61 62 6c 65 53 74 61 74 65 3b 6d 28 22 70 69 70 65 4f 6e 44 72 61 69 6e 22 2c 65 2e 61 77 61 69 74 44 72 61 69 6e 
29 2c 65 2e 61 77 61 69 74 44 72 61 69 6e 26 26 65 2e 61 77 61 69 74 44 72 61 69 6e 2d 2d 2c 30 3d 3d 3d 65 2e 61 77 
61 69 74 44 72 61 69 6e 26 26 73 28 74 2c 22 64 61 74 61 22 29 26 26 28 65 2e 66 6c 6f 77 69 6e 67 3d 21 30 2c 24 28 
74 29 29 7d 7d 66 75 6e 63 74 69 6f 6e 20 6a 28 74 29 7b 6d 28 22 72 65 61 64 61 62 6c 65 20 6e 65 78 74 74 69 63 6b 
20 72 65 61 64 20 30 22 29 2c 74 2e 72 65 61 64 28 30 29 7d 66 75 6e 63 74 
Data Ascii: k;n=e.length}e.readingMore=!1}function B(t){return function(){var e=t._readableState;m("pipeOnDrain",e.await
Drain),e.awaitDrain&&e.awaitDrain--,0===e.awaitDrain&&s(t,"data")&&(e.flowing=!0,$(t))}}function j(t){m("readable nexttick 
read 0"),t.read(0)}funct

2022-01-28 17:46:59 UTC 1493 IN Data Raw: 63 74 69 6f 6e 20 5f 28 74 2c 65 2c 6e 2c 69 2c 72 2c 6f 29 7b 76 61 72 20 61 3d 65 26 69 5e 7e 65 26 6f 3b 
72 65 74 75 72 6e 20 61 3c 30 26 26 28 61 2b 3d 34 32 39 34 39 36 37 32 39 36 29 2c 61 7d 66 75 6e 63 74 69 6f 6e 20 
53 28 74 2c 65 2c 6e 2c 69 2c 72 29 7b 76 61 72 20 6f 3d 74 26 6e 5e 74 26 72 5e 6e 26 72 3b 72 65 74 75 72 6e 20 6f 
3c 30 26 26 28 6f 2b 3d 34 32 39 34 39 36 37 32 39 36 29 2c 6f 7d 66 75 6e 63 74 69 6f 6e 20 6b 28 74 2c 65 2c 6e 2c 69 
2c 72 2c 6f 29 7b 76 61 72 20 61 3d 65 26 69 5e 65 26 6f 5e 69 26 6f 3b 72 65 74 75 72 6e 20 61 3c 30 26 26 28 61 2b 3d 
34 32 39 34 39 36 37 32 39 36 29 2c 61 7d 66 75 6e 63 74 69 6f 6e 20 4d 28 74 2c 65 29 7b 76 61 72 20 6e 3d 61 28 74 
2c 65 2c 32 38 29 2c 69 3d 61 28 65 2c 74 2c 32 29 2c 72 3d 61 28 
Data Ascii: ction _(t,e,n,i,r,o){var a=e&i^~e&o;return a<0&&(a+=4294967296),a}function S(t,e,n,i,r){var o=t&n^t&r^n&r;re
turn o<0&&(o+=4294967296),o}function k(t,e,n,i,r,o){var a=e&i^e&o^i&o;return a<0&&(a+=4294967296),a}function M(t,e)
{var n=a(t,e,28),i=a(e,t,2),r=a(

2022-01-28 17:46:59 UTC 1494 IN Data Raw: 2e 6f 75 74 53 69 7a 65 3d 35 31 32 2c 79 2e 68 6d 61 63 53 74 72 65 6e 67 74 68 3d 31 39 32 2c 79 2e 70 61 
64 4c 65 6e 67 74 68 3d 31 32 38 2c 79 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 70 72 65 70 61 72 65 42 6c 6f 63 6b 3d 66 75 
6e 63 74 69 6f 6e 28 74 2c 65 29 7b 66 6f 72 28 76 61 72 20 6e 3d 74 68 69 73 2e 57 2c 69 3d 30 3b 69 3c 33 32 3b 69 
2b 2b 29 6e 5b 69 5d 3d 74 5b 65 2b 69 5d 3b 66 6f 72 28 3b 69 3c 6e 2e 6c 65 6e 67 74 68 3b 69 2b 3d 32 29 7b 76 61 
72 20 72 3d 54 28 6e 5b 69 2d 34 5d 2c 6e 5b 69 2d 33 5d 29 2c 6f 3d 52 28 6e 5b 69 2d 34 5d 2c 6e 5b 69 2d 33 5d 29 2
c 61 3d 6e 5b 69 2d 31 34 5d 2c 73 3d 6e 5b 69 2d 31 33 5d 2c 75 3d 43 28 6e 5b 69 2d 33 30 5d 2c 6e 5b 69 2d 32 39 
5d 29 2c 63 3d 44 28 6e 5b 69 2d 33 30 5d 2c 6e 5b 69 2d 32 39 5d 29 
Data Ascii: .outSize=512,y.hmacStrength=192,y.padLength=128,y.prototype._prepareBlock=function(t,e){for(var n=
this.W,i=0;i<32;i++)n[i]=t[e+i];for(;i<n.length;i+=2){var r=T(n[i-4],n[i-3]),o=R(n[i-4],n[i-3]),a=n[i-14],s=n[i-13],u=C(n[i-30],n[i-
29]),c=D(n[i-30],n[i-29])

2022-01-28 17:46:59 UTC 1510 IN Data Raw: 34 31 39 34 33 30 33 2c 6f 2b 3d 32 34 2c 6f 3e 3d 32 36 26 26 28 6f 2d 3d 32 36 2c 69 2b 2b 29 3b 6e 2b 36 
21 3d 3d 65 26 26 28 72 3d 73 28 74 2c 65 2c 6e 2b 36 29 2c 74 68 69 73 2e 77 6f 72 64 73 5b 69 5d 7c 3d 72 3c 3c 6f 
26 36 37 31 30 38 38 36 33 2c 74 68 69 73 2e 77 6f 72 64 73 5b 69 2b 31 5d 7c 3d 72 3e 3e 3e 32 36 2d 6f 26 34 31 39 
34 33 30 33 29 2c 74 68 69 73 2e 5f 73 74 72 69 70 28 29 7d 2c 6f 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 70 61 72 73 65 42 
61 73 65 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 6e 29 7b 74 68 69 73 2e 77 6f 72 64 73 3d 5b 30 5d 2c 74 68 69 73 2
e 6c 65 6e 67 74 68 3d 31 3b 66 6f 72 28 76 61 72 20 69 3d 30 2c 72 3d 31 3b 72 3c 3d 36 37 31 30 38 
Data Ascii: 4194303,o+=24,o>=26&&(o-=26,i++);n+6!==e&&(r=s(t,e,n+6),this.words[i]|=r<<o&67108863,this.words[i+
1]|=r>>>26-o&4194303),this._strip()},o.prototype._parseBase=function(t,e,n){this.words=[0],this.length=1;for(var i=0,r=1
;r<=67108

2022-01-28 17:46:59 UTC 1510 IN Data Raw: 38 36 33 3b 72 2a 3d 65 29 69 2b 2b 3b 69 2d 2d 2c 72 3d 72 2f 65 7c 30 3b 66 6f 72 28 76 61 72 20 6f 3d 74 
2e 6c 65 6e 67 74 68 2d 6e 2c 61 3d 6f 25 69 2c 73 3d 4d 61 74 68 2e 6d 69 6e 28 6f 2c 6f 2d 61 29 2b 6e 2c 63 3d 30 2c 
6c 3d 6e 3b 6c 3c 73 3b 6c 2b 3d 69 29 63 3d 75 28 74 2c 6c 2c 6c 2b 69 2c 65 29 2c 74 68 69 73 2e 69 6d 75 6c 6e 28 
72 29 2c 74 68 69 73 2e 77 6f 72 64 73 5b 30 5d 2b 63 3c 36 37 31 30 38 38 36 34 3f 74 68 69 73 2e 77 6f 72 64 73 5b 30 
5d 2b 3d 63 3a 74 68 69 73 2e 5f 69 61 64 64 6e 28 63 29 3b 69 66 28 30 21 3d 3d 61 29 7b 76 61 72 20 66 3d 31 3b 66 
6f 72 28 63 3d 75 28 74 2c 6c 2c 74 2e 6c 65 6e 67 74 68 2c 65 29 2c 6c 3d 30 3b 6c 3c 61 3b 6c 2b 2b 29 66 2a 3d 65 3
b 74 68 69 73 2e 69 6d 75 6c 6e 28 66 29 2c 74 68 69 73 2e 77 6f 
Data Ascii: 863;r*=e)i++;i--,r=r/e|0;for(var o=t.length-n,a=o%i,s=Math.min(o,o-a)+n,c=0,l=n;l<s;l+=i)c=u(t,l,l+i,e),this
.imuln(r),this.words[0]+c<67108864?this.words[0]+=c:this._iaddn(c);if(0!==a){var f=1;for(c=u(t,l,t.length,e),l=0;l<a;l++
)f*=e;this.imuln(f),this.wo

2022-01-28 17:46:59 UTC 1526 IN Data Raw: 4d 61 74 68 2e 69 6d 75 6c 28 70 2c 6d 74 29 7c 30 2c 72 3d 72 2b 4d 61 74 68 2e 69 6d 75 6c 28 6d 2c 70 
74 29 7c 30 2c 6f 3d 6f 2b 4d 61 74 68 2e 69 6d 75 6c 28 6d 2c 6d 74 29 7c 30 3b 76 61 72 20 45 74 3d 28 63 2b 69 7c 
30 29 2b 28 28 38 31 39 31 26 72 29 3c 3c 31 33 29 7c 30 3b 63 3d 28 6f 2b 28 72 3e 3e 3e 31 33 29 7c 30 29 2b 28 45 7
4 3e 3e 3e 32 36 29 7c 30 2c 45 74 26 3d 36 37 31 30 38 38 36 33 2c 69 3d 4d 61 74 68 2e 69 6d 75 6c 28 4c 2c 4b 29 2c 
72 3d 4d 61 74 68 2e 69 6d 75 6c 28 4c 2c 59 29 2c 72 3d 72 2b 4d 61 74 68 2e 69 6d 75 6c 28 24 2c 4b 29 7c 30 2c 6f 
3d 4d 61 74 68 2e 69 6d 75 6c 28 24 2c 59 29 2c 69 3d 69 2b 4d 61 74 68 2e 69 6d 75 6c 28 42 2c 58 29 7c 30 2c 72 3d 
72 2b 4d 61 74 68 2e 69 6d 75 6c 28 42 2c 4a 29 7c 30 2c 72 3d 72 2b 4d 
Data Ascii: Math.imul(p,mt)|0,r=r+Math.imul(m,pt)|0,o=o+Math.imul(m,mt)|0;var Et=(c+i|0)+((8191&r)<<13)|0;c=(o+
(r>>>13)|0)+(Et>>>26)|0,Et&=67108863,i=Math.imul(L,K),r=Math.imul(L,Y),r=r+Math.imul($,K)|0,o=Math.imul($,Y),
i=i+Math.imul(B,X)|0,r=r+Math.imul(B,J)|0,r=r+M
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2022-01-28 17:46:59 UTC 1542 IN Data Raw: 29 7b 69 3c 72 3f 65 3d 2d 31 3a 69 3e 72 26 26 28 65 3d 31 29 3b 62 72 65 61 6b 7d 7d 72 65 74 75 72 6e 
20 65 7d 2c 6f 2e 70 72 6f 74 6f 74 79 70 65 2e 67 74 6e 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 31 
3d 3d 3d 74 68 69 73 2e 63 6d 70 6e 28 74 29 7d 2c 6f 2e 70 72 6f 74 6f 74 79 70 65 2e 67 74 3d 66 75 6e 63 74 69 6f 6e 
28 74 29 7b 72 65 74 75 72 6e 20 31 3d 3d 3d 74 68 69 73 2e 63 6d 70 28 74 29 7d 2c 6f 2e 70 72 6f 74 6f 74 79 70 65 
2e 67 74 65 6e 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 63 6d 70 6e 28 74 29 3e 3d 
30 7d 2c 6f 2e 70 72 6f 74 6f 74 79 70 65 2e 67 74 65 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 74 68 
69 73 2e 63 6d 70 28 74 29 3e 3d 30 7d 2c 6f 2e 70 72 6f 74 6f 74 
Data Ascii: ){i<r?e=-1:i>r&&(e=1);break}}return e},o.prototype.gtn=function(t){return 1===this.cmpn(t)},o.prototype.gt=f
unction(t){return 1===this.cmp(t)},o.prototype.gten=function(t){return this.cmpn(t)>=0},o.prototype.gte=function(t){return 
this.cmp(t)>=0},o.protot

2022-01-28 17:46:59 UTC 1542 IN Data Raw: 2e 70 72 6f 74 6f 74 79 70 65 2e 65 71 6e 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 30 3d 
3d 3d 74 68 69 73 2e 63 6d 70 6e 28 74 29 7d 2c 6f 2e 70 72 6f 74 6f 74 79 70 65 2e 65 71 3d 66 75 6e 63 74 69 6f 6e 28 
74 29 7b 72 65 74 75 72 6e 20 30 3d 3d 3d 74 68 69 73 2e 63 6d 70 28 74 29 7d 2c 6f 2e 72 65 64 3d 66 75 6e 63 74 69 
6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 6e 65 77 20 41 28 74 29 7d 2c 6f 2e 70 72 6f 74 6f 74 79 70 65 2e 74 6f 52 65 64 
3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 69 28 21 74 68 69 73 2e 72 65 64 2c 22 41 6c 72 65 61 64 
79 20 61 20 6e 75 6d 62 65 72 20 69 6e 20 72 65 64 75 63 74 69 6f 6e 20 63 6f 6e 74 65 78 74 22 29 2c 69 28 30 3d 3d 3
d 74 68 69 73 2e 6e 65 67 61 74 69 76 65 2c 22 72 65 64 20 77 6f 
Data Ascii: .prototype.eqn=function(t){return 0===this.cmpn(t)},o.prototype.eq=function(t){return 0===this.cmp(t)},o.red
=function(t){return new A(t)},o.prototype.toRed=function(t){return i(!this.red,"Already a number in reduction context"),
i(0===this.negative,"red wo

2022-01-28 17:46:59 UTC 1558 IN Data Raw: 30 32 22 2c 22 70 72 69 6d 65 22 3a 22 66 66 66 66 66 66 66 66 66 66 66 66 66 66 66 66 63 39 30 66 64 61 
61 32 32 31 36 38 63 32 33 34 63 34 63 36 36 32 38 62 38 30 64 63 31 63 64 31 32 39 30 32 34 65 30 38 38 61 36 37 63 
63 37 34 30 32 30 62 62 65 61 36 33 62 31 33 39 62 32 32 35 31 34 61 30 38 37 39 38 65 33 34 30 34 64 64 65 66 39 35 
31 39 62 33 63 64 33 61 34 33 31 62 33 30 32 62 30 61 36 64 66 32 35 66 31 34 33 37 34 66 65 31 33 35 36 64 36 64 35 
31 63 32 34 35 65 34 38 35 62 35 37 36 36 32 35 65 37 65 63 36 66 34 34 63 34 32 65 39 61 36 33 37 65 64 36 62 30 62 
66 66 35 63 62 36 66 34 30 36 62 37 65 64 65 65 33 38 36 62 66 62 35 61 38 39 39 66 61 35 61 65 39 66 32 34 31 31 37 
63 34 62 31 66 65 36 34 39 32 38 36 36 35 31 65 63 65 34 35 62 33 64 63 32 
Data Ascii: 02","prime":"ffffffffffffffffc90fdaa22168c234c4c6628b80dc1cd129024e088a67cc74020bbea63b139b22514a0
8798e3404ddef9519b3cd3a431b302b0a6df25f14374fe1356d6d51c245e485b576625e7ec6f44c42e9a637ed6b0bff5cb6f
406b7edee386bfb5a899fa5ae9f24117c4b1fe649286651ece45b3dc2

2022-01-28 17:46:59 UTC 1565 IN Data Raw: 75 6d 36 34 3d 77 2c 65 2e 73 75 6d 36 34 5f 68 69 3d 5f 2c 65 2e 73 75 6d 36 34 5f 6c 6f 3d 53 2c 65 2e 73 
75 6d 36 34 5f 34 5f 68 69 3d 6b 2c 65 2e 73 75 6d 36 34 5f 34 5f 6c 6f 3d 4d 2c 65 2e 73 75 6d 36 34 5f 35 5f 68 69 3d 
78 2c 65 2e 73 75 6d 36 34 5f 35 5f 6c 6f 3d 45 2c 65 2e 72 6f 74 72 36 34 5f 68 69 3d 41 2c 65 2e 72 6f 74 72 36 34 5f 6c
6f 3d 43 2c 65 2e 73 68 72 36 34 5f 68 69 3d 44 2c 65 2e 73 68 72 36 34 5f 6c 6f 3d 54 7d 2c 63 34 30 31 3a 66 75 6e 63 
74 69 6f 6e 28 74 2c 65 2c 6e 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 76 61 72 20 69 3d 6e 28 22 63 35 33 32 22 
29 3b 74 2e 65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 6e 29 7b 72 65 74 75 72 6e 20 69 2e 66 6f 
72 45 61 63 68 28 6e 2c 28 66 75 6e 63 74 69 6f 6e 28 6e 29 
Data Ascii: um64=w,e.sum64_hi=_,e.sum64_lo=S,e.sum64_4_hi=k,e.sum64_4_lo=M,e.sum64_5_hi=x,e.sum64_5_
lo=E,e.rotr64_hi=A,e.rotr64_lo=C,e.shr64_hi=D,e.shr64_lo=T},c401:function(t,e,n){"use strict";var i=n("c532");t.exports=
function(t,e,n){return i.forEach(n,(function(n)

2022-01-28 17:46:59 UTC 1581 IN Data Raw: 28 65 2e 6e 65 65 64 52 65 61 64 61 62 6c 65 3d 21 30 29 2c 6e 21 3d 3d 74 26 26 65 2e 65 6e 64 65 64 26 
26 59 28 74 68 69 73 29 29 2c 6e 75 6c 6c 21 3d 3d 69 26 26 74 68 69 73 2e 65 6d 69 74 28 22 64 61 74 61 22 2c 69 29 
2c 69 7d 2c 44 2e 70 72 6f 74 6f 74 79 70 65 2e 5f 72 65 61 64 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 78 28 74 68 69 73 
2c 6e 65 77 20 6b 28 22 5f 72 65 61 64 28 29 22 29 29 7d 2c 44 2e 70 72 6f 74 6f 74 79 70 65 2e 70 69 70 65 3d 66 75 6
e 63 74 69 6f 6e 28 74 2c 65 29 7b 76 61 72 20 6e 3d 74 68 69 73 2c 72 3d 74 68 69 73 2e 5f 72 65 61 64 61 62 6c 65 53 
74 61 74 65 3b 73 77 69 74 63 68 28 72 2e 70 69 70 65 73 43 6f 75 6e 74 29 7b 63 61 73 65 20 30 3a 72 2e 70 69 70 65 
73 3d 74 3b 62 72 65 61 6b 3b 63 61 73 65 20 31 3a 72 2e 70 69 70 65 
Data Ascii: (e.needReadable=!0),n!==t&&e.ended&&Y(this)),null!==i&&this.emit("data",i),i},D.prototype._read=function(t){
x(this,new k("_read()"))},D.prototype.pipe=function(t,e){var n=this,r=this._readableState;switch(r.pipesCount){case 0:r.
pipes=t;break;case 1:r.pipe

2022-01-28 17:46:59 UTC 1597 IN Data Raw: 3d 6e 28 22 31 33 31 30 22 29 2c 6f 3d 4f 62 6a 65 63 74 2e 70 72 6f 74 6f 74 79 70 65 2c 61 3d 6f 2e 68 61 
73 4f 77 6e 50 72 6f 70 65 72 74 79 2c 73 3d 6f 2e 70 72 6f 70 65 72 74 79 49 73 45 6e 75 6d 65 72 61 62 6c 65 2c 75 3d 
69 28 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 61 72 67 75 6d 65 6e 74 73 7d 28 29 29 3f 69 3a 66 75 6e 
63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 72 28 74 29 26 26 61 2e 63 61 6c 6c 28 74 2c 22 63 61 6c 6c 65 65 22 
29 26 26 21 73 2e 63 61 6c 6c 28 74 2c 22 63 61 6c 6c 65 65 22 29 7d 3b 74 2e 65 78 70 6f 72 74 73 3d 75 7d 2c 64 34 3
2 30 3a 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 6e 29 7b 76 61 72 20 69 3d 6e 28 22 30 39 37 38 22 29 2c 72 3d 36 65 34 
2c 6f 3d 38 36 34 65 35 3b 66 75 6e 63 74 69 6f 6e 20 61 28 74 2c 
Data Ascii: =n("1310"),o=Object.prototype,a=o.hasOwnProperty,s=o.propertyIsEnumerable,u=i(function(){return ar
guments}())?i:function(t){return r(t)&&a.call(t,"callee")&&!s.call(t,"callee")};t.exports=u},d420:function(t,e,n){var i=n("0978"),
r=6e4,o=864e5;function a(t,

2022-01-28 17:46:59 UTC 1606 IN Data Raw: 2e 65 6e 74 72 79 3d 6e 75 6c 6c 3b 77 68 69 6c 65 28 69 29 7b 76 61 72 20 72 3d 69 2e 63 61 6c 6c 62 61 
63 6b 3b 65 2e 70 65 6e 64 69 6e 67 63 62 2d 2d 2c 72 28 6e 29 2c 69 3d 69 2e 6e 65 78 74 7d 65 2e 63 6f 72 6b 65 64 
52 65 71 75 65 73 74 73 46 72 65 65 3f 65 2e 63 6f 72 6b 65 64 52 65 71 75 65 73 74 73 46 72 65 65 2e 6e 65 78 74 3d 7
4 3a 65 2e 63 6f 72 6b 65 64 52 65 71 75 65 73 74 73 46 72 65 65 3d 74 7d 75 2e 69 6e 68 65 72 69 74 73 28 79 2c 6c 
29 2c 67 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 42 75 66 66 65 72 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 
74 3d 74 68 69 73 2e 62 75 66 66 65 72 65 64 52 65 71 75 65 73 74 2c 65 3d 5b 5d 3b 77 68 69 6c 65 28 74 29 65 2e 70 
75 73 68 28 74 29 2c 74 3d 74 2e 6e 65 78 74 3b 72 65 74 75 72 6e 20 65 7d 
Data Ascii: .entry=null;while(i){var r=i.callback;e.pendingcb--,r(n),i=i.next}e.corkedRequestsFree?e.corkedRequestsFree.
next=t:e.corkedRequestsFree=t}u.inherits(y,l),g.prototype.getBuffer=function(){var t=this.bufferedRequest,e=[];while(t)e
.push(t),t=t.next;return e}

2022-01-28 17:46:59 UTC 1622 IN Data Raw: 77 20 41 72 72 61 79 28 64 29 2c 75 3d 30 3b 75 3c 64 3b 75 2b 2b 29 7b 76 61 72 20 77 3d 30 7c 79 5b 30 
5d 5b 75 5d 2c 5f 3d 30 7c 79 5b 31 5d 5b 75 5d 3b 68 5b 6d 5d 5b 75 5d 3d 67 5b 33 2a 28 77 2b 31 29 2b 28 5f 2b 31 
29 5d 2c 68 5b 76 5d 5b 75 5d 3d 30 2c 66 5b 6d 5d 3d 62 7d 7d 65 6c 73 65 20 68 5b 6d 5d 3d 6f 28 6e 5b 6d 5d 2c 6c 5
b 6d 5d 2c 74 68 69 73 2e 5f 62 69 74 4c 65 6e 67 74 68 29 2c 68 5b 76 5d 3d 6f 28 6e 5b 76 5d 2c 6c 5b 76 5d 2c 74 68 
69 73 2e 5f 62 69 74 4c 65 6e 67 74 68 29 2c 64 3d 4d 61 74 68 2e 6d 61 78 28 68 5b 6d 5d 2e 6c 65 6e 67 74 68 2c 64 
29 2c 64 3d 4d 61 74 68 2e 6d 61 78 28 68 5b 76 5d 2e 6c 65 6e 67 74 68 2c 64 29 7d 76 61 72 20 53 3d 74 68 69 73 2e 
6a 70 6f 69 6e 74 28 6e 75 6c 6c 2c 6e 75 6c 6c 2c 6e 75 6c 6c 29 2c 6b 
Data Ascii: w Array(d),u=0;u<d;u++){var w=0|y[0][u],_=0|y[1][u];h[m][u]=g[3*(w+1)+(_+1)],h[v][u]=0,f[m]=b}}else h[m]=o(n
[m],l[m],this._bitLength),h[v]=o(n[v],l[v],this._bitLength),d=Math.max(h[m].length,d),d=Math.max(h[v].length,d)}var S=th
is.jpoint(null,null,null),k
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2022-01-28 17:46:59 UTC 1630 IN Data Raw: 20 65 2e 70 72 6f 74 6f 74 79 70 65 3d 6e 65 77 20 45 72 72 6f 72 2c 65 2e 70 72 6f 74 6f 74 79 70 65 2e 6e 
61 6d 65 3d 74 2c 65 2e 70 72 6f 74 6f 74 79 70 65 2e 63 6f 6e 73 74 72 75 63 74 6f 72 3d 65 2c 65 7d 6e 2e 64 28 65 2c 
22 61 22 2c 28 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 4b 74 7d 29 29 3b 76 61 72 20 75 3d 73 28 22 4c 
61 75 6e 63 68 44 61 72 6b 6c 79 55 6e 65 78 70 65 63 74 65 64 52 65 73 70 6f 6e 73 65 45 72 72 6f 72 22 29 2c 63 3d 
73 28 22 4c 61 75 6e 63 68 44 61 72 6b 6c 79 49 6e 76 61 6c 69 64 45 6e 76 69 72 6f 6e 6d 65 6e 74 49 64 45 72 72 6f 7
2 22 29 2c 6c 3d 73 28 22 4c 61 75 6e 63 68 44 61 72 6b 6c 79 49 6e 76 61 6c 69 64 55 73 65 72 45 72 72 6f 72 22 29 2c 
66 3d 73 28 22 4c 61 75 6e 63 68 44 61 72 6b 6c 79 49 6e 76 61 6c 
Data Ascii:  e.prototype=new Error,e.prototype.name=t,e.prototype.constructor=e,e}n.d(e,"a",(function(){return Kt}));var 
u=s("LaunchDarklyUnexpectedResponseError"),c=s("LaunchDarklyInvalidEnvironmentIdError"),l=s("LaunchDarklyInva
lidUserError"),f=s("LaunchDarklyInval

2022-01-28 17:46:59 UTC 1634 IN Data Raw: 6f 6e 28 74 2c 65 2c 6e 29 7b 76 61 72 20 69 3d 65 26 26 6e 7c 7c 30 2c 72 3d 65 7c 7c 5b 5d 2c 6f 3d 28 74 
3d 74 7c 7c 7b 7d 29 2e 6e 6f 64 65 7c 7c 7a 2c 61 3d 76 6f 69 64 20 30 21 3d 3d 74 2e 63 6c 6f 63 6b 73 65 71 3f 74 2e 
63 6c 6f 63 6b 73 65 71 3a 48 3b 69 66 28 6e 75 6c 6c 3d 3d 6f 7c 7c 6e 75 6c 6c 3d 3d 61 29 7b 76 61 72 20 73 3d 46 28 
29 3b 6e 75 6c 6c 3d 3d 6f 26 26 28 6f 3d 7a 3d 5b 31 7c 73 5b 30 5d 2c 73 5b 31 5d 2c 73 5b 32 5d 2c 73 5b 33 5d 2c 73 
5b 34 5d 2c 73 5b 35 5d 5d 29 2c 6e 75 6c 6c 3d 3d 61 26 26 28 61 3d 48 3d 31 36 33 38 33 26 28 73 5b 36 5d 3c 3c 38 
7c 73 5b 37 5d 29 29 7d 76 61 72 20 75 3d 76 6f 69 64 20 30 21 3d 3d 74 2e 6d 73 65 63 73 3f 74 2e 6d 73 65 63 73 3a 
28 6e 65 77 20 44 61 74 65 29 2e 67 65 74 54 69 6d 65 28 29 2c 
Data Ascii: on(t,e,n){var i=e&&n||0,r=e||[],o=(t=t||{}).node||z,a=void 0!==t.clockseq?t.clockseq:H;if(null==o||null==a){var 
s=F();null==o&&(o=z=[1|s[0],s[1],s[2],s[3],s[4],s[5]]),null==a&&(a=H=16383&(s[6]<<8|s[7]))}var u=void 0!==t.msecs?t.
msecs:(new Date).getTime(),

2022-01-28 17:46:59 UTC 1647 IN Data Raw: 6d 74 28 69 2c 6c 29 29 29 3a 28 73 28 70 74 28 69 2c 75 2c 6c 29 29 2c 65 5b 69 5d 3d 61 2e 64 65 66 61 
75 6c 74 29 3a 22 6e 75 6d 62 65 72 22 3d 3d 3d 6c 26 26 76 6f 69 64 20 30 21 3d 3d 61 2e 6d 69 6e 69 6d 75 6d 26 26 
72 3c 61 2e 6d 69 6e 69 6d 75 6d 26 26 28 73 28 76 74 28 69 2c 72 2c 61 2e 6d 69 6e 69 6d 75 6d 29 29 2c 65 5b 69 5d 
3d 61 2e 6d 69 6e 69 6d 75 6d 29 7d 7d 7d 7d 29 29 2c 65 7d 28 75 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 
65 3d 4e 28 7b 7d 2c 74 29 3b 72 65 74 75 72 6e 20 4f 62 6a 65 63 74 2e 6b 65 79 73 28 6f 29 2e 66 6f 72 45 61 63 68 28 
28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 6f 69 64 20 30 21 3d 3d 65 5b 74 5d 26 26 6e 75 6c 6c 21 3d 3d 65 5b 74 5d 
7c 7c 28 65 5b 74 5d 3d 6f 5b 74 5d 26 26 6f 5b 74 5d 2e 64 65 66 61 75 
Data Ascii: mt(i,l))):(s(pt(i,u,l)),e[i]=a.default):"number"===l&&void 0!==a.minimum&&r<a.minimum&&(s(vt(i,r,a.minimum))
,e[i]=a.minimum)}}}})),e}(u=function(t){var e=N({},t);return Object.keys(o).forEach((function(t){void 0!==e[t]&&null!==e[t]||
(e[t]=o[t]&&o[t].defau

2022-01-28 17:46:59 UTC 1656 IN Data Raw: 26 28 65 2e 77 72 61 70 70 65 72 56 65 72 73 69 6f 6e 3d 72 2e 77 72 61 70 70 65 72 56 65 72 73 69 6f 6e 29 
2c 65 7d 72 65 74 75 72 6e 20 6d 2e 73 74 61 72 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 63 3f 66 75 6e 63 74 69 6f 6e 
28 65 29 7b 69 66 28 21 74 2e 6c 6f 63 61 6c 53 74 6f 72 61 67 65 29 72 65 74 75 72 6e 20 65 28 21 31 29 3b 74 2e 6c 6f 
63 61 6c 53 74 6f 72 61 67 65 2e 67 65 74 28 6c 29 2e 74 68 65 6e 28 28 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 
74 29 74 72 79 7b 76 61 72 20 6e 3d 4a 53 4f 4e 2e 70 61 72 73 65 28 74 29 3b 64 2e 73 65 74 50 72 6f 70 73 28 6e 29 2
c 73 3d 6e 2e 64 61 74 61 53 69 6e 63 65 44 61 74 65 7d 63 61 74 63 68 28 74 29 7b 7d 65 28 21 30 29 7d 29 29 2e 63 
61 74 63 68 28 28 66 75 6e 63 74 69 6f 6e 28 29 7b 65 28 21 31 29 7d 
Data Ascii: &(e.wrapperVersion=r.wrapperVersion),e}return m.start=function(){c?function(e){if(!t.localStorage)return e(!
1);t.localStorage.get(l).then((function(t){if(t)try{var n=JSON.parse(t);d.setProps(n),s=n.dataSinceDate}catch(t){}e(!0)}
)).catch((function(){e(!1)}

2022-01-28 17:46:59 UTC 1678 IN Data Raw: 68 69 67 68 57 61 74 65 72 4d 61 72 6b 29 7d 66 75 6e 63 74 69 6f 6e 20 6c 28 74 29 7b 69 66 28 21 28 74 68 
69 73 20 69 6e 73 74 61 6e 63 65 6f 66 20 6c 29 29 72 65 74 75 72 6e 20 6e 65 77 20 6c 28 74 29 3b 75 2e 63 61 6c 6c 
28 74 68 69 73 2c 74 29 2c 74 68 69 73 2e 5f 74 72 61 6e 73 66 6f 72 6d 53 74 61 74 65 3d 7b 61 66 74 65 72 54 72 61 
6e 73 66 6f 72 6d 3a 63 2e 62 69 6e 64 28 74 68 69 73 29 2c 6e 65 65 64 54 72 61 6e 73 66 6f 72 6d 3a 21 31 2c 74 72 6
1 6e 73 66 6f 72 6d 69 6e 67 3a 21 31 2c 77 72 69 74 65 63 62 3a 6e 75 6c 6c 2c 77 72 69 74 65 63 68 75 6e 6b 3a 6e 75 
6c 6c 2c 77 72 69 74 65 65 6e 63 6f 64 69 6e 67 3a 6e 75 6c 6c 7d 2c 74 68 69 73 2e 5f 72 65 61 64 61 62 6c 65 53 74 61 
74 65 2e 6e 65 65 64 52 65 61 64 61 62 6c 65 3d 21 30 2c 74 68 69 
Data Ascii: highWaterMark)}function l(t){if(!(this instanceof l))return new l(t);u.call(this,t),this._transformState={afterTransfo
rm:c.bind(this),needTransform:!1,transforming:!1,writecb:null,writechunk:null,writeencoding:null},this._readableState.ne
edReadable=!0,thi

2022-01-28 17:46:59 UTC 1694 IN Data Raw: 22 29 3b 74 2e 65 78 70 6f 72 74 73 3d 69 26 26 21 53 79 6d 62 6f 6c 2e 73 68 61 6d 26 26 22 73 79 6d 62 6f 
6c 22 3d 3d 74 79 70 65 6f 66 20 53 79 6d 62 6f 6c 2e 69 74 65 72 61 74 6f 72 7d 2c 66 66 64 36 3a 66 75 6e 63 74 69 6f 
6e 28 74 2c 65 2c 6e 29 7b 76 61 72 20 69 3d 6e 28 22 33 37 32 39 22 29 2c 72 3d 6e 28 22 31 33 31 30 22 29 2c 6f 3d 
22 5b 6f 62 6a 65 63 74 20 53 79 6d 62 6f 6c 5d 22 3b 66 75 6e 63 74 69 6f 6e 20 61 28 74 29 7b 72 65 74 75 72 6e 22 73 
79 6d 62 6f 6c 22 3d 3d 74 79 70 65 6f 66 20 74 7c 7c 72 28 74 29 26 26 69 28 74 29 3d 3d 6f 7d 74 2e 65 78 70 6f 72 74 
73 3d 61 7d 7d 5d 29 3b 
Data Ascii: ");t.exports=i&&!Symbol.sham&&"symbol"==typeof Symbol.iterator},ffd6:function(t,e,n){var i=n("3729"),r=n("13
10"),o="[object Symbol]";function a(t){return"symbol"==typeof t||r(t)&&i(t)==o}t.exports=a}}]);

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

7 192.168.2.3 49768 99.86.3.99 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-01-28 17:46:58 UTC 11 OUT GET /css/404.75e7179d.css HTTP/1.1
Host: phisher.knowbe4.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: application/signed-exchange;v=b3;q=0.9,*/*;q=0.8
Purpose: prefetch
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
Referer: https://phisher.knowbe4.com/inbox/?keywords=urls%3A%22https%3A%2F%2Fwww.canva.com%2Fdesign%
2FDAE2v7jrAx0%2FxbFDaPbUsdgv68II2DfGFg%2Fview%3Futm_content%3DDAE2v7jrAx0%26utm_campaign%3
Ddesignshare%26utm_medium%3Dlink%26utm_source%3Dsharebutton%22
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Copyright Joe Security LLC 2022 Page 93 of 98



2022-01-28 17:46:58 UTC 231 IN HTTP/1.1 200 OK
Content-Type: text/css
Content-Length: 36
Connection: close
Date: Fri, 28 Jan 2022 17:46:59 GMT
Last-Modified: Fri, 21 Jan 2022 15:36:36 GMT
ETag: "e65958392a670e1ca9090e4ab03a25e5"
x-amz-server-side-encryption: AES256
x-amz-version-id: pZ4_W_irIlchq8VZO01AeBuXyaCUFQqK
Accept-Ranges: bytes
Server: AmazonS3
strict-transport-security: max-age=31536000; includeSubdomains; preload
x-content-type-options: nosniff
x-frame-options: SAMEORIGIN
x-xss-protection: 1; mode=block
X-Cache: Miss from cloudfront
Via: 1.1 d357d5d597708d2b41e0fea397aa2620.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: FRA6-C1
X-Amz-Cf-Id: ETTmuLSPaOqXozmnAx0H5ucmXhPIk9WUe1qsMfUzEc_9dY7onl69VA==

2022-01-28 17:46:58 UTC 232 IN Data Raw: 2e 5f 34 30 34 5f 74 69 74 6c 65 5f 33 46 63 34 34 7b 74 65 78 74 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 7d 
Data Ascii: ._404_title_3Fc44{text-align:center}

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

8 192.168.2.3 49767 99.86.3.99 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-01-28 17:46:58 UTC 12 OUT GET /css/dashboard.e33453d3.css HTTP/1.1
Host: phisher.knowbe4.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: application/signed-exchange;v=b3;q=0.9,*/*;q=0.8
Purpose: prefetch
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
Referer: https://phisher.knowbe4.com/inbox/?keywords=urls%3A%22https%3A%2F%2Fwww.canva.com%2Fdesign%
2FDAE2v7jrAx0%2FxbFDaPbUsdgv68II2DfGFg%2Fview%3Futm_content%3DDAE2v7jrAx0%26utm_campaign%3
Ddesignshare%26utm_medium%3Dlink%26utm_source%3Dsharebutton%22
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-01-28 17:46:58 UTC 66 IN HTTP/1.1 200 OK
Content-Type: text/css
Content-Length: 9118
Connection: close
Date: Fri, 28 Jan 2022 17:46:59 GMT
Last-Modified: Fri, 21 Jan 2022 15:36:36 GMT
ETag: "0fa3a37ad6d1d751f46d023664d27c3e"
x-amz-server-side-encryption: AES256
x-amz-version-id: OwUMDVE16f..JwsSVzxHLbKaGgNKgRHo
Accept-Ranges: bytes
Server: AmazonS3
strict-transport-security: max-age=31536000; includeSubdomains; preload
x-content-type-options: nosniff
x-frame-options: SAMEORIGIN
x-xss-protection: 1; mode=block
Vary: Accept-Encoding
X-Cache: Miss from cloudfront
Via: 1.1 92ab13182d4b89ed20b3b5c10adc4f22.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: FRA6-C1
X-Amz-Cf-Id: gCclWyd4cwM6eGiVCjAxvOip-3bYBgNpkmxCzFlxTmxy8IyUfIxwDQ==

2022-01-28 17:46:58 UTC 67 IN Data Raw: 2e 57 65 6c 63 6f 6d 65 42 61 6e 6e 65 72 5f 74 69 74 6c 65 5f 33 36 45 64 6d 7b 66 6f 6e 74 2d 73 69 7a 65 
3a 32 65 6d 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 2e 35 65 6d 7d 2e 57 65 6c 63 6f 6d 65 42 61 6e 6e 65 72 5f 67 
75 69 64 65 5f 39 68 79 50 6d 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 2e 35 65 6d 3b 6d 61 72 67 69 6e 2d 6c 
65 66 74 3a 32 65 6d 7d 2e 57 65 6c 63 6f 6d 65 42 61 6e 6e 65 72 5f 61 64 64 72 65 73 73 5f 32 61 64 4c 5a 7b 66 6f 6e 
74 2d 77 65 69 67 68 74 3a 36 30 30 7d 2e 43 6f 75 6e 74 57 69 64 67 65 74 5f 63 6f 75 6e 74 5f 31 36 71 68 78 7b 64 69 
73 70 6c 61 79 3a 2d 77 65 62 6b 69 74 2d 62 6f 78 3b 64 69 73 70 6c 61 79 3a 2d 6d 73 2d 66 6c 65 78 62 6f 78 3b 64 
69 73 70 6c 61 79 3a 66 6c 65 78 3b 68 65 69 67 68 74 3a 31 30 
Data Ascii: .WelcomeBanner_title_36Edm{font-size:2em;margin-bottom:.5em}.WelcomeBanner_guide_9hyPm{margin-bott
om:1.5em;margin-left:2em}.WelcomeBanner_address_2adLZ{font-weight:600}.CountWidget_count_16qhx{display:-webkit
-box;display:-ms-flexbox;display:flex;height:10
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2022-01-28 17:46:58 UTC 68 IN Data Raw: 6e 64 2d 63 6f 6c 6f 72 3a 23 66 32 36 37 32 31 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 23 66 32 36 37 32 
31 3b 6f 70 61 63 69 74 79 3a 31 7d 2e 41 64 64 44 61 73 68 62 6f 61 72 64 57 69 64 67 65 74 4d 6f 64 61 6c 5f 69 73 2d 
6f 72 61 6e 67 65 2d 74 65 78 74 5f 31 53 45 46 68 7b 63 6f 6c 6f 72 3a 23 66 32 36 37 32 31 21 69 6d 70 6f 72 74 61 6e 
74 7d 2e 41 64 64 44 61 73 68 62 6f 61 72 64 57 69 64 67 65 74 4d 6f 64 61 6c 5f 64 72 6f 70 64 6f 77 6e 2d 72 69 67 68 
74 5f 76 4d 42 38 46 20 2e 41 64 64 44 61 73 68 62 6f 61 72 64 57 69 64 67 65 74 4d 6f 64 61 6c 5f 64 72 6f 70 64 6f 77 
6e 2d 6d 65 6e 75 5f 33 4f 41 55 73 7b 74 6f 70 3a 61 75 74 6f 3b 62 6f 74 74 6f 6d 3a 30 3b 6c 65 66 74 3a 31 32 30 25 
3b 66 6c 6f 61 74 3a 72 69 67 68 74 3b 74 65 78 74 2d 61 
Data Ascii: nd-color:#f26721;border-color:#f26721;opacity:1}.AddDashboardWidgetModal_is-orange-text_1SEFh{colo
r:#f26721!important}.AddDashboardWidgetModal_dropdown-right_vMB8F .AddDashboardWidgetModal_dropdown-
menu_3OAUs{top:auto;bottom:0;left:120%;float:right;text-a

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

9 192.168.2.3 49771 99.86.3.99 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-01-28 17:46:58 UTC 213 OUT GET /css/dashboard~phishrip~reports.ae16272d.css HTTP/1.1
Host: phisher.knowbe4.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: application/signed-exchange;v=b3;q=0.9,*/*;q=0.8
Purpose: prefetch
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
Referer: https://phisher.knowbe4.com/inbox/?keywords=urls%3A%22https%3A%2F%2Fwww.canva.com%2Fdesign%
2FDAE2v7jrAx0%2FxbFDaPbUsdgv68II2DfGFg%2Fview%3Futm_content%3DDAE2v7jrAx0%26utm_campaign%3
Ddesignshare%26utm_medium%3Dlink%26utm_source%3Dsharebutton%22
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-01-28 17:46:59 UTC 1695 IN HTTP/1.1 200 OK
Content-Type: text/css
Content-Length: 24084
Connection: close
Date: Fri, 28 Jan 2022 17:47:00 GMT
Last-Modified: Fri, 21 Jan 2022 15:36:36 GMT
ETag: "ac5e14d46da9dae03e92acd538b41928"
x-amz-server-side-encryption: AES256
x-amz-version-id: vC.ktXRMMkcLRE95GftmgmgXAw_IeqOC
Accept-Ranges: bytes
Server: AmazonS3
strict-transport-security: max-age=31536000; includeSubdomains; preload
x-content-type-options: nosniff
x-frame-options: SAMEORIGIN
x-xss-protection: 1; mode=block
Vary: Accept-Encoding
X-Cache: Miss from cloudfront
Via: 1.1 a7dcca466407f1871feceef50bc84272.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: FRA6-C1
X-Amz-Cf-Id: KxljRBN1lbSkkO0iKl5Zl85OGhNbzgffJEaOOwV9FM4PM9B_N5Omzg==

2022-01-28 17:46:59 UTC 1696 IN Data Raw: 2e 66 6c 61 74 70 69 63 6b 72 2d 63 61 6c 65 6e 64 61 72 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 74 72 61 6e 73 
70 61 72 65 6e 74 3b 6f 70 61 63 69 74 79 3a 30 3b 64 69 73 70 6c 61 79 3a 6e 6f 6e 65 3b 74 65 78 74 2d 61 6c 69 67 
6e 3a 63 65 6e 74 65 72 3b 76 69 73 69 62 69 6c 69 74 79 3a 68 69 64 64 65 6e 3b 70 61 64 64 69 6e 67 3a 30 3b 2d 77 
65 62 6b 69 74 2d 61 6e 69 6d 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 61 6e 69 6d 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 64 69 72 65 
63 74 69 6f 6e 3a 6c 74 72 3b 62 6f 72 64 65 72 3a 30 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 34 70 78 3b 6c 69 6e 65 2d 68 
65 69 67 68 74 3a 32 34 70 78 3b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 35 70 78 3b 70 6f 73 69 74 69 6f 6e 3a 61 6
2 73 6f 6c 75 74 65 3b 77 69 64 74 68 3a 33 30 37 2e 38 37 35 70 
Data Ascii: .flatpickr-calendar{background:transparent;opacity:0;display:none;text-align:center;visibility:hidden;padding:0;-
webkit-animation:none;animation:none;direction:ltr;border:0;font-size:14px;line-height:24px;border-radius:5px;posit
ion:absolute;width:307.875p

2022-01-28 17:46:59 UTC 1707 IN Data Raw: 3a 39 30 25 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 74 72 61 6e 73 70 61 72 65 6e 74 3b 63 6f 6c 6f 72 3a 72 67 
62 61 28 30 2c 30 2c 30 2c 2e 35 34 29 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 3b 6d 61 72 67 69 6e 3a 30 3b 74 65 
78 74 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 3b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 3b 66 6f 6e 74 2d 77 65 69 67 
68 74 3a 62 6f 6c 64 65 72 7d 2e 64 61 79 43 6f 6e 74 61 69 6e 65 72 2c 2e 66 6c 61 74 70 69 63 6b 72 2d 77 65 65 6b 7
3 7b 70 61 64 64 69 6e 67 3a 31 70 78 20 30 20 30 20 30 7d 2e 66 6c 61 74 70 69 63 6b 72 2d 64 61 79 73 7b 70 6f 73 
69 74 69 6f 6e 3a 72 65 6c 61 74 69 76 65 3b 6f 76 65 72 66 6c 6f 77 3a 68 69 64 64 65 6e 3b 64 69 73 70 6c 61 79 3a 2d 
77 65 62 6b 69 74 2d 62 6f 78 3b 64 69 73 70 6c 61 79 3a 2d 77 65 62 
Data Ascii: :90%;background:transparent;color:rgba(0,0,0,.54);line-height:1;margin:0;text-align:center;display:block;font-
weight:bolder}.dayContainer,.flatpickr-weeks{padding:1px 0 0 0}.flatpickr-days{position:relative;overflow:hidden;display:-
webkit-box;display:-web
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2022-01-28 17:46:59 UTC 1711 IN Data Raw: 6f 78 2d 73 68 61 64 6f 77 3a 31 70 78 20 30 20 30 20 23 65 36 65 36 65 36 3b 62 6f 78 2d 73 68 61 64 6f 77 
3a 31 70 78 20 30 20 30 20 23 65 36 65 36 65 36 7d 2e 66 6c 61 74 70 69 63 6b 72 2d 77 65 65 6b 77 72 61 70 70 65 72 
20 2e 66 6c 61 74 70 69 63 6b 72 2d 77 65 65 6b 64 61 79 7b 66 6c 6f 61 74 3a 6e 6f 6e 65 3b 77 69 64 74 68 3a 31 30 
30 25 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 32 38 70 78 7d 2e 66 6c 61 74 70 69 63 6b 72 2d 77 65 65 6b 77 72 61 70 
70 65 72 20 73 70 61 6e 2e 66 6c 61 74 70 69 63 6b 72 2d 64 61 79 2c 2e 66 6c 61 74 70 69 63 6b 72 2d 77 65 65 6b 77 
72 61 70 70 65 72 20 73 70 61 6e 2e 66 6c 61 74 70 69 63 6b 72 2d 64 61 79 3a 68 6f 76 65 72 7b 64 69 73 70 6c 61 79 
3a 62 6c 6f 63 6b 3b 77 69 64 74 68 3a 31 30 30 25 3b 6d 61 78 2d 77 69 
Data Ascii: ox-shadow:1px 0 0 #e6e6e6;box-shadow:1px 0 0 #e6e6e6}.flatpickr-weekwrapper .flatpickr-weekday{flo
at:none;width:100%;line-height:28px}.flatpickr-weekwrapper span.flatpickr-day,.flatpickr-weekwrapper span.flatpickr-day:
hover{display:block;width:100%;max-wi

Timestamp
kBytes
transferred

Direction Data

• chrome.exe

• chrome.exe

Click to jump to process

Target ID: 0

Start time: 18:46:53

Start date: 28/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation  "https://phisher.knowbe4.com/inbox/?keywords=u
rls%3A%22https%3A%2F%2Fwww.canva.com%2Fdesign%2FDAE2v7jrAx0%2FxbFDaPbUsdgv68II2DfGFg%2Fview%3Futm_content%3DDAE2v7jrAx0%
26utm_campaign%3Ddesignshare%26utm_medium%3Dlink%26utm_source%3Dsharebutton%22

Imagebase: 0x7ff68b0a0000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

Statistics

Behavior

System Behavior

Analysis Process: chrome.exe PID: 5956, Parent PID: 568

General

File Activities
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File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

HKEY_CURRENT_US
ER\Software\Goo
gle\Update\ClientState
\{8A69D345-D564-
463c-AFF1-
A69D9E530F96}

dr unicode 0 1 success or wait 1 7FF68B0DFC4B RegSetValueEx
W

Target ID: 2

Start time: 18:46:54

Start date: 28/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=1508,93120
42128708575229,11056298167647340253,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1912 /prefetch:8

Imagebase: 0x7ff68b0a0000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

⊘ No disassembly

Registry Activities

Key Value Modified

Analysis Process: chrome.exe PID: 6036, Parent PID: 5956

General

File Activities

Disassembly
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