
ID: 562468
Cookbook:
defaultwindowsinteractivecookbook.jbs
Time: 22:25:56
Date: 28/01/2022
Version: 34.0.0 Boulder Opal
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C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\04801f5c-3ef2-456d-aa06-0bc636c0f42d.tmp
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\170c4f52-03f6-436c-9884-3c21532452fc.tmp
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\366bac09-96ad-4fe1-986a-898c63bd6c69.tmp
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\49238e0f-3431-48dd-b242-07d709c8d031.tmp
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\9bdf8759-d7e0-4ca0-9bd6-0a4a6bae9709.tmp
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\0ab4fcd6-a321-4e03-ae13-db7d56eb0aca.tmp
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\1f7e3420-4145-4aad-b7ce-15581de177cf.tmp
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\2a3b55fa-9cc0-468f-a704-8b0691766de2.tmp
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\2aa1ff7e-8a88-48b7-b7ac-0bdf226dc6c9.tmp
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\371e6fe9-cf5a-4361-9104-71f3ee87cb17.tmp
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\3791d3db-41dd-41fe-bdbf-a19bcef9c931.tmp
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\429e9052-89f2-4fc6-a4dd-26770a360ec6.tmp
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\48fc6a52-bf72-4914-9fd0-0f7816e0de2a.tmp
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\790fda5f-f49a-4c17-9eee-852bff3de094.tmp
C:\Users\alfredo\AppData\Local\Google\Chrome\User
Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\9221.427.0.1_0\_metadata\computed_hashes.json
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\Google Profile.ico.l (copy)
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\PreferencesNT (copy)
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\Preferences\ (copy)
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences9 (copy)
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\Secure Preferencesn (copy)
C:\Users\alfredo\AppData\Local\Google\Chrome\User
Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session
Storage\000001.dbtmp
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session
Storage\CURRENT (copy)
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session
Storage\MANIFEST-000001
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\a0c0019d-035e-47dc-ba49-5cddcf9729fd.tmp
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\b7591223-a5f6-4329-94b2-6501dfc4af03.tmp
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\d9e0040c-3299-4a5a-9d0f-7ab9938f6cc9.tmp
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000006.dbtmp
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\e522abcb-6cfc-4b42-91dc-45514247a1bf.tmp
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C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Last Browser
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Last Version
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Local State (copy)
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Local State. (copy)
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Module Info Cache\i (copy)
C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\a91afdda-025c-4f01-af72-319a7226ac67.tmp
C:\Users\alfredo\AppData\Local\Temp\16125326-c92d-4d98-b37d-402ec8053a4a.tmp
C:\Users\alfredo\AppData\Local\Temp\1ed06a14-9a3f-4db5-a7fc-29e7cca4b83e.tmp
C:\Users\alfredo\AppData\Local\Temp\1fb7fa2c-e19c-410f-9829-940f6d493e59.tmp
C:\Users\alfredo\AppData\Local\Temp\488990eb-e4a9-46f3-8c0f-d23d3877f267.tmp
C:\Users\alfredo\AppData\Local\Temp\6979b419-e506-45e5-9dec-1c934e3b5149.tmp
C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\_metadata\verified_contents.json
C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\_platform_specific\x86_64\pnacl_public_pnacl_json
C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_for_eh_o
C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_o
C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\_platform_specific\x86_64\pnacl_public_x86_64_crtend_o
C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\_platform_specific\x86_64\pnacl_public_x86_64_ld_nexe
C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\_platform_specific\x86_64\pnacl_public_x86_64_libcrt_platform_a
C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\_platform_specific\x86_64\pnacl_public_x86_64_libgcc_a
C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_a
C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_dummy_a
C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_llc_nexe
C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\manifest.fingerprint
C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\manifest.json
C:\Users\alfredo\AppData\Local\Temp\820039c0-38f3-43b6-86d0-13ea266c495e.tmp
C:\Users\alfredo\AppData\Local\Temp\b9f31c97-9497-4944-98c6-6ca189e6c519.tmp
C:\Users\alfredo\AppData\Local\Temp\c84d928a-d60c-492a-a1af-65c9d2ed4b04.tmp
C:\Users\alfredo\AppData\Local\Temp\d5ada7e0-51a6-45df-bad7-9590fbb9d791.tmp
C:\Users\alfredo\AppData\Local\Temp\e1088b87-1776-48c3-87e8-cc666eeefc03.tmp
C:\Users\alfredo\AppData\Local\Temp\ee010154-e4b4-46cc-b86b-455c5b59bba4.tmp
C:\Users\alfredo\AppData\Local\Temp\fac369e9-fccf-40a2-910d-a6971692204e.tmp
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\am\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\ar\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\bg\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\bn\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\ca\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\cs\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\da\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\de\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\el\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\en\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\es\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\et\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\fa\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\fi\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\fil\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\fr\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\gu\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\hi\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\hr\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\hu\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\id\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\it\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\iw\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\ja\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\kn\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\ko\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\lt\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\lv\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\ml\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\mr\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\ms\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\nb\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\nl\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\pl\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\pt\messages.json
C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\ro\messages.json

Static File Info
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Windows Analysis Report 
https://bidproposalinvite.ucraft.site/

Overview

General Information

Sample URL: https://bidproposalinvite.u
craft.site/

Analysis ID: 562468

Detection

HTMLPhisher

Score: 60

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Yara detected HtmlPhish7

Yara detected HtmlPhish10

Phishing site detected (based on im…

HTML body contains low number of …

No HTML title found

Classification

Phishing

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is start

chrome.exe (PID: 7612 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation --single-argument https://bidproposalinvite.u

craft.site/ MD5: 74859601FB4BEEA84B40D874CCB56CAB)
chrome.exe (PID: 8032 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-

handle=1716,14055924472291308424,16679987354166750943,131072 --lang=en-US --service-sandbox-type=none --mojo-platform-channel-handle=2176 /prefetch:8 MD5:
74859601FB4BEEA84B40D874CCB56CAB)

cleanup

⊘ No yara matches

⊘ No Sigma rule has matched

Process Tree

Yara Overview

Sigma Overview

Jbx Signature Overview

Yara detected HtmlPhish7

Yara detected HtmlPhish10

Copyright Joe Security LLC 2022 Page 4 of 44
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Phishing site detected (based on image similarity)

Mitre Att&ck Matrix

Screenshots

Thumbnails
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Source Detection Scanner Label Link

https://bidproposalinvite.ucraft.site/ 0% Virustotal Browse

https://bidproposalinvite.ucraft.site/ 0% Avira URL Cloud safe

Source Detection Scanner Label Link

C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\_platform_specific\x86_64\pnacl_public
_x86_64_ld_nexe

0% Metadefender Browse

C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\_platform_specific\x86_64\pnacl_public
_x86_64_ld_nexe

0% ReversingLabs

C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\_platform_specific\x86_64\pnacl_public
_x86_64_pnacl_llc_nexe

0% Metadefender Browse

C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\_platform_specific\x86_64\pnacl_public
_x86_64_pnacl_llc_nexe

0% ReversingLabs

⊘ No Antivirus matches

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

Copyright Joe Security LLC 2022 Page 6 of 44

https://www.virustotal.com/gui/url/95610e1109ab25a3142b7f6bbd414771079c32a2135bf0885b8ef610456b2cce/detection/u-95610e1109ab25a3142b7f6bbd414771079c32a2135bf0885b8ef610456b2cce-1643399133
https://www.metadefender.com/#!/results/file/bzIyMDExMFdtQnhxZTk3a01BemtMYk8tY0o/regular/analysis
https://www.metadefender.com/#!/results/file/bzIyMDExMHdiVFBFTEVaY1VReDQ0dXp0c3g/regular/analysis


Source Detection Scanner Label Link

static.ucraft.net 0% Virustotal Browse

taeappliances.space 2% Virustotal Browse

Source Detection Scanner Label Link

https://bidproposalinvite.ucraft.site/ 0% Virustotal Browse

Name IP Active Malicious Antivirus Detection Reputation

gstaticadssl.l.google.com 216.58.215.227 true false high

taeappliances.space 161.97.110.227 true false 2%, Virustotal, Browse unknown

bidproposalinvite.ucraft.site 35.205.94.174 true false unknown

accounts.google.com 142.250.185.237 true false high

cdnjs.cloudflare.com 104.16.18.94 true false high

maxcdn.bootstrapcdn.com 104.18.10.207 true false high

clients.l.google.com 142.250.203.110 true false high

googlehosted.l.googleusercontent.com 216.58.212.161 true false high

static.ucraft.net 104.21.45.175 true false 0%, Virustotal, Browse unknown

clients2.googleusercontent.com unknown unknown false high

clients2.google.com unknown unknown false high

ka-f.fontawesome.com unknown unknown false high

code.jquery.com unknown unknown false high

kit.fontawesome.com unknown unknown false high

Name Malicious Antivirus Detection Reputation

https://bidproposalinvite.ucraft.site/ true 0%, Virustotal, Browse unknown

https://taeappliances.space/schl/index.php true unknown

URLs

Domains and IPs

Contacted Domains

Contacted URLs

World Map of Contacted IPs

Copyright Joe Security LLC 2022 Page 7 of 44

https://www.virustotal.com/gui/url/fd032f56fd54e68637e85c8d115ad565a5ae0e0f0df1922866ccac583adb234f/detection/u-fd032f56fd54e68637e85c8d115ad565a5ae0e0f0df1922866ccac583adb234f-1642111052
https://www.virustotal.com/gui/url/8d1ba21ee7c135b30104632f2dd0ac330a6e78973a42f6a709fc84e841b939fe/detection/u-8d1ba21ee7c135b30104632f2dd0ac330a6e78973a42f6a709fc84e841b939fe-1640773414
https://www.virustotal.com/gui/url/95610e1109ab25a3142b7f6bbd414771079c32a2135bf0885b8ef610456b2cce/detection/u-95610e1109ab25a3142b7f6bbd414771079c32a2135bf0885b8ef610456b2cce-1643399133
https://www.virustotal.com/gui/url/8d1ba21ee7c135b30104632f2dd0ac330a6e78973a42f6a709fc84e841b939fe/detection/u-8d1ba21ee7c135b30104632f2dd0ac330a6e78973a42f6a709fc84e841b939fe-1640773414
https://www.virustotal.com/gui/url/fd032f56fd54e68637e85c8d115ad565a5ae0e0f0df1922866ccac583adb234f/detection/u-fd032f56fd54e68637e85c8d115ad565a5ae0e0f0df1922866ccac583adb234f-1642111052
https://www.virustotal.com/gui/url/95610e1109ab25a3142b7f6bbd414771079c32a2135bf0885b8ef610456b2cce/detection/u-95610e1109ab25a3142b7f6bbd414771079c32a2135bf0885b8ef610456b2cce-1643399133


No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

142.250.203.106 unknown United States 15169 GOOGLEUS false

34.104.35.123 unknown United States 15169 GOOGLEUS false

104.18.10.207 maxcdn.bootstrapcdn.co
m

United States 13335 CLOUDFLARENETUS false

35.205.94.174 bidproposalinvite.ucraft.sit
e

United States 15169 GOOGLEUS false

104.21.45.175 static.ucraft.net United States 13335 CLOUDFLARENETUS false

216.58.215.227 gstaticadssl.l.google.com United States 15169 GOOGLEUS false

104.21.81.131 unknown United States 13335 CLOUDFLARENETUS false

142.250.203.110 clients.l.google.com United States 15169 GOOGLEUS false

142.250.185.237 accounts.google.com United States 15169 GOOGLEUS false

239.255.255.250 unknown Reserved unknown unknown false

172.217.168.74 unknown United States 15169 GOOGLEUS false

172.217.168.10 unknown United States 15169 GOOGLEUS false

161.97.110.227 taeappliances.space United States 51167 CONTABODE false

69.16.175.10 unknown United States 20446 HIGHWINDS3US false

216.58.212.161 googlehosted.l.googleuser
content.com

United States 15169 GOOGLEUS false

104.18.22.52 unknown United States 13335 CLOUDFLARENETUS false

104.16.18.94 cdnjs.cloudflare.com United States 13335 CLOUDFLARENETUS false

142.250.203.99 unknown United States 15169 GOOGLEUS false

IP

192.168.2.1

127.0.0.1

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 562468

Start date: 28.01.2022

Public IPs

Private

General Information

Copyright Joe Security LLC 2022 Page 8 of 44



Start time: 22:25:56

Joe Sandbox Product: CloudBasic

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: defaultwindowsinteractivecookbook.jbs

Sample URL: https://bidproposalinvite.ucraft.site/

Number of analysed new started processes 
analysed:

17

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 1

Technologies: EGA enabled

Analysis Mode: stream

Detection: MAL

Classification: mal60.phis.win@32/171@13/184

Cookbook Comments: Adjust boot time
Enable AMSI

Exclude process from analysis (whitelisted): CompPkgSrv.exe, svchost.exe
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (wh itelisted): 23.35.229.133, 142 .250.203.99, 34.104.35.123, 172.217.168.10
Excluded domains from analysis (whitelisted): e12564.dspb.akamaiedge.net, fonts.googleapis.com, fs.microsoft.com, edgedl.me.gvt1.com, login.live.com, store-images.s-microsoft.com, 
fonts.gstatic.com, store-images.s-microsoft.com-c.edgekey.net, clientservices.googleapis.com
Not all processes where analyzed, report is missing behavior  information
Report size getting too big, t oo many NtOpenFile calls found.
VT rate limit hit for: https://taeappliances.space/schl/index.php

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 101363

Entropy (8bit): 6.066903741488713

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"91.0.4472.77"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"user
":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.643437593187578e+12,"network":1.643405194e+12,"ticks":946083395.0,"uncertainty":3468041.0}},"os_crypt":{"encrypted_key":"RFB
BUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABBQ7WxpM2gT7fMNkY5iRxkAAAAAAIAAAAAABBmAAAAAQAAIAAAALDWDwoLRYqp0NkiPsTxUN2QcOPsitaJrda
cpo+ULE2PAAAAAA6AAAAAAgAAIAAAAOIeKQBWbQSCqXv1OSNS2lIZGHfAdJRwvbkapN4/FWvwMAAAAPz8I/w07KQb4Ut8ObsBGVgFwbuU88R362cCGZpNEtO
EILJDMaKWOA4Y9ejBRTt5kEAAAADq8RkIezfgqGPgEaEMkhoGd9qhyBeyucXcRUPEI7mgYIxaDt8C5FJrjkEhV5EOUcUmR2SCzqYelImLnfOlbhRQ"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13267638417206536"},"plugins":{"metadata":{"adobe-flash-player":{"displ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 101362

Entropy (8bit): 6.066906157002752

Warnings

Created / dropped Files

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\04801f5c-3ef2-456d-aa06-0bc636c0f42d.tmp

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\170c4f52-03f6-436c-9884-3c21532452fc.tmp
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Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"91.0.4472.77"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"user
":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.643437593187578e+12,"network":1.643405194e+12,"ticks":946083395.0,"uncertainty":3468041.0}},"os_crypt":{"encrypted_key":"RFB
BUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABBQ7WxpM2gT7fMNkY5iRxkAAAAAAIAAAAAABBmAAAAAQAAIAAAALDWDwoLRYqp0NkiPsTxUN2QcOPsitaJrda
cpo+ULE2PAAAAAA6AAAAAAgAAIAAAAOIeKQBWbQSCqXv1OSNS2lIZGHfAdJRwvbkapN4/FWvwMAAAAPz8I/w07KQb4Ut8ObsBGVgFwbuU88R362cCGZpNEtO
EILJDMaKWOA4Y9ejBRTt5kEAAAADq8RkIezfgqGPgEaEMkhoGd9qhyBeyucXcRUPEI7mgYIxaDt8C5FJrjkEhV5EOUcUmR2SCzqYelImLnfOlbhRQ"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13267638417206536"},"plugins":{"metadata":{"adobe-flash-player":{"displ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 95480

Entropy (8bit): 3.7569990787342045

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: .t..............T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l.......puA...
c.:.\.p.r.o.g.r.a.m. .f.i.l.e.s. .(.x.8.6.).\.m.i.c.r.o.s.o.f.t. .o.n.e.d.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.......f.i.l.e.s.y.n.c.s.h.e.l.l.6.4...d.l.l.......M.i.c.r.o.s.o.f.t. .
O.n.e.D.r.i.v.e."...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n.....2.1...0.8.3...0.4.2.5...0.0.0.3.....T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.
n.e.D.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...NR8. ...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.7.-.Z.i.p.
\.7.-.z.i.p...d.l.l.......n\....%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.7.-.z.i.p.\.......7.-.z.i.p...d.l.l.......7.-.Z.i.p.......7.-.Z.i.p. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n.......1.9...0.0...............NR8.....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 96908

Entropy (8bit): 6.036579023041832

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"91.0.4472.77"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"user
":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.643437593187578e+12,"network":1.643405194e+12,"ticks":946083395.0,"uncertainty":3468041.0}},"os_crypt":{"encrypted_key":"RFB
BUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABBQ7WxpM2gT7fMNkY5iRxkAAAAAAIAAAAAABBmAAAAAQAAIAAAALDWDwoLRYqp0NkiPsTxUN2QcOPsitaJrda
cpo+ULE2PAAAAAA6AAAAAAgAAIAAAAOIeKQBWbQSCqXv1OSNS2lIZGHfAdJRwvbkapN4/FWvwMAAAAPz8I/w07KQb4Ut8ObsBGVgFwbuU88R362cCGZpNEtO
EILJDMaKWOA4Y9ejBRTt5kEAAAADq8RkIezfgqGPgEaEMkhoGd9qhyBeyucXcRUPEI7mgYIxaDt8C5FJrjkEhV5EOUcUmR2SCzqYelImLnfOlbhRQ"},"policy":{"las
t_statistics_update":"13287911190938786"},"profile":{"info_cache":{"Default":{"active_time":1643437591.911113,"avatar_icon":"chrom

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\366bac09-96ad-4fe1-986a-898c63bd6c69.tmp

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\49238e0f-3431-48dd-b242-07d709c8d031.tmp

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\9bdf8759-d7e0-4ca0-9bd6-0a4a6bae9709.tmp
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Size (bytes): 96889

Entropy (8bit): 6.036255904359551

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"91.0.4472.77"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"user
":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.643437593187578e+12,"network":1.643405194e+12,"ticks":946083395.0,"uncertainty":3468041.0}},"os_crypt":{"encrypted_key":"RFB
BUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABBQ7WxpM2gT7fMNkY5iRxkAAAAAAIAAAAAABBmAAAAAQAAIAAAALDWDwoLRYqp0NkiPsTxUN2QcOPsitaJrda
cpo+ULE2PAAAAAA6AAAAAAgAAIAAAAOIeKQBWbQSCqXv1OSNS2lIZGHfAdJRwvbkapN4/FWvwMAAAAPz8I/w07KQb4Ut8ObsBGVgFwbuU88R362cCGZpNEtO
EILJDMaKWOA4Y9ejBRTt5kEAAAADq8RkIezfgqGPgEaEMkhoGd9qhyBeyucXcRUPEI7mgYIxaDt8C5FJrjkEhV5EOUcUmR2SCzqYelImLnfOlbhRQ"},"policy":{"las
t_statistics_update":"13287911190938786"},"profile":{"info_cache":{"Default":{"active_time":1643437591.911113,"avatar_icon":"chrom

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 40

Entropy (8bit): 3.254162526001658

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: sdPC.....................A.>'..M..,.,.-.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3343

Entropy (8bit): 4.945222848960228

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_alpns":["h3-29"],"expiration":"13270230891381309","port":443,"protocol_str":"quic"},{"ad
vertised_alpns":["h3-Q050"],"expiration":"13270230891381310","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39697},"server":"https://www.google
apis.com","supports_spdy":true},{"alternative_service":[{"advertised_alpns":["h3-29"],"expiration":"13270230887958662","port":443,"protocol_str":"quic"},{"advertised_alpn
s":["h3-Q050"],"expiration":"13270230887958664","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":52163},"server":"https://clients2.googleusercont
ent.com","supports_spdy":true},{"alternative_service":[{"advertised_alpns":["h3-29"],"expiration":"13270230886326794","port":443,"protocol_str":"quic"},{"advertised_alpns
":["h3-Q050"],"expiration":"13270230886326795","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://clients2.google.com","supports_spdy

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 21101

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\0ab4fcd6-a321-4e03-ae13-db7d56eb0aca.tmp

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\1f7e3420-4145-4aad-b7ce-15581de177cf.tmp
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Entropy (8bit): 5.532642188503213

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287911191183256","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: modified

Size (bytes): 5539

Entropy (8bit): 5.26171241216785

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13287911192004518","alternate_error_pages":{"backup":true},"autocomplete":{"retention_pol
icy_last_version":92},"autofill":{"orphan_rows_removed":true},"browser":{"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work
_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2717,"this_wee
k_services_downstream_foreground_kb":{"112189210":3,"115188287":45,"21145003":1051,"35565745":1,"49601082":3,"50464499":1,"5151071":2,"54845618":26,"8
8863520":1}},"default_apps_install_state":2,"domain_diversity":{"last_reporting_timestamp":"13287911191986274"},"download":{"directory_upgrade":true},"extensions":
{"alerts":{"initialized":true},"chrome_url_overrides":{},"install_signature":{"expire_date":"2022-04-22","ids":["pkedcjkdefgpdelpbcmbmeomcjbeemfm"],"invalid_ids":[],"s
alt":"DMapk0orxygXFlN3npw4oNnOp2/wGXKy4o

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4383

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\2a3b55fa-9cc0-468f-a704-8b0691766de2.tmp

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\2aa1 7e-8a88-48b7-b7ac-0bdf226dc6c9.tmp

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\371e6fe9-cf5a-4361-9104-71f3ee87cb17.tmp
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Entropy (8bit): 5.00847049223182

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13287911192004518","alternate_error_pages":{"backup":true},"autocomplete":{"retention_pol
icy_last_version":92},"autofill":{"orphan_rows_removed":true},"browser":{"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work
_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2717,"this_wee
k_services_downstream_foreground_kb":{"112189210":3,"115188287":45,"21145003":1051,"35565745":1,"5151071":2}},"default_apps_install_state":2,"domain_diversity":
{"last_reporting_timestamp":"13287911191986274"},"download":{"directory_upgrade":true},"extensions":{"alerts":{"initialized":true},"chrome_url_overrides":{},"la
st_chrome_version":"92.0.4515.107"},"gaia_cookie":{"changed_time":1643437594.352064,"hash":"2jmj7l5rSw0yVb/vlWAYkK/YBwk=","last_list_accounts_data":"[\"gaia.l.a
.r\",[]]"},"gcm":{"product_category_for_

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 21102

Entropy (8bit): 5.5325619534828565

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287911191183256","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3488

Entropy (8bit): 4.928575310368107

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13287911192004518","alternate_error_pages":{"backup":true},"autofill":{"orphan_rows_remov
ed":true},"browser":{"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_righ
t":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2717},"default_apps_install_state":2,"domain_diversity":{"last_rep
orting_timestamp":"13287911191986274"},"extensions":{"alerts":{"initialized":true},"chrome_url_overrides":{},"last_chrome_version":"92.0.4515.107"},"gcm":{"prod
uct_category_for_subtypes":"com.chrome.windows"},"google":{"services":{"signin_scoped_device_id":"43356448-aad4-4233-9299-7daa3ce17c90"}},"intl":{"selected_lang
uages":"en-US,en"},"invalidation":{"per_sender_topics_to_handler":{"1013309121859":{},"8181035976":{}}},"media":{"device_id_salt":"E118068DBBA52617FC9
6967EF863C424","engagement":{"schema_version":4}},

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\3791d3db-41dd-41fe-bdbf-a19bcef9c931.tmp

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\429e9052-89f2-4fc6-a4dd-26770a360ec6.tmp

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\48fc6a52-bf72-4914-9fd0-0f7816e0de2a.tmp
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 15867

Entropy (8bit): 5.576890335851731

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287911191183256","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MS Windows icon resource - 13 icons, 8x8, 32 bits/pixel, 10x10, 32 bits/pixel

Category: dropped

Size (bytes): 181072

Entropy (8bit): 5.774426487043815

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: ............ .H............. ............... .p............. .h...n......... ............... .........  .... .....n...((.... .h.......00.... ..%..~H..@@.... .(B..&n..``.... .....N......... .(....D........ .2v...M..(............. ...........
......................]..X\.).H...>..Z............\..._...V...F...A...A.......^..Wb...f.)...l...v.M...B...@..Wc...[.....z...`...J.....9...E...k...R.D.......G...A.....;...E...h..XKd..KW..........D...>...=..X....
GQ.JW..;M..8K..@H..=;.............JV.YKV.IT.BS.Y........................................(............. .....................................[..TZ.5.B...@..T................X...]...`...\...K...D...A...;.......3...\...e...
V...h.).d.G.<...F...@...3...^..Td...X.....e....v.....:...E...=..T`...d...h.B.....?...;...O...B...A...b.!.g...Ru......9...8...P...C...C...l..U].M.5@..............6...C...@..T....EW..LX..=K..O
b..Me..5R..AX..;V..++......BL..KW..KW..DO..BL..EN..AJ..;1..................HT.UIV.FT.BQ.U..............................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 26178

Entropy (8bit): 6.060546316291638

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\790fda5f-f49a-4c17-9eee-852b 3de094.tmp

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\9221.427.0.1_0\_metadat

a\computed_hashes.json
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Preview: {"file_hashes":[{"block_hashes":["DOZdV3jFvk12AM2JNDYKo3KZrIVRprmJ+sVGWkqqE4Q=","rVElW3Hu3T52SzDDUqGT5YiJTBGUv2h3pNuBKFlhZ1U=","X/
3fg4KZxgQ1jBr5QGq0F5JnflgE27UErd88mrxTcxs=","VibLbpy0ig+5INMOU71fTYN76iaka2XVpmm1qAKYsX8=","EChCwCbQHbHQ7oDdGT2qNyiRJ0yck2YC2emNGq
4whtE="],"block_size":4096,"path":"_locales/iw/messages.json"},{"block_hashes":["fM6wUoU96QmdAMMJqhyPQdILY6QXE2cfpXivMNd/kSg=","GmZUfDhlvU+1
ByKQxZIcQZm+8bSFENyNk79q9fsZu3o=","X0hU8nolnxRmTiwIKtHtUeSjEP4YaSRtnpXvJQrqg8I="],"block_size":4096,"path":"_locales/nb/messages.json"},{"bl
ock_hashes":["/0XLYLvR7GDi1lXEsqI5OOorLaHGVkQU9sW9wrxd/qs=","ugdSYfR9jET/5OpIYWZUycWy9FcBX/jb/7/hmW5DVR0=","Z2vShQRg9avHHQwTkYjAyf
nFnhHQ6Ce+ob00hRV0V2Q=","lIb7yaoAR7pQ0ZDpBU1ZzIKa+hURf3edJBILNvUO6lk=","5mpQSSRBXvBC9O0QpFoDxFGOcDS5Iua0gICy3D+t0UM=","EkWgzDTb1zb
lDgz7APE/G19fsHn/TJJuw3JbNsqGNCY=","Mb/n/cgw5oibXHqBfMwXremke8GY9oWJPhuY1Y2CrpQ=","cb+9vKl/3iDYu97Gc5yEsJnJ2QWd4dpd1E3pt/3yaqQ=","
17+40sjnss/mFRm6idVmlEZTl+kWrR1GSzedHRD8yZI=","fTKSj8L49Jxlk/4helP5XYq

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MS Windows icon resource - 13 icons, 8x8, 32 bits/pixel, 10x10, 32 bits/pixel

Category: dropped

Size (bytes): 181072

Entropy (8bit): 5.774426487043815

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: ............ .H............. ............... .p............. .h...n......... ............... .........  .... .....n...((.... .h.......00.... ..%..~H..@@.... .(B..&n..``.... .....N......... .(....D........ .2v...M..(............. ...........
......................]..X\.).H...>..Z............\..._...V...F...A...A.......^..Wb...f.)...l...v.M...B...@..Wc...[.....z...`...J.....9...E...k...R.D.......G...A.....;...E...h..XKd..KW..........D...>...=..X....
GQ.JW..;M..8K..@H..=;.............JV.YKV.IT.BS.Y........................................(............. .....................................[..TZ.5.B...@..T................X...]...`...\...K...D...A...;.......3...\...e...
V...h.).d.G.<...F...@...3...^..Td...X.....e....v.....:...E...=..T`...d...h.B.....?...;...O...B...A...b.!.g...Ru......9...8...P...C...C...l..U].M.5@..............6...C...@..T....EW..LX..=K..O
b..Me..5R..AX..;V..++......BL..KW..KW..DO..BL..EN..AJ..;1..................HT.UIV.FT.BQ.U..............................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3343

Entropy (8bit): 4.945222848960228

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_alpns":["h3-29"],"expiration":"13270230891381309","port":443,"protocol_str":"quic"},{"ad
vertised_alpns":["h3-Q050"],"expiration":"13270230891381310","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39697},"server":"https://www.google
apis.com","supports_spdy":true},{"alternative_service":[{"advertised_alpns":["h3-29"],"expiration":"13270230887958662","port":443,"protocol_str":"quic"},{"advertised_alpn
s":["h3-Q050"],"expiration":"13270230887958664","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":52163},"server":"https://clients2.googleusercont
ent.com","supports_spdy":true},{"alternative_service":[{"advertised_alpns":["h3-29"],"expiration":"13270230886326794","port":443,"protocol_str":"quic"},{"advertised_alpns
":["h3-Q050"],"expiration":"13270230886326795","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://clients2.google.com","supports_spdy

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5539

Entropy (8bit): 5.26171241216785

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\Google Profile.ico.l (copy)

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)
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Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13287911192004518","alternate_error_pages":{"backup":true},"autocomplete":{"retention_pol
icy_last_version":92},"autofill":{"orphan_rows_removed":true},"browser":{"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work
_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2717,"this_wee
k_services_downstream_foreground_kb":{"112189210":3,"115188287":45,"21145003":1051,"35565745":1,"49601082":3,"50464499":1,"5151071":2,"54845618":26,"8
8863520":1}},"default_apps_install_state":2,"domain_diversity":{"last_reporting_timestamp":"13287911191986274"},"download":{"directory_upgrade":true},"extensions":
{"alerts":{"initialized":true},"chrome_url_overrides":{},"install_signature":{"expire_date":"2022-04-22","ids":["pkedcjkdefgpdelpbcmbmeomcjbeemfm"],"invalid_ids":[],"s
alt":"DMapk0orxygXFlN3npw4oNnOp2/wGXKy4o

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3488

Entropy (8bit): 4.928575310368107

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13287911192004518","alternate_error_pages":{"backup":true},"autofill":{"orphan_rows_remov
ed":true},"browser":{"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_righ
t":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2717},"default_apps_install_state":2,"domain_diversity":{"last_rep
orting_timestamp":"13287911191986274"},"extensions":{"alerts":{"initialized":true},"chrome_url_overrides":{},"last_chrome_version":"92.0.4515.107"},"gcm":{"prod
uct_category_for_subtypes":"com.chrome.windows"},"google":{"services":{"signin_scoped_device_id":"43356448-aad4-4233-9299-7daa3ce17c90"}},"intl":{"selected_lang
uages":"en-US,en"},"invalidation":{"per_sender_topics_to_handler":{"1013309121859":{},"8181035976":{}}},"media":{"device_id_salt":"E118068DBBA52617FC9
6967EF863C424","engagement":{"schema_version":4}},

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4383

Entropy (8bit): 5.00847049223182

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13287911192004518","alternate_error_pages":{"backup":true},"autocomplete":{"retention_pol
icy_last_version":92},"autofill":{"orphan_rows_removed":true},"browser":{"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work
_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2717,"this_wee
k_services_downstream_foreground_kb":{"112189210":3,"115188287":45,"21145003":1051,"35565745":1,"5151071":2}},"default_apps_install_state":2,"domain_diversity":
{"last_reporting_timestamp":"13287911191986274"},"download":{"directory_upgrade":true},"extensions":{"alerts":{"initialized":true},"chrome_url_overrides":{},"la
st_chrome_version":"92.0.4515.107"},"gaia_cookie":{"changed_time":1643437594.352064,"hash":"2jmj7l5rSw0yVb/vlWAYkK/YBwk=","last_list_accounts_data":"[\"gaia.l.a
.r\",[]]"},"gcm":{"product_category_for_

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 15154

Entropy (8bit): 5.579574541037926

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\PreferencesNT (copy)

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\Preferences\ (copy)

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)
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SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287911191183256","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 15868

Entropy (8bit): 5.576866484764833

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287911191183256","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 15867

Entropy (8bit): 5.576890335851731

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287911191183256","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences9 (copy)

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\Secure Preferencesn (copy)

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1
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Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: MANIFEST-000001.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: MANIFEST-000001.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PGP\011Secret Key -

Category: dropped

Size (bytes): 41

Entropy (8bit): 4.704993772857998

Encrypted: false

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\00

0001.dbtmp

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\CURRENT

(copy)

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\MA

NIFEST-000001
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SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: .|.."....leveldb.BytewiseComparator......

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3488

Entropy (8bit): 4.928964305427713

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13287911192004518","alternate_error_pages":{"backup":true},"autofill":{"orphan_rows_remov
ed":true},"browser":{"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_righ
t":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2717},"default_apps_install_state":2,"domain_diversity":{"last_rep
orting_timestamp":"13287911191986274"},"extensions":{"alerts":{"initialized":true},"chrome_url_overrides":{},"last_chrome_version":"92.0.4515.107"},"gcm":{"prod
uct_category_for_subtypes":"com.chrome.windows"},"google":{"services":{"signin_scoped_device_id":"43356448-aad4-4233-9299-7daa3ce17c90"}},"intl":{"selected_lang
uages":"en-US,en"},"invalidation":{"per_sender_topics_to_handler":{"1013309121859":{},"8181035976":{}}},"media":{"device_id_salt":"E118068DBBA52617FC9
6967EF863C424","engagement":{"schema_version":4}},

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: modified

Size (bytes): 15868

Entropy (8bit): 5.576866484764833

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287911191183256","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 7803

Entropy (8bit): 5.652114691499885

Encrypted: false

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\a0c0019d-035e-47dc-ba49-5cddcf9729fd.tmp

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\b7591223-a5f6-4329-94b2-6501dfc4af03.tmp

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\d9e0040c-3299-4a5a-9d0f-7ab9938f6cc9.tmp
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SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13287911192004518","alternate_error_pages":{"backup":true},"autocomplete":{"retention_pol
icy_last_version":92},"autofill":{"orphan_rows_removed":true},"browser":{"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work
_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"this_week_number":2717,"this_wee
k_services_downstream_foreground_kb":{"112189210":3,"115188287":45,"21145003":1051,"35565745":1,"49601082":3,"50464499":1,"5151071":2,"54845618":26,"6
0744935":214,"88863520":1}},"default_apps_install_state":2,"devtools":{"adb_key":"MIIEvQIBADANBgkqhkiG9w0BAQEFAASCBKcwggSjAgEAAoIBAQC1vG8NAs
wuUBFHt5F2pOyduu7DpUDJ+iHNeS4ahZ0I309NIVTd8jKYHknr/7FE5Ppt38uS+zdkaANqwC81fTBvlvvu/EmWJNICUc3XPubGC+gZl8tV48lxm2/nW6EFBsV+ZIyj9n1N
jc80jGUX1E8No9SZEFhjX4ya4GygjwObuYOZv2GYButfO/mC6HI8UoWWRocW+BI7rUuCTGqdYfwVSgZ2Su3yC5v6135ewn7Pzcet

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: modified

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: MANIFEST-000006.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 15154

Entropy (8bit): 5.579574541037926

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287911191183256","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 106

Entropy (8bit): 3.138546519832722

Encrypted: false

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000006.dbtmp

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Default\e522abcb-6cfc-4b42-91dc-45514247a1bf.tmp

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Last Browser
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SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.G.o.o.g.l.e.\.C.h.r.o.m.e.\.A.p.p.l.i.c.a.t.i.o.n.\.c.h.r.o.m.e...e.x.e.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit): 2.873140679513133

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: 92.0.4515.107

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 96889

Entropy (8bit): 6.036255904359551

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"91.0.4472.77"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"user
":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.643437593187578e+12,"network":1.643405194e+12,"ticks":946083395.0,"uncertainty":3468041.0}},"os_crypt":{"encrypted_key":"RFB
BUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABBQ7WxpM2gT7fMNkY5iRxkAAAAAAIAAAAAABBmAAAAAQAAIAAAALDWDwoLRYqp0NkiPsTxUN2QcOPsitaJrda
cpo+ULE2PAAAAAA6AAAAAAgAAIAAAAOIeKQBWbQSCqXv1OSNS2lIZGHfAdJRwvbkapN4/FWvwMAAAAPz8I/w07KQb4Ut8ObsBGVgFwbuU88R362cCGZpNEtO
EILJDMaKWOA4Y9ejBRTt5kEAAAADq8RkIezfgqGPgEaEMkhoGd9qhyBeyucXcRUPEI7mgYIxaDt8C5FJrjkEhV5EOUcUmR2SCzqYelImLnfOlbhRQ"},"policy":{"las
t_statistics_update":"13287911190938786"},"profile":{"info_cache":{"Default":{"active_time":1643437591.911113,"avatar_icon":"chrom

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 96908

Entropy (8bit): 6.036579023041832

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Last Version

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Local State (copy)

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Local State. (copy)
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SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"91.0.4472.77"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"user
":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.643437593187578e+12,"network":1.643405194e+12,"ticks":946083395.0,"uncertainty":3468041.0}},"os_crypt":{"encrypted_key":"RFB
BUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABBQ7WxpM2gT7fMNkY5iRxkAAAAAAIAAAAAABBmAAAAAQAAIAAAALDWDwoLRYqp0NkiPsTxUN2QcOPsitaJrda
cpo+ULE2PAAAAAA6AAAAAAgAAIAAAAOIeKQBWbQSCqXv1OSNS2lIZGHfAdJRwvbkapN4/FWvwMAAAAPz8I/w07KQb4Ut8ObsBGVgFwbuU88R362cCGZpNEtO
EILJDMaKWOA4Y9ejBRTt5kEAAAADq8RkIezfgqGPgEaEMkhoGd9qhyBeyucXcRUPEI7mgYIxaDt8C5FJrjkEhV5EOUcUmR2SCzqYelImLnfOlbhRQ"},"policy":{"las
t_statistics_update":"13287911190938786"},"profile":{"info_cache":{"Default":{"active_time":1643437591.911113,"avatar_icon":"chrom

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 95480

Entropy (8bit): 3.7569990787342045

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: .t..............T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l.......puA...
c.:.\.p.r.o.g.r.a.m. .f.i.l.e.s. .(.x.8.6.).\.m.i.c.r.o.s.o.f.t. .o.n.e.d.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.......f.i.l.e.s.y.n.c.s.h.e.l.l.6.4...d.l.l.......M.i.c.r.o.s.o.f.t. .
O.n.e.D.r.i.v.e."...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n.....2.1...0.8.3...0.4.2.5...0.0.0.3.....T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.
n.e.D.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...NR8. ...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.7.-.Z.i.p.
\.7.-.z.i.p...d.l.l.......n\....%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.7.-.z.i.p.\.......7.-.z.i.p...d.l.l.......7.-.Z.i.p.......7.-.Z.i.p. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n.......1.9...0.0...............NR8.....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 98268

Entropy (8bit): 3.757885056975924

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: ................T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l.......puA...
c.:.\.p.r.o.g.r.a.m. .f.i.l.e.s. .(.x.8.6.).\.m.i.c.r.o.s.o.f.t. .o.n.e.d.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.......f.i.l.e.s.y.n.c.s.h.e.l.l.6.4...d.l.l.......M.i.c.r.o.s.o.f.t. .
O.n.e.D.r.i.v.e."...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n.....2.1...0.8.3...0.4.2.5...0.0.0.3.....T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.
n.e.D.r.i.v.e.\.2.1...0.8.3...0.4.2.5...0.0.0.3.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...NR8. ...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.7.-.Z.i.p.
\.7.-.z.i.p...d.l.l.......n\....%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.7.-.z.i.p.\.......7.-.z.i.p...d.l.l.......7.-.Z.i.p.......7.-.Z.i.p. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n.......1.9...0.0...............NR8.....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, from FAT filesystem (MS-DOS, OS/2, NT)

Category: dropped

Size (bytes): 3110

Entropy (8bit): 7.933903341619943

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\Module Info Cache\i (copy)

C:\Users\alfredo\AppData\Local\Google\Chrome\User Data\a91afdda-025c-4f01-af72-319a7226ac67.tmp

C:\Users\alfredo\AppData\Local\Temp\16125326-c92d-4d98-b37d-402ec8053a4a.tmp
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SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: ............ko.7......J...../..v....... ....zE.\+.T..f..%wW.$........p8/.....z..|a...}.#y.`.l..7Kr..T:'.UE,.&.i..Y............h...B.....gJ....%.\.?.f]1R..@3.jHA..eHi&.Q..`....g.__?'3^...@~X..a8.......
.....UN..%...&.F..K19".Y:.).L.L..WL..xxD>.P@ ...&'..j..)%.Q\..<!.3n.<#....;.gd2.LZ....x.m&.e.`&;.KX..."...<G....8.R.jsd....g.)..?.$=UVT...#.+g.!.......R..1..#D.k...3.Bj3iT.....*.M.
.L....}..S.K.....zi..n.A{......n..o.0j..q...w...3.7.N..].>...zK..sr1#.d..Tk..ckB...<....j.a.M1oe.9.jIQ.y+...6.....]....v.X.......q.....a>...2`.WV.v.'..~.3*.4.'8...hkT.H..9SOIF.%...;n.6.U....
i!...2v.9/.;.....R..8.(..L.b....aY2ps% ."...x.V..Y[.h.....^.........U.....p.'.&m.....6..%pWE....:..o.k...<.....5....j.I...*9...f..3.....-..0..D;......*S.td/...........^_.v.)y ..Uf..q>.v2...0....o....Y
%5;.5fn..{.......p_......B..V.......D.Y.l....q 3...sm.b..!..E....a. &.w.-.s..>..M_...`.0..k.!<SH...9$.....V.\A$..}..8....#`...,...3.W..k...\..xH.1).~.Y.L1.O...\.....k.....s..i+.....).0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, from FAT filesystem (MS-DOS, OS/2, NT)

Category: dropped

Size (bytes): 101891

Entropy (8bit): 7.9971613680976565

Encrypted: true

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: ............{..0......&xqH.....zyIBv9....=...+......I6....3#.l.@..9.s].W7...h4..H...7.^.........Bg.....`.;.S...P.............z.3.........9~.P..{..-.z........b.:......>..'....I8.......'v.M'E.?bA...N8.'.8I.._...<
v&.pT{.L'Ne...#.S!].T.-+...r)5.j.U.8q....X..VPo.....F.o..A.~~.?.w......eNJ..a)....i....:?._^..v.<=ei...i.......Q...8k......~j.c.W......~...Q.yq..^9..z.......S..b.E..L3|.9S.pa...a....5...J.\.
2l..s..4.....S.u..o.|.Q.K.0.=........0....xj.4....Mie..C..3..... ..........WN........4Vs.B..N.bD...VK%...mb...{{....pd..7..G.....}.J;"..4,.......A.R|0d..)..M......;;.8.h.C.u..pkM..Z@.......r..U....H..
.],..l:~p..8`....3....5.*.t../S{.{`.^kB=f......ZR..L.$t..D%I..xB../.{rb..h8.!.........Z.0........{PuK%Vv...RR.*.......j.vw.[B..$..|&..eZEW.Z[&..d>.o......@..t.z.O.12C......Kk..oS.[.0.M...<.z
q#*g.r......"0+.[.....Tb.E....F...U..U0...G.........t!.+...&K.@.N.#R.]...+.;.M[..x,...J.l........&y.n.....j>..0.|W.+.S.0X.S.E..L....R.....W.u.g.S.&^.g..N/..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, from FAT filesystem (MS-DOS, OS/2, NT)

Category: dropped

Size (bytes): 5168

Entropy (8bit): 7.956694278195136

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: ...........[ks.8..._.........#..,.G..8.;.55;.%..&5$e...... )..d.._...%.....s.....+..Uv}...]rq......luK.).zJh..3.&..Uu...W...s.H. .MV..\U3Ef.\.|...TU.9.z )I...u.+.g3U`Zs.6d...JiJ.rU.IV.".'L|8
.d..j.J..q.....O."..<,...n...~|E.dV.u.O..'"...e.uyJ?..?]~.?.......M.,.7...j.,.fz].. >+o.gz....<^(5.Jg_.Ap.U.i............?.8....,..*.*./.iQ..8......A.DO/....?.~..N.~a.-..g.N~.......o.^...L.mW.]:{.....
./........[VkTu[wki.gK...;-.<...\.".3]..}V...)9i.V.P="m?......V.i...7..S.U.d..(..\....g....bU.....}........P9$.A...N..ckV..Qz..A....7..{pd.f.7....}6on.....7J;...Y..l>W...H.Z.........j.......
Wk9vj+V.W.zAm.....P.oYo..|........}.g.^.p...Z....l%cT|LN3..H......{...~.J.%.!k.(.)..."....q.%.V.. d..MZ.`......o..m3....1.../..jeH........Q....X...j..o..|.o.r..nVw._...9 .......o...l....!...{....xU5..
}.x.I..3.vT%z.k..o..........^.S*.t(....+r\.u<...G.`.........g...r..?...}7.=.....c~.F.e..w.v$sC/.B.p.D~..J...:....7Vl3w...s.-"......]+..KO.~....%.I..?.&.o...\?.9..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 74507

Entropy (8bit): 4.3046954895304115

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

C:\Users\alfredo\AppData\Local\Temp\1ed06a14-9a3f-4db5-a7fc-29e7cca4b83e.tmp

C:\Users\alfredo\AppData\Local\Temp\1fb7fa2c-e19c-410f-9829-940f6d493e59.tmp

C:\Users\alfredo\AppData\Local\Temp\488990eb-e4a9-46f3-8c0f-d23d3877f267.tmp
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SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {."version": 3,."mappings": "AAAA;;;;;;;;GAQG;AAOH,oBAAoB;ACfpB,UAAU;ADkBT,SAAoB;EEDpB,OAAO,EAAE,YAAY;EACrB,cAAc,EAAE,MAAM;ECfnB,iBAAoB,EAAE
,8BAAS;EAejC,SAAY,EAAE,8BAAS;EDNxB,UAAU,EAAE,wBAAwB;ECTjC,2BAAoB,EAAE,IAAS;EAejC,mBAAY,EAAE,IAAS;EAfrB,2BAAoB,EAAE,SAAS;EAejC,mBAA
Y,EAAE,SAAS;;AFZxB,kDAES;EELN,iBAAoB,EAAE,UAAS;EAejC,SAAY,EAAE,UAAS;;;AClBzB,YAAY;AJyBX,WAAsB;EERtB,OAAO,EAAE,YAAY;EACrB,cAAc,EAAE
,MAAM;ECfnB,iBAAoB,EAAE,8BAAS;EAejC,SAAY,EAAE,8BAAS;EDNxB,UAAU,EAAE,wBAAwB;ECTjC,2BAAoB,EAAE,IAAS;EAejC,mBAAY,EAAE,IAAS;EAfrB,2BAA
oB,EAAE,SAAS;EAejC,mBAAY,EAAE,SAAS;;ACZxB,wDAES;EDLN,iBAAoB,EAAE,UAAS;EAejC,SAAY,EAAE,UAAS;;;AElBzB,WAAW;AFwBP,4BAEC;EExBJ,GAAI;IF
CD,iBAAoB,EAAE,UAAS;IAejC,SAAY,EAAE,UAAS;;EEZxB,GAAI;IFHD,iBAAoB,EAAE,UAAS;IAejC,SAAY,EAAE,UAAS;;;AA6BvB,oBAEC;EE/CF,GAAI;IFCD,iBA
AoB,EAAE,UAAS;IAejC,SAAY,EAAE,UAAS;;EEZxB,GAAI;IFHD,iBAAoB,EAAE,UAAS;IAejC,SAAY,EAAE,UAAS;;;AHcxB,UAAqB;EEfrB,OAAO,EAAE,YAAY;EACrB
,cAAc,EAAE,MAAM;ECfnB,iBAAoB,EAAE,8BAAS;EAejC,SAAY,EAAE,8BAAS;EDNxB,UAAU,EAAE,wB

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 112587

Entropy (8bit): 5.242047368139822

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"version":3,"file":"popper.min.js","sources":["../../src/utils/isFunction.js","../../src/utils/getStyleComputedProperty.js","../../src/utils/getParentNode.js","../../src/utils/get
ScrollParent.js","../../src/utils/getOffsetParent.js","../../src/utils/isOffsetContainer.js","../../src/utils/getRoot.js","../../src/utils/findCommonOffsetParent.js","../../src/utils/getScro
ll.js","../../src/utils/includeScroll.js","../../src/utils/getBordersSize.js","../../src/utils/getWindowSizes.js","../../src/utils/getClientRect.js","../../src/utils/getBoundingClientRect.js
","../../src/utils/getOffsetRectRelativeToArbitraryNode.js","../../src/utils/getViewportOffsetRectRelativeToArtbitraryNode.js","../../src/utils/isFixed.js","../../src/utils/getBoun
daries.js","../../src/utils/computeAutoPlacement.js","../../src/utils/getReferenceOffsets.js","../../src/utils/getOuterSizes.js","../../src/utils/getOppositePlacement.js","../../sr
c/utils/getPopperOffsets.js","../../src/utils/find.js","../../src/utils/findInde

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3034

Entropy (8bit): 5.876664552417901

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJfcGxhdGZvcm1fc3BlY2lmaWMveDg2XzY0L3BuYWNsX3B1YmxpY19wbmFjbF9qc29uIiwicm9vdF9oYXNoIjoiVkNUSHNJVHNUSXVncWNhV2ctWHVpTU1
sdWloV1FSTE1sQnpTTGprdGhETSJ9LHsicGF0aCI6Il9wbGF0Zm9ybV9zcGVjaWZpYy94ODZfNjQvcG5hY2xfcHVibGljX3g4Nl82NF9jcnRiZWdpbl9mb3JfZWhfbyIsI
nJvb3RfaGFzaCI6ImxINWt2a1BvSVZZczZKVHhyOHc5Q2MxXzloVEJCX3lVSlF6VDZseVVNd0kifSx7InBhdGgiOiJfcGxhdGZvcm1fc3BlY2lmaWMveDg2XzY0L3BuYWN
sX3B1YmxpY194ODZfNjRfY3J0YmVnaW5fbyIsInJvb3RfaGFzaCI6IkVuLVFQTW1HUm1xbG9Ud1gzOTAzckpsMkw0R25sQmdET1FhZlNKaHJ4Nk0ifSx7InBhdGgiOiJfc
GxhdGZvcm1fc3BlY2lmaWMveDg2XzY0L3BuYWNsX3B1YmxpY194ODZfNjRfY3J0ZW5kX28iLCJyb290X2hhc2giOiJkT2lJVzRmdEdGNW9FY0k1UXYyYjBmd
XNrUlYyaUVtdmxhbmV6MlpFc3VvIn0seyJwYXRoIjoiX3BsYXRmb3JtX3NwZWNpZmljL3g4Nl82NC9wbmFjbF9wdWJsaWNfeDg2XzY0X2xkX25leGUiLCJyb290X2hhc2g
iOiIzNEU5QU9EMmpqLWNoMzZQZ0NVV0YtMUpYWVhVdlNGY1I4bks1aWppcWNjIn0seyJwYXRoIjoiX3B

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 507

Entropy (8bit): 4.68252584617246

C:\Users\alfredo\AppData\Local\Temp\6979b419-e506-45e5-9dec-1c934e3b5149.tmp

C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\_metadata\verified_contents.json

C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\_platform_specific\x86_64\pnacl_public_pnacl_json
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Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {.    "COMMENT": [.        "This file serves as a template for the resource info description used by ", .        "the NaCl Chrome plugin.  It is kept in the NaCl repository to 
prevent ", .        "hard-coding of NaCl-specific information inside the Chrome repository.".    ], .    "abi-version": 1, .    "pnacl-arch": "x86-64", .    "pnacl-ld-name": "ld.nexe", 
.    "pnacl-llc-name": "pnacl-llc.nexe", .    "pnacl-sz-name": "pnacl-sz.nexe", .    "pnacl-version": "5dfe030a71ca66e72c5719ef5034c2ed24706c43".}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped

Category: dropped

Size (bytes): 2712

Entropy (8bit): 3.4025803725190906

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: .ELF..............>.................................@.....@.......................................PH.......,$J.l=....J.$<A[..@.A...M..A..ffffff..................PH......,$J.l=....J.$<A[..D..A...M..A..ffffff..............
....PH..1..,$J.l=....J.$<A[.......A...M..A..ffffff..................PH..SP..h.........fff...................h.........fff.............J.$<[.,$J.l=....J.$<.....f......................................................................
...............................................................................................................NaCl....x86-64...........zR..x......................@....C....C.........8.......@....C....C.........T.......@....C....C
.........p.......`....C....C..B...... .......................<...............@.......X.......................t........................clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-
clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pna

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped

Category: dropped

Size (bytes): 2776

Entropy (8bit): 3.5335802354066246

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: .ELF..............>.....................X...........@.....@.......................................PH.......,$J.l=....J.$<A[..@.A...M..A..ffffff..................PH......,$J.l=....J.$<A[..D..A...M..A..ffffff..............
....PH..1..,$J.l=....J.$<A[.......A...M..A..ffffff..................PH..,$J.l=....J.$<A[f........A...M..A..ffffff..................PH..,$J.l=....J.$<A[f........A...M..A..ffffff..................PH..SP..h.......
..fff.............J.$<[.,$J.l=....J.$<.....f.K...............`.......P.......................z...................................NaCl....x86-64...clang version 3.7.0 (https://chromium.googlesource.com
/a/native_client/pnacl-clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-llvm.git 7251d5b59fca15195c9
4a3a7da70f0081724448f)............zR..x......................@....C....C.........8.......@....C....C.........T.......@....C....C.........p.......@....C....C.................@....C....C.................@...

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped

Category: dropped

Size (bytes): 1520

Entropy (8bit): 2.799960074375893

Encrypted: false

SSDEEP:

C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_for_eh_o

C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_o

C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\_platform_specific\x86_64\pnacl_public_x86_64_crtend_o
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MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: .ELF..............>.................................@.....@.........................NaCl....x86-64.......clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git 
ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-llvm.git 7251d5b59fca15195c94a3a7da70f0081724448f
)...text..comment..bss..group..note.GNU-stack..eh_frame..shstrtab..strtab..symtab..data..note.NaCl.ABI.x86-64.......................................................!...................................
.............................................................................................................................................................../../../pnacl/support/crtend.c.__EH_FRAME_END__.........................
......................................................................@...............................................................H.......................................P.......................H...............................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[sha1]=7511538a3a6a0b862c772eace49075ed1bbe2377, stripped

Category: dropped

Size (bytes): 2163864

Entropy (8bit): 6.07050487397106

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: low

Preview: .ELF..............>..... .......@.........!.........@.8...@......................................................................................................................................................{......W.................................
..............@.......@...............P.td.....h.......h.......h......4b......4b..............Q.td................................................................NaCl....x86-64..............GNU.u.S.:j..,w...u...#w.......
?......Y@.......@......1@......B@......P@.....@X@.....``@......h@.....pp@.....H.@.......@.......@.......@.......@.......@....`..@.......@.......A.......A......................p................@.......
.......?.......A.........5.....?5.5...?.5.....?......P9..............PC.......?......0@................aCoc...?..`.(..?.y.P.D.?<.s..O.u......$@.......@...............@........................................ ... ....... 
.......@...`...`...`...`...................`...`...`...`...`...`...`...................................`...

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 40552

Entropy (8bit): 4.127255967843258

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: !<arch>./               0           0     0     0       624       `...................,...8...Z(..e...e...t...t...y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`..y`........................fmod.fmodf.memcmp.
memcpy.memmove.memset.__nacl_read_tp.__pnacl_init_irt.longjmp.setjmp.__Sz_fptosi_f32_i64.__Sz_fptosi_f64_i64.__Sz_fptoui_f32_i32.__Sz_fptoui_f32_i64._
_Sz_fptoui_f64_i32.__Sz_fptoui_f64_i64.__Sz_sitofp_i64_f32.__Sz_sitofp_i64_f64.__Sz_uitofp_i32_f32.__Sz_uitofp_i32_f64.__Sz_uitofp_i64_f32.__Sz_uitofp_i64_f64.n
acl_tp_tdb_offset.nacl_tp_tls_offset.__Sz_bitcast_16xi1_i16.__Sz_bitcast_8xi1_i8.__Sz_bitcast_i16_16xi1.__Sz_bitcast_i8_8xi1.__Sz_fptoui_4xi32_f32.__Sz_uitofp_4
xi32_4xf32..e_fmod.o/       0           0     0     644     2792      `..ELF..............>.....................(...........@.....@.......................................PH..AVAUATSfI.~.M..I.. E....@.
A......D..D1.......8fI.~.M.....I.. E..A......D..D..t.D....D..f....D..=....r...Y...^.[A\A]A^..@..,$J.l=....J.$<A[A...M..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 132784

Entropy (8bit): 3.6998481247844937

C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\_platform_specific\x86_64\pnacl_public_x86_64_ld_nexe

C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\_platform_specific\x86_64\pnacl_public_x86_64_libcrt_platform_a

C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\_platform_specific\x86_64\pnacl_public_x86_64_libgcc_a
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Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: !<arch>./               0           0     0     0       942       `....;...|.......4...x..#...-...4l..E...M...U...]...n...u...~X...4.......................L......................t...p...............`......"...*...1...:...D...K...T
...\...d...r|..|0.......x...........L.......\...8..........................__clzti2.__compilerrt_fmax.__compilerrt_fmaxf.__compilerrt_logb.__compilerrt_logbf.__ctzti2.__divdc3.__divdi3.__div
moddi4.__divmodsi4.__divsc3.__divsi3.__divti3.__fixdfdi.__fixdfsi.__fixdfti.__fixsfdi.__fixsfsi.__fixsfti.__fixunsdfdi.__fixunsdfsi.__fixunsdfti.__fixunssfdi.__fixunssfsi
.__fixunssfti.__floatdidf.__floatdisf.__floatsidf.__floatsisf.__floattidf.__floattisf.__floatundidf.__floatundisf.__floatunsidf.__floatunsisf.__floatuntidf.__floatuntisf.compilerrt
_abort_impl.__moddi3.__modsi3.__modti3.__muldc3.__muloti4.__mulsc3.__multi3.__popcountdi2.__popcountsi2.__popcountti2.__powidf2.__powisf2.__udivdi3.__
udivmoddi4.__udivmodsi4.__udivmodti4.__udivsi3.__udivti3.__umoddi3.__umodsi3.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 13514

Entropy (8bit): 3.8217211433441904

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: !<arch>./               0           0     0     0       94        `................._pnacl_wrapper_start.__pnacl_real_irt_query_func.__pnacl_wrap_irt_query_func..shim_entry.o/   0           
0     0     644     7392      `..ELF..............>..................... ...........@.....@.........................NaCl....x86-64..................................A.L....A.L...D...........D....A.....t+.. u..t"..A.D.....
.....A... .....A.D...........f..D..<.......................Q.......................V.......................clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git ce163f
dd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-llvm.git 7251d5b59fca15195c94a3a7da70f0081724448f).../../
ppapi/native_client/src/untrusted/pnacl_irt_shim/shim_entry.c./mnt/data/b/build/slave/sdk/build/src/out_pnacl/x64.NACL_STARTUP_FINI.NACL_STARTUP_ENVC.
NACL_STARTUP_ARGC.NACL_STARTUP_ARGV.NaClStartupInfoIndex.unsigned int.size_t.char.TYPE_na

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: current ar archive

Category: dropped

Size (bytes): 2078

Entropy (8bit): 3.21751839673526

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: !<arch>./               0           0     0     0       30        `........._pnacl_wrapper_start..//                                              20        `.dummy_shim_entry.o/./0              0           0   
  0     644     1840      `..ELF..............>.................................@.....@.......................................PH..,$J.l=....J.$<.....f..D......................................NaCl....x86-64...clang version 
3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native
_client/pnacl-llvm.git 7251d5b59fca15195c94a3a7da70f0081724448f)............zR..x...................... ....C....C..... .........................rela.text..comment..bss..group..note.GNU-
stack..rela.eh_frame..shstrtab..strtab..symtab..data..note.NaCl.ABI.x86-64.....................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[sha1]=309d6d3d463e6b1b0690f39eb226b1e4c469b2ce, stripped

Category: dropped

Size (bytes): 14091416

C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_a

C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_dummy_a

C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_llc_nexe
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Entropy (8bit): 5.928868737447095

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: low

Preview: .ELF..............>..... .......@...................@.8...@...............$.....................................................................................................................!.......!......'......G...................................
............@.......@...............P.td............................D.......D...............Q.td................................................................NaCl....x86-64..............GNU.0.m=F>k....&...i......................
..0C......0C..0C..0E..............0C......0E.-DT.!.?.-DT.!.........................?........-DT.!...-DT.!.?.......?......................?..............?."..."..."..."......@.......`...................... ...@...`.................
..... ...@...`...................... ...@...`...................... ...@...`.......................................`... ...@...`...........`...`.......@...@....... ....1..`3.. 4..`-..`-...:...:...F..@H..`H...H...F...F...G...H.. H.
..F..@G...I.. I..@I..@G...G...I...I...J...G..`I..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.928261499316817

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: 1.6f6bc93dcd62dc251850d2ff458fda96083ceb7fbe8eeb11248b8485ef2aea23

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 573

Entropy (8bit): 4.859567579783832

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {."update_url": "https://clients2.google.com/service/update2/crx",..  "description": "Portable Native Client Translator Multi-CRX",.  "name": "PNaCl Translator Multi-CRX",.  
"manifest_version": 2,.  "minimum_chrome_version": "30.0.0.0",.  "version": "0.57.44.2492",.  "platforms": [.    {.      "nacl_arch": "x86-32",.      "sub_package_path": "_plat
form_specific/x86_32/".    },.    {.      "nacl_arch": "x86-64",.      "sub_package_path": "_platform_specific/x86_64/".    },.    {.      "nacl_arch": "arm",.      "sub_package_pa
th": "_platform_specific/arm/".    }.  ].}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit): 7.963657412635355

Encrypted: false

C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\manifest.fingerprint

C:\Users\alfredo\AppData\Local\Temp\7612_2096733677\manifest.json

C:\Users\alfredo\AppData\Local\Temp\820039c0-38f3-43b6-86d0-13ea266c495e.tmp
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https://www.metadefender.com/#!/results/file/bzIyMDExMHdiVFBFTEVaY1VReDQ0dXp0c3g/regular/analysis


SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........\..F!...b...l5....zJ.q.......L].....w[T0.6....E.....r..%Z.vFm.9..5!,.~g5...;.t...']....+A.....u..
..k...e..&..l.6r[yU...%..f.......N..V.....<+.....l..}.{...z...)y.n..'..).....,.b....5.08K%..O.g..D.S.F5o..<(....>....\f..X..I..2."l...w....7f|.~.c.4.E.......0..0...*.H............0.......).'..b.*$w\$.q&.]zF_2..
;...?.U,...W..L1.2...R..#....W.....c1k.$W..$.J....+M!.Hz.n`U.I)N.|b.l....{.K@]6.LlP/....](.A..................I...).H....IQ.y.;MG.d..ix..#f.Z$|..|.?...0K...t"i..s...Y..%.Ky....0...{.!+.~v.;....J.....Z
....).(6..@?v.;~..2..c....[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...F0D. .0...|!..A..L.+.=...kP.!.1..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, from FAT filesystem (MS-DOS, OS/2, NT)

Category: dropped

Size (bytes): 28748

Entropy (8bit): 7.9918576871001425

Encrypted: true

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: ...........Zms.6..._..p..[.(.b[...M....N{..t ...S.......v...H.q.g:....]...p..6I8_d...C.\p.X$.2.p.g.8I}8.".D)$<..O...}.J9.3..a.i.'...x.....5O...x......I.M.!.'\.l.2.0.cN.fq....\......7..,......>.p...w&.
KS.......(O.V>......O.r..V~J.`....U(..Y..MIy..w..g0e......D.,L..y..N.+..._....O.h.]...V....r................O.|.:....Li..>COy......N.h.......R....Q%.,Xr.y...G8=.A....!8(..L....c....sA....t.Vl:...v...G
;...^.l...#.t.>...k..d..kr...B......Pb.0*..!..;9.....:~....j;....j.*O..!B......?....^.]....;...[.g.B...%..'.7;.9.>..gP. p8...:.5l.Y.....Jp..R,.?..b..8O......h.X(..G.).Cz.C..%....x.ET.....AEi.../..0.. ....k.*t..
.wl..e...H.i.F.....?.....z...?..........(../.O..R.?.4..7...j ..Q.....l..ob!..A..j...@..!).....K...MW.U.N.......W..Bh'8.'.y....Y.[o...PI..W.*...i...r.e..=.k^.WC..Uy.j..687^.z.#u5.4O...........-j.j3..L.
1..F...8.......@l.9.c.aGC.R.&..j.Q-av?...[4.E..T8....u..+9.<.n.Qw.D..N..S..3.D...... .%C.j.7.Y.s(.0wq.ZI.#''#..[K.GJ ....4.....?

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, from FAT filesystem (MS-DOS, OS/2, NT)

Category: dropped

Size (bytes): 82480

Entropy (8bit): 7.997257675624181

Encrypted: true

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: ...........}.v....?.......$...a4.c'.xI..:.$AJ..h..K..SU.H...w.7.L..E...P...`...Je{8..w...#*..d6...n0.....l...'......_.....L..^$..n..c..5.aG.?.7V.n...&.2....t....9..g.p...l..`b.7.....J..Q)..^.A2.4o..@.
....f..Vk/\..X,.,..|.z=..r...pZ.D......H..]1i.._.Y.X.B.......c~]....!.:.C..&:.......N..}....;...5.2..&.a.{.;.I..=3. /..hxY........U...M..kh{.pl..0..j......y...Z...|..}.........3.CQ.6......5RuUT..oe."..B....8a..
;p.....>.OF...._.5..Fi[.7..V.....Z.j.J.Z.8.X.s....[...2[Y..A2o{......~T..f...T...C...p8...l......w..Y.d.p..o%.ur...=........Dx.]..A..._x...."1....Q.}..C.. #..tx.3p...K..$..,2ZC.E.@.d..!.M..a....G(\...
k.`q.y.Z..~.N.c.0U...l.l..........0.,.Y...jL@.U.h..w.b..;..}....1...\..L..O...v..G"J.6.f..3$?~.%....._.>..KSq.r...._.z...v#..V...m..dz..Yf.ij6.@.D.F..Hw.::..j..U;.....`S;Env3.WS./.........s.
.J...1...k..&..(`P"Y..@..(.l[.Zhc...l]z...!...`W....Xa?..-...14..b..2...h..U;....SGA.9a}4.t.@J..(:.P...p!0..h...e..c.c.>....;...t...'b.^.>..s.~

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 161998

Entropy (8bit): 5.277489472617139

Encrypted: false

C:\Users\alfredo\AppData\Local\Temp\b9f31c97-9497-4944-98c6-6ca189e6c519.tmp

C:\Users\alfredo\AppData\Local\Temp\c84d928a-d60c-492a-a1af-65c9d2ed4b04.tmp

C:\Users\alfredo\AppData\Local\Temp\d5ada7e0-51a6-45df-bad7-9590fbb9d791.tmp
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SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"version":3,"sources":["../../rollupPluginBabelHelpers","../../js/src/util.js","../../js/src/alert.js","../../js/src/button.js","../../js/src/carousel.js","../../js/src/collapse.js","../../js/src/dro
pdown.js","../../js/src/modal.js","../../js/src/tooltip.js","../../js/src/popover.js","../../js/src/scrollspy.js","../../js/src/tab.js","../../js/src/index.js"],"names":["_defineProperties",
"target","props","i","length","descriptor","enumerable","configurable","writable","Object","defineProperty","key","_createClass","Constructor","protoProps","staticProps",
"prototype","_extends","assign","arguments","source","hasOwnProperty","call","apply","this","$","NAME","DATA_KEY","EVENT_KEY","JQUERY_NO_CONFLICT","Ev
ent","ClassName","Alert","DATA_API_KEY","Selector","Button","Util","transition","transitionEndEmulator","duration","called","one","TRANSITION_END","triggerTrans
itionEnd","_this","prefix","Math","random","document","getElementById","element","selector","getAttribute","charAt","escapeSelecto

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 551641

Entropy (8bit): 5.204154822733102

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"version":3,"sources":["../../scss/bootstrap.scss","../../scss/_root.scss","../../scss/_reboot.scss","dist/css/bootstrap.css","bootstrap.css","../../scss/mixins/_hover.scss","../.
./scss/_type.scss","../../scss/mixins/_lists.scss","../../scss/_images.scss","../../scss/mixins/_image.scss","../../scss/mixins/_border-radius.scss","../../scss/_code.scss","../../
scss/_grid.scss","../../scss/mixins/_grid.scss","../../scss/mixins/_breakpoints.scss","../../scss/mixins/_grid-framework.scss","../../scss/_tables.scss","../../scss/mixins/_table-r
ow.scss","../../scss/_forms.scss","../../scss/mixins/_transition.scss","../../scss/mixins/_forms.scss","../../scss/mixins/_gradients.scss","../../scss/_buttons.scss","../../scss/mi
xins/_buttons.scss","../../scss/_transitions.scss","../../scss/_dropdown.scss","../../scss/mixins/_caret.scss","../../scss/mixins/_nav-divider.scss","../../scss/_button-g
roup.scss","../../scss/_input-group.scss","../../scss/_custom-forms.scss","../../scss/_nav.scss","../../scss/_

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, from FAT filesystem (MS-DOS, OS/2, NT)

Category: dropped

Size (bytes): 137567

Entropy (8bit): 7.997089986576034

Encrypted: true

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: ...........{..6.0..>...dD.r..F...q..=q...vSZ.e&..%)_j....\...E........6...`0......v6...0..sS.&A-I..u.S...z.Dg.~p....u...G.m.i...s.....7p:.]..9.__.........s....e.`.F..$Cf.R;un....{i..~7m......7qp...o;.
...&.-rm.. 1..A.:-...u8=....;.\...50..{..u.3{.......K...._....'u.K.=...FI..9.:!j{.7n... =w. ...n..'s,.z.y. `.h.y.['...q..9.u...Z{.z....%A..!./WY..).*.s7..g.xI.......fD.....l.|..|jF@.Y...!9.&s.%W"..^.....I.... 
...P87...T..O....nk..#..M..z...N..nY..X\[gQ<:...;q._..Di..h}..q....6..t....u.>!..h.DC...wk....I VR.I....}.&Q...q.W.C...%.f.....a.OBO....'.x2Mk$m..X.[u.."l..*..cj.......9d<.1....F..~L...4..{z.
......P`...O&.k..].8...$...J .....{f.:...@..........n.mm..,..;vC/.Q.....0.c..".?tZ.d....^w......xG']`..{.n..w.F.......i..d...{.1p.5(<.......49...A/......F.I4.F....4c..9Q.J2..l.Z........Uh^..>.....h.#.q.........
......T......@j..H..3.HG....uU.~Bs\....Y}..%.H....a......u^.......70. ?}.B.Y.tA.zA. ....{.B...y}..>w`..N.....G..J...I..<.E.5.Y'..........~..g..a....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 826470

Entropy (8bit): 7.993386298864445

C:\Users\alfredo\AppData\Local\Temp\e1088b87-1776-48c3-87e8-cc666eeefc03.tmp

C:\Users\alfredo\AppData\Local\Temp\ee010154-e4b4-46cc-b86b-455c5b59bba4.tmp

C:\Users\alfredo\AppData\Local\Temp\fac369e9-fccf-40a2-910d-a6971692204e.tmp
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Encrypted: true

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........b.._..+.........e..'.q<.iJ............]m.......L.3..O....u{..+..&..;....]..)....b._.Ut._........B
.Q.X.C.._....,...x.^........8B..n....}. Q.u;..>6....B......a...Y..j1.<..b...m..@...y..&.".7..+a%{`..|...).:.7j.*k.0...(7...U.4Q.b'.._;.e.z...v.......0..0...*.H............0.......Mbh=.[O}.+..U.KHF(n3.
\"...,g.c...6)..(.E...U...#.i.a..:...N.....P...x.O...(mC;|.5.S.{m.aEx...[..fP.i`.y..5..R....v.$......l-m...........e8....:._i..4.r#...@3.F.:...!0...{..s............)v3-....S.G.I.;......c$.*......-...p&..,.......i)
{G....6.L?.....c............[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...H0F.!..\...`.M..\..3......2g.7.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 18473

Entropy (8bit): 4.9869434152242516

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u12ed\u1273\u1230\u122b\u120d"}, "1213957982723875920": {"message": "\u12a8\u121a\u12a8\u1270\u1209\u1275 \u12cd
\u1235\u1325 \u12e8\u1275\u129b\u12cd\u1295 \u1290\u12cd \u12e8\u12a5\u122d\u1235\u12ce\u1295 \u12a0\u12cd\u1273\u1228 \u1218\u1228\u1265 \u1260\u12f0
\u1295\u1265 \u12e8\u121a\u1308\u120d\u1338\u12cd?"}, "128276876460319075": {"message": "\u12e8\u1218\u1223\u122a\u12eb \u130d\u129d\u1275"}, "1428448
869078126731": {"message": "\u12e8\u126a\u12f2\u12ee \u1208\u1235\u120b\u1233\u1290\u1275"}, "1522140683318860351": {"message": "\u130d\u1295\u1299\u1
290\u1275 \u12a0\u120d\u1270\u1233\u12ab\u121d\u1362 \u12a5\u1263\u12ad\u12ce \u12a5\u1295\u12f0\u1308\u1293 \u12ed\u121e\u12ad\u1229\u1362"}, "155090
4064710828958": {"message": "\u1208\u1235\u120b\u1233"}, "1636686747687494376": {"message": "\u1260\u1323\u121d \u12a0\u122a\u134d"}, "180276274658945
7177": {"message": "\u12f5\u121d\u133d"}, "1850397500312020388": {"message": "\u1260$START_LINK$Goog

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 21121

Entropy (8bit): 4.796131094067549

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u064a\u062a\u0648\u0642\u0641"}, "1213957982723875920": {"message": "\u0623\u064a \u0645\u0646 \u0627\u0644\u063
9\u0628\u0627\u0631\u0627\u062a \u0627\u0644\u062a\u0627\u0644\u064a\u0629 \u062a\u0645\u062b\u0644 \u0623\u0641\u0636\u0644 \u0648\u0635\u0641 \u0644
\u0634\u0628\u0643\u062a\u0643\u061f"}, "128276876460319075": {"message": "\u0627\u0643\u062a\u0634\u0627\u0641 \u0627\u0644\u0623\u062c\u0647\u0632\u
0629"}, "1428448869078126731": {"message": "\u0633\u0644\u0627\u0633\u0629 \u0627\u0644\u0641\u064a\u062f\u064a\u0648"}, "1522140683318860351": {"mess
age": "\u062a\u0639\u0630\u0651\u0631 \u0627\u0644\u0627\u062a\u0635\u0627\u0644. \u064a\u0631\u062c\u0649 \u0627\u0644\u0645\u062d\u0627\u0648\u0644\
u0629 \u0645\u0631\u0629 \u0623\u062e\u0631\u0649."}, "1550904064710828958": {"message": "\u0633\u0644\u0633"}, "1636686747687494376": {"message": "\u
0645\u0645\u062a\u0627\u0632\u0629"}, "1802762746589457177": {"message": "\u0645\u0633\u062a\u0648\u

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\am\messages.json

C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\ar\messages.json

C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\bg\messages.json
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Size (bytes): 25000

Entropy (8bit): 4.535060829860544

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u0411\u043b\u043e\u043a\u0438\u0440\u0430"}, "1213957982723875920": {"message": "\u041a\u043e\u0435 \u043e\u0442 
\u0441\u043b\u0435\u0434\u043d\u0438\u0442\u0435 \u0442\u0432\u044a\u0440\u0434\u0435\u043d\u0438\u044f \u043e\u043f\u0438\u0441\u0432\u0430 \u043d\u
0430\u0439-\u0434\u043e\u0431\u0440\u0435 \u043c\u0440\u0435\u0436\u0430\u0442\u0430 \u0432\u0438?"}, "128276876460319075": {"message": "\u041e\u0442\
u043a\u0440\u0438\u0432\u0430\u043d\u0435 \u043d\u0430 \u0443\u0441\u0442\u0440\u043e\u0439\u0441\u0442\u0432\u0430"}, "1428448869078126731": 
{"message": "\u041f\u043b\u0430\u0432\u043d\u043e\u0441\u0442 \u043d\u0430 \u043a\u0430\u0440\u0442\u0438\u043d\u0430\u0442\u0430"}, "15221406833188
60351": {"message": "\u0421\u0432\u044a\u0440\u0437\u0432\u0430\u043d\u0435\u0442\u043e \u043d\u0435 \u0431\u0435 \u0443\u0441\u043f\u0435\u0448\u043d
\u043e. \u041c\u043e\u043b\u044f, \u043e\u043f\u0438\u0442\u0430\u0439\u0442\u0435 \u043e\u0442\u043d\u043e\u0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 23180

Entropy (8bit): 4.769299509094144

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u09a5\u09c7\u09ae\u09c7 \u09af\u09be\u09df"}, "1213957982723875920": {"message": "\u09a8\u09bf\u099a\u09c7\u09b0 
\u0995\u09cb\u09a8\u0997\u09c1\u09b2\u09bf \u0986\u09aa\u09a8\u09be\u09b0 \u09a8\u09c7\u099f\u0993\u09df\u09be\u09b0\u09cd\u0995\u0995\u09c7 \u09b8\u
09ac\u09a5\u09c7\u0995\u09c7 \u09ad\u09be\u09b2\u09ad\u09be\u09ac\u09c7 \u09ac\u09b0\u09cd\u09a3\u09a8\u09be \u0995\u09b0\u09c7?"}, "12827687646031907
5": {"message": "\u09a1\u09bf\u09ad\u09be\u0987\u09b8 \u0986\u09ac\u09bf\u09b7\u09cd\u0995\u09be\u09b0"}, "1428448869078126731": {"message": "\u09ad\u
09bf\u09a1\u09bf\u0993\u09b0 \u09b8\u09cd\u09ac\u099a\u09cd\u099b\u09a8\u09cd\u09a6 \u0997\u09a4\u09bf"}, "1522140683318860351": {"message": "\u09b8\u
0982\u09af\u09cb\u0997 \u0995\u09b0\u09a4\u09c7 \u09ac\u09cd\u09af\u09b0\u09cd\u09a5 \u09b9\u09af\u09bc\u09c7\u099b\u09c7\u0964 \u09a6\u09df\u09be \u0
995\u09b0\u09c7 \u0986\u09ac\u09be\u09b0 \u099a\u09c7\u09b7\u09cd\u099f\u09be \u0995\u09b0\u09c1\u09

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 12583

Entropy (8bit): 5.5137784190149866

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Es congela"}, "1213957982723875920": {"message": "Quina de les opcions\u00a0seg\u00fcents descriu millor la vostra xarxa?"}, 
"128276876460319075": {"message": "Detecci\u00f3 de dispositius"}, "1428448869078126731": {"message": "Flu\u00efdesa del v\u00eddeo"}, "1522140683318860351": 
{"message": "S'ha produ\u00eft un error en la connexi\u00f3. Torneu-ho a provar."}, "1550904064710828958": {"message": "Correcta"}, "1636686747687494376": {"mes
sage": "Perfecta"}, "1802762746589457177": {"message": "Volum"}, "1850397500312020388": {"message": "Pots veure el Chromecast a l'$START_LINK$aplicaci\u00f3 
Google\u00a0Home$END_LINK$?$START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": 
{"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.google.com/chro
mecast/answer/2998456\" target=\"_blank\">\ue000<span class=
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 13661

Entropy (8bit): 5.523691716056896

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Video zamrz\u00e1"}, "1213957982723875920": {"message": "Kter\u00fd popis nejl\u00e9pe vystihuje va\u0161i s\u00e
d\u0165?"}, "128276876460319075": {"message": "Zji\u0161\u0165ov\u00e1n\u00ed za\u0159\u00edzen\u00ed"}, "1428448869078126731": {"message": "Plynulost 
videa"}, "1522140683318860351": {"message": "P\u0159ipojen\u00ed se nezda\u0159ilo. Zkuste to pros\u00edm znovu."}, "1550904064710828958": {"message": 
"Plynul\u00e9"}, "1636686747687494376": {"message": "Perfektn\u00ed"}, "1802762746589457177": {"message": "Hlasitost"}, "1850397500312020388": {"message": "Vi
d\u00edte sv\u016fj Chromecast v\u00a0$START_LINK$aplikaci Google Home $END_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"
content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\
ue000</span>\ue000<a href=\"https://support.google.com/chromecast/answer/2998456\" target=

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 12344

Entropy (8bit): 5.533149477109832

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Fryser"}, "1213957982723875920": {"message": "Hvilket af f\u00f8lgende udsagn beskriver bedst dit netv\u00e6rk?"}, "1282768
76460319075": {"message": "Enhedsregistrering"}, "1428448869078126731": {"message": "Videostabilitet"}, "1522140683318860351": {"message": "Forbindelsen blev af
brudt. Pr\u00f8v igen."}, "1550904064710828958": {"message": "Problemfri"}, "1636686747687494376": {"message": "Perfekt"}, "1802762746589457177": {"message": "L
ydstyrke"}, "1850397500312020388": {"message": "Kan du se din Chromecast i $START_LINK$ Google Home-appen$END_LINK$? $START_SPAN$*$END_SPAN$", 
"placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "185039750
0312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.google.com/chromecast/answer/2998456\" target=\"_blank\">\ue000<span cla
ss=\"required-message\" ng-show=\"!top.sufficientFeedback\">"}, "21457

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 12525

Entropy (8bit): 5.536533705972717

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\cs\messages.json
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Preview: {"1018984561488520517": {"message": "H\u00e4ngenbleiben"}, "1213957982723875920": {"message": "Welche dieser Aussagen beschreibt dein Netzwerk am besten?"}, 
"128276876460319075": {"message": "Ger\u00e4teerkennung"}, "1428448869078126731": {"message": "Videowiedergabequalit\u00e4t"}, "1522140683318860351": {"m
essage": "Fehler beim Herstellen der Verbindung. Bitte versuche es noch einmal."}, "1550904064710828958": {"message": "St\u00f6rungsfrei"}, "1636686747687494376": 
{"message": "Perfekt"}, "1802762746589457177": {"message": "Lautst\u00e4rke"}, "1850397500312020388": {"message": "Siehst du deinen Chromecast in der $START_
LINK$Google Home App$END_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "ST
ART_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.google.
com/chromecast/answer/2998456\" target=\"_blank\">\ue000<span class=\"

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 24564

Entropy (8bit): 4.726214537204998

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u03a0\u03b1\u03b3\u03ce\u03bd\u03b5\u03b9"}, "1213957982723875920": {"message": "\u03a0\u03bf\u03b9\u03bf \u03b1
\u03c0\u03cc \u03c4\u03b1 \u03c0\u03b1\u03c1\u03b1\u03ba\u03ac\u03c4\u03c9 \u03c0\u03b5\u03c1\u03b9\u03b3\u03c1\u03ac\u03c6\u03b5\u03b9 \u03ba\u03b1\u
03bb\u03cd\u03c4\u03b5\u03c1\u03b1 \u03c4\u03bf \u03b4\u03af\u03ba\u03c4\u03c5\u03cc \u03c3\u03b1\u03c2;"}, "128276876460319075": {"message": "\u0395\
u03bd\u03c4\u03bf\u03c0\u03b9\u03c3\u03bc\u03cc\u03c2 \u03c3\u03c5\u03c3\u03ba\u03b5\u03c5\u03ce\u03bd"}, "1428448869078126731": {"message": "\u039f\u
03bc\u03b1\u03bb\u03cc\u03c4\u03b7\u03c4\u03b1 \u03b2\u03af\u03bd\u03c4\u03b5\u03bf"}, "1522140683318860351": {"message": "\u0391\u03c0\u03bf\u03c4\u0
3c5\u03c7\u03af\u03b1 \u03c3\u03cd\u03bd\u03b4\u03b5\u03c3\u03b7\u03c2. \u0394\u03bf\u03ba\u03b9\u03bc\u03ac\u03c3\u03c4\u03b5 \u03be\u03b1\u03bd\u03a
c."}, "1550904064710828958": {"message": "\u039f\u03bc\u03b1\u03bb\u03ae"}, "1636686747687494376": {

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 11710

Entropy (8bit): 5.525212097063947

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Freezes"}, "1213957982723875920": {"message": "Which of the following best describes your network?"}, "1282768764
60319075": {"message": "Device Discovery"}, "1428448869078126731": {"message": "Video Smoothness"}, "1522140683318860351": {"message": "Connection failed. 
Please try again."}, "1550904064710828958": {"message": "Smooth"}, "1636686747687494376": {"message": "Perfect"}, "1802762746589457177": {"message": "Volum
e"}, "1850397500312020388": {"message": "Are you able to see your Chromecast in the $START_LINK$ Google Home app$END_LINK$? $START_SPAN$*$EN
D_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "18
50397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.google.com/chromecast/answer/2998456\" target=\"_blank\">\ue000<span 
class=\"required-message\" ng-show=\"!top.sufficientFeedback\">"}, "214575242997320761

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 12649

Entropy (8bit): 5.512838489280064

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855
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C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\en\messages.json
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SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Congelaci\u00f3n de im\u00e1genes"}, "1213957982723875920": {"message": "\u00bfCu\u00e1l de las siguientes respuestas 
describe mejor tu red?"}, "128276876460319075": {"message": "Detecci\u00f3n de dispositivo"}, "1428448869078126731": {"message": "Fluidez del v\u00eddeo"}, 
"1522140683318860351": {"message": "Error en la conexi\u00f3n. Vuelve a intentarlo."}, "1550904064710828958": {"message": "V\u00eddeo fluido"}, "16366867476874
94376": {"message": "Perfecta"}, "1802762746589457177": {"message": "Volumen"}, "1850397500312020388": {"message": "\u00bfPuedes ver tu Chromecast en la 
$START_LINK$aplicaci\u00f3n Google\u00a0Home$END_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"con
tent": "$2"}, "START_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https:
//support.google.com/chromecast/answer/2998456\" target=\"_blank\">\ue

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 12202

Entropy (8bit): 5.5076808783499285

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Hangub"}, "1213957982723875920": {"message": "Milline j\u00e4rgmistest v\u00e4idetest kirjeldab k\u00f5ige paremini teie v\
u00f5rku?"}, "128276876460319075": {"message": "Seadme tuvastamine"}, "1428448869078126731": {"message": "Video sujuvus"}, "1522140683318860351": {"me
ssage": "\u00dchendamine eba\u00f5nnestus. Proovige uuesti."}, "1550904064710828958": {"message": "\u00dchtlane"}, "1636686747687494376": {"message": 
"T\u00e4iuslik"}, "1802762746589457177": {"message": "Helitugevus"}, "1850397500312020388": {"message": "Kas n\u00e4ete oma Chromecasti $START_LINK$ra
kenduses Google Home$END_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "ST
ART_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.google.
com/chromecast/answer/2998456\" target=\"_blank\">\ue000<span class=\"required-message\" n

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 21598

Entropy (8bit): 4.807850526459844

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u062b\u0627\u0628\u062a \u0634\u062f\u0646 \u0646\u0627\u06af\u0647\u0627\u0646\u06cc"}, "1213957982723875920": 
{"message": "\u06a9\u062f\u0627\u0645 \u06cc\u06a9 \u0627\u0632 \u0645\u0648\u0627\u0631\u062f \u0632\u06cc\u0631 \u0634\u0628\u06a9\u0647 \u0634\u064
5\u0627 \u0631\u0627 \u0628\u0647 \u0628\u0647\u062a\u0631\u06cc\u0646 \u0646\u062d\u0648 \u062a\u0648\u0635\u06cc\u0641 \u0645\u06cc\u200c\u06a9\u064
6\u062f\u061f"}, "128276876460319075": {"message": "\u06cc\u0627\u0641\u062a\u0646 \u062f\u0633\u062a\u06af\u0627\u0647"}, "1428448869078126731": {"me
ssage": "\u0631\u0648\u0627\u0646\u06cc \u0648\u06cc\u062f\u0626\u0648"}, "1522140683318860351": {"message": "\u0627\u062a\u0635\u0627\u0644 \u0628\u0
631\u0642\u0631\u0627\u0631 \u0646\u0634\u062f. \u0644\u0637\u0641\u0627\u064b \u062f\u0648\u0628\u0627\u0631\u0647 \u0627\u0645\u062a\u062d\u0627\u06
46 \u06a9\u0646\u06cc\u062f."}, "1550904064710828958": {"message": "\u0631\u0648\u0627\u0646"}, "163

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 12646

Entropy (8bit): 5.502020326665107

Encrypted: false

C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\et\messages.json

C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\fa\messages.json

C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\fi\messages.json
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SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Pys\u00e4htyy"}, "1213957982723875920": {"message": "Mik\u00e4 seuraavista kuvaa parhaiten verkkoasi?"}, "1282768
76460319075": {"message": "Laitteiden tunnistaminen"}, "1428448869078126731": {"message": "Videon tasaisuus"}, "1522140683318860351": {"message": "Yhteys 
ep\u00e4onnistui. Yrit\u00e4 uudelleen."}, "1550904064710828958": {"message": "Tasainen"}, "1636686747687494376": {"message": "T\u00e4ydellinen"}, "18027627
46589457177": {"message": "\u00c4\u00e4nenvoimakkuus"}, "1850397500312020388": {"message": "N\u00e4etk\u00f6 Chromecastisi $START_LINK$Google Home \u2
011sovelluksessa$END_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"c
ontent": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.google.com/chromecast
/answer/2998456\" target=\"_blank\">\ue000<span class=\"required-message\" ng-sh

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 12383

Entropy (8bit): 5.494089992951735

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Hindi gumagalaw"}, "1213957982723875920": {"message": "Alin sa sumusunod ang pinakamahusay na naglalarawan sa iyong 
network?"}, "128276876460319075": {"message": "Pagtuklas ng Device"}, "1428448869078126731": {"message": "Pagka-smooth ng Video"}, "1522140683318860351": 
{"message": "Hindi nakakonekta. Pakisubukang muli."}, "1550904064710828958": {"message": "Smooth"}, "1636686747687494376": {"message": "Perpekto"}, "1802
762746589457177": {"message": "Volume"}, "1850397500312020388": {"message": "Nakikita mo ba ang iyong Chromecast sa $START_LINK$ Google Home 
app$END_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, 
"START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.google.com/chromecast/answer/2998
456\" target=\"_blank\">\ue000<span class=\"required-message\" ng-show=\"!top.sufficientFe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 13082

Entropy (8bit): 5.506714680445029

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Se fige"}, "1213957982723875920": {"message": "Parmi les propositions suivantes, laquelle d\u00e9crit le mieux votre r\u00e
9seau\u00a0?"}, "128276876460319075": {"message": "D\u00e9tection d'appareils"}, "1428448869078126731": {"message": "Fluidit\u00e9 de la vid\u00e9o"}, "15221406
83318860351": {"message": "\u00c9chec de la connexion. Veuillez r\u00e9essayer."}, "1550904064710828958": {"message": "Fluide"}, "1636686747687494376": 
{"message": "Parfaite"}, "1802762746589457177": {"message": "Volume"}, "1850397500312020388": {"message": "Votre Chromecast est-il visible dans l'$START_LINK$
application Google\u00a0Home$END_LINK$\u00a0? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, 
"START_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.goo
gle.com/chromecast/answer/2998456\" target=\"_blank\">\ue000

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\fil\messages.json

C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\fr\messages.json

C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\gu\messages.json
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Category: dropped

Size (bytes): 22265

Entropy (8bit): 4.778797286889404

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u0ab8\u0acd\u0aa5\u0abf\u0ab0"}, "1213957982723875920": {"message": "\u0aa8\u0ac0\u0a9a\u0ac7\u0aa8\u0abe\u0aae\
u0abe\u0a82\u0aa5\u0ac0 \u0a95\u0aaf\u0ac1\u0a82 \u0aa4\u0aae\u0abe\u0ab0\u0abe \u0aa8\u0ac7\u0a9f\u0ab5\u0ab0\u0acd\u0a95\u0aa8\u0ac1\u0a82 \u0ab6\u0
acd\u0ab0\u0ac7\u0ab7\u0acd\u0aa0 \u0ab5\u0ab0\u0acd\u0aa3\u0aa8 \u0a95\u0ab0\u0ac7 \u0a9b\u0ac7?"}, "128276876460319075": {"message": "\u0a89\u0aaa\u
0a95\u0ab0\u0aa3 \u0ab6\u0acb\u0aa7"}, "1428448869078126731": {"message": "\u0ab5\u0ac0\u0aa1\u0abf\u0aaf\u0acb\u0aa8\u0ac0 \u0ab8\u0ac1\u0a97\u0aae\u
0aa4\u0abe"}, "1522140683318860351": {"message": "\u0a95\u0aa8\u0ac7\u0a95\u0acd\u0ab6\u0aa8 \u0aa8\u0abf\u0ab7\u0acd\u0aab\u0ab3 \u0aa5\u0aaf\u0ac1\u
0a82. \u0a95\u0ac3\u0aaa\u0abe \u0a95\u0ab0\u0ac0\u0aa8\u0ac7 \u0aab\u0ab0\u0ac0\u0aa5\u0ac0 \u0aaa\u0acd\u0ab0\u0aaf\u0abe\u0ab8 \u0a95\u0ab0\u0acb."}, 
"1550904064710828958": {"message": "\u0ab8\u0ac1\u0a97\u0aae"}, "1636686747687494376": {"message"

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 22452

Entropy (8bit): 4.762327538402862

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u095e\u094d\u0930\u0940\u095b"}, "1213957982723875920": {"message": "\u0928\u093f\u092e\u094d\u0928 \u092e\u0947
\u0902 \u0938\u0947 \u0915\u094c\u0928 \u0906\u092a\u0915\u0947 \u0928\u0947\u091f\u0935\u0930\u094d\u0915 \u0915\u093e \u0938\u092c\u0938\u0947 \u090
5\u091a\u094d\u091b\u093e \u0935\u0930\u094d\u0923\u0928 \u0915\u0930\u0924\u093e \u0939\u0948?"}, "128276876460319075": {"message": "\u0921\u093f\u09
35\u093e\u0907\u0938 \u0916\u094b\u091c"}, "1428448869078126731": {"message": "\u0935\u0940\u0921\u093f\u092f\u094b \u0928\u093f\u0930\u094d\u092c\u09
3e\u0927\u0924\u093e"}, "1522140683318860351": {"message": "\u0915\u0928\u0947\u0915\u094d\u0936\u0928 \u0935\u093f\u092b\u0932. \u0915\u0943\u092a\u0
92f\u093e \u092a\u0941\u0928\u0903 \u092a\u094d\u0930\u092f\u093e\u0938 \u0915\u0930\u0947\u0902."}, "1550904064710828958": {"message": "\u0928\u093f\
u0930\u094d\u092c\u093e\u0927"}, "1636686747687494376": {"message": "\u0909\u0924\u094d\u0924\u092e"

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 12641

Entropy (8bit): 5.557290492846314

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Zamrzavanje"}, "1213957982723875920": {"message": "Koje od sljede\u0107eg najbolje opisuje va\u0161u mre\u017eu?"}, 
"128276876460319075": {"message": "Otkrivanje ure\u0111aja"}, "1428448869078126731": {"message": "Ujedna\u010denost videoreprodukcije"}, "152214068
3318860351": {"message": "Povezivanje nije uspjelo. Poku\u0161ajte ponovo."}, "1550904064710828958": {"message": "Glatko"}, "1636686747687494376": {"message": "
Savr\u0161ena"}, "1802762746589457177": {"message": "Glasno\u0107a"}, "1850397500312020388": {"message": "Vidite li svoj Chromecast u $START_LINK$aplikaciji 
Google Home$END_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {
"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.google.co
m/chromecast/answer/2998456\" target=\"_blank\">\ue000<span class=\"required-message\" ng-

C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\hi\messages.json

C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\hr\messages.json
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 13846

Entropy (8bit): 5.502488183113892

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Lefagy"}, "1213957982723875920": {"message": "Az al\u00e1bbiak k\u00f6z\u00fcl melyik jellemzi legjobban h\u00e1l\u00f3zat\
u00e1t?"}, "128276876460319075": {"message": "Eszk\u00f6zfelfedez\u00e9s"}, "1428448869078126731": {"message": "Vide\u00f3 folyamatoss\u00e1ga"}, "152
2140683318860351": {"message": "Sikertelen kapcsol\u00f3d\u00e1s. K\u00e9rj\u00fck, pr\u00f3b\u00e1lja \u00fajra."}, "1550904064710828958": {"message": "Folyama
tos"}, "1636686747687494376": {"message": "T\u00f6k\u00e9letes"}, "1802762746589457177": {"message": "Hanger\u0151"}, "1850397500312020388": {"message": 
"L\u00e1tja a Chromecastot a $START_LINK$Google Home alkalmaz\u00e1sban$END_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": 
{"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "</
a>\ue000</span>\ue000<a href=\"https://support.google.com/chromecast/answer/2998

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 11883

Entropy (8bit): 5.503214020556388

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Membeku"}, "1213957982723875920": {"message": "Dari berikut ini, manakah yang paling mendeskripsikan jaringan Anda?"}, 
"128276876460319075": {"message": "Penemuan Perangkat"}, "1428448869078126731": {"message": "Kelancaran Video"}, "1522140683318860351": {"message": 
"Sambungan gagal. Coba lagi."}, "1550904064710828958": {"message": "Lancar"}, "1636686747687494376": {"message": "Sempurna"}, "1802762746589457177": 
{"message": "Volume"}, "1850397500312020388": {"message": "Bisakah Anda melihat Chromecast di $START_LINK$aplikasi Google Home$END_LINK$? $START_SP
AN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}
}}, "1850397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.google.com/chromecast/answer/2998456\" target=\"_blank\">\
ue000<span class=\"required-message\" ng-show=\"!top.sufficientFeedback\">"}, "21457524299

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 12125

Entropy (8bit): 5.512268373042204

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\hu\messages.json

C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\id\messages.json

C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\it\messages.json
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Preview: {"1018984561488520517": {"message": "Si blocca"}, "1213957982723875920": {"message": "Quale delle seguenti definizioni descrive meglio la tua rete?"}, "12827687
6460319075": {"message": "Rilevamento dispositivi"}, "1428448869078126731": {"message": "Uniformit\u00e0 video"}, "1522140683318860351": {"message": "
Connessione non riuscita. Riprova."}, "1550904064710828958": {"message": "Fluido"}, "1636686747687494376": {"message": "Perfetta"}, "1802762746589457177": 
{"message": "Volume"}, "1850397500312020388": {"message": "Riesci a vedere il tuo dispositivo Chromecast nell'$START_LINK$app Google Home$END_LINK$? 
$START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "START_SPAN": {"co
ntent": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.google.com/chromecast/answer/2998456\" target=\"_blank\
">\ue000<span class=\"required-message\" ng-show=\"!top.sufficientFeed

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 18990

Entropy (8bit): 4.903564947699091

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u05e7\u05d5\u05e4\u05d0"}, "1213957982723875920": {"message": "\u05d0\u05d9\u05d6\u05d4 \u05de\u05d4\u05de\u05e9
\u05e4\u05d8\u05d9\u05dd \u05d4\u05d1\u05d0\u05d9\u05dd \u05de\u05ea\u05d0\u05e8 \u05d0\u05ea \u05d4\u05e8\u05e9\u05ea \u05e9\u05dc\u05da \u05d1\u05e6
\u05d5\u05e8\u05d4 \u05d4\u05d8\u05d5\u05d1\u05d4 \u05d1\u05d9\u05d5\u05ea\u05e8?"}, "128276876460319075": {"message": "\u05d2\u05d9\u05dc\u05d5\u05d9 
\u05de\u05db\u05e9\u05d9\u05e8\u05d9\u05dd"}, "1428448869078126731": {"message": "\u05d0\u05d9\u05db\u05d5\u05ea \u05d4\u05e2\u05d1\u05e8\u05ea \u05d
4\u05d5\u05d5\u05d9\u05d3\u05d0\u05d5"}, "1522140683318860351": {"message": "\u05d4\u05d7\u05d9\u05d1\u05d5\u05e8 \u05e0\u05db\u05e9\u05dc. \u05e0\u05
e1\u05d4 \u05e9\u05d5\u05d1."}, "1550904064710828958": {"message": "\u05d7\u05dc\u05e7"}, "1636686747687494376": {"message": "\u05de\u05e2\u05d5\u05dc
\u05d4"}, "1802762746589457177": {"message": "\u05e2\u05d5\u05e6\u05de\u05ea \u05e7\u05d5\u05dc"}, "

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17229

Entropy (8bit): 5.086163999548396

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u56fa\u307e\u308b"}, "1213957982723875920": {"message": "\u3054\u5229\u7528\u306e\u30cd\u30c3\u30c8\u30ef\u30fc\
u30af\u306e\u8aac\u660e\u3068\u3057\u3066\u6700\u3082\u8fd1\u3044\u306e\u306f\u6b21\u306e\u3046\u3061\u3069\u308c\u3067\u3059\u304b\uff1f"}, "12827687
6460319075": {"message": "\u30c7\u30d0\u30a4\u30b9\u691c\u51fa"}, "1428448869078126731": {"message": "\u52d5\u753b\u306e\u6ed1\u3089\u304b\u3055"}, "1
522140683318860351": {"message": "\u63a5\u7d9a\u3067\u304d\u307e\u305b\u3093\u3067\u3057\u305f\u3002\u3082\u3046\u4e00\u5ea6\u304a\u8a66\u3057\u304f\u
3060\u3055\u3044\u3002"}, "1550904064710828958": {"message": "\u6ed1\u3089\u304b"}, "1636686747687494376": {"message": "\u5927\u5909\u826f\u3044"}, "1
802762746589457177": {"message": "\u97f3\u91cf"}, "1850397500312020388": {"message": "$START_LINK$Google Home \u30a2\u30d7\u30ea$END_LINK$\u3067 
Chromecast \u304c\u8868\u793a\u3055\u308c\u307e\u3059\u304b\uff1f$START_SPAN$*$END_SPAN$", "placeholders"

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 24671

Entropy (8bit): 4.7281124077500705

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\iw\messages.json

C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\ja\messages.json

C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\kn\messages.json
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SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u0cab\u0ccd\u0cb0\u0cc0\u0c9c\u0ccd\u200c \u0cae\u0cbe\u0ca1\u0cc1\u0ca4\u0ccd\u0ca4\u0ca6\u0cc6"}, "12139579827
23875920": {"message": "\u0c95\u0cc6\u0cb3\u0c97\u0cbf\u0ca8 \u0caf\u0cbe\u0cb5\u0cc1\u0ca6\u0cc1 \u0ca8\u0cbf\u0cae\u0ccd\u0cae \u0ca8\u0cc6\u0c9f\u0
ccd\u200c\u0cb5\u0cb0\u0ccd\u0c95\u0ccd\u200c \u0c85\u0ca8\u0ccd\u0ca8\u0cc1 \u0c89\u0ca4\u0ccd\u0ca4\u0cae\u0cb5\u0cbe\u0c97\u0cbf \u0cb5\u0cbf\u0cb5
\u0cb0\u0cbf\u0cb8\u0cc1\u0ca4\u0ccd\u0ca4\u0ca6\u0cc6?"}, "128276876460319075": {"message": "\u0cb8\u0cbe\u0ca7\u0ca8\u0ca6 \u0c85\u0ca8\u0ccd\u0cb5\
u0cc7\u0cb7\u0ca3\u0cc6"}, "1428448869078126731": {"message": "\u0cb5\u0cbf\u0cd5\u0ca1\u0cbf\u0caf\u0cc6\u0cc2 \u0cae\u0cc3\u0ca6\u0cc1\u0ca4\u0ccd\u
0cb5"}, "1522140683318860351": {"message": "\u0cb8\u0c82\u0caa\u0cb0\u0ccd\u0c95 \u0cb5\u0cbf\u0cab\u0cb2\u0cb5\u0cbe\u0c97\u0cbf\u0ca6\u0cc6. \u0ca6\
u0caf\u0cb5\u0cbf\u0c9f\u0ccd\u0c9f\u0cc1 \u0cae\u0ca4\u0ccd\u0ca4\u0cc6 \u0caa\u0ccd\u0cb0\u0caf\u0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 14921

Entropy (8bit): 5.28662381216142

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\uc815\uc9c0\ub428"}, "1213957982723875920": {"message": "\ub2e4\uc74c \uc911 \uc0ac\uc6a9 \uc911\uc778 \ub124\ud
2b8\uc6cc\ud06c\ub97c \uac00\uc7a5 \uc798 \uc124\uba85\ud558\ub294 \ud56d\ubaa9\uc740 \ubb34\uc5c7\uc785\ub2c8\uae4c?"}, "128276876460319075": {"messa
ge": "\uae30\uae30 \uac80\uc0c9"}, "1428448869078126731": {"message": "\ub3d9\uc601\uc0c1 \ud654\uc9c8"}, "1522140683318860351": {"message": "\uc5f0\u
acb0\ud558\uc9c0 \ubabb\ud588\uc2b5\ub2c8\ub2e4. \ub2e4\uc2dc \uc2dc\ub3c4\ud574 \uc8fc\uc138\uc694."}, "1550904064710828958": {"message": "\uc6d0\ud6
5c\ud568"}, "1636686747687494376": {"message": "\uc644\ubcbd\ud568"}, "1802762746589457177": {"message": "\ubcfc\ub968"}, "1850397500312020388": {"mes
sage": "$START_LINK$Google Home \uc571$END_LINK$\uc5d0 Chromecast\uac00 \ud45c\uc2dc\ub418\ub098\uc694? $START_SPAN$*$END_SPAN$", "placehold
ers": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "START_S

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 13327

Entropy (8bit): 5.537101655865013

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Stringa"}, "1213957982723875920": {"message": "Kuris i\u0161 toliau pateikt\u0173 teigini\u0173 geriausiai apib\u016bdina j
\u016bs\u0173 tinkl\u0105?"}, "128276876460319075": {"message": "\u012erenginio suradimas"}, "1428448869078126731": {"message": "Vaizdo \u012fra\u0161o 
sklandumas"}, "1522140683318860351": {"message": "\u012evyko ry\u0161io klaida. Bandykite dar kart\u0105."}, "1550904064710828958": {"message": "Leid\u017eiam
a skland\u017eiai"}, "1636686747687494376": {"message": "Puiki"}, "1802762746589457177": {"message": "Garsumas"}, "1850397500312020388": {"message": "Ar 
\u201eChromecast\u201c rodomas $START_LINK$programoje \u201eGoogle Home\u201c$END_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_
LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": 
"</a>\ue000</span>\ue000<a href=\"https://support.google.com/chromecast/answe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 13905

Entropy (8bit): 5.502955721357235

Encrypted: false

C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\ko\messages.json

C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\lt\messages.json

C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\lv\messages.json
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SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u201cIesald\u0113ts\u201d att\u0113ls"}, "1213957982723875920": {"message": "Kur\u0161 no t\u0101l\u0101k min\u0
113tajiem apgalvojumiem vislab\u0101k raksturo j\u016bsu t\u012bklu?"}, "128276876460319075": {"message": "Ier\u012bces atra\u0161ana"}, "142844886907
8126731": {"message": "Video vienm\u0113r\u012bba"}, "1522140683318860351": {"message": "Neizdev\u0101s izveidot savienojumu. L\u016bdzu, m\u0113\u0123iniet 
v\u0113lreiz."}, "1550904064710828958": {"message": "Vienm\u0113r\u012bgs att\u0113ls"}, "1636686747687494376": {"message": "Nevainojama"}, "180276274658
9457177": {"message": "Ska\u013cums"}, "1850397500312020388": {"message": "Vai j\u016bsu Chromecast ier\u012bce ir redzama $START_LINK$lietotn\u0113 G
oogle\u00a0Home$END_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"co
ntent": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "<

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 25887

Entropy (8bit): 4.6456619502861125

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u0d28\u0d3f\u0d36\u0d4d\u0d1a\u0d32\u0d2e\u0d3e\u0d2f\u0d24\u0d4d"}, "1213957982723875920": {"message": "\u0d07\
u0d28\u0d3f\u0d2a\u0d4d\u0d2a\u0d31\u0d2f\u0d41\u0d28\u0d4d\u0d28\u0d35\u0d2f\u0d3f\u0d7d \u0d0f\u0d24\u0d3e\u0d23\u0d4d \u0d0f\u0d31\u0d4d\u0d31\u0d3
5\u0d41\u0d02 \u0d2e\u0d3f\u0d15\u0d1a\u0d4d\u0d1a \u0d30\u0d40\u0d24\u0d3f\u0d2f\u0d3f\u0d7d \u0d28\u0d3f\u0d19\u0d4d\u0d19\u0d33\u0d41\u0d1f\u0d46 \
u0d28\u0d46\u0d31\u0d4d\u0d31\u0d4d\u200c\u0d35\u0d7c\u0d15\u0d4d\u0d15\u0d4d \u0d35\u0d4d\u0d2f\u0d15\u0d4d\u0d24\u0d2e\u0d3e\u0d15\u0d4d\u
0d15\u0d41\u0d28\u0d4d\u0d28\u0d24\u0d4d?"}, "128276876460319075": {"message": "\u0d09\u0d2a\u0d15\u0d30\u0d23\u0d02 \u0d15\u0d23\u0d4d\u0d1f\u0d46\u0
d24\u0d4d\u0d24\u0d7d"}, "1428448869078126731": {"message": "\u0d35\u0d40\u0d21\u0d3f\u0d2f\u0d4b \u0d24\u0d1f\u0d38\u0d4d\u0d38\u0d2e\u0d3f\u0d32\u0d
4d\u0d32\u0d3e\u0d2f\u0d4d\u200c\u0d2e"}, "1522140683318860351": {"message": "\u0d15\u0d23\u0d15\u0d4d\u0d37\u

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 23056

Entropy (8bit): 4.724045705593802

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u0925\u093e\u0902\u092c\u0923\u0947"}, "1213957982723875920": {"message": "\u0916\u093e\u0932\u0940\u0932\u092a\
u0948\u0915\u0940 \u0915\u094b\u0923\u0924\u0947 \u0906\u092a\u0932\u094d\u092f\u093e \u0928\u0947\u091f\u0935\u0930\u094d\u0915\u091a\u0947 \u0938\u0
930\u094d\u0935\u094b\u0924\u094d\u0915\u0943\u0937\u094d\u091f \u0935\u0930\u094d\u0923\u0928 \u0915\u0930\u0924\u0947?"}, "128276876460319075": {"me
ssage": "\u0921\u093f\u0935\u094d\u0939\u093e\u0907\u0938 \u0936\u094b\u0927"}, "1428448869078126731": {"message": "\u0935\u094d\u0939\u093f\u0921\u09
3f\u0913 \u090f\u0915\u0938\u093e\u0930\u0924\u093e"}, "1522140683318860351": {"message": "\u0915\u0928\u0947\u0915\u094d\u0936\u0928 \u0905\u092f\u09
36\u0938\u094d\u0935\u0940 \u091d\u093e\u0932\u0947. \u0915\u0943\u092a\u092f\u093e \u092a\u0941\u0928\u094d\u0939\u093e \u092a\u094d\u0930\u092f\u092
4\u094d\u0928 \u0915\u0930\u093e."}, "1550904064710828958": {"message": "\u0935\u093f\u0928\u093e \u

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\ml\messages.json

C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\mr\messages.json

C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\ms\messages.json
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Category: dropped

Size (bytes): 12143

Entropy (8bit): 5.4973717529168775

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Tidak bergerak"}, "1213957982723875920": {"message": "Antara yang berikut, manakah yang terbaik menggambarkan rangkaian 
anda?"}, "128276876460319075": {"message": "Penemuan Peranti"}, "1428448869078126731": {"message": "Kelancaran Video"}, "1522140683318860351": {"message": 
"Sambungan gagal. Sila cuba lagi."}, "1550904064710828958": {"message": "Lancar"}, "1636686747687494376": {"message": "Sempurna"}, "1802762746589457177": 
{"message": "Kelantangan"}, "1850397500312020388": {"message": "Adakah anda dapat melihat Chromecast anda dalam $START_LINK$ apl Google Home$END
_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "STA
RT_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.google.com/chromecast/answer/2998456\" 
target=\"_blank\">\ue000<span class=\"required-message\" ng-show=\"!top.sufficient

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 12194

Entropy (8bit): 5.525086072392163

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Fryser"}, "1213957982723875920": {"message": "Hvilket av f\u00f8lgende eksempler beskriver nettverket ditt best?"}, "128276
876460319075": {"message": "Enhetsgjenkjenning"}, "1428448869078126731": {"message": "Videojevnhet"}, "1522140683318860351": {"message": "Tilkoblingen 
mislyktes. Pr\u00f8v p\u00e5 nytt."}, "1550904064710828958": {"message": "Jevn"}, "1636686747687494376": {"message": "Perfekt"}, "1802762746589457177": {"messa
ge": "Volum"}, "1850397500312020388": {"message": "Ser du Chromecasten din i $START_LINK$Google Home-appen$END_LINK$? $START_SPAN$*$END_SPAN$", 
"placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "18503975
00312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.google.com/chromecast/answer/2998456\" target=\"_blank\">\ue000<span cl
ass=\"required-message\" ng-show=\"!top.sufficientFeedback\">"}, "21457524299732

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 12156

Entropy (8bit): 5.526055096574689

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Loopt vast"}, "1213957982723875920": {"message": "Welke beschrijving past het beste bij je netwerk?"}, "128276876
460319075": {"message": "Apparaatdetectie"}, "1428448869078126731": {"message": "Vloeiendheid van de video"}, "1522140683318860351": {"message": "Kan geen 
verbinding maken. Probeer het opnieuw."}, "1550904064710828958": {"message": "Vloeiend"}, "1636686747687494376": {"message": "Perfect"}, "18027627465894571
77": {"message": "Volume"}, "1850397500312020388": {"message": "Zie je je Chromecast in de $START_LINK$Google Home app$END_LINK$? $START_SPA
N$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, 
"1850397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.google.com/chromecast/answer/2998456\" target=\"_blank\">\ue000<span 
class=\"required-message\" ng-show=\"!top.sufficientFeedback\">"}, "214575242997

C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\nb\messages.json

C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\nl\messages.json
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 12900

Entropy (8bit): 5.573979962853888

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Zatrzymuje si\u0119"}, "1213957982723875920": {"message": "Kt\u00f3ra z tych opcji najlepiej opisuje Twoj\u0105 sie\u0107?"}, 
"128276876460319075": {"message": "Wykrywanie urz\u0105dze\u0144"}, "1428448869078126731": {"message": "P\u0142ynno\u015b\u0107 obrazu"}, "15221406
83318860351": {"message": "Nie uda\u0142o si\u0119 nawi\u0105za\u0107 po\u0142\u0105czenia. Spr\u00f3buj ponownie."}, "1550904064710828958": {"message": 
"P\u0142ynna"}, "1636686747687494376": {"message": "Idealna"}, "1802762746589457177": {"message": "G\u0142o\u015bno\u015b\u0107"}, "1850397500312020388": 
{"message": "Czy Chromecasta wida\u0107 w\u00a0$START_LINK$aplikacji Google Home$END_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LIN
K": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "
</a>\ue000</span>\ue000<a href=\"https://support.google.com/chromecast/answer/2

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 12702

Entropy (8bit): 5.486564182495903

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Congela"}, "1213957982723875920": {"message": "Qual das seguintes alternativas melhor descreve sua rede?"}, "1282
76876460319075": {"message": "Detec\u00e7\u00e3o de dispositivos"}, "1428448869078126731": {"message": "Suavidade da reprodu\u00e7\u00e3o do v\u00eddeo"}, 
"1522140683318860351": {"message": "Falha na conex\u00e3o. Tente novamente."}, "1550904064710828958": {"message": "Suave"}, "1636686747687494376": 
{"message": "Perfeita"}, "1802762746589457177": {"message": "Volume"}, "1850397500312020388": {"message": "\u00c9 poss\u00edvel encontrar seu Chromecast no 
$START_LINK$app Google Home$END_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, 
"START_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.go
ogle.com/chromecast/answer/2998456\" target=\"_blank\">\ue000<span class=\"required-messag

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 13100

Entropy (8bit): 5.509584023785383

Encrypted: false

SSDEEP:

MD5: D41D8CD98F00B204E9800998ECF8427E

SHA1: DA39A3EE5E6B4B0D3255BFEF95601890AFD80709

SHA-256: E3B0C44298FC1C149AFBF4C8996FB92427AE41E4649B934CA495991B7852B855

SHA-512: CF83E1357EEFB8BDF1542850D66D8007D620E4050B5715DC83F4A921D36CE9CE47D0D13C5D85F2B0FF8318D2877EEC2F63B931BD47417A81A538327AF927DA3
E

Malicious: false

Reputation: low

C:\Users\alfredo\AppData\Local\Temp\scoped_dir7612_2009907960\CRX_INSTALL\_locales\pl\messages.json
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Preview: {"1018984561488520517": {"message": "Redare cu bloc\u0103ri"}, "1213957982723875920": {"message": "Care dintre urm\u0103toarele descrie cel mai bine r
e\u021beaua ta?"}, "128276876460319075": {"message": "Descoperirea dispozitivelor"}, "1428448869078126731": {"message": "Calitatea red\u0103rii videoclipului"}, 
"1522140683318860351": {"message": "Conexiunea nu s-a stabilit. \u00cencerca\u021bi din nou."}, "1550904064710828958": {"message": "Redare lin\u0103"}, "163668
6747687494376": {"message": "Redare perfect\u0103"}, "1802762746589457177": {"message": "Volum"}, "1850397500312020388": {"message": "Chromecastul dvs. 
apare \u00een $START_LINK$ aplica\u021bia Google Home$END_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, 
"END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\ue000<
/span>\ue000<a href=\"https://support.google.com/chromecast/answer/2998456\" target=\"_bla

⊘ No static file info
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