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Created / dropped Files
C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic
C:\Users\user\AppData\Local\Google\Chrome\User Data\165ce418-8e19-439c-99a4-ac843b52ebb2.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\18b6c703-64bc-4763-9df6-2d031017e8a9.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\3befce7d-b6e8-47b1-93ec-b28039ecb511.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\59e150cc-bfc4-4aa7-aa39-9aac91a5de90.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\6249617e-6a1f-48eb-8526-456dc3eac953.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\65545686-4dc2-41d9-8df9-c599945c8ac0.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\8acf0d57-ec93-4d4d-9686-1777cfa365de.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\05db8f5d-eb1c-4cbc-a17a-b391bcdf92b7.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\12e762cb-3f3b-4c49-b510-018321870fb6.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\2a33bbf0-405d-42c1-9e22-dc8f2f231574.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\346d045a-18ff-41ba-a5b0-38338c083607.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4989e227-0258-49b6-a75e-90dbc01834b0.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\568b77aa-904b-414e-9b97-36adc32e0365.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\611f493a-dc87-4056-baaa-ae6834859c06.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7870ed3d-9b2c-4908-9db0-63cb19cbb837.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8bea6ff2-5c36-4009-84fe-d34687d50a81.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8d4e7809-ce60-47fd-af20-28838199a070.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8e4f15d7-72bf-4a8f-87a4-79537fef5a5f.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9453c089-0b35-4e7b-90c4-ff55b46cd779.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9c347d48-e540-4fea-aa73-14526c2fae20.tmp
C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\computed_hashes.json
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.oldAA (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\IndexedDB\https_www.adobe.com_0.indexeddb.leveldb\000001.dbtmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\IndexedDB\https_www.adobe.com_0.indexeddb.leveldb\CURRENT (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\IndexedDB\https_www.adobe.com_0.indexeddb.leveldb\MANIFEST-000001
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State7 (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State_ (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\PreferencesMP (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure PreferencesP. (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\61264ac1-d00f-494e-9953-5562b6155a6d\4ef34d4bf0e944bc_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\61264ac1-d00f-494e-9953-5562b6155a6d\ab04a06c70e96af2_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\61264ac1-d00f-494e-9953-5562b6155a6d\f15fbd504bf2c259_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\61264ac1-d00f-494e-9953-5562b6155a6d\index
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\61264ac1-d00f-494e-9953-5562b6155a6d\index-dir\temp-index
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\61264ac1-d00f-494e-9953-5562b6155a6d\index-dir\the-real-index (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\00a2024c0c047882_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\00a2024c0c047882_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\0341d05b09e11f8d_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\0341d05b09e11f8d_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\04e79fddcc2be6da_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\07a6cfb73d0225bc_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\07a6cfb73d0225bc_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\09dd89cbdf445577_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\09dd89cbdf445577_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\0a7b111ae6bc2229_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\0a7b111ae6bc2229_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\0eb752485251babf_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\0eb752485251babf_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\17d8a84bacd08a15_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\17d8a84bacd08a15_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\193374499770dbe4_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\193374499770dbe4_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\1a5789e2a86894e2_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\1a5789e2a86894e2_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\1b2c6b61792fa3f7_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\1b2c6b61792fa3f7_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\1b2fa16f100d794a_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\1b2fa16f100d794a_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\1d402111eab1056c_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\1d402111eab1056c_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\200920f88f241772_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\200920f88f241772_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\20f339a58bdd23f9_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\20f339a58bdd23f9_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\218c60f154074bcc_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\218c60f154074bcc_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\21c245ae0d8d8a28_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\21c245ae0d8d8a28_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\22b61495508b1072_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
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Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\22b61495508b1072_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\24415f1494133724_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\24415f1494133724_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\24ca34b25feb3508_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\2d26e9aaa4cf715f_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\2d26e9aaa4cf715f_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\2dcd6defbf124821_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\2dcd6defbf124821_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\2e781f88e4e4602f_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\2e781f88e4e4602f_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\32ffa6a0a08cd54a_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\32ffa6a0a08cd54a_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\339dc5aecd87193d_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\339dc5aecd87193d_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\34f164e6a8225f3b_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\34f164e6a8225f3b_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\3824a3823670dea7_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\3824a3823670dea7_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\3aa5536dd4d9b4e1_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\3aa5536dd4d9b4e1_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\3b725ef75a5ef3ad_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\3b725ef75a5ef3ad_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\3f0d9e106bc2af70_0
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\a54a4be180da97e984ffc483473e66c547655c12\6b272c7a-6456-4215-8e90-c04cec5199a9\3f0d9e106bc2af70_1

Static File Info
Network Behavior

Network Port Distribution
TCP Packets
UDP Packets
DNS Queries
DNS Answers

Statistics
Behavior

System Behavior
Analysis Process: chrome.exePID: 6460, Parent PID: 5476

General
File Activities
Registry Activities

Key Value Modified

Analysis Process: chrome.exePID: 6652, Parent PID: 6460
General
File Activities

Disassembly
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Windows Analysis Report 
https://express.adobe.com/page/wW1vQprg1PhFN/

Overview

General Information

Sample URL:
https://express.adobe.com
/page/wW1vQprg1PhFN/

Analysis ID: 562533

Infos:

Detection

Score: 1

Range: 0 - 100

Whitelisted: false

Confidence: 80%

Signatures

No HTML title found

Unusual large HTML page

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

chrome.exe (PID: 6460 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "https://express.adobe.com/page/wW1vQ

prg1PhFN/ MD5: C139654B5C1438A95B321BB01AD63EF6)
chrome.exe (PID: 6652 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-

handle=1568,18351024502656327350,2778779248614263710,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1912 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

cleanup

⊘ No configs have been found

⊘ No yara matches

⊘ No Sigma rule has matched

Process Tree

Malware Configuration

Yara Overview

Sigma Overview
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There are no malicious signatures, There are no malicious signatures, click here to show all signaturesclick here to show all signatures ..

Initial
Access

Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery
Lateral
Movement

Collection Exfiltration
Command
and
Control

Network
Effects

Remote
Service
Effects

Impact

Valid
Accounts

Windows
Manageme
nt
Instrument
ation

Path
Interceptio
n

1
Process
Injection

3
Masqueradi
ng

OS
Credential
Dumping

System
Service
Discovery

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

2
Encrypted
Channel

Eavesdrop
on Insecure
Network
Communic
ation

Remotely
Track
Device
Without
Authorizati
on

Modify
System
Partition

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initializatio
n Scripts

Boot or
Logon
Initializatio
n Scripts

1
Process
Injection

LSASS
Memory

Application
Window
Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

1
Non-
Application
Layer
Protocol

Exploit SS7
to Redirect
Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorizati
on

Device
Lockout

Domain
Accounts

At (Linux) Logon
Script
(Windows)

Logon
Script
(Windows)

Obfuscated
Files or
Information

Security
Account
Manager

Query
Registry

SMB/Wind
ows Admin
Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

2
Application
Layer
Protocol

Exploit SS7
to Track
Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Behavior Graph

ID: 562533

URL: https://express.adobe.com/p...

Startdate: 29/01/2022

Architecture: WINDOWS

Score: 1

www.linkedin.com www.facebook.com 52 other IPs or domains

chrome.exe

13 501

        started       

192.168.2.1

unknown

unknown

239.255.255.250

unknown

Reserved

chrome.exe

191

        started       

t.co

104.244.42.133, 443, 49925, 50492

TWITTERUS

United States

s.twitter.com

104.244.42.195, 443, 49924, 50491

TWITTERUS

United States

112 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Jbx Signature Overview

Mitre Att&ck Matrix

Behavior Graph
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails

Antivirus, Machine Learning and Genetic Malware Detection
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Source Detection Scanner Label Link

https://express.adobe.com/page/wW1vQprg1PhFN/ 0% Virustotal Browse

https://express.adobe.com/page/wW1vQprg1PhFN/ 0% Avira URL Cloud safe

⊘ No Antivirus matches

⊘ No Antivirus matches

⊘ No Antivirus matches

Source Detection Scanner Label Link

https://formatjs.io/docs/getting-started/message-distribution 0% Virustotal Browse

https://formatjs.io/docs/getting-started/message-distribution 0% Avira URL Cloud safe

https://formatjs.io/docs/react-intl/api#intlshape 0% Virustotal Browse

https://formatjs.io/docs/react-intl/api#intlshape 0% Avira URL Cloud safe

https://api.avo.app/inspector/v1/track 0% Virustotal Browse

https://api.avo.app/inspector/v1/track 0% Avira URL Cloud safe

formatjs.io/guides/runtime-environments/ 0% Virustotal Browse

formatjs.io/guides/runtime-environments/ 0% Avira URL Cloud safe

polymer.github.io/AUTHORS.txt 0% URL Reputation safe

https://portfolio.ccpsx.com 0% Avira URL Cloud safe

https://formatjs.io/docs/tooling/linter#enforce-id) 0% Avira URL Cloud safe

https://assets-stage.adobecc.com 0% Avira URL Cloud safe

https://stage.adobelr.com 0% Avira URL Cloud safe

https://stage.adobeprojectm.com 0% Avira URL Cloud safe

polymer.github.io/CONTRIBUTORS.txt 0% URL Reputation safe

https://formatjs.io/docs/tooling/babel-plugin) 0% Avira URL Cloud safe

https://dns.google 0% URL Reputation safe

https://www.avo.app) 0% Avira URL Cloud safe

polymer.github.io/PATENTS.txt 0% URL Reputation safe

https://colorweb-stage.adobeku.com 0% Avira URL Cloud safe

polymer.github.io/LICENSE.txt 0% URL Reputation safe

https://formatjs.io/docs/react-intl#runtime-requirements 0% Avira URL Cloud safe

https://net.s2stagehance.com 0% Avira URL Cloud safe

https://stage.adobelr.com/sdk/lr-sdk.js 0% Avira URL Cloud safe

https://dc-stage.documentcloudtest.com 0% Avira URL Cloud safe

byteblacksmith.com/improvements-to-the-canonical-one-liner-glsl-rand-for-opengl-es-2-0/ 0% Avira URL Cloud safe

https://formatjs.io/docs/tooling/ts-transformer) 0% Avira URL Cloud safe

Name IP Active Malicious Antivirus Detection Reputation

d1gs6rlbmzcurc.cloudfront.net 18.66.122.86 true false high

mboxedge37-alb.tt.omtrdc.net 54.170.22.84 true false unknown

px2.px.quantserve.com 192.184.68.188 true false high

segments.company-target.com 52.222.214.8 true false unknown

tr.snapchat.com 35.186.226.184 true false high

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Domains and IPs

Contacted Domains
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https://www.virustotal.com/gui/url/0b7a1a00ec17bf7eb6c56e80114f19e86afb1270758d75dc086b93e42f3bf0e9/detection/u-0b7a1a00ec17bf7eb6c56e80114f19e86afb1270758d75dc086b93e42f3bf0e9-1642714617
https://www.virustotal.com/gui/url/36307504ad89cb153d31af86752bde9ddbfcfc0a46e04b6a6b8f9c93a64e4211/detection/u-36307504ad89cb153d31af86752bde9ddbfcfc0a46e04b6a6b8f9c93a64e4211-1613575117
https://www.virustotal.com/gui/url/102bc40055ce7af04417881236e3fa0411aca736ecdb755ffbc0f88e6d25edd4/detection/u-102bc40055ce7af04417881236e3fa0411aca736ecdb755ffbc0f88e6d25edd4-1613575117
https://www.virustotal.com/gui/url/9a308d8c338ecc26e29aba556bb719642b4ff304f9f3bc5a6192aa7d9d522f1b/detection/u-9a308d8c338ecc26e29aba556bb719642b4ff304f9f3bc5a6192aa7d9d522f1b-1626788700
https://www.virustotal.com/gui/url/7cb270f5fe4ba5ee422ffc92b7426dc844f6f441f25191216eb71bc4a9d4e18f/detection/u-7cb270f5fe4ba5ee422ffc92b7426dc844f6f441f25191216eb71bc4a9d4e18f-1615388865


tag.device9.com 52.30.157.99 true false unknown

platform.twitter.map.fastly.net 151.101.12.157 true false unknown

t.co 104.244.42.133 true false high

api.demandbase.com 52.222.236.120 true false high

cm.g.doubleclick.net 142.250.203.98 true false high

www.google.com 142.250.203.100 true false high

id.rlcdn.com 35.244.174.68 true false high

match.adsrvr.org 52.223.40.198 true false high

star-mini.c10r.facebook.com 157.240.20.35 true false high

match.prod.bidr.io 54.194.0.1 true false unknown

us-u.openx.net 34.98.64.218 true false high

s.twitter.com 104.244.42.195 true false high

services.prod.ims.adobejanus.com 99.80.237.78 true false unknown

sc-static.net 52.222.225.250 true false unknown

googleads.g.doubleclick.net 172.217.168.34 true false high

ams01.sync.search.spotxchange.com 185.94.180.125 true false high

ads-bid.l.doubleclick.net 142.250.145.154 true false high

ml314.com 52.208.138.90 true false unknown

adobesparkpost.app.link 13.32.121.46 true false high

clients.l.google.com 142.250.203.110 true false high

cdn.cookielaw.org 104.16.148.64 true false high

googlehosted.l.googleusercontent.com 172.217.168.33 true false high

www.google.ae 142.250.203.99 true false high

dart.l.doubleclick.net 172.217.168.38 true false high

dcs-edge-irl1-876252164.eu-west-
1.elb.amazonaws.com

54.216.106.103 true false high

auth-cloudfront.prod.ims.adobejanus.com 52.222.214.110 true false unknown

c-ct-eu.contentsquare.net 34.251.104.158 true false unknown

adservice.google.com 142.250.203.98 true false high

d17raz4lyr116l.cloudfront.net 13.32.121.80 true false high

scontent.xx.fbcdn.net 157.240.17.15 true false high

adobe.com.ssl.d1.sc.omtrdc.net 15.188.95.229 true false unknown

express-prod.adobeprojectm.com 13.32.99.29 true false unknown

demdex.net.ssl.sc.omtrdc.net 13.36.218.177 true false unknown

prod.adobeccstatic.com 18.66.112.58 true false unknown

dd20fzx9mj46f.cloudfront.net 52.222.205.48 true false high

pagead46.l.doubleclick.net 172.217.168.2 true false high

accounts.google.com 142.250.203.109 true false high

adobelogin-origin.prod.ims.adobejanus.com 99.80.237.78 true false unknown

ethos51-prod-va6-k8s-pub2-0-
dd4b5c1747f92a5e.elb.us-east-
1.amazonaws.com

3.223.105.97 true false high

www-googletagmanager.l.google.com 172.217.168.8 true false high

d2eibzwv199hef.cloudfront.net 52.222.236.80 true false high

webrecorder-prod-1682395302.us-east-
1.elb.amazonaws.com

3.220.48.193 true false high

pug22000nf.pubmatic.com 185.64.189.110 true false high

api.company-target.com 18.66.97.17 true false unknown

dq0hwjjeyor81.cloudfront.net 18.66.139.21 true false high

ib.anycast.adnxs.com 37.252.172.36 true false high

geolocation.onetrust.com 104.20.185.68 true false high

scripts.demandbase.com 18.66.112.63 true false high

static.ads-twitter.com unknown unknown false unknown

bumper2.adobeprojectm.com unknown unknown false unknown

ims-na1.adobelogin.com unknown unknown false high

bid.g.doubleclick.net unknown unknown false high

api.iperceptions.com unknown unknown false high

pixel.everesttech.net unknown unknown false high

cm.everesttech.net unknown unknown false high

clients2.googleusercontent.com unknown unknown false high

Name IP Active Malicious Antivirus Detection Reputation
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clients2.google.com unknown unknown false high

adobedc.demdex.net unknown unknown false high

static.adobelogin.com unknown unknown false high

adobe.demdex.net unknown unknown false high

use.typekit.net unknown unknown false high

assets.adobedtm.com unknown unknown false high

rtd.tubemogul.com unknown unknown false high

pixel.rubiconproject.com unknown unknown false high

adservice.google.ae unknown unknown false high

connect.facebook.net unknown unknown false high

px.ads.linkedin.com unknown unknown false high

p.typekit.net unknown unknown false high

ips-img.iperceptions.com unknown unknown false high

sync-tm.everesttech.net unknown unknown false high

c.clicktale.net unknown unknown false high

s.go-mpulse.net unknown unknown false unknown

ips-invite.iperceptions.com unknown unknown false high

image2.pubmatic.com unknown unknown false high

pt.ispot.tv unknown unknown false high

ing-district.clicktale.net unknown unknown false high

adobe.tt.omtrdc.net unknown unknown false unknown

cdnssl.clicktale.net unknown unknown false high

dpm.demdex.net unknown unknown false high

bam-cell.nr-data.net unknown unknown false unknown

servedby.flashtalking.com unknown unknown false high

rtd-tm.everesttech.net unknown unknown false high

www.facebook.com unknown unknown false high

www.linkedin.com unknown unknown false high

js-agent.newrelic.com unknown unknown false high

pixel.quantserve.com unknown unknown false high

sd.iperceptions.com unknown unknown false high

lasteventf-tm.everesttech.net unknown unknown false high

www.everestjs.net unknown unknown false high

universal.iperceptions.com unknown unknown false high

analytics.twitter.com unknown unknown false high

dsum-sec.casalemedia.com unknown unknown false high

snap.licdn.com unknown unknown false high

9212252.fls.doubleclick.net unknown unknown false high

d9.flashtalking.com unknown unknown false high

Name IP Active Malicious Antivirus Detection Reputation

Name Malicious Antivirus Detection Reputation

https://9212252.fls.doubleclick.net/activityi;dc_pre=CMqS3eDc1fUCFfnAEQgdOZ4OSQ;src=921225
2;type=invmedia;cat=japan000;dc_lat=;dc_rdid=;tag_for_child_directed_treatment=;tfua=;npa=;ord=
8157250526269.619?

false high

https://9212252.fls.doubleclick.net/activityi;dc_pre=CNmMkIHd1fUCFQnUEQgdJksNTg;src=921225
2;type=invmedia;cat=japan000;dc_lat=;dc_rdid=;tag_for_child_directed_treatment=;tfua=;npa=;ord=
9494976461823.576?

false high

https://9212252.fls.doubleclick.net/activityi;dc_pre=CKWr_u7c1fUCFcreEQgdXKwOwA;src=9212252
;type=invmedia;cat=japan000;dc_lat=;dc_rdid=;tag_for_child_directed_treatment=;tfua=;npa=;ord=8
051819175694.679?

false high

Name Source Malicious Antivirus Detection Reputation

https://formatjs.io/docs/getting-started/message-
distribution

40f646d025658e56_1.0.dr false 0%, Virustotal, Browse
Avira URL Cloud: safe

unknown

https://www.behance.net 5dea409c72eadb55_1.0.dr false high

https://adobespark.zendesk.com/hc/ 80984157e6fd096d_1.0.dr false high

Contacted URLs

URLs from Memory and Binaries
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https://www.virustotal.com/gui/url/36307504ad89cb153d31af86752bde9ddbfcfc0a46e04b6a6b8f9c93a64e4211/detection/u-36307504ad89cb153d31af86752bde9ddbfcfc0a46e04b6a6b8f9c93a64e4211-1613575117


https://formatjs.io/docs/react-intl/api#intlshape 40f646d025658e56_1.0.dr false 0%, Virustotal, Browse
Avira URL Cloud: safe

unknown

https://use.typekit.net 40f646d025658e56_1.0.dr false high

https://ims-na1-stg1.adobelogin.com/ims 5dea409c72eadb55_1.0.dr false high

https://api.avo.app/inspector/v1/track 5dea409c72eadb55_1.0.dr false 0%, Virustotal, Browse
Avira URL Cloud: safe

unknown

https://use-staging.typekit.net 40f646d025658e56_1.0.dr false high

https://pixabay.com ef60637839bde44c_1.0.dr false high

https://json-schema.org/draft/2019-09/vocab/ 5dea409c72eadb55_1.0.dr false high

https://www.instagram.com/AdobeSpark 5dea409c72eadb55_1.0.dr false high

momentjs.com/guides/#/warnings/add-inverted-
param/

7e5b131b3a41fb37_1.0.dr false high

https://play.google.com/store/apps/details?
id=com.adobe.spark.post&referrer=utm_source%3DPri
cing%252

5dea409c72eadb55_1.0.dr false high

creativecommons.org/publicdomain/zero/1.0/ 80114a2e664f94e1_0.0.dr, 7fc188c579e8c4e0_0.0.dr false high

json-schema.org/draft-04/schema ef60637839bde44c_1.0.dr false high

www.pixijs.com/ 40f646d025658e56_1.0.dr false high

formatjs.io/guides/runtime-environments/ d1848b25e4085a57_1.0.dr false 0%, Virustotal, Browse
Avira URL Cloud: safe

unknown

https://github.com/avohq/web-avo-
inspector/issues

5dea409c72eadb55_1.0.dr false high

polymer.github.io/AUTHORS.txt 80114a2e664f94e1_0.0.dr false URL Reputation: safe unknown

https://www.youtube.com 80984157e6fd096d_1.0.dr, 5dea409c72eadb55_1.0.dr false high

https://portfolio.ccpsx.com 5dea409c72eadb55_1.0.dr false Avira URL Cloud: safe unknown

https://www.flickr.com/ 80984157e6fd096d_1.0.dr false high

https://use.typekit.net/previewkits/pk-v1.js 5dea409c72eadb55_1.0.dr false high

momentjs.com/guides/#/warnings/js-date/ 7e5b131b3a41fb37_1.0.dr false high

www.opensource.org/licenses/mit-license 80114a2e664f94e1_0.0.dr, 7fc188c579e8c4e0_0.0.dr false high

https://play.google.com/store/apps/details?
id=com.adobe.spark.post&referrer=utm_source%3DSp
ark%2520H

5dea409c72eadb55_1.0.dr false high

https://connect.facebook.net/en_US/fbevents.js 5dea409c72eadb55_1.0.dr false high

https://formatjs.io/docs/tooling/linter#enforce-id) 40f646d025658e56_1.0.dr false Avira URL Cloud: safe unknown

https://ims-na1.adobelogin.com/ims 5dea409c72eadb55_1.0.dr false high

https://tinyurl.com/y2uuvskb 40f646d025658e56_1.0.dr false high

https://assets-stage.adobecc.com 5dea409c72eadb55_1.0.dr false Avira URL Cloud: safe unknown

https://stage.adobelr.com 5dea409c72eadb55_1.0.dr false Avira URL Cloud: safe unknown

https://api.dropbox.com/2/files/list_folder 80984157e6fd096d_1.0.dr false high

https://stackoverflow.com/questions/596216/formula-
to-determine-brightness-of-rgb-color

00a2024c0c047882_1.0.dr false high

https://stage.adobeprojectm.com 5dea409c72eadb55_1.0.dr false Avira URL Cloud: safe unknown

polymer.github.io/CONTRIBUTORS.txt 80114a2e664f94e1_0.0.dr false URL Reputation: safe unknown

https://accounts.google.com/o/oauth2/v2/auth?
response_type=code&access_type=offline&client_id=

80984157e6fd096d_1.0.dr false high

https://github.com/AzureAD/microsoft-
authentication-library-for-js/wiki/MSAL-basics.

548f0a0108ad617a_1.0.dr false high

https://mozilla.org/firefox 5dea409c72eadb55_1.0.dr false high

https://github.com/pixijs/pixi.js/blob/master/LICENSE
80114a2e664f94e1_0.0.dr, 7fc188c579e8c4e0_0.0.dr false high

https://login.microsoftonline.com/common/discovery/in
stance

548f0a0108ad617a_1.0.dr false high

https://formatjs.io/docs/tooling/babel-plugin) 40f646d025658e56_1.0.dr false Avira URL Cloud: safe unknown

https://www.dropbox.com/oauth2/authorize?
response_type=token&client_id=

80984157e6fd096d_1.0.dr false high

https://dns.google ad9176ef-b368-4bb7-958e-3f7938a52116.tmp.1.dr false URL Reputation: safe unknown

https://drive.google.com/drive/folders/ 80984157e6fd096d_1.0.dr false high

momentjs.com/guides/#/warnings/zone/ 7e5b131b3a41fb37_1.0.dr false high

https://ims-na1-stg1.adobelogin.com 5dea409c72eadb55_1.0.dr false high

https://use.typekit.net/ 1a5789e2a86894e2_1.0.dr, 5dea409c72eadb5
5_1.0.dr

false high

https://github.com/GoodBoyDigital/pixi.js/blob/master/L
ICENSE

80114a2e664f94e1_0.0.dr, 7fc188c579e8c4e0_0.0.dr false high

Name Source Malicious Antivirus Detection Reputation
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https://www.virustotal.com/gui/url/102bc40055ce7af04417881236e3fa0411aca736ecdb755ffbc0f88e6d25edd4/detection/u-102bc40055ce7af04417881236e3fa0411aca736ecdb755ffbc0f88e6d25edd4-1613575117
https://www.virustotal.com/gui/url/9a308d8c338ecc26e29aba556bb719642b4ff304f9f3bc5a6192aa7d9d522f1b/detection/u-9a308d8c338ecc26e29aba556bb719642b4ff304f9f3bc5a6192aa7d9d522f1b-1626788700
https://www.virustotal.com/gui/url/7cb270f5fe4ba5ee422ffc92b7426dc844f6f441f25191216eb71bc4a9d4e18f/detection/u-7cb270f5fe4ba5ee422ffc92b7426dc844f6f441f25191216eb71bc4a9d4e18f-1615388865


https://github.com/avohq/web-avo-inspector.git 5dea409c72eadb55_1.0.dr false high

https://twitter.com/AdobeSpark 5dea409c72eadb55_1.0.dr false high

https://www.avo.app) 5dea409c72eadb55_1.0.dr false Avira URL Cloud: safe low

https://thenounproject.com/ 80984157e6fd096d_1.0.dr false high

instagram.com/ 80984157e6fd096d_1.0.dr false high

https://github.com/indutny/elliptic/issues 80984157e6fd096d_1.0.dr, 5dea409c72eadb5
5_1.0.dr, cf0037a682c5030b_1.0.dr

false high

https://github.com/indutny/elliptic 80984157e6fd096d_1.0.dr, 5dea409c72eadb5
5_1.0.dr, cf0037a682c5030b_1.0.dr

false high

https://apis.google.com/js/api.js 80984157e6fd096d_1.0.dr false high

polymer.github.io/PATENTS.txt 80114a2e664f94e1_0.0.dr false URL Reputation: safe unknown

https://reactjs.org/docs/error-decoder.html?
invariant=

d1848b25e4085a57_1.0.dr false high

https://api.dropbox.com/2/files/list_folder/continue/
80984157e6fd096d_1.0.dr false high

https://colorweb-stage.adobeku.com 5dea409c72eadb55_1.0.dr false Avira URL Cloud: safe unknown

https://fb.me/react-async-component-lifecycle-
hooks

0eb752485251babf_1.0.dr false high

https://github.com/adobe/react-spectrum 1a5789e2a86894e2_1.0.dr false high

polymer.github.io/LICENSE.txt 80114a2e664f94e1_0.0.dr false URL Reputation: safe unknown

fb.me/use-check-prop-types d1848b25e4085a57_1.0.dr false high

momentjs.com/guides/#/warnings/dst-shifted/ 7e5b131b3a41fb37_1.0.dr false high

https://github.com/webpack-contrib/style-
loader#insertat)

5dea409c72eadb55_1.0.dr false high

twitter.com/ 80984157e6fd096d_1.0.dr false high

https://formatjs.io/docs/react-intl#runtime-
requirements

40f646d025658e56_1.0.dr false Avira URL Cloud: safe unknown

https://bit.ly/wb-precache 2cc80dabc69f58b6_1.0.dr false high

https://net.s2stagehance.com 5dea409c72eadb55_1.0.dr false Avira URL Cloud: safe unknown

https://stage.adobelr.com/sdk/lr-sdk.js 80984157e6fd096d_1.0.dr false Avira URL Cloud: safe unknown

https://1295336.fls.doubleclick.net/activityi;src=129533
6;type=adobe994;cat=proje0;dc_lat=;dc_rdid=;

5dea409c72eadb55_1.0.dr false high

https://github.com/Appboy/appboy-web-
sdk/blob/master/LICENSE

f1cdccba37924bda_0.0.dr false high

https://google.com/chrome 5dea409c72eadb55_1.0.dr false high

https://github.com/avohq/web-avo-
inspector#readme

5dea409c72eadb55_1.0.dr false high

https://dc-stage.documentcloudtest.com 5dea409c72eadb55_1.0.dr false Avira URL Cloud: safe unknown

https://github.com/mitsuhiko/webgl-meincraft 8f6b4185745d96d0_1.0.dr, 40f646d025658e56_1.0.dr false high

https://pixabay.com/ 80984157e6fd096d_1.0.dr false high

https://fb.me/react-polyfills d1848b25e4085a57_1.0.dr false high

https://picasaweb.google.com/data/feed/api/user/ 80984157e6fd096d_1.0.dr false high

bit.ly/2kdckMn 40f646d025658e56_1.0.dr false high

byteblacksmith.com/improvements-to-the-
canonical-one-liner-glsl-rand-for-opengl-es-2-0/

40f646d025658e56_1.0.dr false Avira URL Cloud: safe unknown

https://github.com/crypto-browserify/crypto-
browserify

cf0037a682c5030b_1.0.dr false high

feross.org 64204bda5dbb9547_0.0.dr, 80114a2e664f94e
1_0.0.dr, 7fc188c579e8c4e0_0.0.dr

false high

https://formatjs.io/docs/tooling/ts-transformer) 40f646d025658e56_1.0.dr false Avira URL Cloud: safe unknown

momentjs.com/guides/#/warnings/min-max/ 7e5b131b3a41fb37_1.0.dr false high

https://login.microsoftonline.com/common 548f0a0108ad617a_1.0.dr false high

braze.com f1cdccba37924bda_0.0.dr false high

https://json-schema.org/ 5dea409c72eadb55_1.0.dr false high

Name Source Malicious Antivirus Detection Reputation

World Map of Contacted IPs
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No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

52.222.205.48 dd20fzx9mj46f.cloudfront.
net

United States 16509 AMAZON-02US false

52.30.157.99 tag.device9.com United States 16509 AMAZON-02US false

18.66.112.58 prod.adobeccstatic.com United States 3 MIT-GATEWAYSUS false

52.222.225.250 sc-static.net United States 16509 AMAZON-02US false

54.216.106.103 dcs-edge-irl1-
876252164.eu-west-
1.elb.amazonaws.com

United States 16509 AMAZON-02US false

13.32.121.46 adobesparkpost.app.link United States 16509 AMAZON-02US false

13.32.99.29 express-
prod.adobeprojectm.com

United States 16509 AMAZON-02US false

15.188.95.229 adobe.com.ssl.d1.sc.omtr
dc.net

United States 16509 AMAZON-02US false

104.16.148.64 cdn.cookielaw.org United States 13335 CLOUDFLARENETUS false

18.66.139.21 dq0hwjjeyor81.cloudfront.
net

United States 3 MIT-GATEWAYSUS false

192.184.68.188 px2.px.quantserve.com United States 27281 QUANTCASTUS false

52.222.214.8 segments.company-
target.com

United States 16509 AMAZON-02US false

54.194.0.1 match.prod.bidr.io United States 16509 AMAZON-02US false

104.244.42.133 t.co United States 13414 TWITTERUS false

13.36.218.177 demdex.net.ssl.sc.omtrdc.
net

United States 7018 ATT-INTERNET4US false

172.217.168.2 pagead46.l.doubleclick.ne
t

United States 15169 GOOGLEUS false

239.255.255.250 unknown Reserved unknown unknown false

35.186.226.184 tr.snapchat.com United States 15169 GOOGLEUS false

35.244.174.68 id.rlcdn.com United States 15169 GOOGLEUS false

52.223.40.198 match.adsrvr.org United States 8987 AMAZONEXPANSIONGB false

151.101.12.157 platform.twitter.map.fastly
.net

United States 54113 FASTLYUS false

18.66.122.86 d1gs6rlbmzcurc.cloudfron
t.net

United States 3 MIT-GATEWAYSUS false

18.66.97.17 api.company-target.com United States 3 MIT-GATEWAYSUS false

34.246.16.33 unknown United States 16509 AMAZON-02US false

Public IPs
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3.223.105.97 ethos51-prod-va6-k8s-
pub2-0-
dd4b5c1747f92a5e.elb.us
-east-1.amazonaws.com

United States 14618 AMAZON-AESUS false

157.240.17.15 scontent.xx.fbcdn.net United States 32934 FACEBOOKUS false

172.217.168.8 www-
googletagmanager.l.googl
e.com

United States 15169 GOOGLEUS false

185.94.180.125 ams01.sync.search.spotx
change.com

Netherlands 35220 SPOTX-AMSNL false

99.80.237.78 services.prod.ims.adobeja
nus.com

United States 16509 AMAZON-02US false

185.64.189.110 pug22000nf.pubmatic.co
m

United Kingdom 62713 AS-PUBMATICUS false

3.220.48.193 webrecorder-prod-
1682395302.us-east-
1.elb.amazonaws.com

United States 14618 AMAZON-AESUS false

52.222.236.120 api.demandbase.com United States 16509 AMAZON-02US false

54.170.22.84 mboxedge37-
alb.tt.omtrdc.net

United States 16509 AMAZON-02US false

142.250.203.109 accounts.google.com United States 15169 GOOGLEUS false

52.222.214.110 auth-
cloudfront.prod.ims.adobe
janus.com

United States 16509 AMAZON-02US false

142.250.203.100 www.google.com United States 15169 GOOGLEUS false

52.208.138.90 ml314.com United States 16509 AMAZON-02US false

104.244.42.195 s.twitter.com United States 13414 TWITTERUS false

18.66.112.63 scripts.demandbase.com United States 3 MIT-GATEWAYSUS false

172.217.168.34 googleads.g.doubleclick.n
et

United States 15169 GOOGLEUS false

104.20.185.68 geolocation.onetrust.com United States 13335 CLOUDFLARENETUS false

142.250.145.154 ads-bid.l.doubleclick.net United States 15169 GOOGLEUS false

34.98.64.218 us-u.openx.net United States 15169 GOOGLEUS false

172.217.168.33 googlehosted.l.googleuser
content.com

United States 15169 GOOGLEUS false

157.240.20.35 star-
mini.c10r.facebook.com

United States 32934 FACEBOOKUS false

37.252.172.36 ib.anycast.adnxs.com European Union 29990 ASN-APPNEXUS false

172.217.168.38 dart.l.doubleclick.net United States 15169 GOOGLEUS false

34.251.104.158 c-ct-eu.contentsquare.net United States 16509 AMAZON-02US false

IP Domain Country Flag ASN ASN Name Malicious

IP

192.168.2.1

127.0.0.1

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 562533

Start date: 29.01.2022

Start time: 01:39:11

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 6m 34s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: https://express.adobe.com/page/wW1vQprg1PhFN/

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

15

Number of new started drivers analysed: 0

Private

General Information
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Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean1.win@41/445@111/50

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Browse: https://express.adobe.com/
Browse: https://adobesparkpost.app.link/arCdwGikflb
Browse: https://www.adobe.com/express/create
Browse: https://adobesparkpost.app.link/arCdwGikflb
Browse: https://www.adobe.com/express/create
Browse: https://adobesparkpost.app.link/MTYVeFIvslb

Exclude process from analysis (whitelisted): MpCmdRun.exe, RuntimeBroker.exe, SgrmBroker.exe, backgroundTaskHost.exe, conhost.exe, svchost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (wh itelisted): 2.20.156.69, 142.250.203.110, 173.194.182.73, 34.104.35.123, 92.123.101.130, 92.123.101.114, 142.250.203.99, 104.83.137.238, 84.53.177.57,
84.53.177.82, 92.122.246.223, 92.122.144.36, 2.20.157.48, 2.20.156.175, 142.250.203.106, 23.12.132.115, 95.101.180.11, 95.101.180.83, 204.79.197.200, 13.107.21.200, 209.197.3.19,
52.16.162.42, 3.251.51.167, 52.210.63.97, 95.101.22.171, 95.101.22.179, 151.101.2.49, 151.101.66.49, 151.101.130.49, 151.101.194.49, 151.101.2.132, 151.101.66.132,
151.101.130.132, 151.101.194.132, 13.107.42.14, 104.83.143.205, 216.58.215.226, 54.75.68.230, 54.194.191.134, 52.50.54.3, 52.51.88.158, 34.248.191.66, 54.154.165.122,
52.138.200.61, 8.39.36.141, 8.39.36.142, 2.20.157.55, 52.202.204.11, 23.22.254.206, 52.5.13.197, 54.227.187.23, 151.101.2.137, 151.101.66.137, 151.101.130.137, 151.101.194.137,
162.247.243.147, 162.247.243.146, 18.66.97.47, 18.66.97.39, 18.66.97.46, 18.66.97.79, 54.194.243.238, 54.195.71.107, 34.250.67.152, 92.123.101.113, 92.123.1
Excluded domains from analysis (whitelisted): e6653.dscf.akamaiedge.net, auth.services.adobe.com, j.sni.global.fastly.net, tls12.newrelic.com.cdn.cloudflare.net, www.everestjs.net.
edgekey.net, cn-assets.adobedtm.com.edgekey.net, clientservices.googleapis.com, fs-wildcard.microsoft.com.edgekey.net, r4.sn-4g5e6ns7.gvt1.com, a1874.dscg1.akamai.net,
cchome.adobe.io, l-0005.l-msedge.net, use-stls.adobe.com.edgesuite.net, ssl-delivery.adobe.com.edgekey.net, update.googleapis.com, tp00.everesttech.net.akadns.net,
www.gstatic.com, api-traffic01.trafficmanager.net, e9518.c.akamaiedge.net, ip46.go-mpulse.net.edgekey.net, fs.microsoft.com, stls.adobe.com-cn.edgesuite.net.globalredir.akadns.net,
content-autofill.googleapis.com, dual-a-0001.a-msedge.net , api-iperceptions03.cloudapp.net, displaycatalog-rp-europe.md.mp.microsoft.com.akadns.net, cm.everesttech.net.akadns.net,
ris-prod.trafficmanager.net, express.adobe.com, od.linkedin.edgesuite.net, sparkbumper-production2-va6.cloud.adobe.io, p.typekit.net-stls-v3.edgesuite.
Not all processes where analyzed, report is missing behavior  information
Report size exceeded maximum capacity and may have missing n etwork information.
Report size getting too big, t oo many NtCreateFile calls found.
Report size getting too big, t oo many NtOpenFile calls found.
Report size getting too big, t oo many NtSetInformationFile calls found.
Report size getting too big, t oo many NtWriteFile calls found.
Report size getting too big, t oo many NtWriteVirtualMemory calls found.

⊘ No simulations

⊘ No context

⊘ No context

Warnings

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs
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⊘ No context

⊘ No context

⊘ No context

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit): 5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBlESBw4p6:NfOCzvRKhGvwJ

MD5: A78AD14E77147E7DE3647E61964C0335

SHA1: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0E893FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDE0DFBB19CB31C506F7DE97AF67C2F244F7E7E8E10648EA8321
101

Malicious: false

Reputation: low

Preview: BDic.... ....6...."..Z..4g....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF 
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF 
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF 
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF I.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS
.AF PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF 
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 198892

Entropy (8bit): 6.074091352678436

Encrypted: false

SSDEEP: 6144:/iHm78s6OtziYLpDjqdRaqfIlUOoSiuRk:/iHFz4hLZSCoz

MD5: E62CA330DFA7242E2AA4DCA20647AA94

SHA1: 6837B6ED1657F05066985C90DB2564E9667F6DB4

SHA-256: D9EF68E1EC5DA6F9ECA8C7EAD982B1C46E3E1D2CE55A5DD2701F92AF87A8564B

SHA-512: 93F89E02DCD68BCBFDF8DE667F2CE34BEA189DAE3DDA125CEF1F36377BE674E21F74BE520792CE6BDAC0365FCEED12BC86F18538F997B3C51A77FD824A6F8
5B2

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.643449205103505e+12,"network":1.643416807e+12,"ticks":132100976.0,"uncertainty":3884643.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

JA3 Fingerprints

Dropped Files

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

C:\Users\user\AppData\Local\Google\Chrome\User Data\165ce418-8e19-439c-99a4-ac843b52ebb2.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\18b6c703-64bc-4763-9df6-2d031017e8a9.tmp
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File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 190416

Entropy (8bit): 6.04510331742049

Encrypted: false

SSDEEP: 3072:ai/S1Cm78VKMvHOz5zXnZIFYLp964jYLftLt8aZpNBFcbXafIB0u1GOJmA3iuRk:FHm78s6OtziYLpDjqdRaqfIlUOoSiuRk

MD5: FDFAD4BD6B61B7E4D58DBD11803EE61B

SHA1: C5D543CAEC9ACAE10D52D629B84850F53D3EAAC9

SHA-256: C3FC1CA7094CA6F7D8B0A784C1717FF9406FC94D2B2D52845EF49DD243DD5069

SHA-512: 5972347E41E1BD77013228BD7AD6FC3EAB5F667528D344AEC0E33D5F4DC06A898A2BA6B378731B769D03376B1FC2FC2B86CD975FADA84DAEE58719091265201
3

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.643449205103505e+12,"network":1.643416807e+12,"ticks":132100976.0,"uncertainty":3884643.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13276832799325651"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 198892

Entropy (8bit): 6.074091049564427

Encrypted: false

SSDEEP: 6144:1rHm78s6OtziYLpDjqdRaqfIlUOoSiuRk:1rHFz4hLZSCoz

MD5: 86B5A1DFF869430017F2EE1DD73DDF07

SHA1: 019DD99142288DAF545B80A82867A40A7D597023

SHA-256: 644147679A227EA55FB977D338C507AE3DCC3AEAFD17A3E08FCF6ABAD72B89B7

SHA-512: 9F0FE568BE6DDDBC34BA111FF12DBC3AAF8D7B9ACBBFE9A39C7D9347D6B3B7E42565E389A44F0CDE03A5630FD43C62E52C5F050FB9FA6EE3F8853BFDB70F
176A

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.643449205103505e+12,"network":1.643416807e+12,"ticks":132100976.0,"uncertainty":3884643.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 198891

Entropy (8bit): 6.074091752386309

Encrypted: false

SSDEEP: 6144:H7Hm78s6OtziYLpDjqdRaqfIlUOoSiuRk:H7HFz4hLZSCoz

MD5: 922F10DA56DE0F6A7B58501ABABBC0E1

SHA1: 0844D1B44FD6D9664CB1B8B6E5AF1F7B9F69AE54

SHA-256: EAB54432DF64BB10A4E4F03BB70C99160D35B31FFC88214107D0EAEBFB5B1C9B

SHA-512: 14C1FD1468BCBF2008A44C432729B744A4A8171C24AB23E0735EA1F66D233FA80B9ADC72F7FE5F0BE29A505B40ABE3BE7300B8FDD1EAEBC109A6D59A5C7952
75

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.643449205103505e+12,"network":1.643416807e+12,"ticks":132100976.0,"uncertainty":3884643.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\3befce7d-b6e8-47b1-93ec-b28039ecb511.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\59e150cc-bfc4-4aa7-aa39-9aac91a5de90.tmp
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 198892

Entropy (8bit): 6.074091040113308

Encrypted: false

SSDEEP: 6144:9XHm78s6OtziYLpDjqdRaqfIlUOoSiuRk:9XHFz4hLZSCoz

MD5: E48231D6CF8B073ADC414020816167E9

SHA1: 605F4BE399AFB2A80E8A219B7F7530F06C1959A1

SHA-256: 966ACC3F291943AA35501F395DBECF4CF4CEA4E7D3745A652B8036BB5400CDB8

SHA-512: 45EB1C13348B2981800E30E29BDCF9B7D26537BEA542F64F73470461DBE014D8793BEB18DAA73FD1B11D05B780236FB5979FB43C086FCA3375B42855A984821D

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.643449205103505e+12,"network":1.643416807e+12,"ticks":132100976.0,"uncertainty":3884643.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 190416

Entropy (8bit): 6.045104353613419

Encrypted: false

SSDEEP: 3072:GK/S1Cm78VKMvHOz5zXnZIFYLp964jYLftLt8aZpNBFcbXafIB0u1GOJmA3iuRk:9Hm78s6OtziYLpDjqdRaqfIlUOoSiuRk

MD5: DBC1E52CF0BD19B331B583D3095AC544

SHA1: 53A5B5B624EAB60952255C38E10D27EA8876DB1D

SHA-256: 033E56F0474EBEF0C9180A6A08E2AD72D48092616C135D5904622629BAC19A4B

SHA-512: 233FCF0CD93AFEE4DD1D3BD7DFEB8DC0C0FF74E5B82CB64226A9C144CFC569407B3F0B074ACC1AE8AE149861546541ECC10411D87B700ABBC90B75BD99DA
A4CC

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.643449205103505e+12,"network":1.643416807e+12,"ticks":132100976.0,"uncertainty":3884643.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13276832799325651"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 92724

Entropy (8bit): 3.7484284092706126

Encrypted: false

SSDEEP: 384:rThSWov5wgPWJN6rfvum3FOE9H4BGxIrTwugx90EwHrPSmjATAK62pOU4aN31qjD:by1ZK0BFsez0ewIfDWyKkme58

MD5: BF21888FC17F7B7169A88DA69D16DF27

SHA1: C089434F53278D1C786A61F6977553DD8407732C

SHA-256: C7D46D99EAD987BA8AE08B02FFCE1F1311006EF4AE56B33C0033CF464638457C

SHA-512: 517AC9D57516A17FC2B3016917ADDC73A22068337CFDFE6096C4AA0B69FF410D69A25076CC1B0DB02A1ED5E9AB1364A63D947E2F6638E942AAAE570145895B3
6

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\6249617e-6a1f-48eb-8526-456dc3eac953.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\65545686-4dc2-41d9-8df9-c599945c8ac0.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\8acf0d57-ec93-4d4d-9686-1777cfa365de.tmp
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Preview: 0j..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...QR8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 40

Entropy (8bit): 3.254162526001658

Encrypted: false

SSDEEP: 3:FkXft0xE1n:+ftIE1n

MD5: BD4642AD6C750A12D912B20BCB92E14D

SHA1: C549F0F48FDD4FBC62E51AC26D7E185160CE2123

SHA-256: 4FD71FE78DFE203137C89C9FB0734358FF432F2BC83338112DC7B830F9B30F2C

SHA-512: 04410D12EF327614C3AF1251C9906BFEB2977211A7F53CBB08A8C01F9465A382CD001E51AB936A0D196D359F1DECDDAEAF5E7D1DBD49CE5F4FF91BF5C332B6
CF

Malicious: false

Reputation: low

Preview: sdPC....................s}.....M..2.!..%

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 16745

Entropy (8bit): 5.577347577820597

Encrypted: false

SSDEEP: 384:LustcLl+xXB1kXqKf/pUZNCgVLH2HfD4rUkEO3n46:iLl+B1kXqKf/pUZNCgVLH2HfsrUktn1

MD5: E64A3F6D2B907AACBE07A3B1A4E36485

SHA1: 9429ABDB1800287D6E75247548183CEF395D0EBC

SHA-256: EFA8950304CC629D3DCE2F02B52DB97A5E17D62D1C18675446EB12ECBD7F6930

SHA-512: A062D6696A874A9E904E3B0EB1D272E7384F96232D40B589319B80D5BC6616E05B0B3A1A879DBB29619DF2148965596E8186EE69A26EE2ACA9334429AE198A0D

Malicious: false

Reputation: low

Preview: {"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287922803108972","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19182

Entropy (8bit): 5.5699545982934

Encrypted: false

SSDEEP: 384:LustZLl+xXB1kXqKf/pUZNCgVLH2HfD4rUnHGy/O0Yn4g:nLl+B1kXqKf/pUZNCgVLH2HfsrUHGybO

MD5: 66732651D81A67447110EB5C3327EFF0

SHA1: 9D72651AE3C2B5FE3D8BB5B0E73DB7322A2FD12C

SHA-256: 5519072304B5C0A4C6DEC8288BADFF726838FC0A3D3169C7FD534A182E23B83F

SHA-512: FFF061CBD22C93CE702BF6B8D96E931B16340CA6308EBA1A5AE9F9AEAB510970455B06F1E1AB0E68AF0D77508CE62ED7276370EFEF8BEB540420C5AD873476
13

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\05db8f5d-eb1c-4cbc-a17a-b391bcdf92b7.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\12e762cb-3f3b-4c49-b510-018321870fb6.tmp
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Preview: {"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287922803108972","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: modified

Size (bytes): 4234

Entropy (8bit): 4.908271583443111

Encrypted: false

SSDEEP: 96:JTOCXGDHazhcZArzNFEz1bBIG4GhJGgSP5qVbt1E81GDaCH:JTOCXGDHazhcZAXQz1bBIJ+1ShqVZK86

MD5: FE4FF7EBBDEEC58E3A3D6AE2940A9647

SHA1: 8564EB6B7DA143A05C0CAE2EC55C4F03695CDF98

SHA-256: 5ED47DF72E0CE5C1B2E87C91F19EBAF94BD2EFDADE33B73F23F34BC1A16AA918

SHA-512: 5386BEF3A3A37258FDC2B3ED98166BA37C948E359BBE1411217B715752D9E9C2F92A892D6E4190DD22D152DF335DB0354872095199CDA3090E9F9105B1D2C3F9

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_s
pdy":true},{"isolation":[],"server":"https://fonts.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"serv
er":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://www.googleap
is.com","supports_spdy":true},{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"132905
14805146754","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://redirector.gvt1.com"},{"alternative_service":[{"advertised_versions":[50],"expiration":"1
3290514805164176","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://accounts.google.com","supports_spdy":true},{

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5381

Entropy (8bit): 4.995881028898555

Encrypted: false

SSDEEP: 96:nNCYB5i9pcKILok0JCVRWL80k41MbOTQVuwn:nNCYK9pcg4VYtk4I

MD5: 121CFA33F074E5FC2C0173CE0EC0441D

SHA1: 3D7DE2749A202E91F9A47C5EE999170DAA9A0F52

SHA-256: 5DE9AE764BB4D82DC7B9DEAD86A9A342769FF489F9BBE59CE1A73518D623A4E1

SHA-512: EB39FD45B26DAEFBCC3E9A17FE3FE44A923650783D6C4FBA4D2BAED759C4BC1C7FFAA2AF60D1C9DC8E58A857941749C8651A012D34C82E732837136232F036
FF

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13287922803641120","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5178

Entropy (8bit): 4.983781771647551

Encrypted: false

SSDEEP: 96:nNCARX9pcKILok0JCKL80k41MbOTQVuwn:nNCm9pcg4Ktk4I

MD5: 7611375113B596CF366387223E8F58B5

SHA1: 85EB1198D71FF7536D376B671F00F44FD810FC57

SHA-256: 1770C595CB63E7C1F1071B009BCCF902E0F204C772CC836A5376F4A52ACDA96F

SHA-512: C2A702588C5932BCB3DC300C624FB2A5076D8677636DA7F56076599A8FAE8802904842A15FEE3D869274CE3AC8B8256493177E53C76ACD295E84DC300388E86A

Malicious: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\2a33bbf0-405d-42c1-9e22-dc8f2f231574.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\346d045a-18 -41ba-a5b0-38338c083607.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4989e227-0258-49b6-a75e-90dbc01834b0.tmp
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Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13287922803641120","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19181

Entropy (8bit): 5.570146050036666

Encrypted: false

SSDEEP: 384:LustZLl+xXB1kXqKf/pUZNCgVLH2HfD4rUnHGR/OqKYn4T:nLl+B1kXqKf/pUZNCgVLH2HfsrUHGRSR

MD5: 16E37357F3E0BAF7552851556B878BDF

SHA1: AE410EF2E312C7819ED972DE53A7077F0F3A85BA

SHA-256: DF813C4E50622E3342E6DF02797FB663AFD0D1C441B41E9DA3A40D049C259F23

SHA-512: FA1CBF95C1214ECD2E75869872843B1A7CA6CCC6F5CBCFA479511266A72DB245660D6BF52DE8A3C57CDECDBDDE498C4012EE4275954909D5558D844AA8A8F7
A7

Malicious: false

Reputation: low

Preview: {"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287922803108972","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 537

Entropy (8bit): 5.510629321674457

Encrypted: false

SSDEEP: 12:Y6kcVDo9RAJ9+UAnImcVkcSVp2n+UAnIo/edutHdN+UAnIBQ:Y4o9RAeUsbVp2+UWCcdwU/Q

MD5: 7BBF2463A10765CA73439371F8F64EE6

SHA1: BA0E1BE810607904FD8BA98A09AF9C8C3EF0659F

SHA-256: EDFA6BC59AF497B7B99B061EBF289B19CCE99D467DDF1295114A0EF6A0F106D3

SHA-512: E027B5B491B733EDAD25ACFA4122AA82E4339304668F436AFE88B160DDE41864FF5BE3276FD16988AD972D13C8F8324726FF2970CAE8D44C2ED00BBE5778AE5
6

Malicious: false

Reputation: low

Preview: {"expect_ct":[],"sts":[{"expiry":1674985294.071817,"host":"M4bfUnCmQAi4PNb3B8aI/2+SVJhHKsMfMMT7fzi6ij4=","mode":"force-https","sts_include_subdomains"
:true,"sts_observed":1643449294.071822},{"expiry":1674985293.212274,"host":"avV1PvCevL2Cm1dpAl2Dh8eNtO3IndDayOqksoGzf9E=","mode":"force-https","sts_in
clude_subdomains":true,"sts_observed":1643449293.212278},{"expiry":1643470897.812315,"host":"d4g8rQwz9jy3qYQqtbnZ3YR1IR2ZzSqXXOORdURCwkc=","
mode":"force-https","sts_include_subdomains":false,"sts_observed":1643449297.81232}],"version":2}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 537

Entropy (8bit): 5.528521148363091

Encrypted: false

SSDEEP: 12:Y6kn+m9RAJ9+UAnIQXrJeVksVp2n+UAnIQDMdM6dutHdN+UAnIDrSYQ:Yn+m9RAeUMWVp2+U+2cdwUtNQ

MD5: 7E76F62AEFFE3AB1A1D7DE503ABCAE3A

SHA1: 022F419B6940E7CC20661E4BB32C258F46A3F8DF

SHA-256: 43C4B3DD1A198A96E93C6055E5AB4AC3145932E3CC3355CD917FECA9CD685FB2

SHA-512: E61DD07DE6F76C7685B79421C60743D133A40D7B6EA091FC6F49B309942B80A422DDAA99BEE178A6DD927B4B21B3A775A8DFB43609B2AB9B0030F7F641CDC84
F

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\568b77aa-904b-414e-9b97-36adc32e0365.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\611f493a-dc87-4056-baaa-ae6834859c06.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7870ed3d-9b2c-4908-9db0-63cb19cbb837.tmp
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Malicious: false

Reputation: low

Preview: {"expect_ct":[],"sts":[{"expiry":1674985222.598083,"host":"M4bfUnCmQAi4PNb3B8aI/2+SVJhHKsMfMMT7fzi6ij4=","mode":"force-https","sts_include_subdomains"
:true,"sts_observed":1643449222.598087},{"expiry":1674985222.837416,"host":"avV1PvCevL2Cm1dpAl2Dh8eNtO3IndDayOqksoGzf9E=","mode":"force-https","sts_in
clude_subdomains":true,"sts_observed":1643449222.83742},{"expiry":1643470827.061758,"host":"d4g8rQwz9jy3qYQqtbnZ3YR1IR2ZzSqXXOORdURCwkc=","m
ode":"force-https","sts_include_subdomains":false,"sts_observed":1643449227.061763}],"version":2}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17092

Entropy (8bit): 5.583021467570133

Encrypted: false

SSDEEP: 384:LustZLl+xXB1kXqKf/pUZNCgVLH2HfD4rUC/OjYn4+:nLl+B1kXqKf/pUZNCgVLH2HfsrUCIYnl

MD5: 1DAAEF038B43283699FCDA5072A2A3A0

SHA1: 3CE7EA125F410087FC38205DF94E466A235329B9

SHA-256: 1E3F69E0014CDF282309EB50424EC6D79CD72D0B7BCF78BCFD6C999E695E6B6F

SHA-512: 1E6A5E441D97F7D3CCD561518EFE4F4724FEA8D0D774B13D265BA16746A9C8A2ED80484808F5D3B453DFE611F8C0727A4FA211450E4753C0C69C5A2E015BE9B
4

Malicious: false

Reputation: low

Preview: {"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287922803108972","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5601

Entropy (8bit): 5.014342475615488

Encrypted: false

SSDEEP: 96:nNCYB5i9pcKILok0JCVRWL80k41ukyOabOTQVuwn:nNCYK9pcg4VYtk4Eky5

MD5: AE88F8EB45CF64434921C30459993260

SHA1: 77664A67702F4F9182A29024401666E2A5BA1032

SHA-256: A2101AC5F91447CDFEA6E41060E374C1819EB426AF8EF3B85A53EF1940A09190

SHA-512: EC892A0CFD78F427E5F044B0E2A6AC7C04348FF7E6AF9C9E26766A4C497029FE06044B233ABC85310EA70C1B8C5F9384B3C0BD6A0FC350D4DF2341EA56487A2
F

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13287922803641120","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 6193

Entropy (8bit): 5.032263500030923

Encrypted: false

SSDEEP: 96:nNCYBni9pcKILokDaDOxJCVRWL80k41VkUIoQbOTQVogwn:nNCYs9pcS04VYtk4/kUIy

MD5: E7C1111A2A46E25BBA75211C60208670

SHA1: 9463B25A2E8988100554E84370F9813D39D6EB24

SHA-256: 28B7D282A913FEB9471E95768AAA92D54AF96B45271E23D2ABA449C355FE2C8C

SHA-512: 8D4E374ACD410BC515A789D1113CB365A18A46BD8B3AA29CAE5551C40A0688B08C98AC407E89C46F6129015D4901C290CE04616478DC21DA61C9251140040A90

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8bea6 2-5c36-4009-84fe-d34687d50a81.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8d4e7809-ce60-47fd-af20-28838199a070.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8e4f15d7-72bf-4a8f-87a4-79537fef5a5f.tmp

Copyright Joe Security LLC 2022 Page 22 of 100



Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13287922803641120","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5656

Entropy (8bit): 5.017665232756975

Encrypted: false

SSDEEP: 96:nNCYBui9pcKILok0JCVRWL80k41kkaSwdbOTQVuwn:nNCYn9pcg4VYtk4uk9m

MD5: CC0138F2EE46A573A353BF888C179978

SHA1: A5FF5C926F42F58C204810F97E7A49759286F84C

SHA-256: 6A0335669D8D8EDF1793CF51452A99DF7E827852E100032D32182CC184837030

SHA-512: 67A9A42B7F542F2EAFDA197CE46EFF38D2757A5D7F2D7DDB463DC9A8F1BF5FBF2390C28D6948E95ECD8412210929050FC1AE183BD5CBED29A0E2938388644F
CA

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13287922803641120","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Reputation: low

Preview: .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 11217

Entropy (8bit): 6.069602775336632

Encrypted: false

SSDEEP: 192:GbylJnlTwGB7V9Hne4qasKxXItmLG48gcLg/PkI:Gb+nldByaFx4toj8VEPT

MD5: 90F880064A42B29CCFF51FE5425BF1A3

SHA1: 6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF

SHA-256: 965203D541E442C107DBC6D5B395168123D0397559774BEAE4E5B9ABC44EF268

SHA-512: D9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0E59A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F3

Malicious: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9453c089-0b35-4e7b-90c4- 55b46cd779.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9c347d48-e540-4fea-aa73-14526c2fae20.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput

ed_hashes.json
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Reputation: low

Preview: {"file_hashes":[{"block_hashes":["A+1PYW3V6CJbBuQ7aqrgYhyH3bT8PKyBXp3hN2slpI0=","WSOpQRkYTHjPSlG9Zif2a7TNhy43NDcG1Zg5Nv0UbH0=","jDctR8ImG5KZ
rQKm4kDjUB7FokSJfjo/pmvFowRVlaY=","LPxhhJiuU0lprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By96AkKXALRM+C0Eu11XUjPiMXEKjiCPdtHE=","w
ifibc1QfMBN2jrtUtLgsCefvuceTpAatmLvul11RJA=","dHjWlSIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLN0CFL/ADaEeTI=","
DpjXcO85FFFY9KJFPkGNfFUtdQIOsGwO5jUckiUwY14=","gqid6l1+mk/6yWgUECRofI9lMipXgXh2jEN2+CxmPE0=","prDB91X2Mmfg/M/txVMITWBmEGbOGjqBTP7C
MjYqdHs=","yLPAqV4gqoyS/zFkEt3Cn2j0q2v9QOSthVFfWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO1IJdn/UtbnAmq6T0=","+oOc6ca+ChKUpTu+oa2ZRxRE+
wG3QJmuYWEvYCs40NI=","3mBGNAiRlTANEQkqzU3TEi+5wJ0ubR5uwtS4/9OOM7w=","1A9NNawxuhu95H5eThvf1rewJ4QQWhhPNxJXO1C/n68=","E3vW
LQxzmj+e5QxYbUscllJ5n0ITpw5JBHV1Kph3/KM=","i3I8ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSlLPhrtu0hGYrHn3llsMHqBbi70gkIjEE=","rhl
zuEvv2KRAFMms896xFwkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRb0VZrY34aVXF3Fftxs

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 38

Entropy (8bit): 1.8784775129881184

Encrypted: false

SSDEEP: 3:FQxlXNQxlX:qTCT

MD5: 51A2CBB807F5085530DEC18E45CB8569

SHA1: 7AD88CD3DE5844C7FC269C4500228A630016AB5B

SHA-256: 1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC

SHA-512: B643A8FA75EDA90C89AB98F79D4D022BB81F1F62F50ED4E5440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DF

Malicious: false

Reputation: low

Preview: .f.5................f.5...............

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit): 5.258877433318146

Encrypted: false

SSDEEP: 6:Mw5MLnQL+q2PWXp+N23iKKdK25+Xqx8chI+IFUtqVTw5MKdSG1ZmwYVTw5MCQLV6:Mw5Mxva5KkTXfchI3FUtuw5MKd11/0wJ

MD5: 8B0B17B2DD112328B5E7D25E04628C8B

SHA1: 8BD572A92E97173F4FB8EC8D49BE4A08DC52B92E

SHA-256: 812B251F4848BA77F8AB57AEA97E03B6CD671A935E55559FBDE9FE95AB607DF2

SHA-512: 38C3398C43BE84222B2690FC442F078FF8730EEF85A3705D31629616BC95CD23B8D42F8C6F373D0D0D591BF076829BB16204649DDF4995E1A645B8F73394B148

Malicious: false

Reputation: low

Preview: 2022/01/29-01:40:21.061 1478 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2022/01/29-01:40:21.063 1478 Recovering log #3.2022/01/29-01:40:21.064 1478 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit): 5.258877433318146

Encrypted: false

SSDEEP: 6:Mw5MLnQL+q2PWXp+N23iKKdK25+Xqx8chI+IFUtqVTw5MKdSG1ZmwYVTw5MCQLV6:Mw5Mxva5KkTXfchI3FUtuw5MKd11/0wJ

MD5: 8B0B17B2DD112328B5E7D25E04628C8B

SHA1: 8BD572A92E97173F4FB8EC8D49BE4A08DC52B92E

SHA-256: 812B251F4848BA77F8AB57AEA97E03B6CD671A935E55559FBDE9FE95AB607DF2

SHA-512: 38C3398C43BE84222B2690FC442F078FF8730EEF85A3705D31629616BC95CD23B8D42F8C6F373D0D0D591BF076829BB16204649DDF4995E1A645B8F73394B148

Malicious: false

Reputation: low

Preview: 2022/01/29-01:40:21.061 1478 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2022/01/29-01:40:21.063 1478 Recovering log #3.2022/01/29-01:40:21.064 1478 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.oldAA (copy)
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 781

Entropy (8bit): 5.4528590768890055

Encrypted: false

SSDEEP: 24:nz1mBMJPpSc/V1VmDYIiyb52dYYf0QBccTAy9+:nYMBpF1MDYf+EdHtBcsk

MD5: 4503E3672B7E66790BFD84FAE9BB9979

SHA1: 9340D4A0FE0E5AF68745BE28BC05459042CE5F78

SHA-256: 780DC409EFD8E2203271564101C3C1C7CAB5EE49B699B3E4E1C5D0B8F9DC09D0

SHA-512: 35B63B7931A786B8183972001D9BD4B0ECB2D13FEE7984CEA97B7FBBC6B4AD082CC26D23BB5F72A6B49B2E68833D06879F1C149E5C62801FD2BC19AADD882E
56

Malicious: false

Reputation: low

Preview: ............."E....adobe..cloud..com..creative..express..formerly..https..spark..www*i......adobe......cloud......com......creative......express......formerly......https......spark......www.
.2.........a..........b........c..........d.........e...........f........h........i........k........l.........m.........o...........p..........r...........s..........t.........u........v........w........x........y...:[................................
...........................................................B.....u...... ........*.https://www.adobe.com/express/23Adobe Creative Cloud Express (formerly Adobe Spark):.................q...... .......*
.https://express.adobe.com/23Adobe Creative Cloud Express (formerly Adobe Spark):...............J)...................'-..................'-

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Uv:1qIFUv

MD5: 46295CAC801E5D4857D09837238A6394

SHA1: 44E0FA1B517DBF802B18FAF0785EEEA6AC51594B

SHA-256: 0F1BAD70C7BD1E0A69562853EC529355462FCD0423263A3D39D6D0D70B780443

SHA-512: 8969402593F927350E2CEB4B5BC2A277F3754697C1961E3D6237DA322257FBAB42909E1A742E22223447F3A4805F8D8EF525432A7C3515A549E984D3EFF72B23

Malicious: false

Reputation: low

Preview: MANIFEST-000001.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Uv:1qIFUv

MD5: 46295CAC801E5D4857D09837238A6394

SHA1: 44E0FA1B517DBF802B18FAF0785EEEA6AC51594B

SHA-256: 0F1BAD70C7BD1E0A69562853EC529355462FCD0423263A3D39D6D0D70B780443

SHA-512: 8969402593F927350E2CEB4B5BC2A277F3754697C1961E3D6237DA322257FBAB42909E1A742E22223447F3A4805F8D8EF525432A7C3515A549E984D3EFF72B23

Malicious: false

Reputation: low

Preview: MANIFEST-000001.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 23

Entropy (8bit): 4.142914673354254

Encrypted: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\IndexedDB\https_www.adobe.com_0.indexeddb.leveldb\000001.dbtmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\IndexedDB\https_www.adobe.com_0.indexeddb.leveldb\CURRENT (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\IndexedDB\https_www.adobe.com_0.indexeddb.leveldb\MANIFEST-000001
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SSDEEP: 3:Fdb+4Ll:Zl

MD5: 3FD11FF447C1EE23538DC4D9724427A3

SHA1: 1335E6F71CC4E3CF7025233523B4760F8893E9C9

SHA-256: 720A78803B84CBCC8EB204D5CF8EA6EE2F693BE0AB2124DDF2B81455DE02A3ED

SHA-512: 10A3BD3813014EB6F8C2993182E1FA382D745372F8921519E1D25F70D76F08640E84CB8D0B554CCD329A6B4E6DE6872328650FEFA91F98C3C0CFC204899EE824

Malicious: false

Reputation: low

Preview: ........idb_cmp1......

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4234

Entropy (8bit): 4.908271583443111

Encrypted: false

SSDEEP: 96:JTOCXGDHazhcZArzNFEz1bBIG4GhJGgSP5qVbt1E81GDaCH:JTOCXGDHazhcZAXQz1bBIJ+1ShqVZK86

MD5: FE4FF7EBBDEEC58E3A3D6AE2940A9647

SHA1: 8564EB6B7DA143A05C0CAE2EC55C4F03695CDF98

SHA-256: 5ED47DF72E0CE5C1B2E87C91F19EBAF94BD2EFDADE33B73F23F34BC1A16AA918

SHA-512: 5386BEF3A3A37258FDC2B3ED98166BA37C948E359BBE1411217B715752D9E9C2F92A892D6E4190DD22D152DF335DB0354872095199CDA3090E9F9105B1D2C3F9

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_s
pdy":true},{"isolation":[],"server":"https://fonts.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"serv
er":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://www.googleap
is.com","supports_spdy":true},{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"132905
14805146754","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://redirector.gvt1.com"},{"alternative_service":[{"advertised_versions":[50],"expiration":"1
3290514805164176","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://accounts.google.com","supports_spdy":true},{

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4219

Entropy (8bit): 4.871684703914691

Encrypted: false

SSDEEP: 48:YXsJjMH+5s7YMHBKsvxMHVzspxMHbsIHt/soBDysKqnsllzMHpDCLsWJMHLsNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH

MD5: EDC4A4E22003A711AEF67FAED28DB603

SHA1: 977E551B9ED5F60D018C030B0B4AA2E33B954556

SHA-256: DD2C9F43F622F801FCC213CDE8E3E90EF1D0D26665AE675449A94CEC7EB1D453

SHA-512: 84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD1602

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350
1454994","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com","supports_spdy":true},

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5655

Entropy (8bit): 5.017604450907379

Encrypted: false

SSDEEP: 96:nNCYBui9pcKILok0JCVRWL80k41skC3XobOTQVuwn:nNCYn9pcg4VYtk4ykCna

MD5: 2CD84F9A853AAE094B3A2CE57CF553DB

SHA1: C3F671511883B2BF4FF678BA256BED101DA8279A

SHA-256: 91FF7F6178AB0FC1CE57130E19F3A0A8CCB93C1F8CD5377707BE142086B05FB8

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State7 (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State_ (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)
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SHA-512: F208A39F0CC6204D9C50CD61E8AB03BB72810F6EA5EE159719253FDAC1C92C9FC09DEED9C359D0ACD5B2AD683614DDE0F3DA347F9297FD3241609E38686738
BE

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13287922803641120","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5656

Entropy (8bit): 5.017665232756975

Encrypted: false

SSDEEP: 96:nNCYBui9pcKILok0JCVRWL80k41kkaSwdbOTQVuwn:nNCYn9pcg4VYtk4uk9m

MD5: CC0138F2EE46A573A353BF888C179978

SHA1: A5FF5C926F42F58C204810F97E7A49759286F84C

SHA-256: 6A0335669D8D8EDF1793CF51452A99DF7E827852E100032D32182CC184837030

SHA-512: 67A9A42B7F542F2EAFDA197CE46EFF38D2757A5D7F2D7DDB463DC9A8F1BF5FBF2390C28D6948E95ECD8412210929050FC1AE183BD5CBED29A0E2938388644F
CA

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13287922803641120","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 16745

Entropy (8bit): 5.577347577820597

Encrypted: false

SSDEEP: 384:LustcLl+xXB1kXqKf/pUZNCgVLH2HfD4rUkEO3n46:iLl+B1kXqKf/pUZNCgVLH2HfsrUktn1

MD5: E64A3F6D2B907AACBE07A3B1A4E36485

SHA1: 9429ABDB1800287D6E75247548183CEF395D0EBC

SHA-256: EFA8950304CC629D3DCE2F02B52DB97A5E17D62D1C18675446EB12ECBD7F6930

SHA-512: A062D6696A874A9E904E3B0EB1D272E7384F96232D40B589319B80D5BC6616E05B0B3A1A879DBB29619DF2148965596E8186EE69A26EE2ACA9334429AE198A0D

Malicious: false

Reputation: low

Preview: {"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287922803108972","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17092

Entropy (8bit): 5.583021467570133

Encrypted: false

SSDEEP: 384:LustZLl+xXB1kXqKf/pUZNCgVLH2HfD4rUC/OjYn4+:nLl+B1kXqKf/pUZNCgVLH2HfsrUCIYnl

MD5: 1DAAEF038B43283699FCDA5072A2A3A0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\PreferencesMP (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure PreferencesP. (copy)
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SHA1: 3CE7EA125F410087FC38205DF94E466A235329B9

SHA-256: 1E3F69E0014CDF282309EB50424EC6D79CD72D0B7BCF78BCFD6C999E695E6B6F

SHA-512: 1E6A5E441D97F7D3CCD561518EFE4F4724FEA8D0D774B13D265BA16746A9C8A2ED80484808F5D3B453DFE611F8C0727A4FA211450E4753C0C69C5A2E015BE9B
4

Malicious: false

Reputation: low

Preview: {"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13287922803108972","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 10680

Entropy (8bit): 7.958326815654883

Encrypted: false

SSDEEP: 192:tfkxpPFuSfjiXPlpNShp7f2IVARvCYnVG7UOEfwCzc7JP7cfZ97+L8ry1X:tfkxWSriXn8228v0HEY8c7JP7c/+N1X

MD5: 9462210DAE7B7C22344BCB6E1613167F

SHA1: FCD427FE6B9DE841728F34BE775093BBF228F50E

SHA-256: 3C06CF1ACF38566B458ECCA76BB2AFAC72368765BCB54E85E854C4B8E7CB3BBB

SHA-512: AB1510A565921BBBB264FEAFD0DAC76514CAE78D6F900BF588129462DF75BBCDEB7C338C60F71FEEE19B7468895966B50B5EECDC7EE66B64483BD76FE547E
77C

Malicious: false

Reputation: low

Preview: 0\r..m......6...M.......https://express.adobe.com/images/offline/Concerned.png.PNG........IHDR...n...n......[&.....sRGB.......&1IDATx..}.x\..y....K.d[.....,fq.fK'.GH.......!.MH.&.=
J.$..B...../d.z...L.H'.l ...0../.dk..*...........*.$.Z......r...9..s.'2..80.9..q`...L....j).....X..V....e..2.;..'.S..%...["iii....~.....=...... ~.^l..S..Q..6....A....8....2...C.leG......+......y;.].}.../.....ii.{j.6..^a.
.R........S.....`J.P..R......A@.+......$.'.. ]/.....p...n....S....m.l.<.....;n.;..%X[U..@..PN.....@.|0..0.T\q*..(..#.h.RF'.l...l.x..k....._7.....er.....].V.K!-..b..Zk.Ck.V.....C+.2.....8....7..2... _.
L.@*+.4.N.n?.t...(.YC%.x..gw.#.XY...1..2.--....N..'..e`..`P......m#.5MC<.G.^.x<^.xM.....].o.J...3.xq.S.-.e.m.%...=-6.$.9!S<ATP...@.]...R=.K&.<...L.Y.d...r7..64\.}..`....p.....}&P.z
.......i...`..w.....v.qn..i..T2-.dRR....c|.5.6.Z............spL.3....O........2...].....14.,...A.......czDL..@j.S)I$..H...!.{/.e.R..)...........Pm7C.\..6@ge.v......@0.......\.l

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 8380

Entropy (8bit): 5.5428487092318415

Encrypted: false

SSDEEP: 192:2LMZNmM6AWHwD8Qj7w5ioo+CGUoSjCJwVtSmYimKAJ6DwmoH5:IcNmcWSvapxCGUSQVDwmG

MD5: 7A4EBFDB9625E1A1853E3FA318FF2A10

SHA1: 9CA5533DEEC4B853ADDBDA162984D773B42045E7

SHA-256: 8A97A229311988AD06B710D38EF040D4F43EF68D9FC152CE4B812B9E196375A2

SHA-512: 2FF5FEEF0DF94A975B24BAC0013613B0621D147078BFA3F1D151A848E0CF9FC10BBB450248B0334B8D565C57A71F32A4FDECD4AF23D57C48B8501B2B6EC76F4
F

Malicious: false

Reputation: low

Preview: 0\r..m......-...1..R....https://express.adobe.com/static/offline.html<html class="x5html" lang="en-US">.<head>.    <meta charset="utf-8">.    <meta http-equiv="refresh" c
ontent="120">.    <script>.        const localesData = {"cy-GB":{"offline-main-message":"Rydyn ni'n deall. Dydyn ni ddim yn rhy hapus am hyn chwaith.","offline-refresh-ct
a":"Bydd Adobe Creative Cloud Express yn ailgychwyn yn awtomatig pan fydd y rhyngrwyd yn gweithio eto.","offline-title":"Mae'r rhyngrwyd wedi torri"},"da-DK":{"offline-
main-message":"Vi h.rer dig. Vi er heller ikke begejstrede for det.","offline-refresh-cta":"Adobe Creative Cloud Express g.r automatisk i gang med at sikkerhedskopiere, n.r 
internettet begynder at fungere igen.","offline-title":"Internettet er nede"},"de-DE":{"offline-main-message":"Wir bitten um etwas Geduld.","offline-refresh-cta":"Adobe 
Creative Cloud Express startet automatisch, sobald Sie wieder mit dem Internet verbunden sind.","offline-title":"Keine Internetverbindung"},"en-US"

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

1264ac1-d00f-494e-9953-5562b6155a6d\4ef34d4bf0e944bc_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

1264ac1-d00f-494e-9953-5562b6155a6d\ab04a06c70e96af2_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

1264ac1-d00f-494e-9953-5562b6155a6d\f15fbd504bf2c259_0
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Category: dropped

Size (bytes): 17305

Entropy (8bit): 6.2110562091835035

Encrypted: false

SSDEEP: 384:d5OLEoBZKgpQ5RD/ovMtm7t1/cz2684JDG730UXT0XvT:zOLbU1rokY5RV6G73FXTWvT

MD5: D966EA32A07E2FDC0A810437696251D5

SHA1: A27A7CBAE8E9C6E9E3F90DF6D929A53C6C247A4C

SHA-256: ABA7972E83F5409D86C9A8C032C38FDE3B4D313463045DBBD7844C0DC4A3BD54

SHA-512: A3B88C8420946FC6DF56235C8C51F071A4A83064F051E0F78E6B8C835089EDD67B7BACC30428DFB740DC0CE8B72C272F2128ED4C31B98049100EB7E40FCEBFF
3

Malicious: false

Reputation: low

Preview: 0\r..m......B.....Fh....https://express.adobe.com/images/offline/cc_express_appicon_64.svg<svg id="Layer_1" data-name="Layer 1" xmlns="http://www.w3.org/2000/svg" 
xmlns:xlink="http://www.w3.org/1999/xlink" width="0.77778in" height="0.75in" viewBox="0 0 56 54">.  <defs>.    <style>.      .cls-1 {.        fill: none;.      }..      .cls-2 {.        
fill: #000b1d;.      }..      .cls-3 {.        clip-path: url(#clip-path);.      }..      .cls-4 {.        clip-path: url(#clip-path-2);.      }..      .cls-5 {.        isolation: isolate;.      }..      .cls-6 {.        
clip-path: url(#clip-path-3);.      }..      .cls-7 {.        clip-path: url(#clip-path-4);.      }.    </style>.    <clipPath id="clip-path">.      <path class="cls-1" d="M19.88323,40.8946a
11.61972,11.61972,0,1,1,7.66654-20.30246l.05688.04918,4.814,4.93978a2.07033,2.07033,0,1,1-2.9718,2.88331L24.672,23.56229a7.41292,7.41292,0,0,0-12.2483
5,5.6029,7.64149,7.64149,0,0,0,7.57155,7.50889l.94563.00888c1.36517,1.8835,5.18472,4.21164

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ISO-8859 text, with no line terminators, with escape sequences

Category: dropped

Size (bytes): 24

Entropy (8bit): 2.1431558784658327

Encrypted: false

SSDEEP: 3:m+l:m

MD5: 54CB446F628B2EA4A5BCE5769910512E

SHA1: C27CA848427FE87F5CF4D0E0E3CD57151B0D820D

SHA-256: FBCFE23A2ECB82B7100C50811691DDE0A33AA3DA8D176BE9882A9DB485DC0F2D

SHA-512: 8F6ED2E91AED9BD415789B1DBE591E7EAB29F3F1B48FDFA5E864D7BF4AE554ACC5D82B4097A770DABC228523253623E4296C5023CF48252E1B94382C43123C
B0

Malicious: false

Reputation: low

Preview: 0\r..m..................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 120

Entropy (8bit): 3.5562371774016692

Encrypted: false

SSDEEP: 3:3v3a9dldljX0g/EllkVJc/l9:NgEOVg

MD5: E61752E8F95444905BD15CE50B4D438D

SHA1: 6017F5EA02F15EB34EF17E7942406AE24BAB6156

SHA-256: B0F8AC4E119C8383D2AD318BE5D2989FE03F8FF745B9AFDC7BCF4CA574816CFA

SHA-512: 85647DE66B2155DE0AA9BC9111C74B1E5903F8A9C4CEA6474E37631BA1F2E17809306FDA2F5E747A6BFE8990AA944A5157A2182372D957FC9E7D97FCC8A88E8
5

Malicious: false

Reputation: low

Preview: p.......oy retne........................Y..KP._..........E.......D..KM.N.........+.......j.pl............"........^.K5/.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

1264ac1-d00f-494e-9953-5562b6155a6d\index

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

1264ac1-d00f-494e-9953-5562b6155a6d\index-dir\temp-index

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

1264ac1-d00f-494e-9953-5562b6155a6d\index-dir\the-real-index (copy)
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Size (bytes): 120

Entropy (8bit): 3.5562371774016692

Encrypted: false

SSDEEP: 3:3v3a9dldljX0g/EllkVJc/l9:NgEOVg

MD5: E61752E8F95444905BD15CE50B4D438D

SHA1: 6017F5EA02F15EB34EF17E7942406AE24BAB6156

SHA-256: B0F8AC4E119C8383D2AD318BE5D2989FE03F8FF745B9AFDC7BCF4CA574816CFA

SHA-512: 85647DE66B2155DE0AA9BC9111C74B1E5903F8A9C4CEA6474E37631BA1F2E17809306FDA2F5E747A6BFE8990AA944A5157A2182372D957FC9E7D97FCC8A88E8
5

Malicious: false

Reputation: low

Preview: p.......oy retne........................Y..KP._..........E.......D..KM.N.........+.......j.pl............"........^.K5/.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 107365

Entropy (8bit): 5.352280375466129

Encrypted: false

SSDEEP: 1536:Uj0JyQpsB/yIFGV/DFAtlzm7IhFyjXwDwOe1q76jfSTRXG4UIm6gaKICRiSIja3h:Uj0b/DZXw0OiCb3loTUpzQDZaLI

MD5: 0708ADB7228255B8591AD4E7556321E2

SHA1: 3DCD5A3554159D99122CD73AE8659C3DED5DF0E5

SHA-256: 83EB00DDA56D3BA2953551BBA507084A8D472C6BA8F03AC3AB06AA6E15FF5A0F

SHA-512: 17B3B1FE04E35B2EE9A91DB222BEAD6F019A540F89BB2048FFF55CA0ACCF452D023B95436D64894F4B415AFECD4386F79881C2730A6ACCFD0D6D7D13FC5EB0
7A

Malicious: false

Reputation: low

Preview: 0\r..m......@...b8......https://express.adobe.com/theo-web/vendors_npm_spark-bb0e264f.js(window.webpackJsonptheoWebApp=window.webpackJsonptheoWebApp||
[]).push([[6],{"/Amf":function(e,t,i){"use strict";Object.defineProperty(t,"__esModule",{value:!0}),t.RenderDirtyEvent=void 0;const r=i("UzQk"),n=i("lzL7");let s=0;class 
o{constructor(e){this.type=o.TYPE,this.displayObject=e}}t.RenderDirtyEvent=o,o.TYPE="render-dirty";class a{constructor(e,t,i=new PIXI.Container){this.id="viewid
:"+s++,this.isDirtyPlacement=!0,this.isDirtyRender=!0,this.isDirtyFilter=!0,this.isDestroyed=!1,this.renderScale=1,this.filters=[],this.mimicNode=e,this.pixiApp=t.pixiApp
,this.asyncRenderer=t,this.log=t.log,this.renderScale=this.asyncRenderer.currentRenderScale,this.opacity=1,this.pixiDisplayObject=i,this.type=Object.getPrototyp
eOf(this).constructor.TYPE,this.localPlacement=e.compositing.placement,this.globalPlacement=e.ctm,this.opacity=e.compositing.opacity}static areaOfBoundsAtDocume
ntScale(e,t){const i=n.default

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 221272

Entropy (8bit): 6.074393275348993

Encrypted: false

SSDEEP: 3072:o/7Nhu55EyPwQDgwjdmncueTp0k7hMDPVIEzrOkXyXsRKxrIDjeDxve:Cu5uyoQycuSp0RgCme

MD5: 6A10BC0648BDD73A5A831C514DD74ED9

SHA1: 0A09D746AC25A48F37EDD4D01513CFB8533AA219

SHA-256: AA9B2EACEF4034BAF81A356380310E98C25A94BC0936D15B42536EDFCCC5A7D1

SHA-512: 8DDA433B6750B39BBB8E4D173B07C11B95991A649BD13408057438BF932AE88DA7F966677BEE7E0780985DB3570819E7F8A59DFF70F2D54BD42C38A8E4EA997
B

Malicious: false

Reputation: low

Preview: 0\r..m......@...b8......https://express.adobe.com/theo-web/vendors_npm_spark-bb0e264f.js..............'......OC....^...=].........................................................................................
................................................................................................................................p.......................................x....................(S.-...`.......L`......Qc.@......window...$QgFZ....
..webpackJsonptheoWebApp....QbJ.......push.....`......L`.......`......Ma........`.........a..........Qb.~.9..../AmfC..Qb.p......0gjgC..Qbj..G....1HQJC..Qb.:m.....213oC..Qb.../....3
HR0C..Qb2..'....3hRkC..Qb.%.T....5m7EC..Qb..&.....6xl/C..Qb...o....6ygkC..QbZJ.b....7frkC..Qb.\`M....BTPjC..Qb.......CkXFC..Qb......DAf/C..Qb.8/.....Ej8WC..Qbf.:9....Em2v
C..Qb...p....EscqC..Qb.u.v....H02zC..Qbj..r....IHB5C..Qbz.3.....JuUWC..Qb.......KdaUC..Qb........LBjKC..Qb........LkowC..Qb...4....NG98C..Qb..d.....NvgkC..Qb..]0....Ovj2C
..Qb.m......RyLAC..QbNQ.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\00a2024c0c047882_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\00a2024c0c047882_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\0341d05b09e11f8d_0
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 76112

Entropy (8bit): 5.4871477499255334

Encrypted: false

SSDEEP: 768:UgZm0Z0ZWYgZm0yYhICskgJ7nFGnoSpNUJOtRrFRpGBv4vKIrPjutvSJLANj:1r7J1pNUUtRrF3GBXtvSJLAh

MD5: 239FDC95602A06400AAA6244BA7A7F88

SHA1: A1194882FE28FE6C7531836A65C44A6177F9E71F

SHA-256: B04D38978A9ABBF6223E7D47AF4074CD36A443A87C770F7053265D20FF347F7D

SHA-512: D73E732E84EAAEA1378BCFB9EBAFB31B9347F9EA3E9FC5A35D298ED04EE805D379481A4F50D0AA8D60A99D56E342A5F93D6ED4F83DB3FE0D778E57005D7A0
6A4

Malicious: false

Reputation: low

Preview: 0\r..m....../...!.X.....https://express.adobe.com/static/14-00913355.js(window.webpackJsonp=window.webpackJsonp||[]).push([[14],{1027:function(t,e,o){var r=o(22
05),n=o(143),i={assetsDict:{circle:'<svg xmlns="http://www.w3.org/2000/svg" width="10" height="10" viewBox="0 0 10 10"><circle cx="5" cy="5" r="5" fill="{{color}}"></circ
le></svg>',triangle:'<svg xmlns="http://www.w3.org/2000/svg" width="12" height="20" viewBox="0 0 12 20"><path style="fill:{{color}};" d="M 0 0 L 0 20 L 12 10 L 0 0 Z"/></
svg>',"appreciate:filled":'<svg xmlns="http://www.w3.org/2000/svg" width="32" height="32" viewBox="0 0 32 32"><path style="fill:{{color}};" transform="translate(0 3)" d="
M2.8,14.4C1.1,12.9,0,10.7,0,8.4c0-2.3,1-4.5,2.8-6C4.6,0.9,6.9,0,9.2,0c2.4,0,4.6,0.8,6.4,2.4c0.1,0.1,0.3,0.3,0.4,0.4c0.1-0.1,0.3-0.3,0.4-0.4C18.2,0.9,20.5,0,22.8,0c2.3,0,4
.6,0.8,6.4,2.4C31,3.9,32,6.1,32,8.4c0,2.3-1,4.5-2.8,6L16,26"/></svg>',appreciate:'<svg xmlns="http://www.w3.org/2000/svg" width="32" height="32" viewBox="0 0 32

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 118935

Entropy (8bit): 6.192801443647356

Encrypted: false

SSDEEP: 3072:h+8p00si6OvJPo0X+G99rA5eStjnRtjlWIak/6yBjMKMJ+:h+O00s4/X+k9rA5eShRtjlZa3yBjMJQ

MD5: BB16A2ECCE64CD0598379B79F8791B74

SHA1: 901EF1061ABD714EE603261DAFAD5C4D48990EB5

SHA-256: EA94E51D618330474B7477A17DA86E0B738059C36D8E037D0D708DCA8123D0F3

SHA-512: A5D9BAFAAA762C43AF74ECA92D09943B18B4D946BBA1461BBBA8EC1467569422F17020529B0EBE799A0D637385665B6D82FFC8CE8816EE070A6D03DC60D275
58

Malicious: false

Reputation: low

Preview: 0\r..m....../...!.X.....https://express.adobe.com/static/14-00913355.js..............'..%....O*...h...Z/\.................\...h...........$...........................................l...........@.........................
......................`...................L................(S.A...`<.....L`B.....Qc.@......window....Qd~">>....webpackJsonp..QbJ.......push.....`......L`.......`......Ma........`........bt...........C`....C`...
.C`....C`....C`....C`:...C`:...C`<...C`....C`....C`....C`....C`X...C`Z...C`\...C`^...C``...C`b...C`d...C`f...C`h...C`j...C`l...C`n...C`p...C`....C`D...C`.....(S.X.`l.....L`.....8Rc..................Qb
..9.....r.....Qb.!.7....n...a..........Qb........1027`....Da..........a..........Qdz.3.....assetsDict...t.a6.........Qc.o.....circle....Q.a.Vi......<svg xmlns="http://www.w3.org/2000/svg" wi
dth="10" height="10" viewBox="0 0 10 10"><circle cx="5" cy="5" r="5" fill="{{color}}"></circle></svg>...Qc2.......triangle..Q........<svg xmlns="http://www.w3.org/2000/svg" w

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 675407

Entropy (8bit): 5.114120748841032

Encrypted: false

SSDEEP: 3072:7lnA25Dlo9z/+tJUPYACxBczFbJBWZ3e3lZzzM:u25Dlo9zOJUPZCxizFbJBQ3e3lZzzM

MD5: A3E10AE1A1A07A003643EE519E898437

SHA1: E0A7428679EF1B6D51DB43690F6CF84EEF05EA85

SHA-256: C268F6B0F4739D37D77335D89F9E631F5DA2F827734D867E5ADF3B5F03906875

SHA-512: 7F3F276388332CD018B29047CC32354FF4472EE49390A3FFD79C4987AC74DB668AD06921590623976334A7A29F98AC005544797E28CFB25A6BFC54A8C810F0C9

Malicious: false

Reputation: low

Preview: 0\r..m......>...G.&.....https://express.adobe.com/static/m-react-spectrum-24e6e3ef.css....spectrum--light  {.  background-color: rgb(245, 245, 245);.  -webkit-tap-highlight-
color: rgba(0,0,0,0);.}../* generated from dna-version: 5.0.1 */./* generated from dna-version: 5.0.1 */..spectrum {.  font-family: adobe-clean, "Source Sans Pro", -apple-
system, BlinkMacSystemFont, "Segoe UI", Roboto, sans-serif;.  font-size: 14px;.}..spectrum:lang(zh-Hans) {.    font-family: adobe-clean-han-japanese, -apple-system, B
linkMacSystemFont, "Segoe UI", Roboto, sans-serif;.  }..spectrum:lang(zh) {.    font-family: adobe-clean-han-japanese, -apple-system, BlinkMacSystemFont, "Segoe UI", 
Roboto, sans-serif;.  }..spectrum:lang(ko) {.    font-family: adobe-clean-han-japanese, -apple-system, BlinkMacSystemFont, "Segoe UI", Roboto, sans-serif;.  }..spec
trum:lang(ja) {.    font-family: adobe-clean-han-japanese, -apple-system, BlinkMacSystemFont, "Segoe UI", Roboto, sans-serif;.  }..spectrum-Body1 {.          fo

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\0341d05b09e11f8d_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\04e79fddcc2be6da_0
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 21591

Entropy (8bit): 5.487968695324036

Encrypted: false

SSDEEP: 192:yzA7M217jgGVD76OwXw29dxOHW6A3fbE+Z5kvQtCZVoyOPaHkA9ROOY6rPWVYOEu:ykQe7HDWOu926DE+B7Gz3W

MD5: D320C5E0C057D8F8D95E287F67E624B8

SHA1: 8AD6EDC8DB5EADBBAF43ACAD5B14804CABCBF326

SHA-256: 885E4FF37CE58B35735D9EDB690C51DA7C8299D95EAF6087E19F3C717F64DEE4

SHA-512: 3E2F6C4F9E865F1D6C47765317ADFE19FF18DC67899E580186BCE87ABA2969AF092B13863B0CA0DA2E3D59F9A22E5F89D1358B9730D80503E533C251D65B02E8

Malicious: false

Reputation: low

Preview: 0\r..m......@...7..?....https://express.adobe.com/static/sparkfonts-registry-5f84c25b.js(window.webpackJsonp=window.webpackJsonp||[]).push([["sparkfonts-registr
y",18,19],{15:function(o,e,a){var n,d;n=[a(8),a(3),a(6),a(1),a(143),a(97),a(21),a(0),a(24),a(50),a(259),a(514),a(518),a(417)],void 0===(d=function(o,e,a,n,d,l,b,t,i,f,c,r,s,y)
{"use strict";var u=s.default;return new(a.Model.extend({LOCALES:[{name:"Deutsch",value:"de-DE"},{name:"English",value:"en-US"},{name:"Espa.ol",value:"es-ES"},
{name:"Fran.ais",value:"fr-FR"},{name:"Italiano",value:"it-IT"},{name:"Portugu.s",value:"pt-BR"},{name:"Dansk",value:"da-DK"},{name:"Suomi",value:"fi-FI"},{name:"..."
,value:"ja-JP"},{name:"...",value:"ko-KR"},{name:"Norsk Bokm.l",value:"nb-NO"},{name:"Nederlands",value:"nl-NL"},{name:"Svenska",value:"sv-SE"},{name:"Welsh",va
lue:"cy-GB"},{name:"..(..)",value:"zh-Hans-CN"},{name:"..(..)",value:"zh-Hant-TW"}],PIXABAY_URL_LOCALE_MAP:{"cy-GB":"cy","da-DK":"da","de-DE":"de","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 25136

Entropy (8bit): 5.909315846292756

Encrypted: false

SSDEEP: 384:TP/FKXg05PWbC02TyzBrcBJN1WnTKs71vvA68pKdMctSMzPoOK:RKgKPsCDylIfWTX7todpqN5zoJ

MD5: 20F2C022E5DEABA55D66433C1E3587D6

SHA1: ADB23CB9667C1412CBC17DA6499388376A27AA14

SHA-256: 50CD57FAF1BA1F9CF8C322F6B7BC375960FE774A498EEE0C886D22A370BFAC75

SHA-512: A27DB92BF374E976B59183B2E57FB3D70F97100FCA4A6ABD8A70A3ED0B8C9406C51C889ABA0461D896A2AB670B0A4805088EA37FB1743FF42FBF35840F7355A
4

Malicious: false

Reputation: low

Preview: 0\r..m......@...7..?....https://express.adobe.com/static/sparkfonts-registry-5f84c25b.js..............'..P....O....`a...,%}........................................4....................(S....`.....(L`......Qc.@.
.....window....Qd~">>....webpackJsonp..QbJ.......push.....`......L`.......`......M`..... Qf..*J....sparkfonts-registry.a$...&...`.....(..b............C`....C`....C`.....(S.5..`$.....L`.......`.....@Ln
.............................................................(S.=..`4.....L`l....xRc8.................Qb.P.N....y.....Qb.......c.....QbBnl.....f......S...Qb.J.....t......O...Qb........l.....Qb........d.....QbV.w.....e...
..R..i....$.......$.......$.......$...........I`....Da....Z-...a...QcJ./.....Model.....Qc..G=....extend.....az.........Qc..D.....LOCALES....`.....HL` ......a.............Qc...X....Deutsch......Qc.0.y.
...de-DE......a...........Qc.p.[....English....Qc.a.^....en-US......a...........Qcz<c.....Espa.ol....Qc>HzF....es-ES......a...........Qc.S.T....Fran.ais...Qc.7y.....fr

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1743451

Entropy (8bit): 5.6693015145818455

Encrypted: false

SSDEEP: 49152:04UFph2Wax/K1zTQJk6p21/GVFIBZ8S42idAhVHad+sJOfV+kYFYVzIz7SjAmsz7:ETQJk6p21/GVFtS4h

MD5: 06F36C85B6023D7C2057F96DC7E1EEF4

SHA1: 062E071862F8AA208C6BB45E7CFE1D384A8284A8

SHA-256: 6A3D4B984746C0832D958BBF41755CBDCAAC6172BA0AC3E8C2F9D6F1F8F2F22B

SHA-512: 41E65C41E5136FE58D39E6C813DEA1684658EE89B78BCD4C41E638068BA47BED25BE5025C2482C8EDB7E27BBF1D8E6156D5DE784E047E301833787DEAD8EDD
C1

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\07a6cfb73d0225bc_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\07a6cfb73d0225bc_1
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Preview: 0\r..m......6....`D.....https://express.adobe.com/static/slate-web-358377e0.js(window.webpackJsonp=window.webpackJsonp||[]).push([["slate-web",4,"brand-kit-chooser-
view~share-view~user-profile-view","vendors~brandswitcher~search-controller","vendors~ccx-share-sheet~search-controller","mui-cppublisher"],{1e3:function(e,t,n){(func
tion(e){!function(t){"use strict";./*! https://mths.be/codepointat v0.2.0 by @mathias */var i,r;String.prototype.codePointAt||(i=function(){try{var e={},t=Object.definePr
operty,n=t(e,e,e)&&t}catch(i){}return n}(),r=function(e){if(null==this)throw TypeError();var t=String(this),n=t.length,i=e?Number(e):0;if(i!=i&&(i=0),!(i<0||i>=n)){var r,
a=t.charCodeAt(i);return a>=55296&&a<=56319&&n>i+1&&(r=t.charCodeAt(i+1))>=56320&&r<=57343?1024*(a-55296)+r-56320+65536:a}},i?i(String.prototype,"code
PointAt",{value:r,configurable:!0,writable:!0}):String.prototype.codePointAt=r);var a=0,o=-3;function s(){this.table=new Uint16Array(16),this.trans=new Uint16Array(288)}f
unction l(

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 2842222

Entropy (8bit): 6.330672522092689

Encrypted: false

SSDEEP: 49152:Inq3F2V1bFjJVH9l4q8a3hVHad+sJOfV+kYFYVzIz7SjAmszuMOcdS10Nk/wk:IhbdJVH9lUaYa

MD5: 5D1080E598BD9A0B16A60E01D633979C

SHA1: 3CD98BABAFAE3DDC7BC6C64DF3356A8E6DA3F601

SHA-256: 78B095C865F03EDAFC0734A5E1051F1A17CA6E451AAA4DB708B358784B69900B

SHA-512: A08EABA8BB5696B7E0C249B0324C8729CBD88C731F48843CEEE898C4B8B6F3DF5B2C32665F27CF46527FBDFAF6BFB8DAC2B4A13FEA92647AD2469386D944F8
C4

Malicious: false

Reputation: low

Preview: 0\r..m......6....`D.....https://express.adobe.com/static/slate-web-358377e0.js..............'.v.....O....hR+..@..............(...."...............D...............^..<...@...............T........................
...........................d...H...........|...............D.......@...............l...................................................................t........................... ...\...............\...@.......h...........$.......0...........l......
.............................l...d.......`............... ...........................x...................|....................... ...............................................................................T...4.......................p......................
.................................................\.......l...................................................................................(............"..................................D...............................`...........................@..........
...................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 22673

Entropy (8bit): 5.510005495913483

Encrypted: false

SSDEEP: 192:MzN85jHoTY5Uz+9dAbf3a49jPvoagAv/JpuxBIXDK50PHTlYlt60NSNpdqpIghqC:+AuDvzRCIXDKaToNcpdU1nzdwZdR2uu

MD5: 2C1844E8B0721FE75FA9A5539A3DAF6F

SHA1: A2FF492C5E9780D2E1580FA3206166D3D466DFCC

SHA-256: 0E49C777D32BA95855BAD8B1C3140142733FD8A4C0E9B0738315EE662C2236F0

SHA-512: 0DD939848B0D3896ECE2F528AD5A3C8BE278B7EA557B9DEB3FD26ACA21D4BFCEBEBF99777DA26032AFED2552AFC9017018AC9A1984A2505047A5700EE9BD7
68E

Malicious: false

Reputation: low

Preview: 0\r..m..................https://express.adobe.com/static/8-eaa81228.js(window.webpackJsonp=window.webpackJsonp||[]).push([[8],{196:function(e,t,o){var n,r;n=[o(8),o(3),o(
1),o(16),o(0),o(10),o(505)],void 0===(r=function(e,t,n,r,a,i,s){"use strict";var c,d,u,l,f={},p=!1;function b(){window.TypekitPreview?(window.TypekitPreview.setup({auth_i
d:"slte",auth_token:"Hik3Pm6JnhEwLxQ0zehfgHbPDnVkFnfVeM5Dl15HLM9Nvtt1z6Zcx%2FCrp%2Ba6IPG%2F4rar1RfQpMk18PnaqVj5UR3JusyvaDexkb4zuYw
E6edbEtYVoeY8I0RGujcBA982%2FgXgDjNyLWrd6f8i%2FsbDs1mQLbIorXyId0bC0yU2kZo%3D",default_subset:"all"}),c.resolve(window.TypekitPreview)):t.dela
y(b,1e3)}function y(){return u||(u=n.defer(),Promise.all([o.e(0),o.e("slate-app-ac-theme-editor~sparkfonts-registry"),o.e("sparkfonts-registry")]).then(function(e){var n=
o(729),r=o(751);n.cards=r,t.each(t.filter(n.sparkfonts,(function(e){return!!e.typekitPreviewId})),(function(e){e.typekitVariations=t.map(e.faces,(function(e){return e.typ
ekitKey}))})),n.facesByKey||(n.facesByKey={},t.eac

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 52470

Entropy (8bit): 5.851055448190478

Encrypted: false

SSDEEP: 768:UJz5LnXpyTec/U2LtkZDHcuMimOHjRUo+ZmGRDdA:y5XpyHXEH1FmMj6o+zU

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\09dd89cbdf445577_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\0a7b111ae6bc2229_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\0a7b111ae6bc2229_1
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MD5: 72FB71934D3174ED23223C6BFB1F63F4

SHA1: 1BD780F8E69A02B37FE680EAA6762DA6FC2FA79C

SHA-256: C3AB3C6B09DABC29139C35B8E64B710E5B324863FA1003263395C10A65F566AF

SHA-512: BA3BE706EB425A20AD4B180AD817260CA1A9C326AD56B40A1F56FC3C528FF107277BDC5816C30A4C28C5BD7BF91E13F89B44B1AB6942BB24F2E7AF149B49D5
96

Malicious: false

Reputation: low

Preview: 0\r..m..................https://express.adobe.com/static/8-eaa81228.js..............'..U....O.... .....R.....................................................................@................(S....`.....(L`......Qc.@.....
.window....Qd~">>....webpackJsonp..QbJ.......push.....`......L`.......`......Ma........`.....(..b............C`....C`....C`.....(S..`~.....L`.....0Rc..................Qb.n......o...`$.....Qb........19
6.`....Da.....?.....`.....$Lg.................................(S..`P....xL`8.....RcV..........".....Qb.&d.....s......S....M...Qb..9.....r.....Qb.!.7....n.....Qb.J.....t.....QbV.w.....e.....Qb.......c.....Qb....
....d.....R....Qb........l.....QbBnl.....f.....Qb>.v.....p......O...Qb.P.N....y.....Qb.HJ.....h........p$.......$.......$.......$...........................................I`....Da(....?.......(S....`..... L`..........Qe
.7......TypekitPreview....Qc..A^....setup....$..a..........Qc.H.I....auth_id...Qb2./n....slte..Qd.......auth_token....Q...bPC.....Hik3Pm6JnhEwL

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 40955

Entropy (8bit): 5.2644928753896805

Encrypted: false

SSDEEP: 768:rtQy95PNUQP5fcqhjhYOM3RpbL9FIEtaMl3:rtQy95PNRfhjhp+LhtaM

MD5: 44A3BD5CFD94E812B01BBE4339195FFC

SHA1: A550F299F150260DBD7ACF6E90356A3068333BD8

SHA-256: 1D38EB6AC866C0F8B2BFB566737B688FCB5E66EC32565391F4AC99B2A05122DB

SHA-512: D8B9E2A17F5CFF4EE58AE069BAB35145D1A823DEEB6AE3CAAFC7CCFD02D327F5F04BF25FF25BAF7C93D7C29F87CEE792901BFD041E9BD44C467B810AE6DE
2F36

Malicious: false

Reputation: low

Preview: 0\r..m..........H~.....https://express.adobe.com/static/2-cc3b0c50.js(window.webpackJsonp=window.webpackJsonp||[]).push([[2],{1171:function(e,t,n){"use strict";
t.__esModule=!0,t.default=function(e){return e&&e.ownerDocument||document},e.exports=t.default},1219:function(e,t,n){"use strict";var o=n(813);t.__esModule=!0,t
.default=function(e,t,n){var o="",c="",d=t;if("string"==typeof t){if(void 0===n)return e.style[(0,r.default)(t)]||(0,i.default)(e).getPropertyValue((0,a.default)(t));(d={})[t]=n}Ob
ject.keys(d).forEach((function(t){var n=d[t];n||0===n?(0,l.default)(t)?c+=t+"("+n+") ":o+=(0,a.default)(t)+": "+n+";":(0,u.default)(e,(0,a.default)(t))})),c&&(o+=s.transform+": 
"+c+";");e.style.cssText+=";"+o};var r=o(n(1946)),a=o(n(2452)),i=o(n(2454)),u=o(n(2455)),s=n(2456),l=o(n(2457));e.exports=t.default},1299:function(e,t,n){"use stri
ct";t.__esModule=!0,t.default=void 0;var o=!("undefined"==typeof window||!window.document||!window.document.createElement);t.default=o,e.exports=t.default},145

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 80958

Entropy (8bit): 5.788263218367172

Encrypted: false

SSDEEP: 1536:xFlzJurv2pFPSm2ZjPbLSY5Qj3ICoEQAxQH6+Tc5:x8rvGupHnW3I/4OPc5

MD5: 531AFEE4D2B1690C8CA009A7152B9A63

SHA1: BF73428ACB2ACCAD2FCDCAFE5684C84027AF2A79

SHA-256: 0A7C65DEC26DF6E93718873878417A49A31AF9A40B652A23F8076FB6AE53F62A

SHA-512: F41C6584691F897D50D7576354A9ACE17AE92D253A0D4A593DE3D3EC883778FE485A2479B9BA2B041585B04A539390066AC7C5144549EA9C64569C75C1B087E4

Malicious: false

Reputation: low

Preview: 0\r..m..........H~.....https://express.adobe.com/static/2-cc3b0c50.js..............'.......O....H;....m.................................................................x...............`....................................
(S.....`J.....L`p.....Qc.@......window....Qd~">>....webpackJsonp..QbJ.......push.....`......L`.......`......Ma........`.........b........&...C`....C`&...C`V...C`X...C`Z...C`\...C`^...C`....
C`....C`....C`....C`....C`*...C`2...C`4...C`....C`....C`$...C`&...C`(...C`*...C`,...C`....C`0...C`2...C`4...C`6...C`z...C`|...C`~...C`....C`....C` ...C`"...C`$...C`&...C`(...C`*...C`,...C`..
..C`0...C`2...C`4...C`6...C`8...C`:...C`<...C`>...C`h...C`....C`.....(S.<.`......L`......Qd.s.g....__esModule...(S.0.`......L`......QeV.X.....ownerDocument.....Qc........document..
K`....Df..............%...(..........(Rc................I`....Da....J.......b.............@.-....<P...=......https://express.adobe.com/static/2-cc3b0c50.js..a........D`....D`$...D`.....M....`"...&...&
....&....&.(S....`

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\0eb752485251babf_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\0eb752485251babf_1
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Size (bytes): 50691

Entropy (8bit): 5.352606055769487

Encrypted: false

SSDEEP: 768:NM6QBhcCWG0eIZeXABtLD1ri1iXrykMSvjM0Z+yeMEgi0afAjzY+5GDFFdABMgin:N83esqxD1m1kryGBegi3f8JfM

MD5: 5B96154974F381824B9CC2D531DD0FF5

SHA1: 89D08032481826A25567DD8D3DBE1F89900A3358

SHA-256: CD7A64B8141F79DCAA5EE0B405DA5DD8C0CDEEF664802F8B444C240A771E224E

SHA-512: 4EA77A6C267A4B7EA73F391F818F0F0F7C12C3E66D972C4CA7030A8C4DF4F8F8E4D421DE6DDF7ABAF5458134BEB1AC60B0208E1D9C49F8C5320B15EFB22A4D
50

Malicious: false

Reputation: low

Preview: 0\r..m......t...%.s.....https://express.adobe.com/static/vendors~non-editor-search-react~react-personalizer~saveastemplatedialog-756b4b72.js(window.webpackJsonp
=window.webpackJsonp||[]).push([["vendors~non-editor-search-react~react-personalizer~saveastemplatedialog"],{1007:function(e,t,n){"use strict";n.d(t,"a",(function(){retur
n o}));var r=n(830);function o(e){let{id:t,label:n,"aria-labelledby":o,"aria-label":i,labelElementType:s="label"}=e;t=Object(r.k)(t);let a=Object(r.k)(),u={};return n?(o=o?o+" "+a:
a,u={id:a,htmlFor:"label"===s?t:void 0}):o||i||console.warn("If you do not provide a visible label, you must specify an aria-label or aria-labelledby attribute for accessibility"),
{labelProps:u,fieldProps:Object(r.l)({id:t,"aria-label":i,"aria-labelledby":o})}}},1029:function(e,t,n){"use strict";n.d(t,"c",(function(){return c})),n.d(t,"b",(function(){return 
p})),n.d(t,"d",(function(){return E})),n.d(t,"a",(function(){return P})),n.d(t,"e",(function(){return j}));var r=n(1172);function 

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 131332

Entropy (8bit): 5.941165247654295

Encrypted: false

SSDEEP: 3072:R+dWk1f7V6uuS0KAzwBEnjC2DDBLF75wF:3wkDK5WjCeDfY

MD5: BA581A048949A4C818D10CC85BFCA723

SHA1: 6B0ACD2007F22B1B4B99ED5D830F335234B035C9

SHA-256: FA47781544143EF8E8955642332B3064974AAEB250BAA24C80002E147CC5C852

SHA-512: 465FCD0DCBD57443D511BD44D4149A0CDC267456B34C51FC79C5475E61CBBA6A4E0A3F98F69007B5AB3587425E73A54401814486D8797759D5F248D2AE56DF54

Malicious: false

Reputation: low

Preview: 0\r..m......t...%.s.....https://express.adobe.com/static/vendors~non-editor-search-react~react-personalizer~saveastemplatedialog-756b4b72.js..............'.......O+........Y.......
.......4...........................x.......................................p...........................d.......................|................................................(S.....`.....DL`......Qc.@......window....Qd~">>....we
bpackJsonp..QbJ.......push.....`......L`.......`......M`.....TQs...;G...vendors~non-editor-search-react~react-personalizer~saveastemplatedialog.`.....`..b,...........C`....C`(...C`
*...C`Z...C`....C`|...C`....C`....C`....C`.....(S.X.`h.....L`.....8Rc..................Qb..9.....r.....Qb.n......o...a..........Qb........1007`....Da.........(S.!..`.....PL`$.....Qb........id....Qc...[....label
.....Qe&E......aria-labelledby...Qd.|.N....aria-label....Qe**......labelElementType.....Qb..q....k......K....a............C..Qc.Y.h....htmlFor.C..q...QcB.u....console...QbjQa{....w
arn..Q~...ut...If

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 13098

Entropy (8bit): 5.567846603979892

Encrypted: false

SSDEEP: 192:bJeJGGA7M217jgGVD76Orj1DKu7RIWqSj38KREzU5MPe5JH4K3HoE61iLvqLhcJj:pQe7HDWOFzESjrREzUk/EIE61iLqEKw7

MD5: DC12286EFEEA34648D8CF9490F93C089

SHA1: 63530768700D60BF21A8AF62BE9D1B4F1D1596C8

SHA-256: A7BEF7C6EF20553DBC4B0B9F6E07A739736F2FD4017B70E65192C2B2344056EF

SHA-512: F36355D48204D1A20BA6651544C0360A9866AE87DD802278B7F9AC940ABEFF620F93ED7DEF741E7CCDC31DB373592394D652CD8B69B8B3633F76A51B02FC130F

Malicious: false

Reputation: low

Preview: 0\r..m......F..../......https://express.adobe.com/static/custom-workspace-guide-me-64175a2f.js(window.webpackJsonp=window.webpackJsonp||[]).push([["custom-works
pace-guide-me",18,19],{15:function(e,t,n){var i,a;i=[n(8),n(3),n(6),n(1),n(143),n(97),n(21),n(0),n(24),n(50),n(259),n(514),n(518),n(417)],void 0===(a=function(e,t,n,i,a,s
,o,l,r,d,h,c,u,f){"use strict";var g=u.default;return new(n.Model.extend({LOCALES:[{name:"Deutsch",value:"de-DE"},{name:"English",value:"en-US"},{name:"Espa.ol"
,value:"es-ES"},{name:"Fran.ais",value:"fr-FR"},{name:"Italiano",value:"it-IT"},{name:"Portugu.s",value:"pt-BR"},{name:"Dansk",value:"da-DK"},{name:"Suomi",value:"fi-FI"}
,{name:"...",value:"ja-JP"},{name:"...",value:"ko-KR"},{name:"Norsk Bokm.l",value:"nb-NO"},{name:"Nederlands",value:"nl-NL"},{name:"Svenska",value:"sv-SE"},{nam
e:"Welsh",value:"cy-GB"},{name:"..(..)",value:"zh-Hans-CN"},{name:"..(..)",value:"zh-Hant-TW"}],PIXABAY_URL_LOCALE_MAP:{"cy-GB":"cy","da-DK":"da","d

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\17d8a84bacd08a15_1
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b272c7a-6456-4215-8e90-c04cec5199a9\193374499770dbe4_0
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 26990

Entropy (8bit): 5.843462662462868

Encrypted: false

SSDEEP: 384:HvT/CTQuUovWTpt1T4RDzzB0/juJYaz5zkJOGkuEAgEL9WLdoPtlmENEa7rC0:T+Qpov8pt94JlGXJOGkuh3LyClmGEaPt

MD5: A5FAB04279280441100C97FBC6576C56

SHA1: 9DEEA1F2E90D2B59027082A7A3404D9A9F60588E

SHA-256: D5BF005411A93BF44C40655F5ACABB7A5E4E6D7EF90C702C1C3D4104EACA4B44

SHA-512: 628F012CF3C36DC574287220B54FC5ECBA721AC88B16D971703D23CE77E77888FC0406122EA23A8BD704FC72E267AE20711CFB49377386BB7B405DD45B42DA31

Malicious: false

Reputation: low

Preview: 0\r..m......F..../......https://express.adobe.com/static/custom-workspace-guide-me-64175a2f.js..............'.w/....O.....h..........................................H........................(S....`L..
..4L`......Qc.@......window....Qd~">>....webpackJsonp..QbJ.......push.....`......L`.......`......M`.....(Qh.>4.....custom-workspace-guide-me...a$...&...`.....@..b............C`R...
C`....C`....C`....C`....C`.....(S.5..`$.....L`.......`.....@Ln.............................................................(S.=..`4.....L`l....xRc8.................QbBnl.....f.....Qb.HJ.....h.....Qb........d.....Qb..9...
..r.....Qb........l.....Qb.n......o.....Qb.&d.....s......M...Qb.J.....t........i....$.......$.......$.......$...........I`....Da....f-...a...QcJ./.....Model.....Qc..G=....extend.....az.........Qc..D.....LOCALES
....`.....HL` ......a.............Qc...X....Deutsch......Qc.0.y....de-DE......a...........Qc.p.[....English....Qc.a.^....en-US......a...........Qcz<c.....Espa.ol....Qc>HzF....es-ES......a.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 430989

Entropy (8bit): 5.528025132574884

Encrypted: false

SSDEEP: 6144:rC7xnczmoCcLL+A5tiERkSUAGkw6FAedrT1eA0K0Zz5Xrc/EFpLNsW6veEX73gre:rC7KoADf

MD5: E8FD76F8CFFD1361C1C2F594BF4C8C57

SHA1: 25A0BA3D0DD2F3CEEDAFAC29BD9E436E645C560F

SHA-256: F4762E99287E80F8F5F5E35A5C3B705B8E12575BA6F398390C14CCA0FF0AAB7A

SHA-512: 03285EE77642342768F06B6966291840414D349B25ED1E435973BC7C1D518460434A45289E67F28D5643E8A08D885289CB14CCEA183965049171ED01BCEDD2B0

Malicious: false

Reputation: low

Preview: 0\r..m......=....\(.....https://express.adobe.com/static/m-react-spectrum-24e6e3ef.js(window.webpackJsonp=window.webpackJsonp||[]).push([["m-react-spectrum"],{1
011:function(e,t,a){"use strict";Object.defineProperty(t,"__esModule",{value:!0});var n=Object.assign||function(e){for(var t=1;t<arguments.length;t++){var a=arguments[t];
for(var n in a)Object.prototype.hasOwnProperty.call(a,n)&&(e[n]=a[n])}return e},r=o(a(848)),l=o(a(805));function o(e){return e&&e.__esModule?e:{default:e}}var i=function(
e){return l.default.createElement(r.default,n({},e,{icon:{18:a(3230),24:a(3231)}}))};i.displayName="Edit",t.default=i},1016:function(e,t,a){e.exports=a(2958)},1017:functi
on(e,t,a){"use strict";Object.defineProperty(t,"__esModule",{value:!0}),t.default=void 0;var n=0;t.default=function(){return"react-spectrum-"+ ++n}},1053:function(e,t,a){"use 
strict";Object.defineProperty(t,"__esModule",{value:!0});var n=Object.assign||function(e){for(var t=1;t<arguments.length;t++){var a=arguments[t];for(var n 

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 804757

Entropy (8bit): 6.194198174891975

Encrypted: false

SSDEEP: 6144:r2OMP0xVHScaRaoVLhSPxdHidQxTlzL/K14ecqlnMR6uPJvJKt3:r2pP0bScaRvV1S7HiOdd7kbMpxJKJ

MD5: 3691B81F7630258650D842069D93A70B

SHA1: 019B58C18233765302214E37FD5A4B45E033C7FA

SHA-256: CCFEC08F8AE2DD20D68BB163E34C010183D3D38B04C2EAFA89B543A9629A7A82

SHA-512: 13A18AFB0C3290DD9F7332E809020F85872CA184FF4FD0E6D41192DE01B0F71F069EB3C376E3756AD2704A7D736D41B685F9BC1CDFD946D0C1898A28C7FE9097

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\193374499770dbe4_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\1a5789e2a86894e2_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\1a5789e2a86894e2_1
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Preview: 0\r..m......=....\(.....https://express.adobe.com/static/m-react-spectrum-24e6e3ef.js..............'.......O....pC...3].............(....,..............................................................p...................
................................p...................(....... .......................................................................................@...........................................x...........................................|...h...............d...
................................................`.......................................................h...............L...d...........T...............................d...................................P...........,...........................................
............................l...................d.......................................................................X...................................\....'......................4...|......................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 59282

Entropy (8bit): 5.349060782466744

Encrypted: false

SSDEEP: 1536:W7kXtV/Ws8yGZh/cSWb2U/Z2ga9QOvLehtPFaAspeAKIQoDd6j7bAzjnvU6x0UzV:W7SLfsjQud6j7IvU6Nz4snN

MD5: 9B2E0ABEE46C6C2AD8C1CC05470B2F45

SHA1: 7D8CDAA6DC8E0639EC86E398B19F087B6AFC3187

SHA-256: C98B0542032DD8BB6FA96FACA8D91975258354F88DCAC1B3DAA6E4C81823F7A7

SHA-512: 712226C2F24350CDD8B642979BD30F89BC8FEFE5C16B2585F32B67FD7232243BF375554BB73B50689BC95554F4D0E9B472851E1AAE63FD05A876486971FACC6D

Malicious: false

Reputation: low

Preview: 0\r..m......[..........https://express.adobe.com/static/vendors~search-controller~share-view~slate-web-5cada58f.js(window.webpackJsonp=window.webpackJsonp||[]).
push([["vendors~search-controller~share-view~slate-web"],{1012:function(e,t,r){"use strict";r.d(t,"a",(function(){return s}));function s(e,t,r,s){var i,a=arguments.length
,n=a<3?t:null===s?s=Object.getOwnPropertyDescriptor(t,r):s;if("object"==typeof Reflect&&"function"==typeof Reflect.decorate)n=Reflect.decorate(e,t,r,s);else for(var o=e.l
ength-1;o>=0;o--)(i=e[o])&&(n=(a<3?i(n):a>3?i(t,r,n):i(t,r))||n);return a>3&&n&&Object.defineProperty(t,r,n),n}Object.create;Object.create},1089:function(e,t,r){"use stri
ct";r.d(t,"a",(function(){return w}));function s(e,t,r,s){var i,a=arguments.length,n=a<3?t:null===s?s=Object.getOwnPropertyDescriptor(t,r):s;if("object"==typeof Reflect&&
"function"==typeof Reflect.decorate)n=Reflect.decorate(e,t,r,s);else for(var o=e.length-1;o>=0;o--)(i=e[o])&&(n=(a<3?i(n):a>3?i(t,r,n):i(t,r))||n);return a>3&&

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 97675

Entropy (8bit): 6.101804167858628

Encrypted: false

SSDEEP: 1536:eBQGO84GwJkGs8yGZh/cSWbwwUT6ga9QOvLvYrCfyFqZxImTbP26K+9lunITuMq:eBQGb4GoLbqFyFqZ7P2uaxV

MD5: 795C2469B8CDEE58CC04EFD58AB3C18A

SHA1: 54E4020627162B01C20CB03FD3BF6B673ADC0D39

SHA-256: 154B09CE1ABE7FBB8CC6F0CCBC407173B8908DA684FF4F419D5CEB69C8AE7B62

SHA-512: 9C766AC0FA1CFD23FFE8F8493060115463009574704B9B8C2B09795157D663A4DFF56EC1D573C257C821412AEA74CED6FEBF4306011853CB94B90573B56B47A5

Malicious: false

Reputation: low

Preview: 0\r..m......[..........https://express.adobe.com/static/vendors~search-controller~share-view~slate-web-5cada58f.js..............'.......O ...X|..#...............<.......................D...........(..
.................................................................P................(S.U...``....TL`&.....Qc.@......window....Qd~">>....webpackJsonp..QbJ.......push.....`......L`.......`......M`.....<Qm.9......ve
ndors~search-controller~share-view~slate-web..`........b<...........C`....C`R...C`R...C`b...C`r...C`....C`....C`....C`....C`....C`....C`....C`....C`.....(S.\.`t....$L`.....0Rc...............
...Qb.&d.....s...`......Qb........1012`....Da.........(S....`..... L`.....M.........Qc.......Reflect...Qc6>.....decorate.e...K`....D...X...(..........&.(...&...i....%...%......&.(...&.Z.....&...%.&...
.s../...&.(...s.."...&.(...&.'..'..'..'..W....&..R(...A..&..l...C%.*..&..1..i....].......j....'..'..'..[......^......%.&.%.M.&..D...j. ..%......&.(..!&.'..'..'..W...#%.....,Rc.................Q.`

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 4330400

Entropy (8bit): 5.610025754761337

Encrypted: false

SSDEEP: 49152:lBX2kcVBlZZyenFRLCBHHkkIDlPFASirchVHad+sJOfV+kYFYVzIz7SjAmszuMOF:r2zt4RkkCdo0V

MD5: D6C41FFCBD12F0F244CF8152571B88BB

SHA1: 9BDAB4931DDB09E25A9B801EF6C6F0F3BCA51D6F

SHA-256: A10804D0C72C5969B167A1A7AC0EB898C59600A1EA2F3808CA5BFA067907353A

SHA-512: 3929F111EDEF649318A685EA85C754FE3A25CFAE980E686D3C08E4B0C913154C05A4B0BC7EC430C18411617C85C57857ADE1A38AB27D2AA07F64EC29F90C8EB
0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\1b2c6b61792fa3f7_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\1b2c6b61792fa3f7_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\1b2fa16f100d794a_0
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Malicious: false

Reputation: low

Preview: 0\r..m......2...ih.....https://express.adobe.com/static/react-0b95cfd5.js(window.webpackJsonp=window.webpackJsonp||[]).push([["react",4,5,6,"brand-kit-chooser-v
iew~share-view~user-profile-view","vendors~brand-kit-controller~create-template-project-picker~gic-voice-publishUtils","vendors~non-editor-search-react~react-pe
rsonalizer~saveastemplatedialog","vendors~search-controller~share-view~slate-web",7,8,"create-template-project-picker~spark-core-wraper","slate-app-ac-theme-edi
tor~sparkfonts-registry","vendors~brandswitcher~search-controller","vendors~ccx-share-sheet~search-controller",10,"brandswitcher","cannotsavetemplatedialog","create-
template-project-picker","non-editor-search-react","saveastemplatedialog","templatepreviewdlg","vendors~create-template-project-picker","vendors~saveastemplatedialog
","vendors~spark-core-wraper",13,16,17,18,19,21,22],[function(e,t,r){var n;void 0===(n=function(){"use strict";return self._prjtmrvlsetup}.apply(t,[]))||(e.exports=n)},,f
unction(e,t){functi

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 7316682

Entropy (8bit): 6.351725385297292

Encrypted: false

SSDEEP: 49152:r6/zkLptU+LTkkzGNwWhVHad+sJOfV+kYFYVzIz7SjAmszuMOcdSYiZ3ZebFmXHG:ZtkkyNwkdKYKR6Lkf

MD5: 9461A79D70E1A9BAF5F83BDC6BB7CE4D

SHA1: CD9D6E40F4DCF417702245609384DD7F0578A20A

SHA-256: A32F42CBF8F670630B53EF26D9100D41B4C7DF7F95B773167D0ED71091EEAF71

SHA-512: 58AB116E700A512B28D253E78099AA3AC60FADADB00D4497F979F41A7BCA2194D4A0BABED1B2481CF4BA30610C2380923C4C80C231383391268A59CB48E7733
2

Malicious: false

Reputation: low

Preview: 0\r..m......2...ih.....https://express.adobe.com/static/react-0b95cfd5.js..............'.,.A...Ot...p.o...9.............(...0j......p...hE..............................................`...................................
............................................................................................................................4.......................l.......d@..........X...........................................................................................
....................................(...................................................(...............p...................................................`...................`...............d...................................................|.......D.......
....................P...................................................................................................................................D.......................................\.................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 43266

Entropy (8bit): 5.271487171754543

Encrypted: false

SSDEEP: 768:Erur/jZ6C2nOPVmodDzr1OBKO1SSM6ElrVAFWVryyp:g4/j6nOtmodDzrK1Sb6EzAFWrd

MD5: ED31C379773F22FE213043551ACFD6AA

SHA1: 096EEA34FD76E04584E6BC0573839969B3E930C5

SHA-256: 7DA731B8AF3C883A8F359493E2A22D9BA2019DBE08C0C45008DE3F8A63443E3E

SHA-512: 65957D0A3C78E05AE95DA3249A87ED489183EE5599183B49C4B599FF89708AAF5B5DD8518B876B970C7A27C08C1C611503A2DBA0C2080508FBCAA61FC689DB7
5

Malicious: false

Reputation: low

Preview: 0\r..m......>....Gz.....https://express.adobe.com/static/spark-core-wraper-0e8fb3e2.js(window.webpackJsonp=window.webpackJsonp||[]).push([["spark-core-wraper",21,22],
{1502:function(e,t,r){"use strict";var o=r(1),n=r.n(o),i=r(10),a=r.n(i),s=r(20);t.a={authFetch:function(e){var t=(new Error).stack;return a.a.requiresAuth().then((function(){
return a.a.getAccessToken().then((function(r){var o=n.a.defer();s.SparkPerformanceTracker.measurePromise("StorageLoader.fetch:".concat(e.uri),o.promise);var i=O
bject.assign({},e.headers);i=Object.assign(i,{"x-access-token":r});try{window.fetch(e.uri,{method:e.method||"GET",headers:new window.Headers(i),body:e.body}).th
en((function(r){if(200===r.status||204===r.status)o.resolve(r);else if(401===r.status)o.reject(new Error("Request auth failed; errorCode:"+r.status+"; errorText:"+r.statu
sText)),a.a.clearScope(),window.marvel.events.trigger("spark-auth-failed");else{window.marvel.logger.info("[Client:Storage] authFetch failed more info",{errorCode:r.statu

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 92246

Entropy (8bit): 5.932502469841525

Encrypted: false

SSDEEP: 1536:Po64wjtKPkj2n2AQd0f8d+bJ2lyCzNlEzeiO72mOavd:PoYxKcYf8zK67mavd

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\1b2fa16f100d794a_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\1d402111eab1056c_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\1d402111eab1056c_1
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MD5: 1E89615FB180D8C9930E8102A6A10F53

SHA1: 67A13EDABF4FBC78C5DBE9AFF0607047815D9F26

SHA-256: B1F7598A2CB0EDDA7C27845E7A5342CF67F35B203D1E2ECDCC0F603767E49E8A

SHA-512: 03F4B3228190EF89D868728419B8DA6684BF7FAA850E59DA123CA0545B0A68C021635FDDF38962CAE8230961E53BA10388E52C19C72E29B069DE84BF999221F9

Malicious: false

Reputation: low

Preview: 0\r..m......>....Gz.....https://express.adobe.com/static/spark-core-wraper-0e8fb3e2.js..............'.~.....O....@g..1)...........................................................................................
............................................(S....`.....(L`......Qc.@......window....Qd~">>....webpackJsonp..QbJ.......push.....`......L`.......`......M`..... Qfb.k.....spark-core-wraper...a*...,...`.....
(..b............C`P...C`....C`.....(S...`.....(L`.....@Rc..................Qb.!.7....n......M...Qb.&d.....s...b..............Qbx.......1502`....Da...............a..........Qd.f#....authFetch...C..Qe........
authFetchJSON...C.(S.h.`.....$L`.....<Rc.................QbV.w.....e.....Qb.J.....t...a$...........`....Dan...............e....Qd..Zl....requiresAuth....(S.L..`T.....L`.......Qe..v.....getAc
cessToken....(S....`......L`D....4Rc.................Qb.n......o...`....I`....DaP..............M...Qc.s[.....defer....$Qgj[.0....SparkPerformanceTracker...Qe.O......measurePromise... Qf

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 20028

Entropy (8bit): 5.375280180563759

Encrypted: false

SSDEEP: 384:DsxnhTAahH0teUBkZO6IXbMzmERm6H/9w2skyy3:2hTFkgOfLAmzIsC

MD5: 0EA29C53ECAF01B32448EB001BAD8301

SHA1: 4804CCF612F9C94F09DDDA4ED0D57A6AAEEE0741

SHA-256: ABA9D1D6F1A6CF9EBCDA3B142606ABA39A447FBFD59DDD0205C1A05076D2D285

SHA-512: 074846FBAF6FCBB205AD0417657BD5950BCDD5DA38685F1FBD989E43A25E393ED9B0BC78D58F538E9BBB809C49F577238E47CF4E54AEA572C8C5F521FC9B59
D9

Malicious: false

Reputation: low

Preview: 0\r..m...........:k.....https://express.adobe.com/static/0-0f39a8cf.js(window.webpackJsonp=window.webpackJsonp||[]).push([[0],{259:function(t,e,r){"use strict";var n=r(69
0).default;r(517),(e=t.exports=n).default=e},316:function(t,e,r){"use strict";e.extend=function(t){var e,r,o,i,a=Array.prototype.slice.call(arguments,1);for(e=0,r=a.lengt
h;e<r;e+=1)if(o=a[e])for(i in o)n.call(o,i)&&(t[i]=o[i]);return t};var n=Object.prototype.hasOwnProperty;e.hop=n},514:function(t,e,r){"use strict";(e=t.exports=r(697).def
ault).default=e},518:function(t,e,r){"use strict";r.r(e),e.default={DEFAULT_LOCALE:"en-US",TEST_LOCALE:"zz-ZZ",LOCALE_PREFIX_REGEXP:/^(\/([a-z]{2,4}-[a-zA-Z0-
9]{2,4}(-[A-Z]{2,4})?\/?)?)?/,getLocale:function(){return document.documentElement.lang||this.DEFAULT_LOCALE},getLocalizedSparkPath:function(t){var e=arguments.le
ngth>1&&void 0!==arguments[1]?arguments[1]:this.getLocale(),r="/"+this.getLocalePathPrefix(e);return t?t.replace(this.LOCALE_PREFIX_REGEXP,r):r},getLocalePathPr
efix:funct

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 40222

Entropy (8bit): 5.889383730298031

Encrypted: false

SSDEEP: 768:s+RZMyyXsptWGTu+U6S7RYSSp673Vc03kx/RTPA:sSxtRu+zS72SSsRc03gPA

MD5: 38471C918EEED1D3E7E54263382D5FB3

SHA1: 135807509D55F3FFF02A4F1AD0BF0F4B93D5782C

SHA-256: 56E2BA08579A614D6D0087C536394F7375F504AFAFF20FF7F042EF6841E95005

SHA-512: 22B6CAA873A4D8C3EBD82E32813A7A8E7D37044E88B4FCE572E64D071D450F202708DCCAD41A3FED07CDEC16C8AC660056628DB14C8B2001A7F6A249BD1348
6D

Malicious: false

Reputation: low

Preview: 0\r..m...........:k.....https://express.adobe.com/static/0-0f39a8cf.js..............'..J....O....P...B1......................................$...D....................................(S.E...`>....PL`$.....Qc.@..
....window....Qd~">>....webpackJsonp..QbJ.......push.....`......L`.......`......Ma........`.....x..b8...........C`x...C`....C`....C`d...C`f...C`h...C`j...C`l...C`n...C`p...C`r...C`t...C`.....
(S.P.`Z.....L`.....a...Qc........exports...K`....Dn.... .............&.]...&.(...&.....&.]...%.-...'..%.-.......(Rc..................Qb........259.`....Da.... .......c..........@..,...@.-....<P..f.8.....https:
//express.adobe.com/static/0-0f39a8cf.js..a........D`....D`....D`..........`....&...&....&.(S.H..`L....$L`.....0Rc..................Qb.!.7....n...`......Qb........316.`....Da:........(S...`......L`...
.........Qc".......slice.....Qb........call.M...K`....D.q.p..............&....&.(...&.(...&.(...&...&.Z.....&..&.(...&.%.i...W%.*..&..D%..@w.......&...1......#&...&.(...&.Z.......%.*..&.0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\200920f88f241772_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\200920f88f241772_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\20f339a58bdd23f9_0
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Size (bytes): 3852

Entropy (8bit): 5.798370216107238

Encrypted: false

SSDEEP: 96:DtiT7tvmSguf8toQCLTzk4zT5Ne3vZroyyWDQlJuQCS:Dti/cSv8to/L/k4zTHe3vZr4LlL

MD5: BE949BCC5163E24CC03E0F005B42B7C6

SHA1: B60AED76513EF5D9382AA50D5E0BA7EC425E794A

SHA-256: 03B9F46AB1EA511466E7FDC0B138F682FD77F2B99FFE7D82425D462F907553B1

SHA-512: 7CB7B6CB0A0F1911AAAC49C79045DDC511941BEE500A131D9B853E3DB8EB9B3248515B96F58DA0347E839243FBA5D3FF4C0878FF09C6AAAA59DFC2257B2C52
79

Malicious: false

Reputation: low

Preview: 0\r..m......?...........https://express.adobe.com/static/c676d3845844e44340b5.worker.js!function(e){var t={};function r(n){if(t[n])return t[n].exports;var a=t[n]={i:n,l:!1,exports:
{}};return e[n].call(a.exports,a,a.exports,r),a.l=!0,a.exports}r.m=e,r.c=t,r.d=function(e,t,n){r.o(e,t)||Object.defineProperty(e,t,{enumerable:!0,get:n})},r.r=function(e){"undefine
d"!=typeof Symbol&&Symbol.toStringTag&&Object.defineProperty(e,Symbol.toStringTag,{value:"Module"}),Object.defineProperty(e,"__esModule",{value:!0})},r.t=functi
on(e,t){if(1&t&&(e=r(e)),8&t)return e;if(4&t&&"object"==typeof e&&e&&e.__esModule)return e;var n=Object.create(null);if(r.r(n),Object.defineProperty(n,"default",
{enumerable:!0,value:e}),2&t&&"string"!=typeof e)for(var a in e)r.d(n,a,function(t){return e[t]}.bind(null,a));return n},r.n=function(e){var t=e&&e.__esModule?function()
{return e.default}:function(){return e};return r.d(t,"a",t),t},r.o=function(e,t){return Object.prototype.hasOwnProperty.call(e,t)},r.p="/static/",r(r.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 7815

Entropy (8bit): 5.700685213994594

Encrypted: false

SSDEEP: 192:53RwotR1ni2hiRrdDv2ccpo0kqE68Im3N1KJ/lYH:LSd7yd8FL

MD5: D871B4B42C1A486097FF3079A9B238AB

SHA1: 0733FBFDE5C815DD55F26C48A12B79AB7440C9E8

SHA-256: 805460F6B77E1438D96FA296C37CED685D471E3A8C79121F506C626C22EF1B3A

SHA-512: 3C4640BE04038AD19D5625A5413C34B76C527FF5945A8DA9EF0FD040CED4571DDEE20AA5FFE2FCF2BFACF2305728FB3C12BA0838AB682F931F9A6A7983EBB9
63

Malicious: false

Reputation: low

Preview: 0\r..m......?...........https://express.adobe.com/static/c676d3845844e44340b5.worker.js..............'.......O.........).............x........................(S.D..`>.....L`.....(S...`.....LL`"....@Rc
..................QbV.w.....e.....Qb.J.....t.....Qb..9.....r...b$...........I`....Da....,....(S...`......L`......Qc........exports..$..a...........S.C..Qb........l...H..a....a...........Qb........call..A...K`....D}8.....
..........&.%.*......&.%.*..&.(......&.}...&.%./...%.0...'....&.%.*..&.(...&.(...&.(...&...&.'..W.....-...(........,Rc...................`....Da@...8.....a.....e......... P.........@....@.-....LP.!..p_)?...http
s://express.adobe.com/static/c676d3845844e44340b5.worker.js.a........D`....D`T...D`.....l...`2...&...&....&..!.&.(S.X..`l.....L`......Qb.n......o.......e.....a...........G...C...K`....Dp(... 
...........&.(...&.Z......$...&.(...&.}..)&.%./...'..'..W.......,Rc...............I`....Dah.........a.....d..........`..L........1.d....................&.(S.x..`.....$L`.....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 6776

Entropy (8bit): 5.662878008224675

Encrypted: false

SSDEEP: 192:zA7M217jgGVD76OuIjv8okVmeWqRp1nXFi:kQe7HDWOFfGRTY

MD5: 81A6BFCC8DB417EC799988AE2A3B9620

SHA1: E2547B5ACB60538B29639F97D93374972374796D

SHA-256: 1626009B872B57414AE1C8C30F5E7E0DFA1CFA366CB869A0D32C684187D6BA3C

SHA-512: 2B8A2805317F97DD15FA05BC7C16C810289FFC558F65F0A07417595921EE421A3455BF6F2F32D22B6BB526A587F1C7AD0233C9D7341A2EFBBACEAA09689EBB1
8

Malicious: false

Reputation: low

Preview: 0\r..m....../...~..$....https://express.adobe.com/static/18-b4fdbe42.js(window.webpackJsonp=window.webpackJsonp||[]).push([[18,19],{15:function(e,t,a){var n,i;n=[a(8),a(3
),a(6),a(1),a(143),a(97),a(21),a(0),a(24),a(50),a(259),a(514),a(518),a(417)],void 0===(i=function(e,t,a,n,i,s,r,o,l,c,u,h,f,g){"use strict";var d=f.default;return new(a.M
odel.extend({LOCALES:[{name:"Deutsch",value:"de-DE"},{name:"English",value:"en-US"},{name:"Espa.ol",value:"es-ES"},{name:"Fran.ais",value:"fr-FR"},{name:"Italia
no",value:"it-IT"},{name:"Portugu.s",value:"pt-BR"},{name:"Dansk",value:"da-DK"},{name:"Suomi",value:"fi-FI"},{name:"...",value:"ja-JP"},{name:"...",value:"ko-KR"},{name:
"Norsk Bokm.l",value:"nb-NO"},{name:"Nederlands",value:"nl-NL"},{name:"Svenska",value:"sv-SE"},{name:"Welsh",value:"cy-GB"},{name:"..(..)",value:"zh-Hans-CN"},{
name:"..(..)",value:"zh-Hant-TW"}],PIXABAY_URL_LOCALE_MAP:{"cy-GB":"cy","da-DK":"da","de-DE":"de","en-US":"","es-ES":"es","fi-FI":"fi","fr

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\20f339a58bdd23f9_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 15015

Entropy (8bit): 5.693246088054171

Encrypted: false

SSDEEP: 192:Bqq8SNYRTKLeGj0hgizKuFjVnW2bfX7gBPydD8nyW7jDG3i4hM2kcwzB449Qcfxp:BqnFKLtbMZWwQm1MlJzBwXvUduq

MD5: C0C044EC5205E20E9605DECEC29D17ED

SHA1: 0D7548446758988AE53685C5EB41062E73239B72

SHA-256: 4EC79C43367EDBD2136F967CF380109FF60F481F0D59E89F78006F89DF166768

SHA-512: 2FC96F707F03962462DD4CF80E2805A1C27A187696C154B2BBD18CE642C95F60B46FB7DD67A1071C25744A1163C1C079ED08F5A5755EB670C5AF289C3318856F

Malicious: false

Reputation: low

Preview: 0\r..m....../...~..$....https://express.adobe.com/static/18-b4fdbe42.js..............'.......O.....9.................................t................(S....`.....$L`......Qc.@......window....Qd~">>...
.webpackJsonp..QbJ.......push.....`......L`.......`......Mb....$...&...`..... ..b............C`....C`.....(S.5..`$.....L`.......`.....@Ln.............................................................(S.=..`4.....L`l....xR
c8......................R....Qb.......c.....Qb........l.....Qb.n......o.....Qb..9.....r.....Qb.&d.....s......S...Qb.J.....t.....Qb........d...i....$.......$.......$.......$...........I`....Da.....-...a...QcJ./.....Model.
....Qc..G=....extend.....az.........Qc..D.....LOCALES....`.....HL` ......a.............Qc...X....Deutsch......Qc.0.y....de-DE......a...........Qc.p.[....English....Qc.a.^....en-US......a....
.......Qcz<c.....Espa.ol....Qc>HzF....es-ES......a...........Qc.S.T....Fran.ais...Qc.7y.....fr-FR......a...........Qc.`.b....Italiano...Qc:.......it-IT......a........

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 10457

Entropy (8bit): 5.387641294389461

Encrypted: false

SSDEEP: 192:E1uRXJZ3fqX5CdDC09bTZSUoR2jdGteor+vPqErU676nP/hlkjInJV:E1ulJZ3fqpCdDC01ZSUxkOPqEo/PZl

MD5: BD675ABA60B7894EF7B1DD0747EC5588

SHA1: 52DD6722F1B1FFB79C581A787643C8FFB1369835

SHA-256: 3D3DCCF2162D311EE7C7DC4CDB308F607F97ED988BDD0186D0EA4A16B981D750

SHA-512: A21DCD990963FE663C28278E78F5B3C3733475474D85BB650ABFC049DBAC956DC49789EBF6D770B4244008DDE1CBC381A1B2FCFB3656EAAA4B294CFA6252BF
29

Malicious: false

Reputation: low

Preview: 0\r..m......>......(....https://express.adobe.com/static/missingfontsmodal-f5b71558.js(window.webpackJsonp=window.webpackJsonp||[]).push([["missingfontsmodal"],
{4421:function(e,t,n){var i=n(4422);"string"==typeof i&&(i=[[e.i,i,""]]);var s={hmr:!0,transform:void 0,insertInto:void 0};n(245)(i,s);i.locals&&(e.exports=i.locals)},442
2:function(e,t,n){(e.exports=n(244)(!1)).push([e.i,'.missing-fonts-overlay-bg{z-index:10002}.missing-fonts-overlay-container{position:absolute;top:0;left:0;width:100vw;he
ight:100vh;background-color:rgba(0,0,0,.45);transition:background-color .3s;z-index:5100}.missing-fonts-overlay-container .messaging-modal-shell{position:relati
ve;width:440px;height:auto;min-height:200px;left:50%;top:50%;-webkit-transform:translate(-50%,-50%) scale(1);transform:translate(-50%,-50%) scale(1);transition:-webkit-
transform .3s;transition:transform .3s;transition:transform .3s,-webkit-transform .3s;display:-webkit-flex;display:flex;-webkit-justify-content:center;justify-content:cente

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 16646

Entropy (8bit): 6.262331740813332

Encrypted: false

SSDEEP: 384:Qw1ulJZ3fqpCddSv9Z6dTHWZHKQqF0Zwc8MI0hbOo8UZd9f8TF:Xb5QF07I0hF/X90p

MD5: 3FD3DC19A8A862AF24044E700D100DA8

SHA1: 572AE8B150B310C3B5C44AECED62358B4EC7FF1E

SHA-256: 465982705C2DFDED78DD8E028D5EA467741F5582234FE4285F891DAA04517756

SHA-512: 5162EC3A25EB2A046A1AA682043D3E5A3034596B2C43CA6AEA627A63D6616E12AC6EB9307856759B4AB3D3A2742F68A9F9571127B657BA1E1A7C7609544FE672

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\218c60f154074bcc_1
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Preview: 0\r..m......>......(....https://express.adobe.com/static/missingfontsmodal-f5b71558.js..............'.V%....O....@@....P.............\........................................(S....`.....(L`......Qc.@.
.....window....Qd~">>....webpackJsonp..QbJ.......push.....`......L`.......`......M`..... Qf........missingfontsmodal...`.....(..b........."..C`."..C`."..C`.....(S...`.....(L`.......`......La..........
.`......Lb............I...S..$.a..........Qbn.......hmr.G..Qd.}2.....transform...C..Qdf9*.....insertInto..C......A...Qc...*....locals....Qc........exports...K`....D.!.0... ...........F.&.]...&.s..1z..
.&..&.z..%&..&.(...1.....&.%.1...%.1...'..%.}..)&../..../...'......&.]...&.^....(.....(...&.-...%.......(Rc..................Qb.E......4421`....Da............e..........Y..80..........@.-....LP.!.~.F.>...https:
//express.adobe.com/static/missingfontsmodal-f5b71558.js..a........D`....D`....D`.....h...`0...&...&....&.(S.\..`t.....L`..........Q......`......La...........].Q.a=..1.N....missing-fonts-ov

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 19497

Entropy (8bit): 5.493098230013448

Encrypted: false

SSDEEP: 384:xTxrEfCMD3N16f8XH0QGeSiTisnF2yMHNGOjS9tHySBjWLtcOe+:9aakd16fn7n

MD5: 6863DF1111713FB4DE91DFE640421E9E

SHA1: EEA7E8576DB03CAE12CB02C8BD8E84E8D112F31E

SHA-256: E4A04792C290CC12BA64B5C496F6E94A2143E399AFC344360238B426C8C5D4D6

SHA-512: E58D5DE372F5806B7AA1CECE155AC5319251CD8884F661DEB0912826A50770918B572F1D7FD877B67BDDBEB6BD3277D20FF5288EC90694EEE9E5B27513A8A05
C

Malicious: false

Reputation: low

Preview: 0\r..m......V....g......https://express.adobe.com/static/vendors~ccx-share-sheet~search-controller-322cb500.js(window.webpackJsonp=window.webpackJsonp||[]).push
([["vendors~ccx-share-sheet~search-controller"],{1004:function(t,n,r){var e=r(986),o=r(928).concat("length","prototype");n.f=Object.getOwnPropertyNames||function(t)
{return e(t,o)}},1013:function(t,n,r){"use strict";var e=r(828);t.exports=function(){var t=e(this),n="";return t.global&&(n+="g"),t.ignoreCase&&(n+="i"),t.multiline&&(n+="m"),t
.dotAll&&(n+="s"),t.unicode&&(n+="u"),t.sticky&&(n+="y"),n}},1020:function(t,n,r){var e=r(820),o=r(929),i="".split;t.exports=e((function(){return!Object("z").propertyIsEn
umerable(0)}))?function(t){return"String"==o(t)?i.call(t,""):Object(t)}:Object},1021:function(t,n,r){var e=r(986),o=r(928);t.exports=Object.keys||function(t){return e(t,o)}},1022:f
unction(t,n,r){var e=r(863),o=r(860),i=r(998),c=function(t){return function(n,r,c){var u,a=e(n),f=o(a.length),s=i(c,f);if(t&&r!=r){for(;f>s;)if((u=a[s

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 50646

Entropy (8bit): 5.571682523839676

Encrypted: false

SSDEEP: 768:AUiXVlNcENwm89XDiJGRGl+f+D5yOE0UuEgOQv3TA4Bp1kfb6XySt:JillKENw9i5l+fUyOxUqtv84BofeXD

MD5: 3F303DD5C070C08C766F12DB81D414B9

SHA1: 2B020015D85CC87D29536CC5F6697FFA3F9208B7

SHA-256: 7C20944F6E5C6D04A374FF0D69810F186B52D754A3EAF26B3DE42CF5F235E4C2

SHA-512: AD32A1C7DF626AB137C1991D421300FE02CD5BF3E295CDF67C910E3B28F1E89E795D1CA0636982244B34F6D1F38BB103D6336F721ED01E4BAF81E69B6538DB3
8

Malicious: false

Reputation: low

Preview: 0\r..m......V....g......https://express.adobe.com/static/vendors~ccx-share-sheet~search-controller-322cb500.js..............'.uH....O..........X........................................................
(............................(S.Q...`X....E.L`......Qc.@......window....Qd~">>....webpackJsonp..QbJ.......push.....`......L`.......`......M`.....8Ql.s.p)...vendors~ccx-share-sheet~search-con
troller...`.....a...b,...........C`....C`....C`....C`....C`....C`....C`....C`....C`....C`....C`....C`....C`....C`@...C`B...C`D...C`F...C`H...C`J...C`L...C`f...C`h...C`j...C`l...C`n...C`p...C`r...C`t..
.C`X...C`f...C`h...C`p...C`v...C`x...C`....C`....C`....C`....C`....C`....C`....C`....C`....C`....C`....C`....C`....C`....C`....C`....C` ...C`"...C`$...C`(...C`*...C`,...C`....C`:...C`<...C`>
...C`@...C`B...C`d...C`....C`....C`....C`....C`....C`....C`....C`....C`....C`....C`.....(S.p.`.....(L`.....8Rc..................QbV.w.....e.....Qb.n......o...a..........Qb........1004`....Da..........
Qc.%:.....concat..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 2180

Entropy (8bit): 5.94311405047976

Encrypted: false

SSDEEP: 48:XA58ynehkdgobDE3Svevt0AE2vU+ZGA38t67Amb3LDsbWIagHQwtMd:Ge2PDukIVFH8ox7DsbbQG+

MD5: F80E8E2F0F9C685223AFB5ACB0882474

SHA1: 72A1C56C035BFC4A47A36470441502037A474A17

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\22b61495508b1072_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\22b61495508b1072_1
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SHA-256: EB24943AACAA6B844E36804DD2ADE34DB603E8A45A714A1D474AAE28F3584B38

SHA-512: 1E7233B1E79687B90009292F5129B210B06DCD66DE16A3D2437E434D76D2B01325DAEC487EE7467E3BA81331AEBC6CD1FEFA6C9EDFB863AF3A034F8E8B0A33
CD

Malicious: false

Reputation: low

Preview: 0\r..m......?...0d......https://express.adobe.com/static/saveinpogressmodal-39f3f022.js(window.webpackJsonp=window.webpackJsonp||[]).push([["saveinpogressmodal"],
{4418:function(e,n,o){"use strict";o.r(n);var r=o(4),i=o.n(r),s=o(2),t=o.n(s),a=o(81),p=o.n(a),l=o(80),c=o.n(l),f=o(82),u=o.n(f),v=(o(1),o(805)),m=o.n(v),d=o(806),g=o.n
(d),h=o(807),y=o(815),b=(o(4419),function(e){function n(){return i()(this,n),p()(this,c()(n).apply(this,arguments))}return u()(n,e),t()(n,[{key:"render",value:function(){return 
m.a.createElement("div",{className:"mrvl-overlay-overlay-bg save-in-progress-overlay-bg"},m.a.createElement(y.SparkDialog,{open:!0,mode:"alert",title:this.props.in
tl.formatMessage({id:"organizer-save-title"}),confirmLabel:this.props.intl.formatMessage({id:"organizer-save-ok"}),onConfirm:this.props.onConfirm,onCancel:this.
props.onCancel},this.props.intl.formatMessage({id:"organizer-save-text"})))}}]),n}(m.a.Component));b.propTypes={onConfirm:g.a.func.isRequired,onCancel:g.a.func.
isRequired

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 3823

Entropy (8bit): 5.823671778452655

Encrypted: false

SSDEEP: 96:Q4bOjLH4nnU/SlvDSMrkBkB5fzTZEwG8k5FNJXF6jTzkO/b8:QjwnU/cveMYBkBFzTqw0hJXF6jTzkOY

MD5: 278978D49A05C58CD7981A86BE9C5D9E

SHA1: 99011497360630E2B001FC64B5004294A580EF33

SHA-256: 5766566509FFE8E80C7D691A7E1C8D5FFE5DF7B5AAC387AFCA3915D61601BCEF

SHA-512: 38F1B1F254C0F9287D1ECD5BB311DC2506783528C5046B4E61614C42708F061E1C9DAA2D079BBD02B5EFDD7E160148507451F65274F31E600CFA84764B093EEB

Malicious: false

Reputation: low

Preview: 0\r..m......?...0d......https://express.adobe.com/static/saveinpogressmodal-39f3f022.js..............'.......O....8....|.................<....................(S....`.....(L`......Qc.@......window....Q
d~">>....webpackJsonp..QbJ.......push.....`......L`.......`......M`..... Qf.4......saveinpogressmodal..`.....(..b........."..C`."..C`."..C`.....(S.m..`.....DL`.....`Rc,..................S...Qb.J.....t
.....Qb>.v.....p.....Qb.......c.....R....Qb........m.....Qb.P.N....y...f..............................Qb.E......4418`....Da....j.....Qb..9.....r.....Qb.!.7....n....(S.x.`..... L`.....4Rc.................!.`....
I`....Da8...r........(S.p.`......L`.........K`....Dv0..............&.....&.\..&...&.^........&.\..&.....&.\..&...&.]...&.(...&.Z.....&.^.........0Rd....................`....DaT.........a.....d..........@...P......@.-....
LP.!..FV.?...https://express.adobe.com/static/saveinpogressmodal-39f3f022.js.a........D`....D`....D`.....$...`....&...&....&..a.&..1.&.(S....`.....HL` ......M...Qe"

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1190452

Entropy (8bit): 5.380601048182348

Encrypted: false

SSDEEP: 6144:9Rt/iHZBJPI5h4ABt8DMolX5u7XODD/xEVk2WCWblr5jJMgi69seQ4dcixReCn13:9/iHZxKVjg3ew6mX19gA0vUSFe

MD5: F1ECDF71EC775B3DA7779AD2116F8D56

SHA1: 16C6CE9BC12DB177DE754FC1464852E8D6F99636

SHA-256: 7A835661C7B373B24CA5D2D24176F611930D255ADD62D8DAD59F1AD8046F75C4

SHA-512: 9D330A6BE4334ADAADD58176A90E038E5F04C3961260D6A9DFF337572CDAE93D6044580ED0C0A56754B47C0290478B201B6EF6B9A3B3683096BA195937E722E8

Malicious: false

Reputation: low

Preview: 0\r..m......J....(r0....https://express.adobe.com/theo-web/theo-core-model-controllers-33b17b26.js(window.webpackJsonptheoWebApp=window.webpackJsonpth
eoWebApp||[]).push([[3],{"+nk0":function(e,t,o){var n,r=t,i=o("oAGj"),a=o("gXiO");r.ControllerEvent=(n=function(e){this.type=e,a.CoreObject.call(this)},i.defineClass({nam
e:"ControllerEvent",ctor:n,superName:"CoreObject"}),n)},"01gE":function(e,t,o){var n,r=t,i=o("oAGj"),a=o("Nk+Q"),l=o("CMNw"),s=o("UUXZ"),u=o("PSFa"),c=o("elwG")
,h=o("qUXk"),d=o("u+mS"),g=o("eLsM"),p=o("hsXA"),f=o("G9CY"),m=o("JU+l"),y=o("9X7Y"),v=o("aKgf");r.GroupSelectionDesignController=(n=function(e,t){h.DesignContr
oller.call(this),this.handles=new p.StandardHandlesHandler(e,t,this),this.drag=new d.MultiObjectDragHandler(e,t,this),this.click=new c.StandardClickHandler(e),this.resize
=new m.MultiObjectResizeHandler(e,t,e.selection.asFormaArray(),this),this.actions=new l.StandardActionHandler(e),this.rotate=new y.StandardRotateHandler(e,t,thi
s),this.attributes=new u.Stand

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 11518

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6
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Entropy (8bit): 5.638466966678786

Encrypted: false

SSDEEP: 192:WaA7M217jgGVD76OEyjZsoXeWqTpJes/Uror2rp70vkVtlg:UQe7HDWOzFGTisa70vMM

MD5: 7BDAC113E9AF05284C27B0016D9C2CE7

SHA1: 9C4C1C3A1218DF4F16C70A47347EB270D4453E44

SHA-256: CFDDB739BBAC4D3CD8AC010C8FB52B2E222AA049C85B0FB1851CCAF0911D0CEC

SHA-512: 37A7CEEEE94F2D6F72DA90342EEB731676817DC9EC1950289B94E42F0B74174D32E2AAF2EE7F96558B5759146A928C54759A0C0301D8154034EF157259B12E93

Malicious: false

Reputation: low

Preview: 0\r..m......=...yES.....https://express.adobe.com/static/BumperViewModule-e3e6fae2.js(window.webpackJsonp=window.webpackJsonp||[]).push([["BumperViewModule",18,
19],{15:function(e,t,a){var n,r;n=[a(8),a(3),a(6),a(1),a(143),a(97),a(21),a(0),a(24),a(50),a(259),a(514),a(518),a(417)],void 0===(r=function(e,t,a,n,r,i,o,s,l,u,c,p,m,h){"use 
strict";var d=m.default;return new(a.Model.extend({LOCALES:[{name:"Deutsch",value:"de-DE"},{name:"English",value:"en-US"},{name:"Espa.ol",value:"es-ES"},{n
ame:"Fran.ais",value:"fr-FR"},{name:"Italiano",value:"it-IT"},{name:"Portugu.s",value:"pt-BR"},{name:"Dansk",value:"da-DK"},{name:"Suomi",value:"fi-FI"},{name:"...",value
:"ja-JP"},{name:"...",value:"ko-KR"},{name:"Norsk Bokm.l",value:"nb-NO"},{name:"Nederlands",value:"nl-NL"},{name:"Svenska",value:"sv-SE"},{name:"Welsh",value:"cy-
GB"},{name:"..(..)",value:"zh-Hans-CN"},{name:"..(..)",value:"zh-Hant-TW"}],PIXABAY_URL_LOCALE_MAP:{"cy-GB":"cy","da-DK":"da","de-DE":"de","en-US"

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 23333

Entropy (8bit): 5.944687530474256

Encrypted: false

SSDEEP: 384:ZZ7/CEEFhEivWf+k6vi32vdOirzBw/sgNbRQlR/9x5jjzEt1wNJb:7dGnvUKiAZl6Num1E9

MD5: 3DC491535B79EA05B732EAC561922796

SHA1: 92DE98903914C2834FC89531BF9CEFD821D312AD

SHA-256: 28431BC0EB2C8F14AC44E2D2139D891A7E77A88F81047C8289EEA72D60805323

SHA-512: 2865499653618DF42318DF5D0C93F9A9A18F9902D9EE9B4E412D81EDD8034708C928C264AAECE889E9349F9A5F1DFC28D84DDBB47C0AF5B03EE4A858B844F8C
6

Malicious: false

Reputation: low

Preview: 0\r..m......=...yES.....https://express.adobe.com/static/BumperViewModule-e3e6fae2.js..............'.])....O....`Z...^-z.....................................................(S....`L....4L`......Qc.@..
....window....Qd~">>....webpackJsonp..QbJ.......push.....`......L`.......`......M`......Qe^?.\....BumperViewModulea$...&...`.....@..b............C`....C`....C`....C`....C`....C`.....(S.5..`$
.....L`.......`.....@Ln.............................................................(S.=..`4.....L`l....xRc8.................Qb.HJ.....h.....Qb.......c.....R....Qb........l.....Qb.&d.....s.....Qb.n......o......S...Qb..9.
....r.....Qb.J.....t.....Qb........d...i....$.......$.......$.......$...........I`....Da....T-...a...QcJ./.....Model.....Qc..G=....extend.....az.........Qc..D.....LOCALES....`.....HL` ......a.............Qc...X
....Deutsch......Qc.0.y....de-DE......a...........Qc.p.[....English....Qc.a.^....en-US......a...........Qcz<c.....Espa.ol....Qc>HzF....es-ES......a...........Qc.S.T....Fran.ais.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 349523

Entropy (8bit): 6.164031955455414

Encrypted: false

SSDEEP: 6144:ED+Dr3GN7to3N3AFA0B+xSHf4Ou23pI6EDPXoI7/U+rINRep/M/ijaZIpxs:t3aONwFAafHf4OhIJXoIbrI09KI8

MD5: 0E00424FE5098E3ACFB7FA4AABBD0419

SHA1: 9EA1A648FC683532BD6BCF9AA410706A8759CA0B

SHA-256: 6B9035F9D640B4B2B50F289BAC4F8301F51685E8A5ABF5FBA4FE11F919D08499

SHA-512: F145F36C0C5901FC06D81D2B4FB4963936C66CFDF808A23C09BEAA07457109AA70F9D61187733972381AFA46AD289C460A21DDB6D8A7E033988E6421F81CF786

Malicious: false

Reputation: low

Preview: 0\r..m.............r....https://express.adobe.com/static/3-b49e4ca1.js(window.webpackJsonp=window.webpackJsonp||[]).push([[3],{1002:function(e,t,n){!function(){"use stric
t";var e={};e.exports=t,function(e){if(!t)var t=1e-6;if(!n)var n="undefined"!=typeof Float32Array?Float32Array:Array;var a={setMatrixArrayType:function(e){n=e}};void 0!==
e&&(e.glMatrix=a);var r,s={};s.create=function(){var e=new n(2);return e[0]=0,e[1]=0,e},s.clone=function(e){var t=new n(2);return t[0]=e[0],t[1]=e[1],t},s.fromValues=func
tion(e,t){var a=new n(2);return a[0]=e,a[1]=t,a},s.copy=function(e,t){return e[0]=t[0],e[1]=t[1],e},s.set=function(e,t,n){return e[0]=t,e[1]=n,e},s.add=function(e,t,n){return e[0]=
t[0]+n[0],e[1]=t[1]+n[1],e},s.subtract=function(e,t,n){return e[0]=t[0]-n[0],e[1]=t[1]-n[1],e},s.sub=s.subtract,s.multiply=function(e,t,n){return e[0]=t[0]*n[0],e[1]=t[1]*n[1],e},s
.mul=s.multiply,s.divide=function(e,t,n){return e[0]=t[0]/n[0],e[1]=t[1]/n[1],e},s.div=s.divide,s.min=function(e,t,n){return e[0]=

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\2d26e9aaa4cf715f_1
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 651078

Entropy (8bit): 6.139559975970773

Encrypted: false

SSDEEP: 6144:9j/m8p4Xe9sTVO0ybW++5DPYsSfA3usUlqZUYiyZKLnWji8qerHNKKqok3e9xr:Z5/aVO0ybIu31hy4LnWjRr4KqobZ

MD5: 7D799510D28749D77224BCF45108D395

SHA1: BD94850A291FF2C1E585DD19104D4E68E245BEA7

SHA-256: 6F4C37ED95A46DB7D6D52A4DD4249104CF758EDB616E5AB540E3A9DD0B7C58D0

SHA-512: 7A61BA4F72FD05A86507F90150E26C36D81EBC0DA75A17900EF6902E0B60372979646A3E8274781B9D6EDDDD713CFBE5E4B0DEE25D443CFAB679E3151CC89E
B1

Malicious: false

Reputation: low

Preview: 0\r..m.............r....https://express.adobe.com/static/3-b49e4ca1.js..............'.K.....O........8..v............(...@...$.......<...............$...........@..........................................................
.................................................................................................................<............................................................................................................................................................
.......................................................................p...............................................................................p...........................................................$.......................($......................@
.......(...................................................................@.......P....................(S...A...`:&.....y.L`8.....Qc.@......window....Qd~">>....webpackJsonp..QbJ.......push.....`......L`.......
`......Ma........`.........b`..........

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 8596

Entropy (8bit): 5.5980022282912705

Encrypted: false

SSDEEP: 96:AODmqWOEZYInVP0V5xist5oaRfLaLWCH+ptcAdAD1lkJ9LIntf8XuMDm0QuBbJa:5DmNdYIq9istCiCHCcwALkJ9KEudQa

MD5: 06E171DDB28E924EC1CF32C21039D8B6

SHA1: C3960459644C70D04F751398E51E5D5C391B338D

SHA-256: FA19173CCB5467E0661192C29CBDFA2347DCD05C1F70938DAD20E332CC07AA87

SHA-512: E9A296DC84FB55E86CCCBE97714D42E36350DB63539523DA92D597FBA66E81E1FDC9C6703E1DD4D63FC93B82215B9B6C522D873F5B894F5D29F3FC8AC37C026
3

Malicious: false

Reputation: low

Preview: 0\r..m......T...........https://express.adobe.com/static/vendors~brandswitcher~search-controller-337b32a1.js(window.webpackJsonp=window.webpackJsonp||[]).push([
["vendors~brandswitcher~search-controller"],{1015:function(n,r){n.exports=function(){}},1090:function(n,r,t){var e=t(201),o=t(1091),i=t(924),a=t(882),u=e((function(n,r,t){var 
e=1;if(t.length){var c=a(t,i(u));e|=32}return o(n,e,r,t,c)}));u.placeholder={},n.exports=u},1091:function(n,r,t){var e=t(972),o=t(1092),i=t(1093),a=t(974),u=t(1104),c=t(978),f
=t(1105),p=t(980),s=t(981),v=t(225),_="Expected a function",h=1,l=2,d=8,x=16,w=32,y=64,g=Math.max;n.exports=function(n,r,t,m,b,A,M,O){var j=r&l;if(!j&&"function
"!=typeof n)throw new TypeError(_);var k=m?m.length:0;if(k||(r&=~(w|y),m=b=void 0),M=void 0===M?M:g(v(M),0),O=void 0===O?O:v(O),k-=b?b.length:0,r&y){var 
E=m,J=b;m=b=void 0}var P=j?void 0:c(n),R=[n,r,t,m,b,E,J,A,M,O];if(P&&f(R,P),n=R[0],r=R[1],t=R[2],m=R[3],b=R[4],!(O=R[9]=void 0===R[9]?j?0:n.length:g(R[9]-k,0))&&r&
(d|x)&&(r&=~(d

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 21068

Entropy (8bit): 5.539681394065307

Encrypted: false

SSDEEP: 384:kcLZUVY5rRLo4e+QTjlARIWX+U5mzfrKPmhmEdIiLuDd1h1ose6I4xhWe09sjweo:JL+VIK7vIJ2+Pg/2JDLY

MD5: 0A05B65AAA37B39DCF9A3CD835DC7EFF

SHA1: F5678466C747568CFB9E7927662D526E7C9EE1FA

SHA-256: 5F82C0E3FA51AB5A7BAB50BA6544E6D6C98306252DC0C453B7A5C4583DCEFE86

SHA-512: A2CAABE0C91FFD6F355FB01EE913C1DBA4F1B839E60BC9C5690DFFCA1DA535AF9E7E3B66F80A4FF468881635A1193F0E33D0B9DBF96D7778D8A48055369E13
92

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\2e781f88e4e4602f_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\2e781f88e4e4602f_1

Copyright Joe Security LLC 2022 Page 45 of 100



Preview: 0\r..m......T...........https://express.adobe.com/static/vendors~brandswitcher~search-controller-337b32a1.js..............'.......O....pQ.../K......................................................(S..
...`......L`L.....Qc.@......window....Qd~">>....webpackJsonp..QbJ.......push.....`......L`.......`......M`.....4Qk....'...vendors~brandswitcher~search-controller.`.........b............C`...
.C`....C`....C`....C`....C`....C`....C`....C`....C`....C`....C`....C`....C`....C`....C`....C`V...C`....C`....C`4...C`6...C`8...C`....C`....C`....C`....C`....C`....C`....C`....C`....C`....C`.....(S.,.`
......L`.....(S.$.`....]..K`....Dc.................(Rc................I`....Da............@.-....`P.q.....T...https://express.adobe.com/static/vendors~brandswitcher~search-controller-337b32a
1.jsa........D`....D`....D`.....%....`....&...&..q.&....&.(S.t..`......L`.....HRc .................Qb.n......o......S....M...R..c..................Qb........1090`....Da2...|....(S.h.`......L`.....M...K`....Dt@... 
......

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 163418

Entropy (8bit): 5.2436792685206655

Encrypted: false

SSDEEP: 1536:cFlCMki2QcJ4Uq9SEP5HCwwPITbAnSLMQMvPVGSdwVte/Z:cFlCfEUWSuMQMvxdwVOZ

MD5: 2CF07D1DFC0D6F4128FCECCDBF728CC1

SHA1: 3B68FA09C9EA338622205FA051B287FCF695ADF7

SHA-256: 713DAF56819DAD16E7A06B8D9E328B546F1270E7CEC43B18B43AA4C4D167C23A

SHA-512: 4C45DE2F5A666174E1823A2034D1555FBF245CC91FC5E94FF25920622825BC9122A549299373C5C9BEB293D088782802C02A5A1FB95F7852B7BA13F6DBE51A87

Malicious: false

Reputation: low

Preview: 0\r..m......S...tc.\....https://express.adobe.com/static/vendors~create-template-project-picker-d8cfd495.js(window.webpackJsonp=window.webpackJsonp||[]).push([[
"vendors~create-template-project-picker"],{1018:function(e,t,n){"use strict";Object.defineProperty(t,"__esModule",{value:!0});var i=function(){function e(e,t){for(var n=0
;n<t.length;n++){var i=t[n];i.enumerable=i.enumerable||!1,i.configurable=!0,"value"in i&&(i.writable=!0),Object.defineProperty(e,i.key,i)}}return function(t,n,i){return n
&&e(t.prototype,n),i&&e(t,i),t}}(),r=n(107);var o=0,a=function(e){function t(){!function(e,t){if(!(e instanceof t))throw new TypeError("Cannot call a class as a function")}(this,t)
;var e=function(e,t){if(!e)throw new ReferenceError("this hasn't been initialised - super() hasn't been called");return!t||"object"!=typeof t&&"function"!=typeof t?e:t}(this,(t.__p
roto__||Object.getPrototypeOf(t)).call(this));return e.style={},e.attrs={},e.events=new Map,e.classes=new Set,e.children=new Set,e.key=o++,e

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 317755

Entropy (8bit): 5.8402598208977405

Encrypted: false

SSDEEP: 6144:jfGc3kVlAQxlCWArW6uPOZWS1fgyp6MbA0:L+tgWIFuPOZWS1fgyp6MbP

MD5: F04C2C03C5F28C72B83AEF254EBC91D7

SHA1: 1A3BDFDDAEDFAE654E4CD7A324591552875B8E95

SHA-256: FAEE4A91BF699645946DCC7503736BA9BD3CEF38719AA1E38738D08B0D35ED14

SHA-512: AFDF2D06CB52E4F4A09B5DE47704D28A9F2C58F582425E5FF8C8DF77F438FCBA69A5D79F4A2494A74F2EBDADFB3FA4502FD11464E760DF2C73BD3CDE92EDC
9C3

Malicious: false

Reputation: low

Preview: 0\r..m......S...tc.\....https://express.adobe.com/static/vendors~create-template-project-picker-d8cfd495.js..............'..y....O_..........\............................`.......................t...............
........................p...............................................................................|.......`.......l...................................t...........................L...................................................................P.......
........................................(....................(S.a...`|......L`......Qc.@......window....Qd~">>....webpackJsonp..QbJ.......push.....`......L`.......`......M`.....4Qkf;..&...vendors~create-
template-project-picker..`.........b............C`....C`\...C`b...C`....C`....C`....C`....C`....C`....C`....C`....C`....C`....C`....C`....C`h...C`l...C`....C`....C`....C`....C`....C`....C`8...C`x..
.C`z...C`|...C`~...C`....C`....C`....C`....C`....C`....C`....C`....C`....C`....C`....C`....C`....C`4...C`6...C`....C`....C`....C`

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 2820

Entropy (8bit): 5.803366884699569

Encrypted: false

SSDEEP: 48:fY585bIC1J49qWtgkT4WU24qBP4gTmQOHUmYLcTAcw9DWkmDLVkK/VSkQSBV5:+8ODtLR4NEDnLcTjfDLskQSX5

MD5: 05A1204C0293E1F464572BBEC30B2D18

SHA1: 01C21608E51B92803ACFCE7EC0FDC5E0FEFC204E

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6
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SHA-256: ED34AA56CEA383DDC7CC0AC6ECDAD5E73C248EC86D3765915A24F8987D14DD57

SHA-512: 0C4E1021A53A3707B79DE4BCE666683F20E895E7219C7BA7F7A843CF93A22F76ECE36EB2373B3064E5FA655DF79A95C2DFCAE21E2C3A3D1430DF21FE686AB3
5A

Malicious: false

Reputation: low

Preview: 0\r..m......A...~. .....https://express.adobe.com/static/settingsroutehandler-a2bdb69a.js(window.webpackJsonp=window.webpackJsonp||[]).push([["settingsroutehandler"],
{4400:function(e,t,n){"use strict";n.r(t);var a=n(4),i=n.n(a),r=n(2),s=n.n(r),o=n(10),l=n.n(o),u=n(1),d=n.n(u),c=n(8),p=n.n(c),f=n(21),g=n.n(f),w=n(65),v=n.n(w),h=n
(2373),k=n(507),m=function(){function e(){i()(this,e)}return s()(e,[{key:"handleSettings",value:function(){h.default.setSettingsOptions({type:"settings"}),window.marvel.n
avigate("/",{replace:!0,trigger:!0})}},{key:"handleSettingsFlipper",value:function(){g.a.hasFeature("feature-flipper-ui")&&h.default.setSettingsOptions({type:"flipper"}),
window.marvel.navigate("/",{replace:!0,trigger:!0})}},{key:"handleSettingsEntitlement",value:function(){var e=this;return l.a.requiresAuth().then((function(){return l.a.i
sReAuthTokenValid()?d.a.all([l.a.asyncGetProfileFromIMS(),l.a.getAccessToken(),k.default.getUdsData()]):l.a.reAuthenticate()})).spread((function(t,n,a){var i={c

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 5553

Entropy (8bit): 5.932620937285657

Encrypted: false

SSDEEP: 96:193lm2nAzyDQFotwcNYj8VdECB7eWXgBLcTQ5ak0ZRQEI3bE1fFWdA/OKl:jVm2gyUFewcPVdE87oBQTAR2e/3g1Idi

MD5: 96D863E59D1350AC7AB036EDDD15286F

SHA1: DF8C9ABA551068D4B3F20486155BCB0E35C48322

SHA-256: C3F086A3D226FDA015CD872207F4F345BD5DA75DA1F859A88D473B1796C06057

SHA-512: CB32BE2A0C726768D8210F0B3BBC7B769AAAD9FBEB9E699290E58F28408BBA1DBE5F76DA9C5325A1892C68DF606059C38F85D3ED25EB52C78941C319DABC67
F3

Malicious: false

Reputation: low

Preview: 0\r..m......A...~. .....https://express.adobe.com/static/settingsroutehandler-a2bdb69a.js..............'.{.....O........6..N.....................................(S.x..`..... L`......Qc.@......window..
..Qd~">>....webpackJsonp..QbJ.......push.....`......L`.......`......M`..... Qf".4.....settingsroutehandler`........b........`"..C`.....(S....`......L`.....pRc4..................S...Qb.&d.....s.....Qb.
.......l.....Qb........d.....Qb>.v.....p..........Qb.......v.....Qb.HJ.....h.....Qb..q....k...h......................................Qb.D......4400`....Da....z.....Qb..9.....r.....Qb.!.7....n....(S...`.....0L`.
....4Rc.................QbV.w.....e...`....I`....Da....T........(S.8.`,...]..K`....Dh..................&.\..&...&.^.......0Rd.......................`....Da0...N...........b.............@.-....PP.1.B...A...https
://express.adobe.com/static/settingsroutehandler-a2bdb69a.js...a........D`....D`....D`.....0...`....&...&....&....&....&.(S.d..`.....(L`.....a.. Qf^.?.....setSettingsOptions..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 18208

Entropy (8bit): 5.67837597560361

Encrypted: false

SSDEEP: 384:MUyKsXwf4Na6VkkNFbrdh7rh9Gx13Pl6Y6mRrHxZxL18Wsm3d0t0v:ga6FbrJo/l6BoZzsiG0v

MD5: DB2E43D99AB79260C2B4047561BF0A2B

SHA1: 678BC4ED6AD612CF39570C1A349073A8A56DE591

SHA-256: AD767A1C9A54D795D91145F79E2D6BE547C18BA75836AB08FDAB81709C0D5C48

SHA-512: 193C1553BC60E90AD5710FE942926759390294050E6D67F7ED1C76C2C74438B815C6C2DA18C2BE6FF5145C515F2AC2F66C55292F5DD4E845FDBA4666CE193B2D

Malicious: false

Reputation: low

Preview: 0\r..m..................https://express.adobe.com/static/4-ab80bf60.js(window.webpackJsonp=window.webpackJsonp||[]).push([[4],{1025:function(e,n,r){var t,a;t=[r(8),r(3)],void 
0===(a=function(e,n){"use strict";var r=function(e){this.canvas=document.createElement("canvas"),this.context=this.canvas.getContext("2d"),document.body.ap
pendChild(this.canvas),this.width=this.canvas.width=e.width,this.height=this.canvas.height=e.height,this.context.drawImage(e,0,0,this.width,this.height)};r.prototype.clea
r=function(){this.context.clearRect(0,0,this.width,this.height)},r.prototype.update=function(e){this.context.putImageData(e,0,0)},r.prototype.getPixelCount=function(){return 
this.width*this.height},r.prototype.getImageData=function(){return this.context.getImageData(0,0,this.width,this.height)},r.prototype.removeCanvas=function(){this.can
vas.parentNode.removeChild(this.canvas)};var t=function(){};return t.prototype.componentToHex=function(e){var n=e.toString(16);return 1==n.length?"0"+n:n},t.pro

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 34910

Entropy (8bit): 6.13920917214855

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\339dc5aecd87193d_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\34f164e6a8225f3b_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\34f164e6a8225f3b_1
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Encrypted: false

SSDEEP: 768:NdgEgRHqewSAao8nHbPbSXGwn6Y8zKEvL9ZSBlKW:sEiHqYVo6HCXGwn6YKKwLXC

MD5: 8DBDAB31F723A4F2C993B214B24A9725

SHA1: E34C454056485DAAFC40A49B90724FED275F51A8

SHA-256: 73F6F3F6B1DED86738B710AD1495FC99034C7F6F1FFB0ACB34AB1D944DEC972A

SHA-512: 17086552C153985A427B04509F997F3CF707613BB6EAE0D5BEC4387AAE2B94DB049915950580625D10A64A62930BDED6AC59B0E8B5670AFB3F0A1E2ACEF725F0

Malicious: false

Reputation: low

Preview: 0\r..m..................https://express.adobe.com/static/4-ab80bf60.js..............'..C....O......../x.p.....................................................................(S....`.....$L`......Qc.@......windo
w....Qd~">>....webpackJsonp..QbJ.......push.....`......L`.......`......Ma........`..... ..b............C`z...C`.....(S.l.`......L`.......`......Lb.............(S..`p....hL`0....8Rc..................Qb.!.7....n.
....Qb..9.....r...a........I`....Da....x....(S..`B....4L`......Qc........document..Qe".#.....createElement.....Qc6..5....canvas....QdJ$.N....getContext....QbF;......2d....Qc2,.a....context..
.QbB.......body..Qd.y......appendChild...Qc.&......width.....Qc&......height....Qd.Nh7....drawImage.....K`....D...8................&.(...&...&.Y....-...(...&.(...&...&.Y....-......&.(...&.(...&.
(...&.Y....(...&.(...&.-...%.-...(.. &.(.."&.-..$%.-..&(..(&.(..*&..&..&.(..,&.(...&.'..W...0....0Rd.......................`....Da2...:.....a..0..j2.........@...P..,P...@.......P..,P...P.....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1817

Entropy (8bit): 6.02882390561037

Encrypted: false

SSDEEP: 48:Z658SbO3yWElrq8iGAEbjAWDBakGyk+t7QJT/h:tsrbnDIkLQJ7h

MD5: 723EDC8AA5564580290099876D239BF1

SHA1: 1CB79F1B7E58BB1B49B9375B58A85BE1599C664D

SHA-256: 86F9AE749ED5E372979462758858A0CA070EE12AFD7FE15E7AA28565B38A0DAE

SHA-512: 91038CD9E2D336C783BB976B8D5AC2D585DCAF687D17E9DB207D2B02083461D02005320661E39FB6648D095133F36E70568FE7501A5E4F2383DA5F80FCFC1B4D

Malicious: false

Reputation: low

Preview: 0\r..m......8.....tT....https://express.adobe.com/static/sparkdialog-90fda329.js(window.webpackJsonp=window.webpackJsonp||[]).push([["sparkdialog"],{4417:function(n,o,e){
"use strict";e.r(o);var t=e(4),s=e.n(t),r=e(2),a=e.n(r),i=e(81),p=e.n(i),l=e(80),c=e.n(l),d=e(82),h=e.n(d),u=(e(1),e(805)),m=e.n(u),b=(e(806),e(807)),y=e(815),f=function(n)
{function o(){return s()(this,o),p()(this,c()(o).apply(this,arguments))}return h()(o,n),a()(o,[{key:"render",value:function(){return m.a.createElement("div",{className:"mrvl-
overlay-overlay-bg missing-brand-overlay-bg",style:{zIndex:3334}},m.a.createElement(y.SparkDialog,{open:!0,mode:this.props.mode,showCloseButton:this.props
.showCloseButton,title:this.props.title,confirmLabel:this.props.confirmLabel,onConfirm:this.props.onConfirm,secondaryLabel:this.props.secondaryLabel,onSecondary
:this.props.onSecondary,onCancel:this.props.onCancel},this.props.body))}}]),o}(m.a.Component);o.default=Object(b.injectIntl)(f)}}]);.//# sourceMappingURL=sparkdialog-
90fd

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 2768

Entropy (8bit): 5.802450783266024

Encrypted: false

SSDEEP: 48:Zwyn6L8tTakttNlllrOWUzkyWRGohVSn1x3NKxA/URS5f:SwISlllrODqRGohgx3kxA/eSJ

MD5: 13F60D5285586E015889BDA5C73F9687

SHA1: FFB5772DBBF7573946897C42FB5D2DDE758946D4

SHA-256: 7EEEC87F588747A2872820988AAEFCC732D43FF3280E603B124DD2649E75A0CD

SHA-512: B2B53BE50E2DF5C95BE4825C5C35B5808FD7FC5326214ED0619BC8C418B27C813BDA5C8874FFBE52B676DD40FD37BF31597B133949D86593239B0F60947CCC5
4

Malicious: false

Reputation: low

Preview: 0\r..m......8.....tT....https://express.adobe.com/static/sparkdialog-90fda329.js..............'.......O....(.....-.............................(S.x..`..... L`......Qc.@......window....Qd~">>....webpac
kJsonp..QbJ.......push.....`......L`.......`......M`......Qd..-.....sparkdialog.`........b........."..C`.....(S.!..`.....,L`.....`Rc,.................Qb.&d.....s......M...Qb>.v.....p.....Qb.......c.....Qb.HJ...
..h.....Qb........m.....Qb.P.N....y...f..............................Qb.E......4417`....Da..........Qb..9.....r.....Qb.!.7....n....(S.x.`..... L`.....4Rc.................Qb.n......o...`....I`....Da....x.....Q..
(S.p.`......L`.........K`....Dv0..............&.....&.\..&...&.^........&.\..&.....&.\..&...&.]...&.(...&.Z.....&.^.........0Rd.......................`....Da"...............d..........@...P......@.-....DP.....X.8...https
://express.adobe.com/static/sparkdialog-90fda329.jsa........D`....D`....D`.........`....&...&....&....&..!.&.(S....`.....HL` ......M...Qe".#.....createElem

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\3824a3823670dea7_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\3824a3823670dea7_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\3aa5536dd4d9b4e1_0
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File Type: data

Category: dropped

Size (bytes): 25834

Entropy (8bit): 5.331317233931919

Encrypted: false

SSDEEP: 384:zY8R5zpFnRc2+pKf5foraCRoUWSCtK8VlgloRD3W:sqF4p85foraCRoUWSIW

MD5: 38B52BF409A4D5146E6503775BB131F0

SHA1: 993BFADB5760C76BE61C38B8E6270BD6EF17CC26

SHA-256: 32E56B9B2E03C3EFF5581EA133D3D83490DA92E9F916A798DAD8729196C42A0B

SHA-512: A429B5E6860114B3A465B5D0E10202DAC64BC20374676A22C54F4887E16209F78F56218CC507A76DA518F3030A5B26CADFD7982FDD4240546FAD9EB4BDCD7F97

Malicious: false

Reputation: low

Preview: 0\r..m......?...........https://express.adobe.com/static/react-personalizer-45cee497.js(window.webpackJsonp=window.webpackJsonp||[]).push([["react-personalizer"],{1167:fu
nction(e,t){},1168:function(e,t){},1210:function(e,t,a){"use strict";a.r(t),a.d(t,"StateContext",(function(){return d})),a.d(t,"DispatchContext",(function(){return p}));var r=a(78)
,n=a.n(r),o=a(197),i=a.n(o),s=a(805),l=a.n(s),c=(a(24),{currentSelectedQ:0,createFor:[],selectCount:0,currentCLSelection:"none"}),d=l.a.createContext(c),p=l.a.c
reateContext(null),m=function(e,t){var a;switch(t.type){case"load-state":return(a=Object.assign({},t.state)).currentSelectedQ=0,a;case"selected-card":return(a=Object.assi
gn({},e)).createFor=[].concat(i()(e.createFor),[t.name]),a.selectCount=e.selectCount+1,a;case"deselected-card":return(a=Object.assign({},e)).createFor=e.createFor.filter(
(function(e){return e!==t.name})),a.selectCount=e.selectCount-1,a;case"cpro-level-selected":return(a=Object.assign({},e)).currentCLSelection=t.selecte

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 42359

Entropy (8bit): 6.222469173568135

Encrypted: false

SSDEEP: 768:nrfVXW20Chi5vAedysLyXigu18VfJM1VNp85foraCRoUWSEf89SZ4bIfN:xXW+k5vAedyiySgu18kNp85foraCRoUq

MD5: D56D14F0CCEB3940462146B34B7688B4

SHA1: 452C25C80E34D1F88DBD98D23EEC289440906F88

SHA-256: FCF6F548AFC9EC94FEF1445EAE512EB0AC83AD81E9EE33AAC4CEE1B5D12387FE

SHA-512: E330417C524F14D423D9374631215A39AE00BB46D574E6656FAFF0EEB203A84A41FA541CEB32955543551B52EAB48F3593481186AAE3EC7C154CA67EB44D731A

Malicious: false

Reputation: low

Preview: 0\r..m......?...........https://express.adobe.com/static/react-personalizer-45cee497.js..............'.ea....O.........Mo.....................................D...................4....................(S.....`...
..xL`8.....Qc.@......window....Qd~">>....webpackJsonp..QbJ.......push.....`......L`.......`......M`..... Qf..`.....react-personalizer..`........b`...........C` ...C`t...C`....C`....C`....C`.
...C`....C`T...C`V...C`X...C`Z...C`\...C`^...C``...C`b...C`d...C`f...C`h...C`j...C`l...C`....C`:...C`.....(S.$.`....]..K`....Dc.................(Rc..................Qb<.......1167`....Da............@.-
....LP.!.j..[?...https://express.adobe.com/static/react-personalizer-45cee497.js.a........D`....D`....D`.....%....`....&...&....&.(S.$.`....]..K`....Dc.................(Rc..................Qb@.......
1168`....Da.............d....................&.(S.....`.....@L`.....hRc0.................Qb.!.7....n......S...Qb.&d.....s.....Qb........l.....Qb.......c.....Qb........d.....Qb>.v.....p.....Qb.......

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 12984

Entropy (8bit): 5.529194101117152

Encrypted: false

SSDEEP: 192:wtKSlp/cRKU5YiRsLZPKBkhtStZq+GXuS51DK:aKSbURKUqLlThuq+4s

MD5: 88636CD2967FB294046209E1E45BF2BE

SHA1: AABA63D53A3BF5FF0E612C8A12F5BEC5783E1B3A

SHA-256: 336D5A9ABC6E52378F2CC1E5BEBFAF68382036A62F20ED89D4DB374A815AAB17

SHA-512: 26C3EF40CB7785CFF134277622E67056CC07C0FF1D2029681B076B011D74D142A444CFF870EFFF0D66897FFCC8599D4DE744F82EA6AA05D108E17508F11DB578

Malicious: false

Reputation: low

Preview: 0\r..m......>...?\,.....https://express.adobe.com/static/m-viewpage-chrome-af2f2aa3.js!function(e){var t={};function i(n){if(t[n])return t[n].exports;var o=t[n]={i:n,l:!1,exports:{
}};return e[n].call(o.exports,o,o.exports,i),o.l=!0,o.exports}i.m=e,i.c=t,i.d=function(e,t,n){i.o(e,t)||Object.defineProperty(e,t,{enumerable:!0,get:n})},i.r=function(e){"undefined
"!=typeof Symbol&&Symbol.toStringTag&&Object.defineProperty(e,Symbol.toStringTag,{value:"Module"}),Object.defineProperty(e,"__esModule",{value:!0})},i.t=functio
n(e,t){if(1&t&&(e=i(e)),8&t)return e;if(4&t&&"object"==typeof e&&e&&e.__esModule)return e;var n=Object.create(null);if(i.r(n),Object.defineProperty(n,"default",{enumerabl
e:!0,value:e}),2&t&&"string"!=typeof e)for(var o in e)i.d(n,o,function(t){return e[t]}.bind(null,o));return n},i.n=function(e){var t=e&&e.__esModule?function(){return e.d
efault}:function(){return e};return i.d(t,"a",t),t},i.o=function(e,t){return Object.prototype.hasOwnProperty.call(e,t)},i.p="/static/",i(i.s

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\3aa5536dd4d9b4e1_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\3b725ef75a5ef3ad_0
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 30750

Entropy (8bit): 5.860612232157146

Encrypted: false

SSDEEP: 384:oPdQV1kcSoX/uNbCAaXdp0zGpf+n+xHKtwAKSAq2wJYC/IUiJ8WE0qcUtkM25I7N:o0GG4+xqty2V9RWE0qLD25I1+NpW2kJ

MD5: CC22E9BF3592F59ACD44CC0D121E7751

SHA1: C7A132560D0D4B910667F007C8AD5A322075E6BF

SHA-256: 48C34FE3FDF668FA542BDA13849FA4240DD047F6747DD2BD1EF0F0CA959D0BA6

SHA-512: 4137A665C9B2E295E0B0936B0D64FE735ACD1FB3E70E4F247F84056688C969828253FC94957B1CC24668F394C9B36A0135F1D06D04275DB8A7266E1F58B7D0DC

Malicious: false

Reputation: low

Preview: 0\r..m......>...?\,.....https://express.adobe.com/static/m-viewpage-chrome-af2f2aa3.js..............'.5/....O....Pw..................................................4................(S....`r....8L`.....(S...`..
...LL`"....@Rc..................QbV.w.....e.....Qb.J.....t......S.b$...........I`....Da....0....(S...`......L`......Qc........exports..$..a.........C..Qb........l...H..!....a...........Qb........call......K`...
.D}8...............&.%.*......&.%.*..&.(......&.}...&.%./...%.0...'....&.%.*..&.(...&.(...&.(...&...&.'..W.....-...(........,Rc................`....Da@...8.....a.....e......... P.........@....@.-....LP.!..a?.>.
..https://express.adobe.com/static/m-viewpage-chrome-af2f2aa3.js..a........D`....D`x...D`.....]....`....&...&....&....&.(S.X..`l.....L`......Qb.n......o.......e.....a...........G...C...K`....Dp(... 
...........&.(...&.Z......$...&.(...&.}..)&.%./...'..'..W.......,Rc...............I`....Dah.........a.....d..........`..L..........d....................&.(S.x..`.....$L

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1746692

Entropy (8bit): 5.479517063760967

Encrypted: false

SSDEEP: 49152:n98BgBOLvBqFhx3Lk4Cvkkh76oL7cZX3iTahVHad+sJOfV+kYFYVzIz7SjAmszus:I9o4ZkkRPcXG

MD5: 624D310CF1BDEB319D40F9A809537B29

SHA1: 749EE4277871CD8356DFA6BC184FA76AB0961231

SHA-256: F5A5B753257A15EFA8E0F4CBBEC11C2FA6DA44E325CDF8698A94289DCA1C8C74

SHA-512: 595AC8AAE0D18ABB8E313767708C6DF3FFE4E2341794FA3EA18A47DA5DF9083BE9E3E995EE10BFA899BA0D021AFC52D48056181F806EB7757226E4814194716
7

Malicious: false

Reputation: low

Preview: 0\r..m......6....2......https://express.adobe.com/static/m-landing-2650022c.js!function(e){function t(t){for(var n,r,o=t[0],a=t[1],s=0,l=[];s<o.length;s++)r=o[s],Object.prototype.h
asOwnProperty.call(i,r)&&i[r]&&l.push(i[r][0]),i[r]=0;for(n in a)Object.prototype.hasOwnProperty.call(a,n)&&(e[n]=a[n]);for(c&&c(t);l.length;)l.shift()()}var n={},r={"m-l
anding":0,0:0,5:0,"brand-kit-chooser-view~share-view~user-profile-view":0,"vendors~brand-kit-controller~create-template-project-picker~gic-voice-publishUtils":0,7:0,8:0,1
3:0,18:0,19:0,21:0,22:0},i={"m-landing":0,0:0,5:0,"brand-kit-chooser-view~share-view~user-profile-view":0,"vendors~brand-kit-controller~create-template-project-picker~gic
-voice-publishUtils":0,7:0,8:0,13:0,18:0,19:0,21:0,22:0};function o(t){if(n[t])return n[t].exports;var r=n[t]={i:t,l:!1,exports:{}};return e[t].call(r.exports,r,r.exports,o),r.l=!0
,r.exports}o.e=function(e){var t=[];r[e]?t.push(r[e]):0!==r[e]&&{"m-react-spectrum":1}[e]&&t.push(r[e]=new Promise((function(t,n){

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 3197566

Entropy (8bit): 6.172043133602556

Encrypted: false

SSDEEP: 49152:W7jpXwemcPrkkA70BhVHad+sJOfV+kYFYVzIz7SjAmszuMOcdSPP:Okkr

MD5: 0A1A05DD36D0E3B3A3F0BDDE79B96846

SHA1: BE4B3C87550E78B3DEDCB8C1E17516565EBF5E6A

SHA-256: F4258C0D88799C718AE0DEBE7816369936EE92379A275911DAD5D53B27837E37

SHA-512: 4C1B7D51BE4474DD83FB4C75A187CCA6C967BE48D1A5A03891851EC069E10871B9671516D4022FCEAB89122F9CFACC8424DA148950721BF9CCEF4E69D0D5CE
1E

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\3b725ef75a5ef3ad_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\3f0d9e106bc2af70_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\a54a4be180da97e984 c483473e66c547655c12\6

b272c7a-6456-4215-8e90-c04cec5199a9\3f0d9e106bc2af70_1
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Preview: 0\r..m......6....2......https://express.adobe.com/static/m-landing-2650022c.js..............'.M.....ON.....0...JL............(....,..........0.......l...................................................<................... 
...............................................H...............|...............................\.......................................4.......................l.......d@..........X..............................................................................
.....................................................................................................(...............p...........................................l.......8...................`...............d...................................................|..
.....D...........................................................................,...................................................x...............................................x...........................8.................................................

⊘ No static file info

Total Packets: 684

• 53 (DNS)

• 443 (HTTPS)

Timestamp Source Port Dest Port Source IP Dest IP

Jan 29, 2022 01:40:05.388556957 CET 49746 443 192.168.2.3 142.250.203.109

Jan 29, 2022 01:40:05.388598919 CET 443 49746 142.250.203.109 192.168.2.3

Jan 29, 2022 01:40:05.388783932 CET 49746 443 192.168.2.3 142.250.203.109

Jan 29, 2022 01:40:05.388889074 CET 49747 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:05.388945103 CET 443 49747 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:05.389060974 CET 49747 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:05.389461994 CET 49746 443 192.168.2.3 142.250.203.109

Jan 29, 2022 01:40:05.389489889 CET 443 49746 142.250.203.109 192.168.2.3

Jan 29, 2022 01:40:05.389699936 CET 49747 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:05.389724970 CET 443 49747 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:05.390176058 CET 49748 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:05.390216112 CET 443 49748 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:05.390312910 CET 49748 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:05.391268969 CET 49748 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:05.391292095 CET 443 49748 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:05.440897942 CET 443 49747 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:05.445482969 CET 443 49748 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:05.446677923 CET 49747 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:05.446705103 CET 443 49747 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:05.447786093 CET 49748 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:05.447798967 CET 443 49748 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:05.448472023 CET 443 49747 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:05.448568106 CET 49747 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:05.448863029 CET 443 49748 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:05.448944092 CET 49748 443 192.168.2.3 13.32.99.29

Static File Info

Network Behavior

Network Port Distribution

TCP Packets
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Jan 29, 2022 01:40:05.449489117 CET 443 49746 142.250.203.109 192.168.2.3

Jan 29, 2022 01:40:05.494119883 CET 49746 443 192.168.2.3 142.250.203.109

Jan 29, 2022 01:40:05.505883932 CET 49746 443 192.168.2.3 142.250.203.109

Jan 29, 2022 01:40:05.505911112 CET 443 49746 142.250.203.109 192.168.2.3

Jan 29, 2022 01:40:05.508857965 CET 443 49746 142.250.203.109 192.168.2.3

Jan 29, 2022 01:40:05.508928061 CET 443 49746 142.250.203.109 192.168.2.3

Jan 29, 2022 01:40:05.508975983 CET 49746 443 192.168.2.3 142.250.203.109

Jan 29, 2022 01:40:05.550057888 CET 49746 443 192.168.2.3 142.250.203.109

Jan 29, 2022 01:40:05.720665932 CET 49748 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:05.720959902 CET 443 49748 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:05.725126982 CET 49746 443 192.168.2.3 142.250.203.109

Jan 29, 2022 01:40:05.725388050 CET 443 49746 142.250.203.109 192.168.2.3

Jan 29, 2022 01:40:05.726181030 CET 49747 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:05.726432085 CET 443 49747 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:05.726880074 CET 49748 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:05.726912022 CET 443 49748 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:05.727078915 CET 49746 443 192.168.2.3 142.250.203.109

Jan 29, 2022 01:40:05.727122068 CET 443 49746 142.250.203.109 192.168.2.3

Jan 29, 2022 01:40:05.768064022 CET 49747 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:05.768104076 CET 443 49747 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:05.769062996 CET 49748 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:05.771990061 CET 49746 443 192.168.2.3 142.250.203.109

Jan 29, 2022 01:40:05.778846025 CET 443 49746 142.250.203.109 192.168.2.3

Jan 29, 2022 01:40:05.779009104 CET 443 49746 142.250.203.109 192.168.2.3

Jan 29, 2022 01:40:05.779156923 CET 49746 443 192.168.2.3 142.250.203.109

Jan 29, 2022 01:40:05.798347950 CET 49746 443 192.168.2.3 142.250.203.109

Jan 29, 2022 01:40:05.798379898 CET 443 49746 142.250.203.109 192.168.2.3

Jan 29, 2022 01:40:05.809093952 CET 49747 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:06.465902090 CET 443 49748 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:06.465964079 CET 443 49748 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:06.466036081 CET 49748 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:06.466057062 CET 443 49748 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:06.466111898 CET 443 49748 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:06.466125011 CET 443 49748 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:06.466188908 CET 49748 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:06.466203928 CET 443 49748 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:06.466221094 CET 49748 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:06.466268063 CET 49748 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:06.466654062 CET 443 49748 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:06.466669083 CET 443 49748 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:06.466738939 CET 49748 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:06.467170000 CET 443 49748 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:06.467240095 CET 49748 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:06.469336987 CET 49748 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:06.469362020 CET 443 49748 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:06.499085903 CET 49747 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:06.541920900 CET 443 49747 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:07.209633112 CET 443 49747 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:07.209827900 CET 443 49747 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:07.209923983 CET 49747 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:07.212692022 CET 49747 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:07.212737083 CET 443 49747 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:07.244005919 CET 49754 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:07.244059086 CET 443 49754 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:07.244184017 CET 49754 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:07.244618893 CET 49755 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:07.244673014 CET 443 49755 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:07.244771957 CET 49755 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:07.244859934 CET 49754 443 192.168.2.3 13.32.99.29

Timestamp Source Port Dest Port Source IP Dest IP
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Jan 29, 2022 01:40:07.244879961 CET 443 49754 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:07.245049000 CET 49755 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:07.245071888 CET 443 49755 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:07.288501024 CET 443 49754 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:07.288548946 CET 443 49755 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:07.288863897 CET 49754 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:07.288908005 CET 443 49754 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:07.289006948 CET 49755 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:07.289036989 CET 443 49755 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:07.289659977 CET 443 49754 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:07.289819002 CET 443 49755 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:07.291996002 CET 49755 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:07.292162895 CET 443 49755 13.32.99.29 192.168.2.3

Jan 29, 2022 01:40:07.292409897 CET 49754 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:07.292577028 CET 49755 443 192.168.2.3 13.32.99.29

Jan 29, 2022 01:40:07.292582989 CET 443 49754 13.32.99.29 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Jan 29, 2022 01:40:05.327512026 CET 54154 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:05.333260059 CET 52806 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:05.346343994 CET 53 54154 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:05.360457897 CET 53 52806 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:06.500952959 CET 56009 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:07.608808041 CET 49572 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:16.612867117 CET 58361 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:18.013698101 CET 53615 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:19.623068094 CET 50728 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:20.003405094 CET 57106 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:20.022423983 CET 53 57106 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:20.462454081 CET 58058 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:20.483166933 CET 53 58058 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:20.981535912 CET 51539 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:21.000232935 CET 53 51539 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:21.251027107 CET 55393 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:21.271804094 CET 53 55393 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:21.487859011 CET 50585 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:21.507630110 CET 53 50585 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:21.767934084 CET 58540 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:21.794958115 CET 53 58540 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:22.241004944 CET 55108 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:22.263555050 CET 53 55108 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:22.533345938 CET 58942 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:22.554199934 CET 53 58942 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:22.563324928 CET 64432 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:22.591265917 CET 49250 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:22.591934919 CET 63490 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:22.592701912 CET 65110 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:22.593437910 CET 61120 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:22.609970093 CET 53 61120 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:22.613135099 CET 53 63490 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:22.614233971 CET 53 49250 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:22.681329012 CET 56706 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:22.697035074 CET 53569 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:22.698235989 CET 62855 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:22.700139999 CET 51046 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:22.703998089 CET 65501 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:22.721997023 CET 53465 53 192.168.2.3 8.8.8.8

UDP Packets
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Jan 29, 2022 01:40:22.724548101 CET 53 65501 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:22.752702951 CET 53 62855 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:22.834377050 CET 49290 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:22.841424942 CET 59754 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:22.857336044 CET 53 59754 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:22.935841084 CET 49234 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:22.946423054 CET 58720 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:22.948422909 CET 57447 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:22.952598095 CET 53 49234 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:23.047209978 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.070625067 CET 63583 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:23.076953888 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.077002048 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.077042103 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.077306986 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.088934898 CET 53 63583 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:23.102189064 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.102394104 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.103811026 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.104223967 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.104377031 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.104489088 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.104645014 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.105001926 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.105174065 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.105302095 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.134116888 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.135031939 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.135479927 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.152839899 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.152877092 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.152906895 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.152939081 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.152968884 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.152997971 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.153028011 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.153057098 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.153086901 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.153116941 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.153145075 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.153168917 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.153450966 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.153479099 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.154381990 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.154428959 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.154495955 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.154561996 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.154624939 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.154683113 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.154855013 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.154973984 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.155008078 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.155038118 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.155066967 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.155658960 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.155721903 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.156936884 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.157016039 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.157077074 CET 443 57448 172.217.168.8 192.168.2.3
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Jan 29, 2022 01:40:23.157182932 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.157378912 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.157443047 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.159264088 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.159337044 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.159394026 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.159454107 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.159564972 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.159627914 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.161503077 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.161679983 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.161751986 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.161833048 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.162029982 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.162209988 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.162723064 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.162781954 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.162831068 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.162878036 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.162962914 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.163027048 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.164624929 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.164680958 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.164740086 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.164788961 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.164879084 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.164953947 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.166543961 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.166598082 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.166842937 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.171164036 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.171220064 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.171268940 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.171319962 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.171468019 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.171524048 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.172411919 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.172466993 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.174067020 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.174124002 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.174171925 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.174221039 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.174254894 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.174318075 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.174380064 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.176268101 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.176322937 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.176369905 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.176419020 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.176467896 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.176516056 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.176525116 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.176608086 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.176667929 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.178468943 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.178524017 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.178576946 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.178627014 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.178675890 CET 443 57448 172.217.168.8 192.168.2.3
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Jan 29, 2022 01:40:23.178725958 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.178775072 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.178792000 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.178826094 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.178903103 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.178977966 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.179035902 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.179657936 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.179728031 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.179781914 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.179831028 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.180433035 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.180501938 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.181591988 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.181644917 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.181694031 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.181740999 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.181791067 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.181840897 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.181965113 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.182032108 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.182085991 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.183562994 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.183617115 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.183666945 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.183713913 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.183763027 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.183811903 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.183861971 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.183918953 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.184945107 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.185004950 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.185085058 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.185139894 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.185707092 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.185761929 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.185811043 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.185882092 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.185934067 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.185981035 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.186029911 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.186078072 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.187870026 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.187925100 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.187973022 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.188024044 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.188074112 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.188122034 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.188170910 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.188220978 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.190092087 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.190143108 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.190191984 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.190242052 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.190289974 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.190339088 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.190387964 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.190433979 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.190484047 CET 443 57448 172.217.168.8 192.168.2.3
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Jan 29, 2022 01:40:23.190531015 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.190578938 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.190628052 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.190665007 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.190929890 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.190982103 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.191029072 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.191082001 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.191132069 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.191179037 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.193192005 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.193243980 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.193294048 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.193342924 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.193391085 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.193440914 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.193489075 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.193536997 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.193587065 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.193635941 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.193685055 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.193733931 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.193780899 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.193830013 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.193897963 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.195542097 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.195594072 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.195645094 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.195751905 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.195808887 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.195857048 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.195905924 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.195955992 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.196439981 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.196500063 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.196576118 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.196633101 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.196697950 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.196753979 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.197128057 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.197184086 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.197189093 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.197221994 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.197272062 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.197320938 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.197447062 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.198647976 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.198704004 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.198754072 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.198805094 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.198854923 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.198901892 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.198951006 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.199001074 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.199038982 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.201725006 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.201781034 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.201829910 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.201917887 CET 443 57448 172.217.168.8 192.168.2.3
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Jan 29, 2022 01:40:23.201970100 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.202019930 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.202068090 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.202116966 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.202967882 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.203023911 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.203051090 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.203269958 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.203486919 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.213282108 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.213340998 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.213392019 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.213443041 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.213476896 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.213526011 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.213574886 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.213622093 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.213670969 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.214018106 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.214071035 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.214122057 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.214170933 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.214220047 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.214267969 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.216294050 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.216348886 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.216397047 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.216445923 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.216495037 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.216542959 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.216592073 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.216639042 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.216680050 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.216728926 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.216778040 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.216831923 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.216876984 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.216924906 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.216974020 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.217020988 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.217070103 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.217120886 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.217166901 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.217216969 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.217329979 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.218468904 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.218528032 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.218581915 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.218631029 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.218687057 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.218736887 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.218791962 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.218836069 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.220021009 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.220767975 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.221529007 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.221843958 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.225714922 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.226037025 CET 57448 443 192.168.2.3 172.217.168.8
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Jan 29, 2022 01:40:23.248581886 CET 57448 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:23.290899992 CET 443 57448 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:23.377271891 CET 64100 443 192.168.2.3 35.186.226.184

Jan 29, 2022 01:40:23.396955013 CET 443 64100 35.186.226.184 192.168.2.3

Jan 29, 2022 01:40:23.397016048 CET 443 64100 35.186.226.184 192.168.2.3

Jan 29, 2022 01:40:23.397067070 CET 443 64100 35.186.226.184 192.168.2.3

Jan 29, 2022 01:40:23.397371054 CET 64100 443 192.168.2.3 35.186.226.184

Jan 29, 2022 01:40:23.415658951 CET 64100 443 192.168.2.3 35.186.226.184

Jan 29, 2022 01:40:23.424374104 CET 443 64100 35.186.226.184 192.168.2.3

Jan 29, 2022 01:40:23.435472012 CET 443 64100 35.186.226.184 192.168.2.3

Jan 29, 2022 01:40:23.436554909 CET 64100 443 192.168.2.3 35.186.226.184

Jan 29, 2022 01:40:23.436896086 CET 64100 443 192.168.2.3 35.186.226.184

Jan 29, 2022 01:40:23.459541082 CET 64610 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:23.473336935 CET 443 64100 35.186.226.184 192.168.2.3

Jan 29, 2022 01:40:23.501249075 CET 64100 443 192.168.2.3 35.186.226.184

Jan 29, 2022 01:40:23.611097097 CET 51989 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:23.630268097 CET 53 51989 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:23.675393105 CET 53152 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:23.676228046 CET 61590 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:23.678133965 CET 56077 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:23.693659067 CET 53 53152 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:23.695657969 CET 53 61590 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:23.700226068 CET 53 56077 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:23.851944923 CET 57951 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:23.878706932 CET 53 57951 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:23.957037926 CET 53276 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:23.958843946 CET 60135 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:23.981992960 CET 53 53276 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:23.985814095 CET 53 60135 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:24.097497940 CET 49849 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:24.143889904 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:40:24.173675060 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:40:24.173723936 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:40:24.173760891 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:40:24.174010038 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:40:24.198200941 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:40:24.198453903 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:40:24.234081984 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:40:24.234617949 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:40:24.275320053 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:40:24.275839090 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:40:24.292152882 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:40:24.292587996 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:40:24.292814970 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:40:24.380367041 CET 60253 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:24.398617983 CET 53 60253 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:24.411956072 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:24.416064024 CET 58706 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:24.417151928 CET 62677 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:24.438707113 CET 53 62677 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:24.441131115 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:24.441193104 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:24.441234112 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:24.441754103 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:24.466666937 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:24.467555046 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:24.468099117 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:24.468560934 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:24.509293079 CET 443 60254 172.217.168.34 192.168.2.3
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Jan 29, 2022 01:40:24.509788036 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:24.510904074 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:24.511579990 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:24.512072086 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:24.528122902 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:24.529227018 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:24.530412912 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:24.530451059 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:24.530977964 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:24.531388998 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:24.549128056 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:24.549448013 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:24.549740076 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:24.549947977 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:24.550602913 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:24.550637960 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:24.552321911 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:24.552567005 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:24.552901030 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:24.582943916 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:24.792543888 CET 62595 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:24.809385061 CET 53 62595 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:24.809494019 CET 51189 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:24.824547052 CET 49967 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:24.832283974 CET 51454 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:24.836363077 CET 53 51189 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:24.851638079 CET 53 49967 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:24.852931976 CET 53 51454 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:25.299427032 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:40:25.335328102 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:40:25.335369110 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:40:25.336038113 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:40:25.355057001 CET 57163 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:25.358668089 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:40:25.380083084 CET 53 57163 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:25.401237011 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:40:25.404228926 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:40:25.404263020 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:40:25.404565096 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:40:25.726176977 CET 56360 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:25.745198965 CET 53 56360 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:27.167326927 CET 49258 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:27.336806059 CET 53021 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:27.354124069 CET 52618 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:27.357629061 CET 53 53021 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:27.374272108 CET 53 52618 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:27.422307968 CET 51633 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:27.449048996 CET 53 51633 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:27.514548063 CET 64383 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:27.533204079 CET 53 64383 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:27.629534960 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:40:27.663146973 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:40:27.663563013 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:40:27.663774014 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:40:27.777278900 CET 50346 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:27.794061899 CET 50281 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:27.798829079 CET 53 50346 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:27.820725918 CET 53 50281 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:28.044768095 CET 56328 53 192.168.2.3 8.8.8.8

Timestamp Source Port Dest Port Source IP Dest IP

Copyright Joe Security LLC 2022 Page 60 of 100



Jan 29, 2022 01:40:28.485393047 CET 56921 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:28.681058884 CET 59529 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:28.697643995 CET 53 59529 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:28.771831989 CET 64853 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:28.790370941 CET 53 64853 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:28.844810009 CET 56317 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:28.863584042 CET 53 56317 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:29.123529911 CET 51570 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:29.153100014 CET 53 51570 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:29.231134892 CET 53663 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:29.878021002 CET 60070 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:30.002499104 CET 58750 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:30.032871008 CET 60727 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:30.051908970 CET 53 60727 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:30.128735065 CET 63753 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:30.151398897 CET 53 63753 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:30.799628973 CET 54609 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:30.822698116 CET 53 54609 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:30.858979940 CET 52405 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:30.876991034 CET 53 52405 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:30.937587023 CET 56219 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:30.962405920 CET 53 56219 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:32.174156904 CET 64731 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:32.194600105 CET 53 64731 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:32.418040991 CET 59130 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:33.473644972 CET 51636 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:34.329353094 CET 60432 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:35.084382057 CET 64271 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:35.102838039 CET 53 64271 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:40.868575096 CET 63193 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:40.886851072 CET 53 63193 8.8.8.8 192.168.2.3

Jan 29, 2022 01:40:42.020256042 CET 53946 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:40:42.631155014 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:40:42.673603058 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:40:48.375492096 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:48.412801027 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:48.412928104 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:48.450036049 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:48.486424923 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:48.686575890 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:48.686630011 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:49.086971998 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:49.087029934 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:49.194817066 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:49.194919109 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:49.195003033 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:49.195061922 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:49.215662003 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:49.257745028 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:49.941422939 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:49.971153021 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:50.060662985 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:50.091053009 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:50.091104984 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:50.091145039 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:50.091183901 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:50.091387987 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:50.092479944 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:50.116350889 CET 55033 443 192.168.2.3 142.250.203.100
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Jan 29, 2022 01:40:50.116628885 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:50.159434080 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:50.159574032 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:50.159929991 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:50.176690102 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:50.176721096 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:50.177128077 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:50.347421885 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:50.391419888 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:50.852787971 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:50.890985012 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:50.891249895 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:50.891381979 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:50.906610012 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:50.936186075 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:50.949611902 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:50.971241951 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:50.971621037 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:50.971831083 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:50.974035978 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:51.016735077 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:54.343265057 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:54.346541882 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:54.372481108 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:54.623291016 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:54.702650070 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:54.702696085 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:54.719602108 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:54.745065928 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:54.745115042 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:54.759639025 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:54.759687901 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:54.907418013 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:54.907619953 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:54.907809973 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:55.203789949 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:40:55.236502886 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:40:55.246203899 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:40:55.285213947 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:40:55.285586119 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:40:55.285890102 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:40:56.993040085 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:56.993392944 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:56.993736029 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:56.993881941 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:56.994122982 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:56.994438887 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:56.994560003 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:57.010302067 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:57.010597944 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:57.011311054 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:57.025029898 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:57.025074005 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:57.025418043 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:57.026065111 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:57.026093006 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:57.026379108 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:57.027494907 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:57.027615070 CET 443 55038 172.217.168.8 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP

Copyright Joe Security LLC 2022 Page 62 of 100



Jan 29, 2022 01:40:57.027748108 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:57.038610935 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:57.039249897 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:57.039282084 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:57.039567947 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:57.039613962 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:57.039746046 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:57.039870977 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:57.039880991 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:57.039901018 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:57.039927959 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:57.039952993 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:40:57.040157080 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:57.040266037 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:40:57.083426952 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:57.083568096 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:57.083987951 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:57.093705893 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.069235086 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:40:58.102350950 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:40:58.102691889 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:40:58.139302969 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:40:58.176350117 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:40:58.284121990 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:40:58.284205914 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:40:58.295149088 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.332583904 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.333015919 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.333240032 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.377476931 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.377985954 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.380378008 CET 55044 443 192.168.2.3 142.250.145.154

Jan 29, 2022 01:40:58.381251097 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:58.382627010 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.383533955 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.383805037 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.384011984 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.384376049 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.384685993 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.385401964 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.385879993 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.386151075 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.386754036 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.387224913 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.387604952 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.388312101 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.388626099 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.388886929 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.389127016 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.389482021 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.389997005 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.390319109 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.390651941 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.390938997 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.391277075 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.391777992 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.392074108 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.392884970 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.395291090 CET 443 60254 172.217.168.34 192.168.2.3
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Jan 29, 2022 01:40:58.400698900 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.401463985 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.401762009 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:40:58.401818037 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.403124094 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.403809071 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.404747009 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.405685902 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.406148911 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.407042027 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.407202005 CET 443 55044 142.250.145.154 192.168.2.3

Jan 29, 2022 01:40:58.407242060 CET 443 55044 142.250.145.154 192.168.2.3

Jan 29, 2022 01:40:58.407282114 CET 443 55044 142.250.145.154 192.168.2.3

Jan 29, 2022 01:40:58.407560110 CET 55044 443 192.168.2.3 142.250.145.154

Jan 29, 2022 01:40:58.407766104 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.408242941 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.409079075 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.414223909 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.414891958 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.415560961 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.417376995 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:58.417617083 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.418162107 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:58.418190002 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.418692112 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:58.418766975 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.421679020 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.421840906 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.421955109 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.422189951 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.422384024 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.422450066 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.422686100 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.422878027 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.422996998 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.423158884 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.423244953 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.423273087 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.423508883 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.423598051 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.423625946 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.423652887 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.423868895 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.423923969 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.424019098 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.424107075 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.424135923 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.424232006 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.424473047 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.424621105 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.424916029 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.424943924 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.425317049 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.425345898 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.425837040 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.425884962 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.425914049 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.425993919 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.426022053 CET 443 60254 172.217.168.34 192.168.2.3
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Jan 29, 2022 01:40:58.427876949 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.428278923 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.429284096 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.429313898 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.439569950 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.439595938 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.441972017 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:40:58.442003012 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:40:58.443815947 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.444681883 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.445615053 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.445640087 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.448302984 CET 443 55044 142.250.145.154 192.168.2.3

Jan 29, 2022 01:40:58.477997065 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.478971958 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.479388952 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.481888056 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.482880116 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.483176947 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.487447023 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.488812923 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.488861084 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.489866018 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.490021944 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.490051985 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.525823116 CET 443 55044 142.250.145.154 192.168.2.3

Jan 29, 2022 01:40:58.544092894 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:40:58.563118935 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.563370943 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.563436985 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.563565016 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.563925028 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.564059019 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.564217091 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.564336061 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.564455032 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.564574957 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.564697027 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.566157103 CET 55044 443 192.168.2.3 142.250.145.154

Jan 29, 2022 01:40:58.568296909 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:40:58.568548918 CET 55044 443 192.168.2.3 142.250.145.154

Jan 29, 2022 01:40:58.569988966 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.570162058 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.579655886 CET 55044 443 192.168.2.3 142.250.145.154

Jan 29, 2022 01:40:58.582211971 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.582437992 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.582602024 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.582735062 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.586455107 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.587219000 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.587383986 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.587773085 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.588633060 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.588803053 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.588975906 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.593511105 CET 443 55044 142.250.145.154 192.168.2.3

Jan 29, 2022 01:40:58.596213102 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.601603031 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:40:58.604336023 CET 443 60254 172.217.168.34 192.168.2.3
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Jan 29, 2022 01:40:58.604366064 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.606065035 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.606108904 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.614844084 CET 443 55044 142.250.145.154 192.168.2.3

Jan 29, 2022 01:40:58.614999056 CET 443 55044 142.250.145.154 192.168.2.3

Jan 29, 2022 01:40:58.639080048 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.650114059 CET 55044 443 192.168.2.3 142.250.145.154

Jan 29, 2022 01:40:58.650301933 CET 55044 443 192.168.2.3 142.250.145.154

Jan 29, 2022 01:40:58.650609016 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.650954962 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.651195049 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.652005911 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.652268887 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.652465105 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.652617931 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.652765036 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.652941942 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.653085947 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.654004097 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.657980919 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.663206100 CET 443 55044 142.250.145.154 192.168.2.3

Jan 29, 2022 01:40:58.667882919 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.668924093 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.669318914 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.669719934 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.669975042 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.675046921 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.729218006 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.729386091 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.729639053 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.729770899 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.729909897 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:58.751195908 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:58.761637926 CET 55044 443 192.168.2.3 142.250.145.154

Jan 29, 2022 01:40:58.781645060 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:58.782074928 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:58.782427073 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:58.782639027 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:58.783281088 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:58.783740997 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:58.784002066 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:58.793306112 CET 55044 443 192.168.2.3 142.250.145.154

Jan 29, 2022 01:40:58.799786091 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:58.800204039 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:58.801383018 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:58.816696882 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:58.816729069 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:58.816790104 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:58.817007065 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:58.817121983 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:58.817179918 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:58.817220926 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:58.817637920 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:58.817667961 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:58.817970037 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:58.818397999 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:58.818476915 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:58.820173979 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:58.820627928 CET 443 55033 142.250.203.100 192.168.2.3
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Jan 29, 2022 01:40:58.820657015 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:58.820682049 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:58.820894003 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:58.820904016 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:58.821018934 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:58.821050882 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:58.821577072 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:58.824223995 CET 443 55044 142.250.145.154 192.168.2.3

Jan 29, 2022 01:40:58.824253082 CET 443 55044 142.250.145.154 192.168.2.3

Jan 29, 2022 01:40:58.824512005 CET 55044 443 192.168.2.3 142.250.145.154

Jan 29, 2022 01:40:58.871799946 CET 55045 443 192.168.2.3 35.186.226.184

Jan 29, 2022 01:40:58.890749931 CET 443 55045 35.186.226.184 192.168.2.3

Jan 29, 2022 01:40:58.890794992 CET 443 55045 35.186.226.184 192.168.2.3

Jan 29, 2022 01:40:58.890836000 CET 443 55045 35.186.226.184 192.168.2.3

Jan 29, 2022 01:40:58.891184092 CET 55045 443 192.168.2.3 35.186.226.184

Jan 29, 2022 01:40:58.892556906 CET 55045 443 192.168.2.3 35.186.226.184

Jan 29, 2022 01:40:58.892828941 CET 55045 443 192.168.2.3 35.186.226.184

Jan 29, 2022 01:40:58.911725998 CET 443 55045 35.186.226.184 192.168.2.3

Jan 29, 2022 01:40:58.912215948 CET 55045 443 192.168.2.3 35.186.226.184

Jan 29, 2022 01:40:58.926002979 CET 443 55045 35.186.226.184 192.168.2.3

Jan 29, 2022 01:40:58.951601982 CET 55045 443 192.168.2.3 35.186.226.184

Jan 29, 2022 01:40:59.105671883 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:59.126930952 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:59.131315947 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.132601976 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.134301901 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.134403944 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.134701014 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.134819984 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.135075092 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.135441065 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.135550022 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.135651112 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.139637947 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.139971972 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.140275002 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.140500069 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.140724897 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.141077042 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.141786098 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.142112017 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.142555952 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:59.143043995 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:40:59.147099018 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:40:59.147929907 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.148427010 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.148761988 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.149128914 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.150157928 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.150279045 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.150409937 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.150604010 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.152081966 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.152509928 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.153060913 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.153309107 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.157605886 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.158101082 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.158624887 CET 443 55033 142.250.203.100 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP

Copyright Joe Security LLC 2022 Page 67 of 100



Jan 29, 2022 01:40:59.159672022 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.165961981 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.166162014 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.166516066 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.166940928 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.167691946 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.167722940 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.168051958 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.168184042 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.168802023 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.168833017 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.169148922 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.169178963 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.169226885 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.169243097 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.169298887 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.169378996 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.169559956 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.169563055 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.169589996 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.169672012 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.169699907 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.169895887 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.169919968 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.170205116 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.170617104 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.170639992 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.170748949 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.170824051 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.171006918 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.171878099 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.172215939 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.172818899 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.174550056 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.174876928 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.175431013 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.175718069 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.175745964 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.176035881 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.176765919 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.177196980 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.177582979 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.177773952 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.178169966 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.178702116 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.178733110 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.178756952 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.179454088 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.179677963 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.179738045 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.180093050 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.180255890 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.180738926 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.180829048 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.183672905 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.184020042 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.184972048 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.189165115 CET 55047 443 192.168.2.3 35.186.226.184

Jan 29, 2022 01:40:59.190843105 CET 55047 443 192.168.2.3 35.186.226.184
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Jan 29, 2022 01:40:59.208268881 CET 443 55047 35.186.226.184 192.168.2.3

Jan 29, 2022 01:40:59.209769011 CET 55047 443 192.168.2.3 35.186.226.184

Jan 29, 2022 01:40:59.209834099 CET 55047 443 192.168.2.3 35.186.226.184

Jan 29, 2022 01:40:59.229141951 CET 443 55047 35.186.226.184 192.168.2.3

Jan 29, 2022 01:40:59.235971928 CET 443 55047 35.186.226.184 192.168.2.3

Jan 29, 2022 01:40:59.236231089 CET 443 55047 35.186.226.184 192.168.2.3

Jan 29, 2022 01:40:59.236358881 CET 55047 443 192.168.2.3 35.186.226.184

Jan 29, 2022 01:40:59.251599073 CET 443 55047 35.186.226.184 192.168.2.3

Jan 29, 2022 01:40:59.277610064 CET 55047 443 192.168.2.3 35.186.226.184

Jan 29, 2022 01:40:59.470463991 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.470670938 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.470949888 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.471199989 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.471434116 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.471712112 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.471955061 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.472510099 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.473233938 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.473483086 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.473726034 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.473967075 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.474212885 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.474452019 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.478952885 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.479464054 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.479782104 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.480029106 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.480264902 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.488385916 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.488667965 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.489229918 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.490030050 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.490986109 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.491508961 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.491940975 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.496946096 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.497520924 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.505244970 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.505713940 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.547509909 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.589646101 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.722321987 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.722394943 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.731192112 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.731451035 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.734237909 CET 55047 443 192.168.2.3 35.186.226.184

Jan 29, 2022 01:40:59.749066114 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.766206026 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.766510010 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.766855955 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.767133951 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.767292023 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.767395973 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.770374060 CET 443 55047 35.186.226.184 192.168.2.3

Jan 29, 2022 01:40:59.803028107 CET 55047 443 192.168.2.3 35.186.226.184

Jan 29, 2022 01:40:59.895004988 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:40:59.930983067 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.931485891 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:40:59.932005882 CET 55033 443 192.168.2.3 142.250.203.100
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Jan 29, 2022 01:41:11.995193958 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:41:12.037477016 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:41:12.213681936 CET 57330 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:12.214531898 CET 55857 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:13.070677042 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:41:13.113311052 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:41:13.796308994 CET 55044 443 192.168.2.3 142.250.145.154

Jan 29, 2022 01:41:13.848124981 CET 443 55044 142.250.145.154 192.168.2.3

Jan 29, 2022 01:41:13.895262957 CET 55045 443 192.168.2.3 35.186.226.184

Jan 29, 2022 01:41:13.938663006 CET 443 55045 35.186.226.184 192.168.2.3

Jan 29, 2022 01:41:14.108252048 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:14.130163908 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:14.473361015 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:14.516613960 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:21.833070993 CET 62016 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:22.216017008 CET 56679 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:22.236361027 CET 53 56679 8.8.8.8 192.168.2.3

Jan 29, 2022 01:41:24.537563086 CET 64513 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:24.554341078 CET 53 64513 8.8.8.8 192.168.2.3

Jan 29, 2022 01:41:24.888830900 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:24.910882950 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:24.927556038 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:24.927769899 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:24.928533077 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:24.950166941 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:24.989465952 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:25.025554895 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:25.031013966 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:28.954946041 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:28.978132963 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:31.326930046 CET 58024 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:31.346844912 CET 53 58024 8.8.8.8 192.168.2.3

Jan 29, 2022 01:41:32.892086983 CET 50725 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:32.914716005 CET 53 50725 8.8.8.8 192.168.2.3

Jan 29, 2022 01:41:32.920265913 CET 60883 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:32.944518089 CET 49731 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:32.962423086 CET 61357 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:32.980405092 CET 53 61357 8.8.8.8 192.168.2.3

Jan 29, 2022 01:41:32.982637882 CET 52520 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:33.003046036 CET 53 52520 8.8.8.8 192.168.2.3

Jan 29, 2022 01:41:33.014414072 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:41:33.027929068 CET 52476 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:33.046200991 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:41:33.046233892 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:41:33.046606064 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:41:33.049868107 CET 53 52476 8.8.8.8 192.168.2.3

Jan 29, 2022 01:41:33.183339119 CET 63569 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:33.203689098 CET 53 63569 8.8.8.8 192.168.2.3

Jan 29, 2022 01:41:33.218842030 CET 60463 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:33.221535921 CET 61914 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:33.232342958 CET 65348 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:33.243534088 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:41:33.245346069 CET 53 61914 8.8.8.8 192.168.2.3

Jan 29, 2022 01:41:33.262082100 CET 58302 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:33.277182102 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:41:33.277386904 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:41:33.278270006 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:41:33.280225992 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:41:33.280895948 CET 53 58302 8.8.8.8 192.168.2.3
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Jan 29, 2022 01:41:33.296912909 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:41:33.322297096 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:41:33.322520018 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:41:33.325820923 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:41:33.341509104 CET 59725 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:33.349914074 CET 55045 443 192.168.2.3 35.186.226.184

Jan 29, 2022 01:41:33.362468958 CET 53 59725 8.8.8.8 192.168.2.3

Jan 29, 2022 01:41:33.376673937 CET 53091 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:33.381674051 CET 443 55045 35.186.226.184 192.168.2.3

Jan 29, 2022 01:41:33.394918919 CET 53 53091 8.8.8.8 192.168.2.3

Jan 29, 2022 01:41:33.397360086 CET 53092 443 192.168.2.3 35.186.226.184

Jan 29, 2022 01:41:33.397726059 CET 53092 443 192.168.2.3 35.186.226.184

Jan 29, 2022 01:41:33.408638954 CET 55045 443 192.168.2.3 35.186.226.184

Jan 29, 2022 01:41:33.423938036 CET 443 53092 35.186.226.184 192.168.2.3

Jan 29, 2022 01:41:33.424614906 CET 53092 443 192.168.2.3 35.186.226.184

Jan 29, 2022 01:41:33.432401896 CET 62067 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:33.437488079 CET 443 53092 35.186.226.184 192.168.2.3

Jan 29, 2022 01:41:33.464648008 CET 53092 443 192.168.2.3 35.186.226.184

Jan 29, 2022 01:41:33.562695980 CET 64437 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:33.571103096 CET 53489 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:33.583921909 CET 53 64437 8.8.8.8 192.168.2.3

Jan 29, 2022 01:41:33.589817047 CET 53 53489 8.8.8.8 192.168.2.3

Jan 29, 2022 01:41:33.767831087 CET 53092 443 192.168.2.3 35.186.226.184

Jan 29, 2022 01:41:33.772428989 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:41:33.776673079 CET 60635 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:33.800296068 CET 53 60635 8.8.8.8 192.168.2.3

Jan 29, 2022 01:41:33.802819014 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:41:33.802860975 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:41:33.803414106 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:41:33.803725004 CET 443 53092 35.186.226.184 192.168.2.3

Jan 29, 2022 01:41:33.828938007 CET 53092 443 192.168.2.3 35.186.226.184

Jan 29, 2022 01:41:34.429725885 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:41:34.442076921 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:41:34.458728075 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:41:34.460452080 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:41:34.460658073 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:41:34.460880995 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:41:34.461472034 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:41:34.474457979 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:41:34.474493980 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:41:34.474746943 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:41:34.477930069 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:41:34.490906954 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:41:34.490945101 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:41:34.491229057 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:41:34.517102957 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:41:34.616411924 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:41:34.626213074 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:41:34.629419088 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:41:34.643064976 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:41:34.646794081 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:41:34.646828890 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:41:34.647157907 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:41:34.659730911 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:41:34.659776926 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:41:34.660463095 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:41:34.674657106 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:41:34.674755096 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:41:34.674916029 CET 55038 443 192.168.2.3 172.217.168.8
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Jan 29, 2022 01:41:34.701433897 CET 55038 443 192.168.2.3 172.217.168.8

Jan 29, 2022 01:41:34.702301979 CET 443 55038 172.217.168.8 192.168.2.3

Jan 29, 2022 01:41:37.759211063 CET 64398 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:38.177826881 CET 54979 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:38.339693069 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:41:38.351136923 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.354737997 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.372507095 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:41:38.372544050 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.372642994 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:41:38.372967958 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:41:38.375258923 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:41:38.389003992 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.389214039 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.389935017 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.391202927 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.394679070 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.394710064 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.395386934 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.396498919 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.411324024 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.412022114 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.414249897 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.415874958 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:41:38.416227102 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:41:38.416409016 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:41:38.417766094 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.424263000 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.424360991 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.429347038 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.431699038 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.431919098 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.432537079 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.433362007 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.450074911 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.450267076 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.450946093 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.451986074 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.452125072 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.466341972 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.472759008 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.472945929 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.474131107 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.487346888 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.487565994 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.487808943 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.488481045 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.494142056 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.506360054 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.506524086 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.507160902 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.508575916 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.509397984 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.509759903 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.510147095 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.511179924 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.511370897 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.529220104 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.531404972 CET 443 55033 142.250.203.100 192.168.2.3
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Jan 29, 2022 01:41:38.534293890 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.543672085 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.543901920 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.544626951 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.544893980 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.546734095 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.547776937 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.555845022 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.569341898 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.574003935 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.574281931 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.574893951 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.576294899 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.585855961 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.590279102 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.596544027 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.598407984 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.607575893 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.611553907 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.611790895 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.612818956 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.622575998 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.622884989 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.623672962 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.625371933 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.631855011 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.632374048 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.632765055 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.635153055 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.637216091 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.645296097 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.647682905 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.653531075 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.653964996 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.659302950 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.659651041 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.664459944 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.664629936 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.671425104 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.671622992 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.672964096 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.675740004 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.687546015 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.690713882 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.690978050 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.691555023 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.692884922 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.695725918 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.712769985 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.715610027 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.721791029 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.723144054 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.727004051 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.727314949 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.728312969 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.743544102 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.751152039 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.760137081 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.760440111 CET 443 60254 172.217.168.34 192.168.2.3
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Jan 29, 2022 01:41:38.760888100 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.760987043 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.761254072 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.763544083 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.763781071 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.765607119 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.766223907 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.782946110 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.786242008 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.799324989 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.799489975 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.799938917 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.800255060 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.800762892 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.801011086 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.805166960 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.805835009 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.807014942 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.807041883 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.812468052 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.823621035 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.828006029 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.829180956 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.839744091 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.840919018 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.855891943 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.856070042 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.856952906 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.860975981 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.876446962 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.877068996 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.877264977 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.877306938 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.878858089 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.879333973 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.880031109 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.881627083 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.882478952 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.896080017 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.900589943 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.904352903 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.916608095 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.916723013 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.917654991 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.917948008 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.918051958 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.918339014 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.919289112 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.935992002 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.936173916 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.936907053 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.938421965 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.941025019 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.955969095 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.959165096 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.961251974 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.964134932 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.971946955 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.972235918 CET 443 55033 142.250.203.100 192.168.2.3
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Jan 29, 2022 01:41:38.973218918 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:38.977602005 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.986366987 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.994555950 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.994599104 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:38.995495081 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:38.995805025 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:38.996779919 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:39.002152920 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.002569914 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.002927065 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:39.004720926 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:39.010695934 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:39.017983913 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.019016027 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.025125027 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.027721882 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.032763004 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.033890009 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.034109116 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.035227060 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:39.039562941 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.039781094 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.040909052 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:39.048172951 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.048460960 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.048974991 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:39.050220966 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:39.057564020 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.063671112 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.070269108 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.072024107 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:39.073002100 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.079704046 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:39.087090969 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.087357998 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.088197947 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:39.093415976 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.101345062 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.110618114 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.122765064 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.123075962 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.124021053 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.124311924 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.125437975 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:39.126636982 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:39.133208990 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:39.135498047 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:39.136378050 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:39.147497892 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.154620886 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.158409119 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.170625925 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.170918941 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.171073914 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.171415091 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.173753977 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:39.174694061 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:39.176446915 CET 55033 443 192.168.2.3 142.250.203.100
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Jan 29, 2022 01:41:39.191356897 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.191690922 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.193681955 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:39.195775032 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.197428942 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.211966038 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.212848902 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.213438034 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:39.214230061 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:39.234654903 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.236015081 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:39.237056971 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.250463009 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.250762939 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.251002073 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:39.251522064 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:39.252650023 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:39.258270025 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.272943974 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.274610043 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.274651051 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.274679899 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.275438070 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:39.276561022 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:39.288676023 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.289462090 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.289638996 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:39.289697886 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.289979935 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.290700912 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:39.291815996 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:39.297528028 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.299019098 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.311835051 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.312926054 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.314013958 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.314398050 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.314996004 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:39.326996088 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.327827930 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.329509974 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:39.330388069 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:39.337122917 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.350745916 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.352438927 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.366466045 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.366641998 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.368153095 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:39.369400978 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:39.389905930 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.391479015 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.408423901 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.408799887 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.409903049 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:39.432463884 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.563158035 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:39.583415985 CET 55044 443 192.168.2.3 142.250.145.154

Jan 29, 2022 01:41:39.585403919 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.614526987 CET 443 55044 142.250.145.154 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP
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Jan 29, 2022 01:41:39.614588976 CET 443 55044 142.250.145.154 192.168.2.3

Jan 29, 2022 01:41:39.614847898 CET 55044 443 192.168.2.3 142.250.145.154

Jan 29, 2022 01:41:39.640258074 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.640739918 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.645009041 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:39.656279087 CET 60067 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:39.674253941 CET 53 60067 8.8.8.8 192.168.2.3

Jan 29, 2022 01:41:39.811131001 CET 51743 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:39.829245090 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:39.832402945 CET 53 51743 8.8.8.8 192.168.2.3

Jan 29, 2022 01:41:39.835206032 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:39.847079992 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:39.850678921 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.856631041 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.868562937 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.875297070 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.875819921 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.876674891 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.877295017 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.879957914 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:39.882399082 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:39.883909941 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:39.885226011 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.885878086 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.891098976 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:39.903688908 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.906637907 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.918806076 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.919264078 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:39.919660091 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.920769930 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:39.923650026 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:39.924436092 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:39.958340883 CET 49334 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:39.982018948 CET 53 49334 8.8.8.8 192.168.2.3

Jan 29, 2022 01:41:39.989212990 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:40.012129068 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:40.025229931 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:40.025456905 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:40.030931950 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:40.116786957 CET 59505 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:40.132385015 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:40.135293961 CET 53 59505 8.8.8.8 192.168.2.3

Jan 29, 2022 01:41:40.154522896 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:40.169591904 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:40.169621944 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:40.175168991 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:40.194686890 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:40.214745045 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:40.216974020 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:40.232656002 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:40.233326912 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:40.237888098 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:40.249119043 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:40.249269009 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:40.254842997 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:40.306670904 CET 52010 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:40.325239897 CET 53 52010 8.8.8.8 192.168.2.3

Jan 29, 2022 01:41:40.661175013 CET 53081 53 192.168.2.3 8.8.8.8

Timestamp Source Port Dest Port Source IP Dest IP
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Jan 29, 2022 01:41:40.693300962 CET 53 53081 8.8.8.8 192.168.2.3

Jan 29, 2022 01:41:46.321796894 CET 60661 53 192.168.2.3 8.8.8.8

Jan 29, 2022 01:41:46.354130983 CET 53 60661 8.8.8.8 192.168.2.3

Jan 29, 2022 01:41:46.638890982 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:46.660267115 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:46.678478956 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:46.679368019 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:46.680207968 CET 60254 443 192.168.2.3 172.217.168.34

Jan 29, 2022 01:41:46.681572914 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:46.702052116 CET 443 60254 172.217.168.34 192.168.2.3

Jan 29, 2022 01:41:46.703721046 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:46.716406107 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:46.716711998 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:46.718067884 CET 55033 443 192.168.2.3 142.250.203.100

Jan 29, 2022 01:41:46.740820885 CET 443 55033 142.250.203.100 192.168.2.3

Jan 29, 2022 01:41:53.342657089 CET 49850 443 192.168.2.3 172.217.168.38

Jan 29, 2022 01:41:53.384980917 CET 443 49850 172.217.168.38 192.168.2.3

Jan 29, 2022 01:41:54.585779905 CET 55044 443 192.168.2.3 142.250.145.154

Jan 29, 2022 01:41:54.637989044 CET 443 55044 142.250.145.154 192.168.2.3

Jan 29, 2022 01:42:14.960310936 CET 64969 53 192.168.2.3 8.8.8.8

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jan 29, 2022 01:40:05.327512026 CET 192.168.2.3 8.8.8.8 0xaed0 Standard query 
(0)

clients2.g
oogle.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:05.333260059 CET 192.168.2.3 8.8.8.8 0x815e Standard query 
(0)

accounts.g
oogle.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:06.500952959 CET 192.168.2.3 8.8.8.8 0x3e65 Standard query 
(0)

use.typekit.net A (IP address) IN (0x0001)

Jan 29, 2022 01:40:07.608808041 CET 192.168.2.3 8.8.8.8 0xa1f Standard query 
(0)

p.typekit.net A (IP address) IN (0x0001)

Jan 29, 2022 01:40:16.612867117 CET 192.168.2.3 8.8.8.8 0xac99 Standard query 
(0)

s.go-mpulse.net A (IP address) IN (0x0001)

Jan 29, 2022 01:40:18.013698101 CET 192.168.2.3 8.8.8.8 0xc549 Standard query 
(0)

c.go-mpulse.net A (IP address) IN (0x0001)

Jan 29, 2022 01:40:19.623068094 CET 192.168.2.3 8.8.8.8 0xf65a Standard query 
(0)

assets.ado
bedtm.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:20.003405094 CET 192.168.2.3 8.8.8.8 0x6be6 Standard query 
(0)

dpm.demdex.net A (IP address) IN (0x0001)

Jan 29, 2022 01:40:20.462454081 CET 192.168.2.3 8.8.8.8 0x5922 Standard query 
(0)

adobe.tt.o
mtrdc.net

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:20.981535912 CET 192.168.2.3 8.8.8.8 0x7d91 Standard query 
(0)

adobe.demd
ex.net

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:21.251027107 CET 192.168.2.3 8.8.8.8 0x2530 Standard query 
(0)

cdn.cookie
law.org

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:21.487859011 CET 192.168.2.3 8.8.8.8 0x8031 Standard query 
(0)

geolocatio
n.onetrust.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:21.767934084 CET 192.168.2.3 8.8.8.8 0xc808 Standard query 
(0)

clients2.g
oogleuserc
ontent.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:22.241004944 CET 192.168.2.3 8.8.8.8 0xf54c Standard query 
(0)

api.demand
base.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:22.533345938 CET 192.168.2.3 8.8.8.8 0x62bd Standard query 
(0)

adobedc.de
mdex.net

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:22.563324928 CET 192.168.2.3 8.8.8.8 0x82e7 Standard query 
(0)

www.everes
tjs.net

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:22.591265917 CET 192.168.2.3 8.8.8.8 0x4519 Standard query 
(0)

universal.
iperceptions.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:22.591934919 CET 192.168.2.3 8.8.8.8 0xb418 Standard query 
(0)

scripts.de
mandbase.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:22.592701912 CET 192.168.2.3 8.8.8.8 0x3dc9 Standard query 
(0)

snap.licdn.com A (IP address) IN (0x0001)

Jan 29, 2022 01:40:22.593437910 CET 192.168.2.3 8.8.8.8 0xf061 Standard query 
(0)

static.ads-
twitter.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:22.681329012 CET 192.168.2.3 8.8.8.8 0xb882 Standard query 
(0)

servedby.f
lashtalking.com

A (IP address) IN (0x0001)

DNS Queries
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Jan 29, 2022 01:40:22.697035074 CET 192.168.2.3 8.8.8.8 0x833d Standard query 
(0)

pixel.ever
esttech.net

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:22.698235989 CET 192.168.2.3 8.8.8.8 0x1423 Standard query 
(0)

sc-static.net A (IP address) IN (0x0001)

Jan 29, 2022 01:40:22.700139999 CET 192.168.2.3 8.8.8.8 0x6def Standard query 
(0)

analytics.
tiktok.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:22.703998089 CET 192.168.2.3 8.8.8.8 0xfb9 Standard query 
(0)

connect.fa
cebook.net

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:22.721997023 CET 192.168.2.3 8.8.8.8 0xaf52 Standard query 
(0)

lasteventf-
tm.everes
ttech.net

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:22.834377050 CET 192.168.2.3 8.8.8.8 0x3468 Standard query 
(0)

pt.ispot.tv A (IP address) IN (0x0001)

Jan 29, 2022 01:40:22.841424942 CET 192.168.2.3 8.8.8.8 0x2d73 Standard query 
(0)

analytics.
twitter.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:22.935841084 CET 192.168.2.3 8.8.8.8 0x4970 Standard query 
(0)

t.co A (IP address) IN (0x0001)

Jan 29, 2022 01:40:22.946423054 CET 192.168.2.3 8.8.8.8 0xad29 Standard query 
(0)

px.ads.lin
kedin.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:22.948422909 CET 192.168.2.3 8.8.8.8 0x9f8a Standard query 
(0)

cdnssl.cli
cktale.net

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:23.070625067 CET 192.168.2.3 8.8.8.8 0x90b6 Standard query 
(0)

tr.snapchat.com A (IP address) IN (0x0001)

Jan 29, 2022 01:40:23.459541082 CET 192.168.2.3 8.8.8.8 0x8d23 Standard query 
(0)

www.linked
in.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:23.611097097 CET 192.168.2.3 8.8.8.8 0xaa77 Standard query 
(0)

d9.flashta
lking.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:23.675393105 CET 192.168.2.3 8.8.8.8 0x6285 Standard query 
(0)

match.prod
.bidr.io

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:23.676228046 CET 192.168.2.3 8.8.8.8 0x5680 Standard query 
(0)

id.rlcdn.com A (IP address) IN (0x0001)

Jan 29, 2022 01:40:23.678133965 CET 192.168.2.3 8.8.8.8 0x1a84 Standard query 
(0)

api.company-
target.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:23.851944923 CET 192.168.2.3 8.8.8.8 0x37f8 Standard query 
(0)

9212252.fl
s.doubleclick.net

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:23.957037926 CET 192.168.2.3 8.8.8.8 0x3c7a Standard query 
(0)

googleads.
g.doubleclick.net

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:23.958843946 CET 192.168.2.3 8.8.8.8 0x931c Standard query 
(0)

bid.g.doub
leclick.net

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:24.097497940 CET 192.168.2.3 8.8.8.8 0x2e24 Standard query 
(0)

cm.everest
tech.net

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:24.380367041 CET 192.168.2.3 8.8.8.8 0xcc4 Standard query 
(0)

www.facebo
ok.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:24.416064024 CET 192.168.2.3 8.8.8.8 0x96be Standard query 
(0)

api.iperce
ptions.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:24.417151928 CET 192.168.2.3 8.8.8.8 0xafd9 Standard query 
(0)

segments.c
ompany-tar
get.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:24.792543888 CET 192.168.2.3 8.8.8.8 0x2dc Standard query 
(0)

ing-district.clickta
le.net

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:24.809494019 CET 192.168.2.3 8.8.8.8 0xd2bf Standard query 
(0)

www.google.com A (IP address) IN (0x0001)

Jan 29, 2022 01:40:24.824547052 CET 192.168.2.3 8.8.8.8 0x7f1 Standard query 
(0)

www.google.ae A (IP address) IN (0x0001)

Jan 29, 2022 01:40:24.832283974 CET 192.168.2.3 8.8.8.8 0x58a0 Standard query 
(0)

c.clicktale.net A (IP address) IN (0x0001)

Jan 29, 2022 01:40:25.355057001 CET 192.168.2.3 8.8.8.8 0x9661 Standard query 
(0)

adservice.
google.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:25.726176977 CET 192.168.2.3 8.8.8.8 0x3b93 Standard query 
(0)

sd.ipercep
tions.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:27.167326927 CET 192.168.2.3 8.8.8.8 0xa8d7 Standard query 
(0)

pt.ispot.tv A (IP address) IN (0x0001)

Jan 29, 2022 01:40:27.336806059 CET 192.168.2.3 8.8.8.8 0x495e Standard query 
(0)

match.prod
.bidr.io

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:27.354124069 CET 192.168.2.3 8.8.8.8 0x87d2 Standard query 
(0)

id.rlcdn.com A (IP address) IN (0x0001)

Jan 29, 2022 01:40:27.422307968 CET 192.168.2.3 8.8.8.8 0xbd0a Standard query 
(0)

adservice.
google.ae

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:27.514548063 CET 192.168.2.3 8.8.8.8 0xa3e0 Standard query 
(0)

cdn.cookie
law.org

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
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Jan 29, 2022 01:40:27.777278900 CET 192.168.2.3 8.8.8.8 0xe9e3 Standard query 
(0)

segments.c
ompany-tar
get.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:27.794061899 CET 192.168.2.3 8.8.8.8 0x6da0 Standard query 
(0)

cm.g.doubl
eclick.net

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:28.044768095 CET 192.168.2.3 8.8.8.8 0x2bfa Standard query 
(0)

rtd.tubemo
gul.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:28.485393047 CET 192.168.2.3 8.8.8.8 0x2faa Standard query 
(0)

rtd-tm.eve
resttech.net

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:28.681058884 CET 192.168.2.3 8.8.8.8 0x4ae0 Standard query 
(0)

match.adsrvr.org A (IP address) IN (0x0001)

Jan 29, 2022 01:40:28.771831989 CET 192.168.2.3 8.8.8.8 0x6f7a Standard query 
(0)

pixel.quan
tserve.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:28.844810009 CET 192.168.2.3 8.8.8.8 0xc3b Standard query 
(0)

adservice.
google.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:29.123529911 CET 192.168.2.3 8.8.8.8 0xbf96 Standard query 
(0)

ml314.com A (IP address) IN (0x0001)

Jan 29, 2022 01:40:29.231134892 CET 192.168.2.3 8.8.8.8 0xd98b Standard query 
(0)

sync-tm.ev
eresttech.net

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:29.878021002 CET 192.168.2.3 8.8.8.8 0xac40 Standard query 
(0)

pixel.rubi
conproject.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:30.002499104 CET 192.168.2.3 8.8.8.8 0x6595 Standard query 
(0)

dsum-sec.c
asalemedia.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:30.032871008 CET 192.168.2.3 8.8.8.8 0xa26c Standard query 
(0)

dpm.demdex.net A (IP address) IN (0x0001)

Jan 29, 2022 01:40:30.128735065 CET 192.168.2.3 8.8.8.8 0xa8ea Standard query 
(0)

adobespark
post.app.link

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:30.799628973 CET 192.168.2.3 8.8.8.8 0x22bb Standard query 
(0)

prod.adobe
ccstatic.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:30.858979940 CET 192.168.2.3 8.8.8.8 0x8a77 Standard query 
(0)

ib.adnxs.com A (IP address) IN (0x0001)

Jan 29, 2022 01:40:30.937587023 CET 192.168.2.3 8.8.8.8 0x388e Standard query 
(0)

static.ado
belogin.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:32.174156904 CET 192.168.2.3 8.8.8.8 0xc092 Standard query 
(0)

ims-na1.ad
obelogin.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:32.418040991 CET 192.168.2.3 8.8.8.8 0xc8ca Standard query 
(0)

bumper2.ad
obeproject
m.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:33.473644972 CET 192.168.2.3 8.8.8.8 0x3d67 Standard query 
(0)

js-agent.n
ewrelic.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:34.329353094 CET 192.168.2.3 8.8.8.8 0x47cd Standard query 
(0)

bam-cell.nr-
data.net

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:35.084382057 CET 192.168.2.3 8.8.8.8 0xb30a Standard query 
(0)

us-u.openx.net A (IP address) IN (0x0001)

Jan 29, 2022 01:40:40.868575096 CET 192.168.2.3 8.8.8.8 0x6ea9 Standard query 
(0)

image2.pub
matic.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:40:42.020256042 CET 192.168.2.3 8.8.8.8 0xff9c Standard query 
(0)

sync.searc
h.spotxcha
nge.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:41:12.213681936 CET 192.168.2.3 8.8.8.8 0x5ff7 Standard query 
(0)

p.typekit.net A (IP address) IN (0x0001)

Jan 29, 2022 01:41:12.214531898 CET 192.168.2.3 8.8.8.8 0x898a Standard query 
(0)

use.typekit.net A (IP address) IN (0x0001)

Jan 29, 2022 01:41:21.833070993 CET 192.168.2.3 8.8.8.8 0x841b Standard query 
(0)

assets.ado
bedtm.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:41:22.216017008 CET 192.168.2.3 8.8.8.8 0xd6fc Standard query 
(0)

adobe.demd
ex.net

A (IP address) IN (0x0001)

Jan 29, 2022 01:41:24.537563086 CET 192.168.2.3 8.8.8.8 0xc882 Standard query 
(0)

cdn.cookie
law.org

A (IP address) IN (0x0001)

Jan 29, 2022 01:41:31.326930046 CET 192.168.2.3 8.8.8.8 0x5c01 Standard query 
(0)

geolocatio
n.onetrust.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:41:32.892086983 CET 192.168.2.3 8.8.8.8 0xba0c Standard query 
(0)

scripts.de
mandbase.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:41:32.920265913 CET 192.168.2.3 8.8.8.8 0xf742 Standard query 
(0)

servedby.f
lashtalking.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:41:32.944518089 CET 192.168.2.3 8.8.8.8 0x9667 Standard query 
(0)

snap.licdn.com A (IP address) IN (0x0001)

Jan 29, 2022 01:41:32.962423086 CET 192.168.2.3 8.8.8.8 0x21e9 Standard query 
(0)

static.ads-
twitter.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:41:32.982637882 CET 192.168.2.3 8.8.8.8 0x7096 Standard query 
(0)

universal.
iperceptions.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
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Jan 29, 2022 01:41:33.027929068 CET 192.168.2.3 8.8.8.8 0xdb86 Standard query 
(0)

api.company-
target.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:41:33.183339119 CET 192.168.2.3 8.8.8.8 0x18c Standard query 
(0)

dpm.demdex.net A (IP address) IN (0x0001)

Jan 29, 2022 01:41:33.218842030 CET 192.168.2.3 8.8.8.8 0x22df Standard query 
(0)

pixel.ever
esttech.net

A (IP address) IN (0x0001)

Jan 29, 2022 01:41:33.221535921 CET 192.168.2.3 8.8.8.8 0x3388 Standard query 
(0)

sc-static.net A (IP address) IN (0x0001)

Jan 29, 2022 01:41:33.232342958 CET 192.168.2.3 8.8.8.8 0x9ce1 Standard query 
(0)

analytics.
tiktok.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:41:33.262082100 CET 192.168.2.3 8.8.8.8 0x282 Standard query 
(0)

d9.flashta
lking.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:41:33.341509104 CET 192.168.2.3 8.8.8.8 0x9e2c Standard query 
(0)

connect.fa
cebook.net

A (IP address) IN (0x0001)

Jan 29, 2022 01:41:33.376673937 CET 192.168.2.3 8.8.8.8 0x7cd Standard query 
(0)

tr.snapchat.com A (IP address) IN (0x0001)

Jan 29, 2022 01:41:33.432401896 CET 192.168.2.3 8.8.8.8 0x8b05 Standard query 
(0)

pt.ispot.tv A (IP address) IN (0x0001)

Jan 29, 2022 01:41:33.562695980 CET 192.168.2.3 8.8.8.8 0xabb9 Standard query 
(0)

match.prod
.bidr.io

A (IP address) IN (0x0001)

Jan 29, 2022 01:41:33.571103096 CET 192.168.2.3 8.8.8.8 0xa35d Standard query 
(0)

id.rlcdn.com A (IP address) IN (0x0001)

Jan 29, 2022 01:41:33.776673079 CET 192.168.2.3 8.8.8.8 0xe8cb Standard query 
(0)

segments.c
ompany-tar
get.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:41:37.759211063 CET 192.168.2.3 8.8.8.8 0x4232 Standard query 
(0)

api.iperce
ptions.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:41:38.177826881 CET 192.168.2.3 8.8.8.8 0xe01e Standard query 
(0)

px.ads.lin
kedin.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:41:39.656279087 CET 192.168.2.3 8.8.8.8 0x1f4c Standard query 
(0)

www.facebo
ok.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:41:39.811131001 CET 192.168.2.3 8.8.8.8 0x6ede Standard query 
(0)

adobe.tt.o
mtrdc.net

A (IP address) IN (0x0001)

Jan 29, 2022 01:41:39.958340883 CET 192.168.2.3 8.8.8.8 0x9bd6 Standard query 
(0)

sd.ipercep
tions.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:41:40.116786957 CET 192.168.2.3 8.8.8.8 0x6ba6 Standard query 
(0)

ing-district.clickta
le.net

A (IP address) IN (0x0001)

Jan 29, 2022 01:41:40.306670904 CET 192.168.2.3 8.8.8.8 0xa64f Standard query 
(0)

c.clicktale.net A (IP address) IN (0x0001)

Jan 29, 2022 01:41:40.661175013 CET 192.168.2.3 8.8.8.8 0xfe16 Standard query 
(0)

ips-invite
.ipercepti
ons.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:41:46.321796894 CET 192.168.2.3 8.8.8.8 0xf95a Standard query 
(0)

ips-img.ip
erceptions.com

A (IP address) IN (0x0001)

Jan 29, 2022 01:42:14.960310936 CET 192.168.2.3 8.8.8.8 0xe61d Standard query 
(0)

bam-cell.nr-
data.net

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jan 29, 2022 
01:40:05.346343994 CET

8.8.8.8 192.168.2.3 0xaed0 No error (0) clients2.g
oogle.com

clients.l.google.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:05.346343994 CET

8.8.8.8 192.168.2.3 0xaed0 No error (0) clients.l.
google.com

142.250.203.110 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:05.360457897 CET

8.8.8.8 192.168.2.3 0x815e No error (0) accounts.g
oogle.com

142.250.203.109 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:05.366573095 CET

8.8.8.8 192.168.2.3 0xfb7 No error (0) express-pr
od.adobepr
ojectm.com

13.32.99.29 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:05.366573095 CET

8.8.8.8 192.168.2.3 0xfb7 No error (0) express-pr
od.adobepr
ojectm.com

13.32.99.14 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:05.366573095 CET

8.8.8.8 192.168.2.3 0xfb7 No error (0) express-pr
od.adobepr
ojectm.com

13.32.99.117 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:05.366573095 CET

8.8.8.8 192.168.2.3 0xfb7 No error (0) express-pr
od.adobepr
ojectm.com

13.32.99.23 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:06.521372080 CET

8.8.8.8 192.168.2.3 0x3e65 No error (0) use.typekit.net use-
stls.adobe.com.ed
gesuite.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

DNS Answers
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Jan 29, 2022 
01:40:07.629336119 CET

8.8.8.8 192.168.2.3 0xa1f No error (0) p.typekit.net p.typekit.net-
v3.edgekey.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:09.306113958 CET

8.8.8.8 192.168.2.3 0x864e No error (0) express-pr
od.adobepr
ojectm.com

13.32.99.23 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:09.306113958 CET

8.8.8.8 192.168.2.3 0x864e No error (0) express-pr
od.adobepr
ojectm.com

13.32.99.14 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:09.306113958 CET

8.8.8.8 192.168.2.3 0x864e No error (0) express-pr
od.adobepr
ojectm.com

13.32.99.29 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:09.306113958 CET

8.8.8.8 192.168.2.3 0x864e No error (0) express-pr
od.adobepr
ojectm.com

13.32.99.117 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:16.632507086 CET

8.8.8.8 192.168.2.3 0xac99 No error (0) s.go-mpulse.net ip46.go-
mpulse.net.edgeke
y.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:18.034156084 CET

8.8.8.8 192.168.2.3 0xc549 No error (0) c.go-mpulse.net wildcard46.go-
mpulse.net.edgeke
y.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:19.643033028 CET

8.8.8.8 192.168.2.3 0xf65a No error (0) assets.ado
bedtm.com

cn-
assets.adobedtm.c
om.edgekey.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:19.776549101 CET

8.8.8.8 192.168.2.3 0x1d3f No error (0) auth-cloud
front.prod
.ims.adobe
janus.com

52.222.214.110 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:19.776549101 CET

8.8.8.8 192.168.2.3 0x1d3f No error (0) auth-cloud
front.prod
.ims.adobe
janus.com

52.222.214.77 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:19.776549101 CET

8.8.8.8 192.168.2.3 0x1d3f No error (0) auth-cloud
front.prod
.ims.adobe
janus.com

52.222.214.54 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:19.776549101 CET

8.8.8.8 192.168.2.3 0x1d3f No error (0) auth-cloud
front.prod
.ims.adobe
janus.com

52.222.214.117 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:20.022423983 CET

8.8.8.8 192.168.2.3 0x6be6 No error (0) dpm.demdex.net gslb-2.demdex.net CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:20.022423983 CET

8.8.8.8 192.168.2.3 0x6be6 No error (0) gslb-2.dem
dex.net

edge-
irl1.demdex.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:20.022423983 CET

8.8.8.8 192.168.2.3 0x6be6 No error (0) edge-irl1.
demdex.net

dcs-edge-irl1-
876252164.eu-
west-
1.elb.amazonaws.
com

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:20.022423983 CET

8.8.8.8 192.168.2.3 0x6be6 No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

54.216.106.103 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:20.022423983 CET

8.8.8.8 192.168.2.3 0x6be6 No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

52.30.214.138 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:20.022423983 CET

8.8.8.8 192.168.2.3 0x6be6 No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

54.170.120.186 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:20.022423983 CET

8.8.8.8 192.168.2.3 0x6be6 No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

34.250.180.190 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:20.022423983 CET

8.8.8.8 192.168.2.3 0x6be6 No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

54.155.105.81 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:20.022423983 CET

8.8.8.8 192.168.2.3 0x6be6 No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

52.16.22.188 A (IP address) IN 
(0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Jan 29, 2022 
01:40:20.022423983 CET

8.8.8.8 192.168.2.3 0x6be6 No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

54.194.244.117 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:20.022423983 CET

8.8.8.8 192.168.2.3 0x6be6 No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

54.72.60.118 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:20.359059095 CET

8.8.8.8 192.168.2.3 0xdaa8 No error (0) services.p
rod.ims.ad
obejanus.com

99.80.237.78 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:20.359059095 CET

8.8.8.8 192.168.2.3 0xdaa8 No error (0) services.p
rod.ims.ad
obejanus.com

54.73.230.133 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:20.359059095 CET

8.8.8.8 192.168.2.3 0xdaa8 No error (0) services.p
rod.ims.ad
obejanus.com

52.49.71.117 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:20.359059095 CET

8.8.8.8 192.168.2.3 0xdaa8 No error (0) services.p
rod.ims.ad
obejanus.com

34.252.2.33 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:20.359059095 CET

8.8.8.8 192.168.2.3 0xdaa8 No error (0) services.p
rod.ims.ad
obejanus.com

52.48.157.83 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:20.359059095 CET

8.8.8.8 192.168.2.3 0xdaa8 No error (0) services.p
rod.ims.ad
obejanus.com

54.73.32.9 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:20.483166933 CET

8.8.8.8 192.168.2.3 0x5922 No error (0) adobe.tt.o
mtrdc.net

mboxedge37.tt.om
trdc.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:20.483166933 CET

8.8.8.8 192.168.2.3 0x5922 No error (0) mboxedge37
.tt.omtrdc.net

mboxedge37-
alb.tt.omtrdc.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:20.483166933 CET

8.8.8.8 192.168.2.3 0x5922 No error (0) mboxedge37-
alb.tt.omtrdc.net

54.170.22.84 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:20.483166933 CET

8.8.8.8 192.168.2.3 0x5922 No error (0) mboxedge37-
alb.tt.omtrdc.net

52.31.113.161 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:20.483166933 CET

8.8.8.8 192.168.2.3 0x5922 No error (0) mboxedge37-
alb.tt.omtrdc.net

52.18.150.20 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:20.483166933 CET

8.8.8.8 192.168.2.3 0x5922 No error (0) mboxedge37-
alb.tt.omtrdc.net

34.241.165.255 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:20.483166933 CET

8.8.8.8 192.168.2.3 0x5922 No error (0) mboxedge37-
alb.tt.omtrdc.net

34.252.166.160 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:20.483166933 CET

8.8.8.8 192.168.2.3 0x5922 No error (0) mboxedge37-
alb.tt.omtrdc.net

18.203.190.43 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:20.483166933 CET

8.8.8.8 192.168.2.3 0x5922 No error (0) mboxedge37-
alb.tt.omtrdc.net

63.35.80.202 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:20.483166933 CET

8.8.8.8 192.168.2.3 0x5922 No error (0) mboxedge37-
alb.tt.omtrdc.net

52.18.193.194 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:20.604186058 CET

8.8.8.8 192.168.2.3 0x8acc No error (0) adobe.com.
ssl.d1.sc.
omtrdc.net

15.188.95.229 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:20.604186058 CET

8.8.8.8 192.168.2.3 0x8acc No error (0) adobe.com.
ssl.d1.sc.
omtrdc.net

13.36.218.177 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:20.604186058 CET

8.8.8.8 192.168.2.3 0x8acc No error (0) adobe.com.
ssl.d1.sc.
omtrdc.net

15.236.176.210 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:21.000232935 CET

8.8.8.8 192.168.2.3 0x7d91 No error (0) adobe.demd
ex.net

gslb-2.demdex.net CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:21.000232935 CET

8.8.8.8 192.168.2.3 0x7d91 No error (0) gslb-2.dem
dex.net

edge-
irl1.demdex.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:21.000232935 CET

8.8.8.8 192.168.2.3 0x7d91 No error (0) edge-irl1.
demdex.net

dcs-edge-irl1-
876252164.eu-
west-
1.elb.amazonaws.
com

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:21.000232935 CET

8.8.8.8 192.168.2.3 0x7d91 No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

34.246.16.33 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:21.000232935 CET

8.8.8.8 192.168.2.3 0x7d91 No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

34.255.107.204 A (IP address) IN 
(0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Jan 29, 2022 
01:40:21.000232935 CET

8.8.8.8 192.168.2.3 0x7d91 No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

52.16.52.14 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:21.000232935 CET

8.8.8.8 192.168.2.3 0x7d91 No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

52.30.214.138 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:21.000232935 CET

8.8.8.8 192.168.2.3 0x7d91 No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

52.209.85.214 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:21.000232935 CET

8.8.8.8 192.168.2.3 0x7d91 No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

54.170.120.186 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:21.000232935 CET

8.8.8.8 192.168.2.3 0x7d91 No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

54.155.105.81 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:21.000232935 CET

8.8.8.8 192.168.2.3 0x7d91 No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

52.18.235.26 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:21.271804094 CET

8.8.8.8 192.168.2.3 0x2530 No error (0) cdn.cookie
law.org

104.16.148.64 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:21.271804094 CET

8.8.8.8 192.168.2.3 0x2530 No error (0) cdn.cookie
law.org

104.16.149.64 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:21.507630110 CET

8.8.8.8 192.168.2.3 0x8031 No error (0) geolocatio
n.onetrust.com

104.20.185.68 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:21.507630110 CET

8.8.8.8 192.168.2.3 0x8031 No error (0) geolocatio
n.onetrust.com

104.20.184.68 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:21.794958115 CET

8.8.8.8 192.168.2.3 0xc808 No error (0) clients2.g
oogleuserc
ontent.com

googlehosted.l.goo
gleusercontent.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:21.794958115 CET

8.8.8.8 192.168.2.3 0xc808 No error (0) googlehost
ed.l.googl
euserconte
nt.com

172.217.168.33 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:22.263555050 CET

8.8.8.8 192.168.2.3 0xf54c No error (0) api.demand
base.com

52.222.236.120 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:22.263555050 CET

8.8.8.8 192.168.2.3 0xf54c No error (0) api.demand
base.com

52.222.236.78 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:22.263555050 CET

8.8.8.8 192.168.2.3 0xf54c No error (0) api.demand
base.com

52.222.236.14 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:22.263555050 CET

8.8.8.8 192.168.2.3 0xf54c No error (0) api.demand
base.com

52.222.236.63 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:22.554199934 CET

8.8.8.8 192.168.2.3 0x62bd No error (0) adobedc.de
mdex.net

demdex.net.ssl.sc.
omtrdc.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:22.554199934 CET

8.8.8.8 192.168.2.3 0x62bd No error (0) demdex.net
.ssl.sc.om
trdc.net

13.36.218.177 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:22.554199934 CET

8.8.8.8 192.168.2.3 0x62bd No error (0) demdex.net
.ssl.sc.om
trdc.net

15.236.176.210 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:22.554199934 CET

8.8.8.8 192.168.2.3 0x62bd No error (0) demdex.net
.ssl.sc.om
trdc.net

15.188.95.229 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:22.581954002 CET

8.8.8.8 192.168.2.3 0x82e7 No error (0) www.everes
tjs.net

www.everestjs.net.
edgekey.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:22.609970093 CET

8.8.8.8 192.168.2.3 0xf061 No error (0) static.ads-
twitter.com

platform.twitter.ma
p.fastly.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:22.609970093 CET

8.8.8.8 192.168.2.3 0xf061 No error (0) platform.t
witter.map
.fastly.net

151.101.12.157 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:22.612905025 CET

8.8.8.8 192.168.2.3 0x3dc9 No error (0) snap.licdn.com od.linkedin.edgesu
ite.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:22.613135099 CET

8.8.8.8 192.168.2.3 0xb418 No error (0) scripts.de
mandbase.com

18.66.112.63 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:22.613135099 CET

8.8.8.8 192.168.2.3 0xb418 No error (0) scripts.de
mandbase.com

18.66.112.121 A (IP address) IN 
(0x0001)
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Jan 29, 2022 
01:40:22.613135099 CET

8.8.8.8 192.168.2.3 0xb418 No error (0) scripts.de
mandbase.com

18.66.112.89 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:22.613135099 CET

8.8.8.8 192.168.2.3 0xb418 No error (0) scripts.de
mandbase.com

18.66.112.67 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:22.614233971 CET

8.8.8.8 192.168.2.3 0x4519 No error (0) universal.
iperceptions.com

dq0hwjjeyor81.clou
dfront.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:22.614233971 CET

8.8.8.8 192.168.2.3 0x4519 No error (0) dq0hwjjeyo
r81.cloudf
ront.net

18.66.139.21 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:22.614233971 CET

8.8.8.8 192.168.2.3 0x4519 No error (0) dq0hwjjeyo
r81.cloudf
ront.net

18.66.139.116 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:22.614233971 CET

8.8.8.8 192.168.2.3 0x4519 No error (0) dq0hwjjeyo
r81.cloudf
ront.net

18.66.139.73 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:22.614233971 CET

8.8.8.8 192.168.2.3 0x4519 No error (0) dq0hwjjeyo
r81.cloudf
ront.net

18.66.139.42 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:22.621134043 CET

8.8.8.8 192.168.2.3 0xa2f7 No error (0) www-google
tagmanager
.l.google.com

172.217.168.8 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:22.699603081 CET

8.8.8.8 192.168.2.3 0xb882 No error (0) servedby.f
lashtalking.com

cds.f7f2q8c3.hwcd
n.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:22.717253923 CET

8.8.8.8 192.168.2.3 0x833d No error (0) pixel.ever
esttech.net

tp00.everesttech.n
et.akadns.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:22.718327045 CET

8.8.8.8 192.168.2.3 0x6def No error (0) analytics.
tiktok.com

analytics.tiktok.co
m.edgekey.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:22.724548101 CET

8.8.8.8 192.168.2.3 0xfb9 No error (0) connect.fa
cebook.net

scontent.xx.fbcdn.
net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:22.724548101 CET

8.8.8.8 192.168.2.3 0xfb9 No error (0) scontent.x
x.fbcdn.net

157.240.17.15 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:22.740358114 CET

8.8.8.8 192.168.2.3 0xaf52 No error (0) lasteventf-
tm.everes
ttech.net

lasteventf.tubemog
ul.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:22.740358114 CET

8.8.8.8 192.168.2.3 0xaf52 No error (0) lasteventf
.tubemogul.com

h2.shared.global.fa
stly.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:22.752702951 CET

8.8.8.8 192.168.2.3 0x1423 No error (0) sc-static.net 52.222.225.250 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:22.851254940 CET

8.8.8.8 192.168.2.3 0x3468 No error (0) pt.ispot.tv j.sni.global.fastly.n
et

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:22.857336044 CET

8.8.8.8 192.168.2.3 0x2d73 No error (0) analytics.
twitter.com

ads.twitter.com CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:22.857336044 CET

8.8.8.8 192.168.2.3 0x2d73 No error (0) ads.twitter.com s.twitter.com CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:22.857336044 CET

8.8.8.8 192.168.2.3 0x2d73 No error (0) s.twitter.com 104.244.42.195 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:22.857336044 CET

8.8.8.8 192.168.2.3 0x2d73 No error (0) s.twitter.com 104.244.42.67 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:22.857336044 CET

8.8.8.8 192.168.2.3 0x2d73 No error (0) s.twitter.com 104.244.42.3 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:22.857336044 CET

8.8.8.8 192.168.2.3 0x2d73 No error (0) s.twitter.com 104.244.42.131 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:22.952598095 CET

8.8.8.8 192.168.2.3 0x4970 No error (0) t.co 104.244.42.133 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:22.952598095 CET

8.8.8.8 192.168.2.3 0x4970 No error (0) t.co 104.244.42.5 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:22.952598095 CET

8.8.8.8 192.168.2.3 0x4970 No error (0) t.co 104.244.42.69 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:22.952598095 CET

8.8.8.8 192.168.2.3 0x4970 No error (0) t.co 104.244.42.197 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:22.964960098 CET

8.8.8.8 192.168.2.3 0xad29 No error (0) px.ads.lin
kedin.com

www.linkedin.com CNAME 
(Canonical 
name)

IN 
(0x0001)
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Jan 29, 2022 
01:40:22.964960098 CET

8.8.8.8 192.168.2.3 0xad29 No error (0) www.linked
in.com

www-linkedin-
com.l-0005.l-
msedge.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:22.967293024 CET

8.8.8.8 192.168.2.3 0x9f8a No error (0) cdnssl.cli
cktale.net

cdn-
dsa.clicktale.net.ed
gekey.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:23.088934898 CET

8.8.8.8 192.168.2.3 0x90b6 No error (0) tr.snapchat.com 35.186.226.184 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.477900028 CET

8.8.8.8 192.168.2.3 0x8d23 No error (0) www.linked
in.com

www-linkedin-
com.l-0005.l-
msedge.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:23.630268097 CET

8.8.8.8 192.168.2.3 0xaa77 No error (0) d9.flashta
lking.com

ft.device9.com CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:23.630268097 CET

8.8.8.8 192.168.2.3 0xaa77 No error (0) ft.device9.com tag.device9.com CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:23.630268097 CET

8.8.8.8 192.168.2.3 0xaa77 No error (0) tag.device9.com 52.30.157.99 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.630268097 CET

8.8.8.8 192.168.2.3 0xaa77 No error (0) tag.device9.com 52.214.67.148 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.630268097 CET

8.8.8.8 192.168.2.3 0xaa77 No error (0) tag.device9.com 52.214.107.215 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.630268097 CET

8.8.8.8 192.168.2.3 0xaa77 No error (0) tag.device9.com 34.251.236.234 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.630268097 CET

8.8.8.8 192.168.2.3 0xaa77 No error (0) tag.device9.com 54.171.96.4 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.630268097 CET

8.8.8.8 192.168.2.3 0xaa77 No error (0) tag.device9.com 52.49.73.32 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.693659067 CET

8.8.8.8 192.168.2.3 0x6285 No error (0) match.prod
.bidr.io

54.194.0.1 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.693659067 CET

8.8.8.8 192.168.2.3 0x6285 No error (0) match.prod
.bidr.io

54.247.43.164 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.693659067 CET

8.8.8.8 192.168.2.3 0x6285 No error (0) match.prod
.bidr.io

54.229.75.47 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.693659067 CET

8.8.8.8 192.168.2.3 0x6285 No error (0) match.prod
.bidr.io

52.51.91.44 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.693659067 CET

8.8.8.8 192.168.2.3 0x6285 No error (0) match.prod
.bidr.io

52.30.38.36 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.693659067 CET

8.8.8.8 192.168.2.3 0x6285 No error (0) match.prod
.bidr.io

52.50.101.149 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.693659067 CET

8.8.8.8 192.168.2.3 0x6285 No error (0) match.prod
.bidr.io

54.154.165.196 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.693659067 CET

8.8.8.8 192.168.2.3 0x6285 No error (0) match.prod
.bidr.io

54.77.5.134 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.695657969 CET

8.8.8.8 192.168.2.3 0x5680 No error (0) id.rlcdn.com 35.244.174.68 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.700226068 CET

8.8.8.8 192.168.2.3 0x1a84 No error (0) api.company-
target.com

18.66.97.17 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.700226068 CET

8.8.8.8 192.168.2.3 0x1a84 No error (0) api.company-
target.com

18.66.97.46 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.700226068 CET

8.8.8.8 192.168.2.3 0x1a84 No error (0) api.company-
target.com

18.66.97.57 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.700226068 CET

8.8.8.8 192.168.2.3 0x1a84 No error (0) api.company-
target.com

18.66.97.20 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.878706932 CET

8.8.8.8 192.168.2.3 0x37f8 No error (0) 9212252.fl
s.doubleclick.net

dart.l.doubleclick.n
et

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:23.878706932 CET

8.8.8.8 192.168.2.3 0x37f8 No error (0) dart.l.dou
bleclick.net

172.217.168.38 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.981992960 CET

8.8.8.8 192.168.2.3 0x3c7a No error (0) googleads.
g.doubleclick.net

172.217.168.34 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.985814095 CET

8.8.8.8 192.168.2.3 0x931c No error (0) bid.g.doub
leclick.net

ads-
bid.l.doubleclick.ne
t

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:23.985814095 CET

8.8.8.8 192.168.2.3 0x931c No error (0) ads-bid.l.
doubleclick.net

142.250.145.154 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.985814095 CET

8.8.8.8 192.168.2.3 0x931c No error (0) ads-bid.l.
doubleclick.net

142.250.145.156 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.985814095 CET

8.8.8.8 192.168.2.3 0x931c No error (0) ads-bid.l.
doubleclick.net

74.125.143.154 A (IP address) IN 
(0x0001)
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Jan 29, 2022 
01:40:23.985814095 CET

8.8.8.8 192.168.2.3 0x931c No error (0) ads-bid.l.
doubleclick.net

173.194.69.157 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.985814095 CET

8.8.8.8 192.168.2.3 0x931c No error (0) ads-bid.l.
doubleclick.net

173.194.79.157 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.985814095 CET

8.8.8.8 192.168.2.3 0x931c No error (0) ads-bid.l.
doubleclick.net

108.177.119.155 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.985814095 CET

8.8.8.8 192.168.2.3 0x931c No error (0) ads-bid.l.
doubleclick.net

108.177.119.157 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.985814095 CET

8.8.8.8 192.168.2.3 0x931c No error (0) ads-bid.l.
doubleclick.net

108.177.126.157 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.985814095 CET

8.8.8.8 192.168.2.3 0x931c No error (0) ads-bid.l.
doubleclick.net

108.177.126.156 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.985814095 CET

8.8.8.8 192.168.2.3 0x931c No error (0) ads-bid.l.
doubleclick.net

108.177.126.155 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.985814095 CET

8.8.8.8 192.168.2.3 0x931c No error (0) ads-bid.l.
doubleclick.net

108.177.127.156 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.985814095 CET

8.8.8.8 192.168.2.3 0x931c No error (0) ads-bid.l.
doubleclick.net

108.177.127.155 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.985814095 CET

8.8.8.8 192.168.2.3 0x931c No error (0) ads-bid.l.
doubleclick.net

108.177.127.154 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.985814095 CET

8.8.8.8 192.168.2.3 0x931c No error (0) ads-bid.l.
doubleclick.net

108.177.127.157 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.985814095 CET

8.8.8.8 192.168.2.3 0x931c No error (0) ads-bid.l.
doubleclick.net

172.217.218.157 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:23.985814095 CET

8.8.8.8 192.168.2.3 0x931c No error (0) ads-bid.l.
doubleclick.net

172.217.218.154 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:24.118010044 CET

8.8.8.8 192.168.2.3 0x2e24 No error (0) cm.everest
tech.net

cm.everesttech.net
.akadns.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:24.398617983 CET

8.8.8.8 192.168.2.3 0xcc4 No error (0) www.facebo
ok.com

star-
mini.c10r.facebook
.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:24.398617983 CET

8.8.8.8 192.168.2.3 0xcc4 No error (0) star-mini.
c10r.faceb
ook.com

157.240.20.35 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:24.438707113 CET

8.8.8.8 192.168.2.3 0xafd9 No error (0) segments.c
ompany-tar
get.com

52.222.214.8 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:24.438707113 CET

8.8.8.8 192.168.2.3 0xafd9 No error (0) segments.c
ompany-tar
get.com

52.222.214.106 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:24.438707113 CET

8.8.8.8 192.168.2.3 0xafd9 No error (0) segments.c
ompany-tar
get.com

52.222.214.93 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:24.438707113 CET

8.8.8.8 192.168.2.3 0xafd9 No error (0) segments.c
ompany-tar
get.com

52.222.214.56 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:24.449846029 CET

8.8.8.8 192.168.2.3 0x96be No error (0) api.iperce
ptions.com

api-
traffic01.trafficman
ager.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:24.809385061 CET

8.8.8.8 192.168.2.3 0x2dc No error (0) ing-district.clickta
le.net

webrecorder-prod-
1682395302.us-
east-
1.elb.amazonaws.
com

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:24.809385061 CET

8.8.8.8 192.168.2.3 0x2dc No error (0) webrecorder-
prod-168
2395302.us-
east-1.el
b.amazonaw
s.com

3.220.48.193 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:24.809385061 CET

8.8.8.8 192.168.2.3 0x2dc No error (0) webrecorder-
prod-168
2395302.us-
east-1.el
b.amazonaw
s.com

18.204.69.117 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:24.809385061 CET

8.8.8.8 192.168.2.3 0x2dc No error (0) webrecorder-
prod-168
2395302.us-
east-1.el
b.amazonaw
s.com

52.54.130.223 A (IP address) IN 
(0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Jan 29, 2022 
01:40:24.809385061 CET

8.8.8.8 192.168.2.3 0x2dc No error (0) webrecorder-
prod-168
2395302.us-
east-1.el
b.amazonaw
s.com

54.242.208.64 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:24.809385061 CET

8.8.8.8 192.168.2.3 0x2dc No error (0) webrecorder-
prod-168
2395302.us-
east-1.el
b.amazonaw
s.com

54.85.254.11 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:24.809385061 CET

8.8.8.8 192.168.2.3 0x2dc No error (0) webrecorder-
prod-168
2395302.us-
east-1.el
b.amazonaw
s.com

23.22.179.200 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:24.809385061 CET

8.8.8.8 192.168.2.3 0x2dc No error (0) webrecorder-
prod-168
2395302.us-
east-1.el
b.amazonaw
s.com

54.88.23.247 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:24.809385061 CET

8.8.8.8 192.168.2.3 0x2dc No error (0) webrecorder-
prod-168
2395302.us-
east-1.el
b.amazonaw
s.com

52.87.141.93 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:24.836363077 CET

8.8.8.8 192.168.2.3 0xd2bf No error (0) www.google.com 142.250.203.100 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:24.851638079 CET

8.8.8.8 192.168.2.3 0x7f1 No error (0) www.google.ae 142.250.203.99 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:24.852931976 CET

8.8.8.8 192.168.2.3 0x58a0 No error (0) c.clicktale.net c-ct-
eu.contentsquare.
net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:24.852931976 CET

8.8.8.8 192.168.2.3 0x58a0 No error (0) c-ct-eu.co
ntentsquare.net

34.251.104.158 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:24.852931976 CET

8.8.8.8 192.168.2.3 0x58a0 No error (0) c-ct-eu.co
ntentsquare.net

54.73.156.73 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:24.852931976 CET

8.8.8.8 192.168.2.3 0x58a0 No error (0) c-ct-eu.co
ntentsquare.net

34.251.34.100 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:24.852931976 CET

8.8.8.8 192.168.2.3 0x58a0 No error (0) c-ct-eu.co
ntentsquare.net

54.171.53.41 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:24.852931976 CET

8.8.8.8 192.168.2.3 0x58a0 No error (0) c-ct-eu.co
ntentsquare.net

54.76.98.67 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:24.852931976 CET

8.8.8.8 192.168.2.3 0x58a0 No error (0) c-ct-eu.co
ntentsquare.net

34.241.135.124 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:24.852931976 CET

8.8.8.8 192.168.2.3 0x58a0 No error (0) c-ct-eu.co
ntentsquare.net

34.255.242.211 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:24.852931976 CET

8.8.8.8 192.168.2.3 0x58a0 No error (0) c-ct-eu.co
ntentsquare.net

54.154.237.237 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:25.380083084 CET

8.8.8.8 192.168.2.3 0x9661 No error (0) adservice.
google.com

142.250.203.98 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:25.745198965 CET

8.8.8.8 192.168.2.3 0x3b93 No error (0) sd.ipercep
tions.com

d1gs6rlbmzcurc.cl
oudfront.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:25.745198965 CET

8.8.8.8 192.168.2.3 0x3b93 No error (0) d1gs6rlbmz
curc.cloud
front.net

18.66.122.86 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:25.745198965 CET

8.8.8.8 192.168.2.3 0x3b93 No error (0) d1gs6rlbmz
curc.cloud
front.net

18.66.122.21 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:25.745198965 CET

8.8.8.8 192.168.2.3 0x3b93 No error (0) d1gs6rlbmz
curc.cloud
front.net

18.66.122.25 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:25.745198965 CET

8.8.8.8 192.168.2.3 0x3b93 No error (0) d1gs6rlbmz
curc.cloud
front.net

18.66.122.106 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:27.187515020 CET

8.8.8.8 192.168.2.3 0xa8d7 No error (0) pt.ispot.tv j.sni.global.fastly.n
et

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:27.357629061 CET

8.8.8.8 192.168.2.3 0x495e No error (0) match.prod
.bidr.io

54.73.209.201 A (IP address) IN 
(0x0001)
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Jan 29, 2022 
01:40:27.357629061 CET

8.8.8.8 192.168.2.3 0x495e No error (0) match.prod
.bidr.io

52.50.101.149 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:27.357629061 CET

8.8.8.8 192.168.2.3 0x495e No error (0) match.prod
.bidr.io

54.154.165.196 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:27.357629061 CET

8.8.8.8 192.168.2.3 0x495e No error (0) match.prod
.bidr.io

54.229.75.47 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:27.357629061 CET

8.8.8.8 192.168.2.3 0x495e No error (0) match.prod
.bidr.io

54.72.247.92 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:27.357629061 CET

8.8.8.8 192.168.2.3 0x495e No error (0) match.prod
.bidr.io

54.77.5.134 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:27.357629061 CET

8.8.8.8 192.168.2.3 0x495e No error (0) match.prod
.bidr.io

54.247.43.164 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:27.357629061 CET

8.8.8.8 192.168.2.3 0x495e No error (0) match.prod
.bidr.io

52.30.38.36 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:27.374272108 CET

8.8.8.8 192.168.2.3 0x87d2 No error (0) id.rlcdn.com 35.244.174.68 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:27.449048996 CET

8.8.8.8 192.168.2.3 0xbd0a No error (0) adservice.
google.ae

pagead46.l.double
click.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:27.449048996 CET

8.8.8.8 192.168.2.3 0xbd0a No error (0) pagead46.l
.doubleclick.net

172.217.168.2 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:27.533204079 CET

8.8.8.8 192.168.2.3 0xa3e0 No error (0) cdn.cookie
law.org

104.16.148.64 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:27.533204079 CET

8.8.8.8 192.168.2.3 0xa3e0 No error (0) cdn.cookie
law.org

104.16.149.64 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:27.798829079 CET

8.8.8.8 192.168.2.3 0xe9e3 No error (0) segments.c
ompany-tar
get.com

52.222.214.106 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:27.798829079 CET

8.8.8.8 192.168.2.3 0xe9e3 No error (0) segments.c
ompany-tar
get.com

52.222.214.56 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:27.798829079 CET

8.8.8.8 192.168.2.3 0xe9e3 No error (0) segments.c
ompany-tar
get.com

52.222.214.93 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:27.798829079 CET

8.8.8.8 192.168.2.3 0xe9e3 No error (0) segments.c
ompany-tar
get.com

52.222.214.8 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:27.820725918 CET

8.8.8.8 192.168.2.3 0x6da0 No error (0) cm.g.doubl
eclick.net

142.250.203.98 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:28.061981916 CET

8.8.8.8 192.168.2.3 0x2bfa No error (0) rtd.tubemo
gul.com

h2.shared.global.fa
stly.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:28.505337954 CET

8.8.8.8 192.168.2.3 0x2faa No error (0) rtd-tm.eve
resttech.net

rtd.tubemogul.com CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:28.505337954 CET

8.8.8.8 192.168.2.3 0x2faa No error (0) rtd.tubemo
gul.com

h2.shared.global.fa
stly.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:28.697643995 CET

8.8.8.8 192.168.2.3 0x4ae0 No error (0) match.adsrvr.org 52.223.40.198 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:28.697643995 CET

8.8.8.8 192.168.2.3 0x4ae0 No error (0) match.adsrvr.org 35.71.131.137 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:28.697643995 CET

8.8.8.8 192.168.2.3 0x4ae0 No error (0) match.adsrvr.org 15.197.193.217 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:28.697643995 CET

8.8.8.8 192.168.2.3 0x4ae0 No error (0) match.adsrvr.org 3.33.220.150 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:28.790370941 CET

8.8.8.8 192.168.2.3 0x6f7a No error (0) pixel.quan
tserve.com

px2.px.quantserve.
com

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:28.790370941 CET

8.8.8.8 192.168.2.3 0x6f7a No error (0) px2.px.qua
ntserve.com

192.184.68.188 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:28.790370941 CET

8.8.8.8 192.168.2.3 0x6f7a No error (0) px2.px.qua
ntserve.com

192.184.68.137 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:28.790370941 CET

8.8.8.8 192.168.2.3 0x6f7a No error (0) px2.px.qua
ntserve.com

192.184.68.169 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:28.790370941 CET

8.8.8.8 192.168.2.3 0x6f7a No error (0) px2.px.qua
ntserve.com

192.184.68.189 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:28.790370941 CET

8.8.8.8 192.168.2.3 0x6f7a No error (0) px2.px.qua
ntserve.com

192.184.68.173 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:28.790370941 CET

8.8.8.8 192.168.2.3 0x6f7a No error (0) px2.px.qua
ntserve.com

192.184.68.203 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:28.790370941 CET

8.8.8.8 192.168.2.3 0x6f7a No error (0) px2.px.qua
ntserve.com

192.184.68.224 A (IP address) IN 
(0x0001)
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Jan 29, 2022 
01:40:28.790370941 CET

8.8.8.8 192.168.2.3 0x6f7a No error (0) px2.px.qua
ntserve.com

192.184.68.216 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:28.863584042 CET

8.8.8.8 192.168.2.3 0xc3b No error (0) adservice.
google.com

142.250.203.98 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:29.153100014 CET

8.8.8.8 192.168.2.3 0xbf96 No error (0) ml314.com 52.208.138.90 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:29.153100014 CET

8.8.8.8 192.168.2.3 0xbf96 No error (0) ml314.com 34.247.104.176 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:29.153100014 CET

8.8.8.8 192.168.2.3 0xbf96 No error (0) ml314.com 54.229.143.145 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:29.153100014 CET

8.8.8.8 192.168.2.3 0xbf96 No error (0) ml314.com 52.211.195.119 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:29.249979019 CET

8.8.8.8 192.168.2.3 0xd98b No error (0) sync-tm.ev
eresttech.net

sync.tubemogul.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:29.249979019 CET

8.8.8.8 192.168.2.3 0xd98b No error (0) sync.tubem
ogul.com

syncf.tubemogul.c
om

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:29.249979019 CET

8.8.8.8 192.168.2.3 0xd98b No error (0) syncf.tube
mogul.com

h2.shared.global.fa
stly.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:29.898241043 CET

8.8.8.8 192.168.2.3 0xac40 No error (0) pixel.rubi
conproject.com

pixel.rubiconprojec
t.net.akadns.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:30.023597002 CET

8.8.8.8 192.168.2.3 0x6595 No error (0) dsum-sec.c
asalemedia.com

dsum-
sec.casalemedia.c
om.edgekey.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:30.051908970 CET

8.8.8.8 192.168.2.3 0xa26c No error (0) dpm.demdex.net gslb-2.demdex.net CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:30.051908970 CET

8.8.8.8 192.168.2.3 0xa26c No error (0) gslb-2.dem
dex.net

edge-
irl1.demdex.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:30.051908970 CET

8.8.8.8 192.168.2.3 0xa26c No error (0) edge-irl1.
demdex.net

dcs-edge-irl1-
876252164.eu-
west-
1.elb.amazonaws.
com

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:30.051908970 CET

8.8.8.8 192.168.2.3 0xa26c No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

54.228.253.216 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.051908970 CET

8.8.8.8 192.168.2.3 0xa26c No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

34.255.158.76 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.051908970 CET

8.8.8.8 192.168.2.3 0xa26c No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

54.154.15.170 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.051908970 CET

8.8.8.8 192.168.2.3 0xa26c No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

54.194.244.117 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.051908970 CET

8.8.8.8 192.168.2.3 0xa26c No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

34.250.180.190 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.051908970 CET

8.8.8.8 192.168.2.3 0xa26c No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

54.72.72.188 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.051908970 CET

8.8.8.8 192.168.2.3 0xa26c No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

54.72.60.118 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.051908970 CET

8.8.8.8 192.168.2.3 0xa26c No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

54.216.106.103 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.151398897 CET

8.8.8.8 192.168.2.3 0xa8ea No error (0) adobespark
post.app.link

13.32.121.46 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.151398897 CET

8.8.8.8 192.168.2.3 0xa8ea No error (0) adobespark
post.app.link

13.32.121.48 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.151398897 CET

8.8.8.8 192.168.2.3 0xa8ea No error (0) adobespark
post.app.link

13.32.121.100 A (IP address) IN 
(0x0001)
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Jan 29, 2022 
01:40:30.151398897 CET

8.8.8.8 192.168.2.3 0xa8ea No error (0) adobespark
post.app.link

13.32.121.64 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.822698116 CET

8.8.8.8 192.168.2.3 0x22bb No error (0) prod.adobe
ccstatic.com

18.66.112.58 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.822698116 CET

8.8.8.8 192.168.2.3 0x22bb No error (0) prod.adobe
ccstatic.com

18.66.112.122 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.822698116 CET

8.8.8.8 192.168.2.3 0x22bb No error (0) prod.adobe
ccstatic.com

18.66.112.47 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.822698116 CET

8.8.8.8 192.168.2.3 0x22bb No error (0) prod.adobe
ccstatic.com

18.66.112.38 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.876991034 CET

8.8.8.8 192.168.2.3 0x8a77 No error (0) ib.adnxs.com g.geogslb.com CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:30.876991034 CET

8.8.8.8 192.168.2.3 0x8a77 No error (0) g.geogslb.com ib.anycast.adnxs.c
om

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:30.876991034 CET

8.8.8.8 192.168.2.3 0x8a77 No error (0) ib.anycast
.adnxs.com

37.252.172.36 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.876991034 CET

8.8.8.8 192.168.2.3 0x8a77 No error (0) ib.anycast
.adnxs.com

37.252.173.22 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.876991034 CET

8.8.8.8 192.168.2.3 0x8a77 No error (0) ib.anycast
.adnxs.com

37.252.172.38 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.876991034 CET

8.8.8.8 192.168.2.3 0x8a77 No error (0) ib.anycast
.adnxs.com

37.252.173.27 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.876991034 CET

8.8.8.8 192.168.2.3 0x8a77 No error (0) ib.anycast
.adnxs.com

37.252.172.123 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.876991034 CET

8.8.8.8 192.168.2.3 0x8a77 No error (0) ib.anycast
.adnxs.com

37.252.173.62 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.876991034 CET

8.8.8.8 192.168.2.3 0x8a77 No error (0) ib.anycast
.adnxs.com

37.252.173.215 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.876991034 CET

8.8.8.8 192.168.2.3 0x8a77 No error (0) ib.anycast
.adnxs.com

37.252.172.249 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.876991034 CET

8.8.8.8 192.168.2.3 0x8a77 No error (0) ib.anycast
.adnxs.com

37.252.172.45 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.876991034 CET

8.8.8.8 192.168.2.3 0x8a77 No error (0) ib.anycast
.adnxs.com

37.252.173.38 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.876991034 CET

8.8.8.8 192.168.2.3 0x8a77 No error (0) ib.anycast
.adnxs.com

37.252.172.37 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.876991034 CET

8.8.8.8 192.168.2.3 0x8a77 No error (0) ib.anycast
.adnxs.com

37.252.172.250 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.962405920 CET

8.8.8.8 192.168.2.3 0x388e No error (0) static.ado
belogin.com

adobelogin-
static.prod.ims.ado
bejanus.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:30.962405920 CET

8.8.8.8 192.168.2.3 0x388e No error (0) adobelogin-
static.pr
od.ims.ado
bejanus.com

dd20fzx9mj46f.clo
udfront.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:30.962405920 CET

8.8.8.8 192.168.2.3 0x388e No error (0) dd20fzx9mj
46f.cloudf
ront.net

52.222.205.48 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.962405920 CET

8.8.8.8 192.168.2.3 0x388e No error (0) dd20fzx9mj
46f.cloudf
ront.net

52.222.205.46 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.962405920 CET

8.8.8.8 192.168.2.3 0x388e No error (0) dd20fzx9mj
46f.cloudf
ront.net

52.222.205.37 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:30.962405920 CET

8.8.8.8 192.168.2.3 0x388e No error (0) dd20fzx9mj
46f.cloudf
ront.net

52.222.205.63 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:32.194600105 CET

8.8.8.8 192.168.2.3 0xc092 No error (0) ims-na1.ad
obelogin.com

adobelogin.prod.im
s.adobejanus.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:32.194600105 CET

8.8.8.8 192.168.2.3 0xc092 No error (0) adobelogin
.prod.ims.
adobejanus.com

adobelogin-
origin.prod.ims.ado
bejanus.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:32.194600105 CET

8.8.8.8 192.168.2.3 0xc092 No error (0) adobelogin-
origin.pr
od.ims.ado
bejanus.com

99.80.237.78 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:32.194600105 CET

8.8.8.8 192.168.2.3 0xc092 No error (0) adobelogin-
origin.pr
od.ims.ado
bejanus.com

54.73.230.133 A (IP address) IN 
(0x0001)
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Jan 29, 2022 
01:40:32.194600105 CET

8.8.8.8 192.168.2.3 0xc092 No error (0) adobelogin-
origin.pr
od.ims.ado
bejanus.com

54.73.32.9 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:32.194600105 CET

8.8.8.8 192.168.2.3 0xc092 No error (0) adobelogin-
origin.pr
od.ims.ado
bejanus.com

52.48.157.83 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:32.194600105 CET

8.8.8.8 192.168.2.3 0xc092 No error (0) adobelogin-
origin.pr
od.ims.ado
bejanus.com

52.49.71.117 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:32.194600105 CET

8.8.8.8 192.168.2.3 0xc092 No error (0) adobelogin-
origin.pr
od.ims.ado
bejanus.com

34.252.2.33 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:32.446196079 CET

8.8.8.8 192.168.2.3 0xc8ca No error (0) bumper2.ad
obeproject
m.com

sparkbumper-
production2-
va6.cloud.adobe.io

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:32.446196079 CET

8.8.8.8 192.168.2.3 0xc8ca No error (0) ethos.ethos51-
prod-va6.ethos.a
dobe.net

ethos51-prod-va6-
k8s-pub2-0-
dd4b5c1747f92a5e
.elb.us-east-
1.amazonaws.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:32.446196079 CET

8.8.8.8 192.168.2.3 0xc8ca No error (0) ethos51-prod-
va6-k8s-pub2-0-
dd4b5c1747f9
2a5e.elb.us-
east-1.a
mazonaws.com

3.223.105.97 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:32.446196079 CET

8.8.8.8 192.168.2.3 0xc8ca No error (0) ethos51-prod-
va6-k8s-pub2-0-
dd4b5c1747f9
2a5e.elb.us-
east-1.a
mazonaws.com

3.221.4.225 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:32.446196079 CET

8.8.8.8 192.168.2.3 0xc8ca No error (0) ethos51-prod-
va6-k8s-pub2-0-
dd4b5c1747f9
2a5e.elb.us-
east-1.a
mazonaws.com

3.223.65.39 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:33.491656065 CET

8.8.8.8 192.168.2.3 0x3d67 No error (0) js-agent.n
ewrelic.com

k.sni.global.fastly.n
et

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:34.350155115 CET

8.8.8.8 192.168.2.3 0x47cd No error (0) bam-cell.nr-
data.net

tls12.newrelic.com.
cdn.cloudflare.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:35.102838039 CET

8.8.8.8 192.168.2.3 0xb30a No error (0) us-u.openx.net 34.98.64.218 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:35.102838039 CET

8.8.8.8 192.168.2.3 0xb30a No error (0) us-u.openx.net 35.244.159.8 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:40.886851072 CET

8.8.8.8 192.168.2.3 0x6ea9 No error (0) image2.pub
matic.com

pug22000nfc.pubm
atic.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:40.886851072 CET

8.8.8.8 192.168.2.3 0x6ea9 No error (0) pug22000nf
c.pubmatic.com

pug22000nf.pubma
tic.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:40.886851072 CET

8.8.8.8 192.168.2.3 0x6ea9 No error (0) pug22000nf
.pubmatic.com

185.64.189.110 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:42.037967920 CET

8.8.8.8 192.168.2.3 0xff9c No error (0) sync.searc
h.spotxcha
nge.com

sync.search-
gtm.spotxchange.c
om.akadns.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:40:42.037967920 CET

8.8.8.8 192.168.2.3 0xff9c No error (0) ams01.sync
.search.sp
otxchange.com

185.94.180.125 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:40:42.037967920 CET

8.8.8.8 192.168.2.3 0xff9c No error (0) ams01.sync
.search.sp
otxchange.com

185.94.180.126 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:05.489280939 CET

8.8.8.8 192.168.2.3 0x33b3 No error (0) express-pr
od.adobepr
ojectm.com

13.32.99.29 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:05.489280939 CET

8.8.8.8 192.168.2.3 0x33b3 No error (0) express-pr
od.adobepr
ojectm.com

13.32.99.23 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:05.489280939 CET

8.8.8.8 192.168.2.3 0x33b3 No error (0) express-pr
od.adobepr
ojectm.com

13.32.99.14 A (IP address) IN 
(0x0001)
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Jan 29, 2022 
01:41:05.489280939 CET

8.8.8.8 192.168.2.3 0x33b3 No error (0) express-pr
od.adobepr
ojectm.com

13.32.99.117 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:12.233782053 CET

8.8.8.8 192.168.2.3 0x5ff7 No error (0) p.typekit.net p.typekit.net-stls-
v3.edgesuite.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:12.234747887 CET

8.8.8.8 192.168.2.3 0x898a No error (0) use.typekit.net use-
stls.adobe.com.ed
gesuite.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:21.730160952 CET

8.8.8.8 192.168.2.3 0x2016 No error (0) adobe.com.
ssl.d1.sc.
omtrdc.net

15.236.176.210 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:21.730160952 CET

8.8.8.8 192.168.2.3 0x2016 No error (0) adobe.com.
ssl.d1.sc.
omtrdc.net

15.188.95.229 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:21.730160952 CET

8.8.8.8 192.168.2.3 0x2016 No error (0) adobe.com.
ssl.d1.sc.
omtrdc.net

13.36.218.177 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:21.851450920 CET

8.8.8.8 192.168.2.3 0x841b No error (0) assets.ado
bedtm.com

cn-
assets.adobedtm.c
om.edgekey.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:22.236361027 CET

8.8.8.8 192.168.2.3 0xd6fc No error (0) adobe.demd
ex.net

gslb-2.demdex.net CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:22.236361027 CET

8.8.8.8 192.168.2.3 0xd6fc No error (0) gslb-2.dem
dex.net

edge-
irl1.demdex.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:22.236361027 CET

8.8.8.8 192.168.2.3 0xd6fc No error (0) edge-irl1.
demdex.net

dcs-edge-irl1-
876252164.eu-
west-
1.elb.amazonaws.
com

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:22.236361027 CET

8.8.8.8 192.168.2.3 0xd6fc No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

63.35.20.93 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:22.236361027 CET

8.8.8.8 192.168.2.3 0xd6fc No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

34.250.101.202 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:22.236361027 CET

8.8.8.8 192.168.2.3 0xd6fc No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

52.211.244.253 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:22.236361027 CET

8.8.8.8 192.168.2.3 0xd6fc No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

52.16.22.188 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:22.236361027 CET

8.8.8.8 192.168.2.3 0xd6fc No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

34.246.16.33 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:22.236361027 CET

8.8.8.8 192.168.2.3 0xd6fc No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

34.255.158.76 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:22.236361027 CET

8.8.8.8 192.168.2.3 0xd6fc No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

52.16.16.35 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:22.236361027 CET

8.8.8.8 192.168.2.3 0xd6fc No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

52.210.141.201 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:24.554341078 CET

8.8.8.8 192.168.2.3 0xc882 No error (0) cdn.cookie
law.org

104.16.148.64 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:24.554341078 CET

8.8.8.8 192.168.2.3 0xc882 No error (0) cdn.cookie
law.org

104.16.149.64 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:31.346844912 CET

8.8.8.8 192.168.2.3 0x5c01 No error (0) geolocatio
n.onetrust.com

104.20.184.68 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:31.346844912 CET

8.8.8.8 192.168.2.3 0x5c01 No error (0) geolocatio
n.onetrust.com

104.20.185.68 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:32.914716005 CET

8.8.8.8 192.168.2.3 0xba0c No error (0) scripts.de
mandbase.com

18.66.112.63 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:32.914716005 CET

8.8.8.8 192.168.2.3 0xba0c No error (0) scripts.de
mandbase.com

18.66.112.121 A (IP address) IN 
(0x0001)
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Jan 29, 2022 
01:41:32.914716005 CET

8.8.8.8 192.168.2.3 0xba0c No error (0) scripts.de
mandbase.com

18.66.112.67 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:32.914716005 CET

8.8.8.8 192.168.2.3 0xba0c No error (0) scripts.de
mandbase.com

18.66.112.89 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:32.936292887 CET

8.8.8.8 192.168.2.3 0xf742 No error (0) servedby.f
lashtalking.com

cds.f7f2q8c3.hwcd
n.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:32.964787960 CET

8.8.8.8 192.168.2.3 0x9667 No error (0) snap.licdn.com od.linkedin.edgesu
ite.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:32.980405092 CET

8.8.8.8 192.168.2.3 0x21e9 No error (0) static.ads-
twitter.com

platform.twitter.ma
p.fastly.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:32.980405092 CET

8.8.8.8 192.168.2.3 0x21e9 No error (0) platform.t
witter.map
.fastly.net

199.232.136.157 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.003046036 CET

8.8.8.8 192.168.2.3 0x7096 No error (0) universal.
iperceptions.com

dq0hwjjeyor81.clou
dfront.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:33.003046036 CET

8.8.8.8 192.168.2.3 0x7096 No error (0) dq0hwjjeyo
r81.cloudf
ront.net

18.66.139.73 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.003046036 CET

8.8.8.8 192.168.2.3 0x7096 No error (0) dq0hwjjeyo
r81.cloudf
ront.net

18.66.139.116 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.003046036 CET

8.8.8.8 192.168.2.3 0x7096 No error (0) dq0hwjjeyo
r81.cloudf
ront.net

18.66.139.42 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.003046036 CET

8.8.8.8 192.168.2.3 0x7096 No error (0) dq0hwjjeyo
r81.cloudf
ront.net

18.66.139.21 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.049868107 CET

8.8.8.8 192.168.2.3 0xdb86 No error (0) api.company-
target.com

18.66.97.20 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.049868107 CET

8.8.8.8 192.168.2.3 0xdb86 No error (0) api.company-
target.com

18.66.97.57 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.049868107 CET

8.8.8.8 192.168.2.3 0xdb86 No error (0) api.company-
target.com

18.66.97.46 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.049868107 CET

8.8.8.8 192.168.2.3 0xdb86 No error (0) api.company-
target.com

18.66.97.17 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.203689098 CET

8.8.8.8 192.168.2.3 0x18c No error (0) dpm.demdex.net gslb-2.demdex.net CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:33.203689098 CET

8.8.8.8 192.168.2.3 0x18c No error (0) gslb-2.dem
dex.net

edge-
irl1.demdex.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:33.203689098 CET

8.8.8.8 192.168.2.3 0x18c No error (0) edge-irl1.
demdex.net

dcs-edge-irl1-
876252164.eu-
west-
1.elb.amazonaws.
com

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:33.203689098 CET

8.8.8.8 192.168.2.3 0x18c No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

34.251.243.172 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.203689098 CET

8.8.8.8 192.168.2.3 0x18c No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

52.50.250.53 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.203689098 CET

8.8.8.8 192.168.2.3 0x18c No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

54.194.244.117 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.203689098 CET

8.8.8.8 192.168.2.3 0x18c No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

54.228.253.216 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.203689098 CET

8.8.8.8 192.168.2.3 0x18c No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

63.35.20.93 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.203689098 CET

8.8.8.8 192.168.2.3 0x18c No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

52.50.112.53 A (IP address) IN 
(0x0001)
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Jan 29, 2022 
01:41:33.203689098 CET

8.8.8.8 192.168.2.3 0x18c No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

54.154.126.215 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.203689098 CET

8.8.8.8 192.168.2.3 0x18c No error (0) dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

54.229.240.78 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.238946915 CET

8.8.8.8 192.168.2.3 0x22df No error (0) pixel.ever
esttech.net

tp00.everesttech.n
et.akadns.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:33.245346069 CET

8.8.8.8 192.168.2.3 0x3388 No error (0) sc-static.net 52.222.225.250 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.252259016 CET

8.8.8.8 192.168.2.3 0x9ce1 No error (0) analytics.
tiktok.com

analytics.tiktok.co
m.edgekey.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:33.280895948 CET

8.8.8.8 192.168.2.3 0x282 No error (0) d9.flashta
lking.com

ft.device9.com CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:33.280895948 CET

8.8.8.8 192.168.2.3 0x282 No error (0) ft.device9.com tag.device9.com CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:33.280895948 CET

8.8.8.8 192.168.2.3 0x282 No error (0) tag.device9.com 54.171.96.4 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.280895948 CET

8.8.8.8 192.168.2.3 0x282 No error (0) tag.device9.com 52.30.157.99 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.280895948 CET

8.8.8.8 192.168.2.3 0x282 No error (0) tag.device9.com 34.251.236.234 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.280895948 CET

8.8.8.8 192.168.2.3 0x282 No error (0) tag.device9.com 52.214.107.215 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.280895948 CET

8.8.8.8 192.168.2.3 0x282 No error (0) tag.device9.com 52.49.73.32 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.280895948 CET

8.8.8.8 192.168.2.3 0x282 No error (0) tag.device9.com 52.214.67.148 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.362468958 CET

8.8.8.8 192.168.2.3 0x9e2c No error (0) connect.fa
cebook.net

scontent.xx.fbcdn.
net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:33.362468958 CET

8.8.8.8 192.168.2.3 0x9e2c No error (0) scontent.x
x.fbcdn.net

157.240.17.15 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.394918919 CET

8.8.8.8 192.168.2.3 0x7cd No error (0) tr.snapchat.com 35.186.226.184 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.449379921 CET

8.8.8.8 192.168.2.3 0x8b05 No error (0) pt.ispot.tv j.sni.global.fastly.n
et

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:33.583921909 CET

8.8.8.8 192.168.2.3 0xabb9 No error (0) match.prod
.bidr.io

52.50.101.149 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.583921909 CET

8.8.8.8 192.168.2.3 0xabb9 No error (0) match.prod
.bidr.io

54.73.209.201 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.583921909 CET

8.8.8.8 192.168.2.3 0xabb9 No error (0) match.prod
.bidr.io

52.30.38.36 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.583921909 CET

8.8.8.8 192.168.2.3 0xabb9 No error (0) match.prod
.bidr.io

54.246.168.255 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.583921909 CET

8.8.8.8 192.168.2.3 0xabb9 No error (0) match.prod
.bidr.io

52.31.13.93 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.583921909 CET

8.8.8.8 192.168.2.3 0xabb9 No error (0) match.prod
.bidr.io

54.194.0.1 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.583921909 CET

8.8.8.8 192.168.2.3 0xabb9 No error (0) match.prod
.bidr.io

54.72.247.92 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.583921909 CET

8.8.8.8 192.168.2.3 0xabb9 No error (0) match.prod
.bidr.io

52.51.91.44 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.589817047 CET

8.8.8.8 192.168.2.3 0xa35d No error (0) id.rlcdn.com 35.244.174.68 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.800296068 CET

8.8.8.8 192.168.2.3 0xe8cb No error (0) segments.c
ompany-tar
get.com

52.222.214.106 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.800296068 CET

8.8.8.8 192.168.2.3 0xe8cb No error (0) segments.c
ompany-tar
get.com

52.222.214.56 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.800296068 CET

8.8.8.8 192.168.2.3 0xe8cb No error (0) segments.c
ompany-tar
get.com

52.222.214.93 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:33.800296068 CET

8.8.8.8 192.168.2.3 0xe8cb No error (0) segments.c
ompany-tar
get.com

52.222.214.8 A (IP address) IN 
(0x0001)
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Jan 29, 2022 
01:41:37.799451113 CET

8.8.8.8 192.168.2.3 0x4232 No error (0) api.iperce
ptions.com

api-
traffic01.trafficman
ager.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:38.196506977 CET

8.8.8.8 192.168.2.3 0xe01e No error (0) px.ads.lin
kedin.com

www.linkedin.com CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:38.196506977 CET

8.8.8.8 192.168.2.3 0xe01e No error (0) www.linked
in.com

www-linkedin-
com.l-0005.l-
msedge.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:39.674253941 CET

8.8.8.8 192.168.2.3 0x1f4c No error (0) www.facebo
ok.com

star-
mini.c10r.facebook
.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:39.674253941 CET

8.8.8.8 192.168.2.3 0x1f4c No error (0) star-mini.
c10r.faceb
ook.com

157.240.20.35 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:39.832402945 CET

8.8.8.8 192.168.2.3 0x6ede No error (0) adobe.tt.o
mtrdc.net

mboxedge37.tt.om
trdc.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:39.832402945 CET

8.8.8.8 192.168.2.3 0x6ede No error (0) mboxedge37
.tt.omtrdc.net

mboxedge37-
alb.tt.omtrdc.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:39.832402945 CET

8.8.8.8 192.168.2.3 0x6ede No error (0) mboxedge37-
alb.tt.omtrdc.net

54.170.22.84 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:39.832402945 CET

8.8.8.8 192.168.2.3 0x6ede No error (0) mboxedge37-
alb.tt.omtrdc.net

63.33.35.188 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:39.832402945 CET

8.8.8.8 192.168.2.3 0x6ede No error (0) mboxedge37-
alb.tt.omtrdc.net

52.31.113.161 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:39.832402945 CET

8.8.8.8 192.168.2.3 0x6ede No error (0) mboxedge37-
alb.tt.omtrdc.net

34.252.166.160 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:39.832402945 CET

8.8.8.8 192.168.2.3 0x6ede No error (0) mboxedge37-
alb.tt.omtrdc.net

63.35.80.202 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:39.832402945 CET

8.8.8.8 192.168.2.3 0x6ede No error (0) mboxedge37-
alb.tt.omtrdc.net

18.203.190.43 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:39.832402945 CET

8.8.8.8 192.168.2.3 0x6ede No error (0) mboxedge37-
alb.tt.omtrdc.net

52.18.150.20 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:39.832402945 CET

8.8.8.8 192.168.2.3 0x6ede No error (0) mboxedge37-
alb.tt.omtrdc.net

52.18.193.194 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:39.982018948 CET

8.8.8.8 192.168.2.3 0x9bd6 No error (0) sd.ipercep
tions.com

d1gs6rlbmzcurc.cl
oudfront.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:39.982018948 CET

8.8.8.8 192.168.2.3 0x9bd6 No error (0) d1gs6rlbmz
curc.cloud
front.net

18.66.122.25 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:39.982018948 CET

8.8.8.8 192.168.2.3 0x9bd6 No error (0) d1gs6rlbmz
curc.cloud
front.net

18.66.122.106 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:39.982018948 CET

8.8.8.8 192.168.2.3 0x9bd6 No error (0) d1gs6rlbmz
curc.cloud
front.net

18.66.122.86 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:39.982018948 CET

8.8.8.8 192.168.2.3 0x9bd6 No error (0) d1gs6rlbmz
curc.cloud
front.net

18.66.122.21 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:40.135293961 CET

8.8.8.8 192.168.2.3 0x6ba6 No error (0) ing-district.clickta
le.net

webrecorder-prod-
1682395302.us-
east-
1.elb.amazonaws.
com

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:40.135293961 CET

8.8.8.8 192.168.2.3 0x6ba6 No error (0) webrecorder-
prod-168
2395302.us-
east-1.el
b.amazonaw
s.com

3.221.242.38 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:40.135293961 CET

8.8.8.8 192.168.2.3 0x6ba6 No error (0) webrecorder-
prod-168
2395302.us-
east-1.el
b.amazonaw
s.com

34.197.207.192 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:40.135293961 CET

8.8.8.8 192.168.2.3 0x6ba6 No error (0) webrecorder-
prod-168
2395302.us-
east-1.el
b.amazonaw
s.com

3.220.48.193 A (IP address) IN 
(0x0001)
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Jan 29, 2022 
01:41:40.135293961 CET

8.8.8.8 192.168.2.3 0x6ba6 No error (0) webrecorder-
prod-168
2395302.us-
east-1.el
b.amazonaw
s.com

44.198.223.115 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:40.135293961 CET

8.8.8.8 192.168.2.3 0x6ba6 No error (0) webrecorder-
prod-168
2395302.us-
east-1.el
b.amazonaw
s.com

54.88.23.247 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:40.135293961 CET

8.8.8.8 192.168.2.3 0x6ba6 No error (0) webrecorder-
prod-168
2395302.us-
east-1.el
b.amazonaw
s.com

54.85.254.11 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:40.135293961 CET

8.8.8.8 192.168.2.3 0x6ba6 No error (0) webrecorder-
prod-168
2395302.us-
east-1.el
b.amazonaw
s.com

35.168.171.34 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:40.135293961 CET

8.8.8.8 192.168.2.3 0x6ba6 No error (0) webrecorder-
prod-168
2395302.us-
east-1.el
b.amazonaw
s.com

75.101.220.26 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:40.325239897 CET

8.8.8.8 192.168.2.3 0xa64f No error (0) c.clicktale.net c-ct-
eu.contentsquare.
net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:40.325239897 CET

8.8.8.8 192.168.2.3 0xa64f No error (0) c-ct-eu.co
ntentsquare.net

54.77.248.74 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:40.325239897 CET

8.8.8.8 192.168.2.3 0xa64f No error (0) c-ct-eu.co
ntentsquare.net

52.209.203.87 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:40.325239897 CET

8.8.8.8 192.168.2.3 0xa64f No error (0) c-ct-eu.co
ntentsquare.net

52.30.207.195 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:40.325239897 CET

8.8.8.8 192.168.2.3 0xa64f No error (0) c-ct-eu.co
ntentsquare.net

34.251.104.158 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:40.325239897 CET

8.8.8.8 192.168.2.3 0xa64f No error (0) c-ct-eu.co
ntentsquare.net

52.213.105.159 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:40.325239897 CET

8.8.8.8 192.168.2.3 0xa64f No error (0) c-ct-eu.co
ntentsquare.net

54.154.237.237 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:40.325239897 CET

8.8.8.8 192.168.2.3 0xa64f No error (0) c-ct-eu.co
ntentsquare.net

52.208.77.101 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:40.325239897 CET

8.8.8.8 192.168.2.3 0xa64f No error (0) c-ct-eu.co
ntentsquare.net

54.76.98.67 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:40.693300962 CET

8.8.8.8 192.168.2.3 0xfe16 No error (0) ips-invite
.ipercepti
ons.com

d17raz4lyr116l.clo
udfront.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:40.693300962 CET

8.8.8.8 192.168.2.3 0xfe16 No error (0) d17raz4lyr
116l.cloud
front.net

13.32.121.80 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:40.693300962 CET

8.8.8.8 192.168.2.3 0xfe16 No error (0) d17raz4lyr
116l.cloud
front.net

13.32.121.34 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:40.693300962 CET

8.8.8.8 192.168.2.3 0xfe16 No error (0) d17raz4lyr
116l.cloud
front.net

13.32.121.39 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:40.693300962 CET

8.8.8.8 192.168.2.3 0xfe16 No error (0) d17raz4lyr
116l.cloud
front.net

13.32.121.47 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:46.354130983 CET

8.8.8.8 192.168.2.3 0xf95a No error (0) ips-img.ip
erceptions.com

d2eibzwv199hef.cl
oudfront.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Jan 29, 2022 
01:41:46.354130983 CET

8.8.8.8 192.168.2.3 0xf95a No error (0) d2eibzwv19
9hef.cloud
front.net

52.222.236.80 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:46.354130983 CET

8.8.8.8 192.168.2.3 0xf95a No error (0) d2eibzwv19
9hef.cloud
front.net

52.222.236.104 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:41:46.354130983 CET

8.8.8.8 192.168.2.3 0xf95a No error (0) d2eibzwv19
9hef.cloud
front.net

52.222.236.88 A (IP address) IN 
(0x0001)
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Jan 29, 2022 
01:41:46.354130983 CET

8.8.8.8 192.168.2.3 0xf95a No error (0) d2eibzwv19
9hef.cloud
front.net

52.222.236.86 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:42:05.999691963 CET

8.8.8.8 192.168.2.3 0xc174 No error (0) express-pr
od.adobepr
ojectm.com

13.32.99.29 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:42:05.999691963 CET

8.8.8.8 192.168.2.3 0xc174 No error (0) express-pr
od.adobepr
ojectm.com

13.32.99.23 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:42:05.999691963 CET

8.8.8.8 192.168.2.3 0xc174 No error (0) express-pr
od.adobepr
ojectm.com

13.32.99.117 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:42:05.999691963 CET

8.8.8.8 192.168.2.3 0xc174 No error (0) express-pr
od.adobepr
ojectm.com

13.32.99.14 A (IP address) IN 
(0x0001)

Jan 29, 2022 
01:42:14.982470989 CET

8.8.8.8 192.168.2.3 0xe61d No error (0) bam-cell.nr-
data.net

tls12.newrelic.com.
cdn.cloudflare.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

• chrome.exe

• chrome.exe

Click to jump to process

Target ID: 0

Start time: 01:40:01

Start date: 29/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation  "https://express.adobe.com/page/wW1vQprg1PhFN/

Imagebase: 0x7ff68b0a0000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

Statistics

Behavior

System Behavior

Analysis Process: chrome.exe PID: 6460, Parent PID: 5476

General
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There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

HKEY_CURRENT_US
ER\Software\Goo
gle\Update\ClientState
\{8A69D345-D564-
463c-AFF1-
A69D9E530F96}

dr unicode 0 1 success or wait 1 7FF68B0DFC4B RegSetValueEx
W

Target ID: 1

Start time: 01:40:02

Start date: 29/01/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=1568,18351
024502656327350,2778779248614263710,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1912 /prefetch:8

Imagebase: 0x7ff68b0a0000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Activities

Registry Activities

Key Value Modified

Analysis Process: chrome.exe PID: 6652, Parent PID: 6460

General

File Activities
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⊘ No disassembly

Disassembly
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