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Windows Analysis Report

ll.exe

Overview

General Information Detection Signatures Classification

Sample Il.exe
Name: Multi AV Scanner detection for subm...

Analysis ID: 605429

Antivirus / Scanner detection for sub...
F MALICI 1
MDS: f746€a39c0c5ff9. .

Infects executable files (exe, dll, sy...

SHAL:
CERAR R Machine Learning detection for sam...
SHA256: 7f6dbdofa0cb7ba.
Writes many files with high entropy

o B @ ot 4

Connects to many different private I...

Connects to many different private I...
Uses 32bit PE files

Queries the volume information (nam...

Score: 76 . . . .
Contains functionality to check ifa d...
Range: 0-100
. May sleep (evasive loops) to hinder...
Whitelisted: false
Confidence: 100% Uses code obfuscation techniques (...

Process Tree

= System is wl0x64
e [E1 lL.exe (PID: 7164 cmdiine: "C:\Users\user\Desktop\ll.exe" MD5: F746EA39COC5FFID0ALF2D250170AD80)
= cleanup

Malware Configuration

@ No configs have been found

Yara Signatures

@ No yara matches

Sigma Signatures

@ No Sigma rule has matched

Snort Signatures

ICMP Destination Unreachable Port Unreachable - Source IP: 192.168.2.1 - Destination IP: 192.168.2.3 -—
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Timestamp:
SID:
Protocol:

Classtype:

04/08/22-10:01:39.199823

402

ICMP

Misc activity

Joe Sandbox Signatures

AV Detection

Multi AV Scanner detection for submitted file

Antivirus / Scanner detection for submitted sample

Machine Learning detection for sample

Exploits

Connects to many different private IPs (likely to spread or exploit)

Connects to many different private IPs via SMB (likely to spread or exploit)

Spreading

Infects executable files (exe, dll, sys, html)

Spam, unwanted Advertisements and Ransom Demands

Writes many files with high entropy

Persistence and Installation Behavior

Infects executable files (exe, dll, sys, html)

Mitre Att&ck Matrix
Initial . .
o Execution Persistence
Access
valid Path
Accounts Command  Interceptio
and n
Scripting
Interpreter
Default Boot or
Accounts Native APl Logon
Initializatio
n Scripts
Domain At (Linux) Logon
Accounts Script
(Windows)
Local At Logon
Accounts (Windows)  Script
(Mac)
Cloud Cron Network
Accounts Logon
Script

Copyright Joe Security LLC 2022

Privilege
Escalation

Path
Interceptio
n

Boot or
Logon
Initializatio
n Scripts

Logon
Script
(Windows)

Logon
Script
(Mac)

Network
Logon
Script

Defense
Evasion

Masqueradi
ng

Virtualizatio
n/Sandbox
Evasion

Obfuscated
Files or
Information

Binary
Padding

Software
Packing

Credential
Access

Input
Capture

LSASS
Memory

Security
Account
Manager

NTDS

LSA
Secrets

Discovery

Network
Share
Discovery

System
Time
Discovery

Security
Software
Discovery

Virtualizatio
n/Sandbox
Evasion

Process
Discovery

Lateral Collection

Movement

Taint Input

Shared Capture

Content

Remote

Desktop Archive

Protocol Collected
Data

SMB/Wind  Data from

ows Admin  Network

Shares Shared
Drive

Distributed  Input
Component Capture
Object

Model

SSH Keylogging

Exfiltration

Exfiltration
Over Other
Network
Medium

Exfiltration
Over
Bluetooth

Automated
Exfiltration

Scheduled
Transfer

Data
Transfer
Size Limits

Command
and
Control

Encrypted
Channel

Ingress
Tool
Transfer

Non-
Application
Layer
Protocol
Application
Layer
Protocol

Fallback
Channels

Network
Effects

Eavesdrop
on Insecure
Network
Communic
ation

Exploit SS7
to Redirect
Phone
Calls/SMS

Exploit SS7
to Track
Device
Location

SIM Card
Swap

Manipulate
Device
Communic
ation

Remote
Service
Effects

Remotely
Track
Device
Without
Authorizati
on

Remotely
Wipe Data
Without
Authorizati
on

Obtain
Device
Cloud
Backups

A |
|

Impact

Modify
System
Partition

Device
Lockout

Delete
Device
Data

Carrier
Billing
Fraud

Manipulate
App Store
Rankings
or Ratings
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Initial . . Privilege Defense Credential . Lateral . . .
Execution Persistence . . Discovery Collection Exfiltration
Access Escalation Evasion Access Movement
Replication Launchd Rc.commo Rc.commo Steganogra Cached VNC GUI Input Exfiltration
Through n n phy Domain Application Capture Over C2
Removable Credentials  Window Channel
Media Discovery
External Scheduled  Startup Startup Compile DCSync Windows Web Portal  Exfiltration
Remote Task Iltems Iltems After File and Remote Capture Over
Services Delivery Directory Manageme Alternative
Discovery nt Protocol
Drive-by Command  Scheduled Scheduled Indicator Proc Shared Credential  Exfiltration
Compromis and Task/Job Task/Job Removal Filesystem System Webroot API Over
e Scripting from Tools Information Hooking Symmetric
Interpreter Discovery Encrypted
Non-C2
Protocol
Behavior Graph
Behavior Graph
ID: 605429
Sample: Lexe SUErIEO0s
Startdate: 08/04/2022 cLean
Architecture:  WINDOWS UNKNOWN
Score: 7
llexe
GHEin W

192.168.2.100 A

unkno

unknown

NTUSER.DAT{8ebe95f.... TM.bIf.NB65 (copy), WE32000 @

Screenshots

Thumbnails

1921682101 A
unknown dropped

unknown

98 other IPs or domains

NTUSER DAT{8ebe05f...cfe90913150}. TM.blf, WE32000 {7

dropped dropped

C:\...\helper.au3.NB6S (copy), DOS @

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

dropped

232 other files (226 malicious)

Connects to many different
private IPs via SMB
(ikely to spread or
exploi

Command Remote
Network .
and Effects Service Impact
Control Effects
Multiband ~ Jamming or Abuse
Communic  Denial of Accessibilit
ation Service y Features
Commonly  Rogue Wi- Data
Used Port  Fi Access Encrypted
Points for Impact
Application Downgrade Generate
Layer to Insecure Fraudulent
Protocol Protocols Advertising
Revenue
Legend
I:l Process
I:' Signature
I:' Created File
Il onsie info
.I.a Is Dropped
A% Is Windows Process
Ias Number of created Registry Values
L]}
. Number of created Files
22 visual Basic
ERZIC
ﬁ Delphi
éj Java
/W .Net C#or VB.NET
G C, C++ or other language
€ Is malicious
Internet
‘Connects to many different.
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EEGWXUH.

UH...

GIGIYTFFYT EFOYFBOL.

H 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

Il.exe

Il.exe
Il.exe

Il.exe

Dropped Files

@ No Antivirus matches

Unpacked PE Files

Source

1.2.1l.exe.f20000.0.unpack

Copyright Joe Security LLC 2022

Detection

57%

73%

100%

100%
Detection Scanner
100% Avira

Scanner Label Link
Virustotal Browse
ReversingLabs Win32.Ransomwar

e.Conti
Avira HEUR/AGEN.1213

270

Joe Sandbox ML

Label Link Download
HEUR/AGEN.12 Download File
13270
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https://www.virustotal.com/gui/file/7f6dbd9fa0cb7ba2487464c824b6d7e16ace9d4cd15e4452df4c9a9fd6bd1907/detection/f-7f6dbd9fa0cb7ba2487464c824b6d7e16ace9d4cd15e4452df4c9a9fd6bd1907-1649344670

Source Detection Scanner Label Link Download

1.0.1l.exe.f20000.0.unpack 100% Avira HEUR/AGEN.12 Download File
13270

Domains

@ No Antivirus matches

URLs

@ No Antivirus matches

Domains and IPs

Contacted Domains

@ No contacted domains info

World Map of Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
B 75% <No. of IPs

Public IPs

P Domain Country Flag ASN ASN Name Malicious

Private

P

192.168.2.148
192.168.2.149
192.168.2.146
192.168.2.147
192.168.2.140
192.168.2.141
192.168.2.144

192.168.2.145
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P
192.168.2.142
192.168.2.143
192.168.2.159
192.168.2.157
192.168.2.158
192.168.2.151
192.168.2.152
192.168.2.150
192.168.2.155
192.168.2.156
192.168.2.153
192.168.2.154
192.168.2.126
192.168.2.247
192.168.2.127
192.168.2.248
192.168.2.124
192.168.2.245
192.168.2.125
192.168.2.246
192.168.2.128
192.168.2.249
192.168.2.129
192.168.2.240
192.168.2.122
192.168.2.243
192.168.2.123
192.168.2.244
192.168.2.120
192.168.2.241
192.168.2.121
192.168.2.242
192.168.2.97
192.168.2.137
192.168.2.96
192.168.2.138
192.168.2.99
192.168.2.135
192.168.2.98
192.168.2.136
192.168.2.139
192.168.2.250
192.168.2.130
192.168.2.251
192.168.2.91
192.168.2.90
192.168.2.93
192.168.2.133
192.168.2.254
192.168.2.92
192.168.2.134
192.168.2.95
192.168.2.131
192.168.2.252
192.168.2.94
192.168.2.132
192.168.2.253
192.168.2.104
192.168.2.225

Copyright Joe Security LLC 2022 Page 10 of 347



P

192.168.2.105
192.168.2.226
192.168.2.102
192.168.2.223
192.168.2.103
192.168.2.224
192.168.2.108
192.168.2.229
192.168.2.109
192.168.2.106
192.168.2.227
192.168.2.107
192.168.2.228
192.168.2.100
192.168.2.221
192.168.2.101
192.168.2.222
192.168.2.220
192.168.2.115
192.168.2.236
192.168.2.116
192.168.2.237
192.168.2.113
192.168.2.234
192.168.2.114
192.168.2.235
192.168.2.119
192.168.2.117
192.168.2.238
192.168.2.118
192.168.2.239
192.168.2.111
192.168.2.232

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 605429

Start date and time: 2022-04-08 08:00:35 +02:00
Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 7m 52s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Il.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 22

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
e HDC enabled
* AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout
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Detection: MAL
Classification: mal76.rans.spre.expl.WinEXE@1/746@0/100

EGA Information: ® Successful, ratio: 100%

.

HDC Information: Successful, ratio: 99.2% (good quality ratio 92.6%)
Quality average: 75.4%

Quality standard deviation: 28.9%

.

.

HCA Information:

.

Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

.

.

.

Cookbook Comments: Found application associated with file extension: .exe
Adjust boot time

Enable AMSI

.

.

Warnings

e Exclude process from analysis (whitelisted): MpCmdRun.exe, BackgroundTransferHost.exe, backgroundTaskHost.exe, SgrmBroker.exe, conhost.exe, VSSVC.exe, WmiPrvSE.exe,
svchost.exe, wuapihost.exe

TCP Packets have been reduced to 100

Created / dropped Files have been reduced to 100

Excluded IPs from analysis (whitelisted): 93.184.221.240, 23.10.249.49

Excluded domains from analysis (whitelisted): ris.api.iris.microsoft.com, client.wns.windows.com, fs.microsoft.com, login.live.com, sls.update.microsoft.com, ctldl.windowsupdate.com,
displaycatalog.mp.microsoft.com, img-prod-cms-rt-microsoft-com.akamaized.net, arc.msn.com

Not all processes where analyzed, report is missing behavior information

Report size getting too big, t oo many NtAllocateVirtualMemory calls found.

Report size getting too big, too many NtDeviceloControlFile calls found.

Report size getting too big, too many NtOpenFile calls found.

Report size getting too big, t oo many NtSetInformationFile calls found.

Report size getting too big, t oo many NtWriteFile calls found.

e o o o

e o o o o o

Simulations

Behavior and APIs

@ No simulations

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

©@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\MSOCache\All Users\R3ADM3.txt
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Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\ll.exe

ASCII text, with CRLF, LF line terminators

dropped

1290

4.607071403570347

false
24:jtVCRJIFxFtmyib6WAN/O4i5hFmJZED2GbuiRGDFZcfSO+7DzGbn2vIKsXFFINNT:jtVCRLxzsbxqUbuiRGDkqO+bGb2vJKht
FADBOF250D20EF2F614C4AB5D5D3ABOF

41E8255C91A40A8EB32A8AC05747C9A579F55D07
2CD73F11DA515955B62A930CA4DEFDEICCB5230B8F5809E3C304EF854604EDA3
E97F4B069ACB91C332BDDCA5C4314CBE6CC79C37E93CBB3F4D8B37544B49C2868E23B603FE4563A8961616F137CF646153A82F387D9C55CF8191108E86CF13¢
false

low

NN P R N T RV N [ R R T N A AN A A___/..By now it's probably painfully

apparent that your environment has..been infected with ransomware. You can thank Conti for that.....\We've modified the code in a way that will prevent you from
decrypting..it with their decryptor.....We've exfiltrated a significant amount of data including private emails,..financial information, contacts, etc.....Now, if you wish to conta
ct us in order to save your files from permanent..encryption you can do so by emailing network_battalion_0065@riseup.net.....You have 3 days to establish contact.
Failing to do so will result in..that data remaining permenantly encrypted.....While we have very little sympathy for the situation you find yourselves..in right now, we will ho
nor our agreement to restore your files across..the affected environment once contact is established and payment is made

C:\MSOCache\All Users\{90160000-0011-0000-0000-0000000FF1CE}-C\OWOWG64WW.cab E @

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\ll.exe

PGP\011Secret Key -

dropped

30592722

7.999968945971768

true

786432:0mK80SSRxgw01lvsFzf5dvWqwAWY JeY8kKxkQCBY3hGiZMpC1lmuTeN:;jKCSRqHOTFRwWAEKKxhvy3h/MsTeN
A087182116F101A533FACFDC1963F7F0

9D8951A23DA853AE1516826CC5048F99B5313D3D
6DA06EBE21D68EFE88886AB3C45226BE6D57E0CIFEE46E689E4F61D7323A3998

TE7TA4AE699125D53B9103BF46EEEA2BF3441E5A5232F4AA519D12488EBA387BA705796C490C146CAASF17551CAA96E4A04F8D110D2EA4AACEDAFEGABOSAT2A
D3

true
low

BodWevb . Tplr.rka. .A.?2z....Y. ... %].......... ig.t..6...8...a(Tl.../...j.....0..]B9k.z.Yf....(.s..+..h.(.....RG0..0.m.30.......L.9.2.N............p..[.L. UL ((F DLy
.G.".ULE.+.A..|C8....... #.>3.WJ.84z..x.y.m.. A *T.a....mz1.$2K..;..nK=. AL.IfmA.2r.@..$0%Z....).H.9.. ..j..q.~.2w..Na........ WHShyQH....+........ @.D.-.......0..).. TK(WK.
Q...W..3. . &ExC.yy=.../*.... Lt.7..n.M.B7..|.1.p.".A.]YADy...).yA#. $.. K........ {W.@&w.i-...2..&@..(W.KN{.%..J.k<aD_\..GT5Z..$...L..."..L\.t.<.<.y._..4*.., XzS..
.C.+P=."3..k.G.4....=j-... .u.S...(....L.lI0"X...f..uz.". jgOj..58A........ q..F.%r...d.W[].."|..m."5%...]..,.pK....[yR.[..2...n.Z...~....p".L.3.A..O.>WT....0o>L..I....J.
9S|.Z....5....1e$....v.2. . T09 L6 {R.TLLfLg L. d#..D200q. ... ~"/1.&Kt... T.UA.. X.....7 ..zq.W....?.&.:....0.....D.X....8..,.}.w.xHO..

C:\MSOCache\All Users\{90160000-0011-0000-0000-0000000FF1CE}-C\OWOWG64WW.cab.NB65 (copy) E @

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\ll.exe

PGP\011Secret Key -

dropped

30592722

7.999968945971768

true

786432:0mK80OSSRxgw01lvsFzf5dvWqwAWY JeY8kKxkQC6y3hGiZMpClmuTeN:jKCSRqHOTFRwWAEKKxhvy3h/MsTeN
A087182116F101A533FACFDC1963F7F0

9D8951A23DA853AE1516826CC5048F99B5313D3D
6DA06EBE21D68EFE88886AB3C45226BE6D57E0CIFEE4G6E689E4F61D7323A3998

TE7A4AEG699125D53B9103BFA6EEEA2BF3441E5A5232F4AA519D12488EBA387BA705796C490C146CAASF17551CAA96E4A04F8D110D2EA4AACEDAFEBABOBAT2A
D3

true
low

BodWvb.Tplr.rka. .A.?2z....Y. . % ig.t..6...8..a(Tl.../........0..]B9k.z.Yf....(.s..+..h.(.....RG0..0..m.30........L.9.2.N....ooo.....p.. LU ((Fe DLy
.G."..'LE.+..A..|C8....... #.>3.WJ.84z..x.y.m.. A *T.a....mz1.$2k..;..nK=.. AL.lfmA.2r.@..$0%Z....).H.9.. ..j..q.~.2w..Na........ WH#ShyQH.. .@.D.-......0...).. TK(WK.
g...W...3. . &ExC.yy=.../.... Lt.7..n.M.B7..|..1.p.".A.]YADy...[).yA#.$.. K......... {W.@&w.i-...2..&@..(W.KN{.%..J.k<aD_\..GT5Z..$...L..."..L\.t.<.<.y._..4*.., XzS..
.C.+P=.."3..k.G..4 JeueSe(eslotX L uz L jg O B8A. ... g..F..%r....d.W[].."..m."6%...]..,.pK....JyR.[..2....n.Z...~.....p".L..3.A....0.>WT.....0>L..I.....J.
9S|.Z....5...1e$....v.2. . T09 L6 {R.TLLflg L. d#..D200q.....~"/1.&Kt... T.UA.. X.....7 ..zq.W....?.&......0.....D.X....8..,.}.w.xHO..

C:\MSOCache\All Users\{90160000-0011-0000-0000-0000000FF1CE}-C\Office64WW.xml
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Process: C:\Users\user\Desktop\ll.exe

File Type: data
Category: dropped
Size (bytes): 5526

Entropy (8bit):  7.961897719722573

Encrypted: false

SSDEEP: 96:Knkl+ArPi58nYVVvOsD4XTCSnffSwWe6PaueZ/dICCrhqahhDzOjX:HYABYVVMXTCSffSWWEEhODhDCjX

MDS5: AF1636E008E21429F9199E8BBAD3AT70F

SHAL: 069043128B71046A350A5E55ECC191E5EEDA0563

SHA-256: 3881498BA8CC12A26CC03F988D9219E534A41564BC499684A1A43F5ES5ACDIACC

SHA-512: CEF39BE815338E781DB58B2973804AES5E9CBEC81CIBF43A62A184D7D1D62D6A185EF1E4ADESSE045E79ABE40EB546188F171E78FOD4E9BB22F9986EF6AD3ES6
24

Malicious: false

Reputation: low

Preview: WTLIENNL4L+ ..f.9...DKe.aR..'v..mv.s...i.V.j...q.h....p.

.7.Y\G.vme.Fh.Ce...Q..Ry?.|......X...S..
o 0MWLL9%;.....<0. AL T FLjH...55..C..F
,&.$.}.R"..8..$.6] ~[1...,Z.stl]. Tlu.

pvNI~. AH.". & E@H{ &..f:.U.{L5.}).\3Y.. .Sf.0..z..MA

wq0..r\.".k?.9..|..a.C.vh.Am... LSl X .B...7...QlL.+.g.e..

C:\MSOCache\All Users\{90160000-0011-0000-0000-0000000FF1CE}-C\Office64\WW.xmL.NB65 (copy)

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 5526

Entropy (8bit):  7.961897719722573

Encrypted: false

SSDEEP: 96:Knkl+ArPi58nYVVvOsDAXTCSnffSwW6PaueZ/dICCrhgahhDzOjX:HYABYVVMXTCSffSWWEEhODhDCjX

MD5: AF1636E008E21429F9199E8BBAD3A70F

SHA1L: 069043128B71046A350A5E55ECC191E5EEDA0563

SHA-256: 3881498BA8CC12A26CC03F988D9219E534A41564BC499684A1A43F5ESACDIACC

SHA-512: CEF39BE815338E781DB58B2973804AES5E9CBEC81C9BF43A62A184D7D1D62D6A185EF1E4DESSE045E79ABE4OES546188F171E78FOD4E9BB22F9986EFGAD3ES6
24

Malicious: false

Reputation: low

Preview:

{omu/R%a.=.G.... 2MR....).1..&. . X.N....w'F..tc9z.0dy_U..-?.S..VW.E......
Lplvd~ L AHML&E@H &..f:.U.{L.5.}).\3Y...Sfo..z..MA....f.8....0.B.....e.]+~....6...S...x.e..h ("

C:\MSOCache\All Users\{90160000-0011-0000-0000-0000000FF1CE}-C\ProPlusWW.xml

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 17642

Entropy (8bit):  7.989019596489402

Encrypted: false

SSDEEP: 384:0j8IJmJt9JUaPwLMuSkYPPURCBp+fdBGY Xvk/pinmbYNXUIO9IMgRuXEkgL:ojwcIUaPWLKYEGp+JKpiZaY8jbL

MDS5: 4FD1596403016C87FCOFD06346833131

SHA1L: E17859E07EADDF22F08489FFC158A5221C60F131

SHA-256: 665D38285CA084AESDIEF128461B936A59D523F7031B8CAF066C24FABA622FF3

SHA-512: 45F0341228D7EBB1BBF232D7E239207DE47DEE382FEASA1IDEA168A6AA9B731ABEA4DDD8667DDB36748454D1000D7D017E465EF5C13610C32C1771BBC8FFD1
AAA

Malicious: false

Reputation: low

Preview: 8.5..";....)6.. .H;..@O.K#"J...f.. A+ 73..R....+.Qw>.L_+L.* P.._-\.[....[Z=f.h.H..9....y*."n" ...<.p&d.d1.I#/[Q...C..~..~..-..[x.V{u..."..IG....& Jev...L...=C...t..v
Wcooo] b & 000dChe] oo 800 T 0000 Eod i W booodoacod &v.2..0J#.... Acar-.&H7,Y.r$)..@..bT"Y.T.mQE.).D"....\.)~..4XhE j. Y...sU..(IQ....... (B 2O SV b oo ood Mo Zocood [N oooood oo
<..l.3.23N..3.9&)N.1....;Z}..rkM...z.....t....2Q..P.(H....... NQ.J...F....zw.P..._...80..-...TA.=b"...;.vr AVR..@..j...m.\..M._....0.].v..0#.2G..Ug..>.t ka0...7. .....-[...gM.H.O. .-
B.L.X......8.ue$n.Kn..0.0).\*\Q>.....yn.v.{..mW.gN.K...c..[..z..A...(Wv.U@q..d.w....P..5......A\.O....Fay..s.k...l......~..0...DN..b...N.-.S.....*;$Wh..[Q.P....D....9v.t... BA..-~.
[...D\iZ..Z>[41Z3/.<W...uQy......3........... 6.....j2).s.k..14.,D.n..Vx.\....CB<. DTE..d..."]..."gU9........ ;4....9t.0.t....3.s.R~.tt..Y:[..@cf.P.. .u....C

C:\MSOCache\All Users\{90160000-0011-0000-0000-0000000FF1CE}-C\ProPlusWW.xmL.NB65 (copy)
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Process: C:\Users\user\Desktop\ll.exe

File Type: data
Category: dropped
Size (bytes): 17642

Entropy (8bit):  7.989019596489402

Encrypted: false

SSDEEP: 384:0j8JmJt9JUaPwLMu5kYPPURCBp+fdBGY Xvk/pinmbYNXUiO9mgRuXEkgL:ojwcJUaPwLKYEGp+JKpiZaY8jbL

MDS5: 4FD1596403016C87FCOFD06346833131

SHAL: E17859E07EADDF22F08489FFC158A5221C60F131

SHA-256: 665D38285CA084AESDIEF128461B936A59D523F7031B8CAF066C24FABA622FF3

SHA-512: 45F0341228D7EBB1BBF232D7E239207DE47DEE382FEASALDEA168A6AA9B731ABEA4DDD8667DDB36748454D1000D7D017E465EF5C13610C32C1771BBC8FFD1
AAA

Malicious: false

Reputation: low

Preview: L)6.. H;..@O.K#"J... f.A+73. . R....+.Qw>.L._+L.* P.._-\.[...[Z=fh.H..9....y*."n" ...<.p&d.d1.1#/[Q....C.."~ L VLGl & Jeve. L =Clty

.6S.....0.[.L "9..t.Hou....
L J0L3023NL.3.9&)N1.....;Z} . TkM....Z.
B.L.x......8.ue$n.Kn..0.0).\*\Q>

.&v.2..03#....Acar-..&H7Y.r$).@.bT"Y.T.mQE.).D"..L.\.)~..4XhE . Y...sU. .(|Q LH="X.0.Gu...y..~.m..2...InV....[....
WTA=b"..;vrAVR..@..j...m\.M._....0.].v..0#.2G..Ug..>.t. ka0...7. .....-[..gqM.H.0. .-
A\O....Fay..sk..l....~.0..DN..b..N.-..S.....*;$Wh..[Q.P....D....9v.t....5A..-~.

[....D\iZ..Z>[41Z3/.<W...uQy.. j2).s.k.14..D.n. Vx \....CB<. DTE..d..."]..."gu9. .9t.0.t...3.5.R~..tt..Y:[..@cf.P. (03

C:\MSOCache\All Users\{90160000-0011-0000-0000-0000000FF1CE}-C\ProPsWW.cab E @

Process: C:\Users\user\Desktop\ll.exe

File Type: data

Category: dropped

Size (bytes): 323579508

Entropy (8bit):  7.999959516157797

Encrypted: true

SSDEEP: 6291456:f8tD3MCBIfHSVSRJou3fOgZ6XLXQ0g8taUjosDaCrZ58ppW5Zjc619cY 1G5:UaSRI73wQ0g8XjosD1Z58pp4uoad

MD5: 17449E00A3586FAAC19EF2CE2FBC61AA

SHA1L: D9807A1EAEC484B8C24EE8DSEC666A90BCCEE2C3

SHA-256: FB68F6889348183166C3EA52394E8322550E1BDC7ACIDC60AAABD30CEOEB75B6

SHA-512: 7808D0A31F5D48AF0581562515DF6554BE42E56167F74E242C17347BA94839176509AB2747FC5B834D62D12F086871DA4F003CBFI1FD5FC7899F7EEACC42DC5E

Malicious: true

Reputation: low

Preview: R NR— a/..UEC.6..=~..V2.~v.+. 52i3'K#.."..NF....J.j=..~vy.. T.%hV[.5..ZIK.[.",..(.......bAW..9..h.....gN....R.*... X3...z.....O7ux.Y..@.D....."]....7.4DP?&....
A/ ....... VA.I.“.mP.A4Z..A.F..294 A& UYZ[VV +...|C..Cg:.x.5Q....~....... E.. .5\.....B.SV..zw* X09..+#"...+9.....L.bP_u~.JIm.|...E..6T5.-.q.U#L..J.L'Pg....2.&_..

O (WATALL6\%.3.).+.8=. W.......... HA.SD.]A.AOtA/|(.Ddxv.z~FA8.APS#ko..A>.NA.| .......... b.brm.....y*0iA....>d....;..KO1N...7Y....[.R...#..p..QUIW.mHY..)~.$.Q~.
>A..—“ng xo...K.u.1h... #A.\_/\.q..c_.pr}..m5|.kS.~]..fJXv.-..Afe:.“.E“?X.M..!$.bAO..AjAV' ..... G...8q./... ;.U+. f..2.D~....I. zSEjp .cml.gm.T.US. k# .w&....<T_48
z\.)..$S.B ...... IM..Yr....c..00 s (r.G..o.oo 3.....0....XH..>.ZK,.3DV...1.9b.....0ppns {fpooncs 4)...b...C.. Ri)cl.. . X.. .+ 1+2.£.0...m.7.j.rM.pR...07.v/..C.N..!

C:\MSOCache\All Users\{90160000-0011-0000-0000-0000000FF1CE}-C\ProPsWW.cab.NB65 (copy) E @

Process: C:\Users\user\Desktop\ll.exe

File Type: data

Category: dropped

Size (bytes): 323579508

Entropy (8bit):  7.999959516157797

Encrypted: true

SSDEEP: 6291456:f8tD3MCBIfHSVSRJou3fOgZ6XLXQ0g8taUjosDaCrZ58ppW5Zjc619¢cY 1G5:UaSRI73wQ0g8XjosD1Z58pp4uoad

MD5: 17449E00A3586FAAC19EF2CE2FBC61AA

SHAL: D9807A1EAEC484B8C24EE8DSEC666A90BCCEE2C3

SHA-256: FB68F6889348183166C3EA52394E8322550E1BDC7ACIDC60AAABD30CEOEB75B6

SHA-512: 7808D0A31F5D48AF0581562515DF6554BE42E56167F74E242C17347BA94839176509AB2747FC5B834D62D12F086871DA4F003CBF91FD5FC7899F7EEACC42DC5E

Malicious: true

Reputation: low

Preview: J.R....... a/..UEC..6..=~..V2..~v.+ 52i3'K#.."...NF.....J..j=..~vy..T.%hV[.5..ZIK.[.".,..(..../.bAW..9...h.....gN....R.*... X3...z......o7ux.Y...@.D....."]....7.4DP?&......P.
SN MPLAZ. F.294...1..8& UTZ[V.V.....+...|C..C:.X.5Q....~......E.. 5\.....B.SV..ZW* X09..+# ..+9.....LbP_uA.Jm..l...E..6T5.-.q.U#.L..J. .L'Pg....2.&_..-#.
UFLS y*0iA....>d....;..KO1In...7Y....[.R...#..p..QUIW.mHY...)~.$.Q~.
>...—..ng .X0.. Kulh L\Ag.c_. ..m5|.kS.~].. -.fe=  E.?2X.M..1$.b.0...j.V' ..8q./... ;.U+. f..2.D~....r.z5Ej.p..c.m]..gm.T.U.S. k.#" .w.&....<T_4.9$;
z\..)..$S.B ...... 9M Yr/....c...O ............ (G- hoood Do b ] BV ond L] Dhonooopaopanocond o 4]...b...C....Ri.)cl... X..+....+Z.f.0...m.7 j.r-M.pR...07.v/..C.N..!

C:\MSOCache\ALll Users\{90160000-0011-0000-0000-0000000FF1CE}-C\ProPsWW2.cab E @

Process: C:\Users\user\Desktop\ll.exe
File Type: data
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Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

dropped
249155805
7.999975857406609

true

E8975E6C8DAB2972D16B27DEC404B53A
BE2161524012BF7387771DA516F00B4778BBA768
D6ED36703FCFDBC4F99F9D58DB5DEF596EO0E08C7F58D5D87BA36479843248EE2

E8487810101420265787A5D62800C063318998952C75F8CA46991FB4DAC983C68074A05CCALIEC389B6CB364625CAEABDOC3B1E6173936AEBBD9CC0B43B8DBB’
B

true

low

o Paco

C:\MSOCache\All Users\{90160000-0011-0000-0000-0000000FF1CE}-C\ProPsW\W2.cab.NB65 (copy) E @

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\ll.exe
data

dropped

249155805
7.999975857406609

true

E8975E6C8DAB2972D16B27DEC404B53A
BE2161524012BF7387771DA516F00B4778BBA768
D6ED36703FCFDBC4F99F9D58DB5DEF596EO0E08C7F58D5D87BA36479843248EE2

E8487810101420265787A5D62800C063318998952C75F8CA46991FB4DACI983C68074A05CCA1EC389B6CB364625CAEASDOC3B1E6173936AEBBDICC0B43BSDBB’
B

true

low

o0

C:\MSOCache\All Users\{90160000-0011-0000-0000-0000000FF1CE}-C\R3ADM3.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Desktopl\ll.exe

ASCII text, with CRLF, LF line terminators
dropped

1290

4.607071403570347

false

FADBOF250D20EF2F614C4AB5D5D3ABOF

41E8255C91A40A8E832A8AC05747C9A579F55D07

2CD73F11DA515955B62A930CA4DEFDE9CCB5230B8F5809E3C304EF854604EDA3
E97F4B069ACB91C332BDDCA5C4314CBE6GCC79C37E93CBB3F4D8B37544B49C2868E23B603FE4563A8961616F137CF646153A82F387D9C55CF8191108E86CF13¢
false

low

NIV N N T N NN NN IN NN A N\____/..By now it's probably painfully
apparent that your environment has..been infected with ransomware. You can thank Conti for that.....\We've modified the code in a way that will prevent you from
decrypting..it with their decryptor.....We've exfiltrated a significant amount of data including private emails,..financial information, contacts, etc.....Now, if you wish to conta
ct us in order to save your files from permanent..encryption you can do so by emailing network_battalion_0065@riseup.net.....You have 3 days to establish contact.
Failing to do so will result in..that data remaining permenantly encrypted.....While we have very little sympathy for the situation you find yourselves..in right now, we will ho

nor our agreement to restore your files across..the affected environment once contact is established and payment is made

C:\MSOCache\ALll Users\{90160000-0011-0000-0000-0000000FF1CE}-C\Setup.xml E @

Process:

C:\Users\user\Desktop\ll.exe
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File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

data

dropped

28316
7.994390327127431

true

36D6CEF7F7DCOFF081840E2DESD534EF
4BBDD33D1D36472D180F2F0516C4385F015194CC
69431E39EB386DC40BBB7B6A24F72DB2D7A7900AE1BE1293B1659F50925F0443

OF71BDE192C90797FBAA41E7487AC8C40AFDE21691B0527963B2CE930CD7EFF5DEC0967571F4A13FFB243FB2A8DCB5C44AFA774F1B4C898CD25371FAASB3C!
16

true
low

D..{.C..(s4...=.b.{lw....F... Z..x..v~.3.W...C.}..%..h.vu.S\z>.$.p...(cc0ecurru +.."0...F.Fc.Y .2 }c...@c.$.L...q..s..265.~.r.:N.C............0..)..P.+.t...h-. L ].5.N.
Ay.w.].iod...e....a.CP- . Kv..x.T. X&...wW..{.*.. W....@."..P..@...2\nV~...p.]U4d.a... X...5..;.3.b..p.W.........&.2w.3.......... s".g-.[l..Kl.....V..[.$.YBp...F...h...un.p..0.P
Jaf{B.%C........6........ $.Pz.L.(.&)..dd.ks." .t.E}#..|_....r.j...P.k%:.[.. +. . ]i..1B." Y @. U........ gnd...l.xl.-_Z.@X..8..q..1..{.... B WL KWLT L XE..N.
VV*..0.4_uTC.r./Ox..{.?e..+{.).hbv.."n....R.a..D.{ .D.{.I#...x%.R...P{.Z1.3..Tz..5im.A....R.... .._[.9.<.1Al]=.n... w.l....:9fHjo.*C..h..R.4n\k~[....W.\ &f.&: |.
hY.+.4...c<}>..cl.0....2[..' n. k.JtC..P|..,.r.c....IAn.DR...H..y...<K..$. ... $.... .t JRINU.LAB.LLLLULX VPG X

C:\MSOCache\All Users\{90160000-0011-0000-0000-0000000FF1CE}-C\Setup.xmlL.NB65 (copy) E @

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\ll.exe
data

dropped

28316

7.994390327127431

true

36D6CEF7F7DC9OFF081840E2DESD534EF
4BBDD33D1D36472D180F2F0516C4385F015194CC
69431E39EB386DC40BBB7B6A24F72DB2D7A7900AE1BE1293B1659F50925F0443

OF71BDE192C90797FBAA41E7487AC8CA40AFDE21691B0527963B2CE930CD7EFF5DEC0967571F4A13FFB243FB2A8DCB5C44AFA774F1B4C898CD25371FAASB3C!
16

true
low

D..{.C..(s4..=.b.{lw...F..Z.x.v~3W..C.}.%.h.vuS\z>$.p............. +.."0...F.Fc.Y 2. }c...@c.$.L...q..5..265.M.r.:N.C.....
Ay.w.].iod...e...a.CP- Kv..X.T.. X&...WwW.{.*..."
Jaf{B.%C........6........ $.Pz.1..(.&)..dd.k.s." .tEHEI_....I.. LS+ LBLYA@.NU..
VV*..0.4_uTC.r./Ox..{.?e..+{..).hbv..".n.....R.a..D{.D.{.J#...x%.R...P{..Z.3..Tz..5m.A....R _ .nw N
hY.+.4...c<t>..cl.0.....2[ . n..k.JIC..P|..,.rc...IAn.DR...H..y...<K..$. ..... $..... .t JRNU..\B......J. .ULX.VP.i.g. X........

....0..)..P+t. h- L ] 50N
V..[$.YBp..F..h...un.p..0.P

C:\MSOCache\All Users\{90160000-0011-0000-0000-0000000FF1CE}-C\pkeyconfig-office.xrm-ms E @

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\ll.exe
data

dropped

591057
7.999728911043132

true

772F40525F5D8DCE24845850CA7D7307
57DD5DA04E034BC5F72E50DF2B911FD49C514444
3BF3F16F9A6B4EB2CAB0603FD4ACD1E02B5F33854298156B77D0843B542AFCEB

9CBOCF995F2D9D5A2E6A51C1797ECBDEFGEIFB3CIC1D1427EF27F9813F2332ACB265D7692321F6D1CDF33FE39CE1D70636D4F0477C6C1BF683F7092B4DD1D
F7

true
low

[ — $.).<#*b.\[a.l.X..O.N...Enxs.....Iq..~i.(h..".i[b.W....F....3.$:.5;u.Gd1?.@!.c.5v...Yv..D.=..z/_..r.2.xz.T...>U.(..1.9.P..{n...y<3.y...L.u.d.zv.LWyr.. A .~ 1.Y.M..

v lole>A L HA T @....... ].F."&..Z..m.Fz...x.....6......].z.....0.t0.A..F....... MA@t =@ Uuil\L\BY.ALALE. s 9.D.]ANL.L........(h.0.K3.T...f..3s.
'g. &>~ 1 %i1.9X.h.S_}$A#4 " {w. ..l 0P B+.P...?2=.*4.z%f.." h.....D4.."..".n..I6.....dl...YwC...Q.. .arR.Y....h.q.n.....B.">_.Qd.$.....7._X.k.,/G..
VEALLLLS X >F L Le 3% ).V.K..~fgc\..6..QES...*Il..+]..L.P.B...B..@...{.CF.@E.d+>p.>m.#k[.d.mMocv.v.E2Y.S.B..xrmX.q.-<.H..8..}
<W...%%|w.".. g .T.?..@tUXd.Q.e.D..{...;... T.XN.q........ ?hu.?......... ,m.fX~..S...... <W..0.H.. U]...%.Y....z-w.L....V.L.L.J.}....a.SW.-.

C:\MSOCache\All Users\{90160000-0011-0000-0000-0000000FF1CE}-C\ pkeyconfig-office.xrm-ms.NB65 (copy) E @

Process:

C:\Users\user\Desktop\ll.exe
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File Type: data
Category: dropped
Size (bytes): 591057

Entropy (8bit):  7.999728911043132

Encrypted: true

SSDEEP:

MDS5: 772F40525F5D8DCE24845850CA7D7307

SHAL: 57DD5DA04E034BC5F72E50DF2B911FD49C514444

SHA-256: 3BF3F16F9A6B4EB2CAB0603FD4ACD1E02B5F33854298156B77D0843B542AFCEB

SHA-512: 9CBOCF995F2D9D5A2E6A51C1797ECBDEF6EIFB3CIC1D1427EF27F9813F2332ACB265D7692321F6D1CDF33FE39CE1D70636D4F0477C6C1BF683F7092B4DD1D
F7

Malicious: true

Preview: ) S $.).<#.*b.\[.a..X..0..N....Enxs.....Iq..~i.(h..".i[b.W...F.....3.$:.5,u.Gd1?.@!. c5v Yv..D=.z/_..r.2.xz.T..>U.(.1.9.P..{n...y<3.y..L.u.d.zv.LWyr. .~ 1.Y.M..

A.L>+_LHLT. .@......]F."&.Z.m.Fz...x.....6.
. &/>~I%|19XhS_}$# R
VE\NLLLL$ . x>F. Le....3%\.. ..).V.K
<W...%%]|w."... .9 .T.?...@tUXd.Q.e.D..(.

{..CF .@.E.d.+>.p.>m.#k[\.d. mMocva’)Y .S.B.. xrqu ~<.H..8..}
<W..0.H.. U]...%.Y....z-w.L.....V.L.L.J.}....a.SW.-.

C:\MSOCache\All Users\{90160000-0016-0409-0000-0000000FF1CE}-C\ExcelLR.cab B @

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 5770100

Entropy (8bit):  7.999780664070838

Encrypted: true

SSDEEP:

MD5: 12CF959DDA15DEO8F731FA3F2D63D5A6

SHA1L: BOE680B7D4E33D53AB36D5693897BAE1FF3ADF43

SHA-256: 43048971C91CDB9350B13030531C395B48BEB4FFE9D93F3E199B79D1410F42A3

SHA-512: 912B1F352EAA888771FF7BB04BES8OD1DD1CAAD7305D66D1E13CB8BDEEF71075656C1ED1A4217EB69FCB1ESB27E6809CC063470FC82DE4COF833AEFS8CEEBD!
273

Malicious: true

Preview: ..X.jh.)e EQli..FX.e.CyJ.\.>.....$.xb.L...._~. k...R\E?..v..U5.<K{....2r.}.U.. LXAKZYR.G-2.uL UL o}# Tz..U
LYVensA+ V00,808 1 >0 8.G&s.. . L fado5CTP LY L - 20 Lu U, . <1E.. /zpr

D.=..0.U~hH...[3..;.d@..&i...>"..C"..4i.D..{%;.n.n.q)A. e....t.t.$..@m.P.T..q.m.u._.
8./ W..2..7..1..B.Q.[>8.../..._|J.@0].C.....:...0..~W.@...b..D...d.......Y..,.(BM.....8...........0
“a“.k.sz[IB..Ane.)o*“.aJS.“. AAAAAA S...19J..%.).$...1.Q$.S...M0...t..'5g.ud....0$..~I'..... 8.llg:@

C:\MSOCache\All Users\{90160000-0016-0409-0000-0000000FF1CE}-C\ExcelLR.cab.NB65 (copy) E @

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 5770100

Entropy (8bit):  7.999780664070838

Encrypted: true

SSDEEP:

MD5: 12CF959DDA15DEO8F731FA3F2D63D5A6

SHA1L: BO9E680B7D4E33D53AB36D5693897BAE1FF3ADF43

SHA-256: 43048971C91CDB9350B13030531C395B48BEB4FFE9ODI3F3E199B79D1410F42A3

SHA-512: 912B1F352EAA888771FF7BB04BES8OD1DD1CAAD7305D66D1E13CB8BDEEF71075656C1ED1A4217EB69FCB1ESB27E6809CC063470FC82DE4COF833AEFSCEEBD!
273

Malicious: true

Preview: . X.jh. )e. EQIi. FX.e.Cyd\.>......$.xb.L...._~......k . R\E?..v..U5.< K{.... 2r..}.U...|..#......Ck9w..._..,.._.I.Q....k.......8.....L..X".K.Z.YR..G.-2..u./.I...U...o.}#....Tz....U .......

LYV A+ V00,808 0 >0 8.G&s. L fado5C TP LY L - 20 LuU a.....h.sno.... oA XYL~ By W LE . <1ELL zpr
D.=..0..U.~ hH [3...;.d@. &.i....>"..C‘..4i.D...{.%,.n.n.q)A..e..:....t.t..$ ..... @m.P.T..q.m.u._..r.kJ.7..k w<..9m)i.G.t...1./C.D.L.7VFo......... j-\d)>.<. ,qd ..... I.SRv
.S/ w.z.7..L..B.Q..[»8...-/.._|J.@0].C........0..~w.@...b..D...d.....Y..,.(BN....8......... o.]..._L*tJkm.V~_.{ A(J...[..v.wC.>.e..... 1&(.:P.C.. A.~.C-Huon E.lgh
..a...k.2...f[l8...ne.)o*...a./S.... ...... S...10J..%.).$...1.Q%.S...M0...t..'50.ud....0$..~ 8llq:@....... 9&.2\U..rGWI1._.C/B.. ..e6y.T..

C:\MSOCache\All Users\{90160000-0016-0409-0000-0000000FF1CE}-C\ExcelMUIl.xml

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 2314
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Entropy (8bit):  7.912806350278128

Encrypted: false

SSDEEP:

MDS5: AF617EDEBAC85FF8E132F93807D9E143

SHAL: 3D9B495A42103E7236A9A27A0407A37E36B046AE

SHA-256: AF236A62B8CA499C2E841C93D4BDF87BE6F6B63EB13C6C5D915BA3C45B0B073B

SHA-512: 57707010BC3A0D2A1EF7500E0E4C287C1BF7BF52EA770DFBE4F8F381D185CA1C20FF15E4F5A44DC5A3FE77F23B1CECD87F386316092A6E035213B7D2AFEBDE
AE

Malicious: false

Preview: 9...W.8.IN..h.m9L2.A\...."..D.".4R1.PwJ.n.9..2.F{.c..y2... kKF..[[2.2.i....].tu.6.. W..Z|.....u... ..&W..... Xy._*t.?2..KALG. #t.v....H. C$.W.. .t[Y.T.z.P.3
?.>PV..7.m........ {.}j'...HW.P.h.Y...B.n....O=7...lw.\..g....~.e.".K..\H..u.D.<F.H....Q)......... %..>.@?.1.WN.$N.u,...."A.".....C.d....h.[i LUllAyzezZ.4.q...ya...a.h.6
X.9u.r5.2.].2XA.G.. 1o Qh.z>5..+.L.<k..kll.=_. ...P..Vj..O ..dekVv$.LE....fXK."t~1b..V.?2>.{M.%.m.7_......d.K.H.d........7...m.+0z9.k.3.......4_Rd...%
J.!"fp.....L.c.tC...[..u;R..N,j....0...1.x,0.J.i.E7....J.g.h....L..u/..q.FO(8.R.. ...S....
...... W.O....E....MBCd.J.{3y..| #S.[.T.......p@.... ... H.mF.....Y..g...1..w...p..$..D......@...yi..f...0....q[.m.K..<6.*y..c.LF#[.

C:\MSOCache\All Users\{90160000-0016-0409-0000-0000000FF1CE}-C\ExcelMUL.xmL.NB65 (copy)

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 2314

Entropy (8bit):  7.912806350278128

Encrypted: false

SSDEEP:

MD5: AF617EDE8AC85FF8E132F93807D9E143

SHAL: 3D9B495A42103E7236A9A27A0407A37E36BO46AE

SHA-256: AF236A62B8CA499C2E841C93D4BDF87BE6F6B63EB13C6C5D915BA3C45B0B073B

SHA-512: 57707010BC3A0D2A1EF7500E0E4C287C1BF7BF52EA770DFBE4F8F381D185CA1C20FF15E4F5A44DC5A3FE77F23B1CECD87F386316092A6E035213B7D2AFEBDE
AE

Malicious: false

Preview: 9..LW.8.IN..h.m9L2.A\...."..D.".4R1.PwJ.n.9...2.F{.c..y2... kKF..[.2.2.i.....].tu.6.. . W..Z|... U &awe L Xy 5 L2 KAL G L. H.C$. Wt [Y.T.z.P.3
?2.>PV..7.m........ {.}jl.HW.P.h.Y....B.n...0=7..lw\.g...~.e. K.\H..uD.<F.H...q)......... %..>.@?.1.WN.$N.u,..."A."......C.d...h.|i enUliAlyzezZ 4.9 ya..a.h.6
X.9u..r.5.2.].2XA.G..1..ccurnd Qh.z>5..+.L.<k.Kl.lL.=_. ...P..Vj...0 .dek.V$.LE....fXK.."/t'~1b...V.?2>L. {M.%..m.7_......d. K.H.d........7...m.+0°z9.k.3........4_Rd...%
Jrfp....letC.[.u;R.Nj....0...r.x,0.JLI.E7...J.g.h...L..u/..q.FOB.R.. ..S.............. W.....M....*7E.jM.&}WE... =j..ST.p+...C.@D"K..g _2..;.kz....LkMQ.".K.*..B..[.".
...... W.0...E....MBCd.J.{3y..|#S.[.T......p@.......H.mF...Y.q...1...w...p.$.D....@...yi..f...0....q[.m.K..<6.*y..C.LEH.

C:\MSOCache\All Users\{90160000-0016-0409-0000-0000000FF1CE}-C\R3ADM3.txt

Process: C:\Users\user\Desktop\ll.exe

File Type: ASCII text, with CRLF, LF line terminators
Category: dropped

Size (bytes): 1290

Entropy (8bit):  4.607071403570347

Encrypted: false

SSDEEP:

MD5: FADBOF250D20EF2F614C4AB5D5D3ABOF

SHA1L: 41E8255C91A40A8E832A8AC05747C9A579F55D07

SHA-256: 2CD73F11DA515955B62A930CA4DEFDE9CCB5230B8F5809E3C304EF854604EDA3

SHA-512: E97F4B069ACB91C332BDDCA5C4314CBE6GCC79C37E93CBB3F4D8B37544B49C2868E23B603FE4563A8961616F137CF646153A82F387D9C55CF8191108E86CF13¢
Malicious: false

Preview: - AV VN N N NN NN LA A A A [..Bynowit's probably painfully

apparent that your environment has..been infected with ransomware. You can thank Conti for that.....\We've modified the code in a way that will prevent you from
decrypting..it with their decryptor.....We've exfiltrated a significant amount of data including private emails,..financial information, contacts, etc.....Now, if you wish to conta
ct us in order to save your files from permanent..encryption you can do so by emailing network_battalion_0065@riseup.net.....You have 3 days to establish contact.
Failing to do so will result in..that data remaining permenantly encrypted.....While we have very little sympathy for the situation you find yourselves..in right now, we will ho
nor our agreement to restore your files across..the affected environment once contact is established and payment is made

C:\MSOCache\All Users\{90160000-0016-0409-0000-0000000FF1CE}-C\Setup.xml

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 3016

Entropy (8bit): 7.928172453033418
Encrypted: false
SSDEEP:
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MD5:
SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

0C8B9D07909BAE3D77E9D12BFFFF98EF
203DBD7D6100018A598A5A05FE60F978E8D41917
36FACAF9577D14697A24BDEGE939241ABOBICBI666CAEA826C5A757829EBF82A

28C0B4F373F51E4CEEF16CC34B110012A8062D68AEB91C8EBESC061E86DC0O00BFBC3FFBDY4E9FEESBDE1IESBC251BC8E26DA2D47D712C7FD467782C9CBOAE
20F7

false

0.2 [=P.<{.a e d'3,..50....SM4R.q..J.s.. - \ALJU T #
LOv2..Z. f. ML 7.d NW.L.B.M.5.~ X 1 & VUL WLHL .. 4 K%,
LV&.*9?7.aU..&.]1%.2u.G.......E. k.. j1.}J. WL L] JAFQ.RT.".7.T...u.0....+.6._..5.W. .

.7C. ..M...aql4E.O8v...Mq.+@.[. ...... AN WL BM..(qt...p3.w.qT!.X3z.p.s>k. AL
.r.dMt.BSu..X0..%.....cq...0...3(. {.IR.y+#..&..

't.._F.{~0.Q..C...s..V.U.U<m*..@..KF..9B Y,.8.G...D_.._L.hU3.... X8 .K..? ......
}Qz.x...[e..Pw.....kv.$ .z . ice=.v.lLA&d.X..03....P...&tV.7.....

C:\MSOCache\All Users\{90160000-0016-0409-0000-0000000FF1CE}-C\Setup.xmL.NB65 (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ll.exe
data

dropped

3016

7.928172453033418

false

0C8B9D07909BAE3D77E9D12BFFFF98EF
203DBD7D6100018A598A5A05FE60F978E8D41917
36FACAF9577D14697A24BDEGE939241AB9BICBI666CAEAB26C5A757829EBF82A

28C0B4F373F51E4CEEF16CC34B110012A8062D68AEB91C8EBESC061E86DC0O00BFBC3FFBDI4E9FEESBDELIESBC251BC8E26DA2D47D712C7FD467782C9CBIAE
20F7

false

0.2 =P.<{.a... 6g.h......,./'3,.c;;0....SM4R.q..J.s.."..-\ALjU; .} T.. 4.
L9v2.Z. £ MDD 7.d. . NW..8M.5.~X..1-.....&V.U]ILW.H_.. . .
V.&.*9?.aU..&|1%.zu.G......E. k.. j.L. LI WL L]LJAFQ.RT."7.T...u.0....+.6._..s.W...2...F.s. WrB.#W..M9. k.y. ..2..F[c..tm.[.eO..... TK...K.@cD.j.VQ.C#..}..N
.7C. ..M...aql4E.O8v...Mq.+@.|. n..W;..BM..(qt...p3.w.qT!.X3z.p.s>k. "L X.[39.2 .c.Z.a.P.Bf..e. *X.W%-+d. 9.q..
P.C.....9.Ip0O.Y.0..%.VE[...Y..Z.....r.d"t.BSu..X0..%.....cq...0...3(. {.|IR.y+#..&.......8..E.a.M k.......... e-.Pp..0.H..q...C....~y oY k...#mQo%..LA....... Ul A..qgltk...

C:\MSOCache\All Users\{90160000-0018-0409-0000-0000000FF1CE}-C\PowerPointMUIl.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ll.exe
data

dropped

2195

7.899572808020685

false

87BFAC272B91FOE5A0FOEFF99DB5CEDG
498AB27D3104DD1CD0OF93D32F04ABCA8DC732D8E
9DCBEOF552357FF7566641BFAE1AEC879CAE2FC068913E9111F97D6B2DDD90B3

E76B26E6E743B5FEBADDEBA3298A858FB38C763F5E5DAS6E97EE499F43DCA314386A0C92902101329C812398F6CDFE271F67761DA4AD074D4F5B9ADI505A8C
D

false

C:\MSOCache\All Users\{90160000-0018-0409-0000-0000000FF1CE}-C\PowerPointMUIl.xmL.NB65 (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Users\user\Desktop\ll.exe
data

dropped

2195

7.899572808020685

false

87BFAC272B91FOE5AOFOEFF99DB5CEDG
498AB27D3104DD1CDOF93D32F04ABCA8SDC732D8E
9DCBEOF552357FF7566641BFAE1AEC879CAE2FC068913E9111F97D6B2DDD90B3
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SHA-512: E76B26E6E743B5FEBADDEBA3298A858FB38C763F5ESDAS6E97EE499F43DCA314386A0C92902101329C812398F6CDFE271F67761DA4AD074D4F5BOAD9505A8C

D
Malicious: false
Preview: 9..~M..LY.Y.E6..c..R.....NN/.G..v .qgm.&z.M.-#I.C._..L}..M.Mf..t........E.<.... WL.Gr@..... "4@.._.....aghofo.7.b[&#3...M1x"A...2...."..P..Q.".p...],..Y.. .1...3...0.3@.w.

C:\MSOCache\All Users\{90160000-0018-0409-0000-0000000FFICE}-C\PptLR.cab [ €

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 6310660

Entropy (8bit):  7.999936242488887

Encrypted: true

SSDEEP:

MD5: 10DD39DE37D487BE6C0831326BC837A9

SHAL: 2D5E656B007569DF1A10C63257234789D4D22720

SHA-256: E72A7412BE7DFCA01A30671CE339D8A075F6069985A3AFCD3BF614CE3C7335CB

SHA-512: 16307F4329C05DE1D5761EC11D13332DE9A12EC2B14C79DBOFB875A9D18B35830C0B471A053B8D65357F7A41C4226F5565124AEC39E59C891787DC04E38364C

Malicious: true

Preview: P..1+."7H1.{...=E.y.}..K.(.4+SO...~"). g....V........ X.D...#=..3.p.pQ5.....b 0..fQ...) .0.Z. K#T..e0....
.m{kb.t.G.ar....0..V4...,..Gi...mD. .2.2LE.|. ... }P-q.i../..$.I.$Rg.&F..K b.18hM.e.L9"M...K.g.....p...Wi.3.Id....C.D.. A LE7..@.RI7.TU...4L... ...+
$..CmJ.sNU.x...2...;...0...4....0..u.2"W.B.(.....t 7.>F.].RB....M!Q..=.Y....K.D.r.6/...%.[.n.#2..2y. TO.MY.G..._.K.cW..E.SA.AHU......f'-.gsJY......... L G.6.Bu..
e X &V Uyul3tH20 v.-cm....tLo9S..W.... .v9.7gD..s. k....cW......,.}D.2..jd......N.q...$....Q..X.+#v..=.=B.k\.xayB..ie.,.9U.R.X...VFQ.9.%.._.r.P.8..0..X..Dy.#.\....U
LOX Ve Z.V....).s...G.).U.....]...i..6..TsOnr. {W.L....m.JY..._2f.2\r.V.../;.2....=~.G..hx.Q.DvL...-....0.g..".Y...........c..Z.y..Z.R1U........ 9..(.h&.q.n}.

C:\MSOCache\All Users\{90160000-0018-0409-0000-0000000FF1CE}-C\PptLR.cab.NB65 (copy) E @

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 6310660

Entropy (8bit):  7.999936242488887

Encrypted: true

SSDEEP:

MD5: 10DD39DE37D487BE6C0831326BC837A9

SHA1L: 2D5E656B007569DF1A10C63257234789D4D22720

SHA-256: E72A7412BE7DFCA01A30671CE339D8A075F6069985A3AFCD3BF614CE3C7335CB

SHA-512: 16307F4329C05DE1D5761EC11D13332DE9A12EC2B14C79DBOFB875A9D18B35830C0B471A053B8D65357F7A41C4226F5565124AEC39E59C891787DC04E38364C

Malicious: true

Preview: P..1+. " 7TH1.{...=E.y.}..K.(.#S0..~"). g.... Voo X.D. #2..3.0.pQ5.... b~ o~ XV.OE<. To DAL 7.0 (S &< NUXLBLYLLDUL.....0..Q...) .0.Z..K#T..€0....
m{kb.t.G.ar...0..V4...,.Gi...mD. .2.?2LE|. ..., }P-qi../[..$.Ir.$.Rg&F..K b.18hM.e. L9"M...K.g......p...Wi.3..Id....C.D.. A.E7..@.RIr.7.TU...AL..." ... +.
$..CmJ.sNU.x...2...;...0...4....0..u.2"W.B.(.....t. 7.>F..].RB....M!Q..=.Y....K.D.r.6/...%.[.n.#2. y. TO.mY.G..._.K.c.W..E..SA.LAHU......f"-.gsJY.......... Lo G.6.Bu..
e X &VLULYULBHH2. V.-CM....1.09S..W.... v9.7gD..s.K....cW......,.[}D.2. jd.....N.q...$....Q..X.+#v..=.=B.K\.xayB.ie.,.9U.R X...VFQ.9.%.._.r.P.8..0..X..Dy.#\....U
ISR VA S Z..V....).5...G]).U....|..i..6...TsOnr. {W.L....m.JY..._2f2\r.V../;.2....=~.G..hx.Q.DVL...-....0.g.." Y ..........C.Z..y.Z.R1U....... 9..(h&.q.n}.

C:\MSOCache\All Users\{90160000-0018-0409-0000-0000000FF1CE}-C\R3ADM3.txt

Process: C:\Users\user\Desktop\ll.exe

File Type: ASCII text, with CRLF, LF line terminators
Category: dropped

Size (bytes): 1290

Entropy (8bit):  4.607071403570347

Encrypted: false

SSDEEP:

MD5: FADBOF250D20EF2F614C4AB5D5D3ABOF

SHAL: 41E8255C91A40A8E832A8AC05747C9A579F55D07

SHA-256: 2CD73F11DA515955B62A930CA4DEFDE9CCB5230B8F5809E3C304EF854604EDA3

SHA-512: E97F4B069ACB91C332BDDCA5C4314CBE6GCC79C37E93CBB3F4D8B37544B49C2868E23B603FE4563A8961616F137CF646153A82F387D9C55CF8191108E86CF13¢
Malicious: false
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Preview:

NN T R R N T R W I (R R N T N A AN A A___/..By now it's probably painfully

apparent that your environment has..been infected with ransomware. You can thank Conti for that.....\We've modified the code in a way that will prevent you from
decrypting..it with their decryptor.....We've exfiltrated a significant amount of data including private emails,..financial information, contacts, etc.....Now, if you wish to conta
ct us in order to save your files from permanent..encryption you can do so by emailing network_battalion_0065@riseup.net.....You have 3 days to establish contact.
Failing to do so will result in..that data remaining permenantly encrypted.....While we have very little sympathy for the situation you find yourselves..in right now, we will ho
nor our agreement to restore your files across..the affected environment once contact is established and payment is made

C:\MSOCache\All Users\{90160000-0018-0409-0000-0000000FF1CE}-C\Setup.xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ll.exe
data

dropped

2606

7.928153217892484

false

945809FB9D24BAD69C6837111FA9AS5B
4357063DEFF4DF7581C4A148428285DC4FF16506
D41A08BCOA27A45E76A2236DAA75640D3EDE93602841A038959DFB31CF3741C1

1D1C60CC4C0857BBFB6CB98270CD56A7B1C316F80BB2F4F84268E18D5894402183E83B2872729998D8AE3D77635B3C7615D201B91AESDSESB5D1EDA545CD0OC
8

false

c..-..M$.s...g....]...G.....TNcTDu.."=..=.>..zVb..pa=rh*..,.v.....C.z...R.._XbJO.UN>>.&...,.8....Z....._.Cc..9y.P........ PM.#-\.+..ndu...u..B.v....._EIEi.1.S.G..-.."47...a.sJ&l.
(-=S\........ IXPF...3}..P.".@.,.{z.q...M.7.BN....ZZ.0 Il.t.C.~s..Pr...B............ U....... 6.R3U....P.@.Y.0.7.d.7.Bc]lim....a>j...;..w..qa.N.m."...T%\....pe.....+..Q..5..+\2.$...R.
\b...X....*.g.k..b..d....T.S...i....Jh<.N.0".|.).9..|.D’$....(M'8.X.7iIK.p.. +........ LAY kL&~ C Vo we L WL 4IG kL T..cili.... o}.cP..a}..l.w.G..
{0.55.m..rL..,?Sr....Cw*}~...r1|.P.....m.//.~W.0,}n.IWZ...sJ.]O.#0.K51..u.QL|?..uL.6..4R...?A..T.u8..]..f. TO.2.4.1E...8..1.b. ™. . X.9.L...ry9.$......." .| K.D.,?X-....3}.
n0.G.2.2.m..U...&AF(...n.}T<UGI*0..5K.l.S..@..i.?-Z...-._...1w.A}..%.a.....<.Dgk.z.~.\Di..z.....Pd.."R...(w+.m..O....C4.....W.e. X.....L..?Y..pe. lJJ.R..Et.PR..fLp..m...Z.33..>.

C:\MSOCache\All Users\{90160000-0018-0409-0000-0000000FF1CE}-C\Setup.xml.NB65 (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ll.exe
data

dropped

2606

7.928153217892484

false

945809FB9D24BAD69C6837111FA9AS5B
4357063DEFF4ADF7581C4A148428285DC4FF16506
D41A08BCOA27A45E76A2236DAA75640D3EDE93602841A038959DFB31CF3741C1

1D1C60CC4C0857BBFB6CB98270CD56A7B1C316F80BB2F4F84268E18D5894402183E83B2872729998D8AE3D77635B3C7615D201B91AE9D8ESB5D1EDA545CDOC
8

false

c.~..M$.s....q.....]...G......TNCTDu.."=..=.>..zVb..pMa=rh*..,.v.....C.z....R.._XbJO.UN>> &...,.8.....Z....._.C..9y..P......... PM.#-\.+.ndu...u..B.v....._EIEi.1.S.G..-.."47...a.5J&l.
~=S\... /XPF...3}.P.".@.,.{z.q...M.7.BN....ZZ.0 .!.1.C.~s..Pr....B. .U......6.R3U....P.@.Y.0.7.d.7.Bc]im....a>j...;..w..qa.N.m."...T%\....pe.....+.Q..5..+\2.%..R.
\b...X....*g.k.b.d..T.S...i....dh<.N.0".[.).9..|.D"$...(M'8.X.7iIK.p..+..... \. =Y. ¥ -k & ~.CV_we L W _AIG LTl o}.cP..a}..l.w.G..
{0.55.m..rL..,?Sr....Cw*}~..rr|.P.....m./J[.~W.0,}n.IWZ...sJ.]JO.#0.K5..u.Ql.|?..ul.6..4R...?A...T.u8..]. £. TO.2.4.1E...8..1.b.™* X 9.L...ry9.$......".|"K.D.,?X-....3}.
n0.G.2.2.m..U..&AF(...h.}T<UGI*0..5K..S..@..i.?-Z...-._....1w.A}..%.a.....<.Dgk.z.~\Di..z.....Pd.."R...(w+.m..O....C4......W.e.x.......?Y..pe.lJJ.R..Et.PR..fLp..m...Z.33..>.

C:\MSOCache\All Users\{90160000-0019-0409-0000-0000000FF1CE}-C\PubLR.cab B @

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\ll.exe
data

dropped

3562181
7.999378478377738

true

1BD64E78490D3E51C922D3E3087C82D3
B498C6D4A5FES0C59D601700EC6EB8FCD2546AB20
466B35C1084F8D6A315543D2BCCA32B6FICCEBSEASE12C32968F565E9D8B549D

1EF1B05720A95D958F0EC51828D8348A98954C137FE3FE8B6809DBA501CCAEBBBBO9AC353AA2244188757E9A32D69FBD655234F05271E3C606ADB66A64A193A
8

true
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Preview: .0...%.."\..@P*M.?.ed.L.@.... .8ZN......... Ao y.".D.[x..3.D.L.T6]. A, . t.%E"&...Q.....~54L-.....+y.3FP.+..... -.G.m.".@..]"..l.. l......g.m..y.J~....... <@N..Z...N....
ANLBub.ol L)L~y fLLISBLLVLLIZ VeV 2L G TY8 (.. 2. K 151 7G0... 3. +9h.mL TOM & . X...... Y& X [NEL L L H 3.2_].COLY...
.a-s...).?.Vl.Ka.i\J..2p .Z...!,...".v;;.h..p...&@..".(._.8...3..u.y.Kd..4..m....bW...R.$..Ot........ U.....6.I"G..%G....E....-. 9tq...&....q.uS]r. 2. #. L& Y. .iYT....* [.s"Cx L AE.
(..S?V.8.R.Q.yP.)..[....f.r.1.2:.G...($...]14@...-~X.... }yzB....G....q.F.il.N.L_[r.{.>..#bQG..........0...2& H....9]...... .2 {..sY..B......$...U.4L.3q....X]...'"P?0...SDe!8
&..<1&..C...3....K)?1*@...E"...4..0.v4.ME-..&..y..U-L.VvG...q....3@.IN."e...7..(c.o00.. 1.z2...#M._N...le.b.3..V.w..F..dC/P..Y..2..V..<.9]

C:\MSOCache\All Users\{90160000-0019-0409-0000-0000000FF1CE}-C\PubLR.cab.NB65 (copy) B @

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 3562181

Entropy (8bit):  7.999378478377738

Encrypted: true

SSDEEP:

MD5: 1BD64E78490D3E51C922D3E3087C82D3

SHAL: B498C6D45FE50C59D601700EC6EBBFCD2546AB20

SHA-256: 466B35C1084F8D6A315543D2BCCA32B6F9CCEBSEASE12C32968F565E9D8B549D

SHA-512: 1EF1B05720A95D958F0EC51828D8348A98954C137FE3FESB6809DBA501CCAEBBBBI9AC353AA2244188757E9A32D69FBD655234F05271E3C606ADB66A64A193A
8

Malicious: true

Preview: .0...%.. " @P*M ?.ed.L.@.... .8ZN......... Ao y.".D.[x..3.D.L.T6]. A..Lt%E"&....Q.....~54L-....+y.3FP.+. ... -.CG.m.".@..]"..l..'L.......g.m...y.J~....... <@N..Z...N...
ALBottbool[) L ~8y fLLISBLLVLL Y ZveeV 2L Gl T Y8, (.- 2.K . 1>} 7G0... 3. +9h.m.TOMN & XY & X [l HLLLLB3.2 ). COLY ..
a-s..).2.VLKai\..2p .Z...1,.. v h.p..&@..".(_8..3..u.y.Kd..4.Mm...bW..R $..0t........U......6I"G..%G....E...-.O(...&....QuUS].. 2. ... [ L&Y ... YT [.8"C* A A E..
(...S?V..8.R.Q.YP.).[...f.1.12:G...(3...]4@...-~X....}yZB....G....Q.F.il.N.L_[r{.>...#bQG.........0...2&.H.....9]...... .2{.SY..B.....$..U.4L.3q....XI...'P?0...SDe!8
&..<1&...C...3....K)?1*@...E"...4...0..v4.ME-..&..y..U-1.vG...q...3@.IN."e...7 (... 1.z2..#M._/V...le.b..3.V.w..F..dC/P..Y..2...V..<.9]

C:\MSOCache\All Users\{90160000-0019-0409-0000-0000000FF1CE}-C\PublisherMUlL.xml

Process: C:\Users\user\Desktop\ll.exe

File Type: data

Category: dropped

Size (bytes): 2196

Entropy (8bit):  7.907341904973455

Encrypted: false

SSDEEP:

MD5: 9E4267006FC8F7CDOECB315B9A85B3F3

SHA1L: 44EFC1322721949EA9E12501A79321F5E8421EE9

SHA-256: 703FOAB0EA9B859B9A2266756841E61BCBDB1E56BBODBODD778E71B449EE74BD

SHA-512: TE47CA20545F44C5DFDEG6F72BD9D778D576F81C38ED877E21788BAF61AB1653474D674064C3530C5243FDE002775A7F3C4C4EAS5CO1E31E343006DA50D0089CE

Malicious: false

Preview: 2.0 & ¥ BAUR oo O.Rua m.£.3d..f....Y..F.Z.M.iE..%.....h.@....C.m.E}.....Z.....b....I.+..(U.bU..g.(..q.....L..Q.2.7...0.M.WHO....2... *...6.a6e..>.K/~.R....4..
Wh.n.h..-a}..0.t.w.]}~.@>G."A7he....+.. 5.".1..00.xK.....e.. *yV:.. fHD.&..0.... )X.f..M....l...&3.3.Pp..$.C..D(p.|.....h*..f.&W..X. #...<...WC.R.GNV_a......3...K....]
N Uas. Qo M.s. KNLK. Koo P M X ~he s HLP-C WS d U GO, | LB B2 WL 72X 5OVHLY 4T...O...0 . W, " GP........=.%bs...#...0. 5D.

UsS...... Z..5.[.$P.qwO[.x?.2,*....LL.K...7.W...~r.9.....s.?EA]..p....M..f%s...3.Ky.DVE.rQ....W%.../...*...BG...y9..t...4p.V.W. ]& _..%..3. 8.R.....Z..aN...Q..&....-Q...+4
)#...._wm.B.5s.A.7]... jx#w_\.W..M.3WI........ N y.en.>i.5.@..S..x_.8>. . T.x.\x..7v.P.+.S.....w([..~.B4.Rm.Z][y..P...b..0>

C:\MSOCache\All Users\{90160000-0019-0409-0000-0000000FF1CE}-C\PublisherMUI.xmL.NB65 (copy)

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 2196

Entropy (8bit):  7.907341904973455

Encrypted: false

SSDEEP:

MD5: 9E4267006FC8F7CDOECB315B9A85B3F3

SHAL: 44EFC1322721949EA9E12501A79321F5E8421EE9

SHA-256: 703F0AB0EA9B859B9A2266756841E61BCBDB1E56BBODBODD778E71B449EE74BD

SHA-512: 7TE47CA20545F44C5DFDEGF72BD9D778D576F81C38ED877E21788BAF61AB1653474D674064C3530C5243FDE002775A7F3C4C4EA5C01E31E343006DA50D0089CE
Malicious: false

Preview: 2.0_...&.. r.+.(u.bU.g.(..g....L.Q.2.7...0.M..wHO....2....*...6.a6e..> . K/~..R.....4..

Wh.n.h..-a}..o.t.w.]].}~;@>G."A7he....+.. 5.".1..00..xK......e... *yV. 1...&3.3.Pp..$.C..D(p.|.....h*.f..&w.. X. #....<..Wc.R.GN"V_.a......3...k..
.Uas..Q.._.M.s..kn.K. k.. p.ll.Mx.....~h.......H}P-".W5.."..d.l...c....0......|...L5. E.2.W/...7?2x**OVh.y #.r...0...0.j.a..w.."..GP........=.%bs...#...0."5D.
..... Z..5.[..$P.q.wO[.x?.2,.*. r.9.....s.?EA]..p....M..f%s...3.Ky.DVE.rQ....W%... BG...y9.t...4p.V.W.]& _..%...3. 8.R....Z..aN...Q..&....-g...+4
)#...._wm.B.5s.A.7]... jx#w_\.W..M.3WI........ N y..en.>i..5..@..S.x._...8>. . T.x.\x..7v.P.+S. ....w([...~..B4.Rm.Z].[y...P...b..0>
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C:\MSOCache\All Users\{90160000-0019-0409-0000-0000000FF1CE}-C\R3ADM3.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\ll.exe

ASCII text, with CRLF, LF line terminators
dropped

1290

4.607071403570347

false

FADBOF250D20EF2F614C4AB5D5D3ABOF

41E8255C91A40A8EB32A8AC05747C9A579F55D07

2CD73F11DA515955B62A930CA4DEFDEICCB5230B8F5809E3C304EF854604EDA3
E97F4B069ACB91C332BDDCA5C4314CBE6CC79C37E93CBB3F4D8B37544B49C2868E23B603FE4563A8961616F137CF646153A82F387D9C55CF8191108E86CF13¢
false

NN T P R N T R P [ R R T N A A A A___/..By now it's probably painfully

apparent that your environment has..been infected with ransomware. You can thank Conti for that.....\We've modified the code in a way that will prevent you from
decrypting..it with their decryptor.....We've exfiltrated a significant amount of data including private emails,..financial information, contacts, etc.....Now, if you wish to conta
ct us in order to save your files from permanent..encryption you can do so by emailing network_battalion_0065@riseup.net.....You have 3 days to establish contact.
Failing to do so will result in..that data remaining permenantly encrypted.....While we have very little sympathy for the situation you find yourselves..in right now, we will ho
nor our agreement to restore your files across..the affected environment once contact is established and payment is made

C:\MSOCache\All Users\{90160000-0019-0409-0000-0000000FF1CE}-C\Setup.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ll.exe
data

dropped

2329

7.907397051258632

false

15AD3801DODEFCFF43C61847842935CB
2E7C9E0167CCCE9E8B0BF2D755666F22142F55C34
DA57BE9739F221664DE120209C30F4CFDE6GAC67319341CF570AF38D0D8131744

4BD6B35BA4AAD24CF79CECEDC71F5AB2271AB65690BEE201B810C24AE605830DA60BOA9A07D1A03DEO9BC8557B6B3CAA2ADOF732E6ECD373029375B9D94B
A3C2

false

Altwxp Mgl Sk 6.6 >N Koo Tmo.K..[..(.(NM.j-1."n%..I........ o X..q.x.E1...0t.u}.0....(..O
6..tD.hf)... .f4Q.LT.....N.W;..Q...c.e...=H~..... ?.C.....QQ0.1.&. ...jD.=q=9...[ X.....@.{=..u{.c.t8..hL. TV A.n..R.>0.....\ X..&s.6hx.K.(.H.x..."2.V.Lb.S.\...4. _...d<.U.9...
&b...7.R. ..e..4".4..9M?&]...;.|Sc...E#Vc.[..=....<.9.e..b..8DUT;l..&0C..$...=...'B.2..E.Drcm..Q..w.0....._jv...W..zM.+..l....Q

C:\MSOCache\All Users\{90160000-0019-0409-0000-0000000FF1CE}-C\Setup.xmL.NB65 (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ll.exe
data

dropped

2329

7.907397051258632

false

15AD3801DODEFCFF43C61847842935CB
2E7C9E0167CCCE9E80BF2D755666F22142F55C34
DAS7BE9739F221664DE120209C30F4CFDE6GAC67319341CF570AF38D0D8131744

4BD6B35BA4AAD24CF79CECEDC71F5AB2271AB65690BEE201B810C24AE605830DA60BOA9A07D1A03DEOIBC8557B6B3CAA2ADOF732E6ECD373029375B9D94B
A3C2

false
e B ELRL909. T ZX L)L A N....F.@O.....N..Y.t3.J..;n.].E.Xh..Rzb..Ne....Z..N.).[f.9.h8"..y4.$%..|..0J..].h....p.....8..L..R}......... 8d5...1h..DU..X..C....... S..
" JF AK..v.W._ #Jv.Ux....e.(..Z.....1zHo....-...... w..C*#.w/D.)&>......0..y...T.3..i..$..0......0....yJ..SuP~0d.X.4. #.10..L.\nPht.q..6t....X.|.)..D..e.\.....9(........
e.n3ve 4 1=%d. [ owxp ML > geel) L SK BN Kevovonn Tmo.K..[...NM.j-1.'n%..I........ foe X..q.x.E1...Ot.u}.0.....(..O

6...tD.hf)....".f.4Q.L.T.....N.W;...Q..".c.e....
&b..7.R. .e..4".4. 9M?&|...;.|Sc....E.#Vc.

..... ?..C.....Q0.1.&. ....[D.=q=9...[ X.....@..{=..u{.c..t8..hL. TV .n.R.>0.....\. X..&s.6hx.K.(.H.x...."2.V.l.b.S.\....4._....d<..U.9...
....<.9.e..b...8DUT;I...&0C..$...=...'B.2..E.Drcm..Q...w.0....._jv...W..zM.+..1....Q

C:\MSOCache\ALll Users\{90160000-001A-0409-0000-0000000FF1CE}-C\OutlkLR.cab B @

Process:

File Type:

C:\Users\user\Desktop\ll.exe

data
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Category: dropped
Size (bytes): 4009719

Entropy (8bit):  7.999800682530956

Encrypted: true

SSDEEP:

MDS5: 66CA5D08DB8423E52645A3F492FA61AB

SHAL: 68917C18C3B6B4E07C1BBAD26865216844791D3B

SHA-256: ABO5E852A76889D336A09645F4631996DB52EC09F5BD4912846A7128433832C7

SHA-512: 61608624158B52CF4763E623FE4C1C38866FE24A732BB1ES9FD62673B7B4D7F9213D89481E427858C429C318D51C21A419CF2061B171E79A26D00DF6CE40CCE]
Malicious: true

"BF{T{.)j.g..F. 5.;.P.\..\B$....0....3"L..L.ypc..n
OA.Y..[..M.h.Z.x..%F.9.(....1....3F...q.{*s.Ul.. kL.

Preview:

C:\MSOCache\All Users\{90160000-001A-0409-0000-0000000FF1CE}-C\OutlkLR.cab.NB65 (copy) B @

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 4009719

Entropy (8bit):  7.999800682530956

Encrypted: true

SSDEEP:

MD5: 66CA5D08DB8423E52645A3F492FA61AB

SHA1L: 68917C18C3B6B4E07C1BBAD26865216844791D3B

SHA-256: A605E852A76889D336A09645F4631996DB52EC09F5BD4912846A7128433832C7

SHA-512: 61608624158B52CF4763E623FE4C1C38866FE24A732BB1ES59FD62673B7B4D7F9213D89481E427858C429C318D51C21A419CF2061B171E79A26D00DF6CE40CCE]
Malicious: true

Preview: -..&.N..0.gnn...0.Q.G.@(N.a...{.C...v.W.1..,....Lk}..W....9.e.d..i..&8..J .9..G9.@..=_?..>3i*Ipf 3M..Lypc..n

Slg"Rm....[.T...2..g.p.U..e....N...sa.<i.Q.wJ4rA. LULRp.LLA)LLBLLLE*Q..LdD......8.5.00.y8 A....3Fgu R s ULLKIL
s..h.%....)*Qw..L.@.8t...%.3......U...>?K..B....3..c[....E>\..&n....@ .K.)..R.2.IPK..C.AeVv...w"....#G ,NE}N...>. . Tiv=AN{q...HMK...4.E..h.r.0.d1x...
\>e... KLE{...\$}Yr%n...+. \a.,....Q..|. Z. K..jW.#].c.Z.m3k..2n....B.$V..(j..aA. #Y.j.R..DI=.z...Yb...9.....$...2.|&Un.c= CN.Y.0.,.*.[.1.E..1.t..S..@X........ $.
%YnPe.)..af7.U..M#(...X.C&..V.....a..pl...W!&.. ,i&Y. X..UgE..]A.go.V...". K WA>R..h..[G.h(;.AuG.6..H......n.W.F.IB..Y.. ]M.f.XQ.<4

C:\MSOCache\All Users\{90160000-001A-0409-0000-0000000FF1CE}-C\OutlookMUlLxml

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 3371

Entropy (8bit):  7.944261601820058

Encrypted: false

SSDEEP:

MD5: DA317A1239F1167F74DOACD2957D706B

SHA1L: 7512CEA8DDD6BE849EBB7DDF163CBD7D77FB7580

SHA-256: CO02CFB1CFB74ED52FA4E1D5F919578D3B7D32EEB7438631FA00B6B7664250881

SHA-512: 00764FOBA9C59D6834E5BEBAFS5B11EFA87E639E42243D555722635FEA9BF219E7E2EEA30F0061F329185DC58CF78CE137224287A237A596DF0F1DB4BC8ABC40
B

Malicious: false

Preview: LL,>pS<). Gl AMWLEWs{.m=]BC..U.a 0. [0 V.>J. TG, ~b...Nz..w ..]./.%..d..VR)Ir|,..Z..@IY...... oX*+. X" #K\....NP......}-. .c....AlL...L.|:

=0 MLL&8 4L =S LUAKL9pLBLE? AL .G VA L((..G.0.XU JSWe{LLYeVop%.r. We.oy.= . {|h..g.ec.Zr|.~0\.99.G....nk.....+~" .z .- #.. (... 7.0%.].J.
t@...;..0.k....*D3K.y..y... .['Cl.m.....[..#.[.L.yD....... [.7u..5C..+.W.".6.0...4...0)]. X.&\pz...F..<9#..nS.E.+<_.j]..pW..%&....H..GE'a.K..mK..c.|..s...... W./.....c.9........2.Zn;.
O....\.L.hB#4.*#6....d..J....STe.rA..i..4..70.9.....%i..E.\..u.{M....HE" "q. . \...Ad.x.IW...l.&L...Z.~.9...M. .v.$.&...Z.h.v.e..DA..(.sQ[.LLgC"..

T 4..%..0..M...0..TF...G.dS+.7..../Kg......... AdoU...i...

C:\MSOCache\All Users\{90160000-001A-0409-0000-0000000FF1CE}-C\OutlookMUI.xmL.NB65 (copy)

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 3371

Entropy (8bit): 7.944261601820058
Encrypted: false
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SSDEEP:

MDS5: DA317A1239F1167F74DOACD2957D706B

SHA1L: 7512CEA8DDD6BE849EBB7DDF163CBD7D77FB7580

SHA-256: C02CFB1CFB74ED52FA4E1D5F919578D3B7D32EEB7438631FA00B6B 7664250881

SHA-512: 00764FOBA9C59D6834E5BESAF5B11EFA87E639E42243D555722635FEAIBF219E7E2EEA30F0061F329185DC58CF78CE137224287A237A596DFOF1DB4BC8ABC40
B

Malicious: false

Preview: L, >pS<). Gl A MWLEWs{..m.=]BC...U.a\.O...[0 V.>J.... " TG ~b...Nz..w ..].1%.d..VR)Ir|,..Z..@IY...... oX*+. X" #K\....NP.....}-. .c..;.AL...L..|:
=g M &84 =S L AKL9.p. BlLE? L AL.M.GLLVAL((1L.G.0XU........... 'W.{."Yc.V._...p%.r.W....0y.=.J...{|h..g.ec.Zr|.~0\.99.G....nk.....+~" z..- . #..(....7.0%..|..J.
t@...;..0.k...*D3K.y..y... .['Cl.m.....[... #.[.L.yD....... [.7u..5C..+.W.".6.0...4...))j.X.&\pz...F..<9#..nS.E.+<..j].. pW..%&....H..GE'a.K..mK..c.|..s......W.[.....c.9........2.Zn;.

O...\.l..hB#4. *#6...d.J....STeTA.i.4..0.9.....%i. .E.\.u{M.... HE"q.\... . Ad X AW, &L 20~ 9. M. V8. & Z N e D'AL..(SQL...LLgC ......
......... 4..9%.0..M...0..TF....G.dS+.7.../Kg........A40U...i..(\aV...6t....5..l..i. j.=nZ.."...9"...06...).)i..Jb.6}.R..."....6.6A.0La..

C:\MSOCache\All Users\{90160000-001A-0409-0000-0000000FF1CE}-C\R3ADM3.txt

Process: C:\Users\user\Desktop\ll.exe

File Type: ASCII text, with CRLF, LF line terminators
Category: dropped

Size (bytes): 1290

Entropy (8bit):  4.607071403570347

Encrypted: false

SSDEEP:

MDS5: FADBOF250D20EF2F614C4AB5D5D3ABOF

SHAL: 41E8255C91A40A8EB32A8AC05747C9A579F55D07

SHA-256: 2CD73F11DA515955B62A930CA4DEFDEICCB5230B8F5809E3C304EF854604EDA3

SHA-512: E97F4B069ACB91C332BDDCA5C4314CBE6CC79C37E93CBB3F4D8B37544B49C2868E23B603FE4563A8961616F137CF646153A82F387D9C55CF8191108E86CF13¢
Malicious: false

Preview: o NI NV I N T N N N N NI A A [...By now it's probably painfully

apparent that your environment has..been infected with ransomware. You can thank Conti for that.....We've modified the code in a way that will prevent you from
decrypting..it with their decryptor.....We've exfiltrated a significant amount of data including private emails,..financial information, contacts, etc.....Now, if you wish to conta
ct us in order to save your files from permanent..encryption you can do so by emailing network_battalion_0065@riseup.net.....You have 3 days to establish contact.
Failing to do so will result in..that data remaining permenantly encrypted.....While we have very little sympathy for the situation you find yourselves..in right now, we will ho
nor our agreement to restore your files across..the affected environment once contact is established and payment is made

C:\MSOCache\All Users\{90160000-001A-0409-0000-0000000FF1CE}-C\Setup.xml

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 4404

Entropy (8bit):  7.960475943997951

Encrypted: false

SSDEEP:

MD5: 9F11D17F057220884BB2CFAB8D32841C

SHA1L: E66DFFCCC161218FC7E77912CECE2C944532EFCA

SHA-256: 8BD54006D24F265F9A92B2DDD3E3631CB473C8660512F97B60C48C3D37D64DDE

SHA-512: 152ED408A3D3868A48597E97B4A65EESDD8894BD7D30FA79DCD6D579E79D77229395DB9ES08415F51171E0C63B32B186E9D1DF732DCOF63772BF055D6D220A4

Malicious: false

Preview: e~ K Qo] BP.KLYE92.b.1D.".5.Q.... }#..p6..Z..4t.950.. V.J.. | .2, fic 4o HAL2 WL 4. QN oo &EN. G C. ). |O.R.W.*Eh. ZEY .h.9.
Y 60 Y K X220, W @1.0... JW(PV......&.}.0... *g....{.....LAN[.ve 29 Loorrr . QI3X L] W 0N, Ba#Y,... ). ... 5....G.....YC..AL)....

.3.gw:&%.f&.Ze..G2........ 0.]B..T...0..0.%...B$..F.A..S..0......$....+)G)e....._..-J.IE....vg.. o..uH.M..$.k.l.[w.al[...d.{G.3u.G..R..[.E...y..2.)Q..6.2pN......F.#. .
FnMi')..ce;v.0n@c...}}0.0.0.. H\F?.._.&.Aa..e.

f~..%

M..3....DQ.." . L[{}...a. JR.SZ4.Kq..;

aFFE2X.J...-.q(9..w/D.d5.<.c.Xj...IB.

C:\MSOCache\All Users\{90160000-001A-0409-0000-0000000FF1CE}-C\Setup.xmL.NB65 (copy)

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 4404

Entropy (8bit): 7.960475943997951

Encrypted: false

SSDEEP:

MD5: 9F11D17F057220884BB2CFAB8D32841C

SHAL: E66DFFCCC161218FC7E77912CECE2C944532EFCA

SHA-256: 8BD54006D24F265F9A92B2DDD3E3631CB473C8660512F97B60C48C3D37D64DDE
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SHA-512: 152ED408A3D3868A48597E97B4A65EESDD8894BD7D30FA79DCD6ED579E79D77229395DBYE5S08415F51171E0C63B32B186E9D1DF732DCOF63772BF055D6D220A/

Malicious: false

Preview: LG~ <.K.Q...... I..Bp.K.Yi..9z.b..L.b.".s.Q....}.+..p6..Z..4t.950...V.J...]. T.2........S.|i.. e - . HL2Z W& > #..QN[. ... &Eljl...;\}G.;c./]....|0.R.w.*f.h..zEY..h.9.
Y ".g6./...9..-_Y..K....xz2>0..w".@i.0...J. W(Pv....... &}.0..*g...{..FAN.ve.= H.L 90 Qi.3X..r.].n;.....w..0.n. ..Ba#y,...}...[... 5...qG}....YC.A.)....
.3.gw:&%.f&.Ze..G2........ 0.]B..T...0..0.%...B$...F.A..S..0......%...+)G)e....._..-J./E...vg...w......0...uH..M...$.'’k..l.[w.a[......d.{.G..3u.G...R...[.E...y..z.)Q..6.2pN....... .LF.#. .

My F.t}.%....v..c.Ca.1.@.v.0..N..:V.>Gt...{

}o.M.3..DQ L L{ ) a R sZ#. . Ka.i;
aFFE2X.J...-.q(9..w/D.d5.<.c.xj...IB."..

AnMi']...;e;v..0n@c...}.}M..0.9.. H\F?.._.& Aa..e.
f~..%

C:\MSOCache\All Users\{90160000-001B-0409-0000-0000000FF1CE}-C\R3ADM3.txt

Process: C:\Users\user\Desktop\ll.exe

File Type: ASCII text, with CRLF, LF line terminators
Category: dropped

Size (bytes): 1290

Entropy (8bit):  4.607071403570347

Encrypted: false

SSDEEP:

MDS5: FADBOF250D20EF2F614C4AB5D5D3ABOF

SHAL: 41E8255C91A40A8EB32A8AC05747C9A579F55D07

SHA-256: 2CD73F11DA515955B62A930CA4DEFDEICCB5230B8F5809E3C304EF854604EDA3

SHA-512: E97F4B069ACB91C332BDDCA5C4314CBE6CC79C37E93CBB3F4D8B37544B49C2868E23B603FE4563A8961616F137CF646153A82F387D9C55CF8191108E86CF13¢
Malicious: false

Preview: I NI NV I N T N N N N NN AN A A [...By now it's probably painfully

apparent that your environment has..been infected with ransomware. You can thank Conti for that.....We've modified the code in a way that will prevent you from
decrypting..it with their decryptor.....We've exfiltrated a significant amount of data including private emails,..financial information, contacts, etc.....Now, if you wish to conta
ct us in order to save your files from permanent..encryption you can do so by emailing network_battalion_0065@riseup.net.....You have 3 days to establish contact.
Failing to do so will result in..that data remaining permenantly encrypted.....While we have very little sympathy for the situation you find yourselves..in right now, we will ho
nor our agreement to restore your files across..the affected environment once contact is established and payment is made

C:\MSOCache\All Users\{90160000-001B-0409-0000-0000000FF1CE}-C\Setup.xml

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 3306

Entropy (8bit):  7.936031245012366

Encrypted: false

SSDEEP:

MD5: 2BOD78A04D8F1847AAA1A28D724812B8

SHA1L: 43A3EC249B59A93BCF40BC6C4E51CFB381809037

SHA-256: 037580F5F6979583021820C16D0809525EE529D639E7AD33671834ABFOBA4DOC

SHA-512: 0BB20A9D8AE10613D4A033721B6D341017D1D7DCAE2459A1AF8FC4FACBFBDB4BB4ACEF8966253F0E4F083DC0690EBB8952FF1848A17FDF2A4BB5980A7B02C
858

Malicious: false

Preview: TeoemALRLPLEN....O5)Q.. W.. k. }.4.). H ...p.r....C.YZ.=b.. \....~..aS...p.... V.O......5.A...Z..a.M..).D%.Vs.S+|..C.K..WJ.@....R.z.......... 5..6%2.d.....".._...3.qQ....zr...'Z2}.
$.d.".p...RS.c (N H(fV 6 ALD3. L HLELZ.30& Q. L. <.....KG.Igoe.......... liake.?.l.0.S...>.\...... R..8.0@.>..v/.....1..txlia...G....h4d.a..t.nB.v.,..

i7...2\.SIX.A.....0.qUD.>...V.....LG.%).....E.1Qs.;.Y..Q.J.....d..i). o {0 1"5..C..OLAA < V... P LK. T...22..:..D%.0......y. | 4).t.S....) .Q.UA" ¥,
Le.$.VLI.N.JE...fuv.x.%............ 1{@:F.X..X3"......../y9.L<..].v#q..1"...0.e.~.gE...U..<....A.H,3..kh........5...y..S...nEQ..=.cn.Mw....|._ T_...c.JGK.t+X....{*.UO
L2MI NG A ke 3 3UKR. ...V F.$.."V.[..2..C. KALL{M.X..LU9.A)/.5.Z|.GW....K%.p- *...... TW.CX.S..

C:\MSOCache\All Users\{90160000-001B-0409-0000-0000000FF1CE}-C\Setup.xmL.NB65 (copy)

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 3306

Entropy (8bit):  7.936031245012366

Encrypted: false

SSDEEP:

MD5: 2BOD78A04D8F1847AAA1A28D724812B8

SHAL: 43A3EC249B59A93BCF40BC6C4E51CFB381809037

SHA-256: 037580F5F6979583021820C16D0809525EE529D639E7AD33671834ABFIBA4DOC

SHA-512: 0BB20A9D8AE10613D4A033721B6D341017D1D7DCAE2459A1AF8FCAFACBFBDB4BB4ACEF8966253F0E4F083DC0690EBB8952FF1848A17FDF2A4BB5980A7B02C
858

Malicious: false
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Preview: T NMLRLPULEN...O5)Q.. W.. k..}.41). H ..p..r....C.YZ.=b..\.....~..aS...p.... V.0......5.A..Z..a.M..).D%.Vs.S+|..C.K..w).@.....R.z.......... 5..6%2.d.....".._....0.qQ....zr"...'Z2}.
$.d.".p.... RS (.MH.(.fv.6..ald3...".. . #..E.Z.3.....&_.Q...L..<....KG.Igoe.......... liake.?.1.0.S...>.\.....R.8.0@.>.v ...l .txlia..G...h4da..t.nBuv.,.
Iir....2\.SIX..A.....q.qUD.>...V.....LG.%/.....E.1Qs.;..Y..Q..J.....d...i) . J.....{..iL."5..C...O;. 4A<..v....... P.q......L11K...T....7a.....D0%.0......y..+).t..S.....)..q.U.A."\. %
Le.$.VI.I..N..JE....fuv.x.% . ly9.,L<..].v#q..1"....0.e.~.gE...U..<....AH,3.. kh........5....y..S....nE9..=.cn.M.w....|.._. ' T_...c. JGK..t. +X...{*.UO
L2MJ N9 A -ake. /3u KR......VoooomooF.$.0 VL] 2..CLKALL{M.X..LU9.A)/.S. Z].GW.....K%.p- ¥....... TW.CX.S..

C:\MSOCache\All Users\{90160000-001B-0409-0000-0000000FF1CE}-C\WordLR.cab E @

Process: C:\Users\user\Desktop\ll.exe

File Type: data

Category: dropped

Size (bytes): 10080267

Entropy (8bit):  7.999387105562405

Encrypted: true

SSDEEP:

MD5: FA040C89B33F8970B9C8FE4FODF2B27F

SHA1L: A03332F7BF387CB32E67283B5E094980832A5995

SHA-256: A75C890ECAE48A4873E674C972714FD16896591429D0595BE9561CFBB8CO6A59

SHA-512: 1489F69F755D47E0F1080F029613EACBE462B45CFOA3BEE7DF04527B9F66A07E933AD04C653D5CC46B226176FD01E4368B7BC5B622BB5F81FF5BDE91891A136

Malicious: true

Preview: I..LF.k.9; ..V.-fR..ZO...z?a)) ..-./l.C.k.6|...C..A4..&.C...~.Q.5..+.N.D.....@..n[..." ...C.gD.)#..AMWB.....+..; mT...v..e|#_JF.n.".O....+.. 5. 4].Z#.

Jr.S...ul.l..s.)@...1.5..P<[9V....’b.YO.n...b../..Y .= j... A7..1)}.b"wy " .Bw...... L...\ p( Yp..&...% >B~e6.m..k.)..]..7u..+....hZ..—.>.RV...yD..u..UH
gr..*..=iXN..A..9m.6J>.@....E......... LH.I(...tN.9.=.83=...&...2°.9.%....6.."..YLc..4]|70C. {].<Y.K.r.0S.... %V d>/ ...0.5.Y+e...R..AT@.Q.J.9@....3...7.....c7'm.kH.m.....y..
<h.mt|.bA...'....7.V<S..b..g..|'..>.M..E.q..wxz@m....TZ.f.]....sh8F..k..D.I.YH.P.p..’?FRi..j..S...us.y8.—8.(......l.0.o (k#.s...by........... b.G.1.J-".pYM..1.1v).a...j&.T@.E..Z
LHRj.F...C..I0.+W.._..ue..}*Co..N."....8K....rq.w.D.9....../ .3.....<......._.=..<...CKL._.T<..4|m]..,..,.-S....... AL ;- % (0. Ed.._paee ,..0'q....

C:\MSOCache\All Users\{90160000-001B-0409-0000-0000000FF1CE}-C\WordLR.cab.NB65 (copy) ﬂ @

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 10080267

Entropy (8bit):  7.999387105562405

Encrypted: true

SSDEEP:

MD5: FA040C89B33F8970B9C8FE4FODF2B27F

SHAL: A03332F7BF387CB32E67283B5E094980832A5995

SHA-256: A75C890ECAE48A4873E674C972714FD16896591429D0595BE9561CFBB8CO6A59

SHA-512: 1489F69F755D47E0F1080F029613EACBE462B45CFOA3BEE7DF04527B9F66A07E933AD04C653D5CC46B226176FD01E4368B7BC5B622BB5F81FF5BDE91891A136
Malicious: true

Preview: LLFK.9...}"...V.-fR.ZO...27a) .-/ l..C.k.6]...C. A.4.&C..~.Q.5..+.N.D......@..n[... ...C.gD.)#..AMWB.....+..;. mT...v..e[#_JF.n."O...+.. 5......40.Z#.

I.S..t]...5.)@...1.5.. P<[OV... b.YO.N..b../...Y | = ... A7..)}b"wy Bw...... L p(YpA.&.A.% >B~e6.mA.k.)..].A_u“+..“hZ..~A>.RV.A.yD..u..UH
qr.*.=iXN.A...0M.6J>.@...E........LH.I(.IN.9.=.53=...&..2".9.$....6..".YLC..4|70C..{.<Y.K.r.0S.... %v oy ..05.Y+e...R..A.T@.Q1.0@...3..7....c7'm. kH.m.....y..
<h.mt|.bA.“'..A._AV<S“bA.g“|'A.>AM“E.q..wxz@mA...TZAf.]A...shBF..k“DAIAYH.PAp.A?FRi..j.AS...usAy8.—8.{A...A.lA0.o (Ki.s...by........... b.G.I.J- . pYM..1.1,V).a...j&. T@.E...Z
JHRj.F..C..I04W.._..u.e.}".C0O.N."...8K....1q. W.D.9....[.3.....<ooovr_=. % CKL_T<. AM]..o oS A]2.0 . %0, E P ..04....

C:\MSOCache\All Users\{90160000-001B-0409-0000-0000000FF1CE}-C\WordMUILxml

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 2642

Entropy (8bit):  7.916808350850443

Encrypted: false

SSDEEP:

MD5: 11F391EB38662EE52FACCOE1297037A4

SHAL: 63B28D659EC9I74551109658 AFFIC23195CA88F70

SHA-256: 9FA4ABCA4ED658008EESE00F982D8BAFEACCES78F809B96CAD47D13675B19656

SHA-512: B7D7C83F78CD9752A4DECA0171DF5FBABESB3EGOES569FCA70B4E4315475C821B72DC7CB694FEDF1899010748D2920A7A5EBAC4D10BAC386A358215DCEE74
008

Malicious: false

Preview: . 2.0~ ...=.@[.;D..e\S.z.mp.7:aK..q/...Ew.Z. .a.T...V%...*ORg@..pZ.gkd..s..."..U....Il.Z.s.

..%.$.K. .F.n. z]zc....P....B..rk D.Pw...yy.v ={. Ko 1&.G.n.........{...>.],..5.3..0..&jj.L?....AT.+.Gvnm..J. >...k9

.G~

+.p6..@..0...n..|.A...20mXx.)....8 O..nc...U.Z}..g . .(s...elc.#..Z........
fU.{7.K&..w.N...8. . md./P.\....(..e.RFf.q...Y..<].n.F_
{ ’7D<[...s ...... PlL.n}b. .\ qz. sO ..0..9..J..Q.\..DQg..h.]..>..

e r)YVOv Jd R3(. : . .
2SK .p.Uz..[SLGQ.OD....Z.hs.|.>.@G.twW.....,..R.tr. ~(JH....P..0 .....
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C:\MSOCache\All Users\{90160000-001B-0409-0000-0000000FF1CE}-C\WordMUILxmL.NB65 (copy)

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 2642

Entropy (8bit):  7.916808350850443

Encrypted: false

SSDEEP:

MDS5: 11F391EB38662EE52FACCOE1297037A4

SHAL: 63B28D659EC974551109658AFFIC23195CAB8F70

SHA-256: 9FA4ABCA4ED658008EEBEO00F982D8BAFEACCE8S78F809BI96CAD47D13675B19656

SHA-512: B7D7C83F78CD9752A4DECA0171DF5FBABESB3EGOES569FCA70B4E4315475C821B72DC7CB694FEDF1899010748D2920A7A5EBAC4D10BAC386A358215DCEE74
008

Malicious: false

Preview: 2.aM*.5.0). WE........... VzP.B..Q.....%....B=I*....t.. AG.. k.. _..d.|]2i~. .  u..=@[;D..e\S.z.mp.7:aK..q/..Ew.Z.....|...a.T...V%...*ORg@..pZ.gkd..s..."..U...Il..Z.s.

ke 1&.G.n.......{.1.>.[,..5.3..0..&jj.L?....AT.+.Gvnm..J..+:.=..>.. k9
b..*D.fw,.. .P....C.DAB...&P.~.e..J)..... ...... VT= A& H, P-.UE".V@.H.n...G~..f+p6..@..0..n..[.A..20mX.)....8....... O..rc...U.Zy. gl (s....elc#..Z.......
B 8834z LR i & Zr)YVOLWVLIA.R3( WML (L4t s> 20w K Lw 2. 7g..).8.MnN". s L= fUL {7 K&..w.N...8. .md./P.\]....(..e.RFf.q...Y..<].n.F_
2.S.K..p.Uz..[SLGQ.OD....Z.hs.|>.@G.twW.....,.R.tr.~(JH....P..0..... {...?D<[...s.....PL.n}. ) gz.s0.,...0..9...J..Q..\..DQg..h.]..>..

C:\MSOCache\All Users\{90160000-002C-0409-0000-0000000FF1CE}-C\Proofing.xml

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 1558

Entropy (8bit):  7.854442633868881

Encrypted: false

SSDEEP:

MD5: B3D1F8F8D5442556967661706D8058DA

SHA1L: EBD674070D8101BBC8B66D70CB6FEC44587D416E

SHA-256: AA82BB4A1B37D9156508CE3A86BD27D96E3E544086544A9B3334E066779BB6C2

SHA-512: 74B44A631AAB40E1BDDA02CEO5AB9B24BDA8385ECBA2F100203DA7CAC10AD96268760D663FD0587B8CF3EEED95938C436FDB658CAABAA479E290EBAF7FO6E
1CF

Malicious: false

Preview: .Y....u8.0.;l+t.H..@.2.M.T.D }o..Y.6..+....,Q.2.....Z0....6....y X........ -&.....2~V7:."...C.N..d.B.g+..2p.y.~7........ 5.....Q.Dh.{.v}.<.]\Y..5a#.....&.tGD.C.*8[[|..> }..D...Ilc...
0....,..@..sE."j...-.p...h.gxUw.............. Z.WZ......1...8>.0.1Z. .U+ W fG.QSNjk+.A..H,j...C..AChV&.....{.R.L..8#{. uh.i...>}.wlX"5..%N%...v.x.0.Cw3..2"*#.a...
[cRIb}>t.(.. Lo DFALLIS. EO..].0U.X...[..3f.;.x..1.2..C....1.T...nD......... =M.\ {7@.=..b.h. . .N.r.T.f.x.r(.IKY.uey..E.S9etk=.c..4R.J. INK~.

#...Q;.%..}.K].5.".'u..l..00"k.Z..T.r1..u[R..3.....(.1.%.&...8.W..0J*8....)..X..@..\......E....b.waec........ {8A..q ..eb...V...... $.1..im,.sH...%#<...k.AJ....R=.."f..B....q.Cc....t.....Ae[.
AAAAAA x*8. H..l.c...sfhevr.  {.nwC...1x.M...le|..z*> )k..)%{. .u$.1l ..P;8.mB.,.K).r.Y.2.&t+

C:\MSOCache\All Users\{90160000-002C-0409-0000-0000000FF1CE}-C\Proofing. xmL.NB65 (copy)

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 1558

Entropy (8bit):  7.854442633868881

Encrypted: false

SSDEEP:

MD5: B3D1F8F8D5442556967661706D8058DA

SHA1L: EBD674070D8101BBC8B66D70CB6FEC44587D416E

SHA-256: AA82BB4A1B37D9156508CE3A86BD27D96E3E544086544A9B3334E066779BB6C2

SHA-512: 74B44A631AAB40E1BDDA02CE05ABIB24BDAB385ECBA2F100203DA7CAC10AD96268760D663FD0587B8CF3EEED95938C436FDB658CAAB4A479E290E6AF7FO6E
1CF

Malicious: false

Preview: .Y....u8.0.;+tH..@.2.M.T.D.}o...Y .6..+....,Q.?.....Z0....6.5..y X........ -&.....2~V7:.."....C.N..d..B.g+..2p.y..~7......... 5.....Q.Dh.{.v}.<.]\Y...5a.#.....&..tGD.C.*8[[|..> }..D...Ic...
0....,.l.@..sE."j Z.WZ......1...5>.0.l'Z...U... 4. W fG.QSNjk+.M..H,j...C..AChV&.....{R.L..8#{..uh.i.....> }.. w..X."5....%.N%.....v.x..0.Cw3..2"*#.a...
[cR.Ib}>".t..(].. L)FALLI5. ....EO...J.OU.X..[..3f.;.x..L2...C....1.T...nD......... =M.\ {7T@.=.b.h. .. . .N.r.T.f.x.r(.KY.uey..E.S9etk=.c...4.R.J.. 1K~

#...Q;.%..}.K].5."'u..l..00"k.Z..T.r1...u[R..3.....(.1.%.&...8.W..0J*8....)..X..@..\......E.....b.waec........ {8A...q ..eb...V..... $.1..im,.sH...%#<... k.AJ....R=.."f..B....q.C....t.....Ae[.
...... x*8. H..l.c...sfevr. . {.nwC...1x.M...le|...z*> )k..)%{.u.$.1 ..P;8.mB..k).r.Y.2.&t

C:\MSOCache\All Users\{90160000-002C-0409-0000-0000000FF1CE}-C\R3ADM3.txt

Process: C:\Users\user\Desktop\ll.exe

File Type: ASCII text, with CRLF, LF line terminators
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Category: dropped
Size (bytes): 1290

Entropy (8bit):  4.607071403570347

Encrypted: false

SSDEEP:

MDS5: FADBOF250D20EF2F614C4AB5D5D3ABOF

SHAL: 41E8255C91A40A8EB32A8AC05747C9A579F55D07

SHA-256: 2CD73F11DA515955B62A930CA4DEFDEICCB5230B8F5809E3C304EF854604EDA3

SHA-512: E97F4B069ACB91C332BDDCA5C4314CBE6CC79C37E93CBB3F4D8B37544B49C2868E23B603FE4563A8961616F137CF646153A82F387D9C55CF8191108E86CF13¢
Malicious: false

Preview: _ . NI NV NI N T N N N NN IN LN A A [...By now it's probably painfully

apparent that your environment has..been infected with ransomware. You can thank Conti for that.....\We've modified the code in a way that will prevent you from
decrypting..it with their decryptor.....We've exfiltrated a significant amount of data including private emails,..financial information, contacts, etc.....Now, if you wish to conta
ct us in order to save your files from permanent..encryption you can do so by emailing network_battalion_0065@riseup.net.....You have 3 days to establish contact.
Failing to do so will result in..that data remaining permenantly encrypted.....While we have very little sympathy for the situation you find yourselves..in right now, we will ho
nor our agreement to restore your files across..the affected environment once contact is established and payment is made

C:\MSOCache\All Users\{90160000-002C-0409-0000-0000000FF1CE}-C\Setup.xml

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 6601

Entropy (8bit):  7.971571818282002

Encrypted: false

SSDEEP:

MD5: 5CECAE7160C6FDE13C0925DAB3735E50

SHA1L: 25D0D6A3109280FE4D4FA6C070D3A33249924C7B

SHA-256: C7538C4B257482E3AC6306E6018961A4A59CD01B240C36102FCEB574B68CFE9A

SHA-512: 3532F797B084DOFC3C6A2BB6454DF74DBBB205DEB4AD3690EDB8A3BD37A8A90920D535EFFBAG95CFFEF553DB94393461D67836CB51CCC1D19C1592E0AF358
DF

Malicious: false

Preview: .q.ymz....vVzm2..E.T.. LR(..Q.....Q.WzL2.M.0..0.1.n......I. ..sh..(f.t.6U.r.
<YL\ m{.LY.(G..J......,.S."..HJ...0iVej._.a.7..D..U..W.g.Q...&.0..3iU. fIR23.T......
P..D.(N.M . . @c}.+0_8.Nl.>.gh8...X..Z...1..>.J.@2..aF9" ....
.Id.e%.. .Viv...D...,0.q...0P..D....0s].5.%..D.3b"..v....g.W.d....J.....EH. .0..0....0Q.{.. TL...{|.."..... L..LH.X.
..aS..C%.*-....N... 2. UR-L K LJT5FZ.4.F.8/G.G.9.@.1elU....$..aL.....H."CI.....DX.wk™...b...m....... .0 "fl..

C:\MSOCache\All Users\{90160000-002C-0409-0000-0000000FF1CE}-C\Setup.xmL.NB65 (copy)

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 6601

Entropy (8bit):  7.971571818282002

Encrypted: false

SSDEEP:

MD5: 5CECAE7160C6FDE13C0925DAB3735E50

SHA1L: 25D0D6A3109280FE4D4FA6C070D3A33249924C7B

SHA-256: C7538C4B257482E3AC6306E6018961A4A59CD01B240C36102FCEB574B68CFE9A

SHA-512: 3532F797B084DOFC3C6A2BB6454DF74DBBB205DEB4AD3690EDB8A3BD37A8A90920D535EFFBAG95CFFEF553DB94393461D67836CB51CCC1D19C1592E0AF358
DF

Malicious: false

Preview: .q.ymz....Vzm2..E.T....... NB.....X..0 .0..W..T..%....2..gS.’z...~¢.<.....R(t...Q......Q..WzL2.M...0..0.L.n.....LK(6.-....... @Nv...h."..V..\...PR.QX....k.~..b.4.."...sh..(fteU.I.

<LYSLFAL\L L (L"U VILLL+.ROR)....07#...4.Y .8TxP...0...59...3,;...J...m{ ..LY..(G...J.......,.S."-..HJ...0iVej._.a.7..D..U..W.g.Q...&.0..3iU....i..~fIR.2J.T /...
P.D..(N.M....... (SR GK..U.B#y.M......4150.F.JD..." j.* . {..S..8A...2.+. . -+...Y.. ... .p...._.84....@c}+0_8.Nl.>.gh8...X..Z...1l.>.J.@2..aF9" ...@i...0......CM.
1d.e%..."..;...&.).Nr..0..].d.".......... S.J...jdBv>0Z..Ms.0|..":a...V:v...D...,0.9...0P..D....0s].5.%..D.3b"..v....g.W.d....J.....EH.\...G2.8..}..9..0....9Q.{... TL...{|..".....L...LLH.X.
.aS..C%.*-...N...U.n.....0....d.@Cs$......... 2....Ub-" . K J.T.5Fz.4.F..8]G.G.9.@.1elU....$..aL....H."CI....DX.wk'...b...m....... O A

C:\MSOCache\All Users\{90160000-0044-0409-0000-0000000FF1CE}-C\InfLR.cab B @

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 3912184
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Entropy (8bit):  7.999836747541346

Encrypted: true

SSDEEP:

MD5: 107F922011729A2EAG63FDBOFCA313981

SHAL: DE63DDA3CODA70F7076A95CE82CE33235A691988

SHA-256: 7TBF42F7FE4790977309A16EF9C832ECFIE4AA422FDFICCCE4EDF4380C6056188

SHA-512: B218229A073347F244D56316D752C80FDD158BB2CE24564761BDE23801E4472881F7D3BA04E2815AC2AA1DCCCC887C3FOFES0CD8A8SFSEGBO8FA110125A4AEG:
D

Malicious: true

Preview: €"."T.G...P..- 0U...p .HA{.".&h..Q.d\l..}...... 2@W...G...D.....)....$....+..e..p.(4.T.8#........1.]3.h....L/.... k~..> B{~.._Lf...W6..)0."...U#IP.y.0.@t.#.%.V...I...2._9.B.S
$.p...D¥fip... 0..m.h..tM77J.Q...._.b./.U.2...YT...." j1X....|.85.d..2.h..(.V6.i>..4.....4 J....... i0...XG....;...03... .Jo it {_.y.l....rVKf.Gr#D" Hw,Y...1..m.3.,2.
%.......,.k-K..0.#.".%..8&72..P.5.hZ.z..5...1;.&C..;...B....NG"..).6. B...S.|)....RM....W.PQ....d.m..9JQG<.....)......H...V.XxU.8. &..bL/WH.1CxD+B"..IR.y..T..?..el...0..|.n k..@.
B.......u."..2Mq.....#.Z!....5.aT ;N.Xx..k.%ZM. .5.. ..2... ......._Y jl..e@..j.*....b] S HOL3PLLZ o yl...])....LL.XQ..i.0...Xc..6.Q.di.[n.Y.,.S.1...3..
.3..0...h..79..0...c.q.r...c.>1....2\..C-.sm...5.....%....+K.uX......tXK[N.cv...b.2...f."..8 \B.OL.+..$....N...E....|l.....+.7e. .]..1g...... U #.......

C:\MSOCache\All Users\{90160000-0044-0409-0000-0000000FF1CE}-C\InfLR.cab.NB65 (copy) B @

Process: C:\Users\user\Desktop\ll.exe

File Type: data

Category: dropped

Size (bytes): 3912184

Entropy (8bit):  7.999836747541346

Encrypted: true

SSDEEP:

MD5: 107F922011729A2EA63FDBOFCA313981

SHA1L: DE63DDA3CODA70F7076A95CE82CE33235A691988

SHA-256: 7BF42F7FE4790977309A16EF9C832ECFIE4AA422FDFICCCE4EDF4380C6056188

SHA-512: B218229A073347F244D56316D752C80FDD158BB2CE24564761BDE23801E4472881F7D3BA04E2815AC2AA1DCCCC887C3FOFES0CD8ABFSEGBO8FA110125A4AEG:
D

Malicious: true

Preview: €"."T.G...P..- OU...p . HA(.".&h..Q.d\..}...... 2@W...G..D....)....$...+..e..p.(4.T.8#. ... el k~.> B{~.._Lf..W6..)0."...U#IP.y.0.@t#.%.V..I....2._9.B.S
$.p....D*p... O..m.h..tM77J.Q...._.b./.U.2...YT..." j1x....|.8s.d..2.h..(..V6.i>...4... 93, e {._.yl....rVKf.Gr#.D" Hw,Y...1.m.3.,2.

%..c.cy. k- K0 #.".%..&72..P.5.hZ Z..5...1.&C..;...B....NG..).6. B...s.|)....RM...W.PQ....d.m..9JQG<.....).....H..V.XU.8.&..bL/IWH.1CxD+B'"..IR.y..T..?..el...0..|.n.k.@.
B.......U?MQ.. A 2L BaaT  NXXL K %ZM. 5., L2 Y jlLe@. )5 D) s hOLEGL S HO L3P L Z yL.])...LL.XQ..i.0...Xc..6.Q.di.[n.Y.,.S.1...3..
.3..0...h..79..0...c.q.r...c>l...2\..C-sm...5.....%....+K.ux.....tXK[N.cv...b.2.. .f."..8\B.OL+.$...N....E....l...+.7e. .]..1g..... U #.......

C:\MSOCache\All Users\{90160000-0044-0409-0000-0000000FF1CE}-C\InfoPathMULxml

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 1764

Entropy (8bit):  7.868275604518784

Encrypted: false

SSDEEP:

MD5: 366BD7B64331D37D0D145CFFOALCEFO7

SHA1L: 189DC1009670CDE4D61499D465DC77CE2C83FEB8

SHA-256: C5FD767E7004ACF19F1E528F89D0C5D87B5DEF03563704B1C68F1DBI9BB6E2D5B

SHA-512: 5199CE835ED089F8F53B54656370853608E90BOC48EB16B52D18DB700D174FCEOAEF6ESCA3BESFF4604149675944D10F4919A8F87F9DES897F3BBDEOAFO8FAB
D

Malicious: false

Preview: ... %Z8f89.....8. *E.5..T.*|.PgOVT."........ &.).3 4l 2N 2. BN L. T.GUSE[...OMI.KE..p..0. A, U?X.....dg...D7..". Y. {Img$...K.&?.9.m(..3."....bb...' @...ym.KM.,."
.B...y5...5x0..<.._Al....0.v..y..%..... b..E..8.Z[.....sc..t..2.q..S...5.b....>X.z.."Q...fIW..'L.LE4:l.+.s.H*q{ L....... }..pW...!X..l..'..bM.._...#N..QLG.D.q..jZ.C%..:.._.$h...
MYHF.L B.I5l.... ...N.a...\.wNo.WRh7M...5..-...FL.»

....€z.\..n../B.0B...i.4... TWV...x..0.""......9..eE..'v.t...fa.)..$C.<{./.*.1.D....c*#).}. L&A VLD.G 4L >M B XK LN ALL.@~ . Iv.m@..d.>Y...@-......b..

C:\MSOCache\All Users\{90160000-0044-0409-0000-0000000FF1CE}-C\InfoPathMUIL.xmL.NBG65 (copy)

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 1764

Entropy (8bit): 7.868275604518784
Encrypted: false
SSDEEP:
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MD5:
SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

366BD7B64331D37D0D145CFFOALCEF07
189DC1009670CDE4D61499D465DC77CE2C83FEBS
C5FD767E7004ACF19F1E528F89D0C5D87B5DEF03563704B1C68F1DBO9BB6E2D5B

5199CE835ED089F8F53B54656370853608E90BOC48EB16B52D18DB700D174FCEOAEFGES8CA3BE8BFF4604149675944D10F4919A8F87F9DES897F3BBDEOAFO8FAB
D

false

...... %278f89.....&.*E.5..T.*].PgOVT:."
....5q.Y.&.e."..1$Rc..70...#

C:\MSOCache\All Users\{90160000-0044-0409-0000-0000000FF1CE}-C\R3ADM3.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\ll.exe

ASCII text, with CRLF, LF line terminators
dropped

1290

4.607071403570347

false

FADBOF250D20EF2F614C4AB5D5D3ABOF

41E8255C91A40A8EB32A8AC05747C9A579F55D07

2CD73F11DA515955B62A930CA4DEFDEICCB5230B8F5809E3C304EF854604EDA3
E97F4B069ACB91C332BDDCA5C4314CBE6CC79C37E93CBB3F4D8B37544B49C2868E23B603FE4563A8961616F137CF646153A82F387D9C55CF8191108E86CF13¢
false

AV N R N Y P R R S N N T AW T AN A A____/..Bynow it's probably painfully

apparent that your environment has..been infected with ransomware. You can thank Conti for that.....We've modified the code in a way that will prevent you from
decrypting..it with their decryptor.....We've exfiltrated a significant amount of data including private emails,..financial information, contacts, etc.....Now, if you wish to conta
ct us in order to save your files from permanent..encryption you can do so by emailing network_battalion_0065@riseup.net.....You have 3 days to establish contact.
Failing to do so will result in..that data remaining permenantly encrypted.....While we have very little sympathy for the situation you find yourselves..in right now, we will ho
nor our agreement to restore your files across..the affected environment once contact is established and payment is made

C:\MSOCache\All Users\{90160000-0044-0409-0000-0000000FF1CE}-C\Setup.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ll.exe
data

dropped

2329

7.9181105149468785

false

DFCBOC8FF1B28D112F7457FF28834E5D
315262EA7D614F3ECB6D01BDSEEAG72B4E49A303
0A64D4554119BC561789C504B7943EB7938A568FBA3CD86DC767FBBFC71CBD2D

AE95F3AEA8FB820B269B671F010387CD7C67B4DA8D331AA0EED31151C945DD59DDOF9F091CB208272564BDD6B230C70FE492B016528783E4A62010C85D47BE:
1

false

X@VIFL_1}Z Yo 0,000 )F  TPONL. 5 AAGL.CJ.Cnn e X A9, . DX 2.0 H 202X W2.D.FDLU X %=X A8CN.L ... [...20.¢/O").1..gM....YC, .P......
4i.0..fa>V.p.~..'Sz’ *.Tc..7;X.q).0.....Q2...L.f..=T.s..x.....0.1n.N.Q..j/..gs#...q...=. <c.l..;....BN.O..N.t.cz.bl.z.. [W.X.d. ... .b"..w....>.._X..P.M....c.d5...t.....az...2
LHXQ+p9....+....(....00...q/....O8IPPF&S$siTu3s;}Ht....b. f,..0.6..c.."....A0.q..5..WH...\..7=-.a.bC..Z_...9.9/1W.X.9...M...ZLnM..p.....#....:0..;.H..EL.6..4..-...._.I(.1kt.]k..&
SWeens He =ty FO.LL TS H&., . M<8..({.u&q.prV.-xt...5....{.>.€2..hM"N..~.p...>..d&.h.K.. k.sZ.@G3|X.g..h...q.].....t0...=1..] Ll
Y.IN.+.k(...N.9.9.T".....9..8.<.a.j.SX....v..C.h..L.N...fo3......a.Ke...;Yy..s.>TD4.....7 KAK.'sE.....]..b..D.... k...J2.._..."... .2.+x.b..=0D.c\.@.@.z.b|.R;".4.__$.*.

C:\MSOCache\All Users\{90160000-0044-0409-0000-0000000FF1CE}-C\Setup.xmL.NB65 (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Users\user\Desktop\ll.exe
data

dropped

2329

7.9181105149468785

false

DFCBOC8FF1B28D112F7457FF28834E5D
315262EA7D614F3ECB6D01BD5EEAG72B4E49A303
0A64D4554119BC561789C504B7943EB7938A568FBA3CD86DC767FBBFC71CBD2D
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SHA-512:

Malicious:

Preview:

4E95F3AEA8BFB820B269B671F010387CD7C67B4DA8D331AA0EED31151C945DD59DDOF9F091CB208272564BDD6B230C70FE492B016528783E4A62010C85D47BE!
1

false

X@VJIFr._l}z 0.0, )F TPOML..*. j.Ag..cj.C..r..X"%...D.fX....2...H...ZiZx..W2.D..Fb..X.;.%=..i.X...."8CN....... [..zO.c/O").l.gM....Yc,.P......
4i.0..f.a>V.p.~...'Sz".*Tc..7;X.q).0.....Q7...L..f..=T.s..x.......0.}n.n.Q. j/..gs#....q....=."<c.|..;.....BN.0...N.t.cz.b!..z..W.X.d.*.....b".w....>.._X...P.M....c.d5...t....az...2
LHXQ+p9....+....(....00...9/....08IPpF&$siTu3s;}Ht....b..f,..0.6..c.."....A0.q..5..WH...\..7=-a.bC..Z_...9.9/.IW.x.9...M...ZLnM..p.....#....0..;.H..EL1.6..4..-....._.I(.1kt.]k..&;
Soawd.n He~n*y. FO....7.i.s...H&.,..M<8..({.u&q.prV.-xt...5....{.>.€e2..hM".N..~.p...>..d&..h.K.. k. sZ.@G3|X.g..h...q.].....t0...=r..]......N.L.}.-..
Y./N..+.k(..N.9.9.T"......9..8.<.a..j.Sx......v..C.h...L..N....fo3....... a.Ke...;Yy..s.>TD4.....7. KA K.sE ... ]...b..D.... k....J2.._..."... .2.+x.b..=0D.c\.@.@.z.b|.R; .4._.$.*.

C:\MSOCache\All Users\{90160000-0090-0409-0000-0000000FFICE}-C\DCFMUL.cab [ &

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ll.exe
data

dropped

642124
7.999658671442192

true

750A3737095024F053DB9D1180CFOBF1
9D49EF9C51BC36F2257036914102392321900586
4B10E1BF0B6315085472B33E9B9EFDF393CACC4DCCFD1F666FA6D166D8C99081

FDAQEB34F47008F48C93790201CA5C8A79356136A226EF642C78C969D5381353A30C556A9B0914E2BF97B4490E9CA12BA38ABOESDE464FCECOFAEOAGD15E8D-
2

true

L W....4.=95.F.E{GZ\X.D....u.qr....#...6...... Wn.iR.tJ..K..c?...”N.6.....g.M|s..Y ........... y...I0Q.%.mN....2?Azb.IV.._.(a.X...CJ.._....... g._U.M.TD<.<Kr..i..(4.k..{7V,p>.[Zbj6{
WU=dsawLL 9N "iClL...gg. 1. M+ H. #...Z {UA.P...cFPt.IM'U...M... ..l 6.f...efSoK.it4.Z,2Q..6..uTyj&YK.B...X.C..z. G
.C$:.M:9..9..&\.....h.....e...G{..+..".J..0.WeZ<O........... 9I".Hp..c.”...S. s@..F.2..N+g..,./.."B....fw.......L.6y. .x.d....Q(5..T..VR.I>....}g..-..*....e.c._q.9"O...
. 7u8.k.Q..[..C.9..0C.~...%..-9//@%]....b...*3..*..Lu.1/c.<.QQ..).......r\.p,j..h.~.&2>(@.& #.........D..d.X].7..\\..)).....R.......0..R.z.(..)..BOK_.<]....D~...L.n.*?#....M.[[......0Z..&v
e @...F...1..3i.qj.R...U...5.,.i.4...e0.>bd. *&..>Y.J..Q.. u...>.y.G8.7.-\3M+..l../.P.fv...0.a....Yac.k W@f.L...8%<..|0.1G6.."..H.v..E{........\.

C:\MSOCache\All Users\{90160000-0090-0409-0000-0000000FF1CE}-C\DCFMUI.cab.NB65 (copy) B @

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ll.exe
data

dropped

642124
7.999658671442192

true

750A3737095024F053DB9D1180CFOBF1
9D49EF9C51BC36F2257036914102392321900586
4B10E1BF0B6315085472B33E9B9EFDF393CACCA4DCCFD1F666FA6D166D8C99081

FDA9EB34F47008F48C93790201CA5C8A79356136A226EF642C78C969D5381353A30C556A9B0914E2BF97B4490E9CA12BA38ABOESDE464FCECOFAEOAGD15E8D:
2

true

..... Y...i10Q.%.mN...2?AZb.IV.._.(a.X...CJ.._......g._U.M.TD<.<.Kr.i..(4.k..{7V,p>.[Zbj6{
s U=.ds .9\ " C.L...gq. 1. JM+ . H. #..Z {UA.P...cCFPLIMU.. M.......p.Rp.....L... wod . 6.f;....efS.0K..i.14..7.2.Q...6...uT y.j&Y.K.B...X.C....2.. "G
C$:.M:9.q.&\.....h......e...G{..+... J...O.WeZ<O........... 9INLHP..C."... S orrn S@..F.2..N+G..,.L " B fW. By, X0 Q5. T..VR.I>.... }g. .. %.....e.C._.970...
C.7u8.K.Q..0.[.C.9.0C.~..%..-9//@*]...b..*3. *..Lu.1/c.<.QQ.)......1\p].h.~.&2>(@&H........D.d.X].7.\.)....R.......0..R Z.(..)..BOK_.<]....D~....L.n.* 2#... _M.[[.....qZ..&V
jen@...F...1..31.0}R....U...5.,i.4...€0.5bd. *&...>Y.J.Q.. U..>.y.G8.7.-\3M+... /P fv..0.a....Yack W@TF.L...8%<..|0.1G6..".H.V..E {.........\..

W 4295 F ELGZ\X.D....u.qr.....#...6.......WNLiR.1J..K..C?.."N.6.....g.M[s..Y...

C:\MSOCache\All Users\{90160000-0090-0409-0000-0000000FF1CE}-C\DCFMUl.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\ll.exe
data

dropped

1749

7.865372462150396

false

332A955D28624D7B7465FAEA37A3C814
7E7CBD25B90ABD47A67CE7E265FFA4D6D011F793
A7E428BEFABD5F4560EC3F3496ABED70014FAC043FF5E5F96220D27180662428

C7030D5054071652EBC146796138EA24B6EFEADA31B8DA1D1814C4289ACEAC32D05917526D64BE91EEAOFD6ESDFE6CEAA4DI63C12C92A0772D491AFD3EF988
51

false
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Preview: 7.@2.4.C...S.. ... Wz#..N..uj....O..~../..$ VK.p..e..yX.b?.."..C...(.......Z2)..S-D..6n.p..p....&...d..T...;Js.C...Q.8T......K ....]-6Q... LGALXLLLT7..1Q.0~Dud.
V>Z.0........ P.{*.C.V.Q.Z][......2. ="p.....vu.P....@.Aa....1.9.8BH..a........}.A.v.#.h..40H. gm xq.a.j. .l [....>...e S a.. )W..<...v..[<.x.X3...-..z....9..I...qg.jCI ......
fcQ...z7..b...).V.E. ...v...;X..L.p.P.Q.,LOS.Y [ WW....X.0..@...V..VY .......... ;..Z[ ..... T M>_.. . X*=/.RP.....g.+- —.,M.9..Atj.D.Z@.K...I....aGN.a.W ....... F...2(.Kx.

L0 bO* f > XS WLLOL#NEE { .= . R.5.& ). +Q..pS..ne...alLzal..qWv6@.0Qw../E<....%.G&|.e..t..Fd./n
..... *w..5..V0j..2...b..U2. a.......Xw....."..c..H.%........J}JU.G..)...n0...Y.".z.q....-L... Z......ufi-gV/A0*..+..9.+L=....J..E. .w? k..)g.=.-.C...~+.w..m..L..

C:\MSOCache\All Users\{90160000-0090-0409-0000-0000000FF1CE}-C\DCFMUI.xmL.NB65 (copy)

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 1749

Entropy (8bit):  7.865372462150396

Encrypted: false

SSDEEP:

MDS5: 332A955D28624D7B7465FAEA37A3C814

SHAL: 7E7CBD25B90ABD47A67CE7E265FFA4D6D011F793

SHA-256: ATE428BEFABD5F4560EC3F3496ABED70014FAC043FF5E5F96220D27180662428

SHA-512: C7030D5054071652EBC146796138EA24B6EFEADA31B8DA1D1814C4289ACEAC32D05917526D64BE91EEAOFD6ESDFECEAA4DI63C12C92A0772D491AFD3EF988
51

Malicious: false

Preview: 7.@24.C...... S Wz#..N..uj...0..~./[..$..VKp..e.yXb?..C....iZ).S-D.6np.p..&.d.T.,;Js.C.Q.8T...K..3?.. j.6Q....A..8... AL X..L.7..1Q.~D.d.

V>Z.0........ P.{*.C.V.Q.Z[.....2. ='p....vu.P....@.Aa....t.9.8BH..a........} Av.#h. 40H..gm.xq.a.j.+.L......... [..>..e" S A )WLV <X -1z009.00.00.C
fcQ...z7..b...).V.E. ...v..;X...L.p.P.Q.,L0$.Y. [ WW....X.0..@...v..vY. V4 Y SO M>... . X"=:/.RP.....g.+-*- M.9..Atj.D.Z@.K...I....aGN.a.W ....... Fo2( KXo +-.7.5f.
L0 b0 f > XS WO N ELE { = R.5L& ). +Q..pS..ne...aLzal..qWv6@.0Qw../E<....%.G&|.e..t..Fd./n.....1z.....|{Q.Sa|[[H.W.............. ifix &t
..... *w..5.V0j..2..b.U2.a...... Xw....."..c..H.%.......J}U.G..)...n0...Y.".z.q....-L...Z......ufi-gV/Ao*..+..9.+L=...J..E. .w?.k..)q.=.-.C...~"+.w..m..L..

C:\MSOCache\All Users\{90160000-0090-0409-0000-0000000FF1CE}-C\R3ADM3.txt

Process: C:\Users\user\Desktop\ll.exe

File Type: ASCII text, with CRLF, LF line terminators
Category: dropped

Size (bytes): 1290

Entropy (8bit):  4.607071403570347

Encrypted: false

SSDEEP:

MD5: FADBOF250D20EF2F614C4AB5D5D3ABOF

SHA1L: 41E8255C91A40A8E832A8AC05747C9A579F55D07

SHA-256: 2CD73F11DA515955B62A930CA4DEFDE9CCB5230B8F5809E3C304EF854604EDA3

SHA-512: E97F4B069ACB91C332BDDCA5C4314CBEGCC79C37E93CBB3F4D8B37544B49C2868E23B603FE4563A8961616F137CF646153A82F387D9C55CF8191108E86CF13¢
Malicious: false

Preview: . IV VN N N N NN N NN LN N A A A [..Bynowit's probably painfully

apparent that your environment has..been infected with ransomware. You can thank Conti for that.....We've modified the code in a way that will prevent you from
decrypting..it with their decryptor.....We've exfiltrated a significant amount of data including private emails,..financial information, contacts, etc.....Now, if you wish to conta
ct us in order to save your files from permanent..encryption you can do so by emailing network_battalion_0065@riseup.net.....You have 3 days to establish contact.
Failing to do so will result in..that data remaining permenantly encrypted.....While we have very little sympathy for the situation you find yourselves..in right now, we will ho
nor our agreement to restore your files across..the affected environment once contact is established and payment is made

C:\MSOCache\All Users\{90160000-0090-0409-0000-0000000FF1CE}-C\Setup.xml

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 2342

Entropy (8bit):  7.901406619084725

Encrypted: false

SSDEEP:

MD5: BAGE6BFC213F1D2FAF527CD43531C3E4

SHAL: 2B4A2FD02CF8C1BB2FEDBF69B7740212F3E750C1

SHA-256: 2A6A15DAD8218B0990794C7C154FF0463F7E23C8FICFDO1EA3316EBB558FBF72

SHA-512: 946B1E1CF25923872FEOF781C63FB93BABA259BBAC1549C269DD5FEBF57451C2B693297D82307BD759CE673AE61DCC399D0C370D978B641EO0ACAL5A97C8C04
1

Malicious: false

Preview: * S _W.Z Nb..7..a.[g.s.<..L.p..

.Z..3..97...0....P\q..r.Y..Uh.p.\]Hu.?"...L..x.b..k...E.U . L0 WV *0[<.....G?lyX.R..>..J..... T LWL .._ ...8.Cs.M.}...U.Pw..Apz.IE.|7........

7...P.W.4.".86 _ LIRGW.->PLLN\O]....B..3.q.p.9.st. {.LQ.)......gx .f.- |$%Jnkz hWn J.s" R3M.LLLFALLULS. M.
7.j..N.i0..\U N.3mDs..9)cJ...&a.....Z2".....5@...~.2.0..4...G . |z {3.G..._.g.N)...H...p.mCd...

&.S.....g.. #TU.~...m.... ..b[.U...u. ..l..1..w.....S.+.z..EDmC. 2.4, JHX&*y~. u... X...%x/7&. ..2.B[.[R_X.....=..i.q"
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C:\MSOCache\All Users\{90160000-0090-0409-0000-0000000FF1CE}-C\Setup.xmL.NB65 (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ll.exe
data

dropped

2342

7.901406619084725

false

BAGE6BFC213F1D2FAF527CD43531C3E4
2B4A2FD02CF8C1BB2FEDBF69B7740212F3E750C1
2A6A15DAD8218B0990794C7C154FF0463F7E23C8F9CFDO1EA3316EBB558FBF72

946B1E1CF25923872FEOF781C63FB93BABA259BBAC1549C269DD5FE8F57451C2B693297D82307BD759CE673AE61DCC399D0C370D978B641EOACALI5A97C8C04
1

false

..\ =fBj.>q_.._...Ngv....Nb..7.a.[g.s.<..L.p......)
00y ~ns.Cs.MLYLU.PW.ApZ.IE.|7........
S" W R33N LLLFALLULS. M.
vife_....IbF...|=....{3.G..._.g.N)...H...p.mCd...
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C:\MSOCache\All Users\{90160000-00A1-0409-0000-0000000FF1CE}-C\OneNoteMUIl.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ll.exe
data

dropped

2351

7.9010019667958415

false

CEB3EFB51911FC07CB86D9062DFIFDE9
18F1027D4DB529074B3DD719A0D1DABBO6EC5CD1
ABABOBCC1759ADD40BDBA614236D5C144BB2961D176FC56945EA10E0807B203F

972FBFC3DE9F6A81EF652929E32DFDA23A467752FC38232C5886BD0OSESF8726F43079FC5A271FACC316EED0971E58CCC1DDOE06640E9711FCCBD16FB53BES3(
AC

false

Yf#.8.8.0~.z. Y IMALULLLbL kL # 5L 7 R L2 QAT N Zh>4n#. ). > . b.4.g=... SOV LA ML K 208808 i RO (L A= DV~ LV ZL UL XKLL &
{Q9...2.3._2.E,...4...3m#n?2.Y.U=0+..h...<P.*6c..BM}$-..XKs.P..u]%..|.6...~.*..G.@.7?.kJ$JJ)&V..+...D.xQalx..Z.&.|.I." ~.. 1Q&.
~..N7.°0.L=bL.B$.s.9"..FI."..W.r..3"I....s..}i,..@.+.1....~.5(...Fhg.YzM...".ns.C.\...H~0.,@X..{.S...uH.X. "> ... .R7r.CV*p....4........ "7J.0.3.8&.0. X ]........B.v.
az....2..0.0.q...!7d.n;..gf=y.

C:\MSOCache\All Users\{90160000-00A1-0409-0000-0000000FF1CE}-C\OneNoteMUI.xmL.NB65 (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ll.exe
data

dropped

2351

7.9010019667958415

false

CEB3EFB51911FC07CB86D9062DFIFDE9
18F1027D4DB529074B3DD719A0D1DABBO6EC5CD1
ABABOBCC1759ADD40BDBA614236D5C144BB2961D176FC56945EA10E0807B203F

972FBFC3DE9F6A81EF652929E32DFDA23A467752FC38232C5886BD05SESF8726F43079FC5A271FACC316EED0971E58CCC1DDOE06640E9711FCCBD16FB53BES(
AC

false

{q....2.3._2.E <.P..*.6C...B.M}$-... XK.S..P.....
~..N7.°0.L=bL.B$.s. e @ .5(...Fhg.YzM...".ns.C.\....H e R7T.CV*p N
CLog...pk.....F.s?.' R VAE- W - Lol AN 9.7 F.H.U.(.uk.y....+...a\..%(.IR

0.J..M..".W.4.0Y&r..n...S..|...Q..ur..-\...p.sr.cx...K.Jwm.NAL#+~A_W._.... Ink%...Qe..7y..s+]V6.....}..j.u.C.w..4.8.m.}Gp.2C.f.vF...0..w.=

C:\MSOCache\ALll Users\{90160000-00A1-0409-0000-0000000FF1CE}-C\OnotelLR.cab B @

Process:

C:\Users\user\Desktop\ll.exe
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File Type: data
Category: dropped
Size (bytes): 13355306

Entropy (8bit):  7.999924814406783

Encrypted: true

SSDEEP:

MDS5: ABE73ECAC60EB1DA614DFD2D627943FE

SHAL: AC6A6361D27D7ADD260FFE43690CB3FD01F63138

SHA-256: 4250DAF835338C696D877DCDE8D04267DF2B8158AAF2ECF8CCD912D52C2D3B6E

SHA-512: F8D8DBE57FOD7ASECCAFD639984FB93DF37584D9DD4BC811DB88DABF5C45258E22547BD44B787AAFFA00B7C4AD8488C3D3CA195B41CA9539A125226609543¢
5

Malicious: true

Preview: J..QKjlg..VIN.k>...z....<.R..A...0.5..2}.m\}Lf.3..{;....d..... 7Y .kG.)4......... A.b....c)..L~..0_..(g6..b.p.0.W... ... Ji...@...8............. ~A..VvD.(&.g.A<E..M.m.e\......t...
e..hDbO.......t M..fn..J..k.0.d.2~.6....x. .gk.[.Uhx.....QH..M...F}.a..z..G..X.+?...e 1(DE.u!..hUyl..D. LJ>0h8 L AhlWLLLRBL XL RL=(6.. 107U X )pu
.Xx..1%\..cac....wWC..2#..i.p%Jpx.T.j>.......0.i...09..e\.TI6Lg0o."...Q..F....,...&5....i>R..$.B 1.M...%.-C}...%.({......a}9{b.is.7..q.Z|...b.B..al..>A.+......g.rR".?..pN{]...E3.qm

..62.:M.g2\0y..t.0P)..U. Q.sk...#(...h:0..\..=.Z......4. L.s..xf..Y.>8.0V

1951 F.f0.....;.u{6.n.&.51,70.n.Z1)..n.y..m.5Z.1.3b..F.E..uJK.FWA.......64L.....CTQ...RW..u... W.+.h..y.\C.) %......0..dR.gi<C...>.|.....Z..O

C:\MSOCache\All Users\{90160000-00A1-0409-0000-0000000FF1CE}-C\OnoteLR.cab.NB65 (copy) B @

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 13355306

Entropy (8bit):  7.999924814406783

Encrypted: true

SSDEEP:

MD5: ABE73ECAC60EB1DAG614DFD2D627943FE

SHA1L: AC6A6361D27D7ADD260FFE43690CB3FD01F63138

SHA-256: 4250DAF835338C696D877DCDE8D04267DF2B8158AAF2ECF8CCD912D52C2D3B6E

SHA-512: F8D8DBE57FOD7ASECCAFD639984FB93DF37584D9DD4BC811DB88DABF5C45258E22547BD44B787AAFFAO00B7C4AD8488C3D3CA195B41CA9539A125226609543¢
5

Malicious: true

Preview: J..QKjlg..VON.k>....z....<.R..A...0.5..2}.m\}.f.3.{; 7Y1kG.)4........A.b....c.)..L.~....O_...(.q6...b.p.0.W. ]i...@...8.. ~AN.VD.(&.g.A<E..M.m.e\..

1(DE.ul..hUyl.D...*..].l>.}.8.... h . W.....R.3..x....R..=.(5..1.....0...7.X.])p.i
1.M...%.-C}...%.({......a}9{b.is.7..q.Z|...b.B..al..>A.+.....g.rR".?..pN{]...E3.qm

e..hDbO....... tM..fn..J.k.o.d.2~.6....x. .gk.[.Uhx....QH..M...F}.a..z.G.X.+?...e
.X..%\..cac....WwWC..2#..i.p%Jpx.T j>.......0.i!...09..e\.TI6Lgo....Q..F .&5....I>R..$.B
.s0<.rr?9>....\..62.:M.g2\0y..t.0P)..U.....]. @.MQ....e.Q.G.'6...z.

m.?... S.K....[#..V...D'bp..G..9S..... Q.sk...+(...h:0. .\ = Z...... 4 L.s...xf..Y.>8.0V
1351..F.to.....;.uf6.n.8.51,70.n.2!)..n.y..m.5Z.r.3b..F.E...u.JKFW.A.......6#L.....CTQ...RW..U... W.+.h..y.AC.)%......0..dR.gi<C...>.|....Z..O

C:\MSOCache\All Users\{90160000-00A1-0409-0000-0000000FF1CE}-C\R3ADM3.txt

Process: C:\Users\user\Desktop\ll.exe

File Type: ASCII text, with CRLF, LF line terminators

Category: dropped

Size (bytes): 1290

Entropy (8bit):  4.607071403570347

Encrypted: false

SSDEEP:

MD5: FADBOF250D20EF2F614C4AB5D5D3ABOF

SHA1L: 41E8255C91A40A8E832A8AC05747C9A579F55D07

SHA-256: 2CD73F11DA515955B62A930CA4DEFDE9CCB5230B8F5809E3C304EF854604EDA3

SHA-512: E97F4B069ACB91C332BDDCA5C4314CBE6GCC79C37E93CBB3F4D8B37544B49C2868E23B603FE4563A8961616F137CF646153A82F387D9C55CF8191108E86CF13¢

Malicious: false

Preview: - ANV TS N N N NN NN JEN VA A A [..Bynow it's probably painfully

apparent that your environment has..been infected with ransomware. You can thank Conti for that.....\We've modified the code in a way that will prevent you from
decrypting..it with their decryptor.....We've exfiltrated a significant amount of data including private emails,..financial information, contacts, etc.....Now, if you wish to conta
ct us in order to save your files from permanent..encryption you can do so by emailing network_battalion_0065@riseup.net.....You have 3 days to establish contact.
Failing to do so will result in..that data remaining permenantly encrypted.....While we have very little sympathy for the situation you find yourselves..in right now, we will ho
nor our agreement to restore your files across..the affected environment once contact is established and payment is made

C:\MSOCache\All Users\{90160000-00A1-0409-0000-0000000FF1CE}-C\Setup.xml

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 2709
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Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

7.923958505514895

false

21EC158FF4B21C5C47C58ACEOC54B0DB
3A67055C625D231EAADCA53D30DE6G35D88CBCOC2
A5C412FF54D60A0D3C45804C8A281B221CC7A8F0A792A16C35D758808FB22D9C

7F447D9818505E113AD92C2A2276FD6DBF25B27DE8316BBD14CF7EFCDA22CA74EB1462B1336D95BB38669584677C5D4F7C96A740EE98B7D3C7AATEB229EESE
1F

false

.uB.....w.9..-q.j.QJ.D_..>. K...i]lT.~C.7)...1la/&.[>]..f6..h.( {.F_.'z..&e.M.YS.W.rz.B..s.b.......E,...j~j.... k.f.._\l.C.zm... T"7.X.L1.&.:6mU..;...5/=z.0.n..60].t.
..._..2.0BQ.I1&.b...9...ae....Uu..{....P(.7Q...f.9....... yh..8.M....31.)...L.ai.FL.uM..7.p...8. +/......%K.,G "...?%.D.9.w:...v#.%.P." ). mw.+'".~7..- LU.|......F..L.J.%].fM.H....P&.@.n.
F~ <Nt WYL AL %t<.....Q..G.L.TcN Je....0.v.0.M=...9.5...Q...... 6..,.X.Mp..u..@!cn.@J....1.ytL.\....Bf..gY.7....... 2{.R.*.p..T.4Had..5("4.....5.F]..F.9...@..C.y.an
fB...&t.Yi..8.. ...X3..q.....3...ym........ dG+<...ze.....0.ws~..Qu........ <.Ki..W.BA._';..Z.?..Gv..+.%..w..E...Lc.p..Z....0.%..2S(.>....%...4..]...(\...,.

C:\MSOCache\All Users\{90160000-00A1-0409-0000-0000000FF1CE}-C\Setup.xml.NB65 (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ll.exe
data

dropped

2709

7.923958505514895

false

21EC158FF4B21C5C47C58ACEO0C54B0DB
3A67055C625D231EAADCA53D30DEG35D88CBCIC2
A5C412FF54D60A0D3C45804C8A281B221CC7A8F0A792A16C35D758808FB22D9C

7F447D9818505E113AD92C2A2276FD6DBF25B27DE8316BBD14CF7EFCDA22CA74EB1462B1336D95BB38669584677C5D4F7C96A740EE98B7D3C7AATEB229EESE
1F

false

C:\MSOCache\All Users\{90160000-00BA-0409-0000-0000000FF1CE}-C\GroovelLR.cab E @

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ll.exe
data

dropped

873496
7.999794902917263

true

CD9A000352F8A3162F1F3D7F82103B22
E35FFE7CA4C784FD009C349C296698423F3476674
117F2CF2F4D50E1B1E730A9A8F066A681227D4BC7273ED668D1A2C03E608COBE

AFCO3EBD328745C2E16130B8B6493B659FBC4654404E85FF59F2A0C808F5180BF6B660CDC3BEESCE9ODC3EB422C7C89EF475972316D50B8E74FFA9C5BAB54B
67

true

P.g...E.w%.A...A.s*..n|. kw>1W5...4..S6..G...7"[...!le0.* $i..}.7...yae . K.L.<w..Z...F#. ... F.l4.@.@D........ $j9...r.p?2...].......Lfrm...E\A.3.6.°6....~..a..S.or. A..T..

..0J.b.SkLd. k....hV..P. Le.t...]g{h...)....=.m..D.....D.ZZ1H" ) \..u.....8Z.<=..&..FFI{.....9.W.7 28.7..J\OM......).H....9..\.SLE......nd...m..F..l..y.R.m...E.4K...0.4......CA.....
MA.[.2ld..?2.&.(v>.L.b.. *R.r'. 4} w. #MY"v. K....}4.<s.M* HT...q.;. X..E..$.....K.}JQ.%0\n..~.."..5).r..C...(.&..r...7RS._$..d.[.D2.a...J#.q.umF.U.5..Ys....cp. [.~..(:3.....
2.R.L2..30.C~e & ORLDLUF N ML &..~s5..H.z.6J...8.a>.\8.* Kn..$X.5..=.0.P.......gY. . A# .. LG.f.K...il...6..G1......
3.B.p...XR..z%..y..C..3..2.V., * ~N.t.$n...D*nYJI>... }H...y.. fLE9.}..2\..@.".qu......&#b.1m..%S...c.k...>b.}.u......b...... 2LN..N._

C:\MSOCache\All Users\{90160000-00BA-0409-0000-0000000FF1CE}-C\GrooveLR.cab.NB65 (copy) E @

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Users\user\Desktop\ll.exe
data

dropped

873496
7.999794902917263

true
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MD5: CD9A000352F8A3162F1F3D7F82103B22

SHA1L: E35FFE7C4C784FD009C349C296698423F3476674

SHA-256: 117F2CF2F4D50E1B1E730A9A8F066A681227D4BC7273ED668D1A2C03E608COBE

SHA-512: AFCO3EBD328745C2E16130B8B6493B659FBC4654404E85FF59F2A0C808F5180BF6B660CDC3BEESCE90DC3EB422C7C89EF475972316D50B8E74FFAIC5BABS4B
67

Malicious: true

Preview: P.g...E..w%.A... A s*..n|.kw>.1W5...4..56..G...7"[...le0.*.$i..}.7...yae. K.L.<w..Z...F#.......F.l4.@.@D Lfrm...E\A.3.6.°6....~...a..S.or.A..T..

..0J.b.S.kLd. k....hV..P. Le..t...]ath...) m..D.....D.ZZ1H")\. u....8Z.<=..&..FFK{.....9..\W.7 28.7..J.\OM...
MA.[..?2ld..?2.&.(v>.L.b..*R.r. .4} w. #MY"v..K....}.4.<s.M.*...HT....q.;. X...E..$......K.}Q.%0\n..~.."..s).r..c...(.&..r..7RS._$..d.[.D2.a..
<. OR.LDLUF M &..~s..H.z.6J...8.2>.\8.*Kn..$X.5..=.0.P.......... gY..A#N., LG.f.K...il...6..G1...
.2%..y..C..3...2.V. . * ~N.t.$n...D*nYJI>... H...y..ftE9.}..2\...@. .qu.....&#b.1m..%S...c k...>b.}.u....... b

..nd...m.F.l..y.Rm..E4K..0.4

C:\MSOCache\All Users\{90160000-00BA-0409-0000-0000000FF1CE}-C\GrooveMUl.xml

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 1660

Entropy (8bit):  7.8686410396141095

Encrypted: false

SSDEEP:

MD5: FFB63AFA8B56FB40483F76608306COCE

SHAL: CO00ACB8898001138D6BIBFE51FD1440C7023F2EF

SHA-256: 64AA93B3CFAEEADDBE4A1B007650FEACIDDE3B1AB1736EBIDIC1F00914C0873D

SHA-512: 538A8C590688E87B8AE61096436D1D92193F416E762AECB3D0D22E9555C279A979B3901BF29A15B6C79F1F39F6096677976C442CEBS4FEE34F9D9568D155AF1F
Malicious: false

Preview: LAHLGALOLDLL AL WL mj%. =X NGO H ;L VA L2 .G

....... 2L.K...2.u...dcn.z.'4A.5.... A{.'B...[....@was.Ok. A+D.*r.:.Q..5.V.3...uoE.y.w.. 9 .x...a2L..1..aAM ... .x>...%
" f&t.B. F.LLA.LU] k4mK......|i....%.h... {wOH2".cK3.%:B...V.F...S.3....0%.G...v:..cC..y....]&..0J..1.0..M./.bL.".Lh.L[.". }.4. #7 L)W,
enfomean ASLY L 3y4AN QU LPLL X.Q..N.U}Y....a......K[b$!.T.6h.D3f#S...0.D8.q...K\. . <. .N\y%D.l.g{T<.h../ {.aGi
&A[..&&F."T..4.l..L.0a3}....h.&. {......H. TM..[.R....A\R.X....LNPG....V}..K.QD...y’u

C:\MSOCache\All Users\{90160000-00BA-0409-0000-0000000FF1CE}-C\GrooveMUIL.xmL.NB65 (copy)

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 1660

Entropy (8bit):  7.8686410396141095

Encrypted: false

SSDEEP:

MD5: FFB63AFA8B56FB40483F76608306COCE

SHAL: CO00AC8898001138D6BIBFE51FD1440C7023F2EF

SHA-256: 64AA93B3CFAEEADDBE4A1B007650FEACIODDE3B1AB1736EBI9DIC1F00914C0873D

SHA-512: 538A8C590688E87B8AE61096436D1D92193F416E762AECB3D0D22E9555C279A979B3901BF29A15B6C79F1F39F6096677976C442CEBS4FEE34F9D9568D155AF1F
Malicious: false

Preview: S 16.1.%.P.....y).7.....&88ad)4r.u.gmJ..."p.(U X.r..,...5j0....Hg*.." +i.WALOLDL AL WL rm %, =B XN O ;L VAL 2

Qk-.b.SZ.DILU..cI7AZ.7.......4. By......2LK...2.u...dcn.z. 4A 5. .A{. B..[....@was.OK......f......+D.*.:..Q..5.V.3... .UOE..y.W.. 9 .X...a2L...1..a A.M ... X.>.....%
H.>.%..hV.4.. du...... " f&.B..F.LLA.LU] K4mK.....|i....%.h... {NOH2".CK3.9%:B...V.F...S 3....0%.G...v:..cC..y... ]&.0J..1.0. [ M.LOL. Lh L[} #0. L )W..9.
NG RP.BLge .l maL A S By AN QP S IX QU NUY K[b.$.!..T..6h...D3;f4.S......0..D8..q:...K\... <. \y*%)D..I..g{. T<..h.../. {.aG i

C:\MSOCache\All Users\{90160000-00BA-0409-0000-0000000FF1CE}-C\R3ADM3.txt

Process: C:\Users\user\Desktop\ll.exe

File Type: ASCII text, with CRLF, LF line terminators
Category: dropped

Size (bytes): 1290

Entropy (8bit): 4.607071403570347

Encrypted: false

SSDEEP:

MD5: FADBOF250D20EF2F614C4AB5D5D3ABOF

SHAL: 41E8255C91A40A8E832A8AC05747C9A579F55D07

SHA-256: 2CD73F11DA515955B62A930CA4DEFDE9CCB5230B8F5809E3C304EF854604EDA3

SHA-512: E97F4B069ACB91C332BDDCA5C4314CBE6GCC79C37E93CBB3F4D8B37544B49C2868E23B603FE4563A8961616F137CF646153A82F387D9C55CF8191108E86CF13¢
Malicious: false
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Preview:

NN T R R N T R W I (R R N T N A AN A A___/..By now it's probably painfully

apparent that your environment has..been infected with ransomware. You can thank Conti for that.....\We've modified the code in a way that will prevent you from
decrypting..it with their decryptor.....We've exfiltrated a significant amount of data including private emails,..financial information, contacts, etc.....Now, if you wish to conta
ct us in order to save your files from permanent..encryption you can do so by emailing network_battalion_0065@riseup.net.....You have 3 days to establish contact.
Failing to do so will result in..that data remaining permenantly encrypted.....While we have very little sympathy for the situation you find yourselves..in right now, we will ho
nor our agreement to restore your files across..the affected environment once contact is established and payment is made

C:\MSOCache\All Users\{90160000-00BA-0409-0000-0000000FF1CE}-C\Setup.xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ll.exe
data

dropped

2174

7.890451514739381

false

4A8AFCFEEODA189EE612B5EE9557D064
EF698513E4417E0A9CFEB879795295AB59E911D1
2D24612A95BD16224A9362CD34696F6E32A1EFA190B1C0B1133710736F3EB84D

7832B9D47F6DD6381147DB392114FAS60EA3A9DESDEEG30EBB818C4E6496DC5D1D755CC6D5C1041AEF4AC68E37D792E3AC2EF1F1B25A8D051F60F2C351DDDF
E3D

X Ho... .. =$..1#..X ..Vk.AM.....b.J.Ik..1.Giehh.c.Li;...um.1..[E)Wbx........ 5m....t.L.3....Kt.ki,"rz;."t.I_..0..2g".u...u..C...-i.1...h... #Z..". b {,. #.+.7..3."q1g?.5.dA\9

N.m..$h+.KD.~.9v.w.Tl....L..f-..m.h."M7..8yR....S?y...~ K...y..U.I$|..bC...aQ2..ef.9..\..Ln.F...0Ix.Zil{......9.4.....WcB. ...C;.|.+.U.-.....6...EMv.b.L.Y..."..0>5..d|WC...<. >....
Jd.p.g...=<.)..F.i.PLh..C...7..u.B..L.G..h...Al}.a"....F.<$..Vb...D..d.N.V..Wa.X8..%Q...P....3...K..... L.}.2.vS,;.. . VC...[d<..*2. Lk fb..o o [XE o X JoZooiinns
<..D.K)|.XA)....U-.|q.L..i.}.XVb...#...2..Gp..x.Y...U.3.s./d.gN. .. . A .. .b.@.=:.. . X....2.@.L...Ns...A-DK"....U.....[ #y*..63.j=.@...%..Y.q.mW.v..\..rK.jL.W...:x.=..|.v.q.1C...
ZIYPT.X$S=....",..>Dq.g.~...C..ebw..A..)>.....~>}r.. . AL[B...0...ELT#c:...C....p....... 6.{Lr/...."....q<p.N..@\u&x..$..9YQ.3..._..,...*.a...9i.<..99.

C:\MSOCache\All Users\{90160000-00BA-0409-0000-0000000FF1CE}-C\Setup.xmL.NB65 (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\ll.exe
data

dropped

2174

7.890451514739381

false

4ABAFCFEEODA189EE612B5EE9557D064
EF698513E4417E0A9CFEB879795295AB59E911D1
2D24612A95BD16224A9362CD34696F6E32A1EFA190B1C0B1133710736F3EB84D

7832B9D47F6DD6381147DB392114FAS60EA3A9DESDEE6G30EBB818C4E6496DC5D1D755CC6D5C1041AEFACG8E37D792E3AC2EF1F1B25A8D051F60F2C351DDDF
E3D

R o Hoooo o =$..1#..X ..VK.AM......b.J.Ik..1.Giehh.c.Li;....um. 1. [E)Wbx.......5m....t.1..3.....Kt.ki,"rz;."t.]_..0..2g".U..u..C...-l. 1. h... #Z.." .b.{,. #.+.7..3."q1g?.5.dA\

N.m..$h+.KD.~.9v.w.Tl....L..f-...m.h.AM7..8yR....S?y...~ K...y...U.I$]..bC...aQ2..ef.9..\...Ln.F...0IX.Zil{......g.4.....WCB. ...C;.|.+.U.-....6...EMV.b.L.Y......0>5..d|WC...<. >....
Jd.p.g..=<))..F.i.PLh...C...7..uB..L.G..h....AL}..a"....F.<$..Vb...D..d.N.V.. Wa.X8..%Q...P.....3.... K.......L.}.2.VS.;... .VC...|d<.. *2.LKF.b.c.oro . [XEero o X Zon
<.D.K)|.XA)....U-|q.L..i}.XVb.. #...2..Gp.. X.Y...U..3.5./d.q"....J..}" .. .b.@ X....?2.@.L..Ns..A-DK..U....[ #y*..63,j=.@...%..Y.q.mW.V..\...(K jW....x.=..|.v.q.1C...
ZIYPT.X$S=....",..>Dq.g.~...C..ebw..A..)>.....~>}r.... AL[B....0....E}.T#c:...C. g<p.N..@\u&x..$..9YQ.3..._..,...*.a...9i.<..99.

C:\MSOCache\All Users\{90160000-00E1-0409-0000-0000000FF1CE}-C\OSMMUI.cab

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\ll.exe
data

dropped

17347

7.988558992209177

false

ADAOA2ECD73B386805EC9773EFGE825F
C1B2D627064E7976A247C3F57BE6SF8DE2C847EB
CEBFCAB1CBAA09708515A3887CAC6E8B7D41BDFCOCDAF8A58A32AE53C9890ECS

24C907E8027333EBDD44A59E6175B543C8B1CB5CD103A545E4ED38F4C55490D1FE6ABF990A043B99BEEC201BOB3E2DEY058A0DA5DA34EF057AC0315D0051CE
3A

false
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Preview: ... O.F5w..<..8.l..(@."....F\6,;|.L...B.;6w ..a....F+...C....... %V..E.SQ"....9..X ..;..[.14.d..9....05Z]..7Zi....0........ 0...N2..f_..*..13.S.B.X+. vy..iX<+.."...J.1....YU......;..R.0
..C.3.2G.5........ 9.C?2.".v8..2y.>W.X$.....ooooe_.n L.*N..p?.%.1 o(...rZ..KrdR.pPz}.....-....dd.Qm.q.Z.//n.U...M&h."..U.c.AL."T....D.i...dmRGM"....).lu+.[..6.Y.".d..nn &
..VMO+. QI' 'IA ..e..,.,Amyl.GUM.v.&....l.P. Il ...... <..K.6t.vd2.B.\..EZ.8..Wp.$.54|..p........ |._...0'ux.C.lw...."y0A..Xc.b'I<....d..1. ....m.M....Z\%...0v..m.i..

=...Ui" . [...D~.5CF{..U..".$..l.g...ZS*+d(H@....F.....](~ T.{W...Ig..4tQ%.2)... T.}.P....... %a......S...p..".v.. . V{nwd.. n>9 ........ R#.L..p..fl{....

[/....7”.CX$.Qq...G.O ...... D....1L..0.fs ..P..aJ....5.J.Uk?..3C.".J.-|.9l.....KO...TsNNP.g(.hJ.B~Xi..Y..?............ ......x.[../,.$..u".p..,].@...w.(. ). Eodo

C:\MSOCache\All Users\{90160000-00E1-0409-0000-0000000FF1CE}-C\OSMMUI.cab.NB65 (copy)

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 17347

Entropy (8bit):  7.988558992209177

Encrypted: false

SSDEEP:

MD5: ADAOA2ECD73B386805EC9773EF6E825F

SHAL: C1B2D627064E7976A247C3F57BE65F8DE2C847EB

SHA-256: CEBFCAB1CBAA09708515A3887CAC6E8B7D41BDFCOCDAF8A58A32AES53C9890ECS

SHA-512: 24C907E8027333EBDD44A59E6175B543C8B1CB5CD103A545E4ED38F4C55490D1FE6ABF990A043B99BEEC201B0B3E2DEY058A0D45DA34EF057AC0315D0051CE
3A

Malicious: false

Preview: ... O.FSW..<...8.I...(@.'.....F\u6.;|.L.....B.:6W..a....F+....C ....... %V..E.SQ"...9..x ..;..[.14.d..9....05Z]..7Zi....0........ q...N2..f_. % A3LSLB.X+ vy X<+ Ll YU RO
...C..3.2G.5........9.C2.".v8..2y. >W.X$............_...L.. L.*N..p?.%.] 0(..r”Z..Kr4R.pPz}.....-....dd.Qm.q.Z./n.U...M&h."..U.cAL.'T..... D.i...dmRGM\....)..u+[ 6.Y..d. nn&
..VMO+..QI".. 'IA ..e.,.,Amyl.GUM.v.&....l.P. I1 ...... <..K.6t.vd2.B.\..EZ.8.. Wp.$.54|..p........ l._...O0'ux.C.lw..."y0A. Xc.b'I<....d..1. ....m.M....Z\%...0v.m.i........... U&K..R
=...Ui"- ..J.[...D~.5CF{..U." $..l..g....ZS*+:d(H@....F.....](~T.{W...19..4tQ%.2).... T.}.P......%a......S....p.."..v.. . V{nwd.. n>9 ........ R#.L...p.fl{......sl...IY4....._jo.
[/....7".CX$.Qq...G.O ...... D....1L..O.fs ..P..aJ....5..Uk?..3C.".J.-|.9l.....KO...TsnNP.g(.hJ.B~xi..Y..?............ ......x.[../,.$..u".p..,].@...w.(. )..E.. 4

C:\MSOCache\All Users\{90160000-00E1-0409-0000-0000000FF1CE}-C\OSMMUI.xml

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 1657

Entropy (8bit):  7.879862466180648

Encrypted: false

SSDEEP:

MD5: B3544BBA02865C2FCO3EBE0447A17318

SHA1L: 41E36F4D79FFFE33740495D23BDF4A47DAAFSETF

SHA-256: FA50CA5681334F56BAB447FCA50745C5A22044275F79997956FD56E4130F99E1L

SHA-512: 326E91F3577BB134DA763B6B59DA6D98B776EES5DAECBD748E91D76C028202DC473826FF77BE1A6B16919031669141B8DD5311A9E029AE2074FADOEBDAE3E2!
E

Malicious: false

Preview: U@ P W V2[ 0L OXVL@.S. 2V %, Wi L. L. > W.8}ZPKO.6N.....OP;E.....j.i=0X 4.(.5Q.$0..2KK 3..1....2yA0.p.].-20.2.. 2......d... 4+ M. Fo e
U..0...0E"P.dY*.Uj... I\ XA A e He o ZA L DONLLLGL UL [ mwdonH. WK.5".%......_..\..39.&S.....;.5.WZ.{.... z...";.PA.j..}....s..#.> .R$..08$..1...-.
SHWC.Y........ @....].....c\fo b hror hlb.D{....7....|...J.\...~).U.C ....2.bg....+..ri...9.v..+.... .V.|.BP.w.m\Gt.... !|pgS ....... 6..._Jnk:...V.~.... 1h"}..f...E....ob.wL.

1.2[e..R.3.kd#...2..pV..S.#p.Jl.w5.b<.Ap.q. W #..2..m..C.7.n.ul(...z.(_Z..re.q.)P.p...q..GL..1.. "f.~...4bZ6A.0(.F.5s!8Z...$..2...[IDEO.E..P.T....}..d....9.%........ E.
s OO g<..DM.L+M...r.S+G.Q\L..1&[p....U....C.p...w.6...., 7. Krr.|.Iw....q:. ]&7.~V..2....... 7 Jkf.&(gk\....... D...@|.S..r...0.’q.Y.....

C:\MSOCache\All Users\{90160000-00E1-0409-0000-0000000FF1CE}-C\OSMMUI.xmL.NB65 (copy)

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 1657

Entropy (8bit):  7.879862466180648

Encrypted: false

SSDEEP:

MD5: B3544BBA02865C2FCO3EBE0447A17318

SHAL: 41E36FAD79FFFE33740495D23BDF4A47DAAFSETF

SHA-256: FA50CA5681334F56BAB447FCA50745C5A22044275F79997956FD56E4130F99E1

SHA-512: 326E91F3577BB134DA763B6B59DA6D98B776EES5DAECBD748E91D76C028202DC473826FF77BE1A6B16919031669141B8DD5311A9E029AE2074FADOEBDAE3E2!
E

Malicious: false

Preview: LUt.@.PLwlv 2] 0Ly CXAVLI@ .S, 2V %, WL L L.
U..0....0E"P.dY*.uj.... ||\ X A i LoHLLLZA . .
SHWC..Y.... ...hr9”..h]b.D{ . ).V, bg....+.mi 9+ LV BP.w.m\.Gt.....! E....ob.wL.

1.72[e.. R. 3kd# 2..pV. S#pJIwS b<.Mp.q.W #... .)P. 4bZGA o(.F.5s!18Z..$..2... [1DEOE PT L3d9.%........ E.
e U g<..DM.L+M....r.S.+G.Q\l...!1&|p.....U....C.p....w.6....,7. krr|IW....q...]&7 ~v..2 ....... 7]kf&(gk\ ....... D...@|.S..r...0.°q.Y.....
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C:\MSOCache\All Users\{90160000-00E1-0409-0000-0000000FF1CE}-C\R3ADM3.txt

Process: C:\Users\user\Desktop\ll.exe

File Type: ASCII text, with CRLF, LF line terminators
Category: dropped

Size (bytes): 1290

Entropy (8bit):  4.607071403570347

Encrypted: false

SSDEEP:

MDS5: FADBOF250D20EF2F614C4AB5D5D3ABOF

SHAL: 41E8255C91A40A8EB32A8AC05747C9A579F55D07

SHA-256: 2CD73F11DA515955B62A930CA4DEFDEICCB5230B8F5809E3C304EF854604EDA3

SHA-512: E97F4B069ACB91C332BDDCA5C4314CBE6CC79C37E93CBB3F4D8B37544B49C2868E23B603FE4563A8961616F137CF646153A82F387D9C55CF8191108E86CF13¢
Malicious: false

Preview: NI NV I N T N N N NN IN AN A A [...By now it's probably painfully

apparent that your environment has..been infected with ransomware. You can thank Conti for that.....\We've modified the code in a way that will prevent you from
decrypting..it with their decryptor.....We've exfiltrated a significant amount of data including private emails,..financial information, contacts, etc.....Now, if you wish to conta
ct us in order to save your files from permanent..encryption you can do so by emailing network_battalion_0065@riseup.net.....You have 3 days to establish contact.
Failing to do so will result in..that data remaining permenantly encrypted.....While we have very little sympathy for the situation you find yourselves..in right now, we will ho
nor our agreement to restore your files across..the affected environment once contact is established and payment is made

C:\MSOCache\All Users\{90160000-00E1-0409-0000-0000000FF1CE}-C\Setup.xml

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 2572

Entropy (8bit):  7.928420292214516

Encrypted: false

SSDEEP:

MD5: 37A3CBBFD9CB5BES8799837F33B5140B

SHA1L: 92C8C285ADEC1EF3CAB6A688A88466230CF70C14

SHA-256: 3A1E5059F9DA3A0AFEC24CF8BEC20FF331B8B5AF36F326EE93ABDEEGACF62578B

SHA-512: 7AD8BCA71C9BA01BFFA030B25C2A8FB8DDFFOGEDIAEOC758C2949CB1C428573C2B9D05457067DDFDEBEBC6D49D4958648862A78A92B3FA45B2FEBODASBF92|
150

Malicious: false

Preview: -,\2)@.B.s@..nmr.a..yh.....>%................ K....;..c...1$..8A..8..u..q...m..v..-..+K@Y..d..5AK\L..t.e.....-{E...2..=ly. A X....H.on}../G{p.6.2..)dn.\....... Da.X.3S..wh...<.a....
L WA%LYLKB...Z. = QD.IYY .t.Oz...5...ett.z,n.. q~ .s_<.<E....HM.K".0.."..(.OZ...P..b......... C.ORt=VA....G.1....$nl...V......... yo.nAKY# 0*.
....... {})c....&?%b...q.U...B2.7#g R o I D)ouA...A.;.“.P“.EA |F2 .al...0.>....T.Pq...&Q. 7kY 2Ew:.....d.r'S.....5.08.f.2.%.0%.9j.0..9.
..0..CQ&.B...:..E..0.10<...XUKOrSc~w0b..._..]...D..... %{@ z9|.r. ]7 Cm&b ......... *Uy.tdB...".. K...... F...;88L. 2~ h O.].)dt k. )k]|=kL ... MZv.*.).u{[..AP..a..0Om.qc.....
“z..f“3.A...}..JAAA..W%..{2UZ<.dA RZa}JITr... Mc}..W......48.e\WU...}s F..u.X:.._.R...65.. yI»dKJ 240U =2%.. }g) 3.} Y] OM. G &AWL

C:\MSOCache\All Users\{90160000-00E1-0409-0000-0000000FF1CE}-C\Setup.xmL.NB65 (copy)

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 2572

Entropy (8bit):  7.928420292214516

Encrypted: false

SSDEEP:

MD5: 37A3CBBFD9CB5BES8799837F33B5140B

SHAL: 92C8C285ADEC1EF3CAB6A688A88466230CF70C14

SHA-256: 3A1E5059F9DA3A0AFEC24CF8BEC20FF331B8B5AF36F326EE93ABDEEGACF62578B

SHA-512: 7AD8BCA71C9BA01BFFA030B25C2A8FB8DDFFO6EDIAE0C758C2949CB1C428573C2B9D05457067DDFDEBEBC6D49D4958648862A78A92B3FA45B2FEBODASBF92|
150

Malicious: false

Preview:

P...EA. |F2 al..0.>.. .
E .O.IO<...XUKOrSc~WOb..._ ]..D..... %{@ z9|.r. ]7 Cm&b ke Fl8SL. 2~ k. ).k|=k.L |
L2531 W%. {2Uz<.d.=RZa,} }.|Tr... .Mc}..w....... 4&.eWU.. }s'F..uX:.._.R.. Gs .y.l.-.dKj..?.+ou =*?$..}.0.}..3. 1 Y]~.....

C:\MSOCache\All Users\{90160000-00E2-0409-0000-0000000FF1CE}-C\OSMUXMUI.cab B @
Process: C:\Users\user\Desktop\ll.exe
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File Type: data
Category: dropped
Size (bytes): 4231235

Entropy (8bit):  7.999826754548407

Encrypted: true

SSDEEP:

MDS5: BAA0593644D9F2A5746EAFCAC919F3B9

SHAL: B84BCF58384435EA963AE31932FD6B138A16E6DF

SHA-256: D4E00263910AAB588871DA9F5CB186F73FD1B4C1BOFD782A81C1C90583B09BBA

SHA-512: 54EDA0111B6496B53ED613BESABAG0EAG64374BEO0F764512ED182067C595208922F34942D7106DBDB6BEF4E4CBC0122D04C4CC29E6D1E7DI70FDC3284E2775¢
3

Malicious: true

Preview: .pJ..*...uH...p.f3C..{h.....e.. wE.NY=..~.F... A...~.0EU7...,K..(..-.m4...udy.X.2.4....BM@w.5.2 #W~.@.pF..>.7.<.G..S..$..y.{.8.~m.5.IC....m.w....

e 2.pd.0W.M.g..cANX[..L....<.OFr7 j+E_./.L..g....nU..J=0.c4...P...W....@{ L..R.
. cereenn8.9%i. Z.7.C..0.L.7. X YAN.... L. A/ Jyp . AL .9e5CULL....7.L.A@.W'.G.0.".@<...]".
1.+6.. @J #NV{ #.D..%.Y)...$.!..UIy..c..g...\..\.,.lS.. 0. .a..y.H.pX..n.G.;$.h. . \.NY.d9t\. ... .F.Q..&..p].f>.( .
<.gQKS.KUzQ._."....<...... C.v..n<.ll...9=..F..c.DM4..d..6.CNN....5.".\.C&h..Z....{..c.[.A?..{.(EV.b.(D.....wj....y.Ww].[O.W....1..>.

C:\MSOCache\All Users\{90160000-00E2-0409-0000-0000000FF1CE}-C\OSMUXMUL.cab.NB65 (copy) B @

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 4231235

Entropy (8bit):  7.999826754548407

Encrypted: true

SSDEEP:

MD5: BAA0593644D9F2A5746EAFCAC919F3B9

SHA1L: B84BCF58384435EA963AE31932FD6B138A16E6DF

SHA-256: D4E00263910AAB588871DA9F5CB186F73FD1B4C1BOFD782A81C1C90583B09BBA

SHA-512: 54EDA0111B6496B53ED613BESA8AG0EAG4374BEOOF764512ED182067C595208922F34942D7106DBDB6BEF4E4CBC0122D04C4CC29E6D1E7D970FDC3284E2775¢
3

Malicious: true

Preview: U4y . X.2.4...BM@w.5..2 #W~.@.pF..>.7.<.G..S..$..y.{.8..~m.5.IC...m.w....
<...?2.pi.0.w.M.g..cAn.X[..L....<.OFr7 j+E_./L..g...nU..J=0.c4... P..W....@{.L..R.
7L.A@.W'.Go.".@<..I]". .
PH3.0.%...Y..v.

c.2.

Llbol&.
G.. eI A~he.kd{.
146.@.J.#.V....{...#.D..%.
<..gQKS..KUzQ._.

]GCA..q...w]
@.. 6.%i. Z.7.C...b.1.7.X]....YAN.....|L...A/"J..yp"..A..A.9e5CU.L..
Y)..$.L UIy .c..g..\.\.,.1S..}....0. Aa.“y.H..pX ..... n.G.;$.h...\.NY.d.9.t\ pl.f>(
<iSerrnCoVeN< 9=, F..C. DM4..d..6.CNN.... 5" \.C&h...Z.....{...C...[..A?... {. (EV..D.(D..co Wy WL [OW..... 1. >$k .

C:\MSOCache\All Users\{90160000-00E2-0409-0000-0000000FF1CE}-C\OSMUXMULxml

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 1992

Entropy (8bit):  7.888862886515418

Encrypted: false

SSDEEP:

MD5: 9E4252BD25F91499994D1904828C490C

SHAL: 5817121A5D3AAD3B2E96634A23D32A6C51371E1C

SHA-256: 5D13C705856CE830879881366BA5076BAEC5795BD1102ECCF19B8EBF490D8A29

SHA-512: 82731F3BC317006147FCC89916B70B0OA884AE757CDAASB14F46AA600602D32FE474964CFF40B25710533BCEBC5FBBE4B97A6030CEF1E3007B87CD3CF658BC8(
E

Malicious: false

Preview: >.EL(?.~.W..OX...K... WL X7 RUGKL G ULLLE L p?2.T.ULfy. .z L. dTl[-w....G..P.3.2de..m..g<L...B&\..wo....N.|j.]............. wL...V.M*.u.6.14@.....,......... 1?la;.....
L2 HS$LARK*Q....... Heoo X....8(M"‘:.R.Y.,..Vw ....... B..2 ..... k..),tT e T3 F[.X.@.....0G;.p.4./O.f.F" . jH..e..3.0.8....e.U.... p.....%[FH>9....*y>.N..8..ITf{
G[..R.iOK..[.....IY..8].....u.0..b... LWLawi KV QML hYXFZSM.Z9T .. V.. IW.M-......¢g....2& =(...k.j.|fG....Lv.P.ZM.f.9.....-.....S.......Kb..M.A#.t. > E.... X ..e...+.5...98..
LHA( T9HWb@%V X... P> .u; O|Vo Yy fAVVL6.ZLLi@)) .. b 203 AR Ly ML 7 L HL XTI P 2.9 L) Lo~ dIK s s 7L U ALY
..VHO0..05.[....... 9-Cuvvn Y.L LDAdS. L...ghA.+]..8w.P..g..y.2.......r.C....p.@....b/.M.;..3#a.F\...9........

C:\MSOCache\All Users\{90160000-00E2-0409-0000-0000000FF1CE}-C\OSMUXMUI.xmL.NB65 (copy)

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 1992
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Entropy (8bit):  7.888862886515418

Encrypted: false

SSDEEP:

MDS5: 9E4252BD25F91499994D1904828C490C

SHAL: 5817121A5D3AAD3B2E96634A23D32A6C51371E1C

SHA-256: 5D13C705856CE830879881366BA5076BAEC5795BD1102ECCF19B8EBF490D8A29

SHA-512: 82731F3BC317006147FCC89916B70BOA884AE757CDAA5B14F46AA600602D32FE474964CFF40B25710533BCESC5FBBE4B97A6030CEF1E3007B87CD3CF658BC8(
E

Malicious: false

Preview: >.E.L(?2.~.W..OX...K... WL X 7. RUKLg. U E.;~..p?2.T.Utfy...zL.dTl]-w....G..P.3.2de..m..g<L...B&\..wo....N.|j.]............. wL...V.M*.u.6.f4@.....,......... 1?la;.....
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G[..R.OK../.....lIY..8].....u.0..b...u..... L. wi.K.V.". . jQm\...h}. [XFZSM.Z9T..V..IW.M-......g....2& =(...k.j.|.fG....Lv.P.ZM.f.9....-.....s.......;.Kb..M.A#.t. > E.... X ..e..+.5...98..
LA TIHWDb@%.V.'X....P.>..u;0V.0...y..f\ V.6.Z..L...i@.).u. j...0.2..[.jj.3|..jd. v ... [{.;.y.v.M..7. ... b~ [LWHLXTNIP._.2.\-..9.Y ") Lo~ dIK.sn.....s?. . UA..;..J*
..VHO0..05.[....... 9-Covres Y AdS.....L...ghA..+]..8.w..P..g..y..2..........1.C....p.@....b/..M.;...3W¥a.F\...90........

C:\MSOCache\All Users\{90160000-00E2-0409-0000-0000000FF1CE}-C\R3ADM3.txt

Process: C:\Users\user\Desktop\ll.exe

File Type: ASCII text, with CRLF, LF line terminators
Category: dropped

Size (bytes): 1290

Entropy (8bit):  4.607071403570347

Encrypted: false

SSDEEP:

MD5: FADBOF250D20EF2F614C4AB5D5D3ABOF

SHA1L: 41E8255C91A40A8E832A8AC05747C9A579F55D07

SHA-256: 2CD73F11DA515955B62A930CA4DEFDE9CCB5230B8F5809E3C304EF854604EDA3

SHA-512: E97F4B069ACB91C332BDDCA5C4314CBE6CC79C37E93CBB3F4D8B37544B49C2868E23B603FE4563A8961616F137CF646153A82F387D9C55CF8191108E86CF13¢
Malicious: false

Preview: e NV N N T N N NN N NN NN A A /..Bynow it's probably painfully

apparent that your environment has..been infected with ransomware. You can thank Conti for that.....We've modified the code in a way that will prevent you from
decrypting..it with their decryptor.....We've exfiltrated a significant amount of data including private emails,..financial information, contacts, etc.....Now, if you wish to conta
ct us in order to save your files from permanent..encryption you can do so by emailing network_battalion_0065@riseup.net.....You have 3 days to establish contact.
Failing to do so will result in..that data remaining permenantly encrypted.....While we have very little sympathy for the situation you find yourselves..in right now, we will ho
nor our agreement to restore your files across..the affected environment once contact is established and payment is made

C:\MSOCache\All Users\{90160000-00E2-0409-0000-0000000FF1CE}-C\Setup.xml

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 2988

Entropy (8bit):  7.928750213162866

Encrypted: false

SSDEEP:

MD5: F2694EF4F98F2ADE49723A8E2EE43307

SHA1L: A0464DD3A1984C41BE74469245A4DFO3AEC77EEC

SHA-256: A5E6C237F1CB48CC574F7F20359CEF9F7068FD1DA9361E4E44A412E7520D6969

SHA-512: D8405866235D062F448E7D42A96F68A9ES5C37B03EA3E6FESB84A1AAOB29CBB5390F3B9F08A180EDI6A69DAGEL2CF7597A6EDB7AEAGESD64DESDE94D4934EB
DD2

Malicious: false

Preview: .E..v.P.s9.ts... D...AJE3..v...-X/.....p,.0.....H.O\p.QH.l....rr[.,.e...9H..p..u.V.\.K.. As..8.".. .. {....@..-A.?.)/.*g.a..|.R Y\.|."[<.AW52.b.M..@...p.WR..=.~<I.{sU.(.
)5Ws..S.....DeL......... i.x..|...Nwhqd..$.QaA.............. e.0<p/..YE.f7...Y..rE..=9./.D.Je$.v[.*..<.z.. ]'PRLQ....(....yS...e..0.....~b..3/VG.....U.$....2.|p.mp}...7... oV.W<.
T.V...$..0.1.QNC.l...m......... {fo S..NL.p{..6..2..T|.P....=[..9.10..t5].5s.A.-n.....V_n~.lu........ *<X.r%.. X9 J+...WwW.y..L..Qg.R..7$8ESb........0..H.b..y.h.pw..E

\3/...-.Q.M....p..DD.......3x,q|. .Bi.=.1O...5.....2bN.t.0.....D; L [.@. .
aKo(.)/% 3. *N... }.S.N..@.S.0.P. A i{+...Hg..~q..U... \SX..

i€ N.Y&..x$.....\,.2.2. . AT V.Gh1.D[LM.2.r.;....i....Gr..pNh.N."... b.u2. M. WI.f....E.(.k."....d.5b.
&.,.7.G.0}5.8.15.(4.0. H...u/...+. . HAW.|.9......MIOD.ALA".p.(.83x%.5..3X....

C:\MSOCache\All Users\{90160000-00E2-0409-0000-0000000FF1CE}-C\Setup.xmL.NB65 (copy)

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 2988

Entropy (8bit): 7.928750213162866
Encrypted: false
SSDEEP:
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MD5: F2694EFAF98F2ADE49723A8E2EE43307

SHAL: A0464DD3A1984C41BE74469245A4DFO3AEC77EEC

SHA-256: ASEBC237F1CB48CC574F7F20359CEF9F7068FD1DA9361E4E44A412E7520D6969

SHA-512: D8405866235D062F448E7D42A96F68A9E5C37BO3EA3E6FESB84A1AAO0B29CBB5390F3BIF08A180EDIBAGIDAGE12CF7597A6EDB7AEA6ESD64DESDE94D4934EB
DD2

Malicious: false

Preview: .E..v.P.s9.ts... D....AJE3..v...-x/ L e@.-AR)rga | R Y[ AWS2.0.M..@. . p WR. .= ~<{sU.(.
)5Ws..S.....DeL.. i <.z.. .]IlPRtg....(....yS...e..0...~b..3/VG.....U.$...2.|p.mp}...7... oV.W<.

TV...$...0.1.QNC
\3/...-.Q.M....p..DD.
.aKo(.)/%.)J[{.

a <X..1%..X.".|9
o\.2.2.h.1T. v.Gh1.D[M.2.r
&.,.1.G.0}.5.8.15.(4.b. H...ul...+. HAW.|.9..

LIt wW.y. L..Qg.R..7$8ESb. .0..H.b..y.h.pw..E
i...Gr.pNh.N....b.u2. A WIf... E.(.k."....d.5b.
.MIOD.A/A"..p.(..83x%.5..3X ....

NLLSN.@.S.0.P AL+ Hg...~q..U...\SX..

C:\MSOCache\All Users\{90160000-0115-0409-0000-0000000FF1CE}-C\OffSetLR.cab

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 16242

Entropy (8bit):  7.98948678203108

Encrypted: false

SSDEEP:

MD5: 36317E63FD21D02B92EA4FBF730AECAD

SHAL: 2DD39C3BF2EE546D5DC6829D1B497E03853D4EEE

SHA-256: 8C6DC6F82CBA977A24C1BESD694ESDCCI1F45A4074991BOFDC38746506B4EB16

SHA-512: 7136B6DIF7ECFFD5508A3FD544DF85B0416798867CFBE69DD9747552145633DCA1C170CDDOEBEDD7B857F4ACFE1650DF6ECOF19E5C512DCA98B8278E00953!
C1

Malicious: false

Preview:

L2.C.M.A. Yrg..rZra.....c. k. *PKIN7S#.Z.=.. ks. .7[.1...52u &.|.e.. . *{x..Q*..0.B
. SXRedgaurk*silk. [a+AEF.YG=..vzN..?.....H..1E;..7.>..=.h5.L.. . #1T..bli{..iIF{.Ba....Q.7...4..%~\..?/ ]
$..0 F........ 3..%..m(....].%....v....S.}.~".B.8R.,...Z.sZT.$....&..d.e..|].U.Y.......h.n_bbVLt...0V.F.<.Sk.yU ...d..@.@.....]..>.....s......<.90..LMJ..F...ns

C:\MSOCache\All Users\{90160000-0115-0409-0000-0000000FF1CE}-C\OffSetLR.cab.NB65 (copy)

Process: C:\Users\user\Desktop\ll.exe
File Type: data

Category: dropped

Size (bytes): 16242

Entropy (8bit):  7.98948678203108

Encrypted: false

SSDEEP:

MD5: 36317E63FD21D02B92EA4FBF730AECAD

SHA1L: 2DD39C3BF2EE546D5DC6829D1B497E03853D4EEE

SHA-256: 8C6DC6F82CBA977A24C1BESD694E5DCC91F45A4074991BOFDC38746506B4EB16

SHA-512: 7136B6D9F7ECFFD5508A3FD544DF85B0416798867CFBE69DD9747552145633DCA1C170CDDOEBEDD7B857F4ACFE1650DF6ECOF19E5C512DCA98B8278E00953!
C1

Malicious: false

Preview: m.J...0-LKY.Z.%.............. T..~.pD.L.m.9..0}AVAL K]'.{.0......d...q.n.$......93.1.5.1q...D.\..1$. . KNIR.S.wy....fTz. ku.yLi.. . T...N..-GU2.in..R K......P x9.QXB.X3.....3.....
<Y [W L XIMWA{ fZf.6...G&.>....KL'U..z..9..3.s...1.C..k.L..K".>.n..Y;..N+....~sF(B....Cv..t..R...."......c.LF*VO.rmG.l....*..hl...9....... j@.Nn...<.."a.d.J.5.B.2..[.&
..... X..W.....<V.HIB.@..2].M._h..D.....}.2.CM..A...}.rg..1Zra.....c K. *PKIN7S#.Z.=.. ks. .7[.1..s2u....[.&].€...... . WA.W...R.O.E..L....... 2 2 {XU.Q*0.B
G\..[.y}."d\..#.9.....9.p [R.p..r.4.0.gN...*X....R......dq..r}.*S |l k..[a.+AEF..YG=..vzN..?....H..1E;..7.>..=.h5.L...4*.V1..._...z.#1T..b/i{..iIF{.Ba....Q.7...4.%~\..2/j

$..0. Fxn3.5..M(..]1.%...v....S.}~"B.8IR.,.. Z.5ZT.$:..&.d.e.| U.Y........h.n_bbVLL..OV.F.<.Sk.yU"...d..@.@....]. >.....s......<.90..MJ..F...ns

Static File Info
General
File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 6.457201413540288

TriD: e Win32 Executable (generic) a (10002005/4) 99.96%

e Generic Win/DOS Executable (2004/3) 0.02%

e DOS Executable Generic (2002/1) 0.02%

e Autodesk FLIC Image File (extensions: flc, fli, cel) (7/3) 0.00%
File name: Il.exe
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File size: 179712

MD5: f746ea39c0c5ff9d0alf2d250170ad80

SHA1L: dac28369f5a4436b2556f9b4f875e78d5c233edb

SHA256: 7f6dbd9faOch7ba2487464c824b6d7el6ace9d4cd15e4452df4c9a9fd6bd1907

SHA512: dffb4eaad119df790eb6b85ae341ee2bad438d7983d0023320f19a4f2df201a3fc3d4d3ccafla67c6d1lcad4809aclb914bdad584da7df1b500354386f07fbc30
SSDEEP: 3072:QQKp8PavONh7mJ1XGK6E8AL8BBWSBMpYZEmn4kIVw5tBdGuUjuXssPMSwxfFcyyNZR:B+DmTfK68AKW8uYHBZ5QeshdOm/Y

TLSH: B0045B05B20E5379F16B687426E9697256A8EC34539F88FBB7C28B5415309E23230FB7

File Content MZ..ooiiiiiiiiis @ e 1..L.IThis program cannot be run in DOS

Preview: mode....$............0...0...0.......0.......0.......0.......0.......0...f...g...d...g...c...g...b...g.7.n...9.:.....0.?.e...g.Rich..g........

File lcon

Icon Hash: 00828e8e8686b000

Static PE Info

General

Entrypoint: 0x417efe

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE
DLL Characteristics: TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT
Time Stamp: 0x6247EBGE [Sat Apr 2 06:21:34 2022 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 5
OS Version Minor: 1
File Version Major: 5
File Version Minor: 1
Subsystem Version Major: 5
Subsystem Version Minor: 1
Import Hash: f5346a7d2508fd5976d3449f3afc971d

Entrypoint Preview
Instruction

call 00007F90051AABAFh
jmp 00007F90051AA713h
push ebp

mov ebp, esp

test byte ptr [ebp+08h], 00000001h
push esi

mov esi, ecx

mov dword ptr [esi], 004241ECh
je 00007F90051AA88Ch
push 0000000Ch

push esi

call 00007F90051AA62Dh
pop ecx

pop ecx

mov eax, esi

pop esi

pop ebp

retn 0004h

push ebp

mov ebp, esp

push esi
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Instruction

push dword ptr [ebp+08h]

mov esi, ecx

call 00007F90051AA27Ah

mov dword ptr [esi], 004241F4h
mov eax, esi

pop esi

pop ebp

retn 0004h

and dword ptr [ecx+04h], 00000000h
mov eax, ecx

and dword ptr [ecx+08h], 00000000h
mov dword ptr [ecx+04h], 004241FCh
mov dword ptr [ecx], 004241F4h
ret

push ebp

mov ebp, esp

push esi

mov esi, ecx

lea eax, dword ptr [esi+04h]
mov dword ptr [esi], 00424184h
push eax

call 00007F90051AB649h

test byte ptr [ebp+08h], 00000001h
pop ecx

je 00007F90051AA88Ch

push 0000000Ch

push esi

call 00007F90051AA5CDh

pop ecx

pop ecx

mov eax, esi

pop esi

pop ebp

retn 0004h

push ebp

mov ebp, esp

sub esp, 0Ch

lea ecx, dword ptr [ebp-0Ch]
call 00007F90051AA202h

push 00429374h

lea eax, dword ptr [ebp-0Ch]
push eax

call 00007F90051AB634h

int3

push ebp

mov ebp, esp

sub esp, 0Ch

lea ecx, dword ptr [ebp-0Ch]
call 00007F90051AA815h

push 0042947Ch

lea eax, dword ptr [ebp-0Ch]
push eax

call 00007F90051AB617h

int3

Rich Headers

Programming Language: [RES] VS2015 UPD3 build 24213
[LNK] VS2015 UPD3.1 build 24215
[ C]VS2008 SP1 build 30729

[IMP] VS2008 SP1 build 30729

e o o o

Copyright Joe Security LLC 2022 Page 46 of 347



Data Directories

Name

IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT
IMAGE_DIRECTORY_ENTRY_RESOURCE
IMAGE_DIRECTORY_ENTRY_EXCEPTION
IMAGE_DIRECTORY_ENTRY_SECURITY
IMAGE_DIRECTORY_ENTRY_BASERELOC
IMAGE_DIRECTORY_ENTRY_DEBUG
IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR
IMAGE_DIRECTORY_ENTRY_TLS
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT
IMAGE_DIRECTORY_ENTRY_IAT
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR

IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name Virtual Address Virtual Size Raw Size
text 0x1000 0x224c6 0x22600
.rdata 0x24000 Ox5fee 0x6000
.data 0x2a000 0x2428 0x1a00
.gfids 0x2d000 Ox1lc 0x200
.rsrc 0x2e000 Ox1e0 0x200
.reloc 0x2f000 0x155¢ 0x1600
Resources

Name RVA Size
RT_MANIFEST 0x2e060 0x17d
Imports

DLL

USER32.dll

ws2_32.dll

KERNEL32.dll

Possible Origin

Language of compilation system

Copyright Joe Security LLC 2022

Virtual Address Virtual Size Is in Section
0x0 0x0
0x29944 0x50 .rdata
0x2e000 Ox1e0 .rsrc
0x0 0x0
0x0 0x0
0x2f000 0x155¢ .reloc
0x28cd0 0x38 .rdata
0x0 0x0
0x0 0x0
0x0 0x0
0x28d08 0x40 .rdata
0x0 0x0
0x24000 0x130 .rdata
0x0 0x0
0x0 0x0
0x0 0x0
Xored PE ZLIB Complexity File Type Entropy Characteristics
False 0.513799715909 data 6.52239880644 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ
False 0.423583984375 data 4.91330913111 IMAGE_SCN_CNT_INITIALIZED_
DATA, IMAGE_SCN_MEM_READ
False 0.276742788462 data 3.31123175346 IMAGE_SCN_CNT_INITIALIZED_
DATA,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ
False 0.365234375 data 2.28831765042 IMAGE_SCN_CNT_INITIALIZED_
DATA, IMAGE_SCN_MEM_READ
False 0.53125 data 4.71767883295 IMAGE_SCN_CNT_INITIALIZED_
DATA, IMAGE_SCN_MEM_READ
False 0.797940340909 data 6.54865418743 IMAGE_SCN_CNT_INITIALIZED_
DATA,
IMAGE_SCN_MEM_DISCARDABL
E, IMAGE_SCN_MEM_READ
Type Language Country
XML 1.0 document text English United States

Import
wsprintfw
WSAGetLastError, htons, inet_ntoa

WideCharToMultiByte, DecodePointer, EncodePointer, WriteConsoleW, SetFilePointerEx, GetConsoleMode,
LoadLibraryA, GetProcAddress, CloseHandle, GetLocalTime, CreateToolhelp32Snapshot, Process32NextW,
Process32FirstW, UnhandledExceptionFilter, SetUnhandledExceptionFilter, GetCurrentProcess, TerminateProcess,
IsProcessorFeaturePresent, QueryPerformanceCounter, GetCurrentProcessld, GetCurrentThreadld,
GetSystemTimeAsFileTime, InitializeSListHead, IsDebuggerPresent, GetStartupinfow, GetModuleHandleW,
RaiseException, RtlUnwind, GetlLastError, SetLastError, EnterCriticalSection, LeaveCriticalSection,
DeleteCriticalSection, InitializeCriticalSectionAndSpinCount, TIsAlloc, TIsGetValue, TIsSetValue, TIsFree, FreeLibrary,
LoadLibraryExW, GetStdHandle, WriteFile, GetModuleFileNameA, MultiByteToWideChar, CreateFileW, ExitProcess,
GetModuleHandleExW, GetACP, HeapFree, HeapAlloc, FindClose, FindFirstFileExA, FindNextFileA,
IsValidCodePage, GetOEMCP, GetCPInfo, GetCommandLineA, GetCommandLineW, GetEnvironmentStringsW,
FreeEnvironmentStringsW, LCMapStringW, SetStdHandle, GetFileType, GetStringTypeW, GetProcessHeap,
HeapSize, HeapReAlloc, FlushFileBuffers, GetConsoleCP

Country where language is spoken Map
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Language of compilation system

English

Network Behavior

Snort IDS Alerts
Timestamp Protocol
04/08/22- ICMP 402

10:01:39.199823

TCP Packets

Timestamp

Apr 8, 2022 10:01:30.339246988 CEST
Apr 8, 2022 10:01:30.351450920 CEST
Apr 8, 2022 10:01:30.351550102 CEST
Apr 8, 2022 10:01:30.351596117 CEST
Apr 8, 2022 10:01:30.351639986 CEST
Apr 8, 2022 10:01:30.351679087 CEST
Apr 8, 2022 10:01:30.351721048 CEST
Apr 8, 2022 10:01:30.351732016 CEST
Apr 8, 2022 10:01:30.351761103 CEST
Apr 8, 2022 10:01:30.351764917 CEST
Apr 8, 2022 10:01:30.351771116 CEST
Apr 8, 2022 10:01:30.351775885 CEST
Apr 8, 2022 10:01:30.351779938 CEST
Apr 8, 2022 10:01:30.351784945 CEST
Apr 8, 2022 10:01:30.351805925 CEST
Apr 8, 2022 10:01:30.351815939 CEST
Apr 8, 2022 10:01:30.351850033 CEST
Apr 8, 2022 10:01:30.351862907 CEST
Apr 8, 2022 10:01:30.351890087 CEST
Apr 8, 2022 10:01:30.351903915 CEST
Apr 8, 2022 10:01:30.351932049 CEST
Apr 8, 2022 10:01:30.351941109 CEST
Apr 8, 2022 10:01:30.351973057 CEST
Apr 8, 2022 10:01:30.351986885 CEST
Apr 8, 2022 10:01:30.352005005 CEST
Apr 8, 2022 10:01:30.352025986 CEST
Apr 8, 2022 10:01:30.352063894 CEST
Apr 8, 2022 10:01:30.352483034 CEST
Apr 8, 2022 10:01:30.352524996 CEST
Apr 8, 2022 10:01:30.352555037 CEST
Apr 8, 2022 10:01:30.352567911 CEST
Apr 8, 2022 10:01:30.352607012 CEST
Apr 8, 2022 10:01:30.352610111 CEST
Apr 8, 2022 10:01:30.352647066 CEST
Apr 8, 2022 10:01:30.352652073 CEST
Apr 8, 2022 10:01:30.352664948 CEST
Apr 8, 2022 10:01:30.352689028 CEST
Apr 8, 2022 10:01:30.352708101 CEST
Apr 8, 2022 10:01:30.352721930 CEST
Apr 8, 2022 10:01:30.352746964 CEST
Apr 8, 2022 10:01:30.352778912 CEST
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Country where language is spoken

United States

ICMP Destination Unreachable Port Unreachable

Source Port Dest Port
49719 443
443 49719
443 49719
443 49719
443 49719
443 49719
443 49719
49719 443
443 49719
49719 443
49719 443
49719 443
49719 443
49719 443
443 49719
49719 443
443 49719
49719 443
443 49719
49719 443
443 49719
49719 443
443 49719
49719 443
443 49719
49719 443
49719 443
443 49719
443 49719
49719 443
443 49719
443 49719
49719 443
443 49719
49719 443
49719 443
443 49719
49719 443
443 49719
49719 443
49719 443

Source IP
192.168.2.3
23.54.113.53
23.54.113.53
23.54.113.53
23.54.113.53
23.54.113.53
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
192.168.2.3
23.54.113.53
23.54.113.53
192.168.2.3
23.54.113.53
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
192.168.2.3

Source
Port

Map

Dest

Source IP
Port

192.168.2.1

Dest IP
23.54.113.53
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
23.54.113.53
23.54.113.53
23.54.113.53
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
23.54.113.53
192.168.2.3
192.168.2.3
23.54.113.53
192.168.2.3
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
23.54.113.53

Dest IP

192.168.2.3
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Timestamp

Apr 8, 2022 10:01:30.353399038 CEST
Apr 8, 2022 10:01:30.353442907 CEST
Apr 8, 2022 10:01:30.353468895 CEST
Apr 8, 2022 10:01:30.353483915 CEST
Apr 8, 2022 10:01:30.353523970 CEST
Apr 8, 2022 10:01:30.353524923 CEST
Apr 8, 2022 10:01:30.353534937 CEST
Apr 8, 2022 10:01:30.353566885 CEST
Apr 8, 2022 10:01:30.353578091 CEST
Apr 8, 2022 10:01:30.353606939 CEST
Apr 8, 2022 10:01:30.353622913 CEST
Apr 8, 2022 10:01:30.353651047 CEST
Apr 8, 2022 10:01:30.353667021 CEST
Apr 8, 2022 10:01:30.353723049 CEST
Apr 8, 2022 10:01:30.354274035 CEST
Apr 8, 2022 10:01:30.354331970 CEST
Apr 8, 2022 10:01:30.354345083 CEST
Apr 8, 2022 10:01:30.354376078 CEST
Apr 8, 2022 10:01:30.354392052 CEST
Apr 8, 2022 10:01:30.354408026 CEST
Apr 8, 2022 10:01:30.354435921 CEST
Apr 8, 2022 10:01:30.354481936 CEST
Apr 8, 2022 10:01:30.379918098 CEST
Apr 8, 2022 10:01:30.392113924 CEST
Apr 8, 2022 10:01:30.392167091 CEST
Apr 8, 2022 10:01:30.392206907 CEST
Apr 8, 2022 10:01:30.392251015 CEST
Apr 8, 2022 10:01:30.392292976 CEST
Apr 8, 2022 10:01:30.392333031 CEST
Apr 8, 2022 10:01:30.392373085 CEST
Apr 8, 2022 10:01:30.392415047 CEST
Apr 8, 2022 10:01:30.392456055 CEST
Apr 8, 2022 10:01:30.392462969 CEST
Apr 8, 2022 10:01:30.392467976 CEST
Apr 8, 2022 10:01:30.392472982 CEST
Apr 8, 2022 10:01:30.392477036 CEST
Apr 8, 2022 10:01:30.392482042 CEST
Apr 8, 2022 10:01:30.392505884 CEST
Apr 8, 2022 10:01:30.392549992 CEST
Apr 8, 2022 10:01:30.392589092 CEST
Apr 8, 2022 10:01:30.392631054 CEST
Apr 8, 2022 10:01:30.392652035 CEST
Apr 8, 2022 10:01:30.392661095 CEST
Apr 8, 2022 10:01:30.392669916 CEST
Apr 8, 2022 10:01:30.392682076 CEST
Apr 8, 2022 10:01:30.392704010 CEST
Apr 8, 2022 10:01:30.392748117 CEST
Apr 8, 2022 10:01:30.392776966 CEST
Apr 8, 2022 10:01:30.393243074 CEST
Apr 8, 2022 10:01:30.393281937 CEST
Apr 8, 2022 10:01:30.393321991 CEST
Apr 8, 2022 10:01:30.393335104 CEST
Apr 8, 2022 10:01:30.393358946 CEST
Apr 8, 2022 10:01:30.393363953 CEST
Apr 8, 2022 10:01:30.393371105 CEST
Apr 8, 2022 10:01:30.393403053 CEST
Apr 8, 2022 10:01:30.393416882 CEST
Apr 8, 2022 10:01:30.393445969 CEST
Apr 8, 2022 10:01:30.393457890 CEST

Copyright Joe Security LLC 2022

Source Port
443
443
49719
443
49719
443
49719
443
49719
443
49719
443
49719
49719
443
443
49719
443
49719
443
49719
49719
49719
443
443
443
443
443
443
443
49719
49719
49719
49719
49719
49719
49719
443
443
443
443
49719
49719
443
49719
443
49719
49719
443
443
443
49719
49719
443
49719
443
49719
443
49719

Dest Port
49719
49719
443
49719
443
49719
443
49719
443
49719
443
49719
443
443
49719
49719
443
49719
443
49719
443
443
443
49719
49719
49719
49719
49719
49719
49719
443
443
443
443
443
443
443
49719
49719
49719
49719
443
443
49719
443
49719
443
443
49719
49719
49719
443
443
49719
443
49719
443
49719
443

Source IP
23.54.113.53
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
192.168.2.3
23.54.113.53
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
192.168.2.3
192.168.2.3
23.54.113.53
23.54.113.53
23.54.113.53
23.54.113.53
23.54.113.53
23.54.113.53
23.54.113.53
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
23.54.113.53
23.54.113.53
23.54.113.53
23.54.113.53
192.168.2.3
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
192.168.2.3
23.54.113.53
23.54.113.53
23.54.113.53
192.168.2.3
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3

Dest IP
192.168.2.3
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
23.54.113.53
192.168.2.3
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
23.54.113.53
23.54.113.53
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
23.54.113.53
23.54.113.53
23.54.113.53
23.54.113.53
23.54.113.53
23.54.113.53
23.54.113.53
192.168.2.3
192.168.2.3
192.168.2.3
192.168.2.3
23.54.113.53
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
23.54.113.53
192.168.2.3
192.168.2.3
192.168.2.3
23.54.113.53
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
192.168.2.3
23.54.113.53
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UDP Packets

Timestamp

Apr 8, 2022 10:01:30.886255980 CEST
Apr 8, 2022 10:01:31.636706114 CEST
Apr 8, 2022 10:01:32.402405024 CEST
Apr 8, 2022 10:01:33.168015003 CEST
Apr 8, 2022 10:01:33.918370962 CEST
Apr 8, 2022 10:01:39.199748039 CEST
Apr 8, 2022 10:03:34.873001099 CEST

ICMP Packets

Timestamp

Apr 8, 2022 10:01:39.199822903 CEST

HTTP Request Dependency Graph

°

login.live.com

.

fs.microsoft.com

e arc.msn.com

e img-prod-cms-rt-microsoft-com.akamaized.net

e sls.update.microsoft.com

.

ris.api.iris.microsoft.com

.

displaycatalog.mp.microsoft.com

e https:
e www.bing.com

HTTPS Proxied Packets
Session ID Source IP Source Port
0 192.168.2.3 49975

) kBytes —
Timestamp e Direction
2022-04-08 08:02:14 UTC 0 ouT
2022-04-08 08:02:14 UTC 0 ouT

Copyright Joe Security LLC 2022

Source Port Dest Port Source IP Dest IP

137 137 192.168.2.3 192.168.2.255

137 137 192.168.2.3 192.168.2.255

137 137 192.168.2.3 192.168.2.255

137 137 192.168.2.3 192.168.2.255

137 137 192.168.2.3 192.168.2.255

49874 274 192.168.2.3 192.168.2.1

138 138 192.168.2.3 192.168.2.255
Source IP Dest IP Checksum Code Type
192.168.2.1 192.168.2.3 8300 (Port Destination

unreachable) Unreachable
Destination IP Destination Process

Port

20.190.160.67 443 C:\Users\user\Desktop\ll.exe

Data

POST /RST2.srf HTTP/1.0

Connection: Keep-Alive

Content-Type: application/soap+xml

Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727;
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.29158.8; App svchost.exe, 1
0.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EFOF68})

Content-Length: 4796

Host: login.live.com

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22
3f 3e 3c 73 3a 45 6e 76 65 6¢ 6f 70 65 20 78 6d 6¢ 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6¢ 6f 70 65 22 20 78 6d 6¢ 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f
2f 73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69
63 65 73 2f 50 50 43 52 4¢ 22 20 78 6d 6¢ 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73
2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77
73736563 7572697479 2d 736563 6578 74 2d 31

Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmIns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmins:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/0asis-200401-wss-wssecurity-secext-1
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kBytes

Timestam
P transferred

2022-04-08 08:02:14 UTC 5

2022-04-08 08:02:14 UTC 5

Session ID Source IP
1 192.168.2.3
. kBytes
Ti t
imestamp transferred

2022-04-08 08:02:19 UTC 16

2022-04-08 08:02:19 UTC 16

Session ID Source IP

10 192.168.2.3
. kBytes

Timestamp transferred

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49980

Direction

ouT

Source Port

49989

Direction

Data

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache

Pragma: no-cache

Content-Type: application/soap+xml; charset=utf-8
Expires: Fri, 08 Apr 2022 08:01:14 GMT

P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
X-ms-route-info: R3_BL2

X-ms-request-id: 94ee6905-7819-4dc6-aa81-1c38db909401
PPServer: PPV: 30 H: BLO2EPF0000670C V: O
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block

Date: Fri, 08 Apr 2022 08:02:14 GMT

Connection: close

Content-Length: 11093

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22
20 3f 3e 3¢ 53 3a 45 6e 76 65 6¢ 6f 70 65 20 78 6d 6¢ 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6¢ 6f 70 65 22 20 78 6d 6¢ 6e 73 3a 77 73 73 65 3d 22 68 74 74
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73
2d3230303430312d7773732d777373656375726974792d 736563657874 2d31 2e 30 2e 78 73 64 22 20
78 6d 6¢ 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73

73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30

Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlIns:S="http://www.w3.0rg/2003/05/soap-envelope"
xmins:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h

ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Destination
Destination IP Process
Port

23.35.236.56 443 C:\Users\user\Desktop\ll.exe

Data

HEAD /fs/windows/config.json HTTP/1.1
Connection: Keep-Alive

Accept: */*

Accept-Encoding: identity

User-Agent: Microsoft BITS/7.8

Host: fs.microsoft.com

HTTP/1.1 200 OK

Content-Length: 55

Content-Type: application/octet-stream
Last-Modified: Thu, 20 Apr 2017 16:10:39 GMT
Accept-Ranges: bytes

ETag: “f9c874a7f0b9d21:0"

Server: Microsoft-11S/10.0

Content-Disposition: attachment; filename=config.json
X-Powered-By: ASP.NET

Cache-Control: public, max-age=222127

Date: Fri, 08 Apr 2022 08:02:19 GMT
Connection: close

X-CID: 2
Destination IP D ation Process
Port
20.82.210.154 443 C:\Users\user\Desktop\Il.exe
Data
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kBytes

Timestam
P transferred

2022-04-08 08:02:32 UTC 73

2022-04-08 08:02:32 UTC 75

2022-04-08 08:02:32 UTC 76

Session ID Source IP

11 192.168.2.3
. kBytes

Timestamp transferred

2022-04-08 08:02:33 UTC 79

2022-04-08 08:02:33 UTC 79

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49990

Direction

ouT

ouT

Data

GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=280815&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image, poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:472DC600-FEAB-E7F8-720D-1E33F00FD1E7&ctry=US&time=20220408T170231Z&Ic=en-US&pl=en-US&i
dtp=mid&uid=4388269c-b420-4134-ac19-bc7ca8al9acl&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=18d6cf97b83f4ce195194e5e6aa953a0&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&l0=1463022&metered=false&nettype=ethernet&npid=sc-
280815&0emName=hsehht%2C%20Inc.&oemid=hsehht%2C%20Inc.&ossku=Professional&smBiosDm=hsehht7
%2C1&tlI=2&tsu=1463022&waasBIdFlt=1&waasCfgExp=1& CfgSet=1& Retail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate

X-SDK-CACHE: cid=128000000001627409&chs=0&Imp=0&chf=0&ds=50583&fs=32319&sc=6

X-SDK-HW-TOKEN: t=EwDYAppeBAAUIAKXDAofTQM+n+MaRVFKzH/ehWgAAdVWO0iu23GIxjRyUBGA+V5LMoU/IMaTj
0bBnQosoTe6w300ZEf3HulBKeY Xog3CgxSfiOHeF/J4iLS/gKyhq/ZV/xtrYHZ35PhcBmS2qgzIwNBiXp0+l4efg5ns
DEEESQO06VT9dPxHYgWIFLG6E5LRysydA1IMIdDPzftFvDLM/ickJIDFevgkA3hG2mKV46lgHL4CT7eP4HKO/MOrRp8JB
5tew/jI7025TIEcXI90hbx1KIwUugqQcpjOnfDAUZEjkQqVS2z/wQaH+/fdIFO/AoxQI3CbcoTeaCp3XlesBIX0bxVN
2c22qQqCPfGWQ/Sb52rGvkgBRvdW8DFg8ToMjfQpYDZgAACE3mODPOPAWVgAFPV53gZZc0aOkGu+JWn
w46hEU9aCKIpEDKH6SYywZSQj+Z6lyumM/ZCz1/Exb6MZih9PGVRFV0dS4rZOfTTSEXw5x6gJoWeqkJZJIqul+/LQNZp
daM/TGNQWhUnnbhyzul 3J52vfTsZzAtC6HDHUtfCP5671uQfNJw1zOBQG/Pho8+d+FiHWtcPKMXaDH+rX7PpfIRpHT
m7bd+l+rsPvLvdstjafDcGAADV0pkaM4oU0On35rzdzjoAWTcazcHXkrs0Gr34gDLPKE96nUwLpeDIXN3LOntP44gHn
gfTIAvVZ4i07zKxVkmOUwHoTarQK7POiXKiwa8x1QRMWrjoxK5k34elR6 SWW4uOhaTkCvnkjxlUVc2iz/sxwQS6ZoJu
2J60IcBcqbptimZGdy/yulx2kCNYcUG/nBNXbdKtF3KzOnMb3Ry9n0QIm/ncP9d68+s4WiRIc+RuW5MPI13aHMGGt2s
nchu87pA34+QQKDxQpJZVZnC+RaoA8mYS8BGPqZ//PidcqGGmzw2vccoTIN6pSAD7mXPYMIQONX68BD3
4uYAK1VCPhRpsKh41QE=&p=

Cache-Control: no-cache

MS-CV: BYqskdYKuUKf7ZeJ.o

User-Agent: WindowsShellClient/9.0.40929.0 (Windows)

X-SDK-HWF: tch0,m301,m751,mA01,mT01

Host: arc.msn.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache

Pragma: no-cache

Content-Length: 3067

Content-Type: application/json; charset=utf-8

Expires: Mon, 01 Jan 0001 00:00:00 GMT

Server: Microsoft-11S/10.0

ARC-RSP-DBG: [{"RADIDS":"1,P425116123-T700333390-C128000000001627409+B+P20+S1"},{"OPTOUTST
ATE":"256")]

X-ARC-SIG: rTF2rjiGWtenDA3aEUCcn2eaUHQMP13nKy5fwur8c8fE5X0qwlY LtDMn2yyF4ISAZpKpACb8zuMF6PVT
PLvY+g8gq0ZZkaVKHDd/TspsTuThlI3ICqIWC7qNvc5f6 SEDafGCzZ4n36zvg1kSTdZ6LxFiUhBhDKB5S+X4HJ8K9A
d5LezYqzSCoXFILAcrwBmHGCNwDJERaoGlix1mkx+2ci/Ym/CTTPi3jhgAUIvQIimgHYyWg7YDTMSQIPWv6Ehus5T7cDN
RDIBkzohTsN98TOKAfgIWEVapY+NGBInVw/hXVIN5wWBEOX9VYXZQ5Q+3VfUnyqLMkGgDQDuVAQYHps36tow==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319

X-Powered-By: ASP.NET

Strict-Transport-Security: max-age=31536000; includeSubDomains

Date: Fri, 08 Apr 2022 08:02:32 GMT

Connection: close

Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b
226974 65 6d 22 3a 22 7b 5¢ 22 66 5¢ 22 3a 5¢ 22 72 61 66 5¢ 22 2¢ 5¢ 22 76 5¢ 22 3a 5¢ 22 31 2e 30 5¢ 22 2¢ 5¢ 22
7264 72 5c 22 3a5b 7b 5¢ 22 63 5¢ 22 3a 5¢ 22 43 44 4d 5¢ 22 2¢ 5¢ 22 75 5¢ 22 3a 5¢ 22 53 75 62 73 63 72 69 62 65 6
4 43 6f 6e 74 65 6e 74 5¢ 22 7d 5d 2c 5¢ 22 61 64 5¢ 22 3a 7b 5¢ 22 63 6¢ 61 73 73 5¢ 22 3a 5c 22 63 6f 6e 74 65 6e 74
5c 22 2c¢ 5¢ 22 63 6f 6¢ 6¢ 65 63 74 69 6f 6e 73 5¢ 22 3a 5b 5d 2¢ 5¢ 22 69 74 65 6d 50 72 6f 70 65 72 74 79 4d 61 6e 69
66 65 73 74 5¢ 22 3a 7b 5¢ 22 6e 6f 4f 70 5¢ 22 3a 7b 5¢ 22 74 79 70 65 5¢ 22 3a 5¢ 22 61 63 74 69 6f 6e 5¢ 22 7d 7d 2¢
5c 22 69 74 65 6d 73 5¢ 22 3a 5b 7b 5¢ 22 70 72 6f 70 65 72 74 69

Data Ascii: {"batchrsp™:{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\" \"rdr\": [{\"c\":\"CDM\",\"u\":\"SubscribedCont
ent\"}],\"ad\":{\"class\":\"content\",\"collections\":[],\"itemPropertyManifest\":{\"noOp\":{\"type\":\"action\"},\"items\":[{\"properti

Destination IP D ation Process
Port
20.199.120.85 443 C:\Users\user\Desktop\Il.exe

Data

Data Raw: 43 4e 54 20 31 20 43 4f 4e 20 32 34 36 0d Oa 43 6f 6e 74 65 78 74 3a 20 36 65 34 64 35 61 32 64 61 39 33 62
3336 34 61 0d Oa 0d Oa
Data Ascii: CNT 1 CON 246Context: 6e4d5a2da93b364a

Data Raw: 3c 63 6f 6e 6e 65 63 74 3e 3c 76 65 72 3e 32 3c 2f 76 65 72 3e 3¢ 61 67 65 6e 74 3e 3c 6f 73 3e 57 69 6e 64
6f 77 73 3c 2f 6f 73 3e 3¢ 6f 73 56 65 72 3e 31 30 2e 30 2e 30 2e 30 2e 31 37 31 33 34 3c 2f 6f 73 56 65 72 3e 3c 70 72
6f 63 3e 78 36 34 3c 2f 70 72 6f 63 3e 3c 6¢ 63 69 64 3e 65 6e 2d 55 53 3c 2f 6¢ 63 69 64 3e 3c 67 65 6f 49 64 3e 32 34
34 3c 2f 67 65 6f 49 64 3e 3c 61 6f 61 63 3e 30 3c 2f 61 6f 61 63 3e 3¢ 64 65 76 69 63 65 54 79 70 65 3e 31 3c 2f 64 65
76 69 63 65 54 79 70 65 3e 3c 64 65 76 69 63 65 4e 61 6d 65 3e 56 4d 77 61 72 65 37 2¢ 31 3c 2f 64 65 76 69 63 65 4e
61 6d 65 3e 3c 2f 61 67 65 6e 74 3e 3c 2f 63 6f 6e 6e 65 63 74 3e

Data Ascii: <connect><ver>2</ver><agent><os>Windows</0os><osVer>10.0.0.0.17134</osVer><proc>x64</proc>
<lcid>en-US</Icid><geold>244</geold><aoac>0</aoac><deviceType>1</device Type><deviceName>VMware7,1</
deviceName></agent></connect>
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kBytes

Timestamp Direction Data
transferred
2022-04-08 08:02:33 UTC 79 ouT Data Raw: 41 54 48 20 32 20 43 4f 4e 5c 44 45 56 49 43 45 20 31 30 31 34 0d Oa 43 6f 6e 74 65 78 74 3a 20 36 65 34 64
3561 32 64 61 39 33 62 33 36 34 61 0d Oa 0d Oa 3c 64 65 76 69 63 65 3e 3c 63 6f 6d 70 61 63 74 2d 74 69 63 6b 65 74
3e 743d 4577 43 6f 41 75 70 49 42 41 41 55 31 62 44 47 66 64 61 7a 69 44 66 58 70 6a 4e 35 4e 36 63 59 68 54 31 77
62 6d 51 41 41 51 77 65 75 52 78 64 54 45 52 58 49 34 58 73 61 55 64 61 66 67 57 47 68 6d 46 42 32 63 6a 51 30 2b 6¢
52 4d 56 52 66 4d 58 33 46 77 79 4e 35 6e 68 5a 42 49 69 50 59 61 52 4e 51 2f 64 77 71 38 33 2f 58 59 37 5a 42 55 72
6d 54 65 77 44 66 6a 2f 57 6d 4f 6e 51 35 6b 4e 32 56 76 44 35 75 46 4d 37 47 6a 4c 78 56 73 37 55 78 36 70 69 69 71
41 6d 6¢ 4d 6d 4e 7a 57 34 6d 36 7a 78 2f 52 66 32 38 74 48 6b 4a 46 73
Data Ascii: ATH 2 CON\DEVICE 1014Context: 6e4d5a2da93b364a<device><compact-ticket>t=EwCoAupI|BAAU1bDG
fdaziDfXpjNSN6cYhT1wbmQAAQweuRxdTERXI4XsaUdafgWGhmFB2cjQO+IRMVRMX3FwyN5nhZBIliPYaRNQ/dwq83
IXY7ZBUrmTewDfj/WmOnNQ5kN2VvD5uFM7GjLxVs7Ux6piigAmIMmNzW4m6zx/Rf28tHkJFs
2022-04-08 08:02:33 UTC 80 ouT Data Raw: 42 4e 44 20 33 20 43 4f 4e 5c 51 4f 53 20 32 39 0d Oa 43 6f 6e 74 65 78 74 3a 20 36 65 34 64 35 61 32 64 61
3933 62 33 36 34 61 0d Oa 0d Oa
Data Ascii: BND 3 CON\QOS 29Context: 6e4d5a2da93b364a
2022-04-08 08:02:33 UTC 80 IN Data Raw: 32 30 32 20 31 20 43 4f 4e 20 35 38 0d Oa
Data Ascii: 202 1 CON 58
2022-04-08 08:02:33 UTC 80 IN Data Raw: 4d 53 2d 43 56 3a 20 73 69 44 6¢ 52 64 58 4e 59 30 32 36 5a 5a 37 44 6¢ 72 37 63 69 67 2e 30 0d Oa 0d Oa
50 61 79 6¢ 6f 61 64 20 70 61 72 73 69 6e 67 20 66 61 69 6¢ 65 64 2e
Data Ascii: MS-CV: siDIRAXNY026ZZ7DIr7cig.0Payload parsing failed.
. L Destination
Session ID Source IP Source Port Destination IP Port Process
12 192.168.2.3 49991 20.199.120.151 443 C:\Users\user\Desktop\ll.exe
kByt:
Timestamp yees Direction Data
transferred
2022-04-08 08:02:41 UTC 80 ouT Data Raw: 43 4e 54 20 31 20 43 4f 4e 20 32 34 36 0d Oa 43 6f 6e 74 65 78 74 3a 20 37 62 30 64 66 37 39 34 39 61 64 62
3263 35 62 0d 0a 0d Oa
Data Ascii: CNT 1 CON 246Context: 7b0df7949adb2c5b
2022-04-08 08:02:41 UTC 80 ouT Data Raw: 3c 63 6f 6e 6e 65 63 74 3e 3c 76 65 72 3e 32 3c 2f 76 65 72 3e 3c 61 67 65 6e 74 3e 3c 6f 73 3e 57 69 6e 64
6f 77 73 3c 2f 6f 73 3e 3c 6f 73 56 65 72 3e 31 30 2e 30 2e 30 2e 30 2e 31 37 31 33 34 3c 2f 6f 73 56 65 72 3e 3¢ 70 72
6f 63 3e 78 36 34 3c 2f 70 72 6f 63 3e 3c 6¢ 63 69 64 3e 65 6e 2d 55 53 3c 2f 6¢ 63 69 64 3e 3c 67 65 6f 49 64 3e 32 34
34 3c 2f 67 65 6f 49 64 3e 3c 61 6f 61 63 3e 30 3c 2f 61 6f 61 63 3e 3c 64 65 76 69 63 65 54 79 70 65 3e 31 3c 2f 64 65
76 69 63 65 54 79 70 65 3e 3c 64 65 76 69 63 65 4e 61 6d 65 3e 56 4d 77 61 72 65 37 2¢ 31 3c 2f 64 65 76 69 63 65 4e
61 6d 65 3e 3c 2f 61 67 65 6e 74 3e 3c 2f 63 6f 6e 6e 65 63 74 3e
Data Ascii: <connect><ver>2</ver><agent><os>Windows</os><osVer>10.0.0.0.17134</osVer><proc>x64</proc>
<Icid>en-US</Icid><geold>244</geold><aoac>0</aoac><deviceType>1</deviceType><deviceName>VMware7,1</
deviceName></agent></connect>
2022-04-08 08:02:41 UTC 80 ouT Data Raw: 41 54 48 20 32 20 43 4f 4e 5c 44 45 56 49 43 45 20 31 30 31 34 0d Oa 43 6f 6e 74 65 78 74 3a 20 37 62 30 64
66 37 39 34 39 61 64 62 32 63 35 62 0d Oa 0d Oa 3c 64 65 76 69 63 65 3e 3c 63 6f 6d 70 61 63 74 2d 74 69 63 6b 65 74
3e 74 3d 45 77 43 6f 41 75 70 49 42 41 41 55 31 62 44 47 66 64 61 7a 69 44 66 58 70 6a 4e 35 4e 36 63 59 68 54 31 77
62 6d 51 41 41 51 77 65 75 52 78 64 54 45 52 58 49 34 58 73 61 55 64 61 66 67 57 47 68 6d 46 42 32 63 6a 51 30 2b 6¢
52 4d 56 52 66 4d 58 33 46 77 79 4e 35 6e 68 5a 42 49 69 50 59 61 52 4e 51 2f 64 77 71 38 33 2f 58 59 37 5a 42 55 72
6d 54 65 77 44 66 6a 2f 57 6d 4f 6e 51 35 6b 4e 32 56 76 44 35 75 46 4d 37 47 6a 4c 78 56 73 37 55 78 36 70 69 69 71
41 6d 6¢ 4d 6d 4e 7a 57 34 6d 36 7a 78 2f 52 66 32 38 74 48 6b 4a 46 73
Data Ascii: ATH 2 CON\DEVICE 1014Context: 7b0df7949adb2c5b<device><compact-ticket>t=EwCoAupIBAAU1bDG
fdaziDfXpjNSN6cYhT1wbmQAAQweuRxdTERXI4XsaUdafgWGhmFB2cjQO+IRMVRMX3FwyN5nhZBIliPYaRNQ/dwq83
IXY7ZBUrmTewDfi/WmONQ5kN2VvD5uFM7GjLxVs7Ux6piigAmIMmNzW4m6zx/Rf28tHkJFs
2022-04-08 08:02:41 UTC 81 ouT Data Raw: 42 4e 44 20 33 20 43 4f 4e 5c 51 4f 53 20 32 39 0d Oa 43 6f 6e 74 65 78 74 3a 20 37 62 30 64 66 37 39 34 39
6164 62 32 63 35 62 0d Oa 0d Oa
Data Ascii: BND 3 CON\QOS 29Context: 7b0df7949adb2c5b
2022-04-08 08:02:41 UTC 81 IN Data Raw: 32 30 32 20 31 20 43 4f 4e 20 35 38 0d Oa
Data Ascii: 202 1 CON 58
2022-04-08 08:02:41 UTC 81 IN Data Raw: 4d 53 2d 43 56 3a 20 2f 48 45 54 6a 4e 34 72 36 30 4f 32 51 75 79 4c 4b 5a 4d 66 54 51 2e 30 0d Oa 0d Oa 50
6179 6¢ 6f 61 64 20 70 61 72 73 69 6e 67 20 66 61 69 6¢C 65 64 2e
Data Ascii: MS-CV: /HETjN4r6002QuyLKZMfTQ.0Payload parsing failed.
. I Destination
Session ID Source IP Source Port Destination IP Port Process
13 192.168.2.3 49994 23.10.249.43 443 C:\Users\user\Desktop\Il.exe
Timestamp L Direction Data
transferred
2022-04-08 08:02:42 UTC 81 ouT GET /cms/apilam/imageFileData/RE4CJ30?ver=76ff HTTP/1.1
Accept: */*

Accept-Encoding: gzip, deflate, br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134

Host: img-prod-cms-rt-microsoft-com.akamaized.net

Connection: Keep-Alive
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kBytes

Timestamp transferred Direction
2022-04-08 08:02:42 UTC 83 IN
2022-04-08 08:02:42 UTC 84 IN
2022-04-08 08:02:42 UTC 131 IN
2022-04-08 08:02:42 UTC 147 IN
2022-04-08 08:02:42 UTC 183 IN
2022-04-08 08:02:42 UTC 247 IN
2022-04-08 08:02:42 UTC 297 IN
2022-04-08 08:02:42 UTC 345 IN
2022-04-08 08:02:42 UTC 369 IN
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Data

HTTP/1.1 200 OK

Content-Type: image/jpeg

Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RE4CJ30?ver=76ff
Last-Modified: Mon, 04 Apr 2022 04:46:03 GMT
Access-Control-Allow-Origin: *

X-Source-Length: 573309

X-Datacenter: northeu

X-Activityld: bOffddda-826d-4cd9-a82a-d9d7eeal54e4
Timing-Allow-Origin: *

X-Frame-Options: deny

X-ResizerVersion: 1.0

Content-Length: 573309

Cache-Control: public, max-age=74470

Expires: Sat, 09 Apr 2022 04:43:52 GMT

Date: Fri, 08 Apr 2022 08:02:42 GMT

Connection: close

Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff db 00 43 00 03 02 02 03 02 02 03 03 03 03 04
03 03 04 05 08 05 05 04 04 05 0a 07 07 06 08 Oc Oa Oc Oc Ob 0a Ob Ob 0d Oe 12 10 0d Oe 11 Oe Ob Ob 10 16 10 11 13 14
15 15 15 Oc 0f 17 18 16 14 18 12 14 15 14 ff db 00 43 01 03 04 04 05 04 05 09 05 05 09 14 0d Ob 0d 14 14 14 14 14 14
14141414 1414141414 1414141414 1414141414 1414 14 1414 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14
14 14 14 14 14 ff c0 00 11 08 07 80 04 38 03 01 22 00 02 11 01 03 11 01 ff ¢4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00
00 00 00 00 00 00 01 02 03 04 05 06 07 08 09 0a Ob ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01
02030004 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08

Data Ascii: JFIF"CC8"}1AQa"q2

Data Raw: 73 6b 97 d3 c7 a9 dd eb 56 be 6f ee 2f b5 25 db 2¢ d9 fe 26 19 3d 7e b5 5c be ed ee 5¢ 63 73 43 e2 77 8e a7
8 99 e2 49 75 dd 5f cb fb 7d ce 22 f2 e0 5d 8b 1a 8e 14 67 ad 73 1a 92 98 6d 62 10 34 7f eb 3f d5 af f3 fa fd 6a Ob eb e8
1b 6a 5b 45 b5 57 e6 66 db 5a 0a 9b 34 19 27 8f 6f 9f c6 d9 36 fb d6 Oe 5a ab 9a 25 d8 a9 75 36 e8 55 27 db b5 58 36 ef
6 8f 4a b3 79 63 1b cc b8 f9 9a 45 1f 77 e6 eb db 9a cd bl 49 e4 65 79 e2 97 6a b7 99 fe 7d eb 52 da ff 00 ed da b4 19 fd
d3 2f f0 b7 de 5f 97 a9 ac 9b 77 b9 aa 47 3f 7d 66 8c bb f6 ed 7d c7 76 ea b5 fb f8 6¢ €0 36 91 6d 5f ba d3 af f1 7e 35 b6
fe 19 37 f2 4b 2c 8c cc 91 ef ff 00 76 ab €9 28 6e 37 5b 86 da 8d f2 fd df bb ef 4e 53 5¢ a4 f2 19 d6 cd 3c 9a 95 b4 b2 b6
e4 8d 84 9b b6 fa 77 ae d2 3f 1c da 5¢ dc 7d

Data Ascii: skV0/%,&=~\\csCwlu_}"]lgsmb4?jj[EWfZ4'06Z%u6U'X6JycEwleyj}R/_wG?}}viem_~57K,v(n7[NS\<w?\}

Data Raw: 25 fO c6 9d 62 d1 22 45 03 5d 48 a7 fd 62 96 55 c7 f7 bf c6 9d 61 73 63 6d 78 d6 dO 6d be b8 55 f3 25 f2 d7 e5
55 dd cd 72 bc ca 36 bc 23 73 2e 87 03 6b a7 4f 34 71 44 f0 49 e6 ed fe 25 2b ba a8 dc 5a ca 9f bb 55 5f 22 26 dc d5 ea
d7 5a 3c fa a7 ef Ob 2f de da bb 7f 85 00 ef 4e ba d0 f4 eb 38 6d 90 5b 41 a9 de f0O bl ee 62 db 58 1e 38 14 a3 99 27 f1 20
8d ee 79 ff 00 87 b4 4b bf 2e eb cc 83 6d ac b1 85 f3 1b d8 f1 d3 ad 15 da 6b 76 b7 36 f3 45 6d 3c f1 ab c8 a6 49 20 81

76 ac 6d 9e 06 68 a9 95 65 57 df 47 a9 4a 2d 44 e2 3f b7 2f 6f 35 26 99 e7 91 7c b9 36 ee 6¢ ae d6 18 e0 63 1d 2b 83 bf
43 61 e2 8b c9 77 36 5a 43 26 ef ef 35 75 ba df c4 bb dd 61 b3 77 a4 5a 4e ed b7 cb 92 da 33 13 c6 de e4 77 fa d6 1e al
61 6f ac 4c da 85 bc ed 05 d4 4d bb ec db 77 2b 37

Data Ascii: %b"E]JHbUascmxmU%Ur6#s.kO4qD1%+ZU_"&Z</N8m[AbX8' yK.mkv6Em<I vmheWGJ-D?/05&|6lc
+Caw6ZCé&5uawZN3waoLMw+7

Data Raw: f3 79 9d 85 53 d4 9b cb be 9d d1 55 5a 38 fc bf 9b e6 eb de aa €9 3a 6d d3 d8 dc cf 24 ad b7 70 5f 2d 57 6e
e6 f5 eb 4c fb 35 cc 7b e5 95 5b 66 dd ad bb e6 66 ae 1a 91 7 b7 2a fa 17 el 5b 8b 9f 2a 52 d2 37 97 85 66 fb bf 2f a7 07
35 d6 59 f8 8b 50 b3 b7 63 6f e6 45 3b 61 97 6f ca db 87 f1 67 ad 73 9a 5d e0 dd e5 24 Ob 13 2a fc bf ed 7f 85 5b 49 ae
el f9ecd7fda9 19 7e 6f 94 ff 00 5 f9 15 c5 51 37 ee d8 d9 3b 6a 7a 2d 8f c4 6d 61 2c 57 ed 36 71 ea ae ab e6 47 e6 29
dd ef ec 7f 2a b7 a5 dd 69 fe 28 9a ea 48 ac 7f el 1e 95 62 dd 24 9e 63 b2 b3 f6 f9 48 f5 af 33 b5 79 6f f6 ce 93 ed bf 5¢
aa ff 00 Ob 37 b9 fa 56 83 ea 81 ae 25 82 f6 79 27 bd 8d bf e5 9¢ fb 99 bd ce 7b 62 b9 15 05 17 ee 2b 3f eb al 6a 6f ab 3b
2d 4a c2 df 6b 41 6f ae 6e 9d 94 7c ad 01 54

Data Ascii: ySUZ8:m$p_-WnL5{[ff*[*R7f/5YPcoE;aogs]$*[I~0Q7;jz-ma,W6qG)*i(Hb$cH3yo\7V%y'{b+?jo;-JkAon|T

Data Raw: fc b8 22 b0 f5 5b 54 f0 fc 33 dc 79 Ob e5 2e 64 6f 2d 46 5 fd 46 7d b9 ae f6 ¢6 e2 7b 1d 72 7f b3 5b 58 c1 6f 72
€556 09 18 f9 5b cf 78 b3 8d a7 8f ba 73 d6 bl 5 cd 12 3b 6b 56 fb 5c 5f 66 f2 7e 6d bc aa c8 c0 e4 95 6f fd 97 8f a5 71
56 b4 64 b9 1d ee 44 a9 de 3b 1e 45 71 75 el cd 56 e3 50 93 4c 6f b3 6a 3f 66 32 ac 8d 6¢ 55 d5 c7 df 66 68 5b 77 19 ed
ff 00 02 ac 9b 8f 07 f8 e7 c3 1a 5a eb fa 9c f3 ea 1a 4c 78 69 7c fb bf 99 a3 3¢ 82 51 8e 7f Oe b5 db f8 ba da f2 ce 68 33
67 69 04 b0 49 ba 0b ef 23 73 2e 07 3b 8a f3 b0 af 46 fd 2b 2a e3 ¢5 57 fe 20 f1 05 9d 96 e6 be bc 82 27 5d b6 cc 22 6f 24
83 86 f9 94 89 10 7f 73 af 4e b5 f4 78 39 a9 d3 d6 37 f5 77 d3 d4 e6 7b d8 93 c1 bf 13 bc 3f f6 1c cb 04 96 cf 16 5b c8 f3
0Oe c6 53 d0 8c 74 1f a5 75 be 21 b6 83

Data Ascii: "[T3y.do-FFHr[XorV[xs;kV\_f~moqVdD;EquVPLoj?f2IUfth[wZLxi|<Qh3gil#s.;F+*W ‘T"0$sNx97w{?[Stu!

Data Raw: 5¢ 7f f5 ab a8 b9 ba 4d 4a 65 8¢ 45 €6 fc df 7b 77 de eb 9a e7 16 41 6¢c df 68 9e 56 5b 58 27 3f 2c 98 5f 9b €9
de bc a9 56 8d 49 7b a6 2e 68 7b ec d0 63 5b 6b 65 ff 00 4c 91 93 cd 9e 4f ba aa 7a 01 44 76 d7 ba e5 d2 db 6e f3 77 2f
cc cd f7 3d 6a 9e a9 e2 1b 6b 8d 3e e7 cd 81 56 de ea 47 dd 3f dO ed 18 cf 38 15 1f 82 af e2 b7 f1 15 cd bc 77 2¢ b1 47
62 57 f7 8b 3 6f 38 ff 00 39 a8 71 97 23 97 54 68 a4 ad al e8 7a 5e 99 a3 e8 76 bl 24 51 2c 48 ab b5 ae 59 b6 af ea 78
a8 75 2f 15 69 f2 69 b3 da 69 d2 b5 b3 2f cb f6 98 db e5 56 5e c3 de bc cf 5¢ d5 7e d3 71 73 69 bb 75 ac 6b e5 45 03 4b
eb c9 3d 7a ff 00 fa ab 13 5a 99 f5 28 e0 b2 8b c¢8 4b 78 24 0b 27 97 f2 6e ff 00 78 d7 25 3¢ 1f b4 92 9c 9e a4 38 5 3b €6
d6 74 af Of cd 04 92 5f 79 f7 5b 7e 5d d2 6e 5d a7

Data Ascii: \MJeE{wAIhV[X'?,_VI{.h{c[keLOzDvnw/=jk>VG?8w,GbW089q#Thz v$Q,HYxul/iii/V\~qsiukEK=zZ(Kx$'nx%
<8t y[~In]

Data Raw: e6 e3 1c 56 35 13 ba b9 ad 37 a6 87 6d a3 e9 ba 5e a5 35 e2 41 67 24 0f 16 f8 d9 95 b7 2a fe 0d ce 47 27 e9
9a e8 66 b7 d4 74 5d 3e Ob 79 17 75 bc 4a 91 ac 8d fc 3e d8 c7 6f f2 6b 8f fO fd c4 1e 20 d3 ec ed 03 2a ea f6 d2 6e f3 22
93 62 de 28 3f 2b 0d d8 04 fa f5 3e dd 6b be bf 5b db eb ab 99 0d 8f 95 04 eb e5 b2 c6 a3 6b 36 3e 56 07 a8 24 8f bb 5f
3d 8b 72 ba a7 2d 95 f7 dc 69 75 30 2c fc 59 03 df 36 9¢ 65 68 27 6f f5 6¢ df 37 cc 3b €3 b5 42 bf 13 13 4b 99 63 bb b6 fb
4c 91 7c cb 3d b6 3e f0 39 f9 95 b8 c5 73 7a d5 a9 86 el 5f ca 65 b8 93 f7 91 b7 2a cd 9c 64 7d 45 61 2e f4 be 95 e4 95
95 b7 6d 93 cc 5d dd fb fd 6b aa 8e 0a 8¢ 9f 3a 33 75 24 b4 3b 98 7c 4f 02 cd 6 cb 6d 46 46 79 57 cd b9 fb 4e 3e fe 7e 65
1c 74 fd 2b a0 87 e2 0f 82 b5 ab 7b 6b 3b cd 29

Data Ascii: V57m"5Ag$*G'ft]>yuJ>ok *n"b(?+>k[k6>V$_=r-iu0,Y6eh'ol7;BKcL|=>9sz_e*d}Ea.m]k:3u$;|OmFFyWN>~et+
{k)

Data Raw: 1a c9 3c 81 11 b3 ¢8 27 d2 b9 fb 6b 97 b9 68 a4 8d a4 d9 1b 18 e4 8d 7e 6 f1 c7 5e 95 62 e6 fe 58 76 €6 2d
d6 ea df ea d6 45 f9 7e b8 ae 6a 92 95 ee d9 d5 ce a2 8d 7f 11 78 1e 3d 6f 4b 8c c0 bl c0 91 e5 59 a0 93 ef 30 f4 c7 {3 ae
Oa d7 cO b7 ba 3d f2 21 b6 6f de c6 63 8f €6 9 97 dd ab af 87 c4 33 fd aa 2b Ob 64 91 a7 5c 36 df ba 8b f5 fa 53 ef ee 1d
2f 3edaf3 ee 5d al 95 57 ee ab 7f b2 be 9c d1 46 ad 44 b9 7a 04 ad 3d 51 87 79 fO f4 5b 2b 49 70 db 96 45 f9 99 64 15
cac9 a7 84 66 11 c5 f2 47 f2 b3 32 ee da bf 87 eb 5d 5c 89 3d ce a9 6d 29 56 fd de 57 cb 66 dc b2 71 f7 9a b9 ab ab ed
92 30 45 f2 b7 7f b2 76 3 fa d7 64 1c be d3 33 95 92 d1 18 97 f6 62 db 73 a4 1f 33 7d dd df 35 50 7b c4 8e 36 48 7 4a ff
00 c5 b9 7e 5f a5 5e d5 26 96 da dd bf 7e b2 bb

Data Ascii: <'kh~"bXv-E~jx=0KY 0=!oc3+d\6S/>]WFDz=Qy[+IpEdfG2]\=m)VWfqOEvd3bs3}5P{6HJ~_"&~
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kBytes

Timestamp transferred Direction
2022-04-08 08:02:42 UTC 401 IN
2022-04-08 08:02:42 UTC 408 IN
2022-04-08 08:02:42 UTC 559 IN
2022-04-08 08:02:42 UTC 591 IN
2022-04-08 08:02:42 UTC 619 IN
2022-04-08 08:02:42 UTC 643 IN
2022-04-08 08:02:42 UTC 683 IN
2022-04-08 08:02:42 UTC 731 IN
2022-04-08 08:02:42 UTC 762 IN
2022-04-08 08:02:42 UTC 802 IN
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Data

Data Raw: 37 94 8c db 7e eb 22 91 95 fa 62 bc 22 45 96 1d 36 d9 e2 6d a9 1a bc 72 2f 1f 33 6e 27 bf 1f 4a 23 1b 46 c2 eb
73 e8 bf 09 78 fe e7 52 86 da 3b 9d bb 64 fd e2 b7 dd 6d 9b 36 €3 1c fc d9 eb 5e 7d f1 77 c5 c6 5f 12 40 15 97 cf 8e 5d db
b6 fc cd 82 17 f9 d5 df 03 de 49 aa f8 7e cc c4 bb 65 b6 c7 ee 7 6f 5e 0f d3 38 e7 a5 79 df 8f b5 5b 9d 53 e2 94 12 ca cb
b6 Oc 33 74 ec Ob 1f cd bd 6a 16 cf b0 db 77 ba 3e ac f8 dd al 1f 88 1f 08 f4 1f 10 3f fa 4c ba 6¢ 7b a4 55 5f bd 19 18 cf
el c6 6b e2 ef 1d 58 d9 5¢ 32 a5 9a c8 b7 0b 9f ba bf 2e ee fc ff 00 Oe 2b ec 8f 86 3a 95 c7 88 3e 02 b2 5d fd d8 95 ed 15
55 be 5d 85 36 9e 7e bc d7 cb 1e 26 f0 a9 7b e9 6d a3 95 65 b8 8b ee c1 23 04 4d bd 3b 91 5b d3 6f d9 ab ad b4 16 9d

0f 33 f0 c6 93 7e d7 52 ff 00 af fb df 33 2a

Data Ascii: 7~"b"E6mr/3n'J#FsxR;dm6~w_@]I~eo”8y[S3tjw>?L{U_kX\2.+:>]U]6~&{me#M;[03~R3*

Data Raw: a5 6d 71 a9 58 d9 34 12 2c 4d 03 fc db be 4e 43 8e 5b b5 79 {7 89 34 7f 2f 52 94 41 14 92 ce ca df 2a ae e4

54 07 9 9f 4a ec ed f5 58 ec 56 2d 8b b6 55 5f 95 57 e5 eb fa 66 b9 7f 1b 6a d7 7e 17 b7 b9 b8 b8 6f 9a 38 ff 00 77 fd dd
dd 17 ff 00 af 5d 14 be 2b 04 b5 8d cf 11 8f 54 77 d4 a5 94 40 ca cb 21 6d ca db 3a 9a f5 6b 0b 89 6¢ 7c 3b 66 23 82 4d
d7 2a 7e 69 17 e5 55 07 38 07 d6 b8 7f 0a e9 b6 97 56 b0 5d cb 3a f9 fe 6f ef 15 be 65 64 23 3c ad 74 ba a7 89 a3 b3 b5
f2 8e ae b2 b5 b3 09 20 85 63 fb cb 8e 79 ¢5 6f 55 73 49 24 73 d3 93 8e ac d8 d1 75 bf 2e ea €6 28 bc c9 7f 77 fb d5 55 f9
17 d3 27 bl ae 1e c2 c2 3d 43 54 94 bf de 66 2c bf 37 ca be ac 7d bd 85 6b f8 66 f2 4b 1f Of de 5c ce aa d7 9a 9b 3b 49
bb ef 46 99 €3 03 de a8 €9 7b 2e 77 46 22 8e 5f 98

Data Ascii: mgX4,MNC[y4/RA*TIXV-U_Wfj~08w]+Tw@!'m:kl|;f#M*~iU8V]:0ed#<t cyoUsI$su.(wU'=CTf, 7}kfK\;IF{L wF"_

Data Raw: 2b b4 b7 8e ff 00 52 d7 2c 74 eb 7f 9a ca 59 51 a4 9f fb b9 fb c2 bd 76 c3 el 76 81 a3 c¢7 00 97 cf 89 a5 61 24
8b e7 ed 6d c3 a6 4f b8 ac cb 3d 3e ce db 5a b9 92 da ce 3b 6f 2f e5 5d b9 65 55 1f c6 01 ef 9f 5a c2 be 61 4e aa 7c 8b
65 al cd 6e ec e4 bc 61 e3 ab 9d 27 52 6b 2b 4d cb a7 41 fb 85 8f f8 63 cO c6 47 bf 7e 69 9a 5d b5 a6 bl a4 cb 76 ed 73
6d 69 e5 9d d2 6e da cd 8f f1 ae b3 4a fO be 97 ad 48 d7 ff 00 34 ae d2 1d cd 3e 36 6d ce d3 c7 5a af 71 e0 d9 6d fc 4d
05 a7 db a3 b9 b3 95 84 71 c6 aa 55 77 2f 23 35 cf 2a f4 79 39 22 ac d6 €6 4e c8 f3 db 8b 7b 36 9b ca b7 59 19 d9 7c c9
64 fb a9 c7 af 72 68 af 55 f1 07 87 60 b0 d3 e0 8e 3b 98 22 bc 2 9f 73 6d de aa e3 ee 6d c6 31 f8 d1 55 4f 1b cd 1b a7 63
9b 92 fb 1f 3b be bc 7 37 cd 25 dc 4a db 98 6e f2

Data Ascii: +R,tYQvva$mO=>Z;0/leUZaN|ena'Rk+MAcG~ilvsminJH4>6mZgmMqUw/#5*y9"N{6Y|drhU";"smm1UOc;7%Jn

Data Raw: f2 a0 61 fb b6 fe 2a 22 fa ae a8 7a 37 a9 2 6f 87 ad 5e 3b 58 ae e3 6f 21 d6 76 55 f2 {3 f8 9f a8 af a0 7f 66 3f
14 47 a3 db eb c9 3c 4c c9 3e 65 f9 57 77 ce a7 2b 5e 75 el f9 bc 3f 7f a4 ca 46 9c db b8 6d be 67 fa be al 9b 9e bd bd
eb da 7e Ob f8 1b 4e d6 b4 bb c9 f4 a6 db ab ac 72 ac 91 ab 1d ac 84 75 da 7d 3a 1a c7 46 d5 c4 e2 ec 71 7f b4 3a a6 al
€3 4b 3b 9b 66 dd 15 ce 9f b6 36 56 0b b9 81 27 0d 5e 29 e2 5d 2e el fc 3b 6d 15 fc 4c b2 c5 23 fd 9b 73 7f ab 56 20 e0
7a 8a f7 4f 8b 9e 05 b8 d3 fc 23 67 ac ¢7 2b 33 59 ac 96 d2 ab 61 bc b5 73 fe 7a 57 88 f8 89 25 b8 f0 8¢ 4f 23 33 2e ef 31
bc ¢5 f9 57 06 b5 93 77 bb 05 aa 3a 2d 15 84 de 13 dO fe f7 da 23 9f 73 33 37 a7 42 07 51 d6 b9 bb eb 08 2d b5 4f b4 19
5b ed Oa c6 46 fb ac be f8 e3 de af 78 4a 69 2d

Data Ascii: a*'z70";Xo!lvUf?G<L>eWw+"u?Fmg~Nru}:Fq:K;f6V'")].;mL#sV zO#g+3YaszW%O#3.1Ww:-#s37BQ-O[FxJi-

Data Raw: 97 d0 56 9e ab e2 8d 57 5¢ be 9f 55 9e 5b 48 af 55 87 9b 6d 69 18 81 1b 23 6e 55 13 00 7c bd 70 3b d5 7b Oa
77 6a 0d 1b 2a 8¢ f5 7b ef 00 €9 1a 4e 93 fd a3 1c 57 d7 3e 1c 9e 51 e5 dc da 47 22 be c6 c6 1b 6b ae 76 fa 7b f4 ae c7
4f f1 26 8d a7 ae 91 2f 80 f5 Ob b9 e0 b1 b9 48 36 ea 1f b8 68 dc 9c 9f bd 85 39 3f 2f dO f1 ed 89 el 3f 1d Of 13 78 46 e7
4b bc d6 a3 95 9a 08 e4 81 64 53 13 ed 51 fb c8 5b 1d 87 54 3d f0 46 2b cf f4 ad 62 3b 58 ef 23 1b ad ac 24 67 55 83 70
d8 cc bd f9 fb c7 fa 73 9a €7 a9 47 9a 71 94 a4 db 8f dc fd 4b 4d ae 87 ae 78 9b 43 d2 35 Of ed Ob 7d 4e fa 3b c9 e4 93 6¢
5a 5c f2 15 bc 85 98 91 cb 2f 42 bd f7 65 4d 72 3a 7e 95 e2 1f Oc b4 46 cf ec da bd 94 b2 08 23 92 4f bf 0a f5 01 ba f4 cf
0d ed 58 17 37 97 f7 d7 df da 91 45 26 €9 57 6a

Data Ascii: VW\U[HUmi#nU|p;{wj*{NW>QG"kv{O&/H6h9?/?xFKdSQ[T=F+b;X#$gUpsGqKMxC5}N;|ZVBeMr:~F#OX7E&W;j

Data Raw: al c5 53 d5 74 f8 fc 71 a4 fd a6 e2 Ob 48 af 57 e5 66 82 3d c8 c8 38 1b 89 ef ff 00 a0 9a c7 2d c5 3c 2b e5 6e
fO fc 99 b5 48 f3 2d b5 3c 2e €9 47 d9 da 09 3e 65 e5 76 f1 b5 48 e3 9¢ 77 dd 9e 2b 9e b3 ba bc d3 6f 3c 89 60 f3 60 db
b6 35 6f 99 7d 7f 90 ef 5e c1 a9 78 4e df 74 bl 5d cO b0 7c a2 46 55 8f 6b 36 38 2d 91 df 3e b5 c5 6a b6 03 47 d4 96 49
2c 7e d3 02 fc cd 69 22 9f 97 07 24 7d 2b €9 63 88 a5 52 e9 23 97 95 a6 35 64 1a de 9f f6 d3 2a d9 c1 04 61 64 da bf 2e
el 9e bd db 27 d2 ba 1f 04 78 fc 69 ec b1 85 da ff 00 79 59 5b e6 db d0 8e 7a 55 75 f1 95 85 8e 9b 2e 8f 69 a6 5a 4e d7
5f bb 59 3e cd fb d8 cb 10 46 0f f0 e0 d7 25 ac 48 6¢ 5b ca 78 be cd 70 bf 2f ee 94 36 ef 5¢ 9¢ 0a f3 9e 1d 57 8b 84 e3 65
dO e8 8c ed ad cf 48 d4 3e 2a 6b fe 1f d7 99 34 8b

Data Ascii: StqHWf=8-<+nH-<.G>evHw+0<""50}"xNt]|FUk68->|GI,~i"$}+cR#5d*ad. xiy Y [zZUu.iZN_Y>F%HI[xp/6\WeH>*k4

Data Raw: 73 eb c5 6f a2 c9 63 6e a8 1b 72 3a fc cb f7 97 ff 00 ac 6a Ob 9d 3e 4b ab cf 32 e2 55 57 ff 00 56 b2 49 2 af d3
9c 6d ae 8f 69 1d ca 71 31 53 ec {7 6 f1 48 8b 22 ca ab ec bf 97 d7 d6 ae f8 7e 69 ed ee 16 38 9a 35 97 76 d5 59 e4 f9 77
77 fc fb d5 d4 d2 7e cd 6e a6 35 56 75 6f 65 dd 83 c8 c7 f1 76 ac db 9d 2e 29 9a 58 3f 7f f6 a5 93 cd 5f 2d 7f 74 a9 dc b7
7 6b 3b c6 71 69 0Of 58 b3 b5 f1 33 58 7f 66 dc cb 6d 15 dc f2 b4 1e 5c¢ d2 4f 22 6d f3 b8 e7 a9 24 06 cf 27 fa d5 2f 03 eb
72 5b cc a7 ed cd 12 b2 98 99 57 67 7e c4 ff 00 bc 3a d6 4e 93 a2 5d fd 8e e4 16 f9 97 e5 db 23 7c bd 7a 8f c3 f5 ac ed
5a f2 1d 26 cd 6¢ c5 b4 f3 a3 31 5d df 71 1b 1d 78 eb 5c eb 0f 1e 5f 67 b8 4a 5a dc bb a9 0d 39 a6 b9 d4 67 89 a2 bf 92
49 15 a3 58 ce c6 e7 ef Oc 74 04 57 2b e7

Data Ascii: socnr:j>K2UWVImiq1SH"~i85vYww~n5Vuoev.)X?_-tk;qiX3Xfm\O"'m$/r[Wg~:N]#(zZ&I1]gx\_gJIZ9gIXtW+

Data Raw: 74 dd d1 16 6d eb f2 aa b7 dd e7 e9 c5 77 3e 1f b8 92 f3 49 58 cc ec cb 1f ca bb 9b fc fO 2b 86 d7 ad 7c bd 41
91 1b 72 b3 19 17 6f fO 6 ba 7f Of ea 86 d7 4b df 1b 6e da de 66 dd bf 2f 4c 75 ae ac 44 53 8d d6 e5 25 7d 0d 69 b4 94
99 bf 77 2a ab aa 95 fb df 2b 7f 93 59 77 5a 24 9b b8 8d 56 75 6f f5 8b 2 ab 2f a8 ad 65 b8 81 e6 fb 40 b6 f9 a4 51 fb bf
bb b5 8f 6e 2b 52 05 7b 88 fc c4 db 13 c9 fc 3f c4 bf el 5¢ 1c ce 1a 99 4a 2b 73 8¢ d5 6d 92 4b a8 ae ee 57 74 ad 18 8a
4d b1 85 dc aa 30 33 81 €9 de ac 7f 66 c7 e4 f9 96 cd 1a ee 5f bb b7 76 ee 3d 2b af 78 ed e0 92 20 f1 6e 66 fb db 7f 96 4f
4ach d4 19 ec ee 37 a3 34 51 6e f9 a0 8d 77 6d ff 00 0a 15 79 49 d8 8d 6e 62 db d9 cf 6f 1c 02 75 59 fc b6 df b5 5b ee f1
df d7 e9 51 3f d9 9a 68 a4 8d 99 76 fc d2 2e

Data Ascii: tmw>IX+|AroKnf/LuDS%}iw*+YwZ$Vuo/e@Qn+R{?\J+smKWtMO03f_v=+x nfOJ74QnwmylnbouY[Q?hv.

Data Raw: Oc 3b e3 6d bd 15 59 7e 66 5e 4f 4c d5 2d 53 5a 8f e5 f3 57 ca b7 66 dc b2 2a fc cc be df fe aa 9b 4a bl b7 d6
d9 50 2f 9b 12 b1 91 a4 dc bb b6 8e 99 6f 4a €7 94 54 53 9c 8d 1d 55 62 4d 2b 4b 47 92 2b b9 e5 66 89 be 5f de 28 56 6¢
8e c3 9c 71 de ba 26 be b2 d3 f4 5b al 04 Oc b0 2b 6d 66 5¢ 3f 99 91 4c 78 e2 86 3f 35 5a 35 58 23 Ob bb 76 e5 8f f1 fc
2b 3d 2d 63 f2 7 b8 b2 fd fd ae ef 33 cc 5f ba cd ec b5 e2 d4 ac eb 3b bd 8f 3a a5 49 4b d0 bd 6d a5 c5 6d 23 de 18 99
67 6¢ 2c 4b 1b 33 2a f4 c6 dc 81 8a d8 fb 1c 56 30 ff 00 a7 ca b1 7c bb 5b 6¢ 9b 5b 9e a0 67 d6 bl ec ef 27 fe cf fe d4 bc
81 63 95 58 79 5b 9b ef 37 f2 00 7d 2b 9c f1 06 al 26 bd 34 16 e6 55 f2 a2 53 24 97 3f de eb 8e b5 cc a9 d4 ad 2d 5e 8b
76 61 ac b5 6¢ 8f 52 f1 43 d8 c¢7 3¢ 1a 64 be 7c 5e

Data Ascii: ;mY~f*"OL-SZWf*JP/0JTSUbM+KG+f_(VIq&[+mf?Lx?5Z5X#v+=-c3_;:IKmm#gl,K3*VO|[l[g'cXy[7}+&4US$?-
AvalRC<d|™

Data Raw: b7 7f 17 f9 e2 a8 dc 3f 98 df ed 7f b3 fd 2a 44 92 35 55 c7 de ff 00 77 ef 66 a5 94 89 ae 2e 4c 70 b1 f3 d5 a5 6f
97 6a fc df 29 f7 35 4d a6 9e 75 c4 8d b9 63 51 b7 75 43 33 0d df 34 5f f0 1f fO al a4 fd db 02 db 77 7d e5 dd b7 ff 00 d7
49 20 2e 69 77 c9 63 23 99 3e ec 8a 55 a3 5f 95 9a ba 0d 36 e6 c1 f7 03 03 6¢ 5¢ 6d 8d 9b 8 88 20 fd 2b 91 b6 78 d9 bl
bb 73 2e 76 ff 00 76 b6 74 39 24 9a 66 8e 4f 95 36 fc cc bf 79 7f Oa ce a4 55 ae 52 64 da ¢3 22 b3 dc 5b 40 bb 36 fc cc cb
7 5b 38 ef 58 93 33 bb 79 cf f7 9b €6 ad ab f4 8e 4b 76 49 25 f9 17 3b 64 5f e2 c1 ed ed 58 3e 76 f6 52 7f d4 2a 95 5f {7
68 a7 b0 0f b9 73 Oc 6a al 7e 5d bf c3 fc 2c 6a 94 31 95 65 93 72 ee fb df ee d4 b7 33 14 8f 66 df bd 51 59 db 4b 75 33
15 5d df 2f cc d5 b9 06 95 9d bb dc 4c ff

Data Ascii: ?*D5Uwf.Lpoj)5MucQuC34_w}l .iwc#>U_6I\m +xs.vvt9$fO6yURd"[@6[8X3yKVvI%;d_X>VR*_hsj~] jler
3fQYKu3]J/L
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kBytes

Timestamp transferred Direction
2022-04-08 08:02:42 UTC 830 IN
2022-04-08 08:02:42 UTC 854 IN
2022-04-08 08:02:42 UTC 901 IN
2022-04-08 08:02:42 UTC 933 IN
2022-04-08 08:02:42 UTC 989 IN
2022-04-08 08:02:42 UTC 1013 IN
2022-04-08 08:02:42 UTC 1045 IN
2022-04-08 08:02:42 UTC 1116 IN
2022-04-08 08:02:42 UTC 1148 IN

Copyright Joe Security LLC 2022

Data

Data Raw: c5 65 dc c9 f6 6b eb 64 b4 b9 6b 64 9f e5 99 97 2a bb 73 da b4 3c 41 a3 db c3 63 78 6¢ ef 1b cb 8d 77 2e e5
fb ac 3d 0f 6f c2 a7 99 68 bb 8d 22 be 9f 1d b5 c5 f5 ¢9 2b fb cf 34 fc df ec 8e bc 1a dd 85 5e c2 65 48 20 fd fb 29 91 76
e7 76 cae4 74 3d 4a 05 b5 8a 31 3e eb cd c1 7c bf bc ad f3 67 39 ae b3 fe 12 2b cb 08 d6 78 20 8e 58 22 cc 92 33 2e 5
5f af 4a 89 a6 51 95 e2 7b 57 b1 d4 22 49 77 6f 8e 3d db 5b f8 59 8e 6b 1f 5a 7f 33 ¢8 92 05 da bc ¢6 cd f7 97 8e ff 00 53
5a 9a 95 bd d6 b7 1b 5f 98 b7 79 bf 37 97 1f f0 af fe 85 56 ed al b3 93 4f 83 e5 da bf ¢5 b9 bf 8e aa 32 e5 49 bl 6e cc 44
b0 92 15 62 17 77 97 1f cc dc 7e 95 a9 6f 1c 77 16 71 0f b3 32 ba a9 f3 1b eb d0 d1 79 72 7c c9 6d c2 ed 5f 2f ef 7d ee bc
54 a9 6f a8 db ee 11 cf b7 f7 5f c4 a3 f5 a3

Data Ascii: ekdkd*s<Acxlw.=oh"+4”eH )vvt=J1>|g9+x X"3._JQ{W"Iwo=[YkZ3SZ_y7VO2InDbw~owqg2yr|m_/}To_

Data Raw: 7e 87 04 Oa fa 03 c6 7e 30 bc d3 fc 49 a5 5f d9 4a d1 79 b2 08 97 73 6¢ 5f 9b 9f 9b f9 57 c5 5e 11 f1 90 b3 d6
b4 3b 88 e5 ff 00 45 8e 53 b7 77 dd 55 c8 eb eb cd 7d 73 f1 17 43 17 5a 2c 0f 3c ea bb 63 12 af cd ed 91 fa 57 74 1a 6d
f9 al 26 db 3d 57 c1 3e 34 1le 28 b3 9e Ob b5 f2 af 62 63 1c b1l b7 de dd 55 e3 d3 64 6f 11 34 9f 36 8 db e5 5f ad 79 af
81 ee 12 da 38 af 43 37 db e4 ¢4 52 b2 b7 de db d3 de bd 45 f5 c8 23 da e6 25 95 66 f9 59 be eb 2d 6f e4 46 c7 73 a5 4d
6 7b 7f 28 dc f9 bb 5b e6 69 3e 56 5a ab e2 78 e2 8e c5 a4 33 c6 cf {7 be f5 63 b2 c8 dO c5 1d ae d9 5b 6e ef 6 b6 9f 4f
5ac9d6 16 4b 79 3c 99 5b 72 ff 00 17 cd f3 28 eb 4d Oa e7 17 e2 ed 56 77 85 65 b7 dc bb 5b e6 9 aa df 83 2e 2e 63 58
93 73 6¢ 93 ee fc bf c5 f8 d5 f4 d1 04 90 ca 9e 6a

Data Ascii: ~~01_Jysl_W";ESwU}sCZ,<cWtm&=W>4(bcUdo46_y8C7RE#%fY-oFsM{([i>VZx3c[nOZKy<[r(MVwe[..cXslj

Data Raw: b9 e7 8c 62 ac f8 3e 5b 7f Oe eb 17 96 d3 ea 76 3e 1e 8a 35 dc b2 4f 21 dd 36 7b Of f6 4a 7 3f 85 72 97 3e 27
9f c3 36 f6 7a 25 2 ae al 14 38 6f 31 64 29 b5 4f d3 8f d6 ab f8 aa de 7f 16 ea 8d 25 bc b2 ¢1 04 91 f9 b0 47 72 c1 b7 27
46 65 3e 9c 74 af 5e a5 39 e2 17 2d 47 68 be a6 7a 5b dd dc f5 ad 79 3c 19 e3 4b 8b 9b cd 1e 56 82 fe d6 3f f4 95 59 f6
2c 8c 3f 8e 36 5f bf 9e e7 e5 35 8b €3 8d 6a de eb 41 80 3d f6 e5 95 44 5e 64 f9 65 55 1d 7e 6¢ ff 00 fa eb c6 a4 d2 91 la
d9 ed 25 69 5f ee fc bf 79 97 ae 7e 95 6e db 58 b4 d5 2c 6e 6d 2e 74 c5 bc 68 d4 b2 cf e7 ¢8 ad 1f 7e 99 da 40 35 c7 1c
af d9 4e 2e 33 72 51 fb c5 ed 1e ac eb 34 b4 92 db c4 4b 1c 8d b9 2c d7 74 8b b8 aa 79 6a 33 b7 8f 9b 9f e7 5b be 1a f1
96 8f Oe 8b 3a 59 6d b1 b8 67 78 €5 b6 9a e4 f9

Data Ascii: b>[v>50!6{J?r>'62%801d)0%Gr'Fe>t"9-Ghz[y<KV?Y,?6_5jA=D"deU~I%i_y~nX,nm.th~@5N.3rQ4K,tyj3
[:Ymgx

Data Raw: 4b ad 6a 72 42 b6 51 45 ba ea df cb 8f cc 93 e4 55 72 9c¢ 9f 72 2b {3 9c f9 54 af 59 28 ca cb fa dc e6 93 {7 8e
e3 52 8f 46 bc 8e 2b c2 d2 40 b6 cc 59 95 57 6a c8 e0 7c bf 5e 7d 2b cc 56 c6 da 6f 1d 59 eb 37 f1 49 b9 72 d1 5b 33 6d
48 fe 5e Ob 7b e7 91 5d fc 9a a4 76 76 31 e9 47 cb 9e e2 35 0d f6 96 61 ba 49 9b bd 73 da dc 36 5a 3a b4 fa 9d b7 db 16
79 fc ad d0 48 19 f7 63 3¢ 13 d3 e6 c6 7d 2b c8 cb d4 94 b9 15 f5 d3 e4 6f Ob 68 71 f7 d7 51 f8 83 c4 1a 9e a6 ff 00 2d bc
5b 20 8f f8 5b 8e 7a 7e b5 47 4b d3 5 7b e8 e0 31 5f 40 cb 72 df ba 82 45 Oa cc 84 ff 00 Oe 7f 88 f2 bf 4a bl ad f8 74 5f f9
b0 44 df f1 31 8d 5e e6 4b 68 d8 fe ed bl c7 el 8a 86 d7 49 bf b9 b7 b3 b7 bd 95 6e 60 b7 61 2c 6d 3b 6d f2 2 7d 47 27
af 4afb 3b 28 c2 d1 7b 1b 47 57 73 d3 21 bl

Data Ascii: KirBQEUrr+TY(RF+@Y Wj|"}+VoY7Ir[3mHA{Jvv1G5als6Z:yHe<}+ohqQ-[ [z~GK{1_@rEJt_D1”KhIn'a,m;m}G'J;
{Gws!

Data Raw: 5e 5d 58 89 2e e3 4b 79 1b {7 8d f7 7c 9f 52 7d 45 17 d0 8d 91 5b 6f da 55 8¢ 7b 95 76 96 6d df 2f cd e8 2b 36
68 e4 55 c2 2b 6d 5a d8 d6 12 de 3b a6 8e d2 e5 a5 b5 8d bf 76 df 77 cc e7 af d2 b2 ae 92 e6 e5 97 64 4c df c3 bb 9f c2
ad 05 ee 55 65 8d 23 57 fe 1d df ¢5 53 2¢ 25 97 31 ff 00 77 e6 al al 12 4c 91 cb 2f 94 cb 9f 95 97 6a ab Oe d5 2a 5a ed
85 4e ef 95 bf f1 da 19 24 f6 d6 e8 d1 b9 93 fc b0 a4 2d e7 49 ¢3 33 37 f1 35 3a 1b ef 26 1f 2c c1 bf 77 dd 6a 76 e3 fb df
el 6f bd b6 92 bf 52 8b 56 b0 ed 5d ff 00 fa 0b 57 49 e1 94 75 be 5d ea db 77 09 3e 6f 95 6b Oa c6 3d eb 90 ca ab 7 ab
a5 f0 f5 8d cd c6 al 67 1f 94 ca d3 c¢8 16 35 5f bc d9 38 1c 52 7b 3b 92 7e 8f e8 7a d4 7e 26 fO de 99 a9 a7 ca d7 50 23
34 6b 7 55 b1 cf e4 6a d5 b6 37 63 ef 25 64 78 6d

Data Ascii: "]X.Ky|R}E[oU{vm/+6hU+mZ;vwdLUe#WS,%1wL/j*ZN$-1375:&,wjvoRV]WIu]w>0k=g5_8R{;~z~&P#4kUj7c
%dxm

Data Raw: 7b 7f 95 22 f9 99 5b fb be de d5 e8 fe 2c d3 62 bl d5 27 d3 ef 60 fb 34 f1 c4 19 6e 63 f9 95 94 3 c1 5f eb 59 16
b6 1a 7f 87 al 8a e6 2f 33 6¢ eb fe bd 54 33 2e 7b 1f ad 6d f5 a7 52 17 ef b1 0d 33 3e cf 4a b6 8e 39 67 b2 {3 1a 55 6f 99
76 fc aa a3 ef 1c ff 00 4a af ac 36 9f el fb e8 ae 3c a6 6b 89 62 dd b7 76 ed bd 89 fa d7 5d f6 cb 69 95 5e ca 55 95 77 7c
cb f7 5d 7f 0a a3 75 19 d3 55 6e c4 51 ca 8b 95 6f 3d 43 ed cf f7 73 58 46 a3 e6 7 ae Oe fc a7 11 1e 9f 25 c5 c4 b3 dc 9
92 b3 28 65 f3 fe 5d ab ef 9a cf d4 bc 3f 64 f6 b3 98 e5 58 ae 22 c2 bc 7b b7 2f 3e 95 d5 ¢9 a6 bd f5 d4 4f 1d f4 90 2a a6
5 8d bd fa 80 39 cd 69 da f8 55 2f fe 74 8a 09 e0 dd b7 cc 8d 47 dd e4 9f fe bd 76 fd 63 d9 b5 26 c1 29 6e 79 4d 9d 83 dc
5c¢ 7c 8a bb €3 f9 b6 b7 cb bb da ae

Data Ascii: {"[,b"4nc_Y/3IT3.{mR3>J9gUovJ6<kbv]i*Uw[JuUnQo=CsXF%(e]?dX"{/>0*9iU/tGvc&)nyM\|

Data Raw: 63 96 3b 6b 85 40 ac bb 4f cc bd f3 ee 7b d4 51 8¢ bd e7 d1 fd c6 8d 58 ad e2 08 46 8b ab 2f 9b e4 5c b3 47
€6 7c b2 ee eb 9c 7e 35 4e d7 58 dd 70 bl 9b 65 68 db ef 2b 7f 7b d7 d2 a5 d7 b4 7b 68 66 89 ed 2f 23 9d dd 7f 77 b5 bf
13 8f ¢7 a5 65 32 cb 6d 27 ef 22 {3 f7 49 fc ab d6 84 54 a9 ae af ee 32 91 73 58 bc 91 2f a5 12 41 1e df el 92 3f 7e 9d 2b
2e f1 2e ee bc a9 63 f3 37 37 d3 6b 30 ad 99 a3 b7 d7 21 89 c6 ec 2a fd df bb bb €9 52 89 2¢c ed d7 ec 72 ab 79 5e 56 €8
e4 83 ef 6e fa 7a 55 ¢6 5¢ b1l b7 60 8e c6 2c 9f 66 78 f7 cO ac b3 ab 6d 93 f8 95 ab 5a d6 fe f6 4d b2 2e a0 d1 34 8b b5 96
36 2b b5 47 03 da a8 c9 e6 2e 9e b6 91 b4 Oc ab 27 98 cb b7 6b ab 0f 7a b5 75 ba c3 4b 89 d3 ef 37 f1 2f cb f3 75 aa f2
19 7a c7 55 96 38 e7 82 49 59 a2 56 fe f6 €6 dd d7

Data Ascii: ¢;k@O{QXFAG|~5NXpeh+{{hf/#we2m™IT2sX/A?~+..c77kOPR,ry"VnzU\",ixmZM.46+G.'kzuK7/uzU8IYV

Data Raw: ed 9f cc 1b 59 be 55 da 6b 2a c2 d5 ee 2f be d0 f0 46 c9 14 7b 9b a2 b7 d7 9e b5 a8 ae 1d 94 40 b1l ce ac bf
75 b2 b5 33 9a 6a c3 23 9a 34 be 3 fc a9 56 22 b2 6e 8d 5b fa 1a bf 67 aa cf f2 a4 96 cd 3f 95 f7 59 5b f5 a8 a6 f0 f5 ed
8a c5 3f ee db cc fd e6 d8 db 76 df ae 2a c5 be ab 3d b5 ae 25 8b 73 ¢9 f7 5a 35 1e b5 ¢7 51 a9 46 d1 d4 76 32 7c 72 a7
6d 9d da af c9 le 63 66 5f ef 7a 55 4b 1d 62 37 85 5¢ 75 db b7 fe 05 5d 2d fd b1 f1 0d ba c1 2b 2f ee 3f 79 e5 af cb 8 fa
la cb d5 3c 3b 2d 9b 28 82 db 6¢ 5b 46 ed d8 de b9 15 74 6a 46 31 51 96 e2 5d 89 2d 75 eb bd 2d 76 06 dc b2 b7 98 d1
b7 f1 7a 1a d2 b8 ba bb bf 68 Ob ac 71 7f 7b c8 f9 56 3f 41 f9 56 45 e5 b3 6e 82 39 db c8 45 5d cd e6 2f cd fe 4d 6b a2 e9
6d 67 12 41 7d e6 dd 7d e6 5d bb 77 7f fa a8 a9 c8

Data Ascii: YUK*/F{@u3j#4V"n[g?Y[?v*=%sZ5QFv2|rmcf_zUKb7\u]-+/?y<;-(I[FtjF1Q]-u-vzhg{V?AVEN9E]/MkmgA}}]w

Data Raw: a5 bf 95 64 5f 9b ee fc bf f0 1a f5 4d 6b 50 4f 1a 78 36 5b 4b 8b 6f f8 99 69 ea 65 8a e7 6f fa c4 51 f3 Oc f5 07
15e4 aacl 7e 4d bf 75 ab ea 70 33 94 a9 72 54 f8 a3 a7 fc 12 cd 68 75 23 b7 11 33 6f 6f bd fd de 3d 33 50 de 58 bc 3b
241179 4b 2e 1b e5 6f €9 54 6d 59 da ea 2d 8a cc db bf bd 5d 4c 90 a3 c2 b2 96 5f 3e 3c ae d6 ae b9 7b 8f 41 99 6 fa
53 b4 2a 5e 55 66 6f 9b 6e ef el fa fa d7 43 a5 5¢ 44 d6 37 56 69 13 2a f9 4f e5 f5 f9 bf Of 7a c9 4b a8 9d 5b cf 65 5f f9 e7
b7 ff 00 ad da b4 34 5f 31 e4 df 69 b5 af 15 9d 57 6f f0 ae 3d 6b 09 b7 6d 4a b9 8b 6d 62 eb 22 fc df 2f f7 ab 52 c1 36 cc
c3 e6 db fe 7a d5 1b 64 7f 33 0f b7 72 b1 ad 8d 2d 76 48 df c5 fc 35 da 9d b7 11 d7 78 31 8b 5c 2e 7f 87 6 fc bb 57 aa
6a b6 fb b4 d8 8b ae ed b2 0f f7 79 eb f5

Data Ascii: d_MkPOx6[KoieoQ~Mup3rThu#300=3PX;$yK.oTmY-]L_><{AS**UfonC\D7Vi*OzK[e_4_1iWo=kmJImb"/R6zd3
r-vH5x1\.Wjy
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kBytes

Timestamp transferred Direction
2022-04-08 08:02:42 UTC 1196 IN
2022-04-08 08:02:42 UTC 1212 IN
2022-04-08 08:02:42 UTC 1259 IN
2022-04-08 08:02:42 UTC 1283 IN
2022-04-08 08:02:42 UTC 1339 IN
2022-04-08 08:02:42 UTC 1355 IN
2022-04-08 08:02:42 UTC 2824 IN
2022-04-08 08:02:42 UTC 2840 IN
2022-04-08 08:02:42 UTC 2856 IN
2022-04-08 08:02:42 UTC 2864 IN

Copyright Joe Security LLC 2022

Data

Data Raw: e5 e7 59 6¢ d5 59 62 66 ce e8 d3 ae 47 a7 b5 60 fc 5¢ f1 54 1a a5 8c 56 51 5e 5c dc db 34 86 49 16 39 36 af
be 7d 7f 1a f6 70 14 f9 71 30 ba d3 ad 8d €9 a8 c6 3c d6 3e 76 d2 b5 0d 42 6d 5b ec f6 73 c8 ab ch 49 e6 7f 12 8a 66 ad
ad 33 4d 2a 3a b4 b7 0d 21 66 66 f9 95 7d 31 8a f6 2d 1f c2 3a 77 86 74 fb 3b 89 60 69 75 1d 4f 2b 12 ed 0d b7 22 b1 75
cf 06 d8 68 b6 77 29 2a cl 15 c7 fa cf 32 45 2c cc bf ec f6 af af fa ed 19 d4 d1 7f c1 14 9d 92 3c df 44 ce al 79 2c b2 cf b6
28 b1 bb 77 f7 ab 7e c1 e5 d4 ae 3c bb 66 f2 2c €3 93 fd 7f f1 2f 3c d6 55 b7 87 b5 0d 62 €9 ad f4 b8 a3 8a Oe 77 4f 3b 04
4d d8 24 e4 9f a7 15 b5 el 95 b2 8d 60 b2 d4 2d a7 b6 95 be 3 2e 55 7d bl f5 ef 5d 55 7d d8 b9 21 46 56 67 4d 67 1c 76
36 ab 07 9f e6 b4 6d fb ad bf de 27 ab 57 73 e2

Data Ascii: YIYbfG\TVQ"\4196}pg0<>vBm[sIf3M*:!ff}1-:wt; iuO+"uhw)*2E,<Dy,(w~<f,/<UbwO;M$ -.U}JU}FVgMgvém'Ws

Data Raw: da f5 ¢8 6d 74 ab 1f 0d d9 99 59 57 cb 5f 9b cb 6f e3 e7 8a ea af 59 52 b5 95 ee 3b 5f 73 cf 74 ab 59 be ce d7
93 b2 b2 c6 bf 2a ee f5 fe 75 57 fb 4b ca 8f 1e 6b 6f 91 8¢ 8d f3 7d d5 35 b9 ad dd 45 71 63 2a 69 cd 1la a7 97 e6 48 df 77
f0 ae 16 f2 fO bc 2a 81 7e 6f ba b5 74 af 3d 58 ed 63 5a fb c4 0f Oa fd 9a Ob 96 66 91 7c bd bf ec 9f 6a c7 ba d4 2d ad el
f2 c2 6e b8 dd f3 36 ed cb f4 a8 1a ce 07 87 74 b3 aa cf fe cf cd 59 8c 15 1b 69 55 dc b5 dd 0a 71 b1 9d 8f 46 f0 9a bd fb
46 62 5f 93 fd 9f bd 5e 87 Oe 94 f1 c7 be 76 55 4f el 6f el 6a €2 3c 13 7c 9a 7e 83 15 c9 65 89 a3 62 d1 c7 fc 52 35 7a 66
94 b1 bd aa dd f9 1f 79 93 6f 99 f3 7f 9c 57 cd 3 67 28 cd 92 e4 cb da 2d 8d c6 9f 24 b1 a4 1e 53 4b fe ad 99 47 dd e8

71 9e a2 ba 5d 52 de db 4f 86 0f 29 a3 be

Data Ascii: mtYW_oYR,;_stY*uWKko}5Eqc*iHw*~ot=XcZf|j-n6tYiUgFFb_"vUOoj<|~ebR5zfyoWg(-$SKGg]RO)

Data Raw: 15 5f ¢7 3e 06 83 5b fO ad e4 fe 54 73 dc 2a ee 8e ee d3 0f f3 28 e6 3e 39 4c fa 57 9d 86 c5 d3 c2 d4 f6 15 16
97 56 ff 00 31 a9 72 bb 1e 6f el 3f 17 5d e8 f3 4b 34 ff 00 66 b9 b0 7c 6e 8e 36 f9 b7 03 c¢3 37 7 69 9e 2d fe c7 b9 dO 67
bc 11 b2 df db 4a 3c ¢8 37 7c ac 8e 7b 77 e3 f9 57 9d 6a ba 6e b1 a5 cd e5 fc cd 6f 2e 24 f2 e3 6f bc 99 ¢6 78 f7 1d eb d3
74 5f 09 e9 5e 22 d0 76 5¢c 6a b2 69 97 9b 76 c7 e6 31 d8 de 91 b0 39 e8 7b d7 d3 57 a7 4e 83 55 af a3 7d 05 29 e8 d1
e7 f6.0d 66 fb 67 0a dO 37 3b 77 7c ca dd ba 66 a7 9a c1 19 96 44 59 22 5f f6 7e 55 ab 1e 30 f8 7b ff 00 08 4f d9 a4 37 2d
a9 db c9 ff 00 2d 20 52 aa cd €9 93 c6 7b fd 2a 83 cd 3a 47 99 e5 fd d7 0d b7 86 65 5e ¢3 35 d5 19 46 a2 53 a7 2b a6 72
59 8e b7 59 e3 66 11 ae ed bf de fe 1a 54 6f b6

Data Ascii: _>[Ts*(>9LWV1ro?]K4f|n67i-gJ<7{wWjno.$oxt_""WjivI9{WNU}Hfg7,w|fDY"_~U0{O7-- R{*:Ge"5FS+rYY{To

Data Raw: fd ac e7 71 3f dd ae 68 dO 71 4e ac 5d 94 51 d5 ca ad a9 97 ac 59 e9 {7 2d fd 8f 67 14 fa 7b ff 00 ac 96 e5 64
Oa ac 83 27 1f 97 a8 aa 9e 2c f0 bd df 89 fc 32 b2 e9 d6 2a ba 6e 9b 85 8e 35 65 67 93 d5 bf 13 dc f7 ed 5e 8d 79 el 33
7c d2 e6 e6 da c6 c2 4c ab 4f b4 bc b2 2e 39 e3 eb 57 ec f4 34 d2 ac 74 c8 a2 96 d9 a0 8b ef 6d 55 46 91 07 4d d4 e3 98
2a 7c b2 a6 ee d7 7f c4 e4 92 57 3c a3 c1 be 00 b8 7d 42 c6 ef 57 be 92 7b a8 22 fd d5 8c 8b b9 23 6¢ 70 32 3d 33 d0 57
9e fc 63 f8 75 ff 00 08 96 al 05 cf ee d8 5f 4e f2 ba aa fe ee 37 1c 95 fc 73 fd 2b €9 4d 52 fa Of 39 af 65 d3 1b cf 55 76 8e
4d db 5b cb 5e f8 cf 7a f1 1f 8c 5a e4 fe 28 dO 74 c9 ee 20 58 3c cb d9 12 38 d5 4f dc 1c 67 dc 57 bb 94 62 b1 15 bl 8a
52 7e eb d1 af 93 68 21 f1 58 f2 86 f1 03 dd 79

Data Ascii: q?hgN]QY-g{d',2*n5eg”y3|LO.9W4tmUFM*|W<}BW{"#lp2=3Wcu_N7s+MR9eUvM[ zZ(t X<80gWbR~h!Xy

Data Raw: 76 da a4 25 3c 37 f6 99 65 f2 27 91 7e 65 8d 7f 13 8¢ 7b 62 bc dd da c2 1b 56 9f 53 96 09 5b 76 eb 68 €0 6f 9d
72 38 dd 9e f5 d1 86 9a ab ab 57 bl 9c ac 6 2b f8 79 af 5f 54 8a cc ae db 29 18 2c 8c ca 5f 6e 78 c0 ea 09 ae d9 bc 3b 1c
97 92 ed 5f 36 28 fe 6d db 7e 58 70 4f 7e 32 d5 9b a5 5c¢ 5c df aa c5 a6 6e fb 3c 71 85 f3 3c b0 ab 1b 95 1d fb e0 7e b5 34
7a c4 b6 36 f7 d0 3b 33 22 b6 df 95 b6 af 4e bf 8e 6b 1a 92 95 49 da 29 23 38 ae e5 c4 d0 43 5b b5 cd 94 16 90 5e af fa
a9 24 c7 dd 3c e4 7b 9a 75 c5 ac 57 57 09 b2 d9 a7 d4 15 53 e6 dc 3f 78 d8 c6 47 fb 35 ce 5d 6a 02 6b 18 3e c9 07 9b 3f
99 e5 7c ac 59 57 b7 27 3e f4 b6 ba c4 ba 05 e5 ¢8 bc b9 69 6f €3 63 1c 4b ce e5 41 c7 5f 7c d6 ce 94 e4 bc cd 15 8e 96
ea d8 db f9 a6 28 16 38 97 f8 be {7 3c 93 fc ea

Data Ascii: v%<7e'~e{bVS[vhor8W+y_T),_nx;_6(m~XpO~2\\n<q<~4z6;3"NKkI}#8C["$<{uWWS?xG5]jk>?|YW'>iocKA_|(8<

Data Raw: 7d 16 c3 52 9a 23 fd 9e ad 34 9f ea a4 93 e6 ea 3a 9f ee e0 57 73 el ed 04 d8 2b 46 20 56 b7 89 b6 b4 eb 1e
d4 dd e8 7f Oe d5 bb 73 a5 58 78 4b c3 f1 4b e4 7f 68 6a 92 a8 69 ff 00 77 ef c0 51 53 dc 78 92 7d 63 4d 8b 4a 9d a0 b5
b5 5c b7 d9 ad 97 6f e7 ef 59 55 9a e5 {7 9e 9d 0d e3 49 47 77 a9 c9 eb 56 ff 00 da 97 8b 69 67 3c 76 d0 41 10 8b cc fe ef
b8 5a a9 67 65 1c 2a b6 97 17 32 5e 22 a9 92 49 e4 c2 ae ee df 4a d3 bc b0 b7 b7 91 6d ec 95 6d al 56 {3 2e 5a 4f 9b 73
fb 77 cd 49 63 6d 1a 5d 62 5b 98 fc a5 5f 96 3f ef 73 ef d2 bc b9 54 d7 4d 8b 8d 3e 63 9d 7d 69 2c ef 25 bl b3 d3 7e d3
13 2e e6 91 97 72 b7 3 d6 b5 2c f4 7b 63 a7 b4 b0 6e 83 6¢ 7b 57 77 cb df 93 8f 6a 8e 6b ab 65 d4 2f ad ed e0 92 da 48
f1 e6 b7 f0 b2 fa 67 fa 55 b8 63 5b 98 e5 96 76 fb Oa

Data Ascii: }JR#4:Ws+F VsXxKKhjiwQSx}cMI\oYUIGwVig<vAZge*2""IImmV.ZOswlcm]b[_?sTM>c}i,%~.r {cn{Wwjke
/HgUc[v

Data Raw: 35 a5 cb 79 92 7c a9 b4 ed 55 6f ba dd ab 2d 6d 83 47 be 59 77 9d db 76 d4 89 67 1c cd 17 95 b9 b7 37 cc bb
bf 86 ab 91 3d 48 bb 46 c5 8e ab 70 8a c9 6d 3b 2a 37 fa c5 5f 95 76 9a b3 f6 68 ad b4 5 96 f2 09 27 56 6f dd fc df 2e da
ce 44 f2 5b c8 2b e5 6e fb bf c3 ba a7 fb 1c b7 0d e5 ed dd 2f fc b3 59 32 ab 27 d2 b1 92 51 2b a6 a4 da 4c 7a 75 c4 8d
04 4a d1 4a cd b9 59 9b 76 ef a9 fa d4 ef a0 fd 82 66 7d 4e 55 89 a3 ff 00 96 6¢ d5 4a eb 43 d4 e4 99 d2 48 96 d6 55 9
9557 e5f9 68 9b ed 77 0d 6d 25 e4 fe 7b 2a ed 5d df d6 b2 f8 b5 8b 12 d1 68 47 a9 4d 65 7d b4 58 34 88 ff 00 75 95 be
ef e5 da ab e8 9a 4c f6 73 79 f2 33 2a c7 fd 7b d6 86 93 a5 db a4 92 bd ce df 97 2d b7 76 df ca ad 69 fa 82 5e 5e 4b 18 6f
22 28 a3 db b5 bf bd 5a c6 eb 4e 85 25 d5 87 86 2e

Data Ascii: 5y|Uo-mGYwvg7=HFpm;*7_vh'Vo.D[+n/Y2'Q+LzuJJYVANUIJICHUWhwm%{*]hGMe}X4uLsy3*{-vi*"Ko"(ZN%.

Data Raw: fd 6b 96 d3 ef f4 db c9 b1 fb b8 11 9b e6 dd f7 9b e9 5d 72 6b 96 56 da 7d cc 09 79 e7 c4 cb b6 08 d7 3b 97

d4 e2 be fafc f1 92 e5 5f 81 a4 5a b6 a6 db de 59 €9 56 b0 4e df ba 96 5¢ 79 6d c7 cd eb d7 af bd 25 fe b9 be 4f f4 cb 68
19 a5 fb cd 1e 37 2a a8 c2 8f 5a f3 bd 4b 5a 97 5¢ be 88 4a d2 6f 55 da ad bb ee e3 af 15 ac b7 93 e9 b1 b0 8d 7c {5 db 3
34 eb fc 3f 5e b5 cf 1c 2f 2a bc 9e a3 52 6¢ 87 58 df f6 a9 d2 3f 96 26 f9 95 7f 95 52 b5 d5 a4 d2 d9 94 c1 b5 e4 56 56 6f
ef 29 aa 97 97 57 33 49 e6 9f dd 27 3b 6a 5d 36 38 e4 b8 cc 8d e6 3a ff 00 cO bf 5a f4 a3 14 a3 66 2b bb dd 1b 7a 2d ac
71 c9 6d 3d e7 de dc 3e ef cb b5 3e 95 d1 df f8 cc 5¢ 48 a8 ff 00 2d bc 71 f9 71 46 bf cf eb 4c b3 b3 b0 87 47 96 el 3e fh
7f e3 b9 ec 6b 8f d5 5a 37 b8 88 99 57 fb ab

Data Ascii: KJrkV}y;_ZYVN\ym%Oh7*ZKZ\JoU|4?*/*RIX?&RVV0)W3I';j168:Zf+z-qm=>>\H-qqFLG>kZ7W

Data Raw: 95 e2 f9 63 58 f7 23 3e 70 dd 7b 57 35 4c be 6a 5e eb f7 6d b7 98 e5 25 2e a7 a2 dd 78 6e cf 5e d2 d4 ea 11
41 3b ac 9f 37 cd b5 a3 ¢7 19 3e 95 9e da 6¢ ba 27 9b e4 2¢ 6d 67 24 63 6¢ 7b 8b 79 8¢ 78 c6 3b 1a al a3 f8 e2 c2 4d 49
93 fd 52 ca bb 64 6f e1 90 76 04 56 df 89 b5 43 7d 34 09 a5 59 c7 02 49 f2 ee 8f f8 5b df db fO af 29 ¢6 bd 3a 8a 9c fe 17
df 64 61 25 63 8f 92 19 db 50 65 5f 32 28 37 16 db 1f cc ad eb ee 31 d2 a4 b8 d1 e4 8f 4f 8a e2 35 58 a2 95 8¢ 7b 99 be
ee 3d ab al d3 f4 9d 57 4e b7 95 ed e5 8d 5a 4c ab 32 a8 6f f8 08 cf 35 55 1e ca el 96 Ob c8 a4 58 a3 6f 32 4f 3b 1f 7c 74
fc 07 7 6b af eb 17 77 83 ba 5d 8c b9 ad bl c5 cd e0 69 6e 2e b7 2c bl ¢5 03 37 fa c6 fb bf ef 56 c4 7e 17 99 64 c5 bc 91
ac 11 c7 b5 a7 fb df 53 5d 2b ec 85 9a ed 22 69

Data Ascii: cX#>p{W5Lj"m%.xn"A;7>I',mg$cl{yx;MIRdovVC}4YI[):da%cPe_2(7105X{=WNZL205UX020;|tkw]in.,7V

~dS]+"i

Data Raw: d0 6a 5a 19 92 e3 ed a9 fb d5 91 b6 fc b5 5a e7 49 77 87 78 6f 9b 6d 75 46 a2 b2 19 47 4d d4 0d 9c 6¢ 89 {7
9b e5 f9 97 e5 ad 2b 17 2f 75 01 3f f2 cf fe f9 f6 ac 98 6d e3 3 a2 63 f7 77 06 65 5a d8 el 2e b2 1f e5 ad 5f 71 dc d3 9a
1325 d7 98 3e eb 7c db aa 44 c2 37 dd a5 5b 88 da d7 fb bb 5b f8 69 d1 a9 66 5c 7b ff 00 df 54 44 18 {7 51 d4 ff 00 e3 d5
2c 38 dd fd dd df 35 33 66 ff 00 bc bf {7 cf f1 54 eb bf cc fb df f0 2a b6 23 a2 f0 ee 3c b9 e0 3b 76 7f ac dd b7 73 56 4d cd
9d b5 c4 d0 4a 51 be f1 56 fc 2a d6 8b a9 47 63 1c e2 45 69 5a 7f dd aa af f1 77 c5 49 aa da f9 d7 0a 91 b2 c4 d1 c6 37
2a fc ca ad df 9a f1 ea c5 46 a3 93 ea 75 ¢7 58 99 76 fa ac da 7e a9 2d bd a4 b2 2c 4d 88 e4 f9 be 6e 7d fb 57 65 67 6d
73 75 6b 29 f2 a4 b9 f2 24 1b 76 fc d1 37 b3

Data Ascii: jZZlwxomuFGMI+/u?mcweZ._q%>|D7[[if{TDQ,853fT*#<;vsVMJIQV*GcEiZwI7*FuXv~-, Mn}Wegmsuk)$v7
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kBytes

Timestamp A Direction
2022-04-08 08:02:42 UTC 2880 IN
2022-04-08 08:02:42 UTC 2896 IN
2022-04-08 08:02:42 UTC 2903 IN
2022-04-08 08:02:42 UTC 3563 IN
2022-04-08 08:02:42 UTC 3579 IN
2022-04-08 08:02:42 UTC 3595 IN
2022-04-08 08:02:42 UTC 3603 IN
Session ID Source IP Source Port
14 192.168.2.3 49996
Timestamp e Direction
transferred
2022-04-08 08:02:42 UTC 82 ouT

Copyright Joe Security LLC 2022

Data

Data Raw: 00 4c 5f 2b 6f 96 d6 8c c7 b9 ea 07 ad 4b 67 ac 5¢ 58 c9 73 a7 9b c5 8a df 76 d8 d9 7e fa fd 07 51 8a f3 fd 3f
52 ba d6 24 82 3f b3 2¢ 52 59 fc ad b7 73 34 cd f5 cd 5¢ d5 ef ef 21 b7 8a f1 3e 59 d7 7 6d bb ef 32 d6 cf Ob 79 5a 6e {7
Oe 55 7b 1a 77 5a c5 c7 86 ef af b4 b4 69 2e 52 56 fb d3 fc ed b4 f2 08 f4 cd 73 9e 2a b3 91 35 2d 91 ed dd 3a 89 36 c7 f7
57 d4 1a d8 7d 41 24 b1 82 ea e7 f7 b2 dc el 77 2e 19 95 97 a7 d0 56 be ab al d8 49 a3 c¢7 77 13 37 da 3c bd cd f2 ee
5d de df fd 7a de 32 54 9a 6d 6f a7 cc a6 79 9d c6 8e ff 00 6a 64 f3 55 5b f8 69 63 67 b5 8d 51 3e 5f el dd fe 15 al 78 bl
c7 26 cf 99 67 6f bc cd f2 ed 5a af 34 26 el 7e 46 db 17 7 b6 fc d5 e9 5d b5 a8 cc cb a8 c4 7f 3c 8b b9 5b e6 db 59 b7 17
db ba 2e d6 5f 97 e5 ad 4b eb 8f bl b7 95 24

Data Ascii: L_+0Kg\Xsv~Q?R$?,RYs4\I>Ym2yZnU{wZi.RVs*5-:6 W}A$w.VIw7<]z2TmoyjdU[icgQ>_x&goZ4&~F]<[Y._K$

Data Raw: df 2e e6 6a ca b9 fb 3a ae ¢8 36 b0 dd b9 97 f4 aa e9 1d c5 9c d9 ff 00 54 ad fd df ee d1 ca 9a b9 66 a4 d1 a6
d6 8f fe 04 ab 50 36 9f f6 75 f3 47 fO af cc d5 2d ad f3 b4 39 8f e6 97 ee fc df 7a ad c7 7e 23 8f ec ed 16 €5 91 be 65 5a
9b b4 22 08 6f ec d5 62 49 77 6e e3 76 d6 db f2 d4 5a c4 36 f1 c2 cf 16 df de b7 cb e6 7d ed b5 8f a9 7d 9d 75 26 cb 7c bf
75 96 9f 75 a9 45 7f 24 70 6e db Oc 7f f8 f5 6a a9 ea a4 86 47 ad 5a 1b 65 82 44 6d c9 7 7e ef dd aa 90 dc 4b 32 aa 15 f9
1b e5 dd fe cd 6¢ d8 20 b8 9b 63 af 98 8d f2 ab 56 85 ce 97 6f 61 1b 29 95 62 0a bf 79 97 e6 6f a5 5f b5 51 {7 5e e3 3b 4f
86 77 €9 73 6b 24 45 b6 ed fd dc 71 aa 96 6f 7c 57 a0 59 bd a4 36 ec f1 ee 81 dd 8f cb 27 {7 bd 71 5e 4b e0 9f 32 c6 f1

a4 3b bf 77 8f de 7f Ob 67 bd 7a 63 ad bc

Data Ascii: .j:6 TfP6uG-9z~#eZ"oblwnvZ6}}u&|uuE$pnjGZeDm~K2l cVoa)byo_Q";0Owsk$Eqo|WY6'q K2;wgzc

Data Raw: f3 25 2a ¢5 56 36 90 ed da 7a 3 eb 5f 8a 62 70 d2 a4 af 2d Oe ea 91 bd da 1f 73 ac 49 a8 69 eb 71 79 02 b4 6
ac 62 fb ¢l 7c c6 f7 5a e5 3c 59 a7 e9 fe 28 d0 e7 b7 1a 64 71 34 b0 1d d1 b4 63 77 b1 19 ef f9 56 de ab 1d cf 82 e4 57
95 7c ff 00 3d b7 45 3c 8b e6 6d 5¢ 8e de bf 8d 51 b8 b0 ff 00 84 ba e2 cf 54 49 e5 81 d5 7c b8 da 36 db f3 56 54 6d 46
4a a2 76 57 d1 9e 7c ae 7c bf a7 c1 6f a2 dc 4b 02 cb b6 78 e4 2a d1 b7 ca cb 83 de ac 6a d7 cf a8 69 {7 96 f0 2c 97 2f bb
72 fd 9b ee ae 07 70 3d ab 3b c6 ab 16 8b e2 ed 5e 07 69 27 95 65 75 69 19 76 b6 e0 7b d7 0d 36 b1 7f Ob 49 1d 9c f2 40
b2 2f cd b5 b6 ee 53 da bf 66 al 4b db f2 d5 f2 4f f5 1a 64 91 ae db 85 db f2 b2 b6 dd d5 ea df 07 7c 5b 25 8e a4 da 65 fd
e2 c5 a7 4a a6 3f de 36 e5 dc 7f c6 bc 9a 3d 36

Data Ascii: %*V6z_bp-sligyb|Z<Y(dg4cwVW|=E<m\QTI|6 VTmFJIVW/||oKx*ji,/rp=;"'euiv{6l@/SfKOd|[%e)?6=6

Data Raw: 3b fb 88 2d ee d5 96 f5 98 ee 93 f8 76 e3 8f c6 ba 6f 12 5¢c 4e 8b 2c 90 5b 7f a2 aa ed 83 fe 99 f1 8e 71 ed 58
de 1f bc 8e e6 fa d9 2f 2c 56 e6 58 db cc 65 66 f9 64 4e fc d7 0d 17 cb 1e 74 8d 7d 9a 4e c6 32 78 04 5d 4c 84 ca b0 44
bf 75 59 b6 b3 57 ac fc 3f d1 2d bc 2f 79 e6 4f ff 00 1e a8 bf 2b 2f f1 3f 5¢ 54 fa d6 ab 61 e3 3f 0d e2 Ob 68 2c ee 2c d8 2¢
71 ae 1599 7a 28 cf 7a e4 7c 3f 67 ae c9 ab 44 97 ea cd 06 d3 2c 6a ad fc bd 2b 8e ad 69 e2 e8 ca 15 1f 2f 46 8b 71 8c
36 d4 fa 2f 4b f1 75 85 e4 de 6e a2 bf 66 8a db Ob e4 2a 86 69 99 85 47 ad 7c 48 8a e3 fd 1a db 6d 9c 1f 7a 4d cb f2 f1 d8
01 5e 65 6b f1 33 c3 de 05 d3 e2 82 fd 7c dd 46 eb 7c 8d fc 5e 4e 7b 55 ed 2f 54 b3 f1 3 6f 4b c5 82 cd be f3 46 bb 5b 68
6 3e b5 f2 92 cb bd 9d e7 38 35 05 d7 al

Data Ascii: ;-vo\N,[gX/,VXefdNt}N2x]LDuYW?-/yO+/?\Ta?h,,,qz(z|?gD,j+i/Fq6/Kunf*iG|HmzM"ek3|F|*N{U/ToKF[h>85

Data Raw: ec 2d 07 dd b9 3 0d 70 4a 53 87 c4 97 2b dd 6 ec 29 59 2d 42 4b 67 b8 65 26 7 {7 4b {7 b6 fd ea bf a9 59 db
d9 fd 9a 58 20 fd d3 2e ed b0 31 65 €3 fa fa d5 2d 13 c2 71 €9 12 45 71 77 79 1b 5a cb 9d 8¢ ad b9 77 53 64 d0 ed 92 17
8e 4f b4 ¢1 60 cd fc 52 7f 0f a7 e3 59 f3 c5 cb 95 4b 45 e4 52 b2 13 c4 9a 85 a7 da 23 8a c2 39 17 52 91 7c c6 6f f9 64 ac
2b 9¢ ba d1 6f 2e 36 9 bb a5 95 b2 d2 7c df 7b be 6b 42 6b 6b 6b 69 31 64 d2 34 5c ab 33 7f Oe 7d fd aa cb 2a 58 db ca
8f fb d9 55 59 a3 92 56 5 f5 ae aa 72 6 69 46 3f 8e e3 45 6d 27 45 bc d4 af bc 97 8a 45 81 70 de 62 ae 16 5¢ 7d 2a 7b 7d
02 16 39 19 67 8a 7f 2a 49 37 48 d2 7d df 6f a5 56 93 c4 d7 1f 2¢ 96 d1 4f 04 31 2e df 2e 39 3e 5d d9 eb 57 21 f1 13 6a
51 ac 50 79 90 4e ec 77 33 7d 6 5f 7f ff 00 5d

Data Ascii: -pJS+)Y-BKge&KYX .1e-qEqwyZwSdO RYKER#IR|0d+0.6|{kBkkki1d4\3}*XUY VriF?2Em'EEpb\F{(}9g*I 7H
JoV,01..95]WIjQPyNw3}_]

Data Raw: 47 37 9b 62 81 95 5a 5f 95 ab 3e 52 b9 91 b3 36 ac 9a ac 9f 67 1f 37 96 bb b7 7f 7b f1 ac f9 ad c3 dc 79 50 6e
da d8 66 fe f5 5e d2 74 99 2c 2d da 37 5d ed f7 77 2f f9 e2 b3 el be 93 45 d4 be 78 3c d7 8f e6 da d4 bd 07 6b 97 1f c5
47 4b 8d 6d a5 b6 dc bf 77 cf ff 00 67 bd 63 df e2 f2 4d e9 2e e4 6f bb bb f8 68 d7 75 47 d4 24 {3 1e 0f 2b cc fb ab fc 3b
6a e6 95 a0 cb 0d 8a ca f1 34 b0 48 df 79 7e f5 63 cb 1a 6b 9b 66 ca 6d cbh 41 b6 b7 8d a2 c3 bf 6b 37 cb f2 ed f9 be 63
59 6f ae 6a 09 23 18 e7 6d cd f3 57 43 26 8f 02 c9 fb ch 95 81 37 6e 65 dc 37 7b d5 1b 9b Ob 39 b7 7d 8d fc f4 5f ba cd 44
5c¢ 5b bb 57 31 d4 3c 33 34 6b a9 2b ea 92 b2 c5 27 de 93 de b7 2e bc 43 6f 6f 1c b6 d1 32 cf 17 2a b2 2f f3 ac 88 ed ed
a4 8d 8e ff 00 f8 Of f7 5a 9f 71 a6 €9 dO c7 8f

Data Ascii: G7bZ_>R6g7{yPnf’t,-7]w/Ex<kGKmwgcM.ohuG$+;j4Hy~ckfmAk7cYoj#fmWC&7ne7{9} D\[W1<34k+'.Coo2*
1Zq

Data Raw: bd 44 36 31 47 34 {3 cf f3 0d al 76 af f1 54 56 71 c9 le d8 df 6b 6e ff 00 6a b4 ad 6d fc 95 51 77 b7 c8 91 8f
97 f8 56 35 25 64 52 57 23 b7 bc 4b 38 67 88 2e d7 91 82 c7 f2 d5 5d 59 a4 be da 88 db 9a 35 f9 56 af 6a 11 e9 df 65 69
2297 fd 31 787 8 57 d7 35 95 04 ¢9 79 78 a0 7d f6 fe 1a ce 9d 9f bc 91 7d 2c 6e e9 76 72 ff 00 64 ac bb 55 b6 fc ad bb
ef 7d 6b 3a e6 4b 88 63 fd dc 5f 3d 5b 91 ce 9b b4 16 59 51 be f2 ab 55 59 b5 48 ec fc a9 7e {7 f7 57 fd aa b8 c5 a0 65 17
69 2e 21 8b cc 66 55 dd f7 7f da ab ff 00 fO 8e c5 36 93 79 28 b9 8e 39 62 c7 ee 24 6f 9b 69 fe €9 aa 97 17 cf 7e bc 26 d6
fo db aa 17 9b 7a ed db f3 fd da 89 c6 5f 65 d8 8d 19 96 b6 ef 6d cb b6 ed bf 2f fb be d5 5a 6 37 76 67 db 7 bf bb 5b 8b
6f 15 bd ab 61 5b 77 0d f3 37 f1 66 a3 85

Data Ascii: D61G4vTVgknjmQwV5%dRW#K8g.]Y5Vjei"1W5yx}},nvrdUlk:Ke_=[YQUYH~Wei.lfUBy(9b$oi~&z_em/Z7vg[
oalw7f

Destination IP Destination Process

Port
23.10.249.43 443 C:\Users\user\Desktop\Il.exe
Data

GET /cms/apilam/imageFileData/RWMW30?ver=5b92 HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate, br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134

Host: img-prod-cms-rt-microsoft-com.akamaized.net

Connection: Keep-Alive
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kBytes

Timestamp transferred Direction
2022-04-08 08:02:42 UTC 99 IN
2022-04-08 08:02:42 UTC 100 IN
2022-04-08 08:02:42 UTC 166 IN
2022-04-08 08:02:42 UTC 182 IN
2022-04-08 08:02:42 UTC 215 IN
2022-04-08 08:02:42 UTC 321 IN
2022-04-08 08:02:42 UTC 361 IN
2022-04-08 08:02:42 UTC 420 IN
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Data

HTTP/1.1 200 OK

Last-Modified: Mon, 04 Apr 2022 07:41:51 GMT
Access-Control-Allow-Origin: *

X-Datacenter: northeu

X-Activityld: 6dcOab63-03d3-400b-a7al-7eef7d986f66
Timing-Allow-Origin: *

X-Frame-Options: deny

X-ResizerVersion: 1.0

Content-Type: image/jpeg

Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RWMW30?ver=5b92
X-Source-Length: 1605408

Content-Length: 1605408

Cache-Control: public, max-age=85170

Expires: Sat, 09 Apr 2022 07:42:12 GMT

Date: Fri, 08 Apr 2022 08:02:42 GMT

Connection: close

Data Raw: ff d8 ff e1 18 04 45 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 07 01 12 00 03 00 00 00 01 00 01 00 00 01 la
00 05 00 00 00 01 00 00 00 62 01 1b 00 05 00 00 00 01 00 00 00 6a 01 28 00 03 00 00 00 01 00 02 00 00 01 31 00 02 00
00 00 1f 00 00 00 72 01 32 00 02 00 00 00 14 00 00 00 91 87 69 00 04 00 00 00 01 00 00 00 a8 00 00 00 d4 00 Oe a6 00
00 00 27 10 00 Oe a6 00 00 00 27 10 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 32 31 2e 31 20 28 57 69 6e 64 6f 77
7329 00 32 30 32 31 3a 30 38 3a 30 35 20 31 33 3a 35 39 3a 32 39 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 ff ff 00 00
a0 02 00 04 00 00 00 01 00 00 04 38 a0 03 00 04 00 00 00 01 00 00 07 80 00 00 00 00 00 00 00 06 01 03 00 03 00 00 00
01 00 06 00 00 01 1a 00 05 00 00 00 01 00 00 01 22 01 1b 00 05 00

Data Ascii: ExifMM*bj(1r2i"Adobe Photoshop 21.1 (Windows)2021:08:05 13:59:298"

Data Raw: db a5 ae 90 3d a3 6f dO fe 46 e6 7b 14 33 3a 56 5e 39 1le a3 3d 46 b0 c8 7b 04 ba 7f aa 7f aa d5 54 5f d4 fd b4
34 ¢c17c 90 e7 fb a5 a3 e9 4f a8 d1 66 d6 6d 7f d2 4f 86 ba c2 71 31 ec 7f 47 fc 54 1d 37 05 27 a3 59 ac f8 0f e7 00 d5 d1
00 fb e7 fc d5 4b 36 f7 07 7a 6d 76 ae f7 10 24 1e 76 ee 7f ef ff 00 6d 13 2f ab ef b8 d6 cd 85 ad 71 ad b6 47 b9 c6 3d fe
8f d3 da d6 6d ff 00 a6 b2 dc e6 db 6e fa fe 98 90 4b 8c c8 03 76 fd 3f 37 6f d3 4f 18 8¢ 8f 14 80 1a 5f fb eb 26 05 50 53 ed
12 da dc 76 06 43 9a 47 b9 db 87 e7 fe 3e d4 d6 bd c6 b3 ba 5f 68 69 91 a3 41 63 81 {7 c1 fa 4e dc 7f f3 04 db 5a 06 {7
le 67 76 d1 b6 03 8e 92 df a4 84 6e da fd a3 f4 ac e5 c3 4d 74 3b b9 16 7f 59 4b 18 5d 50 ba ef f8 b0 f0 51 b0 c2 bb 1a Oc
leld el e3 ab 74 51 Oe 87 10 e3 ee 11

Data Ascii: =oF{3:V"9=F{T_4|0fmOq1GT7'YK6zmv$vm/qG=mnKv?700_&PSvCG>_hiAcNZgvnMt;YK]PQtQ

Data Raw: 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 32 36 54
31 30 3a 34 36 3a 34 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61
67 68 5c 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 45 64 67 65 5c 5f 43 72 6f 70 73 5¢c 45 64 67 65 2d 4c 69 66 65 73 74 79
6c 65 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 33 38 38 30 31 37 38 38 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 7
36176 6564 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 32 36 54 31 30 3a 34 38 3a 35 37 2d 30 37 3a 30 30 26 23 78 39
3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5c 45 64
67 65 5c 5f 43 72 6f 70 73 5¢ 45 64 67 65 2d 4c 69 66 65 73 74 79 6¢ 65

Data Ascii: 1080x1920.jpg saved&#xA;2016-07-26T10:46:43-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Edge\ Cr
ops\Edge-Lifestyle_Gettylmages-538801788_1080x1920.jpg saved&#xA;2016-07-26T10:48:57-07:00&#x9;File C:\Users\v
-lizagh\MS\Windows10\Edge\ Crops\Edge-Lifestyle

Data Raw: 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f
7773 31 30 5¢ 45 64 67 65 5¢ 5f 43 72 6f 70 73 5¢ 45 64 67 65 2d 4c 69 66 65 73 74 79 6¢ 65 5f 47 65 74 74 79 49 6d 61
67 65 73 2d 35 39 33 35 39 36 38 37 33 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32
303136 2d 30 37 2d 32 36 54 31 31 3a 30 30 3a 32 35 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73
65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5c 45 64 67 65 5c 5f 43 72 6f 70 73 5¢ 45 64
67 65 2d 4c 69 66 65 73 74 79 6¢ 65 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 31 33 31 34 39 323134 5f31303830 7
831393230 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30

Data Ascii: &#x9;File C:\Users\v-lizagh\MS\Windows10\Edge\ Crops\Edge-Lifestyle_Gettylmages-593596873_1080x192
0.jpg saved&#xA;2016-07-26T11:00:25-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Edge\ Crops\Edge-Lifestyle_G
ettylmages-113149214 1080x1920.jpg saved&#xA;20

Data Raw: 5¢ 53 75 72 66 61 63 65 5¢ 4a 75 61 6e 5¢ 53 75 72 66 61 63 65 50 65 6e 5¢ 43 72 6f 70 73 5¢ 53 55 52 31 35
5f 50 65 6e 5f 30 31 5f 42 4b 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d
3038 2d 33 31 54 31 33 3a 32 36 3a 34 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢
76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 53 75 72 66 61 63 65 5¢ 4a 75 61 6e 5¢ 53 75 72 66
61 63 65 50 65 6e 5¢ 43 72 6f 70 73 5¢ 53 55 52 5f 76 34 5f 50 65 6e 5f 46 61 6d 69 6¢ 79 5f 35 5f 31 30 38 30 78 31 39
3230 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 38 2d 33 31 54 31 33 3a 32 39 3a 31 37 2d 30 37
3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢

Data Ascii: \Surface\Juan\SurfacePen\Crops\SUR15_Pen_01_BK_1080x1920.jpg saved&#xA;2016-08-31T13:26:44-
07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Surface\Juan\SurfacePen\Crops\SUR_v4_Pen_Family_5_1080x1920.j
pg saved&#xA;2016-08-31T13:29:17-07:00&#x9;File C:\Users\

Data Raw: 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61
69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 30 2d 31 37 54 30 38 3a 33 34 3a 35 36 2d 30 37
3a 3030 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f
77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 48 6f 6¢ 69 64 61 79 53 68 6f 70 70 69 6e 67 5¢ 4d 49 54 2d 48
6f 6¢ 69 64 61 79 53 68 6f 70 70 69 6e 67 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 31 39 30 36 30 39 38 30 5f 31 30 38
30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 30 2d 31 37 54 30 38 3a 33 37 3a 31
30 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73

Data Ascii: indows10\Lockscreen_1080x1920_Portrait.psd saved&#xA;2016-10-17T08:34:56-07:00&#x9;File C:\Users\v-
lizagh\MS\Windows10\MomentsInTime\HolidayShopping\MIT-HolidayShopping_Gettylmages-519060980_1080x1920.jpg
saved&#xA;2016-10-17T08:37:10-07:00&#x9;File C:\Us

Data Raw: 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 31 30 54 31 31 3a 34 35 3a 35 34 2d 30 38
3a 3030 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢c 4d 53 5¢ 57 69 6e 64 6f
77 73 31 30 5c 42 69 6e 67 5¢c 53 68 6f 70 70 69 6e 67 5¢ 5f 43 48 4f 53 45 4e 5c 42 69 6e 67 5f 48 6f 6¢ 69 64 61 79 53
68 6f 70 70 69 6e 67 5f 47 65 74 74 79 2d 36 32 30 39 39 39 35 35 39 5f 31 30 38 30 78 31 39 32 30 5f 47 72 61 64 69 65
6e 74 4e 6f 57 6f 72 64 73 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 313054 3131 3a 34 3
9 3230 38 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5c 4d
53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 4c 6f 63 6b 73 63 72 65 65 6e 5f

Data Ascii: d opened&#xA;2016-11-10T11:45:54-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Bing\Shop

ping\_ CHOSEN\Bing_HolidayShopping_Getty-620999559 1080x1920_GradientNoWords.jpg saved&#xA;2016-11-10
T11:49:08-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_
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Timestamp transferred Direction
2022-04-08 08:02:42 UTC 484 IN
2022-04-08 08:02:42 UTC 500 IN
2022-04-08 08:02:42 UTC 607 IN
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Data

Data Raw: 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 31 2d 31 31 54 31
31 3a30 36 3a 33 33 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67
68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 45 64 67 65 5¢ 50 72 6f 64 75 63 74 69 76 69 74 79 54 69 70 73 5¢c 5f 43 48
4f 53 45 4e 5¢ 45 64 67 65 2d 54 61 73 6b 56 69 65 77 5f 67 72 61 64 69 65 6e 74 5f 35 30 30 70 78 2d 31 32 313139 3
03339 355f 31303830 7831393230 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 31 2d 31 31
54 31 31 3a 31 30 3a 32 33 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a
61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 45 64 67 65 5¢ 50 72

Data Ascii: Portrait.psd saved&#xA;2017-01-11T11:06:33-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Edge\Prod
uctivityTips\_CHOSEN\Edge-TaskView_gradient_500px-121190395_1080x1920.psd saved&#xA;2017-01-11T11:10:23-
08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Edge\Pr

Data Raw: 72 74 61 69 6e 6d 65 6e 74 5f 4d 61 72 63 68 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 39 31 38 36 39 39 35
33 5f 31303830 7831393230 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 32 2d 32 32 54 31 30
3a 3534 3a 34 31 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68
5c 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5¢ 53 70 72 69 6e 67 45 6e 74 65 72 7
4 61 69 6e 6d 65 6e 74 5¢c 4d 61 72 63 68 5¢ 43 48 4f 53 45 4e 5¢ 4d 49 54 2d 53 70 72 69 6e 67 45 6e 74 65 72 74 61 69
6e 6d 65 6e 74 5f 4d 61 72 63 68 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 32 33 37 37 32 31 33 36 5f 31 30 38 30 78
31393230 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37

Data Ascii: rtainment_March_Gettylmages-591869953_1080x1920.jpg saved&#xA;2017-02-22T10:54:41-08:00&#x9;File
C:\Users\v-lizagh\MS\Windows10\MomentsInTime\SpringEntertainment\March\CHOSEN\MIT-SpringEntertainment
_March_Gettylmages-623772136_1080x1920.jpg saved&#xA;2017

Data Raw: 64 6f 77 73 31 30 5c 4d 69 63 72 6f 73 6f 66 74 5c 4d 61 6b 65 57 68 61 74 73 4e 65 78 74 5¢c 43 48 4f 53 45
4e 5c 4d 53 2d 4d 61 6b 65 57 68 61 74 73 4e 65 78 74 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 34 37 38 33 31 39 38 35
36 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 33 2d 30 37 54 31 31
3a 31 30 3a 35 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68
5c 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 4d 69 63 72 6f 73 6f 66 74 5¢ 4d 61 6b 65 57 68 61 74 73 4e 65 78 74 5¢ 43 48
4f 53 45 4e 5¢c 4d 53 2d 4d 61 6b 65 57 68 61 74 73 4e 65 78 74 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 30 39 37 33
31 32 37 36 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65

Data Ascii: dows10\Microsoft\MakeWhatsNext\ CHOSEN\MS-MakeWhatsNext_Gettylmages-478319856_1080x1920.jpg
saved&#xA;2017-03-07T11:10:57-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Microsoft\MakeWhatsNext\CHOSEN\
MS-MakeWhatsNext_Gettylmages-509731276_1080x1920.jpg save

Data Raw: 33 37 32 36 33 37 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37
2d 3034 2d 30 34 54 31 34 3a 31 34 3a 31 32 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73
5c 76 2d 6¢ 69 7a 61 67 68 5¢c 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 42 75 73 69 6e 65 73 73 2d 50 68 69 6¢ 61 6e 74 6
872 6f 70 69 65 73 5c 43 48 4f 53 45 4e 5¢ 50 68 69 6¢ 61 6e 74 68 72 6f 70 69 65 73 5f 73 68 75 74 74 65 72 73 74 6f 6
3 6b 5f 37 32 39 30 35 32 38 34 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37
2d 30 34 2d 30 34 54 31 34 3a 31 35 3a 34 30 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73
5c 76 2d 6¢ 69 7a 61 67 68 5¢c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69

Data Ascii: 372637_1080x1920.jpg saved&#xA;2017-04-04T14:14:12-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\B
usiness-Philanthropies\CHOSEN\Philanthropies_shutterstock_72905284_1080x1920.jpg saved&#xA;2017-04-0
4T14:15:40-07:00&#x9;File C:\Users\v-lizagh\AppData\Roami

Data Raw: 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5c 4d 53 5¢ 57 69 6e 64
6f 77 73 31 30 5¢ 57 69 6e 64 6f 77 73 5¢ 43 72 65 61 74 6f 72 73 55 70 64 61 74 65 5c 43 48 4f 53 45 4e 5c 57 69 6e 2d
43726561 74 6f 72 73 55 70 64 61 74 65 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 36 30 35 31 38 34 35 33 5f 31 30
3830783139 3230 2e 6a 7067 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 35 2d 31 31 54 31 30 3a 34 36 3a
31 31 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢
57 69 6e 64 6f 77 73 31 30 5¢ 57 69 6e 64 6f 77 73 5¢c 43 72 65 61 74 6f 72 73 55 70 64 61 74 65 5c 43 48 4f 53 45 4e 5¢
57 69 6e 2d 43 72 65 61 74 6f 72 73 55 70 64 61 74 65 5f 47 65 74

Data Ascii: 0&#x9;File C:\Users\v-lizagh\MS\Windows10\Windows\CreatorsUpdate\CHOSEN\Win-CreatorsUpda
te_Gettylmages-560518453_1080x1920.jpg saved&#xA;2017-05-11T10:46:11-07:00&#x9;File C:\Users\v-lizag
h\MS\Windows10\Windows\CreatorsUpdate\CHOSEN\Win-CreatorsUpdate_Get

Data Raw: 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 41 70 70 44 61
74 61 5c 52 6f 61 6d 69 6e 67 5¢ 41 64 6f 62 65 5¢ 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6 70 20 43 43 20 32 30 31 37
5c 41 75 74 6f 52 65 63 6f 76 65 72 5¢ 5f 57 69 6e 64 6f 77 73 49 6e 73 69 64 65 72 2d 52 53 33 2d 53 6¢ 6f 77 52 69 6e
67 5f 35 30 30 70 78 2d 31 30 32 36 31 37 30 37 5f 31 30 38 30 78 31 39 32 30 36 35 39 43 43 46 30 42 44 35 44 43 46
36 30 32 43 43 42 46 39 33 35 46 38 43 35 45 36 37 42 38 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d
30 36 2d 30 37 54 31 30 3a 31 39 3a 35 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢
76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 57

Data Ascii: 00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_WindowsIn
sider-RS3-SlowRing_500px-10261707_1080x1920659CCFOBD5DCF602CCBF935F8C5E67B8.psh saved&#xA;2017-06-
07T10:19:56-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\W

Data Raw: 70 73 5¢ 4d 61 6b 69 6e 67 41 44 69 66 66 65 72 65 6e 63 65 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 30
323631 33 36 33 31 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 37
2d 30 33 54 32 31 3a 34 35 3a 33 32 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d
6c 69 7a 61 67 68 5¢c 41 70 70 44 61 74 61 5¢ 52 6f 61 6d 69 6 67 5¢ 41 64 6f 62 65 5¢ 41 64 6f 62 65 20 50 68 6f 74 6f
73 68 6f 70 20 43 43 20 32 30 31 37 5¢ 41 75 74 6f 52 65 63 6f 76 65 72 5¢ 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 3
078 31393230 5f50 6f 72 74 72 61 69 74 46 30 31 39 34 34 45 44 31 42 37 43 33 38 42 38 44 46 35 33 38 45 43 44 33
3943344343 46 43 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b

Data Ascii: ps\MakingADifference_Gettylmages-502613631_1080x1920.jpg saved&#xA;2017-07-03T21:45:32-0
7:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_Lockscree
n_1080x1920_PortraitF01944ED1B7C38B8DF538ECD39C4CCFC.psh saved&#xA;

Data Raw: 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d
53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 57 69 6e 64 6f 77 73 5¢ 4d 4d 58 5¢ 5f 43 48 4f 53 45 4e 5¢ 43 72 6f 70 73 5¢ 57 69
6e 64 6f 77 73 4d 4d 58 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 33 36 30 32 31 39 33 34 5f 31 30 38 30 78 31 39 32
30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 32 36 54 31 34 3a 31 35 3a 32 30 2d 30 37 3a
30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 41 70 70 44 61 74 61 5¢ 52
6f 61 6d 69 6e 67 5¢ 41 64 6f 62 65 5¢ 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5¢ 41 75 74
6f 52 65 63 6f 76 65 72 5¢ 5f 57 69 6e 64 6f 77 73 4d 4d 58 5f 47 65

Data Ascii: -07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Windows\MMX\_CHOSEN\Crops\WindowsMMX_Gett
ylmages-636021934_1080x1920.jpg saved&#xA;2017-07-26T14:15:20-07:00&#x9;File C:\Users\v-lizagh\AppDa
ta\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_WindowsMMX_Ge
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Timestamp transferred Direction
2022-04-08 08:02:42 UTC 894 IN
2022-04-08 08:02:42 UTC 997 IN
2022-04-08 08:02:42 UTC 1077 IN
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Data

Data Raw: 61 72 64 73 5¢ 57 65 6¢ 63 6f 6d 65 5¢ 43 48 4f 53 45 4e 5¢ 43 72 6f 70 73 5¢ 4d 53 2d 57 65 6¢ 63 6f 6d 65 5f
47 65 74 74 79 49 6d 61 67 65 73 2d 34 38 31 32 31 36 30 39 32 5f 31 30 38 30 78 31 39 32 30 2e 70 73 64 20 73 61 76
65 64 26 23 78 41 3b 32 30 31 37 2d 30 39 2d 32 31 54 31 34 3a 35 34 3a 32 38 2d 30 37 3a 30 30 26 23 78 39 3b 46 69
6¢c 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 4d 53 72 65 77
61 72 64 73 5¢ 57 65 6¢ 63 6f 6d 65 5¢ 43 48 4f 53 45 4e 5¢ 43 72 6f 70 73 5¢ 4d 53 2d 57 65 6¢ 63 6f 6d 65 5f 47 65 74
7479 49 6d 61 67 65 73 2d 34 38 31 32 31 36 30 39 32 5f 31 30 38 30 78 31 39 32 30 2e 70 73 64 20 73 61 76 65 64 26
237841 3b 32 30 31 37 2d 30 39 2d 32 31 54 31 34 3a 35 34 3a 33

Data Ascii: ards\Welcome\CHOSEN\Crops\MS-Welcome_Gettylmages-481216092_1080x1920.psd saved&#xA;2017-09-
21T14:54:28-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MSrewards\Welcome\CHOSEN\Crops\MS-Welco
me_Gettylmages-481216092_1080x1920.psd saved&#xA;2017-09-21T14:54:3

Data Raw: 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5¢ 41 75 74 6f 52 65 63 6f 76 65 72 5¢ 5f 4d 49 54 2d 53 6f
63 63 65 72 5f 41 6¢ 61 6d 79 2d 47 39 44 48 52 33 5f 31 30 38 30 78 31 39 32 30 35 39 38 31 39 30 46 33 43 43 46 32
36 37 43 34 30 38 45 38 31 31 30 36 46 33 43 41 45 38 35 37 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37
2d 31 30 2d 31 33 54 31 38 3a 31 34 3a 30 38 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73
5c 76 2d 6¢ 69 7a 61 67 68 5¢c 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31
39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 30 2d 31 37 54 31 3
0 3a 33 31 3a34 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65

Data Ascii: Photoshop CC 2017\AutoRecover\_MIT-Soccer_Alamy-G9DHR3_1080x1920598190F3CCF267C408E81106
F3CAE857.psb saved&#xA;2017-10-13T18:14:08-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_
1080x1920_Portrait.psd saved&#xA;2017-10-17T10:31:46-07:00&#x9;File

Data Raw: 30 39 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39
3230 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 37 2d 31 31 2d 32 30 54 31
37 3a 34 35 3a 33 38 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67
68 5¢c 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 4d 53 72 65 77 61 72 64 73 5¢ 41 75 73 74 72 61 6¢ 69 61 5C 43 68 6f 73 65
6e 5c 31 31 30 39 31 37 5¢ 43 72 6f 70 73 5¢ 4d 53 2d 52 65 77 61 72 64 73 2d 41 55 5f 47 65 74 74 79 49 6d 61 67 65 7
3 2d 38 33 36 36 34 32 39 38 36 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31
37 2d 31 31 2d 32 30 54 31 37 3a 35 31 3a 33 37 2d 30 38 3a 30 30 26

Data Ascii: 09-08:00&#x9;File Lockscreen_1080x1920_Portrait.psd opened&#xA;2017-11-20T17:45:38-08:00&#x9;File
C:\Users\v-lizagh\MS\Windows10\MSrewards\Australia\Chosen\110917\Crops\MS-Rewards-AU_Gettylmages-836
642986_1080x1920.jpg saved&#xA;2017-11-20T17:51:37-08:00&

Data Raw: 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢c 4d 53 5¢c 57 69 6e 64 6f 77 73 31
30 5c 4d 69 63 72 6f 73 6f 66 74 5¢ 41 6e 64 72 6f 69 64 4c 61 75 6e 63 68 65 72 5c 43 48 4f 53 45 4e 5¢ 43 72 6f 70 73
5c 4d 53 2d 41 6e 64 72 6f 69 64 4c 61 75 6e 63 68 65 72 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 38 32 36 36 36 38 39
3830 5f 31 303830 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 31 34 54 31
36 3a 33 33 3a 35 38 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67
68 5c 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢c 4d 69 63 72 6f 73 6f 66 74 5¢ 41 6e 64 72 6f 69 64 4c 61 75 6e 63 68 65 72
5c 43 48 4f 53 45 4e 5¢ 43 72 6f 70 73 5¢ 4d 53 2d 41 6e 64 72 6f

Data Ascii: 9;File C:\Users\v-lizagh\MS\Windows10\Microsoft\AndroidLaunche\CHOSEN\Crops\MS-AndroidLauncher_Ge
ttylmages-826668980_1080x1920.jpg saved&#xA;2017-12-14T16:33:58-08:00&#x9;File C:\Users\v-lizagh\MS\
Windows10\Microsoft\AndroidLaunche\CHOSEN\Crops\MS-Andro

Data Raw: 49 54 2d 4e 42 41 2d 49 6e 74 6¢ 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 34 37 32 37 31 30 37 32 5f 31 30
3830 78 31 39 32 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 31 2d 30 39 54 30 38 3a 32 37 3a
30 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢
57 69 6e 64 6f 77 73 31 30 5c 4d 49 54 2d 49 6e 74 65 72 6e 61 74 69 6f 6e 61 6¢ 5c 4e 42 41 5¢c 43 68 6f 73 65 6e 5¢ 43
72 6f 70 73 5c 4d 49 54 2d 4e 42 41 2d 49 6e 74 6¢ 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 34 37 3237 313037 325
31303830 7831393230 2e 6a 706720 7361 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 31 2d 30 39 54 30 38 3a
32 38 3a 34 34 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a

Data Ascii: IT-NBA-Intl_Gettylmages-147271072_1080x1920.psd saved&#xA;2018-01-09T08:27:07-08:00&#x9;File C:\Us
ers\v-lizagh\MS\Windows10\MIT-Internationa\NBA\Chosen\Crops\MIT-NBA-Intl_Gettylmages-147271072_1080x1920.jpg
saved&#xA;2018-01-09T08:28:44-08:00&#x9;File C:

Data Raw: 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 38 2d 30 31
2d 32 35 54 31 32 3a 33 37 3230 32 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d
6¢c 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 4d 49 54 2d 49 6e 74 65 72 6e 61 74 69 6f 6e 61 6¢ 5¢ 41 55
2d 54 72 61 76 65 6¢ 5¢ 43 48 4f 53 45 4e 5¢ 43 72 6f 70 73 5¢ 4d 49 54 2d 41 55 2d 54 72 61 76 65 6¢ 5f 47 65 74 74 79
49 6d 61 67 65 73 2d 31 38 35 34 32 30 39 30 32 5f 31 30 38 30 78 31 39 32 30 2e 70 73 64 20 73 61 76 65 64 26 23 78
41 3b 32 30 31 38 2d 30 31 2d 32 35 54 31 32 3a 33 37 3a 33 31 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a
5c 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e

Data Ascii: 1920_Portrait.psd opened&#xA;2018-01-25T12:37:02-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MIT-
International\AU-Trave\CHOSEN\Crops\MIT-AU-Travel_Gettylmages-185420902_1080x1920.psd saved&#xA;2018-01-
25T12:37:31-08:00&#x9;File C:\Users\v-lizagh\MS\Win

Data Raw: 35 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d
53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 57 69 6e 64 6f 77 73 5¢ 4d 69 78 65 64 52 65 61 6¢ 69 74 79 5c 46 59 31 38 43 61 6d
7061 69 67 6e 5c 43 48 4f 53 45 4e 5¢ 43 72 6f 70 73 5¢ 57 4d 52 2d 48 4d 44 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35
39 31 37 38 32 31 33 33 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30
32 2d 32 38 54 31 30 3a 32 33 3a 35 30 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76
2d 6¢ 69 7a 61 67 68 5¢ 41 70 70 44 61 74 61 5¢ 52 6f 61 6d 69 6e 67 5¢ 41 64 6f 62 65 5¢ 41 64 6f 62 65 20 50 68 6f 74
6f 73 68 6f 70 20 43 43 20 32 30 31 37 5¢ 41 75 74 6f 52 65 63

Data Ascii: 5-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Windows\MixedReality\FY18Campaign\CHOSEN
\Crops\WMR-HMD_ Gettylmages-591782133_1080x1920.jpg saved&#xA;2018-02-28T10:23:50-08:00&#x9;File C:\U
sers\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRec

Data Raw: 74 61 5c 52 6f 61 6d 69 6e 67 5¢ 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32
303137 5c 41 75 74 6f 52 65 63 6f 76 65 72 5¢ 5f 4¢ 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f
727472 61 69 74 45 43 39 39 33 34 30 42 35 30 46 37 44 35 37 32 30 43 39 36 39 44 34 32 34 33 31 34 39 36 36 37 2e
70736220 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 33 2d 32 36 54 31 35 3a 35 36 3a 31 38 2d 30 37 3a 30 30
26 23 78 39 3b 46 69 6¢ 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2d
52 65 63 6f 76 65 72 65 64 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 38 2d 30 33 2d 32 36 54 31 37 3a
32 39 3a 32 32 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20

Data Ascii: ta\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_Lockscreen_1080x1920_PortraitEC993
40B50F7D5720C969D4243149667.psb saved&#xA;2018-03-26T15:56:18-07:00&#x9;File Lockscreen_1080x1920_Po
rtrait-Recovered.psd opened&#xA;2018-03-26T17:29:22-07:00&#x9;File
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kBytes

Timestamp transferred Direction
2022-04-08 08:02:42 UTC 1402 IN
2022-04-08 08:02:42 UTC 1739 IN
2022-04-08 08:02:42 UTC 1755 IN
2022-04-08 08:02:42 UTC 1762 IN
2022-04-08 08:02:42 UTC 1778 IN
2022-04-08 08:02:42 UTC 1794 IN
2022-04-08 08:02:42 UTC 1802 IN
2022-04-08 08:02:42 UTC 1810 IN
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Data

Data Raw: 30 44 37 45 46 36 37 34 30 38 43 44 34 35 38 42 41 46 30 30 31 34 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64
66 3a 6¢ 69 3e 30 35 37 46 46 39 35 45 42 39 32 41 44 44 42 45 31 37 35 30 32 41 31 33 41 46 34 39 44 39 34 34 3c 2f
72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 30 35 38 35 36 34 41 43 42 32 36 34 31 45 42 38 36 42 39 33 35 38 37
34 33 43 44 32 45 45 37 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 30 3539 32 44 3744 39423537374
436 30 36 32 39 38 45 44 34 34 44 38 44 42 42 42 A4 44 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 30 35
41 36 30 42 38 36 31 43 33 30 31 32 30 31 37 33 35 44 45 43 30 34 31 39 46 32 38 39 42 43 3c 2f 72 64 66 3a 6¢ 69 3e
20 3c 72 64 66 3a 6¢ 69 3e 30 35 42 39 41 37 45 34 31 45 36 31 34 46

Data Ascii: 0D7EF67408CD458BAF00149</rdf:li> <rdf:li>057FF95EB92ADDBE17502A13AF49D944</rdf:li> <rdf:
1i>058564ACB2641EB86B9358743CD2EE7F</rdf:li> <rdf:[i>0592D7D9B577D606298ED44D8DBBBDDF</rdf:li> <rdf:
li>05A60B861C301201735DEC0419F289BC</rdf:li> <rdf:i>05BO9A7E41E614F

Data Raw: 72 64 66 3a 6¢ 69 3e 31 32 39 34 33 32 37 41 45 37 36 32 45 38 32 46 46 41 38 43 38 38 35 30 36 45 44 46
34 3231 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 31 32 42 43 39 31 39 42 43 46 46 34 31 30 39 38 34
34 45 31 36 38 33 32 38 30 45 42 34 44 43 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 31 3242 454139 3
54541 46 45 31 31 46 41 36 33 43 44 45 34 31 42 33 45 41 43 32 35 31 36 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6c 69 3e 31 32 43 35 39 32 37 41 30 44 35 45 46 34 33 37 45 42 44 43 32 46 39 39 30 30 42 34 37 39 46 36 3c 2f 72
64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 31 32 44 30 39 30 42 39 44 45 38 45 42 33 31 38 37 3539 41 44 41 36 42
45 43 39 44 37 41 35 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢

Data Ascii: rdf:1i>1294327AE762E82FFA8C88506EDF421B</rdf:li> <rdf:li>12BC919BCFF4109844E1683280EB4DC
7</rdf:li> <rdf:li>12BEA9SEAFE11FAG63CDE41B3EAC2516F</rdf:li> <rdf:li>12C5927A0D5EF437EBDC2F9900B479F
6</rdf:li> <rdf:i>12D090BI9DESEB318759ADA6BECID7A56</rdf:li> <rdf:|

Data Raw: 45 32 43 30 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 32 30 43 41 38 36 34 31 31 36 36 32 38
3443 41 42 46 31 35 44 43 39 43 45 37 38 46 45 44 33 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 32 30
44 32 36 39 38 37 31 39 35 42 37 31 45 34 30 41 32 35 39 38 45 43 45 36 35 36 38 32 43 34 3c 2f 72 64 66 3a 6¢ 69 3e
20 3c 72 64 66 3a 6¢ 69 3e 32 30 44 37 33 41 46 35 32 45 41 35 44 32 38 35 30 38 35 31 38 38 44 41 46 31 33 36 46 44
36 45 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 32 30 44 43 32 33 30 41 31 43 37 33 30 41 46 36 37 45 35
323134 3443333944 3246 384341 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 32 30 45 32 44 36 46 43
42 39 39 46 39 39 34 33 32 46 41 42 32 44 36 32 42 34 36 39 42 42 46 30

Data Ascii: E2C01</rdf:li> <rdf:li>20CA8641166284CABF15DC9CE78FED38</rdf:li> <rdf:li>20D26987195B71E
40A2598ECE65682CA4</rdf:li> <rdf:[i>20D73AF52EA5D285085188DAF 136FD6E</rdf:li> <rdf:li>20DC230A1C730AF
67E52144C39D2F8CA</rdf:li> <rdf:[i>20E2D6FCB99F99432FAB2D62B469BBFO

Data Raw: 32 31 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 32 37 31 31 34 41343232324131373234
37 3234 33 46 31 38 31 35 46 38 42 31 44 33 35 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 32 37 31 36
32 4533 46 34 36 36 46 32 37 30 36 37 31 34 45 44 37 45 38 37 44 44 46 38 35 44 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c
72 64 66 3a 6¢ 69 3e 32 37 31 42 46 36 31 39 46 33 45 36 38 45 37 38 30 39 46 35 34 35 42 38 46 45 34 41 44 42 46 43
3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 32 37 32 43 41 31 34 39 41 33 32 31 36 42 43 42 33 38 39 39 31
41 42 37 42 34 34 35 35 42 33 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 32 37 35 44 37 44 45 45 38 31
42 42 3530 34 31 35 34 46 30 38 44 36 30 31 34 35 46 42 36 35 43 3c 2f

Data Ascii: 211</rdf:li> <rdf:li>27114A4222A17247243F1815F8B1D351</rdf:li> <rdf:1i>27162E3F466F27067
14ED7E87DDF85D0</rdf:li> <rdf:li>271BF619F3E68E7809F545B8FE4ADBFC</rdf:li> <rdf:li>272CA149A3216BCB3
8991AB7B4455B39</rdf:li> <rdf:li>275D7DEE81BB504154F08D60145FB65C</

Data Raw: 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 33 33 32 42 45 46 33 38 32 33 4545 31 32 3536 31 43 31
39 42 44 35 42 35 38 33 32 35 33 31 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 33 33 32 43 44 46 45 32
37 38 38 30 42 35 45 34 31 31 37 37 45 36 31 35 32 45 44 39 31 39 45 44 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6
€ 69 3e 33 33 32 44 32 42 30 30 43 36 37 33 45 33 42 42 35 45 30 32 44 43 44 30 37 33 41 31 33 34 35 39 3c 2f 72 64
66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 33 33 33 36 38 46 32 42 42 44 34 35 36 38 36 38 43 33 37 36 32 36 35 39 38
46 37 38 30 39 43 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 33 33 33 45 43 31 45 38 44 42 39 30 45 46
42 42 36 37 38 33 36 36 41 32 44 32 35 33 36 42 41 41 3c 2f 72 64 66 3a 6¢

Data Ascii: rdf:li> <rdf:li>332BEF3823EE12561C19BD5B58325314</rdf:li> <rdf:i>332CDFE27880B5E41177E6
152ED919ED</rdf:li> <rdf:i>332D2B00C673E3BB5E02DCD073A13459</rdf:li> <rdf:i>33368F2BBD456868C37626
598F7809C9</rdf:li> <rdf:li>333EC1E8DBIOEFBB678366A2D2536BAA</rdf:|

Data Raw: 33 34 42 37 32 43 33 32 37 45 44 35 33 44 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 34 30 39 31
38 33 34 38 30 44 39 41 30 45 35 36 38 35 37 37 32 42 38 44 46 45 38 35 42 36 37 44 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c
72 64 66 3a 6¢ 69 3e 34 30 39 32 39 38 43 38 31 43 45 31 30 39 35 46 42 34 34 35 37 36 34 36 34 45 37 42 44 35 45 46
3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 34 30 39 45 43 42 31 35 41 35 36 37 45 44 34 453539 4539 35 4
536 31 46 39 45 32 43 37 37 35 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 34 30 41 31 36 34 43 36 34 31 36
36 44 33 36 42 39 43 41 45 36 42 37 36 30 30 37 36 41 39 35 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e
34 30 42 32 45 44 44 34 36 37 30 41 41 32 32 31 46 34 42 44 46 36 44

Data Ascii: 34B72C327ED53D</rdf:li> <rdf:1i>409183480D9A0E5685772B8DFE85B67D</rdf:li> <rdf:1i>409298
C81CE1095FB44576464E7BD5EF</rdf:li> <rdf:li>409ECB15A56 7TED4ES9E95E61F9E2C775</rdf:li> <rdf:li>40A164
C64166D36BI9CAEGB760076A959</rdf:li> <rdf:li>40B2EDD4670AA221F4BDF6D

Data Raw: 43 42 35 39 32 30 46 31 41 42 30 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 34 37 30 41 41 38
45 39 45 44 31 31 30 30 36 37 32 36 38 34 36 33 33 44 30 36 41 43 43 38 30 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64
66 3a 6¢ 69 3e 34 37 31 38 45 35 44 35 36 36 30 35 31 43 46 43 33 39 38 31 30 44 35 42 36 37 41 42 46 44 31 34 3c 2f
72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 34 37 32 33 45 35 41 39 32 36 44 41 37 33 45 37 39 37 45 36 42 32 30
45 37 44 36 34 38 38 34 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 34 37 32 42 46 45 41 46 30 31 38 32
41 38 38 46 45 43 42 44 36 44 35 36 41 39 30 32 41 37 42 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 34
37 33 3141383337 4344 4533 41 3044 43 4538 31 37 46 31 36 43 31

Data Ascii: CB5920F1ABO7</rdf:li> <rdf:li>470AA8E9ED1100672684633D06ACC808</rdf:li> <rdf:li>4718E5D5
66051CFC39810D5B67ABFD14</rdf:li> <rdf:li>4723E5A926DA73E797E6B20E7D648844</rdf:li> <rdf:li>472BFEAF
0182A88FECBD6D56A902A7B3</rdf:li> <rdf:i>4731A837CDE3AODCE817F16C1

Data Raw: 46 45 36 38 37 46 36 44 43 30 45 34 45 43 44 33 35 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e
34 44 41 36 35 45 38 34 42 45 45 37 36 43 46 35 31 44 37 46 37 38 41 36 39 36 37 31 43 31 39 41 3c 2f 72 64 66 3a 6¢
69 3e 20 3c 72 64 66 3a 6¢ 69 3e 34 44 42 34 31 44 31 37 38 45 44 32 37 36 31 43 32 36 45 34 36 33 34 34 44 39 45 41
46 42 34 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 34 44 42 37 44 39 38 39 37 30 3444 37 30433430 4
63242 41 32 36 31 39 46 39 37 35 35 42 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 34 44 42 45 35 39 31
33 34 33 46 36 31 36 44 36 33 38 38 45 31 35 37 46 31 42 44 43 33 39 32 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6¢ 69 3e 34 44 43 30 44 33 37 38 43 31 31 35 39 41 38 31 43 42 37

Data Ascii: FE687F6DCOE4ECD357</rdf:li> <rdf:li>4DA65E84BEE76CF51D7F78A69671C19A</rdf:li> <rdf:li>4D
B41D178ED2761C26E46344D9EAFB4B</rdf:li> <rdf:.i>4DB7D989704D70C40F2BA2619F9755B0</rdf:li> <rdf:li>4D
BE591343F616D6388E157F1BDC3921</rdf:li> <rdf:li>4DCOD378C1159A81CB7
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kBytes

Timestamp transferred Direction
2022-04-08 08:02:42 UTC 1826 IN
2022-04-08 08:02:42 UTC 1842 IN
2022-04-08 08:02:42 UTC 1850 IN
2022-04-08 08:02:42 UTC 1866 IN
2022-04-08 08:02:42 UTC 1882 IN
2022-04-08 08:02:42 UTC 1890 IN
2022-04-08 08:02:42 UTC 1906 IN
2022-04-08 08:02:42 UTC 1922 IN
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Data

Data Raw: 69 3e 35 41 45 38 45 30 44 32 35 34 41 36 45 34 33 44 38 46 43 41 42 36 34 43 42 39 37 36 31 32 46 34 3c 2f
72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 35 41 46 35 38 39 39 30 35 44 43 34 43 44 34 30 37 39 38 3341 34 41
39 45 34 30 44 39 46 45 45 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 35 42 30 46 31 36 31 32 39 3543 33
37 38 39 44 35 45 41 30 35 44 37 38 36 42 30 38 42 45 35 35 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 35 4
23135354237 42 41 46 39 36 36 35 44 41 34 42 37 41 44 45 44 36 34 41 30 41 31 32 35 44 3c 2f 72 64 66 3a 6¢ 69
3e 20 3c 72 64 66 3a 6¢ 69 3e 35 42 31 37 3545 37 43 46 33 44 44 45 35 35 39 38 41 33 43 37 33 43 31 3444 30 45 33
39 30 45 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 35 42 32

Data Ascii: i>5AES8E0D254A6E43D8FCAB64CB97612F4</rdf:li> <rdf:li>5AF589905DC4CD407983A4A9E40DIFEE</rd
f:li> <rdf:li>5BOF161295C3789D5EA05D786B08BES5</rdf:li> <rdf:i>5B155B7BAF9665DA4B7ADED64A0A125D</rdf:li>
<rdf:li>5B175E7CF3DDE5598A3C73C14D0OE390E</rdf:li> <rdf:li>5B2

Data Raw: 45 35 46 37 30 42 36 30 31 45 35 35 30 42 45 44 35 31 39 36 34 44 46 36 30 34 33 32 41 3c 2f 72 64 66 3a 6¢
69 3e 20 3c 72 64 66 3a 6¢ 69 3e 36 39 37 35 43 34 39 30 43 42 30 41 46 45 32 31 45 46 35 46 42 34 43 37 39 46 45 30
33 3544 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 36 39 37 36 46 31 35 46 46 44 42 31 46 46 39 37 42
3334 43 38 35 33 35 36 42 37 36 32 35 44 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 36 39 37 444332 3
834 31 3541 36 46 37 46 35 35 38 35 44 45 35 31 41 38 45 36 44 35 37 31 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6¢ 69 3e 36 39 38 31 30 43 35 38 39 45 33 46 32 46 35 38 42 35 44 45 38 41 33 31 38 43 30 44 35 41 30 45 3¢ 2f 72
64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 36 39 39 32 38 30 46 45

Data Ascii: E5F70B601E550BED51964DF60432A</rdf:li> <rdf:li>6975C490CB0OAFE21EF5FB4C79FEQ35D8</rdf:li>
<rdf:li>6976F15FFDB1FF97B34C85356B7625D8</rdf:li> <rdf:li>697DC28415A6F7F5585DE51A8E6D5713</rdf:li>
<rdf:li>69810C589E3F2F58B5DE8A318COD5A0E</rdf:li> <rdf:li>699280FE

Data Raw: 32 30 39 44 43 41 39 44 39 32 37 43 31 45 39 31 30 41 39 39 35 32 43 38 38 37 46 3c 2f 72 64 66 3a 6¢ 69 3e
20 3c 72 64 66 3a 6¢ 69 3e 37 30 31 46 42 33 37 38 30 41 46 35 31 38 46 36 35 31 36 36 45 38 46 33 32 45 33 42 45 30
38 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 37 30 32 39 43 38 30 39 36 34 34 30 35 45 43 35 43 38 35
46 37 39 44 43 32 37 37 38 31 34 46 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 37 30 33 3431 3641394
54530 30 39 34 42 44 41 46 42 36 43 38 46 42 32 31 41 37 32 32 33 44 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢
69 3e 37 30 36 30 41 38 37 42 42 42 31 36 35 38 38 33 35 43 43 41 38 42 37 41 43 30 43 45 31 33 45 44 3¢ 2f 72 64 66
3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 37 30 36 42 44 46 30 41 31 36

Data Ascii: 209DCA9D927C1E910A9952C887F</rdf:li> <rdf:li>701FB3780AF518F65166E8F32E3BE083</rdf:li> <
rdf:i>7029C80964405EC5C85F79DC277814FB</rdf:li> <rdf:li>703416A9EE0094BDAFB6C8FB21A7223D</rdf:li> <
rdf:1i>7060A87BBB1658835CCA8B7ACOCE13ED</rdf:li> <rdf:li>706 BDFOA16

Data Raw: 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 37 45 41 32 46 44 33 31 43 30 36 35 41 30 36 43 39 44 35 36 44 31 46 44
34 3133334339 3334 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 37 45 41 35 30 46 32 37 42 39 41 32 35
39 44 44 46 45 32 31 35 30 37 42 36 34 39 31 46 36 32 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 37 45 4
137 41 3536 41 31 43 45 33 46 38 32 32 38 41 42 31 42 39 35 34 31 44 30 41 30 44 33 42 3c 2f 72 64 66 3a 6¢ 69 3e
20 3c 72 64 66 3a 6¢ 69 3e 37 45 42 43 37 46 44 41 44 37 30 31 37 30 36 42 31 42 33 30 41 42 45 32 35 36 36 41 36 44
36 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 37 45 43 36 33 38 45 33 42 38 36 46 33 33 39 31 32 43 43
42 42 35 43 45 34 45 34 33 42 35 32 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72

Data Ascii: i> <rdf:li>7EA2FD31C065A06C9D56D1FD4133C934</rdf:li> <rdf:li>7EA50F27B9A259DDFE21507B649
1F621</rdf:li> <rdf:li>7EA7A56A1CE3F8228AB1B9541D0A0D3B</rdf:li> <rdf:li>7EBC7FDAD701706B1B30ABE2566
ABD69</rdf:li> <rdf:li>7EC638E3B86F33912CCBB5CE4E43B528</rdf:li> <r

Data Raw: 37 43 33 43 39 44 39 32 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 38 41 38 44 43 43 33 42 44
3243 44 30 46 31 31 46 31 42 46 36 34 35 44 36 33 43 38 45 45 32 43 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢
69 3e 38 41 38 45 31 46 43 33 30 39 30 33 45 31 31 38 37 34 42 30 34 42 32 38 36 38 43 45 42 46 44 32 3c 2f 72 64 66
3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 38 41 41 42 44 36 36 31 32 30 38 43 45 39 44 33 43 43 34 31 31 42 38 39 42 42
44 41 42 33 45 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 38 41 42 32 34 36 30 44 43 41 42 33 43 39 33
34 44 32 34 43 30 33 30 46 38 44 33 34 39 36 36 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 38 41 43 37
42 32 37 36 45 42 38 46 33 45 43 39 38 31 46 42 39 37 32 33 42 46 36 31

Data Ascii: 7C3C9D922</rdf:li> <rdf:li>8A8DCC3BD2CDOF11F1BF645D63C8EE2C</rdf:li> <rdf:li>8 ABE1FC3090
3E11874B04B2868CEBFD2</rdf:li> <rdf:i>8AABD661208 CEOD3CC411B89BBDAB3E6</rdf:li> <rdf:[i>8AB2460DCAB
3C934D24C030F8D349667</rdf:li> <rdf:li>8AC7B276EB8F3EC981FB9723BF61

Data Raw: 31 43 45 41 45 36 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 39 32 30 30 39 33 43 38 30 44 46
41 35 42 46 36 34 34 43 44 33 31 41 45 34 37 38 41 39 39 30 44 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e
39 323042 31 3334 31 3541 37 41 42 36 37 44 37 31 33 43 41 37 44 39 39 46 39 31 36 42 37 30 3c 2f 72 64 66 3a 6C
69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 39 32 31 46 32 36 45 31 34 42 45 42 43 37 32 46 31 31 46 45 35 34 37 41 44 33 44 39
35 33 36 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 39 32 32 44 35 44 44 37 43 35 44 36 44 42 37 46 30
44 32 35 37 34 43 33 41 46 37 44 38 34 31 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 39 32 33 42 43 45
43 42 38 30 42 33 42 34 39 42 39 46 42 33 38 44 30 41 37 46 34 39 31 31

Data Ascii: 1ICEAE61</rdf:li> <rdf:li>920093C80DFA5BF644CD31AE478A990D</rdf:li> <rdf:[i>920B13415A7AB
67D713CA7D99F916B70</rdf:li> <rdf:li>921F26 E1I4BEBC72F11FE547AD3D95367</rdf:li> <rdf:i>922D5DD7C5D6D
B7F0D2574C3AF7D8413</rdf:li> <rdf:[i>923BCECB80B3B49B9FB38D0A7F4911

Data Raw: 33 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 39 46 37 33 32 35 34 35 36 43 32 44 35 35 42 43
36 33 33 31 39 41 36 42 39 31 36 41 42 42 37 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 39 46 37 46 41
3142 37 44 36 33 44 36 44 43 38 38 46 46 38 39 38 44 38 35 31 44 35 46 43 46 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72
64 66 3a 6¢ 69 3e 39 46 39 30 41 32 32 45 44 35 31 46 33 36 31 32 43 32 38 32 35 33 45 30 41 36 4532 31 31 3535 3¢
2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 39 46 43 44 35 34 32 43 35 43 43 31 33 41 44 44 39 37 46 37 43 41
39 41 43 31 39 43 45 46 32 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 39 46 44 33 43 32 32 36 34 38 45
43 36 37 39 35 37 41 39 44 43 37 32 32 30 33 45 45 32 44 30 38 3c 2f 72

Data Ascii: 37</rdf:li> <rdf:li>9F 7325456 C2D55BC63319A6B916ABB7F</rdf:li> <rdf:li>9F7FA1B7D63D6DC88F
F898D851D5FCFB</rdf:li> <rdf:li>9F90A22ED51F3612C28253E0AGE21155</rdf:li> <rdf:li>9FCD542C5CC13ADD97
F7CA9AC19CEF2B</rdf:li> <rdf:li>9FD3C22648EC67957A9DC72203EE2D08</r

Data Raw: 42 38 45 43 38 37 42 38 39 37 39 32 46 38 44 44 30 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e
4144 31 45 30 46 32 30 46 41 39 41 33 34 30 34 31 35 36 33 46 33 37 35 34 33 34 32 33 35 39 36 3c 2f 72 64 66 3a 6¢
69 3e 20 3c 72 64 66 3a 6¢ 69 3e 41 44 34 32 46 45 44 32 32 33 34 46 37 37 42 33 37 31 45 43 31 38 36 41 36 41 37 36
34 39 33 33 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 41 44 35 37 46 34 3541 43 41 4344 46 45313843 3
34244 31 45 34 46 46 43 31 44 34 34 37 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 41 44 36 32 30 34 35
42 32 38 44 39 31 42 43 30 30 44 37 38 32 35 45 43 46 36 32 33 30 39 38 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6¢ 69 3e 41 44 36 32 43 45 46 42 39 37 35 41 39 37 42 36 46 33 32

Data Ascii: BSEC87B89792F8DD08</rdf:li> <rdf:i>AD1EOF20FA9A34041563F37543423596</rdf:li> <rdf:li>AD
42FED2234F77B371EC186A6A764933</rdf:li> <rdf:i>AD57F45ACACDFE18C3BD1E4FFC1D4474</rdf:li> <rdf:i>AD
62045B28D91BC00D7825ECF6230989</rdf:li> <rdf:li>AD62CEFB975A97B6F32
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Data

Data Raw: 31 46 44 32 31 43 38 37 37 33 31 46 37 35 45 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 42 33
3930 43 39 30 31 45 42 46 41 46 35 42 43 42 37 32 31 34 38 39 44 38 32 42 37 45 39 31 44 3c 2f 72 64 66 3a 6¢ 69 3e
20 3c 72 64 66 3a 6¢ 69 3e 42 33 39 45 41 37 31 35 38 46 34 34 41 37 45 31 43 38 42 36 30 33 39 36 36 33 31 42 46 35
39 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 42 33 423144 34 423338 343431423441373038313
0333937433731 374331353331 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 42 33 42 35 34 46 38 34 45
4139 46 3434 41 44 34 41 41 30 32 33 33 44 37 46 39 32 41 37 44 41 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢
69 3e 42 33 42 38 46 30 38 36 45 45 32 45 37 36 42 36 32 39 34 33 37

Data Ascii: 1FD21C87731F75E6</rdf:li> <rdf:i>B390C901EBFAF5BCB721489D82B7E91D</rdf:li> <rdf:li>B39E
A7158F44A7TE1C8B60396631BF590</rdf:li> <rdf:li>B3B1D4B38441B4A70810397C717C1531</rdf:li> <rdf:li>B3B5
AF84EA9F44AD4AA0233D7F92A7DA</rdf:li> <rdf:[i>B3B8FO86EE2E76B629437

Data Raw: 31 32 42 31 31 31 30 43 34 30 31 42 44 38 33 38 39 42 31 31 41 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6c 69 3e 42 41 32 30 46 33 45 36 33 38 33 30 39 41 33 30 35 38 30 45 44 45 31 42 35 45 39 34 45 32 32 36 3c 2f 72
64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 42 41 33 36 44 33 34 31 31 36 31 38 43 41 38 32 39 38 41 43 42 36 32 43
39 43 37 30 42 31 45 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 42 41 33 36 45 42 304543 44 31 36 37 4
63831344239 30 3342 37 43 46 41 36 39 43 41 45 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 42 41 33
37 43 45 42 33 45 42 44 46 35 31 43 45 38 35 37 41 41 45 33 44 45 36 39 46 31 38 37 39 3c 2f 72 64 66 3a 6¢ 69 3e 20
3c 72 64 66 3a6¢ 69 3e 42 41 3533 42 34 314143 46 3532334534

Data Ascii: 12B1110C401BD8389B11A2</rdf:li> <rdf:i>BA20F3E638309A30580EDE1B5E94E226</rdf:li> <rdf:|
i>BA36D3411618CA8298ACB62C9C70B1EG</rdf:li> <rdf:li>BA36EBOECD167F814B903B7CFAG9CAES</rdf:li> <rdf:l
i>BA37CEB3EBDF51CE857AAE3DE69F1879</rdf:li> <rdf:i>BA53B41ACF523E4

Data Raw: 64 66 3a 6¢ 69 3e 43 38 30 31 38 38 32 34 39 31 38 44 30 32 41 43 33 37 32 44 39 38 42 44 32 36 37 46 41
32 46 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 43 38 31 33 38 30 31 30 43 38 33 34 45 31 33 37 46 44
323236 4146 31 31 42 38 30 35 42 35 44 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 43 38 32323946323
7 3537 42 37 38 46 36 45 43 36 43 44 46 43 39 30 39 33 32 31 35 45 42 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a
6¢ 69 3e 43 38 32 33 31 39 30 45 33 33 45 31 30 32 45 31 34 37 32 36 41 44 36 45 37 43 44 45 46 39 38 43 3¢ 2f 72 64
66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 43 38 32 46 34 37 41 44 44 32 34 38 39 36 46 45 37 38 30 30 39 37 45 43 30
3544 38 35 43 36 41 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69

Data Ascii: df:li>C8018824918D02AC372D98BD267FA2F2</rdf:li> <rdf:i>C8138010C834E137FD226AF11B805B5D
</rdf:li> <rdf:[i>C8229F2757B78F6EC6CDFC9093215EB2</rdf:li> <rdf:li>C823190E33E102E14726 AD6E7CDEF98C
</rdf:li> <rdf:li>C82F4A7ADD24896 FE780097EC05D85C6A</rdf:li> <rdf:li

Data Raw: 3e 44 34 46 38 42 37 31 41 38 33 41 34 39 41 33 36 45 37 30 42 39 41 36 39 33 44 36 44 38 30 36 36 3c 2f
72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 44 34 46 45 36 36 31 31 42 31 31 37 34 32 41 30 37 36 31 45 46 42 38
3339 37 46 42 36 45 41 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 44 3531 32 34313045453831424
438 44 45 46 35 37 37 33 33 43 33 46 43 39 46 44 35 34 43 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 44 35
31 37 45 41 32 33 37 32 44 34 44 37 30 32 45 32 38 38 41 35 43 41 35 45 39 38 32 30 34 33 3c 2f 72 64 66 3a 6¢ 69 3e
20 3c 72 64 66 3a 6¢ 69 3e 44 35 31 39 42 46 42 44 39 41 46 36 41 33 45 31 44 33 41 38 39 38 35 36 41 31 43 31 39 45
41 35 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 44 35 31 42

Data Ascii: >D4F8B71A83A49A36E70B9A693D6D8066</rdf:li> <rdf:li>D4FE6611B11742A0761EFB8397FB6EAL</rdf:li>
<rdf:i>D512410EE81BD8DEF57733C3FCIFD54C</rdf:li> <rdf:[i>D517EA2372D4D702E288A5CA5E982043</rdf:li> <rdf:
li>D519BFBD9AF6A3E1D3A89856A1C19EAS</rdf:li> <rdf:[i>D51B

Data Raw: 42 35 42 45 46 33 44 38 33 44 35 34 37 31 39 36 31 39 32 34 34 46 41 31 45 31 32 36 39 33 44 3c 2f 72 64 66
3a 6c 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 44 42 36 42 46 31 31 41 38 31 42 34 33 34 39 36 45 33 32 36 32 46 35 43 31 46
44 44 38 35 30 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 44 42 37 32 36 30 32 30 41 37 30 36 30 32 42
43 35 39 35 36 44 33 35 39 42 38 46 46 45 33 30 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 44 42 37 35 4
6 32 35 44 34 39 31 42 34 43 32 45 43 34 43 33 33 43 44 37 42 36 33 45 35 31 41 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72
64 66 3a 6¢ 69 3e 44 42 38 41 42 43 31 31 42 30 44 38 32 33 34 34 37 34 33 37 31 39 30 46 41 41 38 42 41 43 36 37 3¢
2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 44 42 39 30 39 33

Data Ascii: BSBEF3D83D54719619244FA1E12693D</rdf:li> <rdf:i>DB6BF11A81B43496E3262F5C1FDD8506</rdf:li>
<rdf:li>DB726020A70602BC5956D359B8FFE306</rdf:li> <rdf:li>DB75F25D491B4C2EC4C33CD7B63E51A8</rdf:li>
<rdf:li>-DB8BABC11B0D823447437190FAA8BACE7</rdf:li> <rdf:i>DB9093

Data Raw: 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 45 38 41 30 33 35 46 36 31 45 36 41 43 34 39 34 30 46 33 33
44 46 31 32 41 43 38 44 46 45 43 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 45 38 41 36 35 31 43 46 39
39 45 34 36 41 43 33 42 30 30 30 44 46 43 30 36 45 30 36 31 32 32 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 6
9 3e 45 38 41 38 41 36 39 42 35 45 42 36 37 39 31 33 43 30 35 31 34 45 42 43 32 33 39 37 36 45 42 34 3c 2f 72 64 66
3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 45 38 42 36 31 37 33 45 31 37 41 30 46 37 42 46 34 32 35 45 38 38 34 36 36 39
3337 39 44 42 41 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 45 38 42 46 32 30 44 41 42 31 46 43 34 45 39
39 42 35 34 44 34 44 38 42 32 30 39 33 31 42 33 31 3c 2f 72 64 66 3a 6¢ 69

Data Ascii: df:li> <rdf:[i>E8A035F61E6AC4940F33DF12AC8DFEC3</rdf:li> <rdf:i>E8A651CFI9E46 AC3BO0OODFC
06E06122F</rdf:li> <rdf:[i>E8A8A69B5EB67913C0514EBC23976EB4</rdf:li> <rdf:[i>E8B6173E17A0F7BF425E884
669379DBA</rdf:li> <rdf:li>E8BF20DAB1FC4E99B54D4D8B20931B31</rdf:li

Data Raw: 36 36 30 35 44 32 41 37 31 35 33 31 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 46 33 46 44 31
46 35 44 31 34 36 46 46 41 38 35 36 45 33 42 34 43 35 44 38 37 45 30 42 30 31 35 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72
64 66 3a 6¢ 69 3e 46 34 30 38 38 34 39 38 38 45 45 44 39 43 37 30 43 41 43 32 38 32 36 31 34 32 36 31 41 39 30 35 3¢
2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 46 34 30 42 32 39 42 37 36 44 34 33 34 42 32 45 32 44 45 45 30 35
30 33 313044 37 41 38 38 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 46 34 31 42 42 45 37 44 43 30 38
43 31 41 41 46 35 33 42 34 34 36 34 31 39 31 42 39 44 35 42 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e
46 34 33 37 33 36 33 33 36 38 46 36 41 39 32 44 42 36 42 42 43 31 38 39

Data Ascii: 6605D2A715311</rdf:li> <rdf:li>F3FD1F5D146FFA856E3B4C5D87E0B015</rdf:li> <rdf:li>F408849
88EED9C70CAC282614261A905</rdf:li> <rdf:li>F40B29B76D434B2E2DEE050310D7A88B</rdf:li> <rdf:li>F41BBE7
DCO08C1AAF53B4464191B9D5B7</rdf:li> <rdf:i>F437363368F6A92DB6BBC189

Data Raw: 36 39 44 31 39 38 34 38 42 43 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 46 41 38 42 35 36 45
353544 44 37 32 36 42 41 37 41 31 37 31 42 39 39 38 38 44 33 36 34 43 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6¢ 69 3e 46 41 39 41 38 42 38 34 41 43 31 45 38 45 43 31 43 42 37 32 31 36 36 32 37 39 42 34 31 43 41 46 3c 2f 72
64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 46 41 41 31 31 35 33 37 46 44 38 33 41 30 46 33 35 33 43 30 30 46 46 35
38 38 32 30 34 34 46 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 46 41 41 32 34 44 30 45 31 34 44 38 32
32 34 46 46 31 31 31 30 43 30 35 38 38 42 43 45 35 43 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 46 41
41 36 44 36 37 41 36 42 42 39 44 34 43 37 33 46 46 45 44 35 44 32 38 37

Data Ascii: 69D19848BC1</rdf:li> <rdf:[i>FA8B56E55DD726BA7A171B9988D364C6</rdf:li> <rdf:i>FA9A8B84A
C1E8ECI1CB72166279B41CAF</rdf:li> <rdf:i>FAA11537FD83A0F353C00FF5882044F 1</rdf:li> <rdf:li>FAA24DOE1
4D8224FF1110C0588BCE5CA</rdf:li> <rdf:li>FAA6D67A6BBI9DAC73FFED5D287
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Data

Data Raw: 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 31 66 35 32 34 63 32 63 2d 64 39
3638 2d 31 31 65 34 2d 61 33 38 31 2d 65 61 36 61 34 65 65 61 35 36 62 61 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 31 66 39 37 64 34 35 33 2d 33 66 35 62 2d
313164 61 2d 62 36 64 31 2d 64 66 66 65 39 65 36 32 34 34 63 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69
3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 31 66 64 65 62 34 37 62 2d 64 64 33 61 2d 31 31 37
38 2d 61 32 30 64 2d 61 66 32 65 66 39 63 31 39 37 64 66 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 61 64 6
f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 32 30

Data Ascii: li>adobe:docid:photoshop:1f524c2c-d968-11e4-a381-eabadeea56ba</rdf:li> <rdf:li>adobe:docid:photosh
op:1f97d453-3f5b-11da-b6d1-dffe9e6244c1</rdf:li> <rdf:li>adobe:docid:photoshop:1fdeb47b-dd3a-1178-a20d-af2ef9c
197df</rdf:li> <rdf:li>adobe:docid:photoshop:20

Data Raw: 39 35 33 36 2d 63 65 65 36 38 66 31 63 65 36 32 62 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 61
64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 34 63 33 65 64 66 37 31 2d 64 36 34 31 2d 31 31 64 62 2d
62 62 38 31 2d 66 65 39 31 66 32 33 32 30 36 31 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 61 64 6f 62
65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 34 63 34 61 37 33 63 39 2d 33 31 61 61 2d 31 31 64 61 2d 38 37 34
64 2d 61 62 31 66 63 30 32 66 39 33 63 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f
63 69 64 3a 70 68 6f 74 6f 73 68 6 70 3a 34 63 39 32 39 30 62 61 2d 34 34 38 36 2d 33 39 34 64 2d 39 61 30 38 2d 32
39 3565 32 30 34 63 36 36 37 35 3c 2f 72 64 66 3a 6¢ 69 3e 20

Data Ascii: 9536-cee68flce62b</rdf:li> <rdf:li>adobe:docid:photoshop:4c3edf71-d641-11db-bb81-fe91f23206 14</rdf:li>
<rdf:li>adobe:docid:photoshop:4c4a73c9-31aa-11da-874d-ab1fc02f93c4</rdf:li> <rdf:li>adobe:docid:photoshop:4c9290ba-
4486-394d-9a08-295e204c6675</rdf:li>

Data Raw: 68 6f 74 6f 73 68 6f 70 3a 36 34 38 36 66 64 33 31 2d 39 62 38 35 2d 31 31 65 36 2d 61 39 66 66 2d 38 64 36
36 35 36 65 64 37 65 61 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70
68 6f 74 6f 73 68 6f 70 3a 36 34 63 35 61 37 31 36 2d 66 63 37 37 2d 64 39 34 65 2d 62 35 35 61 2d 64 61 37 61 31 39
39 3565 36 34 35 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74
6f 73 68 6f 70 3a 36 35 36 66 35 34 30 32 2d 64 63 36 38 2d 31 66 34 39 2d 38 35 35 35 2d 35 36 37 35 39 31 30 32 62
65 66 62 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68
6f 70 3a 36 35 38 62 33 32 35 63 2d 31 62 33 39 2d 31 31 65 38

Data Ascii: hotoshop:6486fd31-9b85-11e6-a9ff-8d6656ed7ea9</rdf:li> <rdf:li>adobe:docid:photoshop:64c5a716-fc77-
d94e-b55a-da7a1995e645</rdf:li> <rdf:li>adobe:docid:photoshop:656f5402-dc68-1f49-8555-56759102befb</rdf:li> <
rdf:li>adobe:docid:photoshop:658b325¢-1b39-11e8

Data Raw: 39 66 32 30 32 2d 62 35 30 39 2d 31 31 64 64 2d 38 32 32 36 2d 64 61 39 34 39 34 38 37 36 37 33 32 3c 2f

72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 37 39
3864 63 65 33 33 2d 66 63 34 35 2d 31 31 65 36 2d 62 66 62 30 2d 38 64 61 32 39 32 34 62 66 33 62 62 3c 2f 72 64 66
3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 37 39 63 62 32
303037 2d 61 37 30 61 2d 64 36 34 30 2d 62 62 38 63 2d 30 34 35 34 63 62 65 65 37 63 66 39 3¢ 2f 72 64 66 3a 6¢ 69 3
€20 3c 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 37 39 64 30 61 66 34 32 2
d 61 6539 35 2d 31 31 64 61 2d 62 61 62 63 2d 39 63 30 64 65 64

Data Ascii: 9f202-b509-11dd-8226-da9494876732</rdf:li> <rdf:li>adobe:docid:photoshop:798dce33-fc45-11e6-bfb0-8
da2924bf3bb</rdf:li> <rdf:li>adobe:docid:photoshop:79cb2007-a70a-d640-bb8c-0454cbee7cf9</rdf:li> <rdf:li>adobe
:docid:photoshop:79d0af42-ae95-11da-babc-9cOded

Data Raw: 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 62 64 31 32 37 63
39 2d 38 34 31 33 2d 31 31 37 62 2d 62 37 36 66 2d 62 63 35 62 38 63 31 34 62 66 39 62 3¢ 2f 72 64 66 3a 6¢ 69 3e 20
3c 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 63 33 36 32 61 62 32 2d 30
336364 2d 31 31 65 36 2d 61 34 32 62 2d 38 39 39 65 63 30 31 30 38 66 36 65 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64
66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 63 37 30 30 33 37 34 2d 38 65 31 62
2d 3131 37 37 2d 61 38 33 63 2d 63 31 62 62 63 63 30 63 30 30 36 35 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 6
9 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f

Data Ascii: rdf:li>adobe:docid:photoshop:abd127c9-8413-117b-b76f-bc5b8c14bfob</rdf:li> <rdf:li>adobe:docid:pho
toshop:ac362ab2-03cd-11e6-a42b-899ec0108f6e</rdf:li> <rdf:li>adobe:docid:photoshop:ac700374-8e1b-1177-a83c-c1b
bcc0c0065</rdf:li> <rdf:li>adobe:docid:photosho

Data Raw: 38 2d 31 31 64 63 2d 61 35 32 37 2d 63 36 64 63 32 30 32 31 34 61 65 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72
64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 31 38 63 30 66 35 61 2d 39 36 37
382d 31313761 2d 626261 332d 6537 61 64 63 38 61 63 35 63 61 66 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a
6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 31 63 35 32 38 37 30 2d 34 61 39 65 2d 31
313738 2d 61 32 34 63 2d 66 31 30 32 63 35 38 30 64 64 32 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e
61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 32 33 31 31 65 31 32 2d 38 65 64 30 2d 32 30 34 38
2d 62 39 35 62 2d 38 33 39 66 63 33 64 30 36 65 30 30 3c 2f 72

Data Ascii: 8-11dc-a527-c6dc20214ae7</rdf:li> <rdf:li>adobe:docid:photoshop:e18c0f5a-9678-117a-bba3-e7adc8ac5c
af</rdf:li> <rdf:li>adobe:docid:photoshop:e1c52870-4a9e-1178-a24c-f102c580dd27</rdf:li> <rdf:li>adobe:docid:ph
otoshop:e2311e12-8ed0-2048-b95b-839fc3d06e00</r

Data Raw: 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 37 61 36 34 39 33 61 2d 31 61 64 32 2d 31 31 65 35 2d 62
323366 2d 61 66 34 32 32 34 65 36 32 64 31 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65
3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 37 64 39 33 30 64 64 2d 34 35 62 63 2d 31 31 65 36 2d 62 65 62 35
2d 64 65 39 61 62 62 62 65 32 64 38 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63
69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 37 66 65 33 31 33 63 2d 63 34 66 64 2d 31 31 65 35 2d 38 33 34 34 2d 65 38
64 39 33 37 30 32 37 37 66 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a
70 68 6f 74 6f 73 68 6f 70 3a 66 38 30 34 37 37 37 32 2d 39 65

Data Ascii: docid:photoshop:f7a6493a-1ad2-11e5-b23f-af4224e62d18</rdf:li> <rdf:li>adobe:docid:photoshop:f7d930dd-
45bc-11e6-beb5-de9abbbe2d87</rdf:li> <rdf:li>adobe:docid:photoshop:f7fe313c-c4fd-11e5-8344-e8d9370277f7</rdf:li>
<rdf:li>adobe:docid:photoshop:f8047772-9e

Data Raw: 69 3e 75 75 69 64 3a 32 44 34 30 37 31 34 30 42 42 36 30 44 45 31 31 42 32 30 31 43 34 30 33 34 34 39 33
32 37 39 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 32 44 36 39 32 36 43 45 46 44 43 30
313144 43 41 34 41 39 43 43 34 41 45 34 46 30 30 41 36 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 7
569 64 3a 32 44 36 45 37 41 32 37 35 41 38 37 44 46 31 31 42 31 35 45 39 44 43 45 41 31 43 45 41 3041 39 3c 2f 72
64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 32 45 30 38 37 41 34 33 34 45 37 46 44 44 31 31 42 45 33
38 46 42 38 44 36 45 37 36 38 34 35 43 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 32 45 30
44 43 43 32 43 46 35 41 33 44 45 31 31 38 31 44 44 46 45 46 30 44 36 30 39

Data Ascii: i>uuid:2D407140BB60DE11B201C40344932790</rdf:li> <rdf:li>uuid:2D6926CEFDC011DCA4A9CCAAE4
FOOAG7</rdf:li> <rdf:li>uuid:2D6E7A275A87DF11B15E9DCEALCEAO0A9</rdf:li> <rdf:li>uuid:2E087A434E7FDD11
BE38FB8D6E76845C</rdf:li> <rdf:li>uuid:2EODCC2CF5A3DE1181DDFEFOD609
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Data

Data Raw: 37 39 34 42 42 30 38 32 34 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 36 31 37
3035 42 46 37 36 39 46 42 44 43 31 31 39 37 31 41 43 37 37 36 34 30 38 45 35 38 38 35 3c 2f 72 64 66 3a 6¢ 69 3e 20
3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 36 31 39 45 41 38 42 33 46 42 44 42 44 43 31 31 41 33 36 39 43 45 44 32 42 37
34 43 44 34 31 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 36 32 30 41 43 44 37 3837 30 3
439 45 30 31 31 38 45 37 31 41 43 45 35 46 31 46 43 38 45 36 44 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e
75 75 69 64 3a 36 32 37 37 32 39 46 36 46 33 34 45 45 30 31 31 41 33 38 31 38 43 35 34 30 33 46 46 38 36 45 41 3c 2f
72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 36 32

Data Ascii: 794BB0824F</rdf:li> <rdf:li>uuid:61705BF769FBDC11971AC776408E5885</rdf:li> <rdf:li>uuid:619EA8B3FB
DBDC11A369CED2B74CD410</rdf:li> <rdf:li>uuid:620ACD787049E0118E71ACE5F1FC8EGD</rdf:li> <rdf:li>uuid:
627729F6F34EE011A3818C5403FF86EA</rdf:li> <rdf:li>uuid:62

Data Raw: 66 3a 6¢ 69 3e 75 75 69 64 3a 37 39 45 35 46 36 35 33 43 31 43 41 44 42 31 31 38 33 33 36 41 43 31 36 34
314436 46 31 42 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 37 41 30 31 32 33 37 36 43
32 34 36 31 31 44 41 38 32 32 38 42 33 34 37 41 30 39 46 43 44 32 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 6
9 3e 75 75 69 64 3a 37 41 30 38 45 31 45 46 37 32 30 43 45 30 31 31 38 33 45 44 41 31 41 39 34 42 42 45 44 33 35 46
3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 37 41 36 41 36 32 30 37 44 41 33 34 4534 31 31
39 33 30 45 38 35 43 45 34 33 45 32 32 39 42 45 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a
37 41364542 3844343043 4541444431 3141424641 4430353634

Data Ascii: f:li>uuid:79E5F653C1CADB118336AC1641D6F1BB</rdf:li> <rdf:li>uuid:7A012376C24611DA8228B34
7A09FCD26</rdf:li> <rdf:li>uuid:7A08E1EF720CE01183EDA1A94BBED35F</rdf:li> <rdf:li>uuid:7A6A6207DA34E
411930E85CE43E229BE</rdf:li> <rdf:li>uuid:7A6EB8D40CEADD11ABFAD0564

Data Raw: 44 35 43 46 38 31 37 42 34 45 37 44 42 31 31 41 37 37 30 43 43 43 44 31 38 39 45 46 46 45 36 3c 2f 72 64 66
3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 41 44 38 31 37 37 44 36 34 38 35 33 45 31 31 31 38 36 33 44 46
37 3038 38 30 44 44 32 41 30 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 41 44 39 42 30
41 43 42 44 46 30 37 44 43 31 31 41 3532 42 41 39 34 45 39 37 31 38 36 44 46 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 6
4 66 3a 6¢ 69 3e 75 75 69 64 3a 41 44 41 39 34 38 32 36 37 41 34 39 44 43 31 31 42 31 34 38 43 34 31 31 33 33 44 36
3538 31 35 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 41 44 42 46 44 46 33 46 46 38 37 36
44 46 31 31 39 45 32 39 45 46 43 37 31 39 36 35 33 33 37 35 3¢ 2f 72 64

Data Ascii: D5CF817B4E7DB11A770CCCD189EFFE6</rdf:li> <rdf:li>uuid:AD8177D64853E111863DF70880DD2A0F</
rdf:li> <rdf:li>uuid:AD9BOACBDF07DC11A52BA94E97186 DF2</rdf:li> <rdf:li>uuid:ADA948267A49DC11B148C411
33D65815</rdf:li> <rdf:li>uuid:ADBFDF3FF876DF119E29EFC719653375</rd

Data Raw: 3e 75 75 69 64 3a 45 42 46 31 38 34 41 41 33 42 42 45 44 43 31 31 41 44 43 39 41 41 39 34 32 33 46 31 36
45 41 44 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 45 43 32 43 30 35 31 41 46 44 39 31 45
30 31 31 39 41 46 32 46 45 44 31 34 44 45 39 37 30 45 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 6
9 64 3a 4543 34 36 41 42 31 41 46 31 43 39 44 44 31 31 41 41 30 30 43 43 31 45 34 38 31 31 30 46 30 45 3¢ 2f 72 64
66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 45 43 37 37 43 46 42 30 45 30 32 36 44 46 31 3141 31 37 34
43 32 32 46 43 43 43 30 44 39 43 35 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 45 43 39 37
42 34 35 44 44 45 46 31 44 45 31 31 42 43 31 42 43 42 31 34 39 36 45 46 36

Data Ascii: >uuid:EBF184AA3BBEDC11ADC9AA9423F16EAD</rdf:li> <rdf:li>uuid:EC2C051AFD91E0119AF2FED14DE
970EB</rdf:li> <rdf:li>uuid:EC46 AB1AF1C9DD11AA00CC1E48110F0E</rdf:li> <rdf:li>uuid:EC77CFBOEO26DF11A
174C22FCCCODIC5</rdf:li> <rdf:li>uuid:EC97B45DDEF1DE11BC1BCB1496EF6

Data Raw: 35 34 30 44 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30 31 33 44 37 34
42 37 32 44 32 30 36 38 31 31 38 41 36 44 44 34 36 44 41 30 43 41 31 30 43 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64
66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30 31 34 32 39 39 31 41 34 45 32 30 36 38 31 31 41 46 32 31 45 36 30 42 43 43
35 37 30 35 36 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30 31 3538 4236 32 3
9 34 41 3337 45 30 31 31 39 46 45 41 39 45 39 37 45 43 39 46 42 44 30 43 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a
6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30 31 35 39 66 35 36 39 2d 65 31 64 33 2d 63 61 34 30 2d 62 61 66 64 2d 32 30 37 64
39 64 61 65 64 61 64 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a

Data Ascii: 540D</rdf:li> <rdf:li>xmp.did:013D74B72D2068118A6DD46DA0CA10CF</rdf:li> <rdf:li>xmp.did:0142991A4E
206811AF21E60BCC57056F</rdf:li> <rdf:li>xmp.did:0158B6294A37E0119FEA9E97ECIFBDOC</rdf:li> <rdf:li>xm
p.did:0159f569-e1d3-ca40-bafd-207d9daedad1</rdf:li> <rdf:

Data Raw: 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 41 39 36 31 46 36 32 45 45
32 4337 39 37 32 43 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31
37 34 30 37 32 30 36 38 31 31 41 39 36 31 46 42 37 33 41 30 42 38 31 42 30 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64
66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 41 42 30 38 38 38 45 43 39 44
38 42 38 35 41 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37
34 30 37 32 30 36 38 31 31 41 42 30 38 39 31 42 37 39 31 32 32 42 32 32 44 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36

Data Ascii: i>xmp.did:0180117407206811A961F62EE2C7972C</rdf:li> <rdf:li>xmp.did:0180117407206811A961
FB73A0B81B03</rdf:li> <rdf:li>xmp.did:0180117407206811AB0888ECID8B85A6</rdf:li> <rdf:li>xmp.did:0180
117407206811AB0891B79122B22D</rdf:li> <rdf:li>xmp.did:0180117407206

Data Raw: 39 31 30 39 39 42 31 35 43 39 45 42 44 37 46 41 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d
70 2e 64 69 64 3a 30 35 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 31 30 39 43 46 43 35 34 33 36 43 34 46 43 42 3¢
2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30 35 38 30 31 31 37 34 30 37 32 30 36 38
31 31 39 31 30 39 44 30 34 42 39 30 35 46 34 36 44 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2
€ 64 69 64 3a 30 35 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 31 30 39 44 38 45 43 45 42 46 30 43 44 34 31 3c 2f
72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30 35 38 30 31 31 37 34 30 37 32 30 36 38 31
31 39 31 30 39 45 38 37 45 36 44 44 31 34 38 31 33 3c 2f 72 64 66 3a 6¢

Data Ascii: 91099B15C9EBD7FA</rdf:li> <rdf:li>xmp.did:05801174072068119109CFC5436C4FCB</rdf:li> <rdf:li>xmp.di
d:05801174072068119109D04B905F46D2</rdf:li> <rdf:li>xmp.did:05801174072068119109D8ECEBFOCD41</rdf:li>
<rdf:li>xmp.did:05801174072068119109E87E6DD14813</rdf:|

Data Raw: 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30 42 35 32 44 32 45 36 39 42 32 37 36 38 31 31 39 35 46 45
41 32 35 42 42 30 46 43 43 38 45 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30
42 3533 43 42 37 36 36 46 33 39 45 30 31 31 39 43 33 33 38 46 34 38 34 34 42 43 34 45 37 43 3c 2f 72 64 66 3a 6¢ 69 3
e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30 42 36 34 44 32 41 36 33 33 32 31 36 38 31 31 39 37 41 35 46
35 36 32 31 32 39 45 41 38 31 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30 42
37 44 43 30 35 35 46 38 30 32 45 32 31 31 42 41 37 38 41 35 33 42 35 43 43 30 42 46 31 45 3c 2f 72 64 66 3a 6¢ 69 3e
20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30 42 38 36 44 41 33 36

Data Ascii: rdf:li>xmp.did:0B52D2E69B27681195FEA25BBOFCCB8ES8</rdf:li> <rdf:li>xmp.did:0B53CB766F39E01
19C338F4844BCAE7C</rdf:li> <rdf:li>xmp.did:0B64D2A63321681197A5F562129EA81F</rdf:li> <rdf:li>xmp.did
:0B7DC055F802E211BA78A53B5CCOBF1E</rdf:li> <rdf:li>xmp.did:0B86DA36
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Data

Data Raw: 36 66 2d 34 31 34 34 2d 38 36 38 31 2d 63 32 32 66 64 35 63 62 35 36 38 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢
72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 31 32 62 65 33 36 32 37 2d 37 64 30 31 2d 34 64 33 32 2d 38 37 61 36 2d
32393039 39 32646261 3263 65 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 31
3263 64 3134 38 63 2d 37 36 35 61 2d 34 64 39 65 2d 61 63 34 35 2d 61 35 38 34 39 63 62 31 63 37 61 65 3c 2f 72 64
66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 31 33 31 39 35 30 66 34 2d 65 62 31 35 2d 64 37 34
66 2d 38 38 64 39 2d 38 38 61 61 65 66 37 32 61 32 63 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d
70 2e 64 69 64 3a 31 33 32 62 34 39 36 39 2d 38 38 39 35 2d 31 39 34 64

Data Ascii: 6f-4144-8681-c22fd5cb5683</rdf:li> <rdf:li>xmp.did:12be3627-7d01-4d32-87a6-290992dba2ce</rdf:li> <
rdf:li>xmp.did:12cd148c-765a-4d9e-ac45-a5849ch1c7ae</rdf:li> <rdf:li>xmp.did:131950f4-eb15-d74f-88d9-88aaef72a
2c0</rdf:li> <rdf:li>xmp.did:132b4969-8895-194d

Data Raw: 30 37 36 33 34 2d 30 66 64 37 2d 66 32 34 64 2d 61 31 63 61 2d 31 65 63 34 38 61 65 31 33 39 33 62 3c 2f

72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 32 33 35 33 38 63 65 62 2d 61 35 37 64 2d 34
333538 2d 39 62 64 33 2d 33 34 32 63 31 38 63 37 35 63 39 64 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 7
8 6d 70 2e 64 69 64 3a 32 33 35 64 37 31 34 34 2d 32 65 38 63 2d 34 36 66 62 2d 38 38 61 39 2d 33 62 38 31 64 32 33
61 62 63 64 66 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 32 33 36 38 42 39 34 31
42 35 32 35 36 38 31 31 38 32 32 41 46 44 38 45 36 43 42 44 39 38 43 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a
6¢ 69 3e 78 6d 70 2e 64 69 64 3a 32 33 37 41 36 36 38 39 34 41 32 30 36 38

Data Ascii: 07634-0fd7-f24d-alca-1ec48ae1393b</rdf:li> <rdf:li>xmp.did:23538ceb-a57d-4358-9bd3-342¢c18c75c9d</r
df:li> <rdf:li>xmp.did:235d7144-2e8c-46fb-88a9-3b81d23abcdf</rdf:li> <rdf:li>xmp.did:2368B941B5256811822AFD8E6
CBD98C8</rdf:li> <rdf:li>xmp.did:237A66894A2068

Data Raw: 65 34 2d 36 39 64 36 32 31 38 35 63 64 36 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70
2e 64 69 64 3a 33 32 32 38 42 46 38 33 32 43 32 30 36 38 31 31 38 30 38 33 38 31 45 35 37 38 38 43 33 35 33 44 3c 2f
72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 33 32 33 33 30 36 38 43 39 38 32 30 36 38 31
31 38 30 38 33 41 32 42 36 43 32 38 33 31 33 43 41 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 6
4 69 64 3a 33 32 34 38 37 36 45 42 46 31 36 42 45 30 31 31 39 45 36 39 45 38 35 34 42 42 41 31 46 35 31 34 3¢ 2f 72
64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 33 32 36 44 44 31 30 37 30 42 32 30 36 38 31 31
42 34 42 43 43 32 41 38 45 42 43 37 38 31 33 35 3c 2f 72 64 66 3a 6¢ 69

Data Ascii: €4-69d62185cd61</rdf:li> <rdf:li>xmp.did:3228BF832C206811808381E5788C353D</rdf:li> <rdf:li>xmp.did
:3233068C982068118083A2B6C28313CA</rdf:li> <rdf:li>xmp.did:324876EBF16BE0119E69E854BBA1F514</rdf:li>
<rdf:li>xmp.did:326DD1070B206811B4BCC2A8EBC78135</rdf:li

Data Raw: 3e 78 6d 70 2e 64 69 64 3a 33 38 41 32 42 38 32 44 35 39 32 31 36 38 31 31 38 44 42 42 42 41 35 30 33 32
37 3938 31 34 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 33 38 41 36 38 39 39
3141 44 44 39 45 33 31 31 39 41 43 30 46 38 31 45 34 43 41 34 43 41 41 45 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3
a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 38 41 37 42 38 39 33 46 41 32 34 36 38 31 31 42 37 35 42 41 39 35 30 34 31 39
3239 3842 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 33 38 43 31 39 38 33 45
43 45 32 31 36 38 31 31 39 35 46 45 44 33 33 42 46 43 34 32 30 43 42 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a
6c 69 3e 78 6d 70 2e 64 69 64 3a 33 38 45 34 45 31 32 31 32 30 33 34 31 31

Data Ascii: >xmp.did:38A2B82D592168118DBBBA5032798148</rdf:li> <rdf:li>xmp.did:38A68991ADDIE3119ACOF
81E4CA4CAAE</rdf:li> <rdf:li>xmp.did:38A7B893FA246811B75BA950419298B8</rdf:li> <rdf:li>xmp.did:38C19
83ECE21681195FED33BFC420CB1</rdf:li> <rdf:li>xmp.did:38E4E121203411

Data Raw: 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 34 37 36 43 32 45 35 41 39 45 39 45 44 46 31 31 42 37 35 38 45 30 39
353232 44 30 44 30 33 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 34 37 38 35
31 31 44 33 30 43 32 30 36 38 31 31 41 46 46 44 41 45 46 42 31 32 31 46 45 33 39 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 7
264 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 34 37 38 35 39 34 41 36 30 42 32 30 36 38 31 31 38 30 38 33 45 32 34 31
32 30 39 39 43 45 44 41 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 34 37 42 31 46
44 34 30 41 32 32 31 36 38 31 31 39 37 34 45 46 31 32 34 46 34 45 38 34 32 37 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72
64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 34 37 42 35 39 31 36 41 35 42 32

Data Ascii: :li>xmp.did:476 C2E5A9E9EDF11B758E09522D0D034</rdf:li> <rdf:li>xmp.did:478511D30C206811AF
FDAEFB121FE394</rdf:li> <rdf:li>xmp.did:478594A60B2068118083E2412099CEDA</rdf:li> <rdf:li>xmp.did:47
B1FD40A2216811974EF124F4E8427B</rdf:li> <rdf:li>xmp.did:47B5916A5B2

Data Raw: 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 35 36 34 30 45 36 43 43 34 35 32 30 36 38 31 31 38 46 36 32 41 45 43
44 39 35 33 31 39 32 30 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 35 36 35 36
46 44 42 38 32 34 39 32 45 32 31 31 42 33 45 45 44 42 30 43 42 38 36 38 38 44 39 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 7
264 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 35 36 36 45 46 46 46 36 34 32 32 30 36 38 31 31 42 36 39 39 45 38 38 38
35 33 45 42 42 42 43 37 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 35 36 37 42 46
31 32 38 30 44 32 30 36 38 31 31 38 41 36 44 43 36 33 38 46 39 46 43 39 35 45 45 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72
64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 35 36 38 30 31 39 34 39 30 39 32

Data Ascii: :li>xmp.did:5640E6CC452068118F62AECD95319209</rdf:li> <rdf:li>xmp.did:5656FDB82492E211B3
EEDBO0CB8688D94</rdf:li> <rdf:li>xmp.did: 566 EFFF642206811B699E88853EBBBC7</rdf:li> <rdf:li>xmp.did:56
7BF1280D2068118A6DC638FIFCISEE</rdf:li> <rdf:li>xmp.did:56801949092

Data Raw: 32 2d 39 30 34 37 2d 38 34 63 31 2d 37 39 34 30 37 64 32 37 63 39 32 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72
64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 35 63 63 37 31 37 63 36 2d 30 64 31 66 2d 34 66 30 31 2d 62 35 62 65 2d 66
3034 31 66 30 64 64 65 38 62 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 35 63
63 65 36 32 38 35 2d 66 38 63 64 2d 63 32 34 66 2d 38 30 61 39 2d 62 36 65 38 31 62 61 38 62 63 32 35 3c 2f 72 64 66
3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 35 63 64 66 38 38 30 34 2d 66 63 34 63 2d 34 66 34 36
2d 38 38 65 32 2d 38 62 32 34 31 36 63 62 39 62 38 65 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70
2e 64 69 64 3a 35 63 65 36 62 37 32 66 2d 37 37 63 63 2d 35 62 34 39 2d

Data Ascii: 2-9047-84c1-79407d27c922</rdf:li> <rdf:li>xmp.did:5cc717c6-0d1f-4f01-b5be-f041f0dde8b0</rdf:li> <r
df:li>xmp.did:5cce6285-f8cd-c24f-80a9-b6e81ba8bc25</rdf:li> <rdf:li>xmp.did:5cdf8804-fc4c-4f46-88e2-8b2416ch9b
8e</rdf:li> <rdf:li>xmp.did:5ce6b72f-77cc-5b49-

Data Raw: 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 36 36 31 44 42 34 37 36 39 34 32 35 36 38 31 31 38
43 3134 41 43 31 44 45 42 38 46 45 32 42 45 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69
64 3a 36 36 32 43 38 33 35 45 45 37 32 31 36 38 31 31 38 43 31 34 41 33 36 45 35 36 36 45 31 32 44 41 3c 2f 72 64 66
3a 6c 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 36 36 34 63 36 33 32 33 2d 61 64 36 36 2d 34 36 37 30
2d 61 39 34 39 2d 65 61 33 31 31 34 32 35 32 63 35 32 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70
2e 64 69 64 3a 36 36 35 38 45 33 43 41 32 35 32 30 36 38 31 31 39 32 42 30 42 37 38 35 43 34 31 34 44 38 36 31 3c 2f
72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 36

Data Ascii: > <rdf:li>xmp.did:661DB476942568118C14AC1DEB8FE2BE</rdf:li> <rdf:li>xmp.did:662C835EE721
68118C14A36E566E12DA</rdf:li> <rdf:li>xmp.did:664c6323-ad66-4670-a949-ea3114252c52</rdf:li> <rdf:li>xmp.did:66
58E3CA2520681192B0B785C414D861</rdf:li> <rdf:li>xmp.did:6
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Data

Data Raw: 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 37 34 43 39 46 38 36 33 35 38 37 39 45 34 31 31 42 41 37
42 46 44 34 37 36 35 30 35 38 34 38 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a
37 34 43 41 37 36 33 34 31 45 30 43 45 34 31 31 39 37 46 32 38 33 44 45 41 39 46 42 44 39 44 31 3c 2f 72 64 66 3a 6¢ 6
9 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 37 34 46 31 35 36 45 41 31 42 32 33 36 38 31 31 41 35 35 46
43 37 34 43 33 35 43 39 37 31 43 32 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 37
34 61 31 34 66 33 37 2d 33 65 62 36 2d 34 39 37 61 2d 38 61 34 32 2d 37 37 33 32 64 35 39 36 61 64 63 33 3¢ 2f 72 64
66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 37 34 61

Data Ascii: <rdf:li>xmp.did:74C9F8635879E411BA7BFD476505848B</rdf:li> <rdf:li>xmp.did:74CA76341E0CE4
1197F283DEA9FBDID1</rdf:li> <rdf:li>xmp.did:74F156EA1B236811A55FC74C35C971C2</rdf:li> <rdf:li>xmp.di
d:74a14f37-3eb6-497a-8a42-7732d596adc3</rdf:li> <rdf:li>xmp.did:74a

Data Raw: 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 38 34 62 32 65 33 66 39 2d 32 65 65 31 2d 34 34 34 34
2d 62 62 64 66 2d 34 37 30 32 36 36 66 39 31 66 31 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70
2e 64 69 64 3a 38 34 66 35 38 35 62 32 2d 64 66 32 35 2d 63 38 34 30 2d 62 61 31 66 2d 61 66 38 35 65 35 32 35 30 66
3331 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 38 34 66 63 61 65 39 35 2d 37 36
3035 2d 61 61 34 63 2d 61 65 35 63 2d 65 61 65 39 62 66 66 30 63 33 39 64 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6¢c 69 3e 78 6d 70 2e 64 69 64 3a 38 35 30 32 35 30 30 38 2d 37 39 30 37 2d 34 35 66 38 2d 39 32 63 38 2d 35 65 36
38 37 36 38 31 36 37 30 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢

Data Ascii: <rdf:li>xmp.did:84b2e3f9-2ee1-4444-bbdf-470266f91f16</rdf:li> <rdf:li>xmp.did:84f585b2-df25-c840-balf-
af85e5250f31</rdf:li> <rdf:li>xmp.did:84fcae95-7605-aa4c-ae5c-eae9bff0c39d</rdf:li> <rdf:li>xmp.did:85025008-7907-4
5f8-92¢8-5e6876816709</rdf:li> <rdf:|

Data Raw: 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 43 30 46 34 45 45 36 32 31 43 43 31 31 36 38 38 38 35 35
38 4330 36 37 34 34 30 32 30 37 35 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 38
43 30 46 34 45 45 37 32 31 43 43 31 31 36 38 38 38 35 35 38 43 30 36 37 34 34 30 32 30 37 35 3c 2f 72 64 66 3a 6¢ 69 3
€20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 38 43 31 33 31 42 43 44 32 30 33 33 31 31 45 35 39 39 46 44 38
3330 32 39 33 42 38 46 45 41 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 38 43
3139 35 37 32 36 37 42 32 32 36 38 31 31 39 31 30 39 44 35 42 34 41 30 43 34 39 35 45 35 3c 2f 72 64 66 3a 6¢ 69 3e
20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 38 43 32 44 34 46 37 31

Data Ascii: rdf:li>xmp.did:8COF4AEE621CC116888558C0674402075</rdf:li> <rdf:li>xmp.did:8COFAEE721CC116
888558C0674402075</rdf:li> <rdf:li>xmp.did:8C131BCD203311E599FD830293B8FEAF</rdf:li> <rdf:li>xmp.did
:8C1957267B2268119109D5B4A0C495E5</rdf:li> <rdf:li>xmp.did:8C2D4F71

Data Raw: 37 46 44 38 34 45 33 43 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 39
39 34 35 35 41 38 37 31 34 32 30 36 38 31 31 39 37 41 35 38 34 46 38 33 39 32 37 42 33 38 34 3c 2f 72 64 66 3a 6¢ 69
3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 39 39 35 61 66 63 66 62 2d 64 36 63 33 2d 33 33 34 31 2d 62 66
3234 2d 37 61 64 30 35 62 35 37 39 30 61 63 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 6
4 3a 39 39 37 33 31 34 45 30 35 44 36 31 45 35 31 31 38 37 45 36 42 37 32 31 43 44 33 35 32 43 37 41 3¢ 2f 72 64 66
3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 39 39 37 33 35 43 32 33 38 38 32 46 45 34 31 31 38 37
44 41 46 38 37 30 45 39 30 42 45 46 44 32 3c 2f 72 64 66 3a 6¢ 69 3e 20

Data Ascii: 7FD84E3C6</rdf:li> <rdf:li>xmp.did:99455A871420681197A584F83927B384</rdf:li> <rdf:li>xmp.did:995afcfb-
d6¢3-3341-bf24-7ad05b5790ac</rdf:li> <rdf:li>xmp.did:997314E05D61E51187E6B721CD352C7A</rdf:li> <rdf:li>xmp
.did:99735C23882FE41187DAF870E90BEFD2</rdf:li>

Data Raw: 43 39 41 46 45 45 32 39 44 30 42 45 33 31 31 38 41 33 32 46 45 41 44 35 37 32 32 39 46 36 34 3c 2f 72 64 66
3a 6¢c 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 41 43 41 45 45 42 38 42 41 32 32 30 36 38 31 31 41 36
31 3344 42 32 36 39 46 45 46 35 32 34 44 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64
3a 4143 42 33 38 30 30 32 41 34 35 44 45 33 31 31 38 31 45 36 45 42 46 38 33 38 32 41 38 41 46 45 3c 2f 72 64 66 3a
6c 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 41 43 42 36 39 31 36 36 33 45 32 30 36 38 31 31 42 41 41
43 39 46 38 38 39 42 35 38 43 44 33 45 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a
41 44 30 34 46 37 45 34 43 43 32 31 36 38 31 31 38 32 32 41 46 41 39 46

Data Ascii: COAFEE29D0BE3118A32FEAD57229F64</rdf:li> <rdf:li>xmp.did:ACAEEB8BA2206811A613DB269FEF524
D</rdf:li> <rdf:li>xmp.did:ACB38002A45DE31181E6EBF8382A8AFE</rdf:li> <rdf:li>xmp.did:ACB691663E20681
1BAAC9F889B58CD3E</rdf:li> <rdf:li>xmp.did:AD04F7E4CC216811822AFA9F

Data Raw: 37 30 38 32 30 36 38 31 31 38 30 38 33 39 43 37 45 38 39 37 37 35 41 45 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢
72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 42 41 38 32 46 31 35 43 31 34 32 30 36 38 31 31 38 44 42 42 42 38 38 39
35 37 39 31 35 34 30 44 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 42 41 38 38 38
39 3041 41 42 38 45 45 30 31 31 41 44 33 46 46 37 36 44 30 42 41 43 39 44 43 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 6
4 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 42 41 38 39 43 41 42 43 32 44 32 30 36 38 31 31 39 39 34 43 45 38 33 42 42
42 43 38 36 44 37 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 42 41 42 39 42 41
44 45 30 45 32 33 36 38 31 31 42 44 33 35 39 32 31 36 34 43 37 30 37 30

Data Ascii: 70820681180839C7E89775AE4</rdf:li> <rdf:li>xmp.did:BA82F15C142068118DBBB8895791540D</rdf:li>
<rdf:li>xmp.did:BA88890AABBEE011AD3FF76 DOBACIDC8</rdf:li> <rdf:li>xmp.did:BABICABC2D206811994CE
83BBBC86D74</rdf:li> <rdf:li>xmp.did:BABIBADEOE236811BD3592164C7070

Data Raw: 31 31 41 36 31 33 46 42 31 30 30 36 38 45 39 38 44 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e
78 6d 70 2e 64 69 64 3a 44 30 46 46 30 33 34 42 30 45 32 30 36 38 31 31 39 32 42 30 42 32 46 41 38 42 37 43 44 46 37
31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 44 31 31 36 41 32 38 30 39 38 32 30
36 38 31 31 38 30 38 33 41 32 42 36 43 32 38 33 31 33 43 41 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6
d 70 2e 64 69 64 3a 44 31 33 41 41 45 35 46 43 46 37 30 45 37 31 31 42 36 35 31 45 35 46 46 36 34 45 45 33 32 38 32
3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 44 31 35 34 33 34 41 30 30 39 32 30 36
38 31 31 38 30 38 33 38 43 33 30 35 44 43 41 39 45 38 39 3c 2f 72 64 66

Data Ascii: 11A613FB10068E98D9</rdf:li> <rdf:li>xmp.did:DOFF034BOE20681192B0B2FA8B7CDF71</rdf:li> <rdf:li>xmp.
did:D116A280982068118083A2B6C28313CA</rdf:li> <rdf:li>xmp.did:D13AAESFCF70E711B651E5FF64EE3282</rdf:li>
<rdf:li>xmp.did:D15434A00920681180838C305DCA9E89</rdf

Data Raw: 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 45 36 33 31 42 33 34 37 30 41 32 30 36 38 31 31 39 35 42
42 38 45 32 44 39 39 41 36 37 36 44 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a
45 36 34 36 30 32 33 37 46 46 45 34 45 30 31 31 42 37 34 33 39 42 36 38 41 30 31 31 33 38 45 41 3c 2f 72 64 66 3a 6¢ 6
93e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 45 36 34 41 43 38 44 37 30 44 45 31 44 45 31 31 39 33 43 37
38 41 33 37 37 46 33 30 38 31 33 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 45
36 3544 32 42 41 46 39 37 32 30 36 38 31 31 38 46 36 32 38 34 35 32 38 35 44 33 33 43 35 36 3c 2f 72 64 66 3a 6¢ 69
3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 45 36 36 36 46 39 46

Data Ascii: <rdf:li>xmp.did:E631B3470A20681195BB8E2D99A676D6</rdf:li> <rdf:li>xmp.did:E6460237FFE4EQ
11B7439B68A01138EA</rdf:li> <rdf:li>xmp.did:E64AC8D70DE1DE1193C78A377F30813B</rdf:li> <rdf:li>xmp.di
d:E65D2BAF972068118F62845285D33C56</rdf:li> <rdf:li>xmp.did: E666FIF
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Data

Data Raw: 69 3e 78 6d 70 2e 64 69 64 3a 46 33 33 45 39 30 34 34 44 39 42 39 44 46 31 31 41 35 44 41 45 33 34 33 31
44 35 42 35 43 31 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 46 33 34 36 46 39
37 43 31 34 32 30 36 38 31 31 39 31 30 39 42 36 44 42 34 38 45 39 31 38 30 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64
66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 46 33 35 37 34 43 34 38 46 42 34 30 45 30 31 31 42 44 43 44 41 36 44 37 45 33
44 44 46 42 39 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 46 33 36 35 32 46 42
43 44 38 32 34 36 38 31 31 39 35 46 45 46 31 37 37 45 35 34 44 38 38 39 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6¢c 69 3e 78 6d 70 2e 64 69 64 3a 46 33 38 33 38 31 39 35 33 44 32 30 45

Data Ascii: i>xmp.did:F33E9044D9B9DF11A5DAE3431D5B5C13</rdf:li> <rdf:li>xmp.did:F346F97C142068119109
B6DB48E91803</rdf:li> <rdf:li>xmp.did:F3574C48FB40E011BDCDA6D7E3DDFB97</rdf:li> <rdf:li>xmp.did:F365
2FBCD824681195FEF177E54D889B</rdf:li> <rdf:li>xmp.did:F38381953D20E

Data Raw: 31 31 41 37 42 41 41 30 33 36 33 36 38 41 45 43 30 43 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e
78 6d 70 2e 64 69 64 3a 46 37 37 46 31 31 37 34 30 37 32 30 36 38 31 31 41 37 42 41 44 32 31 44 44 42 41 37 33 37 38
42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 46 37 37 46 31 31 37 34 30 37 32 30
36 38 31 31 41 38 36 41 45 41 35 34 46 42 38 38 30 44 45 38 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6
d 70 2e 64 69 64 3a 46 37 37 46 31 31 37 34 30 37 32 30 36 38 31 31 41 39 33 41 45 45 33 45 32 32 39 46 43 38 46 35
3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 46 37 37 46 31 31 37 34 30 37 32 30 36
38 31 31 41 39 36 31 43 30 43 34 33 33 35 44 34 37 45 42 3c 2f 72 64 66

Data Ascii: 11A7BAA036368AECOC</rdf:li> <rdf:li>xmp.did:F77F117407206811A7BAD21DDBA7378B</rdf:li> <r
df:li>xmp.did:F77F117407206811A86AEA54FBB80DES</rdf:li> <rdf:li>xmp.did:F77F117407206811A93AEE3E229F
C8F5</rdf:li> <rdf:li>xmp.did:F77F117407206811A961C0C4335D47EB</rdf

Data Raw: 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 46 46 37 46 31 31 37 34 30 37 32 30 36 38 31 31 42 43 43
323942 46 33 44 44 36 35 33 34 45 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a
46 46 38 35 31 39 36 45 32 41 32 30 36 38 31 31 38 41 43 34 39 41 39 45 34 43 44 35 45 39 43 32 3c 2f 72 64 66 3a 6¢ 6
9 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 46 46 39 39 33 31 32 41 43 30 32 30 36 38 31 31 39 39 34 43
45 38 33 42 42 42 43 38 36 44 37 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 46
46 43 46 38 46 39 37 30 41 32 30 36 38 31 31 38 30 38 33 43 44 46 44 46 39 42 33 35 31 30 44 3c 2f 72 64 66 3a 6¢ 69
3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 46 46 46 35 37 33 44

Data Ascii: <rdf:li>xmp.did:FF7F117407206811BCC29BF3DD6534EB</rdf:li> <rdf:li>xmp.did:FF85196E2A2068
118AC49A9E4CD5E9C2</rdf:li> <rdf:li>xmp.did:FF99312AC0206811994CE83BBBC86D74</rdf:li> <rdf:li>xmp.di
d:FFCF8F970A2068118083CDFDF9B3510D</rdf:li> <rdf:li>xmp.did: FFF573D

Data Raw: 64 61 39 30 38 2d 36 63 34 31 2d 34 36 32 39 2d 39 38 38 39 2d 32 65 35 30 36 62 30 61 32 34 32 37 3c 2f
72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 64 30 63 36 38 38 65 33 2d 62 30 66 63 2d 65
30 34 64 2d 62 38 35 34 2d 33 30 66 31 66 35 38 30 34 37 61 35 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 7
8 6d 70 2e 64 69 64 3a 64 30 64 61 33 33 64 38 2d 36 37 32 36 2d 62 35 34 32 2d 39 37 39 34 2d 35 37 65 36 66 34 62
33316562 64 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 64 30 66 66 66 33 66 63
2d 62 61 61 36 2d 31 33 34 31 2d 62 39 35 66 2d 62 61 66 34 61 32 34 30 31 30 34 66 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢
72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 64 31 35 34 30 35 37 63 2d 33

Data Ascii: da908-6c41-4629-9889-2e506b0a2427</rdf:li> <rdf:li>xmp.did:d0c688e3-b0fc-e04d-b854-30f1f58047a5</r
df:li> <rdf:li>xmp.did:d0da33d8-6726-b542-9794-57e6f4b31ebd</rdf:li> <rdf:li>xmp.did:dOfff3fc-baa6-1341-b95f-b
af4a240104f</rdf:li> <rdf:li>xmp.did:d154057¢-3

Data Raw: 61 37 61 64 2d 38 36 36 37 39 62 36 37 37 37 64 62 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78
6d 70 2e 64 69 64 3a 65 38 61 33 36 65 31 63 2d 64 66 32 32 2d 34 62 39 66 2d 62 63 66 35 2d 64 37 31 37 62 38 62 35
39 63 64 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 65 38 62 36 32 65 64 37 2d
65 38 66 65 2d 30 38 34 63 2d 62 36 65 33 2d 66 62 36 37 63 36 33 31 62 37 34 65 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 6
4 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 65 38 64 30 61 37 64 37 2d 31 37 38 65 2d 34 30 61 39 2d 61 38 63 35 2d 36
34 30 66 31 39 66 35 30 36 65 64 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 65 39
3162 35 64 33 30 2d 39 36 37 37 2d 34 65 34 62 2d 39 37 38 66 2d 39 62

Data Ascii: a7ad-86679b6777db</rdf:li> <rdf:li>xmp.did:e8a36e1c-df22-4b9f-bcf5-d717b8b59cd7</rdf:li> <rdf:li>x
mp.did:e8b62ed7-e8fe-084c-b6e3-fb67c631b74e</rdf:li> <rdf:li>xmp.did:e8d0a7d7-178e-40a9-a8c5-640f19f506ed</rdf:li>
<rdf:li>xmp.did:e91b5d30-9677-4e4b-978f-9b

Data Raw: af 5¢c ae 72 al b2 53 8b 2d 26 19 27 2b 56 66 4a 90 7d c7 d9 1f d9 9a ec 99 49 08 b4 6d dd 88 d4 3d 62 80 f1
b5 51 c9 8e d5 66 fd 93 5f da cc 31 96 90 9a 36 85 63 a4 92 ¢5 58 b8 00 ee 01 15 03 e2 e3 94 9c 92 99 a6 4c 7a f6 56 79
8¢ f1 82 80 d4 aa 8f e3 ef 9b Oc 70 ef 40 09 64 1a a4 b0 48 15 87 c2 09 aa d3 c7 ed 6f 99 47 18 21 35 68 8b dd 46 5b b2
f1 46 b5 8d d4 28 a9 a5 29 91 84 38 54 04 15 b5 8b 7d 8d 83 €6 54 a4 95 79 b4 96 51 40 f5 71 dO 76 c0 26 a8 17 Ob 09
2b 4f 8b al a7 be 5a a8 b8 65 8b d2 fb 20 52 b4 07 ¢7 2b a5 50 bb b9 37 00 48 8b 42 3f 8f 86 4c 05 43 ¢3 20 46 02 b4 23
C7 2c 4a 62 2 73 01 01 04 56 a7 6d fe fc 0a 86 22 af c8 ee d5 fb 86 15 57 b8 89 99 36 20 53 76 f1 ¢8 da a9 d9 d9 b9 e5 2f
4450 3e 2f 1c 8¢ a4 94 4c ce 19 81 5f b0 07 7e ff 00 2¢

Data Ascii: \rS-&+VJ}im=bQf_16cXLzVyp@dHoG!5hF[F()8TITYQ@qv&+0Ze R+P7HB?LC F#,JbsVm"W6 SvIDP>/L_~,

Data Raw: 8b 08 64 84 6b 13 ea 04 9c 90 2b b8 02 a7 db 0a 50 4e 7d 37 24 2d 56 b4 df 12 84 44 36 ce 50 4b 18 ea 7a 78
e4 54 a7 36 08 63 8e 42 d5 Oc cb 4a 1c Oc 50 d1 ea 31 98 3e ad 3c 60 8 10 37 af cf ¢3 Ob 25 d6 57 e2 d0 73 54 56 60 41
50 d5 a0 f1 6¢ Oc 69 05 73 3c b7 b2 2a c8 fd 5a 80 92 7b 9f f8 88 c9 25 af a9 7d 5e f4 da 02 25 72 68 ac 82 al ab 84 31
2a50 19 20 bb 53 08 65 92 36 ea 46 €0 83 el 8b 20 c8 ed a2 9a 47 fa b5 c7 a9 34 93 af 23 1b 83 c0 93 dO fc 3e f8 a7 92
ad a7 97 da 17 f4 ae 9d db d4 60 02 16 al 1c 77 6e 54 aa b7 f9 3f b5 8b 12 51 9a a6 97 77 01 17 dO c6 97 10 44 dc 98 81
5f b5 b6 eb fb 5¢c 46 04 25 17 fa 9f d6 5d e2 bc 24 44 el a4 8c a8 00 17 fd 8e 9f b3 c7 6 70 a8 46 47 63 6f a9 d9 47 15 ab
33 5d 80 4b bb b5 15 a9 fe eb 45 6f e4 19 16 76 84 d5

Data Ascii: dk+PN}7$-VD6PKzxT6cBIP1><"7%WsTV APlis<*Z{%}"%rh1*P Se6F G4#>"wnT?QwD_\F%]|$DpF
GcoG3]KEov

Data Raw: 03 9a d3 c7 fe 1b 2c el 5b 64 77 7a e5 ae af c1 ee cb 2c eb ¢5 09 23 €0 50 bd 0d 3d f3 13 c2 el e4 8e 24 16
b9 03 ca 07 d5 9d 4c 51 bl Oa cb bl 60 4e 5f 8¢ 53 12 10 b6 c0 20 €0 b6 €2 49 01 24 96 dc fb 9c bl 20 27 1e 5a bb 89 6e
7d 4b b4 12 2d 09 5a d3 66 fd 9d bf c9 ca b2 02 46 cc b6 08 ce 77 13 7a f2 58 db ¢6 bl 13 cf ed 00 4d 3f 97 91 al 2d fc
ab 94 c4 14 25 37 1a 62 19 bd 4b 95 a3 c9 bf 03 bf 13 ff 00 1a €5 97 41 21 11 af 49 10 Ob 05 92 7a 50 80 48 1f cf b5 2b fe
ch 2512 b2 62 5a b8 11 71 81 01 55 1b 90 7c 4e 66 e3 2d 45 2d 32 33 b5 6b 4a 78 Oc bc 35 af 93 88 62 24 fb 54 df 0d al
64 91 85 a0 51 f0 81 5¢ 59 bb d5 42 a0 0d cf be 04 39 48 61 51 7 62 c¢5 54 48 d1 c7 bf c2 49 c5 69 46 77 e0 c5 5b 7a Oe
d9 30 19 52 bc 51 f3 €3 52 77 07 01 Oa a7 24 df 08 5a

Data Ascii: ,[dwz #P=$LQ'N_S I$ 'Zn}K-ZfFwzXM?-%7bKA!zZPH+%bZqU|Nf-E-23kJx5b$TdQ\YBIHaQbTHIiIFW[zORQR
w$Z
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kBytes

Timestamp transferred Direction
2022-04-08 08:02:43 UTC 4015 IN
2022-04-08 08:02:43 UTC 4031 IN
2022-04-08 08:02:43 UTC 4039 IN
2022-04-08 08:02:43 UTC 4047 IN
2022-04-08 08:02:43 UTC 4063 IN
2022-04-08 08:02:43 UTC 4079 IN
2022-04-08 08:02:43 UTC 4086 IN
2022-04-08 08:02:43 UTC 4102 IN
2022-04-08 08:02:43 UTC 4118 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 9a 38 50 e3 89 1d €9 90 a6 40 a3 6¢ 3e ab 77 38 b0 55 5b 78 dc f2 2e 6a d4 0a 3a 0f f8 c9 84 06 41 01 66 f2
€7 339b 70 79 2d 45 50 12 68 76 €9 92 a5 Oa 3f a6 65 88 70 8c 86 88 50 71 71 51 f2 df 07 Ob 26 ed f5 89 e0 6f ac 08 dO
28 6a d4 2f 43 fc b8 Oc 6¢ 22 €9 15 a8 6b 13 5e Oe 37 3b d4 96 51 el 5c ae 30 01 4c ad 2b 47 2a 68 3b ee 72 da 61 4a
69 17 36 23 b7 8e 49 28 bb 61 22 10 4f 1f 87 7d c5 6a 30 25 af 54 7a ac cb b8 6f 0d 80 c0 55 39 86 ea 48 al 4e 14 52 76
04 6d 51 fe 56 61 48 6e ca 94 af 67 79 22 63 1b 1a 25 39 82 7b 1c 21 31 09 86 94 62 d6 57 87 00 bc 55 40 a0 ae e3 c7
2899 31 6¢ 08 95 f2 ad bb b4 a6 e2 74 89 63 5e 45 94 7d a2 07 d8 4e 5d 7f ca 6¢ 90 cb 69 d9 8¢ 5a 19 2d 5e 43 12 87 8
¢ 6e cc 7d f3 2c 6e d6 54 55 e4 d4 14 47 12 80 2a 7e 2f eb 93 1b

Data Ascii: 8P@I>w8U|[x.j:Af3py-EPhv?epPqqQ&o(j/CI"k"7;Q\0L+G*h;radi6#l(a"0}j0% TzoUIHNRvmQVaHngy"c%9{
11bWU@(1Itc"E}N]liZ-*Cn},nTUG*~/

Data Raw: 63 2c 80 6¢ dd 9b 41 24 aa f2 3b bd 18 bd 40 fd db 53 a5 6b b7 1c b7 70 d7 b1 51 d6 a6 b7 93 d6 95 d3 ab 06
57 5e b4 1f ee af 0e 07 2f 89 2c 4a 45 69 76 23 b9 5 ed 22 dd 9e a8 8c 6a bb 8f b3 96 dd 35 73 45 df €8 b2 d8 1f 88 a5
c33b 56 8a 7e 15 27 e2 f8 5b c7 1e 20 59 70 d2 95 c6 91 71 2b b4 f7 7c 61 76 01 50 13 b3 7c ff 00 97 07 18 5e 1b 54 bl
do 2f e0 e5 fb e8 e3 d8 86 ab 6d ff 00 37 e5 67 28 0d 83 15 ab 5b 58 37 29 22 9e 1e 57 08 15 e3 70 b4 4e a3 96 eb 90 9c
fa b3 10 4c 2f 34 e6 8c 7a b1 a0 95 97 fb cO bb 54 1f {7 df 2c aa 39 37 6¢ 38 90 b7 57 51 44 de 93 7d 8e 42 88 07 12 3d
9 7f 36 5e 0d b4 d5 2a c4 b7 30 38 31 d0 8e 5b ab 1a d3 e5 bf 06 6¢ 81 a4 d2 8c ba dc 16 c5 a3 1f 6d 87 16 00 0f a7 7c
02 04 a4 c8 31 a9 2e ae 2f dd 6d ed d8 9a 93 c5 46 66 08

Data Ascii: ¢,|A$;@SkpQW"/,JEiv#"|5sE;V~'[ Ypg+|avP| "T/m7g([X7)"WpNL/4zT,97I18WQD}B=6"*081[Im|1./mFf

Data Raw: 77 03 a5 72 99 04 d3 77 37 f6 d1 aa c2 09 32 f5 2a bd f0 43 1d b1 4b e4 bc ba 9c 7a 88 78 00 45 07 86 65 47
18 8a 78 51 6 8e 5a el 59 df 9f 70 b4 fe 38 98 b2 01 3a b1 bc 58 19 86 c0 11 43 51 df 22 03 70 28 39 ae 60 3c a6 a8 34
0d 4f 9e 42 90 64 d5 95 ¢3 18 c9 e4 37 04 b1 3d bd bl 50 55 34 9b 79 27 47 91 b8 d2 b4 dc 6e 4f 6¢ 31 Oc cO 7f ff d6 89
2060 78 91 4a e6 21 Oc 90 66 d5 al 42 16 a5 d0 5 ad 41 c5 Oa fO cO 24 35 5d 8f 7c 81 34 82 51 96 e0 05 ab 0a b0 db 7c
aeed5belcl4b1a827be3 6aefaact07cdb527 a9 f6 c6 d5 11 c2 24 5f 03 91 25 56 a0 Oa 4b 03 5a e4 55 a9 60 74
21 eb f4 5312 ab 65 7a 7c 24 d4 6f 4a Oc 56 da 85 58 bd 3f 6b b6 04 85 b7 2d 24 67 8b d6 a3 ae 1a 67 4a 6b 2a bd 36 a9
27 be 10 a8 ae 09 cc 96 3b 2f 45 1b el a4 80 8b 96 85 8b

Data Ascii: wrw72*CKzxEeGxQZYp8:XCQ"p(9'<40Bd7=PU4y'GnOI1 "xJfBA$5]|4Q|[K{j'$_%VKZU t!Sez|$0IVX?k-$
g9gJk*6";/E

Data Raw: 14 Oa Of 6¢ 8a 40 4d ad ec 4c 96 ab 04 9f 0d 07 36 a0 f8 77 ec 32 be 26 7c 29 3e al a0 bc 4c 82 12 aa 6a 69
ch 61 4c 02 41 ¢6 9c 29 48 db 5c c6 df 19 5a 05 e4 69 el 90 94 da e9 ff d2 8f 35 c5 d3 99 2d e4 8c c5 €9 bl 42 a7 35 65
69 7d 8c dc 54 21 3f 12 5 07 a6 55 34 4b 64 53 1a cb 1b 45 c1 91 98 be fb 80 40 fb 05 b2 96 b6 f5 0d 2c c8 8e 1d 82 c9
18 0d ce bf 08 07 f6 7e 59 64 36 2c 84 a9 22 50 47 c0 5f e0 22 9b 78 e6 5b 37 08 €3 6a a0 24 80 3a 1d f2 56 ab 24 b6 5a
0Oe 3f 68 6e 06 22 54 91 ba 06 fa cd da 92 2d 59 c1 a9 03 b0 19 64 67 6a 50 8f 1b ba a8 61 53 d6 87 2d b6 2b ec d4 2a bl
55 e4 7a 1c 04 a2 95 3e a8 14 d0 91 f1 6e 30 5a b4 ¢8 50 32 d2 b4 f6 db 21 68 45 da b0 58 55 23 72 c1 77 3b 74 f6 c1 48
25 0f 79 6f ce 4520 71 e7 b5 17 73 f3 38 da 82 €9 ac 56

Data Ascii: [@ML6w2&|)>LjiaLA)H\Zi5-B5ei} TI?U4KASE@,~Yd6,"PG_"X[7j$:V$Z?hn"T-YdgjPaS-+*Uz>n0ZP2!hEXU
#rw;tH%yoE qs8V

Data Raw: Oe 58 23 7b e4 d6 93 Ob 5a 2e ed cb €5 d2 b9 14 d3 5c 6e 1d f9 01 b8 e9 el b6 04 aa a2 bc 4c b2 f1 1c d8 9e
bd bd fO 85 a4 22 ce 64 70 66 50 a8 58 fc 43 b9 fe 6¢ 4a a6 8f 71 23 46 52 31 d3 60 4f 7d ff 00 a6 41 92 c8 6d 9c c2 2e
88 2e 4b 14 a0 ff 00 27 20 c6 95 04 51 Ob c0 63 20 d7 ed 1f 7f 6¢c ae 5b 31 29 97 d5 d1 bd 47 63 c5 98 50 02 29 ca 9d ff
00c9 cc 53 24 95 88 d1 5d 32 al 56 52 6a 14 a9 e8 69 4f 8b 23 ¢6 c1 2c b9 bl 77 4e 22 b5 02 80 77 27 c1 7d b3 2e 12
b6 25 7d be 8d 04 51 86 bb 63 ea a9 Oc 8a 37 a7 fa f9 72 40 55 85 62 54 2c aa 5b 8d 58 31 14 56 c1 20 9e 49 ed b6 a4
1c 45 73 2a 8e 6¢ 00 3¢ 7a 7c be 8c a0 b6 89 29 dc dc b4 4d c8 af 27 52 68 3e 7d b2 2a 4a 57 ab 33 3b 87 97 63 5a 91 e
1 ed 8b 54 8a 50 ce 6e 2e d0 32 92 a2 99 63 58 dd 9a c5 6f 1d cb

Data Ascii: X#{Z.\nL"dpfPXCIJg#FR1 O}Am..K' Qc I[1)GcP)S$]2VR]jiO#,wN"w'}.%}Qc7r@UbT,[X1V IEs*I<z|)M'
Rh>}*JW3;cZTPn.2cXo

Data Raw: bd c4 b3 b3 94 45 92 6a 50 92 76 15 ff 00 2b f9 b2 40 2d ad b7 d3 2f al 57 65 el 12 53 7a b0 eb 82 46 d6 d5
ed e3 9a ca 2f ac 45 23 48 cd 42 11 41 2b 41 fe 57 b9 cc 79 c0 4b 9b 21 35 15 3 0d dO 7f ac 44 81 25 35 15 eb 4f 96 08
€308 24 94 b2 f5 ee 2f 0f 62 14 d4 9e f9 7c 45 31 43 b4 7e b8 51 d5 fe 2e 40 f6 c9 da a3 51 62 22 36 42 Oa ba 90 dd 4d
0Oe 57 6d 8a 53 47 25 a8 1c 40 02 5a 6e 0d 76 3b el 64 b1 a3 9e 1a 4e 05 05 7b 8f ¢7 0a d2 2a d9 a5 bc 56 5b a6 €9 b2
b6 db 7b 53 23 c2 96 92 dd 9e 53 e8 82 ce a2 9b Oc 95 31 a4 1d c9 95 c5 4e cc 1e 80 53 7c 69 8a 31 c3 db 85 8e 7e bb
51 69 b9 ae 34 85 97 28 66 04 11 46 fc 3e 8¢ 69 98 50 fa ac 89 13 42 2a c4 ef d7 65 a6 14 b5 63 7c 60 8e 50 b2 d5 80 1f
0d 2a 08 c9 18 ad a9 ad f2 b3 04 90 52 a3 c3 6¢ 2¢ 3a a3 a7 9b

Data Ascii: EjPv+@-/WeSzF/E#HBA+AWYK!5D%50%/b|E1C~Q.@Qb"6BMWMSG%@Znv;dN{*V[{S#SINS|i1~Qi4(
fF>iPB*ec| P*RI,:

Data Raw: ae 14 d6 20 48 09 51 fc ea dd 72 52 04 b3 89 01 33 f3 0f 9a al 9a cf 8f a5 14 73 03 42 c1 14 a5 7f d8 ee 30 e2
€241 e699 e4 04 72 61 82 e4 dc d4 dO Oe 3b d6 9b 66 ce a9 c5 b4 1d c4 3f 58 1c a9 46 a7 8d 3a 77 c9 04 da 9a 83 1c
60 95 2d 43 4d fc 70 14 21 61 be 92 de 45 9d 48 e6 bd 08 3b d7 b6 4b 84 10 85 79 75 59 af 90 47 31 3c 4d 49 f0 af f3 53
04 31 08 a6 d4 6d 20 9a 39 04 61 f8 ac 86 9c 8f 4a 65 84 aa fe 11 3c 86 13 f1 52 a2 a4 7e 38 7a 21 b9 e2 8e 29 91 21 20
8228 47 b6 3c d1 68 ab 59 60 59 fd 38 4a 83 d8 9e 80 8f da c1 48 b4 1e ab 64 d1 c9 48 a4 12 46 45 6a 95 00 7f 37 5¢ 21
89 6a Ob 81 1f 32 37 f8 68 3e fc 8a 14 61 bc e2 42 83 40 77 6¢ 95 2a 22 cf 54 55 b9 8 d8 8a 8d 88 f6 ch 06 cc 82 65 79
64 97 85 ae 2c b7 76 1f 1a d3 73 4f da 18 48 b6 54 91 ca

Data Ascii: HQrR3sBO0Ara;f?XF:w -CMp!aEH;KyuYG1<MIS1m 9aJe<R~8z!)! (G<hY Y8JHIHFEj7\!lj27h>aB@wI*"TUe
yd,vsOHT

Data Raw: af 45 1d 8e 53 30 al 15 a9 5e c2 66 48 a5 06 57 43 b3 36 ca 2b fe ae ed 94 53 30 a8 97 d1 da 71 1e 89 0Od 23
71 04 4 35 3b be 54 59 d3 b5 dd 52 09 6a b6 71 88 63 26 85 80 dd 87 72 72 71 8b 24 3d a5 ac €8 86 62 01 8d 45 23 27
bd 7b f0 f6 c9 96 4a f2 da dc 5a 70 ba b8 05 39 6d b9 00 d6 9b 1e 1d 70 55 a6 95 al d7 9e e7 {7 51 1e 2d 5f 89 8e c7 8f
fa df e5 64 7c 36 48 6b 9b €8 fd 65 92 e1 Oc d0 a0 e8 86 87 fc 9a e5 a0 26 d7 5f 6a 92 5d fe f2 34 58 c0 d8 54 56 bb 7e
d3 64 b9 20 ca d4 2c e0 b8 99 Oa ab 28 62 el 6a 7b 96 fe 55 c5 81 2b a4 b2 7b 49 a3 8e 56 0d 11 fb 6¢ bd 48 1d 97 27
74 d6 52 2b cb 29 21 97 97 13 c1 89 e3 b7 6a e4 78 99 86 4f a4 83 04 6a e4 aa 9e 24 7a 8a 0f 24 af ed 78 65 32 36 b6 ac
d6 fO c9 2f 18 a5 a5 b2 8a f3 94 ee e7 fe 6a 38 8d 99 da 13 9¢c

Data Ascii: ESOMHWCE+S00#05; TYRjgc&rrq$=bE#{IZp9mpUQ-_d|6Hke&_jl4XTV~d ,(b{U+{IVIH'tR+)!jxOj$z$xe26/j8

Data Raw: ca a3 {7 4d 1f ¢3 f0 91 fb 47 f9 b8 e2 c9 4d 6e ae 1c d2 3d 95 ¢8 Oc 2b b1 2b d2 ab 80 a2 d6 eb 4a d2 51 1a 94
1b 82 3f a6 4a 28 92 46 a8 a0 fa 6e 69 be dd f2 e2 58 52 71 65 78 f1 f1 36 ea Ob Oa 86 62 b5 14 ca Oa ab c9 ea 48 c6 44
05 9a 43 d1 45 01 ed 4a 60 b6 25 21 bd f8 67 75 51 4d f7 07 2f Oa af a7 30 69 18 c9 f0 85 5d be 9c 07 64 83 48 fb 59 16
16 28 a0 ec 6b 43 e3 95 5b 3e 68 da b5 c4 6e 1b fb ce 2a 57 ¢3 63 88 45 25 57 76 a0 1le 48 7b 50 9c 28 47 06 48 ed 44
0e 09 35 e4 a7 b9 c8 1d d4 9a 4a a6 06 €9 9a 49 07 f7 62 a4 64 80 63 6a d2 43 f5 86 12 42 38 ec 28 4f 4¢c 5b 01 4e 6f d6
2b 60 8d 14 fe al 5e bb 53 b7 41 95 12 92 16 40 80 f2 76 52 1d b6 24 6f 41 91 2d 68 38 a4 81 65 50 cb ea 35 40 5a 6d
dO ee 29 8a 84 7 50 bc 8e 5b af 5a da 34 85 d5 69 4e 23 8a

Data Ascii: MGMn=++JQ?J(FniXRgex6bHDCEJ %!guQM/0i]dHY (kC[>hn*WcE%WvH{P(GHD5JIbdcjCB8(OL[No
+ASA@VR$0A-h8eP5@Zm)P[Z4iN#
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2022-04-08 08:02:43 UTC 4166 IN
2022-04-08 08:02:43 UTC 4174 IN
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Data

Data Raw: b5 3d 79 91 f2 c3 el 79 af 13 52 73 8f 65 76 1le e7 23 2b 8e c0 c9 23 75 al ca a9 f8 c9 6a 77 15 c0 24 40 e6
a4 28 b1 99 85 39 82 0f 6d 86 54 4c ea ad 98 ae e4 38 0d 52 06 63 8b 66 ae 90 b2 8e bd 73 26 30 21 ac 95 c5 76 f8 be fa
e4 c8 42 de 24 74 3d 7e 9c 03 6e 45 92 5f a9 5b 09 90 86 €8 7a e5 53 67 12 c2 fc cb a5 c9 21 8a ea dd 69 3d ba 7a 5f 06
c1 90 6e 3e 15 fd bf e6 6¢ be 19 25 40 1f el 1d 3f 1f 57 f3 93 c¢2 99 68 92 35 dd af aa 7a 30 00 7f c6 d9 64 4d 8b 62 54 20
76 9d 99 4d 47 54 af f9 fb 64 a3 bb 19 6¢ a5 76 88 c0 40 08 e2 bb fc c0 cb a3 1a d9 81 4b 2e 9f 88 2e 95 64 6f 88 92 77
db f6 7e 59 6f 26 Oc 53 5e b9 f5 d5 1c 82 65 6e 80 57 €8 c8 49 a2 65 5b cb 91 7d 56 27 33 7f 7c 4f 71 db 35 3a 99 f1 6d fc
d4 0d d7 4d 74 80 3b 9d a4 34 el 5¢c ab 17 72 94 66

Data Ascii: =yyRsev#+#ujw$@ (9mTL8Rcfs&0!vB$t=~nE_[zSg!i=z_n>1%@?Wh5z0dMbT vMGTdIv@K..dow~Y
0&S"enWIle[}V'3|0g5:mMt;4\rf

Data Raw: a0 ae c2 81 46 6d 31 50 0d 52 4d 7c 91 76 6c¢ af d6 43 f1 33 6¢ 6a 3a Oe e5 72 7c 5¢ 2c 44 a9 9e 6b 5a e5 a8
62 62 08 c3 e4 3f 5e 5b 11 7b b6 19 bc f3 53 b e3 f1 cf 4e 4c 6a 01 3b 7b 53 19 07 1e 46 d2 74 b9 35 7b 96 3b 30 a0 15
c8 c8 53 5a a2 4c 24 8d e6 00 84 63 40 3b d3 2b 25 28 cb 2b 06 7f b2 59 51 a8 6a 7a 0a Oc ac 96 40 20 e4 77 7b 92 ce
79 2d 78 a0 03 60 2b 6 b2 d8 8e a8 4d fd 06 5b a6 9b 95 11 54 10 01 ea 7b be df 67 2b 94 ac b2 01 37 d2 f5 6e 72 8b 82
c0 46 c7 80 1d f7 1f 6b 31 cc 80 66 Ob 2c b3 be 58 2d 1e 17 e3 Oa 6e 56 a2 a4 83 fb 61 7d f1 33 bl bb 68 28 47 f2 85 e5
fd b8 ba b7 88 95 75 04 30 22 84 7b 64 63 80 91 6¢ 65 15 bf 97 7a f4 36 1a da 58 ce 1d 26 9e b1 53 dc 7c 54 e3 97 €0 85
1f f7 4d 04 90 f7 4e 14 4d c9 1f 8e 67 ca 3b 73 a6 60 af 1c

Data Ascii: Fm1PRM|vIC3Ij:r|\,DkZbb? [{SNLj;{SFt5{;0SZL$c@;+%(+YQjz@ w{y-x +M[T{g+7nrFk1f X-nVa}3h(Gu0"
{dclez6X&S|TMNMg;s"

Data Raw: 71 be 59 09 70 a0 8b 4a 6e ec d5 89 24 66 cf 16 66 83 16 1b ae 17 d1 a4 33 c3 dc 1e db Oa f6 cd a6 3c 9c 41
a4 84 85 3c 5 14 ¢8 54 23 09 01 Oa bb 54 56 bb f1 fe 5¢ b8 e2 a6 22 4c df 84 93 5a 7a d1 91 c4 9a 53 c¢7 €5 98 92 6e 1b
a2 96 24 9e d8 bb 80 22 42 76 ef b6 c0 e4 Oe el 3d 52 2b ad 32 79 64 4 e5 6f f4 35 40 42 81 bb 1f €5 ae 42 20 de €9 21
01 a8 ea d2 db 4c 96 el 2a 58 f0 01 7a 8c b2 da €9 05 ab eb cf Oc 46 34 fd e0 89 a8 ca 3a 92 7f 9b 11 2f f6 2d 52 29 70
9d c4 2e a5 79 19 17 99 ff 00 27 32 62 5a 9f ff d5 e6 8b c4 72 11 20 2c 7f 9c f4 ff 00 62 33 5e 1b 14 ed €0 7e 40 12 16 9b
50 6¢ 77 cb 18 d2 94 52 24 53 18 b9 00 47 46 {7 ¢3 cd 42 b5 b9 91 48 63 47 00 d4 fb e4 5b 02 76 c9 38 b7 e6 59 52 35
eB aa 28 5a bf e5 76 ca c1 64 92 de aa b3 al 07 a0 f1 a9

Data Ascii: qYpJIn$ff3<A<T#TV\"LZzSn$"Bv=R+2ydo5@BB !L*XzF4:/-R)p.y'2bZr ,b3"~@PIWR$SGFBHcG[v8YR5(Zvd

Data Raw: 5¢ 6d fb 23 db 25 e2 23 8d 03 1e 85 c2 73 ¢4 19 14 03 f1 30 eb b6 4f 89 3¢ 4b el b 8¢ 3b 00 87 89 ea 7e 59
6¢ 0d 96 40 al a7 48 65 21 a3 20 d2 87 e4 3f 97 7e b9 97 16 d4 56 95 64 93 4c ce 0 fa 3b 31 15 a6 51 9a 74 11 22 8a
bd d7 e3 8c b4 51 a8 10 a7 8e ec df d3 31 23 1b e6 d6 02 85 bc cd ab 27 33 27 06 db 7e d4 6 c9 98 39 00 29 44 20 b2 f8
9e 45 9c 46 4d 38 8d ea 7b b6 48 27 85 5f ch d6 d7 1a 92 49 24 71 2d 43 ec 78 ef 4e fc 9b 32 a0 5a 08 b4 b2 7b 6b 74 99
¢5 c0 e5 37 2a 8a 6¢ 29 fe ae 64 04 11 48 99 d4 dc b4 71 d2 94 35 2c 0d 28 b9 61 Oa 13 9d 36 18 el 03 f6 4f d9 2d €0 Of
b6 03 b3 6a 84 7e 5f 22 €5 6d 29 50 ea 5d a4 27 a8 af 86 47 8e 98 98 da 15 7c bc da 5¢ bf 5e ff 00 76 2b d6 3e 42 a0 d3
a6 ¢3 f9 b2 32 ¢9 6¢ 78 15 66 d3 2e 1a 8 5d 5¢ 90 b3 9d d9

Data Ascii: \m#%6#s00<K;~YI@He! ?~VdL;1Qt'Q1#'3'~9)D EFM8{H'_I$q-CxN2Z{kt7*)dHq5,(a60-j~_"m)P]'G|\\v+>B2Ixf.]\

Data Raw: 58 f6 26 9d f9 7f 36 63 d2 af 93 cd 33 4c c3 ea 4c 2d a2 57 50 b1 38 2d fe cd 76 cb a3 b2 40 4c 2e 2d a5 d6 f9
24390 c2 4f 85 94 d4 35 47 c2 24 41 f6 57 2d e2 67 4c 71 22 bc 8e ea 41 ¢8 5b 4b 08 23 91 6e 94 3f b3 ed 84 c9 98 44
47 23 c91b 2d d3 19 15 41 61 43 d4 f8 a6 52 52 8f 81 92 6d 30 5c da 10 85 5b d3 2a c6 ac d5 f0 5f f2 7f 6b 02 Oa 5f 3d
93 5d 20 95 25 56 65 0d 55 4a f3 c9 03 48 09 33 da 4b 13 70 93 90 90 10 7d c8 3d f2 f6 61 33 f4 4c 7c 1b 9d 5¢ d0 85 53
bf df 90 6¢c 0a 90 ¢8 11 9f d4 8c 12 e0 9a b1 e8 06 2a 97 99 bd 60 68 38 b0 dd 80 f7 38 29 21 5e 47 46 45 da a8 7c 7b 7d
39 1a 66 ad 2d b5 c5 b8 53 €9 f3 84 d3 e2 1d ab 80 96 54 ba 4d 3d 38 9e 01 ab 4a 9e €3 00 28 21 04 a7 90 6f 50 51 69 f2
ad 3d b2 4c 13 5b 28 26 44 86 e2 ca 53 1c d2 29 02 84

Data Ascii: X&6¢3LL-WP8-v@L.-$O5G$AW-gLq"A[K#n?DG#-AaCRRmO\[*_k_=] %VeUJH3Kp}=a3L|\SI*'h88)!"GFE|{}9f-
STM=8J(!0PQI=L[(&DS)

Data Raw: ab cc 38 4a 4b d0 3f 27 bc c¢7 6b 6f 04 9a 75 d4 9c 6e Ob d5 79 1f 84 83 f6 63 8f f9 73 33 41 a9 8¢ 47 Oc bd 32
fe 1e 27 1a 51 7a a2 90 36 39 bd Oc 4a 9b 50 9a 01 4c ae ac b2 52 94 91 ba 9a 8f 02 32 b9 93 d3 fd 90 65 10 87 79 01 52
ae 06 dd 40 cc 63 30 41 06 9b 00 ad d0 33 db 7a 82 9e 9a 53 c4 9f f3 df 30 a7 8b 8b 8 63 c3 fc eb fc 7a 9b 84 ab aa 5f
3d a8 06 83 8a f8 0a 77 f7 cc 09 €3 00 ed c3 1f ¢7 f1 37 46 49 75 c4 01 41 32 37 c5 5e 94 e9 98 72 8d 73 3e af 6 b6 82
€7 bc ¢9 a9 5a 59 59 ce 97 27 93 34 4d f0 2d 79 1a ed db 2c d3 8b 2c de 53 26 al 7b 24 09 73 56 86 68 a3 58 a3 75 dd
82 d3 97 Oe 5d 9c 8c df 63 81 1b 16 a2 58 85 d5 c0 46 5 05 7f 7a 6a 41 15 dc 7e d7 cf 33 e1 17 16 49 d5 9d e4 Ob 35 8¢
91 bb 3c 6a 5¢ b0 6f d8 ae 57 28 ee a9 ba 58 cd e6 11 3d

Data Ascii: 8JK?'kounycs3AG2'Qz69JPLR2eyR@c0A3zS0cz_=w7FIUA277rs>ZYY'4M-y,,S&{$sVhXu]cXFzjA~3I5<j\oW
(x=

Data Raw: ee 70 53 68 47 3c b0 b1 a3 28 54 71 b9 f7 c8 25 2d 3c 8 3¢ 69 5e 2a 6a a4 e4 f9 b5 1d 96 43 7e d0 44 ec bc
1c 91 bl 3d b2 5c 36 8e 2a 45 8b e8 ef a3 8d a2 f8 64 2a 40 3e e3 db 22 76 53 2b 76 9f a6 c9 6e ed 7b 72 82 e2 5a d5 62
a5 01 3d 9d bf c9 18 Oc ba 35 57 54 be f5 27 b9 60 d7 04 87 3d 8f 4f a3 2d 89 0d 45 05 €9 a5 02 be c0 1d cf 8e 4d 0a Oc
8598 2c 7d 3c 30 ab 4f 6e a0 fb f4 ¢5 2a 49 55 2b 41 85 57 a3 fa 6a 58 80 0d 7a €3 4a bc b3 4a 56 30 c1 81 35 35 d8 62
a8 db e7 8c d4 22 88 9c d3 el 5f b2 07 6d fc 70 28 75 80 13 b2 99 cf a8 a0 1a ef 4e 9f e5 64 56 d5 ae ac 91 0f 28 8b 28
2057 97 89 fe 5f f2 46 14 da 81 89 9d 96 3d c8 7 €9 92 50 50 ed 1d 59 b9 b0 0a bf 7e 2¢ 90 b3 35 05 0d 40 c0 b6 a9 6¢
b2 5d 3a c6 bc 43 1e 84 e2 52 17 94 65 20 48 a4 54 9a 9¢c

Data Ascii: pPShG<(Tq%-<<i™*jC~D=\6*Ed*@>"vS+vn{rZb=5WT"=0-EM,}<00n*IU+AWjXzJIV055b"_mp(uNdV(( W_F=P
PY~5@I]:CRe HT

Data Raw: 1a 35 ec 9a 60 76 7a 51 df a8 15 76 f9 7f 93 95 e3 b0 cc 15 fa cd da c0 b1 31 46 06 45 ad 00 d8 13 d3 7c ab
38 a6 56 81 4b 79 8f 19 a2 70 94 3c 91 8b 74 61 fc 46 60 f8 64 f5 5b a7 bd f9 03 cc a3 5e d3 12 46 24 dc c2 04 73 57 af
20 3e d7 fb 3f b5 9d 56 8b 37 89 0d fe b8 7a 65 f8 fe 93 8b 92 34 59 2d 73 39 ad aa 60 21 5d 4c 69 5a c0 96 fO al a3 80
94 ad 91 03 8a 1c 89 16 90 69 8e eb 3a 58 e3 ca 8c dc 7a 75 3b 9c d1 eb 34 e2 af d4 78 5c ec 59 18 e5 d5 9b 85 a8 04 af
73 4d ab el 9a 5c 98 88 16 2f e4 e6 02 93 5f 58 89 3a 8d f0 63 c8 62 b2 16 c7 35 2d 30 47 56 Ob b1l ad 57 b1 f0 cd be 1c
6 3 98 b0 e6 fa dd 82 fa 2b 24 6¢ al b9 49 ca bb 83 fb 19 99 4c 80 b4 1e bb 03 6a 30 17 81 16 38 6a 02 f1 14 Oc 4f b6
4c 06 61 5f 46 bd b7 08 b6 e2 8d 70 ae 36 a8 15 23 b9 ff

Data Ascii: 5'vzZQVIFE|8VKyp<taF d["F$sW >?V7zedY-s9 I|LiZi:Xzu;4x\YsMV_X:cb5-0GVW+$IILj08jOLa_Fp6#

Data Raw: b2 05 2d 68 1c a6 ba 0a 54 2c¢ 20 fc 6¢ 7a 50 6e 07 fc 16 41 43 26 b7 b9 79 a4 71 28 e0 b5 24 15 ee 06 01 cd
b6 d0 d6 d1 d2 57 81 10 Oe 4d cc 9c b8 2d a0 7c c7 78 63 €5 20 51 56 14 e4 3c 3d b2 c0 2c b1 29 66 90 91 al 57 8e 3e
09 5a 16 ae ec 7c 38 e4 c9 40 46 5d da c6 d2 15 8c 55 96 9c 94 5 a6 04 d2 5b 24 92 47 ce 68 7e 11 f6 47 6d b2 24 35 94
65 be a2 07 Ob 68 d6 8f c7 93 37 cf f6 70 f3 65 68 59 a4 05 99 28 be a3 ee 29 d8 Oe b8 d2 82 9a 68 53 c9 c9 63 89 96 30
8e 4042 7a 8c ac 84 02 cd ad b5 0b 77 b7 7f 59 93 d5 63 c5 Oa 8a ee 0d 0f 15 3e 19 8d 28 f3 6¢ 05 8f ea ba 64 96 8d ce
bc cb 52 ae 46 d5 3d 80 cd 4e 78 70 b6 04 fb c8 3e 73 b8 d0 2e 63 81 e5 06 cd dc 09 14 f4 15 fd al fc b4 c1 a6 d4 cb 04
6 3e 8b 5 c7 f8 5a e4 2f 9b e8 Ob 6b a8 ee 90 4b 03 07 46

Data Ascii: -hT, ZPnAC&yq($WM-|xc QV<=,)fW>Z|8@F]U[$Gh~Gm$5eh7pehY()hScO@BzwYc>(IdRF=Nxp>s.c>Z/kKF
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2022-04-08 08:02:43 UTC 4285 IN
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Data

Data Raw: 15 11 9d c2 ff 00 ad fe 56 6e 71 61 ef 6b 94 9e b5 1c 09 18 Oa 8a 14 2e c2 83 33 00 03 93 55 af a0 c2 84 15 6
8d 6b 7c 29 3c 60 9f 1e 87 ef ca 32 60 84 f9 86 42 44 3c 47 f3 91 e3 f2 e4 b6 da 71 89 5e Ob b6 69 8c 81 68 c3 85 14 43
ea 7f 2b 72 e4 cb 9a 6¢ ba 61 88 f4 el 9f fa 7f f4 ff 00 cd 76 38 a7 c4 18 64 37 d2 de 81 34 bd c5 68 36 Oa 07 6¢c 0d 85 0d
729541 24 5b 71 24 fd fd b2 a2 36 42 69 67 60 b3 5b 2c 47 ec 1a 54 9d b6 fe ad 98 a6 16 82 99 79 7b 5b 58 ef 9b 4e 2c
bl 5b 13 56 6a 6e 48 fb 28 a3 04 4d 1a e5 16 be 68 df 37 €9 96 b1 31 60 15 10 9a a2 93 f1 57 fa 60 cd 00 39 24 31 27 65
e3 e9 91 bf bl cc 22 69 6e 9f 45 79 42 ea 3b cd 32 de 78 c1 e0 50 Of 88 ef b6 db e7 55 a6 90 9c 04 83 46 4e 69 a3 50 Oa
8c b0 ed c9 01 a0 37 c8 25 ba 8a 81 92 b5 43 dc 05

Data Ascii: Vngak.3Uk|)<"2'BD<GqNihC+rlav8d74h6IrA$[q$6Big [, GTy{[XN,[VjnH(Mh71 "W 9$1'e"inEyB;2xPUFNiP7%C

Data Raw: 41 a4 e7 21 Oc cf 4a 0a 7c 4a 3e 9c c6 cb 8c 63 a0 3a b7 63 95 dd bc bb 4f d7 16 f2 49 63 el c0 2b 6¢ 48 00
04 ff 00 24 7f 36 58 03 3e 24 d3 40 be b6 b5 bd 93 58 95 4c 96 f0 86 40 de 2d 4a 51 3e 59 5¢ 83 24 c2 c0 4b ae b4 77 e4
70 5e 47 d3 1f b5 c4 ff 00 c6 d9 89 28 af 34 75 5 95 b5 ac 35 8d 78 a2 d0 b2 9f 89 8b d7 a5 73 4f a8 20 36 8d 96 5c 5¢ 5b
dd a0 59 5b d2 90 b2 93 c7 63 cb b5 4e 63 cb 24 65 cf ea 54 9f 51 d3 e5 76 €0 ea 1a 95 d8 9a 82 3a 80 d8 20 48 34 18
d2 19 b4 db 83 74 25 99 bf 7a b4 00 Oe 8a a3 c7 fe 23 99 11 9e e8 el 4a 64 68 f8 ca c6 41 54 91 a8 a3 a8 ae 6e a0 76 6a
2a 6b 6a 49 al Ob c2 95 53 5e a7 21 29 f4 61 6e d6 b5 f9 6f 0a 9b 86 32 85 5e 2b f1 54 d7 31 e3 0d ed 8¢ e5 6b b4 8d 61
ad 85 4d 14 1d ca 78 1c bb 87 66 21 ab 7d 42 09 2e 49 f8

Data Ascii: AlJ|J>c:cOIc+HH$E6X>$@XL@-JQ>Y\$Kwp”G(4u5xsO 6\\[Y[cNc$eTQv: H4t%z#IdhATnvj*kjIS )ano2/+
TikaMxfl}B.1

Data Raw: 5d 5d cd 79 34 82 d8 06 28 b5 15 e8 09 c9 85 57 8e d6 38 ed e8 f2 15 95 93 61 d7 8f fc dd 5f 8b 08 60 87 b8
3 55 e6 85 14 29 6f 27 fa 44 cd 56 2e 4b 6d fb 4d c4 fc 35 c0 43 22 54 c5 8d f6 be 1a fe 49 96 59 55 41 04 51 48 19 89
93 01 99 b4 71 25 57 90 dd 69 b2 24 57 4f b3 2d 40 04 1a Of f2 a9 df 35 b9 b1 11 bl 67 19 32 8f 2a 79 c5 34 89 89 7a bc
4d b7 06 ad 6b fe 46 63 62 9c b1 1b 03 8b c9 b8 91 2d 9e bf 61 ab 5b 5e 0f dc 1e 41 81 a5 Oe 6f 71 e6 8¢ f9 6e d3 28 90
€6 1c 48 63 d1 7b 65 12 14 6d 9a 98 28 e6 80 53 7a ef 95 58 25 97 25 78 €9 18 a2 d4 ef 5a 7c f2 €8 Oe 1e 4c 48 b5 55 a8
6d c6 fd 4e 5b c8 b0 42 cb 10 35 61 f0 93 b1 f9 8 e6 2c a3 6d 80 a8 f0 29 50 0d 47 cf 2b 02 bc d3 6b 5d d1 85 58 Oe 64 fd
9c 91 c8 08 df ea fe 6a d5 14 2e al 60 c0 16 34 a0 fd

Data Ascii: ]ly4(W8a_"U)o'DV.KmM5C"TIYUAQHq%WIi$WO-@5g2*y4zMkFch-a[*Aogn(Hc{em(SzX%%xZ|LHUm
N[B5a,m)PG+k]Xdj." 4

Data Raw: 6f aa 41 24 22 e2 e3 e0 50 dc 40 ec 7b 64 59 2a c3 c0 96 7a 80 87 65 23 c0 63 69 53 5b 88 6d 9e 2b 50 4f a9
3d 43 7f aa 30 2a 9d da 20 91 e5 44 Oc 29 40 7b dO 64 82 69 8e 5e c5 f5 b7 48 63 52 25 ec 3e 5f b4 46 02 d1 2d d1 77 97
61 4c 71 ae db 00 cd 4f 6¢ 89 2a 54 61 af ab f1 12 57 ed 6¢ 69 d3 b6 46 98 b2 4d 29 22 bd f5 2f 64 90 46 c7 75 52 7a d3
db b8 c8 c8 32 09 8e 99 aa 3a 34 a9 01 22 e0 37 36 7a 6e 77 fd 9a 7e cf f2 e6 2d df 26 cO 59 3d a7 98 04 d7 Oc ec 86 65
42 15 55 56 bd 47 ¢5 23 7b 60 19 2c b6 02 98 69 7a 8c d0 b8 b9 81 84 91 c7 c9 68 e2 82 a3 6 5b e5 fc d8 41 ad 9 f0 b3
€629 97 f9 6b cc 76 fa 82 01 25 12 e8 ad 4c 75 dc 03 97 61 c9 1b a3 fd e3 19 c4 f4 64 91 29 27 61 41 4a 54 e6 c2 20 ff
0055 c7 25 55 49 a6 f9 60 62 55 42 fd d9 6d 31 b5 39 20

Data Ascii: 0A$"P@{dY*ze#ciS[m+PO=C0* D)@{di"HcR%>_F-walLqOl*TaWIiFM)"/dFuRz2:4"76znw~-&Y=eBUVG#{ iz
h[A)kv%Luad)'aAJT U%UI'bUBmM19

Data Raw: 5¢c 49 26 95 fb 86 4f 8a f9 21 57 42 11 c4 ee c¢8 79 24 6d c9 49 1d 47 cb 21 94 b3 82 3a 2 ef 94 81 98 8e Of bl
fa 73 1c 06 e2 be 28 7d 14 a3 90 08 04 ad 76 db c3 24 0b 59 08 50 bf 59 2f 35 1a a4 6d dc Oa 65 8c 29 dO db 14 8c cb 21
e248 a0 20 ed 8121 1112 abaa 97 a0 75 53 4a 6d 51 80 a5 46 66 32 48 a0 90 a8 36 af be 00 12 8d 83 d1 48 cf 06 de
bb d3 b6 54 59 04 4c be 8b c4 90 7a 8e 5d 8e e3 b0 07 f9 46 42 92 77 42 41 6e 53 94 44 7c 68 78 ab 53 a8 f7 ¢9 10 d6 ff
00 ff d1 87 e9 fa d5 e5 a3 7d 68 00 02 b5 55 4f d9 61 fe 57 8d 33 5f 4e 75 a3 35 5f 31 49 74 ca 66 22 38 a5 fb 40 74 df f9
47 6¢ 02 2b 6d c1 70 7f 60 8e 09 d1 b0 33 40 8b 23 70 c0 13 cb 9b 2 f8 b6 €9 el 91 25 40 66 3a 32 44 50 17 15 63 b5 3b
01 5c c6 22 db 08 4d 22 b5 fa ef c4 aa 19 12 al 54 1la

Data Ascii: \I&O!WBy$mIG!:s(}v$YPY/5me)!H luSImQFf2HEHTYLz]FBWBANSD|hxSthUOaW3_Nu5_1Itf'8@tGl+mp 3@#
p%@f:2DPc;\"M"T

Data Raw: 59 59 6a 3a 79 65 88 84 5e c4 3f fc 11 5a 66 b3 36 8a cb 6¢ 72 90 19 56 89 f9 91 ae 69 30 a4 37 10 fd 62 31
52 64 63 be e7 €0 e5 fe 4e 64 63 cd 93 Oc 78 47 d3 f5 7a bd 5f ec 90 44 65 cf 9b 24 b2 fc 9 d3 d6 01 fa 51 5a 29 4b f1 f8
7e 35 a7 8f c3 db 36 10 d7 90 2a 63 d5 fd 1f al af c2 04 d8 2c 8a 2f 36 €9 17 ae b0 43 70 8e ce 01 03 ¢4 1f 7c 99 d5 2
91 11 bf b3 fd 2 04 08 5d 2d 8a 32 93 0d Oe d4 5f f6 f2 bf Oc 1f a7 bb d2 9b 29 5d cd 82 c2 02 90 68 d5 24 11 b8 db 31 €5
8¢ 47 bf 74 89 5a 0b 14 4b c8 3d 48 94 b2 8f 1d ab 95 1c 27 98 67 c4 a7 2e 8e c4 16 84 06 1b 7c c7 cf 1f 08 91 b2 44 dO
d3 59 b4 4d c6 9b 1e 84 {7 1 c8 18 d3 2e 24 39 b7 20 d3 60 72 14 92 5a 16 ac f5 60 36 1e d9 30 Ob 12 56 7d 4d 88 00 0d
ce fe d9 3e 12 8b 53 36 46 94 2a 7b e4 41 2a 83 92

Data Ascii: YYj:yeA?Zf6lrVi07b1RdcNdexGz_De$QZ)K~56%c,[6Cp|]-2_)]h$1GZK=H'g.[DYM.$9 “1Z'60V}M>S6F+A*

Data Raw: c8 97 7a f4 1e 1e d8 aa 14 43 eb 44 fb 70 2d f0 93 dc 50 61 52 af f5 36 6e 31 09 39 34 74 14 1b 57 25 68 45
11 15 6a bf 69 3e 13 4f 7c Oc 79 25 3a a5 cc 4b 1c b6 68 c1 40 50 5d 80 e8 4f 4c 90 63 23 b2 41 ad 73 8b d2 9a 26 e4 95
54 03 dc Of €3 96 92 d0 76 52 2f 6e ab 24 12 6f 71 4e 60 Oe c0 f6 ae 45 53 3f 2a 35 ¢5 b8 el 52 18 92 c0 1e d4 5c af 85
20 b2 fd 2b cc 13 24 f0 c2 1c 50 96 €2 2b 16 a8 3e 21 4e b9 Le 45 b8 10 9a ea 29 fa 46 d0 4f fb a8 bd 4a 9e 3¢ 2a 49 07 f9
ff 00 99 b2 bc b8 f8 87 4f 92 41 a2 c6 62 d1 5 8d 2¢ 8b cb 54 62 c2 b4 00 6e 3e 79 a5 96 9¢ ¢4 f2 2e 40 93 24 b5 fc d2 b9
8a 38 €0 bf 82 93 56 8e dd a9 e3 93 fc dc c0 af a9 af 6b dd 9d 1b 88 66 09 28 20 87 5e 60 8¢ cd 9c a2 48 3f e7 32 00 8e
48 4b a9 8b 29 f4 c7 81 e2 73 Ob 2c 16 35 fe c9 b2

Data Ascii: ZCDp-PaR6n194tW%hEji>Oly%:Kh@P]OLc#ASETVR/N$0gN ES?*5R\ +$P+>INE)FOI<*I0AD, Thn>y. @$8VKI(
AH?22HK)s,5

Data Raw: 29 b0 90 0f 87 e4 e9 fc b8 08 6¢ 84 d1 67 58 5b 59 8d b0 fe f5 d7 72 07 63 el 81 ca 13 49 b5 69 83 ca a9 6e
7d 59 7a 31 27 6a 78 65 f0 53 25 b6 11 30 8d 8b 40 le 24 72 a4 50 d3 7f f2 b1 93 Ob 57 d3 b5 28 62 9e 48 92 30 aa eb
b7 35 a9 le ca 4e Oa 4d af d1 35 2b 68 22 92 39 60 22 5d e8 c4 7d d8 78 52 24 84 6b 47 09 26 al 2a 3b 26 ca 58 f4 f6 a7
b6 1a bd 9c 69 20 6e ef 52 59 7d 58 36 e6 07 20 36 02 9b 76 ch 62 18 09 b7 14 6a a0 b3 7e df 6a e4 8b 30 56 ad 89 9a
42 d1 bf Oe 1d 41 ee 31 55 9a b6 8e 42 7d 65 0d 01 23 6e ff 00 3¢ 31 92 54 e2 d5 0d b4 Oa 5d 16 62 64 20 06 1le 03 ed 6
263 6C 84 a9 76 b3 14 46 38 ae 63 2e 85 c0 2c b5 db 7f €5 ¢9 43 9d 35 cc 24 67 d4 95 b9 8a 27 cb be 5d ¢9 a0 a7 36 1a
52 5d 46 5e 49 52 29 00 1b b9 da a3 2b 94 a9 31 8d a3 6¢ 74 b6 bl

Data Ascii: )IgX[Yrclin}Yz1'jxeS%0@$rPW(bHO5NM5+h"9 " IxR$KG&*;&Xi nRY}X6 6vbj~j0VBA1UB}e#n<1T]bd bc
IvF8c.,C5%$9'16R]FAIR)+1lt

Data Raw: 38 73 65 c1 f4 9b 87 f3 32 7f ¢5 35 ¢8 47 27 d4 37 fe 7c 1e 97 a6 fe 70 e8 d7 16 cb 3d db 9b 77 6a d5 08 26 99
b3 c7 da 91 23 d5 19 c6 5f d0 1e 27 e3 89 a6 5a 33 7e 93 13 fl1 el 64 7a 47 9b 34 dd 5a 77 b4 b3 99 5e 78 80 2e 9d c5
7361 8b 55 1c 86 87 d5 fd 2f 4b 8f 3c 12 80 b3 c9 37 ae 65 38 ee 3b e2 95 19 ad 96 51 46 01 87 b8 ae 53 3c 62 42 8b 21
2a 49 6f bc ba a2 33 €9 02 4d 3e ca 50 66 a3 36 83 d3 e9 ff 00 4b Oe 18 b9 10 cc 41 dd 84 cd 17 07 31 90 01 53 4a 75 39
c6 4b 29 8c b8 76 89 1f 8f el 76 a0 5e e8 29 6¢ 95 ab 99 10 9f 7b 12 10 52 c0 42 90 3b 9c cd 8e 4b 6a 31 42 cb 05 0d 10
76 cc 8e 26 ba 41 4f a7 06 14 23 2d 86 42 18 98 a4 7a bf 95 el ba 42 84 75 df ad Oe 66 43 53 4c 38 18 e6 a3 e5 a9 61 00
db ad 05 29 b7 5d b3 32 19 44 97 92 55 f5 49 60 91 64 90

Data Ascii: 8se25G'7|p=wj&# 'Z3~dzG4Zw"x.saU/K<7e8;QFS<bB!*lo3M>Pf6KA1SJu9K)vw)KRB;Kj1Bv&AO#-BzBuf
CSL8a)]2buUl'd
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Timestamp transferred Direction
2022-04-08 08:02:43 UTC 4357 IN
2022-04-08 08:02:43 UTC 4373 IN
2022-04-08 08:02:43 UTC 4381 IN
2022-04-08 08:02:43 UTC 4397 IN
2022-04-08 08:02:43 UTC 4413 IN
2022-04-08 08:02:43 UTC 4420 IN
2022-04-08 08:02:43 UTC 4428 IN
2022-04-08 08:02:43 UTC 4444 IN
2022-04-08 08:02:43 UTC 4460 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 46 5b 18 99 9a fe 1f f7 08 a4 17 d7 f5 22 15 10 50 f1 05 ca 8a 9f bf db 2d f0 al cd 90 34 85 d4 85 5 95 b8 7d
38 55 8b 7a 93 28 6f 88 8e b9 7e 21 19 ca a7 dd e8 40 34 94 df 79 a2 5b 98 0f d6 58 86 8e 36 1c 7a 83 5f e6 cc dc 5a 7a
96 dd 7a b2 26 d8 a4 82 1b 96 0d 10 08 1b 72 07 41 b7 41 9d 24 62 40 dd 90 Oa fa 14 4b 05 f2 2b ee 55 c1 af cf 24 79 33
8f 35 0d 43 49 45 b8 95 99 89 Oa cc 29 df ae 4e 32 64 46 €9 2c 31 b2 bl 7a 0f 87 2e 2c 11 96 d7 6¢c 6a ab c7 89 dc a9 db
2043 2578 ca b4 cad2 b3 50 76 5¢ 8a b5 fb 99 19 a6 49 82 b1 db 83 0d fO 2a 3a 26 €0 18 54 19 Oa fO a8 3b 10 7a e3 4c
d0 76 76 46 49 6b 1b Oe 4b fa b0 93 4b 49 aa da 38 97 d4 66 20 7f 2f f1 c8 5b 30 81 bb bc 2e 84 11 ¢8 73 a0 1e f9 30 18
9283 9e d0 72 f4 a4 23 a7 22 7e 79 34 52 95 ab 24 6e

Data Ascii: F["P-4}8Uz(0~!@4y[X6z_Zzz& AA$Sb@K+US$y35CIE)N2dF,1z.,Ij C%xPV\I*:&T;zLvvFIKKKI8f /[0.s0r#"~y4R$n

Data Raw: a9 07 b7 33 5f da 6¢ c2 cd 80 72 Ob 18 52 0f 52 bb 92 2d 2d 9e 19 3d 05 66 11 b1 06 84 d7 7e 2b f4 7d ac b3
0e 3b 95 d7 12 77 Oa 6a 2c b5 96 8c df ab dd 24 4b c6 36 2e 41 27 e6 7f dd 63 f9 72 44 cb 15 f0 ff 00 12 c8 71 f3 4c al bc
d3 cd af d6 23 8e 22 63 2c al 5a 81 99 bf 95 57 fe 36 cc 68 e2 9f 15 12 5a e4 18 66 al 34 92 85 96 78 44 72 25 79 91 d4
ef 5d ¢7 b6 6d 61 11 1f 48 28 08 9d 67 cc c9 ad cb 6b 6b 37 2f aa 5b a2 ac 68 00 1b f5 73 fO f5 €5 93 86 29 63 8d b7 df 11
a6 4f Oe b8 d6 ba a0 b8 53 e8 da 9f dd 8a f4 50 47 da e3 e2 33 4d 93 4e 25 Oa e7 2f a9 95 51 b5 2d 57 53 b3 8d 1a 3b 49
5e 47 35 3f bc ec bd db 6f f8 5¢ 71 62 91 36 47 Oc 7f a2 c4 86 33 69 ab 7a 6¢ 68 4a a4 87 ec f7 a7 f3 66 ce 58 d8 d2 ae
89 ae cc 2e 1d 02 02 Ob 6d e2 b8 72 69 c1 03 bd 97

Data Ascii: 3_IrRR--=f~+};wj,$K6.A'crDgL#"c,ZW6hZf4xDr%y]maH (gkk7/[hs)cOSPG3MN%/Q-WS;|1*"G5?0\qb6G3izl
hJfX.mri

Data Raw: 24 37 ef 2a b0 94 33 89 09 ec 6a 37 19 b0 86 3b 8a 29 bd 4b 5a fa dc ab 33 28 09 c6 81 46 f4 f9 e2 21 41 40
a4 ef 4a d4 5¢c 43 e8 4a 83 d1 02 a7 fc a3 fe 51 cd 6e 58 8b 64 0a d3 6f 75 04 5¢ 62 60 11 c9 7e 27 a8 1f cb cb 24 08 2a
0a 43 34 72 ac 8d 50 40 6f 88 03 d3 36 98 ¢8 23 67 20 15 b7 5a 9c ab 10 83 91 0a 07 c2 05 32 c8 e3 de d2 83 b4 46 9a
44 1b b1 eb bf 86 5e 52 €9 9f 93 16 35 a5 7f Oc 21 4a 83 a5 47 c2 76 3d f2 4¢c 51 36 73 7d 5¢ b4 95 f8 d2 84 7d f9 09 Ob
48 44 6a 7 29 70 ef 3a Oe a4 10 Of b8 c8 44 33 50 b6 bb 91 19 65 5a 72 42 2b 84 85 4e 6d 8a 5f ¢3 2¢ 51 d3 9e c4 07 €8
2b fd 32 b3 b3 2e 69 35 ee 98 63 4f 53 90 52 bb 32 d7 7a e5 f1 9d b5 fO d2 95 bc 6d 3a fa 44 6f d5 49 fd 59 32 ad c5 a7 cb
3b 05 45 27 e8 c8 d8 55 69 ed 4c 47 94 9b 53 7d fc 3f 97

Data Ascii: $7*3j7;)KZ3(FIA@J\CIQnXdou\b' ~'$*C4rP@06#g Z2FD*R5!JGv=LQ6s}\}HDj)p:D3PeZrB+Nm_,Q+2.i5cO
SR2zm:DolY2;E'UiLGS}?

Data Raw: 40 ce b4 0a 77 07 df 2d 8c b7 6e 05 ff d7 95 bc 34 04 Of bf 38 80 5d b2 c3 1d 05 06 e4 ef 86 d5 69 4a f6 af b6
36 85 16 84 7d 9d b6 €9 92 12 a4 52 9c b6 a4 fc 43 a7 86 4c 48 94 52 12 4b 05 91 78 b0 a0 f6 eb 96 c¢7 21 08 22 d2 7b ef
2c c5 37 4f 84 ef bf 4c cd 8e a6 9a b8 52 77 f2 d3 c4 c1 d9 b9 d2 a2 87 2d 8e 71 24 f2 4a ef ed 66 8e 70 78 9e 03 2d 04
24 2f b3 bd 26 51 14 ec 52 26 ea d4 ad 00 c8 ca 2c c1 4d b4 d4 fa f2 19 79 d1 cd 68 b4 ec 3e cf d3 95 53 30 99 5b 99 ad
17 d4 8¢ 96 2b f0 90 77 eb 92 8¢ 54 af be d4 c4 a6 34 08 89 c9 03 48 ca 3a 9a f4 f9 63 20 c4 36 52 19 e3 11 d4 03 52 08
ef 91 a4 a0 f5 ad 32 19 al 53 15 56 45 db 90 dc fc b2 24 2d 28 40 5a 25 10 c6 d5 14 35 04 56 bf ec bl 4d 2f f4 64 22 bc
4c 84 8a Oe 27 ec 78 b3 0Of b5 b6 4e 98 94 2d e6 ac ca

Data Ascii: @w-n48]iJ6}RCLHRKXx!"{,7OLRw-q$Jfpx-$/&QR&,Myh>S0[+wT4H:c 6RR2SVES$-(@Z%5VM/d"L'xN-

Data Raw: 5d 2e a3 24 4a 5d 18 a8 5e 81 46 df 45 32 54 a8 3f ac 4f 2b fa 85 99 d9 6 df c3 20 52 98 5d 5d b4 30 34 2b 50
64 23 6e d4 7 ca c8 64 Oa f1 37 d5 20 49 6d d8 86 52 00 f9 e5 26 16 cc 14 6d 9c f1 4e 7d 4b a9 8a cc 49 a5 3a 6f f6 98
e5 52 14 cb 9a b2 d8 b7 a0 13 ec aa b7 d2 df 4f 86 55 c4 9a 5b 7f 66 92 5b a8 7e 28 c4 9a 61 05 48 b4 45 9d bc 11 21 49
18 82 12 84 d7 62 47 ec e5 f1 28 a4 3e a3 cf ea 1e 94 a0 05 eb 1f 0d f9 Oa ef cb 2d 07 66 05 2b d3 e4 02 50 15 c8 e2 2a
49 e8 14 7d ac 21 08 f5 d6 22 92 d0 3f 10 e9 cc c7 24 6d fc a7 74 20 64 ad 5d 65 e5 d8 9c 96 b7 1le ac 24 16 a9 34 e0 3b
ab 7f 36 46 5e 48 5¢c 25 8a 08 4f e8 22 20 2e a4 3c ef bc a6 9f 69 61 1f ee b4 3f 67 fc ac a8 4f 75 e0 ee 63 aa 1e 18 89 6d
cb d6 a7 fa e5 8a 13 8f 33 22 ¢8 6¢ 54 90 a8 f6 bl

Data Ascii: . $JJ*FE2T?0+ R]]04+Pd#nd7 IMR&MN}KI:oROUIf[~(aHE!IbG(>-f+P*I}I"?$mt d]e$4;6F H\%O" .<ia?
gOucm3"IT

Data Raw: d5 23 78 dO cd 2a 4a 9e a5 22 27 92 8e b4 eb ff 00 01 cb 31 e0 14 a4 d6 fc 65 b4 6b 9b 95 31 da 46 db bf 76
2316 23 fe 62 d9 97 8f 11 bb 62 91 6b 5a d9 bf 9¢ 4c d5 fb 34 45 1b 04 03 ec dO 7f c4 b3 69 10 84 b6 5 3e dO 8c 7c 5b
10 4f 7a €5 b1 63 49 d7 94 75 f6 8a 6f aa 4c df 1f 63 d8 9f e5 ¢9 11 d5 83 7e 69 b6 58 48 36 c4 c6 67 3f 18 €9 bf cf c3 2¢
014162 a0a7a8bl 86e878d7 09 0a 1367 93 82 2c 6¢ 68 ea d5 1f d7 28 21 9d a7 2c f6 d7 d6 87 58 9c 11 34 6¢ 62 23
6 5d a9 f6 ab fe 4f ed 64 69 16 92 5¢ 6a 33 ce 56 53 41 d0 20 1b 0f Oa d3 25 4c 6d a9 6e 9a d2 f8 04 62 ce 54 2a d3 72
0b 0f 8b 0d 6c ca d3 a9 e0 4d 1a d4 7d 70 73 b9 61 b2 06 e8 4f 4f 53 fe 25 95 18 d9 4f 12 4d 75 e6 1b fb a7 0a f2 fa 71 c6
36 0 28 36 f9 65 ¢2 Oc 49 6¢ 6b b7 f2 2d 2e 1b d7

Data Ascii: #x*J™"1ek1Fv##bbkZL4Ei>|[OzcluoLc~iXH6g?,Abxg,Ih(!,X4Ib#]Odi\j3VSA %LmnbT*rIM}psaO0S%OMu
q6(6ellk-.

Data Raw: 69 59 19 79 25 3e d0 dc 1a f7 c1 6a 97 13 c2 46 54 f7 1b €5 81 0b 91 38 b7 05 ef €3 8d a5 5a 38 84 52 2a le
e4 64 4a 4b 7a 95 1e 52 01 f9 63 14 29 b4 al 4d 1b b0 eb de b8 55 50 4d e9 c2 c4 ee b2 6d 5f 96 34 8b 50 96 4e 4c 85
450d 77 f9 e4 80 41 28 fb 18 d4 16 e4 4f 21 43 5e d9 5¢ 94 14 2e a7 23 5¢ 38 63 ba d6 8b 84 6¢ 82 bl 6¢ al 07 83 92 ac
4f 5¢ 49 64 22 a9 a8 69 12 d9 a2 b9 a3 20 fd al d2 b8 23 90 1d 93 28 d2 Oe de c8 cc fc 01 15 63 4a 9e 99 6b 5a ad el 10
31 b6 e5 cb 8e c4 8c 88 43 a6 98 a0 48 9a 84 Oe fe 35 c6 95 ab a9 3d 5e 2a a2 81 46 2b 6b e3 56 58 8b 11 b7 6f 9e 25
8a 8a 58 cd 70 6b 15 18 f8 54 0f d7 85 55 63 96 58 d1 d2 45 dc Oe f8 52 ff 00 ff d5 e4 d6 f6 33 59 84 11 d5 19 88 a6 e6 b9
a3 94 ef 9b 99 1b Oc 9e e6 de 1d 5e d9 22 bc 09 06 a7 06 ea

Data Ascii: iYy%>]FT8Z8R*dJKzRc)MUPMm_4PNLEWA(O!CMN.#\8cllO\ld"i #(cIkZ1CH5="*F+kVX0%XpkTUCXER3Y""

Data Raw: cc 8a 8a 01 80 a5 b9 a3 48 ea 62 26 9d f0 02 94 48 96 39 6¢ e3 8d f6 08 cc 6a 3b e4 3a a4 a5 al 94 6e 09 cb
98 af 31 bb 2a d3 al 38 aa 3b 4c 65 42 d6 b3 b5 22 94 10 7d 8f 66 ca c8 64 10 52 c2 60 91 a0 9b 62 a6 99 20 c4 ac 08 54
d3 b9 e9 85 5b 9¢ 99 37 2b bf 7c 52 54 08 2a 6a 31 50 ab c8 ad 1d 5a 87 bd 31 a4 5a 35 35 43 31 55 9c 06 00 d7 61 42
7e 7903 16 60 a2 d0 46 92 99 cd 1e dc 9a 15 1f 69 6b d3 6¢ 83 35 93 €9 e6 61 c8 29 e5 4a a9 f1 51 84 49 89 16 82 8b fd
15 d6 53 b8 e5 51 92 3b a0 35 7f 2f ef 5¢ 91 d7 a7 cb 27 15 28 6a 02 2a 32 6¢ 17 a5 ¢3 29 1d c0 39 1a 55 7b a8 04 f1 9b
88 8e d5 f8 97 ¢3 df 22 0d 32 43 a2 54 aa 8d ab 85 57 48 38 fc 0f b3 03 f4 61 55 17 42 56 a7 b6 2c 6d 74 23 8b 0Of a3 14
aa 86 2b 2f 31 b9 3e 39 12 90 8f 72 56 20 e7 ed 48 6a 7e 8¢

Data Ascii: Hb&H9lj;:n1*8;LeB"}dR'b T[7+|RT*1PZ1Z55C1UaB~y Fiki5a)JQISQ;5/\(j*21)9U{"2C TWH8aUBV, mt#+/1>9rV
Hj~

Data Raw: cf 25 4c Oa c9 dc b0 0d 4a 56 bf 4e f9 20 c0 b4 {7 2¢c f4 a9 al 51 4c 69 16 b4 a3 cc el 4e e4 9c 3c 92 af e9 bc
2e 62 al Oe 3a fb 60 29 58 39 8f 8b bd 69 8b 17 7d 5¢ 85 24 90 38 ee 47 7c 55 62 d7 a8 1f 0a 9a e2 86 4d ab Of ad d8 1b
a9 a9 19 75 e4 8a bd 3e 1a 57 31 e2 6a 4e 41 1b 31 35 76 e8 3e ce 65 b8 cb ca f3 1e 3 15 54 86 d9 9c 85 5d c9 f0 c8 b2
57 fa 8f a7 46 63 c5 87 4a 62 95 f1 35 5¢ 24 c0 9e df 7e 56 5b 41 74 b6 e8 a7 8a b0 6d {7 ef 81 90 56 b6 bd 8e c6 42 61
a4 91 b0 a3 21 e9 82 93 74 a7 34 75 84 18 b6 35 24 83 d4 7f 66 48 31 28 49 59 88 af 61 b6 4d 83 8c a2 30 d4 al 3d 71
55 3f 59 8f 4d 81 c5 16 dc 07 e2 2d d2 98 Oa 42 aa 32 a3 9e 04 d4 8¢ 89 67 6d c9 3b 03 c3 a8 18 29 16 d1 7e 6d 49 07 6d
bd b0 a9 58 50 d2 ab f6 87 5¢ 28 08 c5 9f d3 21 36 35 f1

Data Ascii: %LIVN ,QLiN<.b:")X9iN\$8G|UbMu>W1jNA15v>eT]WFcJIb5\$~V[AtmVBa!t4u5$fH1(lYaM0=qU?YM-B2gm;)
~mImXP\(!65
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Timestam
P transferred

2022-04-08 08:02:43 UTC 4468

Session ID Source IP
15 192.168.2.3
. kBytes
Ti t
fmestamp transferred

2022-04-08 08:02:42 UTC 82

2022-04-08 08:02:42 UTC 1426

2022-04-08 08:02:42 UTC 1427

2022-04-08 08:02:42 UTC 1442

2022-04-08 08:02:42 UTC 1458

2022-04-08 08:02:42 UTC 1460

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49993

Direction

ouT

Data

Data Raw: 29 b6 42 99 5a 37 4e b9 06 91 10 09 62 01 6 c8 10 c8 29 6a d0 0 24 7e da 9c 30 44 90 d1 51 c1 92 6a 90 3f
1c 91 62 9d 68 57 3f bd 61 12 d1 58 6 f2 ca e4 1b 22 a5 ac 42 6e d5 e7 8¢ d7 81 1b 7f c6 d9 18 6¢ 99 25 b6 17 de 9f cO
db ad 6b 4 e4 €7 16 31 29 c8 b7 12 32 f1 23 a5 72 86 d0 9b 59 48 45 ab f3 db e2 00 fc 86 50 46 ed 81 2d 98 21 af 23 ef
96 02 b4 ba ca ef 8¢ 81 49 a2 80 7f db c3 cd 09 34 34 9a 76 03 73 c8 8f ed cb 0b 02 9e 5d 5b 47 50 ef bd 40 a5 3d b2 b4
al a3 a3 bb 31 d9 68 46 10 a5 2e b8 8c 28 a8 df 2d 8b 10 a3 1a b4 3f bd a0 a7 20 69 12 c2 77 54 de ea el 35 48 8b cb 18
59 86 c2 9d 3e 8¢ ab 23 84 a4 d1 41 45 6d 5 65 f4 c7 da ad 4e 4c 9b 63 4b 27 91 62 4e 4a 3e 26 ea b8 a5 e8 3a a5 d4 7f
55 85 58 33 7c 08 0a 13 ed b6 00 92 18 b6 aa 91 81 €9 c6

Data Ascii: )BZ7Nb)j$~0DQj?bhW?aX0"Bnl%k1)2#rY HEPF-1#144vs][GP@=1hF.(-? iwT5HY>#AEmeNLcK'bNJI>&:UX3)|

Destination IP DL WL Process

Port
23.10.249.43 443 C:\Users\user\Desktop\Il.exe
Data

GET /cms/api/lam/imageFileData/RWPOUC?ver=2f44 HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate, br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134

Host: img-prod-cms-rt-microsoft-com.akamaized.net

Connection: Keep-Alive

HTTP/1.1 200 OK

Content-Type: image/jpeg

Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RWPOUC?ver=2f44
Last-Modified: Thu, 07 Apr 2022 10:42:26 GMT
Access-Control-Allow-Origin: *

X-Source-Length: 1654488

X-Datacenter: northeu

X-Activityld: abdce6fd-750b-4250-8d13-1c71db5b1df8
Timing-Allow-Origin: *

X-Frame-Options: deny

X-ResizerVersion: 1.0

Content-Length: 1654488

Cache-Control: public, max-age=355227

Expires: Tue, 12 Apr 2022 10:43:09 GMT

Date: Fri, 08 Apr 2022 08:02:42 GMT

Connection: close

Data Raw: ff d8 ff el 14 ed 45 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 07 01 12 00 03 00 00 00 01 00 01 00 00 01 1a
00 05 00 00 00 01 00 00 00 62 01 1b 00 05 00 00 00 01 00 00 00 6a 01 28 00 03 00 00 00 01 00 02 00 00 01 31 00 02 00
00 00 1f 00 00 00 72 01 32 00 02 00 00 00 14 00 00 00 91 87 69 00 04 00 00 00 01 00 00 00 a8 00 00 00 d4 00 Oe a6 00
00 00 27 10 00 Oe a6 00 00 00 27 10 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 32 31 2e 31 20 28 57 69 6e 64 6f 77
7329 00 32 30 32 31 3a 31 31 3a 31 31 20 30 36 3a 35 35 3a 33 38 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 ff ff 00 00
a0 02 00 04 00 00 00 01 00 00 04 38 a0 03 00 04 00 00 00 01 00 00 07 80 00 00 00 00 00 00 00 06 01 03 00 03 00 00 00
01 00 06 00 00 01 1a 00 05 00 00 00 01 00 00 01 22 01 1b 00 05 00

Data Ascii: ExifMM*bj(1r2i"Adobe Photoshop 21.1 (Windows)2021:11:11 06:55:388"

Data Raw: 44 6f 63 75 6d 65 6e 74 49 44 3d 22 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 31 31
36 35 37 37 66 2d 35 37 35 64 2d 38 33 34 37 2d 39 38 64 36 2d 38 39 30 65 32 65 30 33 31 30 32 32 22 20 78 6d 70 4d
4d 3a 4f 72 69 67 69 6e 61 6¢ 44 6f 63 75 6d 65 6e 74 49 44 3d 22 78 6d 70 2e 64 69 64 3a 61 38 35 33 32 65 62 65 2d
62 3431 32 2d 34 37 34 36 2d 39 35 30 62 2d 32 65 31 31 64 66 33 66 66 34 37 31 22 20 78 6d 70 4e 6f 74 65 3a 48 61
73 45 78 74 65 6e 64 65 64 58 4d 50 3d 22 44 30 41 33 39 39 46 34 41 45 41 43 31 44 35 32 33 36 45 36 43 31 37 41 31
3933423441 3344 22 3e 20 3c 70 68 6f 74 6f 73 68 6f 70 3a 54 65 78 74 4c 61 79 65 72 73 3e 20 3¢ 72 64 66 3a 42 61
67 3e 20 3c 72 64 66 3a 6¢ 69 20 70 68 6f 74 6f 73 68 6f 70 3a 4¢c

Data Ascii: DocumentlD="adobe:docid:photoshop:f116577f-575d-8347-98d6-890e2e031022" xmpMM:OriginalDo
cumentlD="xmp.did:a8532ebe-b412-4746-950b-2e11df3ff471" xmpNote:HasExtendedXMP="DOA399F4AEAC1D5236E6
C17A193B4A3D"> <photoshop:TextLayers> <rdf:Bag> <rdf:li photoshop:L

Data Raw: 67 65 5¢ 5f 43 72 6f 70 73 5¢ 45 64 67 65 2d 4c 69 66 65 73 74 79 6¢ 65 5f 73 68 75 74 74 65 72 73 74 6f 63
6b 5f 33 35 33 34 31 36 30 30 37 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31
36 2d 30 37 2d 32 36 54 31 31 3a 30 33 3a 33 30 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72
73 5c 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 45 64 67 65 5¢ 5f 43 72 6f 70 73 5¢ 45 64 67 65
2d 4c 69 66 65 73 74 79 6¢ 65 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 38 37 33 34 31 30 36 31 5f 31 30 38 30 78 31 39 3
2302e6a706720 7361 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 32 36 54 31 31 3a 30 34 3a 33 36 2d 30 37
3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76

Data Ascii: ge\_Crops\Edge-Lifestyle_shutterstock_353416007_1080x1920.jpg saved&#xA;2016-07-26T11:03:30-07:00&
#x9;File C:\Users\v-lizagh\MS\Windows10\Edge\ Crops\Edge-Lifestyle_Gettylmages-87341061_1080x1920.jpg
saved&#xA;2016-07-26T11:04:36-07:00&#x9;File C:\Users\v

Data Raw: 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 32 36 54 31 38 3a 31 37 3a 33 39 2d 30 37 3a 30 30 26 23
78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢
4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26
2378 41 3b 32 30 31 36 2d 30 37 2d 32 36 54 31 38 3a 32 33 3a 32 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20
43 3a5c¢ 55 73 65 72 73 5¢c 76 2d 6¢ 69 7a 61 67 68 5¢c 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 4c 6f 63 6b 73 63 72 65
65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31
36 2d 30 37 2d 32 36 54 31 38 3a 32 34 3a 33 31 2d 30 37 3a 30 30 26 23

Data Ascii: ved&#xA;2016-07-26T18:17:39-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1080x1920_Por
trait.psd saved&#xA;2016-07-26T18:23:29-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1080x1920_Por
trait.psd saved&#xA;2016-07-26T18:24:31-07:00&#
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Data

Data Raw: 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 38 2d 33 31 54 31 33 3a 34 32 3a 33 39
2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69
6e 64 6f 77 73 31 30 5¢ 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73
64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 39 2d 31 32 54 31 30 3a 32 36 3a 30 38 2d 30 37 3a 30 30 26 23
78 39 3b 46 69 6¢ 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73
64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 36 2d 30 39 2d 31 32 54 31 30 3a 32 38 3a 35 30 2d 30 37 3a 30 30 26
2378 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a

Data Ascii: 0.jpg saved&#xA;2016-08-31T13:42:39-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1080x
1920_Portrait.psd saved&#xA;2016-09-12T10:26:08-07:00&#x9;File Lockscreen_1080x1920_Portrait.psd opened&#xA;20
16-09-12T10:28:50-07:00&#x9;File C:\Users\v-liz

Data Raw: 69 74 79 5¢ 45 64 67 65 53 75 72 67 65 2d 52 65 61 64 69 6e 67 56 69 65 77 5f 47 65 74 74 79 49 6d 61 67
65 73 2d 39 35 36 39 35 32 39 31 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31
36 2d 31 30 2d 31 37 54 31 38 3a 33 34 3a 35 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72
73 5c 76 2d 6¢ 69 7a 61 67 68 5c 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 45 64 67 65 5¢ 53 75 72 67 65 5¢ 52 65 61 64
69 6e 67 56 69 65 77 5f 4e 6f 64 69 73 74 72 61 63 74 69 6f 6e 73 2d 43 6f 6e 63 65 6e 74 72 61 74 69 6e 67 2d 46 6f 63
75 73 2d 53 69 6d 70 6¢ 69 63 69 74 79 5c 45 64 67 65 53 75 72 67 65 2d 52 65 61 64 69 6e 67 56 69 65 77 5f 47 65 74
7479 49 6d 61 67 65 73 2d 35 37 38 31 39 35 33 37 37 5f 31 30 38 30 78

Data Ascii: ity\EdgeSurge-ReadingView_Gettylmages-95695291 1080x1920.jpg saved&#xA;2016-10-17T18:34:53-
07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Edge\Surge\ReadingView_Nodistractions-Concentrating-Focus-Sim
plicity\EdgeSurge-ReadingView_Gettylmages-578195377_1080x

Data Raw: 73 31 30 5c 43 6f 72 74 61 6e 61 5c 43 6f 72 74 61 6e 61 2d 52 65 6d 69 6e 64 65 72 5f 47 65 74 74 79 49 6d
61 67 65 73 2d 36 32 30 39 32 38 32 33 39 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b
323031 36 2d 31 31 2d 31 34 54 31 35 3a 35 35 3a 33 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5¢ 55
7365 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢c 43 6f 72 74 61 6e 61 5¢ 43 6f 72 74 61
6e 61 2d 52 65 6d 69 6e 64 65 72 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 36 35 34 39 35 38 37 35 5f 31 30 38 30 78 3
1393230 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 31 34 54 31 35 3a 35 35 3a 34 35 2d
30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73

Data Ascii: s10\Cortana\Cortana-Reminder_Gettylmages-620928239_1080x1920.jpg saved&#xA;2016-11-14T15:55:37-
08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Cortana\Cortana-Reminder_Gettylmages-665495875_1080x1920.jpg
saved&#xA;2016-11-14T15:55:45-08:00&#x9;File C:\Users

Data Raw: 2d 6¢ 69 7a 61 67 68 5¢ 41 70 70 44 61 74 61 5¢ 52 6f 61 6d 69 6e 67 5¢ 41 64 6f 62 65 5c 41 64 6f 62 65 20
50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5¢ 5f 4d 49 54 2d 57 69 6e
74 65 72 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 2d 4f 73 63 61 72 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 35 30
3839 32 34 38 30 5f 31 30 38 30 78 31 39 32 30 45 36 44 39 31 43 44 33 36 38 33 31 39 46 44 30 32 34 37 46 39 43 34
36 31 44 39 41 46 30 30 37 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 31 2d 32 30 54 31 31 3a 31
38 3a 35 39 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d
53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 4d 6f 6d 65 6e 74 73 49 6e 54 69

Data Ascii: -lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_MIT-WinterEntertainment-Oscar
s_Gettylmages-150892480_1080x1920E6D91CD368319FD0247F9C461D9AF007.psb saved&#xA;2017-01-20T11:18:59-
08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTi

Data Raw: 41 45 45 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 34 37 34 37 36 33 39 35 32 5f 31 30 38 30 78 31 39 32 30 2e
6a70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 32 2d 32 33 54 30 39 3a 34 35 3a 30 33 2d 30 38 3a 30 30
26 2378 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31
30 5¢ 45 64 67 65 5¢ 4e 41 41 45 45 5¢ 43 48 4f 53 45 4e 5¢ 43 72 6f 70 73 5¢ 45 64 67 65 2d 4e 41 41 45 45 5f 47 65 74
7479 49 6d 61 67 65 73 2d 34 38 34 30 30 36 30 35 34 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26
2378 41 3b 32 30 31 37 2d 30 32 2d 32 33 54 30 39 3a 34 36 3a 34 39 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20
43 3a5c 55 73 6572 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69

Data Ascii: AEE_Gettylmages-474763952_1080x1920.jpg saved&#xA;2017-02-23T09:45:03-08:00&#x9;File C:\Users\v-li
zagh\MS\Windows10\Edge\NAAEE\CHOSEN\Crops\Edge-NAAEE_Gettylmages-484006054_1080x1920.jpg s
aved&#xA;2017-02-23T09:46:49-08:008#x9;File C:\Users\v-lizagh\MS\Wi

Data Raw: 74 2d 41 70 72 69 6¢ 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 31 37 31 38 38 36 38 38 5f 31 30 38 30 78 31
393230 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 33 2d 31 34 54 31 32 3a 31 31 3a 30 33 2d 30
373230 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64
6f 77 73 31 30 5¢ 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20
73 6176 6564 26 23 78 41 3b 32 30 31 37 2d 30 33 2d 31 35 54 31 35 3a 31 36 3a 33 30 2d 30 37 3a 30 30 26 23 78 39
3b 46 69 6¢ 65 20 4c 6f 63 6b 73 63 72 65 65 6 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20
6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 37 2d 30 33 2d 31 35 54

Data Ascii: t-April_Gettylmages-517188688_1080x1920.jpg saved&#xA;2017-03-14T12:11:03-07:00&#x9;File C:\Users\v-
lizagh\MS\Windows10\Lockscreen_1080x1920_Portrait.psd saved&#xA;2017-03-15T15:16:30-07:00&#x9;File Lockscree
n_1080x1920_Portrait.psd opened&#xA;2017-03-15T

Data Raw: 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 34 2d 31 32 54 31 31 3a 34 30 3a 32 37 2d 30
37 3a30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 41 70 70 44 61 74 61
5c 52 6f 61 6d 69 6e 67 5¢ 41 64 6f 62 65 5¢ 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35
5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 42 69 6e 67 41 74 57 6f 72 6b 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 33 37
31 34 34 32 39 33 5f 31 30 38 30 78 31 39 32 30 30 39 39 45 36 30 37 34 41 43 31 42 42 33 35 41 31 34 38 39 37 31 46
3934304542 30413044 2e 707362207361 766564 26237841 3b323031372d 3034 2d 31 3254 31 31 3a 34
30 3a 35 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢

Data Ascii: jpg saved&#xA;2017-04-12T11:40:27-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Pho
toshop CC 2015.5\AutoRecover\_BingAtWork_Gettylmages-137144293 1080x1920099E6074AC1BB35A148971F940EB
0AOD.psb saved&#xA;2017-04-12T11:40:56-07:00&#x9;File C:\

Data Raw: 65 64 26 23 78 41 3b 32 30 31 37 2d 30 35 2d 31 31 54 31 35 3a 31 39 3a 34 32 2d 30 37 3a 30 30 26 23 78
39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 4d 6f
6d 65 6e 74 73 49 6e 54 69 6d 65 5¢ 4e 42 41 5¢ 4d 61 79 5c 43 68 6f 73 65 6e 5¢ 43 72 6f 70 73 5¢ 4d 49 54 2d 4e 42
41 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 35 39 31 35 38 37 30 30 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 6
1766564 26 23 78 41 3b 32 30 31 37 2d 30 35 2d 31 31 54 31 35 3a 32 30 3a 31 36 2d 30 37 3a 30 30 26 23 78 39 3b
46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 4c 6f 63 6b
7363 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61

Data Ascii: ed&#xA;2017-05-11T15:19:42-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\N
BA\May\Chosen\Crops\MIT-NBA_Gettylmages-659158700_1080x1920.jpg saved&#xA;2017-05-11T15:20:16-07:00&
#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1080x1920_Portra
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Data

Data Raw: 32 5c 5f 43 48 4f 53 45 4e 2d 4f 33 36 35 52 65 6e 65 77 61 6¢ 5¢c 4f 66 66 69 63 65 2d 42 32 5f 35 30 30 70
78 2d 31 35 32 32 38 37 36 32 31 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31
37 2d 30 36 2d 31 31 54 31 39 3a 34 36 3a 32 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72
73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5¢c 4f 66 66 69 63 65 2d 42 61
74 63 68 32 5¢c 5f 43 48 4f 53 45 4e 2d 4f 33 36 35 52 65 6e 65 77 61 6¢ 5¢ 4f 66 66 69 63 65 2d 42 32 5f 35 30 30 70 78
2d 31 35 34 31 33 30 33 31 35 5f 31 30 38 30 78 31 39 32 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37
2d 30 36 2d 31 31 54 31 39 3a 34 36 3a 33 34 2d 30 37 3a 30 30 26

Data Ascii: 2\_CHOSEN-0365Renewal\Office-B2_500px-152287621_1080x1920.jpg saved&#xA;2017-06-11T19:46:24-
07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\Office-Batch2\_CHOSEN-O365Renewal\Office-B2_500px-154
130315_1080x1920.psd saved&#xA;2017-06-11T19:46:34-07:00&

Data Raw: 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 30 39 54 31 36 3a 31 34 3a 34 39 2d 30 37 3a 30 30 26 23 78 39 3b
46 69 6¢ 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 6f
70 65 6e 65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 30 39 54 31 36 3a 32 34 3a 32 36 2d 30 37 3a 30 30 26 23 78 39
3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 41 70 70 44 61 74 61 5¢ 52 6f 61 6d 69 6e 67 5
¢ 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5¢ 41 75 74 6f 52 65 63 6f 76 65
72 5¢ 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 46 30 31 39 34 34 45 44
3142 37 43 33 38 42 38 44 46 35 33 38 45 43 44 3339 43 34 43

Data Ascii: &#xA;2017-07-09T16:14:49-07:00&#x9;File Lockscreen_1080x1920_Portrait.psd opened&#xA;2017-07-09T16
:24:26-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\ Lockscreen_
1080x1920_PortraitF01944ED1B7C38B8DF538ECD39C4C

Data Raw: 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5¢ 41 75 74 6f 52 65 63 6f 76 65
72 5¢ 5f 42 69 6e 67 53 70 6f 74 6¢ 69 67 68 74 51 75 69 7a 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 30 34 35 30 38 32
3330 5f 31 30 38 30 78 31 39 32 30 41 37 30 32 45 36 46 36 44 37 38 38 31 31 33 46 46 35 44 39 31 30 39 45 38 38 30
37313239 46 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 33 31 54 31 34 3a 35 35 3a 35 32
2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69
6e 64 6f 77 73 31 30 5c 42 69 6e 67 5¢ 53 70 6f 74 6¢ 69 67 68 74 51 75 69 7a 5¢ 5f 43 48 4f 53 45 4e 5¢ 43 72 6f 70 73
5c 42 69 6e 67 53 70 6f 74 6¢ 69 67 68 74 51 75 69 7a 5f 73 68

Data Ascii: be\Adobe Photoshop CC 2017\AutoRecover\_BingSpotlightQuiz_Gettylmages-504508230_1080x192
0A702E6F6D788113FF5D9109E8807129F.psh saved&#xA;2017-07-31T14:55:52-07:00&#x9;File C:\Users\v-lizagh
\MS\Windows10\Bing\SpotlightQuiz\_CHOSEN\Crops\BingSpotlightQuiz_sh

Data Raw: 32 33 3a 32 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a
61 67 68 5¢c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5¢c 41 64 6f 62 65 5¢ 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f
702043 4320 32 30 31 37 5¢ 41 75 74 6f 52 65 63 6f 76 65 72 5¢ 5f 57 69 6e 64 6f 77 73 4d 4d 58 2d 52 64 32 5f 35 30
30 70 78 2d 31 38 32 32 36 35 37 33 5f 31 30 38 30 78 31 39 32 30 30 42 45 35 43 39 43 44 44 44 39 33 43 34 38 42 38
45 31 43 46 46 38 33 33 38 37 45 34 46 34 31 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 39 2d 32
3554 3136 3a 3134 3a32352d 3037 3a 3030 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69
7a 61 67 68 5¢c 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e

Data Ascii: 23:27-07:00&8#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_
WindowsMMX-Rd2_500px-18226573_1080x19200BE5C9CDDD93C48B8E1CFF83387E4F41.psh saved&#xA;2017-09-
25T16:14:25-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Momen

Data Raw: 74 6f 72 73 55 70 64 61 74 65 5c 46 61 6¢ 6¢ 43 72 65 61 74 6f 72 73 55 70 64 61 74 65 5f 47 65 74 74 79 49
6d 61 67 65 73 2d 31 36 38 35 31 30 37 35 38 5f 31 30 38 30 78 31 39 32 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41
3b 3230 31 37 2d 31 30 2d 31 38 54 31 35 3a 34 36 3a 31 38 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢c
5573 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢c 57 69 6e 64 6f 77 73 31 30 5¢ 46 61 6¢ 6C 43 72 65 61 74 6f 72 73
55 70 64 61 74 65 5¢ 46 61 6¢ 6¢ 43 72 65 61 74 6f 72 73 55 70 64 61 74 65 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 3
6 38 35 31 30 37 35 38 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31

30 2d 31 38 54 31 35 3a 34 37 3a 35 35 2d 30 37 3a 30 30 26 23 78 39

Data Ascii: torsUpdate\FallCreatorsUpdate_Gettylmages-168510758_1080x1920.psd saved&#xA;2017-10-18T15:46:18-
07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\FallCreatorsUpdate\FallCreatorsUpdate_Gettylmages-168510
758_1080x1920.jpg saved&#xA;2017-10-18T15:47:55-07:008#x9

Data Raw: 70 70 69 6e 67 5¢c 43 48 4f 53 45 4e 5¢ 43 72 6f 70 73 5¢ 4d 49 54 2d 42 6¢ 61 63 6b 46 72 69 64 61 79 5f 47
65747479 49 6d 61 67 65 73 2d 31 33 36 32 30 31 33 33 39 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65
64 26 23 78 41 3b 32 30 31 37 2d 31 31 2d 32 32 54 31 30 3a 34 34 3a 30 35 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢
65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢c 4d 6f 6d 65 6e 74 73
49 6e 54 69 6d 65 5c 42 6¢ 61 63 6b 46 72 69 64 61 79 43 68 72 69 73 74 6d 61 73 53 68 6f 70 70 69 6e 67 5¢c 43 48 4f 5
345 4e 5¢ 43 72 6f 70 73 5¢ 4d 49 54 2d 42 6¢ 61 63 6b 46 72 69 64 61 79 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 30
36 38 34 32 33 38 33 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20

Data Ascii: pping\CHOSEN\Crops\MIT-BlackFriday_Gettylmages-136201339_1080x1920.jpg saved&#xA;2017-11-
22T10:44:05-08:00&#x9;File C:\Users\v-lizaghiMS\Windows10\MomentsinTime\BlackFridayChristmasShoppin
g\CHOSEN\Crops\MIT-BlackFriday_Gettylmages-506842383_1080x1920.jpg

Data Raw: 65 73 2d 31 37 37 34 32 37 39 31 37 5f 31 30 38 30 78 31 39 32 30 2e 70 73 64 20 73 61 76 65 64 26 23 78
41 3b 32 30 31 37 2d 31 32 2d 32 30 54 32 30 3a 35 31 3a 34 32 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a
5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢c 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5c 4d 49 54 2d 49 6e 74 65 72 6e 6
174 69 6f 6e 61 6¢ 5¢ 43 72 69 63 6b 65 74 5¢ 43 48 4f 53 45 4e 5¢ 43 72 6f 70 73 5¢ 4d 49 54 2d 41 73 68 65 73 43 72
69 63 6b 65 74 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 37 37 34 32 37 39 31 37 5f 31 30 38 30 78 31 39 32 30 2e 6a
7067 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 32 30 54 32 30 3a 35 34 3a 32 36 2d 30 38 3a 30 30 26
23 7839 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61

Data Ascii: es-177427917_1080x1920.psd saved&#xA;2017-12-20T20:51:42-08:00&#x9;File C:\Users\v-lizagh\MS\Windo
ws10\MIT-International\Cricket\ CHOSEN\Crops\MIT-AshesCricket _Gettylmages-177427917_1080x1920.jpg sav
ed&#xA;2017-12-20T20:54:26-08:008#x9;File C:\Users\v-liza

Data Raw: 5¢ 43 48 4f 53 45 4e 5¢ 43 72 6f 70 73 5¢ 4d 49 54 2d 47 72 61 6d 6d 79 73 5f 47 65 74 74 79 49 6d 61 67 65
73 2d 35 37 38 30 37 32 34 33 30 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31
38 2d 30 31 2d 31 37 54 31 34 3a 33 31 3a 32 33 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72
73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢c 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 47 52
41 4d 4d 59 53 5¢ 32 30 31 37 5c 43 48 4f 53 45 4e 5¢ 43 72 6f 70 73 5¢ 4d 49 54 2d 47 72 61 6d 6d 79 73 5f 47 65 74 74
79 49 6d 61 67 65 73 2d 35 38 30 37 34 39 32 34 31 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23
78 41 3b 3230 31 38 2d 30 31 2d 31 37 54 31 34 32 33 33 32 35 31

Data Ascii: \CHOSEN\Crops\MIT-Grammys_Gettylmages-578072430_1080x1920.jpg saved&#xA;2018-01-17T14:31:23-
08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\GRAMMY S\2017\CHOSEN\Crops\MIT-Grammy
s_Gettylmages-580749241_1080x1920.jpg saved&#xA;2018-01-17T14:33:51
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2022-04-08 08:02:42 UTC 3134 IN
2022-04-08 08:02:42 UTC 3142 IN
2022-04-08 08:02:42 UTC 3158 IN
2022-04-08 08:02:42 UTC 3174 IN
2022-04-08 08:02:42 UTC 3182 IN
2022-04-08 08:02:42 UTC 3198 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 54 31 33 3a 35 37 3a 30 39 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76
2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 4d 53 72 65 77 61 72 64 73 5¢ 41 75 73 74 72 61 6C 69
61 2d 55 4b 5c 43 48 4f 53 45 4e 5¢ 43 72 6f 70 73 5¢ 4d 53 72 65 77 61 72 64 73 2d 41 55 2d 55 4b 5f 47 65 74 74 79 49
6d 61 67 65 73 2d 36 31 31 39 36 31 35 38 36 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41
3b 32 30 3138 2d 30 31 2d 32 39 54 31 33 3a 35 39 3a 32 35 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢
55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢c 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 4d 53 72 65 77 61 72 64 73 5¢ 41
7573 74 72 61 6¢ 69 61 2d 55 4b 5¢ 43 48 4f 53 45 4e 5¢ 43 72 6f 70 73

Data Ascii: T13:57:09-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MSrewards\Australia-UK\CHOSEN\Cr
ops\MSrewards-AU-UK_Gettylmages-611961586_1080x1920.jpg saved&#xA;2018-01-29T13:59:25-08:00&#x9;File
C:\Users\v-lizagh\MS\Windows10\MSrewards\Australia-UK\CHOSEN\Crops

Data Raw: 26 23 78 41 3b 32 30 31 38 2d 30 33 2d 30 31 54 31 31 3a 34 31 3a 33 38 2d 30 38 3a 30 30 26 23 78 39 3b
46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 4d 49 54
2d 49 6e 74 65 72 6e 61 74 69 6f 6e 61 6¢ 5¢ 54 72 61 76 65 6¢ 2d 53 41 2d 45 75 72 6f 70 65 5¢ 43 48 4f 53 45 4e 5c 43
72 6f 70 73 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 33 2d 30 31 54 31 31 3a 34 31 3a 3539 2d
30 38 3a 3030 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e
64 6f 77 73 31 30 5¢ 4d 49 54 2d 49 6e 74 65 72 6e 61 74 69 6f 6e 61 6¢ 5¢ 54 72 61 76 65 6¢ 2d 53 41 2d 45 75 72 6f 70
65 5¢ 43 48 4f 53 45 4e 5¢ 43 72 6f 70 73 5¢ 4d 49 54 2d 54 72 61 76

Data Ascii: &#xA;2018-03-01T11:41:38-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MIT-International\Travel-SA-
Europe\CHOSEN\Crops.jpg saved&#xA;2018-03-01T11:41:59-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MIT-Inter
national\Travel-SA-Europe\CHOSEN\Crops\MIT-Trav

Data Raw: 3a 6¢ 69 3e 30 31 33 41 34 38 31 44 37 30 39 45 44 33 43 46 31 45 37 41 36 43 34 36 35 46 35 43 38 30 43
38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 30 31 34 33 37 39 43 33 43 39 31 44 45 32 38 33 46 46 46 43
32 42 45 34 44 37 38 45 39 34 46 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 30 31 34 33 37 453439333
03044 3842 31 43 32 36 36 34 37 32 46 32 36 35 45 36 35 43 38 41 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69
3e 30 31 3532 45 44 44 46 43 37 44 38 33 32 34 46 45 32 43 32 31 39 37 41 45 42 39 36 46 46 43 33 3c 2f 72 64 66 3a
6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 30 31 3539 44 31 43 31 39 43 353244 3146 32453034 3742433134354143
44 38 35 43 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 30

Data Ascii: :1i>013A481D709ED3CF1E7A6C465F5C80C8</rdf:li> <rdf:i>014379C3C91DE283FFFC2BE4D78E94F2</
rdf:li> <rdf:li>01437E49300D8B1C266472F265E65C8A</rdf:li> <rdf:i>0152EDDFC7D8324FE2C2197AEB96FFC3</
rdf:li> <rdf:1i>0159D1C19C52D1F2E047BC145ACD85CB</rdf:li> <rdf:li>0

Data Raw: 69 3e 30 37 35 42 30 34 38 37 43 38 41 38 33 37 36 31 46 43 39 38 44 35 31 46 42 36 44 41 36 38 46 43 3c 2f
72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 30 37 37 39 31 31 36 37 45 30 31 42 35 41 34 37 33 34 43 32 46 34 35
334542 42 44 41 38 42 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 30 37 38 32 38 36 44 36 39 43 38 34
41 43 41 36 34 43 45 42 39 45 44 44 33 39 37 41 39 39 41 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 30 3
738334442 45 35 33 41 32 37 31 45 43 46 39 35 39 44 39 37 45 46 42 44 46 41 33 36 33 38 3c 2f 72 64 66 3a 6¢ 69
3e 20 3c 72 64 66 3a 6¢ 69 3e 30 37 38 39 36 31 34 43 39 33 43 36 37 41 43 38 35 35 38 33 42 33 38 45 30 46 31 32 39
39 43 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 30 37 39

Data Ascii: i>075B0487C8A83761FC98D51FB6DAG8FC</rdf:li> <rdf:i>07791167E01B5A4734C2F453EBBDA8BA</rd
f:li> <rdf:1i>078286D69C84ACA64CEBIEDD397A99AB</rdf:Ii> <rdf:li>0783DBE53A271ECF959D97EFBDFA3638</rdf:li>
<rdf:1i>0789614C93C67AC85583B38E0F1299C3</rdf:li> <rdf:li>079

Data Raw: 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 31 34 36 44 42 31 41 36 36 42 46 46 30 46 43 39 42 30
3543 32 37 33 43 39 46 33 38 35 39 31 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 31 34 37 32 31 41 42
35 37 39 36 39 32 32 38 31 43 44 36 33 31 44 33 43 33 42 46 37 32 43 30 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6¢ 69 3e 31 34 37 45 30 36 45 31 44 45 46 33 35 33 31 45 30 45 36 33 43 39 30 39 46 36 32 35 37 33 46 35 3¢ 2f 72
64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 31 34 38 34 38 30 42 44 38 33 35 38 32 38 44 31 30 33 4535 36 37 39 41
33 32 34 45 46 39 45 35 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 31 34 39 32 34 36 42 37 36 46 41 45 43
44 41 38 37 31 37 43 32 33 32 42 41 39 44 33 30 35 35 30 3c 2f 72 64 66

Data Ascii: </rdf:li> <rdf:li>146DB1A66BFFOFC9B05C273C9F385917</rdf:li> <rdf:li>14721AB579692281CD63
1D3C3BF72C08</rdf:li> <rdf:li>147E06E1DEF3531E0E63C909F62573F5</rdf:li> <rdf:1i>148480BD835828D103E5
679A324EF9ES</rdf:li> <rdf:li>149246B76 FAECDA8717C232BA9D30550</rdf

Data Raw: 31 31 36 31 43 44 35 34 31 38 37 44 34 44 44 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 32 32
3739 32 30 45 34 42 41 35 30 34 32 36 33 32 33 42 39 37 33 45 35 42 34 39 44 34 43 31 37 3c 2f 72 64 66 3a 6¢ 69 3e
20 3c 72 64 66 3a 6¢ 69 3e 32 32 37 46 32 31 43 35 44 33 33 35 35 37 31 39 39 34 36 35 31 37 4537 32 31 31 30 30 31
38 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 32 32 39 33 38 31 44 41 30 36 36 31 34 38 30 41 383143 3
832 37 36 35 30 36 42 36 31 39 42 35 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 32 32 39 35 38 39 35 46 38
43 30 35 34 32 37 37 44 37 42 46 45 33 30 43 43 35 32 36 37 42 41 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢
69 3e 32 32 41 42 46 32 42 46 45 31 42 33 35 37 44 39 38 45 44 46 33

Data Ascii: 1161CD54187D4DD1</rdf:li> <rdf:li>227920E4BA50426323B973E5B49D4C17</rdf:li> <rdf:li>227F
21C5D3355719946517E721100188</rdf:li> <rdf:i>229381DA0661480A81C8276506B619B5</rdf:li> <rdf:li>2295
895F8C054277D7BFE30CC5267BA7</rdf:li> <rdf:li>22ABF2BFE1B357D98EDF3

Data Raw: 45 38 41 45 44 42 34 31 42 36 35 34 36 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 32 38 41 32
39 31 31 33 45 44 44 38 43 45 33 43 39 44 32 31 45 44 45 33 32 32 43 37 31 33 36 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢
72 64 66 3a 6¢ 69 3e 32 38 41 44 43 37 37 33 30 30 41 38 38 31 33 34 36 42 42 38 36 39 30 30 34 31 39 31 34 37 43 46
3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 32 38 42 37 32 38 36 30 44 33 3533 36 30 36 4535394343453
9 43 36 46 31 33 36 44 35 31 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 32 38 42 45 46 30 39 32 46 35 36
30 33 45 36 35 32 30 37 34 35 33 45 45 34 30 35 35 33 33 39 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e
3238 43 30 37 46 46 41 41 41 37 46 38 34 45 41 42 31 38 37 45 32 38

Data Ascii: EBAEDB41B65468</rdf:li> <rdf:i>28A29113EDD8CE3C9D21EDE322C71368</rdf:li> <rdf:[i>28ADC7
7300A881346BB86900419147CF</rdf:li> <rdf:1i>28B72860D353606ES9CCE9C6F136D513</rdf:li> <rdf:li>28BEFO
92F5603E65207453EE40553398</rdf:li> <rdf:li>28CO7FFAAA7F84EAB187E28

Data Raw: 35 36 38 37 36 30 36 46 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 33 34 42 44 44 35 38 43 34
3041 39 32 45 30 35 39 37 34 41 32 38 45 31 45 41 37 46 33 31 46 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢
69 3e 33 34 44 33 33 31 44 41 46 30 39 31 45 36 38 35 36 30 44 39 38 32 44 42 42 30 36 42 32 33 32 34 3c 2f 72 64 66
3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 33 34 44 43 46 30 37 37 45 43 38 41 38 31 46 43 38 45 45 36 38 43 39 44 37 32
35 46 43 35 33 33 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 33 34 44 44 34 41 32 33 42 41 37 38 45 46 38
37 45 38 36 36 31 30 35 39 38 42 30 44 46 36 32 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 33 34 45 36
30 33 35 35 45 33 33 41 34 35 34 34 39 31 32 33 35 45 32 37 35 30 34 37

Data Ascii: 5687606F 1</rdf:li> <rdf:[i>34BDD58C40A92E05974A28E1EA7F31F9</rdf:li> <rdf:[i>34D331DAF09
1E68560D982DBB06B2324</rdf:li> <rdf:[i>34DCF077EC8A81FC8EE68CID725FC533</rdf:li> <rdf:1i>34DD4A23BA7
8EF87E86610598BODF627</rdf:li> <rdf:li>34E60355E33A454491235E275047
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Timestamp transferred Direction
2022-04-08 08:02:42 UTC 3214 IN
2022-04-08 08:02:42 UTC 3221 IN
2022-04-08 08:02:42 UTC 3229 IN
2022-04-08 08:02:42 UTC 3245 IN
2022-04-08 08:02:42 UTC 3261 IN
2022-04-08 08:02:42 UTC 3269 IN
2022-04-08 08:02:42 UTC 3285 IN
2022-04-08 08:02:42 UTC 3301 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 33 39 36 38 44 37 43 33 32 33 35 43 30 41 42 44 39 44 36 44 33 41 41 35 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢
72 64 66 3a 6¢ 69 3e 34 32 35 36 42 43 37 43 43 30 42 30 33 44 3538 41 41 37 3545 33 33 4334 3232 334243 35 46
3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 34 32 36 34 46 35 35 42 39 36 31 44 39 43 35 42 42 43 44 45 37
3834 41 42 44 33 39 34 41 31 33 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 34 32 37 44 45 45 36 45 4538 3
1373641314441 42 30 36 37 45 46 37 31 39 35 46 38 33 34 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e
34 32 38 37 36 36 46 41 35 42 36 30 43 38 36 45 36 30 37 41 37 39 46 31 35 31 32 33 42 46 46 46 3c 2f 72 64 66 3a 6¢
69 3e 20 3c 72 64 66 3a 6¢ 69 3e 34 32 38 41 34 33 45 36 46 45 45 35

Data Ascii: 3968D7C3235C0ABDID6D3AA54</rdf:li> <rdf:li>4256BC7CCOB03D58AA75E33C4223BC5F</rdf:li> <rd
f:1i>4264F55B961D9C5BBCDE784ABD394A13</rdf:li> <rdf:i>427DEE6EE8176A1DAB067EF7195F8340</rdf:li> <rd
f:1i>428766FA5B60C86E607A79F15123BFFF</rdf:li> <rdf:li>428 A43E6FEES

Data Raw: 43 39 37 30 33 43 46 33 44 46 33 46 46 38 37 45 44 35 32 30 39 46 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64
66 3a 6¢ 69 3e 34 38 37 42 41 37 43 30 44 31 35 46 44 46 36 32 34 44 41 36 35 34 46 42 34 45 41 45 32 31 39 42 3¢ 2f
72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 34 38 38 35 31 38 33 41 38 35 30 44 41 32 39 46 32 45 45 41 32 36 43
36 41 37 34 43 41 42 37 45 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 34 38 39 303032393537 3034353
13541 4532 46 30 31 31 31 33 31 43 38 37 39 41 32 38 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 34 38
41 31 39 37 33 30 31 42 34 37 39 37 32 37 32 33 39 42 31 34 37 45 34 31 42 33 33 41 36 35 3c 2f 72 64 66 3a 6¢ 69 3e
20 3c 72 64 66 3a 6¢ 69 3e 34 38 41 35 44 43 43 33 44 45 42 45 38 39

Data Ascii: C9703CF3DF3FF87ED5209F0</rdf:li> <rdf:i>487BA7C0D15FDF624DA654FB4EAE219B</rdf:li> <rdf:
1i>4885183A850DA29F2EEA26C6A7ACABT7E</rdf:li> <rdf:i>48900295704515AE2F011131C879A287</rdf:li> <rdf:
1i>48A197301B479727239B147E41B33A65</rdf:li> <rdf:[i>48A5DCC3DEBE89

Data Raw: 32 35 30 31 32 34 31 36 37 45 37 32 45 33 41 33 33 35 38 42 35 44 45 38 44 37 45 38 33 3c 2f 72 64 66 3a 6¢
69 3e 20 3c 72 64 66 3a 6¢ 69 3e 34 45 45 36 34 32 38 38 39 38 32 32 44 33 32 32 35 43 35 31 34 41 36 42 38 35 32 35
34 3234 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 34 45 45 36 35 34 44 41 44 44 42 41 33 34 33 43 42
36 46 37 33 34 39 33 46 35 30 43 33 37 31 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 34 4545 42 30 33 3
4413542 43 46 41 43 39 37 38 38 37 31 33 41 33 34 43 45 36 35 43 38 41 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6c 69 3e 34 46 30 38 33 42 34 39 34 37 45 35 38 36 35 34 38 41 44 45 38 31 34 31 37 38 35 32 45 44 43 34 3¢ 2f 72
64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 34 46 31 31 42 31 32 30

Data Ascii: 250124167E72E3A3358B5DESD7E83</rdf:li> <rdf:li>4EE642889822D3225C514A6B85254241</rdf:li>
<rdf:li>4EE654DADDBA343CB6F73493F50C371B</rdf:li> <rdf:li>4 EEBO34A5BCFAC9788713A34CE65C8A2</rdf:li>
<rdf:li>4F083B4947E586548ADE81417852EDCA</rdf:li> <rdf:[i>4F11B120

Data Raw: 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 35 43 45 34 46 42 41 43 46 35 32 38 46 30 35 30 32 36 42 36 38 36
37 313934 32343037 46 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 35 43 46 31 36 33 41 44 43 45 30
46 44 46 33 44 31 35 30 36 46 36 34 39 31 33 31 30 37 31 30 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 3
544 31 41 33 33 42 39 43 34 37 43 34 34 39 43 38 45 36 42 44 33 42 45 37 46 33 39 30 33 30 39 3c 2f 72 64 66 3a 6¢ 69
3e 20 3c 72 64 66 3a 6¢ 69 3e 35 44 32 31 32 30 41 33 44 46 31 32 42 43 31 34 36 37 38 44 43 41 39 34 41 33 33 37 30
34 43 45 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 35 44 32 36 39 33 38 38 42 32 32 42 33 30 36 38 36 35
45 36 32 45 36 30 36 39 38 30 41 41 33 36 3c 2f 72 64 66 3a 6¢ 69 3e 20

Data Ascii: :li> <rdf:li>5CE4FBACF528F05026B68671942407F2</rdf:li> <rdf:[i>5CF16 3ADCEOFDF3D1506F6491
310710F</rdf:li> <rdf:[i>5D1A33B9C47C449C8E6BD3BE7F390309</rdf:li> <rdf:i>5D2120A3DF12BC14678DCA94A
33704CE</rdf:li> <rdf:li>5D269388B22B306865E62E606980AA36</rdf:li>

Data Raw: 3c 72 64 66 3a 6¢ 69 3e 36 42 31 46 37 39 44 31 31 34 30 45 43 39 30 38 37 39 46 37 32 43 46 30 42 35 31
37 46 35 35 45 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 36 42 32 34 41 37 41 44 43 36 43 44 39 46 39 32
3036 41 32 32 41 31 41 35 32 43 37 42 44 33 45 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 36 42 343231 3
531 37 38 33 37 41 36 44 41 35 31 42 34 38 34 31 34 33 39 43 35 39 31 30 34 41 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72

64 66 3a 6¢ 69 3e 36 42 34 36 33 33 34 36 31 33 43 39 46 34 33 44 31 30 41 39 30 33 42 32 37 32 34 42 4334 30 35 3¢
2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 36 42 35 41 34 32 34 39 45 38 30 45 36 44 37 45 39 45 30 35 35 42
43 44 32 41 39 32 38 33 36 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a

Data Ascii: <rdf:li>6B1F79D1140EC90879F72CF0B517F55E</rdf:li> <rdf:i>6B24A7ADC6CD9F9206A22A1A52C7BD
3E</rdf:li> <rdf:li>6B421517837A6DA51B4841439C59104A</rdf:li> <rdf:i>6B46334613C9F43D10A903B2724BC4
05</rdf:li> <rdf:li>6B5A4249E80E6D7E9E055BCD2A92836B</rdf:li> <rdf:

Data Raw: 64 66 3a 6¢ 69 3e 37 32 44 32 33 43 44 43 46 31 44 41 30 33 43 46 41 44 41 39 31 31 34 38 33 30 30 32 32
36 42 44 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 37 32 44 33 37 37 42 31 32 32 36 41 44 43 37 39 31 41
32 30 45 45 38 41 30 34 30 38 42 33 33 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 37 32 44 36 343932 3
734 37 42 39 30 30 30 41 36 33 44 33 43 44 37 39 33 33 36 44 39 30 45 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a
6c 69 3e 37 32 45 44 32 41 43 34 32 46 33 44 33 34 38 39 39 43 39 35 33 30 44 33 33 42 30 36 30 42 33 38 3c 2f 72 64
66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 37 32 46 46 35 30 33 43 34 32 33 43 41 46 43 38 35 31 43 38 3539 30 39 38
41 45 46 44 31 46 35 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69

Data Ascii: df:li>72D23CDCF1DA03CFADA91148300226BD</rdf:li> <rdf:li>72D377B1226 ADC791A20EE8A0408B333
</rdf:li> <rdf:1i>72D6492747B9000A63D3CD79336 DI0EB</rdf:li> <rdf:li>72ED2AC42F3D34899C9530D33B060B38
</rdf:li> <rdf:li>72FF503C423CAFC851C859098AEFD1F5</rdf:li> <rdf:li

Data Raw: 31 35 39 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 38 30 43 34 32 46 38 43 38 31 32 36 37 36
31413934 39 31 45 30 46 43 30 41 30 39 34 33 36 35 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 38 30 43
37 39333043 3242 33 42 35 35 41 44 34 33 35 44 43 41 39 37 30 46 34 46 31 46 31 33 3c 2f 72 64 66 3a 6¢ 69 3e 20
3c 72 64 66 3a 6¢ 69 3e 38 30 44 30 46 46 43 38 46 45 33 45 45 44 39 33 31 38 44 41 36 39 37 37 42 39 38 39 46 34 33
42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 38 30 44 31 45 44 35 38 36 35 34 37 37 34 45 36 45 44 34 41
35 38 46 38 35 43 33 39 36 36 42 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 38 30 44 43 34 36 41 35 45
3342 37 31 39 38 37 33 38 31 39 37 30 45 46 41 39 38 41 44 46 46 33 3c

Data Ascii: 159F</rdf:li> <rdf:li>80C42F8C8126761A9491E0FCOA094365</rdf:li> <rdf:[i>80C7930C2B3B55AD
435DCA970F4F1F13</rdf:li> <rdf:i>80DOFFC8FE3EED9318DA6977B989F43B</rdf:li> <rdf:li>80D1ED58654774E6
ED4A58F85C3966B2</rdf:li> <rdf:i>80DC46A5E3B71987381970EFA98ADFF3<

Data Raw: 32 32 37 31 46 44 46 44 46 35 43 35 34 36 45 44 36 33 37 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢
69 3e 38 43 39 41 34 34 42 45 31 46 32 42 36 45 35 33 45 32 41 35 38 36 44 44 43 34 30 32 30 33 32 30 3c 2f 72 64 66
3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 38 43 41 36 33 31 31 44 31 41 45 35 46 38 45 36 38 42 31 36 44 32 43 34 36 39
35 31 30 30 44 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 38 43 42 31 45 4538 453034 32303834374
6 39 34 30 35 45 42 31 37 36 37 43 30 44 43 44 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 38 43 44 41 46
38 3542 42 33 31 45 34 31 43 34 30 41 36 34 31 41 41 41 42 45 31 45 38 39 33 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72
64 66 3a 6¢ 69 3e 38 43 44 43 38 39 45 43 31 31 39 32 34 35 34 30 39

Data Ascii: 2271FDFDF5C546ED6373</rdf:li> <rdf:[i>8C9A44BE1F2B6ES3E2A586DDC4020320</rdf:li> <rdf:li>
8CA6311D1AE5F8E68B16D2C4695100D0</rdf:li> <rdf:li>8CB1EE8E0420847F9405EB1767CODCDO</rdf:li> <rdf:li>
8CDAF85BB31E41C40A641AAABE1E8939</rdf:li> <rdf:[i>8CDC89EC119245409
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Timestamp transferred Direction
2022-04-08 08:02:42 UTC 3309 IN
2022-04-08 08:02:42 UTC 3325 IN
2022-04-08 08:02:42 UTC 3341 IN
2022-04-08 08:02:42 UTC 3349 IN
2022-04-08 08:02:42 UTC 3357 IN
2022-04-08 08:02:42 UTC 3373 IN
2022-04-08 08:02:42 UTC 3389 IN
2022-04-08 08:02:42 UTC 3396 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 39 41 41 32 33 41 43 39 44 44 42 30 39 43 43 37 42 44 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e
3934 3934 41 41 32 42 33 36 43 31 32 38 41 39 32 31 36 38 35 37 44 41 35 31 39 42 34 37 37 46 3c 2f 72 64 66 3a 6¢
69 3e 20 3c 72 64 66 3a 6¢ 69 3e 39 34 39 41 37 32 43 46 41 37 33 37 36 37 30 43 45 41 36 30 32 31 30 41 38 32 32 46
34 3239 42 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 39 34 41 35 41 42 32 4342 38343831463741373
537 38364344 35414239 3242 46 31 33 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 39 34 41 41 31 35 46
34 39 32 44 34 33 32 33 34 46 44 35 31 31 43 42 35 44 31 33 37 33 43 33 41 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6¢ 69 3e 39 34 42 36 44 46 41 43 38 33 42 42 30 34 31 41 43 41 42

Data Ascii: 9AA23AC9DDB09CC7BD</rdf:li> <rdf:[i>9494AA2B36C128A9216857DA519B477F</rdf:li> <rdf:li>94
9A72CFA737670CEA60210A822F429B</rdf:li> <rdf:i>94A5AB2CB8481F7A75786CD5AB92BF13</rdf:li> <rdf:li>94
AA15F492D43234FD511CB5D1373C3A</rdf:li> <rdf:i>94B6DFAC83BB041ACAB

Data Raw: 38 46 33 45 44 43 32 34 32 33 30 33 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 41 32 31 31 35
34 46 3234 32 42 41 38 31 43 44 31 37 36 34 38 35 31 33 39 44 39 39 36 34 41 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72
64 66 3a 6¢ 69 3e 41 32 31 35 32 34 44 35 36 43 33 41 36 36 45 33 30 46 39 37 41 41 30 31 36 39 42 31 37 43 30 44 3c
2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 41 32 32 34 30 44 33 31 42 42 33 38 43 38 32 41 42 38 46 37 44 33
35 33 36 45 33 45 35 42 43 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 41 32 33 42 42 32 41 35 44 36 45
45 38 44 44 32 33 37 38 32 31 32 43 35 41 31 33 36 35 35 46 45 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e
41 32 33 43 45 43 46 30 44 33 37 42 38 31 33 38 36 30 46 38 46 37 38 42

Data Ascii: 8F3EDC2423037</rdf:li> <rdf:li>A21154F242BA81CD176485139D9964AF</rdf:li> <rdf:[i>A21524D
56C3A66E30F97AA0169B17C0OD</rdf:li> <rdf:li>A2240D31BB38C82AB8F7D3536E3E5BCO</rdf:li> <rdf:li>A23BB2A
5D6EE8DD2378212C5A13655FE</rdf:li> <rdf:li>A23CECF0D37B813860F8F78B

Data Raw: 43 42 38 44 38 44 42 43 34 32 35 42 44 43 37 31 36 36 37 37 41 39 42 32 31 34 38 30 46 3c 2f 72 64 66 3a 6¢
69 3e 20 3c 72 64 66 3a 6¢ 69 3e 41 46 39 34 38 33 42 31 31 37 41 35 38 34 43 34 31 35 45 32 34 30 36 38 43 34 36 32
453032 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 41 46 39 45 32 32 45 42 34 34 43 34 44 43 45 32 39
334232 313833413237 36 3343 43 30 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 41 46 43 46 34 41 4
439 44 3939 43 41 31 34 39 44 37 32 36 41 31 37 34 34 35 33 42 37 45 38 44 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6c 69 3e 41 46 44 31 36 39 42 30 41 37 38 38 42 45 44 33 35 45 46 37 46 31 41 38 42 30 41 34 44 36 36 45 3c 2f 72
64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 41 46 44 32 39 32 31 36

Data Ascii: CB8D8DBC425BDC716677A9B21480F</rdf:li> <rdf:li>AF9483B117A584C415E24068C462E023</rdf:li>
<rdf:li>AF9E22EB44C4DCE293B2183A2763CCOF</rdf:li> <rdf:li>AFCF4AD9D99CA149D726A174453B7E8D</rdf:li>
<rdf:li>AFD169B0A788BED35EF7F1A8B0A4D66E</rdf:li> <rdf:i>AFD29216

Data Raw: 35 43 45 43 41 41 44 38 44 33 43 41 43 41 38 32 33 46 36 35 46 33 42 37 39 34 44 3c 2f 72 64 66 3a 6¢ 69 3e
20 3c 72 64 66 3a 6¢ 69 3e 42 35 42 35 30 32 43 33 31 31 41 33 30 46 35 37 39 41 41 37 39 46 43 45 31 38 46 32 42 37
42 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 42 35 42 38 37 33 39 44 44 44 38 45 41 39 43 35 37 35 37
38 45 37 32 42 43 44 32 43 35 36 37 35 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 42 3542 39 44 3042 46 3
146 45 41 31 41 36 45 46 30 33 41 41 45 45 45 33 42 42 32 45 33 35 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢
69 3e 42 3542 43 32 34 44 42 32 37 45 30 31 33 42 46 35 33 31 46 31 37 43 35 38 38 45 42 45 37 43 31 3¢ 2f 72 64 66
3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 42 35 43 33 43 45 44 38 34 38

Data Ascii: 5CECAAD8D3CACA823F65F3B794D</rdf:li> <rdf:i>B5B502C311A30F579AA79FCE18F2B7B7</rdf:li> <
rdf:[i>B5B8739DDD8EA9C57578E72BCD2C5675</rdf:li> <rdf:i>B5B9DOBF1FEA1AG6EFO3AAEEE3BB2E35F</rdf:li> <
rdf:li>B5BC24DB27E013BF531F17C588EBE7C1</rdf:li> <rdf:[i>BSC3CED848

Data Raw: 3e 42 43 39 43 32 31 33 45 42 33 31 31 37 36 36 31 42 44 38 36 31 43 31 31 36 42 36 46 45 37 41 42 3c 2f
72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 42 43 42 30 37 45 31 30 41 38 45 39 35 41 46 31 30 43 36 43 32 39 44
43 34 38 45 35 45 39 33 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 42 43 42 31 37 36 32 31 34 3844333
23837 353043 30 31 43 32 33 33 30 34 36 34 41 33 34 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 42 43
42 33 32 34 35 44 35 38 44 32 36 39 31 39 35 35 31 37 35 44 39 41 35 46 43 45 33 32 44 41 3c 2f 72 64 66 3a 6¢ 69 3e
20 3c 72 64 66 3a 6¢ 69 3e 42 43 45 32 45 36 43 43 33 37 30 35 30 46 46 30 44 36 41 35 38 35 32 42 46 39 33 38 46 36
37 44 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 42 43 46 42

Data Ascii: >BC9C213EB3117661BD861C116B6FE7AB</rdf:li> <rdf:li>BCB07E10A8E95AF10C6C29DC48E5E931</rdf
li> <rdf:li>BCB1762148D328750C01C2330464A348</rdf:li> <rdf:[i>BCB3245D58D2691955175D9A5FCE32DA</rdf:li>
<rdf:li>BCE2E6CC37050FFOD6A5852BF938F67D</rdf:li> <rdf:i>BCFB

Data Raw: 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 43 41 31 45 37 42 38 41 32 44 32 37 39 35 30 35 44 34 36
46 39 43 35 35 42 42 30 41 36 44 36 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 43 41 33 30 46 39 43 35
46 3236 41 46 34 42 35 35 46 37 37 32 44 42 41 43 41 43 31 42 32 38 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a
6C 69 3e 43 41 33 35 42 41 42 31 32 38 38 34 38 36 37 44 35 34 34 36 46 41 32 44 34 30 31 34 34 36 31 38 3c 2f 72 64
66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 43 41 34 33 35 41 44 39 30 30 35 44 39 31 45 38 34 39 39 45 42 30 42 43 33
36 41 39 34 43 42 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 43 41 34 41 38 30 32 42 36 32 37 43 44 41
45 32 33 31 45 41 46 39 34 32 30 43 35 38 43 37 33 30 3c 2f 72 64 66 3a

Data Ascii: /rdf:li> <rdf:[i>CA1E7B8A2D279505D46F9C55BB0OA6D6F</rdf:li> <rdf:li>CA30F9C5F26AF4AB55F772
DBACAC1B287</rdf:li> <rdf:i>CA35BAB12884867D5446FA2D40144618</rdf:li> <rdf:li>CA435AD9005D91E8499EB
0BC36A94CB7</rdf:li> <rdf:li>CA4A802B627 CDAE231EAF9420C58C730</rdf:

Data Raw: 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 44 37 38 33 37 46 37 39 33 43 37 31 44 32 30 37 33 34 42 44 39 39 42
41 43 45 37 31 36 45 34 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 44 37 38 38 46 41 35 41 39 43 41 43
42 33 38 30 45 43 35 39 34 43 31 39 41 43 36 38 41 30 44 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 44 3
7383943313041 41 33 36 46 44 38 37 32 33 36 46 32 46 35 34 41 35 35 44 30 41 33 32 32 3c 2f 72 64 66 3a 6¢ 69
3e 20 3c 72 64 66 3a 6¢ 69 3e 44 37 39 37 42 46 42 32 43 30 36 35 30 37 41 36 38 46 30 43 38 30 33 35 34 33 45 30 42
41 42 33 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 44 37 39 44 31 36 34 36 43 43 37 35 32 38 43 33 39 31
32 32 43 31 35 30 42 36 46 30 36 37 32 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢

Data Ascii: li> <rdf:[i>D7837F793C71D20734BD99BACE716E49</rdf:li> <rdf:li>D788FASA9CACB380EC594C19AC
68A0D7</rdf:li> <rdf:li>D789C10AA36FD87236F2F54A55D0A322</rdf:li> <rdf:li>D797BFB2C06507A68F0C803543
EOBAB3</rdf:li> <rdf:li>D79D1646CC7528C39122C150B6F06720</rdf:li> <

Data Raw: 3e 20 3c 72 64 66 3a 6¢ 69 3e 44 45 32 37 45 36 46 46 43 43 30 44 33 31 34 31 37 38 33 43 32 34 36 32 34
39 42 45 34 30 43 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 44 45 34 35 34 35 39 34 41 30 37 44 42 45
45 34 32 39 43 46 46 34 36 30 38 44 46 33 34 43 44 43 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 44 4534 3
544 43 38 35 32 43 31 38 36 39 45 35 31 38 36 31 43 31 35 43 44 44 46 44 42 45 45 44 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3¢
72 64 66 3a 6¢ 69 3e 44 45 35 39 44 31 31 37 42 32 35 34 45 33 43 46 34 41 43 41 34 34 36 38 33 42 44 36 30 37 42 44
3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 44 45 36 31 45 31 39 30 41 42 37 39 39 33 41 43 45 45 41 33 46
39 41 33 32 36 38 39 38 46 43 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64

Data Ascii: > <rdf:li>DE27E6FFCC0D3141783C246249BE40CF</rdf.li> <rdf.i>DE454594A07DBEE429CFF4608DF3
ACDC</rdf:li> <rdf:li>DE45DC852C1869E51861C15CDDFDBEED</rdf:li> <rdf:i>DE59D117B254E3CF4ACA44683BD6
07BD</rdf:li> <rdf:li>DE61E190AB7993ACEEA3F9A326898FC6</rdf:li> <rd
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Data

Data Raw: 42 44 33 45 44 43 39 45 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 45 41 45 31 42 45 37 42 39 35
38 31 35 43 42 36 35 42 39 35 44 45 35 41 39 35 31 38 41 33 30 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69
3e 4541 45 41 31 43 30 31 31 46 42 45 34 31 43 34 33 36 46 39 39 35 43 42 34 42 44 33 39 32 35 41 3c 2f 72 64 66 3a
6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 45 42 30 30 38 31 44 41 33 32 46 32 46 42 46 31 42 31 32 37 43 37 37 37 32 39 38
38 46 32 33 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 45 42 30 36 45 30 37 31 34 36 36 34 37 46 44 33
42 32 32 30 35 45 34 45 31 38 43 46 46 33 32 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 45 42 30 42 30
37 44 46 30 41 45 31 33 44 46 44 46 46 34 36 37 35 38 45 46 45 37 39 46

Data Ascii: BD3EDCOE</rdf:li> <rdf:i>EAE1BE7B95815CB65B95DESA9518A300</rdf:li> <rdf:i>EAEA1CO11FBE
41C436F995CB4BD3925A</rdf:li> <rdf:li>EBO081DA32F2FBF1B127C7772988F239</rdf:li> <rdf:li>EBO6E0714664
7FD3B2205E4E18CFF328</rdf:li> <rdf:i>EBOBO7DFOAE13DFDFF46758EFE79F

Data Raw: 46 31 30 41 42 33 41 36 45 31 37 43 30 31 37 42 35 30 34 39 31 33 34 44 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72
64 66 3a 6¢ 69 3e 46 37 34 42 39 39 31 32 43 45 41 31 31 45 30 44 30 33 39 39 46 38 39 34 44 36 46 38 45 38 41 33 3c
2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 46 37 35 35 45 46 42 39 45 45 36 37 37 35 43 44 36 41 39 41 37 44
46 38 45 39 36 33 35 31 34 33 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 46 37 36 34 44 3546 36 4443324
5303242433345 4542 43 46 41 34 45 42 36 30 36 43 36 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 46
37 37 35 43 36 46 42 33 46 45 33 39 31 46 37 35 45 36 37 30 31 45 44 44 37 42 33 46 37 32 39 3c 2f 72 64 66 3a 6¢ 69
3e 20 3c 72 64 66 3a 6¢ 69 3e 46 37 38 39 32 33 37 45 37 41 43 43 45

Data Ascii: FI0AB3A6E17C017B5049134D</rdf:li> <rdf:li>F74B9912CEA11E0D0399F894D6F8EBA3</rdf:li> <rdf
:li>F755EFBO9EE6775CD6A9ATDFBE9635143</rdf:li> <rdf:li>F764D5F6DC2E02BC3EEBCFA4EB606C67</rdf:li> <rdf
:i>F775C6FB3FE391F75E6701EDD7B3F729</rdf:li> <rdf:li>F789237E7ACCE

Data Raw: 32 41 45 42 33 43 42 32 34 34 31 39 35 35 45 43 41 31 34 36 44 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6c 69 3e 46 44 44 37 44 35 37 38 31 36 43 46 39 46 31 44 35 41 39 33 45 39 45 36 45 35 46 43 41 45 31 35 3¢ 2f 72
64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 46 44 44 44 41 32 46 33 32 34 45 41 36 42 38 36 4537 31 36 3230 31 41
44 32 41 45 34 33 35 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 46 44 44 45 36 37 41 37 42 4436 39 38 3
431 33 3537 35 33 42 35 45 46 43 32 30 36 38 31 41 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 46 44 45
3237 35354334 42 31 34 38 33 36 39 44 44 41 43 32 35 44 44 39 46 30 41 38 35 35 43 3¢ 2f 72 64 66 3a 6¢ 69 3e 20
3c 72 64 66 3a 6¢ 69 3e 46 44 45 32 39 41 32 35 36 33 31 46 32 42 30

Data Ascii: 2AEB3CB2441955ECA146D2</rdf:li> <rdf:li>FDD7D57816 CFO9F1D5A93E9E6ESFCAE15</rdf:li> <rdf:l
i>FDDDA2F324EA6B86E716201AD2AE4351</rdf:li> <rdf:i>FDDE67A7BD6984135753B5EFC20681A8</rdf:li> <rdf:|
i>FDE2755C4B148369DDAC25DDIF0A855C</rdf:li> <rdf:li>FDE29A25631F2B0

Data Raw: 31 31 64 61 2d 62 30 62 34 2d 38 34 66 38 31 62 33 62 39 32 61 61 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 32 61 64 63 65 34 65 62 2d 34 31 31 64 2d
3131 64 38 2d 38 30 34 32 2d 62 30 32 63 37 33 64 35 30 39 36 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69
3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 32 61 66 33 30 33 62 31 2d 39 63 37 63 2d 31 31 37
382d 6237 62 37 2d 62 30 34 62 61 38 36 63 62 66 66 66 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 61 64
6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 32 62 30 38 66 64 37 37 2d 61 31 63 66 2d 31 31 37 37 2d 61
323930 2d 38 37 66 33 66 35 30 61 33 32 66 63 3c 2f 72 64 66

Data Ascii: 11da-b0b4-84f81b3b92aa</rdf:li> <rdf:li>adobe:docid:photoshop:2adce4eb-411d-11d8-8042-b02c73d50967
</rdf:li> <rdf:li>adobe:docid:photoshop:2af303b1-9¢c7¢c-1178-b7b7-b04ba86cbfff</rdf:li> <rdf:li>adobe:docid:phot
oshop:2b08fd77-alcf-1177-a290-87f3f50a32fc</rdf

Data Raw: 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 35 62 65 34 37 63 63 32 2d 35 39 61 36 2d 31 31 37 38
2d 62 39 37 35 2d 39 33 62 63 39 33 37 36 62 32 38 63 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 61 64 6f
62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 35 62 66 30 38 36 65 36 2d 64 32 39 39 2d 31 31 37 38 2d 61 32
3064 2d 61 66 32 65 66 39 63 31 39 37 64 66 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a
64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 35 62 66 34 61 62 62 30 2d 38 33 30 36 2d 31 31 65 37 2d 62 62 32 30 2d
62 34 33 31 31 62 65 38 32 30 35 65 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69
64 3a 70 68 6f 74 6f 73 68 6f 70 3a 35 63 34 66 32 62 32 36 2d

Data Ascii: e:docid:photoshop:5be47cc2-59a6-1178-b975-93bc9376b28c</rdf:li> <rdf:li>adobe:docid:photoshop:5bf0
86€6-d299-1178-a20d-af2efoc197df</rdf:li> <rdf:li>adobe:docid:photoshop:5bf4abb0-8306-11e7-bb20-b4311be8205e</
rdf:li> <rdf:li>adobe:docid:photoshop:5c4f2b26-

Data Raw: 38 61 34 34 36 64 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a
70 68 6f 74 6f 73 68 6f 70 3a 37 32 65 31 37 32 31 64 2d 64 32 39 39 2d 31 31 37 38 2d 61 32 30 64 2d 61 66 32 65 66
39 6331 39 37 64 66 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f
74 6f 73 68 6f 70 3a 37 33 31 31 34 37 37 34 2d 32 65 34 65 2d 31 31 64 38 2d 38 62 30 36 2d 66 34 33 35 63 33 63 65
6139 32 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73
68 6f 70 3a 37 33 31 65 64 39 38 30 2d 34 30 35 30 2d 31 31 37 38 2d 61 34 37 33 2d 39 37 30 30 35 65 39 33 37 63 31
30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 61 64 6f

Data Ascii: 8a446d</rdf:li> <rdf:li>adobe:docid:photoshop:72e1721d-d299-1178-a20d-af2efoc197df</rdf:li> <rdf:|
i>adobe:docid:photoshop:73114774-2e4e-11d8-8b06-f435c3cead23</rdf:li> <rdf:li>adobe:docid:photoshop:731ed980-4
050-1178-a473-97005e937c10</rdf:li> <rdf:li>ado

Data Raw: 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 38 37
3062 39 65 32 64 2d 63 34 65 36 2d 31 31 37 39 2d 39 39 65 66 2d 62 31 62 33 30 30 35 61 34 38 36 65 3c 2f 72 64 66
3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 38 37 31 66 64
39 36 35 2d 35 39 32 64 2d 31 31 65 36 2d 39 36 31 38 2d 65 30 32 63 61 38 64 32 32 61 38 64 3c 2f 72 64 66 3a 6¢ 69
3e 20 3c 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 38 37 37 30 62 63 36 30
2d 37 61 63 61 2d 31 31 64 36 2d 39 62 31 35 2d 38 65 31 64 31 61 37 32 33 31 32 63 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 7
2 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f

Data Ascii: li> <rdf:li>adobe:docid:photoshop:870b9e2d-c4e6-1179-99ef-b1b3005a486e</rdf:li> <rdf:li>adobe:doci
d:photoshop:871fd965-592d-11e6-9618-e02ca8d22a8d</rdf:li> <rdf:li>adobe:docid:photoshop:8770bc60-7aca-11d6-9b1
5-8eldla72312c</rdf:li> <rdf:li>adobe:docid:pho

Data Raw: 36 61 66 2d 31 31 65 31 2d 62 36 61 36 2d 64 32 65 36 37 34 30 63 33 37 61 66 3c 2f 72 64 66 3a 6¢ 69 3e 20
3c 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 62 63 35 61 61 39 34 39 2d 62
36 61 65 2d 31 31 65 31 2d 62 36 61 36 2d 64 32 65 36 37 34 30 63 33 37 61 66 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64
66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 62 63 37 32 37 62 32 38 2d 36 38 65 62
2d 31 31 65 37 2d 39 30 37 37 2d 66 34 34 62 62 38 66 62 63 64 63 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢
69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 62 63 61 33 35 66 62 61 2d 61 31 32 65 2d 31 31
37 37 2d 61 32 39 30 2d 38 37 66 33 66 35 30 61 33 32 66 63 3¢

Data Ascii: 6af-11e1-b6a6-d2e6740c37af</rdf:li> <rdf:li>adobe:docid:photoshop:bc5aa949-b6ae-11el-b6a6-d2e6740c
37af</rdf:li> <rdf:li>adobe:docid:photoshop:bc727b28-68eb-11e7-9077-f44bb8fbcdcl</rdf:li> <rdf:li>adobe:docid:
photoshop:bca35fba-al2e-1177-a290-87f3f50a32fc<
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Data

Data Raw: 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 65 63 38 61 30 66 62 2d 62 32
3139 2d 31 31 64 37 2d 62 31 31 36 2d 61 34 32 31 39 34 66 61 62 66 64 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 65 63 38 61 30 66 64 2d 62 32 31 39 2d
313164 37 2d 62 31 31 36 2d 61 34 32 31 39 34 66 61 62 66 64 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69
3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 66 31 61 62 65 30 34 2d 35 65 63 38 2d 62 34 34
30 2d 38 31 36 38 2d 65 64 32 65 66 61 39 32 63 63 38 62 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 61 64 6
f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 66

Data Ascii: li>adobe:docid:photoshop:eec8a0fb-b219-11d7-b116-a42194fabfd8</rdf:li> <rdf:li>adobe:docid:photosh
op:eecB8a0fd-b219-11d7-b116-a42194fabfd8</rdf:li> <rdf:li>adobe:docid:photoshop:eflabe04-5ec8-b440-8168-ed2efa9
2cc8b</rdf:li> <rdf:li>adobe:docid:photoshop:ef

Data Raw: 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 30 38 44 37 42 34 45 45 34 46 36 37 44 45 31 31
42 45 39 36 39 30 45 43 30 32 38 31 35 39 41 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a
30 39 31 36 46 38 37 31 30 42 38 39 44 45 31 31 42 33 31 44 41 41 43 31 46 31 44 39 33 33 33 33 3c 2f 72 64 66 3a 6¢ 6
9 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 30 39 32 38 33 41 33 3343 36 46 34 31 31 44 41 42 37 44 42 41 46 45
43 45 30 46 38 42 33 41 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 30 39 41 30 35 34 33
313842 45 38 44 43 31 31 41 38 45 30 45 31 42 34 39 36 45 33 39 39 34 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6¢ 69 3e 75 75 69 64 3a 30 39 41 38 41 37 37 30 43 46 35 30 44 45 31 31

Data Ascii: f:li> <rdf:li>uuid:08D7B4EE4F67DE11BE9690EC028159A9</rdf:li> <rdf:li>uuid:0916 F8710B89DE
11B31DAAC1F1D93333</rdf:li> <rdf:li>uuid:09283A33C6F411DAB7DBAFECEOF8B3A0</rdf:li> <rdf:li>uuid:09A0
54318BESDC11A8EOE1B496E39948</rdf:li> <rdf:li>uuid:09A8A770CF50DE11

Data Raw: 30 39 43 39 36 44 33 34 37 36 42 35 43 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64
3a34 3136 41 43 36 43 45 37 46 41 34 31 31 44 41 41 45 42 37 42 30 31 36 32 36 36 31 41 36 31 39 3c 2f 72 64 66 3a
6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 34 31 39 36 31 35 45 38 46 39 43 42 44 41 31 31 38 36 38 38 42 44
39 31 37 34 41 44 32 45 46 45 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 75 7569 64 3234 3143453144 4
234 43 3546 41 44 42 31 31 41 44 33 45 44 36 35 31 36 33 39 39 46 33 31 44 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6c 69 3e 75 75 69 64 3a 34 31 45 36 46 31 34 31 32 33 43 43 45 30 31 31 42 33 46 45 44 32 34 38 33 31 38 34 38 46
35 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69

Data Ascii: 09C96D3476B5CF</rdf:li> <rdf:li>uuid:416AC6CE7FA411DAAEB7B0162661A619</rdf:li> <rdf:li>uuid:419615
E8F9CBDA118688BD9174AD2EFE</rdf:li> <rdf:li>uuid:41CE1DB4C5FADB11AD3ED6516399F31D</rdf:li> <rdf:li>u
uid:41E6F14123CCE011B3FED24831848F59</rdf:li> <rdf:li>uui

Data Raw: 75 75 69 64 3a 37 33 32 34 32 63 30 65 2d 31 63 32 36 2d 34 38 33 61 2d 62 33 66 34 2d 39 38 36 63 30 30
37 3132 66 66 64 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 37 33 45 41 45 36 34 46 45 33
44 35 44 44 31 31 38 44 45 30 42 32 37 33 31 39 30 37 45 35 42 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3
€ 7575 69 64 3a 37 33 45 43 38 46 46 30 46 44 34 45 44 45 31 31 39 38 46 36 39 46 34 39 39 43 37 41 45 46 31 39 3¢
2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 37 33 46 30 43 36 38 36 30 44 38 46 44 45 31 31 41
3341 34 42 34 38 43 36 42 39 32 45 32 38 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 37
33 46 37 37 32 39 32 36 36 36 45 31 31 44 42 38 31 35 45 45 36 33 36 39 46

Data Ascii: uuid:73242c0e-1c26-483a-b3f4-986c00712ffd</rdf:li> <rdf:li>uuid:73EAE64FE3D5DD118DE0B273
1907E5B8</rdf:li> <rdf:li>uuid:73EC8FFOFD4EDE1198F69F499C7AEF19</rdf:li> <rdf:li>uuid:73FOC6860D8FDE
11A3A4B48C6B92E28F</rdf:li> <rdf:li>uuid:73F77292666E11DB815EE6369F

Data Raw: 31 41 37 36 42 39 32 34 33 36 42 33 42 44 39 42 44 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75
7569 64 3a 38 42 37 33 42 44 34 45 42 31 34 35 44 46 31 31 42 35 34 34 43 41 38 45 43 43 31 31 38 31 33 38 3c 2f 72
64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 38 42 39 37 42 44 35 32 35 35 43 36 44 45 31 31 39 45 45
42 41 36 45 45 44 30 43 32 32 37 37 43 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 38 42 41 3
141 42 4430 33 34 43 43 45 30 31 31 42 33 46 45 44 32 34 38 33 31 38 34 38 46 35 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢
72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 38 42 42 44 34 34 32 34 39 38 45 32 45 30 31 31 39 31 33 33 43 30 35 35 38 33 34
34 37 44 34 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e

Data Ascii: 1A76B92436B3BD9BD</rdf:li> <rdf:li>uuid:8B73BD4EB145DF11B544CA8ECC118138</rdf:li> <rdf:|
i>uuid:8B97BD5255C6DE119EEBAGEEDOC2277C</rdf:li> <rdf:li>uuid:8BA1ABD034CCE011B3FED24831848F59</rdf:
li> <rdf:li>uuid:8BBD442498E2E0119133C05583447D48</rdf:li> <rdf:li>

Data Raw: 31 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 43 30 30 32 44 34 35 31 46 44 43
42 45 30 31 31 42 33 46 45 44 32 34 38 33 31 38 34 38 46 35 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e
75 75 69 64 3a 43 30 31 38 30 44 45 31 30 43 38 44 44 46 31 31 39 46 31 44 43 37 37 39 30 44 41 42 39 42 32 43 3c 2f
72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 43 30 42 38 41 35 33 35 44 43 35 42 44 46 31 31 41 32
3339 42 44 37 33 31 39 32 43 45 41 43 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 43 30
46 31 41 37 44 46 30 45 44 41 44 43 31 31 41 30 35 30 46 46 45 41 36 32 44 37 39 31 45 39 3c 2f 72 64 66 3a 6¢ 69 3e
20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 43 31 31 32 38 43 41 46 37 42

Data Ascii: 19</rdf:li> <rdf:li>uuid: C002D451FDCBE011B3FED24831848F59</rdf:li> <rdf:li>uuid:C0180DE10C8DDF119F
1DC7790DAB9B2C</rdf:li> <rdf:li>uuid: COB8BA535DC5BDF11A239BD73192CEACO</rdf:li> <rdf:li>uuid: COF1A7DF
OEDADC11A050FFEA62D791E9</rdf:li> <rdf:li>uuid: C1128CAF7B

Data Raw: 33 39 33 32 32 33 46 41 33 46 31 39 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a
46 46 41 37 39 43 46 39 31 31 46 41 44 45 31 31 38 46 44 43 39 37 46 31 36 44 34 38 46 35 44 37 3c 2f 72 64 66 3a 6¢
69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 61 36 39 66 64 38 65 32 2d 34 65 66 39 2d 34 31 65 37 2d 62 31 65 33
2d 37 66 63 38 37 66 61 37 32 37 63 31 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 63 64 37 3
534 65 30 34 2d 33 62 31 63 2d 34 37 66 63 2d 39 64 65 66 2d 37 32 34 33 63 64 63 36 33 30 62 32 3c 2f 72 64 66 3a 6¢
69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 64 33 38 63 64 66 63 62 2d 34 32 62 65 2d 34 37 63 33 2d 62 30 34 61
2d 63 31 66 66 36 34 66 62 34 32 38 63 3c 2f 72 64 66 3a 6¢ 69 3e 20

Data Ascii: 393223FA3F19B</rdf:li> <rdf:li>uuid:FFA79CF911FADE118FDC97F16D48F5D7</rdf:li> <rdf:li>uuid:a69fd8e
2-4ef9-41e7-ble3-7fc87fa727cl</rdf:li> <rdf:li>uuid:cd754e04-3b1c-47fc-9def-7243cdc630b2</rdf:li> <rdf:li>uuid
:d38cdfch-42be-47¢3-b04a-c1ff64fb428c</rdf:li>

Data Raw: 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 32 42 30 41 44 41 36 45 44 46 43 35
41 45 44 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37
323036 38313139 3242304241 41 39 30 34 44 45 30 46 38 44 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3
e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 32 42 30 43 34 43 333942 44 34 32 32
37 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32
30 36 38 31 31 39 32 42 30 43 35 44 45 41 45 30 32 30 31 35 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e
78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39

Data Ascii: p.did:018011740720681192BOADA6EDFC5AED</rdf:li> <rdf:li>xmp.did:018011740720681192BOBAA9
04DEOF8D</rdf:li> <rdf:li>xmp.did:018011740720681192B0C4C39BD4227F</rdf:li> <rdf:li>xmp.did:01801174
0720681192BOC5DEAE020159</rdf:li> <rdf:li>xmp.did:01801174072068119
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Data

Data Raw: 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 31 30 39 45 36 44 38 45 34 31 32 32 31 37 39 3c 2f 72 64 66
3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30 32 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 31
30 39 46 35 44 43 32 32 39 39 35 37 38 43 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3
a 3032383031 31 37 34 30 37 32 30 36 38 31 31 39 32 42 30 39 46 35 39 41 34 45 46 36 45 32 46 3c 2f 72 64 66 3a 6¢
69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30 32 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 32 42 30
42 33 32 39 33 44 33 37 39 43 45 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30
323830313137343037323036383131393242304339 333342

Data Ascii: 801174072068119109E6D8E4122179</rdf:li> <rdf:li>xmp.did:02801174072068119109F5DC2299578C
</rdf:li> <rdf:li>xmp.did:028011740720681192B09F59A4EF6E2F</rdf:li> <rdf:li>xmp.did:028011740720681192B0B3293D
379CEF</rdf:li> <rdf:li>xmp.did:028011740720681192B0C933B

Data Raw: 38 43 31 34 45 43 36 39 39 31 34 43 38 35 36 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d
70 2e 64 69 64 3a 30 36 43 32 30 31 43 31 31 33 32 30 36 38 31 31 38 32 32 41 41 34 30 36 36 39 31 45 44 37 3332 3¢
2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30 36 44 41 39 43 35 39 32 37 32 30 36 38
31 31 38 46 38 35 41 33 34 45 37 43 32 41 35 30 35 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2
e 64 69 64 3a 30 36 46 46 41 30 32 41 41 33 34 36 45 35 31 31 39 32 39 33 45 30 30 36 41 43 33 32 37 37 32 46 3c 2f
72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30 36 66 37 39 32 62 36 2d 36 36 30 39 2d 34
66 61 30 2d 62 31 62 39 2d 61 61 61 39 30 66 33 61 38 33 38 62 3c 2f 72

Data Ascii: 8C14EC69914C8563</rdf:li> <rdf:li>xmp.did:06C201C113206811822AA406691ED732</rdf:li> <rdf:li>xmp.di
d:06DA9C59272068118F85A34E7C2A5058</rdf:li> <rdf:li>xmp.did:06FFA02AA346E5119293E006AC32772F</rdf:li>
<rdf:li>xmp.did:06f792b6-6609-4fa0-b1b9-aaa90f3a838b</r

Data Raw: 72 64 66 3a 6¢c 69 3e 78 6d 70 2e 64 69 64 3a 31 30 33 33 32 64 62 65 2d 33 33 32 37 2d 34 64 65 37 2d 62
36 64 61 2d 35 61 37 32 61 34 32 36 35 31 38 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64
69 64 3a 31 30 34 42 35 46 46 44 36 44 33 36 45 30 31 31 39 30 44 41 41 45 31 34 30 37 32 37 32 35 30 30 3c 2f 72 64
66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 31 30 37 63 31 64 33 34 2d 32 31 66 35 2d 65 61 34
352d 3939 61 61 2d 35 64 39 63 64 30 63 36 38 31 66 63 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d
70 2e 64 69 64 3a 31 30 42 38 42 31 35 45 31 41 32 30 36 38 31 31 39 37 33 34 45 30 36 31 44 44 33 31 41 30 35 46 3¢
2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a

Data Ascii: rdf:li>xmp.did:10332dbe-3327-4de7-b6da-5a72a4265188</rdf:li> <rdf:li>xmp.did:104B5SFFD6D36E01190DAA
E1407272500</rdf:li> <rdf:li>xmp.did:107c1d34-21f5-ea45-99aa-5d9cd0c681fc</rdf:li> <rdf:li>xmp.did:10B8B15E1A2
068119734E061DD31A05F</rdf:li> <rdf:li>xmp.did:

Data Raw: 43 46 38 39 43 41 44 37 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 31
3838 42 38 37 45 45 30 46 32 30 36 38 31 31 39 31 30 39 46 44 37 35 31 43 36 42 30 33 43 31 3c 2f 72 64 66 3a 6¢ 69
3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 31 38 39 37 65 35 65 34 2d 39 30 33 62 2d 34 61 62 35 2d 39 33
65 33 2d 36 31 66 66 32 36 64 31 66 31 36 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 6
4 3a 313839 6532313332 2d 3339 34 38 2d 36 35 34 62 2d 38 61 66 32 2d 39 31 63 32 62 62 62 33 35 37 61 31 3¢
2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 31 38 39 65 62 62 33 63 2d 61 34 30 38 2d
37 36 34 32 2d 38 63 62 34 2d 37 34 37 63 64 64 30 38 66 32 64 33 3c 2f

Data Ascii: CF89CAD76</rdf:li> <rdf:li>xmp.did:188B87EE0F2068119109FD751C6B03C1</rdf:li> <rdf:li>xmp.did:1897e
5e4-903b-4ab5-93e3-61ff26d1f167</rdf:li> <rdf:li>xmp.did:189e2132-3948-654b-8af2-91c2bbb357al</rdf:li> <rdf:li
>xmp.did:189ebb3c-a408-7642-8ch4-747cdd08f2d3</

Data Raw: 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 32 38 33 37 31 43 45 35 41 36 32 32 36 38 31 31 38 32 32 41 39 45 34 31
38 46 34 35 35 43 35 44 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 32 38 33 46 33
43 44 46 41 45 32 31 36 38 31 31 39 31 30 39 43 39 45 30 32 35 43 34 42 42 38 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 6
4 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 32 38 34 30 31 42 32 31 37 44 32 38 36 38 31 31 38 43 31 34 41 46 39 44 32
37 33 3541 34 38 33 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 32 38 34 44 35 41
35 42 30 38 32 30 36 38 31 31 42 45 39 43 38 38 46 42 34 46 36 44 39 32 35 42 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64
66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 32 38 35 62 30 64 39 63 2d 61 61 36

Data Ascii: li>xmp.did:28371CE5A6226811822A9E418F455C5D</rdf:li> <rdf:li>xmp.did:283F3CDFAE216811910
9C9E025C4BB86</rdf:li> <rdf:li>xmp.did:28401B217D2868118C14AF9D2735A483</rdf:li> <rdf:li>xmp.did:284
D5A5B08206811BE9C88FB4F6D925B</rdf:li> <rdf:li>xmp.did:285b0d9c-aa6

Data Raw: 39 2d 61 39 37 39 2d 39 64 34 34 2d 61 63 61 66 2d 36 64 38 39 37 31 39 30 34 65 63 66 3c 2f 72 64 66 3a 6¢
69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 33 36 39 33 65 31 30 32 2d 38 37 32 33 2d 34 39 37 34 2d 62
35 66 64 2d 38 66 32 66 63 39 36 66 39 31 63 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64
69 64 3a 33 36 39 36 35 35 31 34 31 3232 30 36 38 31 31 42 34 42 43 43 32 41 38 45 42 43 37 38 3133 35 3c 2f 72 64
66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 33 36 42 45 32 34 43 44 33 46 32 30 36 38 31 31 41
39 42 35 39 38 36 35 46 39 46 31 35 36 32 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69
64 3a 33 36 44 31 34 31 36 45 31 44 32 30 36 38 31 31 38 38 43 36 43 46

Data Ascii: 9-a979-9d44-acaf-6d8971904ecf</rdf:li> <rdf:li>xmp.did:3693e102-8723-4974-b5fd-8f2fc96f91c6</rdf:li> <rdf:li
>xmp.did:3696551412206811B4BCC2A8EBC78135</rdf:li> <rdf:li>xmp.did:36BE24CD3F206811A9B59865F9F1562B<
/rdf:li> <rdf:li>xmp.did:36D1416E1D20681188C6CF

Data Raw: 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 33 45 46 35 31 46 35 30 30 41 32 30 36 38 31 31 38 46 36 32 46 36
45 44 33 34 45 44 44 37 43 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 33 45 46
43 36 36 36 46 30 43 32 30 36 38 31 31 38 38 43 36 43 31 33 33 34 42 42 42 35 37 34 45 3c 2f 72 64 66 3a 6¢ 69 3e 20
3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 33 45 46 43 46 30 37 46 31 46 32 30 36 38 31 31 38 37 31 46 39 39 30
42 39 43 44 30 43 38 44 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 33 46 30 32
42 42 44 31 35 31 32 30 36 38 31 31 38 41 36 44 42 34 34 42 46 46 36 31 41 30 43 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢
72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 33 46 31 32 32 38 44 45 30 37

Data Ascii: f:li>xmp.did:3EF51F500A2068118F62F6ED34EDD7C7</rdf:li> <rdf:li>xmp.did:3EFC666F0C2068118
8C6C1334BBB574E</rdf:li> <rdf:li>xmp.did:3EFCF07F1F206811871F990B9CDOC8DF</rdf:li> <rdf:li>xmp.did:3
F02BBD1512068118A6DB44BFF61A0C6</rdf:li> <rdf:li>xmp.did:3F1228DEQ7

Data Raw: 45 33 33 38 31 32 30 46 32 30 36 38 31 31 41 42 36 31 39 39 36 44 35 46 36 41 41 33 32 38 3c 2f 72 64 66
3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 34 45 32 43 30 45 31 38 35 45 43 44 45 30 31 31 38 43
41 36 46 30 33 42 39 39 35 44 33 43 43 45 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3
a 34 45 3539 45 41 32 37 31 43 32 30 36 38 31 31 38 44 42 42 46 45 34 41 37 36 37 46 34 38 46 45 3c 2f 72 64 66 3a 6¢
69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 34 45 36 35 37 30 46 33 33 39 32 30 36 38 31 31 39 31 30 39
38 32 36 31 33 44 30 44 38 34 33 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 34
45 38 33 41 38 33 41 32 42 32 30 36 38 31 31 41 42 30 38 42 46 42 43 36

Data Ascii: E338120F206811AB61996D5F6AA328</rdf:li> <rdf:li>xmp.did:4E2COE185ECDE0118CA6F03B995D3CCE
</rdf:li> <rdf:li>xmp.did:4ES59EA271C2068118DBBFE4A767FA48FE</rdf:li> <rdf:li>xmp.did:4E6570F339206811
910982613D0D8437</rdf:li> <rdf:li>xmp.did:4E83A83A2B206811AB08BFBC6
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Data

Data Raw: 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 35 44 41 42 38 33 37 33 30 44 32 42 36 38 31 31 41 42 30 38 38
39 43 36 38 44 38 34 46 45 35 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 35 44
41 45 37 34 31 39 33 35 32 30 36 38 31 31 39 35 46 45 44 38 42 44 46 38 34 31 43 37 37 44 3c 2f 72 64 66 3a 6¢ 69 3e
20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 35 44 41 46 31 37 36 34 42 30 32 38 36 38 31 31 3832 3241 44 41
42 41 31 35 41 34 36 44 45 43 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 35 44 44
45 44 30 32 39 33 33 31 36 31 31 45 30 41 46 36 43 43 34 33 38 34 42 32 44 45 41 41 44 3c 2f 72 64 66 3a 6¢ 69 3e 20
3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 35 44 45 35 32 45 33 44 43

Data Ascii: df:li>xmp.did:5DAB83730D2B6811AB0889C68D84FE50</rdf:li> <rdf:li>xmp.did:5DAE741935206811
95FED8BDF841C77D</rdf:li> <rdf:li>xmp.did:5DAF1764B0286811822ADABA15A46 DEC</rdf:|i> <rdf:li>xmp.did:
5DDED029331611E0AF6CC4384B2DEAAD</rdf:li> <rdf:li>xmp.did:5DE52E3DC

Data Raw: 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 36 33 39 43 33 45 43 33 30 37 32 30 36 38 31 31 38 43 31
34 42 38 37 30 37 44 35 37 30 41 35 43 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a
36 33 39 46 37 33 42 43 46 44 39 32 31 31 44 46 42 36 34 45 41 43 46 42 43 30 38 37 35 38 42 38 3c 2f 72 64 66 3a 6¢ 6
9 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 36 33 45 36 42 33 35 41 30 36 41 32 45 32 31 31 39 35 35 33
43 34 33 46 43 33 36 39 34 37 35 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 36
334541 43 39 3144 31 37 32 30 36 38 31 31 38 44 42 42 44 44 46 43 38 39 42 36 31 38 42 44 3c 2f 72 64 66 3a 6¢ 69
3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 36 33 46 42 37 32 33

Data Ascii: <rdf:li>xmp.did:639C3EC3072068118C14B8707D570A5C</rdf:li> <rdf:li>xmp.did:639F73BCFD9211
DFB64EACFBC08758B8</rdf:li> <rdf:li>xmp.did:63E6B35A06A2E2119553C43FC3694756</rdf:li> <rdf:li>xmp.di
d:63EAC91D172068118DBBDDFC89B618BD</rdf:li> <rdf:li>xmp.did:63FB723

Data Raw: 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 36 42 36 30 37 43 43 45 31 39 32 30 36 38 31 31 41 44 33 39 42 31 41
36 39 43 31 32 37 46 36 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 36 42 39 45
39 35 43 38 34 32 44 43 45 30 31 31 38 44 41 42 44 36 32 32 30 44 44 41 34 39 43 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 7
264 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 36 42 42 42 41 38 35 31 30 45 37 32 45 38 31 31 38 44 33 43 41 36 35 30
45 43 35 33 41 41 35 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 36 42 42 45 41
34 45 30 30 45 32 30 36 38 31 31 41 42 30 38 45 41 43 46 43 36 39 44 46 39 43 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72
64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 36 42 43 39 32 36 42 39 37 35 44

Data Ascii: :li>xmp.did:6B607CCE19206811AD39B1A69C127F67</rdf:li> <rdf:li>xmp.did:6B9E95C842DCE0118D
ABD6220DDA49C7</rdf:li> <rdf:li>xmp.did:6BBBA8510E72E8118D3CA650EC53AA58</rdf:li> <rdf:li>xmp.did:6B
BEA4E00E206811AB08EACFC69DFIC8</rdf:li> <rdf:li>xmp.did:6BC926B975D

Data Raw: 2d 37 64 64 33 2d 34 65 66 64 2d 39 38 32 64 2d 64 65 39 39 39 39 39 31 34 66 36 35 3c 2f 72 64 66 3a 6¢ 69
3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 37 41 31 31 43 38 38 42 45 35 44 43 45 31 31 31 41 38 38 41 38
34 44 36 34 34 36 42 41 42 35 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 37 41
353942 38 46 35 30 39 32 30 36 38 31 31 38 43 31 34 46 34 45 46 32 30 45 42 43 38 44 33 3c 2f 72 64 66 3a 6¢ 69 3e
20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 37 41 35 41 32 32 44 42 37 33 32 31 36 38 31 31 41 42 30 38 46 34
41 39 42 34 39 35 41 34 35 43 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 37 41 36
39 30 44 33 38 36 31 32 32 36 38 31 31 38 41 36 44 46 36 30 45 46 37 31

Data Ascii: -7dd3-4efd-982d-de9999914f65</rdf:li> <rdf:li>xmp.did:7A11C88BESDCE111A88A84D6446BAB54</rdf:li> <r
df:li>xmp.did:7A59B8F5092068118C14F4EF20EBC8D3</rdf:li> <rdf:li>xmp.did:7A5A22DB73216811AB08F4A9B495
A45C</rdf:li> <rdf:li>xmp.did:7A690D38612268118A6DF60EF71

Data Raw: 31 31 32 36 61 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 38 39 30 42 32
44 44 45 46 44 39 44 45 31 31 31 41 44 44 32 39 42 36 38 34 45 34 35 45 35 38 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72
64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 38 39 31 45 37 39 39 32 42 33 32 31 36 38 31 31 38 30 38 33 44 41 34 42 44
38 45 31 45 44 45 35 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 38 39 31 46 39 35 4
6 33 30 42 32 30 36 38 31 31 39 32 42 30 42 46 46 46 43 41 44 42 39 34 32 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 38 39 32 31 63 36 31 39 2d 34 63 65 38 2d 34 31 65 31 2d 61 32 61 35 2d 66 30 31
37 37 35 34 36 30 36 62 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66

Data Ascii: 1126a</rdf:li> <rdf:li>xmp.did:890B2DDEFD9DE111ADD29B684E45E581</rdf:li> <rdf:li>xmp.did:891E7992B
32168118083DA4BDBE1EDES</rdf:li> <rdf:li>xmp.did:891F95F30B20681192B0OBFFFCADB9423</rdf:li> <rdf:li>x
mp.did:8921c619-4ce8-41el-a2a5-f017754606b2</rdf:li> <rdf

Data Raw: 69 64 3a 38 64 39 34 38 37 63 39 2d 32 30 36 65 2d 63 64 34 66 2d 39 34 35 37 2d 62 66 31 31 36 39 35 66
66 66 64 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 38 64 66 61 31 34 38 64 2d
3266 66 39 2d 38 38 34 62 2d 61 30 30 36 2d 30 33 64 39 63 61 31 35 39 31 63 35 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 6
4 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 38 64 66 64 62 32 39 63 2d 38 30 63 63 2d 39 30 34 39 2d 61 38 62 63 2d 66
63 3539 61 3331 65 63 65 39 66 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 38 65
30333166 6232 2d 34 63 34 66 2d 34 62 32 62 2d 39 30 61 35 2d 35 30 30 64 38 31 63 37 34 37 37 66 3c 2f 72 64 66
3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 38 65 35 32

Data Ascii: id:8d9487c9-206e-cd4f-9457-bf11695fffd6</rdf:li> <rdf:li>xmp.did:8dfa148d-2ff9-884b-a006-03d9cal59
1c5</rdf:li> <rdf:li>xmp.did:8dfdb29c-80cc-9049-a8bc-fc59a31ecedf</rdf:li> <rdf:li>xmp.did:8e031fb2-4c4f-4b2b-90a5-
500d81c7477f</rdf:li> <rdf:li>xmp.did:8e52

Data Raw: 61 64 33 35 2d 64 30 61 32 66 37 62 66 39 36 34 66 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78
6d 70 2e 64 69 64 3a 39 62 65 61 62 63 39 39 2d 63 64 30 34 2d 31 34 34 64 2d 62 63 66 36 2d 34 30 35 66 38 35 61 61
37 6362 62 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 39 62 65 64 61 36 34 61 2d
3538 31 33 2d 37 39 34 62 2d 62 38 35 30 2d 30 64 63 65 33 37 34 61 65 36 34 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 6
4 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 39 62 66 34 36 65 38 31 2d 31 34 63 62 2d 64 61 34 35 2d 38 35 62 31 2d 31
34 31 64 39 39 34 39 30 37 30 65 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 39 63
36 31 62 39 39 36 2d 64 65 64 31 2d 34 38 65 38 2d 38 34 32 62 2d 36 30

Data Ascii: ad35-d0a2f7bf64f</rdf:li> <rdf:li>xmp.did:9beabc99-cd04-144d-bcf6-405f85aa7cbb</rdf:li> <rdf:li>x
mp.did:9beda64a-5813-794b-b850-0dce374ae640</rdf:li> <rdf:li>xmp.did:9bf46e81-14cb-da45-85b1-141d9949070e</rdf
li> <rdf:li>xmp.did:9c61b996-ded1-48e8-842b-60

Data Raw: 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 42 36 39 46 31 33 38 37 42 32 32
33363831 31 42 39 35 36 39 46 42 41 34 30 30 36 37 31 32 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e
78 6d 70 2e 64 69 64 3a 42 36 41 43 32 32 37 36 32 30 32 30 36 38 31 31 42 31 41 34 44 37 30 39 43 35 39 34 36 34 46
30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 42 36 41 45 46 36 39 34 34 3834 33 3
131453542 46 32 44 41 34 45 44 30 37 31 34 36 46 37 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d
70 2e 64 69 64 3a 42 36 42 30 42 43 45 31 30 42 32 30 36 38 31 31 38 32 32 41 43 41 37 38 31 45 39 43 39 37 38 32 3¢
2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69

Data Ascii: /rdf:li> <rdf:li>xmp.did:B69F1387B2236811B9569FBA40067121</rdf:li> <rdf:li>xmp.did:B6AC22762020681
1B1A4D709C59464F0</rdf:li> <rdf:li>xmp.did:BEAEF694484311E5BF2DA4EDO7146F77</rdf:li> <rdf:li>xmp.did
:B6BOBCE10B206811822ACA781E9C9782</rdf:li> <rdf:li>xmp.di

Page 83 of 347



kBytes

Timestamp transferred Direction
2022-04-08 08:02:44 UTC 6745 IN
2022-04-08 08:02:44 UTC 6761 IN
2022-04-08 08:02:44 UTC 6777 IN
2022-04-08 08:02:44 UTC 6784 IN
2022-04-08 08:02:44 UTC 6792 IN
2022-04-08 08:02:44 UTC 6808 IN
2022-04-08 08:02:44 UTC 6824 IN
2022-04-08 08:02:44 UTC 6832 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 43 31 34 38 43 37 39 42 36 32 44 42 44 46 31 31
39 41 36 35 39 46 33 45 33 44 35 39 46 30 31 43 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64
69 64 3a 43 31 36 34 44 46 44 38 34 36 32 32 36 38 31 31 39 37 41 35 46 35 36 32 31 32 39 45 41 38 31 46 3c 2f 72 64
66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 43 31 37 32 30 44 36 37 43 36 38 30 45 30 31 31 42
36 44 46 38 35 44 41 46 34 31 43 44 39 30 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69
64 3a 43 31 44 37 41 32 38 42 30 37 32 30 36 38 31 31 39 35 46 45 38 41 37 43 39 38 43 31 33 38 32 44 3c 2f 72 64 66
3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 43 31 46 34

Data Ascii: i> <rdf:li>xmp.did:C148C79B62DBDF119A659F3E3D59F01C</rdf:li> <rdf:li>xmp.did:C164DFD8462
2681197A5F562129EA81F</rdf:li> <rdf:li>xmp.did:C1720D67C680E011B6DF85DAF41CD00</rdf:li> <rdf:li>xmp
.did:C1D7A28B0720681195FE8A7C98C1382D</rdf:li> <rdf:li>xmp.did:C1F4

Data Raw: 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 44 36 44 39 43 37 35 39 35 41 32 30 36 38 31 31 39 32 42 30 42 46 30
39 37 46 37 43 35 37 38 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 44 36 46 45
45 34 41 39 45 35 31 33 45 34 31 31 38 30 45 37 43 37 41 34 35 41 43 38 34 46 37 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 7
2 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 44 37 30 41 32 43 31 35 31 33 33 39 45 30 31 31 39 31 3233 42 44 32 33
323230 46 30 45 41 43 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 44 37 30 43 38
3139 37 3243 3230 36 38 31 31 39 31 30 39 38 30 35 41 34 35 37 46 42 44 35 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72
64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 44 37 32 38 31 42 35 35 43 33 32

Data Ascii: :li>xmp.did:D6D9C7595A20681192B0BF097F7C5780</rdf:li> <rdf:li>xmp.did:D6FEE4A9E513E41180
E7C7A45AC84F73</rdf:li> <rdf:li>xmp.did:D70A2C151339E0119123BD23220F0EAC</rdf:li> <rdf:li>xmp.did:D7
0C81972C2068119109805A457FBD57</rdf:li> <rdf:li>xmp.did:D7281B55C32

Data Raw: 42 32 36 46 41 32 32 30 35 42 44 32 33 46 32 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d
70 2e 64 69 64 3a 45 45 38 39 30 34 39 43 30 41 32 30 36 38 31 31 41 39 36 34 46 36 37 32 31 34 37 33 31 41 46 43 3¢
2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 45 45 39 37 34 41 39 33 35 34 32 33 36 38
313141 44 33 39 42 31 41 36 39 43 31 32 37 46 36 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2
e 64 69 64 3a 45 45 42 42 38 30 33 42 30 38 39 36 45 30 31 31 41 38 39 44 39 36 39 33 39 44 31 39 36 42 33 46 3c 2f
72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 45 45 42 46 36 38 44 32 39 43 32 33 36 38 31
31 41 36 44 44 42 30 39 35 42 30 31 45 30 42 33 39 3c 2f 72 64 66 3a 6¢

Data Ascii: B26FA2205BD23F27</rdf:li> <rdf:li>xmp.did: EE89049C0A206811A964F67214731AFC</rdf:li> <rdf:li>xmp.di
d:EE974A9354236811AD39B1A69C127F67</rdf:li> <rdf:li>xmp.did: EEBB803B0896E011A89D96939D196B3F</rdf:li>
<rdf:li>xmp.did: EEBF68D29C236811A6DDB095B01E0B39</rdf:|

Data Raw: 46 41 42 36 37 42 45 39 39 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a
46 37 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 46 36 32 44 37 36 41 34 42 33 43 35 36 35 36 3c 2f 72 64 66 3a 6¢
69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 46 37 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 46 36 32
46 41 37 41 43 33 32 44 36 36 30 41 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 46 3
7 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 46 36 32 46 43 42 46 32 46 44 33 33 39 33 37 3c 2f 72 64 66 3a 6¢ 69

3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 46 37 37 46 31 31 37 34 30 37 32 30 36 38 31 31 39 30 32 37 38
39 41 46 39 46 42 37 36 31 36 45 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64

Data Ascii: FAB67BE993</rdf:li> <rdf:li>xmp.did:F77F1174072068118F62D76A4B3C5656</rdf:li> <rdf:li>xmp.did:F77F
1174072068118F62FA7AC32D660A</rdf:li> <rdf:li>xmp.did:F77F1174072068118F62FCBF2FD33937</rdf:li> <rdf
Hli>xmp.did:F77F117407206811902789AF9FB7 616 E</rdf:li> <rd

Data Raw: 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 46 39 37 46 31 31 37 34 30 37 32 30 36 38 31 31 39 37 41 35 44 43 38
31 43 33 31 38 45 33 46 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 46 39 37 46
3131 37 34 30 37 32 30 36 38 31 31 39 41 38 32 46 45 32 41 43 42 43 35 37 34 33 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 7
264 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 46 39 37 46 31 31 37 34 30 37 32 30 36 38 31 31 39 46 37 33 45 30 37 42
44 31 30 32 42 45 36 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 46 39 37 46 31
31 37 34 30 37 32 30 36 38 31 31 41 37 42 41 45 39 33 30 45 31 44 46 42 36 32 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72
64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 46 39 37 46 31 31 37 34 30 37 32

Data Ascii: :li>xmp.did:F97F11740720681197A5DC81C318E3FF</rdf:li> <rdf:li>xmp.did:F97F1174072068119A
82FE2ACBC57436</rdf:li> <rdf:li>xmp.did:F97F1174072068119F73E07BD102BE60</rdf:li> <rdf:li>xmp.did:F9
7F117407206811A7BAE930E1DFB621</rdf:li> <rdf:li>xmp.did:F97F1174072

Data Raw: 65 64 65 65 31 36 30 61 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 61 66
3062 38 34 62 38 2d 34 36 64 63 2d 34 65 39 62 2d 62 38 66 65 2d 61 66 37 32 35 34 62 35 62 34 34 33 3¢ 2f 72 64 66
3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 61 66 35 35 65 30 62 37 2d 36 34 63 33 2d 36 35 34 61
2d 39 33 65 38 2d 66 65 61 33 37 33 38 32 35 36 33 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2
e 64 69 64 3a 61 66 3539 61 37 33 30 2d 36 61 33 32 2d 65 65 34 32 2d 61 63 39 65 2d 32 64 32 38 33 32 31 37 35 66
64 61 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 61 66 35 64 36 33 30 31 2d 62 62
66 64 2d 31 33 34 39 2d 62 31 31 66 2d 33 63 64 62 37 62 38 33 64 33 62

Data Ascii: edee160a</rdf:li> <rdf:li>xmp.did:af0b84b8-46dc-4e9b-b8fe-af7254b5b443</rdf:li> <rdf:li>xmp.did:af55e0b7-
64c3-654a-93e8-fea373825632</rdf:li> <rdf:li>xmp.did:af59a730-6a32-ee42-ac9e-2d2832175fda</rdf:li> <rdf:li>xmp.di
d:af5d6301-bbfd-1349-b11f-3cdb7b83d3b

Data Raw: 30 35 38 34 63 31 31 33 35 3c 2f 72 64 66 3a 6¢c 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 65
3062 33 39 65 63 63 2d 35 63 38 33 2d 35 39 34 66 2d 61 33 63 34 2d 62 65 33 66 31 34 32 30 37 34 61 66 3c 2f 72 64
66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 65 30 62 64 36 64 36 38 2d 66 62 37 62 2d 34 64 32
34 2d 61 36 30 32 2d 39 32 30 36 33 65 39 61 30 63 34 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 7
0 2e 64 69 64 3a 65 30 65 36 30 31 63 39 2d 32 35 30 61 2d 61 36 34 36 2d 38 63 30 61 2d 32 31 61 64 30 63 61 34 39
36 38 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 65 31 32 37 66 37 36 33 2d 32
35 36 38 2d 34 37 35 36 2d 38 62 35 65 2d 31 39 37 63 32 33 34 65 33 39

Data Ascii: 0584c1135</rdf:li> <rdf:li>xmp.did:eOb39ecc-5c83-594f-a3c4-be3f142074af</rdf:li> <rdf:li>xmp.did:e0bd6d68-
fb7b-4d24-a602-92063e9a0c40</rdf:li> <rdf:li>xmp.did:e0e601c9-250a-a646-8c0a-21ad0cad9689</rdf:li> <rdf:li>xmp.d
id:e127f763-2568-4756-8b5e-197c234e39

Data Raw: 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 66 39 66 34 33 33 37 31 2d 38 34 39 65 2d 34 66
30302d 61 61 61 39 2d 35 31 66 64 61 35 32 39 61 30 38 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78
6d 70 2e 64 69 64 3a 66 61 31 35 66 62 66 31 2d 62 30 38 36 2d 34 37 66 33 2d 61 38 63 37 2d 31 63 63 62 64 36 62 37
30 37 39 63 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 66 61 35 31 62 39 61 30 2d
3065 37 61 2d 34 31 32 62 2d 39 63 62 37 2d 34 31 34 33 33 33 38 39 62 64 61 65 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72
64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 66 61 35 34 35 62 61 61 2d 61 65 37 35 2d 34 62 63 39 2d 61 66 38 63 2d 36
34 323865 63 61 65 31 34 37 38 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66

Data Ascii: i> <rdf:li>xmp.did:f9f43371-849e-4f00-aaa9-51fda529a083</rdf:li> <rdf:li>xmp.did:fal5fbfl1-b086-47f3-a8c7-
1cchd6b7079c</rdf:li> <rdf:li>xmp.did:fa51b9a0-0e7a-412b-9ch7-41433389bdae</rdf:li> <rdf:li>xmp.did:fa545baa-ae75-
4bc9-af8c-6428ecael478</rdf:li> <rdf
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2022-04-08 08:02:44 UTC 6848 IN
2022-04-08 08:02:44 UTC 6864 IN
2022-04-08 08:02:44 UTC 6872 IN
2022-04-08 08:02:44 UTC 6888 IN
2022-04-08 08:02:44 UTC 6904 IN
2022-04-08 08:02:44 UTC 6912 IN
2022-04-08 08:02:44 UTC 6919 IN
2022-04-08 08:02:44 UTC 6935 IN
2022-04-08 08:02:44 UTC 6951 IN
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Data

Data Raw: b6 98 85 6a 04 35 a8 01 88 a0 06 22 98 85 6a 00 6b 50 03 1a 60 35 a8 01 ad 40 0d 40 85 6a 00 6b 50 02 b5
00 2b 53 01 52 01 5a 80 15 00 35 00 2a 04 35 a9 80 ad 40 08 50 02 b5 00 20 29 00 ad 40 Oa d4 00 ad 40 Oa d4 00 8d 30
11 a0 05 48 07 a0 62 b5 00 3d a8 01 €8 01 ad 40 Of 6a 00 7b 52 19 25 6b 1b 8d 28 1a 64 9a 42 c¢7 53 4a 07 32 58 1d cO
b0 3a 54 c1 52 44 ee 43 63 al a7 c4 5a a2 Oe c5 cd ce b4 d1 2d c9 1b 53 10 88 a0 07 b5 00 2b 50 02 02 80 15 03 1e d4
00 ad 40 0Oa d4 00 f6 a0 Ob 53 1c b8 b8 a9 76 29 54 2f 09 82 36 d2 2b 3b 1a d0 b9 9c 8b 85 d6 a4 b9 09 c2 92 35 21 ee
41 b5 ad 51 64 69 56 1f d2 3a c4 d8 d3 d8 ea 0d 65 93 1a 68 d7 1e 46 99 d9 74 ae be 93 2 c9 ca e0 da b8 6f 8e Oe da de
4d 8 d8 30 f6 d6 26 a5 cb 6a 43 25 c2 80 1b 75 00 46 44 dc 28 02 94 04

Data Ascii: j5"[kP 5@ @jkP+SRZ5*5@P )@ @0Hb=@j{R%k(dBSJ2X:TRDCcZ-S+P@SV)T/6+;5!AQdiV:ehFtoMO
&jCY%UFD(

Data Raw: 99 1d b5 b5 31 Oc 88 cO d0 06 94 18 ea fa 91 ad 43 65 a4 1b b1 45 49 40 79 38 49 3d d5 85 c1 aa 56 82 5a 93
3c 7a 66 15 37 0a 2d 5a 79 ac cb ca 40 1d 4f a0 2c aa 55 17 98 70 b5 69 4c b0 67 7c 49 9c 9e 56 14 98 ed b1 81 ae ea
dd 33 82 d4 68 78 b0 26 6b 36 c3 b4 dO ee 86 b1 b0 f9 3d 3d 22 ae e0 7b 2f 59 2c c6 af 01 95 34 2d 16 8d 5b a7 27 3d ab
04 0d 32 04 68 01 50 03 53 01 50 31 1a 04 2a 06 49 50 b7 0a 52 38 24 b1 df 89 a5 23 81 5 00 70 al 03 2a a6 48 46 36
Oc d9 3f c2 52 6a 5d d2 e2 69 5a 36 4a 4e 9d 90 9a b4 64 Oa 4a e8 1e 36 81 98 11 al ad Oc c8 81 40 89 2e 86 f4 86 8d b
¢ 27 db 69 2f 62 05 72 d9 1d b4 67 55 d2 a6 12 c5 cd db 5¢ 76 50 76 55 ca 34 f1 a3 55 16 15 9b 2d 16 18 c¢7 1a 43 2a 7c
90 94 e0 52 30 ce 56 ed a2 02 44 b9 2b c7 70 a2 02 47 7c b5 61 6b

Data Ascii: 1CeEI@y8I=VZ<zf7-Zy@O,UpiLg|IV3hx&k6=="{/Y,4-[=2hPSP1*IPR8%#p*HF6?R;|]iZ6IJNdJ6@.'i/brgU\
VPvU4U-C*|ROVD+pGlak

Data Raw: 6b 03 f6 9a de b6 83 1b d6 4b fa 7f 41 c¢7 b8 62 4b 7b 8d 2b 64 63 ae 34 8d ac 68 56 13 64 16 15 83 72 6e 94
06 aa 03 d9 50 50 cf 05 f4 a0 45 0d 83 7e 35 52 28 06 cc €8 91 ce bb 4e 87 b0 8e ca a5 78 25 d2 46 83 a5 3e 38 d5 b7
d0 ed 20 ab 05 af d2 a2 9d 76 b2 8d 69 2b 34 37 54 c1 87 a6 e0 45 b5 b5 aa f3 19 3e 5a 03 fe 4e el c8 8¢ 80 07 11 6a bd
ed ec 2b 3d 22 12 4f 98 b7 07 8d b8 d3 de c5 b1 19 79 de 9f f2 8e 8 Oe e4 3d 87 8d 6d 5¢c b3 c4 c2 d8 63 80 1c 18 ed 19
3b aa db 93 3a d6 0d de 99 05 ac c0 f1 ae 6b b3 aa 88 df c4 88 01 ad 60 cd d0 53 20 ec a9 18 el 34 d6 81 94 4b 0d f4 14
d3 10 14 bd 3d 24 53 14 83 43 56 ad 04 3a c9 ce e6 fa 6d a2 6e 4b 95 ae 9a e5 39 6d 84 Oe 5c 79 62 42 81 49 le da b5
64 c9 75 68 a6 38 ee 0a 3d 53 64 24 29 21 8d 3c 56 34 26 d8 34

Data Ascii: kKKAbK{+dc4hVdrnPPE~5R(NXx%F>8 vi+47TE>ZNj+="0y=m\c; k'S 4K=$SCV:mnK9m\ybBIduh8=Sd$)!<V4&4

Data Raw: dc 40 c6 ce ea d2 67 15 39 47 7e d1 6b 70 07 ed ae aa 63 55 €0 4b 64 Oe 4e 3b al 8b 69 44 f6 00 02 d3 da f8
80 c1 60 98 7f 12 5d 3c 37 01 7f b3 5a 35 40 11 Oe 22 3c 7b 91 09 3¢ 05 9b fc d5 2d 96 91 44 b9 33 e2 10 60 24 c8 08 e5
2387 cb 4d 55 3e 24 b3 4d 3d 52 f0 fe 5¢ f6 33 1e 00 0d 2b 17 86 78 Oe 49 63 7a 8d e7 0f b9 2d b7 d8 29 3c 70 29 3f ff
d6 ce 6e 95 16 48 0d 29 2d ec 17 af 53 cc 68 f1 b6 26 55 3e 24 18 4b b9 50 0f 79 d6 ae b6 76 13 49 19 9f 52 1a e6 d5 d1
06 72 0d 34 af 7e 51 54 88 6¢ bl 4b 11 73 48 62 Oe Oe 9d b4 08 84 91 ef 36 07 5a 24 20 b6 19 23 5b 46 49 26 93 02 dc
8b 42 38 12 6a 53 1b 40 ¢3 26 eb 70 0d c5 59 25 ba 48 bc e6 de da 06 0d 24 9b 1b 90 dc 7b aa 84 5a d9 06 dc ba 9e da
4319 f1 a6 90 02 c3 5a 7b 92 26 Oa f6 c8 83 61 36 a7 32 22 85

Data Ascii: @g9G~kpcUKdN;ID']<7Z5@"<{<-D3 $#MU>$M=R\3+xIcz-)<p)?nH)-Sh&U>$KPyVIRr4~QTIKsHb6Z$ #[FI&B
8]S@&pY%H${ZCZ{&a62"

Data Raw: dd 78 53 be 29 e9 31 ¢8 8d 49 f3 92 38 da 67 d5 50 6e 35 c7 47 66 el 33 99 23 00 fa 92 49 f1 cb 46 75 3c 6¢
7b 2b d2 d8 d3 86 cd f6 82 74 7c d9 70 e5 dc 09 28 05 ad d9 af b7 df 4e ea 56 83 83 77 2b ac 64 29 5f 2d c1 56 b0 fd 37
ac 2b 67 ef 62 82 38 dd 40 4f 9a d1 b8 Oc 40 e3 6b 58 8a ab 65 bd 6b a3 25 ad 0d 49 f3 e3 85 42 49 70 1b 4a ca be ab 27
bc 4b 50 2e 95 4 de 6b b4 02 cc 87 6f 1f 6d 74 db fe 43 22 e2 4b ac Oe 9d 16 11 39 9d 89 62 da 91 d9 5b 2f f9 5b 44 34
42 43 75 63 Oe 2c 47 24 92 al 07 Oe cd 6b 6¢ 5f f2 1b 9c 41 a2 d4 e7 72 3d 61 2c 70 85 c7 3b 48 bd c8 el 5b bc 8e c6 bb
4d 1f 4c 75 e9 f3 65 fc f3 bb b7 f4 56 57 f5 Ob 1f 51 16 50 75 cd 98 a4 5a f6 15 8f f9 94 16 f1 36 52 1e 1c 68 ff 00 32 81 bd
15 9c b1 6b db 5f 65 3f f3 68 2d c0 59 33 4b 2b 90

Data Ascii: xS)118gPn5Gf3#IFu<I{+t|p(NVw+d)_-V7+ghb8@O0@kXek%I|BIpJ'’KP.komtC"K9b[/[D4BCuc,G$kI_Ar=a,p;H
[MLueVWQPuUZ6Rh2k_e?h-Y3K+

Data Raw: 24 4c 2e 51 4d 4a 6¢ d7 62 04 30 42 3c 22 df a6 a7 7b 30 75 42 6¢ 68 36 93 6d 7d d4 6f 64 ed 45 47 Oe Ob 5¢c
6e 07 de 6a d5 db 16 d4 31 e9 e0 8e 3a d5 ef Od a4 Oe 13 28 bf 6f 65 5a ba 0d a5 67 0d cO 2c 9a 8f 77 1a ad e8 36 96 26
03 3a ef de 8a 01 f1 1d 6b 45 59 29 52 41 32 1f ¢8 8d dc 73 ba a9 21 47 69 1c 2a ab 49 70 ¢3 69 e5 b9 f9 d9 39 52 b4 f2
92 ae ed 7b 1b 83 7e 1c ab 5e ed 6a aa al 1d 30 91 af 85 e8 ae a5 9d 10 79 e4 11 bl e0 ac 0d c0 f9 bd 95 cc fd 6d 28 el
19 3b 23 b3 f4 €7 40 c8 €9 98 a3 1a 57 2f b4 dc 11 c2 df 65 79 b9 bd 55 2f 69 33 6e 42 33 7a 34 d9 24 30 95 a3 23 el 24
7f 74 d3 c5 ea eb 4e c9 2e b7 da 62 e4 7f 4e 62 c8 70 f2 4c cO fb 07 6f db 5d 7f fe 45 f6 24 3f 30 68 bf a7 18 31 31 df 34
9b 4f 10 1a c0 fb 8d aa 5f fc 8d bd d5 0d e6 ea fa 63

Data Ascii: $L.QMJIb0B<"{0uBIh6m}odEG\njL:(0eZg,w6& KEY)RA2S!Gi*IpiOR{~"jOym(;#@W/eyU/i3nB3z4$04#StN.
bNbpLo]E$?0h1140_c

Data Raw: b7 05 22 d4 91 2c b5 22 94 9b d8 11 ed el 4f 6b 11 30 9b 8d ac 2f d9 a7 fc 6a 92 11 17 c4 93 88 5e 51 c4 dO
eacOac c6 50 d8 80 7d f5 11 02 19 89 36 b8 d2 81 Oc 36 db 80 fb 69 a0 2a 2e 07 02 2d 4c 63 06 5b 59 8d 20 1d 5¢ 71
€2 2948 12 b2 9d 57 4d 3b 2a 80 81 04 70 35 22 1c cc 47 6e 9e da 72 21 d6 63 d8 6¢ 2a 80 b5 27 24 58 f1 14 04 93 3
06 8a 7b 69 Oc 72 8a dc 38 54 c0 c4 22 61 c0 fe ba 49 31 90 67 60 75 d6 da d5 6a 29 18 1b 9d c7 8f db 40 8b 16 f6 be b4
d0 c7 Oc c4 5¢ d8 8f ed a6 02 2c 35 36 06 a8 08 16 df a0 1c 29 Oc 41 48 d7 85 10 32 40 05 1d ba d1 00 5a b2 58 8b 5e ad
56 40 72 e9 2e 8f af 66 a6 d5 5b 06 20 00 b0 ec fd 75 5b 00 8b 01 6b dc 11 fa a9 6¢c 02 91 16 c6 2e 48 b9 d3 f4 55 6d 60
57 23 ec 37 Oc 3d e6 b5 ae 39 25 95 1c 90 ba 96 bf e8 ab f2 c9

Data Ascii: ","Ok0/j*QP}66i*.-Lc[Y \q)HWM;*p5"Gnrlc*$X{ir8 T"al1g uj) @\,56)AH2@ZXAV@r.f[ u[kl.HUmM W#7=9%

Data Raw: 67 2c b7 95 86 d8 c4 7b 8e 96 17 1d 97 ab 78 €3 4f b4 01 f0 98 e4 2b Oc c5 5f 2d dc aa 8b df 42 3b 7f 15 5d f9
5f 2f b8 94 17 1e 1c 38 a8 42 80 a8 bf a0 7e 1a c9 dd d9 95 05 4f 87 14 44 e5 b0 da 55 75 b9 3a 58 69 f2 d5 ab b7 ca 22
53 45 f5 b8 aa 24 63 b6 45 06 e0 83 7f d3 ee a5 57 b2 da 76 01 66 12 94 Ob Oa ca 58 Ob 0d 40 d2 a6 ee 75 81 15 34 a8
€8 ¢c0 11 75 70 a4 9f 7b 05 aa 86 9f f2 10 d3 ce bl c8 88 4f 7d ad 61 45 6b 29 8¢ 21 9e 42 41 29 65 d6 da ea 7f fc 2a 12
4304 79 26 f3 83 a2 9d 9b 42 92 a4 5¢ 71 63 f7 bc 35 aa 4a 21 8¢ ba db 8d c9 6b a5 8d ad c0 9f f8 da a0 45 65 12 49 18
a826 45 1a 93 al el 57 b9 a5 1d d1 16 43 Ob 46 db ac 1c d8 02 48 d6 c3 87 ea a8 76 9f b0 20 6f a3 95 54 a3 30 7e 6d
c2 c2 c2fd b7 1d bc 69 ef 40 d1 40 c2 58 ae fa 16 bd c0 ec

Data Ascii: g,{xO+_-B;]_/8B~ODUu:Xi"SESCEWvfX@u4up{O}aEk)!BA)e*Cy&B\qc5J!kEel&EWCFHv 0TO~mi@@X

Data Raw: 02 25 3c 38 5b 5a 4e 3b 02 58 c3 4d Ob 6d 1c 6e 4d 02 91 dc ee d6 36 le e3 c6 f4 2d 38 95 23 23 07 4b 70 61
c7 b6 9b 50 c7 b8 aa 48 0b 12 c2 db 9b df 54 ac 65 64 0d 2c a9 01 08 e7 69 66 03 97 da 6b 44 9d b8 19 89 33 10 ca f1
eb 78 da d6 3c 2d el fb 68 74 70 9f bc 69 95 67 49 93 3c a2 2¢ 46 50 61 70 64 04 90 2f 6e ee 9d ea ba 2a d5 4d bb cb 94
6d b0 8 4b 95 06 64 b3 7b 2f a5 60 e3 b0 d5 36 51 85 9d e6 cd 34 6¢ 54 ec 70 a2 de cb 55 de 90 93 {7 a2 55 8c Oe b1 8b
8d d4 32 c4 2d 3b 89 e2 bd b9 bb bf 75 7b 6b bf 0d ed 8e b3 1c b6 fb 08 6d 9d Oc 38 €5 54 07 e6 b7 8a d6 bf e8 af 3e d6
36 55 2e 78 4b 6a 0b 2f €8 15 09 94 d1 9a 30 24 57 91 c4 8c c5 ¢8 24 03 6e 02 cb 5d 3e 62 84 a3 81 96 d8 2a cd e8 b3 cf
71 ba 45 ba 85 d4 86 d0 6b db ed aa a6 75 5f 71 2d 02 f4 7e

Data Ascii: %<8[ZN;XMmnM6-8##KpaPHTed,ifkD3x<-htpigl<,FPapd/n*MmKd{/'6Q4ITpUU2-;u{km8T>6U.xKj/0$W$n]
>b*qEku_g-~
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2022-04-08 08:02:44 UTC 6975 IN
2022-04-08 08:02:44 UTC 6991 IN
2022-04-08 08:02:44 UTC 6999 IN
2022-04-08 08:02:44 UTC 7015 IN
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2022-04-08 08:02:44 UTC 7047 IN
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Data

Data Raw: 62 c7 78 00 Oc 41 03 d8 3f 0d 72 d6 67 51 99 18 98 f9 f1 42 c9 99 22 3a ea 4b 29 b1 b5 be 0a eb bd a8 dc d5
34 0e Oa e3 f4 f7 9c 7e a7 1a 56 88 31 b6 ba dc Of f3 d5 3f 53 1c b6 5b 84 8d fc 29 41 80 5f 94 91 c2 b8 2e b5 2e 41 a6 c7
7059 95 82 b6 84 93 ad af 5a 2b 21 30 Oc 3e 8f 26 42 94 79 fc dO fb 99 ae 38 8f b7 e5 ae 8b e6 55 €0 b6 82 72 3e 6f 4b
€2 45 f3 9e 56 36 b2 1b 1b 8f b8 05 2a 65 bb d2 3e d1 b6 13 06 1c Ob 17 93 13 ef 8a c6 e2 fa db fc 35 9d ae db 96 b5 1a
2d 9b 18 e3 ¢4 17 10 aa 11 a8 66 b9 d0 54 2b 6e 7c c2 60 4b d3 3a 9a 4f 24 9e 70 92 09 48 24 1b 8b 69 ae d3 el ad de
5c 6e a9 44 5a a0 4e 4c 91 16 57 d3 47 ce de 58 22 e7 b4 fc 43 ec a9 55 9a ee 7e f2 42 e3 4c 82 02 4b 62 dd 96 16 d2 {5
9375 ec 18 e2 63 b4 b5 94 2a dc 16 26 d6 b1 b5 1b 75 1c

Data Ascii: bxA?rgQB":K)4~V1?S[)A_..ApYZ+!0>&By8Ur>0KEV6*e>5-fT+n| K:O$pH$I\nDZNLWGX"CU~BLKbuc*&u

Data Raw: c5 d1 20 9e 58 a5 cf 91 4e 4a dc ab 27 29 70 0f c2 d5 c8 f3 da a9 aa 2e 4f 8b ba 23 47 17 1f ce 55 ¢8 46 dd 19
5d 49 6b 91 f6 13 bb 75 73 de db 74 7c 4b 46 f2 4e 31 b1 3c 98 46 e2 e6 fc 78 db bb a9 ec a8 77 e5 8f 17 51 d3 ba 14 1c
€7 4b 87 ab 7d 64 92 ca al 61 b9 b5 99 77 13 6e c5 e6 ad f2 db 16 d4 97 57 3 da 73 e8 6a 64 45 Oe 4c 8a 25 8d 4c b6
b8 04 6b 71 af 67 f8 6b 96 ad d5 68 f9 4c c1 24 Oa 19 da 62 25 6d fc d6 dO ae 97 54 1f 2d 6¢c b8 28 e5 d3 ef Oc b0 c1 8e
19 65 3b 1d 8d 82 dc 5e d6 6 13 ec a9 dd 6e 1a 8e 02 d2 18 c7 98 57 93 6e 9a 68 Of de f6 ad 64 db d0 10 28 fc 9c b2 c8
db 81 03 7a a8 e3 6e eb al f0 ec f8 7c 5f 0d 6b d5 5f ca 29 2b c3 ea 18 9d 40 ee 98 23 3c 72 35 99 88 d0 a9 b5 d3 fc d4
ef 8e d8 f8 4f 32 5f 88 a9 02 83 ad 83 9f 2c 73 dc ac ad

Data Ascii: XNJ')p.O#GUF]lkust|KFN1<FxwQK}dawnWsjdEL%LkqgkhL$b%mT-I(e;"nWnhd(zn|_k_)+@#<r502_,s

Data Raw: b3 e5 05 13 48 4a c4 d1 b1 5b Ob 73 2b f1 e5 ae 99 4b 4a f4 d7 af 71 52 8f ff d2 e0 65 f4 d7 56 62 af €6 2b 20
3b 95 ae 6f fb 1e fa f8 b5 ea 71 70 83 cf 84 69 c5 Oe 7c 00 6f 91 05 95 6e 0d fd b5 ca ed 4b 70 4c 69 11 cc 5e a5 3a f3 ba
5a f7 00 02 2f 6e 1f aa aa 9e 5d 78 26 54 05 4d 3b e4 aa c5 99 ba 42 c0 Ob 46 2c b7 f9 bb 6b 2a d5 57 5a f2 fc dd 41 Oc
bd 3a 06 22 8f 39 e2 bb 8d 4d c9 3d ba 36 da cd fa 8b 70 4c 52 5a 53 0a 76 11 b7 23 a6 80 5f 40 0f ee d4 cd ea a4 44 32
3a 66 36 64 7f 42 cb f9 36 Oc 75 ed 3e fa 75 cb 6a 3d dd €2 93 80 1c 7c 1le 99 d3 41 50 ed 33 37 2e d2 74 1f 65 6f 6¢ 99
327c2549 al 1f 4d c4 d6 79 51 12 e2 e4 71 01 45 60 2 db 82 92 24 6f 2a 1c 74 df 8b 1a ef 94 68 Oe a5 80 a2 5d 9c 59
f4 88 b1 31 83 8f cc 8c 58 db 94 f6 54 bb 47 06 5a

Data Ascii: HJ[s+KJqReVb+ ;oqpilonKpLi®:Z/n]x&TM;BF,k*WZA:"9M=6pLRZSv#_@D2:f6dB6u>uj=|AP37.teol2|%IM

YQQE $0*th]YIXTGZ

Data Raw: 07 85 9a dd ef f3 54 aa bb 38 48 52 Oe 9e al 82 42 62 89 4c 8d 6d 02 dc 93 71 a6 83 b7 75 68 fd 3d 96 af 94
12 1f a2 48 bd 47 13 6d f4 ee b5 ce b7 e2 d7 61 dd a5 9d 79 76 1b d0 9f 4c 7c 6d 9e 4c 2c c0 46 6d 66 24 fb f4 f6 d2 ca
ad 32 fb c1 25 4f d4 Ob cc 32 21 61 e4 06 d8 41 b8 0d d8 9b 1b e6 6e f5 52 ¢c7 Oa 1f 57 50 07 bc c8 48 89 18 6e 65 de 56
da 5b ef 1a c1 57 b4 7c 4c cc 9e 93 8f 24 2f f4 71 af 9a 6e 41 23 94 30 ed 7b f2 d7 4d 72 d9 35 b9 2 fe 2f a4 19 8d d2 7a
0f 54 e9 b3 3e 5b 4a b3 63 Ob 9b 45 ab 12 de 1b 37 76 bb 32 fa 8¢ 79 16 d8 db 7f 8f a4 90 ae 9f d6 8f 9e 7a 6e 5a 36 3b
4c 58 dc e8 48 f6 a6 ea cf 26 1d 37 d5 ef d9 05 d4 e8 c4 40 46 11 50 3a 58 2d 98 df 41 ed dd de 6a f3 67 5e 21 60 7c 8e
a7 12 93 8f 23 22 b1 52 e4 36 84 02 6¢ 3e ea 6d ee d6

Data Ascii: TSHRBbLmquh=HGmayvL|mL,Fmf$2%02!aAnRWPHneV[W|L$/qnA#0{Mr5/zT>[IcE7v2yznZ6;LXH&7@FP:X-
Ajg"I'[#'R6I>m

Data Raw: d2 1b 83 c6 46 f6 31 08 9e 2d a7 46 24 11 6f 7d af 58 6d 8d 65 58 bd c4 95 15 54 16 90 94 3d ac 46 bf f4 d2
99 ec 29 58 99 05 6¢ ab db ec a9 0Ob 39 29 8e 33 29 3b e3 1b 90 d8 6a 1a df ab bb 56 dc 76 90 40 f4 f8 84 c7 20 44 82 73
c5 ed 66 3f 6b 55 79 8e 22 5e df 08 16 34 0f aa 91 le de 06 c7 fc b6 a9 56 5f 10 99 99 9b d1 d3 31 82 c8 ac 18 02 2e b6
e0 7e f6 ed 7e 6e f5 74 d3 33 a7 02 50 56 36 27 d3 28 89 Ob 32 8e 01 bb 3f 4d af 59 5a fb 9c b2 cb af da e0 92 3b 01 d2
5 1f c0 06 19 Oa aa 40 Of 61 a9 d2 ff 00 ab b6 8d bf cO 64 e4 3e 50 3 2¢ 40 b8 07 68 d7 fd 96 92 d7 40 2b 58 d6 4b 3a ee
61 6e de 3a ff 00 6d 53 6d 08 9c 98 25 ¢5 bc ¢6 00 f6 1b 58 54 ab ¢7 60 30 47 €9 d8 52 39 Of 1a c8 e4 73 10 b7 el f1 11
5b 2c 97 4b 8¢ 08 1b aa 74 dc 25 ¢7 f2 dd cc 31 27 30

Data Ascii: F1-F$0}XmeXT=F)XI9)3);jVv@ Dsf?kUy"*4V_1.~~nt3PV6'(2?MYZ;@ad>P,@h@+XK:an:mSm%XT 0GRIs[,K
1%1'0

Data Raw: 28 d4 10 39 45 bf b0 55 79 96 b7 8a c0 5¢ aa b7 f2 58 a9 24 77 49 bd c7 d9 51 f6 8b 43 34 e3 el 42 4e 34 31
c4 92 31 ee 80 3b 35 6b fd b5 d3 ba ef 99 bb 10 d9 7e 36 36 24 2a 62 48 e3 54 b5 6 5e fa 7b 92 b3 b5 ac f5 6d ff 00 10
92 d4 87 1a 31 74 55 Ob 7e 28 bf ef da 2a 5d ac f8 fe 21 40 23 f4 fe 9f 30 67 5¢ 71 21 d7 77 29 1f 6d f8 6e ad 56 4b d7 49
8f €6 29 05 e9 9d Ob a5 2c 82 6¢ 6¢ 5f 29 5 37 6b 82 bf f2 ad 72 e7 c9 11 6b 6e 1la 72 5f 2f a7 71 5f 20 64 c6 cc b2 86 24
15 ec 1d ab 7e da 85 ea 6¢ ab b5 f4 80 40 e8 aa 5c ba b3 ab 5e fa 37 13 f6 30 6d bf 86 b3 f3 f4 8f fd 01 22 cc 8c 41 20 2b
b3 7b 1f 8d 89 17 1f ef a9 ad e3 b6 3e 54 10 0d 36 1a 3e cf ab 62 8b 7d a4 23 10 ba 8b 9d ab 3 56 95 bb 53 b7 5f 98 50
5d 83 2c 58 €8 b2 46 ce 50 90 2c d6 b8 24 fe 8e

Data Ascii: (9EUy\X$WIQC4BN411;5k~66$*bHTAm1tU~(*]!@#0g\q!w)mnVKI),Il_)7krknr_/q_ d$~1@\*70m"A +{>T
6>b}#VS_P] XFP,$

Data Raw: 63 b8 dd e6 5e e7 5e cb Oe 15 0f 15 56 ad f3 2e e9 ad 57 68 7a €3 06 4b 39 60 58 85 da 0d ad db c4 78 ab 9d
db 5d 05 7b fb 8c ce a7 d1 61 cd Oe ab 2b ¢3 2d f9 9c 6a 4d c7 Ob b7 60 f9 2b a7 16 77 48 d1 5a be 13 9c c8 e8 be 83 38
7b 96 5c 82 f1 31 b8 1a 82 a7 e2 bf c5 5d 79 fd 7e fe Ob 98 5b a0 d1 9f d3 18 6d Oa e2 6e 2c 57 c4 4d bf bb 5¢ 5 f5 57 4f
71 4a de fO 16 f4 76 24 6e d2 66 48 44 40 81 b4 1b ed 03 82 ad fd a7 bd b2 b7 ff 00 32 cd 45 57 31 72 bb 0d 7c 7c 9c 78
2 47 4e 8d 19 08 42 41 b0 02 c4 f1 3f 37 de ae 4b 56 ce bb db 90 de 4a 78 al 9f 24 e2 99 18 4a ea 1la d7 d3 f5 52 ab 75
ae e8 e544 4e a5 a8 cd 88 8b 1b ce a8 9c 14 91 db f7 9a al ad ee 62 46 cb 4c 17 8e f2 15 2a 7b 5b ed ff 00 8d 4e ed 74
11 5¢ 98 51 c4 5d 62 01 46 9b ac 09 24 f1 50 3e 2a a5

Data Ascii: cMV.WhzK9 Xx]{a+-jM +wHZ8{\1]y~[mn,WM\WOqJv$nfHD@2EW1r||xGNBA?7KVIx$IJRUDNbFL*{[Nt\Q]bF$
p>*

Data Raw: d3 06 fe 64 fO 84 1a f2 dc 7e 8f c3 5a 34 97 46 e2 22 09 e3 fd 24 c4 98 00 90 2e 8c 34 16 f6 36 be 16 a5 6d cb
8e 81 56 10 ea 87 43 12 ed 07 5d 6e 45 66 9b 7 8c b5 1e 25 e5 1a fc ba 6b 50 d3 25 91 49 el 7e el 5d e3 56 4b 83 6f

bd 6a a7 56 b8 fd el 26 01 9d d6 57 Oe 45 8c 91 7d 2e b7 00 58 fb 3e ed 6f 4c 3b d4 91 6b c1 07 ea dO 34 e3 14 b9 59 5a
€4 12 46 b7 34 d6 17 1b a3 94 cd 97 36 46 5e 2 b8 f2 24 9a db 6a ea 46 bd bb bd f5 0a b5 8d 56 d0 4c 2e 25 94 31 13 b6
c6 3a 6b 6b fe af 0d 64 da 8d Oe 94 d4 13 67 55 52 c8 c7 ef 58 f6 71 b5 4a 53 ¢4 ¢5 d8 91 ¢5 6d ¢3 c9 2a 91 83 73 71 c6
fc 69 6e f7 8d 64 1b c8 97 42 a0 58 9d 6e dc 3f 47 8b ee d3 dc 8a de 8a c9 8a 39 8c 3b ef 36 d0 da 8d 35 b8 b0 17 aa d5
a9 8e 52 93 92 99 16 2e 04 12 c7 4e 54 05 78 f8 aa d3 7e

Data Ascii: d~Z4F"$.46mVC]nEf%kP%I~]VKojV&WE}.X>0L;k4YZF46F $jFVL.%1:kkdgURXqISm*sqindBXn?G9;65R.NTx

Data Raw: ab c7 8e b6 7a bf fa 19 ed 2c c4 ea 39 39 21 {7 37 e6 06 37 4d b6 Ob fa ea 6f 8e b5 8f 77 88 a5 54 15 26 34 b9
Ob b2 7b ed e2 4d 87 ea bf c3 59 2b 2a ea 81 a4 01 89 d3 f0 60 95 d6 22 09 dd a8 04 f6 7d 9d d1 5b df 25 ec 94 81 a6 3a
7c 12 ad 96 e0 7f 6f €9 ae 6f 31 a2 8a 8e 04 70 ed 31 c6 ec a0 fO 1c 3f 16 b5 5e 63 7c 5a 14 97 43 93 91 66 60 04 ab 7b
00 40 4b 7d ad c6 al d6 bf 2f e3 05 50 06 €9 18 d2 39 96 78 84 4f c7 62 bd c9 6 5f c5 6a e8 f3 ac 94 27 bb e2 82 a0 c8
eb f0 3f 48 85 a4 c3 c5 68 6 90 41 b6 a6 ff 00 fO ae bf 4f 65 99 c5 ad 26 6d 49 e7 91 e7 e4 cf Ob 2d 9c 99 64 1b ec ba 5b
b3 5f 8a f5 f4 Of 1d 6a fb 39 6b ca 56 c3 d1 3d 31 9c 45 e2 9d 5f cb 5e 64 60 2f fa cf b5 6b e7 fd 55 3b 54 49 75 46 c6 06
14 b1 39 9b 12 49 59 la ec cb 28 04 30 1c 76 ee

Data Ascii: z,99!77MowT&4{MY+*""}[%:|o01p1?”c|ZCf {@K}/P9xOb_j'?HhAOe&ml-d[_j9kV=1E_~d"/kU;TIuF9lY(Ov
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Timestamp transferred Direction
2022-04-08 08:02:44 UTC 7079 IN
2022-04-08 08:02:44 UTC 7086 IN
2022-04-08 08:02:44 UTC 7102 IN
2022-04-08 08:02:44 UTC 7118 IN
2022-04-08 08:02:44 UTC 7126 IN
2022-04-08 08:02:44 UTC 7142 IN
2022-04-08 08:02:44 UTC 7158 IN
2022-04-08 08:02:44 UTC 7166 IN
2022-04-08 08:02:44 UTC 7174 IN
2022-04-08 08:02:44 UTC 7190 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 5e 97 72 e6 75 a8 d5 Oa db d6 6b Oc ab 1e 4b ¢9 11 03 71 ba 0d da ff 00 a5 6e 1f 8a 9f f8 52 a6 aa b6 fe 7c bf
38 a0 b6 7f 5¢c 43 e7 c6 f8 e4 48 64 5d a5 05 c8 5d 7c¢ 5b bc 55 35 f4 2e 1c f2 ed 29 54 c0 eb de a0 97 11 a4 ca 25 a4 57
73 b4 32 3a 03 af fa 6¢ dc db 7e f5 77 e0 f4 ea d1 5e 1a 7b eb 6f bc 5b aa 3a 6¢ 6¢ ¢9 1b 15 53 68 39 00 02 50 92 36 83
ed 93 e5 af 36 d4 5b a7 bb e2 f1 7d 26 4c Ob 1f 27 a9 64 e7 49 Oc 7 86 02 a3 74 ec a6 c0 d8 2e 8d c3 9e b6 b5 71 d6 89
ae 6b 7f f1 94 07 9f e9 ee a3 e6 16 c5 70 d0 48 41 5d fa 6d 1d a7 6a f0 d7 el ad bl fa 8¢c 71 cc b9 ab el 2c 9c 7e 9a ca
5c 46 8d c2 99 98 f7 af a8 50 7c 22 a5 fa 9a ee 95 d2 26 66 f4 9e a3 d4 fa 5e 43 63 b4 5b a3 ee 87 02 d6 fb db 6b a7 2e
3c 79 6b 33 f4 89 54 d1 cd c2 ce cd 58 9e 29 5c 5a de

Data Ascii: “rukKgnR|8\CHd]]|[U5.)T%Ws2:I~w*{o[:ISh9P66[}&L 'dIt.gkpHA]mjq,~\FP|"&Cc[k.<yk3TX)\Z

Data Raw: ec 4d fb 07 da 4d 72 ac 72 fe d2 64 c6 c5 5 1c 73 64 ed 2c 89 1b 20 00 9e eb 30 ae cb 7a 67 5a f6 f1 fb a4 cb
27 d6 3a e4 58 70 b2 ee 08 ce a0 c6 53 b4 de a7 Oe 07 77 ef 8e ad c1 ab 28 ea 90 f5 1e a9 16 dc 70 ab 19 b3 5¢ 35 cf db
fO d6 98 ad 8f 13 d7 8f f0 Oe 05 3d 30 e5 74 cc af 23 22 17 10 32 dd 9¢ 90 ¢7 75 ac ce bb 7f d3 f9 7c 35 59 76 e4 ac a7 cd
el f8 7c 3f 31 ad 0d ac 79 2f 79 23 62 6f dc d3 8f df ae 3b 2e c6 74 d9 e8 34 11 5 57 47 85 e4 46 06 e5 4f 02 ad 4e cf 1a
69 a4 ce 67 64 01 Oc 3d 42 06 1f 56 41 88 5e c1 18 5f ef 3b 7c b5 b5 9d 1f 4f 57 c4 66 d8 44 39 ca b3 18 09 21 82 02 Ob
1d 6e 4f b7 ec ac ed 4d 27 ed 0d c5 b8 11 4d 21 12 a3 a6 d7 24 b6 fO 78 fb 5b ee d4 e4 69 68 d3 fa 42 24 cf eb 3e a3 86
13 b1 50 c9 24 6¢ cO d8 1d 96 f8 f7 78 be ed 74

Data Ascii: MMrrdsd, 0zgZ':XpSw(p\5=0t#"2u|5Yv|?1y/y#bo;.t4WGFONigd=BVA”_;|OWfD9!nOM'M!$x[ihB$>P$Ixt

Data Raw: d3 37 6d 75 01 e3 6d c0 85 d3 77 b4 bl d2 ad 5b 27 de fb 48 91 66 e7 63 c3 1la b3 ca al 99 d5 cd ef b8 ae bf
bb 4e 98 ec de 8b ec 32 63 47 2c 05 0a 28 31 09 45 95 a2 3a bd fd 9d b4 35 69 9e ad be 3e €9 48 27 a7 74 87 c5 63 14
62 e8 a0 93 24 97 ed 6 2a ff 00 7b 96 b3 c9 99 5b 57 7 6a 36 c1 b2 fd 3f 8d 3b 3c d2 c0 92 2c 62 el 8e a5 8f {8 6b 5a 67
b2 d1 37 5f d2 5¢ 83 a6 06 37 4d 71 Oe 1c 22 23 cc d6 b6 97 f8 43 b5 5b c9 6¢ 9a d9 ee 22 da 8d 17 50 4c bc 80 ad 04 8a
e509 66 52 54 72 8b f3 1e eb fc 94 3c 6e 95 e3 5e 3e df 28 €8 e0 32 1c 38 73 5d 73 e0 62 d6 ba dc b9 da 6f e0 23 c5 51
6c 8e 8b 6b ff 00 b1 d2 ed 05 ef 86 a0 6e Oe bl ca 6f 62 40 3f 85 77 56 5b e7 b3 94 c2 d9 11 07 56 8e c2 50 b3 13 63 6b
02 40 3c 1d 87 c3 a7 2d 5a ae ee 13 52 92 dd c0 ac 66 c3

Data Ascii: 7mumw['HfcN2cG, (1E:5i>H'tch$*{[Wj6?;<,bkZg7_\7Mg"#C[l"PLfRTr<n">(28s]sbo#Qlknob@?wV[VPck @<-ZRf

Data Raw: 71 3c 6e bc dc 4e df d1 b9 9d 72 28 4f f3 e9 a2 95 88 e5 08 ba 83 f3 3f 0f dd a7 4b db b4 e5 ca ab 3c a6 f4 fd
48 92 a3 b0 6 7b eb 47 73 04 82 el cd 8e 7d 07 11 56 ac 98 9a 02 ea 00 12 10 Ob 83 a9 d3 81 ac 6e 5d 59 e5 9f d4 a0
71e3390bccab7b81583ac9 a2 6l de 94 feacela2e3f4cO375d00 2e 56 dc e7 52 a3 fc 35 d3 57 b5 41 0a 9b 98
56 2f f5 63 03 3f aa 45 d3 08 96 29 18 db 70 da 00 d7 8b Of 86 b2 3 d4 c1 ea 5f fe 2e d5 a6 f9 47 57 ea 7f 5d €3 7a 77 17
ea 19 84 a2 f6 e4 b1 20 fc d5 d4 f2 ed fb 4f 29 63 93 2f d1 3e a3 ea 1e al 99 f2 dc 95 c4 02 f6 2a 45 ef dd d5 aa 2b 91 dc
bc 95 ad 56 87 5d 91 e6 3a f2 7e bl 56 cc 4e 01 3d 47 d5 7a 5f 56 30 67 30 6¢ 4b ea ca 3c 3e d0 38 b5 63 €6 6d 67 42
aa 68 3b d4 1f d6 1e 99 d2 a4 f2 46 2c d2 ce 50 30 25

Data Ascii: g<nNr(O?K<H{Gs}Vn]Yq9{X:a7].VR5WAV/c?E)p_.GW]zw O)c/>*E+V]:~VN=Gz_V0g0IK<>8cmgBh;F,P0%

Data Raw: f1 6d ad 15 dc 49 30 a4 e7 7a 37 ad ba df 56 ea d0 62 f5 08 f1 e0 85 c1 6f cb 46 7b 81 el 69 df f7 b9 6b 65 77
6f e0 55 ab 54 b4 3d 32 41 Oc 68 cd 1e cf 33 8f 36 83 fb 35 ad 9a 51 al ca 8a b2 b2 8c 10 ef 5b 31 07 50 2f 7b 56 76 70
86 90 3c 5d 45 d2 31 2e c3 cf 76 f7 d8 f0 d2 b3 ad 9a d4 a6 8a a3 ea 98 48 0f f3 39 d2 10 ed 70 19 b6 13 6f 66 b5 b5 la
7c 44 eafb Oc 9f 51 7f 52 7a 7f 4e ff 00 f4 19 23 ¢9 57 b0 21 18 97 17 d1 7c bd 36 b8 f8 b9 b9 69 bb d5 70 2e b8 db e2 57
d2 a0 19 90 4b 8f 9c 4e 67 d4 3b 6c 4d 2c 14 8d 55 ad ec f8 eb 1a e8 c2 ¢5 19 de 81 f4 df 4f 28 d9 71 b0 77 3c al 64 63
a8 f6 01 fO d6 af 97 88 ab 2f 80 4f a7 3d 21 89 83 78 a3 c8 c8 26 fe 62 f9 8d b5 8a 93 71 8 16 a2 b5 6d c8 ed 6e c3 33 aa
fa 07 a2 66 4e d9 3b 07 9c a7 71 90 10 79 81 dc

Data Ascii: mI0z7VboF{ikewoUT=2Ah365Q[1P/{Vvp<]E1.vHIpof| DQRzN#W!|6ip.WKNg;IM,UO(qw<dc/O=Ix&bgmn3fN;qy

Data Raw: 38 ed 35 2b fa a7 91 ca f0 03 b3 db 55 bl 24 52 66 86 1e 78 c3 08 3 57 2d 61 59 aa ee 66 b5 70 7b 9f a7 f1
53 a9 7a 6e 18 3a be Oa 65 4 fc 82 c8 b2 a9 1b e0 37 da 5b 5e 71 6e f2 ec ae d5 5d a8 56 52 cf 29 eb 7f d3 7c ae 87 94
8 11 7f €5 62 e4 02 d1 48 96 b3 a8 e3 df d1 24 8e b8 b3 e5 d9 cc f4 da 73 66 4e ba 97 ff 00 49 70 25 €9 f9 39 98 b3 0d af
€5 80 40 37 b5 cd f8 d3 cb 91 64 8b 22 f1 39 52 73 3f d4 02 fd 3f 39 9d ed a8 09 60 7d 95 bf a7 5b 94 13 7e 27 14 f1 38
c9 dc 4e 85 b4 ae f4 d6 d2 05 95 94 bd 3b 2c 98 56 e5 c5 d8 1e 14 f1 ad 5 d4 4c ca ea 99 0d 93 67 61 6a €9 c7 5d a4 d8
e8 fd 2a Oc 18 85 fb 09 b9 fb 38 57 9f ea 6d 36 36 c7 c0 b4 66 19 19 63 bf 74 5b f4 9e 37 a9 db 05 26 75 dd 38 a3 63 dd
89 07 d9 ed b5 72 33 43 a8 eb dd 4d 5f 2e 39 49 21 63

Data Ascii: 85+USRfxW-aYfp{Szn:e7[*qn]VR)|bH$sfNIp%9@7d"9Rs??9 }~'8N;,VLgaj]*8Wm66fct[7&u8cr3CM_.91lc

Data Raw: df 9a bb 76 fc 35 cb b3 66 af bd cd f1 56 de 1f 09 16 45 fe bl c6 c6 87 a5 ce 19 e2 57 31 ac 8b 10 b1 22 fd d6
le cb db 76 d5 db 47 a4 b3 77 ab e6 ea db 63 4a 2d 4c 0f 45 b8 c7 €9 21 fa 73 b7 d6 9b 1e 6d 54 1b f8 50 f2 72 03 de ef
7c 35d7 eb 79 b2 c5 d7 fb 63 bb d4 ea 72 20 ¢7 78 25 c2 3b 32 9e 40 76 f1 05 74 bf e6 4a bc e5 7 5e bc ba da db 95 b5
c7 1f 8b e5 al 9a 5e e3 cc ba df 4f c6 c2 €9 11 a2 06 8b 20 e4 1d d1 5e ea b6 5e f4 6¢ 79 9b 77 8a be 9b 05 ed 7c 8d be
6aeceaef 71 ef 1d 18 fd ec d9 c1 cc c4 eb b2 el 74 b9 b2 95 21 8a 12 ¢2 35 b9 bb db f8 6d dd e6 2d f3 57 2b c5 6¢ 5b

ae 97 35 ed d7 f0 19 f0 39 1e al 87 91 9f e6 el 62 46 fe 64 45 d9 a3 e2 c0 0d 2d f3 5a bd 4c 76 58 e2 d6 ef 47 31 76 bl
b3 d2 3d 08 b3 74 c8 3a 8f 4d cb f3 32 2¢ 59 a2 60 05

Data Ascii: V5fVEW1"vGwcJ-LE!smTPr|5ycr x%;2@vtIMO Mlyw|jgt!5m-W+[59bFdE-ZLvXG1v=t:M2,Y"

Data Raw: ab 3e 10 93 27 14 84 93 55 1a 5f bd 75 6e 3f 2e ea d9 e3 dc d2 64 59 95 74 8c 96 f2 5a fa 84 37 3f 65 56 6a
6a 09 cl 6f 49 f5 36 5f 4a 8d d3 Oc aa 99 0d d9 ac Ob 7d 83 el a8 cd e9 ab 95 a7 6e e9 ce ce f2 2f 5¢c b6 66 62 95 23 2a
18 a3 8¢ f9 7b 4e e7 6b 59 d8 de e3 74 7f 13 57 87 6f 43 b6 bf fc 76 b3 b7 3f 82 bf d4 29 3b Oe 9d 92 91 4a f2 09 Oe f9 ec
ch 8e 54 16 d4 5d 96 2e dd 96 e7 65 af 1f 25 5b 49 47 47 fe ef ef 17 13 43 a9 a6 1e 1c fb 98 99 24 66 dd 12 fO b9 51 c9
7b 73 7c¢ 55 8e 37 6b 2d 34 f1 07 13 c8 3d 4f d4 db 3b aa cf 9e 4e e2 d9 07 98 8e 36 af b0 c1 56 a8 93 f0 9d 28 6 Of 4c 63
63 e0 74 8 08 21 a4 90 6a 14 9b b5 f5 6f ba 23 f1 7c 55 f2 5e aa 6f 7b 37 dd 39 ec f5 34 b3 88 62 24 02 f1 31 21 09 16 20
7859 7e la e3 a6 82 2589 90 f3 1b 36 e5 07 81

Data Ascii: >'U_un?.dYtZ7?eVjjol6_Jn/\fb#*{NkYtWoCv?);JT].e%[IGGC$fQ{s|U7k-4=0;N6V(Lcct!jo#|U"o{794b$1! XY~%6

Data Raw: 6b 5d 37 5b 45 20 f7 99 7f 4f ee d6 57 a5 56 af ee f8 88 b2 80 25 e9 21 72 17 ¢9 25 91 d8 06 6b 9d 48 fO ee e0
cd f2 d5 2¢ 92 b5 fb a0 b5 36 25 ¢1 10 ca 99 ¢2 31 Oe ¢6 55 3b 79 89 be 9c ca 7c 3f 2d 73 d7 2e ee 02 7a 13 39 30 c4 4e
4290 77 bb 3b 48 a6 c0 91 cb bl d4 77 53 e4 ac de ec 8f 5f ba 34 d3 25 9f 14 b9 33 38 ¢8 09 11 51 70 22 b0 dc 34 3b b8
bf 2d b9 bf 76 b5 c9 ca 26 43 ab 44 e7 6¢ 58 ab e6 b4 89 dd 6b 68 4d d9 5e fe 1e f7 76 b2 c5 Ob 8e 80 Ob 8e 72 al 3b b3
14 9¢ 70 2e ¢4 10 42 db c2 f5 a5 9a bf 4b €6 27 89 4¢ 5b 16 77 ¢9 11 79 ba 9e de e9 el a2 fb 3c 7b 5b 75 74 €2 b2 aa d4
46 0c be 94 e9 53 4d 24 dd 39 24 58 e6 63 b8 17 dO df 4d ee 76 f2 7d ef c¢3 5d 36 f5 97 ed ee 4 f8 be 5f 88 86 da 34 a5
e8 fl al 38 b8 16 c6 90 46 fO c6 06 ed a0 37 f1 19 bc
Data Ascii: K]7[E OWV%!r%kH,6%1U;y|?-s.z90NBw;HWS_4%38Qp"4;-v&CDIXkhMAvr;p.BK'L[wy<{[utFSM$9$XcMv}]16
48F7

Data Raw: fd ea f2 b1 60 76 4d ae 68 43 57 4b 41 {3 80 4b 49 b8 33 44 14 ae db Ob 1e de 51 e0 db f1 d6 de 9d 4a 6¢ ba
b6 c0 e3 76 ca 95 25 9d 4a ab ea c4 36 e0 ca 48 5e ef cd dd a6 fb 41 e9 a8 3 64 47 Oe 7a c3 8d 8e 51 11 le ee 0d d3 86
e5d3 {7 7e f5 6e 95 72 56 67 €9 2b b0 82 8c 51 8a b2 b2 b1 96 fb d9 85 cd 89 f9 cf 76 de 15 ae 59 b6 e8 5f 29 Oa c2 58
e0 cc 58 da 65 b2 b2 c8 c3 42 2c da 73 ba fc df 17 ec d7 56 a9 37 f9 4a 7c Oa el 44 c6 8d 47 7b cb dc 1a fd 87 e2 ae 7b
4d 9f f1 32 6¢ 37 31 a0 68 4e 44 76 88 85 1a 2f 33 5¢ f1 da a9 f8 77 7d ea ce a9 c9 45 38 38 f8 ae a3 33 21 87 94 01 Oc
57 4b 8e f1 f7 b3 86 f0 f8 6b 55 92 d4 b6 d5 da 35 f6 83 a6 66 3¢ 72 b2 e2 96 f2 80 €5 02 c5 98 fc 52 33 77 7 f8 9a b6 56
b2 d7 db e5 16 €9 60 ed 8d f5 88 01 4f cf 62 Oc 92 69

Data Ascii: 'VMhCWKAKI3DQJIV%JIEHMAdGzQ~nrVg+QvY_)XXeB,sV7J|DG{{M2I71hNDv/3\W}E883!WKkU5f<rR3wV Obi
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Timestamp transferred Direction
2022-04-08 08:02:44 UTC 7206 IN
2022-04-08 08:02:44 UTC 7214 IN
2022-04-08 08:02:44 UTC 7230 IN
2022-04-08 08:02:44 UTC 7246 IN
2022-04-08 08:02:44 UTC 7254 IN
2022-04-08 08:02:44 UTC 7270 IN
2022-04-08 08:02:44 UTC 7286 IN
2022-04-08 08:02:44 UTC 7293 IN
2022-04-08 08:02:44 UTC 7301 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 9e 04 9f 1a 7d 95 d5 95 4d 14 17 06 fe 36 2c f8 f3 3f 92 fb c9 bb 28 20 dc 10 4e ad f2 fc b5 83 aa b7 14 49 ac
52 1c 5c 68 a3 70 4a 4c 6 6e 4b 05 65 d5 9c df 9b 95 bb b5 9b dd 31 a6 c5 f8 8c 9a 28 cd c0 18 70 ef 4d 86 c3 73 ed 6d
a6 c0 df 9a 4e f7 e8 a8 ad 1b 7a 33 3e 00 98 21 32 ca c9 d3 18 6d d0 ed ec 07 c5 cd 7 bb bf 1d 2b 51 ce d6 3e 06 b6 6¢
€7 0b 6¢ 08 ed 24 ef c7 55 2a 4f b0 f8 77 37 ed ed a7 0a 9c 09 e2 60 f4 ff 00 50 26 76 53 63 21 Ob 3a 6f 50 41 22 35 24
7338 dd ca a7 e6 ad 9e 2b 25 3d db 12 3e 2a 4b 90 15 fc el 1b a3 ac 6d bb 83 00 0d cf ea fe 1f de ac 32 35 5e 2b 77 84
4d 03 e7 cb 95 83 2b c9 18 12 42 ea 14 34 7b 5f 98 5¢c 59 3e 6a aa 56 b6 50 f4 b2 f1 72 fd e0 2e cd eb 79 33 62 e3 b3 45
1a 20 4e 66 1a 06 37 1b 77 8f Ob a6 df da ad ad b6 dc

Data Ascii: }M6,?( NIR\hpJLnKe1(pMsmNz3>12m+Q>lI$U*Ow7 P&vSc!:0PA"5$s8+%=>*Km25"+wM+B4{ \Y>jVPr.y3bE
Nf7w

Data Raw: e5 44 93 f7 d9 40 2a al 7b 9a af 36 ef ef 52 b3 dd c0 4d c9 57 50 59 32 22 7c 91 19 7c 86 fe 25 8d f4 43 f9 7c
80 72 c9 b7 bd bb 92 9d 1d 53 4a 62 bd df ab a8 5a 20 ac 4f 32 25 f2 50 49 22 ca b6 db 21 0d 71 6d c0 47 bb ba cb 52 dc
fb be 91 a2 ac 5¢ 84 ea 19 48 a4 12 63 70 Oc 8c 7c 03 6e e6 dc bd df 15 69 5¢ 70 a3 de 26 8d 4c e3 8f 06 4c 99 f1 22 64
4a 59 96 36 53 7d b6 ed d8 ba 8f 87 9e a6 f2 9e d9 5b 09 44 7a 3c 19 12 99 b2 42 6¢ 4b b3 6e 60 00 d7 88 e6 7 ee e5 4a
€3 3577 1577 2¢ 94 19 90 e5 64 63 8¢ 82 d0 22 15 56 b1 b2 b2 f8 99 7c bf 87 e0 f1 51 8f 1d 6b c7 59 7f 74 c9 98 f8 fd 2f
f9 5754 9b 27 16 12 d8 6e c4 44 18 5d 95 87 74 3b b7 71 bc 7f e5 ae dc d9 55 eb a3 88 fc a6 89 e8 1f d1 f0 fO f2 b3 a5

79 04 9f 50 b2 6d 11 a3 5c ca 74 f8 f7 30 2f f1 77

Data Ascii: D@*{6RMWPY2"||%C|rSIbZ 02%PI"lgmGR\Hcp|ni\p&LL"dJY6ES}HDz<BIKn J5ww,dc"V|QKYt/WT'nD]t;qUy
Pm\to/w

Data Raw: 6d 6d d2 20 1c ec 97 ee 72 d7 4e 3a 43 95 d7 f6 8a Oe ae 47 8d d0 ae 19 12 2a 91 e6 2c c0 12 49 ef 16 el e2
ee a2 d7 22 51 79 68 a3 23 ae 60 8¢ 18 2d 23 03 8¢ a4 15 29 7b 06 3¢ 17 6b 73 33 29 ef 77 ab 75 5e 6e 5e 6d c4 59 82
43 8c ea 22 8d ca c6 c8 d7 04 82 6f af 10 bf dd f8 a9 2b 29 6¢ db 1e 88 d2 86 4c cc 50 d3 1d d2 46 77 15 62 db 4e bd d6
61 ed ac ed 74 f4 9d a3 6¢ cd 79 e4 cb 46 9a 32 ea de 51 Ob 23 31 24 b5 fb 80 5b e2 ee b5 6e a5 3f e7 cd f2 8e a6 96 36
1c 88 40 ea 5b 25 9¢ 11 20 08 2f b5 ad b4 05 73 dd b7 8b e2 a8 cb 9d 6 2e 4f b4 a9 35 64 €8 d0 75 08 f7 64 b0 56 7d 42
c4 d6 bd 9b 72 a4 d2 1f 9b c2 bd da df 14 35 3e f2 60 c8 cc 8f ce cf 78 b2 €3 31 c2 79 ca 30 ba dd 47 96 ee d6 d9 b5 2d
c9 f1 b5 45 da 9d 1f 36 ed 82 80 07 €9 98 58 c2 6¢ ec 79 24

Data Ascii: mm rN:CG*,I"Qyh# -#){<ks3)wu”n"mYC"o+)ILPFwbNatlyF2Q#1$[n?6 @[% /s.05dudV}Br5>"x1y0G-E6XIly$

Data Raw: 27 10 60 c3 14 d2 bb 16 97 76 e0 a9 1d fb 13 c4 13 77 c4 d5 74 ca ad ab 5f 27 7b 98 aa a0 2e a7 95 30 ea 41
33 ef 8e 5b f8 6a b2 Ob 8d a7 46 d9 fc 24 49 3c 3b fe 1d b4 28 86 ea a7 c5 cb f9 7b dc a5 34 6a 2¢c d3 62 ¢8 89 90 26 94
ca e0 24 8c 8a 4a b7 b7 f2 46 ca e7 cc d6 59 b2 ec fa 77 57 ea 12 40 dd 5f 0d 11 55 72 02 31 7b f9 60 9d 3b 77 ef 8 94
72 fe 2a 8¢ 57 6f 84 fc 5f d2 6b c4 d3 87 3b le 16 55 44 54 8e 08 c¢8 02 7 bb db 94 58 ee 7e 70 bb b6 a7 35 6b bl 64 45
aae9al 9d d0 faa7 5181 bce9al59e7 0484 2dcacO 1l bbf2dlfbdcdcabfb556dd315 a6 af 6f e2 a8 ec d5 74
Oe 7f 52 47 2e d1 d4 22 7c 8b b5 a5 2 f6 90 8f c0 23 af 68 5f 13 ee ae aa dd 37 2f fb 8a 94 80 al c6 68 72 04 84 5e 15 24
01 7e 23 41 €6 72 eb 6e ed 3c 2b 89 58 fe d3 77 a3 64

Data Ascii: “vwt_{.0A3[jF$I<;({4},b&$IFYWW@_Url{’;wr*Wo_k;UDTX~p5kdEQY-UmotRG."|#h_7/hr"$~#Arn<+Xwd

Data Raw: 47 b4 Ob a3 f5 bc 33 d5 95 5e 15 92 44 04 24 92 48 7b ¢3 5b c6 bf 1b 7c ed 5b e6 c1 6f 2b 8e d9 ea ad 6b dd
8 85 10 6b 75 29 33 5d 64 92 49 a4 86 24 22 44 Oc 03 02 46 bb 6¢ de 1f 7d 73 63 75 4d 42 56 b7 49 52 98 34 31 e0 f5 18
c7 57 cc 91 b1 67 da 49 8b 60 da db 47 2b 69 f1 fe d3 57 4e 5b d9 3d aa 2f a8 9f d8 Ob 8e d2 4c dO e4 4b 33 63 c8 cd 75
1221 0ac9 71 7d b6 e5 4f 87 99 3f 15 4d 92 49 a4 b7 fc af 9b 78 6 87 5 c2 32 e2 77 8f 77 d6 85 31 ee 5b 59 96 fc aa aa
da ed b7 35 63 e9 f9 1e bf f8 fa 82 0d 6e 8e 23 86 33 87 8f 28 c8 ca 24 ac 8d 36 d6 70 db 77 6d 8e c5 95 76 af c3 51 e6 5f
c2 ab 57 d1 b4 ab 3d Oa d7 15 a3 78 af 72 5b 9b 78 7b 96 6e Oa 9e 5f 87 77 2d 15 ba b7 f1 21 06 e4 cb 1c c8 93 c2 ca 43
b3 29 36 b6 d6 5f f4 d5 78 0f 86 8f 2d a5 b9 fd d3

Data Ascii: G3"D$H{[|[0+kku)3]dI$"DFI}scuMBVIR41Wgl' G+iWN[=/LK3cu!q}O?MIx2ww1[Y5cn#3($6pwmvQ_W=xr[x{n_w-
1C)6_x-

Data Raw: 7c 35 12 28 c7 €8 b8 78 b8 a5 7a 9c ed e7 4b 73 12 be dd ab ee 1e 56 ee ff 00 c5 5d 4b 2e f9 da a3 6f 86 79
be 6d c3 82 d2 57 3e 44 38 f1 ac 4d 3c 62 26 20 14 5b 2f 37 €3 3d bd da e5 4d e3 4d 37 bb 6b dd e2 b0 ad 2c d1 e8 ed 6¢
99 b0 e3 ¢4 3f51 18 58 ¢9 57 04 6d b7 7d 7c c3 e2 ef 69 5b ¢7 07 e2 91 41 5f 51 ¢2 76 9f cb 12 98 dd 06 d7 Oa 45 9f el
df bb bf b7 bb cb 5¢ b4 c9 0b 86 ef 70 93 ec 2c c0 cb c9 c1 2d 83 8¢ 56 4c ee 5b 28 b1 65 b9 1f ¢3 51 ¢7 93 fc d5 a5 53
dd b9 27 5e e9 aa 5d 86 44 de ae cd f4 df 58 85 Ob ee 33 bd a5 8c af 25 ef 68 {7 3e 8d 27 7b f3 36 d7 7f a7 c6 9a 77 5d

58 fd af ca 0d c1 d0 b7 5¢ ea 00 94 2c c0 a4 a4 b5 d8 ca 1a e0 b7 99 Oc 7c el 39 77 2a 57 03 ca ef c5 bb 56 dc db 7a 36
fc e4 4c 99 bd 53 d6 f1 cc 1f a5 f4 ec 70 13 20 b3 36 c9

Data Ascii: |5(xzKsV]K.oymW>D8M<b& [/7=MM7k,I?QXWm}|i[A_QVE\p,-VL[(eQS""|DX3%h>'{6w]X\,|9w*WVz6LSp 6

Data Raw: e6 4d ad 23 74 fe 8b 83 93 2a 49 33 79 7e 52 08 d6 34 51 b7 e2 e7 24 6e 76 8 5d bb d5 96 5c f6 55 85 af e6
2349 3f ff d7 cd e9 b1 e2 f4 6¢ 89 a0 87 0d Oc c0 f3 b6 d2 c1 89 f8 07 dd ef 6d af 8b a6 65 7a a6 f9 b4 38 a4 Ob a6 c2 f9
59 8f 8e ¢8 62 81 ¢3 2b 49 60 00 24 f0 56 3a 05 55 ae 7b 57 74 34 d6 €9 33 7a bl fd 3c 25 20 €3 62 46 52 1c 69 48 95 ef
6b 81 dc d8 cd fb ff 00 15 65 ea b6 ad 6c e6 f7 5¢c a5 b7 a7 da 68 4d d1 5b a9 64 34 9b 6d 1a 30 bb 03 ca 79 75 2f {8 8d
67826217 bb ee 10 b5 d4 d5 ea 78 fd 33 1b 02 18 64 58 d6 4d cc 36 aa f3 58 71 95 91 7b db aa ec 95 aa af 47 37 e9 bl
73 06 1b c7 8c b8 f1 ae 3e d5 e 42 c0 aa 83 b8 af 1f d9 16 e5 ac d2 b3 72 fa 49 69 b2 30 ba c9 9e 91 4c d2 42 €583 21
2b 6d 96 ef 58 Of f5 1b e2 ad b1 a7 5e 11 f1 1b 4e 90

Data Ascii: M#t*13y~R4Q$nv]\U#1?Imez8Yb+I"$V:U{W143z<% bFRiHke\hM[d4mOyu/gbx3dXM6Xa{G7s>BrliOLB!+mX~N

Data Raw: 66 5c ac be ab 24 71 92 04 6a 0a 39 dO Ob eb b5 fe 24 f9 ab 4a aa d7 1a 9e f7 51 9a 96 c3 3a 66 16 34 6d 93
9f d6 a6 f2 a2 66 b1 8c b7 29 20 58 6d 1d e7 d3 b8 ab 58 €5 bd 9e da 62 5b ad e2 f6 €9 36 af da 03 97 14 72 ff 00 fa 37
99 f4 4¢ 11 cb 21 09 ce 4f e5 eb f2 a7 7d ab ae 8d d7 47 d7 el 1b 90 7e 9d 16 43 6f 8b 26 65 3a 92 82 40 77 39 51 el ec
8d 7e 5 5d f6 ae Ob 6f f0 05 a0 4c 9d 37 1d 59 64 ca bc 8e a0 9d a0 1b 10 35 11 b9 26 fb a5 ee f2 54 d3 22 8d 34 1c 85
60 e0 c7 34 21 d1 44 06 68 ec f1 be a0 ee 04 05 67 ef 72 37 36 cf 86 b9 af 91 d5 f8 b5 ea af b7 78 73 08 a3 eb 61 c7 48
94 43 1b c2 ec 55 de 21 76 54 ee ad 9b b3 77 77 98 f8 aa b6 3b 37 ad b7 2e 9d fd 36 b8 27 ef 0a 22 58 f2 20 41 18 c7 8f
16 30 61 dd ac c6 3d 6e b6 b7 ef af de ad f2 59 5a a9 39

Data Ascii: \$0j9$JQ:f4mf) XmXb[6r7L!0}G~Co&e:@wW9Q~]oL7Yd5&T"4 4!Dhgr76xsaHCUVTww;7.6™X AOa=nYZ9

Data Raw: 3b 32 63 15 1b b9 7c cb 3d ae b2 3a ae df 30 ff 00 b6 da d9 3a 25 af 2b fe 3d d2 62 4c 6¢ €9 72 73 d5 ba 7a
2977 45 0a 48 Oc 86 6b 1e 49 19 0Of 73 68 ef 1b 6e ad 26 b4 e6 el 5f cb fb 88 bc b3 ab e9 be 99 9d 20 51 94 e0 e2 f9 61
d9 64 3a 0f fe 11 72 59 ff 00 15 79 f7 97 36 4b 6b f1 78 fe 32 a0 1f 11 e4 c6 2d 8b 12 3c 28 ee 59 1a 22 02 9b f8 81 e6 e7
f 00 65 a8 97 68 69 ee 7e 1b 10 9f 61 08 73 9a 59 65 59 1a 56 11 90 84 3¢ 85 d4 5¢ 8f cc 95 75 5f d9 ee d5 5a ad ¢4 c7
37 d9 8 6a 6a 8b f3 67 38 7d 4d 31 f2 76 a6 e4 67 6f 6e de 08 e8 ad c3 7e ee 4d b4 79 4d 55 ff 00 22 1b 01 e9 3d 33 19
13 21 b1 d8 a0 60 23 92 63 ab 9b 3 3a a2 9d Oc 8f b9 39 bf 62 ba 55 9d a3 7c 47 57 ca 64 91 25 e9 38 bd 3e 38 4a 44 66
11 3d ca 39 3a ee ef 7f Ob f8 ae 9d ee 6e 4a 8f 3d 5a

Data Ascii: ;2¢|=:0:%+=bLIrsz)wEHkIshn&_ Qad:rYy6Kkx2-<(Y"ehi~asYeYV<\u_Z7jjg8}M1vgon~MyMU"=3!'#c:9b
U|GWd%8>8JDf=9:nJ=Z
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kBytes

Timestamp T Direction
2022-04-08 08:02:44 UTC 7317 IN
2022-04-08 08:02:44 UTC 7333 IN
2022-04-08 08:02:44 UTC 7341 IN
2022-04-08 08:02:44 UTC 7357 IN
2022-04-08 08:02:44 UTC 7373 IN
2022-04-08 08:02:44 UTC 7381 IN
Session ID Source IP Source Port
16 192.168.2.3 49995

) kBytes —
Ti Di

imestamp transferred irection
2022-04-08 08:02:42 UTC 82 ouT

Copyright Joe Security LLC 2022

Data

Data Raw: e5 ae 65 9b e8 9f 95 51 98 a8 00 6e b8 2 f8 6f 93 e3 ff 00 b7 5e 75 bl d5 57 6f fe €5 7d ba be 1f cc 68 b5 46
9f 4c f4 aa f5 78 27 97 3b 39 71 36 80 el 36 96 ed el 29 ff 00 Oa 57 al e9 31 52 fa cf 48 eb 5d 35 33 fa cc fd 46 09 d9 71
€3 6519 11 49 2f b9 2f 6f 1b b6 ed df 9b el e6 5a e6 d9 44 f9 fb af ef 7f 69 29 ea 1f 00 cd 30 49 89 04 89 24 e9 18 2e c5
89 44 53 df dd fd c4 ff 00 b9 58 e3 ¢5 b9 f9 89 6d a5 77 7c ¢3 99 32 fa e6 3f 55 c6 95 33 3a 50 46 8d 57 70 42 6¢ 1c f8 f7
20 ef 7c ab 4f 05 f1 db 4c 9c 67 ee 98 d9 99 9d 33 0d b2 a0 9f 23 a9 a4 91 99 24 2e 47 6a b7 b5 7c 4a ab fO d7 46 6b ed
b2 54 db ca bf 09 3d a0 d9 b9 59 5d 47 a4 98 b2 e4 69 42 c8 4c 71 de ec 7c 2a ac 57 bc ad c7 6f 2d 69 4a 57 1e 59 aa db
cb cd 6e e9 4e c6 27 59 9a 44 c0 4e 9d 02 aa

Data Ascii: eQno”“uWo}hFLx';9966)W1RH]53Fgel//0ZDi)01$.DSXmw|2?U3:PFWpBI |OLg3#$.Gj|JFKT=Y]GiBLq|*Wo-
iJWYnN'YDN

Data Raw: 54 9a 4d d3 fa 9e 36 2c f9 b9 3b 1le 3c dc 75 d5 0d c0 11 92 cd 6f 2b 70 54 dc cc 8b 5d 4f 16 d4 a3 a6 59 d9
06 77 a6 72 b1 32 9d 89 94 99 7c 6b 7b €9 dd d6 da 5f 68 fb b5 c7 ea 69 6a ae 1c bd d2 2c 5b 9f 9d 26 1le 33 c¢5 d2 d9 63
8c cach 2e 81 98 69 e6 6d f3 5b b7 e2 a8 c7 45 7b 4e 4e 67 b7 93 bb f0 f4 Oa c8 e7 3a 77 4a 6f 54 23 e4 ca ea 91 e3 0d
a6 dc 4b 12 59 4b 26 9b b9 2b d2 c9 93 fc 6d 12 9d e6 6a 91 c0 dc 98 ac 3d 25 14 37 d4 02 f6 47 75 da 76 6a 0d c7 ef 2e
eee72d 72 2d 72 be e9 33 a9 e7 7d 47 ab ae 3c 3 18 b9 48 c1 dd bc 2d db 70 1f Od fe 2a f7 bl el dc b7 47 d3 3d d2 9a
3a2e 91 d4 71 27 €9 90 e5 bb 04 9f 1d 64 69 40 3b 77 Ob ec f2 6 f8 9a 6d c9 fb d5 e7 e5 ¢7 7a e4 75 5d 37 db b7 f7 7d
00 b4 3b 7e 92 8e €9 Ob 4f 1a 4b 1b 21 91 54 39 da 1c 77

Data Ascii: TM6,;<uo+pT]OYwr2|k{_hij,[&3c.im[E{NNg:wJoT#KYK&+mj=%7Guvj.-r-r3}G<H-p*G=:.q'di@;wmzu] 7}
;~OKIT9w

Data Raw: 7a 3f 13 a4 af d6 64 5d b2 05 da 49 5d 8d f5 d5 bd ca b5 e6 64 5 96 cb ca ba 3b b4 26 cd c1 8c 7a d4 11 cb
17 5e cb 1b a3 8e 65 f2 d3 60 e6 00 f3 59 4f 29 8f 67 2f 37 8f 9a bd 1c 34 74 b6 c5 3 5f db c4 5d 56 a7 51 d5 27 69 d8 e7
62 ec 18 aa 59 d7 50 c1 3c 57 60 fc 87 75 fc 35 cb 9a d5 b5 b4 ef 77 3b ¢5 59 43 02 €9 fd 5b 37 3e 52 3c d8 a2 81 48 6f
36 38 c2 ee b7 7b 6d f9 5b 69 a9 58 6b 46 9f 36 ef 8a dd 03 ae ac 59 5e 9a 83 33 2¢ 75 79 7c c0 77 a7 96 8a 00 5b 28 da
a4 69 dd b7 ed 54 bf 58 d2 74 5b 7b 77 09 30 21 d0 e4 39 93 99 09 87 11 98 32 45 b8 16 37 €0 24 f8 77 1d b6 f9 6b 5b
e7 ac 2d bd 5e 2f Of cb e2 35 75 93 47 a5 85 00 8c c8 d2 el 8b 3b 8f 68 16 58 d1 bf 76 b9 ed 12 al bd be 1f 84 cd 68 55
908b d5 11 3e al 7c 88 a2 90 79 11 89 2e 2f 6d 1e 63 c3

Data Ascii: z?d]l]d;&z"e YO)g/74t_]VQ'ibYP<W u5w;Y C[7>R<H068{m[iXkF6Y"3,uy|w[(iTXt[{w0!92E 7$wk[-"/5u
G;hXvhU>|y./mc

Data Raw: c9 99 db 43 3f 39 d7 a2 99 1d e3 12 79 df c3 51 c3 ee d6 d8 d7 9d 10 e3 6f 51 9d 6d 2e 4c 9e 9b 99 9c 8f e7
63 7e 5¢ b0 30 60 38 82 3f ed bf dd ae bc 94 a3 51 6e 6a df db 70 3¢ 9b 5f cc 74 9d 4d 46 79 59 f2 d9 fO b0 ca ed 89 al 1f
ea 90 1d 94 ee €6 6f c3 5¢ d5 b3 4b 95 79 96 f8 bc 15 3b 15 93 39 1c Oe 93 17 4c 7f 3b 69 c8 cd 42 ac 46 eb 2d d8 8 b6
ee dc 47 8b bb b6 bb af 95 e5 51 d1 8f 5f 9b 94 6e a2 cd c1 7c le ba 1a 37 49 cb 46 59 5a 35 e5 2c 79 76 22 fd fe 5a 75
b2 be 28 €9 €6 24 d9 f4 87 5d 9b c8 7e 98 ea 77 43 23 17 ba f7 10 82 8¢ ac fe 11 cc dd ce 76 ae 7f 53 85 27 bd 77 91 4b
40 de 8d 04 cd 3a 60 f4 d8 63 76 43 b7 6e c0 02 5b 9f cc 79 1f 76 e5 b7 3e b5 85 96 ed 6¢ df 37 db d5 f4 99 2b 36 cO ba
8f 45 ce 5 07 fe 24 4f e6 b4 25 9d e5 1e cO 6e 6d f1

Data Ascii: C?9yQoQm.Lc~\0"8?Qnjp<_tMFyYo\Ky;9L;iBF-GQ_n|7IFYZ5,yv"Zu($]~wC#vS'WK@: cvCn[yv>I7+6E$O%nm

Data Raw: 94 2c 52 65 44 bb 71 al 65 01 99 86 a4 fc Ob df da bf 17 76 9a c3 66 a4 bd bd a6 57 5¢ 18 59 51 41 d4 32 95
12 5¢ 05 da 06 e0 18 ee 6d cb 20 4f 13 fc 6d f3 d7 a7 5¢ ce d4 58 eb fd c1 75 2b 40 Oc 8c 3c de ac f1 64 cc fb 71 5d 4e dO
8e 09 17 1f 07 1e 6f 15 61 5b d3 12 75 5d 7f c3 f5 1c dO e7 53 71 b0 d3 19 1a 1c 78 ca 41 60 be 74 b6 6e 23 99 97 b0 7d
d5 db cd 59 dd ce a6 ea 2a 05 06 7a el 60 c5 1b 46 8e ac e3 62 a2 05 db 1d f9 da 49 7b c¢7 7d 6b bd da d1 el ea dd d5
7b f8 45 be 4c ef 45 16 cc ca 96 48 81 5¢ 65 25 51 5f ba c0 9f ef 2d 6b ea da a2 8e f4 1a 55 1b 5e a7 10 62 60 19 67 26
19 a0 3b 63 8e 30 4f 39 21 f6 96 f9 bc 55 e7 fa 5b 5a f7 85 cd 5b 6b 6b 5b ¢3 e2 1c 41 b7 d2 f1 ba 6f a8 30 86 4b bf 3b c6
al c0 16 2c 46 a4 6e 6 fb eb b2 f9 9d 16 d8 e7 a9 70

Data Ascii: ,ReDgeviW\YQA2\m Om\Xu+@<dq]Noa[u]SqxA'tn#}Y*z FbI{}k{ELEH\e%Q_-kU"b"g&;c009!U[Z[kk[A0OK;,Fnp

Data Raw: c4 da fb 97 ee 8 be 5a db ce 8e 2b 62 f8 bb e6 d8 9a ab 3b 68 3a f6 3c 33 49 1f 51 44 c8 45 c7 Ob 11 95 6f a2
9b 71 1f 17 ¢3 55 4c d1 ac 4f 65 4a 76 d4 e7 ff 00 ab fe a8 4e bb 86 62 c3 41 1a cO ca b3 72 d8 28 db c8 91 fd ea eb c3
9b 7d d3 7e ee 43 3c b9 37 00 7f 4e 3d 3b d7 3a ca 45 91 81 Oe d8 42 bc 23 21 db 6a 29 3a 33 27 fd de 53 el 56 d9 5d
b5 a3 dc c1 55 b2 df 56 ff 00 4b 32 3d 2c f1 f5 1c b7 53 8f 1a ed 93 68 62 a7 71 e5 44 df e2 ef 33 2a d1 9e 8d 56 11 9d ea
d2 83 2f a7 f5 ec ac 68 1f 23 a7 ed 5e 9e 96 60 93 b8 2c 45 9 b6 25 ee ab f0 d7 8d 93 d3 d6 ce 2f ff 00 95 f6 e3 5f 98 c9
1d 46 Of aa e5 €9 31 c9 d4 15 bc d8 27 62 f1 90 b7 06 fa 38 da de 14 ae 3a 62 7b d2 5c b9 31 f2 db 77 b7 78 e8 a3 83 53
a3 47 le 6e 3f 99 03 46 b8 8e cd 29 3b 36 Ob e 21

Data Ascii: Z+b;h:<3IQDE0oqULOeJvNbAr(}~C<7N=;:EB#lj):3'SV]UVK2=,ShbqD3*V/h#"" E%/_F1'b8:b{\1wxSGn?F);6!

Destinati
Destination IP Esanation Process

Port
23.10.249.43 443 C:\Users\user\Desktop\ll.exe

Data

GET /cms/apilam/imageFileData/RWP8kk?ver=8c62 HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate, br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134

Host: img-prod-cms-rt-microsoft-com.akamaized.net

Connection: Keep-Alive
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kBytes

Timestamp transferred Direction
2022-04-08 08:02:42 UTC 231 IN
2022-04-08 08:02:42 UTC 232 IN
2022-04-08 08:02:42 UTC 263 IN
2022-04-08 08:02:42 UTC 279 IN
2022-04-08 08:02:42 UTC 281 IN
2022-04-08 08:02:42 UTC 452 IN
2022-04-08 08:02:42 UTC 468 IN
2022-04-08 08:02:42 UTC 508 IN

Copyright Joe Security LLC 2022

Data

HTTP/1.1 200 OK

Content-Type: image/jpeg

Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RWP8kk?ver=8c62
Last-Modified: Sun, 03 Apr 2022 23:44:39 GMT
Access-Control-Allow-Origin: *

X-Source-Length: 1829994

X-Datacenter: northeu

X-Activityld: b692f3e9-5950-4927-a446-404fc0aad364
Timing-Allow-Origin: *

X-Frame-Options: deny

X-ResizerVersion: 1.0

Content-Length: 1829994

Cache-Control: public, max-age=56590

Expires: Fri, 08 Apr 2022 23:45:52 GMT

Date: Fri, 08 Apr 2022 08:02:42 GMT

Connection: close

Data Raw: ff d8 ff e1 13 12 45 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 07 01 12 00 03 00 00 00 01 00 01 00 00 01 la
00 05 00 00 00 01 00 00 00 62 01 1b 00 05 00 00 00 01 00 00 00 6a 01 28 00 03 00 00 00 01 00 02 00 00 01 31 00 02 00
00 00 1f 00 00 00 72 01 32 00 02 00 00 00 14 00 00 00 91 87 69 00 04 00 00 00 01 00 00 00 a8 00 00 00 d4 00 Oe a6 00
00 00 27 10 00 Oe a6 00 00 00 27 10 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 32 31 2e 31 20 28 57 69 6e 64 6f 77
7329 00 32 30 32 31 3a 31 31 3a 31 31 20 30 36 3a 35 34 3a 33 34 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 ff ff 00 00
a0 02 00 04 00 00 00 01 00 00 07 80 a0 03 00 04 00 00 00 01 00 00 04 38 00 00 00 00 00 00 00 06 01 03 00 03 00 00 00
01 00 06 00 00 01 1a 00 05 00 00 00 01 00 00 01 22 01 1b 00 05 00

Data Ascii: ExifMM*bj(1r2i"Adobe Photoshop 21.1 (Windows)2021:11:11 06:54:348"

Data Raw: 61 35 39 62 32 66 34 38 2d 39 63 62 38 2d 66 31 34 66 2d 39 61 36 37 2d 66 37 36 31 32 64 31 61 64 61 62
3222207374 4576 74 3a 77 68 65 6e 3d 22 32 30 31 35 2d 30 34 2d 32 39 54 31 32 3a 31 38 3a 33 35 2d 30 37 3a 30
302220 73 74 45 76 74 3a 73 6f 66 74 77 61 72 65 41 67 65 6e 74 3d 22 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20
43 43 20 32 30 31 34 20 28 57 69 6e 64 6f 77 73 29 22 20 73 74 45 76 74 3a 63 68 61 6e 67 65 64 3d 22 2f 22 2f 3e 20 3
€ 7264 66 3a 6¢ 69 20 73 74 45 76 74 3a 61 63 74 69 6f 6e 3d 22 73 61 76 65 64 22 20 73 74 45 76 74 3a 69 6e 73 74
61 6e 63 65 49 44 3d 22 78 6d 70 2e 69 69 64 3a 64 64 38 33 61 66 34 35 2d 39 66 63 39 2d 64 66 34 66 2d 39 64 64 65
2d 62 61 66 39 30 32 38 32 62 32 31 65 22 20 73 74 45 76 74 3a 77 68 65

Data Ascii: a59b2f48-9cb8-f14f-9a67-f7612d1adab2" stEvt:when="2015-04-29T12:18:35-07:00" stEvt:softwareAgent="
Adobe Photoshop CC 2014 (Windows)" stEvt:changed="/"/> <rdf:li stEvt:action="saved" stEvt:instancelD="xmp.iid:
dd83af45-9fc9-df4f-9dde-baf90282b21e" stEvt:whe

Data Raw: 30 30 26 23 78 39 3b 46 69 6¢ 65 20 44 3a 5¢ 57 6f 72 6b 5¢ 57 69 6e 31 30 2d 4c 6f 63 6b 73 63 72 65 65 6e
73 5c 5f 4c 41 54 45 53 54 74 72 61 6e 73 66 65 72 2d 4e 65 77 43 6f 6d 70 75 74 65 72 5¢ 54 65 6d 70 6¢ 61 74 65 73
5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 31 2e 70 73 64 20 73 61 76
65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 32 36 54 31 38 3a 32 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20
43 3a 5c 55 7365 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 4c 6f 63 6b 73 63 72 65 65
6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 323031 3
6 2d 30 37 2d 32 37 54 31 32 3a 30 32 3a 32 33 2d 30 37 3a 30 30

Data Ascii: 00&#x9;File D:\Work\Win10-Lockscreens\ LATESTtransfer-NewComputer\Templates\Lockscreen_1
920x1080_Landscapel.psd saved&#xA;2016-07-26T18:23-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Loc
kscreen_1920x1080_Landscape.psd saved&#xA;2016-07-27T12:02:23-07:00

Data Raw: 6e 64 6f 77 73 50 72 6f 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 34 31 30 32 37 32 35 37 5f 31 39 32 30 78
313038 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 38 2d 30 34 54 31 37 3a 32 35 3a 32 38 2d
30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 41 70 70 44 61 74
61 5¢ 52 6f 61 6d 69 6e 67 5¢ 41 64 6f 62 65 5¢ 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e
35 5¢ 41 75 74 6f 52 65 63 6f 76 65 72 5¢ 5f 57 69 6e 64 6f 77 73 50 72 6f 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 34
313032 37 32 35 37 5f 31 39 32 30 78 31 30 38 30 46 39 31 42 31 36 31 39 42 41 33 46 39 44 43 37 45 32 32 46 45 38
37 353132323936 34 36 30 2e 70 73 62 20 73 61 76 65 64 26 23

Data Ascii: ndowsPro_Gettylmages-641027257_1920x1080.jpg saved&#xA;2016-08-04T17:25:28-07:00&#x9;File
C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_WindowsPro_Gettylmages-
641027257_1920x1080F91B1619BA3F9DC7E22FE87512296460.psh saved&#

Data Raw: 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5¢ 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 46 61
6c 6¢ 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 34 37 38 38 36 33 30 32 31 5f 31
393230 78 31 30 38 30 31 39 38 36 36 37 31 38 41 31 33 33 41 37 43 36 32 33 37 33 39 35 38 31 45 42 31 33 39 30 42
392e 707362 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 39 2d 32 36 54 31 30 3a 31 33 3a 35 39 2d 30 37 3a
30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 7
33130 5c 46 61 6¢ 6¢ 45 6e 74 65 72 74 61 69 6e 6d 65 6€ 74 5c 46 61 6¢ 6C 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5f
47 65 74 7479 49 6d 61 67 65 73 2d 35 34 30 37 31 37 36 31 30 5f

Data Ascii: e Photoshop CC 2015.5\AutoRecover\_FallEntertainment_Gettylmages-478863021_1920x10801986
6718A133A7C623739581EB1390B9.psh saved&#xA;2016-09-26T10:13:59-07:00&#x9;File C:\Users\v-lizagh\MS\W
indows10\FallEntertainment\FallEntertainment_Gettylmages-540717610_

Data Raw: 34 37 39 32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 42 35 37 39 2e 70 73 62 20 73 61
76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 31 36 54 31 33 3a 35 32 3a 31 31 2d 30 38 3a 30 30 26 23 78 39 3b 46
69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢c 41 70 70 44 61 74 61 5¢ 52 6f 61 6d 69 6e 67 5¢ 41 6
4 6f 62 65 5¢ 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5¢ 41 75 74 6f 52 65 63 6f 76 65
72 5c¢ 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 30 30 31 46 34 37 39
32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 42 35 37 39 2e 70 73 62 20 73 61 76 65 64 26 23 78 41
3b 3230 31 36 2d 31 31 2d 31 36 54 31 33 3a 35 34 2d 30 38 3a 30

Data Ascii: 47920D5F41D85C30DE643DF5B579.psh saved&#xA;2016-11-16T13:52:11-08:00&#x9;File C:\Users\v-
lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_Lockscreen_1920x1080_Landscape0
01F47920D5F41D85C30DE643DF5B579.psb saved&#xA;2016-11-16T13:54-08:0

Data Raw: 32 38 30 36 44 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 32 33 54 31 35 3a 35
34 3a31 35 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d
53 5¢ 57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5¢ 4f 66 66 69 63 65 2d 42 61 74 63 68 32 5¢ 5f 43 48 4f 53 45 4e
2d 53 77 61 79 5¢ 43 72 6f 70 73 5c 4f 66 66 69 63 65 5f 53 77 61 79 2d 55 73 65 72 73 5f 70 31 30 32 33 6d 38 33 37 31
34 39 66 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 32 33 54
31 35 3a 3536 3a 30 38 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61
67 68 5c 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢c 4f 66 66 69 63 65 5¢

Data Ascii: 2806D.psb saved&#xA;2016-11-23T15:54:15-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\Office-
Batch2\ CHOSEN-Sway\Crops\Office_Sway-Users_p1023m837149f_1920x1080.jpg saved&#xA;2016-11-23T15:56:08-
08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\
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kBytes

Timestamp transferred Direction
2022-04-08 08:02:42 UTC 524 IN
2022-04-08 08:02:42 UTC 540 IN
2022-04-08 08:02:42 UTC 818 IN
2022-04-08 08:02:42 UTC 862 IN
2022-04-08 08:02:42 UTC 949 IN
2022-04-08 08:02:42 UTC 965 IN
2022-04-08 08:02:42 UTC 1061 IN
2022-04-08 08:02:42 UTC 1132 IN
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Data

Data Raw: 35 2e 35 5¢ 41 75 74 6f 52 65 63 6f 76 65 72 5¢ 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38
30 5f 4c 61 6e 64 73 63 61 70 65 30 30 31 46 34 37 39 32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35
42353739 2e 70 7362 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 31 2d 33 31 54 30 39 3a 34 36 3a 31 30 2d
30 38 3a 3030 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e
64 6f 77 73 31 30 5¢ 4d 38 33 5¢c 43 48 4f 53 45 4e 5c 4d 38 33 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 31 36 31 31 34
36 37 35 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 31 2d 33 31 54
30 39 3a 34 37 3a 30 38 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65

Data Ascii: 5.5\AutoRecover\_Lockscreen_1920x1080_Landscape001F47920D5F41D85C30DE643DF5B579.psb save
d&#xA;2017-01-31T09:46:10-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\M83\CHOSEN\M83_Gettylmages-5
16114675_1920x1080.jpg saved&#xA;2017-01-31T09:47:08-08:00&#x9;File

Data Raw: 30 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68
5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 43 6f 72 74 61 6e 61 5¢c 53 70 6f 74 6¢ 69 67 68 74 5c 43 48 4f 53 45 4e 5c 43
6f 72 74 61 6e 61 2d 53 70 6f 74 6¢ 69 67 68 74 5f 73 68 75 74 74 65 72 73 74 6f 63 6b 5f 39 31 39 31 31 39 38 30 5f 31
393230 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 33 2d 30 36 54 31 33 3a 33 39
3a 3537 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5c 4d 53
5¢ 57 69 6e 64 6f 77 73 31 30 5¢c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70
65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30

Data Ascii: 07-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Cortana\Spotligh\ CHOSEN\Cortana-Spotlight_shutte
rstock_91911980_1920x1080.jpg saved&#xA;2017-03-06T13:39:57-08:00&#x9;File C:\Users\v-lizagh\MS\Wind
ows10\Lockscreen_1920x1080_Landscape.psd saved&#xA;2017-0

Data Raw: 32 30 36 32 35 35 35 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31

37 2d 30 33 2d 32 37 54 31 32 3a 30 37 3a 30 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72
73 5c 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 57 69 6e 64 6f 77 73 5¢ 53 65 72 76 69 63 69 6e
67 5c 43 48 4f 53 45 4e 5¢ 52 6f 75 6e 64 31 5¢ 57 69 6e 64 6f 77 73 53 65 72 76 69 63 69 6e 67 5f 47 65 74 74 79 49 6d
61 67 65 73 2d 35 30 38 33 34 32 36 33 34 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b
323031 37 2d 30 33 2d 32 37 54 31 32 3a 30 38 3a 32 38 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55
736572 73 5c 76 2d 6¢ 69 7a 61 67 68 5c 4d 53 5¢ 57 69 6e 64 6f 77

Data Ascii: 2062555_1920x1080.jpg saved&#xA;2017-03-27T12:07:07-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\
Windows\Servicing\CHOSEN\Round1\WindowsServicing_Gettylmages-508342634_1920x1080.jpg saved&#xA;2017-03-
27T12:08:28-07:00&#x9;File C:\Users\v-lizagh\MS\Window

Data Raw: 69 63 72 6f 73 6f 66 74 5c 45 6d 70 6f 77 65 72 69 6e 67 43 6¢ 61 73 73 72 6f 6f 6d 54 6f 6f 6¢ 73 5¢ 43 48 4f
53 45 4e 5¢ 45 6d 70 6f 77 65 72 69 6e 67 54 6f 6f 6¢ 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 34 38 36 37 37 36 36 37
36 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 34 2d 31 38 54 31 30
3a 35 38 3a 35 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68
5c 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5c 4d 69 63 72 6f 73 6f 66 74 5¢ 45 6d 70 6f 77 65 72 69 6e 67 43 6¢ 61 73 73 72
6f 6f 6d 54 6f 6f 6¢ 73 5¢ 43 48 4f 53 45 4e 5¢ 45 6d 70 6f 77 65 72 69 6e 67 54 6f 6f 6¢ 73 5f 47 65 74 74 79 49 6d 61 67
65 73 2d 35 31 32 35 32 36 36 32 33 5f 31 39 32 30 78 31

Data Ascii: icrosoft\ EmpoweringClassroomTools\CHOSEN\EmpoweringTools_Gettylmages-486776676_1920x1080.jpg
saved&#xA;2017-04-18T10:58:54-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Microsoft EmpoweringClassroom
Tools\CHOSEN\EmpoweringTools_Gettylmages-512526623_1920x1

Data Raw: 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 30 30 31 46 34 37 39 32 30 44 35 46 34 31 44 38
35 43 33 30 44 45 36 34 33 44 46 35 42 35 37 39 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 35 2d
31 31 54 31 35 3a 30 30 3a 34 38 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢
69 7a 61 67 68 5c 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5¢c 4e 42 41 5¢c 4d 61
79 5¢c 43 68 6f 73 65 6e 5¢ 43 72 6f 70 73 5¢ 4d 49 54 2d 4e 42 41 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 32 30 34
37 31333232 5f 31393230 7831303830 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 35 2d 31
3154 31 35 3a 30 34 3a 31 31 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65

Data Ascii: 1920x1080_Landscape001F47920D5F41D85C30DE643DF5B579.psb saved&#xA;2017-05-11T15:00:48-07
:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\NBA\May\Chosen\Crops\MIT-NBA_Gettylmages-1
20471322_1920x1080.psd saved&#xA;2017-05-11T15:04:11-07:00&#x9;File

Data Raw: 42 42 35 37 35 32 36 38 36 38 38 35 31 44 32 37 31 43 42 31 43 2e 70 73 62 20 73 61 76 65 64 26 23 78 41
3b 3230 31 37 2d 30 36 2d 31 31 54 32 30 3a 32 34 3a 31 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢
55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 4f 66 66 69 63 65 5¢ 4f 66 66 69 63
65 2d 42 61 74 63 68 32 5c 5f 43 48 4f 53 45 4e 2d 4f 33 36 35 52 65 6e 65 77 61 6¢ 5¢ 4f 66 66 69 63 65 2d 42 32 5f 47
65 74 74 79 49 6d 61 67 65 73 2d 36 37 34 34 37 39 38 34 31 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65
64 26 23 78 41 3b 32 30 31 37 2d 30 36 2d 31 31 54 32 30 3a 32 35 3a 33 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢
65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢

Data Ascii: BB57526868851D271CB1C.psb saved&#xA;2017-06-11T20:24:16-07:00&#x9;File C:\Users\v-lizagh
\MS\Windows10\Office\Office-Batch2\_CHOSEN-O365Renewal\Office-B2_Gettylmages-674479841_1920x1080.jpg
saved&#xA;2017-06-11T20:25:33-07:00&#x9;File C:\Users\v-lizagh\MS\

Data Raw: 52 65 63 6f 76 65 72 5c¢ 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4¢c 61 6e 64 73 63
61 70 65 30 30 31 46 34 37 39 32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 42 35 37 39 2e 70 73 62
20 7361 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 30 39 54 31 39 3a 34 34 3a 33 33 2d 30 37 3a 30 30 26 23 78
39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 4c 6f
63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 2
378413b3230 3137 2d 30 37 2d 31 31 54 31 32 3a 35 37 3a 33 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20
4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61

Data Ascii: Recover\_Lockscreen_1920x1080_Landscape001F47920D5F41D85C30DE643DF5B579.psb saved&#xA;20
17-07-09T19:44:33-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1920x1080_Landscape.psd s
aved&#xA;2017-07-11T12:57:34-07:00&#x9;File Lockscreen_1920x1080_La

Data Raw: 51 75 69 7a 5c 5f 43 48 4f 53 45 4e 5¢ 43 72 6f 70 73 5¢ 42 69 6e 67 53 70 6f 74 6¢ 69 67 68 74 51 75 69 7a 5f
73687574 74 65 72 73 74 6f 63 6b 5f 31 39 34 31 38 35 39 39 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76

65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 33 31 54 31 34 3a 35 36 3a 33 35 2d 30 37 3a 30 30 26 23 78 39 3b 46 69
6¢c 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73

63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4¢c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3
b 32 30 31 37 2d 30 37 2d 33 31 54 31 35 3a 33 33 3a 34 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢
55 73 65 72 73 5c 76 2d 6¢ 69 7a 61 67 68 5¢c 41 70 70 44 61 74 61 5¢

Data Ascii: Quiz\_CHOSEN\Crops\BingSpotlightQuiz_shutterstock 19418599 1920x1080.jpg saved&#xA;2017-07-
31T14:56:35-07:00&#x9;File C:\Users\v-lizagh\iMS\Windows10\Lockscreen_1920x1080_Landscape.psd saved&#xA;2017
-07-31T15:33:44-07:00&#x9;File C:\Users\v-lizagh\AppData\
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kBytes

Timestamp transferred Direction
2022-04-08 08:02:42 UTC 1188 IN
2022-04-08 08:02:42 UTC 1299 IN
2022-04-08 08:02:42 UTC 1386 IN
2022-04-08 08:02:42 UTC 2088 IN
2022-04-08 08:02:42 UTC 2096 IN
2022-04-08 08:02:42 UTC 2104 IN
2022-04-08 08:02:42 UTC 2120 IN
2022-04-08 08:02:42 UTC 2136 IN
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Data

Data Raw: 2d 34 35 32 31 36 32 38 39 35 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b
323031 37 2d 30 39 2d 31 35 54 31 33 3a 35 30 3a 35 31 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55
736572 73 5c 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 43 6f 72 74 61 6e 61 5¢ 41 63 71 75 6
9 73 69 74 69 6f 6e 73 52 65 6d 69 6e 64 65 72 73 5¢ 43 68 6f 73 65 6e 5¢ 43 72 6f 70 73 5¢ 41 63 71 52 65 6d 69 6e 64
65 72 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 31 31 30 35 38 30 34 33 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67
20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 39 2d 31 35 54 31 33 3a 35 31 3a 30 33 2d 30 37 3a 30 30 26 23 78
39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68

Data Ascii: -452162895_1920x1080.jpg saved&#xA;2017-09-15T13:50:51-07:00&#x9;File C:\Users\v-lizagh\MS\Windows
10\Cortana\AcquisitionsReminders\Chosen\Crops\AcgReminders_Gettylmages-111058043_1920x1080.jpg saved
&#xA;2017-09-15T13:51:03-07:00&8#x9;File C:\Users\v-lizagh

Data Raw: 53 2d 52 65 77 61 72 64 73 2d 57 65 6c¢ 63 6f 6d 65 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 34 36 37 31 37 39
323339 5f31 393230 78 31303830 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 39 2d 32 38 54
31 31 3a 3331 3a32 37 2d 30 37 3230 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61
67 68 5c 41 70 70 44 61 74 61 5¢ 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5¢ 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70
2043 43 20 32 30 31 37 5¢ 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30
38 30 5f 4c 61 6e 64 73 63 61 70 65 30 30 31 46 34 37 39 32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46
3542353739 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30

Data Ascii: S-Rewards-Welcome_Gettylmages-467179239_1920x1080.jpg saved&#xA;2017-09-28T11:31:27-07:0
0&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_Lockscreen_1
920x1080_Landscape001F47920D5F41D85C30DE643DF5B579.psh saved&#xA;20

Data Raw: 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 37 2d 31 31 2d 31 35 54 31 36 3a 30 35 3a 33 32 2d 30 38 3a
303026 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77
73 31 30 5c 4f 66 66 69 63 65 5¢ 53 70 6f 74 6¢ 69 67 68 74 5f 46 59 31 37 5¢ 5f 43 48 4f 53 45 4e 5¢ 52 65 61 63 71 75
69 73 69 74 69 6f 6e 5c 43 72 6f 70 73 5¢ 4f 66 66 69 63 65 2d 52 65 61 63 71 75 69 73 69 74 69 6f 6e 5f 73 68 75 74 74
65 72 73 74 6f 63 6b 5f 33 36 30 37 38 36 37 32 35 5f 31 39 32 30 78 31 30 38 30 2e 70 73 64 20 73 61 76 65 64 26 23 7
841 3b 3230 31 37 2d 31 31 2d 31 35 54 31 36 3a 30 37 3a 31 31 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43
3a5c 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e

Data Ascii: opened&#xA;2017-11-15T16:05:32-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\Spotlight_FY1
7\_CHOSEN\Reacquisition\Crops\Office-Reacquisition_shutterstock_360786725_1920x1080.psd saved&#xA;2017-11-
15T16:07:11-08:00&#x9;File C:\Users\v-lizagh\MS\Win

Data Raw: 65 6e 74 73 49 6e 54 69 6d 65 5c 43 6f 6¢ 6¢ 65 67 65 46 6f 6f 74 62 61 6¢ 6¢ 42 6f 77 6¢ 5¢ 43 48 4f 53 45
4e 5c 43 72 6f 70 73 5¢ 4d 49 54 2d 43 6f 6¢ 6¢ 65 67 65 46 6f 6f 74 62 61 6¢C 6C 42 6f 77 6C 5f 47 65 74 74 79 49 6d 61
67 65 73 2d 38 32 36 32 31 30 38 38 36 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32
303137 2d 31 32 2d 31 34 54 31 32 3a 33 36 3a 33 30 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73
65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32
30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d
31 34 54 31 34 3a 31 34 3a 30 34 2d 30 38 3a 30 30 26 23 78 39 3b

Data Ascii: entsInTime\CollegeFootballBow\CHOSEN\Crops\MIT-CollegeFootballBowl_Gettylmages-82621088
6_1920x1080.jpg saved&#xA;2017-12-14T12:36:30-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscre
en_1920x1080_Landscape.psd saved&#xA;2017-12-14T14:14:04-08:00&8#x9;

Data Raw: 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30
7831 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 32
30 54 32 33 3a 33 32 3a 34 35 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69
7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 4e 46 4c 5c 44 65 63 32
3031 37 2d 50 6f 73 74 53 65 61 73 6f 6e 5c 43 48 4f 53 45 4e 5¢ 43 72 6f 70 73 5¢ 4d 49 54 2d 4e 46 4c 2d 50 6f 73 74
53 65 61 73 6f 6e 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 34 37 34 30 35 34 36 38 5f 31 39323078 3130 3830 2e 7
0736420736176 656426237841 3b 32303137 2d31322d

Data Ascii: -lizagh\MS\Windows10\Lockscreen_1920x1080_Landscape.psd saved&#xA;2017-12-20T23:32:45-08
:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\NFL\Dec2017-PostSeason\CHOSEN\Crops\MIT-NFL-
PostSeason_Gettylmages-547405468_1920x1080.psd saved&#xA;2017-12-

Data Raw: 23 78 41 3b 32 30 31 38 2d 30 31 2d 32 34 54 31 35 3a 30 30 3a 33 39 2d 30 38 3a 30 30 26 23 78 39 3b 46
69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 4d 53 72 65
776172 64 73 5¢ 41 55 2d 58 62 6f 78 47 61 6d 69 6e 67 5c 43 48 4f 53 45 4e 5¢ 43 72 6f 70 73 5¢ 4d 53 52 65 77 61 72
64 73 58 62 6f 78 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 30 30 31 34 35 35 38 38 5f 31 39 32 30 78 31 30 38 30 2e 6
a 70672073 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 31 2d 32 34 54 31 35 3a 30 33 3a 34 35 2d 30 38 3a 30 30
26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31
30 5¢ 5f 5f 54 65 6d 70 6¢ 61 74 65 73 5¢ 4c 6f 63 6b 73 63 72 65 65 6e

Data Ascii: #xA;2018-01-24T15:00:39-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MSrewards\AU-XboxG
aming\CHOSEN\Crops\MSRewardsXbox_Gettylmages-600145588_1920x1080.jpg saved&#xA;2018-01-24T15:03:45-0
8:00&#x9;File C:\Users\v-lizagh\MS\Windows10\__Templates\Lockscreen

Data Raw: 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢c 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77
7331 30 5c 4d 49 54 2d 49 6e 74 65 72 6e 61 74 69 6f 6e 61 6¢ 5¢ 48 6f 6d 65 77 6f 72 6b 41 69 64 5c 43 48 4f 53 45 4e
5c 43 72 6f 70 73 5¢ 4d 49 54 2d 49 6e 74 6¢ 5f 48 6f 6d 65 77 6f 72 6b 41 69 64 5f 73 68 75 74 74 65 72 73 74 6f 63 6b
5f 35 33 36 34 30 32 35 34 35 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38
2d 3032 2d 31 35 54 31 35 3a 31 38 3a 30 34 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73
5c 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 4d 49 54 2d 49 6e 74 65 72 6e 61 74 69 6f 6e 61 6
¢ 5¢c 48 6f 6d 65 77 6f 72 6b 41 69 64 5¢c 43 48 4f 53 45 4e 5c 43

Data Ascii: #x9;File C:\Users\v-lizagh\MS\Windows10\MIT-International\HomeworkAid\CHOSEN\Crops\MIT-Intl_Homewo
rkAid_shutterstock 536402545 1920x1080.jpg saved&#xA;2018-02-15T15:18:04-08:00&#x9;File C:\Users\v-lizagh\MS\W
indows10\MIT-International\HomeworkAid\CHOSEN\C

Data Raw: 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 4d 69 63 72 6f 73 6f 66 74 5¢ 4d 69 78 65 72 45 6e 67 61 67 65 6d 65
6e 74 2d 46 59 31 38 5¢ 52 6f 75 6e 64 32 5¢c 5f 43 48 4f 53 45 4e 5¢ 43 72 6f 70 73 5¢ 4d 69 78 65 72 5f 47 65 74 74 79
49 6d 61 67 65 73 2d 35 30 33 37 30 30 38 32 38 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78
41 3b 32 30 31 38 2d 30 33 2d 32 31 54 31 35 3a 34 37 3a 34 35 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a
5c 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢c 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 5f 5f 54 65 6d 70 6¢ 61 74 65 73
5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65
64 26 23 78 41 3b 32 30 31 38 2d 30 33 2d 32 31 54 31 36 3a 34

Data Ascii: MS\Windows10\Microsoft\MixerEngagement-FY18\Round2\ CHOSEN\Crops\Mixer_Gettylmages-50370
0828_1920x1080.jpg saved&#xA;2018-03-21T15:47:45-07:00&#x9;File C:\Users\v-lizaghiMS\Windows10\__Tem
plates\Lockscreen_1920x1080_Landscape.psd saved&#xA;2018-03-21T16:4
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Data

Data Raw: 6¢ 69 3e 30 33 33 41 43 36 41 32 36 44 38 36 35 46 43 46 41 35 30 38 32 31 30 35 37 42 37 43 32 32 32 46
3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 30 33 33 41 45 34 34 43 43 44 37 45 36 39 30 45 35 45 35 46 38
32 3545 31 37 44 32 46 44 32 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 30 33 34 46433544 3938323
546 42 36 32 33 39 33 39 41 31 34 46 33 32 39 31 42 33 35 44 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e
30 33 35 35 30 43 42 35 30 33 36 37 34 45 46 46 32 39 37 36 43 30 45 39 46 33 38 41 33 37 43 44 3c 2f 72 64 66 3a 6¢
69 3e 20 3c 72 64 66 3a 6¢ 69 3e 30 33 35 35 33 39 45 36 34 30 38 42 43 37 46 33 45 45 45 34 42 30 44 334532 42 37
3141 3534 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 30 33

Data Ascii: i>033AC6A26D865FCFA50821057B7C222F</rdf:li> <rdf:i>033AE44CCD7E690E5E5F825E17D2FD2B</r
df:li> <rdf:i>034FC5D9825FB623939A14F3291B35D0</rdf:li> <rdf:li>03550CB503674EFF2976 COE9F38A37CD</rdf:li>
<rdf:li>035539E6408BC7F3EEE4BOD3E2B71A54</rdf:li> <rdf:li>03

Data Raw: 43 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 31 30 37 32 43 35 43 37 39 39 44 30 33 41 41 39 46
314538 34 31 41 34 42 43 46 44 31 38 39 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 31 30 37 38 39 36
34 4439 30 33 36 30 44 36 34 38 44 46 34 44 44 30 36 34 37 36 39 43 31 37 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64
66 3a 6¢ 69 3e 31 30 39 31 37 46 38 33 46 45 33 36 39 31 30 45 34 3331 32 44 30 43 39 37 3437 3034 44 44 39 3c 2f 7
2 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 31 30 39 33 42 46 38 46 41 37 45 39 35 38 37 34 36 38 46 36 36 38 46
44 44 31 37 43 46 37 42 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 31 30 39 38 36 34 42 42 43 46 45 39
46 38 45 37 41 44 37 44 30 32 43 44 31 37 32 3344 39 33 42 3¢ 2f 72 64

Data Ascii: C</rdf:li> <rdf:1i>1072C5C799D03AA9F1E841A4BCFD1894</rdf:li> <rdf:1i>1078964D90360D648DF
4DD064769C17F</rdf:li> <rdf:[i>10917F83FE36910E4312D0C974704DD9</rdf:li> <rdf:i>1093BF8FA7E9587468F
668FDD17CF7B2</rdf:li> <rdf:li>109864BBCFE9F8E7AD7D02CD1723D93B</rd

Data Raw: 30 31 38 45 34 38 37 42 36 37 41 42 43 41 36 46 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 31
4533 30 37 42 46 46 30 37 33 43 34 44 41 41 37 31 37 34 36 46 33 38 39 31 36 34 35 38 32 42 3c 2f 72 64 66 3a 6¢ 69
3e 20 3c 72 64 66 3a 6¢ 69 3e 31 45 36 32 39 37 39 38 44 38 36 38 42 44 41 43 45 39 45 36 43 31 36 39 34 36 31 46 31
333241 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 31 4536 3546 3532 35324246444131333735353
434 38 45 45 39 34 37 34 44 45 34 33 41 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 31 45 36 38 43 41 38 41
46 41 36 31 43 35 32 33 32 46 32 43 36 34 43 39 32 38 35 37 32 37 46 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a
6C 69 3e 31 45 36 44 31 31 35 32 31 38 46 32 41 36 37 44 35 33 32 36

Data Ascii: 018E487B67ABCA6F0</rdf:li> <rdf:li>1E307BFF073C4DAA71746F389164582B</rdf:li> <rdf:[i>1E6
29798D868BDACE9E6C169461F132A</rdf:li> <rdf:li>1E65F5252BFDA13755448EE9474DE43A</rdf:li> <rdf:li>1E6
8CABAFA61C5232F2C64C9285727F8</rdf:li> <rdf:li>1E6D115218F2A67D5326

Data Raw: 42 39 43 32 42 39 36 45 43 36 42 38 37 38 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 32 34 44
3134 44 45 46 46 33 38 38 42 41 32 32 38 45 44 31 36 41 36 35 37 30 32 31 36 43 30 45 3c 2f 72 64 66 3a 6¢ 69 3e 20
3c 72 64 66 3a 6¢ 69 3e 32 34 44 32 38 42 46 43 42 36 43 39 32 35 42 36 33 32 32 43 42 44 38 33 36 37 37 35 36 36 34
41 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 32 34 44 4537 44 32 37 41 37 34 33433437 41453045303
6 38 45 44 37 36 32 30 46 33 45 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 32 34 45 33 43 45 41 38 39 45
3136 32 4143 3344 4230 41 34 34 42 33 41 46 32 45 45 36 30 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69
3e 32 34 46 36 39 30 39 38 32 42 41 42 41 31 36 41 31 32 44 38 36 46

Data Ascii: BOC2B96EC6B8786</rdf:li> <rdf:i>24D14DEFF388BA228ED16A6570216 COE</rdf:li> <rdf:li>24D28
BFCB6C925B6322CBD836775664A</rdf:li> <rdf:li>24DE7D27A743C47AEOE068ED7620F3E3</rdf:li> <rdf:li>24E3C
EA89E162AC3DB0A44B3AF2EEG0B</rdf:li> <rdf:li>24F690982BABA16A12D86F

Data Raw: 46 31 45 30 41 33 34 44 30 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 33 30 45 34 41 46 32 35
44 32 45 38 37 35 42 45 31 37 32 35 32 45 35 45 31 38 33 45 35 43 37 43 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a
6c 69 3e 33 30 46 39 32 41 46 42 46 37 46 45 35 33 39 33 39 39 38 30 44 37 32 30 36 34 34 45 38 30 45 35 3c 2f 72 64
66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 33 31 30 31 43 44 42 30 36 43 43 36 39 34 42 32 33 31 33 38 32 33 36 45 36
35 36 43 36 33 30 41 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 33 31 31 34 41 46 39 31 44 30 33 38 38 43
44 45 30 30 41 37 32 37 34 46 39 37 35 46 36 43 35 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 33 31 31
39 41 39 30 36 44 35 38 46 37 33 38 35 44 38 36 36 39 45 32 32 41 36 33

Data Ascii: FIEOA34D07</rdf:li> <rdf:li>30E4AF25D2E875BE17252E5E183E5C7C</rdf:li> <rdf:li>30F92AFBF7
FE53939980D720644E80E5</rdf:li> <rdf:li>3101CDB06CC694B23138236E656 C630A</rdf:li> <rdf:i>3114AF91D0
388CDE00A7274F975F6C54</rdf:li> <rdf:li>3119A906D58F7385D8669E22A63

Data Raw: 34 45 32 46 33 38 46 41 39 39 32 41 34 35 45 36 34 30 38 46 44 33 38 39 37 44 3c 2f 72 64 66 3a 6¢ 69 3e 20
3c 72 64 66 3a 6¢ 69 3e 33 45 37 36 37 37 43 34 42 34 34 43 39 33 46 38 32 43 34 33 43 39 34 30 35 38 38 39 45 43 44
42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 33 45 38 32 37 39 35 33 37 35 33 38 37 30 31 30 36 38 36 43
39 36 44 33 33 30 42 36 36 41 42 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 33 45 38 39 31 44 343832 3
839 30 41 37 45 41 44 46 42 39 44 38 33 30 30 44 32 37 38 36 32 41 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69
3e 33 45 38 39 33 37 42 32 39 45 31 41 43 31 43 34 30 34 45 34 38 35 41 32 33 41 45 45 45 39 41 44 3c 2f 72 64 66 3a
6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 33 45 38 39 35 34 36 38 31 33 35

Data Ascii: 4E2F38FA992A45E6408FD3897D</rdf:li> <rdf:li>3E7677C4B44C93F82C43C9405889ECDB</rdf:li> <r
df:li>3E82795375387010686C96D330B66AB2</rdf:li> <rdf:li>3E891D482890A7EADFBID8300D27862A</rdf:li> <r
df:i>3E8937B29E1AC1C404E485A23AEEE9AD</rdf:li> <rdf:i>3E895468135

Data Raw: 35 42 39 39 41 45 35 31 31 30 31 45 43 44 39 32 36 43 41 41 44 33 42 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72
64 66 3a 6¢ 69 3e 34 34 41 36 43 43 30 32 32 43 30 32 34 45 39 33 34 33 45 30 38 30 45 32 35 38 31 39 45 33 38 34 3¢
2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 34 34 43 38 35 43 34 36 46 31 32 41 38 38 45 34 43 42 43 34 39 42
41 36 37 45 43 45 38 36 38 32 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 34 34 44 32 37 44 31 39 4539 30 3
6 3541 3546 35 31 38 33 38 36 30 45 34 31 36 36 34 43 42 35 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 34
34 44 38 43 31 31 36 36 31 32 35 44 30 45 32 38 39 46 44 33 35 30 43 41 41 43 44 35 38 41 41 3c 2f 72 64 66 3a 6¢ 69
3e 20 3c 72 64 66 3a 6¢ 69 3e 34 34 44 45 37 44 39 42 44 34 33 36 45

Data Ascii: 5B99AE51101ECD926CAAD3B3</rdf:li> <rdf:li>44A6CC022C024E9343E080E25819E384</rdf:li> <rdf
:i>44C85C46F12A88E4CBC49BA67ECE8682</rdf:li> <rdf:i>44D27D19E9065A5F5183860E41664CB5</rdf:li> <rdf
:i>44D8C1166125D0E289FD350CAACDS8AAS/rdf:li> <rdf:li>44DE7D9BD436E

Data Raw: 41 35 30 45 33 36 37 38 34 45 44 43 37 39 30 39 39 32 30 42 44 32 46 46 33 44 37 36 35 35 3c 2f 72 64 66

3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 34 41 41 45 36 46 37 43 37 39 43 35 41 38 43 36 32 41 34 45 37 32 46 31 36 45
3243 37 41 37 43 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 34 41 41 46 46 41 35 43 3342 44 42 4539 30 4
13344 46 46 39 39 35 31 44 36 46 46 45 33 39 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 34 41 42 34 39
37 41323641 34 41 43 32 32 33 31 46 39 33 34 45 38 36 41 37 33 33 42 45 41 41 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72
64 66 3a 6¢ 69 3e 34 41 43 38 31 42 33 31 33 43 36 44 44 33 39 41 46 37 41 36 43 37 34 32 35 36 30 42 30 39 46 45 3c
2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 34 41 45 41 32 44 33

Data Ascii: ASOE36784EDC7909920BD2FF3D7655</rdf:li> <rdf:li>4AAE6F7C79C5A8C62A4E72F16E2C7A7C</rdf:li>
<rdf:li>4AAFFA5C3BDBE90A3DFF9951D6FFE397</rdf:li> <rdf:li>4AB497A26A4AC2231F934E86A733BEAA</rdf:li>
<rdf:li>4AC81B313C6DD39AF7A6C742560B09FE</rdf:li> <rdf:li>4AEA2D3
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Data

Data Raw: 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 35 38 37 36 34 38 30 35 41 35 45 39 34 37 38 33 46 46 30 36 45
45 42 37 35 44 43 31 42 39 34 41 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 35 38 38 36 33 37 37 35 42 46
45 44 30 34 39 36 36 44 43 32 32 39 42 41 44 33 35 39 35 39 31 35 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3
e 35383936 41 34 37 44 32 45 31 46 43 36 33 34 32 42 39 42 37 43 43 37 37 35 41 46 39 33 46 34 3c 2f 72 64 66 3a 6¢
69 3e 20 3c 72 64 66 3a 6¢ 69 3e 35 38 42 44 31 45 35 39 37 44 33 44 38 41 41 30 41 43 46 39 45 37 34 46 31 43 32 42
39 31 42 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 35 38 43 34 41 38 42 32 42 43 37 39 36 34 42 46 44
32 46 33 32 38 31 36 44 42 37 38 36 43 33 33 3¢ 2f 72 64 66 3a 6¢ 69 3e

Data Ascii: f:li> <rdf:i>58764805A5E94783FFO6EEB75DC1B94A</rdf:li> <rdf:1i>58863775BFED04966DC229BA
D3595915</rdf:li> <rdf:1i>6896A47D2E1FC6342B9B7CC775AF93F4</rdf:li> <rdf:i>58BD1E597D3D8AAOACFIE74F
1C2B91B2</rdf:li> <rdf:i>58 CAA8B2BC7964BFD2F32816DB786C33</rdf:li>

Data Raw: 20 3¢ 72 64 66 3a 6¢ 69 3e 36 37 33 42 31 36 31 3541 42 32 33 43 36 42 43 39 36 32 38 46 34 46 39 45 36
43 4530 31 32 43 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 36 37 34 32 35 36 44 36 44 37 31 44 46 34 42
32 38 38 44 39 38 43 43 43 35 41 43 39 33 43 41 45 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 36 37 34 38 3
338453946 30 31 37 44 43 44 36 38 39 37 44 45 42 30 35 38 46 42 42 38 31 44 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72
64 66 3a 6¢ 69 3e 36 37 35 30 45 35 39 46 42 45 31 30 42 41 34 45 31 34 45 43 37 37 46 36 38 39 35 44 38 34 31 36 3¢
272 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 36 37 36 32 41 37 34 32 44 42 30 31 35 45 42 32 38 32 34 33 39 42
43 39 38 44 46 45 45 44 44 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66

Data Ascii: <rdf:li>673B1615AB23C6BC9628F4F9E6CE012C</rdf:li> <rdf:li>674256D6D71DF4B288D98CCC5ACI3
CAE</rdf:li> <rdf:i>674838E9F017DCD6897DEB058FBB81D6</rdf:li> <rdf:i>6750E59FBE10BA4E14EC77F6895D8
416</rdf:li> <rdf:i>6762A742DB015EB282439BC98DFEEDD7</rdf:li> <rdf

Data Raw: 72 64 66 3a 6¢ 69 3e 36 44 44 44 39 45 43 45 36 34 41 43 30 34 33 44 39 3541 43 32 38 42 38 38 35 3541
45 42 30 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 36 45 30 35 34 35 39 45 44 42 37 39 37 4341 41 41
41 38 35 38 43 30 37 35 36 34 35 38 37 41 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 36 45 30 38 46 41 3
4 44 32 343531 333244 46 32 35 33 41 39 30 32 32 33 34 43 35 46 36 32 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6c 69 3e 36 45 30 41 43 45 46 36 44 35 30 42 46 41 43 41 45 35 45 41 43 43 37 31 32 45 31 35 39 45 42 41 3¢ 2f 72
64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 36 45 31 30 38 43 35 38 41 41 42 39 41 45 36 45 37 34 39 38 44 41 37 42
41 33 36 35 37 43 42 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢

Data Ascii: rdf:li>6 DDD9ECE64AC043D95AC28B8855AEBO1</rdf:li> <rdf:li>6E05459EDB797CAAAA858C07564587A
8</rdf:li> <rdf:li>6E08FA4D245132DF253A902234C5F621</rdf:li> <rdf:li>6 EOACEF6D50BFACAESEACC712E159EB
A</rdf:li> <rdf:i>6 E108 C58AABOAE6E7498DA7BA3657CBF</rdf:li> <rdf:l

Data Raw: 41 31 30 33 45 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 37 43 30 37 46 43 39 37 32 36 44 43 43
3839 31 36 32 45 46 33 37 44 35 32 35 39 41 39 31 46 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 37 43
3046 43 37 38 33 38 41 30 35 44 42 41 43 41 30 44 34 33 44 39 46 37 45 44 44 33 45 42 42 3c 2f 72 64 66 3a 6¢ 69 3e
20 3c 72 64 66 3a 6¢ 69 3e 37 43 31 31 31 31 34 32 31 38 32 39 43 33 34 30 35 39 34 46 39 31 44 34 31 4537 42 34 41
39 37 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 37 43 32 31 36 44 46 32 30 33 36 46 30 30 38 38 44 37 45
314343394639 34 42 44 45 36 31 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 37 43 32 45 44 36 31 42
44 32 35 31 41 42 36 44 32 39 36 31 36 45 43 34 34 31 43 38 39 37 33 34

Data Ascii: ALO3E</rdf:li> <rdf:li>7C07FC9726DCC89162EF37D5259A91FB</rdf:li> <rdf:i>7COFC7838A05DBA
CA0D43D9F7EDD3EBB</rdf:li> <rdf:li>7C1111421829C340594F91D41E7B4A97</rdf:li> <rdf:li>7C216 DF2036F008
8D7E1CC9F94BDE610</rdf:li> <rdf:li>7C2ED61BD251AB6D29616EC441C89734

Data Raw: 34 45 32 46 45 35 38 46 35 41 37 33 43 33 46 42 38 42 44 35 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a
6c 69 3e 38 38 44 32 35 31 35 39 42 34 46 39 39 45 44 37 36 45 35 36 42 43 31 38 31 42 30 36 33 35 44 41 3c 2f 72 64
66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 38 38 45 39 32 46 38 37 41 37 41 30 45 46 41 33 41 36 30 34 39 44 43 44 34
43 45 42 31 39 39 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 38 38 46 30 32 38 41 45303043 3541373
9 44 38 32 46 31 34 42 41 37 44 33 44 44 34 32 38 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 38 38 46 32
32 31 35 36 34 45 46 38 35 37 36 34 44 38 43 32 37 32 38 41 41 30 31 41 46 30 42 43 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢
72 64 66 3a 6¢ 69 3e 38 38 46 33 39 38 43 32 41 32 39 32 39 37 42 36

Data Ascii: 4E2FE58F5A73C3FB8BD5B</rdf:li> <rdf:i>88D25159B4F99ED76E56BC181B0635DA</rdf:li> <rdf:li
>88E92F87A7AOEFA3A6049DCDACEB1992</rdf:li> <rdf:li>88F028AE00C5A79D82F14BA7D3DD4283</rdf:li> <rdf:li
>88F221564EF85764D8C2728AA01AF0BC</rdf:li> <rdf:i>88F398C2A29297B6

Data Raw: 41 33 37 33 45 39 38 30 46 43 35 42 31 46 41 31 36 43 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69
3e 38 46 39 35 42 39 43 42 33 41 30 34 31 37 34 34 41 44 38 38 39 46 33 38 41 39 39 35 43 42 34 35 3c 2f 72 64 66 3a
6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 38 46 41 32 32 32 37 34 41 35 36 36 30 39 43 33 45 35 46 32 43 38 32 42 46 32 45
43 30 39 42 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 38 46 41 42 37 38 36 35 38 37 4538 32314630 3
841 30 43 38 43 42 30 36 46 44 36 34 44 39 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 38 46 42 43 42 44
3139 46 43 41 34 44 33 31 37 38 37 39 32 34 44 36 45 33 43 39 35 35 38 38 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64
66 3a 6¢ 69 3e 38 46 44 43 38 31 35 46 42 42 33 33 45 35 45 38 44 37

Data Ascii: A373E980FC5B1FA16C4</rdf:li> <rdf:i>8F95B9CB3A041744AD889F38A995CBA5</rdf:li> <rdf:li>8
FA22274A56609C3E5F2C82BF2EC09B8</rdf:li> <rdf:li>8FAB786587E821F08A0C8CB06FD64DIF</rdf:li> <rdf:li>8
FBCBD19FCA4D31787924D6E3C955886</rdf:li> <rdf:[i>8FDC815FBB33E5E8D7

Data Raw: 45 30 36 37 41 42 34 30 31 41 36 33 39 43 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 39 44 41 32
3930 42 41 32 35 34 31 39 42 38 39 37 33 34 39 37 30 41 39 41 44 34 45 45 34 34 44 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c
72 64 66 3a 6¢ 69 3e 39 44 42 31 46 41 37 34 33 33 34 38 46 34 44 33 43 34 31 45 41 46 35 36 37 41 30 35 46 31 30 45
3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 39 44 42 36 44 37 38 34 45 34 32 30 34 44 44 42 38 39 34 4343 3
1324543 38 46 46 46 42 37 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 39 44 42 45 30 38 34 37 44 32 44
38 37 44 44 32 34 44 41 33 32 42 33 31 31 34 41 33 41 30 35 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e
3944 42 45 42 31 36 42 41 33 38 39 32 39 41 44 31 41 45 45 35 45 33

Data Ascii: EO67AB401A639C</rdf:li> <rdf:li>9DA290BA25419B89734970A9ADAEE44D</rdf:li> <rdf:li>9DB1FA
743348F4D3C41EAF567A05F10E</rdf:li> <rdf:li>9DB6D784E4204DDB894CC12EC8FFFB74</rdf:li> <rdf:i>9DBEO8
47D2D87DD24DA32B3114A3A059</rdf:li> <rdf:l>9DBEB16BA38929AD1AEESE3

Data Raw: 46 30 31 46 34 41 32 39 38 46 34 41 31 36 34 38 42 41 45 30 30 38 33 33 42 31 46 31 38 32 3c 2f 72 64 66

3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 41 42 30 35 36 44 41 46 35 30 45 33 31 38 35 31 34 46 32 30 38 35 42 36 37 42
36 38 33 39 30 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 41 42 34 39 30 45 33 43 44 32 36 36 38 4339 4
344 353532 3342 43 32 353243 38 37 31 32 43 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 41 42 35 42 30
3245343244 41 32 46 33 42 33 41 46 46 37 44 32 43 43 36 31 44 36 43 44 41 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72
64 66 3a 6¢ 69 3e 41 42 35 43 32 35 39 43 39 37 33 31 38 45 42 31 30 37 42 36 33 38 41 31 45 31 42 32 30 46 43 45 3c
2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 41 42 37 30 32 31 36

Data Ascii: FO1F4A298F4A1648BAE00833B1F182</rdf:li> <rdf:li>ABO56 DAF50E318514F2085B67B683903</rdf:li>
<rdf:li>AB490E3CD2668C9CD5523BC252C8712C</rdf:li> <rdf:li>AB5B02E42DA2F3B3AFF7D2CC61D6CDAA4</rdf:li>
<rdf:li>AB5C259C97318EB107B638A1E1B20FCE</rdf:li> <rdf:li>AB70216
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Data

Data Raw: 38 46 31 39 42 42 36 31 37 39 42 37 44 38 35 45 36 35 43 39 37 38 43 32 39 45 30 39 3c 2f 72 64 66 3a 6¢ 69
3e 20 3c 72 64 66 3a 6¢ 69 3e 42 31 44 33 44 30 45 33 34 32 43 34 35 33 41 35 45 43 39 34 37 45 43 32 37 44 38 37 42
41 37 42 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 42 31 44 41 46 38 44 33 37 37 36 41 43 30 32 37 44 39
4332 33 42 37 41 33 41 44 32 45 31 39 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 42 3145323045413
9 3544 34 42 36 30 41 33 33 36 30 43 31 37 46 44 43 34 41 43 30 37 43 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a
6¢ 69 3e 42 31 45 37 33 36 42 38 45 39 43 34 41 33 34 43 33 35 32 41 39 34 46 46 35 46 43 31 37 32 32 36 3¢ 2f 72 64
66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 42 31 45 38 34 42 34 32 31

Data Ascii: 8F19BB6179B7D85E65C978C29E09</rdf:li> <rdf:[i>B1D3D0OE342C453A5EC947EC27D87BA7B</rdf:li>
<rdf:li>B1DAF8D3776AC027D9C23B7A3AD2E193</rdf:li> <rdf:li>B1E20EA95D4B60A3360C17FDC4ACO7C1</rdf:li>
<rdf:li>B1E736B8E9C4A34C352A94FF5FC17226</rdf:li> <rdf:i>B1E84B421

Data Raw: 69 3e 42 38 36 42 44 45 34 37 35 35 34 36 42 31 36 34 35 41 43 37 43 45 31 36 32 39 44 36 34 35 31 36 3c 2f
72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 42 38 37 34 31 32 42 35 37 32 38 33 43 32 32 46 43 41 44 41 32 44 36
36 46 32 43 31 42 45 38 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 42 38 37 43 36 34 43 31 44 3443 43
37 33 35 37 38 34 46 33 39 31 36 33 30 31 45 42 41 30 30 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 42 3
83832314542 3542 3541 30 45 38 34 44 43 38 35 33 45 42 44 33 33 35 46 39 39 44 44 30 3c 2f 72 64 66 3a 6¢ 69
3e 20 3c 72 64 66 3a 6¢ 69 3e 42 38 38 43 30 33 33 46 38 35 36 41 34 39 45 34 30 36 32 30 37 35 42 38 30 46 41 32 37
46 44 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 42 38 39

Data Ascii: i>B86BDE475546B1645AC7CE1629D64516</rdf:li> <rdf:li>B87412B57283C22FCADA2D66F2C1BE82</rd
f:li> <rdf:li>B87C64C1D4CC735784F3916301EBAOOF</rdf:li> <rdf:li>B8821EB5B5A0E84DC853EBD335F99DDO</rdf:li>
<rdf:li>B88C033F856A49E4062075B80FA27FD1</rdf:li> <rdf:li>B89

Data Raw: 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 43 36 35 30 43 37 37 35 30 34 31 42 36 45 34 43 46 44
4542 34 37 31 37 46 44 33 41 30 42 38 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 43 36 35 31 41 30 43
41 38 31 32 44 32 30 46 45 44 41 31 42 38 45 30 38 37 38 42 44 34 46 31 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6¢ 69 3e 43 36 36 41 45 43 34 39 31 45 32 46 34 34 41 30 32 37 32 32 45 42 39 44 43 35 46 45 37 36 38 38 3c 2f 72
64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 43 36 37 46 32 44 39 35 45 42 34 42 42 37 41 45 35 32 42 46 35 37 38 42
38 45 46 36 30 38 35 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 43 36 42 31 43 32 31 37 34 45 31 42 30
43 41 45 39 36 46 31 36 31 33 33 46 46 44 44 33 39 31 38 3c 2f 72 64 66

Data Ascii: </rdf:li> <rdf:li>C650C775041B6E4ACFDEB4717FD3A0B81</rdf:li> <rdf:li>C651A0CA812D20FEDA1B
8E0878BDA4F11</rdf:li> <rdf:li>C66AEC491E2F44A02722EBIDC5FE7688</rdf:li> <rdf:li>C67F2D95EBABB7AES2BF
578B8EF60858</rdf:li> <rdf:li>C6B1C2174E1BOCAE96F16133FFDD3918</rdf

Data Raw: 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 44 33 37 32 45 39 34 42 32 33 30 34 33 42 42 36 37 41 37 34 38 37
42 36 38 31 34 43 46 45 34 43 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 44 33 37 36 30 35 41 41 30 33 41
34 31 39 43 31 45 46 36 33 45 44 35 32 46 43 32 37 42 45 31 35 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 4
43337 3839 3237 41 37 43 43 30 33 46 38 41 32 36 31 45 35 43 31 32 31 38 30 38 31 32 32 41 3c 2f 72 64 66 3a 6¢ 69
3e 20 3c 72 64 66 3a 6¢ 69 3e 44 33 38 35 41 31 46 36 34 44 46 32 34 43 44 37 31 37 35 31 38 46 42 32 42 38 32 39 41
4330 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 44 33 41 30 43 37 41 41 34 36 32 39 36 30 30 38 35 45
36 37 33 35 42 41 34 45 45 33 30 43 35 39 3¢ 2f 72 64 66 3a 6¢ 69 3e 20

Data Ascii: :li> <rdf:li>D372E94B23043BB67A7487B6814CFEAC</rdf:li> <rdf:i>D37605AA03A419C1EF63ED52F
C27BE15</rdf:li> <rdf:[i>D378927A7CC03F8A261E5C121808122A</rdf:li> <rdf:[i>D385A1F64DF24CD717518FB2B
829AC00</rdf:li> <rdf:li>D3A0C7AA462960085E6735BA4EE30C59</rdf:li>

Data Raw: 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 44 39 46 43 33 35 37 30 43 37 36 42 38 33 37 4532 42 46 41 3531 41 32
43 38 35 32 35 30 32 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 44 41 30 35 31 34 45 38 30 33 35 46 39
39 43 41 36 32 39 45 32 33 43 44 41 44 43 33 44 39 35 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 44 41 3
03543 39 36 41 34 33 44 39 38 35 43 33 42 31 41 30 31 46 44 34 35 39 42 36 38 31 39 31 3c 2f 72 64 66 3a 6¢ 69 3e
20 3c 72 64 66 3a 6¢ 69 3e 44 41 30 41 41 44 46 39 45 31 31 32 38 30 42 34 34 39 32 41 45 45 33 44 31 434533 42 37
37 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 44 41 30 43 41 37 41 44 44 44 41 45 44 39 34 33 44 45 46
37 38 35 31 34 44 45 45 36 44 44 34 44 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72

Data Ascii: i> <rdf:li>D9FC3570C76B837E2BFA51A2C8525024</rdf:li> <rdf:[i>DA0514E8035F99CA629E23CDADC
3D957</rdf:li> <rdf:i>DA05C96A43DI85C3B1A01FD459B68191</rdf:li> <rdf:li>DAOAADFIE11280B4492AEE3D1CE
3B773</rdf:li> <rdf:[i>DAOCA7ADDDAED943DEF78514DEE6DDA4D</rdf:li> <r

Data Raw: 31 35 36 32 35 31 39 30 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 45 37 38 42 33 33 35 37 42
4134 46 43 35 43 45 38 35 38 43 35 42 45 39 34 31 38 45 31 31 42 35 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢
69 3e 45 37 39 31 45 32 46 39 36 37 43 35 45 41 33 39 37 33 32 39 45 43 35 46 31 44 33 44 33 45 33 36 3c 2f 72 64 66
3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 45 37 39 33 41 34 41 38 30 44 45 31 38 42 46 46 35 43 31 39 30 31 45 31 35 32
44 43 35 41 44 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 45 37 39 35 38 45 39 36 44 33 41 41 43 32 41
34 45 44 45 30 30 32 43 37 30 38 34 30 42 33 31 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 45 37 41 35
33 30 36 31 38 46 35 33 46 46 39 38 45 44 33 43 32 38 41 45 31 32 31 46

Data Ascii: 15625190F</rdf:li> <rdf:li>E78B3357BA4FC5CE858C5BE9418E11B5</rdf:li> <rdf:i>E791E2F967C
5EA397329EC5F1D3D3E36</rdf:li> <rdf:li>E793A4A80DE18BFF5C1901E152DC5AD 7</rdf:li> <rdf:[i>E7958E96D3A
AC2A4EDE002C70840B316</rdf:li> <rdf:i>E7A530618F53FF98ED3C28AE121F

Data Raw: 30 41 30 41 32 33 34 44 36 30 35 44 31 36 32 41 42 41 46 30 33 46 38 39 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢
72 64 66 3a 6¢ 69 3e 46 32 45 45 33 33 33 43 32 35 36 43 33 35 46 46 43 37 34 42 43 33 35 39 42 45 30 36 38 33 42 36
3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 46 33 30 33 34 42 46 30 38 37 33 45 45 42 43 44 41 37 44 41 33
42 42 32 44 34 41 43 34 37 35 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 46 33 30 37 423534324642 3
6 30 30 46 34 36 30 39 38 42 30 38 44 46 43 35 41 35 30 30 41 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e
46 33 31 39 35 33 32 32 35 32 35 33 41 46 43 32 30 44 46 36 43 31 46 31 42 31 30 37 44 33 32 36 3c 2f 72 64 66 3a 6¢
69 3e 20 3c 72 64 66 3a 6¢ 69 3e 46 33 31 42 34 38 44 37 41 33 38 34

Data Ascii: 0A0A234D605D162ABAF03F89F</rdf:li> <rdf:li>F2EE333C256C35FFC74BC359BE0683B6</rdf:li> <rd
f:li>F3034BF0873EEBCDA7DA3BB2D4AC4759</rdf:li> <rdf:li>F307B542FB600F46098B08DFC5A500A8</rdf:li> <rd
f:i>F31953225253AFC20DF6C1F1B107D326</rdf:li> <rdf:li>F31B48D7A384

Data Raw: 33 42 37 45 33 33 38 44 42 38 30 45 46 34 30 34 44 35 42 39 39 31 35 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64
66 3a 6¢ 69 3e 46 39 36 39 33 46 38 44 32 43 35 35 37 44 33 41 44 37 42 41 33 30 39 34 37 43 33 34 39 34 42 44 3c 2f
72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 46 39 37 45 42 33 38 46 36 35 36 36 45 36 31 35 37 43 45 36 35 36 43
314230 46 33 41 38 46 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 46 39 38 31 30 42353336 4332453
44141443039 41 42 41 45 37 44 44 35 31 36 44 39 31 41 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 46 39
3842 323442 45 36 39 31 32 38 34 41 30 31 39 30 42 46 33 36 39 45 45 31 42 36 39 30 46 3c 2f 72 64 66 3a 6¢ 69 3e
20 3c 72 64 66 3a 6¢ 69 3e 46 39 39 45 30 42 33 32 30 34 31 37 44 32

Data Ascii: 3B7E338DB80EF404D5B9915</rdf:li> <rdf:li>F9693F8D2C557D3AD7BA30947C3494BD</rdf:li> <rdf:
li>F97EB38F6566E6157CE656C1B0OF3A8F6</rdf:li> <rdf:li>F9810B536 C2E4AAADOSABAE7DD516D91A</rdf:1i> <rdf:
li>F98B24BE691284A0190BF369EE1B690F</rdf:li> <rdf:[i>FO9E0B320417D2
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Data

Data Raw: 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 31 62 36 38 31 63 61 38 2d 65 66 30 37 2d 31
3137 38 2d 39 31 37 33 2d 66 63 65 35 31 62 62 36 32 39 35 32 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e
61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 31 62 62 32 61 38 37 36 2d 30 64 63 30 2d 31 31 65 37
2d 61 36 65 64 2d 66 64 34 66 37 63 37 62 35 34 35 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 61 64 6f
62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 31 62 65 30 37 66 65 39 2d 34 34 66 65 2d 31 31 64 64 2d 38 61
3363 2d 64 37 36 63 30 65 33 66 33 31 32 66 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 6
4 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 31 63 64 31 38 35

Data Ascii: dobe:docid:photoshop:1b681ca8-ef07-1178-9173-fce51bb62952</rdf:li> <rdf:li>adobe:docid:photoshop:1
bb2a876-0dc0-11e7-a6ed-fd4f7c7b5452</rdf:li> <rdf:li>adobe:docid:photoshop:1be07fe9-44fe-11dd-8a3c-d76c0e3f312
f</rdf:li> <rdf:li>adobe:docid:photoshop:1cd185

Data Raw: 2d 39 64 34 39 30 61 61 39 34 37 66 63 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65
3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 34 62 33 65 63 37 61 37 2d 33 38 63 65 2d 31 31 65 36 2d 39 35 33 36
2d 63 65 65 36 38 66 31 63 65 36 32 62 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63
69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 34 62 39 35 38 35 64 61 2d 34 31 30 33 2d 31 31 65 37 2d 62 32 63 31 2d 61 64
36 61 35 37 66 63 38 66 30 62 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a
70 68 6f 74 6f 73 68 6f 70 3a 34 62 62 63 36 32 63 36 2d 33 63 63 30 2d 31 31 65 36 2d 61 31 39 37 2d 63 37 34 37 65
38 65 63 63 35 66 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66

Data Ascii: -9d490aa947fc</rdf:li> <rdf:li>adobe:docid:photoshop:4b3ec7a7-38ce-11e6-9536-cee68f1lce62b</rdf:li>
<rdf:li>adobe:docid:photoshop:4b9585da-4103-11e7-b2c1-ad6a5 7fc8fOb</rdf:li> <rdf:li>adobe:docid:photoshop:4bb
€62c6-3cc0-11e6-a197-c747e8ecc5f2</rdf:li> <rdf

Data Raw: 73 68 6f 70 3a 36 34 34 31 64 65 35 30 2d 30 32 34 65 2d 31 31 64 39 2d 61 62 33 32 2d 66 32 33 37 30 64
31 3835 36 63 64 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74
6f 73 68 6f 70 3a 36 34 35 30 34 39 39 36 2d 35 61 65 35 2d 31 31 64 65 2d 39 34 32 30 2d 38 62 39 39 30 38 63 35 35
65 62 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68
6f 70 3a 36 34 38 36 66 64 33 31 2d 39 62 38 35 2d 31 31 65 36 2d 61 39 66 66 2d 38 64 36 36 35 36 65 64 37 65 61 39
3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 3
634 63 35 61 37 31 36 2d 66 63 37 37 2d 64 39 34 65 2d 62 35 35

Data Ascii: shop:6441de50-024e-11d9-ab32-f2370d1856cd</rdf:li> <rdf:li>adobe:docid:photoshop:64504996-5ae5-11de-
9420-8b9908c55eb1</rdf:li> <rdf:li>adobe:docid:photoshop:6486fd31-9b85-11e6-a9ff-8d6656ed7ead</rdf:li> <rdf:
li>adobe:docid:photoshop:64c5a716-fc77-d94e-b55

Data Raw: 32 2d 62 35 30 39 2d 31 31 64 64 2d 38 32 32 36 2d 64 61 39 34 39 34 38 37 36 37 33 32 3c 2f 72 64 66 3a 6¢
69 3e 20 3c 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 37 39 38 64 63 65 33
332d 66 63 34 35 2d 31 31 65 36 2d 62 66 62 30 2d 38 64 61 32 39 32 34 62 66 33 62 62 3c 2f 72 64 66 3a 6¢ 69 3e 20
3c 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 37 39 63 62 32 30 30 37 2d 61
37 3061 2d 64 36 34 30 2d 62 62 38 63 2d 30 34 35 34 63 62 65 65 37 63 66 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64
66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 37 39 64 30 61 66 34 32 2d 61 65 39 35
2d 3131 64 61 2d 62 61 62 63 2d 39 63 30 64 65 64 32 61 34 36

Data Ascii: 2-b509-11dd-8226-da9494876732</rdf:li> <rdf:li>adobe:docid:photoshop:798dce33-fc45-11e6-bfb0-8da29
24bf3bb</rdf:li> <rdf:li>adobe:docid:photoshop:79cb2007-a70a-d640-bb8c-0454chbee7cfo</rdf:li> <rdf:li>adobe:doc
id:photoshop:79d0af42-ae95-11da-babc-9c0ded2a46

Data Raw: 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 64 34 62 32 65 33 66 2d 39 31
3165 2d 31 31 65 36 2d 38 63 33 62 2d 38 66 35 30 35 34 62 65 39 35 64 64 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66
3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 64 65 32 34 32 36 37 2d 38 35 39 64 2d
313164 38 2d 62 31 38 36 2d 62 34 65 38 30 31 34 32 63 36 64 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69
3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 64 65 36 34 66 66 35 2d 32 61 62 33 2d 31 31 65
37 2d 62 66 34 66 2d 61 32 33 65 38 33 39 35 38 64 65 65 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 61 64 6
f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 65

Data Ascii: li>adobe:docid:photoshop:ad4b2e3f-911e-11e6-8¢3b-8f5054be95dd</rdf:li> <rdf:li>adobe:docid:photosh
op:ade24267-859d-11d8-b186-b4e80142c6d8</rdf:li> <rdf:li>adobe:docid:photoshop:ade64ff5-2ab3-11e7-bf4f-a23e839
58dee</rdf:li> <rdf:li>adobe:docid:photoshop:ae

Data Raw: 64 63 2d 39 32 65 64 2d 38 39 32 35 65 61 61 30 63 65 39 35 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢
69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 34 63 38 37 30 37 62 2d 62 36 30 61 2d 31 31
64 38 2d 39 63 62 38 2d 63 66 31 32 38 38 35 30 32 64 62 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 61
64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 34 65 36 38 31 39 38 2d 34 65 32 36 2d 31 31 65 35 2d
62 3230 61 2d 65 33 35 31 39 34 38 65 35 66 62 62 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 61 64 6f 62
65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 35 30 61 39 64 62 39 2d 66 34 39 39 2d 37 32 34 37 2d 62 34 64
65 2d 32 31 32 33 37 33 30 37 38 39 36 31 3c 2f 72 64 66 3a 6¢

Data Ascii: dc-92ed-8925eaa0ce95</rdf:li> <rdf:li>adobe:docid:photoshop:e4c8707b-b60a-11d8-9ch8-cf1288502db2</
rdf:li> <rdf:li>adobe:docid:photoshop:e4e68198-4e26-11e5-b20a-e351948e5fbb</rdf:li> <rdf:li>adobe:docid:photos
hop:e50a9db9-f499-7247-b4de-212373078961</rdf:|

Data Raw: 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 63 61 39 62 65 31 63 2d 63 32 66 39 2d 31 31 65 36 2d 62 30 38 65 2d
39 63 61 38 64 30 38 30 34 61 66 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69
64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 64 31 33 66 34 39 33 2d 39 66 62 64 2d 31 31 64 61 2d 62 30 62 34 2d 38 34 66
3831623362 393261 61 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70
68 6f 74 6f 73 68 6f 70 3a 66 64 37 30 31 32 34 34 2d 32 36 64 63 2d 31 31 64 39 2d 62 33 61 39 2d 64 62 32 66 38 65
38 33 35 64 37 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74
6f 73 68 6f 70 3a 66 64 37 36 30 38 33 64 2d 66 63 36 61 2d 31

Data Ascii: d:photoshop:fca9belc-c2f9-11e6-b08e-9ca8d0804af8</rdf:li> <rdf:li>adobe:docid:photoshop:fd13f493-9fbd-
11da-b0b4-84f81b3b92aa</rdf:li> <rdf:li>adobe:docid:photoshop:fd701244-26dc-11d9-b3a9-db2f8e835d 77</rdf:li> <rdf:li>
adobe:docid:photoshop:fd76083d-fc6a-1

Data Raw: 64 3a 33 33 46 37 33 39 46 45 32 37 39 33 44 45 31 31 39 37 42 34 41 33 30 44 39 46 43 42 42 35 44 44 3c 2f
72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 33 34 33 31 46 34 33 34 35 35 36 34 45 30 31 31 41 32
31334534 30 42 37 45 34 36 41 38 31 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 33 34
333833433139 43 39 31 45 44 45 31 31 38 45 32 33 45 35 43 46 35 45 32 46 35 34 42 35 3c 2f 72 64 66 3a 6¢ 69 3e
20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 33 34 35 31 62 39 30 37 2d 39 30 61 63 2d 33 62 34 34 2d 62 35 66 33 2d 36
66 33 64 39 61 34 63 34 34 66 63 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 33 34 36 30 30
42 36 32 31 41 43 31 44 46 31 31 38 32 33 42 43 38 30 41 38 34 39 43 35

Data Ascii: d:33F739FE2793DE1197B4A30D9FCBB5DD</rdf:li> <rdf:li>uuid:3431F4345564E011A213E40B7E46A81
7</rdf:li> <rdf:li>uuid:34383C19C91EDE118E23E5CF5E2F54B5</rdf:li> <rdf:li>uuid:3451b907-90ac-3b44-b5f3-6f3d9a4
c44fe</rdf:li> <rdf:li>uuid:34600B621AC1DF11823BC80A849C5
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Data

Data Raw: 32 36 42 34 33 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 36 38 31 30 31 39 39
383846 31 42 31 31 44 41 41 37 34 31 42 34 41 41 30 31 31 41 43 35 39 41 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6¢c 69 3e 75 75 69 64 3a 36 38 31 30 31 39 3941 38 46 31 42 31314441 41 37343142344141303131414335
39 41 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 36 38 44 35 31 44 30 36 38 37 39 383131 4
4 43 41 46 43 37 43 42 46 35 32 34 37 37 33 39 35 35 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 75 75 69 64
3a 36 38 4543 41 30 42 37 42 39 38 35 44 46 31 31 38 32 46 39 38 44 33 39 42 39 39 38 46 34 34 45 3c 2f 72 64 66 3a
6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 36 38 46 44 30 34

Data Ascii: 26B430</rdf:li> <rdf:li>uuid:681019988F1B11DAA741B4AA011AC59A</rdf:li> <rdf:li>uuid:6810199A8F1B11
DAA741B4AA011AC59A</rdf:li> <rdf:li>uuid:68D51D06879811DCAFC7CBF524773955</rdf:li> <rdf:li>uuid:68EC
AO0B7B985DF1182F98D39B998F44E</rdf:li> <rdf:li>uuid:68FD04

Data Raw: 75 75 69 64 3a 38 30 45 43 41 30 45 30 46 41 33 34 45 30 31 31 38 36 30 45 38 38 41 41 39 46 42 39 36 37
3342 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 38 31 34 35 43 34 43 33 35 42 34 42 45 30
31 31 38 3542 37 45 44 44 35 46 46 43 30 42 31 39 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 6
4 3a 38 31 35 30 42 35 32 44 36 36 39 43 44 44 31 31 41 32 36 30 43 44 36 35 43 42 39 30 30 39 35 45 3c 2f 72 64 66
3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 38 31 38 43 34 43 36 36 35 34 34 42 44 46 31 31 41 41 30 37 46
37 41 32 46 34 39 45 35 32 42 45 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 38 32 30 44 37
3238363737444344443131423739334134453146 3039424344

Data Ascii: uuid:80ECAOEOFA34E011860E88AA9FBI673B</rdf:li> <rdf:li>uuid:8145C4C35B4BE01185B7EDD5FFCO
B198</rdf:li> <rdf:li>uuid:8150B52D669CDD11A260CD65CB90095E</rdf:li> <rdf:li>uuid:818CAC66544BDF11AA
07F7A2F49E52BE</rdf:li> <rdf:li>uuid:820D728677DCDD11B793A4E1F09BCD

Data Raw: 45 35 30 35 34 32 45 35 31 31 39 37 43 43 39 44 32 36 39 34 31 46 39 41 38 42 3c 2f 72 64 66 3a 6¢ 69 3e 20
3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 42 34 35 32 36 38 45 43 44 33 43 42 45 30 31 31 42 33 46 45 44 32 34 38 33 31
38 34 38 46 35 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 42 34 36 45 37 33 45 31 45 46
3142 45 30 31 31 38 45 30 35 39 46 31 34 41 31 41 45 38 33 39 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3
€ 757569 64 3a 42 34 37 30 32 38 36 42 34 32 33 31 45 31 31 31 38 44 42 42 46 35 45 38 42 30 41 3139 37 31 31 3¢
2f72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 42 34 38 43 43 33 37 34 46 36 45 32 44 43 31 31 39
3344 36 45 35 39 33 46 37 30 34 45 46 39 34 3c 2f 72 64 66 3a 6¢ 69 3e

Data Ascii: E50542E51197CC9D26941F9A8B</rdf:li> <rdf:li>uuid:B45268BECD3CBE011B3FED24831848F59</rdf:li>
<rdf:li>uuid:B46E73E1EF1BE0118E059F14A1AE839B</rdf:li> <rdf:li>uuid:B470286B4231E1118DBBF5E8B0A19
711</rdf:li> <rdf:li>uuid:B48CC374F6E2DC1193D6E593F704EF94</rdf:li>

Data Raw: 75 75 69 64 3a 46 32 44 32 41 30 44 44 32 32 43 43 45 30 31 31 42 33 46 45 44 32 34 38 33 31 38 34 38 46
35 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 46 32 44 41 45 34 41 32 41 34 30 45 45 34
31 31 39 38 39 33 38 35 39 35 33 39 37 37 43 39 36 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 6
4 3a 46 3331 41 37 30 42 45 43 37 36 35 44 43 31 31 41 34 30 31 43 30 41 43 30 34 41 37 43 42 38 34 3c 2f 72 64 66
3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 46 33 33 42 43 33 39 37 42 46 44 30 31 31 44 41 41 33 36 42 46
44 41 41 43 31 35 43 42 45 30 44 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 75 75 69 64 3a 46 33 35 38 45
42 37 34 32 39 36 43 31 31 44 44 38 39 45 34 39 35 33 42 39 31 45 36 33 34

Data Ascii: uuid:F2D2A0DD22CCE011B3FED24831848F59</rdf:li> <rdf:li>uuid:F2DAE4A2A40EE411989385953977
C96F</rdf:li> <rdf:li>uuid:F31A70BEC765DC11A401COAC04A7CB84</rdf:li> <rdf:li>uuid:F33BC397BFD011DAA3
6BFDAAC15CBEOQOD</rdf:li> <rdf:li>uuid:F358EB74296C11DD89E4953B91E634

Data Raw: 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32
30 36 38 31 31 38 38 43 36 42 38 33 32 38 46 36 43 30 39 31 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e
78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 38 43 36 43 30 35 45 30 41 43 31 43 42 33
42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30
36 38 31 31 38 38 43 36 43 36 39 36 36 46 46 44 45 32 30 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78
6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 38 43 36 44 30 45 35 45 38 39 44 41 46 46 39
3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64

Data Ascii: rdf:li> <rdf:li>xmp.did:018011740720681188C6B8328F6C0912</rdf:li> <rdf:li>xmp.did:0180117407206811
88C6CO5E0AC1CB3B</rdf:li> <rdf:li>xmp.did:018011740720681188C6C6966FFDE204</rdf:li> <rdf:li>xmp.did:
018011740720681188C6DOESE89DAFFI</rdf:li> <rdf:li>xmp.did

Data Raw: 64 69 64 3a 30 32 31 38 38 36 31 34 45 30 36 42 31 31 45 30 41 37 34 35 45 36 36 34 34 39 43 42 30 39 42
38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30 32 31 45 34 41 43 41 30 38 32 30
36 38 31 31 38 32 32 41 46 31 44 41 44 36 44 46 33 45 33 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6
d 70 2e 64 69 64 3a 30 32 31 64 33 34 62 63 2d 31 37 30 33 2d 34 34 61 33 2d 62 38 36 63 2d 39 32 64 61 35 31 32 38
36 33 62 62 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30 32 35 32 65 39 63 35 2d
3336 62 65 2d 34 36 34 36 2d 39 36 31 37 2d 63 34 35 33 30 38 64 62 64 35 39 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72
64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30 32 35 33 31 37 38 36 32 44 32

Data Ascii: did:02188614E06B11E0A745E66449CB09B8</rdf:li> <rdf:li>xmp.did:021E4ACA08206811822AF1DAD6
DF3E30</rdf:li> <rdf:li>xmp.did:021d34bc-1703-44a3-b86¢-92da512863bb</rdf:li> <rdf:li>xmp.did:0252e9c5-36be-4646-
9617-c45308dbd592</rdf:li> <rdf:li>xmp.did:025317862D2

Data Raw: 46 35 44 35 33 37 45 31 31 31 38 30 32 43 46 33 31 38 42 36 34 39 35 39 31 39 3c 2f 72 64 66 3a 6¢ 69 3e 20
3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30 36 36 35 34 30 65 30 2d 64 37 36 35 2d 34 31 39 62 2d 39 32 64 38
2d 37 33 63 34 39 38 61 32 36 66 38 64 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a
30 36 36 41 42 30 37 44 30 41 32 30 36 38 31 31 39 31 30 39 43 45 37 42 34 46 41 31 41 46 31 32 3c 2f 72 64 66 3a 6¢ 6
9 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30 36 36 41 43 45 44 35 36 45 46 39 45 31 31 31 41 30 43 34
42 46 45 32 30 41 37 41 33 42 36 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30
36 37 41 41 41 42 39 30 34 32 33 36 38 31 31 38 32 39 31 44 31 43 45 45

Data Ascii: F5D537E111802CF318B6495919</rdf:li> <rdf:li>xmp.did:066540e0-d765-419b-92d8-73c498a26f8d</rdf:li>
<rdf:li>xmp.did:066AB07D0A2068119109CE7B4FALAF12</rdf:li> <rdf:li>xmp.did:066ACEDS6EF9E111A0C4BFE20A
7A3B6B</rdf:li> <rdf:li>xmp.did:067AAAB9042368118291D1CEE

Data Raw: 2e 64 69 64 3a 30 45 33 43 32 36 31 39 36 30 43 37 45 31 31 31 42 36 45 43 41 36 39 30 41 41 43 37 45 45
36 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30 45 37 46 36 42 44 46 35 36 37
3245 31 31 31 38 38 44 35 44 30 44 37 46 30 34 42 32 30 36 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 7
8 6d 70 2e 64 69 64 3a 30 45 38 42 39 45 42 44 42 43 32 30 36 38 31 31 41 46 46 44 42 32 46 36 42 33 46 45 32 46 44
36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 30 45 39 35 39 31 45 46 33 35 43 38
4530 31 31 41 41 42 41 38 37 34 46 31 37 46 31 45 37 42 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78
6d 70 2e 64 69 64 3a 30 45 41 42 41 30 30 44 30 39 32 30 36 38 31 31 38 46

Data Ascii: .did:0E3C261960C7E111B6ECA690AAC7EEG1</rdf:li> <rdf:li>xmp.did:0E7F6BDF5672E11188D5D0D7F
04B2064</rdf:li> <rdf:li>xmp.did:0ESBOEBDBC206811AFFDB2F6B3FE2FD6</rdf:li> <rdf:li>xmp.did:0E9591EF3
5C8E011AABA874F17F1E7BB</rdf:li> <rdf:li>xmp.did:0EABAO0D092068118F
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Data

Data Raw: 35 35 41 41 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 31 35 34 30 46
46 43 33 37 30 35 45 31 31 45 30 38 46 30 31 44 46 42 32 30 46 35 44 37 42 46 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72
64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 31 35 34 43 42 38 39 45 43 30 32 30 36 38 31 31 38 38 43 36 39 36 45 44 46
38 38 43 39 45 36 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 31 35 35 41 36 33 3
13930413230 36 38 31 31 38 46 36 32 45 31 39 30 32 36 33 31 31 35 46 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 35 35 63 64 37 38 33 2d 65 38 65 34 2d 62 63 34 64 2d 62 65 37 64 2d 38 64 38
3361 36 33 62 35 37 63 65 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66

Data Ascii: 55AA0</rdf:li> <rdf:li>xmp.did:1540FFC3705E11E08F01DFB20F5D7BF9</rdf:li> <rdf:li>xmp.did:154CB89EC
020681188C696EDF88CIE6F</rdf:li> <rdf:li>xmp.did:155A63190A2068118F62E190263115F9</rdf:li> <rdf:li>x
mp.did:155cd783-e8e4-bc4d-be7d-8d83a63b57ce</rdf:li> <rdf

Data Raw: 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 32 35 32 37 39 66 37 61 2d
3537 34 65 2d 62 35 34 33 2d 38 33 39 33 2d 30 32 66 66 64 64 36 62 35 66 37 61 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72
64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 32 35 33 38 36 41 38 45 34 39 32 30 36 38 31 31 39 31 30 39 42 45 32 32 31
43 34 33 46 37 33 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 32323534 343544 4
3423935453844 46 31 31 42 34 30 34 43 37 30 32 44 45 32 33 42 41 37 41 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 35 36 37 39 30 41 33 42 36 37 44 45 33 31 31 38 34 34 32 38 3332 45 42 37 32
38 32 46 33 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e

Data Ascii: 9</rdf:li> <rdf:li>xmp.did:25279f7a-574e-b543-8393-02ffdd6b5f7a</rdf:li> <rdf:li>xmp.did:25386 ABE4
92068119109BE221C43F738</rdf:li> <rdf:li>xmp.did:25445DCBI5E8DF11B404C702DE23BA7A</rdf:li> <rdf:li>x
mp.did:256790A3B67DE3118442832EB7282F36</rdf:li> <rdf:li>

Data Raw: 2e 64 69 64 3a 33 33 43 35 33 39 35 35 30 41 32 30 36 38 31 31 38 30 38 33 42 46 44 39 41 39 46 38 31 37
3330 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 33 33 43 43 30 31 38 31 33 32 32
36 36 38 31 31 38 43 31 34 46 31 45 38 34 42 43 43 43 39 45 41 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 7
8 6d 70 2e 64 69 64 3a 33 33 44 46 36 31 46 41 44 34 32 31 36 38 31 31 42 36 43 38 39 31 43 38 45 30 42 37 37 43 39
38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 33 33 46 36 41 34 42 36 44 38 34 43
45 31 31 31 39 36 42 38 43 42 34 42 46 35 30 45 31 36 43 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78
6d 70 2e 64 69 64 3a 33 33 46 39 42 38 46 35 33 37 32 36 36 38 31 31 38 32

Data Ascii: .did:33C539550A2068118083BFD9A9F81730</rdf:li> <rdf:li>xmp.did:33CC0181322668118C14F1E84
BCCC9EA</rdf:li> <rdf:li>xmp.did:33DF61FAD4216811B6C891C8E0B77C98</rdf:li> <rdf:li>xmp.did:33F6A4B6D
84CE11196B8CB4BF50E16C8</rdf:li> <rdf:li>xmp.did:33F9B8F53726681182

Data Raw: 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 33 41 34 33 37 43 36 45 41
43323036 38 31 31 41 42 30 38 45 36 42 36 30 42 43 41 34 45 41 41 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢
69 3e 78 6d 70 2e 64 69 64 3a 33 41 35 41 37 45 38 35 39 33 39 30 31 31 45 35 39 41 44 38 44 37 45 37 38 36 38 35 33
43 30 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 33 41 37 3344 43423732463
23036 3831313830 383342414241 42 44 32 46 37 30 38 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e
78 6d 70 2e 64 69 64 3a 33 41 38 30 45 30 46 45 35 42 32 30 36 38 31 31 38 37 31 46 44 32 45 37 33 30 31 43 44 33 45
30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e

Data Ascii: 1</rdf:li> <rdf:li>xmp.did:3A437C6EAC206811AB0BE6B60BCA4EAA</rdf:li> <rdf:li>xmp.did:3A5A7E8593901
1E59AD8D7E786853C0B</rdf:li> <rdf:li>xmp.did:3A73DCB72F2068118083BABABD2F7089</rdf:li> <rdf:li>xmp.d
id:3A80EOFE5B206811871FD2E7301CD3E0</rdf:li> <rdf:li>xmp.

Data Raw: 61 64 35 36 64 38 61 35 63 35 36 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69
64 3a 34 39 36 36 32 34 35 62 2d 64 30 66 62 2d 34 39 35 64 2d 61 30 63 30 2d 31 35 34 31 62 62 36 39 35 34 36 31 3¢
2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 34 39 37 36 34 31 42 37 45 31 31 38 45 30
313141 353446 42 42 44 30 34 36 31 38 39 31 37 33 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2
e 64 69 64 3a 34 39 38 35 33 45 34 33 37 42 32 30 36 38 31 31 38 30 38 33 44 38 36 43 41 31 35 46 41 46 33 42 3c 2f
72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 34 39 38 35 38 35 39 65 2d 62 64 31 61 2d 34
64 64 34 2d 61 35 66 33 2d 31 36 38 61 61 35 38 62 64 38 37 33 3¢ 2f 72

Data Ascii: ad56d8a5c569</rdf:li> <rdf:li>xmp.did:4966245b-d0fb-495d-a0c0-1541bb695461</rdf:li> <rdf:li>xmp.di
d:497641B7E118E011A54FBBD046189173</rdf:li> <rdf:li>xmp.did:49853E437B2068118083D86CAL5FAF3B</rdf:li>
<rdf:li>xmp.did:4985859e-bd1a-4dd4-a5f3-168aa58bd873</r

Data Raw: 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 35 39 37 34 45 37 43 31 37 31 31 39 44 45 31 31 41 32 45 43 43 43 30
36 3545 41 35 46 38 37 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 35 39 37 38
36 45 41 36 36 35 37 31 45 30 31 31 39 45 38 34 46 43 37 30 42 34 35 43 34 35 45 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 7
264 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 35 39 38 33 36 39 61 63 2d 35 39 35 37 2d 34 33 36 38 2d 38 38 33 31 2d
65 33 33 63 62 30 61 35 38 66 64 35 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 35
39 38 41 41 36 38 34 38 38 32 30 36 38 31 31 38 32 33 46 44 31 34 44 45 32 43 38 43 38 37 35 3c 2f 72 64 66 3a 6¢ 69
3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 35 39 41 37 39 30 43

Data Ascii: :li>xmp.did:5974E7C17119DE11A2ECCCO065EA5F877</rdf:li> <rdf:li>xmp.did:59786EA66571E0119E
84FC70B45C45EF</rdf:li> <rdf:li>xmp.did:598369ac-5957-4368-8831-e33cb0a58fd5</rdf:li> <rdf:li>xmp.did:598AA684
88206811823FD14DE2C8C875</rdf:li> <rdf:li>xmp.did:59A790C

Data Raw: 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 36 30 62 66 32 62 65 38 2d 33 63 64 37 2d 34
35 66 33 2d 39 38 62 66 2d 66 64 39 66 63 39 63 35 64 65 33 63 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e
78 6d 70 2e 64 69 64 3a 36 30 64 61 38 36 65 62 2d 39 39 33 31 2d 34 33 35 33 2d 62 61 34 63 2d 31 61 31 64 35 33 63
63 32 65 31 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 36 31 30 30 37 39 44 38
3239 32303638 31314231 41 34 44 35 36 36 30 30 44 39 31 39 43 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a
6¢ 69 3e 78 6d 70 2e 64 69 64 3a 36 31 30 32 64 30 65 30 2d 63 34 34 62 2d 61 34 34 65 2d 61 61 39 65 2d 37 64 33 63
64 37 64 35 63 37 65 63 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69

Data Ascii: li> <rdf:li>xmp.did:60bf2be8-3cd7-45f3-98bf-fd9fc9c5de3c</rdf:li> <rdf:li>xmp.did:60da86eb-9931-4353-ba4dc-
lald53cc2e16</rdf:li> <rdf:li>xmp.did:610079D829206811B1A4D56600D919C7</rdf:li> <rdf:li>xmp.did:6102d0e0-c44b-
adde-aa9e-7d3cd7d5c7ec</rdf:li> <rdf:li

Data Raw: 37 34 34 32 2d 38 38 37 36 2d 33 30 61 39 33 35 35 63 31 65 39 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 38 36 42 38 32 30 45 33 34 32 33 36 38 31 31 38 32 32 41 44 30 37 43 37 43 43
34 33 38 44 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 36 38 36 43 46 44 45 31
333032 30 36 38 31 31 39 35 46 45 44 38 42 44 46 38 34 31 43 37 37 44 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6
c 69 3e 78 6d 70 2e 64 69 64 3a 36 38 38 31 35 34 45 36 31 36 32 30 36 38 31 31 38 30 38 33 44 38 36 43 41 31 35 46
41 46 33 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 36 38 38 37 43 31 42 30 44
45 32 30 36 38 31 31 39 31 30 39 46 45 39 45 38 32 38 34 31 32 35 30 3¢

Data Ascii: 7442-8876-30a9355c1e90</rdf:li> <rdf:li>xmp.did:686B820E34236811822AD07C7CC438D7</rdf:li> <rdf:li>
xmp.did:686CFDE13020681195FED8BDF841C77D</rdf:li> <rdf:li>xmp.did:688154E6162068118083D86CA15FAF3B</
rdf:li> <rdf:li>xmp.did:6887C1B0DE2068119109FE9E82841250<
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Data

Data Raw: 37 36 65 36 63 34 37 34 2d 32 64 62 33 2d 34 61 34 37 2d 62 35 31 66 2d 35 38 36 32 35 66 63 39 64 34 31
35 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 37 37 30 36 43 37 46 41 45 31 32 30
36 38 31 31 41 33 45 46 39 33 37 43 37 31 39 35 30 31 31 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6
d 70 2e 64 69 64 3a 37 37 31 39 45 38 3542 36 37 31 33 45 30 31 31 41 34 30 39 41 35 43 37 35 46 4344 3543 41 34
3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 37 37 31 41 41 45 42 38 39 32 32 32 36
38 31 31 38 32 32 41 39 45 34 31 38 46 34 35 35 43 35 44 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d
70 2e 64 69 64 3a 37 37 31 42 34 35 37 36 32 32 3233 36 38 31 3141 37 45

Data Ascii: 76e6c474-2db3-4a47-b51f-58625fc9d415</rdf:li> <rdf:li>xmp.did:7706 C7TFAE1206811A3EF937C71
950114</rdf:li> <rdf:li>xmp.did:7719E85B6713E011A409A5C75FCD5CA4</rdf:li> <rdf:li>xmp.did:771AAEB892
226811822A9E418F455C5D</rdf:li> <rdf:li>xmp.did:771B457622236811A7E

Data Raw: 32 36 38 31 31 38 32 32 41 39 45 34 31 38 46 34 35 35 43 35 44 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a
6C 69 3e 78 6d 70 2e 64 69 64 3a 38 36 42 46 45 44 46 30 37 36 39 37 45 30 31 31 38 38 42 32 46 31 36 42 44 42 38 42
31 3845 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 38 36 44 36 35 46 36 43 30
4332 30 36 38 31 31 39 32 42 30 42 32 46 41 38 42 37 43 44 46 37 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 6
9 3e 78 6d 70 2e 64 69 64 3a 38 36 46 37 46 45 39 39 30 37 32 30 36 38 31 31 39 35 46 45 38 41 37 43 39 38 43 31 33
38 32 44 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 38 36 46 38 37 37 42 38 30 37
32 30 36 38 31 31 39 32 42 30 45 39 30 44 30 34 38 45 41 37 32 43 3¢ 2f

Data Ascii: 26811822A9E418F455C5D</rdf:li> <rdf:li>xmp.did:86BFEDF07697E01188B2F16BDB8B18E6</rdf:li>
<rdf:li>xmp.did:86D65F6C0C20681192B0B2FA8B7CDF71</rdf:li> <rdf:li>xmp.did:86F7FE990720681195FE8A7C9
8C1382D</rdf:li> <rdf:li>xmp.did:86F877B80720681192BOE9OD048EA72C</

Data Raw: 41 32 41 32 42 36 38 31 31 42 31 41 34 44 43 41 45 39 31 41 39 46 37 37 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢
72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 38 45 46 32 38 33 31 45 32 31 32 30 36 38 31 31 38 43 31 34 46 39 35 44
33433934 44 44 32 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 38 46 31 35 44
36 36 32 36 41 39 31 31 31 45 30 42 32 36 32 46 31 41 42 34 35 44 46 43 34 33 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 6
4 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 38 46 32 41 43 43 39 37 32 32 32 30 36 38 31 31 39 32 42 30 41 36 41 45 34
39 36 31 38 35 37 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 38 46 33 45 32 44
43 37 32 44 44 30 45 31 31 31 41 38 44 37 45 36 34 32 45 32 46 46 38 45

Data Ascii: A2A2B6811B1A4DCAE91A9F771</rdf:li> <rdf:li>xmp.did:8EF2831E212068118C14F95D3C94DD26</rdf:li>
<rdf:li>xmp.did:8F15D6626A9111E0B26 2F1AB45DFC43F</rdf:li> <rdf:li>xmp.did:8F2ACC972220681192B0A
6AE49618576</rdf:li> <rdf:li>xmp.did:8F3E2DC72DDOE111A8D7E642E2FF8E

Data Raw: 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 39 43 34 41 38 43 35 45 43 41 37 39 45 32
3131383238 3146 42 33 31 38 34 32 39 30 42 42 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70
2e 64 69 64 3a 39 43 35 31 43 34 39 34 42 33 34 32 45 34 31 31 41 41 41 37 39 45 30 31 32 34 46 38 45 33 30 33 3c 2f
72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 39 43 36 32 42 35 35 41 46 44 37 46 45 35 31
31 39 45 45 44 46 42 32 34 43 43 45 30 37 39 39 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e
64 69 64 3a 39 43 37 39 38 38 41 42 33 37 32 30 36 38 31 31 38 32 32 41 45 38 31 44 43 42 38 45 43 44 39 33 3c 2f 72
64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 39 43

Data Ascii: :li> <rdf:li>xmp.did:9C4A8C5ECA79E2118281FB3184290BB9</rdf:li> <rdf:li>xmp.did:9C51C494B
342E411AAA7T9E0124F8E303</rdf:li> <rdf:li>xmp.did:9C62B55AFD7FE5119EEDFB24CCEQ0799B</rdf:li> <rdf:li>x
mp.did:9C7988AB37206811822AE81DCBBECD93</rdf:li> <rdf:li>xmp.did:9C

Data Raw: 41 39 42 33 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 42 31 37 41 32
36 39 32 30 39 32 30 36 38 31 31 38 30 38 33 43 37 44 39 41 46 31 46 31 34 39 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72
64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 42 31 39 32 36 46 46 31 34 30 32 30 36 38 31 31 38 37 31 46 45 42 45 41 39
37 33 42 46 37 44 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 42 31 44 41 44 30 3
6 45 33 41 32 30 36 38 31 31 39 35 46 45 44 45 38 33 33 36 41 43 43 42 35 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 42 31 45 36 44 33 32 35 31 30 32 34 36 38 31 31 41 43 41 46 42 46 45 45 41 36 46
39 30 31 33 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e

Data Ascii: A9B34</rdf:li> <rdf:li>xmp.did:B17A2692092068118083C7D9AF1F1492</rdf:li> <rdf:li>xmp.did:B1926FF14
0206811871FEBEA973BF7D7</rdf:li> <rdf:li>xmp.did:B1DADO6E3A20681195FEDE8336ACCB52</rdf:li> <rdf:li>x
mp.did:B1E6D32510246811ACAFBFEEA6F90131</rdf:li> <rdf:li>

Data Raw: 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 42 44 42 33 34 34 32 39 30 38 32
3036 38 31 31 41 39 36 34 46 36 37 32 31 34 37 33 31 41 46 43 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e
78 6d 70 2e 64 69 64 3a 42 44 42 35 42 32 43 37 30 37 32 30 36 38 31 31 38 30 38 33 43 44 46 44 46 39 42 33 35 31 30
44 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 42 44 43 36 37 43 42 36 30 46 3230 3
6 38 31 31 39 37 41 35 39 44 37 45 45 37 35 46 43 44 41 35 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d
70 2e 64 69 64 3a 42 44 45 30 43 33 36 34 30 43 32 30 36 38 31 31 38 30 38 33 44 38 30 41 34 39 42 41 35 37 32 42 3¢
2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69

Data Ascii: /rdf:li> <rdf:li>xmp.did:BDB3442908206811A964F67214731AFC</rdf:li> <rdf:li>xmp.did:BDB5B2C70720681
18083CDFDF9B3510D</rdf:li> <rdf:li>xmp.did:BDC67CB60F20681197A59D7EE75FCDAS</rdf:li> <rdf:li>xmp.did
:BDEOC3640C2068118083D80A49BA572B</rdf:li> <rdf:li>xmp.di

Data Raw: 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 44 34 35 34 33 34 41 30 30 39 32 30 36 38 31 31 38
30 38 33 38 43 33 30 35 44 43 41 39 45 38 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69
64 3a 44 34 35 41 35 36 41 45 30 33 36 34 45 31 31 31 41 37 38 38 46 38 36 46 36 41 38 42 39 44 44 44 3c 2f 72 64 66
3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 44 34 35 44 36 30 36 31 44 43 44 36 44 46 31 31 41 46
34 46 41 37 42 43 31 37 39 38 37 39 33 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64
3a 44 34 36 46 33 46 38 42 32 31 32 30 36 38 31 31 39 37 41 35 42 34 45 37 41 37 35 34 39 35 43 32 3c 2f 72 64 66 3a
6¢C 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 44 34 37 34 35

Data Ascii: > <rdf:li>xmp.did:D45434A00920681180838C305DCA9E89</rdf:li> <rdf:li>xmp.did:D45A56AE0364
E111A788F86F6A8BIDDD</rdf:li> <rdf:li>xmp.did:D45D6061DCD6DF11AFAFA7BC17987931</rdf:li> <rdf:li>xmp.
did:D46F3F8B2120681197A5B4E7A75495C2</rdf:li> <rdf:li>xmp.did:D4745

Data Raw: 32 35 36 38 31 31 39 39 34 43 41 30 45 36 41 42 31 43 31 35 37 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 41 46 32 45 36 41 37 32 41 32 30 36 38 31 31 41 42 30 38 41 34 38 30 39 31 46
31 36 37 35 45 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 45 42 32 42 32 34 45 44
36 37 30 46 45 31 31 31 41 32 36 31 39 35 41 39 35 31 38 45 34 44 37 43 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6
€ 69 3e 78 6d 70 2e 64 69 64 3a 45 42 33 45 39 30 37 31 35 31 42 37 45 32 31 31 42 45 46 38 46 42 35 41 30 45 38 35
43 34 36 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 45 42 34 43 30 31 37 41 42
4143 37 313145304244 43 42 39 31 33 34 37 33 46 32 33 32 36 37 3¢

Data Ascii: 256811994CAOE6AB1C1578</rdf:li> <rdf:li>xmp.did:EAF2E6A72A206811AB08A48091F1675E</rdf:li> <rdf:li>
xmp.did:EB2B24ED670FE111A26195A9518E4D7C</rdf:li> <rdf:li>xmp.did:EB3E907151B7E211BEF8FB5A0E85C46F</
rdf:li> <rdf:li>xmp.did:EB4C017ABAC711EO0BDCB913473F23267<
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Data

Data Raw: 38 37 31 46 41 38 44 32 44 30 45 30 34 44 37 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d
70 2e 64 69 64 3a 46 37 34 39 46 41 41 39 31 34 32 30 36 38 31 31 38 37 31 46 43 39 37 37 38 45 32 33 3341 30 31 3¢
2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 46 37 35 44 39 31 38 41 31 31 32 30 36 38
313139 3242 30 38 42 45 45 32 39 43 37 35 44 44 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2
e 64 69 64 3a 46 37 36 32 37 45 35 41 45 30 46 45 45 30 31 31 42 41 30 31 38 31 30 35 42 43 34 45 43 43 38 33 3c 2f
72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 46 37 36 45 38 44 35 46 43 37 32 30 36 38 31
31 38 41 36 44 39 39 30 33 46 36 36 44 38 35 35 34 3c 2f 72 64 66 3a 6¢

Data Ascii: 871FA8D2D0OE04D77</rdf:li> <rdf:li>xmp.did:F749FAA914206811871FC9778E233A01</rdf:li> <rdf:li>xmp.di
d:F75D918A1120681192B08BEE29C75DD2</rdf:li> <rdf:li>xmp.did:F7627E5AEOFEE011BA018105BC4ECC83</rdf:li>
<rdf:li>xmp.did:F76EBD5FC72068118A6D9903F66D8554</rdf:|

Data Raw: 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 46 38 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38
44 42 42 39 30 37 32 45 32 46 41 32 42 32 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69
64 3a 46 38 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 44 42 42 45 30 42 42 38 35 41 33 31 31 38 32 3c 2f 72 64 66
3a 6c 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 46 38 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 44
42 42 46 43 36 39 42 35 30 31 46 44 43 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64
3a 46 38 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 46 36 32 46 30 35 36 30 36 44 32 30 46 33 39 3c 2f 72 64 66 3a
6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 46 38 37 46 31

Data Ascii: > <rdf:li>xmp.did: F87F1174072068118DBB9072E2FA2B24</rdf:li> <rdf:li>xmp.did:F87F11740720
68118DBBEOBB85A31182</rdf:li> <rdf:li>xmp.did:F87F1174072068118DBBFC69B501FDC8</rdf:li> <rdf:li>xmp.
did:F87F1174072068118F62F05606 D20F39</rdf:li> <rdf:li>xmp.did:F87F1

Data Raw: 64 69 64 3a 61 38 35 33 32 65 62 65 2d 62 34 31 32 2d 34 37 34 36 2d 39 35 30 62 2d 32 65 31 31 64 66 33
66 66 34 37 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 61 38 36 36 30 37 39 35
2d 66 35 31 38 2d 34 30 31 63 2d 39 65 62 35 2d 62 65 66 61 64 35 63 62 62 31 30 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 7
264 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 61 38 39 39 33 37 66 39 2d 34 36 61 64 2d 30 64 34 33 2d 62 32 38 30 2d
3364 34 31 34 37 62 35 36 32 32 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 61
38 61 32 31 38 30 39 2d 35 66 63 64 2d 30 65 34 32 2d 39 61 64 62 2d 38 63 61 35 65 38 63 62 33 31 61 65 3c 2f 72 64
66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 61 38 66

Data Ascii: did:a8532ebe-b412-4746-950b-2e11df3ff471</rdf:li> <rdf:li>xmp.did:a8660795-f518-401c-9eb5-befad5ch
b107</rdf:li> <rdf:li>xmp.did:a89937f9-46ad-0d43-b280-3d4147b56226</rdf:li> <rdf:li>xmp.did:a8a21809-5fcd-0e42-9adb-
8cabe8ch3lae</rdf:li> <rdf:li>xmp.did:a8f

Data Raw: 2e 64 69 64 3a 64 38 64 61 39 30 61 61 2d 37 62 3561 2d 34 32 30 39 2d 62 63 34 30 2d 32 38 66 39 30 31
61 36 61 33 36 63 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 64 38 66 66 34 64 30
37 2d 65 34 32 38 2d 34 38 37 35 2d 61 66 61 64 2d 37 35 31 39 33 31 31 33 39 38 37 61 3c 2f 72 64 66 3a 6¢ 69 3e 20
3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 64 39 32 33 66 32 61 32 2d 62 38 34 33 2d 62 33 34 35 2d 62 30 32 39
2d 39 38 333533 66 36 39 34 61 36 65 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a
64 39 37 62 62 33 37 37 2d 64 66 32 65 2d 34 37 36 66 2d 38 31 38 62 2d 37 63 32 33 32 30 39 66 39 38 64 64 3c 2f 72
64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 64 39

Data Ascii: .did:d8da90aa-7b5a-4209-bc40-28f901a6a36c</rdf:li> <rdf:li>xmp.did:d8ff4d07-e428-4875-afad-7519311
3987a</rdf:li> <rdf:li>xmp.did:d923f2a2-b843-h345-b029-98353f694a6e</rdf:li> <rdf:li>xmp.did:d97bb377-df2e-476f-818b-
7¢23209f98dd</rdf:li> <rdf:li>xmp.did:d9

Data Raw: 61 61 2d 34 39 64 30 2d 38 31 36 36 2d 39 63 64 37 62 30 62 61 35 39 30 63 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢
72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 66 33 61 65 38 38 37 61 2d 35 63 64 37 2d 65 35 34 37 2d 39 66 66 33 2d
63 66 63 61 64 32 66 34 66 33 37 35 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 66
343139 64 37 38 30 2d 62 31 65 61 2d 34 36 63 33 2d 62 63 36 62 2d 64 66 65 33 34 61 64 33 39 33 31 64 3c 2f 72 64
66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 78 6d 70 2e 64 69 64 3a 66 34 32 63 39 65 39 39 2d 61 66 65 30 2d 39 30 34
31 2d 38 34 61 30 2d 35 63 37 65 37 32 65 32 30 66 62 63 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 78 6d
70 2e 64 69 64 3a 66 34 35 33 37 62 31 66 2d 64 34 39 37 2d 36 33 34 33

Data Ascii: aa-49d0-8166-9cd7b0ba590c</rdf:li> <rdf:li>xmp.did:f3ae887a-5cd7-e54 7-9ff3-cfcad2f4f375</rdf:li> <
rdf:li>xmp.did:f419d780-blea-46c3-bcbb-dfe34ad3931d</rdf:li> <rdf:li>xmp.did:f42c9e99-afe0-9041-84a0-5c7e72e20
foc</rdf:li> <rdf:li>xmp.did:f4537b1f-d497-6343

Data Raw: 2d c3 4a 2b a6 a4 d0 e6 71 d4 ee a0 e6 db a9 d4 ec f0 5¢ 27 5c dd 23 86 9f e3 8e 7b 34 74 55 1b 37 97 c8 bl
10 ¢7 96 33 48 a6 cf 3e dc 37 20 93 12 86 a7 1d b5 a9 c9 6b 02 cb bf 49 34 46 37 cc 62 d5 09 77 32 da e8 93 51 8d 20 ce
49 45 72 e0 d4 60 68 24 8 b6 dd d5 fb 7d b2 3e dc 73 da a6 5 bl bf b6 ee d2 2f 4c 95 d2 38 63 Ob 54 d5 58 e9 2d {7 04
72 3a 86 31 83 64 cd 15 b9 50 32 38 43 19 ee c0 c0 04 4d d8 a6 00 29 5b 9c eb 87 00 14 b3 86 cb 08 09 16 18 00 65 71
cf 00 14 5¢ dc 2a Oa 1c 86 1a 03 la ee €6 29 91 94 1c ce 58 b4 88 6¢ Oe d2 f8 5a 9a 12 32 14 c5 35 24 a6 6f 5a df a4 8b
5f 1c 67 06 a9 8d 75 02 ce a4 a9 al 23 0d 38 13 47 80 fb b3 65 3b 45 eb c7 a7 al 89 65 38 fa 9e 9b 2e f4 7c af 53 8b 63
39 b2 b8 ef 3c e2 25 70 08 8d 30 00 d4 c3 01 b4 e0 01 88 cO

Data Ascii: -J+q\'\#{4tU73H>7 kI4F7bw2Q IEr h$}>s/L8cTX-r:1dP28CM)[eq\¥)XIZ25$0Z_gu#8Ge;Ee8.|Sc9<%p0

Data Raw: 6a 60 18 a9 80 05 80 63 11 80 43 53 3¢ 01 03 91 80 06 a6 00 1a 98 04 2a 53 00 0a 98 07 02 al c0 21 a9 80
05 8063 el Oc 63 80 04 70 c0 6¢ 02 1b 00 86 cO 02 cf 00 Ob 96 01 8b 00 08 61 08 62 30 c4 44 el 80 b0 08 58 06 2¢ 20
18 e1 80 d5 c3 03 ff d6 f4 20 31 f6 27 c5 0f 84 31 d1 8a 9a 8c 26 86 98 5¢ 77 8f 19 aa 9a 63 27 49 36 59 1a 2f 7d c6 47
00 83 46 18 8f 2c bf 35 87 47 ee 5b b8 e3 11 03 ¢3 9e 32 7d 3a 7a 9b 2e a5 ad 0d dd a3 dd f3 46 07 73 31 4c f1 c7 93 a6
ec 3b 31 f5 3d a7 59 b5 ef d1 df b8 48 ce 67 1c 37 c4 ea 7a 14 ca ad c0 e8 15 d5 ea af ¢3 1c e7 41 93 b8 59 c7 9f 6¢ e7
8d 6a cc ec 8e 23 7a b3 28 4b 2a 93 5e 38 f4 71 58 f3 32 d4 e7 9e €6 5b 73 96 58 ee 55 4c €0 77 75 19 37 a9 96 a0 e7 8
lel44f9ec89dda726a0elfd485e 73 21 2d fc 93 e6 e7 3¢

Data Ascii: j'cCS<*SlccplabODX, 1'1&\wc'l6Y/}GF,5G[2}:z.Fs1L;1=YHg7zAY lj#z(K**8qX2[sXULwu7D&H"s!-<

Data Raw: 94 0 fb f1 d1 8f 3b 7c 4e 7c 9d 3a 5¢ Oc 3b bd ae ea c9 75 cc ba 41 34 ¢7 5d 72 2b 70 38 ad 89 d7 56 07 4c 6a
62 2e 18 06 31 cf 00 88 d3 Oc 91 60 10 d8 06 2a 73 c0 10 35 30 c2 06 a6 01 Ob 9e 00 15 30 00 c4 60 01 88 c3 01 11 82
4062 30 04 0d 4c 12 02 a6 78 00 54 c0 04 69 87 20 2d 38 24 42 a6 10 11 a6 18 0a 98 00 6a 60 01 e9 9e 00 15 30 80 5a
70 48 0d 4c 30 1a 98 00 6a 60 01 53 00 0d 4c 00 2a 60 10 d4 c0 02 a6 00 1b 00 0d 4c 00 2a 60 01 60 01 a9 86 02 a6 00
15 30 80 54 c0 02 a6 01 8d 4c 31 0a 98 00 6a 61 00 a9 80 08 91 96 18 0d 4c 02 15 30 48 0d a7 04 80 da 70 48 0d 4c 00
2a 60 90 23 4c 31 0d 86 21 53 00 c6 a6 00 81 88 c0 48 d4 c0 03 d3 01 43 53 00 1f ff d2 f4 ac 7d 61 f1 a2 a6 00 15 30 00
b0 c4 35 30 86 3d 30 00 f8 00 7a e0 18 €0 el 00 ab 86 21 Oc 00 38

Data Ascii: ;|N|:\;uA4]r+p8VLjb.1*s500" @bOLxTi -8$Bj 0ZpHLOj SL*'L*"0TL1jaLOHpHL* #L1!SHCS}a050=0z!8

Data Raw: 2a 60 91 8f 4c 20 15 30 00 d4 a6 09 10 f4 c0 31 53 00 0d 4c 12 02 a6 1c 88 54 c1 23 1a 98 24 42 c2 01 61 c8
Ob 08 06 38 60 23 80 06 a6 00 15 30 00 a9 80 06 c0 02 ¢3 01 60 01 Oc 20 16 18 Ob 00 Oa 95 c0 02 c0 02 c0 02 c0 03 d3
00 Ob 00 Ob 00 c5 80 05 80 43 €0 01 60 18 f8 40 31 c0 02 c0 21 61 00 b9 60 01 60 18 d8 04 36 18 0f 84 31 b0 08 58 00
58 00 6¢ 30 16 00 16 00 16 00 16 09 01 53 00 Oa 98 43 18 el 88 62 30 c6 36 00 1f 08 05 80 43 61 80 b0 86 2c 00 2c 00 2
a 60 01 b0 cO 58 04 47 00 08 e0 01 61 00 b0 c0 58 00 6¢ 00 2¢ 00 2¢ 00 38 18 40 36 00 15 30 80 58 72 03 60 01 60 90
16 18 0d 84 02 c0 02 a6 00 15 30 00 88 c0 02 a6 09 01 b0 00 d8 00 47 Oc 06 c0 02 c0 02 c0 02 a6 58 40 2a 60 01 61 88
58 06 31 c0 03 60 10 a9 80 05 4c 03 1b 00 85 4c 00 36 00 15 30 00 b0 00

Data Ascii: *'L 01SLT#$Ba8'#0" C'@1!a 61XXI0SCb06Ca,,* XGaXI, 8@60Xr " 0GX@* ax1'LL60
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kBytes

Timestamp transferred Direction
2022-04-08 08:02:44 UTC 5830 IN
2022-04-08 08:02:44 UTC 5838 IN
2022-04-08 08:02:44 UTC 5846 IN
2022-04-08 08:02:44 UTC 5862 IN
2022-04-08 08:02:44 UTC 5878 IN
2022-04-08 08:02:44 UTC 5886 IN
2022-04-08 08:02:44 UTC 5902 IN
2022-04-08 08:02:44 UTC 5918 IN
2022-04-08 08:02:44 UTC 5925 IN
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Data

Data Raw: 90 ee 4e 3f fe 26 62 0f 13 ac e7 8b f2 ab d8 67 e6 db b4 1e 4b 89 a7 6d 52 c8 e6 a3 9b 62 95 52 e0 4b 72 51
23c7 11 1a 87 c3 16 94 8a 47 ee €9 1c 09 af 9d 3f 76 08 1c 83 b4 7d ca d7 2a e3 49 83 32 71 ¢c2 88 72 15 1e 78 4e c0 91
6858 d0 65 c3 c3 11 25 e8 8a e7 73 22 68 4c b1 75 d0 97 a8 30 b3 20 6a 76 fd b8 d3 79 1b 46 9a 06 dO 1d 49 7f b0 e0
ad 84 d1 4c 65 94 d0 d4 1f 3a e3 46 42 2f 8e 59 5b a4 Oc fc 31 0d 22 a4 b2 26 d5 d2 c3 4b 79 e5 5c 4b 1a 23 7b 75 1e df
17 76 53 a4 Oe 14 e6 7c 06 21 d9 2d 59 47 3b 37 bb 6e 03 52 1b 60 1c 8a a9 90 55 3e d2 72 39 63 91 e6 9f 4d 4e 8a 2d
ae 4c a7 f7 26 f2 7 5a el 95 d3 48 20 3a b0 8c 01 cf d3 4c 65 6d ad 6b a9 d6 ba 8b 57 86 9e a2 df fc 8b 73 b8 8d 91 ee
64 96 b9 9d 52 12 b5 19 8e 62 b8 e7 da 93 29 f5 37 7c d9 55 dd

Data Ascii: N?&bgKmRbRKrQ#G?v}*12qrxNhXe%s"hLu0 jvyFILe:FB/Y[1"&Ky\K#{uvS|!-YG;7nR ' U>r9cMN-L&ZH :Lem
kWsdRb)7|U

Data Raw: ad 07 €9 f5 54 ff 00 2f e1 c7 98 f1 59 f8 9f 13 59 4c c3 b9 de 2f 22 dc 27 97 ea 11 23 99 55 34 97 5 29 52 b9
01 e3 5a54 63 74 9c 73 06 73 10 ed 37 d6 57 17 70 5b 3a 37 7a 30 8a dd c1 d3 ab a9 87 8f 2c f1 d8 ee 9a 53 c8 c3 6b
e4 03 b5 7b 63 78 8e €9 c1 34 68 c1 0d 42 08 65 61 f2 93 c6 b8 da f9 eb 03 a6 2b 49 dd 6d 5e ea de b6 5d ae 5b 0b 73
2c 36 2a 45 08 22 b9 f1 09 f3 28 63 f8 71 cd e6 be 4c e8 f2 d1 97 bc fb 87 dd 37 b6 9f 45 77 23 c9 1c 84 38 84 9a 9a 2d
29 55 fc b9 62 eb 91 3e 66 3e 59 d3 5b ff 00 73 fd d9 65 67 04 4b Ob b3 c6 48 6d 51 7a a9 c0 12 79 63 15 92 1f 15 00 e9
08 e4 af 3d ed ee cd ca f cb 77 d6 46 22 b4 d4 00 5a d4 52 9d 34 18 e8 94 d4 c9 82 ac b8 83 b3 4f ee a7 b8 b6 €9 60 5b
c6 12 44 19 35 30 4f 58 ad 08 a0 15 Oc 70 a9 7d c6 8e 8d 70

Data Ascii: T/YYL/"#U4)RZTctss7Wp[:7z0,Sk{cx4hBea+Im"|[s,6*E"(cqL7Ew#8-)Ub>f>Y[segKHMQzyc=wF"ZR4O'[
D500Xp}p

Data Raw: 2a 51 2b ef 7e 43 64 8d f4 ea d2 04 1d 64 72 1c 38 f2 c2 a7 46 ed c4 99 81 ed fd d4 2e ed 96 62 cc 22 ae 6d
db 2e 7c 94 e8 05 b1 bf f6 d0 ce ba 35 12 01 bb 7b b9 2d 84 57 0a 8b 72 91 90 54 cb 19 50 1a a7 e5 6d 3e 15 el 8d 6b
d3 4e 9c 02 f9 a0 d9 bc {7 46 f9 bf da da 5e ed 91 1b 64 62 51 bb 70 b3 al 20 fa ce 90 ff 00 f2 e3 8d 61 a6 36 d5 b5 f6 9b
9 8e ¢9 34 7a ab 5b d9 cb 60 92 dd c6 93 c7 db 06 46 30 d1 75 01 d5 d2 e3 a7 3f 1c 78 4d b4 f4 3a 9a 93 26 fb da 3e d9
ba 91 63 9f 6b b7 76 70 48 3d b0 be 9a 57 35 a7 8e 36 af 51 91 70 b3 39 dd 2a f8 a3 02 e7 d8 be cf 45 17 d1 ed dd b7 8e
75 40 52 47 5a 30 90 47 5c 8f 8f 96 3a 57 57 97 86 €3 35 8e bd 81 b0 ed 56 76 9b a4 b6 ed 75 33 09 22 47 0d 33 2b 69
25 d9 34 29 1a 78 fe fc 64 f2 37 5e Ob d8 4d a8 8c 99 a7 bd

Data Ascii: *Q+~Cddr8F.b"m.|5{-WrTPm>kNF~dbQp a64z[ FOu?xM:&>ckvpH=W56Qp9*Eu@RGZ0G\:WW5Vvu
3"G3+i%4)xd7"M

Data Raw: 72 ea 86 b3 47 20 29 7f b6 d7 99 76 2f 87 41 aa d5 48 al fb Oe 34 5f e5 ab ce a5 f9 eb b0 cf 6f ed ee ff 00 6f
a9 a2 ba 8d c9 04 Oc ca 9c f1 d4 bf ca 62 7c 53 13 ca 98 1d 97 b2 7d cf 66 b3 40 55 4c 72 d0 12 b2 Oa e5 cc 57 9e 3a 2d
fe 43 05 al cf Oe e2 96 44 6a 2f b3 37 9b 48 f4 40 75 82 ba 6a d2 00 c3 51 ea 39 70 c7 3f ff 00 90 c4 8 fd c6 ab 25 4d 48
3f b7 8f 6e 85 e1 99 4d c3 81 a9 98 b6 54 e4 a4 72 f8 e3 9a df e4 ab 6e 2b 41 f9 95 0d 6d 8f 79 da 56 26 db 1le 07 94 0d
2f ae b4 a7 da 3e fc 62 ba ac 57 9d f2 35 7a 96 5b ec db ac f2 f7 ee 12 04 98 e4 5d 24 39 7c 01 14 c5 3e a7 1a 50 9b 7
02 bd 7b 42 6d 36 3d d6 d9 ea d7 2b 2a d3 81 62 3f 83 61 3e ab 1b e4 3d e8 e7 7 8b 9f 75 6d b2 3b 4c 5d el 76 d2 3b 15
3507 c7 8f d9 8f 43 0d b0 dd 69 f6 94 ac 9f 33 Ob

Data Ascii: rG )v/AH4_oob|SH@ULrW:-CDj/7H@ujQ9p?%MH?nMTrn+AmyV&/>bW5z[]$9|>P{Bm6=+*b?a>=um;L]v;5Ci3

Data Raw: 7a 48 a8 fb ce 32 b6 35 57 0d 98 5b 02 40 b7 1e e4 bc b5 3a 5e ce 43 4f c2 6a 3e f1 86 b1 27 cd 19 f9 06 ae
d37c 9b a2 16 b8 4e c9 a8 06 a7 c7 ec c6 19 2b b7 80 de 18 Oc 36 fb 6b 39 57 9f b6 47 32 ad 4f be 98 84 d8 2c 2d 90 16
b6 8f 37 d3 43 77 11 62 2b 52 d4 1f 7e 2a 1c 4c 12 f0 04 ff 00 42 9d 53 b8 b3 db 94 1c 6b 3a 2f fe e2 30 93 17 90 fb 8c 4f
ea 56 eb ff 00 cd 18 e2 3f dc 19 91 91 a7 db 8b 75 67 3b ac 16 34 e4 9c a4 8e b4 07 36 5e 07 87 13 89 91 6d 66 92 6¢ 1b
dc 89 dd 4b 29 5e 3f c4 88 48 f1 e2 b5 c5 a8 66 cb 0d 9f 20 6b 8b 59 ac al ef ee 10 cd 04 5c 35 b2 95 1f b4 60 89 e0 4b
¢5 65 ¢5 19 70 ee d6 37 44 c7 6f 77 Of 70 9a 25 6a Of 1e 60 fd d8 6f 15 97 14 55 71 f6 a3 4a ff 00 6f de 6¢ 50 ff 00 db 19
1b 97 23 e7 d2 48 fd f8 ca b0 f8 b8 35 ae 24 de ba

Data Ascii: zZH25W[@:"COj>'|N+6k9WG20,-7Cwb+R~*LBSk:/00V?ug;46"mflK)*?Hf kY\5'Kep7Dowp%j oUqJolP#H5%

Data Raw: 79 8f b4 7b 50 cd 61 64 e7 38 50 d7 cb Ob cc 7d al bl 76 10 fe 9d b7 8c cc 0a 0f 95 70 fc d7 da 1b 2b d8 56
76 9d b1 b3 30 e7 e4 5b fc f1 a2 ca fb 45 €5 d7 b0 a5 f6 5d ad ¢5 Oc 64 83 c¢8 b1 c3 3 ad da 1e 5d 4b 23 d9 b6 f5 ff 00 6¢
15 a7 85 3f cb 07 9a d8 fc aa 8d 26 d7 00 25 91 c8 25 4a 8a 8a 8f 8e 2d 66 68 3c a4 56 36 f9 23 40 aa c0 d0 66 78 62 de
69 d4 cd el 21 f4 52 73 20 fd b8 5e 62 23 ca 63 1b 47 4f 4a d7 ed c3 f3 10 bc b6 56 62 94 67 d9 3f 7d 70 6f 44 ec 65 7a
73 ea 42 0f cO e2 5b 21 d5 92 a2 9e 19 62 19 24 4c 4b cd a8 31 20 44 84 e4 6b 87 02 16 85 3e 67 Oc 08 49 12 91 cc 1f
2c¢ 50 8c cf e9 7a 66 32 99 25 35 e2 0b e5 fb b1 a3 be 90 30 c4 55 8d 68 b5 fb 49 38 ¢8 91 ¢3 b0 61 5¢ b8 e2 a0 65 81 d8
fc 30 a0 63 80 4e 01 1f ff d3 f9 a6 c3 dc 6¢ f2 c8 2e ea

Data Ascii: y{Pad8P}vp+VVO[E]d]K#I?&%%J-fh<V6#@fxbi!Rs "b#cGOJIVbg?}poDezsB[!b$LK1 Dk>gl,Pzf2%50UhI8a
\eOcNI.

Data Raw: e5 69 b5 69 60 81 89 €9 20 71 14 1f 2f a6 b8 f9 c7 fe 61 3b 27 0f c3 al 16 ea d5 94 41 c6 9f 69 47 Oc f2 49 34
6 d2 b8 d3 18 20 c8 bc 72 1f 26 79 9a 65 8f ac af 5b el 98 d3 8f 15 fb 4c 2d 62 d1 fd a6 de a3 Oc 96 f2 5b ¢7 11 €0 01 72
3ff6 e3 ca 7f ff 00 71 el 7f 2d be cf da 61 e6 00 5a ff 00 67 7d c3 b7 4d df 33 db b5 18 36 91 a8 93 9f Oa 15 c4 64 ff 00 3f
8a d5 8d b6 53 ea fd a5 3c 92 03 be dd de 7d 5b c7 69 32 a0 42 41 4e e5 1b 51 c8 fe 6e 26 94 18 cf 05 2b b5 3b 29 9e e3
96 Oc 4b dd c4 da 5d ¢7 17 79 9d 94 75 bc 84 80 a6 bc 97 8e 3d Oc 78 b7 55 b8 8e c4 86 a4 be €6 fa el Ob fd 6e b6 89 74
b3 3c 6¢ 06 6d 4a 6a 6f bb 2¢c 45 71 a7 1b 62 7b 19 4e 59 65 a6 e2 bl c2 1a 00 c8 ca 6a 8e 2a 4b 1a f0 f3 38 59 31 ce 8f
da 4c 1b 17 a7 7a 48 a0 bb 2a 49 cc 00 4d 01

Data Raw: a7 48 4b ea b1 9b 4b 89 ad 6f 1a 98 ca ca d4 07 2c c9 39 53 3f 86 38 ac f5 d0 de 91 06 50 6 ed b4 1b 8a de
42 d2 b9 61 42 1580 4a 0c c7 3a e5 f9 71 d9 fd cd ad 4d ae 3f e4 2f 2d 72 27 bb 7b 71 77 a8 7b 13 4a €9 11 22 aa 94 50
48 35 cc f1 38 9¢ 3d 57 94 e5 24 df 78 6¢ 31 37 ff 00 68 5b df 5b 20 96 ea e6 46 84 fa 51 81 2c 68 32 3e 5c¢ f1 e8 74 dd 6b
a5 9c 56 ab 77 69 95 92 45 c¢7 63 b2 da fb 72 c5 14 d7 Oe 73 Oa c3 25 af a8 90 29 9e 55 d2 71 1f dc 5b 24 a6 d5 41 {7 14
ef 9e ce 1b b0 81 2c 6f 0d 9a 44 dd c1 12 47 51 a8 {3 26 al ab 8b e9 fa ef 2a 5d eb be 7c 3b 9b f4 45 c2 3a 6d bf 61 b5
b0 71 72 83 55 d1 1d 72 70 d4 4f 13 4f 3c 79 59 7a 9b 64 5b 5f c3 d9 d8 6f 0a 0d 13 Oa 76 fa 94 16 3c 6b 9f dd 8e 5d ce
4c e0 09 8d dc 73 28 85 40 87 3d 4c 5b 33 f0 03 1b ad

Data Ascii: HKK0,9S?8PBaBJ:qM?/-r'{qw{J"PH58=W$xI17h[[ FQ,h2>\tkVwiEcrs%)Uq[$A,0DGQ&*]|;E:maqrurpOO<
yYzd[_ov<k]Ls(@=L[3

Data Raw: 8e €3 50 b6 5¢ 3e 23 1b 78 55 {7 35 fc a0 ad a0 5f d2 4f 3d b8 8a e2 56 90 64 49 0d a4 31 1f Oe 5e 58 c3 7a
ad a5 28 fb 4d 34 7a 03 db ec df 47 33 cd 19 6e bl 4a 12 69 8d 6d 9f 7a 87 c8 16 38 2f 8e c2 dc b9 26 2d 26 83 33 51 5f
2c b1 9b c8 e3 89 50 5e 16 1b 54 36 d6 f4 5¢ 8d 14 70 cf 8f 9f 1c 67 ad 9e e6 12 64 d9 3d e4 6b 2a 5d b3 48 ba 99 86 98
f4 e5 f8 73 fd f8 ec c8 aa el d7 4f 6f da 73 c3 09 db 66 93 70 81 25 68 5e 03 4a 80 d9 71 ff 00 19 e3 2¢ b5 54 71 2a c0 90
5c b7 c2 d9 c4 72 12 c4 fe 11 97 df 8¢ 56 3d ca 51 aa b4 14 6e 3b 49 dc d4 34 72 b4 24 90 43 2a e7 51 98 ad 71 a6 2c de
5f 15 b8 d9 d7 71 76 df b3 cf 65 29 73 73 24 ab a6 81 5e 87 ed af 1c 46 4c ca ea 36 a5 ea 2e b8 e3 50 b8 84 aa ad de 2a
5¢ 92 40 5f c3 cb ed c6 36 8e 45 08 87 90 a8 50 29 f3

Data Ascii: P\>#xU5_0=VdI1"Xz(M4zG3nJimz8/&-&3Q_,P T6\pgd=k*|HsOosfp%h”Jq, Tq*\rvV=Qn;|4r$C*Qq,_qve)ss
$"FL6.P\@_6EP)
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kBytes

Timestamp transferred Direction
2022-04-08 08:02:44 UTC 5941 IN
2022-04-08 08:02:44 UTC 5957 IN
2022-04-08 08:02:44 UTC 5965 IN
2022-04-08 08:02:44 UTC 5973 IN
2022-04-08 08:02:44 UTC 5989 IN
2022-04-08 08:02:44 UTC 6005 IN
2022-04-08 08:02:44 UTC 6013 IN
2022-04-08 08:02:44 UTC 6029 IN
2022-04-08 08:02:44 UTC 6045 IN
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Data

Data Raw: 4a c5 9a bb 83 a5 7a 6a 68 33 ad 72 c6 69 4e bd 84 da d2 64 5f 6d 92 5e 2c d6 d7 65 e4 82 58 c4 5a 01 55 cb
3c f2 cc 1c f1 d7 8f 2a a4 5a b0 9a 7b a7 56 73 ed 6¢ ba ca cc d8 59 ad a4 48 18 28 0a a9 2b 06 34 1e 19 72 c4 64 be fb
6e 7e fa a3 65 46 91 9b b4 cb b9 c5 33 1b f3 Oc 48 ee 69 al 96 a3 e5 58 f2 ca 94 f2 19 9a 67 8e ac d5 c6 d7 82 5e 9c d3
fe a2 12 68 de 7b bc f4 32 90 07 3a 71 03 1e 72 a7 30 b5 88 47 3a 2b ea 56 d5 52 2a b4 15 a7 2c f1 4e ae Oc d1 5d c5 db
c5 1b 34 0b 57 e2 aa 5¢ dO f8 d4 fO 1f b7 15 5a 26 5 fb 8b 6¢ c6 f6 d4 fb ab db 1b 6d e8 00 e4 b1l 57 57 5e a5 24 90 32
cc 1f 2¢ 77 75 75 c6 ad bb 17 ba 1f 12 2b d8 74 11 bc 69 58 a3 51 a7 55 0f 01 f7 0a 67 8f 35 a6 f5 66 b5 2b b9 91 21 84
8109 91 86 61 00 51 5c¢ fc 3a 46 58 aa 26 df 18 ef d4 6d

Data Ascii: Jzjh3riNd_m”,eXZU<*Z{VslYH(+4rdn~eF3HiXg"h{2:qr0G:+VR* NJ4AW\Z&ImWW"$2, wuu+tiXQUg5f+!aQ\:FX&m

Data Raw: 8f fd b6 52 28 64 ad 08 a7 1c b0 al 1a 20 0f 71 6d bl 5¢ 59 7d 2d f4 f2 34 d2 35 7b de 14 f9 44 7c 4f el e3 c7
ab 1le ae 1b 46 a6 89 9e 79 7d ec dd fe d4 bc d3 a0 10 84 d6 19 bd 4d c9 7a 45 5b 51 3c 31 ea d7 25 5a 19 8d 16 e5 a9
43 b0 22 6a e6 49 e3 fc 6b 5¢c 3b 63 82 4f 45 da b7 18 2f ac fb dO 74 02 b9 90 29 56 02 94 35 e3 4c 7c be 7c 6e b7 87 db
6 10 ce 1f 7d 74 8e e6 3b a7 65 11 13 a6 80 75 02 28 4f c7 le f7 4e 9b ab aa e2 52 01 df 67 ed 2a b2 4d a8 38 cc Oc b2
e55c 74 74 f5 9e 2b 80 d2 93 ff d4 e5 56 ea c2 e8 46 le 31 de 6a 1a 32 12 45 41 e3 ¢8 70 c7 e0 ee 97 ac c3 d3 d6 78 ee
c4 45 d4 cb 73 24 4f 6e 59 32 d3 46 c8 65 98 35 c3 d8 b6 a6 9f d8 34 cc dd ca c7 77 bc bb 8d ec ee 23 8a da 33 57 8c e6
49 a6 4a 39 52 b9 e3 ab 16 4c 74 ab 56 4d d9 fO b1 0d 8d

Data Ascii: R(d gm\Y}-45{D|OFy}MzE[Q<1%ZC"jIk\;cOE/t)V5L ||n}t;eu(ONRg*M8\tt+VF1j2EApXES$SONnY 2Fe54w#3W
1J9RLVM

Data Raw: ea d0 01 39 00 70 5d d5 57 47 ea 5c fb 24 b5 50 d3 Ob 5a 28 61 ea 5a €9 51 5d 35 f3 03 2f 85 06 30 dd b8 d1
d4 8d b6 e7 79 2¢c 67 eb 07 ea 92 42 f6 c1 2c 72 f3 cb 33 87 6¢ 55 4f c3 ¢3 bf 81 9e d2 8b 3d d6 e4 c6 60 ba 01 66 4a 39
42 4d 51 75 7c dc b2 1e 9f 1c 69 7c 35 99 af 07 a4 fd 4e 39 Oa Ob 25 6b db eb 98 ae ed 27 66 b7 44 65 35 1d 34 3c 8d 73
d5f7 e2 52 ad 2a eb 65 e2 91 31 43 24 d2 5c 1e fa ea af a5 8b 06 cc 71 01 69 96 Ob 24 96 9f b0 80 7d c2 Ob 1d c5 fe 92
6 36 76 75 a9 a8 e9 14 39 02 c3 9f 3c b1 a6 2b 5f 1f 8a 8e 23 de 54 04 41 1d bd ad 98 fa 56 0f Oc 64 Oa 33 d2 94 34 26
a7 f0 8c 65 67 6b 5b c5 c5 7 09 al 86 el 3d c¢7 72 58 e3 05 54 74 3d 75 06 fe 5¢ 3f 29 56 13 7e b5 c2 08 68 cb 6b df 72
22 8a da c6 54 01 56 d6 09 62 5b 86 79 53 ff 00 6e 3b 36

Data Ascii: 9p]WG\$PZ(aZQ]5/0y,gB,r3lUO="fJ9BMQul|i|5N9%k'fDe54<sR*e1C$\qi$}6vud<+_ #TAVd34&egk[=rXTt=
u\?)V~hkr'TVb[ySn;6

Data Raw: 3a 3e 55 ¢7 55 2e f2 cd 68 d6 24 bb f9 be fe f2 bd 46 a4 bb 8b ¢7 03 5d d2 77 b7 55 e9 82 38 80 1d 59 54 05
1a83fc 71 ¢c6 bl 4b db el 56 e7 6b 3f df 1b 46 43 64 db 85 a5 b2 10 2e 12 dc ad 5b b8 47 75 5b d2 ab 90 07 21 e2 3e 38
ac f9 77 59 fc 2e dd df 07 78 71 05 b9 f6 7c 57 11 76 a4 bd bb d2 ae ed db 47 5a 93 f3 2e b2 bc f9 e3 6a 75 ae ae 55 69
cl 6a d3 7 ed 91 87 6d bb 56 dd 60 7b 50 4d 22 c8 28 34 97 aa e7 c9 b2 1a bl cf 97 35 ef ab 4a 3d 5e 90 66 d9 75 d2 db
d5 cc aa b5 0a al 8d 05 40 63 4c 9b 8a 54 78 62 29 bb 48 f4 8f bc 24 ae cd 60 ba 84 22 cd 24 91 2f 18 ¢8 34 03 f0 f0 19
03 e7 8a bb 75 73 09 3e df c4 53 04 99 42 49 70 7b 4a bl 20 5e d1 2c 2b 50 09 62 00 cc 71 c2 4e 52 d7 57 3b bf 01 c8 Oe
e3 bd d8 44 ff 00 53 b9 46 bd Oa Oa 48 6a fa 1b f0 83 ea

Data Ascii: :>UU.h$FJwU8YTgKVk?FCd.[Gu[!>8wY .xq|WVGZ.juUijmV {PM"(45J="fu@cLTxb)H$ "$/4us>SBIp{J "+
PbgNRW;DSFH;j

Data Raw: Of fe 2c cf 64 19 1e df f7 84 d7 d3 ac f7 7a fb 4f 2b c¢3 1b f6 ca al dO de 20 37 51 5c a8 74 d3 1d bd 4f 42 a8 a2
bc 52 56 b2 9f 17 89 Ob 6¢ 30 cb cf af 79 5e e2 c9 01 95 7a 9e ac 33 40 c4 ac 7c 4f 54 98 c7 1e c4 b6 d9 e9 cb d7 ce de
aa 88 d6 b0 99 f7 38 04 c6 3a 2d Oe b4 9a 31 5d 40 00 28 4d 45 17 c¢7 9e 38 b2 55 63 71 3e a7 56 69 10 01 2d fe ef 38 93
45 a4 69 3f aa 2e e0 56 8¢ d0 69 00 48 2b 43 c1 b3 a7 f0 c7 42 c7 8d 44 d9 b5 {3 6d 95 6e df 84 36 18 d0 ec 77 c6 73 71
bb dd a6 99 50 47 58 ¢3 00 1b 25 f9 fa 6b c2 9a 47 ec c7 7d ba 8a 44 63 af 07 3a c7 fc 7f 13 16 al 8a 7 71 b2 da 2e 6d
ac 0a a3 5a 39 62 65 64 3a 04 a4 8d 1a 9a 9a 57 3c 7 ee cl 4c 56 cb 5b 5f e6 5f 2¢ f8 b6 73 ef 65 9a 36 96 97 4a a2 db
70 bb 57 69 Oc 8b 18 56 a0 64 39 8a e6 7e la 54 e6

Data Ascii: ,dzO+ 7Q\tOBRVI0y"z3@|0T8:-1]@(ME8Ucq>Vi-8Ei?.ViH+CBDmMn6wsqPGX%kG}Dc:q.mZ9%bed:W<LV[__,se
6JpWivdo~T

Data Raw: 8e c5 20 de a5 49 a4 77 aa 2a a9 62 84 1e 23 f0 e9 f0 el 5f db 8f 43 a5 c5 93 27 ff 00 3a b5 58 d6 74 dc 74 63
76 9d 0d 3b 3d f2 Ob b4 06 aa 92 81 d7 18 24 d2 bc Oe 5d 3a 79 7c 71 8e 55 91 68 db 75 ed 37 b6 5b ae 2c e7 77 0d ee
ce de fa 2b 2b d8 02 c0 d1 d6 36 7d 64 b3 21 39 8e 1c c8 af d9 8e cc 5d 3d ad 47 6a 3d 67 58 8e 16 38 8d cf eb 56 72 a3
a2 36 45 0a a9 d5 93 13 97 4d 48 6f 81 18 f3 fc 8b 27 2f b7 b3 87 ac 93 31 e6 bl db 5d 6¢ b6 fd 46 76 ea 08 d2 0f 57 cb
52 4f 3c b3 6f €5 ¢7 5a ad f2 2d d7 el db le f1 d5 49 0d cb dc 17 fe de 22 6d c5 25 78 98 92 4a a9 31 a3 0a d5 58 80 cd
f9 7c Ob Oa e3 4c 5d 1d 73 af 04 7f c9 fd c8 df ca 6f 80 46 d3 ee a4 dd d1 2e al 78 64 Oe e7 49 77 d1 a6 be a5 15 00 f4
53 3a e6 d8 e7 cd d1 f9 4f 6b 4d 47 62 dd ea 7e d3 17 56

Data Ascii: Iw*b#_C":Xttcv;=$]:y|qUhu7[,w++6}d!9]=Gj=gX8Vr6EMH0'/1]IFVWRO<0Z-I"m%xJ1X|L]soF.xdIwS:OkMGb~V

Data Raw: 90 3d 34 20 01 74 aa 8e ac c8 2a d9 9c b9 el db 2e f4 d5 ac bb 5f 1d 5f dc 26 ¢7 db 92 c4 ea 78 22 41 21 67
Oc aa 46 87 91 69 53 c3 87 ec a8 f4 e0 ca ef c1 b7 1a 7e a5 51 cb 34 2f 1b bf 02 2b 84 ec d3 49 53 91 a9 19 e7 €9 66 2d
c2 9f 2f 9e 39 a8 al b8 99 f4 f6 a5 02 65 3f 57 18 97 b3 7b 00 56 3d 2a 09 c9 f2 a9 cc fa 8d 28 33 el 8b d8 e2 6a ff 00 77
ec 04 8b 2e 6e 9e c5 0c 81 59 c8 24 a2 c4 00 27 2¢ 86 5¢ 7f e6 c4 d2 9b dc 70 ed dc 33 2a 1d d2 2d ed 96 49 63 9c c2 73
123120 al 19 95 cf 30 7a 7a 94 7c 31 d7 6c¢ 2f Oe 89 d6 7e 9f ab d2 78 89 9a db 8b c5 70 8d 1d 8a 83 38 5a ad 05 28 58
74 d7 3e 34 35 c7 le 24 ea €6 fc 04 c0 12 d3 74 b4 ed 98 €3 59 ae 0a 84 69 8b 00 d4 1c 6a Of cb fO c7 4b be 3b 4c bd b5
e2 aa 34 a4 b6 dO 4d 6b 4b 44 8d 1e dd 57 2a 12 cc 18

Data Ascii: =4 t*.__&x"AlgFiS~Q4/+ISf-/9e?W{V=*(3jw.nY$',\p3*-Ics1 0zz|1l/~xp8Z(Xt>45$tYijK;LAMKKDW*

Data Raw: 03 13 42 45 2b 9d 7e de 1c 71 d4 e8 ef 0f da 55 9¢ 90 b7 8a 22 b1 fd 2d 12 32 72 55 35 71 5a 36 5¢ b2 18 ab
37 ae ed 5f d8 44 9b 1b 8e e7 10 b4 67 91 b4 46 a4 0d 54 01 8a 8e 3c bc 78 €3 87 16 27 bb 4d 5f d8 20 18 2f ec ef ed 40
12 3c 8a 8a 08 2c 2a 08 a7 a4 72 fe 62 33 ¢7 45 b1 da 96 e0 97 a7 1f d8 36 cb 6d 84 37 f0 Of a6 91 c1 27 49 36 €6 9c 07
03 f2 a8 35 ch 2c 4d a6 8f c4 97 f3 93 25 32 ¢5 69 34 c5 5e Oe e4 b6 a7 5a ae 91 9b 81 93 50 64 4f fc 31 69 d9 2d 1c 2b
e9 fc bd 81 2¢c 94 2b b8 de 48 b3 5e db a2 5b 04 04 46 e0 31 0d ea a9 ce 8a 39 d7 Oa ce 94 51 56 dd a7 8a 09 2a 8a ea
e4 54 36 99 25 3d 4d a2 8f 5a 01 c3 85 Oe 2d d2 be a5 df el 3d 4e 99 2b 71 Oc bc b6 89 20 fa 89 0a e9 03 35 6f db 42 b4
fb 9 63 0a 5d b7 0b d3 de 61 96 24 ae f2 68 60 8e 3b 08 e5

Data Ascii: BE+~qU"-2rU5qZ6\7_DgFT<x'M_ /@<,*rb3E6m7'165,M%2i4"ZPdO1i-+,+HA\[F19QV*T6%=MZ-=N+q 50Bc]a
$h;

Data Raw: bf f2 39 35 aa 8b 2e db 23 44 74 92 d9 5a b5 81 92 64 d1 08 1d 41 d8 64 06 59 fc 71 e5 ac 96 df Ob 57 dc 5b
66 5d df b7 ed de e5 77 Oe d8 92 68 cO ed 84 e9 a9 a6 40 91 d3 4f 8e 3a €9 d4 bd bb 26 13 f8 a7 52 60 02 7b 9d f1 1c 2¢c
51 a9 55 7e e0 15 07 80 35 43 4f 1a e5 8e 9a d3 13 5a be 5b 7f 78 b6 84 1b dd da 58 43 40 04 12 d2 ba 19 6a 4b 7e 12
78 0c b8 79 63 25 8f 1a 7a f8 97 6¢ 84 1b f6 d7 b7 9d b0 6e 42 06 7c 98 Oe 59 79 65 8f 3a f8 eb 3e 19 d0 20 6d 16 c2 26
49 4f 74 93 4a b8 d4 28 3e 5f 01 82 6d 32 b4 f5 1a ec 66 76 f1 65 15 f4 42 c2 da b0 92 b9 ba 67 f0 40 be 78 ea c1 91 d1
ef b7 8b b9 ff 00 ba 46 8 cb 6d 76 18 76 6b 54 84 c8 42 04 eb Oc 43 19 1a 99 f1 el e4 31 17 ea 5e 5b 37 1c ff 00 a4 c8
84 db 70 dd ec 92 56 99 91 06 6¢ e8 69 55 35 1a 4d 6b a4 00

Data Ascii: 95.#DtZdAdYgqW[flwh@O:&R{,QU~5COZ[xXC@jK~xyc%zInB|Yye:> m&IOtI(>_m2fveBg@xFmvv
KTBC17[7pVIiUSMK
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kBytes

Timestamp transferred Direction
2022-04-08 08:02:44 UTC 6053 IN
2022-04-08 08:02:44 UTC 6069 IN
2022-04-08 08:02:44 UTC 6085 IN
2022-04-08 08:02:44 UTC 6092 IN
2022-04-08 08:02:44 UTC 6100 IN
2022-04-08 08:02:44 UTC 6116 IN
2022-04-08 08:02:44 UTC 6132 IN
2022-04-08 08:02:44 UTC 6140 IN
2022-04-08 08:02:44 UTC 6156 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 66 83 87 f3 63 a9 7f 8a 71 2d af 16 b5 Ob d9 b3 67 6d dc 8f d1 47 70 ec 1a 46 Ob a5 69 cf 80 14 f1 al cf 1c 19
71 78 9a 5¢ Oc 95 cc c8 ee 6f a0 €9 dc 20 0f 22 55 82 46 09 2e 1a b9 16 f4 8a 1a 63 ad d2 8f e0 7a 76 db e5 2e 24 13 fa
85 ed a4 d1 49 05 b1 b7 05 c3 c8 af 4e b1 el 5e 5f 7e 36 f2 ab 64 d3 b6 ed 21 47 ca 48 64 3b a3 b5 9a dd 38 7a 06 fd 35
0336 a0 d3 53 e5 d5 f6 63 Ob 61 f1 6d 51 f9 8¢ 7 39 34 el de 77 09 e3 12 34 54 a3 fO 6¢ 8b f1 24 28 fe 38 e4 b6 0a 27
13 ff 00 88 e4 c8 be f7 3e f1 6d 23 47 0d 94 93 28 15 8c al a8 24 8c {5 1e 54 cb 1d d8 fa 4c 56 52 ec ab db 25 aa c9 Ob
bd 96 fb 73 fd 73 77 4 b3 14 47 ed 36 65 03 65 c4 le af 9a 98 74 cf 4c 7a 6d de a5 ad df 51 94 84 ed 5e dd b8 d9 ed 5
19 0d e7 27 67 15 34 19 69 a6 32 cd d4 ac af 86 ce cl

Data Ascii: fcg-gmGpFigx\o "UF.czv.$IN®_~6d!GHd;8256ScamQ94w4TI$(8'>m#G($TLVRY%sswG6eetLzmQ'g4i2

Data Raw: c1 94 ac 01 e5 4a b6 9a 6a 7e 9e 58 de 9d 1d e8 e2 cb 6e bf 15 be 0f d9 dd a9 8b a3 16 cd 6b 1f b7 52 60 2f
4b d9 b0 Oe a3 4b b4 bl 7c c¢5 5b 92 e4 7f 9b 06 7b bc ed 78 7c 5¢ 38 ad 97 e4 5d 54 83 6e 7 fb 88 bf b3 bc d9 a3 79 ed
1c b2 b3 66 68 5c 85 2c da 8e b1 d3 f3 0f dd 8d 70 e3 a6 cb 57 2b 55 b7 fd 7b 23 c2 56 ce d3 7c 6e 49 3c cf 05 bd c7 77
40 Oc da 68 c4 02 4a f2 f0 d3 c6 be 18 f3 bc a6 94 b5 b7 d2 42 a9 30 1b bb e9 ee 14 a6 d9 1c 97 32 8a 80 d2 01 18 56 el
abac 12 40 f5 64 38 78 1c 74 53 1la ab 9c 8d 55 7e 5f 14 f7 68 5d b1 42 96 79 ee ef ed 9f 77 5d 3c 91 ed 17 3f 59 Oc ef fa
cd 15 05 1f dO fa c9 cc fe 5¢ 7d 2e Oe af a6 ac 3c 95 d8 ea bc 3b be 9f 8a bb 4e 3a a4 76 9e d6 1e e3 b6 db a3 db ae 21
11 49 1a 94 a9 7c f2 39 10 45 69 f0 39 63 c2 ea fc 8b

Data Ascii: Jj~XnkR/KK|[{x|\8] Tnyfh\,pW+U{#V|nl<w@hJB02V@d8xtSU~_h]Byw]<?Y\}.<;N:V!l|9Ei9c

Data Raw: b6 87 2f b8 fb 6b 6b 96 eb b1 b8 5e b9 b8 a2 48 Ob 05 a0 34 2b d0 d9 e9 e3 a9 80 cb d3 5¢ 7a f8 ba bc 8a b3
4a ad ba d7 9f fa 97 d9 ef 31 6d 23 7a 28 a0 8d 16 da 2b 96 99 d4 28 66 ee 50 8f c3 aa 94 39 ff 00 2e 3c €6 db 7b 9d 76

fb Oe ba 39 Ob 5b 06 b4 8d 9d 65 16 f9 75 c8 68 4e 5¢c db 51 fd b8 c3 cc dc f8 6e ec 46 59 5d 63 4d 4c 7b 15 b2 17 34 46
69 2e 1c b1 97 ba 03 31 20 00 19 80 a2 e6 29 90 1e ae 38 ee c9 bb 6e ba 55 46 dd ba 2f 61 85 6d 3a 1a 52 5a dc c7 2a

dc 6d b1 ¢3 19 53 57 77 8d 09 20 fa 85 47 56 7f cc b8 e5 57 ab 51 76 df 62 4d fb 0d 1d 4b 92 e2 e6 f4 b4 ed 29 78 50 35

4c 2a 10 1d 39 15 39 d5 ab f9 7e fc 66 eb 5a 69 10 df d5 e2 6 ff 00 12 Oe 6e eb df 2d Oc 6e 97 f6 ef da Oe 34 e4 f1 9d 01
bc 72 a5 38 d3 1e a5 3f ¢7 cb 5b 1a 98 ee b7 8a Oc 93 86

Data Ascii: /kk*"H4+\zJ1m#z(+(fP9.<{v9[euhN\QnFY]cML{4Fi.1 )8nUF/am:RZ*mSWw GVWQVbMK)xP5L*99~fZin-n4r87?[

Data Raw: a8 a5 46 3a 30 e7 be 34 9a 55 d9 5e Oe 3f 7e €3 37 54 53 27 b4 6e a7 96 16 b8 9f 4b 40 75 23 b6 91 27 Oa la
b0 03 50 af 88 3 8b 5d 6d 52 70 be 2e 2b 5d be e2 2b 44 75 09 Ob 5c 74 3a c6 c8 4f 51 8f 89 3f b3 1e 4b b6 dd 54 fb 4d
5c¢ 15 ¢9 b7 15 7e e4 6e 16 30 29 40 49 5¢ 87 03 4c b2 8 62 96 5d 21 f1 21 24 0f 25 a5 a4 d2 bf 79 f5 ca 3d 40 d0 52 bc
3 €5 8d 15 ec 92 8e 07 3d d2 e4 34 52 db ed 91 84 ef 4f 1a d0 85 d4 ba 4 fc 0d 29 4f Oc 36 ad 91 cc 55 ff 00 a4 2b 78 0f
8e 5b 8b 94 3f 4d 29 d4 1b d5 a0 1a 8f 81 €9 18 €7 75 55 f8 97 b2 4e 87 5d 25 8c d0 98 63 d6 e5 98 82 4b 30 d5 99 34
2001 cc 71 cO ad 2e 10 ab 64 ca a7 b6 12 4e 1c 4d 32 3d 6a 15 5b 26 a7 2d 3f c2 9f cd 8b ad al 70 ab f6 7e 25 c2 21 b8
d8 ch 32 56 d1 44 37 64 9d 2e cb ad c7 c0 d3 ef 18 ac 59

Data Ascii: F:04UN?~7TS'nK@u#P]JmRp.+]+Du\t: OQ?KTM\~n0) @I\Lb]!!$%y=@R=4R0O)O06U+x[?M)uUN]%cK04 q.dNM2=
j[&-?p~%!2VD7d.Y

Data Raw: f1 cd 1f cd b6 af 7e fe e7 f8 7d e0 92 5c 4e c2 5d e2 2b 65 54 bd 68 92 e4 95 Oc 8a f4 56 24 d7 a4 7c b5 el d5
d3 8f 11 60 76 d6 b2 eb ae bl aa fd a5 bb 4a 39 cd e3 dd 1b be d9 30 fe 9f 01 99 dc 17 aa 80 c9 91 a0 51 4c ff 00 ea 2d
f9 71 ea 60 €9 31 e4 5e 37 b7 97 65 bd 66 30 17 61 ee ad d2 e2 75 b5 bb 86 4b 63 22 2b 24 9d a2 54 b5 2a 43 50 65 ab
fO f1 c¢6 19 3a 3c 75 5b aa d5 al ea a4 aa 9b 56 56 64 21 85 9a a3 a9 99 5d 83 13 52 49 26 9c 2a 49 cb 6 63 83 25 5 9of
bb 43 b2 97 da 01 bf 16 68 12 3b 7d 31 3c 40 b2 2a 95 a6 7d 3a 89 e3 a4 d4 af 48 c7 4f 4f c5 bb 6b 3c 78 fa €3 d7 cf 53
9a cd b6 65 cb bf d9 de dd 7f 4f 43 3c 33 05 59 04 91 29 d3 ab c1 b2 26 8b cf c7 1d 8b a6 b5 2b bd ed b2 d5 6d b7 18 12
c6 cd 16 8f 7c 90 2a c6 d1 84 al f9 a8 cc 7f 19 a0 d4 3f

Data Ascii: ~)\N]+eThV$|'vJ90QL-q 1"7ef0auKc"+$T*CPe:<u[VVd!]RI&*Ic%Ch;}1<@*}:HOOk<xSeOC<3Y)&+m|[*?

Data Raw: 21 a9 Oa 73 20 ea 1e 1e 58 e5 cd 9a 8b 5¢ 4d d5 3e 4f b4 ba 63 4b 8b 36 a3 b7 83 6d 8c 2c 7a 63 56 60 a8 ab
c2 a7 80 cf 81 38 f3 9d 9e 47 ae a5 ee 4b 41 dd 6e 28 18 90 d9 f8 95 1f f4 fa 80 f0 e7 cf 02 8f 4d 7e f1 ec 4f 81 85 bb ec
17 fb bc a9 27 d5 3c 5a 08 28 a9 40 07 3f 00 41 3e 35 c7 al 87 a9 a6 24 d6 d4 e7 8c 98 bc 45 f6 e6 5d al 4d c5 e8 92 79
28 75 bc 6a e4 1a 66 32 63 42 df ca bd 58 ce d1 97 ¢3 58 af 73 8f 4f 78 ac a0 23 6f de 06 ed 29 89 12 58 58 80 ca 24 46
04 ab 03 43 40 28 2b f8 75 1a 7c d8 9c 9d 3f 95 c5 a7 de 99 b6 37 da 5f fd 3b 71 8d 81 92 51 2c 1a 74 94 ed 8e 07 e5 3¢
eb e7 cf 05 ad 8d 2d 38 fa d9 7b 6a b9 99 f7 52 ec d6 b7 90 d8 dc 43 17 7e 40 da 1b 42 e4 7f 07 02 75 37 1c 55 16 5b 55
de ad c2 ef 7e ff 00 52 39 ed 6a a7 06 e2 84 d0 53 al

Data Ascii: Is X\M>0OcK6m,zcV'8GKAn(M~O'<Z(@?A>5$E]My(ujf2cBXXsOx#0)XX$FC@(+u|?7_;qQ,t<-8{iIRC~@Bu7U[U
~R9jS

Data Raw: ab c3 fe 9e 64 43 66 a5 e4 88 e7 b2 81 64 6¢ aa 1a a6 a4 67 5e 86 5 c7 3c 72 51 35 ab d3 d3 bd 19 59 00 ed
db 0d a2 ¢7 2d ad cO 5e d4 84 97 ac 84 91 a8 92 72 d5 d0 ad a4 9c 87 db 8e 8c bd 45 a5 59 71 5c 34 fd de 28 11 9f b9 5d
6d 5b 1d 91 b9 d0 66 b3 8d c9 46 66 ff 00 e4 6e 2d 42 b9 d0 50 Oa 7d f8 e9 c5 4c 99 ad b6 76 d9 f1 5f 97 de 54 1c 65 87
b8 ad bd dc 60 b5 fa 85 b3 dc 44 85 96 5a 74 80 33 64 23 83 74 70 38 {7 72 74 b6 €9 66 d1 be 91 0 f3 fd 5e f2 5d 7b Oe
93 7a d9 a7 dc 61 07 ba b7 71 2e 96 Oc 94 2d a9 3d 21 29 a7 99 cc 1f el 8f 2f 06 75 8d fO d8 fb f8 6b c¢7 77 11 44 1b 37
7e db fe a3 69 a2 79 83 4d a7 4c 5d 5 14 8d a9 98 5f 2f 3¢ 70 d3 aa f2 ed 29 69 f3 6d 9 bd 62 4e Oc 7d 9a Of fc 5a 19 ef
6f 2e d2 e2 22 02 28 8a al 5b 4f 4b 97 a8 61 ab fc 78

Data Ascii: dCfdlg"<rQ5Y-"rEYq\4(Jm[fFfn-BP}Lv_Te DZt3d#tp8rtf\]{zaq.-=!)/ukwD7~iyML]_/<p)imbN}Zo."([OKax

Data Raw: 65 ea f1 7d 86 3c 78 95 49 bb 5d 59 33 c¢7 71 20 66 87 a9 ae 19 42 2b 03 c5 02 0f c1 f7 b7 8a f3 b5 86 b7 87
55 f1 7c 93 b9 fa f7 77 99 5f 43 96 ba {7 0f d6 dO 5e c6 03 2b 17 49 96 44 35 00 d5 64 Oa 7a 5a 35 f0 6e 38 f5 €9 d3 6¢ 8
1f 73 ab 4f db 59 fa 8c b6 b7 a8 66 df 6e 37 45 36 b1 5f 11 f4 ac 08 ed 05 5¢ c0 d2 48 a7 4b a9 fe 66 4f Oc 65 96 de 53 97
5f 8b ea 9b 7f 07 f6 9d b8 6b da 74 ed 67 1c bl a2 92 64 28 6a ba 99 94 Oe 59 8e 18 f2 55 9c €9 a4 fa 8f 41 51 10 79 el
b6 63 6f 15 bb bc 67 49 66 0a 19 6a 4d 38 71 24 71 c0 aa ed ab b2 39 af 57 25 ae ed 04 61 d0 48 7e 52 10 28 a0 f1 03 4f
ab ee ¢4 25 2e 1c 7b 7f 89 83 ¢7 3c 0a 23 b4 b5 23 bd 4a ca 79 cf 93 54 78 f0 27 fc 65 8d 1d ed c3 97 e4 25 e3 68 8b 59
5b 5f db ea 9b b3 32 f3 0a ad 40 c3 8e 95 39 0Of dd

Data Ascii: e}<xI]Y3q fB+U|w_C"+ID5dzZ5n8IsOYfn7E6_\HKfOeS_ktgd(jYUAQycoglfiM8g$qOW%aH~R (0% {<##JyTx
'e%hY[_2@9

Data Raw: 7c c6 8c 14 da fb 7e 12 44 16 f1 2c 73 2b 87 6a 08 f5 31 04 €9 a2 e9 02 aa 38 fe 1f 9a b8 d7 7e 67 c1 bd 22 3e
68 5d be f1 49 9b bb ef 5b 76 ca 90 59 59 20 86 d8 01 58 d5 01 03 2f 94 02 3a bc 7e c7 38 eb ¢3 82 f9 5b b5 de eb 76 cf
df dd fc 08 4c 1e 2d de 0d 92 2d 51 5c 47 75 4c e3 8d 63 Oa d5 2b ab a3 4d 00 d4 c7 37 fc 5e af Oc 68 f0 bc cf 54 e9 da
e7 4e 3f 37 fd 44 9c 95 43 ef 2a 5e 37 75 7b 64 b2 99 15 85 34 ¢6 17 36 24 11 cc ae 5e af ¢3 ¢7 17 6e 87 c3 a6 bf 4f 7d
a7 87 a7 b4 b3 6¢ 7b 96 c6 1b f9 a2 9f b8 22 dO 8e 83 4b 1a f0 2c 03 71 5e 23 5e a0 8b 41 9e 38 3f b5 bb a2 6a 26 5a 7c¢
3d 9f f8 f1 64 49 11 3d b8 93 fe cc 9d 0f 09 76 93 55 54 77 1b 2e 9f c2 05 7a e8 70 f6 b8 f1 72 b4 6d e7 el 5d bd bf 94 24
e7 65 f7 8c db 2d ed 2e 8b 7d 3b 06 51 20 45 ac 88

Data Ascii: |[~D,s+j18~g">h]I[vYY X/:~8[vL--Q\GuLc+M7~hTN?7DC* 7u{d46$"nO}{"K,q #"A8?j&Z|=dI=vUTw.zprm]$e-.};Q
E
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kBytes

Timestamp transferred Direction
2022-04-08 08:02:44 UTC 6172 IN
2022-04-08 08:02:44 UTC 6180 IN
2022-04-08 08:02:44 UTC 6196 IN
2022-04-08 08:02:44 UTC 6212 IN
2022-04-08 08:02:44 UTC 6220 IN
2022-04-08 08:02:44 UTC 6228 IN
2022-04-08 08:02:44 UTC 6244 IN
2022-04-08 08:02:44 UTC 6260 IN
2022-04-08 08:02:44 UTC 6267 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 2b 96 8c 7a f4 c5 81 5a 6e 9d 7f fe 1c 7e 3c 3f a7 da 63 06 85 be fb bf a5 b0 9e 74 45 b8 55 45 6d 47 5a 1a 00
b5 57 52 0a 97 39 9a e3 9a fd 3e 17 68 53 b7 5e eb 7f 4b fa 4d 76 c8 43 6f 5b 85 ba 03 1d aa 49 34 ac Ob 30 a5 51 47 a9
49 3e 3f 2d 31 92 c1 4b 3d 6¢ d2 5f 6b 36 4e d1 04 95 37 4d ba 1d 1b 5d ac 5a 24 60 cf dd 9d 89 05 b3 71 4e 7e 41 70 6e
€7 77 39 2c f4 d3 c3 5f €9 f4 65 5a ee ba 9b 13 5d b5 a4 41 a3 b5 69 a6 72 2a 0e a7 55 cb 3a 65 4c b8 63 85 57 7b 87 68
aa f5 21 2c 96 bl 54 6 fb ae e7 1f 6d dd e2 5e 25 63 24 31 a7 0a 39 al fe 18 aa db 1e 37 29 4f af fe a0 eb 20 57 5b 5c 3
ba 69 33 45 2a 1a e9 ea ad 40 c8 9c f4 33 7f 29 c7 55 2f b7 8a 4d 3f 4f d5 01 5 33 91 8f d8 5b d4 al e3 9e ed 91 fb 85
cc e4 bl 6f 25 2a b4 a7 db e9 e5 9e 3d 7b 7f 91 c4

Data Ascii: +zZn~<?ctEUEMGZWR9>hS"KMvCo[l40QGI>?-1K=I_k6N7M]Z$ gN~Apnw9,_eZ]Air*U:eLcW{h!, Tm"%c$197)
O WNIBE*@3)U/M?03[0%*={

Data Raw: ee 1b 7d 3f 71 d3 5a c2 27 35 bd 96 el 09 89 2e 04 33 5¢ 75 23 16 eb 24 fe 60 32 39 50 7f cb 89 ad ad 47 31
b9 57 8f d3 ee 3b 9b 51 07 99 cf fd a0 df a4 dc 3b 97 17 a0 al 24 ab 9d 7a 94 56 b9 9e 04 52 ba 85 73 c7 d5 d7 fc de 15
48 ad 7d 9a 6a 72 5a 91 a9 dd da ec 9b 4e d5 75 Oa cf 3c b7 52 35 02 23 75 20 a0 ff 00 71 d4 8f b5 59 b5 69 f4 ae 3e 7a
fd 46 4c 95 70 95 3b 7e af d3 5f dd 07 33 6d 81 6e 12 5f 49 6b 25 fe cf 66 ad 23 36 89 04 a4 80 c9 c8 47 9a a6 9a f5 la fl
3e 3c 31 be 25 45 65 4c b6 d2 25 6d e5 6f cd c6 d2 25 5e d3 6a d3 70 ba b4 8a 38 6f 47 65 dc aa 2a 46 51 b4 d4 56 8d
a348 04 91 97 2f 3c 70 5f 15 6¢ db a7 8b 9c b9 d7 d5 21 a7 23 40 34 c2 39 1e 59 16 25 08 74 b8 ab 1a 93 4c 85 7f c3 63
9a 14 a4 94 {7 1a 49 85 bb 5e 6e 1b 4f fd ed b5 db dd cO

Data Ascii: }2gZ'5.3\u#$ 29PG1W;Q;$zVRsH}jrZNu<R5#u qYi>zFLp;~_3mn_Ilk%f#6G><1%EelL%mo%"\jp8oGe*FQVH/<p
_#@49Y%tLcl"nO

Data Raw: d8 al 17 db d1 b6 37 ac 46 96 84 12 57 3c 94 9a 02 4d 32 06 bc 2b 8a a7 4f e6 3d 98 e7 6f 7b 38 b2 d3 6f 03
a6 b4 de ad 7b 4f 35 a4 a7 49 a3 16 20 b2 82 e2 88 b5 3e 0d 42 40 2b a7 e6 c7 8d 6¢ 16 4d 2b 2f f8 bf Of 16 73 2b 43 24
91 6e f7 b2 98 d3 71 26 43 92 45 6d 6¢ 4b 12 38 €8 cf a8 9a 7e 6d 29 9e 37 ab a5 b4 f2 f7 77 da c¢7 a5 5b 2b 1d 6d 9f f6
db de 17 30 23 ed 56 d3 c8 cc 85 c5 ¢5 ¢5 42 1a Oe 65 80 5e 3e 1le ae 14 c7 4d 7a 7b 64 f9 1d 6a fd 9a 1b ed 76 50 8e 52
3d e5 ec 67 3b 6d fe el 6d 2e e6 80 a3 ¢5 90 1a c5 7a 43 03 ea f2 39 57 1c d6 e9 ed 47 ba b4 b5 6b 3c 78 98 2b 3a b8
07 9acf 70 b9 b9 48 d2 78 8b 1e a3 18 50 c5 80 1f 8d 6b 4d 1f 8b 11 e6 d1 27 66 9f ea 98 ff 00 4f 79 39 2b 3a 98 c¢7 d9
db bd dd d3 5d 77 e0 37 25 d8 92 8c 5d Oc 40 74 86 8b a6 ae

Data Ascii: 7TFW<M2+0=0{80{05! >B@+IM+/s+C$nq&CEmIK8~m)7w[+m0#VBe >Mz{djvPR=g;mm.zCOWGKk<x+:
pHXPKM'fOy9+:]w7%)] @t

Data Raw: 95 e8 ba 56 4d 6a 34 8f d9 8d d6 64 d6 dd 2b 1d db 78 95 b9 30 0d fd e4 d9 2d 7e be el 34 97 05 11 a9 92 16
19 55 98 65 5f ch 8e 9e 99 2c¢ d6 d8 9f 0d 5f 7c 77 1c f9 16 ee 07 37 ed cf ee 44 b7 48 9b 72 b2 42 ec c0 76 ca e4 49 1le
a5 6a f0 e9 el 8f 53 aa ff 00 16 aa dd f5 b7 7c 93 8a 9a ea 76 f1 c3 73 7a ed 29 4d 35 15 60 1c 00 7c 48 ce a3 ec c7 85
7b d6 ba 7e 07 56 6b 42 80 05 bb 86 Ob 88 €6 bd 92 74 81 2a 49 03 25 e4 56 9c 58 9c 6e e8 da 6a aa b2 72 aa b5 c0 b5
€6 b4 dd 23 d1 61 ad ed 88 23 55 08 3¢ 78 83 c4 78 62 55 6f 8d 8 be 23 ba 89 b5 a9 8b 0f b3 54 5d b5 {7 76 59 55 89 d6
94 d3 a4 57 8a 95 f4 b0 f1 8 e3 be fd 6¢c 57 64 25 d8 ff 00 69 cb 92 8a a6 f4 17 7b 3c a8 05 b3 1d Oa 3a 84 55 20 72 e2 4f
Oc 79 b6 a6 44 fc 5f ea 1e 3b be 65 bd 9d bf 37 b7 62 b7

Data Ascii: VMj4d+x0-~4Ue_,_|w7DHrBVIjS|vsz)M5’|H{~VKkBt*1%VXnjr#a#U<xxbUo#T]vY UWIWd%i{<:U rOyD_;e7b

Data Raw: 23 ba ab 42 83 b0 5b bd dO bd ab 3b a9 c8 19 08 51 el 90 fd d8 ec dc d5 76 €9 ee 1e d4 1b 75 bb 5b ed 28 66
b8 99 2a 54 d3 2a 8a 8 fc 06 3c ef ed ed 77 09 1c 7d 44 ae 06 2c 37 b7 32 4a db 9c d2 44 b6 a2 8c 80 3e a5 91 a9 91 6a
Oc 97 2a d6 bd 38 eb b6 3a a5 e5 a4 f7 73 d3 5a a3 ¢8 6e 0d cb 5b 98 77 af d4 86 59 e4 42 73 75 50 16 87 c4 2f 15 f8 e3
cfbd 1e 2d 1la aa ee fe 27 7e 1b 94 dc 6¢ 92 6d b2 ac 71 dc cd Oc Oa Ob ac 71 00 4d 4d 07 51 24 fd d8 d2 bd 42 c8 a5 d5
59 f0 9b 7e 01 6¢ b1 c0 07 71 b7 b8 b9 9e 58 77 2b 95 3b 34 a4 07 40 0d 74 81 5e 55 21 eb c5 bc 31 d1 8a d5 aa 4e 95 ff
00 ea b8 7a ff 00 ea 6e b5 52 67 6d 9b 1e c9 67 70 67 db ac e3 d2 83 42 cc d2 33 6a f1 28 1b 31 4f c5 8e cc 9d 46 5b 28
bd b8 fc b0 b4 f5 c1 b6 1a f3 66 c1 b6 b4 ba 99 1e 43 22

Data Ascii: #B[;Qvu[(f*T*<w}D,72JD>j*8:sZn[wYBsuP/-'~ImqgMMQ$BY~lgXw+;4@t"U!1NznRgmgpgB3j(1OF|[(fC"

Data Raw: bf 7e 33 b3 cd 55 55 5d 2a d7 66 fd a7 97 2c 8d 9f b4 2e 20 89 af 21 ef 4f Oc cc 25 8d ea 1b 22 38 13 4d 5f 1a
71 c5 64 eb 6a de d7 15 75 fO b4 7a 14 84 b8 9a b7 56 4d b7 44 b1 4b b8 2d 8b 35 le 81 55 59 43 7c bd 47 4e 93 4f 8e
38€9916472a9e672e6c96d 72525379 bc 6¢ 16 fO cf 74 d3 7d 63 45 91 58 db 3d 47 21 92 9a 53 fc 57 17 4c 19 ac
d5 63 cb dd f5 76 13 ba de a0 9b 09 6d b7 5 1b c4 11 ea 8a 31 ab 5c aa a3 b6 07 20 5b 32 7e 5¢ 2c 8e d8 67 1d 9f 89 e9
el 6f c4 74 6f d3 5e 27 9f ef 3f dc 74 7d f2 34 b4 91 52 4d 5d cd 4b 53 d9 5a 1d 49 4c 94 9e 6d {7 63 e8 30 7f 8b 8¢ 4f 72
9e 5f af b2 dd a7 13 4c e9 6d fd f1 3d fd a2 3e dd 6¢ 7 31 48 74 c9 2c 80 28 ad 7d 5a 40 1d 3c ff 00 7e 3c ab 7f 8f 54 b3
df 65 46 b8 55 6a 6f 07 95 7b 8f 76 dd ec 6e 6e 26

Data Ascii: ~3UUJ*,. 10%"8M_qdjuzVMDK-5UYC|GNO8drrmrRSylt}cEX=G!SWLcvm1\ [2~\,goto™?t}4RM]KSZILmcO
Or_Lm=>I1Ht,(}Z@<~<TeFUjofvnn&

Data Raw: be e3 b7 7b be cf 6e dc c5 c2 4f 72 50 5b 5d c¢7 a4 86 8d 92 99 b1 a9 07 5f a8 53 f3 78 e2 af 8e 1c a3 2b d9 c1
b9 b6 58 43 6f 67 6b 6b 25 af 7a 6b 75 0d Ob 69 ab 75 50 d4 91 ea 3e ae 3e 1f 1c 7e 7d d4 e5 b5 ec 6 59 ed 6e 2c 8f 07
2e 76 dc 23 d5 6¢ 37 1b 94 f6 95 e2 d8 ce f6 d7 10 5a 4d 73 a5 05 6a 4b 69 ab 1c e9 92 f4 b7 9e 58 fa 3f f0 8a 31 c3 ef
3d 2c 1a 51 33 e6 dd 9b df 37 9b cd b4 b0 dc 02 b7 27 57 56 b2 49 a9 3 f1 ¢7 bd 6a aa d8 e8 77 70 1b 6d ee c9 ed 6d 5e
cc 7f b7 a8 32 13 ¢8 93 d5 f6 9d 23 0d ad 64 4a c7 a0 ff 00 6f 3f b9 53 59 b9 db e7 9b 40 94 10 8¢ 73 08 c4 00 19 47 8e
58 e6 bd 23 54 6b 4b 4e 87 57 ed 7f 77 41 ed db 53 61 3c a0 ce ac cc 65 84 8d Oe 3f 16 93 f3 1c ab e5 8¢ 66 1c 9b 49 7f
bf 7f bb f2 6¢ d1 c6 fO b8 Ob 35 10 96 cc 12 00 6a d3

Data Ascii: {nOrP[]_Sx+XCogkk%zkuiuP>>~}Yn,.v#l7ZMsjKiX?1=,Q37'WVIjwpmm"2#dJo?SY @sGX#TkKNWwASa<e?fll
5j

Data Raw: 44 a2 31 9d 50 80 78 51 47 56 59 7f e9 87 35 aa e3 af 7f da 5¢ 97 a8 8e 4b 2e ec d1 7 49 27 4a 01 91 e4 0d
72 a6 78 ce 5a bc 27 1d e3 56 2d b6 93 b3 1b b4 ca dO ce 18 66 aa 59 42 8e 01 47 ed f8 e0 6f 92 d5 3e 8 65 2c 86 7c c2
54 8c df 38 69 51 Oe 9a 2d 14 d4 f9 13 a8 7f c7 1b a6 9b db c2 48 b3 21 79 60 65 82 1b 75 6d 73 28 5d 55 34 c9 fe 3c d2
95 fd d8 da b7 ad 66 c5 83 c9 68 2e 67 6b 17 94 c5 74 a0 2c 65 Oe 6e c0 12 0f da 07 8e 12 be d5 be 26 bc fb 89 33 a0 f6
5c 76 e5 af 2e 6e a5 79 90 83 2a 86 34 ¢8 67 90 ca ac 78 91 f2 fd f8 ea b7 5e ed el ad 52 4f el f4 ee 24 e8 df 6f 8a 58 04
6f 2b 57 22 ab 5a 50 1c 89 5f 88 c7 98 b2 b4 f8 1a 69 05 ab 6f 05 c7 ea b8 55 9c 02 15 d9 49 14 el cc f1 ff 00 d7 19 ee
75 d1 70 ec 25 b2 c4 b0 48 5a 33 23 eb eb 08 ba 6a 01

Data Ascii: D1IPXQGVY5\K.I'IrxZ'V-fYBGo>e, | T8iQ-H!y eums(JU4<fh.gkt,en&3\v.ny*4gx"RO$0X0o+W"ZP_ioUlup%HZ3#j

Data Raw: d1 39 09 16 42 54 3f 5f 70 52 16 20 05 f0 15 9 19 9a 67 97 f1 c6 58 9d 5b d3 48 €7 ¢7 70 dd a3 81 4d b2 dd
c7 de b6 5f d4 12 54 a4 8e 68 63 60 d9 a6 bl cb 20 3e dc 5¢c d6 d1 cl 7e 3f 98 d5 41 06 f6 d1 b9 a8 49 84 76 d5 66 91 09
ab b3 1a 82 13 23 55 cf 8e 2b 1e 65 ab 7f 12 f8 7d 3b 42 07 db a0 b2 d8 8c d7 10 96 ba b6 21 44 6a 01 ae 5c 4f 8e a0 7f
753139 6¢ f2 3557 a7 6b 0 43 10 d9 64 b9 9a 2d ca 6d 0b 22 46 cd 12 46 c4 15 62 72 Oc 82 84 35 3d 4b 9e 67 03 cb
e5 78 2a e7 74 4b d2 df ea 33 55 86 67 ed ef 7d b4 df 49 38 82 55 87 56 b6 95 0d 50 12 de 92 8d 4a d7 56 4c 71 d1 6b
2b 25 0d 6e e5 58 f1 70 €3 24 c1 a9 75 63 6d Oc ed 3b 23 d9 dd 19 15 99 4c ba db 23 56 61 e0 ba 79 63 15 9d 64 84 b5 a
47137 af 12 cd c4 a5 dd f2 40 cc 55 6e 15 88 Oc 4a d1 d4 51 a9

Data Ascii: 9BT?_pR gX[HpM_Thc® >\~?Alvf#U+e};B!Dj\Oul19I5WkCd-m"FFbr5=Kgx*tK3Ug}8UVPJIVLgk+%nXp$ucm;
#L#Vaycdq7@UnJQ

Page 104 of 347



kBytes

Timestamp transferred Direction
2022-04-08 08:02:44 UTC 6283 IN
2022-04-08 08:02:44 UTC 6299 IN
2022-04-08 08:02:44 UTC 6307 IN
2022-04-08 08:02:44 UTC 6323 IN
2022-04-08 08:02:44 UTC 6339 IN
2022-04-08 08:02:44 UTC 6347 IN
2022-04-08 08:02:44 UTC 6355 IN
2022-04-08 08:02:44 UTC 6371 IN
2022-04-08 08:02:44 UTC 6387 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 49 Oa 4c c7 b3 Oc 88 9a 42 d1 6b fa 94 6f 11 af 57 51 f4 a9 c6 d7 ea 2b 92 da ae 2f f7 7d cO fc 41 3b 2e d8 67
91 23 ba 60 34 42 02 2c 75 75 35 e7 d3 ea 34 ff 00 51 e5 a7 18 64 b4 b8 af cc b8 3 08 93 40 ed 9d fb 89 3b 86 14 ba b7
1a 10 95 a8 ed 9a f0 5a 51 ca 81 d3 f8 Of 1c 63 7b ba 69 ab 5c ff 00 57 e0 43 46 7d a5 d5 fc 50 2e db 04 ca 42 ca 54 b9
14 5e d9 a2 b5 09 20 2a d7 ab 2f 5 65 8e bf 89 cb 95 2b 84 {3 e2 38 91 ee 37 6b ab db 87 b3 32 43 1c 71 47 a9 5a 8d d4
58 6b 3d bf 49 ea 5¢c 95 88 Ob €6 30 bc 84 bc 4f 9f a2 90 03 3b d3 44 8b 3c 6d 1b ad Oa 38 64 5d 2a d9 03 52 b5 d4 e7 97
ca 3e 2d 85 e4 6e 70 e5 73 51 3c 3f ea 4c 1la cb bc cb 3¢ 2¢ b6 90 33 bc da 53 52 32 9d 5¢ 59 63 a5 2a ad ¢3 59 cf 35 d3
8c d5 23 46 ff 00 a9 7d a2 6b 4d 03 86 c9 73 f4 69 25

Data Ascii: ILBKoOWQ+/}A;.g# 4J,uu54Qd@;ZQc{i\WCF}P.BT" */e+87k2CqGZXk=1\00;D<m8d]*R>-npsQ<?L<,3SR2\Y
c*Y5#F}kMsi%

Data Raw: 4f 52 af a8 43 72 a2 ¢8 27 7d d8 9a 9c 84 61 85 4b b2 Oe 35 6¢ 97 9d 31 85 ae 9c da df Of a8 56 cc b9 03 8d
924 92 f7 d2 47 32 3c 8d dO 1d dc 66 aa b5 d2 74 d1 8b 74 aa b7 4a 69 d5 d5 8¢ 32 67 a5 52 55 7a fa a2 3e 6f 8b 9f e6
83 9d e4 8e 20 b0 de 59 a3 be df a2 5e f9 fd 33 21 40 59 29 9a d5 aa Ob 0d 3d Ob 96 59 e3 5a b7 1b 9c 47 15 0f 8f ec ef
1d 33 27 al b5 0a 4d 68 a6 15 8d 34 29 d3 a5 81 1a 97 48 1d 43 e6 3f c7 1c d7 ea dd fd c7 54 c9 9f 77 04 a4 46 fa fb 50
a8 d5 22 21 3590 f0 a3 66 d4 64 el 4d 3e 9e 78 2b 92 b1 b6 25 f6 98 db 22 a9 45 d2 c9 3d 16 c4 98 5a 32 55 4b 02 55
4b 55 c1 e4 49 3a 3c f1 d3 bf 72 d5 78 78 42 7a d8 aa de 60 be db 65 bf dc ad 4d cc c8 25 91 3a 7b 69 4d 55 ca ba 58 8e
9c 8e 74 03 23 8e ba 34 93 aa 4f d6 75 24 51 f4 af b6 c7 6¢

Data Ascii: ORCr}aK511VG2<fttJi2gRUz>0 YA3!@Y)=YZG3'Mh4)HC?TwFP"I5fdM>x+%"E=Z2UKUKUI:<rxxBz'eM%:{iM
UXt#40u$Ql

Data Raw: 6d 60 89 3c db 34 77 91 99 a6 16 d6 d2 51 65 cb b6 da bd 2b a8 f5 16 a7 el 04 63 6¢ b8 ab 6b 25 el 76 7c b9
€9 f3 7e 9f 59 a3 41 96 86 ea f5 6d e4 b7 6d 1d a0 5a 79 1c d0 68 1d 5d 00 Of 50 6a 75 e2 ab 4a b9 4f 97 ed 80 75 ec 36
36 db 95 bc fd 1b c8 cc 7d 5a 9b 4a 96 72 4d 07 52 b6 44 05 ab 53 c7 97 4e 38 f6 ad dO e6 3b 8b 88 24 b1 d9 5d 05 91
35118 0a 13 a4 92 55 9b 25 34 cf 3c 9b 36 aa ea al c7 5e 3c 6a cd ad 57 a7 a6 a5 6d 90 3d d7 6e 9f 77 8c ed d6 8e 8f
02 b9 a9 8c 68 cd 4d 48 26 b5 d4 af 40 bf c7 1a ba ac 37 f6 71 ed 2b 6a 34 2c ad 6d dd 66 b5 75 05 34 2a 3e b0 da 95 78
69 d4 b9 05 f5 1e 9e 2d 85 95 da 95 71 ac 6a 2b 52 Ob 2e 64 db af d6 e2 38 a2 26 48 e0 29 08 90 95 55 a5 Oe ae 81 c0
53 9e 38 b1 67 7b 7f fa 2d df 4e df 97 f6 90 d2 66 88 6 ee ef

Data Ascii: m'<4wQe-+clk%v|~YAmmZyh]PjuJOu66}ZIJrMRDSN8;$]QU%4<6"<jWm=nwhMH&@7q+j4,mfud*>xi-
gj+R.d8&H)US8g{-Nf

Data Raw: 2c dc cf 26 el 85 83 a6 e5 db 1c f8 0d 14 28 bd bc b4 8e 19 e0 Oc 03 48 84 90 06 87 41 5c 89 cc af e6 18 d9
d5 d6 61 f6 7b 87 05 7b 65 8a cb 74 b7 3b 89 fd 47 46 48 91 48 a6 63 30 fc 97 cb 10 f2 2b 78 57 6e bc bd c6 49 ea 5d 1d
8e de 1d f6 fb a0 21 8d 34 19 ba c9 62 3d 61 61 5¢ c7 51 e3 8e 7b df 25 54 af 13 7f Oe 9f Of 2f 1b 22 79 33 33 67 db 2c 9a
2b 8b b8 a6 91 e4 50 47 fd c9 1a a3 09 5d 2a 05 05 6b 96 9f 2e 78 e8 cf 9e f3 54 d2 fe 4f 9b f8 12 de ba 98 db ac 57 {7 16
5d 9b 9f d6 86 12 7b 28 8¢ 59 6a e2 a6 95 f4 bd 6b d5 9a 7c b8 f4 31 2a d2 db ab a3 b7 c5 6f 57 fc 7e d0 69 b4 65 5b 58
25 ec 10 c4 af 2ac53b 11 17 77 d2 25 a5 53 b9 98 1c b4 8e 38 eb df 16 73 1a 7c 5b 7e 9f ca 64 93 e6 74 b7 17 12 3c d1
db 47 31 9a 5 34 93 18 35 Oc bf 39 cb f0 9f c3 7

Data Ascii: ,&(HA\a{{et; GFHHcO+xWnl]!4b=aa\Q{%T/"y33g,+PG]*k xTOW]{(Yjk|1*0W~ie[X%*;w%S8s|[~dt<G1459

Data Raw: fb a7 fe 46 ce 01 8e eb 22 bc 93 5a bc 65 88 08 19 dO 37 4f 35 Oa 28 1a a7 ab 4f fO0 ¢5 d6 91 09 ae 1a ff 00 11
49 75 ad f9 aa c7 2c 81 66 34 35 66 0a 17 30 49 14 fb f1 95 a9 3a a5 a0 8c ab bd cf 70 8a 64 96 7b 82 61 ab 34 85 aa ba
94 d0 03 d2 32 ad 38 51 79 6a c7 6a a5 6d 30 bc 5f 2f ac 1c 87 ¢3 76 2e 6d 65 7d c4 c6 f4 1d b5 21 09 55 26 94 cc 70 fO
a0 f3 c6 4d c3 8a a7 f8 84 82 fd 1a da 04 8a 04 91 46 44 3e 9a ea 7a 50 53 ab 22 de 7e 9a 65 8a dc ef ab 8f 4f 60 a2 51
a9 21 9b b3 f5 29 25 3b 79 48 68 08 91 80 05 97 c8 a9 3f 29 c6 37 ad 54 28 7a f3 fa 4a 82 ab 79 6e 6d 63 65 54 02 34 f4
6a 5a 15 15 cc 8a f1 27 95 3e 38 9b 51 59 7 fc c4 16 43 3c 66 43 1a 69 21 7a 9c e6 74 80 47 55 46 59 7d b8 cb 63 89 19
64 4d 24 d2 2c el 95 ea ba 42 02 41 03 8e a3 ab 99 ca

Data Ascii: F*Ze705(0Olu,f45f01:pd{a428Qyjjm0_/v.me}!U&pMFD>zPS"~eO"Q!)%;yHh?) 7T (zJynmceT4jZ'>8QYC<fC
i1ZtGUFY}cdM$,BA

Data Raw: 14 2b 23 38 58 a8 49 d3 ea 2d 4a fa 73 1d 5f 6e 36 dd e2 7a 72 8d 7b fb 02 24 b0 dd 98 el 27 6d 92 28 26 32
6a 12 32 9e 92 e3 a8 Of 8e 91 ea 6e e 38 de ae 3e 24 df 72 ee ef 21 96 5¢ ee bl c1 6e 5a f8 96 20 82 ce 14 51 58 50 28
d3c7 8f 36 e3 ab 1c f5 ¢7 bd ad bf fb 22 93 92 ab 4b 3e dc da 6d e4 0d 26 90 40 62 28 33 e7 cb 20 69 aa 9a 54 51 70 ef
7d 25 fd 84 a4 57 3e de d6 ac 20 8e 57 7b 60 ca d2 2b 28 ea 2b cb 50 f9 47 fO 1e 58 ba 66 95 aa 49 be c2 d4 al 5c 15 be
3a21 47 3a 17 4e b0 a0 24 8b el 9f 0a 52 bc 1a 98 6e db 75 71 ff 00 20 27 6¢ b7 b6 36 e2 Ob 59 c1 8¢ 82 94 53 a9 13 30
0a 82 78 9d 35 ce 87 11 93 6d 9c d9 77 fa c9 d4 16 dc a2 c5 21 28 Oe bl a4 2d 08 d4 41 e0 41 24 91 4fc3 a5 72 e5 8a
b4 ca ee d4 Ob 36 cb 6b 56 4e c4 b2 93 2a ¢8 1b 40 cd 50 11

Data Ascii: +#8XI-Js_n6zr{$'m(&2j2n8>$r'\nZ QXP(6"K>m&@b(3 iTQp}%W> W{ +(+PGXfI\:!G:N$Rnuq 'l6Y SOx5mw!(-
AAS$OrekVN*@P

Data Raw: 2d bd bb ee d1 a4 2e 91 bd c0 76 94 89 49 Oe aa 1b 87 46 a5 3a bd 39 7a 7f 16 3b 6d 65 89 cc bd bf 0f 87 el
6f f9 b5 ef 29 1b d3 db 43 b8 ce d3 7e 92 dc db e4 51 dc a2 2a 01 95 14 1d 55 ab Of e6 al f8 €3 93 14 d6 b0 a6 1le b3 a4
bf 79 66 4d d4 27 6b b1 7b a2 0f 66 e5 f4 34 a0 12 a5 41 d4 0a f8 32 d3 9f 8e 3b 29 67 77 1d 9c bf 37 e2 26 69 a3 59 3d
97 f4 fb 18 81 b7 68 d7 54 7a 98 02 07 56 ae af 9b 33 cf 1c 5b b2 55 cd 9f 3e e2 24 8d ed ec 57 1d 86 82 7f d2 2a 58 ab
13 5d 39 f9 6a 54 €0 74 af 51 3e 58 aa d5 ea 9a d5 69 ed 1b b4 03 6d 9b 8c b7 b2 8b 74 d5 6¢ b0 b5 59 1d 7a 1c e5 a9
c9 ca ad f2 fe 51 d3 5¢ 76 da ef 12 5b bc 6b 97 e5 2a b9 52 e2 8d 3b eb 4b 58 61 06 ea 61 1c 0a 58 bb 50 02 01 0d a4 95
ad 23 61 ab 3a f1 ¢7 6d 7a 8a 5f d6 f8 23 ba b9 92 e2 61 d9

Data Ascii: -.vIF:9z;me0)C~Q*UyfM'k{f4A2;)gw7&iY=hTzV3[U>$W*X]9jTtQ>XimtlYzQ\v[k*R;KXaaXP#a:mz_#a

Data Raw: 4f a8 63 ab Ob d8 9e fb 7a be 6b 7f a7 4a 25 f3 7a ca 82 99 ed a5 f6 f5 e8 da bb 28 f0 48 88 b1 dc c9 ad 74 b0
a9 a8 23 a5 97 50 5¢ 9b ab e5 e0 5b 1a d6 eb 2d 1d be 69 el 58 b6 9f c3 99 2e a7 4b b4 d8 cd 15 b4 10 55 64 9d a5 92
49 3b 72 00 ab 5a 51 50 e7 d2 c0 f4 9d 2d c7 36 c6 17 c6 ad 6e 51 a2 8f 9b 4e 76 e4 52 a0 a6 da 85 cc ed 70 25 2b 72
€874 83 a5 6b 22 1e 24 7 55 a6 b3 a5 a8 1b d4 16 b8 c2 b9 f6 cd 5a f8 7e 93 29 e4 15 77 b6 c9 bc 89 4b 3a 19 10 13
a8 66 bd d0 28 35 28 cf 2f c3 4a 51 b5 2e 39 b1 dd d7 c5 1a 73 ed db f9 7d 3d 65 d5 40 24 d0 5a 2d b4 91 c6 24 69 27 8d
d4 ba d7 52 b6 9a 05 54 60 ba 52 ba 99 4f e2 fe 5¢ 69 56 db 4e 16 8f 84 cc {7 f8 4a 4e 59 5e ¢5 b5 5d cf 63 14 57 12 2¢
93 al 05 4a ae a2 17 e6 52 a6 a4 7f fc d6 3a 5b f0 91 8d 7a 95

Data Ascii: OczkJ%z(Ht#P\[-iX.KUdI;rZQP-6nQNVRp%+rtk"$UZ~)WK:f(5(/IQ.9s}=e @$Z-$'RT RONVNINYA|cW,JR:[z

Data Raw: 04 dc e9 b8 ca f3 dc ac 22 de 39 34 b4 45 a3 d6 da a4 5d 40 ad 41 fd 2d 0a 57 ¢6 bc 71 ec f5 19 76 fO e5 a6
9d b6 Oe 06 cd ed 9c f1 ee 32 58 3b db c6 64 43 20 90 80 12 30 f9 64 2b a8 3a d0 29 55 e7 4e 38 33 64 6d 24 9e d8 6a
de ce c6 6d b9 a5 06 7b 25 9c 36 96 €9 6f 27 d4 db c1 db 8e 59 0a 50 d0 1c cc 6a a5 9b 51 23 4a bl 5f 86 12 ¢5 48 dd 1c
75 7e 9f b4 6a ba 6a 1c f6 b0 cf 79 1b 99 e3 8e 52 7f 4a 36 42 33 26 ac 9d 24 a9 63 f1 f9 78 69 18 c3 1le 7a dd bd 8e 38
72 3457 19 e3 b5 b7 bf 55 8a de 29 44 b7 15 bb 75 62 a2 9e 93 a7 30 13 3e 03 2e 9d 58 f5 ad 6¢ 76 b6 eb fa 8d 95 93
42 dd b7 94 5b ¢7 92 da dd 21 b6 32 0a 88 db 55 45 6a c7 e6 20 10 7a 4e 91 e5 8f 2b af ba cb 2a ba 57 b0 e7 ¢9 76 53 b
2 ec f0 4a b7 37 bb 4a €8 84 29 0b 0b 80 50 b1 ea 32 3b 50 1d 5a

Data Ascii: "94E]J@A-Wqv2X;dC 0d+:)UN83dm$jm{%60'YPjQ#J_Hu~jjyRI6B3&$cxiz8r4WU)Dub0>.XIVB[!2UE]j zZN+*W
vSJ7J)P2;PZ
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Timestamp

2022-04-08 08:02:44 UTC 6395

2022-04-08 08:02:44 UTC 6411

2022-04-08 08:02:44 UTC 6427

2022-04-08 08:02:44 UTC 6434

2022-04-08 08:02:44 UTC 6450

2022-04-08 08:02:44 UTC 6466

2022-04-08 08:02:44 UTC 6474

2022-04-08 08:02:44 UTC 6482

Session ID Source IP

17 192.168.2.3
. kBytes

Timestamp transferred

Copyright Joe Security LLC 2022

kBytes
transferred

Direction

IN

Source Port

49992

Direction

Data

Data Raw: c1 7f b7 b6 1d e7 6d 67 fa a9 c5 a0 9a 85 21 29 52 e0 1a eb 65 1f 28 e5 d4 9a 72 fb 79 3a 9e a3 1d d7 85 6f
db c6 d3 0 cf cb 5e ff 00 65 a4 4e 11 d9 ec 13 ee db e6 dd 71 0d b4 2f 11 8e ef 41 1e ad 07 83 e9 cc b6 86 27 86 bd 03
56 ad 54 c7 35 ba 7c 6e 21 2b 5a 13 fe 57 fO fb 8b 71 10 59 ed bf 64 bd e6 dd 79 65 Oc f2 43 b8 c1 28 7a 2b 12 1a 37 14
78d9 94 3d 18 71 59 07 4a ab 7c b8 5 d5 53 95 f3 6d f5 d7 dc 60 d2 06 96 e5 ee 2f ac d7 72 20 fd 3f 48 68 ce 9a a0 ad
1890 19 98 29 d6 9d 3c 5d b5 65 8f 22 8b 62 7b 75 db cb fe 21 0b 89 9d bc 4d b5 6¢ 11 31 b0 9a 5b 64 53 23 3¢ 73 11
22 025b 52 46 83 d4 9a 49 cd db 53 53 f1 72 d6 3c f6 bc 3e 2e ef 4f 11 85 ab 27 3f 75 ba 6e 1e e0 9e 2b dd d4 32 08 23
22 35 8d 0Ob 54 Oc c0 23 2d 02 95 23 ff 00 69 c6 b4 c7 4c 09

Data Ascii: mg!)Re(ry:0”eNg/A'VT5|n!+ZWqYdyeC(z+7x=qYJ|Sm'/r ?Hh)<]e"b{u!MI1[dS#<s"[RFISSr<>.0'"2un+2#"5T#-#iL

Data Raw: 2f 6e d6 19 23 46 12 48 a6 bd ba 96 e3 ad c9 a7 24 55 a8 c6 f8 b0 a9 75 5a c7 a7 f1 32 59 5d b4 48 c5 bc bf
6d b6 31 b9 6e 32 76 9d db 54 31 a9 14 7a 66 a8 47 3d 24 d7 f2 e3 b3 1e 3d ef 65 14 c7 c5 6f a7 b6 de d3 7c 77 9d 0d 6f
6b 7b c1 7d ca a7 69 92 de d8 {7 eb 6f 23 3a 1e ea b0 cd 1d 1a bf 37 3c 85 78 2 c6 f9 ab fd a5 2d a4 ca 56 dd 7 fa a0 ee
aa 95 04 b7 d9 a3 f6 c5 ec 5b 7f 69 67 77 41 3a cb a9 56 29 96 al 5¢ 55 41 2c ca 4e 86 47 3f 1c 2a e0 b5 56 9 fO c6 9c 6
ee 53 ee 25 78 5f 69 87 ee d9 cd e6 f1 60 65 ed c4 8b e8 28 4d 34 a8 14 62 Oe 6b 4c 2e 95 6d c¢7 78 9b 37 c7 db c8 76
d5 9d b4 db b5 ae db b3 49 6f 6¢ d1 4b b8 cf ad da 5¢ b2 56 35 65 71 c7 ae bd 2b cb 1c f5 4a a9 2f bb 95 62 20 2c d5 54
19 bb 2d 8e f5 6f 61 df dc 9d 9a d4 49 dd 53 5d 52 30

Data Ascii: /n#FH$UUZ2Y]HmM1n2vT1zfG=$=eo|wok{}io#: 7<x-V[igwA:V)\UA,NG?*VS%x_i'e(M4bkL.mx7vlolK\V5eq+J/b
,T-0alS]RO

Data Raw: bf f1 31 b5 90 24 d7 65 d8 de a9 ed 5d b9 8c 73 67 d1 21 a2 86 ce 81 7f 93 56 a5 ab 74 e5 8d 96 35 b6 1b 95
ae 9f 2c d7 8b fe 3c c9 64 36 al 7a 60 d5 71 2¢ 50 42 b5 58 dc 05 1d 20 7a ca aa bl 72 f9 fa b4 f1 cb 15 92 b5 6f 4f 6a 73
fd 3e c3 35 56 b8 86 a3 dd 6e 37 e4 c6 51 ec d6 32 25 45 2a 3b 4e d9 ab b3 30 d4 1b 47 cb a8 2d 78 63 93 c3 8e 9a ca
b4 8 78 f8 d7 66 9f 98 a4 8d ab 8d ba 38 b4 6 e5 5b 8e ¢4 7e 86 24 2a 93 cd 5a 9f a8 72 al f5 7f 1c 72 e2 b3 bc b6 b6 fb
a6 cb d5 c8 da ca Oc 99 2f b6 fd c0 36 dd 0d dO 82 55 53 1c aa 18 ea 15 a9 72 8c a4 15 a6 67 46 3b fc b7 58 bc 37 31 c5
69 ff 00 @9 2c 05 {7 fb 67 8e 27 bf 33 c6 8e 19 19 b4 e8 a5 2a ab 93 69 d5 ad 74 ea 00 aa ab 7a bl 75 €9 5¢ f8 63 b7 ea
fb bb 08 a2 97 27 43 6b bb 6d d6 51 88 6d 22 8f ea 94

Data Ascii: 1$e]sg!Vt5,<d6z'q,PBX zroOjs>5Vn7Q2%E*;N0G-xcxf8[~$*Zrr/6USrgF; X71i,g'3*itzu\c'CkmQm"

Data Raw: b6 b0 c5 64 00 3f 6a 26 5a d5 72 12 a9 6f 4e 9d 21 11 35 9c 9a 98 fa 6a 75 bf dc 51 2d aa b6 aa 7c 39 3b 2e
3e bd 75 36 a5 24 f4 7f 6f ed 03 6f b2 2d 6d 24 32 07 8d 44 8c al 9f ad da b5 56 6a 2b 30 a9 d3 97 6d 5a b5 6a d3 1f 2f
9e €9 dd 2b 4e ef 97 d3 d1 97 b1 27 26 ec fa 7d b9 6b 75 7b b6 49 1c 53 a4 41 57 5e 60 b3 93 55 53 d4 81 ba cf 55 79 9¢
fa ab 8f 6f a4 71 76 df f2 9d 98 €3 9f b0 c1 8b 61 7 26 ff 00 14 1b 85 €5 c5 b4 6b a4 1a 5b 28 52 aa 07 0d 2c 15 4b 54 36
b7 d7 5c 8d 0f 56 37 ea €9 5b eb 54 9f 2f 17 de 3c 89 47 03 66 da df 6b 9a d3 56 €3 66 1a 6e d9 ff 00 be c8 4a 8a e4 03
a5 bd 71 fe 5e a6 cb 1e 2b ce €9 8e 29 54 e5 f0 e5 b5 7e 53 9d 38 5¢ 02 26 46 99 85 a8 d7 25 b6 a2 35 33 53 b6 10 dO
46 5c 7a d9 f9 fa 8f e2 c8 d3 02 €9 69 5b 6e ae 8a dc 51

Data Ascii: d?j&ZroN!5juQ-|9;.>u6$00-m$2DVj+0mZj/+N'&}ku{ISAWA USUyoqva&k[(R,KT6\V7[T/<GfkVinJg"+)T~
S8\&F%53SF\zi[nQ

Data Raw: eb cd 4e 58 3a 9c b6 54 dc d6 bf 12 95 dc 17 53 c4 e2 {7 ed ef fa 4d eb 5d 58 29 16 69 18 8a 35 2f 4a fa 75 09
85 58 b6 ba a7 3f 8e 3c ee 9b Ob c9 4d b6 7e 27 ad b4 5 c6 cf d3 a9 9a ec 23 ed eb bb 3d da d2 f3 51 b6 8e d5 dc c5 29
59 34 96 ea 03 f4 3b 86 af 4f 58 f4 ab 28 2b 8e cb 63 78 ec a6 74 ae ef 12 96 bd 7b 79 f6 95 5a c7 13 a4 9e e3 6f d9 a2
68 61 2c 50 88 bb b3 37 49 53 19 32 66 cd d2 a5 89 Oc ca 3c bl e5 56 7 ba 69 73 {7 db 97 87 99 ab 75 ae 88 ab 7b be
5b ab 43 24 aa b2 4b 2a 95 82 67 €8 8b 48 53 52 cc c0 72 cf 4f a7 ef c6 38 31 aa b8 53 a3 f1 55 6b 6f 77 e2 45 9d 5b 39
6f 6d 8d aa c3 71 16 c2 56 be 79 4b a6 bb 56 a3 29 75 a8 ee ea aa 34 71 bf 9e af 97 85 31 ee e5 dd 7a 4d ab b2 16 8a
dd dc 36 3 d7 9f de 62 b1 e8 68 6e 3b f5 8e c7 6b 6b 6d 24

Data Ascii: NX:TSM]X)i5/JuX?<M~#=Q)Y4;0X(+cxt{yZoha,P7IS2f<Visu{[C$K*gHSRrO81SUkowE[9omqVyKV)u4qlzM
6bhn;kkm$

Data Raw: ca f6 7b 8c d1 cb 1a 99 67 1d c6 01 c1 ed fc ca 68 fc 83 31 ea d5 f8 7c 7b ef 4f ee 35 a2 75 d2 38 78 74 73 ea
eeee 39fl e8cd0dcl 67 db ec e3 8e 20 e9 6f 2a 88 a3 91 18 82 c6 43 c2 a7 82 9a b5 2a 3a 51 79 b6 58 e2 c7 65 6b 37
3 2d 6¢ 9f e5 f4 6 b3 4b 27 32 50 67 9b 61 74 92 da 16 4b a6 b5 53 24 45 b2 1d ba 90 a6 ba 46 85 46 55 5d 45 5b 87 e6
c7 45 2c db d5 f8 77 71 ed 57 f5 73 6f c4 16 70 46 c6 3b ab 9b 34 dc 6f 61 2b d2 22 8d 8b ab a2 d1 49 77 d3 e9 62 58 69
cb 8f ca b8 57 a2 4d aa 3d 26 5e 9b 6d dc 84 90 5e db 73 27 6d 5b 6f 98 4e 5e dd 9d 9e 45 03 b5 56 d2 a5 43 53 5b 30
20 ac 65 75 le 5¢c b0 b2 74 ea cb 5d 1a 7a d5 3f a7 bf f1 46 f5 d3 81 bf fd 3b 6f 5b 97 b8 9e 57 84 4e 85 43 22 52 42 ec
a5 14 aa 93 a5 68 c7 d5 2 fa 72 ¢7 9f 81 b6 d5 2f c1 7f

Data Ascii: {gh1[{O5u8xts9g 0*C*:QyXek7-IK'2PgatK SSEFFU]E[E,wqWsopF;40a+"lwbXiWM=&"m”s'm[oN"EVCS|0 e
u\t]z?F;o[WNC"RBhr/

Data Raw: e8 fb 34 e7 c0 e3 6a e0 ad 2d el 6a da fa fe d2 5a 01 dc 26 8a 78 e0 86 2b a9 8c 51 00 59 e4 20 d1 5e ba 54
a9 ee 6b 00 7a 59 d8 e3 a2 95 db 66 el 6b d8 a3 87 c5 1c 20 4d 49 9d b6 a3 5c 6e 0f 61 b8 23 5¢ b4 64 38 49 05 64 60
7a 7b 6a a8 Oa 74 af 50 cf f3 2e 58 ea cb 5f Oc e2 fO ce 9a 7f 56 e7 3 6b cc c9 d5 a7 06 d4 d2 da c5 65 6e 20 8f b5 64 3
76 aa 8a 55 57 5a ea ac 99 e4 50 73 ff 00 af 1c Oa ae d6 73 ad d2 dd c7 c4 f5 f9 4d a0 d3 b1 5b 3b 29 5a 69 26 49 e5 6a
€7 18 9f 52 2b 10 57 4b 17 61 48 c4 83 e6 d3 9f cb 96 39 ae 9d d4 7c 3c ed b6 2d 1e ef 8a 01 €8 09 79 b4 ed 3e e0 73 7d
75 6f da bc 79 09 65 8e 4d 20 9f 45 5¢c 96 ad 01 e5 40 c7 57 9e 34 ae 6¢ 98 7c 35 7e 08 d2 54 fb bd 39 11 06 ac b7 51 7e
92 db 5a 49 2b aa b0 4d 4a ab 2b 20 20 1e 82 69 a7 3e 85

Data Ascii: 4j-jZ&x+QY ~TkzYfk M\na#\d8ld z{jtP.X_Vken dvUWZPssM[;)Zi&IjR+WKaH9|<-y>s}luoyeM E\@W4|
5~T9Q~ZI+MJI+ i>

Data Raw: fa 8e 93 al 78 e8 ed 66 d4 27 6a ee 5¢ 35 f0 f7 77 fd ac cd ea cf 41 9b 67 b0 b5 d9 05 ae d6 2 6a 52 c6 39 59
63 26 2d 54 d5 db 8d 81 d3 1f 10 da eb 23 71 d7 cb 1e 27 f7 2f cd 9b 6b a7 8b 8a df fa bf 37 66 df 71 d1 66 a2 11 85 69
b5 ¢5 7f 60 91 27 79 12 8f 27 75 9b 43 3c 84 0a 19 42 d5 8a b0 ce 9c 07 f2 3 af 27 50 e8 5 55 €3 1a 29 8a f6 57 d4 43
7e 18 0a 96 c2 cf 74 da 63 db ae 63 8a 28 11 4c 52 49 23 d6 43 2d 2a 16 2f c3 4a 6a d5 c7 ca 99 e2 6b 9a d8 ec ed 5d 5b
7b b4 5f 2f €6 fb a0 17 08 60 1b 2c ab 65 59 4c d2 db 3c 50 ¢7 00 99 63 59 64 12 15 09 58 50 57 4a b2 50 9a bl f1 7c 56
7a bb f8 52 57 dc dd 6 ce da ed f8 bc 76 ee b7 77 a8 1b 97 dc 6¢ ed de e7 b4 bc b8 8a 6 cO ce 64 1e 94 2b a6 24 41 5f
52 81 d2 e7 4f 15 aa 6a 2b 5¢ 2a 52 fd 3d b9 6d af 7c

Data Ascii: xfj\SWAgQjR9Y c&-T#q'/k7fqfi"'y'uC<B'PU)WC~tcc(LRI#C-*/JjK][{_/",e YL<PcYdXPWJIP|VZRWvwld+$A_ROj+\*R=
m|

I Destination
Destination IP Process
Port

23.10.249.43 443 C:\Users\user\Desktop\ll.exe

Data
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kBytes

Timestamp transferred Direction
2022-04-08 08:02:42 UTC 83 ouT
2022-04-08 08:02:42 UTC 115 IN
2022-04-08 08:02:42 UTC 116 IN
2022-04-08 08:02:42 UTC 149 IN
2022-04-08 08:02:42 UTC 165 IN
2022-04-08 08:02:42 UTC 199 IN
2022-04-08 08:02:42 UTC 305 IN
2022-04-08 08:02:42 UTC 337 IN

Copyright Joe Security LLC 2022

Data

GET /cms/apilam/imageFileData/RWNck1?ver=d266 HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate, br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.
140 Safari/537.36 Edge/17.17134

Host: img-prod-cms-rt-microsoft-com.akamaized.net

Connection: Keep-Alive

HTTP/1.1 200 OK

Last-Modified: Mon, 04 Apr 2022 07:42:26 GMT
Access-Control-Allow-Origin: *

X-Datacenter: northeu

X-Activityld: 91a5ddd4-6211-4db6-b10c-2878ecdb9bal
Timing-Allow-Origin: *

X-Frame-Options: deny

X-ResizerVersion: 1.0

Content-Type: image/jpeg

Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RWNck1?ver=d266
X-Source-Length: 1819181

Content-Length: 1819181

Cache-Control: public, max-age=85099

Expires: Sat, 09 Apr 2022 07:41:01 GMT

Date: Fri, 08 Apr 2022 08:02:42 GMT

Connection: close

Data Raw: ff d8 ff el 17 e7 45 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 07 01 12 00 03 00 00 00 01 00 01 00 00 01 1la
00 05 00 00 00 01 00 00 00 62 01 1b 00 05 00 00 00 01 00 00 00 6a 01 28 00 03 00 00 00 01 00 02 00 00 01 31 00 02 00
00 00 1f 00 00 00 72 01 32 00 02 00 00 00 14 00 00 00 91 87 69 00 04 00 00 00 01 00 00 00 a8 00 00 00 d4 00 Oe a6 00
00 00 27 10 00 Oe a6 00 00 00 27 10 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 32 31 2e 31 20 28 57 69 6e 64 6f 77
7329 00 32 30 32 31 3a 30 38 3a 30 35 20 31 33 3a 35 37 3a 33 39 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 ff ff 00 00
a0 02 00 04 00 00 00 01 00 00 07 80 a0 03 00 04 00 00 00 01 00 00 04 38 00 00 00 00 00 00 00 06 01 03 00 03 00 00 00
01 00 06 00 00 01 1a 00 05 00 00 00 01 00 00 01 22 01 1b 00 05 00

Data Ascii: ExifMM*bj(1r2i"Adobe Photoshop 21.1 (Windows)2021:08:05 13:57:398"

Data Raw: ee 6b 5e 7d 4a 60 82 6 ce ed df a3 ff 00 8c fe 6f fe dc 56 7e b3 7d 3f cd e4 ff 00 5b e8 b5 0f ea 9f f4 5e a7 cf {3
16 fd 2f e8 bf 45 ff 00 d3 3f d7 fd 32 92 1f 21 bf 97 fa 8a 35 62 bf 17 5a f7 74 af ad 98 95 3f Oe fa db d5 31 db ee aa c8 6b
dd 03 df 55 ac ff 00 Ob 56 ff 00 ec 2c 1c 5e al 9d d3 f7 €3 ba 97 52 5c ff 00 77 4f c9 dO 7b 4e df d1 ba 3f 3d bf e8 97 25

93 fc ff 00 e6 fd 31 fc d7 3f f5 8f fd 14 bb 43 ff 00 24 37 fa 5f d0 1f f2 e7 1f f5 af fd 16 8e 5e 1f 57 15 1d b8 f8 b4 1b 7a bf f4
3f fd 88 88 de 95 b7 e8 b8 dd 4d 98 19 65 8e 3b fO 8b 09 70 a6 cO 1f 4b 4f cb 6f b7 fb 6a bb 03 f1 6¢ 2f 65 9f 66 b2 Oe eb
e87c31c2 7e 81 8f77 e7 7d 07 28 dd fd 1a cf e7 bf f4 27 9 7d 2e df c8 fd c5 9f d6 bf 9a 67 3c ff 00 83 fa 3c 3b fd 6d 47
1f ca2b 8b db e9

Data Ascii: k"}J oV~}?[VE?2!5bZt?1kUV,"R\WO{N?=%1?C$7_~Wz?Me;pKOojl/ef|1~w}('}.g<<;mG+

Data Raw: 5¢ 45 64 67 65 5c¢ 5f 43 72 6f 70 73 5¢ 45 64 67 65 2d 4c 69 66 65 73 74 79 6¢ 65 5f 47 65 74 74 79 49 6d 61
67 65 73 2d 34 39 30 36 37 35 33 35 33 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32
303136 2d 30 37 2d 32 36 54 31 30 3a 35 36 3a 35 30 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73
65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5c 45 64 67 65 5c 5f 43 72 6f 70 73 5¢ 45 64
67 65 2d 4c 69 66 65 73 74 79 6¢ 65 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 38 34 32 37 35 32 38 36 5f 31393230 7
831303830 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 32 36 54 31 30 3a 35 38 3a 31 32
2d 30 37 3230 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72

Data Ascii: \Edge\ Crops\Edge-Lifestyle_Gettylmages-490675353_1920x1080.jpg saved&#xA;2016-07-26T10:56:50-07:0
08&#x9;File C:\Users\v-lizagh\MS\Windows10\Edge\ Crops\Edge-Lifestyle_Gettylmages-184275286_1920x1080.jpg saved
&#xA;2016-07-26T10:58:12-07:00&#x9;File C:\User

Data Raw: 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢c 57 69 6e 64 6f 77 73 31 30 5¢ 45 64 67 65 5¢ 43 72 6f 70 73 5¢ 4c 6f 63 6b
73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 23 78
41 3b 32 30 31 36 2d 30 37 2d 32 36 54 31 31 3a 30 36 3a 33 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a
5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 4c 6f 63 6b 73 63 72 65 65 6e 5f
3139 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d
30 37 2d 32 36 54 31 34 3a 35 32 3a 34 32 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 4c 6f 63 6b 73 63 72 65 65
6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70

Data Ascii: -lizagh\MS\Windows10\Edge\Crops\Lockscreen_1920x1080_Landscape.psd saved&#xA;2016-07-26T
11:06:34-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1920x1080_Landscape.psd saved&#xA;2016-07-
26T14:52:42-07:00&#x9;File Lockscreen_1920x1080_Landscape.p

Data Raw: 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 36 2d
3039 2d 31 35 54 31 36 3a 31 30 3a 34 31 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢
76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5¢ 45 78 74 72 61 34 30 5¢ 43 72 6f
70 73 5¢ 4f 66 66 69 63 65 34 30 5f 5f 35 30 30 70 78 2d 31 34 37 39 39 32 30 31 35 5f 31 39 32 30 78 31 30 38 30 2e 6a
7067 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 39 2d 31 35 54 31 36 3a 31 34 3a 30 32 2d 30 37 3a 30 30 26
237839 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 41 70 70 44 61 74 61 5¢ 52 6f 61 6d 6
9 6e 67 5¢ 41 64 6f 62 65 5¢ 41 64 6f 62 65 20 50 68 6f 74 6f 73

Data Ascii: x1080_Landscape.psd opened&#xA;2016-09-15T16:10:41-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\O
ffice\Extra40\Crops\Office40__500px-147992015_1920x1080.jpg saved&#xA;2016-09-15T16:14:02-07:00&#x9;File C:\Us
ers\v-lizagh\AppData\Roaming\Adobe\Adobe Photos

Data Raw: 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 41 70 70 44 61 74 61 5¢ 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5¢
41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5¢ 41 75 74 6f 52 65 63 6f 76 65 72 5¢ 5f 4c 6f
63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 34 39 43 45 36 31 41 33 35 44 34
3832 3542 30 39 39 42 36 34 30 30 33 36 44 41 38 37 32 38 38 34 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30
3136 2d 31 31 2d 31 30 54 32 32 3a 33 32 3a 32 31 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65
72 73 5c 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30
78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73

Data Ascii: sers\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_Lockscreen_19
20x1080_Landscape49CE61A35D4825B099B640036DA872884.psb saved&#xA;2016-11-10T22:32:21-08:00&#x9;File
C:\Users\v-lizagh\MS\Windows10\Lockscreen_1920x1080_Landscape.psd s
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kBytes

Timestamp transferred Direction
2022-04-08 08:02:42 UTC 385 IN
2022-04-08 08:02:42 UTC 436 IN
2022-04-08 08:02:42 UTC 476 IN
2022-04-08 08:02:42 UTC 547 IN
2022-04-08 08:02:42 UTC 575 IN
2022-04-08 08:02:42 UTC 627 IN
2022-04-08 08:02:42 UTC 675 IN
2022-04-08 08:02:42 UTC 699 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5¢ 41 75 74 6f 52 65 63 6f
76 65 72 5¢ 5f 4f 66 66 69 63 65 5f 53 6b 79 70 65 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 38 36 36 37 38 39 30 31 5f
3139 3230 78 31 30 38 30 44 31 36 35 39 45 36 43 45 44 41 34 32 38 36 34 30 42 41 36 35 35 37 39 44 32 36 44 32 44
3946 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 32 33 54 31 35 3a 31 32 3a 33 36 2d 30 38
3a 3030 26 23 78 39 3b 46 69 6¢ 65 20 4f 66 66 69 63 65 5f 53 6b 79 70 65 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31
38 36 36 37 38 39 30 31 5f 31 39 32 30 78 31 30 38 30 2d 52 65 63 6f 76 65 72 65 64 2e 70 73 64 20 6f 70 65 6e 65 64 2
6237841 3b 32303136 2d31312d32335431353a31333a

Data Ascii: be\Adobe Photoshop CC 2015.5\AutoRecover\_Office_Skype_Gettylmages-186678901_1920x1080D1
659E6CEDA428640BA65579D26D2D9F.psb saved&#xA;2016-11-23T15:12:36-08:00&#x9;File Office_Skype_Gettylm
ages-186678901_1920x1080-Recovered.psd opened&#xA;2016-11-23T15:13:

Data Raw: 45 45 46 45 38 41 32 43 31 46 42 31 37 41 44 37 39 39 34 44 44 41 34 38 30 39 37 34 38 46 34 2e 70 73 62
20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 31 2d 33 30 54 31 30 3a 35 34 3a 35 34 2d 30 38 3a 30 30 26 23 78
39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 4d 6f
6d 65 6e 74 73 49 6e 54 69 6d 65 5c 4e 41 53 43 41 52 5¢ 46 65 62 72 75 61 72 79 5¢ 43 48 4f 53 45 4e 5¢c 4d 49 54 2d 4
e 4153434152 2d 46 65 62 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 31 33 30 32 30 34 36 39 5f 31 39 32 30 78 31 30
38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 31 2d 33 30 54 31 31 3a 30 30 3a 34 39 2d 30 38
3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76

Data Ascii: EEFEBA2C1FB17AD7994DDA4809748F4.psb saved&#xA;2017-01-30T10:54:54-08:00&#x9;File C:\Users\v-
lizagh\MS\Windows10\MomentsInTime\NASCAR\February\CHOSEN\MIT-NASCAR-Feb_Gettylmages-513020469_19
20x1080.jpg saved&#xA;2017-01-30T11:00:49-08:00&#x9;File C:\Users\v

Data Raw: 30 32 2d 32 36 54 31 33 3a 32 38 3a 35 30 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5¢ 55 73
65 7273 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65
5c 57 6f 6d 65 6e 73 4d 6f 6e 74 68 5c 43 48 4f 53 45 4e 5¢ 4d 49 54 5f 57 6f 6d 65 6e 73 48 69 73 74 6f 72 79 4d 6f 6e
74 68 5f 35 30 30 70 78 2d 39 30 35 38 39 33 30 33 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 7
841 3b 32 30 31 37 2d 30 32 2d 32 36 54 31 33 3a 32 39 3a 34 32 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43
3a5c 55 7365 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5c 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e
54 69 6d 65 5c 57 6f 6d 65 6e 73 4d 6f 6e 74 68 5c 43 48 4f 53 45 4e 5¢

Data Ascii: 02-26T13:28:50-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\WomensMonth\C
HOSEN\MIT_WomensHistoryMonth_500px-90589303_1920x1080.jpg saved&#xA;2017-02-26T13:29:42-08:00&#x9;File
C:\Users\v-lizagh\MS\Windows10\MomentsInTime\WomensMonth\CHOSEN\

Data Raw: 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢c 41 70 70 44 61 74 61 5¢ 52 6f 61 6d 69 6e 67
5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5¢ 41 75 74 6f 52 65 63
6f 76 65 72 5¢ 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 30 30 31 46
3437 39 32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 42 35 37 39 2e 70 73 62 20 73 61 76 65 64 26
237841 3b 32 30 31 37 2d 30 33 2d 31 36 54 31 34 3a 30 32 3a 31 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20
43 3a5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 4c 6f 63 6b 73 63 72 65 65
6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65

Data Ascii: le C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_Lockscreen_1920x
1080_Landscape001F47920D5F41D85C30DE643DF5B579.psh saved&#xA;2017-03-16T14:02:14-07:00&#x9;File C:\U
sers\v-lizagh\MS\Windows10\Lockscreen_1920x1080_Landscape

Data Raw: 35 37 39 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 34 2d 31 32 54 31 353a 32 34 3a
32 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢
57 69 6e 64 6f 77 73 31 30 5c 42 69 6e 67 5¢c 42 69 6e 67 41 74 57 6f 72 6b 5c 43 48 4f 53 45 4e 5¢ 42 69 6e 67 41 74 57
6f 72 6b 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 33 37 31 34 34 3239 33 5f31 39 32 30 78 31 3038 30 2e 70 7364 2
07361 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 34 2d 31 32 54 31 35 3a 33 34 3a 32 36 2d 30 37 3a 30 30 26 23 78
39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢c 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5c 42
69 6e 67 5¢ 42 69 6e 67 41 74 57 6f 72 6b 5c 43 48 4f 53 45 4e 5¢ 42 69

Data Ascii: 579.psb saved&#xA;2017-04-12T15:24:26-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Bing\BingAtWor
K\CHOSEN\BingAtWork_Gettylmages-137144293_1920x1080.psd saved&#xA;2017-04-12T15:34:26-07:00&#x9;File
C:\Users\v-lizagh\MS\Windows10\Bing\BingAtWork\CHOSEN\Bi

Data Raw: 76 65 72 5c¢ 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 30
30 31 46 34 37 39 32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 42 35 37 39 2e 70 73 62 20 73 61 76
65 64 26 23 78 41 3b 32 30 31 37 2d 30 35 2d 30 35 54 31 34 3a 32 33 3a 33 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69
6c 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 41 70 70 44 61 74 61 5¢ 52 6f 61 6d 69 6€ 67 5¢ 41 64 6
f 62 65 5¢ 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5¢ 41 75 74 6f 52 65 63 6f 76 65 72 5¢ 5f
4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 30 30 31 46 34 37 39 32 30 44
35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 42 35 37

Data Ascii: ver\_Lockscreen_1920x1080_Landscape001F47920D5F41D85C30DE643DF5B579.psb saved&#xA;2017-05-
05T14:23:36-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_Lock
screen_1920x1080_Landscape001F47920D5F41D85C30DE643DF5B57

Data Raw: 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 57 69 6e 64 6f 77 73
49 6e 73 69 64 65 72 5¢ 52 53 33 2d 52 65 52 65 63 72 75 69 74 5¢c 43 68 6f 73 65 6€ 5c 43 72 6f 70 73 5¢ 57 69 6e 64 6f
7773 49 6e 73 69 64 65 72 2d 52 53 33 2d 52 65 52 65 63 72 75 69 74 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 34 39 37
36 3839 36 37 36 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 36 2d
30 37 54 30 39 3a 32 31 3a 32 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢
69 7a 61 67 68 5¢ 41 70 70 44 61 74 61 5¢ 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5¢ 41 64 6f 62 65 20 50 68 6f 74 6f 73
68 6f 70 20 43 43 20 32 30 31 37 5¢c 41 75 74 6f 52 65 63 6f 76 65

Data Ascii: \Users\v-lizagh\MS\Windows10\WindowslInsider\RS3-ReRecruit\Chosen\Crops\WindowslInsider-RS3-ReRecrui
t_Gettylmages-497689676_1920x1080.jpg saved&#xA;2017-06-07T09:21:29-07:00&#x9;File C:\Users\v-lizagh
\AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecove

Data Raw: 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢c 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢c 41 70 70 44
6174 61 5¢ 52 6f 61 6d 69 6e 67 5¢ 41 64 6f 62 65 5¢ 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31
37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5¢ 5f 4¢ 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64
7363 61 70 65 30 30 31 46 34 37 39 32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 42 35 37 39 2e 70
736220 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 30 33 54 32 32 3a 35 33 3a 33 31 2d 30 37 3a 30 30 26
23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 7331 30 5
¢ 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f

Data Ascii: 7:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_Lockscr
een_1920x1080_Landscape001F47920D5F41D85C30DE643DF5B579.psh saved&#xA;2017-07-03T22:53:31-07:008#x9;
File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1920x1080_
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Timestamp transferred Direction
2022-04-08 08:02:42 UTC 738 IN
2022-04-08 08:02:42 UTC 778 IN
2022-04-08 08:02:42 UTC 838 IN
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Data

Data Raw: 30 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 32 36 54 31 33 3a 35 36 3a 35 35
2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69
6e 64 6f 77 73 31 30 5¢ 57 69 6e 64 6f 77 73 5¢ 4d 4d 58 5c 5f 43 48 4f 53 45 4e 5¢ 43 72 6f 70 73 5¢ 57 69 6e 64 6f 77
73 4d 4d 58 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 31 34 31 31 30 32 39 36 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 6
7207361766564 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 32 36 54 31 33 3a 35 38 3a 30 34 2d 30 37 3a 30 30 26 23
78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢
57 69 6e 64 6f 77 73 5¢ 4d 4d 58 5¢ 5f 43 48 4f 53 45 4e 5¢ 43 72 6f 70

Data Ascii: 0.psb saved&#xA;2017-07-26T13:56:55-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Window
s\MMX\_CHOSEN\Crops\WindowsMMX_Gettylmages-514110296_1920x1080.jpg saved&#xA;2017-07-26T13:58:04-07:
00&#x9;File C:\Users\v-lizagh\MS\Windows10\Windows\MMX\_CHOSEN\Crop

Data Raw: 43 30 32 34 37 32 45 33 31 45 45 31 41 46 37 41 35 30 42 46 45 43 45 43 30 34 41 32 33 37 43 2e 70 73 62
20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 32 39 54 31 37 3a 32 39 3a 32 36 2d 30 37 3a 30 30 26 23 78
39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5c¢ 4c 6f
63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 2
37841 3b 3230 31 37 2d 30 38 2d 33 30 54 31 34 3a 33 34 3a 31 31 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20
4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 6f 70 65 6e 65
64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 33 30 54 31 34 3a 33 35 3a

Data Ascii: C02472E31EE1AF7A50BFECEC04A237C.psb saved&#xA;2017-08-29T17:29:26-07:00&#x9;File C:\Users\v-
lizagh\MS\Windows10\Lockscreen_1920x1080_Landscape.psd saved&#xA;2017-08-30T14:34:11-07:00&#x9;File Locksc
reen_1920x1080_Landscape.psd opened&#xA;2017-08-30T14:35:

Data Raw: 44 42 44 32 39 43 30 34 31 35 43 44 30 30 31 37 39 42 31 31 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b
323031 37 2d 30 39 2d 32 35 54 31 36 3a 31 39 3a 33 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55
7365 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 6
5 5¢c 46 61 6¢ 6¢ 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5c 4f 63 74 6f 62 65 72 5c 5f 43 68 6f 73 65 6e 5c 43 72 6f 70 73
5c 46 61 6¢ 6¢ 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 38 34 30 37 31 35 37 35 30 5f 31 39 32 30 78 31 30 38 30 2e 6a 7
067 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 39 2d 32 35 54 31 36 3a 32 35 3a 35 37 2d 30 37 3a 30 30 26
23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a

Data Ascii: DBD29C0415CD00179B11.psb saved&#xA;2017-09-25T16:19:34-07:00&#x9;File C:\Users\v-lizagh\
MS\Windows10\MomentsInTime\FallEntertainment\October\_Chosen\Crops\Fall_Gettylmages-840715750_1920x1080.jpg
saved&#xA;2017-09-25T16:25:57-07:00&#x9;File C:\Users\v-liz

Data Raw: 38 3a 35 30 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61
67 68 5c 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 42 69 6e 67 5¢ 54 72 61 76 65 6¢ 5¢ 5f 42 69 6e 67 48 50 2d 50 72 65
76 69 6f 75 73 5¢ 43 72 6f 70 73 5¢ 42 69 6e 67 54 72 61 76 65 6¢ 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 34 37 34 38 35
3831 31 35 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 31 2d 30 33
54 31 32 3a 31 32 3a 31 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a
61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 42 69 6e 67 5¢ 54 72 61 76 65 6¢ 5c 5f 42 69 6e 67 48 50 2d 50 72
65 76 69 6f 75 73 5¢ 43 72 6 70 73 5¢ 42 69 6e 67 54 72 61 76 65 6¢C 5f

Data Ascii: 8:50-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Bing\Travel\_BingHP-Previous\Crops\BingTravel_G
ettylmages-474858115_1920x1080.jpg saved&#xA;2017-11-03T12:12:17-07:00&#x9;File C:\Users\v-lizagh\MS
\Windows10\Bing\Travel\_BingHP-Previous\Crops\BingTravel_

Data Raw: 31 2d 53 65 72 76 69 63 69 6e 67 5¢c 52 41 57 53 5¢ 43 48 4f 53 45 4e 5¢ 57 69 6e 64 6f 77 73 2d 52 53 31 53
65 72 76 69 63 69 6e 67 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 35 35 33 36 31 38 34 34 5f 31 39 32 30 78 31 30 38
302e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 31 31 54 31 32 3a 33 33 3a 32 32 2d 30 38 3a
30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 7
331 305c 57 69 6e 64 6f 77 73 5¢ 52 53 31 2d 53 65 72 76 69 63 69 6e 67 5¢ 52 41 57 53 5c 43 48 4f 53 45 4e 5c 57 69
6e 64 6f 77 73 2d 52 53 31 53 65 72 76 69 63 69 6e 67 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 35 35 33 36 31 38 34
34 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23

Data Ascii: 1-Servicing\RAWS\CHOSEN\Windows-RS1Servicing_Gettylmages-155361844_1920x1080.psd saved&#
xA;2017-12-11T12:33:22-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Windows\RS1-Servicing\RAWS\CHOS
EN\Windows-RS1Servicing_Gettylmages-155361844_1920x1080.jpg saved&#

Data Raw: 31 37 2d 31 32 2d 32 30 54 31 32 3a 30 32 3a 33 39 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a
5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 43 6f 72 74 61 6e 61 5¢ 4e 65
7759 65 61 72 5¢ 43 48 4f 53 45 4e 5¢ 43 72 6f 70 73 5¢ 43 6f 72 74 61 6e 61 2d 4e 65 77 59 65 61 72 5f 47 65 74 74 79
49 6d 61 67 65 73 2d 36 30 37 34 31 30 35 35 34 5f 31 39 32 30 78 31 30 38 30 2e 70 73 64 20 73 61 76 65 64 26 23 78
41 3b 32 30 31 37 2d 31 32 2d 32 30 54 31 32 3a 30 33 3a 33 34 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a
5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 43 6f 72 74 61 6e 61 5¢ 4e 65
7759 65 61 72 5¢ 43 48 4f 53 45 4e 5¢c 43 72 6f 70 73 5¢ 43 6f 72 74 61

Data Ascii: 17-12-20T12:02:39-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Cortana\NewYear\CHOSEN\Crops\Corta
na-NewYear_Gettylmages-607410554_1920x1080.psd saved&#xA;2017-12-20T12:03:34-08:00&#x9;File C:\Users\v-
lizagh\MS\Windows10\Cortana\NewYear\CHOSEN\Crops\Corta

Data Raw: 37 31 33 39 39 35 34 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31

38 2d 30 31 2d 31 37 54 30 39 3a 32 34 3a 33 38 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72
73 5c 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 4d 49 54 2d 49 6e 74 65 72 6e 61 74 69 6f 6e 61
6¢ 5¢c 53 6b 69 69 6e 67 5c 43 48 4f 53 45 4e 5¢ 43 72 6f 70 73 5¢ 4d 49 54 2d 53 6b 69 69 6e 67 5f 47 65 74 74 79 49 6d
61 67 65 73 2d 38 32 34 33 32 37 33 37 36 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b
32303138 2d 30 31 2d 31 37 54 30 39 3a 32 35 3a 34 31 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55
736572 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77

Data Ascii: 7139954 1920x1080.jpg saved&#xA;2018-01-17T09:24:38-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\
MIT-International\Skiing\CHOSEN\Crops\MIT-Skiing_Gettylmages-824327376_1920x1080.jpg saved&#xA;2018-01-
17T09:25:41-08:00&#x9;File C:\Users\v-lizagh\MS\Window

Data Raw: 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 5f 5f 54
65 6d 70 6¢ 61 74 65 73 5¢ 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e
707364 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 2d 31 33 54 31 33 3a 32 30 3a 31 38 2d 30 38 3a 30 30
26 23 78 39 3b 46 69 6¢ 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4¢c 61 6e 64 73 63 61 70 65
2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 2d 31 33 54 31 33 3a 32 32 3a 35 33 2d 30 38 3a
30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67 68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 7
331305c 4564 67 65 5¢ 56 69 72 67 69 6e 47 61 6¢ 61 63 74 69

Data Ascii: e C:\Users\v-lizagh\MS\Windows10\__Templates\Lockscreen_1920x1080_Landscape.psd saved&#xA;2018-
02-13T13:20:18-08:00&#x9;File Lockscreen_1920x1080_Landscape.psd opened&#xA;2018-02-13T13:22:53-08:00&#
x9;File C:\Users\v-lizagh\MS\Windows10\Edge\VirginGalacti
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Timestamp transferred Direction
2022-04-08 08:02:42 UTC 1109 IN
2022-04-08 08:02:42 UTC 1164 IN
2022-04-08 08:02:42 UTC 1219 IN
2022-04-08 08:02:42 UTC 1251 IN
2022-04-08 08:02:42 UTC 1315 IN
2022-04-08 08:02:42 UTC 1363 IN
2022-04-08 08:02:42 UTC 1379 IN
2022-04-08 08:02:42 UTC 1418 IN
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Data

Data Raw: 30 78 31 30 38 30 5f 4¢c 61 6e 64 73 63 61 70 65 44 36 31 35 44 35 46 38 38 34 42 44 42 39 37 46 39 38 46 38
4542 46 31 42 32 46 36 35 39 33 35 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 33 2d 31 36 54 30
32 3a30 34 3a 34 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 43 3a 5¢ 55 73 65 72 73 5¢ 76 2d 6¢ 69 7a 61 67
68 5¢ 4d 53 5¢ 57 69 6e 64 6f 77 73 31 30 5¢ 5f 5f 54 65 6d 70 6¢ 61 74 65 73 5¢ 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39
32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 33
2d 32 30 54 31 33 3a 33 39 3a 32 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6¢ 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f
3139 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64

Data Ascii: 0x1080_LandscapeD615D5F884BDB97F98F8EBF1B2F65935.psh saved&#xA;2018-03-16T02:04:43-07:00
&#x9;File C:\Users\v-lizagh\MS\Windows10\__Templates\Lockscreen_1920x1080_Landscape.psd saved&#xA;2018-03-
20T13:39:27-07:00&#x9;File Lockscreen_1920x1080_Landscape.psd

Data Raw: 37 35 46 43 45 45 35 42 33 42 33 45 46 43 31 43 39 39 45 37 43 32 32 35 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢
72 64 66 3a 6¢ 69 3e 30 30 43 41 39 41 32 34 42 43 36 34 46 43 43 38 39 45 31 34 44 37 41 41 32 39 31 31 32 45 37 46
3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 30 30 44 43 39 45 44 37 46 38 33 45 36 33 37 46 46 42 32 32 30
34 43 38 46 34 33 42 43 30 35 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 30 30 454343 41314338364
3373535343245 42 33 36 41 46 46 36 44 44 37 43 31 38 31 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e
30 30 46 36 32 41 42 44 43 43 44 43 45 33 35 43 44 42 44 36 41 33 38 44 45 34 34 32 37 37 41 32 3c 2f 72 64 66 3a 6¢
69 3e 20 3c 72 64 66 3a 6¢ 69 3e 30 30 46 42 43 31 37 34 4234 42 44

Data Ascii: 7SFCEE5B3B3EFC1C99E7C2259</rdf:li> <rdf:[i>00CA9A24BC64FCC89E14D7AA29112E7F</rdf:li> <rd
f:li>00DC9ED7F83E637FFB2204C8F43BC058</rdf:li> <rdf:i>00ECCA1C86C75542EB36AFF6DD7C181B</rdf:li> <rd
f:li>00F62ABDCCDCE35CDBD6A38DE44277A2</rdf:li> <rdf:li>00FBC174B4BD

Data Raw: 20 3c 72 64 66 3a 6¢ 69 3e 30 44 45 41 38 31 37 43 37 33 41 36 35 31 41 38 32 46 38 32 45 39 38 46 39 35
394234 41 32 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 30 44 46 43 30 46 41 46 35 35 33 33 43 39 36
333334 37 35 38 33 45 44 32 37 38 38 34 44 44 44 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 30 45 31 36 3
933304146 38 45 36 41 41 33 46 43 30 30 42 30 38 43 44 34 36 37 41 31 30 33 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72
64 66 3a 6¢ 69 3e 30 45 32 37 36 41 33 39 34 43 44 45 42 37 46 45 38 37 33 34 34 30 41 42 32 30 39 32 31 35 43 46 3¢
272 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 30 45 32 41 38 30 33 32 43 37 45 46 36 35 32 37 34 41 45 42 30 30
31423231 333445 46 33 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66

Data Ascii: <rdf:li>0DEA817C73A651A82F82E98F959B4A20</rdf:li> <rdf:i>0DFCOFAF5533C963347583ED27884
DDD</rdf:li> <rdf:li>0E16930AF8E6AA3FC0O0B08CD467A1034</rdf:li> <rdf:li>0E276 A394CDEB7FE873440AB20921
5CF</rdf:li> <rdf:li>0E2A8032C7EF65274AEB001B2134EF32</rdf:li> <rdf

Data Raw: 46 35 32 43 39 44 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 31 41 43 34 42 45 45 43 39 38 32
37303242 3331 3531 3032 3035 43 36 43 41 42 38 45 45 45 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e
314143 41 43 39 39 31 35 39 37 34 37 33 44 36 35 30 39 37 44 44 31 44 42 36 31 36 38 45 45 46 3c 2f 72 64 66 3a 6¢
69 3e 20 3c 72 64 66 3a 6¢ 69 3e 31 41 44 32 32 30 43 45 44 43 46 42 32 37 37 31 33 37 42 30 33 41 31 39 33 44 46 46
31 43 46 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 31 41 44 38 38 44 31 46 31 41 31 4531 34 43 44 41
354339 34 4545 35 39 42 32 31 34 44 32 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 31 41 44 41 31 37
3144 4532 38 46323237 41 3143 313239373444 37 353546 3443

Data Ascii: F52C9D1</rdf:li> <rdf:li>1ACABEEC982702B31510205C6CABSEEE</rdf:li> <rdf:[i>1ACAC99159747
3D65097DD1DB6168EEF</rdf:li> <rdf:li>1AD220CEDCFB277137B03A193DFF1CF8</rdf:li> <rdf:li>1AD88D1F1A1E1L
4ACDASC94EE59B214D2B</rdf:li> <rdf:li>1ADA171DE28F227A1C12974D755FAC

Data Raw: 33 35 36 31 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 32 31 39 38 37 46 43 33 36 34 46 37 31
37313932 41 41 36 42 33 35 36 37 38 30 42 34 37 45 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 32 31
39 46 36 39 34 46 31 36 34 41 33 42 32 36 30 35 34 31 42 31 43 30 32 43 45 33 34 42 41 42 3c 2f 72 64 66 3a 6¢ 69 3e
20 3c 72 64 66 3a 6¢ 69 3e 32 31 42 38 44 37 34 35 43 41 43 33 43 3342 38 43 35 41 43 44 38 31 44 38 35 43 32 35 46
3230 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 32 31 46 33 30 46 35 46 30 31 45 42 38 39 31 32 46 37 37
34 39 36 45 30 36 44 46 41 37 36 31 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 32 32 30 32 45 37 41 34
45 35 43 44 34 32 36 36 36 36 39 33 36 36 46 43 44 41 31 30 37 46 41 33

Data Ascii: 3561B</rdf:li> <rdf:li>21987FC364F717192AA6B356780B47E4</rdf:li> <rdf:i>219F694F164A3B2
60541B1C02CE34BAB</rdf:li> <rdf:li>21B8D745CAC3C3B8C5ACD81D85C25F20</rdf:li> <rdf:li>21F30F5F01EB891
2F77496E06DFA761F</rdf:li> <rdf:li>2202E7A4E5CD4266669366FCDA107FA3

Data Raw: 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 32 45 34 31 43 32 39 31 42 38 37 41 35 36 34 39 32 32
3139 32 35 34 38 35 41 30 41 32 36 34 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 32 45 35 35 30 42 34
33 38 43 44 35 38 36 45 38 46 35 33 36 41 44 39 42 36 31 44 39 32 46 42 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6¢ 69 3e 32 45 35 38 42 39 43 37 33 37 43 42 30 46 37 34 44 41 43 33 30 44 32 41 38 43 31 37 32 44 33 44 3c 2f 72
64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 32 45 35 43 39 32 31 36 39 41 30 39 34 30 31 45 31 45 34 43 30 31 39 46
31 45 32 45 32 42 45 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 32 45 37 33 37 30 35 44 31 36 32 45 45
44 46 43 41 44 38 44 42 46 35 34 46 34 42 32 42 32 34 42 3c 2f 72 64 66

Data Ascii: </rdf:li> <rdf:[i>2E41C291B87A5649221925485A0A2643</rdf:li> <rdf:li>2E550B438CD586E8F536
AD9B61D92FBO</rdf:li> <rdf:i>2E58B9C737CBOF74DAC30D2A8C172D3D</rdf:li> <rdf:[i>2E5C92169A09401E1E4C
019F1E2E2BEO</rdf:li> <rdf:i>2E73705D162EEDFCAD8DBF54F4B2B24B</rdf

Data Raw: 33 31 41 32 38 37 46 43 38 39 36 45 32 32 30 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 33 42
46 46 38 32 30 36 41 44 39 44 35 41 31 32 31 35 45 30 37 37 46 39 45 43 35 44 46 35 39 36 3c 2f 72 64 66 3a 6¢ 69 3e
20 3c 72 64 66 3a 6¢ 69 3e 33 43 30 35 35 44 36 43 37 43 46 36 36 35 30 38 32 38 45 44 45 32 43 42 33 30 37 36 31 41
42 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 33 43 30 44 32 37 33 34 43 333338344237 354532394
334 34 46 38 33 41 43 35 42 43 37 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 33 43 30 44 42 36 33 38 43
45 35 38 31 42 35 46 46 35 44 32 38 33 32 32 32 38 41 38 36 41 42 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢
69 3e 33 43 30 46 31 36 38 36 37 30 45 38 32 36 39 35 36 36 33 43 46

Data Ascii: 31A287FC896E2206</rdf:li> <rdf:li>3BFF8206 AD9D5A1215E077FOEC5DF596</rdf:li> <rdf:i>3C05
5D6C7CF6650828EDE2CB30761AB7</rdf:li> <rdf:i>3C0D2734C3384B75E29C44F83AC5BC73</rdf:li> <rdf:[i>3COD
B638CE581B5FF5D2832228A86AB8</rdf:li> <rdf:li>3COF168670E82695663CF

Data Raw: 35 44 33 39 43 45 30 43 34 30 39 35 34 43 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 34 31 46 31
3339 37 43 33 32 43 39 30 35 38 41 36 30 32 37 39 34 32 42 32 33 30 36 44 34 35 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c
72 64 66 3a 6¢ 69 3e 34 32 30 36 44 38 31 31 30 44 30 41 31 45 32 46 45 46 41 45 34 35 45 32 33 42 45 35 35 45 41 33
3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 34 32 30 43 30 36 30 33 44 32 32 46 324243353043 3739453
036 35 3543 36 43 46 32 39 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 34 32 30 46 32 38 38 46 44 33 33
31 37 37 44 46 34 35 41 45 31 46 35 32 44 35 30 30 32 31 34 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e
34 32 31334341 3045 43 44 35 34 38 34 32 31 36 42 30 37 41 35 38

Data Ascii: 5D39CE0C40954C</rdf:li> <rdf:li>41F1397C32C9058A6027942B2306D452</rdf:li> <rdf:li>4206D8
110DOA1E2FEFAEA45E23BESSEA3</rdf:li> <rdf:li>420C0603D22F2BC50C79E0655C6CF297</rdf:li> <rdf:li>420F28
8FD33177DF45AE1F52D5002149</rdf:li> <rdf:li>4213CAOECD5484216B07A58
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Timestamp transferred Direction
2022-04-08 08:02:42 UTC 1500 IN
2022-04-08 08:02:42 UTC 1516 IN
2022-04-08 08:02:42 UTC 1532 IN
2022-04-08 08:02:42 UTC 1539 IN
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2022-04-08 08:02:42 UTC 1579 IN
2022-04-08 08:02:42 UTC 1595 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 41 46 42 34 39 41 37 31 38 32 33 31 41 46 44 32 41 39 37 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢
69 3e 34 38 32 38 31 31 45 43 30 35 43 34 42 45 31 39 30 44 36 45 43 37 38 33 44 39 32 31 45 36 37 45 3c 2f 72 64 66
3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 34 38 33 38 32 33 31 32 34 41 41 46 30 41 31 32 42 37 38 33 42 42 43 36 38 32
314533 303339 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 34 38 34 31 37 39 42 31 333544 353930303
73042 4337 4346 41 42 44 33 34 34 31 43 31 41 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 34 38 35 33 35
41 38 39 44 38 43 46 33 45 42 32 38 38 45 37 36 38 38 33 38 41 44 37 32 38 46 36 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72
64 66 3a 6¢ 69 3e 34 38 35 39 33 33 32 41 42 41 31 39 46 37 44 41 36

Data Ascii: AFB49A718231AFD2A97B</rdf:li> <rdf:i>482811EC05C4BE190D6EC783D921E67E</rdf:li> <rdf:li>
483823124AAF0A12B783BBC6821E3039</rdf:li> <rdf:[i>484179B135D590070BC7CFABD3441C1A</rdf:li> <rdf:li>
48535A89D8CF3EB288E768838AD728F6</rdf:li> <rdf:li>4859332ABA19F7DA6

Data Raw: 3a 6¢ 69 3e 35 35 37 37 31 33 39 37 36 39 30 35 30 37 30 38 46 37 30 36 37 30 34 35 46 31 34 39 46 38 30
38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 35 35 37 42 31 43 46 45 32 32 44 35 36 37 45 41 30 34 41 36
39 45 34 39 41 34 30 36 43 38 37 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 35 35 39 35 46 44 36 4344 3
34232 44 36 34 38 36 32 44 46 31 44 46 31 31 42 45 38 46 33 42 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69
3e 3535 41 45 33 38 39 46 41 44 36 41 42 30 32 32 30 30 44 33 39 33 34 33 46 36 38 35 38 33 34 36 3c 2f 72 64 66 3a
6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 35 35 42 32 39 33 31 31 37 34 37 43 36 43 46 34 30 41 33 36 38 45 33 36 37 46 35
3544 30 46 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 35

Data Ascii: :1i>5577139769050708F7067045F149F808</rdf:li> <rdf:[i>557B1CFE22D567 EA04A69E49A406C872</rdf:li>
<rdf:li>5595FD6CD3B2D64862DF1DF11BE8F3B3</rdf:li> <rdf:li>55AE389FAD6AB02200D39343F6858346</rdf:li> <r
df:i>55B29311747C6CF40A368E367F55D0F1</rdf:li> <rdf:li>5

Data Raw: 34 31 42 41 39 36 33 35 32 32 32 46 44 33 31 30 42 31 31 33 37 44 37 37 38 46 38 45 37 34 32 3c 2f 72 64 66
3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 36 34 32 30 31 30 38 46 33 32 38 32 45 44 33 45 43 37 37 38 31 41 31 30 44 35
37 323830 34 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 36 34 32 31 32 41 33 41 44 41 46 36 45 42 36
334336 37 30 43 37 31 37 35 31 39 46 32 42 37 45 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 36 34 3342 3
537 45 43 39 37 33 46 45 30 34 46 38 33 46 38 34 30 30 33 37 30 36 38 38 33 37 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72
64 66 3a 6¢ 69 3e 36 34 33 46 39 45 41 36 43 44 37 38 44 36 45 43 46 31 46 44 39 43 41 34 44 42 35 32 34 42 33 30 3c
2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 36 34 34 46 37 37

Data Ascii: 41BA9635222FD310B1137D778F8E742</rdf:li> <rdf:i>6420108F3282ED3EC7781A10D572804B</rdf:li>
<rdf:li>64212A3ADAF6EB63C670C717519F2B7E</rdf:li> <rdf:i>643B57EC973FE04F83F8400370688373</rdf:li> <rdf:li
>643F9EA6CD78D6ECF1FDICAADB524B30</rdf:li> <rdf:li>644F77

Data Raw: 35 43 42 35 38 37 35 33 42 45 31 43 45 37 41 34 38 33 41 38 41 35 33 30 46 44 42 43 45 3c 2f 72 64 66 3a 6¢
69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 36 41 35 31 41 46 37 32 32 42 43 44 37 45 39 43 38 38 36 34 43 34 46 33 41 32 30 42
34 4338 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 36 41 35 42 34 38 35 42 30 3242 3142 454342 34
413144 41 41 35 34 39 38 44 45 41 32 38 45 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 36 41 36 3943323
934 45 36 42 46 34 42 46 42 36 41 42 45 43 37 37 46 43 30 42 36 35 46 31 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6c 69 3e 36 41 37 42 34 44 43 36 31 42 37 41 43 45 38 30 42 43 31 37 35 30 42 32 36 30 45 34 36 30 37 35 3c 2f 72
64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 36 41 38 36 31 44 39 30

Data Ascii: 5CB58753BE1CE7A483A8A530FDBCE</rdf:li> <rdf:li>6A51AF722BCD7E9C8864C4F3A20B4C82</rdf:li>
<rdf:li>6A5B485B02B1BECB4A1DAA5498DEA28E</rdf:li> <rdf:li>6 A69C294E6BF4BFB6ABEC77FCOB65F19</rdf:li>
<rdf:li>6A7B4DC61B7ACE80BC1750B260E46075</rdf:li> <rdf:li>6A861D90

Data Raw: 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 37 38 35 32 42 43 33 41 31 37 42 34 30 36 42 31 31 44 39 42 31 36
38 35 43 36 42 46 45 44 32 44 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 37 38 35 34 43 31 30 45 32 32 43
46 33 35 45 41 34 44 34 43 46 46 30 38 37 39 38 42 38 33 32 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 3
7 38 3542 41 33 38 34 36 46 44 30 32 45 33 31 38 30 39 43 44 39 31 30 42 37 36 32 42 36 32 35 3c 2f 72 64 66 3a 6¢ 69
3e 20 3c 72 64 66 3a 6¢ 69 3e 37 38 36 41 37 35 45 39 43 43 37 34 35 45 33 33 34 33 44 33 43 33 38 39 37 37 38 44 39
34 32 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 37 38 37 45 32 44 36 45 35 30 43 31 43 39 41 34 33 34
34 38 30 46 39 41 41 41 38 44 33 42 35 41 3c 2f 72 64 66 3a 6¢ 69 3e 20

Data Ascii: :li> <rdf:li>7852BC3A17B406B11D9B1685C6BFED2D</rdf:li> <rdf:li>7854C10E22CF35EA4DACFF087
98B8322</rdf:li> <rdf:li>785BA3846FD02E31809CD910B762B625</rdf:li> <rdf:li>786A75E9CC745E3343D3C3897
78D9422</rdf:li> <rdf:li>787E2D6E50C1C9A434480F9AAABD3B5A</rdf:li>

Data Raw: 43 30 37 32 38 46 44 46 36 42 33 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 38 36 32 37 45 37 36
32314439 43 32 41 31 34 39 31 31 37 35 46 34 37 31 42 45 46 41 44 31 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6¢ 69 3e 38 36 32 38 36 41 31 37 30 32 41 31 30 46 44 30 42 45 46 30 38 41 39 44 43 33 33 32 42 38 32 37 3¢ 2f 72
64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 38 36 32 42 45 33 46 39 32 43 30 43 42 38 34 44 45 39 30 46 42 37 35 34
334241 41 43 32 32 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 38 36 32 44 45 41 30 44 35 44 35 46 36
39 46 37 41 43 36 33 33 45 35 39 32 45 42 36 35 39 41 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 38 36
33 44 36 42 46 38 34 44 35 39 37 35 45 45 35 36 33 41 33 43 32 43 31 41

Data Ascii: C0728FDF6B3</rdf:li> <rdf:li>8627E7621D9C2A1491175F471BEFAD11</rdf:li> <rdf:li>86286A170
2A10FDOBEF08A9DC332B827</rdf:li> <rdf:1i>862BE3F92COCB84DE90FB7543BAAC224</rdf:li> <rdf:li>862DEAOD5
D5F69F7AC633E592EB659AF</rdf:li> <rdf:i>863D6BF84D5975EE563A3C2C1A

Data Raw: 31 44 34 45 44 38 36 34 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 38 42 42 36 46 44 35 39 30
30423542 42 42 41 32 33 36 43 41 36 31 42 39 38 33 35 31 31 33 41 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢
69 3e 38 42 43 35 44 45 36 44 36 39 34 34 36 32 39 32 35 35 41 43 46 44 35 44 45 34 44 35 36 32 37 33 3c 2f 72 64 66
3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 38 42 43 43 34 45 41 41 42 35 37 38 38 46 43 39 42 37 35 31 32 33 31 42 36 41
43 37 45 37 38 35 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 38 42 43 44 34 39 31 35 44 37 30 32 43 41 32
39 30 41 39 38 43 31 34 30 33 33 41 37 45 37 41 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 38 42 45 32
42 38 32 32 39 32 36 33 44 38 39 35 36 30 43 32 38 41 31 43 30 46 33 33

Data Ascii: 1D4ED8644</rdf:li> <rdf:i>8BB6FD5900B5BBBA236CA61B9835113A</rdf:li> <rdf:li>8BC5SDE6D694
4629255ACFDS5DE4D56273</rdf:li> <rdf:[i>8BCC4EAAB5788FC9B751231B6AC7E785</rdf:li> <rdf:i>8BCD4915D70
2CA290A98C14033A7E7AF</rdf:li> <rdf:i>8BE2B8229263D89560C28A1COF33

Data Raw: 46 44 34 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 39 41 34 37 31 38 46 35 46 42 41 42 41 45
3045 36 39 38 44 34 46 37 43 31 34 41 32 45 39 33 45 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 39 41 37
334344 35 45 45 43 33 42 43 42 38 43 39 32 45 44 33 46 32 34 39 37 38 39 37 30 33 34 3c 2f 72 64 66 3a 6¢ 69 3e 20
3c 72 64 66 3a 6¢ 69 3e 39 41 38 31 33 33 37 35 43 39 41 30 45 34 3543 34 44 32 36 36 37 41 33 38 3239 42 314531
31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 39 41 38 35 39 32 38 35 37 30 31 32 44 41 46 44 43 41 39 37
43 32 45 46 34 46 41 33 39 46 36 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 39 41 38 35 46 42 36 30 44
36 42 38 34 30 35 37 30 46 39 31 37 35 41 41 33 33 38 39 37 46 37 36 3c

Data Ascii: FD41</rdf:li> <rdf:i>9A4718F5FBABAEOE698D4F7C14A2E93E</rdf:li> <rdf:li>9A73CD5EEC3BCB8C
92ED3F2497897034</rdf:li> <rdf:li>9A813375C9A0E45C4D2667A3829B1E11</rdf:li> <rdf:li>9A8592857012DAFD
CA97C2EFAFA39F6F</rdf:li> <rdf:li>9A85FB60D6B840570F9175AA33897F76<
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Timestamp transferred Direction
2022-04-08 08:02:42 UTC 1611 IN
2022-04-08 08:02:42 UTC 1619 IN
2022-04-08 08:02:42 UTC 1627 IN
2022-04-08 08:02:42 UTC 1643 IN
2022-04-08 08:02:42 UTC 1659 IN
2022-04-08 08:02:42 UTC 1667 IN
2022-04-08 08:02:42 UTC 1683 IN
2022-04-08 08:02:42 UTC 1699 IN
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Data

Data Raw: 37 42 36 35 46 31 45 31 39 45 38 42 33 34 42 41 41 41 45 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢
69 3e 41 37 41 31 32 35 35 46 46 33 38 36 36 37 39 35 42 43 42 32 37 30 36 31 30 32 43 37 42 33 43 38 3c 2f 72 64 66
3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 41 37 41 37 45 45 46 41 35 35 37 32 46 43 45 42 35 44 30 44 35 46 41 34 37 38
43 38 43 41 43 46 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 41 37 42 32 45 31 3537 43324542 4233453
436 46 3536 42 31 35 45 31 35 44 36 38 46 33 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 41 37 42 34 42
36 36 44 43 42 39 45 38 32 33 43 31 41 31 31 42 35 42 35 32 31 44 39 30 35 31 34 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72
64 66 3a 6¢ 69 3e 41 37 43 34 46 38 46 42 38 34 45 42 37 31 45 43 44

Data Ascii: 7B65F1E19E8B34BAAAE2</rdf:Ii> <rdf:li>A7A1255FF3866795BCB2706102C7B3C8</rdf:li> <rdf:li>
A7ATEEFA5572FCEB5D0OD5FA478C8CACF</rdf:li> <rdf:li>A7B2E157C2EBB3E46F56B15E15D68F3B</rdf:li> <rdf:li>
A7B4B66DCB9E823C1A11B5B521D90514</rdf:li> <rdf:li>A7C4F8FB84EB71ECD

Data Raw: 37 43 42 46 33 36 37 30 31 43 32 46 33 32 35 35 39 34 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e
4145 37 31 30 45 39 46 39 43 43 41 43 34 34 31 34 43 44 30 41 43 41 46 46 46 42 46 42 44 31 36 3c 2f 72 64 66 3a 6¢
69 3e 20 3c 72 64 66 3a 6¢ 69 3e 41 45 38 39 37 32 46 41 46 46 42 44 36 32 38 39 37 44 35 31 42 36 42 35 42 39 34 45
3137 35 38 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 41 45 38 45 44 33 37 3243 443346 37 434436373
7 36 46 31 31 36 38 32 43 43 33 45 38 31 37 3¢ 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 41 45 38 46 44 30 42
3137 433432 46 42 44 31 35 42 36 31 37 41 42 36 44 44 43 46 41 42 41 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66
3a 6¢ 69 3e 41 45 39 41 35 36 42 41 44 44 38 44 39 34 33 33 31 35 37

Data Ascii: 7CBF36701C2F325594</rdf:li> <rdf:i>AE710E9F9CCAC4414CDOACAFFFBFBD16</rdf:li> <rdf:li>AE
8972FAFFBD62897D51B6B5B94E1758</rdf:li> <rdf:li>AE8ED372CD3F7CD6776F11682CC3E817</rdf:li> <rdf:li>AE
8FDOB17C42FBD15B617AB6DDCFABA7</rdf:li> <rdf:li>AE9A56BADD8D9433157

Data Raw: 35 34 31 42 46 30 33 46 31 39 42 41 35 31 32 44 43 38 31 35 31 43 44 39 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72
64 66 3a 6¢ 69 3e 42 34 45 33 39 37 35 37 39 42 38 39 32 31 41 42 30 41 39 36 31 46 31 43 36 37 35 46 30 30 41 36 3c
2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 42 34 46 35 42 36 38 46 38 36 43 41 46 32 46 37 39 32 42 37 38 46
44 35 32 33 30 31 43 45 36 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 42 34 46 38 4237 44373242343
24537 3231 34 38 38 46 45 36 41 43 43 42 44 36 44 39 34 35 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 42
34 46 44 45 42 43 39 44 36 31 46 37 38 38 44 45 37 34 35 36 33 38 36 32 42 41 33 31 39 32 34 3c 2f 72 64 66 3a 6¢ 69
3e 20 3c 72 64 66 3a 6¢ 69 3e 42 35 30 31 31 32 35 35 30 35 34 46 46

Data Ascii: 541BF03F19BA512DC8151CD9</rdf:li> <rdf:li>B4E397579B8921AB0A961F1C675F00A6</rdf:li> <rdf
:i>B4F5B68F86CAF2F792B78FD52301CE61</rdf:li> <rdf:li>B4F8B7D72B42E721488FE6ACCBD6D945</rdf:Ii> <rdf
:i>B4AFDEBC9D61F788DE74563862BA31924</rdf:li> <rdf:li>B5011255054FF

Data Raw: 3¢ 72 64 66 3a 6¢ 69 3e 43 33 30 41 46 33 34 31 43 30 32 37 31 33 44 44 42 41 36 30 42 33 44 45 32 34 34
353942 36 41 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 43 33 30 42 39 32 30 30 32 45 46 39 42 36 38 34
45 46 38 33 44 30 32 32 33 33 43 46 41 30 44 45 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 43333238433
731304344 30 38 38 34 42 45 44 34 43 41 32 44 33 37 35 36 38 35 44 37 45 35 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72

64 66 3a 6¢ 69 3e 43 33 33 35 37 37 45 42 37 43 30 33 41 32 35 43 42 33 31 44 36 46 30 30 30 43 36 43 42 45 34 45 3¢
2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 43 33 34 43 35 46 44 43 41 33 39 30 41 34 44 30 46 46 43 30 32 30
3141 31 3542 37 30 31 45 44 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a

Data Ascii: <rdf:li>C30AF341C02713DDBA60B3DE24459B6A</rdf:li> <rdf:li>C30B92002EF9B684EF83D02233CFAQ
DE</rdf:li> <rdf:[i>C328C710CD0884BED4CA2D375685D7E5</rdf:li> <rdf:i>C33577EB7C03A25CB31D6F000C6CBE
AE</rdf:li> <rdf:li>C34C5FDCA390A4DOFFC0201A15B701ED</rdf:li> <rdf:

Data Raw: 6¢ 69 3e 43 46 33 34 37 44 33 44 46 32 31 35 43 30 39 30 44 37 46 43 30 39 43 34 32 36 42 44 43 36 34 38
3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 43 46 34 36 36 46 42 44 39 39 39 37 45 35 44 41 35 39 42 35 32
3534 42 43 45 39 41 38 32 38 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 43 46 37 3130 30 41 453334 3
036 31 34 37 38 33 32 33 42 31 46 36 38 46 30 39 36 39 31 34 42 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e
43 46 38 41 44 35 37 33 41 35 41 33 44 42 30 45 39 36 31 37 36 46 46 38 35 44 32 35 44 39 30 35 3c 2f 72 64 66 3a 6¢
69 3e 20 3c 72 64 66 3a 6¢ 69 3e 43 46 38 43 37 36 32 31 46 38 42 46 37 31 30 45 32 33 43 34 43 34 34 30 30 39 32 44
39 44 37 35 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 43 46

Data Ascii: [i>CF347D3DF215C090D7FC09C426BDC648</rdf:li> <rdf:i>CF466 FBD9997E5DA59B5254BCE9A8281</r
df:li> <rdf:li>CF7100AE34061478323B1F68F096914B</rdf:li> <rdf:i>CF8AD573A5A3DB0E96176FF85D25D905</rdf:li>
<rdf:li>CF8C7621F8BF710E23C4C440092D9D75</rdf:li> <rdf:li>CF

Data Raw: 3e 44 36 35 33 41 38 44 37 38 38 45 38 36 42 35 32 36 36 32 32 36 41 31 43 34 41 44 41 30 36 43 32 3c 2f
72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 44 36 3544 303234 44 41 34 42 41 44 31 37 3541 43 3533 3231 36
44 37 45 37 43 37 34 37 38 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 44 36 37 30 45 3239 33 31 3743393
9 36 3530 32 41 39 32 35 31 42 31 39 33 41 42 33 36 43 32 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 44 36
38 36 45 41 45 35 44 38 30 44 39 42 45 37 44 32 39 46 33 43 35 45 34 44 33 34 37 30 43 46 3c 2f 72 64 66 3a 6¢ 69 3e
20 3c 72 64 66 3a 6¢ 69 3e 44 36 39 39 33 35 35 33 33 42 32 44 42 36 46 42 38 39 41 39 38 45 32 42 36 31 35 38 32 43
34 31 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 44 36 39 45

Data Ascii: >D653A8D788E86B5266226A1C4ADA06C2</rdf:li> <rdf:li>D65D024DA4BAD175AC53216D7E7C7478</rdf
:li> <rdf:1i>D670E29317C996502A9251B193AB36C2</rdf:li> <rdf:li>D686EAESD80DIBE7D29F3C5E4D3470CF</rdf:li>
<rdf:li>D69935533B2DB6FB89A98E2B61582C41</rdf:li> <rdf:i>D69E

Data Raw: 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 45 33 41 44 34 42 42 32 39 3545 41 34 32 36 42 31 36 31
36 39 31 35 30 36 39 36 35 31 30 38 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 45 33 41 46 45 45 44 46
313930 37 39 31 46 32 41 35 42 31 36 42 35 32 32 38 41 37 30 38 36 30 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a
6C 69 3e 45 33 43 30 36 43 32 45 37 42 41 30 34 42 33 41 31 33 45 38 30 37 44 32 38 44 44 41 35 32 35 32 3c 2f 72 64
66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 45 33 43 37 33 46 33 44 33 42 42 41 39 33 38 44 45 38 44 45 42 37 43 43 38
39 36 38 39 34 36 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3¢ 72 64 66 3a 6¢ 69 3e 45 33 44 43 38 41 45 37 43 3034 31 32 41
46 4530 41 33 41 39 37 31 31 31 32 32 30 30 36 31 31 3c 2f 72 64 66 3a

Data Ascii: /rdf:li> <rdf:i>E3AD4BB295EA426B1616915069651087</rdf:li> <rdf:i>E3AFEEDF190791F2A5B16
B5228A70860</rdf:li> <rdf:li>E3C06C2E7BA04B3A13E807D28DDA5252</rdf:li> <rdf:li>E3C73F3D3BBA938DESDEB
7CC89689467</rdf:li> <rdf:li>E3DC8AE7C0412AFEOA3A971112200611</rdf:

Data Raw: 41 45 37 43 43 42 46 42 44 42 39 44 34 37 37 3c 2f 72 64 66 3a 6¢ 69 3e 20 3c 72 64 66 3a 6¢ 69 3e 45 46 39
43 30 31 32 44 32 45 45 46 35 45 36 35 45 31 34 39 38 44 41 31 32 42 41 36 36 36 39 32 3c 2f 72 64 66 3a 6¢ 69 3e 20
3c 72 64 6