
ID: 612091
Sample Name: Setup.exe
Cookbook: default.jbs
Time: 15:02:27
Date: 20/04/2022
Version: 34.0.0 Boulder Opal



2
5
5
5
5
5
5
5
5
5
6
6
6
6
6
7
7
7
8
8
8
9
9
9
9
9
9

10
10
11
11
11
11
11
11
11
11
11
12
12
12
12
13
13
13
14
14
14
15
15
15
15
16
16
16
17
17
17
18
18
18
19
19
19
19
20
20
20
21
21
21
22
22

Table of Contents

Table of Contents
Windows Analysis Report Setup.exe

Overview
General Information
Detection
Signatures
Classification
Analysis Advice

Process Tree
Malware Configuration
Yara Signatures
Sigma Signatures
Snort Signatures
Joe Sandbox Signatures
Mitre Att&ck Matrix
Behavior Graph
Screenshots

Thumbnails
Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs

Domains and IPs
Contacted Domains
URLs from Memory and Binaries
World Map of Contacted IPs

General Information
Warnings

Simulations
Behavior and APIs

Joe Sandbox View / Context
IPs
Domains
ASNs
JA3 Fingerprints
Dropped Files

Created / dropped Files
C:\Users\user\AppData\Local\Temp\AIE570.tmp
C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\FileOperations.dll
C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\New
C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\PowerShellScriptLauncher.dll
C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\Prereq.dll
C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\Up
C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\aicustact.dll
C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\banner
C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\cmdlinkarrow
C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\completi
C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\custicon
C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\dialog
C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\dialogBackground.bmp
C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\dialogBackgroundGray.bmp
C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\dlImageButton.bmp
C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\dlProgress.png
C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\exclamic
C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\info
C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\insticon
C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\lzmaextractor.dll
C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\publicSoftwareBanner.bmp
C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\radioDoing.bmp
C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\radioDone.bmp
C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\radioError.bmp
C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\radioPending.bmp
C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\radioWaiting.gif
C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\removico
C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\repairic
C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\tabback
C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\tempFiles.dll
C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-NCM\x64\DPInst.xml
C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-NCM\x64\dl-usbnet-ncm.cat
C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-NCM\x64\dl-usbnet-ncm.inf
C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-NCM\x64\dl-usbnet-ncm.sys
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C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-NCM\x86\DPInst.xml
C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-NCM\x86\dl-usbnet-ncm.cat
C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-NCM\x86\dl-usbnet-ncm.inf
C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-NCM\x86\dl-usbnet-ncm.sys
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.tmp
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLCABA.tmp
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLCDCNCM\DPInst.xml
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLCDCNCM\dlcdcncm.cat
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLCDCNCM\dlcdcncm.inf
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLCDCNCM\dlcdcncm62.sys
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLCDCNCM\dlcdcncm62_x64.sys
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\DPInst.xml
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\dl-usbnet-ncm.cat
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\dl-usbnet-ncm.inf
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\dl-usbnet-ncm.sys
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\dlidusb.cat
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\dlidusb.dll
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\dlidusb.inf
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\dlidusb2.dll
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\dlidusb3.dll
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\dlusbaudio.cat
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\dlusbaudio.inf
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\dlusbaudio.sys
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\dlusbaudio_x64.sys
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\ella-dock-release.spkg
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\firefly-monitor-release.spkg
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\ridge-dock-release.spkg
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\DPInst.xml
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\dl-usbnet-ncm.cat
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\dl-usbnet-ncm.inf
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\dl-usbnet-ncm.sys
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\dlidusb.cat
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\dlidusb.dll
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\dlidusb.inf
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\dlidusb2.dll
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\dlidusb3.dll
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\dlusbaudio.cat
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\dlusbaudio.inf
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\dlusbaudio.sys
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\dlusbaudio_x64.sys
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\ella-dock-release.spkg
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\firefly-monitor-release.spkg
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\ridge-dock-release.spkg
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLUSBAUDIO\DPInst.xml
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLUSBAUDIO\dlusbaudio.cat
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLUSBAUDIO\dlusbaudio.inf
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLUSBAUDIO\dlusbaudio.sys
C:\Users\user\AppData\Local\Temp\DL2.tmp\DLUSBAUDIO\dlusbaudio_x64.sys
C:\Users\user\AppData\Local\Temp\DL2.tmp\DPINST32\DpInst.exe
C:\Users\user\AppData\Local\Temp\DL2.tmp\DPINST64\DpInst.exe
C:\Users\user\AppData\Local\Temp\DL2.tmp\NIVO\DPInst.xml
C:\Users\user\AppData\Local\Temp\DL2.tmp\NIVO\DisplayLinkCore.dat
C:\Users\user\AppData\Local\Temp\DL2.tmp\NIVO\DisplayLinkCore64.dat
C:\Users\user\AppData\Local\Temp\DL2.tmp\NIVO\DisplayLinkUsb.inf
C:\Users\user\AppData\Local\Temp\DL2.tmp\NIVO\DisplayLinkUsbCo2.dll
C:\Users\user\AppData\Local\Temp\DL2.tmp\NIVO\DisplayLinkUsbCo64.dll
C:\Users\user\AppData\Local\Temp\DL2.tmp\NIVO\DisplayLinkUsbIo.sys
C:\Users\user\AppData\Local\Temp\DL2.tmp\NIVO\DisplayLinkUsbIo_x64.sys
C:\Users\user\AppData\Local\Temp\DL2.tmp\NIVO\displaylinkusb.cat
C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe
C:\Users\user\AppData\Local\Temp\MSI206C.tmp
C:\Users\user\AppData\Local\Temp\MSI23B9.tmp
C:\Users\user\AppData\Local\Temp\MSI257F.tmp
C:\Users\user\AppData\Local\Temp\MSI2707.tmp
C:\Users\user\AppData\Local\Temp\MSI28CD.tmp

Static File Info
General
File Icon
Static PE Info

General
Authenticode Signature
Entrypoint Preview
Rich Headers
Data Directories
Sections
Resources
Imports
Version Infos
Possible Origin

Network Behavior
Statistics
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Behavior
System Behavior

Analysis Process: Setup.exePID: 6404, Parent PID: 3964
General
File Activities
Registry Activities

Analysis Process: additional.exePID: 3956, Parent PID: 6404
General
File Activities

File Created
File Written
File Read

Analysis Process: conhost.exePID: 3572, Parent PID: 3956
General

Analysis Process: DLC3A4.exePID: 6084, Parent PID: 6404
General
File Activities

File Created
File Deleted
File Written
File Read

Analysis Process: msiexec.exePID: 5484, Parent PID: 588
General

Analysis Process: msiexec.exePID: 6748, Parent PID: 5484
General
File Activities
Registry Activities

Analysis Process: msiexec.exePID: 6744, Parent PID: 5484
General
Registry Activities

Disassembly
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Windows Analysis Report 
Setup.exe

Overview

General Information

Sample 
Name:

Setup.exe

Analysis ID: 612091

MD5: 37c6031e6d7ed0…

SHA1: 37e4ea50f7668a…

SHA256: 1200ec02f814bc…

Infos:

Detection

Score: 6

Range: 0 - 100

Whitelisted: false

Confidence: 20%

Signatures

Uses 32bit PE files

Queries the volume information (nam…

Drops certificate files (DER)

Contains functionality to check if a d…

Contains functionality to query local…

Very long cmdline option found, this…

Uses code obfuscation techniques (…

Creates files inside the system direc…

PE file contains sections with non-s…

Detected potential crypto function

Contains functionality to query CPU…

Found potential string decryption / a…

Sample execution stops while proce…

Contains functionality to call native …

Contains functionality to dynamicall…

Found dropped PE file which has no…

Contains functionality which may be…

PE file contains executable resourc…

PE file does not import any functions

Sample file is different than original …

PE file contains strange resources

Allocates memory with a write watch…

Drops PE files

Tries to load missing DLLs

Creates driver files

Checks for available system drives …

Classification

Analysis Advice

Sample drops PE files which have not been started, submit dropped PE samples for a secondary analysis to Joe Sandbox

Sample is looking for USB drives. Launch the sample with the USB Fake Disk cookbook

Sample tries to load a library which is not present or installed on the analysis machine, adding the library might reveal more behavior

Sample may offer command line options, please run it with the 'Execute binary with arguments' cookbook (it's possible that the command line switches require additional
characters like: "-", "/", "--")

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

Setup.exe (PID: 6404 cmdline: "C:\Users\user\Desktop\Setup.exe" MD5: 37C6031E6D7ED0910FAB1AB8D18F76F4)

additional.exe (PID: 3956 cmdline: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe" -y -o"C:\Users\user\AppData\Local\Temp\DL2.tmp\ MD5:

36A497196AD65CDBD3A4F50B1760DED1)
conhost.exe (PID: 3572 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

DLC3A4.exe (PID: 6084 cmdline: DLC3A4.exe /exelang 1033 ALLOW64BIT=Yes DL_PROMOTE_STORE_APP=Yes DL_PRODUCT_NAME="DisplayLink Graphics"

DL_BRANDING_UPGRADE_CODE="{78A36ACD-80D5-490f-B4C4-83D7FCC08391}" DL_BRANDING_PRODUCT_CODE="{08DDE00A-EEEA-416E-9E61-B9085D542140}"
DL_BRANDING_CAB="C:\Users\user\AppData\Local\Temp\DL2.tmp\DLCABA.tmp" DL_BRANDING_NEW_DEVICE_ACTIVITY=mirror DL_ID_USBDRIVER_PATH="C:\
Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64" DL_HOTDESK_SERVICE="No" DL_INSTALL_ANALYTICS=Yes DL_TEMP_DIR="C:\Users\user\AppData\Local
\Temp\DL2.tmp\" /lv "C:\Users\user\AppData\Local\Temp\DLC335A.LOG" MD5: F501A103478D855B0088A41117A4D4EC)
msiexec.exe (PID: 5484 cmdline: C:\Windows\system32\msiexec.exe /V MD5: 4767B71A318E201188A0D0A420C8B608)

msiexec.exe (PID: 6748 cmdline: C:\Windows\syswow64\MsiExec.exe -Embedding A63054042D1C239EA3B02585E95E450D C MD5:

12C17B5A5C2A7B97342C362CA467E9A2)
msiexec.exe (PID: 6744 cmdline: C:\Windows\System32\MsiExec.exe -Embedding A71763BA0B19F12D058A5205CCDD4884 C MD5:

4767B71A318E201188A0D0A420C8B608)
cleanup

⊘ No configs have been found

Process Tree

Malware Configuration

Copyright Joe Security LLC 2022 Page 5 of 100



There are no malicious signatures, There are no malicious signatures, click here to show all signaturesclick here to show all signatures ..

⊘ No yara matches

There are no malicious signatures, There are no malicious signatures, click here to show all signaturesclick here to show all signatures ..

⊘ No Snort rule has matched
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Behavior Graph

ID: 612091

Sample: Setup.exe

Startdate: 20/04/2022

Architecture: WINDOWS

Score: 6

Setup.exe

1 23

        started       

msiexec.exe

        started       

C:\Users\user\AppData\...\additional.exe, PE32

dropped

C:\Users\user\AppData\...\dlusbaudio_x64.sys, PE32+

dropped

C:\Users\user\AppData\...\dlusbaudio.sys, PE32

dropped

6 other files (none is malicious)

dropped

DLC3A4.exe

110

        started       

additional.exe

79

        started       

msiexec.exe

1 8

        started       

msiexec.exe

2

        started       

C:\Users\user\AppData\Local\...\decoder.dll, PE32

dropped

C:\Users\user\AppData\Local\Temp\...\1033.dll, PE32

dropped

C:\Users\user\AppData\Local\...\shi1E77.tmp, PE32+

dropped

21 other files (none is malicious)

dropped

C:\Users\user\...\DisplayLinkUsbIo_x64.sys, PE32+

dropped

C:\Users\user\...\DisplayLinkUsbIo.sys, PE32

dropped

C:\Users\user\...\DisplayLinkUsbCo64.dll, PE32+

dropped

17 other files (none is malicious)

dropped

conhost.exe

        started       C:\Users\user\AppData\Local\...\cl_6709.exe, PE32+

dropped

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots

Thumbnails
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Source Detection Scanner Label Link

Setup.exe 0% Virustotal Browse

Setup.exe 0% Metadefender Browse

Setup.exe 0% ReversingLabs

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\FileOperations.dll 0% Virustotal Browse

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\FileOperations.dll 0% ReversingLabs

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\PowerShellScriptLauncher.dll 0% Virustotal Browse

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\PowerShellScriptLauncher.dll 4% ReversingLabs

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\Prereq.dll 0% Virustotal Browse

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\Prereq.dll 0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\Prereq.dll 3% ReversingLabs

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\aicustact.dll 0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\aicustact.dll 4% ReversingLabs

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\lzmaextractor.dll 3% ReversingLabs

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\tempFiles.dll 4% ReversingLabs

C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-NCM\x64\dl-usbnet-ncm.sys 0% ReversingLabs

C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-NCM\x86\dl-usbnet-ncm.sys 0% ReversingLabs

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Copyright Joe Security LLC 2022 Page 8 of 100

https://www.virustotal.com/gui/file/1200ec02f814bcd7a6de8035ec139548a80b628601b90f4a13a5b35cf976a4e0/detection/f-1200ec02f814bcd7a6de8035ec139548a80b628601b90f4a13a5b35cf976a4e0-1647406902
https://www.metadefender.com/#!/results/file/bzIyMDMyMzBGWk9jdUhpQkhRWXBpRzQ1d0Y/regular/analysis
https://www.virustotal.com/gui/file/b7448c7a742619555ffacb998c36f9ceae17e7a6bb3348a02f6c433b901365e6/detection/f-b7448c7a742619555ffacb998c36f9ceae17e7a6bb3348a02f6c433b901365e6-1534931996
https://www.virustotal.com/gui/file/c4c766db32d317c8b748f798d2b62cae9e85788edcbf7915d55cdd31f61c3f64/detection/f-c4c766db32d317c8b748f798d2b62cae9e85788edcbf7915d55cdd31f61c3f64-1649701287
https://www.virustotal.com/gui/file/a2ec308da594b832262ac45decd462842fc4929d20fc2c158405605ad53b9a1a/detection/f-a2ec308da594b832262ac45decd462842fc4929d20fc2c158405605ad53b9a1a-1649053807
https://www.metadefender.com/#!/results/file/YnpJeE1EUXhObnBGTkdoQmJXOVBVd1k3WHpPcGQwWTQ/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJeE1EUXhObnBGTkdoQmJXOVBVd2xkYldyRGl0ODJY/regular/analysis


C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe 0% ReversingLabs

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.tmp 0% ReversingLabs

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLCDCNCM\dlcdcncm62.sys 0% ReversingLabs

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLCDCNCM\dlcdcncm62_x64.sys 0% ReversingLabs

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\dl-usbnet-ncm.sys 0% ReversingLabs

Source Detection Scanner Label Link

⊘ No Antivirus matches

⊘ No Antivirus matches

Source Detection Scanner Label Link

www.typography.netD 0% URL Reputation safe

⊘ No contacted domains info

Name Source Malicious Antivirus Detection Reputation

www.typography.netD DLC3A4.exe, 00000010.00000002.686271597.
000000000B742000.00000004.00000800.00020
000.00000000.sdmp

false URL Reputation: safe unknown

www.displaylink.com/support/compcheckredirect.php
DLC3A4.exe, 00000010.00000002.681168882.
0000000005441000.00000002.00000001.00040
000.00000014.sdmp

false high

https://www.thawte.com/cps DLC3A4.exe, 00000010.00000002.678461490.
0000000003C48000.00000004.00000800.00020
000.00000000.sdmp

false high

www.displaylink.com/ DLC3A4.exe, 00000010.00000003.648494104.
0000000004E39000.00000004.00000800.00020
000.00000000.sdmp, DLC3A4.exe, 00000010.
00000003.597504194.0000000004E29000.0000
0004.00000800.00020000.00000000.sdmp, DL
C3A4.exe, 00000010.00000003.625008226.00
00000004E37000.00000004.00000800.0002000
0.00000000.sdmp, DLC3A4.exe, 00000010.00
000002.682694119.0000000005BB9000.000000
02.00000001.00040000.00000014.sdmp, DLC3
A4.exe, 00000010.00000002.682306648.0000
0000059CD000.00000002.00000001.00040000.
00000014.sdmp, DLC3A4.exe, 00000010.0000
0003.647813814.0000000004E39000.00000004
.00000800.00020000.00000000.sdmp, dl-usbnet-
ncm.sys.4.dr

false high

https://www.thawte.com/cps0/ DLC3A4.exe, 00000010.00000003.647681466.
0000000003B41000.00000004.00000800.00020
000.00000000.sdmp, DLC3A4.exe, 00000010.
00000003.669738195.0000000003C42000.0000
0004.00000800.00020000.00000000.sdmp, DL
C3A4.exe, 00000010.00000003.648295325.00
00000003B41000.00000004.00000800.0002000
0.00000000.sdmp, DLC3A4.exe, 00000010.00
000002.680780745.00000000052D0000.000000
02.00000001.00040000.00000014.sdmp, DLC3
A4.exe, 00000010.00000002.681168882.0000
000005441000.00000002.00000001.00040000.
00000014.sdmp, Prereq.dll.16.dr, MSI2AF1.tmp.16.dr

false high

https://www.displaylink.com/downloads/windows. Setup.exe, 00000000.00000000.406886096.0
000000005536000.00000002.00000001.010000
00.00000003.sdmp

false high

Unpacked PE Files

Domains

URLs

Domains and IPs

Contacted Domains

URLs from Memory and Binaries
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https://www.thawte.com/repository0W DLC3A4.exe, 00000010.00000003.647681466.
0000000003B41000.00000004.00000800.00020
000.00000000.sdmp, DLC3A4.exe, 00000010.
00000003.669738195.0000000003C42000.0000
0004.00000800.00020000.00000000.sdmp, DL
C3A4.exe, 00000010.00000003.648295325.00
00000003B41000.00000004.00000800.0002000
0.00000000.sdmp, DLC3A4.exe, 00000010.00
000002.680780745.00000000052D0000.000000
02.00000001.00040000.00000014.sdmp, DLC3
A4.exe, 00000010.00000002.681168882.0000
000005441000.00000002.00000001.00040000.
00000014.sdmp, Prereq.dll.16.dr, MSI2AF1.tmp.16.dr

false high

https://www.displaylink.com/downloads/windows Setup.exe, 00000000.00000000.406886096.0
000000005536000.00000002.00000001.010000
00.00000003.sdmp

false high

www.displaylink.com/m DLC3A4.exe, 00000010.00000002.677175504.
0000000000FFC000.00000004.00000020.00020
000.00000000.sdmp

false high

https://www.displaylink.com/downloads/windows.x
Setup.exe, 00000000.00000000.406886096.0
000000005536000.00000002.00000001.010000
00.00000003.sdmp

false high

https://www.advancedinstaller.com DLC3A4.exe, 00000010.00000003.647681466.
0000000003B41000.00000004.00000800.00020
000.00000000.sdmp, DLC3A4.exe, 00000010.
00000003.669738195.0000000003C42000.0000
0004.00000800.00020000.00000000.sdmp, DL
C3A4.exe, 00000010.00000003.648295325.00
00000003B41000.00000004.00000800.0002000
0.00000000.sdmp, DLC3A4.exe, 00000010.00
000002.680780745.00000000052D0000.000000
02.00000001.00040000.00000014.sdmp, DLC3
A4.exe, 00000010.00000002.681168882.0000
000005441000.00000002.00000001.00040000.
00000014.sdmp, Prereq.dll.16.dr, MSI2AF1.tmp.16.dr

false high

www.google.com DLC3A4.exe false high

www.winimage.com/zLibDll DLC3A4.exe, 00000010.00000002.681168882.
0000000005441000.00000002.00000001.00040
000.00000014.sdmp

false high

www.yahoo.com DLC3A4.exe false high

www.displaylink.com/DlPublicSoftwareBannerpublicSof
twareBanner.bmpAI_REQUIRED_WINDOWS_INSTAL
L

DLC3A4.exe, 00000010.00000002.680780745.
00000000052D0000.00000002.00000001.00040
000.00000014.sdmp

false high

Name Source Malicious Antivirus Detection Reputation

⊘ No contacted IP infos

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 612091

Start date and time: 20/04/202215:02:27 2022-04-20 15:02:27 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 12m 43s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Setup.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

23

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

World Map of Contacted IPs

General Information
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Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean6.winEXE@11/123@0/0

EGA Information: Successful, ratio: 100%

HDC Information: Successful, ratio: 100% (good quality ratio 86.3%)
Quality average: 74.1%
Quality standard deviation: 36.2%

HCA Information: Successful, ratio: 68%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Found application associated with file extension: .exe
Adjust boot time
Enable AMSI

Exclude process from analysis (whitelisted): MpCmdRun.exe, dllhost.exe, audiodg.exe, BackgroundTransferHost.exe, WMIADAP.exe, backgroundTaskHost.exe, conhost.exe,
svchost.exe, wuapihost.exe
Created / dropped Files have been reduced to 100
Excluded domains from analysis (whitelisted): www.bing.com, ris.api.iris.microsoft.com, client.wns.windows.com, fs.microsoft.com, sls.update.microsoft.com, displaycatalog.mp.micros
oft.com, img-prod-cms-rt-microsoft-com.akamaized.net, arc.msn.com
Not all processes where analyzed, report is missing behavior  information
Report size exceeded maximum capacity and may have missing b ehavior information.
Report size getting too big, t oo many NtAllocateVirtualMemory calls found.
Report size getting too big, t oo many NtCreateFile calls found.
Report size getting too big, t oo many NtEnumerateValueKey calls found.
Report size getting too big, t oo many NtOpenKeyEx calls found.
Report size getting too big, t oo many NtProtectVirtualMemory calls found.
Report size getting too big, t oo many NtQueryValueKey calls found.

⊘ No simulations

⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No context

Warnings

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints

Dropped Files
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Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: Composite Document File V2 Document, Little Endian, Os: Windows, Version 10.0, MSI Installer, Code page: 1251, Title: Installation Database, Subject: DisplayLink 
Graphics, Author: DisplayLink Corp., Keywords: Installer, MSI, Database, Comments: Installs DisplayLink Graphics., Create Time/Date: Fri Dec 11 11:47:46 2009, Name 
of Creating Application: Advanced Installer 15.1 build 1ac8a36b05, Security: 0, Template: x64;2057, Last Saved By: x64;1049, Revision Number: {312AEE13-2735-4088-
B726-C3CA64D81215}10.2.6709.0;{3B719D3D-BF94-4CEF-80B9-2C1E4AEDE0AC}10.2.6709.0;{0AECE230-D5D2-4880-B3ED-F23905ED66A9}, Number of Pages: 
200, Number of Characters: 63

Category: dropped

Size (bytes): 11059712

Entropy (8bit): 6.312531141034297

Encrypted: false

SSDEEP: 98304:jBYdAUiyotueafWwy+aC27fafuzfPu8Jsd1wfgvzZQVDLDTqg2qPl:QiyQbKuLCMamfPuSIWzDTq0N

MD5: 1F943593CE82AE5015B1AA7254202DA8

SHA1: C59C4C2781DD11CE69459703FDBE794F3E3B3C82

SHA-256: 5F8F40150ED161AEDE0C05591816661F5A569E69D74DBB089D8991A43161C929

SHA-512: 243A941D03DA2ABAEF36B935D5A409A9741733988A2FAC39E5AF5C26F0C9ED5F50096D2BC554A638CFF9D74E4D7D8B04925969FC77DC30922BEB47847F06B9E
5

Malicious: false

Reputation: low

Preview: ......................>.......................................................{...............E.......:...;...<...=...>...?...@...A...B...C...D...E...F...G...H...I...J...............9...:...;...<...E...F...G...H...I...J...G...H...
I...J...K...L...........................c...d...e...f...g...h...i...j...k...l...m...................................................................................................................................................................................
................................................>...............?............................................................................... ...!..."...#...$...%...&...'...(...)...*...+...,...-......./...0...@...2...3...4...5...6...7...8...9...:.
..;...<...=.......K...A...C...B...H...D...E...F...G...J...I...]...L...s...M...N...O...P...Q...R...S...T...U...V...W...X...Y...Z...[...\...a...^..._...`.......b...c...d...e...f...g...h...i...j...k...l...m...n...
o...p...q...r...L9..t...u...v...w...x...y...z...

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 371360

Entropy (8bit): 6.68622089601704

Encrypted: false

SSDEEP: 6144:HSa5HhE9T0zNENm2eK7mnoUSgpAY8ODcDcm7cIsAjcPze3+kLTl505xxgAO3WTBV:HSwHhEGzic7e3D/7QxgRWTUuRIlnOJz

MD5: D577449D0123146B10AC47ED30292683

SHA1: 5F0C786773156044029FA13CF1E8ED7D5036B7DB

SHA-256: B7448C7A742619555FFACB998C36F9CEAE17E7A6BB3348A02F6C433B901365E6

SHA-512: AFA99C4F43BC7FE8BBE1FBD02016D275E8AEAF905E2779DCB0AA0033FDF280BBB426F08946A60A8DA5BD79A35E221E638499F0355308D95EC036B43CD3EA1B
67

Malicious: false

Antivirus: Antivirus: Virustotal, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: low

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......\m.F..............9.......;.......:......j.......j..9....j..&...Yk.......t[.............Yk..
....Yk......Yk7......._.....Yk......Rich....................PE..L.....U[...........!......................................................................@.........................pH..D....I...................................2......p.......
....................`...@............................................text............................... ..`.rdata...x.......z..................@..@.data...H....`.......F..............@....rsrc................V..............@..@.r
eloc...2.......4...\..............@..B..............................................................................................................................................................................................................................
..................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: MS Windows icon resource - 1 icon, 16x16, 16 colors

Category: dropped

Size (bytes): 318

Entropy (8bit): 2.034441580055181

Encrypted: false

SSDEEP: 3:PFErXllvlNl/AXll/lFl/Ft/HtAiotuZt/nZllBe+llBe+llBe+llBe+llBe+lll:k9ij1BjjjjjTtXGuwtOZBl

MD5: C23CBF002D82192481B61ED7EC0890F4

SHA1: DD373901C73760CA36907FF04691F5504FF00ABE

SHA-256: 4F92E804A11453382EBFF7FB0958879BAE88FE3366306911DEC9D811CD306EED

Created / dropped Files

C:\Users\user\AppData\Local\Temp\AIE570.tmp

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\FileOperations.dll

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\New
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SHA-512: 5CC5AD0AE9F8808DEA013881E1661824BE94FB89736C3CB31221E85BE1F3A408D6E5951ACCD40EE34B3BAF76D8E9DD8820D61A26345C00CDDC0A884375EE11
85

Malicious: false

Preview: ..............(.......(....... ...............................................................................................................................................................................................................................................
............................}..................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 418976

Entropy (8bit): 6.664247191007649

Encrypted: false

SSDEEP: 6144:wNbyiRFi7BpCGB8gdENm2eK7mnoUSgpAY8ODcDcm7cIs34Cx0Wlx/33F85vWBk/i:qbx+WHGptlx/Wkq4mo4XVO5

MD5: E619F450ADAEE3D6638A8632C0A97C2D

SHA1: 20CEB30A8B29F39A075806CA545083B86F097E9E

SHA-256: C4C766DB32D317C8B748F798D2B62CAE9E85788EDCBF7915D55CDD31F61C3F64

SHA-512: 2B30CB2783598E1DB6A493E48256FBD2D7F01ED616DE456BF86C8D1DB140C11EA1580789AC3CD71839E7F6A531B991FA33302A1967275C61EC60AC6FF05C8517

Malicious: false

Antivirus: Antivirus: Virustotal, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 4%

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........tn...=...=...=Fo.=...=Fo.=...=Fo.=...=..<...=..<...=..<...=...=...=...
=]..=...<...=...<...=...=...=..=...=...<...=Rich...=................PE..L....U[...........!......................................................................@.................................8...x....@...............J.......P..
<=..p...p..............................@............................................text...H........................... ..`.rdata..JX.......Z..................@..@.data....%..........................@....rsrc........@............
..........@..@.reloc..<=...P...>..................@..B....................................................................................................................................................................................................
....................................................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 390816

Entropy (8bit): 6.56762007556992

Encrypted: false

SSDEEP: 6144:uvoAMQlYVsYxMrPFzq7k7/Si13YiucVvAO+u6DRU9A1Fk:uvjlYaVrWK3Yxc8FRkAI

MD5: 23879268CA004A18964791AAD5441038

SHA1: 779672ADC8B28B58F761E18B91A209104342A24A

SHA-256: A2EC308DA594B832262AC45DECD462842FC4929D20FC2C158405605AD53B9A1A

SHA-512: 80B6FE319C955544944DD4BC4D64417C5A3E0A7EE6F37FD168E41EE350F29192FAADED5452B77273A89B75F4D14BCD7D75ACA542B0EFD40F59201192837D833
8

Malicious: false

Antivirus: Antivirus: Virustotal, Detection: 0%, Browse
Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 3%

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........).*.H.y.H.y.H.yz..y.H.yz..y[H.yz..y.H.y...x.H.y...x.H.y...x.H
.y.0oy.H.y.0hy.H.y.0.y.H.y.H.y.I.y./.x.H.y./.x.H.y./.y.H.y.H{y.H.y./.x.H.yRich.H.y........PE..L....U[...........!................Qz....................................... .......X....@.............................
<...............h........................>..."..8...............................@...............\...|...@....................text............................... ..`.rdata..............................@..@.data...\$.......................
...@....rsrc...h...........................@..@.reloc...>.......@..................@..B...................................................................................................................................................................
.............................................................................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: MS Windows icon resource - 1 icon, 16x16, 16 colors

Category: dropped

Size (bytes): 318

Entropy (8bit): 2.0369361465218003

Encrypted: false

SSDEEP: 3:PFErXllvlNl/AXll/lFl/Ft/HtAiotuZt/nreBB+eKemhlRhmeemfB+ll5evZ/Xy:k9ij1KBBhK9jwmfBuiKaq5n

MD5: 83730AC00391FB0F02F56FE2E4207A10

SHA1: 139FED8F0216132450E66BDA0FBBDC2A5BD333AF

SHA-256: 573E3260EED63604F24F6F10CE5294E25E22FDA9E5BFD9010134DE6E684BAB98

SHA-512: E3DBE1956BB743FD68319517D1D993DDA316C12BBBBBBD6F582ECDD60C4FDE24CC4814C7AB36ED571F720349931EAC10B03E9C911BA0F4309B10604B2C56C6
A9

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\PowerShellScriptLauncher.dll

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\Prereq.dll

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\Up
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Malicious: false

Preview: ..............(.......(....... ...............................................................................................................................................................................................................................................
................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 265888

Entropy (8bit): 6.57911361618338

Encrypted: false

SSDEEP: 6144:PI9YEsyXz4ZnwQVx/QjrYAOX1RrEqFqQO:PvEsy0ZwQH4jkNjqv

MD5: 6B2590DF5E5C28C0765161EA334108A5

SHA1: A7CA20E24B212B0BDB56DD9C692D3FCD946CA803

SHA-256: 6DD214389728CA6D66E2A2DAF23A700060C0389447EABCBA8BE3157D2BDBFDB7

SHA-512: 7D1126487395D9F44F0942D1CD465BAC0348841F76723B0C28C8B3D95F3B21EE7906533A5D2C37B185D734FF0416362EE37ECB6FC9A1329DB451CC32D0BC30EE

Malicious: false

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 4%

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......Z....b~..b~..b~......b~......b~......b~...}..b~...z.>b~...{.)b~......b~.
.....b~..b..3c~._.w.Vb~._.~..b~._....b~..b...b~._.|..b~.Rich.b~.................PE..L..._.U[...........!.....X...........J.......p...............................0......h'....@.............................................
0.......................t,......p........................... ...@............p...............................text...(V.......X.................. ..`.rdata...V...p...X...\..............@..@.data...............................@....rsrc...0...
........................@..@.reloc..t,..........................@..B......................................................................................................................................................................................
..........................................................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: PC bitmap, Windows 3.x format, 500 x 59 x 8

Category: dropped

Size (bytes): 2372

Entropy (8bit): 2.6114732592489567

Encrypted: false

SSDEEP: 24:Rgf4BBBBP////F7I8+iN1svE0bRw1FBdJ2DMaij/T///HkBBB+:RgQBBBBb18VeyDUcBBB+

MD5: DAF14D3480C7AA73A53415FF483B10A1

SHA1: DB240A22410AC7536F5C833CA98322CCA4180C3D

SHA-256: 0D2715E6689EA0CCCC6CDFAD328DAB66F61DF466FBBAF043CEF2D05F9AD420C4

SHA-512: 7741A04025317179EAF14F7843F313F0E8922FD219C1D45DB91E65E58229A1C948FB12120806507162D064B03DD4A45A8380210545A8A61910E622F0B3C736C7

Malicious: false

Preview: BMD.......J...(.......;............................................................................................1...........................................................1...........................................................1........................
......................................-..............1..............................................................-..............1..............................................................-..............1..................................................
............-..............1..............................................................-...................................................................................................................................................................................
.............................1...................................................................................................1................................................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: MS Windows icon resource - 3 icons, 16x16, 16 colors, 4 bits/pixel, 16x16, 8 bits/pixel

Category: dropped

Size (bytes): 2862

Entropy (8bit): 3.160430651939096

Encrypted: false

SSDEEP: 48:QFFZ+f+zd+kHeNTM9/+Xz++++++++YWWS0i6I:QFFEw4Xc+D++++++++ypi9

MD5: 983358CE03817F1CA404BEFBE1E4D96A

SHA1: 75CE6CE80606BBB052DD35351ED95435892BAF8D

SHA-256: 7F0121322785C107BFDFE343E49F06C604C719BAFF849D07B6E099675D173961

SHA-512: BDEE6E81A9C15AC23684C9F654D11CC0DB683774367401AA2C240D57751534B1E5A179FE4042286402B6030467DB82EEDBF0586C427FAA9B29BD5EF74B807F3
E

Malicious: false

Preview: ..............(...6...........h...^......... .h.......(....... .........................................................................................................................................................wv....."""""o.."""""o..www""......
"/.....""......"/......r.........................?...........................................?......(....... ..................................................."..... .". .6.-.9.;.<.;.D.3.,...4...9...O.,.Q.$.M.2.S.:.\.1.U.$._.1.F.
G.I.A.`.@.w.q...|...q...{...........................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\aicustact.dll

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\banner

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\cmdlinkarrow
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Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: MS Windows icon resource - 2 icons, 32x32, 16 colors, 32x32

Category: dropped

Size (bytes): 2998

Entropy (8bit): 4.359062242965858

Encrypted: false

SSDEEP: 48:fHJQSoGaffiary58nP0pB/ewjcYzrd67jQHazxAySvbyQfil:PJFL4dOQGJ6nQ6dSvGQo

MD5: 45B0E074F96A859ADAE198187AB9FA11

SHA1: AB89AD71FC239D10C71476E42CDB66B080D75BED

SHA-256: 050282E679AC80F6A357FFF92F1E7A95D30A06B35247E25CBFD2DD8CEEE1A412

SHA-512: 5B0A2ABAED2E285E8F0D25148C03A05F090FF8FB69D9A178DA21B779427ED138AB16876163500D266123B036C23F3AC56DCDE8D4D103B37102B4FC46A2B04520

Malicious: false

Preview: ......  ..........&...  ..............(... ...@.....................................................................................................................................w................{..................p..........x.{.wp............{.w..
........xxx...................w.........w~...xx.........~......www......z..xx...w..............w..........p...........................w......p.........wwwwwx...............x.........DDDDDOx..........vfl.Ox..........wff.O
x...........vflOx...........wffOx............vfOx.........~..wfOx.........w...vOx.........w~..wOx.........DDDDDOx...............x.......................................................?.............................................
............................................................................(... ...@..................................................................................k...H...%............z...b...Js..2P.............k...Hs..%W...U...I...=...
1...%s...P.............kk..HH..%%....................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: MS Windows icon resource - 2 icons, 32x32, 16 colors, 32x32

Category: dropped

Size (bytes): 2998

Entropy (8bit): 4.298568796986908

Encrypted: false

SSDEEP: 48:fH9LkioGaffiary58nP0pB/ewjcYzrd67jQHazAQnny1ykbjy0fiV:P9LFL4NOQGJ6nQ6sP1ykbu0I

MD5: 3EAEBDADE778394F06B29659C9C01ED7

SHA1: 3E2A80761C8A44E509C4E06D275BFB25E704DDB0

SHA-256: 719E644C31D0CC6B891F6A1253655DFBA39A3B78E06D24817BE1D8492B172B48

SHA-512: 14628B5C737045B9916AF5F3ECC9343EF6349C9988F45D1E93846CD79FD38A20F9E7922EC2E6A846CCF14F02AAC84E518279548E8BC9B29AAA3EE553D7A74F59

Malicious: false

Preview: ......  ..........&...  ..............(... ...@.....................................................................................................................................w................{..................p..........x.{.wp............{.w..
........xxx...................w.........w~...xx.........~......www......z..xx...w..............w..........p...........................w......p.........wwwwwx...............x.........DDDDDOx..........vfl.Ox..........wff.O
x...........vflOx...........wffOx............vfOx.........~..wfOx.........w...vOx.........w~..wOx.........DDDDDOx...............x.......................................................?.............................................
............................................................................(... ...@..................................................................................k...H...%............z...b...Js..2P.............k...Hs..%W...U...I...=...
1...%s...P.............kk..HH..%%....................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: PC bitmap, Windows 3.x format, 500 x 316 x 8

Category: dropped

Size (bytes): 36904

Entropy (8bit): 1.6592122603583341

Encrypted: false

SSDEEP: 96:ZFgstvLTJ/lJzh7nVnnWpinnJ7FNng6H6ityl6Tk:3gstjTJddWpi7vndHDLTk

MD5: ABF1076064505DEE794FA7AED67252B8

SHA1: 358D4E501BB3007FEECE82A4039CC1050F23FAB4

SHA-256: FB0D133F05DE6AA6A7A3491AE532191A60C438B35D9FF7BFEC9E63131F6F0C73

SHA-512: 9A4680A8D186C1D7550B5E03CBDD095B0C88B2E0249A3AF75FA0253D2C9A6F0AA1DD570ECF1A273683A14E6C7B5FB11678BE3DA439A3BF23EAB790372E96E3
21

Malicious: false

Preview: BM(.......J...(.......<..................................................N..U........................................................................................R...S..P.............................................................................
.....R...V..M................................................................................R...[..H..........................................................................R...^..E...................................................................
.....R...a..B....................................................................R...f..=................................................................R...i..:............................................................R...l..7...............................
...........................R...o..4......................................................R...r..1....................................................R...u...................................................R.......................g..+......

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: PC bitmap, Windows 3.x format, 10 x 10 x 24

Category: dropped

Size (bytes): 374

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\completi

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\custicon

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\dialog

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\dialogBackground.bmp
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Entropy (8bit): 1.0090244268172435

Encrypted: false

SSDEEP: 6:2lfkLLARaLARaLARaLARaLARaLARaLARaLARaLARaLl:qAVVVVVVVVR

MD5: 3200BCB62A21A451EF63623CCE0C2B29

SHA1: 02AC159F40618D9FE96FB5B1F8E7675805F1CCD8

SHA-256: 0E63FCA0804774EA90B96C096EA9678DEB3DD0B864EFD3B57659B447FE890C05

SHA-512: 68589D3672412C99C54984A25A7B4DC16789361ECD03F9644C2E1C00BA5F2B68A73B67A002EF3A5AC71BCC00945DFBB1F56C319B98CACCF10EF0E8B8F1F163F
0

Malicious: false

Preview: BMv.......6...(...................@.................................................................................................................................................................................................................................
..................................................................................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: PC bitmap, Windows 3.x format, 10 x 10 x 24

Category: dropped

Size (bytes): 374

Entropy (8bit): 1.7456253632245882

Encrypted: false

SSDEEP: 6:2lfkOp2222222dIp2222222dIp2222222dIp2222222dIp2222222dIp2222222f:qEFFFFFFFFFl

MD5: 2068072848BB0F9AEE0C0C53755A86E0

SHA1: 0741B94EFD729AB0E71C4B5613D9856D9425B93F

SHA-256: 0DD79BDE0B2D581E1BCC10F40A5D09BF2A833FFF25A05CC92150AEB4B11F42B7

SHA-512: A210BF3DDCD3A795091EA1AE01C461F249AB1642E46F16D7BA094F5F106B900BA2037CECE6CF4E8159F34A8F6B6CE1094FDFF781AEC1C05ADE8E89420DC795
7C

Malicious: false

Preview: BMv.......6...(...................@.................................................................................................................................................................................................................................
..................................................................................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: PC bitmap, Windows 3.x format, 1176 x 46 x 24

Category: dropped

Size (bytes): 162342

Entropy (8bit): 1.9726207922214154

Encrypted: false

SSDEEP: 3:AlllLhDlsl9/lGjlv1111111111111111111111111111111111111111111111N:SylfGjH

MD5: 7D2A780A05F478EF4044C7AAB4EEBD42

SHA1: BAB3342FD98115ABDD035E63982DC4DFD98DFD82

SHA-256: DED57492AB39F46D51C9009BC65B8B4E3554DC27285BAAB60E0B9FC079505FE1

SHA-512: 9D548B3307F3D6439B178F9CA81014FF2044611AB67AAE189AA6E01229914D949A427BEE7EB4A778DE6217955E8566EB38D54EAF298A2851E22A1BFFB603F92A

Malicious: false

Preview: BM&z......6...(....................y...................z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z.
.z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z.
.z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z.
.z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z.
.z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..z..

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: PNG image data, 121 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 243

Entropy (8bit): 6.214905302136987

Encrypted: false

SSDEEP: 6:6v/lhPK4nMRFjhm+jnDsplRFC5ez7tExuDiHRj8IuhDp:6v/7i4nMIlzaxjRQNht

MD5: 76027E9C26C1097039E21726D822A12F

SHA1: D5B4135A211E02BD52EC7F640CD796F97F62F077

SHA-256: 7DA30EFB432B8D156BC06E0834F0E4A9FFA90A858A91F6D62E4AED6E497ACDD6

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\dialogBackgroundGray.bmp

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\dlImageButton.bmp

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\dlProgress.png
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SHA-512: FDACF15B470406C177BD234F70EA7EFCB8CD61A230F6D40766E6E4BDD11D8F6A66A797560CDE6CD2745F0C3C4D20E6AC93356F2FC744620C309EFA5C03C343
83

Malicious: false

Preview: .PNG........IHDR...y.........2.......gAMA......a.....sRGB.........pHYs..........+......tEXtSoftware.Adobe ImageReadyq.e<...cIDATXG..... .@..^N.........I....I...6.....w.z...|./r_.j.\#..W.....
.F.02.....`d.#.......(.<5..q..4#.c.$....IEND.B`.

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: MS Windows icon resource - 1 icon, 32x32, 16 colors

Category: dropped

Size (bytes): 766

Entropy (8bit): 3.3484862648999827

Encrypted: false

SSDEEP: 12:IX9VJL3hr4hZ7BUfBnsRhR0lsihSitWNmwAn8S:ItnVrsjUJsRhGlYitWNmqS

MD5: 3DBA38E7A6085876E79F162F9985618C

SHA1: F89B4B20EB5379BA139BBED4FCB4246C7707A8A8

SHA-256: 593F94EF1405422B3E453F4422B22C990D84303668D60344C6FD257318E92428

SHA-512: E8F1EAC1A9009C06DDD1CF99F876819B57B4D2798D02F93465487DD2FFFE3A4239F171FFB02D98DCA358BC47420205A2CC0877ABC02C6B21269C3D07EC78A83
6

Malicious: false

Preview: ......  ..............(... ...@...............................................................................................331............332333333333333.33$DDDDDDDDDDD@1.2DDDDDDDDDDDDD..
2DDDDDD@DDDDDDC.2DDDDDD34DDDDDC.2DDDDD@30DDDDD..3$DDDDD34DDDDD1.3$DDDDD@DDDDD@1332DDDDDDDDDDDC.332DDDDDCDDDDD.
.333$DDDD..DDDD1.333$DDDD#$DDD@133332DDDD34DDDC.33332DDD@30DDD..33333$DDB32DDD1.33333$DDC33DD@13333332DDC33DDC.3333332DD
C33DD..3333333$DC33DD1.3333333$DC33D@1333333332D@30DC.333333332DDDDD..333333333$DDDD1.333333333$DDD@133333333332DDDC.333
33333332DDD..33333333333$DD1.33333333333$D@13333333333332D..3333333333333"#33333333333333333333333...................................................................?...?
........................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: MS Windows icon resource - 2 icons, 32x32, 16 colors, 16x16, 16 colors

Category: dropped

Size (bytes): 1078

Entropy (8bit): 2.8642269548572474

Encrypted: false

SSDEEP: 12:hEipI3VFpSyZ9I7imddddGDxxOxzma3ZmRgRtqVtipMLXwHqfM:hEigFpTz1xA6aJmRgwi6LgHcM

MD5: 554FF4C199562515D758C9ABFF5C2943

SHA1: 9E3BAB3A975E638EAD9E03731AE82FA1DBCD178C

SHA-256: 9AE4A96BF2A349667E844ACC1E2AC4F89361A6182268438F4D063DF3A6FC47BC

SHA-512: E302EDF3DAB3A0E9EEB5AFA34E4910EE177099C017B42F86847CF972143C87E8C40BC47689A3C8845051EAB98258A392CCAF331F414C271A1B6B751F503CE22
1

Malicious: false

Preview: ......  ..........&...........(.......(... ...@.........................................................................................................p..............wp...............p...............p...............p...............p..........ww...ww
........wp....www..............wwp..............ww...............wp..............ww...............wp..............wp...............w...............wx..............w...............w...............w...............w...............w..
.............px..............p............................................................................................p......w.......w........wx....w...........wwwp.....................................?............................................
...................................?................(....... .............................................................................................................................p.......w..x.....p.......p.......w........................................
.........w

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: MS Windows icon resource - 2 icons, 32x32, 16 colors, 32x32

Category: dropped

Size (bytes): 2998

Entropy (8bit): 4.4065352120502395

Encrypted: false

SSDEEP: 48:xS9gal8+Lry58nP0pB/ewjcYzrd67YQvaH8UyuZVyX:E9Zl8UOQGJ60Qyc7uZMX

MD5: 66C842AF0B4FC1C918F531D2E1087B82

SHA1: CEB74A196559DB607824FDDC51D1243E1DEE491C

SHA-256: 48278165490487EE414BE65E20501B19A65EDAF1B6F473EB7D8C55023175EC88

SHA-512: F7DE9BA9107DBB6C71B4F585EA54B571F469CF2815A3AB0DB2A408BA3ED794A5F0C21A987CBF5AE93197B7E5B6BFE3E78A75C2B56B5BA836C236B31563A7C
560

Malicious: false

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\exclamic

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\info

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\insticon
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Preview: ......  ..........&...  ..............(... ...@.......................................................................................................................{...............w..........p..x....w........x...w..w.......p..xx..w~........x.....~.
.......p..xx....p.......x.w............p...z..xxp.......x................z....x........xx......ww.....ww..w....w.....ww...wp...w.....ww..............ww..............ww.........p.....w.wwwwwwwx......w........x..
.......DDDDDOx..........vfl.Ox..........wff.Ox...........vflOx...........wffOx............vfOx.........~..wfOx.........w...vOx.........w~..wOx.........DDDDDOx...............x..........................p... .....
....?...?...?...?...?...?....................................................................................(... ...@..................................................................................k...H...%............z...b...Js..2P.............k.
..Hs..%W...U...I...=...1...%s...P.............kk..HH..%%....................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 12960

Entropy (8bit): 6.4556873449184895

Encrypted: false

SSDEEP: 192:rTZlFHe2aR7qFnVIa3qMwH0JOqNG8Fp28Wh8nhV:rdferRet3T5JNNzFwhhin

MD5: 88CCDD0A39258E3301B6F67B9F450487

SHA1: 6CF049B7731AF3B204FFA6B84CF2C35AC631F8E5

SHA-256: F5971E11699024E5BBCF05FEE4C32ECFED394A34010E49A1737ACEE05A6611D5

SHA-512: A5A1AA8BB28B34ED0B1CA558625ED0925006EB171B39C82B4A0D648DFEB428D45C2B3320EE476BF4C0FE1B1B94BB17E9A9C784EE80ACCBE9CA95D0302A3B
26CA

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 3%

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......Tm.?...l...l...l.t l...l...l*..lQk.m...lQk.m...lQkLl...l..$l...lQk.m...lRich...l..
..............PE..L....U[...........!................T........ ...............................`.......p....@.........................0".......#.......@..h....................P..T....!..8............................................ ..`................
............text............................... ..`.rdata....... ......................@..@.data........0......................@....rsrc...h....@......................@..@.reloc..T....P......................@..B...................
..............................................................................................................................................................................................................................................................................
.......................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: PC bitmap, Windows 3.x format, 2000 x 180 x 24

Category: dropped

Size (bytes): 1080054

Entropy (8bit): 0.8657325879428006

Encrypted: false

SSDEEP: 1536:T0f5LKeE7qGlxEjdGyBc43KpMvAZFrk6yHPrt0IKE/RWpBMIt:CsyfKySLL

MD5: FCC599B9CC44A38DBC6F1635461AB647

SHA1: D488EF3795A29B3F0998B06C949276DB92D5BF3B

SHA-256: 83C9326DE5A0B3F34524D57985C9624741B387B6417FCCFC1EC8FA51645004B4

SHA-512: B6D643B6469C130722CE2FF37002F6F02B51B61FEB08FD057579FBAFB951DC2EE2EE69C2D6854029E51A41715CD08967B5D9D018067EAB3657221C5A14BAC15
E

Malicious: false

Preview: BM.z......6...(.....................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: PC bitmap, Windows 3.x format, 115 x 115 x 24

Category: dropped

Size (bytes): 40074

Entropy (8bit): 1.434815195894921

Encrypted: false

SSDEEP: 48:Tlib4A4t8lJAD9QDcVjC/JN3wvY9nF+F+gc6ZNTnewiIpA8AhM8RrHUfOuTQe8Hz:NN5hPjCn0akQgccNTnewUXyXzTGOE

MD5: 673F64A2575B5CD12A940117B1840EFA

SHA1: 8E4AC98E120CD96C675FA6E14D1CE47E7FE93CD8

SHA-256: 3596760E94D6A751DC03BF528DFF5E2852E17B38BBC95CFBA6699BC8D2F557CA

SHA-512: F6EC6F075FEC9E6B4E93B42301E8DB075685E97B8514E2664BA5FE862CFFC77B70FC5A2C69E2DF3341496F0E975E8B5509A0F5AA5B4A7766AD01A18864117AC
9

Malicious: false

Preview: BM........6...(...s...s...........T.................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\lzmaextractor.dll

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\publicSoftwareBanner.bmp

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\radioDoing.bmp
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Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: PNG image data, 115 x 115, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 2521

Entropy (8bit): 7.864107382063005

Encrypted: false

SSDEEP: 48:nfpydxbYFcZcgsL1uDJYWRx7ODYC5cJCTTgS3TjCUcSgoOSwIi78+El8+Es:fIdR0gsL8KWR5ITTg8T2UcS5z48+Et

MD5: DE200D796FDBF0B5B731C7600BFAEC45

SHA1: 0108D89035F5D31D00920FBC19D5E6CE719927B4

SHA-256: E57FFE806D2B90411309128AAED5FE991ABAFA01225FA20BF43F04CC05D9579E

SHA-512: D6454615DF6D53B9ACA025B7AD127797F6E1D4458EAC3EFC8D039BB3E106DD173123980548F87D318B0E9E9B1499E00A30E95E8316992BB6E25DDC82C63BA76
4

Malicious: false

Preview: .PNG........IHDR...s...s......C=.....sBIT....|.d.....sRGB.........gAMA......a.....pHYs...t...t..f.x....tEXtSoftware.www.inkscape.org..<....9IDATx^.yL....?s,,..........U..c...)JI|4..r.(J..Q.T
n..j+.j........q.JNd...J..)ubS7.....9b.c`Yl`Yn..M.*I.vg.......V;.-..~..k..?. ,A..',...$.B.L.......Yh.N@.g.n...!?..f`jn.&f.a|z.f...b.W@.-..Q.....I.P.J`/;...P..q...;a!.ot.......Qh`._...acN"l.w...*....l.
....4...x.........&&..,.....jo..5?..9.....C...].<7..,p..&..k...h3c..m...'.p....9.k.2.b`.:......v.k.B*......$~.~...I.=..(N._.^...y.9....98z..N\..Y..^.YM}zK6..'....2....b...q.t..*3.)M...._ u.V.Pa.L.^.z.....
<.ZT....U.!+...Cd.i..g...i.cMV9mp....T...c.U...<..I|..~...<.-.^|.P.q2..dz.g.`].|.~..D.......e.J0nl..L.7>z.....yNd.!+..k*......Y....6[......88}....&....*.B.....=..J......m..<G....W.(....n.fx.....X8
sp..5THw...8.8.L"..ol..Z....^h..}w.......!E......h...}...dN.q...j.f.~.6.......V..;!D.I./...>.i.u.p......._.8T......x.P.K....x..........)B-8....w.R,.[z..KcI.`.>...J.X..+.p.u...

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: PNG image data, 115 x 115, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 3233

Entropy (8bit): 7.878303376957383

Encrypted: false

SSDEEP: 96:pN5ALE04ITU2NsDVxkk51sUe26Gt2rQH2G+5PJ:j5AlhsLl262rM9u

MD5: 0EF26DD960994F218886FCFB97433CD9

SHA1: B4A5B7A5CBA921C350CD0F3377CA05244C2A3578

SHA-256: 4EA2725625BCEEB0C716F7A3B1E38974D93830C762268A66CF032981ED3F43EF

SHA-512: DD891A904449A08240DBB68B13E03E8CEFC899EBD325ABB111AA280157A16E4BAE298574158D53FA3688E141209FD93B8B1132BACF769D3105DA721B0D7A434
E

Malicious: false

Preview: .PNG........IHDR...s...s......C=.....sBIT....|.d.....sRGB.........gAMA......a.....pHYs..........+......tEXtSoftware.www.inkscape.org..<.....IDATx^..pT.....M6fs..........tF....8... b..P..T...
.....E9.....D.H.:.W.......p%!.d.6...........w....d...d......{......A..^-..Kf.a..",.A.).@-...)*.oa!x.WOa.4WTB...-...r.&@cS./...-2.l........I...d~zBx...-&..wM.)d6]...'.}.$......../.................saX..
s..W^...8..R.j..G.D...1S'3..~...C.l*....D..QT_.....'...I. .S.E..!dz.~...o@.....b.E.EHX.#t<$,...^=)j,t.y..g..ko@../.+..l6..9.:....../....2[..j.*........"$4....9.....V&s....A.W......&4).....b.
Lf.f.E.A3.x{Q...p.o_R$...9...}...M...h".n.'P....z.fl....!z.X.h..2[o.....[.{...OA.....6.&....\.>..N...E....e.V.wL....".../M..../Q..$,.+.....T.^...NC...y.Hc.E(.9..N}M.uQ.d.C..S....z.X .0J..."....:
(&..Spq..l...n...u_.D..G..QD&>./{l<..\.....!..>..8..E.e.-..{a44..S....W.v...uM..r.j.......D....U.......H..%.bq.x.~C9......2g).C.LW.n..p;.,.R...\.{)....3....=.6p.B2.u.~.b...L.}..-....bQ...

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: PC bitmap, Windows 3.x format, 115 x 115 x 24

Category: dropped

Size (bytes): 40074

Entropy (8bit): 1.2683920260243833

Encrypted: false

SSDEEP: 48:uhi3lCjH137NsBxDEL7pvCcNLT2CRKKBm4AErWDSfM712JeEMQjiYtS2VVf8Z+n0:uSO1hsfYxqSPxfAXFI0l/Vr

MD5: 43824AB2C94B0A12EF747DA1DB2B0489

SHA1: 231E497C235DCD86E04AB586A88627A05A37920F

SHA-256: 5E73558FBA12F062107E9AB9CB70D2C138FC4635738C13978DAAA73D2424BF1B

SHA-512: 0BEC55B7264939E37BCC4B36E718A4296A44B290ED2D3A934EDDE4AC503DCAF0F327ED9F77C2C1413504CA4455FE2B7CA04252644F06D4CD1335234926A6F93
4

Malicious: false

Preview: BM........6...(...s...s...........T.................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: GIF image data, version 89a, 115 x 115

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\radioDone.bmp

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\radioError.bmp

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\radioPending.bmp

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\radioWaiting.gif
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Category: dropped

Size (bytes): 76317

Entropy (8bit): 7.625936445519031

Encrypted: false

SSDEEP: 1536:lBtNPdtzsecZThJlVXg9Ok6DG48e19hVJSemIk81/RRGB82jOmi:lBVtziZvwQBhOema1vGy2jOt

MD5: DA786DA31E7231C7DDABABF3F87B0E2E

SHA1: A013F2BFF699F3D4CC263F5611DB36115B664ABC

SHA-256: 1029BEFF65A5EC7B3CFB11882ED6F5E9C9DE585EC04F9329039AEA6E56F3C9FD

SHA-512: 830E7FAF8A5B09FCA2794306706CBEBA98B77236DA3FE468DF48D3CCFA38448D73C68DCB636E93964B4D0DCD00256AEFF7605A0B72089A8F8566B80B5775AA5
A

Malicious: false

Preview: GIF89as.s....R..k...........q.3..q..b...|...C...y.#..).........x........{......y...t....K........9....I........B...v..i....Z...|.3...m.=........y.....r..}.}...l.......".......Y......................~.....~.-...b....]...|.....t....
.e.......;..h...x.....v........v..q......a.........t..............y.......................m."...\.u.....y........x.!.........u.......p....(.. }.....n.....j.P..+...r............B...........m.(...}....Z..U...g...........{...`...i.........q..z
..............p.....n....g..p........._.....y..z....i.U........I...w.5..............n.~...........O.......W.........{..e..................................................................................................................................
....t..t..c........i."|....g........!..NETSCAPE2.0.....!..XMP DataXMP<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:x
mptk="Adobe XMP Core 5.6-c014 79.156797, 2014/08/20-09:53:02        "> <rdf:RDF xmlns:rdf="ht

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: MS Windows icon resource - 2 icons, 32x32, 16 colors, 32x32

Category: dropped

Size (bytes): 2998

Entropy (8bit): 4.922835628524122

Encrypted: false

SSDEEP: 48:lx5VMqHDL/nm+ry58nP0pB/ewjcYzrd673bOyGZPmLRPRKnIn8m1:/5VM6DLvm+OQGJ63HYwRem1

MD5: 20D25E871A244B94574C47726DE745D6

SHA1: 1FB26622978ECD2D00B107D83C1AD61366452214

SHA-256: 88DD7EE9FA22ECDBDC6B3D47DB83BC3D72360AEB43588E6A9A008B224389CB1C

SHA-512: AEE04C9BE3C65676ABF2C8E20E9F6A954539C23E9BD4971539D3A86B45C7C85A5E62BAEF0C465345909C602C5B70CD86B7112B3F24ED9DA69EC27D81D59A7F
71

Malicious: false

Preview: ......  ..........&...  ..............(... ...@.......................................................................................................................p.........................w......ww............w.f.w......w.....vvf.w...........nffl
.w....w......w|.w...........g.w.w....w.......g.|w...........g.w|w....w.....g...|w............wwww....w....g..tDDw.........~..w..w....w....~w.w|.w...........ww..w....w.......ll.w..........~ff.tw....w..
....vlgtw.....wwwwwwwwwtw....w.....wwwwww.....xD\....wwww.....Gwww....w.w.....e..p;....w......v_....{{..p.....we....g..........v\!0~v{.7.p.........o.g.p8p........{4o.?..............o.8......
....0.3F........................?...........................................................................................................?(... ...@..................................................................................k...H...%.........
...z...b...Js..2P.............k...Hs..%W...U...I...=...1...%s...P.............kk..HH..%%....................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: MS Windows icon resource - 2 icons, 32x32, 16 colors, 32x32

Category: dropped

Size (bytes): 2998

Entropy (8bit): 4.667661526304198

Encrypted: false

SSDEEP: 48:P81Vf/JWPhry58nP0pB/ewjcYzrd67jQPawP4y9ttO46uylABWPE:wxWPhOQGJ6nQSujtx6plyWPE

MD5: D234CA0358B21BDCFC5E3F9B2E7C7A22

SHA1: 95356780EA21C43A129FA560365FE5B7A216CC8E

SHA-256: 99D490C2BDEF5115F306A595964663540370141F65A25C5052352155F2603F68

SHA-512: AE47D796C758E53FC7AA183CD8754EE382ED19A6B2F1834167E896F3A31260260F9B02E20D5403557B78A1C36FFF1423B8A742B20970C20F169F9D3AEA48C4EE

Malicious: false

Preview: ......  ..........&...  ..............(... ...@.....................................................................................................................w................{..................p..........x.{.wp........(...{.w.........(xxx.....
.......(......w........(w~...xx........(~......www....(.z..xx...w.... .........w.... .....p........ ............. ....w......p... .....wwwwwx....p..........x...".....DDDDDOx..........vfl.Ox..........wff.Ox.....
......vflOx...........wffOx...wx.......vfOx....w....~..wfOx.........w...vOx.........w~..wOx.........DDDDDOx.....w.........x.....w.............................................................?.............................
....................................................................0...........................(... ...@..................................................................................k...H...%............z...b...Js..2P.............k...H
s..%W...U...I...=...1...%s...P.............kk..HH..%%....................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: PC bitmap, Windows 3.x format, 1 x 200 x 24

Category: dropped

Size (bytes): 854

Entropy (8bit): 3.802531598764924

Encrypted: false

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\removico

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\repairic

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\tabback
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SSDEEP: 24:kUGGGGGGGGjg/QUVdLbCKKKKKKWqqqqqqr:kGUVdnCKKKKKKWqqqqqqr

MD5: 4C3DDA35E23D44E273D82F7F4C38470A

SHA1: B62BC59F3EED29D3509C7908DA72041BD9495178

SHA-256: E728F79439E07DF1AFBCF03E8788FA0B8B08CF459DB31FC8568BC511BF799537

SHA-512: AB27A59ECCDCAAB420B6E498F43FDFE857645E5DA8E88D3CFD0E12FE96B3BB8A5285515688C7EEC838BBE6C2A40EA7742A9763CF5438D740756905515D9B0C
C5

Malicious: false

Preview: BMV.......6...(.....................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
......................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 179360

Entropy (8bit): 6.66273052333922

Encrypted: false

SSDEEP: 3072:C6g9WJSimJWLHKfo9m/sxfA+mPWAg0Fub/8drAAAAAAArK/9R:B2imTfootuAODUAAAAAAArUT

MD5: 47F84947E6374F8707129C36833212D5

SHA1: A317BCC7368756101519E28F8036104A6022766F

SHA-256: B79DD5190E2C885F12CF54DCF0BB0AFC72CEA4FFCB21376685F028D235F9771E

SHA-512: 48788FE16986E30C03D465BD5C088B02CFBCD0851DA7AE7BB27F08BFA6E1C2FA6FA7FA1F946B803E36D12F9BD568E146E7911F185CA187B816F39C38D423088
8

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 4%

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$...................fJI....fJK.^..fJJ..........................+.......P...............G....../.....
.....Rich...........PE..L....U[...........!......................................................................@.....................................<...................................0e..p............................e..@..........................
..................text...?........................... ..`.rdata..............................@..@.data................t..............@....rsrc...............................@..@.reloc..............................@..B.......................
.........................................................................................................................................................................................................................................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1266

Entropy (8bit): 4.788676021239895

Encrypted: false

SSDEEP: 24:sQmWrLE9mfPfidACTiZW/gl6W/+L85HPZaIJPFfwLoPRZDjQOLIRaQLWfCIeLDR7:sMrLe/CC+t61L8xPZaIJPV1NmhIqmvu1

MD5: CC950004F5BEE0C5242D7F6471165E75

SHA1: 9C8641708400A0233C1C787C40147D6A7B7C2A14

SHA-256: 6CDE65F3E7493CAD425BCB5109524CAC2621E83BFE14D526885589047BB65720

SHA-512: 9A0C1AAA6182CEFD4B8644C9466F236F2ACC14A4E4EAA6F38D81A765D7538D27AE2C677FA024F9FC3D197051BB5DF5584BF694E329E9AF55B9ECBB636F273E
93

Malicious: false

Preview: <?xml version="1.0" ?>..  <dpinst>....   The following search and subDirectory elements direct..     DPInst to search all subdirectories (in the root..     directory that 
contains DPInst.exe) to locate driver..     packages. -->..    <search>..      <subDirectory>.</subDirectory>..    </search>....   The following language element localizes its 
child elements..     for the English (Standard) language. The child elements..     customize the text that appears on the DPInst wizard pages. -->..    <language c
ode="0x0409">..      <dpinstTitle>DisplayLink Installer</dpinstTitle>..      <welcomeTitle>Welcome to the DisplayLink Installer!</welcomeTitle>..      <welcomeIntro>This 
wizard will walk you through installing or updating the driver for your DisplayLink device.</welcomeIntro>..      <installHeaderTitle>Installing the software for your Dis
playLink device...</installHeaderTitle>..      <finishTitle>Congratulations! You have finished installing your DisplayLink device.</finishTitle>..

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: data

Category: dropped

Size (bytes): 54324

Entropy (8bit): 5.060081960611842

Encrypted: false

SSDEEP: 192:S0m9zyTuJC8MEiLCHRoURbi79B0019m+/fbEa5Aq3j2812sFDEoLRy+mEfw0HMO6:0iw0eoPjrnsFRH04RGVhl/d2m7a

MD5: A303F468BCCCB3027002972A9360BAE1

SHA1: A248F96991FD851A2D2B77BAC8183621F609D046

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084\tempFiles.dll

C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-NCM\x64\DPInst.xml

C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-NCM\x64\dl-usbnet-ncm.cat
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SHA-256: 067147B39764139697994A653654409DFC0FEFEEC1FDED7B78B634122AB48A96

SHA-512: AFF7F0F332DE56A0DDA3B08D94F1FB46F69BBFA7D135A3B653FC3EFCCBF668041092FFB281756338220759452A629EF5C8B16C724832F1D50EE067D63F4C10B1

Malicious: false

Preview: 0..0..*.H.........!0......1.0...`.H.e......0.....+.....7......0...0...+.....7......$U2W.B.?9S.k..211220144326Z0...+.....7.....0...0....X.....Di.T9nm..z....1..0...+.....7...1...04..+.....7...
1&0$...O.S.A.t.t.r........2.:.1.0...0...0F..+.....7...1806...F.i.l.e.......$d.l.-.u.s.b.n.e.t.-.n.c.m...s.y.s...0....eD.j..&.48TI./ZS.V..1..0...+.....7...1...04..+.....7...1&0$...O.S.A.t.t.r........2.
:.1.0...0...0F..+.....7...1806...F.i.l.e.......$d.l.-.u.s.b.n.e.t.-.n.c.m...i.n.f...0.... |.ZM.vj.......c.@.h...su.m`..1..0...+.....7...1...04..+.....7...1&0$...O.S.A.t.t.r........2.:.1.0...0...0F..+.
....7...1806...F.i.l.e.......$d.l.-.u.s.b.n.e.t.-.n.c.m...i.n.f...0U..+.....7...1G0E0...+.....7.......010...`.H.e....... |.ZM.vj.......c.@.h...su.m`..0.... ...(!.9=....(._..A.y..U..}.8.].x1..0...+....
.7...1...04..+.....7...1&0$...O.S.A.t.t.r........2.:.1.0...0...0F..+.....7...1806...F.i.l.e.......$d.l.-.u.s.b.n.e.t.-.n.c.m...s.y.s...0]..+.....7...1O0M0...+.....7...0...........010...`.H.e....... ...

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: Windows setup INFormation, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 49264

Entropy (8bit): 5.63834744380481

Encrypted: false

SSDEEP: 384:qiWBdTktSfb1E+HDXSby46qXlCmzQi95ZGULNKkE9xkn2n8ndn1n9eEE6haemssA:gbNbSAqJBBR

MD5: 8FBE14953AAA9D99F4CCE7CF8240EF3D

SHA1: 6544FF6AA79C261F34385449902F5A53CD56DBFE

SHA-256: 7C965A4DE6766AE31395F906AA1863EB9C40C4A16888A3C5807375166D601915

SHA-512: 4D200D8D581DC63C395E206963853ED771A0472EDC77D05CAE169D228D9E79CF0CE0D3E38C72A762D09A4BEC4487D752EE3EBC1B1385401AF723C88C1CF7478
B

Malicious: false

Preview: ;..; USB CDC NCM Driver setup information file..; Copyright (c) 2009 - 2021 DisplayLink (UK) Ltd...;..; This file supports:..;     Windows 10 x64     Windows 11 x64....;*
*****************************************************************************..; Version Section..;------------------------------------------------------------------------------..[Version]..Signature=
"$Windows NT$"..PnpLockdown = 1..; 11/24/2021,12/07/2021,3.64.0.20958 For Windows 10 RS1 and later..DriverVer = 12/20/2021,10.2.6683.0..Provider=%S_Pr
ovider%..CatalogFile=%S_DriverName%.cat..Class=net..ClassGUID={4d36e972-e325-11ce-bfc1-08002be10318}........;***************************************************
***************************..; Manufacturer..;------------------------------------------------------------------------------..[Manufacturer]..; 10.0 - Windows 10 and later..%S_Mfg%=_Models, 
ntamd64....;******************************************************************************..; Models Section..;-------------------

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: PE32+ executable (native) x86-64, for MS Windows

Category: dropped

Size (bytes): 142512

Entropy (8bit): 6.529689914382159

Encrypted: false

SSDEEP: 3072:Ap88ONMs5ZB+OV+SzAN7/RoF/RstnSiS2112:Q8DMMB+OURNNogSfa2

MD5: 9E58B65E1B63FF136FCA209AED36B729

SHA1: 3794975870B6DD81A8112BCD17452AF7DE6A4E15

SHA-256: 602D1B0D45831F803D5E045B0C4D38E6264C6F4817BA536CA6BE4A97B8A2A9B9

SHA-512: 85A90C998563BC0090A91CB69EC0D14BD62146E2906AA83AF704393678FCD24252AA9232D96524B3906B9CC7CFFEF4510361E057888E74B45752369F83BE49B8

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 0%

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........K...*...*...*..)X...*..)X...*...]o..*..)X...*...*..*..)X...*..)X...*..#^...*..#^)
..*..#^...*..Rich.*..........PE..d...Z9.a.........."..........X......Pm.........@.............................`....... ....`A................................................00..P....@...................@...P......0...T............
...................8............................................text............................... ..h.rdata..H(.......*..................@..H.data...............................@....pdata..............................@..HPAGE....u.... 
...................... ..`INIT....\....0...................... ..b.rsrc........@......................@..B.reloc.......P......................@..B.................................................................................................
...............................................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1266

Entropy (8bit): 4.788676021239895

Encrypted: false

SSDEEP: 24:sQmWrLE9mfPfidACTiZW/gl6W/+L85HPZaIJPFfwLoPRZDjQOLIRaQLWfCIeLDR7:sMrLe/CC+t61L8xPZaIJPV1NmhIqmvu1

MD5: CC950004F5BEE0C5242D7F6471165E75

SHA1: 9C8641708400A0233C1C787C40147D6A7B7C2A14

SHA-256: 6CDE65F3E7493CAD425BCB5109524CAC2621E83BFE14D526885589047BB65720

SHA-512: 9A0C1AAA6182CEFD4B8644C9466F236F2ACC14A4E4EAA6F38D81A765D7538D27AE2C677FA024F9FC3D197051BB5DF5584BF694E329E9AF55B9ECBB636F273E
93

C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-NCM\x64\dl-usbnet-ncm.inf

C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-NCM\x64\dl-usbnet-ncm.sys

C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-NCM\x86\DPInst.xml
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Malicious: false

Preview: <?xml version="1.0" ?>..  <dpinst>....   The following search and subDirectory elements direct..     DPInst to search all subdirectories (in the root..     directory that 
contains DPInst.exe) to locate driver..     packages. -->..    <search>..      <subDirectory>.</subDirectory>..    </search>....   The following language element localizes its 
child elements..     for the English (Standard) language. The child elements..     customize the text that appears on the DPInst wizard pages. -->..    <language c
ode="0x0409">..      <dpinstTitle>DisplayLink Installer</dpinstTitle>..      <welcomeTitle>Welcome to the DisplayLink Installer!</welcomeTitle>..      <welcomeIntro>This 
wizard will walk you through installing or updating the driver for your DisplayLink device.</welcomeIntro>..      <installHeaderTitle>Installing the software for your Dis
playLink device...</installHeaderTitle>..      <finishTitle>Congratulations! You have finished installing your DisplayLink device.</finishTitle>..

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: data

Category: dropped

Size (bytes): 55971

Entropy (8bit): 5.214854959109016

Encrypted: false

SSDEEP: 192:4R4J24JCHMEiLCHRoURbi79B0019m+/fbEa5Aq3j2812sFDEoLRy+mEfw0HMOVd0:40Hw0eoPl/k6h3Tp4ATKAR9zLflI

MD5: A17A1D49D0CCB1C31FCEAD1AB5C29E4C

SHA1: 80B006F52518B81CA34779ED1630B5859B7CD28F

SHA-256: 0A6A6B8360688D2B2ACCCEF396B7DFCE5DD4892F09039FD973B40489F2475EE6

SHA-512: 494FB18A9E6D34C404B68FEFB21C69D69D889B1BA59185EBDA7DC17B3B1F382F132A1D46268FA21BB9D4913BA39AF39C4B01116F058DC8324F39AB26F2CEE39
9

Malicious: false

Preview: 0....*.H.........0.....1.0...`.H.e......0.....+.....7......0...0...+.....7.....Y....NI......Jc..211220152529Z0...+.....7.....0...0.... ..b!...+...*L..c.w".....Au..v1..0...+.....7...1...04..+.....7...1
&0$...O.S.A.t.t.r........2.:.1.0...0...0F..+.....7...1806...F.i.l.e.......$d.l.-.u.s.b.n.e.t.-.n.c.m...s.y.s...0]..+.....7...1O0M0...+.....7...0...........010...`.H.e....... ..b!...+...*L..c.w".....Au
..v0.........u.L.UJj.Q.+Z.01..0...+.....7...1...04..+.....7...1&0$...O.S.A.t.t.r........2.:.1.0...0...0F..+.....7...1806...F.i.l.e.......$d.l.-.u.s.b.n.e.t.-.n.c.m...s.y.s...0........y......Huri.....1
..0...+.....7...1...04..+.....7...1&0$...O.S.A.t.t.r........2.:.1.0...0...0F..+.....7...1806...F.i.l.e.......$d.l.-.u.s.b.n.e.t.-.n.c.m...i.n.f...0.... .......i.xo......B3........y.UH1..0...+.....7...1...04..+.
....7...1&0$...O.S.A.t.t.r........2.:.1.0...0...0F..+.....7...1806...F.i.l.e.......$d.l.-.u.s.b.n.e.t.-.n.c.m...i.n.f...0U..+.....7...1G0E0...+.....7.......010...`.H.e....... ...

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: Windows setup INFormation, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 48291

Entropy (8bit): 5.662944047616262

Encrypted: false

SSDEEP: 384:q5f1tY7js1E+HDXSby46qXlCmzQi95ZGULNKkE9xkn2n8ndn1n9eEE6haemsstFV:szksSAqJBBI

MD5: C9226A47200F6427774BE186F9722656

SHA1: B8E9C18F79041200FE978948757269838396F494

SHA-256: DDDFDC8AD7FAF4EF6906786F8C808012F314423387F8881DC62E14AA79D75548

SHA-512: 8CE61EEAE8C8C0AA29EA6CD3823FA2A36B11D14341706083C94A1F14D157BAC79B360F7071B5A5E6A36DB57B214E4336C729A97BB6B2C886845D9F851F397A6
C

Malicious: false

Preview: ;..; USB CDC NCM Driver setup information file..; Copyright (c) 2009 - 2021 DisplayLink (UK) Ltd...;..; This file supports:..;     Windows 10......;********************************
**********************************************..; Version Section..;------------------------------------------------------------------------------..[Version]..Signature="$Windows NT$"..PnpLockdown
= 1..; 11/24/2021,12/07/2021,3.64.0.20958 For Windows 10 RS1 and later..DriverVer = 12/20/2021,10.2.6683.0..Provider=%S_Provider%..CatalogFile=%S_DriverN
ame%.cat..Class=net..ClassGUID={4d36e972-e325-11ce-bfc1-08002be10318}........;******************************************************************************..; Manufactur
er..;------------------------------------------------------------------------------..[Manufacturer]..; 10.0 - Windows 10 and later..%S_Mfg%=_Models, ntx86....;*******************************
***********************************************..; Models Section..;------------------------------------------

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: PE32 executable (native) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 118096

Entropy (8bit): 6.773752255554001

Encrypted: false

SSDEEP: 3072:KlYWMTLzWIzSchTEzIV1I0a9jWonrxcz2xf5cVZrOUh:KhMTLCe5Q8Hza9jWcrxUVT

MD5: 23FF5CDEC7E56D72355679ED39AC760D

SHA1: 386AD969F2FF63DDF3F77F8FEA23FB9CCE76E9A1

SHA-256: CDF766E4416823CB6C99B7F1FB8B9138AA7D430A9A73D6D73CB8D2E357559211

SHA-512: 42651B8E6E4C2C053D442A9389BA7173199747818ABB79FDE90A2D5C9FCB7D3E57EBB8BCC4F0E459E0B361E9B02332731657174409AEC4888B5F798C5A440B20

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 0%

C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-NCM\x86\dl-usbnet-ncm.cat

C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-NCM\x86\dl-usbnet-ncm.inf

C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-NCM\x86\dl-usbnet-ncm.sys
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Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........j............J.......J.......e.......J.......J...............J.......@.......@.......@.....
..Rich....................PE..L...O9.a.................V...4......P-.......`....@.................................><....@A................................ ...d.......................PG...........q..T...........................`q............
...`..\............................text....H.......J.................. ..h.rdata..p....`.......N..............@..H.data................d..............@...PAGE.................f.............. ..`INIT....v............h.............. 
..b.rsrc................r..............@..B.reloc...............x..............@..B......................................................................................................................................................................
..........................................................

Process: C:\Users\user\Desktop\Setup.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 17413496

Entropy (8bit): 5.528506150344374

Encrypted: false

SSDEEP: 98304:TZoGd3lN1+eTQPf1himxPPrHWPgZXk60wwgtX73Z8y2THJF4Xz0ojM8Pt3rm2eSs:pdLbTQ3d37WIe6tXl8yQLBojM8PxkW5s

MD5: F501A103478D855B0088A41117A4D4EC

SHA1: AB6747BDDDA6E6F67DC13307D5DF88D6C28B8C14

SHA-256: 363BA5694D1E3DB4F27D8E4D0A53BB7095C93C22C9F6C8F6BEE637AC236F4BBA

SHA-512: BB0578955AF5FABFC6CB47A1E31EBF50C90628B8856BBD27BB61F718E17A2332F5B07B61863A5590B7B3D1DAE735E0C381172D3AE281417A7E559198D04662A
D

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 0%

Preview: MZ......................@................................... ...........!..L.!This program cannot be run in DOS mode....$.........{..........D4.....D4..T...D4................................................S.............
.............Rich...........................PE..L...b.U[.................V..................p....@.................................C.....@.....................................(....@..H....................`..lQ......p................... ....
.......@............p..........`....................text....T.......V.................. ..`.rdata...M...p...N...Z..............@..@.data....p.......$..................@....rsrc...H....@......................@..@.reloc..l
Q...`...R..................@..B.....................................................................................................................................................................................................................................
...................................

Process: C:\Users\user\Desktop\Setup.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 17413496

Entropy (8bit): 5.528506150344374

Encrypted: false

SSDEEP: 98304:TZoGd3lN1+eTQPf1himxPPrHWPgZXk60wwgtX73Z8y2THJF4Xz0ojM8Pt3rm2eSs:pdLbTQ3d37WIe6tXl8yQLBojM8PxkW5s

MD5: F501A103478D855B0088A41117A4D4EC

SHA1: AB6747BDDDA6E6F67DC13307D5DF88D6C28B8C14

SHA-256: 363BA5694D1E3DB4F27D8E4D0A53BB7095C93C22C9F6C8F6BEE637AC236F4BBA

SHA-512: BB0578955AF5FABFC6CB47A1E31EBF50C90628B8856BBD27BB61F718E17A2332F5B07B61863A5590B7B3D1DAE735E0C381172D3AE281417A7E559198D04662A
D

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 0%

Preview: MZ......................@................................... ...........!..L.!This program cannot be run in DOS mode....$.........{..........D4.....D4..T...D4................................................S.............
.............Rich...........................PE..L...b.U[.................V..................p....@.................................C.....@.....................................(....@..H....................`..lQ......p................... ....
.......@............p..........`....................text....T.......V.................. ..`.rdata...M...p...N...Z..............@..@.data....p.......$..................@....rsrc...H....@......................@..@.reloc..l
Q...`...R..................@..B.....................................................................................................................................................................................................................................
...................................

Process: C:\Users\user\Desktop\Setup.exe

File Type: Microsoft Cabinet archive data, 2366 bytes, 3 files

Category: dropped

Size (bytes): 10342

Entropy (8bit): 7.597236471941108

Encrypted: false

SSDEEP: 192:/T9IF5jRfoDPKNO2pAVmcb8J6PS7HvDWpHdZHRe7x0ZRsaxS:CF5Rfo+ikcgcPOvDGdhOyY

MD5: DCCDF3EFEBB7228209305F79F0845471

SHA1: 226418FA4E0DCAF9CD5E9B2692BF9ADDE558B345

SHA-256: 6698C83BCD7A449DCB31C6A0AC9DE8F5E49BD66351AC48AFFB158E59FD0B3C81

SHA-512: 5160924F7E3AAF02BE8500A43D3FC44E3D86F67FBFB2AE7B6C7B1E682EF86B29371F733064E0352C78DE58A04A1D23267DE6C70F26EC9F143C151EB066A5E40
0

Malicious: false

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.tmp

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLCABA.tmp
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Preview: MSCF....>.......D...............I...........>...(.............................6Tzq .AddProduct.reg..J........6Tzq .ImportSettings.reg......P....6Tzq .RemoveProduct.reg...3/.. ^CK.mo.........
..]i..=d......6.VM..j..Qp...`.4[]...6....klo.NQe..s.`....0..]&].....Ir...T..i..H2....w...._?./'...=9.}p........%..4...U.....f.t.z.........&q.z?..'[....w].....G....#.2.CW.]...........5.8}Kv..>...c}..-.
.N'...FJ.W...(.@..CC...:]N.......~.g.....z..).PU.z..(C^.._V.R..:................,.84.......~}..ZH...Y....oU.....(gTH.%..F.J.R..~-Y.`...y.H7..Cr-..d..P.}0...F.'z.C..U..2u...Q.=>U...s+.J.A.C.N
7..bU..qG.........f.~V..SJz.]P.Z^..t.h.).Z..]..j-S....Xz...O...|e..].V..mv.o...g.....I....U.`.+."...+!.o".{.G.......A..b...o.BU..oK..!....>.;.aB.p......w..n.wY.$q.... ..&..a.v..0..+G&q...[].g.}l..9:j.
.^%...Qy._....-f.`."l%..i.^...|... ...7;`.aGuW*..../<.X......)x~.mc...w`'.........C....=M6..T..[x..k.{Q.........a.G...>.$s.GA.n..)L....ze..5s.kY..?M..X.5...^..g ..G../..q..@[{^

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1266

Entropy (8bit): 4.788676021239895

Encrypted: false

SSDEEP: 24:sQmWrLE9mfPfidACTiZW/gl6W/+L85HPZaIJPFfwLoPRZDjQOLIRaQLWfCIeLDR7:sMrLe/CC+t61L8xPZaIJPV1NmhIqmvu1

MD5: CC950004F5BEE0C5242D7F6471165E75

SHA1: 9C8641708400A0233C1C787C40147D6A7B7C2A14

SHA-256: 6CDE65F3E7493CAD425BCB5109524CAC2621E83BFE14D526885589047BB65720

SHA-512: 9A0C1AAA6182CEFD4B8644C9466F236F2ACC14A4E4EAA6F38D81A765D7538D27AE2C677FA024F9FC3D197051BB5DF5584BF694E329E9AF55B9ECBB636F273E
93

Malicious: false

Preview: <?xml version="1.0" ?>..  <dpinst>....   The following search and subDirectory elements direct..     DPInst to search all subdirectories (in the root..     directory that 
contains DPInst.exe) to locate driver..     packages. -->..    <search>..      <subDirectory>.</subDirectory>..    </search>....   The following language element localizes its 
child elements..     for the English (Standard) language. The child elements..     customize the text that appears on the DPInst wizard pages. -->..    <language c
ode="0x0409">..      <dpinstTitle>DisplayLink Installer</dpinstTitle>..      <welcomeTitle>Welcome to the DisplayLink Installer!</welcomeTitle>..      <welcomeIntro>This 
wizard will walk you through installing or updating the driver for your DisplayLink device.</welcomeIntro>..      <installHeaderTitle>Installing the software for your Dis
playLink device...</installHeaderTitle>..      <finishTitle>Congratulations! You have finished installing your DisplayLink device.</finishTitle>..

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: data

Category: dropped

Size (bytes): 56089

Entropy (8bit): 5.144135786553492

Encrypted: false

SSDEEP: 192:vN5uXj72tJCjxMEiLCHRoURbi79B0019m+/fbEa5Aq3j2812sFDEoLRy+mEfw0HU:vteAw0eoPjrnsFRyMTN4tgR9zahVM5

MD5: 5CA13A2659A7C744C67EE74B65668440

SHA1: 51C4AD245BC0DA86CB5A19B9E836FCF41DB425C9

SHA-256: 065613F46C7A7C32DD78ACD7B9533C6294AE274B0056E060DA7A546915E269B3

SHA-512: A0D634EA8F7B843150B3D436AD772373245BD936F8C9B6BC5F0D5DCB93CD83BDFE7BCB119C9B00ACBCB795D236FE42F3E72BC427ECA25A3BA46A058EBC389
13D

Malicious: false

Preview: 0.....*.H..........0......1.0...`.H.e......0.....+.....7......0...0...+.....7.......FnRm.A..>/W.....211220205436Z0...+.....7.....0...0....R5.C.6.E.A.F.9.E.0.F.4.4.1.9.5.5.0.3.D.F.7.F.7.A.7.3
.C.6.4.9.8.3.C.9.3.F.E.D.1.5...1..70<..+.....7...1.0,...F.i.l.e........d.l.c.d.c.n.c.m...i.n.f...0E..+.....7...17050...+.....7.......0!0...+........\n...D.U...zs.I..?..0L..+.....7...1>0<...O.S.A.t.t.r
.......&2.:.6...1.,.2.:.6...3.,.2.:.1.0...0...0b..+.....7...1T0R.L.{.D.E.3.5.1.A.4.2.-.8.E.5.9.-.1.1.D.0.-.8.C.4.7.-.0.0.C.0.4.F.C.2.9.5.E.E.}....0....R9.F.5.A.B.E.A.4.E.3.D.0.A.9.
B.D.6.B.1.7.3.3.0.C.F.B.2.3.3.5.C.0.F.2.0.6.5.B.9.E...1..C0@..+.....7...1200...F.i.l.e........d.l.c.d.c.n.c.m.6.2...s.y.s...0L..+.....7...1>0<...O.S.A.t.t.r.......&2.:.6...1.,.2.:.6...3.,.2.
:.1.0...0...0M..+.....7...1?0=0...+.....7...0...........0!0...+.........Z.....k.3..#5...[.0b..+.....7...1T0R.L.{.C.6.8.9.A.A.B.8.-.8.E.7.8.-.1.1.D.0.-.8.C.4.7.-.0.0.C.0.4.F.C.2.9.5.E.E.}....
0....RC.D.7.4.E.E.8.A.1.6.2.6.B.B.F.9.D.5.3.E.2.5

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: Windows setup INFormation, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 84949

Entropy (8bit): 5.573924006527727

Encrypted: false

SSDEEP: 384:qcDsVGkJCJYQkyAJ4rXmJYone7g7Kpp0mudYqfEIN9pKXUJE6UO+lJa+kukukonR:NDD6DUAJemJY17JH

MD5: C6F7180011DB92BF9BA4AD7556302043

SHA1: 5C6EAF9E0F44195503DF7F7A73C64983C93FED15

SHA-256: 7291CC13E73CE5D6FDD6EC8F679227BBBE84E343C3BD25C845655E2BF5B86571

SHA-512: F02AD2DFF429DCCD0584BBE2F3565C5E4AF614C181C9E751984EC3C4E9D906D2EE5C28E68748B8303C2D102F9EAC5438015FFE2AF61EC1CF1073DA1693A3886
3

Malicious: false

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLCDCNCM\DPInst.xml

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLCDCNCM\dlcdcncm.cat

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLCDCNCM\dlcdcncm.inf
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Preview: ;..; USB CDC NCM Driver setup information file..; Copyright (c) 2009 - 2021 DisplayLink (UK) Ltd...;..; This file supports:..;     Windows 7          Windows 7 x64..;     
Windows 8          Windows 8 x64..;     Windows 8.1        Windows 8.1 x64..;....;******************************************************************************..; Version Section..;---
---------------------------------------------------------------------------..[Version]..Signature="$Windows NT$"..; 24/01/2019,2.34.27.0..DriverVer = 12/20/2021,10.2.6683.0..Provider=%
S_Provider%..CatalogFile=%S_DriverName%.cat..Class=net..ClassGUID={4d36e972-e325-11ce-bfc1-08002be10318}........;***********************************************
*******************************..; Manufacturer..;------------------------------------------------------------------------------..[Manufacturer]..; 6.1 - Windows 7 and later..%S_Mfg%=_Models, 
ntx86.6.1, ntamd64.6.1....;******************************************************************************..;

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: PE32 executable (native) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 67896

Entropy (8bit): 6.7598844516825825

Encrypted: false

SSDEEP: 1536:UrP0EHgsIYwCcSAMoTmQuh/s+1ZNYLltcrAvQgVg90s2n:UrsQgsIYwCcSAMoKQKsgjYZ4C7g9G

MD5: AC5C50E5C5D2E09D863B07D35EAF1B38

SHA1: 5DDD46D8D2BBDE974AD26AE5E75F91E013FD6ADF

SHA-256: 99B1FAE6FB34845C2602B1F523DB7F79A20E010753C8E84191721A38122407D5

SHA-512: 0D33AFB32445BCB680F5B41031482E3AE19BAD372BB0CEF5C1921743399E7FC66567CDBA412FD79ECBD812C55EDEADB31E7CE5324B860E72623AB7C0CE0A1
6CB

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 0%

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........v@.N...N...N...+q(.O...Go..M...Go..L...N./.7...+q/.G...+q-.J.
..+q*.H....~'.|....~.O....~,.O...RichN...........PE..L....^I\.....................$......@.............@.................................".....@A................................<...x.......................8?.......... ...8........
...................X...@...............|............................text...X........................... ..h.rdata..`...........................@..H.data...............................@...PAGE................................ ..`INI
T....8........................... ..b.rsrc...............................@..B.reloc..............................@..B.....................................................................................................................................
...................................................................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: PE32+ executable (native) x86-64, for MS Windows

Category: dropped

Size (bytes): 82800

Entropy (8bit): 6.527921530734939

Encrypted: false

SSDEEP: 1536:C999X4dLmMTjlbuKvPrBJQ3yNLY8hIpONqV7IBSymHnbjQdg95s2MFz:Cl4xmMTjBuKHrCu5hI+nm7jAg9m

MD5: 4111392FF099D798B233D35494EF197C

SHA1: B94A5C281EBBFE500A3C6424ECA8A99EE8B62D31

SHA-256: F3B7758D35D49DB5CD9B6E951D2BBB8D648B419E506ECA3C2CA76EF597620506

SHA-512: C166B0C1CEEC4A985599C0F388D525B61089D78DB3E9060F4C21715EA022D39C75C36774203A161D4679B1D74618535633409537DB07A15BA288882E9AE5AAF2

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 0%

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........t .O.N.O.N.O.N.*sH.N.N.Fm.L.N.Fm.M.N.O.O.?.N.*sO.F.
N.*sJ.I.N.*sM.K.N..|G.}.N..|..N.N..|L.N.N.RichO.N.........PE..d....^I\.........."..........<.................@.............................P.......C....`A................................................d ..x....0.. .....
..........pC...@..P...p...8............................................................................text...X........................... ..h.rdata..............................@..H.data...P...........................@....pdata............
..................@..HPAGE....h........................... ..`INIT......... ...................... ..b.rsrc........0......................@..B.reloc..P....@......................@..B................................................
................................................................................................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1266

Entropy (8bit): 4.788676021239895

Encrypted: false

SSDEEP: 24:sQmWrLE9mfPfidACTiZW/gl6W/+L85HPZaIJPFfwLoPRZDjQOLIRaQLWfCIeLDR7:sMrLe/CC+t61L8xPZaIJPV1NmhIqmvu1

MD5: CC950004F5BEE0C5242D7F6471165E75

SHA1: 9C8641708400A0233C1C787C40147D6A7B7C2A14

SHA-256: 6CDE65F3E7493CAD425BCB5109524CAC2621E83BFE14D526885589047BB65720

SHA-512: 9A0C1AAA6182CEFD4B8644C9466F236F2ACC14A4E4EAA6F38D81A765D7538D27AE2C677FA024F9FC3D197051BB5DF5584BF694E329E9AF55B9ECBB636F273E
93

Malicious: false

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLCDCNCM\dlcdcncm62.sys

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLCDCNCM\dlcdcncm62_x64.sys

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\DPInst.xml
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Preview: <?xml version="1.0" ?>..  <dpinst>....   The following search and subDirectory elements direct..     DPInst to search all subdirectories (in the root..     directory that 
contains DPInst.exe) to locate driver..     packages. -->..    <search>..      <subDirectory>.</subDirectory>..    </search>....   The following language element localizes its 
child elements..     for the English (Standard) language. The child elements..     customize the text that appears on the DPInst wizard pages. -->..    <language c
ode="0x0409">..      <dpinstTitle>DisplayLink Installer</dpinstTitle>..      <welcomeTitle>Welcome to the DisplayLink Installer!</welcomeTitle>..      <welcomeIntro>This 
wizard will walk you through installing or updating the driver for your DisplayLink device.</welcomeIntro>..      <installHeaderTitle>Installing the software for your Dis
playLink device...</installHeaderTitle>..      <finishTitle>Congratulations! You have finished installing your DisplayLink device.</finishTitle>..

Process: C:\Users\user\Desktop\Setup.exe

File Type: data

Category: dropped

Size (bytes): 54324

Entropy (8bit): 5.060081960611842

Encrypted: false

SSDEEP: 192:S0m9zyTuJC8MEiLCHRoURbi79B0019m+/fbEa5Aq3j2812sFDEoLRy+mEfw0HMO6:0iw0eoPjrnsFRH04RGVhl/d2m7a

MD5: A303F468BCCCB3027002972A9360BAE1

SHA1: A248F96991FD851A2D2B77BAC8183621F609D046

SHA-256: 067147B39764139697994A653654409DFC0FEFEEC1FDED7B78B634122AB48A96

SHA-512: AFF7F0F332DE56A0DDA3B08D94F1FB46F69BBFA7D135A3B653FC3EFCCBF668041092FFB281756338220759452A629EF5C8B16C724832F1D50EE067D63F4C10B1

Malicious: false

Preview: 0..0..*.H.........!0......1.0...`.H.e......0.....+.....7......0...0...+.....7......$U2W.B.?9S.k..211220144326Z0...+.....7.....0...0....X.....Di.T9nm..z....1..0...+.....7...1...04..+.....7...
1&0$...O.S.A.t.t.r........2.:.1.0...0...0F..+.....7...1806...F.i.l.e.......$d.l.-.u.s.b.n.e.t.-.n.c.m...s.y.s...0....eD.j..&.48TI./ZS.V..1..0...+.....7...1...04..+.....7...1&0$...O.S.A.t.t.r........2.
:.1.0...0...0F..+.....7...1806...F.i.l.e.......$d.l.-.u.s.b.n.e.t.-.n.c.m...i.n.f...0.... |.ZM.vj.......c.@.h...su.m`..1..0...+.....7...1...04..+.....7...1&0$...O.S.A.t.t.r........2.:.1.0...0...0F..+.
....7...1806...F.i.l.e.......$d.l.-.u.s.b.n.e.t.-.n.c.m...i.n.f...0U..+.....7...1G0E0...+.....7.......010...`.H.e....... |.ZM.vj.......c.@.h...su.m`..0.... ...(!.9=....(._..A.y..U..}.8.].x1..0...+....
.7...1...04..+.....7...1&0$...O.S.A.t.t.r........2.:.1.0...0...0F..+.....7...1806...F.i.l.e.......$d.l.-.u.s.b.n.e.t.-.n.c.m...s.y.s...0]..+.....7...1O0M0...+.....7...0...........010...`.H.e....... ...

Process: C:\Users\user\Desktop\Setup.exe

File Type: Windows setup INFormation, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 49264

Entropy (8bit): 5.63834744380481

Encrypted: false

SSDEEP: 384:qiWBdTktSfb1E+HDXSby46qXlCmzQi95ZGULNKkE9xkn2n8ndn1n9eEE6haemssA:gbNbSAqJBBR

MD5: 8FBE14953AAA9D99F4CCE7CF8240EF3D

SHA1: 6544FF6AA79C261F34385449902F5A53CD56DBFE

SHA-256: 7C965A4DE6766AE31395F906AA1863EB9C40C4A16888A3C5807375166D601915

SHA-512: 4D200D8D581DC63C395E206963853ED771A0472EDC77D05CAE169D228D9E79CF0CE0D3E38C72A762D09A4BEC4487D752EE3EBC1B1385401AF723C88C1CF7478
B

Malicious: false

Preview: ;..; USB CDC NCM Driver setup information file..; Copyright (c) 2009 - 2021 DisplayLink (UK) Ltd...;..; This file supports:..;     Windows 10 x64     Windows 11 x64....;*
*****************************************************************************..; Version Section..;------------------------------------------------------------------------------..[Version]..Signature=
"$Windows NT$"..PnpLockdown = 1..; 11/24/2021,12/07/2021,3.64.0.20958 For Windows 10 RS1 and later..DriverVer = 12/20/2021,10.2.6683.0..Provider=%S_Pr
ovider%..CatalogFile=%S_DriverName%.cat..Class=net..ClassGUID={4d36e972-e325-11ce-bfc1-08002be10318}........;***************************************************
***************************..; Manufacturer..;------------------------------------------------------------------------------..[Manufacturer]..; 10.0 - Windows 10 and later..%S_Mfg%=_Models, 
ntamd64....;******************************************************************************..; Models Section..;-------------------

Process: C:\Users\user\Desktop\Setup.exe

File Type: PE32+ executable (native) x86-64, for MS Windows

Category: dropped

Size (bytes): 142512

Entropy (8bit): 6.529689914382159

Encrypted: false

SSDEEP: 3072:Ap88ONMs5ZB+OV+SzAN7/RoF/RstnSiS2112:Q8DMMB+OURNNogSfa2

MD5: 9E58B65E1B63FF136FCA209AED36B729

SHA1: 3794975870B6DD81A8112BCD17452AF7DE6A4E15

SHA-256: 602D1B0D45831F803D5E045B0C4D38E6264C6F4817BA536CA6BE4A97B8A2A9B9

SHA-512: 85A90C998563BC0090A91CB69EC0D14BD62146E2906AA83AF704393678FCD24252AA9232D96524B3906B9CC7CFFEF4510361E057888E74B45752369F83BE49B8

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 0%

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\dl-usbnet-ncm.cat

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\dl-usbnet-ncm.inf

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\dl-usbnet-ncm.sys
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Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........K...*...*...*..)X...*..)X...*...]o..*..)X...*...*..*..)X...*..)X...*..#^...*..#^)
..*..#^...*..Rich.*..........PE..d...Z9.a.........."..........X......Pm.........@.............................`....... ....`A................................................00..P....@...................@...P......0...T............
...................8............................................text............................... ..h.rdata..H(.......*..................@..H.data...............................@....pdata..............................@..HPAGE....u.... 
...................... ..`INIT....\....0...................... ..b.rsrc........@......................@..B.reloc.......P......................@..B.................................................................................................
...............................................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: data

Category: dropped

Size (bytes): 281790

Entropy (8bit): 4.405563846529568

Encrypted: false

SSDEEP: 1536:/JVR/lqHZioRO7MK6gOuGG+OmGQOpHFaG6+iGyJNRv1XpX1qHf3n/X//H/eA6IOv:an

MD5: 6CA78854CF5DD459078BA113A5C19889

SHA1: 8F6BE222E7AAB3D3AFD30F79EE3130268AF12CFC

SHA-256: 1910D1359EE6A232B9A20FABB0767FA22A6ED2AE0C68A71855092CFF93DC9575

SHA-512: 17B25E2F9E861CA93699CFED95D020112027CC0ACCF7E52F473BBFDC4A91E2772B8BB9706F8A2C0F9FE3973AD30041AEECD8500559DD354215A3D52B90AB08
CF

Malicious: false

Preview: 0..L...*.H.........L.0..L....1.0...`.H.e......0..+z..+.....7.....+j0..+e0...+.....7.....E.....C.N...5...220113023555Z0...+.....7.....0..<0.... .RN...U ..&.....&3.2.m..>..&.W71..0...+.....7..
.1...04..+.....7...1&0$...O.S.A.t.t.r........2.:.1.0...0...0:..+.....7...1,0*...F.i.l.e........d.l.i.d.u.s.b...i.n.f...0U..+.....7...1G0E0...+.....7.......010...`.H.e....... .RN...U ..&.....&3.2.m..>.
.&.W70..". ..@'....t...j9?.o.~v>.j.%H.3.I.1..0...+.....7...1...04..+.....7...1&0$...O.S.A.t.t.r........2.:.1.0...0...0U..+.....7...1G0E0...+.....7.......010...`.H.e....... ..@'....t...j9?.o.
~v>.j.%H.3.I.0\..+.....7...1N0L...F.i.l.e.......:f.i.r.e.f.l.y.-.m.o.n.i.t.o.r.-.r.e.l.e.a.s.e...s.p.k.g...0.... 3..9.s...s..!....R.,J.......#..1..0...+.....7...1...04..+.....7...1&0$...O.S.A.t.t.r........2.:.1
.0...0...0P..+.....7...1B0@...F.i.l.e........e.l.l.a.-.d.o.c.k.-.r.e.l.e.a.s.e...s.p.k.g...0U..+.....7...1G0E0...+.....7.......010...`.H.e....... 3..9.s...s..!....R.,J.......#..0.... 6.+.Q...`$%2V.O..,

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 9039784

Entropy (8bit): 6.790261982437218

Encrypted: false

SSDEEP: 98304:okFDXuDj0Rdd3ZnwpkxXo1W9yYU+65kh120K5KwAqyxfEsyiurG3QKs7asMBMao:okFDq0RT3ZwqxY49yYU+65kh12F

MD5: 0F9558E52592336CC55F57A19A699288

SHA1: 4948D64CD2B36B087343B6F2ACD0BB010D925803

SHA-256: 9CAFB4DE282C2690612139B47CBC0EE85878CE129C26986D7FE05C870138C224

SHA-512: E4E07296961643062192E438DCEF2FB8D73A974E1093D41D226AAAF41C989642585EAB2286D5B11A8CB267D8BC464B45D9D96582EAAEF8538D66565FDDA94BD
B

Malicious: false

Preview: MZ......................@...................................0...........!..L.!This program cannot be run in DOS mode....$.......@aus... ... ... _h.!... _h.!... .m.!... .m.!... _h.!... .n.!... .n.!... .m.!... _h
.!... _h.!... .x. ... ... l.. _h.!... .n.!6.. .n.!... .n. ... .n.!... Rich... ................PE..d...n..a.........." ......O...A......09..............................................U....`A........................................
.4u.P...@5u.................lW......!..........P.i.T.....................i.(....g...............O......3u.@....................text...|.O.......O................. ..`.rdata....%...O...%...O.............@..@.data........`
u......Hu.............@....pdata..lW.......X.................@..@.didat..@............F..............@..._RDATA..............H..............@..@.rsrc................J..............@..@.reloc...............N....
..........@..B................................................................................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: Windows setup INFormation, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 494965

Entropy (8bit): 5.1490366489007116

Encrypted: false

SSDEEP: 768:cJ4TtB/87BW/yKVEik+Vy4upYRobXlDWvbcTaQX8Uii3IoKzcunaTYD9rv0Ino7b:Fb6BxKy26HpUbLQMEiJJtvjogQjjPD

MD5: E6A47A25C29BDE9B35F10FD7A69C2436

SHA1: A0F76547D89084F4C9631D9B185A25ABC31D6D23

SHA-256: 14524ED082B9155520B9D726CA1EE3EF0A26330232E66D86D03E9C0C26AE5737

SHA-512: A4156190320A81FDD8A69C3250C2BD6616FA77926AF9D9D01D720070237EEB65D15B10E2B6B6F5E4060FBA6AEC2D1AAD232F757171EA9A3F4D57FFEFEAA14D
69

Malicious: false

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\dlidusb.cat

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\dlidusb.dll

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\dlidusb.inf
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Preview: ;..  ; Installation inf for DisplayLink USB Display Adapters...  ; Copyright (c) 2016 - 2022 DisplayLink (UK) Ltd...  ;....[Version]..Signature="$Windows NT$"..Class=Disp
lay..ClassGuid={4d36e968-e325-11ce-bfc1-08002be10318}..ClassVer=2.0..Provider=%ManufacturerName%..CatalogFile=dlidusb.cat..DriverVer = 01/10/2022,10.2
.6709.0......[Manufacturer]..%ManufacturerName%=Standard, NTamd64, NTamd64.10.0...16209, NTamd64.10.0...17134....[Standard.NTamd64]..%DeviceName%=dlid
usb_Install, USB\VID_17e9&PID_0010..%DeviceName%=dlidusb_Install, USB\VID_17e9&PID_0011..%DeviceName%=dlidusb_Install, USB\VID_17e9&PID_0012
..%DeviceName%=dlidusb_Install, USB\VID_17e9&PID_0013..%DeviceName%=dlidusb_Install, USB\VID_17e9&PID_0014..%DeviceName%=dlidusb_Install, US
B\VID_17e9&PID_0015..%DeviceName%=dlidusb_Install, USB\VID_17e9&PID_0016..%DeviceName%=dlidusb_Install, USB\VID_17e9&PID_0017..%DeviceName%=
dlidusb_Install, USB\VID_17e9&PID_0018..%DeviceName%=dlidusb_Install, USB\VID_17e9&PID_0019..%DeviceName%=dlid

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 9039784

Entropy (8bit): 6.7895293125406315

Encrypted: false

SSDEEP: 98304:BkY22UQ/B5YM8kq4iPZXE1A9yYU+65kh12UDTuwgGtoR7hsZUHQSJmUYuJ2MBM/:BkY2UB5T8kZwZ0e9yYU+65kh12vK

MD5: 94383CBA2D0106698AD7F9DE33D5481F

SHA1: 6BB573F181227D7D1118E8AC80AC1F7F8013C981

SHA-256: C8B5C23AAC78EFAC9563BB6772BA7465D377183ED67F413E085261356CA92B53

SHA-512: 762D4C7422A0C41C703055238D1B1EDABF612C1A622EF52D4B09105EE5F67AC418D408FB9F846C7D4E622DCAEC6364F764316D2FBDF71602DF0AC742D73F6B9
6

Malicious: false

Preview: MZ......................@...................................0...........!..L.!This program cannot be run in DOS mode....$.......@aus... ... ... _h.!... _h.!... .m.!... .m.!... _h.!... .n.!... .n.!... .m.!... _h
.!... _h.!... .x. ... ... l.. _h.!... .n.!6.. .n.!... .n. ... .n.!... Rich... ................PE..d.....a.........." ......O...A......09..................................................`A.........................................4u.P....5u.
................lW......!............i.T...................h.i.(....g...............O.....X3u.@....................text...|.O.......O................. ..`.rdata..V.%...O...%...O.............@..@.data........`u......Hu...
..........@....pdata..lW.......X.................@..@.didat..@............F..............@..._RDATA..............H..............@..@.rsrc................J..............@..@.reloc...............N..............@.
.B................................................................................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 9041320

Entropy (8bit): 6.790593565673882

Encrypted: false

SSDEEP: 98304:P+T2M/bhEUxNK/J29QIXMx0IIdqoM9yYU+65kh12MR2cbkfhmWBoKG14t0yE5hVp:mK5MNKo9QYk089yYU+65kh12MF

MD5: AFFB47E02D4EA5C3A9C4260822BAB14A

SHA1: 20C78369D70BD41994C61E2D6CE0E1B2837D5F8F

SHA-256: AAC436DF591D7F813FCB7C49AB4649529C5268F38BE44F7FEF85DC3BF7377680

SHA-512: 2BCC533FBD52D41BD07AFE0EBFE97E1A7FD8BB1E2A5C33F52224FEA27BA3DFBBDCA73784026699976E48CA851B06184AE71EA806803B2EAE4B1F4A0B52507
094

Malicious: false

Preview: MZ......................@...................................0...........!..L.!This program cannot be run in DOS mode....$.......@aus... ... ... _h.!... _h.!... .m.!... .m.!... _h.!... .n.!... .n.!... .m.!... _h
.!... _h.!... .x. ... ... l.. _h.!... .n.!6.. .n.!... .n. ... .n.!... Rich... ................PE..d......a.........." ......O...A......79.............................................Z.....`A........................................
.Du.P...@Eu.................lW......!... ......P.j.T.....................j.(.....g...............O......Cu.@....................text...L.O.......O................. ..`.rdata....%...O...%...O.............@..@.data...x....
pu......Nu.............@....pdata..lW.......X.................@..@.didat..@...........L..............@..._RDATA...............N..............@..@.rsrc................P..............@..@.reloc....... .......T...
...........@..B................................................................................................................

Process: C:\Users\user\Desktop\Setup.exe

File Type: data

Category: dropped

Size (bytes): 56778

Entropy (8bit): 5.223715380209655

Encrypted: false

SSDEEP: 192:/a7wxRg2/taontFwL8qXcZbv2NpJCzg/4bEl5nqQjZ8q2rFEEPLOyBmE4wzHLOKk:BJtFCRXZp+lrK9M3rPFRHR1ltxzu

MD5: DE78B1D44CE14FA1C5D45225323B56FD

SHA1: BDA52AB7F8525007544D25B15574063A91BD68FF

SHA-256: 186C32442A423474D45AD050BCAE56F38D514BC3B0C36A1AD47895B2D8F9B378

SHA-512: 3CB6F37C3F9D957ACF01E0164B8ED87B5D6C129EB9DFFC83F9BA87844F61D01FA1BA91BDC23DDE8B50DE5EC1A589A972259DE27B271059C655AA4AF896E28
E89

Malicious: false

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\dlidusb2.dll

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\dlidusb3.dll

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\dlusbaudio.cat
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Preview: 0.....*.H.........0.....1.0...`.H.e......0.....+.....7......0...0...+.....7.....F...8UG...>.J"..211007225007Z0...+.....7.....0..I0....R3.A.C.4.7.A.7.A.1.3.6.6.F.5.C.0.C.D.B.8.C.4.8.3.1.7.2.6
.4.9.E.0.B.F.9.5.3.C.0.3...1..G0@..+.....7...1200...F.i.l.e........d.l.u.s.b.a.u.d.i.o...i.n.f...0E..+.....7...17050...+.....7.......0!0...+........:.zz.f.....&I.<.0X..+.....7...1J0H...O.S.A.t.t.r....
...22.:.6...1.,.2.:.6...2.,.2.:.6...3.,.2.:.1.0...0...0b..+.....7...1T0R.L.{.D.E.3.5.1.A.4.2.-.8.E.5.9.-.1.1.D.0.-.8.C.4.7.-.0.0.C.0.4.F.C.2.9.5.E.E.}....0....R4.E.9.A.6.6.3.6.6.F.
B.E.9.2.1.B.8.9.D.A.D.D.3.5.4.2.4.5.8.E.A.9.1.C.2.6.0.C.0.8...1...04..+.....7...1&0$...D.R.M.L.e.v.e.l........1.3.0.0...0@..+.....7...1200...F.i.l.e........d.l.u.s.b.a.u.d.i.o...s.
y.s...0X..+.....7...1J0H...O.S.A.t.t.r.......22.:.6...1.,.2.:.6...2.,.2.:.6...3.,.2.:.1.0...0...0b..+.....7...1T0R.L.{.C.6.8.9.A.A.B.8.-.8.E.7.8.-.1.1.D.0.-.8.C.4.7.-.0.0.C.0.4.F.C.2.9.5.E.E
.}....0..y..+.....7...1..i0..e0..>..+.....7...0.....

Process: C:\Users\user\Desktop\Setup.exe

File Type: Windows setup INFormation, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 126813

Entropy (8bit): 5.287768025455325

Encrypted: false

SSDEEP: 384:MBVJQ7BVJQnrx5A3drx5AfATM/NSeKzWqqp79y8Ao1yzU8OxipYde:MJwJ8/2/cATeSeKzWqq99y818Oxiade

MD5: 4E408C8AAD29D03EA6CF3451C563472B

SHA1: 3AC47A7A1366F5C0CDB8C483172649E0BF953C03

SHA-256: 37F8141F17A88184F5DF26A68BA569E0DD3B008525512AC53458F81EFCB87139

SHA-512: AB8F7CE350104D88924B0BDEE54FE0B4A04879C195FCACFFA908B2EC87E72A215214061C1DF0D895CB7C0BE9286AB376ADE1512237D3CABE39688574E1F30C
A8

Malicious: false

Preview: ;..; DisplayLink USB Audio Adapter Driver..; Copyright (c) 2011 - 2021 DisplayLink (UK) Ltd...;....;******************************************************************************..; 
Version Section..;------------------------------------------------------------------------------..[Version]..Signature="$Windows NT$"..; 07/11/2019,1.55.0.0..DriverVer = 10/07/2021,10.2.65
54.0..Provider=%S_Provider%..CatalogFile=%S_DriverName%.cat....Class=MEDIA..ClassGUID={4d36e96c-e325-11ce-bfc1-08002be10318}....[SignatureAttributes].
.dlusbaudio.sys=SignatureAttributes.DRM..dlusbaudio_x64.sys=SignatureAttributes.DRM....[SignatureAttributes.DRM]..DRMLevel=1300......;**************************
****************************************************..; Manufacturer..;------------------------------------------------------------------------------..[Manufacturer]..; Windows from build 16288 will u
se inbox audio driver..%S_Mfg%=_Models, ntx86.10.0...16288, ntamd64.10.0...16288, ntx86, ntamd64......;*****************

Process: C:\Users\user\Desktop\Setup.exe

File Type: PE32 executable (native) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 176368

Entropy (8bit): 6.633174130570561

Encrypted: false

SSDEEP: 3072:2MRFxRfYLrOJfp9jfpR80ieWh19JBWdGFAgo5Vg9/rY:vTwLrMb5WP93q/g+mY

MD5: F5D75845F9719B78DC808473D5C27102

SHA1: 5CA17DF42D2C6B075E7C391E96AFD221DC3534E0

SHA-256: AB4FD1C41A408DE8615B3B0D198410980573E3C97DD912079376E3CA969EB7C8

SHA-512: A687C3C01E0D3D9D656A0FD9CAEE0BAE830E0B630C08037387EEE1520E64FB288D55315FE4E4E050B294BA91DE8F2BE4D605A0942A3F70C3622EB5D7CEB2C
BDE

Malicious: false

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$..........d..7..7..7..7..7..7..7..7..7..7..7..7..7..7..7Rich..7........PE..L...
.+'].....................6......>P....... ..............................................................................PP..x....`...............P...`...p.......!............................................... ...............................text...\.
.......................... ..h.rdata..H.... ......................@..H.data...@....@.......&..............@...INIT.........P.......(.............. ..b.rsrc........`.......4..............@..B.reloc.......p.......:........
......@..B..........................................................................................................................................................................................................................................................
......................................................

Process: C:\Users\user\Desktop\Setup.exe

File Type: PE32+ executable (native) x86-64, for MS Windows

Category: dropped

Size (bytes): 237808

Entropy (8bit): 6.4733574762486885

Encrypted: false

SSDEEP: 3072:equVkUSvUtN9pY5JmUI4+hbtYekXFoX/W/IV29B1ZKaDx7VUx3zRT9QZog9NSF:e6UdtN9RkXFoX3V6BCadctmmHF

MD5: 11C6DA2B3CC3A247D7115B3E53CD35CC

SHA1: 9F473F33761DCD5BD312EA5A774BE3B019621FF9

SHA-256: 034FE8201FD72B39D5F35B59AF8F301813222FB9159DD8F9DB638F82E84333F2

SHA-512: B914F89C314F79E4807CE61CDFA5CF82B570E28B2499E194622A67FCB680F5E914089C680233E7C72255AB69D73D07DFA78DAFA39EDB85D62EF75CEC10598A3
1

Malicious: false

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\dlusbaudio.inf

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\dlusbaudio.sys

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\dlusbaudio_x64.sys
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Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......p.S.4.=Q4.=Q4.=Q=.Q5.=Q4.<Q_.=Q=.Q?.=Q=.Q7.=Q=.Q0.=Q
=.Q].=Q=.Q5.=Q=.Q5.=QRich4.=Q........PE..d....+'].........."..........|......d`...............................................<.......................................................`..x....p..`....0...&...@...`...... ..
.P...................................................H............................text............................... ..h.rdata...B.......D..................@..H.data...`.... ......................@....pdata...&...0...(...........
.......@..HINIT....Z....`.......&.............. ..b.rsrc........p.......4..............@..B.reloc...............:..............@..B.............................................................................................................
...........................................................................................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: data

Category: dropped

Size (bytes): 888048

Entropy (8bit): 7.999763743901625

Encrypted: true

SSDEEP: 24576:SswcBlSP/G5BnbvFvWuwfdMhXIkjpIVVsM1Ok40YQLQz:iG5PvdrZIAIVKZk4FQLQz

MD5: E4A41DA40DE01AEDD59D2A49CE3ABB30

SHA1: C79E216B90893E455ABB2FE11CBFDEE3C5F979AD

SHA-256: 33B7E13905739FCD02730BC82196AD831352BF2C4ACFECD78496F8FEC7239EB8

SHA-512: A1135EF8FE03868BEFA58F92A65483D7587614A23C394158764B962D82536D31A832B375138266F7DEAFCE8B2A3766A662E5E2D9C184EE73E8FC461DFF17D829

Malicious: false

Preview: ELLA....._\...._..h....`.6...I.L^W........'d...@.( ..O..N.(..pf....u..t...${?s%l..........N).9....=.....ev....Hf..:c.2..*,..`A.RV.....Q.P.{...'[M..%........@...^..j.[.S..3..v..G..T...C.......o.gr&....
..`2......F...".P........IHw.f...q.. & AC\.X..M.C.{fL...w.?.4.Oh...e.0..t..Z.OX..2.3........Ab....}R.$.......2...#.hG. D.(._/.G..P*.2).Y{.P[..S.......Q.C..-.<....... ....u|..2S.`......`.O...
..k.Wudc.m.4....*...~..k!.].O...`...)...<!>.C(.p....S....d....a......c.......`F..|U.U]..Y.*.|. e..C.(..A5..{..........%..b.|.5..t>...k.....HW.~Q.....{i{m...+.!.2+...I.^.2~.{?.[.,...p......L'.sji.'j.dB7#..
(s.L:g.\..jR..V...7...f..y.5.U.`) .......J...Gn.&T.....&..B..cL...h.._ 8..P...?Qh^ZW.(..../.....w....Hb...1X....lG....n..{XO..g..}.\H....k....U.9........j.#?...n.N..r..<......~.....`H..m=W..^L.X7..
<..J.......t....lV?M.g[.bO..$....x.c...:..R..8..._..9p.-. ...I..Eq!....#.......s.x..z.......L.=......8.?s..0.....n.6.59..`J.$....(]..yP.....-....t....n....R..u

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: data

Category: dropped

Size (bytes): 349216

Entropy (8bit): 7.9994424256959515

Encrypted: true

SSDEEP: 6144:as2gKc1+Yvf3rqOidtLuNQh7bYnb3e1aTckqdk23np2gU4zT7Uq2o9tv9PeNE:P1+6/+tuN8b00ndT3nNTr9P

MD5: C9E694592E01FC16D65F6AE3A07B6661

SHA1: A7C62D57FB9DAFE11E295EEA3B63BD72E8778291

SHA-256: 15CF40279890D5E374C5A0BE9B6A393FCA6F077E763EB76A0A25480033DC4914

SHA-512: 5F72854783AA787C6C3ED4C4CAFF1C7DC740FC724FE56A5CA787F85B0051350505E453B00CFF0C1B713E8CC4660678C7AAD952E275FA5171702324A6DFAD5D0
1

Malicious: false

Preview: ELLA T..0,.....,...9.E.C...Y.$...m..,.V*>.....AH.?}&...Z.l.+?2..F.mD...]...({.!..x.i.....a.+.......Q...w......Y\..W...n,.......vU....M.....V..P<....v.......{.....\Z...{.W.>!S..>J.V.......i.+..........
b.~........S9&.J.3..:......u.94........+.28).!..q2N.~...g...3....&&....}q.doD.2.q.XdlL.........e.;..xn.J.d. .hM...O}...|.~B.v..\,N.......p.Dr...b....V...._\z....L.$yY....Ipw.......!R.R.dO.n.$.6.
[....WZ.f....;....,..-.^.U.........s..'o`."24..-.Ks@....0...V.&.(..O.1@9...}l.#..R.(Q.....C......n%H.E.4]Y.....%a<.ZT..pn.\.bC.....X...<...:.......2T ...nt.'w..`......1."..K.....2.tk72.&....G\W.O.
8..d&.=.u.M..ac.0.[..d.`G.A..:#..t......9.e...".......6..OK....W..4.C...U.q...cm.....<.6...E..Wh.K....?G.....x.O6......BF[...^.`.N......J|l.].w.A..7V.a...:..rs.;y.q..sa)...L.uyIT....F..sl..*
..e.....c.F.d...k};.nz.TI|...T......V...6..VO..m......\....z.A....@/.....J.5..pr*......|..}_.5e.v..Q#uPh..8..7...9A.Us".n..l..7..R..q.....Q.......X..GI.,.P.Z.i.

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: data

Category: dropped

Size (bytes): 752336

Entropy (8bit): 7.999722476182654

Encrypted: true

SSDEEP: 12288:23bAFm05XMdVw6yV6X8BoIkks/LdWnJOCP5U8CJPdb8IxR6AMl26aFDAO/ZFX:bT5X0Vw6yQAoIADdKJO+5U8CJPdwIX66

MD5: 82F4457C9F4A5B37B0218593CBF51767

SHA1: E270FA14455AB2C6D6E53E24DA2E0380AE0B3488

SHA-256: A263784D70A94712DB3DA50DFBE762FEDAF0CCFB8BA54F128467F1B6B98F8C85

SHA-512: 60AB06BDD7CB050CE421A7ED66204BFB43B18726ACD9AAA659FDA47F2CAFD7D773058F05A28CC328267F31B4D549B336A71BDBAEFEBBA99985A52A6EFAC15
6CD

Malicious: false

Preview: ELLA.z...0<...x0.2........v....u.f..0....dB.L..Z.A...$FN..9.... .s...........a.....i9.I..C...5.p._Z...3F.D}...@z'.D..i..P..F...x...!...q...zk.J.*.../'....0..tp.iy+....|L...Gb.1p../.S...:.I...+kaj.~...
4..8!c.#..E.(.g!...8{.....7.k..h.....k5.R....Tv........0..C.a.K...|.Y!O..o..IY...Xa....v.or..!=.@.0.h`r.P.Cc....)Y...N.......AY..|..r.L.j....?.7j.w..qd...#>Z..W..A@..>...\.K..f4.7V..nd(9....
.l.)*...U......1/5$......." ..`.v../.P..F..j............p~...5..(..>..h...5|Z..JP....'!..,.f..*..%..\D.C.....P..........b.e?R....D.......>E...:....h.Y..@1.Er...E........f...J..@....l1Z...}4Y...S......4t..G49..\
#&..@...1t.YTc.-?.*4....w..0P.]I."....P....G.S.......@\.X"...6.....PI.p.z.bht....d%.........~b...;3'..$....drU.-..w.|.q&.......S'...aX......L..o+s.g........7...IK..j..w3A..9-..5$.}Qe}..Z....
.Ln9z..cv...[.E9.X.8}.]....l.E..74..?_.r.t.V....DH....p/2.Y.Z.G.u]...rK.|..f.c*.D.{.........m...0..'....5L..6...i.....OH.W..C/d$gI{..RW...[........

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\ella-dock-release.spkg

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\firefly-monitor-release.spkg

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64\ridge-dock-release.spkg
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Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1266

Entropy (8bit): 4.788676021239895

Encrypted: false

SSDEEP: 24:sQmWrLE9mfPfidACTiZW/gl6W/+L85HPZaIJPFfwLoPRZDjQOLIRaQLWfCIeLDR7:sMrLe/CC+t61L8xPZaIJPV1NmhIqmvu1

MD5: CC950004F5BEE0C5242D7F6471165E75

SHA1: 9C8641708400A0233C1C787C40147D6A7B7C2A14

SHA-256: 6CDE65F3E7493CAD425BCB5109524CAC2621E83BFE14D526885589047BB65720

SHA-512: 9A0C1AAA6182CEFD4B8644C9466F236F2ACC14A4E4EAA6F38D81A765D7538D27AE2C677FA024F9FC3D197051BB5DF5584BF694E329E9AF55B9ECBB636F273E
93

Malicious: false

Preview: <?xml version="1.0" ?>..  <dpinst>....   The following search and subDirectory elements direct..     DPInst to search all subdirectories (in the root..     directory that 
contains DPInst.exe) to locate driver..     packages. -->..    <search>..      <subDirectory>.</subDirectory>..    </search>....   The following language element localizes its 
child elements..     for the English (Standard) language. The child elements..     customize the text that appears on the DPInst wizard pages. -->..    <language c
ode="0x0409">..      <dpinstTitle>DisplayLink Installer</dpinstTitle>..      <welcomeTitle>Welcome to the DisplayLink Installer!</welcomeTitle>..      <welcomeIntro>This 
wizard will walk you through installing or updating the driver for your DisplayLink device.</welcomeIntro>..      <installHeaderTitle>Installing the software for your Dis
playLink device...</installHeaderTitle>..      <finishTitle>Congratulations! You have finished installing your DisplayLink device.</finishTitle>..

Process: C:\Users\user\Desktop\Setup.exe

File Type: data

Category: dropped

Size (bytes): 55971

Entropy (8bit): 5.214854959109016

Encrypted: false

SSDEEP: 192:4R4J24JCHMEiLCHRoURbi79B0019m+/fbEa5Aq3j2812sFDEoLRy+mEfw0HMOVd0:40Hw0eoPl/k6h3Tp4ATKAR9zLflI

MD5: A17A1D49D0CCB1C31FCEAD1AB5C29E4C

SHA1: 80B006F52518B81CA34779ED1630B5859B7CD28F

SHA-256: 0A6A6B8360688D2B2ACCCEF396B7DFCE5DD4892F09039FD973B40489F2475EE6

SHA-512: 494FB18A9E6D34C404B68FEFB21C69D69D889B1BA59185EBDA7DC17B3B1F382F132A1D46268FA21BB9D4913BA39AF39C4B01116F058DC8324F39AB26F2CEE39
9

Malicious: false

Preview: 0....*.H.........0.....1.0...`.H.e......0.....+.....7......0...0...+.....7.....Y....NI......Jc..211220152529Z0...+.....7.....0...0.... ..b!...+...*L..c.w".....Au..v1..0...+.....7...1...04..+.....7...1
&0$...O.S.A.t.t.r........2.:.1.0...0...0F..+.....7...1806...F.i.l.e.......$d.l.-.u.s.b.n.e.t.-.n.c.m...s.y.s...0]..+.....7...1O0M0...+.....7...0...........010...`.H.e....... ..b!...+...*L..c.w".....Au
..v0.........u.L.UJj.Q.+Z.01..0...+.....7...1...04..+.....7...1&0$...O.S.A.t.t.r........2.:.1.0...0...0F..+.....7...1806...F.i.l.e.......$d.l.-.u.s.b.n.e.t.-.n.c.m...s.y.s...0........y......Huri.....1
..0...+.....7...1...04..+.....7...1&0$...O.S.A.t.t.r........2.:.1.0...0...0F..+.....7...1806...F.i.l.e.......$d.l.-.u.s.b.n.e.t.-.n.c.m...i.n.f...0.... .......i.xo......B3........y.UH1..0...+.....7...1...04..+.
....7...1&0$...O.S.A.t.t.r........2.:.1.0...0...0F..+.....7...1806...F.i.l.e.......$d.l.-.u.s.b.n.e.t.-.n.c.m...i.n.f...0U..+.....7...1G0E0...+.....7.......010...`.H.e....... ...

Process: C:\Users\user\Desktop\Setup.exe

File Type: Windows setup INFormation, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 48291

Entropy (8bit): 5.662944047616262

Encrypted: false

SSDEEP: 384:q5f1tY7js1E+HDXSby46qXlCmzQi95ZGULNKkE9xkn2n8ndn1n9eEE6haemsstFV:szksSAqJBBI

MD5: C9226A47200F6427774BE186F9722656

SHA1: B8E9C18F79041200FE978948757269838396F494

SHA-256: DDDFDC8AD7FAF4EF6906786F8C808012F314423387F8881DC62E14AA79D75548

SHA-512: 8CE61EEAE8C8C0AA29EA6CD3823FA2A36B11D14341706083C94A1F14D157BAC79B360F7071B5A5E6A36DB57B214E4336C729A97BB6B2C886845D9F851F397A6
C

Malicious: false

Preview: ;..; USB CDC NCM Driver setup information file..; Copyright (c) 2009 - 2021 DisplayLink (UK) Ltd...;..; This file supports:..;     Windows 10......;********************************
**********************************************..; Version Section..;------------------------------------------------------------------------------..[Version]..Signature="$Windows NT$"..PnpLockdown
= 1..; 11/24/2021,12/07/2021,3.64.0.20958 For Windows 10 RS1 and later..DriverVer = 12/20/2021,10.2.6683.0..Provider=%S_Provider%..CatalogFile=%S_DriverN
ame%.cat..Class=net..ClassGUID={4d36e972-e325-11ce-bfc1-08002be10318}........;******************************************************************************..; Manufactur
er..;------------------------------------------------------------------------------..[Manufacturer]..; 10.0 - Windows 10 and later..%S_Mfg%=_Models, ntx86....;*******************************
***********************************************..; Models Section..;------------------------------------------

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\DPInst.xml

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\dl-usbnet-ncm.cat

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\dl-usbnet-ncm.inf

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\dl-usbnet-ncm.sys

Copyright Joe Security LLC 2022 Page 32 of 100



Process: C:\Users\user\Desktop\Setup.exe

File Type: PE32 executable (native) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 118096

Entropy (8bit): 6.773752255554001

Encrypted: false

SSDEEP: 3072:KlYWMTLzWIzSchTEzIV1I0a9jWonrxcz2xf5cVZrOUh:KhMTLCe5Q8Hza9jWcrxUVT

MD5: 23FF5CDEC7E56D72355679ED39AC760D

SHA1: 386AD969F2FF63DDF3F77F8FEA23FB9CCE76E9A1

SHA-256: CDF766E4416823CB6C99B7F1FB8B9138AA7D430A9A73D6D73CB8D2E357559211

SHA-512: 42651B8E6E4C2C053D442A9389BA7173199747818ABB79FDE90A2D5C9FCB7D3E57EBB8BCC4F0E459E0B361E9B02332731657174409AEC4888B5F798C5A440B20

Malicious: false

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........j............J.......J.......e.......J.......J...............J.......@.......@.......@.....
..Rich....................PE..L...O9.a.................V...4......P-.......`....@.................................><....@A................................ ...d.......................PG...........q..T...........................`q............
...`..\............................text....H.......J.................. ..h.rdata..p....`.......N..............@..H.data................d..............@...PAGE.................f.............. ..`INIT....v............h.............. 
..b.rsrc................r..............@..B.reloc...............x..............@..B......................................................................................................................................................................
..........................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: data

Category: dropped

Size (bytes): 281703

Entropy (8bit): 4.405763742551111

Encrypted: false

SSDEEP: 1536:TJVR/lqHZioRO7MK6gOuGG+OmGQOpHFaG6+iGyJNRv1XpX1qHf3n/X//H/eA6IOf:uX

MD5: 850D1EF72788D63523FC65CDFFDA26D4

SHA1: 30986921845778E2772DC6F0A365DDBDF0082A3D

SHA-256: B1DF21CB7BD0F1DD362DFACC4F912B3EC9241704CF320DF1A3B428E9A300C3B6

SHA-512: 67872576A142D9B129DE2C5FC0A604E45FF8245600F31E7472AA561FCD33A46B6FF14417AE55DE82765CF0C130AE72DE55E6927BAAFBB8E9D9AD42E9ADDF72
F7

Malicious: false

Preview: 0..Lb..*.H.........LR0..LM...1.0...`.H.e......0..+#..+.....7.....+.0..+.0...+.....7......%.{...L.u........220113023601Z0...+.....7.....0..<0..". ..@'....t...j9?.o.~v>.j.%H.3.I.1..0...+.....7
...1...04..+.....7...1&0$...O.S.A.t.t.r........2.:.1.0...0...0U..+.....7...1G0E0...+.....7.......010...`.H.e....... ..@'....t...j9?.o.~v>.j.%H.3.I.0\..+.....7...1N0L...F.i.l.e.......:f.i.r.e.f.l.y.-.m
.o.n.i.t.o.r.-.r.e.l.e.a.s.e...s.p.k.g...0....-v[.4zP..;....m.1..0...+.....7...1...04..+.....7...1&0$...O.S.A.t.t.r........2.:.1.0...0...0:..+.....7...1,0*...F.i.l.e........d.l.i.d.u.s.b...d.l.l...0.... 3..9.s.
..s..!....R.,J.......#..1..0...+.....7...1...04..+.....7...1&0$...O.S.A.t.t.r........2.:.1.0...0...0P..+.....7...1B0@...F.i.l.e........e.l.l.a.-.d.o.c.k.-.r.e.l.e.a.s.e...s.p.k.g...0U..+.....7...1G0E0
...+.....7.......010...`.H.e....... 3..9.s...s..!....R.,J.......#..0....>U..H..j....'.....S.1..0...+.....7...1...04..+.....7...1&0$...O.S.A.t.t.r........2.:.1.0...0...0<..+.....7...1.0,...F.i.

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 8728488

Entropy (8bit): 6.789866250449058

Encrypted: false

SSDEEP: 196608:B5fmhxPDAE1jkIxyd8lRT9yYU+H5QhNnch:B5Ih1dG8HT9yY5H5QhNn4

MD5: 160889CEF00A6A40F715D8A1E73B7CA6

SHA1: DE0FD1EA9EE63F2374FB670D0D59DEF26401050E

SHA-256: 05752DC4581FBFD1A175D1A62893F143478769A8AB4E4F03E860B20F3204DF3D

SHA-512: 6242937B9736176F4A1BBA4F5B28AE401F7BA79DB341255C01ED36DE4D84450D85EA7FBA9562AE8D12CA557418A0A8219F6398BE77310D03FF00566894DC7351

Malicious: false

Preview: MZ......................@...................................8...........!..L.!This program cannot be run in DOS mode....$.......d.c= ..n ..n ..n{..o..n{..o;..n...o1..n...o:..n{..o...n...o5..n...o...n.
..o...n{..o,..n{..o#..n).n=..n ..n...n{..o!..n...o...n...o!..n...n!..n...o!..nRich ..n........................PE..L...W..a...........!......M.."?......?7...... M.....................................q>....@A..............
..........0.p.T.....p.........................!.......... .e.T...................t.e......,d.............. M.......p.@....................text...4.M.......M................. ..`.rdata..Z.#.. M...#...M.............@..@.data....r...
@p..V....p.............@....didat.. ............r..............@....rsrc...............t..............@..@.reloc...............x..............@..B..............................................................................................
..........................................................................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: Windows setup INFormation, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 494953

Entropy (8bit): 5.149168035426433

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\dlidusb.cat

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\dlidusb.dll

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\dlidusb.inf
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Encrypted: false

SSDEEP: 768:4J4TtB/87BW/yKVEik+Vy4upaRobXlDWvbcTaQX8Uii3IoKz2unaTYD9rv0Ino7b:Rb6BxKy26NpUbLQMEifJtvjogQjjPD

MD5: B37190F9FA92EBDBD680178A693C0A06

SHA1: A8A2725370E9BFE8A533253174F0EEF8F528A592

SHA-256: CF4BCC196B1EDF19E72F7A3C999975B230E86D02A75D17103E648812C047C7BC

SHA-512: 90F32A8755D6FB9168675B14E6E1AE232294B4AD455E5942A44AD1293FF85B640E8914602A680BB766E247D0AB1F53987A47FAA254831CC04DFAABCBC003961D

Malicious: false

Preview: ;..  ; Installation inf for DisplayLink USB Display Adapters...  ; Copyright (c) 2016 - 2022 DisplayLink (UK) Ltd...  ;....[Version]..Signature="$Windows NT$"..Class=Disp
lay..ClassGuid={4d36e968-e325-11ce-bfc1-08002be10318}..ClassVer=2.0..Provider=%ManufacturerName%..CatalogFile=dlidusb.cat..DriverVer = 01/10/2022,10.2
.6709.0......[Manufacturer]..%ManufacturerName%=Standard, NTx86, NTx86.10.0...16209, NTx86.10.0...17134....[Standard.NTx86]..%DeviceName%=dlidusb_Install, 
USB\VID_17e9&PID_0010..%DeviceName%=dlidusb_Install, USB\VID_17e9&PID_0011..%DeviceName%=dlidusb_Install, USB\VID_17e9&PID_0012..%Devic
eName%=dlidusb_Install, USB\VID_17e9&PID_0013..%DeviceName%=dlidusb_Install, USB\VID_17e9&PID_0014..%DeviceName%=dlidusb_Install, USB\VID_17
e9&PID_0015..%DeviceName%=dlidusb_Install, USB\VID_17e9&PID_0016..%DeviceName%=dlidusb_Install, USB\VID_17e9&PID_0017..%DeviceName%=dlidusb_
Install, USB\VID_17e9&PID_0018..%DeviceName%=dlidusb_Install, USB\VID_17e9&PID_0019..%DeviceName%=dlidusb_Inst

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 8728488

Entropy (8bit): 6.7898927933749

Encrypted: false

SSDEEP: 196608:5hYTMJZcksttxIYl3WVrK9yYU+H5QhNn7:5h3KL9ZW9K9yY5H5QhNn

MD5: E3EB444C135A84EC90030D89CD9E9FB9

SHA1: D5275EF2841D9E2D606239E40BAFE742988FA3A7

SHA-256: 2E844AE704B6F4352AB5C0DEC08C9F14AAC175DCAB7F294F82734A0D2B890FAD

SHA-512: B55958BE64C868F4E1538A259768D0588EA117867D65F01384F34C37020AAC2F3950CE6C14175561DA9622564C0ADBD308EC32B6B1085F5E3FBAF9951F16B443

Malicious: false

Preview: MZ......................@...................................8...........!..L.!This program cannot be run in DOS mode....$.......d.c= ..n ..n ..n{..o..n{..o;..n...o1..n...o:..n{..o...n...o5..n...o...n.
..o...n{..o,..n{..o#..n).n=..n ..n...n{..o!..n...o...n...o!..n...n!..n...o!..nRich ..n........................PE..L......a...........!......M.."?......?7...... M...........................................@A..............
.......... .p.T...t.p.........................!............e.T...................d.e......,d.............. M.......p.@....................text...4.M.......M................. ..`.rdata..J.#.. M...#...M.............@..@.data....r...
@p..V....p.............@....didat.. ............r..............@....rsrc...............t..............@..@.reloc...............x..............@..B..............................................................................................
..........................................................................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 8730536

Entropy (8bit): 6.788607110728472

Encrypted: false

SSDEEP: 196608:PP/w714e+AiN74MzzWwapACf9yYU+u5QhNns:PPvvuM2Npnf9yY5u5QhNns

MD5: 70B24DF75B0B19BB33BBB943FC1EE355

SHA1: 2291FF89862632E817C7C33C321245176A9F1945

SHA-256: 93F70FB41D3E91C385AEFDB78C2D2DE621A45E6783E97F6AC698C03255AEA6B1

SHA-512: F58811A8C8D60D21D5A28DF0C15735A880BB81A0680D8355476950706F2B3666ABEB56A023F72215B56520114F39AEE5F3006DB60C424236C3B62D42FE55A6DE

Malicious: false

Preview: MZ......................@...................................8...........!..L.!This program cannot be run in DOS mode....$.......d.c= ..n ..n ..n{..o..n{..o;..n...o1..n...o:..n{..o...n...o5..n...o...n.
..o...n{..o,..n{..o#..n).n=..n ..n...n{..o!..n...o...n...o!..n...n!..n...o!..nRich ..n........................PE..L...z..a...........!......M..$?......F7...... M.........................................@A................
........P.p.T.....p.........................!......\...@.e.T.....................e......,d.............. M.....<.p.@....................text.....M.......M................. ..`.rdata..z.#.. M...#...M.............@..@.data
....s...@p..V..."p.............@....didat.. ............x..............@....rsrc...............z..............@..@.reloc..\............~..............@..B............................................................................
............................................................................................................................

Process: C:\Users\user\Desktop\Setup.exe

File Type: data

Category: dropped

Size (bytes): 56778

Entropy (8bit): 5.223715380209655

Encrypted: false

SSDEEP: 192:/a7wxRg2/taontFwL8qXcZbv2NpJCzg/4bEl5nqQjZ8q2rFEEPLOyBmE4wzHLOKk:BJtFCRXZp+lrK9M3rPFRHR1ltxzu

MD5: DE78B1D44CE14FA1C5D45225323B56FD

SHA1: BDA52AB7F8525007544D25B15574063A91BD68FF

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\dlidusb2.dll

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\dlidusb3.dll

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\dlusbaudio.cat
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SHA-256: 186C32442A423474D45AD050BCAE56F38D514BC3B0C36A1AD47895B2D8F9B378

SHA-512: 3CB6F37C3F9D957ACF01E0164B8ED87B5D6C129EB9DFFC83F9BA87844F61D01FA1BA91BDC23DDE8B50DE5EC1A589A972259DE27B271059C655AA4AF896E28
E89

Malicious: false

Preview: 0.....*.H.........0.....1.0...`.H.e......0.....+.....7......0...0...+.....7.....F...8UG...>.J"..211007225007Z0...+.....7.....0..I0....R3.A.C.4.7.A.7.A.1.3.6.6.F.5.C.0.C.D.B.8.C.4.8.3.1.7.2.6
.4.9.E.0.B.F.9.5.3.C.0.3...1..G0@..+.....7...1200...F.i.l.e........d.l.u.s.b.a.u.d.i.o...i.n.f...0E..+.....7...17050...+.....7.......0!0...+........:.zz.f.....&I.<.0X..+.....7...1J0H...O.S.A.t.t.r....
...22.:.6...1.,.2.:.6...2.,.2.:.6...3.,.2.:.1.0...0...0b..+.....7...1T0R.L.{.D.E.3.5.1.A.4.2.-.8.E.5.9.-.1.1.D.0.-.8.C.4.7.-.0.0.C.0.4.F.C.2.9.5.E.E.}....0....R4.E.9.A.6.6.3.6.6.F.
B.E.9.2.1.B.8.9.D.A.D.D.3.5.4.2.4.5.8.E.A.9.1.C.2.6.0.C.0.8...1...04..+.....7...1&0$...D.R.M.L.e.v.e.l........1.3.0.0...0@..+.....7...1200...F.i.l.e........d.l.u.s.b.a.u.d.i.o...s.
y.s...0X..+.....7...1J0H...O.S.A.t.t.r.......22.:.6...1.,.2.:.6...2.,.2.:.6...3.,.2.:.1.0...0...0b..+.....7...1T0R.L.{.C.6.8.9.A.A.B.8.-.8.E.7.8.-.1.1.D.0.-.8.C.4.7.-.0.0.C.0.4.F.C.2.9.5.E.E
.}....0..y..+.....7...1..i0..e0..>..+.....7...0.....

Process: C:\Users\user\Desktop\Setup.exe

File Type: Windows setup INFormation, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 126813

Entropy (8bit): 5.287768025455325

Encrypted: false

SSDEEP: 384:MBVJQ7BVJQnrx5A3drx5AfATM/NSeKzWqqp79y8Ao1yzU8OxipYde:MJwJ8/2/cATeSeKzWqq99y818Oxiade

MD5: 4E408C8AAD29D03EA6CF3451C563472B

SHA1: 3AC47A7A1366F5C0CDB8C483172649E0BF953C03

SHA-256: 37F8141F17A88184F5DF26A68BA569E0DD3B008525512AC53458F81EFCB87139

SHA-512: AB8F7CE350104D88924B0BDEE54FE0B4A04879C195FCACFFA908B2EC87E72A215214061C1DF0D895CB7C0BE9286AB376ADE1512237D3CABE39688574E1F30C
A8

Malicious: false

Preview: ;..; DisplayLink USB Audio Adapter Driver..; Copyright (c) 2011 - 2021 DisplayLink (UK) Ltd...;....;******************************************************************************..; 
Version Section..;------------------------------------------------------------------------------..[Version]..Signature="$Windows NT$"..; 07/11/2019,1.55.0.0..DriverVer = 10/07/2021,10.2.65
54.0..Provider=%S_Provider%..CatalogFile=%S_DriverName%.cat....Class=MEDIA..ClassGUID={4d36e96c-e325-11ce-bfc1-08002be10318}....[SignatureAttributes].
.dlusbaudio.sys=SignatureAttributes.DRM..dlusbaudio_x64.sys=SignatureAttributes.DRM....[SignatureAttributes.DRM]..DRMLevel=1300......;**************************
****************************************************..; Manufacturer..;------------------------------------------------------------------------------..[Manufacturer]..; Windows from build 16288 will u
se inbox audio driver..%S_Mfg%=_Models, ntx86.10.0...16288, ntamd64.10.0...16288, ntx86, ntamd64......;*****************

Process: C:\Users\user\Desktop\Setup.exe

File Type: PE32 executable (native) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 176368

Entropy (8bit): 6.633174130570561

Encrypted: false

SSDEEP: 3072:2MRFxRfYLrOJfp9jfpR80ieWh19JBWdGFAgo5Vg9/rY:vTwLrMb5WP93q/g+mY

MD5: F5D75845F9719B78DC808473D5C27102

SHA1: 5CA17DF42D2C6B075E7C391E96AFD221DC3534E0

SHA-256: AB4FD1C41A408DE8615B3B0D198410980573E3C97DD912079376E3CA969EB7C8

SHA-512: A687C3C01E0D3D9D656A0FD9CAEE0BAE830E0B630C08037387EEE1520E64FB288D55315FE4E4E050B294BA91DE8F2BE4D605A0942A3F70C3622EB5D7CEB2C
BDE

Malicious: false

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$..........d..7..7..7..7..7..7..7..7..7..7..7..7..7..7..7Rich..7........PE..L...
.+'].....................6......>P....... ..............................................................................PP..x....`...............P...`...p.......!............................................... ...............................text...\.
.......................... ..h.rdata..H.... ......................@..H.data...@....@.......&..............@...INIT.........P.......(.............. ..b.rsrc........`.......4..............@..B.reloc.......p.......:........
......@..B..........................................................................................................................................................................................................................................................
......................................................

Process: C:\Users\user\Desktop\Setup.exe

File Type: PE32+ executable (native) x86-64, for MS Windows

Category: dropped

Size (bytes): 237808

Entropy (8bit): 6.4733574762486885

Encrypted: false

SSDEEP: 3072:equVkUSvUtN9pY5JmUI4+hbtYekXFoX/W/IV29B1ZKaDx7VUx3zRT9QZog9NSF:e6UdtN9RkXFoX3V6BCadctmmHF

MD5: 11C6DA2B3CC3A247D7115B3E53CD35CC

SHA1: 9F473F33761DCD5BD312EA5A774BE3B019621FF9

SHA-256: 034FE8201FD72B39D5F35B59AF8F301813222FB9159DD8F9DB638F82E84333F2

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\dlusbaudio.inf

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\dlusbaudio.sys

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\dlusbaudio_x64.sys
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SHA-512: B914F89C314F79E4807CE61CDFA5CF82B570E28B2499E194622A67FCB680F5E914089C680233E7C72255AB69D73D07DFA78DAFA39EDB85D62EF75CEC10598A3
1

Malicious: false

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......p.S.4.=Q4.=Q4.=Q=.Q5.=Q4.<Q_.=Q=.Q?.=Q=.Q7.=Q=.Q0.=Q
=.Q].=Q=.Q5.=Q=.Q5.=QRich4.=Q........PE..d....+'].........."..........|......d`...............................................<.......................................................`..x....p..`....0...&...@...`...... ..
.P...................................................H............................text............................... ..h.rdata...B.......D..................@..H.data...`.... ......................@....pdata...&...0...(...........
.......@..HINIT....Z....`.......&.............. ..b.rsrc........p.......4..............@..B.reloc...............:..............@..B.............................................................................................................
...........................................................................................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: data

Category: dropped

Size (bytes): 888048

Entropy (8bit): 7.999763743901625

Encrypted: true

SSDEEP: 24576:SswcBlSP/G5BnbvFvWuwfdMhXIkjpIVVsM1Ok40YQLQz:iG5PvdrZIAIVKZk4FQLQz

MD5: E4A41DA40DE01AEDD59D2A49CE3ABB30

SHA1: C79E216B90893E455ABB2FE11CBFDEE3C5F979AD

SHA-256: 33B7E13905739FCD02730BC82196AD831352BF2C4ACFECD78496F8FEC7239EB8

SHA-512: A1135EF8FE03868BEFA58F92A65483D7587614A23C394158764B962D82536D31A832B375138266F7DEAFCE8B2A3766A662E5E2D9C184EE73E8FC461DFF17D829

Malicious: false

Preview: ELLA....._\...._..h....`.6...I.L^W........'d...@.( ..O..N.(..pf....u..t...${?s%l..........N).9....=.....ev....Hf..:c.2..*,..`A.RV.....Q.P.{...'[M..%........@...^..j.[.S..3..v..G..T...C.......o.gr&....
..`2......F...".P........IHw.f...q.. & AC\.X..M.C.{fL...w.?.4.Oh...e.0..t..Z.OX..2.3........Ab....}R.$.......2...#.hG. D.(._/.G..P*.2).Y{.P[..S.......Q.C..-.<....... ....u|..2S.`......`.O...
..k.Wudc.m.4....*...~..k!.].O...`...)...<!>.C(.p....S....d....a......c.......`F..|U.U]..Y.*.|. e..C.(..A5..{..........%..b.|.5..t>...k.....HW.~Q.....{i{m...+.!.2+...I.^.2~.{?.[.,...p......L'.sji.'j.dB7#..
(s.L:g.\..jR..V...7...f..y.5.U.`) .......J...Gn.&T.....&..B..cL...h.._ 8..P...?Qh^ZW.(..../.....w....Hb...1X....lG....n..{XO..g..}.\H....k....U.9........j.#?...n.N..r..<......~.....`H..m=W..^L.X7..
<..J.......t....lV?M.g[.bO..$....x.c...:..R..8..._..9p.-. ...I..Eq!....#.......s.x..z.......L.=......8.?s..0.....n.6.59..`J.$....(]..yP.....-....t....n....R..u

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: data

Category: dropped

Size (bytes): 349216

Entropy (8bit): 7.9994424256959515

Encrypted: true

SSDEEP: 6144:as2gKc1+Yvf3rqOidtLuNQh7bYnb3e1aTckqdk23np2gU4zT7Uq2o9tv9PeNE:P1+6/+tuN8b00ndT3nNTr9P

MD5: C9E694592E01FC16D65F6AE3A07B6661

SHA1: A7C62D57FB9DAFE11E295EEA3B63BD72E8778291

SHA-256: 15CF40279890D5E374C5A0BE9B6A393FCA6F077E763EB76A0A25480033DC4914

SHA-512: 5F72854783AA787C6C3ED4C4CAFF1C7DC740FC724FE56A5CA787F85B0051350505E453B00CFF0C1B713E8CC4660678C7AAD952E275FA5171702324A6DFAD5D0
1

Malicious: false

Preview: ELLA T..0,.....,...9.E.C...Y.$...m..,.V*>.....AH.?}&...Z.l.+?2..F.mD...]...({.!..x.i.....a.+.......Q...w......Y\..W...n,.......vU....M.....V..P<....v.......{.....\Z...{.W.>!S..>J.V.......i.+..........
b.~........S9&.J.3..:......u.94........+.28).!..q2N.~...g...3....&&....}q.doD.2.q.XdlL.........e.;..xn.J.d. .hM...O}...|.~B.v..\,N.......p.Dr...b....V...._\z....L.$yY....Ipw.......!R.R.dO.n.$.6.
[....WZ.f....;....,..-.^.U.........s..'o`."24..-.Ks@....0...V.&.(..O.1@9...}l.#..R.(Q.....C......n%H.E.4]Y.....%a<.ZT..pn.\.bC.....X...<...:.......2T ...nt.'w..`......1."..K.....2.tk72.&....G\W.O.
8..d&.=.u.M..ac.0.[..d.`G.A..:#..t......9.e...".......6..OK....W..4.C...U.q...cm.....<.6...E..Wh.K....?G.....x.O6......BF[...^.`.N......J|l.].w.A..7V.a...:..rs.;y.q..sa)...L.uyIT....F..sl..*
..e.....c.F.d...k};.nz.TI|...T......V...6..VO..m......\....z.A....@/.....J.5..pr*......|..}_.5e.v..Q#uPh..8..7...9A.Us".n..l..7..R..q.....Q.......X..GI.,.P.Z.i.

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: data

Category: dropped

Size (bytes): 752336

Entropy (8bit): 7.999722476182654

Encrypted: true

SSDEEP: 12288:23bAFm05XMdVw6yV6X8BoIkks/LdWnJOCP5U8CJPdb8IxR6AMl26aFDAO/ZFX:bT5X0Vw6yQAoIADdKJO+5U8CJPdwIX66

MD5: 82F4457C9F4A5B37B0218593CBF51767

SHA1: E270FA14455AB2C6D6E53E24DA2E0380AE0B3488

SHA-256: A263784D70A94712DB3DA50DFBE762FEDAF0CCFB8BA54F128467F1B6B98F8C85

SHA-512: 60AB06BDD7CB050CE421A7ED66204BFB43B18726ACD9AAA659FDA47F2CAFD7D773058F05A28CC328267F31B4D549B336A71BDBAEFEBBA99985A52A6EFAC15
6CD

Malicious: false

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\ella-dock-release.spkg

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\firefly-monitor-release.spkg

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x86\ridge-dock-release.spkg
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Preview: ELLA.z...0<...x0.2........v....u.f..0....dB.L..Z.A...$FN..9.... .s...........a.....i9.I..C...5.p._Z...3F.D}...@z'.D..i..P..F...x...!...q...zk.J.*.../'....0..tp.iy+....|L...Gb.1p../.S...:.I...+kaj.~...
4..8!c.#..E.(.g!...8{.....7.k..h.....k5.R....Tv........0..C.a.K...|.Y!O..o..IY...Xa....v.or..!=.@.0.h`r.P.Cc....)Y...N.......AY..|..r.L.j....?.7j.w..qd...#>Z..W..A@..>...\.K..f4.7V..nd(9....
.l.)*...U......1/5$......." ..`.v../.P..F..j............p~...5..(..>..h...5|Z..JP....'!..,.f..*..%..\D.C.....P..........b.e?R....D.......>E...:....h.Y..@1.Er...E........f...J..@....l1Z...}4Y...S......4t..G49..\
#&..@...1t.YTc.-?.*4....w..0P.]I."....P....G.S.......@\.X"...6.....PI.p.z.bht....d%.........~b...;3'..$....drU.-..w.|.q&.......S'...aX......L..o+s.g........7...IK..j..w3A..9-..5$.}Qe}..Z....
.Ln9z..cv...[.E9.X.8}.]....l.E..74..?_.r.t.V....DH....p/2.Y.Z.G.u]...rK.|..f.c*.D.{.........m...0..'....5L..6...i.....OH.W..C/d$gI{..RW...[........

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1266

Entropy (8bit): 4.788676021239895

Encrypted: false

SSDEEP: 24:sQmWrLE9mfPfidACTiZW/gl6W/+L85HPZaIJPFfwLoPRZDjQOLIRaQLWfCIeLDR7:sMrLe/CC+t61L8xPZaIJPV1NmhIqmvu1

MD5: CC950004F5BEE0C5242D7F6471165E75

SHA1: 9C8641708400A0233C1C787C40147D6A7B7C2A14

SHA-256: 6CDE65F3E7493CAD425BCB5109524CAC2621E83BFE14D526885589047BB65720

SHA-512: 9A0C1AAA6182CEFD4B8644C9466F236F2ACC14A4E4EAA6F38D81A765D7538D27AE2C677FA024F9FC3D197051BB5DF5584BF694E329E9AF55B9ECBB636F273E
93

Malicious: false

Preview: <?xml version="1.0" ?>..  <dpinst>....   The following search and subDirectory elements direct..     DPInst to search all subdirectories (in the root..     directory that 
contains DPInst.exe) to locate driver..     packages. -->..    <search>..      <subDirectory>.</subDirectory>..    </search>....   The following language element localizes its 
child elements..     for the English (Standard) language. The child elements..     customize the text that appears on the DPInst wizard pages. -->..    <language c
ode="0x0409">..      <dpinstTitle>DisplayLink Installer</dpinstTitle>..      <welcomeTitle>Welcome to the DisplayLink Installer!</welcomeTitle>..      <welcomeIntro>This 
wizard will walk you through installing or updating the driver for your DisplayLink device.</welcomeIntro>..      <installHeaderTitle>Installing the software for your Dis
playLink device...</installHeaderTitle>..      <finishTitle>Congratulations! You have finished installing your DisplayLink device.</finishTitle>..

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: data

Category: dropped

Size (bytes): 56778

Entropy (8bit): 5.223715380209655

Encrypted: false

SSDEEP: 192:/a7wxRg2/taontFwL8qXcZbv2NpJCzg/4bEl5nqQjZ8q2rFEEPLOyBmE4wzHLOKk:BJtFCRXZp+lrK9M3rPFRHR1ltxzu

MD5: DE78B1D44CE14FA1C5D45225323B56FD

SHA1: BDA52AB7F8525007544D25B15574063A91BD68FF

SHA-256: 186C32442A423474D45AD050BCAE56F38D514BC3B0C36A1AD47895B2D8F9B378

SHA-512: 3CB6F37C3F9D957ACF01E0164B8ED87B5D6C129EB9DFFC83F9BA87844F61D01FA1BA91BDC23DDE8B50DE5EC1A589A972259DE27B271059C655AA4AF896E28
E89

Malicious: false

Preview: 0.....*.H.........0.....1.0...`.H.e......0.....+.....7......0...0...+.....7.....F...8UG...>.J"..211007225007Z0...+.....7.....0..I0....R3.A.C.4.7.A.7.A.1.3.6.6.F.5.C.0.C.D.B.8.C.4.8.3.1.7.2.6
.4.9.E.0.B.F.9.5.3.C.0.3...1..G0@..+.....7...1200...F.i.l.e........d.l.u.s.b.a.u.d.i.o...i.n.f...0E..+.....7...17050...+.....7.......0!0...+........:.zz.f.....&I.<.0X..+.....7...1J0H...O.S.A.t.t.r....
...22.:.6...1.,.2.:.6...2.,.2.:.6...3.,.2.:.1.0...0...0b..+.....7...1T0R.L.{.D.E.3.5.1.A.4.2.-.8.E.5.9.-.1.1.D.0.-.8.C.4.7.-.0.0.C.0.4.F.C.2.9.5.E.E.}....0....R4.E.9.A.6.6.3.6.6.F.
B.E.9.2.1.B.8.9.D.A.D.D.3.5.4.2.4.5.8.E.A.9.1.C.2.6.0.C.0.8...1...04..+.....7...1&0$...D.R.M.L.e.v.e.l........1.3.0.0...0@..+.....7...1200...F.i.l.e........d.l.u.s.b.a.u.d.i.o...s.
y.s...0X..+.....7...1J0H...O.S.A.t.t.r.......22.:.6...1.,.2.:.6...2.,.2.:.6...3.,.2.:.1.0...0...0b..+.....7...1T0R.L.{.C.6.8.9.A.A.B.8.-.8.E.7.8.-.1.1.D.0.-.8.C.4.7.-.0.0.C.0.4.F.C.2.9.5.E.E
.}....0..y..+.....7...1..i0..e0..>..+.....7...0.....

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: Windows setup INFormation, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 126813

Entropy (8bit): 5.287768025455325

Encrypted: false

SSDEEP: 384:MBVJQ7BVJQnrx5A3drx5AfATM/NSeKzWqqp79y8Ao1yzU8OxipYde:MJwJ8/2/cATeSeKzWqq99y818Oxiade

MD5: 4E408C8AAD29D03EA6CF3451C563472B

SHA1: 3AC47A7A1366F5C0CDB8C483172649E0BF953C03

SHA-256: 37F8141F17A88184F5DF26A68BA569E0DD3B008525512AC53458F81EFCB87139

SHA-512: AB8F7CE350104D88924B0BDEE54FE0B4A04879C195FCACFFA908B2EC87E72A215214061C1DF0D895CB7C0BE9286AB376ADE1512237D3CABE39688574E1F30C
A8

Malicious: false

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLUSBAUDIO\DPInst.xml

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLUSBAUDIO\dlusbaudio.cat

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLUSBAUDIO\dlusbaudio.inf
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Preview: ;..; DisplayLink USB Audio Adapter Driver..; Copyright (c) 2011 - 2021 DisplayLink (UK) Ltd...;....;******************************************************************************..; 
Version Section..;------------------------------------------------------------------------------..[Version]..Signature="$Windows NT$"..; 07/11/2019,1.55.0.0..DriverVer = 10/07/2021,10.2.65
54.0..Provider=%S_Provider%..CatalogFile=%S_DriverName%.cat....Class=MEDIA..ClassGUID={4d36e96c-e325-11ce-bfc1-08002be10318}....[SignatureAttributes].
.dlusbaudio.sys=SignatureAttributes.DRM..dlusbaudio_x64.sys=SignatureAttributes.DRM....[SignatureAttributes.DRM]..DRMLevel=1300......;**************************
****************************************************..; Manufacturer..;------------------------------------------------------------------------------..[Manufacturer]..; Windows from build 16288 will u
se inbox audio driver..%S_Mfg%=_Models, ntx86.10.0...16288, ntamd64.10.0...16288, ntx86, ntamd64......;*****************

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: PE32 executable (native) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 176368

Entropy (8bit): 6.633174130570561

Encrypted: false

SSDEEP: 3072:2MRFxRfYLrOJfp9jfpR80ieWh19JBWdGFAgo5Vg9/rY:vTwLrMb5WP93q/g+mY

MD5: F5D75845F9719B78DC808473D5C27102

SHA1: 5CA17DF42D2C6B075E7C391E96AFD221DC3534E0

SHA-256: AB4FD1C41A408DE8615B3B0D198410980573E3C97DD912079376E3CA969EB7C8

SHA-512: A687C3C01E0D3D9D656A0FD9CAEE0BAE830E0B630C08037387EEE1520E64FB288D55315FE4E4E050B294BA91DE8F2BE4D605A0942A3F70C3622EB5D7CEB2C
BDE

Malicious: false

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$..........d..7..7..7..7..7..7..7..7..7..7..7..7..7..7..7Rich..7........PE..L...
.+'].....................6......>P....... ..............................................................................PP..x....`...............P...`...p.......!............................................... ...............................text...\.
.......................... ..h.rdata..H.... ......................@..H.data...@....@.......&..............@...INIT.........P.......(.............. ..b.rsrc........`.......4..............@..B.reloc.......p.......:........
......@..B..........................................................................................................................................................................................................................................................
......................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: PE32+ executable (native) x86-64, for MS Windows

Category: dropped

Size (bytes): 237808

Entropy (8bit): 6.4733574762486885

Encrypted: false

SSDEEP: 3072:equVkUSvUtN9pY5JmUI4+hbtYekXFoX/W/IV29B1ZKaDx7VUx3zRT9QZog9NSF:e6UdtN9RkXFoX3V6BCadctmmHF

MD5: 11C6DA2B3CC3A247D7115B3E53CD35CC

SHA1: 9F473F33761DCD5BD312EA5A774BE3B019621FF9

SHA-256: 034FE8201FD72B39D5F35B59AF8F301813222FB9159DD8F9DB638F82E84333F2

SHA-512: B914F89C314F79E4807CE61CDFA5CF82B570E28B2499E194622A67FCB680F5E914089C680233E7C72255AB69D73D07DFA78DAFA39EDB85D62EF75CEC10598A3
1

Malicious: false

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......p.S.4.=Q4.=Q4.=Q=.Q5.=Q4.<Q_.=Q=.Q?.=Q=.Q7.=Q=.Q0.=Q
=.Q].=Q=.Q5.=Q=.Q5.=QRich4.=Q........PE..d....+'].........."..........|......d`...............................................<.......................................................`..x....p..`....0...&...@...`...... ..
.P...................................................H............................text............................... ..h.rdata...B.......D..................@..H.data...`.... ......................@....pdata...&...0...(...........
.......@..HINIT....Z....`.......&.............. ..b.rsrc........p.......4..............@..B.reloc...............:..............@..B.............................................................................................................
...........................................................................................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 922176

Entropy (8bit): 5.6988225484803525

Encrypted: false

SSDEEP: 6144:9ZtaKSpwmx5ATm/LC3fwf3OoU9xkYSr/mdBTRhKWIjsRP/1HHm/hHAM8i6r+LyIH:9ZxSpwmxvL/f3vCN1PMaLi6rAyIQjm

MD5: E6213CEC602F332BF8E868B7B8BF2BB1

SHA1: 593775390B8A474A0BDB8A49B5D26B50B6E3CACE

SHA-256: 4478F6FCFD2FC9BE012668592BFBF6838A115D983F9D30171669B20CAFE529B9

SHA-512: 24F96CD7A5043547997167F46C32381CA86932FE7D3A9CF32EDD72E7A0CC0FA165152246DA913C56D124D1F821E00F09872AA0E3DFF23B655E83D9676E14482F

Malicious: false

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......p..o4..<4..<4..<=.`<"..<=.v<...<=.f<)..<4..<@..<=.q<o..<=.a<5..
<=.d<5..<Rich4..<................PE..L......J................. ..........j........0...............................0......)y....@...... ..............................,....p..lY..............@.......XC..............................
.....=..@...............L............................text............ .................. ..`.data...`>...0.......$..............@....rsrc....`...p...Z...<..............@..@.reloc..._.......`..................@..B..................
..............................................................................................................................................................................................................................................................................
................................................................................

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLUSBAUDIO\dlusbaudio.sys

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLUSBAUDIO\dlusbaudio_x64.sys

C:\Users\user\AppData\Local\Temp\DL2.tmp\DPINST32\DpInst.exe
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Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: PE32+ executable (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 1047632

Entropy (8bit): 5.609497799841998

Encrypted: false

SSDEEP: 6144:ZsSOzpPId26dQcEaUrPvwgwkRVagRoDHTj8K1sqI6VLp4XOigSbduP/1HHm/hHAW:zIId79EaUTvwieMozMEcOigSpuPMaLiD

MD5: AA0A91227631A09CD075D315646FB7A9

SHA1: C0B86C4D6F1E05B842573081BCC7754FCBCAF5BB

SHA-256: C20A5D3F5BE543A8E73CD25F9DBF14AA0FC4BA1FDC249EE4FF91D159D174D0EA

SHA-512: 685AE6A514128EEFE8FEE6CB9E456EA584B91358090DFFB41205AB2A2F37E91B4007E6745CCB1E29BC42D191CDB651337C7CA3CF29EF31E8D1AEEA56AF34C
2C4

Malicious: false

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......g9I.#X'.#X'.#X'.* ..!X'.* ..7X'.* ..<X'.#X&.Y'.* ..fX'.* ...X'...Y."X'.* 
.."X'.* .."X'.Rich#X'.................PE..d......J..........".......................................................................@.......... ......................................H...@.......pY...0..\m......P............................
................................................................text............................... ..`.data... ...........................@....pdata..\m...0...n..................@..@.rsrc....`.......Z...v..............@..@.reloc..
<...........................@..B...................................................................................................................................................................................................................................
.....................................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1266

Entropy (8bit): 4.788676021239895

Encrypted: false

SSDEEP: 24:sQmWrLE9mfPfidACTiZW/gl6W/+L85HPZaIJPFfwLoPRZDjQOLIRaQLWfCIeLDR7:sMrLe/CC+t61L8xPZaIJPV1NmhIqmvu1

MD5: CC950004F5BEE0C5242D7F6471165E75

SHA1: 9C8641708400A0233C1C787C40147D6A7B7C2A14

SHA-256: 6CDE65F3E7493CAD425BCB5109524CAC2621E83BFE14D526885589047BB65720

SHA-512: 9A0C1AAA6182CEFD4B8644C9466F236F2ACC14A4E4EAA6F38D81A765D7538D27AE2C677FA024F9FC3D197051BB5DF5584BF694E329E9AF55B9ECBB636F273E
93

Malicious: false

Preview: <?xml version="1.0" ?>..  <dpinst>....   The following search and subDirectory elements direct..     DPInst to search all subdirectories (in the root..     directory that 
contains DPInst.exe) to locate driver..     packages. -->..    <search>..      <subDirectory>.</subDirectory>..    </search>....   The following language element localizes its 
child elements..     for the English (Standard) language. The child elements..     customize the text that appears on the DPInst wizard pages. -->..    <language c
ode="0x0409">..      <dpinstTitle>DisplayLink Installer</dpinstTitle>..      <welcomeTitle>Welcome to the DisplayLink Installer!</welcomeTitle>..      <welcomeIntro>This 
wizard will walk you through installing or updating the driver for your DisplayLink device.</welcomeIntro>..      <installHeaderTitle>Installing the software for your Dis
playLink device...</installHeaderTitle>..      <finishTitle>Congratulations! You have finished installing your DisplayLink device.</finishTitle>..

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 22408528

Entropy (8bit): 6.285253649965881

Encrypted: false

SSDEEP: 196608:EdL5aBxbrfMGeLngRXtm3BySXK0w50BD3NGwDlM3sqQ8ndyXmX39FI:EdL4BxbYNnyQs05DA2e8qQeyW9FI

MD5: F30C4672C69CC5A4204A5C0638997FB5

SHA1: 1810BFB086C75398B3D7E90366999410D5B7AD4A

SHA-256: 6E50A6ADFB782161F38E80AB39E8C84FA278F49B8C35B0B5812327ED6762B165

SHA-512: AA0379EE30D70701BE019B871FA09B2E8837FBF290B05D6369F0047C0EE468792D09E8762DA6D571FB57EDA3D818B007138B40CACB5CC9EB4545E3D8F950079
A

Malicious: false

Preview: MZ......................@................................... ...........!..L.!This program cannot be run in DOS mode....$.........{..........D4.....D4..T...D4................................................S.............
.............Rich...........................PE..L...b.U[.................V..................p....@.................................TqV...@.....................................(....@..X.............U.PV...`..lQ......p................... 
...........@............p..........`....................text....T.......V.................. ..`.rdata...M...p...N...Z..............@..@.data....p.......$..................@....rsrc...X....@......................@..@.reloc..l
Q...`...R..................@..B.....................................................................................................................................................................................................................................
...................................

C:\Users\user\AppData\Local\Temp\DL2.tmp\DPINST64\DpInst.exe

C:\Users\user\AppData\Local\Temp\DL2.tmp\NIVO\DPInst.xml

C:\Users\user\AppData\Local\Temp\DL2.tmp\NIVO\DisplayLinkCore.dat

C:\Users\user\AppData\Local\Temp\DL2.tmp\NIVO\DisplayLinkCore64.dat
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Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 22741944

Entropy (8bit): 6.321401257406254

Encrypted: false

SSDEEP: 196608:UdLc1lFY5W7E1cLyrKoeIaPf7o2lfe7CAO6NJQ/4Bvx/Cwc:UdL+YW7iRrbnaPf7bUX7LI4XCwc

MD5: BA7A6D3223756E7BB08E4117ECCA6DEB

SHA1: A36065FACC38A19C2CE39D3B9DE66CD99EDBFCBD

SHA-256: D73A933626F6466FC064F3A4F1098D79A8311A5EA587D2127350AEF8F742E15B

SHA-512: 076AAEA8D48A0C59569B15A67A6F0A7A72BC3CCFCFF7B58B9426DE15D602F6C8EBE2AE1F985C8355A996B71C58C6ECC3FFA5E53C3BCFB4A1358EDF908A21B
A2C

Malicious: false

Preview: MZ......................@................................... ...........!..L.!This program cannot be run in DOS mode....$.........{..........D4.....D4..T...D4................................................S.............
.............Rich...........................PE..L...b.U[.................V..................p....@..................................G[...@.....................................(....@..X...........0.Z..Z...`..lQ......p................... ....
.......@............p..........`....................text....T.......V.................. ..`.rdata...M...p...N...Z..............@..@.data....p.......$..................@....rsrc...X....@......................@..@.reloc..l
Q...`...R..................@..B.....................................................................................................................................................................................................................................
...................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: Windows setup INFormation, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 392296

Entropy (8bit): 5.12957699585389

Encrypted: false

SSDEEP: 768:Rl5mary78hyOmoBV0ku0Vngi9e/0T1UNCHeGremoBV0ku0Vngi9e/0T1UNCHeGro:RZwOpV1llesSOZKpV1llesSOZk

MD5: 7B8466EC604005617A8BDF175743696C

SHA1: 12EBBEB7C53DC5F59D5C255DDE5ECDC01B550668

SHA-256: 7E81F31A789AB01AE1F1DA9F16745A3A7DE1E741BE3579F06E4BBC2300CEA72C

SHA-512: 98BA9CCD52E1904BEAE1FC429EA23BD5EB0B5EEFC5BFFBC27C805221EC773939BBB3A1A491B187852A86F735A335F873DB9812542D8FD2AA88BFEF5A191467
F6

Malicious: false

Preview: ;..; Installation inf for DisplayLink USB Display Adapters...; Copyright (c) 2013 - 2022 DisplayLink (UK) Ltd...;....;**************************************************************
****************..; Version section..;------------------------------------------------------------------------------..[Version]..Signature="$Windows NT$"..Provider=%S_Provider%..; 02/29/2016
,2.91.0.0..DriverVer = 01/10/2022,10.2.6709.0..CatalogFile=DisplayLinkUsb.cat....Class=USB Display Adapters..ClassGUID={3376F4CE-FF8D-40a2-A80F-BB4359
D1415C}....;******************************************************************************..; Class Install section (optional)..;------------------------------------------------------------------------------..
[ClassInstall32]..AddReg=_AddReg_ClassInstall....[_AddReg_ClassInstall]..HKR,,,,"USB Display Adapters"..HKR,,Icon,,"-20"....;**********************************************
********************************..; Options..;------------------------------------------------------

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1886104

Entropy (8bit): 6.48531373661134

Encrypted: false

SSDEEP: 49152:u4EJBLSQnA74J7nZtgl2NfylYaTsHBrflLF1L/s2UyqS0b:u4EjSQA746lYaTsdflL/sD

MD5: 778D42246CE17A6390D39FBC69FAE206

SHA1: D014BDC3BE2434BF8388DF6875859B3AF1FC3E6D

SHA-256: C29562A6F15FA7BFD89DB967639D55CF9D3EEA82F7467FBA6EF8C995072846E7

SHA-512: 8930F89FD5048DBF4FFF8FE9E9A4102A60A29F24D0580DF9ECDD2CA89A049212BC9194790DAC30B04B18C522967DA572EAD9BA310C67D05C2FE7A19FDA75E4
E5

Malicious: false

Preview: MZ......................@...................................8...........!..L.!This program cannot be run in DOS mode....$.........C.Pe-,Pe-,Pe-,...-Be-,..(-.e-,..(-\e-,..)-Ae-,...-Je-,..(-.e-,..)-Ze-,..$-
We-,..)-He-,Uir,Qe-,UiM,Qe-,..,-qe-,Pe,,.d-,..(-.e-,..--Qe-,...,Qe-,Pe.,Se-,../-Qe-,RichPe-,................PE..L......a...........!.........l......q2.......0............................................@...
......................0|..l....|..@........................!......@$...A..T....................B......(B..@............0...............................text............................... ..`.rdata...k...0...l..................@..@
.data...D!.......B..................@....rsrc...............................@..@.reloc..@$.......&..................@..B........................................................................................................................
........................................................................................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows

Category: dropped

C:\Users\user\AppData\Local\Temp\DL2.tmp\NIVO\DisplayLinkUsb.inf

C:\Users\user\AppData\Local\Temp\DL2.tmp\NIVO\DisplayLinkUsbCo2.dll

C:\Users\user\AppData\Local\Temp\DL2.tmp\NIVO\DisplayLinkUsbCo64.dll

Copyright Joe Security LLC 2022 Page 40 of 100



Size (bytes): 2061720

Entropy (8bit): 6.3978210549124075

Encrypted: false

SSDEEP: 24576:wt9V5yzwfHfkHhbHpv82gLujgvemcxqp0p2qZt/0zwd3L6CFdYhk:wt9V5yzw3ahrpk2gLemwqp0p2qPw1hk

MD5: A83EF52645E09774F557A55038ACE822

SHA1: 59705E9F864D705AB50C061F820A79CAD75FD139

SHA-256: DDEE72C9F9993FFAFC2E77A6A6782BCF4D01742BAB33A2AB3B588BF8A96088A7

SHA-512: 8096157D87F7668B15BFB9BE03E820B7AF8DDF0AF8AC6EF527538D997A07EEBCD42D12ADEB5278C1CE3D79491A4C8B24732495BFF0F89472446A9AC73186086
C

Malicious: false

Preview: MZ......................@...................................8...........!..L.!This program cannot be run in DOS mode....$.........DH_a*._a*._a*...).Ta*.../..a*.../.Sa*.....Pa*...).Va*.../..a*.....Ua*.
..#.Ma*.....Ja*.V...^a*.V...^a*...+.~a*._a+..`*.../..a*...*.^a*.....^a*._a..\a*...(.^a*.Rich_a*.................PE..d...C..a.........." .................0........................................ .....".....`.............
................................l...|...@..............d....T...!...` .....@k..T....................l..(....k.................. ............................text..."........................... ..`.rdata..............................@..@.data
....M...P...Z...6..............@....pdata..d...........................@..@_RDATA...............z..............@..@.rsrc................|..............@..@.reloc.......` .. ...4..............@..B.........................
.......................................................................................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: PE32 executable (native) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 49344

Entropy (8bit): 6.8511781667838845

Encrypted: false

SSDEEP: 1536:Cay3x8svrxBW+B+jPsxOCe3notPg2J/x:CN3x8svlBZB+IxOCe3nw

MD5: 4E30CC314AC5E40FF839A8FF1BD37E24

SHA1: 8C96CDF039ECF3C1DAADF251B23E352799D891FC

SHA-256: 0B677BE83D8857EEDB4A1B0FB3256CB617DA79EB8816000EDC3EC1472EFD44AF

SHA-512: 473CC0328FE9ECD984195AEC7D0F8B4C570AFFA7C3D481F2FBBAC37C6E08658FD45465FEA8F09809B988E046D3D29CF229D4B0DAFD89941A5B1396738EC8EB
EF

Malicious: false

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......#..8g.jkg.jkg.jkg.kk).jk@5.k`.jk@5.kf.jk@5.ks.jk@5.kf.jk@5.kf.
jkRichg.jk........PE..L......W.................l..................................................................................................H...P........................@..........@...................................................@.
...........................text...M`.......b.................. ..h.rdata...............f..............@..H.data................l..............@...INIT....6............n.............. ..b.rsrc................x..............@..B.rel
oc...............|..............@..B................................................................................................................................................................................................................................
................................................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: PE32+ executable (native) x86-64, for MS Windows

Category: dropped

Size (bytes): 58560

Entropy (8bit): 6.594756192244668

Encrypted: false

SSDEEP: 1536:7Z8PDGLQGvmuK3GyG0ekMziOCd1U6Ww2w/x:73LQLB3WHkkiOCdW6

MD5: 894349CC299785796A831E7CCA341216

SHA1: 3B22F41622E29E9F92BEFBA12814784AC3B3C2B3

SHA-256: A88DFAA656969139745225600093D0ED58051FAD9AB2057B045109C36F984AAD

SHA-512: 16B126F56A7AED648BEA9E0ACB613BB6A66251FCFACAC72660D46969E1FFDCB34F32764E29F03364CBF03C8E36454F78749CCF695BD7B9FEF092A21E6EB5ED
82

Malicious: false

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........m..................3x....3~....3n....3q....3.....3{....Rich....................P
E..d......W..........".........................................................................................................................d...P...............t........@......8...P...................................................H..............
..............text....x.......z.................. ..h.rdata...............~..............@..H.data...<...........................@....pdata..t...........................@..HINIT................................ ..b.rsrc............
...................@..B.reloc..............................@..B.....................................................................................................................................................................................................
...................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

File Type: data

Category: dropped

Size (bytes): 281492

Entropy (8bit): 4.390015144880257

Encrypted: false

C:\Users\user\AppData\Local\Temp\DL2.tmp\NIVO\DisplayLinkUsbIo.sys

C:\Users\user\AppData\Local\Temp\DL2.tmp\NIVO\DisplayLinkUsbIo_x64.sys

C:\Users\user\AppData\Local\Temp\DL2.tmp\NIVO\displaylinkusb.cat
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SSDEEP: 1536:RJVR/lqHZioRO7MK6gOuGG+OmGQOpHFaG6+iGyJNRv1XpX1qHf3n/X//H/eA6IOG:g+

MD5: AA2815E66E470C47B6F155BC0F76C6C6

SHA1: 1D41D175722ACB305AA8855F24FCA20FDE68C1C1

SHA-256: 4D1C8247766E38704C426FC8855FE2D9D28CCFEA94942D001A13940249114C68

SHA-512: 267B42DE7245C06CAB342E9EDA7EFEDB708EFA0F3A48E5077F9068B225094802034C1C799E230B13AD63998509661B1FF45D935D4B5EAB75F343C1C0DEF81CD
2

Malicious: false

Preview: 0..K...*.H.........K.0..Kz...1.0...`.H.e......0..*\..+.....7.....*L0..*G0...+.....7............O.I.A.$o...220112092141Z0...+.....7.....0...0....R1.2.E.B.B.E.B.7.C.5.3.D.C.5.F.5.9.D.5.C.2.5.5
.D.D.E.5.E.C.D.C.0.1.B.5.5.0.6.6.8...1..50>..+.....7...100....O.S.A.t.t.r........2.:.6...1.,.2.:.6...3...0E..+.....7...17050...+.....7.......0!0...+...........=...\%].^...U.h0H..+.....7...1:08...F.i.l
.e.......&d.i.s.p.l.a.y.l.i.n.k.u.s.b...i.n.f...0b..+.....7...1T0R.L.{.D.E.3.5.1.A.4.2.-.8.E.5.9.-.1.1.D.0.-.8.C.4.7.-.0.0.C.0.4.F.C.2.9.5.E.E.}....0....R5.F.6.B.3.B.B.E.2.A.8.C.E.
4.F.5.1.2.6.8.2.E.5.D.F.3.9.0.2.C.3.B.8.C.9.E.F.0.0.3...1..]0>..+.....7...100....O.S.A.t.t.r........2.:.6...1.,.2.:.6...3...0M..+.....7...1?0=0...+.....7...0...........0!0...+........_k;.*....h.].,;..
..0b..+.....7...1T0R.L.{.C.6.8.9.A.A.B.8.-.8.E.7.8.-.1.1.D.0.-.8.C.4.7.-.0.0.C.0.4.F.C.2.9.5.E.E.}....0h..+.....7...1Z0X...F.i.l.e.......Fd.i.s.p.l.a.y.l.i.n.k.u.s.b.c.o.6.4._.1.0...2...6.7.
0.9...0...d.l.l...0....R7.8.5.8.5.2.4

Process: C:\Users\user\Desktop\Setup.exe

File Type: PE32 executable (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 41935376

Entropy (8bit): 7.999912839503517

Encrypted: true

SSDEEP: 786432:UOCrlTT9N6E90Zc7kCgsd8gSyLcNzRDRhAVAnl/mWwgJCUmIRcdlKe3I5umo:OUEkhCZGgCFVTAVAnlnPJPmIRcVmo

MD5: 36A497196AD65CDBD3A4F50B1760DED1

SHA1: B0F94B6923C3D0B282BBF456DDD0C45DFE622A57

SHA-256: D9715E20B2CAB49E58AAD7D0936D1580B89EBE4D4A5D73F87E6D134522C58D80

SHA-512: 1640640734842FD6E56393D96D7F7284190D708771FE6F6C983E25FB668138AA314A8D1747FB4D2425465AD09FE8BBBB78964A69B59C2226D8CF90594F50DE48

Malicious: false

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......I..8..k..k..kb.k..k..k..kb.k..kb.k..k...k..k..kq.k...k..k;..kF.k*..k..k;
..k..k..k..kRich..k................PE..L...$.WG............................R.............@..........................p..................................................d....`...................................................................
...............|............................text...~........................... ..`.rdata..|L.......N..................@..@.data....U..........................@....rsrc........`......................@..@.....................................
..............................................................................................................................................................................................................................................................................
.............................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 265888

Entropy (8bit): 6.57911361618338

Encrypted: false

SSDEEP: 6144:PI9YEsyXz4ZnwQVx/QjrYAOX1RrEqFqQO:PvEsy0ZwQH4jkNjqv

MD5: 6B2590DF5E5C28C0765161EA334108A5

SHA1: A7CA20E24B212B0BDB56DD9C692D3FCD946CA803

SHA-256: 6DD214389728CA6D66E2A2DAF23A700060C0389447EABCBA8BE3157D2BDBFDB7

SHA-512: 7D1126487395D9F44F0942D1CD465BAC0348841F76723B0C28C8B3D95F3B21EE7906533A5D2C37B185D734FF0416362EE37ECB6FC9A1329DB451CC32D0BC30EE

Malicious: false

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......Z....b~..b~..b~......b~......b~......b~...}..b~...z.>b~...{.)b~......b~.
.....b~..b..3c~._.w.Vb~._.~..b~._....b~..b...b~._.|..b~.Rich.b~.................PE..L..._.U[...........!.....X...........J.......p...............................0......h'....@.............................................
0.......................t,......p........................... ...@............p...............................text...(V.......X.................. ..`.rdata...V...p...X...\..............@..@.data...............................@....rsrc...0...
........................@..@.reloc..t,..........................@..B......................................................................................................................................................................................
..........................................................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 265888

Entropy (8bit): 6.57911361618338

Encrypted: false

SSDEEP: 6144:PI9YEsyXz4ZnwQVx/QjrYAOX1RrEqFqQO:PvEsy0ZwQH4jkNjqv

MD5: 6B2590DF5E5C28C0765161EA334108A5

SHA1: A7CA20E24B212B0BDB56DD9C692D3FCD946CA803

SHA-256: 6DD214389728CA6D66E2A2DAF23A700060C0389447EABCBA8BE3157D2BDBFDB7

C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

C:\Users\user\AppData\Local\Temp\MSI206C.tmp

C:\Users\user\AppData\Local\Temp\MSI23B9.tmp
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SHA-512: 7D1126487395D9F44F0942D1CD465BAC0348841F76723B0C28C8B3D95F3B21EE7906533A5D2C37B185D734FF0416362EE37ECB6FC9A1329DB451CC32D0BC30EE

Malicious: false

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......Z....b~..b~..b~......b~......b~......b~...}..b~...z.>b~...{.)b~......b~.
.....b~..b..3c~._.w.Vb~._.~..b~._....b~..b...b~._.|..b~.Rich.b~.................PE..L..._.U[...........!.....X...........J.......p...............................0......h'....@.............................................
0.......................t,......p........................... ...@............p...............................text...(V.......X.................. ..`.rdata...V...p...X...\..............@..@.data...............................@....rsrc...0...
........................@..@.reloc..t,..........................@..B......................................................................................................................................................................................
..........................................................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 265888

Entropy (8bit): 6.57911361618338

Encrypted: false

SSDEEP: 6144:PI9YEsyXz4ZnwQVx/QjrYAOX1RrEqFqQO:PvEsy0ZwQH4jkNjqv

MD5: 6B2590DF5E5C28C0765161EA334108A5

SHA1: A7CA20E24B212B0BDB56DD9C692D3FCD946CA803

SHA-256: 6DD214389728CA6D66E2A2DAF23A700060C0389447EABCBA8BE3157D2BDBFDB7

SHA-512: 7D1126487395D9F44F0942D1CD465BAC0348841F76723B0C28C8B3D95F3B21EE7906533A5D2C37B185D734FF0416362EE37ECB6FC9A1329DB451CC32D0BC30EE

Malicious: false

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......Z....b~..b~..b~......b~......b~......b~...}..b~...z.>b~...{.)b~......b~.
.....b~..b..3c~._.w.Vb~._.~..b~._....b~..b...b~._.|..b~.Rich.b~.................PE..L..._.U[...........!.....X...........J.......p...............................0......h'....@.............................................
0.......................t,......p........................... ...@............p...............................text...(V.......X.................. ..`.rdata...V...p...X...\..............@..@.data...............................@....rsrc...0...
........................@..@.reloc..t,..........................@..B......................................................................................................................................................................................
..........................................................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 3561528

Entropy (8bit): 6.302779949355829

Encrypted: false

SSDEEP: 49152:wjLwLzixux9E7/3PauxNOGDQJKtWPO+YuSt1nRC0Vb:wfuzfPu8Jsd1j

MD5: 04276A8401400CE3566EE8E3D5396ED3

SHA1: 0F74DC7C7AA0C1B314C4F4E1B2054312B4735961

SHA-256: CBF18E8C21ECFDDA03569FD51780383F972C69A4F8B88BB9BD8418F2CD425DE9

SHA-512: 09099D321704551BD168D79A1EC57FF516CF6EDC185DB2377FF437E189DA08711F933844B2814325DE2EEAF211BF23B1DB9595F1A925FC05BF6A1F214CE50D9D

Malicious: false

Preview: MZ......................@...................................8...........!..L.!This program cannot be run in DOS mode....$........E`..+3..+3..+3.(2..+3..2p.+3`./2..+3`.(2..+3...2..+3)./2..+3)..2..+3.,2
..+3./2..+3...3..+3...3..+3`..2".+3.*2..+3..*3..+3)."2..+3).+2..+3)..3..+3..3..+3).)2..+3Rich..+3........PE..d...w..a.........." ......#..................................................p7.......6...`..........
.................................,......#,.@....@/.......-..b...86.8 ...@7.T+....'.p................... .'.(....&...............#.......,.@....................text....#.......#................. ..`.rdata..*.....#.......#..........
...@..@.data....m...P,..v...<,.............@....pdata...b....-..d....,.............@..@_RDATA.......0/.....................@..@.rsrc........@/.....................@..@.reloc..T+...@7..,....6..........
...@..B................................................................................................................................................

Process: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 265888

Entropy (8bit): 6.57911361618338

Encrypted: false

SSDEEP: 6144:PI9YEsyXz4ZnwQVx/QjrYAOX1RrEqFqQO:PvEsy0ZwQH4jkNjqv

MD5: 6B2590DF5E5C28C0765161EA334108A5

SHA1: A7CA20E24B212B0BDB56DD9C692D3FCD946CA803

SHA-256: 6DD214389728CA6D66E2A2DAF23A700060C0389447EABCBA8BE3157D2BDBFDB7

SHA-512: 7D1126487395D9F44F0942D1CD465BAC0348841F76723B0C28C8B3D95F3B21EE7906533A5D2C37B185D734FF0416362EE37ECB6FC9A1329DB451CC32D0BC30EE

Malicious: false

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......Z....b~..b~..b~......b~......b~......b~...}..b~...z.>b~...{.)b~......b~.
.....b~..b..3c~._.w.Vb~._.~..b~._....b~..b...b~._.|..b~.Rich.b~.................PE..L..._.U[...........!.....X...........J.......p...............................0......h'....@.............................................
0.......................t,......p........................... ...@............p...............................text...(V.......X.................. ..`.rdata...V...p...X...\..............@..@.data...............................@....rsrc...0...
........................@..@.reloc..t,..........................@..B......................................................................................................................................................................................
..........................................................................................

C:\Users\user\AppData\Local\Temp\MSI257F.tmp

C:\Users\user\AppData\Local\Temp\MSI2707.tmp

C:\Users\user\AppData\Local\Temp\MSI28CD.tmp
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File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 7.174300593530014

TrID: Win32 Executable (generic) a (10002005/4) 99.96%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) (7/3) 0.00%

File name: Setup.exe

File size: 79416048

MD5: 37c6031e6d7ed0910fab1ab8d18f76f4

SHA1: 37e4ea50f7668a52abe951fb540c7ced71c6500a

SHA256: 1200ec02f814bcd7a6de8035ec139548a80b628601b90f4a13a5b35cf976a4e0

SHA512: 1cb9942c0b23cbbb289aef240a0a87897f5541330b50131d8a87fcc776fc94071af30e65cee72cebbe8df4159dece3cb4ceaa0613290e71f8c0dce9c60258c2f

SSDEEP: 1572864:uUEkhCZGgCFVTAVAnlnPJPmIRcVm+dcOJ70ds3LDz:uUtCwfnxsHP

TLSH: A8080159A29E4A37E1F36E34C9FD82DA042ABD50CF605A4FA309F50F17B1941C87D72A

File Content 
Preview:

MZ......................@...................................(...........!..L.!This program cannot be run in DOS mode....$.......T#T6.B:e.B:e.B:eK*9d.B:eK*?d.B:e.!?
d.B:e./>d.B:e./9d.B:e.,>d.B:e.,?diB:e./?d.B:eK*>d.B:e.Nee.B:e.NZe.B:eK*;d.B:e.B;e.C:e.,3d.B:

Icon Hash: 417d632b2939415d

Entrypoint: 0x4e944f

Entrypoint Section: .text

Digitally signed: true

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE

DLL Characteristics: TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x61DCB48D [Mon Jan 10 22:34:53 2022 UTC]

TLS Callbacks: 0x4e9c68, 0x4e9b7f

CLR (.Net) Version:

OS Version Major: 6

OS Version Minor: 0

File Version Major: 6

File Version Minor: 0

Subsystem Version Major: 6

Subsystem Version Minor: 0

Import Hash: 384b25d0ab5f94c6616ef62254c2934b

Signature Valid: true

Signature Issuer: CN=DigiCert EV Code Signing CA (SHA2), OU=www.digicert.com, O=DigiCert Inc, C=US

Signature Validation Error: The operation completed successfully

Error Number: 0

Not Before, Not After 5/2/2019 5:00:00 PM 7/13/2022 5:00:00 AM

Subject Chain CN=DISPLAYLINK (UK) LIMITED, O=DISPLAYLINK (UK) LIMITED, L=Cambridge, C=GB, SERIALNUMBER=04811048, OID.2.5.4.15=Private 
Organization, OID.1.3.6.1.4.1.311.60.2.1.3=GB

Version: 3

Thumbprint MD5: 0D5B1D63A98B8AE79E2853114FC4A769

Thumbprint SHA-1: BC59F06175DD978FA261989FB1D673D284D8432C

Static File Info

General

File Icon

Static PE Info

General

Authenticode Signature
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Thumbprint SHA-256: C1400A1DD753F57534E5F9DFB3DA619B0D89A456BE1986387C69456411D7F633

Serial: 0DCAE65FEAC8DAD35AD3F9729044F0C4

Instruction

call 00007F99189B70E9h

jmp 00007F99189B5E2Fh

call 00007F99189B5FD7h

push 00000000h

call 00007F99189B5BB7h

pop ecx

test al, al

je 00007F99189B5FC0h

push 004E9502h

call 00007F99189B5D35h

pop ecx

xor eax, eax

ret 

push 00000007h

call 00007F99189B6E15h

int3 

push esi

push edi

push 00000FA0h

push 005BAE78h

call dword ptr [0056722Ch]

push 00574F00h

call dword ptr [005673ACh]

mov esi, eax

test esi, esi

jne 00007F99189B5FC3h

push 0058485Ch

call dword ptr [005673ACh]

mov esi, eax

test esi, esi

je 00007F99189B5FF8h

push 005721E4h

push esi

call dword ptr [00567384h]

push 005721C8h

push esi

mov edi, eax

call dword ptr [00567384h]

test edi, edi

je 00007F99189B5FC4h

test eax, eax

je 00007F99189B5FC0h

mov dword ptr [005BAE90h], edi

mov dword ptr [005BAE94h], eax

pop edi

pop esi

ret 

xor eax, eax

push eax

push eax

push 00000001h

push eax

call dword ptr [005671F8h]

mov dword ptr [005BAE74h], eax

test eax, eax

Entrypoint Preview

Copyright Joe Security LLC 2022 Page 45 of 100



jne 00007F99189B5F99h

push 00000007h

call 00007F99189B6D93h

int3 

push 005BAE78h

call dword ptr [00567228h]

mov eax, dword ptr [005BAE74h]

test eax, eax

je 00007F99189B5FB9h

Instruction

Programming Language: [C++] VS2003 (.NET) build 3077
[ C ] VS2003 (.NET) build 3077

Name Virtual Address Virtual Size Is in Section

IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IMPORT 0x1b2a98 0xa0 .rdata

IMAGE_DIRECTORY_ENTRY_RESOURCE 0x1c8000 0x49eea60 .rsrc

IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0

IMAGE_DIRECTORY_ENTRY_SECURITY 0x4bbae00 0x1cf0 .reloc

IMAGE_DIRECTORY_ENTRY_BASERELOC 0x4bb7000 0x14410 .reloc

IMAGE_DIRECTORY_ENTRY_DEBUG 0x189b70 0x70 .rdata

IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x189be0 0x18 .rdata

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x182c90 0x40 .rdata

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x167000 0x4c0 .rdata

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x1b271c 0x100 .rdata

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x165446 0x165600 False 0.434924525621 data 6.46032188249 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rdata 0x167000 0x4d7a0 0x4d800 False 0.393516885081 data 5.05136073643 IMAGE_SCN_CNT_INITIALIZED_
DATA, IMAGE_SCN_MEM_READ

.data 0x1b5000 0x12ae0 0x4a00 False 0.201541385135 data 4.44267625064 IMAGE_SCN_CNT_INITIALIZED_
DATA, 
IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.rsrc 0x1c8000 0x49eea60 0x49eec00 unknown unknown unknown unknown IMAGE_SCN_CNT_INITIALIZED_
DATA, IMAGE_SCN_MEM_READ

.reloc 0x4bb7000 0x14410 0x14600 False 0.559552338957 data 6.64662733117 IMAGE_SCN_CNT_INITIALIZED_
DATA, 
IMAGE_SCN_MEM_DISCARDAB
LE, IMAGE_SCN_MEM_READ

Name RVA Size Type Language Country

EXE 0x1c9044 0x24 ASCII text, with no line terminators

EXE 0x1c9068 0x8ce Little-endian UTF-16 Unicode text, with CRLF, 
CR line terminators

EXE 0x1c9938 0x27fe210 PE32 executable (console) Intel 80386, for MS 
Windows

EXE 0x29c7b48 0x1063220 PE32 executable (GUI) Intel 80386, for MS 
Windows

EXE 0x3a2ad68 0x109b578 PE32 executable (GUI) Intel 80386, for MS 
Windows

Rich Headers

Data Directories

Sections

Resources
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EXE 0x4ac62e0 0x2866 Microsoft Cabinet archive data, 2366 bytes, 3 
files

RT_BITMAP 0x4ac8b48 0x1714c data

RT_ICON 0x4adfc94 0x32028 data

RT_ICON 0x4b11cbc 0xc828 data

RT_ICON 0x4b1e4e4 0x70a8 dBase IV DBT of \300.DBF, block length 27648, 
next free block index 40, next free block 
4294967295, next used block 4294967295

RT_ICON 0x4b2558c 0x4ee8 data

RT_ICON 0x4b2a474 0x4048 data

RT_ICON 0x4b2e4bc 0x3228 dBase IV DBT of \200.DBF, blocks size 0, block 
length 12288, next free block index 40, next free 
block 4076469490, next used block 4243782140

RT_ICON 0x4b316e4 0x1ca8 data

RT_ICON 0x4b3338c 0xca8 dBase IV DBT of @.DBF, block length 3072, next 
free block index 40, next free block 4294967295, 
next used block 4294967295

RT_ICON 0x4b34034 0x748 data

RT_ICON 0x4b3477c 0x368 GLS_BINARY_LSB_FIRST

RT_ICON 0x4b34ae4 0x32028 data

RT_ICON 0x4b66b0c 0xc828 data

RT_ICON 0x4b73334 0x70a8 dBase IV DBT of \300.DBF, block length 27648, 
next free block index 40, next free block 
4294967295, next used block 4294967295

RT_ICON 0x4b7a3dc 0x4ee8 data

RT_ICON 0x4b7f2c4 0x4048 data

RT_ICON 0x4b8330c 0x3228 dBase IV DBT of \200.DBF, blocks size 0, block 
length 12288, next free block index 40, next free 
block 4076469490, next used block 4243782140

RT_ICON 0x4b86534 0x1ca8 data

RT_ICON 0x4b881dc 0xca8 dBase IV DBT of @.DBF, block length 3072, next 
free block index 40, next free block 4294967295, 
next used block 4294967295

RT_ICON 0x4b88e84 0x748 data

RT_ICON 0x4b895cc 0x368 GLS_BINARY_LSB_FIRST

RT_DIALOG 0x4b89934 0xb8 data

RT_DIALOG 0x4b899ec 0x264 data

RT_DIALOG 0x4b89c50 0x2d4 data

RT_DIALOG 0x4b89f24 0x254 data

RT_STRING 0x4b8a178 0x106 data

RT_STRING 0x4b8a280 0x41e data

RT_STRING 0x4b8a6a0 0x3bc data

RT_STRING 0x4b8aa5c 0x43a data

RT_STRING 0x4b8ae98 0x44c data

RT_STRING 0x4b8b2e4 0x43c data

RT_STRING 0x4b8b720 0x50c data

RT_STRING 0x4b8bc2c 0x4d0 data

RT_STRING 0x4b8c0fc 0x456 data

RT_STRING 0x4b8c554 0x3a0 data

RT_STRING 0x4b8c8f4 0x4ba data

RT_STRING 0x4b8cdb0 0x456 data

RT_STRING 0x4b8d208 0x47a data

RT_STRING 0x4b8d684 0x2ac data

RT_STRING 0x4b8d930 0x2d0 data

RT_STRING 0x4b8dc00 0x468 data

RT_STRING 0x4b8e068 0x4c2 data

RT_STRING 0x4b8e52c 0x46a data

RT_STRING 0x4b8e998 0x476 data

RT_STRING 0x4b8ee10 0x49e data

RT_STRING 0x4b8f2b0 0x418 data

RT_STRING 0x4b8f6c8 0x442 data

RT_STRING 0x4b8fb0c 0x424 data

RT_STRING 0x4b8ff30 0x42c data

Name RVA Size Type Language Country
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RT_STRING 0x4b9035c 0x436 data

RT_STRING 0x4b90794 0x442 data Norwegian Norway

RT_STRING 0x4b90bd8 0x1d2 data Chinese China

RT_STRING 0x4b90dac 0x20c data

RT_STRING 0x4b90fb8 0x35c data

RT_STRING 0x4b91314 0x322 data

RT_STRING 0x4b91638 0x3fa data

RT_STRING 0x4b91a34 0x3a8 data

RT_STRING 0x4b91ddc 0x3ce data

RT_STRING 0x4b921ac 0x3de data

RT_STRING 0x4b9258c 0x428 data

RT_STRING 0x4b929b4 0x466 data

RT_STRING 0x4b92e1c 0x362 data

RT_STRING 0x4b93180 0x3b2 data

RT_STRING 0x4b93534 0x3f4 data

RT_STRING 0x4b93928 0x424 data

RT_STRING 0x4b93d4c 0x21e data

RT_STRING 0x4b93f6c 0x220 data

RT_STRING 0x4b9418c 0x430 data

RT_STRING 0x4b945bc 0x3a0 data

RT_STRING 0x4b9495c 0x46a data

RT_STRING 0x4b94dc8 0x3ba data

RT_STRING 0x4b95184 0x422 data

RT_STRING 0x4b955a8 0x3e8 data

RT_STRING 0x4b95990 0x3d4 data

RT_STRING 0x4b95d64 0x3b0 data

RT_STRING 0x4b96114 0x3b8 data

RT_STRING 0x4b964cc 0x43c data

RT_STRING 0x4b96908 0x35c data English United States

RT_STRING 0x4b96c64 0x3c8 data Norwegian Norway

RT_STRING 0x4b9702c 0x170 data Chinese China

RT_STRING 0x4b9719c 0x35c data English Great Britain

RT_STRING 0x4b974f8 0x176 data

RT_STRING 0x4b97670 0x111e data

RT_STRING 0x4b98790 0xf66 data

RT_STRING 0x4b996f8 0x11dc data

RT_STRING 0x4b9a8d4 0x10c6 data

RT_STRING 0x4b9b99c 0x1230 data

RT_STRING 0x4b9cbcc 0x138a data

RT_STRING 0x4b9df58 0x140a data

RT_STRING 0x4b9f364 0x128a data

RT_STRING 0x4ba05f0 0x1130 data

RT_STRING 0x4ba1720 0x13fe data

RT_STRING 0x4ba2b20 0x1148 data

RT_STRING 0x4ba3c68 0x1334 data

RT_STRING 0x4ba4f9c 0xbe4 data

RT_STRING 0x4ba5b80 0xb50 data

RT_STRING 0x4ba66d0 0x12b4 data

RT_STRING 0x4ba7984 0x137c data

RT_STRING 0x4ba8d00 0x1294 data

RT_STRING 0x4ba9f94 0x116a data

RT_STRING 0x4bab100 0x11cc data

RT_STRING 0x4bac2cc 0x111c data

RT_STRING 0x4bad3e8 0x1258 data

RT_STRING 0x4bae640 0x10ce data

RT_STRING 0x4baf710 0x11ae data

RT_STRING 0x4bb08c0 0x12dc data

RT_STRING 0x4bb1b9c 0x111e data English United States

RT_STRING 0x4bb2cbc 0x1180 data Norwegian Norway

Name RVA Size Type Language Country
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RT_STRING 0x4bb3e3c 0x886 data Chinese China

RT_STRING 0x4bb46c4 0x111e data English Great Britain

RT_STRING 0x4bb57e4 0x8c4 data

RT_RCDATA 0x4bb60a8 0x11b data

RT_GROUP_ICON 0x4bb61c4 0x92 data

RT_GROUP_ICON 0x4bb6258 0x92 data

RT_VERSION 0x4bb62ec 0x384 data

RT_MANIFEST 0x4bb6670 0x3f0 XML 1.0 document, UTF-8 Unicode (with BOM) 
text, with very long lines, with CRLF line 
terminators

English United States

Name RVA Size Type Language Country

DLL Import

KERNEL32.dll GetSystemInfo, CreateProcessA, CreateToolhelp32Snapshot, Process32First, Process32Next, InitializeCriticalSection, 
FindResourceExW, GetModuleHandleA, LocalFree, FormatMessageA, FormatMessageW, IsValidLocale, 
GetUserDefaultUILanguage, SetLastError, GetStdHandle, CreateDirectoryW, DeleteFileW, GetFileAttributesW, 
GetFullPathNameW, GetTempFileNameW, SetFileAttributesW, GetTempPathW, WaitForSingleObject, Sleep, 
GetCurrentProcessId, GetExitCodeProcess, CreateProcessW, OpenProcess, MoveFileW, GetTickCount, 
CloseHandle, RaiseException, CreateThread, GetCurrentThread, SetThreadPriority, ResumeThread, 
ExpandEnvironmentStringsW, FindClose, FindFirstFileW, FindNextFileW, GetCurrentProcess, GetSystemDirectoryW, 
GetSystemWindowsDirectoryW, GetSystemWow64DirectoryW, FreeLibrary, GetModuleFileNameW, 
GetModuleHandleExW, LoadLibraryExA, LocalAlloc, VerSetConditionMask, GetVersionExA, GetProductInfo, 
IsWow64Process, VerifyVersionInfoW, QueryPerformanceFrequency, CreateFileA, IsDebuggerPresent, 
GetCurrentThreadId, GetLocalTime, CreateFileW, GetTempPathA, GetModuleFileNameA, FindFirstFileA, 
FindNextFileA, OutputDebugStringA, DeviceIoControl, FileTimeToSystemTime, GetVersionExW, LoadLibraryExW, 
GetEnvironmentVariableW, CreateEventW, WaitForMultipleObjects, WriteFile, Wow64DisableWow64FsRedirection, 
Wow64RevertWow64FsRedirection, MultiByteToWideChar, WideCharToMultiByte, GetStringTypeW, 
WaitForSingleObjectEx, SwitchToThread, EnterCriticalSection, LeaveCriticalSection, DeleteCriticalSection, 
InitializeCriticalSectionAndSpinCount, TlsAlloc, TlsGetValue, TlsSetValue, TlsFree, GetSystemTimeAsFileTime, 
EncodePointer, DecodePointer, TryEnterCriticalSection, GetCPInfo, CompareStringW, LCMapStringW, 
GetLocaleInfoW, UnhandledExceptionFilter, SetUnhandledExceptionFilter, TerminateProcess, 
IsProcessorFeaturePresent, SetEvent, ResetEvent, GetStartupInfoW, InitializeSListHead, GetCurrentDirectoryW, 
RemoveDirectoryW, SetEndOfFile, SetFilePointerEx, CreateDirectoryExW, AreFileApisANSI, CreateTimerQueue, 
SignalObjectAndWait, GetThreadPriority, GetLogicalProcessorInformation, CreateTimerQueueTimer, 
ChangeTimerQueueTimer, DeleteTimerQueueTimer, GetNumaHighestNodeNumber, GetProcessAffinityMask, 
SetThreadAffinityMask, RegisterWaitForSingleObject, UnregisterWait, GetThreadTimes, FreeLibraryAndExitThread, 
VirtualAlloc, VirtualProtect, VirtualFree, DuplicateHandle, ReleaseSemaphore, InterlockedPopEntrySList, 
InterlockedPushEntrySList, InterlockedFlushSList, QueryDepthSList, UnregisterWaitEx, LoadLibraryW, RtlUnwind, 
VirtualQuery, ExitProcess, HeapAlloc, HeapFree, GetFileType, GetFileSizeEx, GetTimeZoneInformation, 
FlushFileBuffers, GetConsoleCP, GetConsoleMode, GetDateFormatW, GetTimeFormatW, GetUserDefaultLCID, 
EnumSystemLocalesW, ReadFile, ReadConsoleW, HeapReAlloc, FindFirstFileExW, IsValidCodePage, GetACP, 
GetOEMCP, GetCommandLineA, GetCommandLineW, GetEnvironmentStringsW, FreeEnvironmentStringsW, 
SetEnvironmentVariableW, GetProcessHeap, SetStdHandle, HeapSize, WriteConsoleW, lstrcmpW, lstrcmpA, 
MoveFileExW, GetProcAddress, FindResourceW, LoadResource, LockResource, GetLastError, CreateMutexW, 
SizeofResource, OutputDebugStringW, CopyFileW, SetCurrentDirectoryW, GetModuleHandleW, 
QueryPerformanceCounter, GetBinaryTypeW

USER32.dll GetSystemMetrics, SendNotifyMessageW, LoadCursorW, SetCursor, MessageBoxW, GetMessageW, 
CreateDialogParamW, PostMessageW, GetWindowRect, DestroyWindow, SendMessageW, SetWindowTextW, 
ShowWindow, IsWindow, OffsetRect, DispatchMessageW, IsDialogMessageW, CopyRect, TranslateMessage, 
GetDlgItem, GetDesktopWindow, SetWindowPos

ADVAPI32.dll CreateProcessAsUserW, OpenProcessToken, StartServiceA, QueryServiceConfigA, DeleteService, ControlService, 
DuplicateTokenEx, GetUserNameW, RegCloseKey, RegOpenUserClassesRoot, RegCreateKeyExW, 
RegDeleteValueW, RegEnumKeyW, RegFlushKey, RegOpenKeyExA, RegOpenKeyExW, RegQueryValueExW, 
RegSetValueExW, CloseServiceHandle, RegEnumValueW, CheckTokenMembership, FreeSid, 
AllocateAndInitializeSid, OpenSCManagerA, RegEnumKeyA, InitiateSystemShutdownA, RegEnumValueA, 
RegEnumKeyExA, RegDeleteKeyA, RegOpenCurrentUser, RegSetValueExA, RegQueryValueExA, RegDeleteValueA, 
RegCreateKeyExA, ConvertSecurityDescriptorToStringSecurityDescriptorW, ConvertStringSidToSidA, 
ConvertSidToStringSidA, SetSecurityInfo, GetSecurityInfo, SetEntriesInAclA, CreateServiceW, 
LookupPrivilegeValueA, LookupAccountSidA, RevertToSelf, ImpersonateLoggedOnUser, GetTokenInformation, 
GetLengthSid, CopySid, AdjustTokenPrivileges, DuplicateToken, OpenThreadToken, SetThreadToken, 
ConvertStringSecurityDescriptorToSecurityDescriptorA, QueryServiceStatusEx, OpenServiceA

SETUPAPI.dll SetupDiGetClassDevsA, SetupDiCallClassInstaller, SetupDiGetDeviceInstallParamsA, 
SetupDiSetClassInstallParamsA, SetupDiClassGuidsFromNameA, CM_Get_Device_IDA, CM_Get_DevNode_Status, 
SetupDiDestroyDeviceInfoList, SetupDiGetDeviceRegistryPropertyW, SetupDiGetDeviceInstanceIdW, 
SetupDiBuildDriverInfoList, SetupDiEnumDriverInfoA, SetupCopyOEMInfW, SetupDiGetINFClassW, 
SetupGetInfFileListW, SetupDiClassNameFromGuidW, CM_Locate_DevNodeA, CM_Get_Sibling, 
CM_Get_DevNode_Registry_PropertyA, CM_Get_Child, SetupDiSetDeviceInstallParamsA, SetupDiOpenDevRegKey, 
SetupDiGetDeviceInterfaceDetailA, SetupDiEnumDeviceInterfaces, SetupDiGetDeviceInstanceIdA, 
SetupDiGetDeviceRegistryPropertyA, SetupDiDeleteDevRegKey, SetupDiRemoveDevice, SetupDiGetClassDevsW, 
SetupDiDestroyDriverInfoList, SetupDiEnumDeviceInfo

SHLWAPI.dll SHGetValueW, SHCopyKeyA, SHDeleteKeyA

SHELL32.dll SHFileOperationW, ShellExecuteW

ole32.dll CoCreateGuid, StringFromGUID2

Description Data

LegalCopyright Copyright (c) 2003 - 2022 DisplayLink Corp. All rights reserved.

Imports

Version Infos
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InternalName Setup

FileVersion 10, 2, 6751, 0

CompanyName DisplayLink Corp.

ProductName DisplayLink Core Software 10.2.6751.0

ProductVersion 10, 2, 6751, 0

FileDescription Installs DisplayLink Software

OriginalFilename Setup.exe

Translation 0x0809 0x04b0

Description Data

Language of compilation system Country where language is spoken Map

Norwegian Norway

Chinese China

English United States

English Great Britain

⊘ No network behavior found

• Setup.exe

• additional.exe

• conhost.exe

• DLC3A4.exe

• msiexec.exe

• msiexec.exe

• msiexec.exe

Click to jump to process

Possible Origin

Network Behavior

Statistics

Behavior
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Target ID: 0

Start time: 15:03:43

Start date: 20/04/2022

Path: C:\Users\user\Desktop\Setup.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\Setup.exe" 

Imagebase: 0x9d0000

File size: 79416048 bytes

MD5 hash: 37C6031E6D7ED0910FAB1AB8D18F76F4

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

Target ID: 4

Start time: 15:04:02

Start date: 20/04/2022

Path: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe" -y -o"C:\Users\user\AppData\Local\Temp\DL2.tmp\

Imagebase: 0x400000

File size: 41935376 bytes

MD5 hash: 36A497196AD65CDBD3A4F50B1760DED1

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\DL2.tmp read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 4069CE CreateDirect
oryW

C:\Users\user\AppData\Local\Temp\DL2.tmp\NIVO read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 4069CE CreateDirect
oryW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\NIVO\DisplayLinkCore.dat

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

System Behavior

Analysis Process: Setup.exe PID: 6404, Parent PID: 3964

General

File Activities

Registry Activities

Analysis Process: additional.exe PID: 3956, Parent PID: 6404

General

File Activities

File Created
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C:\Users\user\AppData\Local\Temp\DL2.tmp\NIVO read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 4069CE CreateDirect
oryW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\NIVO\DisplayLinkCore64.dat

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-
NCM

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 4069CE CreateDirect
oryW

C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-
NCM\x64

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 4069CE CreateDirect
oryW

C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-
NCM\x64\dl-usbnet-ncm.cat

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-
NCM

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 5 4069CE CreateDirect
oryW

C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-
NCM\x64

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 2 4069CE CreateDirect
oryW

C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-
NCM\x64\dl-usbnet-ncm.inf

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-
NCM\x64\DPInst.xml

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-
NCM\x86

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 4069CE CreateDirect
oryW

C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-
NCM\x86\dl-usbnet-ncm.cat

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-
NCM\x86

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 2 4069CE CreateDirect
oryW

C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-
NCM\x86\dl-usbnet-ncm.inf

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-
NCM\x86\DPInst.xml

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLCDCNCM read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 4069CE CreateDirect
oryW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLCDCNCM\dlcdcncm.cat

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLCDCNCM read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 2 4069CE CreateDirect
oryW

File Path Access Attributes Options Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLCDCNCM\DPInst.xml

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 4069CE CreateDirect
oryW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x64

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 4069CE CreateDirect
oryW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x64\DPInst.xml

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 11 4069CE CreateDirect
oryW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x86

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 4069CE CreateDirect
oryW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x86\DPInst.xml

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLUSBAUDIO

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 4069CE CreateDirect
oryW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLUSBAUDIO\dlusbaudio.cat

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLUSBAUDIO

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 2 4069CE CreateDirect
oryW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLUSBAUDIO\DPInst.xml

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Temp\DL2.tmp\NIVO read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 3 4069CE CreateDirect
oryW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\NIVO\DPInst.xml

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLUSBAUDIO\dlusbaudio.inf

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x64

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 5 4069CE CreateDirect
oryW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x64\dlidusb.cat

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x64\firefly-monitor-release.spkg

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

File Path Access Attributes Options Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x86

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 5 4069CE CreateDirect
oryW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x86\dlidusb.cat

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x86\firefly-monitor-release.spkg

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\NIVO\DisplayLinkUsb.inf

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x64\dlidusb.inf

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x86\dlidusb.inf

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x64\ridge-dock-release.spkg

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x86\ridge-dock-release.spkg

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x64\ella-dock-release.spkg

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x86\ella-dock-release.spkg

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLCDCNCM\dlcdcncm.inf

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Temp\DL2.tmp\NIVO read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 4 4069CE CreateDirect
oryW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\NIVO\DisplayLinkUsbIo.sys

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\NIVO\DisplayLinkUsbIo_x64.sys

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-
NCM

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 2 4069CE CreateDirect
oryW

C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-
NCM\x86

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 4069CE CreateDirect
oryW

C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-
NCM\x86\dl-usbnet-ncm.sys

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-
NCM\x64

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 4069CE CreateDirect
oryW

C:\Users\user\AppData\Local\Temp\DL2.tmp\DL-USBNET-
NCM\x64\dl-usbnet-ncm.sys

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLUSBAUDIO

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 2 4069CE CreateDirect
oryW
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C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLUSBAUDIO\dlusbaudio.sys

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLUSBAUDIO\dlusbaudio_x64.sys

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Temp\DL2.tmp\DPINST32 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 4069CE CreateDirect
oryW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DPINST32\DpInst.exe

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Temp\DL2.tmp\DPINST64 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 4069CE CreateDirect
oryW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DPINST64\DpInst.exe

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\NIVO\DisplayLinkUsbCo2.dll

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\NIVO\DisplayLinkUsbCo64.dll

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 6 4069CE CreateDirect
oryW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x64

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 3 4069CE CreateDirect
oryW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x64\dlidusb.dll

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x64\dlidusb2.dll

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x64\dlidusb3.dll

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x86

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 3 4069CE CreateDirect
oryW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x86\dlidusb.dll

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x86\dlidusb2.dll

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x86\dlidusb3.dll

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLCDCNCM read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 2 4069CE CreateDirect
oryW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLCDCNCM\dlcdcncm62.sys

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLCDCNCM\dlcdcncm62_x64.sys

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW
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C:\Users\user\AppData\Local\Te
mp\DL2.tmp\NIVO\displaylinkusb.cat

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 407373 CreateFileW

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\NIVO\DisplayLinkCor
e.dat

0 419430
4

4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 20 01 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 fd fd 
7b fd fd 15 fd fd 15 fd fd 
15 fd 44 34 fd fd fd 15 fd 
44 34 fd fd 54 fd 15 fd 44 
34 fd fd fd 15 fd fd fd 16 
fd fd 15 fd fd fd 11 fd e8 
15 fd fd fd 10 a0 fd 15 fd 
fd 16 fd fd fd 15 fd fd 06 
fd fd 15 fd fd 11 fd fd 15 
fd fd 14 fd 53 fd 15 f1 fd 
1c fd 29 15 f1 fd fd fd fd 
15 fd fd fd fd 15 f1 fd 17 fd 
fd 15 

MZ@ !L!This program 
cannot be run in DOS 
mode.${D4D4TD4S

success or wait 4 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\NIVO\DisplayLinkCor
e.dat

167772
16

419430
4

78 7f fd 2e 3c 33 2c fd fd 
fd 4d 3d 70 04 fd fd 7a fd 
73 75 19 fd fd fd fd fd 2d 
1b fd 33 66 14 fd 44 fd 39 
52 fd 1e fd 28 41 3f fd fd 
31 fd fd fd fd fd 54 fd 30 
16 4a 0d fd 37 fd 26 3f 6f 
fd fd fd fd fd 26 46 23 33 
fd fd fd 33 fd fd 39 fd 5e 
fd 26 fd fd fd fd fd dc fd fd 
62 fd fd 27 1f 07 fd fd 04 
0a 3f fd b1 fd 65 fd 1e 40 
77 44 fd 28 28 51 fd 1f fd 
fd fd fd fd 0d 2d fd fd 4a 
5b 2f fd fd 7c 3c fd fd 23 
e7 2f fd fd fd 62 fd fd fd 7f 
02 ed fd fd fd 2a b1 fd 63 
fd fd fd 62 fd 61 18 fd 1c 
fd fd a1 39 fd fd 08 7b fd 
54 fd 4e 75 fd 29 fd fd 48 
13 26 48 6b fd fd 63 fd fd 
fd fd 44 3a fd 02 2e fd 51 
fd fd 51 6b fd fd 0a fd fd 
fd 0f fd fd fd 53 fd 6f 36 fd 
56 fd 11 fd 47 08 fd fd fd 
66 fd 3a fd 2e 29 35 

x.<3,M=pzsu-3fD9R(A?
1T0J7&?o&F#339^&b'?
e@wD((Q-J[/|<#/bcba9{
TNuH&HkcD:.QQkSo6V
Gf:.)5

success or wait 2 40755B WriteFile

File Written
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C:\Users\user\AppData\Local\Te
mp\DL2.tmp\NIVO\DisplayLinkCor
e64.dat

0 419430
4

4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 20 01 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 fd fd 
7b fd fd 15 fd fd 15 fd fd 
15 fd 44 34 fd fd fd 15 fd 
44 34 fd fd 54 fd 15 fd 44 
34 fd fd fd 15 fd fd fd 16 
fd fd 15 fd fd fd 11 fd e8 
15 fd fd fd 10 a0 fd 15 fd 
fd 16 fd fd fd 15 fd fd 06 
fd fd 15 fd fd 11 fd fd 15 
fd fd 14 fd 53 fd 15 f1 fd 
1c fd 29 15 f1 fd fd fd fd 
15 fd fd fd fd 15 f1 fd 17 fd 
fd 15 

MZ@ !L!This program 
cannot be run in DOS 
mode.${D4D4TD4S

success or wait 4 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\NIVO\DisplayLinkCor
e64.dat

167772
16

419430
4

40 14 47 fd 24 10 4d fd 
11 7b 37 fd 53 2a 19 fd 
26 fd 91 05 5b 49 4d 14 
fd 2b 30 fd 72 18 54 fd 1a 
fd fd 11 6a 29 30 fd 73 52 
fd 60 fd fd fd 2f fd fd 38 
12 76 fd 74 66 fd 00 fd 6f 
fd 2c fd fd fd 23 fd fd fd 36 
00 fd fd fd fd 2a fd fd 59 fd 
fd fd fd fd 00 07 5c fd 77 
fd 06 4b 2e fd 47 fd d7 fd 
fd 54 57 fd fd 02 fd 1e 31 
fd 31 3e fd fd fd 4c fd fd 
0c fd fd 0a 35 fd fd 62 78 
fd fd 2c 1a 3f fd 5f 4f 63 
fd 06 68 44 73 fd fd 6e 66 
2a 7b fd 1f 06 fd 1b 20 fd 
37 7d fd 2b fd 48 fd 5c 6a 
fd 61 fd fd 46 fd 6e fd 07 
66 16 55 76 15 40 fd 3b 
48 fd fd fd 7b 0c 2d fd fd 
45 00 1b fd fd fd 07 6e fd 
fd 52 fd 38 70 fd 2c fd fd 
fd fd 0e 4f fd 25 69 60 00 
fd 67 fd fd fd fd fd 3d 64 
40 2e fd fd fd fd fd fd fd 
15 26 fd fd fd 0d 43 7d 1a 
fd fd 16 

@G$M{7S*&
[IM+0rTj)0sR`/8vtfo,#
6*Y\wK.GT11>L5bx,Och
Dsnf*{ 7}+
H\jaFnfUv@;H{-
EnR8p,O%i`g=d@.&C}

success or wait 2 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DL-USBNET-NCM\x64\d
l-usbnet-ncm.cat

0 54324 30 fd fd 30 06 09 2a fd 48 
fd fd 0d 01 07 02 fd fd fd 
21 30 fd fd 1d 02 01 01 
31 0f 30 0d 06 09 60 fd 
48 01 65 03 04 02 01 05 
00 30 fd fd 03 06 09 2b 
06 01 04 01 fd 37 0a 01 
fd fd fd fd 30 fd fd fd 30 
0c 06 0a 2b 06 01 04 01 
fd 37 0c 01 01 04 10 fd 
24 55 32 57 fd 42 fd 3f 39 
53 79 6b 17 0d 32 31 31 
32 32 30 31 34 34 33 32 
36 5a 30 0e 06 0a 2b 06 
01 04 01 fd 37 0c 01 03 
05 00 30 fd 03 fd 30 fd fd 
04 14 58 fd fd 16 fd fd 44 
69 fd 54 39 6e 6d fd fd 7a 
fd fd fd fd 31 fd fd 30 10 
06 0a 2b 06 01 04 01 fd 
37 0c 02 03 31 02 fd 00 
30 34 06 0a 2b 06 01 04 
01 fd 37 0c 02 01 31 26 
30 24 1e 0c 00 4f 00 53 
00 41 00 74 00 74 00 72 
02 04 10 01 00 01 04 0e 
32 00 3a 00 31 00 30 00 
2e 00 30 00 00 00 30 46 
06 0a 2b 06 01 04 01 fd 
37 0c 02 01 31 38 30 36 
1e 08 00 46 

00*H!010`He0+700+7$U2
WB?9Sk211
220144326Z0+700XDiT9
nmz10+7104
+71&0$OSAttr2:10.00F+
71806F

success or wait 1 40755B WriteFile
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C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DL-USBNET-NCM\x64\d
l-usbnet-ncm.inf

0 49264 3b 0d 0a 3b 20 55 53 42 
20 43 44 43 20 4e 43 4d 
20 44 72 69 76 65 72 20 
73 65 74 75 70 20 69 6e 
66 6f 72 6d 61 74 69 6f 
6e 20 66 69 6c 65 0d 0a 
3b 20 43 6f 70 79 72 69 
67 68 74 20 28 63 29 20 
32 30 30 39 20 2d 20 32 
30 32 31 20 44 69 73 70 
6c 61 79 4c 69 6e 6b 20 
28 55 4b 29 20 4c 74 64 
2e 0d 0a 3b 0d 0a 3b 20 
54 68 69 73 20 66 69 6c 
65 20 73 75 70 70 6f 72 
74 73 3a 0d 0a 3b 20 20 
20 20 20 57 69 6e 64 6f 
77 73 20 31 30 20 78 36 
34 20 20 20 20 20 57 69 
6e 64 6f 77 73 20 31 31 
20 78 36 34 0d 0a 0d 0a 
3b 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 0d 
0a 3b 20 56 65 72 73 

;; USB CDC NCM Driver 
setup information file; 
Copyright (c) 2009 - 2021 
DisplayLink (UK) Ltd.;; 
This file supports:;     
Windows 10 x64     
Windows 11 
x64;************************
*
*****************************
************************; 
Vers

success or wait 1 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DL-USBNET-NCM\x64\D
PInst.xml

0 1266 3c 3f 78 6d 6c 20 76 65 
72 73 69 6f 6e 3d 22 31 
2e 30 22 20 3f 3e 0d 0a 
20 20 3c 64 70 69 6e 73 
74 3e 0d 0a 0d 0a 3c 21 
2d 2d 20 54 68 65 20 66 
6f 6c 6c 6f 77 69 6e 67 
20 73 65 61 72 63 68 20 
61 6e 64 20 73 75 62 44 
69 72 65 63 74 6f 72 79 
20 65 6c 65 6d 65 6e 74 
73 20 64 69 72 65 63 74 
0d 0a 20 20 20 20 20 44 
50 49 6e 73 74 20 74 6f 
20 73 65 61 72 63 68 20 
61 6c 6c 20 73 75 62 64 
69 72 65 63 74 6f 72 69 
65 73 20 28 69 6e 20 74 
68 65 20 72 6f 6f 74 0d 
0a 20 20 20 20 20 64 69 
72 65 63 74 6f 72 79 20 
74 68 61 74 20 63 6f 6e 
74 61 69 6e 73 20 44 50 
49 6e 73 74 2e 65 78 65 
29 20 74 6f 20 6c 6f 63 
61 74 65 20 64 72 69 76 
65 72 0d 0a 20 20 20 20 
20 70 61 63 6b 61 67 65 
73 2e 20 2d 2d 3e 0d 0a 
20 20 20 20 3c 73 65 61 
72 63 68 3e 0d 0a 20 20 
20 20 20 20 3c 73 75 

<?xml version="1.0" ?>  
<dpinst>   The following 
search and subDirectory 
elements direct     DPInst 
to search all subdir
ectories (in the root     
directory that contains 
DPInst.exe) to locate 
driver     packages. -->    
<search>      <su

success or wait 1 40755B WriteFile
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C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DL-USBNET-NCM\x86\d
l-usbnet-ncm.cat

0 55971 30 fd 9f 06 09 2a fd 48 fd 
fd 0d 01 07 02 fd fd 90 30 
fd 8c 02 01 01 31 0f 30 
0d 06 09 60 fd 48 01 65 
03 04 02 01 05 00 30 fd 
fd fd 06 09 2b 06 01 04 
01 fd 37 0a 01 fd fd fd fd 
30 fd fd fd 30 0c 06 0a 2b 
06 01 04 01 fd 37 0c 01 
01 04 10 59 09 fd fd fd 4e 
49 fd 02 fd 0d fd fd 4a 63 
17 0d 32 31 31 32 32 30 
31 35 32 35 32 39 5a 30 
0e 06 0a 2b 06 01 04 01 
fd 37 0c 01 03 05 00 30 
fd 03 fd 30 fd 01 14 04 20 
0d fd 62 21 fd fd 12 2b fd 
fd 59 2a 4c fd 1e 63 fd 77 
22 fd fd 1e fd fd 41 75 09 
fd 76 31 fd fd 30 10 06 0a 
2b 06 01 04 01 fd 37 0c 
02 03 31 02 fd 00 30 34 
06 0a 2b 06 01 04 01 fd 
37 0c 02 01 31 26 30 24 
1e 0c 00 4f 00 53 00 41 
00 74 00 74 00 72 02 04 
10 01 00 01 04 0e 32 00 
3a 00 31 00 30 00 2e 00 
30 00 00 00 30 46 06 0a 
2b 06 01 04 01 

0*H010`He0+700+7YNIJ
c211220152529Z0+700 
b!+*Lcw"Auv10+7104+7
1&0$OSAttr2:10.00F+

success or wait 1 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DL-USBNET-NCM\x86\d
l-usbnet-ncm.inf

0 48291 3b 0d 0a 3b 20 55 53 42 
20 43 44 43 20 4e 43 4d 
20 44 72 69 76 65 72 20 
73 65 74 75 70 20 69 6e 
66 6f 72 6d 61 74 69 6f 
6e 20 66 69 6c 65 0d 0a 
3b 20 43 6f 70 79 72 69 
67 68 74 20 28 63 29 20 
32 30 30 39 20 2d 20 32 
30 32 31 20 44 69 73 70 
6c 61 79 4c 69 6e 6b 20 
28 55 4b 29 20 4c 74 64 
2e 0d 0a 3b 0d 0a 3b 20 
54 68 69 73 20 66 69 6c 
65 20 73 75 70 70 6f 72 
74 73 3a 0d 0a 3b 20 20 
20 20 20 57 69 6e 64 6f 
77 73 20 31 30 0d 0a 0d 
0a 0d 0a 3b 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 0d 0a 3b 20 56 65 
72 73 69 6f 6e 20 53 65 
63 74 69 6f 6e 0d 0a 3b 
2d 2d 2d 2d 2d 2d 2d 

;; USB CDC NCM Driver 
setup information file; 
Copyright (c) 2009 - 2021 
DisplayLink (UK) Ltd.;; 
This file supports:;     
Windows 
10;******************
*****************************
*
*****************************
*; Version Section;-------

success or wait 1 40755B WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DL-USBNET-NCM\x86\D
PInst.xml

0 1266 3c 3f 78 6d 6c 20 76 65 
72 73 69 6f 6e 3d 22 31 
2e 30 22 20 3f 3e 0d 0a 
20 20 3c 64 70 69 6e 73 
74 3e 0d 0a 0d 0a 3c 21 
2d 2d 20 54 68 65 20 66 
6f 6c 6c 6f 77 69 6e 67 
20 73 65 61 72 63 68 20 
61 6e 64 20 73 75 62 44 
69 72 65 63 74 6f 72 79 
20 65 6c 65 6d 65 6e 74 
73 20 64 69 72 65 63 74 
0d 0a 20 20 20 20 20 44 
50 49 6e 73 74 20 74 6f 
20 73 65 61 72 63 68 20 
61 6c 6c 20 73 75 62 64 
69 72 65 63 74 6f 72 69 
65 73 20 28 69 6e 20 74 
68 65 20 72 6f 6f 74 0d 
0a 20 20 20 20 20 64 69 
72 65 63 74 6f 72 79 20 
74 68 61 74 20 63 6f 6e 
74 61 69 6e 73 20 44 50 
49 6e 73 74 2e 65 78 65 
29 20 74 6f 20 6c 6f 63 
61 74 65 20 64 72 69 76 
65 72 0d 0a 20 20 20 20 
20 70 61 63 6b 61 67 65 
73 2e 20 2d 2d 3e 0d 0a 
20 20 20 20 3c 73 65 61 
72 63 68 3e 0d 0a 20 20 
20 20 20 20 3c 73 75 

<?xml version="1.0" ?>  
<dpinst>   The following 
search and subDirectory 
elements direct     DPInst 
to search all subdir
ectories (in the root     
directory that contains 
DPInst.exe) to locate 
driver     packages. -->    
<search>      <su

success or wait 1 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLCDCNCM\dlcdcncm.c
at

0 56089 30 fd fd 15 06 09 2a fd 48 
fd fd 0d 01 07 02 fd fd fd 
06 30 fd fd 02 02 01 01 
31 0f 30 0d 06 09 60 fd 
48 01 65 03 04 02 01 05 
00 30 fd fd fd 06 09 2b 06 
01 04 01 fd 37 0a 01 fd fd 
fd fd 30 fd fd fd 30 0c 06 
0a 2b 06 01 04 01 fd 37 
0c 01 01 04 10 fd fd 46 
6e 52 6d fd 41 fd fd 3e 2f 
57 fd fd 1b 17 0d 32 31 
31 32 32 30 32 30 35 34 
33 36 5a 30 0e 06 0a 2b 
06 01 04 01 fd 37 0c 01 
02 05 00 30 fd 04 fd 30 fd 
01 fd 04 52 35 00 43 00 
36 00 45 00 41 00 46 00 
39 00 45 00 30 00 46 00 
34 00 34 00 31 00 39 00 
35 00 35 00 30 00 33 00 
44 00 46 00 37 00 46 00 
37 00 41 00 37 00 33 00 
43 00 36 00 34 00 39 00 
38 00 33 00 43 00 39 00 
33 00 46 00 45 00 44 00 
31 00 35 00 00 00 31 fd 
01 37 30 3c 06 0a 2b 06 
01 04 01 fd 37 0c 02 01 
31 2e 30 2c 1e 08 00 46 
00 69 00 6c 00 65 02 04 

0*H010`He0+700+7FnRm
A>/W211220
205436Z0+700R5C6EAF
9E0F4419550
3DF7F7A73C64983C93F
ED15170<+71.0,File

success or wait 1 40755B WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Copyright Joe Security LLC 2022 Page 60 of 100



C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLCDCNCM\DPInst.xml

0 1266 3c 3f 78 6d 6c 20 76 65 
72 73 69 6f 6e 3d 22 31 
2e 30 22 20 3f 3e 0d 0a 
20 20 3c 64 70 69 6e 73 
74 3e 0d 0a 0d 0a 3c 21 
2d 2d 20 54 68 65 20 66 
6f 6c 6c 6f 77 69 6e 67 
20 73 65 61 72 63 68 20 
61 6e 64 20 73 75 62 44 
69 72 65 63 74 6f 72 79 
20 65 6c 65 6d 65 6e 74 
73 20 64 69 72 65 63 74 
0d 0a 20 20 20 20 20 44 
50 49 6e 73 74 20 74 6f 
20 73 65 61 72 63 68 20 
61 6c 6c 20 73 75 62 64 
69 72 65 63 74 6f 72 69 
65 73 20 28 69 6e 20 74 
68 65 20 72 6f 6f 74 0d 
0a 20 20 20 20 20 64 69 
72 65 63 74 6f 72 79 20 
74 68 61 74 20 63 6f 6e 
74 61 69 6e 73 20 44 50 
49 6e 73 74 2e 65 78 65 
29 20 74 6f 20 6c 6f 63 
61 74 65 20 64 72 69 76 
65 72 0d 0a 20 20 20 20 
20 70 61 63 6b 61 67 65 
73 2e 20 2d 2d 3e 0d 0a 
20 20 20 20 3c 73 65 61 
72 63 68 3e 0d 0a 20 20 
20 20 20 20 3c 73 75 

<?xml version="1.0" ?>  
<dpinst>   The following 
search and subDirectory 
elements direct     DPInst 
to search all subdir
ectories (in the root     
directory that contains 
DPInst.exe) to locate 
driver     packages. -->    
<search>      <su

success or wait 1 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x64\DPInst.xml

0 1266 3c 3f 78 6d 6c 20 76 65 
72 73 69 6f 6e 3d 22 31 
2e 30 22 20 3f 3e 0d 0a 
20 20 3c 64 70 69 6e 73 
74 3e 0d 0a 0d 0a 3c 21 
2d 2d 20 54 68 65 20 66 
6f 6c 6c 6f 77 69 6e 67 
20 73 65 61 72 63 68 20 
61 6e 64 20 73 75 62 44 
69 72 65 63 74 6f 72 79 
20 65 6c 65 6d 65 6e 74 
73 20 64 69 72 65 63 74 
0d 0a 20 20 20 20 20 44 
50 49 6e 73 74 20 74 6f 
20 73 65 61 72 63 68 20 
61 6c 6c 20 73 75 62 64 
69 72 65 63 74 6f 72 69 
65 73 20 28 69 6e 20 74 
68 65 20 72 6f 6f 74 0d 
0a 20 20 20 20 20 64 69 
72 65 63 74 6f 72 79 20 
74 68 61 74 20 63 6f 6e 
74 61 69 6e 73 20 44 50 
49 6e 73 74 2e 65 78 65 
29 20 74 6f 20 6c 6f 63 
61 74 65 20 64 72 69 76 
65 72 0d 0a 20 20 20 20 
20 70 61 63 6b 61 67 65 
73 2e 20 2d 2d 3e 0d 0a 
20 20 20 20 3c 73 65 61 
72 63 68 3e 0d 0a 20 20 
20 20 20 20 3c 73 75 

<?xml version="1.0" ?>  
<dpinst>   The following 
search and subDirectory 
elements direct     DPInst 
to search all subdir
ectories (in the root     
directory that contains 
DPInst.exe) to locate 
driver     packages. -->    
<search>      <su

success or wait 1 40755B WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x86\DPInst.xml

0 1266 3c 3f 78 6d 6c 20 76 65 
72 73 69 6f 6e 3d 22 31 
2e 30 22 20 3f 3e 0d 0a 
20 20 3c 64 70 69 6e 73 
74 3e 0d 0a 0d 0a 3c 21 
2d 2d 20 54 68 65 20 66 
6f 6c 6c 6f 77 69 6e 67 
20 73 65 61 72 63 68 20 
61 6e 64 20 73 75 62 44 
69 72 65 63 74 6f 72 79 
20 65 6c 65 6d 65 6e 74 
73 20 64 69 72 65 63 74 
0d 0a 20 20 20 20 20 44 
50 49 6e 73 74 20 74 6f 
20 73 65 61 72 63 68 20 
61 6c 6c 20 73 75 62 64 
69 72 65 63 74 6f 72 69 
65 73 20 28 69 6e 20 74 
68 65 20 72 6f 6f 74 0d 
0a 20 20 20 20 20 64 69 
72 65 63 74 6f 72 79 20 
74 68 61 74 20 63 6f 6e 
74 61 69 6e 73 20 44 50 
49 6e 73 74 2e 65 78 65 
29 20 74 6f 20 6c 6f 63 
61 74 65 20 64 72 69 76 
65 72 0d 0a 20 20 20 20 
20 70 61 63 6b 61 67 65 
73 2e 20 2d 2d 3e 0d 0a 
20 20 20 20 3c 73 65 61 
72 63 68 3e 0d 0a 20 20 
20 20 20 20 3c 73 75 

<?xml version="1.0" ?>  
<dpinst>   The following 
search and subDirectory 
elements direct     DPInst 
to search all subdir
ectories (in the root     
directory that contains 
DPInst.exe) to locate 
driver     packages. -->    
<search>      <su

success or wait 1 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLUSBAUDIO\dlusbaud
io.cat

0 56778 30 fd fd fd 06 09 2a fd 48 
fd fd 0d 01 07 02 fd fd 77 
30 fd 73 02 01 01 31 0f 
30 0d 06 09 60 fd 48 01 
65 03 04 02 01 05 00 30 
fd fd fd 06 09 2b 06 01 04 
01 fd 37 0a 01 fd fd fd fd 
30 fd fd fd 30 0c 06 0a 2b 
06 01 04 01 fd 37 0c 01 
01 04 10 46 20 fd fd 38 
55 47 fd 03 52 3e fd 4a 
22 17 0d 32 31 31 30 30 
37 32 32 35 30 30 37 5a 
30 0e 06 0a 2b 06 01 04 
01 fd 37 0c 01 02 05 00 
30 fd 0f 49 30 fd 01 fd 04 
52 33 00 41 00 43 00 34 
00 37 00 41 00 37 00 41 
00 31 00 33 00 36 00 36 
00 46 00 35 00 43 00 30 
00 43 00 44 00 42 00 38 
00 43 00 34 00 38 00 33 
00 31 00 37 00 32 00 36 
00 34 00 39 00 45 00 30 
00 42 00 46 00 39 00 35 
00 33 00 43 00 30 00 33 
00 00 00 31 fd 01 47 30 
40 06 0a 2b 06 01 04 01 
fd 37 0c 02 01 31 32 30 
30 1e 08 00 46 00 69 00 
6c 00 65 02 04 

0*H010`He0+700+7F8UG
>J"2110072
25007Z0+70I0R3AC47A7
A1366F5C0C
DB8C483172649E0BF95
3C031G0@+71200File

success or wait 1 40755B WriteFile
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C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLUSBAUDIO\DPInst.x
ml

0 1266 3c 3f 78 6d 6c 20 76 65 
72 73 69 6f 6e 3d 22 31 
2e 30 22 20 3f 3e 0d 0a 
20 20 3c 64 70 69 6e 73 
74 3e 0d 0a 0d 0a 3c 21 
2d 2d 20 54 68 65 20 66 
6f 6c 6c 6f 77 69 6e 67 
20 73 65 61 72 63 68 20 
61 6e 64 20 73 75 62 44 
69 72 65 63 74 6f 72 79 
20 65 6c 65 6d 65 6e 74 
73 20 64 69 72 65 63 74 
0d 0a 20 20 20 20 20 44 
50 49 6e 73 74 20 74 6f 
20 73 65 61 72 63 68 20 
61 6c 6c 20 73 75 62 64 
69 72 65 63 74 6f 72 69 
65 73 20 28 69 6e 20 74 
68 65 20 72 6f 6f 74 0d 
0a 20 20 20 20 20 64 69 
72 65 63 74 6f 72 79 20 
74 68 61 74 20 63 6f 6e 
74 61 69 6e 73 20 44 50 
49 6e 73 74 2e 65 78 65 
29 20 74 6f 20 6c 6f 63 
61 74 65 20 64 72 69 76 
65 72 0d 0a 20 20 20 20 
20 70 61 63 6b 61 67 65 
73 2e 20 2d 2d 3e 0d 0a 
20 20 20 20 3c 73 65 61 
72 63 68 3e 0d 0a 20 20 
20 20 20 20 3c 73 75 

<?xml version="1.0" ?>  
<dpinst>   The following 
search and subDirectory 
elements direct     DPInst 
to search all subdir
ectories (in the root     
directory that contains 
DPInst.exe) to locate 
driver     packages. -->    
<search>      <su

success or wait 1 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\NIVO\DPInst.xml

0 1266 3c 3f 78 6d 6c 20 76 65 
72 73 69 6f 6e 3d 22 31 
2e 30 22 20 3f 3e 0d 0a 
20 20 3c 64 70 69 6e 73 
74 3e 0d 0a 0d 0a 3c 21 
2d 2d 20 54 68 65 20 66 
6f 6c 6c 6f 77 69 6e 67 
20 73 65 61 72 63 68 20 
61 6e 64 20 73 75 62 44 
69 72 65 63 74 6f 72 79 
20 65 6c 65 6d 65 6e 74 
73 20 64 69 72 65 63 74 
0d 0a 20 20 20 20 20 44 
50 49 6e 73 74 20 74 6f 
20 73 65 61 72 63 68 20 
61 6c 6c 20 73 75 62 64 
69 72 65 63 74 6f 72 69 
65 73 20 28 69 6e 20 74 
68 65 20 72 6f 6f 74 0d 
0a 20 20 20 20 20 64 69 
72 65 63 74 6f 72 79 20 
74 68 61 74 20 63 6f 6e 
74 61 69 6e 73 20 44 50 
49 6e 73 74 2e 65 78 65 
29 20 74 6f 20 6c 6f 63 
61 74 65 20 64 72 69 76 
65 72 0d 0a 20 20 20 20 
20 70 61 63 6b 61 67 65 
73 2e 20 2d 2d 3e 0d 0a 
20 20 20 20 3c 73 65 61 
72 63 68 3e 0d 0a 20 20 
20 20 20 20 3c 73 75 

<?xml version="1.0" ?>  
<dpinst>   The following 
search and subDirectory 
elements direct     DPInst 
to search all subdir
ectories (in the root     
directory that contains 
DPInst.exe) to locate 
driver     packages. -->    
<search>      <su

success or wait 1 40755B WriteFile
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C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLUSBAUDIO\dlusbaud
io.inf

0 126813 3b 0d 0a 3b 20 44 69 73 
70 6c 61 79 4c 69 6e 6b 
20 55 53 42 20 41 75 64 
69 6f 20 41 64 61 70 74 
65 72 20 44 72 69 76 65 
72 0d 0a 3b 20 43 6f 70 
79 72 69 67 68 74 20 28 
63 29 20 32 30 31 31 20 
2d 20 32 30 32 31 20 44 
69 73 70 6c 61 79 4c 69 
6e 6b 20 28 55 4b 29 20 
4c 74 64 2e 0d 0a 3b 0d 
0a 0d 0a 3b 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 0d 0a 3b 20 56 65 
72 73 69 6f 6e 20 53 65 
63 74 69 6f 6e 0d 0a 3b 
2d 2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 

;; DisplayLink USB Audio 
Adapter Driver; Copyright 
(c) 2011 - 2021 
DisplayLink (UK) Ltd.;;
*****************************
*
*****************************
*******************; Version 
Section;-------------------------
------------------------------

success or wait 1 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x64\dlidusb.cat

0 281790 30 fd 04 4c fd 06 09 2a fd 
48 fd fd 0d 01 07 02 fd fd 
04 4c fd 30 fd 04 4c fd 02 
01 01 31 0f 30 0d 06 09 
60 fd 48 01 65 03 04 02 
01 05 00 30 fd 04 2b 7a 
06 09 2b 06 01 04 01 fd 
37 0a 01 fd fd 04 2b 6a 
30 fd 04 2b 65 30 0c 06 
0a 2b 06 01 04 01 fd 37 
0c 01 01 04 10 45 fd fd fd 
14 3c 43 fd 4e 91 fd 13 
35 fd 17 0d 32 32 30 31 
31 33 30 32 33 35 35 35 
5a 30 0e 06 0a 2b 06 01 
04 01 fd 37 0c 01 03 05 
00 30 fd 0c 3c 30 fd 01 00 
04 20 14 52 4e 02 fd 15 
55 20 fd fd 26 fd 1e fd fd 
0a 26 33 02 32 fd 6d fd fd 
3e fd 0c 26 fd 57 37 31 fd 
fd 30 10 06 0a 2b 06 01 
04 01 fd 37 0c 02 03 31 
02 fd 00 30 34 06 0a 2b 
06 01 04 01 fd 37 0c 02 
01 31 26 30 24 1e 0c 00 
4f 00 53 00 41 00 74 00 
74 00 72 02 04 10 01 00 
01 04 0e 32 00 3a 00 31 
00 30 00 2e 00 30 00 00 
00 30 3a 06 

0L*HL0L10`He0+z+7+j0+
e0+7ECN52
20113023555Z0+70<0 
RNU &&32m>&
W710+7104+71&0$OSAt
tr2:10.00:

success or wait 1 40755B WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x64\firefly-
monitor-release.spkg

0 349216 45 4c 4c 41 20 54 05 00 
30 2c 1e 01 02 00 04 2c 
00 0a fd 39 fd 45 fd 43 fd 
fd fd 59 fd 24 fd 18 ab 6d 
fd 1f 2c 15 56 2a 3e fd 06 
fd 06 fd 41 48 fd 3f 7d 26 
fd fd fd 5a fd 6c fd 2b 3f 
32 fd fd 46 1e 6d 44 fd fd 
fd 5d fd fd 0f 28 7b fd 21 
fd fd 78 fd 69 11 fd fd fd 
fd 61 00 2b fd fd fd fd dc 
fd fd 51 fd fd fd 77 14 fd 
13 fd fd 03 59 5c fd 11 57 
fd fd 10 6e 2c 17 fd 02 7f 
fd fd fd 76 55 14 fd 15 1c 
4d fd fd fd fd fd 56 1a fd 
50 3c 18 fd fd 0b 76 fd 0b 
fd fd fd 10 18 7b fd 14 fd 
fd fd 5c 5a fd fd fd 7b fd 
57 fd 3e 21 53 fd 1b 3e 
4a fd 56 fd fd fd fd 03 fd 
c2 69 fd 2b fd fd fd fd fd 
bc fd fd 05 fd 62 fd 7e fd 
08 fd 14 fd 0e 17 fd 53 39 
26 07 4a fd 33 fd fd 3a 63 
11 fd 08 0e fd 75 fd 39 34 
fd 09 fd fd fd fd fd fd 

ELLA 
T0,,9ECY$m,V*>AH?}&Zl
+?2FmD]
({!xia+QwY\Wn,vUMVP<
v{\Z{W>
!S>JVi+b~S9&J3:u94

success or wait 1 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x86\dlidusb.cat

0 281703 30 fd 04 4c 62 06 09 2a 
fd 48 fd fd 0d 01 07 02 fd 
fd 04 4c 52 30 fd 04 4c 
4d 02 01 01 31 0f 30 0d 
06 09 60 fd 48 01 65 03 
04 02 01 05 00 30 fd 04 
2b 23 06 09 2b 06 01 04 
01 fd 37 0a 01 fd fd 04 2b 
13 30 fd 04 2b 0e 30 0c 
06 0a 2b 06 01 04 01 fd 
37 0c 01 01 04 10 fd 25 
fd 7b fd fd fd 4c fd 75 05 
fd fd fd fd fd 17 0d 32 32 
30 31 31 33 30 32 33 36 
30 31 5a 30 0e 06 0a 2b 
06 01 04 01 fd 37 0c 01 
03 05 00 30 fd 0c 3c 30 
fd 01 22 04 20 15 fd 40 
27 fd fd fd fd 74 60 fd fd 
6a 39 3f fd 6f 07 7e 76 3e 
fd 6a 0a 25 48 00 33 fd 
49 14 31 fd fd 30 10 06 
0a 2b 06 01 04 01 fd 37 
0c 02 03 31 02 fd 00 30 
34 06 0a 2b 06 01 04 01 
fd 37 0c 02 01 31 26 30 
24 1e 0c 00 4f 00 53 00 
41 00 74 00 74 00 72 02 
04 10 01 00 01 04 0e 32 
00 3a 00 31 00 30 00 2e 
00 30 00 00 00 30 55 06 

0Lb*HLR0LM10`He0+#+7
+0+0+7%{Lu
220113023601Z0+70<0" 
@'tj9?o~v
>j%H3I10+7104+71&0$O
SAttr2:10.00U

success or wait 1 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x86\firefly-
monitor-release.spkg

0 349216 45 4c 4c 41 20 54 05 00 
30 2c 1e 01 02 00 04 2c 
00 0a fd 39 fd 45 fd 43 fd 
fd fd 59 fd 24 fd 18 ab 6d 
fd 1f 2c 15 56 2a 3e fd 06 
fd 06 fd 41 48 fd 3f 7d 26 
fd fd fd 5a fd 6c fd 2b 3f 
32 fd fd 46 1e 6d 44 fd fd 
fd 5d fd fd 0f 28 7b fd 21 
fd fd 78 fd 69 11 fd fd fd 
fd 61 00 2b fd fd fd fd dc 
fd fd 51 fd fd fd 77 14 fd 
13 fd fd 03 59 5c fd 11 57 
fd fd 10 6e 2c 17 fd 02 7f 
fd fd fd 76 55 14 fd 15 1c 
4d fd fd fd fd fd 56 1a fd 
50 3c 18 fd fd 0b 76 fd 0b 
fd fd fd 10 18 7b fd 14 fd 
fd fd 5c 5a fd fd fd 7b fd 
57 fd 3e 21 53 fd 1b 3e 
4a fd 56 fd fd fd fd 03 fd 
c2 69 fd 2b fd fd fd fd fd 
bc fd fd 05 fd 62 fd 7e fd 
08 fd 14 fd 0e 17 fd 53 39 
26 07 4a fd 33 fd fd 3a 63 
11 fd 08 0e fd 75 fd 39 34 
fd 09 fd fd fd fd fd fd 

ELLA 
T0,,9ECY$m,V*>AH?}&Zl
+?2FmD]
({!xia+QwY\Wn,vUMVP<
v{\Z{W>
!S>JVi+b~S9&J3:u94

success or wait 1 40755B WriteFile
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C:\Users\user\AppData\Local\Te
mp\DL2.tmp\NIVO\DisplayLinkUsb.inf

0 392296 3b 0d 0a 3b 20 49 6e 73 
74 61 6c 6c 61 74 69 6f 
6e 20 69 6e 66 20 66 6f 
72 20 44 69 73 70 6c 61 
79 4c 69 6e 6b 20 55 53 
42 20 44 69 73 70 6c 61 
79 20 41 64 61 70 74 65 
72 73 2e 0d 0a 3b 20 43 
6f 70 79 72 69 67 68 74 
20 28 63 29 20 32 30 31 
33 20 2d 20 32 30 32 32 
20 44 69 73 70 6c 61 79 
4c 69 6e 6b 20 28 55 4b 
29 20 4c 74 64 2e 0d 0a 
3b 0d 0a 0d 0a 3b 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 0d 0a 3b 20 
56 65 72 73 69 6f 6e 20 
73 65 63 74 69 6f 6e 0d 
0a 3b 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 2d 
2d 2d 2d 2d 2d 2d 2d 

;; Installation inf for 
DisplayLink USB Display 
Adapters.; Copyright (c) 
2013 - 2022 DisplayLink 
(UK) Ltd.;;************
*****************************
*
*****************************
*******; Version section;---
----------------------------------

success or wait 1 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x64\dlidusb.inf

0 494965 3b 0d 0a 20 20 3b 20 49 
6e 73 74 61 6c 6c 61 74 
69 6f 6e 20 69 6e 66 20 
66 6f 72 20 44 69 73 70 
6c 61 79 4c 69 6e 6b 20 
55 53 42 20 44 69 73 70 
6c 61 79 20 41 64 61 70 
74 65 72 73 2e 0d 0a 20 
20 3b 20 43 6f 70 79 72 
69 67 68 74 20 28 63 29 
20 32 30 31 36 20 2d 20 
32 30 32 32 20 44 69 73 
70 6c 61 79 4c 69 6e 6b 
20 28 55 4b 29 20 4c 74 
64 2e 0d 0a 20 20 3b 0d 
0a 0d 0a 5b 56 65 72 73 
69 6f 6e 5d 0d 0a 53 69 
67 6e 61 74 75 72 65 3d 
22 24 57 69 6e 64 6f 77 
73 20 4e 54 24 22 0d 0a 
43 6c 61 73 73 3d 44 69 
73 70 6c 61 79 0d 0a 43 
6c 61 73 73 47 75 69 64 
3d 7b 34 64 33 36 65 39 
36 38 2d 65 33 32 35 2d 
31 31 63 65 2d 62 66 63 
31 2d 30 38 30 30 32 62 
65 31 30 33 31 38 7d 0d 
0a 43 6c 61 73 73 56 65 
72 3d 32 2e 30 0d 0a 50 
72 6f 76 69 64 65 72 3d 
25 4d 61 6e 75 66 61 

;  ; Installation inf for Disp
layLink USB Display 
Adapters.  ; Copyright (c) 
2016 - 2022 DisplayLink 
(UK) Ltd.  ;[Versio
n]Signature="$Windows 
NT$"Clas
s=DisplayClassGuid=
{4d36e968-e325-11ce-
bfc1-08002be10318}Cla
ssVer=2.0Provider=%Ma
nufa

success or wait 1 40755B WriteFile
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C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x86\dlidusb.inf

0 494953 3b 0d 0a 20 20 3b 20 49 
6e 73 74 61 6c 6c 61 74 
69 6f 6e 20 69 6e 66 20 
66 6f 72 20 44 69 73 70 
6c 61 79 4c 69 6e 6b 20 
55 53 42 20 44 69 73 70 
6c 61 79 20 41 64 61 70 
74 65 72 73 2e 0d 0a 20 
20 3b 20 43 6f 70 79 72 
69 67 68 74 20 28 63 29 
20 32 30 31 36 20 2d 20 
32 30 32 32 20 44 69 73 
70 6c 61 79 4c 69 6e 6b 
20 28 55 4b 29 20 4c 74 
64 2e 0d 0a 20 20 3b 0d 
0a 0d 0a 5b 56 65 72 73 
69 6f 6e 5d 0d 0a 53 69 
67 6e 61 74 75 72 65 3d 
22 24 57 69 6e 64 6f 77 
73 20 4e 54 24 22 0d 0a 
43 6c 61 73 73 3d 44 69 
73 70 6c 61 79 0d 0a 43 
6c 61 73 73 47 75 69 64 
3d 7b 34 64 33 36 65 39 
36 38 2d 65 33 32 35 2d 
31 31 63 65 2d 62 66 63 
31 2d 30 38 30 30 32 62 
65 31 30 33 31 38 7d 0d 
0a 43 6c 61 73 73 56 65 
72 3d 32 2e 30 0d 0a 50 
72 6f 76 69 64 65 72 3d 
25 4d 61 6e 75 66 61 

;  ; Installation inf for Disp
layLink USB Display 
Adapters.  ; Copyright (c) 
2016 - 2022 DisplayLink 
(UK) Ltd.  ;[Versio
n]Signature="$Windows 
NT$"Clas
s=DisplayClassGuid=
{4d36e968-e325-11ce-
bfc1-08002be10318}Cla
ssVer=2.0Provider=%Ma
nufa

success or wait 1 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x64\ridge-d
ock-release.spkg

0 752336 45 4c 4c 41 fd 7a 0b 00 fd 
30 3c 02 03 00 78 30 00 
32 fd fd fd fd fd 0f fd fd 76 
fd fd fd 18 75 7f 66 fd 0b 
30 fd 0b fd fd 64 42 fd 4c 
fd fd 5a fd 41 2e fd fd 24 
46 4e fd fd 39 fd fd 1d fd 
20 19 73 fd 14 fd fd 07 fd 
fd c2 fd 15 fd 61 01 fd fd 
fd fd 69 39 fd 49 b3 fd 43 
0b fd fd 35 0a 70 fd 5f 5a 
fd fd 04 33 46 03 44 7d fd 
fd fd 40 7a 27 fd 44 fd fd 
69 fd 02 50 fd fd 46 fd 17 
fd 78 fd 06 fd 21 0f fd fd 
71 fd fd f7 7a 6b fd 4a fd 
2a fd 0a fd 2f 27 fd 19 fd 
fd 30 fd fd 74 70 fd 69 79 
2b 9a fd fd fd 7c 4c fd 1a 
fd 47 62 fd 31 70 18 fd 2f 
fd 53 03 fd 02 3a fd 49 fd 
fd 1f 2b 6b 61 6a fd 7e 18 
15 fd 34 fd d9 38 21 63 fd 
23 fd fd 45 fd 28 fd 67 21 
15 fd 05 38 7b fd fd fd fd 
fd 37 fd 6b fd fd 68 1b fd 
85 fd e7 6b 35 0c 

ELLAz0<x02vuf0dBLZA.
$FN9 sai9I
C5p_Z3FD}@z'DiPFx!qz
kJ*/'0tpiy
+|LGb1p/S:I+kaj~48!c#E(
g!8{7khk5

success or wait 1 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x86\ridge-d
ock-release.spkg

0 752336 45 4c 4c 41 fd 7a 0b 00 fd 
30 3c 02 03 00 78 30 00 
32 fd fd fd fd fd 0f fd fd 76 
fd fd fd 18 75 7f 66 fd 0b 
30 fd 0b fd fd 64 42 fd 4c 
fd fd 5a fd 41 2e fd fd 24 
46 4e fd fd 39 fd fd 1d fd 
20 19 73 fd 14 fd fd 07 fd 
fd c2 fd 15 fd 61 01 fd fd 
fd fd 69 39 fd 49 b3 fd 43 
0b fd fd 35 0a 70 fd 5f 5a 
fd fd 04 33 46 03 44 7d fd 
fd fd 40 7a 27 fd 44 fd fd 
69 fd 02 50 fd fd 46 fd 17 
fd 78 fd 06 fd 21 0f fd fd 
71 fd fd f7 7a 6b fd 4a fd 
2a fd 0a fd 2f 27 fd 19 fd 
fd 30 fd fd 74 70 fd 69 79 
2b 9a fd fd fd 7c 4c fd 1a 
fd 47 62 fd 31 70 18 fd 2f 
fd 53 03 fd 02 3a fd 49 fd 
fd 1f 2b 6b 61 6a fd 7e 18 
15 fd 34 fd d9 38 21 63 fd 
23 fd fd 45 fd 28 fd 67 21 
15 fd 05 38 7b fd fd fd fd 
fd 37 fd 6b fd fd 68 1b fd 
85 fd e7 6b 35 0c 

ELLAz0<x02vuf0dBLZA.
$FN9 sai9I
C5p_Z3FD}@z'DiPFx!qz
kJ*/'0tpiy
+|LGb1p/S:I+kaj~48!c#E(
g!8{7khk5

success or wait 1 40755B WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Copyright Joe Security LLC 2022 Page 67 of 100



C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x64\ella-dock-
release.spkg

0 888048 45 4c 4c 41 fd fd 0d 00 fd 
5f 5c 01 01 00 fd 5f 00 fd 
68 fd fd fd fd 60 fd 36 fd 
fd fd 49 fd 4c 5e 57 fd fd 
fd fd fd fd 1d e4 27 64 1c 
14 fd 40 fd 28 20 1c fd 4f 
16 fd 4e 10 28 fd fd 70 66 
fd fd 3f 9a 75 fd fd 74 fd 
fd fd 24 7b 3f 73 25 6c 1e 
fd 0a 11 1d fd 03 fd fd 11 
4e 29 fd 39 fd 0e 0c fd 3d 
fd fd fd 07 fd 65 76 fd 0f 
fd fd 48 66 fd 1b 3a 63 fd 
32 fd fd 2a 2c 01 fd 60 41 
fd 52 56 0f fd fd fd fd 51 
fd 50 fd 7b fd fd fd 27 5b 
4d fd 2e 25 0b 0f fd 0a fd 
fd ec fd 40 1b fd fd 5e fd 
fd 6a fd 5b fd 53 fd fd 33 
fd fd 76 fd 65 47 fd fd 54 
fd 07 fd 43 fd fd fd fd fd 
05 16 6f fd 67 72 26 fd fd 
fd fd fd fd 60 32 0a fd 7d 
fd fd fd 46 fd fd fd 22 fd 
50 1c fd fd fd fd fd fd fd 49 
48 77 fd 66 fd fd fd 71 06 
fd 20 26 20 41 43 5c fd 
58 

ELLA_\_h`6IL^W'd@( 
ON(pfut${?s
%lN)9=evHf:c2*,`ARVQP
{'[M.%@^j
[S3vGTCogr&`2F"PIHwfq 
& AC\X

success or wait 1 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x86\ella-dock-
release.spkg

0 888048 45 4c 4c 41 fd fd 0d 00 fd 
5f 5c 01 01 00 fd 5f 00 fd 
68 fd fd fd fd 60 fd 36 fd 
fd fd 49 fd 4c 5e 57 fd fd 
fd fd fd fd 1d e4 27 64 1c 
14 fd 40 fd 28 20 1c fd 4f 
16 fd 4e 10 28 fd fd 70 66 
fd fd 3f 9a 75 fd fd 74 fd 
fd fd 24 7b 3f 73 25 6c 1e 
fd 0a 11 1d fd 03 fd fd 11 
4e 29 fd 39 fd 0e 0c fd 3d 
fd fd fd 07 fd 65 76 fd 0f 
fd fd 48 66 fd 1b 3a 63 fd 
32 fd fd 2a 2c 01 fd 60 41 
fd 52 56 0f fd fd fd fd 51 
fd 50 fd 7b fd fd fd 27 5b 
4d fd 2e 25 0b 0f fd 0a fd 
fd ec fd 40 1b fd fd 5e fd 
fd 6a fd 5b fd 53 fd fd 33 
fd fd 76 fd 65 47 fd fd 54 
fd 07 fd 43 fd fd fd fd fd 
05 16 6f fd 67 72 26 fd fd 
fd fd fd fd 60 32 0a fd 7d 
fd fd fd 46 fd fd fd 22 fd 
50 1c fd fd fd fd fd fd fd 49 
48 77 fd 66 fd fd fd 71 06 
fd 20 26 20 41 43 5c fd 
58 

ELLA_\_h`6IL^W'd@( 
ON(pfut${?s
%lN)9=evHf:c2*,`ARVQP
{'[M.%@^j
[S3vGTCogr&`2F"PIHwfq 
& AC\X

success or wait 1 40755B WriteFile
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C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLCDCNCM\dlcdcncm.i
nf

0 84949 3b 0d 0a 3b 20 55 53 42 
20 43 44 43 20 4e 43 4d 
20 44 72 69 76 65 72 20 
73 65 74 75 70 20 69 6e 
66 6f 72 6d 61 74 69 6f 
6e 20 66 69 6c 65 0d 0a 
3b 20 43 6f 70 79 72 69 
67 68 74 20 28 63 29 20 
32 30 30 39 20 2d 20 32 
30 32 31 20 44 69 73 70 
6c 61 79 4c 69 6e 6b 20 
28 55 4b 29 20 4c 74 64 
2e 0d 0a 3b 0d 0a 3b 20 
54 68 69 73 20 66 69 6c 
65 20 73 75 70 70 6f 72 
74 73 3a 0d 0a 3b 20 20 
20 20 20 57 69 6e 64 6f 
77 73 20 37 20 20 20 20 
20 20 20 20 20 20 57 69 
6e 64 6f 77 73 20 37 20 
78 36 34 0d 0a 3b 20 20 
20 20 20 57 69 6e 64 6f 
77 73 20 38 20 20 20 20 
20 20 20 20 20 20 57 69 
6e 64 6f 77 73 20 38 20 
78 36 34 0d 0a 3b 20 20 
20 20 20 57 69 6e 64 6f 
77 73 20 38 2e 31 20 20 
20 20 20 20 20 20 57 69 
6e 64 6f 77 73 20 38 2e 
31 20 78 36 34 0d 0a 3b 
0d 0a 0d 0a 3b 2a 2a 

;; USB CDC NCM Driver 
setup information file; 
Copyright (c) 2009 - 2021 
DisplayLink (UK) Ltd.;; 
This file supports:;     
Windows 7          
Windows 7 x64;     
Windows 8          Wi
ndows 8 x64;     
Windows 8.1        
Windows 8.1 x64;;**

success or wait 1 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\NIVO\DisplayLinkUsb
Io.sys

0 49340 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 23 fd 
04 38 67 fd 6a 6b 67 fd 
6a 6b 67 fd 6a 6b 67 fd 
6b 6b 29 fd 6a 6b 40 35 
11 6b 60 fd 6a 6b 40 35 
04 6b 66 fd 6a 6b 40 35 
07 6b 73 fd 6a 6b 40 35 
16 6b 66 fd 6a 6b 40 35 
12 6b 66 fd 6a 6b 52 69 
63 68 67 fd 6a 6b 00 00 
00 00 00 00 00 00 50 45 
00 00 4c 01 06 00 fd fd fd 
57 00 00 00 00 00 00 00 
00 fd 00 02 01 0b 01 08 
00 00 6c 00 00 00 12 00 
00 00 00 00 00 05 fd 00 
00 00 10 00 

MZ@!L!This program 
cannot be run in DOS 
mode.$#8gjkgjkgjkgkk
)jk@5k`jk@5kfjk@5ksjk
@5kfjk@5k
fjkRichgjkPELWl

success or wait 1 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\NIVO\DisplayLinkUsb
Io.sys

49340 4 00 00 00 00 success or wait 1 40755B WriteFile
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C:\Users\user\AppData\Local\Te
mp\DL2.tmp\NIVO\DisplayLinkUsb
Io_x64.sys

0 58556 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 fd fd 
6d fd fd fd 03 fd fd 03 fd fd 
03 fd fd 02 fd fd fd 03 fd 
33 78 fd fd 03 fd 33 7e fd 
fd 03 fd 33 6e fd fd 03 fd 
33 71 fd fd 03 fd 33 7f fd 
fd 03 fd 33 7b fd fd 03 fd 
52 69 63 68 fd fd 03 fd 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 50 
45 00 00 64 fd 07 00 fd fd 
fd 57 00 00 00 00 00 00 
00 00 fd 00 22 00 0b 02 
08 00 00 fd 00 

MZ@!L!This program 
cannot be run in DOS 
mode.$m3x3~3n3q33{Ri
chPEdW"

success or wait 1 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\NIVO\DisplayLinkUsb
Io_x64.sys

58556 4 00 00 00 00 success or wait 1 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DL-USBNET-NCM\x86\d
l-usbnet-ncm.sys

0 118092 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 5a 6a 
fd fd 04 fd fd fd 04 fd fd fd 
04 fd 4a fd 02 fd fd fd 04 
fd 4a fd 03 fd fd fd 04 fd 
65 fd fd fd fd fd 04 fd 4a 
fd 07 fd fd fd 04 fd 4a fd 
05 fd fd fd 04 fd fd fd 05 fd 
1d fd 04 fd 4a fd 00 fd fd 
fd 04 fd 40 fd 01 fd fd fd 
04 fd 40 fd fd fd fd fd 04 
fd 40 fd 06 fd fd fd 04 fd 
52 69 63 68 fd fd 04 fd 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 50 
45 00 00 4c 01 07 

MZ@!L!This program 
cannot be run in DOS 
mode.$jJJeJJJ@@@Ric
hPEL

success or wait 1 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DL-USBNET-NCM\x86\d
l-usbnet-ncm.sys

118092 4 fd 4c 00 00 L success or wait 1 40755B WriteFile
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C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DL-USBNET-NCM\x64\d
l-usbnet-ncm.sys

0 131068 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 fd 4b 
fd fd fd 2a fd fd fd 2a fd fd 
fd 2a fd fd 29 58 fd fd fd 
2a fd fd 29 58 fd fd fd 2a 
fd fd 06 5d 6f fd fd 2a fd 
fd 29 58 fd fd fd 2a fd fd 
fd 2a fd 03 2a fd fd 29 58 
fd fd fd 2a fd fd 29 58 fd 
fd fd 2a fd fd 23 5e fd fd 
fd 2a fd fd 23 5e 29 fd fd 
2a fd fd 23 5e fd fd fd 2a 
fd fd 52 69 63 68 fd 2a fd 
fd 00 00 00 00 00 00 00 
00 50 45 00 00 64 fd 08 
00 5a 39 fd 61 00 00 00 

MZ@!L!This program 
cannot be run in DOS 
mode.$K***)X*)X*]o*)
X***)X*)X*#^*#^)*#^*Rich
*PEdZ9a

success or wait 2 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DL-USBNET-NCM\x64\d
l-usbnet-ncm.sys

142508 4 00 00 00 00 success or wait 1 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLUSBAUDIO\dlusbaud
io.sys

0 131068 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 fd fd fd 
64 fd fd 37 fd fd 37 fd fd 
37 fd fd 37 fd fd 37 d6 11 
37 fd fd 37 d6 01 37 fd fd 
37 d6 06 37 fd fd 37 d6 
16 37 fd fd 37 d6 13 37 fd 
fd 37 52 69 63 68 fd fd 37 
00 00 00 00 00 00 00 00 
50 45 00 00 4c 01 06 00 
fd 2b 27 5d 00 00 00 00 
00 00 00 00 fd 00 02 01 
0b 01 09 00 00 16 02 00 
00 36 00 00 00 00 00 00 
3e 50 02 00 00 10 00 

MZ@!L!This program 
cannot be run in DOS 
mode.$d7777777777777
77Rich7PEL+']6>P

success or wait 2 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLUSBAUDIO\dlusbaud
io.sys

176364 4 02 00 00 00 success or wait 1 40755B WriteFile
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C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLUSBAUDIO\dlusbaud
io_x64.sys

0 131068 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 70 fd 
53 02 34 fd 3d 51 34 fd 
3d 51 34 fd 3d 51 3d fd 
51 35 fd 3d 51 34 fd 3c 
51 5f fd 3d 51 3d fd 51 3f 
fd 3d 51 3d fd 51 37 fd 3d 
51 3d fd 51 30 fd 3d 51 
3d fd 51 5d fd 3d 51 3d fd 
51 35 fd 3d 51 3d fd 51 
35 fd 3d 51 52 69 63 68 
34 fd 3d 51 00 00 00 00 
00 00 00 00 50 45 00 00 
64 fd 07 00 fd 2b 27 5d 
00 00 00 00 00 00 00 00 
fd 00 22 00 0b 02 09 00 
00 fd 02 

MZ@!L!This program 
cannot be run in DOS 
mode.$pS4=Q4=Q4=Q=
Q5=Q4<Q_=Q=Q?
=Q=Q7=Q=Q0=Q=Q]=Q
=Q
5=Q=Q5=QRich4=QPEd
+']"

success or wait 2 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLUSBAUDIO\dlusbaud
io_x64.sys

237804 4 fd 00 00 00 success or wait 1 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DPINST32\DpInst.exe

0 131068 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 70 fd 
fd 6f 34 fd fd 3c 34 fd fd 
3c 34 fd fd 3c 3d fd 60 3c 
22 fd fd 3c 3d fd 76 3c fd 
fd fd 3c 3d fd 66 3c 29 fd 
fd 3c 34 fd fd 3c 40 fd fd 
3c 3d fd 71 3c 6f fd fd 3c 
3d fd 61 3c 35 fd fd 3c 3d 
fd 64 3c 35 fd fd 3c 52 69 
63 68 34 fd fd 3c 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 50 45 
00 00 4c 01 04 00 fd fd 
17 4a 00 00 00 00 00 00 
00 00 fd 00 02 01 0b 01 
09 00 00 20 06 

MZ@!L!This program 
cannot be run in DOS 
mode.$po4<4<4<=`<"<=
v<<=f<)
<4<@<=q<o<=a<5<=d<5
<Rich4<PELJ 

success or wait 8 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DPINST32\DpInst.exe

922172 4 68 fd fd fd h success or wait 1 40755B WriteFile
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C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DPINST64\DpInst.exe

0 131068 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 67 39 
49 fd 23 58 27 fd 23 58 
27 fd 23 58 27 fd 2a 20 fd 
fd 21 58 27 fd 2a 20 fd fd 
37 58 27 fd 2a 20 fd fd 3c 
58 27 fd 23 58 26 0e 59 
27 fd 2a 20 fd fd 66 58 27 
fd 2a 20 fd fd 0a 58 27 fd 
04 fd 59 fd 22 58 27 fd 2a 
20 fd fd 22 58 27 fd 2a 20 
fd fd 22 58 27 fd 52 69 63 
68 23 58 27 fd 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 50 45 00 
00 64 fd 05 00 fd fd 17 4a 
00 00 00 

MZ@!L!This program 
cannot be run in DOS 
mode.$g9I#X'#X'#X'* !X'* 
7X'* <X'#X&Y'* fX'* X'Y"X
'* "X'* "X'Rich#X'PEdJ

success or wait 8 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DPINST64\DpInst.exe

104762
8

4 c5 fd 00 success or wait 1 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\NIVO\DisplayLinkUsb
Co2.dll

0 131068 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 38 01 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 14 04 
43 7f 50 65 2d 2c 50 65 
2d 2c 50 65 2d 2c 0b 0d 
2e 2d 42 65 2d 2c 0b 0d 
28 2d fd 65 2d 2c fd 06 
28 2d 5c 65 2d 2c fd 08 
29 2d 41 65 2d 2c fd 08 
2e 2d 4a 65 2d 2c fd 08 
28 2d fd 65 2d 2c fd 0b 
29 2d 5a 65 2d 2c fd 0b 
24 2d 57 65 2d 2c 0b 0d 
29 2d 48 65 2d 2c 55 69 
72 2c 51 65 2d 2c 55 69 
4d 2c 51 65 2d 2c 0b 0d 
2c 2d 71 65 2d 2c 50 65 
2c 2c fd 64 2d 2c fd 0b 28 
2d 0b 65 2d 

MZ@8!L!This program 
cannot be run in DOS 
mode.$CPe-,Pe-,Pe-,.-
Be-,(-e-,(-\e-,)-Ae-,.-Je-,(-
e-,)-Ze-,$-We-,)-He-
,Uir,Qe-,UiM,Qe-,,-qe-
,Pe,,d-,(-e-

success or wait 15 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\NIVO\DisplayLinkUsb
Co2.dll

188610
0

4 fd 7f fd 00 success or wait 1 40755B WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\DL2.tmp\NIVO\DisplayLinkUsb
Co64.dll

0 131068 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 38 01 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 1b 00 
44 48 5f 61 2a 1b 5f 61 
2a 1b 5f 61 2a 1b 04 09 
29 1a 54 61 2a 1b 04 09 
2f 1a fd 61 2a 1b fd 02 2f 
1a 53 61 2a 1b fd 0c 2e 
1a 50 61 2a 1b fd 0c 29 
1a 56 61 2a 1b fd 0c 2f 
1a fd 61 2a 1b fd 0f 2e 1a 
55 61 2a 1b fd 0f 23 1a 
4d 61 2a 1b 04 09 2e 1a 
4a 61 2a 1b 56 19 fd 1b 
5e 61 2a 1b 56 19 fd 1b 
5e 61 2a 1b 04 09 2b 1a 
7e 61 2a 1b 5f 61 2b 1b 
fd 60 2a 1b fd 0f 2f 1a 0f 
61 2a 

MZ@8!L!This program 
cannot be run in DOS 
mode.$DH_a*_a*_a*)T
a*/a*/Sa*.Pa*)Va*/a*.Ua*
#Ma*.J
a*V^a*V^a*+~a*_a+`*/a*

success or wait 16 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\NIVO\DisplayLinkUsb
Co64.dll

206171
6

4 35 fd fd 00 5 success or wait 1 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x64\dlidusb.dll

0 131068 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 30 01 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 40 61 
75 73 04 00 1b 20 04 00 
1b 20 04 00 1b 20 5f 68 
18 21 15 00 1b 20 5f 68 
1e 21 fd 00 1b 20 fd 6d 1f 
21 0a 00 1b 20 fd 6d 18 
21 0d 00 1b 20 5f 68 1f 
21 1b 00 1b 20 fd 6e 1f 
21 11 00 1b 20 fd 6e 1e 
21 fd 01 1b 20 fd 6d 1e 
21 fd 00 1b 20 5f 68 1a 
21 08 00 1b 20 5f 68 1c 
21 07 00 1b 20 0d 78 fd 
20 19 00 1b 20 04 00 1a 
20 6c 01 1b 20 5f 68 1d 
21 05 00 1b 20 fd 6e 12 
21 36 01 1b 

MZ@0!L!This program 
cannot be run in DOS 
mode.$@aus   _h! _h! m! 
m! _h! n! n! m! _h! _h! x   
l _h! n!6

success or wait 69 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x64\dlidusb.dll

903978
0

4 00 00 00 00 success or wait 1 40755B WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x64\dlidusb
2.dll

0 131068 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 30 01 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 40 61 
75 73 04 00 1b 20 04 00 
1b 20 04 00 1b 20 5f 68 
18 21 15 00 1b 20 5f 68 
1e 21 fd 00 1b 20 fd 6d 1f 
21 0a 00 1b 20 fd 6d 18 
21 0d 00 1b 20 5f 68 1f 
21 1b 00 1b 20 fd 6e 1f 
21 11 00 1b 20 fd 6e 1e 
21 fd 01 1b 20 fd 6d 1e 
21 fd 00 1b 20 5f 68 1a 
21 08 00 1b 20 5f 68 1c 
21 07 00 1b 20 0d 78 fd 
20 19 00 1b 20 04 00 1a 
20 6c 01 1b 20 5f 68 1d 
21 05 00 1b 20 fd 6e 12 
21 36 01 1b 

MZ@0!L!This program 
cannot be run in DOS 
mode.$@aus   _h! _h! m! 
m! _h! n! n! m! _h! _h! x   
l _h! n!6

success or wait 69 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x64\dlidusb
2.dll

903978
0

4 00 00 00 00 success or wait 1 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x64\dlidusb
3.dll

0 131068 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 30 01 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 40 61 
75 73 04 00 1b 20 04 00 
1b 20 04 00 1b 20 5f 68 
18 21 15 00 1b 20 5f 68 
1e 21 fd 00 1b 20 fd 6d 1f 
21 0a 00 1b 20 fd 6d 18 
21 0d 00 1b 20 5f 68 1f 
21 1b 00 1b 20 fd 6e 1f 
21 11 00 1b 20 fd 6e 1e 
21 fd 01 1b 20 fd 6d 1e 
21 fd 00 1b 20 5f 68 1a 
21 08 00 1b 20 5f 68 1c 
21 07 00 1b 20 0d 78 fd 
20 19 00 1b 20 04 00 1a 
20 6c 01 1b 20 5f 68 1d 
21 05 00 1b 20 fd 6e 12 
21 36 01 1b 

MZ@0!L!This program 
cannot be run in DOS 
mode.$@aus   _h! _h! m! 
m! _h! n! n! m! _h! _h! x   
l _h! n!6

success or wait 69 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x64\dlidusb
3.dll

904131
6

4 00 00 00 00 success or wait 1 40755B WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x86\dlidusb.dll

0 131068 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 38 01 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 64 fd 
63 3d 20 fd 0d 6e 20 fd 
0d 6e 20 fd 0d 6e 7b fd 
08 6f fd 0d 6e 7b fd 0e 6f 
3b fd 0d 6e fd fd 09 6f 31 
fd 0d 6e fd fd 0e 6f 3a fd 
0d 6e 7b fd 09 6f 00 fd 0d 
6e fd fd 09 6f 35 fd 0d 6e 
fd fd 08 6f fd fd 0d 6e fd 
fd 08 6f fd fd 0d 6e 7b fd 
0c 6f 2c fd 0d 6e 7b fd 0a 
6f 23 fd 0d 6e 29 de 6e 
3d fd 0d 6e 20 fd 0c 6e 7f 
fd 0d 6e 7b fd 0b 6f 21 fd 
0d 6e fd fd 04 6f 09 fd 0d 

MZ@8!L!This program 
cannot be run in DOS 
mode.$dc= n n n{on{
o;no1no:n{ono5nonon{o,n
{o#n)n=n nn{o!no

success or wait 67 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x86\dlidusb.dll

872848
4

4 00 00 00 00 success or wait 1 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x86\dlidusb
2.dll

0 131068 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 38 01 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 64 fd 
63 3d 20 fd 0d 6e 20 fd 
0d 6e 20 fd 0d 6e 7b fd 
08 6f fd 0d 6e 7b fd 0e 6f 
3b fd 0d 6e fd fd 09 6f 31 
fd 0d 6e fd fd 0e 6f 3a fd 
0d 6e 7b fd 09 6f 00 fd 0d 
6e fd fd 09 6f 35 fd 0d 6e 
fd fd 08 6f fd fd 0d 6e fd 
fd 08 6f fd fd 0d 6e 7b fd 
0c 6f 2c fd 0d 6e 7b fd 0a 
6f 23 fd 0d 6e 29 de 6e 
3d fd 0d 6e 20 fd 0c 6e 7f 
fd 0d 6e 7b fd 0b 6f 21 fd 
0d 6e fd fd 04 6f 09 fd 0d 

MZ@8!L!This program 
cannot be run in DOS 
mode.$dc= n n n{on{
o;no1no:n{ono5nonon{o,n
{o#n)n=n nn{o!no

success or wait 67 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x86\dlidusb
2.dll

872848
4

4 00 00 00 00 success or wait 1 40755B WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x86\dlidusb
3.dll

0 131068 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 38 01 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 64 fd 
63 3d 20 fd 0d 6e 20 fd 
0d 6e 20 fd 0d 6e 7b fd 
08 6f fd 0d 6e 7b fd 0e 6f 
3b fd 0d 6e fd fd 09 6f 31 
fd 0d 6e fd fd 0e 6f 3a fd 
0d 6e 7b fd 09 6f 00 fd 0d 
6e fd fd 09 6f 35 fd 0d 6e 
fd fd 08 6f fd fd 0d 6e fd 
fd 08 6f fd fd 0d 6e 7b fd 
0c 6f 2c fd 0d 6e 7b fd 0a 
6f 23 fd 0d 6e 29 de 6e 
3d fd 0d 6e 20 fd 0c 6e 7f 
fd 0d 6e 7b fd 0b 6f 21 fd 
0d 6e fd fd 04 6f 09 fd 0d 

MZ@8!L!This program 
cannot be run in DOS 
mode.$dc= n n n{on{
o;no1no:n{ono5nonon{o,n
{o#n)n=n nn{o!no

success or wait 67 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLIDUSB\x86\dlidusb
3.dll

873053
2

4 00 00 00 00 success or wait 1 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLCDCNCM\dlcdcncm62
.sys

0 67892 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 0a 76 
40 fd 4e 17 2e fd 4e 17 
2e fd 4e 17 2e fd 2b 71 
28 fd 4f 17 2e fd 47 6f fd 
fd 4d 17 2e fd 47 6f fd fd 
4c 17 2e fd 4e 17 2f fd 37 
17 2e fd 2b 71 2f fd 47 17 
2e fd 2b 71 2d fd 4a 17 
2e fd 2b 71 2a fd 48 17 
2e fd fd 7e 27 fd 7c 17 2e 
fd fd 7e 4f 4f 17 2e fd fd 
7e 2c fd 4f 17 2e fd 52 69 
63 68 4e 17 2e fd 00 00 
00 00 00 00 00 00 50 45 
00 00 4c 01 07 00 fd 5e 
49 5c 00 00 00 

MZ@!L!This program 
cannot be run in DOS 
mode.$v@N.N.N.+q(O.G
oM.GoL.N/7.+q/G.+q-
J.+q*H.~'|.
~O.~,O.RichN.PEL^I\

success or wait 1 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLCDCNCM\dlcdcncm62
.sys

67892 4 00 00 00 00 success or wait 1 40755B WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLCDCNCM\dlcdcncm62
_x64.sys

0 82796 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 0b 74 
20 fd 4f 15 4e fd 4f 15 4e 
fd 4f 15 4e fd 2a 73 48 fd 
4e 15 4e fd 46 6d 8f 4c 
15 4e fd 46 6d 4f 4d 15 
4e fd 4f 15 4f fd 3f 15 4e 
fd 2a 73 4f fd 46 15 4e fd 
2a 73 4a fd 49 15 4e fd 
2a 73 4d fd 4b 15 4e fd fd 
7c 47 fd 7d 15 4e fd fd 7c 
fd fd 4e 15 4e fd fd 7c 4c 
fd 4e 15 4e fd 52 69 63 
68 4f 15 4e fd 00 00 00 
00 00 00 00 00 50 45 00 
00 64 fd 08 00 fd 5e 49 
5c 00 00 00 

MZ@!L!This program 
cannot be run in DOS 
mode.$t 
ONONON*sHNNF
mLNFmMNOO?
N*sOFN*sJIN*sMKN|G}N
|NN|LNNRichONPEd^I\

success or wait 1 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\DLCDCNCM\dlcdcncm62
_x64.sys

82796 4 00 00 00 00 success or wait 1 40755B WriteFile

C:\Users\user\AppData\Local\Te
mp\DL2.tmp\NIVO\displaylinkusb.cat

0 281492 30 fd 04 4b fd 06 09 2a fd 
48 fd fd 0d 01 07 02 fd fd 
04 4b 7f 30 fd 04 4b 7a 
02 01 01 31 0f 30 0d 06 
09 60 fd 48 01 65 03 04 
02 01 05 00 30 fd 04 2a 
5c 06 09 2b 06 01 04 01 
fd 37 0a 01 fd fd 04 2a 4c 
30 fd 04 2a 47 30 0c 06 
0a 2b 06 01 04 01 fd 37 
0c 01 01 04 10 01 fd fd fd 
fd fd fd 4f fd 49 fd 41 fd 
24 6f 1e 17 0d 32 32 30 
31 31 32 30 39 32 31 34 
31 5a 30 0e 06 0a 2b 06 
01 04 01 fd 37 0c 01 02 
05 00 30 fd 0b fd 30 fd 01 
fd 04 52 31 00 32 00 45 
00 42 00 42 00 45 00 42 
00 37 00 43 00 35 00 33 
00 44 00 43 00 35 00 46 
00 35 00 39 00 44 00 35 
00 43 00 32 00 35 00 35 
00 44 00 44 00 45 00 35 
00 45 00 43 00 44 00 43 
00 30 00 31 00 42 00 35 
00 35 00 30 00 36 00 36 
00 38 00 00 00 31 fd 01 
35 30 3e 06 0a 2b 06 01 
04 01 fd 37 0c 02 01 31 
30 30 2e 1e 0c 00 4f 00 
53 

0K*HK0Kz10`He0*\+7*L0
*G0+7OIA$
o220112092141Z0+700R
12EBBEB7C5
3DC5F59D5C255DDE5E
CDC01B550668
150>+7100.OS

success or wait 1 40755B WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe unknown 32 success or wait 1 4074D0 ReadFile

C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe unknown 65505 success or wait 3 4074D0 ReadFile

C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe unknown 1048576 success or wait 29 4074D0 ReadFile

C:\Users\user\AppData\Local\Temp\DL2.tmp\additional.exe unknown 25347 success or wait 21 4074D0 ReadFile

Target ID: 6

File Read

Analysis Process: conhost.exe PID: 3572, Parent PID: 3956

General
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Start time: 15:04:03

Start date: 20/04/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff6406f0000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

Target ID: 16

Start time: 15:05:10

Start date: 20/04/2022

Path: C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe

Wow64 process (32bit): true

Commandline: DLC3A4.exe /exelang 1033 ALLOW64BIT=Yes DL_PROMOTE_STORE_APP=Yes DL_PRODUCT_NAME="DisplayLink Graphics" DL_BRANDING_UPGR
ADE_CODE="{78A36ACD-80D5-490f-B4C4-83D7FCC08391}" DL_BRANDING_PRODUCT_CODE="{08DDE00A-EEEA-416E-9E61-B9085D542140}" DL_B
RANDING_CAB="C:\Users\user\AppData\Local\Temp\DL2.tmp\DLCABA.tmp" DL_BRANDING_NEW_DEVICE_ACTIVITY=mirror DL_ID_USBDRIVER
_PATH="C:\Users\user\AppData\Local\Temp\DL2.tmp\DLIDUSB\x64" DL_HOTDESK_SERVICE="No" DL_INSTALL_ANALYTICS=Yes DL_TEMP_DI
R="C:\Users\user\AppData\Local\Temp\DL2.tmp\" /lv "C:\Users\user\AppData\Local\Temp\DLC335A.LOG"

Imagebase: 0x380000

File size: 17413496 bytes

MD5 hash: F501A103478D855B0088A41117A4D4EC

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Antivirus matches: Detection: 0%, ReversingLabs

Reputation: low

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 3FADC4 CreateDirect
oryW

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 3FADC4 CreateDirect
oryW

C:\Users\user\AppData read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 3FADC4 CreateDirect
oryW

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 3FADC4 CreateDirect
oryW

Analysis Process: DLC3A4.exe PID: 6084, Parent PID: 6404

General

File Activities

File Created
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C:\Users\user\AppData\Local\Temp read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 3FADC4 CreateDirect
oryW

C:\Users\user\AppData\Local\Temp\{312AEE13-2735-
4088-B726-C3CA64D81215}

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 3FADC4 CreateDirect
oryW

C:\Users\user\AppData\Local\Temp\{312AEE13-2735-
4088-B726-C3CA64D81215}\1033.dll

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 41382B CreateFileW

C:\Users read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 3FADC4 CreateDirect
oryW

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 3FADC4 CreateDirect
oryW

C:\Users\user\AppData read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 3FADC4 CreateDirect
oryW

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 3FADC4 CreateDirect
oryW

C:\Users\user\AppData\Local\Temp read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 3FADC4 CreateDirect
oryW

C:\Users\user\AppData\Local\Temp\{312AEE13-2735-
4088-B726-C3CA64D81215}

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 3FADC4 CreateDirect
oryW

C:\Users\user\AppData\Local\Temp\{312AEE13-2735-
4088-B726-C3CA64D81215}\decoder.dll

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 41382B CreateFileW

C:\Users read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 3FADC4 CreateDirect
oryW

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 3FADC4 CreateDirect
oryW

C:\Users\user\AppData read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 3FADC4 CreateDirect
oryW

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 3FADC4 CreateDirect
oryW

File Path Access Attributes Options Completion Count Source Address Symbol

Copyright Joe Security LLC 2022 Page 80 of 100



C:\Users\user\AppData\Local\Temp read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 3FADC4 CreateDirect
oryW

C:\Users\user\AppData\Local\Temp\{312AEE13-2735-
4088-B726-C3CA64D81215}

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 3FADC4 CreateDirect
oryW

C:\Users\user\AppData\Local\Temp\{312AEE13-2735-
4088-B726-C3CA64D81215}\holder0.aiph

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 414FFA CreateFileW

C:\Users read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 3FADC4 CreateDirect
oryW

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 3FADC4 CreateDirect
oryW

C:\Users\user\AppData read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 3FADC4 CreateDirect
oryW

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 3FADC4 CreateDirect
oryW

C:\Users\user\AppData\Local\Temp read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 3FADC4 CreateDirect
oryW

C:\Users\user\AppData\Local\Temp\{312AEE13-2735-
4088-B726-C3CA64D81215}

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 3FADC4 CreateDirect
oryW

C:\Users\user\AppData\Local\Temp\{312AEE13-2735-
4088-B726-C3CA64D81215}\4D81215

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 3FADC4 CreateDirect
oryW

C:\Users read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 3FADC4 CreateDirect
oryW

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 3FADC4 CreateDirect
oryW

C:\Users\user\AppData read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 3FADC4 CreateDirect
oryW

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 3FADC4 CreateDirect
oryW

File Path Access Attributes Options Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Temp read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 3FADC4 CreateDirect
oryW

C:\Users\user\AppData\Local\Temp\{312AEE13-2735-
4088-B726-C3CA64D81215}

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 3FADC4 CreateDirect
oryW

C:\Users\user\AppData\Local\Temp\AIE570.tmp read attributes | 
synchronize | 
generic read

device synchronous io 
non alert | non 
directory file

success or wait 1 3EBCE7 GetTempFile
NameW

C:\Users\user\AppData\Local\Temp\shi1E77.tmp read attributes | 
synchronize | 
generic read

device synchronous io 
non alert | non 
directory file

success or wait 1 42768D GetTempFile
NameW

C:\Users\user\AppData\Local\Temp\AI_EXTUI_BIN_6084 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 3B02D3 CreateDirect
oryW

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\insticon

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 42CCB9 CreateFileW

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\dialog

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 42CCB9 CreateFileW

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\radioDone.bmp

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 42CCB9 CreateFileW

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\info

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 42CCB9 CreateFileW

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\repairic

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 42CCB9 CreateFileW

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\radioPending.bmp

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 42CCB9 CreateFileW

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\tabback

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 42CCB9 CreateFileW

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\exclamic

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 42CCB9 CreateFileW

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\dlImageButton.bmp

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 42CCB9 CreateFileW

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\dialogBackground.bmp

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 42CCB9 CreateFileW

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\dialogBackgroundGray.bmp

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 42CCB9 CreateFileW

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\radioDoing.bmp

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 42CCB9 CreateFileW

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\radioError.bmp

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 42CCB9 CreateFileW

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\removico

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 42CCB9 CreateFileW

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\completi

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 42CCB9 CreateFileW

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\custicon

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 42CCB9 CreateFileW

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\Up

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 42CCB9 CreateFileW
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C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\New

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 42CCB9 CreateFileW

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\banner

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 42CCB9 CreateFileW

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\dlProgress.png

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 42CCB9 CreateFileW

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\FileOperations.dll

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 42CCB9 CreateFileW

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\PowerShellscriptLauncher.dll

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 42CCB9 CreateFileW

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\Prereq.dll

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 42CCB9 CreateFileW

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\aicustact.dll

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 42CCB9 CreateFileW

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\lzmaextractor.dll

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 42CCB9 CreateFileW

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\radioWaiting.gif

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 42CCB9 CreateFileW

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\cmdlinkarrow

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 42CCB9 CreateFileW

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\tempFiles.dll

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 42CCB9 CreateFileW

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\publicSoftwareBanner.bmp

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 42CCB9 CreateFileW

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\shi1E77.tmp success or wait 1 4279D0 DeleteFileW

File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\
{312AEE13-2735-4088-B726-C3
CA64D81215}\1033.dll

0 65536 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 61 fd 
fd fd 25 40 fd 25 40 fd 25 
40 fd 64 fd 7f fd 24 40 fd 
25 fd 17 fd 24 40 fd 64 fd 
fd fd 24 40 fd 52 69 63 68 
25 40 fd 00 00 00 00 00 
00 00 00 50 45 00 00 4c 
01 02 00 33 fd 55 5b 00 
00 00 00 00 00 00 00 fd 
00 02 21 0b 01 0e 0e 00 
00 00 00 00 fd 05 00 00 
00 00 00 00 00 00 00 00 
10 00 00 00 10 00 00 00 
00 00 10 00 10 00 00 00 
02 00 00 06 00 00 00 00 
00 00 

MZ@!L!This program 
cannot be run in DOS 
mode.$a%%%d$%$d$Ri
ch%PEL3U[!

success or wait 6 413A14 WriteFile

File Deleted

File Written
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C:\Users\user\AppData\Local\Temp\
{312AEE13-2735-4088-B726-C3
CA64D81215}\decoder.dll

0 65536 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 10 01 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 44 62 
fd fd 00 03 fd fd 00 03 fd 
fd 00 03 fd fd fd fd 7e fd 
0b 03 fd fd fd fd 7c fd 7d 
03 fd fd fd fd 7d fd 18 03 
fd fd 13 65 fd fd 13 03 fd 
fd 13 65 fd fd 1f 03 fd fd 
13 65 fd fd 0f 03 fd fd 09 
7b 0c fd 01 03 fd fd 09 7b 
1c fd 07 03 fd fd 00 03 fd 
fd fd 03 fd fd 41 64 fd fd 
5d 03 fd fd 41 64 fd fd 01 
03 fd fd 41 64 70 fd 01 03 
fd fd 00 03 18 fd 01 03 fd 
fd 41 64 fd fd 01 03 fd 

MZ@!L!This program 
cannot be run in DOS 
mode.$Db~|}}eee{{Ad]
AdAdpAd

success or wait 3 413A14 WriteFile

C:\Users\user\AppData\Local\Te
mp\AIE570.tmp

0 104857
6

fd fd 11 71 1a fd 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 3e 00 03 
00 fd fd 09 00 06 00 00 
00 00 00 00 00 00 00 00 
00 fd 00 00 00 01 00 00 
00 00 00 00 00 00 10 00 
00 03 00 00 00 1e 00 00 
00 18 1e 00 00 01 00 00 
00 00 00 00 00 7b 00 00 
00 fd 00 00 00 fd 00 00 
00 fd 00 00 00 45 02 00 
00 fd 02 00 00 3a 03 00 
00 3b 03 00 00 3c 03 00 
00 3d 03 00 00 3e 03 00 
00 3f 03 00 00 40 03 00 
00 41 03 00 00 42 03 00 
00 43 03 00 00 44 03 00 
00 45 03 00 00 46 03 00 
00 47 03 00 00 48 03 00 
00 49 03 00 00 4a 03 00 
00 fd 0b 00 00 fd 0b 00 
00 fd 0c 00 00 39 0d 00 
00 3a 0d 00 00 3b 0d 00 
00 3c 0d 00 00 45 0f 00 
00 46 0f 00 00 47 0f 00 
00 48 0f 00 00 49 0f 00 
00 4a 0f 00 00 47 12 00 
00 48 12 00 00 49 12 00 
00 4a 12 00 00 4b 12 00 
00 4c 12 00 00 fd 15 00 
00 fd 15 00 

>{E:;<=>?
@ABCDEFGHIJ9:;
<EFGHIJGHIJKL

success or wait 11 43C2F9 CopyFileW
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C:\Users\user\AppData\Local\Te
mp\shi1E77.tmp

0 524288 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 01 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 45 fd 
fd 32 01 fd 61 01 fd 61 01 
fd 61 08 fd 3d 61 61 fd 61 
6e fd fd 60 02 fd 61 6e fd 
fd 60 06 fd 61 6e fd fd 60 
09 fd 61 01 fd 61 fd fd 61 
6e fd fd 60 1a fd 61 6e fd 
fd 60 00 fd 61 6e fd fd 60 
6c fd 61 6e fd 51 61 00 fd 
61 6e fd fd 60 00 fd 61 52 
69 63 68 01 fd 61 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 

MZ@!L!This program 
cannot be run in DOS 
mode.$E2aaa=aaan`an`
an`aaan`an`an`lanQaan`a
Richa

success or wait 7 4276D2 CopyFileW

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\insticon

0 2998 00 00 01 00 02 00 20 20 
10 00 00 00 00 00 fd 02 
00 00 26 00 00 00 20 20 
00 00 00 00 00 00 fd 08 
00 00 0e 03 00 00 28 00 
00 00 20 00 00 00 40 00 
00 00 01 00 04 00 00 00 
00 00 fd 02 00 00 00 00 
00 00 00 00 00 00 10 00 
00 00 00 00 00 00 00 00 
00 00 00 00 fd 00 00 fd 
00 00 00 fd fd 00 fd 00 00 
00 fd 00 fd 00 fd fd 00 00 
fd fd fd 00 fd fd fd 00 00 
00 fd 00 00 fd 00 00 00 fd 
fd 00 fd 00 00 00 fd 00 fd 
00 fd fd 00 00 fd fd fd 00 
00 00 00 00 00 00 00 08 
fd 00 00 00 00 00 00 00 
00 00 00 00 00 00 08 fd 
7b fd fd 00 00 00 00 00 
00 fd fd fd 00 00 fd 7f 77 
fd fd fd 00 00 00 00 00 fd 
7f 70 fd 08 78 fd fd fd fd 
77 00 00 00 00 00 fd fd fd 
78 08 fd fd 77 fd fd 77 00 
00 00 00 00 fd 7f 70 fd fd 
78 78 fd fd 77 7e fd 00 00 
00 00 fd fd fd 78 fd fd fd 
fd 0a 7e fd fd 00 00 00 00 

  &  ( 
@{wpxwxwwpxxw~x~

success or wait 2 42CD12 WriteFile
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C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\dialog

0 36904 42 4d 28 fd 00 00 00 00 
00 00 4a 00 00 00 28 00 
00 00 fd 01 00 00 3c 01 
00 00 01 00 08 00 01 00 
00 00 8f 00 00 fd 0e 00 
00 fd 0e 00 00 05 00 00 
00 05 00 00 00 00 00 00 
00 fd fd fd 00 fd 00 00 00 
fd fd fd 00 fd fd fd 00 4e 
02 00 55 00 02 00 02 00 
02 00 02 00 02 00 02 00 
02 00 02 00 02 00 02 00 
02 00 02 00 02 00 02 00 
02 00 02 00 02 00 02 00 
02 00 02 00 02 00 02 00 
02 00 02 00 02 00 02 00 
02 00 02 00 02 00 02 00 
02 00 02 00 02 00 02 00 
02 00 02 00 02 00 02 00 
02 00 02 00 02 00 02 00 
00 fd 01 52 01 00 00 53 
02 00 50 00 02 00 02 00 
02 00 02 00 02 00 02 00 
02 00 02 00 02 00 02 00 
02 00 02 00 02 00 02 00 
02 00 02 00 02 00 02 00 
02 00 02 00 02 00 02 00 
02 00 02 00 02 00 02 00 
02 00 02 00 02 00 02 00 
02 00 02 00 02 00 02 00 
02 00 02 00 02 00 02 00 
02 00 02 fd 

BM(J(<NURSP success or wait 2 42CD12 WriteFile

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\radioDone
.bmp

0 2521 fd 50 4e 47 0d 0a 1a 0a 
00 00 00 0d 49 48 44 52 
00 00 00 73 00 00 00 73 
08 06 00 00 00 fd 43 3d 
fd 00 00 00 04 73 42 49 
54 08 08 08 08 7c 08 64 
fd 00 00 00 01 73 52 47 
42 00 fd fd 1c fd 00 00 00 
04 67 41 4d 41 00 00 fd 
fd 0b fd 61 05 00 00 00 
09 70 48 59 73 00 00 12 
74 00 00 12 74 01 fd 66 
1f 78 00 00 00 19 74 45 
58 74 53 6f 66 74 77 61 
72 65 00 77 77 77 2e 69 
6e 6b 73 63 61 70 65 2e 
6f 72 67 fd fd 3c 1a 00 00 
09 39 49 44 41 54 78 5e 
fd 79 4c 1c fd 19 fd 3f 73 
2c 2c fd 2e fd 2e fd fd 1c 
06 0c 35 55 fd fd 63 1b ca 
12 29 4a 49 7c 34 fd 0e 
72 fd 28 4a fd fd 51 fd 54 
6e 1a fd 6a 2b fd 6a fd fd 
fd fd 11 fd fd fd 71 fd 4a 
4e 64 07 fd fd 4a fd 1d 29 
75 62 53 37 fd fd fd 07 fd 
39 62 0e 63 60 59 6c 60 
59 6e fd fd 4d 1e 2a 49 
07 76 67 fd fd fd fd fd fd 
fd 

PNGIHDRssC=sBIT|dsR
GBgAMAapHYs
ttfxtEXtSoftwarewww.inks
cape.org<9IDATx^yL?
s,,..Uc)JI|4r(JQT
nj+jqJNdJ)ubS79bc`Yl`Y
nM*Ivg

success or wait 2 42CD12 WriteFile
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C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\info

0 1078 00 00 01 00 02 00 20 20 
10 00 00 00 00 00 fd 02 
00 00 26 00 00 00 10 10 
10 00 00 00 00 00 28 01 
00 00 0e 03 00 00 28 00 
00 00 20 00 00 00 40 00 
00 00 01 00 04 00 00 00 
00 00 fd 02 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 fd 00 00 fd 
00 00 00 fd fd 00 fd 00 00 
00 fd 00 fd 00 fd fd 00 00 
fd fd fd 00 fd fd fd 00 00 
00 fd 00 00 fd 00 00 00 fd 
fd 00 fd 00 00 00 fd 00 fd 
00 fd fd 00 00 fd fd fd 00 
00 00 00 00 00 00 00 00 
00 07 70 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 77 70 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 07 70 00 00 00 00 00 
00 00 00 00 00 00 00 00 
0f 07 70 00 00 00 00 00 
00 00 00 00 00 00 00 00 
fd 07 70 00 00 00 00 00 
00 00 00 00 00 00 07 0f 
fd 07 70 00 00 00 00 00 
00 00 00 00 00 77 77 0f 
fd 07 77 77 00 00 00 00 
00 

  &(( @pwpppppwwww success or wait 2 42CD12 WriteFile

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\repairic

0 2998 00 00 01 00 02 00 20 20 
10 00 00 00 00 00 fd 02 
00 00 26 00 00 00 20 20 
00 00 00 00 00 00 fd 08 
00 00 0e 03 00 00 28 00 
00 00 20 00 00 00 40 00 
00 00 01 00 04 00 00 00 
00 00 fd 02 00 00 00 00 
00 00 00 00 00 00 10 00 
00 00 00 00 00 00 00 00 
00 00 00 00 fd 00 00 fd 
00 00 00 fd fd 00 fd 00 00 
00 fd 00 fd 00 fd fd 00 00 
fd fd fd 00 fd fd fd 00 00 
00 fd 00 00 fd 00 00 00 fd 
fd 00 fd 00 00 00 fd 00 fd 
00 fd fd 00 00 fd fd fd 00 
00 00 00 00 00 00 fd fd 
00 00 00 00 00 00 00 00 
00 00 00 00 00 fd 77 fd fd 
00 00 00 00 00 00 00 00 
00 00 00 08 fd fd 7b fd fd 
00 00 00 00 00 00 00 00 
00 00 fd fd 7f fd fd fd 70 
00 00 00 00 00 00 00 00 
00 fd 78 fd 7b fd 77 70 00 
00 00 00 00 00 02 fd 28 
fd fd fd 7b fd 77 fd 00 00 
00 00 00 00 02 fd 28 78 
78 78 00 fd fd fd 00 00 00 
00 00 00 

  &  ( @w{px{wp({w(xxx success or wait 2 42CD12 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\radioPend
ing.bmp

0 40074 42 4d fd fd 00 00 00 00 
00 00 36 00 00 00 28 00 
00 00 73 00 00 00 73 00 
00 00 01 00 18 00 00 00 
00 00 54 fd 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd 

BM6(ssT success or wait 2 42CD12 WriteFile

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\tabback

0 854 42 4d 56 03 00 00 00 00 
00 00 36 00 00 00 28 00 
00 00 01 00 00 00 fd 00 
00 00 01 00 18 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 fd fd fd 
00 fd fd fd 00 fd fd fd 00 
fd fd fd 00 fd fd fd 00 fd fd 
fd 00 fd fd fd 00 fd fd fd 
00 fd fd fd 00 fd fd fd 00 
fd fd fd 00 fd fd fd 00 fd fd 
fd 00 fd fd fd 00 fd fd fd 
00 fd fd fd 00 fd fd fd 00 
fd fd fd 00 fd fd fd 00 fd fd 
fd 00 fd fd fd 00 fd fd fd 
00 fd fd fd 00 fd fd fd 00 
fd fd fd 00 fd fd fd 00 fd fd 
fd 00 fd fd fd 00 fd fd fd 
00 fd fd fd 00 fd fd fd 00 
fd fd fd 00 fd fd fd 00 fd fd 
fd 00 fd fd fd 00 fd fd fd 
00 fd fd fd 00 fd fd fd 00 
fd fd fd 00 fd fd fd 00 fd fd 
fd 00 fd fd fd 00 fd fd fd 
00 fd fd fd 00 fd fd fd 00 
fd fd fd 00 fd fd fd 00 fd fd 
fd 00 fd fd fd 00 fd fd fd 
00 fd 

BMV6( success or wait 2 42CD12 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\exclamic

0 766 00 00 01 00 01 00 20 20 
10 00 00 00 00 00 fd 02 
00 00 16 00 00 00 28 00 
00 00 20 00 00 00 40 00 
00 00 01 00 04 00 00 00 
00 00 fd 02 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 fd fd fd 
00 fd fd fd 00 00 fd fd 00 
00 00 00 00 00 fd fd 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 33 33 31 11 
11 11 11 11 11 11 11 11 
11 11 13 33 33 32 33 33 
33 33 33 33 33 33 33 33 
33 33 11 33 33 24 44 44 
44 44 44 44 44 44 44 44 
44 40 31 13 32 44 44 44 
44 44 44 44 44 44 44 44 
44 44 03 13 32 44 44 44 
44 44 44 40 44 44 44 44 
44 44 43 13 32 44 44 44 
44 44 44 33 34 44 44 44 
44 44 43 13 32 44 44 44 
44 44 40 33 30 44 44 44 
44 44 03 13 33 24 44 44 
44 44 44 33 34 44 44 44 
44 44 31 13 33 

  ( 
@3313323333333333333
3$DDDD
DDDDDDD@12DDDDDD
DDDDDDD2DDDDDD
@DDDDDDC2DDDDDD3
4DDDDDC2DDDDD@
30DDDDD3$DDDDD34D
DDDD13

success or wait 2 42CD12 WriteFile

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\dlImageBu
tton.bmp

0 51200 42 4d 26 7a 02 00 00 00 
00 00 36 00 00 00 28 00 
00 00 fd 04 00 00 2e 00 
00 00 01 00 18 00 00 00 
00 00 fd 79 02 00 fd 0e 
00 00 fd 0e 00 00 00 00 
00 00 00 00 00 00 fd 7a 
00 fd 7a 00 fd 7a 00 fd 7a 
00 fd 7a 00 fd 7a 00 fd 7a 
00 fd 7a 00 fd 7a 00 fd 7a 
00 fd 7a 00 fd 7a 00 fd 7a 
00 fd 7a 00 fd 7a 00 fd 7a 
00 fd 7a 00 fd 7a 00 fd 7a 
00 fd 7a 00 fd 7a 00 fd 7a 
00 fd 7a 00 fd 7a 00 fd 7a 
00 fd 7a 00 fd 7a 00 fd 7a 
00 fd 7a 00 fd 7a 00 fd 7a 
00 fd 7a 00 fd 7a 00 fd 7a 
00 fd 7a 00 fd 7a 00 fd 7a 
00 fd 7a 00 fd 7a 00 fd 7a 
00 fd 7a 00 fd 7a 00 fd 7a 
00 fd 7a 00 fd 7a 00 fd 7a 
00 fd 7a 00 fd 7a 00 fd 7a 
00 fd 7a 00 fd 7a 00 fd 7a 
00 fd 7a 00 fd 7a 00 fd 7a 
00 fd 7a 00 fd 7a 00 fd 7a 
00 fd 7a 00 fd 7a 00 fd 7a 
00 fd 7a 00 fd 7a 00 fd 7a 
00 fd 7a 00 fd 7a 00 fd 7a 
00 

BM&z6(.yzzzzzzzzzzzzzz
zzzzzzzz
zzzzzzzzzzzzzzzzzzzzzz
zzzzzzzz
zzzzzzzzzzzzzzz

success or wait 5 42CD12 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\dialogBac
kground.bmp

0 374 42 4d 76 01 00 00 00 00 
00 00 36 00 00 00 28 00 
00 00 0a 00 00 00 0a 00 
00 00 01 00 18 00 00 00 
00 00 40 01 00 00 fd 0e 
00 00 fd 0e 00 00 00 00 
00 00 00 00 00 00 fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd 00 00 fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd 00 
00 fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd 00 00 fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd 00 00 fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd 00 00 fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd 00 00 fd 
fd fd fd fd fd fd fd fd 

BMv6(@ success or wait 2 42CD12 WriteFile

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\dialogBac
kgroundGray.bmp

0 374 42 4d 76 01 00 00 00 00 
00 00 36 00 00 00 28 00 
00 00 0a 00 00 00 0a 00 
00 00 01 00 18 00 00 00 
00 00 40 01 00 00 fd 0e 
00 00 fd 0e 00 00 00 00 
00 00 00 00 00 00 fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd 00 00 fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd 00 
00 fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd 00 00 fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd 00 00 fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd 00 00 fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd 00 00 fd 
fd fd fd fd fd fd fd fd 

BMv6(@ success or wait 2 42CD12 WriteFile

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\radioDoin
g.bmp

0 40074 42 4d fd fd 00 00 00 00 
00 00 36 00 00 00 28 00 
00 00 73 00 00 00 73 00 
00 00 01 00 18 00 00 00 
00 00 54 fd 00 00 fd 0e 
00 00 fd 0e 00 00 00 00 
00 00 00 00 00 00 fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd 

BM6(ssT success or wait 2 42CD12 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Copyright Joe Security LLC 2022 Page 90 of 100



C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\radioErro
r.bmp

0 3233 fd 50 4e 47 0d 0a 1a 0a 
00 00 00 0d 49 48 44 52 
00 00 00 73 00 00 00 73 
08 06 00 00 00 fd 43 3d 
fd 00 00 00 04 73 42 49 
54 08 08 08 08 7c 08 64 
fd 00 00 00 01 73 52 47 
42 00 fd fd 1c fd 00 00 00 
04 67 41 4d 41 00 00 fd 
fd 0b fd 61 05 00 00 00 
09 70 48 59 73 00 00 0e 
fd 00 00 0e fd 01 fd 2b 0e 
1b 00 00 00 19 74 45 58 
74 53 6f 66 74 77 61 72 
65 00 77 77 77 2e 69 6e 
6b 73 63 61 70 65 2e 6f 
72 67 fd fd 3c 1a 00 00 0c 
01 49 44 41 54 78 5e fd 
09 70 54 fd 1d fd fd fd 4d 
36 66 73 13 12 12 08 09 
04 fd fd 08 fd 74 46 fd 04 
fd fd 38 fd 1b fd 20 62 fd 
16 50 18 fd 54 0e fd fd 1d 
fd fd fd 4a 45 39 03 fd 1c 
09 01 44 fd 48 fd 3a 0c 
57 05 fd 1e fd fd 10 fd 70 
25 21 fd 64 13 36 fd fd fd 
fd fd fd 1f fd fd fd fd 77 1f 
fd fd fd 64 fd fd fd 64 fd fd 
fd 1f f7 fd 7b 

PNGIHDRssC=sBIT|dsR
GBgAMAapHYs
+tEXtSoftwarewww.inksc
ape.org<
IDATx^pTM6fstF8 
bPTE9DH:Wp%!d6wdd{

success or wait 2 42CD12 WriteFile

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\removico

0 2998 00 00 01 00 02 00 20 20 
10 00 00 00 00 00 fd 02 
00 00 26 00 00 00 20 20 
00 00 00 00 00 00 fd 08 
00 00 0e 03 00 00 28 00 
00 00 20 00 00 00 40 00 
00 00 01 00 04 00 00 00 
00 00 fd 02 00 00 00 00 
00 00 00 00 00 00 10 00 
00 00 00 00 00 00 00 00 
00 00 00 00 fd 00 00 fd 
00 00 00 fd fd 00 fd 00 00 
00 fd 00 fd 00 fd fd 00 00 
fd fd fd 00 fd fd fd 00 00 
00 fd 00 00 fd 00 00 00 fd 
fd 00 fd 00 00 00 fd 00 fd 
00 fd fd 00 00 fd fd fd 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 07 fd fd fd 7f 70 
00 00 00 00 00 00 00 00 
00 07 fd fd fd fd fd fd fd 
00 00 00 00 00 00 00 08 
77 7f fd fd fd fd 7f 77 77 
00 00 00 00 00 00 08 fd 
fd fd fd fd 77 fd 66 fd 77 
00 00 00 00 00 08 77 7f 
fd fd fd fd 76 76 66 fd 77 
00 00 00 00 08 fd fd fd fd 
fd fd 6e 66 66 6c fd 77 00 
00 00 

  &  ( 
@pwwwwfwwvvfwnfflw

success or wait 2 42CD12 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\completi

0 2998 00 00 01 00 02 00 20 20 
10 00 00 00 00 00 fd 02 
00 00 26 00 00 00 20 20 
00 00 00 00 00 00 fd 08 
00 00 0e 03 00 00 28 00 
00 00 20 00 00 00 40 00 
00 00 01 00 04 00 00 00 
00 00 fd 02 00 00 00 00 
00 00 00 00 00 00 10 00 
00 00 00 00 00 00 00 00 
00 00 00 00 fd 00 00 fd 
00 00 00 fd fd 00 fd 00 00 
00 fd 00 fd 00 fd fd 00 00 
fd fd fd 00 fd fd fd 00 00 
00 fd 00 00 fd 00 00 00 fd 
fd 00 fd 00 00 00 fd 00 fd 
00 fd fd 00 00 fd fd fd 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 fd fd 
00 00 00 00 00 00 00 00 
00 00 00 00 00 fd 77 fd fd 
00 00 00 00 00 00 00 00 
00 00 00 08 fd fd 7b fd fd 
00 00 00 00 00 00 00 00 
00 00 fd fd 7f fd fd fd 70 
00 00 00 00 00 00 00 00 
00 fd 78 fd 7b fd 77 70 00 
00 00 00 00 00 00 00 08 
fd fd fd 7b fd 77 fd 00 00 
00 00 00 00 

  &  ( @w{px{wp{w success or wait 2 42CD12 WriteFile

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\custicon

0 2998 00 00 01 00 02 00 20 20 
10 00 00 00 00 00 fd 02 
00 00 26 00 00 00 20 20 
00 00 00 00 00 00 fd 08 
00 00 0e 03 00 00 28 00 
00 00 20 00 00 00 40 00 
00 00 01 00 04 00 00 00 
00 00 fd 02 00 00 00 00 
00 00 00 00 00 00 10 00 
00 00 00 00 00 00 00 00 
00 00 00 00 fd 00 00 fd 
00 00 00 fd fd 00 fd 00 00 
00 fd 00 fd 00 fd fd 00 00 
fd fd fd 00 fd fd fd 00 00 
00 fd 00 00 fd 00 00 00 fd 
fd 00 fd 00 00 00 fd 00 fd 
00 fd fd 00 00 fd fd fd 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 fd fd 
00 00 00 00 00 00 00 00 
00 00 00 00 00 fd 77 fd fd 
00 00 00 00 00 00 00 00 
00 00 00 08 fd fd 7b fd fd 
00 00 00 00 00 00 00 00 
00 00 fd fd 7f fd fd fd 70 
00 00 00 00 00 00 00 00 
00 fd 78 fd 7b fd 77 70 00 
00 00 00 00 00 00 00 08 
fd fd fd 7b fd 77 fd 00 00 
00 00 00 00 

  &  ( @w{px{wp{w success or wait 2 42CD12 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\Up

0 318 00 00 01 00 01 00 10 10 
10 00 00 00 00 00 28 01 
00 00 16 00 00 00 28 00 
00 00 10 00 00 00 20 00 
00 00 01 00 04 00 00 00 
00 00 fd 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 fd 00 00 fd 
00 00 00 fd fd 00 fd 00 00 
00 fd 00 fd 00 fd fd 00 00 
fd fd fd 00 fd fd fd 00 00 
00 fd 00 00 fd 00 00 00 fd 
fd 00 fd 00 00 00 fd 00 fd 
00 fd fd 00 00 fd fd fd 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 fd fd fd fd fd fd fd 00 fd 
fd fd fd fd fd fd 00 fd fd 00 
00 00 fd fd 00 fd fd 0b fd 
fd fd fd 00 fd fd 0b fd fd fd 
fd 00 fd 00 00 0b fd fd fd 
00 fd fd 00 fd fd fd fd 00 fd 
fd 0b fd fd fd fd 00 fd fd fd 
fd fd fd fd 00 00 00 00 00 
00 00 00 00 0b fd fd 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 

(( success or wait 2 42CD12 WriteFile

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\New

0 318 00 00 01 00 01 00 10 10 
10 00 00 00 00 00 28 01 
00 00 16 00 00 00 28 00 
00 00 10 00 00 00 20 00 
00 00 01 00 04 00 00 00 
00 00 fd 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 fd 00 00 fd 
00 00 00 fd fd 00 fd 00 00 
00 fd 00 fd 00 fd fd 00 00 
fd fd fd 00 fd fd fd 00 00 
00 fd 00 00 fd 00 00 00 fd 
fd 00 fd 00 00 00 fd 00 fd 
00 fd fd 00 00 fd fd fd 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 fd fd fd fd fd 00 00 00 
fd fd fd fd fd 00 00 00 fd 
fd fd fd fd 00 00 00 fd fd 
fd fd fd 00 00 00 fd fd fd 
fd fd 00 00 00 fd fd fd fd 
fd 00 00 00 00 00 00 00 
00 00 00 00 0b fd fd 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 

(( success or wait 2 42CD12 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\banner

0 2372 42 4d 44 09 00 00 00 00 
00 00 4a 00 00 00 28 00 
00 00 fd 01 00 00 3b 00 
00 00 01 00 08 00 01 00 
00 00 fd 08 00 00 fd 0e 
00 00 fd 0e 00 00 05 00 
00 00 05 00 00 00 00 00 
00 00 fd fd fd 00 fd 00 00 
00 fd fd fd 00 fd fd fd 00 
fd 01 fd 01 00 00 fd 01 fd 
01 00 00 fd 01 fd 01 00 
00 fd 01 fd 01 00 00 fd 01 
fd 01 00 00 fd 01 fd 01 00 
00 fd 01 fd 01 00 31 02 
00 02 00 02 00 02 00 02 
00 02 00 02 00 02 00 02 
00 02 00 02 00 02 00 02 
00 02 00 02 00 02 00 02 
00 02 00 02 00 02 00 02 
00 02 00 02 00 02 00 02 
00 0b 01 00 00 fd 01 fd 
01 00 31 00 02 00 02 00 
02 00 02 00 02 00 02 00 
02 00 02 00 02 00 02 00 
02 00 02 00 02 00 02 00 
02 00 02 00 02 00 02 00 
02 00 02 00 02 00 02 00 
02 00 02 00 00 0b 01 00 
00 fd 01 fd 01 00 31 02 
00 02 00 02 00 02 00 02 
00 02 00 02 00 02 00 02 
00 02 

BMDJ(;111 success or wait 2 42CD12 WriteFile

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\dlProgres
s.png

0 243 fd 50 4e 47 0d 0a 1a 0a 
00 00 00 0d 49 48 44 52 
00 00 00 79 00 00 00 10 
08 06 00 00 00 32 01 fd 
fd 00 00 00 04 67 41 4d 
41 00 00 fd fd 0b fd 61 05 
00 00 00 01 73 52 47 42 
00 fd fd 1c fd 00 00 00 09 
70 48 59 73 00 00 0e fd 
00 00 0e fd 01 fd 2b 0e 
1b 00 00 00 19 74 45 58 
74 53 6f 66 74 77 61 72 
65 00 41 64 6f 62 65 20 
49 6d 61 67 65 52 65 61 
64 79 71 fd 65 3c 00 00 
00 63 49 44 41 54 58 47 
fd fd fd 0d fd 20 0c 40 fd 
fd 5e 4e fd fd fd 1c 0c fd 
fd 1b fd 49 fd 7f 17 a9 49 
fd fd fd 36 fd 1e fd fd fd 
77 fd 7a fd fd fd 7c fd 2f 
72 5f fd 6a fd 5c 23 f5 fd 
57 fd 19 19 fd fd 00 46 06 
30 32 fd fd 01 fd 0c 60 64 
00 23 03 18 19 fd fd 00 
1e 28 00 3c 35 fd 17 71 
03 fd 34 23 fd 63 fb 24 00 
00 00 00 49 45 4e 44 fd 
42 60 fd 

PNGIHDRy2gAMAasRG
BpHYs+tEXtSof
twareAdobe 
ImageReadyqe<cIDATX
G 
@^NII6wz|/r_j\#WF02`d#
(<5q4#c$IENDB`

success or wait 2 42CD12 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\FileOpera
tions.dll

0 51200 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 18 01 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 5c 6d 
fd 46 18 0c fd 15 18 0c fd 
15 18 0c fd 15 fd fd 39 15 
17 0c fd 15 fd fd 3b 15 fd 
0c fd 15 fd fd 3a 15 06 0c 
fd 15 0b 6a fd 14 0f 0c fd 
15 0b 6a fd 14 39 0c fd 
15 0b 6a fd 14 26 0c fd 
15 59 6b fd 14 19 0c fd 
15 11 74 5b 15 01 0c fd 
15 18 0c fd 15 0a 0d fd 
15 59 6b fd 14 2e 0c fd 
15 59 6b fd 14 19 0c fd 
15 59 6b 37 15 19 0c fd 
15 18 0c 5f 15 19 0c fd 15 
59 6b fd 14 19 0c fd 

MZ@!L!This program 
cannot be run in DOS 
mode.$\mF9;:jj9j&Ykt
[Yk.YkYk7_Yk

success or wait 9 42CD12 WriteFile

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\PowerShel
lscriptLauncher.dll

0 51200 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 10 01 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 fd fd 
74 6e fd fd 1a 3d fd fd 1a 
3d fd fd 1a 3d 46 6f fd 3d 
fd fd 1a 3d 46 6f fd 3d 7f 
fd 1a 3d 46 6f fd 3d fd fd 
1a 3d fd 19 3c fd fd 1a 3d 
fd 1e 3c fd fd 1a 3d fd 1f 
3c fd fd 1a 3d fd fd fd 3d 
fd fd 1a 3d fd fd 1b 3d 5d 
fd 1a 3d fd fd 13 3c fd fd 
1a 3d fd fd 1a 3c fd fd 1a 
3d fd fd fd 3d fd fd 1a 3d 
fd fd 3d fd fd 1a 3d fd fd 
18 3c fd fd 1a 3d 52 69 
63 68 fd fd 1a 

MZ@!L!This program 
cannot be run in DOS 
mode.$tn===Fo==Fo==F
o==<=<=<====]=<=
<=====<=Rich

success or wait 10 42CD12 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\Prereq.dll

0 51200 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 18 01 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 fd 29 
fd 2a fd 48 fd 79 fd 48 fd 
79 fd 48 fd 79 7a fd 1d 79 
fd 48 fd 79 7a fd 1f 79 5b 
48 fd 79 7a fd 1e 79 fd 48 
fd 79 fd 2e fd 78 fd 48 fd 
79 fd 2e fd 78 fd 48 fd 79 
fd 2e fd 78 fd 48 fd 79 fd 
30 6f 79 fd 48 fd 79 fd 30 
68 79 fd 48 fd 79 fd 30 7f 
79 fd 48 fd 79 fd 48 fd 79 
fd 49 fd 79 fd 2f fd 78 fd 
48 fd 79 fd 2f fd 78 fd 48 
fd 79 fd 2f 13 79 fd 48 fd 
79 fd 48 7b 79 fd 48 fd 

MZ@!L!This program 
cannot be run in DOS 
mode.$)*HyHyHyzyHyzy
[HyzyHy.xHy.xHy.xHy0oy
Hy0hyHy0
yHyHyIy/xHy/xHy/yHyH{y
H

success or wait 9 42CD12 WriteFile

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\aicustact.dll

0 51200 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 18 01 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 5a 03 
10 fd 1e 62 7e fd 1e 62 
7e fd 1e 62 7e fd fd fd fd 
fd 11 62 7e fd fd fd fd fd 
fd 62 7e fd fd fd fd fd 00 
62 7e fd 0d 04 7d fd 09 
62 7e fd 0d 04 7a fd 3e 
62 7e fd 0d 04 7b fd 29 
62 7e fd 17 1a fd fd 1d 62 
7e fd 17 1a fd fd 03 62 7e 
fd 1e 62 7f fd 33 63 7e fd 
5f 05 77 fd 56 62 7e fd 5f 
05 7e fd 1f 62 7e fd 5f 05 
fd fd 1f 62 7e fd 1e 62 fd 
fd 1f 62 7e fd 5f 05 7c fd 
1f 62 7e 

MZ@!L!This program 
cannot be run in DOS 
mode.$Zb~b~b~b~b~b~}
b~z>b~
{)b~b~b~b3c~_wVb~_~b
~_b~bb~_|b~

success or wait 7 42CD12 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\lzmaextra
ctor.dll

0 12960 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 54 6d 
fd 3f 10 0c fd 6c 10 0c fd 
6c 10 0c fd 6c 19 74 20 
6c 1f 0c fd 6c 10 0c fd 6c 
2a 0c fd 6c 51 6b fd 6d 15 
0c fd 6c 51 6b fd 6d 11 
0c fd 6c 51 6b 4c 6c 11 
0c fd 6c 10 0c 24 6c 11 
0c fd 6c 51 6b fd 6d 11 
0c fd 6c 52 69 63 68 10 
0c fd 6c 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 50 45 00 00 4c 
01 05 00 2f 55 5b 00 00 
00 00 00 00 00 00 fd 00 
02 21 0b 01 0e 0e 00 06 
00 

MZ@!L!This program 
cannot be run in DOS 
mode.$Tm?lllt lll*lQ
kmlQkmlQkLll$llQkmlRic
hlPELU[!

success or wait 2 42CD12 WriteFile

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\radioWait
ing.gif

0 51200 47 49 46 38 39 61 73 00 
73 00 fd fd 00 52 fd fd 6b 
fd fd 1b fd 82 fd fd fd fd fd 
00 71 fd 33 fd fd 71 fd fd 
62 fd fd 09 7c db fd fd 43 
fd fd 04 79 fd 23 fd fd 29 
fd fd fd fd fd fd fd fd 01 78 
fd fd fd fd fd fd fd 12 7b 
e2 fd fd 11 fd fd 79 fd fd 
00 74 fd fd fd fd 4b fd fd 
fd fd fd fd fd fd 39 fd a6 fd 
fd 49 fd fd fd fd fd fd fd fd 
42 fd fd 01 76 fd 00 69 fd 
fd fd fd 5a fd fd 05 7c fd 
33 fd fd 00 6d fd 3d fd fd 
1b fd 7d fd fd 08 79 fd fd 
fd fd 0a 72 fd 0d 7d fd 7d 
fd fd 00 6c fd fd fd fd fd fd 
fd 22 fd 95 fd fd fd fd fd 
59 fd b9 fd fd fd fd fd fd fd 
fd fd fd fd 15 fd 7e fd fd 
12 fd fd 09 7e fd fd fd fd 
0d 7e fd 2d fd fd 00 62 fd 
fd fd fd 5d fd fd 18 7c fd 
fd fd fd 05 74 fd fd fd fd 
00 65 fd fd fd fd fd fd fd 3b 
fd fd 68 fd 

GIF89assRkq3qb|Cy#)x{
ytK9IBviZ|3m=yr}}l"Y~~-
b]|te;h

success or wait 3 42CD12 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\cmdlinkar
row

0 2862 00 00 01 00 03 00 10 10 
10 00 00 00 04 00 28 01 
00 00 36 00 00 00 10 10 
00 00 00 00 08 00 68 05 
00 00 5e 01 00 00 10 10 
00 00 00 00 20 00 68 04 
00 00 fd 06 00 00 28 00 
00 00 10 00 00 00 20 00 
00 00 01 00 04 00 00 00 
00 00 fd 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 fd 00 00 fd 
00 00 00 fd fd 00 fd 00 00 
00 fd 00 fd 00 fd fd 00 00 
fd fd fd 00 fd fd fd 00 00 
00 fd 00 00 fd 00 00 00 fd 
fd 00 fd 00 00 00 fd 00 fd 
00 fd fd 00 00 fd fd fd 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 00 
00 00 0f fd fd 00 00 00 00 
00 0f fd fd fd 00 00 00 00 
0f fd fd fd 00 00 00 fd fd 
fd fd fd fd 00 fd fd 77 76 
fd fd fd 00 fd 22 22 22 22 
22 6f 00 fd 22 22 22 22 
22 6f 00 fd 77 77 77 22 
22 fd 00 00 fd fd fd 22 2f 
fd 00 00 

(6h^ h( 
wv"""""o"""""owww"""/

success or wait 2 42CD12 WriteFile

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\tempFiles.dll

0 51200 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 08 01 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 fd fd 
80 fd b8 fd fd b8 fd fd b8 
fd 66 4a 49 fd fd b8 fd 66 
4a 4b fd 5e b8 fd 66 4a 
4a fd fd b8 fd fd fd fd fd fd 
b8 fd fd fd fd fd fd b8 fd fd 
fd fd fd fd b8 fd ee 2b fd 
fd b8 fd fd b9 fd 50 b8 d3 
fd fd fd fd b8 d3 fd fd fd fd 
b8 d3 fd 47 fd fd b8 fd fd 
fd 2f fd fd b8 d3 fd fd fd fd 
b8 fd 52 69 63 68 fd b8 

MZ@!L!This program 
cannot be run in DOS 
mode.$fJIfJK^fJJ+PG/
Rich

success or wait 5 42CD12 WriteFile

C:\Users\user\AppData\Local\Te
mp\AI_EXTUI_BIN_6084\publicSof
twareBanner.bmp

0 51200 42 4d fd 7a 10 00 00 00 
00 00 36 00 00 00 28 00 
00 00 fd 07 00 00 fd 00 
00 00 01 00 18 00 00 00 
00 00 00 00 00 00 fd 0e 
00 00 fd 0e 00 00 00 00 
00 00 00 00 00 00 fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd 

BMz6( success or wait 23 42CD12 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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File Path Offset Length Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe unknown 1024 success or wait 7 42668A ReadFile

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe unknown 74 success or wait 1 4266F7 ReadFile

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe unknown 65536 success or wait 6 4139E2 ReadFile

C:\Users\user\AppData\Local\Temp\DL2.tmp\DLC3A4.exe unknown 65536 success or wait 3 4139E2 ReadFile

Target ID: 19

Start time: 15:05:23

Start date: 20/04/2022

Path: C:\Windows\System32\msiexec.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\msiexec.exe /V

Imagebase: 0x7ff774db0000

File size: 66048 bytes

MD5 hash: 4767B71A318E201188A0D0A420C8B608

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

Target ID: 21

Start time: 15:05:26

Start date: 20/04/2022

Path: C:\Windows\SysWOW64\msiexec.exe

Wow64 process (32bit): true

Commandline: C:\Windows\syswow64\MsiExec.exe -Embedding A63054042D1C239EA3B02585E95E450D C

Imagebase: 0x840000

File size: 59904 bytes

MD5 hash: 12C17B5A5C2A7B97342C362CA467E9A2

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

File Read

Analysis Process: msiexec.exe PID: 5484, Parent PID: 588

General

Analysis Process: msiexec.exe PID: 6748, Parent PID: 5484

General

File Activities

Registry Activities
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Target ID: 22

Start time: 15:05:28

Start date: 20/04/2022

Path: C:\Windows\System32\msiexec.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\MsiExec.exe -Embedding A71763BA0B19F12D058A5205CCDD4884 C

Imagebase: 0x7ff774db0000

File size: 66048 bytes

MD5 hash: 4767B71A318E201188A0D0A420C8B608

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

⊘ No disassembly

Analysis Process: msiexec.exe PID: 6744, Parent PID: 5484

General

Registry Activities

Disassembly
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