
ID: 612093
Cookbook: browseurl.jbs
Time: 15:05:38
Date: 20/04/2022
Version: 34.0.0 Boulder Opal
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Created / dropped Files
C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic
C:\Users\user\AppData\Local\Google\Chrome\User Data\32be4f4b-07f7-405c-9fad-170c933024bd.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\3dc399e9-a984-431e-91bb-0927405f99e8.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\45bf0c52-4e82-42f1-8704-22764bcb5a3c.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\67185b27-6fbb-4033-b199-7aee576e1e60.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\9b3f547e-d57e-4ab6-aab1-bfbfced6172b.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\004e9c41-aebc-4653-8fbf-1a63d87e0e18.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\067ac679-955c-407e-b598-e751538ac496.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\1ae533a5-6eb7-4fec-bb41-5eb42ec4e2ee.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8ad0ae65-185a-4a5d-a193-0b175c55b20a.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\95fcf2a0-1ddf-4f9d-8de0-b1f85af598e6.tmp
C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\computed_hashes.json
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State
(copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\a0170a41-83ef-4e17-8b2c-
417280d237d3.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\43013056-4f43-4af5-9f3a-
aeb22d50a6a2.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Network Persistent State
(copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\c3db78ea-88d0-496c-87bc-02d679b72f5a.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\dd3494ba-e87d-4bac-962d-78c97a2bf9f7.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ee62dabd-a9aa-47e6-b999-640e5c957c24.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\f506034a-90a4-453a-98f5-1ed74b6e50b2.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\b0b5477c-8888-4ad8-91eb-88869ba271a3.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\c3c3728d-3b26-4657-bed4-1ac424483849.tmp
C:\Users\user\AppData\Local\Temp\53efae0e-183a-4d0e-adad-95c9c9f58b07.tmp
C:\Users\user\AppData\Local\Temp\5cf8d1c9-6bcf-4acb-8954-b9d219551000.tmp
C:\Users\user\AppData\Local\Temp\77cd821a-d9a4-4718-8b8a-ebcc2a12efb3.tmp
C:\Users\user\AppData\Local\Temp\a488b525-2b3d-4ef0-a571-d7f27dd11daf.tmp
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\5cf8d1c9-6bcf-4acb-8954-b9d219551000.tmp
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\am\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\ar\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\bg\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\bn\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\ca\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\cs\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\da\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\de\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\el\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\en\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\es\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\et\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\fa\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\fi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\fil\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\fr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\gu\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\hi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\hr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\hu\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\id\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\it\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\iw\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\ja\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\kn\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\ko\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\lt\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\lv\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\ml\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\mr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\ms\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\nb\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\nl\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\pl\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\pt\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\ro\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\ru\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\sk\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\sl\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\sr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\sv\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\sw\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\ta\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\te\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\th\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\tr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\uk\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\manifest.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_350061846\77cd821a-d9a4-4718-8b8a-ebcc2a12efb3.tmp
C:\Users\user\AppData\Local\Temp\scoped_dir244_350061846\CRX_INSTALL\_locales\bg\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_350061846\CRX_INSTALL\_locales\ca\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_350061846\CRX_INSTALL\_locales\cs\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_350061846\CRX_INSTALL\_locales\da\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_350061846\CRX_INSTALL\_locales\de\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_350061846\CRX_INSTALL\_locales\el\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_350061846\CRX_INSTALL\_locales\en\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir244_350061846\CRX_INSTALL\_locales\en_GB\messages.json

Static File Info
Network Behavior

Network Port Distribution
TCP Packets
UDP Packets
DNS Queries
DNS Answers
HTTP Request Dependency Graph
HTTPS Proxied Packets
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Statistics
Behavior

System Behavior
Analysis Process: chrome.exePID: 244, Parent PID: 1804

General
File Activities
Registry Activities

Key Value Modified

Analysis Process: chrome.exePID: 4528, Parent PID: 244
General
File Activities

Disassembly

Copyright Joe Security LLC 2022 Page 4 of 152



Windows Analysis Report 
https://elat.login.em2.oraclecloud.com/

Overview

General Information

Sample URL:
https://elat.login.em2.oracl
ecloud.com/

Analysis ID: 612093

Infos:

Detection

Score: 1

Range: 0 - 100

Whitelisted: false

Confidence: 80%

Signatures

HTML body contains low number of …

Found iframes

No HTML title found

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

chrome.exe (PID: 244 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "https://elat.login.em2.oraclecloud.com/ MD5:

C139654B5C1438A95B321BB01AD63EF6)
chrome.exe (PID: 4528 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-

handle=1564,4189028840944135452,11641106626661894823,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1904 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

cleanup

⊘ No configs have been found

⊘ No yara matches

⊘ No Sigma rule has matched

Process Tree

Malware Configuration

Yara Signatures

Sigma Signatures
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There are no malicious signatures, There are no malicious signatures, click here to show all signaturesclick here to show all signatures ..

⊘ No Snort rule has matched

Initial
Access

Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery
Lateral
Movement

Collection Exfiltration
Command
and
Control

Network
Effects

Remote
Service
Effects
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1
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e

Windows
Manageme
nt
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ation
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n

1
Process
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3
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ng

OS
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System
Service
Discovery

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

1
Encrypted
Channel
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on Insecure
Network
Communic
ation

Remotely
Track
Device
Without
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on

Modify
System
Partition

Default
Accounts

Scheduled
Task/Job

Boot or
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n Scripts

Boot or
Logon
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n Scripts

1
Process
Injection

LSASS
Memory

Application
Window
Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

4
Non-
Application
Layer
Protocol

Exploit SS7
to Redirect
Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorizati
on

Device
Lockout

Domain
Accounts

At (Linux) Logon
Script
(Windows)

Logon
Script
(Windows)

Obfuscated
Files or
Information

Security
Account
Manager

Query
Registry

SMB/Wind
ows Admin
Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

5
Application
Layer
Protocol

Exploit SS7
to Track
Device
Location

Obtain
Device
Cloud
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Delete
Device
Data

Local
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At
(Windows)
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Script
(Mac)

Logon
Script
(Mac)

Binary
Padding

NTDS System
Network
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on
Discovery

Distributed
Component
Object
Model

Input
Capture

Scheduled
Transfer

3
Ingress
Tool
Transfer

SIM Card
Swap

Carrier
Billing
Fraud

Snort Signatures

Joe Sandbox Signatures

Mitre Att&ck Matrix

Behavior Graph
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Behavior Graph
ID: 612093

URL: https://elat.login.em2.orac...

Startdate: 20/04/2022

Architecture: WINDOWS

Score: 1

fa-elat-saasfaprod1.fa-origin.ocs.oraclecloud.com fa-750A37A5DC58452ABD03D0897D27C591.fa-origin.ocs.oraclecloud.com 2 other IPs or domains

chrome.exe

14 339

        started       

192.168.2.1

unknown

unknown

192.168.2.5

unknown

unknown

239.255.255.250

unknown

Reserved

chrome.exe

22

        started       

fa-750A37A5DC58452ABD03D0897D27C591.fa-origin.ocs.oraclecloud.com

138.1.2.10, 443, 49747, 49748

ORACLE-BMC-31898US

United States

accounts.google.com

142.250.185.205, 443, 49746

GOOGLEUS

United States

9 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails
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Source Detection Scanner Label Link

https://elat.login.em2.oraclecloud.com/ 0% Virustotal Browse

https://elat.login.em2.oraclecloud.com/ 0% Avira URL Cloud safe

⊘ No Antivirus matches

⊘ No Antivirus matches

⊘ No Antivirus matches

Source Detection Scanner Label Link

https://dns.google 0% URL Reputation safe

https://www.google.com; 0% Avira URL Cloud safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright Joe Security LLC 2022 Page 8 of 152

https://www.virustotal.com/gui/url/e0810eb6d21f4e0fbe49f931478e7f2d263e055d126d784a5b0be05e082e3110/detection/u-e0810eb6d21f4e0fbe49f931478e7f2d263e055d126d784a5b0be05e082e3110-1602772224


Name IP Active Malicious Antivirus Detection Reputation

accounts.google.com 142.250.185.205 true false high

clients.l.google.com 142.250.185.78 true false high

fa-750A37A5DC58452ABD03D0897D27C591.fa-
origin.ocs.oraclecloud.com

138.1.2.10 true false high

googlehosted.l.googleusercontent.com 142.250.185.65 true false high

clients2.googleusercontent.com unknown unknown false high

elat.login.em2.oraclecloud.com unknown unknown false high

clients2.google.com unknown unknown false high

elat.fa.em2.oraclecloud.com unknown unknown false high

Name Malicious Antivirus Detection Reputation

https://elat.login.em2.oraclecloud.com/oam/server/obrareq.cgi?
encquery%3DcVaa3zhXR6lV8dc30FNvTXQwowrRZ0cq4epnal5nzYAZpRBIPF0w4dSZYgHnOhlCWf
hBXvFqb11OxeWj7cndXfhtfAozb5xMjZvCGD3D3YZkWrnXVonm0cPM7n6PXQNNjbKJFJz7dJzBOC
xntgkL6gHqI2Uu65Jp6mqHKrU8ROkwdlrTovDnVxZsbV4cZeejO9Zt5HqoIoIxC%2BhqogTp1XI164b7
NYMLWtCSGGIAmALJJuibHhhMl8SxUwVGQ%2FsgpK6et%2Bvk%2F3m6Ne1dCYiaiaL5NRKM%2
BIjjETr25w%2B0eNw4eG%2FpfxMKMPSw76ODImcJiKyrDx0DMwndSFt8toZoziqJdf6z1p%2BYuKT
KDXg3kwvnJS5HDHsUvFGIJhV%2FcGzFeQhvoee11typqnccHKi6LOZQD7SeDImZMBIU5ZIIazEGy
%2F%2FTEo1iNoKL5MpD%2FYG7lLB0%2F3v2%2FYzdv1%2Bm08KYg3IV1EsofYiMtcxTWmMeOh
tb9T2jvjTtx5VQrGYUkSbUoMK5hDA%2B8eCcyvkq0nKK%2FBMIGexEjuTqZBP4HEY%2B8Lh2Bo9
a1cgVvLOVFjI5vVx%2FGMgfUZhowQnU%2BLe%2FZgutAFtHCtazOSE1jPWoiTrwuarLRf1eIOXoxR
Jad9W2HPfhyBjGgcmF6mklI%2FXyTHfD8%2BKoyZHIbHVJ9O1%2BgMQP8VjsA6vl1yU5j5UYZQY
3Y2ohHnm4mg5S3PQunH1povzqqmS6V2CvBOzD9fqS%2BscGkk6x%2BncGuphJIFH%2FzEFdItM
zxEWdFCXVvYzPJSPWRUF5%2B2gwfKU8SWd9OjX8tMzdIwB0bxJDaQCV6jaClFZMwSL7YfDcLM
W56d4VXfLviJUFusp5Bh1BpeMhEi2WCdjrY4PwPSrOpo2BSZcqoGbkmPXQVrEc9UERZDkiD6ifFv
Wwsx3NhK2I2joX2Pkod09h5T4C%2FpvJtY5FxRcZ0GUtQHAJIVhBPD%2FKByCWEzClBGAdVNlP
YUQFtkjlZRsZwX2zX58zBHkCnB%2BEMQxvmp2pTBFCtXuOq5lYWCbyFKd3rryejMiHeXKlwGPn4
RMn7jM3onUvanhRGMct1xl5sy%2BptJia0XrHmLIFaOYxiLz1AJXyWYWl8q%2FwFOrFUbtyZTCyTU
ceI%2FavrVcsXvOJ37GBRClqf0ZWLMviMKHD8QfRzW7dtDz9gI6mL3953lDOOYcKA4oC28y1cG0
GcQbJCL2mT0LqkpWM3FwmUVJlM4FprzNC8m9BeDtUt73QoW2FHQr%2BtLwJPBLpuHr%2BAO5
UZSxsSFkKfBrnXfQ8tRrR%2BJX6ohJONyFWlLBgBw3BfHIEVJXYNfGVQyA8vdp%2ByGCHO%2FP
DPeRnAI9o1PuAgRHeDbpc60nkGtEPg74kv7%2FkuvAZPURfexRHhaGlS0UXt1T3oro%2B7MfY42
%2BPYIwl0n1FMarCDeRZeqa6SiQb4bKoMIO2CJZ2hKpe4ri3nhA7Dm1IL%2F37k54E9zu2p25NzTG
rKXIWhJ%2Fmq%2Fa8SMnQry7Tx65TMmI1IXtmVR7nPnNJ4hK%2F%2BaFPkQ9bPtypX2ubANR3
XHCQoRbdPfQPbjhUcU%2FjSafmCFj3ELl5wVv4pdVxkmyjWDrsHgC5jNQlTfQjsQHCKz%2BzMbg7
Mw1BRlriMvcr8lNak3I1TqmTm04JP40q4XDOaGKTyYAC%20agentid%3DOraFusionApp_11AG%20
ver%3D1%20crmethod%3D2%26cksum%3Df45de834eca559d2e8ce3e4c5cbfb73b984d7842&ECID-
Context=1.005rHMfRAP_7U8F_v1h8iX0003KJ0000Tg%3BkXjE

false high

https://elat.login.em2.oraclecloud.com/fusion_apps/global/ver16/loginJS.js false high

https://clients2.googleusercontent.com/crx/blobs/Acy1k0bLIjHsvnKaKN_oRpVaYYvFs25d7GKYF1W
XrT6yizCMksBO0c_ggE0B6tx6HPRHe6q1GOEe3_NcIbSiGG8kXeLMUY0sAKVvC6R89zvKM13s5V
qoAMZSmuUgjQL5vlygJuArQghXXE_qTL7NlQ/extension_8520_615_0_5.crx

false high

https://elat.fa.em2.oraclecloud.com/hcmUI/faces/ForgotPassword?
backUrl=https%3A%2F%2Felat.fa.em2.oraclecloud.com%2FfscmUI%2FadfAuthentication%3Flevel
%3DFORM%26success_url%3D%252FfscmUI%252Ffaces%252FAtkHomePageWelcome%253F_a
frLoop%253D8019665397123558%2526_afrWindowMode%253D0%2526_afrWindowId%253Dnull%2
526_adf.ctrl-
state%253D17ya1k2qr4_1%2526_afrFS%253D16%2526_afrMT%253Dscreen%2526_afrMFW%253
D1280%2526_afrMFH%253D869%2526_afrMFDW%253D1280%2526_afrMFDH%253D1024%2526_
afrMFC%253D8%2526_afrMFCI%253D0%2526_afrMFM%253D0%2526_afrMFR%253D96%2526_a
frMFG%253D0%2526_afrMFS%253D0%2526_afrMFO%253D0%2526_adf.no-new-window-
redirect%253Dtrue&_afrLoop=8019671113968701&_afrWindowMode=0&_afrWindowId=null&_adf.ctr
l-
state=xveydwhpv_1&_afrFS=16&_afrMT=screen&_afrMFW=1280&_afrMFH=869&_afrMFDW=1280
&_afrMFDH=1024&_afrMFC=8&_afrMFCI=0&_afrMFM=0&_afrMFR=96&_afrMFG=0&_afrMFS=0&_
afrMFO=0

false high

Domains and IPs

Contacted Domains

Contacted URLs
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https://elat.login.em2.oraclecloud.com/oam/server/obrareq.cgi?
encquery%3DcVaa3zhXR6lV8dc30FNvTXQwowrRZ0cq4epnal5nzYAZpRBIPF0w4dSZYgHnOhlCWf
hBXvFqb11OxeWj7cndXfhtfAozb5xMjZvCGD3D3YZkWrnXVonm0cPM7n6PXQNNjbKJFJz7dJzBOC
xntgkL6gHqI2Uu65Jp6mqHKrU8ROkwdlrTovDnVxZsbV4cZeejO9Zt5HqoIoIxC%2BhqogTp1XI164b7
NYMLWtCSGGIAmALJJuibHhhMl8SxUwVGQ%2FsgpK6et%2Bvk%2F3m6Ne1dCYiaiaL5NRKM%2
BIjjETr25w%2B0eNw4eG%2FpfxMKMPSw76ODImcJiKyrDx0DMwndSFt8toZoziqJdf6z1p%2BYuKT
KDXg3kwvnJS5HDHsUvFGIJhV%2FcGzFeQhvoee11typqnccHKi6LOZQD7SeDImZMBIU5ZIIazEGy
%2F%2FTEo1iNoKL5MpD%2FYG7lLB0%2F3v2%2FYzdv1%2Bm08KYg3IV1EsofYiMtcxTWmMeOh
tb9T2jvjTtx5VQrGYUkSbUoMK5hDA%2B8eCcyvkq0nKK%2FBMIGexEjuTqZBP4HEY%2B8Lh2Bo9
a1cgVvLOVFjI5vVx%2FGMgfUZhowQnU%2BLe%2FZgutAFtHCtazOSE1jPWoiTrwuarLRf1eIOXoxR
Jad9W2HPfhyBjGgcmF6mklI%2FXyTHfD8%2BKoyZHIbHVJ9O1%2BgMQP8VjsA6vl1yU5j5UYZQY
3Y2ohHnm4mg5S3PQunH1povzqqmS6V2CvBOzD9fqS%2BscGkk6x%2BncGuphJIFH%2FzEFdItM
zxEWdFCXVvYzPJSPWRUF5%2B2gwfKU8SWd9OjX8tMzdIwB0bxJDaQCV6jaClFZMwSL7YfDcLM
W56d4VXfLviJUFusp5Bh1BpeMhEi2WCdjrY4PwPSrOpo2BSZcqoGbkmPXQVrEc9UERZDkiD6ifFv
Wwsx3NhK2I2joX2Pkod09h5T4C%2FpvJtY5FxRcZ0GUtQHAJIVhBPD%2FKByCWEzClBGAdVNlP
YUQFtkjlZRsZwX2zX58zBHkCnB%2BEMQxvmp2pTBFCtXuOq5lYWCbyFKd3rryejMiHeXKlwGPn4
RMn7jM3onUvanhRGMct1xl5sy%2BptJia0XrHmLIFaOYxiLz1AJXyWYWl8q%2FwFOrFUbtyZTCyTU
ceI%2FavrVcsXvOJ37GBRClqf0ZWLMviMKHD8QfRzW7dtDz9gI6mL3953lDOOYcKA4oC28y1cG0
GcQbJCL2mT0LqkpWM3FwmUVJlM4FprzNC8m9BeDtUt73QoW2FHQr%2BtLwJPBLpuHr%2BAO5
UZSxsSFkKfBrnXfQ8tRrR%2BJX6ohJONyFWlLBgBw3BfHIEVJXYNfGVQyA8vdp%2ByGCHO%2FP
DPeRnAI9o1PuAgRHeDbpc60nkGtEPg74kv7%2FkuvAZPURfexRHhaGlS0UXt1T3oro%2B7MfY42
%2BPYIwl0n1FMarCDeRZeqa6SiQb4bKoMIO2CJZ2hKpe4ri3nhA7Dm1IL%2F37k54E9zu2p25NzTG
rKXIWhJ%2Fmq%2Fa8SMnQry7Tx65TMmI1IXtmVR7nPnNJ4hK%2F%2BaFPkQ9bPtypX2ubANR3
XHCQoRbdPfQPbjhUcU%2FjSafmCFj3ELl5wVv4pdVxkmyjWDrsHgC5jNQlTfQjsQHCKz%2BzMbg7
Mw1BRlriMvcr8lNak3I1TqmTm04JP40q4XDOaGKTyYAC%20agentid%3DOraFusionApp_11AG%20
ver%3D1%20crmethod%3D2%26cksum%3Df45de834eca559d2e8ce3e4c5cbfb73b984d7842&ECID-
Context=1.005rHMfRAP_7U8F_v1h8iX0003KJ0000Tg%3BkXjE

false high

https://elat.login.em2.oraclecloud.com/ false high

https://elat.login.em2.oraclecloud.com/fusion_apps/global/images/Oracle_rgb_black.svg false high

https://elat.login.em2.oraclecloud.com/fusion_apps/global/ver16/loginTemplate.css false high

https://clients2.google.com/service/update2/crx?
os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=85.0.4183.121&lang=en-
US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%26install
edby%3Dother%26uc%26ping%3Dr%253D-
1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby
%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

false high

https://accounts.google.com/ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard false high

https://elat.login.em2.oraclecloud.com/fusion_apps/global/ver16/messages.js false high

https://elat.login.em2.oraclecloud.com/oam/server/obrareq.cgi?
encquery%3DE2QgCGG7vB7rys%2B2y05ELHml6HXOEUIn%2BrxRA7BFYK6uFiMuDj72U2bptdogI
JmCBEYsyzEM95jsE7dtfNmLb5r5dExfHOjJW0gxvqHdpsURfEUheICfDHYAxVRRLlRXTOjGCdsPS
BJK7ba9wh1MGjkfvQYfzg7O2yY1RyAKDk2zLHz2B7x6pLJClJpDscMF%2Bd42kQToOrjzalJryGdVF
zjPeaeSZ2FpOAy9El%2FKUvfC3YenGAuOstSJU4WK%2F%2FP9Z17Z1towoCQ9nmxng8QxCkjwT
P1F7yUTeGhhgqUW66L944Bvn130BU1XOZGwic5tfjnKfU444Z5v5IhG0fDoNpHIs6jEIhYqoijaoQIRB
nw%3D%20agentid%3DOraFusionApp_11AG%20ver%3D1%20crmethod%3D2%26cksum%3D796b
e3e7391421379c0c20eeda30b158dc1de0b8&ECID-
Context=1.005rHMfNFqJ7U8F_v1g8yX0001EQ0005Vg%3BkXjE

false high

https://elat.login.em2.oraclecloud.com/fusion_apps/global/images/colorstrip_redwood_desktop.png
false high

https://elat.login.em2.oraclecloud.com/fusion_apps/global/ver16/loginTemplate_rtl.css false high

https://elat.login.em2.oraclecloud.com/fusion_apps/global/ver16/config.js false high

https://elat.login.em2.oraclecloud.com/favicon.ico false high

Name Malicious Antivirus Detection Reputation

Name Source Malicious Antivirus Detection Reputation

https://elat.fa.em2.oraclecloud.com/homePage/faces/A
tkHomePageWelcome2

History Provider Cache.1.dr false high

https://www.google.com/images/cleardot.gif craw_window.js.1.dr false high

https://elat.fa.em2.oraclecloud.com/fscmUI/adfAuthenti
cation?
level=FORM&success_url=%2FfscmUI%2Fface

History Provider Cache.1.dr false high

https://play.google.com 8ad0ae65-185a-4a5d-a193-0b175c55b20a.tmp.2.dr, 
f506034a-90a4-453a-98f5-1ed74b6e50b2.tmp.2.dr

false high

https://elat.login.em2.oraclecloud.com/oam/server/obra
req.cgi?
encquery%3DE2QgCGG7vB7rys%2B2y05ELHml6

History Provider Cache.1.dr false high

https://sandbox.google.com/payments/v4/js/integrator.j
s

manifest.json.1.dr, craw_window.js.1.dr false high

https://elat.fa.em2.oraclecloud.com/obrar.cgi?
encreply=gI/jvlgNsGnALkfFF06VNepo/JilFZuskf1eg

History Provider Cache.1.dr false high

https://accounts.google.com/MergeSession craw_window.js.1.dr false high

URLs from Memory and Binaries
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https://elat.fa.em2.oraclecloud.com/hcmCore/faces/For
gotPassword?
backUrl=https%3A%2F%2Felat.fa.em2.o

History Provider Cache.1.dr false high

https://www.google.com manifest.json0.1.dr, 8ad0ae65-185a-4a5d-a193-0b175
c55b20a.tmp.2.dr, f506034a-90a4-453a-98f5-
1ed74b6e50b2.tmp.2.dr

false high

https://accounts.google.com manifest.json0.1.dr, 8ad0ae65-185a-4a5d-a193-0b175
c55b20a.tmp.2.dr, f506034a-90a4-453a-98f5-
1ed74b6e50b2.tmp.2.dr

false high

https://apis.google.com manifest.json0.1.dr, 8ad0ae65-185a-4a5d-a193-0b175
c55b20a.tmp.2.dr, f506034a-90a4-453a-98f5-
1ed74b6e50b2.tmp.2.dr

false high

https://www.google.com/accounts/OAuthLogin?
issueuberauth=1

craw_window.js.1.dr false high

https://www-googleapis-
staging.sandbox.google.com

craw_background.js.1.dr, craw_window.js.1.dr false high

https://clients2.google.com 8ad0ae65-185a-4a5d-a193-0b175c55b20a.tmp.2.dr, 
f506034a-90a4-453a-98f5-1ed74b6e50b2.tmp.2.dr

false high

https://dns.google 43013056-4f43-4af5-9f3a-aeb22d50a6a2.tmp.2.dr, 8ad
0ae65-185a-4a5d-a193-0b175c55b20a.tmp.2.dr, 
f506034a-90a4-453a-98f5-1ed74b6e50b2.tmp.2.dr, 
a0170a41-83ef-4e17-8b2c-417280d237d3.tmp.2.dr

false URL Reputation: safe unknown

https://github.com/google/closure-
library/wiki/goog.module:-an-ES6-module-like-
alternative-to-goog.p

craw_background.js.1.dr, craw_window.js.1.dr false high

https://www.google.com/intl/en-
US/chrome/blank.html

craw_background.js.1.dr false high

https://elat.fa.em2.oraclecloud.com/fscmUI/faces/AtkH
omePageWelcome2

History Provider Cache.1.dr false high

https://ogs.google.com 8ad0ae65-185a-4a5d-a193-0b175c55b20a.tmp.2.dr, 
f506034a-90a4-453a-98f5-1ed74b6e50b2.tmp.2.dr

false high

https://payments.google.com/payments/v4/js/integrator
.js

manifest.json.1.dr, craw_window.js.1.dr false high

https://www.google.com; manifest.json0.1.dr false Avira URL Cloud: safe low

https://hangouts.google.com/ manifest.json0.1.dr false high

https://www.google.com/images/x2.gif craw_window.js.1.dr false high

https://elat.login.em2.oraclecloud.com/2 History Provider Cache.1.dr false high

https://www.google.com/images/dot2.gif craw_window.js.1.dr false high

https://elat.fa.em2.oraclecloud.com/hcmUI/faces/Forgo
tPassword?backUrl=https%3A%2F%2Felat.fa.em2.ora

History Provider Cache.1.dr false high

https://elat.fa.em2.oraclecloud.com/fscmUI/faces/AtkH
omePageWelcome?
_afrLoop=8019665397123558&_afrWi

History Provider Cache.1.dr false high

https://clients2.googleusercontent.com 8ad0ae65-185a-4a5d-a193-0b175c55b20a.tmp.2.dr, 
f506034a-90a4-453a-98f5-1ed74b6e50b2.tmp.2.dr

false high

https://www.google.com/ manifest.json.1.dr false high

https://feedback.googleusercontent.com manifest.json0.1.dr false high

https://elat.login.em2.oraclecloud.com/oam/server/obra
req.cgi?
encquery%3DcVaa3zhXR6lV8dc30FNvTXQwowr

History Provider Cache.1.dr false high

https://clients2.google.com/service/update2/crx manifest.json0.1.dr, manifest.json.1.dr false high

Name Source Malicious Antivirus Detection Reputation

World Map of Contacted IPs

Copyright Joe Security LLC 2022 Page 11 of 152



No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

142.250.185.78 clients.l.google.com United States 15169 GOOGLEUS false

142.250.185.205 accounts.google.com United States 15169 GOOGLEUS false

239.255.255.250 unknown Reserved unknown unknown false

138.1.2.10 fa-
750A37A5DC58452ABD0
3D0897D27C591.fa-
origin.ocs.oraclecloud.co
m

United States 31898 ORACLE-BMC-31898US false

142.250.185.65 googlehosted.l.googleuser
content.com

United States 15169 GOOGLEUS false

IP

192.168.2.1

192.168.2.3

192.168.2.5

127.0.0.1

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 612093

Start date and time: 20/04/202215:05:38 2022-04-20 15:05:38 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 5m 24s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: https://elat.login.em2.oraclecloud.com/

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

19

Public IPs

Private

General Information
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Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean1.win@28/146@7/9

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Browse: https://elat.fa.em2.oraclecloud.com/hcmCore/faces/ForgotPassword?backUrl=https%3A%2F%2Felat.fa.em2.oraclecloud.c
om%2FfscmUI%2FadfAuthentication%3Flevel%3DFORM%26success_url%3D%252FfscmUI%252Ffaces%252FA
tkHomePageWelcome%253F_afrLoop%253D8019665397123558%2526_afrWindowMode%253D0%2526_afrWindo
wId%253Dnull%2526_adf.ctrl-state%253D17ya1k2qr4_1%2526_afrFS%253D16%2526_afrMT%253Dscreen%
2526_afrMFW%253D1280%2526_afrMFH%253D869%2526_afrMFDW%253D1280%2526_afrMFDH%253D1024%2526_
afrMFC%253D8%2526_afrMFCI%253D0%2526_afrMFM%253D0%2526_afrMFR%253D96%2526_afrMFG%253D0%252
6_afrMFS%253D0%2526_afrMFO%253D0%2526_adf.no-new-window-redirect%253Dtrue

Exclude process from analysis (whitelisted): MpCmdRun.exe, audiodg.exe, BackgroundTransferHost.exe, RuntimeBroker.exe, SgrmBroker.exe, backgroundTaskHost.exe, conhost.exe,
svchost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (wh itelisted): 23.211.6.115, 142.250.184.195, 142.250.184.206, 2.20.19.189, 74.125.153.202, 34.104.35.123, 142.250.185.234, 142.250.185.195,
142.250.186.42, 142.250.186.74, 142.250.186.106, 142.250.186.138, 172.217.18.106, 142.250.186.170, 172.217.23.106, 216.58.212.138, 142.250.185.74, 142.250.185.106,
142.250.185.138, 142.250.185.170, 142.250.185.202, 142.250.184.202, 142.250.181.234, 80.67.82.235, 80.67.82.242
Excluded domains from analysis (whitelisted): client.wns.windows.com, fs.microsoft.com, content-autofill.googleapis.com, store-images.s-microsoft.com-c.edgekey.net, clientservices.
googleapis.com, www.googleapis.com, e13865.x.akamaiedge.net, a1449.dscg2.akamai.net, arc.msn.com, r5---sn-4g5edn6r.gvt1.com, e12564.dspb.akamaiedge.net, redirector.gvt1.com,
edgedl.me.gvt1.com, login.live.com, store-images.s-microsoft.com, update.googleapis.com, r5.sn-4g5edn6r.gvt1.com, www.gstatic.com, img-prod-cms-rt-microsoft-com.akamaized.net,
pods-fa.em2.oraclecloud.com.edgekey.net
Not all processes where analyzed, report is missing behavior  information
Report size getting too big, t oo many NtCreateFile calls found.
Report size getting too big, t oo many NtOpenFile calls found.
Report size getting too big, t oo many NtWriteVirtualMemory calls found.

⊘ No simulations

⊘ No context

⊘ No context

⊘ No context

Warnings

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs
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⊘ No context

⊘ No context

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit): 5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBlESBw4p6:NfOCzvRKhGvwJ

MD5: A78AD14E77147E7DE3647E61964C0335

SHA1: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0E893FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDE0DFBB19CB31C506F7DE97AF67C2F244F7E7E8E10648EA8321
101

Malicious: false

Reputation: low

Preview: BDic.... ....6...."..Z..4g....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF 
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF 
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF 
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF I.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS
.AF PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF 
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 200763

Entropy (8bit): 6.073910446203212

Encrypted: false

SSDEEP: 3072:8hgZck8QfqocbnZGkHw0ygtYEC1RTFcbXafIB0u1GOJmA3iuRJ:6g+Gq9QkQ03tUJaqfIlUOoSiuRJ

MD5: 4A2000FFD50CEDB23F450984CC3BD7D5

SHA1: AEF0143B7526DD5EF7DCD13BA9DAE5715E81736B

SHA-256: 4680FE6A626D7347B950EA65799C9830CC1D601369D2F480674DD4071CE9C00A

SHA-512: 72B670528E40FBD7D789E0CB7B4B0FBD7A1A577821B8566F853BD757D78A77D15A764B4B4085FF5DA87AB65D995B8B7B28471C6124B217F2B6E8DA064935FD70

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.650492420571266e+12,"network":1.650460022e+12,"ticks":134548426.0,"uncertainty":3947259.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 92724

JA3 Fingerprints

Dropped Files

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

C:\Users\user\AppData\Local\Google\Chrome\User Data\32be4f4b-07f7-405c-9fad-170c933024bd.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\3dc399e9-a984-431e-91bb-0927405f99e8.tmp
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Entropy (8bit): 3.750660040248114

Encrypted: false

SSDEEP: 384:3LToQadPiS98/Nwrpvso3Tw2vHqfGHqrlao6xj+m2ZrVImh2pKAM8POCWsN91gZS:h6V5SmTbse3u0OknXu8KSMcp7

MD5: D55C372D4043C00DE33DC1129DE7C63D

SHA1: 6CBF575DD349EDAEE17244D630B2079EC871B00D

SHA-256: 087A9B96F2E05DA6E9111C84031F01D92A16BF8C9ECDE086CDE2B53283FCDE8B

SHA-512: B5A8D044EF942817EDA57E7B2F48BBE30A0B5664C75D36AC1E3FBD5BD04D4C2E2EFFFC0FC64D6BCE3A9A24ADCC403CD4312C61A2D2C5603F8C1618A15BC3
BF12

Malicious: false

Reputation: low

Preview: 0j..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....Y8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 200763

Entropy (8bit): 6.073910555585301

Encrypted: false

SSDEEP: 3072:88+Zck8QfqocbnZGkHw0ygtYEC1RTFcbXafIB0u1GOJmA3iuRJ:H++Gq9QkQ03tUJaqfIlUOoSiuRJ

MD5: B47317FCDF2A53818327B4D74A8879DB

SHA1: 051831FE8FABEF8850A32BAB5C1344295FC3E5D3

SHA-256: EFDC283E292344290DD45F0DA2FD57E8AC9E86654B3798625D107802A8123213

SHA-512: E2F621A70BAE82868BF8355026F0969BAE3ED5FA2959D61A4259C55BB10A5414078A9836CC9033826E00975C66A134CDC4BF5020BEF4D0DA411304B202348A88

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.650492420571266e+12,"network":1.650460022e+12,"ticks":134548426.0,"uncertainty":3947259.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 192287

Entropy (8bit): 6.045053834642429

Encrypted: false

SSDEEP: 3072:KZck8QfqocbnZGkHw0ygtYEC1RTFcbXafIB0u1GOJmA3iuRJ:K+Gq9QkQ03tUJaqfIlUOoSiuRJ

MD5: 46C77FF12D94A26688D9F69DB9F08A9B

SHA1: D302D6D8C617B45A0463DD9DE3257F49C90F5544

SHA-256: 5DBF7D26E161CF815543D7B67EA94FEE4CC10B3829687BE5B07B6C078B878553

SHA-512: 3C812C8D95C1D87EBBF398DDEE3D4B68A1C0B240A74C79DBC746DF9FE35E1D662476B716A111EE0297F4694F430C74FDF83C37C6B863320DE354A42E83D47B2
5

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.650492420571266e+12,"network":1.650460022e+12,"ticks":134548426.0,"uncertainty":3947259.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639094713"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

C:\Users\user\AppData\Local\Google\Chrome\User Data\45bf0c52-4e82-42f1-8704-22764bcb5a3c.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\67185b27-6fbb-4033-b199-7aee576e1e60.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\9b3f547e-d57e-4ab6-aab1-bfbfced6172b.tmp

Copyright Joe Security LLC 2022 Page 15 of 152



Category: dropped

Size (bytes): 95428

Entropy (8bit): 3.7510197310765028

Encrypted: false

SSDEEP: 384:xLToQadPWpSEVV38/Nwrpvso3Tw2vHqfGHqrlao6xj+m2ZrVImht3pKAM8POCWst:1G6V5Smgbse3u0OknXu8KSMcpT

MD5: 534E28D793A40D3803C5CA984D8C9DD8

SHA1: DF20B24386F1F9AC790D92BEDE10BC67C5626C78

SHA-256: 179FDBE183C9CD74EB4317BFBF66E077C7496C5C61B2F405550E82ED11330D4C

SHA-512: EDF5B58BDB31742BB11DE234905FE35578547D3B6953CEC8881792AB68ABA2886E387EFDAE4A5D5DD737682BE27ABD18EE31BE509B6DD97C44249361A472D0
47

Malicious: false

Reputation: low

Preview: .t..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....Y8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 40

Entropy (8bit): 3.254162526001658

Encrypted: false

SSDEEP: 3:FkXft0xE1n:+ftIE1n

MD5: BD4642AD6C750A12D912B20BCB92E14D

SHA1: C549F0F48FDD4FBC62E51AC26D7E185160CE2123

SHA-256: 4FD71FE78DFE203137C89C9FB0734358FF432F2BC83338112DC7B830F9B30F2C

SHA-512: 04410D12EF327614C3AF1251C9906BFEB2977211A7F53CBB08A8C01F9465A382CD001E51AB936A0D196D359F1DECDDAEAF5E7D1DBD49CE5F4FF91BF5C332B6
CF

Malicious: false

Reputation: low

Preview: sdPC....................s}.....M..2.!..%

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19792

Entropy (8bit): 5.563998526482449

Encrypted: false

SSDEEP: 384:sv5tKLlZ2Xp1kXqKf/pUZNCgVLH2HfDrrUcHGEhD3E884H:vLlup1kXqKf/pUZNCgVLH2HfHrUQGCg4

MD5: ACF20509A2564B4C00FDE13F7126828E

SHA1: B98B9C4A5F38DB443554574E6DF6D5A293588D0A

SHA-256: 5E591EC20057CFF605F3F86C63E8E0A3676CEB2709F0418316E19D62C1B859DC

SHA-512: 684F5D7B05198D35374126BDBA8E199A0B9DD6970786E676DCB0DBA4AD10F8085CD36227D7C39FA96266EF3403347FB7E556D86EAD34778BF6DBB129059C006
C

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13294966017937609","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\004e9c41-aebc-4653-8fbf-1a63d87e0e18.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\067ac679-955c-407e-b598-e751538ac496.tmp
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Size (bytes): 5408

Entropy (8bit): 4.999704114818559

Encrypted: false

SSDEEP: 96:nICyO3r1pcKI0ok0JCBRWL85k/1ObOTQVuwn:nICr1pcV4BYgk/S

MD5: BDA5B8F19F58B5281AA56FBB6869BEF9

SHA1: 5FC08038F4FAD2A18B1135187CBB06A41B5D7E38

SHA-256: 79D28B41B7878168E3EFBCF76A91106063B6FAD5E530CF13BE12DB859333603B

SHA-512: A3F15D525097E39CE8DD75ACB625D02ACB8A3D5145263A19B9EFA422535FAD0F5BFEB49E25EFB80D27F95ECC4D2B8BC7AB7D8EECCD4369A6F5FE141D7BF6
EDD6

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13294966018951048","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5435

Entropy (8bit): 5.003969867026694

Encrypted: false

SSDEEP: 96:nICyj3r1pcKI0ok0JCBRWL85k/1+bOTQVuwn:nIC+1pcV4BYgk/C

MD5: 1F1468409C3AFF3908F079B9CA062C04

SHA1: CF2A0EE568ECD000CD6EF423801827ED3B44A58D

SHA-256: 8E3C679493C7E0A05B7B1AD9DA9A2B4B91206B47C4BF374DBBE2FC50A7B7DE6D

SHA-512: 40E6505BA4C2F205CFD49EF9AFA62A3D81E066C181A9791690FEC3EBC532C82A14F76EEE6512351F6F5EA040463A2C7ABFC85FCFADE4A699143990CEE81952
E8

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13294966018951048","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: modified

Size (bytes): 2151

Entropy (8bit): 4.900990419777863

Encrypted: false

SSDEEP: 48:Y2TntwCXGDH3qz5sMRLsVGsvWRBYsAkyKs0zMHgsAUMHEebD:JTnOCXGDHazPOYwkRzGoUG3H

MD5: AE75E85322D9448BEDB334233E749D37

SHA1: 3B8B00DBF62CEE0F9D8DB698CF1AACA8609FB585

SHA-256: A36E8918359AFBE675ABFD514DEC63054FAB7C7EBE3B5ECDCAC50573D16FDB5C

SHA-512: 8209A5FC02585149B4FDF75A35AFAD29FF9489308155208772349FA01788CB35AC93011825E75149CCAC45E10BF23F46125C8075659683B4108ECE59F0256E08

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.google.com","s
upports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.gstatic.com","supports_spdy":true},{"isolation":
[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://ogs.google.c
om","supports_spdy":true},{"isolation":[],"server":"https://www.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://dns.google","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[50],"expiration":"13297558021983307","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://accounts.google.c
om","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13297558021985478","port":443,"protoco

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\1ae533a5-6eb7-4fec-bb41-5eb42ec4e2ee.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8ad0ae65-185a-4a5d-a193-0b175c55b20a.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\95fcf2a0-1ddf-4f9d-8de0-b1f85af598e6.tmp
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Category: dropped

Size (bytes): 5408

Entropy (8bit): 4.999637831533597

Encrypted: false

SSDEEP: 96:nICyc3r1pcKI0ok0JCBRWL85k/1ObOTQVuwn:nICZ1pcV4BYgk/S

MD5: FFC19F2CA815167E8ECAD092EB9B80F1

SHA1: 26378B91BBA492BAD1B70C162F4FB942B37DABF5

SHA-256: DA5AB2378C855DE320256E22971A7D6BFA109B58F372152F6FEDBE63BF6D354E

SHA-512: CEF693DF6A264B5813FA55AA7680C5392620E4942595D3E13817A9567D730657B87B3F39A89CBF33ADD34BB060E93A20FCE59F7DB3ABDAFAD576AB2856D22DF
1

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13294966018951048","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 11217

Entropy (8bit): 6.069602775336632

Encrypted: false

SSDEEP: 192:GbylJnlTwGB7V9Hne4qasKxXItmLG48gcLg/PkI:Gb+nldByaFx4toj8VEPT

MD5: 90F880064A42B29CCFF51FE5425BF1A3

SHA1: 6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF

SHA-256: 965203D541E442C107DBC6D5B395168123D0397559774BEAE4E5B9ABC44EF268

SHA-512: D9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0E59A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F3

Malicious: false

Reputation: low

Preview: {"file_hashes":[{"block_hashes":["A+1PYW3V6CJbBuQ7aqrgYhyH3bT8PKyBXp3hN2slpI0=","WSOpQRkYTHjPSlG9Zif2a7TNhy43NDcG1Zg5Nv0UbH0=","jDctR8ImG5KZ
rQKm4kDjUB7FokSJfjo/pmvFowRVlaY=","LPxhhJiuU0lprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By96AkKXALRM+C0Eu11XUjPiMXEKjiCPdtHE=","w
ifibc1QfMBN2jrtUtLgsCefvuceTpAatmLvul11RJA=","dHjWlSIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLN0CFL/ADaEeTI=","
DpjXcO85FFFY9KJFPkGNfFUtdQIOsGwO5jUckiUwY14=","gqid6l1+mk/6yWgUECRofI9lMipXgXh2jEN2+CxmPE0=","prDB91X2Mmfg/M/txVMITWBmEGbOGjqBTP7C
MjYqdHs=","yLPAqV4gqoyS/zFkEt3Cn2j0q2v9QOSthVFfWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO1IJdn/UtbnAmq6T0=","+oOc6ca+ChKUpTu+oa2ZRxRE+
wG3QJmuYWEvYCs40NI=","3mBGNAiRlTANEQkqzU3TEi+5wJ0ubR5uwtS4/9OOM7w=","1A9NNawxuhu95H5eThvf1rewJ4QQWhhPNxJXO1C/n68=","E3vW
LQxzmj+e5QxYbUscllJ5n0ITpw5JBHV1Kph3/KM=","i3I8ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSlLPhrtu0hGYrHn3llsMHqBbi70gkIjEE=","rhl
zuEvv2KRAFMms896xFwkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRb0VZrY34aVXF3Fftxs

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 38

Entropy (8bit): 1.8784775129881184

Encrypted: false

SSDEEP: 3:FQxlXNQxlX:qTCT

MD5: 51A2CBB807F5085530DEC18E45CB8569

SHA1: 7AD88CD3DE5844C7FC269C4500228A630016AB5B

SHA-256: 1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC

SHA-512: B643A8FA75EDA90C89AB98F79D4D022BB81F1F62F50ED4E5440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DF

Malicious: false

Reputation: low

Preview: .f.5................f.5...............

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput

ed_hashes.json

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG
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Category: dropped

Size (bytes): 372

Entropy (8bit): 5.265314175607186

Encrypted: false

SSDEEP: 6:ryMq2PWXp+N23iKKdK25+Xqx8chI+IFUtqVyHFerZmwYVyDkwOWXp+N23iKKdK2L:ryMva5KkTXfchI3FUtR4/zD5f5KkTXfE

MD5: 5FEA1076D2450AFCC577D6DEC6641077

SHA1: 101DF6C9BF7F7FE92326853DA986A8BE69B09FE7

SHA-256: F9BF044DFD545247A747DA8D6BC89BBDFB72BFC8E533279726C4B30C70098EF0

SHA-512: 141162D748DFE771EEF5CFDC366811ADB9B7854D11C805F76CCCEDF8827580427B821FE04ADFE65A191DE2E348CE1AE4752A291A6167E05D3FDF8B6769C6A64
A

Malicious: false

Reputation: low

Preview: 2022/04/20-15:07:15.619 1b04 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2022/04/20-15:07:15.622 1b04 Recovering log #3.2022/04/20-15:07:15.625 1b04 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit): 5.265314175607186

Encrypted: false

SSDEEP: 6:ryMq2PWXp+N23iKKdK25+Xqx8chI+IFUtqVyHFerZmwYVyDkwOWXp+N23iKKdK2L:ryMva5KkTXfchI3FUtR4/zD5f5KkTXfE

MD5: 5FEA1076D2450AFCC577D6DEC6641077

SHA1: 101DF6C9BF7F7FE92326853DA986A8BE69B09FE7

SHA-256: F9BF044DFD545247A747DA8D6BC89BBDFB72BFC8E533279726C4B30C70098EF0

SHA-512: 141162D748DFE771EEF5CFDC366811ADB9B7854D11C805F76CCCEDF8827580427B821FE04ADFE65A191DE2E348CE1AE4752A291A6167E05D3FDF8B6769C6A64
A

Malicious: false

Reputation: low

Preview: 2022/04/20-15:07:15.619 1b04 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2022/04/20-15:07:15.622 1b04 Recovering log #3.2022/04/20-15:07:15.625 1b04 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 18812

Entropy (8bit): 6.522070378345141

Encrypted: false

SSDEEP: 384:F0Oh+H0s1geSvKNA1X3cvLpCfw2ySToJK:F0k+H0s1geSyA1ncjpqJt

MD5: 8C1E47036C16795DDBE385859E76D5B2

SHA1: FDCA9DD1743DC4D1904C6BBD68F5AEAE42FAE484

SHA-256: 95C98781873B16F6982A73CEE4FD89E82B5C5B14417A3A116291CDBD0711B7C3

SHA-512: 862194CA381D8E4CAFEEC85506B32733FC632EBCE2763F30FB9AB5F7C37C4306F781173168930921F0A92C6960D4A4B0F39F7F608F4411E6EDF8B3B69CC7E68F

Malicious: false

Reputation: low

Preview: ............".......0..1..1024..1280..16..26..2fatkhomepagewelcome..2ffaces..2ffscmui..3d0..3d1024..3d1280..3d16..3d17ya1k2qr4..3d8..3d8019665397123558..3d869..
3d96..3dnull..3dscreen..3dtrue..3f..8..8019671113968701..869..96..adf..adfauthentication..afrfs..afrloop..afrmfc..afrmfci..afrmfdh..afrmfdw..afrmfg..afrmfh..afrmfm..afrmf
o..afrmfr..afrmfs..afrmfw..afrmt..afrwindowid..afrwindowmode..backurl..com..ctrl..elat..em2..fa..faces..forgot..forgotpassword..form..fscmui..hcmui..https..level..new..no
..null..oraclecloud..password..redirect..screen..state..success..url..window..xveydwhpv..hcmcore..17ya1k2qr4..8019665397123558..atkhomepagewelcome..in..sign..tr
ue..0enw4eg.j2gwfku8swd9ojx8tmzdiwb0bxjdaqcv6jaclfzmwsl7yfdclmw56d4vxflvijufusp5bh1bpemhei2wcdjry4pwpsropo2bszcqogbkmpx..3m6ne1dcyiaial5nrkm..3v2..8ec
cyvkq0nkk..8lh2bo9a1cgvvlovfji5vvx..bmigexejutqzbp4hey..cgi.1cgzfeqhvoee11typqncchki6lozqd7sedimzmbiu5ziiazegy...cvaa3zhxr6lv8dc30fnvtxqwowrrz0cq4epna
l5nzyazprbipf0w4dszyghnohlcwfhbxvfqb11o

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2151

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)
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Entropy (8bit): 4.900990419777863

Encrypted: false

SSDEEP: 48:Y2TntwCXGDH3qz5sMRLsVGsvWRBYsAkyKs0zMHgsAUMHEebD:JTnOCXGDHazPOYwkRzGoUG3H

MD5: AE75E85322D9448BEDB334233E749D37

SHA1: 3B8B00DBF62CEE0F9D8DB698CF1AACA8609FB585

SHA-256: A36E8918359AFBE675ABFD514DEC63054FAB7C7EBE3B5ECDCAC50573D16FDB5C

SHA-512: 8209A5FC02585149B4FDF75A35AFAD29FF9489308155208772349FA01788CB35AC93011825E75149CCAC45E10BF23F46125C8075659683B4108ECE59F0256E08

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.google.com","s
upports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.gstatic.com","supports_spdy":true},{"isolation":
[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://ogs.google.c
om","supports_spdy":true},{"isolation":[],"server":"https://www.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://dns.google","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[50],"expiration":"13297558021983307","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://accounts.google.c
om","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13297558021985478","port":443,"protoco

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5435

Entropy (8bit): 5.003969867026694

Encrypted: false

SSDEEP: 96:nICyj3r1pcKI0ok0JCBRWL85k/1+bOTQVuwn:nIC+1pcV4BYgk/C

MD5: 1F1468409C3AFF3908F079B9CA062C04

SHA1: CF2A0EE568ECD000CD6EF423801827ED3B44A58D

SHA-256: 8E3C679493C7E0A05B7B1AD9DA9A2B4B91206B47C4BF374DBBE2FC50A7B7DE6D

SHA-512: 40E6505BA4C2F205CFD49EF9AFA62A3D81E066C181A9791690FEC3EBC532C82A14F76EEE6512351F6F5EA040463A2C7ABFC85FCFADE4A699143990CEE81952
E8

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13294966018951048","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19792

Entropy (8bit): 5.563998526482449

Encrypted: false

SSDEEP: 384:sv5tKLlZ2Xp1kXqKf/pUZNCgVLH2HfDrrUcHGEhD3E884H:vLlup1kXqKf/pUZNCgVLH2HfHrUQGCg4

MD5: ACF20509A2564B4C00FDE13F7126828E

SHA1: B98B9C4A5F38DB443554574E6DF6D5A293588D0A

SHA-256: 5E591EC20057CFF605F3F86C63E8E0A3676CEB2709F0418316E19D62C1B859DC

SHA-512: 684F5D7B05198D35374126BDBA8E199A0B9DD6970786E676DCB0DBA4AD10F8085CD36227D7C39FA96266EF3403347FB7E556D86EAD34778BF6DBB129059C006
C

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13294966017937609","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1
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Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898
D58

Malicious: false

Reputation: low

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit): 4.985305467053914

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQlsDHF4xj70PpqQEsDHF4R8HLJ2AVQBR70S7PMVKJw1K3Ky:YHO8sdBsB6MAsBdLJlyH7E4f3K33y

MD5: C401B619D9D8E0ADABC25A47EE49CFBA

SHA1: C9D3B816DD3FBCD98E9C0A32CEC7B501EFC0BBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BE8EDBE6D4B3CB82F

SHA-512: BC12F16CB95CB0AD708C6BBD005EF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit): 4.985305467053914

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQlsDHF4xj70PpqQEsDHF4R8HLJ2AVQBR70S7PMVKJw1K3Ky:YHO8sdBsB6MAsBdLJlyH7E4f3K33y

MD5: C401B619D9D8E0ADABC25A47EE49CFBA

SHA1: C9D3B816DD3FBCD98E9C0A32CEC7B501EFC0BBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BE8EDBE6D4B3CB82F

SHA-512: BC12F16CB95CB0AD708C6BBD005EF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State

(copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\a0170a41-83ef-4e17-8b2c-

417280d237d3.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\43013056-4f43-4af5-9f3a-

aeb22d50a6a2.tmp
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Size (bytes): 420

Entropy (8bit): 4.954960881489904

Encrypted: false

SSDEEP: 12:YHO8sdvBVSsB6M/BVSsBdLJlyH7E4f3K33y:YXsdvjX6gjXdL3yH7n/iy

MD5: F4FEFEEEC722772F9DC0FCE1B52D79B5

SHA1: 00EECFA3B37113D30E7D43BE4383C540F3D93D4D

SHA-256: D33E13C12004A700F246D8C73709114A881609D658E045D54DE36874728D07F0

SHA-512: 41E61EC89366800FD5F4DD704E53B47DE29411B9088B46349A0A350758D08569C14DCC70CF8D6A6FE6D049CB6D32F2B091153E8148A1B5857BD7AF13492071BE

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543498399332","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543498399332","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898
D58

Malicious: false

Reputation: low

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit): 4.954960881489904

Encrypted: false

SSDEEP: 12:YHO8sdvBVSsB6M/BVSsBdLJlyH7E4f3K33y:YXsdvjX6gjXdL3yH7n/iy

MD5: F4FEFEEEC722772F9DC0FCE1B52D79B5

SHA1: 00EECFA3B37113D30E7D43BE4383C540F3D93D4D

SHA-256: D33E13C12004A700F246D8C73709114A881609D658E045D54DE36874728D07F0

SHA-512: 41E61EC89366800FD5F4DD704E53B47DE29411B9088B46349A0A350758D08569C14DCC70CF8D6A6FE6D049CB6D32F2B091153E8148A1B5857BD7AF13492071BE

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543498399332","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543498399332","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Network Persistent State

(copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\c3db78ea-88d0-496c-87bc-02d679b72f5a.tmp
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MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Reputation: low

Preview: .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1qIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHA1: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576B0DE0AABD9A6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EE5B77D6DF7C344A0AA030E03
89

Malicious: false

Reputation: low

Preview: MANIFEST-000004.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1qIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHA1: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576B0DE0AABD9A6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EE5B77D6DF7C344A0AA030E03
89

Malicious: false

Reputation: low

Preview: MANIFEST-000004.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17356

Entropy (8bit): 5.571102452207317

Encrypted: false

SSDEEP: 384:sv5tXLlZ2Xp1kXqKf/pUZNCgVLH2HfDrrUHhD3K84U:0Llup1kXqKf/pUZNCgVLH2HfHrUBW8b

MD5: 52D418A5C4ED9AA3BF95FFB3C1C4959A

SHA1: A80098E26D7A214FFED3CAF60142C0722ECEA67D

SHA-256: 1C00A68B0882AE556731A46575DF0926304A9EA770C76DC4EDCDA2E32B336665

SHA-512: 64900F19F5229BBED177214025FDBFA4957D6812D237C75109030AE9D379587D1A44684BEFCC46E2EB9C9852576123484292F950F15063A8EC8A27CD680A3956

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\dd3494ba-e87d-4bac-962d-78c97a2bf9f7.tmp
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Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13294966017937609","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17703

Entropy (8bit): 5.576573057603812

Encrypted: false

SSDEEP: 384:sv5tKLlZ2Xp1kXqKf/pUZNCgVLH2HfDrrUhhD3w84v:vLlup1kXqKf/pUZNCgVLH2HfHrUjU8A

MD5: 0A30F93B31FE84136843D2E18785C0EF

SHA1: D216E04850CE93108D57CE937CE77A97AFE5EF49

SHA-256: A00BA5F07FDE3FC4BCB5B34CFB2720C6CDF32F25333365F4AC6A8CF3C8672BF5

SHA-512: 87053DFC3252D5C366C45E09C8A8EA77CD9B1772B73DC1322C93B5FA4BEA72C03E1593FC8AECC0333ED9C23E3378A172180CEBAA25E3FD2C45DE1F7111FBE
09F

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13294966017937609","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4219

Entropy (8bit): 4.871684703914691

Encrypted: false

SSDEEP: 48:YXsJjMH+5s7YMHBKsvxMHVzspxMHbsIHt/soBDysKqnsllzMHpDCLsWJMHLsNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH

MD5: EDC4A4E22003A711AEF67FAED28DB603

SHA1: 977E551B9ED5F60D018C030B0B4AA2E33B954556

SHA-256: DD2C9F43F622F801FCC213CDE8E3E90EF1D0D26665AE675449A94CEC7EB1D453

SHA-512: 84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD1602

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350
1454994","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com","supports_spdy":true},

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 106

Entropy (8bit): 3.138546519832722

Encrypted: false

SSDEEP: 3:tbloIlrJ5ldQxl7aXVdJiG6R0RlAl:tbdlrnQxZaHIGi0R6l

MD5: DE9EF0C5BCC012A3A1131988DEE272D8

SHA1: FA9CCBDC969AC9E1474FCE773234B28D50951CD8

SHA-256: 3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

SHA-512: CEA946EBEADFE6BE65E33EDFF6C68953A84EC2E2410884E12F406CAC1E6C8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3D9CDF1A827AB6FF5605DA3691
724

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ee62dabd-a9aa-47e6-b999-640e5c957c24.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\f506034a-90a4-453a-98f5-1ed74b6e50b2.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser
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Malicious: false

Reputation: low

Preview: C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.G.o.o.g.l.e.\.C.h.r.o.m.e.\.A.p.p.l.i.c.a.t.i.o.n.\.c.h.r.o.m.e...e.x.e.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit): 2.8150724101159437

Encrypted: false

SSDEEP: 3:Yx7:4

MD5: C422F72BA41F662A919ED0B70E5C3289

SHA1: AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632

SHA-256: 02E71EB4C587FEB7EE00CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59

SHA-512: 86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEA963E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9B903659575DF02F8845521F8DC46

Malicious: false

Reputation: low

Preview: 85.0.4183.121

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 192287

Entropy (8bit): 6.045053834642429

Encrypted: false

SSDEEP: 3072:KZck8QfqocbnZGkHw0ygtYEC1RTFcbXafIB0u1GOJmA3iuRJ:K+Gq9QkQ03tUJaqfIlUOoSiuRJ

MD5: 46C77FF12D94A26688D9F69DB9F08A9B

SHA1: D302D6D8C617B45A0463DD9DE3257F49C90F5544

SHA-256: 5DBF7D26E161CF815543D7B67EA94FEE4CC10B3829687BE5B07B6C078B878553

SHA-512: 3C812C8D95C1D87EBBF398DDEE3D4B68A1C0B240A74C79DBC746DF9FE35E1D662476B716A111EE0297F4694F430C74FDF83C37C6B863320DE354A42E83D47B2
5

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.650492420571266e+12,"network":1.650460022e+12,"ticks":134548426.0,"uncertainty":3947259.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639094713"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 95428

Entropy (8bit): 3.7510197310765028

Encrypted: false

SSDEEP: 384:xLToQadPWpSEVV38/Nwrpvso3Tw2vHqfGHqrlao6xj+m2ZrVImht3pKAM8POCWst:1G6V5Smgbse3u0OknXu8KSMcpT

MD5: 534E28D793A40D3803C5CA984D8C9DD8

SHA1: DF20B24386F1F9AC790D92BEDE10BC67C5626C78

SHA-256: 179FDBE183C9CD74EB4317BFBF66E077C7496C5C61B2F405550E82ED11330D4C

SHA-512: EDF5B58BDB31742BB11DE234905FE35578547D3B6953CEC8881792AB68ABA2886E387EFDAE4A5D5DD737682BE27ABD18EE31BE509B6DD97C44249361A472D0
47

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)
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Preview: .t..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....Y8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SysEx File -

Category: dropped

Size (bytes): 94708

Entropy (8bit): 3.7510207158148345

Encrypted: false

SSDEEP: 384:BLToQadPWpSEVV38/Nwrpvso3Tw2vHqfGHqrlao6xj+m2ZrVImh2pKAM8POCWsNt:lG6V5SmTbse3u0OknXu8KSMcp5

MD5: 18A6A714FEA43ED1DF217C4C1C159478

SHA1: 5FFDEB940A80883FEC0750A8D66E5A81D5ABF1E3

SHA-256: 3BFAC21D1B7400F3A1F0C6F0361EC1FAE7DE456636E339E80B20D9956FCFB5C4

SHA-512: 2275CFCD2FCBA604BC794AB654784A5609C9B3FE4CB6C2ED469CCD5EFB7F87DAFB6907DF0E899149B2A4857EEBE01ADC96387CDEAE2CE9BD98F014166364F
788

Malicious: false

Reputation: low

Preview: .q..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....Y8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 200763

Entropy (8bit): 6.073908912877493

Encrypted: false

SSDEEP: 3072:bhgZck8QfqocbnZGkHw0ygtYEC1RTFcbXafIB0u1GOJmA3iuRJ:1g+Gq9QkQ03tUJaqfIlUOoSiuRJ

MD5: FA3A15CC5CE23D78A179D19E70EF0665

SHA1: 0738966F3BC45D2D30C68236F37FC3F5AC8EFC23

SHA-256: 7F1CAA9017DE6744AC715671D62559107BAB236B1B05522C5BBFA1F741FA3A6B

SHA-512: 01D9784166F7DC4C3524C32263C22A4F21199EF26C0DBE912DF4C35381D57C3B404130F2EBFC9B04B8C5E60200CFF509D05EF97517DD2DC92020A4A11F570119

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.650492420571266e+12,"network":1.650460022e+12,"ticks":134548426.0,"uncertainty":3947259.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABL95WKt94zTZq03WydzHLcAAAAAAIAAAAAABBmAAAAAQAAIAAAABAL2tyan+lsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAA6AAAAAAgAAIAAAABDv4gjLq1dOS7lkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB045Od5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4JXAsdfljw4oXIE4R7l0AAAABlt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639094713"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

C:\Users\user\AppData\Local\Google\Chrome\User Data\b0b5477c-8888-4ad8-91eb-88869ba271a3.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\c3c3728d-3b26-4657-bed4-1ac424483849.tmp

C:\Users\user\AppData\Local\Temp\53efae0e-183a-4d0e-adad-95c9c9f58b07.tmp
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Malicious: false

Reputation: low

Preview: .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 768843

Entropy (8bit): 7.992932603402907

Encrypted: true

SSDEEP: 12288:cK2ED9wjXNC1Gse83ru82/u0eKhgxuPFrDXgtbPz54Pm1D0fBmfH1sBrJ9mTiDga:cK2ED9I48seur0/uZKCuPNbgtbz6m1ob

MD5: A11D5CAF6BF849AEB84B0C95B1C3B7CF

SHA1: 27F410CCBD75852C01C7464A1FD7EF8C29BE3916

SHA-256: D0E62ACE64AFC334330A7AC3A2CC657914FEB321F1F89AEE11D2A6D0E7D81C31

SHA-512: 086C124DE3A01BE467647F3BCB4EA05105F690AB45417A0E3D38935ABA9E2381DF59AF98D0FFF7823CEFD5390B48807352E135AC70977AED7B413A8CC48FB59
0

Malicious: false

Reputation: low

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........6W..>Nuw9..R{c...Nq.H.K..A!....`v.k+..?.5.>v.....;.._~....tp....x.q.V...7.m.O.~.{!.o/q.
'..BK..4./?'.....L..fH&.._<..&.p.k^..\s...:1y..F.N.+...X.PO@Mo....X.G1:..Y.@;..j..........=ae...0.......DU....n...n.;.Ipr..Q....:... <.....a.Y....{ei........0..0...*.H............0.......Mbh=.[O}.+..U
.KHF(n3.\"...,g.c...6)..(.E...U...#.i.a..:...N.....P...x.O...(mC;|.5.S.{m.aEx...[..fP.i`.y..5..R....v.$......l-m.............m....ni...`..W.....R.p.b.+...+.\k.R$e~.J\.&c%.d...M..j..V.%...+1F
....D....X\.1ct.<........E.B.+.i@...8..^...&YR...I.o...,.....[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...F0D. D.'.N@.(..GK....m...A.0.."

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit): 7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmcld9R6yYfEp4ABUGDcaKklrv:k3oF4Z4h45P99Fld9RBQYBVcaxlnfL

MD5: 541F52E24FE1EF9F8E12377A6CCAE0C0

SHA1: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AA1A78BC4CFA57D6E763AAB97276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

Malicious: false

Reputation: low

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........\..F!...b...l5....zJ.q.......L].....w[T0.6....E.....r..%Z.vFm.9..5!,.~g5...;.t...']....+A.....u..
..k...e..&..l.6r[yU...%..f.......N..V.....<+.....l..}.{...z...)y.n..'..).....,.b....5.08K%..O.g..D.S.F5o..<(....>....\f..X..I..2."l...w....7f|.~.c.4.E.......0..0...*.H............0.......).'..b.*$w\$.q&.]zF_2..
;...?.U,...W..L1.2...R..#....W.....c1k.$W..$.J....+M!.Hz.n`U.I)N.|b.l....{.K@]6.LlP/....](.A..................I...).H....IQ.y.;MG.d..ix..#f.Z$|..|.?...0K...t"i..s...Y..%.Ky....0...{.!+.~v.;....J.....Z
....).(6..@?v.;~..2..c....[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...F0D. .0...|!..A..L.+.=...kP.!.1..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Reputation: low

Preview: .

C:\Users\user\AppData\Local\Temp\5cf8d1c9-6bcf-4acb-8954-b9d219551000.tmp

C:\Users\user\AppData\Local\Temp\77cd821a-d9a4-4718-8b8a-ebcc2a12efb3.tmp

C:\Users\user\AppData\Local\Temp\a488b525-2b3d-4ef0-a571-d7f27dd11daf.tmp
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 768843

Entropy (8bit): 7.992932603402907

Encrypted: true

SSDEEP: 12288:cK2ED9wjXNC1Gse83ru82/u0eKhgxuPFrDXgtbPz54Pm1D0fBmfH1sBrJ9mTiDga:cK2ED9I48seur0/uZKCuPNbgtbz6m1ob

MD5: A11D5CAF6BF849AEB84B0C95B1C3B7CF

SHA1: 27F410CCBD75852C01C7464A1FD7EF8C29BE3916

SHA-256: D0E62ACE64AFC334330A7AC3A2CC657914FEB321F1F89AEE11D2A6D0E7D81C31

SHA-512: 086C124DE3A01BE467647F3BCB4EA05105F690AB45417A0E3D38935ABA9E2381DF59AF98D0FFF7823CEFD5390B48807352E135AC70977AED7B413A8CC48FB59
0

Malicious: false

Reputation: low

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........6W..>Nuw9..R{c...Nq.H.K..A!....`v.k+..?.5.>v.....;.._~....tp....x.q.V...7.m.O.~.{!.o/q.
'..BK..4./?'.....L..fH&.._<..&.p.k^..\s...:1y..F.N.+...X.PO@Mo....X.G1:..Y.@;..j..........=ae...0.......DU....n...n.;.Ipr..Q....:... <.....a.Y....{ei........0..0...*.H............0.......Mbh=.[O}.+..U
.KHF(n3.\"...,g.c...6)..(.E...U...#.i.a..:...N.....P...x.O...(mC;|.5.S.{m.aEx...[..fP.i`.y..5..R....v.$......l-m.............m....ni...`..W.....R.p.b.+...+.\k.R$e~.J\.&c%.d...M..j..V.%...+1F
....D....X\.1ct.<........E.B.+.i@...8..^...&YR...I.o...,.....[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...F0D. D.'.N@.(..GK....m...A.0.."

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 18473

Entropy (8bit): 4.9869434152242516

Encrypted: false

SSDEEP: 384:6x1Crsn06qe+kFzHIImHUQy+HuqtaZrruxsk9ARPJsBeIUnm7sZIVLZqDA:6x1Cgn06H+kFzHIImHUQy+OqtaZvuxsM

MD5: BB4B64411E9C3A5BA2DDD67D80DE8715

SHA1: 44B270FE1D90B6C1F24F184E22319AAECA255C54

SHA-256: A8DEBCBDA789E86F99CE2BC98064C86A1EFD0846A3AD10EE47E4DB569B021025

SHA-512: 4928C9C53501B491D0BCC1FD1E279D4C9E0AFEAF9CA35059C6B165F40026D22D7E6EDBB1D11B3EFD05102BD0040F36A769352C91F6AEFAD3E804DE6DA90DE
958

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u12ed\u1273\u1230\u122b\u120d"}, "1213957982723875920": {"message": "\u12a8\u121a\u12a8\u1270\u1209\u1275 \u12cd
\u1235\u1325 \u12e8\u1275\u129b\u12cd\u1295 \u1290\u12cd \u12e8\u12a5\u122d\u1235\u12ce\u1295 \u12a0\u12cd\u1273\u1228 \u1218\u1228\u1265 \u1260\u12f0
\u1295\u1265 \u12e8\u121a\u1308\u120d\u1338\u12cd?"}, "128276876460319075": {"message": "\u12e8\u1218\u1223\u122a\u12eb \u130d\u129d\u1275"}, "1428448
869078126731": {"message": "\u12e8\u126a\u12f2\u12ee \u1208\u1235\u120b\u1233\u1290\u1275"}, "1522140683318860351": {"message": "\u130d\u1295\u1299\u1
290\u1275 \u12a0\u120d\u1270\u1233\u12ab\u121d\u1362 \u12a5\u1263\u12ad\u12ce \u12a5\u1295\u12f0\u1308\u1293 \u12ed\u121e\u12ad\u1229\u1362"}, "155090
4064710828958": {"message": "\u1208\u1235\u120b\u1233"}, "1636686747687494376": {"message": "\u1260\u1323\u121d \u12a0\u122a\u134d"}, "180276274658945
7177": {"message": "\u12f5\u121d\u133d"}, "1850397500312020388": {"message": "\u1260$START_LINK$Goog

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 21121

Entropy (8bit): 4.795924701213476

Encrypted: false

SSDEEP: 192:x2Er6OoTkFQZr4jWntViycLSK8eL+D75J4X:rrXFQZrVAVLZqDA

MD5: 76CE26601038CA79661EAE06DB0781C3

SHA1: A15C099B1AC244020EE5803490473DB96A89F64A

SHA-256: D7E97650DB617BE2BDBA4FB1A2832F446CF1B4CA1E8A41533DCC532B2B1AFB63

SHA-512: B3DFB4370131956C2EEAAAA466B3D4149AD6EC78E617104D024B41AB8167BE3288B612CA89401A990F2A4CACA9946386D6431A6976BD3EE1570C16787FDD942
4

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\5cf8d1c9-6bcf-4acb-8954-b9d219551000.tmp

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\am\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\ar\messages.json
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Preview: {"1018984561488520517": {"message": "\u064a\u062a\u0648\u0642\u0641"}, "1213957982723875920": {"message": "\u0623\u064a \u0645\u0646 \u0627\u0644\u063
9\u0628\u0627\u0631\u0627\u062a \u0627\u0644\u062a\u0627\u0644\u064a\u0629 \u062a\u0645\u062b\u0644 \u0623\u0641\u0636\u0644 \u0648\u0635\u0641 \u0644
\u0634\u0628\u0643\u062a\u0643\u061f"}, "128276876460319075": {"message": "\u0627\u0643\u062a\u0634\u0627\u0641 \u0627\u0644\u0623\u062c\u0647\u0632\u
0629"}, "1428448869078126731": {"message": "\u0633\u0644\u0627\u0633\u0629 \u0627\u0644\u0641\u064a\u062f\u064a\u0648"}, "1522140683318860351": {"mess
age": "\u062a\u0639\u0630\u0651\u0631 \u0627\u0644\u0627\u062a\u0635\u0627\u0644. \u064a\u0631\u062c\u0649 \u0627\u0644\u0645\u062d\u0627\u0648\u0644\
u0629 \u0645\u0631\u0629 \u0623\u062e\u0631\u0649."}, "1550904064710828958": {"message": "\u0633\u0644\u0633"}, "1636686747687494376": {"message": "\u
0645\u0645\u062a\u0627\u0632\u0629"}, "1802762746589457177": {"message": "\u0645\u0633\u062a\u0648\u

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 25000

Entropy (8bit): 4.535060829860544

Encrypted: false

SSDEEP: 192:xQMprxlwiaEi1g/zk8UthZruZy8hFt2uL+wiycLSK8eL+D75J4X:6UrzwiaEi1g/w8UthZrDqt2uLMVLZqDA

MD5: 3B3D0AA18879730F022E596FDF21AB3F

SHA1: EFE1E6410079417F4BF637BA4421ADCA052C13B9

SHA-256: 4CC6F1ABA1B559613812A874BAA3C4F1BDCDBEFFAC8A21717AE9D4EFA3870A56

SHA-512: B3A3C8553190F51008C56DE028AD92FFD1CC22D62A088E6B8805D294D530480329F5663F8B024C9B1503ECAEDB1A5DE49860BBBBA4666C0BA2ECC83F4FE08F
E2

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u0411\u043b\u043e\u043a\u0438\u0440\u0430"}, "1213957982723875920": {"message": "\u041a\u043e\u0435 \u043e\u0442 
\u0441\u043b\u0435\u0434\u043d\u0438\u0442\u0435 \u0442\u0432\u044a\u0440\u0434\u0435\u043d\u0438\u044f \u043e\u043f\u0438\u0441\u0432\u0430 \u043d\u
0430\u0439-\u0434\u043e\u0431\u0440\u0435 \u043c\u0440\u0435\u0436\u0430\u0442\u0430 \u0432\u0438?"}, "128276876460319075": {"message": "\u041e\u0442\
u043a\u0440\u0438\u0432\u0430\u043d\u0435 \u043d\u0430 \u0443\u0441\u0442\u0440\u043e\u0439\u0441\u0442\u0432\u0430"}, "1428448869078126731": 
{"message": "\u041f\u043b\u0430\u0432\u043d\u043e\u0441\u0442 \u043d\u0430 \u043a\u0430\u0440\u0442\u0438\u043d\u0430\u0442\u0430"}, "15221406833188
60351": {"message": "\u0421\u0432\u044a\u0440\u0437\u0432\u0430\u043d\u0435\u0442\u043e \u043d\u0435 \u0431\u0435 \u0443\u0441\u043f\u0435\u0448\u043d
\u043e. \u041c\u043e\u043b\u044f, \u043e\u043f\u0438\u0442\u0430\u0439\u0442\u0435 \u043e\u0442\u043d\u043e\u0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 23180

Entropy (8bit): 4.769299509094144

Encrypted: false

SSDEEP: 192:xRav5kVmXm2yU1r30O+Irs2GRZD+Fl4/Z5dxlrIrnNQl3QYIC8p5xXkEfdVpfvbu:orEwxZrRiHVLZqDA

MD5: 571C05775F9B47A871800152EE2E312B

SHA1: 1BF80C07EBD0E4438A1636BA04B275B16E98119D

SHA-256: E243D3309999C6E5DBFD42546C0BB85137663F2E0B0F726F323F32F21135DC92

SHA-512: EB7A33FA5B39B7CD086C47D47C00FFAD05B08F8044A2F8CBEE1008FBC697B52E1E6612D2FAD4F95B1BAFD6EA0039EA3063608BC1E1BBE5DC079B2B3538E5A
094

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u09a5\u09c7\u09ae\u09c7 \u09af\u09be\u09df"}, "1213957982723875920": {"message": "\u09a8\u09bf\u099a\u09c7\u09b0 
\u0995\u09cb\u09a8\u0997\u09c1\u09b2\u09bf \u0986\u09aa\u09a8\u09be\u09b0 \u09a8\u09c7\u099f\u0993\u09df\u09be\u09b0\u09cd\u0995\u0995\u09c7 \u09b8\u
09ac\u09a5\u09c7\u0995\u09c7 \u09ad\u09be\u09b2\u09ad\u09be\u09ac\u09c7 \u09ac\u09b0\u09cd\u09a3\u09a8\u09be \u0995\u09b0\u09c7?"}, "12827687646031907
5": {"message": "\u09a1\u09bf\u09ad\u09be\u0987\u09b8 \u0986\u09ac\u09bf\u09b7\u09cd\u0995\u09be\u09b0"}, "1428448869078126731": {"message": "\u09ad\u
09bf\u09a1\u09bf\u0993\u09b0 \u09b8\u09cd\u09ac\u099a\u09cd\u099b\u09a8\u09cd\u09a6 \u0997\u09a4\u09bf"}, "1522140683318860351": {"message": "\u09b8\u
0982\u09af\u09cb\u0997 \u0995\u09b0\u09a4\u09c7 \u09ac\u09cd\u09af\u09b0\u09cd\u09a5 \u09b9\u09af\u09bc\u09c7\u099b\u09c7\u0964 \u09a6\u09df\u09be \u0
995\u09b0\u09c7 \u0986\u09ac\u09be\u09b0 \u099a\u09c7\u09b7\u09cd\u099f\u09be \u0995\u09b0\u09c1\u09

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 12597

Entropy (8bit): 5.513805789017918

Encrypted: false

SSDEEP: 384:ur/nXMGLYm3FZriQV87gvyy+bINtKVLZqDA:ujnXMGLYm3FZus87oyyvNt+LZqDA

MD5: F99436352FD3FD86163903C23DF4F687

SHA1: AE0BEB9B514BF9BDAC8D284BCE044F07D509BC45

SHA-256: 5F62D46B7DF1B454026355B74ACAA1089803C550C80FC14ACEFA4EC5E5348B8A

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\bg\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\bn\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\ca\messages.json
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SHA-512: B8D79AD2E5EE1BB0F1F7D2E862B2E08B8D99279824C8765895670D3AD1FD6CEA438E5B487455E5299CA73129FA71EEB320CD6100F5BE18737C74289EACB2279
C

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Es congela"}, "1213957982723875920": {"message": "Quina de les opcions\u00a0seg\u00fcents descriu millor la vostra xarxa?"}, 
"128276876460319075": {"message": "Detecci\u00f3 de dispositius"}, "1428448869078126731": {"message": "Flu\u00efdesa del v\u00eddeo"}, "1522140683318860351": 
{"message": "S'ha produ\u00eft un error en la connexi\u00f3. Torneu-ho a provar."}, "1550904064710828958": {"message": "Correcta"}, "1636686747687494376": {"mes
sage": "Perfecta"}, "1802762746589457177": {"message": "Volum"}, "1850397500312020388": {"message": "Pots veure el Chromecast a l'$START_LINK$aplicaci\u00f3 
Google\u00a0Home$END_LINK$?$START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": 
{"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.google.com/chro
mecast/answer/2998456\" target=\"_blank\">\ue000<span class=

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 13661

Entropy (8bit): 5.523691716056896

Encrypted: false

SSDEEP: 192:xo2yur9aNdlgZqkH9kN94IZriNCpE1RFTewe5DvYiycLSK8eL+D75J4X:PrQNdlcre0IZrAeJVLZqDA

MD5: 2BAC88F7497326C230429E5AC682EFC5

SHA1: 1A71E7B6658E7ADA5922BAD7C47301845EA148EA

SHA-256: 629AB039C1B7BB5F94DF9EE253C61F7816D28D2B1DD4D50A527008F3CFCE27EF

SHA-512: 413367C8347F991167895F715D25901C07F0214DB2151E9DCD0A7C30384C9FBA9312CF5FD943F770C9C6912011DD0767B7F179374649B9FDAEC1CD775BB44C65

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Video zamrz\u00e1"}, "1213957982723875920": {"message": "Kter\u00fd popis nejl\u00e9pe vystihuje va\u0161i s\u00e
d\u0165?"}, "128276876460319075": {"message": "Zji\u0161\u0165ov\u00e1n\u00ed za\u0159\u00edzen\u00ed"}, "1428448869078126731": {"message": "Plynulost 
videa"}, "1522140683318860351": {"message": "P\u0159ipojen\u00ed se nezda\u0159ilo. Zkuste to pros\u00edm znovu."}, "1550904064710828958": {"message": 
"Plynul\u00e9"}, "1636686747687494376": {"message": "Perfektn\u00ed"}, "1802762746589457177": {"message": "Hlasitost"}, "1850397500312020388": {"message": "Vi
d\u00edte sv\u016fj Chromecast v\u00a0$START_LINK$aplikaci Google Home $END_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"
content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\
ue000</span>\ue000<a href=\"https://support.google.com/chromecast/answer/2998456\" target=

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 12344

Entropy (8bit): 5.533149477109832

Encrypted: false

SSDEEP: 192:x2/rIMvvK/kt8lNSZrZEtdFEysX5oUFVaiycLSK8eL+D75J4X:kr7CMgcZrZSS9OUn5VLZqDA

MD5: A471CC860CCC748C1807BEE41B669DA5

SHA1: CD94B28CE5076AC1278278F55C501BB01DDCA315

SHA-256: B44E5AA82F76F1985DCACEEFAA122EB51A4E79358B3BDFF3191A7520CEBFA79D

SHA-512: A9665DB5C32BDC5DE214611119FB42844D450C8D5A98B5B2067B08F37057DF72813F11A3DA0AF29094348B5A9C3264031D400710F123CF0104C80E3A067B9C2A

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Fryser"}, "1213957982723875920": {"message": "Hvilket af f\u00f8lgende udsagn beskriver bedst dit netv\u00e6rk?"}, "1282768
76460319075": {"message": "Enhedsregistrering"}, "1428448869078126731": {"message": "Videostabilitet"}, "1522140683318860351": {"message": "Forbindelsen blev af
brudt. Pr\u00f8v igen."}, "1550904064710828958": {"message": "Problemfri"}, "1636686747687494376": {"message": "Perfekt"}, "1802762746589457177": {"message": "L
ydstyrke"}, "1850397500312020388": {"message": "Kan du se din Chromecast i $START_LINK$ Google Home-appen$END_LINK$? $START_SPAN$*$END_SPAN$", 
"placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "185039750
0312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.google.com/chromecast/answer/2998456\" target=\"_blank\">\ue000<span cla
ss=\"required-message\" ng-show=\"!top.sufficientFeedback\">"}, "21457

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 12525

Entropy (8bit): 5.536533705972717

Encrypted: false

SSDEEP: 192:x/urgx/WqbSSakxUKRgZrT8LS78dfTj+C9xkiycLSK8eL+D75J4X:QrmlbzxUAgZrTb7SOC9lVLZqDA

MD5: F5622AAA0F81904E837130E4E825C3DD

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\cs\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\da\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\de\messages.json
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SHA1: 33284EEE81FC2ED7D4B185889B3A463900FE90C0

SHA-256: 43145DC64CF2898F1BEB7B5178865BFA550C21B8B66A782CA6B7760F27EA59AA

SHA-512: 7836DA000F37B8647A026F8050BFCAF0C0C0CE73C57C3DF93CA134F447C5C2DD5834ADE43BFC7A9000D143B55C6DA5F456ED0CA374073F41EAFF6987B31B263
6

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "H\u00e4ngenbleiben"}, "1213957982723875920": {"message": "Welche dieser Aussagen beschreibt dein Netzwerk am besten?"}, 
"128276876460319075": {"message": "Ger\u00e4teerkennung"}, "1428448869078126731": {"message": "Videowiedergabequalit\u00e4t"}, "1522140683318860351": {"m
essage": "Fehler beim Herstellen der Verbindung. Bitte versuche es noch einmal."}, "1550904064710828958": {"message": "St\u00f6rungsfrei"}, "1636686747687494376": 
{"message": "Perfekt"}, "1802762746589457177": {"message": "Lautst\u00e4rke"}, "1850397500312020388": {"message": "Siehst du deinen Chromecast in der $START_
LINK$Google Home App$END_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "ST
ART_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.google.
com/chromecast/answer/2998456\" target=\"_blank\">\ue000<span class=\"

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 24564

Entropy (8bit): 4.726214537204998

Encrypted: false

SSDEEP: 384:wPf5rkGrgn/GxCNk7vNp5f+BA4y1NkXaKBTZrHxpO2AKZaKwZk596Wo+8uwDdQHZ:G5dW9Z55LZqDA

MD5: 4139BA5F3CD84B77668AFD0204C23096

SHA1: 049A56EC622CBAC2589D8D49833E7ECAEAC224FD

SHA-256: 83E29109AAF038CEBE6DF728874DE9829E02EBF26AEC515826DE81D57F7D56A0

SHA-512: 3E8607916A209D4D227FD79A6EFD1EBB7039F07A52FF2750E108536286CBBA82F4E06202C1C301F06857D7CA23E65A52A26DBD7FCBC00B363025F37F3DBC2C6
A

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u03a0\u03b1\u03b3\u03ce\u03bd\u03b5\u03b9"}, "1213957982723875920": {"message": "\u03a0\u03bf\u03b9\u03bf \u03b1
\u03c0\u03cc \u03c4\u03b1 \u03c0\u03b1\u03c1\u03b1\u03ba\u03ac\u03c4\u03c9 \u03c0\u03b5\u03c1\u03b9\u03b3\u03c1\u03ac\u03c6\u03b5\u03b9 \u03ba\u03b1\u
03bb\u03cd\u03c4\u03b5\u03c1\u03b1 \u03c4\u03bf \u03b4\u03af\u03ba\u03c4\u03c5\u03cc \u03c3\u03b1\u03c2;"}, "128276876460319075": {"message": "\u0395\
u03bd\u03c4\u03bf\u03c0\u03b9\u03c3\u03bc\u03cc\u03c2 \u03c3\u03c5\u03c3\u03ba\u03b5\u03c5\u03ce\u03bd"}, "1428448869078126731": {"message": "\u039f\u
03bc\u03b1\u03bb\u03cc\u03c4\u03b7\u03c4\u03b1 \u03b2\u03af\u03bd\u03c4\u03b5\u03bf"}, "1522140683318860351": {"message": "\u0391\u03c0\u03bf\u03c4\u0
3c5\u03c7\u03af\u03b1 \u03c3\u03cd\u03bd\u03b4\u03b5\u03c3\u03b7\u03c2. \u0394\u03bf\u03ba\u03b9\u03bc\u03ac\u03c3\u03c4\u03b5 \u03be\u03b1\u03bd\u03a
c."}, "1550904064710828958": {"message": "\u039f\u03bc\u03b1\u03bb\u03ae"}, "1636686747687494376": {

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 11710

Entropy (8bit): 5.525212097063947

Encrypted: false

SSDEEP: 192:xSSmrvarQDk/KRZrRJDZRSiycLSK8eL+D75J4X:UDrm/KRZr7VRxVLZqDA

MD5: 62ABB1FB3EEA34152B69F03F60621A9A

SHA1: 03D2453DD266AA28905C0B25C13EAF356F632748

SHA-256: 04E14517A9A17909D3F1479C83FA5A68477DD012DC25F26215CD038960FF5CD4

SHA-512: 54AFB1060A7ED32C9EC05B94BC831E0D73B3E782BC9A868911709CE57CD2677474A23023671080950ED153D7149708239426A69FB23B821FCD32E9365E304B0F

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Freezes"}, "1213957982723875920": {"message": "Which of the following best describes your network?"}, "1282768764
60319075": {"message": "Device Discovery"}, "1428448869078126731": {"message": "Video Smoothness"}, "1522140683318860351": {"message": "Connection failed. 
Please try again."}, "1550904064710828958": {"message": "Smooth"}, "1636686747687494376": {"message": "Perfect"}, "1802762746589457177": {"message": "Volum
e"}, "1850397500312020388": {"message": "Are you able to see your Chromecast in the $START_LINK$ Google Home app$END_LINK$? $START_SPAN$*$EN
D_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "18
50397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.google.com/chromecast/answer/2998456\" target=\"_blank\">\ue000<span 
class=\"required-message\" ng-show=\"!top.sufficientFeedback\">"}, "214575242997320761

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 12649

Entropy (8bit): 5.512838489280064

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\el\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\en\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\es\messages.json
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Encrypted: false

SSDEEP: 192:x3ytlMre5UX25IMZkjnZrIzJFRJP4y2iycLSK8eL+D75J4X:Jytery022HjnZrYN40VLZqDA

MD5: 8B6CB5ECA462E78394C87EFCC3681B81

SHA1: 380516B51ECFD0167154FF8A14722CF3F08A4350

SHA-256: 60459C3231A231EB95C41C4D9C8F0554D242F0604D8393B33F24B75753A01FEA

SHA-512: 738069050E8B4A0AF487CB5516014187F0B9C6C0DDAE2088D1B32ACB45DFE571E9C49C8D9E07E30C18A500AE2F691F02FD5F138801D31B2817D88BC5C7BB0DB
4

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Congelaci\u00f3n de im\u00e1genes"}, "1213957982723875920": {"message": "\u00bfCu\u00e1l de las siguientes respuestas 
describe mejor tu red?"}, "128276876460319075": {"message": "Detecci\u00f3n de dispositivo"}, "1428448869078126731": {"message": "Fluidez del v\u00eddeo"}, 
"1522140683318860351": {"message": "Error en la conexi\u00f3n. Vuelve a intentarlo."}, "1550904064710828958": {"message": "V\u00eddeo fluido"}, "16366867476874
94376": {"message": "Perfecta"}, "1802762746589457177": {"message": "Volumen"}, "1850397500312020388": {"message": "\u00bfPuedes ver tu Chromecast en la 
$START_LINK$aplicaci\u00f3n Google\u00a0Home$END_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"con
tent": "$2"}, "START_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https:
//support.google.com/chromecast/answer/2998456\" target=\"_blank\">\ue

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 12202

Entropy (8bit): 5.5076808783499285

Encrypted: false

SSDEEP: 192:x5jDnrnUykqRFZroXudz+iycLSK8eL+D75J4X:PjjrUZ+FZrHzlVLZqDA

MD5: 0A723A166EC8A68E4B85E284B2069395

SHA1: 2D33ED47E3A7BF1F497E5563D017F888053C6BEB

SHA-256: 396442AC437E3330B4C7C2D6767A8A98DBCACDECF76CAF1CB15E5EA46591468C

SHA-512: 551400A86FD7417968818E0F335EF006D3BD6C73942863FD5E5A2D75D05AAF10E4418004DD21C79929C9EBDC23BDB9E11132E183A1A74690058CCC8CE51328B0

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Hangub"}, "1213957982723875920": {"message": "Milline j\u00e4rgmistest v\u00e4idetest kirjeldab k\u00f5ige paremini teie v\
u00f5rku?"}, "128276876460319075": {"message": "Seadme tuvastamine"}, "1428448869078126731": {"message": "Video sujuvus"}, "1522140683318860351": {"me
ssage": "\u00dchendamine eba\u00f5nnestus. Proovige uuesti."}, "1550904064710828958": {"message": "\u00dchtlane"}, "1636686747687494376": {"message": 
"T\u00e4iuslik"}, "1802762746589457177": {"message": "Helitugevus"}, "1850397500312020388": {"message": "Kas n\u00e4ete oma Chromecasti $START_LINK$ra
kenduses Google Home$END_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "ST
ART_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.google.
com/chromecast/answer/2998456\" target=\"_blank\">\ue000<span class=\"required-message\" n

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 21592

Entropy (8bit): 4.8081178455213465

Encrypted: false

SSDEEP: 192:x9kVraJnpDv0H/kkDZrvdlmfKrDMJ9iycLSK8eL+D75J4X:oVraJn10HMkDZrFl8KrDMJoVLZqDA

MD5: CFEA53E9F4DA769F26C9E61B2AD0C23E

SHA1: 9DBA2524AA771A970EC0EF6594FCAC81751BC6B4

SHA-256: 5E185DD5BB21F1D56E934AD825EAD62CD64E96D013ECB9A9A425A3E7433F206A

SHA-512: C6E7153617AB62B8E5231CC40EC20C734DE2BF5455D4B970C1E3B2F0A9E98112414DD293136F25B1EBDACDE24701BAEDD56AE165CB37EE5FB0436DAB656CF
BC7

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u062b\u0627\u0628\u062a \u0634\u062f\u0646 \u0646\u0627\u06af\u0647\u0627\u0646\u06cc"}, "1213957982723875920": 
{"message": "\u06a9\u062f\u0627\u0645 \u06cc\u06a9 \u0627\u0632 \u0645\u0648\u0627\u0631\u062f \u0632\u06cc\u0631 \u0634\u0628\u06a9\u0647 \u0634\u064
5\u0627 \u0631\u0627 \u0628\u0647 \u0628\u0647\u062a\u0631\u06cc\u0646 \u0646\u062d\u0648 \u062a\u0648\u0635\u06cc\u0641 \u0645\u06cc\u200c\u06a9\u064
6\u062f\u061f"}, "128276876460319075": {"message": "\u06cc\u0627\u0641\u062a\u0646 \u062f\u0633\u062a\u06af\u0627\u0647"}, "1428448869078126731": {"me
ssage": "\u0631\u0648\u0627\u0646\u06cc \u0648\u06cc\u062f\u0626\u0648"}, "1522140683318860351": {"message": "\u0627\u062a\u0635\u0627\u0644 \u0628\u0
631\u0642\u0631\u0627\u0631 \u0646\u0634\u062f. \u0644\u0637\u0641\u0627\u064b \u062f\u0648\u0628\u0627\u0631\u0647 \u0627\u0645\u062a\u062d\u0627\u06
46 \u06a9\u0646\u06cc\u062f."}, "1550904064710828958": {"message": "\u0631\u0648\u0627\u0646"}, "163

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\et\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\fa\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\fi\messages.json
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Category: dropped

Size (bytes): 12649

Entropy (8bit): 5.501952546852719

Encrypted: false

SSDEEP: 192:xOqrQ8iRBggk0XM2sZr1SZ1ViiycLSK8eL+D75J4X:3r/RRZrIVBVLZqDA

MD5: 8052E18EA17231E14939CDFD6A379A89

SHA1: 4E8F626E71307CCE7A877D685562E08A9131B9CD

SHA-256: 5F0C1914F48129F16807574ED6E45298B9F178A388ADD306311D7104BF0DC6D1

SHA-512: 4CE995BB789415852A26912CB4DD8545A39B0C82DE2803396CC8CA760BB45C9896E9270A310F893057776699AD9120E3630CD3D8524869F659AFF4B3E3E45470

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Pys\u00e4htyy"}, "1213957982723875920": {"message": "Mik\u00e4 seuraavista kuvaa parhaiten verkkoasi?"}, "1282768
76460319075": {"message": "Laitteiden tunnistaminen"}, "1428448869078126731": {"message": "Videon tasaisuus"}, "1522140683318860351": {"message": "Yhteys 
ep\u00e4onnistui. Yrit\u00e4 uudelleen."}, "1550904064710828958": {"message": "Tasainen"}, "1636686747687494376": {"message": "T\u00e4ydellinen"}, "18027627
46589457177": {"message": "\u00c4\u00e4nenvoimakkuus"}, "1850397500312020388": {"message": "N\u00e4etk\u00f6 Chromecastisi $START_LINK$Google Home \u2
011sovelluksessa$END_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"c
ontent": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.google.com/chromecast
/answer/2998456\" target=\"_blank\">\ue000<span class=\"required-message\" ng-sh

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 12383

Entropy (8bit): 5.494089992951735

Encrypted: false

SSDEEP: 192:xrQLrmhp68wI0fkKPJZrd4PyGnm3SRBiycLSK8eL+D75J4X:erP80sKPJZrKPy53jVLZqDA

MD5: B698B5A4C95A37123FA3C738BFBB6523

SHA1: 2AA8FB8B5E08366A4E6A9AF95B31AB9871BEFD1C

SHA-256: 44A7157EBB87AC55EB1CCCA7DD31C8DE03C2141F7965E6D343758F589B5CE081

SHA-512: 9FCB2720C843ED66185CA97FF4D93C9A23B7579C77EA1D25A4BF5D3AB44D66A7E0B6FD8995705487859FB2461FEFD34B3D1032BFA966718982AEC771229EE370

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Hindi gumagalaw"}, "1213957982723875920": {"message": "Alin sa sumusunod ang pinakamahusay na naglalarawan sa iyong 
network?"}, "128276876460319075": {"message": "Pagtuklas ng Device"}, "1428448869078126731": {"message": "Pagka-smooth ng Video"}, "1522140683318860351": 
{"message": "Hindi nakakonekta. Pakisubukang muli."}, "1550904064710828958": {"message": "Smooth"}, "1636686747687494376": {"message": "Perpekto"}, "1802
762746589457177": {"message": "Volume"}, "1850397500312020388": {"message": "Nakikita mo ba ang iyong Chromecast sa $START_LINK$ Google Home 
app$END_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, 
"START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.google.com/chromecast/answer/2998
456\" target=\"_blank\">\ue000<span class=\"required-message\" ng-show=\"!top.sufficientFe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 13082

Entropy (8bit): 5.506714680445029

Encrypted: false

SSDEEP: 192:x7/ZQrr6x7U3kWXQ25Zri8EbeuGhZlsPj/LAP4wmHatiycLSK8eL+D75J4X:wrrKL25Zrikhk/LAP4w6VLZqDA

MD5: 29A947DEF8688A60267FA7CF5196F432

SHA1: 60F7A221077E13F29CD844C6F273A83C355F304D

SHA-256: A13573E944CDAB491141F290C1C9772314A456E618E23D064D60E021EB5E92EC

SHA-512: B62FDA4311406950E3D30622850D61166C9A0B4E43123511DF37E2D99D424EE9CE366081684A9B05C8064A460C81D256B3407E5405C33A5C354282C782884C9A

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Se fige"}, "1213957982723875920": {"message": "Parmi les propositions suivantes, laquelle d\u00e9crit le mieux votre r\u00e
9seau\u00a0?"}, "128276876460319075": {"message": "D\u00e9tection d'appareils"}, "1428448869078126731": {"message": "Fluidit\u00e9 de la vid\u00e9o"}, "15221406
83318860351": {"message": "\u00c9chec de la connexion. Veuillez r\u00e9essayer."}, "1550904064710828958": {"message": "Fluide"}, "1636686747687494376": 
{"message": "Parfaite"}, "1802762746589457177": {"message": "Volume"}, "1850397500312020388": {"message": "Votre Chromecast est-il visible dans l'$START_LINK$
application Google\u00a0Home$END_LINK$\u00a0? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, 
"START_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.goo
gle.com/chromecast/answer/2998456\" target=\"_blank\">\ue000

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\fil\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\fr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\gu\messages.json
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 22254

Entropy (8bit): 4.779170852082741

Encrypted: false

SSDEEP: 384:DgtillrcJF8EgbOokOAZUgumAKtgYypgAW8V+aA9pk6yUISMUpAK8BP4yF4yJZCL:R252DjmZLG1VM0MLZqDA

MD5: 1F830A9EECC8B69B25D007873DF3255A

SHA1: F50EF6F0D0E4DF50B64CBE58D50391820E90B188

SHA-256: 34AF1251F0AA10135883D8CB51F9AC1AD9D99F731CFB754529B7BA0D12357D04

SHA-512: E315521DB19BA50EEF5F18893669E7AEE1D897C6B1DA0EB9E43FC0507486E18FCB0A7F07D995CAB1E713D6C161C042CBE9924AE0869A64D0D754CC9860CFD5
99

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u0ab8\u0acd\u0aa5\u0abf\u0ab0"}, "1213957982723875920": {"message": "\u0aa8\u0ac0\u0a9a\u0ac7\u0aa8\u0abe\u0aae\
u0abe\u0a82\u0aa5\u0ac0 \u0a95\u0aaf\u0ac1\u0a82 \u0aa4\u0aae\u0abe\u0ab0\u0abe \u0aa8\u0ac7\u0a9f\u0ab5\u0ab0\u0acd\u0a95\u0aa8\u0ac1\u0a82 \u0ab6\u0
acd\u0ab0\u0ac7\u0ab7\u0acd\u0aa0 \u0ab5\u0ab0\u0acd\u0aa3\u0aa8 \u0a95\u0ab0\u0ac7 \u0a9b\u0ac7?"}, "128276876460319075": {"message": "\u0a89\u0aaa\u
0a95\u0ab0\u0aa3 \u0ab6\u0acb\u0aa7"}, "1428448869078126731": {"message": "\u0ab5\u0ac0\u0aa1\u0abf\u0aaf\u0acb\u0aa8\u0ac0 \u0ab8\u0ac1\u0a97\u0aae\u
0aa4\u0abe"}, "1522140683318860351": {"message": "\u0a95\u0aa8\u0ac7\u0a95\u0acd\u0ab6\u0aa8 \u0aa8\u0abf\u0ab7\u0acd\u0aab\u0ab3 \u0aa5\u0aaf\u0ac1\u
0a82. \u0a95\u0ac3\u0aaa\u0abe \u0a95\u0ab0\u0ac0\u0aa8\u0ac7 \u0aab\u0ab0\u0ac0\u0aa5\u0ac0 \u0aaa\u0acd\u0ab0\u0aaf\u0abe\u0ab8 \u0a95\u0ab0\u0acb."}, 
"1550904064710828958": {"message": "\u0ab8\u0ac1\u0a97\u0aae"}, "1636686747687494376": {"message"

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 22440

Entropy (8bit): 4.762643964466485

Encrypted: false

SSDEEP: 384:/tRrcdUNBX+4lJdVcrZrSNpYD2ka54rXIVLZqDA:/tRgdULX+4DDcrZmsDlL0LZqDA

MD5: 0358CB0257396D2B26C7FB54E4247B94

SHA1: 45576B2BC67BEC819C40FA17A2C384576C2933BE

SHA-256: BB9B200C93DB8339454AA2D28C70E2239CFBCA8A10CBBB12B16F751B7F8B10DD

SHA-512: 1E6BAC1E7584DE1577659163544440B5936B4D7AD123FCDD91775F07CE4D2B1102F99219A1584148B7CF4383646024ABBB9FF322EC45107C71881C5FC160FCC4

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u095e\u094d\u0930\u0940\u095b"}, "1213957982723875920": {"message": "\u0928\u093f\u092e\u094d\u0928 \u092e\u0947
\u0902 \u0938\u0947 \u0915\u094c\u0928 \u0906\u092a\u0915\u0947 \u0928\u0947\u091f\u0935\u0930\u094d\u0915 \u0915\u093e \u0938\u092c\u0938\u0947 \u090
5\u091a\u094d\u091b\u093e \u0935\u0930\u094d\u0923\u0928 \u0915\u0930\u0924\u093e \u0939\u0948?"}, "128276876460319075": {"message": "\u0921\u093f\u09
35\u093e\u0907\u0938 \u0916\u094b\u091c"}, "1428448869078126731": {"message": "\u0935\u0940\u0921\u093f\u092f\u094b \u0928\u093f\u0930\u094d\u092c\u09
3e\u0927\u0924\u093e"}, "1522140683318860351": {"message": "\u0915\u0928\u0947\u0915\u094d\u0936\u0928 \u0935\u093f\u092b\u0932. \u0915\u0943\u092a\u0
92f\u093e \u092a\u0941\u0928\u0903 \u092a\u094d\u0930\u092f\u093e\u0938 \u0915\u0930\u0947\u0902."}, "1550904064710828958": {"message": "\u0928\u093f\
u0930\u094d\u092c\u093e\u0927"}, "1636686747687494376": {"message": "\u0909\u0924\u094d\u0924\u092e"

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 12645

Entropy (8bit): 5.557755292277328

Encrypted: false

SSDEEP: 192:xfeLrTFU0qXZ9VQFkLR+JZrhgjryEWJ3CniycLSK8eL+D75J4X:erSZzQWLgJZrhDDJpVLZqDA

MD5: A9DFD247C7F262BDE23059ED0F2ACA98

SHA1: 790BBDAE58A81C8CA8A1052131A2BA90D94122FF

SHA-256: 382B07E8AFD75FDC5947B6FCA27FC3F96100C0BF7AC140AC1DC70213ADC21C66

SHA-512: CFC98723F88678D99CA9BE1FC15EB1928E3667D3699A840756C73E666694E7C7104815E6302F487E03D213CC4281FDB57CF4B8A484EDBD69FE30A8E2A71F74DA

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Zamrzavanje"}, "1213957982723875920": {"message": "Koje od sljede\u0107eg najbolje opisuje va\u0161u mre\u017eu?"}, 
"128276876460319075": {"message": "Otkrivanje ure\u0111aja"}, "1428448869078126731": {"message": "Ujedna\u010denost videoreprodukcije"}, "152214068
3318860351": {"message": "Povezivanje nije uspjelo. Poku\u0161ajte ponovo."}, "1550904064710828958": {"message": "Glatko"}, "1636686747687494376": {"message": "
Savr\u0161ena"}, "1802762746589457177": {"message": "Glasno\u0107a"}, "1850397500312020388": {"message": "Vidite li svoj Chromecast u $START_LINK$aplikaciji 
Google Home$END_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {
"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.google.co
m/chromecast/answer/2998456\" target=\"_blank\">\ue000<span class=\"required-message\" ng-

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\hi\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\hr\messages.json
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 13846

Entropy (8bit): 5.502488183113892

Encrypted: false

SSDEEP: 192:xeyrLrdmiyIkWLLZrzPSHapShoiycLSK8eL+D75J4X:ZrYNTWLLZrzuapSxVLZqDA

MD5: 0C78056D589319DC87A2C32BAE2A2EEC

SHA1: 462B39BD2F6DD20572DB01D6243BEAFDFBA37505

SHA-256: 0CCD64543D0DEB70344E3F43A16E164200F7FEDC06135FC4A040F7BA2540928A

SHA-512: D86532DB84585B6CCB3B34B22D77514C7828013B7CA7DF237C1E801A4E62E0037F4EA9981ADB5D122FDCD34573E46ED472FF8A7BB3CBB81D2B03A5746256B6
BA

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Lefagy"}, "1213957982723875920": {"message": "Az al\u00e1bbiak k\u00f6z\u00fcl melyik jellemzi legjobban h\u00e1l\u00f3zat\
u00e1t?"}, "128276876460319075": {"message": "Eszk\u00f6zfelfedez\u00e9s"}, "1428448869078126731": {"message": "Vide\u00f3 folyamatoss\u00e1ga"}, "152
2140683318860351": {"message": "Sikertelen kapcsol\u00f3d\u00e1s. K\u00e9rj\u00fck, pr\u00f3b\u00e1lja \u00fajra."}, "1550904064710828958": {"message": "Folyama
tos"}, "1636686747687494376": {"message": "T\u00f6k\u00e9letes"}, "1802762746589457177": {"message": "Hanger\u0151"}, "1850397500312020388": {"message": 
"L\u00e1tja a Chromecastot a $START_LINK$Google Home alkalmaz\u00e1sban$END_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": 
{"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "</
a>\ue000</span>\ue000<a href=\"https://support.google.com/chromecast/answer/2998

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 11883

Entropy (8bit): 5.503214020556388

Encrypted: false

SSDEEP: 192:xJzrw1nghhke/2Zr3c56RMzDZiycLSK8eL+D75J4X:TrAuSe+Zrs56RcoVLZqDA

MD5: C55EE1B3E60FADFDD158C19734190C99

SHA1: DB4077828B43BA3C150A9C8E16DE90B1F4936E3A

SHA-256: E064D7940E665C704ED37C04820C2BEC0792C1F6BD1D284EFC5D005981399344

SHA-512: 66E6F6D18A09A23072602928BDF35601354340DFFCC141122BF9CBBD2BF72E3BC952109C01EFE9D89FB0F047D35C4A990AB5C1DDC94BBF3FC15F5F74160F0A9
B

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Membeku"}, "1213957982723875920": {"message": "Dari berikut ini, manakah yang paling mendeskripsikan jaringan Anda?"}, 
"128276876460319075": {"message": "Penemuan Perangkat"}, "1428448869078126731": {"message": "Kelancaran Video"}, "1522140683318860351": {"message": 
"Sambungan gagal. Coba lagi."}, "1550904064710828958": {"message": "Lancar"}, "1636686747687494376": {"message": "Sempurna"}, "1802762746589457177": 
{"message": "Volume"}, "1850397500312020388": {"message": "Bisakah Anda melihat Chromecast di $START_LINK$aplikasi Google Home$END_LINK$? $START_SP
AN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}
}}, "1850397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.google.com/chromecast/answer/2998456\" target=\"_blank\">\
ue000<span class=\"required-message\" ng-show=\"!top.sufficientFeedback\">"}, "21457524299

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 12125

Entropy (8bit): 5.512268373042204

Encrypted: false

SSDEEP: 192:xjhrHp+dApMkWL7hbZrIBuvJDp6DsZ1i0niycLSK8eL+D75J4X:DrHvghbZrzD0Q/6VLZqDA

MD5: 66B19CC863C2E6558CA3EF8F0F70A1A4

SHA1: 31A91DB831C46285ABDA2220278FD12A749116D7

SHA-256: E395556821A6FE8DE736A5F317CDA3A89A9CC0A434E3A31935EBD7A1412292BF

SHA-512: 20D7D517E96B81AFD5A757AD3C55BD119FC004C4C30671136EE33734DDC4AFD1D64F0DAB2F29A60395DDEDC258371315CDB905BC35B63426C122A697D44AE3
19

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\hu\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\id\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\it\messages.json
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Preview: {"1018984561488520517": {"message": "Si blocca"}, "1213957982723875920": {"message": "Quale delle seguenti definizioni descrive meglio la tua rete?"}, "12827687
6460319075": {"message": "Rilevamento dispositivi"}, "1428448869078126731": {"message": "Uniformit\u00e0 video"}, "1522140683318860351": {"message": "
Connessione non riuscita. Riprova."}, "1550904064710828958": {"message": "Fluido"}, "1636686747687494376": {"message": "Perfetta"}, "1802762746589457177": 
{"message": "Volume"}, "1850397500312020388": {"message": "Riesci a vedere il tuo dispositivo Chromecast nell'$START_LINK$app Google Home$END_LINK$? 
$START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "START_SPAN": {"co
ntent": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.google.com/chromecast/answer/2998456\" target=\"_blank\
">\ue000<span class=\"required-message\" ng-show=\"!top.sufficientFeed

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 18990

Entropy (8bit): 4.903564947699091

Encrypted: false

SSDEEP: 192:xkQ0XrEGOhGUkT/Mf8eZrNj27tS+iiUfOkGEyWiycLSK8eL+D75J4X:KdrgGvDMEeZrM78fQVLZqDA

MD5: A991BEF47A83913A1E0EF06007D09198

SHA1: 80BA1E8FC3E9BE8A34F73E78CED8313E54F9CC96

SHA-256: 0F95D8BF550F14B2B704CE42911F5BD23FA9FE28D0D301F66628848B27C760CB

SHA-512: 1B5C8196669088A884FD8E117E7EB0870B296AF493004F948D0AD4FF630B07A34F423647E55856307029B2B06CDCCEAED2F9C43B426200D28D8A19A48CEA5D42

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u05e7\u05d5\u05e4\u05d0"}, "1213957982723875920": {"message": "\u05d0\u05d9\u05d6\u05d4 \u05de\u05d4\u05de\u05e9
\u05e4\u05d8\u05d9\u05dd \u05d4\u05d1\u05d0\u05d9\u05dd \u05de\u05ea\u05d0\u05e8 \u05d0\u05ea \u05d4\u05e8\u05e9\u05ea \u05e9\u05dc\u05da \u05d1\u05e6
\u05d5\u05e8\u05d4 \u05d4\u05d8\u05d5\u05d1\u05d4 \u05d1\u05d9\u05d5\u05ea\u05e8?"}, "128276876460319075": {"message": "\u05d2\u05d9\u05dc\u05d5\u05d9 
\u05de\u05db\u05e9\u05d9\u05e8\u05d9\u05dd"}, "1428448869078126731": {"message": "\u05d0\u05d9\u05db\u05d5\u05ea \u05d4\u05e2\u05d1\u05e8\u05ea \u05d
4\u05d5\u05d5\u05d9\u05d3\u05d0\u05d5"}, "1522140683318860351": {"message": "\u05d4\u05d7\u05d9\u05d1\u05d5\u05e8 \u05e0\u05db\u05e9\u05dc. \u05e0\u05
e1\u05d4 \u05e9\u05d5\u05d1."}, "1550904064710828958": {"message": "\u05d7\u05dc\u05e7"}, "1636686747687494376": {"message": "\u05de\u05e2\u05d5\u05dc
\u05d4"}, "1802762746589457177": {"message": "\u05e2\u05d5\u05e6\u05de\u05ea \u05e7\u05d5\u05dc"}, "

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17229

Entropy (8bit): 5.086163999548396

Encrypted: false

SSDEEP: 192:xYXM9rCgMkOSMZrpA6bziycLSK8eL+D75J4X:/rz3OHZrlGVLZqDA

MD5: 42D2CC1C67DF2117469FBFCA75AB0A36

SHA1: 2F662EE7AF2D1B627452F94B6243B66411F71386

SHA-256: 7543D6261469E32F09D9A62990FAA15ABFD9D124BED3DA68F194E0CE22741A42

SHA-512: 5C75DDF36833DB003E71E550DCEB1020B1BA1C1DF95230DE2E98C315F7A3C5C5CE137C3A02BA23C0E92ECA4413A8DA3E1DD9651273157C5B164F4F0622BACB
CA

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u56fa\u307e\u308b"}, "1213957982723875920": {"message": "\u3054\u5229\u7528\u306e\u30cd\u30c3\u30c8\u30ef\u30fc\
u30af\u306e\u8aac\u660e\u3068\u3057\u3066\u6700\u3082\u8fd1\u3044\u306e\u306f\u6b21\u306e\u3046\u3061\u3069\u308c\u3067\u3059\u304b\uff1f"}, "12827687
6460319075": {"message": "\u30c7\u30d0\u30a4\u30b9\u691c\u51fa"}, "1428448869078126731": {"message": "\u52d5\u753b\u306e\u6ed1\u3089\u304b\u3055"}, "1
522140683318860351": {"message": "\u63a5\u7d9a\u3067\u304d\u307e\u305b\u3093\u3067\u3057\u305f\u3002\u3082\u3046\u4e00\u5ea6\u304a\u8a66\u3057\u304f\u
3060\u3055\u3044\u3002"}, "1550904064710828958": {"message": "\u6ed1\u3089\u304b"}, "1636686747687494376": {"message": "\u5927\u5909\u826f\u3044"}, "1
802762746589457177": {"message": "\u97f3\u91cf"}, "1850397500312020388": {"message": "$START_LINK$Google Home \u30a2\u30d7\u30ea$END_LINK$\u3067 
Chromecast \u304c\u8868\u793a\u3055\u308c\u307e\u3059\u304b\uff1f$START_SPAN$*$END_SPAN$", "placeholders"

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 24671

Entropy (8bit): 4.7281124077500705

Encrypted: false

SSDEEP: 192:xarRVr6hPfL4+HnaoVsbk5VH8sZr+0Hx846L1EIqUreHGK7E09oWW2siycLSK8e7:ErMPfTaoVZ56sZr/RAEIQZDDVLZqDA

MD5: 3B0D1784ED705726BAB64B37BB5E6584

SHA1: F874B9DE45A847A1A27F7C9429577736605164EC

SHA-256: 906B0648EAB52A2A2E8B11CB74347C3535850EC74B9CD5DAF037C7149CF65479

SHA-512: EC7C4693899A75A359DAFE790B42129C0C2AEB5800BB0E10A6DB0B1C70E32A52E4899AA954948AD16AD0E0EF82D026C0D0D523A61499673356216F5B7926025A

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\iw\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\ja\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\kn\messages.json

Copyright Joe Security LLC 2022 Page 36 of 152



Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u0cab\u0ccd\u0cb0\u0cc0\u0c9c\u0ccd\u200c \u0cae\u0cbe\u0ca1\u0cc1\u0ca4\u0ccd\u0ca4\u0ca6\u0cc6"}, "12139579827
23875920": {"message": "\u0c95\u0cc6\u0cb3\u0c97\u0cbf\u0ca8 \u0caf\u0cbe\u0cb5\u0cc1\u0ca6\u0cc1 \u0ca8\u0cbf\u0cae\u0ccd\u0cae \u0ca8\u0cc6\u0c9f\u0
ccd\u200c\u0cb5\u0cb0\u0ccd\u0c95\u0ccd\u200c \u0c85\u0ca8\u0ccd\u0ca8\u0cc1 \u0c89\u0ca4\u0ccd\u0ca4\u0cae\u0cb5\u0cbe\u0c97\u0cbf \u0cb5\u0cbf\u0cb5
\u0cb0\u0cbf\u0cb8\u0cc1\u0ca4\u0ccd\u0ca4\u0ca6\u0cc6?"}, "128276876460319075": {"message": "\u0cb8\u0cbe\u0ca7\u0ca8\u0ca6 \u0c85\u0ca8\u0ccd\u0cb5\
u0cc7\u0cb7\u0ca3\u0cc6"}, "1428448869078126731": {"message": "\u0cb5\u0cbf\u0cd5\u0ca1\u0cbf\u0caf\u0cc6\u0cc2 \u0cae\u0cc3\u0ca6\u0cc1\u0ca4\u0ccd\u
0cb5"}, "1522140683318860351": {"message": "\u0cb8\u0c82\u0caa\u0cb0\u0ccd\u0c95 \u0cb5\u0cbf\u0cab\u0cb2\u0cb5\u0cbe\u0c97\u0cbf\u0ca6\u0cc6. \u0ca6\
u0caf\u0cb5\u0cbf\u0c9f\u0ccd\u0c9f\u0cc1 \u0cae\u0ca4\u0ccd\u0ca4\u0cc6 \u0caa\u0ccd\u0cb0\u0caf\u0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 14921

Entropy (8bit): 5.28662381216142

Encrypted: false

SSDEEP: 192:x91yWfrOn6a/tVR6k+zyCkOZrg67WcVkfMnvbKP7YiycLSK8eL+D75J4X:nQMrxkhDC5ZrgpVZVLZqDA

MD5: 073625CD4D2989FBDDF75A989D232CDE

SHA1: 353EA8A4627D3D46AC78DF79A9FC2DEA0FD4F861

SHA-256: D214EB07B3A97950242F3343A2FE230EAEDECC39B112F61E449A0258757856E7

SHA-512: BF2562B80BFCED381F2400A633891007D7B3D67EB041709EBB78FFA96F82B5C2F22B8A297B15501969C6F72FA7EFAD1D412BFD30A9E677CAF02512F74B5D8318

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\uc815\uc9c0\ub428"}, "1213957982723875920": {"message": "\ub2e4\uc74c \uc911 \uc0ac\uc6a9 \uc911\uc778 \ub124\ud
2b8\uc6cc\ud06c\ub97c \uac00\uc7a5 \uc798 \uc124\uba85\ud558\ub294 \ud56d\ubaa9\uc740 \ubb34\uc5c7\uc785\ub2c8\uae4c?"}, "128276876460319075": {"messa
ge": "\uae30\uae30 \uac80\uc0c9"}, "1428448869078126731": {"message": "\ub3d9\uc601\uc0c1 \ud654\uc9c8"}, "1522140683318860351": {"message": "\uc5f0\u
acb0\ud558\uc9c0 \ubabb\ud588\uc2b5\ub2c8\ub2e4. \ub2e4\uc2dc \uc2dc\ub3c4\ud574 \uc8fc\uc138\uc694."}, "1550904064710828958": {"message": "\uc6d0\ud6
5c\ud568"}, "1636686747687494376": {"message": "\uc644\ubcbd\ud568"}, "1802762746589457177": {"message": "\ubcfc\ub968"}, "1850397500312020388": {"mes
sage": "$START_LINK$Google Home \uc571$END_LINK$\uc5d0 Chromecast\uac00 \ud45c\uc2dc\ub418\ub098\uc694? $START_SPAN$*$END_SPAN$", "placehold
ers": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "START_S

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 13327

Entropy (8bit): 5.537101655865013

Encrypted: false

SSDEEP: 192:x140DrWfQ0QYLknrEZru6cCMXwwD5miycLSK8eL+D75J4X:D4eredYrEZrQhwutVLZqDA

MD5: D84EDAF6256A5E6AEBDBF238E83397F7

SHA1: EA8A5492FB25A2678986EFBC5586E6F66307F3E2

SHA-256: AACA673622F68E5AE179A87A4E8630539A6CADB5CDF5D7BB6B606AA81999D8A1

SHA-512: 16ED94D22C8917626739DD797E1F8F11654111B01B2A88047C2169AA5414E0BA706D6771FF4A4AD97FB46F47739CE1A5B5CF68A9C0BDDFEAF7A18F1B3C20B31
5

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Stringa"}, "1213957982723875920": {"message": "Kuris i\u0161 toliau pateikt\u0173 teigini\u0173 geriausiai apib\u016bdina j
\u016bs\u0173 tinkl\u0105?"}, "128276876460319075": {"message": "\u012erenginio suradimas"}, "1428448869078126731": {"message": "Vaizdo \u012fra\u0161o 
sklandumas"}, "1522140683318860351": {"message": "\u012evyko ry\u0161io klaida. Bandykite dar kart\u0105."}, "1550904064710828958": {"message": "Leid\u017eiam
a skland\u017eiai"}, "1636686747687494376": {"message": "Puiki"}, "1802762746589457177": {"message": "Garsumas"}, "1850397500312020388": {"message": "Ar 
\u201eChromecast\u201c rodomas $START_LINK$programoje \u201eGoogle Home\u201c$END_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_
LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": 
"</a>\ue000</span>\ue000<a href=\"https://support.google.com/chromecast/answe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 13905

Entropy (8bit): 5.502955721357235

Encrypted: false

SSDEEP: 192:xJfrDrXTxXR+nUkJnZrL011SPiycLSK8eL+D75J4X:3ryvJnZrL0GKVLZqDA

MD5: B8A408330486BAE0D68E8A66F886A8D6

SHA1: 51B432552C9E02591F71314223D6F74F0498C654

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\ko\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\lt\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\lv\messages.json
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SHA-256: 2D03F4A7430DDD21C57303384A8505B65A286BB44B005962936B43B2DF02C995

SHA-512: D6F916577A8663427DFE944387892C4A6A949052298AC83F765BE38985B9C16CA38B2F7A15830818A71FAB1FA6802EE7633654581E61E610201AC5DC95FDDBE4

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u201cIesald\u0113ts\u201d att\u0113ls"}, "1213957982723875920": {"message": "Kur\u0161 no t\u0101l\u0101k min\u0
113tajiem apgalvojumiem vislab\u0101k raksturo j\u016bsu t\u012bklu?"}, "128276876460319075": {"message": "Ier\u012bces atra\u0161ana"}, "142844886907
8126731": {"message": "Video vienm\u0113r\u012bba"}, "1522140683318860351": {"message": "Neizdev\u0101s izveidot savienojumu. L\u016bdzu, m\u0113\u0123iniet 
v\u0113lreiz."}, "1550904064710828958": {"message": "Vienm\u0113r\u012bgs att\u0113ls"}, "1636686747687494376": {"message": "Nevainojama"}, "180276274658
9457177": {"message": "Ska\u013cums"}, "1850397500312020388": {"message": "Vai j\u016bsu Chromecast ier\u012bce ir redzama $START_LINK$lietotn\u0113 G
oogle\u00a0Home$END_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"co
ntent": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "<

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 25869

Entropy (8bit): 4.646312293437404

Encrypted: false

SSDEEP: 192:xbvezI4rScaKW+jLNCrkTkdrKISdnQkjacaJuZr9EIQod/4SqIrO5CiycLSK8eLn:0rD5RLZrfWVLZqDA

MD5: FF0B654EBEC64D1ECE3E8AE8DFE2CB95

SHA1: 79D4D8BB495BB5CA634DDE03517A5F484E5440A5

SHA-256: 1BAAC253B92087A84A449274FB5EDAB18447DEDB8E418267649DF4407F5C4345

SHA-512: C6F2E11BF3568564490498C2B46A0AF0162E5D2C34BEB0DE66EDB8D6A9DA1491597D61F3FE87DA23B9B0392512EAD285AA1BE6C804782C889CCF37760CAD017
8

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u0d28\u0d3f\u0d36\u0d4d\u0d1a\u0d32\u0d2e\u0d3e\u0d2f\u0d24\u0d4d"}, "1213957982723875920": {"message": "\u0d07\
u0d28\u0d3f\u0d2a\u0d4d\u0d2a\u0d31\u0d2f\u0d41\u0d28\u0d4d\u0d28\u0d35\u0d2f\u0d3f\u0d7d \u0d0f\u0d24\u0d3e\u0d23\u0d4d \u0d0f\u0d31\u0d4d\u0d31\u0d3
5\u0d41\u0d02 \u0d2e\u0d3f\u0d15\u0d1a\u0d4d\u0d1a \u0d30\u0d40\u0d24\u0d3f\u0d2f\u0d3f\u0d7d \u0d28\u0d3f\u0d19\u0d4d\u0d19\u0d33\u0d41\u0d1f\u0d46 \
u0d28\u0d46\u0d31\u0d4d\u0d31\u0d4d\u200c\u0d35\u0d7c\u0d15\u0d4d\u0d15\u0d4d \u0d35\u0d4d\u0d2f\u0d15\u0d4d\u0d24\u0d2e\u0d3e\u0d15\u0d4d\u
0d15\u0d41\u0d28\u0d4d\u0d28\u0d24\u0d4d?"}, "128276876460319075": {"message": "\u0d09\u0d2a\u0d15\u0d30\u0d23\u0d02 \u0d15\u0d23\u0d4d\u0d1f\u0d46\u0
d24\u0d4d\u0d24\u0d7d"}, "1428448869078126731": {"message": "\u0d35\u0d40\u0d21\u0d3f\u0d2f\u0d4b \u0d24\u0d1f\u0d38\u0d4d\u0d38\u0d2e\u0d3f\u0d32\u0d
4d\u0d32\u0d3e\u0d2f\u0d4d\u200c\u0d2e"}, "1522140683318860351": {"message": "\u0d15\u0d23\u0d15\u0d4d\u0d37\u

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 23062

Entropy (8bit): 4.723831795334368

Encrypted: false

SSDEEP: 384:HW1/rByCMEXp30ZrUYNHKydmaLgUnC8jbV5VLZqDA:+ULMp30Z4YkunpRLZqDA

MD5: 02FCF571E2F64212F657CEF76835895E

SHA1: 1C157AAA6E9B60D5B0E644F80E1D41CBDB130CDC

SHA-256: 45A395D94422A90CF666344B90E497689A71E41183943EF0C10348FC0456359E

SHA-512: C10DE4BBD2476D90F2BE08A85955FBECEBE428AC26E4350ADB2FD24CD2945FC1C5F71F4909A1F4EEF27EA5B984340E4B36556A5B3422BB59D96BB8B23A37F9
1D

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u0925\u093e\u0902\u092c\u0923\u0947"}, "1213957982723875920": {"message": "\u0916\u093e\u0932\u0940\u0932\u092a\
u0948\u0915\u0940 \u0915\u094b\u0923\u0924\u0947 \u0906\u092a\u0932\u094d\u092f\u093e \u0928\u0947\u091f\u0935\u0930\u094d\u0915\u091a\u0947 \u0938\u0
930\u094d\u0935\u094b\u0924\u094d\u0915\u0943\u0937\u094d\u091f \u0935\u0930\u094d\u0923\u0928 \u0915\u0930\u0924\u0947?"}, "128276876460319075": {"me
ssage": "\u0921\u093f\u0935\u094d\u0939\u093e\u0907\u0938 \u0936\u094b\u0927"}, "1428448869078126731": {"message": "\u0935\u094d\u0939\u093f\u0921\u09
3f\u0913 \u090f\u0915\u0938\u093e\u0930\u0924\u093e"}, "1522140683318860351": {"message": "\u0915\u0928\u0947\u0915\u094d\u0936\u0928 \u0905\u092f\u09
36\u0938\u094d\u0935\u0940 \u091d\u093e\u0932\u0947. \u0915\u0943\u092a\u092f\u093e \u092a\u0941\u0928\u094d\u0939\u093e \u092a\u094d\u0930\u092f\u092
4\u094d\u0928 \u0915\u0930\u093e."}, "1550904064710828958": {"message": "\u0935\u093f\u0928\u093e \u

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 12143

Entropy (8bit): 5.4973717529168775

Encrypted: false

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\ml\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\mr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\ms\messages.json
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SSDEEP: 192:xSxDrN1/+Fkfhkt6mZrmF2EpP+RiycLSK8eL+D75J4X:IrfStbZrm0EAEVLZqDA

MD5: E0C1022E6E1F067C78E450F6D4DA7A8F

SHA1: F81C49535A785D7632F0B367CC0C9F9F38B6E160

SHA-256: 2356C2BA045D8B03AFEFD4A88184B8A105B7582A3925A650D949C99234DB08CF

SHA-512: F696283FF32FABBB983BA7B5347D4A0ED6972A063ECEA3C4DA94A55CAAE81FA2C2740EABE0F301AE0D85B132086F3A82B88E4F6BCF4961D9842548EBA12822
36

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Tidak bergerak"}, "1213957982723875920": {"message": "Antara yang berikut, manakah yang terbaik menggambarkan rangkaian 
anda?"}, "128276876460319075": {"message": "Penemuan Peranti"}, "1428448869078126731": {"message": "Kelancaran Video"}, "1522140683318860351": {"message": 
"Sambungan gagal. Sila cuba lagi."}, "1550904064710828958": {"message": "Lancar"}, "1636686747687494376": {"message": "Sempurna"}, "1802762746589457177": 
{"message": "Kelantangan"}, "1850397500312020388": {"message": "Adakah anda dapat melihat Chromecast anda dalam $START_LINK$ apl Google Home$END
_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "STA
RT_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.google.com/chromecast/answer/2998456\" 
target=\"_blank\">\ue000<span class=\"required-message\" ng-show=\"!top.sufficient

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 12194

Entropy (8bit): 5.525086072392163

Encrypted: false

SSDEEP: 192:xQQBkrB6Ju6kGBZZr2qP8lH42j6iycLSK8eL+D75J4X:uQqr8JuRGBZZr2O8N42FVLZqDA

MD5: BE6ED6423922FF31CE36E252A7BD2F34

SHA1: D53EF8B86FA638FFD9D0AB16DA586853075E8C2B

SHA-256: 564476EF8631ED4694EDE12D8552A5A3D8D660C9085BD4EC4FC45514D3805B2C

SHA-512: 07D58204D26E88DD3100BFAE4B63522766EE487ED60BD0F2288B572C6F5366D5D3E1EA3D87CEF3D6EED5FF6FD508A1F2619C75233C399D250FC1D982AE4342D
3

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Fryser"}, "1213957982723875920": {"message": "Hvilket av f\u00f8lgende eksempler beskriver nettverket ditt best?"}, "128276
876460319075": {"message": "Enhetsgjenkjenning"}, "1428448869078126731": {"message": "Videojevnhet"}, "1522140683318860351": {"message": "Tilkoblingen 
mislyktes. Pr\u00f8v p\u00e5 nytt."}, "1550904064710828958": {"message": "Jevn"}, "1636686747687494376": {"message": "Perfekt"}, "1802762746589457177": {"messa
ge": "Volum"}, "1850397500312020388": {"message": "Ser du Chromecasten din i $START_LINK$Google Home-appen$END_LINK$? $START_SPAN$*$END_SPAN$", 
"placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "18503975
00312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.google.com/chromecast/answer/2998456\" target=\"_blank\">\ue000<span cl
ass=\"required-message\" ng-show=\"!top.sufficientFeedback\">"}, "21457524299732

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 12162

Entropy (8bit): 5.525716521755364

Encrypted: false

SSDEEP: 192:xvKZGrAgKk1Fkd89rZr7pLtknqimXLIkFLgiycLSK8eL+D75J4X:VjrhWd89rZr7pLimXLIgjVLZqDA

MD5: 220569B15031CA4883B9248546BC7AC5

SHA1: 39FF51AF74B7A8C4C93E929C2AA87BCD9D15730A

SHA-256: 8942B620AA3F3C6D80833916EF5866322408B58BA73F7F0EA2B0E43887AE1B71

SHA-512: 0D72EF1B0CBBFD868CCE4F15D861CB21DED2CEEB935DC18547FBFD508EDEB599BA87DD43514C90A53F77D42ACBCD980528EB49E53AC91DB8F6736F1E778E
03B9

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Loopt vast"}, "1213957982723875920": {"message": "Welke beschrijving past het beste bij je netwerk?"}, "128276876
460319075": {"message": "Apparaatdetectie"}, "1428448869078126731": {"message": "Vloeiendheid van de video"}, "1522140683318860351": {"message": "Kan geen 
verbinding maken. Probeer het opnieuw."}, "1550904064710828958": {"message": "Vloeiend"}, "1636686747687494376": {"message": "Perfect"}, "18027627465894571
77": {"message": "Volume"}, "1850397500312020388": {"message": "Zie je je Chromecast in de $START_LINK$Google Home app$END_LINK$? $START_SPA
N$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, 
"1850397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.google.com/chromecast/answer/2998456\" target=\"_blank\">\ue000<span 
class=\"required-message\" ng-show=\"!top.sufficientFeedback\">"}, "214575242997

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\nb\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\nl\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\pl\messages.json
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Category: dropped

Size (bytes): 12900

Entropy (8bit): 5.573979962853888

Encrypted: false

SSDEEP: 192:xfT5brUvb7YvkvoSkHBZrSbsom6ao//9JwTiycLSK8eL+D75J4X:DriZkHBZrSDTX//9JxVLZqDA

MD5: 2F3A2107E28ADA0F98D8CCE9C81AED2F

SHA1: F4A145B658E006B8873C17210A8271C38D8F896B

SHA-256: 73CDE1293634B1D8BBAEC6178E52BA40CDCD34A57C7D26E9153676D8B002CA56

SHA-512: 166688366F68A403E7D5B367CF410971E6D6789B638A74F92A804813239027EDC77D1901AB15D0CD0059CF6091AAA708E1A8D461030FD5BFC2DBB0995C6937D1

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Zatrzymuje si\u0119"}, "1213957982723875920": {"message": "Kt\u00f3ra z tych opcji najlepiej opisuje Twoj\u0105 sie\u0107?"}, 
"128276876460319075": {"message": "Wykrywanie urz\u0105dze\u0144"}, "1428448869078126731": {"message": "P\u0142ynno\u015b\u0107 obrazu"}, "15221406
83318860351": {"message": "Nie uda\u0142o si\u0119 nawi\u0105za\u0107 po\u0142\u0105czenia. Spr\u00f3buj ponownie."}, "1550904064710828958": {"message": 
"P\u0142ynna"}, "1636686747687494376": {"message": "Idealna"}, "1802762746589457177": {"message": "G\u0142o\u015bno\u015b\u0107"}, "1850397500312020388": 
{"message": "Czy Chromecasta wida\u0107 w\u00a0$START_LINK$aplikacji Google Home$END_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LIN
K": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "
</a>\ue000</span>\ue000<a href=\"https://support.google.com/chromecast/answer/2

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 12702

Entropy (8bit): 5.486564182495903

Encrypted: false

SSDEEP: 192:x8dSLr/2gHt2FkHHZrBM7IUC9a5DiycLSK8eL+D75J4X:88rfHJHHZrB9VVLZqDA

MD5: EAEFEB07FBADB19E155E80BC3D91A69C

SHA1: 1AE21F9D6360427D9DFAAFC756E95985E0E6246A

SHA-256: 10EDFD5BAC0A776B9BD1D3CC98C193F6E9E4F9D998D46D7AFA5211D3AE0078B5

SHA-512: FDEA5FB97DBBA52C3B1CBF10EA0DE46FB2E64C680000E36286B015AA20885CA8ED234A027DCFDF29B0CEE33D5A7884501CBBC20D93D59F2F800FC90B3036B
8E8

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Congela"}, "1213957982723875920": {"message": "Qual das seguintes alternativas melhor descreve sua rede?"}, "1282
76876460319075": {"message": "Detec\u00e7\u00e3o de dispositivos"}, "1428448869078126731": {"message": "Suavidade da reprodu\u00e7\u00e3o do v\u00eddeo"}, 
"1522140683318860351": {"message": "Falha na conex\u00e3o. Tente novamente."}, "1550904064710828958": {"message": "Suave"}, "1636686747687494376": 
{"message": "Perfeita"}, "1802762746589457177": {"message": "Volume"}, "1850397500312020388": {"message": "\u00c9 poss\u00edvel encontrar seu Chromecast no 
$START_LINK$app Google Home$END_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, 
"START_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.go
ogle.com/chromecast/answer/2998456\" target=\"_blank\">\ue000<span class=\"required-messag

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 13100

Entropy (8bit): 5.509584023785383

Encrypted: false

SSDEEP: 192:xQhrrZhpAfkesXSkv1gwZrLvevy4k6unhAG7zwhqiycLSK8eL+D75J4X:wr7pAfkvX5v1gwZrbSk6unJWVLZqDA

MD5: BE6B6451759D54A57E3473BFB27A36E0

SHA1: 1EF47788C081F96E337139179854ED9C0C93BBCA

SHA-256: 1640001B6C860C47733E7F773BBD7CF4B2513A7A41BAA80DF1D2A2ADAE1B1BFB

SHA-512: 55AAC051FFD42990E9A55BDF6CB19DCAED1EA1EA58EC3BFA0EE50109DA962ACAA2A7969B3BCBCF0B9E2E8C463D74C244CCDEA23CDB639B337FCC8947B9F
FEF55

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Redare cu bloc\u0103ri"}, "1213957982723875920": {"message": "Care dintre urm\u0103toarele descrie cel mai bine r
e\u021beaua ta?"}, "128276876460319075": {"message": "Descoperirea dispozitivelor"}, "1428448869078126731": {"message": "Calitatea red\u0103rii videoclipului"}, 
"1522140683318860351": {"message": "Conexiunea nu s-a stabilit. \u00cencerca\u021bi din nou."}, "1550904064710828958": {"message": "Redare lin\u0103"}, "163668
6747687494376": {"message": "Redare perfect\u0103"}, "1802762746589457177": {"message": "Volum"}, "1850397500312020388": {"message": "Chromecastul dvs. 
apare \u00een $START_LINK$ aplica\u021bia Google Home$END_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, 
"END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\ue000<
/span>\ue000<a href=\"https://support.google.com/chromecast/answer/2998456\" target=\"_bla

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\pt\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\ro\messages.json
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 23847

Entropy (8bit): 4.610175243425282

Encrypted: false

SSDEEP: 384:lb4NUrBWvAine9FXRgzKnxnJZr0Pg3CRyBVLZqDA:bQA+C1xJZa8LZqDA

MD5: 64CCF079C1C65FC8A0CBEAD96D23EE0D

SHA1: 9B2B713D8762807C40E11AAE66DDD7DC31A89439

SHA-256: 6C0AB716F771E8B4EE8BF1CCE465D293B356BC17E33F4C771B6C5AC1F53B4ECC

SHA-512: 4098F50BC392BF39B08636AE4429410CB39B886DC386CEFF2F2CEE19AEB0ABF3F94D94662B51AC8C5CBFCFC4513F779984FF7350EB10A19A616C56A5B503B9A
C

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u0417\u0430\u0432\u0438\u0441\u0430\u043d\u0438\u044f"}, "1213957982723875920": {"message": "\u041a\u0430\u043a\
u043e\u0439 \u0438\u0437 \u0432\u0430\u0440\u0438\u0430\u043d\u0442\u043e\u0432 \u043d\u0438\u0436\u0435 \u043d\u0430\u0438\u0431\u043e\u043
b\u0435\u0435 \u0441\u043e\u043e\u0442\u0432\u0435\u0442\u0441\u0442\u0432\u0443\u0435\u0442 \u0432\u0430\u0448\u0435\u0439 \u0441\u0435\u04
42\u0438?"}, "128276876460319075": {"message": "\u041f\u0440\u043e\u0431\u043b\u0435\u043c\u0430 \u0441 \u043e\u0431\u043d\u0430\u0440\u0443\u0436\u04
35\u043d\u0438\u0435\u043c \u0443\u0441\u0442\u0440\u043e\u0439\u0441\u0442\u0432"}, "1428448869078126731": {"message": "\u0412\u043e\u0441\u043f\u044
0\u043e\u0438\u0437\u0432\u0435\u0434\u0435\u043d\u0438\u0435 \u0432\u0438\u0434\u0435\u043e"}, "1522140683318860351": {"message": "\u041d\u0435 \u044
3\u0434\u0430\u043b\u043e\u0441\u044c \u0443\u0441\u0442\u0430\u043d\u043e\u0432\u0438\u0442\u044c \u0441\u043e\u0435\u0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 13835

Entropy (8bit): 5.519812432695101

Encrypted: false

SSDEEP: 192:xf3/j7krmogWKIPZzPskV9OGEOuq/ZrozTa3KZ62aXqSliK4EiycLSK8eL+D75Jc:SrOWKIxzPV9nEtIZroCjHXqXVLZqDA

MD5: 17C19E58D06702D8482EB75756375260

SHA1: DA1402C3D88C2BD9E032AF28E8D1306F4CC7FE92

SHA-256: D16A184043487CAEC1C25A2044D7D238FE08C39A7E6313B775A06E7CC02CF445

SHA-512: 48864648DE3F003D2EEC1C21803EBD7F618A11043296A0956CAE13EEB28C59A89120A8BCF4833FD1B2957CF2C5D944AD0D9E1B212EB30BA29354643C5305F743

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Zam\u0155za"}, "1213957982723875920": {"message": "Ktor\u00e9 z nasleduj\u00facich skuto\u010dnost\u00ed najlep\u0161ie 
popisuj\u00fa va\u0161u sie\u0165?"}, "128276876460319075": {"message": "Vyh\u013ead\u00e1vanie zariaden\u00ed"}, "1428448869078126731": {"message": "Ply
nulos\u0165 videa"}, "1522140683318860351": {"message": "Pripojenie zlyhalo. Sk\u00faste to znova."}, "1550904064710828958": {"message": "Plynul\u00e1"}, "16366
86747687494376": {"message": "V\u00fdborn\u00e1"}, "1802762746589457177": {"message": "Hlasitos\u0165"}, "1850397500312020388": {"message": "Vid\u00edte svoj 
Chromecast v\u00a0$START_LINK$aplik\u00e1cii Google Home$END_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, 
"END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\ue000</
span>\ue000<a href=\"https://support.google.com/chromecast/answer/2998456\" targ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 12760

Entropy (8bit): 5.563792591460369

Encrypted: false

SSDEEP: 192:xfMtrAyFvtfSZIHkKwmMZrlBgYzmh++y5uiycLSK8eL+D75J4X:urhIpKjMZrzbEAVLZqDA

MD5: 8947A99339745BEBE875C1D09CE3597F

SHA1: D52A93EADD08F2DB1E59589FA1AE9EA2F7760606

SHA-256: 02D7AADC3162933823530A6BB46DC0DA8924307860A5A4A01BA6C1B7EA56B018

SHA-512: DB4FF99E053FCE289CCEC8EE80C06E656631B3BE67BB3F97489FF64C98DF4EE390C5D9D438965C1126B5561FAB86DC0486253F8C17E57369C01302B734FF2B4
B

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\ru\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\sk\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\sl\messages.json
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Preview: {"1018984561488520517": {"message": "Zamrzne"}, "1213957982723875920": {"message": "Kaj od tega najbolje opi\u0161e va\u0161e omre\u017eje?"}, "128276
876460319075": {"message": "Odkrivanje naprav"}, "1428448869078126731": {"message": "Teko\u010de predvajanje videoposnetka"}, "1522140683318860351": {
"message": "Vzpostavitev povezave ni uspela. Poskusite znova."}, "1550904064710828958": {"message": "Teko\u010de"}, "1636686747687494376": {"message": 
"Odli\u010dno"}, "1802762746589457177": {"message": "Glasnost"}, "1850397500312020388": {"message": "Ali je Chromecast viden v $START_LINK$aplikaciji Google 
Home$END_LINK$? $START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, 
"START_SPAN": {"content": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.google.com/chromecast/ans
wer/2998456\" target=\"_blank\">\ue000<span class=\"required-message\" ng-show=\"!top.suff

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 23956

Entropy (8bit): 4.596251745837413

Encrypted: false

SSDEEP: 384:PrfImvqi67iCC77wKJ1Zrrv6bQLPi2zVLZqDA:PWt7l7KJ1ZPyMLPfLZqDA

MD5: 86DFB9D8EFF6C33BCB883CE175C94C79

SHA1: 66A275F0F82B64A0ED1D5F78AABADAADD8726D6C

SHA-256: BCD98A88E6853175E06297BD719823F99879116D4ADB5938B367A40BC0BF6B6E

SHA-512: A92100AF08378EF103C312305F4318D9F8185329D0E791DD3C11B25ED96008727DFA466DB8CEC0F5B553C4EF523A3F6C7C0A49A3F2640B76B5FE4193E095156F

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u0417\u0430\u0443\u0441\u0442\u0430\u0432\u0459\u0430 \u0441\u0435"}, "1213957982723875920": {"message": "\u041a
\u043e\u0458\u0430 \u043e\u0434 \u0441\u043b\u0435\u0434\u0435\u045b\u0438\u0445 \u043e\u043f\u0446\u0438\u0458\u0430 \u043d\u0430\u0458\u0431\u043e\u
0459\u0435 \u043e\u043f\u0438\u0441\u0443\u0458\u0435 \u043c\u0440\u0435\u0436\u0443?"}, "128276876460319075": {"message": "\u041e\u0442\u043a\u0440\u
0438\u0432\u0430\u045a\u0435 \u0443\u0440\u0435\u0452\u0430\u0458\u0430"}, "1428448869078126731": {"message": "\u041a\u0432\u0430\u043b\u0438\u0442\u0
435\u0442 \u0440\u0435\u043f\u0440\u043e\u0434\u0443\u043a\u0446\u0438\u0458\u0435 \u0432\u0438\u0434\u0435\u043e \u0441\u043d\u0438\u043c\u
043a\u0430"}, "1522140683318860351": {"message": "\u041f\u043e\u0432\u0435\u0437\u0438\u0432\u0430\u045a\u0435 \u043d\u0438\u0458\u0435 \u0443\u0441\u
043f\u0435\u043b\u043e. \u041f\u0440\u043e\u0431\u0430\u0458\u0442\u0435 \u043f\u043e\u043d\u043e\u0432\u043e.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 12297

Entropy (8bit): 5.535298556322212

Encrypted: false

SSDEEP: 192:xIYr6SZ+kFN3ZyFZrLcIs+sgfFdn+THNLiycLSK8eL+D75J4X:9r93ZgZruQVLZqDA

MD5: 9E7C2BF4FB8AB80ECF05F8D469CDC32A

SHA1: 9E064AF3838D57CCA142D06EC5318EF89E7CD3B8

SHA-256: AABE287EBD6AC99D9F1377D5BE8E9F767ADEED694C7FC3FEB3A78B06E256B469

SHA-512: 805242B16A4E0BAF5D51E87E6393390763D6DBF0458942A572891CCBDBC5140C04D507249AEB8B383E6B39F2A2ACC3A704D55C242CE448734CEF32B1B7EFFC3
2

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Fastnar tillf\u00e4lligt"}, "1213957982723875920": {"message": "Vilket av f\u00f6ljande beskriver ditt n\u00e4tverk b\u00e4st?"}, 
"128276876460319075": {"message": "Enhetsidentifiering"}, "1428448869078126731": {"message": "J\u00e4mn videouppspelning"}, "1522140683318860351": {"mess
age": "Det gick inte att ansluta. F\u00f6rs\u00f6k igen."}, "1550904064710828958": {"message": "Flyter p\u00e5"}, "1636686747687494376": {"message": "Perfekt"}, 
"1802762746589457177": {"message": "Volym"}, "1850397500312020388": {"message": "Visas din Chromecast i $START_LINK$ Google Home-appen$END_LINK$? 
$START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "START_SPAN": {
"content": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.google.com/chromecast/answer/2998456\" target=\"_bla
nk\">\ue000<span class=\"required-message\" ng-show=\"!top.s

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 11969

Entropy (8bit): 5.537528751199469

Encrypted: false

SSDEEP: 192:xNZrcQ4takNkk6uGZrekn5HQRTj4JBiycLSK8eL+D75J4X:9r8l6vZr9mvZVLZqDA

MD5: A7E2B8B9A5A8CAC3B14BED5768B8EE76

SHA1: CBBB268518AAB2204F9B8AE6B128A368DF84BC73

SHA-256: F0DCDA5494B4010782886175605A25FDF69F12EF4A10864DEFE7BFB72BBA6870

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\sr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\sv\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\sw\messages.json
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SHA-512: B59909E1737CC7E91411AD391702FE3BC445A191D706B9E7B2BCE1C0F3AD39FDB315F1302A341FF1BBB09C9EA3A43268283C48151FEDF22347AA1A4BDAAD6A
2E

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Inasita kucheza"}, "1213957982723875920": {"message": "Ni gani kati ya zifuatazo inaelezea mtandao wako vizuri?"}, "1282768
76460319075": {"message": "Kupata Kifaa"}, "1428448869078126731": {"message": "Ulaini wa Kutiririsha Video"}, "1522140683318860351": {"message": "Imeshindwa 
kuunganisha. Tafadhali jaribu tena."}, "1550904064710828958": {"message": "Laini"}, "1636686747687494376": {"message": "Bora"}, "1802762746589457177": {"
message": "Sauti"}, "1850397500312020388": {"message": "Je, unaweza kuona Chromecast yako katika $START_LINK$ programu ya Google Home$END_LINK$? 
$START_SPAN$*$END_SPAN$", "placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "START_SPAN": {"c
ontent": "$4"}}}, "1850397500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.google.com/chromecast/answer/2998456\" target=\"_blank
\">\ue000<span class=\"required-message\" ng-show=\"!top.sufficientFee

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 24958

Entropy (8bit): 4.714036570264917

Encrypted: false

SSDEEP: 192:xUNH24rN5Lmo2X7bZ1kSzTimDZrHbBitbl/eiycLSK8eL+D75J4X:SNHXrj6XvZmSzTi4Zr7BeblNVLZqDA

MD5: 45058B19A7F2D5D7939E51C29A57AD24

SHA1: 136EE9760A2B2634279DC50461BEDB50675C5E63

SHA-256: 3078BD25F7E2AADF8DDE63ED3D820C34FC251540A8F0B69E6A0A4C7C6AE44DB6

SHA-512: F0073FFBDD832CF0F49CEC69861A7756AFF24EB68D35DCDAB281D30527238FF7E52ADBCA2A40764B07C7669B9CAE24C8D5ECD263E51190F3BD83F7991151DD
FA

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u0b89\u0bb1\u0bc8\u0ba8\u0bcd\u0ba4\u0bc1 \u0ba8\u0bbf\u0bb1\u0bcd\u0b95\u0bbf\u0bb1\u0ba4\u0bc1"}, "12139579827
23875920": {"message": "\u0baa\u0bbf\u0ba9\u0bcd\u0bb5\u0bb0\u0bc1\u0bb5\u0ba9\u0bb5\u0bb1\u0bcd\u0bb1\u0bbf\u0bb2\u0bcd \u0b8e\u0ba4\u0bc1 \u0b89\u0b
99\u0bcd\u0b95\u0bb3\u0bcd \u0ba8\u0bc6\u0b9f\u0bcd\u0bb5\u0bca\u0bb0\u0bcd\u0b95\u0bcd\u0b95\u0bc8\u0b9a\u0bcd \u0b9a\u0bbf\u0bb1\u0ba8\u0bcd\u0ba4 \
u0bae\u0bc1\u0bb1\u0bc8\u0baf\u0bbf\u0bb2\u0bcd \u0bb5\u0bbf\u0bb5\u0bb0\u0bbf\u0b95\u0bcd\u0b95\u0bc1\u0bae\u0bcd?"}, "128276876460319075": {"message": 
"\u0b9a\u0bbe\u0ba4\u0ba9\u0b95\u0bcd \u0b95\u0ba3\u0bcd\u0b9f\u0bc1\u0baa\u0bbf\u0b9f\u0bbf\u0baa\u0bcd\u0baa\u0bc1"}, "1428448869078126731": {"me
ssage": "\u0bb5\u0bc0\u0b9f\u0bbf\u0baf\u0bcb\u0bb5\u0bbf\u0ba9\u0bcd \u0b9a\u0bc0\u0bb0\u0bbe\u0ba9 \u0ba4\u0ba9\u0bcd\u0bae\u0bc8"}, "15221406833188
60351": {"message": "\u0b87\u0ba3\u0bc8\u0b95\u0bcd\u0b95 \u0bae\u0bc1\u0b9f\u0bbf\u0baf\u0bb5\u0bbf

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 24835

Entropy (8bit): 4.708708286113876

Encrypted: false

SSDEEP: 384:ezLWuUEdirzFfwfWlMIGbIlFwueKgzAt09f5UrKITM4lW5UtZunkMBWvP2m15l4S:bHEQZLgzrcLZqDA

MD5: 96922473D33251150385CC007F536636

SHA1: AE0C88ADF60314226DBD314330D577E3859EFBFB

SHA-256: ED30B0E27E858F24757A1A01FC15D93A7C40987F54EF39820CA0FEE162B60EAE

SHA-512: A9A3BF9C25B4F6C7E89E3A47AF64890B24C22FA48FFFA87240C59D45F08849E7C4E046E67C53028030592FF0347859824108139BD4BDC906D0783FEF299FB06D

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u0c38\u0c4d\u0c24\u0c02\u0c2d\u0c28\u0c32\u0c41"}, "1213957982723875920": {"message": "\u0c26\u0c3f\u0c17\u0c41\
u0c35 \u0c09\u0c28\u0c4d\u0c28\u0c35\u0c3e\u0c1f\u0c3f\u0c32\u0c4b \u0c0f\u0c26\u0c3f \u0c2e\u0c40 \u0c28\u0c46\u0c1f\u0c4d\u200c\u0c35\u0c30\u0c4d\u0
c15\u0c4d\u200c \u0c17\u0c41\u0c30\u0c3f\u0c02\u0c1a\u0c3f \u0c09\u0c24\u0c4d\u0c24\u0c2e\u0c02\u0c17\u0c3e \u0c35\u0c3f\u0c35\u0c30\u0c3f\u0c38\u0c4d
\u0c24\u0c41\u0c02\u0c26\u0c3f?"}, "128276876460319075": {"message": "\u0c2a\u0c30\u0c3f\u0c15\u0c30 \u0c06\u0c1a\u0c42\u0c15\u0c40 \u0c36\u0c4b\u0c27
\u0c28"}, "1428448869078126731": {"message": "\u0c35\u0c40\u0c21\u0c3f\u0c2f\u0c4b \u0c2a\u0c4d\u0c30\u0c38\u0c3e\u0c30 \u0c28\u0c3e\u0c23\u0c4d\u0c2f
\u0c24"}, "1522140683318860351": {"message": "\u0c15\u0c28\u0c46\u0c15\u0c4d\u0c37\u0c28\u0c4d \u0c35\u0c3f\u0c2b\u0c32\u0c2e\u0c48\u0c02\u0c26\u0c3f. 
\u0c26\u0c2f\u0c1a\u0c47\u0c38\u0c3f \u0c2e\u0c33\u0c4d\u0c32\u0c40 \u0c2a\u0c4d\u0c30\u0c2f\u0c24\

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 21797

Entropy (8bit): 4.713089150107685

Encrypted: false

SSDEEP: 384:WCounr4PcDbo6IT+1aJf0z+QjmRnYIyi4KfEHfjqTZr6jBZ1YSM5oldq2Oq747Q3:WCounEPcDbo6IT+1aJf0z+QjmRnYIyic

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\ta\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\te\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\th\messages.json
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MD5: 9F1866A31232210A642F0B6681BFAFC5

SHA1: C60E427AAFEA10E22349779402F895258DE163E2

SHA-256: F2ACE8657171629CE8BDD15CDB5A3D643A76D043DEEB5205F7D30ABE7562B1D7

SHA-512: 097CFE6AC02B4ECC54AE022BCC64DA3D689B05C7CA529094BC6E596FBF5CEDC326DCB6B1046C32BDBEA0943B6FB9AE4AC9237AFE9E995AE2FA33F6904FD
B2AAB

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u0e04\u0e49\u0e32\u0e07"}, "1213957982723875920": {"message": "\u0e02\u0e49\u0e2d\u0e43\u0e14\u0e15\u0e48\u0e2d\
u0e44\u0e1b\u0e19\u0e35\u0e49\u0e2d\u0e18\u0e34\u0e1a\u0e32\u0e22\u0e40\u0e04\u0e23\u0e37\u0e2d\u0e02\u0e48\u0e32\u0e22\u0e02\u0e2d\u0e07\u0
e04\u0e38\u0e13\u0e44\u0e14\u0e49\u0e14\u0e35\u0e17\u0e35\u0e48\u0e2a\u0e38\u0e14"}, "128276876460319075": {"message": "\u0e01\u0e32\u0e23\u0e04\u0e49
\u0e19\u0e2b\u0e32\u0e2d\u0e38\u0e1b\u0e01\u0e23\u0e13\u0e4c"}, "1428448869078126731": {"message": "\u0e04\u0e27\u0e32\u0e21\u0e25\u0e37\u0e48\u0e19\u
0e44\u0e2b\u0e25\u0e02\u0e2d\u0e07\u0e27\u0e34\u0e14\u0e35\u0e42\u0e2d"}, "1522140683318860351": {"message": "\u0e01\u0e32\u0e23\u0e40\u0e0a\u0e37\u0e
48\u0e2d\u0e21\u0e15\u0e48\u0e2d\u0e25\u0e49\u0e21\u0e40\u0e2b\u0e25\u0e27 \u0e42\u0e1b\u0e23\u0e14\u0e25\u0e2d\u0e07\u0e2d\u0e35\u0e01\u0e0
4\u0e23\u0e31\u0e49\u0e07"}, "1550904064710828958": {"message": "\u0e23\u0e32\u0e1a\u0e23\u0e37\u0e48\u0e19"}, "16366867

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 13327

Entropy (8bit): 5.54968609475377

Encrypted: false

SSDEEP: 192:x0zAKyrxSLn0E+mTBkpHZrur3PKUeXfSYhiycLSK8eL+D75J4X:aAprxSIEbTypHZruDEffUVLZqDA

MD5: F91A300AE44C30F8C39C32F6798842FF

SHA1: DEAA63D0ECD628CD207FFC2CD252405E17D75BB7

SHA-256: 26BBC210F38EA9590C0AE2F767E692834E773ED64080D6DE9E66215998793D51

SHA-512: C1BF642D5CBC4E6FC68D27B6D96BFDC3D87EF3C02BC106883344AD9AB6AA1B887BA08F06F170E851583C5367DC338E9F4D489B35302D964A197C165CE161C51
C

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "Donuyor"}, "1213957982723875920": {"message": "A\u011f\u0131n\u0131z\u0131 a\u015fa\u011f\u0131dakilerden hangisi en iyi 
\u015fekilde tan\u0131mlar?"}, "128276876460319075": {"message": "Cihaz Bulma"}, "1428448869078126731": {"message": "Videonun D\u00fczg\u00fcn Oynat\u01
31lmas\u0131"}, "1522140683318860351": {"message": "Ba\u011flant\u0131 ba\u015far\u0131s\u0131z oldu. L\u00fctfen tekrar deneyin."}, "1550904064710828958": 
{"message": "D\u00fczg\u00fcn"}, "1636686747687494376": {"message": "M\u00fckemmel"}, "1802762746589457177": {"message": "Ses d\u00fczeyi"}, "185039750031
2020388": {"message": "Chromecast'inizi $START_LINK$Google Home uygulamas\u0131nda$END_LINK$ g\u00f6rebiliyor musunuz? $START_SPAN$*$END_SPAN$", 
"placeholders": {"END_LINK": {"content": "$1"}, "END_SPAN": {"content": "$2"}, "START_LINK": {"content": "$3"}, "START_SPAN": {"content": "$4"}}}, "1850397
500312020388_ph": {"message": "</a>\ue000</span>\ue000<a href=\"https://support.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 23265

Entropy (8bit): 4.641391161588837

Encrypted: false

SSDEEP: 192:x81lmr1aRiegH0nkSRoeRLmqZrXv2qRSx1U8TRzeWiycLSK8eL+D75J4X:AErGiegH0kTeRL1ZrXOEhdVLZqDA

MD5: B054CC87C4BC02DC892DE2BCA8A7E100

SHA1: 9F57EAF23B27C1CD016023C61A26143B167BE26A

SHA-256: 781CDEBF1CA0AAED2680836596BAA771F02ECEA0853125B9922A0CCAC147574D

SHA-512: 2398C35CE71BD52201CFE62042F9FF6E3B86B516936DB03D7F6DFE6CC1E2F139B95C46B3A31238379871B71080B7EB9AE9C35E558F7B316725436F355ED63EA9

Malicious: false

Reputation: low

Preview: {"1018984561488520517": {"message": "\u0417\u0430\u0432\u0438\u0441\u0430\u0454"}, "1213957982723875920": {"message": "\u0429\u043e \u0437 \u043f\u043
5\u0440\u0435\u043b\u0456\u0447\u0435\u043d\u043e\u0433\u043e \u043d\u0438\u0436\u0447\u0435 \u043d\u0430\u0439\u043a\u0440\u0430\u0449\u0435 
\u043e\u043f\u0438\u0441\u0443\u0454 \u0432\u0430\u0448\u0443 \u043c\u0435\u0440\u0435\u0436\u0443?"}, "128276876460319075": {"message": "\u0412\u04
38\u044f\u0432\u043b\u0435\u043d\u043d\u044f \u043f\u0440\u0438\u0441\u0442\u0440\u043e\u044e"}, "1428448869078126731": {"message": "\u041f\u043b\u043
0\u0432\u043d\u0456\u0441\u0442\u044c \u0432\u0456\u0434\u0442\u0432\u043e\u0440\u0435\u043d\u043d\u044f \u0432\u0456\u0434\u0435\u043e"}, "1522140683
318860351": {"message": "\u041d\u0435 \u0432\u0434\u0430\u043b\u043e\u0441\u044f \u043f\u0456\u0434\u2019\u0454\u0434\u043d\u0430\u0442\u0438\u0441\u0
44f. \u0421\u043f\u0440\u043e\u0431\u0443\u0439\u0442\u0435 \u043f\u0456\u0437\u043d\u0456\u0448\u0435."}, "15

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 2194

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\tr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\_locales\uk\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_1939705187\CRX_INSTALL\manifest.json
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Entropy (8bit): 4.851028220287677

Encrypted: false

SSDEEP: 48:KWledeGou01ghntCsI1dC77vke5Bpn8/1eRv4mzNKRP:NleMzXjCvvkiBNy

MD5: 4136D2AC5427DD8C21899463417B3310

SHA1: 6C3221043A91104A117CF5442EF967AD74575EF6

SHA-256: 67AD35D4E3700284202AB7F314AD477D9038143FDCF97083E7E314AE16F6594E

SHA-512: D352A4392ECBCB0F93D8D4B0FC36B350645F933B66E95A941DBC85EEFB01A82DD3A20782BA097E48FF8B0B5884032F02FB039C1316385321F3A8782811506F27

Malicious: false

Reputation: low

Preview: {."update_url": "https://clients2.google.com/service/update2/crx",..  "background": {.    "persistent": false,.    "scripts": [.      "common.js",.      "mirroring_common.js",.      
"background_script.js".    ].  },.  "content_security_policy": "default-src 'self'; style-src 'self' 'unsafe-inline' https://fonts.googleapis.com; script-src 'self' https://apis.
google.com https://feedback.googleusercontent.com https://www.google.com https://www.gstatic.com; child-src https://accounts.google.com https://content.googleap
is.com https://www.google.com; connect-src 'self' http://*:* https://*:*; font-src https://fonts.gstatic.com; object-src 'self';",.  "default_locale": "en",.  "description": "Provider 
for discovery and services for mirroring of Chrome Media Router",.  "externally_connectable": {.    "ids": [.      "idmofbkcelhplfjnmmdolenpigiiiecc",.      "ggedfkijiiammpnbda
dhllnehapomdge",.      "njjegkblellcjnakomndbaloifhcoccg".    ].  },.  "manifest_version": 2,.  "minimum_chrome_version"

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit): 7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmcld9R6yYfEp4ABUGDcaKklrv:k3oF4Z4h45P99Fld9RBQYBVcaxlnfL

MD5: 541F52E24FE1EF9F8E12377A6CCAE0C0

SHA1: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AA1A78BC4CFA57D6E763AAB97276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

Malicious: false

Reputation: low

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........\..F!...b...l5....zJ.q.......L].....w[T0.6....E.....r..%Z.vFm.9..5!,.~g5...;.t...']....+A.....u..
..k...e..&..l.6r[yU...%..f.......N..V.....<+.....l..}.{...z...)y.n..'..).....,.b....5.08K%..O.g..D.S.F5o..<(....>....\f..X..I..2."l...w....7f|.~.c.4.E.......0..0...*.H............0.......).'..b.*$w\$.q&.]zF_2..
;...?.U,...W..L1.2...R..#....W.....c1k.$W..$.J....+M!.Hz.n`U.I)N.|b.l....{.K@]6.LlP/....](.A..................I...).H....IQ.y.;MG.d..ix..#f.Z$|..|.?...0K...t"i..s...Y..%.Ky....0...{.!+.~v.;....J.....Z
....).(6..@?v.;~..2..c....[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...F0D. .0...|!..A..L.+.=...kP.!.1..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 796

Entropy (8bit): 4.864931792423268

Encrypted: false

SSDEEP: 12:1HEJMLkSlwZGGMLkSlwZ+WYpU34f145Gb+dgoxTyO8ZpU34f1L0frhmJ03OyZnLt:1HE7n4gn8WYpYrbhz8ZpotHOGAOf6aD

MD5: 6F8E288A9AD5B1ED8633B430E2B4D4CA

SHA1: F671D3D4BEFA431D1946D706F4192D44E29B6F08

SHA-256: A114E2783D0E9B12155017323BA70838F0F82A71C7EE8DC1F115AE36991241F8

SHA-512: 0F87F3F0D115B872288949E59ACD3CD41B1FBC64A622D8FDA6D71FAFC5A900D92ADFBB0E7EB926F2A8759BBAA0896D48728FB719BBF5EF54AC21027328F770
0C

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "........ . ... ........ .. Chrome"..   },..   "app_name": {..      "message": "........ . ... ........ .. Chrome"..   },..   "craw_app_unavailable": {..      
"message": "........... .... ...... .. ............."..   },..   "craw_connect_to_network": {..      "message": "...., ........ .. . ......"..   },..   "iap_unavailable": {..      "message": "........... .... 
...... .. .......... ....... .. ........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "...., ...... . 
Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 675

Entropy (8bit): 4.536753193530313

C:\Users\user\AppData\Local\Temp\scoped_dir244_350061846\77cd821a-d9a4-4718-8b8a-ebcc2a12efb3.tmp

C:\Users\user\AppData\Local\Temp\scoped_dir244_350061846\CRX_INSTALL\_locales\bg\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_350061846\CRX_INSTALL\_locales\ca\messages.json
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Encrypted: false

SSDEEP: 12:1HEJ0gbbGG0gbb+WYpU34g3YbiLO+dgyGFoO8ZpU34+puiPmb03OyZnLAOfTYABk:1HE5baib6WYpm31Lt0Z8Zp8pxOGAOfKD

MD5: 1FDAFC926391BD580B655FBAF46ED260

SHA1: C95743C3F43B2B099FEBEBC5BD850F0C20E820AC

SHA-256: C67898B67F9C9209EAFDA6532B62D5789863CFB855998DD6A70E7775316CEC20

SHA-512: 39D95D45C5746DA3BAA7AE6A3344EA17D7A7C3569C2A56959FF119261DA08C747A320FCF701AC72B8DBDBF8BF06FD8B239017A282CDDA444F3826D4EC672CB
B4

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Sistema de pagaments de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagaments de Chrome Web 
Store"..   },..   "craw_app_unavailable": {..      "message": "Ara mateix aquesta aplicaci. no est. disponible."..   },..   "craw_connect_to_network": {..      "message": "C
onnecteu-vos a una xarxa."..   },..   "iap_unavailable": {..      "message": "La funci. Pagaments a l'aplicaci. no est. disponible actualment."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Inicieu la sessi. a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 641

Entropy (8bit): 4.698608127109193

Encrypted: false

SSDEEP: 12:1HEJfZGGfZ+WYpU34OBh+dgN/O8ZpU34j05U03OyZnLAOfTYWc:1HEl4G8WYpdt8Zpq5TOGAOfW

MD5: 76DEC64ED1556180B452A13C83171883

SHA1: CFB1E56FD587BCDC459C1D9A683B71F9849058F9

SHA-256: 32290D69A90E6BAAC428B10382C99221B12773BB9A184F3B93DFB48A4F6D7A40

SHA-512: 5230A217968D5DC463E2E92D704544311A721E5CEF65C3125CBD8DEB9C0293D3BFB5C820A6011ABF77095FDEE7DAF67D541DC202B0C9CDB0908CBB85D84885
CB

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   "app_name": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   
"craw_app_unavailable": {..      "message": "Aplikace v sou.asn. dob. nen. dostupn.."..   },..   "craw_connect_to_network": {..      "message": "P.ipojte se pros.m k s.ti."..   
},..   "iap_unavailable": {..      "message": "Platby v aplikaci aktu.ln. nejsou k dispozici."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "P.ihlaste se do Chromu."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 624

Entropy (8bit): 4.5289746475384565

Encrypted: false

SSDEEP: 12:1HEJJMKKFZGGJMKKFZ+WYpU34OHu+dgxlCZO8ZpU34J4Wu03OyZnLAOfTYzD:1HErMKfqMKVWYpM6lL8ZpDNOGAOfiD

MD5: 238B97A36E411E42FF37CEFAF2927ED1

SHA1: 4E47AC90BA24C8F4724D9293FA40CFD4ADA66FE0

SHA-256: 4977D4A053542FF66967FAED6B06585DD70E68E20BFEB533B66FE3287F9655D9

SHA-512: FD0742D47B5F5AB9AAD9B4C3D57F63CB693E060EECE123A72036C6E92156D099495C7E9E9CC6DC83EEBCDDCC4B4C81FB47E4C9559DA3EBA024780FFF10C53
E0A

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Betalinger i Chrome Webshop"..   },..   "app_name": {..      "message": "Betalinger i Chrome Webshop"..   },..   "craw_app_u
navailable": {..      "message": "Appen er ikke tilg.ngelig i .jeblikket."..   },..   "craw_connect_to_network": {..      "message": "Opret forbindelse til et netv.rk."..   },..   
"iap_unavailable": {..      "message": "Betaling i appen er ikke tilg.ngelig i .jeblikket."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be comp
leted."..   },..   "please_sign_in": {..      "message": "Log ind p. Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 651

Entropy (8bit): 4.583694000020627

Encrypted: false

SSDEEP: 12:1HEJQ1ZGGQ1Z+WYpU34pCEMT+dgJMlCTO8ZpU34p6FK603OyZnLAOfTYJ6K:1HEzWWYp3Bewv8Zp7k4OGAOfQj

C:\Users\user\AppData\Local\Temp\scoped_dir244_350061846\CRX_INSTALL\_locales\cs\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_350061846\CRX_INSTALL\_locales\da\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_350061846\CRX_INSTALL\_locales\de\messages.json
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MD5: 6B3E916E8C1991AA0453CBA00FEDCAAA

SHA1: D6366D15912E40CA107FD42BFE9579C3336A51F9

SHA-256: A62FFAB910E31531758EEE48B2CC71A8857BEC3021DEAD50B668CBA3C8667053

SHA-512: 87EA4311B61F29543B13F3E17DFA919D0C320B4FE370CC152E0B1514BCA79B0ABB526DDCF08621D6EBFA48923EE8FB4C667EFB120A72BD9583EEBEE7BFB80
552

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Store-Zahlungen"..   },..   "app_name": {..      "message": "Chrome Web Store-Zahlungen"..   },..   "craw_app_una
vailable": {..      "message": "Die App ist momentan nicht verf.gbar."..   },..   "craw_connect_to_network": {..      "message": "Bitte stellen Sie eine Verbindung zu einem 
Netzwerk her."..   },..   "iap_unavailable": {..      "message": "In-App-Zahlungen sind momentan nicht m.glich."..   },..   "jwt_retrieve_failed": {..      "message": "The trans
action could not be completed."..   },..   "please_sign_in": {..      "message": "Bitte melden Sie sich in Chrome an."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 787

Entropy (8bit): 4.973349962793468

Encrypted: false

SSDEEP: 24:1HEw+aZ+6WYpbWZe80A08ZpCGyDVWlOGAOf+XD:WguYpCZnpEZbGoD

MD5: 05C437A322C1148B5F78B2F341339147

SHA1: AB53003A678E44A170E73711FBD9949833BBF3AA

SHA-256: A052C32B4FCAC61152EB0ADB2C260FB6A8256AD104AA0013DB93E9798D41A070

SHA-512: C36CB9202A34356DD06D377E2A088F428D0B8EBE7D2E54F8380485E9D94A0598D7F651C1E7A2FD55BE481D49C02B0812F2BA335E08611EC85EE0BD60784A6B4
0

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "........ ... Chrome Web Store"..   },..   "app_name": {..      "message": "........ ... Chrome Web Store"..   },..   "craw_app_unavail
able": {..      "message": ". ........ .... .. ..... ... ..... .........."..   },..   "craw_connect_to_network": {..      "message": ".......... .. ... ......."..   },..   "iap_unavailable": {..      
"message": ".. ........ ..... ......... ... ..... ..... .. ...... ..........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": ".......... ... Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU34OuFpR+dgGfFZO8ZpU34aEGFpR03OyZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8ADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9C9

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EE0BD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Store Payments"..   },..   "app_name": {..      "message": "Chrome Web Store Payments"..   },..   "craw_app_unava
ilable": {..      "message": "App currently unavailable."..   },..   "craw_connect_to_network": {..      "message": "Please connect to a network."..   },..   "iap_unavailable": {..      
"message": "In-App Payments is currently unavailable."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": "Please sign into Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU34OuFpR+dgGfFZO8ZpU34aEGFpR03OyZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8ADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

C:\Users\user\AppData\Local\Temp\scoped_dir244_350061846\CRX_INSTALL\_locales\el\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_350061846\CRX_INSTALL\_locales\en\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir244_350061846\CRX_INSTALL\_locales\en_GB\messages.json
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SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9C9

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EE0BD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Store Payments"..   },..   "app_name": {..      "message": "Chrome Web Store Payments"..   },..   "craw_app_unava
ilable": {..      "message": "App currently unavailable."..   },..   "craw_connect_to_network": {..      "message": "Please connect to a network."..   },..   "iap_unavailable": {..      
"message": "In-App Payments is currently unavailable."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": "Please sign into Chrome."..   }..}..

⊘ No static file info

Total Packets: 60

• 53 (DNS)

• 443 (HTTPS)

Timestamp Source Port Dest Port Source IP Dest IP

Apr 20, 2022 15:06:46.532391071 CEST 49693 443 192.168.2.3 40.126.31.143

Apr 20, 2022 15:06:46.610029936 CEST 49702 443 192.168.2.3 20.40.129.122

Apr 20, 2022 15:06:46.610085964 CEST 443 49702 20.40.129.122 192.168.2.3

Apr 20, 2022 15:06:46.610202074 CEST 49702 443 192.168.2.3 20.40.129.122

Apr 20, 2022 15:06:46.610646963 CEST 49703 443 192.168.2.3 20.40.129.122

Apr 20, 2022 15:06:46.610678911 CEST 443 49703 20.40.129.122 192.168.2.3

Apr 20, 2022 15:06:46.610755920 CEST 49703 443 192.168.2.3 20.40.129.122

Apr 20, 2022 15:06:46.613554955 CEST 49703 443 192.168.2.3 20.40.129.122

Apr 20, 2022 15:06:46.613578081 CEST 443 49703 20.40.129.122 192.168.2.3

Apr 20, 2022 15:06:46.613687038 CEST 49702 443 192.168.2.3 20.40.129.122

Apr 20, 2022 15:06:46.613718987 CEST 443 49702 20.40.129.122 192.168.2.3

Apr 20, 2022 15:06:46.732239962 CEST 443 49703 20.40.129.122 192.168.2.3

Apr 20, 2022 15:06:46.732470989 CEST 49703 443 192.168.2.3 20.40.129.122

Apr 20, 2022 15:06:46.732709885 CEST 443 49702 20.40.129.122 192.168.2.3

Apr 20, 2022 15:06:46.732822895 CEST 49702 443 192.168.2.3 20.40.129.122

Apr 20, 2022 15:06:46.765829086 CEST 49703 443 192.168.2.3 20.40.129.122

Apr 20, 2022 15:06:46.765886068 CEST 443 49703 20.40.129.122 192.168.2.3

Apr 20, 2022 15:06:46.766438007 CEST 443 49703 20.40.129.122 192.168.2.3

Apr 20, 2022 15:06:46.766554117 CEST 49703 443 192.168.2.3 20.40.129.122

Apr 20, 2022 15:06:46.767676115 CEST 49703 443 192.168.2.3 20.40.129.122

Static File Info

Network Behavior

Network Port Distribution

TCP Packets
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Apr 20, 2022 15:06:46.768296957 CEST 49702 443 192.168.2.3 20.40.129.122

Apr 20, 2022 15:06:46.768326044 CEST 443 49702 20.40.129.122 192.168.2.3

Apr 20, 2022 15:06:46.768526077 CEST 49702 443 192.168.2.3 20.40.129.122

Apr 20, 2022 15:06:46.768551111 CEST 443 49702 20.40.129.122 192.168.2.3

Apr 20, 2022 15:06:46.768712044 CEST 443 49702 20.40.129.122 192.168.2.3

Apr 20, 2022 15:06:46.768810987 CEST 49702 443 192.168.2.3 20.40.129.122

Apr 20, 2022 15:06:46.810231924 CEST 443 49703 20.40.129.122 192.168.2.3

Apr 20, 2022 15:06:46.881043911 CEST 443 49702 20.40.129.122 192.168.2.3

Apr 20, 2022 15:06:46.881140947 CEST 443 49702 20.40.129.122 192.168.2.3

Apr 20, 2022 15:06:46.881194115 CEST 49702 443 192.168.2.3 20.40.129.122

Apr 20, 2022 15:06:46.881220102 CEST 49702 443 192.168.2.3 20.40.129.122

Apr 20, 2022 15:06:46.882752895 CEST 49702 443 192.168.2.3 20.40.129.122

Apr 20, 2022 15:06:46.882777929 CEST 443 49702 20.40.129.122 192.168.2.3

Apr 20, 2022 15:06:46.934648991 CEST 443 49703 20.40.129.122 192.168.2.3

Apr 20, 2022 15:06:46.934698105 CEST 443 49703 20.40.129.122 192.168.2.3

Apr 20, 2022 15:06:46.934724092 CEST 443 49703 20.40.129.122 192.168.2.3

Apr 20, 2022 15:06:46.934854031 CEST 49703 443 192.168.2.3 20.40.129.122

Apr 20, 2022 15:06:46.934887886 CEST 49703 443 192.168.2.3 20.40.129.122

Apr 20, 2022 15:06:46.934900999 CEST 443 49703 20.40.129.122 192.168.2.3

Apr 20, 2022 15:06:46.934963942 CEST 49703 443 192.168.2.3 20.40.129.122

Apr 20, 2022 15:06:46.964010000 CEST 443 49703 20.40.129.122 192.168.2.3

Apr 20, 2022 15:06:46.964062929 CEST 443 49703 20.40.129.122 192.168.2.3

Apr 20, 2022 15:06:46.964149952 CEST 443 49703 20.40.129.122 192.168.2.3

Apr 20, 2022 15:06:46.964246988 CEST 49703 443 192.168.2.3 20.40.129.122

Apr 20, 2022 15:06:46.964279890 CEST 443 49703 20.40.129.122 192.168.2.3

Apr 20, 2022 15:06:46.964299917 CEST 49703 443 192.168.2.3 20.40.129.122

Apr 20, 2022 15:06:46.964402914 CEST 49703 443 192.168.2.3 20.40.129.122

Apr 20, 2022 15:06:46.964409113 CEST 49703 443 192.168.2.3 20.40.129.122

Apr 20, 2022 15:06:46.992934942 CEST 443 49703 20.40.129.122 192.168.2.3

Apr 20, 2022 15:06:46.993020058 CEST 443 49703 20.40.129.122 192.168.2.3

Apr 20, 2022 15:06:46.993139029 CEST 49703 443 192.168.2.3 20.40.129.122

Apr 20, 2022 15:06:46.993189096 CEST 49703 443 192.168.2.3 20.40.129.122

Apr 20, 2022 15:06:47.092731953 CEST 49703 443 192.168.2.3 20.40.129.122

Apr 20, 2022 15:06:47.092761040 CEST 443 49703 20.40.129.122 192.168.2.3

Apr 20, 2022 15:06:47.092814922 CEST 49703 443 192.168.2.3 20.40.129.122

Apr 20, 2022 15:06:47.092833042 CEST 49703 443 192.168.2.3 20.40.129.122

Apr 20, 2022 15:06:48.118107080 CEST 49697 443 192.168.2.3 204.79.197.200

Apr 20, 2022 15:06:48.118247986 CEST 49697 443 192.168.2.3 204.79.197.200

Apr 20, 2022 15:06:48.118278980 CEST 49697 443 192.168.2.3 204.79.197.200

Apr 20, 2022 15:06:48.118304968 CEST 49697 443 192.168.2.3 204.79.197.200

Apr 20, 2022 15:06:48.118331909 CEST 49697 443 192.168.2.3 204.79.197.200

Apr 20, 2022 15:06:48.118405104 CEST 49697 443 192.168.2.3 204.79.197.200

Apr 20, 2022 15:06:48.118422031 CEST 49697 443 192.168.2.3 204.79.197.200

Apr 20, 2022 15:06:48.118426085 CEST 49697 443 192.168.2.3 204.79.197.200

Apr 20, 2022 15:06:48.118446112 CEST 49697 443 192.168.2.3 204.79.197.200

Apr 20, 2022 15:06:48.118464947 CEST 49697 443 192.168.2.3 204.79.197.200

Apr 20, 2022 15:06:48.118499041 CEST 49697 443 192.168.2.3 204.79.197.200

Apr 20, 2022 15:06:48.134031057 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.134073019 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.134098053 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.134120941 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.134145975 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.134201050 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.134224892 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.134284019 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.134505987 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.134629011 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.134653091 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.134675980 CEST 443 49697 204.79.197.200 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP
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Apr 20, 2022 15:06:48.134697914 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.134773970 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.134850979 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.134875059 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.134927034 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.135019064 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.135044098 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.135082960 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.135104895 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.135174990 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.135175943 CEST 49697 443 192.168.2.3 204.79.197.200

Apr 20, 2022 15:06:48.135199070 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.135277033 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.135302067 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.135324001 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.135361910 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.135457039 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.135482073 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.135538101 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.135615110 CEST 443 49697 204.79.197.200 192.168.2.3

Apr 20, 2022 15:06:48.135694027 CEST 443 49697 204.79.197.200 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Apr 20, 2022 15:06:46.530932903 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:06:47.281307936 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:07:00.171320915 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:07:00.213479996 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:07:00.235730886 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:07:00.925503969 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:07:00.963515997 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:07:00.987514019 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:07:01.129193068 CEST 53802 53 192.168.2.3 8.8.8.8

Apr 20, 2022 15:07:01.135863066 CEST 65266 53 192.168.2.3 8.8.8.8

Apr 20, 2022 15:07:01.147214890 CEST 53 53802 8.8.8.8 192.168.2.3

Apr 20, 2022 15:07:01.162352085 CEST 53 65266 8.8.8.8 192.168.2.3

Apr 20, 2022 15:07:01.295231104 CEST 63332 53 192.168.2.3 8.8.8.8

Apr 20, 2022 15:07:01.317408085 CEST 53 63332 8.8.8.8 192.168.2.3

Apr 20, 2022 15:07:01.676958084 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:07:01.713947058 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:07:01.744929075 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:07:02.254851103 CEST 63548 53 192.168.2.3 8.8.8.8

Apr 20, 2022 15:07:05.695513964 CEST 58983 443 192.168.2.3 142.250.185.78

Apr 20, 2022 15:07:05.704879045 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:07:05.706537008 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:07:05.707998991 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:07:05.720747948 CEST 443 58983 142.250.185.78 192.168.2.3

Apr 20, 2022 15:07:05.721179962 CEST 58983 443 192.168.2.3 142.250.185.78

Apr 20, 2022 15:07:05.745826960 CEST 443 58983 142.250.185.78 192.168.2.3

Apr 20, 2022 15:07:05.745857954 CEST 443 58983 142.250.185.78 192.168.2.3

Apr 20, 2022 15:07:05.745873928 CEST 443 58983 142.250.185.78 192.168.2.3

Apr 20, 2022 15:07:05.745891094 CEST 443 58983 142.250.185.78 192.168.2.3

Apr 20, 2022 15:07:05.807384014 CEST 443 58983 142.250.185.78 192.168.2.3

Apr 20, 2022 15:07:05.807445049 CEST 443 58983 142.250.185.78 192.168.2.3

Apr 20, 2022 15:07:05.807466984 CEST 443 58983 142.250.185.78 192.168.2.3

Apr 20, 2022 15:07:05.807488918 CEST 443 58983 142.250.185.78 192.168.2.3

Apr 20, 2022 15:07:05.825016022 CEST 58983 443 192.168.2.3 142.250.185.78

Apr 20, 2022 15:07:05.826200962 CEST 58983 443 192.168.2.3 142.250.185.78

UDP Packets
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Apr 20, 2022 15:07:05.826261044 CEST 58983 443 192.168.2.3 142.250.185.78

Apr 20, 2022 15:07:05.826369047 CEST 58983 443 192.168.2.3 142.250.185.78

Apr 20, 2022 15:07:05.912281990 CEST 58983 443 192.168.2.3 142.250.185.78

Apr 20, 2022 15:07:05.912705898 CEST 58983 443 192.168.2.3 142.250.185.78

Apr 20, 2022 15:07:05.945065975 CEST 443 58983 142.250.185.78 192.168.2.3

Apr 20, 2022 15:07:05.955415964 CEST 443 58983 142.250.185.78 192.168.2.3

Apr 20, 2022 15:07:05.957453966 CEST 443 58983 142.250.185.78 192.168.2.3

Apr 20, 2022 15:07:05.957515001 CEST 443 58983 142.250.185.78 192.168.2.3

Apr 20, 2022 15:07:05.996112108 CEST 58983 443 192.168.2.3 142.250.185.78

Apr 20, 2022 15:07:05.996509075 CEST 58983 443 192.168.2.3 142.250.185.78

Apr 20, 2022 15:07:05.999320030 CEST 443 58983 142.250.185.78 192.168.2.3

Apr 20, 2022 15:07:06.454415083 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:07:06.457454920 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:07:06.460410118 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:07:06.498089075 CEST 58983 443 192.168.2.3 142.250.185.78

Apr 20, 2022 15:07:07.050039053 CEST 52985 53 192.168.2.3 8.8.8.8

Apr 20, 2022 15:07:07.071973085 CEST 53 52985 8.8.8.8 192.168.2.3

Apr 20, 2022 15:07:07.208729982 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:07:07.209458113 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:07:07.224378109 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:07:08.417705059 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:07:08.714565992 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:07:08.718854904 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:07:09.168884039 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:07:09.464878082 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:07:09.470886946 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:07:09.919933081 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:07:10.218005896 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:07:10.221950054 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:07:14.795346975 CEST 55151 53 192.168.2.3 8.8.8.8

Apr 20, 2022 15:07:15.893039942 CEST 59795 53 192.168.2.3 8.8.8.8

Apr 20, 2022 15:07:15.920142889 CEST 53 59795 8.8.8.8 192.168.2.3

Apr 20, 2022 15:07:59.448012114 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:08:00.197423935 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:08:00.963087082 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:08:20.062535048 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:08:20.821409941 CEST 137 137 192.168.2.3 192.168.2.255

Apr 20, 2022 15:08:21.572649002 CEST 137 137 192.168.2.3 192.168.2.255

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Apr 20, 2022 15:07:01.129193068 CEST 192.168.2.3 8.8.8.8 0x6044 Standard query 
(0)

clients2.g
oogle.com

A (IP address) IN (0x0001)

Apr 20, 2022 15:07:01.135863066 CEST 192.168.2.3 8.8.8.8 0xee04 Standard query 
(0)

accounts.g
oogle.com

A (IP address) IN (0x0001)

Apr 20, 2022 15:07:01.295231104 CEST 192.168.2.3 8.8.8.8 0x3e76 Standard query 
(0)

elat.login
.em2.oracl
ecloud.com

A (IP address) IN (0x0001)

Apr 20, 2022 15:07:02.254851103 CEST 192.168.2.3 8.8.8.8 0xafc0 Standard query 
(0)

elat.fa.em
2.oraclecl
oud.com

A (IP address) IN (0x0001)

Apr 20, 2022 15:07:07.050039053 CEST 192.168.2.3 8.8.8.8 0x1669 Standard query 
(0)

elat.login
.em2.oracl
ecloud.com

A (IP address) IN (0x0001)

Apr 20, 2022 15:07:14.795346975 CEST 192.168.2.3 8.8.8.8 0xa514 Standard query 
(0)

elat.fa.em
2.oraclecl
oud.com

A (IP address) IN (0x0001)

Apr 20, 2022 15:07:15.893039942 CEST 192.168.2.3 8.8.8.8 0x7b6b Standard query 
(0)

clients2.g
oogleuserc
ontent.com

A (IP address) IN (0x0001)

DNS Queries

DNS Answers
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Apr 20, 2022 
15:07:01.147214890 CEST

8.8.8.8 192.168.2.3 0x6044 No error (0) clients2.g
oogle.com

clients.l.google.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

Apr 20, 2022 
15:07:01.147214890 CEST

8.8.8.8 192.168.2.3 0x6044 No error (0) clients.l.
google.com

142.250.185.78 A (IP address) IN 
(0x0001)

Apr 20, 2022 
15:07:01.162352085 CEST

8.8.8.8 192.168.2.3 0xee04 No error (0) accounts.g
oogle.com

142.250.185.205 A (IP address) IN 
(0x0001)

Apr 20, 2022 
15:07:01.317408085 CEST

8.8.8.8 192.168.2.3 0x3e76 No error (0) elat.login
.em2.oracl
ecloud.com

fa-elat-
saasfaprod1.fa-
origin.ocs.oraclecl
oud.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

Apr 20, 2022 
15:07:01.317408085 CEST

8.8.8.8 192.168.2.3 0x3e76 No error (0) fa-elat-sa
asfaprod1.fa-
origin.ocs.oracle
cloud.com

fa-
750A37A5DC5845
2ABD03D0897D27
C591.fa-
origin.ocs.oraclecl
oud.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

Apr 20, 2022 
15:07:01.317408085 CEST

8.8.8.8 192.168.2.3 0x3e76 No error (0) fa-750A37A
5DC58452AB
D03D0897D2
7C591.fa-o
rigin.ocs.
oraclecloud.com

138.1.2.10 A (IP address) IN 
(0x0001)

Apr 20, 2022 
15:07:02.276853085 CEST

8.8.8.8 192.168.2.3 0xafc0 No error (0) elat.fa.em
2.oraclecl
oud.com

pods-
fa.em2.oraclecloud
.com.edgekey.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Apr 20, 2022 
15:07:07.071973085 CEST

8.8.8.8 192.168.2.3 0x1669 No error (0) elat.login
.em2.oracl
ecloud.com

fa-elat-
saasfaprod1.fa-
origin.ocs.oraclecl
oud.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

Apr 20, 2022 
15:07:07.071973085 CEST

8.8.8.8 192.168.2.3 0x1669 No error (0) fa-elat-sa
asfaprod1.fa-
origin.ocs.oracle
cloud.com

fa-
750A37A5DC5845
2ABD03D0897D27
C591.fa-
origin.ocs.oraclecl
oud.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

Apr 20, 2022 
15:07:07.071973085 CEST

8.8.8.8 192.168.2.3 0x1669 No error (0) fa-750A37A
5DC58452AB
D03D0897D2
7C591.fa-o
rigin.ocs.
oraclecloud.com

138.1.2.10 A (IP address) IN 
(0x0001)

Apr 20, 2022 
15:07:14.814714909 CEST

8.8.8.8 192.168.2.3 0xa514 No error (0) elat.fa.em
2.oraclecl
oud.com

pods-
fa.em2.oraclecloud
.com.edgekey.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

Apr 20, 2022 
15:07:15.920142889 CEST

8.8.8.8 192.168.2.3 0x7b6b No error (0) clients2.g
oogleuserc
ontent.com

googlehosted.l.goo
gleusercontent.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

Apr 20, 2022 
15:07:15.920142889 CEST

8.8.8.8 192.168.2.3 0x7b6b No error (0) googlehost
ed.l.googl
euserconte
nt.com

142.250.185.65 A (IP address) IN 
(0x0001)

HTTP Request Dependency Graph

Copyright Joe Security LLC 2022 Page 52 of 152



            
arc.msn.com

            
clients2.google.com

            
elat.login.em2.oraclecloud.com

            
accounts.google.com

            
https:

            
clients2.googleusercontent.com

            
login.live.com

            
fs.microsoft.com

         

Session ID Source IP Source Port Destination IP
Destination
Port

Process

0 192.168.2.3 49703 20.40.129.122 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:06:46 UTC 0 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=314559&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:472DC600-FEAB-E7F8-720D-1E33F00FD1E7&ctry=US&time=20220308T163202Z&lc=en-US&pl=en-US&i
dtp=mid&uid=4388269c-b420-4134-ac19-bc7ca8a19ac1&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=bf876cad5c3e4e57902b0df5142ccc4e&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1418352&metered=false&nettype=ethernet&npid=sc-
314559&oemName=VMware%2C%20Inc.&oemid=VMware%2C%20Inc.&ossku=Professional&smBiosDm=VMware7
%2C1&tl=2&tsu=1418352&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32319&sc=6
Cache-Control: no-cache
MS-CV: WH6WAQb2JEKZuwxU.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2022-04-20 13:06:46 UTC 3 IN HTTP/1.1 200 OK
Cache-Control: public, max-age=838
Content-Length: 53754
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"2,P425106554-T700342084-C128000000001392709+B+P80+S1,P425106558-T
700342085-C128000000001392729+B+P80+S2"},{"BATCH_REDIRECT_STORE":"1,BB_9NXQXXLFST89_9WZDNC
RFHVFW_9WZDNCRFJ3P2_9NCBCSZSJRSB_9NMPJ99VJBWV_9NBLGGH5FV99_9WZDNCRDFNG7+P0+S0"},
{"BATCH_REDIRECT_STORE":"1,BB_9NBLGGGZM6WM_9WZDNCRFHWD2_9NH2GPH4JZS4_9NBLGGH6J6V
K_9P6RC76MSMMJ_9WZDNCRFJ27N_9N0866FS04W8_9WZDNCRFJ10M_9WZDNCRFJ140_9NC2FBTHCJV8_
9NBLGGH1CQ7L+P0+S0"},{"OPTOUTSTATE":"256"}]
X-ARC-SIG: MAVCXpvEVMBKltCIHQVXrpnAW7On/rh17yOAZ2yJ6mhv7cP113105tOtAi8R+eTzEB3n18v2B1LjvfX
ZSpl0Mn7A/KMRG4ZrqIi9Z5FAtSPLf7cNHwe2UtfEvoVQ3Cxq22+Q8BljlglTUtG298Sv/mmv/ZCkHvBxH1gJtsHUE
UOLNk3+hp6LyxyH8PheI7Lyxd9S4Mh3geFWQKeW9nrrGBAlj1KeaI94aKdH2SMmbPe2Ola3BWgakXw6dI/JKooHJvC
/M9ZoaWcOFGB0Yjtgm09gpb8tKpdDFTu+gCE77yuTvV8OMNS4UmbCiBmbN81N3mbYJdsBXAEiGLMXKttF4w==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Wed, 20 Apr 2022 13:06:46 GMT
Connection: close

2022-04-20 13:06:46 UTC 4 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 
22 69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 
72 64 72 5c 22 3a 5b 7b 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 64 43 6f 6e 74 65 6e 74 5c 22 2c 5c 22 63 5
c 22 3a 5c 22 43 44 4d 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 69 74 65 6d 50 72 6f 70 65 72 74 79 4d 61 6e 69 66 
65 73 74 5c 22 3a 7b 5c 22 73 74 6f 72 65 43 61 6d 70 61 69 67 6e 49 64 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 
74 65 78 74 5c 22 2c 5c 22 69 73 4f 70 74 69 6f 6e 61 6c 5c 22 3a 74 72 75 65 7d 2c 5c 22 69 6e 73 74 61 6c 6c 41 70 70 
5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 62 6f 6f 6c 65 61 6e 5c 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"u\":\"SubscribedContent\",\"c\":\"
CDM\"}],\"ad\":{\"itemPropertyManifest\":{\"storeCampaignId\":{\"type\":\"text\",\"isOptional\":true},\"installApp\":{\"type\":\"b
oolean\

HTTPS Proxied Packets
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2022-04-20 13:06:46 UTC 19 IN Data Raw: 22 3a 5c 22 63 6c 69 63 6b 5c 22 2c 5c 22 70 61 72 61 6d 65 74 65 72 73 5c 22 3a 7b 5c 22 75 72 69 5c 22 3a 
5c 22 6d 73 2d 77 69 6e 64 6f 77 73 2d 73 74 6f 72 65 3a 5c 2f 5c 2f 70 64 70 5c 2f 3f 70 72 6f 64 75 63 74 69 64 3d 39 
6e 62 6c 67 67 68 35 66 76 39 39 26 6f 63 69 64 3d 65 6d 73 2e 64 63 6f 2e 73 74 61 72 74 70 72 6f 67 72 61 6d 6d 61 62 
6c 65 26 63 63 69 64 3d 32 33 37 36 30 63 63 38 66 63 64 39 34 63 39 63 39 66 39 64 34 33 63 64 31 32 33 38 32 66 61 
30 26 63 69 64 3d 6d 73 66 74 5f 31 5c 22 7d 2c 5c 22 61 63 74 69 6f 6e 5c 22 3a 5c 22 6c 61 75 6e 63 68 55 72 69 5c 22 
7d 2c 5c 22 6f 6e 52 65 6e 64 65 72 5c 22 3a 7b 5c 22 65 76 65 6e 74 5c 22 3a 5c 22 6f 70 70 6f 72 74 75 6e 69 74 79 5c 
22 2c 5c 22 70 61 72 61 6d 65 74 65 72 73 5c 22 3a 7b 7d 2c 
Data Ascii: ":\"click\",\"parameters\":{\"uri\":\"ms-windows-store:\/\/pdp\/?productid=9nblggh5fv99&ocid=ems.dco.startpr
ogrammable&ccid=23760cc8fcd94c9c9f9d43cd12382fa0&cid=msft_1\"},\"action\":\"launchUri\"},\"onRender\":{\"event
\":\"opportunity\",\"parameters\":{},

2022-04-20 13:06:46 UTC 35 IN Data Raw: 74 61 72 74 70 72 6f 67 72 61 6d 6d 61 62 6c 65 26 63 63 69 64 3d 37 31 33 37 63 62 37 35 66 36 66 33 34 61 
65 66 38 32 37 65 61 66 36 31 61 61 33 38 30 65 36 61 26 63 69 64 3d 6d 73 66 74 5f 31 5c 22 7d 2c 5c 22 61 63 74 69 
6f 6e 5c 22 3a 5c 22 6c 61 75 6e 63 68 55 72 69 5c 22 7d 2c 5c 22 6f 6e 52 65 6e 64 65 72 5c 22 3a 7b 5c 22 65 76 65 6e 
74 5c 22 3a 5c 22 6f 70 70 6f 72 74 75 6e 69 74 79 5c 22 2c 5c 22 70 61 72 61 6d 65 74 65 72 73 5c 22 3a 7b 7d 2c 5c 22 
61 63 74 69 6f 6e 5c 22 3a 5c 22 6e 6f 4f 70 5c 22 7d 2c 5c 22 73 68 6f 77 4e 61 6d 65 4f 6e 4d 65 64 69 75 6d 54 69 6c 
65 5c 22 3a 7b 5c 22 62 6f 6f 6c 5c 22 3a 74 72 75 65 7d 2c 5c 22 73 68 6f 77 4e 61 6d 65 4f 6e 57 69 64 65 54 69 6c 65 
5c 22 3a 7b 5c 22 62 6f 6f 6c 5c 22 3a 74 72 75 65 7d 2c 5c 
Data Ascii: tartprogrammable&ccid=7137cb75f6f34aef827eaf61aa380e6a&cid=msft_1\"},\"action\":\"launchUri\"},\"o
nRender\":{\"event\":\"opportunity\",\"parameters\":{},\"action\":\"noOp\"},\"showNameOnMediumTile\":{\"bool\":true},\"s
howNameOnWideTile\":{\"bool\":true},\

2022-04-20 13:06:46 UTC 51 IN Data Raw: 31 33 31 39 36 66 35 62 61 66 30 30 3f 66 6f 72 6d 61 74 3d 73 6f 75 72 63 65 5c 22 2c 5c 22 77 69 64 74 68 
5c 22 3a 31 34 32 2c 5c 22 68 65 69 67 68 74 5c 22 3a 31 34 32 2c 5c 22 73 68 61 32 35 36 5c 22 3a 5c 22 51 50 5c 2f 
4a 45 48 4a 59 57 39 38 6d 36 39 4f 4a 4c 42 42 30 59 48 33 64 78 49 6a 70 75 6d 59 72 74 74 4c 46 38 62 66 5c 2f 33 
66 77 3d 5c 22 2c 5c 22 66 69 6c 65 53 69 7a 65 5c 22 3a 31 37 30 31 38 7d 2c 5c 22 63 6f 6c 6c 65 63 74 69 6f 6e 5c 22 
3a 7b 5c 22 6e 75 6d 62 65 72 5c 22 3a 32 2e 30 7d 2c 5c 22 6d 65 64 69 75 6d 54 69 6c 65 5c 22 3a 7b 5c 22 69 6d 61 6
7 65 5c 22 3a 5c 22 68 74 74 70 73 3a 5c 2f 5c 2f 73 74 6f 72 65 2d 69 6d 61 67 65 73 2e 73 2d 6d 69 63 72 6f 73 6f 66 74 
2e 63 6f 6d 5c 2f 69 6d 61 67 65 5c 2f 61 70 70 73 2e 33 31 32 
Data Ascii: 13196f5baf00?format=source\",\"width\":142,\"height\":142,\"sha256\":\"QP\/JEHJYW98m69OJLBB0YH3dxI
jpumYrttLF8bf\/3fw=\",\"fileSize\":17018},\"collection\":{\"number\":2.0},\"mediumTile\":{\"image\":\"https:\/\/store-images.s-
microsoft.com\/image\/apps.312

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

1 192.168.2.3 49702 20.40.129.122 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:06:46 UTC 1 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=310091&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:472DC600-FEAB-E7F8-720D-1E33F00FD1E7&ctry=US&time=20220308T163202Z&lc=en-US&pl=en-US&i
dtp=mid&uid=4388269c-b420-4134-ac19-bc7ca8a19ac1&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=40bb78a573bd4413874e48568a23c049&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1418352&metered=false&nettype=ethernet&npid=sc-
310091&oemName=VMware%2C%20Inc.&oemid=VMware%2C%20Inc.&ossku=Professional&rver=2&smBiosDm=
VMware7%2C1&tl=2&tsu=1418352&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32319&sc=6
Cache-Control: no-cache
MS-CV: WH6WAQb2JEKZuwxU.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2022-04-20 13:06:46 UTC 2 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 167
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"OPTOUTSTATE":"256"}]
X-ARC-SIG: hNOgfC4zMBOc7L2ts6YYFx9S4gWFRdktZACGjlegN7G4BMJ8UiyrbcR/TvM6OaOwUIK6Od6CSkqV7xO
5xPTTtu13o2HzmV43LcopGD6Jy3E0D/6+nZy5bs8j4DezsafHJt3nY79jeYGaJBU33fmlLgF56KHMeAxdlHxx+yXWg
cFW+faeM7tbTE/8dvFDNSxX8AIFr+ZA9Kprl2KJ8wnEa8xrzjIdi0fhIoZPewn0Om+faWrF++E0qvs4pTdYLz3yzLk
I6Mq+nQO3u8BcYLIlWCQQZIoSHbSjoLiFU3xuHrcquJ9XA/dTYSWh8V1tQI+SjonfUI5DN1D6vU0H+Lmgqg==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Wed, 20 Apr 2022 13:06:46 GMT
Connection: close

2022-04-20 13:06:46 UTC 3 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 65 72 72 6f 72 73 22 3a 5b 7b 
22 63 6f 64 65 22 3a 32 30 34 30 2c 22 6d 73 67 22 3a 22 44 65 6d 61 6e 64 20 73 6f 75 72 63 65 20 72 65 74 75 72 6e 
73 20 65 72 72 6f 72 20 28 4e 61 6d 65 3a 20 47 4e 5f 70 73 2c 20 45 72 72 6f 72 3a 20 4e 6f 20 65 6c 69 67 69 62 6c 65 
20 63 6f 6e 74 65 6e 74 2e 29 2e 22 7d 5d 2c 22 72 65 66 72 65 73 68 74 69 6d 65 22 3a 22 32 30 32 32 2d 30 34 2d 32 
30 54 31 37 3a 30 36 3a 34 36 22 7d 7d 
Data Ascii: {"batchrsp":{"ver":"1.0","errors":[{"code":2040,"msg":"Demand source returns error (Name: GN_ps, Error: No e
ligible content.)."}],"refreshtime":"2022-04-20T17:06:46"}}
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

10 192.168.2.3 49766 138.1.2.10 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:07:04 UTC 109 OUT GET /fusion_apps/global/ver16/messages.js HTTP/1.1
Host: elat.login.em2.oraclecloud.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: OAMAuthnHintCookie=0@1650460022; OAM_ID=VERSION_5~i0unjL1yr3V7/Z4Q32ryeQ==~PaX1xfd
y4yTKJn8VgaezP9/Ma0A/8OIZWRk7JIt7FRA3LeGhIDZulOeV8ob+PECcPK74TDrnTiL90VaaFXHctBmkSAc2p5Cem
EXORezmfXzMh2FCOYzMgVWYjIRmSW458h0/hDOjJjqGSVfy87SjKnOqwjOJiaYnOXkcNJ11fGQXlEDfZnsKxkP+NOQ
P1DMw2X0/msU4VvyHNsy+NvG1p8oqSDbidJGKUn78VUqYPjNmjIjx1hdsAVDfION/OLzZ2m7oI38c8tnp78vXIE/li
lmpY2Hyoht1Jr3upSMANbgJt1uw63mKnr44OJftHL2bFg1ia5EUPed91piw86ZFhfKEv8Mwv1WM7df5hfFiWAoRp8W
68LfnzuYE8zVBbKpt; ORA_FND_SESSION_ELAT_F=DEFAULT_PILLAR:1p48+CojchaFKaGHu9/0NhgK92U3zP3iF
mWeMo1FiamuqWVgIoPRhrXfklP1s0za:1650460023116; OAM_REQ_0=VERSION_4~PwjMhkc44Tt1G2wBlhJIT8L
M%2bHWrFn3Y9hbPJo3pnC7urtBqCObS3imJwEYK6%2baMSbrxXJm00eG1FZo93vCl6AHDX8VMa7gmjQ80Cw2DyNIht
mdgH6IBkrOo%2fhBBAm5Xd2%2bZW4e50Z3lPOvbd8fdpxHCotERELaljBqcBZPoTNwF%2f5rL7Fw9ZnXdjjIWRrHv5
qW9V2WtZj5iW4rF3SkaeE9VbqRK4KmOykK7bjs1IMtEosF3HqFmv9nkxRYZ6AfpM5IFnrgKqPI6FkQm5XY6FgGjxxw
tWaA5L6q0HjQ%2fT993QqDJznFtAEEiHyVxHD1HvRuH58jz0RH4gfNLH0P%2btwkLLmHAc6sXcjUuAH2m4P57lECVU
hMpi4eKgWQpXM0hLVy0Aod91Y7Wk1pIbTxd32ldPzfSyxuqskasajhv0JmGw%2fytHjVQAETyccPJHXHx7EfA1DseI
Dn944hMyiit8Ie%2ftAXTHNGjqiKH0ED2sTzmNhkQ0urOCYFY8NOhhd28oiN3sc9srC61yz%2fAsdutWWEr0sznjU7
psxL0s3g7vS0elwh08h3EjqG7h8JqDTsXQW9vbjEl8vx9ClrVdpQ8qsF3xCshPFG%2fdBL21vQcMK%2fwwyX%2f8np
FfzfiBuwLEzO6tYR2W0ymHWzuvsx2lGdaR42Nytobu%2bbcVKapf6Qfg3Ts8poTkog7qAbuQccCVGMoh%2fDXK17th
MCynIh%2fuN%2fgOiLIn3x5xdzXDbqV1E0jq%2br3w2%2b2lQzQ%2bKpi2xOwAstyohozVtZoS%2blWJmRzmtoHESc
QHU1HOv%2bxNl%2fZpItOpo8%2fddMMyW%2fQ5fjQZ4SN9kfdDxL5NKslpEgpwBOQxJMVXDm%2fvMXezx7%2fVuXug
zmMrswUMOqXXLla6vMMULe1IB9wIsJLAN5fL8EOoHeeRMFiFDwZORWhPLorZ1%2bxUpfV579Dc%2fd9skHgIxGLABQ
6NKDq1rW%2bJJ2QxYJ4oKNLjjTtnySoKsxzIcWg6oeyPtV4iwcO2uYROZFzsuNVumW%2b7p3U7G43PNvHfrMyJSCIT
2XlyIs%2bxx9OgwvRsolq%2ft9mAYcgLUmT6SnI4I0Vja4l0gUEcYaqzil1uHuunlILyb9yfqLTGOANZVqd3ytpWR1
Z5Ehx5GkYIm3QMiSDDsB83vG0%2bmj7vCouaoGG7l66t%2fiYeDnZc0%2f7Qx1M9ygVTx1dfZO8d8Pqh6YAuj01cm5
3U19c1BTZnapdyd6Qm6Ys222N3NyQQxunuvDHWMaXfCKNiLg7LSTMNlaDxnKkCYNjTJkyQk2OdjQ5u1bZG1au2ELQh
Y94y5bYZBXNLRfLR9W0tHhHj%2fIjLQa4kmBeoP2ONqqk6zrf2iAiWIYqx5HU0CGSHBiga1rejTzViIVwScBz0y4YK
4PbZZFGWhnZWLkH74JX4pBTBDw0e6YX2Oo5ZVPqjcEn1F9x7WXyBZtaD7oB2AE6NsaQ4Kktzfo8qt4cjXzX779DxNV
EfqOpOISb7%2bgCf%2fyOlclFqQPOUFz0PdEBxNlkMcB%2bciE22qHyGwEp1mcI%2biM9g663YqoIcDxpjo8WzL%2b
aX2eDJ7aNfzu5cy94hl1Zv%2bwc3cQt12doR0TDuUIioA0f1knIpRGiq6t5t6frLBFNys6Zt%2barV9NkYpbKUstMx
LaxIDanQCVrb0uhe7EHCXftddeSX4sAUCLtfhhi8j7tPGLBu73ZUfz0DPHrGvZEQGgf6HyhBWKPTeqJusMMYXjkhHw
Af85VLdedXCLynqR8HFnTwp404RBRQo%2fOrSK%2bjLXnJVlHVWEq4eM742M%2fROC0AIpwfc7Sr%2b255VJpdNumC
iT8hhnvIp5uDUQTG6g%2bxL59M6mpB%2fHiCFJUkN7BWnAOmwKugw%2bkjWeW1PRQvq3FtXwEhShuF4c
UI9%2f1pK2dN0810rrbX%2bLJQ%2fMCtZZWZU5pvqC178ASMPmudCQKeE01vSPfdJo%2b3zYmxhUhO3gjcpkTz81nr
3Zx9Mch2d2p0qc%2b8XspXesUQipctAx1SQd1xIiFyRwVzuLrQDeD7ZyvrBBIkpcX%2fwpAozoBqCFy69CQI%2f3rk
J7tqrRgfWUDj%2fpfTDcTYGmS2OfLcNthqpaLl6rAfqf2DqBGiYuO8Phxl7OieNgh43ZhGvXtxGMP5tsRVnaTx3gpf
e2mMk1pd14O7ERqxf5CO6HTZCqS3RifX%2fmLVkQobKZfmjY331%2bTv%2f%2fkH1%2bKg5UzOkwaDu89pFNhBwbSf
c4%2fy84A4YHqfxxfsPvE256nfnwWEO7FUwM2m5UjiZFyX9eU5k0CxPDBj8dDMUNpWA8BprR1bsMcv64vbeCajfmz8
QpzEwtvkvlv4ottS22DVg7je2S7%2fQoN3xl1%2fvKeKfXmHqGQIlGW7dOpjFuXpSOeQHxVk5wpuwFR2q%2f3wyeaW
%2bps90tOA29XtecQRjxhk2Y5bLUPKn2i9Sv8kem43ulPlzBjDFYQGyUKTck17d%2b72G4NnPPMhA3m3%2fWrkCEn2
OzkHsL28rKIKhC%2fyGuW9s%2b7ltRUFzyGv%2fyyFaCTUvQ2i%2fDYSW5lkZwaC0G787grs5qZlZNi1oOdDDtE2mJ
O%2btpflh0tThfXr26NTCUnYGiM4ARfA7WeIa3oMYcv6t%2fF5KFjdB3xQrmT8ow1Owdc5l67Qsq%2fpSWW%2bRHYJ
ReNAE2iKkpK1ycbm7tQ71TUa5G%2fKnfHPDQIWvSRuCEbHWeyuLW9ZiphDzgLqbyhsDgoVoTPuhxqlJmcI5iM9Mx7d
XLB2%2fLZa3vPNxltrK1G2E%2fi%2bxnTO2yMm5YxCihxXVWKFxZRRvpRXCgP%2fTotLFeBh7Zr10yV6wIYkQHow38
Gxx9HWHi2LqtzkKBCt4%2bgEMHPXXI80%2b7Sg%2bSA0pBahd3vog0ZQdil0UjiIM0pNJH9WF1OpmMjiz%2bkjGTPz
KgIXOSKv23uB1m4j37JKx2AfPH8YH0uwFGY%2bY5FW%2bF6UjxIVzHCiV68Bn4ta3UkHo4MykugnsJiWThAB95UFkt
%2f%2f%2ffPLRCGDXCgIq7ZZcP46lNwjQKRp0H7nQ6zKWnKqYfnov5SrayHkL5aBzkud7ehkSRhkJpKRDQBWkXyqIw
5RN4INEIkWywfcgZlfZ9Kmasm51IDtMI1jOAajyxylGIu40O%2bK2PBYAN7vJ1oOehffe%2fKPIjCWFz5ZeyNLc0wh
s3ZNsdwB21aT6YeZNX8RwsmWsFQ9t7OXxE6ncmi3NJRVmUl0%2f7PDJEJy2K3A5nYuhsN7y3GIShmnSlQSAdI3fCAm
9sYAiAqRhy9A6Uc0%2f%2f5hZEVohoay6wG4cLyuuQZvcYkk3%2fysR1FhQjIQeis%2bu3B%2fkYcEr4g7ApsD%2fX
U8f%2fkwdl4pIuYvr3bCl0aMJvLQo%2bh1%2b1whbbt5E5zkk89dBSAYoKcJno9C9I1MA4H0Y0%2bErMeVBNuU5g6j
fEpyr4%2biUUzM3pu8wXdnYg%2bggDZtvhUjPzJYn0A94IeNy9%2fW2Gpik6dhrGqjP8eqTZOWmMKw%2fCoeOHh4gR
xcmafZOt%2b3p%2fng5R6k6rd92cabq91Xxh%2fm9xCdBdefbhfD8yIjpcFfNwuzGW5WKkWlLTyqLuO4fvh7%2f5P%
2f%2bsvsj4A0JRCEhG98XnFj8Jfzf4m4c34%2b106LtN7tZ8wd8c240%2bDMvzUujGLEK8VsX9mQd4nk2qKMVmpVNe
8dJ%2f7vJt%2bsSEsxFrmv0yAIHFeZKuHTJR8bJtN5kEfaYM2qMf9UdcXlbnzkyEja1XMp8C90C8FEN1NGiX%2fXR7
8R6%2fMpbnJaLgWrwcuvqG4Mql9; OAM_REQ_1=VERSION_4~l%2bL2i500G5lsYIjkGiLMcWR2xXpBnJPapXaku4L
PDHuSZBMyI1Ey77fIlFB3hGCp4lSHG2uiuu3JMVnERFhww0IUyhgtSR5XTcG8K0%2beqjHxOSDL6%2blFqj2LXqnLY
gLxdSyROoaq372EGASGnpUUrYBOGXYgCQwurRSBhUx1mtt2onl6UNE7qH%2bVEFczn2cFW2gJtVFaNhDZUX4Byijl4
1BfaMV3ZFBirLS2AewK2f3nBdtHyjUqO8WFILgMm6nUkADV0Psku6XF3eP9dkif47dRqpX9NMFJMpHJjlB1V5OVNZx
0VGY%2b0ty%2fgAuxvcGgxR%2fzVcDNjL%2bI2eNFC7gQIyyXzcRox4HBC4i3T%2fzmh0rQabVdzpJZHJPT60Gtoa%
2bLxhsTsTfOJRSH3RUha2gGd4GIY2RqVkQAv90b0uvNLksofWy6K%2b3Xq5%2bd5bsxfegl%2bpaW4QR2C4E91193c
ALMmTiPYqhK0FvbUQfD4rK8Qy71eJH6YWzolMjiqVG9R1GqwuyRnRJ1KoYusKe18dhftnVYWjKRHa8gagZICU%2fxz
wYTKQDxvcAgDIC6WzWDmVKnc6sieHmR11yoi283hcHODdVJNX1Zgw5UphH2O3XhRc4mWPKGx26jsMx4C
FSNIr3Le8AAd9FrsW7gWs78jrJGX4%2bG%2b2Zm3oX%2fR6%2frHp11VJNaTdEBVJOXKSdxGJhti%2fx2EO%2b1wd0
khcarkxBb4gu9TKJ%2fqsYvtXWWkyCBscjK54lBUUTp4z9%2bRye%2buOWzYglB3Qx9xft8i6n6VwSmGqN4SmzjhLa
Pe13Fg0NufJtDAHXT5dR%2b%2bXoyKpJ3pzCMwXYtsMFzlry%2fHNs8lilrMC3JFG7T7khkqoaWU2K%2f5YpA0guKw
fiAsuI9g1n4ULC1ZzXuE%2bvmkNw8HiBRMfIKpC%2bPkUTZ1912AtX%2bVh8EF4BAQXXd2WJYJe65OZp8eYhLsLbVR
yGS5RlLNXkImbATWH0tPvqiqrRc7QS9KjQYujbQmYpRYOUXKnK89gD7DGiDUTdVxzDvycx5tNs%2bZNLTj4eiwevrE
0E4WJW7kBt3ZoXi6%2bMs95k%2bwmSv6ki82LEeRz6gLyBqvzJm7FQMPkFqofkuxvvz8HkbI1GAWy2RXHXMnAF6dHh
beMNP3EGL1XPtAeomo4tsK3IKDEeolvadCo58xBHdYv0Byv8L52VGtpL0vDrrVCmdbirCOIA9Ya1JCHL6Gxx4Gcw9p
Y%2fAmtUEVf%2fBv2gvpWl3R6gjTs7T9eRtZbdqpompuOGKedVnUZsBSroyN2dWQ2Ffsbvbo1%2bUOW1VCrMJ2UYdU
%2barLdem6nAUgnhQnW1nR87XZYpb25V3cJGOtejBRtcoU0NORTXHIu7%2ba0DAK8TwfTW0LsV5V0lexsnwBEPn00O
JJEZkdKGEZuO57oCiAoumMyWv9i665yjW0GW6XfWsWWhXasENTY5nfGNCuEdVj4PRtl67Iipr4jCAip0z%2btymvaq
76KJopEyVLNO9yg%2ffyAimSzIwTuUw4W278Ea5cjmJSiQc6x6Ir73SamI%2b8NMNpikGkWpP%2fIEp37MNxrCl6tGCopyright Joe Security LLC 2022 Page 55 of 152



76KJopEyVLNO9yg%2ffyAimSzIwTuUw4W278Ea5cjmJSiQc6x6Ir73SamI%2b8NMNpikGkWpP%2fIEp37MNxrCl6tG
pYerROYAPyjIJgnuh613nBSeIyZB1T5PhR%2f6Y0hTcZSP52%2bRacwBxedu5sl19iYl6SdGsdDSVvcpBL%2bWE%2f
1YpO3qFKym6MqTWmIyiBOBkEBQNSv%2bmaWbC3SUdoXTp8kQduKw4zvree4PLZSAAmdT%2b%2b4HAmMp
byFQY2z0QcffIPcMqQINLQN%2bYLFRjs9D0Jq2Bjm6Q2Z%2bLcj9wB%2fUNGkKwix%2b%2bgsEWbi%2bYCIFjo1ERn
eBiNCuuVm8sidPIplM49ZhZAmptZ6hUheLxo0C3EfLL9%2fI9EyeoJ1siXQexLMxmmQCPRcKVS22jebQNh5dxihfOz
nK0GK8SVT%2bEn6s%2f8Nf3hPrJNOohQqfS6IDE%2fDt7DIDo4Q%2fzijPbB6WOhaL%2bOmLBwUB%2f8UVhPHw27cJ
RQ5Uzk2vNZl28PuCIb9cyUdAeww8Yka8izDTikk9FUZOWEw4SOd60iCr1pKKlnpbBwA%2f1hlmnr9Nmu%2bereU6Dp
anJOsnqpyGGhAx6M6VjT1HVIqkOHrftJruLAJ9Ga3HVlqYknNKEV1x4zl7kF8oBiuZNvbsWf7QV8nKUQkJk%2bhYKP
41dxwuqj40nIBdXQTVE7OS5%2br5ClU4%2f8DspDpKpSHZT1%2bcxZdXxObDNXjhOU7sNnF%2fe6CL1BjDHbxzNQ0t
aBzgzUVQM%2fJr0sCGF2fnKkuSgAFtsynMMewCQtsOrOSNNYWjXJAYdZShhfM%2bDhT0J6ROmknZh9yw
BRD5QKzDZJLNOi1%2f2W%2bCfvIagEklEo4Tts%2bzqgVE%2bruF82%2fJPVTsB5eMmKIMeO%2bhVrL24%2fWk9SRj
3nFkpArgNhGyh%2bkV%2fWyjN8TieSqqTeLoRo%2f4c%2bpSUnl1ghdl1Y77vaZslG0gIYrEtSAW8kVoS3uNGElNhw
30yrHbKLnq%2bJG488A%3d%3d; OAM_REQ_COUNT=VERSION_4~2; ECID-Context=1.005rHMfRAP_7U8F_v1h8i
X0003KJ0000Tg@kXghlfCW3JOTsLKS^HOT_JLSgKCTmLTP; JSESSIONID=WcpHFVvE4G4pLJcxyEnBuccTXrrozez
93c9YLSY35sjKAEtv1tj1!1546432129; ORA_FUSION_PREFS=v1.0~bG9jYWxlPWVuLXVzfmRlZmF1bHRMYW5ndW
FnZU1hcmtlcj10cnVlfnByZWZlcnJlZExhbmd1YWdlPWVuLXVz

2022-04-20 13:07:04 UTC 144 IN HTTP/1.1 200 OK
Date: Wed, 20 Apr 2022 13:07:04 GMT
Content-Type: application/x-javascript
Content-Length: 8790
Connection: close
Referrer-Policy: same-origin
X-Content-Type-Options: nosniff
Accept-Ranges: bytes
Last-Modified: Thu, 14 Apr 2022 22:47:46 GMT
X-ORACLE-DMS-ECID: 005rHMfRAP_7U8F_v1h8iX0003KJ0000Tg
X-ORACLE-DMS-RID: 0:1:4:1:3
Vary: Accept-Encoding,User-Agent
X-XSS-Protection: 1; mode=block
Content-Language: en
Strict-Transport-Security: max-age=31536000; includeSubDomains

2022-04-20 13:07:04 UTC 144 IN Data Raw: ef bb bf 2f 2f 20 49 4d 50 4f 52 54 41 4e 54 3a 20 49 66 20 61 6e 79 20 63 68 61 6e 67 65 20 69 73 20 6d 61 
64 65 20 69 6e 20 74 68 69 73 20 66 69 6c 65 2c 20 6d 61 6b 65 20 73 75 72 65 20 74 6f 20 63 68 61 6e 67 65 20 76 61 
6c 75 65 20 6f 66 20 43 53 53 5f 4a 53 5f 56 45 52 53 49 4f 4e 20 69 6e 20 0d 0a 2f 2f 20 24 53 52 43 48 4f 4d 45 2f 6e 
67 61 6d 2f 73 72 63 2f 63 6f 6d 6d 6f 6e 2f 75 74 69 6c 69 74 69 65 73 2f 73 72 63 2f 6d 61 69 6e 2f 6a 61 76 61 2f 6f 72 
61 63 6c 65 2f 73 65 63 75 72 69 74 79 2f 61 6d 2f 63 6f 6d 6d 6f 6e 2f 75 74 69 6c 69 74 69 65 73 2f 63 6f 6e 73 74 61 6e 
74 2f 47 65 6e 65 72 69 63 43 6f 6e 73 74 61 6e 74 73 2e 6a 61 76 61 0d 0a 2f 2f 20 54 68 69 73 20 69 73 20 6e 65 65 64 
65 64 20 74 6f 20 62 75 72 73 74 20 62 72 6f 77 73 65 
Data Ascii: // IMPORTANT: If any change is made in this file, make sure to change value of CSS_JS_VERSION in // 
$SRCHOME/ngam/src/common/utilities/src/main/java/oracle/security/am/common/utilities/constant/GenericConstan
ts.java// This is needed to burst browse

2022-04-20 13:07:04 UTC 148 IN Data Raw: 73 65 6e 68 61 20 76 c3 a1 6c 69 64 61 20 27 3b 0d 0a 65 6d 70 74 79 50 61 73 73 77 6f 72 64 5b 20 27 70 74 
2d 70 74 27 20 5d 20 3d 20 20 27 20 49 6e 74 72 6f 64 75 7a 61 20 75 6d 61 20 73 65 6e 68 61 20 76 c3 a1 6c 69 64 61 
20 27 3b 0d 0a 65 6d 70 74 79 50 61 73 73 77 6f 72 64 5b 20 27 72 6f 2d 72 6f 27 20 5d 20 3d 20 20 27 20 49 6e 74 72 6f 
64 75 63 65 c5 a3 69 20 70 61 72 6f 6c 61 20 76 61 6c 69 64 c4 83 27 3b 0d 0a 65 6d 70 74 79 50 61 73 73 77 6f 72 64 
5b 20 27 72 75 2d 72 75 27 20 5d 20 3d 20 20 27 20 d0 92 d0 b2 d0 b5 d0 b4 d0 b8 d1 82 d0 b5 20 d0 b4 d0 b5 d0 b9 d1 
81 d1 82 d0 b2 d0 b8 d1 82 d0 b5 d0 bb d1 8c d0 bd d1 8b d0 b9 20 d0 bf d0 b0 d1 80 d0 be d0 bb d1 8c 20 27 3b 0d 0a 
65 6d 70 74 79 50 61 73 73 77 6f 72 64 5b 20 27 73 6b 2d 73 6b 27 20 
Data Ascii: senha vlida ';emptyPassword[ 'pt-pt' ] =  ' Introduza uma senha vlida ';emptyPassword[ 'ro-ro' ] =  ' Introducei 
parola valid';emptyPassword[ 'ru-ru' ] =  '    ';emptyPassword[ 'sk-sk' 

2022-04-20 13:07:04 UTC 152 IN Data Raw: 61 72 6b c4 99 20 27 3b 0d 0a 6c 6f 67 6f 75 74 46 61 69 6c 65 64 5b 20 27 70 74 2d 62 72 27 20 5d 20 3d 20 
20 27 20 46 61 6c 68 61 20 6e 6f 20 6c 6f 67 2d 6f 75 74 2e 20 46 65 63 68 65 20 73 65 75 20 62 72 6f 77 73 65 72 20 27 
3b 0d 0a 6c 6f 67 6f 75 74 46 61 69 6c 65 64 5b 20 27 70 74 2d 70 74 27 20 5d 20 3d 20 20 27 20 46 61 6c 68 61 20 6e 
61 20 73 61 c3 ad 64 61 20 64 65 20 73 65 73 73 c3 a3 6f 2e 20 46 65 63 68 65 20 6f 20 6e 61 76 65 67 61 64 6f 72 20 27 
3b 0d 0a 6c 6f 67 6f 75 74 46 61 69 6c 65 64 5b 20 27 72 6f 2d 72 6f 27 20 5d 20 3d 20 20 27 20 44 65 63 6f 6e 65 63 74 
61 72 65 61 20 61 20 65 c5 9f 75 61 74 2e 20 c3 8e 6e 63 68 69 64 65 c5 a3 69 20 62 72 6f 77 73 65 72 75 6c 27 3b 0d 
0a 6c 6f 67 6f 75 74 46 61 69 6c 65 64 5b 20 27 72 75 2d 72 75 
Data Ascii: ark ';logoutFailed[ 'pt-br' ] =  ' Falha no log-out. Feche seu browser ';logoutFailed[ 'pt-pt' ] =  ' Falha na sada de 
sesso. Feche o navegador ';logoutFailed[ 'ro-ro' ] =  ' Deconectarea a euat. nchidei browserul';logoutFailed[ 'ru-ru

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

11 192.168.2.3 49762 138.1.2.10 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:07:04 UTC 117 OUT GET /fusion_apps/global/ver16/loginJS.js HTTP/1.1
Host: elat.login.em2.oraclecloud.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: OAMAuthnHintCookie=0@1650460022; OAM_ID=VERSION_5~i0unjL1yr3V7/Z4Q32ryeQ==~PaX1xfd
y4yTKJn8VgaezP9/Ma0A/8OIZWRk7JIt7FRA3LeGhIDZulOeV8ob+PECcPK74TDrnTiL90VaaFXHctBmkSAc2p5Cem
EXORezmfXzMh2FCOYzMgVWYjIRmSW458h0/hDOjJjqGSVfy87SjKnOqwjOJiaYnOXkcNJ11fGQXlEDfZnsKxkP+NOQ
P1DMw2X0/msU4VvyHNsy+NvG1p8oqSDbidJGKUn78VUqYPjNmjIjx1hdsAVDfION/OLzZ2m7oI38c8tnp78vXIE/li
lmpY2Hyoht1Jr3upSMANbgJt1uw63mKnr44OJftHL2bFg1ia5EUPed91piw86ZFhfKEv8Mwv1WM7df5hfFiWAoRp8W
68LfnzuYE8zVBbKpt; ORA_FND_SESSION_ELAT_F=DEFAULT_PILLAR:1p48+CojchaFKaGHu9/0NhgK92U3zP3iF
mWeMo1FiamuqWVgIoPRhrXfklP1s0za:1650460023116; OAM_REQ_0=VERSION_4~PwjMhkc44Tt1G2wBlhJIT8L
M%2bHWrFn3Y9hbPJo3pnC7urtBqCObS3imJwEYK6%2baMSbrxXJm00eG1FZo93vCl6AHDX8VMa7gmjQ80Cw2DyNIhtCopyright Joe Security LLC 2022 Page 56 of 152



M%2bHWrFn3Y9hbPJo3pnC7urtBqCObS3imJwEYK6%2baMSbrxXJm00eG1FZo93vCl6AHDX8VMa7gmjQ80Cw2DyNIht
mdgH6IBkrOo%2fhBBAm5Xd2%2bZW4e50Z3lPOvbd8fdpxHCotERELaljBqcBZPoTNwF%2f5rL7Fw9ZnXdjjIWRrHv5
qW9V2WtZj5iW4rF3SkaeE9VbqRK4KmOykK7bjs1IMtEosF3HqFmv9nkxRYZ6AfpM5IFnrgKqPI6FkQm5XY6FgGjxxw
tWaA5L6q0HjQ%2fT993QqDJznFtAEEiHyVxHD1HvRuH58jz0RH4gfNLH0P%2btwkLLmHAc6sXcjUuAH2m4P57lECVU
hMpi4eKgWQpXM0hLVy0Aod91Y7Wk1pIbTxd32ldPzfSyxuqskasajhv0JmGw%2fytHjVQAETyccPJHXHx7EfA1DseI
Dn944hMyiit8Ie%2ftAXTHNGjqiKH0ED2sTzmNhkQ0urOCYFY8NOhhd28oiN3sc9srC61yz%2fAsdutWWEr0sznjU7
psxL0s3g7vS0elwh08h3EjqG7h8JqDTsXQW9vbjEl8vx9ClrVdpQ8qsF3xCshPFG%2fdBL21vQcMK%2fwwyX%2f8np
FfzfiBuwLEzO6tYR2W0ymHWzuvsx2lGdaR42Nytobu%2bbcVKapf6Qfg3Ts8poTkog7qAbuQccCVGMoh%2fDXK17th
MCynIh%2fuN%2fgOiLIn3x5xdzXDbqV1E0jq%2br3w2%2b2lQzQ%2bKpi2xOwAstyohozVtZoS%2blWJmRzmtoHESc
QHU1HOv%2bxNl%2fZpItOpo8%2fddMMyW%2fQ5fjQZ4SN9kfdDxL5NKslpEgpwBOQxJMVXDm%2fvMXezx7%2fVuXug
zmMrswUMOqXXLla6vMMULe1IB9wIsJLAN5fL8EOoHeeRMFiFDwZORWhPLorZ1%2bxUpfV579Dc%2fd9skHgIxGLABQ
6NKDq1rW%2bJJ2QxYJ4oKNLjjTtnySoKsxzIcWg6oeyPtV4iwcO2uYROZFzsuNVumW%2b7p3U7G43PNvHfrMyJSCIT
2XlyIs%2bxx9OgwvRsolq%2ft9mAYcgLUmT6SnI4I0Vja4l0gUEcYaqzil1uHuunlILyb9yfqLTGOANZVqd3ytpWR1
Z5Ehx5GkYIm3QMiSDDsB83vG0%2bmj7vCouaoGG7l66t%2fiYeDnZc0%2f7Qx1M9ygVTx1dfZO8d8Pqh6YAuj01cm5
3U19c1BTZnapdyd6Qm6Ys222N3NyQQxunuvDHWMaXfCKNiLg7LSTMNlaDxnKkCYNjTJkyQk2OdjQ5u1bZG1au2ELQh
Y94y5bYZBXNLRfLR9W0tHhHj%2fIjLQa4kmBeoP2ONqqk6zrf2iAiWIYqx5HU0CGSHBiga1rejTzViIVwScBz0y4YK
4PbZZFGWhnZWLkH74JX4pBTBDw0e6YX2Oo5ZVPqjcEn1F9x7WXyBZtaD7oB2AE6NsaQ4Kktzfo8qt4cjXzX779DxNV
EfqOpOISb7%2bgCf%2fyOlclFqQPOUFz0PdEBxNlkMcB%2bciE22qHyGwEp1mcI%2biM9g663YqoIcDxpjo8WzL%2b
aX2eDJ7aNfzu5cy94hl1Zv%2bwc3cQt12doR0TDuUIioA0f1knIpRGiq6t5t6frLBFNys6Zt%2barV9NkYpbKUstMx
LaxIDanQCVrb0uhe7EHCXftddeSX4sAUCLtfhhi8j7tPGLBu73ZUfz0DPHrGvZEQGgf6HyhBWKPTeqJusMMYXjkhHw
Af85VLdedXCLynqR8HFnTwp404RBRQo%2fOrSK%2bjLXnJVlHVWEq4eM742M%2fROC0AIpwfc7Sr%2b255VJpdNumC
iT8hhnvIp5uDUQTG6g%2bxL59M6mpB%2fHiCFJUkN7BWnAOmwKugw%2bkjWeW1PRQvq3FtXwEhShuF4c
UI9%2f1pK2dN0810rrbX%2bLJQ%2fMCtZZWZU5pvqC178ASMPmudCQKeE01vSPfdJo%2b3zYmxhUhO3gjcpkTz81nr
3Zx9Mch2d2p0qc%2b8XspXesUQipctAx1SQd1xIiFyRwVzuLrQDeD7ZyvrBBIkpcX%2fwpAozoBqCFy69CQI%2f3rk
J7tqrRgfWUDj%2fpfTDcTYGmS2OfLcNthqpaLl6rAfqf2DqBGiYuO8Phxl7OieNgh43ZhGvXtxGMP5tsRVnaTx3gpf
e2mMk1pd14O7ERqxf5CO6HTZCqS3RifX%2fmLVkQobKZfmjY331%2bTv%2f%2fkH1%2bKg5UzOkwaDu89pFNhBwbSf
c4%2fy84A4YHqfxxfsPvE256nfnwWEO7FUwM2m5UjiZFyX9eU5k0CxPDBj8dDMUNpWA8BprR1bsMcv64vbeCajfmz8
QpzEwtvkvlv4ottS22DVg7je2S7%2fQoN3xl1%2fvKeKfXmHqGQIlGW7dOpjFuXpSOeQHxVk5wpuwFR2q%2f3wyeaW
%2bps90tOA29XtecQRjxhk2Y5bLUPKn2i9Sv8kem43ulPlzBjDFYQGyUKTck17d%2b72G4NnPPMhA3m3%2fWrkCEn2
OzkHsL28rKIKhC%2fyGuW9s%2b7ltRUFzyGv%2fyyFaCTUvQ2i%2fDYSW5lkZwaC0G787grs5qZlZNi1oOdDDtE2mJ
O%2btpflh0tThfXr26NTCUnYGiM4ARfA7WeIa3oMYcv6t%2fF5KFjdB3xQrmT8ow1Owdc5l67Qsq%2fpSWW%2bRHYJ
ReNAE2iKkpK1ycbm7tQ71TUa5G%2fKnfHPDQIWvSRuCEbHWeyuLW9ZiphDzgLqbyhsDgoVoTPuhxqlJmcI5iM9Mx7d
XLB2%2fLZa3vPNxltrK1G2E%2fi%2bxnTO2yMm5YxCihxXVWKFxZRRvpRXCgP%2fTotLFeBh7Zr10yV6wIYkQHow38
Gxx9HWHi2LqtzkKBCt4%2bgEMHPXXI80%2b7Sg%2bSA0pBahd3vog0ZQdil0UjiIM0pNJH9WF1OpmMjiz%2bkjGTPz
KgIXOSKv23uB1m4j37JKx2AfPH8YH0uwFGY%2bY5FW%2bF6UjxIVzHCiV68Bn4ta3UkHo4MykugnsJiWThAB95UFkt
%2f%2f%2ffPLRCGDXCgIq7ZZcP46lNwjQKRp0H7nQ6zKWnKqYfnov5SrayHkL5aBzkud7ehkSRhkJpKRDQBWkXyqIw
5RN4INEIkWywfcgZlfZ9Kmasm51IDtMI1jOAajyxylGIu40O%2bK2PBYAN7vJ1oOehffe%2fKPIjCWFz5ZeyNLc0wh
s3ZNsdwB21aT6YeZNX8RwsmWsFQ9t7OXxE6ncmi3NJRVmUl0%2f7PDJEJy2K3A5nYuhsN7y3GIShmnSlQSAdI3fCAm
9sYAiAqRhy9A6Uc0%2f%2f5hZEVohoay6wG4cLyuuQZvcYkk3%2fysR1FhQjIQeis%2bu3B%2fkYcEr4g7ApsD%2fX
U8f%2fkwdl4pIuYvr3bCl0aMJvLQo%2bh1%2b1whbbt5E5zkk89dBSAYoKcJno9C9I1MA4H0Y0%2bErMeVBNuU5g6j
fEpyr4%2biUUzM3pu8wXdnYg%2bggDZtvhUjPzJYn0A94IeNy9%2fW2Gpik6dhrGqjP8eqTZOWmMKw%2fCoeOHh4gR
xcmafZOt%2b3p%2fng5R6k6rd92cabq91Xxh%2fm9xCdBdefbhfD8yIjpcFfNwuzGW5WKkWlLTyqLuO4fvh7%2f5P%
2f%2bsvsj4A0JRCEhG98XnFj8Jfzf4m4c34%2b106LtN7tZ8wd8c240%2bDMvzUujGLEK8VsX9mQd4nk2qKMVmpVNe
8dJ%2f7vJt%2bsSEsxFrmv0yAIHFeZKuHTJR8bJtN5kEfaYM2qMf9UdcXlbnzkyEja1XMp8C90C8FEN1NGiX%2fXR7
8R6%2fMpbnJaLgWrwcuvqG4Mql9; OAM_REQ_1=VERSION_4~l%2bL2i500G5lsYIjkGiLMcWR2xXpBnJPapXaku4L
PDHuSZBMyI1Ey77fIlFB3hGCp4lSHG2uiuu3JMVnERFhww0IUyhgtSR5XTcG8K0%2beqjHxOSDL6%2blFqj2LXqnLY
gLxdSyROoaq372EGASGnpUUrYBOGXYgCQwurRSBhUx1mtt2onl6UNE7qH%2bVEFczn2cFW2gJtVFaNhDZUX4Byijl4
1BfaMV3ZFBirLS2AewK2f3nBdtHyjUqO8WFILgMm6nUkADV0Psku6XF3eP9dkif47dRqpX9NMFJMpHJjlB1V5OVNZx
0VGY%2b0ty%2fgAuxvcGgxR%2fzVcDNjL%2bI2eNFC7gQIyyXzcRox4HBC4i3T%2fzmh0rQabVdzpJZHJPT60Gtoa%
2bLxhsTsTfOJRSH3RUha2gGd4GIY2RqVkQAv90b0uvNLksofWy6K%2b3Xq5%2bd5bsxfegl%2bpaW4QR2C4E91193c
ALMmTiPYqhK0FvbUQfD4rK8Qy71eJH6YWzolMjiqVG9R1GqwuyRnRJ1KoYusKe18dhftnVYWjKRHa8gagZICU%2fxz
wYTKQDxvcAgDIC6WzWDmVKnc6sieHmR11yoi283hcHODdVJNX1Zgw5UphH2O3XhRc4mWPKGx26jsMx4C
FSNIr3Le8AAd9FrsW7gWs78jrJGX4%2bG%2b2Zm3oX%2fR6%2frHp11VJNaTdEBVJOXKSdxGJhti%2fx2EO%2b1wd0
khcarkxBb4gu9TKJ%2fqsYvtXWWkyCBscjK54lBUUTp4z9%2bRye%2buOWzYglB3Qx9xft8i6n6VwSmGqN4SmzjhLa
Pe13Fg0NufJtDAHXT5dR%2b%2bXoyKpJ3pzCMwXYtsMFzlry%2fHNs8lilrMC3JFG7T7khkqoaWU2K%2f5YpA0guKw
fiAsuI9g1n4ULC1ZzXuE%2bvmkNw8HiBRMfIKpC%2bPkUTZ1912AtX%2bVh8EF4BAQXXd2WJYJe65OZp8eYhLsLbVR
yGS5RlLNXkImbATWH0tPvqiqrRc7QS9KjQYujbQmYpRYOUXKnK89gD7DGiDUTdVxzDvycx5tNs%2bZNLTj4eiwevrE
0E4WJW7kBt3ZoXi6%2bMs95k%2bwmSv6ki82LEeRz6gLyBqvzJm7FQMPkFqofkuxvvz8HkbI1GAWy2RXHXMnAF6dHh
beMNP3EGL1XPtAeomo4tsK3IKDEeolvadCo58xBHdYv0Byv8L52VGtpL0vDrrVCmdbirCOIA9Ya1JCHL6Gxx4Gcw9p
Y%2fAmtUEVf%2fBv2gvpWl3R6gjTs7T9eRtZbdqpompuOGKedVnUZsBSroyN2dWQ2Ffsbvbo1%2bUOW1VCrMJ2UYdU
%2barLdem6nAUgnhQnW1nR87XZYpb25V3cJGOtejBRtcoU0NORTXHIu7%2ba0DAK8TwfTW0LsV5V0lexsnwBEPn00O
JJEZkdKGEZuO57oCiAoumMyWv9i665yjW0GW6XfWsWWhXasENTY5nfGNCuEdVj4PRtl67Iipr4jCAip0z%2btymvaq
76KJopEyVLNO9yg%2ffyAimSzIwTuUw4W278Ea5cjmJSiQc6x6Ir73SamI%2b8NMNpikGkWpP%2fIEp37MNxrCl6tG
pYerROYAPyjIJgnuh613nBSeIyZB1T5PhR%2f6Y0hTcZSP52%2bRacwBxedu5sl19iYl6SdGsdDSVvcpBL%2bWE%2f
1YpO3qFKym6MqTWmIyiBOBkEBQNSv%2bmaWbC3SUdoXTp8kQduKw4zvree4PLZSAAmdT%2b%2b4HAmMp
byFQY2z0QcffIPcMqQINLQN%2bYLFRjs9D0Jq2Bjm6Q2Z%2bLcj9wB%2fUNGkKwix%2b%2bgsEWbi%2bYCIFjo1ERn
eBiNCuuVm8sidPIplM49ZhZAmptZ6hUheLxo0C3EfLL9%2fI9EyeoJ1siXQexLMxmmQCPRcKVS22jebQNh5dxihfOz
nK0GK8SVT%2bEn6s%2f8Nf3hPrJNOohQqfS6IDE%2fDt7DIDo4Q%2fzijPbB6WOhaL%2bOmLBwUB%2f8UVhPHw27cJ
RQ5Uzk2vNZl28PuCIb9cyUdAeww8Yka8izDTikk9FUZOWEw4SOd60iCr1pKKlnpbBwA%2f1hlmnr9Nmu%2bereU6Dp
anJOsnqpyGGhAx6M6VjT1HVIqkOHrftJruLAJ9Ga3HVlqYknNKEV1x4zl7kF8oBiuZNvbsWf7QV8nKUQkJk%2bhYKP
41dxwuqj40nIBdXQTVE7OS5%2br5ClU4%2f8DspDpKpSHZT1%2bcxZdXxObDNXjhOU7sNnF%2fe6CL1BjDHbxzNQ0t
aBzgzUVQM%2fJr0sCGF2fnKkuSgAFtsynMMewCQtsOrOSNNYWjXJAYdZShhfM%2bDhT0J6ROmknZh9yw
BRD5QKzDZJLNOi1%2f2W%2bCfvIagEklEo4Tts%2bzqgVE%2bruF82%2fJPVTsB5eMmKIMeO%2bhVrL24%2fWk9SRj
3nFkpArgNhGyh%2bkV%2fWyjN8TieSqqTeLoRo%2f4c%2bpSUnl1ghdl1Y77vaZslG0gIYrEtSAW8kVoS3uNGElNhw
30yrHbKLnq%2bJG488A%3d%3d; OAM_REQ_COUNT=VERSION_4~2; ECID-Context=1.005rHMfRAP_7U8F_v1h8i
X0003KJ0000Tg@kXghlfCW3JOTsLKS^HOT_JLSgKCTmLTP; JSESSIONID=WcpHFVvE4G4pLJcxyEnBuccTXrrozez
93c9YLSY35sjKAEtv1tj1!1546432129; ORA_FUSION_PREFS=v1.0~bG9jYWxlPWVuLXVzfmRlZmF1bHRMYW5ndW
FnZU1hcmtlcj10cnVlfnByZWZlcnJlZExhbmd1YWdlPWVuLXVz

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:04 UTC 153 IN HTTP/1.1 200 OK
Date: Wed, 20 Apr 2022 13:07:04 GMT
Content-Type: application/x-javascript
Content-Length: 17156
Connection: close
Referrer-Policy: same-origin
X-Content-Type-Options: nosniff
Accept-Ranges: bytes
Last-Modified: Thu, 14 Apr 2022 22:47:46 GMT
X-ORACLE-DMS-ECID: 005rHMfRAP_7U8F_v1h8iX0003KJ0000Tg
X-ORACLE-DMS-RID: 0:1:4:1:3
Vary: Accept-Encoding,User-Agent
X-XSS-Protection: 1; mode=block
Content-Language: en
Strict-Transport-Security: max-age=31536000; includeSubDomains

2022-04-20 13:07:04 UTC 153 IN Data Raw: 2f 2f 20 49 4d 50 4f 52 54 41 4e 54 3a 20 49 66 20 61 6e 79 20 63 68 61 6e 67 65 20 69 73 20 6d 61 64 65 20 
69 6e 20 74 68 69 73 20 66 69 6c 65 2c 20 6d 61 6b 65 20 73 75 72 65 20 74 6f 20 63 68 61 6e 67 65 20 76 61 6c 75 65 
20 6f 66 20 43 53 53 5f 4a 53 5f 56 45 52 53 49 4f 4e 20 69 6e 20 0a 2f 2f 20 24 53 52 43 48 4f 4d 45 2f 6e 67 61 6d 2f 73 
72 63 2f 63 6f 6d 6d 6f 6e 2f 75 74 69 6c 69 74 69 65 73 2f 73 72 63 2f 6d 61 69 6e 2f 6a 61 76 61 2f 6f 72 61 63 6c 65 2f 
73 65 63 75 72 69 74 79 2f 61 6d 2f 63 6f 6d 6d 6f 6e 2f 75 74 69 6c 69 74 69 65 73 2f 63 6f 6e 73 74 61 6e 74 2f 47 65 6e 
65 72 69 63 43 6f 6e 73 74 61 6e 74 73 2e 6a 61 76 61 0a 2f 2f 20 54 68 69 73 20 69 73 20 6e 65 65 64 65 64 20 74 6f 20 
62 75 72 73 74 20 62 72 6f 77 73 65 72 20 63 61 63 
Data Ascii: // IMPORTANT: If any change is made in this file, make sure to change value of CSS_JS_VERSION in // 
$SRCHOME/ngam/src/common/utilities/src/main/java/oracle/security/am/common/utilities/constant/GenericConstan
ts.java// This is needed to burst browser cac

2022-04-20 13:07:04 UTC 165 IN Data Raw: 3d 20 6e 75 6c 6c 29 20 7b 0a 20 20 20 20 20 20 64 6f 63 75 6d 65 6e 74 2e 6c 6f 67 69 6e 46 6f 72 6d 2e 4c 
61 6e 67 75 61 67 65 73 2e 73 74 79 6c 65 2e 76 69 73 69 62 69 6c 69 74 79 3d 22 68 69 64 64 65 6e 22 3b 0a 20 20 20 
20 7d 0a 20 20 7d 0a 20 20 2f 2f 64 6f 63 75 6d 65 6e 74 2e 67 65 74 45 6c 65 6d 65 6e 74 42 79 49 64 28 22 6c 61 6e 67 
75 61 67 65 73 22 29 2e 73 74 79 6c 65 2e 76 69 73 69 62 69 6c 69 74 79 3d 22 68 69 64 64 65 6e 22 3b 0a 20 20 2f 2f 
64 6f 63 75 6d 65 6e 74 2e 6c 6f 67 69 6e 46 6f 72 6d 2e 4c 61 6e 67 75 61 67 65 73 2e 73 74 79 6c 65 2e 76 69 73 69 62 
69 6c 69 74 79 3d 22 68 69 64 64 65 6e 22 3b 0a 0a 0a 0a 20 20 69 66 20 28 20 68 69 64 65 4c 6f 63 61 6c 65 53 65 6c 6
5 63 74 20 21 3d 20 74 72 75 65 20 29 20 7b 0a 20 20 20 20 69 66 
Data Ascii: = null) {      document.loginForm.Languages.style.visibility="hidden";    }  }  //document.getElementById("l
anguages").style.visibility="hidden";  //document.loginForm.Languages.style.visibility="hidden";  if ( hideLocaleSelect != 
true ) {    if

2022-04-20 13:07:04 UTC 173 IN Data Raw: 6f 73 6f 66 74 2e 58 4d 4c 48 54 54 50 22 29 3b 20 7d 0a 09 09 63 61 74 63 68 28 6f 63 29 20 7b 20 6f 62 6a 
48 54 54 50 52 65 71 75 65 73 74 20 3d 20 6e 75 6c 6c 3b 20 7d 0a 09 7d 0a 09 69 66 28 21 6f 62 6a 48 54 54 50 52 65 
71 75 65 73 74 20 26 26 20 74 79 70 65 6f 66 20 58 4d 4c 48 74 74 70 52 65 71 75 65 73 74 20 21 3d 20 22 75 6e 64 65 
66 69 6e 65 64 22 29 20 7b 0a 09 09 6f 62 6a 48 54 54 50 52 65 71 75 65 73 74 20 3d 20 6e 65 77 20 58 4d 4c 48 74 74 
70 52 65 71 75 65 73 74 28 29 3b 0a 09 7d 0a 0a 09 72 65 74 75 72 6e 20 6f 62 6a 48 54 54 50 52 65 71 75 65 73 74 3b 
0a 7d 0a 2f 2a 2a 0a 20 2a 20 45 73 74 61 62 6c 69 73 68 65 73 20 63 6f 6e 6e 65 63 74 69 6f 6e 20 74 6f 74 20 74 68 65 
20 73 65 72 76 65 72 20 61 66 74 65 72 20 73 65 74 74 69 6e 67 20 74 
Data Ascii: osoft.XMLHTTP"); }catch(oc) { objHTTPRequest = null; }}if(!objHTTPRequest && typeof XMLHttpRequest != 
"undefined") {objHTTPRequest = new XMLHttpRequest();}return objHTTPRequest;}/** * Establishes connection tot the ser
ver after setting t

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

12 192.168.2.3 49767 138.1.2.10 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:07:04 UTC 178 OUT GET /fusion_apps/global/images/Oracle_rgb_black.svg HTTP/1.1
Host: elat.login.em2.oraclecloud.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: OAMAuthnHintCookie=0@1650460022; OAM_ID=VERSION_5~i0unjL1yr3V7/Z4Q32ryeQ==~PaX1xfd
y4yTKJn8VgaezP9/Ma0A/8OIZWRk7JIt7FRA3LeGhIDZulOeV8ob+PECcPK74TDrnTiL90VaaFXHctBmkSAc2p5Cem
EXORezmfXzMh2FCOYzMgVWYjIRmSW458h0/hDOjJjqGSVfy87SjKnOqwjOJiaYnOXkcNJ11fGQXlEDfZnsKxkP+NOQ
P1DMw2X0/msU4VvyHNsy+NvG1p8oqSDbidJGKUn78VUqYPjNmjIjx1hdsAVDfION/OLzZ2m7oI38c8tnp78vXIE/li
lmpY2Hyoht1Jr3upSMANbgJt1uw63mKnr44OJftHL2bFg1ia5EUPed91piw86ZFhfKEv8Mwv1WM7df5hfFiWAoRp8W
68LfnzuYE8zVBbKpt; ORA_FND_SESSION_ELAT_F=DEFAULT_PILLAR:1p48+CojchaFKaGHu9/0NhgK92U3zP3iF
mWeMo1FiamuqWVgIoPRhrXfklP1s0za:1650460023116; OAM_REQ_0=VERSION_4~PwjMhkc44Tt1G2wBlhJIT8L
M%2bHWrFn3Y9hbPJo3pnC7urtBqCObS3imJwEYK6%2baMSbrxXJm00eG1FZo93vCl6AHDX8VMa7gmjQ80Cw2DyNIht
mdgH6IBkrOo%2fhBBAm5Xd2%2bZW4e50Z3lPOvbd8fdpxHCotERELaljBqcBZPoTNwF%2f5rL7Fw9ZnXdjjIWRrHv5
qW9V2WtZj5iW4rF3SkaeE9VbqRK4KmOykK7bjs1IMtEosF3HqFmv9nkxRYZ6AfpM5IFnrgKqPI6FkQm5XY6FgGjxxw
tWaA5L6q0HjQ%2fT993QqDJznFtAEEiHyVxHD1HvRuH58jz0RH4gfNLH0P%2btwkLLmHAc6sXcjUuAH2m4P57lECVU
hMpi4eKgWQpXM0hLVy0Aod91Y7Wk1pIbTxd32ldPzfSyxuqskasajhv0JmGw%2fytHjVQAETyccPJHXHx7EfA1DseI
Dn944hMyiit8Ie%2ftAXTHNGjqiKH0ED2sTzmNhkQ0urOCYFY8NOhhd28oiN3sc9srC61yz%2fAsdutWWEr0sznjU7
psxL0s3g7vS0elwh08h3EjqG7h8JqDTsXQW9vbjEl8vx9ClrVdpQ8qsF3xCshPFG%2fdBL21vQcMK%2fwwyX%2f8np
FfzfiBuwLEzO6tYR2W0ymHWzuvsx2lGdaR42Nytobu%2bbcVKapf6Qfg3Ts8poTkog7qAbuQccCVGMoh%2fDXK17th
MCynIh%2fuN%2fgOiLIn3x5xdzXDbqV1E0jq%2br3w2%2b2lQzQ%2bKpi2xOwAstyohozVtZoS%2blWJmRzmtoHESc
QHU1HOv%2bxNl%2fZpItOpo8%2fddMMyW%2fQ5fjQZ4SN9kfdDxL5NKslpEgpwBOQxJMVXDm%2fvMXezx7%2fVuXug
zmMrswUMOqXXLla6vMMULe1IB9wIsJLAN5fL8EOoHeeRMFiFDwZORWhPLorZ1%2bxUpfV579Dc%2fd9skHgIxGLABQ
6NKDq1rW%2bJJ2QxYJ4oKNLjjTtnySoKsxzIcWg6oeyPtV4iwcO2uYROZFzsuNVumW%2b7p3U7G43PNvHfrMyJSCITCopyright Joe Security LLC 2022 Page 58 of 152



6NKDq1rW%2bJJ2QxYJ4oKNLjjTtnySoKsxzIcWg6oeyPtV4iwcO2uYROZFzsuNVumW%2b7p3U7G43PNvHfrMyJSCIT
2XlyIs%2bxx9OgwvRsolq%2ft9mAYcgLUmT6SnI4I0Vja4l0gUEcYaqzil1uHuunlILyb9yfqLTGOANZVqd3ytpWR1
Z5Ehx5GkYIm3QMiSDDsB83vG0%2bmj7vCouaoGG7l66t%2fiYeDnZc0%2f7Qx1M9ygVTx1dfZO8d8Pqh6YAuj01cm5
3U19c1BTZnapdyd6Qm6Ys222N3NyQQxunuvDHWMaXfCKNiLg7LSTMNlaDxnKkCYNjTJkyQk2OdjQ5u1bZG1au2ELQh
Y94y5bYZBXNLRfLR9W0tHhHj%2fIjLQa4kmBeoP2ONqqk6zrf2iAiWIYqx5HU0CGSHBiga1rejTzViIVwScBz0y4YK
4PbZZFGWhnZWLkH74JX4pBTBDw0e6YX2Oo5ZVPqjcEn1F9x7WXyBZtaD7oB2AE6NsaQ4Kktzfo8qt4cjXzX779DxNV
EfqOpOISb7%2bgCf%2fyOlclFqQPOUFz0PdEBxNlkMcB%2bciE22qHyGwEp1mcI%2biM9g663YqoIcDxpjo8WzL%2b
aX2eDJ7aNfzu5cy94hl1Zv%2bwc3cQt12doR0TDuUIioA0f1knIpRGiq6t5t6frLBFNys6Zt%2barV9NkYpbKUstMx
LaxIDanQCVrb0uhe7EHCXftddeSX4sAUCLtfhhi8j7tPGLBu73ZUfz0DPHrGvZEQGgf6HyhBWKPTeqJusMMYXjkhHw
Af85VLdedXCLynqR8HFnTwp404RBRQo%2fOrSK%2bjLXnJVlHVWEq4eM742M%2fROC0AIpwfc7Sr%2b255VJpdNumC
iT8hhnvIp5uDUQTG6g%2bxL59M6mpB%2fHiCFJUkN7BWnAOmwKugw%2bkjWeW1PRQvq3FtXwEhShuF4c
UI9%2f1pK2dN0810rrbX%2bLJQ%2fMCtZZWZU5pvqC178ASMPmudCQKeE01vSPfdJo%2b3zYmxhUhO3gjcpkTz81nr
3Zx9Mch2d2p0qc%2b8XspXesUQipctAx1SQd1xIiFyRwVzuLrQDeD7ZyvrBBIkpcX%2fwpAozoBqCFy69CQI%2f3rk
J7tqrRgfWUDj%2fpfTDcTYGmS2OfLcNthqpaLl6rAfqf2DqBGiYuO8Phxl7OieNgh43ZhGvXtxGMP5tsRVnaTx3gpf
e2mMk1pd14O7ERqxf5CO6HTZCqS3RifX%2fmLVkQobKZfmjY331%2bTv%2f%2fkH1%2bKg5UzOkwaDu89pFNhBwbSf
c4%2fy84A4YHqfxxfsPvE256nfnwWEO7FUwM2m5UjiZFyX9eU5k0CxPDBj8dDMUNpWA8BprR1bsMcv64vbeCajfmz8
QpzEwtvkvlv4ottS22DVg7je2S7%2fQoN3xl1%2fvKeKfXmHqGQIlGW7dOpjFuXpSOeQHxVk5wpuwFR2q%2f3wyeaW
%2bps90tOA29XtecQRjxhk2Y5bLUPKn2i9Sv8kem43ulPlzBjDFYQGyUKTck17d%2b72G4NnPPMhA3m3%2fWrkCEn2
OzkHsL28rKIKhC%2fyGuW9s%2b7ltRUFzyGv%2fyyFaCTUvQ2i%2fDYSW5lkZwaC0G787grs5qZlZNi1oOdDDtE2mJ
O%2btpflh0tThfXr26NTCUnYGiM4ARfA7WeIa3oMYcv6t%2fF5KFjdB3xQrmT8ow1Owdc5l67Qsq%2fpSWW%2bRHYJ
ReNAE2iKkpK1ycbm7tQ71TUa5G%2fKnfHPDQIWvSRuCEbHWeyuLW9ZiphDzgLqbyhsDgoVoTPuhxqlJmcI5iM9Mx7d
XLB2%2fLZa3vPNxltrK1G2E%2fi%2bxnTO2yMm5YxCihxXVWKFxZRRvpRXCgP%2fTotLFeBh7Zr10yV6wIYkQHow38
Gxx9HWHi2LqtzkKBCt4%2bgEMHPXXI80%2b7Sg%2bSA0pBahd3vog0ZQdil0UjiIM0pNJH9WF1OpmMjiz%2bkjGTPz
KgIXOSKv23uB1m4j37JKx2AfPH8YH0uwFGY%2bY5FW%2bF6UjxIVzHCiV68Bn4ta3UkHo4MykugnsJiWThAB95UFkt
%2f%2f%2ffPLRCGDXCgIq7ZZcP46lNwjQKRp0H7nQ6zKWnKqYfnov5SrayHkL5aBzkud7ehkSRhkJpKRDQBWkXyqIw
5RN4INEIkWywfcgZlfZ9Kmasm51IDtMI1jOAajyxylGIu40O%2bK2PBYAN7vJ1oOehffe%2fKPIjCWFz5ZeyNLc0wh
s3ZNsdwB21aT6YeZNX8RwsmWsFQ9t7OXxE6ncmi3NJRVmUl0%2f7PDJEJy2K3A5nYuhsN7y3GIShmnSlQSAdI3fCAm
9sYAiAqRhy9A6Uc0%2f%2f5hZEVohoay6wG4cLyuuQZvcYkk3%2fysR1FhQjIQeis%2bu3B%2fkYcEr4g7ApsD%2fX
U8f%2fkwdl4pIuYvr3bCl0aMJvLQo%2bh1%2b1whbbt5E5zkk89dBSAYoKcJno9C9I1MA4H0Y0%2bErMeVBNuU5g6j
fEpyr4%2biUUzM3pu8wXdnYg%2bggDZtvhUjPzJYn0A94IeNy9%2fW2Gpik6dhrGqjP8eqTZOWmMKw%2fCoeOHh4gR
xcmafZOt%2b3p%2fng5R6k6rd92cabq91Xxh%2fm9xCdBdefbhfD8yIjpcFfNwuzGW5WKkWlLTyqLuO4fvh7%2f5P%
2f%2bsvsj4A0JRCEhG98XnFj8Jfzf4m4c34%2b106LtN7tZ8wd8c240%2bDMvzUujGLEK8VsX9mQd4nk2qKMVmpVNe
8dJ%2f7vJt%2bsSEsxFrmv0yAIHFeZKuHTJR8bJtN5kEfaYM2qMf9UdcXlbnzkyEja1XMp8C90C8FEN1NGiX%2fXR7
8R6%2fMpbnJaLgWrwcuvqG4Mql9; OAM_REQ_1=VERSION_4~l%2bL2i500G5lsYIjkGiLMcWR2xXpBnJPapXaku4L
PDHuSZBMyI1Ey77fIlFB3hGCp4lSHG2uiuu3JMVnERFhww0IUyhgtSR5XTcG8K0%2beqjHxOSDL6%2blFqj2LXqnLY
gLxdSyROoaq372EGASGnpUUrYBOGXYgCQwurRSBhUx1mtt2onl6UNE7qH%2bVEFczn2cFW2gJtVFaNhDZUX4Byijl4
1BfaMV3ZFBirLS2AewK2f3nBdtHyjUqO8WFILgMm6nUkADV0Psku6XF3eP9dkif47dRqpX9NMFJMpHJjlB1V5OVNZx
0VGY%2b0ty%2fgAuxvcGgxR%2fzVcDNjL%2bI2eNFC7gQIyyXzcRox4HBC4i3T%2fzmh0rQabVdzpJZHJPT60Gtoa%
2bLxhsTsTfOJRSH3RUha2gGd4GIY2RqVkQAv90b0uvNLksofWy6K%2b3Xq5%2bd5bsxfegl%2bpaW4QR2C4E91193c
ALMmTiPYqhK0FvbUQfD4rK8Qy71eJH6YWzolMjiqVG9R1GqwuyRnRJ1KoYusKe18dhftnVYWjKRHa8gagZICU%2fxz
wYTKQDxvcAgDIC6WzWDmVKnc6sieHmR11yoi283hcHODdVJNX1Zgw5UphH2O3XhRc4mWPKGx26jsMx4C
FSNIr3Le8AAd9FrsW7gWs78jrJGX4%2bG%2b2Zm3oX%2fR6%2frHp11VJNaTdEBVJOXKSdxGJhti%2fx2EO%2b1wd0
khcarkxBb4gu9TKJ%2fqsYvtXWWkyCBscjK54lBUUTp4z9%2bRye%2buOWzYglB3Qx9xft8i6n6VwSmGqN4SmzjhLa
Pe13Fg0NufJtDAHXT5dR%2b%2bXoyKpJ3pzCMwXYtsMFzlry%2fHNs8lilrMC3JFG7T7khkqoaWU2K%2f5YpA0guKw
fiAsuI9g1n4ULC1ZzXuE%2bvmkNw8HiBRMfIKpC%2bPkUTZ1912AtX%2bVh8EF4BAQXXd2WJYJe65OZp8eYhLsLbVR
yGS5RlLNXkImbATWH0tPvqiqrRc7QS9KjQYujbQmYpRYOUXKnK89gD7DGiDUTdVxzDvycx5tNs%2bZNLTj4eiwevrE
0E4WJW7kBt3ZoXi6%2bMs95k%2bwmSv6ki82LEeRz6gLyBqvzJm7FQMPkFqofkuxvvz8HkbI1GAWy2RXHXMnAF6dHh
beMNP3EGL1XPtAeomo4tsK3IKDEeolvadCo58xBHdYv0Byv8L52VGtpL0vDrrVCmdbirCOIA9Ya1JCHL6Gxx4Gcw9p
Y%2fAmtUEVf%2fBv2gvpWl3R6gjTs7T9eRtZbdqpompuOGKedVnUZsBSroyN2dWQ2Ffsbvbo1%2bUOW1VCrMJ2UYdU
%2barLdem6nAUgnhQnW1nR87XZYpb25V3cJGOtejBRtcoU0NORTXHIu7%2ba0DAK8TwfTW0LsV5V0lexsnwBEPn00O
JJEZkdKGEZuO57oCiAoumMyWv9i665yjW0GW6XfWsWWhXasENTY5nfGNCuEdVj4PRtl67Iipr4jCAip0z%2btymvaq
76KJopEyVLNO9yg%2ffyAimSzIwTuUw4W278Ea5cjmJSiQc6x6Ir73SamI%2b8NMNpikGkWpP%2fIEp37MNxrCl6tG
pYerROYAPyjIJgnuh613nBSeIyZB1T5PhR%2f6Y0hTcZSP52%2bRacwBxedu5sl19iYl6SdGsdDSVvcpBL%2bWE%2f
1YpO3qFKym6MqTWmIyiBOBkEBQNSv%2bmaWbC3SUdoXTp8kQduKw4zvree4PLZSAAmdT%2b%2b4HAmMp
byFQY2z0QcffIPcMqQINLQN%2bYLFRjs9D0Jq2Bjm6Q2Z%2bLcj9wB%2fUNGkKwix%2b%2bgsEWbi%2bYCIFjo1ERn
eBiNCuuVm8sidPIplM49ZhZAmptZ6hUheLxo0C3EfLL9%2fI9EyeoJ1siXQexLMxmmQCPRcKVS22jebQNh5dxihfOz
nK0GK8SVT%2bEn6s%2f8Nf3hPrJNOohQqfS6IDE%2fDt7DIDo4Q%2fzijPbB6WOhaL%2bOmLBwUB%2f8UVhPHw27cJ
RQ5Uzk2vNZl28PuCIb9cyUdAeww8Yka8izDTikk9FUZOWEw4SOd60iCr1pKKlnpbBwA%2f1hlmnr9Nmu%2bereU6Dp
anJOsnqpyGGhAx6M6VjT1HVIqkOHrftJruLAJ9Ga3HVlqYknNKEV1x4zl7kF8oBiuZNvbsWf7QV8nKUQkJk%2bhYKP
41dxwuqj40nIBdXQTVE7OS5%2br5ClU4%2f8DspDpKpSHZT1%2bcxZdXxObDNXjhOU7sNnF%2fe6CL1BjDHbxzNQ0t
aBzgzUVQM%2fJr0sCGF2fnKkuSgAFtsynMMewCQtsOrOSNNYWjXJAYdZShhfM%2bDhT0J6ROmknZh9yw
BRD5QKzDZJLNOi1%2f2W%2bCfvIagEklEo4Tts%2bzqgVE%2bruF82%2fJPVTsB5eMmKIMeO%2bhVrL24%2fWk9SRj
3nFkpArgNhGyh%2bkV%2fWyjN8TieSqqTeLoRo%2f4c%2bpSUnl1ghdl1Y77vaZslG0gIYrEtSAW8kVoS3uNGElNhw
30yrHbKLnq%2bJG488A%3d%3d; OAM_REQ_COUNT=VERSION_4~2; ECID-Context=1.005rHMfRAP_7U8F_v1h8i
X0003KJ0000Tg@kXghlfCW3JOTsLKS^HOT_JLSgKCTmLTP; JSESSIONID=WcpHFVvE4G4pLJcxyEnBuccTXrrozez
93c9YLSY35sjKAEtv1tj1!1546432129; ORA_FUSION_PREFS=v1.0~bG9jYWxlPWVuLXVzfmRlZmF1bHRMYW5ndW
FnZU1hcmtlcj10cnVlfnByZWZlcnJlZExhbmd1YWdlPWVuLXVz

2022-04-20 13:07:04 UTC 194 IN HTTP/1.1 200 OK
Date: Wed, 20 Apr 2022 13:07:04 GMT
Content-Type: image/svg+xml
Content-Length: 909
Connection: close
Referrer-Policy: same-origin
X-Content-Type-Options: nosniff
Accept-Ranges: bytes
Last-Modified: Tue, 13 Oct 2020 22:18:22 GMT
X-ORACLE-DMS-ECID: 005rHMfRAP_7U8F_v1h8iX0003KJ0000Tg
X-ORACLE-DMS-RID: 0:1:4:1:3
Vary: Accept-Encoding,User-Agent
X-XSS-Protection: 1; mode=block
Content-Language: en
Strict-Transport-Security: max-age=31536000; includeSubDomains

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:04 UTC 194 IN Data Raw: 3c 73 76 67 20 69 64 3d 22 6c 6f 67 6f 22 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 
6f 72 67 2f 32 30 30 30 2f 73 76 67 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 20 31 34 30 2e 31 35 20 33 38 2e 33 22 3e 
3c 64 65 66 73 3e 3c 73 74 79 6c 65 3e 2e 63 6c 73 2d 31 7b 66 69 6c 6c 3a 6e 6f 6e 65 3b 7d 3c 2f 73 74 79 6c 65 3e 3c 
2f 64 65 66 73 3e 3c 74 69 74 6c 65 3e 4f 72 61 63 6c 65 5f 72 67 62 5f 62 6c 61 63 6b 3c 2f 74 69 74 6c 65 3e 3c 70 61 
74 68 20 64 3d 22 4d 36 32 2e 32 38 2c 32 31 2e 34 34 68 37 2e 39 33 4c 36 36 2c 31 34 2e 36 38 2c 35 38 2e 33 33 2c 
32 36 2e 38 39 48 35 34 2e 38 32 6c 39 2e 33 36 2d 31 34 2e 36 35 61 32 2e 32 33 2c 32 2e 32 33 2c 30 2c 30 2c 31 2c 
33 2e 36 34 2c 30 6c 39 2e 33 39 2c 31 34 2e 36 38 68 2d 33 2e 
Data Ascii: <svg id="logo" xmlns="http://www.w3.org/2000/svg" viewBox="0 0 140.15 38.3"><defs><style>.cls-1{fill:none;}
</style></defs><title>Oracle_rgb_black</title><path d="M62.28,21.44h7.93L66,14.68,58.33,26.89H54.82l9.36-14.65a
2.23,2.23,0,0,1,3.64,0l9.39,14.68h-3.

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

13 192.168.2.3 49768 138.1.2.10 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:07:04 UTC 186 OUT GET /fusion_apps/global/images/colorstrip_redwood_desktop.png HTTP/1.1
Host: elat.login.em2.oraclecloud.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://elat.login.em2.oraclecloud.com/fusion_apps/global/ver16/loginTemplate.css
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: OAMAuthnHintCookie=0@1650460022; OAM_ID=VERSION_5~i0unjL1yr3V7/Z4Q32ryeQ==~PaX1xfd
y4yTKJn8VgaezP9/Ma0A/8OIZWRk7JIt7FRA3LeGhIDZulOeV8ob+PECcPK74TDrnTiL90VaaFXHctBmkSAc2p5Cem
EXORezmfXzMh2FCOYzMgVWYjIRmSW458h0/hDOjJjqGSVfy87SjKnOqwjOJiaYnOXkcNJ11fGQXlEDfZnsKxkP+NOQ
P1DMw2X0/msU4VvyHNsy+NvG1p8oqSDbidJGKUn78VUqYPjNmjIjx1hdsAVDfION/OLzZ2m7oI38c8tnp78vXIE/li
lmpY2Hyoht1Jr3upSMANbgJt1uw63mKnr44OJftHL2bFg1ia5EUPed91piw86ZFhfKEv8Mwv1WM7df5hfFiWAoRp8W
68LfnzuYE8zVBbKpt; ORA_FND_SESSION_ELAT_F=DEFAULT_PILLAR:1p48+CojchaFKaGHu9/0NhgK92U3zP3iF
mWeMo1FiamuqWVgIoPRhrXfklP1s0za:1650460023116; OAM_REQ_0=VERSION_4~PwjMhkc44Tt1G2wBlhJIT8L
M%2bHWrFn3Y9hbPJo3pnC7urtBqCObS3imJwEYK6%2baMSbrxXJm00eG1FZo93vCl6AHDX8VMa7gmjQ80Cw2DyNIht
mdgH6IBkrOo%2fhBBAm5Xd2%2bZW4e50Z3lPOvbd8fdpxHCotERELaljBqcBZPoTNwF%2f5rL7Fw9ZnXdjjIWRrHv5
qW9V2WtZj5iW4rF3SkaeE9VbqRK4KmOykK7bjs1IMtEosF3HqFmv9nkxRYZ6AfpM5IFnrgKqPI6FkQm5XY6FgGjxxw
tWaA5L6q0HjQ%2fT993QqDJznFtAEEiHyVxHD1HvRuH58jz0RH4gfNLH0P%2btwkLLmHAc6sXcjUuAH2m4P57lECVU
hMpi4eKgWQpXM0hLVy0Aod91Y7Wk1pIbTxd32ldPzfSyxuqskasajhv0JmGw%2fytHjVQAETyccPJHXHx7EfA1DseI
Dn944hMyiit8Ie%2ftAXTHNGjqiKH0ED2sTzmNhkQ0urOCYFY8NOhhd28oiN3sc9srC61yz%2fAsdutWWEr0sznjU7
psxL0s3g7vS0elwh08h3EjqG7h8JqDTsXQW9vbjEl8vx9ClrVdpQ8qsF3xCshPFG%2fdBL21vQcMK%2fwwyX%2f8np
FfzfiBuwLEzO6tYR2W0ymHWzuvsx2lGdaR42Nytobu%2bbcVKapf6Qfg3Ts8poTkog7qAbuQccCVGMoh%2fDXK17th
MCynIh%2fuN%2fgOiLIn3x5xdzXDbqV1E0jq%2br3w2%2b2lQzQ%2bKpi2xOwAstyohozVtZoS%2blWJmRzmtoHESc
QHU1HOv%2bxNl%2fZpItOpo8%2fddMMyW%2fQ5fjQZ4SN9kfdDxL5NKslpEgpwBOQxJMVXDm%2fvMXezx7%2fVuXug
zmMrswUMOqXXLla6vMMULe1IB9wIsJLAN5fL8EOoHeeRMFiFDwZORWhPLorZ1%2bxUpfV579Dc%2fd9skHgIxGLABQ
6NKDq1rW%2bJJ2QxYJ4oKNLjjTtnySoKsxzIcWg6oeyPtV4iwcO2uYROZFzsuNVumW%2b7p3U7G43PNvHfrMyJSCIT
2XlyIs%2bxx9OgwvRsolq%2ft9mAYcgLUmT6SnI4I0Vja4l0gUEcYaqzil1uHuunlILyb9yfqLTGOANZVqd3ytpWR1
Z5Ehx5GkYIm3QMiSDDsB83vG0%2bmj7vCouaoGG7l66t%2fiYeDnZc0%2f7Qx1M9ygVTx1dfZO8d8Pqh6YAuj01cm5
3U19c1BTZnapdyd6Qm6Ys222N3NyQQxunuvDHWMaXfCKNiLg7LSTMNlaDxnKkCYNjTJkyQk2OdjQ5u1bZG1au2ELQh
Y94y5bYZBXNLRfLR9W0tHhHj%2fIjLQa4kmBeoP2ONqqk6zrf2iAiWIYqx5HU0CGSHBiga1rejTzViIVwScBz0y4YK
4PbZZFGWhnZWLkH74JX4pBTBDw0e6YX2Oo5ZVPqjcEn1F9x7WXyBZtaD7oB2AE6NsaQ4Kktzfo8qt4cjXzX779DxNV
EfqOpOISb7%2bgCf%2fyOlclFqQPOUFz0PdEBxNlkMcB%2bciE22qHyGwEp1mcI%2biM9g663YqoIcDxpjo8WzL%2b
aX2eDJ7aNfzu5cy94hl1Zv%2bwc3cQt12doR0TDuUIioA0f1knIpRGiq6t5t6frLBFNys6Zt%2barV9NkYpbKUstMx
LaxIDanQCVrb0uhe7EHCXftddeSX4sAUCLtfhhi8j7tPGLBu73ZUfz0DPHrGvZEQGgf6HyhBWKPTeqJusMMYXjkhHw
Af85VLdedXCLynqR8HFnTwp404RBRQo%2fOrSK%2bjLXnJVlHVWEq4eM742M%2fROC0AIpwfc7Sr%2b255VJpdNumC
iT8hhnvIp5uDUQTG6g%2bxL59M6mpB%2fHiCFJUkN7BWnAOmwKugw%2bkjWeW1PRQvq3FtXwEhShuF4c
UI9%2f1pK2dN0810rrbX%2bLJQ%2fMCtZZWZU5pvqC178ASMPmudCQKeE01vSPfdJo%2b3zYmxhUhO3gjcpkTz81nr
3Zx9Mch2d2p0qc%2b8XspXesUQipctAx1SQd1xIiFyRwVzuLrQDeD7ZyvrBBIkpcX%2fwpAozoBqCFy69CQI%2f3rk
J7tqrRgfWUDj%2fpfTDcTYGmS2OfLcNthqpaLl6rAfqf2DqBGiYuO8Phxl7OieNgh43ZhGvXtxGMP5tsRVnaTx3gpf
e2mMk1pd14O7ERqxf5CO6HTZCqS3RifX%2fmLVkQobKZfmjY331%2bTv%2f%2fkH1%2bKg5UzOkwaDu89pFNhBwbSf
c4%2fy84A4YHqfxxfsPvE256nfnwWEO7FUwM2m5UjiZFyX9eU5k0CxPDBj8dDMUNpWA8BprR1bsMcv64vbeCajfmz8
QpzEwtvkvlv4ottS22DVg7je2S7%2fQoN3xl1%2fvKeKfXmHqGQIlGW7dOpjFuXpSOeQHxVk5wpuwFR2q%2f3wyeaW
%2bps90tOA29XtecQRjxhk2Y5bLUPKn2i9Sv8kem43ulPlzBjDFYQGyUKTck17d%2b72G4NnPPMhA3m3%2fWrkCEn2
OzkHsL28rKIKhC%2fyGuW9s%2b7ltRUFzyGv%2fyyFaCTUvQ2i%2fDYSW5lkZwaC0G787grs5qZlZNi1oOdDDtE2mJ
O%2btpflh0tThfXr26NTCUnYGiM4ARfA7WeIa3oMYcv6t%2fF5KFjdB3xQrmT8ow1Owdc5l67Qsq%2fpSWW%2bRHYJ
ReNAE2iKkpK1ycbm7tQ71TUa5G%2fKnfHPDQIWvSRuCEbHWeyuLW9ZiphDzgLqbyhsDgoVoTPuhxqlJmcI5iM9Mx7d
XLB2%2fLZa3vPNxltrK1G2E%2fi%2bxnTO2yMm5YxCihxXVWKFxZRRvpRXCgP%2fTotLFeBh7Zr10yV6wIYkQHow38
Gxx9HWHi2LqtzkKBCt4%2bgEMHPXXI80%2b7Sg%2bSA0pBahd3vog0ZQdil0UjiIM0pNJH9WF1OpmMjiz%2bkjGTPz
KgIXOSKv23uB1m4j37JKx2AfPH8YH0uwFGY%2bY5FW%2bF6UjxIVzHCiV68Bn4ta3UkHo4MykugnsJiWThAB95UFkt
%2f%2f%2ffPLRCGDXCgIq7ZZcP46lNwjQKRp0H7nQ6zKWnKqYfnov5SrayHkL5aBzkud7ehkSRhkJpKRDQBWkXyqIw
5RN4INEIkWywfcgZlfZ9Kmasm51IDtMI1jOAajyxylGIu40O%2bK2PBYAN7vJ1oOehffe%2fKPIjCWFz5ZeyNLc0wh
s3ZNsdwB21aT6YeZNX8RwsmWsFQ9t7OXxE6ncmi3NJRVmUl0%2f7PDJEJy2K3A5nYuhsN7y3GIShmnSlQSAdI3fCAm
9sYAiAqRhy9A6Uc0%2f%2f5hZEVohoay6wG4cLyuuQZvcYkk3%2fysR1FhQjIQeis%2bu3B%2fkYcEr4g7ApsD%2fX
U8f%2fkwdl4pIuYvr3bCl0aMJvLQo%2bh1%2b1whbbt5E5zkk89dBSAYoKcJno9C9I1MA4H0Y0%2bErMeVBNuU5g6j
fEpyr4%2biUUzM3pu8wXdnYg%2bggDZtvhUjPzJYn0A94IeNy9%2fW2Gpik6dhrGqjP8eqTZOWmMKw%2fCoeOHh4gR
xcmafZOt%2b3p%2fng5R6k6rd92cabq91Xxh%2fm9xCdBdefbhfD8yIjpcFfNwuzGW5WKkWlLTyqLuO4fvh7%2f5P%
2f%2bsvsj4A0JRCEhG98XnFj8Jfzf4m4c34%2b106LtN7tZ8wd8c240%2bDMvzUujGLEK8VsX9mQd4nk2qKMVmpVNe
8dJ%2f7vJt%2bsSEsxFrmv0yAIHFeZKuHTJR8bJtN5kEfaYM2qMf9UdcXlbnzkyEja1XMp8C90C8FEN1NGiX%2fXR7
8R6%2fMpbnJaLgWrwcuvqG4Mql9; OAM_REQ_1=VERSION_4~l%2bL2i500G5lsYIjkGiLMcWR2xXpBnJPapXaku4L
PDHuSZBMyI1Ey77fIlFB3hGCp4lSHG2uiuu3JMVnERFhww0IUyhgtSR5XTcG8K0%2beqjHxOSDL6%2blFqj2LXqnLY
gLxdSyROoaq372EGASGnpUUrYBOGXYgCQwurRSBhUx1mtt2onl6UNE7qH%2bVEFczn2cFW2gJtVFaNhDZUX4Byijl4
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gLxdSyROoaq372EGASGnpUUrYBOGXYgCQwurRSBhUx1mtt2onl6UNE7qH%2bVEFczn2cFW2gJtVFaNhDZUX4Byijl4
1BfaMV3ZFBirLS2AewK2f3nBdtHyjUqO8WFILgMm6nUkADV0Psku6XF3eP9dkif47dRqpX9NMFJMpHJjlB1V5OVNZx
0VGY%2b0ty%2fgAuxvcGgxR%2fzVcDNjL%2bI2eNFC7gQIyyXzcRox4HBC4i3T%2fzmh0rQabVdzpJZHJPT60Gtoa%
2bLxhsTsTfOJRSH3RUha2gGd4GIY2RqVkQAv90b0uvNLksofWy6K%2b3Xq5%2bd5bsxfegl%2bpaW4QR2C4E91193c
ALMmTiPYqhK0FvbUQfD4rK8Qy71eJH6YWzolMjiqVG9R1GqwuyRnRJ1KoYusKe18dhftnVYWjKRHa8gagZICU%2fxz
wYTKQDxvcAgDIC6WzWDmVKnc6sieHmR11yoi283hcHODdVJNX1Zgw5UphH2O3XhRc4mWPKGx26jsMx4C
FSNIr3Le8AAd9FrsW7gWs78jrJGX4%2bG%2b2Zm3oX%2fR6%2frHp11VJNaTdEBVJOXKSdxGJhti%2fx2EO%2b1wd0
khcarkxBb4gu9TKJ%2fqsYvtXWWkyCBscjK54lBUUTp4z9%2bRye%2buOWzYglB3Qx9xft8i6n6VwSmGqN4SmzjhLa
Pe13Fg0NufJtDAHXT5dR%2b%2bXoyKpJ3pzCMwXYtsMFzlry%2fHNs8lilrMC3JFG7T7khkqoaWU2K%2f5YpA0guKw
fiAsuI9g1n4ULC1ZzXuE%2bvmkNw8HiBRMfIKpC%2bPkUTZ1912AtX%2bVh8EF4BAQXXd2WJYJe65OZp8eYhLsLbVR
yGS5RlLNXkImbATWH0tPvqiqrRc7QS9KjQYujbQmYpRYOUXKnK89gD7DGiDUTdVxzDvycx5tNs%2bZNLTj4eiwevrE
0E4WJW7kBt3ZoXi6%2bMs95k%2bwmSv6ki82LEeRz6gLyBqvzJm7FQMPkFqofkuxvvz8HkbI1GAWy2RXHXMnAF6dHh
beMNP3EGL1XPtAeomo4tsK3IKDEeolvadCo58xBHdYv0Byv8L52VGtpL0vDrrVCmdbirCOIA9Ya1JCHL6Gxx4Gcw9p
Y%2fAmtUEVf%2fBv2gvpWl3R6gjTs7T9eRtZbdqpompuOGKedVnUZsBSroyN2dWQ2Ffsbvbo1%2bUOW1VCrMJ2UYdU
%2barLdem6nAUgnhQnW1nR87XZYpb25V3cJGOtejBRtcoU0NORTXHIu7%2ba0DAK8TwfTW0LsV5V0lexsnwBEPn00O
JJEZkdKGEZuO57oCiAoumMyWv9i665yjW0GW6XfWsWWhXasENTY5nfGNCuEdVj4PRtl67Iipr4jCAip0z%2btymvaq
76KJopEyVLNO9yg%2ffyAimSzIwTuUw4W278Ea5cjmJSiQc6x6Ir73SamI%2b8NMNpikGkWpP%2fIEp37MNxrCl6tG
pYerROYAPyjIJgnuh613nBSeIyZB1T5PhR%2f6Y0hTcZSP52%2bRacwBxedu5sl19iYl6SdGsdDSVvcpBL%2bWE%2f
1YpO3qFKym6MqTWmIyiBOBkEBQNSv%2bmaWbC3SUdoXTp8kQduKw4zvree4PLZSAAmdT%2b%2b4HAmMp
byFQY2z0QcffIPcMqQINLQN%2bYLFRjs9D0Jq2Bjm6Q2Z%2bLcj9wB%2fUNGkKwix%2b%2bgsEWbi%2bYCIFjo1ERn
eBiNCuuVm8sidPIplM49ZhZAmptZ6hUheLxo0C3EfLL9%2fI9EyeoJ1siXQexLMxmmQCPRcKVS22jebQNh5dxihfOz
nK0GK8SVT%2bEn6s%2f8Nf3hPrJNOohQqfS6IDE%2fDt7DIDo4Q%2fzijPbB6WOhaL%2bOmLBwUB%2f8UVhPHw27cJ
RQ5Uzk2vNZl28PuCIb9cyUdAeww8Yka8izDTikk9FUZOWEw4SOd60iCr1pKKlnpbBwA%2f1hlmnr9Nmu%2bereU6Dp
anJOsnqpyGGhAx6M6VjT1HVIqkOHrftJruLAJ9Ga3HVlqYknNKEV1x4zl7kF8oBiuZNvbsWf7QV8nKUQkJk%2bhYKP
41dxwuqj40nIBdXQTVE7OS5%2br5ClU4%2f8DspDpKpSHZT1%2bcxZdXxObDNXjhOU7sNnF%2fe6CL1BjDHbxzNQ0t
aBzgzUVQM%2fJr0sCGF2fnKkuSgAFtsynMMewCQtsOrOSNNYWjXJAYdZShhfM%2bDhT0J6ROmknZh9yw
BRD5QKzDZJLNOi1%2f2W%2bCfvIagEklEo4Tts%2bzqgVE%2bruF82%2fJPVTsB5eMmKIMeO%2bhVrL24%2fWk9SRj
3nFkpArgNhGyh%2bkV%2fWyjN8TieSqqTeLoRo%2f4c%2bpSUnl1ghdl1Y77vaZslG0gIYrEtSAW8kVoS3uNGElNhw
30yrHbKLnq%2bJG488A%3d%3d; OAM_REQ_COUNT=VERSION_4~2; ECID-Context=1.005rHMfRAP_7U8F_v1h8i
X0003KJ0000Tg@kXghlfCW3JOTsLKS^HOT_JLSgKCTmLTP; JSESSIONID=WcpHFVvE4G4pLJcxyEnBuccTXrrozez
93c9YLSY35sjKAEtv1tj1!1546432129; ORA_FUSION_PREFS=v1.0~bG9jYWxlPWVuLXVzfmRlZmF1bHRMYW5ndW
FnZU1hcmtlcj10cnVlfnByZWZlcnJlZExhbmd1YWdlPWVuLXVz

2022-04-20 13:07:04 UTC 195 IN HTTP/1.1 200 OK
Date: Wed, 20 Apr 2022 13:07:04 GMT
Content-Type: image/png
Content-Length: 6812
Connection: close
Referrer-Policy: same-origin
X-Content-Type-Options: nosniff
Accept-Ranges: bytes
Last-Modified: Tue, 13 Oct 2020 22:18:22 GMT
X-ORACLE-DMS-ECID: 005rHMfRAP_7U8F_v1h8iX0003KJ0000Tg
X-ORACLE-DMS-RID: 0:1:4:1:3
X-XSS-Protection: 1; mode=block
Content-Language: en
Strict-Transport-Security: max-age=31536000; includeSubDomains

2022-04-20 13:07:04 UTC 195 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 02 d0 00 00 00 0c 08 03 00 00 00 7c ea 7a d3 00 00 
02 fd 50 4c 54 45 eb df c3 c3 ac 8b 35 48 50 eb de c3 f4 b1 52 d6 51 3f d6 52 3f d6 52 3f c3 ad 8b e5 d8 ba f4 b1 52 9d 86 
6f e0 d2 b5 a5 8e 74 4a 72 7b 83 69 4d c3 ad 8b d6 51 3f 94 52 31 7e 64 4a bf aa 88 f4 b2 51 c8 b3 92 b7 a0 7d 4a 71 7a 
d0 bd 9d 96 7b 55 e6 d8 bc e1 d3 b5 ea de c2 db 60 42 db cc ae ca b7 98 f4 b2 52 a4 5a 32 e9 aa 50 3a 53 5b 37 46 4c 
d0 c0 a1 3b 56 5e eb dd c1 df a2 4d d6 c6 a7 36 49 50 35 48 4f 48 2f 2f d8 57 40 81 3f 24 b4 9d 80 ea df c3 da 60 42 4a 
6e 76 e9 aa 50 c2 ad 8a d4 9a 4b e0 d3 b5 d7 57 41 df cf b2 ba a3 82 e1 77 47 41 5e 66 db cc ae e4 7d 48 78 5f 47 d1 8d 
45 ea 8f 4b 6a 50 40 c9 91 49 b0 a0 87 4a 69 71 df 6e 45 43 
Data Ascii: PNGIHDR|zPLTE5HPRQ?R?R?RotJr{iMQ?R1~dJQ}Jqz{U`BRZ2P:S[7FL;V^M6IP5HOH//W@?$`BJn
vPKWAwGA^f}Hx_GEKjP@IJiqnEC

2022-04-20 13:07:04 UTC 199 IN Data Raw: 71 6d 01 13 0b 24 a6 0f 43 e0 a6 18 06 34 04 67 8a 91 52 ae dd 52 bc 65 2b 45 8d 01 32 69 cc 7c bd 8e bb 39 
4e b1 71 66 aa e4 b0 24 61 66 b1 48 9e 93 73 25 6d a1 45 4a d0 2a 38 47 cc 1d 39 52 82 d7 0c 82 24 24 64 06 23 9a 19 
10 e7 c0 9f 35 48 28 e8 8a 98 d1 ce 48 d0 46 73 0e 97 ac 50 52 2c c4 6d 12 89 e1 e8 71 5e 8d 0d 41 45 13 27 c8 3c b3 
35 d2 c2 b8 38 4e 8b 64 62 41 1a d1 e6 5d b7 d1 cb de e0 d8 6f 24 c4 e8 3d 60 19 f4 02 de 02 81 da 3c e5 78 98 cb 97 a
e dd f1 d5 b5 38 f9 c0 b8 18 da 47 01 a9 3f 2c 4f ed b1 47 4c ec b1 f7 d9 7b 26 5e d5 41 51 e3 47 42 18 b3 31 c3 a6 a7 5
3 a7 5e d9 03 06 c9 3a cb a2 66 a0 93 f1 cd 10 ba 15 51 eb 6a 1e 8a 02 c2 f0 51 66 d8 bc 9f e8 03 7d 47 f6 02 7c 12 03 c
a dc 20 13 8c 9b d2 c3 43 3c 13 ff 3a 6a 1f 1d a4 8c 11 14 45 36 
Data Ascii: qm$C4gRRe+E2i|9Nqf$afHs%mEJ*8G9R$$d#5H(HFsPR,mq^AE'<58NdbA]o$=`<x8G?,OGL{&^AQG
B1S^:fQjQf}G| C<:jE6

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

14 192.168.2.3 49769 138.1.2.10 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:07:04 UTC 202 OUT GET /favicon.ico HTTP/1.1
Host: elat.login.em2.oraclecloud.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: OAMAuthnHintCookie=0@1650460022; OAM_ID=VERSION_5~i0unjL1yr3V7/Z4Q32ryeQ==~PaX1xfd
y4yTKJn8VgaezP9/Ma0A/8OIZWRk7JIt7FRA3LeGhIDZulOeV8ob+PECcPK74TDrnTiL90VaaFXHctBmkSAc2p5Cem
EXORezmfXzMh2FCOYzMgVWYjIRmSW458h0/hDOjJjqGSVfy87SjKnOqwjOJiaYnOXkcNJ11fGQXlEDfZnsKxkP+NOQ
P1DMw2X0/msU4VvyHNsy+NvG1p8oqSDbidJGKUn78VUqYPjNmjIjx1hdsAVDfION/OLzZ2m7oI38c8tnp78vXIE/liCopyright Joe Security LLC 2022 Page 61 of 152



P1DMw2X0/msU4VvyHNsy+NvG1p8oqSDbidJGKUn78VUqYPjNmjIjx1hdsAVDfION/OLzZ2m7oI38c8tnp78vXIE/li
lmpY2Hyoht1Jr3upSMANbgJt1uw63mKnr44OJftHL2bFg1ia5EUPed91piw86ZFhfKEv8Mwv1WM7df5hfFiWAoRp8W
68LfnzuYE8zVBbKpt; ORA_FND_SESSION_ELAT_F=DEFAULT_PILLAR:1p48+CojchaFKaGHu9/0NhgK92U3zP3iF
mWeMo1FiamuqWVgIoPRhrXfklP1s0za:1650460023116; OAM_REQ_0=VERSION_4~PwjMhkc44Tt1G2wBlhJIT8L
M%2bHWrFn3Y9hbPJo3pnC7urtBqCObS3imJwEYK6%2baMSbrxXJm00eG1FZo93vCl6AHDX8VMa7gmjQ80Cw2DyNIht
mdgH6IBkrOo%2fhBBAm5Xd2%2bZW4e50Z3lPOvbd8fdpxHCotERELaljBqcBZPoTNwF%2f5rL7Fw9ZnXdjjIWRrHv5
qW9V2WtZj5iW4rF3SkaeE9VbqRK4KmOykK7bjs1IMtEosF3HqFmv9nkxRYZ6AfpM5IFnrgKqPI6FkQm5XY6FgGjxxw
tWaA5L6q0HjQ%2fT993QqDJznFtAEEiHyVxHD1HvRuH58jz0RH4gfNLH0P%2btwkLLmHAc6sXcjUuAH2m4P57lECVU
hMpi4eKgWQpXM0hLVy0Aod91Y7Wk1pIbTxd32ldPzfSyxuqskasajhv0JmGw%2fytHjVQAETyccPJHXHx7EfA1DseI
Dn944hMyiit8Ie%2ftAXTHNGjqiKH0ED2sTzmNhkQ0urOCYFY8NOhhd28oiN3sc9srC61yz%2fAsdutWWEr0sznjU7
psxL0s3g7vS0elwh08h3EjqG7h8JqDTsXQW9vbjEl8vx9ClrVdpQ8qsF3xCshPFG%2fdBL21vQcMK%2fwwyX%2f8np
FfzfiBuwLEzO6tYR2W0ymHWzuvsx2lGdaR42Nytobu%2bbcVKapf6Qfg3Ts8poTkog7qAbuQccCVGMoh%2fDXK17th
MCynIh%2fuN%2fgOiLIn3x5xdzXDbqV1E0jq%2br3w2%2b2lQzQ%2bKpi2xOwAstyohozVtZoS%2blWJmRzmtoHESc
QHU1HOv%2bxNl%2fZpItOpo8%2fddMMyW%2fQ5fjQZ4SN9kfdDxL5NKslpEgpwBOQxJMVXDm%2fvMXezx7%2fVuXug
zmMrswUMOqXXLla6vMMULe1IB9wIsJLAN5fL8EOoHeeRMFiFDwZORWhPLorZ1%2bxUpfV579Dc%2fd9skHgIxGLABQ
6NKDq1rW%2bJJ2QxYJ4oKNLjjTtnySoKsxzIcWg6oeyPtV4iwcO2uYROZFzsuNVumW%2b7p3U7G43PNvHfrMyJSCIT
2XlyIs%2bxx9OgwvRsolq%2ft9mAYcgLUmT6SnI4I0Vja4l0gUEcYaqzil1uHuunlILyb9yfqLTGOANZVqd3ytpWR1
Z5Ehx5GkYIm3QMiSDDsB83vG0%2bmj7vCouaoGG7l66t%2fiYeDnZc0%2f7Qx1M9ygVTx1dfZO8d8Pqh6YAuj01cm5
3U19c1BTZnapdyd6Qm6Ys222N3NyQQxunuvDHWMaXfCKNiLg7LSTMNlaDxnKkCYNjTJkyQk2OdjQ5u1bZG1au2ELQh
Y94y5bYZBXNLRfLR9W0tHhHj%2fIjLQa4kmBeoP2ONqqk6zrf2iAiWIYqx5HU0CGSHBiga1rejTzViIVwScBz0y4YK
4PbZZFGWhnZWLkH74JX4pBTBDw0e6YX2Oo5ZVPqjcEn1F9x7WXyBZtaD7oB2AE6NsaQ4Kktzfo8qt4cjXzX779DxNV
EfqOpOISb7%2bgCf%2fyOlclFqQPOUFz0PdEBxNlkMcB%2bciE22qHyGwEp1mcI%2biM9g663YqoIcDxpjo8WzL%2b
aX2eDJ7aNfzu5cy94hl1Zv%2bwc3cQt12doR0TDuUIioA0f1knIpRGiq6t5t6frLBFNys6Zt%2barV9NkYpbKUstMx
LaxIDanQCVrb0uhe7EHCXftddeSX4sAUCLtfhhi8j7tPGLBu73ZUfz0DPHrGvZEQGgf6HyhBWKPTeqJusMMYXjkhHw
Af85VLdedXCLynqR8HFnTwp404RBRQo%2fOrSK%2bjLXnJVlHVWEq4eM742M%2fROC0AIpwfc7Sr%2b255VJpdNumC
iT8hhnvIp5uDUQTG6g%2bxL59M6mpB%2fHiCFJUkN7BWnAOmwKugw%2bkjWeW1PRQvq3FtXwEhShuF4c
UI9%2f1pK2dN0810rrbX%2bLJQ%2fMCtZZWZU5pvqC178ASMPmudCQKeE01vSPfdJo%2b3zYmxhUhO3gjcpkTz81nr
3Zx9Mch2d2p0qc%2b8XspXesUQipctAx1SQd1xIiFyRwVzuLrQDeD7ZyvrBBIkpcX%2fwpAozoBqCFy69CQI%2f3rk
J7tqrRgfWUDj%2fpfTDcTYGmS2OfLcNthqpaLl6rAfqf2DqBGiYuO8Phxl7OieNgh43ZhGvXtxGMP5tsRVnaTx3gpf
e2mMk1pd14O7ERqxf5CO6HTZCqS3RifX%2fmLVkQobKZfmjY331%2bTv%2f%2fkH1%2bKg5UzOkwaDu89pFNhBwbSf
c4%2fy84A4YHqfxxfsPvE256nfnwWEO7FUwM2m5UjiZFyX9eU5k0CxPDBj8dDMUNpWA8BprR1bsMcv64vbeCajfmz8
QpzEwtvkvlv4ottS22DVg7je2S7%2fQoN3xl1%2fvKeKfXmHqGQIlGW7dOpjFuXpSOeQHxVk5wpuwFR2q%2f3wyeaW
%2bps90tOA29XtecQRjxhk2Y5bLUPKn2i9Sv8kem43ulPlzBjDFYQGyUKTck17d%2b72G4NnPPMhA3m3%2fWrkCEn2
OzkHsL28rKIKhC%2fyGuW9s%2b7ltRUFzyGv%2fyyFaCTUvQ2i%2fDYSW5lkZwaC0G787grs5qZlZNi1oOdDDtE2mJ
O%2btpflh0tThfXr26NTCUnYGiM4ARfA7WeIa3oMYcv6t%2fF5KFjdB3xQrmT8ow1Owdc5l67Qsq%2fpSWW%2bRHYJ
ReNAE2iKkpK1ycbm7tQ71TUa5G%2fKnfHPDQIWvSRuCEbHWeyuLW9ZiphDzgLqbyhsDgoVoTPuhxqlJmcI5iM9Mx7d
XLB2%2fLZa3vPNxltrK1G2E%2fi%2bxnTO2yMm5YxCihxXVWKFxZRRvpRXCgP%2fTotLFeBh7Zr10yV6wIYkQHow38
Gxx9HWHi2LqtzkKBCt4%2bgEMHPXXI80%2b7Sg%2bSA0pBahd3vog0ZQdil0UjiIM0pNJH9WF1OpmMjiz%2bkjGTPz
KgIXOSKv23uB1m4j37JKx2AfPH8YH0uwFGY%2bY5FW%2bF6UjxIVzHCiV68Bn4ta3UkHo4MykugnsJiWThAB95UFkt
%2f%2f%2ffPLRCGDXCgIq7ZZcP46lNwjQKRp0H7nQ6zKWnKqYfnov5SrayHkL5aBzkud7ehkSRhkJpKRDQBWkXyqIw
5RN4INEIkWywfcgZlfZ9Kmasm51IDtMI1jOAajyxylGIu40O%2bK2PBYAN7vJ1oOehffe%2fKPIjCWFz5ZeyNLc0wh
s3ZNsdwB21aT6YeZNX8RwsmWsFQ9t7OXxE6ncmi3NJRVmUl0%2f7PDJEJy2K3A5nYuhsN7y3GIShmnSlQSAdI3fCAm
9sYAiAqRhy9A6Uc0%2f%2f5hZEVohoay6wG4cLyuuQZvcYkk3%2fysR1FhQjIQeis%2bu3B%2fkYcEr4g7ApsD%2fX
U8f%2fkwdl4pIuYvr3bCl0aMJvLQo%2bh1%2b1whbbt5E5zkk89dBSAYoKcJno9C9I1MA4H0Y0%2bErMeVBNuU5g6j
fEpyr4%2biUUzM3pu8wXdnYg%2bggDZtvhUjPzJYn0A94IeNy9%2fW2Gpik6dhrGqjP8eqTZOWmMKw%2fCoeOHh4gR
xcmafZOt%2b3p%2fng5R6k6rd92cabq91Xxh%2fm9xCdBdefbhfD8yIjpcFfNwuzGW5WKkWlLTyqLuO4fvh7%2f5P%
2f%2bsvsj4A0JRCEhG98XnFj8Jfzf4m4c34%2b106LtN7tZ8wd8c240%2bDMvzUujGLEK8VsX9mQd4nk2qKMVmpVNe
8dJ%2f7vJt%2bsSEsxFrmv0yAIHFeZKuHTJR8bJtN5kEfaYM2qMf9UdcXlbnzkyEja1XMp8C90C8FEN1NGiX%2fXR7
8R6%2fMpbnJaLgWrwcuvqG4Mql9; OAM_REQ_1=VERSION_4~l%2bL2i500G5lsYIjkGiLMcWR2xXpBnJPapXaku4L
PDHuSZBMyI1Ey77fIlFB3hGCp4lSHG2uiuu3JMVnERFhww0IUyhgtSR5XTcG8K0%2beqjHxOSDL6%2blFqj2LXqnLY
gLxdSyROoaq372EGASGnpUUrYBOGXYgCQwurRSBhUx1mtt2onl6UNE7qH%2bVEFczn2cFW2gJtVFaNhDZUX4Byijl4
1BfaMV3ZFBirLS2AewK2f3nBdtHyjUqO8WFILgMm6nUkADV0Psku6XF3eP9dkif47dRqpX9NMFJMpHJjlB1V5OVNZx
0VGY%2b0ty%2fgAuxvcGgxR%2fzVcDNjL%2bI2eNFC7gQIyyXzcRox4HBC4i3T%2fzmh0rQabVdzpJZHJPT60Gtoa%
2bLxhsTsTfOJRSH3RUha2gGd4GIY2RqVkQAv90b0uvNLksofWy6K%2b3Xq5%2bd5bsxfegl%2bpaW4QR2C4E91193c
ALMmTiPYqhK0FvbUQfD4rK8Qy71eJH6YWzolMjiqVG9R1GqwuyRnRJ1KoYusKe18dhftnVYWjKRHa8gagZICU%2fxz
wYTKQDxvcAgDIC6WzWDmVKnc6sieHmR11yoi283hcHODdVJNX1Zgw5UphH2O3XhRc4mWPKGx26jsMx4C
FSNIr3Le8AAd9FrsW7gWs78jrJGX4%2bG%2b2Zm3oX%2fR6%2frHp11VJNaTdEBVJOXKSdxGJhti%2fx2EO%2b1wd0
khcarkxBb4gu9TKJ%2fqsYvtXWWkyCBscjK54lBUUTp4z9%2bRye%2buOWzYglB3Qx9xft8i6n6VwSmGqN4SmzjhLa
Pe13Fg0NufJtDAHXT5dR%2b%2bXoyKpJ3pzCMwXYtsMFzlry%2fHNs8lilrMC3JFG7T7khkqoaWU2K%2f5YpA0guKw
fiAsuI9g1n4ULC1ZzXuE%2bvmkNw8HiBRMfIKpC%2bPkUTZ1912AtX%2bVh8EF4BAQXXd2WJYJe65OZp8eYhLsLbVR
yGS5RlLNXkImbATWH0tPvqiqrRc7QS9KjQYujbQmYpRYOUXKnK89gD7DGiDUTdVxzDvycx5tNs%2bZNLTj4eiwevrE
0E4WJW7kBt3ZoXi6%2bMs95k%2bwmSv6ki82LEeRz6gLyBqvzJm7FQMPkFqofkuxvvz8HkbI1GAWy2RXHXMnAF6dHh
beMNP3EGL1XPtAeomo4tsK3IKDEeolvadCo58xBHdYv0Byv8L52VGtpL0vDrrVCmdbirCOIA9Ya1JCHL6Gxx4Gcw9p
Y%2fAmtUEVf%2fBv2gvpWl3R6gjTs7T9eRtZbdqpompuOGKedVnUZsBSroyN2dWQ2Ffsbvbo1%2bUOW1VCrMJ2UYdU
%2barLdem6nAUgnhQnW1nR87XZYpb25V3cJGOtejBRtcoU0NORTXHIu7%2ba0DAK8TwfTW0LsV5V0lexsnwBEPn00O
JJEZkdKGEZuO57oCiAoumMyWv9i665yjW0GW6XfWsWWhXasENTY5nfGNCuEdVj4PRtl67Iipr4jCAip0z%2btymvaq
76KJopEyVLNO9yg%2ffyAimSzIwTuUw4W278Ea5cjmJSiQc6x6Ir73SamI%2b8NMNpikGkWpP%2fIEp37MNxrCl6tG
pYerROYAPyjIJgnuh613nBSeIyZB1T5PhR%2f6Y0hTcZSP52%2bRacwBxedu5sl19iYl6SdGsdDSVvcpBL%2bWE%2f
1YpO3qFKym6MqTWmIyiBOBkEBQNSv%2bmaWbC3SUdoXTp8kQduKw4zvree4PLZSAAmdT%2b%2b4HAmMp
byFQY2z0QcffIPcMqQINLQN%2bYLFRjs9D0Jq2Bjm6Q2Z%2bLcj9wB%2fUNGkKwix%2b%2bgsEWbi%2bYCIFjo1ERn
eBiNCuuVm8sidPIplM49ZhZAmptZ6hUheLxo0C3EfLL9%2fI9EyeoJ1siXQexLMxmmQCPRcKVS22jebQNh5dxihfOz
nK0GK8SVT%2bEn6s%2f8Nf3hPrJNOohQqfS6IDE%2fDt7DIDo4Q%2fzijPbB6WOhaL%2bOmLBwUB%2f8UVhPHw27cJ
RQ5Uzk2vNZl28PuCIb9cyUdAeww8Yka8izDTikk9FUZOWEw4SOd60iCr1pKKlnpbBwA%2f1hlmnr9Nmu%2bereU6Dp
anJOsnqpyGGhAx6M6VjT1HVIqkOHrftJruLAJ9Ga3HVlqYknNKEV1x4zl7kF8oBiuZNvbsWf7QV8nKUQkJk%2bhYKP
41dxwuqj40nIBdXQTVE7OS5%2br5ClU4%2f8DspDpKpSHZT1%2bcxZdXxObDNXjhOU7sNnF%2fe6CL1BjDHbxzNQ0t
aBzgzUVQM%2fJr0sCGF2fnKkuSgAFtsynMMewCQtsOrOSNNYWjXJAYdZShhfM%2bDhT0J6ROmknZh9yw
BRD5QKzDZJLNOi1%2f2W%2bCfvIagEklEo4Tts%2bzqgVE%2bruF82%2fJPVTsB5eMmKIMeO%2bhVrL24%2fWk9SRj
3nFkpArgNhGyh%2bkV%2fWyjN8TieSqqTeLoRo%2f4c%2bpSUnl1ghdl1Y77vaZslG0gIYrEtSAW8kVoS3uNGElNhw
30yrHbKLnq%2bJG488A%3d%3d; OAM_REQ_COUNT=VERSION_4~2; ECID-Context=1.005rHMfRAP_7U8F_v1h8i
X0003KJ0000Tg@kXghlfCW3JOTsLKS^HOT_JLSgKCTmLTP; JSESSIONID=WcpHFVvE4G4pLJcxyEnBuccTXrrozez
93c9YLSY35sjKAEtv1tj1!1546432129; ORA_FUSION_PREFS=v1.0~bG9jYWxlPWVuLXVzfmRlZmF1bHRMYW5ndW
FnZU1hcmtlcj10cnVlfnByZWZlcnJlZExhbmd1YWdlPWVuLXVz

2022-04-20 13:07:04 UTC 210 IN HTTP/1.1 404 Not Found
Date: Wed, 20 Apr 2022 13:07:04 GMT
Content-Type: text/html; charset=iso-8859-1
Content-Length: 196
Connection: close
Referrer-Policy: same-origin
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000; includeSubDomains

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:04 UTC 210 IN Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6c 65 3e 34 30 34 20 4e 
6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 4e 6f 74 20 46 
6f 75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 77 61 73 20 6e 6f 74 20 66 
6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0a 
Data Ascii: <!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL was not found on this server.</p></body></html>

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

15 192.168.2.3 49778 138.1.2.10 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:07:07 UTC 210 OUT GET /fusion_apps/global/images/colorstrip_redwood_desktop.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: elat.login.em2.oraclecloud.com

2022-04-20 13:07:07 UTC 211 IN HTTP/1.1 200 OK
Date: Wed, 20 Apr 2022 13:07:07 GMT
Content-Type: image/png
Content-Length: 6812
Connection: close
Referrer-Policy: same-origin
X-Content-Type-Options: nosniff
Accept-Ranges: bytes
Last-Modified: Tue, 13 Oct 2020 22:18:22 GMT
X-ORACLE-DMS-ECID: 005rHMfdB8o7U8F_v1h8iX0003KJ0000Tl
X-ORACLE-DMS-RID: 0:3
X-XSS-Protection: 1; mode=block
Content-Language: en
Strict-Transport-Security: max-age=31536000; includeSubDomains

2022-04-20 13:07:07 UTC 211 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 02 d0 00 00 00 0c 08 03 00 00 00 7c ea 7a d3 00 00 
02 fd 50 4c 54 45 eb df c3 c3 ac 8b 35 48 50 eb de c3 f4 b1 52 d6 51 3f d6 52 3f d6 52 3f c3 ad 8b e5 d8 ba f4 b1 52 9d 86 
6f e0 d2 b5 a5 8e 74 4a 72 7b 83 69 4d c3 ad 8b d6 51 3f 94 52 31 7e 64 4a bf aa 88 f4 b2 51 c8 b3 92 b7 a0 7d 4a 71 7a 
d0 bd 9d 96 7b 55 e6 d8 bc e1 d3 b5 ea de c2 db 60 42 db cc ae ca b7 98 f4 b2 52 a4 5a 32 e9 aa 50 3a 53 5b 37 46 4c 
d0 c0 a1 3b 56 5e eb dd c1 df a2 4d d6 c6 a7 36 49 50 35 48 4f 48 2f 2f d8 57 40 81 3f 24 b4 9d 80 ea df c3 da 60 42 4a 
6e 76 e9 aa 50 c2 ad 8a d4 9a 4b e0 d3 b5 d7 57 41 df cf b2 ba a3 82 e1 77 47 41 5e 66 db cc ae e4 7d 48 78 5f 47 d1 8d 
45 ea 8f 4b 6a 50 40 c9 91 49 b0 a0 87 4a 69 71 df 6e 45 43 
Data Ascii: PNGIHDR|zPLTE5HPRQ?R?R?RotJr{iMQ?R1~dJQ}Jqz{U`BRZ2P:S[7FL;V^M6IP5HOH//W@?$`BJn
vPKWAwGA^f}Hx_GEKjP@IJiqnEC

2022-04-20 13:07:07 UTC 215 IN Data Raw: 69 64 c5 14 8c f0 88 13 90 8c ee 2d 41 9e 50 32 9e 95 7b 47 ed 43 23 51 c8 1f 4a 0a 14 e0 bb e6 57 20 4a 1c 
2a d3 6b 46 28 4e 90 f8 8c 32 41 42 23 6a ef e8 89 d1 bd 88 12 51 41 d8 27 d6 1c b0 0f 0d f2 eb 6e 4e a7 2b 07 ec f6 e1 
bd 67 8a 51 83 11 a3 8f a8 54 ea 65 d7 27 cf 59 bd 5a 95 cc 27 1b e7 3c 4c 57 fc 40 87 1b b7 ab d4 3f f8 6d fa a9 00 a4 
6b 63 b8 6a d9 92 39 ab af 48 4b 4e 56 a9 be de be 9f 6c 36 d6 0f b4 33 73 97 be 35 36 96 d9 74 e8 79 6b e4 93 26 c9 1f 
27 c2 ad 00 e9 b8 5c 5e 4f db 3c 98 ec 2e 1f 75 90 b5 ea 97 5b 21 0d cd 10 09 5d ca 1c ed 62 f5 be 6d 48 20 22 c4 78 ee 
2f ae 0d b1 a1 6e 27 51 89 d9 79 cc 83 59 65 4c f2 25 eb 6c 9c 68 01 c7 cd 78 34 36 eb 11 3c 76 35 ca 99 d8 d7 eb 60 95 
39 dd 1f 88 ac d3 f5 55 a1 d6 4b 0b 66 6e 92 99 cb e9 37 
Data Ascii: id-AP2{GC#QJW J*kF(N2AB#jQA'nN+gQTe'YZ'<LW@?mkcj9HKNVl63s56tyk&'\^O<.u[!]bmH "x/n'QyYeL%
lhx46<v5`9UKfn7

Session ID Source IP Source Port Destination IP
Destination
Port

Process

16 192.168.2.3 49777 138.1.2.10 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:07:07 UTC 218 OUT GET /fusion_apps/global/images/Oracle_rgb_black.svg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: elat.login.em2.oraclecloud.com
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2022-04-20 13:07:07 UTC 218 IN HTTP/1.1 200 OK
Date: Wed, 20 Apr 2022 13:07:07 GMT
Content-Type: image/svg+xml
Content-Length: 909
Connection: close
Referrer-Policy: same-origin
X-Content-Type-Options: nosniff
Accept-Ranges: bytes
Last-Modified: Tue, 13 Oct 2020 22:18:22 GMT
X-ORACLE-DMS-ECID: 005rHMfdKHV7U8F_v1g8yX0001EQ0005Vr
X-ORACLE-DMS-RID: 0:3
Vary: Accept-Encoding,User-Agent
X-XSS-Protection: 1; mode=block
Content-Language: en
Strict-Transport-Security: max-age=31536000; includeSubDomains

2022-04-20 13:07:07 UTC 218 IN Data Raw: 3c 73 76 67 20 69 64 3d 22 6c 6f 67 6f 22 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 
6f 72 67 2f 32 30 30 30 2f 73 76 67 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 20 31 34 30 2e 31 35 20 33 38 2e 33 22 3e 
3c 64 65 66 73 3e 3c 73 74 79 6c 65 3e 2e 63 6c 73 2d 31 7b 66 69 6c 6c 3a 6e 6f 6e 65 3b 7d 3c 2f 73 74 79 6c 65 3e 3c 
2f 64 65 66 73 3e 3c 74 69 74 6c 65 3e 4f 72 61 63 6c 65 5f 72 67 62 5f 62 6c 61 63 6b 3c 2f 74 69 74 6c 65 3e 3c 70 61 
74 68 20 64 3d 22 4d 36 32 2e 32 38 2c 32 31 2e 34 34 68 37 2e 39 33 4c 36 36 2c 31 34 2e 36 38 2c 35 38 2e 33 33 2c 
32 36 2e 38 39 48 35 34 2e 38 32 6c 39 2e 33 36 2d 31 34 2e 36 35 61 32 2e 32 33 2c 32 2e 32 33 2c 30 2c 30 2c 31 2c 
33 2e 36 34 2c 30 6c 39 2e 33 39 2c 31 34 2e 36 38 68 2d 33 2e 
Data Ascii: <svg id="logo" xmlns="http://www.w3.org/2000/svg" viewBox="0 0 140.15 38.3"><defs><style>.cls-1{fill:none;}
</style></defs><title>Oracle_rgb_black</title><path d="M62.28,21.44h7.93L66,14.68,58.33,26.89H54.82l9.36-14.65a
2.23,2.23,0,0,1,3.64,0l9.39,14.68h-3.

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

17 192.168.2.3 49822 138.1.2.10 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:07:15 UTC 219 OUT GET /oam/server/obrareq.cgi?encquery%3Dv2ZzGENFmicvmXr6IFUPBHlKge09Av%2BbPHNRVNbuImsx10IKJ
bXLOIgKHPygzudtXW%2BEacDXyqxo5DAjC1QOx7kOaCihFi1%2FxYM5Ut71M67Km3zKFE7uiQ2NxpkyhAMRpbLPoPW
peN3TkSHdWwjNxZ0NSIGvsw6QQAz2MdAx2dY7v7Y4HToZ4E6Vj3U7MebXXc%2Bgofl9nI0U5qu7uK8wJ6kvJ9nRULO
%2FEwdxSQh2%2F4tNplrGxt4%2BqO8HVXEiYWqg5tUxcsqizoEYBhKu5C4aGWMkw1krKfBLAp8d2CPUeR00ePsNZ0B
H9pMZj9F9LN4mRUPMqCuPp8F1yomy18MmSgKU7x9%2FU5SGqtcaqiBb6bOubmIwxbbM%2F3Ol1KgZt8X
%2FrQ5KEMHld0CZFygqzZYOyA%3D%3D%20agentid%3DOraFusionApp_11AG%20ver%3D1%20crmethod%3D2%26c
ksum%3D44a4ece2387620d6c712c97cc186c19b62ff7344&ECID-Context=1.005rHMg7DeJ7U8F_v1g8yX0001E
Q0005WH%3BkXjE HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: elat.login.em2.oraclecloud.com
Connection: Keep-Alive
Cookie: OAMAuthnHintCookie=0@1650460035

2022-04-20 13:07:15 UTC 220 IN HTTP/1.1 302 Moved Temporarily
Date: Wed, 20 Apr 2022 13:07:15 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 2433
Connection: close
Referrer-Policy: same-origin
X-Content-Type-Options: nosniff
Pragma: no-cache
Location: https://elat.fa.em2.oraclecloud.com/obrar.cgi?encreply=qXRwSQ+S7MMLdqpcBD2f14N4j/Sqk6a9Bwi
ZL39EHRhVsjwAnZdRxv8FV+jDV1GzYY581wsNY70u/obdkz00JjEQ3QWUqYGeEs4JI4EufgBGQPO6Z9kQLqxC4a+jT
gAORYIhNl+Q+r15njYB0hmXFIvxAUsJbBd9owQMB6M6leBH7LNLHJfY62aHUlR7o1fBtJa3AuLSLAVF/cxp8lGpzHL
NxuIhQOQ8f3+AqMIGp9kpkzXSQvqRLsn9aVgR52PqD3TlHlrqzrYDj1J6HLu+gfvY9xkZEZxWv0kd7vBvJlQdts1cC
HA0veRfIbORPc/D4x89AzXDpxJ61gqdwR4PBFVfarBwnSphXHaG//qD++Nb6QNTS41J7WMJZjdBpKungjWl7W/tll4
bDw0ePBxWCrTFsu+6lACCrlOFNcG+w+aSYm16/S8Z/DHB6wMNeAqMdMhZx8O6P13FGWNCNpRt5GkSXG5
JqlQOQtfSzkQbU3NvE/zqCGtgYCoUcwi2rCm9YGRohzvJG4kr3cqb+mdaHiYcEIEuTtdYpNGIoiqED00I7sJU4VxAK
yJ+lg+SSLfrPm4i3KrvpPSy7EJqfq6CTn11jm1XCXkesIed/9RjwswWfRZ5caMxtCu0b222CqSq8LKgTK+evMokZvJ
guVcnQEEXT7QoCYCJJQN0podcMC5SUS52tkq/S0cqlJTX9NDJl5zPaTfahX0GyMIqC75yuphFrfm6oeuNA/ui4GOSy
Xl/SCFmQclJny8F1U7El9t3wuAmH5r6IBFMGiZfs5AWItQwgZMtPVbzUvbJXbc/C5B/jeq8Jk/QvaYiRgkErOVtg/M
UyYPEgD++UaXTkqF3P66m6vN9F1aDHK7XG2POGRvQA/zcWAyW3LefZcsiP0yNsdhjWOi/Ev7oRvVBOjH
nDWAgG1ySQjyVhlzwSrbPTlM=&cksum=8819334ad19c7625c2018c45ac11a6f4d687bdb1
X-XSS-Protection: 1; mode=block
Content-Security-Policy: nosniff
Referrer-Policy: no-referrer
X-Content-Type-Options: nosniff
Set-Cookie: OAM_ID=VERSION_5~hOPXzjcoL4SUW2TftxCQLg==~dFinGmytxDvBepTjBWD2RpzSe5HkQ0uKrVRf
BRjZAY66Cpg1bLaANDMzdQt/qu90nG1jeGnrD66wYytZNt3eSejoIRX+TqZW1jV8tRNmw6+9e/q2JLA4Io1xarwaXo
B22wBEDsGg/iZmfS8OOK9yyiziAIStHAI42a/q0NrJ28v+wtrpZ1OiJZg4ccEOn59v3C50gLDMNSJPiedo7qUvDOLr
efY9EdAObV6B1A0gbw8cQ5q4pF8G+EeqblI9XD/yFPCtoabmtCdMggn0AUGpHEZOxHsehljP7yIhomgAvYY6KXLGAc
Hdilie1f+lTUwqRucYsuArlt/n0mSqdhE73CM03DklQTOPzXydSbznGR2YuY7kgtGRERsREwoq3yes; path=/; secure; 
SameSite=None; HttpOnly
X-ORACLE-DMS-ECID: 005rHMg7DeJ7U8F_v1g8yX0001EQ0005WH
X-ORACLE-DMS-RID: 0:1:4
Vary: Accept-Encoding,User-Agent
Content-Language: en
Strict-Transport-Security: max-age=31536000; includeSubDomains
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2022-04-20 13:07:15 UTC 222 IN Data Raw: 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 33 30 32 20 4d 6f 76 65 64 20 54 65 6d 70 6f 72 61 
72 69 6c 79 3c 2f 74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 20 62 67 63 6f 6c 6f 72 3d 22 23 46 46 46 
46 46 46 22 3e 0d 0a 3c 70 3e 54 68 69 73 20 64 6f 63 75 6d 65 6e 74 20 79 6f 75 20 72 65 71 75 65 73 74 65 64 20 68 
61 73 20 6d 6f 76 65 64 20 0d 0a 74 65 6d 70 6f 72 61 72 69 6c 79 2e 3c 2f 70 3e 0d 0a 3c 70 3e 49 74 27 73 20 6e 6f 77 
20 61 74 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 65 6c 61 74 2e 66 61 2e 65 6d 32 2e 6f 72 61 63 6c 65 63 
6c 6f 75 64 2e 63 6f 6d 2f 6f 62 72 61 72 2e 63 67 69 3f 65 6e 63 72 65 70 6c 79 3d 71 58 52 77 53 51 26 23 34 33 3b 53 
37 4d 4d 4c 64 71 70 63 42 44 32 66 31 34 4e 34 6a 2f 53 71 
Data Ascii: <html><head><title>302 Moved Temporarily</title></head><body bgcolor="#FFFFFF"><p>This document you 
requested has moved temporarily.</p><p>It's now at <a href="https://elat.fa.em2.oraclecloud.com/obrar.cgi?en
creply=qXRwSQ&#43;S7MMLdqpcBD2f14N4j/Sq

2022-04-20 13:07:15 UTC 224 IN Data Raw: 4b 26 23 34 33 3b 65 76 4d 6f 6b 5a 76 4a 67 75 56 63 6e 51 45 45 58 54 37 51 6f 43 59 43 4a 4a 51 4e 30 70 
6f 64 63 4d 43 35 53 55 53 35 32 74 6b 71 2f 53 30 63 71 6c 4a 54 58 39 4e 44 4a 6c 35 7a 50 61 54 66 61 68 58 30 47 
79 4d 49 71 43 37 35 79 75 70 68 46 72 66 6d 36 6f 65 75 4e 41 2f 75 69 34 47 4f 53 79 58 6c 2f 53 43 46 6d 51 63 6c 4a 
6e 79 38 46 31 55 37 45 6c 39 74 33 77 75 41 6d 48 35 72 36 49 42 46 4d 47 69 5a 66 73 35 41 57 49 74 51 77 67 5a 4d 
74 50 56 62 7a 55 76 62 4a 58 62 63 2f 43 35 42 2f 6a 65 71 38 4a 6b 2f 51 76 61 59 69 52 67 6b 45 72 4f 56 74 67 2f 4d 
55 79 59 50 45 67 44 26 23 34 33 3b 26 23 34 33 3b 55 61 58 54 6b 71 46 33 50 36 36 6d 36 76 4e 39 46 31 61 44 48 4b 
37 58 47 32 50 4f 47 52 76 51 41 2f 7a 63 57 41 79 57 33 4c 65 66 
Data Ascii: K&#43;evMokZvJguVcnQEEXT7QoCYCJJQN0podcMC5SUS52tkq/S0cqlJTX9NDJl5zPaTfahX0GyMI
qC75yuphFrfm6oeuNA/ui4GOSyXl/SCFmQclJny8F1U7El9t3wuAmH5r6IBFMGiZfs5AWItQwgZMtPVbzUvbJXbc/C
5B/jeq8Jk/QvaYiRgkErOVtg/MUyYPEgD&#43;&#43;UaXTkqF3P66m6vN9F1aDHK7XG2POGRvQA/zcWAyW3Lef

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

18 192.168.2.3 49825 142.250.185.65 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:07:15 UTC 225 OUT GET /crx/blobs/Acy1k0bLIjHsvnKaKN_oRpVaYYvFs25d7GKYF1WXrT6yizCMksBO0c_ggE0B6tx6HPRHe6q1GOE
e3_NcIbSiGG8kXeLMUY0sAKVvC6R89zvKM13s5VqoAMZSmuUgjQL5vlygJuArQghXXE_qTL7NlQ/extension_8520
_615_0_5.crx HTTP/1.1
Host: clients2.googleusercontent.com
Connection: keep-alive
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:07:16 UTC 225 IN HTTP/1.1 200 OK
X-GUploader-UploadID: ADPycds5fJBwkC0-YLJ4JFuR45FN3BZbpNVOQYKhIMt6fnmDIP8vj6EpimINB8BNbdGY
djG4wD87U9rMz-4wQBOuhrPRVH5F0hcB
Accept-Ranges: bytes
X-Goog-Hash: crc32c=DxAZGA==
Content-Length: 768843
Server: UploadServer
Date: Wed, 20 Apr 2022 02:30:47 GMT
Expires: Thu, 20 Apr 2023 02:30:47 GMT
Cache-Control: public, max-age=31536000
Age: 38189
Last-Modified: Wed, 05 Aug 2020 01:15:29 GMT
ETag: 730d2491_a246e948_e80d9c94_d8b3f142_86eb8dd2
Content-Type: application/x-chrome-extension
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

2022-04-20 13:07:16 UTC 226 IN Data Raw: 43 72 32 34 03 00 00 00 18 04 00 00 12 ac 04 0a a6 02 30 82 01 22 30 0d 06 09 2a 86 48 86 f7 0d 01 01 01 
05 00 03 82 01 0f 00 30 82 01 0a 02 82 01 01 00 8f fb bf 5c 37 63 94 3c b0 ee 01 c4 b5 a6 9a b1 9f 46 74 6f 16 38 a0 32 
27 35 dd f0 71 6b 0e dc f6 25 cb b2 ed ea fb 32 d5 af 1e 03 43 03 46 f0 a7 39 db 23 96 1d 65 e5 78 51 f0 84 b0 0e 12 ac 
0e 5b dc c9 d6 4c 7c 00 d5 b8 1b 88 33 3e 2f da eb aa f7 1a 75 c2 ae 3a 54 de 37 8f 10 d2 28 e6 84 79 4d 15 b4 f3 bd 3f 
56 d3 3c 3f 18 ab fc 2e 05 c0 1e 08 31 b6 61 d0 fd 9f 4f 3f 64 0d 17 93 bc ad 41 c7 48 be 00 27 a8 4d 70 42 92 05 54 a6 
6d b8 de 56 6e 20 49 70 ee 10 3e 6b d2 7c 31 bd 1b 6e a4 3c 46 62 9f 08 66 93 f9 2a 51 31 a8 db b5 9d b9 0f 73 e8 a0 09 
32 01 e9 7b 2a 8a 36 a0 cf 17 b0 50 70 9d a2 f9 a4 6f 62 4d 
Data Ascii: Cr240"0*H0\7c<Fto82'5qk%2CF9#exQ[L|3>/u:T7(yM?V<?.1aO?dAH'MpBTmVn Ip>k|1n<Fbf*Q1s2{*6PpobM

2022-04-20 13:07:16 UTC 226 IN Data Raw: 8d 00 30 81 89 02 81 81 00 cd 4d 62 68 3d 9f 5b 4f 7d b2 2b 1b ae 55 af 4b 48 46 28 6e 33 e8 5c 22 d7 dd d8 
2c 67 d7 63 0e b5 8a 36 29 13 10 28 dd 45 ed ff 00 55 db fa ff 23 92 69 ad 61 03 e7 3a 04 98 9f 4e 89 fd 0a 1d 0e 50 88 
1b a9 78 ef 4f a0 90 ea 28 6d 43 3b 7c eb 35 01 53 ac 7b 6d ea 61 45 78 8d bb 91 5b 7f 98 66 50 af 69 60 85 79 cc c2 35 
b1 88 52 02 84 8b 90 76 7f 24 1a cf 2e b4 00 bd 6c 2d 6d ee b5 02 03 01 00 01 12 80 01 9a a3 91 dc 6d 10 04 8c cf 6e 69 
83 be 14 60 f5 b7 57 06 05 84 19 a6 52 d1 70 e4 62 bd 2b 89 10 ce 8a 2b b9 5c 6b b6 52 24 65 7e dd 8b 4a 5c 9d 26 63 
25 a7 64 ae 9d cf 4d c4 e8 6a a0 8b 56 bf 25 07 ad df 2b 31 46 b1 a4 03 be 44 03 85 83 96 58 5c 95 31 63 74 0b 3c 94 86 
b1 c4 02 1c 96 fa 45 06 42 df 2b c1 69 40 01 eb fe 38 f4 9c 
Data Ascii: 0Mbh=[O}+UKHF(n3\",gc6)(EU#ia:NPxO(mC;|5S{maEx[fPi`y5Rv$.l-mmni`WRpb++\kR$e~J\&c%dMjV%+1
FDX\1ct<EB+i@8
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2022-04-20 13:07:16 UTC 228 IN Data Raw: a7 9b 72 f3 3c ce 08 06 5e 7d 78 7e fb f1 fa df 70 f1 7f ee ae bf bc b8 bd bf bc fc b4 fe 04 8b 3b 2e cb cd aa 58 
57 a2 6a 15 40 46 b0 99 55 06 9e 99 69 25 32 27 d9 60 40 0f c3 54 2a 57 e8 61 24 24 d0 59 30 1d a0 d3 c5 2c ef b6 1e 
00 31 f7 64 d3 b3 96 91 0f 99 4e 45 d3 31 4b 63 4d 47 0d f6 3b ea d5 06 08 c9 60 85 f7 ca 04 25 25 9f d1 eb e0 30 31 ee 
e2 c8 60 5c 26 20 9b 40 82 ca bc 08 da b0 e5 57 6c c7 37 d9 13 d3 66 94 a2 02 c8 10 01 4a 8a 75 0a 02 4f 27 45 fc eb 39 
a8 70 74 38 02 1d ce 67 3f 7e f9 7c 7f 53 7c fe f1 fa f2 f2 b6 bc fb 49 0e 7e 16 5f 5f 17 57 1f ae ef ef be fd 2c bf 62 84 7f 9d 
4c 4f 86 e3 d1 3f f2 e9 37 ac 64 e8 09 9b c1 f6 4e c5 df d9 64 7c 3d 90 58 af d6 98 13 78 29 d7 57 e5 43 62 fe 97 8a 29 d1 
c9 7a 84 dd 7d 2c 6f 7e 3f 71 df 50 bb c6 
Data Ascii: r<^}x~p;.XWj@FUi%2'`@T*Wa$$Y0,1dNE1KcMG;`%%01`\& @Wl7fJuO'E9pt8g?~|S|I~__W,bLO?7dNd|=Xx)
WCb)z},o~?qP

2022-04-20 13:07:16 UTC 229 IN Data Raw: 0a bc d8 f0 a7 fd f9 1d 53 75 85 47 b6 62 5b 97 15 31 5f ec 34 e8 4b 82 df 3b dd f5 26 a3 7f 47 af 7c 4f 33 bc 
69 98 32 ae b8 bf d7 fd c4 f6 f6 dd cd f5 fd ea 73 79 fb f1 fa fa 0e db dc 56 69 d7 74 4c 2d f0 51 c0 2e ca 67 19 00 85 20 ac
64 d1 02 96 dd 08 6b 75 1c 99 59 5b 6d c2 d8 10 64 d5 21 60 db 48 3b c1 17 9b 72 85 d9 7a 55 d3 94 b3 da 5b 88 6f ed 
83 75 3a 28 eb d8 8e 03 44 7d 1d 23 9d 94 a5 77 f7 49 08 6d 8c f6 c4 ac 17 7b 72 0d 3c 7d f7 e9 f9 f1 27 92 21 1e b7 99 
d9 71 66 8c c6 2c 6e 57 e2 42 8c 11 02 34 a3 9c 07 7d 66 c2 48 76 bb 52 52 ce b1 d1 ad 03 52 f6 f2 b8 bc 8f 6a 88 6d 14 
4c 7f d8 f0 8d bb ba 11 3c ff 12 a7 07 13 0c 5e c3 bf 50 cc a5 08 3d 9b a9 55 ce fa 74 f5 a1 96 a3 d2 de 0c c5 64 d8 98 28 
0a a2 fb 4d 81 fe 42 95 98 ec c9 ee e4 85 b6 50 
Data Ascii: SuGb[1_4K;&G|O3i2syVitL-Q.g dkuY[md!`H;rzU[ou:(D}#wIm{r<}'!qf,nWB4}fHvRRRjmL<^P=Utd(MBP

2022-04-20 13:07:16 UTC 230 IN Data Raw: a1 a3 e3 76 9c 26 87 3b e2 9e 47 db bf 69 0a 4c a8 7a 35 e0 b4 32 78 98 5f f0 c0 fe bf 7b 6e 0d 7a 41 c1 15 1a 
87 ac ed aa c2 65 ab 73 76 7b 28 59 ef 09 08 94 0f 15 ea ed f9 b8 9e b5 26 fe 56 14 e4 a7 82 b2 0f 86 9d 94 7e 3c 9c a1 
0a eb 03 a7 f1 38 22 a2 f5 35 e6 21 34 3d a9 cb cd 69 05 ec 3e 56 a7 a1 33 e1 bd f6 0a a2 05 c2 86 ed a8 fd 8e 3b 8d 4f 
df ce 8d 00 86 c8 e0 4e 48 3d 79 a7 f6 2c 3f 1a 0d 97 d3 c9 62 9e 4f 97 c3 a3 a3 d1 7c 34 19 0f 4f 97 87 93 b3 b3 7c 3c 9f 
ed aa 81 3b 9d 9f ca 59 1c 8d 26 cb bf 2f 86 a7 a3 f9 fb 5d 09 5c fd 4b 24 1c 0e c7 87 f9 e9 f2 d5 62 3e 9f 8c d3 39 a4 27 
d9 53 09 93 f1 1c 16 00 b3 c8 67 d5 9a 76 85 70 7d f2 44 c8 d1 e8 68 39 9e cc 97 f3 69 b2 0c ae c5 92 8c 3f ce f3 a3 57 
c3 c3 37 cb fc 6c 38 3a 5d 1e 8f f2 d3 a3 5d 41 
Data Ascii: v&;GiLz52x_{nzAesv{(Y&V~<8"5!4=i>V3;ONH=y,?bO|4O|<;Y&/]\K$b>9'Sgvp}Dh9i?W7l8:]]A

2022-04-20 13:07:16 UTC 231 IN Data Raw: 5d 70 65 ad 16 4c 73 b3 f3 a4 f7 79 e7 fd f2 e6 66 f1 7a 09 df 77 5e 7d 62 85 5a d4 9f a2 f9 54 b6 f9 14 cd 27 
df b9 fb b9 b7 c3 05 97 4e 1b 67 85 11 d2 1a ed 04 a3 a8 08 e9 69 f5 9a 3f ba f9 2c 9a 7f 84 69 fe 51 f5 a7 74 cd 15 db 5d 
97 bc fb 2e 16 c9 00 bf 2c 7c 25 2c d7 f5 d0 aa 9b e9 c4 99 ff 51 0f 2d a7 21 2e 0b 74 c3 73 28 fd 02 79 0f 2d 4d 75 4b 53 
12 11 6f be f3 cb 20 0c 10 43 61 0d f0 c6 24 77 cc 68 52 16 66 95 48 20 6e d0 ac 11 97 fe a7 e7 cd 15 2f 16 e1 b9 f4 b3 
2a 61 15 ec 61 01 13 5a 2e 0a 23 39 35 ad 94 88 a2 e9 ae b4 b2 c2 42 e4 48 94 97 dd 77 65 fd 84 5a 08 ae 58 61 a5 e4 
30 2d 93 9a 9c 30 f0 d6 ec a9 64 f5 a7 f6 02 27 38 34 68 80 c6 77 77 7b dd f4 41 19 bc 1c 88 55 fb 81 17 e8 ba 45 53 38 
a4 7b 81 92 43 ca 20 96 dd 0d e5 76 03 a3 9a 39 a6 
Data Ascii: ]peLsyfzw^}bZT'Ngi?,iQt].,|%,Q-!.ts(y-MuKSo Ca$whRfH n/*aaZ.#95BHweZXa0-0d'84hww{AUES8{C v9

2022-04-20 13:07:16 UTC 233 IN Data Raw: 04 c9 62 08 91 86 3b b3 8b a4 4d 19 09 2e 0a e0 e5 a0 bd cf 2b f3 36 90 3c d5 7e 62 27 09 c5 c1 5c c8 54 99 
d3 01 48 ef 23 03 72 71 56 89 38 c5 ce 33 48 36 17 d9 fd 62 43 86 be 9b 6a 30 21 d9 8b d5 5d 8f cb 54 5f a8 33 04 b2 4b 
ab 5f d8 13 04 7a c8 0e d9 79 0f dd 46 e2 6c 8d 5c d2 34 02 7b 58 ef 24 ae ac 98 8e ed 98 49 8b 2c 4d a2 a0 11 76 34 06 
6e 78 9b 22 21 a0 a2 10 2e 75 44 a9 9d 88 a1 ec ea fe 46 da 9e 75 a6 58 b6 b8 34 18 c9 39 53 90 0c 4c 3a ac 79 c8 5b 
8a d8 1e a3 9a e8 12 51 24 02 55 d6 b9 7b 9e 98 ff fe 85 96 8a d4 22 38 3b dd 2d 5a 49 5c 58 cd 09 3d 9a 22 da fe 02 2d 
2d 08 11 61 78 29 b0 94 58 5b ca 49 b6 eb 9b 38 a7 74 58 e4 21 c2 88 4b b4 59 58 fb a3 ed cf 3a 13 aa 0a 8e c6 9d 13 
96 b2 5c 9d 36 2a 64 02 61 2f 24 8f a4 15 57 56 32 c6 00 e6 43 
Data Ascii: b;M.+6<~b'\TH#rqV83H6bCj0!]T_3K_zyFl\4{X$I,Mv4nx"!.uDFuX49SL:y[Q$U{"8;-ZI\X="--ax)X[I8tX!KYX:\6*da
/$WV2C

2022-04-20 13:07:16 UTC 234 IN Data Raw: 14 8f f1 40 a4 13 6d 62 7c 8f 0a 70 79 f5 21 ed 4d a2 9a 86 ca 60 51 0e 16 dc db 86 ea 57 54 b2 33 dd ed 10 
05 d3 fe 54 da 2c 0c e2 f5 2c 49 24 77 e2 9c 6a 38 01 17 1d 38 21 4a 0b 7f a9 3f b3 9d 3c 83 2b 77 ce 14 4c f0 ba 3e 0e 
88 51 01 50 c8 5b 7e 1b 71 12 44 1b f3 de 7c c7 67 46 0c 07 7f 06 41 83 01 0c 07 67 c0 c0 db ac c1 36 1b dc fd 12 09 10 
87 e1 a8 b0 93 ed f2 e1 5c e7 2c 16 3c 2a da ec b6 cb b6 45 5d 73 ac d3 5d ae 18 7d c6 66 cd 5e ad 56 13 be 07 e8 ec 8a 
0d 5b c3 cf 6f 53 93 48 a5 b7 65 49 a2 0d 4a a0 97 12 20 ab 61 c6 d4 67 96 e0 0b 0d fb f0 49 75 02 e9 a5 67 d4 8d a9 cb 
24 9a 83 c6 2b ae 00 11 53 67 bb ee d5 31 45 95 6d e6 42 80 06 64 d0 51 0d e8 12 a5 3c 51 e2 77 b1 be ba be 1e 74 46 
4d c1 7b 3d c6 27 30 a3 cc 2d 6a e7 47 81 b5 e8 66 09 da 14 
Data Ascii: @mb|py!M`QWT3T,,I$wj88!J?<+wL>QP[~qD|gFAg6\,<*E]s]}f^V[oSHeIJ agIug$+Sg1EmBdQ<QwtFM{='0-jGf

2022-04-20 13:07:16 UTC 235 IN Data Raw: 99 22 f5 44 06 45 eb a0 1a 96 8d 7b 99 83 65 0f 89 e0 43 f5 44 29 42 0d 8d 4c 90 27 aa 7c 14 89 61 3f 85 5f 
e9 cb 1e a8 91 a3 e7 a9 8b 4f 1f 5e a6 46 8e cb da c1 12 7c 53 87 bc 29 02 99 e1 d4 43 ef b9 e1 8d a9 25 be 94 c8 29 b2 
04 a8 f8 40 9d 7b ca 12 98 cc c0 52 53 6f 48 65 e5 14 8d 06 0f 3d 9d 1d ce 47 e3 79 59 03 9b 54 1d d3 07 6b b2 84 6a fd 
1e 9d 96 29 10 26 de 73 95 25 72 50 f6 a7 33 88 55 35 e0 2b 09 af 9b 1e 5d cf 92 82 50 91 2a 35 f5 c0 7f 96 02 00 d7 df 
c0 fb 80 9d e6 82 17 f5 e6 09 8a 9c 8f 5f 6b fc 2a 71 b6 36 4f e7 60 5c 96 7f a4 c1 8c 7a 45 5b 9e 08 e5 9c 89 77 72 ac 21 
30 86 bd 4a 19 49 0f f6 e6 49 fc 56 8e 9f a7 80 80 a8 7e e7 49 64 22 04 f5 44 c2 1a 22 44 84 a0 0e b5 e5 29 78 68 92 86 
dd f4 8d 60 6b 68 4c 01 6f a6 2a 4b 9d ed cb 13 99 0d 
Data Ascii: "DE{eCD)BL'|a?_O^F|S)C%)@{RSoHe=GyYTkj)&s%rP3U5+]P*5_k*q6O`\zE[wr!0JIIV~Id"D"D)xh`khLo*K

2022-04-20 13:07:16 UTC 237 IN Data Raw: 4c 2f 89 a7 f4 5b ec 8e 1b 42 17 cb 7a 84 3d 53 ab 7d cf b7 d6 18 f6 40 e5 ba 13 57 f1 c4 19 89 b0 27 8e cf f9 
11 8f c3 06 a9 45 b0 c2 7b 65 82 92 92 0f 89 24 74 47 4f 58 44 2a c1 b8 42 80 e7 03 8f 5a 78 11 b4 61 a9 24 91 27 fe b7 
89 e5 7b 74 7a 8d bf 55 2a c0 fd 44 80 58 6e 9d 52 70 47 02 d8 be 9d 82 e8 fb 07 7d 90 fd 64 bc fb e5 d3 d7 eb f9 a7 dd 
ab cb cb 9b c5 ed 73 d9 f9 55 7c ab 1d b2 c0 9b a9 3f 35 8d 40 0d 8b 77 bf ca ad d7 44 47 b8 7f af c1 46 76 be 0d 47 47 
dd 41 ff ef e5 e8 ee ee 57 f5 e8 34 3b 58 fd 9b 35 21 4a 5c 36 6b 0b 42 ba b1 89 f9 dd d5 ed 87 c5 f5 cf e4 e8 7f 3b f7 91 
29 46 9e e6 b4 fd dd 5d 73 d2 c6 40 c8 17 12 6c 43 41 64 75 82 c7 96 39 64 5b 85 22 25 a4 ee f4 ce 7a 0d 3d 30 36 21 
01 a9 06 d0 9b a0 9d 56 bc ae 62 18 57 a0 68 c3 44 3e 
Data Ascii: L/[Bz=S}@W'E{e$tGOXD*BZxa$'{tzU*DXnRpG}dsU|?5@wDGFvGGAW4;X5!J\6kB;)F]s@lCAdu9d["%z=06!Vb
WhD>

2022-04-20 13:07:16 UTC 238 IN Data Raw: db 5a 13 33 68 68 d8 2c ef a9 59 b0 42 02 5e 33 41 18 2b 8c 28 b4 5d 69 df ab 87 12 44 a4 a8 aa 41 09 0f d7 
b9 50 08 61 1c 1b 09 55 ae bd 7e b1 c9 91 33 08 23 7e 91 64 e4 c9 a9 60 a8 96 cf 50 1b c2 4c e8 79 18 c6 6c 31 6b 1c 
13 a8 ca 88 51 d1 92 03 a3 29 15 aa 26 af c9 77 b8 d2 1d c6 6a 99 82 5b ac d6 3c 14 16 6f 5b 26 e0 b2 b2 ad 23 e9 2e cd 
35 18 8f 8d 33 a7 d4 3f 27 5a b3 3c 0e 22 a9 66 e0 ae 21 ed 58 19 a2 c2 26 f1 18 f7 f3 20 7b 0f 99 fb 58 31 d8 d1 76 f1 19 
5b 5b 3d b7 b1 e5 a8 c6 ed f5 d5 d7 f3 4f 8b 9b 0f 57 57 b7 cd c8 86 55 90 dd c5 36 be d5 4e 43 d2 a1 7c 51 00 52 0f c2 
ca f5 70 9d 66 96 28 65 68 83 5b a4 5e 58 5b 4d 37 d9 10 64 d5 c4 d8 a0 e1 96 ab db 7c ef c7 be ec 45 da de 82 db d3 
3e 58 a7 83 b2 2e d3 21 a1 63 1c cd 5e 16 f4 b0 d1 cf 6d 26 
Data Ascii: Z3hh,YB^3A+(]iDAPaU~3#~d`PLyl1kQ)&wj[<o[&#.53?'Z<"f!X& {X1v[[=OWWU6NC|QRpf(eh[^X[M7d|E>X
.!c^m&

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 239 IN Data Raw: d0 d5 75 d2 eb bd 97 da 89 c2 0a b3 a2 01 b4 45 86 98 cc c5 33 7e 69 0b 59 61 f5 61 e4 b6 fd 33 33 3f b7 ae 
c2 48 f8 e7 15 56 3c 78 90 0a 7c 7b ed 9c 0e c1 04 be aa 90 ab 4a 78 63 4d 30 85 91 c2 d7 85 52 f3 03 fc 7b 02 86 c9 b5 
e9 5c 64 0b 89 97 55 08 3f 98 a2 cf 63 1c 14 e4 85 14 5b 14 73 9b 20 d1 08 c1 4a 2b 8d 07 68 a2 b5 f6 45 01 66 b8 e2 69 
58 32 a2 d2 8a d2 6a e1 a5 0d 5a 04 e5 95 86 20 b0 aa 01 fe 50 27 f2 b0 97 d2 78 d0 cf 00 41 dc 49 69 85 a8 7c 0b db 8b 
51 f4 24 b1 dc 31 06 f3 85 70 d5 94 9c 00 75 87 7f da 19 5e f1 b0 c1 62 cc 87 fb b5 b8 98 9d e4 ac 71 6b db a7 c7 b8 a8 
b3 4d e1 b6 41 3d a1 ea cf 80 25 cb e0 61 7f c1 7b c7 77 ae 1e a1 8d b9 cd 4c 56 c3 9b 54 22 00 c2 70 15 20 b3 d5 63 b4 
bc dc f1 f0 a8 a0 12 48 8a 3d b8 14 43 b1 63 d6 d9 62 b3 
Data Ascii: uE3~iYaa33?HV<x|{JxcM0R{\dU?c[s J+hEfiX2jZ P'xAIi|Q$1pu^bqkMA=%a{wLVT"p cH=Ccb

2022-04-20 13:07:16 UTC 240 IN Data Raw: f7 05 c7 5d ea be 98 d7 69 b6 d7 8f cb 92 84 67 ae 84 df 5e 3f 1d 70 5b e0 9a b0 ed 8a b3 e1 f1 f4 84 ac e0 5e 
7e 7e 77 f7 6f 50 4b 07 08 62 6e ee ba 6a 12 00 00 a8 61 00 00 50 4b 03 04 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 
00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 62 6e 2f 03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 
00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f 6c 6f 63 61 6c 65 
73 2f 62 6e 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e cd 5c eb 6f db 48 92 ff 57 74 be f9 70 b3 c8 a3 df ec ce ed dc 40 b1 
68 47 1b 5b f2 ea 91 20 8b 01 04 4a 96 92 c1 66 e2 9c ed 60 81 0b f2 bf 5f 91 dd 8c 8a aa 6a 4b ce 78 b2 f3 c5 51 24 76 
b1 bb 1e bf 7a 92 9f 8f a4 90 3e 78 63 9d 34 de 5b 25 ac 
Data Ascii: ]ig^?p[^~~woPKbnjaPK*Q_locales/bn/PKPK)Q_locales/bn/messages.json\oHWtp@hG[ Jf`_jKxQ$vz>xc4[%

2022-04-20 13:07:16 UTC 242 IN Data Raw: b6 86 bb 02 5c 5a d8 b6 04 ad 31 6c 6c b9 27 63 4b e1 9b 41 ac 8f a7 8a 89 08 88 ca 15 00 96 f0 37 00 7f 42 
86 e9 49 87 b0 c7 dc 90 83 a5 ef 23 5d 03 5e 43 49 10 a9 0d 3a d4 26 c3 aa 44 27 65 c2 ac 5a a3 a8 2e 31 3a 09 d3 1a 
25 0c 6c 17 52 28 a1 35 f0 87 17 66 e2 44 5a e3 20 75 86 68 09 8e ea 40 b1 00 20 d8 35 9d a8 01 a1 4a 2b 99 86 98 11 
10 88 07 48 94 0a 50 2b c8 95 1c af ec be 93 df 27 14 f8 af 86 9a e0 25 df de f8 c7 67 ed 7d 6a c1 48 29 82 aa fd a6 e2 83
ff bd 21 32 cd a7 51 d2 95 92 71 ff 08 23 45 45 ae 45 f9 7e 4a 0a 14 86 d1 0d 41 a1 0d 02 15 cc 02 71 e0 6e 8e db b8 7e 
49 0a 0e ed 06 e2 af 9d 8d fb ad e9 27 b2 31 47 ad 88 59 26 fb 5e a2 cf eb fd ba 9d b2 fd 44 08 69 0b ce 88 53 06 c6 10 
7a 94 f3 5d dd 24 1a 2d 61 92 eb ea ce 6d 26 45 a3 1c 97 bb 
Data Ascii: \Z1ll'cKA7BI#]^CI:&D'eZ.1:%lR(5fDZ uh@ 5J+HP+'%g}jH)!2Qq#EEE~JAqn~I'1GY&^DiSz]$-am&E

2022-04-20 13:07:16 UTC 243 IN Data Raw: 6d 45 ed ad 53 42 42 2c a9 02 c4 45 2e f0 a3 ce 58 bc 34 c9 3f a8 3f 95 6f d0 c7 0e 2d 53 be a5 ad 20 54 a0 
6d 65 f6 63 3c 88 0b a0 aa 3a 14 a0 bb 5e 58 01 d9 e2 43 a2 24 60 da c9 79 bc 51 01 59 15 d8 46 5d bb 01 15 50 c1 f2 
23 9d c8 41 87 4b ac d9 f4 fb de f6 3f ed 6c 06 52 17 e4 e1 52 85 c4 86 ba c1 6f 25 58 29 64 77 5a 83 b1 de 3f d9 48 43 
62 0d e0 2b e0 1a 78 38 6f 00 e5 24 ab 00 7f fe 6a 0b 66 65 ae 79 81 3d d7 65 2e d5 c9 76 46 f2 59 6d c3 49 27 c0 c7 49 
08 0e 64 11 c0 90 c0 5d 10 4e a6 a4 fb 86 06 a2 07 16 22 51 d1 b5 b3 fc 01 1b 10 f7 ad 4e 77 a6 3e c9 94 10 d7 62 a0 c0 
ea 20 be a9 07 f3 21 61 f2 f5 e8 b5 d3 24 4e f8 4b ce 35 e2 a4 12 4d 2c a6 c1 15 67 ea 27 42 94 b1 1a 3c 37 a4 cd 99 41 
ca c3 4a 36 28 53 63 a2 ed 7d 29 d8 03 b4 58 11 4b bb e1 ef 
Data Ascii: mESBB,E.X4??o-S Tmec<:^XC$`yQYF]P#AK?lRRo%X)dwZ?HCb+x8o$jfey=e.vFYmI'Id]N"QNw>b !a$NK5M,
g'B<7AJ6(Sc})XK

2022-04-20 13:07:16 UTC 244 IN Data Raw: 82 3d 16 33 f4 94 a7 f6 a2 ec 0f ca c9 2e 0d ae 40 91 a7 71 31 19 9f 5f cc 08 7b 68 f7 20 4f 62 52 fe 7d 3e 9c 
94 84 35 5c 73 23 4f 65 f6 e6 a2 bc 43 dc 74 0a 81 90 3a 1f 4e 26 e3 c9 70 74 da ea ee 62 3a 7f 5e f3 08 be 22 6a cc 44 
cf 84 e0 a8 9c bd 1e 4f 5e 82 1e 9d 9c 94 93 5a 1d 5f 0f 4f 86 84 df 4c 02 9a 25 95 3b 20 f7 e6 ad 2c 91 69 ff bc 64 b7 c2 
8d 9d 64 a9 bc ae 65 b6 b8 38 26 ac a1 01 29 a5 31 de 5d c5 3d 28 4d 96 5d 4c 86 af fa c7 6f 16 83 fe ac bf 98 4f fb a7 25 
63 4e e4 31 64 42 66 5a e7 0d 3c b8 70 11 0a bf fe 6c 7c 4a e0 91 29 92 31 8b 67 f3 8b c5 ab e1 74 f8 7c d8 28 59 56 a4 
cc cb 8b 28 b5 f1 c9 ec 75 7f 92 d7 7c 2e d2 21 54 e6 a3 97 a3 f1 6b b2 96 ab 84 92 b5 af 86 83 32 8f f6 4c ac 9e a1 30 
3d 1f 8f 67 2f 46 e5 94 70 95 7b fb 18 21 f2 a6 
Data Ascii: =3.@q1_{h ObR}>5\s#OeCt:N&ptb:^"jDO^Z_OL%; ,idde8&)1]=(M]LoO%cN1dBfZ<pl|J)1gt|(YV(u|.!Tk
2L0=g/Fp{!

2022-04-20 13:07:16 UTC 246 IN Data Raw: 7a a6 e5 68 0e d9 f2 eb 3c ad ef db 97 2d d5 f0 1c 4b 45 f0 75 55 57 0d 97 4c 66 92 63 2b 1f e2 ba 88 15 c4 
ad 77 57 e4 f7 71 c4 ca 0a cb 4a 8f 5f cd e6 fe 74 be 1c 86 a3 f7 af d8 26 4d 22 b6 db a9 8b 3c 5f a7 71 93 17 97 b0 79 15 
8c fa cd 8b 6f 5b ab d9 c4 1f bd fa 51 fc bb f8 79 84 09 6d 52 16 c5 77 79 ba 8a 8b 52 cc 64 6b 25 fe 40 88 2b a4 16 9f d6 
2b 4d 2c 60 6b 4c 1e eb e2 f1 d3 f4 c8 0b c6 de 0b 52 0f e6 d1 e3 63 47 8c 96 9b bb c3 30 fd 74 c6 fe f1 b9 8e 55 55 fd e9 
ac dc b0 6c fb 07 53 ee 8a f8 f6 cd e7 a3 bb aa da 94 e7 67 67 65 bd d9 e4 45 75 ba 16 f1 39 8d f2 fb b3 68 17 d4 33 96 
95 bf c5 c5 99 ee 89 aa fd 7c a4 54 ac 58 c7 15 ec 97 37 29 cb fe f9 f9 68 eb 98 0f a2 44 29 2b 4b 3c 2c e2 5f eb a4 88 57 
af db 19 c1 30 5b bf 2e ef f2 df f0 f0 2f 55 
Data Ascii: zh<-KEuUWLfc+wWqJ_t&M"<_qyo[QymRwyRdk%@++M,`kLRcG0tUUlSggeEu9h3|TX7)hD)+K<,_W0[./U

2022-04-20 13:07:16 UTC 247 IN Data Raw: 9d a0 8c 1a 5b 87 33 2c 26 6b e1 3f 86 03 b0 23 5b d8 46 24 db 86 a4 49 d5 c3 8c 38 55 04 45 b5 85 20 36 80 
83 45 3b d1 3d 7a 02 ad 00 5a 91 30 60 79 cf 32 4c 97 04 69 76 98 03 08 d7 5e 51 0b 2f a0 7c d3 b0 4d 34 45 16 fa 22 c7 
b0 68 ac 9f 75 38 96 aa f3 be c9 35 41 2b 10 4d aa 69 93 ec 0b d2 43 30 42 32 71 84 01 81 ed 21 4c 5b 80 1c 9e b1 e6 04 
14 c0 4b 25 bf 81 f6 04 64 41 35 26 6d 14 5c cc 98 89 fc dd ee e8 1e 7e 09 84 38 8e ef 93 72 9f 38 76 49 76 c2 7f 96 75 
ca ab 1e c9 b7 df 32 f5 30 37 0e ad c7 02 fc 9e 3a a4 d3 ff a6 15 7a a1 d7 d9 4a 68 49 e4 5e 6e 65 fe 64 f7 52 15 79 8d 
a0 40 52 03 4a 45 17 63 e9 86 bd d5 d0 16 04 1d 80 4a 77 1d 74 be 00 1a 4b 23 f9 e9 0b 78 64 db 8c 46 16 5b 16 6f 66 
2d 0f fa 0b bc 4d c5 54 f0 f5 49 74 63 b9 e7 ca 65 bf 35 85 
Data Ascii: [3,&k?#[F$I8UE 6E;=zZ0`y2Liv^Q/|M4E"hu85A+MiC0B2q!L[K%dA5&m\~8r8vIvu207:zJhI^nedRy@RJEcJ
wtK#xdF[of-MTItce5

2022-04-20 13:07:16 UTC 248 IN Data Raw: fc 38 94 4c 65 0e f8 e1 47 75 20 bd dd 05 44 23 14 c5 e9 db 2a 2f 14 7e 66 00 d6 5d 61 86 c9 89 72 3d 19 9d 
28 a2 80 6e f3 08 9c 0a 98 5b 17 ec 1e cf 78 1d 8c fc 59 a3 e8 f9 3d 87 a3 ba ae e1 42 ca f2 43 26 2a 9d b7 ea 81 13 75 
e7 71 02 3d 65 d9 dd 14 f0 0b ae 55 13 a2 ab a0 1f fa cb e9 78 31 0f a6 4b bf df 0f e7 e1 78 e4 0f 97 bd f1 d5 55 30 9a cf 
0e 87 96 5d 5c 51 3f 8b 7e 38 5e 7e 58 f8 c3 70 fe e9 d0 83 0c ac 88 87 9e 3f ea 05 c3 e5 bb c5 7c 3e 1e d1 39 d0 7b 21 
ea 61 3c 9a 63 01 98 45 30 e3 6b 3a 74 22 6b c5 88 93 7e d8 5f 8e c6 f3 e5 7c 4a 96 21 d3 86 c4 7e 10 04 fd 77 7e ef fd 
32 b8 f2 c3 e1 72 10 06 c3 fe a1 23 d9 c1 7b b7 a3 c1 78 7a b5 ec 07 b3 de 34 9c 48 97 25 39 a7 e9 f6 76 19 f8 fd 60 7a 
e8 43 26 9e ba 7d 4c a6 e3 ab c9 9c 84 87 36 1c dd 2e 
Data Ascii: 8LeGu D#*/~f]ar=(n[xY=BC&*uq=eUx1KxU0]\Q?~8^~Xp?|>9{!a<cE0k:t"k~_|J!~w~2r#{xz4H%9v`zC&}L6.

2022-04-20 13:07:16 UTC 249 IN Data Raw: fa 1c 97 2a fc 35 25 9b 6d 96 47 f3 e2 19 9f 42 fc a8 3b 7a 44 b2 f2 ea ac fc 6a ff 26 d6 c1 0a 8e e7 3a 96 a3 
99 ba af b9 f6 e9 32 0f cf 11 97 e7 62 c9 86 5b b9 e2 ba 60 38 fb dd f6 f9 d7 1d 15 bf 73 e5 96 e1 59 d8 b8 03 bd 9e 6e 38 
ae a9 9f 6a ef c7 db 55 11 27 59 4e 36 f0 43 c8 c5 6c c3 d0 2d cd f1 4c 53 87 b0 66 da b2 18 5f 34 5a 27 cf d5 8a 24 a3 f0 
c0 6e 26 ec 89 e2 a4 41 1e 16 45 96 53 92 27 64 9d 26 62 f7 4b b2 5b 25 9b a2 21 96 b2 35 5f c3 5a 96 ab 6b 9e e1 f9 b6 
a7 b6 90 fb 95 cb 38 a6 e3 78 8e 6b 31 bf 59 be 65 ba 8e 24 43 d3 27 ba c8 5f f9 c2 d3 e0 68 c3 b5 1c db f3 2d db d5 5d 
29 12 ae e3 30 8b 72 f8 42 08 d8 9a e9 bb b6 86 73 31 34 43 33 3d c9 34 84 0e 5f 01 7b cc 36 e5 f9 3c 3d 93 d6 3c 4d 96 
74 1a 32 9f b2 cb a1 f6 6e 38 6a 0e 46 93 db 4e 
Data Ascii: *5%mGB;zDj&:2b[`8sYn8jU'YN6Cl-LSf_4Z'$n&AES'd&bK[%!5_Zk8xk1Ye$C'_h-])0rBs14C3=4_{6<=<Mt2
n8jFN

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 251 IN Data Raw: 31 15 47 cb 5a 00 41 49 c5 21 54 77 1d fa 97 c3 c2 d8 33 5b b4 40 e7 f3 ea 78 73 b2 80 1b e5 53 8b a3 c7 64 
93 c4 95 c1 59 2c a4 60 76 e9 dc 7d e4 72 13 38 a8 59 68 da 4c 50 13 40 26 58 01 d2 d3 94 28 7b 6b 3e 65 3b 55 18 86 
5c 4c 66 51 fe 9b d0 e4 a0 95 b1 4d 06 10 9a 61 9b 40 5f 59 d3 f6 91 b7 3f 96 81 52 84 de c7 72 3d 54 23 c7 d2 3d b9 bf 
48 b8 f9 38 ba 0d 5d 20 0d cb 74 56 e2 f6 e3 36 66 cd a5 70 0f d0 a1 81 34 df 88 5b 23 f8 8f fb 7f 41 9f b1 8f 2a ec f7 6d 
d3 51 ab 64 d9 28 51 1e fa 50 a3 ec 19 6d 4f ae 72 b5 c5 e3 cf b4 66 8c 41 a2 26 f8 86 69 a3 68 d9 be 26 af d7 e5 ab ec 
e8 86 08 56 50 60 9d 18 d8 95 26 bb 75 b2 5b 85 39 5b 08 04 35 4d e2 82 6d 70 75 90 78 7b af a0 8d 86 6b 5a be 8f ae 
d0 b6 51 65 e4 42 91 61 91 62 19 e5 94 87 15 da f0 dd a6 58 
Data Ascii: 1GZAI!Tw3[@xsSdY,`v}r8YhLP@&X({k>e;U\LfQMa@_Y?Rr=T#=H8] tV6fp4[#A*mQd(QPmOrfA&ih&VP`&u[9
[5Mmpux{kZQeBabX

2022-04-20 13:07:16 UTC 252 IN Data Raw: 35 23 bc 4a 3d ed 44 a7 85 28 af 62 99 ff c1 0f 25 4d 23 ef 57 a1 20 e5 0d 62 9c 5b e4 ea 7a 07 5d 36 fb fb 41 
2c 8f 5e de b0 0c 10 0e b0 2c 13 c0 2a b7 39 fb 38 d9 8f 05 aa 66 b1 86 3a 21 b2 40 1e 53 1a 2e 4f 1f 8f 96 68 51 94 2b 
b3 ac 61 3d 96 0e 13 0c 03 04 d5 90 48 c4 43 b8 5e b1 d9 f6 be 91 44 c7 cd e8 06 98 47 c9 88 35 df 93 64 aa d1 72 c9 f4 
b8 10 4a 87 ef fb 4e c9 58 2c cb d5 e5 bc 1e a5 f3 70 0f 70 df 5e cf 8a 15 64 c5 33 4b 10 f7 3c 50 29 47 73 d1 20 4a 79 df 
e7 48 5b 96 6b d1 5c 2e 4a cb 78 a2 9d 4e fd fe de 6a aa b0 ff ef 2b a7 e0 cb 26 c3 58 cf 74 c0 ad 7c cb 97 ca 99 8a e8 79
20 ac 20 c3 96 0e ba c3 b8 98 a5 ca 12 60 a8 38 3d fe 24 9c 2c c2 47 1a a3 10 9f a4 8f aa 99 f1 c0 3d d1 21 5b 3a 4a 2d 
ea ad 8b 88 39 5d e1 f0 c8 43 48 a0 a3 c3 5a a6 
Data Ascii: 5#J=D(b%M#W b[z]6A,^,*98f:!@S.OhQ+a=HC^DG5drJNX,pp^d3K<P)Gs JyH[k\.JxNj+&Xt|y  `8=$,G=![:J-
9]CHZ

2022-04-20 13:07:16 UTC 253 IN Data Raw: 52 48 8b 0e 40 6e 15 e5 67 9d 0a e9 51 67 74 1b 4c a4 c4 50 bc 04 7e 24 cc db 42 b4 2c 82 30 b4 9a 7d 86 
62 d2 0e 14 0f fc f7 5a 40 51 25 77 29 86 fe d5 fd fd e6 78 28 09 a8 5e 92 dd 0b dc 36 65 f8 52 bc 5b 5c dd 3f 0c 02 a9 3c 
ab c6 7b d5 fd e3 ae 6a 0b aa 31 78 25 71 df bb 1d df 49 12 aa ff 3a f3 f2 f2 1f 50 4b 07 08 df 97 26 53 40 10 00 00 5d 35 
00 00 50 4b 03 04 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 
73 2f 64 61 2f 03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 
00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 64 61 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e bd 
5a fb 6f db 46 12 fe 57 58 5f 7e 68 0b 5b e6 fb 11 34 57 30 
Data Ascii: RH@ngQgtLP~$B,0}bZ@Q%w)x(^6eR[\?<{j1x%qI:PK&S@]5PK*Q_locales/da/PKPK)Q_locales/da/messag
es.jsonZoFWX_~h[4W0

2022-04-20 13:07:16 UTC 254 IN Data Raw: 4d 53 3d 9d 2a 4e 17 3b 63 ef b9 5f 9d 80 5b 14 71 96 1e f3 1e 56 ff 42 74 24 db b2 3c 2a e3 87 e2 b1 28 d9 
86 95 7c 01 53 ba 00 e6 13 34 f6 a2 8c 93 04 e9 c4 f2 4a 92 2d a9 d5 c6 0f 94 59 05 e8 42 09 a2 11 af 79 8e 15 5b f6 85 
96 2a 45 b4 29 2b 2d 8b 18 e4 06 ac 22 2e 50 f5 49 b6 5a c6 09 85 1d 8b 09 52 77 69 bc 86 82 2c 2d d6 51 1a d1 13 da 
90 52 a3 20 1d 80 5c 5e 4e ec 01 d0 b4 63 40 19 18 9b 3c f2 ec e6 e6 ec 94 9a 1f 81 4b e5 4a c4 8b 0f b5 8f 65 90 c0 26 
1d a5 c7 52 58 d1 a4 99 02 62 b2 82 6e 1c 89 56 3f 1b 77 47 18 bf ad 68 07 14 a1 64 ef bf d4 8a e1 1c 6e 43 c4 cb 08 dc 
0c 2b 97 bb 74 4d 56 83 d3 28 e0 75 05 19 d2 18 9e 2b 90 28 b2 94 1a c7 be b5 4d 41 33 42 78 ae 11 84 f0 0b 53 e8 54 
39 19 b4 ac 37 5c c4 ab b2 59 4c a4 f0 b1 2c 61 f1 22 a6 f8 ef 
Data Ascii: MS=*N;c_[qVBt$<*(|S4J-YBy[*E)+-".PIZRwi,-QR \^Nc@<KJe&RXbnV?wGhdnC+tMV(u+(MA3BxST97\YL,a"

2022-04-20 13:07:16 UTC 256 IN Data Raw: 22 77 af f3 db 03 63 01 39 24 c2 0a 38 04 5d 14 2a 99 02 40 4c 87 ca ef 9e 25 65 bd 27 17 77 34 24 0c 6a 44 
05 46 23 06 2a c2 29 e1 3c 65 dd d9 c1 3b 8e 01 9e d1 42 21 cf 14 eb 9a 17 ec 51 8f 4e a3 d5 b5 89 e3 51 df c4 a8 2f 0e 
b9 1c 2b f7 d9 43 1b 6e be 70 89 57 08 fa e7 d0 0a d1 ee ff 92 55 34 e5 80 50 18 c0 61 47 75 1c 9a db f1 83 d8 25 92 3a 
fe e8 78 c0 b5 65 5e dd 8d 38 0e 51 19 4b 43 14 31 ca 00 c7 c5 3b 88 1e bc 43 6d 8a 07 32 cd d6 08 02 dd 51 d1 d4 09 
5c e7 a9 53 43 24 52 7e bd e3 e3 0d d8 21 20 91 55 f9 de 44 07 33 84 ab 1a 9a ad 03 73 31 f2 38 62 2b fb 3e 91 20 7e 
be 46 19 d0 80 2a d2 09 e5 c7 65 87 ad 8b 8e a2 1f 9b ca d9 f9 bf d1 57 21 c0 3b 30 d1 4a 8b fe f6 53 6d 0c c6 35 dd d4 
d1 5b 41 17 0c 80 97 c0 9a f9 1d 02 59 c2 5b 7f d1 64 0a 17 a7 
Data Ascii: "wc9$8]*@L%e'w4$jDF#*)<e;B!QNQ/+CnpWU4PaGu%:xe^8QKC1;Cm2Q\SC$R~! UD3s18b+> ~F*
eW!;0JSm5[AY[d

2022-04-20 13:07:16 UTC 257 IN Data Raw: de 9e b5 eb e9 8f 83 e0 1f 62 33 93 7d 59 db ae 44 06 ce 92 0f a8 de 50 30 46 ac c4 83 88 2f f5 da 55 fc 16 8c 
2f 44 42 20 b9 51 6a 57 d1 d2 21 64 2f 9e df 50 22 e9 10 b2 d7 41 ed 1a 2a 6a 22 b6 5d f1 93 dc 37 74 4c c1 37 c5 94 95 
bd cf 6a 57 32 1b dc f8 d3 ee b9 2c c9 64 af 16 64 8a 3e 0d 67 98 d0 07 93 1b 49 f9 48 be 22 db 53 71 ee 0f ce 40 5d e6 
e1 c0 47 d9 5c 0b 16 c8 2e 74 a5 e2 d7 a8 36 91 3a 49 be d1 90 48 d7 13 80 38 2a 8a af d5 24 d2 d3 70 7a 19 cc 85 c2 
90 7c 48 b9 27 5c 8d 85 18 59 6a c2 d0 f5 47 84 62 c2 09 24 ef 80 9f b5 80 a2 0a ee 92 dc 9c 37 eb 47 fe 6c 22 08 c8 be 
c3 7b 16 b8 f4 45 f8 92 7c 7c d8 ac 9f 04 81 d0 9e 65 37 70 cd fa d9 40 76 04 d9 5d 74 23 71 3d bc 9c 5d 09 12 b2 af cc 
9f 9e fe 03 50 4b 07 08 2d 94 f4 29 4e 0f 00 00 38 30 00 
Data Ascii: b3}YDP0F/U/DB QjW!d/P"A*j"]7tL7jW2,dd>gIH"Sq@]G\.t6:IH8*$pz|H'\YjGb$7Gl"{E||e7p@v]t#q=]PK-)N80

2022-04-20 13:07:16 UTC 258 IN Data Raw: fb 98 fe fd eb 9e e9 ba fe b7 8f d5 2e cd db 7f 52 0d 99 b0 fc e1 eb c9 ba ae 77 d5 a7 8f 1f ab fd 6e 57 94 f5 f9 
8a db e7 fc a1 d8 7e 7c 78 35 e4 c7 34 af 90 29 1f cd 80 e7 ec d7 13 ad 4e cb 15 ab 21 3f 9b 6f d2 fc f1 eb 49 ab 98 26 d1 
1e 36 69 55 e1 65 89 f0 ce 4a b6 38 6b 56 04 c1 7c 75 56 ad 8b 27 bc fc 53 5d ec ce ab fd 72 99 3d 64 d8 5c 9f b1 c5 3c 
7d 20 55 dc 04 c8 01 c7 73 4c 1b 73 7a 96 a9 7b ae 21 05 d8 2f fb aa 49 9c e7 4d 46 11 fe b9 d8 6e a1 2a 2d d9 a7 ff d4 
99 4a 5b 1b bf e5 0c b3 71 86 62 b1 4a 67 1c ba e0 ff d1 52 4e 60 58 7a e0 e8 be 6f da 81 69 18 12 60 84 f3 79 c9 60 a1 
bc 11 08 6c d7 d3 91 88 c8 5e cf d7 03 cb 3e 16 f8 4c b9 a4 85 39 41 94 90 31 03 48 e8 01 a0 cd 71 4d 13 32 12 ec 7e 1b 
c2 4e f1 65 0c 43 4d c6 a7 bb cd be 4c 37 a7 c5 
Data Ascii: .RwnW~|x54)N!?oI&6iUeJ8kV|uV'S]r=d\<} UsLsz{!/IMFn*-J[qbJgRN`Xzoi`y l̀^>L9A1HqM2~NeCML7

2022-04-20 13:07:16 UTC 259 IN Data Raw: e3 a6 9f b9 c6 d4 ec fc ad 75 f9 bf 74 28 ef b4 20 2d a9 55 d8 eb fd 0e e3 3f 6c 2a ea b2 d8 63 c7 20 b9 45 2d 
9a 0b c7 b4 dc 96 d5 3a a0 55 00 30 d3 f7 d0 99 02 79 1c 43 0a b5 f0 f1 99 ed 6a 70 9c 4d 23 e1 39 0e 35 99 4e 00 5e 84 
ca 2b 93 9c 31 5b 97 da ea 8d d0 5d f7 1a 49 f0 1a cc 87 f6 d7 45 f9 07 4f 90 9b d9 4b 9e 58 07 cd e5 9c 71 cf e4 5a 45 
e5 07 1e c3 16 a9 0b c9 b5 fb 9b 30 11 81 ed d8 b6 ae 63 51 20 5e d8 82 07 d6 26 d1 cb e6 b0 22 2c 6b 1e 05 af e9 b3 
ca e6 dc e9 3f 36 8a a0 2a f0 c1 7a 1c 80 08 c8 85 a4 a7 07 fc 7e 8d 19 d2 34 e6 2c 20 dd 2f b2 42 54 5e 62 9e fc 4c 64 
ab bd 1d 60 34 09 ba 87 fb 9b 84 17 25 ad 99 d5 45 93 69 83 c1 a1 9a 98 f4 24 d5 11 b1 7c 62 2e eb 74 03 a3 3c 3f 9d 03 
a4 f8 96 a6 a3 1b 6d 9d 8a c8 05 00 f0 b5 d5 ed 76 40 c6 
Data Ascii: ut( -U?l*c E-:U0yCjpM#95N^+1[]IEOKXqZE0cQ ^&",k?6*z~4, /BT^bLd`4%Ei$|b.t<?mv@

2022-04-20 13:07:16 UTC 260 IN Data Raw: 69 78 13 4f be 1c 6b 50 01 96 a4 e1 32 4c 2e a3 9b d9 c5 74 32 19 24 f2 1a e4 cb 1c 59 c3 20 99 60 03 58 45 
34 a6 3d 1d 2b 51 f5 6d 92 92 5e dc 9b 25 83 c9 6c 32 92 b6 a1 22 9a 92 7c 3f 8a 7a 17 e1 e5 e7 59 74 1b c6 37 b3 7e 1c 
dd f4 8e 15 a9 ce d3 bb 15 f5 07 a3 db 59 2f 1a 5f 8e e2 a1 72 5b 8a 03 9c 6e 6d d7 51 d8 8b 46 c7 3a 54 74 aa 5b c7 70 
34 b8 1d 4e 24 f3 c8 4d 4b b7 8a 51 f4 f3 34 1e 45 92 69 54 fd 52 b7 96 c9 97 61 f4 8e bb e5 53 06 49 d5 6d 3c 1a 0d 46 
71 72 d5 c6 ee 6c 3c bd 20 1b e1 27 29 8c 15 e5 50 52 98 44 93 fb c1 e8 33 e2 a8 df 8f 46 14 8e f7 71 3f 96 ec ad a0 37 
9d aa ba 36 a8 fa e6 a3 53 c9 38 bc 8d 94 4b 51 9d f2 74 6a b9 27 9f cd 86 97 92 69 e4 72 26 eb 18 1c 4b a9 6e ab 24 b1 
e1 28 be 0b 2f bf cc 7a e1 24 9c 4d c7 e1 55 a4 48 27 e9 
Data Ascii: ixOkP2L.t2$Y `XE4=+Qm^%l2"|?zYt7~Y/_r[nmQF:Tt[p4N$MKQ4EiTRaSIm<Fqrl< ')PRD3Fq?76S8KQtj'i
r&Kn$(/z$MUH'

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 262 IN Data Raw: 2a 9c 96 2c 53 97 db 07 26 72 43 27 b3 70 e4 58 17 0a 89 8a 88 78 71 59 b3 60 95 92 46 14 5e 6b 09 8c 08 
6d 79 16 90 0a 45 89 60 b1 3b f4 24 89 65 b1 42 2a 8d cf 57 23 9e d5 e3 cd 8a 80 c4 1d e5 16 b6 fb 8e ea a4 f1 36 ea 5d 
ae 91 58 56 f5 57 1f c7 ad 59 11 04 ec cd 38 29 bc f2 c1 fa 87 48 77 be ae a9 14 ba 28 7c e1 4c a5 3c 26 18 ed 0a d6 f8 
6a bd 5c 6d d7 37 4a 5f d3 ad 69 79 01 3a a8 9c 29 ac 0f c6 3a e9 58 d7 e0 3d 39 32 89 a5 d6 a9 d9 db 4a 3e 9e 88 8d 0f 
b1 b0 29 67 05 a8 b9 12 aa 22 c7 6e 7b 49 4e 54 6e d9 9e a3 33 6e 04 bd c2 ba 65 5a bf fb c5 64 8f de 5e 5f fd b1 5e ce 
6f 6e b1 56 20 8d 5d ac 3a 8f c6 93 ee 68 32 3b ed 0f 5e 3c 42 2a 52 a0 8d 4b 74 44 f5 71 e9 5a 06 9d 93 ab ab 37 ef d7 
9d e7 f0 94 47 e5 a0 57 53 f9 ad a1 39 3e ef 0e 1e fd 79 f3 
Data Ascii: *,S&rC'pXxqY`F^kmyE`;$eB*W#6]XVWY8)Hw(|L<&j\m7J_iy:):X=92J>)g"n{INTn3neZd^_^onV ]:h2;^<B
*RKtDqZ7GWS9>y

2022-04-20 13:07:16 UTC 263 IN Data Raw: a2 e3 e1 aa a4 f7 24 9b 04 62 63 20 90 a4 3f b8 a2 98 54 6b b1 aa e0 e7 d7 df a9 25 a7 e9 33 1b f8 be f9 07 
d9 4f dc 6b c6 d2 92 58 d0 28 7f 3b 14 c6 da 8d ab 72 94 44 de e5 38 54 9b 8c 8e 78 81 04 7f d9 ca 66 ea 1f 1f 18 7e 52 
a3 ae 8f 7e de 6e 65 54 12 4b 84 65 a9 57 99 e3 fa 73 02 4f c3 f6 09 8c 73 65 2c 2b e7 62 98 04 2c b1 81 43 9c a6 21 7c 
d2 60 d0 58 3c c4 51 3e fb dd 43 c6 f3 e5 24 42 83 22 86 6e b4 08 9d a8 06 2e 16 a3 be 01 76 c9 4d 18 62 b2 db 24 90 
63 81 21 fb 64 c2 f2 0a eb 12 4d 31 90 03 89 b1 2c c5 08 88 9b 54 a5 f6 3f b8 8c 54 52 9e be d1 2d 1d e6 7c 2c 95 70 b6 
9a 8b 33 e7 d0 c0 c4 58 79 45 14 b3 b5 64 c6 e7 7f 83 9f c4 a5 8b a4 b3 f4 15 ee 9a da 5d 54 0b 64 a9 f7 44 97 a4 33 e1 
08 53 f7 3a ec af f3 84 f7 38 ec e5 1c ed 7b 95 59 d6 64 a7 
Data Ascii: $bc ?Tk%3OkX(;rD8Txf~R~neTKeWsOse,+b,C!|`X<Q>C$B"n.vMb$c!dM1,T?TR-|,p3XyEd]TdD3S:8{Yd

2022-04-20 13:07:16 UTC 264 IN Data Raw: 09 f5 a7 19 ee 97 b5 f2 17 a6 ba 93 a3 8c d5 00 4b 6c 61 f9 31 d9 bd ba 38 df 54 63 6e 51 73 3c 6e b4 fe d9 
43 cc 54 3e 3f 6f 86 b9 b0 de 06 c0 ce 85 04 c0 08 11 1e 70 e3 9e 95 c4 c4 62 69 71 6c 9e 14 d5 b0 dc eb e7 16 d2 00 ae 
08 52 39 e5 ad 16 8c fe 6d a8 38 a4 5f d8 87 61 f7 94 2b 5a ee 35 7f 9a bb 84 95 58 27 ce f7 91 6b 4b 71 5f bd af 00 b9 
81 d3 3a 40 9a 00 6e ca 07 c1 2b 3b cd a4 71 36 48 83 f9 25 92 69 f2 ec a7 9b bd d4 17 58 b8 66 18 96 0d 9d 0f cb 0d 46 
e0 22 4e d2 52 a4 73 68 78 38 8a 0e e9 25 1e 2a 3b 65 75 0f e6 c1 93 03 5f 7b 83 ee 27 8c 5c 61 51 a3 aa 1d 53 ec 48 
42 46 d2 a5 6d 9d c3 49 80 01 76 8e a8 fa bb 4c 62 35 76 c9 08 de c7 c1 4e 5c b7 e0 e6 f4 1a 98 dd 0c 2f e4 d2 b8 64 60 
da 6e 39 4d 46 00 b1 dd 18 b2 f8 db 86 a5 be b6 17 90 2f f6 
Data Ascii: Kla18TcnQs<nCT>?opbiqlR9m8_a+Z5X'kKq_:@n+;q6H%iXfF"NRshx8%*;eu_{'\aQSHBFmIvLb5vN\/d`n9MF/

2022-04-20 13:07:16 UTC 265 IN Data Raw: 99 cd ce 8f 88 68 28 2e a7 34 86 bb ab b8 37 69 90 65 e7 a3 fe 45 f7 e8 d5 ac d7 9d 74 67 d3 71 f7 a4 64 cc 
89 bc ec 81 90 19 57 49 14 ef 5c 38 4c c4 af 3f 1d 9e 10 f7 c8 54 77 99 c5 93 e9 f9 ec a2 3f ee 3f eb 6f 94 2c 7b a4 cc 7b 
e8 28 b5 e1 f1 e4 65 77 94 d7 7c 0e 61 11 2a d3 c1 8b c1 f0 25 59 cb 15 ec c9 da 8b 7e af cc 7b 7b 26 ad c8 50 18 9f 0d 
87 93 e7 83 72 4c a4 ca bd e5 91 10 79 55 d2 60 c5 bc c1 67 b3 6e 7c 32 3b 06 87 0c da 3b 19 42 ac 19 13 f7 c5 dd 38 6a
56 82 a4 c0 db f4 ca 41 9f 7a 2c ee f2 59 ba 6e d2 3f 2b 81 61 62 78 cc 10 50 b3 f0 6c 13 cd 06 e5 d1 24 72 4d e4 c3 bc 
82 12 2d fe e2 21 eb b8 dc 3d 3a 2a cf 27 dd 67 a7 c4 76 b8 69 ae 3c 9d 93 e1 90 70 c2 65 a1 79 0a e7 e5 e8 18 76 45 
b6 c3 bc 30 b2 85 c8 70 48 22 18 53 64 c8 13 98 0e fa 00 
Data Ascii: h(.47ieEtgqdWI\8L?Tw??o,{{(ew|a*%Y~{{&PrLyU`gn|2;;B8jVAz,Yn?+abxPl$rM-!=:*'gvi<peyvE0pH"Sd

2022-04-20 13:07:16 UTC 267 IN Data Raw: 53 b0 bb f7 1f 8f 36 55 b5 2d df 9d 9e 96 bb ed 36 2f aa 93 b5 88 cf c9 32 bf 3f 5d 3e 47 f2 34 ce ca 07 56 9c 
ea 9e a8 b2 8f 47 4a 15 17 6b 56 c1 7e 71 9b c6 d9 a7 8f 47 ad 63 3e 89 b2 4c e3 b2 c4 8f 05 fb d7 2e 29 d8 ea 6d b3 22 
18 66 eb b7 e5 26 7f c0 8f 7f a9 f2 ed 49 b9 bb bb 4b 96 09 36 37 60 6c 75 1b 2f b9 2b 11 02 e4 b5 e5 58 ba 89 39 1d 43 
57 1d 5b 23 09 e6 af 56 09 4f ec 38 55 b0 de 7b 38 29 df fd e9 53 94 06 59 fb a3 53 d0 9b 53 90 ac 52 7a 0a fb b1 ff 1f 86 
c8 f2 34 43 f5 2c d5 75 75 d3 d3 35 8d 56 7f 9c 2d 59 da 8c f6 4c db 51 51 7e a8 59 c7 55 3d c3 3c 1c 3d 3a f5 eb a1 ba 
87 81 aa 07 3c b2 6c 5d c7 50 02 90 5f 26 88 4d d8 0b 11 9c 68 76 ac 6c d3 5d 11 a7 c7 40 cc bb 92 55 ef b4 f7 aa f2 e5 
22 ce d6 f9 ae 7a 7a af 3d 7f 56 1e 92 6a a3 7c 19 
Data Ascii: S6U-6/2?]>G4VGJkV~qGc>L.)m"f&IK67`lu/+X9CW[#VO8U{8)SYSSRz4C,uu5V-YLQQ~YU=<=:<l]P_&Mhvl]@
U"zz=Vj|

2022-04-20 13:07:16 UTC 268 IN Data Raw: 8a 9e f9 39 b5 e2 a6 49 ab 51 15 f9 f1 53 e3 0f 1e 3d 17 42 c0 42 e9 83 7a 89 3b 9e 78 7b e4 1a ef 56 49 ce 
93 90 57 7f 73 00 a8 38 b1 ea 84 e3 d7 0b 14 5b e8 30 55 c3 84 64 01 20 eb fc 13 81 62 b1 d6 26 39 4e e7 d3 4b 05 9a 
a7 5e e7 b2 9e b6 5d 25 84 07 a4 01 2a 1e d2 00 2a c8 23 22 98 eb 2d cc 7e 0b 3c 16 2c fd 1d 2a 44 34 22 2b b6 fa be 
76 62 a3 65 d2 d0 a7 61 cb ae 6a a9 00 cf ee 13 c7 21 0e 86 b5 99 03 54 44 80 38 93 60 0f ba 67 91 5d 8c 97 58 6d dd fc 
cc aa 1d 24 41 4d 05 d0 4b 10 61 96 86 08 03 54 41 09 26 55 94 79 de 8e 45 4e a1 27 07 86 bb ae 89 43 d6 c8 0e 5f a3 0
d 7e 18 b5 62 04 24 08 87 b6 8a 94 83 a2 85 58 f3 10 30 24 0d 71 38 07 16 20 45 1a 64 2f f9 a1 ae f9 3d 48 86 f3 bc 7d 1
4 59 d8 80 cf a4 61 fa 09 67 fa c7 76 02 d7 e6 f7 24 c0 42 97 df 
Data Ascii: 9IQS=BBz;x{VIWs8[0Ud b&9NK^]%**#"-~<,*D4"+vbeaj!TD8`g]Xm$AMKaTA&UyEN'C_~b$X0$q8 Ed/=H}Ya
gv$B

2022-04-20 13:07:16 UTC 269 IN Data Raw: b3 f0 2c 14 49 d6 79 a4 92 27 e0 d4 db 78 10 5d fb d3 ee cc 97 31 15 f1 32 1f 7d 18 8d af 89 ad ac 99 21 b6 57 
61 3f e8 46 7b 89 08 e8 f0 30 1b 8e c7 d1 c5 28 98 91 a8 ca de 8c 20 4e 6e 02 4a 56 92 87 70 c2 6e 76 be 18 00 90 91 bd 
d1 18 5c 33 23 f0 25 bb e0 6e 2d 11 29 a0 4d 3f 18 85 14 b1 64 97 f0 5f db 45 e1 30 c0 82 49 e1 49 ae 61 5a c3 a1 60 b3 
51 d0 8b 9a 55 93 f8 48 de 00 d9 33 7e 46 c8 9a 97 fd 5e 2f 98 44 fe d9 25 a9 1d d9 45 55 b7 9f f3 f1 98 ac 44 a6 0f bb 3d 
4c 82 e9 00 bb 22 db 91 bc 56 f2 8a 93 f1 98 30 98 44 1e 77 3b 98 8f 42 48 85 cb cb f0 3c 94 c4 44 f6 c4 40 e6 ab 1f ce 
7a fe b4 cf 4f 6a 10 4e 87 be ac 14 65 8f 88 64 be 06 e1 28 10 f0 b2 40 65 8f 24 e4 23 bb 3d 91 39 12 3e 3a 48 5e d2 35 
ca 5c 8c 7c 2a bf e8 3b 04 32 cb f1 07 0a f1 f4 59 
Data Ascii: ,Iy'x]12}!Wa?F{0( NnJVpnv\3#%n-)M?d_E0IIaZ`QUH3~F^/D%EUD=L"V0Dw;BH<D@zOjNed(@e$#=9>:H^5\
|*;2Y

2022-04-20 13:07:16 UTC 271 IN Data Raw: 1a d2 69 cb 6a c8 af ee b2 24 ff e7 97 b3 4e 31 3d 44 5b a3 e0 2a fc 58 b2 5f 9a 14 05 f5 7d 6b 11 04 f3 ed f7 
d5 43 f1 2b 7e fc 53 5d ec 2f aa e6 fe 3e 5d 53 5d 8e 18 db dc 25 6b 52 c5 5d 80 cc 77 3c c7 b4 f1 4c cf 32 75 cf 35 a4 64 
1b c0 3c 4a ec b4 a8 b4 64 03 35 45 9e 64 ac 7a f7 5f 47 52 e9 68 e3 df 45 c2 6c 23 a1 b0 54 19 89 63 ff ff 3f ba c9 09 0c 
4b 0f 1c dd f7 4d 3b 30 0d 43 c2 88 41 92 af 81 ac 65 bb 3e b0 5d 4f 47 3d a2 8a 3d 5f 0f 2c fb 74 fd 78 7e 39 1e 88 c5 66 
80 a5 7a 00 fc 72 5c d3 c4 62 09 6d bf 4d e1 9f 78 10 c3 41 8b f9 f9 3e 6b ca 24 3b 2f ee ef 2b 56 bf 33 b4 1f f4 6f 1f 92 7c 
5b 34 f5 d3 0f 46 f7 91 80 4a fb 36 99 5d 85 e3 f8 1f d1 ec e9 e9 07 b3 ef 27 ed ab 56 d4 65 a2 ed 11 2d 04 f7 a9 a8 1f 58 
f9 ca e2 3f 77 2b 2b ad 6d 1d d5 d3 
Data Ascii: ij$N1=D[*X_}kC+~S]/>]S]%kR]w<L2u5d<Jd5Edz_GRhEl#Tc?KM;0CAe>]OG==_,tx~9fzr\bmMxA>k$;/+V3o|
[4FJ6]'Ve-X?w++m

2022-04-20 13:07:16 UTC 272 IN Data Raw: 42 ff 96 29 d3 08 d8 d1 f6 28 82 6c ed ed 87 96 2c 3a 16 98 12 1e 88 61 da 05 9f 00 fb 90 47 e3 01 32 48 1a 
56 77 69 85 3e 02 f2 af 7d 4a bf 1f a5 42 99 6d eb 3a 4c 01 79 83 dd 1e 98 9f 44 56 3b 34 16 a5 af d5 e9 be cd 82 e7 89 
88 b2 11 19 04 ff f1 cc 69 91 d9 b1 a1 3d f0 41 a8 1c 80 10 b8 8a a4 9a f7 dc a3 83 0c 28 a2 b2 d9 a5 75 c7 5e b4 a4 d9 
a4 c5 31 25 b9 68 75 bb 98 49 6d 70 3f f4 12 93 3e f5 76 91 d6 ee 43 d6 a2 11 2c 67 d7 9c ab dc 11 67 69 a9 69 67 33 e8 
1c 98 15 c0 07 cc 0a e4 32 90 c6 90 48 18 f6 92 b1 b0 fd 0b 56 f4 b6 64 dc 3f 68 ae 45 1b 35 17 03 ad 81 29 1a 4e f1 75 
47 07 ec f7 a6 88 f6 76 74 d3 4a 79 00 70 78 90 ba 24 36 69 06 8e b4 cd 9b e2 b1 63 57 54 74 78 2e 7a 25 ed 12 91 e7 
9c 51 28 0a 88 fd 3a 06 22 82 76 80 c6 67 4b 09 77 93 64 49 
Data Ascii: B)(l,:aG2HVwi>}JBm:LyDV;4i=A(u^1%huImp?>vC,ggiig32HVd?hE5)NuGvtJypx$6icWTtx.z%Q(:"vgKwdI

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 273 IN Data Raw: 54 27 f9 fd 8a 46 93 d9 cd 6a 18 cd 07 b3 78 aa dc 96 e2 68 a8 5f db 87 28 1c 46 b3 53 1d 2a fa d5 af 63 3a 9b
dc 4c 17 92 7b e4 49 a7 5f c5 2c fa 69 19 cf 22 c9 35 aa 19 ab 5f cb e2 f3 34 7a 25 dc f2 d1 84 a4 ea 26 9e cd 26 b3 78 7c 
d5 e5 ee 6a be 7c 4f 3e c2 bf a4 34 56 34 48 49 e1 38 5a 7c 9a cc 3e 22 8f 46 a3 68 46 e9 f8 29 1e c5 92 bf 15 cc a6 57 
55 df 06 55 2f 98 f4 2a 99 87 37 91 d2 14 d5 71 50 af 96 4f 14 b3 d5 74 20 b9 46 ee 6a b2 8e c9 a9 94 ea aa 4c 12 9b ce 
e2 db 70 f0 79 35 0c 17 e1 6a 39 0f af 22 45 39 49 b7 59 92 9a 39 51 0c 35 b8 a8 1a 88 5a fe 7a 72 25 c1 a3 62 be 50 08 
2f 96 d3 d5 6d 3c 8f df c7 3c c9 7a 43 aa 78 af 44 d6 36 19 2d 3e 85 b3 fe cc 57 f5 35 49 cb 72 fc 71 3c f9 24 c9 aa 26 38 
49 f6 36 1e 46 fd 68 af 60 11 3d 1a e6 37 93 c9 
Data Ascii: T'Fjxh_(FS*c:L{I_,i"5_4z%&&x|j|O>4V4HI8Z|>"FhF)WUU/*7qPOt FjLpy5j9"E9IY9Q5Zzr%bP/m<<zCxD6-
>W5Irq<$&8I6Fh`=7

2022-04-20 13:07:16 UTC 274 IN Data Raw: fd ae 5d 4b 35 3c c7 52 11 61 5d d5 55 c3 25 6b bb 66 99 b2 ae e6 c2 51 2a e9 8a 29 17 8b 6d ba e2 f7 08 7a 
ac bc 19 47 fe 28 9a de 84 fd eb 37 5b b6 44 70 8a 8c 67 ca 65 9a ce 13 ae 5c 61 dc 9b a0 df a9 7e ff d4 8c 1e 0f fd fe 9b 
9f cb 1f ca 8f 27 58 ca 26 61 f7 7c 91 26 33 be cd ca 35 34 66 e5 3f f7 e9 3a e7 eb 5c 2c e8 8d 56 2e bd 31 26 3f eb e5 cf 
cf cb 22 03 8c 83 01 52 0f e6 c9 d3 53 4b 74 a6 9b c5 71 80 7e 39 67 ff f8 56 70 55 55 7f 39 cf 36 6c dd fc c3 94 c5 96 3f 
7c fc 76 b2 c8 f3 4d f6 e1 fc 3c 2b 36 9b 74 9b 9f cd cb d8 9c dd a7 ab f3 fb 7d 24 cf d9 3a fb 9d 6f cf 75 af ac cf 6f 27 4a 
ce b6 73 9e c3 7e 7a 87 bc 58 7e 3b 69 1c 8b 49 94 fb 84 65 19 7e dc f2 7f 15 f1 96 cf de d7 2b 82 e1 7a fe 3e 5b a4 bf 
e3 c7 9f f2 74 73 96 15 0f 0f f1 7d 8c cd 
Data Ascii: ]K5<Ra]U%kfQ*)mzG(7[Dpge\a~'X&a|&354f?:\,V.1&?"RSKtq~9gVpUU96l?|vM<+6t}$:ouo'Js~zX~;iIe~+z>[ts}

2022-04-20 13:07:16 UTC 276 IN Data Raw: 53 8f 35 c4 1d 56 d0 ac 44 b2 14 cb 43 38 b8 00 59 2e 0a a2 1e b2 2e 04 8a 00 cd ae 0b 24 38 f4 41 ce 1b ac 
2e 93 88 8b a4 c7 54 69 5e c1 57 a2 b0 bb f8 b4 2e 65 a1 e6 b0 1c fe a2 dd c0 ef 4b 60 0b a6 7e 6e 31 ce fe 9b 56 e2 95 
5e a1 d1 a1 92 98 bd de 0a fc 45 f5 8f 24 2e 00 e3 d0 a5 69 5e 75 01 96 6e d8 8d 10 b5 a0 7f 00 46 ba eb a0 85 04 98 58 
1a 49 c5 11 5b 14 a0 98 5d 3d de b1 2c d1 0a 5a 1e 84 0b c8 92 4a 91 71 51 6c f9 a6 c6 63 56 eb 10 e8 af ab 4e ed 01 
22 04 b3 a2 5b b5 c1 d9 20 77 92 23 fe 76 27 8a f4 f1 b0 1f 54 d2 35 2a 61 05 6c fc 12 77 e3 f7 4d 4b 3f af d5 8a 65 9a aa 
8a 95 41 23 61 17 0e b4 15 91 82 bd 38 ab 32 e6 e1 be fa bb 89 5f 60 7c 83 b9 35 6b 7f aa fd c2 b3 e7 42 b4 58 40 15 68 
04 e2 f6 10 ae f8 4b da 86 88 8c ab 7c cd 4a c6 86 95 00 
Data Ascii: S5VDC8Y..$8A.Ti^W.eK`~n1V^E$.i^unFXI[]=,ZJqQlcVN"[ w#v'T5*alwMK?eA#a82_`|5kBX@hK|J

2022-04-20 13:07:16 UTC 277 IN Data Raw: 83 0c ab 88 87 0b bf 7f 11 dc 4c 3f 4f a2 68 d0 a7 6b a0 cf 29 a8 87 41 3f c2 06 b0 8a 60 2c f6 74 ec 44 d6 e2 
10 27 9d b0 33 ed 0f a2 69 34 22 db 90 69 3a 62 df 0d 82 ce 67 ff e2 7a 1a f4 fc f0 66 da 0d 83 9b ce b1 23 d9 35 71 bb 
a3 ee 60 d4 9b 76 82 f1 c5 28 1c 4a b7 25 b9 ec 68 f7 76 15 f8 9d 60 74 ec 43 a6 90 da 7d 0c 47 83 de 30 22 e1 a1 dd 41 
bb 8b 51 f0 db 24 1c 05 24 34 b2 be a4 dd 4b f4 75 18 bc 72 dc b4 15 27 ae 7a e1 68 34 18 85 fd cb 26 77 a7 e3 c9 67 11 
23 7c 45 d2 58 c2 85 c4 61 3f 88 be 0c 46 d7 c8 a3 6e 37 18 89 74 fc 12 76 43 12 6f 89 6e 69 75 d5 b6 41 d9 cb 0b ad 4e 
c6 7e 2f 90 2e 45 76 0f d2 ea e5 8b 38 b3 e9 f0 82 84 86 b2 18 f5 31 38 b6 92 3d 82 21 66 c3 51 78 eb 5f 7c 9d 76 fc c8 9f 
4e c6 fe 65 20 29 27 f2 e4 84 b8 19 0b 49 21 07 17 
Data Ascii: L?Ohk)A?`,tD'3i4"i:bgzf#5q`v(J%hv`tC}G0"AQ$$4Kur'zh4&wg#|EXa?Fn7tvConiuAN~/.Ev818=!fQx_|vNe )'I!

2022-04-20 13:07:16 UTC 278 IN Data Raw: b0 28 5a 1d e8 75 17 c2 7a fc 24 85 ff dd 4f a2 85 e0 8a 15 56 4a 0e 53 31 a9 c9 49 04 e6 b8 46 53 29 24 96 
b0 12 81 45 88 34 c0 2f ab d5 e8 63 ff 5b f3 4d 62 3e f9 ff df 22 3e 85 bd 25 ca d6 ea 84 41 0a b4 ec 44 df 32 a3 b7 29 cf 
96 19 c7 81 03 9a 39 a6 6a 72 9c 59 61 9d b6 fb b2 d9 8f 2f 64 51 d8 c2 a8 5a 2b 94 53 d2 14 e4 78 87 b9 86 8d d4 32 50 
28 61 54 a1 ad 53 da 70 43 ba 08 85 b4 d6 9b 57 b4 bf 20 94 a0 45 81 b0 66 d2 19 cd 40 4f 05 13 4c 5a 62 63 a0 ef 7e 0c 
b2 d8 60 78 a9 51 60 2b 8a 55 2d d8 fe e0 fd dd ed 6f ab eb e5 fd 83 97 cc 0a dd 7f 43 98 f6 4d 50 8f 27 d3 59 7f 32 5b 9c 
57 a3 97 4f 52 85 42 0e 2f f8 1d d3 3b bb bd 7d f7 71 d5 7b 01 d3 3d 29 47 c3 64 a8 40 6a 1f 2f d2 db 72 3b e5 f4 b2 3f 7a 
f2 e7 86 44 f3 ef 11 30 ee f3 c7 e5 f5 ea fd ed 
Data Ascii: (Zuz$OVJS1IFS)$E4/c[Mb>">%AD2)9jrYa/dQZ+Sx2P(aTSpCW Ef@OLZbc~`xQ`+U-oCMP'Y2[WORB/;}q{=)G
d@j/r;?zD0

2022-04-20 13:07:16 UTC 279 IN Data Raw: f5 ad 56 9c b0 38 5a 1c 2a b1 b5 36 b9 97 e0 62 95 0c d5 13 7a 78 ae ca d3 3a 18 0c c9 0f 70 4c 44 9d 37 ef 
ab 76 38 10 24 59 89 78 44 78 ac d8 98 56 c8 36 62 30 81 38 72 80 e7 89 ab c4 1e 46 2b ae ac 84 4c 1e e0 3d 64 cf 00 
b8 e4 8e 7a de 9a ef 19 55 8c 44 f8 cd dc 47 3e a7 de 4e 0c 5d 24 f6 26 39 bb 0f 05 70 c5 e1 46 ab 65 0d 5e 99 d0 12 f2 
97 3c 80 c5 f1 24 32 0f 42 2e ad 2b f1 b3 08 48 4b ad 94 ca 58 c8 4c 61 c9 96 2c 08 b5 21 9f e6 5f 2b c3 14 b2 f8 a9 b0 e3 
cf b7 21 28 4f b0 a3 6e 1d 0c d4 a2 0d c7 82 db a7 64 1d 2e e3 ca 3d 76 0e c1 dd ef 92 5c 50 4a 0d 59 ae 75 90 89 35 fd 
0b 6d e9 04 3d 72 99 91 1b d8 2b 84 fc 6f 16 f8 eb 1a 1c 24 a2 4e 48 0d 39 b7 76 8c da 7b 9c fd ac bb 60 51 e5 25 9b 96 
7c eb ee 37 26 c3 fa 99 f8 47 cc f5 75 6b e7 07 f2 d0 81 
Data Ascii: V8Z*6bzx:pLD7v8$YxDxV6b08rF+L=dzUDG>N]$&9pFe^<$2B.+HKXLa,!_+!(Ond.=v\PJYu5m=r+o$NH9v{`Q%
|7&Guk

2022-04-20 13:07:16 UTC 281 IN Data Raw: cf 67 6d 11 d6 66 bd e7 5b 7d c3 ba 63 d6 65 cd 59 b0 8f ca 41 df 07 d1 ff 3e 55 a1 94 b7 7b 16 85 da 50 0b 
ca 2b 01 f8 1b 66 4c 7d 1a 0e fe 21 81 74 f4 a0 88 46 9e 81 4a 03 3c 61 53 17 aa 34 07 b3 50 5c 41 5e 41 9d 17 5c 57 63 
54 47 25 c8 61 b9 77 62 1f 09 2e 8d 69 84 63 c8 87 2e 9c a7 0b 3c 02 ef 1f 2f a1 88 fa 4a 41 dc d7 58 f4 39 67 12 8a 04 
c1 46 ac 80 1c 4f f2 42 00 ee 57 bc 30 54 ca fb 43 6a 57 54 b9 6a 7b 3c d4 dd 44 b8 c9 a2 b8 af 72 79 fb 09 77 bd ed ae 
47 e1 e9 a6 61 76 d1 5c be c1 f9 3b 8e 84 b8 90 8b cf ab b5 9d d8 e8 5c 9d ee 64 48 40 b2 1b 7d f0 1c 3f 05 41 99 c2 08 
25 0a 80 a5 5a 49 80 c5 f4 f1 e8 ff aa f8 70 78 15 1d 87 d9 5d 95 aa 74 05 cd ce ea e8 52 77 9d 38 6c 51 08 69 b5 a0 cb 
4b 18 87 44 d5 bc ed fe c0 32 5b d7 17 24 90 ad 0b be cc 
Data Ascii: gmf[}ceYA>U{P+fL}!tFJ<aS4P\A^A\WcTG%awb.ic.</JAX9gFOBW0TCjWTj{<DrywGav\;\dH@}?A%ZIpx]tRw
8lQiKD2[$

2022-04-20 13:07:16 UTC 282 IN Data Raw: a8 b7 80 50 e4 7c fc da e2 57 89 73 c3 79 3a a7 93 b2 fc 47 1a cc a8 37 ef e5 89 50 ce 99 78 33 ca 16 02 13 
90 55 ba 91 f4 9c 72 9e c4 df ca c9 cb 14 10 10 85 ea 3c 89 4c 84 a0 1e 0c d9 42 84 88 10 d4 d1 bb 3c 05 0f 4d d2 b0 9b 
be 68 6d 0b 8d 19 e0 cd 54 65 a9 b3 87 79 22 f3 d1 ab fe 6c f0 82 52 32 ea c4 0e 45 e8 f5 78 0e 19 fa 68 fa 8a 30 1f e2 85
29 88 c4 8b fe e8 0c a0 cb a2 1a f5 c1 6c ae 92 15 50 cd 4e 72 f8 15 58 5b 0a 9d 88 a7 da 88 d1 21 03 48 53 c5 f4 cc 20 
31 7a 56 cd ce cb 45 62 18 c4 db 9c d0 60 9f 16 42 ca 12 00 c3 a0 7f 59 7b b1 64 07 c4 e1 ef 35 15 80 a8 09 bb 88 a6 73 
7b ff 65 7f 3e 4d 06 50 6f 87 59 0f 38 ef a7 ee 8b 78 9b 4f 7b ff b4 2c 93 f0 4c 55 83 db fb e7 23 6a 0b 54 b7 ac 1d 71 35 
3e 9f 5f 24 23 a8 97 03 3e 3e fe 07 50 4b 07 08 44 
Data Ascii: P|Wsy:G7Px3Ur<LB<MhmTey"lR2Exh0)lPNrX[!HS 1zVEb`BY{d5s{e>MPoY8xO{,LU#jTq5>_$#>>PKD

2022-04-20 13:07:16 UTC 283 IN Data Raw: 0d 15 36 e4 e9 9e 20 dc b8 88 05 bb 34 73 5e b3 25 2b f1 d7 82 f1 c0 e8 b6 f0 68 78 48 1b c7 b5 e0 51 43 84 
4c 82 e0 d1 8a 29 5b 2c 96 55 38 9c d4 66 06 38 52 e7 5e 1c 0f 93 f1 24 d3 ee 23 9d eb 67 4d a4 be ae 61 a1 96 67 78 
7c 03 69 50 e2 7c 11 ef 8a a3 b8 18 96 a9 ab 26 dc 83 99 55 c3 c0 0c c9 00 81 98 0a 7e 43 75 b9 f8 4f b7 11 40 cf 33 c8 
0a ee aa 27 4d 15 d4 e8 81 b0 1d 84 11 9c 6d d3 dd 19 8b e8 09 b2 5a 67 60 a9 2c cf a0 38 94 1f b6 0c cc 99 56 ac fb e3 
db c6 21 0f 82 a6 a9 9e ce 6b 55 a7 bc 5b b3 dd 05 d4 4a 0e 47 c9 b9 22 b4 cd ae 28 ea 21 9e ea ef 9b a7 38 2f e2 e5 aa 
fe 06 62 ac 2d ce 95 0e 22 7f c1 50 a8 75 f4 cf 95 75 9c f0 7d 84 1c 2a 94 bc cc 20 22 4a 4c 12 20 55 c0 3f 2f 9b 6d 02 57 
49 2a a2 89 ea 61 fc 2f 89 f2 98 b0 2f 29 5f 50 b2 58 b0 
Data Ascii: 6 4s^%+hxHQCL)[,U8f8R^$#gMagx|iP|&U~CuO@3'MmZg`,8V!kU[JG"(!8/b-"Puu}* "JL U?/mWI*a//)_PX

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 285 IN Data Raw: 0d ea 14 a0 43 32 06 7b 8b 32 41 5a 8a 66 cf b6 35 34 78 ae 07 61 a1 43 e0 a9 92 9d 39 88 0a 56 e4 59 0d 6c 
e8 c9 0d a8 3b c3 03 6c 22 b5 5c 4f a5 e7 af 6c c3 e5 7e fe 56 f9 b8 e0 79 9a e4 42 bb 83 19 eb 6e 26 e3 2d d1 8b 04 42 
ee 0a f4 b8 54 7c de 25 64 cb 98 3f 54 3f 0f 35 5d 35 51 2f 11 66 af a8 f7 08 53 c4 3c 29 b8 50 5e 55 a7 58 90 58 c0 53 be
59 c7 8d c3 91 f6 c2 5f b0 c2 aa 17 63 9b 0a f8 8e b5 bc 00 63 a2 8c c4 cf 69 8c c0 f0 16 47 a4 ba 07 b5 03 01 ca 85 32 
70 13 92 94 36 c2 55 01 3d 1e 01 83 a3 21 55 50 24 2a 70 1d db a0 62 23 69 cb bd d9 64 5c a3 40 60 9d a3 51 38 e9 34 
2a 79 d2 9c bd 60 ed 6b 36 2f ca b2 71 ee da 5c 3a 72 be d5 a0 a3 5e 39 83 10 4e 8f 55 48 85 ad e8 c0 b2 cd 13 2b f3 1a 
64 0f 5a e4 18 6e ff 3f aa 84 4e ff 1b 45 49 53 16 d8 0e 
Data Ascii: C2{2AZf54xaC9VYl;l"\Ol~VyBn&-BT|%d?T?5]5Q/fS<)P^UXXSY_cciG2p6U=!UP$*pb#id\@`Q84*y`k6/q\:
r^9NUH+dZn?NEIS

2022-04-20 13:07:16 UTC 286 IN Data Raw: 99 a1 b2 07 12 f2 91 1d 25 c9 1c 55 3e 5a 48 5e d2 cd ca 5c 0c 7c 2a bf e8 9b 3b 32 cb e8 8e 42 3c 7d 8d 41 
66 39 0a 38 c0 4a d6 2d bb 97 93 39 68 31 97 bd 5a d2 66 5e 95 1a c1 52 89 54 6f 75 20 e3 07 d9 41 7d ab 83 f1 14 95 
4a d1 50 d6 38 c9 7c 54 7a e8 fd f4 66 16 8d 66 01 17 36 34 1d e9 0d 75 ab 23 9e df d1 7d 40 85 b0 e4 ad d4 56 27 d7 81 
3f 99 82 ab b8 e0 0b 24 a8 4b ef 3d 5b 5d 81 2a 68 52 cb 5e d9 69 f5 00 e1 fa 2b d0 07 75 da 46 5e b2 b7 a9 64 ee 6a fe 
7a 05 57 25 d7 74 ed 7e ae 47 41 f0 4f 4a 66 b2 57 91 db 9d c8 c0 59 f2 5e d9 2b 0e 46 d8 2b ba 10 7a 59 d8 ee e2 d7 60 
74 47 05 81 e4 3c aa dd 45 0b 43 c8 2e b9 5f 71 22 61 08 d9 b5 52 bb 87 5a 9a 50 da a5 af 30 bf e2 63 02 bd 49 53 56 76 
3d d6 ee 64 3a f8 e0 4f 3a b7 b2 24 93 dd 4a c8 1c 7d 8c a6 
Data Ascii: %U>ZH^\|*;2B<}Af98J-9h1Zf^RTou A}JP8|Tzff64u#}@V'?$K=[]*hR^i+uF^djzW%t~GAOJfWY^+F+zY`tG<
EC._q"aRZP0cISVv=d:O:$J}

2022-04-20 13:07:16 UTC 287 IN Data Raw: fa 9e 3d 02 c8 be bd fa af 87 d5 c5 26 ca fe c8 7a 40 7d 2d f2 58 39 c0 34 81 85 aa 86 b8 ea 80 2c 5b 25 a0 3e 
e0 a9 b7 62 4a 47 e9 dd f4 2a 19 24 83 aa a1 0d 78 70 99 67 d8 86 4e fc 7b c5 b6 f1 8a ad 38 92 8f b3 f4 1f d1 5d 11 a7 
09 ff d7 8c 2d cf 7a 51 0e c4 dc 57 ba 5c b4 04 55 75 0c c3 81 2a dd 30 0c fd a5 ae 51 5a af d4 54 53 43 ff 70 3c b4 03 cd 
01 78 bf 5c 19 76 90 fc 0f 62 b5 81 24 70 6d 5b b7 5d 53 53 0d 15 32 74 35 6f 82 7b b6 42 db 13 c8 fa b9 4e bc 6e b7 5b 
ab 30 3c 64 85 e3 5a 50 a1 61 cf 26 c1 67 ff 00 c8 f8 26 2d 2a 31 03 0d 0e a9 84 ff 7b 78 ba 27 b3 53 44 a0 5a 6d 22 b7 
75 0d 7b b3 3c c3 e3 d1 20 fb c7 ae 58 99 57 3d c3 b0 4c 5d 35 a1 1a 2d 55 35 0c 58 47 94 8b 66 58 2f b6 41 09 00 a3 b0 
c7 86 c3 3c cf 20 be bd 12 2b 4d 15 cd cd 43 9f 75 
Data Ascii: =&z@}-X94,[%>bJG*$xpgN{8]-zQW\Uu*0QZTSCp<x\vb$pm[]SS2t5o{BNn[0<dZPa&g&-*1{x'SDZm"u{< XW=
L]5-U5XGfX/A< +MCu

2022-04-20 13:07:16 UTC 288 IN Data Raw: b4 4c 39 17 e5 ad 87 67 59 2d 84 7c d4 61 2e aa ca 35 91 1d 1a 71 c3 21 82 9c 52 7f b3 c7 09 ad b6 8a 6c c5 
78 00 96 eb c1 b5 48 39 7a 0e d6 50 46 4e c9 90 0f 75 87 c9 15 71 fe b5 c7 1f d0 be 6d bc e3 bf 8d 8f 79 cd b8 e2 35 2f 
a9 82 8d ba e4 67 5a 80 66 97 9f 11 d9 06 a9 94 9f 94 2b 71 cc 26 f8 64 dd 67 6c 93 1f ee e9 a6 85 f6 8e 84 b0 e8 30 cb 
3b 1e 07 d5 07 b0 d8 3a 53 9f 43 f3 f7 9e fe a9 c9 df 6f f8 b7 2d d7 f2 00 65 b6 06 fc 40 01 02 46 da 0b 5e 34 df 4a cc d6 
30 49 b9 1e b8 80 0e 06 a6 4a 82 d3 1c a7 ae c1 e7 ca 4d 5c 71 8b 34 cd ea 33 04 cc b6 06 38 98 e1 01 0f 91 5d ae a7 
92 40 7d 60 4b 5e ab 1d 85 b7 d4 4e 94 b0 65 4d 4e 57 51 c1 b6 0f 6c 95 56 29 b7 65 1d 14 f2 df 9e 28 ed 8e 7f b7 ab 19 
4d 53 e7 b9 18 cc 97 87 da e7 48 92 d6 b3 3a 47 a5 28 c9 
Data Ascii: L9gY-|a.5q!RlxH9zPFNuqmy5/gZf+q&dgl0;:SCo-e@F^4J0IJM\q438]@}`K^NeMNWQlV)e(MSH:G(

2022-04-20 13:07:16 UTC 290 IN Data Raw: 43 8a 58 b2 eb 91 e7 72 b3 70 10 c0 60 52 78 92 53 a7 46 70 20 ba d9 30 38 9f d5 56 13 ff 48 5e 40 3a 12 3e 
20 64 d5 97 fd f3 f3 60 3c f3 3f 5c 93 da 91 9d d5 b5 eb b9 18 8d 88 25 32 7a d9 ae 61 1c 4c fa d8 15 d9 8e e4 a5 a6 57 
94 8c 46 a4 83 49 38 77 bb 82 f9 30 04 55 b8 be 0e 2f 42 89 4f 64 17 36 32 5d bd 70 7a ee 4f 7a 3c 52 fd 70 32 f0 65 a5 
28 bb bc 93 e9 ea 87 c3 40 c0 cb 02 95 3d 94 34 1f d9 d9 8f 4c 91 d0 d1 d2 e4 25 33 aa 4c c5 d0 a7 f4 8b be bc 22 93 1c 
5d 51 88 a7 d7 fd 32 c9 49 c0 01 56 
Data Ascii: CXrp`RxSFp 08VH^@:> d`<?\%2zaLWFI8w0U/BOd62]pzOz<Rp2e(@=4L%3L"]Q2IV

2022-04-20 13:07:16 UTC 290 IN Data Raw: b2 6f d9 1d 98 4c 41 8b b8 ec 95 8b 36 71 51 6a 04 4b 25 d4 bc 55 81 ac 3f c8 ce d8 5b 15 4c e7 a8 54 8a 86 
b2 59 49 a6 43 f0 a1 0f f3 8b c5 68 b2 08 38 b1 a1 e9 48 af 7f 5b 15 f1 fc 1e dd 04 94 08 4b 5e ba 6c 55 d2 0f fc d9 1c bd 
8a 13 be 40 82 ba f4 22 b2 55 15 5a 05 4d 6a d9 9b 2d ad 1a 40 5c 7f 01 fa a0 4e db 9a 97 ec 35 22 99 ba aa 7f bd 82 ab 
92 4b b2 76 3d fd 49 10 fc 46 9b 99 ec 05 dc 76 25 32 70 96 bc 49 f5 8a 82 09 62 45 37 42 2f ed da 55 fc 12 4c ae 28 21 
90 1c 39 b5 ab 68 e9 10 b2 5b e7 57 94 48 3a 84 ec 6a a8 5d 43 45 4d 68 db a5 af ea be a2 63 06 be 49 53 56 76 c3 d5 
ae 64 3e bc f5 67 e7 97 b2 24 93 dd 28 c8 14 7d 1c cd 31 a1 0f a7 b7 92 f2 91 bc 4f 76 a4 e2 d2 1f 5e 80 ba 2c c2 a1 8f 
b2 b9 21 16 c8 8e 72 a5 e2 37 a8 36 4a 9d 24 ef 64 48 a4 
Data Ascii: oLA6qQjK%U?[LTYICh8H[K^lU@"UZMj-@\N5"Kv=IFv%2pIbE7B/UL(!9h[WH:j]CEMhcISVvd>g$(}1Ov^,!r76
J$dH

2022-04-20 13:07:16 UTC 291 IN Data Raw: f1 91 87 c4 b6 01 97 ba 81 34 9b 40 35 57 97 68 e1 2d 1d ae 7d 6a 4c dd b0 b4 e1 dd 90 9b a1 3c 74 03 5c 12 
20 8e 81 e5 5a a6 14 f4 9f 9b 24 3b e3 02 d0 da df 05 bb 7c 57 27 c0 b8 ba 26 5a d1 68 45 b9 4d f3 a4 26 4d f9 3d f7 ee 
83 62 74 dd b3 2c 0f ce 4d cb b2 cc 73 ef d3 26 15 43 0d dd 36 40 48 5e 00 5a 31 3c a0 fe f9 d0 31 a6 6c 4a 0e cb 16 aa 
c5 77 5d d3 f5 6d 43 b7 74 18 49 c3 a3 fc 58 a4 58 f0 f9 39 04 26 b9 c2 87 15 a0 7e 3c df 81 0f 03 81 b0 7b a0 5d 70 d4 
01 24 2e 66 b7 40 9b 26 75 e4 05 58 41 a0 58 2c 83 00 3e d8 c6 21 30 0d ec cf 09 ac 80 e6 49 0a c2 2c 69 5a cf 8e 6d 
ea 36 fc 82 a5 75 cb c2 ea 24 cf 13 f0 a7 18 eb 42 7e 00 6e b1 16 17 11 0b 02 4b 8a ee 7b 36 d2 d6 41 8b 01 08 db 43 d8 
c0 d9 ae 9c 87 70 8b e0 54 44 23 af f7 09 b8 eb bb 5d b2 69 
Data Ascii: 4@5Wh-}jL<t\ Z$;|W'&ZhEM&M=bt,Ms&C6@H^Z1<1lJw]mCtIXX9&~<{]p$.f@&uXAX,>!0I,iZm6u$B~nK{6AC
pTD#]i

2022-04-20 13:07:16 UTC 292 IN Data Raw: c3 66 e0 c8 37 77 d0 03 c9 b6 95 21 14 f7 12 f6 87 87 f8 17 f8 89 26 82 a9 1e ee 30 a0 22 dd 31 90 46 10 0d 
18 d6 96 ca f6 36 69 8e 49 5a b5 e3 51 dd 26 96 8e c3 e9 db a8 2a 43 8a cd 6f 60 e2 fc 32 61 39 2e 09 5f 5a d3 e1 30 d6 
73 f0 04 bb 3a 8e 03 9a 24 48 fd 00 69 40 05 4b 93 8d 2f b9 d0 e1 7e e1 45 30 5e c5 74 99 70 79 9f 12 7a 5e 58 b6 7e 83 
f4 a2 df 77 75 90 0b 24 a0 d7 87 20 08 9f 5e bb b9 96 74 3c ff c4 eb 67 fa 19 2c 98 d4 45 2a 1a 21 d7 a6 97 ab a6 ed 40 
b4 a0 a6 1c f9 3a e0 c4 cb 55 42 55 b3 c4 10 2d 4a d3 ea 27 f9 b6 2c f8 22 7f ff 7b 15 79 2b bf df b5 8a eb f8 4e 00 78 75 
0d a0 17 0e 3a 40 ec 7c e6 9f 28 74 24 29 ab 2a 26 60 84 8a e6 f6 ae 81 1e d4 0f 20 64 4c 48 4f 5d 91 c0 8e 9c 12 11 2f 
c9 7d 52 6e c5 4d 8d 1b 00 9d d1 d4 07 00 6a 54 a5 1f 
Data Ascii: f7w!&0"1F6iIZQ&*Co`2a9._Z0s:$Hi@K/~E0^tpyz^X~wu$ ^t<g,E*!@:UBU-J',"{y+Nxu:@|(t$)*&` dLHO]/}RnMjT

2022-04-20 13:07:16 UTC 294 IN Data Raw: ed c7 d3 1b 09 1e 15 ad 8b c2 78 b9 9a ad ef e2 45 fc 36 66 45 d6 9b 52 c5 fb 40 b2 b7 e9 68 f9 21 9c f7 57 be 
8a df 24 2f ab c9 fb c9 f4 83 64 ab 6a 1b 25 db bb 78 18 f5 a3 bd 42 6b f4 78 58 dc 4e a7 cb 77 93 68 21 45 55 f5 1a 99 e4
e4 63 24 93 95 e2 9d 00 66 b7 b8 59 8f 00 c8 a8 de e5 14 5c b3 90 e0 4b f5 8c a9 b5 44 a4 80 36 c3 68 12 cb 88 a5 7a 
5e f6 dc 6e 19 df 46 58 b0 74 f0 14 d7 7b ad e1 2d 63 b3 49 34 58 8a 55 4b f1 51 bc 20 d7 31 3e 21 24 e7 e5 70 30 88 66 
cb f0 ed 58 3a 3b aa 0b d2 7e 3f 37 d3 a9 b4 12 95 0e ed f7 30 8b e6 23 ec 4a da 8e e2 2d bb 17 9c 4c a7 12 83 29 84 7a 
bf 83 d5 24 86 54 18 8f e3 9b 58 11 13 d5 73 38 95 af 61 bc 18 84 f3 21 cd d4 28 9e df 86 aa a3 a8 7a ae ab f2 35 8a 27 
11 83 97 35 4e f6 44 41 3e aa 5b 31 95 23 e6 a3 87 e4 
Data Ascii: xE6fER@h!W$/dj%xBkxXNwh!EUc$fY\KD6hz^nFXt{-cI4XUKQ 1>!$p0fX:;~?70#J-L)z$TXs8a!(z5'5NDA>[1#

2022-04-20 13:07:16 UTC 295 IN Data Raw: 1f df 2d 6f ef 6a 6e 34 cb ae ff b3 b8 f9 74 bf fc 74 5f b1 e6 49 56 33 b1 19 4c 7e 96 f5 cf 6b ce 90 07 14 7a 80 
a5 a0 8f be 7d 4b c8 69 f6 f9 c3 a6 a8 fe 72 52 fe f7 db 2f 4b 21 c4 5f 4e ee 3e 97 9f 9a ff 94 9d 0f b7 cb d5 af 6f 8f 3e dc 
df 7f be 7b 7e 72 72 f7 e5 f3 e7 9b db fb e3 f7 b5 a0 8e 17 37 bf 9f 2c 1e d8 7f 52 7e ba fb e7 f2 f6 44 fa 3a ee bc 3d ea dc 
97 b7 ef 97 f7 30 7e 36 ff 58 7e fa 9f b7 47 0d e1 6a 92 ce e2 63 79 77 07 3f de 2e ff f7 cb 6f b7 cb 77 cf e2 8a 60 e0 a7 f7 
cf ee 3e dc fc 13 7e fc d3 fd cd e7 e3 bb 2f ab d5 6f 8b df 60 73 67 cb e5 bb 79 b9 a8 48 d5 2c 00 ef 63 ac 91 1a e6 b4 4a 
0a 9b 67 ac 7d 04 e1 97 16 d9 2c b6 15 ec f7 62 0c 59 6d 9a 7d f8 1c 7c 7e 0c 74 ea f9 c1 da c0 0a 2b db 25 4d 19 a5 c9 
ec 96 95 26 96 e1 77 64 b5 f1 
Data Ascii: -ojn4tt_IV3L~kz}KirR/K!_N>o>{~rr7,R~D:=0~6X~Gjcyw?.ow`>~/o`sgyH,cJg},bYm}|~t+%M&wd

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 296 IN Data Raw: a3 29 3c 60 8d 2b d7 93 b7 5d 0b 7a e8 b1 e7 34 d8 d9 cf 3d 4a c1 63 24 51 d1 5e 8c 74 c2 79 48 bf eb 63 37 
e3 12 b5 1d cc e5 16 26 3e 14 eb 1c 7c 6c d5 8c fe f7 3c b6 aa ca cc 4a 49 2f 95 f1 2e 37 5e 50 fe c5 8a 1c da 3d 53 87 
6d f8 85 e2 42 e3 e5 d6 8a c1 39 41 82 ca d9 f2 ee 1f 64 1e 5d 62 34 60 9c 74 b5 22 1b c5 f3 3f 4e 02 1e 74 d7 2a ed bd 
70 d2 18 99 b1 e5 29 47 61 2c 03 91 03 45 5b 15 4a 41 98 06 fe 28 2b 40 b8 3f b4 38 f7 63 2d e6 bb f3 7d 7b 29 b1 ed bc 
36 4a 89 1a 1c 8d b7 10 cf 72 6d bd 51 da f1 27 1a 3b 32 bf 24 6a 40 3a b7 5f 1c a9 17 65 44 a6 55 ae bd d0 46 68 61 95 
e1 5d e0 8e 93 63 23 64 75 6a ed b4 32 b9 b7 42 e8 7c 67 19 8d 03 4c 87 ea 14 4e 4c 1e cc 2d 82 c3 53 ee a4 37 2e 1a 
05 9d 38 c3 1f 4a 8c e7 a8 22 da d4 55 98 fc ae a5 14 49 47 
Data Ascii: )<`+]z4=Jc$Q^tyHc7&>|l<JI/.7^P=SmB9Ad]b4`t"?Nt*p)Ga,E[JA(+@?8c-}{)6JrmQ';2$j@:_eDUFha]c#
duj2B|gLNL-S7.8J"UIG

2022-04-20 13:07:16 UTC 297 IN Data Raw: 6c b4 fc 47 95 a9 82 ee c7 8c 22 7a a9 e3 a7 1d 79 ac cf 5f fe 5f 0b 31 1c 77 0c 7c f5 4b dc a9 cd ad d4 12 52 
77 65 b4 02 1c f8 98 23 5e 26 a2 ec ba 82 99 34 f6 7a 59 95 b7 ac 4e 5e 32 58 9f 94 ca 19 c9 a6 cc 49 b5 4f 83 19 aa fc 
4e b8 2a 29 87 fc bc 2e 7c 0a ef f8 f4 7c 7b 8d 49 e0 54 6d ff 5b 06 0e 60 b8 f7 3e af eb 03 5a db 2c 11 76 d0 f9 12 2e ff 
cf 43 cd d6 a9 1a c0 3a e7 32 95 0b 6b 20 03 63 c1 2c 8a ad bb 1a 74 0f d8 08 e1 42 0a 9a 82 83 fe b9 59 0e c3 97 9f 97 
e6 38 ad 54 05 27 9c ca 73 e5 bd f6 3c da 4f 15 5e 9c 36 da 6b ab 33 c8 aa ab da 82 4e b9 a0 56 39 03 cb 16 db ac 5a 8b 
93 03 03 3b 6a ee fb f9 2c 5c b6 6d a8 87 ad 98 cc 64 da e9 0c 92 1f c8 80 2c 28 7c 3a bc b4 eb 3c 71 bc 12 2e 33 5e 09 
2f 9d 84 8c 55 6e b9 9e 78 c0 e5 ec c3 ad 15 94 c9 
Data Ascii: lG"zy__1w|KRwe#^&4zYN^2XION*).||{ITm[`>Z,v.C:2k c,tBY8T's<O^6k3NV9Z;j,\md,(|:<q.3^/Unx

2022-04-20 13:07:16 UTC 299 IN Data Raw: 00 68 aa 48 9b e1 98 d1 93 fe e4 a2 98 11 c3 60 5e 30 86 06 87 b4 10 52 96 08 18 4e bb 57 95 17 23 3b 60 3a 
91 1f a8 00 44 25 ec 62 0e 58 9b e7 af ba d3 31 19 c0 bd 52 e8 61 c0 45 97 ba 2f e6 9d 50 cd f3 e3 a2 20 e1 99 ab 31 37 
cf 4f 07 dc 16 b8 c3 b2 66 c4 f5 f0 62 7a 49 46 70 6f b2 fc f6 ed 5f 50 4b 07 08 5b 19 f5 c3 bf 11 00 00 ee 56 00 00 50 4b 
03 04 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 68 69 2f 
03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 
00 00 00 00 00 19 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 68 69 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e cd 1c d9 72 1b 37 
f2 57 b8 5a 3f 6c 52 b2 84 1b 18 6f b2 29 9a 1c c9 8c 25 
Data Ascii: hH`^0RNW#;`:D%bX1RaE/P 17OfbzIFpo_PK[VPK*Q_locales/hi/PKPK)Q_locales/hi/messages.jsonr7WZ?
lRo)%

2022-04-20 13:07:16 UTC 300 IN Data Raw: e2 4c 32 80 45 42 09 94 ab cf c5 2f 5b 58 d2 67 16 e2 12 d1 26 c4 75 9d e4 0b 0e 2a 56 b2 82 83 83 83 80 8e 
2c c0 22 59 a7 01 1d 0e 4c 57 64 d4 95 66 43 4d d4 95 09 0d c1 bc d5 e0 25 24 03 60 ee e0 6f 01 27 2e 32 34 a3 74 c6 af 
57 60 e6 05 07 ca 6b 40 bd 92 6f 9a 5b 58 6c 50 0c d7 d0 5c 2b c1 14 e0 00 79 0a 93 12 8e 4b 62 91 35 de d5 0a 70 38 
0e fe 09 03 8c 2f 0a 49 ae 47 e9 2b d7 f5 4a 55 a5 09 05 64 26 16 d8 0e c9 89 a1 a5 8d 79 05 42 a1 a5 14 9d 7f b5 d2 ec 
15 2c 10 5e 20 2a 79 59 0b b1 c4 0f 4f 9a 3d 2b 92 73 0e d7 2b 3f 26 32 41 3d 62 a9 88 f2 d1 05 02 cd 70 f4 ca b0 08 71 
8f 38 92 ba 26 81 bb 44 37 73 9c 74 e0 53 2c 11 df c2 ad 49 da 14 6f e8 f6 91 c4 49 04 8b b6 99 98 97 99 8c fe 21 4c cf 
24 da 8d a5 f1 1b 73 8e e9 82 f4 0f 45 6c 4c 78 a3 84 11 ba 
Data Ascii: L2EB/[Xg&u*V,"YLWdfCM%$`o'.24tW`k@o[XlP\+yKb5p8/IG+JUd&yB,^ *yYO=+s+?&2A=bpq8&D7stS,IoI!
L$sElLx

2022-04-20 13:07:16 UTC 301 IN Data Raw: 6a 20 3c d5 fa 78 33 4e b9 b5 32 9a 49 65 40 d9 59 35 b8 a3 0c 99 72 6f 12 85 a8 e0 87 27 25 a2 9e c4 21 a2 
a3 68 c1 fa cb be 74 15 d7 d8 77 22 76 4e 52 44 b0 b7 8d 8c 38 6d 04 e3 10 23 0a f8 b1 30 05 3d 63 ca 91 8c e2 64 9c 28 
dc a7 81 e3 83 83 ff 17 c2 39 89 3b d7 24 a3 3f 78 5c 4d 01 62 2c 0b 0b 72 ed 98 66 90 b9 7d 1d 53 08 46 ec e8 d4 6f 61 
21 09 02 8d a9 6a 2d c0 7d 51 68 92 ff 58 f0 c4 d5 e3 f4 27 42 56 19 3a 35 c6 24 8c 06 f8 ed 8b aa d9 ab 39 e8 2d 24 62 
52 82 fa 92 c9 28 92 93 a6 98 1a d6 83 91 13 40 1f 70 58 4e 81 59 e3 34 37 ff be 25 8e 8d ad f5 f5 da bc 6d 71 a3 a6 96 
61 e0 a8 38 f8 73 6e 0b 90 7c f0 01 09 b5 42 de 7b 97 c5 90 2a 69 a2 62 e5 67 d4 d4 b1 b9 47 32 1c 95 e3 52 e0 02 f5 bb 
30 d9 70 fd 2e 30 b3 e9 23 24 d8 c4 a6 d0 40 d4 51 cd 35 
Data Ascii: j <x3N2Ie@Y5ro'%!htw"vNRD8m#0=cd(9;$?x\Mb,rf}SFoa!j-}QhX'BV:5$9-$bR(@pXNY47%mqa8sn|B{*ib
gG2R0p.0#$@Q5

2022-04-20 13:07:16 UTC 303 IN Data Raw: ad 02 a1 fa 8b 09 90 fe a0 3f 1f 8e a6 f3 e9 38 39 06 55 aa 4d d6 1f 95 65 ff 69 b7 f7 7c 5e 9e 76 07 27 f3 a3 
41 79 d2 5f 05 44 3d 9c 97 07 74 34 1a 9f ce fb e5 a4 37 1e 9c 91 c7 22 26 91 f2 d0 9e 95 dd 7e 39 5e 85 41 95 3c f2 30 
ce c6 a3 d3 b3 69 42 9e b4 cb 90 07 31 2e 7f 9b 0d c6 65 42 1a aa f1 91 87 32 7d 79 56 ae 61 77 3a 59 90 80 3a 1d 8c c7 
a3 f1 60 78 dc c8 ee 7c 32 7b 5a d1 08 7e 4a c4 98 08 9d 13 80 c3 72 fa 62 34 7e 0e 72 74 74 54 8e 2b 71 7c 31 38 1a 24 
f4 26 52 da 2c a8 dc 01 a9 57 14 65 81 4c ba a7 25 89 0a 35 3a 92 85 f2 a2 e2 d9 fc ac 97 90 26 0d 0b 53 18 a3 d5 55 
d4 e3 b1 c9 b2 b3 f1 e0 bc db 7b 39 ef 77 a7 dd f9 6c d2 3d 2e 09 75 4a 9e 3b 4d c0 4c aa b8 9d 36 2e 54 60 41 af 3f 19 
1d 27 e6 91 a8 ad 11 8b a7 b3 b3 f9 f9 60 32 78 3a a8 85 
Data Ascii: ?89UMei|^v'Ay_D=t47"&~9^A<0iB1.eB2}yVaw:Y:`x|2{Z~Jrb4~rttT+q|18$&R,WeL%5:&SU{9wl=.uJ;ML6
.T`A?'`2x:

2022-04-20 13:07:16 UTC 304 IN Data Raw: 1f 38 fe a9 df ab 35 cb 57 a2 ba db b5 5c d7 77 3d 5b e6 c4 0e 6c cb 73 4f ef 1e b3 5d 5a 3d 8b 27 75 16 7c 1d 
39 34 3d db 75 fc c0 76 3c c3 23 7b 8b 47 64 89 a8 36 a8 31 72 74 2b f0 1c 1d 69 37 75 53 b7 7c 12 d7 7d 3c 8f b1 9a 75 
ac 65 3b b1 d4 ba 4f a9 d8 f0 47 86 14 16 da 9b f1 a4 33 9a cc 6e a3 fe cd 1b b6 5d c7 2b 86 4c c6 da 95 10 8b 35 d7 ae 
71 e3 9b b0 df ab ae ff dc dc 3d 1e 76 fa 6f 7e 2c 2f 94 3f cf 10 c7 76 cd 1e f9 93 58 cf 79 9a 95 01 34 66 e5 3f 1e 45 92 f3 
24 97 d1 bc 31 ca b8 1b 63 72 d9 2c 2f bf 84 45 6e b0 8e 6e 50 7a b0 cf 9e 9f 5b 52 33 db 3e 9d 66 e7 af 17 ec 6f 5f 0a 
ae eb fa 5f 2f b2 2d 4b 9a 7f 30 ed 29 e5 5f 7f fa 72 f6 94 e7 db ec fd c5 45 56 6c b7 22 cd cf 17 65 6e ce 1f c5 e6 e2 f1 90 
ca 0b 96 64 bf f2 f4 c2 0c ca ee fc 72 a6 
Data Ascii: 85W\w=[lsO]Z='u|94=uv<#{Gd61rt+i7uS|}<ue;OG3n]+L5q=vo~,/?vXy4f?E$1cr,/EnnPz[R3>fo__/-K0)_rEVl"endr

2022-04-20 13:07:16 UTC 305 IN Data Raw: 6c 45 c2 30 58 68 35 3d 32 b9 4c b1 5b f2 54 ee 58 75 29 3e 5e 15 7d 3e 34 8a e9 59 76 10 60 c4 70 1c 20 33 
9d 1a e6 69 55 8e 6c 59 2d 0c 31 14 9b 35 b4 48 e5 c2 93 fc 8a d8 1d fc 61 79 80 43 b2 e3 af d1 4f 7b ae 76 6c 23 9a 60 
6b 8e 02 bb 00 76 51 59 60 f7 c0 b1 6c 9f 64 eb a8 1a 8e a1 a2 02 7d 90 bb 6d b9 36 86 2a 07 73 95 67 39 34 db c7 33 
92 a8 8d 4c 39 7c f9 36 08 06 a2 4b b7 5d 52 82 d7 3b 09 9e 88 17 29 3f ac 72 f3 3d 62 96 a8 98 b0 cd 77 7d bb 15 9b 1a 
03 8a ef 1b 38 3f 0c 44 92 03 64 5a 36 f5 0c 26 57 96 36 05 50 cd dc 2f 80 99 69 fc 50 84 9b 17 18 29 ab 5d d4 e9 f0 e2 
93 21 ec 11 3a 36 2d 2a 0c 69 9e f2 32 82 9d ff 37 a3 d6 2b b3 54 23 d3 15 69 7d 7d 54 fa 9d d3 51 9e 8a 02 49 81 6c 17 
79 35 25 39 a6 e5 36 3a dd 81 b8 03 f0 99 be 87 d9 1a 60 e5 
Data Ascii: lE0Xh5=2L[TXu)>^}>4Yv`p 3iUlY-15HayCO{vl#`kvQY`ld}m6*sg943L9|6K]R;)?r=bw}8?DdZ6&W6P/iP)]!:6-
*i27+T#i}}TQIly5%96:`

2022-04-20 13:07:16 UTC 306 IN Data Raw: 88 fd 37 30 6d e1 a7 0f 69 f5 5b 54 52 65 6b 60 e2 46 bf bb 12 6a 1c 79 50 4a a2 f9 85 67 d5 f1 50 9c c8 73 de 
52 a1 4b 7e 94 07 0f 19 7f 40 39 65 e2 6b be e3 a9 76 3f ec bf 93 e7 9b a9 f8 e7 bf 96 f2 14 94 61 4a db c7 f5 d9 54 bf 33 
7e c7 2a 69 2f 5f 9c 78 ba ef 5b 3e 54 ac 3c a1 52 ab 65 a2 eb 92 38 2b 2a 8a 4e 78 cb b9 0b f8 3c 93 b0 5b a5 e6 2e ec 
45 9d d9 68 30 9d 84 a3 59 a7 d7 8b 26 d1 a0 df b9 9d 75 07 77 77 61 7f 32 3e 7d aa ea 05 18 f5 33 ed 45 83 d9 df a7 9d 
db 68 f2 e9 d4 83 0a bd 88 87 6e a7 df 0d 6f 67 1f a6 93 c9 a0 4f 63 a0 ef 98 a8 87 41 7f 82 05 20 8a 70 2c d7 74 ea 44 
35 88 11 27 bd a8 37 eb 0f 26 b3 c9 88 2c 43 25 24 89 fd 65 18 f6 3e 74 ba 37 b3 f0 ae 13 dd ce 2e a3 f0 b6 77 ea 48 75 
10 df ee e8 72 30 ba 9b f5 c2 71 77 14 0d 95 cb 52 
Data Ascii: 70mi[TRek`FjyPJgPsRK~@9ekv?aJT3~*i/_x[>T<Re8+*Nx<[.Eh0Y&uwwa2>}3EhnogOcA p,tD5'7&,C%$e>t
7.wHur0qwR

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 308 IN Data Raw: 81 e3 05 be e9 99 96 ef 39 81 a9 1f 3f 1d 6e 35 92 7e 7b d6 75 6a 4c a7 09 59 6a 4b f6 61 ee 6e eb 1f 0f a9 b6 
a2 e9 4b b2 d4 9e 68 9a d2 d5 36 d1 52 ba 78 ca a7 53 92 69 8f 5c ac 96 9e 5b 5b 52 f1 cf d5 af 62 6d ac ea fa 9e 6b bb 
ba 65 04 ba e7 1c 2f 1d 95 db 66 b1 39 4d e7 74 46 eb 45 69 50 72 05 b6 e9 db d8 a5 0b 59 df 30 5d cf 32 8e 35 dc 27 33 
ca 57 d7 e6 79 fa 42 56 a4 ca cb 92 9b b1 20 5c 8b 63 9a 86 ad bb be 65 19 d0 a5 5b 8e a4 65 98 2c 69 51 d1 94 66 da 
92 ac 1f ca 5c ec 68 c6 15 95 e7 da 67 6e 57 f1 c4 9d b2 3c d5 d6 05 7f 66 2a 7c f0 44 b4 fa 0f e4 a9 20 e7 62 61 47 0f 74 
ac 6c 7b 86 ee 9b 7e e0 f8 c7 0b 77 77 36 73 09 d7 72 5d df f5 6c e6 36 3b b0 2d cf 3d 96 18 71 7f 2d b9 3d 29 ad a8 10 
f5 75 38 db f4 6c d7 f1 03 db f1 0c 4f 4a 8b 6b 92 2d 
Data Ascii: 9?n5~{ujLYjKanKh6RxSi\[[Rbmke/f9MtFEiPrY0]25'3WyBV \ce[e,iQf\hgnW<f*|D baGtl{~ww6sr]l6;-=q-=)u8lOJk-

2022-04-20 13:07:16 UTC 309 IN Data Raw: ab e5 b9 16 2a 7c 78 64 d5 6e d7 c0 6d 7c 37 cf 17 64 f6 44 4e b5 c7 1c db 22 9a a0 8f 47 58 8d 6e c8 78 e7 
b6 76 eb cc cd 34 f1 77 80 aa 26 ef 59 b2 81 2e 69 b5 d3 7d 56 51 e1 81 60 89 2d 35 66 9e 1d 86 a0 6a 06 98 12 95 73 
14 b3 a6 42 8a 19 15 dc 1b 65 cf 79 be 8d 49 cc 02 cf 00 7c a2 c7 a3 54 2d 89 7a 47 ac 0b 24 aa 64 13 b3 92 0d ea 0f a0 
b1 18 6e e8 a6 63 01 83 8f 75 dc 15 f9 a2 20 ab c7 64 4a 78 36 b0 df b8 b0 89 1e 86 f1 c6 f6 7c b4 31 d7 36 7c 19 27 b6 
c2 79 d5 71 58 12 6d d9 e4 23 c6 3b 16 eb 8a 20 38 1b a2 1a 7a 04 ca 14 4f 79 a6 81 06 22 11 36 14 54 e3 14 bd ab 49 
0f 44 22 29 85 a7 2b 69 4a 5a e6 db 4c 8c 47 b6 83 d6 e6 63 20 35 eb 41 d1 f1 15 0d b4 d5 6a 8d 01 67 c9 c6 36 f1 05 aa 
f9 ee bb 13 19 a3 8e 68 32 81 69 39 68 76 4e a0 2b 96 d4 de e7 
Data Ascii: *|xdnm|7dDN"GXnxv4w&Y.i}VQ`-5fjsBeyI|T-zG$dncu dJx6|16|'yqXm#; 8zOy"6TID")+iJZLGc 5Ajg6h2i9hvN+

2022-04-20 13:07:16 UTC 310 IN Data Raw: 45 4c 31 5d fa ba 65 b8 26 7a 0b 86 6d 4f ee f3 7f 8e a6 35 61 15 a5 32 dd b3 17 66 78 1b 71 5b 72 ea a6 fd 
b4 4e cf 35 f3 d4 d6 ae ae b7 3b fd 0e fb f4 b3 30 db 73 3d d3 36 41 51 c0 bd 2c 40 b1 34 e5 d4 03 9f aa 0d ef a6 b8 3d 
a7 3a c8 cc 5a 3d 2b 1e 36 47 19 58 c7 34 c1 64 4d 89 59 a8 e3 2b 26 5d f1 89 08 65 3e 23 27 e0 29 35 91 d6 03 5f 79 
03 a9 3e e5 f6 d1 72 82 20 70 6b 9e 63 db 9e 21 83 41 87 6f e2 81 ff 58 08 25 5c da aa a1 de f7 41 b4 5c dd c3 44 28 61 
c1 48 60 cf d1 a1 a3 7c e8 ce 7f 6c 8e 46 b1 37 88 bf fc 8b 1b b2 62 7b 7f 5d 47 06 e5 b6 18 46 fb 96 0b 7e 16 d8 81 d4 
19 0f 98 a3 0f 92 0b 1a 6d 1b e0 52 8c c6 d9 7f bc ca 36 8c 1e f2 0f 4b 5a 02 b9 f9 63 8b b7 65 f7 fd 89 c8 07 db 35 6c df 
36 d0 d6 d1 db 3d 64 d7 b1 2d bf 1d 8c 7f 8c 2d f8 86 13 
Data Ascii: EL1]e&zmO5a2fxq[rN5;0s=6AQ,@4=:Z=+6GX4dMY+&]e>#')5_y>r pkc!AoX%\A\D(aH`|lF7b{]GF~mR6KZce
5l6=d--

2022-04-20 13:07:16 UTC 311 IN Data Raw: a3 9b 68 22 15 86 e2 3d f5 03 61 3e 16 62 64 11 84 e1 32 bc 63 28 26 ed 40 f1 92 c1 4e 0b 28 aa e4 2e c5 e5 
44 f3 fc 5d 38 1e 4a 02 aa 97 85 77 02 37 a1 0c 5f 8a b7 a9 9b e7 87 51 24 b5 67 d5 f9 5f f3 fc b8 a7 da 82 ea fc bd 91 b8 
ef df 8c 6f 25 09 d5 7f f3 79 7d fd 1f 50 4b 07 08 5d 1c 7c 4f 11 10 00 00 16 36 00 00 50 4b 03 04 14 00 08 08 08 00 2a 8c 
04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 69 64 2f 03 00 50 4b 07 08 00 00 00 00 
02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f 
6c 6f 63 61 6c 65 73 2f 69 64 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e bd 5a db 72 db c8 11 fd 15 44 f1 c3 ee 16 4d e1 
7e 71 d6 71 41 24 28 c1 e2 6d 49 50 2a a7 5c c5 1a 8a 
Data Ascii: h"=a>bd2c(&@N(.D]8Jw7_Q$g_o%y}PK]|O6PK*Q_locales/id/PKPK)Q_locales/id/messages.jsonZrDM~
qqA$(mIP*\

2022-04-20 13:07:16 UTC 313 IN Data Raw: 59 dc 2a d2 76 93 3c 80 b1 d8 43 9c 14 03 53 c6 cb 2a 96 d6 c9 36 8f 4b de 62 5c 6a 2c a3 35 df 56 7e 99 86 
0b d0 78 04 57 9b 90 eb 87 1d 04 4b e1 9c 8f dd e1 11 79 5c aa 96 82 20 77 11 08 52 ca e3 2c 5f c3 49 1a ee b3 ca 9f 04 
94 48 db d2 a0 cc 13 2e 7a f0 c7 87 3c 2e 6e 97 e3 b9 de 29 a7 16 a5 3c a1 d8 06 b4 cb 27 bd 85 ba 62 18 c2 47 44 85 
86 e1 46 f7 51 96 ef db 92 7f 98 cd 6e 1f 2d d8 52 34 ab 7a 31 2d 69 c1 cb 2f 0d b9 ac 91 50 4b 20 eb 34 ca f8 dc f2 fa af 
19 4f 04 fc 40 d5 3f b2 56 1d 0e 08 b2 25 44 0d b6 20 4c 73 44 63 1d 2e a2 c7 e2 1e 9e fa 85 3f 7d cd b6 51 5b ea 96 68 
b1 ad ea 82 0f d8 3e 2f b9 55 ab 88 f8 5b 98 e5 8f 39 44 20 5b 7d 65 b5 56 58 62 e6 59 61 5b 07 a6 b6 7d 5e 4a a1 1a 8f 
43 f6 1c 90 0d c3 30 fc 5f ac 66 b7 4f 96 18 50 79 ae 42 
Data Ascii: Y*v<CS*6Kb\j,5V~xWKy\ wR,_IH.z<.n)<'bGDFQn-R4z1-i/PK 4O@?V%D LsDc.?}Q[h>/U[9D [}eVXbYa[}
^JC0_fOPyB

2022-04-20 13:07:16 UTC 314 IN Data Raw: f2 b0 8a 3f c4 b2 2d 6b 8a a9 02 0b a1 fb 2d ca 24 7f 98 9b 91 c1 0b 34 e4 d2 4f e0 2a b6 41 a2 4a 6a 4b 97 
2e af fe 2d 7d 41 63 68 f0 ab 9f ab 87 a2 2d 51 d1 ae a3 78 a1 0c 00 1e 44 4b f6 b1 c7 41 cd 7b c5 f3 5f 1e 6f f3 2c e4 8a 
54 81 2f 55 85 c0 50 29 05 e5 48 88 3a 98 68 10 38 51 81 b3 0a f5 22 3b 36 e5 df fa 18 c6 e5 e4 5e 5a 01 e4 1c c7 31 0b 
b2 43 17 af 08 aa 04 09 86 b6 96 65 6f cb ff 4a 3b ad 00 18 db 06 c1 9a b2 05 c5 4c 4a a5 5b 82 c2 f3 d9 cf 73 23 ff 83 a1 
5c 30 d9 1f 87 e5 d0 43 1a 07 21 5b 33 c1 ca 8e ee d0 d3 c7 83 20 b0 a1 54 a0 76 74 05 fc ca b9 5b 17 a6 6a d9 9f af 19 
ba 45 41 de 16 e9 5a 7a 83 0c 41 9f ac 2b 00 76 a0 bb 85 7d 26 8f 66 51 f5 64 10 86 ad 18 8e 86 e6 cb 86 e6 32 55 7a 8a 
5c 6f e4 f3 ab 14 1b 51 75 50 58 a6 a2 18 b2 cc 93 
Data Ascii: ?-k-$4O*AJjK.-}Ach-QxDKA{_o,T/UP)H:h8Q";6^Z1CeoJ;LJ[s#\0C![3 Tvt[jEAZzA+v}&fQd2Uz\oQuPX

2022-04-20 13:07:16 UTC 315 IN Data Raw: e0 9b b7 7a fc d4 f3 08 3d 8b ce e5 ea f1 b3 a1 68 09 a2 d3 e6 da e2 66 d4 9f 0d 88 85 e8 2b e5 a7 a7 ff 00 50 
4b 07 08 db d0 86 a4 8f 0e 00 00 6b 2e 00 00 50 4b 03 04 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 
00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 69 74 2f 03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 
14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 69 74 2f 6d 65 
73 73 61 67 65 73 2e 6a 73 6f 6e bd 5a 69 6f db 48 12 fd 2b 5c 6f 80 39 e0 d8 bc 8f 60 66 07 8c 44 d9 9c c8 92 47 87 83 
2c 02 08 6d 89 96 1b 43 91 1a 1e ce 4e 02 ff f7 7d d5 24 6d 45 dd f4 ec 2c 76 e7 8b 2d 5b 5d d5 dd d5 55 ef bd 6a f2 cb 
89 a1 1b 7e e0 db 8e 6b d8 be ef 98 ba 63 78 27 6f b4 2f 
Data Ascii: z=hf+PKk.PK*Q_locales/it/PKPK)Q_locales/it/messages.jsonZioH+\o9`fDG,mCN}$mE,v-[]Uj~kcx'o/

2022-04-20 13:07:16 UTC 317 IN Data Raw: 67 c3 d9 36 03 1f c2 86 6b 6b 96 21 63 e9 df 80 f5 3a e3 6b d6 64 2b 96 56 b0 2c cb 11 fd 07 ce 9a 53 68 a1 
94 81 60 7f 43 9e 97 9c 95 f4 7f 52 21 ad 95 58 c9 9a 14 11 79 e4 d9 3a ad 05 11 97 f9 be 80 b6 f8 a5 c6 f2 9e b3 0d 92 
25 81 51 5d f1 94 7f fe cc f0 0d b6 ae 41 c6 a0 48 01 6b 8c 18 9c 2a e8 36 4d 76 1c 3b d8 71 92 5a 05 fd 1f c1 bb ab 33 
31 e9 99 16 6b 1b 5a 21 8c cb 5c ec a6 5d f3 29 2d 7a 97 6f 72 2d 29 f7 29 70 12 33 60 76 50 59 8d 8f a7 58 15 f6 57 01 
14 52 32 2f 13 00 07 c6 a6 a4 88 ca aa a0 5f c5 ae 89 2c c3 32 f8 03 5b ff 8e c9 c8 37 8d fb ed 68 33 6c bd 16 e9 4a 31 
68 55 04 2a a3 64 4f fb 2b d2 76 83 e9 d3 4e 5a f1 97 88 6d 62 0a fa b5 c9 c9 4b 8e f5 14 0f 10 9b 4d 41 da d0 b6 16 08 
02 d5 0c 7c 46 aa 59 b2 54 aa 73 04 29 e5 3b 9e b1 46 fb 
Data Ascii: g6kk!c:kd+V,Sh`CR!Xy:%Q]AHk*6Mv;qZ31kZ!\])-zor-))p3`vPYXWR2/_,2[7h3lJ1hU*dO+vNZmbKMA|FYTs);F

2022-04-20 13:07:16 UTC 318 IN Data Raw: d4 2d 20 ad a7 7b 1e b5 c2 f8 20 61 d4 90 97 6d 66 09 be 6a cc 3c 52 1c 8e 81 d3 42 ef 01 98 96 5b 79 48 ba 
ac de 51 06 d1 45 07 2b aa 64 cd 51 85 88 3b a1 26 9a 58 ed b9 ca 90 33 da 8e 04 5e 26 c4 59 25 ee 62 d3 6f 3a 81 dd 
4c 09 a1 ef eb 96 e1 9a 00 53 74 2b 9e cc 4d 3d 1a 80 98 9f 37 cc 8f b5 50 57 9d 68 df b2 0d da be 64 b7 07 01 9b a7 b6 
76 71 f9 19 b6 0e fd fe ae 9d 0e 9d 94 69 9b a0 43 d0 ba 05 90 91 44 ee 98 ce 1d 6d f4 e1 05 72 c3 ec 5f 93 bd f0 47 39 
4a ba d9 80 63 d3 84 9e 31 25 6a 9b 71 29 ce e8 74 88 06 c1 88 42 37 e9 81 af e6 f7 ee 4e e9 c0 12 18 19 04 81 2b e8 
d4 b6 3d 43 ae 28 1c 2c e5 14 cf ea d6 c4 12 c8 e4 fb a0 6e 57 f7 20 ee a5 6a 1a b6 f0 21 3a fc a7 59 9f ef 11 fe 5a 22 50 
2c f8 af 63 02 48 2e 8b f0 ca b7 5c d0 7c 60 07 12 3c 7f 25 
Data Ascii: - { amfj<RB[yHQE+dQ;&X3^&Y%bo:LSt+M=7PWhdvqiCDmr_G9Jc1%jq)tB7N+=C(,nW j!:YZ"P,cH.\|`<%

2022-04-20 13:07:16 UTC 319 IN Data Raw: 32 7f af 28 1f c5 eb 58 07 2e 2e c3 c9 05 a4 cb 2a 9e 84 28 9b 1b 69 05 aa bb 5c a5 f9 0d aa 4d 96 4e 8a b7 
28 14 d6 6d 07 20 b7 8a f2 23 32 85 f5 22 5e 8c a3 95 54 18 8a 57 0d 0f 8c 9b b6 10 2d 4b 2b 18 06 e1 35 a1 98 b4 03 c5 
c3 db 27 2f 90 a8 52 b8 14 37 e6 dd f8 eb 70 39 97 0c 54 6f b2 3d 19 8c 43 19 be 14 ef f1 75 e3 e7 51 24 d1 b3 ea 0a ae 
1b bf 9c a8 b6 a0 ba 8b ee 2c 6e a6 e3 e5 95 64 a1 7a 17 fb f1 f1 df 50 4b 07 08 35 c9 27 78 2c 0f 00 00 5d 2f 00 00 50 4b 
03 04 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 69 77 2f 
03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 
00 00 00 00 00 19 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 69 
Data Ascii: 2(X..*(i\MN(m #2"^TW-K+5'/R7p9To=CuQ$,ndzPK5'x,]/PK*Q_locales/iw/PKPK)Q_locales/i

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 320 IN Data Raw: ec 9e a2 a1 4f cd d5 3c 24 44 ec 4b f5 39 af c9 4b 80 9a 10 2a e0 d3 02 fb 36 26 3a 72 ce c2 d4 2b 15 44 3f c1 
41 75 da 4a 5b 1a 27 ad 68 85 9e ac d0 46 49 ad 04 53 f0 5c 40 be 4c 4a 10 91 7e b2 8b 7c 6e 4d 02 95 0c 24 6b e0 39 
81 7d b2 56 6e b3 5e ac 0c c7 b9 62 80 03 2d c0 db 14 f6 0d 10 6e 12 31 11 ec 03 38 d8 36 d6 fd 03 ba 0b 81 2b 0f 1f 69 
e4 1c 0e 49 fd f8 b2 e1 a2 54 3c e7 cc 8a 32 fa 0b 0a 99 36 fe ec 62 c7 3c a0 e9 c5 11 81 dd 0e 25 71 17 54 e6 ad 1a 2b 
ee c6 6f 40 d6 88 41 c0 79 e0 fb 94 2f d4 7f df c5 77 89 95 7f ae e1 89 2e 20 a1 5d 5c 03 6c 91 8d a3 f8 11 46 11 5c 4f 79 
cb bc 48 84 22 8e 57 36 ba 22 ee 39 15 14 66 b3 89 21 38 af 61 d7 2b b0 2c 38 c7 f1 95 33 b9 5b 2f 43 6e 09 14 a6 31 87 
b5 ab a7 a1 8d 63 6e 3d 87 77 3b 83 eb 50 7c dd f1 83 
Data Ascii: O<$DK9K*6&:r+D?AuJ['hFIS\@LJ~|nM$k9}Vn^b-n186+iIT<26b<%qT+o@Ay/w. ]\lF\OyH"W6"9f!8a+,83[
/Cn1cn=w;P|

2022-04-20 13:07:16 UTC 322 IN Data Raw: c6 4d f2 5a 13 8d 01 35 68 fc ae fe 3d c5 02 60 b4 82 5c de 33 5a 02 09 7c 4d db c5 2b c3 13 c8 64 e5 8c 0d 
00 48 53 0e 85 24 32 c8 1d 3f 05 65 62 13 f9 6b 0a aa 9c c4 12 4a 43 d1 0a 5e aa 23 67 be b8 37 73 e9 c5 81 af 08 f3 de 
96 9f 23 7b bc fc de e7 ec a1 d4 df ef 98 3d d1 46 5b c0 10 09 87 fc 0a 51 1c d2 ec 56 bf f7 a2 1a 8e 27 b5 e9 bb ad 4c b8 
82 e4 60 a1 6c 13 46 4b 46 18 c3 66 c2 44 7b 20 41 71 d4 3b d8 ac 9f 68 01 b6 a4 52 5a 40 30 e0 77 c6 b2 4d 23 5e 09 
b2 f8 06 5f ef b5 82 3f 06 87 5c fe 
Data Ascii: MZ5h=`\3Z|M+dHS$2?ebkJC^#g7s#{=F[QV'L`lFKFfD{ Aq;hRZ@0wM#^_?\

2022-04-20 13:07:16 UTC 322 IN Data Raw: 38 5e a4 11 7b e1 ba f1 f8 82 73 ee f6 96 54 f2 7c 16 1a c4 15 31 79 5c 47 78 ab c3 63 1c af 1d 49 1c 05 44 72 
b0 1f 3c bc 4c 1c 3e 82 a8 a0 c2 16 b9 5b 88 52 a1 df d2 76 6d ea 36 2e 91 a8 ca 03 a9 c4 3b 50 09 9b 96 5e 23 57 62 5b 
0c 5a ac 9e 2d fa 43 92 98 13 af e2 b6 c1 93 b6 f4 0c e3 e7 06 ce 60 5d a8 b5 36 4d 98 e0 65 13 11 70 98 82 bc fd cc 86 
88 37 ba 50 0f f1 a5 1c 82 0e 04 6f 06 f0 15 7c 95 41 48 d8 8a f9 bd 21 d0 98 12 0a 94 6f 70 cb df ab 74 d7 c6 46 f7 50 4d 
fe ba 61 cf 24 65 ff a7 2c 9d b8 62 f4 41 f6 1a 5e 0b 6a cf cd 0e f7 cd 40 6d 55 a0 6e 87 6c 7f 4d 01 1b aa e7 99 f5 6b 93 
02 c0 90 24 40 be 94 a5 69 79 f2 0f 5f 36 00 29 af 1f eb cc 27 2d 4b 67 cd c1 12 15 57 00 1c a9 19 07 b2 63 e9 35 26 71 
68 08 c7 74 8a 70 94 c3 31 31 5f bf f5 a9 b5 bf 
Data Ascii: 8^{sT|1y\GxcIDr<L>[Rvm6.;P^#Wb[Z-C`]6Mep7Po|AH!optFPMa$e,bA^j@mUnlMk$@iy_6)'-KgWc5&qhtp11_

2022-04-20 13:07:16 UTC 323 IN Data Raw: 86 22 54 d1 88 24 79 a2 e5 44 91 18 74 42 f8 15 be f1 49 ad 1c be 0d 43 7c f8 f6 13 b5 72 94 95 01 96 90 9b 
1a 2c a4 08 44 96 53 af b9 c5 96 57 ae 16 c4 52 a2 24 88 12 a0 f2 03 35 1a 11 25 30 9e 82 a7 86 d1 90 2a 54 29 1a 15 
1e 7a 33 3d 98 0d 47 b3 ac 04 36 a1 39 86 93 d2 51 42 a5 7d 0f 4f b3 10 08 13 ff 67 22 4a a4 9f 75 26 53 c8 55 25 e0 cb 
88 a8 1b ce 60 46 49 41 aa 08 8d 9a 7a 19 30 4a 01 80 eb 2f 10 7d c0 4f 63 c9 8b 7a d7 94 22 57 e7 af 0d 71 95 98 41 8b 
d3 e9 8f b2 ec b7 30 99 51 ff 4f 25 4e 84 0a ce c4 fb b7 1b 08 8c 60 af 42 41 c2 61 b8 38 89 5f b2 d1 db 10 10 10 5d d6 38 
89 48 86 a0 06 69 37 10 21 32 04 35 40 13 a7 50 43 93 30 ed 86 ff d4 63 03 8d 09 e0 cd d0 64 a9 b1 a0 38 91 e9 e0 ac 
33 e9 1e 52 46 46 8d 03 50 84 de 0d a7 50 a1 0f c6 67 84 fb 
Data Ascii: "T$yDtBIC|r,DSWR$5%0*T)z3=G69QB}Og"Ju&SU%`FIAz0J/}Ocz"WqA0QO%N`BAa8_]8Hi7!25@P
C0cd83RFFPPg

2022-04-20 13:07:16 UTC 324 IN Data Raw: f2 9a 48 a9 98 42 43 68 ca 5a f2 2e 01 ca 90 a4 a1 56 c1 6a 62 21 4b 4b c5 18 ac 4f ea da e7 73 50 64 3e ca 
41 93 8b f9 cf 9f 3e dc 5e 15 1f 7e be ac eb eb ea e6 19 1d fc 4a 3e 7b e3 d5 11 83 a4 cb 06 21 6f ae cd 97 5f e9 e7 cf d3 
d9 c9 70 92 ff 91 cd be 0c ba 78 6f 32 71 5c 2c ef a4 c5 0e d2 22 34 38 db 80 0e dc 1f 65 f1 e0 0d 2e 6f de 55 57 f7 db e3 
9f 5f bb c7 97 a0 7f 21 a0 36 10 0a fe c7 20 4d 2b 82 d4 db 2e b3 0f 1e 0f c6 17 e3 b0 10 3c 97 50 28 d3 16 cc 66 b9 e2 
0c 31 3c 6c ed 57 86 c0 33 a2 ab dd a5 ed 80 47 00 24 01 9c b8 ec ad 98 95 ce 5d f4 16 48 48 b1 86 bf cd ba 6a 9c c6 40 
45 27 44 73 ae 61 6b c6 39 67 d8 de 3b f5 88 19 4a 04 05 20 a0 2d 94 70 aa a1 16 22 f5 8c 9a 8d 43 03 0d 18 e1 e0 dd 
46 29 a6 8c a0 04 6a 82 a5 c8 1a e0 d9 db a5 e0 1d a0 
Data Ascii: HBChZ.Vjb!KKOsPd>A>^~J>{!o_pxo2q\,"48e.oUW_!6 M+.<P(f1<lW3G$]HHj@E'Dsak9g;J -p"CF)j

2022-04-20 13:07:16 UTC 326 IN Data Raw: d5 f5 bb cb cb 9b 30 b1 95 8c ab 76 28 28 b9 02 1b 2a 66 b4 06 3c 60 89 a4 48 46 81 de 81 b6 90 4f fb ce 45 
aa 3a c4 bd 6c a8 68 29 dd f0 5f 5a 4b 5d d3 8c cd 4d f0 b3 83 c1 e3 c1 8b 71 43 c4 48 88 5c 6e ac 54 d0 db 4b 95 b6 de 
e7 a3 10 03 06 9b ed 07 40 07 56 33 83 57 ef 1f 1f bf f7 3f dc eb 1c ac dc 3f c4 49 93 57 73 2a 27 85 20 e0 16 9a 29 03 ca 
d2 44 50 f4 b8 ea 5e 69 e1 a1 09 a1 72 01 ce 5c c3 62 42 b1 08 c9 3b 1d 2a 34 7c 1f 2e 4b 52 80 2c d6 70 f8 2f 54 6d 4a 
2c 2a 48 dc 63 e0 67 70 db f1 3a 3a 1e 08 e7 3d d2 d4 a4 8b b6 be dc d2 0b df 83 20 07 eb d2 56 28 25 09 17 0a 82 89 
b8 13 10 a1 50 20 de cb 41 54 d7 ca 78 16 a0 a2 bf e3 5a d6 64 ea c1 72 76 3a 68 05 54 b2 c1 de d1 f0 e6 4e 5b 18 a9 
18 a1 50 ce 99 85 62 a8 2c 7a d6 1b 1b 60 1d 25 ca 78 18 71 
Data Ascii: 0v((*f<`HFOE:lh)_ZK]MqCH\nTK@V3W??IWs*' )DP^ir\bB;*4|.KR,p/TmJ,*Hcgp::= V(%P ATxZdrv:hTN
[Pb,z`%xq

2022-04-20 13:07:16 UTC 327 IN Data Raw: e9 2c c7 f9 74 f5 fb 72 78 9a 2f 5e ef 53 c0 aa 61 42 61 34 9c 8c b2 d3 d5 f3 e5 62 31 9d a4 3c a4 97 5d 53 0a 
d3 c9 02 04 00 2e b2 b9 93 69 9f 08 36 4e 4c 88 8c f3 f1 6a 32 5d ac 16 b3 44 0c ac 43 4e d6 1f 67 d9 f8 f9 70 f4 72 95 9d 
0d f3 d3 d5 71 9e 9d 8e f7 09 61 d7 dd fa 09 1d 4f 67 67 ab 71 36 1f cd f2 73 54 2c e4 6c ab 9f da 8b 6c 38 ce 66 fb 34 b0 
ce a9 9f c6 f9 6c 7a 76 be 48 d4 93 8e 6f fa 49 cc b2 df 97 f9 2c 4b 54 83 4d 8e fa a9 2c 5e 9f 67 07 cc 9d 0e f7 13 52 67 
f9 6c 36 9d e5 93 93 d6 77 57 f3 e5 73 a7 23 f8 2a 71 63 04 48 25 04 27 d9 e2 d5 74 f6 12 fc e8 f8 38 9b 39 77 7c 95 1f 
e7 89 be 11 ac de 4b aa 4f 40 ec 9d a2 5e 22 f3 e1 59 86 b2 82 9d d3 f4 52 79 e5 6c b6 3a 1f 25 aa 49 f1 4d 4a 63 ba bf 
0a bb 5a 9a 2c 3b 9f e5 17 c3 d1 eb d5 78 b8 
Data Ascii: ,trx/^SaBa4b1<]S.i6NLj2]DCNgprqaOggq6sT,ll8f4lzvHoI,KTM,^gRgl6wWs#*qcH%'t89w|KO@^"YRyl:%
IMJcZ,;x

2022-04-20 13:07:16 UTC 328 IN Data Raw: 67 39 8e 47 8a 49 9e 6e 7d 8a 69 91 39 64 e2 78 dc 73 5c a0 b1 a0 8d f2 06 94 ad 80 0b 7a a9 0a a7 25 7b 59 
74 cc 2b bb 56 a6 24 b0 e5 5a 3a 73 85 f4 6e ae b1 a0 37 b9 30 b3 71 0b 56 29 69 44 e1 b5 96 b0 11 a1 2d bf 85 fa 50 5e 
d5 54 a6 54 e0 44 1c d1 4a 66 2a 27 3f 2c 82 e3 d6 fa bf e9 72 93 d2 5a e3 ee df 4b 74 4a 2a d9 79 94 46 dc 26 b6 d3 48 
bb b1 00 29 7e 12 ee f2 38 f1 c5 8a 20 80 31 c6 49 e1 95 0f d6 b3 ce c0 93 4d c7 5d 25 01 17 ba 28 7c e1 4c a5 5b 26 18 
ed 8a 3c 77 e7 aa 69 3c d5 56 23 15 2f 40 39 95 33 85 f5 c1 58 27 1d eb 98 f0 f5 23 e3 13 95 e5 9a fa ca ba 13 5d 2b 74 
70 56 80 ca 2b a1 84 f6 5b ce 18 9d dc ca 85 b4 1e 0d 47 ed c1 68 72 de ed bd 7c d4 3a bb be 7e f7 61 d1 7a 71 fd 47 74 
18 be d8 bc fa 5a 18 2b b7 91 58 8f f6 99 94 65 f9 a8 ec 
Data Ascii: g9GIn}i9dxs\z%{Yt+V$Z:sn70qV)iD-P^TTDJf*'?,rZKtJ*yF&H)~8 1IM]%(|L[&<wi<V#/@93X'#]+tpV+[G
hr|:~azqGtZ+Xe

2022-04-20 13:07:16 UTC 329 IN Data Raw: 99 6e ef ad a6 8f c2 7a c1 74 99 a9 4c 37 8f 38 5f b3 ef 50 30 b2 51 d5 cb d9 e8 3e 3a 78 b8 65 61 e6 53 ef da 
54 c4 bd 4d 31 29 56 8a 04 0d 95 9b f2 92 cd 55 3c 93 b8 d2 41 71 d1 0a a7 79 38 f4 26 5f 8f af b9 c0 87 38 f0 6a 53 64 
3b 0d 98 97 64 3a 5f 9f aa 51 be 6b 14 56 91 48 9b 6c a2 55 38 89 44 8d 15 36 57 d1 4f 8b 8b ed c6 b0 77 09 ef 70 7d fd 
b9 4e ec 10 f5 8f 32 53 eb 9f 06 fb 78 3f c3 48 e5 d9 fa 78 14 cd 4f e9 3e b7 2b 66 23 64 a2 1e d4 5e 27 3e d8 85 65 1d 
48 50 eb 43 06 2a ff 94 12 3d bc 34 11 77 a9 db 4c 9f 04 22 95 04 29 6a 0e 78 45 be d8 e1 36 9b 06 bc 79 a0 ed 8d af 79 
03 bd c6 54 d1 48 e3 b5 10 02 92 5f 07 79 11 24 df 7c eb 33 0b b8 be 3f 23 6e 6c 34 2e 9b 6f 57 8c 39 52 7e 52 bb 6b a6 
8a bf a5 53 16 1a f2 37 5d e5 60 42 59 0d 39 3e 7b 4a 
Data Ascii: nztL78_P0Q>:xeaSTM1)VU<Aqy8&_8jSd;d:_QkVHlU8D6WOwp}N2Sx?HxO>+f#d^'>eHPC*=4wL")
jxE6yyTH_y$|3?#nl4.oW9R~RkS7]`BY9>{J

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 331 IN Data Raw: 87 1c 98 b9 50 1c f9 49 51 ae 91 ab 2e 0e 1c e1 d8 91 16 61 5e 44 0e a7 78 80 a3 37 42 95 5c 5b f7 5b fb 23 
39 d4 be 9a 47 f8 fe 33 ee 3f f4 95 f5 fc 0d 90 b1 df 3c ce 3e 35 b4 ac 8b c7 0d ab 46 ab 7c be 79 b9 1f dd 21 d9 31 e3 15 
d0 24 1e 16 44 16 ed a5 16 08 20 74 57 08 25 ab fe 33 a4 73 06 60 33 eb 25 91 a7 a1 c8 ad d1 4a a4 9e d8 49 08 38 00 
36 04 a4 de e0 8a 05 84 83 0c 4c bb 2f 1a e7 eb 23 91 f5 58 b1 b0 6e e0 5b 0b 56 19 30 cf b7 a6 1b fa 2e 81 22 8d 6a ea 
23 4e 27 a9 67 4c 12 00 ee f8 a2 ea 43 55 15 3b 69 04 1d 02 c7 b5 53 74 c8 87 cc 26 37 ca a8 ff 42 79 e5 c3 54 67 a9 10 
f6 2c ce ae 30 0e 18 91 86 6c d3 09 e7 aa 79 7c 78 c3 27 6b 18 af 46 fd 6c dc a0 17 69 b9 aa 46 6c 25 58 a4 91 06 f2 57 
7a 07 03 ee 1e ef b0 95 ed d1 3b c9 06 c9 2c 15 0f b7 76 
Data Ascii: PIQ.a^Dx7B\[[#9G3?<>5F|y!1$D tW%3s`3%JI86L/#Xn[V0."j#N'gLCU;iSt&7ByTg,0ly|x'kFliFl%XWz;,v

2022-04-20 13:07:16 UTC 332 IN Data Raw: d2 ef 93 08 c6 54 03 f2 04 c6 bd 2e 40 85 f3 f3 ee 59 97 e1 09 77 5f 0e 47 ab d3 1d 9e b4 07 9d 4a 52 a7 dd c1 
45 9b 33 45 ee 46 52 8e d6 69 b7 57 d6 ee 65 02 96 dd 63 82 0f d7 f1 e7 08 d5 34 32 41 9e a9 9b 72 24 7a 6d 0a bf e8 
53 e5 b8 95 fd 97 d4 c5 d3 87 04 71 2b 07 65 e5 60 99 73 73 37 27 71 04 32 cb b9 27 58 e5 96 d7 a6 46 7c 29 93 a0 64 
09 70 f1 81 9b d1 cc 12 18 8e c1 52 a9 37 e4 aa 15 1c 8d 1a 0f 3d 1f 9f 4d fa 83 49 59 01 1b aa 8e f4 8e df 2c a1 4a bf fb 
af 4a 0a 84 99 87 03 67 89 9c 96 ed d1 18 62 55 05 f8 4a c6 eb d2 5b a3 b2 a4 20 54 50 a5 e6 9e b7 95 a5 00 c0 f5 6f e0 
7d c0 4e 73 c1 8b 7b d0 1c 47 2e c6 af 2d 7e 95 b9 e3 21 4f e7 74 50 96 ff a0 c1 8c 7b 00 77 9e 08 e7 9c 99 47 f0 6d 21 
30 00 59 d1 83 d0 5b 29 f2 24 fe 56 0e 5e 52 40 c0 d4 fb 
Data Ascii: T.@Yw_GJRE3EFRiWec42Ar$zmSq+e`ss7'q2'XF|)dpR7=MIY,JJgbUJ[ TPo}Ns{G.-~!OtP{wGm!0Y[)$V^R@

2022-04-20 13:07:16 UTC 333 IN Data Raw: 7f cd 17 a2 f1 05 b1 56 d2 17 5d 0f fc 0f 0d a5 1d 97 cc 69 66 ad 50 4e 70 4e 55 9d aa f6 71 ce 6d d9 c8 38 95 
19 86 ec 44 76 1b cb 9c 54 a9 8c af 2b be ec dc 84 82 af cb 2c 22 42 54 20 1c c4 91 3c 99 d3 99 10 50 90 a0 c8 e7 4b d8 
6d 32 9a c0 70 cb c5 93 8f ef 3f dd 15 ef 9f dc de dc dc d7 0f cf f8 e0 67 f6 39 14 3b 5f 52 b5 af 21 00 0e f9 e5 67 fe f9 f3 
6c 7e 36 9c 4e fe 91 cf bf f8 97 57 c1 a5 37 e5 80 7a 5a a4 4f fb a5 62 47 03 de a2 4b 9f f0 ed c3 db fa ae 5f fe 8f 5f 93 ff 
12 ed a0 14 2a 2b e3 70 3b f0 4b 67 8c 40 9e d2 da 4d 03 a6 4f 07 e3 ab 71 14 44 c0 30 0e c0 72 30 9f 93 99 14 94 07 58 
5d 9d f8 32 6f 3c 5a 89 42 b5 c8 5a f1 4d c0 1f cd bc 87 6c a8 6a 96 57 de c3 da 86 42 67 6d 07 98 84 05 ae 31 66 a4 34 
78 97 90 52 0a aa 94 b3 f6 69 ce 14 07 10 
Data Ascii: V]ifPNpNUqm8DvT+,"BT <PKm2p?g9;_R!gl~6NW7zZObGK__*+p;Kg@MOqD0r0X]2o<ZBZMljWBgm1f4xRi

2022-04-20 13:07:16 UTC 335 IN Data Raw: 16 2d 8f 06 0a a0 5d a0 3a df 06 39 b7 a3 d7 2e 63 da 55 a2 48 36 63 7b cb 23 75 8c f8 ad b9 da 61 79 0c f6 
3d a4 cb 58 52 6f 0f eb 61 b3 d6 4c 33 a9 d0 06 82 bf 08 ff 13 c5 5c 74 68 42 75 a0 67 e0 5d 36 ac c6 2f b6 16 ec 64 35 3f 
ef 90 c2 43 b8 f5 c9 3a 88 2d 8a ff 20 db 9f 2c 36 6b 40 73 87 c6 0a 85 1f db 46 4f ea a8 b9 7b d8 f1 3e af d9 f6 2b 07 68 
e0 ed f9 27 ff 89 0d 3e 2a f4 8f f1 3d 99 83 3b a4 33 f0 8f 65 9a 81 3f 7c 3d 07 10 c9 a7 17 51 dc 00 d5 e1 55 cf ee 60 28 
e1 34 49 f2 1c 8b a5 38 c0 91 f2 1b ad 8a d8 c9 42 33 ba 67 cd 11 1d e0 06 e0 5c 8a c8 a4 c6 38 ac cd 3e 9f 74 02 2b 46 
08 5a 85 28 e6 84 6d fa f9 59 c3 f8 65 a7 c4 22 7e fd 04 28 8c 04 b6 48 ca 37 df 86 a1 61 4d 19 43 26 73 14 30 6e 1c bc 
85 c4 22 d6 44 91 9c 0e 6a c4 60 ff 9d fd 4c 43 
Data Ascii: -]:9.cUH6c{#uay=XRoaL3\thBug]6/d5?C:- ,6k@sFO{>+h'>*=;3e?|=QU`(4I8B3g\8>t+FZ(mYe"~(H7aMC
&s0n"Dj`LC

2022-04-20 13:07:16 UTC 336 IN Data Raw: cf da d8 5d 2f 56 cf bd 8d f0 a7 24 8c 09 e6 90 28 9c e6 cb 57 b3 f9 4b c4 d1 e9 69 3e f7 e1 f8 6a 72 3a 49 ec 
4d 90 cb 5e 55 7d 1b a4 ee d3 f6 2a 59 0c 2f 72 72 29 d4 00 b9 57 cb 2b ef b3 f5 e5 28 31 4d 0a ed a9 8e d9 a1 14 75 69 
25 11 bb 9c 4f ae 86 a3 d7 eb f1 70 39 5c af 16 c3 b3 9c 48 a7 e4 e2 48 a2 66 e1 f9 16 5d 5c 28 3c a3 e5 cf 67 67 49 79 
24 7a 47 42 78 b9 ba 5c 5f 4d 16 93 e7 93 10 64 bd 2e 25 ee a2 a6 da 66 a7 cb 57 c3 79 7f e4 53 c8 9a 68 59 4d 5f 4e 67 
af 12 59 aa 95 4f 64 af 26 e3 bc bf da 13 9c a8 47 c3 e2 62 36 5b be 98 e6 8b c4 aa d4 bd e8 44 c9 eb 3c 05 2b e2 be 59 
90 5b 9c ad 4f 51 90 11 bd cb 19 b0 66 91 94 2f ea b8 bb 95 84 a5 50 6d c6 f9 74 92 56 2c ea 84 7f 5f 6e 39 b9 c8 b1 e0 
24 f1 88 d1 73 2b 78 11 d0 6c 9a 8f 96 cd aa 13 fb 10 
Data Ascii: ]/V$(WKi>jr:IM^U}*Y/rr)W+(1Mui%Op9\HHf]\(<ggIy$zGBx\_Md.%fWyShYM_NgYOd&Gb6[D<+Y[OQf/PmtV
,_n9$s+xl

2022-04-20 13:07:16 UTC 337 IN Data Raw: 15 52 17 79 be 5c a7 da 07 88 36 62 6f a2 a4 d7 ac fd a1 95 1c 0f c3 e4 cd 77 fc 07 fe f1 08 96 6d d7 e4 36 fd 
92 af 17 69 51 72 93 5a 31 fe e5 36 cf aa 34 ab 98 7d 6f 0c be 93 56 58 fa d9 e4 3f 3f 9b 28 2d b0 f6 16 28 35 d8 47 4f 4f 
1d ce 9a 6d bf 1c fa eb fb 53 f2 ef cf 75 aa eb fa f7 a7 e5 96 64 ed 17 a2 7d 29 d2 bb f7 9f 8f be 54 d5 b6 7c 77 7a 5a d6 
db 6d 5e 54 27 4b ee a1 93 db 7c 73 7a bb 73 f1 29 c9 ca 9f d3 e2 d4 0c 78 96 7f 3e d2 2a 52 2c d3 0a f2 b3 39 82 64 f5 
f9 a8 55 cc 1e a2 dd ae 49 59 e2 c7 22 fd 6f 4d 8b 74 f1 56 58 04 c1 6c f9 b6 fc 92 ff 8c 1f ff 51 e5 db 93 b2 be bb a3 b7 
14 9b eb a7 e9 62 4e 6e 99 2a ee 02 e4 82 e3 39 a6 8d 67 7a 96 a9 7b ae 21 47 1a 32 7d 8d 53 a7 da 0a 86 66 b0 89 d0 
77 bf fb 18 95 5e 36 7e ed 18 4c 71 0c 0a 33 95 
Data Ascii: Ry\6bowm6iQrZ164}oVX??(-(5GOOmSud})T|wzZm^T'K|szs)x>*R,9dUIY"oMtVXlQbNn*9gz{!G2}Sfw^6~Lq3

2022-04-20 13:07:16 UTC 338 IN Data Raw: 2e 8d 4a 6f 5b ae 8d 46 d2 41 2f e9 59 8e ec f5 83 2e 32 4b 59 98 ac 88 88 ef 8a 4d 01 a8 d0 65 b2 3e d4 b7 
51 7a c0 30 75 db 95 02 f3 8a cc 01 3a c0 73 86 36 9b f4 b0 97 df f7 c4 31 9e 54 6a f7 34 e5 d9 8d a7 ec 80 8d f9 ec 45 fb 
f7 5c 10 4e b4 1f 53 aa 15 00 19 2a b0 69 2e 70 1c 8c 59 88 02 b4 59 4c 92 07 3c 05 5f 50 59 d8 98 61 07 ae 04 4f 26 5b 
d8 01 dc 6e 22 e3 45 07 da ea bc 05 7d 2f d2 e7 76 f3 e4 8f b4 95 af f4 8d 6d 3f a2 70 ea eb 6d e1 ef ec 04 ab 22 af b1 6d 
f4 27 79 d5 74 84 8e 69 b9 6d 43 e2 80 fe 01 ee 4c df f3 00 50 81 ee 18 52 30 83 a1 d0 0d 3b 4e 21 e0 39 0e 9b 11 38 01 
68 1b 18 80 cc c3 f8 3c a1 25 9d 1f 7a 42 0c 7c 0b cf f2 41 bd c0 43 c0 59 a4 d0 09 9b 7a 44 19 ab dc 6c 69 0d 6b d9 44 
a9 73 7e f0 08 66 8b 48 bd af b3 25 70 82 c5 2c e2 
Data Ascii: .Jo[FA/Y.2KYMe>Qz0u:s61Tj4E\NS*i.pYYL<_PYaO&[n"E}/vm?pm"m'ytimCLPR0;N!98h<%zB|ACYzDlikDs
~fH%p,

2022-04-20 13:07:16 UTC 340 IN Data Raw: 82 48 88 d2 7d 33 4c 8e d9 4d e6 b6 b9 d6 4f 8b 07 44 03 0e bc 25 e4 a4 58 e4 62 9e 96 84 63 4d dc 26 8b 19 
67 b0 f3 7f b6 dc 7f 9d 80 dd c2 79 ba ef 5b 3e 5a 02 36 fb 93 5b 8e dd 5c 6a e7 b7 ae 4d 7b d6 89 76 d3 78 94 b3 a3 d7 
c7 4f d7 51 2f 0e 67 a3 c1 74 12 8d 66 61 af 17 4f e2 41 12 5e cd ce 07 d7 d7 51 32 19 1f da a1 ba 62 95 f5 4c 7b f1 60 f6 
d3 34 bc 8a 27 9f 0e 35 a8 d0 55 d2 70 1e 26 e7 d1 d5 ec 6c 3a 99 0c 12 d9 06 f9 0a 53 d6 30 48 26 d8 00 ac 88 c6 6c 4f 
87 4a 54 fd ac a4 a4 17 f7 66 c9 60 32 9b 8c a4 6d a8 f8 b6 24 df 8f a2 de 59 78 7e 39 8b ae c3 f8 6a d6 8f a3 ab de a1 22 
d5 bd 48 b7 a2 fe 60 74 3d eb 45 e3 f3 51 3c 54 6e 4b 31 20 eb d6 f6 21 0a 7b d1 e8 50 87 8a 50 76 eb 18 8e 06 d7 c3 
89 e4 1e b9 7f eb 56 31 8a 7e 9a c6 a3 48 72 8d aa 73 
Data Ascii: H}3LMOD%XbcM&gy[>Z6[\jM{vxOQ/gtfaOA^Q2bL{`4'5Up&l:S0H&lOJTf`2m$Yx~9j"H`t=EQ<TnK1 !{PPvV1
~Hrs

2022-04-20 13:07:16 UTC 341 IN Data Raw: bb 54 ab a4 89 be e1 ff ac b5 6d b2 13 4f a0 4f 49 bc d5 e8 fe 91 6e 9e d3 a7 72 cb be 3d 27 f9 86 2e ea 7b 33 
ba ce 8b 32 4b b5 a7 0a 6f 91 97 1c ce 58 ac 37 e5 6f 42 1d 28 e2 78 ae 63 39 c4 d4 7d e2 da 97 da 44 71 c6 65 96 71 8e 
d5 64 94 eb 46 77 94 03 58 86 67 c1 30 0e 64 3d dd 70 5c 53 bf 44 78 48 56 71 0a d5 e2 dd 96 ab 2e 00 17 02 c1 36 0c 
dd 22 8e 67 9a 3a 70 88 69 4b 08 83 38 39 ac e2 67 be ae 5c 4b 0e cf 71 b2 4a 0b 2d a7 0c 95 2d be bc d1 fa 7c 91 ab 
43 79 ad 89 07 55 cf 31 93 5d 12 17 da b3 70 43 06 ac 1b f1 60 9b f8 04 4f b6 5c 9d 78 86 e7 db 9e ac fa a5 d2 8f b9 ec 
52 c7 74 1c cf 71 2d 66 48 cb b7 4c d7 91 17 f0 4c 13 28 4a b7 62 cd 1e 81 d9 0d d7 72 6c cf b7 6c 57 77 a5 98 9a ac 2b 
4b 9b cb 72 2b 1e e3 d9 c4 f4 5d 9b c0 51 06 31 88 e9 c9 ea 
Data Ascii: TmOOInr='.{32KoX7oB(xc9}DqeqdFwXg0d=p\SDxHVq.6"g:piK89g\KqJ--|CyU1]pC`O\xRtq-fHLL(JbrllW
w+Kr+]Q1

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 342 IN Data Raw: 98 fc 6e 99 9c 56 9d 5c db a7 f8 9a 08 ed b6 b5 81 56 07 f0 f3 a3 6d ae 1b 5e ca ba e6 5a 78 01 0e 62 2a 0b 
b6 09 1d 33 ad b1 6b 6d 47 6e c5 c6 40 4f 30 44 99 95 b5 08 4c b9 2a d7 f8 9d af 6f 4d 37 7b 3e 0e f0 c4 c0 c8 66 82 47 
a0 5a a1 8f 23 39 4c 89 66 33 ca 5c 97 7c 84 4b 35 e3 e0 f2 a9 ee bf 09 2c 07 f3 89 6d b2 4c 25 86 6d a2 f4 49 83 1b 0f 
4a 31 87 70 a6 6f 19 e8 13 18 6d 2c d7 43 ab 70 2c dd 93 72 f3 58 d8 f6 59 7c 10 0c 8d 0f 2f 22 b4 61 b2 7d 46 f3 26 0d 
58 a8 c1 6c 48 56 9a 88 44 2d f2 f3 09 a8 3c 3c e2 1a 1b 7c 10 5e 3f 34 0e 59 36 9a 87 87 79 d4 a8 86 42 db 93 db 52 b0 
67 0f 8c b5 dd d9 3c 76 fe e0 1a b8 19 58 7f ec d9 ae 8d 4a ee 1b a6 8d d6 62 fb 44 7e f6 79 2f cf b1 78 e6 1f b8 1a da 3c 
d3 ac 4e 7b 36 a2 26 79 22 12 b6 38 d7 ad ae 4e 0b 5a 
Data Ascii: nV\Vm^Zxb*3kmGn@O0DL*oM7{>fGZ#9Lf3\|K5,mL%mIJ1pom,Cp,rXY|/"a}F&XlHVD-<<|^?4Y6yBRg<vXJbD~
y/x<N{6&y"8NZ

2022-04-20 13:07:16 UTC 343 IN Data Raw: 11 a0 3d a5 6c 13 b4 76 79 9d 44 a0 e6 eb 26 1f 84 d3 31 c2 7a c4 d4 1d 03 bd 0a f3 bb 2b 13 8b 1f 61 7b 2b 
ca 3d 2c 12 1b c9 ab 22 7d f8 f9 27 ac a3 3e 2d a4 db 6b cd b8 b6 f8 4d 77 ef 0f ec 11 76 f3 ed e7 5a 41 d7 71 0d cb 00 fb 
01 93 33 51 c8 db 46 ee 4a c5 46 af 4a 13 d0 ab cb c8 e3 9d 8d 25 12 9b cf 74 c0 1b 06 18 af 21 11 93 28 6e f7 a7 47 3c 
c6 66 40 6c 2a aa 4d 7c 4f 12 0f 2a 5a a8 d8 7e f6 d0 98 7c df 77 2a 5e 64 59 ae 2e d7 83 f1 91 03 29 ce 52 3d b3 ea 02 
9e 07 7a e6 10 17 d3 a5 54 0b ba 17 f5 f9 b2 f4 55 c5 a1 65 8f f0 4c e5 e4 cf ed da 8a a5 fd 79 6d 1b 6c dd 64 55 da 33 
1d 10 38 df f2 a5 56 79 c2 2c 3d d0 62 10 71 4b 07 e3 62 3c cf 52 a7 0d 66 72 36 0b 51 04 22 02 bf 09 28 74 d8 6b 6d 81 
22 dd 9e 51 bf 37 34 79 e0 c0 ba e5 59 3a ba 3b 5a bc 
Data Ascii: =lvyD&1z+a{+=,"}'>-kMwvZAq3QFJFJ%t!(nG<f@l*M|O*Z~|w*^dY.)R=zTUeLymldU38Vy,=bqKb<Rfr6Q"(t
km"Q74yY:;Z

2022-04-20 13:07:16 UTC 345 IN Data Raw: 90 9e 46 d3 7e 38 97 12 43 f1 9a fa 89 30 1f 0b 31 b2 08 c2 d0 09 46 ac 8a 49 2b 50 bc 7f d0 a0 80 a2 4a e6 
52 1c 31 d4 f7 8f 82 d9 44 12 50 bd aa db 08 f4 03 b9 7c 29 5e 64 ae ef 9f 84 a1 d4 9e 55 3b 7f f5 fd b3 81 6a 09 aa 5d f5 
5a e2 61 d8 9f dd 4b 12 aa ff e4 f3 f2 f2 7f 50 4b 07 08 98 9c 1d 6c 39 10 00 00 51 36 00 00 50 4b 03 04 14 00 08 08 08 
00 2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 6d 6c 2f 03 00 50 4b 07 08 00 
00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 
00 00 5f 6c 6f 63 61 6c 65 73 2f 6d 6c 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e dd 5d 5b 6f 1b 3b 92 fe 2b 5a 4f 1e f6 0c 
1c 9b f7 4b 76 ce 1e 28 56 db d1 c4 96 3c ba 38 c8 20 
Data Ascii: F~8C01FI+PJR1DP|)^dU;j]ZaKPKl9Q6PK*Q_locales/ml/PKPK)Q_locales/ml/messages.json][o;+ZOKv(V<8 

2022-04-20 13:07:16 UTC 346 IN Data Raw: 05 2d 76 44 4f 48 73 20 02 7a fc 43 8c 46 02 9c 4e c8 b5 a1 22 0e f9 02 4e 45 be 3c 10 8a d0 44 38 00 d0 8c 
59 29 2d cc 57 48 09 fa 9e c7 f2 a9 27 bf 8c 54 38 53 1c 90 b8 f5 00 77 b9 05 90 47 2e 04 9e 4e 58 0e 1b 04 01 21 56 81 
10 2b 56 ed 68 e0 24 58 38 67 8c 30 4e 71 26 19 74 48 77 55 31 16 23 ff 16 3a 43 e6 2f 1b 4d 31 14 86 a6 08 7f f3 d8 09 
00 f7 de 5e 1c bb f4 60 3e ad d3 30 76 0e a2 a6 1e 80 03 b3 c1 64 5c a3 24 64 6a ad 37 ac af b1 60 bf e1 d3 03 0b 7d 6e 
a5 72 ba 4e e8 64 90 af 40 5d 81 7f 13 1c a4 41 7b e9 4b ed 24 a5 09 47 f0 b6 c5 f8 e6 59 22 4f 54 1b 20 c4 97 60 5f d2 
c9 b6 65 45 2b c1 14 4c 15 c2 45 26 25 70 9e 9c 6c c8 5b 10 4e af 6c 01 2e db c1 3f c2 80 54 7b 2f f3 31 40 b4 f4 57 55 
4b c5 20 12 f1 10 fc 59 10 57 88 ff 4c 46 ad 50 9c 83 a5 
Data Ascii: -vDOHs zCFN"NE<D8Y)-WH'T8SwG.NX!V+Vh$X8g0Nq&tHwU1#:C/M1^`>0vd\$dj7`}nrNd@]A{K$GY"OT `_eE
+LE&%pl[Nl.?T{/1@WUK YWLFP

2022-04-20 13:07:16 UTC 347 IN Data Raw: 57 1f 9e 1e 7e 78 d4 fa e0 15 45 3b 3d d8 5d 2d f6 5b 97 71 0f 93 52 8a 31 e0 99 30 0e d6 ca 32 c5 e9 c2 df 
16 af f1 de 5e a7 4e e2 c4 0d 15 89 7d 87 11 26 8a c5 1f 98 50 d9 ac 40 5a 2b 60 95 77 12 fe 05 e0 cd 99 a7 f9 e4 92 b0 
3e dd ca ca 71 8b 28 3c 6f 95 7a e0 97 e8 ad bc bc 5d ae b3 ac b2 e1 35 51 37 fd 93 82 29 42 82 6b f8 16 79 6d 34 93 ca 
80 05 63 65 65 a6 32 6b 8f 41 64 d7 7b eb 29 f1 fc 8c ee 25 53 a1 55 4e 2b 27 78 c6 ee 33 b1 3f 9f 1c 27 b9 4f 02 d2 b2 
2e b9 54 bc 96 48 a7 8d 60 1c 80 ba f0 00 35 8d 27 8f 70 44 c5 62 8d 4a b5 f7 84 37 da bc db 12 b1 d7 24 42 b1 43 74 f7 
bc d1 89 16 02 c1 d8 b0 b3 5c 28 af a2 bf 04 86 18 0f 9a 29 bd 05 55 75 4c 33 2d ba aa d2 1f cd f3 80 87 38 3c 09 03 b0 
10 95 83 89 28 13 86 20 b5 c2 6b 52 6e 03 84 e3 1b 73 13 
Data Ascii: W~xE;=]-[qR102^N}&P@Z+`w>q(<oz]5Q7)Bkym4cee2kAd{)%SUN+'x3?'O.TH`5'pDbJ7$BCt\()UuL3-8<( kRns

2022-04-20 13:07:16 UTC 349 IN Data Raw: 63 a3 00 e9 fb cf aa a4 29 c2 14 17 d6 c5 ff bd b3 d3 d1 6e a6 15 4e 54 b4 a0 60 e4 da 2e 4a d6 63 13 85 35 
e9 7b 53 78 a3 fe 14 ef f0 bc 45 c2 75 d9 5d 29 b0 0a 5d 31 c7 eb 72 c7 dc 95 14 f1 8c 43 79 bf 8e 65 ce 49 27 c0 3e 83 
a1 a6 f7 57 ff 4f 94 a8 62 73 4f 44 d5 0c cd be 75 13 e0 8f 2f 4e 3e 29 06 c3 fe 62 32 9e cf 8a c9 a2 3f 18 0c 67 c3 f1 a8 7f 
bc 38 18 9f 9c 14 a3 d9 74 95 e5 d4 45 53 29 9d f9 60 38 5e fc 6d de 3f 1e ce 5e af 52 a0 20 67 42 e1 a0 3f 3a 28 8e 17 
cf e7 b3 d9 78 94 8e 21 bd 87 29 a5 30 1e cd 60 02 30 8a 62 5a ce 69 95 08 55 76 92 10 19 0c 07 8b d1 78 b6 98 4d 92 
69 50 db 37 49 fb c3 a2 18 3c ef 1f bc 5c 14 27 fd e1 f1 e2 70 58 1c 0f 56 09 51 57 4d e4 09 1d 8e 27 27 8b 41 31 3d 98 
0c 4f c9 69 11 55 bb 79 6a 2f 8a fe a0 98 ac d2 a0 32 
Data Ascii: c)nNT`.Jc5{SxEu])]1rCyeI'>WObsODu/N>)b2?g8tES)`8^m?^R gB?:(x!)0`0bZiUvxMiP7I<\'pXVQWM''A
1=OiUyj/2

2022-04-20 13:07:16 UTC 350 IN Data Raw: 59 fd 55 f6 e0 e1 b0 73 c0 05 97 85 b6 85 13 56 48 67 75 21 18 05 8b 9b 16 96 ac 61 29 d6 7e 16 8b fa 1b 57 
3f a9 fd af 1d f4 9f cb 76 5b a1 fc e6 f5 cf cc b4 ab 03 d4 eb fa 9b 95 df ad 7e 48 38 bf a2 86 e7 7f f0 84 b1 76 81 df 87 2f 
10 6c e9 d6 1f 92 18 19 b5 be 58 d5 e8 49 8b be 5f 75 e8 dd 02 25 0e 91 e8 7f 6e 88 fb 25 b0 16 98 6a 9c 35 ca 30 c9 0b 
66 35 79 4a bc 5e 8f 08 0b d8 16 e8 f4 ac a7 c8 e3 63 10 19 e1 10 95 70 0a 64 c1 c0 93 8e 0b 63 25 a7 b6 22 c0 af d6 51 
e0 d2 9f cc 0a d1 e6 d0 d9 23 3a e5 d2 6f ae 85 e0 8a 19 27 25 07 14 98 d4 e4 e6 1e 56 74 98 18 1d 83 58 ca 34 12 02 
d3 a2 10 1d 63 10 b0 eb 44 2e ed 11 16 3d d9 4a 58 2c 55 5e 56 38 42 2a 62 3b 7e e8 1a 51 be 5a 97 1e 42 0c e4 f2 28 
70 46 03 31 c0 1a 65 39 73 c2 15 da e5 8f 25 1c 85 43 db 
Data Ascii: YUsVHgu!a)~W?v[~H8v/lXI_u%n%j50f5yJ^cpdc%"Q#:o'%VtX4cD.=JX,U^V8B*b;~QZB(pF1e9s%C

2022-04-20 13:07:16 UTC 351 IN Data Raw: 96 36 94 cc aa a4 48 20 45 a2 20 02 d5 a2 02 75 e1 1c 0b c4 bf a0 c0 57 eb 6c 8f d4 55 e1 80 23 f0 fd 0a 41 0f 
67 ee 1f f2 75 85 a8 40 b0 b7 77 8b cc 4a 14 64 b5 8f 06 31 c0 9e 69 0b f9 ff 92 ed a1 0e da 33 c7 b5 52 44 99 3d bc 0f 
d6 07 af a2 76 5d ae 72 88 35 b6 62 d9 12 d7 c8 c4 bf 42 96 4c e5 0d 55 2c 1b cb 99 1e f6 e5 51 c6 74 51 1e 03 9f e0 82 
e6 50 94 e9 45 aa 8d 74 be 41 36 51 d5 68 07 2c c5 3a 03 7b 27 b1 8f ab 78 98 de 2d 65 5b 96 b2 00 89 8a 20 fc 00 46 
79 27 af 73 88 85 12 fb 0c c2 ef 59 84 a6 67 85 6b d1 8c bc 55 20 12 2d 48 9d 41 a8 91 23 21 8e 2b 9f a9 0d 64 eb f4 fa 
e3 8f 0d 5b 6a 68 58 22 7b 3e 1a fa a6 26 66 17 09 08 15 39 77 b8 af c8 fb af 44 64 24 71 8c 8a 43 e0 28 46 d9 d6 16 88 
f6 0b e5 bc 9a 0b 69 68 8e f3 84 28 ad da ac 5d d8 69 53 
Data Ascii: 6H E uWlU#Agu@wJd1i3RD=v]r5bBLU,QtQPEtA6Qh,:{'x-e[ Fy'sYgkU -HA#!+d[jhX"{>&f9wDd$qC(Fih(]iS

2022-04-20 13:07:16 UTC 352 IN Data Raw: 12 c1 58 5a 32 21 c4 34 3b 58 65 0c 57 10 28 14 5c 58 e1 b4 64 84 ac 22 cd 45 eb 1f e1 60 10 22 99 54 39 4c 
8b 99 02 42 7b 2b 65 01 51 3e 18 1f 57 30 5a c0 17 48 e2 50 c8 10 c6 93 3c 82 5f 67 34 71 f9 d1 b4 16 46 26 b3 22 4d 24 
16 45 07 ad 1a 10 61 63 68 c5 e2 a6 d4 b6 18 80 50 ed ff f3 0b b3 d7 98 32 58 6d a8 4d ac 45 63 d9 c6 4f 34 0e 98 98 49 
89 48 69 da 98 29 17 51 89 61 db bc d6 be 73 6b b8 bc b2 a9 e7 f7 b8 fa 3f 36 65 01 11 81 44 58 27 ea 15 f9 93 7c 89 6a 
9f 09 b6 3d 26 22 70 41 7f 73 00 4f 14 df 02 0f 2f 91 94 24 53 50 cd 6e b9 ca 56 2e 68 21 fa 14 c8 a5 71 62 9e 8a 28 c7 43
4c 6c 0d 13 bc 6a 6a 42 12 a3 20 da dc 30 27 ba cb 2e 59 cb 67 39 18 7d 70 d5 0c 52 48 30 7d 0c 4c f2 fa 56 eb 35 d2 2d 
65 40 1c 92 8b 48 16 2e 11 42 b1 d2 e3 73 8c 6e 1c ee 
Data Ascii: XZ2!4;XeW(\Xd"E`"T9LB{+eQ>W0ZHP<_g4qF&"M$EachP2XmMEcO4IHi)Qask?6eDX'|j=&"pAsO/$SPnV.h!qb
(CLljjB 0'.Yg9}pRH0}LV5-e@H.Bsn

2022-04-20 13:07:16 UTC 354 IN Data Raw: 61 d9 9b 06 ac 13 fe 10 2f 31 43 8b bf 5a 48 ef 97 bb bd 5e 79 31 ed 3e 3f 4b 74 87 9a 3b c9 c3 39 1d 8d 12 4c 
a8 84 2f 0f e1 a2 1c 9f 00 55 09 39 c4 bb bf 36 00 19 8d 12 0f 46 24 e5 79 00 b3 e1 00 42 85 b3 b3 c1 e9 80 e0 09 75 0b 
80 82 d5 1f 4c 7a dd 71 bf 3a a9 93 c1 f8 bc 4b a9 22 75 e9 8c 82 75 32 18 96 b5 79 99 83 66 0f 09 e7 43 75 41 29 40 35 
8c 8c 93 27 ca 80 14 88 61 37 0d bf d2 77 14 51 2b 47 2f 53 13 9f be aa 83 5a 39 2e 2b 03 4b d0 4d dd 90 a0 00 64 96 53 
6f 7d c9 2d af 55 2d b1 a5 44 fa 
Data Ascii: a/1CZH^y1>?Kt;9L/U96F$yBuLzq:K"uu2yfCuA)@5'a7wQ+G/SZ9.+KMdSo}-U-D

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 354 IN Data Raw: 91 05 40 f9 07 6a 54 2d 0b 60 32 03 4d 4d ad 21 55 45 a0 60 d4 f1 d0 f3 d9 e9 7c 34 9e 97 55 60 93 8a 63 7a 
51 30 0b a8 92 ef d1 ab 32 0d 84 89 17 45 66 81 9c 94 dd e9 0c 7c 55 15 f0 95 84 d5 4d 6f 6b 64 41 81 ab 48 85 9a 7a c9 
4d 16 02 04 ae 7f 02 eb 03 7a 9a 73 5e d4 bb 98 28 70 de 7f 6d b0 ab c4 10 76 1e ce c9 b8 2c ff 92 3a 33 ea bd a9 79 20 
94 71 26 5e 6c b5 01 c0 18 ce 2a 25 24 1d dc ce 83 f8 53 39 7e 99 06 04 44 5d 3c 0f 22 e3 21 a8 4b 35 1b 80 10 1e 82 
9a 1a cc 43 f0 a1 49 ea 76 75 f2 86 cc 0d 30 a6 10 6f a6 22 4b cd 4e e6 81 cc 86 af bb d3 de 0b 4a c8 a8 71 1d 0a d0 9b 
d1 0c 32 f4 e1 e4 35 a1 3e c4 8b a8 10 88 17 dd e1 29 84 2e f3 c1 b0 0b 6a f3 2a c1 80 ea 40 92 cb 5f 81 b6 a5 a1 13 71 
35 92 58 1d 32 80 34 55 4c 07 11 89 d5 d3 c1 f4 ac 9c 27 8a 
Data Ascii: @jT-`2MM!UE`|4U`czQ02Ef|UMokdAHzMzs^(pmv,:3y q&^l*%$S9~D]<"!K5CIvu0o"KNJq25>).j*@_q5X24UL'

2022-04-20 13:07:16 UTC 355 IN Data Raw: 5e 35 a3 74 89 c0 15 5a 5c 60 ba aa 3a 86 e1 40 89 6e 18 86 7e aa e5 23 2b 57 6a aa a9 a1 01 38 1e 40 5d 
73 80 c3 a7 2b 3b d8 8e 58 6b 20 98 ae 6d eb b6 6b 6a aa a1 42 82 ae 85 63 16 1c 55 77 e8 66 cb 55 be 56 a6 00 c2 f4 
f2 f2 b2 d4 60 78 08 ae e3 5a d0 a0 61 ab 26 81 d8 0f ec 89 6d cb fe 56 c8 18 e8 4d 48 07 fc ef e1 ce 9e c4 c2 36 2c bc 
58 ed cd 34 91 9d ba 86 8d 59 9e e1 f1 08 90 cd 7f 88 2a e5 96 a9 ab 26 54 a3 1b aa 86 01 d3 88 72 d1 e0 cb c5 36 9a 3
9 d0 0f f6 d8 70 95 e7 19 a7 8b 7b 77 62 a5 a9 a2 43 79 e8 93 0e 5c 86 56 69 53 ff 07 28 bd 95 f2 d3 36 e6 fd 23 f9 f9 6d 
25 c7 b7 aa 69 aa a7 f3 8a d1 69 97 bb 07 8a c4 65 bb 39 57 fe 10 df d2 38 cd a2 b5 b2 85 f3 23 b8 6d 05 7e 70 0e 02 91 
09 47 36 80 a2 e7 4a 9a b1 0c ab 90 6b db 5d 84 2f 90 c2 f2 c7 
Data Ascii: ^5tZ\`:@n~#+Wj8@]s+;Xk mkjBcUwfUV`xZa&mVMH6,X4Y*&Tr69p{wbCy\ViS(6#m%iie9W8#m~pG6Jk]/

2022-04-20 13:07:16 UTC 356 IN Data Raw: 71 84 c2 89 6d 12 ff e8 d9 9a 1a fe e3 46 6b db 72 2d 0f 90 65 6b c0 07 d4 19 60 42 de 93 4b 42 52 08 d9 1a 
66 1c d7 43 33 d7 c1 a6 54 49 74 ca 43 4a 11 66 4e 74 12 fc 2b 64 3d 40 1d c6 44 0f a8 87 1c 72 3d 95 84 c9 5f 8b 11 f3 
42 e1 09 14 a1 22 05 65 da 71 f2 9c 3c 72 66 3e 63 5f 39 f9 fc 47 39 40 20 84 4f 00 02 0c 0d f3 a5 e0 7f 1c 0d 0a 76 cc 21 
41 30 b9 3d 05 47 75 a5 98 65 3f 8b 99 f9 05 7f e1 10 bb 65 7c 12 a9 0a a2 20 3a 12 e6 0c 3d 7b a4 02 20 38 36 28 19 67 
94 00 2d 90 34 f9 40 57 e8 16 22 8e 86 28 23 c5 55 40 27 1c a8 22 06 64 48 c7 66 33 b6 28 9b 3f 27 c8 c7 a7 b7 a0 8d f9 
51 bf 3e 62 03 97 d5 0d 5c 9b 93 2d de cd 30 65 d3 19 b3 84 bb e3 c6 7e 02 7d 87 d6 fe 02 04 ff 3f 5d 9e 1a fc 1f 36 f9 2a 
8f 11 02 03 c8 ea a8 8e c3 a7 65 7c 20 70 34 c0 08 
Data Ascii: qmFkr-ek`BKBRfC3TItCJfNt+d=@Dr=_B"eq<rf>c_9G9@ Ov!A0=Gue?e| :={ 86(g-4@W"(#U@'"dHf3(?'Q>b\-
0e~}?]6*e| p4

2022-04-20 13:07:16 UTC 358 IN Data Raw: d9 c3 27 99 82 1a 71 d9 5b 0c 75 e2 a2 d4 08 96 4a 28 79 ad 02 59 7f 90 9d 7f d7 2a 18 8e 51 a9 14 0d 65 93 
92 4c 87 e0 43 d7 e3 9b 49 6f 30 09 38 b1 a1 e9 48 1f c2 d6 2a e2 f9 dd bb 0f 28 11 96 bc 83 58 ab a4 15 f8 a3 31 7a 15 
27 7c 81 04 75 e9 33 c0 5a 55 68 15 34 a9 65 2f 8c d4 6a 00 71 fd 00 f4 41 9d d6 35 2f d9 1b 39 32 75 45 ff 7a 05 57 25 
0f af ea f5 b4 06 41 f0 3b 6d 66 b2 17 52 eb 95 c8 c0 59 f2 46 d2 2b 0a 06 88 15 dd 08 7d a8 56 af e2 43 30 b8 a3 84 40 
72 ba 54 af a2 a6 43 c8 1e fb be a2 44 d2 21 64 8f 70 ea 35 14 d4 84 b6 5d fa 1a eb 2b 3a 46 e0 9b 34 65 65 4f a4 ea 95 
8c bb 0f fe a8 71 2b 4b 32 d9 b3 00 99 a2 8f bd 31 26 f4 ee f0 41 52 3e 92 77 b4 8e 54 dc fa dd 1b 50 97 49 d8 f5 51 36 f7 
c4 02 d9 69 ae 54 fc 1e d5 46 a9 93 e4 5d 08 89 74 39 
Data Ascii: 'q[uJ(yY*QeLCIo08H*(X1z'|u3ZUh4e/jqA5/92uEzW%A;mfRYF+}VC0@rTCD!dp5]+:F4eeOq+K21&AR>wTPIQ
6iTF]t9

2022-04-20 13:07:16 UTC 359 IN Data Raw: 72 03 cb b5 4c 12 a4 51 01 e8 dd 94 5f f3 ac dc ec 93 74 5d 01 fb 97 79 a1 2d 93 0c 18 84 69 48 6e b8 cd 8b 
85 74 e9 03 c7 75 dd b3 2c 0f 1e 4d cb b2 4c 02 a2 49 3d d2 d0 6d 03 a0 ef 05 00 73 c3 03 e0 12 98 db 22 e7 41 4d 62 
bc 85 2d f5 5d d7 74 7d db d0 2d 1d 56 74 3c 67 ae 42 ab d6 e9 6d b2 61 0f 2c 5d 08 02 f8 fd 1e d3 3e 43 22 de b1 0f 59 
fe 7b 91 6c 79 1c 4c b7 76 6b 05 d8 6e cf 77 e0 d6 40 40 6c 8a b6 7b 14 9b a4 3c 69 62 81 a7 4c ee c1 0b 30 9b 40 31 f3 
10 7b 58 0f b6 91 b4 a6 81 c5 3a 81 15 f0 6d 22 01 99 80 56 9f f9 68 9b ec 4a 26 2d 1d db d4 6d 3c 04 1c a9 5b 16 e6 48 
1e 33 60 eb 7a a8 0b 76 07 48 62 5e 2e 42 19 04 d6 f1 d0 e1 95 18 69 eb 20 ab 00 fc e9 21 9c a0 50 97 ee 4f 74 b6 cd cb 
4a fb 0e db bd 5a 16 58 f4 f7 1f 1a 53 be 6a c3 d0 03 93 97 
Data Ascii: rLQ_t]y-iHntu,MLI=ms"AMb-]t}-Vt<gBma,]>C"Y{lyLvknw@@l{<ibL0@1{X:m"VhJ&-m<[H3`zvHb^.Bi !POtJZXSj

2022-04-20 13:07:16 UTC 360 IN Data Raw: 78 48 93 55 23 33 ca 63 11 53 34 ee 7d 97 9f 2e 01 81 7d 7e 5c e3 5a a4 22 7e d0 f8 39 d1 2a 01 0a 36 71 72 
6d 7e b0 66 da 0e f8 1d 1b ee d0 46 73 c2 9b 1e 21 85 88 08 ba ff f3 db 72 3a df 3f af 2b 77 1d df 09 80 58 ae 01 78 40 b9 
01 25 68 0b 59 53 ed 42 66 80 b4 73 0d b4 42 7e 00 05 60 42 79 e9 8a 9d 89 90 4a 8b 3a 0f d1 a1 5a d0 5b 56 00 84 43 
ce f8 81 4e 9b ff 05 d2 aa 7c 29 9a 2e ab 12 48 e1 02 8a 0a a5 d8 08 2a 8e 49 bc 40 9e 55 d7 0b eb f5 eb 66 22 63 0b a1 
f3 35 f4 10 7c 8f e5 6e 1d e2 42 51 43 86 e8 d4 b9 c4 28 d7 95 c8 87 67 91 7b ae 5d f0 53 ce fc 61 55 17 c1 6b 01 cc fb 
66 a1 91 12 0e 2e 7c 42 7b de 05 ad 0e a5 b0 54 2e 98 0a 9f 43 9d ce 01 e4 08 f4 1e 57 a9 80 39 28 40 52 c0 37 1c d7 
9a 20 7b 06 b2 01 35 a0 03 6a 11 65 1d 7b a5 a8 de 8a f7 3f 
Data Ascii: xHU#3cS4}.}~\Z"~9*6qrm~fFs!r:?+wXx@%hYSBfsB~`ByJ:Z[VCN|).H*I@Uf"c5|nBQC(g{]SaUkf.|B{T.CW
9(@R7 {5je{?

2022-04-20 13:07:16 UTC 361 IN Data Raw: e9 84 e3 2e df a9 5e 3c be 0e 55 a5 a8 ba 79 53 f9 ea c5 83 48 c0 cb 1c 95 3d 50 90 8f ea 5c 47 e5 48 f8 68 
21 79 45 ff a9 72 31 08 a9 fc a2 ef 88 a8 2c 87 57 14 e2 e9 7d bb ca 72 1c 71 80 55 ac 5b 75 89 a5 72 d0 62 ae 7a 17 a2 
cd 5c 94 1a c1 52 85 2c 6f 75 a0 e2 07 d5 51 78 ab 83 c9 0c 95 4a d1 50 d5 14 a9 7c 08 3d f4 71 76 31 1f 8e e7 11 17 36 
34 1d e9 fd 6d ab 23 9e df c3 9b 88 0a 61 c5 3b 8c ad 4e 7a 51 38 9d 81 ab b8 e0 8b 14 a8 4b 6f 0e 5b 5d 81 2a 68 52 ab 
5e 31 69 f5 00 e1 fa 0b d0 07 75 da 46 5e aa 17 7d 54 ee 24 7f bd 81 ab 8a eb ac 76 3f bd 71 14 fd 46 c9 4c f5 0e 6b bb 
13 15 38 2b 5e 76 7a c3 c1 18 7b 45 17 42 6f d9 da 5d fc 12 8d af a8 20 50 9c 20 b5 bb 68 61 08 d5 15 f1 1b 4e 14 0c a1 
ba d4 69 f7 20 a5 09 a5 5d fa e6 eb 1b 3e a6 d0 9b 34 65 
Data Ascii: .^<UySH=P\GHh!yEr1,W}rqU[urbz\R,ouQxJP|=qv164m#a;NzQ8Ko[]*hR^1iuF^}T$v?qFLk8+^vz{EBo] P haNi 
]>4e

2022-04-20 13:07:16 UTC 363 IN Data Raw: f3 56 55 99 57 fd 4c 95 08 e9 ce 99 b2 41 02 b3 2c 7d ca ca 25 cb 5f b3 fe 7b 6d 91 3e 3d 55 5b 32 4d 60 9a 
aa 21 57 3a 90 c7 56 05 9c be c8 d8 4c 39 51 66 0f 15 b2 e9 c8 ae aa 01 d6 3d 44 c0 33 6c 43 17 22 76 07 08 5d 44 0f 6c 
f5 18 25 71 c9 e2 92 c3 74 19 dd e3 74 cc ce ee b7 39 8b b6 f4 b1 f2 e7 02 e9 55 d5 31 0c 07 ee 74 c3 30 f4 43 7f 1f a2 
7a a4 a6 9a 1a 68 c1 f1 80 f0 9a 03 14 16 92 3b 2f 36 2c a9 73 6b 20 b9 ae 6d eb b6 6b 6a aa a1 c2 4a 18 df d4 8f 52 94 
58 55 fa 79 0b ec b0 6b 63 c3 43 92 1d d7 82 b1 86 3d 9b 02 c6 7e c8 b6 8f 88 66 f9 98 65 79 b5 17 ac dd 76 74 f2 e1 78 
98 d5 93 ad 30 e5 67 8d 8f 36 51 aa ba 86 5d 59 9e e1 51 22 84 9d f7 69 f4 7d ce 56 cd 96 2c 53 57 4d b8 07 4f aa 86 81 
f5 09 13 f4 18 ab 87 da a0 73 e0 22 56 64 23 58 9e 67 08 
Data Ascii: VUWLA,}%_{m>=U[2M`!W:VL9Qf=D3lC"v]Dl%qtt9U1t0Czh;/6,sk mkjJRXUykcC=~feyvtx0g6Q]YQ"i}V,SW
MOs"Vd#Xg

2022-04-20 13:07:16 UTC 364 IN Data Raw: 57 44 c5 55 2d 15 50 dc 5e 0e c8 ed f9 75 65 e6 00 5d 11 43 62 2a ec 4b f7 2c 61 67 97 11 68 bb 54 8a 6c 5d 
a9 4d 68 41 e8 4c 4b 43 f4 81 ca 60 1c 53 28 a3 61 c2 c0 1f f5 68 d4 9a 8e 55 e1 a8 b8 26 f2 ae 09 5b fe c0 b8 b8 42 dc 
a2 67 f4 22 54 e4 c9 b9 67 8d 32 ae 72 61 ab 28 42 e8 77 48 51 0f 11 44 1d 09 0e 29 ef 35 95 f3 c4 d7 14 51 90 4f 9e 6b 
e4 1e 78 ad 44 b5 00 7c a1 2a f6 18 be 99 d0 b5 e9 26 09 10 ea d2 4d 8c 6d 08 e5 ff 93 72 0b 5c 8b eb ab 30 db a4 0b 33 
dd b4 c0 c3 c8 b7 25 b6 8e 17 90 6e 5c cb bd 50 20 d9 e6 7b b7 d8 e2 4a bf 5f 87 6d 5b ae e5 01 90 6c 0d 18 80 33 05 
28 90 32 ec 82 d5 24 5d 75 46 b6 ad a1 bf 71 3d 90 b3 0e 85 a4 4a b2 c1 cd 78 33 00 76 5e 91 5e ad a8 19 8d a6 01 71 
64 78 80 33 54 91 eb a9 42 62 ee 60 05 ec db 3e e2 b4 bd 55 2e 
Data Ascii: WDU-P^ue]Cb*K,aghTl]MhALKC`S(ahU&[Bg"Tg2ra(BwHQD)5QOkxD|*&Mmr\03%n\P {J_m[l3(2$]uFq=Jx3v
^^qdx3TBb`>U.

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 365 IN Data Raw: 04 27 9f 02 91 ac 24 8f 48 b9 dd f0 62 72 0e 40 46 f5 8e fa e0 9a a1 00 5f b2 ab fd c6 12 91 02 da 74 83 5e 28 
22 96 ec b1 c4 4b bb 51 78 1d 60 c1 c2 c1 93 dc 1b 35 86 d7 9c cd 7a 41 67 54 af 5a 88 8f e4 dd 9d 3d e3 1d 42 56 bc ec 
77 3a c1 cd c8 7f 7f 25 9c 1d d9 a5 5a bb 9f 8b 7e 5f 58 89 4c 34 b6 7b b8 09 06 e7 d8 95 b0 1d c9 3b 40 af 38 e9 f7 05 
06 93 08 e7 76 07 e3 5e 08 a9 70 75 15 5e 84 92 98 c8 9e 8c c8 7c 75 c3 61 c7 1f 74 29 53 e7 e1 e0 da 97 1d 45 d9 e3 
32 99 af f3 b0 17 70 78 99 e0 64 f7 24 e4 23 bb da 91 39 e2 3e 5a 48 5e d2 72 ca 5c f4 7c 51 7e 89 af 7e c8 2c fb 1f 45 88 
17 1f ad cb 2c 07 01 01 ac 64 df b2 a7 4d 32 07 2d e6 b2 17 1b da cc f9 51 13 b0 54 a2 c4 5b 1d c8 f8 41 76 23 de ea 60 
38 c6 49 15 d1 50 d6 08 c9 7c 70 3d f4 7e 7c 31 e9 0f 
Data Ascii: '$Hbr@F_t^("KQx`5zAgTZ=BVw:%Z~_XL4{;@8v^pu^|uat)SE2pxd$#9>ZH^r\|Q~~,E,dM2-QT[Av#`8IP|p=~|1

2022-04-20 13:07:16 UTC 367 IN Data Raw: 36 d9 5c 64 f9 d3 53 34 8d b0 b8 ab 30 9c 3d b2 29 b9 2a 43 80 0a b1 1c 4b 37 f1 4c c7 d0 55 c7 d6 84 94 eb 
24 33 b6 5d 26 bb bd b2 c4 44 63 cc a9 f8 f8 a7 77 51 1a 64 ed f7 76 41 af 76 41 32 4b e9 2e 1c c7 fe 7f 18 22 cb d3 0c 
d5 b3 54 d7 d5 4d 4f d7 34 01 47 5a 71 be ca 17 d5 68 cf b4 1d 15 05 89 2a 76 5c d5 33 4c 19 ea cc 12 e0 6b b1 e7 26 
ba 07 03 d5 03 de 59 b6 ae c3 44 40 e6 6f 7d c4 28 68 07 08 d2 68 78 be 59 e5 29 5b 9d 27 4f 4f 59 b8 fd a8 29 3f a9 df 
3e b3 78 9e e4 db 97 9f b4 fa a3 82 5d fa d6 1b 5c b7 ba c1 6f fe e0 e5 e5 27 bd e1 17 25 52 16 61 56 00 d2 f0 df 59 5c c1 
7a 92 25 1c 27 ac 97 a7 70 f7 fb a6 7f 2f 2d d8 3a 7a 59 b3 78 ff 67 c6 27 db e7 30 fd 23 06 51 1c 13 05 c1 6c ff f2 c2 23 
67 9a 80 57 55 43 52 e8 40 40 5b 15 c8 a6 43 84 a0 7c 
Data Ascii: 6\dS40=)*CK7LU$3]&DcwQdvAvA2K."TMO4GZqh*v\3Lk&YD@o}(hhxY)['OOY)?>x]\o'%RaVY\z%'p/-:zYxg'
0#Ql#gWUCR@@[C|

2022-04-20 13:07:16 UTC 368 IN Data Raw: 96 b7 59 96 6e d8 b5 cc b7 a0 03 01 74 ba eb a0 5f 07 48 59 9a 90 c7 1d 82 95 6d 08 92 ab 32 c2 70 2c 8b 3a 
70 cb 83 74 83 1c 10 55 58 89 ce c4 b8 db f8 20 43 3f 77 2a 6b 08 2f 3c d4 85 06 83 30 81 82 11 f2 e9 a6 d2 94 a8 de d7 
0e 1c bb b4 45 26 67 6c 4d 7f a3 70 1a 29 0f d1 8f 57 55 4e 9b a6 aa 62 52 50 86 58 83 03 61 29 48 e2 5f 48 38 20 ad 00 
ff 05 5b e4 c7 ca f0 6d 76 64 c5 cf 95 4f 78 f5 5c a8 32 0b b0 04 f1 23 b8 ec 9f 24 95 52 a1 cf ae f2 7b 28 01 2e 4a a0 7a 
c0 3f 34 0e 45 bd 55 92 c7 03 ed 44 3b 22 68 e2 b6 fd fa cd e9 50 1c e5 17 d5 64 6c 74 e4 26 34 27 88 49 a7 4f 02 25 d1 
02 95 35 36 2a ad f5 cc e5 78 70 5b 51 a5 a9 9f 94 c0 be 5e 24 34 24 b6 07 f0 05 6d 07 51 eb 09 4d d8 43 c5 b5 ab 68 71 
ac 7d c2 c7 7c 9e f0 6a fb ae 80 84 99 62 09 df 73 9f 
Data Ascii: Ynt_HYm2p,:ptUX C?w*k/<0E&glMp)WUNbRPXa)H_H8 [mvdOx\2#$R{(.Jz?4EUD;"hPdlt&4'IO%56*xp[Q^$
4$mQMChq}|jbs

2022-04-20 13:07:16 UTC 369 IN Data Raw: 87 b4 a6 53 27 b2 96 4e 70 d2 09 3a 93 6e 6f 34 19 0d 84 65 c8 c4 a9 60 7f e5 fb 9d 4f ad f6 cd c4 bf 6b 05 b7 
93 ab c0 bf ed 9c 3a 92 5d 11 34 3b ba ea 0d ee 26 1d 7f d8 1e 04 7d e9 b2 24 e7 45 cd de 3e fb ad 8e 3f 38 f5 21 13 6b 
cd 3e fa 83 de 5d 7f 24 84 47 ec 75 9a 5d 0c fc 5f c7 c1 c0 17 42 23 6b b1 9a bd 8c be f4 fd 77 b6 5b 3c a2 10 5c dd 05 
83 41 6f 10 74 af eb dc 9d 0c c7 9f 28 46 f8 27 21 8d 25 ec 29 38 ec fa a3 87 de e0 06 79 74 75 e5 0f 28 1d 1f 82 ab 40 
88 b7 44 12 35 ba 6a 5a a0 ec 4d 9b 46 27 c3 d6 9d 2f 9d 8a ec 78 a8 d1 cb 03 ed d9 a4 df 16 42 23 92 9d e8 a3 77 6a 
25 bb 7f 13 cc fa 83 e0 be d5 fe 32 e9 b4 46 ad c9 78 d8 ba f6 25 e5 24 5c 97 09 6e 86 24 3d e4 e0 22 e3 17 b9 fd 6d ef 
5a 80 47 49 47 22 31 1e 8d fb 93 fb 60 18 7c 0a ca 24 6b 
Data Ascii: S'Np:no4e`Ok:]4;&}$E>?8!k>]$Gu]_B#kw[<\Aot(F'!%)8ytu(@D5jZMF'/xB#wj%2Fx%$\n$="mZGIG"1`|$k

2022-04-20 13:07:16 UTC 370 IN Data Raw: b4 64 f5 60 db b0 6d d7 76 4c 6e 20 d3 33 0d c7 3e 1d 3c 64 c5 92 a5 55 e3 2c 57 85 2d 75 c7 b4 2d d7 33 2d 
47 73 88 6f 6f f3 f5 6e d3 48 77 2d d5 f0 1c 4b 85 dd 75 55 57 0d 97 a8 c2 f7 32 f7 14 18 ba ac ad 72 cf d6 0a cb b0 cf aa 
48 0a 38 7c a7 f4 ee 8a 7c c3 e6 49 59 61 ab ca b3 f1 c4 1f 4d 66 d7 61 f4 fe 59 b2 dd 2a 57 79 be 5a 33 e5 1d 86 3c 0b 
a2 7e fd c3 9b 76 d8 78 e8 47 cf 7e 12 3f 88 c7 33 68 b5 5d 27 73 76 97 af 17 ac 28 85 3a ed 34 f1 07 5f 19 c6 e4 ba 3d 
d3 c4 2e da c9 e4 67 5d fc fc a8 0f 19 60 1c 0c 90 4a 30 cf 1e 1e 3a 0c 35 db de 9d da ea e7 cb e4 1f 9f 77 4c 55 d5 9f 2f 
cb 6d 92 b5 7f 24 ca 5d c1 96 af 3f 9f dd 55 d5 b6 7c 75 79 59 ee b6 db bc a8 2e 56 c2 36 17 f3 7c 73 39 df 1b f1 32 c9 ca 
af ac b8 d4 3d 91 a4 9f cf 94 2a 29 56 ac c2 fc 
Data Ascii: d`mvLn 3><dU,W-u-3-GsoonHw-KuUW2rH8||IYaMfaY*WyZ3<~vxG~?3h]'sv(:4_=.g]`J0:5wLU/m$]?U|uyY
.V6|s92=*)V

2022-04-20 13:07:16 UTC 372 IN Data Raw: 58 16 c0 f8 54 83 30 e3 bd d7 3a 5d ed 57 ae 67 3a bc 94 42 69 0b ff 18 0e f0 8f 78 6d 6f 88 36 7e 4f fd 5f 9b 
45 94 a1 bd 5e 07 05 08 e5 03 f0 8a a0 40 fd f6 2c c3 74 89 75 c6 5d 2e 6e 32 5b 88 41 35 37 0d db 44 77 64 a1 41 72 0c 
8b 5a f9 a8 db b1 54 9d 37 50 ae 89 02 02 ea a4 9a 36 09 ae 31 db c9 20 a9 55 20 dd 70 22 2e 48 48 8b 3c 9b 63 e4 39 
c0 ee 0b 65 c8 33 71 ef cd 47 d0 e2 18 71 02 f3 c8 f1 72 87 26 18 d2 0e 5b a2 1e e3 8d 93 80 69 9f af f6 d8 13 5d fc 37 
bd cf 13 cd 4d cb 96 25 46 7a ba 77 f9 8b ed 0a 4a d2 0e 66 00 7b 06 78 8a b6 c5 d2 0d bb a5 cb 16 68 19 80 47 77 1d 
74 bb 00 0e 4b 23 c1 e7 cf e1 d0 da 39 6d c8 22 4c 2d 8b f7 b1 96 07 26 85 5a 4d 69 11 9f b0 30 2a 14 1e e5 79 b2 ae 38 
6f 5b a6 59 7a 14 5f 2f 1a 61 e0 45 50 03 9d b6 0d ee 00 92 
Data Ascii: XT0:]Wg:Bixmo6~O_E^@,tu].n2[A57DwdArZT7P61 U p".HH<c9e3qGqr&[i]7M%FzwJf{xhGwtK#9m"L-&ZMi
0*y8o[Yz_/aEP

2022-04-20 13:07:16 UTC 373 IN Data Raw: 3e b8 1d 46 22 f4 51 52 d7 e2 a0 8d bf e6 5d f2 b7 7f 9d c3 2f 05 fb 9a ac c5 0f 65 be ac be 26 05 53 22 7f 8c 
7a 59 22 8d e0 c9 ba 39 e0 37 2a 8e ea ba 86 0b 3a cc cf ac 28 09 7f e2 a4 e5 e9 f3 8b 83 43 15 c0 6c 5a f2 9b b5 45 c3 
50 6f 82 7e e8 cf 46 f1 74 12 8c 66 7e bf 1f 4e c2 38 f2 af 67 bd f8 e6 26 88 26 e3 53 25 64 57 66 54 ce b4 1f c6 b3 0f 53 ff 
3a 9c 7c 3a 95 20 43 34 22 a1 e7 47 bd e0 7a f6 76 3a 99 c4 11 d5 81 de 45 51 09 71 34 c1 06 a0 45 30 e6 7b 3a 15 22 
6b f3 88 90 7e d8 9f 45 f1 64 36 19 91 6d c8 38 27 99 3f 08 82 fe 5b bf f7 7e 16 dc f8 e1 f5 6c 10 06 d7 fd 53 41 b2 b3 fd 
6e 41 83 78 74 33 eb 07 e3 de 28 1c 4a b7 25 39 1b ea 96 f6 2e f0 fb c1 e8 54 86 8c 71 75 cb 18 8e e2 9b e1 84 98 87 f6 
2f dd 22 46 c1 87 69 38 0a 88 69 64 ed 53 b7 94 
Data Ascii: >F"QR]/e&S"zY"97*:(ClZEPo~Ftf~N8g&&S%dWfTS:|: C4"Gzv:EQq4E0{:"k~Ed6m8'?[~lSAnAxt3(J%9.Tq
u/"Fi8idS

2022-04-20 13:07:16 UTC 374 IN Data Raw: a2 6c 49 ac dc c6 29 55 72 8a 41 ba 76 4b 49 45 94 92 bc e6 33 61 0e db 75 6c d3 56 0d cd 53 1d eb 78 a2 21 
74 65 3b 9a c7 39 25 98 b0 d8 65 5f e3 32 be a7 49 96 37 1a 4c dd 35 b1 48 1b c2 ae a6 db 8e a1 89 b6 26 71 49 4a c8 
e7 74 dd 2e 34 56 ee e3 35 cd 56 49 bc ab 92 8a af db d2 75 cd 54 6d d7 30 34 68 54 0d 4b d4 95 a5 f4 4b 5c a5 50 96 
56 4a f1 82 28 45 49 6e 63 4c 70 a6 40 b5 ba a2 e9 8a e6 2b d2 ac 35 66 2e 52 d2 ac 3a e3 fa 2d d5 53 31 81 e9 68 aa a
b bb 9e e5 f6 ec 4a 12 a7 8d a1 8d 9c 6d d8 b6 6b 3b 26 73 95 e9 99 86 63 f7 c8 c1 51 1b ba 2a f7 65 5d 15 1e d6 1d d3 
b6 5c cf b4 1c cd 11 22 e1 26 4b aa 2d 1f 6c a9 86 e7 58 2a 36 43 57 75 d5 70 05 03 07 1f f3 6c 4b 57 a4 28 ab 44 59 df 1
7 67 0a d9 b1 99 d9 e2 29 4d 95 67 b3 b9 3f 9d 2f af c2 e8 ed 33 
Data Ascii: lI)UrAvKIE3aulVSx!te;9%e_2I7L5H&qIJt.4V5VIuTm04hTKK\PVJ(EIncLp@+5f.R:-S1hJmk;&scQ*e]\"&K-
lX*6CWuplKW(DYg)Mg?/3

2022-04-20 13:07:16 UTC 375 IN Data Raw: 91 2d 86 a4 4d 49 ab 36 92 5b a5 09 e9 d6 f4 9a eb b1 c1 d8 2d 83 65 b0 aa 5b 06 83 cd 23 3d 41 ce 9a 93 66 
b4 0e 80 00 c7 37 1d 17 18 61 9b 9a 2b e4 e7 0c ae 5f c5 8c d4 90 da 4f 58 07 fd ca f6 0b 1f 37 08 30 74 12 c5 2e 4e b9 
bf 10 9d 8d 3b 4a ba 2b 3b 2b 39 54 11 34 49 b4 51 d2 82 17 6b 10 0e 3b 03 d3 02 3c b8 e8 b3 f4 ba 23 b2 5c 11 71 a2 
a6 dd d8 55 25 d0 b1 01 9d 92 fc 85 a6 83 71 24 d4 68 4f 37 2c 40 84 e5 a9 32 d5 75 9a 70 e8 ad 2b 4f ca d2 a4 99 0b b1 
79 c7 6b 3f eb 72 50 ba e2 cd 23 ab c7 c8 83 1c db 5f 63 8f 3d 20 4b ba 63 98 9e 87 1e c8 b2 80 06 82 3d 94 f9 2c 89 ef 
62 74 56 8d 90 c3 70 1c d6 5b f8 63 38 28 ac c2 06 8f 3a 50 3b 32 be a9 57 67 ca 8c 3e 1a 47 f2 96 41 b4 b6 71 20 04 7e 
a1 7a 23 8a 40 21 3c cb 30 5d c1 59 fb a1 81 7a 7d 50 2d 1a 
Data Ascii: -MI6[-e[#=Af7a+_OX70t.N;J+;+9T4IQk;<#\qU%q$hO7,@2up+Oyk?rP#_c= Kc=,btVp[c8(:P;2Wg>GAq ~z#@!
<0]Yz}P-

Timestamp
kBytes
transferred
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2022-04-20 13:07:16 UTC 377 IN Data Raw: 45 d6 64 bf 09 42 6f ce 4a ae eb 82 be d8 aa 83 2e 4a 72 2d c8 8a 64 dc f5 1e ab ce 84 bd d3 ae 1f 8b 75 12 
ab 7f 1c d8 81 a2 1a ac 5e ba 86 0d 52 e3 99 9e 00 3e 72 7a e5 82 1c 82 81 9a 1a f8 08 a3 41 a6 2c ea 77 fb b7 b7 ac 1e 
6e e2 fc 54 89 49 be 9f 07 3b ba d7 06 b8 60 7a 1a 9a 67 0d 80 08 54 74 10 09 3d f6 74 0d 2a 97 43 9b a4 59 9e 81 0e df 
05 39 b6 75 f1 f2 a9 db e9 fa 02 b7 11 83 df 3d 64 ae ad 69 96 aa b2 58 13 ef 2d 9b 59 aa f2 e0 dc dc 75 54 9b 9d 45 a8 
ac 53 37 c1 11 4c c1 6f d7 55 d2 48 54 5b b4 cd bc 96 ec d1 2a 7e bc 50 ab f3 18 c7 c5 de 6b e8 33 f1 d1 05 b5 eb c1 85 
4e 43 23 a7 e9 aa 87 dc b7 59 ed b1 d8 31 b4 c8 1d 62 25 6b 88 e5 1e c8 62 3b 77 ac 59 6f a1 0a 75 e6 66 12 9d b2 fa f0 
e5 df a7 6c 9b e8 67 92 24 35 ce 57 a9 52 64 9b f2 33 73 
Data Ascii: EdBoJ.Jr-du^R>rzA,wnTI;`zgTt=t*CY9u=diX-YuTES7LoUHT[*~Pk3NC#Y1b%kb;wYouflg$5WRd3s

2022-04-20 13:07:16 UTC 378 IN Data Raw: 72 75 2f 03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 
00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 72 75 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 
d5 5c 7b 6f 1b b9 11 ff 2a aa 9b 3f 2e 85 e3 f0 b9 4b a6 77 3d 28 d6 da 51 63 4b ae 1e 0e 52 18 10 64 59 4a 82 26 76 6a 
3b 38 14 07 7f f7 ce ee 72 a3 a1 66 28 c9 8e 93 c3 21 80 22 6b 97 43 72 38 f3 9b e7 ee ef 3b 52 48 e7 9d b1 99 34 ce 59 
25 ac cc 77 5e b4 7e df f9 34 bf b9 99 be 9b c3 f7 9d b3 2f c2 c8 bc fc d4 a2 fa 54 d5 a7 2b 3f 8d 44 bf 5f a0 df 17 3b 77 
bb ad 1d a9 a4 f6 36 f7 4e e5 4a bb dc 7a 25 58 ea 53 44 a5 fe 3e af 3e 7d 6b 49 52 e7 2d 34 7b 75 af 11 e8 32 5a 83 51 
88 86 6a ad 2e 4e 67 d5 a7 c5 17 30 25 89 46 9f d7 b7 
Data Ascii: ru/PKPK)Q_locales/ru/messages.json\{o*?.Kw=(QcKRdYJ&vj;8rf(!"kCr8;RH4Y%w^~4/T+?D_;w6NJz%
XSD>>}kIR-4{u2ZQj.Ng0%F

2022-04-20 13:07:16 UTC 379 IN Data Raw: d0 bd c3 bd e0 c7 38 f8 4f 65 20 49 de eb f4 a1 ca 69 35 c6 08 88 f0 3c c4 f6 39 48 04 84 f7 59 42 64 c5 12 bd 
22 7c aa b5 c6 5c 2c 35 2c a8 fe 94 68 e4 1c b1 00 33 c2 93 78 ba d6 76 d3 c4 6a 3f a1 21 18 39 e5 52 a1 35 86 b9 b5 ee 
b0 9e 3f 7d d1 ec bc 14 14 29 85 57 a5 af a6 12 71 2e 76 bd 67 e8 8c 67 08 79 70 a6 c1 20 bf 3d ec 7c 86 16 17 21 cf 2e 
ce 93 e0 ac 20 ce 3f 26 39 86 25 2b ac 0c 5d 08 5e 63 80 e3 dd 26 d6 0c 21 22 62 20 ca d2 04 9b a1 a8 a6 a5 94 1f 1f 79 
70 56 71 a0 81 2f e3 19 6a d2 1e f1 e2 fe f1 c9 8b b3 cb b3 4b f9 b4 b5 3a c2 20 63 17 41 7c 14 4b 45 e8 4d 4e 66 bd ac 
62 da 91 96 a3 fc 62 93 63 70 98 d5 78 3a 8d 0e 3a 5a 4c 48 10 fc bd dc 9e 7a 4a b2 b6 eb 33 0e 41 8a 9a 54 c0 59 65 7f 
f7 21 d2 ad c8 e9 88 5b 73 b4 02 0c b4 19 3e 4d 74 38 
Data Ascii: 8Oe Ii5<9HYBd"|\,5,h3xvj?!9R5?})Wq.vggyp =|!. ?&9%+]^c&!"b ypVq/jK: cA|KEMNfbbcpx::ZLHzJ3ATYe![s>M
t8

2022-04-20 13:07:16 UTC 381 IN Data Raw: 23 b1 4f 91 8a 4b 4e ff 84 48 a1 ba 64 64 8e b1 41 c5 0e 24 4d 3b 2e 9e d6 4c c8 3c e8 97 f6 39 28 9c 13 56 
40 0c fe 98 80 7d 86 81 f5 e0 b8 9e 32 87 e0 15 54 bb cc de 80 e0 29 6f 79 d1 bb 40 5a 88 bd 4c ac 91 18 d1 b1 9f 43 8b 
12 4c 1f ea f6 95 ed 40 ae 5e be 2f 6b e8 56 02 40 41 00 ae 35 e0 d4 9a 5a 2b 8e 9a 70 1c 1c 4c 59 69 c1 14 f0 1e 4c b6 
03 97 5f 48 5e 04 99 fe ba b5 a9 e5 46 f2 23 e7 6d 43 fc 52 2b 45 26 c0 d8 49 f0 1a 64 ee 41 25 c0 72 f0 2b fa 86 84 e6 
4a b0 f3 6a 7a f9 ee ea cb ed 0d ce 62 22 43 82 dd f7 14 56 c4 82 fd 67 c8 8b 87 40 a3 e1 b9 cb ca 07 26 20 7e 73 65 b7 
7a a6 89 a7 f1 b7 6a 4f df d4 2a 50 4f 65 ca e7 84 94 b1 1a dc 01 9b d9 44 6f 28 11 ab b4 93 8b 6f 9a e2 8d 6e 65 ed 7f 
6c 5f 2e dd fd 8f 6b cb cd ac b3 1e 1c d7 4c 82 1b 06 06 
Data Ascii: #OKNHddA$M;.L<9(V@}2T)oy@ZLCL@^/kV@A5Z+pLYiL_H^F#mCR+E&IdA%r+Jjzb"CVg@& ~sezjO
*POeDo(onel_.kL

2022-04-20 13:07:16 UTC 382 IN Data Raw: 6c 64 77 32 1c bf 2c 79 04 3f 11 31 66 9c 76 42 b0 57 8c de f4 07 af 41 8e 0e 0e 8a 41 29 8e 6f ba 07 5d c2 6f 
26 bc 4e 92 4a 6d 90 7b 13 5c 92 c8 b0 7d 5c b0 4b e1 da 69 92 54 de 94 67 36 39 d9 27 ac a1 9e 30 a5 d1 5f 1d c5 3d 
85 4c 86 9d 0c ba a7 ed fd b7 93 4e 7b d4 9e 8c 87 ed c3 82 51 27 f2 90 2d 21 33 2c c3 16 1e 5c 38 7f 88 1f 7f d4 3f 24 f0 
c8 e4 33 99 c1 a3 f1 c9 e4 b4 3b ec be ec 56 42 96 3c 52 e6 0d 53 94 5a ff 60 f4 a6 3d 48 4b 3e e7 63 11 2a e3 de eb 5e 
ff 0d 19 cb a5 a3 c9 d8 d3 6e a7 48 a3 3d e3 c4 27 28 0c 8f fb fd d1 ab 5e 31 24 5c e5 de 55 47 88 bc 2d a8 b1 62 de 8e 
50 8d 1b 1e 4e 0e 00 90 41 7a 47 7d b0 35 43 02 5f dc 53 0e cd 48 e0 14 a0 4d a7 e8 75 29 62 71 4f 87 c4 e3 46 dd e3 
02 16 4c 14 8f e9 31 68 06 1e 57 d6 ac 57 ec 8f c2 aa 09 
Data Ascii: ldw2,y?1fvBWAA)o]o&NJm{\}\KiTg69'0_=LN{Q'-!3,\8?$3;VB<RSZ`=HK>c*^nH='(^1$\UG-bPNAzG}5C_S
HMu)bqOFL1hWW

2022-04-20 13:07:16 UTC 383 IN Data Raw: d2 ae d2 f4 4b 4c b5 6b 58 bc 0b 7b 1d fe cc 4f 9a b0 18 0d 5a bd 77 7f ab 7e a8 3e 9e 61 48 59 4c 66 74 91 
c6 73 9a 17 d5 58 6a b3 ea 2f b3 34 29 69 52 b2 81 bd e3 13 af 8d a5 9f cd ea e7 c3 d0 a4 07 ac a3 07 94 08 f6 d9 cb 4b 
83 97 a6 d9 e2 d4 51 7f 7f 4f fe f1 b0 a6 ba ae ff fd 7d 91 91 a4 fe 0b d1 16 39 7d fa f1 e1 6c 51 96 59 f1 e1 fd fb 62 9d 65 
69 5e 5e 7c a9 7c 73 31 4b 57 ef 67 7b 9f be 27 49 f1 95 e6 ef cd a0 ca ea 87 33 ad 24 f9 17 5a c2 7e fa 18 93 64 f9 70 56 
03 b3 97 68 33 2c 6a 81 1f 73 fa ef 75 94 d3 f9 0f 62 44 30 4c be fc 50 2c d2 af f8 f1 2f 65 9a 5d 14 eb a7 a7 68 16 61 72 
97 94 ce 1f c9 8c 41 55 2e 40 d8 3b 9e 63 da 78 a7 67 99 ba e7 1a 52 d0 55 b9 4e 49 bc 4f ee 25 c6 9b f0 c4 37 72 fa e1 
37 af a8 d2 e1 c6 2f ad 88 29 56 44 31 62 e5 
Data Ascii: KLkX{OZw~>aHYLftsXj/4)iRKQO}9}lQYbei^^||s1KWg{'I3$Z~dpVh3,jsubD0LP,/e]harAU.@;cxgRUNIO%7
r7/)VD1b

2022-04-20 13:07:16 UTC 384 IN Data Raw: 62 38 ec 75 10 c9 79 1a af 31 e4 3a 31 77 87 14 2f de 18 0d f4 ab e9 59 76 10 a0 45 75 1c 70 95 34 1a ba c3 
eb d6 ab 53 46 e0 f6 1e 93 22 98 86 83 3f 2c 0f ac 20 d3 0f 4f c8 88 36 66 e1 be 97 1e a4 cb 75 c1 a6 9a 66 64 b9 7e a6 
35 69 83 68 c1 3b 08 30 48 a0 c0 b1 6c 5f 72 59 b5 c6 73 45 b0 f0 72 b6 ae 60 20 82 6c cb b5 d1 93 3b 68 cb 3d cb 91 5d 
af 6e ae 1d dd 64 fd bb 6f 83 6d 21 bf 75 db 7d 23 6e df 10 21 f5 d2 ac 10 64 2b 51 3e 8f 93 bd ce 3a 51 54 38 df 90 7d d4 
b3 08 8e b4 e7 b5 36 ab 37 3d 56 94 39 6d 95 ce ea aa 95 8b bd 15 63 ff c4 69 d5 2f f6 70 88 57 48 51 31 a4 e7 79 45 c0 
0f 52 43 8f 77 95 39 ab 68 78 4b 74 e8 e1 2f 7e 4f af fe 46 33 5e 77 76 0a 57 bf dd 6b ff c6 f6 1a 59 b2 7e 8c 29 3a bd b4 
e4 6d b6 63 5a 6e dd da 39 10 c7 28 93 a6 ef 79 28 
Data Ascii: b8uy1:1w/YvEup4SF"?, O6fufd~5ih;0Hl_rYsEr` l;h=]ndom!u}#n!d+Q>:QT8}67=V9mci/pWHQ1yERCw9h
xKt/~OF3^wvWkY~):mcZn9(y(

2022-04-20 13:07:16 UTC 386 IN Data Raw: 17 0c ec 21 7c a4 90 df 9f 95 08 0b 74 7d 86 13 58 7a 80 ee 13 5a c5 94 98 be 8e cc c3 7d 01 1f 2b 15 20 f7 
5d c3 70 74 9d 05 a6 24 ca af 1f c4 b5 85 e3 33 0d df d3 5d b6 e3 a2 b3 4d 08 1b ba c4 96 1c fd c0 4f 5b d9 16 c8 8a dd 
73 a8 b7 57 9b 75 1d af 48 01 d3 e3 08 1c 03 fd 33 3e fa d0 98 ea dd 98 87 5f dc dd e3 78 86 a9 07 a8 1d 2e 2b 70 0e 3b 
33 90 af 44 c8 a7 5c a8 b2 cf a4 de e9 e6 94 99 d1 59 c4 fd cd f6 8f b3 c3 35 8a fb 41 ef 5c 2b 68 be a1 39 db a8 f8 cf f6 
5c ab 57 26 59 6b 4f 88 e5 af 24 
Data Ascii: !|t}XzZ}+ ]pt$3]MO[sWuH3>_x.+p;3D\Y5A\+h9\W&YkO$

2022-04-20 13:07:16 UTC 386 IN Data Raw: 8e eb 0d ce f4 a9 14 ba 23 d7 7a ad 11 6f bf d8 01 ac a7 fb be e5 a3 b3 60 9b 9c 72 5b 33 7a 63 fb f5 f5 c6 5a 
7a e4 1e f5 2e 1e 9e 16 db 69 76 ce bd 7e 17 76 ba ad e9 b0 3f 19 87 c3 69 ab d3 e9 8e bb fd 5e eb 76 da ee df dd 85 bd 
f1 e8 74 34 aa e3 76 19 67 d2 e9 f6 a7 ff 9a b4 6e bb e3 cf a7 08 aa 4a 2a 21 b4 5b bd 76 78 3b fd 38 19 8f fb 3d 79 0c f2 
19 b6 8c d0 ef 8d 31 01 8c 22 1c b1 39 9d 82 a8 9a 6b 09 a4 d3 ed 4c 7b fd f1 74 3c 94 a6 a1 52 e8 92 fd 65 18 76 3e b6 
da 37 d3 f0 ae d5 bd 9d 5e 76 c3 db ce 29 90 ea 68 ab 19 e8 b2 3f bc 9b 76 c2 51 7b d8 1d 28 a7 a5 d8 ed 6b 46 bb 0e 
5b 9d 70 78 8a a1 52 95 cd 18 83 61 ff 6e 30 96 dc 23 b7 7d cd 10 c3 f0 5f 93 ee 30 94 5c a3 ea 38 9b 51 c6 9f 07 e1 1b 
cb 2d ef 0c 49 50 77 dd e1 b0 3f ec f6 ae ea d8 9d 8e 
Data Ascii: #zo`r[3zcZz.iv~v?i^vt4vgnJ*![vx;8=y1"9kL{t<Rev>7^v)h?vQ{(kF[pxRan0#}_0\8Q-IPw?

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 387 IN Data Raw: ba e7 1c 7b 1f 2e 56 59 5c b2 14 3e 53 b6 c9 58 59 db d9 a6 6f 63 01 2e 4c 7c c3 74 3d cb 38 36 9c f2 95 90 
37 d3 17 5c db 64 7c 51 b2 65 e5 a5 8c 17 5c 6c 44 9e f2 62 c5 6a 67 8e 69 1a b6 ee fa 96 65 c0 a5 6e 39 c4 d9 dd 0e 16 
05 2b e3 82 97 da 46 94 7c c7 4a 04 14 6b db 7c c3 13 76 a6 8d 44 be da e6 f8 59 db a5 a2 64 67 8d 63 47 0f 74 78 b6 
3d 43 f7 4d 3f 70 fc 37 a2 ac 4d 5c cb 75 7d d7 b3 65 56 ec c0 b6 3c 97 66 24 89 6b 93 54 d4 36 be 8e 24 9a 9e ed 3a 7e 
60 3b 9e e1 91 2d bd 4c 58 9e 62 05 cd f5 8e 6e 05 9e a3 23 e5 a6 6e ea 96 4f c2 ea 25 b1 86 5c 9d 3f 65 62 cd 1f 58 5e 
54 69 4b b5 52 7b 37 99 f6 c6 d3 f9 4d 34 b8 7e c7 36 49 bc 62 0f f1 32 d6 2e 85 78 4c b8 76 85 cb df 85 83 7e fd fb 2f ed 
d5 93 51 6f f0 ee ef d5 0f d5 c7 13 44 b1 49 d8 03 7f 12 
Data Ascii: {.VY\>SXYoc.L|t=867\d|Qe\lDbjgien9+F|Jk|vDYdgcGtx=CM?p7M\u}eV<f$kT6$:~`;-LXbn#nO%\?ebX^T
iKR{7M4~6Ib2.xLv~/QoDI

2022-04-20 13:07:16 UTC 388 IN Data Raw: 57 f6 04 10 90 e8 5a 81 ed 5e d0 63 d5 f7 71 52 a1 6e 86 14 a4 52 cf e3 77 ad 84 94 df 57 e7 5a 66 12 1a 5f 
ac 9b 7d d1 17 b8 f5 12 cb 49 39 fe d7 9a af f2 46 fb db 0e f0 da c7 b8 64 56 33 8e e3 53 e4 3f c0 e0 fd 28 21 3a 46 09 a9 
89 00 8c 81 69 39 c0 69 27 d0 a9 bb 08 8a 0d 0b ab 79 8e ed 89 0e 9e b1 38 81 fe 7d dc cf 43 e8 f8 7a 03 50 88 b2 e0 10 
49 c9 33 79 cb 78 2d 37 a2 59 2a 89 01 82 c8 f4 2c 3b 08 30 cd 38 0e 60 97 02 27 5c 6f d7 c9 32 2e 6b 7c b6 3d c9 95 08 
d8 c1 3f 96 07 4c 23 7b f8 bb 78 e5 20 3f 77 2f bb c2 db 48 0f 79 07 8c 01 08 45 c9 80 b0 03 c7 b2 7d 92 a9 83 3a 68 3a 
bf 0e 16 54 6d 5b ae 8d 91 cd c1 d4 e6 59 0e 4d 32 19 be 1c dd 94 93 9d 6f 83 2c a0 e9 74 db 25 65 77 55 b2 a4 2e 3a 
75 fb a2 78 ea 8e 05 3c 2c 25 30 bc ea c9 b5 38 44 da 33 
Data Ascii: WZ^cqRnRwWZf_}I9FdV3S?(!:Fi9i'y8}CzPI3yx-7Y*,;08`'\o2.k|=?L#{x ?w/HyE}:h:Tm[YM2o,t%ewU.:
ux<,%08D3

2022-04-20 13:07:16 UTC 390 IN Data Raw: a8 06 52 b0 f2 58 b7 b9 18 93 81 e1 04 16 86 58 1f 12 d2 35 09 b3 ed 8b 8c 3e 64 f4 b1 0f 01 5a d3 35 0c 47 
d7 65 ad 11 4d 18 e5 ab fd 79 ac ef e9 ae 1c b5 75 39 89 da e0 5f 9b 64 af 1a 2b 81 e6 18 d1 2a b5 2b cf 79 12 f5 79 4a 
0d 10 81 14 87 28 03 03 c3 15 3e fa 50 4e 6f e1 b9 ca 51 ed c7 c0 80 8d 2e 77 25 ce 38 f2 a4 93 c4 26 4f 7c e2 35 ab 19 
a7 39 69 78 21 ea 4d 75 5a 26 5e 3d 0f d6 ee 46 03 79 8c d8 7e 23 f7 78 93 89 ff fe 9f d3 86 36 31 bc 62 4a d5 76 f1 a2 
a2 53 fc f6 98 31 8c 15 70 23 c1 52 68 83 de a4 d6 f9 f2 b1 8d a7 fb be e5 43 de ca 83 29 2a a0 47 1d 67 0c 87 ba a4 4a 
68 75 3a f2 fa 30 04 3f 40 70 b7 49 bd 0d fb 51 6f 3e 1e ce a6 e1 78 de eb f7 a3 69 34 1c f4 6e e6 e7 c3 db db 70 30 9d 
1c df 59 f5 0c 8e fa 99 f5 a3 e1 fc 5f b3 de 4d 34 fd 72 
Data Ascii: RXX5>dZ5GeMyu9_d+*+yyJ(>PNoQ.w%8&O|59ix!MuZ&^=Fy~#x61bJvS1p#RhC)*GgJhu:0?@pIQo
>xi4np0Y_M4r

2022-04-20 13:07:16 UTC 391 IN Data Raw: dd be cd 05 b4 38 92 b9 96 48 2d 1f 32 bc 30 40 d0 d4 c8 36 ce b1 7c 92 8c 00 67 e8 bf 5f 0d a7 c7 ac 66 55 
53 64 ac 28 bb 87 00 0a 4d 4e 57 77 bd 9f 3d df f6 a4 90 3e 78 63 9d 34 de 5b 25 ac 2c f6 9e 77 be ed fd 5a dd dc cc df 
57 f0 79 ef ed 57 61 64 51 ff d5 a2 fe 6b f4 f2 af 5c fe 55 ab ef f5 f2 b3 0d cd 37 9d d5 43 da ee dd ed 77 f6 a4 92 3a d8 22 
78 55 28 ed 0b 1b 94 60 b7 9a 2f d7 54 4b 60 1e 01 6b be d2 06 43 7e d7 c0 6f 7e 58 7d b6 cd f7 cb d5 c6 e2 d5 97 cb af 
dc ea e7 74 8b 8b 15 3a f1 07 89 4e d3 a0 46 e1 c5 8d e4 8a 3a 71 71 7c 74 b1 fc 41 a0 b3 ba e6 d1 5f 22 61 80 24 ce 17 
ce 38 a1 65 10 85 65 e9 52 21 82 cf 11 44 bf 22 7e 3c f9 1c 6d 1e b9 85 36 b7 8a 20 29 9a 73 18 e5 0d 88 81 83 23 78 a9 
5c a1 e5 06 06 61 ce 63 72 ab d5 4e 46 75 08 e6 97 
Data Ascii: 8H-20@6|g_fUSd(MNWw=>xc4[%,wZWyWadQk\U7Cw:"xU(`/TK`kC~o~X}t:NF:qq|tA_"a$8eeR!D"~<m6 )s#x
\acrNFu

2022-04-20 13:07:16 UTC 392 IN Data Raw: 9c 98 dd c7 53 a2 42 54 63 8d 13 43 95 4d ba a2 cc 61 4b 95 58 0a 7c ca fd 66 05 4a 28 9b ca 4f 34 7d 6d 51 
0b 3b 20 5c 22 88 07 42 e2 fd 9d 54 4d 66 f7 b4 f9 d7 fe 2e 2b d7 a5 28 59 40 2c b9 c6 e6 a8 59 95 9c 1d d7 ab 70 71 63 
91 9c 0c 5b 3c 54 6d c1 84 61 4a 20 80 25 e4 4d 09 8e b4 56 98 90 9d 30 a2 75 53 1d c4 fe 68 de 69 66 3f 47 ac 61 44 
0b 5b 75 92 23 b3 c7 c7 6c b5 e8 29 5a 76 ba c8 e8 84 c5 07 c7 29 be c5 a4 d3 eb 3c 62 24 d2 e1 c3 e0 83 53 93 21 b2 
ee 1e a5 7d 06 6f ba 45 c9 c0 e8 58 92 4a 0a 61 bb 3a c4 07 30 33 96 51 bd 8d 41 64 6a 72 12 aa fc 00 43 f2 d2 86 e3 43 
5c 95 5e 30 52 95 54 83 24 fa 25 c5 ef 92 00 46 65 e8 44 0b b1 04 18 5c 4f c5 2a c2 d8 ee 86 b9 2a 71 0c 49 f5 6a b9 b0 
c0 32 93 33 0d 09 e3 36 fb 04 bc 9a 5a d9 b4 96 b6 9f 10 09 1d 
Data Ascii: SBTcCMaKX|fJ(O4}mQ; \"BTMf.+(Y@,Ypqc[<TmaJ %MV0uShif?GaD[u#l)Zv)<b$S!}oEXJa:03QAdjrCC\^0
RT$%FeD\O**qIj236Z

2022-04-20 13:07:16 UTC 393 IN Data Raw: a4 5a c3 4c cd c7 cd 1a c8 a6 be 6c a2 8c d5 10 23 40 46 9f 19 b9 fc 33 9a 8c 38 6e c2 4d 64 a6 3a 82 85 30 
1a da c7 9e 9c a5 84 7c bc c1 59 67 bd 0d 10 fa 3a 09 61 1e 38 60 88 f6 ee 1b 76 4d 84 9d c9 74 73 a5 8d ea 00 89 7f 53 
77 76 4e 02 17 7d 90 aa 50 de 6a c1 08 27 da 3d a9 cc de d3 8d 49 cd 72 36 53 6b 4e 11 20 36 2f b4 0e 10 a6 83 a1 f1 
41 b0 92 ac 34 41 b5 e0 6d 17 b2 88 4b 47 84 d4 0b 1f 1e 19 13 a6 99 58 31 75 6f 3c c3 81 2d 70 20 eb b6 0a 23 f0 9c 02 
52 ca f6 f8 ff f9 e3 01 49 1b 60 e0 14 26 73 ed 2c 6d cc 33 74 ca 32 39 17 fd d9 0e c4 7d 4f 89 96 27 66 86 b6 90 98 39 
b9 24 b8 42 97 6b b8 e0 83 6e f1 3b 2d 19 53 58 46 3e 68 cb b2 03 62 70 32 ed 84 87 a9 ee a9 51 a7 9a 94 14 76 70 eb 
1e 63 c3 94 b8 91 1b 6e 59 9f 29 ec a4 53 50 f8 08 4c 28 db 21 
Data Ascii: ZLl#@F38nMd:0|Yg:a8`vMtsSwvN}Pj'=Ir6SkN 6/A4AmKGX1uo<-p #RI`&s,m3t29}O'f9$Bkn;-SXF>hbp2Q
vpcnY)SPL(!

2022-04-20 13:07:16 UTC 395 IN Data Raw: 8e f2 92 cf c5 69 04 ca 74 f0 6a 30 7c 4d d6 72 05 7d b2 f6 bc df 2b f3 d6 9e 49 79 32 10 c6 a7 c3 e1 e4 e5 a0 
1c 13 aa 72 2f e9 23 40 de 94 d4 59 31 ef df 58 ae 1b 1f cf 8e c0 20 83 f4 4e 86 e0 6b c6 c4 7c 71 b7 47 da 95 40 29 b0 
36 bd 72 d0 a7 16 8b bb 16 94 ae 9b f4 4f 4b 38 30 51 3c 66 68 a5 5d 78 ba f4 66 83 f2 70 12 4f 4d e8 c3 bc df 0f 2d fe 6e 
21 1b bf dc 3d 3c 2c cf 26 dd 17 27 44 77 b8 29 a3 3c 9c e3 e1 90 9c 84 cb 93 f3 10 ce ca d1 11 60 45 d0 61 de a7 b7 01 
c8 70 48 3c 18 53 e7 c8 03 98 0e fa 10 2a 9c 9c f4 8f fb 0c 4d b8 6b 1e 1c ac 5e 7f 7c d8 1d f5 6a 4e 1d f5 47 a7 5d 4e 15 
b9 ab 7c 1c ac a3 fe a0 5c 9a 97 19 68 f6 80 71 3e 5c ff 9d 03 b4 84 91 71 f2 4c 59 97 03 31 e8 d2 f0 8b be ed 8b 5b 39 
7c 45 4d 3c 7d 57 09 b7 72 54 d6 06 96 c1 9b bb 
Data Ascii: itj0|Mr}+Iy2r/#@Y1X Nk|qG@)6rOK80Q<fh]xfpOM-n!=<,&'Dw)<`EapH<S*Mk^|jNG]N|\hq>\qLY1[9|EM<}WrT

2022-04-20 13:07:16 UTC 396 IN Data Raw: cc a3 7f 6f e2 3c 9a 1d d5 16 41 30 5d 1c 15 0f d9 6f 78 f9 8f 32 5b 1f 17 9b f9 3c be 8f b1 b8 6e 14 cd ee c2 
7b ae aa 72 01 22 db b4 4d cd c0 9c b6 ae 29 b6 a5 92 68 fa 5c 22 04 91 ef 61 1e b1 65 b6 5a 41 0b 1e f3 f7 7f 79 27 a5 
8e 56 ff 68 27 b4 7a 27 24 96 4a 77 62 d7 ff ff 43 37 99 ae aa 2b ae a9 38 8e 66 b8 9a aa 12 0c f0 b6 77 f9 63 59 8f 76 0d 
cb 56 90 6f 48 52 db 51 5c dd 20 70 f5 b5 82 d3 1a 79 d6 cf 70 aa 69 2e 04 15 17 78 65 5a 9a 06 51 02 a7 df 06 f0 55 70 
16 c0 59 e3 d1 e1 3a d9 e4 61 72 98 cd e7 45 54 be 57 d9 07 e5 db 45 98 2e b2 4d f9 f4 41 6d 1e d9 2a 9a b1 6f fd e1 b9 
d7 0b 7e f5 87 4f 4f 1f b4 b6 57 2c bb 7f 60 6a 65 dc 53 56 3e 44 f9 9b 03 ff 29 06 3e 09 db 0d 03 50 a6 a8 d8 1e 0d 50 63 
29 04 a4 4f f3 90 7d d9 68 8a aa b3 d9 76 26 84 
Data Ascii: o<A0]ox2[<n{r"M)h\"aeZAy'Vh'z'$JwbC7+8fwcYvVoHRQ\ pypi.xeZQUpY:arETWE.MAm*o~OOW,`jeSV>D)
>PPc)O}hv&

2022-04-20 13:07:16 UTC 397 IN Data Raw: ac 32 91 ff 00 15 02 ad 4b 11 4a b3 d7 15 a3 02 32 26 f8 43 f2 75 33 3b ae 27 b3 d0 fb 19 a0 5d 28 08 1a 7f 
92 95 02 6e 35 30 36 12 93 9a 88 58 01 e9 5b fe 2a 65 bf 45 77 77 35 d9 a9 66 01 3c 37 4b 01 9f c2 26 00 60 40 75 c0 ee 
5c 42 f4 47 0d ac 3c 67 00 e7 2f 45 cd 42 7e c8 23 d1 8d 21 ee c3 e2 47 a1 d4 42 eb a8 a2 5f 85 9f 1c c5 54 80 ea ed 91 
d3 04 41 f7 5a c8 da 40 69 b8 96 97 3c 2c 56 73 4d b2 dc 8b b0 da 8d 98 37 a3 82 6a 83 16 82 6c 9a 2a b6 05 f8 8e c2 65 
90 c0 eb d4 8e 89 17 b5 04 22 54 83 81 48 30 c7 40 60 a8 64 dd ed 25 ee 2e e2 cc 98 3b b1 da 4f b1 4f 96 82 a0 05 8f 07 
35 75 e1 47 44 1a d1 e8 bd 30 06 ee 42 7e 14 55 d7 97 82 e5 20 7d dc 83 fc c7 86 26 ec 13 96 7a 1e c7 e2 27 49 40 5d 
87 1f c0 58 3a c9 92 9f 58 ff 8e f3 ab 32 cb e3 a2 46 5f cb 
Data Ascii: 2KJ2&Cu3;'](n506X[*eEww5f<7K&`@u\BG<g/EB~#!GB_TAZ@i<,VsM7jl*e"TH0@`d%.;OO5uGD0B~U }&z'I@
]X:X2F_

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 399 IN Data Raw: f6 a6 93 91 77 ee 4b d2 89 5c e2 10 35 23 4e 36 e4 e0 22 2b 22 72 f9 ab fe 39 81 47 49 3b 21 11 1e 4f 06 d3 
9b 60 14 9c 06 55 90 b5 6e a9 e4 7b 08 aa ad df 1d df 7a c3 f6 c8 97 95 37 a2 65 d2 bb ec f5 6f 89 ac ac 49 23 b2 37 41 
c7 6f 47 7b 09 8b 68 d1 30 ba ee f7 c7 17 3d 7f 44 bc 2a fb 8a 86 28 f9 ec d3 62 25 b9 8a ad e4 46 e7 d3 2e 00 19 d1 3b 
ee a3 d6 8c 08 7c c9 6e 24 1a 49 78 0a 68 d3 f1 7b 01 45 2c d9 15 ca 6b b9 71 70 ed c3 60 92 78 92 83 a9 46 f0 ba aa 66 
3d ff 6c 5c 5b 4d fc 23 f9 46 68 47 f8 19 21 45 5d f6 ce ce fc c1 d8 3b bd 22 b9 23 3b c0 6b d7 73 de ef 13 4b 64 fc b2 5d 
c3 c0 1f 76 b1 2a b2 1c c9 37 46 6f 28 e9 f7 49 05 93 90 f1 76 05 93 5e 00 aa 70 75 15 9c 07 12 9f c8 ee 71 64 ba 3a c1 
e8 cc 1b 76 f8 4e 75 83 e1 b5 27 4b 45 d9 f5 9e 4c 57 
Data Ascii: wK\5#N6"+"r9GI;!O`Un{z7eoI#7AoG{h0=D*(b%F.;|n$Ixh{E,kqp`xFf=l\[M#FhG!E];"#;ksKd]v*7Fo(Iv^puqd:vNu'
KELW

2022-04-20 13:07:16 UTC 400 IN Data Raw: 87 f3 f3 75 ba 5c 26 ab cd d9 38 8b cd d9 7d 32 3f bf 3f 84 f5 5c 2c d6 db 68 75 ae 7b 59 11 7e 3f 51 36 62 35 
8e 36 b0 1f de cd c4 62 fa fd a4 74 4c 0f 51 ee 67 62 bd c6 97 ab e8 9f 69 bc 8a 46 ef 8b 19 c1 70 31 7e bf 9e 24 5b 7c f9 
97 4d b2 3c 5b a7 0f 0f f1 7d 8c c5 35 a3 68 74 27 ee c9 55 16 02 a4 b8 e5 58 ba 89 67 3a 86 ae 3a b6 c6 52 ac 2d 92 45 
51 b4 62 24 3e fc e9 0d 94 c6 57 fb 77 1b a0 17 1b 20 99 a0 74 03 5e 86 fd 7f 18 1d cb d3 0c d5 b3 54 d7 d5 4d 4f d7 34 
86 01 17 13 01 e8 28 46 7b a6 ed a8 28 3f 14 ac e3 aa 9e 61 1e 8f be 14 f1 26 9d c7 d3 c2 40 f7 30 5c f5 00 53 96 ad eb 
30 60 c0 f9 e3 1a 11 0a ea 01 42 d4 ef 9d 2e 67 e9 4a cc 4e 93 87 87 75 b4 f9 a0 29 1f d5 1f 97 62 31 4e d2 cd d3 47 ad 
fc a8 a0 56 7f 74 ba 17 b5 30 f8 e6 77 9f 9e 3e ea 
Data Ascii: u\&8}2??\,hu{Y~?Q6b56btLQgbiFp1~$[|M<[}5ht'UXg::R-EQb$>Ww t^TMO4(F{(?a&@0\S0`B.gJNu)b1NG
Vt0w>

2022-04-20 13:07:16 UTC 401 IN Data Raw: a7 c2 0b fc 78 2e a4 82 85 fa 07 29 33 27 97 05 e8 1e 4a 6b 4d 8d 24 fd 9e 13 f1 a4 14 b5 e5 9c a7 d4 87 2b 
13 fc e5 ac 78 84 8d 2e ca 84 c0 01 3c eb f4 89 03 33 42 4c d4 90 52 1a 66 d5 9b 8e 26 69 7c 3e e8 b6 5e cd 15 02 05 d2 
01 00 00 e9 00 c9 e4 31 c1 dc 27 eb d7 74 3e 29 50 5b f9 05 2b 27 f4 8f a6 d1 7e 2b 7e cd 5d da e8 b6 34 b4 78 08 83 ab 
5a 2a d0 f5 8d 24 c0 d6 36 db b9 9d 03 bc 44 d4 88 65 b0 22 dd b3 d8 9a ae e2 71 3a 46 60 f6 44 83 cb 6c 7f 97 a2 04 12 
8f 24 9c a5 21 f6 c0 5c 90 88 c9 12 a9 4d 34 5c 0c 46 b2 a1 b5 07 d6 bb ae 89 5d d7 d8 b2 2b 99 26 87 6a 50 37 01 75 
e6 cd 56 91 89 10 c3 90 79 1e 42 88 14 62 de da a4 6d 69 de bb 03 e6 af f1 79 81 14 1a 27 fb 6d b6 94 1e a9 00 7c df cc 
05 c0 31 19 db a8 2c 3a 81 01 52 ba 74 86 61 1b 2c f1 7f 53 
Data Ascii: x.)3'JkM$+x.<3BLRf&i|>^1't>)P[+'~+~]4xZ*$6De"q:F`Dl$!\M4\F]+&jP7uVyBbmiy'm|1,:Rta,S

2022-04-20 13:07:16 UTC 402 IN Data Raw: 91 d1 83 dc be d5 b9 60 f0 28 91 fd 12 e3 fe e0 7a 78 13 f4 82 cf 41 96 64 95 5b 2a b9 eb e7 de 3a cd fe 6d ad 
5b 9d f9 32 f6 62 5e 06 e1 55 d8 b9 65 b6 b2 4e 8a d9 de 04 0d bf 1a ed 25 8a a0 c2 43 af dd e9 f4 2f 43 bf c7 a2 2a 7b 
27 84 39 f9 ea 73 b2 92 5c 33 66 76 bd 8b 61 13 80 8c ec ed 77 c0 35 3d 06 5f b2 a3 fa d2 12 91 02 da 34 fc 30 e0 88 25 
bb 59 78 6d d7 0f da 3e 26 cc 0a 4f 72 50 54 1a b6 33 36 0b fd 7a bf 98 35 8b 8f e4 85 97 17 c6 07 84 cc 79 b9 56 af fb 
d7 fd da e7 16 ab 1d d9 89 5a b5 9f 8b 4e 87 cd 44 a6 16 ab 3d 5c fb dd 26 56 c5 96 23 79 79 e6 0d 27 9d 0e 63 30 89 8a 
ae 76 30 08 03 48 85 56 2b b8 08 24 31 91 5d 7a c8 7c 35 82 5e bd d6 6d d0 4e 35 83 6e bb 26 2b 45 d9 35 97 cc 57 33 
08 fd 0c 5e 86 a8 ec 50 42 3e b2 a3 1d 99 a3 cc 47 05 c9 
Data Ascii: `(zxAd[*:m[2b^UeN%C/C*{'9s\3fvaw5=_40%Yxm>&OrPT36z5yVZND=\&V#yy'c0v0HV+$1]z|5^mN5n&+E5W3
^PB>G

2022-04-20 13:07:16 UTC 404 IN Data Raw: 44 53 0e 61 b9 fa a5 13 d7 3d b9 e8 0e 7f f8 69 bd 84 f5 e3 01 70 ed e3 fb c5 d5 ea dd cd fb 37 ab db bb 35 bb 
aa 05 ae ff 73 75 f3 e1 7e f5 e1 7e cd bb 92 cb d5 60 f2 b5 5a 7f bd 61 30 f9 81 46 3f 60 29 98 83 2f 5f 12 1b 39 ff f8 6e 7b 
2f ff 72 bc f8 eb eb 4f 2b 21 c4 5f 8e ef 3e 2e 3e 54 ff 59 74 de dd ae ae 7f 7e 7d f0 ee fe fe e3 dd d3 e3 e3 bb 4f 1f 3f de 
dc de 1f bd 5d 6f f8 d1 d5 cd 6f c7 57 5f 77 e5 78 f1 e1 ee 5f ab db 63 15 d6 6e fb f5 41 e7 7e 71 fb 76 75 0f e3 e7 cb f7 
8b 0f ff 7c 7d 50 11 2e 5e d2 b9 7a bf b8 bb 83 2f 6f 57 ff f7 e9 d7 db d5 9b 27 71 46 30 f0 c3 db 27 77 ef 6e fe 05 5f fe cf 
fd cd c7 a3 bb 4f d7 d7 bf 5e fd 0a 8b 3b 59 ad de 2c 17 57 05 a9 35 0b c0 5a d9 cc 2a 03 ef cc b4 12 99 93 0d 2a 75 a5 
88 ed 30 58 20 91 cd c7 ee 3a ea 
Data Ascii: DSa=ip75su~~`Za0F?`)/_9n{/rO+!_>.>TYt~}O?]ooW_wx_cnA~qvu|}P.^z/oW'qF0'wn_O^;Y,W5Z**u0X :

2022-04-20 13:07:16 UTC 405 IN Data Raw: 85 4e 31 10 4a c8 4f 33 f0 a9 55 56 5b e5 9c 22 27 b2 cd e8 1d f5 ed c7 09 06 bf 34 1a c6 7e 4d b3 25 4a fb b5 
78 10 f7 52 e0 bc 03 13 d2 2f 0d 19 fd 86 52 fa fe 35 5e 63 95 17 3e 28 a1 d6 cd 01 d6 f3 b9 e4 7d 64 e4 8f 54 e2 2e 0a 
45 5a ab a0 b4 0d de d9 20 e8 f2 63 1a 1f c7 e6 18 a9 8a 0d 4b 1e 10 e2 7c 3b 5e 35 cf 8c e9 4f 21 4e 97 d6 85 ff b3 82 
19 40 24 33 6d 42 10 5e 59 ab 24 9f cf 2e 27 8d a3 16 26 6d 4d 13 2b 78 f5 ad d8 5c 4e 2a 2b 0a 37 20 27 16 fe e8 4c 80 
dc 7c e7 12 c0 7f 9f 32 b5 2d 48 18 30 2a 21 03 4f e8 4c 16 ac 36 be c1 b0 b4 8a e2 13 b0 a5 e6 6a e2 d7 cb ed 3d e6 fc 
c7 7a 96 56 48 a3 9d 09 c2 58 61 44 a6 2d 6f ff f6 6e 3c b1 42 15 1d 33 de 68 eb 42 26 84 71 bc ef 6d ef 1a 77 d5 dd 2b 
18 da db ea 02 79 34 e6 6d 97 e8 68 cc 92 a4 a5 a5 96 
Data Ascii: N1JO3UV["'4~M%JxR/R5^c>(}dT.EZ cK|;^5O!N@$3mB^Y$.'&mM+x\N*+7 'L|2-H0*!OL6j=zVHXaD-on<B3h
B&qmw+y4mh

2022-04-20 13:07:16 UTC 406 IN Data Raw: c9 f7 ce a6 97 1a ec 57 47 e8 c5 ab a3 8e 3a 32 a7 cf ff 1f 2f 0b 99 f8 1a 3a 8e 72 d3 b1 f0 fb 1f 23 7f 33 97 29 
a3 1c 04 25 d6 68 08 8a 48 a1 f6 eb 61 90 7d 4e 95 a6 72 d7 0f cc 1d 96 e1 6f e1 76 8a c2 b2 84 59 2b a5 bd 55 2d ae 1d 
68 01 d3 a3 8e 7a e1 8b 4c 9b 06 b2 45 31 48 04 cf e7 dc 5a 24 d0 f7 39 86 e9 21 2c 0d 21 b8 75 ba cf 98 4c f2 ae 1f 63 
a4 5a cb 40 eb 0a 46 2d 67 e7 f5 3a fa f3 de 4b ed 44 66 85 e1 4f ce 62 27 f7 88 23 3c 0d 0c 69 8c c8 1a b2 18 bf 6f f6 80 
e1 d7 ef 97 3e f0 46 eb 02 1a 7a ed 9c 0e c1 04 36 28 de 91 5f f5 c6 9a 60 32 23 85 5f e7 06 0d b1 a4 d1 2e d1 cb 56 52 
21 c1 4e 53 87 c5 ee 61 36 ef 70 87 b9 de e8 df 03 a6 54 f2 c5 4a 2b 8d 37 32 d3 5a fb 2c 03 5d 4c 17 90 b8 33 e4 91 8a 
16 5e da a0 45 50 5e 69 30 a8 6c 66 e5 51 57 ed 
Data Ascii: WG:2/:r#3)%hHa}NrovY+U-hzLE1HZ$9!,!uLcZ@F-g:KDfOb'#<io>Fz6(_`2#_.VR!NSa6pTJ+72Z,]L3^EP^i
0lfQW

2022-04-20 13:07:16 UTC 407 IN Data Raw: d3 b3 7c 4e 14 83 b9 c5 15 0d 2e c3 42 08 59 22 60 e8 75 2f 0a 2b 46 56 c0 9c fe f8 4a 05 20 2a 61 17 53 72 
ae 7e 7f d1 9d 4d c8 00 ee 5a c7 af 03 ce ba d4 7c 31 f7 74 56 bf 9f e4 39 71 cf 5c 1e b9 fa fd 6c c8 2d 81 2b c9 55 23 2e 
47 67 b3 73 32 82 bb 3b fc cb 97 7f 03 50 4b 07 08 8b 4a 75 50 bd 11 00 00 7e 61 00 00 50 4b 03 04 14 00 08 08 08 00 
2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 74 65 2f 03 00 50 4b 07 08 00 00 
00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 
00 5f 6c 6f 63 61 6c 65 73 2f 74 65 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e dd 5c 5b 73 13 4b 92 fe 2b 5a 2f 0f 73 26 c0 
d4 bd aa d9 39 7b 42 58 6d a3 c1 96 3c 92 0c c1 c4 89 50 
Data Ascii: |N.BY"`u/+FVJ *aSr~MZ|1tV9q\l-+U#.Ggs2;PKJuP~aPK*Q_locales/te/PKPK)Q_locales/te/messages.json\[sK+
Z/s&9{BXm<P

2022-04-20 13:07:16 UTC 409 IN Data Raw: 0e c7 d4 69 b0 df 91 4b bd 72 2e ee 72 ab 06 a9 23 c0 6e 1f a1 aa 00 f1 b2 10 5e 6b 0f 7b 54 5a 6b 95 c7 ef a8 
c7 d8 51 47 1b 0f 52 18 09 81 b7 2f 20 dc 95 1e a2 b8 7c ec 9f c4 94 7e 3d 34 69 c0 a6 e0 9c 72 c1 48 a1 05 90 67 09 47 
f7 72 89 e4 49 63 f8 25 91 10 8d 35 ae 10 ab a3 96 2d d0 9e a3 0a 53 fd df df df 8f eb d5 05 c0 9c 0f 16 d6 2b 41 81 cc da 
58 ad d7 e9 43 34 b5 66 61 7e 75 91 a2 89 48 40 3a ce 03 86 c2 67 01 2c 29 32 7c a6 86 d8 8e 37 e0 46 94 04 69 d9 42 
17 95 c5 b0 d2 c6 96 28 2f 90 0e e6 e5 64 8d 12 06 96 05 79 98 d0 1a 38 c0 2e ac 15 7a c7 ba a8 40 d5 08 f0 71 01 fe 51 
0e f4 a7 28 74 be 3e 10 35 de d7 23 8d 80 00 bf 80 34 cb 83 aa 40 a6 e5 32 0a ec 11 df 1d 5e 3f 86 9b de 9f ea 5d 0a b4 
d7 c6 4c cf bb df 36 26 2b d4 2f cf da f9 2b 89 48 29 
Data Ascii: iKr.r#n^k{TZkQGR/ |~=4irHgGrIc%5-S+AXC4fa~uH@:g,)2|7FiB(/dy8.z@qQ(t>5#4@2^?]L6&+/+H)

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 410 IN Data Raw: bb 0e b0 46 0f b1 91 fa de eb f7 4f 0e df a3 c8 ef be 0d b0 c4 e6 b2 cd ba 49 49 bd d9 a6 31 42 00 ff 94 0b 20 
31 2f 8c 5c d3 13 c0 a5 e1 31 7d 46 35 02 1c 2b 30 e9 de 8f 28 f1 a0 58 0b eb ce 7d 2b 12 bf 45 56 00 33 8a a0 e1 5f 88 
e3 a5 28 58 4e ec 70 0e 26 90 ab a1 4e 2e ad 12 7d 7f 92 b5 5d c5 3e df 5b dc b1 94 71 88 b4 63 aa e5 6f a6 e2 d0 96 79 
ac 71 56 68 e3 00 92 44 d5 db 67 dc 8e 65 1e 8c e0 89 1b 75 e4 c9 e5 d3 b3 c9 31 51 96 7b b2 f6 7b 75 29 58 a7 84 84 
00 5f 15 10 9c ba 82 6f ba 97 dd b6 b3 85 9c f5 e7 6d 8c 1a a5 5d 19 cd 81 3d 56 db 18 d8 d3 62 10 d3 a1 8a d5 6c 43 31 
e5 97 66 e7 ae 00 e3 d1 85 07 6b 0a c2 0a ab f8 5c eb 87 39 01 80 ec c3 93 66 6a 0f 19 38 d8 6f 55 4b 04 4d 53 85 65 75 
2d 82 11 13 32 76 fb 5b ff 6d 12 17 45 21 a1 43 91 b6 7a 
Data Ascii: FOII1B 1/\1}F5+0(X}+EV3_(XNp&N.}]>[qcoyqVhDgeu1Q{{u)X_om]=VblC1fk\9fj8oUKMSeu-2v[mE!Cz

2022-04-20 13:07:16 UTC 411 IN Data Raw: 23 ce 3b 7a f4 d6 16 f7 be 9b 7c a9 69 d4 9f e2 76 97 25 a2 9f e0 c6 2a fd d5 e8 92 bd 33 26 56 74 e1 1b 09 
72 d4 cd 2c 97 29 0e 31 8d ed d5 cb 39 bc 08 41 07 05 c8 0d 10 be f6 98 ee e1 9b 20 29 33 69 f8 82 53 9a ef ec b1 c5 ef 
7e 20 ee 21 49 6f 7e 5a 7f ec 49 39 18 f6 e7 93 f1 d9 ac 9c cc fb 83 c1 70 36 1c 8f fa c7 f3 83 f1 c9 49 39 9a 4d 57 c5 c3 
bd d1 86 d2 39 1b 0c c7 f3 bf 9d f5 8f 87 b3 37 ab 14 b8 c8 95 50 38 e8 8f 0e ca e3 f9 f3 b3 d9 6c 3c a2 6b a0 2f 7c a1 14 
c6 a3 19 6c 00 56 51 4e ab 3d ad 12 e1 ba 13 08 91 c1 70 30 1f 8d 67 f3 d9 84 6c 83 3b 81 20 e3 0f cb 72 f0 bc 7f f0 72 
5e 9e f4 87 c7 f3 c3 61 79 3c 58 25 c4 5d d1 cf 13 3a 1c 4f 4e e6 83 72 7a 30 19 9e b2 db 62 5a 45 f3 d4 5e 94 fd 41 39 
59 a5 c1 95 d6 f2 34 4e 27 e3 93 d3 19 61 0f 3d 91 
Data Ascii: #;z|iv%*3&Vtr,)19A )3iS~ !Io~ZI9p6I9MW97P8l<k/|lVQN=p0gl; rr^ay<X%]:ONrz0bZE^A9Y4N'a=

2022-04-20 13:07:16 UTC 413 IN Data Raw: 60 d7 ab 76 bd 7a 5d ff ad ab 4f 59 d3 95 b6 fe c6 a3 5f e3 f7 af ea cf 78 57 bb 4d 41 d6 d7 eb 78 e5 ba e5 4c 
c5 7b 89 96 6f 55 df 4b bb 76 6d e2 c7 6f af 8a df a7 6b 5c 4b 41 d7 57 4a 8d 78 43 12 89 7f 47 0e a5 43 dc c6 1d ad 11 
05 93 a4 06 f2 2a bc 2b 4c 21 b4 0c c2 59 56 68 12 b1 a7 b7 d5 10 c5 a2 5e a1 6b 5e a3 1b bd 6a 29 c4 b5 89 f9 f3 c8 80 
51 de 80 c6 0b b8 b7 97 aa 70 5a e6 d5 ae 1c ba 47 a4 68 5b 81 c6 4d 46 6e a2 68 22 4f f1 1a 2a d0 44 0d 09 31 09 2b 
5d 19 f9 b3 4a 49 23 0a af b5 04 2e 85 b6 3c 7f 44 42 49 ed eb 6d fe 22 07 91 7b 6a 6e 0a 1b 97 6c e9 e0 9d 28 37 68 d9 
8c e2 55 c8 86 d3 45 78 a3 af db cd 45 46 3b d6 28 db 5b 36 be 64 ad 08 02 76 6d 9c 14 5e f9 60 3d b7 e9 b4 5e b5 76 8f 
ed bb 51 47 a4 58 e8 a2 f0 85 33 95 b1 99 60 b4 2b 58 8a 
Data Ascii: `vz]OY_xWMAxL{oUKvmok\KAWJxCGC*+L!YVh^k^j)QpZGh[MFnh"O*D1+]JI#.<DBIm"{jnl(7hUExEF;([6dvm
^`=^vQGX3`+X

2022-04-20 13:07:16 UTC 414 IN Data Raw: 31 24 b9 66 cc 8e 29 f0 d7 db 57 e2 22 2c 59 92 42 08 e4 7b d0 3c 6d 4c 61 bf e9 84 51 8a fe 29 eb 77 14 5f 
b4 9a 14 fa 5e b7 1c c6 bd 50 a5 76 c4 ed b6 e9 e0 a6 04 76 9a f4 3d f2 6f 79 81 76 2d 5a 0e 19 cb da 25 1a 2a c2 56 12 
2e ea 9a 45 95 08 d4 67 c1 dd 43 53 0c 90 d9 f4 86 55 1a ad 14 32 2d a6 16 40 5a 4a 06 89 35 ac 5a 26 b0 49 27 29 9a 
56 0f 71 15 0e 15 0a 4b 17 05 b8 fe 7a 04 cb 3b 46 90 64 29 8a 84 6d da 82 a0 2a 66 22 1b 6a 1b 4a 9c 5f b0 7f 5a b4 0a 
c5 08 83 70 32 ed c7 e6 dc 2d 39 05 71 ae ac 5d a0 d8 9b 10 10 45 e0 28 e0 35 a2 d9 21 73 fd 88 88 90 fc 70 dd ae c5 
5d d0 8e 65 51 6b 45 1b 53 a8 93 8b 55 d8 a5 33 48 2d a9 f6 9e 78 1f 1d 45 d7 a1 9c c6 a8 ef 97 c1 4e 2d f4 de 48 78 e7 
88 54 c3 01 dc 03 48 40 5f 20 0a 71 d7 a8 de ca 79 60 a7 a5 ca 
Data Ascii: 1$f)W",YB{<mLaQ)w_^Pvv=oyv-Z%*V.EgCSU2-@ZJ5Z&I')VqKz;Fd)m*f"jJ_Zp2-9q]E(5!sp]eQkESU3H-xEN-
HxTH@_ qy`

2022-04-20 13:07:16 UTC 415 IN Data Raw: 65 94 d6 c2 b9 47 1d f0 ec b1 99 07 0e be 20 98 9d 7b e6 bb 9c 45 d9 5d 86 09 08 e0 c1 0d 66 99 39 07 75 4f 
7d 48 7a fc 05 03 9c ce 21 a6 dc 14 77 87 c9 f0 4e e2 cb e0 f1 8e ff f6 77 3f 50 e9 40 93 a1 48 59 21 04 57 08 25 ab b1 0b 
40 6a 03 e8 6a c7 68 92 95 4b 4d d7 49 08 8b 90 cc 04 14 26 10 48 04 04 ad 3c 30 a2 33 6c 46 0f a4 57 24 1d f9 06 9f 85 
29 b6 25 d1 ed 03 f1 26 fa 7d ed 12 dc f8 6a a4 e0 8b aa d9 5c 95 f0 d2 08 fe 9c 5c d7 40 b6 db 23 7f 26 cc 8f 9e 45 f8 2a 
fa ff 31 bd 17 2a d1 1d 5b 2f 4d fa 04 6b d7 50 3d 38 e1 5c 75 e6 10 fe 60 b1 29 13 bf fb 9f 23 71 ae ea 06 59 09 6e 64 a4 
81 da 24 73 92 13 1d b9 48 73 c6 b0 6d e4 74 78 d0 d1 05 3e 89 97 fa 25 5d 5c cc 38 2b 1e 8a 93 22 1b 17 5f cc 51 17 7c 
60 0f 55 02 a9 ce c2 5c 62 f7 43 29 29 45 7c d9 
Data Ascii: eG {E]f9uO}Hz!wNw?P@HY!W%@jjhKMI&H<03lFW$)%&}j\\@#&E*1*[/MkP=8\u`)#qYnd$sHsmtx>%]\8+"_Q|
`U\bC))E|

2022-04-20 13:07:16 UTC 416 IN Data Raw: 9c 7b d9 42 6e 79 ed 6a 24 96 32 05 47 96 00 97 1f b8 13 4f 59 02 f3 25 78 2a 8d 86 5c 1d cf d1 a8 f1 d0 93 
e5 d1 6a 3a 5b 95 15 b0 a1 e6 48 1f 36 ca 12 aa ec 7b 7a 56 52 20 cc bc 68 2d 4b e4 b0 1c 2e 96 90 ab 2a c0 57 32 51 
97 1e 7f cf 92 82 54 41 8d 9a 7b 8d 44 96 02 00 d7 7f 40 f4 01 3f cd 25 2f ee cd 27 1c b9 98 bf 7a e2 2a 73 54 35 4f e7 70 
56 96 ff a2 c9 8c 7b 8d 60 9e 08 17 9c 99 37 c0 f4 10 98 81 ae e8 46 e8 69 d9 3c 89 7f 94 b3 67 14 10 30 7d e3 3c 89 4c 
86 e0 1e 5f e8 21 c2 64 08 ee c0 5a 9e 42 84 26 34 ed d2 97 c9 f5 d0 58 00 de a4 26 cb 9d e6 cb 13 59 4e 9e 0f 17 07 4f 
39 23 e3 4e ac 70 84 5e 4c 97 50 a1 4f e6 cf 19 f7 61 de f7 82 48 3c 1d 4e 8e 00 ba ac c6 93 21 b8 cd 19 e1 80 1b fd b1 
cb cf c0 db 28 74 62 1e f9 62 56 a7 0a 80 96 8a f4 a8 1d 
Data Ascii: {Bnyj$2GOY%x*\j:[H6{zVR h-K.*W2QTA{D@?%/'z*sT5OpV{`7Fi<g0}<L_!dZB&4X&YNO9#Np^LPOaH<N!(tb
bV

2022-04-20 13:07:16 UTC 418 IN Data Raw: 5d 9c cb b6 51 ff a8 01 77 99 a8 4b 2e 55 20 40 d8 0c 68 f2 23 e9 df f6 85 10 9c 4c 0d a0 46 00 53 04 96 6b 99 
8a dd a6 2c 5d b1 d3 9b b8 8c 45 45 2b 2b f1 49 c6 c5 fa 6f 2c 2d 51 63 72 72 15 67 49 c5 4a 51 ea 4c 1f 90 42 a9 67 59 
1e 74 9a 96 65 99 4a 64 7f 65 95 7c d6 a0 b6 01 04 f2 02 c0 86 e1 a1 78 1f 3e 5b 83 4d fd b0 05 37 fb ae 6b ba be 6d 50 
8b 42 44 79 f8 82 15 09 41 e5 5b 26 45 b2 6a 6a 61 8e c4 10 c5 f0 e4 e4 44 6a b2 02 b8 df f3 1d 68 32 60 04 5b a9 c6 77 
0d ca 56 fb f8 2d e4 2d 20 26 82 
Data Ascii: ]QwK.U @h#LFSk,]EE++Io,-QcrrgIJQLBgYteJde|x>[M7kmPBDyA[&EjjaDjh2`[wV-- &

2022-04-20 13:07:16 UTC 418 IN Data Raw: 07 ff 06 d8 4d a0 d9 76 7f e7 37 21 61 c3 f6 a6 81 e3 3a 81 15 70 67 29 46 e9 23 ce d2 ac 39 ab 63 9b d4 86 
7e 00 35 b5 2c ec 55 59 e1 32 de 8a 3d c9 15 f0 0c f2 c6 c7 87 e9 c2 92 41 60 1d 4a cc 00 1a ab fa 61 9b 02 ee 02 60 b5 
07 9b 02 ae 5d 8d 8f 7e 7c 59 97 55 4c fe 90 94 15 93 67 91 48 0d f0 16 2b ff f0 a9 d1 c6 ad 61 18 34 30 79 0a 9a 2a 90 
de 6d d2 06 dd 97 31 59 c6 cf 49 46 58 b5 02 3c 92 92 6b a7 cc ab a4 c5 38 f8 11 19 65 2b ee cc 27 ce 8a 18 61 29 f8 40 
0c 1b 11 81 94 a4 14 cf 14 f2 51 09 ed 12 78 8f 89 cc 95 8c 55 08 85 92 9f 62 55 e3 6a ae 17 3c 26 12 63 7b 40 04 12 6f 
e3 22 6b 76 dc f8 fe 98 6c 81 14 32 2c 56 31 79 61 c5 e3 ba 58 ed 7e 47 b0 48 5c e1 9f 24 c5 8e eb 73 20 83 13 be 03 99 
b7 2b 92 c6 79 2c ad 47 84 5d 9d c7 e7 a4 24 0d 33 c9 24 
Data Ascii: Mv7!a:pg)F#9c~5,UY2=A`Ja`]~|YULgH+a40y*m1YIFX<k8e+'a)@QxUbUj<&c{@o"kvl2,V1yaX~GH\$s +y,G
]$3$

2022-04-20 13:07:16 UTC 419 IN Data Raw: ea 62 bb 11 02 36 9f 32 9b b6 03 56 83 b8 71 d4 31 47 1b b2 f7 19 64 3d 20 bc 47 c7 08 a6 f4 84 df e4 bf f5 84 
48 dd fc 6f 37 20 72 1d df 09 50 1c 5d 03 55 08 79 8c 62 a4 34 d3 92 f6 88 76 d7 75 0d 74 dc 7e 00 16 63 82 80 52 8d 6b 
04 2b 78 ad e9 52 d2 c4 b3 1b a0 96 7a 96 15 a0 ac 22 a2 fc 80 2a 2e 9a 6f 1b e4 fc 44 c2 6d 03 a2 d5 5e 7a 28 19 0e 26 
be 6d 18 18 ab 52 10 2d 12 7e d1 5f 08 e8 aa 03 72 97 d7 23 7c 13 54 b9 35 23 7a 86 75 e3 72 d7 57 21 44 b2 4d dd 08 
70 0a d0 0e 27 94 ca e6 21 d4 3b 10 e1 9a f8 72 6c 68 d5 9d 15 ab c9 3c 7a 9c 06 af 1f e2 ba 19 d4 b5 3a 9c 8d d4 a4 1f 
5d 85 64 8e a8 50 9e 0b fa cc f9 3e 6a 2f 08 b5 52 0f 22 2e b1 6c d2 3a 93 0e f3 0c 84 14 12 8a 02 0a e0 31 0a 87 2b cc 
aa d5 ad f3 c9 db b6 e1 db ef b5 61 82 d7 ae 60 a6 34 dd 
Data Ascii: b62Vq1Gd= GHo7 rP]Uyb4vut~cRk+xRz"*.oDm^z(&mR-~_r#|T5#zurW!DMp'!;rlh<z:]dP>j/R".l:1+a`4

2022-04-20 13:07:16 UTC 420 IN Data Raw: b7 82 f9 70 00 aa 70 7d 3d b8 18 68 6c a2 bb 8d d3 e9 ea 0f a6 bd 70 d2 e7 9e 3a 1f 4c 6e 42 5d 2a ea 2e 7c 
75 ba ce 07 c3 a8 2e 2f 0b 64 f6 50 03 3e ba 41 99 4e 51 ad a3 03 e4 35 9d b1 4e c5 30 54 e9 97 fa f6 97 4e 72 74 a5 96 
78 f5 9d 19 9d e4 24 e2 05 56 73 6e dd bd a6 4e 41 87 b8 ee 8d a6 2e f1 3a d5 94 5a aa 61 e7 9d 0a 74 f8 a0 bb b1 e8 
54 30 9d 23 53 d5 6a a8 eb b9 74 3a 6a 3e 74 36 bf 58 8c 26 8b 88 13 1b 35 1c d5 17 04 3a 15 f1 f8 1e dd 46 2a 11 d6 bc 
0c dd a9 e4 3c 0a 67 73 60 15 27 7c 91 a6 ea aa 37 cb 9d aa 00 15 6a 50 eb 5e 14 eb d4 00 e2 fa 17 54 1f e4 69 17 78 
e9 de d7 d3 a9 13 f8 f5 4e 5d d5 dc 4f 76 eb 39 9f 44 d1 2f 2a 98 e9 5e 98 ef 56 a2 2b ce 9a 77 16 df 51 30 81 af d4 83 a8 
77 a4 dd 2a fe 12 4d ae 54 42 a0 99 6c 75 ab e8 40 08 dd eb 
Data Ascii: pp}=hlp:LnB]*.|u./dP>ANQ5N0TNrtx$VsnNA.:ZatT0#Sjt:j>t6X&5:F*<gs`'|7jP^TixN]Ov9D/*^V+wQ0w*MTBlu@

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 422 IN Data Raw: c0 aa 59 67 15 f8 cf e0 b4 12 ae 90 ac f6 c8 0d 58 8e f5 c9 16 1d 72 01 b9 ad a8 c0 d8 c3 45 21 7c b1 b5 7c b0 
ec 93 0f f1 57 45 fe 32 e7 67 f9 8b b9 fa 0d 89 6f 83 d4 22 58 e1 bd 32 41 49 c9 7a 95 68 d3 e7 88 5a d8 9a 2b c2 0e 1f 
a1 07 53 38 01 86 0c 4c a3 f3 22 68 b3 ce 67 21 1e e1 f8 4b a9 00 30 44 00 d7 6d 0b a5 00 0a 89 bf fe 3c 06 32 f7 f7 fa 
40 e7 c9 78 f7 f3 a7 2f d7 f3 4f bb 57 17 17 37 8b db 17 b2 f3 ab f8 13 d9 b6 88 66 e7 d5 fc f2 fd d5 97 db 9b bb 5f 65 73 
19 1b 53 74 c6 24 f4 9a 63 63 e7 56 8f 0d 26 a7 85 0a 08 0e 47 07 dd 41 ff df e5 e8 ee ee 57 f5 57 6f d1 41 32 7f 1f e9 c9 
bb ab cb c5 0f d9 f9 ef 77 17 8b 3f 7e d0 ce bf cf 2f ff f7 07 6d 7d 75 fb 61 71 fd 83 f6 be 6b 94 c5 18 88 8a 84 04 53 a2 20 
7e 28 04 1f 74 63 63 2a 97 d6 af f6 e9 10 
Data Ascii: YgXrE!||WE2go"X2AIzhZ+S8L"hg!K0Dm<2@x/OW7f_esSt$ccV&GAWWoA2w?~/m}uaqkS ~(tcc*

2022-04-20 13:07:16 UTC 423 IN Data Raw: 56 a8 aa 03 ee 81 91 45 70 42 98 62 c3 c2 47 db 20 7b b0 8e b7 c2 c1 48 99 82 17 c1 16 aa 59 5e 66 c4 c6 c8 
5d 54 23 31 28 10 b0 08 6e 13 39 73 28 e0 e2 13 13 e6 51 87 8c eb 01 38 b8 a4 e5 e9 47 47 57 31 5e ac 4a 28 d1 1c 33 
01 1c b6 74 c8 d4 e6 67 2a d2 04 8a 66 a5 d8 32 79 2c ac 98 36 db e6 a6 da 7d 85 37 4a 6b 04 8c 78 d1 6f 98 e0 60 7d 
cb 9f 82 a0 e9 5a 43 8d 80 12 65 da f9 35 62 39 17 f0 ec 31 fd ff 35 0d fe b6 bf cb 28 e8 fa fe fd 96 2d fb db eb ab 2f a7 9f 
16 37 1f ae ae 6e 9b d6 bd 55 a0 9d b1 c1 6b 75 a1 21 10 57 de 39 08 81 83 b0 92 f7 05 b4 88 8d b2 b9 c8 64 85 04 36 
1a 1f ed ac ad c6 55 6c 08 b2 2a ba f2 4d 87 87 0c 59 db 74 7a d5 8b 50 bd 05 03 a3 7d b0 85 0e ca 16 99 5a 6e 8d 95 9c 
a7 de 7c 65 78 64 db b9 a6 36 f4 61 52 ed c5 ea 0a 2c ef 6d 
Data Ascii: VEpBbG {HY^f]T#1(n9s(Q8GGW1^J(3tg*f2y,6}7Jkxo`}ZCe5b915(-/7nUku!W9d6Ul*MYtzP}Zn|exd6aR,m

2022-04-20 13:07:16 UTC 424 IN Data Raw: b0 21 7e 9c c1 65 87 2d 71 62 84 43 eb a4 14 83 6c cb 43 dd a0 d8 22 5d f1 11 75 6d 36 d9 7c d9 34 f2 56 5a 
69 3c e4 cd 5a 43 7e ed 40 33 d7 88 39 f3 7c 57 84 a2 85 97 36 68 11 94 57 1a 4c 31 ff c0 fa 46 e6 83 06 bf f8 b5 05 1e 
a4 2e 80 df 2c a4 b4 42 54 d6 63 dd a3 fa 0d 51 3d b5 77 4e 14 d5 00 8d 00 c1 85 1f 5d 18 5e 84 cc aa de e2 28 b1 cd 98 
b9 08 7e f3 49 7c 3a b5 be 66 a4 a5 46 3e 54 45 6b 50 3a 19 3c 1c 20 78 5f ac 1b ff f9 d6 63 35 0d 0a 52 89 00 2e b7 a8 
e2 17 5b 3d f9 c3 3f e6 4b 67 6d b3 55 5d 2c f3 cc 50 60 b4 e2 b4 c2 9d 4c b2 a2 01 ae 24 e9 7f e8 05 23 9d 93 e3 c1 2e 
63 b7 11 e3 e3 b8 d4 53 44 42 0c 2e a9 32 ed e2 d8 92 98 72 8d a5 07 3b cb b8 3a db 82 a3 a8 69 b2 03 2a 30 a5 59 2e 
86 67 d1 f7 b8 aa 40 df 1c d3 d6 da 37 39 75 b3 4d 67 d0 1d 
Data Ascii: !~e-qbClC"]um6|4VZi<ZC~@39|W6hWL1F.,BTcQ=wN]^(~I|:fF>TEkP:< x_c5R.[=?KgmU],P`L$#.cSDB.2r
;:i*0Y.g@79uMg

2022-04-20 13:07:16 UTC 425 IN Data Raw: 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 
00 00 00 5f 6c 6f 63 61 6c 65 73 2f 76 69 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e bd 5b 6d 73 db b8 11 fe 2b ac 9b 0f 
77 1d c7 06 08 be 21 ed f5 46 91 68 5b b5 2d b9 12 e5 4c 3a 99 d1 e8 cd 96 26 96 e4 ea e5 7a 6e c6 ff bd 0f 08 80 a4 b5 
a0 ee ae d3 de 97 84 96 b8 8b c5 be 3e bb 80 be 9d 70 c6 13 99 04 61 c4 83 24 09 7d 16 f2 f8 e4 83 f7 ed 64 39 db 6e 47 
8f 33 3c 9f b4 be ec f9 6c 36 5e 3d 7a f3 2f 7b c6 66 93 d5 fc e4 f5 d4 3b e1 3e 17 32 8c 65 e2 c7 be 48 e2 50 fa ec 90 34 
db 80 82 8f 99 e2 30 9d 6a 0e e0 25 9e bd 55 ce 8a ad bd ed 68 ef a9 97 38 cf 3f f1 5f bc a5 7a 78 08 bc 9d 7a 77 24 2a 
df 3e 8c c0 62 95 f3 18 85 3b f5 22 1e 38 3e 9b e4 6c e3 
Data Ascii: PK)Q_locales/vi/messages.json[ms+w!Fh[-L:&zn>pa$}d9nG3<l6^=z/{f;>2eHP40j%Uh8?_zxzw$*>b;"8>l

2022-04-20 13:07:16 UTC 427 IN Data Raw: 35 a7 3b cd e2 61 6a 54 32 92 2b 23 8e c6 39 c0 1b 66 0d c8 f3 54 ec d2 80 ae 09 75 2c 6f 9b 2f 35 2d c1 6d 
11 9b 93 d2 cf 75 7a 54 78 a3 48 2f 4b 6d 91 85 41 7f 1a 08 2e 56 36 86 cb 05 0a db 79 e3 d1 5a b3 9c 8a a5 97 ff ff 90 
fb 7e 2e e3 99 77 47 82 c9 82 f3 17 a7 74 5b 83 28 4b 08 54 1a 06 30 ab 56 41 13 13 22 9a c1 03 d7 4a 99 f2 42 d9 8f 0b 
8d f1 9f f5 37 23 08 b2 33 16 59 b9 cc 7d e6 dd d6 28 c3 2c 65 21 9f ef 50 8f d5 f1 a9 da 87 52 b2 06 cd 78 25 d7 cc 43 a8 
ff 87 0b a2 69 19 bd e4 09 1c 94 e3 3d 98 5a fb 9e 56 77 ce f7 4e 6d 19 47 5f 6b 0b c2 d1 51 35 d6 b9 92 cc 76 b6 46 2d 
f3 f2 d5 a5 75 ba c2 6d f4 fb 79 fb a3 83 33 58 9c 79 39 d4 1d 73 5b 46 73 1e 47 52 64 61 d5 d3 52 0b a5 fc 53 a1 0d a9 
7c 7c 53 30 36 e0 96 60 69 ea 03 8e f5 a8 4b ee 6d ab 
Data Ascii: 5;ajT2+#9fTu,o/5-muzTxH/KmA.V6yZ~.wGt[(KT0VA"JB7#3Y}(,e!PRx%Ci=ZVwNmG_kQ5vF-umy3Xy9s[FsG
RdaRS||S06`iKm

2022-04-20 13:07:16 UTC 428 IN Data Raw: 97 ca 13 ad 9d 96 6b 54 f4 df f9 99 e1 a2 ec 01 0e a5 35 d5 d0 84 af 04 a6 47 8f a6 fa 55 d4 33 74 6d 47 e6 8f 
36 b7 3f e8 f0 8d 39 dc 19 f1 cf 50 86 e1 24 0c ce 46 bd 6b ed 44 c7 e3 03 6b 16 a9 ca 54 bf 0a 56 f8 59 ef ee c5 43 9f 55 
e0 d7 0a 0a 3f b3 b2 24 91 6a ae 14 38 e3 e8 29 c8 36 8a 3a 59 45 af bf 5c 33 2b 47 7c bf a5 7a fe 7f 90 2e dd e5 af 04 
ba 36 21 c0 d6 02 75 37 66 71 ac 06 c8 78 a0 27 f8 36 57 17 3d 8f 2e b3 71 ac e0 75 c8 e1 27 01 0f 50 b8 eb 86 e2 d5 73 
9e 8a 6b cf 62 72 26 92 b7 15 8f 8b 91 2d 65 6f 27 44 d3 fd 8b 9d 5a da 11 c9 88 57 df 99 4a 0b c5 e2 c4 07 3e 11 3c f2 
51 48 03 1e c5 14 26 b9 71 6f 0d da 2d 41 6e 19 c9 08 73 00 82 ef 34 93 82 e2 83 e7 9f 06 97 57 ff 2e 98 87 f8 e3 7b 23 
54 1c c5 7e e0 03 bf 01 af 0a 24 7e d2 e4 76 88 fb 
Data Ascii: kT5GU3tmG6?9P$FkDkTVYCU?$j8)6:YE\3+G|z.6!u7fqx'6W=.qu'Pskbr&-eo'DZWJ><QH&qo-Ans4W.{#T~$~v

2022-04-20 13:07:16 UTC 429 IN Data Raw: d8 e9 fa 75 24 af 3a 0e cf eb f9 5c f4 d2 f4 1f b4 98 b9 7e d1 54 cf c4 95 9c 1d 97 b1 8f 30 e8 c1 56 74 23 f4 e4 
be 9e c5 df d2 de 35 05 04 8e 29 5a 3d 8b 9a 0a e1 ba 59 73 84 89 a3 42 b8 8e 53 eb 39 68 68 42 cb 2e fd b5 d1 11 1e 
19 f0 26 75 59 d7 59 71 3d 93 41 e7 53 23 6b 5e b9 9c cc 75 96 e5 62 f4 b9 3b 40 87 de e9 7f 72 84 8f e3 96 79 85 c5 55 
a3 73 09 e8 32 6c 77 1a 08 9b 7b 22 81 6b 76 ee 24 bf 47 b4 51 e8 e4 b8 d6 e6 a0 36 1d 00 6d 15 e9 29 b3 83 3a 6b 67 
37 e9 90 04 86 e3 27 1a 15 62 dd 16 a2 65 31 80 a1 d9 b8 53 59 8c ec c0 71 6d a3 e0 02 88 4a d4 e5 38 a5 b0 ef df 35 
06 7d 42 e0 ba 7f 5f 10 dc 34 68 fa 72 fc 6a c1 be df 4f 53 52 9e 5d c3 42 fb fe a0 e3 da 82 6b 38 6f 29 ee bb 37 83 5b 42 
e1 fa a5 dc eb eb 7f 00 50 4b 07 08 99 e0 54 92 fd 0f 00 
Data Ascii: u$:\~T0Vt#5)Z=YsBS9hhB.&uYYq=AS#k^ub;@ryUs2lw{"kv$GQ6m):kg7'be1SYqmJ85}B_4hrjOSR]Bk8o)7[
BPKT

2022-04-20 13:07:16 UTC 431 IN Data Raw: 01 7c db a7 0b 01 74 f4 85 0b a8 58 05 d0 38 30 8b d1 15 42 c4 c2 46 51 46 21 ae bc b5 12 0b 2a 84 12 90 e4 
64 d6 56 25 78 ef 8a 2c 42 ac 88 e6 a6 70 0b 1e bf 03 d3 6c ab 51 05 04 9a f3 40 6a 51 c0 3e 7a b0 6c a4 da 6f 2c 15 4f 
b7 36 3a c9 2b 94 6a 49 ea 5c c0 fd c0 ee e2 19 48 92 8c 46 3a c9 02 fb 47 f5 0d e4 4d c6 4e 28 9a b0 b6 11 66 93 64 8c 
96 42 e3 2d e0 09 42 29 ac 98 79 4f 4a a8 9d 85 e9 29 c4 95 c7 5f d2 c2 c0 21 a8 5c a6 e5 3b eb 50 45 19 2d 50 a2 03 
48 84 83 a9 c1 23 2c e7 43 67 14 c5 c0 da 10 9b 12 55 4d 6f 6e 6c c7 9a 8c d3 22 92 09 1f 2d 0f ae 65 bc 5d c7 5f 42 02 
cf ee 4d 64 b8 a2 10 41 12 4c 48 8e 18 04 6b 35 69 f7 b6 f3 42 f2 2b 76 5a 75 11 99 de 61 65 4d 6f 52 82 56 a6 e5 ba f3 
97 95 b4 1a 60 11 ee ea a6 26 e2 24 52 6a 14 76 47 79 9a 2d 
Data Ascii: |tX80BFQF!*dV%x,BplQ@jQ>zlo,O6:+jI\HF:GMN(fdB-B)yOJ)_!\;PE-PH#,CgUMonl"-e]_BMdALHk5iB+vZ
uaeMoRV`&$RjvGy-

2022-04-20 13:07:16 UTC 432 IN Data Raw: 9c a2 02 a4 7a 4d ae 72 d1 ef 14 dc d0 5e ed 98 de cb 2c 16 8f ae f7 96 e3 2d 4d 9b 51 c4 3c 4d 67 ad ca 52 
fd cf 11 7c 4d ea de 92 90 a6 e9 bc d4 06 ec 0b a1 65 b8 39 50 8b ef b1 fa a6 74 42 22 91 c9 9a 40 e6 2f 22 67 1d 2c 68 
7f f4 5c 2d df d1 1f 37 56 b3 c6 03 88 c1 79 0a 00 20 b0 01 38 c8 44 e0 86 68 7a 4a 49 df 6c 12 e0 5b 5b 68 60 4a 00 e9 
92 60 d5 82 71 de 21 39 a4 72 4b 53 eb 24 1f 80 f1 4e a9 00 b8 47 5c 7a f4 90 9c 23 6d a4 7d ba 8a a5 02 2c 9c fa c3 9a 
ce 1f 00 90 22 02 96 39 20 4a db 46 46 76 b7 0b e2 c4 29 fa 07 31 7d 5c 69 2b 7c 44 87 a4 41 37 45 75 d0 c4 f7 90 2d 75 
05 fd a9 ac 35 ba e9 c8 52 bf f7 1b 62 ba a9 77 4d 9d 67 db cb 1d f4 63 07 1d 5d 24 57 ba 8e 35 e7 40 7f 6b 4a d0 1d b4 
00 d4 d7 00 eb d1 14 0c 8e 65 0e 06 2d ae 40 bc 21 0d 05 
Data Ascii: zMr^,-MQ<MgR|Me9PtB"@/"g,h\-7Vy 8DhzJIl[[h`J`q!9rKS$NG\z#m},"9 JFFv)1}\i+|DA7Eu-u5RbwMgc
]$W5@kJe-@!

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 433 IN Data Raw: 55 ce cf b0 ab 6c 3b cc c7 9f 2f 28 99 cd b2 0a c6 b0 fb 61 05 d7 d3 09 a8 c2 c5 c5 e4 7c c2 d8 84 3b a7 e4 74 
9d 4e 16 27 e3 f9 29 79 ea 6c 32 bf 1c 73 a9 c8 9d 97 73 ba ce 26 d3 32 c2 cb 0a 99 3d 65 8a 0f 37 8b e3 14 45 1d 03 45 
9e e9 9f 39 15 d3 71 4e bf f2 af f4 38 c9 d9 db 1c e2 f3 4f 8b 38 c9 79 49 00 cb ec 9b 3b f4 e5 14 0c 88 73 1f 82 0d 89 c7 
54 cb b0 94 e1 e8 83 0a b8 fa c0 9d ae 0c 2a 58 5c 23 53 73 34 e4 fa 2d 4e 47 e4 43 af af cf 57 b3 f9 aa 24 62 93 87 63 fe 
81 c5 a0 22 8a ef d9 4d 99 13 61 e6 0b f6 41 25 67 e5 78 79 8d 5a 45 84 af 64 50 37 3f 63 1f 54 85 52 91 07 35 f7 5d dd 
a0 06 10 d7 bf 01 7d 90 a7 43 c5 8b fb f2 91 53 97 ea d7 0b b8 ca 9c d2 0e eb 39 9b 97 e5 3f f2 62 c6 fd 8f 87 61 25 1c 
38 33 5f 80 be a0 60 0e 5f e5 1b c9 0f 8d 87 55 
Data Ascii: Ul;/(a|;tN')yl2ss&2=e7EE9qN8O8yI;sT*X\#Ss4-NGCW$bc"MaA%gxyZEdP7?cTR5]}CS9?ba%83_`_U

2022-04-20 13:07:16 UTC 434 IN Data Raw: 76 3b fa 9b f0 7f e8 2b ed b9 64 5e 33 e7 84 f2 82 f3 4c c5 d1 92 3c 63 36 c8 c3 28 e3 15 2a 2f f2 19 95 c0 3a 
e6 a5 1a ca cf 58 88 8d 50 48 29 53 ea 2d 79 d9 37 a1 06 b2 90 58 54 49 cb 90 76 ac 2a 43 7d aa bb 44 44 c5 b0 a3 7f 
c7 2f 0d 55 21 5f 6e 54 ff 97 ae de 69 b9 a5 f7 30 23 9f 06 f1 4d fc 61 44 16 28 33 3a ac 01 d6 34 0d e5 b6 da 04 55 b1 38 
06 85 62 4b e5 7d ab c8 1c 2b 0e cd a4 a2 d9 15 56 2a ef 9d 43 0e 43 e8 f0 f9 e8 28 e1 e1 26 e6 81 0a da 08 01 47 25 d8 
f6 f5 0a f1 31 3d 9d 22 40 56 cb 9f be 7c 7a b8 2d 3f fd 74 b3 dd de 35 f7 bf f0 d1 af ec eb cb f2 f3 fb 9b 87 fb bb 6f bf f2 af 
78 01 e2 63 f4 75 be 38 1f cf a6 7f 2f 16 df 46 64 91 0c 70 a4 ea d1 fe 59 91 7f 56 2b 17 5c d6 90 f5 9e 9b 11 27 3f 35 e4 
f9 9c 9a 9b fb 0f cd ed 0f 6a fa d3 a3 9a 
Data Ascii: v;+d^3L<c6(*/:XPH)S-y7XTIv*C}DD/U!_nTi0#MaD(3:4U8bK}+V*CC(&G%1="@V|z-?t5oxcu8/FdpYV+\'?5j

2022-04-20 13:07:16 UTC 436 IN Data Raw: 78 ae 48 f6 46 39 46 06 c0 02 84 b5 f2 56 6b 9a 22 81 87 70 22 62 59 0e ed 89 56 00 7c 24 1a 87 97 93 51 68 
19 5d 37 7b dc 31 7e 2d 41 9d 61 8f 03 8b 06 7d 04 e3 4c 42 f4 ea b4 6d 70 0e c7 3d 7d 5c 8b a1 11 d1 2f 10 b5 37 1f 7f 
3e fb 38 ea cf 1c e3 db 94 62 0c b6 83 fe 63 dd 16 dd 43 a6 e5 39 84 a0 3d 48 6a 45 d3 a7 58 82 bc d3 4d 0e 36 77 40 a4 
15 de 05 42 86 ff 22 da c1 59 33 2f 6a 31 2d 30 97 fd fc 32 d7 04 f7 09 65 9c ce b5 53 cb 7e c2 1c b1 a4 d6 0c a3 99 54 
b0 93 be a2 4f 83 98 db d7 d5 56 03 6e 08 99 aa ca 3f ef 3c 49 14 bd 1b 0e c4 c9 6f 6f c5 e8 17 c0 cf 51 3e c1 cf d1 ce f8 
cc e4 b8 5f 3a 35 a3 08 e9 a0 b7 a3 a8 44 d9 f6 a5 ef 69 54 6d 3c 7c 28 bd 85 53 1d 43 53 23 32 15 3e 1f b0 08 be b3 cb 
a8 c4 02 ca b0 21 c4 3b e0 08 ac 36 e7 8a e8 7a 13 c0 
Data Ascii: xHF9FVk"p"bYV|$Qh]7{1~-Aa}LBmp=}\/7>8bcC9=HjEXM6w@B"Y3/j1-02eS~TOVn?<IooQ>_:5DiTm<|(SCS#
2>!;6z

2022-04-20 13:07:16 UTC 437 IN Data Raw: 36 7a c3 2a 16 c5 df ae a7 8b 22 71 4d ae c7 1c d6 b2 7a 7b 55 3c b2 dd e9 e0 28 51 75 39 5d 2c e6 8b e9 ec 
bc 8b dd f5 f2 fa 05 f9 08 5f 25 61 9c 01 e6 44 e1 ac 58 bd 99 2f 5e 21 8e ce ce 8a 05 85 e3 9b e9 d9 34 f1 77 86 a3 0d 
aa 1a 5a 60 ee de df a0 92 e5 f8 b2 c8 9a 92 9b e6 0d 6a 79 43 7b b6 be 3a 4d 5c 93 22 68 aa 63 7e 2c 95 3b e1 4e c4 
ae 16 d3 d7 e3 d3 b7 eb c9 78 35 5e 5f 2f c7 e7 45 26 9d 92 53 e6 44 cd 92 68 4d be b8 e4 e0 26 2f 7f 31 3f 4f ca 63 a6 
61 ca 08 af ae af d6 af a7 cb e9 8b 69 08 b2 c1 2d cd dc db 4b b5 cd cf 56 6f c6 8b e1 c8 cf e1 5f a2 e5 7a f6 6a 36 7f 93 
c8 e6 9a d4 44 f6 f5 74 52 0c 57 fb 0c 2b 19 d0 b0 bc 9c cf 57 2f 67 c5 32 f1 6a ee 32 68 a2 e4 6d 91 82 55 e6 36 4a 90 
5b 9e af cf 50 90 11 bd ab 39 b0 66 99 94 af dc 31 5d 27 
Data Ascii: 6z*"qMz{U<(Qu9],_%aDX/^!4wZ`jyC{:M\"hc~,;Nx5^_/E&SDhM&/1?Ocai-KVo_zj6DtRW+W/g2j2hmU6J[P9f1]'

2022-04-20 13:07:16 UTC 438 IN Data Raw: 3a 8b e9 25 ed 5f 91 bb 5e 67 96 5d 8f a3 24 73 f7 b6 3e df 5f 7d 9e 7f be ec 7d f7 64 4f d0 60 fd 96 b3 2c d2 
ac 3f 2c b2 d4 ae 6d bd f5 9d 39 37 e3 6c 97 9f 7f be bc 78 dd 91 af 87 fd 3b 37 f3 fc 2c 48 db 61 42 bf d6 6a 13 4e b1 86 
6e ea ad cb 3d ba 8e 14 f4 14 cb f1 38 0c a3 87 87 24 06 1c c9 1a db 07 01 7d fa 99 5e 3c 3c 9c f3 df db 9d 9d 68 6b 58 
cc 17 51 91 a0 df 5b 5d 72 3f 90 fb ea c8 45 75 86 c5 d6 05 03 13 c3 45 a4 d7 ba 04 97 18 80 b9 7f 18 c6 f4 0f 2d 32 35 
ba 45 bd 57 1a 3f 9a cd a2 3b ea d4 5e 4c 3d e1 a8 33 5c 64 13 cf 9a 89 1b 89 58 a4 12 be 12 8c 3b f2 e8 cf 11 66 83 cd 
cf b9 07 cf b9 9e 4d 17 53 34 42 8b 17 e6 3b 3b 7a c0 ea a9 88 26 fa 4b d4 19 44 f3 8b 55 f1 66 36 bd ce 08 59 b8 39 0d 
39 ee 10 b0 8d dd 54 44 57 79 4f e4 22 52 07 c4 ac 
Data Ascii: :%_^g]$s>_}}dO`,?,m97lx;7,HaBjNn=8$}^<<hkXQ[]r?EuE-25EW?;^L=3\dX;fMS4B;;z&KDUf6Y99TDWyO"R

2022-04-20 13:07:16 UTC 439 IN Data Raw: 83 4e bc ec f7 b3 99 27 5a f4 f3 6e 41 3c 58 7f 9e 2d 84 c1 64 35 d2 c1 4d 1e 73 15 6a 18 f0 43 47 1b 27 5b 
23 23 74 62 15 72 65 ab 2f 55 63 2e 3e 97 b3 26 04 41 5c 73 b6 a8 bf a6 3d 2b 81 56 c3 a6 ec c7 dd af 0f e9 58 22 e9 8d 
35 78 cd 94 77 e3 b5 e4 4f 36 5e 4b b2 fb f8 52 45 16 8b 5a 1b 80 a6 53 ba 72 6c f3 ad 34 ec e9 72 96 64 22 b2 c5 f0 09 
88 8e bb 77 f5 eb 1e e4 6f 8f 50 2a b1 6d 9d 71 34 5f 9c e3 dc 01 5f e9 df 22 ae cf 77 3c 8d bf 35 d2 ab a8 27 ee 81 8d 7c 
ea 92 fe 59 7b 6b 29 91 96 ec 72 79 e0 ab 2c f4 ba 25 51 e7 55 4f 0c e8 0f 1d e1 28 21 c9 bd 9b 42 27 83 13 2f 71 06 51 
be 18 02 72 23 50 58 d4 3a ae 62 85 45 e4 30 32 89 a8 48 5c f9 32 a4 0f 3f 53 f1 ae 16 49 c2 7d ff 9a 68 85 e1 44 23 10 
02 c7 60 34 b0 83 44 bd 35 aa bb 4a 7a eb 06 6c 11 97 
Data Ascii: N'ZnA<X-d5MsjCG'[##tbre/Uc.>&A\s=+VX"5xwO6^KREZSrl4rd"woP*mq4__"w<5'|Y{k)ry,%QUO(!B'/qQr
#PX:bE02H\2?SI}hD#`4D5Jzl

2022-04-20 13:07:16 UTC 441 IN Data Raw: 52 00 cc 9a b1 59 44 5a 37 e1 7c fe ec c3 be d8 73 3c d9 65 46 5d 66 4d 5d b6 d0 e4 49 d6 75 b3 8e 34 fc 3e 
1b 86 4a 57 4a 0b 9e 0a 47 be dd 4d 89 6f 17 a0 fe 49 97 ce 1a 31 19 82 16 d0 7f c6 d2 08 c9 64 1d b6 9e ba 8e 31 61 fb 
5b e9 70 1e c5 63 3a f1 5b d1 72 31 25 ac 39 4c b6 e2 e9 74 41 0d 46 d7 9d ad 43 69 14 ff 69 8b cd 65 c9 74 4c 6c 4a 3a 
24 5c 96 cd b7 88 5a 65 b7 8b ac 98 d3 32 88 2d 4d 9d 3b 30 c3 62 65 3a 83 59 d6 a7 d7 54 b2 98 2e b6 18 21 77 1c 9b 
1a c4 a9 26 32 cf 09 bd 12 01 4e 69 ef a0 a6 78 e3 de eb 69 12 0f ba d6 18 2a 09 2d c6 45 12 11 e6 e1 09 d3 fd 2e d7 d8 
33 c8 91 08 03 1d ee 92 69 e8 3a fa 97 e3 33 15 0a 4a 71 27 c6 6c af 53 47 24 25 8c 1f ee d1 a9 1d 2f 2a 70 ff 13 de e5 
78 e7 05 eb 18 02 09 21 aa b8 b3 2c e6 83 61 7f e1 5e 39 4f 
Data Ascii: RYDZ7|s<eF]fM]Iu4>JWJGMoI1d1a[pc:[r1%9LtAFCiietLlJ:$\Ze2-M;0be:YT.!w&2Nixi*-E.3i:3Jq'lSG$%/*px!,a^
9O

2022-04-20 13:07:16 UTC 442 IN Data Raw: 9a c5 6c 3a 1e ab a2 e5 63 73 f1 94 16 98 36 ed 26 53 a5 6b 2c a7 63 be 73 d3 4a f0 7c a4 ac f9 2e 87 41 c0 
e2 1f 0b 82 92 0a 60 9c 1a bb 80 bd e9 eb 60 b0 b3 73 ec 0e 2c 88 86 aa a0 3c 44 b3 92 ee 49 75 bb 66 c1 35 11 21 e9 
52 58 9e 74 10 34 a5 79 3d ed 85 90 32 8d 45 f9 b9 36 28 a7 ac 4a 46 33 f7 6b 61 29 a8 d3 52 53 49 07 bd fa ea c0 2b 
5b 34 08 a5 42 4b 5e d8 22 29 94 19 51 22 85 4a 66 a8 88 cf 86 3e 11 08 89 0a 99 d9 6e 28 1c 5b 36 93 8d c9 2a 4d ab 7
4 04 8b e5 b9 da 3f a4 81 95 c6 fd 8a 3d 3e d5 14 4f 9f a7 d8 5e cd e3 a8 62 61 81 de ff c3 f5 b5 61 a8 4a 1d 44 22 59 c1 
c8 e8 d9 f4 88 0f a4 5d 05 ce 12 ff 59 75 f1 c8 d2 8a 4e 58 91 d2 67 4a 00 3b 9b 45 39 b3 94 20 35 57 6c b7 9e 26 92 f7 
96 bb 9a 2a 9d df c9 60 38 4e 5d 5d 5d c9 24 2e c1 e3 0d b8 76 
Data Ascii: l:cs6&Sk,csJ|.A``s,<DIuf5!RXt4y=2E6(JF3ka)RSI+[4BK^")Q"Jf>n([6*Mt?=>O^baaJD"Y]YuNXgJ;E9 5Wl&*`8N]]
]$.v

2022-04-20 13:07:16 UTC 443 IN Data Raw: f1 fb ae 55 2c 4a d3 3f 1c 0a d1 8c 67 0d 05 f5 30 6c 95 6d 05 b4 69 63 7e 89 af e2 2a 07 0f 3f 9e 51 7a c5 ce 
d0 c4 2a 58 86 e3 d7 15 69 cb e0 0f d6 e1 10 d6 98 3f 93 dc fe 9b 19 13 c9 cc 2a 52 06 7a 74 d2 5a a1 b5 66 aa e8 c8 5f 
a5 0f 0f 09 3b ee f5 c0 5f 4a 78 f7 f7 25 d1 c3 11 ff 4a ac c1 70 32 c9 d2 a1 14 dd af a3 9c 25 fa cb c5 94 58 f1 d4 f8 3f 27 
24 df 4d af cf 1b 4a 06 8f 7f b2 87 fb cd 6e c2 16 c2 0a b8 1d eb 23 78 94 da 2b 97 75 65 7d a9 1f 4d 08 27 62 95 9a ba 
d6 0d 6f 2c 18 1b ce bf 39 18 b9 7e 03 92 7e e6 d7 59 32 8c c6 2f 98 1f 99 7d 9c 41 3a 99 3d 3c 5c 64 c1 c1 61 c6 56 4f 
92 eb 69 8d 8c 14 3f 22 34 39 22 64 82 a8 a5 3f 18 99 4b 34 66 00 fb 80 48 af 46 c4 37 ae 49 38 82 bd a2 54 27 59 fc ce 
45 66 f4 f9 5a 35 6c 3b f4 bc 31 9f 25 72 03 32 
Data Ascii: U,J?g0lmic~*?Qz*Xi?*RztZf_;_Jx%Jp2%X?'$MJn#x+ue}M'bo,9~~Y2/}A:=<\daVOi?"49"d?K4fHF7I8T'Y
EfZ5l;1%r2

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 445 IN Data Raw: 2b 4a aa 26 c9 95 4d f1 11 90 98 30 93 10 24 1b 1c b6 74 33 30 84 3e b5 fc d2 2d ea cf 06 b8 fb 27 c0 53 39 
b6 39 02 87 bb 5e 8b 45 58 74 cc 4a 85 03 b7 a8 f9 87 ff 4e 0b 35 57 3e 18 b0 ea 8d 8d 63 89 cd 41 5c d3 22 d7 f1 2c cd 
f3 14 7b 7c 4c ad 9e d6 5a 8d 1b 26 29 e2 86 71 f3 6c 09 d0 a5 66 17 0a 04 58 ea 8f 03 6b d0 ba 81 b0 25 19 13 da a2 
63 6f 1d 18 2a 4d 5d e9 5f 88 d0 89 42 56 c2 53 23 ca 6d ab f4 05 a1 3a c6 df 34 de e0 43 88 ef 5f 96 04 77 8d d2 10 ee 
5f 67 ab 57 aa f9 aa 27 1c ba f9 66 03 c6 31 64 69 65 f9 c8 cc 8e 92 7c cb 8c b8 f4 59 cd 8e 96 84 94 12 68 b9 68 2b aa 
ae a1 db 07 eb a0 14 be 08 f2 a5 52 0e 4e 8c da eb 4d bb 3a 2a bf 47 8b d7 4d 2b 14 d7 0a eb 06 c4 04 1c 5a 67 a1 8f f9 
74 62 c4 c1 9a f7 83 13 81 00 7c b5 03 b5 88 33 23 1e aa 91 
Data Ascii: +J&M0$t30>-'S99^EXtJN5W>cA\",{|LZ&)qlfXk%co*M]_BVS#m:4C_w_gW'f1die|Yhh+RNM:*GM+Zgtb|3#

2022-04-20 13:07:16 UTC 446 IN Data Raw: fc e4 51 05 7f c5 99 38 a9 ab eb 80 d7 81 19 16 dd 85 e4 40 5c a0 e0 c2 f3 17 70 b2 87 87 87 88 3a d7 1e 7e 
8a c2 03 ba 16 45 a7 08 6b 6e e8 b9 62 33 a8 b1 16 4e 1b fb df 77 ae 71 ae 39 91 22 d5 80 28 ab 5c bc b6 74 72 07 78 
7a 27 11 01 cf 99 f6 86 75 9d e1 90 ed 90 81 ca d1 23 06 08 bf 5a d3 8c ef 87 29 84 22 31 02 9d 27 82 c2 1a 92 24 ba 8e 
92 e1 82 0e a4 cc e6 d1 79 75 f4 e9 b7 7f 1c bd fc 70 4a 54 06 e5 e4 50 21 45 e1 9c 69 e0 07 27 70 4f 5c 68 4d bc 93 91 
d8 4a 73 35 3e ac 37 a9 e5 bf 09 55 27 b4 35 e1 56 46 d9 1d 86 15 40 0a 5e f3 ec 46 0f 0f 7d 82 c4 91 94 29 fb 3f 8d 09 
1b 62 63 a4 b1 c3 e5 dc 78 d6 39 94 02 7e 8d 57 7f ac f3 98 3b af 30 58 d4 73 e9 53 89 4e b5 59 e5 7f d2 66 1c 4a b0 28 
08 ff 5e 7b fc b8 60 d8 a0 ad f4 82 1c 3b 2a f8 8b 3a 0a 68 
Data Ascii: Q8@\p:~Eknb3Nwq9"(\trxz'u#Z)"1'$yupJTP!Ei'pO\hMJs5>7U'5VF@^F})?bcx9~W;0XsSNYfJ(^{`;*:h

2022-04-20 13:07:16 UTC 447 IN Data Raw: 98 17 c7 0a 00 ff b0 b1 53 d3 d8 e9 5a 69 a0 74 63 12 6a 4d 06 94 3f dd e4 b1 69 f2 58 36 b9 0c 0f d4 24 a7 
85 94 a3 e7 ef 17 8d 42 e8 46 76 2c 77 69 1a 5b 2a 0d 94 59 31 42 60 28 6b 68 d2 b7 46 b6 d9 f0 99 69 58 a9 2e 66 68 
b8 25 5b 9e 4b 0b ee 7f b3 e9 99 69 7a 56 b3 8e d8 14 73 58 2c b2 d9 35 33 86 cd 04 d4 79 a2 11 91 d2 d1 e1 15 67 b0 
92 e9 22 8c e3 b1 a8 25 96 98 27 fc 8f 0a 71 c4 cf 27 73 09 84 84 d2 86 1b 49 25 32 51 88 5f 22 f1 52 bc 15 ef c4 17 0b 
e1 af 94 ce 0e 78 66 77 f7 85 0e 78 ff 18 a9 d0 0a c1 bc 70 d1 4f 06 05 89 fc 4b 2f 78 d9 90 9b 42 bb 12 44 24 f1 c6 e1 47 
e3 4b 10 1d c6 41 bb 1d b1 66 f8 63 44 fc aa d1 0b af 98 ba d1 df b5 e9 69 5d 6a 99 5f 44 ed b6 25 78 9c 58 ce e5 f7 9b 
a9 e9 a1 7e 53 1e a6 fb 2a 31 4e 99 9d fe 30 e5 c0 76 65 d4 
Data Ascii: SZitcjM?iX6$BFv,wi[*Y1B`(khFiX.fh%[KizVsX,53yg"%'q'sI%2Q_"RxfwxpOK/xBD$GKAfcDi]j_D%xX~S*1N0ve

2022-04-20 13:07:16 UTC 448 IN Data Raw: 23 c6 8d df 7f a4 96 e5 3c aa e1 52 b4 7e 57 a3 5e 38 c6 51 99 d0 c9 6f 70 6d f5 e0 da 1a 16 82 83 af 46 52 
90 1e b1 bf 46 a0 2e 7f 20 56 84 a8 80 dc 9d 91 70 8e 78 67 c4 a9 b8 f3 d6 c4 5f 5f 2f 39 10 03 97 65 0d 86 69 9a 15 32 
9f 6f 35 14 94 2f d8 f2 36 83 32 91 6c d0 44 a0 09 c4 b2 cb d0 80 ed b7 fa 18 f7 d9 31 81 b0 23 ab 9a 9e cb 9b 19 fa 74 
a0 21 3f d0 81 f6 64 92 02 bc 76 c0 6f f4 25 ea 88 88 3e 72 c2 00 3a c6 1e af 4c 04 7f 76 a1 27 71 22 c1 4b cf f6 3d 7d fe 
1e 1a 2a b4 ac 96 57 65 4e 6d 47 96 ee 36 b0 d2 37 5d 46 fe 2d 5a 8b 4a dc 52 f9 fe 77 ff 82 48 c9 3f ad 43 b1 8e e5 4d 
54 b3 a8 c9 13 c6 2e 69 54 8e 39 49 fa 2a f3 81 dd 0d 87 4e 2b 9d 24 0e 0c 00 48 6e d0 40 38 af ac b9 0d 30 37 68 e8 11 
f4 aa 98 ea a4 c2 54 ff ab 8a 9f 91 2b 32 e4 a0 b6 f8 
Data Ascii: #<R~W^8QopmFRF. Vpxg__/9ei2o5/62lD1#t!?dvo%>r:Lv'q"K=}*WeNmG67]F-ZJRwH?CMT.iT9I*N+$Hn@80
7hT+2

2022-04-20 13:07:16 UTC 450 IN Data Raw: 41 d4 6d 41 93 39 f6 68 89 67 9e ff 68 31 2e e3 49 cd cc 2c 38 0b 65 42 61 96 a7 56 18 ef 4c 4b ad fc bb 32 
82 f2 11 09 67 67 96 1a 88 70 1d 26 bd 18 83 db 67 70 09 69 99 0e 82 15 02 15 6f a0 58 44 ae 97 55 54 ad b2 8a 64 9d 
87 87 55 64 f5 8a 62 76 b7 d6 33 b5 3e e2 d8 1e 5e ae 35 f6 6b 7f bd 5d 19 26 90 8a ed 98 e3 de 85 77 0f 0f d0 66 60 49 
fe dd 69 9f b5 9d 7f df b2 4d 4f 77 57 67 3d b9 72 f8 45 8b a7 b7 a1 1c 2c 46 ff 09 0a ad 99 1e 31 ef 83 2e 30 e7 18 a1 a5 
6c 64 49 2d 08 47 c1 18 e4 dc 1b ef 
Data Ascii: AmA9hgh1.I,8eBaVLK2ggp&gpioXDUTdUdbv3>^5k]&wf`IiMOwWg=rE,F1.0ldI-G

2022-04-20 13:07:16 UTC 450 IN Data Raw: 17 8c 53 ac c2 72 bf c5 db f0 78 03 1a c1 80 c8 a4 75 27 d2 2e e8 9e 89 94 86 e4 81 f9 3f 86 c0 f1 25 72 fb 26 
84 e1 ad d8 c7 75 b1 e2 2d 64 cf 27 4f 4a 15 55 c8 6f ca 67 82 6e 12 43 46 11 c1 39 63 91 9d 9d 9c 37 5d dc 3f 7a ac fc 
e5 da 2b 5d c9 2e d9 8d 87 83 fa 6f 68 0b de 86 ad 2b 09 f9 ab 84 f5 44 cf 94 ab da 4d 23 91 94 de 5e b6 93 16 09 18 5d 
db f3 e9 00 2a fc 55 22 7d 32 2f 61 94 67 f5 d1 33 0e 20 66 e2 78 cc 7b 0a e1 c6 f5 1a e8 24 d5 25 09 57 46 4f f5 82 b8 
eb 72 55 5a 73 6e ec 92 53 19 93 d0 7a 69 5c 4b 10 f3 fd d6 4a af 7e ed 3e ab 8d bd 2e b0 12 66 95 3c 37 f2 63 97 2a a7 
82 93 ce 5d 7a 97 57 45 0c b7 35 fe 57 2d 37 ff e6 60 60 e6 51 de d2 16 cf 12 be 35 af 9c 0c f1 c1 fa 4e 1b 7b 97 14 b9 50 
ff dc 57 4c 46 7e 5d cc 91 82 8f 46 c2 34 b8 77 46 
Data Ascii: Srxu'.?%r&u-d'OJUognCF9c7]?z+].oh+DM#^]*U"}2/ag3 fx{$%WFOrUZsnSzi\KJ~>.f<7c*]zWE5W-7``Q5
N{PWLF~]F4wF

2022-04-20 13:07:16 UTC 451 IN Data Raw: c8 07 37 45 09 dd 55 b9 24 53 6d 05 b1 6c 20 12 39 10 c1 58 89 09 89 c3 70 5a a3 e3 15 e9 9c 43 74 c2 e8 
8c 9e 88 7b db b5 5a 86 ab 95 68 97 9f 15 db 26 1f 1a 18 19 ff 64 0d a1 fc c8 3d a9 70 83 dd ca 23 87 42 f8 95 57 e2 2e 
3c d9 e4 9b 83 d8 08 0c 99 fb d2 eb 2c 06 99 15 50 09 65 1d b8 f2 84 4f cc 49 c9 98 27 86 29 4f 34 53 7e 27 f3 dc 32 0b 
2e 79 06 24 85 e0 50 21 89 be 6c 3e 3c fb 06 1f 7e 22 51 d2 4b 64 2a b2 18 70 66 cc 63 7d a7 c8 29 d8 f1 0c ec 78 02 a4 
70 62 30 12 d1 8a 53 99 a8 35 3c d5 1c 76 a4 38 ec 44 89 4e c4 73 d1 01 60 c6 ba 92 b4 87 64 f5 55 c8 26 2e 40 59 4e 
bd 9d a8 ed 25 30 eb d7 e2 37 22 75 7b 7d 1f 81 35 d8 6e 4f c9 71 13 38 02 e2 85 ad b0 cb e9 98 9b d8 7f 5a be 42 03 86 
f2 07 ae 3e 1f 97 cf 08 1b 36 df 4e a5 33 a4 46 e9 a9 0e e3 65 
Data Ascii: 7EU$Sml 9XpZCt{Zh&d=p#BW.<,PeOI')O4S~'2.y$P!l><~"QKd*pfc})xpb0S5<v8DNs`dU&.@YN%07"u{}5nO
q8ZB>6N3Fe

2022-04-20 13:07:16 UTC 452 IN Data Raw: 33 a0 76 d2 75 fe cb f1 69 0a fa 9a 77 62 2b 21 b0 cd a1 6b ea cb b8 1f 91 e2 e0 24 57 ab 9e f1 95 02 2b a0 
71 4b 2d 5d 95 ba 55 ea e1 e1 1d e3 dd dc 1d d0 56 a0 05 d5 4e 24 63 36 2d cc b4 32 98 49 05 21 2c b8 b3 e0 dc 5d 78 
5d ae 13 d3 2f 84 8b 50 93 0b 19 fe 49 2f e1 45 8f 7f d5 42 7e 4d 64 2f da 41 ac ea ae e9 84 8e 0f 5e de 9e 26 8f 75 a2 0c 
b8 f6 84 03 6b ae e0 f2 26 04 0d 78 a5 8a 62 88 27 21 89 6c 78 a5 dc ac 4e 3a e3 21 a1 e1 68 dc bd 89 fc 41 a2 04 a7 93 
4e c4 11 91 95 88 d7 45 c8 c3 3f 71 cd f5 d4 92 0e 15 b2 ac 23 d0 2e c9 b6 2d 3d 9a 75 60 57 99 54 12 19 e1 3a 24 9e 36 
ed 19 7e d3 8a 9d e2 6c 70 05 cf 97 ab 57 46 60 87 f1 3a 98 74 9e 70 9e a1 fe 12 5a 73 da 4a 12 d5 4d d6 87 ae e6 cc 4e 
cc 2b 9e a7 98 20 85 ab 22 1a e6 95 8c 81 30 73 7f 6c ed 
Data Ascii: 3vuiwb+!k$W+qK-]UVN$c6-2I!,]x]/PI/EB~Md/A^&uk&xb'!lxN:!hANE?q#.-=u`WT:$6~lpWF`:tpZsJMN+ "0sl

2022-04-20 13:07:16 UTC 454 IN Data Raw: ae 42 60 ab c9 a0 57 86 3a f5 4b 36 78 67 e7 bc bc 62 5a 26 9d 36 d9 a1 e7 a9 b9 a6 d7 8c f7 ea 7b 0b 70 06 
7d 2b eb 1f 71 92 3a 9b 0b 61 c7 26 ee b5 e9 ba 84 40 25 75 94 17 97 db a9 78 13 be 61 20 16 56 ca 3b 07 06 29 42 29 
6f a4 56 4a de 5b a2 d3 fb 8c c7 d3 d5 f3 f1 34 8e c6 56 e7 c8 c1 bf bd ff 8d cc 28 3a 97 a8 65 67 ad e5 a6 b6 dc 76 70 2b 
36 2e bd ef 48 8c e0 d9 09 38 ad 41 72 d8 0f b2 f6 71 52 02 5d 1a 83 6d 25 eb 3a 4d c8 a5 6b 84 72 35 09 06 f2 f2 88 41 
30 c2 ce 8c 64 e4 ea 48 c5 45 e6 f0 4a 20 ea 2e 1d 86 e6 a9 74 41 d0 17 a0 2c 52 76 bb 19 f7 27 0b 4e 59 2b 13 02 20 1c 
35 60 07 f1 11 dc 86 a0 68 ab ed c2 04 17 6f 4c 7a 7e 9a 42 a3 28 7d 02 26 e0 25 90 db ae 9b 42 dd c5 8f be d6 06 d8 29 
0a 75 a7 b4 83 0e e2 4a bf c6 34 23 2e 0e 69 6e 00 bf 0d 
Data Ascii: B`W:K6xgbZ&6{p}+q:a&@%uxa V;)B)oVJ[4V(:egvp+6.H8ArqR]m%:Mkr5A0dHEJ .tA,Rv'NY+ 5`hoLz~B(}
&%B)uJ4#.in

2022-04-20 13:07:16 UTC 455 IN Data Raw: 7e d7 3d 3d dd df 3f 84 1e f3 fb fd fd 9f a2 6e ec 23 9f 0d 96 1d 62 14 f0 fa f3 32 8d 36 24 12 ec 2a 64 11 ce 09 
fc 85 c3 a1 64 12 d7 42 a6 ca b9 40 06 db e5 6c ec 7d b3 12 97 50 a9 f5 68 52 93 6c 31 98 a6 be c3 37 b7 6e 20 90 a8 
53 7f 25 36 71 4f b4 39 db 8d c3 c5 9e 4c f6 9b a6 73 15 75 36 5f ae 65 ce 63 b5 c4 15 21 54 6b aa f4 f2 67 72 93 62 fd c2 
83 2d 3a 48 d4 45 09 1d 89 82 44 42 58 3d ee c8 69 7b 3d 4f e9 15 38 d3 52 a2 5d 18 5e 23 2f 0d 7b 31 e0 35 c7 6e bd 
26 91 07 1e 3b 03 5b 87 c0 09 99 12 24 7b d4 b0 43 30 3b 03 a0 79 6b 97 c7 2d fb 21 51 c8 d5 bf f1 b6 b6 16 21 09 82 f5 
77 5e 57 5e eb ba f9 c1 df 78 15 64 df bc ce 47 79 8f a9 04 6c 1c f5 05 48 9b 4f c7 37 24 e5 80 2c cd 2a 34 de 95 b1 f5 54 
1d a9 d6 d5 cf 53 b0 dd 1e 12 18 6a 0f 50 f3 49 d4 
Data Ascii: ~==?n#b26$*ddB@l}PhRl17n S%6qO9Lsu6_ec!Tkgrb-:HEDBX=i{=O8R]^#/{15n&;[${C0;yk-!Q!w^W^xdGy
lHO7$,*4TSjPI

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 85 of 152



2022-04-20 13:07:16 UTC 456 IN Data Raw: c3 7c 96 c0 e5 a7 13 b1 16 61 7b 3f c8 2b aa 84 be e2 67 18 85 bd 84 42 a0 20 22 e7 00 ab b1 8d e8 91 ef ac 
35 e7 02 59 27 9e a6 77 f5 5c ba 32 bd a1 92 13 76 0f 48 4e 70 96 c5 a8 98 ae 0a 07 49 95 54 07 f2 e6 26 36 5f 12 02 8e 
e6 d8 8d 2c 95 57 fe 44 e1 3d be f8 aa 2b be 91 4e 16 16 83 50 bd 0c 75 fd ee 0f fb 3f f8 44 74 58 9b 97 ba 30 97 ad 31 
e7 34 7d 7c 5e 9b 1f 37 26 65 7b 62 f7 cb 68 f1 0d 13 5d 56 ea 2f c4 42 9c 8a 63 b1 b4 36 9b 59 e1 13 da 1c 49 6b 38 08 
3f 0a 88 e7 fc e2 f2 e5 97 d4 4f 8c 3c a1 55 be 4c e8 b0 68 04 9f bb 2b 08 0e ea c2 44 7a 08 be 84 ea 4e da 32 7c 3a f7 
d6 83 70 00 ea c7 97 c3 b2 47 95 c5 18 65 9e 27 51 55 a2 8d fe 0a f4 dd 81 27 be 84 f0 63 bc 68 48 fa 92 86 b4 ac d2 3d 
8a 6f 8d d6 12 b9 7b 41 eb e1 8e 99 87 c6 5d 9e 36 99 0f 
Data Ascii: |a{?+gB "5Y'w\2vHNpIT&6_,WD=+NPu?DtX014}|^7&e{bh]V/Bc6YIk8?O<ULh+DzN2|:pGe'QU'chH=o{A]6

2022-04-20 13:07:16 UTC 457 IN Data Raw: a1 b7 f7 7a 2d a1 f7 7e 1d e4 df b8 b2 3c e2 ac ab 56 13 b8 a5 19 37 b3 5c 55 5f f7 f4 e2 c8 3c a3 0b 38 96 73 
b4 ee 66 41 65 bd 73 64 a7 59 ea 20 0b 6f 65 37 dc e8 b1 39 d7 da d2 b7 a6 97 32 8c 05 b3 cf 12 9d 1e 40 a9 92 f6 ac bc 
49 96 6f 2a 3b a1 b2 4f e5 20 66 bc 56 1e ad 7f 7b 7a 46 87 0b 15 4b 7d 8f c2 6b f4 ce ba 96 2c d5 01 fb 03 0e 6a 47 42 
04 cd 2b 23 3d 81 fa c9 ef 07 d3 39 2e 49 c7 3f 9c d8 94 cb 82 4d 65 ee 84 96 00 0a 1e 7a 16 07 f0 44 bc c3 9c 75 fd 5e 
3d a1 d7 57 e5 4e c1 88 f9 6b 5f 7a c2 98 f8 f0 2f 52 6f 75 8d dc 00 fa 52 f4 24 a4 91 6f 57 b3 5d ca 94 fa 0e a2 ff 61 7f 95 
53 80 c3 cd ce 0e bd 64 69 14 6d 60 b4 65 ad 6e cb 7a 5b cd 94 69 de 7b 4d 2b 6f 25 11 ca b0 f2 1c e3 9d 66 c9 34 cd 3e 
bc 3b 37 57 21 72 ec 37 ed 3c 5f 00 a1 72 e6 58 
Data Ascii: z-~<V7\U_<8sfAesdY oe792@Io*;O fV{zFK}k,jGB+#=9.I?MezDu^=WNk_z/RouR$oW]aSdim`enz[i{M+o%f
4>;7W!r7<_rX

2022-04-20 13:07:16 UTC 459 IN Data Raw: 88 88 fd fc 3b b7 34 5e 3e 4c a2 e1 78 31 f5 fc bd 21 51 76 84 0f 25 84 fa 47 d5 a0 1e 95 4f aa 0a e7 f0 4a 90 
9e 34 8b d9 f8 97 ec 8e 7f 4f b2 45 a4 7f b3 59 9f 1f 9e b2 84 b7 1a 0c 93 81 7e 88 97 8b c5 b4 28 35 7c 39 e2 34 3b 0b 
22 64 d9 c2 0b 9c 48 dd 92 cc 01 f5 ac 22 c5 2f 4e ac 4d ff 3e 3c 6c 33 67 a2 d3 e2 79 25 15 53 6c 7b 8a 4b 5c 89 15 92 
41 f1 88 6c b8 4f 51 01 19 18 64 de 03 9d 76 40 15 51 2f 11 2b 26 9f 39 21 82 af 8a 3e 67 e7 43 e3 42 7f f9 8f e7 47 f2 a6 
f5 54 06 25 f5 64 14 e8 62 aa 63 94 38 e6 80 24 d7 d4 5c a9 d8 41 53 5e 70 a6 c3 43 68 7c 69 d9 9b 9c 38 fa 27 89 69 fe 
4c da f0 09 b3 c2 56 93 a5 2e 4a 6f ec 74 2a 46 6c c2 e5 58 61 2a a7 6a b9 38 71 fa a8 30 a3 c9 07 41 26 ed 55 da 18 31 
a0 71 e5 cb 71 34 bb 72 fa fd dd 1f ff fe c3 d3 fd 
Data Ascii: ;4^>Lx1!Qv%GOJ4OEY~(5|94;"dH"/NM><l3gy%Sl{K\AlOQdv@Q/+&9!>gCBGT%dbc8$\AS^pCh|i8'iLV.Jot*
FlXa*j8q0A&U1qq4r

2022-04-20 13:07:16 UTC 460 IN Data Raw: c6 06 65 17 2d 8e 32 80 f1 f6 01 54 aa dc 20 bd 30 cd 89 8d e6 f0 55 37 f6 e7 27 cc 17 12 94 d3 7d f4 64 ea 
5d 6b 19 7c 48 10 fd 68 4d 61 d7 b4 d4 49 a7 a9 52 23 4a 6e 55 7b 15 45 9c 45 c5 22 64 26 19 94 26 12 9a ac b3 59 55 
65 96 8a 7d e4 64 06 19 a7 9f 2a 2f aa 65 70 4c 2b 16 ca 85 cc 07 65 a3 21 9c 79 f3 ba 8e 69 2c cb 52 75 cc ec 0f ad 7d 
a6 d0 09 bf a9 0e 5f 2b 48 a5 e3 76 f3 f1 12 38 33 7e 53 6d c1 87 c7 d7 95 5f 3f e7 ac 55 1c 49 95 11 3e 59 0b cd b4 f8 0e 
fc 22 cd 40 5f f0 40 a5 5c 21 51 4f 68 31 e3 e7 df fc fa 36 ae 58 31 48 68 63 3d d6 17 c9 b8 e8 77 27 32 df 3b 6e 51 ea 24 
f3 eb 2e 8a 9c c3 4d dd c7 af 17 f8 65 0d c7 4e 15 73 a4 4f c8 45 1f b1 57 da 81 d0 f3 cf 74 0a 2e ab e6 f3 52 ce 42 f6 8c 
38 bc 77 16 b3 65 e6 40 09 ee f4 09 ec f0 f3 40 38 
Data Ascii: e-2T 0U7'}d]k|HhMaIR#JnU{EE"d&&YUe}d*/epL+e!yi,Ru}_+Hv83~Sm_?UI>Y"@_@\!QOh16X1Hhc=w'2;nQ
$.MeNsOEWt.RB8we@@8

2022-04-20 13:07:16 UTC 461 IN Data Raw: da 41 60 be ab 2b 37 4c 7c 89 64 0b f7 d9 24 a7 b3 21 1f 0e 82 76 3b 87 9f 84 b5 91 e3 30 bb ca 7b 60 0c 65 
da 56 7e d2 73 ef 71 7b 47 6e e1 75 47 ee 58 10 c9 51 4b ea f9 32 dd 85 8a b5 c4 47 fd c9 9f 58 0f ca 97 e3 2d c0 78 2c 
de 7a e2 ad ba c2 fb 2d db c7 e6 f3 f7 d3 d3 da d9 07 b5 7f cb 3b 24 33 dd dc ef ee 5e c0 5d 5a ad 3e d6 7b 8d e0 75 13 
8f 2f 99 2d c0 a7 76 d1 d7 1b 27 6f 05 e9 82 58 cf 5c e7 4b 72 97 8c 39 ed b7 e7 4b 8f 91 3a e3 53 39 e5 78 62 71 06 17 
36 d7 8b a7 95 cf 45 fd 73 66 1d 4c 29 1e 21 4b 1c 2d 25 7b 1e c5 9c 00 34 f6 94 7b a6 cc 2c 42 9c 4e 0e 34 54 9b 04 a2 
b1 73 29 7c 6a 7e d2 f3 ad 52 37 32 85 b7 d8 a8 77 20 06 65 31 4f 6f c4 3b 12 12 e9 cf ba c6 17 35 2d 9e 9c d4 06 cb b3 
d1 75 b0 d1 f5 d3 c0 ee da f2 e7 76 2d f6 2b 29 03 2a 14 
Data Ascii: A`+7L|d$!v;0{`eV~sq{GnuGXQK2GX-x,z-;$3^]Z>{u/-v'oX\Kr9K:S9xbq6EsfL)!K-%{4{,BN4Ts)|j~R72w e1Oo;5-
uv-+)*

2022-04-20 13:07:16 UTC 463 IN Data Raw: 73 80 97 06 28 28 25 68 49 f6 3c b7 62 63 8c 4d 5a 8f 97 e0 8e 70 7f 83 b0 4f 46 d4 21 32 7f 9d d8 3f c3 31 1d 
14 e5 a8 8a 96 2d 7d 60 0b 2d ac 6f a0 88 f1 21 07 49 1b c3 b4 e7 ab 1f a3 cb f6 67 7e 2c 50 fb df 7f 2f 00 79 b3 ab 08 1f 
cf 7c 91 bd f7 e1 3c df 06 7c 48 04 63 98 1c bb 3c 39 0a 46 a4 40 47 06 dd 6c 93 0d 01 b0 a2 e8 88 41 b9 d9 a3 70 a1 e5 
5c 40 ca ad 18 d2 ca 33 9e e5 4b 19 06 ca 9e 20 2d 4d fa b2 2b 77 28 a0 72 11 1d 57 d5 88 2e 83 cb a9 8d 86 17 d4 b8 
0f 5b 35 ee e4 cd a2 40 37 5b 72 bb 21 e2 b7 71 07 3a bc df 16 28 26 c7 b0 16 c8 44 65 38 aa cc ab a7 d2 59 87 be f8 d7 
ee 3b f2 94 3e 8e 11 63 61 81 75 c2 0c b0 b9 e9 7e 64 5d bb 51 84 d6 c1 0e 85 e4 09 4a 3a 18 84 ca c8 29 13 3c fc b7 
45 35 04 93 0f 90 17 18 14 dc c5 ba 3c c1 3b 01 34 73 88 
Data Ascii: s((%hI<bcMZpOF!2?1-}`-o!Ig~,P/y|<|Hc<9F@GlAp\@3K -M+w(rW.[5@7[r!q:(&De8Y;>cau~d]QJ:)<E5<;4s

2022-04-20 13:07:16 UTC 464 IN Data Raw: c3 2e 01 ad 1d 9f 91 ab 30 4f 5f 80 da a8 6a 9b db c7 0f e0 8f ce 45 d5 18 dd 28 58 d1 63 5e b2 9a 57 30 15 
47 ae 20 3b 4d 72 38 98 e0 25 6a 21 42 cf be 3a e2 33 f3 b3 4f 09 e7 95 c8 f5 bc 94 b9 06 50 b3 3e c9 e5 01 66 7a 98 d0 
21 98 47 94 ce a9 46 20 5e f6 d2 d2 be e7 90 df 15 c9 61 ad e5 89 aa 0f c0 9c f2 71 90 86 5a ba c0 ed b0 54 6e 07 c3 8a 
42 01 ed 36 53 46 c5 a0 68 70 2a 36 4c da 13 a7 40 fb b5 05 b9 0d 85 95 39 1d ad 2a 87 03 e8 5a 45 07 23 b1 da 0f 6f f1 
34 f7 23 c1 76 db 24 f8 00 06 6d b9 9a 5f 63 3c d7 68 10 d9 8c 10 f2 3d 78 72 d8 16 d6 e6 f7 7e c9 3e 95 0a 14 13 51 a1 
14 58 d7 7e ec 76 fb bd dc 50 0f 98 76 31 56 a4 e2 24 4c 0b 53 04 5c 05 70 6f a6 00 17 d8 1c a6 d8 99 6d 19 e7 74 da ec 
78 4c 7a 9d 48 f3 75 67 3d 3a 55 f1 c1 74 7e 38 54 cb 74 
Data Ascii: .0O_jE(Xc^W0G ;Mr8%j!B:3OP>fz!GF ^aqZTnB6SFhp*6L@9*ZE#o4#v$m_c<h=xr~>QX~vPv1V$LS\pomtxLz
Hug=:Ut~8Tt

2022-04-20 13:07:16 UTC 465 IN Data Raw: 70 f5 f7 3c 60 eb 7a 10 b1 69 07 d8 79 f3 77 fb bf 36 f2 55 b8 bf b6 dc 5b e7 59 45 6c 0b aa ad af de 6e c7 d7 
e4 c0 f9 96 fd 72 e5 ee fd a2 a0 46 3a 22 31 fa 41 5e 9d ac 80 a2 88 d7 ab 4c 3a e2 02 8e 4c 00 dd 13 49 af 59 3b 33 e9 
a3 05 de 7d 99 5d 28 ff d4 98 a0 43 c4 18 cf 39 56 f2 a5 ae ba e3 08 74 80 4d 35 c0 af 60 77 93 7e ac 7c 34 77 f4 53 5e 
f6 cf ab 4e 5e 38 5a 52 6e 72 4a 29 7f 8d 9c ff b0 5a 21 16 25 ce 5d 6e 0b d4 96 22 58 d1 cd b6 72 56 ed b3 af eb b8 d2 
d9 b5 91 ea 93 af e7 fc dd a0 b2 96 46 24 e4 ee 2f 30 d7 da 19 05 1a ed 0c 8d c8 e9 96 72 91 f4 b8 9d 7b 7a 06 f2 c7 7d 
91 36 f1 c0 50 0a 8f a6 2a f2 8b a2 b7 71 fc 35 42 ea e9 71 c7 ee e8 97 c3 c3 1a 0f 01 a5 e2 83 e1 4f d3 46 39 93 c8 7d 
62 e8 62 bc 4c 0b 52 0f 29 9c 51 e8 b3 c2 89 b6 da c7 
Data Ascii: p<`ziyw6U[YElnrF:"1A^L:LIY;3}](C9VtM5`w~|4wS^N^8ZRnrJ)Z!%]n"XrVF$/0r{z}6P*q5BqOF9}bbLR)Q

2022-04-20 13:07:16 UTC 466 IN Data Raw: fc 34 e8 e7 ba 45 7d 0a 01 d6 ef 85 ad 5c b1 68 10 ea d2 2d 6c 11 aa 08 db 42 15 c9 3f 62 8f 63 9c 53 d2 f5 
03 96 2c 6c 43 d5 a9 51 27 c2 f5 c3 31 ac 03 84 ef 21 0e d5 ad 9a d9 e4 61 1a 24 8d 86 97 69 85 ce 16 b5 54 af 07 79 52 
1b 95 e6 21 89 61 83 9e 36 da 78 87 46 c2 f9 c1 b1 01 25 7a e8 c7 56 59 aa c2 d1 1e 63 18 d5 45 96 ae 93 ec 0d ba 0a 
b2 fc f6 b2 8d 5a 5c 27 9d 42 24 ef fe d9 d6 b8 96 aa ed 4f e6 a8 91 76 d4 6e 01 cb 0b 08 39 87 29 96 60 e6 b3 7a 91 9a 
01 b8 14 7f 08 38 37 89 c8 39 c5 68 79 1e 9d e7 07 0d 10 e6 35 16 c9 ec 8f 96 4f 47 b3 d1 0a bd 4a 08 29 c6 a4 d6 a3 18 
c5 17 75 e0 b3 c6 48 c7 23 36 f7 e0 e9 6a fd e0 41 3b 73 38 7e 5d 3f 84 dd 0b 5b 05 d6 14 3a b7 89 71 a9 20 36 c3 27 85 
d7 c6 b0 54 d3 00 68 71 58 29 e8 b7 26 63 27 5d 38 7e 70 10 
Data Ascii: 4E}\h-lB?bcS,lCQ'1!a$iTyR!a6xF%zVYcEZ\'B$Ovn9)`z879hy5OGJ)uH#6jA;s8~]?[:q 6'ThqX)&c']8~p

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 468 IN Data Raw: 0a 6c cd 46 51 a8 92 84 a5 b4 4e a3 ed b7 05 fa 63 34 65 2c 24 a1 a1 f8 8e cc d9 21 d9 9c e6 3e 83 15 36 40 
d5 dc b4 f2 76 08 b8 af ad 92 f1 de a2 09 19 0c 79 b6 4c d8 29 82 9f 58 1e 32 68 40 6c b7 91 91 92 cd d8 22 be 82 2c 50 
49 fc b4 b8 c5 16 62 58 21 cc 12 53 59 0b ad 9e d9 2f 2a ba e9 a7 07 8a 23 83 9a 23 e4 0f 4d 3a 27 62 0a a5 16 cb 57 43 
66 95 76 5c 0c 6a b3 9a bf 40 c1 eb e3 08 c3 5f 09 8c 05 63 a5 78 be 21 e2 41 1a ea 99 92 64 48 f6 dc 13 cf 54 9c bc 58 
a6 00 6d ba 4f 94 17 60 c0 ec 78 40 f3 23 55 a6 92 30 3d ce 28 21 bf 72 2e 6f 54 69 37 5d 25 9f cd b7 96 96 d4 2a b9 70 
51 54 fb 33 5f 80 02 c3 31 e8 b1 73 04 83 9c 86 54 58 6f 3d a5 fb 08 b4 a0 27 26 61 9f d7 d2 34 3c 01 c6 a6 33 f4 93 20 
0a 8b 92 54 58 e0 6a 5b 54 f1 2d b7 34 d0 a8 38 37 ca 1e 
Data Ascii: lFQNc4e,$!>6@vyL)X2h@l",PIbX!SY/*##M:'bWCfv\j@_cx!AdHTXmO`x@#U0=(!r.oTi7]%*pQT3_1sTXo='&
a4<3 TXj[T-487

2022-04-20 13:07:16 UTC 469 IN Data Raw: e9 7c bd cc ca 7d c4 d5 31 56 5d 55 40 d3 b6 17 78 f1 1a 47 e9 73 1c 7e bc 1b a2 ba 5f 8e 96 24 00 0c ee 1c 
6c 5d 8e 9d a8 d9 45 d9 93 00 4f c0 96 43 0b 2e d0 d8 74 51 8e 35 9f e4 bb dd 5c 6d 5e c7 71 7c 33 21 90 eb 5a fa b8 6f 
4a 53 33 43 26 1c db a6 7f 96 2d 01 8c c1 28 32 82 1b a7 01 71 d2 28 e2 bc e7 dc c3 a8 5f a9 79 bf cf 69 3a 49 59 bf 34 
da ec 95 31 35 39 67 61 7c e5 6b ac 81 8a b4 a9 5a d3 62 ad 14 29 57 1d 63 95 af db 28 74 b0 94 58 dd a6 da 8f ae e4 
60 3a b7 9f e0 3f 3f 29 88 97 5f be e4 24 29 61 ae 03 14 29 a7 b0 98 59 9c 9d f1 2b 89 59 31 ba e2 54 16 18 cd d6 00 1d 
a4 2c 97 9c 72 91 01 15 9c 72 ca 52 65 9a 4c 46 4b 95 7e d4 3e fd 6e eb 33 1c ed 9f fe d5 c2 c6 a9 bd 36 b6 d2 c2 aa 5b 
58 5b 8b 2a 68 55 69 64 25 da 77 03 b2 44 dd b8 9b f4 f0 aa 
Data Ascii: |}1V]U@xGs~_$l]EOC.tQ5\m^q|3!ZoJS3C&-(2q(_yi:IY4159ga|kZb)Wc(tX`:??)_$)a)Y+Y1T,rrReLFK~>
n36[X[*hUid%wD

2022-04-20 13:07:16 UTC 470 IN Data Raw: 41 69 d2 14 d0 0e 7a 5f 24 50 cb 7d 09 0a a0 f6 bd ed c7 90 95 0e 1e 85 13 18 5c 69 66 2d d6 68 5c 08 e0 3c 
32 b9 a3 42 12 d4 fe 28 ec bb 8f c4 ba 93 f9 52 37 f7 69 b8 ee a0 2b c9 45 38 56 56 9f 2c 5b 45 cb fe 25 00 7d 83 26 61 1f 
03 8c 92 b1 a0 70 78 95 f9 c4 02 36 8e 5e 8b d2 db de 80 2e a9 e0 ec 38 a0 53 a4 d2 22 23 3a 6c 6f 31 be bc 72 fd 36 10 
33 d2 18 91 af 8f 44 ed a9 58 17 cc 0d 7f 8b 4d 79 12 13 bb ea a6 80 cc 2d 89 0f 95 82 3a cd 97 ca d3 a5 09 e4 b4 12 b2 
2d a2 0f 2f f3 fc d6 3d 41 4e 67 e5 17 0a e4 56 e0 d7 8a 0f 92 aa 08 f5 dd 44 4e 08 e4 69 08 08 7b 92 7a a1 dd e6 e8 8f 
30 88 f3 35 86 ff c8 af 15 74 82 ba 46 28 df 3c 54 5e 53 e8 af a5 7b 88 ff c5 8d c9 98 22 93 4f 49 ae 84 62 55 dc 1a 77 5c 
6e 48 7a 3d fc 4f a2 72 b1 30 8e 64 2e 4b d4 bf 2b 
Data Ascii: Aiz_$P}\if-h\<2B(R7i+E8VV,[E%}&apx6^.8S"#:lo1r63DXMy-:-/=ANgVDNi{z05tF(<T^S{"OIbUw\nHz=Or0d.K+

2022-04-20 13:07:16 UTC 471 IN Data Raw: e4 33 53 2e 4c 68 67 55 43 97 bb 7c eb c3 82 c3 31 7f 9b 84 b7 ac 5a f8 32 fa f8 04 56 ca d0 ff 61 2b 46 03 f4 
e9 76 e4 36 eb 1e fc ed 46 8d cf bd fb de c1 91 58 47 4a da 93 ab 08 d9 9a 17 e2 bc 4a 1d 57 6a 27 5b ba a9 b0 52 c5 ab 
f8 ce dc 6f d1 47 40 9e fb a3 78 1a 89 4f 11 30 94 ac e7 2c 06 7d 7a 26 b3 2d f1 17 da a6 91 e8 45 4c 2b c0 54 22 5f f1 df 
44 7d 84 e9 7f ad be bf ea 8b f7 11 46 22 c2 33 42 fc 15 85 4f 9a c0 c5 ae 27 11 ca 04 f4 33 a9 33 ad 13 f1 01 3d ea e3 f0 
bd c0 8c ca 51 9b 7e 40 e2 9b 3e 47 4a dc db a4 1b ae cd 66 c7 3a 85 4d 7b d6 94 24 24 f2 cb 9f 62 f3 8d cc fd 7e 96 aa 
ac a3 25 fd 8a 8f 19 4e 51 97 e7 6e cf ed f8 6f 47 b3 d5 bf 37 f4 f7 f1 24 9a 5e 67 29 bd b4 7f a4 9f ef 1e 6c 9e e3 f7 e7 94 
f2 9c 12 48 78 ae 7e 7f fc de a3 8a 7b 30 
Data Ascii: 3S.LhgUC|1Z2Va+Fv6FXGJJWj'[RoG@xO0,}z&-EL+T"_D}F"3BO'33=Q~@>GJf:M{$$b~%NQnoG7$^g)lHx~{0

2022-04-20 13:07:16 UTC 473 IN Data Raw: c9 80 b6 e3 14 4e 7c 6a 8c f6 8c 6c 69 8f 57 c1 1e 8a 7f 70 93 ed c1 91 b2 42 36 0c 18 95 bd 14 76 d4 68 b2 
dc d9 c6 98 9c bf 92 f2 30 e9 d7 a4 40 f5 a0 e2 8f 1c 06 54 d9 e1 47 47 90 1a 8e 4e 57 8f 94 3e 9a f9 ac dc 43 79 7c 56 af 
99 0d 5e d3 fd 0f 7c bb e6 07 4c bb 58 65 d7 18 e3 3e bb 76 b0 27 b7 84 c3 57 89 e0 1b be 27 f8 b6 4c d0 53 20 3d 9a a0 
5a 7a dd 93 b8 1b 35 09 ad f6 f2 93 46 e3 7d 91 a0 1d de ee 1a a4 85 9d a4 67 90 8e c1 d8 57 4b 60 fa 29 fe d3 b6 20 48 
f8 9d e2 83 51 54 31 0d ef 68 36 cc 16 80 23 53 6a e5 79 2c 38 9c 42 c5 ca fb c8 97 85 11 f1 ce 14 c2 74 b3 79 1e a3 d9 
13 dd 1a e1 ae c3 c8 75 28 24 e6 88 92 da 69 28 67 c7 55 59 33 3f 7d a1 11 ab 16 68 6b c7 a7 f3 b9 e2 b1 81 06 15 d2 
b8 68 02 c7 c1 30 15 4a 5a 5d d5 12 82 2e 0c 81 36 14 e6 
Data Ascii: N|jliWpB6vh0@TGGNW>Cy|V^|LXe>v'W'LS =Zz5F}gWK`) HQT1h6#Sjy,8Btyu($i(gUY3?}hkh0JZ].6

2022-04-20 13:07:16 UTC 474 IN Data Raw: d1 93 02 5e 7b f2 21 01 5d 45 2f cf 6a 42 6f 77 07 59 a2 23 bd 32 ce d2 68 f9 a4 18 69 a9 e2 86 17 6d c3 2a 
eb d8 52 d0 ad e7 53 f4 86 04 14 ff 8e e8 5b 54 74 54 91 e9 02 0a 5f 6b 48 aa aa 91 39 76 00 f5 a5 8a b7 a5 98 60 67 ca 
d1 04 87 a8 c2 7b 4b 1e 6b 72 ef f1 1a bd bb 91 4f b3 05 46 bb 95 81 5a d2 0e 10 0f ca 7b 7b 0a d3 39 40 8c 1c 5b 6b 79 
d0 bc 13 7e d7 43 7f 08 1c 8d 20 a2 48 d2 db 32 37 68 d3 67 d6 19 9d 19 6e 2f a4 e7 31 93 4c eb 1f b3 f6 37 91 45 e4 b8 
86 08 98 7e 4f fa aa 13 48 9d 93 06 fd 47 a4 b2 3d ff 7d e2 a6 a2 98 4b 1f 18 98 bb 93 fa 8a e0 a9 19 90 91 a2 a0 29 7b 
81 b3 34 30 5f d7 b3 72 8e 7e 9f 5d 4b 0d d4 15 18 4b 81 5d be 17 9d a4 a6 24 e7 dd 28 fd 58 d4 0f 89 d4 54 bf 43 b3 c1 
5f b2 4f 56 3c ef 77 da 96 30 b0 32 01 9e ac ce 26 eb 42 
Data Ascii: ^{!]E/jBowY#2him*RS[TtT_kH9v`g{KkrOFZ{{9@[ky~C H27hgn/1L7E~OHG=}K){40_r~]KK]$(XTC_OV<w02&B

2022-04-20 13:07:16 UTC 475 IN Data Raw: c0 4a f3 26 f8 c2 de 60 2e 6a 89 c1 d8 72 10 69 e1 50 2e 2a 94 18 e7 3b c6 af 63 e4 46 46 ec b9 54 c0 e2 55 
52 04 78 89 8e 46 82 54 23 c6 70 1a bb f4 46 bb c7 b4 ac d5 6d aa ac 8e 94 cc e5 52 86 dd d5 1b b9 b8 05 13 f7 56 35 62 
7c e7 76 00 e5 56 35 22 c8 21 e6 92 b8 c0 cc ea 45 fe 86 0d 64 45 10 ac 04 24 9b 4a 20 a8 16 1d 94 46 ca 78 97 59 a9 
79 41 ce ca 69 d6 82 01 9d 4d 21 ff 74 80 49 a5 07 8c a9 90 04 e8 7a 93 fc 6f 52 fa 6a 2e c8 f5 2b 5a d4 4f af a9 99 8c c0 
b2 12 04 6c b2 1a 62 09 a9 31 56 42 16 c6 a4 c8 4f 00 0e 1d 26 3d b1 de 41 46 21 4e 59 9c 3c b5 cf 17 03 93 c4 ac 8f ca 
41 ca db c7 ca 61 cc 66 13 59 ea ad 92 cb e5 08 5d 3a e2 32 46 e8 c2 1b 65 72 bc da ed 49 07 51 74 2b 53 f4 57 a2 e8 
37 a4 b1 cc 9a 23 be 8d 2e 66 87 d5 1f 75 12 97 dd 30 f3 79 
Data Ascii: J&`.jriP.*;cFFTURxFT#pFmRV5b|vV5"!EdE$J FxYyAiM!tIzoRj.+ZOlb1VBO&=AF!NY<AafY]:2FerIQt+SW
7#.fu0y

2022-04-20 13:07:16 UTC 477 IN Data Raw: b0 cf 03 96 bb 77 fe d1 bb 0f 1b ae 03 8f f8 e4 75 dc 7f b8 cd fb bc e3 3e c1 62 24 b5 fe 7f b7 04 6b f4 7f ff fd 
77 02 b5 f9 1f b4 b7 e2 3d 2f 41 65 34 80 e8 a8 cf 82 f9 ee d5 d5 51 ef f6 81 d8 1e 89 93 41 78 0b f4 7a bc 7c bb 98 60 2c 
e8 83 03 54 b7 fa c1 df 6f 0b 14 2d 91 d0 1a 5f 64 8e d7 b1 eb a8 ec 50 e1 7a 31 29 de 4a 19 c1 4b f7 94 63 8d c5 44 92 
eb 9f 07 ec ab 0b d6 2c 89 cb 95 43 5c 4f d2 02 18 2f da ad 88 95 8c 79 3d 2a f3 00 ca 54 95 94 51 0b 31 80 0f 79 56 97 
c6 9a 11 32 56 1c a6 c7 71 6c 9d a5 3c 22 37 77 4a bd 42 b7 28 ec 36 a7 e2 23 a4 50 34 6c 99 0f 1e 31 05 40 f5 1f a5 94 
12 a1 62 ae 7d 17 a4 94 06 3b a6 7f 33 5f eb df 71 1c ed c8 88 bc 11 51 cc ec 08 e8 07 19 e7 db de c8 d2 ac a3 64 58 cd 
c6 1d 2d df 1e 71 ae 82 e3 7b b6 7d f2 67 8a 2e 
Data Ascii: wu>b$kw=/Ae4QAxz|`,To-_dPz1)JKcD,C\O/y=*TQ1yV2Vql<"7wJB(6#P4l1@b};3_qQdX-q{}g.

2022-04-20 13:07:16 UTC 478 IN Data Raw: ca 4c 82 64 22 0a c7 df 73 76 3a b9 07 87 20 31 8b 8e b7 35 0f f4 ed ae d3 37 06 12 81 4f 5d e5 2e 09 4e 5d 
f6 c5 e5 e7 cb d0 e3 49 27 d4 b0 63 fb f1 54 6b 42 4e 1e d8 55 34 8f 9a fa 2f 2f 8b b8 b2 7c 60 0c 69 05 fe 8b d5 40 99 70 
28 2d 99 9d e3 10 31 f1 61 6c 10 a9 69 68 a2 92 91 6e 8d 48 13 1e 94 a2 4d b1 25 96 2f ed 00 19 eb 9d 17 3d 6c 94 84 
9c 6c 2b f5 c7 3b 47 63 70 27 9e 0b 92 7a 38 20 4d 70 cf 59 e3 ba 1c 60 38 c6 aa 0d 6f 00 53 6b 9b 04 d1 0f 1e 46 92 20 
a7 1f 47 dd ab 34 6a f4 7b b7 df 6f 8f 46 0a fd 57 ad b7 f5 6c 84 07 c1 5e b6 4c a2 eb 6c af 7b 75 b5 76 ea 19 e2 13 9b 72 
fb 5e a4 f5 90 87 8a 64 ca 8f 25 7a 75 75 d8 d2 4c b4 7f 44 f5 63 c8 f7 68 d0 1d 00 0d 39 e0 91 d1 f1 06 af ae a8 5f 1e b1 
99 b4 dd 31 36 1f 51 f7 b7 d6 08 ef 5e ec 34 c9 49 
Data Ascii: Ld"sv: 157O].N]I'cTkBNU4//|`i@p(-1alihnHM%/=ll+;Gcp'z8 MpY`8oSkF G4j{oFWl^Ll{uvr^d%zuuLDch9_16Q^4I

Timestamp
kBytes
transferred
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Copyright Joe Security LLC 2022 Page 87 of 152



2022-04-20 13:07:16 UTC 479 IN Data Raw: 31 0f 10 f5 9e 41 08 19 82 98 6a 02 4f 6f 2c f4 62 a0 33 57 c8 31 80 51 e1 0d c1 e2 8c 3c 2f a9 14 d9 04 5c ce 
44 0a 34 87 94 a8 76 bb cd c5 09 3b 99 80 0a 8c 90 ef 7d f6 f5 03 67 6b 01 23 ee 1c da de 9d 43 ab d1 36 73 44 b8 aa 59 
20 b6 73 76 b7 bb 46 bc b4 3f d4 3a d0 24 bb cd 24 0b 19 d6 64 49 6c 92 dc 22 bb 7a b1 fd 96 5e 6c 75 2f ec 2d a0 9d 3c 
8f d1 25 83 33 9a 8d 56 8e 5c d9 45 dc e8 c6 18 10 ac 88 20 45 dc 54 db 14 7d 73 96 a8 7b a1 42 26 97 87 6d 17 b6 36 
1b b2 f6 61 45 53 dc 3b 68 a7 53 66 2c ee 6a 5a 7d a2 a6 4c 48 e8 88 2d d4 d5 a5 ba 34 4c 16 3e 2c 4d b1 05 65 ab 62 
40 6a 5f 1a 11 6b 7f 49 39 21 34 ee 18 3d f6 3c b5 1a e3 af 5d 7d 5b a7 b8 1f 8b 62 16 85 8a 47 19 af bf 1d 77 27 4a 81 
10 79 d0 e5 a7 d9 0a fd 06 4a e2 0d b5 02 e5 e5 70 7e e5 91 
Data Ascii: 1AjOo,b3W1Q</\D4v;}gk#C6sDY svF?:$$dIl"z^lu/-<%3V\E ET}s{B&m6aES;hSf,jZ}LH-4L>,Meb@j_kI9!4=<]}
[bGw'JyJp~

2022-04-20 13:07:16 UTC 480 IN Data Raw: b0 d0 8b 18 96 db 6c be 22 7f 97 f6 b6 91 23 87 be ed 6a 18 b5 dd 06 a4 f2 d6 ea 4b c0 e0 a5 56 0e 4c 5c 6a 
51 df 76 89 0a 70 f2 eb 2f 82 a9 0c 52 2e 87 a9 82 83 3c 9c b1 db d2 8f 2b 4d a7 c1 60 f4 f9 f0 ee c0 b1 68 5e 24 ba 15 98 
09 68 86 33 5b dc eb 60 3c 40 3a cd 60 91 77 26 3e 86 68 4e 2d 76 9e 03 f5 4a 57 59 7a 1e 4a cd 6f 36 3c 0f fd bb 1b b1 
3c 6b ec ae 0b fa 62 66 84 43 1e d5 94 33 74 52 84 45 fa a4 5b 36 99 b8 d8 e6 ec 71 01 a1 2e 8d d6 6a 7d 13 03 7f 21 bb 
70 6e 51 1e 03 7d d4 8b f8 4b 0d a0 b6 54 8c 60 59 78 be b2 94 31 08 55 b3 5f 94 c4 12 8a 1c 87 f6 b4 5b 73 ea 15 97 c8 
17 56 2f cb ad c4 b8 84 45 d4 4c d0 0c d2 b8 8e ad 79 8a f4 82 e8 b8 13 98 24 bd a8 cc da 95 bc 18 70 8d a0 45 60 50 a7 
70 10 88 f2 1c f2 72 29 1c 87 88 ab d4 de d1 b3 56 91 
Data Ascii: l"#jKVL\jQvp/R.<+M`h^$h3[`<@:`w&>hN-vJWYzJo6<<kbfC3tRE[6q.j}!pnQ}KT`Yx1U_[sV/ELy$pE`Ppr)V

2022-04-20 13:07:16 UTC 482 IN Data Raw: 40 33 44 e5 59 3d a8 59 57 7f 5b be 29 97 04 b9 2d 07 8f 30 6a 85 bc 2d ca 09 c1 5c 18 ee 91 1b ee 90 96 90 
29 f2 ee 9c f9 ed 52 da a0 db ea 55 4c 72 02 ed 1a 7e e0 d1 07 7c 98 ca 98 2e 86 5f e5 04 7d 89 ab 5b db 1d 08 2e c1 48 
71 5c 30 a3 ec f2 6e 2a 33 15 eb aa af 32 3c e3 68 63 0e 9d ca 5a 94 07 d7 a6 3e 19 b7 10 41 f5 fd 82 12 de 9b 75 10 dd 
a9 89 69 e0 cf 77 c8 e7 79 de 77 48 e9 2d fa a3 eb 90 32 af 29 63 ee b9 66 d5 25 29 3b 4f 78 ad 82 ad 44 ef c1 55 f2 f4 
42 83 f1 a8 dc e2 40 98 6d 96 e5 d6 ca b5 5f b1 7e 6a 56 ec 68 56 7c 6d 7b d5 e2 69 0b 68 69 0a d2 f1 9d 9e 5b 68 0c 4f 
e9 82 e6 80 21 9c 2e 7d c9 25 d3 9e 01 82 21 8e 56 cb d1 54 fb 62 59 26 2d b5 9d 22 cc 5d 63 24 25 91 40 55 ef ef 03 77 
95 73 5a 40 b0 96 25 58 c2 e2 3f 4b 23 ab 32 a3 b4 d7 e0 
Data Ascii: @3DY=YW[)-0j-\)RULr~|._}[.Hq\0n*32<hcZ>AuiwywH-2)cf%);OxDUB@m_~jVhV|m{ihi[hO!.}%!VTbY&-"
]c$%@UwsZ@%X?K#2

2022-04-20 13:07:16 UTC 483 IN Data Raw: 7b 0a 6b 44 71 14 4b df 1e e0 b7 16 7f 2b 7c 6a e7 c5 5e c2 7f fe 32 76 9d 97 b0 d5 86 0e 25 18 ef 32 0f 95 97 
29 0f 50 d4 61 a5 b4 31 e5 05 fc 67 15 e4 fa d3 94 72 3e a1 e8 59 0f e0 dd 78 85 52 67 67 f4 7e 36 07 96 99 be 5b ef 18 
12 72 68 65 10 8d 36 64 b2 d2 6a 6d 4e 9c 4e 19 a6 d1 0c 70 17 57 56 48 81 ea 96 4b 4a ba c8 60 f1 a6 9c a9 90 42 99 
96 b2 e0 64 32 5a aa 0f df 79 e2 14 fe a3 3e 3e 89 3e 39 f4 aa df a8 b3 51 f5 71 d7 7e f0 90 c2 5f 12 c0 2e 46 3a 3d 79 f9 
fa e5 05 de 15 a8 c7 76 6f 2b fe 28 1d fe 51 d8 68 df 57 01 48 dc d6 71 18 75 9c 3a 47 11 75 2f 62 f7 65 b4 1a 76 5b c7 
90 d8 9f cc e7 0b f8 90 64 a3 09 46 0f 3a fa 11 a0 79 e0 d5 65 a6 66 14 2f dd e8 9f 9c e8 6d c5 87 0f fe 6f 29 ba 34 a6 5f 
e8 f1 33 ff 97 44 3c 93 7f d5 cf b3 ea de b4 1e 72 
Data Ascii: {kDqK+|j^2v%2)Pa1gr>YxRgg~6[rhe6djmNNpWVHKJ`Bd2Zy>>>9Qq~_.F:=yvo+(QhWHqu:Gu/bev[dF:yef/m
o)4_3D<r

2022-04-20 13:07:16 UTC 484 IN Data Raw: ee 1a 81 78 15 c5 5b d8 66 9a a8 4b 0c ed 3f 3a da 3a a9 7b 8f b5 4d 9c de 3d 4f 6a 2b f9 a8 f1 25 9f 37 9b 33 
15 7e 9c af 4c fb 30 7c 8e d0 94 16 b0 2b a7 27 8f 1d a2 a6 17 d9 fb f5 68 91 f9 5d 99 c9 f9 f3 cf 0e 3d f5 44 1e 8a 10 87 
b7 44 76 93 02 41 1e 58 db 85 bd 68 4c 78 ac 62 c3 0d d8 40 c6 c1 bf 8e 5f c3 73 1b 48 29 9c 50 48 a3 5f c7 df 57 71 4c 
80 40 b1 08 7b a0 f9 72 35 05 54 ed 22 ad 41 a0 dd 29 03 1c 11 7b 7d 4f 49 ed 4c 6a 01 56 2d ab 1c 18 6b 73 58 71 16 
05 c3 d2 aa 42 31 4b 89 02 0f 52 e4 13 a0 77 a7 98 fe 02 f6 15 3a 10 70 1d 5e b1 8e 18 a3 56 1c d2 f6 07 29 0e f2 fc 93 
65 29 69 85 7f a6 9a 18 a5 ed ac 6c cb b1 92 61 ab b9 03 8a bc 36 b4 76 82 d7 34 ce 4f b4 e6 65 c9 64 d6 49 dc 21 1f 22 
9e 7f 46 ca 69 13 18 c3 21 1a 6e 68 aa 2a b3 a8 2a 99 
Data Ascii: x[fK?::{M=Oj+%73~L0|+'h]=DDvAXhLxb@_sH)PH_WqL@{r5T"A){}OILjV-ksXqB1KRw:p^V)e)ila6v4OedI!
"Fi!nh**

2022-04-20 13:07:16 UTC 485 IN Data Raw: e7 76 26 d7 71 14 b9 d0 e0 14 e5 ce 04 12 1a 58 4e d1 75 33 d9 fc 02 8a 9d 3d 8c a8 3b 33 f6 71 8a 9d 12 c5 
31 c2 58 77 d6 86 30 5a 1b 93 09 da d7 b6 b6 3a 8e 28 b4 3d be ad 3c 11 85 ab e3 59 67 e6 af be ad 4d 84 f2 f6 fa ae 36 
91 79 cd e7 81 e2 45 12 00 9d 62 33 32 bd d4 d6 d7 61 f3 29 4e 37 06 f0 3d 27 ef f6 bf ea 6d 74 78 e8 d0 dc ea 5b 14 5c 
5f 62 16 4e 3b 2d a5 34 b2 82 97 76 4b bf 5e e3 ab 7a 79 cf 85 6e a4 0c 29 88 42 75 60 04 b5 2c 54 18 3b 18 84 1a 65 12 
38 eb 50 2f 2e 63 1d 4f d1 09 d8 fb 26 c1 f3 16 53 fa 93 f9 07 cf 48 7c 75 23 d3 3a c6 92 5f bb e5 bd a2 06 6b eb af 83 88 
ec 48 8b 67 d6 d4 ac 82 f1 05 50 6d d5 17 75 25 5c 8d c7 61 fc 30 9c 6d 45 5f 1e 61 68 ec 9d 95 1b 82 13 e9 7f d5 d0 0a 
1b 3a 0e 57 dc 10 9e 50 63 68 68 50 6a 88 ce 99 aa 96 
Data Ascii: v&qXNu3=;3q1Xw0Z:(=<YgM6yEb32a)N7='mtx[\_bN;-4vK^zyn)Bu`,T;e8P/.cO&SH|u#:_kHgPmu%\a0mE_a
h:WPchhPj

2022-04-20 13:07:16 UTC 487 IN Data Raw: 08 1d 1c ac 26 31 a6 56 68 09 19 b6 62 62 2c 26 88 43 f2 a3 e2 79 df 1a 9d b4 33 de 6c fa ae 51 41 1f 25 50 
fd 20 ed a6 f2 da b4 5e ef e1 01 7b c0 5a c0 8f e7 53 d6 02 06 3a 7b 0f ab 73 44 8d eb 45 03 b4 5b d8 24 33 b4 a9 83 fd 
43 eb 8e 30 38 93 38 e8 e1 07 2d 4a dd 09 5e 65 c9 ed e5 22 8b 40 0a 40 62 8c 6a f9 4d 75 2b 45 ae 06 f9 03 2a 78 4f c2 
93 18 ed 93 b1 7a b4 6d a7 95 ec 4e bc 66 0a 09 16 89 bd 8f 1a f5 11 15 91 8a 45 62 c8 4f 3c 79 3d f1 2b cd da 4a 1e 18 
6f d0 88 7f c9 7a 3d b3 64 38 5f 5c 24 b8 5d 2d ad 9e 2f 1e 04 a7 8f 4d a2 e6 fb c2 cc 55 ce b3 81 17 fe 8a 9a b3 f9 fc fa 
ce b3 84 c6 78 46 95 6c 36 59 73 b9 48 e0 38 c9 60 b9 03 56 4a 11 31 43 2f b3 66 b4 5e cd 97 04 7f c5 41 9c 89 a9 98 
89 95 e2 e0 60 ed 88 6b f1 5e 58 cc d2 35 0c dc 75 3e 37 
Data Ascii: &1Vhbb,&Cy3lQA%P ^{ZS:{sDE[$3C088-J^e"@@bjMu+E*xOzmNfEbO<y=+Joz=d8_\$]-/MUxFl6YsH8`VJ1C/
f^A`k^X5u>7

2022-04-20 13:07:16 UTC 488 IN Data Raw: 29 e7 d3 20 5e 57 c4 88 94 5f 52 85 d3 55 f6 32 46 a6 03 cb b0 9e e3 13 ea 36 12 8e 94 f8 85 16 98 06 55 06 
dd 9d 75 76 77 65 da c2 7b 6b f9 32 4a aa 29 2e 13 9b 3e b1 6c 2c e8 ca 10 32 18 98 b7 fc ea d6 2f b9 3d cf 1b 4b f6 45 
e6 48 52 5c a3 5d 8d b6 64 89 4f 6b c5 64 43 c0 31 86 4a 51 b1 77 a8 19 41 76 52 2f bc 29 2f 6a d4 47 78 ea c8 6f 8e ab 
59 30 d0 0a 56 cf b5 94 c4 42 72 49 28 60 e3 00 59 76 44 88 74 4b e6 42 88 11 d3 80 48 5b 78 25 19 14 68 3c dc da 0f 
dc ce c1 6f 9e 2b 8c 80 bb c6 73 71 49 a4 b5 1a d4 c6 e6 12 08 5b 92 50 8e 0b 87 19 69 28 8f c0 7f 10 df ea 59 74 05 11 
7e 8b 14 a2 b4 04 a1 c0 27 5a 4e 19 0b 3a 39 69 b0 ba 18 e6 04 2c b0 c5 52 4e 81 18 f9 05 8c 97 85 7c 59 c6 e5 c4 7a 7f 
ec 33 03 d6 64 9b 69 8c c4 92 af fd 17 c4 11 c0 a6 97 66 8c 
Data Ascii: ) ^W_RU2F6Uuvwe{k2J).>l,2/=KEHR\]dOkdC1JQwAvR/)/jGxoY0VBrI(`YvDtKBH[x%h<o+sqI[Pi(Yt~'ZN:
9i,RN|Yz3dif

2022-04-20 13:07:16 UTC 489 IN Data Raw: f9 f1 4c 7a 9d 8a 60 54 bb 43 f8 6a d2 c9 8e 4a fa a7 2e 14 6e b7 e5 ee b4 c8 57 4b fa 3b ba e9 7c 1d a7 25 2c 
84 e9 d7 a7 59 92 35 aa d0 23 5d 43 28 1c 06 ee c5 c3 f7 9f 2e f9 9f df 71 c8 ac f7 2e 0f c2 28 a5 67 bf a3 ec 3d 9d 0b 6a 
23 b5 5b 17 dd 57 45 34 be ea 1a 1d 1c 61 93 99 a5 2d 37 02 e0 6d b2 cc 6e 4a 20 39 e3 b8 21 4f 44 89 88 18 c5 60 00 
0b ae 71 65 51 5f 35 81 3a 12 05 f3 68 94 cc c3 b1 78 e0 c5 0c 63 f1 20 97 2e 0e 93 5a 66 39 55 9a dc ab ed ed 65 a4 92 
d2 8c c0 3f 23 33 d7 c8 4c 2c 30 46 70 d0 c8 8b 9a 29 d3 a0 a4 73 1e 42 85 3c 36 83 32 49 65 ef b8 4e 25 b0 16 16 5c 91 
d4 ee c7 22 7e e7 d6 44 0a ba c6 48 1c 96 7c 5e 22 73 d8 91 50 f9 89 ab 68 72 f1 07 ba b3 27 17 ff 85 94 0c 93 8b 3f d2 
c1 0c 1f f5 a2 b2 27 53 6b 4d 60 32 b0 bd 3d 51 0e a1 
Data Ascii: Lz`TCjJ.nWK;|%,Y5#]C(.q.(g=j#[WE4a-7mnJ 9!OD`qeQ_5:hxc .Zf9Ue?#3L,0Fp)sB<62IeN%\"~DH|^"s
Phr'?'SkM`2=Q

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 491 IN Data Raw: 54 6f d0 81 58 78 5b 6b 6a b7 3d e4 62 7b db 80 60 97 29 d2 42 6b 56 47 a0 02 04 02 17 77 df de c1 60 ff 10 
d7 f5 de 9e 92 38 ca 0a 08 49 47 5c 84 e0 c5 bc e1 0f 23 b7 3e 6a b5 f3 a7 17 98 2f 88 86 0d 7f ad b1 06 44 6e 82 d2 be 
5d df 7b 71 70 08 93 48 76 a5 30 54 7c 21 4b 88 25 82 42 32 9c da 97 a7 7f 24 cd a3 85 50 61 84 fd 14 94 84 b2 32 14 9f 
0f 45 9e d7 40 3e fa 75 bb e1 48 e9 71 1b f7 32 11 1b 66 d3 63 a2 76 85 61 25 1b 9b 8c 9a d5 db 23 11 50 4c 17 06 a3 
33 f3 e5 91 37 30 c0 01 bf cd 90 20 34 4b 6b f7 7c 57 9f f6 bb bb 27 43 f6 d6 1e 11 21 8b c3 81 ea 1f 9b 3e e6 16 80 7b 
da 20 fe c1 64 66 44 cc f6 5b 8e 94 f3 7c da e6 f1 c5 d2 3c ba 5d 3f 9a fa 08 5c 05 c9 85 8b 98 43 a5 37 74 fb f0 c2 55 14 
af 6d bb 2d 9d ae 35 75 78 25 92 d2 81 aa 73 23 e1 8c 27 
Data Ascii: ToXx[kj=b{`)BkVGw`8IG\#>j/Dn]{qpHv0T|!K%B2$Pa2E@>uHq2fcva%#PL370 4Kk|W'C!>{ dfD[|<]?\C7tUm-
5ux%s#'

2022-04-20 13:07:16 UTC 492 IN Data Raw: 22 c3 99 79 3c 18 d9 9e 9b 3c 8a b1 1a 74 18 d1 b6 1d 8b bd 3f de 34 04 6f f0 29 5c 29 a2 70 36 b3 dc c0 bf 
64 3f d1 bc d6 3a 1c 22 8d 28 25 63 c4 21 9c e5 9f 2c 72 26 ba 18 0d 1d 83 dd 21 42 4a d9 43 38 97 6e cc 8e 0c 33 64 58 
f2 6f e1 ca a8 fc 81 54 f1 9e 1a eb 5a 11 16 e9 7f 7a 0a 2f a8 db f6 14 f4 a0 03 6b 36 bf 69 0a bf b0 6e b2 c3 cb 52 0c 42 
c4 73 bc 99 27 0d 4a 32 a6 43 2f f2 dc 2d 5d 2b 85 c9 03 9e c2 18 01 37 7c 8e 7b 31 60 0f 46 14 40 ed 03 43 68 cf bf 9a 
7d 53 04 00 c3 5b f3 ec 53 4a c3 b2 fc c0 2f 74 46 89 a6 39 14 72 ff 96 44 98 af 2f bb 1d fe 55 70 04 4e 3f cd 99 cb 2f a0 
65 b9 00 71 d0 a9 9c d2 85 63 e9 a2 3d 66 dc b7 9c a7 1c 1e ec 00 8a 65 2b 6e 80 18 2e 5c cf f3 cc 37 bf d6 5a 20 3f 19 
5c 29 e4 e4 45 ca e4 f1 aa bf cc 97 30 a6 8d a5 04 
Data Ascii: "y<<t?4o)\)p6d?:"(%c!,r&!BJC8n3dXoTZz/k6inRBs'J2C/-]+7|{1`F@Ch}S[SJ/tF9rD/UpN?/eqc=fe+n.\7Z ?\)E0

2022-04-20 13:07:16 UTC 493 IN Data Raw: 00 e1 9b e8 cd 60 d2 8e a6 df 04 62 a4 18 11 51 71 0d 2b 0e 56 cc ce 3d 81 0e eb 13 e0 22 31 95 10 59 b6 10 
da fc 52 cd 60 7f 3d 0f f9 72 19 5c c1 30 b7 5d 91 4b f5 69 17 ee e4 2a 7b 81 1c 25 2c 26 b7 b7 63 41 50 4a 11 da 74 f8 
85 e9 58 e4 ce e0 fe c9 5d 75 4e 4e cf e0 aa 6b 8c c6 88 82 d9 50 8b 6a 66 0d 11 cd c4 8e 29 2c d3 c9 4f bb 86 12 6f 49 
58 b4 06 12 7b ed be 63 91 a0 94 fb 36 5f 4e 84 d1 0c 0f cf 58 1d 65 89 e2 f8 4d 4b 20 07 31 95 65 58 1e 11 e3 aa 31 28 
af a6 e6 86 63 38 d0 07 ee 7d 34 a6 08 7a b8 99 ac 1c 7c d1 da c2 da 36 42 ca 13 95 35 c2 5e 15 2c 02 e4 2a f5 f0 08 57 
c0 d0 0c 6b a8 d3 f0 41 3d 2e d4 e4 58 2d 96 7a 81 01 28 67 6d dc b3 29 ba b8 36 d2 34 c2 8c 1b 62 af 62 66 30 e4 9b cc 
37 8d 18 66 88 7f 4c f4 34 72 f7 b2 e7 16 ef 82 4d 42 4f 
Data Ascii: `bQq+V="1YR`=r\0]Ki*{%,&cAPJtX]uNNkPjf),OoIX{c6_NXeMK 1eX1(c8}4z|6B5^,*WkA=.X-z(gm)64bbf
07fL4rMBO

2022-04-20 13:07:16 UTC 494 IN Data Raw: 08 14 cc 46 66 a9 38 15 19 6a 96 3c e5 74 72 13 2c c6 04 86 ab 71 f8 3c 71 8f 69 e7 57 63 dc 26 8e 8f 88 18 
af 84 69 f0 a5 0f 43 cd 22 bf 66 13 06 db b9 47 16 17 2e cd a3 8c b2 b4 4a 7f 45 4f c1 ab c9 5a 88 cc e5 6b 43 e9 97 c5 
44 9d 10 fa 1b 23 a0 99 7b 1b 05 4f 69 c9 b2 e5 aa 0a b2 c4 07 45 44 24 4c 84 df 08 c3 11 1c 4f fd 72 5c a4 cb 2a 58 ce 
a4 b3 60 50 ce 7c 41 c9 07 d5 cc 17 19 41 82 bf 4c fd 3a 37 48 f0 5a 3d a9 5c 2a c1 2b 94 b0 e5 45 f0 56 ff 44 10 88 e0 af 
fa f1 6d 4c d0 28 9e f2 e8 2a 38 e5 9f f5 79 3f c3 33 e2 53 04 27 f8 05 33 90 20 c5 00 5e 4e 82 1f 51 22 e3 82 07 7f 13 0f 
69 15 fc 0f 7e bd c9 33 0c 85 b3 41 8d 50 bf b6 a6 9d e0 51 98 64 06 53 fc 86 79 4c 30 e3 5f 30 f0 08 7e e1 9f ac c9 0d ae 
ea df d0 5b 07 f3 fa 59 45 20 58 a0 48 79 89 26 
Data Ascii: Ff8j<tr,q<qiWc&iC"fG.JEOZkCD#{OiED$LOr\*X`P|AAL:7HZ=\*+EVDmL(*8y?3S'3 ^NQ"i~3APQdSyL0_0~[YE 
XHy&

2022-04-20 13:07:16 UTC 496 IN Data Raw: 24 9b 11 cc c3 38 61 9d 47 77 70 78 fb e2 fc f5 2b da 32 a2 de 1c ff e9 d9 59 e0 8c 4b 1a e5 8f a7 54 88 64 df 
fe e9 c9 d9 db 1f 4f 9f 9e 7c e0 22 e2 a7 f3 15 dd 77 3f e2 d5 f9 c9 eb 77 af 08 7d 89 57 0a f1 f3 ab 1f a8 a1 5f 10 11 e8 6c
1c 3e fa e0 5e 44 7b bf 5e 7a 8f a6 fe 6c ca dd 2b a2 d4 1b 7c 36 19 cc 27 89 61 96 e2 8f 62 61 87 e7 8a 1b 82 68 0b c9 
ed 4a 26 c5 ad f3 b6 08 31 f3 8c 6e 06 84 75 93 c6 52 8d da ce 61 09 d2 ee 31 d5 60 f9 df ce 9f e1 6e 50 26 55 cf f9 f1 fc 
d9 de 9f 9c c1 fb ec 7d 76 91 4d df bf 0f 38 51 db a5 df bb 50 49 db f0 1b dc dd 9e 59 f0 d9 78 7a 9f f5 d5 83 df eb d7 6f 
e4 0b d8 1b 07 59 5e b9 fd 86 f1 b1 d7 bb 7d 9f f5 7a 71 4a 28 80 18 9a 5e 46 fb d6 db 4a 17 4b 3a 4d 51 56 d1 98 d6 18 
16 8f 0a 84 79 a3 fa 88 c0 e9 4a 55 42 db 
Data Ascii: $8aGwpx+2YKTdO|"w?w}W_l>^D{^zl+|6'abahJ&1nuRa1`nP&U}vM8QPIYxzoY^}zqJ(^FJK:MQVyJUB

2022-04-20 13:07:16 UTC 497 IN Data Raw: 3a 8c 67 3b e6 57 9a 13 04 1a 96 0b a5 91 1a ad 4c 2b 3a 87 ba ee 68 bc 39 92 78 e8 55 81 ed 06 ef cc b1 da 
17 c2 24 b4 35 85 b0 ed c8 6b fd 55 e5 ab 23 2a 9d 4d 53 91 88 c4 83 69 29 2f 99 27 9b 17 81 19 3c ff b7 b7 cb 31 2f 4c 
b5 70 d1 39 25 11 fd 9d 16 cb a2 c9 d4 54 0b b8 50 34 a0 ae e2 30 34 fc aa 6b ed e5 44 e8 2d 61 45 c7 85 6b 71 52 bb 
16 0f a9 64 97 66 e7 39 01 1d 69 57 e5 8f c8 c2 94 e6 a6 49 08 bb c3 0c 1d 66 6d ba 23 c4 36 0f aa 10 61 1f f0 33 cc 05 
64 bd 26 6e 3a e2 a6 55 48 61 58 87 a9 e4 08 6e 49 c7 e5 a2 ea 83 e7 8e 2e 39 32 99 84 c7 b5 20 2f d6 c6 a5 c9 61 cf 8c 
d8 c7 a6 3a ee 22 a9 db 48 74 1b 06 9e 12 c0 aa d6 25 a3 09 82 f0 c1 2d 43 24 40 86 f8 ef 90 2f a2 53 e3 e8 c6 e2 23 71 
8e 2e 1c 70 3d c4 8c 7f 76 6a c8 1c 56 43 ac 41 00 82 21 b8 
Data Ascii: :g;WL+:h9xU$5kU#*MSi)/'<1/Lp9%TP404kD-aEkqRdf9iWIfm#6a3d&n:UHaXnI.92 /a:"Ht%-C$@/S#q.p=vjVCA!

2022-04-20 13:07:16 UTC 498 IN Data Raw: cf 8b 24 f9 29 9a 5f 41 c0 e3 63 a3 9e b1 e4 a8 7f f6 e2 ed 4f 1f ce 4f fe e7 5c 38 7e 43 00 93 43 19 9d 84 19 
87 d6 e1 98 35 de c0 4b 99 5e 71 f3 dd 30 31 c3 38 6b a6 24 97 eb c6 34 4d 43 0a 48 a3 1a 24 c6 1d cd f2 39 b3 c0 a3 bd 
ae 06 82 1a 37 a1 93 40 41 39 b3 34 6f e2 88 c8 8e 3d a1 82 70 6a e2 60 dd 10 cc 08 c6 aa eb 84 28 39 50 65 81 9f 8a 
48 da ec 48 e0 40 9a dc e6 b7 f3 24 26 a4 b4 a9 0a 1d 8c 31 15 88 3a 26 83 74 ec 6a 2a d3 24 58 62 25 bd 01 37 2f 52 
6e 7c 0c 55 7e ae 86 55 44 58 c9 72 65 5b 17 66 be ce a6 06 cd 58 98 eb 67 65 b0 12 a6 22 e9 2b 21 5b d0 8d ef 8a 44 
a4 19 87 8d 13 08 dc 93 4c 84 f8 ee 20 b9 2d 1e 1e b1 06 23 39 30 3a 1c 6b d9 11 ed 15 8c f9 3f c2 d5 be 31 5a 11 a4 52 
0c d4 0a 50 e3 18 c3 33 8c 25 8c 75 30 32 bb 98 eb b3 be f4 63 
Data Ascii: $)_AcOO\8~CC5K^q018k$4MCH$97@A94o=pj`(9PeHH@$&1:&tj*$Xb%7/Rn|U~UDXre[fXge"+![DL -#90:k?1
ZRP3%u02c

2022-04-20 13:07:16 UTC 499 IN Data Raw: f1 cf bd 6b f0 86 b4 cd 0e 5f 5a 3c ee cb 7a 58 4f 6a 10 e2 db 9a 08 69 9d 7f a3 2d 7f 1d 68 f1 ac 82 c5 6b 2c 
96 14 cb 4e e6 10 f3 c1 ce 86 98 d2 8a 68 8d 2d 24 94 a8 65 91 f4 48 a4 48 1a 3a 87 ce 6e b1 eb f4 58 af f3 f8 f0 11 3f 3d 
a6 7d ee b0 a2 5b 12 5a 4f 97 9f a2 39 b5 f7 08 1d 8c 56 d3 f2 ff fb ef bd 32 5f 24 7b 20 57 f7 24 e2 2c f7 c6 34 cb bd 51 
b2 87 5a 7b f2 82 4b 38 b7 e5 eb a8 b8 5a 2d 7b 3b b7 fb eb 9d de 22 ba 61 3b b5 4f 79 71 85 7c 7a 42 a9 91 c4 50 49 bf 
3c e9 3d 11 ce 18 65 bf 47 f7 74 b9 9a 57 f4 d9 01 7d 06 31 4b 9c 50 9b f3 b2 ef 10 7f c1 9b 32 ef c3 da 6d 1e 81 86 fe f7 
77 72 91 fe a7 96 e4 d2 b3 e4 03 3f aa 23 05 72 f1 23 88 86 db 7b 37 5a a0 07 27 f8 c9 ad fc 1b 61 c9 83 e0 cd 32 8b d5 
c0 00 06 d4 78 48 35 d2 f2 4d f4 46 a9 c1 11 
Data Ascii: k_Z<zXOji-hk,Nh-$eHH:nX?=}[ZO9V2_${ W$,4QZ{K8Z-{;"a;Oyq|zBPI<=eGtW}1KP2mwr?#r#{7Z'a2xH5MF

2022-04-20 13:07:16 UTC 501 IN Data Raw: 97 80 1f e3 8d 58 31 19 5f c0 d9 6e 2c f2 53 19 d3 8e b5 c2 56 1d b5 4d aa c6 22 cd 5e c9 6d e6 ae d4 a3 83 
1b 2b ba 11 a5 c7 f8 e9 f8 da 1d 44 94 1e d5 de 21 13 e4 4b 23 a2 54 2f d8 22 7e 66 16 89 6f 65 94 09 fd b1 8a f9 07 8c 
29 22 48 f0 97 af d5 a3 7c a3 f8 b0 66 15 ab 5c ee 9a 51 e7 a5 7e 96 ef 5e c6 c6 8b 97 74 70 09 3e a2 65 a2 82 23 f0 bb 
13 b3 88 d6 a0 c8 97 10 8c 31 90 ca b5 30 8b ea 1a ef 94 6f 1d 37 73 dc 28 75 58 2d 53 3c e1 db 47 b4 f3 b4 2e a8 8f cc 
eb a4 2c 23 6c d6 9f 8d 0d 95 85 b4 1a 31 a2 39 c8 8d 82 81 d4 ba 4b 66 a3 a9 e1 44 7a 4d f2 e4 0d d1 09 dd 51 a2 bf 3d 
ba 10 e5 06 a2 30 cb f7 22 10 43 69 79 c5 c9 b2 f7 40 2d 8b 5f 2a bc d6 e5 3d 36 eb 0d 1a 3f f1 2e 65 20 1d 70 14 b9 30 
d7 00 11 69 9a 8c 6b 61 0a 1b c6 bc 91 94 27 5b 4c 8b c8 
Data Ascii: X1_n,SVM"^m+D!K#T/"~foe)"H|f\Q~^tp>e#10o7s(uX-S<G.,#l19KfDzMQ=0"Ciy@-_*=6?.e p0ika'[L

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 502 IN Data Raw: f3 f6 bf a5 23 68 4a bf de ef 04 9d 00 d7 12 68 75 b0 50 02 f9 59 1e 8a 5d a4 dc a6 a9 0a 7f db a4 70 3a 1b da 
19 b4 96 1f 40 28 15 41 20 f9 92 c8 5c ae 26 54 60 ed f6 ca 59 91 66 57 f7 bd c3 f5 1f 3a 07 6d 88 fc c6 1d ad 27 b9 71 84 
ff be 0d fd 4f 6c 67 e7 1e ac f9 34 b7 45 fe 5a 8c db 20 7b 0f 57 73 63 25 36 cd f6 5e d1 8a d6 48 b4 6a 81 a2 a6 db 63 c3 
65 bb 81 d5 a9 0d 71 37 20 18 82 c4 13 ce ec dc c9 69 f3 e7 9c d2 7a f3 e7 af 38 e3 f5 e6 cf 71 8d 7f b3 7c 41 6c 07 9a 
27 32 a1 2d a6 4b bf bc cc 0e 78 96 d2 d5 3b 35 74 98 4c 06 50 0a d3 47 1b 50 99 83 21 34 5a 25 0b 98 fe 75 0d 58 46 
41 e9 10 6d 9b 00 a9 14 2a 04 88 7c d3 f5 c2 30 ec be ed f9 6d 7b d7 ea 4b 5f f0 50 0c e1 42 bc 73 2f cf b3 4b 67 41 56 
e0 a6 3b 00 a2 f7 85 6b 53 8c dd 15 df 77 c9 f0 c5 
Data Ascii: #hJhuPY]p:@(A \&T`YfW:m'qOlg4EZ {Wsc%6^Hjceq7 iz8q|Al'2-Kx;5tLPGP!4Z%uXFAm*|0m{K_PBs/KgA
V;kSw

2022-04-20 13:07:16 UTC 503 IN Data Raw: 04 10 23 a8 df f9 ab 66 54 02 65 65 13 b3 95 0d 47 78 3e 8f 0a 98 70 c3 a7 c7 f4 1d c6 f2 35 1c 12 95 89 f3 dd 
5d d7 db 68 c3 0b f8 5d 27 93 f4 33 52 4a 29 f6 84 ed 5d 10 7e 6e 35 68 20 3a b1 02 f5 8d f7 97 e4 66 a5 d3 d2 84 b6 a1 
d4 55 72 f3 14 c2 31 84 18 fa cb c9 df 3f 3c 7d 7b 7c d2 3f 39 7b 7a f4 ee 64 7b 7b d3 fe f9 73 de f0 2b b4 4b e8 69 63 5f 
84 a3 84 eb 05 a4 fb 1c 87 87 6e aa d3 66 fc 63 41 56 75 80 2e 22 22 81 6f 5e 19 db 23 4a aa f6 9e 7c 25 2c b8 da d8 bf 
f1 c2 f3 5b 57 03 6c 8d 1a 45 ae 08 0e 61 8f 14 b6 ca d6 06 30 19 d7 3e 28 c2 e6 bb 35 48 14 9b 37 1a 6e 17 83 1c 4a bf 
85 04 43 4c 0d 2b 0c 78 22 82 54 f8 9d f9 60 39 29 23 ab 49 1a 14 30 9e 5a b6 72 dc 81 8e b0 0b 67 fb 9d c3 c8 10 32 28 
c1 36 db 26 aa a6 1e 1f 3e 8a 1e ef 04 3b 4a 06 de 
Data Ascii: #fTeeGx>p5]h]'3RJ)]~n5h :fUr1?<}{|?9{zd{{s+Kic_nfcAVu.""o^#J|%,[WlEa0>(5H7nJCL+x"T`9)#I0Zrg2(6&>;J

2022-04-20 13:07:16 UTC 505 IN Data Raw: 45 a9 48 5d 73 3a 22 53 c8 8e 0a 2c 5f 37 00 62 8c e0 7d f7 e7 b1 ff a7 5e 5f e1 d6 49 db 6a 2f 2f c7 29 c0 f2 
26 1b 49 88 8e 5b 22 af 23 93 2d d9 c5 5d f2 68 b1 0c c4 24 34 8f 9c 94 20 35 bf 93 41 77 6f 15 ce 14 98 d4 8a fb 1a 88 
e8 b0 6b 30 09 c2 45 48 b1 2c dd 62 5f 5b 30 bf 48 dc 4d 6c a4 a9 c0 e8 24 83 95 d3 db 43 a5 97 92 6b c7 fa 2a 40 9e a9 
af a2 85 cc b5 4c 2b 6d ae 00 9d 48 2a 03 c0 a1 3d fc f5 53 b9 2a a1 5a 1e 99 93 c7 4d ad 8e c2 dc d3 60 05 02 41 38 a8 
01 3a 34 25 0a e6 8b b5 25 05 01 ac 5b 19 51 23 3d 82 87 b5 de 69 63 59 56 0d d5 50 b7 32 28 69 e0 08 89 33 4c 77 5c 
23 78 59 6d c6 15 3a 3a d8 d6 a9 94 49 23 2c 84 0e db e5 1a d7 fe 72 a3 a8 c0 80 f7 0b 47 2c 01 54 1f 4a d1 d5 88 10 7a 
2f fa 5b 77 20 91 2e 36 87 c3 7b d2 42 8f 8a 3c 8a e9 5e 
Data Ascii: EH]s:"S,_7b}^_Ij//)&I["#-]h$4 5Awok0EH,b_[0HMl$Ck*@L+mH*=S*ZM`A8:4%%[Q#=icYVP2(i3Lw\#xYm
::I#,rG,TJz/[w .6{B<^

2022-04-20 13:07:16 UTC 506 IN Data Raw: a3 ed 63 e5 06 88 23 69 c4 c1 96 52 42 57 25 7c a1 25 09 5b ef 65 3c 47 76 02 b1 a4 37 bc 9d 5b d9 dd 9d f1 
b9 27 03 6d 33 a4 d9 d5 05 f0 b8 aa 86 3e e8 1d 31 7c e4 28 d5 c6 a9 2c de 4a 5b 69 f6 37 d0 a2 ea ad 30 4c 1b 02 65 
1a 1a 67 bb c2 40 ad 41 9a 56 98 ee ca 8f 59 29 09 03 c4 89 1f b1 11 62 e5 2f 6a 15 e5 ad 41 57 09 23 06 a6 de ce 84 88 
04 56 89 4f 59 7b 47 04 9e 15 0a 31 b1 ee 47 22 9a cd 47 d7 96 08 30 5d 3f a8 fa 06 39 c6 da 8f fa 51 fe 66 fa db 94 1f 74 
d4 d1 c9 66 d9 2c c5 c8 b3 e0 08 4a 34 71 38 ff 30 2b c8 c5 d8 b6 b6 32 7f ab 7e 56 89 4a 2b 71 e3 ff 04 fe 12 36 d8 42 
02 c9 8f 03 15 ec 94 6b 20 80 8e 24 73 93 41 2e c5 03 90 3f 09 12 22 17 03 4a c3 4c 1b 1c 8a d0 5f 65 23 fd a9 f9 51 e2 
9b dd df dd a5 cc 97 72 92 9d 8d 76 a0 c6 c2 94 e0 90 38 
Data Ascii: c#iRBW%|%[e<Gv7['m3>1|(,J[i70Leg@AVY)b/jAW#VOY{G1G"G0]?9Qftf,J4q80+2~VJ+q6Bk $sA.?"JL_e#
Qrv8

2022-04-20 13:07:16 UTC 507 IN Data Raw: 53 a1 70 99 35 15 59 32 73 b0 4c 0a 69 6a 36 75 29 a1 7f 33 5f dd 40 86 35 09 43 3b 53 9b 02 18 9d 1f 39 b3 
d2 dc 69 9b 4f 3a 7d fb 83 fc 50 71 13 83 7c 77 d7 43 6b d9 45 7e 79 77 77 ed e2 af 7f e1 9c 3d 3d 7d f9 ee dc f1 9d b3 f3 
bf bf 3a 71 2e 3d 62 8b 91 f0 a3 2b 33 30 a2 67 b3 d1 38 63 33 54 23 92 d7 ea 5d 27 3c 01 cf eb 67 34 82 4c 27 8a 19 64 
34 82 ea 22 bb 84 82 68 43 f2 63 64 f8 a4 65 61 b2 a9 ea af b2 79 3e be 3a e3 13 85 08 60 b6 4d 99 f0 5a be af b2 89 e7 
36 19 47 49 89 18 8c 82 15 73 fc 23 73 c4 d2 7d a2 97 4f 7a 75 35 64 bc ae 93 62 f9 bd 65 9d 14 ab 43 60 ca a9 b0 2c e2 
5a 72 44 6f 33 38 93 78 b7 ee b2 d3 4f a9 73 ac 8a 3f c1 a9 f3 7b ad ce 7a 42 e4 17 20 f1 de 1e c3 00 b6 2a f5 34 99 bb 
76 a5 93 cf 99 10 21 74 7b a4 1a f6 66 86 e2 07 a2 12 
Data Ascii: Sp5Y2sLij6u)3_@5C;S9iO:}Pq|wCkE~yww==}:q.=b+30g8c3T#]'<g4L'd4"hCcdeay>:`MZ6GIs#s}Ozu5dbe
C`,ZrDo38xOs?{zB *4v!t{f

2022-04-20 13:07:16 UTC 508 IN Data Raw: 77 d6 d5 f7 bf 62 e2 f7 0e 3a 2b 7a f7 7d 1e 7d 26 ea ba f3 ab 41 4b 54 9d 5d 74 55 bc 6c 4c 7a 60 7c 91 b7 
57 60 1f 72 15 49 04 77 9d a5 7b 7d 6f 8d 7b bf ce 74 59 8b 16 6d cc 5f b2 34 2f b4 b8 0d 76 1e 11 6a 2e e7 7a d1 4f 4b 
50 ca bd 90 c3 e5 81 b2 91 c7 fc eb 3e 62 57 47 d6 83 58 23 d0 b8 0a 00 a7 c8 7d 5f dd 63 5f d7 f4 96 7e 10 a3 ea 30 8a 
31 4e 90 79 9a 88 48 15 18 ba 94 0d 84 ea c7 dd 1d 11 f8 f0 cc 2d 6c b2 a1 eb 52 68 a7 d2 bc 50 4e 50 fa ee 33 2e 50 de 
f4 ee 93 52 f4 99 d2 99 0b 79 f3 66 33 e9 fb 1a a0 3b 45 b6 b0 12 0c 61 6b 7c b9 9f 0e 2a e5 36 80 95 d4 eb d1 f4 90 89 
ac 4b b1 e0 7b c3 d9 ad a0 8c 30 af 58 2e 25 6c 34 96 82 72 a3 69 b9 2f 76 9c 3d b8 8f 12 11 c0 e1 f0 36 c1 03 d1 04 04 
b7 04 e2 43 b7 b0 15 26 33 2b d2 90 bd 2a 1d 77 6c d6 79 
Data Ascii: wb:+z}}&AKT]tUlLz`|W`rIw{}o{tYm_4/vj.zOKP>bWGX#}_c_~01NyH-lRhPNP3.PRyf3;Eak|*6K{0X.%l4ri
/v=6C&3+*wly

2022-04-20 13:07:16 UTC 510 IN Data Raw: 76 6e 7e 25 2c 6b a7 ba 9e 58 a5 66 2d b9 a6 e7 f9 12 f4 ff 22 2a a6 69 26 1f 2a f1 47 4a dd 1d 67 1d dc b2 f5 
ee ff 8b ae 15 b4 16 36 b4 8e 99 88 99 68 48 d0 03 a2 4d b5 56 b0 09 d5 0a 68 1a 15 37 80 f1 22 8c 1f 45 fe aa de ac c5 
c6 cd 1a 8c fb f5 bc 74 77 ab ee ee 68 5c 7a da 7a 16 ab 4d b3 30 07 c7 f8 c8 1c 10 01 57 ce c0 65 0e cc cd 01 66 b9 dd 
63 f5 35 7d b5 57 6c c3 14 d4 51 1b af 39 46 af 54 57 01 d3 02 65 7d d3 e9 5b 73 24 a2 22 81 47 b6 eb f5 89 0d 01 e5 0a 
61 b9 0b 4b d1 9a 1a 72 6f 85 57 5c 70 6b d4 09 aa 35 42 07 85 e9 9a f1 28 c1 42 a8 cc c8 2b 1f 3a 1f 8e 6b 06 a5 39 b7 
01 7a c4 e4 a1 a5 25 4c 02 7b 80 51 ff f5 c9 f1 cb 23 ef 04 a2 46 46 ef 7f 05 4b e6 ca 72 44 ba 02 c9 a5 ad 79 73 7d 9b 9c 
f4 59 04 d0 71 1b 94 ee 85 be c6 9b 17 a2 79 4f 5c 
Data Ascii: vn~%,kXf-"*i&*GJg6hHMVh7"Etwh\zzM0Wefc5}WlQ9FTWe}[s$"GaKroW\pk5B(B+:k9z%L{Q#FFKrDys}YqyO\

2022-04-20 13:07:16 UTC 511 IN Data Raw: 4d 30 5a 03 2d ca 39 3e b1 50 7b 69 26 02 9f 20 ff 90 f0 0a 2a cc d0 8b 4d 65 33 0f 42 85 ad e7 35 b9 bd b7 
d3 5a 25 a6 ba e7 64 74 8d 5a ad e1 98 41 cb 77 94 4e d4 ea a6 6e bb 3d 43 19 ac 4f a5 28 20 c6 9f 41 46 f8 b0 fb 95 a9 
ff 94 21 8c 39 56 7e b3 d4 5f 81 f4 e7 88 c7 05 af c4 86 e8 fd 60 ef 9a 9b 25 5f f9 11 2c 24 78 59 59 45 6d 84 ec 4e 3e ba 
07 5f b1 e6 1f f4 44 38 f1 1d ed 7f 07 f4 37 73 46 15 aa dd c8 a2 58 70 1f 68 7d c2 ac b6 52 bc 70 38 d4 8b e3 1b 29 4e f0 
33 96 67 c6 b1 3d 8a 1d 23 a6 09 3d ad d2 bd 92 5a 42 30 29 f1 07 09 5a c5 af 42 84 81 62 0b 2f f1 82 53 47 d6 5f c8 5f 
c8 20 09 de 1b da 74 8e ca 06 d7 13 f6 a1 ce 95 6f b1 31 dc c4 f3 2c dd 52 de 08 ec 6a 99 5c b2 db 79 66 af 17 cc 8a a7 
56 81 27 3c e1 c0 2a 5b a5 66 68 ef 85 ed d0 23 5c 
Data Ascii: M0Z-9>P{i& *Me3B5Z%dtZAwNn=CO( AF!9V~_`%_,$xYYEmN>_D87sFXph}Rp8)N3g=#=ZB0)ZBb/SG__ 
to1,Rj\yfV'<*[fh#\

2022-04-20 13:07:16 UTC 512 IN Data Raw: 47 84 5b b1 d0 74 49 95 74 37 fb 0d c3 e7 3a c9 46 d4 82 7e a5 6f 86 0f 9c 29 72 e4 18 ec 82 99 7d 81 98 e3 
fa 2c 00 65 1a 79 b2 f5 0a 77 1d 28 ab a6 50 72 b3 60 0d 51 1f 8c b4 32 56 07 96 86 49 12 11 72 d4 82 7a 6b 5a a9 03 8c 
19 1e 6a 24 22 a8 70 5a 67 e9 d6 31 bf c1 47 f8 38 ac 1a 76 78 82 8c f3 b1 25 47 73 f6 38 7b 2b c2 fc 01 0c 3a 1a a8 c3 
22 aa cd 7a 07 22 8b fa 92 68 c7 2e 17 ab bb e2 ac 0b 9c 6c ac 3d 1f 19 df fb b7 4e 68 9a 70 d3 ee cc a4 66 ba 8e 8b 81 
31 f5 6f 1c 58 4d e3 88 43 4c 93 9e 
Data Ascii: G[tIt7:F~o)r},eyw(Pr`Q2VIrzkZj$"pZg1G8vx%Gs8{+:"z"h.l=Nhpf1oXMCL

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 512 IN Data Raw: 31 e6 44 eb 48 02 c2 bb e3 f9 b3 ba 22 87 b0 6a 57 7c 8d 77 af f0 4e 85 0e ed 02 a0 a6 06 71 30 51 d2 01 6f 
a2 32 fc 10 cc d3 dd 3b 33 02 03 7d 61 6c 76 e5 af 1e 5f 47 63 96 7e 15 f7 75 1b 32 6a 99 80 bc ad db d6 ef 02 fb dc dd 
6d f0 e9 53 17 9b 37 58 da 4e 99 ac 06 ab 2c 1e b8 6a 5a 8e 6a 88 6d c1 02 f2 1e b7 0a b7 42 15 b4 34 5c d5 d7 c5 ee 
c1 a0 0b b8 85 33 20 51 b3 b7 ca 19 3f 59 77 1f 8e ad 4a 64 7d 63 56 4a 26 8e ae 38 0b a9 c0 6d ea 1d 43 ed 97 3e c7 
7e 0c 89 42 0e be fb c3 7e 1d 5a 49 0e ef bc 73 91 fb 9a 41 62 5e e4 42 09 de 2e c1 d0 71 3c c9 3a 22 41 c7 5e d7 b0 60 
c2 e3 d2 74 76 5d 7a fe 92 4f 97 4c 2a 61 39 5d 41 37 a6 12 2a 36 82 66 a1 b8 45 bb ae b4 b3 92 bb ea c2 7a 46 15 30 1
3 bf e1 26 c1 f5 3d 06 b5 3d 54 70 16 e0 36 ff e2 8d 2c 5c c4 70 
Data Ascii: 1DH"jW|wNq0Qo2;3}alv_Gc~u2jmS7XN,jZjmB4\3 Q?YwJd}cVJ&8mC>~B~ZIsAb^B.q<:"A^`tv]zOL*a9]A7*
6fEzF0&==Tp6,\p

2022-04-20 13:07:16 UTC 514 IN Data Raw: 72 54 8a a1 b2 de c9 b0 e5 fe 42 92 fe 1c 18 d0 ac 92 75 a7 27 34 b1 9d 14 9d 23 da 78 df 6a 87 3e 1d c2 fe 
9e 1d da dd c6 4b 5f 0f 2c 18 d7 f9 37 04 45 c0 64 80 c2 be 3d 91 ab a4 17 cd 3f 45 37 a5 72 f3 bc 0f eb fa 39 dd 0f c5 a7 
14 86 67 2a 18 e1 75 5a dd 10 ad 19 d1 f6 26 a5 c8 e0 01 ff 81 4f 79 71 d5 5b 72 80 80 f9 4d 1f e2 53 05 86 b1 0a 7d 78 
8a 58 db 10 4a b4 15 e4 5a b7 53 bb 2d f6 d2 3e b6 bf aa e6 49 1b 3e f4 56 a9 16 66 fc e9 40 98 cf 2e fa 55 8e e0 ba b0 
9f 81 93 2d 80 4c 8d e6 bc 43 6d a5 82 80 27 9e df f5 3a 2f 10 8b 8e c5 0e 63 66 03 b8 a6 31 a6 f3 6e 5d 86 d5 6c 67 8d 
ce 96 d9 bc 20 de 14 fc 5e ea bd 11 eb 55 cb 01 94 11 b7 f4 72 18 6c 08 73 bf f5 d4 14 92 65 a6 90 ec f8 e5 d1 ab b7 cf 
39 22 9c 9d 13 e0 69 67 4e 80 4c 41 75 1d af 3f e8 ec 
Data Ascii: rTBu'4#xj>K_,7Ed=?E7r9g*uZ&Oyq[rMS}xXJZS->I>Vf@.U-LCm':/cf1n]lg ^Urlse9"igNLAu?

2022-04-20 13:07:16 UTC 515 IN Data Raw: 6b 38 fa da c5 90 2e f3 8b 42 73 3e 58 12 45 d4 bb 0a d4 90 3b 28 58 a5 85 0b bc bb 1b 47 32 17 1d ef 65 d0 
c6 5a 6b 7a 99 dc 6e e3 f3 04 51 02 06 06 b0 8b 67 41 41 f8 a8 f6 4c 2e 19 91 e6 0a ff ee 2d f1 ef 10 ac ed da 45 bb d1 
c2 71 95 57 72 39 4d 58 38 98 3b d1 70 63 1b ec 56 22 8b c6 ab 83 be 27 eb 53 e5 53 91 8a 27 22 93 2c 32 2d 97 7c a8 
55 5f 4a 0a 09 99 fd 20 78 b8 c7 dd d9 7b 18 58 7d a1 ab 17 1b d0 09 f2 eb 20 fd 9c 6f 46 0f 25 a8 df 05 1d 99 02 e4 44 
b4 8d 19 12 0c 5c 6b 4c 18 24 f1 4a b6 e2 92 ff d0 b0 e0 4f 7c be 97 5c cc 94 f7 c7 44 b9 84 38 dd 54 ab 99 d3 75 3d 4b 
53 b2 37 bf aa cf 14 90 5d 5a 09 a0 e6 5e 58 a9 84 95 fc 8d b8 2e 29 d3 39 51 e8 ed 19 b5 53 35 5d d5 73 30 e7 c7 89 aa 
7e cf 26 f3 f3 54 7d fd 6c a6 bf bf 71 d6 d6 44 d5 e5 a6 e9 
Data Ascii: k8.Bs>XE;(XG2eZkznQgAAL.-EqWr9MX8;pcV"'SS'",2-|U_J x{X} oF%D\kL$JO|\D8Tu=KS7]Z^X.)9QS5]s
0~&T}lqD

2022-04-20 13:07:16 UTC 516 IN Data Raw: db 93 f5 bd c1 24 e9 fa 64 57 cc f4 9a 81 31 30 9c f2 08 90 a5 38 d5 4f 00 54 62 a3 33 68 4e de ac eb 0d 5b 04 
1f 84 f9 6c 1f 51 04 c3 4a fd 4d f9 af 6f 7b a4 6c 66 17 25 db ba 08 43 75 43 ac 56 95 01 d0 b0 20 66 2a 43 24 5f b6 a6 94 
49 60 f1 75 ac 9f a0 b6 61 6c 75 f5 8c 26 58 10 ce cd 60 9d 51 4f b0 23 a8 a7 03 15 7a e6 3a d3 31 66 e9 a2 bf a0 59 83 
95 38 ee fc a8 48 1e 6a ad 90 dd 5e aa f7 b4 77 1f 1a a8 a8 ca 2f 59 a9 92 68 8d d9 d5 66 a4 68 3f 4b 49 dc 1a 69 82 92 
74 ae 32 b4 6c 92 76 0e 87 1e 87 b4 1e 20 a1 fe bf 38 0c d4 70 a5 f3 f2 1b fe 5e 35 5c df 41 05 db be 77 c0 b7 f8 9b 43 62
2e cf 71 55 0f 78 28 39 0f 57 4b d7 e1 eb 0b be b7 5f a5 6b 9c 84 f4 1e de fc ea 35 5d 33 2f c4 d9 3f 64 af 15 c9 a0 af 66 
95 c9 dc d4 8d d0 a3 e6 f4 e5 42 0c 45 d4 7d 
Data Ascii: $dW108OTb3hN[lQJMo{lf%CuCV f*C$_I`ualu&X`QO#z:1fY8Hj^w/Yhfh?KIit2lv 8p^5\AwCb.qUx(9WK_k5]3/?
dfBE}

2022-04-20 13:07:16 UTC 517 IN Data Raw: 28 1b 52 fa c1 86 ae 10 a3 62 77 f7 32 3c c3 5d 76 a1 d8 eb ff ac ca ab 75 78 a2 36 6b 6c 36 62 cb 37 a1 36 
d7 ab b6 0c 1b 0b 98 92 60 89 cd b2 89 27 8a dc a8 85 e5 b4 77 7b 1a 77 f0 ad 09 bc 52 d9 70 e4 f1 29 6f a5 8a b6 12 e4 
75 00 90 a2 b4 dd dd e6 a0 ec ec 94 51 5c 46 88 d1 a9 19 bc 82 32 9f b3 c9 1d 46 22 2c 92 63 1a ba e6 89 83 5d 4d ef 23 
84 ac 4a 38 7f 58 d1 76 cb 9b 9b d0 ee 0a 3a f9 3f 40 5e 06 a3 5c 9b ea 6c a9 14 aa 8a 20 0e f3 61 15 7d a3 16 fa db 97 
df 8c 68 c9 71 bc 4e 57 8c fc 59 79 03 2f e8 17 e3 ab 4c 31 23 aa 31 c7 7f a4 31 fb 7f a4 31 11 af dd 8e 95 1a a7 88 ca ba 
a0 3f 5b 67 3d 60 c0 f4 c7 7d fa 4a b6 36 22 aa d1 38 be 67 59 14 f5 e4 62 c4 15 62 87 d5 38 20 10 24 b2 4a 6e 25 ba 91 
0a 1a a9 42 14 c9 d3 76 9a b6 15 5e d7 79 f6 e9 07 86 
Data Ascii: (Rbw2<]vux6kl6b76`'w{wRp)ouQ\F2F",c]M#J8Xv:?@^\l a}hqNWYy/L1#111?[g=`}J6"8gYbb8 $Jn%Bv^y

2022-04-20 13:07:16 UTC 519 IN Data Raw: c6 79 cf 67 5e b3 9a e7 9e 4f f0 08 4c 5a f1 2c 3c 78 4c d6 93 04 2c f4 22 0a 68 7c a0 dd 14 e0 ef de 84 74 de 
5c 9d ad 10 d6 72 bb 8d 7a 31 da 19 ed a4 01 d2 3e 77 55 2b cd 75 f2 35 20 ed 75 13 a4 dd ee e5 ee 65 19 75 a0 b5 33 
32 ae 29 d8 0b da ce 2a 89 46 b8 d1 fe 83 98 83 30 7a 06 87 0e 5d 57 bb 12 9e c5 28 87 73 1c 28 cf 7e 2c 22 fe 84 51 08 
b2 3b 3b a3 3b 70 40 44 4d 17 96 1d 60 46 ad d2 23 1d 3f 83 89 6f 9c 02 f5 c1 78 06 d5 2a 2f 4d e2 46 a1 f7 0a 4e 1b 10 
e1 4a aa e5 d3 89 4d 21 d6 96 6d ac d8 d3 24 f4 68 ca bc 17 06 dc 55 f3 fc 2d 0b 37 16 3b 66 95 04 4e 53 ef c5 07 83 55 
89 7b 3c f6 d8 85 f4 f3 68 1c aa a5 f8 38 ac 18 28 dc 7f 32 d1 46 9a 9c 58 79 7e de c3 a3 89 7d a3 65 cd f8 75 a7 6e 1c 
ee 87 ac 41 eb 31 6f f2 83 ae 4f e7 c0 8b 68 60 99 f1 59 
Data Ascii: yg^OLZ,<xL,"h|t\rz1>wU+u5 ueu32)*F0z]W(s(~,"Q;;;p@DM`F#?ox*/MFNJM!m$hU-7;fNSU{<h8(2FXy~}
eunA1oOh`Y

2022-04-20 13:07:16 UTC 520 IN Data Raw: c9 9b d7 2c 4d f9 dd 5d 47 6a 1c 9c 38 6b 8f f9 d3 53 ac d3 0a 82 7d b3 ba a7 1b 5a b9 25 3a 45 dc c8 24 00 
b3 72 ea 8a 4e 78 39 2d 9a ef 15 2d 7d 41 2c 7f 33 36 91 5c 93 6c c9 aa 18 cd 8d 6c b0 72 cd 32 96 dd dd 32 ba 9d 8b f3 
7f 61 1d e8 35 d4 82 4e 52 48 0f 4a eb ad 53 e5 71 ab 24 53 5c 47 29 ea 71 55 3c 00 d4 9a 51 96 8b 9b 27 a3 0e 88 c7 
ad 52 9e 57 ac ba 60 60 31 f9 b1 65 60 e3 dd dd 79 d4 24 0c 00 f7 67 1a 99 b0 93 71 ec b7 31 d1 2e c9 b1 df 4a 4a 97 1f 
f1 c2 22 f7 a1 12 3e fa 9d 34 55 4d 33 59 d5 c2 c9 73 fe b3 dd b2 a7 1f e8 f2 f0 4a ce 5d 0f 52 24 5e 26 0f 40 1e fd c8 0a 
55 03 a5 03 c2 35 ec 40 32 94 68 18 3b e9 2c 4c 93 95 d8 06 20 10 03 02 d3 d3 2e 6a a6 c4 81 0a 6f 10 45 be 7e 22 65 
00 89 66 6e 20 df 72 1c 0e e8 2f 70 cf d1 99 1c 9e d0 f7 16 
Data Ascii: ,M]Gj8kS}Z%:E$rNx9--}A,36\llr22a5NRHJSq$S\G)qU<Q'RW``1e`y$gq1.JJ">4UM3YsJ]R$^&@U5@2h;,L 
.joE~"efn r/p

2022-04-20 13:07:16 UTC 521 IN Data Raw: f4 6d 39 ee c9 6b 77 af 97 55 e5 aa 7b eb 72 33 f0 ef c4 9d 9e 8d e9 4c a8 9c a2 e9 82 ae d9 4d 1a f0 c2 da 54 
ef 57 ee 95 7d 14 66 50 37 08 34 d0 72 f4 ec fd fb d1 f1 bb c3 d7 ef 5f bc 79 f7 2a 0e 0c ed 60 ca d4 cd e5 d3 2a 63 32 3f 
59 84 c1 9e da 56 c4 29 c7 6c 43 4e 7f c7 51 e0 e4 fa 35 54 e9 00 0d 07 8a 7d c9 8a b7 1e 02 8b 18 09 d9 0b 15 f0 38 cc 
71 4b a7 20 38 c3 34 11 dd 1d 51 58 1d 51 9e 53 8f 39 f9 6f 63 fd e5 e0 ec 34 14 bd 5f f2 f9 6f ea 76 37 57 67 97 59 ba c8 
aa 01 04 68 4f 07 83 be f7 44 58 b2 95 ee 60 70 4f 1e 0d a9 a4 b4 b4 94 d3 33 bc 6d fb 04 83 f2 25 46 6b 29 43 d8 94 e6 
39 b8 2c 51 0b 2d a5 64 08 67 dc 61 a9 3e 6d 2a c1 60 29 e9 75 85 d8 59 53 ff 04 76 14 04 5a 37 df 63 d5 da ee 11 53 99 
e2 0b a2 2c 7c 91 01 a1 67 70 3a 89 42 18 4d 12 
Data Ascii: m9kwU{r3LMTW}fP74r_y*`*c2?YV)lCNQ5T}8qK 84QXQS9oc4_ov7WgYhODX`pO3m%Fk)C9,Q-dga
>m*`)uYSvZ7cS,|gp:BM

2022-04-20 13:07:16 UTC 523 IN Data Raw: fb 27 6f ec f1 59 2c 8f 93 0c e2 c8 9f 68 ec 7e f0 62 08 7d 68 ce 94 37 ac c9 5f 59 5f cb 3e b9 ef bd 17 75 dc b5 
06 a8 fa 7f f2 f4 64 3d 2d 37 ed a5 e2 dc ac 9a 9a 65 7e 8e 04 a4 90 18 7e fe 56 68 72 65 36 57 a6 73 e9 3c 4d 87 e7 e8 
f6 f2 ee 8e 3a c2 3a 4e 69 6c b3 57 19 ab 73 d7 a3 a2 94 4e 31 10 10 e8 dc 1e fd aa fa ae 16 69 f4 19 a5 33 12 92 69 cc 
67 2e db 1e b9 46 63 e2 b5 23 5f 4c 7e 0e d7 9e b8 b1 af 49 9d 43 ff 36 f4 14 70 ec 85 dd 58 81 39 97 68 9c a2 0a 4e 93 
bd 95 4c 69 f6 a3 9e b7 8e db c5 4d 91 ae f2 f9 50 84 9e 7e 91 e7 e6 f8 46 b8 fa 64 6e b9 be 81 39 c0 5b b1 ae 99 e3 a2 
01 36 bc 3a 8b d8 d2 e2 3a dd 24 a6 54 5f 19 c9 c7 45 64 6f 25 ba 6c 47 89 b5 d9 35 de b7 64 48 12 5d 43 47 41 85 25 
ca b9 31 1d 62 90 de d9 13 bc b6 0e 17 a2 96 ba 27 3b 
Data Ascii: 'oY,h~b}h7_Y_>ud=-7e~~Vhre6Ws<M::NilWsN1i3ig.Fc#_L~IC6pX9hNLiMP~Fdn9[6::$T_Edo%lG5dH]CGA
%1b';

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 91 of 152



2022-04-20 13:07:16 UTC 524 IN Data Raw: 24 27 74 5b 9b 5b a2 ee d8 04 9d 57 0d a4 90 0e 31 95 b1 61 43 e2 a5 58 0a ab ec ab c2 b9 21 fe 66 69 ee 95 
8a 8e 57 45 db 35 8c 0e 5e 16 79 ed 12 cb 8e 41 f6 97 24 aa 46 64 3a f5 a4 a2 2e 35 ca 62 56 16 fb 32 a6 9c 96 4d 06 f1 
83 28 7e 13 ba 84 5f fc 29 6e 6c 40 86 27 7d a3 97 da 8f bc 69 0e 63 49 83 e2 5c 71 80 f1 31 83 6c 52 a2 c3 13 04 f1 b3 
f8 1d e4 90 94 ec 4f 71 10 bf e2 fc d7 08 23 a9 42 69 c4 af f9 d9 bb 3d 83 f8 bd ca 64 39 86 80 53 36 9f f2 75 66 6c 73 25 
cf 73 03 3b 2d 29 58 8d d2 19 9d c3 91 be 48 92 e5 1d 83 f8 86 53 c4 21 d7 ab 6a 2d 94 6d b2 a4 5f 62 fa 8c 6d ab 3c 8a 
e4 54 86 44 bc 4b f6 22 6e 76 90 65 0b d1 ba b3 1f 77 d1 b2 92 dc 25 a0 e4 ea 55 3f df b2 35 06 63 ee 1b 9e 3c a0 1c 36 
7c ca 5f 73 6a 5b 00 c7 24 84 2d e0 48 5f 69 b1 18 f0 
Data Ascii: $'t[[W1aCX!fiWE5^yA$Fd:.5bV2M(~_)nl@'}icI\q1lROq#Bi=d9S6ufls%s;-)XHS!j-m_bm<TDK"nvew%U?5
c<6|_sj[$-H_i

2022-04-20 13:07:16 UTC 525 IN Data Raw: e6 72 ef a9 30 0a a4 eb 1d f1 7a 0b b1 b5 db 1c 82 2b f6 23 f6 0e f8 a7 33 5c 52 89 a3 6a ff ea f1 03 c6 e5 1f 
19 3b 73 71 ff 4b c3 67 4a ff 8f 46 50 53 17 ff a3 d1 73 06 cb ac 4c 6d 3e e1 8c de ed ed c0 fd b4 66 77 06 b3 c1 70 7f 30 
19 8c 07 6a 1c 54 60 57 37 af c7 00 ab d8 86 fe 70 29 fb 0b 19 af fe 71 88 25 b7 88 82 b8 9d dd f9 ad 64 46 0d af a6 4e 
bc 66 a9 c4 50 ac 2d f5 10 b6 4d 41 da cd fd 83 0d 50 fb 5b 51 ac fe 3c 73 9a 69 42 33 50 ae 1f a6 71 32 f1 26 df 3b be 38 
2c ae 63 b9 e1 cf 1c 3d 38 ec 2d cd d9 98 a6 8c e6 0d 73 e6 78 37 a4 67 03 7c 05 b9 85 6a 07 b7 83 d7 6a 6e c5 87 88 
db 37 c8 0b af df 2c 93 72 23 4d 82 bd 32 47 bc ae 35 e7 88 91 0e 03 e6 bf 68 85 92 f4 db 6d b2 b8 7b d3 36 56 a7 0e ee 
ee 68 9a d8 56 f5 b7 87 66 77 b6 36 8f e2 48 50 de 
Data Ascii: r0z+#3\Rj;sqKgJFPSsLm>fwp0jT`W7p)q%dFNfP-MAP[Q<siB3Pq2&;8,c=8-sx7g|jjn7,r#M2G5hm{6VhVfw6HP

2022-04-20 13:07:16 UTC 526 IN Data Raw: fa ab 2d db f4 34 d1 34 cf 34 ca 81 2c d1 f3 c2 01 03 0d 29 51 c4 bc 78 26 ec e0 80 5d 8b 05 09 e2 cf a7 47 6a 
59 b1 9d 94 c8 a9 6c c8 57 bc cf c2 40 c9 d4 dd bd 56 77 64 70 5e da a3 45 05 be d0 01 9a da 76 5c 2a ea 2e 10 2c b3 
51 63 57 b2 22 b4 39 52 09 42 28 0d 4d 2a 70 80 fc 2c a7 1c ea 50 55 b0 93 d9 65 00 dc 35 01 30 e6 ed ba 19 7c ca eb 
cb 81 bc de 0c 84 24 1c 88 57 c8 80 96 9d 29 c7 d0 c6 e9 7c 9e 6d 36 f9 59 4e 1b e7 66 44 5b fd 79 56 a7 f9 72 33 19 20 
88 f9 66 f2 e8 11 8e 63 da 4e cb 51 5a 5c 20 ae fa 3f 36 1c d1 1c bb 7d 53 3f 4a d7 f9 23 90 47 f9 3c 7b a4 0f 8c ff b5 5a 
c8 c6 52 47 9e 6d 38 b7 d6 b4 1d 0b 95 4d 17 ed 63 f2 10 c7 e5 66 a0 66 6e c8 1a 75 53 76 ef 61 00 03 a6 87 ac 6b b5 
9b 8b cd 2a 9d 67 16 5e 53 25 47 1b 3a 44 32 94 50 2f 81 d1 
Data Ascii: -444,)Qx&]GjYlW@Vwdp^Ev\*.,QcW"9RB(M*p,PUe50|$W)|m6YNfD[yVr3 fcNQZ\ ?6}S?J#G<{ZRGm8Mcffn
uSvak*g^S%G:D2P/

2022-04-20 13:07:16 UTC 528 IN Data Raw: e5 38 b9 cf c2 d2 41 29 97 b1 d5 88 a9 9c 34 dc a8 05 26 3a 3d 6f 9b 65 b2 6d 5c 81 73 6b a2 7a 2a 13 dd 1b 
76 2e 35 4d 47 b6 72 00 0c cd 40 0d 19 0e a0 0b c9 97 46 5a 10 5f 64 3e 6e 35 fc 2e 53 91 16 8d 57 d3 34 19 f8 14 fa da 
55 53 64 97 c3 9b cd 3d da 96 75 a8 e3 5c a9 28 57 d2 98 4f 89 f8 04 09 96 3b bb 4c 0e 38 80 29 93 2c 41 fc 21 e1 d0 a4 
f2 5a c8 64 79 cf 57 73 10 7f 94 c8 28 b7 9f 27 c7 a3 cf 6f 35 81 f5 8c cd 20 e3 1b 4a bc 31 89 87 3f bc f9 db d1 56 b9 8f 
35 0a bc 79 f1 e2 fd d1 f1 87 a3 d7 cf 1b 85 a4 a6 ad 8e b9 f2 35 df f9 e1 e8 c7 37 3f 6f 63 76 59 eb fe cc fb e3 c3 77 c7 
dd 1f d2 d0 de 3d 50 92 8f f7 c7 5a a4 bb 5a fc b7 63 e7 f5 df ca f1 64 b5 90 eb 9d 13 95 28 71 b5 f8 5b 4e 0c 37 02 5e 22 
55 3d 20 fd 90 ee 73 90 04 f2 42 3f 71 2d 6c ef 
Data Ascii: 8A)4&:=oem\skz*v.5MGr@FZ_d>n5.SW4USd=u\(WO;L8),A!ZdyWs('o5 J1?V5y57?ocvYw=PZZcd(q[N7^"U= 
sB?q-l

2022-04-20 13:07:16 UTC 529 IN Data Raw: 5d 39 cf cf 86 93 f7 a5 3c d0 f7 00 6f 0b b8 e3 2f 81 f7 12 ef 8f e9 68 fa 16 93 ff f8 db 03 5a 83 d9 c1 3e 23 11 
29 05 a8 27 15 18 98 f5 34 60 6a 0f 81 5d f3 82 7e e6 44 03 bd ac b5 66 f4 8c 32 0e 0a 86 8d 31 88 08 fb 0c 9e f0 f8 5b 
da e9 38 ee 88 84 fe 56 a3 75 03 44 30 63 44 56 5f 04 11 00 9d 75 b1 e6 ae 29 c5 31 0f 16 c2 6c 10 7d 5e 8b 81 4c 36 5a 
95 8b 2b 62 a4 82 e2 e2 95 52 ac 06 f1 49 00 c3 0a fa e7 d0 58 bf d0 ef 8a cd 5c 8c fa 75 5e 56 59 f3 79 64 cd 65 fc f4 0b 
5a 3f 57 74 28 b5 5e e4 16 25 ad f5 8e 48 da f2 aa 6e 25 af 88 a4 68 25 d6 62 0e 42 a4 ca 32 ab 3b 1a 50 6b 73 11 37 5d 
85 01 dc b0 e4 1a 8f c0 75 e8 c9 a2 43 16 f7 bd 66 c6 f0 fd 65 96 d5 7d 39 c4 29 a7 fb e5 1c e8 71 3d af 54 c0 85 de d7 f9 
7a d3 f7 0e f8 0a fd 2f b5 19 4f d7 5b 2c 98 
Data Ascii: ]9<o/hZ>#)'4`j]~Df21[8VuD0cDV_u)1l}^L6Z+bRIX\u^VYydeZ?Wt(^%Hn%h%bB2;Pks7]uCfe}9)q=Tz/O[,

2022-04-20 13:07:16 UTC 530 IN Data Raw: 3f 1c 3e fb 2f f9 e0 5f e2 e7 d4 b9 e3 a3 c9 b7 7f de c6 cf de bf 9f dc b2 99 c1 cb e3 97 6f 5e e3 8b 0e a8 2e 84 
9e 7b 21 b1 dc 03 d9 de c7 e6 cd 11 bd c1 65 12 1f be 7e f9 ea d0 14 35 c2 fc 66 49 a3 69 30 05 8d 6d c3 a4 56 38 be 1c 
fb ce 79 f1 e1 0d f5 eb e5 6b ef fd 1b d6 b3 e9 5c dc 66 f3 5e 2c c2 dc 57 1f 9e ff f4 ee b0 9d e7 b9 42 27 76 9b ff e1 ed 8f 
87 bf 42 1f 4d 03 43 99 4d 47 de 12 c5 f5 9e c3 ba ba 99 dd 7a 4d d6 ce 6a 5f 1f be f2 2b 84 00 cf cb 71 fc f2 d5 cb d7 ff 
e9 e5 39 ce 41 98 bd 50 ab d6 ff f2 cb 77 47 cf da 9f 36 02 31 5a fc af 8e 9e d3 b2 bc fd bc 99 78 d1 8a be 03 c8 3e ae 3b 
b1 9b c5 cb bc 68 84 32 8a 37 ab ae 74 16 c9 b8 75 7d ff 9d ad 6b b3 6a d4 f5 fd 9f a5 ae d5 a2 2b bd 55 d7 fe e3 ff b0 95 
ad 16 8d ca f6 1f ff 45 6a 5b 5e 74 
Data Ascii: ?>/_o^.{!e~5fIi0mV8yk\f^,WB'vBMCMGzMj_+q9APwG61Zx>;h27tu}kj+UEj[^t

2022-04-20 13:07:16 UTC 531 IN Data Raw: 8d a8 29 4d f3 7c 39 e3 d5 b1 a1 08 39 86 80 95 c8 68 74 32 c1 a4 10 4e 31 b4 83 16 1d a9 54 e7 c8 df 2c 88 
15 fb c5 b5 9d 94 ea 74 5a 78 f1 32 2a 7c 83 cb 88 f1 fb 53 fd 5a 1e f7 f6 e1 7a 42 bb d8 38 3b 10 d9 b0 98 0a 94 a7 b1 
45 54 e1 49 ac e7 15 96 2d 31 32 72 0c 05 fb e3 f1 9f 02 3e a3 86 a5 8a d6 32 f5 5a 81 d0 35 a1 ee 6b 79 4d b4 c2 12 98 
53 ca 2b bf 0b e6 bc 31 30 49 11 37 06 30 a9 89 f7 30 8d 4e 4a 84 e7 f5 c4 a1 ee 36 71 d7 34 9d e9 f0 c4 f3 86 f3 55 ba 
f9 38 2b 92 72 42 2b f4 1e 2f 2a e5 89 b0 a2 dc 1d e8 09 ce 5b 0e 35 f9 54 fb dd e3 df 87 ec cf 20 1e 57 38 17 dd 0d 0d 
4e a5 09 64 6c 1d aa 4a 1d 93 5a 9c 03 60 a0 22 0a 14 d7 4b 8f ed a0 ba 72 ed 74 f4 74 77 17 b2 5d e5 2b f3 9a e5 7a 8d 
04 6d 06 cd 0e 5e 6c a9 41 c3 8b 4d 3c fd 03 9b c5 dd 1a 
Data Ascii: )M|99ht2N1T,tZx2*|SZzB8;ETI-12r>2Z5kyMS+10I700NJ6q4U8+rB+/*[5T W8NdlJZ`"Krttw]+zm^lAM<

2022-04-20 13:07:16 UTC 533 IN Data Raw: c9 66 ec 0e 5d 12 fc c4 cc 00 30 ac 20 f6 19 60 ea 06 0f 89 30 79 c8 96 31 f2 1d 4a d8 df 3e 1c 05 f1 49 19 0b 
11 4b 24 35 83 5b c0 4f df a1 d8 e9 74 77 11 0a 16 4e 77 9b 7b 28 b2 32 34 22 b1 8c 31 d9 b4 3e 28 a6 b5 40 7e c0 ca c4 
5d 4b 8e 79 0b a3 2d e9 79 a7 6c de 24 4b 18 ed 7a d6 ba 43 a6 de 87 8b 44 02 19 ab 0f 17 07 e5 b4 a0 0f ab c1 cb 4e 
8a 53 89 29 6a 0a 08 3e 45 ee 10 ec ba 6c 75 40 f7 33 95 65 fa 6c 11 9e b8 79 4e aa 53 8b 0b 52 a3 71 1c 39 04 37 1d 
48 56 91 cc a7 4b 75 95 e4 99 b3 26 d5 fd 5f 25 95 48 8b 1c 69 15 6d e7 7c c3 2a b3 1f 72 16 b0 6e 1a b8 89 ac 29 28 55 
e5 4a 54 fc 53 b1 d0 22 6c a6 39 15 81 d8 d0 e1 88 1f 0e c6 1c 1a 1e a8 71 bc 0c 15 8a ce f0 ef a4 30 f7 17 9c ca 7a 2e 
de 73 e3 75 16 43 62 ac b4 83 74 c5 96 e2 d0 c5 02 55 35 3c 
Data Ascii: f]0 `0y1J>IK$5[OtwNw{(24"1>(@~]Ky-yl$KzCDNS)j>Elu@3elyNSRq97HVKu&_%Him|*rn)(UJTS"l9q0z.s
uCbtU5<

2022-04-20 13:07:16 UTC 534 IN Data Raw: 9e 6f e2 0d 8d 5a f6 cb 84 95 e7 ac b4 0a f7 c7 e3 6f 0c 60 dd e8 3b 9a 57 d6 1c 3d 5a c8 df 28 7a 04 04 29 2e 
f7 eb fd e5 44 17 44 05 e5 87 94 dc 6e 1b 2d 1b 9b 36 8d 75 6b 00 5c 28 f5 8f be db 3a 13 fb df 65 b9 3a 2e c5 dc bb c7 
40 c5 c5 83 2c 7a f0 20 07 fa db 00 85 d4 0f bf f2 c3 78 10 0d f8 d3 94 49 1a b3 8d d5 af 5f b7 83 28 88 c2 f9 a8 6f 9d 71 
43 dc 75 f8 1e 7e 9b ff d7 db fb 55 6d aa 4b 3a fa 5b 84 48 99 dc da fb da b2 69 59 9b 37 de 69 30 c4 59 04 d2 7b 7c 90 
30 b4 f3 80 c8 ed 81 20 67 2b 6c 55 5e 2a 03 99 f7 c1 e7 c1 cd c0 58 55 f3 2f f5 c2 58 68 f3 2f a5 3a 74 22 92 46 cc 4e 8b 
35 e2 94 31 23 94 d5 5d ad ec e8 1c 13 ff 49 11 8e e3 e6 e1 00 00 48 1b c7 d7 f1 28 68 e6 66 3c c5 9e cc ca bd a0 ab 88 
f2 46 68 94 3c 27 92 7b c8 f8 23 93 f2 c4 79 a2 
Data Ascii: oZo`;W=Z(z).DDn-6uk\(:e:.@,z xI_(oqCu~UmK:[HiY7i0Y{|0 g+lU^*XU/Xh/:t"FN51#]IH(hf<Fh<'{#y

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 535 IN Data Raw: b3 71 41 ee 5d cf c7 54 d7 75 ae 3d 5a 51 52 c6 c8 a5 7a 8a 69 0f 6b 27 af 2a 5c 27 8d 46 dc dd 6d 64 d2 c7 
07 36 33 27 fa bd 84 22 65 67 67 63 f6 1b f4 39 1b 77 f7 c4 c7 34 f0 70 b7 90 50 87 62 cd 43 fc 41 34 bd e1 19 e1 64 04 
8f c8 ed 49 75 2b f8 b9 97 82 12 1b b3 4c b0 6d 4c 0c 29 7c db 7a 8d 96 e0 d1 ee ee 11 cd e4 03 4d 7f c5 47 49 e5 1e 7d 
47 0a 02 5c ad d4 2c 39 e7 79 c7 7a 7d e0 ae d7 07 b4 26 61 e9 f0 c0 5c 5a 00 c9 f0 e9 35 ee dd 7e 14 ef ac f4 4a a6 45 
34 fd 14 2e 3b 82 3e e0 12 80 45 c2 c9 fe e9 74 ae 56 ed 21 dd 94 cc ab c6 67 76 38 b2 36 e8 88 ec 82 22 b9 6c cb 27 6b 
ec 8e eb b0 38 59 76 7b e9 9f c2 00 4e bd ef f0 b6 3f 85 55 5a bb b8 ec 2e 38 20 b7 cb ea 77 d3 fc 1b 0b 71 e8 e7 79 c9 
9e cc f4 e3 19 ec cf 29 b3 00 20 ee 2b 07 0f 73 68 e5 71 
Data Ascii: qA]Tu=ZQRzik'*\'Fmd63'"eggc9w4pPbCA4dIu+LmL)|zMGI}G\,9yz}&a\Z5~JE4.;>EtV!gv86"l'k8Yv{N?UZ.8 wqy) 
+shq

2022-04-20 13:07:16 UTC 537 IN Data Raw: bd f2 9b 32 7a ca f9 fa 0f 0a d3 9b e6 8a 51 c3 a1 a7 36 f4 97 c6 a2 4a 2f bc a5 91 17 ce d2 b8 24 b2 f4 77 b8 
1e 2c e1 47 27 9f 78 75 05 fc e1 65 4e 57 01 11 8b bc 02 68 36 9b fe 8a b9 de d2 34 e0 ce 8d 27 de a9 fa 56 8b bd 27 22 
78 ed f7 66 c1 3a 2d d8 91 16 7f 3f cb 4e 78 06 8b 52 ef 53 ba 73 de 47 c0 61 f9 15 b7 f3 74 2e 5d ad 7b ea 5c b4 74 e8 
37 c7 b9 63 59 18 7b ca af 5f 1e ee ea c3 74 28 03 ea 99 b7 8a 9f d3 0b 7c 0e a6 fe a1 b7 68 f4 92 70 c6 2e 2c 84 ab 4e 
cf 20 b3 d3 07 f2 2f 6a 0d 35 8e 64 3b e1 71 47 a1 5f bf 54 e8 9b 8e d7 cd 85 12 4d ba 5b f4 c5 ca bb 5a f4 c5 6e 7c 55 8b 
e2 62 16 76 8f 7b b2 86 b8 e5 42 e3 88 b4 de ab f9 ea 3c 5e 90 4d c2 e7 f4 15 8e 26 65 63 c3 46 ec 8c e7 4d f2 24 73 82 
d7 75 af ce 7c 03 79 bb 88 13 fe f5 b6 f6 37 13 26 
Data Ascii: 2zQ6J/$w,G'xueNWh64'V'"xf:-?NxRSsGat.]{\t7cY{_t(|hp.,N /j5d;qG_TM[Zn|Ubv{B<^M&ecFM$su|y7&

2022-04-20 13:07:16 UTC 538 IN Data Raw: 1a c6 93 1e ac d7 0c 8a 14 32 b8 20 12 22 33 74 8d 37 74 c6 e9 81 57 6f 68 44 23 33 01 26 ed 26 fa 77 0d 6e 
2c 51 ec 28 41 7e a8 e7 8d 49 80 87 18 14 5c 8b 63 7d cb 79 cf 77 77 42 46 40 d0 f1 15 38 5d 51 13 a6 0b 94 a6 00 74 
65 1c 5a 98 61 4f 3e c7 58 3e fa af ed a1 e9 9a d3 23 db 13 d3 85 ce 26 46 93 ce a9 7d 76 45 24 c6 ca 9d 5b 27 e5 de c9 
95 d6 d2 2e bd af f3 4e 65 ba f3 7e fd d2 fb db ed d7 6f 53 bd 01 1a 5c 5b 19 39 e2 3d 65 be ec 48 e1 4c 8a 92 a3 99 67 
91 8b 99 47 66 c2 6d 71 25 61 56 09 9b 2f 8b 8f 8d ac 43 13 12 da 60 58 61 00 88 7c ce 12 85 44 63 88 c3 b6 39 6e 4f 0c 
a3 79 0a bb ee a9 cb 6b 9a da 31 01 fa 9c b4 e7 d6 ad 92 3d ab 37 b0 59 69 4a 06 27 85 ce 23 23 21 8a ee 6d bc 6a 8b 
07 bb 25 38 aa b0 c8 f7 d8 c4 3a bb 4f f2 e2 ca 7e ba 92 19 05 
Data Ascii: 2 "3t7tWohD#3&&wn,Q(A~I\c}ywwBF@8]QteZaO>X>#&F}vE$['.Ne~oS\[9=eHLgGfmq%aV/C`Xa|Dc9nOyk1=
7YiJ'##!mj%8:O~

2022-04-20 13:07:16 UTC 539 IN Data Raw: 63 86 d0 a6 4a 02 a3 78 b1 2a 94 d9 03 62 13 6d a1 53 46 b4 14 ae 81 0d fd 16 76 2a 36 2e 1b 68 e1 1b 80 
29 9e 2c e2 92 0e 2c dc ce 70 cd eb b8 0b b7 c0 6c 2f c0 70 39 2a aa 55 7c 45 4b 79 1d 5f d2 34 16 f1 79 7c 01 10 a7 3e 
af ca 79 9c c3 4d a0 c2 3f 69 62 61 26 e7 62 21 de 83 63 b6 08 cd 16 13 46 12 e8 a4 fa a8 98 5d 8d b4 37 6e 34 b9 82 2b 
2c 5d 85 53 fb 9e d1 74 8a 16 60 93 88 85 2b b3 5c 81 83 c6 28 27 d8 e9 36 3c 90 54 c8 6e be 5a a8 db 87 fd 54 cb 5c 
b7 b1 a1 52 f1 6f 80 67 af 72 e9 ee 58 06 b4 19 8d e3 b6 6f 04 bf e6 25 97 9b bb 84 d8 e0 7d 76 4b d7 6d cc a5 7e 76 2e 
5c 64 44 df 11 6d af dd d4 ef f9 a0 8b f9 cb 37 d1 ee 2e 7a 1a b3 27 64 ab a2 6d cc 27 a3 63 52 e3 f0 a8 c0 a5 57 f8 50 
70 3c 23 76 7b 26 03 97 aa 0d 03 e4 4b 80 37 e0 17 06 3a 83 29 
Data Ascii: cJx*bmSFv*6.h),,pl/p9*U|EKy_4y|>yM?iba&b!cF]7n4+,]St`+\('6<TnZT\RogrXo%}vKm~v.\dDm7.z'dm
'cRWPp<#v{&K7:)

2022-04-20 13:07:16 UTC 540 IN Data Raw: 89 28 5b 19 35 17 bf d6 e9 3c 1b a6 8c 68 67 1e cf b2 fa 53 96 a1 9a 57 5f 55 cd 69 7c 9c dc 2a 1c 15 68 d1 
19 e6 91 d5 15 08 4c b5 85 1b 7c 9f fa 8e ce 1e 96 38 9f 04 c5 05 7c 7a 2f 93 47 7f 0f c3 d9 e4 f3 dd 22 ad d3 e8 64 f2 db 
f0 c3 69 f4 28 8f cf 69 00 e5 69 2f 1c 45 18 b5 0b 6a 9b 2e 1e 9c 2f 81 8e c4 7f 86 65 b5 e0 46 ca 03 c7 be 0b 62 95 75 98 
2e f3 0b f4 ec 0c 28 fa 22 2f be 14 f9 b1 ca b0 4e 17 0b 91 62 ab 84 15 91 b3 79 21 3a 48 2d c5 e1 51 f9 0c c9 df 45 3d e4 
bf 9b 95 3c f0 df d5 42 1e f8 ef f2 42 1e f8 ef 67 cc 28 4f bc eb 57 ed 83 5b 5e 74 e0 1e 14 b3 6c 2f 18 06 7b c5 24 9b ae 
b5 dd 21 6d 96 bf 82 b4 37 d9 2b 7d 20 9e b8 72 7a cf a5 5c b9 9c f7 9c a3 cb 24 43 10 79 58 8c c7 b7 50 fa 57 f9 bc 9e 
04 87 41 ac 28 a8 4e 6f 0a 55 f8 58 63 e9 d0 
Data Ascii: ([5<hgSW_Ui|*hL|8|z/G"di(ii/Ej./eFbu.("/Nby!:H-QE=<BBg(OW[^tl/{$!m7+} rz\$CyXPWA(NoUXc

2022-04-20 13:07:16 UTC 542 IN Data Raw: 4b e8 32 20 79 2e 12 9d 7d d4 80 53 4a 23 4c 9a 0e cc c7 fd a6 d0 25 c4 12 e0 7d 60 5d 4c 80 f7 29 5f 02 85 
0f b3 49 73 63 e2 cc f9 c4 7b 85 91 b9 af 9f a5 73 df eb f7 52 e2 50 58 5a 4f 23 b3 d2 bd 9e 96 62 45 6c 71 bc 74 50 72 f3 
8a 9b 23 95 eb 0c 00 c9 3b 1c 96 3c 3a 6e 69 3e 99 fa ff b9 0e d4 cf 73 b7 71 7b 3c be 03 93 32 b6 0c 12 31 33 b6 61 ae 
97 cc d5 a3 da 90 49 2a de 11 d8 55 fa 70 29 d9 af 2c 77 02 14 f4 e3 a3 b2 9f 55 b6 fb 7c 85 74 a4 7b 2b 73 a4 32 26 e4 
93 e6 2f e7 1d 9d b0 9a 87 c4 09 44 da 58 a4 8f 78 cc 09 22 0b 9e cb b7 91 3d 36 cd f9 20 49 00 a0 6f f3 41 00 de 0f dd 
5d a7 b7 86 50 0c f0 a6 c5 78 ac c0 3c 46 cf fc f3 63 9a 5b 60 a8 53 80 a8 af 29 7c 2f 86 8e 9f b8 a9 72 68 7b 1d e3 5d 8a 
82 38 09 57 34 a0 d5 00 e3 7e 85 16 d0 99 36 c1 14 
Data Ascii: K2 y.}SJ#L%}`]L)_Isc{sRPXZO#bElqtPr#;<:ni>sq{<213aI*Up),wU|t{+s2&/DXx"=6 IoA]Px<Fc[`S)|/rh{]8W4~6

2022-04-20 13:07:16 UTC 543 IN Data Raw: 1d 2a c1 de 0f f2 f3 3d 5a 97 de 1f 74 fb c1 7f 4d 26 6c c4 e0 55 af cb 9f c6 59 b6 1b c4 bb f4 c4 26 27 e9 49 1a 
c4 7b fc e9 e0 68 ef 68 2f 88 f7 c5 b7 83 bd 83 6e 10 1f f0 7a fb fb 7b 7b 87 41 7c 28 4a ee 9d ec 1d 04 f1 11 3d 65 7b bb 
93 dd 49 10 1f d3 d3 f8 70 f7 78 f7 38 88 4f e8 69 74 d4 1b f7 c6 41 7c 26 bb 3f 4e 8f a1 d1 b3 5d f1 78 b0 7b 00 a3 39 db 
17 8f bd a3 fd 7d 78 14 ed 42 d7 dd 2e 9a 50 14 d5 1c 16 40 b8 1e 8a 7d 30 e5 d1 1e d5 c7 74 fe 0b 7d 59 f4 83 83 6e 0b 
ba 6b 41 1f 2d 98 59 0b fb d6 05 81 df 2c 8b eb d7 58 5b 96 87 de 5b d0 57 0b 26 d7 3a c2 0a 58 13 c7 d4 c2 91 04 ab 78 
86 f2 34 01 ce 31 db 67 63 05 ce e3 d1 28 eb 4a 70 4e f6 8f 27 a3 9e 04 e7 a4 7b b8 7b b2 ab c0 39 de ef 1e a5 12 9c ec 
a4 c7 0e f7 24 38 b3 e3 de e8 b0 2b c1 39 de 
Data Ascii: *=ZtM&lUY&'I{hh/nz{{A|(J=e{Ipx8OitA|&?N]x{9}xB.P@}0t}YnkA-Y,X[[W&:Xx41gc(JpN'{{9$8+9

2022-04-20 13:07:16 UTC 544 IN Data Raw: 59 3a 19 ed ef aa 53 7b c2 4e b2 dd 7d c5 8c c0 cd 81 f3 96 cc 08 1c 53 e2 3e 44 ff 40 cd ec 6b 66 64 8c 30 eb 
6a 3a 1a b0 70 33 6f b7 06 66 0f c1 8a c3 e8 0b 43 79 a8 e2 80 27 99 01 25 58 59 c4 66 92 65 82 85 cd 14 cb 86 1c a8 
22 54 00 09 b1 83 63 c5 01 03 4a da 1b 49 28 4d b2 ec 58 73 c0 13 20 07 77 33 09 25 60 aa 8f 77 0f 24 94 26 07 47 13 
13 4a f0 df 71 66 b0 6c 02 2c aa cb d4 80 12 0c fc f0 01 28 ad e2 14 c3 26 e9 a9 1e b3 9e 9e 2a 83 03 a0 a7 ca ba c7 bb 
7a aa d9 01 72 92 b2 df 71 ba 6b 4c 75 
Data Ascii: Y:S{N}S>D@kfd0j:p3ofCy'%XYfe"TcJI(MXs w3%`w$&GJqfl,(&*zrqkLu

2022-04-20 13:07:16 UTC 544 IN Data Raw: dc eb 2a 66 60 32 19 ed 75 15 77 3a 99 a4 c4 94 8b a9 4e 8e 69 f8 62 aa 93 43 3e 19 d5 3d cc dd 98 6a 76 b4 
6f 4e 75 bc 6f 4d 35 1d 3d 38 d5 72 8e 21 94 f5 5c f7 58 d7 98 6b 77 b4 ab e7 3a 1e a3 9c 41 ce 75 74 b4 9f e9 b9 a6 47 
bb 87 7a ae 27 c7 5d 85 75 27 a3 e3 b1 31 57 e0 90 f4 5c 19 e0 55 3d 57 06 cc 8c 35 d7 ac 67 09 36 80 55 35 e7 7a d2 
b3 e6 7a 98 fd ae cd ff 18 64 a1 11 05 e7 16 39 cc 14 96 1d b1 13 f3 2c 8c c7 a3 b1 06 5a 3a 3a d1 e2 8b c9 71 7a 78 a0 
81 76 d4 dd df d3 40 3b 38 da dd 55 40 db 3f e8 21 ee 3c 12 80 01 fe fa 44 02 2d 3b de df eb a9 b3 30 9a ec 1d 76 4d 69 
d0 09 b3 80 76 c8 2c a0 ed 65 06 d0 b2 6c 77 fc af 90 06 49 a2 9d 73 84 8f a5 dc 15 69 6a 10 ef a3 79 f9 59 91 00 28 65 
d3 b7 d7 11 5c 4a ea f6 1a 8d d3 34 55 f4 53 da 3b 3e 3e 52 
Data Ascii: *f`2uw:NibC>=jvoNuoM5=8r!\Xkw:AutGz']u'1W\U=W5g6U5zzd9,Z::qzxv@;8U@?!<D-;0vMiv,elwIsijyY
(e\J4US;>>R

2022-04-20 13:07:16 UTC 546 IN Data Raw: 98 35 ee b0 40 0d 70 66 89 5b 2c c1 5d cf 9f 01 13 b6 90 a6 53 15 f7 15 5a c4 1f 5f bf fa f3 b7 17 1f 5f 9c bf 3c 
fb f1 f5 c5 c7 6f 7f 3c 7f df ff 14 7f 7c 71 f6 ee 3b fb e5 66 fc f1 87 b3 d7 e7 17 17 f0 7b 16 7f bc f8 f6 fc 0d fc 4a 63 6e 18 ff 
ee 0e 81 f5 26 fe 88 57 55 ff e3 ca 89 b3 20 c3 f4 7d 69 8e 40 b7 51 a1 93 1f 45 f0 2b 84 9d 8b 27 0c 70 be 58 60 cc 35 7e 
b8 5b 7f ea 61 18 60 71 c0 5b 7f da dd 08 94 29 7d f0 a7 1e 7a d5 1a 39 d9 8d 4f bb 78 b8 b4 bd a8 19 bb 4d da 0c a6 da 
37 b3 85 bf 85 7d 3f 46 24 41 82 47 26 63 e1 b1 96 15 6e 8a 86 88 7b fa 68 c1 2c 83 8b aa 33 ba b5 75 ae 6e a1 42 a0 27 
c7 fd bf 94 58 ab ba 12 c4 0c 23 54 15 03 ba 5b f4 cd f3 43 18 70 c1 53 94 d3 71 76 22 eb 50 cc 5e 6e d0 64 22 77 1e 1f 9
a 25 14 57 c8 09 aa 4a fb 3f da c0 
Data Ascii: 5@pf[,]SZ__<o<|q;f{Jcn&WU }i@QE+'pX`5~[a`q[)}z9OxM7}?F$AG&cn{h,3unB'X#T[CpSqv"P^nd"w%WJ?

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 547 IN Data Raw: bd 46 45 e4 46 80 ef 41 bb 77 ca 63 54 72 cf 07 16 93 4b c7 26 6c a5 3a e3 39 33 8e 3f a1 c3 4f 02 1d a6 8f 
47 87 e8 09 a5 2e 97 84 0d 74 32 40 19 d8 7b 50 b5 db 83 28 07 1e 80 e7 95 33 ae 96 fe 75 c3 cd c2 9a 6e 96 e5 72 d6 
31 af 57 b8 9c b6 b6 36 4c f1 d8 ad c0 f1 2e 17 d8 52 1e de 30 5e 09 0e c4 39 23 1e 7b d4 5a 2f 14 6c 85 51 9f 79 22 3c 
db b5 57 a8 30 69 46 b3 e3 28 be a5 fd 40 48 ee 2e 81 1b eb 33 0f 67 6b 89 a4 70 bd 71 dc 08 4a eb e6 bd 0b 29 8a 9f 
79 7e 4b 2b fc bd 7a fd 26 cc 28 c0 f3 fd 46 cd b5 6e 63 76 19 32 cd 90 f1 d0 0a 3c 13 63 8d c2 fe b9 bc 6b 2d ee 50 e2 05 
0b 9d 02 a3 2a 28 6e 4e 51 4b 2e 1e 16 59 52 dc 3d a4 b8 77 e5 17 93 e0 16 af 90 dc de 73 c9 ed 1a 79 bd eb 90 d3 7b 
36 eb 31 73 58 0f 9c 2c 52 3a 95 76 cb 27 8c f7 f1 fb b3 37 e7 
Data Ascii: FEFAwcTrK&l:93?OG.t2@{P(3unr1W6L.R0^9#{Z/lQy"<W0iF(@H.3gkpqJ)y~K+z&(Fncv2<ck-P*(nNQK.YR=
wsy{61sX,R:v'7

2022-04-20 13:07:16 UTC 548 IN Data Raw: 5c c3 ea 79 f7 1b 2d 0c e8 f1 0c c7 c5 4e 02 14 d4 4e 02 44 d4 4e 92 47 f1 a5 1a 7c 11 f7 0e a3 58 3d 96 f6 63 
8e 8f 57 c6 36 ff 68 01 86 0d c3 7d bd 26 34 d9 73 b8 31 66 b8 5c 71 35 64 3c ed 58 1f 27 42 bf e0 25 14 0a 0a ca d0 ab 
af 37 d4 11 ba 57 1e 26 8f 96 6b 3d e4 26 3e c0 f6 4a 5e 24 00 24 16 93 b0 2e 0a 78 4c 33 e7 23 c6 00 a3 f7 db 64 2e b4 
1d 05 40 b6 be eb 00 e7 7f 37 4d e7 4d 1e f2 22 90 e8 a2 83 39 1f c6 c2 a1 bf 66 a0 66 1b a4 a9 3a f9 18 b3 9c 7b 3f 7d 
ca e7 d5 5d 3a 7d c7 66 70 30 30 cd 82 21 49 60 0f c4 e6 74 c2 6e 72 57 fd 5a c2 5f 1d b0 d3 48 15 ec 26 11 86 23 bc b0 
8c 53 e2 7a 20 e7 a6 a0 03 7e d0 44 96 9c fc 4d 76 66 7c 7c 5e 61 b2 55 c1 0a 4e 59 b2 7f 1c 8f 59 72 10 df b2 e4 38 be 
63 c9 6e 3c 63 a8 31 06 d4 9d ce 33 0c 74 92 04 02 50 
Data Ascii: \y-NNDNG|X=cW6h}&4s1f\q5d<X'B%7W&k=&>J^$$.xL3#d.@7MM"9ff:{?}]:}fp00!I`tnrWZ_H&#Sz ~DMvf|
|^aUNYYr8cn<c13tP

2022-04-20 13:07:16 UTC 549 IN Data Raw: 40 ba 7d 06 82 12 e3 23 cf 5c 5b 90 6f c5 87 89 37 94 de 86 f1 5b 84 33 75 5e c4 15 c9 88 58 72 33 60 66 72 
65 43 35 69 32 21 ed 45 81 49 96 e2 0d 27 d9 18 60 00 15 6a 33 e4 96 31 8e f4 e0 1e 6b f6 19 92 3f 48 80 f6 03 0a bc 48 
ba 9f 4e 55 be 2e 3f b3 f9 f3 14 33 8e 0f b1 4c ff 06 f3 44 66 f5 fe 79 92 27 28 21 0d 2a 1e 2c 38 30 fb 2f 78 e7 05 06 83 
1b 84 9f 92 fb 5b a0 c0 fb 98 87 35 76 88 f2 be 2f ad 6b 87 d2 c7 d0 49 68 cf e9 28 e8 e8 af 71 0b bf 4a 16 ab 8d c8 cd 08 
0d 1b 89 f6 1f df b0 2c ef 6b 57 7e 43 af 9c a9 82 d5 dd 94 26 1c e7 88 44 d5 5b 7a e2 1f 68 ee 8c 18 80 98 2f 47 07 ff 89 
91 77 ed 5b a9 69 30 fb 6d 9e 7c ea dc 4d ed ec 2f 17 3c e0 6b 18 4c 73 e8 fb 53 67 d3 83 26 51 d1 21 24 69 a8 59 6d b1 
a8 16 69 ba 40 61 4d 75 59 58 29 63 50 a1 67 9a 
Data Ascii: @}#\[o7[3u^Xr3`freC5i2!EI'`j31k?HHNU.?3LDfy'(!*,80/x[5v/kIh(qJ,kW~C&D[zh/Gw[i0m|M/<kLsSg&Q!$iYmi@a
MuYX)cPg

2022-04-20 13:07:16 UTC 551 IN Data Raw: a9 6e ed 27 ce f1 0b 09 8c d8 3a 5a 32 cf a2 86 83 ff 37 b5 66 26 ab cd 91 a9 16 1f 58 69 2d 36 7e 36 13 55 
88 81 92 6c ee cf 98 d9 62 8e 78 cf ec e2 67 dd 45 68 ca 88 a0 34 9e 4b 94 15 c1 d3 c6 73 a3 ca 77 86 2f eb ac 03 54 7c 
3a 93 f9 ef 96 4b 12 5c 39 6f ed d3 6e 88 b9 74 9b 7f d6 c3 d8 70 65 bb ba d4 df ad 52 a4 12 b1 ce 9f 2e f9 57 bd db 7f d5 
e7 e9 52 9c ff 2b a3 e7 ff 56 25 2d 24 44 b6 98 62 00 4f 93 ff 31 41 f6 17 c2 82 de ab de ec 8b 5d 79 36 3e df 42 0f b0 8a 
83 4c 25 dd 0d 81 4e 6a 05 3b 35 ad 49 1c 00 97 8a 72 37 0a 9f 5f 71 7e 01 a8 1c 12 63 92 ca be b3 39 07 e6 90 91 9b 0f 
d2 b5 98 93 d6 1c aa 83 b9 cc 71 c7 3f 85 24 77 e2 b9 0c b4 fe 96 85 1a 83 02 ca b4 75 07 26 d2 32 f2 c7 61 9d 9f 50 06 
1d 3b 28 7e e0 cf b3 fb 89 cc 5a 9e df c1 3d 7b 2b 
Data Ascii: n':Z27f&Xi-6~6UlbxgEh4Ksw/T|:K\9ontpeR.WR+V%-$DbO1A]y6>BL%Nj;5Ir7_q~c9q?$wu&2aP;(~Z={+

2022-04-20 13:07:16 UTC 552 IN Data Raw: 0a 9d 71 53 82 8a 3d 68 47 8d ee f8 a8 9f a8 db 50 bb f1 3b 9f 19 25 6d d3 66 6d ff dc 6c da ac cd 9f 85 59 f3 
e6 fc ec 25 fe 2b 4f 87 61 47 91 c6 59 5c c5 c2 70 38 be 53 18 56 47 f6 3c 0f b8 23 be aa 82 86 c7 d2 af cc dc af 8a 9a 53 
f6 f2 1d 9e ae 11 0d 4e 76 54 f2 49 e3 33 aa a4 e0 1b fa 5e a0 a4 3d e0 c5 e1 9a e1 22 f9 55 c5 35 b0 f4 4f 58 c6 0b f4 62 
36 08 1a 4a 41 9a ff c6 c8 41 35 cc 93 69 3d d5 37 5a 73 92 be 3c 8a 94 b1 8e 1c 67 e6 b5 66 7e a0 99 98 b2 7d 1f 76 63 
92 53 02 c9 35 98 db a2 f7 a9 6d 17 82 71 fc 5c 93 10 a3 37 a7 a2 29 b3 27 97 1a 8e 3b 4b 65 b8 31 30 14 df 2a cd 2b a5 
4c 2e 00 cd 71 39 9a 00 a6 9c 2e 2c 3c 07 12 b9 d2 a5 55 3e c6 3a 9e 49 52 46 66 05 a5 ad ad b1 10 23 9e de 66 6d b9 
75 9f 02 c7 fa 85 24 88 9f cb f9 2f ad 19 d9 0b 4c 
Data Ascii: qS=hGP;%mfmlY%+OaGY\p8SVG<#SNvTI3^="U5OXb6JAA5i=7Zs<gf~}vcS5mq\7)';Ke10*+L.q9.,<U>:IRFf#
fmu$/L

2022-04-20 13:07:16 UTC 553 IN Data Raw: d9 53 87 b3 c1 02 1c f2 c4 2b 1e e1 d9 dd 64 02 fb 4b a9 33 16 8c 0e ee a4 9c df d2 6a 4a a2 10 3e bc 2d 00 
d8 f6 0b de 9c 7a 87 26 e2 33 d8 33 99 6a 4f dc a5 af 32 bd 59 d0 34 fe 22 1d 71 b2 57 ef 28 1c cc 19 c9 c1 5f a0 9f 57 
32 95 73 90 91 62 75 03 59 a6 bd 87 03 7a 12 bd 71 40 e8 6f e2 39 90 5b 23 27 8b ce df cb 3a 2e 64 18 84 b8 99 73 34 
d5 10 03 17 26 92 08 59 b4 c5 4b 0c aa e3 52 a9 dc db da 47 f3 17 d7 ed 5b 6e 20 b4 5c 8a 63 57 dd cd de 93 b4 8a c6 
27 eb 69 98 89 78 97 35 b5 d4 73 9c 18 1f 31 e1 5b 39 3b 7e ae 6d 5a 86 77 f3 4a 9e ab 90 13 88 f0 ea 27 3e 09 fe 72 15 
ad ed 9c ab d1 b4 53 1c ef d3 58 6f db 3b ae aa 6d 07 1d a2 05 23 0e 93 3f aa b9 0a 9b 65 f1 82 4b 28 cd b5 90 8e 42 6c 
20 b8 0e 73 70 68 0b 3e 88 44 a4 70 22 ca ec 26 ed 69 3f c0 ce 
Data Ascii: S+dK3jJ>-z&33jO2Y4"qW(_W2sbuYzq@o9[#':.ds4&YKRG[n \cW'ix5s1[9;~mZwJ'>rSXo;m#?eK(Bl sph>D
p"&i?

2022-04-20 13:07:16 UTC 555 IN Data Raw: c4 4f e8 cf 22 f0 c4 b6 ad 4b 27 bb b5 b6 68 38 eb db 10 82 4c 5f 5d 2e d0 7c a8 ba 14 7b fa 5a e0 e7 ee a1 
16 78 a9 5a 0b 16 6d d2 20 72 72 a5 f2 43 fb ad 21 e5 6f fe d2 d9 fc 24 9d 05 fb de 46 11 b3 7d d2 9f b5 a4 78 60 52 83 
ca 6d 77 48 ce 77 75 24 e4 9f cc d7 4e 23 5c 33 0f cb ef 31 30 b6 a5 a7 ac 74 88 8c 1e 98 73 82 67 c4 9e 76 e2 4e af ce 
f3 78 2e 50 13 48 d4 e0 ad a8 a2 28 1f f9 22 b1 ad 3d e4 6b 11 ed 0c 0d 97 ad f7 9e fb f8 69 62 95 b0 47 4b 11 f7 01 37 
10 30 6a 4b 51 b8 00 35 03 cf 40 83 6d 61 ee b5 d1 cc ed d5 14 50 b0 c3 44 9f 61 e4 63 9e c4 c2 d8 d1 ff 04 f2 b3 46 cb 
0d 54 55 34 f8 7a 37 b0 fa dc 8f 1e 83 36 61 20 f9 85 2d 4a 06 c6 10 c7 a0 f8 3b 71 83 3b 1a b6 90 27 61 f4 10 1b 6b 69 
0b 89 f1 75 a2 28 2f 2a f6 80 07 d3 1d e7 18 ad ca 87 a7 
Data Ascii: O"K'h8L_].|{ZxZm rrC!o$F}x`RmwHwu$N#\310tsgvNx.PH("=kibGK70jKQ5@maPDacFTU4z76a -J;q;'akiu(/*

2022-04-20 13:07:16 UTC 556 IN Data Raw: 77 80 29 47 58 eb c0 b4 9a aa 35 62 b2 c9 fe 9a e8 5b 5d 40 75 bd fa 3b f5 c9 d3 06 40 a7 8d 60 c3 7f 7e b7 
b6 ec 65 d3 ac aa 80 8b af eb 29 37 84 76 86 6c 59 3f 84 b4 83 23 58 96 0f db 1f b6 61 65 f8 8e de 81 c7 0e fc 7f b5 72 
e7 6b 9d 1b 51 6b c7 1e 9b b6 df 86 f6 b0 40 6d ba 38 5f 9e 60 e5 b1 f3 35 b8 76 ff 84 e5 36 ad 94 2f 86 07 a7 49 13 96 
0b 20 08 29 c2 c4 d3 d3 27 b0 d5 dd 9d 0f a3 cb 27 4e 75 6b e2 ee 74 9c a3 c2 45 7d 46 08 6e a7 b8 3e 34 ed 9e fb ed 
51 f3 e0 a2 ca a6 59 9c 3e 11 8d e8 37 9e f3 ec 86 09 97 b3 7e e4 82 18 38 a5 86 39 1e 35 07 a2 3b 9a a7 a0 9f d4 74 f8 
f5 f8 74 1b a8 ad 6d 55 90 a6 e1 5f 0b 4e 52 fa 01 df b5 de af 39 2d b6 61 a1 b3 93 0d dd 7d ad a2 6d 72 10 ba 88 4b 5a 
b8 7b 20 c3 89 4b b7 b4 38 2f 56 69 93 1e 76 76 25 d4 a0 2c 
Data Ascii: w)GX5b[]@u;@`~e)7vlY?#XaerkQk@m8_`5v6/I )''NuktE}Fn>4QY>7~895;ttmU_NR9-a}mrKZ{ K8/Vivv%,

2022-04-20 13:07:16 UTC 557 IN Data Raw: bc 09 1a ee 4d e7 de b2 c7 f4 ef 73 88 a6 a5 6b 72 b0 8c bf de 59 da 05 1c 91 c4 02 21 ac d5 d6 c0 f7 bf 62 d9 
f0 7e 93 ea f0 64 c9 0e d2 68 f0 da d4 fe 21 06 22 dd da da f0 bc f5 b8 06 9e c2 8d ef cb 70 e5 c9 93 3d a8 85 45 56 8e 97 
6b a9 9b 81 8a 2d 25 c2 f0 a2 31 b8 3d 37 99 ca de 17 4b f7 d2 84 12 25 da 71 6a ff 8b c2 00 34 c5 aa f1 e9 c8 7e a7 d2 
cb b8 1a 30 a4 84 48 37 eb ea be 4c a9 10 af 21 30 62 93 cc cc b9 71 24 ac 9c 0a 3c 7b 8a bf 86 bc 29 c3 75 cd 99 32 21 
37 39 a5 bf 59 f3 32 b7 2b 13 93 c9 d5 e4 6d 4a f1 2c e5 35 b5 ce ed 4b dd 92 1d a2 b4 47 6e 6f 94 d9 2d fc a3 b0 8e 80 
5d bd 96 87 d8 14 e0 3a df 5b d6 7f 68 24 cd 8a bb 76 c3 5a b5 17 77 d7 d7 b0 29 61 3f 2d ea f2 79 c9 de 51 72 aa a6 41 
1b 89 9c 3d 0d a0 5d 05 a5 b5 6a aa ae 52 46 d7 2a 
Data Ascii: MskrY!b~dh!"p=EVk-%1=7K%qj4~0H7L!0bq$<{)u2!79Y2+mJ,5KGno-]:[h$vZw)a?-yQrA=]jRF*

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 558 IN Data Raw: ae 84 87 4f 71 6b 0c b4 f7 88 b5 c8 9e 8c 6a f4 b6 63 fe 63 77 9b 1c 23 e8 f7 de 36 c0 4e 35 c5 a1 97 f3 4d 93 
e0 fc 61 c1 cb 58 4e 56 02 81 4f 9f cf f5 12 8b a2 2b f1 a3 47 fe db 36 8d 8d 06 06 03 44 db 5b ee fb 71 79 af 12 be d2 11 
58 ac ae e2 d6 e8 ae 6a 7d 4e 17 46 b1 ed 7b fc 4d 25 56 38 7a a7 52 df c4 d9 85 b2 a8 c0 64 b0 aa 5e 1f c7 8f da 04 be 
2d c4 a1 ee 57 70 d2 97 4b 0c 10 66 d8 23 8c e3 79 43 0e a8 b3 c0 b0 6d f9 c7 90 5f 5b 78 9b 79 48 c0 9c 6f b5 69 5d a4 
4d 26 00 04 9f b8 42 54 ce 34 2a ef f7 b9 7f d8 72 99 76 60 9b 63 72 28 59 16 d5 c0 f2 77 c2 d4 b9 c6 2a 98 4e cc 74 fd 
96 08 48 57 20 5f 14 89 5f 36 c8 a7 00 73 9f 96 cb e5 bc 21 22 b2 5b 17 33 53 0e ea 34 6d 01 54 2d d0 b4 0a 7a 39 2c c0 
7d c0 73 a7 c3 49 42 51 6a 39 69 f1 70 ff 14 53 41 
Data Ascii: Oqkjccw#6N5MaXNVO+G6D[qyXj}NF{M%V8zRd^-WpKf#yCm_[xyHoi]M&BT4*rv`cr(Yw*NtHW __6s!"[3S4mT-
z9,}sIBQj9ipSA

2022-04-20 13:07:16 UTC 560 IN Data Raw: 82 82 cd bd e0 2e 32 8f 8c 1e 14 74 44 b8 b3 fa 1d 16 0d c8 c7 80 54 61 e8 e6 21 4c ba c2 c6 e2 46 28 b7 6b 
56 e1 38 5e 65 32 92 96 01 0a 94 cc 29 e4 ae f3 56 3e fb f2 0a a5 b6 83 12 65 6f 46 af 69 96 35 76 19 97 76 d0 1e 13 b8 
8c a7 87 17 d4 d2 43 60 b8 54 34 e7 15 ca 90 d1 4a 5e c6 45 72 63 62 e3 96 7b 6f 9e a4 86 1d ef 21 3a 5c b3 d3 86 f5 50 
32 c8 c2 03 7d 54 7e 79 d3 2e f0 11 61 96 67 ca 10 89 5c 2e 1f 4f 33 b8 1f 5e ab 86 f5 40 c8 af 1f 04 19 99 c0 3e ae d3 36 
ac 16 a7 f3 8c c0 f7 72 5e de 4a d2 a1 09 a6 82 90 1c a8 88 e2 9f 6f f2 f1 8d 8c 27 ce 63 f8 f7 85 b3 11 ef 34 10 21 a3 ad 
78 d4 d2 1d 09 bd 68 e7 94 6a 5c 96 32 e2 73 9b 85 a6 6c a2 cb bc 78 fb d3 f7 56 99 16 72 f2 55 0a 83 1f f2 e2 33 60 ea 
db 44 78 f4 45 27 e5 67 fe 2c db f8 f1 87 47 b4 70 
Data Ascii: .2tDTa!LF(kV8^e2)V>eoFi5vvC`T4J^Ercb{o!:\P2}T~y.ag\.O3^@>6r^Jo'c4!xhj\2slxVrU3`DxE'g,Gp

2022-04-20 13:07:16 UTC 561 IN Data Raw: ca 39 16 58 00 f7 a1 24 1d 5c cc 28 84 1d 40 ba 23 96 2f 93 ee a0 3c 3d 1a 94 3b 3b f2 76 6b 2c 7f 43 61 07 
d0 41 41 68 b2 93 ea 32 2c 77 58 f4 a7 a3 2b 60 52 54 2c d2 69 86 97 a1 cf 49 93 a8 3a a0 2b 79 d1 b0 70 60 e1 c3 52 
2e 06 d1 72 46 71 29 20 ad bd 4e ee 6b 33 1c 85 bd b6 75 d1 15 97 26 d5 50 44 48 e6 20 0f f6 2a 99 d4 07 f5 40 ce cc 9b 
a4 04 6e 3e 08 73 f0 94 78 ca 38 76 64 ac 26 24 3c 98 02 29 2a 6a 17 62 09 9c b9 16 00 92 5a 6c 6e 1f 08 29 46 aa b8 
00 c9 94 07 f5 d1 9a 2f 2f 60 57 e0 8a e2 e6 0a cb d8 ca 42 66 08 86 bc 85 db 9e d2 86 5c c8 aa 42 a7 b2 a1 07 25 09 f2 
d7 f0 75 a3 a4 4d de 81 1d f9 2b d4 ba 90 f3 b0 cb 73 11 11 95 44 6e 93 9f cd 8a bd 9d 70 46 b3 b4 0a a3 d8 48 16 c5 7c 
06 76 c9 55 8e c6 b9 ae 7a 60 0a f4 06 6d c2 3c 2e a4 52 09 7f 
Data Ascii: 9X$\(@#/<=;;vk,CaAAh2,wX+`RT,iI:+yp`R.rFq) Nk3u&PDH *@n>sx8vd&$<)*jbZln)F//`WBf\B%uM+sDn
pFH|vUz`m<.R

2022-04-20 13:07:16 UTC 562 IN Data Raw: d8 1b 75 57 28 79 71 a4 a6 0f b4 d7 ab 25 9d ff f7 28 aa ac 8d f2 9f d0 53 3d c6 8e d1 d1 50 90 52 c2 12 03 02 
96 7e 40 4b a1 37 aa 5f 64 ed c5 50 e8 90 aa 74 19 73 ae cb 48 51 21 f2 08 45 c6 3c 49 6b 92 e0 bc 59 95 e1 2f be 5e cb 
e0 af 73 d8 ac 67 68 e8 e4 30 5a 01 c0 e6 1c c4 19 80 52 c8 55 86 a9 5f d7 20 bf 47 7d 82 c8 02 6b 08 e6 b1 b1 86 90 c7 
50 8d 01 8e c3 57 4e 43 d6 d0 47 cc c9 25 ce 50 98 d1 cb fa 1a 4a 9b 74 19 96 9b fd 3f a7 f4 1b 16 d6 51 f3 08 49 fa 95 
33 cf df a7 11 2c a0 4a 5d 17 68 e7 b6 ad 6d f7 26 09 90 75 bf 54 c4 e8 0f 4d 62 a0 c1 f3 c6 67 27 d3 af 6a 66 2f c2 7b 8a 
71 8b c4 4f ff 97 b4 3f 88 f5 b8 f2 a7 ce 74 34 d2 9f e6 23 e7 58 7c 2d 5e 49 3f 59 4e a5 93 e7 2b 7e 7c 4b 8f c1 ca a4 5a 
3f b9 64 2b 2f 8a ed fc 01 e2 35 c6 a8 02 3d 8c 
Data Ascii: uW(yq%(S=PR~@K7_dPtsHQ!E<IkY/^sgh0ZRU_ G}kPWNCG%PJt?QI3,J]hm&uTMbg'jf/{qO?t4#X|-^I?YN+~|
KZ?d+/5=

2022-04-20 13:07:16 UTC 563 IN Data Raw: 56 f6 c9 2e 75 ef b2 05 fd 14 5b c6 43 22 21 53 17 d9 15 c6 70 de a4 d5 4d 67 32 2d e1 2e 0f 2b 6d 19 60 6c f6 
76 2f 7a 72 84 7d 99 c6 e7 0d 31 ed bf 16 ad ef 54 66 c3 e2 b6 cd e2 ba 49 ba 2f 7a f3 e3 7a e3 71 25 63 65 ea e8 1f b9 
31 a6 24 a9 f4 c3 d6 56 4a e5 68 bd 2c 07 1d 7f 3b bd dd 6f 38 18 f5 70 da ce f0 a2 1d 5e 42 0c b0 6d 8e 96 06 aa c4 08 
fd 45 2c 8c 5b 70 cd 2f 4a 19 92 a7 3f 8d 7d 91 7a fa e3 b8 66 12 e9 08 fd 64 d0 91 31 25 6a 4e 30 8e cf 70 8c 32 65 e1 
82 81 21 6a e1 45 21 65 f0 dc 62 64 23 5f 2e f3 d3 a4 24 4b 49 c0 48 40 98 cd cd 75 23 79 9b 1f 1e 68 91 0c 30 11 00 34 
15 47 4d 29 9c d7 c2 6e 15 2b 99 7f c3 cc 14 95 82 f1 ce 4f 2b 0a 16 ad 83 f7 58 a2 a0 62 6b ab 38 65 76 89 c2 2a 51 f2 
40 e3 ae fe d9 da 8c 18 9e 18 f5 b5 37 e9 a2 59 16 15 
Data Ascii: V.u[C"!SpMg2-.+m`lv/zr}1TfI/zzq%ce1$VJh,;o8p^BmE,[p/J?}zfd1%jN0p2e!jE!ebd#_.$KIH@u#yh04G
M)n+O+Xbk8ev*Q@7Y

2022-04-20 13:07:16 UTC 565 IN Data Raw: 7d 60 92 33 f8 45 fb ed 85 b4 31 fa 23 b6 49 26 16 64 52 b9 57 bb b0 68 8d 00 39 b9 5f 4a c2 3a 37 49 f0 d1 
a1 1f a6 65 5a 01 88 e4 96 9a d4 4a c0 ed ef 10 8d 80 14 7c 85 14 65 c6 0b cd 92 27 f9 2c cd 96 f9 ec 06 e6 06 ff 94 d9 
12 e8 a4 79 99 67 4f f2 86 18 55 3c de 7d 3c 8d c7 f1 ad 34 96 e7 ab 5b b3 81 5f 28 0b 74 b9 e4 d2 2c 5e 1a a5 cb 78 f6 
14 dc 7e ea 0b 6e 9f 89 97 62 81 93 5b d1 87 d0 98 0a 55 69 e2 8b 86 ee 94 59 1b f6 9e f6 80 6c cc 87 f9 44 66 78 d9 c6 
2b b3 bc d1 79 ad 31 33 f7 bb ba 0e 1b 71 eb 1a 0a d3 09 26 84 14 d4 63 9a b1 c8 33 b7 91 67 44 fa 3e a6 19 41 ba 9b 
b3 79 03 34 97 35 f5 c7 ce c9 24 d6 a4 09 90 f2 b7 50 1e 16 88 39 94 7f 05 f7 be 60 7a 7f 59 7a 55 41 b8 1a 6e 11 2f 84 
25 4a 72 cd 64 ca 80 4a be e3 03 95 b6 2a c2 4a 46 28 d6 0a 
Data Ascii: }`3E1#I&dRWh9_J:7IeZJ|e',ygOU<}<4[_(t,^x~nb[UiYlDfx+y13q&c3gD>Ay45$P9`zYzUAn/%JrdJ*JF(

2022-04-20 13:07:16 UTC 566 IN Data Raw: 45 1f 1a 90 70 1b 91 76 0c 8f 1e 90 a8 f7 e0 80 d2 df f8 80 2a 34 6c 58 79 7c 53 b4 78 3e 52 b4 41 53 6b 5c f2 
c7 32 c3 69 49 78 aa a0 df 24 89 3f 1f 68 41 48 e1 90 4c 44 77 63 33 12 9d b5 51 79 5e 78 11 0e 55 a8 7e 94 2d 2b 9a f0 
6b af 79 a8 45 ed 87 18 47 c2 37 05 21 ca fd ba 91 c5 5e f1 92 a2 d0 6d 89 78 1a 6f 34 74 eb 62 40 63 bc 8e d3 99 b4 40 
86 6b d3 3c 34 9e 03 21 a6 22 a0 62 9b e8 86 ca cf ca 0e d9 57 b9 ac 8a 7d 04 6b 4c 99 3d db 7a 96 a7 34 c2 44 b8 72 
b7 eb 6d 66 6c 11 01 d1 2b 6f fa e4 f5 8b c1 30 53 31 e7 55 9c 71 d7 49 33 ff d0 e5 3e a2 80 2c 0d db 4b 84 29 da d9 f3 
45 ff d5 34 57 83 c7 a5 67 bb 02 ba 1b fa 37 ac f4 e7 b6 97 d5 6b d7 a6 b0 98 b5 b7 71 8b 48 f4 5c a3 82 b5 7c 4e 3e d4 
d4 07 ee fa ff ab a2 0c 5a 81 05 1f 88 25 68 60 1a 63 83 
Data Ascii: Epv*4lXy|Sx>RASk\2iIx$?hAHLDwc3Qy^xU~-+kyEG7!^mxo4tb@c@k<4!"bW}kL=z4Drmfl+o0S1UqI3>,K)E4
Wg7kqH\|N>Z%h`c

2022-04-20 13:07:16 UTC 567 IN Data Raw: 52 6d bc 1c c0 40 a3 c6 f0 d4 ba ff ca fb 5a 88 1f f6 ba 5d 33 34 6f 65 38 10 91 3f 19 1a 23 16 74 33 d9 1e 6b 
14 3d 01 2d b1 34 33 c1 81 82 60 6c 7f 4e f3 8a 38 09 8c fe a0 0b 7d b4 4b 61 08 e8 2f 81 8a b4 89 b1 7a 81 cf 66 ce 7d 
0c 73 7e 3f 63 8c b6 60 c0 65 20 d6 75 7e 36 9d 72 cb 37 00 a4 88 f3 47 31 99 a1 ec b4 9e 29 59 94 13 ea 6c b4 a7 f0 24 
9e c6 71 02 97 de fe 84 b6 3f 40 3b a3 51 59 9e 90 54 ef 15 9c ff 77 74 99 c1 0a 02 d7 9e bd 47 f6 32 2c a2 ce 3f 29 0c 50 
34 98 30 25 f8 2c 1d 45 b6 8c 31 41 2c e9 a0 30 38 68 60 e1 d9 e8 97 bc ba 30 c5 55 a2 00 c9 09 5e b0 69 fa 85 bf 2c 67 
e9 38 af be 24 3d f8 cd 3b 25 21 07 25 60 a8 76 72 64 f4 05 d3 2b be e6 3b f2 fb 4e 2f 96 cc 04 59 e2 ad 1d 28 1a a0 ca 
c1 c6 f3 24 9c 76 4c 31 8f 4a 4d fd 7f d8 fb 16 ee 
Data Ascii: Rm@Z]34oe8?#t3k=-43`lN8}Ka/zf}s~?c`e u~6r7G1)Yl$q?@;QYTwtG2,?)P40%,E1A,08h`0U^i,g8$=;%!%
`vrd+;N/Y($vL1JM

2022-04-20 13:07:16 UTC 569 IN Data Raw: d9 84 eb fd c1 fd 8a b3 94 11 df 1d fd ba 87 ee 1d b0 93 f8 0c a6 a2 c8 af fb 04 c4 d4 87 5d fa 22 79 5e 5e 5d 
b4 6f a6 93 c1 19 9c 86 ff f6 2a 7c ff 6e ef c5 6f b7 6f 5e fc f6 eb 8f 5f e2 5f fe 31 7f 7f b8 7d b3 f3 69 2b dd 7e 77 f1 8f ed 
4f 6f ae 93 8d ed 8b e4 a8 97 ee be 7b f3 6a 3b 7d f3 22 fe e5 e7 97 3f 4d ff f1 0a d2 5d 6f 6f ae 5f ec 7e fa 09 ff 4b df 7f 
ba c9 e0 bf eb b3 17 37 df ff f6 e2 1f f3 ed 77 6f ae e2 5f be ef 8d be 40 de a3 0f f3 bd 8d eb 97 3b 98 f6 e8 a7 72 2f 5d 7f 
b5 b3 b9 75 bb bd b9 d5 83 bf af e0 ef 2a 7c 2b 77 8f 3e ce e1 db cd ee c6 2b f6 7d 63 fb ea fd a7 eb ab df be bc fa fb ce 
4b 68 e7 97 57 91 17 82 50 80 17 09 ff 93 9d fa f8 eb 41 be fd c3 4f ff d8 fe dc bb d9 3f 5c 7f 01 8d bd 39 db e8 dd e0 df 
9d a3 ad f9 de e6 56 b5 77 
Data Ascii: ]"y^^]o*|noo^__1}i+~wOo{j;}"?M]oo_~K7wo_@;r/]u*|+w>+}cKhWPAO?\9Vw

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 570 IN Data Raw: 22 66 98 b3 ef 13 68 7c a2 40 e3 09 49 1e aa 41 d7 3e ea 7d 1f 26 24 08 fd 18 ab b8 ec 9f 07 66 01 ae 7b 1b 
09 24 13 25 8c 72 7d 0c 07 30 d2 30 2c 4a 3c 82 4c d2 59 67 16 63 a4 31 0c 89 9d 17 1d 58 15 e7 a4 a6 f2 46 f3 a2 cc 
0b e6 e3 31 91 ae 1e f0 e3 b2 48 ce 49 e9 5b a0 3d 27 b7 49 13 8f d3 74 ac 1e 60 ab a3 87 f2 33 fc 41 1f c5 cf 09 fd b8 
a5 0a ae e8 ee a7 93 9c 9f 63 3c c2 13 e0 0a 31 b7 af 3e da dd 81 01 b9 20 17 b2 95 b4 7c 8b 71 4e 13 9f 7b 8b 8f a5 13 
38 3a 8c 73 47 f0 0f 59 19 9f 27 ad 38 1b b7 e6 19 3b ed 25 e3 56 96 67 9d 8c 72 b5 60 b5 c0 38 b6 ce 8b 7c da d2 4d b5 
68 2c ba 2a b4 4b 16 79 a7 23 20 a7 c4 6b 8f 11 26 0b 41 a1 f0 4f 3b ca 48 97 a3 a8 ad 7e db 75 9c 8e 4f 3c ed b8 57 b1 
78 11 39 5e e0 a6 51 6f 90 ae 89 58 d9 83 b4 dd 0e f2 76 e4 
Data Ascii: "fh|@IA>}&$f{$%r}00,J<LYgc1XF1HI[='It`3Ac<1> |qN{8:sGY'8;%Vgr`8|Mh,*Ky# k&AO;H~uO<Wx9^QoXv

2022-04-20 13:07:16 UTC 571 IN Data Raw: 04 2d 0f 7b 29 4e c1 3a 7c 43 58 e6 a7 4f 57 f4 63 a9 88 38 d1 2d f3 69 e2 92 93 2b d8 19 40 9c f1 b3 80 ee 
58 97 d4 b8 1a 2c 34 22 71 50 89 35 45 72 fc bc 70 e4 fe b0 75 33 b3 bf 4d c7 4c 8c 13 68 9f 70 cc b3 cd 91 d8 a8 29 e0 
df 86 04 ae 61 9d 2f 4f ab 27 9d 05 3a 62 2f 29 58 f0 de ff b1 08 cd 82 d5 89 75 7e ec 6d ef bd ff 70 04 9f 8e b6 7e 3d 5a 
3f 40 a2 f1 58 c0 63 f8 b1 bb d9 e1 bf 4f 10 6c 02 04 f5 f1 7c a4 4f 97 11 78 05 56 d5 28 86 63 b7 27 c2 5e fc 17 82 d3 85 
ac 3f f2 19 05 df 63 60 14 2c 76 5b 88 31 7d 1f 5d 72 05 47 89 ff 12 81 26 80 9d d0 a3 28 de ab 95 3c 70 f1 13 ce cb 6b 
11 ba 32 b2 33 b6 44 f6 8a 62 30 d6 df 8f e5 91 c8 6c 71 8a 39 fc ec fe 3e a7 20 56 75 d5 ac e3 54 20 9a 8f 84 de 00 ae 
cb be 0f 50 88 ad 59 b6 50 cc 0d 32 33 87 b6 36 26 
Data Ascii: -{)N:|CXOWc8-i+@X,4"qP5Erpu3MLhp)a/O':b/)Xu~mp~=Z?@XcOl|OxV(c'^?c`,v[1}]rG&(<pk23Db0lq9> VuT 
PYP236&

2022-04-20 13:07:16 UTC 572 IN Data Raw: 60 56 18 7a b3 32 a3 55 35 36 32 09 42 d7 f6 b4 99 54 b0 5f 33 13 71 4f b5 ab b6 19 ae d6 ce 6c 22 6d 0f f6 4f 
93 86 07 2b ab 64 e4 be d2 63 76 1b 63 26 57 a2 ca 72 30 6a 96 bd b5 f9 48 68 dd ae f4 16 04 cf 30 00 c9 02 e6 64 c0 1c 
77 67 0f 07 85 3a d7 83 42 9d 6b 41 a1 2a 3c e0 e9 41 a1 54 7b c6 20 9c 69 f1 a1 60 b0 b2 0b 3a 13 99 c2 1a 3f f8 4c 80 
31 74 99 6a 55 f1 8f d0 c9 55 4c f6 03 d3 90 21 97 c9 35 60 6c 4d ea bb 70 22 d0 cc f4 d8 83 68 bf 04 ff d3 e0 a5 bf b6 80 
55 da 83 b1 90 81 73 61 cc 4c 58 0d 1c cd 72 8b 4c e4 d1 52 c6 5a 28 66 e2 de da 14 21 3e fc 40 8a 84 24 79 77 af 38 5a 
e8 fd fd 1d 34 fd 2c 66 e7 99 60 b1 6c b7 ab 35 da 6a 17 bd 61 92 35 df b0 16 ba 01 dc 0c d6 59 fd 60 b5 ee 39 c3 f3 d5 
c3 f1 d9 a7 a9 24 cc 55 0c 63 0d 58 00 c3 ac 4a 4d 
Data Ascii: `Vz2U562BT_3qOl"mO+dcvc&Wr0jHh0dwg:BkA*<AT{ i`:?L1tjUUL!5`lMp"hUsaLXrLRZ(f!>@$yw8Z4,f`l5
ja5Y`9$UcXJM

2022-04-20 13:07:16 UTC 574 IN Data Raw: ef be d4 cd 7b cf 4c 30 2b 53 5b 96 45 4d 23 3b d0 a4 6f 39 0d 12 3a ca dd 39 5a 4f cb 3b 67 35 bc 67 76 ab 
a9 eb 0d 5d bb 32 66 d8 31 17 0e 7b 07 66 d8 da 9c d6 48 6a 1c 2c 0c a6 ef a6 31 89 fe 2d ef cd 96 b7 65 01 eb 44 5f 56 
4d 57 f0 8d 05 68 83 21 18 20 9c 87 12 38 2d 23 7c 7f 46 56 6e 9b 0f 42 3b 4e 09 b7 65 3b fb 7c 90 ce 66 64 6a b6 d7 88 
77 79 68 7d 11 b6 6e 36 20 8d 30 ec 7a 34 26 e4 a4 09 64 c6 84 83 c4 96 ea 00 42 9b 36 5e 0c 83 a0 d9 73 bd de 46 04 
36 e8 c1 83 b8 24 30 30 f3 6f 00 16 0d b7 6b 18 3b 58 8e 66 02 a3 0d ba 9c 88 fa 58 c1 cf 22 cf ab 43 91 42 9a 3c 3e 38 
88 d4 70 1b dd 19 5b 81 30 b3 1e b4 2f 08 df 7d 13 b6 28 2f d8 34 20 a3 de bd 83 32 f7 ff 1a 44 57 5e 89 e1 f3 c9 2a d9 7f 
dc 9c bd 79 3c 82 17 b3 e2 69 6e c6 49 33 cc a8 9c 39 63 
Data Ascii: {L0+S[EM#;o9:9ZO;g5gv]2f1{fHj,1-eD_VMWh! 8-#|FVnB;Ne;|fdjwyh}n6 0z4&dB6^sF6$00ok;XfX"CB<>8p[0/}
(/4 2DW^*y<inI39c

2022-04-20 13:07:16 UTC 575 IN Data Raw: 3b 68 b7 2b ba d3 3a ae 4e 9a 54 89 fc 0c 21 86 52 a8 aa 57 5d dc 5d db de 9b 16 61 dd 1b 08 05 8a ae ac 68 
50 61 00 3f d5 04 11 c5 2a 30 88 b6 61 97 6e da 9c 48 29 f9 de a5 85 0a 4d 55 e3 a3 f5 21 35 ad 14 e9 81 de 3f 5e 67 e4 
28 42 c6 e3 79 c0 45 b4 ee d2 c5 00 f3 19 82 6c c2 6e b3 75 5f 7a 8e 3f 5b a2 2b 3c 9a ea 78 e4 c7 19 ee 3c 1c 80 87 b4 
4a 7f 42 4d 84 ea 4f 5d 4f b4 93 50 b5 4d 7a 0f 2b 94 95 50 7c 08 a1 88 9a 63 84 d6 02 56 ea 8d 10 82 ee 2c bf 21 0f 4c 
e6 54 e0 15 f1 38 cd e5 0b 01 89 8d a7 25 fe 8a 23 6e 43 7b b7 26 cc a6 40 70 23 34 f9 a2 8f 8c 01 d7 3e af 9e 84 22 e8 
25 36 9e 88 5d c4 ff 2b 69 53 32 3a 48 91 c0 f7 2e 50 67 5d b7 d1 b4 4f 7b ba 0a e9 58 4c 9b 30 f3 f0 b8 83 86 74 b9 64 
8f 23 86 c0 87 b3 64 38 70 29 83 5d 46 05 04 97 51 1f 7c 
Data Ascii: ;h+:NT!RW]]ahPa?*0anH)MU!5?^g(ByElnu_z?[+<x<JBMO]OPMz+P|cV,!LT8%#nC{&@p#4>"%6]+iS2:H.Pg]
O{XL0td#d8p)]FQ|

2022-04-20 13:07:16 UTC 576 IN Data Raw: df dd 91 b9 2d 9d 12 3c de c7 92 73 5d b2 b8 9f 15 e9 34 86 63 9d eb db 3c 13 8f 5e 7f c5 f1 5d 40 f8 e8 04 9b 
8c 5d 0d 34 c4 09 73 2b ce 50 f9 5d cb 21 86 bb 71 03 d7 cd 09 5c 61 60 51 7e 12 b7 0d 56 f1 9a fc 6c 2c 1e df ec 62 04 
52 92 58 1a da ec 9b 5a 48 4d 8f d5 13 96 0e 8f 4c df 59 ad b5 4c 09 36 8d fd 16 ad ab f7 c9 05 be e4 1b 33 13 e1 5d 8d 
a3 89 12 d0 e9 93 a9 e2 28 6b fb b7 29 43 f1 f9 36 b3 29 ce 57 cf b8 62 ce 1d 57 c6 48 9d 94 0e a7 1b dc 8d b5 03 39 c5 
29 a8 4a 61 2c b8 a5 74 01 86 ed 
Data Ascii: -<s]4c<^]@]4s+P]!q\a`Q~Vl,bRXZHMLYL63](k)C6)WbWH9)Ja,t

2022-04-20 13:07:16 UTC 576 IN Data Raw: 20 4b 4f 78 f3 ea 64 ff c0 09 7e 16 67 c9 a3 43 d6 6a 46 aa a6 79 e5 7b 56 4a 7d f9 b1 e0 04 ef a9 fd fd 24 44 
a0 d8 c9 84 3d 96 fd 2a 24 ed 9a 78 cc 25 5e e7 57 76 b2 86 d8 69 40 55 8f fd 54 60 76 12 62 a7 d0 41 fe bd 07 47 47 3a 
6c d1 18 48 38 a3 ac d1 95 53 a5 a5 b9 c7 98 a7 33 dd 65 af a7 a1 c4 a4 d1 dd c2 b2 72 e4 a1 df 31 42 43 1d 1c 9d 8f a1 
b0 72 ed b7 8e 2e 93 16 55 d6 62 b3 df a2 a1 4c 99 33 50 d9 9a c6 13 74 72 4f c6 5d 4a 89 6c 84 90 d5 79 e2 fc 0c 47 a9 
15 17 49 4b 40 15 75 b9 e7 a3 0d 3f 90 38 a0 da 1f 6e cd 6d 3e 67 88 4c 05 c3 54 4d c6 f0 58 b6 e2 09 85 a6 6f 9d 25 49 
d6 e2 91 29 b0 62 74 74 ac 90 d7 a7 e3 50 fe 9e e5 2c d4 b3 7a 23 6d d2 c3 14 ed 2b 2b 3d e4 b6 7e f0 03 62 b8 85 5d 
4d 77 34 47 ff e5 3b cd c3 66 ac c3 b7 b2 85 c7 61 62 37 
Data Ascii:  KOxd~gCjFy{VJ}$D=*$x%^Wvi@UT`vbAGG:lH8S3er1BCr.UbL3PtrO]JlyGIK@u?8nm>gLTMXo%I)bttP,z#m+
+=~b]Mw4G;fab7

2022-04-20 13:07:16 UTC 578 IN Data Raw: d9 40 6c a4 ad 9b 51 92 8c cb 7a 6b 75 95 b4 39 ba 42 d7 2b 5f 4b 77 f3 35 39 82 68 f1 ae 06 9e df f2 bc 96 9f 
17 12 c9 c3 6c 16 ed b5 a4 b0 c4 54 9c ef d5 9d 45 b4 0e aa 4a 98 8f 0f 99 89 5b a5 ea 67 35 07 c0 80 0d 1c c5 94 0d 14 
74 4c e1 9e b6 5a ae 54 2d a5 9c c0 7b 5b 3a 6d 22 5a 90 4f c1 54 02 c4 09 42 cd 04 fb d7 73 34 8b 07 43 13 a7 bf a5 ee 
15 8f 6a e7 77 da d5 ab 01 3a d4 dc 5e 23 f6 7b 08 94 e2 38 93 dd 6d ec ec 1f 6e 81 60 90 31 3f 3c 4c d4 c4 8d 0d 18 78 
53 7f fa 87 ef e2 d9 29 6c 9c 08 d6 91 84 29 5e 0d c0 63 99 c2 6c 25 6f 70 17 48 bb e5 65 7e 0d 5f 06 69 97 ed c0 82 89 
e7 75 66 9e 76 eb 3b a1 b6 63 d5 3f 9b 50 6c ea 94 d4 b8 42 08 b9 cb 48 e8 a4 59 1e 53 8b 35 10 8d ff 19 36 18 dd ed ea 
23 47 99 d5 d0 15 02 bf 6a f9 d8 91 76 25 86 aa 81 0b 
Data Ascii: @lQzku9B+_Kw59hlTEJ[g5tLZT-{[:m"ZOTBs4Cjw:^#{8mn`1?<LxS)l)^cl%opHe~_iufv;c?PlBHYS56#Gjv%

2022-04-20 13:07:16 UTC 579 IN Data Raw: df ac 20 54 35 bb 93 01 83 f0 a8 d5 d2 78 a6 3b c3 08 7a d6 8b 5a ad 40 45 59 8d 8a a8 1c 71 ad 97 1c 09 7b 
30 9f de 43 cf b9 db 5b 7d ca 12 04 2b 27 20 ee ba bc a9 32 7e 35 b5 21 2d b8 06 eb 4b 87 9b 02 cb 2e 30 73 b5 da 70 
35 25 6c af 1a 81 84 c9 bf af 4c 2a 6e b4 e4 eb e5 18 31 a9 dc 37 0f b5 46 6a c7 8e 90 86 06 f8 9e 6c 81 32 e9 93 de 40 
75 ea d2 0d 46 65 7a a8 8a a2 4a 40 83 07 8a d2 f8 15 e7 30 33 2f fc 75 67 6c 97 23 a3 b8 1a 25 ab 00 bb fb d4 68 86 a0 
6d cf a6 4a 57 77 8a 55 76 5f be be 39 d5 0d c5 5c 67 53 ab 22 b3 95 ee 8b eb ff e6 1d 56 d3 33 89 51 96 f6 8e d6 20 da 
a3 b4 a4 f5 da ed a3 55 f8 80 02 96 d1 10 1b b7 d7 d6 60 26 0a a7 ed d1 24 ba f4 34 10 07 7a 02 be 76 0c db c3 ee d1 fe 
fb 90 ac e3 8e f0 3a e0 c1 e4 6f f6 8f 8e f6 77 59 8e 37 a4 
Data Ascii:  T5x;zZ@EYq{0C[}+' 2~5!-K.0sp5%lL*n17Fjl2@uFezJ@03/ugl#%hmJWwUv_9\gS"V3Q U`&$4zv:owY7

2022-04-20 13:07:16 UTC 580 IN Data Raw: a6 7b d3 e0 fb 32 9f 5c 21 2f a8 a9 42 a5 1c a1 21 7e 69 61 2d 1d 13 42 46 ea 93 5b 98 d8 a4 26 e5 e1 ae 61 
11 9a 5d 10 1e 8b 2b 3b a3 f2 4e 72 38 19 38 4c 53 b8 c9 41 5d 1f 24 cc fd 06 16 18 8e 5d c0 80 1f 15 95 45 0b f1 65 04 
3a 97 5f a4 b8 e5 b4 34 90 c6 85 0d 0e 49 8e 4a 1f f0 4c a2 74 c0 28 92 b6 67 fb 1d 79 0f 76 08 0f 03 ce 2e 0d f8 1a 15 1f 
b5 65 89 dd 32 9c b9 ef 8c 23 57 df 73 1c 69 bd 90 1d e5 fb 9e a1 7f f0 30 b0 b8 f2 3b bf db 60 b8 3a de 88 6b d5 d6 77 
b6 7f d8 3b 3d 3c 5a 3f 38 ea 7b f1 24 bd c8 3a 14 f2 52 7c 41 10 1c fe 3e c9 c6 5e b8 ff f6 ed e1 d6 91 c8 c0 b0 f8 44 0e 
fe 8d b2 f0 2f 98 07 5b 70 fb 50 0b 8e f6 df 1f 8a 8a 40 36 2d c5 7b a6 ed 95 9f 98 54 8a 5f df ec ff 0c 7d 8d cf 72 0c ca f8 
66 6b 67 ff 97 be 77 96 4c f2 6b aa 4f f7 74 
Data Ascii: {2\!/B!~ia-BF[&a]+;Nr88LSA]$]Ee:_4IJLt(gyv.e2#Wsi0;`:kw;=<Z?8{$:R|A>^D/[pP@6-{T_}rfkgwLkOt

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 581 IN Data Raw: 8e c3 3c 34 30 42 58 b2 b5 05 db 4e 45 e8 6d d7 f2 1c a4 6b 02 ae 9a ce c9 0c df 2a 5e 93 c1 55 e9 75 da f1 
8b 4e dc ae 02 fa 4c e6 42 16 73 a6 76 8d 9b 79 77 19 d9 ec a5 3d 0e 27 8d 8c 61 30 96 cd 62 2a 08 d6 ae c9 5a 29 db 
45 ef c7 1d bf ec 4c 54 c3 92 7a 7c 89 a6 85 a4 80 d6 56 a2 28 13 fb 04 96 0a cf b9 bd 82 0b 86 01 de 28 2f 32 2d 8a 14 
f5 ba 4c 23 25 56 5a a2 54 e8 2a 38 83 c7 54 5c c1 10 57 ff 6c 12 03 bf e7 af 42 0f 75 5c c0 6a d4 07 52 94 89 1c 56 db 
ce d2 71 da 2c 77 b1 23 b8 90 15 cc 5e 10 1a 9a 4d c2 ce e5 e4 dc 27 69 4a 49 fe 9a 53 44 d6 8d 49 0a 07 bd 03 54 4b 
a3 4c bc 1b 57 97 08 3e e3 67 5d 0a b4 c1 ee 90 47 94 88 66 19 f7 4e 2d d1 25 51 a4 9e 8a d1 68 20 a2 a7 1a 87 b4 65 7
5 c7 51 41 2a 82 70 0c 3f 48 2e 03 02 2c 58 2b 8c 18 ab 34 76 7e 
Data Ascii: <40BXNEmk*^UuNLBsvyw='a0b*Z)ELTz|V((/2-L#%VZT*8T\WlBu\jRVq,w#^M'iJISDITKLW>g]GfN-%Qh euQ
A*p?H.,X+4v~

2022-04-20 13:07:16 UTC 583 IN Data Raw: 62 04 70 b7 5a cc b0 3c ec 36 37 76 5d 75 91 b4 bb 2c 2e b7 19 a0 ea 04 63 ca ab 2a 64 ba 87 cb 3f c1 40 ec 
7a e3 58 17 b6 b3 cf 07 e9 6c 36 a9 95 a2 f2 e5 7a 3e c6 ab d2 29 47 44 11 48 ed 1e 73 ed 79 1f fd 3d 3c 8f 7a e1 68 19 
b2 f3 48 98 da 7b af ad 2f 29 7c 12 f1 ae 44 d4 2b 7d 01 7d 0e 6f c2 bd f0 30 dc 0c b7 c3 77 a1 dc bb f7 a4 63 e5 80 c7 21 
0c 79 08 c2 50 05 50 0c f5 b0 87 62 a9 23 5e 48 91 8e aa be b7 e5 85 3c a8 55 ff d8 fb d7 70 0a 1c 66 36 af a4 57 00 06 
2f 53 d3 c9 23 cf c3 af e1 bf 50 9e 83 41 e2 a8 25 7d 97 f6 56 1b 0b 6f 0d ba c9 02 ce 75 c8 82 e0 f5 5a 09 f2 1a f4 96 ff 
b1 3f 7b e4 2a c2 30 5c be a3 b4 da 78 f1 94 34 6c ad 18 68 87 07 1c 8b bc aa 98 27 9e 28 f5 3b f4 c1 33 fc 66 f4 2a 50 
74 c7 ad f2 32 2e b5 a8 7a e9 d8 03 d1 35 e3 3e 63 
Data Ascii: bpZ<67v]u,.c*d?@zXl6z>)GDHsy=<zhH{/)|D+}}o0wc!yPPb#^H<Upf6W/S#PA%}VouZ?{*0\x4lh'(;3f*Pt2.z5>c

2022-04-20 13:07:16 UTC 584 IN Data Raw: e9 d0 ca bf 3e 23 26 c4 ca 10 fd 03 1c 02 ad b1 f0 0d 5a 12 5d 31 dd c7 0d 3e d1 87 42 6d e7 df 47 97 5b f3 1a 
36 8a 5e 84 2b e7 84 8e 91 49 8f 7f 83 8c b1 1c 15 6f da 27 ac 07 be 32 cf 26 f3 c2 4c 8d 58 87 13 34 ce 1f 63 58 6e 36 
d4 db 25 13 7c 19 36 c8 f6 74 9a 80 f0 59 25 06 48 08 6f b8 5e cf 2a 5b 99 5a 48 be 27 b8 ee a1 82 32 2a ef ef bf 81 c5 
58 eb cc 2f bb 82 a8 e9 1d 09 f2 aa b6 5b c6 78 0b c1 25 6b a9 ef 50 00 ef 13 93 47 09 53 30 78 9d e9 27 fc 64 31 2c da 
1e 7a 04 27 7d d4 84 4c d1 f0 f6 e2 02 99 a9 e5 cb ce d6 ca 3e 8b f3 82 8b 62 81 1b 44 03 7e d7 8a a5 e2 4a 22 47 13 b4 
83 92 31 ed 83 15 04 e2 d6 88 c5 4f 22 73 49 81 c0 12 25 61 d3 76 96 10 d7 e5 2c 74 a1 ed 63 f5 fd bf 3e cc 8b f0 49 60 
70 5c e0 f8 42 36 34 45 f0 a7 4f af 7c c1 ed b6 e9 6e 
Data Ascii: >#&Z]1>BmG[6^+Io'2&LX4cXn6%|6tY%Ho^*[ZH'2*X/[x%kPGS0x'd1,z'}L>bD~J"G1O"sI%av,tc>I`p\B64EO|n

2022-04-20 13:07:16 UTC 585 IN Data Raw: 3c 9d 20 43 a8 8f 13 01 3a 55 d2 f5 23 a1 ad 8e 5f 3d 8c e5 72 c6 c1 ae 63 cb e2 80 88 ca e1 09 dd 88 69 25 
c9 7e cf e5 29 d0 dd 41 e7 68 0c 1a fa e6 6c 96 ac 5e ef 30 f1 87 60 31 6e 94 bb 4c 48 52 10 29 27 f0 fa 88 5d a4 a3 d6 
27 8f 70 4f e3 cf fa 0e 89 88 04 65 34 89 72 38 b2 2c c2 97 3d 38 bf 8c da 8c 99 70 61 0f 55 bc 07 c9 c5 d6 cd cc f7 fe e5 
b5 47 a1 97 a2 40 06 cc b1 8c d2 fa 4d 4f 38 a1 1c 6c 7a 85 b7 99 11 57 bd b4 ce 8e 13 18 65 34 9c 87 15 c8 83 6d 08 97 
d9 40 f9 b2 65 51 6f 90 ad 4d 84 f7 5a bb 9d 91 f7 1a e4 82 bd 6b 72 9c 9d c8 5d a5 84 07 64 53 a8 e8 8c ec a9 e5 b3 43 
dc 41 5f 92 51 15 6a 53 b7 64 11 4a 66 76 6c cd cf c9 62 20 14 62 b0 8b 52 41 6c 83 84 aa 3d 0a 73 ff e6 96 ed 90 99 f0 
87 05 06 9a 46 33 54 a9 ea 65 b9 71 9e 72 5a df 73 e4 
Data Ascii: < C:U#_=rci%~)Ahl^0`1nLHR)']'pOe4r8,=8paUG@MO8lzWe4m@eQoMZkr]dSCA_QjSdJfvlb bRAl=sF3TeqrZs

2022-04-20 13:07:16 UTC 587 IN Data Raw: 5e a4 06 b4 16 5c d2 72 d3 dd 3b bb 60 e1 ea da 9a 4c ba a9 6c eb d4 04 f2 18 ec 2d 76 cb 0c d2 68 dc 62 d9 
85 99 15 ca 50 7c 0a 79 c1 2d 58 db 04 c4 fd dd 5d 6f f1 dd 8a 17 1e 8b 2a 4f 02 32 e7 94 2e 10 77 72 48 31 8c 12 bf c7 
d0 75 c6 a2 a9 21 9f 51 e3 1b 7b 17 f0 3b 8f ad 49 3f 0b 65 14 d0 7e ec 30 e2 e5 a4 86 6a 90 92 ae 4b 50 64 e3 97 23 e5 
9b db a3 f8 02 23 7b 1a 3a 09 34 5e 82 69 41 ee 88 a1 c3 eb 01 b4 f8 ae 9e b9 e3 4a ae 6c ea 8a f2 4c 2a ca 77 37 3b 9b 
db eb 3b fb 3f 78 78 bd 6b 46 9e dc 74 07 9c 14 1d a7 c0 80 d4 f1 be b3 52 34 3a ca f4 30 5e 44 ad 22 d0 02 94 6e 86 02 
43 1d 83 22 13 91 0c 0f 25 a4 4f ee 10 9a 35 59 ae cc bb e4 7c ab 15 16 be c3 31 c4 45 16 52 3c cc 3b e9 a2 83 41 2f 6b 
f6 94 38 4a 67 b2 51 ea b7 b4 14 0b 1b 46 d1 1a 21 5f 1e 
Data Ascii: ^\r;`Ll-vhbP|y-X]o*O2.wrH1u!Q{;I?e~0jKPd##{:4^iAJlL*w7;;?xxkFtR4:0^D"nC"%O5Y|1ER<;A/k8JgQF!_

2022-04-20 13:07:16 UTC 588 IN Data Raw: 68 3f 6d bf 27 9a 78 2f 28 61 c2 81 4f 3a ef 39 91 4c 18 70 49 e7 7d c7 df ec 9e 4f 72 8a c1 c6 3a 7b 16 17 30 
2e c3 d5 bf f5 7b 68 47 1e 8d 10 b6 ad 33 25 24 c7 59 e4 8f 18 3a a6 fc c3 e0 39 a7 1c e0 b1 e3 53 f2 f6 88 57 08 7c 03 
55 61 ac b2 17 cf de 87 e7 70 d6 6a da ea f5 bb f0 f0 02 12 3e a8 08 09 cf 1e 48 45 71 8f 20 dd 95 f3 fe 16 c4 25 3c da f2 
1b 6c 85 3d c5 97 d7 a0 fe 2a f2 ce 26 39 ca ef 18 46 c9 12 8d 74 60 9d d0 91 35 5f 70 93 ce 3b 15 76 0b 58 48 19 0c 9c 
d8 86 89 1d fb 8b 45 f9 02 9e 92 99 7a bc 61 d9 a5 70 10 7c 10 36 90 f4 ee ef cb fe 39 08 22 67 c2 92 e0 0c da d3 bf 10 
4f 17 f8 e4 ce 86 a6 c4 9a c0 f5 fa 12 8a a7 7e 20 c4 c4 0d 67 1a 27 d1 25 43 d5 e5 df 10 85 95 92 33 9e 7d 85 67 54 ba 
35 c3 b0 a0 b8 ff b0 f9 b8 4a 8a 73 0c 89 c4 36 c6 
Data Ascii: h?m'x/(aO:9LpI}Or:{0.{hG3%$Y:9SW|Uapj>HEq %<l=*&9Ft`5_p;vXHEzap|69"gO~ g'%C3}gT5Js6

2022-04-20 13:07:16 UTC 589 IN Data Raw: 30 8e 10 d8 47 2b 8c 1f 27 05 02 97 14 89 c6 61 de 4e db f9 f3 17 cf 12 52 13 99 87 cf 82 47 52 c0 ff 63 59 7f 
8c 56 7b 61 92 44 af f4 8b cc 2f e1 2f 61 1a fe 1c 7e 0c ff 19 fe 10 fe 1a fe 14 fe 26 c9 9c 79 2f a2 2b 98 b4 2b 1d ea e0 78 
f5 b5 72 12 56 c9 74 86 5c b4 5f c3 a6 a2 a4 9d eb 02 af d6 eb e0 80 fc b3 b0 04 b1 3f 93 7d ee 12 6c 41 fa 2e c1 05 1d df 
5a b2 90 f3 74 32 59 96 b2 03 2b ec 73 69 02 15 da e9 2e e7 d3 b3 65 ad c1 ef 0d 75 d0 89 fc 11 29 c8 de d0 9d a0 04 e1 
c6 7b 6d c3 05 b2 46 31 ab 5c 09 38 e8 c8 2d 16 a3 d5 86 da bf df 3d 16 f5 30 a9 d9 e9 10 3b 90 aa 27 6b e6 11 b2 29 d2 
6d 81 7b 12 f8 43 59 71 e6 41 e8 2b be 81 ac 4d 31 06 32 0b b1 33 74 56 35 13 10 03 48 50 f0 db 30 15 40 1c 89 01 c4 
11 84 85 6e 2c 5c f8 b0 1f 32 54 b1 7f a2 1a 81 
Data Ascii: 0G+'aNRGRcYV{aD//a~&y/++xrVt\_?}lA.Zt2Y+si.eu){mF1\8-=0;'k)m{CYqA+M123tV5HP0@n,\2T

2022-04-20 13:07:16 UTC 590 IN Data Raw: b3 74 f5 f5 06 bf 6e 40 05 52 f3 01 f9 7b e1 df e8 46 45 70 f8 5f 02 c3 2e 6e 9d 4e 24 8d fa 20 2b a3 6e 18 b7 
ce 5d 04 39 72 ca be e8 a5 7d 52 23 67 e2 7d 4a aa 0e 63 ec ed 7b e7 db 1d 36 99 7b d1 9d 76 a4 84 65 7c b7 17 8d 96 
45 ac 91 69 37 d5 81 ea 12 af 28 d5 97 6d 82 b4 61 90 5f 64 ec 60 2e a6 c4 30 3f 7b 47 d7 f3 96 db 31 ae d5 c4 40 e8 dc 
47 8e 07 07 85 3d 43 7e 40 f9 c3 98 76 63 d2 5d 24 a1 b2 0e 18 df fc c3 7a 9b 75 55 01 91 fe c9 41 3d 19 2a 8f 8d ec c0 
bf 08 d6 8d 76 68 e3 8b ea ca 7b cd 7d d7 1d f5 91 c7 23 e7 ef ab 60 58 f5 b7 c2 cc 78 09 c7 93 ac ff 24 94 2a b6 4a dd 
3a 62 bc f3 c0 b8 74 74 55 75 a7 c9 2b ec 96 d8 4f 98 bc f2 ec b6 bd 25 cd 3b f5 04 15 bb 44 9e e5 d7 70 ae 09 37 82 e0 
b9 f9 8c 28 98 71 b3 52 f3 e9 d3 9f bb e3 04 a3 22 8d 12 
Data Ascii: tn@R{FEp_.nN$ +n]9r}R#g}Jc{6{ve|Ei7(ma_d`.0?{G1@G=C~@vc]$zuUA=*vh{}#`Xx$*J:bttUu+O%;Dp7(qR"

2022-04-20 13:07:16 UTC 592 IN Data Raw: de 26 8d 99 62 e9 95 23 5a e5 83 d2 4f 43 9d cc df 06 56 3f 2c d8 cc 0d 97 2d 50 cf 2c 13 33 cb 9c 0c 46 d4 
1d f4 d2 02 c6 11 56 81 cd c2 b8 65 a6 28 e4 bb b0 51 d6 79 6c df 75 33 3b 56 96 6e 62 87 80 29 b9 31 02 78 78 b8 ba 
90 36 8b df 3a c4 d0 dd 1c ca 4e 2b 77 d4 56 3e a6 df 5c fa e6 7c 3a bd fd 85 df 51 43 2d c0 78 8d 9a 8c 81 a6 4a bf b9 
aa 23 ce 5a 3d a8 02 38 b8 d5 a1 a3 3c 2e 51 0c 1f 57 8f 0a 6d fa 60 23 a8 b8 c7 da 7a b2 c8 b1 b6 ac ce 9a 04 2d b5 ac 
82 f9 fb 31 62 e4 54 2e 5b ca 26 f0 27 83 54 85 01 ed 23 ba 92 a3 4b db 37 1c 72 ad de f0 62 4a 68 f7 c4 68 b7 5a 24 b6 
7d ae 65 bd ab 1b dc 5a 3d 7b 8f 11 ee 29 1f ab aa 4a 67 5f 41 fb 2c c3 63 bb 38 a3 ba 5c 1d a4 42 26 95 76 c4 71 b5 c7 
c6 5a 2b 10 f8 d7 88 34 77 20 d4 18 77 e2 6a bf c1 c3 b7 40 
Data Ascii: &b#ZOCV?,-P,3FVe(Qylu3;Vnb)1xx6:N+wV>\|:QC-xJ#Z=8<.QWm`#z-1bT.[&'T#K7rbJhhZ$}eZ={)Jg_A,c
8\B&vqZ+4w wj@

2022-04-20 13:07:16 UTC 593 IN Data Raw: 01 23 3c f5 2f 68 68 8b a2 56 d6 19 d3 2c b7 d2 b2 c5 31 e0 c3 56 75 99 b4 18 30 79 6b 06 5b 4f 32 6e 55 79 
ab c6 41 99 1d 6f 0a 12 24 c3 10 16 ed 2d 5b 66 bb fc 80 e2 5b cb a6 f8 41 d7 e3 1c 70 ca a2 f1 e8 b8 7e 89 db 51 d5 a1 
d8 14 a7 52 9d 06 34 c1 8f 93 c1 20 87 6d 0d cd 12 14 c2 8c 30 ba c5 75 8a be e2 79 95 e3 81 52 1a d6 1b 16 2c a6 ac 
95 84 3a 7a b1 be e3 30 bb 33 f6 84 76 cc c9 04 06 6d 3e ba c4 03 2f fb c5 6c 01 6b f3 7e 49 80 97 4c b9 89 d3 1e ea 4d 
4a 4b 25 f8 45 75 bd ba 25 49 9a 79 2f b8 e4 d5 90 0d 37 02 33 03 17 c4 4e 1d 4e 90 94 03 0a dc 4c a1 e7 25 7c 42 de 
78 ea 6b 1b 99 cd c8 e4 70 53 78 27 e6 69 68 d4 36 cf ea f5 09 d6 58 2f a3 a1 fe 93 c8 21 2e 36 8a 90 56 03 e4 e6 6e e1 
de ae d4 44 5a 09 46 c0 98 87 9a 13 3f 18 d6 5a ac 5d e1 f6 1b 
Data Ascii: #</hhV,1Vu0yk[O2nUyAo$-[f[Ap~QR4 m0uyR,:z03vm>/lk~ILMJK%Eu%Iy/73NNL%|BxkpSx'ih6X/!.6VnDZF?Z]

Timestamp
kBytes
transferred
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2022-04-20 13:07:16 UTC 594 IN Data Raw: 50 05 10 22 3f aa 6a 6b 0b 2f 5e 73 1e 0f 45 55 ff f4 69 b6 a6 0d b2 58 86 3d 31 cd 4b e6 d5 d8 d8 d8 3e 94 3e 
98 69 50 db c8 e5 89 c2 af ed f2 f2 48 91 06 8b 4c b4 48 1b 35 82 bf 5e d1 2e 0c 84 3e 3f 13 e4 cd 1b 87 61 8d 2b c4 74 
35 0e bb da 62 f8 8a 0d 37 cc ed 8d c8 3c e3 fa 5c 93 21 99 73 a8 07 00 d5 76 bd c0 69 dd c4 f6 26 e5 ff 8c 77 e6 03 bf 
5a ab 53 3b f4 e5 75 54 a3 78 de 38 6d 1f 95 36 52 e6 45 53 ed 5a 47 42 f5 91 3a 09 af b1 f0 5a a3 14 1e 24 45 54 6f c2 
a0 58 b3 1b 00 04 45 7a 18 7d 7b 2f 4e 48 2d 15 db 52 4a 61 f0 26 fe 32 c6 c0 2b 63 66 b2 16 33 47 9a 01 d3 7f 38 8a ac 
67 37 13 91 65 08 d7 90 4d a2 a2 b3 ea 68 f1 d7 b6 ad 94 6d a3 78 27 c6 ce a5 89 55 cc 5f e0 4d 02 d5 27 ac 55 e3 7c fa 
b6 88 2f 90 a4 de 16 f9 94 0b a8 be b8 7e d3 c9 0d 43 
Data Ascii: P"?jk/^sEUiX=1K>>iPHLH5^.>?a+t5b7<\!svi&wZS;uTx8m6RESZGB:Z$EToXEz}{/NH-RJa&2+cf3G8g7eMhm
x'U_M'U|/~C

2022-04-20 13:07:16 UTC 595 IN Data Raw: 73 3a 82 21 33 a1 4f 7a d1 33 0d cd c6 64 66 c7 49 f2 73 1d f2 8b 60 95 76 6b 63 8a eb 8b 7c 35 2c c5 30 6c 
d8 f7 b5 a9 32 83 2b 99 9d 92 a7 22 8c ab 8d ac c9 68 d5 16 2e e0 69 1d 7f bd b7 d9 6c 35 c9 6d 27 47 fe b6 40 37 1b ca 
42 a9 2a e3 8b f4 c5 ab c1 67 15 85 6e 6d 8b d4 84 a6 c1 9b 20 aa 16 92 1c 01 6b c3 ae 6b 81 36 c1 a1 8c 65 15 a2 47 
75 7b 83 81 47 26 b6 6a 30 63 f0 fd fa 26 43 be 9d 15 03 81 b5 dc 58 6c 40 da 06 66 42 27 b9 5a a0 b2 5d d9 8c d0 66 93 
b7 04 50 6d d3 50 de df f5 e8 69 3c 61 18 13 6b 5b 04 7c bb f6 c0 d4 16 1f ae db 8a 33 52 75 21 d4 9f 1d e9 fb d9 f9 91 
b7 05 c6 19 b2 21 89 1b cc 92 2c e9 d5 c3 b1 96 79 2b 25 b7 99 6c 96 82 aa 3d 5b aa fa bd 2e 4d 8d 67 4c 63 4b cc 1b 
34 18 a7 86 32 95 02 ad e7 75 34 7a 9f b3 a7 51 13 9c fe b5 1b 
Data Ascii: s:!3Oz3dfIs`vkc|5,0l2+"h.il5m'G@7B*gnm kk6eGu{G&j0c&CXl@fB'Z]fPmPi<ak[|3Ru!!,y+%l=[.MgLcK42u4zQ

2022-04-20 13:07:16 UTC 597 IN Data Raw: 3f 3c 0d b4 2e 12 13 3f 72 ba b6 ce 3e ef 60 44 a3 e9 c0 18 12 e9 55 05 df cf be d4 2e 66 28 cb 42 15 23 94 
e1 1c ca 1c ba a3 fd 68 7a c3 b7 90 f1 6f 14 90 e6 ad 93 16 3a 0c f6 a9 c6 b2 3e 17 29 08 6e 9c 22 7a 3b 05 4e 0f e2 fd 
68 b0 3f 9f de fc 54 0e 94 28 0d e0 71 b3 06 8b 71 c3 06 5f 16 4d 1a 34 eb 40 33 ea 1b bc da ac 97 5f a2 46 6f d7 61 48 
22 ec 78 a4 65 f1 d0 0b ff b8 76 06 e1 51 45 23 bc 57 5d 05 56 01 a0 aa 44 ab a2 79 59 01 d5 d8 b8 2f bb a0 f8 a3 2c 1c 
e8 95 64 fb bf 5f 07 53 d3 a8 e1 d1 5a 48 0a b3 ce 4d 69 ad 1d 43 ac 47 67 65 28 b1 6e f7 f3 69 e3 c6 3d af 11 58 3c ca 
65 88 6b 60 f9 69 5c 52 5a 7a d8 b0 bf 6b 74 b2 78 c5 a9 09 b3 19 14 7c 22 be d4 15 88 d5 31 b3 3b 53 0f 68 b2 2a a9 1d 
a0 e0 64 6e 8b 98 c1 a9 26 61 53 39 da 1f 87 8b 05 1d 84 
Data Ascii: ?<.?r>`DU.f(B#hzo:>)n"z;Nh?T(qq_M4@3_FoaH"xevQE#W]VDyY/,d_SZHMiCGge(ni=X<ek`i\RZzktx|"1;
Sh*dn&aS9

2022-04-20 13:07:16 UTC 598 IN Data Raw: 0a 5c 4d d8 a1 a1 e7 0c d1 6f 15 b1 04 61 4c 4b ce a7 65 94 4c fb fd 3a 47 4b d5 83 d5 ec 0c c3 2a 98 4c 07 
29 27 0c 99 48 dd 16 ec 26 47 46 d6 e2 45 7a ea 09 5e 55 1f f6 59 05 b4 ea 54 37 be 20 d7 14 4a ab 0c 0c 8e a3 d1 87 
69 42 4b 6d 20 06 52 9a 9d 10 b8 01 07 0d 92 b6 29 37 b7 04 32 cb 94 2d 53 59 0e 73 1d 01 d8 0e c0 da 9c 5c 5b 46 b7 
4b a3 09 64 79 f9 ef 3d 49 6e aa c7 b6 2d c0 9b 41 2e e3 d5 f6 68 ae 05 7a 1b 52 bd 11 dc a6 5c de 8a 8c 6f 8d e2 12 c8 
35 0e ad dd 58 6e 0c 66 75 3b 52 53 0a 78 fd 21 d8 0e d8 5a e4 96 9d b7 bc 0e df 13 e7 7d 03 df c2 08 a3 11 37 37 83 90 
25 a2 c1 d1 a6 eb b2 6c 9b 66 7a 8b f0 34 46 6c 93 be 2d fa 10 95 dd 6d 3e ee db 25 6e 9b ae 43 11 3c f3 0e 83 7b 13 cf 
2d 58 df ed 83 2d e4 cf 96 a8 dd be a3 50 97 07 9b 4b f0 56 48 
Data Ascii: \MoaLKeL:GK*L)'H&GFEz^UYT7 JiBKm R)72-SYs\[FKdy=In-A.hzR\o5Xnfu;RSx!Z}77%lfz4Fl-m>%nC<{-X-
PKVH

2022-04-20 13:07:16 UTC 599 IN Data Raw: 25 ce 85 52 00 a4 a5 11 b9 06 4c 6b c9 6a 81 32 2a fa 7a 55 89 df d7 22 b9 69 21 a6 29 dc 58 1b 41 f1 38 6e 
15 4d 9d 63 26 60 f6 fe 7d 13 44 ca 98 d5 1b a9 a2 da cd b5 b1 9b 6b 73 cb cb c5 b6 82 ac 78 14 ef 0d 65 ad d3 5a b6 31 
a4 ca 2e cd 46 a3 5b 58 a4 ba 36 25 ca 67 5b ca 76 54 6c 0d 4d f1 a8 de 03 b2 ea 43 6c b6 31 98 72 33 4d a3 91 34 97 df 
16 d3 60 d2 d8 0d 3c cf ba 70 8b 38 66 30 00 31 f5 16 46 eb 27 9e ed df cc e9 6c 66 f2 cb 1b 1e e8 5c 88 88 cd 24 3a c0 
05 9a 69 e9 39 d4 a9 4c 95 11 bd f9 c9 ca a5 94 c2 c3 d2 32 85 aa c6 fa fe 99 fa 6f d7 fa 48 41 15 38 ee e9 25 67 b2 d5 
7e 5b 22 af db 4a cc a1 86 af 6f 38 f6 79 80 85 47 53 f2 f9 7a 58 13 a2 b2 f2 6d 5a 32 34 1c 09 59 00 30 75 b4 7f aa 9c 5d 
cd 44 b3 18 72 72 ed d3 c9 35 5d fc 94 4e b6 d1 74 92 
Data Ascii: %RLkj2*zU"i!)XA8nMc&`}DksxeZ1.F[X6%g[vTlMCl1r3M4`<p8f01F'lf\$:i9L2oHA8%g~["Jo8yGSzXmZ24Y
0u]Drr5]Nt

2022-04-20 13:07:16 UTC 601 IN Data Raw: 3d 81 c5 cf 61 f1 57 29 8e 0f 89 ac 5e d9 5e ca 63 90 3a da a1 41 70 12 d1 c5 c2 c6 e7 2b 85 b0 8f 25 8d e6 
e1 78 7a 1d 9a db 7d c2 fe 08 22 d2 56 08 c7 4f 90 c1 58 4a 9a 92 7b 8e f2 db 9d 80 22 71 7a be 8a 08 da 48 92 d4 db 8e 
7e c9 5b 2a 7d 9f 32 fe c2 2c 59 2e 41 c2 19 9f 3b 0f 1e cc e6 21 16 89 06 52 f8 69 27 98 8e df 40 40 c0 a2 83 e5 72 e7 
75 4f bf e5 26 5d c1 fe 3f 78 a0 3e 7b 8a 93 db 6d c3 38 d9 4e cf 73 5f c3 44 52 50 c0 83 55 7e da 0f c5 b4 7f ca ff f6 9e f1 
bf e9 0b e2 c1 1d 9f 75 6c 62 fa c8 6d 3e fb e4 64 e4 bd 4d 1a 3d 4b 1a c5 53 a5 49 3c c5 06 30 8f 33 af ff 5b 9f b0 5e 87 
1f 16 b2 60 ac f2 41 a8 d4 6b 7c 67 e0 da 41 32 48 a0 d9 2c 87 69 14 db d7 6f 92 31 be a7 8c 8a f6 6a f6 3e 68 89 4f 40 
77 87 c6 f1 dc b6 7c bc 0f 20 06 a0 00 40 00 38 
Data Ascii: =aW)^^c:Ap+%xz}"VOXJ{"qzH~[*}2,Y.A;!Ri'@@ruO&]?x>{m8Ns_DRPU~ulbm>dM=KSI<03[^`Ak|gA2H,io1
j>hO@w| @8

2022-04-20 13:07:16 UTC 602 IN Data Raw: dc 15 fc 86 e8 f2 8c fa c3 de 07 f8 3d 5a 1c cf e7 f4 b6 77 ca 7e 7f 60 5a ba 37 a7 ec 8a ab ad de 5b 76 f1 69 
02 b1 2e 68 c8 a0 77 cb 9f 9e 8a cb 27 fc f2 a9 20 a7 47 f9 f5 19 47 b8 72 3a a3 49 7f 6a df 89 1c cc bf 45 b6 c8 2a 4c e8 
58 d0 24 80 a0 8a 2d a3 29 9d fe 70 43 67 d0 71 eb 01 95 4c b0 1e cc a7 d3 f8 03 f4 17 2e 74 83 29 74 f1 3c e4 7c ee 5a 
c7 16 97 00 3f ba 0a c2 ae 25 d8 61 91 1d 71 12 63 d4 6d 1f 90 d9 7c 34 9d 8f 40 4c 7f 38 38 20 60 0e 2e 55 5d 1a 60 54 
42 2e 85 31 21 cf c0 ed 7e 70 43 63 7f 78 32 8d f0 fc 48 7c 6b d0 d1 c8 5d 2e 07 e7 16 70 db 52 46 eb 2b 84 c2 3c 13 42 
af 51 47 f6 9e 81 91 7c d6 79 10 20 a9 d3 5b db 21 cf 84 95 06 6d f4 15 2c 22 e8 a2 af ce 33 88 cf 1e 4c c2 1b 78 7c 69 3f 
d3 02 72 df f5 20 e4 84 ce 84 73 a0 12 9b 92 00 
Data Ascii: =Zw~`Z7[vi.hw' GGr:IjE*LX$-)pCgqL.t)t<|Z?%aqcm|4@L88 `.U]`TB.1!~pCcx2H|k].pRF+<BQG|y [!m,"3Lx|i?r s

2022-04-20 13:07:16 UTC 603 IN Data Raw: c1 7f 79 d3 07 a5 41 3e bb 6f a0 d1 b1 fb 79 b9 0c 59 76 10 24 b8 d7 77 db c7 bb bb cf c5 65 b2 18 13 81 72 
6b f7 b9 e5 e9 1d 2f 97 11 38 3f 98 9d 16 b7 96 4b fb d8 6d f7 91 ba 31 c8 3c a3 f9 58 92 f6 79 77 17 66 ef 0d d0 6d c1 cb 
f3 d8 72 08 52 ab dc e6 53 0b 3b f0 72 77 f7 19 92 f1 19 bc 8c c4 5c 75 5f 12 11 40 75 61 d6 a2 21 ef 0e 49 92 86 4f 47 
58 4b c7 6b 43 41 18 86 ee 84 88 45 a6 ee 8c cc 99 a9 e8 de b0 75 ba 88 fb 8f 81 6d a1 3f 60 91 cf c0 62 76 e7 51 da 47 
9d d3 ff 86 49 d1 27 9f 13 dd d7 ef 70 80 2b 0e 86 9b 62 01 28 03 47 be 0a 41 14 3a cb 3b 2c 0d 03 ef f4 55 0b dd ef 30 
92 e1 39 7b 2c b0 48 ac 44 c2 e8 c9 c6 80 13 45 d5 8c 11 9b 7d 26 77 ab 0c 30 9c d8 2f 8f 86 6c ad 07 64 89 0c dd cf dc 
4f 82 86 ec 2f 99 b9 39 8c 3c 6b 94 42 04 de 41 33 85 
Data Ascii: yA>oyYv$werk/8?Km1<XywfmrRS;rw\u_@ua!IOGXKkCAEum?`bvQGI'p+b(GA:;,U09{,HDE}&w0/ldO/9<kBA3

2022-04-20 13:07:16 UTC 604 IN Data Raw: b2 1e cc 47 58 f7 8b f9 67 3d 7b 94 a6 74 b4 04 d2 68 f2 27 73 15 cc b9 a1 24 87 a4 27 e2 15 de 89 c5 17 f2 
55 c9 40 f8 c6 94 33 8b f7 7d 08 f7 c3 20 ad a7 54 6e a2 5d 93 49 36 18 44 9c f2 60 95 03 35 16 de 19 30 96 06 04 38 2e 
93 f7 93 5e bf c7 e0 4f dc 01 63 3d c6 23 93 14 2c d8 ab 89 eb d9 13 34 ce cc 6a f6 c1 67 57 0c 8e 3d 59 2e 7d a7 e3 0b 
13 c8 a7 35 55 6a 82 b9 68 dc c9 17 30 79 8b bd e6 a1 38 23 23 70 0f 7a 41 5a 0c 1a c8 62 d0 b1 4b cf 83 8b 1e 27 7a 9c 
74 0a 6f ba 77 e2 aa 9b de ef 4f e0 a2 3f 21 2a 26 f0 6f cc 08 80 ab 00 c6 c9 65 d1 12 69 c0 ac 33 4b 85 69 24 26 dd 54 
40 f9 a2 cf c9 43 06 98 82 8d 13 2f b1 b0 d6 3d 80 3e 83 54 a5 d0 7c 43 87 7d ec f0 c1 4f a2 a8 25 22 d8 cc e3 f0 07 0e 
03 e0 00 3f d8 35 f6 95 e5 62 25 49 62 f5 53 73 94 a3 bd 
Data Ascii: GXg={th's$'U@3} Tn]I6D`508.^Oc=#,4jgW=Y.}5Ujh0y8##pzAZbK'ztowO?!*&oei3Ki$&T@C/=>T|C}O%"?
5b%IbSs

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 606 IN Data Raw: a0 0f 06 28 17 64 a0 6c 73 80 69 48 26 2e db 0b 10 00 44 32 49 3d 0f 59 6e ea 26 85 ee 86 87 e4 00 db e4 8b 
59 d5 46 f9 a7 d8 6a a0 69 0d 46 08 ba 04 40 37 81 f8 54 7a 03 13 cc 64 28 db 25 51 64 8e 93 b8 f4 3a 53 55 a6 ea 0a af 
c3 6a dc 31 d7 9e fc 92 1e 04 75 bf da 38 c9 31 72 3b 56 23 b7 63 08 d9 10 f0 71 a2 15 d4 ac 7c 04 ee 72 40 22 2c 4d f3 
24 8b 31 a6 0e 38 03 7d f2 1b e6 7d 46 93 fe 68 32 e2 6b 3b 81 e2 c8 69 55 c0 6c 37 56 c1 33 17 37 1d ec 78 82 19 01 
db 73 d4 8b 5c c5 29 64 45 bf 10 8c f8 9d 4c c1 30 f4 15 78 ce 7e ba d1 ee 6e 90 6e 52 40 40 dd 68 b9 0c c4 2b b9 71 f2 
f3 83 fb 9d 5f 44 22 f1 0d a3 9a a8 04 7f c5 57 94 3f 61 9c fb 06 a2 de 63 54 a7 b9 e8 5c db dd 85 5e 50 ac ba 2d d7 ec 06
5a 6e 65 55 44 ec 42 b6 df 2c 97 1e 84 d5 c7 20 f2 6f 30 
Data Ascii: (dlsiH&.D2I=Yn&YFjiF@7Tzd(%Qd:SUj1u81r;V#cq|r@",M$18}}Fh2k;iUl7V37xs\)dEL0x~nnR@@h+q_D"W?
acT\^P-ZneUDB, o0

2022-04-20 13:07:16 UTC 607 IN Data Raw: 65 1a 96 57 3e 53 38 b6 c8 62 3c 45 65 c8 8b ca 3e d8 e2 27 56 3d b3 1f e9 9c ea 8a 3b e4 2d ee 54 f7 f1 9f 
53 2c 75 56 32 ff 6f 21 aa 3a 4d b7 ae 77 e1 b9 fd d6 3d c5 b9 a8 6c 61 f7 f7 e0 b5 30 bf 7f bd 17 66 b6 af a7 cb 1b d8 66 
87 4d 6c d1 b8 60 3f 3b 22 42 3b 25 3c dc 33 3a 8f 6e d5 65 12 61 c3 59 52 14 ac ca 5b e2 2b 45 06 c0 a3 d1 18 dc 90 
17 ee 57 61 9d c9 bf 01 19 fc b1 c4 c9 90 30 df bf ba 4f 99 5e d1 cb ef f0 9e a3 2c 09 b7 21 02 05 2a 2f 85 0b c7 54 8f ba 
37 64 b9 fc 0a 41 07 d5 06 9f 85 ad c8 4e 16 91 3a 77 4f 5d cd 64 ca fb 7c 2f a7 b6 55 92 6d 76 7c 9a dd fd f8 94 18 76 53 
1e 18 76 6e 1e 70 39 e7 eb 73 89 3b f2 9b 7b 0b 3f a0 f3 63 4a 7e 07 8f b3 3c 8e 50 7c 22 0c 22 42 45 de 58 e7 61 08 9f 
ba e7 ef 49 ee c1 05 19 a1 56 7a ea 48 c3 f8 d4 61 
Data Ascii: eW>S8b<Ee>'V=;-TS,uV2o!:Mw=la0ffMl`?;"B;%<3:neaYR[+EWa0O^,!*/T7dAN:wO]d|/Umv|vSvnp9s;{?cJ~
<P|""BEXaIVzHa

2022-04-20 13:07:16 UTC 608 IN Data Raw: f5 e4 5e ae 40 79 8c 6e 6f 90 cf 2b e0 6d c3 a9 08 00 8a 2f 3e 65 ce a2 64 67 ed 15 9c 8a c9 71 ff 2a 7f 99 cf 
be c4 da 34 8a 6b ad 55 f3 0e 65 7d ac e7 7f c6 a6 fc cf 6b 36 00 b7 ee d7 64 2b 14 9a a9 01 1f 97 33 50 65 be 92 b4 da 
dd 3d e4 e7 d5 a6 b7 92 0d 4b cb e5 6d b2 e1 c2 f6 9d 23 bf 7b 6b 2c 3b 4e cd 6d 5a 21 f6 4e 94 8b 10 76 54 31 4d 2a 11 
93 9a 0f a7 fb 33 ab e0 2c 72 6b 5e 2e f8 b1 2f a5 f5 14 9a a3 52 51 d0 2e fd 0f ed d0 02 fd dc 1c b6 ad e8 03 ef aa 6f 2a 
17 c4 4a 19 82 47 68 8a d3 62 
Data Ascii: ^@yno+m/>edgq*4kUe}k6d+3Pe=Km#{k,;NmZ!NvT1M*3,rk^./RQ.o*JGhb

2022-04-20 13:07:16 UTC 608 IN Data Raw: 92 58 ee 52 2d 84 be bc 20 57 2e 1e 39 3b 0f 07 a3 05 38 20 61 90 46 3d e7 63 50 00 78 3e 07 fc e0 47 a7 b2 
3a 1d b6 c2 7e 05 36 05 ef b3 8d 3d 49 1d 1f 07 fb c9 0e 0c cc 27 78 08 d2 75 f6 a0 85 6c e5 da 18 5e bc 56 dc 9a af a2 
61 1f eb 61 85 af 11 48 5f 43 56 40 75 41 33 c0 2c e5 a3 d8 c7 51 0c 2f 34 a7 43 d9 29 89 6f 3e 23 4f b2 6f 24 e7 78 ca 37 
32 cf d5 03 3b f9 2b 0c c4 8e 7e 90 33 7b 10 5e ac 92 2a d4 1e cb 7a 53 3e 75 99 7f 88 79 f0 27 54 6a a1 c4 53 14 2a 89 
68 07 76 fa 0e e5 26 21 4c f3 eb 4f d8 b6 8e 64 6f 82 9c 48 6a 19 8a c2 31 7e de 07 53 e4 fd 54 9c fa 72 5b 48 1f 8b 46 
87 bb bb 83 cc 29 23 72 9f 4e fb 90 e8 c9 ff 90 65 9b 41 ed d8 97 cb e5 6b ac e4 24 03 ed dc 00 47 9e f6 8b 3a d5 cf 55 
02 f6 cd 95 80 7d 59 09 c8 8f df f9 8a ab d0 bc 13 0a 
Data Ascii: XR- W.9;8 aF=cPx>G:~6=I'xul^VaaH_CV@uA3,Q/4C)o>#Oo$x72;+~3{^*zS>uy'TjS*hv&!LOdoHj1~STr[H
F)#rNeAk$G:U}Y

2022-04-20 13:07:16 UTC 610 IN Data Raw: d3 2f e8 0c db de 72 89 67 4f 5a f8 15 36 fc c2 a6 fa 90 1e a5 ef 76 ad 39 0d 46 53 bc bd 93 6b 94 3c 82 16 fc 
37 be 3e 19 70 7f 1b 5e 94 87 fb 79 74 2e 4f 19 5e 44 cc fd 91 8d f0 65 fc 16 88 e9 48 68 31 32 dd 74 10 92 23 a0 1f 1d 
1c 10 b4 dc a3 48 d9 05 1b a0 62 e6 81 75 64 8f d3 2c da 1d 6e aa 52 5f c3 95 9c 89 32 7a e3 d4 fd 98 74 1e 8c 11 17 9b 
54 ca 37 81 78 6a 92 8f 82 3e 07 06 fc 74 7f d7 85 a6 d7 a3 f0 86 b5 d4 86 a5 a8 65 1b 5a 8c 16 67 e3 59 7c 6b 6b 8d 79 
3a 16 8f c9 b5 a4 02 c6 d5 a2 e4 a7 cf 56 20 45 b6 26 94 d9 1a 31 02 fc 22 1d 40 3c e3 c3 77 b0 44 4a 91 29 0c d2 bd 2c 
3d 96 62 49 04 92 dd dd 9d 40 da a9 31 49 65 21 3c 1a 76 23 16 ef 4a b0 29 75 07 8e 9e d9 e1 63 6c 26 43 8a 03 4f e4 
c8 29 63 25 46 48 ee e6 fa ec b6 35 1e 32 96 8f f1 34 21 
Data Ascii: /rgOZ6v9FSk<7>p^yt.O^DeHh12t#Hbud,nR_2ztT7xj>teZgY|kky:V E&1"@<wDJ),=bI@1Ie!<v#J)ucl&CO)
c%FH524!

2022-04-20 13:07:16 UTC 611 IN Data Raw: c7 85 1d 6b 8c d5 02 c6 72 28 b0 65 bb 1f 53 25 f7 7b 81 6f 3f 18 3d 53 73 7c 23 da 87 57 d6 fd 0f fb 54 31 97 
25 08 7f a8 f5 67 43 82 4a d2 8f 08 59 1b 2e 7b 7b 2e 94 60 65 d4 8c de f3 e4 28 86 79 ac 54 4d 7a a4 8f 5c a1 b1 c4 1b 
82 c9 e1 2a 38 40 f6 6b 2e cf c2 cd 93 f4 34 80 e5 3f 81 38 24 47 c6 0f 61 43 1c e7 ff ed ab 21 ce 7c ce 52 d1 d0 40 d1 e5 
df 91 8a ec 4c 6e cb 58 6f df 52 96 fd 4c 4f da c1 b0 44 1b 4f c2 16 c0 5d a8 fe 03 19 58 45 e2 c0 7f e2 5a ae c1 3a 8a 00 
69 51 a0 bb 83 01 e5 4d 32 cf 6e af 88 8f ca 3a 7f b1 27 ee 2e e6 c7 e8 af 95 2b 41 cb 84 4b f9 97 72 d8 ed 60 03 68 38 
0a 7d 85 cf 8c a5 2f 81 2d fd dd 86 2e c9 36 5b 7a 7f 7f 4a f3 07 6b 16 77 52 b7 5f 10 f8 71 83 d3 7e 44 8f 2a bd 68 53 91 
5d 1f 04 65 a7 19 97 6c 27 33 89 2d c2 9d d1 
Data Ascii: kr(eS%{o?=Ss|#WT1%gCJY.{{.`e(yTMz\*8@k.4?8$GaC!|R@LnXoRLODO]XEZ:iQM2n:'.+AKr`h8}/-.6[zJk
wR_q~D*hS]el'3-

2022-04-20 13:07:16 UTC 612 IN Data Raw: 09 bd 5b 77 cf f6 1d e0 d9 a3 3b f3 0b a9 dd 99 5f 23 39 76 c7 01 42 b2 4a 0c d2 77 b3 05 b2 b1 ba f4 ef 1e 1f 
33 fd a8 a0 84 c0 ef 5b e3 d9 7d 9a db 4d 52 0d 56 73 2f 2c 6b 55 90 12 94 5f cd 55 9d 5c 1f dc 00 d7 da 40 8f f1 0c 10 51 
a1 5d 75 bf bb f6 90 72 e1 e3 a3 fc 56 d6 b0 06 ad 82 e5 f5 ba 90 00 4e 5d d0 6d a9 54 76 b0 45 1c 97 b2 ae d7 75 f1 e1 
f1 f1 d6 f7 9c bd 03 13 e8 fe c8 be 76 6e 4a 25 fc 0f 62 8e f3 76 84 3c 48 3d b2 4d fc 58 63 3f 20 6f 6b f4 17 24 fc 9c a4 fa 
27 de f6 6c 64 6f 5b 92 6d 92 60 93 e5 9a 89 c8 b2 f3 25 dd d6 f8 91 60 e6 48 ae 32 dc 01 4f 2c 40 6e d2 9f c7 c7 3b 18 
58 ff ae 2a 5e 61 62 60 8f 40 ba 41 68 4a cf e9 6f d5 85 eb 00 e3 66 52 68 3e 3a f5 f8 5f 7c 33 55 e6 aa 3d 18 76 7a 5d f3 
fa d0 78 79 53 bf 2f 6b 8a 8f 9a a1 48 d4 
Data Ascii: [w;_#9vBJw3[}MRVs/,kU_U\@Q]urVN]mTvEuvnJ%bv<H=MXc? ok$'ldo[m`%`H2O,@n;X*^ab`@AhJofRh>:_|
3U=vz]xyS/kH

2022-04-20 13:07:16 UTC 613 IN Data Raw: 65 3a 10 85 ff 38 df c2 f8 9f 40 8b 8d 02 db d4 34 03 8d 01 66 00 3c 3f 34 5c f3 a0 ee be 71 ea 6e a5 a2 db 15 
93 5c bb 37 95 b2 fb c6 12 4e 2c 0b 12 6a ac 92 06 33 fe 68 57 6d b0 36 9c 1b 06 e8 31 76 fc 38 03 64 23 08 d0 b1 e0 2f 
25 38 17 69 53 21 f6 a6 1c 97 b5 13 10 27 80 56 30 ab c9 91 56 43 8b a6 a6 69 ba f1 24 43 f6 10 0c 1b a6 a5 c3 44 9d 2e 
01 dd 6f 13 7b 76 94 d6 47 73 f2 f1 ba 69 9e 6d 2d 5d 28 32 b0 22 34 02 12 b5 80 0e 1e 98 6b 91 d7 e0 28 1a 02 4d af 11 
63 0a 88 9e 02 a2 a7 80 e8 29 7a 67 dc 52 89 3b e8 6c c3 bd 9e de 18 53 83 80 55 e9 67 ac a9 68 ec a2 f6 9c 27 b4 c7 
06 d6 a6 03 0b 04 ed 62 93 4e d4 24 d3 f8 0c 07 46 d7 70 a1 5d 9d 9b 54 2e b7 7a 9f 1f 32 64 36 e9 ff 15 31 5f 94 5e 4c 
8d 6f f0 fb 06 7e d7 f0 fb 16 7e 03 f8 d5 e0 37 84 df 5f 
Data Ascii: e:8@4f<?4\qn\7N,j3hWm61v8d#/%8iS!'V0VCi$CD.o{vGsim-](2"4k(Mc)zgR;lSUgh'bN$Fp]T.z2d61_^Lo~~7_

2022-04-20 13:07:16 UTC 615 IN Data Raw: 62 ac 44 cb 84 9b 9a 62 2c dd ef e1 9a a0 77 37 d7 f1 1a 63 36 eb 04 9e a4 4c d4 a9 b2 f3 8e cf ca ff 95 de b3 
92 03 37 58 81 48 4c d9 72 d3 34 12 4e d2 48 60 14 6e c7 ce 6e fb 48 ce cf 3d 52 80 24 8a 62 4e 04 35 3b 42 55 c7 89 
dc e7 c2 ff e5 b9 81 99 8c 45 5a c8 99 d7 09 a7 58 35 f2 da 25 9d 65 d5 c8 6f 77 23 58 49 6e 79 c4 e0 11 fc e4 c4 a3 6f 
72 c4 2d a7 1b 34 1c 63 d2 e6 1e 14 61 ef 37 23 17 57 dc 67 e7 68 ff b0 e6 64 a2 00 74 d0 a3 4c ee 11 d6 59 73 f3 ac 78 
25 15 9e a4 07 e0 3e 3b 00 c2 27 4d 2c 17 fd e0 04 08 ef 96 54 43 a8 0b 04 34 4c f7 a8 bc 93 38 34 57 d2 30 11 ad 59 21 
b2 57 c4 e0 6a 0b 08 c3 54 ee 37 99 dc df 08 57 6c b2 99 df 66 32 af 09 57 7d 32 99 41 66 a7 33 07 24 52 8e b2 75 ff 92 
a9 3b c4 ec ff 78 f5 87 2a 37 5a 49 99 02 1b 5a e0 00 f3 
Data Ascii: bDb,w7c6L7XHLr4NH`nnH=R$bN5;BUEZX5%eow#XInyor-4ca7#WghdtLYsx%>;'M,TC4L84W0Y!Wj
T7Wlf2W}2Af3$Ru;x*7ZIZ

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 616 IN Data Raw: a0 ce 0b 94 91 40 87 9d 51 e3 1c c9 34 f1 5e 38 48 27 30 21 9e a2 17 ca b3 4f c8 c2 9b df ab f0 72 a6 c4 4b 
87 8e 56 72 84 8e 7b e7 28 bd e0 3f 7b 1e 23 14 30 6b 6a d2 0b 48 15 9e c8 df 9f 02 e3 30 bc 9f 2b c7 ac 93 36 a2 59 72 
0f 80 3b ef bc a7 a2 f3 7d 9b c6 e2 d9 2b 7f 00 01 d6 3b 3f 47 c2 67 bf b8 9e 43 a4 88 a7 3c c0 2e 03 f5 ca 00 d1 b2 0a 
59 ab ac fd c4 3d 6f e8 47 50 5a 69 9c 53 dc 90 d9 67 4a 17 82 a8 5c d5 64 f8 57 9b ec a3 62 bc a3 b9 50 d9 dc ed 5f 6e 
0e 74 8d 1d ad dd 2a 5b 6b 5a bb 5a e3 f6 69 34 0d 9b 3c c3 1a 23 3d 68 3f ee 82 67 08 a6 c0 0e 78 9a 6a 82 6b fe d5 ee 
a3 99 be ab 39 65 f7 47 8a 85 9a dc 87 21 3c 1d 4f 6a 9c 59 e2 3b 9a 1f a9 7b bb 52 b4 4f 17 26 6b b8 16 4b 4b 78 e7 3a 
8e 79 90 70 88 43 82 b4 a0 92 ae 21 16 7e 0c ea 37 a1 4c 
Data Ascii: @Q4^8H'0!OrKVr{(?{#0kjH0+6Yr;}+;?GgC<.Y=oGPZiSgJ\dWbP_nt*[kZZi4<#=h?gxjk9eG!<OjY;{RO&kKK
x:ypC!~7L

2022-04-20 13:07:16 UTC 617 IN Data Raw: 7d 98 7f 5e b6 2f db 63 c9 1f 1c bb 7f 53 ae 48 69 a9 31 4c 50 d1 99 0b 74 ae ec e0 aa 3f 31 fd ad a3 38 bf 42 
3f fa 50 ed 9d 9c e4 38 bf d5 5e 1a 3a 27 16 78 6e 6f d5 6b 74 14 9a 80 dc eb 4e 77 d8 1e 8c fe 62 bf d3 c4 e7 2d 71 63 
e0 b1 8b a3 59 3c c5 d3 cc 38 d1 ef 8a 18 dd 29 27 fc ef 05 63 79 d9 6f 35 46 ed bf df ab a2 3e 5c ae d0 11 53 d4 87 ef 6a 
6e be c8 30 73 6e 17 d2 88 fe b2 59 ac 12 5e ff a4 af 75 47 7f 77 f5 e6 1d d4 ba a3 1b 17 ca c5 3d d9 68 d2 93 7b 21 31 
c9 df 03 7c 48 4f 14 e3 a7 5d ed e8 41 43 6d 0a dd 17 f0 c8 a0 7d d1 bb fa 49 6a a2 21 8a 9f a6 a7 01 dd 37 53 44 4f f7 
4a 9e f8 51 d8 8b de a0 d5 1e fc 27 ba f1 f3 cc 3e 70 fd b5 e3 ae 8b 7a f6 43 3d 40 1f b3 87 66 31 10 a2 f9 3c 32 ac 10 60 
3e 51 af fc 80 ee fa 88 96 d9 27 03 04 bc 93 c1 
Data Ascii: }^/cSHi1LPt?18B?P8^:'xnoktNwb-qcY<8)'cyo5F>\Sjn0snY^uGw=h{!1|HO]ACm}Ij!7SDOJQ'>pzC=@f1<2`>Q'

2022-04-20 13:07:16 UTC 619 IN Data Raw: f5 da ba 01 4b 26 47 04 fc 60 84 43 cf d3 93 e2 14 d3 a3 29 8f 6b b0 a3 d2 77 8c da 6e 83 e8 a9 32 f0 82 53 
dc c8 ef ba 77 cc ad 58 34 34 45 d4 70 62 27 9c 83 e2 6c cc 37 3b 1c 4b 89 43 33 0b 18 9c 55 10 f0 a2 05 d0 9e 14 51 9a 
63 cb 0e 75 18 ff 8c 17 4d e9 46 e3 67 03 94 4a 07 6f b8 63 8a d1 27 31 cb df cb fa 73 9e f4 e2 b0 fd aa 9e dd fe 54 c9 78 
ef 7e 95 9d 83 a5 12 0e fd be 19 a7 44 d1 90 52 89 bc 55 26 e3 c1 3e ca 0f 65 a2 4a d7 eb 07 6f 09 fd 78 20 dd 15 c4 1f 
d2 e0 16 b2 ff d4 0d db 01 10 1e c1 53 0b bd 42 ab c8 29 1a 13 4b 39 26 92 a7 ae 54 8a ee 0d 48 7f ca c4 30 74 b9 57 7f 
61 5c 8f 0a 5b a8 a4 87 bc 56 58 e4 09 fe b6 08 a3 71 34 a6 08 6b 45 e3 44 fe 53 78 15 51 a3 ff 2e 6e 45 2b 3f 89 5f 51 
ec a7 71 1c c5 c2 8a b0 58 84 67 5b 89 e7 8c f7 38 8d 
Data Ascii: K&G`C)kwn2SwX44Epb'l7;KC3UQcuMFgJoc'1sTx~DRU&>eJox SB)K9&TH0tWa\[VXq4kEDSxQ.nE+?
_QqXg[8

2022-04-20 13:07:16 UTC 620 IN Data Raw: 9f 97 c9 5b 9d 2e 97 60 9c 2e f7 96 f4 14 12 bc aa 29 2a 2d dd 0f 89 0e 14 e7 8d 5d 77 2a 26 16 a7 2c 13 c6 
b7 2c 5e 3b 37 86 f4 52 39 bc d1 b7 22 62 4b f4 34 fd 9c d3 4b 9f 2e e0 8b 81 77 17 7a b8 23 02 d0 01 e8 e1 cd 08 b0 9d 
4a 25 6e cc a6 8d a0 2f 96 3e 8a 98 30 56 e5 30 7a 88 b2 82 59 c6 2e a1 3c 97 68 fe bd 4c 63 17 54 5c c6 fd 43 67 8a 01 
64 19 c5 8d 05 08 40 55 3a a9 ae 36 c1 8c 09 58 72 cd be 5f 5b 37 37 52 6c 2e d1 92 3d c7 f3 9d b2 d7 0a 8a 91 8b c6 2b 
d1 94 89 07 e3 9c 67 64 b4 ea a2 aa 2e 87 05 e8 e8 a8 ec b8 73 37 74 f7 38 74 e4 86 59 da 93 e7 cf d9 c3 b4 52 31 12 
ed bc 7d f9 2b cb 51 2a 71 2c 18 fb 07 7a 6d 9f 5f ec 78 91 61 fd ea 84 de 4a 22 f8 30 ba 77 92 71 31 a2 2c fe 5a 17 2b 
6b 08 45 51 bd 0b c5 09 58 5e 18 cc 84 14 1b 18 d5 74 74 ca 
Data Ascii: [.`.)*-]w*&,,^;7R9"bK4K.wz#J%n/>0V0zY.<hLcT\Cgd@U:6Xr_[77Rl.=+gd.s7t8tYR1}+Q*q,zm_xaJ"0w
q1,Z+kEQX^tt

2022-04-20 13:07:16 UTC 621 IN Data Raw: da 29 1d 43 a8 e0 59 92 fb 47 2a 15 47 d8 27 13 78 da 1a 97 59 81 27 54 7b 82 aa bd 00 09 2c 90 28 02 6d 
38 7c dd 02 a8 ec 6d 02 f6 6d 54 83 ab 3f 70 43 05 3e 5e bb b1 c7 a5 a2 fd 03 7b 44 8b 45 fb ae 6f b6 60 0b 8a ec d8 9a 
30 51 8c 0f b9 7a d1 b5 15 57 4a ef 8f 8e 94 23 5b 8e c5 5b d2 8b 61 cb c1 75 4b 7a c1 1b 13 0d 3b 1d af 34 ad 74 8a 61 
d7 b3 7b 44 ec b2 25 3b e2 38 47 5b f2 22 01 9e 4a 97 02 18 71 ad 92 c1 8d 26 ad a5 6b 14 2f 1a de ce 69 f3 a8 bf c5 51 
9c 90 23 80 5e d7 bc 42 af 85 8b 54 35 c3 ed d1 2e ee 92 3e 88 15 6f bd f6 cc 4a 29 d4 65 6a 99 a1 39 4d 6f dd 96 ee e8 
4e a2 13 67 b4 2b 35 e6 ad d4 50 5a a9 a1 34 a8 ba 72 6d df d4 61 72 28 e7 6d b9 b0 52 28 4b d6 a1 1b ac 0a 30 eb e8 
5d 98 49 e0 a0 0b 84 57 43 79 c0 41 46 36 f1 2e f4 e4 8e 15 3a 
Data Ascii: )CYG*G'xY'T{,(m8|mmT?pC>^{DEo`0QzWJ#[[auKz;4ta{D%;8G["Jq&k/iQ#^BT5.>oJ)ej9MoNg+5PZ4rmar(
mR(K0]IWCyAF6.:

2022-04-20 13:07:16 UTC 622 IN Data Raw: 21 2c 07 54 b6 b8 2a bd 3e 45 1d ce 9c d6 77 e8 14 0f 6c c2 47 c5 22 ee e8 e5 f5 fc 06 fa 8a 3f e6 4c df 02 2a 
a0 26 72 03 5a 0a 47 39 43 b5 15 a3 da 7c f6 8a 55 b5 a6 aa bc b1 31 cb ae e9 54 0e 63 5f e0 91 45 23 73 b5 83 fa dc 04 
35 c5 a9 bc 4c 7d 7b 89 df 66 e6 fa ed db 97 f5 b5 59 5e 97 5e e9 6f de bc 7e dc bc 7d fb ba 0e d5 6d 4a 87 bf 41 c2 cb 
c7 f9 db b7 bf 83 16 62 fe fe aa 0e dc 5e 9e 9b bf bf 36 5c 78 d8 c0 03 f4 d9 e6 51 0e e8 90 41 ae d7 f8 6f 73 03 14 07 d6 
2f 74 07 1f f4 2d 50 24 b7 83 e1 25 39 f3 7e c9 d0 1f a9 be cf 99 5e de c7 61 e6 f7 65 4a 15 1a b3 9d 21 53 94 2b ce 13 
0d 4c 1c 8e 8e 83 59 68 f0 45 d1 66 23 0e 78 56 74 4b 74 c8 91 d5 04 4a fd 18 ff 92 22 90 9c 74 31 67 4a 9f f8 aa 38 9b 
50 c4 14 e6 96 42 bd 11 d0 f3 7a 34 9f 86 46 a0 5f 
Data Ascii: !,T*>EwlG"?L*&rZG9C|U1Tc_E#s5L}{fY^^o~}mJAb^6\xQAos/t-P$%9~^aeJ!S+LYhEf#xVtKtJ"t1gJ8PBz4F_

2022-04-20 13:07:16 UTC 624 IN Data Raw: bd 34 34 d4 8e 65 52 d3 2e 0d c3 03 0e 98 2f 40 ec 6b c3 78 23 10 26 e4 82 6f a9 b8 73 66 d6 5f a8 76 e9 b1 
71 8e 19 a2 55 a9 d4 57 7c 77 37 73 8f c8 a2 62 aa 3f b8 d5 d6 f3 e7 f5 29 0b 21 51 31 39 95 a7 d1 28 87 43 d3 b3 7e d8 
c4 45 54 49 de 55 2f 3c 60 30 b2 7b 18 23 d0 d8 f7 28 fb 5c 7f 98 55 3b 04 7e eb f4 30 21 31 d3 d1 f2 9c ca 57 f9 47 83 
3b 6c 09 91 cd 63 d1 18 d4 70 52 2e 6b 33 1b be 4a 88 d8 78 f7 5b 9d ee 8c 73 12 c0 cd 79 6c b1 54 3a 34 4d f1 c2 cd 9c 
23 b7 54 02 13 85 27 5e 1f dc 80 34 9a ff 95 39 6b 5a 2a 4d a1 31 e8 35 76 0a ed b4 ab 84 99 96 d9 50 a9 da 21 9b d8 ce 
fc 21 b1 3e e7 f6 e5 78 21 22 de d1 bc a0 dc e6 97 6e 48 a7 55 f4 c5 ea 9f f4 09 48 71 b9 a5 d3 a4 07 47 f3 c8 3a 25 61 
60 1f 95 97 9f 92 43 ae 80 16 8a a8 9e a3 32 05 56 25 a3 
Data Ascii: 44eR./@kx#&osf_vqUW|w7sb?)!Q19(C~ETIU/<`0{#(\U;~0!1WG;lcpR.k3Jx[sylT:4M#T'^49kZ*M15vP!!>
x!"nHUHqG:%a`C2V%

2022-04-20 13:07:16 UTC 625 IN Data Raw: 03 30 51 28 20 4d dd 26 77 9c aa b5 a9 ac 35 5b a9 a8 ae c5 16 45 ab 2e aa 6b a6 aa de 2c dd c0 26 2b 55 
24 18 35 f9 78 39 a1 56 d2 f4 23 cd f1 6d b6 6e 8c 6e b3 6f e3 20 d4 4e e8 7f 92 01 48 54 9d 04 40 a4 a6 d0 1f 34 a2 20 
d0 fe 61 46 14 c5 5f 53 e8 8f 3f 24 eb 1b d2 40 6d 82 c9 26 89 e5 f9 74 a7 5f a2 40 92 ef b0 82 83 7c 10 99 99 40 4c 76 
cd 72 75 3c f6 97 a7 4d c8 d5 58 79 51 ae 7a ce 02 3e 0c 2c a2 86 40 23 1d b8 81 3e c4 d5 cd 02 b3 55 1a 81 a5 66 d0 
51 12 fc 32 28 90 bc 3d 60 22 ba da 2f d2 cc b4 ec e5 f5 13 62 ec 1f ea 46 6e 89 56 ef 82 df ab 7d 4e 17 01 ab 4a eb 75 
ea 89 e7 bb 17 41 6a fd 3f 50 4b 07 08 ae 1a bc c5 0d 37 00 00 15 c4 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 0
0 00 00 00 00 00 00 00 00 00 00 00 09 00 00 00 63 6f 6d 6d 6f 6e 
Data Ascii: 0Q( M&w5[E.k,&+U$5x9V#mnno NHT@4 aF_S?$@m&t_@|@Lvru<MXyQz>,@#>UfQ2(=`"/bFnV}NJuAj?
PK7PK)Qcommon

2022-04-20 13:07:16 UTC 626 IN Data Raw: 5a 4e 9a 60 2d 40 5a 09 01 f1 4b ba 44 33 13 29 7d c6 71 7a 42 ed 90 92 d4 ae 77 5b 82 71 44 75 05 aa b0 82 
0a a9 55 e8 1e 80 1b 86 37 a1 c6 84 f2 36 38 94 5a 39 86 b8 c8 97 1c 03 c1 5f d4 06 1c 76 31 65 85 a0 92 93 07 99 1d 
b0 f4 e8 6a 9a cb 2b af 25 93 80 e6 51 5c b1 80 4c 34 ca 35 30 14 97 78 46 c6 07 43 81 ca d8 48 6a 60 0e af 81 f3 95 13 
81 ed 46 55 44 e2 7c 22 82 45 b1 f8 d3 8e 8d 00 13 cf 23 fb 32 0a bd 56 d7 92 9c 4b 16 19 db fc 67 62 cb 8c 37 e2 fd 9c 
d7 cc 48 44 eb 3b 8b 76 a2 66 de f2 96 4d c5 7e c5 35 a4 63 40 16 ef a6 15 cf a7 53 60 69 1a 82 1f c6 d5 cd ac a9 ba 0e 
f3 4a eb 72 9c 40 97 f8 12 cf ea b2 06 85 61 dd ee b9 a6 43 3e 4c 10 67 a1 cd 00 36 ee 04 c4 bb ce b8 d6 b2 c0 99 e5 e6 
a1 05 91 85 e4 4f 82 42 00 42 70 d7 4b bb 2e 51 62 27 ae c4 
Data Ascii: ZN`-@ZKD3)}qzBw[qDuU768Z9_v1ej+%Q\L450xFCHj`FUD|"E#2VKgb7HD;vfM~5c@S`iJr@aC>Lg
6OBBpK.Qb'

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 627 IN Data Raw: 6f dd 5e 91 59 18 ca 74 a3 03 af ec fa 08 b4 b3 29 4d c3 4b d6 72 23 0f a8 52 ff da 3e a1 e6 b5 7d 5a a8 d2 d7 
72 40 9c 46 aa 8b f4 a9 4e ac 04 49 ba 17 dc 7b ab e0 ee d9 6b ae a8 02 eb eb 71 4b 82 ec df 53 3a af c3 94 9b 11 3d 84 
d3 67 e4 01 29 03 da 7b b5 58 2c 41 b7 8d 24 0a f3 41 3a b9 9b d2 8a b9 5c 59 14 e4 7b 61 5f 55 2c 31 05 19 71 3b ec 
9a b9 27 9c fc 2f 16 ea 9b ae 61 0b 5a 1b eb 2b c6 5c 2b 27 3c c0 22 3c ec 11 91 05 f8 a7 65 e4 19 8b 85 a0 b9 c0 d4 1c 
90 c9 bd e1 c6 06 fe 5d 5f b6 c2 43 6a 1f 4d bd de d0 14 3f f6 6d 66 f2 5f a0 32 af 6a d3 53 24 07 d8 cb ae a2 ec 2b 3a f1 
92 92 ac 6a fe 9c bc bb ab 6d 01 19 f9 d2 48 d9 a8 b4 bd c2 ce 9d 30 5b fc 00 13 e3 c6 fc 4e fe 7a 9b 59 e2 11 10 25 49 
6d e5 b9 9e d7 99 30 2f a4 f6 52 0a 2f c7 cd 1b d1 79 
Data Ascii: o^Yt)MKr#R>}Zr@FNI{kqKS:=g){X,A$A:\Y{a_U,1q;'/aZ+\+'<"<e]_CjM?mf_2jS$+:jmH0[NzY%Im0/R/y

2022-04-20 13:07:16 UTC 629 IN Data Raw: 0c 62 60 bd 2c 4a b3 0d 87 42 bc 28 8e 68 bb 0a 01 40 2b 0e 62 20 2c 33 60 70 ec 24 a5 ee c5 69 0c 02 9b 
b1 22 5d 50 9f 6d 79 d0 27 69 8b 5c a6 4e 82 c5 2c 84 27 ef 96 bf da 80 4b 34 4f 91 92 9a 2d 15 50 8a 02 f6 2b 7d db 11 
0b 0d 9a b4 3a 9b 29 20 b9 ad ed cc 01 23 26 3c 5f e3 53 78 e5 f0 9f 9d 3a eb 54 94 b7 df 12 c5 0b c2 b5 35 8d a0 9e 95 
7b c1 e0 86 b3 d8 0b cf 82 7d 66 b8 6d 9b 0e d8 b0 ad b3 c2 49 a1 ef 40 82 29 1a d9 56 69 ae db 46 67 1b 3e e4 1d 87 
c3 60 67 79 bc db 49 82 07 99 d1 54 19 f2 eb e5 ad 2f 4c 19 52 dd 2d 2b b5 7c be cf 34 61 fb bf f5 40 00 31 71 7b 58 f7 b7 
47 90 c7 46 56 1e 91 ec 38 ba 06 fb 93 80 7e 35 00 25 14 e8 d0 6e 1d 70 d5 c2 b8 d1 61 c5 b5 b6 4e fb bc 6f b4 4a 1a e4 
9e 1a 3d f4 c0 87 fa a6 51 e8 ac f8 22 65 e4 ad b3 34 21 29 
Data Ascii: b`,JB(h@+b ,3`p$i"]Pmy'i\N,'K4O-P+}:) #&<_Sx:T5{}fmI@)ViFg>`gyIT/LR-+|4a@1q{XGFV8~5%npaN
oJ=Q"e4!)

2022-04-20 13:07:16 UTC 630 IN Data Raw: 3b 68 a2 89 b0 8b 33 95 d2 47 2b 7a 74 dc 92 fe 1d 54 88 b6 34 e8 cc 1a 49 69 83 4b 01 90 88 1f 4a d9 3c 03 
c1 12 37 a4 b7 84 03 73 d2 d8 3c cd 48 fa ab 7e 55 2f 0d ca 0d 0f f3 26 9a ed 20 e5 fb a5 23 84 30 3a dd c7 04 81 5c 17 
c9 e1 e5 fd e0 b2 5e e9 a1 e2 6d 71 d5 34 dc f5 1e 71 1b 86 8b 07 bd 20 ca eb 78 10 b3 de 55 16 56 2c d2 f5 f2 46 28 64 
48 6e 2d 30 0a 21 90 96 0a ef cd 2a 34 23 1e df 01 b2 aa 38 ed af d1 0e d9 88 82 61 3f 57 52 29 d1 0c f7 fc ac 36 e2 0e 
81 8b 34 ab 11 db 4d c0 01 b1 91 0f 4c b6 e8 b4 db ca 21 f7 ab 6a 8d 42 8a 13 65 cb 72 3b 4d 2d 03 f6 73 62 aa ce db 19 
b8 48 8c 55 fe 0d d5 5f ff c3 ea 9e 52 77 77 c5 26 2c fd a8 c4 68 33 f2 e6 d7 c0 14 e6 9f 35 a7 09 7a 6f ef 01 8b 0a e1 7a 
77 67 05 45 e6 cd c8 5e 13 00 00 67 aa 4b 83 83 c3 11 
Data Ascii: ;h3G+ztT4IiKJ<7s<H~U/& #0:\^mq4q xUV,F(dHn-0!*4#8a?WR)64ML!jBer;M-sbHU_Rww&,h35zozwgE^gK

2022-04-20 13:07:16 UTC 631 IN Data Raw: 13 c0 36 fd ed 56 3f bb 6a 1b d9 56 40 7c 78 fd 5b d7 c5 aa 1a 7d dc d5 83 ee e6 73 a0 6c 1d 73 70 36 dc 1c 
b6 cf b6 16 90 f6 f7 d6 d9 d9 70 31 f8 db 84 df df 78 62 fe fc 68 d0 ff cf 70 41 1d 58 7c d3 19 d3 e9 c5 7f 8c ad 90 b8 1e 72 
ca 51 93 0b d9 07 57 c7 9b fc 3c 8e 40 55 ea c1 90 02 95 7b f7 9e a7 3b 42 8b 75 bc 9c e7 9e d7 89 49 6e 76 b6 d1 c2 43 
93 74 4f 39 64 cf c8 c5 8a e2 b4 83 42 f9 15 8b 77 00 3d 75 03 08 51 35 21 23 e3 ea e0 45 3d bc f7 95 9c 5d d3 ee f0 d1 
83 ad fc ca 55 46 a6 9e 74 46 51 39 75 1c 4e fa cb 2d 60 cf 90 a3 57 4e bc 1a 9a d7 f1 e9 64 f8 a8 6f a8 3d e2 b5 00 28 
3e 40 c7 87 a8 3e 35 5a 7a c4 54 27 03 ea 93 cc 71 ea 39 f9 a0 84 d5 8a a2 7a d5 35 41 b9 bc aa 37 ce 5d 49 d0 3b 26 
df 59 33 8f 68 1b 74 32 b3 34 a3 48 fb 81 69 e3 54 4d 
Data Ascii: 6V?jV@|x[}slsp6p1xbhpAX|rQW<@U{;BuInvCtO9dBw=uQ5!#E=]UFtFQ9uN-`WNdo=(>@>5ZzT'q9z5A7]I;&Y
3ht24HiTM

2022-04-20 13:07:16 UTC 633 IN Data Raw: 94 19 fa 5f 8b af 8b 6f 8b 27 9e d1 37 60 2e 9b ed 47 5b 52 c9 fd 0d 87 49 5a a0 d1 e2 d8 3e 78 f6 1a 68 c0 67 
8f b6 c8 71 93 f6 d7 a2 2a 55 50 6f 5f 10 6e 5b 10 a2 29 4a a2 b6 57 d2 c4 bf f5 c1 43 6d c8 65 cc b3 1e c0 b5 a8 17 90 
11 99 00 f2 d8 a3 1c bb 26 19 0a cd bb 1e 20 03 e7 c6 c5 c1 45 db 6f 3b f0 8f 65 f2 c0 fe f4 6e 66 7a 02 cc f4 74 99 99 72 
c6 76 c2 f9 f2 e7 06 fd 6e 59 2f aa da 60 f2 30 25 75 1a fc f0 c5 43 65 a3 16 81 a2 0a 00 e8 80 24 86 ae f7 d7 cf 7a c6 e0 
ef b3 f8 6c 7a e6 a3 39 01 f7 21 ea b8 c6 a3 b3 1e f2 0c 19 57 a9 ba 7b fe d3 31 1f b5 c8 cb f6 ff c0 42 81 9e fe f7 83 05 
22 a7 c0 6c 77 d5 00 ab 24 a0 b1 b1 a2 35 41 06 38 01 51 e9 8d a5 b8 46 02 c4 34 5d 33 35 03 14 82 01 fc 0e 81 e5 e6 
0e dd 96 ff a2 72 8a 76 2b dc 70 f0 24 8d df b7 
Data Ascii: _o'7`.G[RIZ>xhgq*UPo_n[)JWCme& Eo;enfztrvnY/`0%uCe$zlz9!W{1B"lw$5A8QF4]35rv+p$

2022-04-20 13:07:16 UTC 634 IN Data Raw: f2 68 a1 de 34 65 31 82 cf 1e 33 3d 62 f9 d2 af 3b 9d 19 8d a1 3f d9 6d 66 90 b8 be fa d0 e1 0f 64 26 32 92 2b 
9e 62 8a 56 8d 3c b6 9e 18 9b 92 65 d4 7b c4 6b 42 49 43 c3 18 e4 be 93 d2 00 e5 73 d8 ed 9f 60 aa f2 ec 6f 58 15 e0 d1 
59 ad e3 45 93 4e 02 7b 07 23 4c ed f1 e6 61 13 b5 5c f1 6d 0a 50 29 40 6a e2 e1 1b 20 bb 25 95 75 dc 8e 68 2e c9 3b 
69 f3 f3 9d 58 46 e0 20 69 7d 4c 20 9f e5 51 6a 5d 9b 1b 9f a3 2b e8 e8 b5 5c 24 c0 7e 8c c4 ec 62 2c 6e 3a 1f a7 9f 43 76
85 01 d1 04 10 bf f0 60 5f a8 43 78 18 be 12 b9 70 47 02 76 63 c3 eb a0 9b 25 f6 94 1b 57 3c 45 97 ca 23 51 64 92 ca e2 
cd c7 8d 8d a6 a8 f8 ac 83 40 15 c7 d2 45 e3 80 12 8b 45 2d a2 7d 43 41 7e 20 57 2d 93 0f 6a b1 a8 65 e4 55 84 2d f1 90 
d3 b2 1c 34 be 5d a1 9f 1d 2f 4c 40 9b b9 41 00 e3 65 
Data Ascii: h4e13=b;?mfd&2+bV<e{kBICs`oXYEN{#La\mP)@j %uh.;iXF i}L Qj]+\$~b,n:Cv`_CxpGvc%W<E#Qd@EE-}
CA~ W-jeU-4]/L@Ae

2022-04-20 13:07:16 UTC 635 IN Data Raw: b7 16 45 cf f9 9f 47 f6 63 c0 5e 58 b0 b5 ca 5c a8 13 c5 d5 18 69 3f c4 07 e0 72 d8 e4 fd 28 f2 b3 84 32 af 8a 
e1 34 24 16 fc a8 ee 29 19 ed bd 33 aa 07 94 83 24 1c d1 48 86 94 c3 6f d5 ac 4b 67 ad b8 da 84 c4 1d 9a 2f 53 37 07 f1 
60 98 59 71 05 3f aa 61 1e f3 1b ff 42 7b 2a 86 ee f5 6f 33 13 ed d2 45 0a a8 17 62 54 07 e1 78 1c 26 7d d1 a3 59 4b b6 
84 26 a3 d4 ba 98 f7 7b 26 fe 90 40 4d 1e 31 ea 01 b9 13 81 40 8a 57 8b a9 65 60 8d 67 a0 f5 30 34 56 a0 44 5a 4d b1 
a8 7d fb ca 31 05 42 92 79 8c 11 7e 27 2c 1d 45 9e e9 10 d9 9e 19 10 b5 0a 86 35 8c bc 1b d3 25 95 41 9b 1e f9 39 35 fd 
cc ea bd 14 e0 eb 27 7e 1e 2d 53 c4 10 1e 49 d9 4e 09 1e fe ca 41 6c e7 a6 b1 d4 af db 9b ba 2f 60 d5 0a c9 b0 f7 12 3f 
24 52 78 a2 8c 72 09 d2 82 6e b8 ca 0c 7a 7c 9d 94 40 8d 
Data Ascii: EGc^X\i?r(24$)3$HoKg/S7`Yq?aB{*o3EbTx&}YK&{&@M1@We`g04VDZM}1By~',E5%A95'~-SINAl/`?$Rxrnz
|@

2022-04-20 13:07:16 UTC 636 IN Data Raw: 40 98 89 88 dc b6 2b ab cb e9 b2 72 ba 03 76 ed 32 fe 55 ec 16 14 15 31 28 5a 01 13 aa 1e 8b 87 bc 11 ae fa 
67 1e 08 9a 30 e6 df 31 ba 9f d2 40 a7 d3 19 03 85 68 f1 68 cc f0 32 2c 2a 60 5c 66 0f bf f9 a0 96 85 1c 77 c4 f0 b2 e4 35 
a0 ca 2c 1d b5 c6 e1 24 4c 45 45 b3 1c d6 d4 1b 6a 8d 20 dd 69 02 a9 f2 b5 a6 55 01 a7 73 ab e3 8a b8 d3 0e 7e 37 61 
2d b7 77 88 d8 d2 02 7c f2 5b 85 56 69 a4 74 8a af 0d eb 18 da 41 94 ed 17 86 70 f1 1d 5c f2 a6 61 a0 78 2e 01 cb 0f 8b 
f7 c6 37 38 82 db 6f f9 eb aa f5 1e 0c 2b 9f 72 79 5b 97 ff 05 b6 0c b8 47 e1 a9 c3 67 91 3b 06 71 70 bb 61 ec ce c7 a8 08 
e6 bb 54 2e 51 be eb 61 8d 7e ef be 2c 2e 56 dd ba 05 36 51 a3 ad e9 95 0b 59 b4 53 5a ec f1 08 d8 e3 97 af 2a a1 46 ba 
2f d0 e5 5c 0e 80 b4 a4 f3 95 6f 63 d0 50 4b 7a 60 14 
Data Ascii: @+rv2U1(Zg01@hh2,*`\fw5,$LEEj iUs~7a-w|[VitAp\ax.78o+ry[Gg;qpaT.Qa~,.V6QYSZ*F/\ocPKz`

2022-04-20 13:07:16 UTC 638 IN Data Raw: 58 72 b6 45 f7 ef ce c8 e3 d6 2d 97 bb d3 1a 16 e8 04 78 cf 19 0f a2 80 e4 e0 73 c7 4d 12 34 17 da ae a9 b9 
40 ac 12 99 c9 9f 39 13 87 0c 20 b5 32 19 63 f0 bd 81 a5 73 cd 20 a8 f9 8f e0 55 9e 9a 43 58 10 60 e4 53 d7 30 cf 3d dd 
23 1a 8d 43 ba 89 07 c1 e2 15 3f 2d b8 a9 2d 55 e2 77 81 30 8c 28 ff fa 12 09 02 fb d6 65 e3 f1 8c 7a 1e ec 1f 18 25 bc 7c 
10 2f 1a c1 97 64 86 9e 37 32 e7 44 bc 40 4e 84 19 53 48 8d 30 71 aa 11 3f 86 e9 38 c0 a1 58 0c 53 c2 97 57 fc 45 23 62 
61 4d 4d fc 6a f8 a9 2e a1 a2 98 1a 3c ee f3 47 8d 70 ef 36 33 77 72 5b 8b 41 53 32 35 fc ab 11 d0 78 45 67 f0 20 3a 13 
df 02 4b b9 79 7c 9e b0 09 9d 99 1a fc 1e d0 99 46 f0 de 7f 00 85 2f b7 f1 57 23 1c f5 4c 8d ff 60 3c a9 2a 36 21 27 2b bc 
39 a8 ad ed 9c 9c f4 f0 08 80 e2 5a a3 03 23 3e a2 
Data Ascii: XrE-xsM4@9 2cs UCX`S0=#C?--Uw0(ez%|/d72D@NSH0q?8XSWE#baMMj.<Gp63wr[AS25xEg :Ky
|F/W#L`<*6!'+9Z#>

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 639 IN Data Raw: de 3a 55 f6 af e2 3e f9 3e dc 6c 3b 38 bc 2a 9e 2f de 8e cb fa 6a 9c 19 e5 72 d8 40 d7 e1 74 3f 6f 2b 68 0e 62 
74 b1 a7 b7 e1 b5 6f dc ae ad 16 ae 07 8c ab d0 93 89 3e bd 3f 33 18 d8 f9 10 17 82 2a 59 5b 61 18 ed 4f 60 ee 4c fb 29 
bf 42 d8 0d 8f e5 ec 99 ea 74 9a 26 ed 36 42 1b 95 b6 34 9f c1 24 5c f9 59 69 99 1e 3a 2e 04 cf 7f 71 ce 97 54 f9 32 dc ff 
22 9f 8f 68 1d ea 21 b9 f6 4e e8 b2 4d 27 e3 23 e3 ff d8 0a 37 94 fd a9 b5 86 5e dd 07 27 ab 8d 12 9c b9 81 92 7e a4 38 
b2 c3 c3 41 dc e3 d0 47 bc db 7a 8d 6c a5 b6 4d d0 ae dc bb b1 97 6d 82 94 56 c8 ff 6e 16 b6 fa aa 3e 41 9f 84 55 15 1c 
cd 4a 88 9e 06 a3 70 fb ab 17 77 a3 b9 82 a6 a1 25 4c 07 1f a6 b8 d9 d9 7f 5f 56 dc a0 b0 da 51 d9 4c 98 bf 6d 95 d3 99 
3c c7 21 dc f1 da c4 cd 35 b7 8a 3a 1a ae b9 40 93 
Data Ascii: :U>>l;8*/jr@t?o+hbto>?3*Y[aO`L)Bt&6B4$\Yi:.qT2"h!NM'#7^'~8AGzlMmVn>AUJpw%L_VQLm<!5:@

2022-04-20 13:07:16 UTC 640 IN Data Raw: a4 8f fd 14 0b 18 35 d0 11 27 03 1a 90 ed ac 8b 68 ac a9 08 21 8c fc f5 17 b6 6e da bf 6e 6e 0a 13 8f 2b 11 b8 
9b 9b dc ec 0a a3 67 67 97 9f 4f bd 76 00 c3 1a 7c 80 bb dc 29 49 61 96 f9 66 0d 8f cd 69 28 4c 0e 85 8c fa 24 d2 2b cc 
e1 50 07 d4 bf 45 c5 6c bb 7b a8 d9 f9 68 78 76 3e 29 22 8a df 3e 1d e3 7e 10 1a 32 93 9f 51 36 b7 3a 63 fc ce 23 bf 68 
9d 14 ea 5a ce 3b 2b f6 5b a9 43 6e b2 25 7f 53 c1 af cd dc c0 51 6e 8e 9c 17 a8 6f 3a 9c cf b9 cb 61 c4 24 c7 73 8e bf 87 
04 02 c8 96 00 ab 57 f1 a8 ba 
Data Ascii: 5'h!nnn+ggOv|)Iafi(L$+PEl{hxv>)">~2Q6:c#hZ;+[Cn%SQno:a$sW

2022-04-20 13:07:16 UTC 640 IN Data Raw: dc 09 95 d6 a2 60 b3 49 ca 21 d7 48 98 85 9a 99 90 38 5c 71 18 41 67 4c 40 46 12 fd 5f ac c5 34 08 2c 91 d6 
d8 4d 37 1b 82 95 dc c0 48 bf 82 73 96 02 7e fc f2 9f 2a 44 02 41 5d b6 94 c2 c3 44 17 0c 00 88 21 f2 6d 5f 6f 98 42 c1 a2 
95 40 e6 19 8f 5b 9c 74 79 86 39 7d 2d d8 7e 45 34 d9 e9 fb 66 c9 7c d0 40 ae 94 54 a0 b1 1f 42 2a b8 d9 3a d6 ad ae 92 
d2 c6 a7 b8 f8 f9 cc e2 ac 3f 1a 0d 47 fd c1 3b f0 bc ed d3 fe e4 6a 3a be 78 8b 79 1b 14 dd c1 46 68 08 ce 82 c4 d3 a8 f5 
c1 f8 a5 50 90 18 0b d2 65 80 b1 d0 ff 38 3b 48 73 63 0a 79 ca 4e 55 ca e8 67 04 69 db 56 a0 52 6a d3 00 3d 27 d2 f3 2a 
da 16 90 89 87 c7 74 78 8f 0a c4 1d 6f 57 84 8f fd 6e 6f 38 1d 9f 0d 87 93 f7 83 de 78 5c 0d 34 7e 05 15 80 f8 c9 24 d1 2b 
c8 d7 96 3e 90 df ab 05 d1 f7 d1 76 19 a7 5d aa 
Data Ascii: `I!H8\qAgL@F_4,M7Hs~*DA]D!m_oB@[ty9}-~E4f|@TB*:?G;j:xyFhPe8;HscyNUgiVRj='*txoWno8x\4~$+>v]

2022-04-20 13:07:16 UTC 642 IN Data Raw: 5f 6f bd ba d8 b3 ed 5f 45 89 32 15 af 7f cb 21 b2 e7 62 6c 5e 47 ee ab 1f f5 ba 91 d3 0b 3b 9b a2 62 84 9a 29 
cb 76 11 8e fb 6a c5 7e 8d c0 29 b9 4b e6 5e e3 2d d0 88 9d e4 cf 22 47 d4 18 ea 2e 4f 65 f1 b0 19 5f da 2c 01 43 e8 ba 
6b d2 11 dc bd 7e f5 3a df 92 2a 4e 1b 16 0b 48 20 f1 22 b8 c7 66 e1 82 08 68 4f 5e 29 16 d9 82 c7 bc d7 4e 81 fd 84 a5 
4c 31 ee e5 5e 32 62 51 04 f1 bb 38 9e bd 85 63 08 30 e3 09 7c 86 81 9a 01 b1 21 de 99 25 8a 5a 2f 66 a0 be bc 81 4f 7d 
77 09 da 95 b4 9d 41 64 01 11 10 98 11 84 ac d0 40 aa 1e 6f f6 96 37 90 17 cc e4 69 69 ea 83 2f fc 93 79 2d c5 56 72 cd 
52 25 e5 ff fd d5 c7 cd 16 17 ba e6 77 83 f3 f6 04 28 34 10 95 e8 9d 13 4e ed c8 59 73 b6 41 64 5f bd be af 91 8d 7b 83 
ee f4 74 f8 ae 14 03 2a 2c 0b 87 8e 04 92 6a 45 f5 f2 
Data Ascii: _o_E2!bl̂ G;b)vj~)K^-"G.Oe_,Ck~:*NH "fhO^)NL1^2bQ8c0|!%Z/fO}wAd@o7ii/y-VrR%w(4NYsAd_{t*,jE

2022-04-20 13:07:16 UTC 643 IN Data Raw: 7f 7f b1 58 48 86 e3 18 13 22 69 ce 74 df 77 9c 89 b7 3f 26 44 57 15 ed 91 c3 b9 18 f2 1b 98 05 43 52 66 b3 
c9 0b af 8b 30 83 2d 32 f1 c8 2b ac dc 1e b7 3f 71 14 5d fa e9 9d 72 f5 b1 e3 f2 38 e7 69 ce b2 73 8a a0 ca ca ed f4 5e b4 
e7 b0 fa b2 ba 5c f6 14 98 3c 4c 4c df 93 89 ad 39 3a b9 19 74 9a ce 74 e6 d8 c0 6b 7e 2a ec 71 32 b7 b7 a1 45 85 96 1d 
4e a8 2b f2 2f 83 1f 1b 3c 11 44 6e d8 1c 74 ae 47 1c 15 0c 9c a5 df f0 81 c3 ea dc 27 3c 47 65 83 13 41 38 c6 b2 a9 a3 
f4 40 ad 82 ef 44 52 1d fd 05 27 42 6c bd 69 5a 13 9d 57 84 d5 aa fe c2 73 a0 27 6e c8 09 00 b0 60 c5 40 72 cf 43 de 88 
9e c1 a4 d5 4f c8 ba f0 ea 9b 96 27 fd 94 e9 c3 64 8f 39 7b 4c 61 16 93 9e 32 25 ec 75 c2 1e 06 7b 34 34 99 e3 ea b4 e8 
04 e0 ec d1 94 b7 8b 2b 3a ce dc 90 35 d3 75 a6 44 b2 
Data Ascii: XH"itw?&DWCRf0-2+?q]r8is^\<LL9:ttk~*q2EN+/<DntG'<GeA8@DR'BliZWs'n`@rCO'd9{La2%u{44+:5uD

2022-04-20 13:07:16 UTC 644 IN Data Raw: 6e d0 e1 94 9a 8c 3a a3 98 c4 e4 6a 7e 4d c9 3f bc dd c4 4d a9 15 fb d6 69 31 e6 af c4 0f cc 98 de 0c db 89 45 
04 49 4b 28 70 b3 13 6b 4d 72 21 ba fd de 05 ea 7b 44 f6 20 28 82 3d fa 92 82 3c 8f 65 fc 12 16 a5 3d 88 38 d7 8b 64 ae 
01 f3 1c 5c b4 47 d1 aa 37 bb 8d 61 04 d7 89 d9 39 fa c1 66 cf bc 7f c5 94 5f 57 f5 ad 30 d2 c8 a9 26 04 2a af 10 9f 7d 81 
f0 77 5b 1f f3 55 41 70 89 3f 77 ed db 82 48 ff df d3 7e 10 72 99 92 a9 78 fd 85 7d ed 3a 33 e2 fa 2f d0 f1 54 31 6f 95 fb 1a 
06 62 34 5e 0d ba e6 d4 fa 61 05 1c ba 93 be fa 93 68 be f4 48 5e 3c 5e 31 85 20 28 c5 98 14 c9 60 db 93 26 c7 23 a9 b0 
bd 41 40 b5 7f 77 77 5b c8 57 1b f9 73 25 3f be 7f 3d 5c dd 79 a7 fb 10 26 d1 66 35 db 5c 14 2b 00 90 6e 97 d8 ab 2a b9 
64 36 51 34 c2 ef d7 6c c7 bf e3 f9 db bf ef 
Data Ascii: n:j~M?Mi1EIK(pkMr!{D (=<e=8d\G7a9f_W0&*}w[UAp?wH~rx}:3/T1ob4^ahH^<^1 (`&#A@ww[Ws%?=\y&f5
\+n*d6Q4l

2022-04-20 13:07:16 UTC 645 IN Data Raw: a3 91 d3 89 0f dc 25 3a a0 8f 54 39 1a a7 f1 4f e3 88 cc 60 a1 73 5c 2c 7c 8a 4e 7d c2 c2 15 70 3a b0 be 40 8c 
04 9b dc 24 4d 48 a7 9d db 4c cb 0a ad 6a 0e 8d 7d 48 0c 58 27 d4 18 67 9c 43 5c ff 87 f9 d0 a1 63 7a e3 d9 9d 25 77 1f 
60 e9 c4 14 95 94 66 c5 4e 4f ec 13 a9 39 cb f6 7c c5 d6 90 12 94 3e 1d c5 e9 4a 99 81 cb 13 87 0d 4d 33 dc b7 7c f7 e5 
15 d8 e8 50 dc 29 bd 12 6f f1 40 49 58 69 28 e6 3c e3 70 be 28 cb ba 34 65 49 ab d8 96 36 72 1e d1 e6 ae e5 bf e4 c0 74 
a8 20 74 39 47 83 0a 17 e7 19 b0 42 af af e2 a9 b5 e8 d4 da f8 b7 1e 4f f0 89 11 41 65 f9 1f e7 b6 41 20 93 ae 62 3b 0c 
8c b6 79 25 d9 2d a1 4e 19 a1 eb 39 7e 4e b1 93 00 b8 ce 11 c2 f3 8d 24 2f 18 c9 54 b9 fe 63 92 87 08 9e 24 f6 22 b3 d2 
1e c5 1a d9 8f 0d 88 39 b6 a7 82 a7 11 0a 5d 6a 7d 2f 
Data Ascii: %:T9O`s\,|N}p:@$MHLj}HX'gC\cz%w`fNO9|>JM3|P)o@IXi(<p(4eI6rt t9GBOAeA b;y%-N9~N$/Tc$"9]j}/

2022-04-20 13:07:16 UTC 647 IN Data Raw: 53 2e 88 df cd 0d f7 81 60 cb 0c ae 04 85 25 43 e6 74 c5 57 f2 84 a9 ca 02 86 99 2a b3 3c c5 9d e7 f6 be 99 
7b 7b ab fa 77 33 0e c9 d1 21 59 b7 56 b0 c4 53 aa 75 a9 d0 5a bc 65 63 dc 0b e1 6a 50 f3 d8 01 a3 05 1d ec 50 4d 37 
75 60 9b 82 08 e6 3c a0 18 a2 14 59 65 61 8f 16 dc 6b 62 5b a1 2a e4 8b 22 0d 28 58 5f 51 4b 30 49 60 95 3f 19 68 ec 
3a 63 ed aa be 95 9a 98 91 9a d8 7f 36 ad 70 21 ff 3f 13 13 83 89 29 f7 19 0e 6b 13 a2 b8 eb ab 27 81 ca b5 15 88 85 92 
44 c2 70 33 3a 5c 36 e7 10 8f b8 a2 03 05 7c 4c cb 00 93 bf 1f a6 fc 17 88 11 5e c0 93 d0 e2 4b 9e 62 5b be f5 1b 75 5f 
19 93 96 33 45 d3 00 8e a7 06 81 17 4d 34 fc 65 ca db 5f c0 2d 28 82 ce f4 a8 e3 ce 1b 63 41 fc 10 54 b3 fd 7c a3 7f 24 
2a 56 72 66 8c 00 d5 92 5f 1b d7 78 5e 8c 6e 61 e3 a6 d5 e9 63 
Data Ascii: S.`%CtW*<{{w3!YVSuZecjPPM7u`<Yeakb[*"(X_QK0I`?h:c6p!?)k'Dp3:\6|L^Kb[u_3EM4e_-(cAT|$*Vrf_x^nac

2022-04-20 13:07:16 UTC 648 IN Data Raw: 11 d6 e8 ee 51 78 f1 28 79 eb e8 1f 31 6b 0c 73 80 0b 6f 27 25 af 26 45 f7 92 fe 11 cf 8d c2 4f 2d f6 7a 25 30 
9c 49 ee 44 57 9a 10 d0 b6 c0 84 3d a8 13 c5 7e 84 11 1e 20 9e 1c 63 cc 9f 61 27 bb f4 84 f0 0e 28 b8 d4 5c 03 e8 b4 68 
eb 6c 43 eb 56 74 3b 0a 21 14 e9 33 ea 78 1d 96 9d 9a 99 5f 59 91 86 bd 05 e2 41 ee 63 94 fe e2 95 3d 0e ad a8 90 b6 
8a 2b d1 d8 68 5f 6c fa 49 88 68 67 f1 86 07 ff 01 d8 08 43 4d 35 93 c1 0e 52 67 2b 10 9b 0d a8 81 2c 8a 1c 0d d4 1f f4 73 
a5 e8 78 fd 54 09 3a 4e b3 9a 14 5f 82 89 0c dc 4a 74 d6 a1 e8 11 3c bd 23 b0 cf 9f d6 ee bc 3d 61 3f 79 dc 7f 7b 2f 12 
b9 50 27 27 e1 d1 7c 9d 84 89 8e 31 a8 ba 7a 4b ee 01 0b 7e 4c 13 24 3e c7 61 0e 23 87 19 d8 a0 13 53 7d 3d 71 69 47 
9c fd 47 04 bb 59 6e 32 e9 57 25 dc fc ea 60 be 3b 18 5f 
Data Ascii: Qx(y1kso'%&EO-z%0IDW=~ ca'(\hlCVt;!3x_YAc=+h_lIhgCM5Rg+,sxT:N_Jt<#=a?y{/P''|1zK~L$>a#S}=
qiGGYn2W%`;_

2022-04-20 13:07:16 UTC 649 IN Data Raw: 0e 08 fa 7d 00 82 df 8a 23 e4 5b df 9c fd fb df aa a5 5b 0f 80 01 c3 7e 6e e2 bb d4 5b f8 6c d1 8e 30 14 ae bd 
6b f0 9c eb 4f a8 f7 b0 00 b9 0d f6 7c 6c c7 30 4f 06 f7 11 74 10 62 51 4d e6 35 7a 46 18 f8 9b 1f b4 d8 d1 34 d1 c4 9e 84 
57 b1 eb 66 e8 63 4e 65 0d 36 86 fa 0f 8d 1d d6 4f 85 d3 2d 1e 1c 50 71 0c 00 b5 bf e2 5a fc a2 be f6 3d 7e 87 f6 9a a2 
87 af 20 d4 08 00 32 25 83 53 3a 3e 35 4e 8b b5 42 4d 2a 9f 90 fd f1 69 be 58 0b af 99 63 b2 03 2f e2 92 53 d0 c2 1a 11 
4e e9 c4 6a 74 e2 ab 15 38 ba ce 74 66 4d 48 2d eb e0 ab f8 05 44 e0 be 51 dd 7e db e5 51 a6 94 87 18 df b2 c3 36 7e ff 
ef 3b 7d ef c3 3e 12 a9 be b5 12 c1 31 2c b0 38 30 5a 89 8f d6 2d 1d 2f 1b 5a 9e 87 17 32 d8 b6 a6 86 77 73 df 42 b7 c7 
3d cc 4c 0e 7d b5 db fb 78 c7 23 74 c7 d3 c0 49 0a 
Data Ascii: }#[[~n[l0kO|l0OtbQM5zF4WfcNe6O-PqZ=~ 2%S:>5NBM*iXc/SNjt8tfMH-DQ~Q6~;}>1,80Z-/Z2wsB=L}x#tI

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 651 IN Data Raw: 9d e2 cf 59 ba cc 85 54 e4 03 83 ca be d0 f9 14 43 e5 83 fc c2 27 4c f4 d2 2e 48 61 3e ea 87 37 64 d1 6f 4f d3 
8d 3e 3c 66 83 13 78 14 6a 8b 3c 5a a5 d2 99 e4 34 88 ef 3d 99 83 0a 57 b1 f0 f0 0c 4a 33 d7 9a 2a 20 fd b6 01 1d 3d 05 
c4 16 86 dc 4e 32 8b cb 41 9b 46 7d 27 8e 9a fc 6f d4 fc f3 02 92 11 71 09 08 88 06 fa 44 cb 59 3a f6 37 cc 31 ae fb b4 
9b 8c b2 d9 89 68 e8 24 fc 72 c0 e5 c7 9f 9e 93 6c 1c 17 7f f1 0b 36 2f 67 63 40 10 83 d5 43 93 bd 71 23 5f 2e 2b ed d2 
89 96 57 4f 9f d9 09 9a a8 08 35 8f fd b0 9d 33 f7 f9 60 e0 84 cf 24 16 db 25 11 47 0a ce 32 9f 37 47 24 05 08 3b a3 fa b1 
68 88 a6 f0 6a 9e 8e 79 4c 3c e1 a1 58 56 c6 47 86 38 c7 5b 14 a2 c1 07 27 a0 e7 e0 25 c1 e2 f8 4e 0e 41 39 bc b1 2e 46 
41 a4 1e 7e 47 f3 44 be 11 35 70 f3 4f b9 2b f0 9e 
Data Ascii: YTC'L.Ha>7doO><fxj<Z4=WJ3* =N2AF}'oqDY:71h$rl6/gc@Cq#_.+WO53`$%G27G$;hjyL<XVG8['%NA9.FA~
GD5pO+

2022-04-20 13:07:16 UTC 652 IN Data Raw: 81 60 6d 6a 8a 74 60 53 63 10 7b 6e 6a b2 ec d9 dc df d8 82 3f 73 e4 30 51 4c e6 a4 05 29 96 29 08 53 02 f2 
9b be 3b c1 0f 06 37 b0 4f 7c b2 ee 05 fc 75 66 1b 8c a6 32 26 f4 ab 19 f4 e6 87 1a b9 24 93 19 38 76 96 77 01 ef 78 e9 
33 f3 c9 7b 7c a5 8f fe d4 8a a9 9f 6e 17 6a db c5 d5 3f e2 c3 1f 25 ec e0 8f 0b ae 1f f0 e2 8f 70 bf df 7d 6e 2f 5c 65 d6 b0 
5f d2 94 e0 45 d5 e4 57 bf ba 1e 7e d2 44 e8 8f db c4 5f 52 d5 b3 a0 8f 24 04 a5 df b8 be 07 7a 16 61 a5 3f 99 b3 d6 7e 
11 b5 5f 6e 6c ff aa 85 ed df b4 cc 50 c9 2b b6 42 1d b8 b0 f5 1f b0 e1 02 2c b5 1d fc 84 7a 92 1f c1 c7 6c 1c fd 50 17 44 
3d 31 41 35 3b 41 f0 51 3d 67 ee 6a e4 c6 a5 b0 e0 d6 85 db 57 50 93 e0 e4 7a ef 79 1a 46 4d 2f c2 69 b6 4f ad 19 fd ba 
93 e6 79 c9 9e 97 51 c3 cf 54 fd 37 2d 33 ea 3a 
Data Ascii: `mjt`Sc{nj?s0QL))S;7O|uf2&$8vwx3{|nj?%p}n/\e_EW~D_R$za?~_nlP+B,zlPD=1A5;AQ=gjWPzyFM/iOyQT7-3:

2022-04-20 13:07:16 UTC 653 IN Data Raw: 24 80 4c 2c e4 a1 3c 76 48 13 e3 2e 22 13 89 44 22 81 83 2d 1f fc f1 a3 ff f3 ff 34 3e 6a 7c bc be 7b 58 4e 77 
5f 7e df f8 7a ba 2f 76 8b e9 b2 f1 59 51 2e ee d6 9c 78 bf df 6f cb ab 3f fe f1 6e b1 bf 7f b8 69 cf 36 ab 3f 4e 25 ff 1f 57 8a 
9b b3 fd 79 b9 98 15 eb b2 68 7c fd e2 07 fe fb 4d b7 dd 6d f7 3a ec cf 3f de 6c e6 4f cd fb fd 6a 79 b8 2f 16 77 f7 fb ab 6e 
a7 f3 e1 f5 76 53 2e f6 8b cd fa 6a 57 2c a7 fb c5 9b e2 3d e7 3b ac a6 bb bb c5 fa aa 73 bd 9d ce e7 8b f5 dd 55 e7 fd 2f f
b e9 cd 62 3d 2f 1e ff f4 41 ab fb c1 ab ab db cd ec a1 3c 6c 1e f6 cb c5 ba b8 5a 6f d6 c5 fb f6 82 15 bd 3f e8 3c dd ce f6 
f1 fd b4 bd 9a b7 d6 9b 56 b9 7f 5a 16 cd 9b 87 fd 7e b3 86 49 87 db cd 7a df 7a 2b 55 1a 74 3a d7 37 d3 d9 eb bb dd e6 
61 3d 6f cd 36 cb cd ee 6a b1 
Data Ascii: $L,<vH."D"-4>j|{XNw_~z/vYQ.xo?ni6?N%Wyh|Mm:?lOjy/wnvS.jW,=;sU/b=/A<lZo?<VZ~Izz+Ut:7a=o6j

2022-04-20 13:07:16 UTC 654 IN Data Raw: 53 3e ba 3c 77 bb e9 93 18 ca 44 53 2b 0f 6d 0d e4 0a 92 17 74 d5 ed b2 09 e9 35 5c 51 f6 3b bc 07 ec f9 3c 
af e4 fd 92 89 69 b5 3b dd 62 75 cd d7 7b a6 46 3c 9f 25 b5 0f a4 0e 47 8e d0 01 2a b4 33 74 a4 f2 7c 96 d0 1e 10 3a 18 
62 42 41 ee d1 c0 c9 dd 05 b9 fb 83 48 ee 41 47 e5 be 2f a6 73 4e 00 99 7b b1 cc 7d 6d 8d fd 62 bf b4 72 76 9c 9c 43 df 
12 d2 10 72 90 79 b8 e1 c5 c3 06 e2 a6 84 45 f5 74 2d b9 bb b6 ba 4d 2f 1b 6d 72 d1 8c 20 2f 2c 66 e0 16 d3 81 c5 f4 5c 
d6 68 95 5c 87 31 6a cf a6 5b b1 c2 04 02 b9 0b 7a 02 7a 5a 55 b1 7c 3d a0 55 01 9b 0f c4 b6 85 28 e5 76 ba 5a 2c 9f ae 
be db b0 c1 75 d3 fc a2 58 be 29 f8 12 be f1 4d f1 50 34 4b f6 3d 60 0b e0 dd e2 36 bc 01 02 f4 ed a8 79 fb 76 ba 66 eb 
6b d6 e1 99 62 6f 77 7c a9 bc b3 b6 8a d4 87 84 5a 6f 56 
Data Ascii: S><wDS+mt5\Q;<i;bu{F<%G*3t|:bBAHAG/sN{}mbrvCryEt-M/mr /,f\h\1j[zzZU|=U(vZ,uX)MP4K=`6yvfkbow|ZoV

2022-04-20 13:07:16 UTC 656 IN Data Raw: c6 c7 31 b3 cd 89 ad 75 06 c3 92 dc 6d 77 8f 77 f5 ae 0d 38 e6 05 e2 cd 5e 88 29 cf de b7 fe 3f 8b d5 76 b3 63 
5d 64 6f 04 4c 26 ae 00 79 84 50 89 d0 9c 63 b8 81 dc 9a 3f c8 3b 77 57 9e 02 cc b8 cb cd 9d 9f ff d2 2b 49 5d 18 2b ef 
8b 02 29 6f e4 6b b6 60 fe 3e 7d e3 b3 0e 3d d6 19 3f 1d 6e cd a6 fb d9 3d 36 0c bb ec 72 c7 17 6e 20 e3 1c d5 1c cb 5a 
2d 06 18 91 24 77 c1 19 2c cd de c3 a7 76 b6 07 65 44 02 92 84 ae 7b 61 93 20 5f 2f c7 0b 8d 77 82 4b 0f 0d 7e f6 d7 18 
f3 d1 c6 b4 bc b9 42 c6 9c ba 65 6e 37 c2 44 39 62 8a 5e 13 99 9f 77 9a 63 b6 58 6c e2 57 e0 7c 7a ea f2 08 fa f6 96 d9 
b0 d8 31 93 78 9a a0 5c 89 54 7f f2 e6 1a 5c 9c e3 4e 4b 71 96 0b 76 c8 e5 51 96 cb eb 7b 62 d4 70 7c 0e 11 32 9c a2 93 
45 79 5b 42 ce 37 3b b1 e1 c0 28 94 cc 89 e9 14 99 b3 
Data Ascii: 1umww8^)?vc]doL&yPc?;wW+I]+)ok`>}=?n=6rn Z-$w,veD{a _/wK~Ben7D9b^wcXlW|z1x\T\NKqvQ{bp|2Ey[B7;
(

2022-04-20 13:07:16 UTC 657 IN Data Raw: 1b db 3e 0f e8 7b 75 bb d8 f1 bb 06 f7 8b a5 bb 72 e8 09 7d c4 a7 31 28 61 39 f5 04 88 d8 4d ef a8 4c d7 45 
7c 6c 85 f4 fc e3 6c cb 4b 9c a9 84 fc c4 06 0e b2 67 d3 dd 3c 72 7f 23 b0 25 55 05 41 db 33 7f 5e 50 df 9f 3a 5c 34 4d 63 
3a a4 ee 80 d3 7a 8a d6 72 a3 8a bb f2 18 86 2b db 50 ff 3a 87 6a 72 c3 2a b2 3b 4f c8 80 0d 6e 48 d3 37 d3 fd 74 a7 96 
65 aa d3 89 68 53 2b 70 e3 14 69 62 c6 a9 52 c4 70 23 c4 13 42 2b 8f 22 64 56 12 a2 0a a6 c9 82 ea 81 ea e3 32 5d 41 
c4 0c 38 29 b3 18 fa c4 b6 93 fc dd 4c cb a5 67 57 fe da 37 2f 3f 8c f7 cf ca f9 bc 7c 73 a7 2f 18 e9 89 a7 b4 83 fa 95 26 
ee 0f 36 55 6e d5 f2 4d f5 6c 43 62 92 84 71 dd f0 60 be 5f 16 13 09 b5 c1 be 05 e8 00 91 21 14 1e ab 12 aa 3d 5f ac ee 
b4 33 3c 77 24 02 92 91 2e aa d9 92 c3 29 a3 a7 0e 73 
Data Ascii: >{ur}1(a9MLE|llKg<r#%UA3^P:\4Mc:zr+P:jr*;OnH7tehS+pibRp#B+"dV2]A8)LgW7/?|s/&6UnMlCbq`_!=
_3<w$.)s

2022-04-20 13:07:16 UTC 658 IN Data Raw: cb 8a 00 76 f0 b6 61 a7 1e cb 1b 35 f8 58 59 95 ee 23 9b d9 5f 07 01 1b c4 86 e8 fd bd db 7e 42 f7 aa c4 be 
be 80 5b c9 16 b3 b5 62 3a e7 27 b4 26 8f 87 9f e9 44 8f 00 d5 f4 e2 46 cb 30 40 1e dc fe 6e 31 ab cd 1b ae b0 3b c0 e9 
c0 dd 9e ef 80 a9 79 1d 84 d4 9e a5 24 2a a0 aa ac 7b 00 2f 25 0e 32 94 89 c9 72 b4 1b 40 e5 4c 85 ec b9 0a 32 26 e2 
4b 09 3c 9a a7 3a 1b 55 37 ae 61 30 97 c4 e5 37 9f 04 0a 12 b5 0a f9 c4 df a6 43 ac 63 2a 03 ca 57 8e 7e ed 7d 37 fc b1 
15 5a d0 e9 71 95 b6 c8 e6 88 a3 6a e2 50 10 d0 df 57 27 4f 7b 2a 66 ca ca 25 50 ac 61 ae 56 31 67 f3 a0 45 d9 2a d6 62 
fe 7a c8 dd d8 79 cd d1 ea d3 36 7c 42 95 50 6f aa 84 56 6f da af ad d8 25 a2 ff 26 14 b0 73 57 c5 71 f5 0e 24 62 25 98 
25 cb be 00 e2 9e d0 80 30 7f 75 8f 63 81 56 ef 30 7a 7d 21 
Data Ascii: va5XY#_~B[b:'&DF0@n1;y$*{/%2r@L2&K<:U7a07Cc*W~}7ZqjPW'O{*f%PaV1gE*bzy6|BPoVo%&
sWq$b%%0ucV0z}!

2022-04-20 13:07:16 UTC 659 IN Data Raw: bd 52 38 8e bf 26 ea c7 5e 67 56 73 4d a2 dd d5 e2 b5 55 bc 61 bf 4a 39 27 72 6f b2 20 55 3c a0 ef fc 99 17 3f 
3c b3 0d e5 e3 51 f0 35 6b 61 18 f7 ab ee c9 ef 52 1a 34 ac 65 00 7e da 01 b2 15 8f ac cc b9 19 62 4f 7c 89 2f e3 42 ab 
3e 81 57 2d 67 5f 46 1d a2 f0 d9 10 65 29 cc 22 74 d6 0c 6e 95 cd e7 44 4d 95 e8 db 0c e6 bd 5e 3e 3f 0b d5 fb 9f cf 06 
43 bc ca 92 e2 8c d5 01 65 bc 9b 0f e1 62 5b 74 b9 82 14 a9 3b a7 e2 a1 9a 10 c4 5a 75 a8 11 7a 2d c1 41 d2 a9 ca 02 cf 
9a 27 cd b6 f5 77 03 bd e7 9e 22 d6 35 a5 b7 69 0d 78 c5 e0 e3 0c 05 18 4f 44 f5 26 96 45 f0 54 93 ea 58 ed 12 4a 75 6a 
86 95 5a 4d e4 f8 8c 89 d5 7b 56 dc 6f 96 ac 60 39 c1 8d 67 79 33 5d 3e 14 38 33 6b f4 d6 74 ce 63 fc 54 74 01 3e 06 87 
ec 6d 7d 02 ac cd 98 10 9c dd cf cf 5a 63 d6 f3 a8 e0 
Data Ascii: R8&^gVsMUaJ9'ro U<?<Q5kaR4e~bO|/B>W-g_Fe)"tnDM^>?Ceb[t;Zuz-A'w"5ixOD&ETXJujZM{Vo`9gy3]>8
3ktcTt>m}Zc

2022-04-20 13:07:16 UTC 661 IN Data Raw: f5 15 71 23 53 33 f3 9b 01 db 54 3b 20 21 38 61 24 cd 85 df 28 5a a9 a7 d2 f9 eb e9 b1 cf b4 c5 dc 84 3f 1a fa 
c7 7e b1 2c 68 8a 42 b7 0d 30 c8 63 0f 9a e1 f9 ed e2 ee 81 82 a9 7c 4f 66 8b 7d 90 e9 9c 0d 55 60 6c 8f 8d 38 dd 85 1b 
be d4 b1 ae 87 74 69 c7 81 98 7d 75 e9 13 84 9a 59 66 c6 6c 1e 3c e2 e3 eb 36 a4 d2 fa d2 19 3f 5e 91 43 0c df 22 87 37 
ca ac 03 dc f1 85 37 d1 23 d0 14 3b 70 6c 4c af 71 e3 be 9f 5a 69 9d 61 90 67 a5 8c 12 74 86 c1 c1 89 2c 32 cd 29 62 d3 
f4 5b 34 67 a9 a5 51 1a 79 6b ea ac 56 1a c0 02 7b e9 05 ea c8 31 7d aa 9a ae e4 c1 bc 81 92 7b dc 53 8d 12 f8 89 0f 5e 
18 12 52 64 9e 1b 14 23 b9 6a 65 b9 9c aa 3e c5 32 2e 98 7d 24 d4 5f 39 60 91 1c 9f fb 6a f6 b0 e3 5f f0 4f 79 7f 33 e0 97 
55 f8 ae f8 13 42 51 eb df 15 59 ab d8 e0 4f b9 61 
Data Ascii: q#S3T; !8a$(Z?~,hB0c|Of}U`l8ti}uYfl<6?^C"77#;plLqZiagt,2)b[4gQykV{1}{S^Rd#je>2.}$_9`j_Oy3UBQYOa

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 662 IN Data Raw: a8 48 ae 9c dd aa 90 44 a1 6c be 22 20 5b d6 be 99 0f f9 c6 91 47 d8 3f fc 24 34 e8 09 e2 3a af bd 2f 3b f2 37 
66 d3 5a ce 97 e5 6d e1 e1 e7 1c 48 43 1c 2a 5d 72 1d c8 15 02 bc 27 56 be bc 38 1d af 42 92 1e 88 30 d4 b6 51 7f 50 bf 
b0 b7 9b cd 71 48 0f 5e 45 cf d0 0f 17 ee de b1 4d e8 75 99 d5 4e f1 84 53 7b 13 25 e3 c4 ae 75 d9 e3 7d 4a 9e fc f0 11 
de 5c 59 c7 71 4d 6d a6 8c bb 06 20 f3 fd 74 3d 47 81 a6 34 da d2 b0 7a f0 d9 dc 1f b3 be 39 16 50 17 58 fc 2b 7c ae 75 
a9 8a ca be 0a 83 18 5f 81 94 b7 f6 f7 c5 aa 30 23 b9 b8 89 62 ee bb 60 97 07 2b 54 a4 46 47 f3 38 e0 06 11 0c ef a5 c0 
cd 37 48 c2 ed 4e b7 58 d9 6b c3 76 4f de 34 e6 b2 a5 ae eb 52 5c 0e e2 09 26 f8 91 a6 0a 7d cc 2f 56 fb b5 fd b4 df 40 
5d 07 ce 93 a0 a0 6e c3 45 6b 3c 5c e0 3b 4e c1 d7 5e 
Data Ascii: HDl" [G?$4:/;7fZmHC*]r'V8B0QPqH^EMuNS{%u}J\YqMm t=G4z9PX+|u_0#b`+TFG87HNXkvO4R\&}/V@]nEk
<\;N^

2022-04-20 13:07:16 UTC 663 IN Data Raw: f5 1a dd 94 d0 37 b3 f9 09 cd cf d9 f0 e5 db c5 7e 76 9f 6c 58 c9 1e 6c 74 07 fe 36 ef a3 98 a0 6a be 4d 6d a5 
a9 57 c0 d1 c9 96 fb cd c6 d2 b6 f1 85 9f cd 92 20 e5 b9 7c 5b c2 6c 97 5b 90 97 d6 86 a8 7d ec ed 24 5b c7 6c 1e 4f 1f cf 
8a 1d 83 c2 ef 3d d8 07 c4 51 3e 09 1d 45 ad 37 3c c2 54 c5 d2 c7 14 0e 67 e8 27 08 45 aa 62 65 88 2e 4b 88 aa 20 57 
16 52 2a 94 92 8d bc 5e 91 52 39 24 1b ee 47 e2 6f 02 25 09 81 e0 4a 33 01 4f b1 2f ff 65 1a 23 20 20 e3 c6 61 a6 81 2a 
01 09 17 0c b3 8c 10 cb 7d ca f5 c1 2c c3 c4 72 9f e5 72 60 dc 54 e0 c2 50 a6 65 b0 9c 29 f7 92 32 eb ed 5c 43 1a 39 41 
19 03 2a 28 c3 9c 1e 7b d1 19 5e e8 3e 02 49 86 77 cb 1c b3 0e 8e 36 ab 9f 33 e5 ca 5f b6 59 07 6e ac 4b c8 8c 7d f1 7a 
63 17 33 fe bf c4 bc db 63 ad eb 67 4c b8 11 99 6b db 
Data Ascii: 7~vlXlt6jMmW |[l[}$[lO=Q>E7<Tg'Ebe.K WR*^R9$Go%J3O/e#  a*},rr`TPe)2\C9A*({^>Iw63_YnK}zc3cgLk

2022-04-20 13:07:16 UTC 665 IN Data Raw: 4b a9 9b 43 5a 55 08 f7 88 74 19 d0 f4 de 04 fc bf 3a 72 91 01 e4 0b 85 04 7c 27 a8 9f 7c 23 bb db 0b 55 aa 
a9 9e 9d 0e 32 61 85 49 94 48 af b4 a4 c2 c2 2a b9 a5 b1 f1 4b 62 6f 17 18 a6 31 e7 64 43 f0 6e 6a 2d 86 2d 87 b7 07 41 
3e 41 fa b3 ee bf af 8b a7 db dd 74 55 94 0d 3e 53 63 3d 9b 65 66 05 b5 64 f7 3c 74 3e a4 7b ba e8 b9 7e 8f 16 c9 ef f7 
1b 3a 63 77 ff b0 5b 23 39 65 3a 5b f5 ff 6f 54 6a 25 20 03 ee 76 45 59 b6 66 8b dd ec 61 39 45 f0 32 fd 57 44 bd 4c c2 79 
bc d4 96 46 69 3e 78 27 49 b8 14 3e 32 6f e6 45 cb b2 90 b8 37 6f 1e 1b 34 40 f6 98 15 1b dd e1 68 dc 1e f5 57 1a c5 80 
d9 fa 76 b1 66 43 d1 f5 b1 19 51 45 d5 7b ab 6e f7 36 47 39 a2 ba 4b 3b 4a df 12 24 0b 89 3d d3 0d 67 24 ca f7 e1 73 02 
42 3a 78 ff dd b9 ce 68 bf a4 e1 14 6d 37 98 4c 4b 6d 
Data Ascii: KCZUt:r|'|#U2aIH*Kbo1dCnj--A>AtU>Sc=efd<t>{~:cw[#9e:[oTj% vEYfa9E2WDLyFi>x'I>2oE7o4@hWvf
CQE{n6G9K;J$=g$sB:xhm7LKm

2022-04-20 13:07:16 UTC 666 IN Data Raw: 32 0b ab 10 25 af 3d f4 05 b2 34 d4 2e 12 95 38 d2 1e de 95 2e 24 de 50 81 86 56 71 43 06 ed f2 4d b1 db 2f 
98 12 ea 2e f7 6a 31 9f 2f 0b ec e1 09 ec f1 7a e0 fd e1 c1 4a 56 c4 02 8a 73 10 43 3b b0 17 f0 8e be 6d b3 ba 6c c4 83 
c7 3c 4a d9 15 db c4 99 ef f6 ad e5 5d 76 16 d1 29 f3 b2 94 ab ec 2c 8f 65 5e 96 dc 8a e4 d6 22 b7 0a 8f cb 4c 7e aa be 
07 7f 2a 41 b4 bd 6c ce dd e6 6d 56 5b 66 f1 33 2b 64 f1 b3 5a a5 f3 67 29 9f a5 79 3a 67 56 05 59 1b 67 30 a3 a6 38 98 
7b dd 32 e2 cf 8d b2 ce 6a e6 84 9c 84 d9 12 72 12 96 49 c8 49 38 41 2c e7 91 95 3c b2 86 c7 e4 39 d2 24 84 db 44 b3 
85 1c 08 60 0d 38 10 a9 99 4e e4 e1 0a e7 f8 51 62 66 dc 6e 89 99 71 33 a4 64 3e be c2 c7 d7 f6 c8 6c c7 5b 08 77 ae a4 
9c 71 c3 86 26 25 ae a7 11 d1 23 b0 e0 95 79 a1 8f 5f e1 2a 
Data Ascii: 2%=4.8.$PVqCM/.j1/zJVsC;ml<J]v),e^"L~*AlmV[f3+dZg)y:gVYg08{2jrII8A,<9$D`8NQbfnq3d>l[wq&%#y_*

2022-04-20 13:07:16 UTC 667 IN Data Raw: 34 dd a7 34 ac 42 2a 2f b1 86 33 81 b1 6d a3 ec 08 18 c2 ac ed 4c 30 06 1b a0 d0 d0 a4 c5 1d 36 15 5e 29 1f 
cd c4 8c a7 61 b6 39 01 d7 2f 2b e6 36 8b ed b2 78 55 d5 c5 ec 77 f3 51 b5 58 4b 58 13 ab 7e 83 8e 57 3f 1f b4 ed e4 52 
10 f8 6b 0d ab 7a 84 ec 7f 9b fb 6a 91 0b 6a a7 57 1d bd c7 76 b2 d8 ff 80 6b 65 a7 db 40 ce f2 70 13 04 eb 24 2f f5 75 c0 
a5 be 0e bc d4 67 fc 42 fc 59 8b ae ff da eb 89 c7 aa 2f e6 e4 b8 7d 41 f3 b6 7b 83 f2 b4 8b 74 de c2 1d b9 1a 58 3d 53 
72 64 8d 7e 91 79 f4 f6 8d aa 5b 75 b5 30 30 ba 9f 50 44 d0 49 49 38 b4 c1 10 07 52 53 e9 04 06 d4 a0 3d e2 b1 7d ca 2d 
da 3d fe 1f 00 fd 96 1b f3 6a fd 6c 58 35 40 79 bf dd e7 ff e5 35 8a c6 9c 12 3f 54 53 57 3d ef 58 2b 86 26 5c 47 c8 93 fb 
2e 2e 28 4d b4 71 e8 6f 96 7c bc 30 fc f1 12 1f a8 
Data Ascii: 44B*/3mL06^)a9/+6xUwQXKX~W?RkzjjWvke@p$/ugBY/}A{tX=Srd~y[u00PDII8RS=}-=jlX5@y5?TSW=X+&\G
..(Mqo|0

2022-04-20 13:07:16 UTC 668 IN Data Raw: 29 f5 4a 10 90 58 31 c7 bd 44 25 9a 67 b2 49 da be c2 51 7a db 23 6e 6e 4e 10 e3 53 4b b5 33 b4 49 94 a6 a6 
62 49 af 44 98 a3 8a 06 32 02 04 b8 08 cb 57 ca fe b2 2b a6 f3 cd 7a f9 f4 aa e6 c6 25 8b 08 18 32 98 e7 37 36 97 1d 7e 
05 66 0e f8 67 1d e5 17 f3 80 26 c2 23 3d c6 d4 f1 22 38 1b 72 45 07 9b 28 00 8d 85 4a 73 26 6f de 9d db aa 95 74 b0 da 
2b fc e6 39 bc a1 2d 77 09 c1 31 20 21 09 db ad 93 01 31 d6 63 7e 5d 78 e5 56 07 70 f5 cc e4 58 6c 51 ca 75 74 59 2c 6f 
f5 7a d9 5a 66 e3 6b ea 90 5a ee a6 1e d8 87 ba ae 2e c6 80 6b 67 e2 e0 69 28 ce 9d 44 44 74 48 b6 b3 9d c3 a5 c0 0b 
26 aa 8e 62 9b 10 93 7d 6d c5 93 a5 15 e2 ed 8b e8 73 a9 5c 19 ee aa a7 a5 b1 a7 c2 96 14 7d 27 a2 b7 35 18 54 7d 42 
16 33 d0 7b 55 93 36 fe 24 22 be 23 a1 f7 23 52 76 2f 00 6f 96 
Data Ascii: )JX1D%gIQz#nnNSK3IbID2W+z%276~fg&#="8rE(Js&ot+9-w1 !1c~]xVpXlQutY,ozZfkZ.kgi(DDtH&b}ms\}
'5T}B3{U6$"##Rv/o

2022-04-20 13:07:16 UTC 670 IN Data Raw: d3 2f 09 21 78 bf 5b ac 5f 57 05 40 f0 58 50 fd 6a 59 39 7f 5a 4f 57 8b 99 9a 6c cb 8d 75 33 cd 53 df 77 2e 88 
af 4b d4 5b 68 ec d7 9f 64 ed 5e b9 48 a0 f1 1c aa 1d 4a 73 e0 ee 9b d3 58 0e 0f e1 10 e7 ed d5 22 3d ad 34 dd ec ba 54 
fd 7d f0 b4 f6 6d 42 ca 00 a6 42 16 a6 d7 e6 54 dd 3d f9 11 7f c2 83 17 d3 b6 6f 16 e5 82 4d f4 a2 ba 68 55 aa f3 45 3c 48 
48 1b c6 da 64 f5 9b c0 9e 95 35 3a 10 f6 14 9c e3 d2 12 29 6f 0a 9a 7f 30 a9 ac 6e 08 ce 5a 9d 5c 63 20 33 9d 48 bc b0 
53 12 57 6d cd 37 dd ab 57 31 5c b2 d8 5c 51 af 51 f8 d7 2f 24 10 db 99 a0 be dc fd 8f 6a db db 59 96 83 7d 94 91 05 b2 
0c 67 2f 0d d6 f9 25 d8 72 83 ab e6 cf 4a c2 57 fe 02 66 93 37 a5 23 c6 23 ae 53 07 c4 c2 9b 41 11 e1 90 d5 8c d8 4c f7 
6b 7f f5 1b 2a 50 9c 7a 4c 25 7e 42 a8 34 cd 87 5d 
Data Ascii: /!x[_W@XPjY9ZOWlu3Sw.K[hd^HJsX"=4T}mBBT=oMhUE<HHd5:)o0nZ\c 3HSWm7W1\\QQ/$jY}g/
%rJWf7##SALk*PzL%~B4]

2022-04-20 13:07:16 UTC 671 IN Data Raw: f6 f4 e2 8d f0 a1 d5 8f bf b2 7e 40 d7 97 db f9 f3 fb e5 f4 a7 f9 66 ae 7e 7f 05 07 17 bb 3e cc 7f 97 af 59 fe d7 
d3 7f 7e f3 f6 e6 f3 bf 0e 8d 4c 59 47 6b 30 63 f5 2b d9 ff 4b 9a 25 ef ad f0 cd bf df 75 fe 6f 6c c0 f2 c7 1f 00 72 9b 38 97 0d
62 37 55 53 cc 86 42 f3 54 53 ba c8 84 d4 e1 76 55 91 07 e1 bb 62 3f bb 17 e9 62 f0 9d de 71 a0 4b be 65 a6 57 91 ce 03 
17 fe d5 c4 7c 99 7a e5 cd 8f 20 0f f0 ed 0d b3 c4 95 d0 11 fe 92 d5 dd b9 41 f7 8f e1 16 84 12 e5 e3 07 d8 d8 99 33 b6 10 
d9 5d 89 93 76 3b a3 3c 4b 7a 58 ad 9e 02 9b 2c 70 cf 0a f1 15 52 12 fd 79 93 59 da 95 f5 d8 82 cc bc b9 d1 ef 79 f5 13 
9b 8a e2 28 d7 de 0a 0b bc c5 80 de b8 a3 45 ca fd c6 e9 cd 41 9e 33 89 83 0d 0c 2e fb 3d ee 45 70 bf 89 42 91 44 de 39 
0c 86 e0 81 ac e7 cb 82 bd be 18 2c 82 
Data Ascii: ~@f~>Y~LYGk0c+K%uolr8b7USBTSvUb?bqKeW|z A3]v;<KzX,pRyYy(EA3.=EpBD9,

2022-04-20 13:07:16 UTC 672 IN Data Raw: bd 87 e5 f2 e0 c1 d4 d9 09 60 9d db 1b 5b fa 72 09 dc db 1f 56 96 a0 b1 23 67 ec 88 19 07 a5 a8 3e a6 1c 86 
fd 5b 7a 8f 6f 10 2f 9f 0f 6c b9 cf b9 20 ee ba a2 97 56 1f 6a ee ab ee 50 19 cc e0 83 c7 8c 06 56 49 ff df ca bc d4 fe 9c 7f 
24 16 25 d8 3e 09 f3 35 d4 bf 62 6f 01 20 bf 34 c4 6e cf 9b 05 0c 55 af f6 c4 2c eb 38 bd 72 59 ec f9 bc 9f ef 13 f2 f2 db 9d 
ce b0 58 11 eb 5b b8 13 38 e8 74 ae f3 81 95 90 17 44 46 03 bb 59 46 03 7b f7 a3 0a 6a 36 9b 4e a0 3a 8d fb 6e 13 49 ec 
61 89 7d 50 77 1d ee 0c ab 64 87 40 9b f0 65 5f d2 f4 20 a3 7e 74 06 31 d9 9c 17 b3 8d 1a 97 70 cb 37 da bc 33 ab 6a c6 
40 a9 90 ec ab ea c9 cd 43 54 45 7f 1e 2a 8f 59 ed a8 7a cc a0 55 4e c4 86 15 51 38 3f f3 4e f7 5a cd bf 74 9c 3e 42 61 
30 f8 85 eb 1b 18 24 bd 7c cf ab 7c 10 db c9 
Data Ascii: `[rV#g>[zo/l VjPVI$%>5bo 4nU,8rYX[8tDFYF{j6N:nIa}Pwd@e_ ~t1p73j@CTE*YzUNQ8?NZt>Ba0$||

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 673 IN Data Raw: c6 0e e5 d2 50 2e 1d ca c8 50 46 0e 65 68 28 43 87 32 30 94 81 43 e9 1b 4a df a1 f4 0c a5 e7 50 ba 86 d2 75 
28 c6 06 5d c7 06 c6 04 8e 05 8c 01 9c fa 9b ea 3b b5 37 95 77 ea 6e aa ee d4 dc 54 dc a9 b7 a9 b6 53 6b 53 69 b7 ce 
a6 62 56 7a 07 f5 05 cd 6c f3 6a d1 b6 64 ad 88 ad 87 56 db d6 5a 57 d2 ae a3 36 89 6d 11 6d 40 db 7e da dc b6 b5 75 
e3 d8 6d 63 1a d3 69 4b d3 fc 4e eb 1b 87 71 fc c5 b8 98 e3 61 c6 29 1d 9f 34 6e ec 78 b1 71 7c c7 ef 4d 57 71 7a 8a e9 
5c 4e df 32 dd d1 e9 8d a6 03 57 fd 57 ec 95 b4 d8 20 aa 86 0e fd 76 44 98 5a 11 f4 5f 36 d2 3a dc d2 b1 25 01 42 b0 44 
9a 0f 63 41 b5 f0 8f 9f 9d 5a 0f 83 b5 f6 a9 15 41 ff 65 95 37 fc 90 aa f6 30 b1 da 21 3e 8c 05 55 c3 af 36 53 cc 2a a6 1b 
6e 6e 84 0c 28 e6 4f fb 20 a5 43 56 be 9b da e8 41 46 94 07 
Data Ascii: P.PFeh(C20CJPu(];7wnTSkSibVzljdVZW6mm@~umciKNqa)4nxq|MWqz\N2WW vDZ_6:%BDcAZAe7
0!>U6S*nn(O CVAF

2022-04-20 13:07:16 UTC 675 IN Data Raw: d1 69 36 0f 48 76 35 1f 45 6c 3e c2 6c 3e a2 2d 33 3a cd e6 01 c9 9e e6 11 9b 5f 62 36 bf a4 2d 73 79 9a cd 
03 92 5d cd 2f 23 36 bf c4 6c 7e 49 5b e6 f2 34 9b 07 24 7b 9a 47 6c 3e c6 6c 3e a6 2d 33 3e cd e6 01 c9 ae e6 e3 88 cd 
c7 98 cd c7 b4 65 c6 a7 d9 3c 20 d9 d3 3c 62 f3 09 66 f3 09 6d 99 c9 69 36 0f 48 76 35 9f 44 6c 3e c1 6c 3e a1 2d 33 39 
cd e6 e2 9c a2 52 ce 1c 4a 30 39 4d 2a 43 b0 aa e1 55 53 e7 e0 e8 4a ad 77 f0 f5 55 ce 32 28 36 3f ec 83 fd 22 71 50 f2 
a1 a1 a8 bd 89 d1 08 29 2e 55 be 38 8e 30 1f 00 7e f4 f0 21 b2 d0 66 5a 98 22 b4 12 fe 97 05 e8 e1 48 b2 e7 a0 b4 30 fb 
7b 42 cb b3 34 f3 ed 83 70 61 5f c2 23 ed 86 09 8a db 30 be 55 a1 aa a2 a7 df 01 cb 80 ea 90 16 cb 70 7a 42 14 fc 5e d3 
cd 09 51 ac 4c c5 1c f5 a0 f1 13 30 5b 9d 72 e4 c3 8f 2e 
Data Ascii: i6Hv5El>l>-3:_b6-sy]/#6l~I[4${Gl>l>-3>e< <bfmi6Hv5Dl>l>-39RJ09M*CUSJwU2(6?"qP).U80~!fZ"H
0{B4pa_#0UpzB^QL0[r.

2022-04-20 13:07:16 UTC 676 IN Data Raw: eb 50 e9 76 0f 47 ef b9 1c 94 17 9c 18 85 6b 44 e0 81 b8 2e 39 52 1b 3a d8 d0 63 09 d6 e7 94 a0 dc a8 37 06 
9c 21 dd e2 b1 6a d4 16 a3 1b ef 97 a1 1e 91 e1 89 d1 16 ae 3d 64 d7 ad 9a 17 51 6b 55 0e a3 a6 c4 ee 12 15 44 f9 4e 
8e e0 8d 0c 93 e4 00 95 3a 18 84 3b 58 0d 01 bd de 68 1d 1c 31 d3 c6 a3 c4 5e 1e fb c4 65 c6 f7 32 01 ea 9a 64 f0 66 2c 
2b c6 0f ea 8d e5 c8 8f f6 65 99 32 03 7e 59 8e cc 98 5f 91 23 3b ec 57 e4 ca 8c fc 7d 2c d1 e0 5f 9e 7c 86 f8 5f 21 36 7a 
af 36 58 78 7a 14 b0 12 cd a4 d5 5b af 6b ac 02 bc b7 d5 5e 87 6b fb aa ae 16 8c dd e4 e7 c9 67 0a 6e 0e 8a 4e 8f 6f 26 
9a a3 46 ad 91 36 a8 2d 30 fb b1 c4 63 b3 45 fa b9 c2 b3 63 c2 93 23 b4 09 db d7 aa 39 62 fd 1a c3 cb 1f 4b 3c c2 5c a4 
9f 2b c8 3c 22 3c 3d ce 9c b2 7f 9d 9a 63 f6 af 2f 48 fe 
Data Ascii: PvGkD.9R:c7!j=dQkUDN:;Xh1^e2df,+e2~Y_#;W},_|_!6z6Xxz[k^kgnNo&F6-0cEc#9bK<\+<"<=c/H

2022-04-20 13:07:16 UTC 677 IN Data Raw: 2c 7d c2 1f 98 f1 67 43 41 a9 c5 7f 8a 8f d1 80 50 15 dd 49 b0 b4 09 c0 42 19 01 39 16 4b 01 87 c2 38 43 3a 
26 40 44 a9 7c 29 3e 46 03 45 55 74 27 c1 b6 58 cc c7 92 11 a3 12 d8 03 9c 21 1d 13 a0 a3 d4 26 52 8a 8f d1 00 52 15 
dd 49 b0 b4 09 c0 48 19 01 39 16 4b 01 93 c2 38 43 3a 26 40 4a a9 7c 29 3e 46 03 4b 55 74 27 c1 b6 58 cc c7 92 11 a6 
12 d8 03 9c 21 1d 13 a0 a6 64 be 08 da 14 c9 e4 d1 9d 04 4b 9b 00 ec 94 11 90 63 b1 14 f0 29 8c 33 a4 63 02 04 95 ca 9
7 e2 63 34 10 55 45 77 12 6c 8b c5 7c 2c 19 91 2a 81 3d c0 19 d2 31 01 9a 4a e6 8b a0 53 91 4c 1e dd 49 b0 b4 09 c0 54 
19 01 39 16 4b 01 ab c2 38 43 3a 26 40 56 a9 7c 29 3e 46 03 57 55 74 27 c1 b6 58 cc c7 92 11 ac 12 d8 03 9c 21 1d 13 
a0 ac d4 7a 34 8c 66 45 32 79 74 27 c1 5e 89 e3 b0 56 ea 2b 1f 46 b6 
Data Ascii: ,}gCAPIB9K8C:&@D|)>FEUt'X!&RRIH9K8C:&@J|)>FKUt'X!dKc)3cc4UEwl|,*=1JSLIT9K8C:&@V|)>FWUt'X
!z4fE2yt'^V+F

2022-04-20 13:07:16 UTC 679 IN Data Raw: 22 00 da 38 89 40 67 e3 ad 4a 41 b3 71 1f 09 86 50 a1 0c 16 0d fc 38 c0 60 24 12 8e 4d 64 4b 0b 95 8a b0 12 
5c 94 46 51 08 36 ee b4 31 6b 90 01 80 92 06 7e 58 65 d3 71 7f 22 5f b2 39 12 e2 fd 5c 2e 4a a5 38 d4 9a e8 47 31 83 d0 
20 6b 8a 08 7f 59 0a 04 e0 d5 64 d6 64 ab a4 00 ab 79 6c a4 5e 09 90 6a a2 6b 47 2d 13 f2 95 ae e5 2c e9 30 6a 32 6b 
ba 65 d2 1c 06 45 4f f3 f5 4a 80 4e 13 a3 4d cc 32 34 68 9a 22 c2 5f 96 06 01 b8 34 99 35 d9 32 29 40 69 1e 1b a9 57 02 
44 1a cf 14 f5 19 1a 1c 4d 11 e1 2f db 32 41 9f 49 c6 44 8b f1 52 6c a4 5e 09 50 68 7c 7a 11 f5 19 1a 04 4d 11 e1 2f 4b 
83 00 fc 99 cc 9a 6c 99 14 e0 33 8f 8d d4 2b 01 f2 8c 67 8a fa 0c 0d 76 a6 88 f0 97 6d 99 a0 cf 24 63 9c c5 78 29 36 52 af 
04 68 33 3e f3 8c fa 0c 0d 6a a6 88 f0 97 a5 41 00 ce 4c 
Data Ascii: "8@gJAqP8`$MdK\FQ61k~Xeq"_9\.J8G1 kYddyl^jkG-,0j2keEOJNM24h"_452)@iWDM/2AIDRl^Ph|zM/Kl3+
gvm$cx)6Rh3>jAL

2022-04-20 13:07:16 UTC 680 IN Data Raw: 48 3f 17 9a 52 58 b8 57 85 6c ff af 55 73 cc fe fc 32 24 d4 0f 1e 66 55 de 8c e7 0c 56 3b d2 54 8c e7 e0 68 1f 
38 e1 22 cf d5 82 2a 3a 64 37 eb 79 40 96 ca d5 59 11 96 ca d5 b9 e1 95 62 15 f0 f6 05 b3 b1 95 62 75 f0 66 de 29 b0 3c 
de ce 69 cd 90 4a de ca a4 66 30 25 28 1f bd 00 81 ed de d6 8c a1 84 2d 90 6a 46 4f 72 8a c0 a1 93 c0 9d 5e c3 ef f4 e4 
1c c4 24 23 23 02 97 a4 24 3b 4c 04 56 d2 64 d4 11 a8 48 82 5b 2a 70 27 44 d0 90 43 8a 4e a2 0e 69 3a 05 3c a4 e9 14 
f6 90 a6 53 f0 43 9a 4e 21 10 69 3a 05 42 a4 e9 14 0e 91 a6 53 50 44 9a 4e a1 11 69 3a 05 48 a4 e8 04 26 91 a2 12 b0 
44 8a 4a 20 13 29 2a 01 4e a4 a8 04 3e 91 a2 12 10 45 8a 4a a0 14 69 8f c1 81 8a b4 3d 70 ac 22 49 c5 e1 8a 24 0d 47 
2c 92 34 1c b4 48 d2 70 dc 22 49 c3 a1 8b 24 0d 47 2f 92 34 1c 
Data Ascii: H?RXWlUs2$fUV;Th8"*:d7y@Ybbuf)<iJf0%(-jFOr^$##$;LVdH[*p'DCNi:<SCN!i:BSPDNi:H&DJ )*N>EJi=
p"I$G,4Hp"I$G/4

2022-04-20 13:07:16 UTC 681 IN Data Raw: 42 47 f6 94 5a ab 40 36 4a 8d a8 61 4a 20 dd 53 ce 87 1d 16 95 ef d5 e5 c8 9e 52 6b 15 e8 46 a9 0f 4a 4c 0a 
44 d1 c4 34 e9 5c 80 62 51 f9 6e 5d e2 98 62 78 a3 d4 5a 05 b2 51 6a c4 17 53 02 e9 9e 72 3e 94 b1 a8 7c af 2e 47 f6 94 
5a ab 40 37 4a 7d a0 63 6a d9 43 f7 94 f3 41 8f 45 e5 7b 4b ae 23 7b 4a ad 55 a0 97 8e f5 21 91 29 81 81 95 fc d9 f0 c8 
a2 f2 bd ba 1c bb 9a af b3 0a 74 a3 d4 07 4f 26 05 a2 08 65 9a 74 2e 90 b2 a8 7c 2f 92 fa c8 9e 52 6b 15 c8 46 a9 11 b3 
4c 09 a4 7b ca f9 90 cb a2 f2 bd ba 1c d9 53 6a ad 02 dd 28 f5 01 99 49 81 28 96 99 26 9d 0b ce 2c 2a df ad 4b 1c d1 0c 
6f 94 5a ab 40 36 4a 8d e8 66 4a 20 dd 53 ce 87 71 16 95 ef d5 e5 c8 9e 52 6b 15 e8 46 a9 0f f2 4c 0a 44 51 cf 34 e9 5c 
c0 67 51 f9 6e 5d e2 d8 67 78 a3 d4 5a 05 b2 51 6a c4 41 
Data Ascii: BGZ@6JaJ SRkFJLD4\bQn]bxZQjSr>|.GZ@7J}cjCAE{K#{JU!)tO&et.|/RkFL{Sj(I(&,*KoZ@6JfJ SqRkFLD
Q4\gQn]gxZQjA

2022-04-20 13:07:16 UTC 682 IN Data Raw: 48 cd 06 ff 5a 11 80 3d 26 3d 46 46 35 0d e0 25 41 6a 06 da d7 0a 83 a4 91 89 a4 86 38 d8 8d 22 10 ba 1d 01 
ef c5 8d 4f 63 7b 39 54 ba dd c3 e8 3b 2e 07 e5 05 27 e2 79 19 11 38 98 97 4b 8e d4 86 86 09 f2 58 82 f5 39 05 c0 2b ea 
8d 01 67 48 b7 78 ac 1a b5 21 76 c5 fb 65 a8 47 64 78 62 b4 85 6b 87 e8 72 ab e6 21 65 59 95 c3 a8 29 c8 5c 44 05 51 
be 93 31 b9 22 c3 24 39 40 a5 0e 06 e1 0e 56 03 08 97 37 5a 07 47 cc b4 f1 28 b1 97 c7 3e 71 b9 a8 5b ab 79 0a e4 16 
2b 26 13 6f 8b e5 c8 07 db 62 99 32 91 b6 58 8e 4c 98 2d 91 23 1b 63 4b e4 ca 04 d8 5a cd 51 74 2d 9e 7c 06 68 2d 21 3
6 8a ab 15 2c dc bd 50 18 2d 9d 49 ab b7 5e 28 9c 16 ef 6d b5 d7 01 03 d2 5a cd 51 14 2d 9e 7c 26 08 ad a0 68 2f 52 35 
b7 39 6a d4 1a 69 83 da 30 b3 56 73 1c 30 4b a4 9f 0b 2d 2b 26 dc 
Data Ascii: HZ=&=FF5%Aj8"Oc{9T;.'y8KX9+gHx!veGdxbkr!eY)\DQ1"$9@V7ZG(>q[y+&ob2XL-#cKZQt-|h-!6,P-I^(mZQ-
|&h/R59ji0Vs0K-+&

2022-04-20 13:07:16 UTC 684 IN Data Raw: f9 a4 f2 25 4d f5 63 73 7d 6f b2 9f 8c ff 64 04 64 59 2c 7d c2 1f 98 f1 67 63 41 a9 c5 7f 8a 8f d1 88 50 15 dd 49 
b0 b4 09 e0 42 19 01 39 16 4b 41 87 c2 38 43 3a 26 60 44 a9 7c 29 3e 46 23 45 55 74 27 c1 b6 58 cc c7 92 21 a3 12 d8 
03 9c 21 1d 13 b0 a3 d4 26 52 8a 8f d1 08 52 15 dd 49 b0 b4 09 e0 48 19 01 39 16 4b 41 93 c2 38 43 3a 26 60 4a a9 7c 
29 3e 46 23 4b 55 74 27 c1 b6 58 cc c7 92 21 a6 12 d8 03 9c 21 1d 13 b0 a6 64 be 08 dc 14 c9 e4 d1 9d 04 4b 9b 00 ee 
94 11 90 63 b1 14 f4 29 8c 33 a4 63 02 06 95 ca 97 e2 63 34 12 55 45 77 12 6c 8b c5 7c 2c 19 92 2a 81 3d c0 19 d2 31 
01 9b 4a e6 8b c0 53 91 4c 1e dd 49 b0 b4 09 e0 54 19 01 39 16 4b 41 ab c2 38 43 3a 26 60 56 a9 7c 29 3e 46 23 57 55 
74 27 c1 b6 58 cc c7 92 21 ac 12 d8 03 9c 21 1d 13 b0 ac d4 7a 34 
Data Ascii: %Mcs}oddY,}gcAPIB9KA8C:&`D|)>F#EUt'X!!&RRIH9KA8C:&`J|)>F#KUt'X!!dKc)3cc4UEwl|,*=1JSLIT9K
A8C:&`V|)>F#WUt'X!!z4

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 685 IN Data Raw: 30 df ee 10 30 dc ee 10 30 d9 ee 10 30 d6 ee 10 30 d3 2e 26 48 80 76 51 22 34 bb 28 11 94 5d 94 08 c7 2e 4a 
04 62 17 25 42 b0 8b 12 c1 d7 45 89 b0 eb a2 44 c0 75 51 22 d4 ba b8 aa 0c 59 17 7b 44 7c b5 0c 1a 34 5a 75 f0 5a bf 
a4 45 31 75 69 9a ed 15 32 c5 94 58 b1 88 54 34 5d 6c 5a ad 1a f4 c5 c8 ac 55 07 cd b9 f9 fb 90 69 9e b9 1c 86 f7 20 7b 
2b 16 92 8e a0 4b fb 48 2b 08 87 cf 15 b1 3e 6a 02 10 b0 73 79 aa b9 2a 16 e0 dc 60 46 e3 32 a0 e6 d2 d6 56 2b 23 f5 ca 
87 a6 59 ec 78 b9 3c d5 5e 19 5b c3 40 aa dc 18 97 01 29 97 ae 36 5a 65 38 4c ae 88 f5 51 13 81 80 91 cb 53 cd 95 b1 
00 e4 06 33 1a 97 01 1d 17 27 a9 3d c3 a1 71 45 ac 8f da ca 88 3d 63 66 c5 69 b6 cc 8c c6 65 40 c4 c5 db 0b b5 67 38 1
c ae 88 f5 51 13 81 80 85 cb 53 cd 95 b1 00 e1 06 33 1a 97 01 05 
Data Ascii: 00000.&HvQ"4(].Jb%BEDuQ"Y{D|4ZuZE1ui2XT4]lZUi {+KH+>jsy*`F2V+#Yx<^[@)6Ze8LQS3'=qE=cfie@g
8QS3

2022-04-20 13:07:16 UTC 686 IN Data Raw: d5 5f 66 5d dd 8c 67 8a 69 2b 4b 75 d8 bc 76 d1 0b df 70 89 91 74 72 f7 fd 15 fd 4a 6e 11 7c 2a 6c 4b c9 53 61 
5b 8d 9d d2 12 18 3e 17 9c 66 4e 69 39 0c 77 de 16 5c d1 f0 c9 a9 33 6a 6a 78 32 71 86 4c d5 fe e1 0f 20 d0 a7 b7 ce 6c 
29 f4 80 e4 4c 95 ea 4e 81 91 52 d5 6f 7a 1f f6 dd 16 9f 21 49 3d 7c 28 18 a9 e2 b9 33 62 0c a9 8f 7f fe 37 c1 a2 92 79 8e 
60 4b 3e 38 73 a8 e8 14 3b 74 ea 8c 3c 74 ea 0c 3e 74 ea 8c 3f 74 ea 0c 41 74 ea 8c 42 74 ea 0c 44 74 ea 8c 45 74 ea 
0c 47 74 ea 8c 48 54 74 02 25 2a 2a e1 12 15 95 a0 89 8a 4a e8 44 45 25 80 a2 a2 12 46 51 51 09 a6 e8 ec 18 4c 2a 3a 
eb 81 61 45 59 c5 bc a2 ac 61 64 51 d6 30 b5 28 6b 18 5c 94 35 cc 2e ca 1a c6 17 65 0d 13 8c b2 86 21 46 59 c3 1c a3 
ac 61 94 51 c9 9d d0 8c 8a 4a 80 46 45 25 4c a3 a2 12 ac 51 
Data Ascii: _f]gi+KuvptrJn|*lKSa[>fNi9w\3jjx2qL l)LNRoz!I=|(3b7y`K>8s;t<t>t?tAtBtDtEtGtHTt%**JDE%FQQL*:aEYadQ0
(k\5.e!FYaQJFE%LQ

2022-04-20 13:07:16 UTC 688 IN Data Raw: 75 ac 3c f6 f0 9d b2 8e 3d a6 fa 1f 1e b9 6e ee 14 d7 14 f8 a3 a3 1f 8a ac 38 14 9e e4 97 01 c9 54 ff 43 2e 77 
9f e6 3d 53 e0 8b e2 c7 27 cb 0e 21 a2 ec 94 56 51 ca 54 ff c3 ab d4 37 77 8a 6b 0a 74 51 1c a1 65 c5 21 df 29 eb d0 65 
aa ff 21 97 9b 3b c5 35 05 be 28 7e 24 b3 ec 10 c2 cc 4e 69 15 cf 4c f5 df e7 a2 23 cd f0 a2 b8 a6 40 17 c5 11 6f 56 1c f2 
9d b2 0e 72 a6 fa 1f 72 b9 b9 53 5c 53 e0 8b e2 c7 3c cb 0e 21 f6 ec 94 56 91 cf 54 ff 7d 2e 3a fc 0c 2f 8a 6b 0a 74 51 1c 
41 68 c5 21 df 29 eb 70 68 
Data Ascii: u<=n8TC.w=S'!VQT7wktQe!)e!;5(~$NiL#@oVrrS\S<!VT}.:/ktQAh!)ph

2022-04-20 13:07:16 UTC 688 IN Data Raw: aa ff 21 97 9b 3b c5 35 05 be 28 7e 74 b4 ec 10 02 d2 4e 69 15 23 4d f5 df e7 a2 63 d2 f0 a2 b8 a6 40 17 c5 
11 99 56 1c f2 9d b2 0e 9c a6 fa 1f 72 b9 b9 53 5c 53 e0 8b e2 92 48 e5 f0 43 05 2e 83 5f aa 5d b2 f0 cd 5b 6f 34 7e 03 
28 7d c1 b9 88 90 56 3e 2d 5c 08 49 2b 77 c4 6b 39 69 86 34 86 8f 3d a7 51 69 86 4c 86 bb 7b 0b 86 8b 7c 4e ec cc 4c 
23 cf 43 ce e4 b4 ee 2c f0 37 29 fc 43 6b 67 84 1a 7f 3e 73 06 a9 8d 27 c2 2c b5 64 07 af 15 e3 b5 61 06 aa 56 7b 52 b8 
6a 97 ff ce 2e a2 d5 72 8d f2 c9 f6 20 c0 d3 a2 48 c9 69 49 64 d8 b4 24 32 66 5a 12 19 30 2d 89 8c 96 96 44 86 4a 4b 22 
e3 a4 25 91 41 d2 92 c8 08 69 49 64 78 b4 28 12 36 5a 94 08 18 2d 4a 84 8a 16 25 82 44 8b 12 e1 a1 45 89 c0 d0 a2 44 
48 68 69 ed 31 06 2d 25 8d 19 68 87 84 01 68 87 80 e9 67 87 80 
Data Ascii: !;5(~tNi#Mc@VrS\SHC._][o4~(}V>-\I+wk9i4=QiL{|NL#C,7)Ckg>s',daV{Rj.r HiId$2fZ0-DJK"%AiIdx(6Z-
J%DEDHhi1-%hhg

2022-04-20 13:07:16 UTC 689 IN Data Raw: 0a 3a 5b a9 af bf 6b e4 a0 fe 8e 3c a5 3d 60 98 52 1a 5f 45 52 92 9d 0f 29 4c f7 bf 6b e4 a8 fe 7e e8 a4 3d 60 
6e 52 1a 5f 05 4d 92 9d 0f 4f 30 d3 fd ef 1a 39 7a fa f2 a3 24 ed 01 23 92 d2 f8 2a 3e 92 ec 7c 48 61 fe d9 d7 33 72 54 7f 
3f 20 d2 1e 30 0d 29 8d af 42 21 c9 ce 87 37 21 a7 fb df 35 72 50 7f 47 f6 d1 1e 30 f8 28 8d af a2 1e c9 ce 87 14 a6 fb df 
35 72 54 7f 3f cc d1 1e 30 e3 28 8d af 02 1c c9 ce fb 14 74 ba 51 5f 7f d7 c8 41 fd 1d 89 46 7b c0 38 a3 34 be 8a 65 24 3b 
1f 52 98 ee 7f d7 c8 51 fd fd e0 45 7b c0 e4 a2 34 be 0a 5b 24 3b ef 53 d0 99 45 7d fd 5d 23 07 f5 77 e4 14 ed 01 43 8a 
d2 f8 2a 42 91 ec 7c 48 61 ba ff 5d 23 47 f5 f7 43 12 ed 01 f3 88 d2 f8 2a 18 91 ec bc 4f 41 27 11 f5 f5 77 8d 1c d4 df 91 
3e b4 07 8c 1e 4a e3 ab b8 43 b2 f3 21 85 
Data Ascii: :[k<=`R_ER)Lk~=`nR_MO09z$#*>|Ha3rT? 0)B!7!5rPG0(5rT?0(tQ_AF{84e$;RQE{4[$;SE}]#wC*B|Ha]#G
C*OA'w>JC!

2022-04-20 13:07:16 UTC 690 IN Data Raw: 54 e8 ad 86 fb 41 b7 e1 a5 00 f0 e3 08 5a 6e 56 2b 10 cb e3 d0 9d 5f b5 3a da 0b ba 80 4b 04 fc 5d b1 23 fe 
ca 8a 6f f7 75 fa f4 b4 c6 37 12 37 05 b1 6c 01 7d a1 15 98 54 73 02 24 f7 db 8e a3 9f ec ee ee 9c e9 d6 e6 0f 47 df 3c 3e 
ff 86 cf 7b bb 8e 7e 7a b6 73 be 73 7c b1 79 b1 7f 72 ac 5b c5 47 47 ff b4 73 f1 fd 1c 0a be 9c eb d6 fd be a3 f3 e7 ef 50 ef 
f4 e4 f8 7c 47 b7 52 51 69 6b f3 74 f3 e3 fe e1 fe c5 fe 0e 54 fd 3a 73 74 b5 44 69 30 db 73 f4 b3 d3 2d 9d 4f fd b6 8b 83 
a1 3f f1 83 64 94 94 09 2b 3c 2a e1 e8 ed 09 78 d0 1f 86 4b e4 8f f9 24 14 0f ac 98 8e 4a fe 8c d0 e5 4f b1 e8 83 d3 f5 fd 
88 40 35 b7 ca 26 55 2f f3 19 92 32 1d f9 53 3a d4 97 3d 0f 7b c8 06 9a 6f 96 40 57 ee b5 f3 59 5a fa 3f 76 70 58 03 08 50 
9a 66 a5 36 f1 73 60 69 69 96 be e1 cd 
Data Ascii: TAZnV+_:K]#ou77l}Ts$G<>{~zss|yr[GGsP|GRQiktT:stDi0s-O?d+<*xK$JO@5&U/2S:={o@WYZ?vpXPf6s`ii

2022-04-20 13:07:16 UTC 691 IN Data Raw: 54 c8 ac a6 1e a1 20 2d 20 0e 96 68 72 42 0d 48 14 5d 0b 14 d8 5d 84 02 9f 66 6e bd 2d c7 fe b8 9f d4 35 6a 
c0 c1 27 ac 69 0c d7 c2 9c e6 54 5e 8d 45 8d 66 8b 30 69 53 52 c2 0e ab 11 c0 78 f5 70 bc fe b3 e3 14 2c 9c e6 6c ab 6f 
b4 ec f5 03 a9 bd f4 0e b7 24 c7 f3 a7 51 92 9d 65 01 54 49 41 d9 f8 ef 0f 64 ab a3 67 17 79 97 44 6c f1 a0 d3 d7 0f da ea 
68 d1 a0 fa 04 ed 99 80 4f 69 79 98 84 2c 2d 98 b0 5b 9f 4f 27 64 94 54 d8 76 85 83 2f b4 31 1b dd 9e b1 11 03 26 7e c4 
f5 b5 45 bd 6f f5 f5 fe 5c d3 e6 20 28 35 b0 4e a7 e3 be 4e d5 aa d8 49 04 c5 09 42 f4 8e ed 47 f0 1e 28 3f cb eb ae 96 78 
57 b1 c2 78 9f 69 60 2a ec 80 4c 37 7b 2d eb 10 59 90 fa ec f7 62 91 db 49 31 41 eb 0b 5a f1 5d 41 72 7c 57 e1 21 52 e0 
45 8a 71 e4 4f a4 d0 bb 36 b7 f6 bb e2 38 50 71 df 
Data Ascii: T - hrBH]]fn-5j'iT^Ef0iSRxp,lo$QeTIAdgyDlhOiy,-[O'dTv/1&~Eo\ (5NNIBG(?xWxi`*L7{-YbI1AZ]Ar|W!REqO68
Pq

2022-04-20 13:07:16 UTC 693 IN Data Raw: 40 09 93 ef 09 62 0e 8f d5 68 98 1b be cd e0 7c 07 cd 12 d7 00 89 2c 80 51 06 4f 4f 20 14 e0 78 0c b8 fc 0e 06 
d2 24 3f f0 48 4a 89 08 b4 9c 88 fc a9 55 01 1f 56 af 70 ef 78 c6 69 f0 b6 b5 de 40 d5 88 04 ee 08 c0 11 c0 ff 70 42 e1 ff 
82 87 4e 74 05 4b 8e 2c d8 7d 85 5f 42 dc fd 1b 3d b2 70 50 60 99 3e 1e 9a c8 fe ca f9 51 35 81 7f b0 06 3f 9c 91 bd c7 
c5 dc c8 6c 1f d7 b8 3a cd ff 0b f5 81 b2 b5 de 8f 71 c6 7f 1b 1c 84 b7 de bf b0 d2 18 25 9c 08 c9 de 03 fc 82 07 eb 16 7f 
c7 f2 77 8c bf 71 c3 22 14 6e e1 ff b8 49 05 ce 84 35 b6 3a e5 05 c8 d8 61 09 30 45 e3 17 50 c1 82 d8 30 f2 be a5 16 f3 
8b 31 62 04 b0 6d 79 79 6c 8f e0 29 ab 71 26 b7 a6 b0 16 0f 04 8c e1 06 00 d6 fe c4 80 de a0 66 2c 60 a7 19 49 e4 e9 ab 
f9 aa 6e d6 ae e2 a9 e9 50 93 78 65 45 b6 f9 8a 
Data Ascii: @bh|,QOO x$?HJUVpxi@pBNtK,}_B=pP`>Q5?l:q%wq"nI5:a0EP01bmyyl)q&f,`InPxeE

2022-04-20 13:07:16 UTC 694 IN Data Raw: 92 fa 3c 29 5d 28 a7 cc 42 44 56 5e e1 4f 8b 27 13 6c b3 91 3f 53 5e b5 8e 84 c5 51 5b ad 40 05 56 85 df cd 
57 bc cc 42 eb f8 47 98 b1 a3 af bf 05 a5 70 d8 3d 3f 96 dc a1 b3 32 9c 90 f4 75 98 0d 1d 1f 30 8b a5 7e 30 62 f0 6b 88 d6 
19 58 de ce 0f 98 0a 12 e6 c2 b9 d4 fd c8 9f a0 a7 ed fb 04 e6 9d 4d cb ef 11 2e 40 bf 42 26 70 6d 47 05 74 46 ed 31 70 
36 b6 d5 41 b6 e1 9d f7 e1 37 d3 05 da e9 79 bd 70 da 68 48 1d 46 5c 09 6f 78 18 bf 17 d9 34 0f 19 08 30 49 89 2b 70 d6 
fe 1c f6 1c a7 8d f5 9d f7 ff ee 7b e1 fc b6 d6 2c af ce cf 6a 0f 7c 94 aa 92 62 58 3c d7 86 c6 ee 83 a8 ac e7 74 9b ce 4d 
67 c1 d2 88 d3 56 4b cb 19 e0 64 8e 91 53 e2 8d 6e a9 13 15 e9 0f d9 34 8d 8c ce 32 6b 72 b0 aa bf 05 d2 b4 a6 5b 4b 
7c f5 d4 74 11 58 2c d2 e4 a6 25 df df c7 fb 24 2a 63 
Data Ascii: <)](BDV^O'l?S^Q[@VWBGp=?2u0~0bkXM.@B&pmGtF1p6A7yphHF\ox40I+p{,j|bX<tMgVKdSn42kr[K|tX,%$*c

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 695 IN Data Raw: 73 52 49 60 5a 1c 53 bc e9 35 7a 8c 78 30 3b 7f f7 f4 a4 eb dc 6f 39 68 fa 2b 77 ab 53 c5 53 51 4b 3f d0 f6 b7 
45 a8 10 35 75 fe 5f aa 55 ff f4 d5 56 c7 8a 3d 53 97 30 90 be 64 2e 7b 06 30 5a 81 d6 05 e8 9a 0c 94 80 4d 46 74 4d 41 
50 88 ce a7 9c 6b e6 47 7e 0a 22 3c 60 f1 d3 13 21 04 85 32 d6 d8 2d 6c a3 c0 7b 98 45 90 18 fb 37 0c 83 eb f0 6a 01 74 
46 11 a0 ec 49 99 ff 57 db 51 41 f1 85 5d 91 9b 22 90 e8 06 7f f6 45 89 a0 77 8b c7 63 9e 27 e9 cd e6 1d 80 19 69 24 ea 
21 e4 d0 8c ac 77 dc cb 64 5d f7 bb 35 38 76 d6 16 e9 40 3a e9 e4 2a 81 c3 00 04 55 1f 5c e5 0e ac 3c 81 aa 87 6b 4f 3e 
6c a3 1e 8c 16 12 57 04 79 40 3f b8 fe e2 34 4f ee 30 b1 3f 4b 4f 73 36 28 b6 40 21 1e 02 1f 89 fd 42 71 44 4e 41 dd 78 
5d bb 8e 0f 73 5a 81 6d 91 27 eb 1e ce 54 76 6f f7 b3 
Data Ascii: sRI`ZS5zx0;o9h+wSSQK?E5u_UV=S0d.{0ZMFtMAPkG~"<`!2-l{E7jtFIWQA]"Ewc'i$!wd]58v@:*U\<kO>lWy@?
4O0?KOs6(@!BqDNAx]sZm'Tvo

2022-04-20 13:07:16 UTC 697 IN Data Raw: 15 f5 fd b0 53 7b 73 73 ab 59 29 83 d7 9d 5a 27 a7 5f ce 9b d5 b8 eb 12 fd a0 dc ce fc d2 d8 1f 6e 94 ca e7 5f 
4e 4f 4f ce 2e be 7f f8 0c 92 a6 5a 2b 7e f7 db 87 4e a7 7b 50 d8 1a 7c f2 7b a7 d6 d7 d3 df db 95 fe d0 9d b8 91 b3 b5 45 
c7 15 2d 60 da 97 51 99 fb 3a e6 ab b5 bb f9 a3 d9 4d cc ee c2 ff a2 9f bd 9d af 15 60 23 36 f0 a7 a3 d2 19 3c c8 fb 00 53 
79 a1 12 bf 36 40 43 c4 c5 a3 38 26 0d 02 d1 61 65 a5 3b 8a e7 f1 37 bd 70 ac 63 41 1a d4 12 2d cc 18 6d 40 76 67 e0 
b5 a8 78 21 a6 86 80 a7 0d 15 17 44 92 66 4b 92 0c 3b 25 ed 3a 00 14 4c 59 17 ee d7 66 fd 4f f7 3d b5 db 5d 42 51 8b c0 
2b d2 fc 45 86 c7 ab d9 64 70 cf 49 47 fc a0 8a 50 3d 69 15 6a f2 ee 6e 23 0b 23 93 d7 03 08 03 e0 9a 4c fb e5 b9 2f 93 
a6 bc e2 8b 5b 6f 40 a0 b1 26 2c 87 93 39 46 5f 37 
Data Ascii: S{ssY)Z'_n_NOO.Z+~N{P|{E-`Q:M`#6<Sy6@C8&ae;7pcA-m@vgx!DfK;%:LYfO=]BQ+EdpIGP=ijn##L/[o@&,
9F_7

2022-04-20 13:07:16 UTC 698 IN Data Raw: bf f2 4f 0c 38 af f9 0e 81 05 f5 b7 78 d4 b7 a3 4f a6 c1 28 09 75 6b 2c 02 2c b8 21 d0 f9 7c 8d 17 63 f3 28 31 
27 f5 ef 92 a1 0f e7 c5 9e 16 2c df 1c c2 86 3c 3d e9 5f 8e 3f 1f 9f 7c 3b d6 ab c0 66 20 e2 d1 34 2c 29 4d 01 15 fd b9 8c 
9e 09 65 84 4c d4 27 57 65 7d 57 0a 4c d5 0b f0 ea ab 5b e7 ee 47 95 0a b4 9c d6 0a 11 00 6c eb 39 d5 b1 29 29 af 2f 63 
67 94 2b fd c5 a4 54 ea 24 dc 10 55 64 8d 05 40 f9 63 e7 57 3c f2 8d 89 34 dd e2 cd 79 18 bd 13 91 e4 b4 62 8a 4a a3 6b 
95 68 db bb 95 cb 58 05 89 64 65 f3 85 7e a1 26 a8 3a ae 77 85 17 6c 49 97 cd 96 7a 7a 75 59 5f bd 5b 68 43 ec 95 6f 98 
4e cf d5 43 b2 23 a8 60 5a 41 df ed 44 44 a9 c2 1b 59 31 f3 44 41 45 46 b7 db 64 54 46 64 d2 7c e1 f8 6d 74 96 8a 01 87 
e4 ac e9 f2 70 a1 a7 77 2e 10 8e bc 2d b2 52 c8 7b 
Data Ascii: O8xO(uk,,!|c(1',<=_?|;f 4,)MeL'We}WL[Gl9))/cg+T$Ud@cW<4ybJkhXde~&:wlIzzuY_[hCoNC#`ZADDY1
DAEFdTFd|mtpw.-R{

2022-04-20 13:07:16 UTC 699 IN Data Raw: 0b 30 ad 44 d6 fd f6 b9 23 8b f9 b4 15 f5 cc d1 89 0c 44 22 98 e4 4f 61 5f f8 4b 17 f7 ce f5 07 30 60 e8 42 eb 
e5 ce 34 67 37 be b6 9d a5 c3 11 d3 cd 66 92 f2 2f 7b 9b 5b 9f 9d 45 c7 41 0b a0 d3 29 45 07 d5 17 44 68 e3 2c 62 a3 37 
6f f4 5f 56 97 8c 68 f5 17 1d c8 5e 98 e5 91 f0 68 42 db 30 c3 5b 69 df bc 49 0a 11 0f 55 cf cf fe 05 f6 9d 22 a3 7b 6f 52 1b 
91 30 90 3c f0 4b 94 30 e6 1b ef 3b b3 10 95 31 8d 5c f2 b0 d1 83 b8 6a e6 50 de 6d 6d f9 7d b1 bb 4a ec 5d 6b 85 3c f8 
96 27 93 e1 56 32 49 a5 2d d6 c7 e2 6a ef 4c 28 d8 db ce 82 18 b6 e7 bc 09 d3 96 5f e4 c5 5b 32 7e 3c 90 7b bd 3f db e1 
3d 02 ec 13 06 e9 ff b8 26 9f 17 d4 fd 5a df f5 dd 0f 0f bc fe 4f 61 5a dc 85 a2 35 9c 7f d5 5d d4 d2 06 5e 47 92 33 4c b0 
60 1c 02 c8 48 1a 40 f8 fa 5a 20 bc ff 39 20 
Data Ascii: 0D#D"Oa_K0`B4g7f/{[EA)EDh,b7o_Vh^hB0[iIU"{oR0<K0;1\jPmm}J]k<'V2I-jL(_[2~<{?=&ZOaZ5]^G3L`H@Z 9 

2022-04-20 13:07:16 UTC 700 IN Data Raw: a4 14 42 95 5a 7f 73 8b 68 21 cc 78 07 26 77 a8 7e 19 02 f5 2d 5b 85 67 58 78 5b 15 8a 64 ec 7f 62 65 ba 4d 
fb a9 ba 1a 34 cf f5 d2 82 b1 e4 08 ea c7 c1 89 34 ed 62 24 2e 45 c3 d3 7d 58 7c 0e 3d 76 82 f3 66 ac f5 02 7b 55 9f 65 
b1 3d 8e fa b1 21 5f 2a a4 c7 b2 08 5d 91 64 55 ed d2 42 32 ff d6 1f b6 01 e1 a2 29 4d 7d 63 c1 59 19 56 3d e1 25 6f cf 
d4 96 4a 72 55 5f c2 7a 57 fd d6 de 42 79 0d 13 2c 5b 53 f7 d4 f1 dc be 2f 45 a3 69 76 a3 9f 12 f7 7d d3 dd c1 2f fa 35 60 
e7 f1 3e c4 27 1d 08 cc c8 71 64 62 d2 e7 6e e8 f0 de b3 37 94 60 2a 10 17 66 4e 02 3c 2a 2c 07 71 44 5a d5 8f 5e 6a da 
15 5f 95 d6 63 fc 54 17 77 9d e0 a5 ed ea b7 ba 26 53 a9 c0 cf ad c3 17 72 a9 da f3 a4 0b 66 19 08 44 85 1b 56 d7 38 6e 
f2 3b 88 ea 56 fb a7 a2 a8 5b c9 16 17 16 7d c4 30 6e 
Data Ascii: BZsh!x&w~-[gXx[dbeM44b$.E}X|=vf{Ue=!_*]dUB2)M}cYV=%oJrU_zWBy,[S/Eiv}/5`>'qdbn7`*fN<*,qDZ
^j_cTw&SrfDV8n;V[}0n

2022-04-20 13:07:16 UTC 702 IN Data Raw: 75 f0 31 d3 f0 55 04 e9 75 6d e2 4f 67 93 61 ce 9e 1b fb 69 e4 da 11 36 1d 29 5b 33 9b 8d 0f 80 94 8b e8 ea 
20 9d 13 13 5d 42 06 c7 90 75 3f 0a bc 5c c9 b2 2c 67 0f b1 61 f2 31 ea 10 06 4e 81 26 83 d0 cf 47 95 78 86 cf 2a 69 c7 
15 77 f4 27 17 2a a2 31 f1 e1 6d 5e 73 8b 3d ab 5d b3 f3 ca 2c 1e 66 31 da fa 1c 32 1e 04 c5 f1 64 34 1d 4d 1f c7 7e d1 
b5 87 ae df 97 00 e6 c4 d5 83 a7 5a d0 ce 33 80 59 f3 0e 1b d0 ae e8 05 d5 1c fa d3 8b 60 e0 03 c6 f2 d2 78 72 8c 38 50 
cb dc 28 e9 73 86 99 8f 49 cc 18 2e 40 18 e3 c2 65 b8 70 05 3a 11 17 07 41 0a 0d 76 b1 53 9c 76 fd 61 9c dc d6 9f 00 4e 
47 9f 4e 1e 9f bc bc 03 ef fa 1c e8 c6 ed 22 02 08 35 7e 1f 18 80 07 1f 00 03 c9 52 2e 2f e5 2e 2a e5 e7 09 67 71 39 0f 41 
60 48 83 67 44 e7 5a 02 9f 08 5b 6a f8 79 77 3e 06 84 
Data Ascii: u1UumOgai6)[3 ]Bu?\,ga1N&Gx*iw'*1m^s=],f12d4M~Z3Y`xr8P(sI.@ep:AvSvaNGN"5~R./.*gq9A`HgDZ[jyw>

2022-04-20 13:07:16 UTC 703 IN Data Raw: 04 ed 47 90 05 75 59 ec ca e8 17 b4 c8 71 55 18 6a e6 cc a8 c8 1b 80 b1 96 a5 2c 7f 2f ff 37 72 19 5f 37 50 5a 
d4 4d 2f ff 2f 5c 3e 81 5f 3e d0 ca 5a 54 6b 04 5e 1e db 3e 0e f2 da c2 96 72 6d 3b e8 fb 5e 6e 3a ca a1 70 95 0b a0 33 f8 
e0 a0 0c 65 54 50 e6 db 6e 56 99 d0 9d 18 9f 5e 02 7b 20 6a b1 71 66 58 cb 0e db c5 04 2a cc a2 09 a4 4f 7b d2 f1 a7 7a 
41 cb 21 7b f3 50 ff e6 32 db 68 9c c7 56 71 60 fe 15 64 29 21 c7 fb 34 99 0d a7 d0 f5 62 df 0e a7 24 b8 6d 6c 2c fa 22 64 
c4 3d 8e 96 55 f9 8c 37 ba 29 30 e8 0f c6 d3 c7 9b 90 11 2b aa 57 86 9d 42 41 ac 55 d9 a8 d7 db 4b c7 9f e4 78 ec 9a 07 
92 12 a3 5b d0 90 01 8d 5e 71 3c 0b bb 79 8d d6 38 d0 c2 b9 7c 65 59 28 30 c5 9f d9 b8 6b 4c 82 f2 ad a5 64 d0 8e 30 c2 
e5 88 98 06 50 72 6f 74 47 a3 d0 df 67 9f 68 4a 
Data Ascii: GuYqUj,/7r_7PZM//\>_>ZTk^>rm;^n:p3eTPnV^{ jqfX*O{zA!{P2hVq`d)!4b$ml,"d=U7)0+WBAUKx[^q<y8
|eY(0kLd0ProtGghJ

2022-04-20 13:07:16 UTC 704 IN Data Raw: 5e 23 d9 f1 0c f7 ca 62 2c 16 bf db b7 6c 8a 68 86 0d 60 e9 c6 b0 67 d9 7c 75 bb 4b 56 88 7b 2f 31 97 e5 0c 
8b cb 37 dd e9 74 6c 6a eb 96 c3 e6 9f 3b ea 6f 6c 50 62 98 4c dd 5b 2f 9b 9b 65 0b 52 60 fa 77 81 21 7b fe cf 93 76 5e 
bb 21 72 ad 8f c7 2d ef e6 46 13 7b 3b ae e0 4c eb 65 60 f8 93 1e e8 3b ac ce d7 af 81 fb 80 50 3c 1a 75 fa 28 82 82 90 
1b 7d 19 00 3d c9 5f ae 8d b0 a7 92 3d 6d 66 27 08 bf 83 ec 95 d7 20 c5 fc b9 39 9a 74 8a c4 9d 83 d9 80 c9 df 66 c8 0c 
8d 20 52 99 1a ac a0 9b e5 75 cb 8e e1 2e 1d 6c 97 de ee 34 77 71 01 99 aa 9a 59 59 b1 b0 cf 82 ea 37 37 66 aa 35 0d 
b7 46 ed 89 fb 62 20 f9 98 10 9a d9 8e 15 6d 0b b4 60 25 82 aa 66 0e f0 84 bc 53 a8 ee e8 46 b9 c4 65 02 36 de f7 69 46 
4d e2 ce be 2d ac 33 3d cb 91 2d e8 dc 58 d3 91 6c 35 67 29 
Data Ascii: ^#b,lh`g|uKV{/17tlj;olPbL[/eR`w!{v^!r-F{;Le`;P<u(}=_=mf' 9tf Ru.l4wqYY77f5Fb m`%fSFe6iFM-3=-Xl5g)

2022-04-20 13:07:16 UTC 705 IN Data Raw: db 68 6a 25 0a 60 44 33 a6 7b d9 91 27 17 78 5a c2 3a 8f 0d 24 37 95 01 58 1b bb 91 5a 20 49 6f 03 5d fa 58 
96 18 3a 1d 3f 9c e6 ec dc ed 70 f4 30 8c f6 08 08 71 64 79 ba b5 64 64 d6 6e 41 b2 4d 6a 47 b7 c0 fa d3 29 67 99 94 bf 
52 a5 d6 6e 81 6d a4 33 35 db e9 94 8b 4c 9e 6f 3d 05 09 fc b0 71 d4 6f b9 29 34 b6 3d 34 46 c3 e9 64 d4 ef fb 2a 03 24 
2b 84 23 bd 9f 1d e9 a4 5f 57 df 8a bc 70 b3 2e a9 5c 5d 65 1e 5d cd a4 52 1d 3e 04 38 e5 50 e2 78 72 6d 58 63 b8 19 88 
86 c9 8c e5 87 3d d0 4f c2 68 fb 3e 8f 82 6b a7 a0 e9 9a 29 a7 6b b5 44 15 82 a8 78 35 51 4e 91 9e cc dd 86 45 25 93 b5 
3f 82 f9 8d 7b 41 53 34 ca 88 02 88 be 1b e4 b2 98 47 0d 25 e5 51 c2 49 5f 44 55 32 dd 66 1a d7 0a b8 39 f4 fc ac 85 c1 
d4 07 5a e3 0e db 22 9b 36 9f 1b 07 49 6c 92 83 51 5f 4f 
Data Ascii: hj%`D3{'xZ:$7XZ Io]X:?p0qdyddnAMjG)gRnm35Lo=qo)4=4Fd*$+#_Wp.\]e]R>8PxrmXc=Oh>k)kDx5QNE%?
{AS4G%QI_DU2f9Z"6IlQ_O

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 707 IN Data Raw: 26 a5 40 89 94 20 64 4a cf 9e da 96 33 37 4e d3 be ae 12 83 b3 85 f5 17 0b 26 45 da d6 10 46 05 64 52 6e 5b 
4b ea d7 27 24 05 40 19 e8 16 b6 03 a4 f6 55 bd a7 c7 0f c0 c6 02 84 2d d6 43 d6 af e4 96 26 c9 30 f2 39 8e 85 47 86 40 
62 13 67 86 94 e7 89 7c 79 63 f5 42 89 2c e6 d8 ee de 57 8a a7 be 3f 81 56 87 be cb 8c a3 ac c6 cf d6 59 8f 1f 06 b6 ad 
73 ce e8 85 bc db b7 f8 17 ae 60 ef 03 16 b8 db 09 34 01 9c a5 1f 20 67 c3 13 44 bc c4 27 e1 1c 45 6f a3 68 e9 ef 89 45 
b9 2b c9 cd 33 56 7d c3 8a c4 12 91 fd 63 52 ba 61 68 53 a4 ed 2b d2 0e 12 69 73 e3 32 2b 97 0f 90 64 be 65 d3 f7 31 fd 
7b 36 fd 00 d3 7f 64 d3 3f 62 fa 5f d9 f4 7e 71 34 14 07 ff 64 21 df c9 bb 9c 92 e6 c6 df 2a ae 05 7d 70 8a c0 64 70 4b db 
9f 84 d6 d5 13 48 ce a6 16 4e 67 43 13 ff 40 cd b1 d3 
Data Ascii: &@ dJ37N&EFdRn[K'$@U-C&09G@bg|ycB,W?VYs`4 gD'EohE+3V}cRahS+is2+de1{6d?b_~q4d!*
}pdpKHNgC@

2022-04-20 13:07:16 UTC 708 IN Data Raw: a1 70 6d f9 66 be 52 da 92 13 de bf df 79 2e bf ad 98 f9 ed ed ca db 1d cb ca fb 1b 3b 5b db e5 0a 9e d5 2c 94 
a3 16 36 36 b6 31 84 12 7c 4f d6 5f 28 eb 3c ff 5e de b7 76 b6 b7 ab 3b 85 3c d4 51 2e 55 aa fa bb 77 e5 92 5e 48 96 28 
14 3c 9d 7d 35 62 10 ca bb cf 95 ad 92 9c 50 d9 d8 a9 3e 03 e8 ba 29 27 3e 57 2a 5b 52 ae 1d 91 29 4a 13 09 f3 58 cf e9 
2c c2 e4 9a 84 4a 37 46 65 84 47 aa 12 d9 1f 61 50 77 ae 3c 6c 82 8d 64 b1 3d 19 0d 1a bc 57 78 f0 53 9c 4b 2a bf 2d bf 
83 75 03 e0 7c 1f 39 f3 f2 9a 96 54 00 08 ab 96 01 5d 3b cf 6d e8 01 77 3b 82 da 2a d5 b7 58 5b 75 67 1b 6b 8b 6a e2 ee 
51 f4 62 74 45 aa 6f 61 3d 6f 10 eb bb cf 79 aa 08 1e 2b cf f9 0e 7b dc 79 ee e2 c3 26 0d d2 32 68 88 12 0a 79 c4 78 09 
28 7b 59 4e a4 89 82 18 6e e1 2e 25 20 8b 40 5c de f3 
Data Ascii: pmfRy.;[,661|O_(<^v;<Q.Uw^H(<}5bP>)'>W*[R)JX,J7FeGaPw<ld=WxSK*-u|9T];mw;*X[ugkjQbtEoa=oy+
{y&2hyx({YNn.% @\

2022-04-20 13:07:16 UTC 709 IN Data Raw: 2d 16 15 6c 72 7b 59 93 7e b2 c9 42 55 88 e2 ae 20 7f 27 ef d1 bc f7 d9 4c c7 79 10 fb c8 83 7a eb e5 a0 a7 
40 e7 46 ce 1f ba 23 b2 70 83 9a 1d b0 3d 3d 61 de 06 d5 d2 f8 79 ab 30 7e d8 fc 1c 02 f0 1c 02 a9 74 cd 19 2c 01 95 01 
06 b3 58 65 c3 ab 89 fc e5 eb 5a 02 6b ea 12 15 a9 44 25 59 a2 bc a5 2e 52 95 8a 54 93 45 2a e5 da 9a b2 cc 96 54 66 
2b 2a b3 4d e3 a4 6e 65 db f0 98 c4 4c 2f 6c c0 1d 3e 36 7c d0 5e fa 4a bf f1 64 36 1e 17 a0 5b 46 73 4c 0a 65 81 77 91 
50 01 da 88 5e 00 01 ac 83 d0 3d 94 2c 4a cf 2e ac 7b cf 1e a0 6f e7 d9 87 ee 6d e9 5c f0 af bc ca 83 18 0f 6a 56 a1 0c 
0b 21 4a f4 95 ea 46 65 7b 1b 56 11 4b c8 8e 1c 46 48 45 1f 44 77 0f a4 3a b3 35 6c e3 21 85 c7 57 b6 89 1e 10 7b f6 ab 
b4 9c fb ca 35 13 89 ce 66 79 bb a4 43 73 05 29 91 f4 a3 e4 
Data Ascii: -lr{Y~BU 'Lyz@F#p==ay0~t,XeZkD%Y.RTE*Tf+*MneL/l>6|^Jd6[FsLewP^=,J.{om\jV!JFe{VKFHEDw:5l!
W{5fyCs)

2022-04-20 13:07:16 UTC 711 IN Data Raw: 72 5e 83 d0 ff ef ea 5e c2 8a ec ea 26 46 c7 d1 ac a2 16 05 c8 b1 af 40 22 bf d6 49 5b 55 7e ac 5c eb 7b ee 66 
c5 74 37 cb c2 8a 96 b2 91 b8 3a ea c9 b5 b3 5b 79 77 af ad 3f 79 57 3e ee 6c b4 63 27 32 0f 4f 90 d8 cc b0 82 47 63 8d 
b3 04 41 ad 25 ed 82 03 3e 0d bc f4 fe d3 1d df c7 a3 3d b6 82 6e 4c ac 93 5b c0 20 2e 58 ec b0 78 64 69 9a 90 b3 41 df 
c3 30 0c 09 e7 d5 cb 21 3b bb e9 80 d0 b2 b3 15 2f f9 20 a6 62 cd b8 e3 7d a7 d7 04 ee 07 73 22 ae 98 ad 95 6a d1 56 
98 9b 07 c4 00 09 b9 f9 92 0e a4 e3 e6 61 60 81 6a e8 17 5b df 01 01 c6 ea a2 05 18 7e 7d 9d 89 20 4e 1e d5 af e7 36 e9 
fe 3b 20 42 e3 9e b6 93 6f 03 0d 6d c0 8a 88 74 54 d1 0d fc 00 25 9d 7c 07 d6 a6 0d e0 cc cf 5d dc 7c 36 4e 13 6c 12 7b 
78 72 ab 3f 9d e0 a4 89 60 b4 2d ad fe a1 b1 df 3c f8 f8 
Data Ascii: r^^&F@"I[U~\{ft7:[yw?yW>lc'2OGcA%>=nL[ .XxdiA0!;/ b}s"jVa`j[~} N6; BomtT%|]|6Nl{xr?`-<

2022-04-20 13:07:16 UTC 712 IN Data Raw: 4f b2 97 d8 60 cd bc 79 99 b2 84 a1 b5 6c 9d 1f 8e 96 e3 87 87 27 0f c3 d3 c9 68 ec 4f a6 8f dc ac 68 60 a4 92 
58 47 8a 35 86 5e 3f 85 32 02 03 10 2b 98 59 12 61 dc eb 60 6e 0c 14 0c b0 13 6b 95 f6 bc 36 90 98 0f 9d 58 5e 68 9b 4c 
f2 c0 bd 27 3c d1 4d 97 c9 61 d3 26 e7 83 2c 6b a1 70 3d 37 79 86 12 cf c0 41 02 12 d0 66 43 d0 e0 83 21 3b f7 c6 8e 77 
9f 3f 0e 1c 0a eb bc f0 5b 31 98 fa 13 f4 37 07 21 46 06 fa 2a f5 f9 7a 41 07 f8 09 a9 cf 89 53 a2 c6 b0 6f 69 22 41 8b 0e 
9b c7 aa a2 f1 45 71 f0 97 5d 4f c9 83 c8 b1 5b 14 dc 3d 98 75 26 bb 4b 71 1f de 38 c5 b8 3a ef 37 6d 58 b2 28 52 9b e4 
8d c8 36 0c cd 27 a6 34 8a c5 13 b7 71 31 18 03 89 85 ee 66 d9 60 db e5 ce b5 b1 4e 0b 24 56 f0 fc ac 8d 88 9a 62 0c 41 
1a f3 05 0a 42 61 d6 7a 7e 1e 02 3a 13 51 1d 24 a7 
Data Ascii: O`yl'hOh`XG5^?2+Ya`nk6X^hL'<Ma&,kp=7yAfC!;w?[17!F*zASoi"AEq]O[=u&Kq8:7mX(R6'4q1f`N$VbABa
z~:Q$

2022-04-20 13:07:16 UTC 713 IN Data Raw: c5 19 17 ee bd 3c dd c2 0e 84 e7 63 f4 a4 27 24 d5 3c 2e 2f ba a9 46 00 0f 81 c7 ab 68 71 59 51 19 44 8a 9c 
0e 03 64 13 a7 1f 72 e4 21 40 81 94 3f bf e0 10 c3 e7 be e0 66 cc 67 27 b9 02 48 c6 9b 04 78 f9 2f 62 e6 e1 9c fb 92 59 
36 92 0b 02 3a 31 c6 3b a1 62 03 54 98 6f 15 f4 22 cc b7 38 52 4c da a2 13 3f 28 2d 08 cd 33 9a 05 de 1e c0 e2 e9 a6 27 
9d cc 15 c4 bc 40 f7 5c 78 2c c6 11 3e 00 dc 66 c2 40 30 5e 0e 82 14 ef 07 bb 70 98 44 cc 97 68 4f d1 00 c5 9a bc 73 48 
93 9d d7 3e e4 0f fb c6 67 b6 ac 1f bd bc d0 11 15 a2 81 3b 55 49 b6 b5 0f b7 ec c2 96 3a 1d 10 d1 b9 ff af 13 c5 2b 2e 9b 
6c c6 3e dc a2 cb 34 ba 44 d6 8e 99 e0 9d 74 ad 75 ad 8f 54 03 ca 27 95 d4 d7 aa c9 2c 67 47 fd da fe 2d dd de 73 02 2a 
f2 39 e4 ac c6 39 85 d7 68 83 e2 8d c4 e2 ff d9 62 45 
Data Ascii: <c'$<./FhqYQDdr!@?fg'Hx/bY6:1;bTo"8RL?(-3'@\x,>f@0^pDhOsH>g;UI:+.l>4DtuT',gG-s*99hbE

2022-04-20 13:07:16 UTC 714 IN Data Raw: 01 e0 2f e8 27 6e f3 68 01 0f 93 60 ca ae 48 5f d3 c4 54 33 70 ae 92 e2 1c 95 e4 9c 33 ee ae aa 06 31 87 59 
64 3b f2 f6 a0 00 87 30 55 46 18 ab 4b 8b e2 a1 8b 90 92 18 52 9d 46 1b 03 10 fe 87 6e 46 ff 4f ee 81 ee d7 f3 7f ba 3e 
1e eb 86 1c 77 b3 d1 d4 36 72 b6 8b b2 13 15 1b d1 0b 92 f1 b0 43 f1 53 81 0c 54 28 0b 05 ca 50 6c 4e 45 7f ff af 81 82 
e9 20 89 3c 84 2c 80 ea 1c 59 af 3b 37 a6 49 4a b5 71 8f 17 83 b8 fe f2 ff 5d d9 43 ae f3 a1 3f 72 f2 57 b6 91 52 77 af 4a 
06 90 e5 b5 6e 2e cb 53 c6 1c 4b 6f eb 93 0c ec f8 fd 00 e8 f2 cc b7 3d 7f 02 cb 05 bb b7 3d 75 76 88 6e f6 a3 d1 d5 dd e8
a9 b6 c6 a2 ef 03 7e 63 af 35 bc 77 2d 04 c5 89 ce da 19 1d 14 0f 2c bf e8 3c 4e fd 43 46 70 9d 77 f0 9f 9f d2 e2 a7 cd 56 
9c d4 12 fd 2b ef b0 0e fa 46 c7 88 22 99 77 37 
Data Ascii: /'nh`H_T3p31Yd;0UFKRFnFO>w6rCST(PlNE <,Y;7IJq]C?rWRwJn.SKo==uvn~c5w-,<NCFpwV+F"w7

2022-04-20 13:07:16 UTC 716 IN Data Raw: 33 d3 ef 79 ad 2e 13 f9 a5 9d 1d 64 ed 3c 18 de 5e 4e 83 7e a8 c1 9c 48 64 6f 39 d9 ec 57 4f 68 e5 1c 4e 0f 
6d f8 d2 f5 3d 66 25 e6 1e b1 06 fb b6 8f 81 a3 41 f9 4e 7e ed cc 8d 27 61 21 6d 79 17 a3 5b 7f c8 3e f4 8d 36 06 2f 69 8d 
d1 e6 c1 92 1a 5c c8 35 40 c1 42 49 98 5f 75 7a 3a 9a f0 0c bd f9 75 aa 6f 9f 9c 2c de ba 7c 88 51 db ce 0b 37 e0 a2 aa 
03 cf cf 19 dc f1 18 d6 51 81 74 af 14 45 58 b4 3b 2b e0 cd ea 9c 66 59 0d 52 bf 9f 9f 91 8c f9 64 86 cf 52 ff 71 5f 5c 7a 15 
07 72 0d bc 2b 0a 78 11 a7 5e bb 98 c2 ca f3 73 89 4d 9a 0f dc 52 f4 2b 4d aa b1 8d 5f 58 63 83 b1 c5 37 0f 0f 54 d6 5b 
74 fc 95 26 9a 37 60 0e 43 1b e5 3d b2 b3 6b a6 b7 51 ad ec f1 9d 19 8c 7b 7d 43 e1 5d 34 53 4a d2 a2 3b 76 12 d7 ff 74 
92 17 fe 34 c4 1d 3f d1 1d 38 f2 6b 2f 3a 4d 71 
Data Ascii: 3y.d<^N~Hdo9WOhNm=f%AN~'a!my[>6/i\5@BI_uz:uo,|Q7QtEX;+fYRdRq_\zr+x^sMR+M_Xc7T[t&7`C=kQ{}
C]4SJ;vt4?8k/:Mq

2022-04-20 13:07:16 UTC 717 IN Data Raw: ee 93 d0 e1 3e 00 ef fd d6 37 4b c6 8f 81 89 47 5b a7 f9 cb 81 e1 f6 f4 da a5 3c ac e8 06 21 8f 8d b0 b2 d4 06 
bd 15 cd 70 ca e5 b7 04 0e d3 e2 61 74 89 94 ed 79 58 3e cc 31 7c c2 a0 6a d1 c6 70 41 c3 11 be 45 a1 68 e1 b5 82 45 
f8 87 04 d0 07 f5 3a 17 84 ab 6f 18 3c 27 87 99 0e 4d 4c 3c a3 ce 67 71 bc 31 19 dd 91 03 1c 0c 5a bf 09 bc 1a 73 03 87 
55 fc e7 74 62 df e0 b6 39 f5 fc 86 fc b2 6e 30 97 d1 b5 3a a0 82 df 80 ee 39 46 17 b6 bd c4 1b ba 80 a0 cf 9e 49 a9 fc c5 
18 2c 2d 82 97 d4 99 68 2a 2a f6 9e 9f 77 4b a5 b7 b5 36 db 28 1d 60 cc 48 72 fb 33 b8 b5 e8 86 bf b8 92 77 9f d1 15 8d 
de e0 c6 67 c8 4d 30 74 6d 1e a0 93 c5 8c 04 54 b4 99 66 8a b8 40 6b 4a af e6 2f ed 27 7b 77 d9 85 ba 88 1a a0 67 51 
03 0f fa d9 c5 48 42 50 33 34 83 81 bf d7 ef 9e 9f ef 8a 
Data Ascii: >7KG[<!patyX>1|jpAEhE:o<'ML<gq1ZsUtb9n0:9FI,-h**wK6(`Hr3wgM0tmTf@kJ/'{wgQHBP34

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 718 IN Data Raw: 1e dd b5 c1 2e bf 96 6f 59 76 01 82 f4 32 16 73 34 12 fe 92 4d 44 27 86 d8 10 d4 4f 4f 0f 5b 8d fa 45 eb e4 f8 
e6 c3 d9 49 7d bf 51 3f bf c8 8e 86 74 a6 28 71 f6 27 1c db 6e 84 7b be 25 63 f1 86 c3 e4 fa 23 35 7a 58 bf 3c 6e 7c 5a da 
8a 68 a4 0f ba f6 0c 2b 65 a3 8a f5 4e 17 d6 4b f4 ba a0 d6 f8 08 94 cd 76 04 b9 53 9f a2 32 29 d2 5d b9 59 7d 25 b9 1f 
94 9b 3b 29 bf 83 b9 71 9f ac 41 f8 5b e3 35 22 25 11 a9 9c 5e 65 7b ff 6c b8 6a a9 69 79 1f d1 67 1f cd 0a 45 ad c0 e0 4a 
95 53 ee a9 33 c0 af 53 59 5f b6 a3 0d f2 b2 70 07 54 ce bb 08 31 bd 38 62 16 dd 96 3c 14 76 54 7c 9b 0d d9 e9 a9 e2 99 
18 83 a8 27 e8 4a f9 30 5c ad e2 17 45 5c 80 c7 34 f1 c6 db b1 f7 43 e6 fe 20 cd 2e 0b 5d 4b 49 64 77 6a 4c df fe 39 a4 
a8 9d d9 53 e8 20 92 96 de 61 b8 89 9d e6 36 d4 
Data Ascii: .oYv2s4MD'OO[EI}Q?t(q'n{%c#5zX<n|Zh+eNKvS2)]Y}%;)qA[5"%^e{ljiygEJS3SY_pT18b<vT|'J0\E\4C 
.]KIdwjL9S a6

2022-04-20 13:07:16 UTC 720 IN Data Raw: f1 6c 54 97 78 37 9c 94 0a 3f 23 9e 9d 0e 25 e7 4f 3e 74 64 da 6e a8 8d db e2 e4 29 6d 5e 30 9b bc af d7 ce 
22 87 17 a4 4a be b3 2f 2b 03 14 dd 7c 08 ca d9 0f d0 b7 59 ff 6c 5d 6c 57 b3 db 59 49 04 cc 5a f4 3d 74 64 94 26 88 f0 
a7 e9 46 9b 3c 78 66 1d 35 ae b8 5a 98 b3 5f 87 4c 8c 3b cd f4 18 cf 15 89 9d ae 78 f2 33 04 7c 43 f9 b9 da dc 7a 87 61 
97 fb e4 b4 d4 b7 1c 71 5e 7f 6a 3b 61 11 fa 03 6b f3 d3 6c d2 37 af 34 f6 c1 7c fd 1a 31 ff fa 95 66 f0 94 4d 5f 84 70 81 6f 
5a 21 45 03 81 57 d0 a8 c4 0d 
Data Ascii: lTx7?#%O>tdn)m^0"J/+|Yl]lWYIZ=td&F<xf5Z_L;x3|Czaq^j;akl74|1fM_poZ!EW

2022-04-20 13:07:16 UTC 720 IN Data Raw: 2c 1c b3 31 94 bb 9e 27 0c f3 74 d2 4f 44 f1 66 dd 15 3b 2a c7 a3 1c 82 01 72 c9 6c e8 15 73 0d 71 b8 9b 91 
78 6e c0 a6 41 ce ed 07 e4 a4 09 fa d2 5a 92 f1 f3 63 3e bc be ac 35 e8 c2 76 72 2e 4e 4e d6 44 8e 6f dc 60 a3 fc d0 3c 
88 6b f2 e8 88 10 6e e8 db 8d dc 26 1a 06 1e 4f 55 6c 29 8a 1e 1c 25 40 cc d1 f1 71 93 ed 91 09 e7 ba 77 4e 8a bc 47 4a 
c9 32 8a b1 1d 09 05 c0 11 a3 98 4b 18 9a 81 ac 75 c9 41 e6 b1 91 66 6c b3 47 04 54 62 ba 87 97 08 f7 87 41 93 79 c4 
26 f9 06 e2 a3 00 f4 58 c0 38 fb 96 6b ed e7 28 e6 3c 46 2f 71 47 03 fc c2 75 d5 22 bb 07 59 84 46 80 59 13 c9 dd 20 55 
61 68 5a e6 07 2c 4e 2c 84 aa 10 06 5d 7b e8 f5 b1 52 ae 45 6b 78 b5 49 ec 7c 49 b3 fa 78 99 a9 e0 bc cf 84 eb 85 9e 25 
e7 30 4d 25 a8 15 9e 25 b4 79 95 a2 61 c9 02 83 df 41 9c 3a 
Data Ascii: ,1'tODf;*rlsqxnAZc>5vr.NNDo`<kn&OUl)%@qwNGJ2KuAflGTbAy&X8k(<F/qGu"YFY UahZ,N,]{REkxI|Ix%
0M%%yaA:

2022-04-20 13:07:16 UTC 721 IN Data Raw: 82 5e 02 39 d1 2b b9 33 59 0a 38 e3 7d 96 7d f4 92 cd 4e 53 1c f1 13 34 db f8 74 76 82 ee 30 2c 1d c6 f3 e4 
1c 46 70 04 f2 0d cc fe b3 93 16 8e fb d0 9b 00 3f ca f6 8e 31 e0 53 ce bf 93 6d 7d 4a b5 d5 e8 23 dd 9d 5f b0 49 a8 19 
80 48 a0 40 c0 1d d0 1f 20 fe 23 d1 1f 1e 4a 20 fa 63 1c 4b f0 a7 6c cb a2 af b8 54 26 db 6d f4 93 ed 1e 8c ad a7 b3 cb e3 
63 a2 1f 50 31 86 44 35 e8 64 41 dc 08 aa 1f 13 8f e2 a3 ce 46 3b cb 19 00 ce 3a 73 90 4a b5 77 90 5a 67 7f 06 c9 7e 62 
4b ac 99 c5 bd 60 0c 27 59 ef cf 40 af ad 25 96 33 44 e0 09 50 68 e3 82 38 b7 f0 70 46 54 9e 4b 1f c8 bd 2b fa 96 e9 a8 
62 10 69 16 30 df af d4 0a 9a c2 e5 17 00 a1 7e 01 b3 f2 92 7c 6d 80 32 a6 30 1f 67 7c ed 3d 68 fd c0 86 e8 b0 3e b0 30 
c0 01 32 83 81 8d 9a 47 b6 59 b6 56 f1 13 fb d9 61 fc 
Data Ascii: ^9+3Y8}}NS4tv0,Fp?1Sm}J#_IH@ #J cKlT&mcP1D5dAF;:sJwZg~bK`'Y@%3DPh8pFTK+bi0~|m20g|=h>02GY
Va

2022-04-20 13:07:16 UTC 722 IN Data Raw: 9c f8 d3 22 72 fa d4 57 b5 7d 3e 16 06 28 32 a2 44 8f 68 4a 02 e2 3d bb 3c 25 35 56 7a 41 d5 f2 b8 75 fe 09 
93 c5 53 a4 b0 d3 cf 22 f8 5a 1e 85 c4 0e d3 ca b5 80 44 b9 b2 c1 50 5d 34 7f c0 00 e1 5f ce 03 39 ff e3 7c 8a b3 a7 85 2c
f9 62 02 2a dc 22 ac 9c 2a 47 e4 08 5a 3d bf fc 70 d1 ba 38 44 ce 18 3d a2 09 f3 14 19 eb 39 a2 8a 3d c1 62 de 3c 6f 9c 
b5 44 ba fc 46 66 2c 64 02 98 9f 3f e1 f9 a6 8b fa 7e fd a2 0e ec 92 3f 2d c2 18 4a 7c 4b c1 3f 52 82 df 02 f0 8f 4f 8e 81 78 
f0 2f 10 cf e5 c5 61 0b 5f f9 03 80 7c 76 72 0a 53 ab be 0f 9c 4c 93 5e 70 39 69 11 f7 60 bf d8 b9 d3 33 d0 91 31 29 7a 5c 
09 6e d3 eb 2c 64 f4 2d 25 c8 c7 29 90 8f 4f ce 8e d0 24 c5 7e 01 ac 93 cb e3 fd e6 3e b0 fb b3 63 42 67 2a 61 f1 e8 0b 
98 be 53 dc ee 45 50 1d 2b a1 fa 8c 74 50 3f 
Data Ascii: "rW}>(2DhJ=<%5VzAuS"ZDP]4_9|,b*"*GZ=p8D=9=b<oDFf,d?~?-J|K?ROx/a_|vrSL^p9i`31)z\n,d-%)O$~
>cBg*aSEP+tP?

2022-04-20 13:07:16 UTC 723 IN Data Raw: 3c f8 8a ae 48 fb d9 41 00 f5 0f 7d 1f e5 dc 69 cc 2b 54 e9 65 7b 74 a8 51 a8 fa 7b ab b4 c7 ec 8f 2d ad d1 28 
d7 f7 77 b7 b6 35 75 ad fb cd 83 fa e5 e1 05 f7 d8 8c 9c 44 eb a7 a7 37 ad 7d 55 4b fb 4a b5 50 ec f0 3f cd 17 7f 2c 22 2e 
ac cc 59 81 6c 1e a5 5c 29 7d 57 0e ad c8 f0 d9 5e d5 44 47 18 ef 96 b5 f3 d9 5e d2 4d 1a f3 55 cd 60 9e 65 2d e0 f7 a5 
6d a0 c1 6f 65 23 6c db 7c 45 86 65 cd e0 5e fb aa 56 d8 7e fc f2 ef 4b db 40 ef 97 55 6d a0 e7 e7 b2 36 e0 fb d2 81 ff e1 
ac ee c6 54 75 1a 20 5d cd b2 9e 5c 06 ab 1a f1 13 f6 95 65 2d 5d 06 cb 5a 6a de af 6a 89 4c 0c cb 1a 68 de ab 1a 38 51 
fa 31 4d 19 07 12 6c 8f 5e 1b d2 f2 94 49 4d b0 cc a9 b4 82 a5 39 1c 3f de 99 72 5a e3 12 d5 72 6b 1d e1 51 e9 6b a3 36 
77 1e ae b6 3f b7 c5 b6 45 fc 9a d8 69 89 93 d3 
Data Ascii: <HA}i+Te{tQ{-(w5uD7}UKJP?,".Yl\)}W^DG^MU`e-moe#l|Ee^V~K@Um6Tu ]\e-]ZjjLh8Q1Ml^IM9?rZrkQk6w?Ei

2022-04-20 13:07:16 UTC 725 IN Data Raw: 08 4e 56 53 c4 e7 7b 85 72 6a 5b 31 56 6a a5 f7 b0 7e e5 4b ef 9d 3d 8c fc 9e 4f af 64 ec ee 06 39 e5 c1 2b 
66 82 0f e9 ba 69 53 bc 6e 8c 2e 8e 37 db bc a8 af 47 1c d3 17 a3 63 ff 81 29 80 2b bb b3 92 11 3c 28 82 4b 6f 96 df 2d 
d1 05 8a 01 36 7d 82 81 cd 57 2f 97 ac 86 90 97 5d c9 3e 1e 56 55 f8 35 11 d1 5b 8e dd 2c e9 32 ab 05 3b 90 a7 9b e1 
34 18 e0 cd 80 a4 fd ac 6c 76 25 f1 26 00 13 77 bb 4b ca c4 c6 46 14 2d 2d fd 29 63 76 d1 e5 8e 2d cb f8 12 c5 21 ea 68 
6c d5 59 d9 97 95 6c eb bf d5 5b 61 7e 7a 51 8f 45 e6 df 1b df a4 99 6b 65 c7 56 75 fd 54 d9 f5 8c 32 99 46 40 26 03 b3 
da ac ce 06 f2 4e 02 39 99 1c bf 45 03 19 93 d8 ca 25 6c 25 42 ea bf 27 c7 da 9e c7 84 a8 38 b4 d1 aa fa 57 0e f7 87 7f 
08 c2 6f 68 5a 1f 56 0a d6 0f bf a7 67 b1 20 b6 bf 87 92 87 
Data Ascii: NVS{rj[1Vj~K=Od9+fiSn.7Gc)+<(Ko-6}W/]>VU5[,2;4lv%&wKF--)cv-!hlYl[a~zQEkeVuT2F@&N9E%l%B'8
WohZVg 

2022-04-20 13:07:16 UTC 726 IN Data Raw: 5a 1e 0d 3d 98 5b 90 4b dc 22 b1 de 9f fa d8 d1 5f 95 99 9c 71 8c 98 d7 65 6d cd 3a 91 79 3b 8e d3 30 a1 d4 
4a 21 e3 ce 85 1b 55 0d c2 da 7f b1 bb f9 62 6f 6b 17 6b 3e 3c 58 0d f1 df 46 c5 3f f2 3f a8 ba 12 b2 44 2e 2e 67 b3 cb 65 
72 a1 29 c4 93 51 9c 51 2e 37 8c 65 cc 08 25 34 8f 5b b1 b7 21 0c df 84 e3 d5 49 af df ef 65 ca e3 93 12 88 09 71 15 41 
f9 a8 70 dc 58 aa 2e bf db 91 5f bc 51 92 31 ce ef 39 1a 2e dc 4e b1 2d 2f 87 1d 06 ed 11 1e 67 28 42 98 99 c2 28 d2 a3 
44 64 c4 49 47 fa 65 4e 94 45 d5 08 6e ae c2 eb 20 e2 31 de 54 49 44 3a 91 dd 1d b9 2a 5b dd 6c 84 c9 08 29 ad 1d 14 
97 12 d6 39 7e 92 cf 3d f6 7b 38 be 7e fd 06 3a 4b 00 22 6e cb 3b c0 09 f3 d4 3c 7c 54 6f d6 3b ad 1b 28 70 13 39 25 aa 
ea 85 75 91 ba 01 20 ae 3e eb a6 c3 1c 04 53 e7 3e 6d d9 
Data Ascii: Z=[K"_qem:y;0J!Ubokk><XF??D..ger)QQ.7e%4[!IeqApX._Q19.N-/g(B(DdIGeNEn 1TID:*[l)9~={8~:K"n;<|To;
(p9%u >S>m

2022-04-20 13:07:16 UTC 727 IN Data Raw: a5 13 07 1b c7 c4 00 93 81 23 a2 9a 4d ba 03 55 b0 b8 f5 35 e1 9c 4b bf 11 aa 18 c7 1a c0 06 d0 9f c3 8d 8f 
92 80 4c 43 b8 44 85 9a 58 14 a5 68 e2 fe 0b cd cb 2f 69 25 da 65 e9 61 b2 ae 6e a1 3f b8 9d bb a2 4f 89 65 81 6d 90 65 
05 ec 0a e8 41 be a9 42 ab b8 9e 02 2e 44 2d 13 a1 3a 74 fb 33 b0 c4 c0 3d 37 fe 08 62 27 e6 83 d1 0e e4 f6 89 a6 45 1c 
0b 4c 92 7c 55 81 58 01 1c ba 81 dd 2d d5 90 98 f2 87 9b d8 2d 6d 22 b0 72 62 1b 63 97 09 3f f9 87 b6 d5 d8 50 4d ba f6 
b5 ea a6 86 13 7e 47 78 b3 45 88 4d d0 66 df 1f af 0a 78 52 54 9c 8c 82 a7 f6 7f ff fe ba ee d8 2d ef 6f db be fa fb ab 5b 
03 6a ed 6f a8 f5 e4 29 81 fb f6 28 b8 7f 87 a9 3c 76 76 bd e6 c2 dd 81 c7 fe 1b 78 cc 26 5e d3 0d 5f 79 9b 0b 77 17 ca 
4e f7 a1 4c e6 e0 6c ba 22 bd 24 bc dc 83 97 03 6c bf 
Data Ascii: #MU5KLCDXh/i%ean?OemeAB.D-:t3=7b'EL|UX--m"rbc?PM~GxEMfxRT-o[jo)(<vvx&^_ywNLl"$l

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 729 IN Data Raw: a8 08 f0 3c 11 e7 cb d1 30 25 9c 83 ff b1 2b 04 4a 29 75 8b f4 18 24 d4 bb 86 be e2 20 a8 70 27 69 b7 eb 22 
4f 63 eb 31 7c 20 72 3a 2e ef 83 10 46 6b e5 87 38 c5 7b a4 86 4a 06 c9 0b a3 f1 48 30 33 8d 8a 68 bd 1e d9 c6 54 7f 34 
33 a3 f5 ba 2d 49 83 0d 94 ec c2 f1 df f2 8c 0a 8e f7 1a 49 03 1a 84 0a 86 55 02 31 f9 86 07 63 96 89 1e 16 ee 79 11 5c 
1b 78 b3 0f ea 59 ef 3b c0 20 50 20 cf 49 5a 8c 52 45 00 7d a0 1c 0e 50 6e 8a 08 15 ad 1e e1 27 9c a5 93 6a c2 fd a4 40 
b8 17 ab 11 e1 7e 52 20 dc 4f 4a 8c 42 a9 c4 ac c3 50 5e 2e f2 57 4e 4a c4 7d a9 84 5d 8a 46 65 d4 a3 22 04 65 86 4e 
55 a0 54 16 65 a2 f8 68 e1 be 2b 0b 01 1e 95 22 b0 f8 a1 e1 6e 8f 94 f4 79 07 0d 7e ba d4 96 75 e6 b8 af c4 e0 86 50 94 
2b 8b 80 e4 05 74 bb 3b c4 b4 e8 af 46 76 d3 f1 5e 11 18 30 
Data Ascii: <0%+J)u$ p'i"Oc1| r:.Fk8{JH03hT43-IIU1cy\xY; P IZRE}Pn'j@~R OJBP^.WNJ}]Fe"eNUTeh+"ny~uP+t;Fv^0

2022-04-20 13:07:16 UTC 730 IN Data Raw: ab 46 91 92 9b 72 6f 73 fc 4c 04 df 98 3a fe c4 e4 f6 97 19 cf ad ad 75 83 60 ce 5f 5e 5b 1b e0 6f fe f6 c3 43 b9 
87 42 4b ad 76 cb 9e 03 01 be da 70 db 6c 1b 35 c5 3d 94 3f 17 84 d6 98 b8 75 73 00 2d 90 b7 4b 40 d4 6f 57 4e d7 9e 
e6 73 75 d6 d6 fa 63 b4 3e 74 a7 ca 12 1c 86 02 d7 08 7c 19 d6 2b e8 14 a0 41 58 47 03 6c 8d a6 4b 61 45 dd c0 83 32 
f2 0c 51 00 81 ea 8d 9b 2a 46 87 6e 03 d3 b0 22 32 4f 31 db 68 1d a1 96 ea c3 60 29 6a 16 ac 55 0e 88 cc 86 49 ce 8e 
ec d3 01 9a fe 42 1c fb ca ad 32 76 1f f2 bd 92 92 dc 16 f0 da 88 ef da 04 97 6c 30 96 97 aa 4b 03 19 17 73 9b 21 eb fd 6f 
e2 b7 13 98 5c 6f 48 42 9b a3 24 f7 88 89 8a af 10 b0 23 94 dd 8c ea 23 96 45 ae b2 c9 fe 2e 1a db ab 76 6a 3e f2 e8 6b 
9d 90 4d bd e0 25 d1 05 a6 22 74 7d 27 b2 3b 63 1d 71 09 
Data Ascii: FrosL:u`_^[oCBKvpl5=?us-K@oWNsuc>t|+AXGlKaE2Q*Fn"2O1h`)jUIB2vl0Ks!o\oHB$##E.vj>kM%"t}';cq

2022-04-20 13:07:16 UTC 731 IN Data Raw: ca 8b 45 29 15 d9 9a 4b 43 15 66 7f f9 68 6a 61 1f 46 9a dc d5 d2 6f bd 6c 96 55 f6 9b 06 87 42 bc a2 a3 4c 1a 
68 5a 1c 28 1e e7 e5 a3 d4 87 44 30 74 82 8e 8f a8 8c 63 e9 0d aa cc 06 f2 5b c8 45 ea 2e 45 cc 1c ff b9 cc 55 fb 70 6c 
22 56 72 d9 2e 32 cc f8 29 e0 95 1b ae 65 55 b3 c8 fa 49 65 34 a6 43 05 4c 29 ac 11 05 54 13 13 91 3a 04 8f 20 04 45 9f 
a5 a0 89 52 7a fe 0e 29 41 1f 30 47 69 a4 15 9c 7d 0c 2d 3f f4 4b a3 4a 96 8e 8a 2f 9a aa 61 b1 27 d7 61 11 ad 29 44 16 
2b 44 da 92 97 b1 70 96 e8 8c 8b ce d5 c2 22 5d 00 c6 91 99 c9 42 30 09 8d 83 e7 8d df 7f dd 7f 21 82 21 bc 78 be bb b7 
b3 b9 79 80 8f ac 8c 7d 5d c6 e9 68 6a 2a e3 6e 08 11 d5 33 bf f3 32 9c 76 e6 68 91 2d 7d 1f fd f5 f5 8e d3 be ea 6c 3c bb 
0e d4 bb ab 0e 33 08 5d 96 a2 09 fd 6d 28 d5 b6 32 
Data Ascii: E)KCfhjaFolUBLhZ(D0tc[E.EUpl"Vr.2)eUIe4CL)T: ERz)A0Gi}-?KJ/a'a)D+Dp"]B0!!xy}]hj*n32vh-}l<3]m(2

2022-04-20 13:07:16 UTC 732 IN Data Raw: cb da 39 28 2c db 68 6e 44 eb 4d e5 89 86 9e ee 94 19 ee 3e 4b 6e f1 d8 7a 9b ee 17 5e 09 19 e4 65 3a 1f a2 
a0 03 51 d4 49 38 ec b5 91 ef 82 bb 8e 2b b9 11 b0 f6 f0 29 b1 7a 1e 2c 04 9c d3 19 a6 41 f5 3e 8e 61 d5 b2 3b 20 4b 06 
f2 35 9c 3a e5 bb 4b 5f 6b 2e d4 f5 41 05 41 d8 6a a0 77 f8 47 03 a0 85 12 0a a9 44 a9 82 62 c0 3b bb b0 3c b1 11 cf 85 
fe 8c f3 fd 66 aa 7c 4b ea d5 c2 58 95 3d 93 16 82 bd e1 fc 9b 2a fd 55 6a 7b 1a bc 93 4f ca d4 4e 61 49 fa 80 bd 99 7c 2a 
93 35 56 15 b5 45 5c 68 9b 98 52 b7 b6 ac 33 e4 46 ed 65 2f a5 4d 03 20 36 69 de c6 06 62 18 a8 72 ad 13 b1 8f 9f 21 
6e 88 04 64 86 e5 34 d4 ec 28 7e 36 58 f8 e1 e4 11 5b db 5b 41 36 73 3f 51 55 92 63 5e 9f f3 01 31 c9 57 91 9c 31 8a d6 
dd e4 5a 04 7c f9 05 08 40 69 60 71 39 b6 ff ea 93 a4 eb 
Data Ascii: 9(,hnDM>Knz^e:QI8+)z,A>a; K5:K_k.AAjwGDb;<f|KX=*Uj{ONaI|*5VE\hR3Fe/M 6ibr!nd4(~6X[[A6s?Q
Uc^1W1Z|@i`q9

2022-04-20 13:07:16 UTC 734 IN Data Raw: 1c 88 c5 38 e8 f5 b7 fd f6 ed e7 ed f7 db 47 c7 db 3b 47 c7 47 97 1f 2d 0d 22 09 6c b0 cb 71 25 ef d0 2f 05 ba 
be 21 26 e0 cd d0 e4 1d 16 fe f8 e7 59 f2 c9 0f ee 4d be 2d e3 fa fc 76 63 c3 c5 88 b9 f3 5b 54 5b 21 2d 89 81 c6 2f 23 0c 
d0 6d 18 e9 08 ea e9 d5 c0 4e c8 ee 8e c9 9c dc 9d c4 4b ea 37 c0 75 05 79 d1 67 a0 5f e2 70 68 19 d6 cc f3 61 45 13 ad 
50 36 c2 a0 c9 fa 65 ce 8a d8 40 5f 02 54 a4 56 86 03 27 6d e6 1b 89 c0 68 32 0d c7 f4 ca f6 b4 f9 90 95 f9 bd 1c 1e 11 
29 d2 06 b9 34 2c af 34 0b f5 86 29 d6 55 11 55 0b ee 5d 54 48 2c 74 ff 25 e5 84 bd 6e 61 54 63 d4 15 91 54 3e ec 0d 33 
e0 c4 61 03 b0 04 43 25 a4 c0 85 ea 9b 8b e5 8a 63 5f b8 d2 1d 1d 08 d1 29 93 dd e4 10 e4 b8 cf d1 29 7d ab e8 94 1e 
d5 d3 b1 51 cd e8 39 2b db f1 a0 83 3a 1a ec 8a 49 a2 
Data Ascii: 8G;GG-"lq%/!&YM-vc[T[!-/#mNK7uyg_phaEP6e@_TV'mh2)4,4)UU]TH,t%naTcT>3aC%c_))}Q9+:I

2022-04-20 13:07:16 UTC 735 IN Data Raw: 89 43 be e7 6a ed 59 dc f0 4e 10 a7 07 fa 2b 0e d3 f5 75 a8 bf aa ef 55 68 31 77 a9 e2 07 11 4b e0 95 b0 7e 
e6 3f 23 11 07 dd 2d f7 cf 01 bf ce 86 b6 5e ff 15 f1 fd 3b 13 c3 f2 1b 28 38 b2 fc aa c6 7a 24 4d aa cf cc 74 85 21 a5 28 
2c 67 34 0d 81 d5 20 3e 1e 5b 7e c6 ad fb 3c 41 f7 fd d6 b2 17 9e b4 3d 34 83 ae 71 e5 84 82 ad c9 f5 32 82 91 f5 8d 27 
33 50 d9 81 f1 d4 91 4f 4a 6a c5 01 9f c7 13 73 41 85 59 f9 40 54 27 1e e2 75 b7 bc 28 35 c1 01 9f 84 22 8e fd 97 41 05 
ee 22 a9 89 ca 73 b7 8b 8a 79 65 c5 62 c2 6b 2c e5 53 7b 93 ca cc 95 40 aa dc 90 db 17 b0 f6 66 6a 27 c3 30 7c 51 1d 
ea 2c 16 12 90 45 41 e4 ff 1d d1 22 4e c1 dd 68 62 8e 1a a5 aa 50 8e 13 4e 6b 7a e3 c9 2c 7f b7 2c 03 39 8b 32 e4 9d 86 
1d f6 30 a5 93 59 3d 77 37 e6 49 fb 71 cb 90 33 48 e7 cc 
Data Ascii: CjYN+uUh1wK~?#-^;(8z$Mt!(,g4 >[~<A=4q2'3POJjsAY@T'u(5"A"syebk,S{@fj'0|Q,EA"NhbPNkz,,920Y
=w7Iq3H

2022-04-20 13:07:16 UTC 736 IN Data Raw: 6d d8 ee 76 81 ba e0 73 0d d3 69 9b d3 81 93 74 1e d9 d9 c8 06 d6 27 1a a1 c2 14 2a b4 5b 70 34 3b ad 39 
96 12 2d e6 a2 d1 51 29 26 de ee bb 8b cb b3 93 cf bb 67 a7 97 e7 67 c7 c7 18 51 8a c2 e3 d1 36 93 2c a4 8d 71 bc da 
92 9c 02 08 00 42 65 55 15 b4 54 2d 2f 91 bf 70 3f 7d 58 40 54 a0 33 16 69 c5 5e 62 68 b2 cc a9 d1 da bd aa 36 97 67 5c 
87 c9 bc 19 4b af 52 44 b6 91 8b 0b 94 e3 b5 ed 44 cb 6a de 96 36 59 19 05 b7 c0 78 6e 42 fe 85 44 d4 cd 04 a5 9e 80 d
b e7 14 86 5f 64 92 76 4b 29 a4 71 1a ee 5e 15 1a 97 77 37 13 84 14 58 06 a9 44 65 3e b8 c2 b7 e7 3d df 8b f0 d2 47 51 
94 34 5f 9b e8 83 46 56 02 07 a5 85 72 1f ac 93 ad 5c aa c7 1e e0 5b f1 66 0c 04 9f 51 3e 6d d9 7f 21 8f d4 b2 a7 c0 0c a
7 ee b4 de 0f 06 8e 07 65 53 25 21 03 d4 88 2f 55 01 55 9a 4a 8c 
Data Ascii: mvsit'*[p4;9-Q)&ggQ6,qBeUT-/p?}X@T3i^bh6g\KRDDj6YxnBD_dvK)q^w7XDe>=GQ4_FVr\[fQ>m!eS%!/UUJ

2022-04-20 13:07:16 UTC 737 IN Data Raw: 4b 58 50 9f cb 93 4a c7 10 f5 02 49 3a 03 86 b6 4c d9 68 44 44 93 62 80 92 41 eb cd 12 ea 47 68 10 04 32 31 
32 eb ee 86 43 a4 66 38 88 05 4b 20 87 3c fc ba a5 2b e0 8e 6f 28 b2 77 c7 8f d6 9a c4 c5 66 dd d1 bc 9f ec b2 d6 fb 3d 
90 45 23 e2 51 a2 b5 67 e5 d7 db f3 a4 c7 af ab 5e 90 2c a5 dc 1d 99 8c 03 42 3f 06 b4 33 8c ef 38 af 04 1a 1f 84 df 8c 22 
e0 11 c3 61 6f 80 72 a0 1f 55 a5 ef 93 a2 fb 02 be 70 9c ce e0 ca 88 46 df 00 52 d0 94 fa 04 a3 7d f8 67 e4 64 54 6f 4f d3 
f4 3b 2a 36 0c f5 6b 59 05 7c 01 9d 40 7b 19 45 35 5c b7 90 db 7c 73 a3 02 2d 17 e7 f6 d8 94 2b b7 86 74 4d 62 83 10 a6 
71 8f 00 1e 6a 48 8a 8e 30 0b 72 88 3d d6 84 fd 01 6c da 8a 8a 78 82 00 74 b3 44 6f fd 39 9b c1 69 c7 70 c9 64 6c ba 3b 
5c 06 3b 8a 64 8e 30 7a 4b 26 fe ad cf c8 03 ce a0 
Data Ascii: KXPJI:LhDDbAGh212Cf8K <+o(wf=E#Qg^,B?38"aorUpFR}gdToO;*6kY|@{E5\|s-+tMbqjH0r=lxtDo9ipdl;
\;d0zK&

2022-04-20 13:07:16 UTC 739 IN Data Raw: 6e e0 47 76 db 4d 5b 09 30 bb 49 fa ee fc 68 77 34 18 8f 86 40 8f d9 08 2e e3 3e 1a 4d 3f fd 7b fd 69 c7 b5 6a 
28 62 c2 30 16 8b 85 fb 57 c5 dc f2 cb 24 f4 a5 e5 bb 1a 36 46 aa 6a fc 41 3e c7 8a 4c c9 a3 af ab 6a 2d 8b 90 6b e3 8f e4 
e1 21 f9 23 46 33 92 58 90 b9 96 c5 e3 4e 8d f8 b0 30 1f a4 86 c2 e0 4a 96 c2 c4 57 30 31 85 ab 0a 62 e7 1a 6d ee af 9a 
d7 3e fe 13 44 ad b8 15 af c3 ea af 47 5e e4 29 06 3f 04 d4 bb 6e 63 8d 16 8c 63 5d 84 52 74 38 82 a0 fb a1 0c 87 30 d0 
ed e9 34 bc 03 48 a7 bf 78 fb c9 ed 44 17 f1 e4 65 24 b7 33 81 ed fc 80 94 9b 88 cc 15 5d 25 d7 68 fa c4 57 be 50 1f 22 f5 
44 57 79 b8 6e 5b 78 9f 44 18 b3 12 76 7c 1d d8 e5 e2 f6 c8 8e 28 42 b5 fb 71 19 99 41 f0 15 53 94 2c 1c 40 ec e2 a6 6b 
01 8b 22 11 c0 66 0d ed 35 3e 15 77 35 0a 3e 4e 
Data Ascii: nGvM[0Ihw4@.>M?{ij(b0W$6FjA>Lj-k!#F3XN0JW01bm>DG^)?ncc]Rt804HxDe$3]%hWP"DWyn[xDv|
(BqAS,@k"f5>w5>N

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 110 of 152



2022-04-20 13:07:16 UTC 740 IN Data Raw: e6 73 27 07 e1 e6 af 0e 14 97 ca 16 ee ca 2d 10 a7 57 bf 00 e3 d8 fa cf 35 7c 77 c8 8f 2d 0f 1f fa e2 01 7f 4f c4 
6f aa 35 42 8a 16 fe f6 8a 4b 2e 6e 5d e9 6e a9 85 79 08 d9 46 53 92 3d ab ab d1 c2 cd 0a 73 a2 d4 36 a1 0a 0b 45 bb 8c 
c4 19 80 fb 7b 66 b4 55 75 71 32 d0 9f ae 62 db a2 2a 8a 91 1c aa d0 e3 60 5a 71 41 1c 0c 85 e0 d0 9a 03 ee 6b f7 86 69 
62 e5 da 1c 13 dc df a4 77 59 2d 9c a6 b5 bc aa ae bc 94 e4 86 88 9e 07 1c dc be e1 37 5d c1 40 49 4c 0f bc 93 8b dc 6b 
72 ed 9b fc 57 db 69 21 bb c7 81 57 85 1b 21 fc 94 ae 0c a8 7c 0b 7a 53 43 c6 64 46 66 cb 04 96 31 c2 f7 74 49 c8 04 9d 
15 76 51 55 16 7b 27 44 a8 5f 24 d1 68 50 3c 1d a9 b1 8b 85 61 03 7b de 85 2e 9a 4c a3 0e 54 18 e4 09 61 c6 7a d0 d4 
c7 90 a7 20 32 36 45 8d c0 f8 aa 8c d9 90 87 97 91 d4 
Data Ascii: s'-W5|w-Oo5BK.n]nyFS=s6E{fUuq2b*`ZqAkibwY-7]@ILkrWi!W!|zSCdFf1tIvQU{'D_$hP<a{.LTaz 26E

2022-04-20 13:07:16 UTC 741 IN Data Raw: d6 2c b6 8c 3b 1d cd 76 47 c3 76 af 33 9f 12 1f 3d 10 49 df 94 b9 d7 82 91 d6 c4 b9 5f a0 89 a7 36 02 d8 1a 3d 
a6 08 a5 2b 86 3b c3 06 12 08 fe fc a7 76 0c fc 36 16 b6 d7 31 c9 17 92 81 12 25 b0 64 81 a3 01 d3 fd 29 d9 54 31 ed 3e 
ea ec 2f 66 a3 29 0c fd ca 4a d2 68 0e 30 37 ea 64 d6 35 e7 57 88 82 1e 06 26 9c 8d de 01 32 92 d4 08 89 a5 1f e9 20 1e 
0d b3 51 3f b5 50 20 69 b5 43 e0 09 48 5e 6e 50 1b 30 41 7d 88 37 fa 10 8b 9b db af b8 bb e5 01 b7 f7 25 d9 ef ae 36 c9 
dc 3b ac 1f c5 a6 9e 48 64 a7 09 39 d2 97 48 53 93 f7 20 ca d1 4e 41 ff 6a 95 29 f7 95 f6 b5 86 73 ed e3 b7 d0 1a 97 4f 
33 3c a8 b4 23 c8 00 7c 41 9f 08 72 12 d8 f2 c4 9a 08 c0 e1 33 26 ca 38 cf ae 1e 36 7b 53 55 c7 40 30 3f aa dd 54 b5 61 
e7 1e a9 2c 13 93 c8 da bc 59 15 f5 65 2c bd fd 32 9f 
Data Ascii: ,;vGv3=I_6=+;v61%d)T1>/f)Jh07d5W&2 Q?P iCH^nP0A}7%6;Hd9HS NAj)sO3<#|Ar3&86{SU@0?Ta,Ye,2

2022-04-20 13:07:16 UTC 743 IN Data Raw: 5f bf 7e 2d 76 0a dc 5b 3a 4c c2 e9 d3 2f 5b 16 5a 4a b8 1f 7e aa 19 06 01 83 e5 c8 78 50 d0 ec 63 b9 d9 30 
9d 7d 1d 4d 6f 67 d3 10 ef a7 b0 5f 9e 4f d8 1f 77 c3 7f 32 29 5a e1 4f 45 98 96 7e ed 71 1e 72 2e 6e 51 54 06 60 04 59 
c5 ce f6 8d 71 60 09 26 48 66 4b b8 18 c8 8d b9 08 a5 49 79 2f 96 39 c5 be b5 f5 b0 76 d4 a3 c8 2b 16 26 7a 78 3b 7a 23 
72 8c bd d6 02 df b5 f9 4d 7b e1 3e a9 d2 af 5b 70 df 40 4f 2d b4 ae 0f 31 2e dc b7 36 49 ff f1 87 6e 36 f3 49 27 69 0e 92 
65 d2 a2 8b 41 a1 2a 39 74 2c ad 1d 16 6a 0f d2 69 c1 33 6e 55 4c 08 59 e7 d7 4a 35 f0 1a 6d 5a 5f 03 39 ba 2a 56 02 5f 
87 2a fa 77 98 d0 6c 1c bf f0 56 f5 65 56 13 a9 a9 b3 aa 43 a3 12 c7 dd c8 ad c9 13 60 d0 21 94 c0 5b df 15 3f 14 fe 5d b8 
69 56 45 da 46 19 f4 8f 16 42 dd 22 de d3 f3 5e c4 
Data Ascii: _~-v[:L/[ZJ~xPc0}Mog_Ow2)ZOE~qr.nQT`Yq`&HfKIy/9v+&zx;z#rM{>[p@O-1.6In6I'ieA*9t,ji3nULYJ5
mZ_9*V_*wlVeVC`![?]iVEFB"^

2022-04-20 13:07:16 UTC 744 IN Data Raw: a5 d7 80 ed 35 eb ff 2c a3 b8 a4 e8 3c b0 70 e7 45 08 56 06 85 e8 e6 c8 11 d6 32 2d 84 34 3e b2 01 1a a1 00 
85 1f 31 43 39 5d 36 2d 86 f2 9b 4c de d0 09 60 43 8c 10 2d 40 16 7e 02 2a 67 e5 ad f8 9d 07 e7 e4 02 1d cf 43 c9 fb 0e 
da 80 3c 86 ff d4 c7 51 62 c6 89 7a 32 bb f8 c9 42 af da 65 88 b1 77 a5 fd 1f 46 d1 5f 28 37 4f 0c 52 81 bb c4 6f e0 09 6d 
29 e1 cc b2 e9 60 1f 16 04 05 b6 d9 12 b4 6a 64 2e 52 d9 b9 bb d2 a5 fa 5b 05 fe 6f db ab 5f 60 b9 3f b6 6d e9 cf fb a1 
4d b9 aa 2e db 42 63 f7 35 43 4b 9f 87 07 3b 21 ab 00 87 ec 7e d8 79 0b 9a 64 18 15 59 a0 ec 6a 9c de cf 44 c0 18 4d 25 
0c d0 b0 b9 ff cc 51 c8 5d e0 7a 95 c8 d0 fd 6a 9e 9d 38 b2 ef cf 3d 34 8e 27 bd 9a 77 13 51 c4 45 86 49 a2 f2 3d f4 18 94 
09 e8 43 3d 47 a4 e3 1e c5 58 82 5c cd b7 a5 d7 86 
Data Ascii: 5,<pEV2-4>1C9]6-L`C-@~*gC<Qbz2BewF_(7ORom)`jd.R[o_`?mM.Bc5CK;!~ydYjDM%Q]zj8=4'wQEI=C=GX\

2022-04-20 13:07:16 UTC 745 IN Data Raw: ac a6 a7 43 27 1c 30 ea d1 c0 c7 7f 98 9b c4 b9 ab 90 e7 3a 31 c9 17 75 70 1f 0d bc 74 a1 2e 6e f1 f9 4d 63 
4a 8d dc 19 49 ef c1 38 6c 29 9e 2c 3e 93 c7 59 e9 02 31 7c 89 17 ee 69 46 b3 7e 95 95 83 e3 12 99 7a a2 9b 7e 84 ec 
6b 86 57 32 12 e2 c7 3a 9e 2a 3b bd f2 d5 7e 9a 91 84 86 63 f7 ce d8 45 93 07 c2 ae 0e 5d 9e 7c ec 99 a2 5d e2 23 8d 0f 
14 9d 5a 95 73 95 12 d6 b1 85 92 20 40 44 77 82 6b c2 6f 88 22 79 7f 72 d0 6c bc d9 14 82 2c 62 c4 93 f2 f2 51 5d e6 ab 
62 38 95 c6 62 fa 27 06 ed 51 72 fe 2b d8 a3 51 7b 71 07 e4 38 da ec 84 16 fb 9f 0d 02 07 7e 51 44 e5 67 d9 c3 c3 5b 20 
2c fd 3f e1 87 7d 06 bf dc 3f 33 ca e7 71 ce 5e 52 ac 76 3c cb dc b7 59 01 ca bf d6 05 c1 0f c8 b3 fe d6 0c 0f 97 e3 eb 62 
dc 38 49 86 9f 19 dd 85 cc 83 5c 02 d7 cd 97 d1 59 09 f9 
Data Ascii: C'0:1upt.nMcJI8l),>Y1|iF~z~kW2:*;~cE]|]#Zs @Dwko"yrl,bQ]b8b'Qr+Q{q8~QDg[ ,?}?3q^Rv<Yb8I\Y

2022-04-20 13:07:16 UTC 746 IN Data Raw: e5 e1 e1 08 ba 10 39 42 e1 e8 00 16 c5 c3 f8 3e d3 32 6c 09 52 9f 3b 15 15 4e 43 0a 4f 2f 76 1f 4d 41 b1 0e be 
01 f4 96 aa a6 33 da 45 57 35 cd 9d c9 94 4a 43 40 4d 9b 5e 2b 82 d5 9d 95 27 94 a7 4b 85 bb 42 bb f6 06 80 37 e8 98 
c3 95 22 fa 4b 29 cf 98 db ad ae 94 e8 95 88 94 16 b0 1f ba 2b 24 69 e0 51 42 13 fc 07 28 c3 e9 ac 40 b9 0f 68 bf 06 d8 
d9 05 6a ee e7 4c 6f 8c cd 7a 02 73 52 88 1a 92 ba a1 b9 0f 85 10 17 f2 7f 29 80 e3 53 4b a8 81 d4 b5 06 07 1b 15 c0 78 
be 8c 4d 19 cf 84 04 df 99 cc a4 65 8e ce 42 8f 1c 5f 11 ee 02 d0 27 4b c0 66 8b ef 5f 1c f4 2a dc 39 2c ff 0d 51 54 bb 4b 
ae b5 37 a8 6d 16 f4 3f ea 9e 23 3a b5 04 44 f3 99 80 94 dc bd 10 7a 68 45 80 d8 98 25 90 c4 a5 e3 a9 aa 39 a1 fe 65 c6 
b5 38 a3 2f f1 51 4f f8 72 99 97 6f c6 4d 0c 96 1c ca 
Data Ascii: 9B>2lR;NCO/vMA3EW5JC@M^+'KB7"K)+$iQB(@hjLozsR)SKxMeB_'Kf_*9,QTK7m?#:DzhE%9e8/QOroM

2022-04-20 13:07:16 UTC 748 IN Data Raw: f5 e3 56 64 5f 61 9c 4a 8c 9a f2 61 e3 15 ac c2 06 d6 79 87 b1 93 e0 fd 2b a9 b9 bc 87 b1 6f cf 82 6e 62 5f 72 
78 84 8b d8 fe 33 76 95 eb 27 ad 5c ee de f3 f4 26 7b 2a a0 e8 26 a3 78 08 38 ea bd 59 15 5f 1e 2e dc 4e 99 0b 67 2c 86 
e9 c9 2a 6d 13 93 75 0a 11 5f 41 8e a6 e4 18 23 3d 91 c2 75 b4 48 27 17 8b 39 66 8a c1 34 0a a1 9e db 1e be de ad f2 
7b 41 73 41 cd e1 b3 e9 a5 79 e4 fd 8e 5c 74 82 8a 92 41 7e ce f3 ee 4b 91 75 1b c0 ac 18 a2 4e c4 c3 3f 3a 7d bf 7d 7c 
b4 f7 79 9b 3c a9 3f ef 9f 9f 9f 9d 5b 41 00 47 ba f1 52 65 7a 3c 98 91 39 ba 18 db 06 a9 d9 51 25 d2 f1 c9 1a d1 3d a8 e6 
0e d4 40 5e cd aa 5c df 35 97 32 d5 02 7b db 7f 8c 23 3f 9c f9 ec 3f f0 75 66 57 66 c7 c3 ec b8 4d e4 0a 13 a2 b3 ed 3c 
52 0c 00 39 65 e4 25 8b 66 f7 b0 fa 2b 9a 20 b6 94 1e 
Data Ascii: Vd_aJay+onb_rx3v'\&{*&x8Y_.Ng,*mu_A#=uH'9f4{AsAy\tA~KuN?:}}|y<?[AGRez<9Q%=@^\52{#??ufWfM
<R9e%f+ 

2022-04-20 13:07:16 UTC 749 IN Data Raw: dd bd 37 e2 e5 2d c6 34 a1 7f a1 10 bf 80 93 db a3 d9 ed e1 17 f6 5f bd cd 87 84 4b 73 bc 8f a5 97 3b 54 ba 
d3 9b 4e 2d f1 07 4a df 9d 8b ba 30 84 d8 52 3f ae dd 57 3b 85 5e 5e ed 88 9f d7 ee e1 9b 7c 01 0f df e0 37 0f cf df 50 c9 
2d fa a6 c3 3f 50 f2 0e 96 6f eb 99 bb 62 1d cc a0 0c fe b9 76 8f f6 ce 69 ee e7 63 8b fe 81 92 e3 0b aa c5 df c5 d8 45 47 
c7 e2 27 bc 3c cd 07 17 fd 8e 4d 30 ce c8 d1 b9 e8 a4 17 f6 b1 fe f9 39 16 5e bc a1 c2 db 29 2d 0d 94 bc 3e c9 c7 f8 7a 
1b c7 f8 fa ed 47 b1 f2 62 ab 5e bf 55 3b f5 e6 fc af 7c 57 f0 53 6f ce c5 cf 6b f7 f8 0d 0f 03 be ee 5a 17 c7 34 88 e3 4b 06 
aa 63 9c db 31 ce ed e4 f4 32 ef 21 85 d2 93 53 f1 13 de bd 17 3d b4 b1 fc 3d 0e f8 e4 c3 a9 1a de 49 fa 0d c7 77 f2 51 d4 
3a 21 30 82 92 d3 33 b5 e5 50 74 7a 46 13 
Data Ascii: 7-4_Ks;TN-J0R?W;^^|7P-?PobvicEG'<M09^)->zGb^U;|WSokZ4Kc12!S==IwQ:!03PtzF

2022-04-20 13:07:16 UTC 750 IN Data Raw: 59 f0 d7 cc 3e e4 a3 fa 32 38 5b 5b fb fd 8f 60 e5 cc f9 be 1e 9c e1 c8 1a 2a fe da 61 10 4c b5 8c be a8 d6 00 
7c d3 e1 94 e9 3e d4 07 64 ed a3 3d de 42 6b 31 d7 d3 29 db 72 b4 ab 7a f9 c3 83 40 77 79 56 5b 18 c8 5f 18 89 c2 44 
7b 4e f1 a3 fa 87 b6 0b 43 d3 c7 b5 6f 01 e2 80 99 0c 68 a7 54 2b 42 ca 87 0f 0f 40 cc c0 5f 6a 05 df 1e ac f2 19 6d e6 1d 
1c aa 26 cd 40 9d 3b f8 26 6c cc b7 7e e1 bb 70 32 27 a2 25 ec 66 83 8c 2b bb 02 38 c4 0d b8 58 de dd dd e3 dd ed 6f 
2d ef 8e 7f eb 88 61 22 4d be fd 34 a0 93 7b d0 1f 85 33 fb bb f3 74 b2 60 6b 16 03 a4 f9 cc bb 2b 04 16 bc 08 52 2e 08 
74 9c af 9d 89 57 32 63 8d 9c 47 52 d5 d5 81 fb e3 9e 0e 64 4f d2 2d a5 b5 91 a2 a7 a5 89 76 f0 3e 08 4b 2a 55 4e d2 9b 
9b b5 c2 f2 7d 18 4b e2 ea 5a 20 9b 0f 33 c0 4b 1f 51 af 
Data Ascii: Y>28[[`*aL|>d=Bk1)rz@wyV[_D{NCohT+B@_jm&@;&l~p2'%f+8Xo-a"M4{3t`k+R.tW2cGRdO-v>K*UN}KZ 3KQ

2022-04-20 13:07:16 UTC 752 IN Data Raw: fb 8f c8 bc 6c be ff 53 e5 2c f6 57 37 de 0b f6 27 8f 90 ca 93 8c ca f9 1f 61 38 8a 55 7f 35 28 af 96 66 ee 65 76 
00 92 e6 5b 16 b4 1d e1 8e 93 0e 84 28 5e d4 e9 23 c9 e5 1b c8 51 c5 cb 8c ec f1 2f 74 71 72 42 66 ef 81 81 a0 0b c6 73 
b0 42 aa fc 65 c5 45 6f af 7f 59 4e 19 de 16 27 a8 cf 0e 5c 6e f0 4f a1 d4 6a 68 7a 2c a5 a6 52 5a 25 a5 37 e2 2f 15 ab 2c 
79 4b a1 f4 61 3d 23 dc 4f 9a 25 2e a5 db b6 60 36 0e 46 f5 ae 0d 0c 43 83 bf e1 a5 06 ea 82 ce 86 d5 b3 e1 55 e3 1a 56 
7f b9 61 a4 70 b3 fe 97 14 
Data Ascii: lS,W7'a8U5(fev[(^#Q/tqrBfsBeEoYN'\nOjhz,RZ%7/,yKa=#O%.`6FCUVap

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 752 IN Data Raw: 4c 4b e4 28 58 a2 e0 40 93 33 b8 e8 f5 80 03 e8 92 6b 47 88 3e 84 e4 e2 d1 6e 5b 42 dc c4 62 c5 62 4e c1 83 
2e a6 76 23 5f 03 f2 5b 59 ec d5 d3 75 a0 4f 01 7a c6 c4 e8 a5 4b ae 07 28 8e f8 ac c3 e4 ee 4c db 46 6b 85 1a f7 3f 6f f2 
ce fa 7f ad c9 20 f2 18 4d 7e 6c a7 f4 53 38 0b 0a 79 25 9a b9 df 87 de d3 a7 7e b9 e8 8e ba 65 58 ba 63 fa cb ec 39 7e fb 
de 43 57 25 f7 47 6e fa 6f 60 71 34 6e 1d 68 3f b0 e3 41 12 06 ef 7b 2a 0a 46 d1 fd 04 3a 50 23 f4 98 16 7c 05 ee ad d8 
8a 36 fa b0 3a e0 98 46 f2 b8 12 48 9b be 3f ca f3 e3 80 63 dc ff df 52 11 c6 11 c7 1f be 15 ab 16 02 17 95 d7 d4 8d 35 75 
63 38 e9 59 e5 75 75 63 5d dd a8 c7 13 ab 6c 91 3d 14 fa 1b 8c 3c 7f 54 e1 bf 24 19 8d b2 fd 57 8e 90 a4 d5 f1 57 2c 4b 
08 51 81 81 8c 5e 11 1c 5d 07 18 e2 d5 12 b2 12 
Data Ascii: LK(X@3kG>n[BbbN.v#_[YuOzK(LFk?o M~lS8y%~eXc9~CW%Gno`q4nh?A{*F:P#|6:FH?cR5uc8Yuuc]l=
<T$WW,KQ^]

2022-04-20 13:07:16 UTC 753 IN Data Raw: 41 5b 17 c3 d2 e4 61 11 c7 66 b5 29 87 a5 fe 9a 61 41 6c 74 6d 58 fe 0f 28 8c 07 f2 a9 20 11 6f 5c eb 8f 12 0e 
13 71 57 72 98 e2 99 3b 7e d5 da e8 ff 66 6d 2c a4 17 47 84 63 51 cc 59 23 af 59 22 4c 47 d4 fa 70 78 c0 d2 6b a4 a2 b6 
c4 eb 16 ca bc 11 49 2d 1c 93 85 bf cd 91 c0 40 10 ae 47 51 fd 06 e4 37 5f e9 33 b5 dc e3 28 c3 59 37 96 80 6c 00 f9 45 
84 05 94 de 77 f5 8c 03 56 69 73 6d ad b4 51 7c fb 7e 7d bd f4 fe fd db e2 fa 26 b4 c7 9d ce 2f b0 b1 b6 f1 76 03 9e de 78 
f7 fe dd fa da db 8d d2 fb b7 50 e0 71 7e 81 cd 0f 1f 4a 1b 6b ef 36 36 df af bd 7f bf b1 b1 51 2c 15 a1 c0 a7 d6 dc 02 6f 8b
6f d7 3f 94 8a 1b 6f 4b ef 3e bc fb f0 b6 58 c4 1c ba ee af f9 6f 78 f7 6e 7d f3 ed 87 cd 52 71 6d 63 a3 b4 f1 61 f3 dd fb 0f 
50 60 eb 85 3e 6c be db 5c 5f 5f fb b0 
Data Ascii: A[af)aAltmX( o\qWr;~fm,GcQY#Y"LGpxkI-@GQ7_3(Y7lEwVismQ|~}&/vxPq~Jk66Q,oo?oK>Xoxn}RqmcaP`
>l\__

2022-04-20 13:07:16 UTC 754 IN Data Raw: f7 78 17 3e de b9 8f 7b f0 f1 de fd fc 0b 3e 3e b8 d3 4f e5 8d 12 74 a1 06 1f 25 77 17 1e 29 ad b9 63 78 a4 b4 
ee fe c2 8f 0d 37 f8 0c 1f 9b ee 14 7f bd 75 a7 f0 a2 d2 3b f7 27 bc 7d 6d cd ad c3 1b d6 e0 49 b8 b8 b6 e1 ee 41 f1 b5 f7 
6e 0d ef 7d 70 27 50 60 bd e4 9e dd 97 37 a1 b9 fb 3b f0 51 72 4f a6 f0 b1 e6 fe dc 87 8f 75 f7 ee 13 7c 6c b8 61 0d 3e 36 
dd 01 7e bc 73 07 f0 24 b4 e5 eb 6e b9 b4 b6 b6 2e a2 d9 d3 87 8e 01 af 46 db 57 84 53 8b d4 c1 c3 d1 e0 02 11 e5 78 
11 e3 8e f4 e4 75 05 a2 76 df eb 0e 62 c5 02 d2 3d 4f 2a c5 03 07 eb e4 8b 88 0e 76 34 22 ec 36 0a 16 1c a5 d5 f5 c7 23 
ca 60 e8 d3 7b a4 37 d9 52 b1 22 c9 18 6f d4 24 c6 b6 7a c2 05 e4 0b 9c ea 52 b1 bc b4 04 bf 19 2e 80 88 4b a1 8e 49 ce 
74 a6 4f 66 af e2 c2 a8 8a a3 78 f5 bf d2 63 c3 a0 
Data Ascii: x>{>>Ot%w)cx7u;'}mIAn}p'P`7;QrOu|la>6~s$n.FWSxuvb=O*v4"6#`{7R"o$zR.KItOfxc

2022-04-20 13:07:16 UTC 755 IN Data Raw: 27 a6 d2 50 ba 8c 4e 50 c6 1a 64 f8 44 2a 5f c7 64 8c 64 1a a7 2b 1f 0d ac d0 05 89 80 2e de 0b 1d 09 aa b6 
0f d7 af 02 e0 97 7f 04 36 b9 11 14 3d 2f 09 69 b2 39 a9 f9 a2 aa 49 86 3f ac 22 50 3a c9 02 c2 c8 32 ce 3d 64 59 e5 c2 
2d 0d 39 61 67 ba 99 91 f7 13 e1 8d 30 57 34 3a 13 11 be d8 d8 e6 86 f0 e5 4c 6b c4 d3 3e b5 43 53 3c e6 0d e3 56 db 
cc 2a e1 93 23 a9 3e 8c ca 95 a0 a2 12 59 8b f1 14 de 75 21 46 b7 68 ae a5 62 30 28 ad 37 da 8d 22 e5 21 0b 2b 66 65 
25 80 6d 61 63 36 5f 54 53 e9 a3 17 8a d0 69 68 f5 2c 99 7a 9a aa 71 ee c2 f5 69 00 02 ad b1 38 93 ab 25 c2 f0 09 78 55 
f2 a3 c6 9c fa 30 9f 02 62 7a c1 18 11 10 e1 24 eb 9a 3b 5b c9 59 89 e9 ea aa fa 28 95 c9 9f 56 3d 10 c8 41 ff 15 ca 04 ad 
3a c4 a0 1c 2b 4c 6c d0 f8 28 5d cb 2b 2b 2b 3c a6 36 70 26 
Data Ascii: 'PNPdD*_dd+.6=/i9I?"P:2=dY-9ag0W4:Lk>CS<V*#>Yu!Fhb0(7"!+fe%mac6_TSih,zqi8%xU0bz$;[Y(V=A:
+Ll(]+++<6p&

2022-04-20 13:07:16 UTC 757 IN Data Raw: fd 4c c9 85 bb c2 49 d6 a8 ef 0a 65 ef 6e 92 1b 92 b0 16 c2 0a e6 d7 de 75 64 28 3d f2 93 a2 df 15 49 3b b1 1f 
70 9c 51 5c 60 56 45 e6 b0 d9 eb 92 60 db 13 da ac af 8d 4b c7 cf ea 83 43 1d 0b c1 af c8 5a 22 ac e5 38 a4 94 73 33 49 
39 03 8d 25 08 8c ed 52 af d4 71 bb 30 ff 4c e9 bc 50 9d 01 bc 6a e1 1e e4 09 dc 2d 3e 90 f4 78 c6 37 c3 ec 1d ed 4a 49 
5c 51 2f cc e1 3f 92 97 b8 d9 82 8a b8 c2 f4 05 06 20 2e 2c 89 ed 00 ae 65 96 1c 1c 6b 8e b9 b6 60 fe 98 02 e7 cd b6 66 
07 3b 26 ae 5f d9 b6 e0 11 68 07 2f 01 72 c9 ca 67 b7 d4 76 31 8a 13 1f 24 39 35 63 55 43 03 b3 ba a8 63 a1 b7 3c 4e f4 
0b 68 ba 34 0b de d7 33 91 a9 42 c3 74 0c 47 9f 6a 37 8b a3 7e 72 3e 50 d0 ac 38 02 35 67 f8 a5 a2 fb 7b b1 b6 6e 1e 82 
da f1 18 24 b1 0e ea 7c 43 5f 39 3c df ea 74 bc d5 e9 
Data Ascii: LIenud(=I;pQ\`VE`KCZ"8s3I9%Rq0LPj->x7JI\Q/? .,ek`f;&_h/rgv1$95cUCc<Nh43BtGj7~r>P85g{n$|C_9<t

2022-04-20 13:07:16 UTC 758 IN Data Raw: ff 49 a3 ae dd a0 57 7e 92 e1 09 98 d3 e6 3f 6c 62 41 54 8d 9e 9f d8 5c a3 b5 98 c6 6a ae db 54 25 db 74 8e 
1b 9a d3 f6 32 d6 66 e9 63 ca 39 03 9f c4 03 e5 c0 d5 fa f5 fa ce 44 18 2f 9e a4 76 e9 0e 17 cf 69 a1 48 2f cf c5 49 6b d8 
5c 3c d8 c6 5c b3 18 e2 a0 87 a8 a4 66 87 33 f5 a5 7a 9c 80 5a 53 90 f9 d3 0c c4 b0 ae bd 37 46 ed d9 00 8d 34 18 df d4 
25 fa 52 01 d9 2b ea 75 11 83 4e 5e 72 40 08 14 58 0f 28 33 a3 f9 1a dd 0b 58 81 cf e7 11 54 85 84 b2 8e 98 0d 11 39 84 
e6 0d ed e5 ab 97 6a 6a 58 23 97 bb 75 ec 0f ee ca e1 df 18 d8 e4 6c 6d 48 52 72 30 f6 26 05 22 6f 14 7a 4a d7 0e 0d 96 
68 56 39 9c 23 1c 1d 8d b3 cc 0c 7b bf 35 d8 b7 0d 46 f6 33 ea 56 05 88 2d 0a bc c1 55 e9 9a d0 81 e9 31 2f d0 bd 25 b0 
82 e3 b1 7b 92 7a fd 27 fb 64 ec 1e 8e f9 60 3b cd d3 
Data Ascii: IW~?lbAT\jT%t2fc9D/viH/Ik\<\f3zZS7F4%R+uN^r@X(3XT9jjX#ulmHRr0&"ozJhV9#{5F3V-U1/%{z'd`;

2022-04-20 13:07:16 UTC 759 IN Data Raw: 6b a9 bc 44 05 e1 f7 1f 62 5f 67 e6 3e c8 9e d1 89 92 3c 49 2e f2 aa 46 a9 d7 e0 e1 41 7c 4f 5a 47 9e 1a b3 51 
f6 e5 35 0c 98 b6 c5 c1 f3 fc cc 3b 4f 7c b6 ab fe 84 eb e1 0d 3f 65 33 80 51 e5 d4 a8 52 3e 2f d4 9b fe 24 9b 0a bd 99 cf 
d0 d7 c8 55 c7 2f 7c 05 81 65 79 79 c3 f3 82 09 49 32 08 7b 59 38 c4 17 07 ac ad b9 44 3f 03 eb a8 07 9d 94 b4 84 89 c0 
62 04 53 41 40 31 28 b3 b6 1a dd 5e 1f d9 60 dd 01 70 3f a9 d9 01 da e5 e3 31 5e 54 fa 7b 7a 04 e6 30 7d e6 c3 74 aa 
52 4f 46 2b c4 e9 b2 98 2c 04 a7 22 b6 08 f9 87 60 91 aa 9d bb aa 49 25 38 c0 c4 e9 98 e5 b5 e3 bd a5 14 af 11 96 58 b1 
16 af 30 15 2c f6 7a c5 ba b6 5c da 41 ce ac 8e 31 96 ed c7 27 de 4a b3 19 cc 7e 9e bb 0c 9c 7f df 69 cb 49 6f 9c 06 b9 
e1 7c 45 50 b6 03 76 b0 20 74 55 f1 e5 2b 7f 09 d0 db 
Data Ascii: kDb_g><I.FA|OZGQ5;O|?e3QR>/$U/|eyyI2{Y8D?bSA@1(^`p?1^T{z0}tROF+,"`I%8X0,z\A1'J~iIo|EPv tU+

2022-04-20 13:07:16 UTC 761 IN Data Raw: ad 2e bc ad 5e 48 5f 72 05 a7 8e f7 e4 57 b4 57 a9 3d 71 cb 8a 99 d8 6d a4 bb dd 74 74 e3 47 66 c2 3a ee 03 
e9 0c 48 dd d7 44 24 b5 27 c2 4f 3b 88 ca 84 ab c6 40 64 65 b4 d9 b9 62 31 94 3b 2e c3 8f 95 1f dc 43 60 b6 be ec 9c 6c 
1f 9c ec dd 6c 7d f9 72 76 fa 75 eb 88 32 c2 08 70 1f 9a c3 94 37 51 93 04 9e 8e 47 f5 3f 78 02 02 6d a2 c3 a9 55 1e 0a 
ad c1 27 04 13 45 8c 18 60 e2 f7 10 5e bd e3 be 43 cc b4 ed 96 fd 20 90 dc c8 d8 29 56 ca 7d 9a c6 89 6e b7 27 a8 06 c9 
81 79 4c 21 da e1 b6 bf a9 9d ed 6c ef 9c 5c 1c 6c 1d 9d 5b ee 93 4e b5 c3 99 e3 2e 04 8c 6b 27 9c 6f e7 10 80 66 a2 0f 
4f 36 f5 cc ed 67 57 b2 e6 ab 9b 3b 39 f5 04 d7 4f f2 7f 4c 4e 24 17 88 58 9a 56 d9 c4 36 36 2c 01 06 3e 3c 8a 76 dd b8 
9d c0 c4 39 15 16 84 18 2e ce cc 89 c6 f4 6a b1 e9 23 53 
Data Ascii: .^H_rWW=qmttGf:HD$'O;@deb1;.C`ll}rvu2p7QG?xmU'E`^C )V}n'yL!l\l[N.k'ofO6gW;9OLN$XV66,><v9.j#S

2022-04-20 13:07:16 UTC 762 IN Data Raw: 72 02 a5 5e 3d 8a de 02 29 ad 55 b6 f6 f9 1c dd bc 3b 09 ba b6 35 12 d2 20 7b d4 b8 29 6e 8b 5b 8b ec 16 66 
aa c2 b1 60 56 88 35 ff 03 0e 23 43 c0 6e 31 22 6e 24 82 02 eb 42 49 96 98 f8 66 ee ee 1c 7d 19 0e 4c b2 39 b2 04 d8 79 
52 e0 74 af 1c a1 99 c1 8d 8b 3e 25 81 40 c9 cb e4 aa 20 ef 54 9e 71 cb 0d 95 18 bc 3f 61 84 99 03 83 7d 3c bc d7 68 d8 
a6 9b d7 22 03 5f c1 ca 3e 72 de ea de 6d b7 06 21 82 cd 3e 4a 71 d9 d5 16 7e af 2b f4 61 ce 6f f6 b1 f9 26 22 a7 07 13 f7
f0 de a9 1c e8 f4 ab d7 ca 58 96 97 97 cd 3d e5 09 bc 5b b8 de 23 ef 5d 3d da 35 22 67 ce c4 aa 67 dc a0 3f 92 18 24 81 
0c b6 7e b7 e2 4b c4 42 04 a3 69 45 24 c9 3b 3a a9 4b ec 61 61 dc 1a c3 4c 69 3b 50 5f 75 b8 e8 d0 98 67 5b 2b c1 8a 
e5 58 e8 26 3b 53 ec 3e 47 4f 18 f3 c5 26 86 fd 09 9c a4 
Data Ascii: r^=)U;5 {)n[f`V5#Cn1"n$BIf}L9yRt>%@ Tq?a}<h"_>rm!>Jq~+ao&"X=[#]=5"gg?$~KBiE$;:KaaLi;P_ug
[+X&;S>GO&

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 763 IN Data Raw: fd 9e 5f b2 43 25 3b 5c 72 ac 15 e9 cc dc 1f f9 45 8e a9 08 43 03 ee 8f f9 65 50 7d ea 95 c7 33 f7 67 ce ca 90 
95 ec 49 16 f3 07 16 54 c3 b5 4f 75 ef 73 be d4 89 fd 4d d4 ba 00 05 e8 5a 67 82 60 aa 85 7d e4 5c d5 ab f6 66 95 43 df 
be 98 88 6d 3e cd 83 b7 50 0a a2 8e 14 60 6a c2 db 51 a0 1a 0a b7 d6 9a c4 c0 68 78 7f a0 91 bf 25 13 e4 35 8d c7 db 14 
37 34 15 74 29 90 5f a4 5f 78 dc 8d 64 4e 58 79 e4 e7 ba 18 60 fc 49 38 7d 09 f3 4a 33 60 eb 87 45 cb cf ea b5 d1 41 3f 
71 4d ce cf 7e f8 05 03 19 ba 43 06 6b f1 db e4 07 bf 48 2f e5 e0 92 40 22 fa 24 13 09 2c d8 2c db 4c 13 2d 2b 6d 66 a7 
e1 f9 5d 7b 03 89 76 e5 e3 e8 cf 69 6f 1c 63 7a ae 6e 37 a6 62 e4 62 23 9b 1d c4 71 77 11 ab b8 a7 b6 cf 54 98 ce d4 a4 
db 14 71 21 a6 c3 cb 0c 18 b1 d7 b9 19 41 b3 0e 21 48 
Data Ascii: _C%;\rECeP}3gITOusMZg`}\fCm>P`jQhx%574t)__xdNXy`I8}J3`EA?qM~CkH/@"$,,L-+mf]{vioczn7bb#qw
Tq!A!H

2022-04-20 13:07:16 UTC 764 IN Data Raw: 8c 40 7c d0 91 6a 1e 1f 08 66 20 48 b4 d5 55 f4 f9 87 67 df 72 ac 41 d9 ce c4 85 f5 ba 2c 04 2e 4a 8f 6d 37 c8 
00 52 56 83 b2 90 22 76 a4 75 c9 ef f2 ad 45 26 56 8b 8d de 90 5c db 09 27 8c 73 43 23 43 bd bc 2c 1a 10 cf 0d 39 08 85 
1a 1f 69 86 c8 06 d2 76 e8 2f 9e ef 52 4b 97 44 31 39 55 94 75 13 fd 1d 19 44 30 46 bc e8 94 03 e4 05 83 e5 65 54 e8 49 
9b cc cc bd cb 1b 3a 5e 5e 88 93 2e 57 c0 61 4b 8a 9e 46 78 2e f2 e0 75 ac 57 99 a0 1a e9 a8 80 0b 0a b0 d0 45 37 8e 
38 a9 cb 2c 1d 78 10 d2 c9 09 bf 1f 27 14 a8 2c d0 56 61 54 6a 2d 9b d2 3b b1 56 b2 d7 3d c0 98 2b bb e9 cc 2e d0 30 30 
43 3d 26 b0 4c 0b 44 e6 3a f0 fa 0e cc 6b 5b c4 da 51 84 9d f7 d7 bd 1d a3 6d 8a f9 59 4a 33 15 08 4f 7b 8e 58 ea 20 01 
ef e0 ef 3d b6 5e f1 8f ed e4 26 31 fe fb da 6f 5c ad bb 
Data Ascii: @|jf HUgrA,.Jm7RV"vuE&V\'sC#C,9iv/RKD19UuD0FeTI:^^.WaKFx.uWE78,x',VaTj-;V=+.00C=&LD:k[Qm
YJ3O{X =^&1o\

2022-04-20 13:07:16 UTC 766 IN Data Raw: 85 33 bd be 46 7e 7d 03 24 b4 cf cf 43 a2 d4 81 47 2c 30 07 ac f6 50 25 b8 84 9f 8d e5 e5 50 c7 3d 7a 79 59 
82 70 20 73 14 96 58 af 28 ea b0 23 e2 9f 89 49 65 49 7c 49 38 29 46 71 08 c4 d2 47 cc dd 6f 71 20 b0 65 1c 9f 5c c2 e0 
29 b4 7b a0 99 82 a0 d4 50 87 8c 9a 9e d3 a1 52 f5 c0 45 a1 f9 d3 2e 1e 0f c9 80 0c c3 ac 92 53 c7 d5 a5 12 c2 67 d8 30 
27 44 aa 4c ee 69 01 d9 08 bf 1f 36 53 0a 93 34 da bd a9 72 7c d9 ea 0a b2 36 19 71 bc ad 81 4c 49 14 e0 56 ca f8 c0 dd 
a3 42 fb 2a ba d6 b3 f5 25 d1 62 09 53 8b 90 36 fd 5e bb ad c7 74 a8 6d f8 9d 92 56 dd 15 04 b3 9e ab f8 c9 75 ee 21 46 
f9 8b 60 f1 2d 7c 2c d7 89 47 02 eb 90 48 b0 c3 aa 64 0e 09 b9 75 d3 e1 86 42 31 cc b7 6b e8 ed 73 97 eb e2 d3 d2 5c 7c 
60 26 f5 aa 13 c8 50 f3 3a 52 8e 39 af 93 45 6a de dc 47 
Data Ascii: 3F~}$CG,0P%P=zyYp sX(#IeI|I8)FqGoq e\){PRE.Sg0'DLi6S4r|6qLIVB*%bS6^tmVu!F`-|,GHduB1ks\|`
&P:R9EjG

2022-04-20 13:07:16 UTC 767 IN Data Raw: 11 4c a7 5c 0f 91 5c 0f 4f 8d 26 6c ba 46 73 a6 dd 76 10 98 55 20 0e c0 2d c2 72 75 19 cb d5 ec 6c 9c f5 96 a8 
1b a1 12 40 73 62 a8 81 92 2c e0 61 6d 2c 17 bc 61 3a 02 9f 23 c9 42 0d 8d 92 4d 6e 45 72 86 9d b4 a1 31 0d 75 d7 90 
d4 fd d6 13 9c 40 ff 3e 8f 13 20 48 09 ab 25 38 b7 1b 31 45 22 6b cc 5c 36 81 53 fc 99 dc 0d bf 15 c1 38 77 f5 d9 ca cd aa 
ad d2 8d 30 28 29 31 cb be fb 2d 2c 07 2e 27 2a 2f 87 d2 e1 6f 2f db 53 16 f9 51 3d 50 6f 61 00 02 48 e1 39 73 90 ed 14 
22 a3 32 5b 18 17 be 85 c0 e2 e1 17 91 21 dd 43 15 06 ca f5 11 d2 ab 06 a1 ff 86 b1 1d b9 25 d4 ff a4 87 8e de 9d e7 91 
c1 e3 29 42 79 97 97 33 f6 86 79 c1 ef 21 34 88 4f fc 50 b4 08 f9 93 24 d0 7a ce 74 37 32 70 a5 b7 2a 62 36 eb 8d 8c dc 
46 a8 72 2c 65 86 47 24 77 90 d1 ae fb e9 33 37 df ce 
Data Ascii: L\\O&lFsvU -rul@sb,am,a:#BMnEr1u@> H%81E"k\6S8w0()1-,.'*/o/SQ=PoaH9s"2[!C%)By3y!4OP$zt72
p*b6Fr,eG$w37

2022-04-20 13:07:16 UTC 768 IN Data Raw: 70 d2 19 2c ea 9e ff 0c 28 42 ce f8 d2 c1 09 51 3a d0 e9 a3 2c 5c 52 29 05 81 68 52 45 e5 bf 44 d3 f2 83 77 
3e 25 6a 5c c7 e5 50 fc 58 af d6 cb 6f 77 36 80 e1 ed e8 7d 16 5d 6d 40 47 1f b4 9c c5 67 aa 3b f5 f4 69 d1 57 bb aa af 2d 
44 b8 da 4c 3b df d3 6b 94 b3 13 10 c9 be 74 16 ee 57 04 56 e7 6f 5c 9a 0c d4 2f ec 6b c3 f4 ae 62 67 85 7f 36 d2 c8 63 
4b c7 5e af 91 df 12 d1 00 1a c9 fc d1 91 43 bb be b3 f1 82 77 d8 1c e8 32 58 3f f5 0a 77 eb 32 bd 7e fe f3 5e c5 5e 8c ad 
8b ab 31 b6 8e 3a a9 5a 47 8d aa 43 93 ce 51 5d 8e 2a c0 4c d7 62 9e a1 17 7c b8 59 18 d7 26 24 d1 30 04 d5 af ca 85 
64 9e fe 29 48 c3 e4 a3 35 22 ed 1b 9b f6 d8 9e e7 9f ed 0b 47 d9 df 86 11 f9 84 20 5f 92 26 33 61 bc 90 b9 35 6b 08 dc 
a6 52 db de 66 39 15 11 de 9f ff 16 ea 81 53 f9 a6 ba 
Data Ascii: p,(BQ:,\R)hREDw>%j\PXow6}]m@Gg;iW-DL;ktWVo\/kbg6cK^Cw2X?w2~^^1:ZGCQ]*Lb|Y&$0d)H5"G _&3a5
kRf9S

2022-04-20 13:07:16 UTC 769 IN Data Raw: f0 9a 80 45 ca 7d 78 dc 87 3b 14 b6 c3 d3 9b b5 87 98 8b 41 39 cc f4 6c 53 45 c1 0e 1a 4b e8 af b3 9f 26 96 
ae a6 5f 0e 30 f8 35 d4 a2 bf 95 84 97 8d f2 1f 51 22 63 61 67 e1 6c 0e 15 6c 8e 22 bb 75 d5 20 38 f3 a9 2b 75 27 a5 11 
de f5 ea 5a 20 7f a3 f0 0d 31 e1 42 1d dd 03 88 73 ac 35 89 1a 9b 54 d2 24 91 bf a9 13 a6 93 d6 f2 f2 3a 26 75 ed c7 fe 
a0 d7 15 b1 a8 42 3d f3 5e 2a f6 9a 15 4e ee 75 6b 4c c2 42 8e 36 55 0e 3f 01 69 c8 c6 36 ab b2 4b 4d 13 61 04 bb d4 54 
f8 22 85 7b 9f c0 ba 52 7d e0 fa 67 7a 18 a5 94 3b 42 16 e3 45 72 7a 35 d8 a4 96 bf c8 1e 73 d2 db 6b 4f c5 5b 05 88 78 
54 fc e8 45 e8 95 b9 84 a8 b8 7b d2 87 b7 bc 04 97 e8 90 d9 d3 5d b8 58 a1 0f 67 e3 dc f5 98 96 34 74 bf 45 b5 7f 81 c4 
26 e2 46 56 7d 3d 2f a4 4b ef 85 1e 97 22 62 75 2c 52 7d 
Data Ascii: E}x;A9lSEK&_05Q"cagll"u 8+u'Z 1Bs5T$:&uB=^*NukLB6U?i6KMaT"{R}gz;BErz5skO[xTE{]Xg4tE&FV}=
/K"bu,R}

2022-04-20 13:07:16 UTC 771 IN Data Raw: ba 42 7e 8a 16 82 79 f6 52 9d ba 91 6f ea a8 f2 60 22 cf 5e 05 31 b6 90 0c 28 f6 a0 fb aa b5 b9 09 23 f5 89 96 
21 aa da 5b 5b 82 0a 5b 19 62 30 db 99 4e 27 53 df 40 9c fd 32 15 04 8a 89 bf 5d 0b 03 3f b6 41 ae 17 1e 5d 9e 54 1c 5a 
29 fb 5a bb 01 5e 2e d1 45 88 32 ec 6e 6e 92 c9 b7 6b f0 88 d3 09 8f 91 63 3a b5 6b fb a6 ea 00 49 4f 19 67 e8 5a d3 f3 
c1 c8 9d 2c e6 29 27 73 66 a5 11 33 21 04 0a 4b 10 58 b6 a5 95 e9 03 38 fc 4b 2c 08 83 80 9f e9 2a ee 74 58 ed 4e a6 
29 22 33 a6 83 d5 1b 0b e2 d0 1d f7 e6 d0 0a f4 b1 51 a5 08 b8 26 ae 98 f5 07 dd 79 2a 0d b2 e5 5e 67 6f 50 0f fe 68 37 
20 4e ee b5 7e 53 05 dc bb 00 55 ff dc ab 74 d3 f3 e9 0b 69 d7 37 bb d4 26 b9 3f 7f 5a 60 93 60 42 a8 22 7c 30 4d 8a 57 
1d b7 81 52 df c4 c6 dc e2 33 90 ea a7 d3 08 9b 0f db 04 
Data Ascii: B~yRo`"^1(#![[[b0N'S@2]?A]TZ)Z^.E2nnkc:kIOgZ,)'sf3!KX8K,*tXN)"3Q&y*^goPh7 N~SUti7&?Z``B"|0MWR3

2022-04-20 13:07:16 UTC 772 IN Data Raw: 0a 78 77 7e 51 7e bc 0b 48 2b 15 78 dc 68 e1 b7 6e e0 0a 02 8f 26 f7 9b 9b 07 23 cc 32 9f eb 4e 9b 92 7a 88 
26 06 1d 34 af 81 b3 44 c2 d3 3e f5 c4 53 98 62 df e0 53 17 96 7a 79 fc 45 2d 60 d1 20 44 fe 83 2d 06 cc a6 59 b0 3c c8 
89 81 de 35 ac ef 78 c8 cf a7 23 ee 2e e0 9f d8 5d 1d 09 2d 27 4f 10 ff 3d 24 71 95 fc 6b e9 1b 84 1b ae 89 79 61 a5 d2 
8a 51 0b 35 87 80 27 4b ae 64 4e ec 94 6f 41 e3 88 db 1c 71 87 43 f6 dc 79 ca 22 a1 88 c3 4d 02 94 88 99 c0 05 b0 1b d9 
2a 47 72 17 47 91 ac dd 0a 7e 86 49 90 c7 c9 eb 1b 64 9b 9f 34 08 92 a0 d4 81 9e 3b 0a 63 3b 1c 3f 97 33 b6 73 53 05 
2d 72 3d 2d da dc 74 e8 6a 52 b5 3c 1d 9d d5 52 2e 0b 1c b1 e6 0b 01 4f e3 08 ca f5 b4 57 b4 f9 9f 71 92 a8 b1 da 31 a9 
fc 89 d5 6b 09 0b 28 44 40 74 36 33 2f 30 07 14 b3 2e 9d 0f 
Data Ascii: xw~Q~H+xhn&#2Nz&4D>SbSzyE-` D-Y<5x#.]-'O=$qkyaQ5'KdNoAqCy"M*GrG~Id4;c;?3sS-r=-tjR<R.OWq1
k(D@t63/0.

2022-04-20 13:07:16 UTC 773 IN Data Raw: be 33 c6 3b bb d3 cf a9 dd 1a 30 75 b7 46 78 2a 55 a4 d1 6e 2d e3 92 32 ce 0b 55 9a b5 54 f7 0e 97 96 a8 19 
c8 1d 79 73 91 f9 eb 2f c2 d1 bf fe da dc 0c 7b 9a c1 1b d4 5c e5 24 00 fc 98 ec 09 9a c7 36 26 15 97 e9 be 21 33 de 52 
96 44 9a f9 ac 17 71 d9 41 a9 60 4d f9 7a c2 3d 5c bc ac d8 78 8d c2 0b 95 e4 55 f8 a4 e1 69 3a 98 bb 3e 3a f7 6c 79 33 
8b 6b d2 88 2e a4 7b 38 1f 07 bc 91 b4 a5 91 52 25 2c d2 5f e8 6f 6e f2 e2 48 b8 0e 64 62 5b 61 99 f9 2c 09 87 aa 74 8f 
15 fb e4 fd 3f b1 84 33 92 7f 78 7b 3f c0 06 e1 da 6f 6e 6a 7a 11 c7 75 d7 9d 4f da 4d 35 dd f9 f4 49 f0 cf 95 96 4a 84 b7 
7b 26 55 97 c3 f7 ae bb 00 dd dd da 42 ee a7 4f 50 29 81 82 5f db 35 b3 38 0e 64 0e c5 50 d6 3e bc 37 62 6f 99 9d 6a c7 
a4 02 94 cc 64 32 ff 33 fd 9f 31 fe ff ff c1 ff 25 da 
Data Ascii: 3;0uFx*Un-2UTys/{\$6&!3RDqA`Mz=\xUi:>:ly3k.{8R%,_onHdb[a,t?3x{?onjzuOM5IJ{&UBOP)_58dP>7b
ojd231%

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 775 IN Data Raw: 12 b0 3d 6f 3f ea 0e 63 1b 76 d8 8f 01 62 5a f8 e9 d1 93 b0 63 5c 24 af 41 52 57 4f 83 71 67 f2 94 19 4e 1c 6b 
c8 f0 a7 47 99 99 f0 82 74 2f 65 d5 3c a9 a1 e3 1a 35 5d 5f c2 4e 35 60 fe 9f d4 e4 93 0d 07 e3 65 75 df 4a 7d 61 ad 4e c1 
e0 e5 34 94 2b 22 43 43 46 0e 19 45 94 cf a1 82 86 0a 45 54 d4 50 31 77 53 fd 12 3c 05 30 b7 86 77 60 21 3b 03 2b f3 e4 
da d3 b9 93 39 81 75 1f a6 a1 3d e9 7d bd c7 3e d4 a1 35 06 dc f1 76 00 3d bb ed b7 2e 5e dc 7d 7d 83 23 6c b6 33 27 
56 29 69 53 ce ca c0 ec 4d eb 93 8e 5b 9b e3 48 4d cf e7 ff 70 71 84 74 0d a1 f8 8d e9 6e c2 03 e4 fe f9 a7 59 02 af 9b 3d 
23 2b 21 dd 45 15 81 bb 45 02 77 eb e6 ff 35 4f 6b d7 d6 7f 9d d6 58 05 0f e2 93 4f 53 30 f2 23 f8 ff 53 72 eb cb 1d 3e 21 
83 ce 57 45 36 38 73 fb c9 c8 e9 3b 05 72 5c 92 
Data Ascii: =o?cvbZc\$ARWOqgNkGt/e<5]_N5`euJ}aN4+"CCFEETP1wS<0w`!;+9u=}>5v=.^}}#l3'V)iSM[HMpqtnY=#+!
EEw5OkXOS0#Sr>!WE68s;r\

2022-04-20 13:07:16 UTC 776 IN Data Raw: 80 9e 94 e7 b7 e1 d8 d8 db 8d ab 53 95 a2 f6 9b bd c1 45 32 14 c1 bc 31 f5 32 c0 a8 fb 53 e5 b0 f0 c1 92 47 
ce fd df 60 09 4d 07 eb e9 c2 18 3c b1 2f da 55 9b 0e d0 8e df e3 f3 12 80 55 92 2c 3f 74 e7 56 c7 9a 5b 0a 93 47 93 ce 
a0 3b 00 be c2 13 7c 54 eb 0f eb 33 f7 32 f0 0e 05 61 2c b0 92 bc 52 e4 17 9c 48 0e ee 05 dc 34 3d 0b f1 32 44 5e 9f 53 
df e4 d3 24 9e 7d 91 7c 35 70 50 c0 cc cc 16 44 15 ba 8b 21 76 0e 9d 0c 4f 14 dd 72 fc f0 76 66 ba 12 b7 bb ae 35 18 e2 
77 00 70 57 b0 c8 b3 3e 41 96 d2 f2 c2 e7 a3 62 37 40 c5 3a 83 b9 1d 32 86 3a 02 9e c3 8f aa 3b e5 3b af 6a 65 26 9f c1 
54 4f 98 f1 06 9b df 06 5a b3 78 1f 79 92 ae 50 c7 c2 87 67 5b e9 ad f6 c8 5f 00 e9 59 c8 73 65 b5 1c 2c b5 ea 4c f5 2c a5 
71 d8 7b 50 d4 83 a0 c7 67 0f e9 be 3c 11 70 36 ca be 
Data Ascii: SE212SG`M</UU,?tV[G;|T32a,RH4=2D^S$}|5pPD!vOrvf5wpW>Ab7@:2:;;je&TOZxyPg[_Yse,L,q{Pg<p6

2022-04-20 13:07:16 UTC 777 IN Data Raw: 74 02 ff 02 af 5e 60 8e 74 b4 07 4c cf e6 d0 46 e7 00 fe 82 dd c2 7f f2 c8 c5 7f 0a e8 b2 05 7f 8a e8 01 a6 27 
5b 42 5d fc ab 8c 26 d0 02 66 f7 a0 01 7f 34 d4 c4 bf 74 d4 c6 bf 72 e8 08 ff 31 d0 21 fe 03 bd c0 a4 c3 1c 77 f0 9f 22 fa 
b6 07 7f 4a e8 08 64 03 a6 f9 12 7e c1 3c ef c3 2f 98 e8 17 fc 47 47 03 18 16 a6 ba 8f 7f 19 ec c5 96 f8 7a fc 4c 94 f2 59 
51 2e f6 fa 45 b4 46 fa 1a 35 c2 80 f9 66 1c 69 a2 33 55 79 89 8f dc 8b b0 18 af b1 dc a8 ed a8 ae 6b 92 29 da 16 1d d7 
70 40 9a 47 3a 98 a3 3b 73 7b db 77 ba e3 2d 93 74 97 39 18 47 99 07 62 1d ee 32 77 51 dd 18 04 e4 39 cc a7 fe 42 41 
80 09 5a 91 40 8d 3b 61 a3 9d b1 9e 8a 6c b8 e1 ed 5b 33 41 ba c3 c4 37 a2 f8 55 97 f8 d5 10 fc aa 03 bf 20 7e 6f 28 a6 
95 25 8b f7 48 ba 34 0a 4b 82 a4 af 75 27 8c 3d 8c 
Data Ascii: t^`tLF'[B]&f4tr1!w"Jd~</GGzLYQ.EF5fi3Uyk)p@G:;s{w-t9Gb2wQ9BAZ@;al[3A7U ~o(%H4Ku'=

2022-04-20 13:07:16 UTC 778 IN Data Raw: 2f f1 71 ea ce ee 27 e3 99 ab b2 5b 25 75 ba 4d 96 9f ab 35 59 73 15 93 35 57 eb b1 e6 e3 6a d6 dc 73 de 7c 
97 78 f3 51 f0 e6 3b e5 cd 47 85 37 a4 15 7e fa 1e e6 7c 5c 93 39 1f 63 32 e7 e3 7a cc b1 1b ab 99 33 63 cc b1 1a 52 ee 
af 21 d2 78 0d d0 48 84 8f 83 37 14 f6 e0 76 f8 e9 7b d8 e3 6b 1e 83 3d 3e f8 08 f6 f8 e0 de 66 8f b3 9a 3d 0f 8c 3b 4a 9a 
93 f0 c7 51 58 82 61 f1 c3 f7 70 c4 59 93 23 4e 4c 8e 38 eb 71 a4 b3 9a 23 d3 50 8e 74 08 47 3a 0a 47 30 2c 38 b4 9d 86 
cf a1 5d 9f 2b bf 61 6f 32 bf 3a c2 cb c7 8e f0 dc 15 6c 09 3b af 4f 18 e2 36 62 ba 16 dc d1 ec ad 66 fc cc e5 76 ac 2b a9 
6a 4f a8 6a b7 41 1c ce 9e 32 07 b4 19 7e fc 1e b9 ec ad 29 97 bd 98 72 d9 5b 4f 2e fb 51 ec 09 d7 d5 3e 61 50 3f c0 15 
a2 ad fd f7 71 a5 bf 26 57 fa 31 b9 d2 5f 8f 2b b7 
Data Ascii: /q'[%uM5Ys5Wjs|xQ;G7~|\9c2z3cR!xH7v{k=>f=;JQXapY#NL8q#PtG:G0,8]+ao2:l;O6bfv+jOjA2~)r[O.Q>aP?
q&W1_+

2022-04-20 13:07:16 UTC 780 IN Data Raw: ed 84 df 55 b7 c3 bd 00 00 08 bb ab 8e 02 a8 7c f9 18 71 ab e6 af 31 e6 63 84 a5 fd c8 2d 2d bb 9f 2d 8a 35 0f 
d2 12 34 dd 11 b7 b3 3d e0 35 28 7b 83 66 f1 a4 25 c2 69 fd 18 71 eb 68 14 5b 3e 46 2c 41 1f 23 96 20 99 31 6c 9e c2 2e 
f0 f3 4d 64 49 01 28 f9 26 f2 17 16 23 c9 ab f0 2e df 15 17 a8 a6 7f 9c 33 0f 43 e3 5f c7 b0 33 fd ea f0 2e 05 2d 0f ef 52 1d 
d4 bf 63 85 c1 5d 7a 19 e2 83 10 ed d4 7d 44 6a 6a 38 84 9d 10 3f 99 9a ea d7 62 d7 89 81 6c 90 31 02 4c d6 a4 a8 08 
8c a6 a6 b2 52 23 97 21 8a 41 40 b5 34 95 99 1a e6 e6 bd 00 01 4b a4 a9 b7 22 6a f8 5a c4 31 01 99 93 43 cb 59 f6 dd 
0a cf 91 e1 ac c3 b7 04 d2 8f d2 38 f2 47 69 a8 94 01 eb af 3b 37 42 0a 55 7b a6 cb 22 1a 70 e9 74 49 48 75 d5 a8 e9 92 
94 ea aa f6 ea de 15 b1 f3 f8 66 68 2e cc d0 22 9e 92 
Data Ascii: U|q1c---54=5({f%iqh[>F,A# 1l.MdI(&#.3C_3.-Rc]z}Djj8?bl1LR#!A@4K"jZ1CY8Gi;7BU{"ptIHufh."

2022-04-20 13:07:16 UTC 781 IN Data Raw: ef 0d 10 e6 40 a8 a6 63 e9 fd d8 00 6b 70 8a e3 41 30 67 1a f0 52 cb e7 40 3d 0c fc e5 68 2d 57 80 39 c6 6a 
08 ff 17 a0 a6 88 75 09 fe e2 4b a3 b3 c4 2c 69 20 2f 1a d8 39 60 cc 0d 68 42 ec b0 58 b6 11 d8 b0 ca 24 74 08 43 8a 2b 
a2 2c 65 8b 36 60 7e 24 e1 de 08 6c fb 4a 22 a8 ca 82 bc 92 04 d6 11 d9 66 15 4b 7e 74 7b 54 cf 25 29 08 ae cc 92 d2 04 
0c a2 d4 30 90 35 d6 7c eb 97 da 52 d2 0a 5d b5 94 39 9f 1e 07 ec 68 d9 57 1d e0 45 59 ce 6b ca b5 24 c6 cd c9 8b ae 
16 d8 45 d0 74 89 5c 5d e5 65 ce 7f 6c 42 33 b2 aa 94 1b 45 df 99 1b 90 fa a0 15 f2 1f bc f1 1b aa 0d 9a 1e 2e f8 7a d1 d5 
6d a0 9c b1 4a 6d e9 ac c8 1e 8b 3a 67 39 69 ce 02 ee 4c 4e 9a b3 a0 3b 23 2f 6f 65 15 27 5d f6 d0 72 2a 4e 39 09 a5 7c 
e0 f4 4c 5e de 26 0f cc 89 cf 6c 07 8c af 4c 6c 90 db 65 
Data Ascii: @ckpA0gR@=h-W9juK,i /9`hBX$tC+,e6`~$lJ"fK~t{T%)05|R]9hWEYk$Et\]elB3E.zmJm:g9iLN;#/oe']r*
N9|L^&lLle

2022-04-20 13:07:16 UTC 782 IN Data Raw: f7 2c 07 7c 8b ac fc be 4d 80 9c ac bc fd 13 18 54 72 c1 03 79 cf bc b2 da 2a c9 1c 79 bd 0e a6 6a 0b 3e 8f 24 
10 54 e8 be 4d e0 52 20 c7 ae fb b6 cd cb c1 f5 ca 77 3a db f3 49 36 3c 00 79 3e ca 81 cc ac 9e f5 39 3d 81 ec ab 9e f5 
39 1b 01 97 aa 28 85 ec 5f 1a f8 8b 9d aa 0f 81 53 dd a7 0d 09 a6 1c 84 29 0a 18 32 ed 81 a4 82 94 96 ff be 83 f2 aa a7 
8d 23 37 b4 27 d2 55 24 c9 94 0f 4b 32 95 59 92 69 09 d0 ff bb 6f 8d 2c 51 2b 74 15 21 0b cc 7e 58 15 bd f8 7a e3 ea cd 
f5 8c 1b bd 82 64 f4 30 75 1f 77 f0 45 09 68 f6 37 50 1e 70 40 a9 47 63 ef 92 a3 9c af 91 23 06 13 86 e1 a3 f2 d3 2b 4b 34 
7f db 51 da 21 fd 60 47 69 11 7f df ef d7 27 7a 89 26 2b 3d 91 33 7c 10 75 89 0e 54 3c bc db cc d1 c3 ca c6 57 e4 3d 88 
25 ba fb 25 2a 36 42 fd db 25 ea ed 92 0f 8b dd a0 
Data Ascii: ,|MTry*yj>$TMR w:I6<y>9=9(_S)2#7'U$K2Yio,Q+t!~Xzd0uwEh7Pp@Gc#+K4Q!`Gi'z&+=3|uT<W=%%*6B%

2022-04-20 13:07:16 UTC 784 IN Data Raw: 5e be c2 44 e5 bd b8 26 92 22 bf 13 1f f9 1d 81 fc ee 6f 0b 9b 7f 39 db a0 ca 06 59 14 c3 3d 48 62 cd c3 13 51 
e4 84 a9 64 15 14 0c cb e1 32 ca af 8d 58 56 77 9a fe 5b 8a 8e ac 51 c4 25 45 7a 48 8b 86 fb 38 70 f0 ed e2 6f 66 53 f7 
a2 66 aa 29 25 0a f6 c4 3c b5 e2 4f 6e 4b 34 3a 88 6a b4 2f 8d 73 20 9a b4 e3 8f d3 f6 22 a9 26 04 f5 ba 71 83 8e df 1d 
51 c5 df a7 d6 d5 68 5d 3e fa 10 33 dc 8a c8 a3 ff 9a 14 4a e9 50 55 0a 95 b7 2d 83 a7 4d 57 dd 87 ab 26 74 83 af ee af 
ba 0d b7 29 65 49 03 21 55 33 2a 
Data Ascii: ^D&"o9Y=HbQd2XVw[Q%EzH8pofSf)%<OnK4:j/s "&qQh]>3JPU-MW&t)eI!U3*

2022-04-20 13:07:16 UTC 784 IN Data Raw: a4 6a 46 65 83 70 e5 46 ac 74 10 a9 0c 1c ca f5 9d e1 50 07 95 0f f2 a8 83 ea 72 16 30 ab 56 4a 6f 20 83 0a 
04 df 41 c7 79 92 43 11 39 eb 01 1b 26 dd 4a 03 fa 10 38 d6 8c 8f f3 a0 23 91 19 01 13 aa 87 bd 7e 8c 0f e7 a0 5d 9c 19 
39 fc a5 28 fc 3f 73 ef 3c 68 3f 39 5e 71 b4 e6 da b5 11 89 24 b9 32 a1 a9 6e ab bb 6c 5b 1d 9d 60 ae 9c fc 6e 47 25 e2 
82 a0 b0 bd ca 25 fa a2 62 40 8f 85 0a 27 e0 2c ca 04 9e 4a 56 f3 cc 33 80 a7 38 23 ab dd a0 f3 df 9d 52 8a 54 59 3d 90 
1c 95 3b 55 5b ea 2b 38 23 79 77 64 17 77 27 74 17 77 2c 76 aa dc 66 f8 65 53 4d 0e 30 0c cf 5a 3d 08 80 59 33 f4 e2 a5 
47 01 b0 d7 0c bd 78 e9 58 00 d8 4d bf 01 6d f1 84 a9 23 40 c0 41 0b bf 2f b3 21 40 c0 7d d6 54 52 b0 d5 43 cf 5e 8e 3c 
f4 cc 8f 26 bd 3e a3 a9 c1 89 2f 20 52 24 b0 1c d7 52 ab 
Data Ascii: jFepFtPr0VJo AyC9&J8#~]9(?s<h?9^q$2nl[`nG%%b@',JV38#RTY=;U[+8#ywdw'tw,vfeSM0Z=Y3GxXMm#@A
/!@}TRC^<&>/ R$R

2022-04-20 13:07:16 UTC 785 IN Data Raw: ef a1 24 7f 47 42 fe 0e 3d f9 3b fa 27 c9 df 6b 1c f9 6b c7 d1 cf b6 a7 9f c7 f1 e5 ef 58 70 e8 44 0d a6 f1 8e 0a 
de 45 b1 d9 2e 8a ed ed a2 d8 81 5d 94 26 a9 3f 21 5b 5e c1 9d 13 9b dd ba f8 7c 97 72 32 3d bc 39 09 7f c8 e7 0a ff ec 
fc fc 09 e5 ad ce 9f 4e a6 cf bf f3 e4 64 ea e6 87 2c da b1 53 c9 d6 f8 d1 1a 02 27 ed 97 b9 9b a0 d5 1f 92 69 44 37 63 be 
0e c6 f3 52 6d 3a b5 5e 52 d9 74 d5 1d ce 5c b2 3b e7 9a b8 af d9 c2 b6 48 15 74 8f c8 10 30 2e fc 31 3b 30 bc bb 7c 1a 
92 dd 37 07 25 93 21 1b 38 b6 d8 c0 b1 28 4b 4f a3 58 fa 45 12 b9 53 c1 d0 b3 f8 b3 70 26 1a 9d c7 6f 74 2e 1a 7d 8d df 
e8 ab 68 74 11 bf d1 85 68 74 19 bf d1 a5 68 f4 2d 7e a3 6f a2 d1 55 fc 46 57 7b e2 48 c7 17 9c 30 23 df f5 28 e0 73 03 
5a e9 06 7d f4 77 24 ef 19 7a fb 85 a7 7b 7c ff 
Data Ascii: $GB=;'kkXpDE.]&?![^|r2=9Nd,S'iD7cRm:^Rt\;Ht0.1;0|7%!8(KOXESp&ot.}hthth-~oUFW{H0#(sZ}w$z{|

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 786 IN Data Raw: de ec 1d ff 93 66 ef f0 b7 cf de 97 28 e6 9c 48 cc f9 22 98 73 1a 7f c2 4f 5b 62 b3 ec a4 45 6e a4 3c 7f 57 10 
49 76 cf 5a 3c a9 7e 26 f2 f9 f8 02 ef d6 1a 5b 5f eb 67 3d 2e c2 23 2b 9c 74 3c 6d a9 37 69 ba fc 26 cd af ad d8 69 f3 f0 
fc c7 d9 7f 2e a5 f6 75 ed 9c 15 dd 6f 8d 92 86 4b 49 80 be 09 01 ba 8a 2f 40 57 a2 d1 f7 f8 8d be 8b 46 1f e3 37 fa 28 1a 
59 fb b1 1b 59 fb e2 4d b2 f8 8d 6c d1 c8 89 df c8 11 8d 3a f1 1b 75 44 a3 6e 54 23 77 5f 7a f7 69 5f 68 6c 2f fe 40 3d 31 
50 3f 7e a3 be 68 34 88 df 68 e0 e1 77 d9 c2 37 22 e3 2b 62 f1 fd b0 fe 2e 56 bf ac fb ad 15 fb 65 dd 26 a9 b7 33 8b f0 6d 
75 0b ab 96 bd 2a a5 c3 6a d5 94 4e 9e 6f 0d b6 f8 ab bd b7 fb c4 8a d1 2b 12 ae fc 56 ac c4 a0 bf 0b e8 bb 7d fa ca b0 
ba 05 ce 77 47 bb fb 1c 72 c8 20 0b e1 9b 
Data Ascii: f(H"sO[bEn<WIvZ<~&[_g=.#+t<m7i&i.uoKI/@WF7(YYMl:uDnT#w_zi_hl/@=1P?~h4hw7"+b.Ve&3mu*jNo+V
}wGr 

2022-04-20 13:07:16 UTC 787 IN Data Raw: f1 4a 3c ff ce ca f7 08 08 ef 1c ac 75 10 81 ec 47 69 06 ac 03 b1 51 8b 55 06 e1 23 17 c8 f6 b7 f6 76 ee ac 03 
fe da 6c 7d c8 3d 5a e4 1c ac c6 28 e7 bb 95 ad 13 85 95 b2 6f 2a f0 72 e3 37 72 45 a3 0b f3 c7 12 75 0f cc d4 c5 b5 5e 
30 6e 4c 03 41 a1 98 a7 05 2d 5f 2c b3 47 b9 42 96 97 f2 f0 2c 87 6b 8b 25 ed c6 d4 70 49 2b 94 45 a9 78 63 16 31 5c 36 
9f a3 cf a0 64 88 da 92 78 a6 df 98 3a 79 56 2c f2 da 72 99 b5 d5 8d bc a8 cd f3 da 62 81 d6 42 49 17 cf 72 a2 24 c6 28 
79 25 51 5b 12 2d 3c 9c 4b 59 d1 56 60 5f 64 f8 41 03 81 55 51 b4 28 f2 16 b9 12 d4 16 a0 54 30 ca bc 90 a5 85 3c 1e 1e 
17 74 82 1c 65 63 59 63 95 18 4b 4c 43 be 5c a4 4c d4 09 81 84 9d 46 99 b1 3d 5f 2a 71 70 f1 a4 c8 9f e8 bc 03 06 a3 e5 
31 1d 39 3a 6d 6c 68 4d 2f b0 67 1a 41 87 94 4a 94 8e 
Data Ascii: J<uGiQU#vl}=Z(o*r7rEu^0nLA-_,GB,k%pI+Exc1\6dx:yV,rbBIr$(y%Q[-<KYV`_dAUQ(T0<tecYcKLC\LF=_
*qp19:mlhM/gAJ

2022-04-20 13:07:16 UTC 789 IN Data Raw: 90 fc a2 58 7e 34 b1 ac 68 62 21 2a 09 e7 37 5b 36 44 49 e8 63 36 2b 9e 09 6b 52 10 22 51 e6 6d 0d 0e 97 33 
8a 39 51 12 cf 44 7f 59 61 ed b2 dc bf 00 2b c1 79 2a 4a 46 1e fb 80 25 0a c7 97 81 82 b0 17 79 b1 dc e6 4b 7c b9 28 68 
9e b5 e3 13 cc 8d 67 8e ac 3e d4 90 eb 3a 5b e6 73 06 8f 22 73 05 c1 a1 ac b0 2b 59 9d 2f 7b 46 d1 10 70 05 21 11 c2 
ee 95 bd 92 10 4a bd 24 4a 5c 86 ca b9 ac 80 13 7e 97 10 e3 72 4e 88 67 99 63 60 94 05 bd 59 61 5b b3 7c a5 31 4a 45 
51 cb 39 99 17 6a 6b 94 38 45 06 0f 66 a1 24 9c 19 69 8c ac a8 2d 89 67 dc 0d 21 e1 25 5d 5a 79 f0 69 90 80 94 d5 8a a
8 a0 5c 12 b5 1c ab a2 50 4c c3 8b 37 30 37 d8 ac 0a be 70 5e 19 f9 9c 50 74 ce 67 78 e6 49 84 2e 6a bd d9 12 72 80 a3 
87 12 2d f1 55 20 9f 17 b1 54 9e 73 2d 8b f5 68 83 35 2e 8b 6e 04 
Data Ascii: X~4hb!*7[6DIc6+kR"Qm39QDYa+y*JF%yK|(hg>:[s"s+Y/{Fp!J$J\~rNgc`Ya[|1JEQ9jk8Ef$i-g!%]Zyi\PL
707p^PtgxI.jr-U Ts-h5.n

2022-04-20 13:07:16 UTC 790 IN Data Raw: d2 3f 06 dd 94 93 e6 2f a3 76 cc 6c b5 23 0e f0 55 3b 5b 5b 8c 2b b7 12 57 7f fe c4 bb cb 55 86 25 79 71 72 59 
1d bc 45 9d 8c fe 2d 45 ff f6 80 be 02 79 90 4a de 5f d8 cf db 4e 92 62 79 17 b6 d7 fe 63 89 1c fc 4f c7 bc be 41 2e fe a7 
eb 41 3d 10 3a 3e 38 d7 0f 37 14 7e 6a 3e 24 06 30 91 d6 d8 71 27 5d 18 e2 f3 43 a6 57 b9 be a9 62 10 d3 71 52 d3 74 
75 cf 4e 4d 91 e8 62 91 fe 61 5f 2f 6e 4c fc 0f 26 a9 8a 0b f4 ca e6 87 34 08 c7 94 31 e5 e7 cf 0e 7f ca 7a 48 2f 97 e4 6d 
5e f8 65 c1 af 6a 87 b3 8f a2 d2 33 3b 99 59 7f d0 9d a7 d2 55 97 36 ed a5 a1 f7 de cd e6 26 34 c1 05 24 13 f2 dd 4e 61 
24 11 be 23 1e fe 06 87 5d a6 97 64 f2 31 37 46 c0 08 8c 86 eb eb 42 a1 7d 73 33 f5 60 3e 64 fa e4 54 80 69 3e fc fc d9 
87 8e 41 d0 f0 1f 7c cb fc 88 77 9d 26 94 92 99 fa 
Data Ascii: ?/vl#U;[[+WU%yqrYE-EyJ_NbycOA.A=:>87~j>$0q']CWbqRtuNMba_/nL&41zH/m^ej3;YU6&4$Na$#]d17FB}
s3`>dTi>A|w&

2022-04-20 13:07:16 UTC 791 IN Data Raw: a1 16 01 18 7d 51 65 99 35 cd 57 ef 16 a0 8e 3b 74 e7 58 d5 f1 78 4b 60 55 97 a8 28 a1 c0 74 51 6a 8a f1 a1 
3f d3 e0 00 89 1f e6 14 8c 5e 9a 10 bc b9 59 c7 ac c5 d4 03 05 f8 09 b1 0f 6e 5c fb d0 c3 f6 01 d3 8e 5b 32 0c a6 54 a8 7f 
4c ad 8a 85 3a 15 77 29 d9 75 54 57 2d 34 ea 80 17 e8 93 8a 34 fb a8 cf a3 ec a4 60 05 a3 7f 15 95 a1 3d bb 99 e1 c4 ea 
a4 3a f8 6e f6 74 f5 23 ee ef 19 08 de 19 21 8b 0c 81 df ad 8f 33 32 75 c1 24 dd 72 92 b0 88 84 f7 ba 01 dd 56 bf f3 87 bd 
5b 31 54 f5 ce 94 5d 94 ea 1d 54 86 be 48 24 79 29 d2 3a 8b 4d 0b f5 d9 ae ad 1b be 80 89 07 58 bf f0 a8 1d 18 95 fa 7b 
b7 48 44 40 82 1f 1d bc 98 7f b0 fd 6b f6 e1 a4 b3 18 ba de 42 9c b0 17 73 b1 6a c3 0a dd 65 6b 3a f5 86 fc 9e 50 e2 69 
30 ef 27 c0 9a 26 1c ea 7a cc f0 32 ee 39 44 0d aa 
Data Ascii: }Qe5W;tXxK`U(tQj?^Yn\[2TL:w)uTW-44`=:nt#!32u$rV[1T]TH$y):MX{HD@kBsjek:Pi0'&z29D

2022-04-20 13:07:16 UTC 793 IN Data Raw: b5 f4 d1 2f db d4 b3 27 2b 1d 5e e7 f0 e5 3c 38 0f 83 83 74 b1 36 5a 78 9f e3 ce bc f2 07 0e ed 10 57 b5 69 5a 
e4 bd db b0 6f fd 52 00 e2 a3 7e eb a9 31 07 61 e5 07 92 0b 4d d9 26 49 dc 8e ac e7 14 0d 1c 18 bf 2d ce 7f 9b bc 96 be 
72 57 a3 41 de 7f 0e 7b 6d 92 b6 a7 7c f8 7e a0 ba 88 84 09 9f b4 0f 26 b9 eb 93 ae 95 f0 ac 9a e4 70 49 90 38 4c 3c b8 
cf 76 e6 f8 73 ca 32 8f 86 44 ed db 43 84 db 80 7b 74 8c f9 56 09 6f 31 b2 f0 35 27 23 2b 85 37 2a 7c 73 d6 5a 39 69 43 
05 72 2f 0c f2 23 5f e5 e5 6d ae ab 78 1b 41 c9 eb e3 7b 97 d9 d6 41 a7 92 60 86 fb 0c c2 2c f1 63 b8 95 44 89 47 77 3a 
03 20 f1 b0 8f 97 82 65 95 77 98 b8 3c 10 7d 5e df 90 8d 91 6f 07 66 16 59 6d 79 4c 9f 9d 07 51 80 a8 a5 4d 2c b1 d5 96 
45 98 99 fe a4 87 5a df 9a 25 ac 21 b8 22 9d 97 84 ed 
Data Ascii: /'+^<8t6ZxWiZoR~1aM&I-rWA{m|~&pI8L<vs2DC{tVo15'#+7*|sZ9iCr/#_mxA{A`,cDGw: ew<}^ofYmyLQM,EZ%!"

2022-04-20 13:07:16 UTC 794 IN Data Raw: 3f 6a ca ec cd 7e 7a a2 1f 8c f6 a4 6d 6a e8 1e ff f3 e0 27 20 98 39 ed d3 0d 6d 77 5e e5 27 a0 f1 f7 70 60 9d 
e6 69 1b 58 ea da 38 b5 f9 20 e3 37 1b f4 c6 56 d8 b5 a1 53 76 8f d8 07 7e 91 d8 ac 1d e6 ef 4c b1 14 12 f6 f9 ba bd 0c bf 
c0 6b 0e e2 43 47 ac 2c da 3c 33 8f 3a d6 dc aa d8 62 31 7a 0c 0a af e3 e5 8e 9d cf 9e 45 10 fd ba cb 8a c3 2c c8 82 28 
89 38 86 7b 59 09 01 b7 32 97 78 cf 1f 9e 80 eb b3 44 53 d5 72 50 bf ec a9 4d af ed ed 67 c0 2b a7 c5 f3 94 2d 9d d1 44 
8b 40 c3 cc e4 e7 cf 14 fc 6b 3e 53 34 b6 92 9f 92 5b f7 6d 7c 10 dc 6b f6 ac 36 f3 12 b6 38 3b 79 4c d6 91 0c 98 92 e9 
c0 9d e1 fc 66 3a d3 1d 8c 3b 3e 79 71 4c fc a7 ea f0 f3 49 42 7e e8 6f 7a 02 c9 34 81 ab 69 ba a3 f7 f3 67 b2 76 74 7c 74 
75 78 fc f5 2c 59 49 1e 5f 1e ed 9c b6 77 ce ce 
Data Ascii: ?j~zmj' 9mw^'p`iX8 7VSv~LkCG,<3:b1zE,(8{Y2xDSrPMg+-D@k>S4[m|k68;yLf:;>yqLIB~oz4igvt|tux,YI_w

2022-04-20 13:07:16 UTC 795 IN Data Raw: 47 9f d5 dd 9f 9f 46 95 2b 6b a7 66 31 6b 7b d7 ba 66 c7 f4 33 82 6d 8e 0a b5 ce b8 3b 99 e2 9b c1 60 58 d8 
85 a3 36 e8 42 95 6f a3 8a 75 bc df d8 6e 1c 1f 6f 9f b7 9a bb 16 59 0d 4e 6d cb 02 12 f1 6e f1 bb 2f d8 ce 1b cc bc f1 63 
61 3f f2 c7 f4 d0 40 a9 76 61 7b 34 ee f6 e0 f9 b1 70 3c 1b 44 f0 4f ef b1 b0 3d 8b 67 93 29 90 d7 a3 69 d4 f7 e1 36 6e 05 
d3 21 fe 6d 0e ef 79 c1 6e 14 d0 83 1a a4 00 a3 3c dd fd 7f 31 ca 03 1f 05 47 c0 ce b1 6b d9 31 f6 8b dd 62 9f d8 1b f6 84 
9d 18 ed 6b ff c3 f6 97 d0 fe 7c 36 08 a1 49 63 48 7f 2e 66 d1 04 ff 5e 46 e1 80 3f 5d 74 66 63 7a d8 1f 77 f1 cf b9 07 30 
00 0f 46 47 4b 7b ff a9 9e 1e 79 47 d8 0b 76 81 cd b1 21 b6 c1 06 46 dd dd 7f 50 77 b4 07 75 1b 17 97 17 fb e7 3a 34 ed 
dc e5 16 ff b8 03 f8 3d 2d 03 d0 9e ae e1 3f 
Data Ascii: GF+kf1k{f3m;`X6BounoYNmn/ca?@va{4p<DO=g)i6n!myn<1Gk1bk|6IcH.f^F?]tfczw0FGK{yGv!FPwu:4=-?

2022-04-20 13:07:16 UTC 796 IN Data Raw: 69 c3 71 69 7f 10 30 a8 8e 4c 5b 06 21 11 2e 33 ed eb 22 42 66 b5 ec ea 25 b0 41 5b 92 41 13 09 bf 62 a0 fd 
e1 26 46 43 e8 4a 20 c3 96 24 1e 88 0a 93 71 b1 4b d0 c8 a0 33 61 12 8c 6a 07 5c bd e7 67 c0 0b b0 df ea 8e f6 8a 5f ef 
f4 18 0f 57 d7 8c bb 9d f9 ba 4b 9e 38 d5 7e 31 e8 78 e3 da 30 8c b6 49 be 2a 66 b4 f1 fe 83 1b bd 7a b5 f9 ee 23 9c 66 
3e 60 b1 0d 5c 79 4d 54 b6 71 90 95 68 75 e3 3d 30 73 d4 05 35 87 3b d1 d5 3e 21 b9 1b be 91 40 22 6c a4 09 80 65 3b 
01 6e f2 66 8e a6 e7 11 70 a6 a1 fc 25 10 ad f3 4b 58 ee 50 40 8d c2 14 36 b1 60 c3 e9 f0 3d 1f f8 00 af 10 0f 87 31 0a 7c 
a2 22 ee b4 53 2c 7c 06 76 1f 1f 51 2d 6b be 44 00 60 14 3e 02 65 c6 0a 63 a0 cb e8 70 36 e5 5d b7 bb 51 2f e4 4e a3 cc 
6f e4 50 58 4c 01 86 5a 6e 95 3f 50 ac 53 c9 11 a2 14 eb 
Data Ascii: iqi0L[!.3"Bf%A[Ab&FCJ $qK3aj\g_WK8~1x0I*fz#f>`\yMTqhu=0s5;>!@"le;nfp%KXP@6`=1|"S,|vQ-kD`
>ecp6]Q/NoPXLZn?PS

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 798 IN Data Raw: 4f ab d0 57 00 73 f7 26 c3 41 55 da af 86 91 3f 8b 8f 06 ed 21 86 f4 80 b5 2a b8 50 6b 1b 6e 9f e4 0d b3 fe 35 
b0 d8 06 50 bc 14 aa a2 04 48 47 2c 0d 76 a9 47 1b 72 d8 01 9a 34 60 94 29 be ec 2b 52 fe c7 0a 24 2e 52 2a 56 09 a7 
9e 8d 06 8f 25 15 24 43 70 b4 50 5a b1 3e 0f 6e 07 c3 87 81 c5 61 73 d4 c8 48 e0 30 5c e6 9c dd a5 f9 70 0f fd 96 9f 9f 7f 
ce 53 d6 66 e3 3c e8 36 0d c9 6a 09 9a 31 f1 4f 1f 83 be 96 a4 6b 42 08 bc 04 f4 de 30 2c d7 4b 66 01 c0 88 1e 93 52 06 
18 92 fd f2 71 e5 b9 29 09 73 cd d4 5d 01 d5 15 d7 01 b7 32 da 14 fc e9 15 87 64 57 92 79 b3 82 86 07 5b 1a 5d 01 3f ff 
b4 8d c0 9c ab c5 4d e7 cf b5 3f 29 06 68 89 a2 6b 74 56 56 f8 d0 b3 fc e5 d5 cd f0 a6 0d 3c cd b3 06 1b 35 d0 63 6a 66 
22 bc 17 fc 9e 3f fc 97 e6 de 8c 82 01 6b 45 84 b6 7a 
Data Ascii: OWs&AU?!*Pkn5PHG,vGr4`)+R$.R*V%$CpPZ>nasH0\pSf<6j1OkB0,KfRq)s]2dWy[]?M?)hktVV<5cjf"?kEz

2022-04-20 13:07:16 UTC 799 IN Data Raw: 44 46 26 30 e4 7c 8e 1f 82 e6 3e b6 1f a7 b7 30 69 32 0b f8 22 17 2d 87 a5 0e e5 2e 0f 9b 56 c9 00 10 2a 9c fd 
62 0c ff 38 b8 f0 87 6a 65 85 f1 c0 41 1a c3 48 87 eb 1b b2 20 f7 13 81 56 40 94 f9 4d 91 87 a5 a1 37 80 a8 6c 0a 47 7d 
b8 a8 97 4e 7e 2f 9d bc 5e 52 40 31 cb b1 57 31 9d ae bf 4e 9c 7f 00 2b 3e 30 50 2c 84 3f 9c af 62 11 20 7f b2 2f e4 f7 c3 
df c3 f1 df ed 31 46 7c 1e 84 96 4b b5 95 67 83 af 3c 1b 56 cb 15 fa 5b aa 08 9f 05 00 05 32 75 1b 0d c7 d3 bf 67 03 ef 1e 
0e ba e7 f7 22 ab 1a e6 41 cf 7b 6c 90 3d 35 f9 95 37 4a 25 ac ee 7b e1 df e2 00 53 45 03 f4 44 c5 32 56 84 e1 67 d3 ce 
70 dc 7d 12 5d e6 d5 5c c3 9a 40 75 a0 ab 0d 75 db 1d bf 50 7b 9d 60 7d 38 f6 bb 61 18 0d 16 54 2b 8b 4e c7 c3 00 f8 2f 
c4 4e fa db 4d fe 15 dd 01 5a 4a 78 bd bf 31 3e 
Data Ascii: DF&0|>0i2"-.V*b8jeAH V@M7lG}N~/^R@1W1N+>0P,?b /1F|Kg<V[2ug"A{l=57J%{SED2Vgp}]\@uuP{`}8aT
+N/NMZJx1>

2022-04-20 13:07:16 UTC 800 IN Data Raw: 00 56 99 68 7f 21 1c c7 9c 04 18 21 4f 83 a4 e6 22 c3 5c 80 62 23 8d a7 20 28 a4 74 a8 cd cd 5c 4e 1f a4 04 
29 eb 7a 7a 2c 04 28 86 eb 69 b3 c1 8e 1a 4e b5 f9 cf ef a6 65 b4 16 03 78 68 09 c2 31 31 ac 59 74 d1 e5 7d 00 ef ed d5 
ab 4e f1 de db ea 70 99 05 3f df 5c 2a 6d 5c a1 e4 5e 9a 66 e9 64 44 86 1b a4 d2 f2 a3 5d 87 de a2 37 ad 84 0b 43 20 e1 
8b 58 ef 55 cf c9 21 9c 3a 45 79 41 0b dd 9f e1 0a 37 96 c9 74 09 cb eb 3f 07 ae 5e bd aa 37 48 49 72 92 f0 87 a6 16 fe 
24 fd 81 b6 ef c2 ff 2f fe 32 35 75 2e 26 c2 00 88 8d 1e 5b 27 10 7c 20 e7 61 8c 80 d5 7c 09 0b 02 08 9b 58 32 95 32 16 
0f 8f 8e 11 27 bb a4 a4 ca 3d 37 02 f2 ef 76 d9 5a 92 c3 0d 63 3f 96 31 0b 81 f9 ad a7 8d 94 9c 72 61 1c d2 53 4e 60 9e 
ea b3 1c b5 33 58 17 f1 90 18 c2 90 7a 8e da 69 e0 93 98 
Data Ascii: Vh!!O"\b# (t\N)zz,(iNexh11Yt}Np?\*m\^fdD]7C XU!:EyA7t?^7HIr$/25u.&['| a|X22'=7vZc?1raSN`3Xzi

2022-04-20 13:07:16 UTC 801 IN Data Raw: f7 33 8a 60 be a4 cc 68 94 d7 48 d4 94 92 a9 a0 29 1d 61 02 a2 a5 23 cc 04 51 45 b8 da d0 b8 6d c1 4a b5 9b 
46 48 ae b8 99 42 13 f5 fa af f8 98 60 d8 eb 45 01 e7 60 3c d2 f1 16 55 d2 23 9e bd 68 38 b6 54 5c 5e 4f 2a 2a 94 69 29 
5a d7 4d ed b8 c9 ea 22 23 50 27 3d 87 76 b3 d8 f1 30 5e 06 c6 93 a5 e9 c6 4d f3 90 4b df 0b 0c 61 dc ca c3 69 ca d9 bc 
83 68 80 41 8f 3c 50 98 66 d0 09 65 22 07 2d eb 36 f3 60 1b 88 12 3b dd 75 12 3f 0f d7 1f f0 8c 08 be de d4 f0 b8 c8 f3 94 
17 eb ac 6f 4b 37 6f 0a f6 4d a1 4d 12 4f 22 12 4f 6c 49 79 a5 88 64 c7 a4 bb 7d ac b8 e4 73 91 56 b2 2f 24 a0 95 9b 66 
c2 83 63 a0 74 7d 36 46 f6 2d e9 32 4f 0c de ca e6 07 a3 e3 aa 73 db 4c 32 59 e2 49 21 cb 4f 8f 41 4d 74 3b 5b 71 37 ab 
e9 c9 ac 7a 5b 37 46 23 cc 56 5b c9 ef 27 1b c6 56 dc 
Data Ascii: 3`hH)a#QEmJFHB`E`<U#h8T\^O**i)ZM"#P'=v0^MKaihA<Pfe"-6`;u?oK7oMMO"OlIyd}sV/$fct}6F-2OsL2Y
I!OAMt;[q7z[7F#V['V

2022-04-20 13:07:16 UTC 803 IN Data Raw: b6 b8 91 3e 16 97 9c 24 b9 d4 17 98 a7 71 81 57 e2 37 52 87 ca 05 2c 0c a4 1b c4 30 71 e2 1a f8 ea 7d c7 5d 
5d 93 da 6e e9 84 31 d3 9c 3a c8 94 d9 85 bb 58 64 89 0f 28 79 bb 7b 8c 79 a7 aa e3 66 b1 e5 ab 2c db c9 a0 b7 81 7b 
17 e8 3e 67 a6 0e bd 2e ec 45 76 95 12 5d cc 70 50 c3 3b 3f ca 7f bb ab 41 9b 30 b3 ab d9 31 8f e5 5e 5d d2 e2 b6 3f 36 
a1 58 10 cb 8c 57 60 57 d7 cc 0a 3d 0b f5 cf 53 fb 89 df 2a 4f 3a 23 f8 52 42 e5 64 43 0b ff 65 24 54 66 7a 86 65 4a aa 8c 
83 2d ca ac 4c 96 55 e9 fb d1 9c b7 af e6 0d 13 f6 c4 94 d9 8e c9 80 e3 66 a0 01 04 6d 0d a1 47 b1 49 6d cf 62 1e c0 15 
72 ca 97 81 b8 dd 6c 2c 81 e2 01 26 84 3a 21 53 6c e3 c3 a1 ed d8 f4 22 81 f6 b5 a6 12 9e f2 d1 12 58 78 f5 6a a7 29 36 
13 15 a5 30 e6 b2 f6 d6 91 df a3 12 ae 8b b9 c5 00 40 bb 
Data Ascii: >$qW7R,0q}]]n1:Xd(y{yf,{>g.Ev]pP;?A01^]?6XW`W=S*O:#RBdCe$TfzeJ-LUfmGImbrl,&:!Sl"Xxj)60@

2022-04-20 13:07:16 UTC 804 IN Data Raw: c3 ce 10 21 a3 2c 17 e5 cb 91 f4 77 80 23 18 28 cb e9 b6 a3 c9 81 e1 63 ce 39 0e 8f d1 cd 3c f3 b1 89 4a a9 
23 bf 39 26 49 31 1c eb 91 27 15 9b 76 86 9c 3b ce de af cb 52 b9 d7 ca 5e 4c 09 45 e1 15 4f 43 91 d2 cc 2b fe f0 e8 f2 c1
b4 5d 0b 78 48 83 2c bf 68 6e dd 48 7a fc 87 87 e4 78 45 fc 46 11 5a 33 43 d2 eb d4 3b 26 93 4a b8 2c c0 42 17 4d d5 f2 
73 be 9e 04 5e d3 b5 48 43 f1 14 c4 01 d9 ac 05 c5 1b c4 86 f4 db e7 bf a4 3c 3a a0 d0 9f 73 56 cf bb 7c 94 57 47 72 21 
bf 04 62 42 75 41 e8 f3 0b df 44 14 a6 a1 9e 27 e6 7c 15 57 be a3 66 c5 54 67 66 76 cf 40 b3 ec cb 6f c8 93 52 70 5d 89 
38 b8 47 1c 42 51 67 f2 fc ac d5 59 e2 60 2e 40 5a ea 47 35 47 d3 2c fc 93 fa 94 4e 0b 89 29 c9 91 55 a9 df 0d 98 c6 4b 
9e 88 de c5 80 ad c3 6e ea 1a 19 07 bf f2 b7 4c 78 e0 
Data Ascii: !,w#(c9<J#9&I1'v;R^LEOC+]xH,hnHzxEFZ3C;&J,BMs^HC<:sV|WGr!bBuAD'|WfTgfv@oRp]8GBQgY`.@ZG5G
,N)UKnLx

2022-04-20 13:07:16 UTC 805 IN Data Raw: e0 ba e1 85 ed cc 4d 03 24 dd 8a 1a 8d 69 40 d7 50 7d 5d 61 67 26 bc 89 0e af b0 c7 3c 48 e4 ef c2 f4 05 81 
11 22 31 6b af 54 0a b3 9f e7 41 a5 cd 76 82 4a c4 64 43 8c ae ea 09 4f c6 11 7a 43 b4 11 93 c2 ce a7 0f 92 87 2a 69 5f 
00 8c 79 b2 3f f9 79 f2 7c 4e f4 63 ec cf 14 53 ed 55 12 69 ad 0c f1 93 7b 9b 54 4d 53 14 df d9 82 19 54 e0 bf 54 87 1d c1 
95 17 63 a7 22 9f 15 32 25 38 9f b3 6f 59 42 dc ea 7a 14 f8 2c 51 02 93 ca 52 e9 82 bb 28 3d 17 e8 43 23 72 13 e2 5b 20 
3c b2 ba 96 46 91 6a d1 eb 1e fb d9 f0 2b 3e e3 91 71 31 cf 5e 7a dd 7e 78 79 eb e6 61 14 69 3a de e6 a1 e4 74 89 34 cd 
ea 86 ee ca 4a d8 9a b3 c7 3c d6 3f 6a e5 38 e9 75 a4 11 c6 b7 48 1a a3 d5 db dc fa ec b1 c9 a2 16 9c a3 c7 df d5 e7 9f 
98 04 8f a6 c3 ef 86 08 ed 69 dc 1d 67 c9 30 31 95 2c 
Data Ascii: M$i@P}]ag&<H"1kTAvJdCOzC*i_y?y|NcSUi{TMSTTc"2%8oYBz,QR(=C#r[ <Fj+>q1^z~xyai:t4J<?j8uHig01,

2022-04-20 13:07:16 UTC 807 IN Data Raw: a1 30 bf 6b 2d 62 1d 97 dd 5b 9c 8a 35 e1 87 1a 25 c2 f5 2d f8 af 82 4a 4c ed d6 43 e1 e6 63 34 95 b6 af ac 
30 19 16 02 1e ac 4d 61 8a 14 64 e7 4a c7 e1 7e 47 1d ac 21 e9 bb 24 0f fa 57 af 2c 8b 07 66 f6 a5 6f 6a 9f 0b 87 e5 41 
f3 f1 c7 67 f5 03 80 79 eb 8e 23 25 a7 92 92 cb 1b 18 3b 35 af 5e 90 9d 57 35 3f 9e 97 31 cd 90 cc 95 53 45 14 19 d7 4f 
7f 91 f2 a9 d4 b3 0f 9a 3b f6 7f 2b 6c 14 e1 5a 80 90 72 05 a1 a0 08 06 a5 98 15 05 c4 a3 24 97 48 39 1b ff a5 d3 72 c6 
4a 02 c9 9d 2a 27 f2 37 30 8d f0 4f bd 4d ad a8 c7 63 41 a4 91 fd 59 fc 41 84 52 d4 55 46 64 9a 83 60 5d 2e 95 44 1e f2 
55 8a f0 2b 8a 61 77 d5 35 32 e5 10 a7 8b 3d 8f 84 8c 5c f2 bb c4 f2 14 fc a8 37 7c c0 64 d7 c4 9d a1 70 dd 10 5c 16 ec 
84 5d 75 d4 75 35 f7 65 9a 83 76 77 10 e6 79 99 85 f8 09 
Data Ascii: 0k-b[5%-JLCc40MadJ~G!$W,fojAgy#%;5^W5?1SEO;+lZr$H9rJ*'70OMcAYARUFd`].DU+aw52=\7|dp\]uu5e
vwy

2022-04-20 13:07:16 UTC 808 IN Data Raw: 52 16 07 44 e3 00 bd 42 19 42 80 c5 f9 08 bf 56 89 57 50 96 04 bc 8a e0 20 44 44 be 79 55 74 97 67 a8 cd 55 
f3 64 61 00 18 22 bc ea 5f 23 dd db 77 85 69 41 5f 78 b4 25 c1 e3 fb 8e b0 35 f8 49 18 89 bb df f3 8b b9 d2 21 0d 13 eb 
77 e1 ea 05 da bd 62 51 95 bf fb 3c 06 8e 35 d7 02 e7 dc b9 7d 25 21 ef 1b 6c 87 ee 0a b2 35 6d e9 a6 41 7d 6e 1a c4 b4 
a2 8e b0 16 aa 2c 59 7f 5b 42 b6 77 a7 ec 6e c4 1c 79 bb 45 b3 bc 9b c3 01 72 f2 0c 20 3a ac ef fc 0c 69 11 cc 0e 3b 46 
87 b4 04 c9 47 8b d4 3e c9 57 c3 ff 71 52 40 f9 5f 88 93 77 16 79 d2 3c 47 e0 7d 12 9c ca eb 0e 68 c0 e9 eb 09 11 77 13 
af 0f 57 85 06 3b da a5 20 62 da e8 fa 53 4a 28 e5 15 fd b0 f8 cd 2e bf 5f 7b c7 7e 7e f7 81 36 bd 0b 81 25 03 32 16 c9 19 
39 5f b9 29 12 5e d3 4c b0 31 23 94 b7 0c a2 07 49 9f 
Data Ascii: RDBBVWP DDyUtgUda"_#wiA_x%5I!wbQ<5}%!l5mA}n,Y[BwnyEr :i;FG>WqR@_wy<G}hwW; bSJ(
._{~~6%29_)^L1#I

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 116 of 152



2022-04-20 13:07:16 UTC 809 IN Data Raw: a0 b3 0a bf 47 a3 2a c0 bf 1a 76 57 41 b7 f3 53 15 46 82 f3 2a a3 17 e5 22 5f 41 49 6e 77 a0 0e 62 6b 26 66 
dc 91 03 bd 1c 9e 13 aa 25 b3 68 6b e4 d4 d4 de 93 4b 21 12 64 9a f1 8a 61 5e 68 e0 f7 41 85 21 aa dd db 9b 7b eb 72 
59 e4 e8 1d fc 4c 19 d2 50 c5 5b 0d 49 c6 76 dc 43 dd 3e 22 85 4d 12 23 c6 dc 14 33 4c c2 7a c3 6d bd 94 98 1e b7 52 
30 bd 20 64 b8 ae de ed 64 c2 ab 86 1a 39 b0 28 84 ab f0 2e b5 18 cd 30 1b 36 37 c2 cb 39 c4 00 c8 bb 2a 3e e9 7e be 0
9 b9 0c 98 b7 8d cf 9d 79 75 5f 27 64 a3 28 87 90 0d 64 08 0c 27 55 fb 05 06 e7 ec 68 77 62 63 8a 3c 57 b0 21 db 9c 89 
e9 86 13 59 12 45 68 39 ef 08 de e4 a0 95 51 99 c4 ca c4 10 8d 31 e7 d5 03 7d ec 9b bc b0 3b 08 59 fb 4a a9 48 e1 86 
b2 ae 0c b1 1b 04 76 26 74 fd 51 ba a2 5c 2f c5 e6 05 14 9a e0 e8 37 
Data Ascii: G*vWASF*"_AInwbk&f%hkK!da^hA!{rYLP[IvC>"M#3LzmR0 dd9(.0679*>~yu_'d(d'Uhwbc<W!YEh9Q1};YJH
v&tQ\/7

2022-04-20 13:07:16 UTC 810 IN Data Raw: fb f4 3b 8c b4 2e 87 54 74 a3 95 d4 a8 e4 58 2b 81 43 ba 45 67 f3 d0 a9 48 b6 f3 80 6a 75 b4 5a 0d 59 ab 96 
d4 8a a9 56 af 02 1c ea c5 6f 71 a8 e7 a6 d9 eb e7 ec ed 35 4b 50 3b c6 50 cb 56 d8 35 2a 5c 66 2b 1c 1a 15 be 66 2b 1c 
1b 15 be 65 2b ec 1b 15 be e7 5c b1 46 85 3f b2 15 ea 46 05 ef 24 53 e1 c6 a8 e0 67 2b f4 8d 0a 41 b6 c2 d0 a8 10 66 2b 
d4 8c 0a 51 b6 42 27 2d 0d 60 ed 9c 4a 5c e1 6f 08 0d 2e fe 11 b3 4e 3b 1d 67 7b 3e 30 e6 d7 c9 56 68 64 e6 d7 cd 56 8a 
f5 5e e8 cc de 9c 18 67 36 87 c8 47 01 01 ee 32 fe e0 25 17 76 12 2d c0 1a 8c 2d a4 bd 6f 4e 88 f6 be 75 6f 4e 4c 85 64 
0e 70 ff e4 76 51 dc 2b 60 34 40 63 1a 0a 6b c7 49 54 0c af c0 69 f4 db 13 01 ff 2f 63 df 18 e8 6d ac 71 9e b3 b6 56 7f 66 
a9 64 71 92 0a e5 d9 10 a7 37 d9 ea c8 c6 df c2 94 16 
Data Ascii: ;.TtX+CEgHjuZYVoq5KP;PV5*\f+f+e+\F?F$Sg+Af+QB'-`J\o.N;g{>0VhdV^g6G2%v--oNuoNLdpvQ+`4@ckI
Ti/cmqVfdq7

2022-04-20 13:07:16 UTC 812 IN Data Raw: cf 6a ea 62 8e f9 0d 3b ee 7b 53 43 c0 e5 a4 66 81 8a 01 3e d2 62 6d 42 27 d5 66 67 21 26 bb 49 d5 5c 1c a9 
4c f8 1b 6d 2d 97 2b 62 e9 34 cd e7 0d fe b8 c9 91 3c 3d 65 cf 18 d5 81 95 90 71 bc c6 5d b9 f6 c9 55 a2 65 f7 26 c0 09 
e6 d5 a7 df dc 8a b3 e9 88 9b 54 ec fd 98 46 03 84 73 1b 87 90 04 cb b8 cb b3 d6 c9 02 6e af 9d b9 c4 54 41 02 ea db 0b 
2e 69 ed 20 eb a7 57 bb 8d e7 d5 6d 7d f2 b9 9c 37 92 5b 7c 61 6b c8 67 e3 35 2b 22 87 a9 4b 44 84 60 23 b7 5a 41 dc 
0c 66 7d 61 82 29 2a cf 53 63 2d 26 5b 7a a9 9a bf b8 f2 04 33 b1 f3 cf cf 7b 2f 73 ba 6f 16 9c 6e 1d 27 c4 e2 bc ef fc d6 
79 df 56 e7 7d e7 05 52 4c ee 93 79 15 2c ed fc ea f6 e8 e4 dd 1e b5 df 11 e2 ec e6 c0 8c a6 9e d8 4f 88 39 4d 3d 11 73 
fb 03 8c 3e 23 c2 1e e6 42 58 4d 5d f1 f2 62 ae 25 4a 12 
Data Ascii: jb;{SCf>bmB'fg!&I\Lm-+b4<=eq]Ue&TFsnTA.i Wm}7[|akg5+"KD`#ZAf}a)*Sc-&[z3{/son'yV}RLy,O9M=
s>#BXM]b%J

2022-04-20 13:07:16 UTC 813 IN Data Raw: ab 65 2d 3a 80 27 82 eb 11 3d 01 cb 1a d8 21 a5 04 fe e6 d3 28 d5 4b fc 0b c4 1d ba a3 ea df 07 07 93 f5 d2 
df a3 62 91 a4 fb 0f 04 24 b2 d0 c5 43 b6 85 ff 48 39 22 34 0a 65 8e 4e f4 01 0a dd d5 32 cd 84 c3 2e 8f 42 81 20 d0 3f a9 
46 64 fb 1c e0 39 8d 38 f4 d0 cc 7d ca 2a 17 aa f0 08 76 e0 c2 24 03 4a 39 6b 87 14 73 85 9c 8b be ca c2 d0 3d cf 6d f5 
2d a9 e0 d3 a5 9c a9 11 00 06 c2 ac 41 55 4f 40 e0 92 8f 0f 3e 36 69 9f 42 e9 20 e0 39 61 4c 01 b3 c7 06 01 f7 0f 82 dd 
10 af ee bd 1e 90 00 5a ec c2 ef 38 3a ee 6c 3b 17 2c 95 4c ae 9f de 74 ae b5 4d e5 74 bc ba ae 44 8a 99 92 a4 67 5a 7b 
1b 2f a2 70 6b ae 2e e2 89 24 cf a7 19 b4 5b 18 60 c3 aa b4 e7 6c 90 86 83 05 f4 ab a6 7e d5 b4 ab 9a 7e 56 29 70 81 ca 
a4 8b b3 07 c4 17 ac 1b fe cd a5 34 87 7c bf 04 a9 d8 
Data Ascii: e-:'=!(Kb$CH9"4eN2.B ?Fd98}*v$J9ks=m-AUO@>6iB 9aLZ8:l;,LtMtDgZ{/pk.$[`l~~V)p4|

2022-04-20 13:07:16 UTC 814 IN Data Raw: e6 11 89 3a 67 07 f9 db 40 cc 6f 06 25 26 5e 84 6d a9 43 c3 08 2b 2e 2c 07 92 3d 9e c6 c0 c2 91 4c 52 7b 2e 
09 b4 60 e0 67 ce c6 9e ff 72 20 4d 1e ee 63 a2 0f 97 9f c8 df 9b 9c 5c 0c e0 73 6d 21 d8 45 44 13 39 0e 72 ad 9e 43 5c 
fb 6e 1e 22 e2 2b c1 83 e5 00 9c c5 ee a7 53 3a b5 cf cf 7c 0d e1 50 b5 e1 c4 01 1e 8e 39 c3 4d 1b 08 7c dc 18 f7 00 ce 
47 1b 0e 4d 8c 10 13 89 37 df 7b ea cd 06 f4 5f 8d 38 cb 2d de de 26 ed 36 f1 ad 16 2a 50 c4 f0 f1 6b 55 af f2 13 d8 7d e2 
d3 e4 59 8e e5 59 3e 38 aa ed 59 95 d8 2d f3 e0 c9 40 52 f3 72 51 bc 26 8b e7 35 7b fb 14 a3 3f 73 b9 25 bc d6 63 fb d1 
f7 f0 2f 9c d3 51 66 31 c7 9a 1b 2c 94 08 74 13 1e 3b 58 0f 10 59 88 1c 1e ff 82 8e f8 80 88 bd c5 46 9c fb 59 02 e2 b4 da 
21 f0 c7 6f 08 6a 8c 42 b0 8c 7a dd a9 6d 61 76 84 
Data Ascii: :g@o%&^mC+.,=LR{.`gr Mc\sm!ED9rC\n"+S:|P9M|GM7{_8-&6*PkU}YY>8Y-@RrQ&5{?s%c/Qf1,t;XYFY!oj
Bzmav

2022-04-20 13:07:16 UTC 816 IN Data Raw: 29 95 7b 1c a8 eb 21 70 39 07 61 6e e8 1a 96 eb c5 2f 73 0f 9c 48 34 f6 2e 8f ac a1 1e 49 51 61 01 1f 00 24 
39 d7 9c d1 ee f8 b0 3b 44 b4 b4 e9 c7 26 ff 11 13 a3 fc 07 d2 0a f0 e5 47 78 d3 a3 fa 96 53 43 c0 89 60 30 d6 80 b8 70 
a2 1a 50 10 61 73 12 a8 8c 89 b9 10 36 90 1a 72 aa 1d a9 53 0a 48 d6 84 8c 70 a8 56 03 07 7c e7 a8 25 e9 b8 43 24 2b 
24 e3 e0 e8 dc c4 9a 7a 2b f9 0d e3 f5 7a 05 6d 46 ce 44 f2 bb c2 0c ee 9b 51 84 fe 27 85 ed da c5 c9 f6 f9 79 01 75 67 
85 f1 b0 17 15 95 4b 71 a1 93 a6 f2 3b 
Data Ascii: ){!p9an/sH4.IQa$9;D&GxSC`0pPas6rSHpV|%C$+$z+zmFDQ'yugKq;

2022-04-20 13:07:16 UTC 816 IN Data Raw: 0b ae ce 3f 76 aa 6a 43 35 f4 a6 ef 66 39 bb 91 2f b1 80 ca f9 52 6d a3 62 02 f1 46 46 81 6c e5 67 40 86 d9 a9 
c1 ac cf bb 27 56 76 40 eb a2 46 c5 69 74 7a 7e 5e 17 6f d6 17 21 04 a9 45 54 4e 9d 79 73 a2 f3 20 e5 9e 3d 1e 19 1a fd 
0c aa 32 24 34 9e 9b 53 5b dd c6 9b 4c bb a1 87 c9 0d bd cf 1f df 73 24 aa dd d0 c6 46 f4 ff 09 c2 2c eb 57 43 55 e1 d0 df 
5e fe 04 03 26 48 ec ad 99 78 a7 24 d5 63 ad 53 9b 5f dc 88 db 4e f8 0f 22 80 25 c6 8b e5 ba a0 84 dc 86 8b 18 f0 14 30 
3d c0 e0 c4 8e 89 f1 24 a9 af 19 35 69 5b e1 8d fb d1 14 4e 7a 9a 98 e8 00 b3 a5 6b 78 05 4d 40 f7 b5 47 3f de 3b 68 a5 
ac 49 a5 06 27 b6 e9 58 8d 62 3a 81 b8 4e 5e 24 a5 15 15 8b 30 97 a2 63 11 aa 52 94 ac 80 b5 df 82 2f cf 90 6a cf 59 f3 
65 9a be de aa 6d d7 33 74 fd c9 de de d9 df 67 7b 
Data Ascii: ?vjC5f9/RmbFFlg@'Vv@Fitz~^o!ETNys =2$4S[Ls$F,WCU^&Hx$cS_N"%0=$5i[NzkxM@G?;hI'Xb:N^$0cR/j
Yem3tg{

2022-04-20 13:07:16 UTC 817 IN Data Raw: 15 9b fe 22 be ef c3 4f 16 4f ed 2b f4 02 e8 a0 58 1a fe 78 f4 e7 32 ba 4e 67 4f 50 7a 1e ff aa 8c 6a 2d ff 6a ed 
3a 51 e8 0a 7c 2f c8 62 be e3 82 6a f1 51 93 14 ab 18 72 82 70 1c 21 71 59 a7 74 11 00 e8 b7 76 8c 38 12 9f 1b 03 5b 
29 76 90 ce f9 84 ba 92 4f 9e e4 81 db 58 c6 a3 d2 e9 01 e9 04 71 43 01 4c 6a a4 dd db 44 db 8c 0e 09 51 ee d0 16 01 
da 03 8d 23 0e 93 e5 51 7b e8 96 4f 3f 2e 1e 45 a4 2c c3 0e ee 6b 8c 93 e2 58 8a cc 26 cd 8d 49 cd 31 3b 27 d6 3a 72 1c 
95 bb 98 88 72 ea ee 27 97 b9 4f f9 1c de f1 e9 e2 1c a6 35 14 2a 03 93 dd 71 4d c8 91 8c b6 f2 f2 09 3c ab d2 c9 48 1e 
00 ea a0 34 c5 6e 2f a5 b4 17 32 20 37 a0 01 fa 78 25 5a 40 f1 7f 07 a7 12 53 e4 65 20 c2 f1 41 de 01 6d 52 65 ab 59 02 
46 6b 13 3e 8e 8a 35 24 77 6a 48 40 ae e3 07 cf c5 a9 c5 
Data Ascii: "OO+Xx2NgOPzj-j:Q|/bjQrp!qYtv8[)vOXqCLjDQ#Q{O?.E,kX&I1;':rr'O5*qM<H4n/2 7x%Z@Se AmReYFk>
5$wjH@

2022-04-20 13:07:16 UTC 818 IN Data Raw: d1 6d f4 28 0f 05 91 0c 5c ef 58 dd d3 77 b5 3b d9 8d 60 33 a2 45 09 a5 65 d4 6a ea 40 06 0e 32 c7 e2 29 92 
55 47 b6 46 fa 4a 01 03 b5 06 08 aa 0f 1f a2 71 0d 18 39 25 5a b5 a6 e3 59 64 71 5e c4 6a 7b c0 46 d1 8f 2d 7b 1f 8d 89 
ac 3d a9 5a c7 6a 6f e8 3d 2b f8 b3 69 e1 c1 9b 90 09 0d f5 bc 62 15 81 5a 5b 2e 3b 15 de 1d 92 45 73 76 98 06 ef 45 13 
2d f8 42 28 d7 9c f5 fd 68 6c 8b 5e d5 4a 77 27 4d 0f b8 37 47 a6 ae e7 af 33 53 f4 60 c1 b0 bd 3e c1 80 4f cd 77 2a c1 9c 
ed a7 27 74 74 b6 75 84 c7 11 36 0a ab d8 9e 6b 61 ca 10 fa 30 28 5b b1 48 63 cc 80 96 05 4a fc 68 62 f3 cc d3 9c 17 3c 
3a 73 95 90 ec 18 90 f3 53 bd 02 2c 02 fb 64 dc d1 46 c2 ea dd 61 01 13 56 23 bd 8b 52 65 54 3d 86 dd 31 cc bd f7 08 88 
74 5e fd a4 c3 45 c4 c9 6e b3 f0 d7 59 9e 04 e7 9d ea 
Data Ascii: m(\Xw;`3Eej@2)UGFJq9%ZYdq^j{F-{=Zjo=+ibZ[.;EsvE-B(hl^Jw'M7G3S`>Ow*'ttu6ka0([HcJhb<:sS,dF
aV#ReT=1t^EnY

Timestamp
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2022-04-20 13:07:16 UTC 819 IN Data Raw: b5 fa 18 67 ce 52 d7 6e 5c df 64 0c 7b 72 79 61 8a a4 6f 12 f4 10 72 8b 71 6b ee a0 e5 36 ba bd 21 5e b3 e7 
b6 f5 6f 84 c8 ae 84 83 27 20 ce b3 5a aa 1c e3 3f a6 d8 11 f9 3a 11 7f 4c 73 22 2c e4 bb b9 c8 9d 22 5c 72 48 37 a7 21 
ec 05 19 4f 5d 92 7e bf 40 d7 e9 c2 bb 0d ef 70 24 bf 0e 11 0f 09 e7 fc f7 5f 4a 30 3e e4 4b 41 d9 e4 6a ac 2d 18 4e e0 
90 37 db d0 ca e0 35 33 08 1b ad e1 28 1c 10 91 6a b4 37 83 20 0e 19 a4 af d0 25 3a 6d 01 40 76 66 fe 05 4b 7f 21 fb 2f 
22 5c 1d b7 42 b4 2a 81 00 28 91 b2 c7 cb 53 f1 4c 53 14 13 81 70 d2 f8 78 b6 a3 ae 01 a3 c4 22 90 ac 0f a7 27 f4 01 60 
2d 6e 2e 66 82 57 f0 92 fd 31 51 c2 fc 29 3e cc 74 8a ee de fa 77 64 1f 2a e5 e0 bf 11 d9 32 58 34 77 52 8e d5 04 27 f9 
68 6a 12 dd e7 fc 76 e8 0e 2c 5d 4a ec b5 a9 5e 79 12 ba 
Data Ascii: gRn\d{ryaorqk6!^o' Z?:Ls","\rH7!O]~@p$_J0>KAj-N753(j7 %:m@vfK!/"\B*(SLSpx"'`-n.fW1Q)>twd*2X4wR'hjv
,]J^y

2022-04-20 13:07:16 UTC 821 IN Data Raw: 60 34 48 13 fa a0 8b 0b 10 2d 65 1a d8 2e f8 8b 40 9e c0 70 3a 21 59 f1 05 4e 83 14 c1 61 80 f6 99 00 08 08 
ee 79 90 3c 79 75 a3 a0 cc 8e db 4f 6b 14 01 2b e1 58 34 ca b2 59 21 5e 37 50 a3 52 db 30 a7 f5 c4 dc dc 21 97 2e b1 45 
74 dd eb 58 77 21 77 8e 89 18 4e 57 2b 32 a7 c6 a5 ac 96 4f 67 94 5a 45 c2 0d e6 9e fa 31 41 a3 34 63 a0 a7 63 37 ed 1f 
4d 3c 08 9b 8a 62 46 81 5d 33 12 d8 35 6e 11 da e8 ce 21 50 a3 09 1a 7d e1 7e 97 a8 3b 61 72 ab a9 3f ea cf e8 3b aa 
58 dd 89 a7 95 63 6a 54 f3 23 30 45 4d a7 c1 18 68 3a 72 03 79 22 1a 63 a7 f8 b9 a1 ce 24 e3 73 91 3e 97 0a e5 a6 44 
87 f0 d1 a8 07 d1 21 50 3d 16 27 03 fc 6d 38 0d d2 35 c3 9a d6 e1 78 87 0e 6a b2 f3 44 c2 b3 6a f2 3c 09 94 18 a7 4e 30 
ef 3c 6a 21 0d ce 68 d6 e0 a8 7d 61 88 2b 5f cc e1 6d db 91 a8 
Data Ascii: `4H-e.@p:!YNay<yuOk+X4Y!^7PR0!.EtXw!wNW+2OgZE1A4cc7M<bF]35n!P}~;ar?;XcjT#0EMh:ry"c$s>D!P
='m85xjDj<N0<j!h}a+_m

2022-04-20 13:07:16 UTC 822 IN Data Raw: b0 0b 2d 25 b5 0b 18 b5 4d 18 b2 8e f3 b6 50 c0 41 4a 5a 61 32 b2 4d 0c d0 26 05 0e 87 b9 31 f7 f6 d3 9d e4 
a3 cc d6 71 f3 68 b2 8d 9d 7c 19 a8 22 6b 6c 46 e8 dc 31 ed 15 47 11 42 0c af 26 70 fe 88 22 e4 89 31 12 56 8f c0 52 4d 
e6 74 c7 ef 1a a2 c8 e9 fb 45 77 63 1b bf 97 dc b2 72 08 61 c0 ec f5 2b ec f6 be fc 84 93 d0 53 fb 01 43 3f bc 60 98 cb c2 
38 86 fa 9f e9 78 44 3a a0 43 df 2a ea 38 34 7c 9b fc 22 2d 7b a9 8b a7 f5 7e 23 1d b9 b1 33 92 c1 a6 8f 9b 4e cb d7 23 
6a 64 e8 3a 7b 15 bc 31 12 3e 63 a5 e2 db 53 96 a0 fa b5 c2 03 05 06 59 41 e4 9b ee de bd ca b4 88 a5 5f 21 13 c6 14 
9a 5a 2f 91 27 14 f4 86 70 4a 44 0c da 0b cb 7e 79 9b dd 9f 96 12 54 a7 8c 6f 1a c6 65 8e 76 83 db 8c 7c dd bf f0 51 74 
3c 14 5a 2f 78 bf 22 aa 76 f9 c1 d9 37 76 8c f2 43 ae e2 
Data Ascii: -%MPAJZa2M&1qh|"klF1GB&p"1VRMtEwcra+SC?`8xD:C*84|"-{~#3N#jd:{1>cSYA_!Z/'pJD~yToev|Qt<Z/x
"v7vC

2022-04-20 13:07:16 UTC 823 IN Data Raw: 67 b5 cc c2 ed 71 ed fc e8 fa 2e a3 c7 e9 bd 64 90 6a b1 68 d4 64 ee fd a8 50 9b 95 5f d6 a6 98 f8 22 fb 5e 46 
83 2a de 2e 2d eb d6 df d6 6e ee 92 f1 f5 90 af dc c0 60 de d0 60 e6 16 12 93 69 2f ec 8e 5b dd 30 63 56 e1 ac 76 9b c9 
df 2d fc 3f fc be 7f 96 d9 0f 5f 5c 9e a0 c5 3f 73 f9 bd fd 37 0c 4f 99 b5 99 3f ad 71 1f f1 cc 0a b9 65 88 c5 03 7e d1 f3 1f fc 
66 ab 0f 1f b7 43 b4 4c c8 54 07 61 c8 df 2a 9b c7 95 da c9 5e 66 e7 fa e6 e4 b4 42 21 5d b7 1f 0c dc 06 d7 4d 01 24 bd 
ac af 66 02 4a 0c ed a8 26 27 a5 d9 bb 2b 8b 85 7c b1 90 af 51 ff fc 3f a8 c8 2a d5 97 39 fc ef 49 a2 31 49 1e 34 25 96 d7 
d8 95 d2 f1 91 f5 5d 91 8f df 7f 83 7c 6c ba dd 46 6f 3c 52 27 75 d3 fb 3b 87 3c 9f 98 87 8a 44 18 bb 22 e1 f6 b2 f9 0e a5 
f9 df 91 8f 47 06 55 20 4f c1 69 7a b5 
Data Ascii: gq.djhdP_"^F*.-n``i/[0cVv-?_\?s7O?qe~fCLTa*^fB!]M$fJ&'+|Q?*9I1I4%]|lFo<R'u;<D"GU Oiz

2022-04-20 13:07:16 UTC 825 IN Data Raw: 24 b9 7c 67 1d 88 8d aa f0 c8 16 1a 8d e4 48 e2 64 bb b7 de 1d ed 31 f0 4c 9c 54 cd 38 cd 64 b8 1c c7 83 a9 
10 c5 16 ad 99 31 e1 68 33 63 96 63 d5 6c dd cf 92 83 3d f4 13 51 87 f5 59 51 ab 2d ae ed 7d 35 41 38 93 fa 55 85 6c 9f 
9f b4 ef 03 b7 6c 54 0e ce 44 d3 cd fa c3 cc 56 3c d1 41 1c c5 6c 27 cb 32 e2 86 b1 4c e3 ad a8 fa 33 5b 11 24 c7 f0 b4 1e
ab 8d 81 d7 4c 05 79 78 de bb 86 2a 55 2c f1 e5 cc 8b 9c 63 d9 5d 9d 77 9a f0 d0 98 dd 04 77 e6 98 9d b5 13 51 07 33 
c7 6c 47 56 a2 fb 4e 25 4e e3 83 d3 7b 27 ea 51 bc cb 1f 1c b3 1a c0 75 05 69 7e 08 cc ae f4 e3 5d f9 90 db 9c 29 a1 f5 
03 fc 3e 9e 69 19 ba d5 c0 ef 4f 33 bf bf dd 13 4f 39 f3 fb 7e 9d 24 c0 fb cd 59 11 f6 64 df f5 e3 b3 95 c0 b6 6c 25 2e a5 59 
2e 55 20 fe 27 6b 1b 0a 11 1b f4 46 df e3 f8 60 79 
Data Ascii: $|gHd1LT8d1h3ccl=QYQ-}5A8UllTDV<Al'2L3[$Lyx*U,c]wwQ3lGVN%N{'Qui~])>iO3O9~$Ydl%.Y.U 'kF`y

2022-04-20 13:07:16 UTC 826 IN Data Raw: 82 14 1c c7 8a 3b a0 f1 ed 8d 62 a9 a0 81 3b 21 a2 27 5c 98 d1 9e 15 44 6e 0f 9a b0 c1 f3 5c 6e a2 15 d4 a0 
6a 85 06 20 87 b4 45 94 7d 5e 86 a4 7e 2c 69 43 26 45 13 55 34 1d 93 6f 6c 1e 3a 41 b5 40 a3 0b 48 b3 16 01 78 6d bc 
46 a8 b6 d0 8d f3 c7 c2 ce 12 da bc e4 51 21 56 da 6e dd fa a8 5d 77 57 ba ad cb 9a c0 21 29 38 ac fc 5e e5 81 9a 48 56 
df 75 20 33 48 96 47 57 1b 9c 3d de 3f b3 97 1b 19 31 6b 5e d9 72 d0 5f 59 34 eb ac a6 10 9e 8f 55 a2 39 79 16 19 00 b3 
5e ce 9c 46 96 1d a7 cf 78 14 47 d3 c2 c3 08 7c ef e7 cf 1f 7e af f7 d0 0a 4b d9 2c 5e ad 38 a3 38 19 dc 1a ee 74 51 df 36 
15 7b 56 df de 73 16 32 26 d1 a2 31 3c a6 d8 dc 01 d6 0e f7 c8 1e 69 13 1b 7b a4 af e8 10 3f f7 7a 54 46 a8 8c 61 e8 8f 
07 40 5b 48 90 da 3a 04 05 bd 8e db ea 2a 0f cb d2 98 c9 
Data Ascii: ;b;!'\Dn\nj E}^~,iC&EU4ol:A@HxmFQ!Vn]wW!)8^HVu 3HGW=?1k^r_Y4U9y^FxG|~K,^88tQ6{Vs2&1<i{?z
TFa@[H:*

2022-04-20 13:07:16 UTC 827 IN Data Raw: 63 20 04 b3 6d b7 db c8 a2 cd 1a 7a df 43 8f d9 a2 42 5e 94 05 9c 17 65 69 52 ba 8d 7e 77 d1 33 a1 7c 93 36 
18 2f 6e 0c 79 77 70 6c 15 76 96 c5 d2 ce 8a c8 15 b4 d6 d0 1c 55 54 d9 da 68 bb 8d aa a4 3c ec f2 bd fc d6 10 d9 51 cb 
7f c8 8a b1 6f 1d f1 67 04 bc 10 1f 0a c2 98 0e 63 47 e6 b7 ba b3 12 cf 6a 1c 65 35 fe ad ac f6 7e fe e4 d8 ac 85 ab 48 df 
11 6c c6 16 e4 f4 40 10 e1 5e 08 74 41 38 ee e2 e5 62 96 9b dd d1 f9 08 1d ed 9d 08 aa fb 51 6f a8 11 36 5b 41 38 15 8d 
96 d2 71 95 d4 ef 70 a5 1c cd 58 e4 9e e9 dd 06 f1 2a c8 6f a0 0b bc 2e 50 0f 39 af 85 74 09 fa ae 91 21 93 f2 b1 79 bd 92
e2 9f b4 03 8d 86 38 49 63 2b 69 1b 31 75 83 62 0c f4 17 6f a3 00 04 89 1a ec 37 3c 83 1a e4 93 13 b1 31 e7 62 05 c3 02 
48 d0 61 87 6d cb 55 c2 7d 39 c5 17 16 ca 64 c8 53 
Data Ascii: c mzCB^eiR~w3|6/nywplvUTh<QogcGje5~Hl@^tA8bQo6[A8qpX*o.P9t!y8Ic+i1ubo7<1bHamU}9dS

2022-04-20 13:07:16 UTC 828 IN Data Raw: 55 9c 34 03 e2 9d 94 d7 76 06 09 fd b0 8b b4 cb 08 ed 95 a3 12 1f 93 e1 37 c8 fe ec 1b 1a 0b f2 2f 73 fe 19 86 
10 17 55 84 b5 be 88 e9 11 a5 7a 84 68 c4 7d 3e 54 53 d5 bf 94 8f 0e ad fe a5 fd 64 18 e8 14 e7 d5 59 1e 36 a4 66 43 2d 
99 b7 ec 10 d3 ed 42 ad fa 0b 2b f5 48 02 ca a9 85 24 95 9b 02 d5 3a 60 48 f2 e5 20 12 4c 06 0b 0b b6 bf e0 b8 b7 c1 9d 
08 b4 ec 15 47 71 c1 f1 20 d0 ac e2 3b 78 2e 66 ad c4 8f 7f 82 c3 7c af c0 e3 ff 2e ca f1 34 94 0b 1d bf 97 c9 3e 8d ee 15 
50 54 0b 1c 32 f4 86 32 87 57 bd b2 b0 10 d8 fe 6d b0 58 b8 73 f4 37 e8 8c 32 69 be 27 2e 79 a7 e4 bc 48 b8 eb 4b 88 8d 
e0 36 d0 82 e7 3b ec e8 fa 5d 49 a2 f7 b0 2c f8 83 55 ff a2 dd 05 d9 0a c6 d4 87 6f e5 86 e9 62 a0 56 dd c8 7f 26 f3 65 35 
44 89 ac e1 1b 42 79 73 e6 d2 da 3f 10 84 6f a8 
Data Ascii: U4v7/sUzh}>TSdY6fC-B+H$:`H LGq ;x.f|.4>PT22WmXs72i'.yHK6;]I,UobV&e5DBys?o

2022-04-20 13:07:16 UTC 830 IN Data Raw: cd 92 e3 1b 9d f8 0c eb a7 90 06 b7 7a dd 6e 48 05 1e f5 86 a3 e3 5e b7 35 ea 0d f0 9e 4c 55 a3 1e 21 9e 5b 
8f 35 a0 c6 b7 11 7c cc d6 77 8a 8a e6 d3 d7 79 1d 7d 35 b8 cb a4 9a d9 f1 f2 0e 6b 57 dd 08 e6 da 64 04 a6 2e dc d0 e4 
3c 5e 74 0d 9d 37 8c c6 59 f1 a1 9e fb 4a 3e 0c c6 c8 26 b7 6b 76 42 5e 84 38 e0 b9 5e ce 1d 8d 62 24 60 43 e5 31 a8 0f 
b3 a2 f1 25 c8 75 7a 0c 5c 2e 8f 62 5f 5d 7f ce a1 9a 58 90 0b 3a 38 17 7a 35 d1 95 52 99 a1 dc 4c 75 47 c1 ae 38 44 92 
cf 1d 74 32 40 9b 35 1a 64 17 58 ca c8 31 1c bd 17 1f 85 dd 29 69 06 d3 cb c8 df 80 41 ca 7d b3 86 35 74 c9 8e bf f1 34 
b4 46 f8 5a c6 8f 0d 49 4a 95 62 3e 2d 99 5d 6f bd 85 1b 0a b2 a7 49 90 3d 4d c4 01 8c d1 de 3d 6b 75 69 ad 20 7e 7c f7 
4a 31 24 ec 86 02 78 15 59 76 9a d4 61 bf 2a e3 dc 15 b2 
Data Ascii: znH^5LU![5|wy}5kWd.<^t7YJ>&kvB^8^b$`C1%uz\.b_]X:8z5RLuG8Dt2@5dX1)iA}5t4FZIJb>-]oI=M=kui 
~|J1$xYva*

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 831 IN Data Raw: 60 98 fc 0d 34 c6 5e 1a ad 30 47 4f 68 01 2b 36 ef d5 7e 7d 7b e7 c4 93 90 92 6b c4 0e 3f 74 2e 7a 8f 52 ef e7 
e2 97 db 25 6a 66 a6 6e 95 fb ad 46 f3 22 1c 12 08 48 75 80 fb e6 20 d2 9b 51 ee ed 51 f7 82 20 74 69 3b c3 12 2b c9 a5 
fd ee 7a 2e 4e ad 67 04 80 7d a2 85 2c 6f 8f 94 ed 09 86 a1 3d 30 4d fe a5 15 dc 90 e0 10 d6 2b 80 2f 32 e3 b3 c4 d0 18 
ff 40 80 e6 27 ee 89 bc 95 8c 47 7c 4f ad b7 56 53 6a bd 57 d3 c3 17 e1 09 6d 2b fc 2b 73 c7 c7 ee 64 de 7b a7 7c 59 a3 
c9 14 7d 90 78 f0 e2 92 87 ee 0a 0e 75 3c 37 b0 a4 ef a9 44 a5 ce 97 0f 99 eb 9a c9 ac 99 da f1 22 3e 02 3c 4f 3e 20 c9 
83 3d 50 76 09 64 80 aa b5 ad ee 72 ab 35 0b 15 0d 97 6c e5 13 40 06 2c db 4a 9c 50 45 01 d0 2b 2a cb 23 81 d2 1a 42 
4e 78 39 1c 38 3f f6 ef 4b be 38 7f 28 05 a2 5b 0a 27 fa 
Data Ascii: `4^0GOh+6~}{k?t.zR%jfnF"Hu QQ ti;+z.Ng},o=0M+/2@'G|OVSjWm++sd{|Y}xu<7D"><O> =Pvdr5l@,JPE
+*#BNx98?K8(['

2022-04-20 13:07:16 UTC 832 IN Data Raw: b5 a3 b0 6f e7 c7 83 67 0f c2 3a 51 d8 e5 e5 f2 db 0e e6 d7 8d c2 0e 77 db 67 3d 0c eb 45 61 5f 6b dd e3 73 
08 ea 47 41 ad 95 87 ca 13 46 1b 44 61 de d7 a3 d7 06 56 c5 8b c2 ae dc f1 ea 21 86 05 51 d8 4d ef a8 7a 80 55 09 a3 
b0 cd c2 e5 e3 09 c6 ab 47 61 bb c5 9d 83 36 96 d1 88 c2 b6 bd c1 b5 87 61 37 69 1c 2c 32 71 4a 31 1a 46 f9 e6 77 08 fe
e6 c2 82 9a db 05 e5 26 b4 a9 7c 93 35 16 2c 97 b5 b5 1b f6 47 a9 25 cb c2 eb cb 99 72 8f a4 2e e2 3b 22 10 89 c6 5a 21 
12 fb 1d 61 b1 5e 70 9d f8 eb 38 6d 39 5e c5 64 ca 4d cd ba 99 a7 ff 36 6e cc 24 86 f0 a4 e5 ba 3d 49 95 2f 37 1c f2 60 b4 
73 a9 a5 c9 bb f1 55 45 d2 e4 8a 56 1d af cc 52 1d df b9 44 62 6e ef 32 b1 cf 44 8a de 57 c0 b5 55 51 da e7 1b 42 e6 b1 
29 64 b6 7f 4c ec 59 02 e8 80 c4 ca 28 77 40 cc 1d 25 7a 
Data Ascii: og:Qwg=Ea_ksGAFDaV!QMzUGa6a7i,2qJ1Fw&|5,G%r.;"Z!a^p8m9^dM6n$=I/7`sUEVRDbn2DWUQ
B)dLY(w@%z

2022-04-20 13:07:16 UTC 833 IN Data Raw: 2e 2a 30 2c 57 26 cd 60 7a 35 d5 8a 79 72 02 78 8e e1 54 f4 07 19 8d 85 01 5a 93 76 dc 97 8b 90 9c 41 75 5a 
a3 61 a9 90 9f 94 bc 32 4c d5 4b 05 75 d8 10 48 5a 99 7a e8 37 97 e4 5e 37 56 76 dc 45 aa 61 87 fb a2 81 ff 87 17 1f b4 
91 06 ea 1d a3 66 c4 82 15 99 6d 2c 5a b1 18 d1 87 d2 e8 02 8f c7 44 89 69 ae 57 33 b2 2b 13 51 bf b7 52 3a 26 22 29 
60 b3 51 4b cf 4d f1 05 1f a9 f7 7e bf 24 ed 16 35 b8 bc 51 44 c6 4d 7c d3 c8 74 50 05 c1 10 90 0e 52 14 90 5b 87 29 ad 
cd f8 08 2b 21 0c 88 0c 72 af 28 c5 d9 20 ec bb 03 b2 af 93 88 09 1a b1 86 28 2e 9d 93 fc 88 60 25 48 6c 85 19 b7 9b e9 
a1 67 15 ca cd fb 65 6e bf ca b5 4f 49 43 ca cd e7 dc a4 bb 97 0c 39 0b ca 10 b1 45 ca 43 d2 ab e1 9f dd 0c ff 4f d2 82 01 
a7 da 4d 66 a9 0b 53 55 60 c7 86 bf a8 43 ef 2a 79 1d a3 
Data Ascii: .*0,W&`z5yrxTZvAuZa2LKuHZz7^7VvEafm,ZDiW3+QR:&")`QKM~$5QDM|tPR[)+!r( (.`%HlgenOIC9ECOMfS
U`C*y

2022-04-20 13:07:16 UTC 835 IN Data Raw: 86 b8 01 59 24 2b 13 31 69 32 f3 06 e9 69 4d 55 39 50 3d bb 7d 85 d2 38 aa d7 ca 7a 61 0d 55 25 66 55 63 
27 16 75 1d 45 e8 96 da fb 20 e0 93 da fb 38 e3 dd 2b 31 87 aa 17 6c 7c c2 f3 65 13 38 d8 4e 9f 66 3a 92 b3 12 78 92 c5 
93 38 ad 0e a6 48 e4 64 94 38 0b 43 9f a7 ae 4b 65 05 f6 af 6c 79 10 69 27 e2 1f 92 67 51 e2 00 ea 4c 6f b9 b0 f7 64 03 
45 52 c7 ee a5 fa 17 30 4b 48 fa 87 bb 91 1c 18 aa 51 44 74 cb fa 54 5d eb 80 89 9b af 12 8f 6e 4f cb 48 68 f7 d2 1b ef d9 
66 ad 42 fb 6e b4 1d 92 a5 4b 5a ff c1 e6 3a ee c4 3b f0 5b b2 03 a7 e3 24 96 23 47 98 d5 87 87 b2 0f 65 b5 de e9 3f a3 
0f 38 cb b4 4e f8 76 15 9d 6f 4d 1d ef bf ed fb 82 e6 39 4f ac ec f7 ac 71 7c 19 43 1e 43 68 7d b8 b0 6e ef 04 fc 63 5a c5 
23 aa 42 9f 5e 89 13 e8 88 fb f2 a0 d1 ed 0d 08 ba 01 
Data Ascii: Y$+1i2iMU9P=}8zaU%fUc'uE 8+1l|e8Nf:x8Hd8CKelyi'gQLodER0KHQDtT]nOHhfBnKZ:;[$#Ge?8NvoM9Oq|
CCh}ncZ#B^

2022-04-20 13:07:16 UTC 836 IN Data Raw: 3c 3c ce 9b c6 8b 5c 94 cd e4 5a aa a1 06 dc 4a 61 25 af b0 6b 19 16 a7 a9 7f f1 9d 70 fa 8d 11 d2 52 39 ad 
5a 44 5d 45 3d f4 95 3d 6a b7 fd db 60 c1 bf 43 41 33 63 e3 e8 4c dc 5c d7 9f 6e 4b d7 4f 99 5c 2e 0f 30 3c 29 57 e5 72 
db bf f5 20 6b 72 7b e2 11 47 c1 26 fa b4 72 80 7d 78 76 11 d9 94 db dc 4a b6 d9 40 6c 51 07 ea 6f c1 21 aa 66 e2 11 15 
01 d0 04 1c 65 0b 8e 19 54 ef 34 10 64 03 9d 6d c8 d9 46 41 b6 9b bb 26 25 c5 50 62 c1 f8 84 bd 72 af f6 1a 5a 8a 17 6a 
41 e3 1a ad 9d c9 15 3a 54 b0 97 01 af 55 96 44 4a c2 7f d8 0a 24 23 81 4b ff 81 b3 db 1c 07 ad 5e e6 77 33 1d 43 0d fb 
a1 3f 0a 03 a0 7f a6 4b 48 96 51 99 de e6 e5 6a ba bf 56 9b 72 fb 1a 3e 75 ae 59 9d 34 86 45 3a e2 bb ae 69 c3 79 7d 1f 
29 cf 77 5c d8 93 48 99 0d 56 07 26 8e ee 6c 27 4c 47 3d 
Data Ascii: <<\ZJa%kpR9ZD]E==j`CA3cL\nKO\.0<)Wr kr{G&r}xvJ@lQo!feT4dmFA&%PbrZjA:TUDJ$#K^w3C?KHQjVr>u
Y4E:iy})w\HV&l'LG=

2022-04-20 13:07:16 UTC 837 IN Data Raw: 69 4b 20 61 9b c2 06 4d d2 8c 89 e7 36 de f1 03 39 a3 c6 03 c6 67 4e da b9 c0 91 e8 9a e7 a1 81 c1 6b d4 b8 
e1 38 08 b8 05 d4 e2 2e 24 13 1f 42 e3 db 77 14 43 6a 8c 07 59 ac 15 3a cf d8 25 d0 65 31 62 2e 96 fd 64 fa 28 a8 c7 f7 
ec 7a 62 bf 16 54 7c fe 73 a8 28 54 b1 87 01 2f d7 68 d7 4e b6 80 6f d7 29 db 15 22 24 d0 a4 d2 04 32 a1 9f df de 95 13 
cc 6c 68 30 b3 9a eb d4 cc 6c e8 28 7e 93 fb 37 d4 c8 a7 21 30 23 21 ce 5d 04 27 7a c2 07 59 af e5 4d 57 d5 81 fa 09 85 
ee 5f 58 db 17 56 d6 3f 3b b9 1e a3 99 2b 0a 10 14 d5 fd c5 23 ee 03 17 6c b8 03 94 01 c1 06 08 4d 93 03 33 cf 00 04 3e 
59 1a 91 6b d1 62 1e 75 29 c4 b7 5d ea 71 24 6c 37 af 13 42 35 35 4b e6 18 00 16 16 29 c4 f6 44 90 46 cf eb 09 14 da 4a 
18 9d d2 34 b4 01 ea 85 1a 6b ee c7 44 34 1d bc f2 f5 1f 
Data Ascii: iK aM69gNk8.$BwCjY:%e1b.d(zbT|s(T/hNo)"$2lh0l(~7!0#!]'zYMW_XV?;+#lM3>Ykbu)]q$l7B55K)DFJ4kD4

2022-04-20 13:07:16 UTC 839 IN Data Raw: 85 7b 72 1f 21 5f da 53 56 6c ed a6 29 43 d2 0d 4e ad 8c e4 e7 5f e3 32 25 ad c1 ee c4 8c a1 08 ae a2 81 7f 
bb b8 17 b0 19 94 a9 2d 28 dc 64 e7 b9 b2 e7 10 4a 39 21 59 22 9d 67 d4 d6 6e c2 76 31 80 7d dc 77 a1 2f 29 14 ef fd bb 
61 3b 87 f6 40 ae be 1b 8f 5f 1c c5 ed ef b4 4a 50 db f5 c2 b6 92 29 f9 bd 76 9b 1d 9d 0c a5 90 88 ab b7 8d 20 61 7d f7 15 
4f 8f 38 d6 62 16 cb 47 11 cc 16 57 41 cb 96 aa ae 75 84 93 4e a5 92 89 94 7a 97 91 f9 57 cc bc e9 1a 71 b5 92 c6 4b bc 
9b dd dc 1e ca 8c dc dc 43 13 dd 0c 12 ca d8 b1 92 02 b1 2a bb 34 ea 93 f7 85 04 82 80 32 5c 12 d5 9d 24 a3 d2 61 99 
8c 4a 87 e7 e9 af 72 a5 29 4c b9 9e fd 2a 57 8a fa 61 6a 40 b6 ee 93 52 77 e3 86 7d 8f 70 78 3e 28 0b 65 be 3d de 30 57 
f4 f1 b5 71 d3 76 72 ad 68 23 c2 cd 20 53 23 99 78 c4 89 
Data Ascii: {r!_SVl)CN_2%-(dJ9!Y"gnv1}w/)a;@_JP)v a}O8bGWAuNzWqKC*42\$aJr)L*Waj@Rw}px>(e=0Wqvrh# S#x

2022-04-20 13:07:16 UTC 840 IN Data Raw: 94 5a 17 d9 3e 22 9c 64 45 c3 00 44 b1 cb 58 0d a7 4e 7a 8d 13 df b9 3a 43 93 9c c0 9e 60 0f 76 94 3d 06 a9 
0b 3e 9c 13 8e b6 be 1f 1d 9f b3 ba be 18 24 c9 21 42 09 c8 3d ba e4 96 13 a1 20 e0 b7 56 09 56 0a 4c 04 02 e2 de a3 
ed a2 e5 39 03 cc 6c fa 4a f2 c3 80 2a de 2c ae 2e 67 a5 61 c0 7d 6e 50 ff ad 44 4f fd 4f 9c c6 73 1e 31 22 22 55 40 45 f0 
c3 7a d6 56 37 14 97 15 72 ad f5 d8 45 85 5b 56 15 75 5b f3 f3 3e 3b d3 7a ac c3 34 d1 2d 98 a5 74 1a 2b 0f ef 40 c3 8d 
e9 32 e1 23 7b 08 c3 ea 93 4a c6 4f 56 16 5d 5b 2b da 78 c5 ae de d0 37 0f cc 4c 55 6a 9a c2 44 bc 57 0c 64 83 61 ca 50 
f0 ca a9 9d d1 0f fb 83 03 bf d2 11 87 f0 b3 5a 45 73 ef c6 82 2e a5 d1 ff 83 33 45 20 e1 09 56 56 16 f3 f8 7e 31 f0 99 26 
d4 bb 31 84 ec c1 3f 38 43 2c 02 d5 9f ae 54 19 57 ef 
Data Ascii: Z>"dEDXNz:C`v=>$!B= VVL9lJ*,.ga}nPDOOs1""U@EzV7rE[Vu[>;z4-t+@2#{JOV][+x7LUjDWdaPZEs.3E V
V~1&1?8C,TW

2022-04-20 13:07:16 UTC 841 IN Data Raw: 08 18 b9 33 28 0f 86 ac 86 8f 82 a8 1c c2 a3 28 9e 20 1d cc 8f bd 6d 78 2c 8b 4d 7c ac 88 17 48 00 e3 f8 08 
25 c0 38 8e f1 01 23 80 8f 4f 62 17 a2 c0 38 6e e1 a3 20 be 41 09 38 1e f8 28 88 43 7c 14 45 05 4a 87 f1 18 ef c2 03 9a 
89 0f 68 26 34 05 06 e2 09 da 00 03 d1 c3 b7 75 51 ff 06 8f 4f a2 06 59 af 14 78 f1 bc de 24 08 32 06 9b 8f 1f e6 d3 60 f3 
69 9e 0b e2 28 f3 c7 6e d7 6d 44 c7 de a1 3a f6 ae 15 78 97 84 f3 bd 56 40 5f 0d e7 e5 86 8f 80 6b f1 f7 f2 1e cf c4 3e 1f 
47 57 6d a1 c6 93 66 e1 8b d2 4d 30 00 4b f6 1c 2d d6 88 23 1b cb 43 59 9d 70 2f be f5 78 11 03 c9 aa 4b 07 22 0d 21 21 
04 b4 0a d9 99 89 fb dc 56 08 03 1a d0 3a 76 68 de 1b a5 6d d3 a7 46 55 42 97 d3 db d7 73 8d 7a ec 6b d0 eb 40 91 15 
0a 52 3a 86 df cd 58 bc 7f f0 d5 a5 b6 ab 92 fd 47 22 
Data Ascii: 3(( mx,M|H%8#Ob8n A8(C|EJh&4uQOYx$2`i(nmD:xV@_k>GWmfM0K-#CYp/xK"!!V:vhmFUBszk@R:XG"

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 842 IN Data Raw: 00 99 58 d1 30 d8 31 38 2e ba 2c ef 06 b8 7c e8 14 66 5d 77 9a 7e 64 f8 19 38 f9 72 a0 75 20 ca c1 c2 82 cd 
33 ef 36 b8 03 42 20 24 c3 03 5b 24 40 25 5c 27 5b 1b 46 0a 34 44 02 45 f3 0c 11 f7 99 18 0c a9 a9 4c 0f 4e 57 43 e9 76 
c0 ff ad 33 bc 3b 17 1a ce 19 f6 83 1a 21 f8 63 4a 94 6a ab 46 a1 22 c4 30 4c cd 6f ce 8d c1 77 25 28 cc 04 fc 18 0c f8 ce 
d4 80 6f ce 26 be e8 5c 1a 92 ee bf d2 cf 48 99 9f e9 13 dc bd 46 5c 7f 3e 19 5d 3c 74 13 35 9b 46 56 8d 8d b3 d6 e9 64 
55 57 12 fd fe 0e 24 ec 82 ab 50 8f 67 c0 ef c3 79 f5 8f e0 5b 23 b0 7e 76 bd 2c 65 92 6f 37 a9 88 9e 09 46 26 4e 5a 68 
3c d0 69 b2 b6 92 46 6f d5 2e e6 e7 6b 17 b9 fb 0d 6f 64 e1 d3 2e c1 0f b2 f0 24 f5 aa 6d 41 60 5b 01 8a 56 9b 65 05 06 
4f 6b ec b4 bd d1 ae 92 44 b5 44 4f b6 12 e5 83 ea 9e 
Data Ascii: X018.,|f]w~d8ru 36B $[$@%\'[F4DELNWCv3;!cJjF"0Low%(o&\HF\>]<t5FVdUW$Pgy[#~v,eo7F&NZh<iFo
.kod.$mA`[VeOkDDO

2022-04-20 13:07:16 UTC 844 IN Data Raw: 6b bc 6c 70 ce a9 6d e3 e3 db 4b 09 44 c6 04 67 ee 6f bf 7b ef 0a 2a 05 30 fd 3c 33 ef 39 77 f5 8c 0b 49 55 a5 
52 85 9d c3 1d 9e 5a e4 df 88 b7 18 8e 6b b5 86 83 32 5d 95 e3 07 38 8f de b3 46 7f a8 a4 8a 88 5c 7b 37 69 11 b4 b5 
96 f9 57 5f 2f 33 9e a1 f7 ad 46 8c 7f e9 73 98 8d 54 b2 0c 61 8e 69 1b a4 0c cd 9e 65 ce 2c 85 54 62 76 0d 1e 12 a1 7a 
9b 51 d9 10 3e 11 ba f1 06 7f 04 0d 26 43 34 bd ac 22 83 41 c2 cd 2a 99 01 2e f2 d8 7c 28 35 e1 e2 9c ee 05 8a 56 31 d6 
2a aa b3 9e d0 c4 d5 e1 a6 81 d2 6c c2 22 7b 65 47 d9 2b 63 5a 2e 27 c3 02 b7 06 4a cb 65 f3 dc a4 c8 10 75 b9 59 1c fc 
1a dc f0 5f 80 2c cd 97 f3 f4 33 8e 08 b3 87 d5 e1 21 3f 1d d8 1f de 4b bb 94 5e 2d b3 e1 9a ed 73 b4 bf c0 0b 03 d9 aa 67 
8b a5 31 2a c3 23 3c f4 f0 a1 07 0f e1 c2 c0 b3 f0 68 
Data Ascii: klpmKDgo{*0<39wIURZk2]8F\{7iW_/3FsTaie,TbvzQ>&C4"A*.|(5V1*l"{eG+cZ.'JeuY_,3!?K^-sg1*#<h

2022-04-20 13:07:16 UTC 845 IN Data Raw: 88 0b ce aa 0b 78 75 d0 69 74 91 77 13 71 f4 1a c3 85 36 85 3d 00 6c 8b 26 ee c5 24 13 f7 66 f6 a6 43 86 4f 
33 5e b9 60 eb 19 97 87 00 3d 1a 00 50 a8 6f 8c bd 20 bf 8d 23 58 be 76 4b b0 5a 3c 30 54 ea 0f 14 b3 a7 c5 5e bd 14 d3 
30 1a 34 ea 80 a9 b1 ef d7 05 fd 8d 4c cc 0a 7e 60 ea 5b 9a 4f 2a 86 89 13 8e 5a c3 0c 8a ed f9 4b 0a b9 e5 15 a0 21 84 
bc 91 bf cd a2 a4 34 2a c4 d5 68 aa c4 b5 87 a6 74 8e 35 4a cf c0 39 64 c6 81 36 1e 3c 98 7c 85 e3 c7 e3 b1 18 9d 54 06 
c3 f0 a4 c6 91 8c 2a f8 20 4b 09 c9 a8 03 6c f6 f3 2e 4d 39 1c 44 ee be d8 ca 24 67 8d f8 4f 72 e0 89 51 5f 86 37 20 49 10 
24 9d f4 97 8c 98 a2 a4 ed 18 16 4e f2 38 a2 83 6d 11 09 42 ec 03 91 9e 2b b4 5b c4 aa 8a e6 02 b3 e4 f3 05 96 3a b8 24 
df 10 b1 53 c4 eb e1 d8 03 d4 a2 5d 33 21 a1 e0 d3 d4 
Data Ascii: xuitwq6=l&$fCO3^`=Po #XvKZ<0T^04L~`[O*ZK!4*ht5J9d6<|T* Kl.M9D$gOrQ_7 I$N8mB+[:$S]3!

2022-04-20 13:07:16 UTC 846 IN Data Raw: b3 ee 04 0f 2b e2 61 65 ec b4 70 68 ea c1 38 e8 39 b8 d9 91 37 f5 2e 7a e2 e6 49 af 31 f4 2e c7 fd fe 80 53 ca 
41 8d 3d 51 63 af 51 f7 fb d6 70 b8 43 7c 47 f0 7c 47 3c 3f 6e a0 2c 29 34 8c 5d f1 e8 0a 4d 80 a0 ff ee 28 f1 0d c7 58 cd 
6d 0c d1 30 e8 c6 6f 8c 3c 24 94 42 43 07 66 25 83 06 a2 a3 cd e1 a5 33 f0 bc 2e c6 df 0d 1e 37 31 9a 45 26 ba 62 de e3 
d8 6a 0f 93 48 15 6c 04 18 c0 da 58 cc 19 82 5f 87 df 79 43 6c 46 a4 88 ca 32 54 3d 5d c9 c0 f5 63 ba 1a 8b ab 0e 5d 75 
c4 55 8f ae 7a e2 6a 8f ae f6 c4 d5 0e 5d ed 88 ab 5d ba da 15 57 c7 74 75 2c ae 7c ba f2 c5 15 8d 0c c3 27 8b dd 6a f2 
7c a6 62 c3 e2 55 53 5c 1d e0 c5 c1 a4 54 8d 38 88 a9 4d 37 c5 47 ac ce c1 c3 1f a1 10 0f a2 7f 69 00 5a 31 c5 c4 2c e6 
e4 c9 94 8f da d2 bb 52 0c 42 7c bb f8 68 f1 7d 62 
Data Ascii: +aeph897.zI1.SA=QcQpC|G|G<?n,)4]M(Xm0o<$BCf%3.71E&bjHlX_yClF2T=]c]uUzj]]Wtu,|'j|bUS\T8M7
GiZ1,RB|h}b

2022-04-20 13:07:16 UTC 848 IN Data Raw: 9d 25 33 85 3a 0f ba 8b 5a 2f cc 40 5f a7 b0 20 cd 10 60 0f bd ac 19 e0 af 3a e1 45 2b fb 3a ce 84 6f 12 3a bc 
7a 0a df ad d0 dd cd 48 dd 6d ba eb f4 32 f4 57 22 cc 03 2b 25 5f 8b 11 d3 30 2c 1b c7 8a ed 30 56 7c 9d 01 80 ae 9e 62 
54 2f f4 7c 48 c0 a3 05 e3 d0 9f e2 1d a7 17 ab df d6 a7 21 10 af 8b 95 d3 ad 51 eb 08 a5 33 41 10 5c d1 5c 7e 29 43 d9 
3a 87 9f 5e 4f 98 7f 79 bd 34 8d c4 8b bf 17 c6 79 c4 d1 34 b9 83 c5 e9 21 a8 70 82 b1 12 6d ee 87 53 6b f7 00 c9 2d ff 
69 67 fe 5a c6 58 6c 32 8e b2 4f 
Data Ascii: %3:Z/@_ `:E+:o:zHm2W"+%_0,0V|bT/|H!Q3A\\~)C:^Oy4y4!pmSk-igZXl2O

2022-04-20 13:07:16 UTC 848 IN Data Raw: 8b d9 e1 36 2b 7c 66 8f 39 29 d2 23 a7 b7 31 7b b7 01 12 4e 64 be bc 6e 98 6a 7f 79 4a 08 18 09 78 f1 b9 d1 
75 7b cf 12 0a c8 48 91 75 0c 0a 85 ea 73 f1 a1 6d 38 0d ba 1a ad 69 02 eb cd 6b ca 2e e0 b5 5b e9 6e 95 bd 3c c1 d4 4d 
3f 2c f0 a8 62 87 8f 86 22 4a d2 43 19 a8 52 11 17 9c 24 08 93 cd 5c 54 11 7a 47 3b ae c9 89 0f 90 d9 d2 da d8 22 ba 07 
96 d6 56 39 ee d0 08 83 7e 10 51 4a 99 ed f0 16 ff 25 69 24 1d 07 8b f9 91 d3 dd 9b 67 ba 37 9a 68 27 57 cf 18 fa ac b7 
cd 7c 76 f9 87 dc 7a 9c 4d 39 6b bc 78 ed 0b 34 f2 df 28 18 79 f9 fd 2f 3a 2d a6 22 56 8a 86 04 36 8e 11 c9 6c c4 ee a4 
53 e9 4e a3 fb 9d 2c 45 c7 38 44 63 01 de e9 f6 fb 2f 19 b6 90 fe fe ec d9 ad c6 e8 3b 56 e1 af ff de c7 f7 7f 27 2f 03 aa 9a 
49 71 62 02 d7 b8 c7 d7 b8 57 0d b9 57 03 d8 8e 6d 
Data Ascii: 6+|f9)#1{NdnjyJxu{Husm8ik.[n<M?,b"JCR$\TzG;"V9~QJ%i$g7h'W|vzM9kx4(y/:-"V6lSN,E8Dc/;V'/IqbWWm

2022-04-20 13:07:16 UTC 849 IN Data Raw: 58 62 8d 0a c5 03 6f 57 28 10 78 a7 42 81 c0 9b 15 0a 04 de ad 50 20 f0 56 85 02 81 ef f2 c0 d4 3b 2f 14 98 
7a bc 45 81 a9 47 5b 14 5f fa 70 8f e2 4b 1f ec 51 7c 69 bf 42 f1 a5 eb 15 0a 2c fd f3 85 02 4b 5f bf 50 60 e9 eb 1d 0a 2c 
7d b5 43 81 a5 9d 1d 0a 2c 6d ed 50 60 69 7b 87 02 4b fb db 14 58 ba be 4d 81 a5 9b 9b 14 58 ba b1 49 81 a5 fb 5b 14 
58 ba b7 45 81 a5 bf 5c ec 51 64 e9 d3 3d 8a 2c 7d be 47 91 a5 cf f6 28 b2 f4 db 36 45 96 7e dd a6 c8 d2 77 3b 14 59 fa 
76 87 22 4b ef f3 c8 d2 95 3d 8a 2c bd bd 47 91 a5 77 f6 28 c8 f6 ee 1e 05 d9 de db a3 20 db d7 9b 14 63 fb 6a 93 62 6c 
9f f1 18 db a7 3c c6 f6 d5 1b 05 d0 3e 7f a3 88 d4 de 16 45 a4 76 b7 28 22 f5 e1 26 45 a4 3e d8 a4 88 d4 fb 9b 14 91 fa f2 
8d 22 52 5f bc 51 44 ea bd 17 8a 48 5d 79 a5 88 d4 65 
Data Ascii: XboW(xBP V;/zEG[_pKQ|iB,K_P`,}C,mP`i{KXMXI[XE\Qd=,}G(6E~w;Yv"K=,Gw( cjbl<>Ev("&E>"R_QDH]ye

2022-04-20 13:07:16 UTC 850 IN Data Raw: 91 f6 05 36 e9 62 be b4 a0 e2 d4 6f 86 57 bb 66 be e4 26 bd da cd 38 f7 ee f7 bc fe 6a f7 a1 64 05 52 2a 6b 83 
14 16 86 85 d1 c2 30 c0 13 0f 88 3a 6b 92 2a 82 1f 46 5b 30 31 5d 4c ed 37 c3 62 07 4d 03 b3 6d 91 54 a6 f9 cf 4e d7 dd 
5c d3 d5 82 7a ff bf 9a ad dc 44 ea 9f 2a d1 63 46 f9 94 ca dc 85 7f ab ca 36 51 6a 10 c4 96 b5 d0 f6 71 e1 19 78 a3 05 
21 78 75 53 a1 ec ab 2a d7 92 8d c7 bf 54 99 da 47 ea 5b da 41 d0 52 00 12 e9 7f 8f 6b 5e ae 46 a0 05 2e 57 c4 65 86 c7 
b0 93 f9 98 b0 43 ee 9a e9 f3 a0 8e 94 fe 93 03 98 ed aa 32 92 1f 8f af 7c cf 4e b1 1a a6 4f 4e 55 97 9b ab eb 0e f4 7c b9 
e3 df ed d9 c2 64 7e 27 24 eb 8c 03 96 24 78 52 76 a2 10 04 81 c6 0e 01 8d 9d cf 4c a0 02 61 da 6e 58 b4 b5 13 b2 82 
08 81 ae e9 3a fd dd 2a db a9 66 4a bb 9f bd 35 3c ac 
Data Ascii: 6boWf&8jdR*k0:k*F[01]L7bMmTN\zD*cF6Qjqx!xuS*TG[ARk^F.WeC2|NONU|d~'$$xRvLanX:*fJ5<

2022-04-20 13:07:16 UTC 851 IN Data Raw: 14 da cf 2e 5c 36 e0 b4 2f 94 31 63 c6 25 9a 0c a5 30 0e e6 e3 98 a2 ff 60 a3 05 d5 6a 21 dd b2 fb c3 0c 54 50 
bd 4e a9 f1 30 51 a8 41 f1 09 d2 0f ae 87 26 90 78 e0 ad 5f ec 67 15 03 5a ff d2 e6 ec 36 39 0c 0c 00 dc fb dc 03 cb 17 96 
80 cb 34 35 b5 a8 f3 57 1e f6 12 fc 01 36 5c 54 5a ca 61 ce 63 ad 8e a5 ea 60 c6 98 bf 31 9b 30 fc b5 42 a1 c9 75 02 a2 
bd 91 5d 59 fe 93 ff fc 96 2d 2e ff 09 3b 9f 3b 6f c1 47 00 b1 03 7f 30 26 32 ab 53 02 e2 fc f2 df f6 86 4c 83 68 d6 0d e0 f7 
79 d3 1f 0e 56 e3 5f ff f5 ab 2b cd 17 fd 45 0c 6c 55 e7 1e 6d 3d e8 ae b0 5d fc f1 7c 91 ae 53 aa 23 e1 46 b7 d9 32 1c b6 
e3 c3 89 3b 41 a7 79 db 36 6c d6 b4 8d 1a db b6 0c 0f b8 e8 d0 9c e9 27 5b 8b 74 79 e2 93 61 4f d3 2e c1 1e df b6 3e 3e 
30 9f 72 55 a0 10 7b a3 b8 ba b4 6a 14 57 
Data Ascii: .\6/1c%0`j!TPN0QA&x_gZ6945W6\TZac`10Bu]Y-.;;oG0&2SLhyV_+ElUm=]|S#F2;Ay6l'[tyaO.>>0rU{jW

2022-04-20 13:07:16 UTC 853 IN Data Raw: 00 15 3f 01 ea d0 62 41 80 6d 68 b3 20 1b 69 54 e2 6d 70 84 5f 2f e4 4c 85 48 47 21 9f c2 39 6b 70 20 dd 32 
1b bf 42 72 94 98 60 44 ac 42 aa ed 9c 2c 03 51 14 7b 99 af 82 b6 d0 6b ef 54 60 8d 2f ad 99 40 3f c8 33 42 89 21 a2 61 
66 55 72 b9 ed 1d f8 fd f1 f1 84 85 cc 90 67 62 4e 3b 24 e8 8d 74 07 e0 ef 1e c1 df 0e d4 ca c1 89 07 74 e1 b3 75 bc c8 
00 19 d6 51 52 14 cc 5d e7 c1 29 aa 99 82 8c ba 55 91 0a 81 69 c9 fd 70 03 df 7a 37 8e 5c 66 8e 07 df 03 cd 10 c9 88 57 
33 1c 15 4e 76 87 60 3f 5a 4d b8 61 f1 4c 90 be 90 1a ad 60 2b 1a 61 12 75 a7 9b 64 b8 19 86 99 28 30 59 2c d0 69 d7 
16 a6 76 50 62 c6 1a 05 f1 13 a4 df 18 95 cd e2 58 65 00 5e e5 b7 97 90 8d be e5 49 d8 25 32 1a 3b 86 c7 7e 76 80 9b 
c6 7d 3d 1e 02 0b 7d 32 02 b6 1a f8 e8 fa 84 96 31 c2 3d 5b d9 
Data Ascii: ?bAmh iTmp_/LHG!9kp 2Br`DB,Q{kT`/@?3B!afUrgbN;$ttuQR])Uipz7\fW3Nv`?ZMaL`+aud(0Y,ivPbXe^I
%2;~v}=}21=[

Timestamp
kBytes
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2022-04-20 13:07:16 UTC 854 IN Data Raw: e8 f1 d6 18 53 95 5f 36 de e6 90 6e 44 5b fc 1e 4c e2 ad 17 78 f3 05 6c 3f 4d 10 8d 20 a3 27 40 46 ef 3f 07 19 
ca 03 19 8e ab c3 8f ab a3 83 0c 77 c3 21 90 e1 2a b9 af 4b 20 c3 41 90 e1 04 20 c3 d5 5c ed 7f 17 64 4c 1b 03 82 09 c7 
54 af 29 49 f9 32 f7 57 96 87 ee 08 8e da 6f b1 49 ab d0 d9 f7 3c c1 0f 38 7f bd 79 76 dc 91 dc 67 fd 7f 0d eb 5d f6 3d cf f1 
b7 5f fa 56 d7 9d 29 47 8b 56 9c 63 83 f1 26 0b bc cd 02 36 0a a3 bb 76 18 7d 01 96 ff cb 51 b2 47 21 48 00 6c a7 88 71 
b1 13 43 22 4b b1 25 fb 62 4b f6 ff 67 b0 d8 f8 7f 18 8b 4d 17 7f 8d 75 f1 17 7d d7 14 f1 d7 a0 0d ad f2 b9 22 a5 2e 8c 7f 
7a 48 24 e0 4f 22 86 2b c8 1c 7d 46 6a 5b 82 d4 8e 64 9b 11 f8 10 d7 52 43 87 34 01 24 c6 72 28 a5 04 1c f4 27 fc 8d cb 
0d 8f a5 bd aa 95 f9 4b 60 bb 6f 79 74 eb 30 
Data Ascii: S_6nD[Lxl?M '@F?w!*K A \dLT)I2WoI<8yvg]=_V)GVc&6v}QG!HlqC"K%bKgMu}".zH$O"+}Fj[dRC4$r('K`oyt0

2022-04-20 13:07:16 UTC 855 IN Data Raw: 3e 63 00 88 d2 cc 3a 46 73 c0 a5 44 c5 01 3a 37 c6 14 f3 ca 2e be 4d 76 f1 a3 b9 74 00 75 01 88 9e 48 07 30 
fe 65 a6 9f 02 d1 7e a0 03 28 a2 b4 1e 9e f0 4f 35 ef 8b 21 a1 ff 93 50 bf 3f ff 16 34 4b f2 a4 0f e0 95 af e0 15 d6 1a 25 40 
27 19 be b5 3e d3 52 5e 83 53 db 75 82 53 cf 36 c1 29 58 63 97 0c e6 01 92 04 06 f3 78 81 2b 8e 36 f0 0e 45 13 40 b0 f3 
de 41 38 b5 07 9c 25 9c 4e 77 c3 21 af 59 b2 86 a7 9f 21 6b f8 67 05 81 5e fe 25 c9 e1 89 37 f2 1e 11 98 0c 93 21 51 f0 
fc 33 01 4e a3 bb 40 95 e9 f6 30 2c b9 f1 b5 64 52 21 15 69 4f 17 ca bc 08 60 f4 32 a7 fd 7b a2 58 46 ad d1 f6 0e c9 00 9f 
b0 d0 c4 32 de 86 4b 62 19 dd dc 1c 45 23 2e 8a 65 dc 40 2c e3 29 b1 8c fb db 62 99 69 63 40 d2 0d 2d 58 c5 6b 4a 81 
01 bd 9b 09 44 28 9d 46 77 aa cc 24 2c ad 51 ef 51 
Data Ascii: >c:FsD:7.MvtuH0e~(O5!P?4K%@'>R^SuS6)Xcx+6E@A8%Nw!Y!kg^%7!Q3N@0,dR!iO`2{XF2KbE#
.e@,)bic@-XkJD(Fw$,QQ

2022-04-20 13:07:16 UTC 857 IN Data Raw: 75 05 3f 07 a3 51 ea 61 56 34 3c fb de 79 30 31 d1 8f dc 9b 70 fd f1 91 1a cb a5 53 87 d8 9e 30 98 73 b3 ec a4 
df 4f 0e 0c 20 45 0f 8c 3c 3b 3b c0 70 f2 07 46 91 ed 1e 18 4b ec e0 c0 58 66 87 07 c6 0a 3b 3a 30 56 d9 f1 81 b1 c6 f6 
0e 28 3e 3c fc cd 4f 32 6c 9b 68 5e d8 a7 66 7a fb 17 a0 96 60 93 c0 a3 fb 3c 5c 6f 8f 7c 6f 00 0b 45 37 0a 70 e3 a6 b1 d3 
a0 8b 22 5d 74 f0 13 e1 6a 09 ae b6 da 63 6f d4 eb 61 d4 0f b8 b3 0c 77 8e 7b 76 a3 ed d1 e5 8a ba 5c 28 ec d2 9d d5 68 
f7 6b 41 95 22 af 92 c7 21 55 c6 9d ce 2b bf c4 11 fd 3c 3b c1 0b 11 b1 f1 1f 03 2e 27 7c 33 06 90 25 2c ef 50 3a 5f 65 6d 
a9 59 c1 13 74 de 91 ae 60 3b 61 57 b0 f9 bc b7 12 2d 15 d1 e3 75 aa d9 23 7b 54 d6 de 64 a8 22 cc 20 f3 39 61 d4 d4 
53 96 23 ca e8 fb 5b 60 ee f8 fd 11 ed 94 d0 d6 d1 
Data Ascii: u?QaV4<y01pS0sO E<;;pFKXf;:0V(><O2lh^fz`<\o|oE7p"]tjcoaw{v\(hkA"!U+<;.'|3%,P:_emYt`;aW-u#{Td" 9aS#
[`

2022-04-20 13:07:16 UTC 858 IN Data Raw: 34 60 6a bc 30 be 0c c3 3e 8d 47 8c b3 97 60 2a 45 df 47 c3 e0 1e 3c 66 47 8c e1 47 07 c6 84 a9 b3 b8 89 d4 
23 83 57 a3 c6 d4 31 1d db da 70 6d 2b ed 64 0c 8f 0a 82 a5 4e 44 72 e0 e0 27 41 65 de 1d 17 46 62 48 07 24 69 18 89 
1d 03 d1 00 f3 35 00 ea 92 cf dc cf 90 75 29 5c b9 04 40 5d 9d a6 11 42 cd 5e 44 3e e0 a1 7c 00 af bf 58 fa fc 58 7c 22 
54 3c 27 0a 8e ec 21 04 f5 03 31 81 c8 33 e4 da 51 35 dc 6c df 51 fc d8 1f 2e fc d9 70 0d 67 c2 f0 75 00 27 e8 7d b9 89 
4c 65 6d e1 8c 08 e3 87 3c 11 45 5c 5d 77 82 31 9a a9 ae 45 93 05 63 b8 9a a6 ca 10 d1 db 4e 6c 2d 98 55 28 f8 78 a7 
11 86 22 42 23 eb d9 49 bb fe f7 3f 4a 51 44 ea db 2c d8 a2 f0 5d e8 54 42 2b 2d 1a 0b cc 5a d8 5e 02 d4 ba a1 cd bf 3d 
11 56 1c e1 53 f9 1b 52 19 72 ea a3 77 69 e2 99 4f 31 59 7e 6d 
Data Ascii: 4`j0>G`*EG<fGG#W1pm+dNDr'AeFbH$i5u)\@]B^D>|XX|"T<'!13Q5lQ.pgu'}Lem<E\]w1EcNl-U(x"B#I?JQD
,]TB+-Z^=VSRrwiO1Y~m

2022-04-20 13:07:16 UTC 859 IN Data Raw: 69 9a 2c c8 32 97 72 c5 e5 24 45 34 3d 29 24 6a a0 e9 51 31 51 f5 4c 8f 96 26 56 00 24 ac 90 c8 bd 50 5c 8d 
d0 01 bf 4b fc 9f 24 12 ff c9 7a e9 df 54 4b b7 09 82 b4 00 82 b4 73 11 b5 34 dc 08 a9 a5 e1 3a a2 96 86 3b 89 6a e9 b6 
00 2f 9d 38 7f f0 db d9 34 77 13 c2 f2 7d 1e 7f 2f 1e a3 af 1d ca 84 e4 cb 14 48 52 6e c3 c3 a8 59 b9 e9 61 d4 76 66 67 db 
1c 3b 94 6d f3 d9 66 3e 25 dd 2c 79 18 a0 68 d1 cd 76 4a 70 ba ea 94 19 0b 2f d2 de c7 87 af e5 d1 dc 25 51 53 0d 45 4d 
a8 fe f5 36 5c 1c 55 ce e0 39 72 3a 31 51 13 e7 51 dc 5c 52 30 b7 59 a1 f7 b4 a1 8e 3a 53 86 ea eb 43 f5 63 43 dd 63 ef 
fb 03 18 aa 77 64 2c ca b1 fa c1 58 45 f6 cf 2f da 60 b9 24 ab 9e 30 ab 52 92 35 fe 64 56 a7 0d b5 a9 0f b5 19 1b ea b1 
18 aa af 0d b5 19 0c b5 19 9b 56 2e 2f 6b 26 8c 54 06 
Data Ascii: i,2r$E4=)$jQ1QL&V$P\K$zTKs4:;j/84w}/HRnYavfg;mf>%,yhvJp/%QSEM6\U9r:1QQ\R0Y:SCcCcwd,XE/`$
0R5dVV./k&T

2022-04-20 13:07:16 UTC 860 IN Data Raw: 6e db 3b 83 19 3f e9 8d 1a b5 06 10 f4 28 a4 6d 74 9f 7a 2d cf 65 0b b6 05 3b 67 61 d8 78 f3 30 fe 8d da d6 a5 
20 87 20 40 05 46 d1 ca 13 5e 6e c1 0b c5 eb 81 47 e0 2f ce 2d 2a 3b f9 af 5f f3 a6 76 b1 67 4b d4 e0 cb d3 f7 25 f4 ed 7e 
c2 b7 63 20 9a d1 16 76 0c 04 33 2e 62 11 5f 8b 77 8f 0e 60 41 65 a8 63 78 69 06 46 9c e6 b4 6a ae e4 fc b8 3c 0e 32 22 
da e6 e5 f1 bd f3 90 7d b1 f9 e2 5a 5c 33 8b e1 91 4b ce b7 6f 99 d2 a4 24 df bc f0 94 c3 97 a7 a5 c4 92 12 a0 a6 52 86 
45 01 ac be 99 a9 5f a9 20 2e d3 b7 37 24 cb 78 1c ca 38 e8 b8 99 25 56 bb 30 ab b5 74 94 f3 c7 fa d9 2d 38 27 c8 a5 cb 
88 26 03 e0 1b 04 aa b0 82 a0 e6 e2 46 d6 17 34 93 88 dd 33 16 25 f0 6e 18 42 0d c3 db 98 81 ba b8 d5 c9 da 78 46 74 
92 94 e7 09 30 9f 73 9c 97 e1 eb a3 d7 13 15 1b 89 6d 
Data Ascii: n;?(mtz-e;gax0  @F^nG/-*;_vgK%~c v3.b_w`AecxiFj<2"}Z\3Ko$RE_ .7$x8%V0t-8'&F43%nBxFt0sm

2022-04-20 13:07:16 UTC 862 IN Data Raw: 56 c8 b6 b3 3f e1 13 c9 a9 b2 8d f1 88 ed ec 71 c3 74 26 ea e9 b0 96 96 92 0b 87 36 1e af 07 ab 70 05 f5 a4 
44 29 fb 06 bb b2 5b 23 c3 2d 51 c1 c9 5a a4 79 b1 b5 5a 3f 0f 79 0d 86 dd b4 ea b2 27 9f d7 53 3d d7 23 d7 ed c8 75 33 
72 5d e6 d7 1d 58 1c 58 f8 4c 29 36 99 fc f5 99 ec e1 28 3c 42 bf 8f 2d 1d d3 c7 65 95 37 77 1b c4 a8 f0 81 5b 30 6f a6 2d 
a7 74 13 90 69 78 3e 53 fb 27 fb 57 fb 9b 47 a9 45 f3 8b a5 21 a1 8c 85 90 06 13 21 bc e3 59 1d c0 2c 7e fd 2a 9c 0b 57 
8b f0 7b 71 f7 22 5d b9 48 a7 ce ed e5 aa 65 a7 28 85 a5 c3 97 c0 c9 6e e3 3b b1 9d d5 40 1d 00 6f 2d 5b d8 c5 dd eb 66 
2d d2 c2 92 2d 1e 6b 1f 1f a2 e2 a0 70 b2 b6 eb 44 2a 3e d6 44 c5 ad 96 aa 78 e0 16 07 a7 91 7a 5b 2d 51 af dc 08 5e dd 
cd 5d 55 97 22 15 cb fc cd f2 db 96 33 00 bb 9a 75 23 
Data Ascii: V?qt&6pD)[#-QZyZ?y'S=#u3r]XXL)6(<B-e7w[0o-tix>S'WGE!!Y,~*W{q"]He(n;@o-[f--kpD*>Dxz[-Q^]U"3u#

2022-04-20 13:07:16 UTC 863 IN Data Raw: 04 cd 11 58 64 94 24 9d 6f 21 ce d3 14 62 9f 82 9b 87 56 ab a8 64 75 1c c5 cb 1e 2c 3f 6d 07 b9 a3 16 62 23 
8f ce ad e5 47 d6 2d 18 b5 00 08 41 5b 84 09 e1 71 93 a2 8a 02 6d 07 36 36 be 24 00 e4 90 08 08 85 ee 10 28 08 dd e9 
c5 ea b8 b1 3b 01 69 11 08 1a 63 ad ea 1a 00 54 93 b5 14 3d 13 d7 fe 3f b5 93 2c d7 15 3e 94 b0 b4 35 a2 78 d8 82 ed 
d1 0c 01 a5 b0 80 5e da a1 fd 04 db 09 01 13 ad af a7 89 1d 79 1a 51 3b a3 12 38 d4 b3 87 96 34 db b7 52 46 58 c4 ef d4 
89 75 d6 2c f1 9f a2 55 1a 3e 1e 4e 45 1f 70 8c e6 47 44 36 ba 6c 80 0e 6d b5 96 64 e2 90 1a f0 78 a2 b5 c6 60 38 5a 20 
c3 58 c0 73 56 c7 43 cb 3c 47 8a fe 48 39 4f 20 6d 85 ad e5 d0 a1 12 6d 1c cc 5c 4c 1e d3 0f 6b 5d ad 2c f0 fd 30 c9 a6 
64 3f 37 80 e8 3c 3d 3b db ae a4 4c 61 ce e7 6d a4 2b 3a d9 20 
Data Ascii: Xd$o!bVdu,?mb#G-A[qm66$(;icT=?,>5x^yQ;84RFXu,U>NEpGD6lmdx`8Z XsVC<GH9O mm\Lk],0d?7<=;Lam
+: 

2022-04-20 13:07:16 UTC 864 IN Data Raw: 6c 74 24 a6 b5 24 a7 d3 49 c2 b3 0e ef c7 85 03 54 4d 93 38 dc 47 e7 ec ec 16 6a 4c 3c d3 fd 96 fa 2b f5 cd 
83 cf e6 5f b0 61 8b c4 df dc b4 d5 01 82 c2 16 64 d9 bd f3 90 21 17 23 a2 09 85 d5 a1 43 6a 16 3e 9d 88 88 c4 44 3a 48 
95 44 26 d2 c9 f0 6f 4f a0 36 b5 41 86 e9 90 47 45 87 3c 4a f3 3e e0 93 1f 9d 34 d9 be 3a e8 6d 45 16 db f2 51 09 55 c1 
2d fc 34 69 f7 84 df 49 76 dc ea eb d1 6b 12 7b d8 48 75 c6 29 23 d5 6e a4 58 87 7f 55 1d 8d c1 ad 8b 74 87 39 ac 86 86 
da fc 1b dd 0d 20 85 2f 4e d3 ef 55 df a8 33 94 df 32 52 a0 a2 45 a2 08 d1 eb 61 f2 29 d6 11 5b 2e 63 9c 9d c2 24 f8 38 
c1 5e b6 0a ac 7d 89 8c 52 60 b2 4e f1 81 b7 f1 25 e5 00 df 99 1a 3a a9 4c e9 9c 6e 65 66 ec 31 98 1e 8d fe 76 12 e9 6f 
d8 fd 7c 0d fb 36 1a e3 a0 55 8d 2b 0d 5e 50 7f e5 08 5b 
Data Ascii: lt$$ITM8GjL<+_ad!#Cj>D:HD&oO6AGE<J>4:mEQU-4iIvk{Hu)#nXUt9 /NU32REa)[.c$8^}R`N%:Lnef1vo|6
U+^P[

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 865 IN Data Raw: 3a ff ec 8f 24 cb 18 37 b0 11 73 37 92 ac e2 27 86 5b 8a af ab 87 3a 2d f4 51 76 51 67 44 36 29 cc ca ff a7 fd 
97 51 c1 32 ab 6f 0e 18 f2 d3 01 07 6d 42 f4 50 1c f4 da 6d 6f 20 a5 85 49 10 e3 a8 9e 10 2f 24 7a 47 ed ef a3 3a 09 f8 ef 
80 a5 b0 f2 a2 0e 93 4f 22 6f 85 5b b1 5a be aa fc 64 5b b4 11 ed 3c 6e 44 3b af ed a9 a3 76 12 66 8b f5 de 26 98 aa 80 
ee 33 d9 e7 cb da 45 b2 f2 3b b0 50 bc 52 50 bf 03 10 fd 14 aa 8d 04 34 6c ee bc 0a 18 f4 6c cb 69 76 93 96 f1 35 17 89 
30 a5 6c a0 02 60 bd 13 d8 77 22 87 c5 ef 29 37 8d dd 90 13 88 70 0c dc 95 de 5c 67 96 66 05 79 ab 1a fd 0c 35 6a 08 
7d df 4f d9 aa 11 35 b2 01 94 55 43 5f 50 b2 53 9b 6e 49 e5 e4 b9 7a 13 05 8d f2 b7 18 f0 c8 0a bd f2 46 20 f0 91 25 df 39 
36 df 27 c2 2f 50 3a 9c 08 47 16 ed 0b 3a e6 bb 6f 
Data Ascii: :$7s7'[:-QvQgD6)Q2omBPmo I/$zG:O"o[Zd[<nD;vf&3E;PRP4lliv50l`w")7p\gfy5j}O5UC_PSnIzF %96'/P:G:o

2022-04-20 13:07:16 UTC 867 IN Data Raw: d7 9f ba 71 4b 5c 4c b2 b3 55 f2 b3 63 8c 8e 84 b3 0d ac 88 f4 db 4e fb 62 ba 60 73 fa 9c c3 05 90 5f 46 4d 3c 
fe f5 04 a4 af 7c f2 b5 a9 0c cb 03 55 73 9c ee b0 fc 2a 6c dd 0d e9 21 a2 d7 86 c3 d9 ea f6 9c 16 6e 13 01 64 58 31 f7 77 
4d 55 7e 6e b4 db 0b 40 99 7b 9d fe 68 c1 aa 5b 68 8c 54 03 0e 64 81 42 88 42 ed 2f e5 a7 34 06 79 93 04 31 1e 18 40 
3c 8f b0 5b 70 17 d4 be e5 d1 b8 4a 76 d7 b1 5e f8 0b 65 9f 8c 60 05 be be 49 94 21 4c d6 36 e5 28 85 fd 53 28 2e e9 6d 
e9 cb 86 c3 05 8b ef 6a ab eb 12 7c b1 44 87 00 4c c7 6d d8 e0 b0 79 00 c6 b9 12 c6 a1 17 b7 42 10 2e 5e fe d4 7c 25 c8 
75 db e5 05 5d 1d da b0 09 6f 3c 56 e6 be 23 f0 19 a8 11 26 db 9c b4 d8 f9 b0 49 8f 30 d8 41 e4 66 c3 46 e8 8b 13 b0 dd 
65 96 38 eb 28 e4 34 75 98 80 c2 eb ed 6e 02 74 e6 3c 
Data Ascii: qK\LUcNb`s_FM<|Us*l!ndX1wMU~n@{h[hTdBB/4y1@<[pJv^e`I!L6(S(.mj|DLmyB.^|%u]o<V#&I0AfFe8(4unt<

2022-04-20 13:07:16 UTC 868 IN Data Raw: 19 0d 8a a1 13 8f da 9f c3 59 1a 94 d9 4a 06 03 ba 8a 8b 2f 2b c0 af 66 32 3f ef 78 9c 00 1e 94 a0 e3 b0 77 f7 
d9 70 49 57 71 97 5e 5f 47 6b 33 58 08 f3 3d 6f 60 f2 d3 02 fc cd b3 22 fc 2d b0 25 f8 bb c2 96 e1 ef 2a 5b 81 bf eb 6c d5 
28 e4 57 58 1e aa 16 8a c0 03 1b 85 e2 32 00 1c 28 e0 26 b4 29 ae b2 3c 34 2a ae b1 3c b4 2a ae b3 3c 34 5b ca 4d 58 
85 bf 00 bb 2f 42 67 45 f8 5b c4 ee 81 8d 5e 86 df cb d0 3d de 5f a5 bf 6b 06 4a de f0 25 f9 55 ae 91 f3 a3 c2 b7 cc 7b eb 
3a a4 8f 73 50 3e 1c 8d 07 db fc ff b8 7b d3 ae 36 92 a4 6d f8 3b bf 42 d4 d3 87 ae 1a 12 59 0b c6 b6 d4 ba 75 63 56 b1 
37 8b 6d 4c f3 f4 a9 4d 25 81 16 d0 c2 62 d0 7f 7f 63 c9 cc ca 5a 84 dd 33 f3 7c 79 e7 4c 1b 55 55 ee 4b 64 44 64 c4 15 
9a e7 65 df 87 84 d7 83 42 77 ef 27 bc 1e 22 61 1d 
Data Ascii: YJ/+f2?xwpIWq^_Gk3X=o`"-%*[l(WX2(&)<4*<*<4[MX/BgE[^=_kJ%U{:sP>{6m;BYucV7mLM%bcZ3|yLUUKdD
deBw'"a

2022-04-20 13:07:16 UTC 869 IN Data Raw: d2 cf 53 45 e5 71 b5 61 da c0 44 ed 53 11 12 9e e2 ef ca 36 ec bb ab c2 2a c8 bf 46 b6 ed 38 f9 ba d4 0e 1e 
bb 29 8c f9 13 b7 a1 10 3b 7b df 6f 7e 10 06 28 7d f8 96 6c f0 10 c3 05 20 b3 db 2b 8b 9b 13 a7 de 33 67 35 09 4e 27 f9 
63 d2 a3 f6 a5 8d 01 a3 76 71 49 45 bf 17 ba 23 0d 72 2f 3b 0a 73 39 17 79 6e a1 f7 8b 1c 8e d2 5b 32 bf a0 19 95 65 ab 
d0 9f a2 b3 95 7a 81 a8 72 77 a8 d0 d4 af 76 e0 0d 73 08 0c 6b 27 5f 77 e0 b5 64 f5 ad 65 a9 04 92 0e ce c5 2e 33 08 0e 
33 40 89 26 6e 26 d6 38 62 21 0c e4 40 58 67 30 30 77 7c 79 89 c5 92 2d 4b a1 8b ed 70 a1 44 27 19 c4 10 19 ee f5 69 
d0 1d d2 79 89 cc be 90 6f 29 04 a6 7e 9b e3 27 0a b2 cc e4 41 5d b8 90 a2 5a 79 1c 0d 93 34 04 5a e6 1a b0 c1 bc 55 
2c bc 21 9b e2 0e a2 5f 7d 5b 2e fc 3b 5f 62 eb 24 ba 3b 4d 17 
Data Ascii: SEqaDS6*F8);{o~(}l +3g5N'cvqIE#r/;s9yn[2ezrwvsk'_wde.33@&n&8b!@Xg00w|y-KpD'iyo)~'A]Zy4ZU,!_}[.;_b$
;M

2022-04-20 13:07:16 UTC 871 IN Data Raw: 11 4f cc 83 3b 56 96 41 e3 09 da be 76 07 44 da 54 62 32 7b 2d dc 01 7f 3b c4 19 aa d9 5c fe 26 be a6 5d 36 
72 07 e3 2e 0e 38 83 c8 f3 a4 c2 22 51 05 b0 f5 ec 34 86 32 fc 49 9b 6c 9e 51 ec a8 54 81 c0 af 83 06 ac 43 44 f3 40 73 
fb 84 01 99 d4 58 70 ab 12 45 73 77 14 71 d6 66 c2 a6 39 6f b1 b0 ee a1 5f 02 f2 6e ee 6d 58 18 0e a0 e3 88 35 52 80 d6 
f6 ba 7e 77 a2 cc 76 71 9e 17 68 c3 bd ff f0 11 b7 5a df c6 50 30 b0 de 2a 5b 55 5a ff 30 2b 70 ac e3 fe 46 69 a5 5f 87 43 
ff 44 59 85 4a de a1 de d7 5c 83 69 73 42 4d df 40 ce 9a cc f7 c2 41 90 b9 c4 1a b1 b9 46 66 dd 43 43 76 1b 32 c2 98 79 
3c ec 4a ab 82 93 39 57 e8 f9 a3 49 31 30 f0 1a 7a dd 53 20 2e 33 f1 1e 03 5a 43 c3 bd 84 e1 1e b6 56 95 40 51 89 c4 24 
a5 17 e0 15 e9 16 0f 70 77 98 c9 e1 15 32 ba 3c 71 82 
Data Ascii: O;VAvDTb2{-;\&]6r.8"Q42IlQTCD@sXpEswqf9o_nmX5R~wvqhZP0*[UZ0+pFi_CDYJ\isBM@AFfC
Cv2y<J9WI10zS .3ZCV@Q$pw2<q

2022-04-20 13:07:16 UTC 872 IN Data Raw: 4c 6a a3 fc f7 94 5a da 26 ce 1b be 0f 1f e2 0c 3c 2b 1b 9a d1 87 3c 67 b0 fe c6 ed bc 66 7d 8c f3 7d e0 ee a6 
6c 96 8c b4 9f e2 b4 3c 45 87 b1 d5 24 87 f0 db 9c 86 e7 c3 b3 ce 74 12 c0 f6 37 b2 7e 2c 89 05 9d f7 53 3a ef 3e 08 c0 
67 24 4f 1c 27 32 c5 ab e7 3d 4c 9a dc d3 8f 39 b6 21 8f dd 60 82 51 13 6f 24 0e 51 d8 8d 3a 13 bc c9 e1 67 8a 3f 73 8a 
8a 65 17 51 38 1f 7f f1 9a 9d 58 b7 b3 8e 7b 17 da 5c 81 d4 be d1 03 a2 c0 cb 7a 94 b6 9a 9e f0 7d 5c 9f ba 4d d7 6f f0 
16 dd c9 34 61 6f 3c cc b9 5c 7d a1 8a 6a 71 9d 82 ab a8 19 d5 09 5d 72 2d 59 d1 2c 55 c9 5c 8b cf c5 45 a5 94 e6 4e c2 
18 d1 0f f9 52 f6 11 07 93 7e c9 d7 71 17 e1 4b 5c 29 cd d0 53 39 c3 e4 4b 9c 22 a9 88 bc 61 55 40 fd e9 97 2c 0a 1f f5 
95 1a e3 59 64 f9 41 b4 d0 56 bc d9 4c fc c8 26 e8 24 
Data Ascii: LjZ&<+<gf}}l<E$t7~,S:>g$O'2=L9!`Qo$Q:g?seQ8X{\z}\Mo4ao<\}jq]r-Y,U\ENR~qK\)S9K"aU@,YdAVL&$

2022-04-20 13:07:16 UTC 873 IN Data Raw: 9e 7a de 45 50 8d 05 cf 18 b9 9e 78 f9 73 bf e6 cd 14 22 31 47 be fa f5 43 71 4f 33 11 5f ff b3 00 28 46 1c 90 f2 
cf e3 80 ec a5 76 f2 bc 90 e2 3a ac 80 82 3f de ff 69 d7 d6 65 a0 1a dd b1 f5 5e 82 3b 3a 48 ef 98 0c 69 f5 7f 42 5a e7 d0 
c8 39 14 75 2e e9 cc 27 94 a9 38 50 8a 8a f7 b4 45 7f 64 18 fa 27 e3 8a 61 44 31 19 7a f4 d6 a9 1f b9 ae 79 f3 cb 48 86 
8b 3e de 32 9a 2e f9 c1 76 9d e1 39 11 6a 8f a0 03 ca 1f 39 8e 22 11 de 03 22 bc b7 8d 03 13 18 ea 36 65 f8 7f 28 19 d8 
b7 82 c8 43 9e 9c 09 5e dc 47 e0 ed c5 4e fb f5 15 75 a1 65 06 60 ea 8e b7 06 c8 23 cc 25 ef 3d 82 6e 18 87 93 4c 3a a5 
ff d8 a0 7b 61 65 31 ab 0b c4 b7 d2 00 4d dd 74 9d df 66 02 a2 6c 0b 97 1b 72 7e 9b 0f 6a 81 f1 b9 04 42 d8 02 ad ff e6 
b9 6c ee 9c 80 61 63 d3 b5 48 e1 2e 2c 2d 79 af 
Data Ascii: zEPxs"1GCqO3_(Fv:?ie^;:HiBZ9u.'8PEd'aD1zyH>2.v9j9""6e(C^GNue`#%=nL:{ae1Mtflr~jBlacH.,-y

2022-04-20 13:07:16 UTC 874 IN Data Raw: 85 ed 5e f9 88 70 1a cb 48 ca f2 d4 ab 64 0e 74 10 77 ae bc d4 ec b3 92 50 61 e8 e4 54 e9 36 11 19 cd 9d 89 
df b2 96 89 68 27 97 28 4e 46 b7 f6 9b 2c a3 16 a8 c6 eb 1a ff 69 f8 a9 21 a1 f1 9d 73 43 e9 56 94 8e 89 e7 5a 46 16 91 
7e 6f 49 34 68 49 03 fc 4a 0e b1 7b e9 d4 94 7b 6e 50 79 83 6a dd f8 06 43 1d 54 d4 11 09 af 1b 57 d5 6b 11 26 f3 ce 67 
10 83 ca 2f 33 88 4f b7 24 b5 62 dc 64 6f 7e 3c 6a 17 e3 26 7b 66 3c 6a 1d bd 99 f4 0e 9a c3 3c 51 1c 26 c6 71 3e fe 19 
87 59 0f 52 cb f9 90 81 66 7e 7a ca 10 b5 9d b7 7b 13 11 d2 5e 30 1c 5a 18 bf 09 c9 f3 a8 16 26 37 36 bd 53 0e 7a be 69 
68 01 43 f9 bd 9c 0a d5 15 71 7a 24 82 6a ef 47 4d 3f 81 95 d5 d6 5b 18 b5 89 ed 8a f8 0e c7 48 fb 97 7b ab 36 2f 41 e0 
f8 39 61 5b a4 9b 51 c3 22 cb 31 ba 55 93 de 9c 56 d2 19 
Data Ascii: ^pHdtwPaT6h'(NF,i!sCVZF~oI4hIJ{{nPyjCTWk&g/3O$bdo~<j&{f<j<Q&q>YRf~z{^0Z&76SzihCqz$jGM?[H
{6/A9a[Q"1UV

2022-04-20 13:07:16 UTC 876 IN Data Raw: 50 c3 da 7b b3 96 6d a8 65 9b 6a e9 c5 b5 c0 39 fd 56 9e 1b 82 a2 c5 3c 03 99 67 0d 76 92 b8 7b 33 d3 26 64 
da a4 4c 77 32 53 75 eb fd 4c 0c 33 93 4e 3e 6d 33 71 ff 66 69 3d c2 b8 c5 d2 ee 65 69 a5 99 18 e5 66 81 29 86 c4 53 4a 
3c 92 89 61 c3 cf c4 24 23 e2 ca 85 80 cb 58 8c e7 14 16 21 96 ae 72 1d 1d 73 79 04 ac a4 a1 de 67 62 fa 46 de 8e 4a 
37 8d f3 76 8c bc 8f d9 56 6d c4 ad 7a 78 a3 e4 0d 55 ca 83 2a 79 c1 78 a9 20 92 32 e3 0d e7 d6 23 81 d1 16 c9 57 68 43 
47 59 36 03 43 a4 3e a9 28 01 a8 42 08 1a 1b 88 de 27 d2 c1 f6 0c 2f 3f cd 2f 10 87 e1 26 22 37 86 69 f6 c2 d6 e9 05 99 
32 f9 e4 7d 95 bc c8 95 36 28 33 58 26 f3 08 7e 3b 24 b1 99 70 13 46 b9 82 d8 cb ac ee d2 8d ba be 4f 8f a5 71 8a 96 cb 
7c fc a2 5f 0c 86 83 b0 1e bf 72 38 0a 05 5e a8 7b 57 18 12 
Data Ascii: P{mej9V<gv{3&dLw2SuL3N>m3qfi=eif)SJ<a$#X!rsygbFJ7vVmzxU*yx 2#WhCGY6C>(B'/?/&"7i2}6(3X&~;
$pFOq|_r8^{W

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 877 IN Data Raw: 26 ad e7 08 cd 43 a0 63 04 66 75 d4 26 29 53 07 b2 8d f7 4b cd 78 30 37 75 c4 9b 5a 7d 6a dc 12 d7 a3 b3 b1 
01 af 8c 61 9a 7a 3f 44 88 41 56 f8 30 f7 6e cc 8e 6c fa d9 38 57 26 d4 27 b2 52 96 88 2b 17 b1 d4 f9 d2 3c 01 ce b4 e1 
b0 5f 15 f4 fc 39 97 78 dc 50 80 35 f7 97 47 50 e3 25 eb fa 80 d7 5b 2c 03 81 91 5c 66 1b d9 81 a8 f1 99 96 01 ee 48 54 
45 67 af 0f 14 da 48 53 b2 32 15 e2 99 24 c7 ea d4 36 64 f6 11 1a 0b f7 1b d1 c4 be 8a 44 e7 3a e7 1e 42 17 b4 50 ae 6d 
aa 5c 18 ac 7d 84 41 46 f2 04 91 2a 39 d0 10 f9 eb 70 b9 a2 ff 46 c9 58 58 f1 32 68 62 79 fc b7 42 7f 5f e4 1e a9 51 02 96 
69 f5 76 a1 c4 fc ee a8 5d a3 2c f4 34 ab bd 99 cd 60 20 d7 44 5c 06 1f 4b c6 f3 7e 60 3e d1 8d 24 d5 31 0a dd f1 70 e0 
60 9d d5 5f af 2a 96 14 42 2e 76 4e 31 1a 0c 29 b7 94 
Data Ascii: &Ccfu&)SKx07uZ}jaz?DAV0nl8W&'R+<_9xP5GP%[,\fHTEgHS2$6dD:BPm\}AF*9pFXX2hbyB_Qiv],4` D\K~`
>$1p`_*B.vN1)

2022-04-20 13:07:16 UTC 878 IN Data Raw: cc 74 f0 ed 21 7c 03 b6 e7 38 6b f2 b0 68 fa b1 7a a2 e5 ba a4 1d c0 07 e5 92 28 0f e9 ee be 6d 3d 9e 3f 7c f2 
7c 38 b5 ee f6 c2 fd 0f 40 22 c4 7e 45 7f 1c fe f8 e2 ae b7 11 0e fa 69 1c 74 3d 4b 5c 9d ee c3 51 fe a7 91 df bd 39 0c 76 
21 c5 f7 4f 7f 3e 6f 85 90 fd d4 f8 38 38 0e ca 3f b0 f0 5e d0 7b b8 c7 c2 cf 8c af e7 8f de 51 1b bf ee 1c 9e dc 97 03 b9 a4 
0e 2a 6f 4d 24 03 dc e2 69 cd d1 ab 2e 26 dd 1e 14 7b 3e ef 12 b7 8c 16 37 1e 5b d0 8b 2f 73 ee 6b 6c 4f 43 84 10 70 87 
c7 c0 1d 64 90 45 20 9f 7e 46 af 1d 03 01 33 80 48 c9 c1 a8 ae a8 c1 93 3b 46 33 df 70 74 9e b3 40 ce b8 16 84 e3 a1 a9 
d6 05 1d 79 33 71 98 77 84 7f 05 96 66 0e f0 ed 37 ba 7c 73 93 fc b5 97 a3 e1 f2 53 e8 b5 71 c3 83 99 c3 d0 c2 19 38 16 
25 09 1e 33 c2 b1 16 77 52 00 d5 89 a2 90 07 
Data Ascii: t!|8khz(m=?||8@"~Eit=K\Q9v!O>o88?^{Q*oM$i.&{>7[/sklOCpdE ~F3H;F3pt@y3qwf7|sSq8%3wR

2022-04-20 13:07:16 UTC 880 IN Data Raw: 5f f2 35 23 e9 76 6f 1b e6 50 d7 6f 8b 07 39 06 92 a4 c6 bd 2d 7e 8b d2 cc 2b 2d 49 19 6d d9 6b 18 d7 db 9e 
8a 1c be a3 f6 cf 61 c3 23 80 ae f3 ce bc d9 8c a0 65 c1 d4 37 58 71 53 4e f9 c2 e6 25 bb 68 a1 cb c1 ac d0 0b 05 5a d5 
ca 01 6b fe 07 05 ee c4 05 62 69 fb 73 fd a2 7f a9 b4 c3 64 69 ad b9 4b b7 53 ec 05 98 62 37 2f 85 da 79 64 e5 82 a9 de 
80 a5 be 3a be 0b 47 ec e3 d8 0d 90 a1 93 04 02 63 da 8d c3 91 62 f3 78 97 23 e6 34 52 38 fd 06 9b 81 2f 1f 18 4d 56 bf 
df 5b b6 ae 2d b9 bb be a6 3d 6b c9 
Data Ascii: _5#voPo9-~+-Imka#e7XqSN%hZkbisdiKSb7/yd:Gcbx#4R8/MV[-=k

2022-04-20 13:07:16 UTC 880 IN Data Raw: 06 a7 85 d7 07 88 94 35 71 23 96 e8 44 59 47 00 2e b0 8e c3 75 9a 2b 65 f4 4c fe 96 30 08 5a f7 32 64 b6 2f 
bd 3d ad b8 37 18 ea cd ed 91 df 5b c1 0b c3 41 21 24 7b 57 8c 2c a8 48 6e 1f 32 ac 73 92 2d f9 91 d1 f8 91 2e 7e ab 88 
75 8f 19 d2 2f e9 ad a4 cc 9b 24 f9 47 01 58 fd f6 9a 6e 2d 36 9e 22 db 66 20 b4 40 aa 09 56 81 59 b4 af a1 7b 0b 9c 93 
f8 9e 1c 99 83 83 4c bf 52 3a 97 58 0e 1b 03 6f 19 de f5 dc 09 ec e8 7e 51 f7 9a bb 31 1c 59 5a 6f a2 95 30 86 e9 1d 50 
32 ec e1 f7 8a 38 38 70 ea df 4d 5a 29 07 29 57 ca 24 55 10 dd 7c 61 3c 5f 66 85 e9 de 8b 38 77 74 3a 30 23 36 29 85 1b 
48 f6 83 20 57 a6 e5 73 86 f8 df a6 c5 20 c6 a6 27 3c 9e 22 df 22 a0 33 35 75 7e 70 94 6e 51 6e 28 3c 71 0e 7b 7d 28 35 
48 22 69 c7 e0 43 82 38 56 f6 6f 68 c6 c8 36 3d 4e ed b7 
Data Ascii: 5q#DYG.u+eL0Z2d/=7[A!${W,Hn2s-.~u/$GXn-6"f @VY{LR:Xo~Q1YZo0P288pMZ))W$U|a<_f8wt:0#6)H Ws 
'<""35u~pnQn(<q{}(5H"iC8Voh6=N

2022-04-20 13:07:16 UTC 881 IN Data Raw: 56 d9 79 72 5e 9e 4b 29 04 9f 40 dd b8 c5 57 f1 eb 37 f9 d7 e4 63 6a 8e 77 31 f7 76 57 76 7c 03 7e 2b 11 71 
e4 6b ed 96 d4 4a 4a f5 e4 7d a7 e1 4d 6c b5 0a d5 05 9e e9 56 10 ab 2f 2f db 0d 2e 66 ff bb 76 44 28 4a ad e5 66 76 0d 
ed 1e d9 f3 ad ee db b1 5b e9 4c 03 b9 3d f0 48 b7 18 ee 1c ed 38 95 3c ab db e0 27 5b 20 2d 09 7c dd 8e 2f 46 da c3 44 
d2 1b 36 73 28 1e aa a4 6e 94 f8 fe 4d fa b1 ba 91 4a f0 7c 93 48 b0 ef 69 b5 eb 65 97 11 cd 65 43 d7 25 22 fc 30 94 2d 
3e b7 65 32 a7 be c0 64 d6 cd 9f cb 5b 26 4f 7b a4 18 12 32 a9 44 47 53 d8 58 9e 6f cc c7 f7 6e 43 be 44 43 7b 53 f9 db 
ef 18 5d 77 6f 13 4d 3f 96 d5 4f 5c 23 8d 67 58 59 48 64 17 5a 07 17 fb b8 8a b3 f3 19 62 b2 48 cd d5 4d 47 39 f8 55 94 7f 
df 44 8e 70 df a8 e4 1b c7 0a 79 b0 ab da 59 46 0e ce 
Data Ascii: Vyr^K)@W7cjw1vWv|~+qkJJ}MlV//.fvD(Jfv[L=H8<'[ -|/FD6s(nMJ|HieeC%"0->e2d[&O{2DGSXonCDC{S]woM?
O\#gXYHdZbHMG9UDpyYF

2022-04-20 13:07:16 UTC 882 IN Data Raw: 2d da 6e dc 51 aa 76 e3 90 cc ac 4b 08 7e 73 27 2b 69 63 79 52 81 b0 53 a2 88 74 72 66 88 d6 f2 53 cc 7f a3 
e6 27 ac 2b 3a 3a 94 8c 06 2c 06 64 23 12 d4 f0 2e 4f d9 18 0b 84 d3 a6 12 60 32 87 56 e2 ec b8 93 01 b4 3c b2 6c ad 
e5 7e d3 7a 35 3a 36 65 9b 80 97 a6 3b 10 a7 f0 e8 8e e9 0e 18 08 6a 86 d7 e9 75 e6 f0 a9 2c 9d f2 91 7c 1f 68 3b 3f 83 
0c 42 05 7b 43 24 91 31 07 4a 46 06 68 2f 98 3d 89 e9 16 72 aa 88 a5 62 97 dc e2 8e a3 99 c2 9d ac a9 ae 32 bb ad 4a 
cf f1 3a a4 6a 8c f0 29 73 d8 2b e7 42 8c 6c a6 0d 8d 65 46 c8 66 08 08 ef 89 b3 f1 49 c5 ef de c6 08 39 84 c1 a4 b2 9a 
08 1b 3b 6a be ef d3 e7 66 85 8a f2 9c a6 fd b9 64 a3 5f c3 b7 36 1f b8 02 ed cb c5 b8 8a aa ac 9a 1b ef 7a 60 93 e5 fc 90 
9d e7 33 1e 5f 18 f8 33 c5 a1 c2 8c 7d 69 6d 7d 45 94 cc 6b 
Data Ascii: -nQvK~s'+icyRStrfS'+::,d#.O`2V<l~z5:6e;ju,|h;?B{C$1JFh/=rb2J:j)s+BleFfI9;jfd_6z`3_3}im}Ek

2022-04-20 13:07:16 UTC 883 IN Data Raw: 7f 27 2e f1 eb da e3 ad 6f 38 69 5c 55 af 31 c2 c7 a6 cf cd 85 d4 df 11 ec ba 0d 39 9e 6f 12 38 a5 c4 85 86 46 
1b 10 c2 e4 06 48 55 12 b5 85 f8 c2 1e c9 c2 84 92 22 77 98 34 ac 81 fe 1a 56 69 68 12 4b a6 b0 ac 9a ec 85 7c 16 6f 66 
f3 90 ec 3e 47 16 d8 49 5a 78 df 28 7d f4 86 a2 68 16 96 20 45 0f 36 84 13 05 a9 3a f7 5c ff 16 b7 7d eb a8 75 de 5a 3f 68 
7d df da 64 3e d8 22 b6 89 85 41 6d fa 6d 78 08 55 61 8e 7d 94 f9 d1 d2 34 89 33 d2 b4 bd 46 a5 fc 49 c4 e7 36 0c 82 84 
47 5b 24 ef 52 af f1 44 e6 89 12 e1 63 4a af a4 06 80 70 6e 1c 23 33 8c 86 18 92 a4 a5 fc d6 24 57 89 32 73 5d 12 b2 ad 
5f 14 bb f6 8e 5b 47 14 4c 56 6c 27 07 59 fa d1 25 c6 59 4c ab 79 04 95 0c a5 df 10 99 b4 24 b4 15 e4 b1 25 ae e6 49 38 
0a e2 af ec 2f 87 36 96 8f 1b cb 23 e5 38 f1 b3 ca 
Data Ascii: '.o8i\U19o8FHU"w4VihK|of>GIZx(}h E6:\}uZ?h}d>"AmmxUa}43FI6G[$RDcJpn#3$W2s]_[GLVl'Y%YLy$%I8/6#8

2022-04-20 13:07:16 UTC 885 IN Data Raw: 19 29 73 af e9 2d db c9 84 12 b1 bd 96 f9 b0 f0 b9 cd b2 5a 6c 49 3e 7c 7b 9b 3d 1e a2 05 98 c6 48 26 d7 34 
8d d3 75 fa 80 fa 08 1d fa ce 6b 98 a8 f1 0e 85 af 90 22 96 d7 84 c6 7b e8 c2 c4 7e 64 a4 8b 81 e9 a5 79 f5 33 a1 3f 8f e9 
e0 a9 51 6b e3 6b 41 f1 94 e6 0b b8 f0 3b 3a 31 51 97 85 4a 2e 5f b0 03 10 88 45 27 1a 1c 83 5f 3a c6 f5 a4 2b e5 63 c5 
b7 32 fd 6d fe a9 c9 10 48 ba 68 7c f5 3d 07 02 6b d0 c1 88 4e 93 74 6b 18 16 ab cf b8 58 9e 6f 5a 45 02 c9 3c ca 43 7e 
90 2c 44 84 83 dc 27 49 1b 17 d6 0e 31 25 f1 2c e1 89 df ef cc c4 e9 bc db 88 ed 79 fc ad e1 a1 43 70 ee 33 b1 b0 9f bb 
69 4e 59 6a e2 d8 09 92 f7 7b 7d dd 3d 62 e6 50 99 b1 4f ec 2b e8 5b 46 f7 65 78 c7 c0 ef 84 4a 2b a3 07 f5 dc cc e1 35 
f2 b3 a7 35 71 ad 06 c8 6c 82 c7 f0 8c cb 77 c5 32 a6 
Data Ascii: )s-ZlI>|{=H&4uk"{~dy3?QkkA;:1QJ._E'_:+c2mHh|=kNtkXoZE<C~,D'I1%,yCp3iNYj{}=bPO+[FexJ+55qlw2

2022-04-20 13:07:16 UTC 886 IN Data Raw: ba bc 96 b8 c5 b8 c9 31 94 35 54 eb 1d 37 73 b7 05 b3 b9 59 95 11 20 9c 7a d2 fe 74 4b 6a d1 b7 e5 df af 34 
ed 64 86 c1 ea 3f 52 83 5f ce 53 e6 13 5e 00 47 aa 34 ea 13 01 43 76 75 d2 46 7e a1 6c 09 7a a6 92 53 82 5b dc d5 16 
b1 2f 5b 7c 6d cc 79 fc 38 84 c1 6c 9b 3f cc 7c e4 f3 d9 4f f8 7b 0e 3d 8b d2 76 60 39 4a 47 36 02 f3 c9 08 0c 25 bc e6 97 
4b 0c 56 0e 67 89 b5 88 04 05 8e a2 b2 4d 0e af 8c bc 39 4f c6 cb 9b 85 d6 a5 cd 8d c0 eb 45 19 7b 24 65 f7 1b 39 71 22 
f6 e4 4e f8 d0 e3 09 44 06 8c 03 84 d3 2d f8 14 82 40 82 72 d6 3f 9b ec 29 1a e7 99 cc c6 46 55 df 40 9b b6 89 db c5 08 
78 cb cf f3 45 be b4 a1 b3 42 c3 eb a1 3a f4 6e 48 21 fc f8 d0 91 1f 86 e9 0f 9b a9 d3 60 93 3f 93 df 89 f4 0e 9d 9f 60 de 
11 b3 fd b3 23 06 fb 7f a7 0e 98 72 1c b2 4c b6 32 32 
Data Ascii: 15T7sY ztKj4d?R_S^G4CvuF~lzS[/[|my8l?|O{=v`9JG6%KVgM9OE{$e9q"ND-@r?)FU@xEB:nH!`?`#rL22

2022-04-20 13:07:16 UTC 887 IN Data Raw: 2a 86 fc 0a 5d 56 c4 cc c9 b3 b6 8a 19 d7 8c 3c 51 a3 2d f3 c0 58 35 e0 05 7d 20 4d 45 c8 6c c3 69 18 6d 3d 
dd d9 ef ec 66 4d e9 00 ff 7a f7 f7 eb 1d 2c 38 e8 89 f3 0e ce d3 e9 c8 0f 97 ad ab 77 d7 d6 32 26 bb fa bf 7f bd bb 5e fe 
ab c8 7f b3 29 ae fe 7a fc fb af 15 f3 cb bb ab bf 9a 90 b6 a9 5e 70 0b 5a d5 2c 2c 92 6a 42 f8 04 e3 88 46 31 c5 2d f5 cb 
32 e2 16 ec 55 f5 54 92 6a d5 6b b8 e4 43 e3 83 c0 d9 0f 97 96 d4 af e2 68 3a c0 72 e9 e2 38 18 52 30 4d af 88 21 50 b0 
98 e2 70 d4 8d ba 03 82 e5 4f be a2 3b dd f9 c5 bd be fa 4e 7c bd 3c 23 db 8e 06 f2 f5 23 1c 32 b6 34 f0 f4 8b d9 63 a7 db 
0b a5 dd 8d 67 66 d4 b2 95 ee d8 7e 35 de 7c 1c 82 0d 44 7a ec 62 dc 42 5a d8 70 d8 36 ad c1 6d d8 ed 77 86 d1 4d 70 
37 b8 f3 fd e1 b0 7d d7 eb 76 fb ae db 81 ff a0 b9 
Data Ascii: *]V<Q-X5} MElim=fMz,8w2&^)z^pZ,,jBF1-2UTjkCh:r8R0M!PpO;N|<##24cgf~5|DzbBZp6mwMp7}v

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 889 IN Data Raw: 2d 3b 86 b1 36 62 c8 42 bb 41 31 a3 c6 08 1d b4 e1 df 4e 91 8c f1 cf 48 40 11 78 a9 3d 8a 6f b4 6b c0 c2 d5 
2c 87 a2 04 8e d4 b5 38 bc 10 e9 6e e0 a0 9c f0 43 2b d8 1e 8e ce 5d cf d6 71 55 46 57 23 a9 31 5a 01 aa 05 1d 89 77 
de 54 0f 70 86 1a bf be 82 74 31 65 5b 2a 33 b8 42 70 e5 5d b3 31 80 74 07 2e 89 08 fe eb c0 7f 7d d2 d3 f4 51 4f 23 a9 
d3 3d 24 ef 5f d7 2d 6f 34 7c 1c 93 3d fc 7d 11 17 40 33 82 1f 30 99 35 2b 02 56 42 bf ed a8 b7 fa 48 d5 df 96 96 e0 6f 77 
d2 0b 81 54 25 5b 8c 28 52 ee a0 db 46 88 5e 87 4e cf a5 a5 05 38 86 a8 28 67 e6 da 2f 30 8a c0 b1 5c d0 b9 15 e2 5b 
21 db a3 df 46 02 da a1 9f 3a e2 ae 37 05 1e 58 bf 68 cf 28 4c 2e af 95 97 e1 40 f2 b4 b5 17 83 75 a9 99 0b 06 c3 77 65 
e6 68 38 60 bb c8 20 c1 f1 20 82 83 30 6e 86 8c 05 fb 46 09 
Data Ascii: -;6bBA1NH@x=ok,8nC+]qUFW#1ZwTpt1e[*3Bp]1t.}QO#=$_-o4|=}@305+VBHowT%[(RF^N8(g/0\[!F:7Xh(L
.@uweh8`  0nF

2022-04-20 13:07:16 UTC 890 IN Data Raw: 9d db cc e2 0a d4 f0 bd d2 f5 62 aa 6d 74 62 dc 76 f0 5e df 06 11 af 37 69 58 d4 23 54 0a 27 b2 3f ad 68 37 79 
11 c7 b3 d9 1a a0 27 dc ca a9 dc 49 2b ad f6 0a 87 ef 74 bd 5e 68 5d 37 2c 0f b6 cb da 2a 9a 02 98 a5 53 5b d2 35 a4 7c 
f1 25 36 17 90 09 8f c2 08 fc 11 29 db b6 17 a8 ff b0 75 b8 b5 f2 85 e3 29 61 3d e5 62 89 af 96 3a 0d 6b eb 68 f3 ef e3 ed 
bf 4f 90 09 b4 96 7f e0 01 0f 39 36 f8 ba 79 05 17 11 e4 f8 bd 0f fb a6 0b 14 7f f2 6e 14 f6 50 3c ad 17 bc e1 74 10 b8 a3 
e7 86 f5 fb 72 67 f9 77 eb 77 98 a8 07 90 15 da c2 17 91 e8 f0 dd 51 6a 54 1e 1f 1f 57 30 70 e2 ca 74 04 cd c3 d1 c0 58 
90 0b 6d ba 15 bd bc 47 78 87 a0 78 1b 3e 37 83 c6 0b fc a9 d1 c3 ac 06 4f 33 47 c4 f0 4e d9 06 b6 a9 d5 eb 3e 7a 41 af 
1c 00 cb 34 45 1a 72 0d 03 72 8a 61 c2 c3 81 a5 
Data Ascii: bmtbv^7iX#T'?h7y'I+t^h]7,*S[5|%6)u)a=b:khO96ynP<trgwwQjTW0ptXmGxx>7O3GN>zA4Erra

2022-04-20 13:07:16 UTC 891 IN Data Raw: 33 52 2b ac 17 e4 08 49 a7 c6 a1 ef 4f 47 18 e7 c7 1d 04 84 05 49 67 67 62 32 7d 0d 67 ee a1 43 2e 5e 39 90 
1e 8f 66 a1 51 fa 77 e6 ee f5 35 28 f6 a9 17 cc fe fc 96 14 c3 be 9b b7 ab de c4 2e e9 60 dc 28 9a 4d ec df aa e2 7b d5 a9 
ff f6 4f 59 8c fa 9c 0b 57 f2 da c6 68 53 e4 0c 33 e9 10 2c 5b 86 be b7 15 4f cc 27 f8 0b 32 c3 c5 c4 79 d9 b0 3e 87 ee 28 
c4 ed da ae 07 f6 3c 16 28 8e 5c 45 e8 71 a1 be 64 76 57 cd 13 72 26 9e 53 7a 29 13 fc ca 87 65 31 19 4d fd c9 70 84 b8 
6a b0 72 2f 82 ba 83 2a 94 4d 0f ad 14 36 bd 64 12 f8 5c ec f5 89 f9 a6 5f 8d a7 90 9c 9f cc 31 91 9f 50 f6 16 4f 61 1e 9c 
8c 0b 29 cc 5b e2 3e 8e 5b b2 2a 63 ea fa 2a ea 18 4d 5e 10 c8 53 45 b1 a9 32 60 3d 26 19 35 4a f5 d1 1f f7 f5 e5 e5 91 
23 13 5f 8d ae 8b 17 fb d0 60 4e 0d 8f a4 52 8c 
Data Ascii: 3R+IOGIggb2}gC.^9fQw5(.`(M{OYWhS3,[O'2y>(<(\EqdvWr&Sz)e1Mpjr/*M6d\_1POa)[>[*c*M^SE2`=&5J#_`NR

2022-04-20 13:07:16 UTC 892 IN Data Raw: aa d9 3a dc 3a 3a 2f 42 b5 f0 ae b0 f5 05 1e 0a 67 bb eb 07 07 58 d7 42 01 ef 69 8e 4f b1 89 85 8d e3 93 cb 
d3 d6 ce ee 79 61 f7 f8 60 73 0b 5e 7e de 82 b6 ad 7f 3e d8 e2 ba a0 5f 1b 07 eb ad 43 51 d8 5c 3f 5c df d9 a2 5c c7 50 
0c 74 0f d3 71 03 0b 5f 77 b7 f0 1d d6 b8 0e ff df 38 6f 1d 1f 61 4f 36 8e 8f ce 4f e1 51 40 47 4f cf 75 de af ad b3 2d 51 58 
3f 6d 9d e1 98 6c 9f 1e 1f 42 1f 71 4c 21 cb 31 95 22 01 b0 b1 18 1c ef e4 b4 40 12 7c be 38 db d2 25 16 36 b7 d6 0f a0 
30 98 a3 a3 e4 24 e2 a4 ae fc 37 ff 07 d4 85 ec f8 d9 2d e0 47 af eb 09 b4 16 f0 3b 48 6a a6 83 00 e4 a1 e4 12 97 9b 6d 
a1 c0 3e 57 ef de 45 b0 a3 a7 1e a1 ec f6 5d 0c 50 fe 0e 4b 79 e7 f5 86 1e bc 18 4f e4 8b 62 07 9a ce 3f a0 07 64 0b 37 
6a bb 7e a8 96 ed ef f8 ed f7 42 84 b6 81 b8 aa a7 
Data Ascii: :::/BgXBiOya`s^~>_CQ\?\\Ptq_w8oaO6OQ@GOu-QX?mlBqL!1"@|8%60$7-G;Hjm>WE]PKyOb?d7j~B

2022-04-20 13:07:16 UTC 894 IN Data Raw: 35 e8 a9 c2 4f f5 76 15 27 ac f4 54 6b 9b 6b 22 5f b5 6d 5a 54 14 0e 80 6d f5 6b 0a 54 ed d4 97 75 ca 98 87 
68 7e 8d 20 9a 72 c8 e7 be e5 26 e6 ba 0c f9 14 ee 17 b7 70 04 8b 65 d3 68 54 d7 9a b4 98 b4 70 a5 59 6f 70 34 44 b7 
68 ae fb 4a c7 97 2e 52 24 6a d2 68 d6 aa 30 aa d0 3a 51 09 2d b4 9b 8d 46 ad 59 d4 c2 12 57 b8 be 6e 56 f4 a2 d6 29 
71 66 38 ec 2f ea f3 a0 68 9b d5 d6 46 b8 69 b6 ab 95 3a 1e aa 6d 2e 46 4f b5 76 7d 2e 94 58 31 48 03 15 74 01 48 ec ad 
07 3c 92 a5 41 18 8f 8d 80 e3 b3 2f 75 df f8 a7 dd d7 0d d1 f9 2e 61 74 f1 dc 0e db 9a 1c 84 4c a0 b9 7b 08 37 36 36 9a 
6d 4d 0d 4a 7e a1 f9 e5 2f 66 b5 ad a9 a4 7a 45 24 b5 0c 55 bc da 92 99 56 9a 35 3d 99 9a e3 5a 17 53 43 24 44 c1 a2 a
4 bb 01 6c 4e 56 b7 fe a8 fd 8f b3 82 ae 35 1e 2a f0 66 8f c6 9a 
Data Ascii: 5Ov'Tkk"_mZTmkTuh~ r&pehTpYop4DhJ.R$jh0:Q-FYWnV)qf8/hFi:m.FOv}.X1HtH<A/u.atL{766mMJ~/fzE
$UV5=ZSC$DlNV5*f

2022-04-20 13:07:16 UTC 895 IN Data Raw: 74 e1 53 be 54 b2 3a 36 98 8c 60 73 56 a7 d1 b6 67 e0 af 89 f5 0b 68 9d ae ea aa 66 20 49 d7 be 4e d5 17 94 
ec db b8 be 00 f5 cd a5 af 2c 7f 9d 47 3f e7 c2 54 1d dc 1e c4 20 3b 4e 51 0f 97 88 2a f1 eb 2e d1 51 22 e1 46 20 9e 8e 
06 84 3b fc b4 33 86 a1 3b 38 12 4c 32 23 f5 34 b4 1b ab 35 5e 6c 1d 4a e8 ac 87 16 e1 be ce 9c 1a 2d b6 ce 39 88 25 4d 
55 b1 88 22 e7 76 d7 ee a8 49 a6 fe da 15 bd cd d9 08 e6 72 c9 5a d5 0d 89 4a e2 24 35 55 ba ba d1 dd 2c 16 bb 6d 22 
2f 54 6a 20 56 af a8 6c 20 96 f5 be 4f 60 64 1a 43 0b ba 44 98 4c d9 98 60 ba d8 26 ba b2 a3 a8 0d 7c 98 b9 6e 77 ac 4e 
a9 a4 33 8e 7b 38 47 1e 08 66 b2 23 1a 56 a8 6b 4a 1c 44 c1 52 e9 dc 90 f9 4d dd f0 d3 19 4b 25 c0 e4 9c 47 99 78 f5 0d 
d9 61 01 94 22 7e fc 08 dd d1 79 2d 86 ca 86 ad 9e fd f3 cd 
Data Ascii: tST:6`sVghf IN,G?T ;NQ*.Q"F ;3;8L2#45^lJ-9%MU"vIrZJ$5U,m"/Tj Vl O`dCDL`&|nwN3{8Gf#VkJDRM
K%Gxa"~y-

2022-04-20 13:07:16 UTC 896 IN Data Raw: 30 76 58 40 74 9a fb c4 ce fb f5 71 dd 45 9c e9 db e3 99 16 89 ca a2 f2 23 81 bf df 53 f8 eb 94 9d a1 44 5a f6 
ef ba eb 19 40 81 db a1 c1 2a 6b 87 96 5c 40 f0 6b 22 28 34 e1 b5 a6 5e 49 12 a6 5d 2f 92 54 c1 b8 5f 06 c6 35 7e 7c 62 
11 91 99 08 4f cb 98 d9 c4 c0 16 03 b8 ed da 12 8f 60 b9 76 3d 30 bd 6f 11 4d d5 23 72 5e a5 29 a0 86 46 0e e3 15 1e 48 
1e 1e 49 8e 90 2f fc 76 cf ee 8b 2c b7 6e ad ac f0 33 55 68 33 db 43 6f 78 02 9b 8c 97 62 51 bd 82 ff f9 e9 83 f5 62 76 8a 
28 27 be fa e2 2b b2 89 ec ff 2f 24 f8 eb 63 4b b7 ee 49 f8 6b 95 b4 71 c9 c7 f1 d8 98 70 b4 85 91 de 6f 20 82 6f f9 86 b8 
03 da 53 ef 45 12 ad 0d 21 21 c7 e0 b4 14 38 e7 4a f4 23 ae fa fa cc 5d 19 9c eb 1b 1d b1 31 96 4a 24 3c e6 94 da 7b 9d 
21 bb 09 a7 01 23 27 81 10 7f a5 c8 6e 40 b8 ad 
Data Ascii: 0vX@tqE#SDZ@*k\@k"(4^I]/T_5~|bO`v=0oM#r^)FHI/v,n3Uh3CoxbQbv('+/$cKIkqpo oSE!!8J#]1J$<{!#'n@

2022-04-20 13:07:16 UTC 897 IN Data Raw: 60 19 2d 47 5a 8c 4c dd c4 27 48 58 e2 42 a4 54 97 88 97 23 f5 eb a9 52 6f 92 15 7e 8e 92 85 33 1b bb 25 3d 
7f 86 38 29 e5 c7 cb 40 d4 e0 f5 c5 6f 10 15 11 2b 3c 51 db f5 95 fa 84 9d 5f 64 bf f4 13 19 6e 87 d2 5b b1 bc 3d 3b 92 99 
58 a3 28 1e 5f 5f 88 5f 47 66 dd f5 64 56 19 ae eb 26 94 dd 91 ef bb b2 7b 6f 65 fe cf 2a 9f 2c b7 23 9b d8 96 bf 03 59 ff 
61 57 fc 7e 70 54 9f af 3c 65 25 39 f3 35 d3 ac 37 a5 6f 87 db 20 99 5e ad 2a a7 fa 6e 22 79 b5 a5 5b 9f ea 9a ac 27 7e 
be 0d e2 67 9c 75 88 07 39 d4 5b d9 85 93 ae 9d 4b c0 c8 4f 36 a7 3a 71 93 6c ad b1 5a 8b ab bd 51 d5 4e 25 64 f8 74 
5b 5c 7a c5 91 eb 63 e5 84 b1 82 a4 77 c2 eb 2e ac 3d 04 d5 13 2b 55 00 4c da 93 f0 cb be 6c 63 5f 41 53 a2 d7 81 2c f8 
46 be bf ba b0 2b 49 ab 0e b5 d5 70 40 ec 87 87 17 52 
Data Ascii: `-GZL'HXBT#Ro~3%=8)@o+<Q_dn[=;X(___GfdV&{oe*,#YaW~pT<e%957o ^*n"y['~gu9[KO6:qlZQN%dt[\zc
w.=+ULlc_AS,F+Ip@R

2022-04-20 13:07:16 UTC 899 IN Data Raw: 6f db 29 1f 4f 54 3a 22 9f 6f 88 07 be 98 5b b4 23 31 f0 2e c8 82 11 47 5e 8a 9c 2b f7 d9 81 5d a4 3c a0 e1 04 
0d f5 0a 60 57 64 f0 0e 99 14 09 59 3c 28 36 9f 90 8e 6d 03 4e 64 4d f2 d7 29 9b 50 88 60 b9 52 a9 d5 a5 ed ad c4 9b 30 
ab b2 a8 8b 95 8d 00 e6 71 30 4f 2c 05 3a c1 61 3d 60 fb c1 aa 11 94 78 0c ac e3 0a 1f 1e d6 d6 e9 4f eb 05 13 a7 d6 06 
09 74 c8 0a 39 d0 c3 37 d0 cc 8d 0e d1 b4 f5 8e ee da 1f 61 65 0f 71 8d f9 ec 96 2d 2c 02 03 7b 4d d8 be 8a e0 4b ef 02 
87 43 d3 00 57 06 d6 00 03 cf b9 f4 cb f8 dd a5 07 a5 f5 18 40 8f 11 d0 4f e0 d9 e6 fa 3a 5e e9 e5 92 4a 41 91 65 d2 f3 e0 
c2 0e 8b ab f4 70 d8 15 39 06 17 f4 b2 ed db 48 e1 1c 3b be fd 9f ff 68 1a be e0 34 44 7f 49 db d3 20 d2 86 c4 77 57 ff 46 
9d f8 c4 da 90 58 0c 47 45 48 be 4c 27 8a bc 24 
Data Ascii: o)OT:"o[#1.G^+]<`WdY<(6mNdM)P`R0q0O,:a=`xOt97aeq-,{MKCW@O:^JAep9H;h4DI wWFXGEHL'$

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 900 IN Data Raw: 58 cc 27 8d 5e 21 9b b1 ca 40 42 90 88 36 c3 5f 57 47 a6 81 9c 02 cd 4b d0 75 c1 79 11 eb ed 4b a5 42 20 89 
9e c1 24 90 64 fa e6 9a f8 5d ad 89 df 35 53 fc 9a 15 99 40 9c 9a cc c9 ba 09 7f d3 c1 46 e9 f1 39 8c 54 13 09 21 cc 70 a0 
8e 81 a6 60 53 64 a8 e9 38 95 68 3b 44 58 8d 47 f1 82 45 6f 96 9e 59 20 90 d9 40 28 59 20 51 92 27 e2 43 b2 3b 96 6e 
63 61 65 56 22 6a 3d 0e 26 33 c4 12 89 b1 c7 49 a0 0e 44 aa 4e f9 62 d4 1b 6a 85 82 de 26 b8 4f 06 90 a1 3a ac f4 16 92 
91 03 29 0a b6 bb 10 a1 f8 b4 99 1e 12 17 42 0e 93 17 78 48 e2 75 b1 a7 e0 97 44 34 38 49 15 8c 38 89 88 88 ed 26 66 
90 4f af 99 b7 a6 ba 25 19 72 51 ed c3 03 e8 10 25 c6 77 4a e4 08 84 e4 da 6b a4 1d b1 f6 92 14 aa 93 e5 7d 75 31 c4 23 
7a 1b d3 04 c6 4b 2d bc c4 15 0c 38 d7 49 d5 e7 06 29 d1 7d 
Data Ascii: X'^!@B6_WGKuyKB $d]5S@F9T!p`Sd8h;DXGEoY @(Y Q'C;ncaeV"j=&3IDNbj&O:)BxHuD48I8&f
O%rQ%wJk}u1#zK-8I)}

2022-04-20 13:07:16 UTC 901 IN Data Raw: f4 57 8d 28 8e cc ca ca 8b 2b 94 a1 9d 84 96 57 ea 03 a7 43 34 ae 53 ed 7a 3a 18 b2 1f f4 83 0e dc b4 22 c0 
99 70 a8 eb 07 e3 de 4d 20 7c dd 4e 66 57 c1 d8 eb 3b 13 f8 94 4d e4 94 ec cb c7 98 65 d1 ce ea e6 ea 1a c9 1a 95 2a fe 
b4 f0 07 af 66 8d fe 54 e9 4f ad 51 37 ea f5 a6 89 3f f4 5a 5f 6d e0 0f 65 69 e0 43 a3 b1 2a dd 58 5c a7 89 ea 52 5c 49 37 
c1 51 bc 56 ec 83 19 33 14 c4 ed cd 24 d9 57 91 7c 54 d2 d1 bb 28 50 13 c7 13 fa 94 e0 d3 9c a1 d3 bf 9b f6 bc 89 8a d1 
35 18 d1 1e cd 51 e2 cb d2 77 ae 8a fa 76 28 be a8 70 ee 22 b2 9a a5 1a 79 ff 6e 31 32 93 07 92 dc b5 3d c5 63 5c 44 a7 
37 dc 8d eb 03 39 3a b9 52 e5 32 c5 19 93 d3 8f a2 66 aa 30 be cb 75 47 7b c3 37 1c 4d 57 38 5c d3 54 bb 6e 20 ce 25 
00 f6 69 61 ef e5 5d ae ff 49 ed 72 fd 4f f1 2e e7 46 b5 
Data Ascii: W(+WC4Sz:"pM |NfW;Me*fTOQ7?Z_meiC*X\R\I7QV3$W|T(P5Qwv(p"yn12=c\D79:R2f0uG{7MW8\Tn %ia]Ir
O.F

2022-04-20 13:07:16 UTC 903 IN Data Raw: 52 b6 9f 0b 5b 7b bb ba 6a c4 49 57 50 d6 b7 ab 2d 63 81 7b 78 49 9b 06 a5 af 2d a5 13 6f 48 1b 51 9b da 5b 
fc 22 22 67 d1 27 73 e9 13 89 60 94 5e 5d 4a 87 20 41 e2 4c 48 1f 6b 46 9a 41 79 29 48 3a 7d a9 2f 7e e1 ae d5 1a 8b c9 
51 fb cd b9 71 cf 50 f2 00 a5 fb c6 59 e5 9c 38 08 fa 35 cf ed 2a 7e ab e7 76 0d bf b5 73 bb 8e df 3a 6c 28 e8 b7 71 6e 37 
f1 db 84 b1 06 fd ae c2 20 83 7e 5b 30 f0 a0 df b5 73 db 44 45 ba 71 43 f5 3f 3e 18 d3 c8 3d 02 b6 ea dc f8 96 90 d0 0a 
ae e3 5d d2 c6 8c b8 c0 ff 56 e1 73 33 82 e0 aa d0 ba ff a6 bf 33 19 c0 46 84 f9 45 a3 a8 24 bf 14 a9 39 bf 10 0a 18 31 62 
3c 74 67 d8 11 91 90 48 96 a1 fe 8d 6f 82 f1 bf 45 68 df 89 50 d9 25 c3 d9 23 f2 0a 95 9f 0d fd 48 66 c8 17 64 f0 53 3f 74 
96 4e 1d 3a 09 8b c0 0b fb 62 aa 45 12 99 48 42 
Data Ascii: R[{jIWP-c{xI-oHQ[""g's`^]J ALHkFAy)H:}/~QqPY85*~vs:l(qn7 ~[0sDEqC?>=]Vs33FE$91b<tgHoEhP%#HfdS?
tN:bEHB

2022-04-20 13:07:16 UTC 904 IN Data Raw: 71 fd eb 22 b2 77 c1 73 40 2c f0 5d 36 a8 79 dd ce 85 ab a7 8b f2 64 34 9e 6a fb 90 ab 50 07 8d 85 60 0d da 
44 ab 45 b8 fc 63 dc 89 bd 5e f6 d1 a0 9d 6c f0 e1 01 17 70 53 75 89 97 41 90 66 66 09 39 b1 8a 31 d9 7c 8d d7 e6 27 65 
8f f5 82 08 91 d8 2c 71 88 41 d2 6f 16 47 7d 12 71 d4 27 ef 1e 3b 50 78 ad 0e 14 f6 d2 dc d4 a7 98 99 32 0a be 1b 1d ac 
38 60 99 a7 da 5e c3 f8 24 99 89 fd c5 75 17 b9 f5 f5 02 ec 8f 5e b0 59 ea 7a 70 4d 02 43 6e 42 cb 87 07 7e fd 00 5d ea 
87 2e 96 0a b2 98 6d ce 6a b6 53 1f e7 c6 ce 32 ff 7b 91 90 31 fa 91 3b 0c e9 e0 a0 2b 39 9e 9d 24 61 65 8e e2 17 eb 51 
15 60 6c 6f d3 40 79 27 ad e8 68 d3 2c 99 46 74 d8 01 de 5a 7b db 30 de ea d6 db 64 ab df 33 18 d8 43 51 05 49 c8 05 
a9 bf 7e f7 08 fc 8e d8 bd 11 1f 44 da c9 6a ad cb f2 eb c1 
Data Ascii: q"ws@,]6yd4jP`DEc^lpSuAff91|'e,qAoG}q';Px28`^$u^YzpMCnB~].mjS2{1;+9$aeQ`lo@y'h,FtZ{0d3CQI~Dj

2022-04-20 13:07:16 UTC 905 IN Data Raw: 42 d6 2e 4c b5 63 3e 6c 64 90 bf 5f 46 69 15 8b 8c 29 25 da 8b 5b a3 a9 80 36 1d b7 3c 83 95 95 a0 bc ed 11 
2e 32 65 f2 75 43 23 2e 4d df f4 6d 2a 82 2f a9 3e 2a 05 b8 d6 91 57 c5 69 ea f9 a0 7b 0a 33 6d bd ed 31 0c 8c c2 6c 58 
d0 39 45 10 ff 6f 29 45 88 71 b2 dc d9 25 d3 e4 e4 65 27 34 31 1e f5 fb 41 14 34 58 1c 9e be 6d 24 37 87 45 db df c9 81 
44 6c 65 95 e8 29 45 78 da 1c f8 62 29 e7 57 6f 29 69 c7 59 4a 1a 2e 27 7d 5d 4a e9 2c 67 ba 5d 4e 3a 58 4a f9 bc 94 72 
b5 5c ec f5 72 d2 6c 39 69 ba 9c b4 b3 5c d5 52 ca db a5 94 ed 65 b0 cc 96 52 0e ed b3 4f 15 ed 67 d7 99 b4 bf 95 b7 a6 
46 8e c8 21 3d bd 1e 18 13 7e e8 f4 e6 ba 11 e7 f8 3e 31 44 86 ef 63 99 c1 4f 67 70 a7 32 83 37 91 19 de 5c a6 32 78 2a 
83 af 32 4c 7f a4 32 04 2a c3 96 ea c3 5e ba 86 50 65 78 
Data Ascii: B.Lc>ld_Fi)%[6<.2euC#.Mm*/>*Wi{3m1lX9Eo)Eq%e'41A4Xm$7EDle)Exb)Wo)iYJ.'}]J,g]N:XJr\rl9i\R
eROgF!=~>1DcOgp27\2x*2L2*^Pex

2022-04-20 13:07:16 UTC 906 IN Data Raw: 0c a2 f2 56 11 a3 28 7d e1 10 40 ff c9 9a f8 8b 65 4d 3c d5 fc 51 89 22 d9 ba fa 48 c9 1b 80 c9 31 3a b6 2f 49 
06 d4 b9 b0 fe 93 e5 8d 4f f8 ed 94 5f 85 52 25 fd 2a 2c fb bd c9 d5 68 12 80 3a a1 90 54 fc 86 ac 28 24 49 29 eb e6 52 dc 
9b b4 30 f3 5a 98 2e 2d a4 ce 64 2a ef 59 6a 8b 82 48 f5 99 45 aa cf 0b 16 fa 44 e5 96 39 c7 b3 73 50 12 cf 99 6a 57 9a 
24 14 b1 4e 58 27 52 7a a5 2d 93 ce bc 43 e3 53 84 eb b4 91 75 6c e4 24 e9 6a fa a6 66 4c fe 1a b1 07 4d d0 e9 1f 99 74 
3a 8f 1d e3 89 5a 48 a6 8a 90 69 be 34 e8 6c c2 af 46 2a 8c 6d 41 db 5f 85 82 b6 5b b9 cf 8f 4b a2 52 77 2e 84 bf 88 8e 
8c ef 52 ee a4 96 a0 f8 8c 6f a9 9f 2a 72 8e d8 37 5f 85 96 1f a3 8e e5 f0 1e a7 96 92 2f 4d 77 a9 7a a5 7d a7 5d 8b 36 89 
bb 9f 0e c4 b7 f9 13 a2 2e ab 8c 3f 66 cb ba 2e 
Data Ascii: V(}@eM<Q"H1:/IO_R%*,h:T($I)R0Z.-d*YjHED9sPjW$NX'Rz-CSul$jfLMt:ZHi4lF*mA_[KRw.Ro*r7_/Mwz}]6.?f.

2022-04-20 13:07:16 UTC 908 IN Data Raw: cb 84 a4 93 86 9d c5 fb 38 62 c5 71 f7 56 e1 bb 68 61 dd 35 c4 da 30 2b 2a a1 29 13 a2 1c 55 99 50 55 09 a6 
5a 9e e2 a7 22 7f 4d f9 1b e5 5b b3 fc 20 74 66 fd a9 4a 98 f5 d1 0b d6 63 6f 36 d8 1f ca 6d f6 5d 5f 98 db 64 51 90 30 1a 
4f b8 44 41 5e bc fd 8e ad 68 b8 3d 1a 0e 03 6f 4a 9b 9a 4c d8 e9 4d 3c 99 b6 19 aa f5 0d 10 df 68 a1 11 2f e1 24 dd 51 
56 22 76 2e 24 6e 54 e4 fb 12 a8 7c 35 5d 91 24 99 cf b7 91 2d 20 79 5a 70 70 8b e2 5d 6c 77 d2 01 a2 f2 89 97 49 f4 bc 
7c 09 76 47 e7 06 92 06 80 41 9a 07 64 d3 1a bf 7c e5 6a d2 e5 93 30 1e 19 6f 5b 5d fb 48 eb 1a ec 85 b0 63 9f 6a 1d a3 
69 74 23 64 38 84 57 02 18 07 e9 46 5d f6 b8 ae 7a 1c c3 a1 22 f4 a8 77 bf 3d 11 22 96 18 e6 e1 9f c0 3f 83 e7 54 13 a2 
28 27 4f 08 c2 99 bd 48 b4 42 73 02 58 fb f0 b1 81 ec 
Data Ascii: 8bqVha50+*)UPUZ"M[ tfJco6m]_dQ0ODA^h=oJLM<h/$QV"v.$nT|5]$- yZpp]lwI|vGAd|j0o[]Hcjit#d8WF]z"w="?
T('OHBsX

2022-04-20 13:07:16 UTC 909 IN Data Raw: 3f 1c e5 25 bf 98 8f 39 2c 55 4d b9 a0 7c 2c bb cd 05 06 56 7a d0 98 d8 a9 c0 3a 91 14 e0 8c ef ca c2 6f 4f ec 
91 dd 51 d7 24 5c 25 45 10 65 7e b3 20 f0 1a 0b 61 47 46 db 16 7c fb 4e a5 4b 72 81 5b 38 3a 13 61 3b 02 44 8f 50 7a 
19 19 34 f2 a8 2f 80 d7 87 1b 61 5a c9 88 ad a2 56 3c 68 6c 93 da c9 76 ce 68 04 46 77 87 da 4f 31 a1 b8 79 b5 e0 f1 b3 
10 12 cb d9 e7 50 70 51 c4 f1 42 ec 27 91 d3 bf 79 ed 54 b1 d1 21 e5 f9 85 72 1d 19 0b 80 dd 1d 36 b5 c2 c7 6e a0 7c 3f 
06 f0 02 39 19 cd c6 5e 90 ff e1 4c e0 99 31 cf 25 cb 05 c3 34 d5 26 15 b2 3c 18 2e 4f 98 6b 07 4d f9 fc 1c 38 22 47 96 24 
7e 1b 5f de a8 98 24 34 2f ed cf 6f 12 54 72 7f 66 6c 75 db 5f df cc f5 14 73 b4 0d 57 47 46 e1 b5 d8 4b a7 a3 bc 58 40 e0 
dc f3 e0 d6 81 b5 7e 92 35 9c 1b 41 56 7f df f6 71 
Data Ascii: ?%9,UM|,Vz:oOQ$\%Ee~ aGF|NKr[8:a;DPz4/aZV<hlvhFwO1yPpQB'yT!r6n|?9^L1%4&<.OkM8"G$~_$4/oTr
flu_sWGFKX@~5AVq

2022-04-20 13:07:16 UTC 910 IN Data Raw: fc 13 08 d5 d1 9f d6 1a f2 d6 5b 69 08 e5 7e 0f 44 44 4a 1a cd 56 bd 4e 13 d7 fa 13 08 a1 47 d5 d5 86 d9 a4 fd 
31 93 6a ff 22 8c b0 64 cd ca 2a ad fd 5a 2d 9b 68 ff 22 88 40 6b a9 37 8d 9a d9 a8 98 7f 82 44 a0 22 d5 56 a3 42 ff 6f 55 
33 37 b6 5f 84 51 95 b7 91 1a 11 c8 46 8a ee fc 2e 88 56 b1 8b 80 7c b4 ea ab 29 74 cc fd 2e 8c 40 69 89 16 b5 b0 43 36 
ab bf 09 24 1a 1b 55 23 56 19 f2 34 5a ad d5 6c 1c 5a ea 4d b5 25 e1 43 e3 22 28 8b d9 aa 56 57 ab b4 ec 5b b5 cc 25 
66 9a 4b 95 98 12 38 34 24 82 b0 24 40 26 71 1f 95 5a 65 61 38 11 60 9a 4b c3 69 4a c0 d0 60 08 be 12 95 69 d7 20 52 
bf ba 5a af 64 02 a5 b6 58 cb da 22 4c b0 19 ae 36 6b 6b ab b4 ad 66 12 e7 5f 80 49 1d 3b c5 6a b5 b5 46 2b e1 17 60 92 
cb 06 0a 98 17 b3 b6 56 6f ae 2d 50 f7 df 82 09 08 20 31 
Data Ascii: [i~DDJVNG1j"d*Z-h"@k7D"VBoU37_QF.V|)t.@iC6$U#V4ZlZM%C"(VW[%fK84$$@&qZea8`KiJ`i RZdX"L6kk
f_I;jF+`Vo-P 1

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 912 IN Data Raw: 9e 5a 97 9d 26 c1 43 00 0e 2e 08 4e e8 a9 d7 a4 e5 97 be f2 d0 55 c7 c0 c3 26 65 40 20 63 ab 4b e0 ee e2 7e 
8d c2 fd 26 2e 81 18 03 a3 cb 1e 77 ed 2e df ea 1c 35 79 99 12 5f bc c6 b7 22 32 7c 28 2f 7a 30 19 44 67 6a 83 f2 37 7f 
ae 6f 6a b8 4c 18 55 d4 ac 70 58 25 44 2d 4b d0 e0 08 36 ec e2 80 40 d1 d1 8d c9 21 bc 8f c6 05 71 2f 43 57 e6 ed d7 4f 
9e 7b 4e f8 e0 f3 30 79 f0 79 1d 9d 61 1e e2 0c b3 7a 6e 5d 2f 9f 61 4e 0a c2 37 f5 23 21 f3 62 0f 2b 59 56 30 98 d6 f7 5b 
cf c4 fb c3 59 74 f9 7d 30 9e b0 
Data Ascii: Z&C.NU&e@ cK~&.w.5y_"2|(/z0Dgj7ojLUpX%D-K6@!q/CWO{N0yyazn]/aN7#!b+YV0[Yt}0

2022-04-20 13:07:16 UTC 912 IN Data Raw: 43 e3 e9 49 00 c3 7d c2 b3 38 dc 9f 63 4b 0b 6d 69 2d b2 ef f7 83 6d 79 39 db ca 8c c4 bb 99 ba 1d 30 a6 29 
86 91 61 1a c0 32 75 6e 1c 67 05 18 fa 1c 05 18 fa 9c 0e 30 e4 da 1c a6 f3 48 85 e9 8c 2d 4e 70 59 35 74 98 18 be 63 ff 
41 f2 14 7b f6 98 4d 06 dc 65 4f d8 48 65 7b 34 eb fb 6c f5 32 71 6e 82 fc 49 e0 11 24 30 c4 d3 d9 60 e0 8c ef f2 6e e0 39 
33 e2 04 60 f5 4b d3 c3 46 32 89 50 a6 05 9d 63 a6 c7 d7 4d 12 66 1b b4 ea 07 4d 2d 6e d6 12 94 fb ba c9 f6 23 92 da 4d 
9b d8 ae 7c db e7 60 c5 96 72 b4 ec c1 2b 50 e2 ee d7 fb 25 34 c8 1a 43 27 98 26 86 30 79 be f3 ba f2 ae 91 60 d3 b0 99 
96 9a bb 44 cd ed 33 b0 39 15 2b 58 47 b7 44 fc cf 84 33 e9 cb e0 8e 18 cf 62 e2 ee 1c bc f6 5e f8 b4 95 15 08 7f af c6 93 
7f 17 70 19 36 b4 6f d0 4f 62 de e2 5c 6a f3 a1 5d 
Data Ascii: CI}8cKmi-my90)a2ung0H-NpY5tcA{MeOHe{4l2qnI$0`n93`KF2PcMfM-n#M|`r+P%4C'&0y`D39+XGD3b^p6oO
b\j]

2022-04-20 13:07:16 UTC 913 IN Data Raw: 34 d2 93 8f 51 d9 2f fb a7 bb 46 7e eb 64 ff 14 40 79 7d 72 7c 48 83 04 50 a9 c8 31 d7 42 05 8f 76 45 35 00 78 
7a 5e 28 0b de 3f 9d ee 46 35 e6 77 76 b7 0e a8 b2 53 14 e6 51 aa dc 34 ab 82 cc 6c 6f 57 30 c1 02 03 f9 42 2b 21 f3 88 
30 89 36 11 da 50 fc 60 9c ef 3b 3f 0c fe ec 08 52 92 ef 82 35 25 8c ea 79 bc d2 81 67 31 66 12 4a e6 68 d5 f6 c5 27 0e 
82 4b e9 ee 68 cc 26 b3 bc 3e 05 c2 27 69 87 5c 01 bc 32 3d 5a 1e 03 22 36 f9 1f a3 71 df ff d1 23 a9 13 6b 20 99 9d 9e 
e3 b5 eb 47 c4 00 f4 8a be 83 a2 dd 01 6d bf 8d 66 b4 0c 78 47 e5 2e 8f 69 1f ed dd a0 5b dc 5f 85 e9 04 82 fc 7b d1 f2 
8e 68 79 47 8c 0d ab c9 e9 8f 24 b9 c9 a5 fb 5c ce ef 87 58 6b b4 8c 89 70 76 a7 d3 ab 49 fb e5 4b e6 dd a8 0d 6f 34 18 
d0 62 2a 8f c6 9d 97 62 54 62 50 2f ef 83 f1 e8 a5 59 
Data Ascii: 4Q/F~d@y}r|HP1BvE5xz^(?F5wvSQ4loW0B+!06P`;?R5%yg1fJh'Kh&>'i\2=Z"6q#k GmfxG.i[_{hyG$\Xkpv
IKo4b*bTbP/Y

2022-04-20 13:07:16 UTC 914 IN Data Raw: 33 62 05 27 e8 9d 44 59 8b 32 f6 a8 ad c1 08 0b 5d 0e 98 64 72 47 6c 65 77 dc 89 68 ff 11 db 0e f6 2c b9 04 
65 bb bc 8f 51 55 3d 54 25 50 ad 37 15 c4 fa 6a 4c 0b d2 bb 53 55 5f 89 7d 28 da 2c c4 aa fa 3f 04 a4 01 74 36 d8 60 f8 7f 
fd de 65 30 0c 26 c4 d5 06 57 3d 9e 34 50 da b8 cb 37 e5 a8 46 31 ad 8c 5e a0 45 b4 d5 cf 86 a1 d3 93 6b 78 da 13 57 5f 
41 a3 3a ce d8 4f ec 67 0a 48 0b 42 67 4c 92 19 9b 89 48 39 9d b1 73 d5 cd d7 71 29 4b 6c ef e8 43 3e b3 0f 72 b5 8f 1d 
29 a0 d3 84 4c 82 41 6f 28 29 49 bc b5 cc c4 fe 89 5d 5b f6 23 35 c2 1b 82 64 b4 a3 2b 44 9c cc c0 28 4c e4 1a a1 e5 cf 
b7 ee 04 aa ef f4 c6 e8 02 b1 29 6b cd 97 6b 2f 77 b7 25 33 2f 2b df 9d 21 64 07 51 9b f7 ce 98 f6 52 de 1a d1 11 c5 f1 8f 
66 43 af c7 db 85 69 e6 0f e1 bc 2f 6f ae ad 35 f3 
Data Ascii: 3b'DY2]drGlewh,eQU=T%P7jLSU_}(,?t6`e0&W=4P7F1^EkxW_A:OgHBgLH9sq)KlC>r)LAo()I][#5d+D(L)kk
/w%3/+!dQRfCi/o5

2022-04-20 13:07:16 UTC 915 IN Data Raw: cc 61 9e 61 28 64 5f 0e 64 26 07 a8 a4 44 79 b2 21 0f 23 31 25 b4 11 f8 00 a3 17 8c 87 4a 1a 13 a0 96 30 34 
98 33 ef c5 23 81 f3 0e 84 5c 4b f5 fe 19 4d 5d aa 5d 51 0f 89 99 a0 d9 20 13 5d fa e4 b8 bd 7e 0f e2 01 b1 36 bc 0e 78 
09 ca 08 19 33 62 65 14 b1 60 32 9f 93 e2 5f ac b5 14 ca 35 3e e5 9c f0 11 b6 d4 72 0a fa 27 d8 0a 3f 00 84 41 e1 3c a2 
8d 24 63 1b 11 60 98 51 10 20 63 56 24 ae 84 bd db 4d 62 d6 1a 1a 0f 98 56 c0 49 ee 8d da 8c 98 f6 8f e2 aa 32 e5 93 d4 
81 58 9a 44 60 8a bd c4 14 fb 12 19 27 ca b9 4b 4f 80 87 a1 c2 e1 67 12 e2 98 d2 f9 a9 03 64 d5 0d 5a ea d0 e4 08 15 57 
52 bd 25 c9 3a e4 e9 0c a1 32 a2 e7 42 ab 10 cd 61 7c 92 ff 9c c8 92 a0 02 65 51 cd 6b a1 38 35 7e 71 84 09 4b 01 6c 51 
01 58 52 5a e5 39 a9 a1 19 62 9a 26 46 e2 c0 7a 12 4f 72 
Data Ascii: aa(d_d&Dy!#1%J043#\KM]]Q ]~6x3be`2_5>r'?A<$c`Q cV$MbVI2XD`'KOgdZWR%:2Ba|eQk85~qKlQXRZ9b&
FzOr

2022-04-20 13:07:16 UTC 917 IN Data Raw: 21 c1 72 7c a3 1d de 60 a2 47 57 d4 52 e1 cd ee c7 02 e1 2c 42 ff 50 d2 90 f6 66 ff 8e a3 71 7a 1c ea 28 c9 b8 
d5 71 15 83 33 b0 38 4b 4d 55 2b 15 15 d0 76 36 d9 f4 a2 a0 1c ec c7 8e 7d 41 7e a4 d9 d1 db 9e 0a 7b cf 86 f5 b4 e7 c1 
47 ec d0 97 81 d1 a4 79 73 32 0b f6 c5 bb e4 75 ce c3 e5 bb 58 17 76 61 3a 9e 05 05 db 76 ac dd a6 f2 e4 9f 2a b5 97 55 
2a ba 55 e8 6c 3a ed 57 b2 60 a2 06 f6 86 b7 bb 38 e1 af a3 c1 09 f7 b5 36 1c 87 f6 09 06 f4 d7 86 c5 f4 32 4e 44 3b 06 2f 
65 8b b7 64 fc dd 74 cb 13 b1 38 88 3f 41 c8 22 f9 f6 95 97 0a 42 51 2e af 50 aa 2b 4d bc e1 8a 9c 63 2d 72 2f 40 de d5 
07 23 34 33 6f 35 f9 1d 5c df 89 5d 81 e2 36 59 5d 06 b1 13 6f 8d d4 5b 53 5c bf d1 a2 bb 66 7c b9 20 7d 17 47 46 55 c4 
c5 44 58 ba 77 9a 84 78 f2 96 9a da b4 1e b9 aa 16 
Data Ascii: !r|`GWR,BPfqz(q38KMU+v6}A~{Gys2uXva:v*U*Ul:W`862ND;/edt8?A"BQ.P+Mc-r/@#43o5\]6Y]o[S\f| }
GFUDXwx

2022-04-20 13:07:16 UTC 918 IN Data Raw: 68 4e dc 5b 63 ea b1 5b 1b c3 9f 5d b7 96 dd 81 85 1d 8a 6f bb 83 b1 da 31 8e f2 18 7f f0 d0 18 3a cc 1e 29 
3a b1 03 c7 76 40 96 bf ce a0 f8 11 c5 5c 63 dc c4 01 47 76 e6 f6 c7 80 54 e6 6c 8a 6e 6a 80 9b b2 03 7f d4 a6 0c cc 38 
b9 fd c2 8c 08 cc 4a a2 4f 7d c1 70 7e 0b 1a 73 6d e7 b5 d2 a1 51 7a 82 46 bd 6d 15 73 54 77 99 c4 98 8b 26 50 3a 97 85 
da 90 01 6b cb a2 84 8c 86 5f 1f 44 6e 75 18 b9 14 95 1e 97 04 30 21 16 58 23 b0 a8 f9 46 ac dd 90 62 0d 37 0a 1c e5 36 
89 71 9b 8a be 5b dc ef da 5f 50 c2 7a c8 01 6b 4f 8c 2f 09 f3 18 02 77 14 51 08 5c 0c 75 cb b1 61 37 31 e0 54 01 a3 db 
d2 f7 36 7f 7e 89 f8 73 6d 8b bf db f7 14 cf 76 61 ed 1d b7 d4 e1 ef 35 06 61 60 c0 50 7a e0 23 54 84 48 2f 02 e6 47 c0 68 
d0 ef 42 0d 8b ae 63 51 34 4d be e7 aa eb 7c 0c 8d 30 
Data Ascii: hN[c[]o1:):v@\cGvTlnj8JO}p~smQzFmsTw&P:k_Dnu0!X#Fb76q[_PzkO/wQ\ua71T6~smva5a`Pz#TH/GhBcQ
4M|0

2022-04-20 13:07:16 UTC 919 IN Data Raw: aa c4 83 2a f1 25 dd c4 07 d5 c7 50 f5 f1 23 3d 88 8e 6a a1 ad 5a 38 4a b7 30 54 05 86 aa c0 69 ba c0 48 15 
18 a9 02 67 e9 02 03 55 60 a0 0a 9c a4 0b f4 55 81 be 2a 70 9c 2e d0 52 05 ee 55 81 8f e9 02 3d 55 a0 a7 0a 7c 4e 17 
b8 57 05 62 55 e0 20 5d a0 ad 0a b4 54 81 c3 74 81 ae 2a d0 51 05 3e 41 81 db 9a 07 a7 62 4a ca 1d 14 9e 2f b7 48 4a 
32 29 d4 2e 95 83 7d 7a 4c bc d2 8f 89 97 53 e7 b5 44 8e 17 3d 14 42 91 2e 00 bf f9 dd f9 fa d5 87 ea 3d e4 3e d7 c9 17 
3a 54 7f d3 8f 72 81 21 9d 0a 8d 77 05 d4 3b 5f 5e 0e ea 41 f1 a3 1d b2 ee 41 2d 71 fe 7e b5 65 7f dd 42 87 cc f8 10 87 
0a bd 8d e2 15 8a 82 72 9e 22 22 d4 8b fa d9 cc f5 6f 1a 3b a7 6b a8 18 11 2f 2f 7b 30 0f 5f 40 a3 71 61 c6 b3 87 2e d1 
86 21 45 85 f9 0f 3b 39 c5 27 ac 21 64 88 f0 1b 13 c8 cf 43 b8 
Data Ascii: *%P#=jZ8J0TiHgU`U*p.RU=U|NWbU ]Tt*Q>AbJ/HJ2).}zLSD=B.=>:Tr!w;_^AA-q~eBr""o;k//{0_@qa.!E;9'!dC

2022-04-20 13:07:16 UTC 921 IN Data Raw: 28 83 84 84 70 72 05 f5 26 bc 0a 69 fb d7 7e 9a e4 85 69 17 06 53 a8 c8 e5 82 c5 37 cb 18 3b 21 cd 1d bc 37 
cc 5d 7a df 51 03 83 f1 0c 9e 2c 45 f0 49 5d b3 ef e8 58 7e 49 99 46 90 76 3e ae c1 b1 64 6d 9e bf 87 d5 f5 fd 75 71 39 aa 
6e 4f a4 8d 8f 5b fc 24 c8 c8 05 6d a6 d2 c3 f8 43 9a 17 e5 0c c6 8f c3 60 dc ca 1b 0f 5a d8 a4 63 a2 b8 72 bf 6b b4 64 a8 
92 f7 0d cd c2 b6 72 f7 a3 0d e3 fe f0 00 a3 6a a3 92 1d 57 44 95 fb 4a e6 c4 78 ce a7 2f 50 ea a3 20 de e8 94 d0 5d 50 
21 4a a9 b6 90 da 93 4f 59 5d 79 ee 4a 6a a4 6a 7d cb 00 2d 92 5d 5f 49 55 8c 39 33 3c 9b 40 41 73 5d e4 63 1d 06 da 
cb 9a b5 62 7b 2b 96 60 07 d1 b2 5e 0b 99 2e 07 f5 70 e2 5d f9 f8 ed fd 2d 73 30 da 43 41 1e 0d 0f a6 a8 38 d5 9a 54 af 
1f 74 1f 17 e5 85 b4 4f 0e 38 c3 80 08 43 35 0c d5 2f 
Data Ascii: (pr&i~iS7;!7]zQ,EI]X~IFv>dmuq9nO[$mC`ZcrkdrjWDJx/P ]P!JOY]yJjj}-]_IU93<@As]cb{+`^.p]-s0CA8TtO8C5/

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 922 IN Data Raw: f3 39 20 58 f3 71 4b 39 9e af 7c a6 4a 9e 60 e0 6e 48 36 db d1 86 d5 9e 7d a9 77 f9 84 7f 1d ef 8a 50 ef ab d9 
17 d1 00 78 b8 f2 0e 56 5f e9 9e f6 13 11 da 83 dd 57 9b 1b 41 3a 45 b2 f6 31 cc 5b 21 c5 ce 00 e6 0a f5 52 2d a2 d3 17 
c0 24 ec b7 4b 22 1b 0b e1 1b a3 1c 76 f6 c4 3a 1f d3 f8 e5 65 e9 f8 04 9f b1 52 6d e5 2e bf 85 e2 ab cf 58 58 8d bc af 4e 
ec b3 24 1f ab 6d 81 5c 52 f5 c2 8e c5 ef 5d 12 eb dc dc f2 33 56 16 ae 1b 26 5c 37 18 ae 61 f7 45 a0 c3 dc e2 42 8f 3b 
b0 e1 8d 91 8c 6b 8b 1c 77 0f ee 34 d2 74 3d 31 2e 4f 25 3d 6c 06 55 85 28 4f 4d 44 d9 41 c7 9a 8b 5d 9f dc 76 62 50 14 
c0 a8 a1 be 57 e8 26 94 be b1 08 92 ce a2 5c af 5b e6 46 91 df 90 d6 cb cb 82 ad 0f c4 29 5a 26 33 96 52 90 9d 84 e4 54 
2b 05 37 2f 8d fe 2e 23 9d 20 76 b6 b7 87 51 97 e9 
Data Ascii: 9 XqK9|J`nH6}wPxV_WA:E1[!R-$K"v:eRm.XXN$m\R]3V&\7aEB;kw4t=1.O%=lU(OMDA]vbPW&\[F)Z&3RT+7/
.# vQ

2022-04-20 13:07:16 UTC 923 IN Data Raw: 67 84 a1 2c 54 10 41 a2 3b 29 86 aa 3e 4e ec b2 70 28 a5 f1 50 5f 3a d3 6e f6 30 f4 42 11 46 30 3a 37 12 ec 
c2 62 7b 3c a4 50 1e 48 28 85 14 88 aa 3b d0 ce 8c 31 11 48 e8 aa 8f 87 b1 95 a7 bb 84 a3 93 3e 59 7e b2 f3 3f 42 a7 29 
e4 4c cb 3a eb f1 c4 ff a1 5f c2 3a 4c 65 08 0d b4 ea e6 cd 41 e1 85 e7 9f d2 25 91 a4 20 97 4a 4c 3d fe 31 2d 1d 85 d9 
1c 32 1f a6 e0 a3 b6 90 1a e0 43 9c c1 60 4c ea f1 ed f5 07 de 5e fa 01 4c be 82 b3 64 49 93 37 d5 5d ce 18 0a d5 2f 76 
aa 98 3f b9 b4 8a b9 93 be 70 8b da 6d 16 4b 21 60 d6 67 e7 e7 30 6b 7e 45 b3 0e a0 f1 cb 43 fc 7e 4b e3 6e 03 43 09 86 
9d 20 69 76 62 3c 4a c5 88 8a 55 2b 27 63 a0 5a 7b ad 50 b5 41 f1 c6 16 53 24 2b bd 1b 3c a1 f4 77 dc 43 c7 cf 21 b6 5b 
cd 28 c4 01 3d ea f1 af 8e e7 7c 07 6a 3f 12 92 24 3d 16 
Data Ascii: g,TA;)>Np(P_:n0BF0:7b{<PH(;1H>Y~?B)L:_:LeA% JL=1-2C`L^LdI7]/v?pmK!`g0k~EC~KnC ivb<JU+'cZ
{PAS$+<wC![(=|j?$=

2022-04-20 13:07:16 UTC 924 IN Data Raw: be 42 01 d7 e7 b3 0d 53 47 36 4a ab 20 c5 f4 0a c6 1e c2 66 b5 d1 3a b6 81 f3 6f 50 33 35 38 05 56 60 a1 e7 
9b 7b d7 26 c7 6d d0 3b 29 55 47 f8 8e 14 d7 4f 4e e9 41 a6 81 be e9 ef 08 39 c1 30 a1 ca 92 ac 02 c7 6e 64 c7 29 17 80 
72 eb 60 29 51 b3 59 b3 78 e5 29 16 6f 21 8f c7 9b b9 d2 2b 6d 3a 28 a8 fe 9e 85 71 a2 d3 72 d8 1a 05 5c 77 e4 16 08 1f 
62 03 e7 f3 17 f8 85 23 2f d4 74 ac 03 56 8e de df d5 0e d8 fb a8 ba c5 aa cd b0 bc 97 a4 59 8d 05 e5 6a 90 9e 84 68 b8 
d9 47 76 cb b5 50 15 8a d7 e5 7f 6c 50 3c 0e 74 74 3e 63 20 91 04 da 53 43 c5 d1 78 24 f3 7f 4c ab 98 c0 fa e3 a3 d0 b3 
26 c5 a1 0d e1 01 30 3c 8f 01 93 8f 26 96 d4 fb a8 ed 32 2d ce 8a 20 7b ae 76 03 5b dc 13 71 05 28 e8 a7 9c 8c 08 33 7e 
1b 2a 2b 7b 35 d7 09 7e b0 57 6b ad 0d b7 e0 d6 bd 2a fa 
Data Ascii: BSG6J f:oP358V`{&m;)UGONA90nd)r`)QYx)o!+m:(qr\wb#/tVYjhGvPlP<tt>c SCx$L&0<&2- {v[q(3~*+{5~Wk*

2022-04-20 13:07:16 UTC 926 IN Data Raw: e9 a5 98 d1 07 21 86 88 2f 0b 5f 7c e7 38 88 62 94 1d ba d4 73 30 89 69 cb aa ba 05 da 1d db b0 6a 87 54 e4 
91 bb 8a 45 a0 07 54 8c 9c db 20 8b a8 81 f9 98 ac b1 55 37 db dd 23 01 a4 98 a6 4c 7c 3c 4b 31 05 6f f2 e7 c6 f8 02 b4 
81 34 d9 81 8b fa 72 2c 48 cf e7 8f f5 c9 ed 32 6f fb 50 e1 b7 cd 4e cc 8f 9c 93 c4 6c ed 1c 4d 47 6f 6e e1 7f d2 9b a8 9c 
a4 7e 41 d6 ef c1 f9 d3 fc 3a a5 25 9d 33 4f 3f 17 0e f4 28 a1 4f e4 c7 1e 18 28 d2 83 83 a1 f9 7a 70 7d 3d b8 76 f7 81 82 
cf e6 8e e9 db ff c0 98 a0 2b b1 40 3e 20 f2 61 8c 56 f9 bb ba 5a 69 49 89 c6 0c 88 60 09 24 c1 62 dc be 39 13 c3 b9 f1 c4
1e a7 af 36 86 8d 41 cc e1 f1 6a 4a 7e 23 05 44 46 e8 1e 77 30 54 2b 70 04 23 27 e1 61 50 a8 96 90 2d 91 ba d6 b2 d2 
c7 2e f0 03 c0 2c 3c 65 8b 7b 85 aa 4f 3a 06 83 a9 
Data Ascii: !/_|8bs0ijTET U7#L|<K1o4r,H2oPNlMGon~A:%3O?(O(zp}=v+@> aVZiI`$b96AjJ~#DFw0T+p#'aP-.,<e{O:

2022-04-20 13:07:16 UTC 927 IN Data Raw: 7c 56 98 70 bd a1 1d ac 96 d7 b6 91 9a 48 ec cd 3e 56 b4 b5 c6 a3 a4 1f 95 19 68 de ab e2 b4 d7 ba d0 90 27 
5f 38 77 5f ed 39 56 15 08 9c 8c 2f cf c6 a3 1e 5a 8b 89 1c 3a b1 61 3f c6 cc 6b 69 eb 83 60 79 79 8c cf d9 a7 9f 81 74 24 
4c 3d 75 e0 14 29 48 35 7e d8 5b 9b 28 5e 49 1b 8b df cd 34 80 b8 93 9f 0f dd 16 ea 51 95 f4 99 ac 53 94 3b 5c a3 6a 62 
6c 71 a5 54 8e b4 d1 04 85 10 ac 90 df ba 4f 26 28 28 cd ff e9 13 61 19 cb 60 cb 63 23 ad fd c7 c5 66 80 1a 28 72 30 32 
95 bf d0 8a 49 7a 94 d3 d2 40 92 cf 18 4e 06 b8 24 52 87 d2 6c b1 b6 90 1a d4 f7 1c 55 0e 19 f9 f2 17 6b 73 99 6b e1 4e 
d2 53 3a 72 67 1d ef 71 a6 64 ce b1 f9 4e 06 9b 00 44 73 4f cb 93 66 56 3d 29 1f a2 59 a4 1a 6f 4f b5 2d a7 00 95 0b 99 
81 fc 98 a2 a3 94 ae 19 ff cd 3c 92 d2 e3 39 d0 53 e2 
Data Ascii: |VpH>Vh'_8w_9V/Z:a?ki`yyt$L=u)H5~[(^I4QS;\jblqTO&((a`c#f(r02Iz@N$RlUkskNS:rgqdNDsOfV=)YoO-<9S

2022-04-20 13:07:16 UTC 928 IN Data Raw: 51 19 14 9c 63 f8 ca 97 e6 1b 68 7a b5 fc 37 35 84 1b 83 f5 4e a8 1e b5 c5 f5 d1 1a 49 2d 9a 72 cb 0b f0 7a 62 
92 18 ad 69 27 e2 09 eb 7a 37 bd 45 34 83 fc 4b f8 54 6a 00 b3 ff 7c 3e 0e 9f 72 79 fc 12 d1 2a f9 b6 20 de 0a 40 1c 4d 
7e 35 50 0b 53 f3 55 22 1e 77 48 6c f7 74 a6 4e 49 f0 4b 09 b5 95 71 3b ab de 5f fe 44 7c ce 1d 03 29 fa 4c 0d 00 dd 35 
a3 82 80 2d 09 a2 e7 51 35 ca 76 24 fc 6a 59 34 ab d1 04 65 5c 49 a9 d4 f0 a0 cc aa 2c 84 20 7c ef db 5a f7 b2 24 02 f8 
7f e8 ac 1e 75 1a 68 16 fc 04 24 4b 3e 61 13 a9 f8 07 40 af 88 b6 13 af 86 b5 d2 fb 46 f2 be 03 ab 02 69 22 58 71 8e ed 
06 10 b7 62 ed 5d e1 cf 36 50 f1 18 9b d0 af db df 3c 94 4d 17 9b 05 d1 f4 e1 d7 29 5e c3 d5 9f 2a b1 16 3a 71 de 9a 05 
b8 66 67 53 37 b1 6b 1c 5f 84 c4 c8 3c 8d 6e ea 34 2e 
Data Ascii: Qchz75NI-rzbi'z7E4KTj|>ry* @M~5PSU"wHltNIKq;_D|)L5-Q5v$jY4e\I, |Z$uh$K>a@Fi"Xqb]6P<M)^*:
qfgS7k_<n4.

2022-04-20 13:07:16 UTC 929 IN Data Raw: 77 65 9f 9c 86 22 45 22 fe b1 db 70 62 e5 ae d9 7f 83 bb e6 c7 d0 1b 8c fc e2 b9 3b 1c 02 b3 79 4c ba 11 09 
61 14 69 8f 66 2d d5 41 2a 6a 05 12 1f df 49 4a f1 7d 36 19 fb e1 41 3f fc bd 42 a4 7e 4f 5e 45 17 5b 72 28 a8 da 49 a2 5d 
f9 90 cf f2 ec ef 33 25 ea 09 b3 a9 bd 69 14 2f 3d 5b e1 c2 b8 38 42 5a dd 5b 52 8e 11 b4 18 df f1 44 32 52 e5 f7 20 1b a6 
01 ef a3 ef e4 cb 22 aa 5b 72 d1 ac aa b5 e3 23 ab 4e e6 23 63 9b d4 03 b1 c5 3a 6f 1f bb d5 3f 54 97 c4 8f 94 ab 8e c5 
d1 c0 ed 0c 9b a4 f6 32 4a 68 05 f8 cf d4 22 d0 cc 53 13 1f 4f 4f 9c 39 8d 66 c7 d6 2c 07 6f df 8a 9c 65 bd 0c 1c 64 e1 4f 
86 10 1e 67 57 ce 76 b7 a1 f5 23 24 e4 ed a1 ba 8a 6d 4e a6 f5 b7 f4 a2 d7 e0 59 b5 de 2b 07 14 75 db 80 0b 6e 10 17 0b 
66 ab 56 c3 ea e9 f5 72 e5 7a 15 aa c9 3a 33 b5 
Data Ascii: we"E"pb;yLaif-A*jIJ}6A?B~O^E[r(I]3%i/=[8BZ[RD2R "[r#N#c:o?T2Jh"SOO9f,oedOgWv#$mNY+unfVrz:3

2022-04-20 13:07:16 UTC 931 IN Data Raw: e5 ce b7 f3 03 0b 2e fa 12 10 a6 ac e7 8f 75 e0 d6 b5 88 f4 d8 5a ac 56 c9 bf 28 de ee 1d 45 f2 dd e2 23 9d 67 
de d8 70 64 d1 c2 c8 d4 83 7f 42 53 8c 89 70 b7 67 46 bf 64 24 d0 68 4a cd 81 b6 43 86 db a2 ef f8 3e 39 a5 84 b3 06 08 
bd b1 bc bc b0 14 d5 62 f8 3b 20 71 36 ab d8 c2 08 96 d8 e8 c5 6f 8d 83 70 48 0c 3b 26 18 41 26 07 8a 4e 8b b8 0f 0a f8 
89 f0 ca 67 34 59 8f 1d e7 e2 1c 8f f6 6f c4 42 e2 d0 31 d6 a6 d6 5e 5e 6e 13 8b 71 e8 fc ae 5b 7b 57 c7 97 7f 5d ee 5e 
9d 03 05 fc 75 ef fc 2f fc 4c 0a 33 8a 3c 73 8c 62 00 41 87 f5 9b df c5 5d d8 ac db ea 4e 1a d8 7f 27 fe 78 7f bb c5 c3 c0 
74 7d 0c 43 4d 13 74 c9 46 8e 85 f5 ce 12 87 e2 0c 0f 05 d0 b0 7a 67 6a b0 48 51 1d 52 f0 30 c3 41 06 68 a2 4f fc d9 ed 
b4 9e ac 2a 6a 64 cb 7c 4a 50 bd c8 43 3a 80 3b 38 
Data Ascii: .uZV(E#gpdBSpgFd$hJC>9b; q6opH;&A&Ng4YoB1^^nq[{W]^u/L3<sbA]N'xt}CMtFzgjHQR0AhO*jd|JPC:;8

2022-04-20 13:07:16 UTC 932 IN Data Raw: 68 34 a3 f1 00 df 34 aa 4b 25 11 76 c6 e8 49 46 7e c1 45 5c 35 0f 4d fa 41 48 8a 97 27 e2 f0 5f b5 13 67 db 41 
a5 6c 6d 7b db 26 71 a0 52 7e 42 2b 4c 58 b8 cd 77 f8 10 07 bf a5 39 f4 4e d8 1b 5e a0 74 96 b5 04 53 fe 27 13 01 a8 97 
b9 f8 e2 d1 a8 57 fd eb af c7 c7 c7 62 33 1c 35 8a dd 41 f4 57 33 f8 2b 18 b8 8d d1 6a dc 6d c1 c0 57 07 6d 58 d8 d5 04 
a1 3c 36 83 10 b0 ca 2a dc 76 61 67 48 d2 61 04 12 3d dc 80 87 9b 72 e7 95 eb 61 0d 2f 39 7c a8 55 82 22 3c d3 08 9f 4c 
2d a0 73 c1 a8 38 ec 01 71 c2 34 ae 50 cf ea 22 1b 97 49 28 97 2d 81 89 e9 bc 49 b2 84 a1 e4 4a 0d 27 d5 33 46 45 96 
47 88 a4 e0 5c a7 06 86 e4 00 51 70 2c e4 0a 6f e1 9a 49 3e 8a 8f 77 28 e4 41 01 56 60 0a b0 d8 ff 93 af fd 57 93 b4 8f 
7d d4 98 40 db 00 a0 0d 6f 0b e9 a3 96 58 6e fb db b9 ef 
Data Ascii: h44K%vIF~E\5MAH'_gAlm{&qR~B+LXw9N^tS'Wb35AW3+jmWmX<6*vagHa=ra/9|U"<L-s8q4P"I(-IJ'3FEG\Qp
,oI>w(AV`W}@oXn

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 933 IN Data Raw: 94 12 a8 18 34 40 89 93 8b 68 58 e0 4b f6 12 a4 6d 1f f8 0a 1a 3d 28 6d c1 19 54 81 11 ad 53 66 e9 fd 21 bf 
43 6c 75 97 29 96 90 0a e9 f4 14 01 90 ce 42 ad 23 9f 67 2a 15 e2 08 ed 8d f2 05 15 22 c8 bb 03 c3 cc 1d 28 6f 2a 46 30 
a4 20 a2 ef 14 72 7e a3 dc 70 00 82 ae 69 cb 3b e3 5e 1b 4e b9 bf d6 dc b1 9d dc 6f 8e d3 28 ea 7b ef e5 25 79 f5 49 65 
14 50 b0 25 5f 75 07 92 a4 b8 87 b6 c9 8b 36 fc 35 63 96 a3 20 52 de 4b 83 10 8e a1 1f d2 48 f1 bd 9f af a2 f1 d4 aa f0 bc 
71 0a bc c6 7a ce c9 33 7d ce a4 df 32 e5 44 f4 a9 07 45 a3 27 fb c3 dc 61 d2 41 00 a6 fa 6e 3b 47 f9 67 d1 55 b4 93 ec 
b0 9e 4d b0 0b d5 05 94 1b 3f 34 f3 94 87 54 7d 49 c4 d5 dd 0c 4d 47 f2 83 d4 19 19 4f a9 8e a1 13 24 05 e0 05 e3 37 5a 
3e ec 5f da 66 2e 13 af 4c 8f de 23 0d a7 34 ed e2 e2 
Data Ascii: 4@hXKm=(mTSf!Clu)B#g*"(o*F0 r~pi;^No({%yIeP%_u65c RKHqz3}2DE'aAn;GgUM?4T}IMGO$7Z>_f.L#4

2022-04-20 13:07:16 UTC 935 IN Data Raw: 4d 04 04 9c 82 c7 2f 78 89 65 48 39 7c 8d c7 37 97 4f 01 dd 71 9d 06 ed b9 a0 0a ac 37 1a a2 c8 09 9f c7 20 
13 0d 50 c2 42 75 b8 cd 41 0b 16 46 88 3a 6b c6 e0 da db f4 bc 27 b6 e4 c8 b6 aa 58 c3 01 96 09 a7 5e 4a bd 31 ad 49 
b6 23 46 b6 a3 5d 10 63 52 3b 4c 3c a3 31 ef 81 26 e6 e8 23 8d 63 2e 12 61 5b c4 b7 ea b8 00 1b 40 fb 34 cc 5e 44 4b f4 
18 22 45 d4 ec 6a c7 65 c7 ba 07 ac ff 68 50 d8 07 b9 92 62 c4 47 dd 6d dc 9a 7c 62 87 1e 56 49 e7 87 84 e9 8e 52 cc c7 
17 49 54 a3 d8 89 96 97 97 f4 b3 ab a1 fc 50 e0 94 cb a3 13 7c ee d4 01 36 66 97 3c 38 da c3 9f 06 81 24 1a a6 55 ad 5f 
dc c5 a8 37 37 21 fa 2c e9 6d 23 d7 48 ff de 8a 18 13 cb e9 c4 5a 83 45 8c 4d 54 74 74 92 de aa 30 20 d4 45 30 f5 1d 6b 
ac 5d 91 1a 9b 1c 15 76 56 00 d0 5d c8 31 1c 47 a3 0d a9 d2 
Data Ascii: M/xeH9|7Oq7 PBuAF:k'X^J1I#F]cR;L<1&#c.a[@4^DK"EjehPbGm|bVIRITP|6f<8$U_77!,m#HZEMTtt0 E0k
]vV]1G

2022-04-20 13:07:16 UTC 936 IN Data Raw: 42 1f 9b 26 d0 ac d9 8a b7 2c b2 55 6d a7 83 fc b7 29 56 96 f4 74 3b 25 5e ae a9 4f b8 90 51 00 86 76 cc 4a 
e1 ca c1 9e 34 57 57 5f 08 56 56 aa 9a df 33 b3 96 97 c3 95 15 34 6f 2e 20 44 44 7c 85 e3 c2 fb 08 11 85 6a a4 0e 5a c4 
af 57 e2 47 96 04 76 53 44 90 dd 1c 1e f9 a8 0e 85 02 25 92 18 11 b0 3e 4c db 85 4a fe 51 68 8f 81 62 20 c6 64 3a 7f 98 
b7 e7 67 0a 92 cf 10 49 68 a0 fc d1 64 6f d3 74 1c 43 e7 79 22 89 95 b0 48 e3 b9 ea ca e7 5e 12 c1 a2 33 82 6c 06 49 61 
c9 39 37 be 5f 37 e8 56 2a 46 c0 69 34 a6 e5 f2 c0 47 78 35 74 26 08 4c 0b c6 5e 45 a1 e5 c0 e9 6b af 4a 03 f6 aa 94 24 
15 d0 34 9c df 02 c6 24 c2 ed 85 81 f9 72 8f 2e 0f 92 a7 fb e5 e5 c4 74 33 9d 03 1b bb 03 df 69 91 bf 48 f6 7a 87 9e f6 eb 
f1 ea aa b1 cb 9c b8 bc bc d0 5e 5d e5 b1 fe 06 fc f5 
Data Ascii: B&,Um)Vt;%^OQvJ4WW_VV34o. DD|jZWGvSD%>LJQhb d:gIhdotCy"H^3lIa97_7V*Fi4Gx5t&L^EkJ$4$r.t3i
Hz^]

2022-04-20 13:07:16 UTC 937 IN Data Raw: fa 8d fa 52 09 03 5c 64 5f 15 f0 60 63 3c 99 4a 05 c5 49 28 55 9e 6b b2 6b 8a e7 c4 73 76 01 5f b3 bc 8d 4c cb 
db b4 bb 91 4f 81 f4 45 da 69 90 ed 2d 9e cd 9d f4 7a ba ce 3e 87 67 9a 0a d6 a9 82 da b9 ea 57 cd 82 a5 f2 ef 11 d1 eb 
90 64 94 c2 21 76 fd 7b 59 11 8d b2 1d 73 dd 77 d5 b2 73 d4 1d 0a ef bb 2d e8 83 c7 d4 ba 73 13 c1 06 b3 63 7f 21 ae bb 
95 ef a1 53 68 f3 cd 1a 2c ac f6 bc ab ac 17 b4 0e 4b 4b e9 c3 dc 39 1d c4 63 4a f7 c4 23 8a 5f de ee ad cb e1 f7 75 f2 0c 
69 aa aa dc 29 ff ae ca d6 ce 03 84 8b 8e 8f 73 3d f4 ef 3a 70 61 77 e4 59 56 e3 a0 a8 77 64 35 c1 ea e1 18 c7 dc 6d 0f 
c5 22 90 01 51 13 4d 8a d4 71 ee 2a 6a 18 a5 c0 33 aa 2d 8e 7b 64 6b a9 ea f4 ef 66 bb dd 08 8a bf a3 1a f2 01 6d 58 2e 
94 a3 48 4b 5e d2 7c 37 0c bc f0 79 7b a9 2c 62 53 
Data Ascii: R\d_`c<JI(Ukksv_LOEi-z>gWd!v{Ysws-sc!Sh,KK9cJ#_ui)s=:pawYVwd5m"QMq*j3-{dkfmX.HK^|7y{,bS

2022-04-20 13:07:16 UTC 938 IN Data Raw: 04 c9 86 fa 11 15 f8 21 c1 e1 05 7b 71 ca 05 a1 52 1a 9c b2 96 a4 44 9c b2 41 3e e0 a0 bb 1d 7c 96 20 5e ef 
22 74 f1 9c 13 c5 66 75 68 7b 51 a0 89 38 00 58 6c 2e 7d d4 01 0a 89 28 43 de 02 f7 d7 cb 4b 73 78 ea 9e da b3 f2 0b 05 
df 39 4f 6d 82 af 21 6b ba b4 a3 c3 b5 1c cd a2 35 0f b7 15 7b 36 fe 0c 39 a7 9f 25 05 96 30 82 8a 4f f4 15 9f 98 8a c0 06 
b7 f1 a4 76 94 b2 a2 25 26 2c 57 61 88 1b e0 47 32 6e 35 79 5e b3 c6 1d 4b 19 79 e3 e5 ec 16 ea 7e 5d f9 94 91 16 49 
e4 33 df 02 de b5 0a 7f da 56 d5 4b bc ce a0 39 08 64 ff be 93 ee 5e 04 95 30 7c 68 b2 03 fc 8c 2c 03 99 98 5c 89 85 2b 
4d 3d b1 d2 a7 3c 13 a1 9c 2d d5 7b 57 a8 af 96 ab 40 e0 ef e4 e0 16 98 53 1e 34 b8 a1 bf 87 6f b0 11 a0 84 03 12 83 02 
9e 90 2f c7 0a 22 66 97 29 bc bc 9c 62 80 9e 72 45 cc 2d 
Data Ascii: !{qRDA>| ^"tfuh{Q8Xl.}(CKsx9Om!k5{69%0Ov%&,WaG2n5y^Ky~]I3VK9d^0|h,\+M=<-{W@S4o/"f)brE-

2022-04-20 13:07:16 UTC 940 IN Data Raw: 70 5b c3 90 dc 47 e6 e1 4a e9 b0 bb 98 c5 85 2b 5e 71 0a 11 56 8d b6 14 66 56 f5 65 1c b8 1a 7b a5 30 bd a3 
04 30 26 40 d7 55 b8 39 d4 be d0 1a 45 f8 ce 9d bb 46 67 db e6 02 2d 78 37 81 dc 86 00 57 0a 16 e1 78 96 f8 d0 95 e1 
e8 a5 b3 4a 96 12 73 50 1c f4 3f 84 3a 56 66 1c 9b 93 b4 28 4d 3e f6 68 d7 2c ab e5 94 63 15 f9 68 14 a7 9e 81 ba ea 35 
08 4d e1 4e 5e 11 3c 4e 87 2f 7b 96 f7 47 75 b5 0c 97 0c fe 3b bc c7 7f bb f8 7b 62 0a 6b 9d e4 8e 5f 5e 9e 4e f4 f2 12 fd 
bc 44 76 d6 e0 fe 2d dd 67 4a 4d 0e 7f 95 a7 23 fa 89 0b 9f 80 d3 c8 e2 5d 4e 77 5c 6f 57 db 2b fd 5a 5c dc bb 73 4a ef 
db 75 83 6c 28 97 4a 7f f6 ff 6a 17 60 e4 b5 92 7a bc a4 e0 97 2e 37 14 89 b6 e3 f1 cf 5d 11 17 e5 d4 b3 cd 6c ff d9 fe ab 
5f a8 96 0a 93 b4 97 9f 5d 25 fb ed 2a d9 6f db 09 26 
Data Ascii: p[GJ+^qVfVe{00&@U9EFg-x7WxJsP?:Vf(M>h,ch5MN^<N/{Gu;{bk_^NDv-gJM#]Nw\oW+Z\sJul(Jj`z.7]l_]%*o&

2022-04-20 13:07:16 UTC 941 IN Data Raw: 1e 9a f7 be 57 0a 87 68 e2 03 e3 c4 75 44 ed 9d 53 e0 b4 53 07 cb 23 57 14 b1 83 b6 64 17 79 8a b0 d2 bd d3 
b4 3b 40 8a ad 74 b9 6d fb 09 c5 c5 e1 e6 fd 94 4e e3 92 87 ef 2a 89 ce a3 91 cb 66 9b 0b 19 ff df 67 b9 16 6d f3 22 be 
25 a1 02 99 da 64 af 7d 35 5f 27 64 1f 69 35 0d 4a 04 28 ff f4 f1 a7 1d 38 3d e4 22 8e c8 e9 75 b9 84 a6 6e 1f 2b 18 d8 c0 
93 e1 d5 fc 74 2c 38 f1 65 da a6 30 77 84 48 2d d3 b8 30 c0 1a 91 84 e8 ad 08 6d 75 50 fd 3c 09 9d 97 7e 92 b4 0a 89 8b 
db 40 ad 81 40 07 d2 e7 77 e8 c0 ca 09 b5 32 7a 83 95 d1 93 24 a8 e9 34 a4 cb 0f a6 e7 e5 72 34 d4 ec 23 9a 72 a4 d4 
00 a3 82 60 d4 1c 15 30 40 0b 7b 72 c6 50 8d 7e b2 28 e9 25 c6 15 aa 29 a3 04 5f 9a 2f 72 cc bc 9b 5b ed a4 1a 8d 86 c9 
48 30 60 57 36 17 77 19 27 5a 4a 51 eb 99 f6 09 83 fe 90 
Data Ascii: WhuDSS#Wdy;@tmN*fgm"%d}5_'di5J(8="un+t,8e0wH-0muP<~@@w2z$4r4#r`0@{rP~(%)_/r[H0`W6w'ZJQ

2022-04-20 13:07:16 UTC 942 IN Data Raw: af 34 4e 97 cb 74 eb 3a 59 59 ae cc bc 98 de 82 97 10 c5 33 8b 3e e3 9e e0 cc b7 5c 4b b2 e4 1b 3a 9c 41 46 
64 b3 df 72 3d fd 93 cb 57 12 7b 33 7a 95 b9 aa d3 9c 3d 9b 2a 9a df 67 d6 6e 36 e9 2f 9b a3 ae 97 92 c8 c9 7b ad 6d b5 
6b 0b 39 ad a7 36 0d c0 2f 2f f3 7f e9 4a 9f b3 d7 a9 fc 37 5d ed 6f dd 6d be b0 e6 74 9d 2e f0 b6 6b fe 0d 9d 7f e9 e5 f7 
99 a4 cf bf 0a 5f e9 62 c6 75 b8 f0 af ee c3 7f 61 b0 ac 6e de 9c 75 ca 33 6f 26 69 b1 9f b1 7a 4f 64 72 e8 fa f3 e0 00 1a 
54 82 3b 14 3b a3 24 f8 18 25 3e 9b a4 5f f2 55 c9 7a f2 0c c8 0b ca a8 3b 29 36 db 8a bc a0 ec bd 59 a0 b4 89 62 51 d2 
30 91 b1 81 e9 95 0d 2a 75 78 cb 8f 3a 8d 2e f2 66 df be 2a ad c8 d1 ff d7 dc 97 37 b7 ad 2b 7b fe ef 4f 21 f3 a9 3c e4 35 
a3 48 5e 62 4b 0a 8f ca f1 1e af f1 9a d8 c7 2f 
Data Ascii: 4Nt:YY3>\K:AFdr=W{3z=*gn6/{mk96//J7]omt.k_buanu3o&izOdrT;;$%>_Uz;)6YbQ0*ux:.f*7+{O!<5H^bK/

2022-04-20 13:07:16 UTC 944 IN Data Raw: 58 33 c4 9a ad 58 1e 6c fd 35 d7 c4 ec a6 0d d1 a9 20 11 51 12 7e 88 ac 8f 66 eb 43 13 53 18 7c 88 a8 bf e5 
69 2d fd 01 53 fb 7b 9e f8 81 87 1c e2 2e 0d 33 31 27 1f 12 48 70 d2 c1 0b e6 28 c3 18 45 62 d6 a0 ca 91 4f c2 13 66 0b 
cd 2f 70 78 e3 29 40 07 b6 ba af fb 22 36 63 5f 44 df 5e b6 cb 6c 75 59 91 17 c2 c1 b0 29 1f 35 e5 a3 26 3f 3a 37 43 7b 1d 
85 79 bc a8 a2 03 fb 31 5c 48 37 d8 50 38 c9 ee ef 98 98 cf 9e dd fa be e2 8f 32 3f 5e 56 05 3f a9 2b f6 b0 65 4e 20 21 a9 
35 7f 3e 74 7e b4 5b b0 41 b3 1d 30 ed ee c7 be 91 40 fc 21 ac 3f ec 98 19 89 b2 11 7a 9a c1 dd 08 7b 99 ed 37 75 ab f5 
e0 8a b8 b1 44 97 e7 60 31 7b 49 cb 7a bc 98 bb da ca c5 ef 20 a7 89 b8 02 1e 8f 66 15 5e d1 0a 0b 44 f1 33 3d 60 75 56 
bd c4 59 1c f1 d4 ba 96 6a 47 73 12 98 55 bd 5a d6 
Data Ascii: X3Xl5 Q~fCS|i-S{.31'Hp(EbOf/px)@"6c_D^luY)5&?:7C{y1\H7P82?^V?+eN !5>t~[A0@!?z{7uD`1{Iz f
^D3=`uVYjGsUZ

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 945 IN Data Raw: 21 22 a2 1b d1 00 06 33 16 c4 6c 55 49 b2 bd 39 7e f3 4c 7d 4e b2 34 0f 81 36 c1 94 03 27 7f 82 29 bd e9 0c 
58 31 19 94 76 88 87 5b a9 ca c7 4b bb f9 7b 76 2d 0c 3a 7d a8 36 1e aa b7 33 8b dc d5 2a e5 b5 e5 b5 95 ca fa d2 0a 
d0 22 8f e7 3f 7a e3 cd 1c 6c 38 69 d2 07 4f 94 20 9b 47 39 b9 6c 23 d9 52 12 5a 21 a2 23 5b 92 d2 15 44 da cc be 08 fa 
c3 34 ee 9d aa 79 48 1b 14 06 9f b9 fc 03 0a 58 33 e9 ab aa d1 57 e2 7d 1a 2f 48 13 5a 99 09 6d 6a 4f 72 b7 bc a7 07 cc 
80 40 c9 8c e7 5b d0 a7 ef 03 f3 d3 1a 9f 83 1a b4 c1 25 a0 e9 6a 42 3f 9b bb d5 a5 e2 89 90 3d 06 92 3d 8a c6 98 bb fe 
43 2b 19 26 ab 5a 71 35 51 25 c9 d1 92 2d 2c e3 59 05 d3 0f cd 34 cb 26 39 63 8e 56 24 68 e4 b2 46 3c 0f 99 81 b4 31 24 
b0 ed 30 01 6b ea 7e 1c f7 08 eb 7b 8b b2 28 6e c1 d9 cf d3 
Data Ascii: !"3lUI9~L}N46')X1v[K{v-:}63*"?zl8iO G9l#RZ!#[D4yHX3W}/HZmjOr@[%jB?==C+&Zq5Q%-,Y4&9cV$hF<1$0k~
{(n

2022-04-20 13:07:16 UTC 946 IN Data Raw: 0b e0 66 6f 97 fd b3 ec 5f 0f e4 7d c0 61 0d 36 90 b8 14 59 36 f0 01 df 5f 45 0d 01 bb 73 d9 d7 03 ab 3e a8 22 
de ce 23 ae ee 95 b5 95 2a 48 1a c8 2c 1b 2c fe cf 19 1b 67 47 40 02 6c 96 b4 3f b1 55 72 19 5a 17 f6 49 db d8 0d 7b 93 
76 0f 51 5e 28 03 fc b7 5d b8 fd 05 59 58 29 92 60 02 84 d1 10 95 ba 70 3e ea 50 54 85 80 3c c0 9b a9 4c 81 a2 6b 98 2b 
a6 c5 15 44 13 9f f8 8e db 9b 34 e1 b4 80 49 a1 ad fa 26 be 26 c7 d1 3b d0 7c 59 08 4b 42 9c 72 b6 77 d9 61 a4 02 1f 42 
17 4b 70 18 18 4d 3c 16 a3 cd b2 0d 72 7d 0a a7 67 23 c9 26 98 3f 18 27 e3 16 48 3d f5 af 20 d3 c1 8f 41 38 74 8d da 01 
fd a0 28 81 5e 38 2e 6c bf 0c 3a 7d 4c 5d 5d 6b 35 f1 c1 4e 1b f6 fb fe 8b 51 f3 42 20 91 20 fa 68 58 78 7b b3 85 e9 5a 27 
dd 0f 1e 01 3e c1 83 d0 a8 75 b1 06 ce 4b 23 f5 1c 
Data Ascii: fo_}a6Y6_Es>"#*H,,gG@l?UrZI{vQ^(]YX)`p>PT<Lk+D4I&&;|YKBrwaBKpM<r}g#&?'H= A8t(^8.l:}L]]k5NQB  
hXx{Z'>uK#

2022-04-20 13:07:16 UTC 947 IN Data Raw: d9 b7 c6 68 14 2e 19 f6 12 5f 8e c2 65 c3 5e 11 b7 57 7e 56 0c 7b 5d fd 80 52 95 4f f8 cb 7d 7a 31 ec e5 25 4c 
32 0f b2 26 71 3d 4a f7 9e 27 70 ee c3 fa af ab a0 25 5f 83 ec d5 7f 25 82 96 9e db cd b6 51 13 83 b4 24 c2 34 42 94 5b 
41 b4 57 0f 2a f5 20 6c ba 93 ce 58 de 28 8b fc c5 cf f9 9e cb e8 29 3b 2f 92 c8 bf 27 00 90 a2 ff 8e dc 1e b0 19 15 fe c7 
e7 e7 3d 81 11 a8 52 06 a8 a0 bf 2e c2 1a ea 59 0a d4 b9 7c 8f 6a f6 71 af d2 73 f6 ec ac eb 01 80 37 88 a8 65 c9 c3 b9 
38 cf 97 65 e4 e1 bc ca 78 e2 
Data Ascii: h._e^W~V{]RO}z1%L2&q=J'p%_%Q$4B[AW* lX();/'=R.Y|jqs7e8ex

2022-04-20 13:07:16 UTC 947 IN Data Raw: cb 1c 04 b7 77 20 dc 65 19 f1 16 af 4c 90 11 ea cf 3a 73 1c 61 2e 70 7d 8a 70 4c 76 d5 19 37 5d b8 3f 48 97 
35 55 de 10 99 6c b9 3d 12 93 68 5a b6 36 1c e2 47 17 c1 2d 05 bf db 9b 1d 1a e8 32 f0 e7 3c 1a b9 fe 42 08 ce 1d 8b d6 
00 67 c4 06 81 d3 72 9d 33 1c f4 52 07 87 9d e2 02 51 7f b2 89 81 49 79 f0 a3 c9 88 26 2d 4e 30 d6 1d aa 38 41 5d 77 88 
3e 3c ac 93 4b 05 31 99 39 21 76 ac a2 0f d3 90 a4 a1 c0 3a c3 98 c1 94 f9 ab de cc cb f1 c1 11 80 f7 1a 6e e9 bd c2 2d 
b5 cb 7f 39 91 04 0d 96 98 a4 f7 71 e4 1f 79 a1 23 4e 42 ec 17 8e 36 0b 05 45 6a d9 49 03 6f a0 61 8e 5a 53 17 23 c8 4d 
e1 bb 03 27 7c 7a 86 62 ea fe 9f e7 6a a9 5c a6 69 9a 50 77 26 4e 60 e3 6c dc 37 ce 89 7e 31 76 06 5a 45 39 6d ee 68 
86 51 8c 47 6c 1e 8d bf 40 d6 cd 58 f5 db c4 88 23 11 74 69 
Data Ascii: w eL:sa.p}pLv7]?H5Ul=hZ6G-2<Bgr3RQIy&-N08A]w><K19!v:n-9qy#NB6EjIoaZS#M'|zbj\iPw&N`l7~1vZ
E9mhQGl@X#ti

2022-04-20 13:07:16 UTC 949 IN Data Raw: 93 80 46 59 4e 27 32 55 01 e3 7c f3 6c ff f4 c2 c0 78 d7 b7 7e bf 16 da 37 91 74 13 b1 79 85 9f ff 32 4f 1f 5c 90 
ae a5 08 de 75 24 43 14 5d 68 a8 ab da ea f6 32 0c 10 a6 6c 6b c5 8e 04 c4 20 e1 a9 a9 f1 92 0d 18 6a 02 30 80 79 a0 
40 d9 2f 55 b3 62 1b a2 64 01 8e ef 7e 0b 53 b5 f4 87 85 4e df 0d d8 e2 30 6c 0f c6 05 63 91 a2 2a bb d0 e5 d2 4d e4 b4 
80 3d 80 14 8c 85 1c bc 20 1d 3f a2 e0 84 3e 79 cd ea 0c 2c 2c d1 53 d4 00 60 c2 4a ac 13 06 48 62 c9 fb 7e 1f fd 84 c7 
61 ea 09 f0 75 ea 35 9c 40 87 78 bc 81 23 82 1d 95 a4 bd 80 36 0c 4c d8 8d 9d 20 55 99 93 fd 5c 84 ee d7 3e b8 6c 0b 6d 
da 73 ab dd 09 b3 1f 3a 87 5f 5a 47 c2 77 c7 30 7f de 64 8c c8 9f 6f d3 fa 91 0f c7 c4 b7 31 25 51 40 fd e1 c7 7b f7 c9 e5 
6a 86 0d df 0d ec 73 5c 33 2e 2f 76 3e ac a3 7a aa 
Data Ascii: FYN'2U|lx~7ty2O\u$C]h2lk j0y@/Ubd~SN0lc*M= ?>y,,S`JHb~au5@x#6L U\>lms:_ZGw0do1%Q@{js\3./v>z

2022-04-20 13:07:16 UTC 950 IN Data Raw: 11 a5 24 d8 16 ee 91 41 a9 d7 a6 73 1f 16 f8 be 96 38 46 86 a5 9e ef 44 f5 2d 3c 11 4e ed b7 1f 8f b5 a0 74 1f 
d9 3b 13 f8 bb 09 ac 87 85 cc 0b 0c ad e5 f7 dc c0 58 f3 d5 77 38 69 b7 06 68 47 bf 0f 29 6e 03 c4 08 89 ef cb 25 a0 69 
6c 8d 7f 8c dd 77 58 7b 4f c3 70 88 be 02 c3 3e 48 56 4a 98 18 84 6c 7d 8c b3 a9 e3 e7 8b 51 14 1d e4 27 e2 67 db d5 
8d 9a be 92 21 be f2 2e ee 0b 17 de 2d 21 6a fb 89 f4 ec d8 f8 33 fb 01 41 7b 2f ec 7c 51 da 55 06 d3 ef 0b 0b f1 4d 2c 7c 
b5 c6 bf be 23 74 17 5d 7d 63 cc b3 d7 aa 56 5d 3c 10 8d 9c fa 49 39 67 83 e5 2d 60 48 93 08 53 87 57 b6 57 c4 7c bb 6c 
b3 a2 1f 07 9e 23 4d c0 2f ae 53 d1 4d b3 aa a5 be f6 31 bf 3c f4 31 90 88 ad ea 76 e4 26 ab bc 7a c9 df 0f a9 ce 1d 0a e9 
c7 15 9d 3c d5 87 77 8b 1b 3b 0f c7 a2 71 2f f9 fb 
Data Ascii: $As8FD-<Nt;Xw8ihG)n%ilwX{Op>HVJl}Q'g!.-!j3A{/|QUM,|#t]}cV]<I9g-`HSWW|l#M/SM1<1v&z<w;q/

2022-04-20 13:07:16 UTC 951 IN Data Raw: 07 7a 35 ef 5a d2 1b b9 95 39 03 0a 9f 4d 4f 21 6a 1b 35 a1 78 3b c5 cd 03 e3 39 b6 42 b6 25 a0 03 27 b0 fe 
db f2 5d 12 59 db a8 cd 2a fd 48 46 6b 84 1c ca 00 57 18 4b 06 da fc f1 fb a7 49 a4 ee 60 76 7b d7 fa db a5 5f e8 b6 67 
2a 97 6c 3a 29 15 c8 12 c2 12 52 2c e5 9c e6 4b 39 c0 12 a4 2f 7f ea 6d ca 99 5f b8 fb c3 87 ce 83 24 78 a0 62 7f 5a 78 
90 b3 e9 8e d8 ba df 3b 0a 3a d7 65 0a f0 e5 f4 c3 60 04 74 9a dd 63 41 49 52 85 12 74 da f0 8e 53 49 10 08 9c 53 ba c1 
e7 36 7a 1f 74 a5 5c 73 92 10 34 e7 34 cf 3e 68 d1 c6 44 0a 07 ae 8d 7e 22 44 67 be 73 4a 2f 93 f8 ce 64 d7 6b a9 38 07 
0f cd a8 c8 7d e0 44 0d f4 81 78 8e 59 ee 5a cb e1 ad 6c 9d 96 f6 9e d8 d7 1b 24 59 e1 3d 2e a5 59 0c 17 d1 74 08 c4 76 
d1 f0 e7 8e 46 7d bf 8d 7e 35 62 7b c0 6d 8c fa d5 72 d0 
Data Ascii: z5Z9MO!j5x;9B%']Y*HFkWKI`v{_g*l:)R,K9/m_$xbZx;:e`tcAIRtSIS6zt\s44>hD~"DgsJ/dk8}DxYZl$Y=.
YtvF}~5b{mr

2022-04-20 13:07:16 UTC 953 IN Data Raw: 4d e4 70 a4 33 69 29 ff 17 21 03 06 b1 68 22 e4 40 0a 6b 46 4d aa f0 d8 e2 bd 80 5e b6 5c 4b 10 fc 3b 9b 1d 
4d 7c 3f 0c 03 81 f3 27 01 7b b2 92 11 3a 42 da 73 f7 d7 39 ce 63 29 e9 52 30 79 5f 63 f2 cc a8 81 99 3f 65 7b 60 a0 b4 
b9 cb 71 6e 22 a6 cc 2d 5d 49 51 a3 82 c7 e9 5d ff f7 ef 16 87 02 ba 68 54 41 33 d3 93 c9 52 d1 c2 42 d0 b8 aa d6 18 94 
b0 dd c3 70 34 18 e5 0d 4c 13 96 e0 65 57 b6 31 6e fb 0f c8 cc 9e 10 02 99 76 4c 7a e5 54 bd c3 2d 1d 92 9e f8 50 be e2 
aa 9a e2 88 87 71 2b 63 9a ce 43 d9 8a 94 93 37 dd 4e 87 35 61 22 69 5f 38 3e 4c 8d 25 7c f1 a3 4b c8 80 ba b0 fc 8d 69 
2a 45 51 7e 86 a2 d8 d5 c4 43 82 f2 e3 cd 6e e6 cb 0a 7d b4 5c e4 9e 22 80 7a bf b1 34 60 7b 92 84 de db 9e 4e 36 73 
3e ba bb 13 81 7c bf ca 48 da f2 a4 2b d8 3f 99 e5 93 56 a2 
Data Ascii: Mp3i)!h"@kFM^\K;M|?'{:Bs9c)R0y_c?e{`qn"-]IQ]hTA3RBp4LeW1nvLzT-Pq+cC7N5a"i_8>L%|Ki*EQ~Cn}
\"z4`{N6s>|H+?V

2022-04-20 13:07:16 UTC 954 IN Data Raw: b8 3d c1 2d 3d 0d fd 09 bf 1d 3e 44 3b 12 68 86 be 02 a3 2f c0 3a 09 72 8a 90 5d 36 2e 22 57 b4 5f a4 56 39 
41 4b 8e 5f e4 26 7c d9 7e 4e 4f ac b7 49 27 c7 8a 4e dc d5 ff 8b e2 fc a8 0b 20 e8 1b 0a 4d b8 b0 5c 59 2d 1b 8c c6 8d 
4d 3b 98 92 91 1d 78 0f f2 d5 cc a8 63 f7 f0 c8 9e 32 41 e5 b0 58 42 73 f3 7d d3 55 9e 16 33 0c 6e 85 20 ed 69 21 5b f7 
ea c4 91 e6 0c 09 60 21 06 96 11 ec fa bd 0f 4f ed e1 78 82 b2 fd 68 e8 17 c8 8e f1 dc 0a 41 ac ef 75 5e 0b fa b3 51 61 d4 
22 ae e6 85 85 09 22 29 c6 07 6c d4 7e 12 00 27 1c dc e9 cb fe d0 cd 88 7b 47 c5 e1 e8 0b 9b b8 8d 74 9a 36 23 a1 25 
50 6f de 7e be 4e 6f 96 d9 99 b2 de 34 12 51 50 d2 05 03 37 c4 2b 75 44 87 b6 d2 e2 2d e9 d9 ea 02 fd af 74 08 f4 41 0b 
ec 05 97 c0 21 36 b9 b4 56 5e 46 76 71 ea 3a 1b 4f fa 0b 
Data Ascii: =-=>D;h/:r]6."W_V9AK_&|~NOI'N M\Y-M;xc2AXBs}U3n i![`!OxhAu^Qa"")l~'{Gt6#%Po~No4QP7+uD-tA
!6V^Fvq:O

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 955 IN Data Raw: a4 6c 4b dc 2d 82 ad 63 6d 2f ab 19 28 72 13 1d e4 f0 af 10 95 ea 08 18 1c 90 ae 59 78 50 b5 f4 27 74 72 73 
f3 38 26 6a 4a 25 cf 3c 42 da 6c a2 23 02 0c c2 51 5e 44 67 0b d3 8c 1d b0 92 a5 8b 1b 9f 00 25 a1 3d 5f 4c 9a 72 15 f3 
94 fa c4 b3 10 7f c5 f6 f5 81 f7 e2 81 f7 70 e0 2d ab 46 cf 61 0a ec 87 d4 86 a5 0b 01 9e 08 33 da 8c 71 a0 3d 21 b4 b6 8b 
78 78 54 e2 9d 87 f2 47 05 0e 35 76 25 bb e1 f4 c3 d4 3e c6 be c3 c2 22 d3 26 a8 bf 76 31 c1 cf db e9 ad cf f7 e7 f3 1d 52 
68 38 66 7a ab dc 17 19 cf f1 3e dd de 26 ea d3 0d 66 2c c6 8c a6 e5 71 6e a9 bc ba 1a 4b d0 70 90 5b e1 2d 16 da bd 
49 1f e0 3c 84 92 8e 15 c4 5c 65 63 4d 46 d7 a0 ba 19 66 b0 dd 44 71 a6 e7 d1 c1 fc 3e b3 04 34 17 53 9c 67 0e 93 3a 
ee 93 74 ca 49 a1 46 05 18 5e d4 04 11 57 f4 52 b1 28 ca 
Data Ascii: lK-cm/(rYxP'trs8&jJ%<Bl#Q^Dg%=_Lrp-Fa3q=!xxTG5v%>"&v1Rh8fz>&f,qnKp[-I<\ecMFfDq>4Sg:tIF^WR(

2022-04-20 13:07:16 UTC 956 IN Data Raw: 44 22 c5 af ac d7 17 f5 3c 28 c7 a1 8e a3 c9 00 8d 16 21 3b 96 53 b4 63 61 28 4d b7 fd 1e 7a 90 20 36 92 72 
77 9e 4e eb 3f ae f4 b0 93 b0 17 64 57 5b 44 f7 51 39 96 2c dd 1e 9d e4 7a d9 1b 38 b2 86 38 96 46 7a b4 4b 7d 2e d1 
40 bf b7 39 c3 cd 9e a9 13 48 88 57 4c 3f b9 62 ae ff 44 fc ef de e7 15 4a 1d 79 67 a4 76 fd 48 42 a2 c4 9b f1 bd f3 72 96 
d8 9b 12 bb bb be 43 b9 24 ec 25 72 b2 07 20 f4 a1 1a 67 6b bc b0 b0 8f 48 66 e8 51 49 94 df 2f da d7 56 bd 3f 7b 6f 1f 
08 be 5a bf fe 87 5d 78 90 1c a5 4d ce b2 14 2b 53 ec af 62 c7 43 1a 28 6c 26 63 1f 18 0a ea 60 46 09 71 c0 87 12 fb 19 
8e 39 28 c6 98 7c 38 30 3f ae cc ef 57 b8 ff ea 88 5e 88 78 f0 d6 1f 62 ce 9f 00 73 75 74 dd 97 b3 90 ac 6c dd f6 78 54 43 
9f 0f 18 bf 2e e2 97 66 01 89 b1 d5 5f 0f 66 40 eb 49 
Data Ascii: D"<(!;Sca(Mz 6rwN?dW[DQ9,z88FzK}.@9HWL?bDJygvHBrC$%r gkHfQI/V?{oZ]xM+SbC(l&c`Fq9(|80?W^x
bsutlxTC.f_f@I

2022-04-20 13:07:16 UTC 958 IN Data Raw: 51 96 c4 5f c6 41 5b 67 e3 c1 5e 88 48 eb 5b 93 ee 40 42 94 d3 87 e9 b8 82 1e 5a 94 11 90 9c 2b 09 2b b2 0b 
13 e0 f8 8d b8 49 05 66 35 ab 6d 5a 0e d9 86 47 85 16 95 2b 04 58 50 2e d8 b6 f4 f9 63 b7 1a ed cd 35 34 74 66 53 f7 c2 
b8 9d 2f 53 ee e1 1c e1 52 f6 f1 ec e2 34 f1 36 15 8e 37 a3 6f 79 1f ed 27 c1 8a b1 f1 03 99 02 74 24 52 80 a6 df f3 8e d6 
17 8d 12 03 61 23 4e 49 28 33 f0 d6 d9 39 29 ac a3 f6 00 be bc d3 30 e3 af 21 5c 45 7c dd 70 3c 48 bc 4e 78 ae 14 10 9f 
bb 53 40 c0 71 e0 2c d7 a1 07 87 62 c9 43 0b 2d 97 c4 e2 e1 58 c2 a2 75 66 e9 30 3a d7 82 7e a6 34 f8 f4 b9 7f a2 1f 74 
8b 16 ef 94 2f 03 11 1c 99 ad e0 71 30 18 98 65 01 0f fb 40 a7 17 19 79 29 69 52 0e f4 09 3c c7 1e 8b 24 ab f8 35 20 a0 
23 7e 9c 78 4d 76 98 0d 9b b6 15 fa 45 01 6c 7b 31 d2 
Data Ascii: Q_A[g^H[@BZ++If5mZG+XP.c54tfS/SR467oy't$Ra#NI(39)0!\E|p<HNxS@q,bC-Xuf0:~4t/q0e@y)iR<$5 #
~xMvEl{1

2022-04-20 13:07:16 UTC 959 IN Data Raw: 54 56 d0 80 40 07 34 94 c2 3c f6 72 53 39 2a 7c a9 64 8a 2d fe 7d 27 c4 cd 92 af 11 2d 38 63 76 8a 58 72 e0 
34 ad e7 bb 98 c5 11 2e 46 bb f5 63 b3 6b af 61 6a f3 73 b3 05 17 5d d8 6f 40 0e 95 3b 6e 4b 05 ab 7c 9f 99 5d e4 bb 2c 
91 70 83 8a c8 a5 8d 9d 8f 1e 63 07 1e f9 6c 20 9f 0d b3 cf 1e e5 b3 51 f6 d9 50 3e 1b 67 9f 8d e4 b3 49 f6 d9 44 3e 7b 
ce 3e 7b 92 cf 9e b2 cf d0 e2 cb c9 4b 5e 26 d2 ff d1 31 f6 8f f7 2f f6 37 0e 8d 5c 85 de 6e f2 e7 5e 22 23 1b d3 61 22 ed 
8a 9e 82 e4 4a 9a 00 82 ec fc 09 5a 6c 42 a1 88 8d cc 2f 45 fb e6 9c a9 ed 21 ad 01 13 f8 01 ca 25 de 41 6f aa 74 9e 6a 
62 85 59 77 3c 9f aa 6c 39 7e ec d7 3d 3c c3 46 70 f7 c0 30 7a 78 fb 4b c2 85 a8 3b cb da 7f 48 d6 fe 44 e1 c7 3c 08 3f fe 
fa 54 49 01 bd 32 d3 95 a0 93 2a ff 3c b3 1b 5d f6 
Data Ascii: TV@4<rS9*|d-}'-8cvXr4.Fckajs]o@;nK|],pcl QP>gID>{>{K^&1/7\n^"#a"JZlB/E!%AotjbYw<l9~=<Fp0zxK;HD<?TI
2*<]

2022-04-20 13:07:16 UTC 960 IN Data Raw: b7 93 53 73 4c 98 ce 96 5d 29 57 ac 92 07 0c 23 ea f7 a3 4e f8 01 5d 27 05 be f5 9d 88 b7 16 f0 cf 01 a2 3f 63 
f4 fa cd 29 f0 ec 2b f8 c7 92 1e 88 68 c3 f1 9c a7 6f 94 76 14 23 9e 61 1f a0 7d 92 58 28 46 8b 3c ba e8 e6 79 7b 57 47 c6 
43 08 20 8f 08 a0 12 fb c1 66 b8 90 c6 79 42 c5 73 10 1f 12 77 de 90 42 53 64 32 3d 7c f9 23 be fc 86 1b a6 38 77 57 1d 
0d 84 40 45 08 42 98 ce 4a 1a f3 b3 90 1f 14 f4 ba 03 1b 7b e9 97 ab a7 a5 79 89 59 4b 7d 2e b1 75 0c f2 dc 77 b0 28 9a 
49 be 84 14 5a 4c 92 c5 4f ec ea 4f 81 3a 00 83 c9 b1 a3 c2 83 14 13 ae a0 33 9a 7c 1f 42 7b cb 7c 7f 57 7a ca 3f 9a b2 
80 d2 fc 79 7a 7c 3d 67 01 c4 f7 49 2f 41 0a b8 c8 b3 77 13 b8 34 1c e8 28 c0 47 d3 fa 22 98 34 6d 0a bb 3c d6 a8 ac 4d 
40 59 66 9c 2b 5d 6d 67 98 67 a4 3c a9 d0 8c db 94 
Data Ascii: SsL])W#N]'?c)+hov#a}X(F<y{WGC fyBswBSd2=|#8wW@EBJ{yYK}.uw(IZLOO:3|B{|Wz?yz|=gI/Aw4(G"4m<
M@Yf+]mgg<

2022-04-20 13:07:16 UTC 961 IN Data Raw: e7 02 d6 6c 37 f1 22 02 5a 8f 3e 4b 60 9f 7a b4 b8 68 31 b7 69 f7 60 bf c6 2c 75 b7 d1 1d c1 bc 37 4c 7f 71 11 
6a 07 bf 7f cf 77 02 f3 05 24 17 7c c4 48 62 96 55 33 08 03 3a 53 0d b6 8b 10 ea 35 9d 66 7e 3d f4 66 77 ca 9f 31 a4 be 
03 7f 31 ce 2b a0 d4 87 f7 75 ae 83 c8 f8 a8 20 fc fd bb c9 8e 04 4a 2d b7 4a 2b 43 61 eb ac b0 34 28 7e 7d d2 68 15 95 
30 7b 49 25 4c 2b b1 d8 a0 1d 5a 60 6f 31 de 44 bf aa 98 94 ed 49 f3 ad 1f 9b 6f 7d bb 62 c7 2e f8 68 c7 f5 ec 35 ca 60 
e1 6c 3d 10 88 31 de 59 8f 0d 39 31 e6 80 b0 84 3d 94 fc 64 3e 3a 01 4b cd 87 f3 88 53 d4 12 c8 40 35 66 59 5b f8 8a 2d 
5d 65 54 27 6d d8 5e 2b 4e 62 42 dd 47 e7 07 98 66 2e 46 0a d1 00 fe bd 80 f3 6a cb 9a f2 07 bd 90 9c 61 fb f6 89 c6 91 
85 46 03 f7 12 42 d9 b8 91 cf 26 5a 26 c4 d4 a7 3c 94 
Data Ascii: l7"Z>K`zh1i`,u7Lqjw$|HbU3:S5f~=fw11+u J-J+Ca4(~}h0{I%L+Z`o1DIo}b.h5`l=1Y91=d>:KS@5fY[-]e
T'm^+NbBGf.FjaFB&Z&<

2022-04-20 13:07:16 UTC 963 IN Data Raw: 10 d8 42 10 24 1d 80 75 d6 52 ae 87 f1 07 c3 69 cb 92 8f 9a c4 51 3c 78 fb 1d 4c 15 26 d4 e2 42 1f 2a f5 f2 67 
27 aa 47 1f 3e 48 07 d5 26 32 1e ff b6 75 87 d0 c9 fc a6 16 ea 8e c4 95 35 c5 38 1a 44 63 0d 4d 1a b9 40 4f 8b fe 72 90 
fa 08 e0 60 b4 98 50 6f 1e 5b 60 b4 63 68 dd ff 8c 2c 46 f4 19 4e 96 96 ac 12 dd fa 77 e8 87 91 67 b8 39 4e ea 59 dd 20 
f5 5a 09 f2 21 50 c0 6e dd 3b b8 0b ff a6 6a 46 59 5f 6f 26 cf c5 c5 58 1c dc 43 7a bb 74 cd 1b 71 f2 da e1 35 62 d5 57 ca 
15 0c 4b 36 b7 d4 9a 3d 8a 99 01 f9 ad f7 dc c9 b8 05 42 fe 2f 4a c2 79 56 94 e6 09 21 d4 2a e1 c5 aa ad 54 ca d4 d6 b9 
28 03 d2 f8 85 58 d2 56 6d f9 b3 88 4c d7 df b5 21 52 be 08 8f 20 21 30 a1 cb bf e4 45 cc 29 2c 5b b6 59 d1 db d4 5a 42 
c8 a0 d7 77 b5 44 7f 77 05 82 21 9c 0c ec f5 32 8d 
Data Ascii: B$uRiQ<xL&B*g'G>H&2u58DcM@Or`Po[`ch,FNwg9NY Z!Pn;jFY_o&XCztq5bWK6=B/JyV!*T(XVmL!R !0E),[
YZBwDw!2

2022-04-20 13:07:16 UTC 964 IN Data Raw: 21 ba 01 19 fc a2 a8 cb 8b ff aa 58 ef de 9b 46 77 58 ea b6 09 25 4d 8d 5b ba 9e 0d 55 78 8a ae ff d0 c9 6e 18 
e2 81 61 24 95 8f 9b 42 a1 3f 36 af b9 c3 d7 ff d8 e1 23 d1 44 dc e1 44 9d 19 2b ef a7 7a 33 7f e0 f7 a4 48 a1 f2 dc 71 9a 
3b fa f6 fd 25 53 4d cb c9 01 2c c2 31 de d8 84 23 c9 45 d3 35 b3 12 8b 97 20 43 ac b6 01 07 c6 8b fe 03 4c 22 32 7b 4b 
37 1a a7 7a fd cd 4b 74 67 06 9f 8e 96 cd ef e2 14 85 e9 d4 d1 28 9b 63 16 56 9e ff df 70 43 a2 d3 5c e2 5d 49 39 e4 32 
f9 28 1d 78 eb 3a f2 8d 52 cc 52 d4 2d 26 c0 7c 3a 22 17 77 3a 30 08 b2 b9 9e 49 36 e9 d9 b3 5b 48 36 73 ff 1b 50 4b 07 
08 94 8d 3c d4 71 08 03 00 52 5d 09 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 
13 00 00 00 6d 69 72 72 6f 72 69 6e 67 5f 77 65 62 72 
Data Ascii: !XFwX%M[Uxna$B?6#DD+z3Hq;%SM,1#E5 CL"2{K7zKtg(cVpC\]I92(x:RR-&|:"w:0I6[H6sPK<qR]PK)Qmirr
oring_webr

2022-04-20 13:07:16 UTC 965 IN Data Raw: 74 61 64 61 74 61 2f 76 65 72 69 66 69 65 64 5f 63 6f 6e 74 65 6e 74 73 2e 6a 73 6f 6e 95 59 5d 73 a3 38 d6 
fe 2b 5b 7d bd 53 85 c0 38 ed bd 8b 0d 02 13 23 07 a1 0f d0 d6 56 17 20 62 0c 02 13 1b c7 c0 d4 fc f7 55 7a e7 e2 dd e9 
6e af df 8b 54 ca 36 20 ce a3 73 9e 0f f8 e7 ef 5f 64 79 29 ce c7 7e 38 9e ba 2f ff f8 32 9c cb b2 ca 2e d5 df fa f2 fc b7 b7 
a3 2a bf fc fd cb e5 78 e8 4a f9 ad 38 75 43 d9 0d 5f fe f1 fb 97 3e 9b d4 29 93 fa f8 72 0a ea dc b4 0d c1 6d 23 31 ab aa 
30 2b 55 4c db 25 b7 2e c7 b4 1d 3f 52 73 78 2b 4c b5 14 f1 76 89 9c 67 1b 1d 6f 47 e1 a9 4e 24 c8 d8 d6 a7 a3 3e be 0a 
6b 6a 6e 3f bf 6f d5 45 24 e1 71 af 86 a7 6d b7 ae a4 77 38 ee 8f c1 5b ee ad ea 94 8f fa ba ab 2a 8f 57 83 3e 77 4e b9 
d4 9f ed f7 c2 5c 5d 3f cf 2d da d5 87 84 ab 53 
Data Ascii: tadata/verified_contents.jsonY]s8+[}S8#V bUznT6 s_dy)~8/2.*xJ8uC_>)rm#10+UL%.?Rsx+LvgoGN$>kjn?
oE$qmw8[*W>wN\]?-S

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:16 UTC 967 IN Data Raw: 8d d5 b8 77 ab 1e f9 fd 3b 85 a8 8f 3d 10 a6 bc 5f a7 ec eb 2d 35 c6 1b aa 05 2c 3b 11 c9 5a 41 de 60 40 7d 
6c 44 f4 eb dd b9 cb 1e e6 bc 40 84 6e b0 0d cd 60 a3 fd 14 8a 5d ad 3b ad 60 68 8e 00 4d 54 af 7b bf c7 5c 78 61 c2 96 
a1 39 10 cc c4 89 98 41 58 b8 77 b1 ef e5 f4 a0 c7 25 12 84 cd b8 d3 35 ee 78 b2 1d 32 2a 68 d1 08 9e 83 fe 43 b6 ab 29 
d2 76 af 30 d9 7e cf 01 8c e9 68 a6 16 fc 28 0c 85 ee fb ac fe 51 9f 05 50 a2 71 21 e2 45 78 81 1d 5b 68 1d d5 30 c8 79 bf 
4f 09 bb e6 04 5e 23 a5 1c 62 29 a1 fb 11 15 d0 d5 fc 88 dd b0 66 ec 2e f6 e6 e2 d1 be 77 e5 5c d1 94 06 15 82 ab 44 76 
ea 35 aa 55 20 4d 91 c5 47 b0 c4 00 3a 29 0f 7c c6 45 9f ce 87 45 de 55 9b b2 b1 d7 92 d2 7b d8 9f f3 07 b1 8f 2c 76 94 
dc 00 d8 0c ed b0 45 2e 6f 82 ad f4 4e 37 ca a5 9d 1a 
Data Ascii: w;=_-5,;ZA`@}lD@n`];`hMT{\xa9AXw%5x2*hC)v0~h(QPq!Ex[h0yO^#b)f.w\Dv5U MG:)|EEU{,vE.oN7

2022-04-20 13:07:16 UTC 968 IN Data Raw: 96 42 1a e8 25 e4 bd c9 e9 a8 bd 36 e6 7b 58 18 d2 d3 07 df c1 be 6c 0f 0f 66 2b b8 29 dd f1 84 d4 69 48 2d 
76 2e a8 3d 69 7f 41 11 ac b6 74 0e 2e 05 c7 22 56 18 84 b5 6a 33 4b 56 b1 c9 52 62 9d cc 18 de f5 f7 cb 0c ae 28 7b 34 
5f f1 40 73 6b df 0a 4f 6e 50 17 6c 18 0c 7a c6 18 c8 3d 65 f3 0e c6 92 04 bb 90 e1 25 51 eb 17 4a 82 58 fb 11 77 17 6b 
6c ff 8a 7f 0b af c2 62 97 34 d9 ea 7a c3 9f 61 fd 41 67 d6 d0 4e 86 fa 5a b7 bc 0e 04 33 d4 db de 03 33 03 b2 17 e6 e5 
a6 7d 05 4f eb 6a 51 74 6a 4a cc 68 11 53 f9 2a 1a f8 03 bf a7 2d ac 33 53 4e b9 c5 ae 5a fb 67 cd d7 7d e1 47 bf 58 77 
6b 50 17 9f 45 63 6b cd 3c d8 69 0b 74 9e 5c 5d 33 8e db c8 40 16 d3 e7 96 b5 1a c3 b9 59 c4 ce 5a df 14 c6 e1 5c cd da 
fb fe b8 ae 09 67 8d dd 2c b8 dd 88 5f d7 69 11 4b d7 00 
Data Ascii: B%6{Xlf+)iH-v.=iAt."Vj3KVRb({4_@skOnPlz=e%QJXwklb4zaAgNZ33}OjQtjJhS*-3SNZg}GXwkPEck<it\]
3@YZ\g,_iK

2022-04-20 13:07:16 UTC 969 IN Data Raw: 0a cf 35 db 92 22 69 16 c1 61 31 ed d4 6b fe 7c 68 5e 9e 16 9d 7c 56 d0 eb 99 78 96 d3 37 8c ac a7 7c bf 5f 
d4 65 74 58 b4 b7 14 bd ec 3f d6 d7 af f5 38 5c b7 51 6b 7e db f5 56 e9 bd 39 57 26 f2 ab b7 ee 30 2c a1 b6 18 6d 7d fb 
ba 09 9e 67 cd 97 87 db 8b f9 da 6c 97 df fc cd 33 e8 e5 c9 ca 9f 36 4f 31 a6 61 75 3e de 1c ef f6 5b fd 04 62 1c 3a d7 0b 
82 6b 0c 37 3d a9 cf 24 1b 6f eb 2e f9 70 6e ee b0 78 a2 c6 66 2a 2a 36 7a 46 63 90 6f 2c b0 40 9f 2d 00 f7 b2 8b ad 9c af 
1f f5 b7 e6 f0 bc 30 5e 2b ce d2 97 f7 de ba 0e e4 f0 7e e1 6f db 0f 39 de be fc f1 af 3f fe f8 d7 bf 01 50 4b 07 08 16 b7 56 
d0 ec 0f 00 00 a9 22 00 00 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 09 00 
00 00 00 00 00 00 00 00 10 00 ed 01 00 00 00 00 
Data Ascii: 5"ia1k|h^|Vx7|_etX?8\Qk~V9W&0,m}gl36O1au>[b:k7=$o.pnxf**6zFco,@-0^+~o9?PKV"PK*Q

2022-04-20 13:07:16 UTC 970 IN Data Raw: 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 0c 00 00 00 00 00 00 00 00 00 10 00 ed 01 a5 
89 00 00 5f 6c 6f 63 61 6c 65 73 2f 65 6c 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 32 77 9f 34 08 13 00 00 f4 
5f 00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 e1 89 00 00 5f 6c 6f 63 61 6c 65 73 2f 65 6c 2f 6d 65 73 73 61 67 65 
73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 0c 00 00 00 00 
00 00 00 00 00 10 00 ed 01 30 9d 00 00 5f 6c 6f 63 61 6c 65 73 2f 65 6e 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 
51 7a 25 be a9 78 0e 00 00 be 2d 00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 6c 9d 00 00 5f 6c 6f 63 61 6c 65 73 2f 
65 6e 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 
Data Ascii: *Q_locales/el/PK)Q2w4__locales/el/messages.jsonPK*Q0_locales/en/PK)Qz%x-l_locales/en/messages.json
PK

2022-04-20 13:07:16 UTC 972 IN Data Raw: 02 00 00 00 00 00 00 00 0c 00 00 00 00 00 00 00 00 00 10 00 ed 01 4d 32 01 00 5f 6c 6f 63 61 6c 65 73 2f 68 
72 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 58 3d ee 03 7a 0f 00 00 65 31 00 00 19 00 00 00 00 00 00 00 00 
00 00 00 a4 01 89 32 01 00 5f 6c 6f 63 61 6c 65 73 2f 68 72 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 
14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 0c 00 00 00 00 00 00 00 00 00 10 00 ed 01 4a 42 01 
00 5f 6c 6f 63 61 6c 65 73 2f 68 75 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 5d 1c 7c 4f 11 10 00 00 16 36 00 
00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 86 42 01 00 5f 6c 6f 63 61 6c 65 73 2f 68 75 2f 6d 65 73 73 61 67 65 73 2e 
6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 
Data Ascii: M2_locales/hr/PK)QX=ze12_locales/hr/messages.jsonPK*QJB_locales/hu/PK)Q]|O6B_locales/hu/messages.j
sonPK*Q

2022-04-20 13:07:16 UTC 973 IN Data Raw: 00 00 00 00 10 00 ed 01 f8 d7 01 00 5f 6c 6f 63 61 6c 65 73 2f 6d 6c 2f 50 4b 01 02 14 03 14 00 08 08 08 00 
29 8c 04 51 a8 68 87 8a 8d 12 00 00 0d 65 00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 34 d8 01 00 5f 6c 6f 63 61 
6c 65 73 2f 6d 6c 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 00 00 
00 02 00 00 00 00 00 00 00 0c 00 00 00 00 00 00 00 00 00 10 00 ed 01 08 eb 01 00 5f 6c 6f 63 61 6c 65 73 2f 6d 72 2f 50 
4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 b9 ab d8 b2 b5 11 00 00 16 5a 00 00 19 00 00 00 00 00 00 00 00 00 00 00 
a4 01 44 eb 01 00 5f 6c 6f 63 61 6c 65 73 2f 6d 72 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 
08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 0c 00 00 
Data Ascii: _locales/ml/PK)Qhe4_locales/ml/messages.jsonPK*Q_locales/mr/PK)QZD_locales/mr/messages.jsonPK*Q

2022-04-20 13:07:16 UTC 974 IN Data Raw: 6f 63 61 6c 65 73 2f 73 6c 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 e5 6b e8 ea 60 0f 00 00 d8 31 
00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 11 80 02 00 5f 6c 6f 63 61 6c 65 73 2f 73 6c 2f 6d 65 73 73 61 67 65 73 
2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 0c 00 00 00 00 00 
00 00 00 00 10 00 ed 01 b8 8f 02 00 5f 6c 6f 63 61 6c 65 73 2f 73 72 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 
04 04 ee a1 ba 11 00 00 94 5d 00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 f4 8f 02 00 5f 6c 6f 63 61 6c 65 73 2f 73 
72 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 
00 00 00 00 0c 00 00 00 00 00 00 00 00 00 10 00 ed 01 f5 a1 02 
Data Ascii: ocales/sl/PK)Qk`1_locales/sl/messages.jsonPK*Q_locales/sr/PK)Q]_locales/sr/messages.jsonPK*Q

2022-04-20 13:07:16 UTC 976 IN Data Raw: 14 03 14 00 08 08 08 00 29 8c 04 51 5c 3f f4 81 9e 0f 00 00 d0 35 00 00 19 00 00 00 00 00 00 00 00 00 00 00 
a4 01 f4 2a 03 00 5f 6c 6f 63 61 6c 65 73 2f 7a 68 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 
08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 0f 00 00 00 00 00 00 00 00 00 10 00 ed 01 d9 3a 03 00 5f 6c 
6f 63 61 6c 65 73 2f 7a 68 5f 54 57 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 80 77 20 c9 0c 10 00 00 f7 36 00 
00 1c 00 00 00 00 00 00 00 00 00 00 00 a4 01 18 3b 03 00 5f 6c 6f 63 61 6c 65 73 2f 7a 68 5f 54 57 2f 6d 65 73 73 61 67 
65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 4f 99 ea ee 33 b2 02 00 aa 44 09 00 0a 00 00 00 
00 00 00 00 00 00 00 00 a4 01 6e 4b 03 00 61 6e 67 75 6c 61 72 
Data Ascii: )Q\?5*_locales/zh/messages.jsonPK*Q:_locales/zh_TW/PK)Qw 6;_locales/zh_TW/messages.jsonP
K)QO3DnKangular

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

19 192.168.2.3 49837 40.126.31.72 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:22 UTC 977 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.29158.8; App svchost.exe, 1
0.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4796
Host: login.live.com

2022-04-20 13:07:22 UTC 977 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 
2f 73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 
63 65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 
2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 
73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2022-04-20 13:07:23 UTC 987 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Wed, 20 Apr 2022 13:06:23 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 311240d1-296c-4d03-be5b-e0009708bac0
PPServer: PPV: 30 H: BL02EPF000066F2 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Wed, 20 Apr 2022 13:07:22 GMT
Connection: close
Content-Length: 11093

2022-04-20 13:07:23 UTC 987 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

2 192.168.2.3 49745 142.250.185.78 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:07:02 UTC 57 OUT GET /service/update2/crx?os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=85.0.4183.121&lang=en-US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
bcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1 HTTP/1.1
Host: clients2.google.com
Connection: keep-alive
X-Goog-Update-Interactivity: fg
X-Goog-Update-AppId: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-85.0.4183.121
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-04-20 13:07:02 UTC 59 IN HTTP/1.1 200 OK
Content-Security-Policy: script-src 'report-sample' 'nonce-p+z/1gSfdW8fzsxDJ0x6cg' 'unsafe-inline' 'strict-dynamic' https: 
http:;object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Wed, 20 Apr 2022 13:07:02 GMT
Content-Type: text/xml; charset=UTF-8
X-Daynum: 5588
X-Daystart: 22022
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Server: GSE
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-04-20 13:07:02 UTC 60 IN Data Raw: 35 31 65 0d 0a 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 
54 46 2d 38 22 3f 3e 3c 67 75 70 64 61 74 65 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6c 3d 22 32 2e 30 22 20 73 65 
72 76 65 72 3d 22 70 72 6f 64 22 3e 3c 64 61 79 73 74 61 72 74 20 65 6c 61 70 73 65 64 5f 64 61 79 73 3d 22 35 35 38 
38 22 20 65 6c 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 32 32 30 32 32 22 2f 3e 3c 61 70 70 20 61 70 70 69 64 3d 22 
6e 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72 
74 3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22 
Data Ascii: 51e<?xml version="1.0" encoding="UTF-8"?><gupdate xmlns="http://www.google.com/update2/response" p
rotocol="2.0" server="prod"><daystart elapsed_days="5588" elapsed_seconds="22022"/><app appid="nmmhkkegccagdld
giimedpiccmgmieda" cohort="1::" cohortname=""

2022-04-20 13:07:02 UTC 60 IN Data Raw: 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78 22 
20 66 70 3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31 
37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68 5f 
73 68 61 32 35 36 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 
31 37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f 74 
65 63 74 65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65 72 
73 69 6f 6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3c 2f 61 70 70 3e 3c 61 70 
Data Ascii: mhkkegccagdldgiimedpiccmgmieda.crx" fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c54
50122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56b8717175c536685c5450122b30789464ad82" p
rotected="0" size="248531" status="ok" version="1.0.0.6"/></app><ap

2022-04-20 13:07:02 UTC 61 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

20 192.168.2.3 49835 40.126.31.72 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:07:23 UTC 982 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.29158.8; App svchost.exe, 1
0.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4796
Host: login.live.com

2022-04-20 13:07:23 UTC 982 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 
2f 73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 
63 65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 
2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 
73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1
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2022-04-20 13:07:23 UTC 998 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Wed, 20 Apr 2022 13:06:23 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 191752a1-5e65-4b7a-9a87-ccf6d71eab98
PPServer: PPV: 30 H: BL6PPFEE0C848E8 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Wed, 20 Apr 2022 13:07:22 GMT
Connection: close
Content-Length: 11093

2022-04-20 13:07:23 UTC 999 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

21 192.168.2.3 49839 20.82.209.183 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:07:23 UTC 1010 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=338389&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:472DC600-FEAB-E7F8-720D-1E33F00FD1E7&ctry=US&time=20220420T220721Z&lc=en-US&pl=en-US&i
dtp=mid&uid=4388269c-b420-4134-ac19-bc7ca8a19ac1&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=f1f6ba0dfe154fcbb383fd9e2bb373dd&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1480607&metered=false&nettype=ethernet&npid=sc-
338389&oemName=VMware%2C%20Inc.&oemid=VMware%2C%20Inc.&ossku=Professional&smBiosDm=VMware7
%2C1&tl=2&tsu=1480607&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32319&sc=6
X-SDK-HW-TOKEN: t=EwDgAppeBAAUlAKXDAofTQM+n+MaRVFKzH/ehWgAAfeO2A6lRHMfYfElmOgTa6byJeKXbqPj
j5bYwvb+0SXJFppxF2L0WCyjYZkAwoGn7ph5lE+22JkpLIlGPkMOMnL8izGCXhIHhqzBgjrS4bq9jlZVEusCwPwECv
AKFVzhzY5yAM2XFqw9LKSMoBKBf3yzozOV7hZsf27CJFdsegvhXECnI7EgssBWFluOalHGmSKqQMZwhCsu8BWd6jIW
hfIkLtS4RyD7B2I6y5iXkaje70AJLeiTufE+NwoIS92htoVHQ6WXchZyBbBYDcHM8OYhcxN3c+p+K+wf9SvsKJ1ygP
T2Bq5vTH4AjcvFBcRyM7FFRF83L2ObblUSa9FGB0wDZgAACCzyWk2whL4fsAGZz57yOQkITZMmxWPmVQ
3WgWiLSbA/mfUyn+rrPh0VG8/ka+p5iPm5AcSaMgtx40PRDqfO9pKIluhufY/FOMTNlTOijOxPgK4KdlWIu23Zn5JI
x7fV8y/Un//XlT3cvkzMTlVrfoFGFG8xnTFebvOTVca/2EaoCVDDUCkSu735+zx6F66JLS6xjvMp2ae4kTH0dUWVRH
hIAUWNg8eG2v8a6xxra66b3NAqN/v+Z+piFJhkzuxFeWSmsXKwH7uI09y4NgbfY94nACb0JAEZUTm/8Hy2J6AvqGP9
pTqtvOc5opY2nwbj37BtiHZ8LTtVrLcQqmoCvWRTEfKvUZZeRSQB8My2vyO78Ns7zVsXvBcdcyOXyWg30WjzeVTJcn
MuTXNqCO2VmFB+ZsRNSJD/g3C1SSFeuKaYPKvyIdGR4NyWIXf8Sgsj04XO0STyVY1KK9Dq/rLPb1hdY/WbXLLt1eNJ
14NZ8RL45jzC9fWHEWUBM4Taq37lBJMu8mWr8GHekV3ozaYlJmr0hPdza86a3R66ns+Wc+vsKcjnVrVkiHEv0tWq3F
VkdMsE0QAWTpxmwdjYAQ==&p=
Cache-Control: no-cache
MS-CV: dErZBvC6ak+UB2WJ.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2022-04-20 13:07:23 UTC 1014 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 3043
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"1,P425116219-T700333446-C128000000001627409+B+P10+S1"},{"OPTOUTST
ATE":"256"}]
X-ARC-SIG: vdHRfKuiZY6YynyK+KUfnxvTE/AIuPUYsgq84kj1C27OMDEZRrVvNPLyT7WOJ3zWA8CYm1L6dI/xDhX
aBGeKn1z/KJlCawWxN8YAsrA9/ySy8vnOQt+OUyt40MG3cEiaJO0Ohl8OKdMNzo/aGq6ddOix5A1Tg+5CMtQQZBtYa
5umLMLam82ynwPe4aMhBIn3O7L3KEBC1yyjqFZfUaiq5/7AdBOOhAkLOe+5/JARE/wXC3LX3zLKt5gLvJ+P75Unzr/
+4luel0Pu2cO/p+PjyLIUlmydfwkMI2juWVRxIg5tngpmKxrx1ApmQrWKtH5yBPNcqyzfy/ZD/E22hsPaaw==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Wed, 20 Apr 2022 13:07:23 GMT
Connection: close
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2022-04-20 13:07:23 UTC 1015 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 
22 69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 
72 64 72 5c 22 3a 5b 7b 5c 22 63 5c 22 3a 5c 22 43 44 4d 5c 22 2c 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 6
4 43 6f 6e 74 65 6e 74 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 63 6c 61 73 73 5c 22 3a 5c 22 63 6f 6e 74 65 6e 74 
5c 22 2c 5c 22 63 6f 6c 6c 65 63 74 69 6f 6e 73 5c 22 3a 5b 5d 2c 5c 22 69 74 65 6d 50 72 6f 70 65 72 74 79 4d 61 6e 69 
66 65 73 74 5c 22 3a 7b 5c 22 6e 6f 4f 70 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 61 63 74 69 6f 6e 5c 22 7d 7d 2c 
5c 22 69 74 65 6d 73 5c 22 3a 5b 7b 5c 22 70 72 6f 70 65 72 74 69 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"c\":\"CDM\",\"u\":\"SubscribedCont
ent\"}],\"ad\":{\"class\":\"content\",\"collections\":[],\"itemPropertyManifest\":{\"noOp\":{\"type\":\"action\"}},\"items\":[{\"properti

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

22 192.168.2.3 49838 20.82.209.183 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:07:23 UTC 1012 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=280815&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:472DC600-FEAB-E7F8-720D-1E33F00FD1E7&ctry=US&time=20220420T220722Z&lc=en-US&pl=en-US&i
dtp=mid&uid=4388269c-b420-4134-ac19-bc7ca8a19ac1&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=5a011c82e9094467a1a21e35c81b8914&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1480607&metered=false&nettype=ethernet&npid=sc-
280815&oemName=VMware%2C%20Inc.&oemid=VMware%2C%20Inc.&ossku=Professional&smBiosDm=VMware7
%2C1&tl=2&tsu=1480607&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32319&sc=6
X-SDK-HW-TOKEN: t=EwDgAppeBAAUlAKXDAofTQM+n+MaRVFKzH/ehWgAAQktZ5v7NTpphgHxIEBKDB
erVTufRUKWV0C1JwLhWrRMj9n5DwZIt2NzdPkOCLuNaQjt0Pwym23iBZEk1XkEy7qqYEVfN8s3WcU8xi6gPTEhGO3I
cNLOdARrOyxEI1HTL348poGLADTymscup/KGgCr/Vgs3jiBEwfReMUM6VxlwjB4f/KYd8wV/jtrSqK15BoLmS6u3Ma
6FMuDr0QtjFkCR7+rVHaVDz83f3R0uBtOIH2fnWyfoWAB6OfM+mOLYvOez1XaBIQ+w00582uYD2gRvglHzeXdUfQGN
burTvQGPAHodyKSyUTW06NchvkpSdLK0oXQzRbr/JWjCpJrZCV8DZgAACPetRxbiezYksAHn3cl9ExFqGs4zXCtrcT
CzO2Xf6EXyYljxcHCyihb30Ln7r6BlS30SvUWBwV2imtoR9PvkdRTzGhLubjZC/SOP/u9LGryL3UOOiQbuLz8tvc6i
tFREEI7OXTaY/s+tbFoCxgkJGjfuGAIUxhlGvjStZfF6+mdfypOKA2lvdvGP49sBe8iSltUNQ0Gz8MgXT7wy50VqyV
1m7rEdmZakWPmfofq3uYTjILMdAFpb/3dGiPQjzOuqBEWF5YYbO9lxnrDMHspE8WdtqSzoh+c7/8P7FRkangqUnuub
CSde0N18fTSO21N1y9yh2mxwfX5fx2gmPtIymD/4/DxzCaENOLINJHwwSF7YPBb24ZKqfcB2L+hxFzvPQO8WaCvPmy
4m69VpFdOBe+3SVvBYRxfJYvxwL2zZYKl743OC34OB22/hiQGpIOXHE2IhkM/xcp3+LuutLdCLZBxIY7/MWDjJ2rCv
6Knh804bl1pdijM5qZ9Yi8UkRMaizghTpqw+EpbwDLCAauyMB/SbcFlkUy+cAgeOUE23r3MF8Twd9O9Jatq6UQce11
b9+7fdNuYLhc5bGXzYAQ==&p=
Cache-Control: no-cache
MS-CV: dErZBvC6ak+UB2WJ.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2022-04-20 13:07:23 UTC 1018 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 3041
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"1,P425116123-T700333390-C128000000001627409+B+P20+S1"},{"OPTOUTST
ATE":"256"}]
X-ARC-SIG: VIPhb0rva/m8m+Y7+25c3is8cIoCRQWhryjG0NgQ7W+uFSClUImy5//EbrKDQ6+wnEeJvWmLK5+096W
CrlMehYNvST2RjY3vUjeWHGfFCkw3TelL68DGoPgzZy4YdV5CphBEUzf0mRox6eFLWto9r5yoK5MKQNHTXegb+nJbw
NbrxYJS7+B4uo3vCjDcR20HE8LPXyG22i3k1voqZ87Sz3CL4XvMZpTCUWcDDhMWpNH1CRKXHvlLv+7kAKPQbcLm8/o
Egi1MsvmtZtBx+3k60XXxQL0OMHV/nddFiinzyIUG/sPqfHMETjWVw/0ha1TbXFw2xTgU9aW6TvUqyxooIA==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Wed, 20 Apr 2022 13:07:23 GMT
Connection: close

2022-04-20 13:07:23 UTC 1019 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 
22 69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 
72 64 72 5c 22 3a 5b 7b 5c 22 63 5c 22 3a 5c 22 43 44 4d 5c 22 2c 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 6
4 43 6f 6e 74 65 6e 74 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 63 6c 61 73 73 5c 22 3a 5c 22 63 6f 6e 74 65 6e 74 
5c 22 2c 5c 22 63 6f 6c 6c 65 63 74 69 6f 6e 73 5c 22 3a 5b 5d 2c 5c 22 69 74 65 6d 50 72 6f 70 65 72 74 79 4d 61 6e 69 
66 65 73 74 5c 22 3a 7b 5c 22 6e 6f 4f 70 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 61 63 74 69 6f 6e 5c 22 7d 7d 2c 
5c 22 69 74 65 6d 73 5c 22 3a 5b 7b 5c 22 70 72 6f 70 65 72 74 69 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"c\":\"CDM\",\"u\":\"SubscribedCont
ent\"}],\"ad\":{\"class\":\"content\",\"collections\":[],\"itemPropertyManifest\":{\"noOp\":{\"type\":\"action\"}},\"items\":[{\"properti

Session ID Source IP Source Port Destination IP
Destination
Port

Process

23 192.168.2.3 49844 23.213.168.66 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:07:27 UTC 1022 OUT HEAD /fs/windows/config.json HTTP/1.1
Connection: Keep-Alive
Accept: */*
Accept-Encoding: identity
User-Agent: Microsoft BITS/7.8
Host: fs.microsoft.com

2022-04-20 13:07:27 UTC 1022 IN HTTP/1.1 200 OK
Content-Type: application/octet-stream
Last-Modified: Thu, 20 Apr 2017 16:10:39 GMT
ETag: "f9c874a7f0b9d21:0"
Server: Microsoft-IIS/10.0
Content-Disposition: attachment; filename=config.json
X-Powered-By: ASP.NET
Cache-Control: public, max-age=100068
Date: Wed, 20 Apr 2022 13:07:27 GMT
Connection: close
X-CID: 2

Session ID Source IP Source Port Destination IP
Destination
Port

Process

24 192.168.2.3 49845 23.213.168.66 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:07:27 UTC 1022 OUT GET /fs/windows/config.json HTTP/1.1
Connection: Keep-Alive
Accept: */*
Accept-Encoding: identity
If-Unmodified-Since: Thu, 20 Apr 2017 16:10:39 GMT
Range: bytes=0-2147483646
User-Agent: Microsoft BITS/7.8
Host: fs.microsoft.com

2022-04-20 13:07:27 UTC 1022 IN HTTP/1.1 200 OK
Content-Type: application/octet-stream
Last-Modified: Thu, 20 Apr 2017 16:10:39 GMT
ETag: "f9c874a7f0b9d21:0"
Server: Microsoft-IIS/10.0
Content-Disposition: attachment; filename=config.json
X-Powered-By: ASP.NET
Cache-Control: public, max-age=100068
Date: Wed, 20 Apr 2022 13:07:27 GMT
Content-Length: 55
Connection: close
X-CID: 2

2022-04-20 13:07:27 UTC 1023 IN Data Raw: 7b 22 66 6f 6e 74 53 65 74 55 72 69 22 3a 22 66 6f 6e 74 73 65 74 2d 32 30 31 37 2d 30 34 2e 6a 73 6f 6e 22 
2c 22 62 61 73 65 55 72 69 22 3a 22 66 6f 6e 74 73 22 7d 
Data Ascii: {"fontSetUri":"fontset-2017-04.json","baseUri":"fonts"}

Session ID Source IP Source Port Destination IP
Destination
Port

Process

25 192.168.2.3 49862 20.190.160.12 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:08:06 UTC 1023 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.29158.8; App svchost.exe, 1
0.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4659
Host: login.live.com

2022-04-20 13:08:06 UTC 1023 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 
2f 73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 
63 65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 
2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 
73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1
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2022-04-20 13:08:06 UTC 1028 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Wed, 20 Apr 2022 13:07:06 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 76c380ef-d109-44ea-9100-1f64c6ddccf5
PPServer: PPV: 30 H: BL02PF1CFDFB862 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Wed, 20 Apr 2022 13:08:06 GMT
Connection: close
Content-Length: 10813

2022-04-20 13:08:06 UTC 1028 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

26 192.168.2.3 49863 20.199.120.182 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:08:07 UTC 1039 OUT Data Raw: 43 4e 54 20 31 20 43 4f 4e 20 32 34 36 0d 0a 43 6f 6e 74 65 78 74 3a 20 62 33 36 39 37 35 31 37 65 35 30 66 
34 35 65 35 0d 0a 0d 0a 
Data Ascii: CNT 1 CON 246Context: b3697517e50f45e5

2022-04-20 13:08:07 UTC 1039 OUT Data Raw: 3c 63 6f 6e 6e 65 63 74 3e 3c 76 65 72 3e 32 3c 2f 76 65 72 3e 3c 61 67 65 6e 74 3e 3c 6f 73 3e 57 69 6e 64 
6f 77 73 3c 2f 6f 73 3e 3c 6f 73 56 65 72 3e 31 30 2e 30 2e 30 2e 30 2e 31 37 31 33 34 3c 2f 6f 73 56 65 72 3e 3c 70 72 
6f 63 3e 78 36 34 3c 2f 70 72 6f 63 3e 3c 6c 63 69 64 3e 65 6e 2d 55 53 3c 2f 6c 63 69 64 3e 3c 67 65 6f 49 64 3e 32 34 
34 3c 2f 67 65 6f 49 64 3e 3c 61 6f 61 63 3e 30 3c 2f 61 6f 61 63 3e 3c 64 65 76 69 63 65 54 79 70 65 3e 31 3c 2f 64 65 
76 69 63 65 54 79 70 65 3e 3c 64 65 76 69 63 65 4e 61 6d 65 3e 56 4d 77 61 72 65 37 2c 31 3c 2f 64 65 76 69 63 65 4e 
61 6d 65 3e 3c 2f 61 67 65 6e 74 3e 3c 2f 63 6f 6e 6e 65 63 74 3e 
Data Ascii: <connect><ver>2</ver><agent><os>Windows</os><osVer>10.0.0.0.17134</osVer><proc>x64</proc>
<lcid>en-US</lcid><geoId>244</geoId><aoac>0</aoac><deviceType>1</deviceType><deviceName>VMware7,1</
deviceName></agent></connect>

2022-04-20 13:08:07 UTC 1039 OUT Data Raw: 41 54 48 20 32 20 43 4f 4e 5c 44 45 56 49 43 45 20 31 30 32 36 0d 0a 43 6f 6e 74 65 78 74 3a 20 62 33 36 39 
37 35 31 37 65 35 30 66 34 35 65 35 0d 0a 0d 0a 3c 64 65 76 69 63 65 3e 3c 63 6f 6d 70 61 63 74 2d 74 69 63 6b 65 74 
3e 74 3d 45 77 43 77 41 75 70 49 42 41 41 55 31 62 44 47 66 64 61 7a 69 44 66 58 70 6a 4e 35 4e 36 63 59 68 54 31 77 
62 6d 51 41 41 58 46 64 5a 34 43 2f 64 64 69 5a 45 4b 77 73 37 34 47 57 2b 43 6c 54 57 31 74 77 77 6d 43 4d 2b 39 6d 
58 39 76 42 47 78 2b 31 4f 63 30 35 32 4b 4b 36 6d 4c 62 58 75 59 66 4d 2f 62 31 66 66 56 76 48 43 78 6c 79 71 38 71 
34 6c 69 34 4c 37 53 69 54 63 6e 6d 47 4f 37 37 54 6f 33 75 79 7a 53 36 49 6e 74 53 78 6f 74 5a 43 34 44 7a 72 2b 4c 43 
39 62 74 2b 72 50 68 32 50 46 55 66 41 66 31 2f 6d 61 53 6e 69 6e 4f 
Data Ascii: ATH 2 CON\DEVICE 1026Context: b3697517e50f45e5<device><compact-ticket>t=EwCwAupIBAAU1bDG
fdaziDfXpjN5N6cYhT1wbmQAAXFdZ4C/ddiZEKws74GW+ClTW1twwmCM+9mX9vBGx+1Oc052KK6mLbXuYfM/b1ffVv
HCxlyq8q4li4L7SiTcnmGO77To3uyzS6IntSxotZC4Dzr+LC9bt+rPh2PFUfAf1/maSninO

2022-04-20 13:08:07 UTC 1040 OUT Data Raw: 42 4e 44 20 33 20 43 4f 4e 5c 57 4e 53 20 31 30 34 34 34 37 38 20 31 37 30 0d 0a 43 6f 6e 74 65 78 74 3a 20 
62 33 36 39 37 35 31 37 65 35 30 66 34 35 65 35 0d 0a 0d 0a 3c 77 6e 73 3e 3c 76 65 72 3e 31 3c 2f 76 65 72 3e 3c 63 
6c 69 65 6e 74 3e 3c 6e 61 6d 65 3e 57 50 4e 3c 2f 6e 61 6d 65 3e 3c 76 65 72 3e 31 2e 30 3c 2f 76 65 72 3e 3c 2f 63 6c 
69 65 6e 74 3e 3c 6f 70 74 69 6f 6e 73 3e 3c 70 77 72 6d 6f 64 65 20 6d 6f 64 65 3d 22 30 22 3e 3c 2f 70 77 72 6d 6f 64 
65 3e 3c 2f 6f 70 74 69 6f 6e 73 3e 3c 6c 61 73 74 4d 73 67 49 64 3e 30 3c 2f 6c 61 73 74 4d 73 67 49 64 3e 3c 2f 77 6e 
73 3e 
Data Ascii: BND 3 CON\WNS 1044478 170Context: b3697517e50f45e5<wns><ver>1</ver><client><name>WPN</na
me><ver>1.0</ver></client><options><pwrmode mode="0"></pwrmode></options><lastMsgId>0</lastMsgId></wns>

2022-04-20 13:08:07 UTC 1040 IN Data Raw: 32 30 32 20 31 20 43 4f 4e 20 35 38 0d 0a 
Data Ascii: 202 1 CON 58

2022-04-20 13:08:07 UTC 1040 IN Data Raw: 4d 53 2d 43 56 3a 20 37 45 2f 75 63 4d 5a 79 54 45 47 69 76 4a 75 54 6c 2f 4f 30 75 67 2e 30 0d 0a 0d 0a 50 
61 79 6c 6f 61 64 20 70 61 72 73 69 6e 67 20 66 61 69 6c 65 64 2e 
Data Ascii: MS-CV: 7E/ucMZyTEGivJuTl/O0ug.0Payload parsing failed.

Session ID Source IP Source Port Destination IP
Destination
Port

Process

27 192.168.2.3 49864 20.199.120.182 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:08:10 UTC 1040 OUT Data Raw: 43 4e 54 20 31 20 43 4f 4e 20 32 34 36 0d 0a 43 6f 6e 74 65 78 74 3a 20 63 33 33 37 62 31 30 36 61 62 32 34 
61 66 38 64 0d 0a 0d 0a 
Data Ascii: CNT 1 CON 246Context: c337b106ab24af8d

2022-04-20 13:08:10 UTC 1040 OUT Data Raw: 3c 63 6f 6e 6e 65 63 74 3e 3c 76 65 72 3e 32 3c 2f 76 65 72 3e 3c 61 67 65 6e 74 3e 3c 6f 73 3e 57 69 6e 64 
6f 77 73 3c 2f 6f 73 3e 3c 6f 73 56 65 72 3e 31 30 2e 30 2e 30 2e 30 2e 31 37 31 33 34 3c 2f 6f 73 56 65 72 3e 3c 70 72 
6f 63 3e 78 36 34 3c 2f 70 72 6f 63 3e 3c 6c 63 69 64 3e 65 6e 2d 55 53 3c 2f 6c 63 69 64 3e 3c 67 65 6f 49 64 3e 32 34 
34 3c 2f 67 65 6f 49 64 3e 3c 61 6f 61 63 3e 30 3c 2f 61 6f 61 63 3e 3c 64 65 76 69 63 65 54 79 70 65 3e 31 3c 2f 64 65 
76 69 63 65 54 79 70 65 3e 3c 64 65 76 69 63 65 4e 61 6d 65 3e 56 4d 77 61 72 65 37 2c 31 3c 2f 64 65 76 69 63 65 4e 
61 6d 65 3e 3c 2f 61 67 65 6e 74 3e 3c 2f 63 6f 6e 6e 65 63 74 3e 
Data Ascii: <connect><ver>2</ver><agent><os>Windows</os><osVer>10.0.0.0.17134</osVer><proc>x64</proc>
<lcid>en-US</lcid><geoId>244</geoId><aoac>0</aoac><deviceType>1</deviceType><deviceName>VMware7,1</
deviceName></agent></connect>

2022-04-20 13:08:10 UTC 1041 OUT Data Raw: 41 54 48 20 32 20 43 4f 4e 5c 44 45 56 49 43 45 20 31 30 32 36 0d 0a 43 6f 6e 74 65 78 74 3a 20 63 33 33 37 
62 31 30 36 61 62 32 34 61 66 38 64 0d 0a 0d 0a 3c 64 65 76 69 63 65 3e 3c 63 6f 6d 70 61 63 74 2d 74 69 63 6b 65 74 
3e 74 3d 45 77 43 77 41 75 70 49 42 41 41 55 31 62 44 47 66 64 61 7a 69 44 66 58 70 6a 4e 35 4e 36 63 59 68 54 31 77 
62 6d 51 41 41 58 46 64 5a 34 43 2f 64 64 69 5a 45 4b 77 73 37 34 47 57 2b 43 6c 54 57 31 74 77 77 6d 43 4d 2b 39 6d 
58 39 76 42 47 78 2b 31 4f 63 30 35 32 4b 4b 36 6d 4c 62 58 75 59 66 4d 2f 62 31 66 66 56 76 48 43 78 6c 79 71 38 71 
34 6c 69 34 4c 37 53 69 54 63 6e 6d 47 4f 37 37 54 6f 33 75 79 7a 53 36 49 6e 74 53 78 6f 74 5a 43 34 44 7a 72 2b 4c 43 
39 62 74 2b 72 50 68 32 50 46 55 66 41 66 31 2f 6d 61 53 6e 69 6e 4f 
Data Ascii: ATH 2 CON\DEVICE 1026Context: c337b106ab24af8d<device><compact-ticket>t=EwCwAupIBAAU1bDG
fdaziDfXpjN5N6cYhT1wbmQAAXFdZ4C/ddiZEKws74GW+ClTW1twwmCM+9mX9vBGx+1Oc052KK6mLbXuYfM/b1ffVv
HCxlyq8q4li4L7SiTcnmGO77To3uyzS6IntSxotZC4Dzr+LC9bt+rPh2PFUfAf1/maSninO

2022-04-20 13:08:10 UTC 1042 OUT Data Raw: 42 4e 44 20 33 20 43 4f 4e 5c 57 4e 53 20 31 30 34 34 34 37 38 20 31 37 30 0d 0a 43 6f 6e 74 65 78 74 3a 20 
63 33 33 37 62 31 30 36 61 62 32 34 61 66 38 64 0d 0a 0d 0a 3c 77 6e 73 3e 3c 76 65 72 3e 31 3c 2f 76 65 72 3e 3c 63 
6c 69 65 6e 74 3e 3c 6e 61 6d 65 3e 57 50 4e 3c 2f 6e 61 6d 65 3e 3c 76 65 72 3e 31 2e 30 3c 2f 76 65 72 3e 3c 2f 63 6c 
69 65 6e 74 3e 3c 6f 70 74 69 6f 6e 73 3e 3c 70 77 72 6d 6f 64 65 20 6d 6f 64 65 3d 22 30 22 3e 3c 2f 70 77 72 6d 6f 64 
65 3e 3c 2f 6f 70 74 69 6f 6e 73 3e 3c 6c 61 73 74 4d 73 67 49 64 3e 30 3c 2f 6c 61 73 74 4d 73 67 49 64 3e 3c 2f 77 6e 
73 3e 
Data Ascii: BND 3 CON\WNS 1044478 170Context: c337b106ab24af8d<wns><ver>1</ver><client><name>WPN</na
me><ver>1.0</ver></client><options><pwrmode mode="0"></pwrmode></options><lastMsgId>0</lastMsgId></wns>

2022-04-20 13:08:10 UTC 1042 IN Data Raw: 32 30 32 20 31 20 43 4f 4e 20 35 38 0d 0a 
Data Ascii: 202 1 CON 58

2022-04-20 13:08:10 UTC 1042 IN Data Raw: 4d 53 2d 43 56 3a 20 50 72 38 36 6d 56 54 69 4d 30 6d 4e 6d 50 79 41 2f 69 76 67 71 41 2e 30 0d 0a 0d 0a 
50 61 79 6c 6f 61 64 20 70 61 72 73 69 6e 67 20 66 61 69 6c 65 64 2e 
Data Ascii: MS-CV: Pr86mVTiM0mNmPyA/ivgqA.0Payload parsing failed.

Session ID Source IP Source Port Destination IP
Destination
Port

Process

28 192.168.2.3 49866 20.40.136.238 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:08:17 UTC 1042 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=338387&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:472DC600-FEAB-E7F8-720D-1E33F00FD1E7&ctry=US&time=20220420T220814Z&lc=en-US&pl=en-US&i
dtp=mid&uid=4388269c-b420-4134-ac19-bc7ca8a19ac1&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=008a0b540527473e8b9e3ede46171905&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1480608&metered=false&nettype=ethernet&npid=sc-
338387&oemName=jtuqep%2C%20Inc.&oemid=jtuqep%2C%20Inc.&ossku=Professional&rver=2&sc-mode=0
&smBiosDm=jtuqep7%2C1&tl=2&tsu=1480608&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1
&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32319&sc=6
X-SDK-HW-TOKEN: t=EwDgAppeBAAUlAKXDAofTQM+n+MaRVFKzH/ehWgAAfeO2A6lRHMfYfElmOgTa6byJeKXbqPj
j5bYwvb+0SXJFppxF2L0WCyjYZkAwoGn7ph5lE+22JkpLIlGPkMOMnL8izGCXhIHhqzBgjrS4bq9jlZVEusCwPwECv
AKFVzhzY5yAM2XFqw9LKSMoBKBf3yzozOV7hZsf27CJFdsegvhXECnI7EgssBWFluOalHGmSKqQMZwhCsu8BWd6jIW
hfIkLtS4RyD7B2I6y5iXkaje70AJLeiTufE+NwoIS92htoVHQ6WXchZyBbBYDcHM8OYhcxN3c+p+K+wf9SvsKJ1ygP
T2Bq5vTH4AjcvFBcRyM7FFRF83L2ObblUSa9FGB0wDZgAACCzyWk2whL4fsAGZz57yOQkITZMmxWPmVQ
3WgWiLSbA/mfUyn+rrPh0VG8/ka+p5iPm5AcSaMgtx40PRDqfO9pKIluhufY/FOMTNlTOijOxPgK4KdlWIu23Zn5JI
x7fV8y/Un//XlT3cvkzMTlVrfoFGFG8xnTFebvOTVca/2EaoCVDDUCkSu735+zx6F66JLS6xjvMp2ae4kTH0dUWVRH
hIAUWNg8eG2v8a6xxra66b3NAqN/v+Z+piFJhkzuxFeWSmsXKwH7uI09y4NgbfY94nACb0JAEZUTm/8Hy2J6AvqGP9
pTqtvOc5opY2nwbj37BtiHZ8LTtVrLcQqmoCvWRTEfKvUZZeRSQB8My2vyO78Ns7zVsXvBcdcyOXyWg30WjzeVTJcn
MuTXNqCO2VmFB+ZsRNSJD/g3C1SSFeuKaYPKvyIdGR4NyWIXf8Sgsj04XO0STyVY1KK9Dq/rLPb1hdY/WbXLLt1eNJ
14NZ8RL45jzC9fWHEWUBM4Taq37lBJMu8mWr8GHekV3ozaYlJmr0hPdza86a3R66ns+Wc+vsKcjnVrVkiHEv0tWq3F
VkdMsE0QAWTpxmwdjYAQ==&p=
Cache-Control: no-cache
MS-CV: HGYf0geY7US5fiPs.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive
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2022-04-20 13:08:17 UTC 1051 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 24516
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"3,P425056668-T700379701-C128000000002753229+B+P90+S1,P425462535-T
700374422-C128000000003097169+B+P80+S2,P400090958-T700355890-C128000000002295849+B+P20+S3"},
{"BATCH_REDIRECT_STORE":"BWW_128000000002753229_EN-US+P0+S0"},{"BATCH_REDIRECT_STORE":"B
WW_128000000003097169_EN-US+P0+S0"},{"BATCH_REDIRECT_STORE":"BWW_128000000002295849_EN-US+
P0+S0"},{"OPTOUTSTATE":"256"}]
X-ARC-SIG: Yvk9doCqeX7jyMH03XpoXO6pcKI/fWUnSizvKezY/iUDZB7/BL/L4SPOVrQQ6yFh/yAgaCtAy0n0gFI
pNi2vtw2sp7g1EvzJ1rspHuTmCRU/5eyp+Mn+z0QvvtI59MY78gJpFzrNMd1pdZOofSbLRrN5xJu+J0pDPJp6UtsMC
Th66P6ux+iAXV0a7uB0kn95OG7DjdFMT0hdqhwsm67Wb0N+TtMxyN+100OaHaanDwES+10/w7YoDBzMfh94/uqmwPy
tCVMH5Qt4NVB7DcN8OGXN+9QQTw9fDioCvrkjnpkmb67QsrYfxLtRwL/CAe5tgXCLvvvRFPfG4SxNYLK2/Q==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Wed, 20 Apr 2022 13:08:17 GMT
Connection: close

2022-04-20 13:08:17 UTC 1053 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 
22 69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 
72 64 72 5c 22 3a 5b 7b 5c 22 63 5c 22 3a 5c 22 43 44 4d 5c 22 2c 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 6
4 43 6f 6e 74 65 6e 74 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 63 6c 61 73 73 5c 22 3a 5c 22 63 6f 6e 74 65 6e 74 
5c 22 2c 5c 22 63 6f 6c 6c 65 63 74 69 6f 6e 73 5c 22 3a 5b 5d 2c 5c 22 6e 61 6d 65 5c 22 3a 5c 22 4c 6f 63 6b 53 63 72 
65 65 6e 5c 22 2c 5c 22 70 72 6f 70 65 72 74 79 4d 61 6e 69 66 65 73 74 5c 22 3a 7b 5c 22 6c 61 6e 64 73 63 61 70 65 
49 6d 61 67 65 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 69 6d 61 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"c\":\"CDM\",\"u\":\"SubscribedCont
ent\"}],\"ad\":{\"class\":\"content\",\"collections\":[],\"name\":\"LockScreen\",\"propertyManifest\":{\"landscapeImage\":{\"type\
":\"ima

2022-04-20 13:08:17 UTC 1069 IN Data Raw: 4c 4f 42 41 4c 44 45 56 49 43 45 49 44 3d 36 37 35 35 34 33 32 30 30 34 36 36 37 34 33 35 26 4c 4f 43 41 4c 
49 44 3d 77 3a 34 37 32 44 43 36 30 30 2d 46 45 41 42 2d 45 37 46 38 2d 37 32 30 44 2d 31 45 33 33 46 30 30 46 44 31 
45 37 26 44 53 5f 45 56 54 49 44 3d 61 39 38 66 32 30 36 34 35 34 66 33 34 37 35 37 38 35 31 62 30 63 62 34 66 65 35 
32 34 63 35 64 26 42 43 4e 54 3d 31 26 50 47 3d 50 43 30 30 30 50 30 46 52 35 2e 30 30 30 30 30 30 30 49 52 53 26 55 
4e 49 44 3d 33 33 38 33 38 37 26 4d 41 50 5f 54 49 44 3d 32 31 45 39 31 39 30 32 2d 45 46 46 38 2d 34 46 30 33 2d 38 
36 33 36 2d 38 39 46 45 44 34 33 42 38 30 34 42 26 4e 43 54 3d 31 26 50 4e 3d 44 41 36 33 44 46 39 33 2d 33 44 42 43 
2d 34 32 41 45 2d 41 35 30 35 2d 42 33 34 39 38 38 36 38 33 41 43 37 26 
Data Ascii: LOBALDEVICEID=6755432004667435&LOCALID=w:472DC600-FEAB-E7F8-720D-1E33F00FD1E7&
DS_EVTID=a98f206454f34757851b0cb4fe524c5d&BCNT=1&PG=PC000P0FR5.0000000IRS&UNID=338387&MAP_
TID=21E91902-EFF8-4F03-8636-89FED43B804B&NCT=1&PN=DA63DF93-3DBC-42AE-A505-B34988683AC7&

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

29 192.168.2.3 49865 20.40.136.238 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:08:17 UTC 1044 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=338388&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:472DC600-FEAB-E7F8-720D-1E33F00FD1E7&ctry=US&time=20220420T220815Z&lc=en-US&pl=en-US&i
dtp=mid&uid=4388269c-b420-4134-ac19-bc7ca8a19ac1&aid=00000000-0000-0000-0000-000000000000&ua=Windows
ShellClient%2F9.0.40929.0%20%28Windows%29&asid=6bbc126aecd44f47bde65359468b94d4&ctmode=MultiSession&
arch=x64&cdm=1&cdmver=10.0.17134.1&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.17134.1&disp
horzres=1280&dispsize=17.1&dispvertres=1024&isu=0&lo=1480608&metered=false&nettype=ethernet&npid=sc-
338388&oemName=jtuqep%2C%20Inc.&oemid=jtuqep%2C%20Inc.&ossku=Professional&rver=2&smBiosDm=
jtuqep7%2C1&tl=2&tsu=1480608&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: chs=0&imp=0&chf=0&ds=50583&fs=32319&sc=6
X-SDK-HW-TOKEN: t=EwDgAppeBAAUlAKXDAofTQM+n+MaRVFKzH/ehWgAAfeO2A6lRHMfYfElmOgTa6byJeKXbqPj
j5bYwvb+0SXJFppxF2L0WCyjYZkAwoGn7ph5lE+22JkpLIlGPkMOMnL8izGCXhIHhqzBgjrS4bq9jlZVEusCwPwECv
AKFVzhzY5yAM2XFqw9LKSMoBKBf3yzozOV7hZsf27CJFdsegvhXECnI7EgssBWFluOalHGmSKqQMZwhCsu8BWd6jIW
hfIkLtS4RyD7B2I6y5iXkaje70AJLeiTufE+NwoIS92htoVHQ6WXchZyBbBYDcHM8OYhcxN3c+p+K+wf9SvsKJ1ygP
T2Bq5vTH4AjcvFBcRyM7FFRF83L2ObblUSa9FGB0wDZgAACCzyWk2whL4fsAGZz57yOQkITZMmxWPmVQ
3WgWiLSbA/mfUyn+rrPh0VG8/ka+p5iPm5AcSaMgtx40PRDqfO9pKIluhufY/FOMTNlTOijOxPgK4KdlWIu23Zn5JI
x7fV8y/Un//XlT3cvkzMTlVrfoFGFG8xnTFebvOTVca/2EaoCVDDUCkSu735+zx6F66JLS6xjvMp2ae4kTH0dUWVRH
hIAUWNg8eG2v8a6xxra66b3NAqN/v+Z+piFJhkzuxFeWSmsXKwH7uI09y4NgbfY94nACb0JAEZUTm/8Hy2J6AvqGP9
pTqtvOc5opY2nwbj37BtiHZ8LTtVrLcQqmoCvWRTEfKvUZZeRSQB8My2vyO78Ns7zVsXvBcdcyOXyWg30WjzeVTJcn
MuTXNqCO2VmFB+ZsRNSJD/g3C1SSFeuKaYPKvyIdGR4NyWIXf8Sgsj04XO0STyVY1KK9Dq/rLPb1hdY/WbXLLt1eNJ
14NZ8RL45jzC9fWHEWUBM4Taq37lBJMu8mWr8GHekV3ozaYlJmr0hPdza86a3R66ns+Wc+vsKcjnVrVkiHEv0tWq3F
VkdMsE0QAWTpxmwdjYAQ==&p=
Cache-Control: no-cache
MS-CV: HGYf0geY7US5fiPs.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive
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2022-04-20 13:08:17 UTC 1046 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 4480
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"1,P400091688-T700129702-C128000000000402926+B+P20+S1"},{"OPTOUTST
ATE":"256"}]
X-ARC-SIG: fKMQVnrG16kCFZcnWq1oUP+UT0ewbdEhP+Lv+KRKvkBcQDjwVsjOnjkTGc+tO+dI8pkLsdl25Enm9mo
XnpHEu/tTlnmPA3P49d7I1PRRTKsiuDJ/qP9PSjW6b7m1hveB80lkYwyjzUlKZQ2oyTCpBNDiJVRW80HBYp38Ojr1E
nLD5eKjzNo96GvPJu5uD3pQujPYMfYI6pYAaKuBAC6SWLmXIcdOQcf6ytysLdW+UA1D4X4RtKov4QE/X+T3tJ81m5C
6ZWW8jzMIXfMW48IatzTTNDc+q8uh8h3v7MFhH4+n0cPppuYZ5zH0By78a5iVAh+zDz4aCb52ZRLY/1UJtw==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Wed, 20 Apr 2022 13:08:17 GMT
Connection: close

2022-04-20 13:08:17 UTC 1047 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 
22 69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 
72 64 72 5c 22 3a 5b 7b 5c 22 63 5c 22 3a 5c 22 43 44 4d 5c 22 2c 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 6
4 43 6f 6e 74 65 6e 74 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 63 6c 61 73 73 5c 22 3a 5c 22 63 6f 6e 74 65 6e 74 
5c 22 2c 5c 22 63 6f 6c 6c 65 63 74 69 6f 6e 73 5c 22 3a 5b 5d 2c 5c 22 69 74 65 6d 50 72 6f 70 65 72 74 79 4d 61 6e 69 
66 65 73 74 5c 22 3a 7b 5c 22 74 65 6d 70 6c 61 74 65 54 79 70 65 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 74 65 
78 74 5c 22 7d 2c 5c 22 6f 6e 52 65 6e 64 65 72 5c 22 3a 7b 5c 22 74 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"c\":\"CDM\",\"u\":\"SubscribedCont
ent\"}],\"ad\":{\"class\":\"content\",\"collections\":[],\"itemPropertyManifest\":{\"templateType\":{\"type\":\"text\"},\"onRender\":
{\"t

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

3 192.168.2.3 49748 138.1.2.10 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:07:02 UTC 57 OUT GET / HTTP/1.1
Host: elat.login.em2.oraclecloud.com
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-User: ?1
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:07:02 UTC 58 IN HTTP/1.1 302 Found
Date: Wed, 20 Apr 2022 13:07:02 GMT
Content-Type: text/html; charset=iso-8859-1
Content-Length: 253
Connection: close
Referrer-Policy: same-origin
X-Content-Type-Options: nosniff
Location: https://elat.fa.em2.oraclecloud.com/homePage/faces/AtkHomePageWelcome
Strict-Transport-Security: max-age=31536000; includeSubDomains

2022-04-20 13:07:02 UTC 59 IN Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6c 65 3e 33 30 32 20 46 
6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 46 6f 75 6e 64 3c 2f 68 31 
3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 
74 70 73 3a 2f 2f 65 6c 61 74 2e 66 61 2e 65 6d 32 2e 6f 72 61 63 6c 65 63 6c 6f 75 64 2e 63 6f 6d 2f 68 6f 6d 65 50 61 
67 65 2f 66 61 63 65 73 2f 41 74 6b 48 6f 6d 65 50 61 67 65 57 65 6c 63 6f 6d 65 22 3e 68 65 72 65 3c 2f 61 3e 2e 3c 2f 
70 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0a 
Data Ascii: <!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>302 Found</title></head>
<body><h1>Found</h1><p>The document has moved <a href="https://elat.fa.em2.oraclecloud.com/homePage/faces
/AtkHomePageWelcome">here</a>.</p></body></html>

Session ID Source IP Source Port Destination IP
Destination
Port

Process

30 192.168.2.3 49867 20.199.120.182 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:08:17 UTC 1067 OUT Data Raw: 43 4e 54 20 31 20 43 4f 4e 20 32 34 36 0d 0a 43 6f 6e 74 65 78 74 3a 20 61 64 65 66 31 62 63 38 38 66 34 38 
37 37 32 34 0d 0a 0d 0a 
Data Ascii: CNT 1 CON 246Context: adef1bc88f487724

2022-04-20 13:08:17 UTC 1067 OUT Data Raw: 3c 63 6f 6e 6e 65 63 74 3e 3c 76 65 72 3e 32 3c 2f 76 65 72 3e 3c 61 67 65 6e 74 3e 3c 6f 73 3e 57 69 6e 64 
6f 77 73 3c 2f 6f 73 3e 3c 6f 73 56 65 72 3e 31 30 2e 30 2e 30 2e 30 2e 31 37 31 33 34 3c 2f 6f 73 56 65 72 3e 3c 70 72 
6f 63 3e 78 36 34 3c 2f 70 72 6f 63 3e 3c 6c 63 69 64 3e 65 6e 2d 55 53 3c 2f 6c 63 69 64 3e 3c 67 65 6f 49 64 3e 32 34 
34 3c 2f 67 65 6f 49 64 3e 3c 61 6f 61 63 3e 30 3c 2f 61 6f 61 63 3e 3c 64 65 76 69 63 65 54 79 70 65 3e 31 3c 2f 64 65 
76 69 63 65 54 79 70 65 3e 3c 64 65 76 69 63 65 4e 61 6d 65 3e 56 4d 77 61 72 65 37 2c 31 3c 2f 64 65 76 69 63 65 4e 
61 6d 65 3e 3c 2f 61 67 65 6e 74 3e 3c 2f 63 6f 6e 6e 65 63 74 3e 
Data Ascii: <connect><ver>2</ver><agent><os>Windows</os><osVer>10.0.0.0.17134</osVer><proc>x64</proc>
<lcid>en-US</lcid><geoId>244</geoId><aoac>0</aoac><deviceType>1</deviceType><deviceName>VMware7,1</
deviceName></agent></connect>

2022-04-20 13:08:17 UTC 1068 OUT Data Raw: 41 54 48 20 32 20 43 4f 4e 5c 44 45 56 49 43 45 20 31 30 32 36 0d 0a 43 6f 6e 74 65 78 74 3a 20 61 64 65 66 
31 62 63 38 38 66 34 38 37 37 32 34 0d 0a 0d 0a 3c 64 65 76 69 63 65 3e 3c 63 6f 6d 70 61 63 74 2d 74 69 63 6b 65 74 
3e 74 3d 45 77 43 77 41 75 70 49 42 41 41 55 31 62 44 47 66 64 61 7a 69 44 66 58 70 6a 4e 35 4e 36 63 59 68 54 31 77 
62 6d 51 41 41 58 46 64 5a 34 43 2f 64 64 69 5a 45 4b 77 73 37 34 47 57 2b 43 6c 54 57 31 74 77 77 6d 43 4d 2b 39 6d 
58 39 76 42 47 78 2b 31 4f 63 30 35 32 4b 4b 36 6d 4c 62 58 75 59 66 4d 2f 62 31 66 66 56 76 48 43 78 6c 79 71 38 71 
34 6c 69 34 4c 37 53 69 54 63 6e 6d 47 4f 37 37 54 6f 33 75 79 7a 53 36 49 6e 74 53 78 6f 74 5a 43 34 44 7a 72 2b 4c 43 
39 62 74 2b 72 50 68 32 50 46 55 66 41 66 31 2f 6d 61 53 6e 69 6e 4f 
Data Ascii: ATH 2 CON\DEVICE 1026Context: adef1bc88f487724<device><compact-ticket>t=EwCwAupIBAAU1bDG
fdaziDfXpjN5N6cYhT1wbmQAAXFdZ4C/ddiZEKws74GW+ClTW1twwmCM+9mX9vBGx+1Oc052KK6mLbXuYfM/b1ffVv
HCxlyq8q4li4L7SiTcnmGO77To3uyzS6IntSxotZC4Dzr+LC9bt+rPh2PFUfAf1/maSninO

2022-04-20 13:08:17 UTC 1069 OUT Data Raw: 42 4e 44 20 33 20 43 4f 4e 5c 57 4e 53 20 31 30 34 34 34 37 38 20 31 37 30 0d 0a 43 6f 6e 74 65 78 74 3a 20 
61 64 65 66 31 62 63 38 38 66 34 38 37 37 32 34 0d 0a 0d 0a 3c 77 6e 73 3e 3c 76 65 72 3e 31 3c 2f 76 65 72 3e 3c 63 
6c 69 65 6e 74 3e 3c 6e 61 6d 65 3e 57 50 4e 3c 2f 6e 61 6d 65 3e 3c 76 65 72 3e 31 2e 30 3c 2f 76 65 72 3e 3c 2f 63 6c 
69 65 6e 74 3e 3c 6f 70 74 69 6f 6e 73 3e 3c 70 77 72 6d 6f 64 65 20 6d 6f 64 65 3d 22 30 22 3e 3c 2f 70 77 72 6d 6f 64 
65 3e 3c 2f 6f 70 74 69 6f 6e 73 3e 3c 6c 61 73 74 4d 73 67 49 64 3e 30 3c 2f 6c 61 73 74 4d 73 67 49 64 3e 3c 2f 77 6e 
73 3e 
Data Ascii: BND 3 CON\WNS 1044478 170Context: adef1bc88f487724<wns><ver>1</ver><client><name>WPN</name>
<ver>1.0</ver></client><options><pwrmode mode="0"></pwrmode></options><lastMsgId>0</lastMsgId></wns>

2022-04-20 13:08:17 UTC 1078 IN Data Raw: 32 30 32 20 31 20 43 4f 4e 20 35 38 0d 0a 
Data Ascii: 202 1 CON 58

2022-04-20 13:08:17 UTC 1078 IN Data Raw: 4d 53 2d 43 56 3a 20 55 37 36 6c 52 48 51 42 61 55 79 63 6c 4f 61 6c 78 33 31 64 34 41 2e 30 0d 0a 0d 0a 50 
61 79 6c 6f 61 64 20 70 61 72 73 69 6e 67 20 66 61 69 6c 65 64 2e 
Data Ascii: MS-CV: U76lRHQBaUyclOalx31d4A.0Payload parsing failed.

Session ID Source IP Source Port Destination IP
Destination
Port

Process

31 192.168.2.3 49874 20.199.120.85 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:08:25 UTC 1078 OUT Data Raw: 43 4e 54 20 31 20 43 4f 4e 20 32 34 36 0d 0a 43 6f 6e 74 65 78 74 3a 20 39 35 34 31 34 64 30 34 34 61 37 65 
62 34 34 64 0d 0a 0d 0a 
Data Ascii: CNT 1 CON 246Context: 95414d044a7eb44d

2022-04-20 13:08:25 UTC 1078 OUT Data Raw: 3c 63 6f 6e 6e 65 63 74 3e 3c 76 65 72 3e 32 3c 2f 76 65 72 3e 3c 61 67 65 6e 74 3e 3c 6f 73 3e 57 69 6e 64 
6f 77 73 3c 2f 6f 73 3e 3c 6f 73 56 65 72 3e 31 30 2e 30 2e 30 2e 30 2e 31 37 31 33 34 3c 2f 6f 73 56 65 72 3e 3c 70 72 
6f 63 3e 78 36 34 3c 2f 70 72 6f 63 3e 3c 6c 63 69 64 3e 65 6e 2d 55 53 3c 2f 6c 63 69 64 3e 3c 67 65 6f 49 64 3e 32 34 
34 3c 2f 67 65 6f 49 64 3e 3c 61 6f 61 63 3e 30 3c 2f 61 6f 61 63 3e 3c 64 65 76 69 63 65 54 79 70 65 3e 31 3c 2f 64 65 
76 69 63 65 54 79 70 65 3e 3c 64 65 76 69 63 65 4e 61 6d 65 3e 56 4d 77 61 72 65 37 2c 31 3c 2f 64 65 76 69 63 65 4e 
61 6d 65 3e 3c 2f 61 67 65 6e 74 3e 3c 2f 63 6f 6e 6e 65 63 74 3e 
Data Ascii: <connect><ver>2</ver><agent><os>Windows</os><osVer>10.0.0.0.17134</osVer><proc>x64</proc>
<lcid>en-US</lcid><geoId>244</geoId><aoac>0</aoac><deviceType>1</deviceType><deviceName>VMware7,1</
deviceName></agent></connect>

2022-04-20 13:08:25 UTC 1078 OUT Data Raw: 41 54 48 20 32 20 43 4f 4e 5c 44 45 56 49 43 45 20 31 30 32 36 0d 0a 43 6f 6e 74 65 78 74 3a 20 39 35 34 31 
34 64 30 34 34 61 37 65 62 34 34 64 0d 0a 0d 0a 3c 64 65 76 69 63 65 3e 3c 63 6f 6d 70 61 63 74 2d 74 69 63 6b 65 74 
3e 74 3d 45 77 43 77 41 75 70 49 42 41 41 55 31 62 44 47 66 64 61 7a 69 44 66 58 70 6a 4e 35 4e 36 63 59 68 54 31 77 
62 6d 51 41 41 58 46 64 5a 34 43 2f 64 64 69 5a 45 4b 77 73 37 34 47 57 2b 43 6c 54 57 31 74 77 77 6d 43 4d 2b 39 6d 
58 39 76 42 47 78 2b 31 4f 63 30 35 32 4b 4b 36 6d 4c 62 58 75 59 66 4d 2f 62 31 66 66 56 76 48 43 78 6c 79 71 38 71 
34 6c 69 34 4c 37 53 69 54 63 6e 6d 47 4f 37 37 54 6f 33 75 79 7a 53 36 49 6e 74 53 78 6f 74 5a 43 34 44 7a 72 2b 4c 43 
39 62 74 2b 72 50 68 32 50 46 55 66 41 66 31 2f 6d 61 53 6e 69 6e 4f 
Data Ascii: ATH 2 CON\DEVICE 1026Context: 95414d044a7eb44d<device><compact-ticket>t=EwCwAupIBAAU1bDG
fdaziDfXpjN5N6cYhT1wbmQAAXFdZ4C/ddiZEKws74GW+ClTW1twwmCM+9mX9vBGx+1Oc052KK6mLbXuYfM/b1ffVv
HCxlyq8q4li4L7SiTcnmGO77To3uyzS6IntSxotZC4Dzr+LC9bt+rPh2PFUfAf1/maSninO

2022-04-20 13:08:25 UTC 1079 OUT Data Raw: 42 4e 44 20 33 20 43 4f 4e 5c 57 4e 53 20 31 30 34 34 34 37 38 20 31 37 30 0d 0a 43 6f 6e 74 65 78 74 3a 20 
39 35 34 31 34 64 30 34 34 61 37 65 62 34 34 64 0d 0a 0d 0a 3c 77 6e 73 3e 3c 76 65 72 3e 31 3c 2f 76 65 72 3e 3c 63 
6c 69 65 6e 74 3e 3c 6e 61 6d 65 3e 57 50 4e 3c 2f 6e 61 6d 65 3e 3c 76 65 72 3e 31 2e 30 3c 2f 76 65 72 3e 3c 2f 63 6c 
69 65 6e 74 3e 3c 6f 70 74 69 6f 6e 73 3e 3c 70 77 72 6d 6f 64 65 20 6d 6f 64 65 3d 22 30 22 3e 3c 2f 70 77 72 6d 6f 64 
65 3e 3c 2f 6f 70 74 69 6f 6e 73 3e 3c 6c 61 73 74 4d 73 67 49 64 3e 30 3c 2f 6c 61 73 74 4d 73 67 49 64 3e 3c 2f 77 6e 
73 3e 
Data Ascii: BND 3 CON\WNS 1044478 170Context: 95414d044a7eb44d<wns><ver>1</ver><client><name>WPN</na
me><ver>1.0</ver></client><options><pwrmode mode="0"></pwrmode></options><lastMsgId>0</lastMsgId></wns>

2022-04-20 13:08:25 UTC 1080 IN Data Raw: 32 30 32 20 31 20 43 4f 4e 20 35 38 0d 0a 
Data Ascii: 202 1 CON 58

2022-04-20 13:08:25 UTC 1080 IN Data Raw: 4d 53 2d 43 56 3a 20 41 44 39 66 34 7a 47 63 74 30 32 39 58 63 4b 4a 51 6d 34 31 47 67 2e 30 0d 0a 0d 0a 
50 61 79 6c 6f 61 64 20 70 61 72 73 69 6e 67 20 66 61 69 6c 65 64 2e 
Data Ascii: MS-CV: AD9f4zGct029XcKJQm41Gg.0Payload parsing failed.
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

4 192.168.2.3 49746 142.250.185.205 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:07:02 UTC 58 OUT POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com
Connection: keep-alive
Content-Length: 1
Origin: https://www.google.com
Content-Type: application/x-www-form-urlencoded
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:07:02 UTC 58 OUT Data Raw: 20 
Data Ascii:  

2022-04-20 13:07:02 UTC 61 IN HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
Access-Control-Allow-Origin: https://www.google.com
Access-Control-Allow-Credentials: true
X-Content-Type-Options: nosniff
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Wed, 20 Apr 2022 13:07:02 GMT
Strict-Transport-Security: max-age=31536000; includeSubDomains
Report-To: {"group":"IdentityListAccountsHttp","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/rep
ort-to/IdentityListAccountsHttp/external"}]}
Cross-Origin-Opener-Policy: same-origin; report-to="IdentityListAccountsHttp"
Content-Security-Policy: require-trusted-types-for 'script';report-uri /_/IdentityListAccountsHttp/cspreport
Content-Security-Policy: script-src 'report-sample' 'nonce-Uzwp+9bKnxaaKc6IayU+Bg' 'unsafe-inline';object-src 'none';bas
e-uri 'self';report-uri /_/IdentityListAccountsHttp/cspreport;worker-src 'self'
Content-Security-Policy: script-src 'nonce-Uzwp+9bKnxaaKc6IayU+Bg' 'self' https://apis.google.com https://ssl.gstatic.com 
https://www.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAccountsHttp
/cspreport
Accept-CH: Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Full-Version, Sec-CH-UA-Full-Version-List, Sec-CH-UA-M
odel, Sec-CH-UA-Platform, Sec-CH-UA-Platform-Version
Permissions-Policy: ch-ua-arch=*, ch-ua-bitness=*, ch-ua-full-version=*, ch-ua-full-version-list=*, ch-ua-model=*, ch-ua-
platform=*, ch-ua-platform-version=*
Server: ESF
X-XSS-Protection: 0
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Sec-Fetch-Dest, Sec-Fetch-Mode, Sec-Fetch-Site,Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-04-20 13:07:02 UTC 63 IN Data Raw: 31 31 0d 0a 5b 22 67 61 69 61 2e 6c 2e 61 2e 72 22 2c 5b 5d 5d 0d 0a 
Data Ascii: 11["gaia.l.a.r",[]]

2022-04-20 13:07:02 UTC 63 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

5 192.168.2.3 49747 138.1.2.10 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:02 UTC 63 OUT GET /oam/server/obrareq.cgi?encquery%3DE2QgCGG7vB7rys%2B2y05ELHml6HXOEUIn%2BrxRA7BFYK6uFiM
uDj72U2bptdogIJmCBEYsyzEM95jsE7dtfNmLb5r5dExfHOjJW0gxvqHdpsURfEUheICfDHYAxVRRLlRXTOjGCdsPS
BJK7ba9wh1MGjkfvQYfzg7O2yY1RyAKDk2zLHz2B7x6pLJClJpDscMF%2Bd42kQToOrjzalJryGdVFzjPeaeSZ2FpO
Ay9El%2FKUvfC3YenGAuOstSJU4WK%2F%2FP9Z17Z1towoCQ9nmxng8QxCkjwTP1F7yUTeGhhgqUW66L
944Bvn130BU1XOZGwic5tfjnKfU444Z5v5IhG0fDoNpHIs6jEIhYqoijaoQIRBnw%3D%20agentid%3DOraFusionA
pp_11AG%20ver%3D1%20crmethod%3D2%26cksum%3D796be3e7391421379c0c20eeda30b158dc1de0b8&ECID-C
ontext=1.005rHMfNFqJ7U8F_v1g8yX0001EQ0005Vg%3BkXjE HTTP/1.1
Host: elat.login.em2.oraclecloud.com
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-User: ?1
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: OAMAuthnHintCookie=0@1650460022

2022-04-20 13:07:02 UTC 64 IN HTTP/1.1 302 Moved Temporarily
Date: Wed, 20 Apr 2022 13:07:02 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 2337
Connection: close
Referrer-Policy: same-origin
X-Content-Type-Options: nosniff
Pragma: no-cache
Location: https://elat.fa.em2.oraclecloud.com/obrar.cgi?encreply=gI/jvlgNsGnALkfFF06VNepo/JilFZuskf1eg+JCob2HA
JmU1nB/LVOBMpdGZOyGLZ61kHYHQH9M4PCRBjRVN5SgJJvLQJ6R8ewlVYVDcO8OYvJF3mOFYzFUwqAXK
0PN4MLzfQxD/pmUf6zQTg5kMf14LRds6KF9qDr4varJq7omXwrX2CZelYXM4oapuogKrldyi4Fc0WS73Sh+zmiHABY
CCw3GcBmoI1myBB7dwq2/OnngApwAa/4QbDZaaOuuMPZn0gQBpSNvWgCruxI7dqsxqNIFGaizizFR88BsI04hRdCtY
eX8mVOXflc6yFYw5PgYgxhsW7nAcsPLMzRwL76GS1iaKU4lcUqWkLsqNwXGx4bcMkMSXiFXvEHz9dRxqJGUDzbrG0w
5MqClMJjtdCjQQQ5CgEpSW+IBKDzxXSdd/219v1BXRRuS367Rg2/eNdxbljxVSj+RqUn+ci6M/ly3uUpX+GND8OvDh
oeo8X5dt0bSnyMZ/Xs6neTJWrpl1iwEJ83t0XHnFAVbi47Jmpe7/OJ1P7Os+W+7514lHFZLqsY3Vy1coGCI+AUwSVq
k5Z8jyg5ngrX3EPnpqPAoFBTepB/GVcRdt/eZe7wphAsHF8oUJpBGmU0F1on7lzpQJEVwDQ/OKX1j3i+ul4X53PL7w
K9lzlqqUuKpfNNW1qt44UHflHHDc49IjSpRRLayLs5SYNnVijU19L6gtlYrSpHe6pDYuVVbzjYQueYhzsNHOi210Qh
2F8rTK79YiLQ3nf6cyf6F/qHdIYod3l0ft+0e0CuzV6NxrEZ8KzjLlNR4MSRjykbJ84E7p/4aMrspY5RL6Gtam4HoZ
wVcLvNBiZTd1Gz80kKJYi756OzZ8kfCoGT4PWWf0tDP54W3qS2Ko/OyYxWbq9YqXiMlb1J4Gw==&cksum=77693212
86aad7794f29b257b6384f70c2852f72
X-XSS-Protection: 1; mode=block
Content-Security-Policy: nosniff
Referrer-Policy: no-referrer
X-Content-Type-Options: nosniff
Set-Cookie: OAM_ID=VERSION_5~i0unjL1yr3V7/Z4Q32ryeQ==~PaX1xfdy4yTKJn8VgaezP9/Ma0A/8OIZWRk7
JIt7FRA3LeGhIDZulOeV8ob+PECcPK74TDrnTiL90VaaFXHctBmkSAc2p5CemEXORezmfXzMh2FCOYzMgVWYjIRmSW
458h0/hDOjJjqGSVfy87SjKnOqwjOJiaYnOXkcNJ11fGQXlEDfZnsKxkP+NOQP1DMw2X0/msU4VvyHNsy+NvG1p8oq
SDbidJGKUn78VUqYPjNmjIjx1hdsAVDfION/OLzZ2m7oI38c8tnp78vXIE/lilmpY2Hyoht1Jr3upSMANbgJt1uw63mKnr44OJft
HL2bFg1ia5EUPed91piw86ZFhfKEv8Mwv1WM7df5hfFiWAoRp8W68LfnzuYE8zVBbKpt; path=/; secure; Same
Site=None; HttpOnly
X-ORACLE-DMS-ECID: 005rHMfNFqJ7U8F_v1g8yX0001EQ0005Vg
X-ORACLE-DMS-RID: 0:1:4
Vary: Accept-Encoding,User-Agent
Content-Language: en
Strict-Transport-Security: max-age=31536000; includeSubDomains

2022-04-20 13:07:02 UTC 66 IN Data Raw: 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 33 30 32 20 4d 6f 76 65 64 20 54 65 6d 70 6f 72 61 
72 69 6c 79 3c 2f 74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 20 62 67 63 6f 6c 6f 72 3d 22 23 46 46 46 
46 46 46 22 3e 0d 0a 3c 70 3e 54 68 69 73 20 64 6f 63 75 6d 65 6e 74 20 79 6f 75 20 72 65 71 75 65 73 74 65 64 20 68 
61 73 20 6d 6f 76 65 64 20 0d 0a 74 65 6d 70 6f 72 61 72 69 6c 79 2e 3c 2f 70 3e 0d 0a 3c 70 3e 49 74 27 73 20 6e 6f 77 
20 61 74 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 65 6c 61 74 2e 66 61 2e 65 6d 32 2e 6f 72 61 63 6c 65 63 
6c 6f 75 64 2e 63 6f 6d 2f 6f 62 72 61 72 2e 63 67 69 3f 65 6e 63 72 65 70 6c 79 3d 67 49 2f 6a 76 6c 67 4e 73 47 6e 41 
4c 6b 66 46 46 30 36 56 4e 65 70 6f 2f 4a 69 6c 46 5a 75 73 
Data Ascii: <html><head><title>302 Moved Temporarily</title></head><body bgcolor="#FFFFFF"><p>This document you 
requested has moved temporarily.</p><p>It's now at <a href="https://elat.fa.em2.oraclecloud.com/obrar.cgi?encreply=gI/
jvlgNsGnALkfFF06VNepo/JilFZus
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

6 192.168.2.3 49760 138.1.2.10 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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2022-04-20 13:07:03 UTC 68 OUT GET /oam/server/obrareq.cgi?encquery%3DcVaa3zhXR6lV8dc30FNvTXQwowrRZ0cq4epnal5nzYAZpRBIPF0
w4dSZYgHnOhlCWfhBXvFqb11OxeWj7cndXfhtfAozb5xMjZvCGD3D3YZkWrnXVonm0cPM7n6PXQNNjbKJFJz7dJzBO
CxntgkL6gHqI2Uu65Jp6mqHKrU8ROkwdlrTovDnVxZsbV4cZeejO9Zt5HqoIoIxC%2BhqogTp1XI164b7NYMLWtCSG
GIAmALJJuibHhhMl8SxUwVGQ%2FsgpK6et%2Bvk%2F3m6Ne1dCYiaiaL5NRKM%2BIjjETr25w%2B0eNw4eG%2FpfxM
KMPSw76ODImcJiKyrDx0DMwndSFt8toZoziqJdf6z1p%2BYuKTKDXg3kwvnJS5HDHsUvFGIJhV%2FcGzFeQhvoee11
typqnccHKi6LOZQD7SeDImZMBIU5ZIIazEGy%2F%2FTEo1iNoKL5MpD%2FYG7lLB0%2F3v2%2FYzdv1%2Bm08KYg3I
V1EsofYiMtcxTWmMeOhtb9T2jvjTtx5VQrGYUkSbUoMK5hDA%2B8eCcyvkq0nKK%2FBMIGexEjuTqZBP4HEY%2B8Lh
2Bo9a1cgVvLOVFjI5vVx%2FGMgfUZhowQnU%2BLe%2FZgutAFtHCtazOSE1jPWoiTrwuarLRf1eIOXoxRJad9W2HPf
hyBjGgcmF6mklI%2FXyTHfD8%2BKoyZHIbHVJ9O1%2BgMQP8VjsA6vl1yU5j5UYZQY3Y2ohHnm4mg5S3PQunH1povz
qqmS6V2CvBOzD9fqS%2BscGkk6x%2BncGuphJIFH%2FzEFdItMzxEWdFCXVvYzPJSPWRUF5%2B2gwfKU
8SWd9OjX8tMzdIwB0bxJDaQCV6jaClFZMwSL7YfDcLMW56d4VXfLviJUFusp5Bh1BpeMhEi2WCdjrY4PwPSrOpo2BS
ZcqoGbkmPXQVrEc9UERZDkiD6ifFvWwsx3NhK2I2joX2Pkod09h5T4C%2FpvJtY5FxRcZ0GUtQHAJIVhBPD%2FKByC
WEzClBGAdVNlPYUQFtkjlZRsZwX2zX58zBHkCnB%2BEMQxvmp2pTBFCtXuOq5lYWCbyFKd3rryejMiHeXKlwGPn4RM
n7jM3onUvanhRGMct1xl5sy%2BptJia0XrHmLIFaOYxiLz1AJXyWYWl8q%2FwFOrFUbtyZTCyTUceI%2FavrVcsXvO
J37GBRClqf0ZWLMviMKHD8QfRzW7dtDz9gI6mL3953lDOOYcKA4oC28y1cG0GcQbJCL2mT0LqkpWM3Fw
mUVJlM4FprzNC8m9BeDtUt73QoW2FHQr%2BtLwJPBLpuHr%2BAO5UZSxsSFkKfBrnXfQ8tRrR%2BJX6ohJONyFWlLB
gBw3BfHIEVJXYNfGVQyA8vdp%2ByGCHO%2FPDPeRnAI9o1PuAgRHeDbpc60nkGtEPg74kv7%2FkuvAZP
URfexRHhaGlS0UXt1T3oro%2B7MfY42%2BPYIwl0n1FMarCDeRZeqa6SiQb4bKoMIO2CJZ2hKpe4ri3nhA7Dm1IL%2
F37k54E9zu2p25NzTGrKXIWhJ%2Fmq%2Fa8SMnQry7Tx65TMmI1IXtmVR7nPnNJ4hK%2F%2BaFPkQ9bPtypX2ubANR
3XHCQoRbdPfQPbjhUcU%2FjSafmCFj3ELl5wVv4pdVxkmyjWDrsHgC5jNQlTfQjsQHCKz%2BzMbg7Mw1BRlriMvcr8
lNak3I1TqmTm04JP40q4XDOaGKTyYAC%20agentid%3DOraFusionApp_11AG%20ver%3D1%20crmethod%3D2%26c
ksum%3Df45de834eca559d2e8ce3e4c5cbfb73b984d7842&ECID-Context=1.005rHMfRAP_7U8F_v1h8iX0003K
J0000Tg%3BkXjE HTTP/1.1
Host: elat.login.em2.oraclecloud.com
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: same-site
Sec-Fetch-Mode: navigate
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: OAMAuthnHintCookie=0@1650460022; OAM_ID=VERSION_5~i0unjL1yr3V7/Z4Q32ryeQ==~PaX1xfd
y4yTKJn8VgaezP9/Ma0A/8OIZWRk7JIt7FRA3LeGhIDZulOeV8ob+PECcPK74TDrnTiL90VaaFXHctBmkSAc2p5Cem
EXORezmfXzMh2FCOYzMgVWYjIRmSW458h0/hDOjJjqGSVfy87SjKnOqwjOJiaYnOXkcNJ11fGQXlEDfZnsKxkP+NOQ
P1DMw2X0/msU4VvyHNsy+NvG1p8oqSDbidJGKUn78VUqYPjNmjIjx1hdsAVDfION/OLzZ2m7oI38c8tnp78vXIE/li
lmpY2Hyoht1Jr3upSMANbgJt1uw63mKnr44OJftHL2bFg1ia5EUPed91piw86ZFhfKEv8Mwv1WM7df5hfFiWAoRp8W
68LfnzuYE8zVBbKpt; ORA_FUSION_PREFS=v1.0~bG9jYWxlPWVufmRlZmF1bHRMYW5ndWFnZU1hcmtlcj10cnVl; 
ORA_FND_SESSION_ELAT_F=DEFAULT_PILLAR:1p48+CojchaFKaGHu9/0NhgK92U3zP3iFmWeMo1FiamuqWVgIoP
RhrXfklP1s0za:1650460023116

2022-04-20 13:07:03 UTC 72 IN HTTP/1.1 200 OK
Date: Wed, 20 Apr 2022 13:07:03 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 6542
Connection: close
Referrer-Policy: same-origin
X-Content-Type-Options: nosniff
Cache-Control: no-cache, no-store
Pragma: no-cache
Expires: 0
X-XSS-Protection: 1; mode=block
Content-Security-Policy: nosniff
Referrer-Policy: no-referrer
X-Content-Type-Options: nosniff
Set-Cookie: OAM_REQ_0=VERSION_4~PwjMhkc44Tt1G2wBlhJIT8LM%2bHWrFn3Y9hbPJo3pnC7urtBqCObS3imJ
wEYK6%2baMSbrxXJm00eG1FZo93vCl6AHDX8VMa7gmjQ80Cw2DyNIhtmdgH6IBkrOo%2fhBBAm5Xd2%2bZW4e50Z3l
POvbd8fdpxHCotERELaljBqcBZPoTNwF%2f5rL7Fw9ZnXdjjIWRrHv5qW9V2WtZj5iW4rF3SkaeE9VbqRK4KmOykK7
bjs1IMtEosF3HqFmv9nkxRYZ6AfpM5IFnrgKqPI6FkQm5XY6FgGjxxwtWaA5L6q0HjQ%2fT993QqDJznFtAEEiHyVx
HD1HvRuH58jz0RH4gfNLH0P%2btwkLLmHAc6sXcjUuAH2m4P57lECVUhMpi4eKgWQpXM0hLVy0Aod91Y7Wk1pIbTxd
32ldPzfSyxuqskasajhv0JmGw%2fytHjVQAETyccPJHXHx7EfA1DseIDn944hMyiit8Ie%2ftAXTHNGjqiKH0ED2sT
zmNhkQ0urOCYFY8NOhhd28oiN3sc9srC61yz%2fAsdutWWEr0sznjU7psxL0s3g7vS0elwh08h3EjqG7h8JqDTsXQW
9vbjEl8vx9ClrVdpQ8qsF3xCshPFG%2fdBL21vQcMK%2fwwyX%2f8npFfzfiBuwLEzO6tYR2W0ymHWzuvsx2lGdaR4
2Nytobu%2bbcVKapf6Qfg3Ts8poTkog7qAbuQccCVGMoh%2fDXK17thMCynIh%2fuN%2fgOiLIn3x5xdzXDbqV1E0j
q%2br3w2%2b2lQzQ%2bKpi2xOwAstyohozVtZoS%2blWJmRzmtoHEScQHU1HOv%2bxNl%2fZpItOpo8%2fddMMyW%2
fQ5fjQZ4SN9kfdDxL5NKslpEgpwBOQxJMVXDm%2fvMXezx7%2fVuXugzmMrswUMOqXXLla6vMMULe1IB9wIsJLAN5f
L8EOoHeeRMFiFDwZORWhPLorZ1%2bxUpfV579Dc%2fd9skHgIxGLABQ6NKDq1rW%2bJJ2QxYJ4oKNLjjTtnySoKsxz
IcWg6oeyPtV4iwcO2uYROZFzsuNVumW%2b7p3U7G43PNvHfrMyJSCIT2XlyIs%2bxx9OgwvRsolq%2ft9mAYcgLUmT
6SnI4I0Vja4l0gUEcYaqzil1uHuunlILyb9yfqLTGOANZVqd3ytpWR1Z5Ehx5GkYIm3QMiSDDsB83vG0%2bmj7vCou
aoGG7l66t%2fiYeDnZc0%2f7Qx1M9ygVTx1dfZO8d8Pqh6YAuj01cm53U19c1BTZnapdyd6Qm6Ys222N3NyQQxunuv
DHWMaXfCKNiLg7LSTMNlaDxnKkCYNjTJkyQk2OdjQ5u1bZG1au2ELQhY94y5bYZBXNLRfLR9W0tHhHj%2fIjLQa4km
BeoP2ONqqk6zrf2iAiWIYqx5HU0CGSHBiga1rejTzViIVwScBz0y4YK4PbZZFGWhnZWLkH74JX4pBTBDw0e6YX2Oo5
ZVPqjcEn1F9x7WXyBZtaD7oB2AE6NsaQ4Kktzfo8qt4cjXzX779DxNVEfqOpOISb7%2bgCf%2fyOlclFqQPOUFz0Pd
EBxNlkMcB%2bciE22qHyGwEp1mcI%2biM9g663YqoIcDxpjo8WzL%2baX2eDJ7aNfzu5cy94hl1Zv%2bwc3cQt12do
R0TDuUIioA0f1knIpRGiq6t5t6frLBFNys6Zt%2barV9NkYpbKUstMxLaxIDanQCVrb0uhe7EHCXftddeSX4sAUCLt
fhhi8j7tPGLBu73ZUfz0DPHrGvZEQGgf6HyhBWKPTeqJusMMYXjkhHwAf85VLdedXCLynqR8HFnTwp404RBRQo%2fO
rSK%2bjLXnJVlHVWEq4eM742M%2fROC0AIpwfc7Sr%2b255VJpdNumCiT8hhnvIp5uDUQTG6g%2bxL59M6mpB%2fHi
CFJUkN7BWnAOmwKugw%2bkjWeW1PRQvq3FtXwEhShuF4cUI9%2f1pK2dN0810rrbX%2bLJQ%2fMCtZZW
ZU5pvqC178ASMPmudCQKeE01vSPfdJo%2b3zYmxhUhO3gjcpkTz81nr3Zx9Mch2d2p0qc%2b8XspXesUQipctAx1SQ
d1xIiFyRwVzuLrQDeD7ZyvrBBIkpcX%2fwpAozoBqCFy69CQI%2f3rkJ7tqrRgfWUDj%2fpfTDcTYGmS2OfLcNthqp
aLl6rAfqf2DqBGiYuO8Phxl7OieNgh43ZhGvXtxGMP5tsRVnaTx3gpfe2mMk1pd14O7ERqxf5CO6HTZCqS3RifX%2f
mLVkQobKZfmjY331%2bTv%2f%2fkH1%2bKg5UzOkwaDu89pFNhBwbSfc4%2fy84A4YHqfxxfsPvE256nfnwWEO7FUw
M2m5UjiZFyX9eU5k0CxPDBj8dDMUNpWA8BprR1bsMcv64vbeCajfmz8QpzEwtvkvlv4ottS22DVg7je2S7%2fQoN3x
l1%2fvKeKfXmHqGQIlGW7dOpjFuXpSOeQHxVk5wpuwFR2q%2f3wyeaW%2bps90tOA29XtecQRjxhk2Y5bLUPKn2i9S
v8kem43ulPlzBjDFYQGyUKTck17d%2b72G4NnPPMhA3m3%2fWrkCEn2OzkHsL28rKIKhC%2fyGuW9s%2b7ltRUFzyG
v%2fyyFaCTUvQ2i%2fDYSW5lkZwaC0G787grs5qZlZNi1oOdDDtE2mJO%2btpflh0tThfXr26NTCUnYGiM4ARfA7We
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v%2fyyFaCTUvQ2i%2fDYSW5lkZwaC0G787grs5qZlZNi1oOdDDtE2mJO%2btpflh0tThfXr26NTCUnYGiM4ARfA7We
Ia3oMYcv6t%2fF5KFjdB3xQrmT8ow1Owdc5l67Qsq%2fpSWW%2bRHYJReNAE2iKkpK1ycbm7tQ71TUa5G%2fKnfHPD
QIWvSRuCEbHWeyuLW9ZiphDzgLqbyhsDgoVoTPuhxqlJmcI5iM9Mx7dXLB2%2fLZa3vPNxltrK1G2E%2fi%2bxnTO2
yMm5YxCihxXVWKFxZRRvpRXCgP%2fTotLFeBh7Zr10yV6wIYkQHow38Gxx9HWHi2LqtzkKBCt4%2bgEMHPXXI80%2b
7Sg%2bSA0pBahd3vog0ZQdil0UjiIM0pNJH9WF1OpmMjiz%2bkjGTPzKgIXOSKv23uB1m4j37JKx2AfPH8YH0uwFGY
%2bY5FW%2bF6UjxIVzHCiV68Bn4ta3UkHo4MykugnsJiWThAB95UFkt%2f%2f%2ffPLRCGDXCgIq7ZZcP46lNwjQKR
p0H7nQ6zKWnKqYfnov5SrayHkL5aBzkud7ehkSRhkJpKRDQBWkXyqIw5RN4INEIkWywfcgZlfZ9Kmasm51IDtMI1jO
AajyxylGIu40O%2bK2PBYAN7vJ1oOehffe%2fKPIjCWFz5ZeyNLc0whs3ZNsdwB21aT6YeZNX8RwsmWsFQ9t7OXxE6
ncmi3NJRVmUl0%2f7PDJEJy2K3A5nYuhsN7y3GIShmnSlQSAdI3fCAm9sYAiAqRhy9A6Uc0%2f%2f5hZEVohoay6wG
4cLyuuQZvcYkk3%2fysR1FhQjIQeis%2bu3B%2fkYcEr4g7ApsD%2fXU8f%2fkwdl4pIuYvr3bCl0aMJvLQo%2bh1%
2b1whbbt5E5zkk89dBSAYoKcJno9C9I1MA4H0Y0%2bErMeVBNuU5g6jfEpyr4%2biUUzM3pu8wXdnYg%2bggDZtvhU
jPzJYn0A94IeNy9%2fW2Gpik6dhrGqjP8eqTZOWmMKw%2fCoeOHh4gRxcmafZOt%2b3p%2fng5R6k6rd92cabq91Xx
h%2fm9xCdBdefbhfD8yIjpcFfNwuzGW5WKkWlLTyqLuO4fvh7%2f5P%2f%2bsvsj4A0JRCEhG98XnFj8Jfzf4m4c34
%2b106LtN7tZ8wd8c240%2bDMvzUujGLEK8VsX9mQd4nk2qKMVmpVNe8dJ%2f7vJt%2bsSEsxFrmv0yAIHFeZKuHTJ
R8bJtN5kEfaYM2qMf9UdcXlbnzkyEja1XMp8C90C8FEN1NGiX%2fXR78R6%2fMpbnJaLgWrwcuvqG4Mql9; path=/; 
secure; SameSite=None; HttpOnly
Set-Cookie: OAM_REQ_1=VERSION_4~l%2bL2i500G5lsYIjkGiLMcWR2xXpBnJPapXaku4LPDHuSZBMyI1Ey77fI
lFB3hGCp4lSHG2uiuu3JMVnERFhww0IUyhgtSR5XTcG8K0%2beqjHxOSDL6%2blFqj2LXqnLYgLxdSyROoaq372EGA
SGnpUUrYBOGXYgCQwurRSBhUx1mtt2onl6UNE7qH%2bVEFczn2cFW2gJtVFaNhDZUX4Byijl41BfaMV3ZFBirLS2Ae
wK2f3nBdtHyjUqO8WFILgMm6nUkADV0Psku6XF3eP9dkif47dRqpX9NMFJMpHJjlB1V5OVNZx0VGY%2b0ty%2fgAux
vcGgxR%2fzVcDNjL%2bI2eNFC7gQIyyXzcRox4HBC4i3T%2fzmh0rQabVdzpJZHJPT60Gtoa%2bLxhsTsTfOJRSH3R
Uha2gGd4GIY2RqVkQAv90b0uvNLksofWy6K%2b3Xq5%2bd5bsxfegl%2bpaW4QR2C4E91193cALMmTiPYqhK0FvbUQ
fD4rK8Qy71eJH6YWzolMjiqVG9R1GqwuyRnRJ1KoYusKe18dhftnVYWjKRHa8gagZICU%2fxzwYTKQDxvcAgDIC6Wz
WDmVKnc6sieHmR11yoi283hcHODdVJNX1Zgw5UphH2O3XhRc4mWPKGx26jsMx4CFSNIr3Le8AAd9FrsW7gWs78jrJG
X4%2bG%2b2Zm3oX%2fR6%2frHp11VJNaTdEBVJOXKSdxGJhti%2fx2EO%2b1wd0khcarkxBb4gu9TKJ%2fqsYvtXWW
kyCBscjK54lBUUTp4z9%2bRye%2buOWzYglB3Qx9xft8i6n6VwSmGqN4SmzjhLaPe13Fg0NufJtDAHXT5dR%2b%2bX
oyKpJ3pzCMwXYtsMFzlry%2fHNs8lilrMC3JFG7T7khkqoaWU2K%2f5YpA0guKwfiAsuI9g1n4ULC1ZzXuE%2bvmkN
w8HiBRMfIKpC%2bPkUTZ1912AtX%2bVh8EF4BAQXXd2WJYJe65OZp8eYhLsLbVRyGS5RlLNXkImbATWH0tPvqiqrRc
7QS9KjQYujbQmYpRYOUXKnK89gD7DGiDUTdVxzDvycx5tNs%2bZNLTj4eiwevrE0E4WJW7kBt3ZoXi6%2bMs95k%2b
wmSv6ki82LEeRz6gLyBqvzJm7FQMPkFqofkuxvvz8HkbI1GAWy2RXHXMnAF6dHhbeMNP3EGL1XPtAeomo4tsK3IKDE
eolvadCo58xBHdYv0Byv8L52VGtpL0vDrrVCmdbirCOIA9Ya1JCHL6Gxx4Gcw9pY%2fAmtUEVf%2fBv2gvpWl3R6gj
Ts7T9eRtZbdqpompuOGKedVnUZsBSroyN2dWQ2Ffsbvbo1%2bUOW1VCrMJ2UYdU%2barLdem6nAUgnhQ
nW1nR87XZYpb25V3cJGOtejBRtcoU0NORTXHIu7%2ba0DAK8TwfTW0LsV5V0lexsnwBEPn00OJJEZkdKGEZuO57oCi
AoumMyWv9i665yjW0GW6XfWsWWhXasENTY5nfGNCuEdVj4PRtl67Iipr4jCAip0z%2btymvaq76KJopEyVLNO9yg%2
ffyAimSzIwTuUw4W278Ea5cjmJSiQc6x6Ir73SamI%2b8NMNpikGkWpP%2fIEp37MNxrCl6tGpYerROYAPyjIJgnuh
613nBSeIyZB1T5PhR%2f6Y0hTcZSP52%2bRacwBxedu5sl19iYl6SdGsdDSVvcpBL%2bWE%2f1YpO3qFKym6MqTWmI
yiBOBkEBQNSv%2bmaWbC3SUdoXTp8kQduKw4zvree4PLZSAAmdT%2b%2b4HAmMpbyFQY2z0QcffIPcMq
QINLQN%2bYLFRjs9D0Jq2Bjm6Q2Z%2bLcj9wB%2fUNGkKwix%2b%2bgsEWbi%2bYCIFjo1ERneBiNCuuVm8sidPIpl
M49ZhZAmptZ6hUheLxo0C3EfLL9%2fI9EyeoJ1siXQexLMxmmQCPRcKVS22jebQNh5dxihfOznK0GK8SVT%2bEn6s%
2f8Nf3hPrJNOohQqfS6IDE%2fDt7DIDo4Q%2fzijPbB6WOhaL%2bOmLBwUB%2f8UVhPHw27cJRQ5Uzk2vNZl28PuCI
b9cyUdAeww8Yka8izDTikk9FUZOWEw4SOd60iCr1pKKlnpbBwA%2f1hlmnr9Nmu%2bereU6DpanJOsnqpyGGhAx6M6
VjT1HVIqkOHrftJruLAJ9Ga3HVlqYknNKEV1x4zl7kF8oBiuZNvbsWf7QV8nKUQkJk%2bhYKP41dxwuqj40nIBdXQT
VE7OS5%2br5ClU4%2f8DspDpKpSHZT1%2bcxZdXxObDNXjhOU7sNnF%2fe6CL1BjDHbxzNQ0taBzgzUVQM%2fJr0sC
GF2fnKkuSgAFtsynMMewCQtsOrOSNNYWjXJAYdZShhfM%2bDhT0J6ROmknZh9ywBRD5QKzDZJLNOi1%2
f2W%2bCfvIagEklEo4Tts%2bzqgVE%2bruF82%2fJPVTsB5eMmKIMeO%2bhVrL24%2fWk9SRj3nFkpArgNhGyh%2bk
V%2fWyjN8TieSqqTeLoRo%2f4c%2bpSUnl1ghdl1Y77vaZslG0gIYrEtSAW8kVoS3uNGElNhw30yrHbKLnq%2bJG48
8A%3d%3d; path=/; secure; SameSite=None; HttpOnly
Set-Cookie: OAM_REQ_COUNT=VERSION_4~2; path=/; secure; SameSite=None; HttpOnly
Set-Cookie: ECID-Context=1.005rHMfRAP_7U8F_v1h8iX0003KJ0000Tg@kXghlfCW3JOTsLKS^HOT_JLSgKCTmLTP; 
path=/; secure; SameSite=None; HttpOnly
Set-Cookie: JSESSIONID=WcpHFVvE4G4pLJcxyEnBuccTXrrozez93c9YLSY35sjKAEtv1tj1!1546432129; path=/; Http
Only
Set-Cookie: ORA_FUSION_PREFS=v1.0~bG9jYWxlPWVuLXVzfmRlZmF1bHRMYW5ndWFnZU1hcmtlcj10cnVlfnBy
ZWZlcnJlZExhbmd1YWdlPWVuLXVz; path=/; secure; SameSite=None; HttpOnly; domain=.oraclecloud.com
X-ORACLE-DMS-ECID: 005rHMfRAP_7U8F_v1h8iX0003KJ0000Tg
X-ORACLE-DMS-RID: 0:1:4
Vary: Accept-Encoding,User-Agent
Content-Language: en
Strict-Transport-Security: max-age=31536000; includeSubDomains

2022-04-20 13:07:03 UTC 79 IN Data Raw: 0a 0a 0a 20 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 20 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 0a 
0a 0a 0a 20 20 20 20 20 20 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 57 33 43 2f 
2f 44 54 44 20 58 48 54 4d 4c 20 31 2e 30 20 54 72 61 6e 73 69 74 69 6f 6e 61 6c 2f 2f 45 4e 22 20 22 68 74 74 70 3a 2f 
2f 77 77 77 2e 77 33 2e 6f 72 67 2f 54 52 2f 78 68 74 6d 6c 31 2f 44 54 44 2f 78 68 74 6d 6c 31 2d 74 72 61 6e 73 69 74 
69 6f 6e 61 6c 2e 64 74 64 22 3e 0a 3c 68 74 6d 6c 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 
72 67 2f 31 39 39 39 2f 78 68 74 6d 6c 22 20 78 6d 6c 3a 6c 61 6e 67 3d 22 65 6e 22 20 6c 61 6e 67 3d 22 65 6e 22 20 
20 20 20 20 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 68 74 
Data Ascii:         <!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml
1/DTD/xhtml1-transitional.dtd"><html xmlns="http://www.w3.org/1999/xhtml" xml:lang="en" lang="en"     ><head><meta ht

2022-04-20 13:07:03 UTC 84 IN Data Raw: 73 73 77 6f 72 64 22 20 63 6c 61 73 73 3d 22 74 65 78 74 49 6e 70 75 74 22 20 74 79 70 65 3d 22 70 61 73 
73 77 6f 72 64 22 20 70 6c 61 63 65 68 6f 6c 64 65 72 3d 22 50 61 73 73 77 6f 72 64 22 20 61 75 74 6f 63 6f 6d 70 6c 65 
74 65 3d 22 6f 66 66 22 20 6f 6e 6b 65 79 70 72 65 73 73 3d 22 72 65 74 75 72 6e 20 73 75 62 6d 69 74 43 72 65 64 73 
28 65 76 65 6e 74 29 22 2f 3e 3c 62 72 2f 3e 0a 3c 64 69 76 20 63 6c 61 73 73 3d 22 69 6e 70 75 74 43 6f 6e 74 61 69 6e 
65 72 22 3e 0a 20 0a 20 20 20 20 20 20 20 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 65 6c 61 74 2e 66 61 2
e 65 6d 32 2e 6f 72 61 63 6c 65 63 6c 6f 75 64 2e 63 6f 6d 3a 34 34 33 2f 68 63 6d 43 6f 72 65 2f 66 61 63 65 73 2f 46 6f 
72 67 6f 74 50 61 73 73 77 6f 72 64 3f 62 61 63 6b 55 72 6c 3d 
Data Ascii: ssword" class="textInput" type="password" placeholder="Password" autocomplete="off" onkeypress="return 
submitCreds(event)"/><br/><div class="inputContainer">         <a href="https://elat.fa.em2.oraclecloud.com:443/hcm
Core/faces/ForgotPassword?backUrl=

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

7 192.168.2.3 49763 138.1.2.10 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:07:04 UTC 86 OUT GET /fusion_apps/global/ver16/loginTemplate_rtl.css HTTP/1.1
Host: elat.login.em2.oraclecloud.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: OAMAuthnHintCookie=0@1650460022; OAM_ID=VERSION_5~i0unjL1yr3V7/Z4Q32ryeQ==~PaX1xfd
y4yTKJn8VgaezP9/Ma0A/8OIZWRk7JIt7FRA3LeGhIDZulOeV8ob+PECcPK74TDrnTiL90VaaFXHctBmkSAc2p5Cem
EXORezmfXzMh2FCOYzMgVWYjIRmSW458h0/hDOjJjqGSVfy87SjKnOqwjOJiaYnOXkcNJ11fGQXlEDfZnsKxkP+NOQ
P1DMw2X0/msU4VvyHNsy+NvG1p8oqSDbidJGKUn78VUqYPjNmjIjx1hdsAVDfION/OLzZ2m7oI38c8tnp78vXIE/li
lmpY2Hyoht1Jr3upSMANbgJt1uw63mKnr44OJftHL2bFg1ia5EUPed91piw86ZFhfKEv8Mwv1WM7df5hfFiWAoRp8W
68LfnzuYE8zVBbKpt; ORA_FND_SESSION_ELAT_F=DEFAULT_PILLAR:1p48+CojchaFKaGHu9/0NhgK92U3zP3iF
mWeMo1FiamuqWVgIoPRhrXfklP1s0za:1650460023116; OAM_REQ_0=VERSION_4~PwjMhkc44Tt1G2wBlhJIT8L
M%2bHWrFn3Y9hbPJo3pnC7urtBqCObS3imJwEYK6%2baMSbrxXJm00eG1FZo93vCl6AHDX8VMa7gmjQ80Cw2DyNIht
mdgH6IBkrOo%2fhBBAm5Xd2%2bZW4e50Z3lPOvbd8fdpxHCotERELaljBqcBZPoTNwF%2f5rL7Fw9ZnXdjjIWRrHv5
qW9V2WtZj5iW4rF3SkaeE9VbqRK4KmOykK7bjs1IMtEosF3HqFmv9nkxRYZ6AfpM5IFnrgKqPI6FkQm5XY6FgGjxxw
tWaA5L6q0HjQ%2fT993QqDJznFtAEEiHyVxHD1HvRuH58jz0RH4gfNLH0P%2btwkLLmHAc6sXcjUuAH2m4P57lECVU
hMpi4eKgWQpXM0hLVy0Aod91Y7Wk1pIbTxd32ldPzfSyxuqskasajhv0JmGw%2fytHjVQAETyccPJHXHx7EfA1DseI
Dn944hMyiit8Ie%2ftAXTHNGjqiKH0ED2sTzmNhkQ0urOCYFY8NOhhd28oiN3sc9srC61yz%2fAsdutWWEr0sznjU7
psxL0s3g7vS0elwh08h3EjqG7h8JqDTsXQW9vbjEl8vx9ClrVdpQ8qsF3xCshPFG%2fdBL21vQcMK%2fwwyX%2f8np
FfzfiBuwLEzO6tYR2W0ymHWzuvsx2lGdaR42Nytobu%2bbcVKapf6Qfg3Ts8poTkog7qAbuQccCVGMoh%2fDXK17th
MCynIh%2fuN%2fgOiLIn3x5xdzXDbqV1E0jq%2br3w2%2b2lQzQ%2bKpi2xOwAstyohozVtZoS%2blWJmRzmtoHESc
QHU1HOv%2bxNl%2fZpItOpo8%2fddMMyW%2fQ5fjQZ4SN9kfdDxL5NKslpEgpwBOQxJMVXDm%2fvMXezx7%2fVuXug
zmMrswUMOqXXLla6vMMULe1IB9wIsJLAN5fL8EOoHeeRMFiFDwZORWhPLorZ1%2bxUpfV579Dc%2fd9skHgIxGLABQ
6NKDq1rW%2bJJ2QxYJ4oKNLjjTtnySoKsxzIcWg6oeyPtV4iwcO2uYROZFzsuNVumW%2b7p3U7G43PNvHfrMyJSCIT
2XlyIs%2bxx9OgwvRsolq%2ft9mAYcgLUmT6SnI4I0Vja4l0gUEcYaqzil1uHuunlILyb9yfqLTGOANZVqd3ytpWR1
Z5Ehx5GkYIm3QMiSDDsB83vG0%2bmj7vCouaoGG7l66t%2fiYeDnZc0%2f7Qx1M9ygVTx1dfZO8d8Pqh6YAuj01cm5
3U19c1BTZnapdyd6Qm6Ys222N3NyQQxunuvDHWMaXfCKNiLg7LSTMNlaDxnKkCYNjTJkyQk2OdjQ5u1bZG1au2ELQh
Y94y5bYZBXNLRfLR9W0tHhHj%2fIjLQa4kmBeoP2ONqqk6zrf2iAiWIYqx5HU0CGSHBiga1rejTzViIVwScBz0y4YK
4PbZZFGWhnZWLkH74JX4pBTBDw0e6YX2Oo5ZVPqjcEn1F9x7WXyBZtaD7oB2AE6NsaQ4Kktzfo8qt4cjXzX779DxNV
EfqOpOISb7%2bgCf%2fyOlclFqQPOUFz0PdEBxNlkMcB%2bciE22qHyGwEp1mcI%2biM9g663YqoIcDxpjo8WzL%2b
aX2eDJ7aNfzu5cy94hl1Zv%2bwc3cQt12doR0TDuUIioA0f1knIpRGiq6t5t6frLBFNys6Zt%2barV9NkYpbKUstMx
LaxIDanQCVrb0uhe7EHCXftddeSX4sAUCLtfhhi8j7tPGLBu73ZUfz0DPHrGvZEQGgf6HyhBWKPTeqJusMMYXjkhHw
Af85VLdedXCLynqR8HFnTwp404RBRQo%2fOrSK%2bjLXnJVlHVWEq4eM742M%2fROC0AIpwfc7Sr%2b255VJpdNumC
iT8hhnvIp5uDUQTG6g%2bxL59M6mpB%2fHiCFJUkN7BWnAOmwKugw%2bkjWeW1PRQvq3FtXwEhShuF4c
UI9%2f1pK2dN0810rrbX%2bLJQ%2fMCtZZWZU5pvqC178ASMPmudCQKeE01vSPfdJo%2b3zYmxhUhO3gjcpkTz81nr
3Zx9Mch2d2p0qc%2b8XspXesUQipctAx1SQd1xIiFyRwVzuLrQDeD7ZyvrBBIkpcX%2fwpAozoBqCFy69CQI%2f3rk
J7tqrRgfWUDj%2fpfTDcTYGmS2OfLcNthqpaLl6rAfqf2DqBGiYuO8Phxl7OieNgh43ZhGvXtxGMP5tsRVnaTx3gpf
e2mMk1pd14O7ERqxf5CO6HTZCqS3RifX%2fmLVkQobKZfmjY331%2bTv%2f%2fkH1%2bKg5UzOkwaDu89pFNhBwbSf
c4%2fy84A4YHqfxxfsPvE256nfnwWEO7FUwM2m5UjiZFyX9eU5k0CxPDBj8dDMUNpWA8BprR1bsMcv64vbeCajfmz8
QpzEwtvkvlv4ottS22DVg7je2S7%2fQoN3xl1%2fvKeKfXmHqGQIlGW7dOpjFuXpSOeQHxVk5wpuwFR2q%2f3wyeaW
%2bps90tOA29XtecQRjxhk2Y5bLUPKn2i9Sv8kem43ulPlzBjDFYQGyUKTck17d%2b72G4NnPPMhA3m3%2fWrkCEn2
OzkHsL28rKIKhC%2fyGuW9s%2b7ltRUFzyGv%2fyyFaCTUvQ2i%2fDYSW5lkZwaC0G787grs5qZlZNi1oOdDDtE2mJ
O%2btpflh0tThfXr26NTCUnYGiM4ARfA7WeIa3oMYcv6t%2fF5KFjdB3xQrmT8ow1Owdc5l67Qsq%2fpSWW%2bRHYJ
ReNAE2iKkpK1ycbm7tQ71TUa5G%2fKnfHPDQIWvSRuCEbHWeyuLW9ZiphDzgLqbyhsDgoVoTPuhxqlJmcI5iM9Mx7d
XLB2%2fLZa3vPNxltrK1G2E%2fi%2bxnTO2yMm5YxCihxXVWKFxZRRvpRXCgP%2fTotLFeBh7Zr10yV6wIYkQHow38
Gxx9HWHi2LqtzkKBCt4%2bgEMHPXXI80%2b7Sg%2bSA0pBahd3vog0ZQdil0UjiIM0pNJH9WF1OpmMjiz%2bkjGTPz
KgIXOSKv23uB1m4j37JKx2AfPH8YH0uwFGY%2bY5FW%2bF6UjxIVzHCiV68Bn4ta3UkHo4MykugnsJiWThAB95UFkt
%2f%2f%2ffPLRCGDXCgIq7ZZcP46lNwjQKRp0H7nQ6zKWnKqYfnov5SrayHkL5aBzkud7ehkSRhkJpKRDQBWkXyqIw
5RN4INEIkWywfcgZlfZ9Kmasm51IDtMI1jOAajyxylGIu40O%2bK2PBYAN7vJ1oOehffe%2fKPIjCWFz5ZeyNLc0wh
s3ZNsdwB21aT6YeZNX8RwsmWsFQ9t7OXxE6ncmi3NJRVmUl0%2f7PDJEJy2K3A5nYuhsN7y3GIShmnSlQSAdI3fCAm
9sYAiAqRhy9A6Uc0%2f%2f5hZEVohoay6wG4cLyuuQZvcYkk3%2fysR1FhQjIQeis%2bu3B%2fkYcEr4g7ApsD%2fX
U8f%2fkwdl4pIuYvr3bCl0aMJvLQo%2bh1%2b1whbbt5E5zkk89dBSAYoKcJno9C9I1MA4H0Y0%2bErMeVBNuU5g6j
fEpyr4%2biUUzM3pu8wXdnYg%2bggDZtvhUjPzJYn0A94IeNy9%2fW2Gpik6dhrGqjP8eqTZOWmMKw%2fCoeOHh4gR
xcmafZOt%2b3p%2fng5R6k6rd92cabq91Xxh%2fm9xCdBdefbhfD8yIjpcFfNwuzGW5WKkWlLTyqLuO4fvh7%2f5P%
2f%2bsvsj4A0JRCEhG98XnFj8Jfzf4m4c34%2b106LtN7tZ8wd8c240%2bDMvzUujGLEK8VsX9mQd4nk2qKMVmpVNe
8dJ%2f7vJt%2bsSEsxFrmv0yAIHFeZKuHTJR8bJtN5kEfaYM2qMf9UdcXlbnzkyEja1XMp8C90C8FEN1NGiX%2fXR7
8R6%2fMpbnJaLgWrwcuvqG4Mql9; OAM_REQ_1=VERSION_4~l%2bL2i500G5lsYIjkGiLMcWR2xXpBnJPapXaku4L
PDHuSZBMyI1Ey77fIlFB3hGCp4lSHG2uiuu3JMVnERFhww0IUyhgtSR5XTcG8K0%2beqjHxOSDL6%2blFqj2LXqnLY
gLxdSyROoaq372EGASGnpUUrYBOGXYgCQwurRSBhUx1mtt2onl6UNE7qH%2bVEFczn2cFW2gJtVFaNhDZUX4Byijl4
1BfaMV3ZFBirLS2AewK2f3nBdtHyjUqO8WFILgMm6nUkADV0Psku6XF3eP9dkif47dRqpX9NMFJMpHJjlB1V5OVNZx
0VGY%2b0ty%2fgAuxvcGgxR%2fzVcDNjL%2bI2eNFC7gQIyyXzcRox4HBC4i3T%2fzmh0rQabVdzpJZHJPT60Gtoa%
2bLxhsTsTfOJRSH3RUha2gGd4GIY2RqVkQAv90b0uvNLksofWy6K%2b3Xq5%2bd5bsxfegl%2bpaW4QR2C4E91193c
ALMmTiPYqhK0FvbUQfD4rK8Qy71eJH6YWzolMjiqVG9R1GqwuyRnRJ1KoYusKe18dhftnVYWjKRHa8gagZICU%2fxz
wYTKQDxvcAgDIC6WzWDmVKnc6sieHmR11yoi283hcHODdVJNX1Zgw5UphH2O3XhRc4mWPKGx26jsMx4C
FSNIr3Le8AAd9FrsW7gWs78jrJGX4%2bG%2b2Zm3oX%2fR6%2frHp11VJNaTdEBVJOXKSdxGJhti%2fx2EO%2b1wd0
khcarkxBb4gu9TKJ%2fqsYvtXWWkyCBscjK54lBUUTp4z9%2bRye%2buOWzYglB3Qx9xft8i6n6VwSmGqN4SmzjhLa
Pe13Fg0NufJtDAHXT5dR%2b%2bXoyKpJ3pzCMwXYtsMFzlry%2fHNs8lilrMC3JFG7T7khkqoaWU2K%2f5YpA0guKw
fiAsuI9g1n4ULC1ZzXuE%2bvmkNw8HiBRMfIKpC%2bPkUTZ1912AtX%2bVh8EF4BAQXXd2WJYJe65OZp8eYhLsLbVR
yGS5RlLNXkImbATWH0tPvqiqrRc7QS9KjQYujbQmYpRYOUXKnK89gD7DGiDUTdVxzDvycx5tNs%2bZNLTj4eiwevrE
0E4WJW7kBt3ZoXi6%2bMs95k%2bwmSv6ki82LEeRz6gLyBqvzJm7FQMPkFqofkuxvvz8HkbI1GAWy2RXHXMnAF6dHh
beMNP3EGL1XPtAeomo4tsK3IKDEeolvadCo58xBHdYv0Byv8L52VGtpL0vDrrVCmdbirCOIA9Ya1JCHL6Gxx4Gcw9p
Y%2fAmtUEVf%2fBv2gvpWl3R6gjTs7T9eRtZbdqpompuOGKedVnUZsBSroyN2dWQ2Ffsbvbo1%2bUOW1VCrMJ2UYdU
%2barLdem6nAUgnhQnW1nR87XZYpb25V3cJGOtejBRtcoU0NORTXHIu7%2ba0DAK8TwfTW0LsV5V0lexsnwBEPn00O
JJEZkdKGEZuO57oCiAoumMyWv9i665yjW0GW6XfWsWWhXasENTY5nfGNCuEdVj4PRtl67Iipr4jCAip0z%2btymvaq
76KJopEyVLNO9yg%2ffyAimSzIwTuUw4W278Ea5cjmJSiQc6x6Ir73SamI%2b8NMNpikGkWpP%2fIEp37MNxrCl6tG
pYerROYAPyjIJgnuh613nBSeIyZB1T5PhR%2f6Y0hTcZSP52%2bRacwBxedu5sl19iYl6SdGsdDSVvcpBL%2bWE%2f
1YpO3qFKym6MqTWmIyiBOBkEBQNSv%2bmaWbC3SUdoXTp8kQduKw4zvree4PLZSAAmdT%2b%2b4HAmMp
byFQY2z0QcffIPcMqQINLQN%2bYLFRjs9D0Jq2Bjm6Q2Z%2bLcj9wB%2fUNGkKwix%2b%2bgsEWbi%2bYCIFjo1ERn
eBiNCuuVm8sidPIplM49ZhZAmptZ6hUheLxo0C3EfLL9%2fI9EyeoJ1siXQexLMxmmQCPRcKVS22jebQNh5dxihfOz
nK0GK8SVT%2bEn6s%2f8Nf3hPrJNOohQqfS6IDE%2fDt7DIDo4Q%2fzijPbB6WOhaL%2bOmLBwUB%2f8UVhPHw27cJ
RQ5Uzk2vNZl28PuCIb9cyUdAeww8Yka8izDTikk9FUZOWEw4SOd60iCr1pKKlnpbBwA%2f1hlmnr9Nmu%2bereU6Dp
anJOsnqpyGGhAx6M6VjT1HVIqkOHrftJruLAJ9Ga3HVlqYknNKEV1x4zl7kF8oBiuZNvbsWf7QV8nKUQkJk%2bhYKP
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anJOsnqpyGGhAx6M6VjT1HVIqkOHrftJruLAJ9Ga3HVlqYknNKEV1x4zl7kF8oBiuZNvbsWf7QV8nKUQkJk%2bhYKP
41dxwuqj40nIBdXQTVE7OS5%2br5ClU4%2f8DspDpKpSHZT1%2bcxZdXxObDNXjhOU7sNnF%2fe6CL1BjDHbxzNQ0t
aBzgzUVQM%2fJr0sCGF2fnKkuSgAFtsynMMewCQtsOrOSNNYWjXJAYdZShhfM%2bDhT0J6ROmknZh9yw
BRD5QKzDZJLNOi1%2f2W%2bCfvIagEklEo4Tts%2bzqgVE%2bruF82%2fJPVTsB5eMmKIMeO%2bhVrL24%2fWk9SRj
3nFkpArgNhGyh%2bkV%2fWyjN8TieSqqTeLoRo%2f4c%2bpSUnl1ghdl1Y77vaZslG0gIYrEtSAW8kVoS3uNGElNhw
30yrHbKLnq%2bJG488A%3d%3d; OAM_REQ_COUNT=VERSION_4~2; ECID-Context=1.005rHMfRAP_7U8F_v1h8i
X0003KJ0000Tg@kXghlfCW3JOTsLKS^HOT_JLSgKCTmLTP; JSESSIONID=WcpHFVvE4G4pLJcxyEnBuccTXrrozez
93c9YLSY35sjKAEtv1tj1!1546432129; ORA_FUSION_PREFS=v1.0~bG9jYWxlPWVuLXVzfmRlZmF1bHRMYW5ndW
FnZU1hcmtlcj10cnVlfnByZWZlcnJlZExhbmd1YWdlPWVuLXVz

2022-04-20 13:07:04 UTC 134 IN HTTP/1.1 200 OK
Date: Wed, 20 Apr 2022 13:07:04 GMT
Content-Type: text/css; charset=UTF-8
Content-Length: 9083
Connection: close
Referrer-Policy: same-origin
X-Content-Type-Options: nosniff
Accept-Ranges: bytes
Last-Modified: Thu, 14 Apr 2022 22:47:46 GMT
X-ORACLE-DMS-ECID: 005rHMfRAP_7U8F_v1h8iX0003KJ0000Tg
X-ORACLE-DMS-RID: 0:1:4:1:3
Vary: Accept-Encoding,User-Agent
X-XSS-Protection: 1; mode=block
Content-Language: en
Strict-Transport-Security: max-age=31536000; includeSubDomains

2022-04-20 13:07:04 UTC 135 IN Data Raw: 2f 2a 20 49 4d 50 4f 52 54 41 4e 54 3a 20 49 66 20 61 6e 79 20 63 68 61 6e 67 65 20 69 73 20 6d 61 64 65 20 
69 6e 20 74 68 69 73 20 66 69 6c 65 2c 20 6d 61 6b 65 20 73 75 72 65 20 74 6f 20 63 68 61 6e 67 65 20 76 61 6c 75 65 
20 6f 66 20 43 53 53 5f 4a 53 5f 56 45 52 53 49 4f 4e 20 69 6e 20 0a 20 2a 20 24 53 52 43 48 4f 4d 45 2f 6e 67 61 6d 2f 
73 72 63 2f 63 6f 6d 6d 6f 6e 2f 75 74 69 6c 69 74 69 65 73 2f 73 72 63 2f 6d 61 69 6e 2f 6a 61 76 61 2f 6f 72 61 63 6c 65 
2f 73 65 63 75 72 69 74 79 2f 61 6d 2f 63 6f 6d 6d 6f 6e 2f 75 74 69 6c 69 74 69 65 73 2f 63 6f 6e 73 74 61 6e 74 2f 47 65 
6e 65 72 69 63 43 6f 6e 73 74 61 6e 74 73 2e 6a 61 76 61 0a 20 2a 20 54 68 69 73 20 69 73 20 6e 65 65 64 65 64 20 74 
6f 20 62 75 72 73 74 20 62 72 6f 77 73 65 72 20 63 61 63 
Data Ascii: /* IMPORTANT: If any change is made in this file, make sure to change value of CSS_JS_VERSION in  * 
$SRCHOME/ngam/src/common/utilities/src/main/java/oracle/security/am/common/utilities/constant/GenericConstants.java 
* This is needed to burst browser cac

2022-04-20 13:07:04 UTC 139 IN Data Raw: 70 78 3b 0a 20 20 20 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 32 30 70 78 3b 0a 20 20 20 70 61 64 64 69 
6e 67 2d 6c 65 66 74 3a 32 30 70 78 3b 0a 20 20 20 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 20 31 30 70 78 3b 0a 7d 0a 
0a 2e 73 73 6f 42 74 6e 41 63 74 69 76 65 3a 68 6f 76 65 72 20 7b 0a 20 20 20 74 65 78 74 2d 61 6c 69 67 6e 3a 20 63 6
5 6e 74 65 72 3b 0a 20 20 20 68 65 69 67 68 74 3a 34 38 70 78 3b 0a 20 20 20 77 69 64 74 68 3a 20 33 32 35 70 78 3b 
0a 20 20 20 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 32 30 70 78 3b 0a 20 20 20 70 61 64 64 69 6e 67 2d 6c 65 66 74 
3a 32 30 70 78 3b 0a 20 20 20 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 20 31 30 70 78 3b 0a 7d 0a 2e 73 73 6f 42 74 6e 
41 63 74 69 76 65 3a 61 63 74 69 76 65 20 7b 0a 20 20 20 74 65 78 74 2d 61 
Data Ascii: px;   padding-right:20px;   padding-left:20px;   margin-right: 10px;}.ssoBtnActive:hover {   text-align: center;   
height:48px;   width: 325px;   padding-right:20px;   padding-left:20px;   margin-right: 10px;}.ssoBtnActive:active {   text-a

2022-04-20 13:07:04 UTC 143 IN Data Raw: 0a 20 20 20 20 2e 62 72 61 6e 64 69 6e 67 20 7b 0a 20 20 20 20 20 20 20 20 70 61 64 64 69 6e 67 3a 20 30 
70 78 20 31 30 70 78 20 31 36 35 70 78 20 31 30 70 78 3b 0a 20 20 20 20 20 20 20 20 6f 76 65 72 66 6c 6f 77 3a 20 68 
69 64 64 65 6e 3b 0a 20 20 20 20 7d 0a 20 20 20 20 2e 73 69 67 6e 69 6e 5f 66 6f 72 6d 20 7b 0a 20 20 20 20 20 20 20 2
0 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 20 30 70 78 3b 0a 20 20 20 20 20 20 20 20 6d 61 78 2d 77 69 64 74 68 3a 20 
31 30 30 76 77 3b 0a 20 20 20 20 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 32 70 78 3b 0a 20 20 20 20 20 20 20 
20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 20 6e 6f 72 6d 61 6c 3b 0a 09 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 20 30 
70 78 3b 0a 20 20 20 20 7d 0a 20 20 20 20 2e 62 72 61 6e 64 43 6f 6e 74 61 
Data Ascii:     .branding {        padding: 0px 10px 165px 10px;        overflow: hidden;    }    .signin_form {        padding-le
ft: 0px;        max-width: 100vw;        font-size: 12px;        font-weight: normal;padding-right: 0px;    }    .brandConta

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

8 192.168.2.3 49764 138.1.2.10 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:07:04 UTC 93 OUT GET /fusion_apps/global/ver16/loginTemplate.css HTTP/1.1
Host: elat.login.em2.oraclecloud.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: OAMAuthnHintCookie=0@1650460022; OAM_ID=VERSION_5~i0unjL1yr3V7/Z4Q32ryeQ==~PaX1xfd
y4yTKJn8VgaezP9/Ma0A/8OIZWRk7JIt7FRA3LeGhIDZulOeV8ob+PECcPK74TDrnTiL90VaaFXHctBmkSAc2p5Cem
EXORezmfXzMh2FCOYzMgVWYjIRmSW458h0/hDOjJjqGSVfy87SjKnOqwjOJiaYnOXkcNJ11fGQXlEDfZnsKxkP+NOQ
P1DMw2X0/msU4VvyHNsy+NvG1p8oqSDbidJGKUn78VUqYPjNmjIjx1hdsAVDfION/OLzZ2m7oI38c8tnp78vXIE/li
lmpY2Hyoht1Jr3upSMANbgJt1uw63mKnr44OJftHL2bFg1ia5EUPed91piw86ZFhfKEv8Mwv1WM7df5hfFiWAoRp8W
68LfnzuYE8zVBbKpt; ORA_FND_SESSION_ELAT_F=DEFAULT_PILLAR:1p48+CojchaFKaGHu9/0NhgK92U3zP3iF
mWeMo1FiamuqWVgIoPRhrXfklP1s0za:1650460023116; OAM_REQ_0=VERSION_4~PwjMhkc44Tt1G2wBlhJIT8L
M%2bHWrFn3Y9hbPJo3pnC7urtBqCObS3imJwEYK6%2baMSbrxXJm00eG1FZo93vCl6AHDX8VMa7gmjQ80Cw2DyNIht
mdgH6IBkrOo%2fhBBAm5Xd2%2bZW4e50Z3lPOvbd8fdpxHCotERELaljBqcBZPoTNwF%2f5rL7Fw9ZnXdjjIWRrHv5
qW9V2WtZj5iW4rF3SkaeE9VbqRK4KmOykK7bjs1IMtEosF3HqFmv9nkxRYZ6AfpM5IFnrgKqPI6FkQm5XY6FgGjxxw
tWaA5L6q0HjQ%2fT993QqDJznFtAEEiHyVxHD1HvRuH58jz0RH4gfNLH0P%2btwkLLmHAc6sXcjUuAH2m4P57lECVU
hMpi4eKgWQpXM0hLVy0Aod91Y7Wk1pIbTxd32ldPzfSyxuqskasajhv0JmGw%2fytHjVQAETyccPJHXHx7EfA1DseI
Dn944hMyiit8Ie%2ftAXTHNGjqiKH0ED2sTzmNhkQ0urOCYFY8NOhhd28oiN3sc9srC61yz%2fAsdutWWEr0sznjU7
psxL0s3g7vS0elwh08h3EjqG7h8JqDTsXQW9vbjEl8vx9ClrVdpQ8qsF3xCshPFG%2fdBL21vQcMK%2fwwyX%2f8np
FfzfiBuwLEzO6tYR2W0ymHWzuvsx2lGdaR42Nytobu%2bbcVKapf6Qfg3Ts8poTkog7qAbuQccCVGMoh%2fDXK17th
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FfzfiBuwLEzO6tYR2W0ymHWzuvsx2lGdaR42Nytobu%2bbcVKapf6Qfg3Ts8poTkog7qAbuQccCVGMoh%2fDXK17th
MCynIh%2fuN%2fgOiLIn3x5xdzXDbqV1E0jq%2br3w2%2b2lQzQ%2bKpi2xOwAstyohozVtZoS%2blWJmRzmtoHESc
QHU1HOv%2bxNl%2fZpItOpo8%2fddMMyW%2fQ5fjQZ4SN9kfdDxL5NKslpEgpwBOQxJMVXDm%2fvMXezx7%2fVuXug
zmMrswUMOqXXLla6vMMULe1IB9wIsJLAN5fL8EOoHeeRMFiFDwZORWhPLorZ1%2bxUpfV579Dc%2fd9skHgIxGLABQ
6NKDq1rW%2bJJ2QxYJ4oKNLjjTtnySoKsxzIcWg6oeyPtV4iwcO2uYROZFzsuNVumW%2b7p3U7G43PNvHfrMyJSCIT
2XlyIs%2bxx9OgwvRsolq%2ft9mAYcgLUmT6SnI4I0Vja4l0gUEcYaqzil1uHuunlILyb9yfqLTGOANZVqd3ytpWR1
Z5Ehx5GkYIm3QMiSDDsB83vG0%2bmj7vCouaoGG7l66t%2fiYeDnZc0%2f7Qx1M9ygVTx1dfZO8d8Pqh6YAuj01cm5
3U19c1BTZnapdyd6Qm6Ys222N3NyQQxunuvDHWMaXfCKNiLg7LSTMNlaDxnKkCYNjTJkyQk2OdjQ5u1bZG1au2ELQh
Y94y5bYZBXNLRfLR9W0tHhHj%2fIjLQa4kmBeoP2ONqqk6zrf2iAiWIYqx5HU0CGSHBiga1rejTzViIVwScBz0y4YK
4PbZZFGWhnZWLkH74JX4pBTBDw0e6YX2Oo5ZVPqjcEn1F9x7WXyBZtaD7oB2AE6NsaQ4Kktzfo8qt4cjXzX779DxNV
EfqOpOISb7%2bgCf%2fyOlclFqQPOUFz0PdEBxNlkMcB%2bciE22qHyGwEp1mcI%2biM9g663YqoIcDxpjo8WzL%2b
aX2eDJ7aNfzu5cy94hl1Zv%2bwc3cQt12doR0TDuUIioA0f1knIpRGiq6t5t6frLBFNys6Zt%2barV9NkYpbKUstMx
LaxIDanQCVrb0uhe7EHCXftddeSX4sAUCLtfhhi8j7tPGLBu73ZUfz0DPHrGvZEQGgf6HyhBWKPTeqJusMMYXjkhHw
Af85VLdedXCLynqR8HFnTwp404RBRQo%2fOrSK%2bjLXnJVlHVWEq4eM742M%2fROC0AIpwfc7Sr%2b255VJpdNumC
iT8hhnvIp5uDUQTG6g%2bxL59M6mpB%2fHiCFJUkN7BWnAOmwKugw%2bkjWeW1PRQvq3FtXwEhShuF4c
UI9%2f1pK2dN0810rrbX%2bLJQ%2fMCtZZWZU5pvqC178ASMPmudCQKeE01vSPfdJo%2b3zYmxhUhO3gjcpkTz81nr
3Zx9Mch2d2p0qc%2b8XspXesUQipctAx1SQd1xIiFyRwVzuLrQDeD7ZyvrBBIkpcX%2fwpAozoBqCFy69CQI%2f3rk
J7tqrRgfWUDj%2fpfTDcTYGmS2OfLcNthqpaLl6rAfqf2DqBGiYuO8Phxl7OieNgh43ZhGvXtxGMP5tsRVnaTx3gpf
e2mMk1pd14O7ERqxf5CO6HTZCqS3RifX%2fmLVkQobKZfmjY331%2bTv%2f%2fkH1%2bKg5UzOkwaDu89pFNhBwbSf
c4%2fy84A4YHqfxxfsPvE256nfnwWEO7FUwM2m5UjiZFyX9eU5k0CxPDBj8dDMUNpWA8BprR1bsMcv64vbeCajfmz8
QpzEwtvkvlv4ottS22DVg7je2S7%2fQoN3xl1%2fvKeKfXmHqGQIlGW7dOpjFuXpSOeQHxVk5wpuwFR2q%2f3wyeaW
%2bps90tOA29XtecQRjxhk2Y5bLUPKn2i9Sv8kem43ulPlzBjDFYQGyUKTck17d%2b72G4NnPPMhA3m3%2fWrkCEn2
OzkHsL28rKIKhC%2fyGuW9s%2b7ltRUFzyGv%2fyyFaCTUvQ2i%2fDYSW5lkZwaC0G787grs5qZlZNi1oOdDDtE2mJ
O%2btpflh0tThfXr26NTCUnYGiM4ARfA7WeIa3oMYcv6t%2fF5KFjdB3xQrmT8ow1Owdc5l67Qsq%2fpSWW%2bRHYJ
ReNAE2iKkpK1ycbm7tQ71TUa5G%2fKnfHPDQIWvSRuCEbHWeyuLW9ZiphDzgLqbyhsDgoVoTPuhxqlJmcI5iM9Mx7d
XLB2%2fLZa3vPNxltrK1G2E%2fi%2bxnTO2yMm5YxCihxXVWKFxZRRvpRXCgP%2fTotLFeBh7Zr10yV6wIYkQHow38
Gxx9HWHi2LqtzkKBCt4%2bgEMHPXXI80%2b7Sg%2bSA0pBahd3vog0ZQdil0UjiIM0pNJH9WF1OpmMjiz%2bkjGTPz
KgIXOSKv23uB1m4j37JKx2AfPH8YH0uwFGY%2bY5FW%2bF6UjxIVzHCiV68Bn4ta3UkHo4MykugnsJiWThAB95UFkt
%2f%2f%2ffPLRCGDXCgIq7ZZcP46lNwjQKRp0H7nQ6zKWnKqYfnov5SrayHkL5aBzkud7ehkSRhkJpKRDQBWkXyqIw
5RN4INEIkWywfcgZlfZ9Kmasm51IDtMI1jOAajyxylGIu40O%2bK2PBYAN7vJ1oOehffe%2fKPIjCWFz5ZeyNLc0wh
s3ZNsdwB21aT6YeZNX8RwsmWsFQ9t7OXxE6ncmi3NJRVmUl0%2f7PDJEJy2K3A5nYuhsN7y3GIShmnSlQSAdI3fCAm
9sYAiAqRhy9A6Uc0%2f%2f5hZEVohoay6wG4cLyuuQZvcYkk3%2fysR1FhQjIQeis%2bu3B%2fkYcEr4g7ApsD%2fX
U8f%2fkwdl4pIuYvr3bCl0aMJvLQo%2bh1%2b1whbbt5E5zkk89dBSAYoKcJno9C9I1MA4H0Y0%2bErMeVBNuU5g6j
fEpyr4%2biUUzM3pu8wXdnYg%2bggDZtvhUjPzJYn0A94IeNy9%2fW2Gpik6dhrGqjP8eqTZOWmMKw%2fCoeOHh4gR
xcmafZOt%2b3p%2fng5R6k6rd92cabq91Xxh%2fm9xCdBdefbhfD8yIjpcFfNwuzGW5WKkWlLTyqLuO4fvh7%2f5P%
2f%2bsvsj4A0JRCEhG98XnFj8Jfzf4m4c34%2b106LtN7tZ8wd8c240%2bDMvzUujGLEK8VsX9mQd4nk2qKMVmpVNe
8dJ%2f7vJt%2bsSEsxFrmv0yAIHFeZKuHTJR8bJtN5kEfaYM2qMf9UdcXlbnzkyEja1XMp8C90C8FEN1NGiX%2fXR7
8R6%2fMpbnJaLgWrwcuvqG4Mql9; OAM_REQ_1=VERSION_4~l%2bL2i500G5lsYIjkGiLMcWR2xXpBnJPapXaku4L
PDHuSZBMyI1Ey77fIlFB3hGCp4lSHG2uiuu3JMVnERFhww0IUyhgtSR5XTcG8K0%2beqjHxOSDL6%2blFqj2LXqnLY
gLxdSyROoaq372EGASGnpUUrYBOGXYgCQwurRSBhUx1mtt2onl6UNE7qH%2bVEFczn2cFW2gJtVFaNhDZUX4Byijl4
1BfaMV3ZFBirLS2AewK2f3nBdtHyjUqO8WFILgMm6nUkADV0Psku6XF3eP9dkif47dRqpX9NMFJMpHJjlB1V5OVNZx
0VGY%2b0ty%2fgAuxvcGgxR%2fzVcDNjL%2bI2eNFC7gQIyyXzcRox4HBC4i3T%2fzmh0rQabVdzpJZHJPT60Gtoa%
2bLxhsTsTfOJRSH3RUha2gGd4GIY2RqVkQAv90b0uvNLksofWy6K%2b3Xq5%2bd5bsxfegl%2bpaW4QR2C4E91193c
ALMmTiPYqhK0FvbUQfD4rK8Qy71eJH6YWzolMjiqVG9R1GqwuyRnRJ1KoYusKe18dhftnVYWjKRHa8gagZICU%2fxz
wYTKQDxvcAgDIC6WzWDmVKnc6sieHmR11yoi283hcHODdVJNX1Zgw5UphH2O3XhRc4mWPKGx26jsMx4C
FSNIr3Le8AAd9FrsW7gWs78jrJGX4%2bG%2b2Zm3oX%2fR6%2frHp11VJNaTdEBVJOXKSdxGJhti%2fx2EO%2b1wd0
khcarkxBb4gu9TKJ%2fqsYvtXWWkyCBscjK54lBUUTp4z9%2bRye%2buOWzYglB3Qx9xft8i6n6VwSmGqN4SmzjhLa
Pe13Fg0NufJtDAHXT5dR%2b%2bXoyKpJ3pzCMwXYtsMFzlry%2fHNs8lilrMC3JFG7T7khkqoaWU2K%2f5YpA0guKw
fiAsuI9g1n4ULC1ZzXuE%2bvmkNw8HiBRMfIKpC%2bPkUTZ1912AtX%2bVh8EF4BAQXXd2WJYJe65OZp8eYhLsLbVR
yGS5RlLNXkImbATWH0tPvqiqrRc7QS9KjQYujbQmYpRYOUXKnK89gD7DGiDUTdVxzDvycx5tNs%2bZNLTj4eiwevrE
0E4WJW7kBt3ZoXi6%2bMs95k%2bwmSv6ki82LEeRz6gLyBqvzJm7FQMPkFqofkuxvvz8HkbI1GAWy2RXHXMnAF6dHh
beMNP3EGL1XPtAeomo4tsK3IKDEeolvadCo58xBHdYv0Byv8L52VGtpL0vDrrVCmdbirCOIA9Ya1JCHL6Gxx4Gcw9p
Y%2fAmtUEVf%2fBv2gvpWl3R6gjTs7T9eRtZbdqpompuOGKedVnUZsBSroyN2dWQ2Ffsbvbo1%2bUOW1VCrMJ2UYdU
%2barLdem6nAUgnhQnW1nR87XZYpb25V3cJGOtejBRtcoU0NORTXHIu7%2ba0DAK8TwfTW0LsV5V0lexsnwBEPn00O
JJEZkdKGEZuO57oCiAoumMyWv9i665yjW0GW6XfWsWWhXasENTY5nfGNCuEdVj4PRtl67Iipr4jCAip0z%2btymvaq
76KJopEyVLNO9yg%2ffyAimSzIwTuUw4W278Ea5cjmJSiQc6x6Ir73SamI%2b8NMNpikGkWpP%2fIEp37MNxrCl6tG
pYerROYAPyjIJgnuh613nBSeIyZB1T5PhR%2f6Y0hTcZSP52%2bRacwBxedu5sl19iYl6SdGsdDSVvcpBL%2bWE%2f
1YpO3qFKym6MqTWmIyiBOBkEBQNSv%2bmaWbC3SUdoXTp8kQduKw4zvree4PLZSAAmdT%2b%2b4HAmMp
byFQY2z0QcffIPcMqQINLQN%2bYLFRjs9D0Jq2Bjm6Q2Z%2bLcj9wB%2fUNGkKwix%2b%2bgsEWbi%2bYCIFjo1ERn
eBiNCuuVm8sidPIplM49ZhZAmptZ6hUheLxo0C3EfLL9%2fI9EyeoJ1siXQexLMxmmQCPRcKVS22jebQNh5dxihfOz
nK0GK8SVT%2bEn6s%2f8Nf3hPrJNOohQqfS6IDE%2fDt7DIDo4Q%2fzijPbB6WOhaL%2bOmLBwUB%2f8UVhPHw27cJ
RQ5Uzk2vNZl28PuCIb9cyUdAeww8Yka8izDTikk9FUZOWEw4SOd60iCr1pKKlnpbBwA%2f1hlmnr9Nmu%2bereU6Dp
anJOsnqpyGGhAx6M6VjT1HVIqkOHrftJruLAJ9Ga3HVlqYknNKEV1x4zl7kF8oBiuZNvbsWf7QV8nKUQkJk%2bhYKP
41dxwuqj40nIBdXQTVE7OS5%2br5ClU4%2f8DspDpKpSHZT1%2bcxZdXxObDNXjhOU7sNnF%2fe6CL1BjDHbxzNQ0t
aBzgzUVQM%2fJr0sCGF2fnKkuSgAFtsynMMewCQtsOrOSNNYWjXJAYdZShhfM%2bDhT0J6ROmknZh9yw
BRD5QKzDZJLNOi1%2f2W%2bCfvIagEklEo4Tts%2bzqgVE%2bruF82%2fJPVTsB5eMmKIMeO%2bhVrL24%2fWk9SRj
3nFkpArgNhGyh%2bkV%2fWyjN8TieSqqTeLoRo%2f4c%2bpSUnl1ghdl1Y77vaZslG0gIYrEtSAW8kVoS3uNGElNhw
30yrHbKLnq%2bJG488A%3d%3d; OAM_REQ_COUNT=VERSION_4~2; ECID-Context=1.005rHMfRAP_7U8F_v1h8i
X0003KJ0000Tg@kXghlfCW3JOTsLKS^HOT_JLSgKCTmLTP; JSESSIONID=WcpHFVvE4G4pLJcxyEnBuccTXrrozez
93c9YLSY35sjKAEtv1tj1!1546432129; ORA_FUSION_PREFS=v1.0~bG9jYWxlPWVuLXVzfmRlZmF1bHRMYW5ndW
FnZU1hcmtlcj10cnVlfnByZWZlcnJlZExhbmd1YWdlPWVuLXVz

2022-04-20 13:07:04 UTC 125 IN HTTP/1.1 200 OK
Date: Wed, 20 Apr 2022 13:07:04 GMT
Content-Type: text/css; charset=UTF-8
Content-Length: 9617
Connection: close
Referrer-Policy: same-origin
X-Content-Type-Options: nosniff
Accept-Ranges: bytes
Last-Modified: Thu, 14 Apr 2022 22:47:46 GMT
X-ORACLE-DMS-ECID: 005rHMfRAP_7U8F_v1h8iX0003KJ0000Tg
X-ORACLE-DMS-RID: 0:1:4:1:3
Vary: Accept-Encoding,User-Agent
X-XSS-Protection: 1; mode=block
Content-Language: en
Strict-Transport-Security: max-age=31536000; includeSubDomains

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:07:04 UTC 125 IN Data Raw: 2f 2a 20 49 4d 50 4f 52 54 41 4e 54 3a 20 49 66 20 61 6e 79 20 63 68 61 6e 67 65 20 69 73 20 6d 61 64 65 20 
69 6e 20 74 68 69 73 20 66 69 6c 65 2c 20 6d 61 6b 65 20 73 75 72 65 20 74 6f 20 63 68 61 6e 67 65 20 76 61 6c 75 65 
20 6f 66 20 43 53 53 5f 4a 53 5f 56 45 52 53 49 4f 4e 20 69 6e 20 0a 20 2a 20 24 53 52 43 48 4f 4d 45 2f 6e 67 61 6d 2f 
73 72 63 2f 63 6f 6d 6d 6f 6e 2f 75 74 69 6c 69 74 69 65 73 2f 73 72 63 2f 6d 61 69 6e 2f 6a 61 76 61 2f 6f 72 61 63 6c 65 
2f 73 65 63 75 72 69 74 79 2f 61 6d 2f 63 6f 6d 6d 6f 6e 2f 75 74 69 6c 69 74 69 65 73 2f 63 6f 6e 73 74 61 6e 74 2f 47 65 
6e 65 72 69 63 43 6f 6e 73 74 61 6e 74 73 2e 6a 61 76 61 0a 20 2a 20 54 68 69 73 20 69 73 20 6e 65 65 64 65 64 20 74 
6f 20 62 75 72 73 74 20 62 72 6f 77 73 65 72 20 63 61 63 
Data Ascii: /* IMPORTANT: If any change is made in this file, make sure to change value of CSS_JS_VERSION in  * 
$SRCHOME/ngam/src/common/utilities/src/main/java/oracle/security/am/common/utilities/constant/GenericConstants.java 
* This is needed to burst browser cac

2022-04-20 13:07:04 UTC 129 IN Data Raw: 2e 73 73 6f 42 74 6e 41 63 74 69 76 65 20 7b 0a 20 20 20 74 65 78 74 2d 61 6c 69 67 6e 3a 20 63 65 6e 74 
65 72 3b 0a 20 20 20 68 65 69 67 68 74 3a 34 38 70 78 3b 0a 20 20 20 77 69 64 74 68 3a 20 33 32 35 70 78 3b 0a 20 20 
20 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 32 30 70 78 3b 0a 20 20 20 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 32 30 
70 78 3b 0a 20 20 20 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 20 31 30 70 78 3b 0a 7d 0a 0a 2e 73 73 6f 42 74 6e 41 63 74 
69 76 65 3a 68 6f 76 65 72 20 7b 0a 20 20 20 74 65 78 74 2d 61 6c 69 67 6e 3a 20 63 65 6e 74 65 72 3b 0a 20 20 20 68 
65 69 67 68 74 3a 34 38 70 78 3b 0a 20 20 20 77 69 64 74 68 3a 20 33 32 35 70 78 3b 0a 20 20 20 70 61 64 64 69 6e 67 
2d 72 69 67 68 74 3a 32 30 70 78 3b 0a 20 20 20 70 61 64 64 69 6e 67 2d 6c 
Data Ascii: .ssoBtnActive {   text-align: center;   height:48px;   width: 325px;   padding-right:20px;   padding-left:20px;   
margin-left: 10px;}.ssoBtnActive:hover {   text-align: center;   height:48px;   width: 325px;   padding-right:20px;   padding-l

2022-04-20 13:07:04 UTC 133 IN Data Raw: 69 6f 6e 3a 20 72 6f 77 3b 0a 20 20 20 20 61 6c 69 67 6e 2d 69 74 65 6d 73 3a 20 63 65 6e 74 65 72 3b 0a 7d 
0a 0a 40 73 75 70 70 6f 72 74 73 20 28 2d 6d 73 2d 69 6d 65 2d 61 6c 69 67 6e 3a 20 61 75 74 6f 29 20 7b 0a 20 20 20 
2f 2a 20 4d 69 63 72 6f 73 6f 66 74 20 45 64 67 65 20 73 70 65 63 69 66 69 63 20 73 74 79 6c 65 73 20 2a 2f 0a 20 20 2e 
73 73 6f 42 74 6e 41 63 74 69 76 65 20 7b 0a 20 20 20 20 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 20 30 70 78 3b 0a 20 20 
7d 0a 20 20 2e 73 73 6f 42 74 6e 41 63 74 69 76 65 3a 68 6f 76 65 72 20 7b 0a 20 20 20 20 6d 61 72 67 69 6e 2d 6c 65 6
6 74 3a 20 30 70 78 3b 0a 20 20 7d 0a 20 20 2e 73 73 6f 42 74 6e 41 63 74 69 76 65 3a 61 63 74 69 76 65 20 7b 0a 20 
20 20 20 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 20 30 70 78 3b 0a 20 20 
Data Ascii: ion: row;    align-items: center;}@supports (-ms-ime-align: auto) {   /* Microsoft Edge specific styles */  
.ssoBtnActive {    margin-left: 0px;  }  .ssoBtnActive:hover {    margin-left: 0px;  }  .ssoBtnActive:active {    margin-left: 0px;  

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

9 192.168.2.3 49765 138.1.2.10 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:07:04 UTC 101 OUT GET /fusion_apps/global/ver16/config.js HTTP/1.1
Host: elat.login.em2.oraclecloud.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: OAMAuthnHintCookie=0@1650460022; OAM_ID=VERSION_5~i0unjL1yr3V7/Z4Q32ryeQ==~PaX1xfd
y4yTKJn8VgaezP9/Ma0A/8OIZWRk7JIt7FRA3LeGhIDZulOeV8ob+PECcPK74TDrnTiL90VaaFXHctBmkSAc2p5Cem
EXORezmfXzMh2FCOYzMgVWYjIRmSW458h0/hDOjJjqGSVfy87SjKnOqwjOJiaYnOXkcNJ11fGQXlEDfZnsKxkP+NOQ
P1DMw2X0/msU4VvyHNsy+NvG1p8oqSDbidJGKUn78VUqYPjNmjIjx1hdsAVDfION/OLzZ2m7oI38c8tnp78vXIE/li
lmpY2Hyoht1Jr3upSMANbgJt1uw63mKnr44OJftHL2bFg1ia5EUPed91piw86ZFhfKEv8Mwv1WM7df5hfFiWAoRp8W
68LfnzuYE8zVBbKpt; ORA_FND_SESSION_ELAT_F=DEFAULT_PILLAR:1p48+CojchaFKaGHu9/0NhgK92U3zP3iF
mWeMo1FiamuqWVgIoPRhrXfklP1s0za:1650460023116; OAM_REQ_0=VERSION_4~PwjMhkc44Tt1G2wBlhJIT8L
M%2bHWrFn3Y9hbPJo3pnC7urtBqCObS3imJwEYK6%2baMSbrxXJm00eG1FZo93vCl6AHDX8VMa7gmjQ80Cw2DyNIht
mdgH6IBkrOo%2fhBBAm5Xd2%2bZW4e50Z3lPOvbd8fdpxHCotERELaljBqcBZPoTNwF%2f5rL7Fw9ZnXdjjIWRrHv5
qW9V2WtZj5iW4rF3SkaeE9VbqRK4KmOykK7bjs1IMtEosF3HqFmv9nkxRYZ6AfpM5IFnrgKqPI6FkQm5XY6FgGjxxw
tWaA5L6q0HjQ%2fT993QqDJznFtAEEiHyVxHD1HvRuH58jz0RH4gfNLH0P%2btwkLLmHAc6sXcjUuAH2m4P57lECVU
hMpi4eKgWQpXM0hLVy0Aod91Y7Wk1pIbTxd32ldPzfSyxuqskasajhv0JmGw%2fytHjVQAETyccPJHXHx7EfA1DseI
Dn944hMyiit8Ie%2ftAXTHNGjqiKH0ED2sTzmNhkQ0urOCYFY8NOhhd28oiN3sc9srC61yz%2fAsdutWWEr0sznjU7
psxL0s3g7vS0elwh08h3EjqG7h8JqDTsXQW9vbjEl8vx9ClrVdpQ8qsF3xCshPFG%2fdBL21vQcMK%2fwwyX%2f8np
FfzfiBuwLEzO6tYR2W0ymHWzuvsx2lGdaR42Nytobu%2bbcVKapf6Qfg3Ts8poTkog7qAbuQccCVGMoh%2fDXK17th
MCynIh%2fuN%2fgOiLIn3x5xdzXDbqV1E0jq%2br3w2%2b2lQzQ%2bKpi2xOwAstyohozVtZoS%2blWJmRzmtoHESc
QHU1HOv%2bxNl%2fZpItOpo8%2fddMMyW%2fQ5fjQZ4SN9kfdDxL5NKslpEgpwBOQxJMVXDm%2fvMXezx7%2fVuXug
zmMrswUMOqXXLla6vMMULe1IB9wIsJLAN5fL8EOoHeeRMFiFDwZORWhPLorZ1%2bxUpfV579Dc%2fd9skHgIxGLABQ
6NKDq1rW%2bJJ2QxYJ4oKNLjjTtnySoKsxzIcWg6oeyPtV4iwcO2uYROZFzsuNVumW%2b7p3U7G43PNvHfrMyJSCIT
2XlyIs%2bxx9OgwvRsolq%2ft9mAYcgLUmT6SnI4I0Vja4l0gUEcYaqzil1uHuunlILyb9yfqLTGOANZVqd3ytpWR1
Z5Ehx5GkYIm3QMiSDDsB83vG0%2bmj7vCouaoGG7l66t%2fiYeDnZc0%2f7Qx1M9ygVTx1dfZO8d8Pqh6YAuj01cm5
3U19c1BTZnapdyd6Qm6Ys222N3NyQQxunuvDHWMaXfCKNiLg7LSTMNlaDxnKkCYNjTJkyQk2OdjQ5u1bZG1au2ELQh
Y94y5bYZBXNLRfLR9W0tHhHj%2fIjLQa4kmBeoP2ONqqk6zrf2iAiWIYqx5HU0CGSHBiga1rejTzViIVwScBz0y4YK
4PbZZFGWhnZWLkH74JX4pBTBDw0e6YX2Oo5ZVPqjcEn1F9x7WXyBZtaD7oB2AE6NsaQ4Kktzfo8qt4cjXzX779DxNV
EfqOpOISb7%2bgCf%2fyOlclFqQPOUFz0PdEBxNlkMcB%2bciE22qHyGwEp1mcI%2biM9g663YqoIcDxpjo8WzL%2b
aX2eDJ7aNfzu5cy94hl1Zv%2bwc3cQt12doR0TDuUIioA0f1knIpRGiq6t5t6frLBFNys6Zt%2barV9NkYpbKUstMx
LaxIDanQCVrb0uhe7EHCXftddeSX4sAUCLtfhhi8j7tPGLBu73ZUfz0DPHrGvZEQGgf6HyhBWKPTeqJusMMYXjkhHw
Af85VLdedXCLynqR8HFnTwp404RBRQo%2fOrSK%2bjLXnJVlHVWEq4eM742M%2fROC0AIpwfc7Sr%2b255VJpdNumC
iT8hhnvIp5uDUQTG6g%2bxL59M6mpB%2fHiCFJUkN7BWnAOmwKugw%2bkjWeW1PRQvq3FtXwEhShuF4c
UI9%2f1pK2dN0810rrbX%2bLJQ%2fMCtZZWZU5pvqC178ASMPmudCQKeE01vSPfdJo%2b3zYmxhUhO3gjcpkTz81nr
3Zx9Mch2d2p0qc%2b8XspXesUQipctAx1SQd1xIiFyRwVzuLrQDeD7ZyvrBBIkpcX%2fwpAozoBqCFy69CQI%2f3rk
J7tqrRgfWUDj%2fpfTDcTYGmS2OfLcNthqpaLl6rAfqf2DqBGiYuO8Phxl7OieNgh43ZhGvXtxGMP5tsRVnaTx3gpf
e2mMk1pd14O7ERqxf5CO6HTZCqS3RifX%2fmLVkQobKZfmjY331%2bTv%2f%2fkH1%2bKg5UzOkwaDu89pFNhBwbSf
c4%2fy84A4YHqfxxfsPvE256nfnwWEO7FUwM2m5UjiZFyX9eU5k0CxPDBj8dDMUNpWA8BprR1bsMcv64vbeCajfmz8
QpzEwtvkvlv4ottS22DVg7je2S7%2fQoN3xl1%2fvKeKfXmHqGQIlGW7dOpjFuXpSOeQHxVk5wpuwFR2q%2f3wyeaW
%2bps90tOA29XtecQRjxhk2Y5bLUPKn2i9Sv8kem43ulPlzBjDFYQGyUKTck17d%2b72G4NnPPMhA3m3%2fWrkCEn2
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%2bps90tOA29XtecQRjxhk2Y5bLUPKn2i9Sv8kem43ulPlzBjDFYQGyUKTck17d%2b72G4NnPPMhA3m3%2fWrkCEn2
OzkHsL28rKIKhC%2fyGuW9s%2b7ltRUFzyGv%2fyyFaCTUvQ2i%2fDYSW5lkZwaC0G787grs5qZlZNi1oOdDDtE2mJ
O%2btpflh0tThfXr26NTCUnYGiM4ARfA7WeIa3oMYcv6t%2fF5KFjdB3xQrmT8ow1Owdc5l67Qsq%2fpSWW%2bRHYJ
ReNAE2iKkpK1ycbm7tQ71TUa5G%2fKnfHPDQIWvSRuCEbHWeyuLW9ZiphDzgLqbyhsDgoVoTPuhxqlJmcI5iM9Mx7d
XLB2%2fLZa3vPNxltrK1G2E%2fi%2bxnTO2yMm5YxCihxXVWKFxZRRvpRXCgP%2fTotLFeBh7Zr10yV6wIYkQHow38
Gxx9HWHi2LqtzkKBCt4%2bgEMHPXXI80%2b7Sg%2bSA0pBahd3vog0ZQdil0UjiIM0pNJH9WF1OpmMjiz%2bkjGTPz
KgIXOSKv23uB1m4j37JKx2AfPH8YH0uwFGY%2bY5FW%2bF6UjxIVzHCiV68Bn4ta3UkHo4MykugnsJiWThAB95UFkt
%2f%2f%2ffPLRCGDXCgIq7ZZcP46lNwjQKRp0H7nQ6zKWnKqYfnov5SrayHkL5aBzkud7ehkSRhkJpKRDQBWkXyqIw
5RN4INEIkWywfcgZlfZ9Kmasm51IDtMI1jOAajyxylGIu40O%2bK2PBYAN7vJ1oOehffe%2fKPIjCWFz5ZeyNLc0wh
s3ZNsdwB21aT6YeZNX8RwsmWsFQ9t7OXxE6ncmi3NJRVmUl0%2f7PDJEJy2K3A5nYuhsN7y3GIShmnSlQSAdI3fCAm
9sYAiAqRhy9A6Uc0%2f%2f5hZEVohoay6wG4cLyuuQZvcYkk3%2fysR1FhQjIQeis%2bu3B%2fkYcEr4g7ApsD%2fX
U8f%2fkwdl4pIuYvr3bCl0aMJvLQo%2bh1%2b1whbbt5E5zkk89dBSAYoKcJno9C9I1MA4H0Y0%2bErMeVBNuU5g6j
fEpyr4%2biUUzM3pu8wXdnYg%2bggDZtvhUjPzJYn0A94IeNy9%2fW2Gpik6dhrGqjP8eqTZOWmMKw%2fCoeOHh4gR
xcmafZOt%2b3p%2fng5R6k6rd92cabq91Xxh%2fm9xCdBdefbhfD8yIjpcFfNwuzGW5WKkWlLTyqLuO4fvh7%2f5P%
2f%2bsvsj4A0JRCEhG98XnFj8Jfzf4m4c34%2b106LtN7tZ8wd8c240%2bDMvzUujGLEK8VsX9mQd4nk2qKMVmpVNe
8dJ%2f7vJt%2bsSEsxFrmv0yAIHFeZKuHTJR8bJtN5kEfaYM2qMf9UdcXlbnzkyEja1XMp8C90C8FEN1NGiX%2fXR7
8R6%2fMpbnJaLgWrwcuvqG4Mql9; OAM_REQ_1=VERSION_4~l%2bL2i500G5lsYIjkGiLMcWR2xXpBnJPapXaku4L
PDHuSZBMyI1Ey77fIlFB3hGCp4lSHG2uiuu3JMVnERFhww0IUyhgtSR5XTcG8K0%2beqjHxOSDL6%2blFqj2LXqnLY
gLxdSyROoaq372EGASGnpUUrYBOGXYgCQwurRSBhUx1mtt2onl6UNE7qH%2bVEFczn2cFW2gJtVFaNhDZUX4Byijl4
1BfaMV3ZFBirLS2AewK2f3nBdtHyjUqO8WFILgMm6nUkADV0Psku6XF3eP9dkif47dRqpX9NMFJMpHJjlB1V5OVNZx
0VGY%2b0ty%2fgAuxvcGgxR%2fzVcDNjL%2bI2eNFC7gQIyyXzcRox4HBC4i3T%2fzmh0rQabVdzpJZHJPT60Gtoa%
2bLxhsTsTfOJRSH3RUha2gGd4GIY2RqVkQAv90b0uvNLksofWy6K%2b3Xq5%2bd5bsxfegl%2bpaW4QR2C4E91193c
ALMmTiPYqhK0FvbUQfD4rK8Qy71eJH6YWzolMjiqVG9R1GqwuyRnRJ1KoYusKe18dhftnVYWjKRHa8gagZICU%2fxz
wYTKQDxvcAgDIC6WzWDmVKnc6sieHmR11yoi283hcHODdVJNX1Zgw5UphH2O3XhRc4mWPKGx26jsMx4C
FSNIr3Le8AAd9FrsW7gWs78jrJGX4%2bG%2b2Zm3oX%2fR6%2frHp11VJNaTdEBVJOXKSdxGJhti%2fx2EO%2b1wd0
khcarkxBb4gu9TKJ%2fqsYvtXWWkyCBscjK54lBUUTp4z9%2bRye%2buOWzYglB3Qx9xft8i6n6VwSmGqN4SmzjhLa
Pe13Fg0NufJtDAHXT5dR%2b%2bXoyKpJ3pzCMwXYtsMFzlry%2fHNs8lilrMC3JFG7T7khkqoaWU2K%2f5YpA0guKw
fiAsuI9g1n4ULC1ZzXuE%2bvmkNw8HiBRMfIKpC%2bPkUTZ1912AtX%2bVh8EF4BAQXXd2WJYJe65OZp8eYhLsLbVR
yGS5RlLNXkImbATWH0tPvqiqrRc7QS9KjQYujbQmYpRYOUXKnK89gD7DGiDUTdVxzDvycx5tNs%2bZNLTj4eiwevrE
0E4WJW7kBt3ZoXi6%2bMs95k%2bwmSv6ki82LEeRz6gLyBqvzJm7FQMPkFqofkuxvvz8HkbI1GAWy2RXHXMnAF6dHh
beMNP3EGL1XPtAeomo4tsK3IKDEeolvadCo58xBHdYv0Byv8L52VGtpL0vDrrVCmdbirCOIA9Ya1JCHL6Gxx4Gcw9p
Y%2fAmtUEVf%2fBv2gvpWl3R6gjTs7T9eRtZbdqpompuOGKedVnUZsBSroyN2dWQ2Ffsbvbo1%2bUOW1VCrMJ2UYdU
%2barLdem6nAUgnhQnW1nR87XZYpb25V3cJGOtejBRtcoU0NORTXHIu7%2ba0DAK8TwfTW0LsV5V0lexsnwBEPn00O
JJEZkdKGEZuO57oCiAoumMyWv9i665yjW0GW6XfWsWWhXasENTY5nfGNCuEdVj4PRtl67Iipr4jCAip0z%2btymvaq
76KJopEyVLNO9yg%2ffyAimSzIwTuUw4W278Ea5cjmJSiQc6x6Ir73SamI%2b8NMNpikGkWpP%2fIEp37MNxrCl6tG
pYerROYAPyjIJgnuh613nBSeIyZB1T5PhR%2f6Y0hTcZSP52%2bRacwBxedu5sl19iYl6SdGsdDSVvcpBL%2bWE%2f
1YpO3qFKym6MqTWmIyiBOBkEBQNSv%2bmaWbC3SUdoXTp8kQduKw4zvree4PLZSAAmdT%2b%2b4HAmMp
byFQY2z0QcffIPcMqQINLQN%2bYLFRjs9D0Jq2Bjm6Q2Z%2bLcj9wB%2fUNGkKwix%2b%2bgsEWbi%2bYCIFjo1ERn
eBiNCuuVm8sidPIplM49ZhZAmptZ6hUheLxo0C3EfLL9%2fI9EyeoJ1siXQexLMxmmQCPRcKVS22jebQNh5dxihfOz
nK0GK8SVT%2bEn6s%2f8Nf3hPrJNOohQqfS6IDE%2fDt7DIDo4Q%2fzijPbB6WOhaL%2bOmLBwUB%2f8UVhPHw27cJ
RQ5Uzk2vNZl28PuCIb9cyUdAeww8Yka8izDTikk9FUZOWEw4SOd60iCr1pKKlnpbBwA%2f1hlmnr9Nmu%2bereU6Dp
anJOsnqpyGGhAx6M6VjT1HVIqkOHrftJruLAJ9Ga3HVlqYknNKEV1x4zl7kF8oBiuZNvbsWf7QV8nKUQkJk%2bhYKP
41dxwuqj40nIBdXQTVE7OS5%2br5ClU4%2f8DspDpKpSHZT1%2bcxZdXxObDNXjhOU7sNnF%2fe6CL1BjDHbxzNQ0t
aBzgzUVQM%2fJr0sCGF2fnKkuSgAFtsynMMewCQtsOrOSNNYWjXJAYdZShhfM%2bDhT0J6ROmknZh9yw
BRD5QKzDZJLNOi1%2f2W%2bCfvIagEklEo4Tts%2bzqgVE%2bruF82%2fJPVTsB5eMmKIMeO%2bhVrL24%2fWk9SRj
3nFkpArgNhGyh%2bkV%2fWyjN8TieSqqTeLoRo%2f4c%2bpSUnl1ghdl1Y77vaZslG0gIYrEtSAW8kVoS3uNGElNhw
30yrHbKLnq%2bJG488A%3d%3d; OAM_REQ_COUNT=VERSION_4~2; ECID-Context=1.005rHMfRAP_7U8F_v1h8i
X0003KJ0000Tg@kXghlfCW3JOTsLKS^HOT_JLSgKCTmLTP; JSESSIONID=WcpHFVvE4G4pLJcxyEnBuccTXrrozez
93c9YLSY35sjKAEtv1tj1!1546432129; ORA_FUSION_PREFS=v1.0~bG9jYWxlPWVuLXVzfmRlZmF1bHRMYW5ndW
FnZU1hcmtlcj10cnVlfnByZWZlcnJlZExhbmd1YWdlPWVuLXVz

2022-04-20 13:07:04 UTC 157 IN HTTP/1.1 200 OK
Date: Wed, 20 Apr 2022 13:07:04 GMT
Content-Type: application/x-javascript
Content-Length: 7385
Connection: close
Referrer-Policy: same-origin
X-Content-Type-Options: nosniff
Accept-Ranges: bytes
Last-Modified: Thu, 14 Apr 2022 22:47:46 GMT
X-ORACLE-DMS-ECID: 005rHMfRAP_7U8F_v1h8iX0003KJ0000Tg
X-ORACLE-DMS-RID: 0:1:4:1:3
Vary: Accept-Encoding,User-Agent
X-XSS-Protection: 1; mode=block
Content-Language: en
Strict-Transport-Security: max-age=31536000; includeSubDomains

2022-04-20 13:07:04 UTC 158 IN Data Raw: ef bb bf 2f 2f 20 49 4d 50 4f 52 54 41 4e 54 3a 20 49 66 20 61 6e 79 20 63 68 61 6e 67 65 20 69 73 20 6d 61 
64 65 20 69 6e 20 74 68 69 73 20 66 69 6c 65 2c 20 6d 61 6b 65 20 73 75 72 65 20 74 6f 20 63 68 61 6e 67 65 20 76 61 
6c 75 65 20 6f 66 20 43 53 53 5f 4a 53 5f 56 45 52 53 49 4f 4e 20 69 6e 20 0a 2f 2f 20 24 53 52 43 48 4f 4d 45 2f 6e 67 61 
6d 2f 73 72 63 2f 63 6f 6d 6d 6f 6e 2f 75 74 69 6c 69 74 69 65 73 2f 73 72 63 2f 6d 61 69 6e 2f 6a 61 76 61 2f 6f 72 61 63 
6c 65 2f 73 65 63 75 72 69 74 79 2f 61 6d 2f 63 6f 6d 6d 6f 6e 2f 75 74 69 6c 69 74 69 65 73 2f 63 6f 6e 73 74 61 6e 74 2f 
47 65 6e 65 72 69 63 43 6f 6e 73 74 61 6e 74 73 2e 6a 61 76 61 0a 2f 2f 20 54 68 69 73 20 69 73 20 6e 65 65 64 65 64 
20 74 6f 20 62 75 72 73 74 20 62 72 6f 77 73 65 72 20 
Data Ascii: // IMPORTANT: If any change is made in this file, make sure to change value of CSS_JS_VERSION in // 
$SRCHOME/ngam/src/common/utilities/src/main/java/oracle/security/am/common/utilities/constant/GenericConstan
ts.java// This is needed to burst browser 

2022-04-20 13:07:04 UTC 161 IN Data Raw: 7a 68 2d 63 6e 27 2c 20 27 53 69 6d 70 6c 69 66 69 65 64 20 43 68 69 6e 65 73 65 20 2d 20 e7 ae 80 e4 bd 
93 e4 b8 ad e6 96 87 20 27 2c 0a 09 09 09 09 27 7a 68 2d 74 77 27 2c 20 27 54 72 61 64 69 74 69 6f 6e 61 6c 20 43 68 
69 6e 65 73 65 20 2d 20 e7 b9 81 e9 ab 94 e4 b8 ad e6 96 87 20 27 29 0a 0a 0a 0a 2f 2f 2a 2a 20 53 45 43 54 49 4f 4e 2
0 43 3a 20 54 48 45 20 50 41 52 41 4d 45 54 45 52 53 20 49 4e 20 54 48 49 53 20 53 45 43 54 49 4f 4e 20 41 52 45 20 
53 48 49 50 50 45 44 20 57 49 54 48 20 50 52 45 53 45 54 20 56 41 4c 55 45 53 2e 20 54 48 45 53 45 20 09 2a 2a 2f 2f 
0a 2f 2f 2a 2a 20 50 41 52 41 4d 45 54 45 52 53 09 53 48 4f 55 4c 44 20 42 45 20 43 48 41 4e 47 45 44 20 4f 4e 20 4e 45 
45 44 20 42 41 53 49 53 20 4f 4e 4c 59 2e 20 09 09 09 09 09 09 2a 2a 2f 
Data Ascii: zh-cn', 'Simplified Chinese -  ','zh-tw', 'Traditional Chinese -  ')//** SECTION C: THE PARAMETERS IN THIS S
ECTION ARE SHIPPED WITH PRESET VALUES. THESE **////** PARAMETERSSHOULD BE CHANGED ON NEED 
BASIS ONLY. **/

Timestamp
kBytes
transferred

Direction Data
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• chrome.exe

• chrome.exe

Click to jump to process

Target ID: 1

Start time: 15:06:55

Start date: 20/04/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation  "https://elat.login.em2.oraclecloud.com/

Imagebase: 0x7ff7f6290000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

Statistics

Behavior

System Behavior

Analysis Process: chrome.exe PID: 244, Parent PID: 1804

General

File Activities

Registry Activities

Key Value Modified
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Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

HKEY_CURRENT_US
ER\Software\Goo
gle\Update\ClientState
\{8A69D345-D564-
463c-AFF1-
A69D9E530F96}

dr unicode 0 1 success or wait 1 7FF7F62CFC4B RegSetValueEx
W

Target ID: 2

Start time: 15:06:57

Start date: 20/04/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=1564,41890
28840944135452,11641106626661894823,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1904 /prefetch:8

Imagebase: 0x7ff7f6290000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

⊘ No disassembly

Analysis Process: chrome.exe PID: 4528, Parent PID: 244

General

File Activities

Disassembly
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