
ID: 612098
Cookbook: browseurl.jbs
Time: 15:09:46
Date: 20/04/2022
Version: 34.0.0 Boulder Opal
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Created / dropped Files
C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic
C:\Users\user\AppData\Local\Google\Chrome\User Data\2620c6fe-ec9f-4c2f-8d2a-52084f0095ed.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\7af56a2c-c1c4-4959-b544-9fc48f544e65.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\12a379ea-03cd-4477-9bc3-0a705ae9034b.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\2a606496-c0ca-4966-90ac-f158501c5657.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\35ddd45a-436d-4bca-be32-405bf00da3ec.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\59391a7c-98a8-48f9-bb41-d42bc94f00a2.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\62b494fd-3294-4fd6-87fe-ec4a8faf9e18.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6eeec466-dd52-478e-9874-5f41aa989d85.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6ffec22c-3f1c-46b1-806c-8bff1f1faf5a.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8a57f351-2dcd-4263-a80c-0f8316b58165.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\96746aa9-9165-4017-818c-9faf40dc20bf.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9cbe6a64-49b1-4441-85b0-f907aa601cd1.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\0a765898-c297-4fd0-a55a-
8cf856c0e630.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\53ea4299-12f9-4ebf-8777-
e670650bbc40.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State
(copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\b2c2e269-31ac-4e79-8ee2-9321175b04a8.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\c31b8e9d-edc6-4adb-8188-eb015ecb3bbe.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\d0b2a696-3db7-47f5-af6f-056193939efb.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\de8aa66c-0403-4956-a428-39af5173eb6c.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Subresource Filter\Indexed Rules\27\scoped_dir5560_1737774041\Ruleset Data
C:\Users\user\AppData\Local\Google\Chrome\User Data\b41d5ef0-c689-4434-9aa4-c0eed20b227d.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\bcecc367-45dc-4332-b69c-3a8f74195a32.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\caeb0dcd-8716-4da3-9436-84035c7a05b4.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\fa2b17af-0a7b-4739-a3e1-9fc66fc303d4.tmp
C:\Users\user\AppData\Local\Temp\5560_1805425451\Filtering Rules
C:\Users\user\AppData\Local\Temp\5560_1805425451\LICENSE.txt
C:\Users\user\AppData\Local\Temp\5560_1805425451\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\5560_1805425451\manifest.fingerprint
C:\Users\user\AppData\Local\Temp\5560_1805425451\manifest.json
C:\Users\user\AppData\Local\Temp\857a7231-0bc0-4096-8744-a6a272e1755e.tmp
C:\Users\user\AppData\Local\Temp\b1f97ed6-67ea-414b-a0ba-5ff2a837b5cd.tmp
C:\Users\user\AppData\Local\Temp\feb98fb4-03a6-4963-8a5a-8e56e571fc67.tmp
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\857a7231-0bc0-4096-8744-a6a272e1755e.tmp
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\bg\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\ca\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\cs\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\da\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\de\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\el\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\en\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\en_GB\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\es\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\es_419\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\et\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\fi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\fil\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\fr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\hi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\hr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\hu\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\id\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\it\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\ja\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\ko\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\lt\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\lv\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\nb\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\nl\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\pl\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\pt_BR\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\pt_PT\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\ro\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\ru\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\sk\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\sl\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\sr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\sv\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\th\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\tr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\uk\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\vi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\zh_CN\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\zh_TW\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\craw_background.js
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\craw_window.js
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\css\craw_window.css
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\html\craw_window.html
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\images\flapper.gif
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\images\icon_128.png
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\images\icon_16.png
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\images\topbar_floating_button.png
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\images\topbar_floating_button_close.png
C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\images\topbar_floating_button_hover.png

Static File Info
Network Behavior

Network Port Distribution
TCP Packets
UDP Packets
DNS Queries
DNS Answers
HTTP Request Dependency Graph
HTTP Packets
HTTPS Proxied Packets

Statistics
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Behavior
System Behavior

Analysis Process: chrome.exePID: 5560, Parent PID: 3444
General
File Activities
Registry Activities

Analysis Process: chrome.exePID: 3608, Parent PID: 5560
General
File Activities

Disassembly
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Windows Analysis Report 
http://www.iotm2mcouncil.org

Overview

General Information

Sample URL:
www.iotm2mcouncil.org

Analysis ID: 612098

Infos:

Detection

Score: 0

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

No high impact signatures.

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

chrome.exe (PID: 5560 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation "http://www.iotm2mcouncil.org MD5:

C139654B5C1438A95B321BB01AD63EF6)
chrome.exe (PID: 3608 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-

handle=1556,9917534777535685710,5654069289837007141,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1940 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

cleanup

⊘ No configs have been found

⊘ No yara matches

⊘ No Sigma rule has matched

Process Tree

Malware Configuration

Yara Signatures

Sigma Signatures

Copyright Joe Security LLC 2022 Page 5 of 324



There are no malicious signatures, There are no malicious signatures, click here to show all signaturesclick here to show all signatures ..

⊘ No Snort rule has matched

Initial
Access

Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery
Lateral
Movement

Collection Exfiltration
Command
and
Control

Network
Effects

Remote
Service
Effects

Impact

Valid
Accounts

Windows
Manageme
nt
Instrument
ation

Path
Interceptio
n

1
Process
Injection

3
Masqueradi
ng

OS
Credential
Dumping

System
Service
Discovery

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

1
Encrypted
Channel

Eavesdrop
on Insecure
Network
Communic
ation

Remotely
Track
Device
Without
Authorizati
on

Modify
System
Partition

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initializatio
n Scripts

Boot or
Logon
Initializatio
n Scripts

1
Process
Injection

LSASS
Memory

Application
Window
Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

3
Non-
Application
Layer
Protocol

Exploit SS7
to Redirect
Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorizati
on

Device
Lockout

Domain
Accounts

At (Linux) Logon
Script
(Windows)

Logon
Script
(Windows)

Obfuscated
Files or
Information

Security
Account
Manager

Query
Registry

SMB/Wind
ows Admin
Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

4
Application
Layer
Protocol

Exploit SS7
to Track
Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Local
Accounts

At
(Windows)

Logon
Script
(Mac)

Logon
Script
(Mac)

Binary
Padding

NTDS System
Network
Configurati
on
Discovery

Distributed
Component
Object
Model

Input
Capture

Scheduled
Transfer

1
Ingress
Tool
Transfer

SIM Card
Swap

Carrier
Billing
Fraud

Snort Signatures

Joe Sandbox Signatures

Mitre Att&ck Matrix

Behavior Graph
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Behavior Graph

ID: 612098

URL: http://www.iotm2mcouncil.org

Startdate: 20/04/2022

Architecture: WINDOWS

Score: 0

www.iotm2mcouncil.org iotm2mcouncil.org

chrome.exe

13 224

        started       

192.168.2.1

unknown

unknown

239.255.255.250

unknown

Reserved

chrome.exe

49

        started       

bam.nr-data.net

162.247.242.20, 443, 50088, 50121

NEWRELIC-AS-1US

United States

clients.l.google.com

142.250.184.238, 443, 49758, 52338

GOOGLEUS

United States

14 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails
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Source Detection Scanner Label Link

www.iotm2mcouncil.org 0% Virustotal Browse

www.iotm2mcouncil.org 0% Avira URL Cloud safe

⊘ No Antivirus matches

⊘ No Antivirus matches

⊘ No Antivirus matches

Source Detection Scanner Label Link

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/MS-Azure-
p8t9b2yok1ayc7k2tmr1hevezvlzmyz71lb622k806.png

0% Avira URL Cloud safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright Joe Security LLC 2022 Page 8 of 324

https://www.virustotal.com/gui/url/ab80f3eb2b25c598aaccc68ce0a4dc18587b30b6461a5661008860f2ddbb7991/detection/u-ab80f3eb2b25c598aaccc68ce0a4dc18587b30b6461a5661008860f2ddbb7991-1650460033


https://www.iotm2mcouncil.org/wp-content/plugins/elementor/assets/lib/eicons/fonts/eicons.woff2?
5.15.0

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/Tata-Comms-
ozc9btn9jn91x96fc6nqnqia848zvxmtl5dmiadiko.png

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/2020/04/upcoming-events.png 0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/2020/08/cropped-favicon-512x512-1-
192x192.png

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/2020/04/upcoming-event.png 0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/novotech_black-on-white-
p6fl83ur25qttcfmdlzz2oly7lfu0pky933p07d4i6.gif

0% Avira URL Cloud safe

https://bam.nr-data.net/events/1/NRJS-971c106404d1c4cbdcf?
a=408078592&v=1215.1253ab8&to=NgYGYxBRXEMFAkJeXQ9MJVQWWV1eSxFXUFdMBghSD1VcR
AsTG1FHDQ9JQAtURlg%3D&rst=20694&ck=1&ref=https://www.iotm2mcouncil.org/membership/

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/plugins/elementor/assets/lib/font-awesome/webfonts/fa-
solid-900.woff2

0% Avira URL Cloud safe

www.iotm2mcouncil.org/2 0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/digi-logo-
ozc9boy2lh2mb7d93mmlt9oz96w5tg45wi473wkhb2.jpg

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/Quectellogo-
pctkxydkxmw9dncktfxqtana1v3kvl7spuunl68a6o.jpg

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/IoT-Launch-1-
e1606988965340-ozc9z35gp13j9tdwhqobvd5zifl1e8znsan93tvq2c.png

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/Blues-Wireless-
p4p0eu3v587wmojyu528tb1l8fa3dp5pv2cz7h0z2u.png

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/cache/breeze-
minification/css/breeze_22215f59e0654c4cae9012151dbc3c7c.css

0% Avira URL Cloud safe

https://dns.google 0% URL Reputation safe

https://www.iotm2mcouncil.org/wp-content/uploads/2020/05/IoT-03-1.jpg 0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/Ground-Control-clear-
pfrm9ohzhfm6w5pxs3qzpeaugd1pxwvqe59zwwpa4m.png

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/beamLive-tag-
p5pkcod7nzfoybeovqs06olcb7nesc0sht0h63d0oo.png

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/2020/04/lead.png 0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/2020/03/upcoming-event.png 0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/KORE_Logo-0918-
ozbzdryg8j41gj9f2x0qdl6c7b0muj7nczc8iv96co.jpg

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/incognito-
p9522zz5xisahv70rnatyju9jjp4tytthjxyyx30ug.png

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/telit-logo-3-
ozc05k2q8954lmwouxbs2kss9a36chi1uhgv5a2ape.jpg

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/Vodafone-
New_Business_Logo_Horiz_RGB_RED-ozbyz8echt7btqdx04pjaralbop6r4h5ozys7qtgt4.png

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/AVSystem_logo-
ozc9bm4k0yyrcdhck3eq3selh1a26csyw45qo2onl4.jpg

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/RevX-Systems-Logo-
pgsb8yjt7x7ia30vcmv8vhkphp4o591kaxalrc0km0.jpg

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/2020/04/backroundtest2.png 0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/2020/04/iot-logo.png 0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/SOMOS_logo-
p0chusoapg0rd0u8k6s84skljlqephdqea8gmpwngi.jpg

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/ibasis-
ozc05efp38xenz4vruw0nm80oyuz2avntpjy9mao4w.jpg

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/utimaco-
pd263yhzmd153qecey4hl6evruq98vk3y9bskxnva0.jpg

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/themes/iot-m2m/assets/fonts/la-solid-900.woff2 0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/cache/breeze-
minification/js/breeze_cb0d0218f18a13c1eb9551efd61d7fc5.js

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/2020/08/cropped-favicon-512x512-1-
32x32.png

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/2022/03/thought_leadership_3.png 0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/2020/04/research.png 0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/cache/breeze-
minification/css/breeze_8f50f876cb013ec9e64984d6f37f61cf.css

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/cache/breeze-
minification/js/breeze_48ff73316b9ea36cf28daa8856fa6b31.js

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/themes/iot-m2m/assets/fonts/la-brands-400.woff2 0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/2020/04/backroundtest3.png 0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/2020/05/iStock-1125578452.jpg 0% Avira URL Cloud safe

Source Detection Scanner Label Link
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https://www.iotm2mcouncil.org/wp-content/uploads/2020/03/case-study.jpg 0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/2020/04/backwhite.png 0% Avira URL Cloud safe

https://bam.nr-data.net/1/NRJS-971c106404d1c4cbdcf?
a=408078592&v=1215.1253ab8&to=NgYGYxBRXEMFAkJeXQ9MJVQWWV1eSxFXUFdMBghSD1VcR
AsTG1FHDQ9JQAtURlg%3D&rst=10676&ck=1&ref=https://www.iotm2mcouncil.org/membership/&ap=5
59&be=6008&fe=10355&dc=9377&perf=%7B%22timing%22:%7B%22of%22:1650492729672,%22n%2
2:0,%22f%22:8,%22dn%22:385,%22dne%22:385,%22c%22:385,%22s%22:387,%22ce%22:646,%22rq
%22:649,%22rp%22:1556,%22rpe%22:5897,%22dl%22:5817,%22di%22:8139,%22ds%22:9375,%22de
%22:9378,%22dc%22:10355,%22l%22:10355,%22le%22:10360%7D,%22navigation%22:%7B%7D%7D
&fp=8091&fcp=8091&at=GkEFFVhLT00%3D&jsonp=NREUM.setToken

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/floLive-
p6rtqxb2aj9s4km60o7jcrkuh7cdjzznyy4totc4vc.png

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/Aeris_CMYK_NEW-
ozbyn3be7ukzv20swds0lbl93ijibv9z0wm022tiy4.jpg

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/2020/04/content-library.png 0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/#primary-menu2 0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/2 0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/ignion-
p4qqv9xn8e5wj6kjj1h66x5g3d09t1b3nt3w1f8rf0.gif

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/2020/04/promotion.png 0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/2021/12/kore.jpg 0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/Keyfactor-
p5mc0vz2ueo2x6ekmjrocggasoq72kshe6cmnsmy8s.png

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/AirgainLogo_memberpage-
pn0tzsi5bfak7q1acc3rghrjpli4tju4ifc3uwsug0.png

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/2020/04/back.jpg 0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/losant-
ozc05ck0pkuu0r7m2u2rimp3i748mwo75g8zb2dghc.jpg

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/BICS-
p9522df1dhxer83sfdjsapj7aasbp8c9egabga0h84.png

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/2020/04/leadership.png 0% Avira URL Cloud safe

www.iotm2mcouncil.org/ 0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/gurtam-
p42eyiw71i7djjnfnc3aklmlxjx9r7gzz6itwj618y.gif

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/2020/03/rfps.jpg 0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/2020/05/iStock-1189303727.jpg 0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/MultiTech_Logo-
pgsb8a40a8a1w80dbcay2nqq1oh4l4cjjkbza50sti.jpg

0% Avira URL Cloud safe

https://bam.nr-data.net/events/1/NRJS-971c106404d1c4cbdcf?
a=408078592&v=1215.1253ab8&to=NgYGYxBRXEMFAkJeXQ9MJVQWWV1eSxFXUFdMBghSD1VcR
AsTG1FHDQ9JQAtURlg%3D&rst=50713&ck=1&ref=https://www.iotm2mcouncil.org/membership/

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/Pod-Group-white-2-
ozbz0pz5bd8o7i83b9v9qvrv6nd3xvduwd5gkim0wi.jpg

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/Pelion_Horizontal-
p3ldmkmetkey2c0h25l2nee2yp73hdlcxkcxd5bz6y.jpg

0% Avira URL Cloud safe

https://www.iotm2mcouncil.org/wp-content/uploads/2020/05/iStock-1145886786.jpg 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

gstaticadssl.l.google.com 142.250.74.195 true false high

accounts.google.com 142.250.185.205 true false high

pi-ue1-lba5.pardot.com 35.174.78.146 true false high

pi-ue1-lba3.pardot.com 35.174.150.168 true false high

clients.l.google.com 142.250.184.238 true false high

iotm2mcouncil.org 161.35.123.143 true false unknown

googlehosted.l.googleusercontent.com 142.250.185.65 true false high

bam.nr-data.net 162.247.242.20 true false unknown

clients2.googleusercontent.com unknown unknown false high

clients2.google.com unknown unknown false high

js-agent.newrelic.com unknown unknown false high

www.iotm2mcouncil.org unknown unknown false unknown

Domains and IPs

Contacted Domains
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pi.pardot.com unknown unknown false high

Name IP Active Malicious Antivirus Detection Reputation

Name Malicious Antivirus Detection Reputation

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/MS-Azure-
p8t9b2yok1ayc7k2tmr1hevezvlzmyz71lb622k806.png

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-
content/plugins/elementor/assets/lib/eicons/fonts/eicons.woff2?5.15.0

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/Tata-Comms-
ozc9btn9jn91x96fc6nqnqia848zvxmtl5dmiadiko.png

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/2020/04/upcoming-events.png false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/2020/08/cropped-favicon-512x512-1-
192x192.png

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/ false unknown

https://www.iotm2mcouncil.org/wp-content/uploads/2020/04/upcoming-event.png false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/novotech_black-on-
white-p6fl83ur25qttcfmdlzz2oly7lfu0pky933p07d4i6.gif

false Avira URL Cloud: safe unknown

https://bam.nr-data.net/events/1/NRJS-971c106404d1c4cbdcf?
a=408078592&v=1215.1253ab8&to=NgYGYxBRXEMFAkJeXQ9MJVQWWV1eSxFXUFdMBghSD1
VcRAsTG1FHDQ9JQAtURlg%3D&rst=20694&ck=1&ref=https://www.iotm2mcouncil.org/membershi
p/

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/plugins/elementor/assets/lib/font-
awesome/webfonts/fa-solid-900.woff2

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/digi-logo-
ozc9boy2lh2mb7d93mmlt9oz96w5tg45wi473wkhb2.jpg

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/Quectellogo-
pctkxydkxmw9dncktfxqtana1v3kvl7spuunl68a6o.jpg

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/IoT-Launch-1-
e1606988965340-ozc9z35gp13j9tdwhqobvd5zifl1e8znsan93tvq2c.png

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/Blues-Wireless-
p4p0eu3v587wmojyu528tb1l8fa3dp5pv2cz7h0z2u.png

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/cache/breeze-
minification/css/breeze_22215f59e0654c4cae9012151dbc3c7c.css

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/ false unknown

https://www.iotm2mcouncil.org/wp-content/uploads/2020/05/IoT-03-1.jpg false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/Ground-Control-clear-
pfrm9ohzhfm6w5pxs3qzpeaugd1pxwvqe59zwwpa4m.png

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/membership/ false unknown

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/beamLive-tag-
p5pkcod7nzfoybeovqs06olcb7nesc0sht0h63d0oo.png

false Avira URL Cloud: safe unknown

https://clients2.google.com/service/update2/crx?
os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=85.0.4183.121&lang=en-
US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%26install
edby%3Dother%26uc%26ping%3Dr%253D-
1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby
%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

false high

https://www.iotm2mcouncil.org/wp-content/uploads/2020/04/lead.png false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/2020/03/upcoming-event.png false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/KORE_Logo-0918-
ozbzdryg8j41gj9f2x0qdl6c7b0muj7nczc8iv96co.jpg

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/incognito-
p9522zz5xisahv70rnatyju9jjp4tytthjxyyx30ug.png

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/telit-logo-3-
ozc05k2q8954lmwouxbs2kss9a36chi1uhgv5a2ape.jpg

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/Vodafone-
New_Business_Logo_Horiz_RGB_RED-ozbyz8echt7btqdx04pjaralbop6r4h5ozys7qtgt4.png

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/AVSystem_logo-
ozc9bm4k0yyrcdhck3eq3selh1a26csyw45qo2onl4.jpg

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/RevX-Systems-Logo-
pgsb8yjt7x7ia30vcmv8vhkphp4o591kaxalrc0km0.jpg

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/2020/04/backroundtest2.png false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/2020/04/iot-logo.png false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/SOMOS_logo-
p0chusoapg0rd0u8k6s84skljlqephdqea8gmpwngi.jpg

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/ibasis-
ozc05efp38xenz4vruw0nm80oyuz2avntpjy9mao4w.jpg

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/utimaco-
pd263yhzmd153qecey4hl6evruq98vk3y9bskxnva0.jpg

false Avira URL Cloud: safe unknown

Contacted URLs
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https://www.iotm2mcouncil.org/wp-content/themes/iot-m2m/assets/fonts/la-solid-900.woff2 false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/cache/breeze-
minification/js/breeze_cb0d0218f18a13c1eb9551efd61d7fc5.js

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/2020/08/cropped-favicon-512x512-1-
32x32.png

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/#primary-menu false unknown

https://www.iotm2mcouncil.org/wp-content/uploads/2022/03/thought_leadership_3.png false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/2020/04/research.png false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/cache/breeze-
minification/css/breeze_8f50f876cb013ec9e64984d6f37f61cf.css

false Avira URL Cloud: safe unknown

https://pi.pardot.com/pd.js false high

https://www.iotm2mcouncil.org/wp-content/cache/breeze-
minification/js/breeze_48ff73316b9ea36cf28daa8856fa6b31.js

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/themes/iot-m2m/assets/fonts/la-brands-400.woff2 false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/2020/04/backroundtest3.png false Avira URL Cloud: safe unknown

https://clients2.googleusercontent.com/crx/blobs/Acy1k0bLIjHsvnKaKN_oRpVaYYvFs25d7GKYF1W
XrT6yizCMksBO0c_ggE0B6tx6HPRHe6q1GOEe3_NcIbSiGG8kXeLMUY0sAKVvC6R89zvKM13s5V
qoAMZSmuUgjQL5vlygJuArQghXXE_qTL7NlQ/extension_8520_615_0_5.crx

false high

https://www.iotm2mcouncil.org/wp-content/uploads/2020/05/iStock-1125578452.jpg false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/2020/03/case-study.jpg false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/2020/04/backwhite.png false Avira URL Cloud: safe unknown

https://bam.nr-data.net/1/NRJS-971c106404d1c4cbdcf?
a=408078592&v=1215.1253ab8&to=NgYGYxBRXEMFAkJeXQ9MJVQWWV1eSxFXUFdMBghSD1
VcRAsTG1FHDQ9JQAtURlg%3D&rst=10676&ck=1&ref=https://www.iotm2mcouncil.org/membershi
p/&ap=559&be=6008&fe=10355&dc=9377&perf=%7B%22timing%22:%7B%22of%22:16504927296
72,%22n%22:0,%22f%22:8,%22dn%22:385,%22dne%22:385,%22c%22:385,%22s%22:387,%22ce
%22:646,%22rq%22:649,%22rp%22:1556,%22rpe%22:5897,%22dl%22:5817,%22di%22:8139,%22
ds%22:9375,%22de%22:9378,%22dc%22:10355,%22l%22:10355,%22le%22:10360%7D,%22navig
ation%22:%7B%7D%7D&fp=8091&fcp=8091&at=GkEFFVhLT00%3D&jsonp=NREUM.setToken

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/floLive-
p6rtqxb2aj9s4km60o7jcrkuh7cdjzznyy4totc4vc.png

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/Aeris_CMYK_NEW-
ozbyn3be7ukzv20swds0lbl93ijibv9z0wm022tiy4.jpg

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/2020/04/content-library.png false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/ignion-
p4qqv9xn8e5wj6kjj1h66x5g3d09t1b3nt3w1f8rf0.gif

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/2020/04/promotion.png false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/2021/12/kore.jpg false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/Keyfactor-
p5mc0vz2ueo2x6ekmjrocggasoq72kshe6cmnsmy8s.png

false Avira URL Cloud: safe unknown

https://accounts.google.com/ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard false high

https://www.iotm2mcouncil.org/wp-
content/uploads/elementor/thumbs/AirgainLogo_memberpage-
pn0tzsi5bfak7q1acc3rghrjpli4tju4ifc3uwsug0.png

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/2020/04/back.jpg false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/losant-
ozc05ck0pkuu0r7m2u2rimp3i748mwo75g8zb2dghc.jpg

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/BICS-
p9522df1dhxer83sfdjsapj7aasbp8c9egabga0h84.png

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/2020/04/leadership.png false Avira URL Cloud: safe unknown

www.iotm2mcouncil.org/ false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/gurtam-
p42eyiw71i7djjnfnc3aklmlxjx9r7gzz6itwj618y.gif

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/2020/03/rfps.jpg false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/2020/05/iStock-1189303727.jpg false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/MultiTech_Logo-
pgsb8a40a8a1w80dbcay2nqq1oh4l4cjjkbza50sti.jpg

false Avira URL Cloud: safe unknown

https://bam.nr-data.net/events/1/NRJS-971c106404d1c4cbdcf?
a=408078592&v=1215.1253ab8&to=NgYGYxBRXEMFAkJeXQ9MJVQWWV1eSxFXUFdMBghSD1
VcRAsTG1FHDQ9JQAtURlg%3D&rst=50713&ck=1&ref=https://www.iotm2mcouncil.org/membershi
p/

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/Pod-Group-white-2-
ozbz0pz5bd8o7i83b9v9qvrv6nd3xvduwd5gkim0wi.jpg

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/membership/ false unknown

https://www.iotm2mcouncil.org/wp-content/uploads/elementor/thumbs/Pelion_Horizontal-
p3ldmkmetkey2c0h25l2nee2yp73hdlcxkcxd5bz6y.jpg

false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/wp-content/uploads/2020/05/iStock-1145886786.jpg false Avira URL Cloud: safe unknown

Name Malicious Antivirus Detection Reputation

Copyright Joe Security LLC 2022 Page 12 of 324



Name Source Malicious Antivirus Detection Reputation

https://easylist.to/) LICENSE.txt.0.dr false high

https://www.google.com 6eeec466-dd52-478e-9874-5f41aa989d85.tmp.1.dr, 
35ddd45a-436d-4bca-be32-405bf00da3ec.tmp.1.dr, 
96746aa9-9165-4017-818c-9faf40dc20bf.tmp.1.dr, 
8a57f351-2dcd-4263-a80c-0f8316b58165.tmp.1.dr

false high

www.iotm2mcouncil.org/2 History Provider Cache.0.dr false Avira URL Cloud: safe unknown

https://www.google.com/accounts/OAuthLogin?
issueuberauth=1

craw_window.js.0.dr false high

https://dns.google 6eeec466-dd52-478e-9874-5f41aa989d85.tmp.1.dr, 
53ea4299-12f9-4ebf-8777-e670650bbc40.tmp.1.dr, 
35ddd45a-436d-4bca-be32-405bf00da3ec.tmp.1.dr, 
96746aa9-9165-4017-818c-9faf40dc20bf.tmp.1.dr, 0a
765898-c297-4fd0-a55a-8cf856c0e630.tmp.1.dr, 
8a57f351-2dcd-4263-a80c-0f8316b58165.tmp.1.dr

false URL Reputation: safe unknown

https://github.com/google/closure-
library/wiki/goog.module:-an-ES6-module-like-
alternative-to-goog.p

craw_window.js.0.dr, craw_background.js.0.dr false high

https://payments.google.com/payments/v4/js/integrator
.js

craw_window.js.0.dr, manifest.json.0.dr false high

https://www.google.com/images/x2.gif craw_window.js.0.dr false high

https://www.google.com/images/dot2.gif craw_window.js.0.dr false high

https://www.google.com/ manifest.json.0.dr false high

https://www.google.com/images/cleardot.gif craw_window.js.0.dr false high

https://sandbox.google.com/payments/v4/js/integrator.j
s

craw_window.js.0.dr, manifest.json.0.dr false high

https://accounts.google.com/MergeSession craw_window.js.0.dr false high

https://creativecommons.org/compatiblelicenses LICENSE.txt.0.dr false high

https://github.com/easylist) LICENSE.txt.0.dr false high

https://creativecommons.org/. LICENSE.txt.0.dr false high

https://accounts.google.com 6eeec466-dd52-478e-9874-5f41aa989d85.tmp.1.dr, 
35ddd45a-436d-4bca-be32-405bf00da3ec.tmp.1.dr, 
96746aa9-9165-4017-818c-9faf40dc20bf.tmp.1.dr, 
8a57f351-2dcd-4263-a80c-0f8316b58165.tmp.1.dr

false high

https://www.iotm2mcouncil.org/#primary-menu2 History Provider Cache.0.dr false Avira URL Cloud: safe unknown

https://www.iotm2mcouncil.org/2 History Provider Cache.0.dr false Avira URL Cloud: safe unknown

https://apis.google.com 6eeec466-dd52-478e-9874-5f41aa989d85.tmp.1.dr, 
35ddd45a-436d-4bca-be32-405bf00da3ec.tmp.1.dr, 
96746aa9-9165-4017-818c-9faf40dc20bf.tmp.1.dr, 
8a57f351-2dcd-4263-a80c-0f8316b58165.tmp.1.dr

false high

https://www-googleapis-
staging.sandbox.google.com

craw_window.js.0.dr, craw_background.js.0.dr false high

https://clients2.google.com 6eeec466-dd52-478e-9874-5f41aa989d85.tmp.1.dr, 
35ddd45a-436d-4bca-be32-405bf00da3ec.tmp.1.dr, 
96746aa9-9165-4017-818c-9faf40dc20bf.tmp.1.dr, 
8a57f351-2dcd-4263-a80c-0f8316b58165.tmp.1.dr

false high

https://www.google.com/intl/en-
US/chrome/blank.html

craw_background.js.0.dr false high

https://ogs.google.com 6eeec466-dd52-478e-9874-5f41aa989d85.tmp.1.dr, 
35ddd45a-436d-4bca-be32-405bf00da3ec.tmp.1.dr, 
96746aa9-9165-4017-818c-9faf40dc20bf.tmp.1.dr, 
8a57f351-2dcd-4263-a80c-0f8316b58165.tmp.1.dr

false high

https://clients2.googleusercontent.com 6eeec466-dd52-478e-9874-5f41aa989d85.tmp.1.dr, 
35ddd45a-436d-4bca-be32-405bf00da3ec.tmp.1.dr, 
96746aa9-9165-4017-818c-9faf40dc20bf.tmp.1.dr, 
8a57f351-2dcd-4263-a80c-0f8316b58165.tmp.1.dr

false high

https://clients2.google.com/service/update2/crx manifest.json.0.dr false high

URLs from Memory and Binaries

World Map of Contacted IPs

Copyright Joe Security LLC 2022 Page 13 of 324



No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

35.174.150.168 pi-ue1-lba3.pardot.com United States 14618 AMAZON-AESUS false

142.250.185.205 accounts.google.com United States 15169 GOOGLEUS false

35.174.78.146 pi-ue1-lba5.pardot.com United States 14618 AMAZON-AESUS false

161.35.123.143 iotm2mcouncil.org United States 14061 DIGITALOCEAN-ASNUS false

162.247.242.20 bam.nr-data.net United States 23467 NEWRELIC-AS-1US false

239.255.255.250 unknown Reserved unknown unknown false

142.250.184.238 clients.l.google.com United States 15169 GOOGLEUS false

142.250.74.195 gstaticadssl.l.google.com United States 15169 GOOGLEUS false

142.250.185.65 googlehosted.l.googleuser
content.com

United States 15169 GOOGLEUS false

IP

192.168.2.1

127.0.0.1

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 612098

Start date and time: 20/04/202215:09:46 2022-04-20 15:09:46 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 7m 14s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: www.iotm2mcouncil.org

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

10

Number of new started drivers analysed: 0

Public IPs

Private

General Information
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Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean0.win@29/103@10/11

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Browse: https://www.iotm2mcouncil.org/#primary-menu
Browse: https://www.iotm2mcouncil.org/#content
Browse: https://www.iotm2mcouncil.org/#footer
Browse: https://www.iotm2mcouncil.org/membership/

Exclude process from analysis (whitelisted): audiodg.exe, BackgroundTransferHost.exe, WMIADAP.exe, backgroundTaskHost.exe, svchost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (wh itelisted): 142.250.184.206, 142.250.184.195, 74.125.153.202, 142.250.186.106, 34.104.35.123, 142.250.184.234, 142.250.185.138, 142.250.185.195,
151.101.2.137, 151.101.66.137, 151.101.130.137, 151.101.194.137, 142.250.186.138, 172.217.18.106, 142.250.186.170, 172.217.23.106, 216.58.212.138, 142.250.185.74,
142.250.185.106, 142.250.185.170, 142.250.185.202, 142.250.185.234, 142.250.184.202, 142.250.181.234, 172.217.16.138, 216.58.212.170, 80.67.82 .242, 80.67.82.235, 40.112.88.60,
20.54.89.106, 40.125.122.176, 52.152.110.14, 20.54.110.249
Excluded domains from analysis (whitelisted): clientservices.googleapis.com, a1449.dscg2.akamai.net, arc.msn.com, maps.googleapis.com, redirector.gvt1.com, consumer-
displaycatalogrp-aks2aks-europe.md.mp.microsoft.com.akadns.net, login.live.com, update.googleapis.com, sls.update.microsoft.com, displaycatalog.mp.microsoft.com, www.gstatic.com,
img-prod-cms-rt-microsoft-com.akamaized.net, glb.sls.prod.dcat.dsp.trafficmanager.net, client.wns.windows.com, fonts.googleapis.com, fs.microsoft.com, content-autofill.googleapis.com,
fonts.gstatic.com, displaycatalog-rp-europe.md.mp.microsoft.com.akadns.net, ris-prod.trafficmanager.net, neu-displaycatalogrp.frontdoor.bigcatalog.commerce.microsoft.com, asf-ris-prod-
neu.northeurope.cloudapp.azure.com, www.googleapis.com, k.sni.global.fastly.net, r5---sn-4g5edn6r.gvt1.com, ris.api.iris.microsoft.com, edgedl.me.gvt1.com, store-images.s-
microsoft.com, r5.sn-4g5edn6r.gvt1.com, displaycatalog-rp.md.mp.microsoft.com.akadns.net
Not all processes where analyzed, report is missing behavior  information
Report size exceeded maximum capacity and may have missing n etwork information.
Report size getting too big, t oo many NtOpenFile calls found.
Report size getting too big, t oo many NtSetInformationFile calls found.
Report size getting too big, t oo many NtWriteVirtualMemory calls found.

⊘ No simulations

⊘ No context

⊘ No context

⊘ No context

Warnings

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints
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⊘ No context

⊘ No context

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit): 5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBlESBw4p6:NfOCzvRKhGvwJ

MD5: A78AD14E77147E7DE3647E61964C0335

SHA1: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0E893FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDE0DFBB19CB31C506F7DE97AF67C2F244F7E7E8E10648EA8321
101

Malicious: false

Reputation: low

Preview: BDic.... ....6...."..Z..4g....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF 
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF 
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF 
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF I.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS
.AF PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF 
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 395291

Entropy (8bit): 6.026379015564579

Encrypted: false

SSDEEP: 6144:k+Gq9QkQ03tUX8Acx6ZaurE5/EDnJpAl9SeefNqWF4iVx/9LPeq/1LHm/dBY:bGK3tUExzurRDn9nfNxF4ijZVtilBY

MD5: A3450E61323233FE8E88D79441FD1F56

SHA1: 353E8C40EAA2F4B373518C2EB24A65A650CC295C

SHA-256: 41F43B7AB1D033B3956148CFD8B127AA9B48106B30DA4739E3BAFC324C0CBF85

SHA-512: 6EC66F8FD75915C4F977F200BADEBD4587E56AF5DBE968F3E91ED4C48C33BC7959ABC19E69E3C67F93DA656838C384FD80EF7ADDAE06EE19FF826490D82823
7E

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.650492664889365e+12,"network":1.650460266e+12,"ticks":205845274.0,"uncertainty":4235550.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABUPWY4cSyAQZRX3j8/SLmMAAAAAAIAAAAAABBmAAAAAQAAIAAAACC7lwCjByxIY/Ds1S6cdCxJ
W6iSr1QfjoKlVKoVEQ4EAAAAAA6AAAAAAgAAIAAAAD9PMfiGkWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNxMAAAAK+RpovfP61NtB5nOpQgPMjPTyt2T1WP
eru9i3yP05zNVEj0uCRDWfONruG9ricX1kAAAADB9KtQ9KY2z38GdfaF7dW2ZLcAMHOX2oEKBg8ZJG9lsuMexxChB4M8HFpyb0Bpr6axpi+zmMIXt76noTOxFzKN"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230469218552"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 391717

Entropy (8bit): 6.014518760529973

Dropped Files

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

C:\Users\user\AppData\Local\Google\Chrome\User Data\2620c6fe-ec9f-4c2f-8d2a-52084f0095ed.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\7af56a2c-c1c4-4959-b544-9fc48f544e65.tmp

Copyright Joe Security LLC 2022 Page 16 of 324



Encrypted: false

SSDEEP: 6144:T+Gq9QkQ03tUX8Acx6ZaurE5/EDnJpAl9SeefNqWF4iVx/9LPeq/1LHm/dBY:KGK3tUExzurRDn9nfNxF4ijZVtilBY

MD5: B620CCC36A481E9A8429CB533CDE3587

SHA1: 9A85A28E5DA5035B7241457DCBBC24DF0999BDCD

SHA-256: FFDE6ACC8A3B7FB6A1E6C3F2F4F9264EA2B463BE8052D396643714A673FA29D1

SHA-512: 13AC4A2D3857B6041316232C47C3FF797BA2E63B1C7C87700AF5CA6377976349410BCBEA74A15F237F6CAA05E45FC528CBB63B2EFE3C5D9C83D4E617760F6ED
2

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.650492664889365e+12,"network":1.650460266e+12,"ticks":205845274.0,"uncertainty":4235550.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABUPWY4cSyAQZRX3j8/SLmMAAAAAAIAAAAAABBmAAAAAQAAIAAAACC7lwCjByxIY/Ds1S6cdCxJ
W6iSr1QfjoKlVKoVEQ4EAAAAAA6AAAAAAgAAIAAAAD9PMfiGkWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNxMAAAAK+RpovfP61NtB5nOpQgPMjPTyt2T1WP
eru9i3yP05zNVEj0uCRDWfONruG9ricX1kAAAADB9KtQ9KY2z38GdfaF7dW2ZLcAMHOX2oEKBg8ZJG9lsuMexxChB4M8HFpyb0Bpr6axpi+zmMIXt76noTOxFzKN"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245950075265799"},"policy":{"last_statistics_update":"13294966261953

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 40

Entropy (8bit): 3.3041625260016576

Encrypted: false

SSDEEP: 3:FkXYDu6cR9n:+Y66cR9

MD5: 7A9D405E9218ED86C7ED3BB729DAA896

SHA1: E5BB69E833231B755B20E5A0C9B2392D8B923C66

SHA-256: D83D002DFE4F96C43A6FBF24FC7AA739945731ABDEC2AFB53EDDCE2D2D87D6AF

SHA-512: F34290BF6A4B1AA63F47436C0788FC1DAC7B970A1861EF1D1891826FD3DFD0FD484A900E23A3024C19CA93DE842BF8B5BC7A5E159362A4C3A36AE8D47C8551A
7

Malicious: false

Reputation: low

Preview: sdPC.....................8...?E."..N_.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Reputation: low

Preview: .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5230

Entropy (8bit): 4.984863010228984

Encrypted: false

SSDEEP: 96:nFr8jk1pSKIYmIk0JCKL8YkL11TbOTQVuwn:nFr31pSmmC4K9kL3

MD5: 9ED41F3BB1D13A0D1CFACABCA47E1403

SHA1: 621E260542D86677BCC095DA9E0D2FBADF6A26B4

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\12a379ea-03cd-4477-9bc3-0a705ae9034b.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\2a606496-c0ca-4966-90ac-f158501c5657.tmp
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SHA-256: 916DF700FBFA77A9EDE928B05CFBDE6C62F7B9C85805731307594D53DFA57570

SHA-512: 14A8F6EB17EF2BC1AC44C47F2A79F21D7BB9449A0B8B9593C00DB87605F16A9AB686B9E6C4CBDD19E2518E811331F29F0AD152229A28A03B09C8AFF5E486CF
E1

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13294966263249371","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2693

Entropy (8bit): 4.871599185186076

Encrypted: false

SSDEEP: 48:YXs2MHRzsoMHT5s0MHyKsTMHksrDys4Csb7synWsQItFsym6zs6zMHWLsZMH5YhV:+GDGTHGmGHDW1/nOIbmOGlGGhVD

MD5: 829D5654ADF098AD43036E24C47F2A94

SHA1: 506C8BA397509BA0357787950C538C1879047DF3

SHA-256: 4D0B852D18FCA5C1A712904CF6DB3811FB905E86D8A7508A2D42F9C8D68E2211

SHA-512: D9B18E6B0AD1E8E4BECF9E84BBE30D64730CFEC2CBEAF96D5DF52E28B907B03EADF22F020FBE0A56D137A52F4F09798031BC6CA026CFA8A979A608B3445DB
CAA

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600883925","port":443,"protocol_str":"quic"}],"isolation":
[],"network_stats":{"srtt":40156},"server":"https://www.googleapis.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324854
2628822803","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":30856},"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{
"advertised_versions":[],"expiration":"13248542600893104","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":25300},"server":"https://clients2.goog
leusercontent.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600872791","port":443,"protocol_str":"quic"}],"isolation":
[],"network_stats":{"srtt":34789},"server":"https://clients2.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"exp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5139

Entropy (8bit): 4.976510723246554

Encrypted: false

SSDEEP: 96:nFr8VG1pSKIYiIk0JCKL8YkL11AbOTQVuwn:nFrF1pSmiC4K9kLC

MD5: 13500953FFFB108E43C76C50BDA6621F

SHA1: 8831C757973E06C9CDA0DC2C1A5096FD14957114

SHA-256: 2C66583A41BDF0A758298B2901FF0EF1729D713A86B19C79FD13273AC9074C7A

SHA-512: 6906A06D90B4C85A27855CECDD17F72232F67ACBB5B171A040DFE8346DB910E05E2B5D32EB55A5B14B45EC3B0A82A420743F263D90161F12879BCAEC94CFE82
4

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13294966263249371","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5139

Entropy (8bit): 4.977683170182686

Encrypted: false

SSDEEP: 96:nFr8ck1pSKIYhIk0JCKL8YkL11AbOTQVuwn:nFrw1pSmhC4K9kLC

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\35ddd45a-436d-4bca-be32-405bf00da3ec.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\59391a7c-98a8-48f9-bb41-d42bc94f00a2.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\62b494fd-3294-4fd6-87fe-ec4a8faf9e18.tmp
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MD5: 8361381CCDE097EFF5FEA22A8904AE1E

SHA1: 7500B6190B6333425E66921B70A8E44B7F7B06D3

SHA-256: 1FB6843F71CEFA836100D795FFE50222530CEA5577CDE159F3DD5B7288206884

SHA-512: DE39D555FEB820F1A7AE645DF43E5F727969A8D9C76B565C3CC400901F7395694C3FA20B6D9193099A335274F92AD236BEF056C50FB45F5EC93AC8AE5283460A

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13294966263249371","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2693

Entropy (8bit): 4.871599185186076

Encrypted: false

SSDEEP: 48:YXs2MHRzsoMHT5s0MHyKsTMHksrDys4Csb7synWsQItFsym6zs6zMHWLsZMH5YhV:+GDGTHGmGHDW1/nOIbmOGlGGhVD

MD5: 829D5654ADF098AD43036E24C47F2A94

SHA1: 506C8BA397509BA0357787950C538C1879047DF3

SHA-256: 4D0B852D18FCA5C1A712904CF6DB3811FB905E86D8A7508A2D42F9C8D68E2211

SHA-512: D9B18E6B0AD1E8E4BECF9E84BBE30D64730CFEC2CBEAF96D5DF52E28B907B03EADF22F020FBE0A56D137A52F4F09798031BC6CA026CFA8A979A608B3445DB
CAA

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600883925","port":443,"protocol_str":"quic"}],"isolation":
[],"network_stats":{"srtt":40156},"server":"https://www.googleapis.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324854
2628822803","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":30856},"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{
"advertised_versions":[],"expiration":"13248542600893104","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":25300},"server":"https://clients2.goog
leusercontent.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600872791","port":443,"protocol_str":"quic"}],"isolation":
[],"network_stats":{"srtt":34789},"server":"https://clients2.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"exp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17356

Entropy (8bit): 5.571188823078923

Encrypted: false

SSDEEP: 384:4gHtzLl6xXU1kXqKf/pUZNCgVLH2HfDyrU7EOuSQm4C:JLluU1kXqKf/pUZNCgVLH2Hf2rU7TQmZ

MD5: E66060CD5D650FC4474D3686A87CB1AE

SHA1: 94ABCC5B4AC42DCD867619CF60AE9022AC414E83

SHA-256: D94C183C5CD3A43BFAE69A69883E52800C43469CE963E3071D5D16774603FDFE

SHA-512: 0893C419668755E85A92F60A975C417828A01E34308065852EA538451A774FB620C464AAB70AC6BBD2D57F0E5AE7C61968BB0726D33E8368708299636C541969

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13294966262277471","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2693

Entropy (8bit): 4.871875630348377

Encrypted: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6eeec466-dd52-478e-9874-5f41aa989d85.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6@ec22c-3f1c-46b1-806c-8b@1f1faf5a.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8a57f351-2dcd-4263-a80c-0f8316b58165.tmp
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SSDEEP: 48:YXs2MHRzsoMHT5s0MHyKsTMHksrDys4Csb7synWsQItFsym6zs6zMHWLsZMH5YhE:+GDGTHGmGHDW1/nOIbmOGlGGhVG

MD5: 592337A19B0490E714DD7C93B0752E5C

SHA1: 6B82A52F479E5D78D8AC311454F7C43F65345D0B

SHA-256: 941A456CAA476B0A1BC22C290F8F71D3FD52F5C6C1B5E9606A0847CA0BC177FD

SHA-512: 6D0AEE47C9D2C33E8E246AE508A9C4A8E91881697CA1F64E66A8288197D83E8EBEF89CD6C12B965C4CE460A952912E8637587885AE0FE4F722350D916EBCAB0
2

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600883925","port":443,"protocol_str":"quic"}],"isolation":
[],"network_stats":{"srtt":40156},"server":"https://www.googleapis.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324854
2628822803","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":30856},"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{
"advertised_versions":[],"expiration":"13248542600893104","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":25300},"server":"https://clients2.goog
leusercontent.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600872791","port":443,"protocol_str":"quic"}],"isolation":
[],"network_stats":{"srtt":34789},"server":"https://clients2.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"exp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2569

Entropy (8bit): 4.9107772776570915

Encrypted: false

SSDEEP: 48:Y2ntwTXDHzM3zsiGs8RLsjqYRBYs+MH0sHyKsF6zs9AMHws9IsUxbxD:JnOTXDHzMTqG/OGzYeGlExVD

MD5: 4BD68306A09BE1F840488484AA57AA66

SHA1: F8AF2E3A075AFE91139FC5F210F8218BB2D18667

SHA-256: DB4868B879256E3C5C62308E63B580326593B4F383D6D0EDFAC87E7E67ADCC48

SHA-512: FEADA3BB7D5EF8859948361F5533AF75171BDEFC7FC3874BC7D11B134FD933F5B86DB46B3872F997DE34B2721E5A9E822BB9B63BD644DFAB394AFCDAF5D2A
41A

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.google.com","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","s
upports_spdy":true},{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":
[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"isolation":[],"server":"https://www.google
apis.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13297558266374050","port":443,"protocol_str":"quic"}],"isolation":[],"se
rver":"https://redirector.gvt1.com"},{"alternative_service":[{"advertised_versions":[50],"expiration":"13297558266407752","port":443,"protocol_str":"quic"}],"isolation":[
],"server":"https://accounts.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13297558266

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5125

Entropy (8bit): 4.9747365469749205

Encrypted: false

SSDEEP: 96:nFrVVG1pSKIYiIk0JCKL8YkL11AbOTQVuwn:nFrS1pSmiC4K9kLC

MD5: D9B3821F8C174E056FF4675959B9E759

SHA1: 47B1D483FF5DC8BB19CC8923414C6D7E49F1C3DA

SHA-256: F1CD14E7A6EFEA60A2F19CA1348E303B3D917A613A2736E37AD508DD07FB68FA

SHA-512: 317026FAE66A6751936BB96E48C8AF96C2047364EB6FB151003B289F412022969F77A84E8EA0C678DD9F0CCC093E4117C2919B7E734949AC450B7B36ADE9AECE

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13294966263249371","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 38

Entropy (8bit): 1.8784775129881184

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\96746aa9-9165-4017-818c-9faf40dc20bf.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9cbe6a64-49b1-4441-85b0-f907aa601cd1.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log
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Encrypted: false

SSDEEP: 3:FQxlXNQxlX:qTCT

MD5: 51A2CBB807F5085530DEC18E45CB8569

SHA1: 7AD88CD3DE5844C7FC269C4500228A630016AB5B

SHA-256: 1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC

SHA-512: B643A8FA75EDA90C89AB98F79D4D022BB81F1F62F50ED4E5440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DF

Malicious: false

Reputation: low

Preview: .f.5................f.5...............

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 374

Entropy (8bit): 5.2403774276703

Encrypted: false

SSDEEP: 6:TOgq2P923iKKdK25+Xqx8chI+IFUtqVUzHZmwYVUAaokwO923iKKdK25+Xqx8chn:Tfv45KkTXfchI3FUtBz/LAao5L5KkTXc

MD5: 12461B280249EA6505EE79EEF6B1AC66

SHA1: 71E84FC61C994798BA1D75C695963D2ED88AF5C8

SHA-256: 10C201C162247005AC9185897E6FA735EF117FE2C8BD17CCC94E22D85A683C60

SHA-512: A856EF3404CA5785B4484F87B6A62B7D3CE94FFDEB5ED3A14F4FC199268817E247EB5CDCA35956AB0A73702CF4D2F3CDDA7E6A32B44F641028939B4B2BD4F5
77

Malicious: false

Reputation: low

Preview: 2022/04/20-15:11:58.597 1054 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2022/04/20-15:11:58.598 1054 Recovering log #3.2022/04/20-15:11:58.599 1054 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 374

Entropy (8bit): 5.2403774276703

Encrypted: false

SSDEEP: 6:TOgq2P923iKKdK25+Xqx8chI+IFUtqVUzHZmwYVUAaokwO923iKKdK25+Xqx8chn:Tfv45KkTXfchI3FUtBz/LAao5L5KkTXc

MD5: 12461B280249EA6505EE79EEF6B1AC66

SHA1: 71E84FC61C994798BA1D75C695963D2ED88AF5C8

SHA-256: 10C201C162247005AC9185897E6FA735EF117FE2C8BD17CCC94E22D85A683C60

SHA-512: A856EF3404CA5785B4484F87B6A62B7D3CE94FFDEB5ED3A14F4FC199268817E247EB5CDCA35956AB0A73702CF4D2F3CDDA7E6A32B44F641028939B4B2BD4F5
77

Malicious: false

Reputation: low

Preview: 2022/04/20-15:11:58.597 1054 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2022/04/20-15:11:58.598 1054 Recovering log #3.2022/04/20-15:11:58.599 1054 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User 
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 879

Entropy (8bit): 5.53795312462465

Encrypted: false

SSDEEP: 12:/HlYk9NjqL7cRC6uGIb/euvvii9KPOumYjZag+kN1/sgzHucxycQhPfhVHDH1hjq:/HakzjDyo8iWKG/dg/sgzvxuXhVhc

MD5: A8E74D4A8131C6BE9D4F7E9517269D76

SHA1: E0ADA3AC0422859C1594CAC73897D380CA847693

SHA-256: 254D1B4083E869BAD9CF513B00F8DB6E10EF527E0493B51199E970632F7B77DC

SHA-512: BA07A815D26EAA086D297E3BFA37CB0DC735C2B74CC5B3A3E12A81E620DAA1A864E40D89E3F326BA5762A1935020434B7AD5901F880FED08BB80B5494F1762
A6

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache
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Malicious: false

Reputation: low

Preview: ............"P....council..home..https..iot..iotm2mcouncil..m2m..menu..org..primary..www..http*|......council......home......http......https......iot......iotm2mcouncil......m2m...
...menu......org......primary......www..2.........2.........a........c.........e.........g........h..........i...........l.........m............n..........o............p..........r.........s........t...........u..........w........
y...:t....................................................................................................................B.....e...... ........*+https://www.iotm2mcouncil.org/#primary-menu2.Home - IoT M2M Coun
cil:.................W...... .......*.http://www.iotm2mcouncil.org/2.Home - IoT M2M Council:................]...... .......*.https://www.iotm2mcouncil.org/2.Home - IoT M2M Council:..........
..........J4.............................................'......

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2569

Entropy (8bit): 4.9107772776570915

Encrypted: false

SSDEEP: 48:Y2ntwTXDHzM3zsiGs8RLsjqYRBYs+MH0sHyKsF6zs9AMHws9IsUxbxD:JnOTXDHzMTqG/OGzYeGlExVD

MD5: 4BD68306A09BE1F840488484AA57AA66

SHA1: F8AF2E3A075AFE91139FC5F210F8218BB2D18667

SHA-256: DB4868B879256E3C5C62308E63B580326593B4F383D6D0EDFAC87E7E67ADCC48

SHA-512: FEADA3BB7D5EF8859948361F5533AF75171BDEFC7FC3874BC7D11B134FD933F5B86DB46B3872F997DE34B2721E5A9E822BB9B63BD644DFAB394AFCDAF5D2A
41A

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.google.com","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","s
upports_spdy":true},{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":
[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"isolation":[],"server":"https://www.google
apis.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13297558266374050","port":443,"protocol_str":"quic"}],"isolation":[],"se
rver":"https://redirector.gvt1.com"},{"alternative_service":[{"advertised_versions":[50],"expiration":"13297558266407752","port":443,"protocol_str":"quic"}],"isolation":[
],"server":"https://accounts.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13297558266

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5230

Entropy (8bit): 4.984863010228984

Encrypted: false

SSDEEP: 96:nFr8jk1pSKIYmIk0JCKL8YkL11TbOTQVuwn:nFr31pSmmC4K9kL3

MD5: 9ED41F3BB1D13A0D1CFACABCA47E1403

SHA1: 621E260542D86677BCC095DA9E0D2FBADF6A26B4

SHA-256: 916DF700FBFA77A9EDE928B05CFBDE6C62F7B9C85805731307594D53DFA57570

SHA-512: 14A8F6EB17EF2BC1AC44C47F2A79F21D7BB9449A0B8B9593C00DB87605F16A9AB686B9E6C4CBDD19E2518E811331F29F0AD152229A28A03B09C8AFF5E486CF
E1

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13294966263249371","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17703

Entropy (8bit): 5.576913088199537

Encrypted: false

SSDEEP: 384:4gHt2Ll6xXU1kXqKf/pUZNCgVLH2HfDyrUTjHuyQm4Z:kLluU1kXqKf/pUZNCgVLH2Hf2rUTjvQv

MD5: 2AD3631AFDCCF94F30480663661596CE

SHA1: 212A2986EB57E1B8CADFB2B795379DE87E865AC1

SHA-256: D69520A19A3586E657EA03DE21D7E2A0BCFA978CFCAA0CA66977F70DD45AD9B8

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)
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SHA-512: B7DC8D177633856638159B540EAB659F9D2FE2940EAA6F43A9E1156E886A84DBBFA635D8646DF3A176EC7835A41D19BC3CBBECFB3FC2CC0E421BB012B1C32C
7E

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13294966262277471","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit): 4.960516863228614

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5rAcJksDHF4R8HLJ2AVQBR70S7PMVKJw1K3KnMRKXk1Yn:YHO8sdVAsBdLJlyH7E4f3K3X

MD5: 5B45E0CEDCB5409B4858999793DF47DE

SHA1: 7DA7AF96784FB4D533BDCE72106C34BDF8915B57

SHA-256: 6735F5007FE7FB81AE2C83512AAE6DC3F93B372ED7FB630BAAC5CB03344F53BF

SHA-512: CD6664D21C47739715606FE4D6DA37C101E8D83C7B1464B93B0CE85DE039B63C8113A568377561CDE2E5AEF486F6840C56A39AE38F2C92C8F07D16FF4B679F0B

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248542588505091","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"3G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit): 4.956993026220225

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5rAcJksDHF4R8HLJ2AVQBR70S7PMVKJw1K3KnMRK3VY:YHO8sdVAsBdLJlyH7E4f3K33y

MD5: 0C03D530AC97788D62D27B2802C34D83

SHA1: 20F78B6B32D98FA52846C70DF78E4E5CEF663E2D

SHA-256: 7941FADA9867DAAE08EBC196BAFC6952DD506842C3E7D8FB14DF9D4E402D894B

SHA-512: D5905C124060997A14322D12DECE5C00C63F7174743C740C974D00E88B03F203909CC2AC972B2759E8087B0B10F6306C6E66BF853319B5AC96907F34C8456C80

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248542588505091","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898
D58

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\0a765898-c297-4fd0-a55a-

8cf856c0e630.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\53ea4299-12f9-4ebf-8777-

e670650bbc40.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1
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Malicious: false

Reputation: low

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit): 4.956993026220225

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5rAcJksDHF4R8HLJ2AVQBR70S7PMVKJw1K3KnMRK3VY:YHO8sdVAsBdLJlyH7E4f3K33y

MD5: 0C03D530AC97788D62D27B2802C34D83

SHA1: 20F78B6B32D98FA52846C70DF78E4E5CEF663E2D

SHA-256: 7941FADA9867DAAE08EBC196BAFC6952DD506842C3E7D8FB14DF9D4E402D894B

SHA-512: D5905C124060997A14322D12DECE5C00C63F7174743C740C974D00E88B03F203909CC2AC972B2759E8087B0B10F6306C6E66BF853319B5AC96907F34C8456C80

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248542588505091","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5139

Entropy (8bit): 4.977734881198483

Encrypted: false

SSDEEP: 96:nFr8ck1pSKIYYIk0JCKL8YkL11AbOTQVuwn:nFrw1pSmYC4K9kLC

MD5: 4601119EFDC6D9EE1F95E86523D015B3

SHA1: 098D49C343F6FD5404D6B04D3EEBA20C154B7F43

SHA-256: FD479524F3EF823655C237EB44A715665650F1F18DB8D8CD3F871F6245FE3FAD

SHA-512: C22438E2755D8E2EB57D935CCDD6BBDD809982290E60C916FA556A6F4975E234E106434C08254D1E063BFB2DF7E0BA9F40448A280A57B58B132DB49F23F59C8A

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13294966263249371","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17703

Entropy (8bit): 5.576913088199537

Encrypted: false

SSDEEP: 384:4gHt2Ll6xXU1kXqKf/pUZNCgVLH2HfDyrUTjHuyQm4Z:kLluU1kXqKf/pUZNCgVLH2Hf2rUTjvQv

MD5: 2AD3631AFDCCF94F30480663661596CE

SHA1: 212A2986EB57E1B8CADFB2B795379DE87E865AC1

SHA-256: D69520A19A3586E657EA03DE21D7E2A0BCFA978CFCAA0CA66977F70DD45AD9B8

SHA-512: B7DC8D177633856638159B540EAB659F9D2FE2940EAA6F43A9E1156E886A84DBBFA635D8646DF3A176EC7835A41D19BC3CBBECFB3FC2CC0E421BB012B1C32C
7E

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State

(copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\b2c2e269-31ac-4e79-8ee2-9321175b04a8.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\c31b8e9d-edc6-4adb-8188-eb015ecb3bbe.tmp
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Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13294966262277471","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 17357

Entropy (8bit): 5.571076764453988

Encrypted: false

SSDEEP: 384:4gHt2Ll6xXU1kXqKf/pUZNCgVLH2HfDyrU7jHuSQm4B:kLluU1kXqKf/pUZNCgVLH2Hf2rU7jHQr

MD5: CDFD1CC5BCDB823C3E52994A3524E1E0

SHA1: 4B4627237CB687482DCCBC7CF9868CC036CDA448

SHA-256: 2D562C670E39032285F5B425EB89FBC83FD5E638F987FE4D936DF86FA4305BAF

SHA-512: EC2013A8D961049FC8BCD47690701EE684B4F98055D40115A4629281087679F902C9DBD9582EC1EFCA97CB55A7C315240EE2E92E127D798E76EF02D5218E1A8B

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13294966262277471","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1qIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHA1: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576B0DE0AABD9A6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EE5B77D6DF7C344A0AA030E03
89

Malicious: false

Reputation: low

Preview: MANIFEST-000004.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1qIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHA1: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576B0DE0AABD9A6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EE5B77D6DF7C344A0AA030E03
89

Malicious: false

Reputation: low

Preview: MANIFEST-000004.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\d0b2a696-3db7-47f5-af6f-056193939efb.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5230

Entropy (8bit): 4.984920961085769

Encrypted: false

SSDEEP: 96:nFr8jk1pSKIYXIk0JCKL8YkL11TbOTQVuwn:nFr31pSmXC4K9kL3

MD5: D5C27407204A8836A9747E0CE4C8FD84

SHA1: A32154A4646369BFD1049A646160C5A49914CB0E

SHA-256: 5C4ADCEF4E763162A1A16565AE84801EB53C484FB41B8850FEDD9A4943E54FFF

SHA-512: 399ADBFD40CB37EDFE0853DBBD1D9625DA0A2C571AF3DEAAC20A70A28DD2053670A4CB5222E1DACC2BEE16AD32FB8E64472981C76B10810302B3DE1397128
3C8

Malicious: false

Reputation: low

Preview: {"account_id_migration_state":2,"account_tracker_service_last_update":"13294966263249371","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length":["0","0","0","0","0","0","0","

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 106

Entropy (8bit): 3.138546519832722

Encrypted: false

SSDEEP: 3:tbloIlrJ5ldQxl7aXVdJiG6R0RlAl:tbdlrnQxZaHIGi0R6l

MD5: DE9EF0C5BCC012A3A1131988DEE272D8

SHA1: FA9CCBDC969AC9E1474FCE773234B28D50951CD8

SHA-256: 3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

SHA-512: CEA946EBEADFE6BE65E33EDFF6C68953A84EC2E2410884E12F406CAC1E6C8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3D9CDF1A827AB6FF5605DA3691
724

Malicious: false

Reputation: low

Preview: C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.G.o.o.g.l.e.\.C.h.r.o.m.e.\.A.p.p.l.i.c.a.t.i.o.n.\.c.h.r.o.m.e...e.x.e.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit): 2.8150724101159437

Encrypted: false

SSDEEP: 3:Yx7:4

MD5: C422F72BA41F662A919ED0B70E5C3289

SHA1: AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632

SHA-256: 02E71EB4C587FEB7EE00CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59

SHA-512: 86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEA963E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9B903659575DF02F8845521F8DC46

Malicious: false

Reputation: low

Preview: 85.0.4183.121

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\de8aa66c-0403-4956-a428-39af5173eb6c.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)
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Size (bytes): 395291

Entropy (8bit): 6.026378776114103

Encrypted: false

SSDEEP: 6144:5+Gq9QkQ03tUX8Acx6ZaurE5/EDnJpAl9SeefNqWF4iVx/9LPeq/1LHm/dBY:8GK3tUExzurRDn9nfNxF4ijZVtilBY

MD5: B56494EDB0C809BBABF3666DA7E446BB

SHA1: 8250B66DE22D6612EF010F1282604008500A53CF

SHA-256: 04A67E370A3453610B9C20651D3FE849F8E8904E54B93B5AA768FBDEB6BEA310

SHA-512: BD4C80288044E21DBD6E8917D6C4804D5033A35E03A7D2B5DA1979FD555434F2DCD1CDF18DE83E202F5C2EB6131549225E84BEB1E052ED0B68D7360BC3784D1
A

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.650492664889365e+12,"network":1.650460266e+12,"ticks":205845274.0,"uncertainty":4235550.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABUPWY4cSyAQZRX3j8/SLmMAAAAAAIAAAAAABBmAAAAAQAAIAAAACC7lwCjByxIY/Ds1S6cdCxJ
W6iSr1QfjoKlVKoVEQ4EAAAAAA6AAAAAAgAAIAAAAD9PMfiGkWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNxMAAAAK+RpovfP61NtB5nOpQgPMjPTyt2T1WP
eru9i3yP05zNVEj0uCRDWfONruG9ricX1kAAAADB9KtQ9KY2z38GdfaF7dW2ZLcAMHOX2oEKBg8ZJG9lsuMexxChB4M8HFpyb0Bpr6axpi+zmMIXt76noTOxFzKN"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230469218552"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 95428

Entropy (8bit): 3.7510197310765028

Encrypted: false

SSDEEP: 384:xLToQadPWpSEVV38/Nwrpvso3Tw2vHqfGHqrlao6xj+m2ZrVImht3pKAM8POCWst:1G6V5Smgbse3u0OknXu8KSMcpT

MD5: 534E28D793A40D3803C5CA984D8C9DD8

SHA1: DF20B24386F1F9AC790D92BEDE10BC67C5626C78

SHA-256: 179FDBE183C9CD74EB4317BFBF66E077C7496C5C61B2F405550E82ED11330D4C

SHA-512: EDF5B58BDB31742BB11DE234905FE35578547D3B6953CEC8881792AB68ABA2886E387EFDAE4A5D5DD737682BE27ABD18EE31BE509B6DD97C44249361A472D0
47

Malicious: false

Reputation: low

Preview: .t..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....Y8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 145992

Entropy (8bit): 4.851708051391608

Encrypted: false

SSDEEP: 3072:vq483G7tjAYJowo60W16bgTOSzpgaS4hcwlRI6nMGPv0Tejp:vqutJeI7kwiwl9nMTA

MD5: E82749DF9BC819E9D0243F2AB5E31B2A

SHA1: 9524175AA628067CF72C14E94E965BC7D6381820

SHA-256: ACAA12035B7FCBF047E65B6415966A11034BA9FDEAAFCB9753F5C7D7543DC2F3

SHA-512: F703B0D524CFD09B3B5EE2D754D155F0E1A4DFA038D291E4D7274C842495DD71EEB9DC3D89A466EEFEC6848DAA189A1269B593EA2907B393B8EDADF8C98BD
A32

Malicious: false

Reputation: low

Preview: .........................W..........L....................... ...X...l...h...d...0.......X...T...P...L...H.......@...<.......4...0...,.......|...`...D........... ...............................H+......ozama...........`+......g.bat.
..........x+......onwod............+......ennab.......4....+......nozam.......0....+......geips...........+......rekoj.......p....+......lgoog............,......uotpo........".. ,......lreko.......4....,..............V..
.............U...U...U...U..xU...U..XU...U...U...U...U..,U...U...U...U...U...U...T...U...U...T...U...T...U...T...U...U..tT...U...U...U...U...U...U..@T..xU.. T..pU...T..hU...S..`U..\U..XU..TU
..PU..LU..HU..DU..@U..<U..8U..4U..0U...S..tS..$U.. U...U...U...U...U...U...U...U..4S...T...S...R...T...T...T...R...T...T...T...T...T...T...T...T...T...T...T...T...T...T...T...T..tR
..XR...T..8R...T...T...R...T...T..|T..xT...Q...Q...Q..hT..dT..`T..\T..XT..TT..|Q..LT..HT..DT..@T..PQ..8T..0Q...Q..,T..(T..$T.. T...T...T...T...T...T...T...T...T...S...S...P...S..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Subresource Filter\Indexed Rules\27\scoped_dir5560_1737774041\Ruleset Data

C:\Users\user\AppData\Local\Google\Chrome\User Data\b41d5ef0-c689-4434-9aa4-c0eed20b227d.tmp
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File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 391716

Entropy (8bit): 6.014518974575144

Encrypted: false

SSDEEP: 6144:++Gq9QkQ03tUX8Acx6ZaurE5/EDnJpAl9SeefNqWF4iVx/9LPeq/1LHm/dBY:BGK3tUExzurRDn9nfNxF4ijZVtilBY

MD5: 2E701C40111FC9E3E683C059534E445D

SHA1: F1DA37C66CCCE3FB4EE2CD817E4E487E2FD28171

SHA-256: B104444A69036DEFE0C313B5C7082A01DF954254ABAD3759B12819FA976BD6F5

SHA-512: 31BCCA7A1C28C965D6CD292939BB5E889D2F67F57DC78A72D7FA65512F5A850E05A1BD10B41DD65C71FE4482351EC1CE097138BC1EA77409F2E3C076BC05CB
43

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.650492664889365e+12,"network":1.650460266e+12,"ticks":205845274.0,"uncertainty":4235550.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABUPWY4cSyAQZRX3j8/SLmMAAAAAAIAAAAAABBmAAAAAQAAIAAAACC7lwCjByxIY/Ds1S6cdCxJ
W6iSr1QfjoKlVKoVEQ4EAAAAAA6AAAAAAgAAIAAAAD9PMfiGkWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNxMAAAAK+RpovfP61NtB5nOpQgPMjPTyt2T1WP
eru9i3yP05zNVEj0uCRDWfONruG9ricX1kAAAADB9KtQ9KY2z38GdfaF7dW2ZLcAMHOX2oEKBg8ZJG9lsuMexxChB4M8HFpyb0Bpr6axpi+zmMIXt76noTOxFzKN"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245950075265799"},"policy":{"last_statistics_update":"13294966261953

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 391716

Entropy (8bit): 6.014519173078487

Encrypted: false

SSDEEP: 6144:1+Gq9QkQ03tUX8Acx6ZaurE5/EDnJpAl9SeefNqWF4iVx/9LPeq/1LHm/dBY:IGK3tUExzurRDn9nfNxF4ijZVtilBY

MD5: A27C380FA6E76B5A3340156EA72B06C0

SHA1: 18B9F7C73E8FA7FBBAE9A04EA70EDC517B5195DB

SHA-256: 8FC7261721B1A4D7763E72924F61D35074DA684FF503FF9AD3519EB3F0A3F100

SHA-512: 3221F2C6E95CEA8D405442DD1D166672B85DC1188F634CC83CBE35BB2268B0C0C72DE75BE7EC8E098A5AE7064EA345FB126A14914D57CD0F6039BBBE119C24
4B

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.650492664889365e+12,"network":1.650460266e+12,"ticks":205845274.0,"uncertainty":4235550.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABUPWY4cSyAQZRX3j8/SLmMAAAAAAIAAAAAABBmAAAAAQAAIAAAACC7lwCjByxIY/Ds1S6cdCxJ
W6iSr1QfjoKlVKoVEQ4EAAAAAA6AAAAAAgAAIAAAAD9PMfiGkWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNxMAAAAK+RpovfP61NtB5nOpQgPMjPTyt2T1WP
eru9i3yP05zNVEj0uCRDWfONruG9ricX1kAAAADB9KtQ9KY2z38GdfaF7dW2ZLcAMHOX2oEKBg8ZJG9lsuMexxChB4M8HFpyb0Bpr6axpi+zmMIXt76noTOxFzKN"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245950075265799"},"policy":{"last_statistics_update":"13294966261953

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 95428

Entropy (8bit): 3.7510197310765028

Encrypted: false

SSDEEP: 384:xLToQadPWpSEVV38/Nwrpvso3Tw2vHqfGHqrlao6xj+m2ZrVImht3pKAM8POCWst:1G6V5Smgbse3u0OknXu8KSMcpT

MD5: 534E28D793A40D3803C5CA984D8C9DD8

SHA1: DF20B24386F1F9AC790D92BEDE10BC67C5626C78

SHA-256: 179FDBE183C9CD74EB4317BFBF66E077C7496C5C61B2F405550E82ED11330D4C

SHA-512: EDF5B58BDB31742BB11DE234905FE35578547D3B6953CEC8881792AB68ABA2886E387EFDAE4A5D5DD737682BE27ABD18EE31BE509B6DD97C44249361A472D0
47

Malicious: false

Reputation: low

Preview: .t..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....Y8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

C:\Users\user\AppData\Local\Google\Chrome\User Data\bcecc367-45dc-4332-b69c-3a8f74195a32.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\caeb0dcd-8716-4da3-9436-84035c7a05b4.tmp
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 395291

Entropy (8bit): 6.026378776114103

Encrypted: false

SSDEEP: 6144:5+Gq9QkQ03tUX8Acx6ZaurE5/EDnJpAl9SeefNqWF4iVx/9LPeq/1LHm/dBY:8GK3tUExzurRDn9nfNxF4ijZVtilBY

MD5: B56494EDB0C809BBABF3666DA7E446BB

SHA1: 8250B66DE22D6612EF010F1282604008500A53CF

SHA-256: 04A67E370A3453610B9C20651D3FE849F8E8904E54B93B5AA768FBDEB6BEA310

SHA-512: BD4C80288044E21DBD6E8917D6C4804D5033A35E03A7D2B5DA1979FD555434F2DCD1CDF18DE83E202F5C2EB6131549225E84BEB1E052ED0B68D7360BC3784D1
A

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.650492664889365e+12,"network":1.650460266e+12,"ticks":205845274.0,"uncertainty":4235550.0}},"os_crypt":{"encrypte
d_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAABUPWY4cSyAQZRX3j8/SLmMAAAAAAIAAAAAABBmAAAAAQAAIAAAACC7lwCjByxIY/Ds1S6cdCxJ
W6iSr1QfjoKlVKoVEQ4EAAAAAA6AAAAAAgAAIAAAAD9PMfiGkWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNxMAAAAK+RpovfP61NtB5nOpQgPMjPTyt2T1WP
eru9i3yP05zNVEj0uCRDWfONruG9ricX1kAAAADB9KtQ9KY2z38GdfaF7dW2ZLcAMHOX2oEKBg8ZJG9lsuMexxChB4M8HFpyb0Bpr6axpi+zmMIXt76noTOxFzKN"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230469218552"},"plugins":{"metadata":{"adobe-flash-player":{"disp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 95212

Entropy (8bit): 5.486719189211042

Encrypted: false

SSDEEP: 1536:KoAVwbxDiDyYhnzujpQJPMPeDkdgMXa/I8FrCyPc+csFeZuQnswIe0:CwbxDiWezujpCM2+9XizlVPc+VeZuQsV

MD5: 4F1887EC80598D33C91BA603E6989340

SHA1: A4FC5A1DF6C9C314ECC62526D3E46ED5E18780FE

SHA-256: B8B775572CF3E19B4AF10B89994C2A4F85F6D120FCFAE4C4EACA740E03214B17

SHA-512: 161038EA6132D61E680C769EC8EC9E2D15BAC9E0E8AFDB853BD7D6A0F6D201208D6E80E91256BB9F676A96CB152D8B95253627278CD221342E5D2239C87513B6

Malicious: false

Reputation: low

Preview: ............0.8.@.R.-728x90...........0.8.@.R.adtdp.com^.:........*...adcore.com.au..*...adcore.ch..0.8.@.R./adcore_..........0.8.@.R.uwoaptee.com^.8......*...safeway.com
0.8.@.R.fwcdn2.com/js/embed-feed.js..........0.8.@.R._468_60..3........0.8.@.R#/wp-content/plugins/wp-super-popup/.9........0.8.@.R)bancodevenezuela.com/imagene
s/publicidad/..........0.8.@.R..adbutler-..........0.8.@.R.adrecover.com^..........0.8.@.R.hdbcode.com^.?........*...google.com0.8.@.R!developers.google.com/google-ads/.-
........*...konograma.com..0.8.@.R./adserver...........*...vk.com0.8.@.R.vk.me/css/al/ads.css.,........0.8.@.R.mysmth.net/nForum/*/ADAgent_..........0.8.@.R.pctlwm.com^..
........0.8.@.R.indoleads.com^.%......0.8.@.R.discordapp.com/banners/.E........*...daum.net0.8.@.R)daumcdn.net/adfit/static/ad-native.min.js.(........0.8.@.R.looker.com/a
pi/internal/.#........0.8.@.R.broadstreetads.com^..........0.8.@.R./banner.cgi?...........*...thefreedictionary.com*...downloads.codefi.re*...windows7themes.net

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 24623

Entropy (8bit): 4.588307081140814

Encrypted: false

SSDEEP: 384:mva5sf5dXrCN7tnBxpxkepTqzazijFgZk231Py9zD6WApYbm0:mvagXreRnTqzazWgj0v6XqD

MD5: D33AAA5246E1CE0A94FA15BA0C407AE2

SHA1: 11D197ACB61361657D638154A9416DC3249EC9FB

SHA-256: 1D4FF95CE9C6E21FE4A4FF3B41E7A0DF88638DD449D909A7B46974D3DFAB7311

SHA-512: 98B1B12FF0991FD7A5612141F83F69B86BC5A89DD62FC472EE5971817B7BBB612A034C746C2D81AE58FDF6873129256A89AA8BB7456022246DC4515BAAE2454B

Malicious: false

Reputation: low

Preview: EasyList Repository Licences....   Unless otherwise noted, the contents of the EasyList repository..   (https://github.com/easylist) is dual licensed under the GNU General..   
Public License version 3 of the License, or (at your option) any later..   version, and Creative Commons Attribution-ShareAlike 3.0 Unported, or..   (at your option) any later 
version. You may use and/or modify the files..   as permitted by either licence; if required, "The EasyList authors..   (https://easylist.to/)" should be attributed as the source 
of the..   material. All relevant licence files are included in the repository.....   Please be aware that files hosted externally and referenced in the..   repository, including but 
not limited to subscriptions other than..   EasyList, EasyPrivacy, EasyList Germany and EasyList Italy, may be..   available under other conditions; permission must be 
granted by the..   respective copyright holders to authorise the use of their material.......Creative Commons Attribut

C:\Users\user\AppData\Local\Google\Chrome\User Data\fa2b17af-0a7b-4739-a3e1-9fc66fc303d4.tmp

C:\Users\user\AppData\Local\Temp\5560_1805425451\Filtering Rules

C:\Users\user\AppData\Local\Temp\5560_1805425451\LICENSE.txt
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1529

Entropy (8bit): 5.985484791697774

Encrypted: false

SSDEEP: 24:pZRj/flTHYfebUejJkYbK8nnjeT3CzkaoXqdEJM+ySQZGzA26oXB6QICt2LQZx3+:p/h4ffYbKK6TykakqWOVGh6kB6vI2Lwg

MD5: 2B24CD6B51B03CDA4833BB9383287A6F

SHA1: F73C32D79B369202B6649A88AD2A2822D4447548

SHA-256: A5CC3DA23E4C6C85292CB30C1B612E459813BD8B8798DC900646933E84AAB222

SHA-512: F735D37C7EC981810147B04311A101A9690E03F3BACB8EB33CEA9DEB86D051017D07A1801D7FFE23774608380777814E60AA5DD0CC78AD6D38015A0A19E59CA
D

Malicious: false

Reputation: low

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJGaWx0ZXJpbmcgUnVsZXMiLCJyb290X2hhc2giOiI0MUx1TVdGTnMxbnFSNTJyZ00wS1k1WkRxVTg5U2s2dDZadk14d25wdUQwIn0seyJwYXRoIjoiTEl
DRU5TRS50eHQiLCJyb290X2hhc2giOiIyaWswNmk0TFlCdVNHNWphRGFIS253NE9pdnVSRzZsQ0JKMVk0TGtzRFJJIn0seyJwYXRoIjoibWFuaWZlc3QuanNvbiIsInJvb
3RfaGFzaCI6Imd1VUJDV01mNTlub1p2M3JRVlJsQ3gwdUFWcjdlUjRzNFRGdEx4VnBoUFEifV0sImZvcm1hdCI6InRyZWVoYXNoIiwiaGFzaF9ibG9ja19zaXplIjo0MDk
2fV0sIml0ZW1faWQiOiJnY21qa21nZGxnbmtrY29jbW9laW1pbmFpam1tam5paSIsIml0ZW1fdmVyc2lvbiI6IjkuMzQuMCIsInByb3RvY29sX3ZlcnNpb24iOjF9","signatures":
[{"header":{"kid":"publisher"},"protected":"eyJhbGciOiJSUzI1NiJ9","signature":"pedg7Tlfqa2L7vfQUEEz6V2GflQmUhmeCwUQuLIHFkq-TsWpljHj9hfkPm-Kqjn30XamwA5
wGtTKLNA4avSAhnfDIjPG2_atm5BIM3ToN_yH6GXnQNVRgn6cIiMyd30m-MM_cg5SqduMjyGpgZWhPS8gFcU2NUwjUhta3nvX5vZEu_P1iMfpEWd2RazTy6q0ibpPiJ7JC
1Q44hp9E--Er4XAPmbutlm6AYs81c8HV9zLHrSFP

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 66

Entropy (8bit): 3.8861293924815676

Encrypted: false

SSDEEP: 3:ScnEmSZDsXegGARqgYDn:ScElIGLn

MD5: B0B21743DA1B22203E5C051FD17B5351

SHA1: BE3840440766B9E4AE7EAC9936AD6EC6B8253A0D

SHA-256: 24EB9A0B451CF2B504BB63DD149C08054278ED390760597D48E3B7C143FF6A3C

SHA-512: 56AB84CE0F24E5A7CE8CB0BA52FE8CDA71921750826573063E6ED26E34E346DBB76A06955D5830970B528E41ECC2758E5B984052426DB7EE59B1BD1818757E7
0

Malicious: false

Reputation: low

Preview: 1.93823a4e71e764b932ee22dfcf84c24429867a440c5e480e55be527ac30de1ae

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 115

Entropy (8bit): 4.563301657145084

Encrypted: false

SSDEEP: 3:rR6TAulhFphifFHXG7LGMdv5HcDKhtUJKS1Vqn:F6VlMZWuMt5SKPS1kn

MD5: 9BE1BC3AB4909AFF0167952B7170AC53

SHA1: F4A9E494B2E8E9AB52E7DD6EA72DA933470E5572

SHA-256: 82E50109631FE7D9E866FDEB4154650B1D2E015AFB791E2CE1316D2F156984F4

SHA-512: 9A3F0104C5D6190DC697B1DC442F3AAD18D6AAD43579344EA569E9925ECDEB640A55DBAA1FFD194EE00479CF68059F1C708EEF80159F90FA0012A5A95E971CF
F

Malicious: false

Reputation: low

Preview: {.  "manifest_version": 2,.  "name": "Subresource Filtering Rules",.  "ruleset_format": 1,.  "version": "9.34.0".}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

C:\Users\user\AppData\Local\Temp\5560_1805425451\_metadata\verified_contents.json

C:\Users\user\AppData\Local\Temp\5560_1805425451\manifest.fingerprint

C:\Users\user\AppData\Local\Temp\5560_1805425451\manifest.json

C:\Users\user\AppData\Local\Temp\857a7231-0bc0-4096-8744-a6a272e1755e.tmp
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File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit): 7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmcld9R6yYfEp4ABUGDcaKklrv:k3oF4Z4h45P99Fld9RBQYBVcaxlnfL

MD5: 541F52E24FE1EF9F8E12377A6CCAE0C0

SHA1: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AA1A78BC4CFA57D6E763AAB97276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

Malicious: false

Reputation: low

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........\..F!...b...l5....zJ.q.......L].....w[T0.6....E.....r..%Z.vFm.9..5!,.~g5...;.t...']....+A.....u..
..k...e..&..l.6r[yU...%..f.......N..V.....<+.....l..}.{...z...)y.n..'..).....,.b....5.08K%..O.g..D.S.F5o..<(....>....\f..X..I..2."l...w....7f|.~.c.4.E.......0..0...*.H............0.......).'..b.*$w\$.q&.]zF_2..
;...?.U,...W..L1.2...R..#....W.....c1k.$W..$.J....+M!.Hz.n`U.I)N.|b.l....{.K@]6.LlP/....](.A..................I...).H....IQ.y.;MG.d..ix..#f.Z$|..|.?...0K...t"i..s...Y..%.Ky....0...{.!+.~v.;....J.....Z
....).(6..@?v.;~..2..c....[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...F0D. .0...|!..A..L.+.=...kP.!.1..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Reputation: low

Preview: .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 768843

Entropy (8bit): 7.992932603402907

Encrypted: true

SSDEEP: 12288:cK2ED9wjXNC1Gse83ru82/u0eKhgxuPFrDXgtbPz54Pm1D0fBmfH1sBrJ9mTiDga:cK2ED9I48seur0/uZKCuPNbgtbz6m1ob

MD5: A11D5CAF6BF849AEB84B0C95B1C3B7CF

SHA1: 27F410CCBD75852C01C7464A1FD7EF8C29BE3916

SHA-256: D0E62ACE64AFC334330A7AC3A2CC657914FEB321F1F89AEE11D2A6D0E7D81C31

SHA-512: 086C124DE3A01BE467647F3BCB4EA05105F690AB45417A0E3D38935ABA9E2381DF59AF98D0FFF7823CEFD5390B48807352E135AC70977AED7B413A8CC48FB59
0

Malicious: false

Reputation: low

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........6W..>Nuw9..R{c...Nq.H.K..A!....`v.k+..?.5.>v.....;.._~....tp....x.q.V...7.m.O.~.{!.o/q.
'..BK..4./?'.....L..fH&.._<..&.p.k^..\s...:1y..F.N.+...X.PO@Mo....X.G1:..Y.@;..j..........=ae...0.......DU....n...n.;.Ipr..Q....:... <.....a.Y....{ei........0..0...*.H............0.......Mbh=.[O}.+..U
.KHF(n3.\"...,g.c...6)..(.E...U...#.i.a..:...N.....P...x.O...(mC;|.5.S.{m.aEx...[..fP.i`.y..5..R....v.$......l-m.............m....ni...`..W.....R.p.b.+...+.\k.R$e~.J\.&c%.d...M..j..V.%...+1F
....D....X\.1ct.<........E.B.+.i@...8..^...&YR...I.o...,.....[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...F0D. D.'.N@.(..GK....m...A.0.."

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

C:\Users\user\AppData\Local\Temp\b1f97ed6-67ea-414b-a0ba-5@2a837b5cd.tmp

C:\Users\user\AppData\Local\Temp\feb98fb4-03a6-4963-8a5a-8e56e571fc67.tmp

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\857a7231-0bc0-4096-8744-a6a272e1755e.tmp
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Entropy (8bit): 7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmcld9R6yYfEp4ABUGDcaKklrv:k3oF4Z4h45P99Fld9RBQYBVcaxlnfL

MD5: 541F52E24FE1EF9F8E12377A6CCAE0C0

SHA1: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AA1A78BC4CFA57D6E763AAB97276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

Malicious: false

Reputation: low

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........\..F!...b...l5....zJ.q.......L].....w[T0.6....E.....r..%Z.vFm.9..5!,.~g5...;.t...']....+A.....u..
..k...e..&..l.6r[yU...%..f.......N..V.....<+.....l..}.{...z...)y.n..'..).....,.b....5.08K%..O.g..D.S.F5o..<(....>....\f..X..I..2."l...w....7f|.~.c.4.E.......0..0...*.H............0.......).'..b.*$w\$.q&.]zF_2..
;...?.U,...W..L1.2...R..#....W.....c1k.$W..$.J....+M!.Hz.n`U.I)N.|b.l....{.K@]6.LlP/....](.A..................I...).H....IQ.y.;MG.d..ix..#f.Z$|..|.?...0K...t"i..s...Y..%.Ky....0...{.!+.~v.;....J.....Z
....).(6..@?v.;~..2..c....[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...F0D. .0...|!..A..L.+.=...kP.!.1..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 796

Entropy (8bit): 4.864931792423268

Encrypted: false

SSDEEP: 12:1HEJMLkSlwZGGMLkSlwZ+WYpU34f145Gb+dgoxTyO8ZpU34f1L0frhmJ03OyZnLt:1HE7n4gn8WYpYrbhz8ZpotHOGAOf6aD

MD5: 6F8E288A9AD5B1ED8633B430E2B4D4CA

SHA1: F671D3D4BEFA431D1946D706F4192D44E29B6F08

SHA-256: A114E2783D0E9B12155017323BA70838F0F82A71C7EE8DC1F115AE36991241F8

SHA-512: 0F87F3F0D115B872288949E59ACD3CD41B1FBC64A622D8FDA6D71FAFC5A900D92ADFBB0E7EB926F2A8759BBAA0896D48728FB719BBF5EF54AC21027328F770
0C

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "........ . ... ........ .. Chrome"..   },..   "app_name": {..      "message": "........ . ... ........ .. Chrome"..   },..   "craw_app_unavailable": {..      
"message": "........... .... ...... .. ............."..   },..   "craw_connect_to_network": {..      "message": "...., ........ .. . ......"..   },..   "iap_unavailable": {..      "message": "........... .... 
...... .. .......... ....... .. ........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "...., ...... . 
Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 675

Entropy (8bit): 4.536753193530313

Encrypted: false

SSDEEP: 12:1HEJ0gbbGG0gbb+WYpU34g3YbiLO+dgyGFoO8ZpU34+puiPmb03OyZnLAOfTYABk:1HE5baib6WYpm31Lt0Z8Zp8pxOGAOfKD

MD5: 1FDAFC926391BD580B655FBAF46ED260

SHA1: C95743C3F43B2B099FEBEBC5BD850F0C20E820AC

SHA-256: C67898B67F9C9209EAFDA6532B62D5789863CFB855998DD6A70E7775316CEC20

SHA-512: 39D95D45C5746DA3BAA7AE6A3344EA17D7A7C3569C2A56959FF119261DA08C747A320FCF701AC72B8DBDBF8BF06FD8B239017A282CDDA444F3826D4EC672CB
B4

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Sistema de pagaments de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagaments de Chrome Web 
Store"..   },..   "craw_app_unavailable": {..      "message": "Ara mateix aquesta aplicaci. no est. disponible."..   },..   "craw_connect_to_network": {..      "message": "C
onnecteu-vos a una xarxa."..   },..   "iap_unavailable": {..      "message": "La funci. Pagaments a l'aplicaci. no est. disponible actualment."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Inicieu la sessi. a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 641

Entropy (8bit): 4.698608127109193

Encrypted: false

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\bg\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\ca\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\cs\messages.json
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SSDEEP: 12:1HEJfZGGfZ+WYpU34OBh+dgN/O8ZpU34j05U03OyZnLAOfTYWc:1HEl4G8WYpdt8Zpq5TOGAOfW

MD5: 76DEC64ED1556180B452A13C83171883

SHA1: CFB1E56FD587BCDC459C1D9A683B71F9849058F9

SHA-256: 32290D69A90E6BAAC428B10382C99221B12773BB9A184F3B93DFB48A4F6D7A40

SHA-512: 5230A217968D5DC463E2E92D704544311A721E5CEF65C3125CBD8DEB9C0293D3BFB5C820A6011ABF77095FDEE7DAF67D541DC202B0C9CDB0908CBB85D84885
CB

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   "app_name": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   
"craw_app_unavailable": {..      "message": "Aplikace v sou.asn. dob. nen. dostupn.."..   },..   "craw_connect_to_network": {..      "message": "P.ipojte se pros.m k s.ti."..   
},..   "iap_unavailable": {..      "message": "Platby v aplikaci aktu.ln. nejsou k dispozici."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "P.ihlaste se do Chromu."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 624

Entropy (8bit): 4.5289746475384565

Encrypted: false

SSDEEP: 12:1HEJJMKKFZGGJMKKFZ+WYpU34OHu+dgxlCZO8ZpU34J4Wu03OyZnLAOfTYzD:1HErMKfqMKVWYpM6lL8ZpDNOGAOfiD

MD5: 238B97A36E411E42FF37CEFAF2927ED1

SHA1: 4E47AC90BA24C8F4724D9293FA40CFD4ADA66FE0

SHA-256: 4977D4A053542FF66967FAED6B06585DD70E68E20BFEB533B66FE3287F9655D9

SHA-512: FD0742D47B5F5AB9AAD9B4C3D57F63CB693E060EECE123A72036C6E92156D099495C7E9E9CC6DC83EEBCDDCC4B4C81FB47E4C9559DA3EBA024780FFF10C53
E0A

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Betalinger i Chrome Webshop"..   },..   "app_name": {..      "message": "Betalinger i Chrome Webshop"..   },..   "craw_app_u
navailable": {..      "message": "Appen er ikke tilg.ngelig i .jeblikket."..   },..   "craw_connect_to_network": {..      "message": "Opret forbindelse til et netv.rk."..   },..   
"iap_unavailable": {..      "message": "Betaling i appen er ikke tilg.ngelig i .jeblikket."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be comp
leted."..   },..   "please_sign_in": {..      "message": "Log ind p. Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 651

Entropy (8bit): 4.583694000020627

Encrypted: false

SSDEEP: 12:1HEJQ1ZGGQ1Z+WYpU34pCEMT+dgJMlCTO8ZpU34p6FK603OyZnLAOfTYJ6K:1HEzWWYp3Bewv8Zp7k4OGAOfQj

MD5: 6B3E916E8C1991AA0453CBA00FEDCAAA

SHA1: D6366D15912E40CA107FD42BFE9579C3336A51F9

SHA-256: A62FFAB910E31531758EEE48B2CC71A8857BEC3021DEAD50B668CBA3C8667053

SHA-512: 87EA4311B61F29543B13F3E17DFA919D0C320B4FE370CC152E0B1514BCA79B0ABB526DDCF08621D6EBFA48923EE8FB4C667EFB120A72BD9583EEBEE7BFB80
552

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Store-Zahlungen"..   },..   "app_name": {..      "message": "Chrome Web Store-Zahlungen"..   },..   "craw_app_una
vailable": {..      "message": "Die App ist momentan nicht verf.gbar."..   },..   "craw_connect_to_network": {..      "message": "Bitte stellen Sie eine Verbindung zu einem 
Netzwerk her."..   },..   "iap_unavailable": {..      "message": "In-App-Zahlungen sind momentan nicht m.glich."..   },..   "jwt_retrieve_failed": {..      "message": "The trans
action could not be completed."..   },..   "please_sign_in": {..      "message": "Bitte melden Sie sich in Chrome an."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 787

Entropy (8bit): 4.973349962793468

Encrypted: false

SSDEEP: 24:1HEw+aZ+6WYpbWZe80A08ZpCGyDVWlOGAOf+XD:WguYpCZnpEZbGoD

MD5: 05C437A322C1148B5F78B2F341339147

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\da\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\de\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\el\messages.json
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SHA1: AB53003A678E44A170E73711FBD9949833BBF3AA

SHA-256: A052C32B4FCAC61152EB0ADB2C260FB6A8256AD104AA0013DB93E9798D41A070

SHA-512: C36CB9202A34356DD06D377E2A088F428D0B8EBE7D2E54F8380485E9D94A0598D7F651C1E7A2FD55BE481D49C02B0812F2BA335E08611EC85EE0BD60784A6B4
0

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "........ ... Chrome Web Store"..   },..   "app_name": {..      "message": "........ ... Chrome Web Store"..   },..   "craw_app_unavail
able": {..      "message": ". ........ .... .. ..... ... ..... .........."..   },..   "craw_connect_to_network": {..      "message": ".......... .. ... ......."..   },..   "iap_unavailable": {..      
"message": ".. ........ ..... ......... ... ..... ..... .. ...... ..........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": ".......... ... Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU34OuFpR+dgGfFZO8ZpU34aEGFpR03OyZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8ADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9C9

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EE0BD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Store Payments"..   },..   "app_name": {..      "message": "Chrome Web Store Payments"..   },..   "craw_app_unava
ilable": {..      "message": "App currently unavailable."..   },..   "craw_connect_to_network": {..      "message": "Please connect to a network."..   },..   "iap_unavailable": {..      
"message": "In-App Payments is currently unavailable."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": "Please sign into Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU34OuFpR+dgGfFZO8ZpU34aEGFpR03OyZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8ADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9C9

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EE0BD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Store Payments"..   },..   "app_name": {..      "message": "Chrome Web Store Payments"..   },..   "craw_app_unava
ilable": {..      "message": "App currently unavailable."..   },..   "craw_connect_to_network": {..      "message": "Please connect to a network."..   },..   "iap_unavailable": {..      
"message": "In-App Payments is currently unavailable."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": "Please sign into Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 661

Entropy (8bit): 4.450938335136508

Encrypted: false

SSDEEP: 12:1HEJHlbGGHlb+WYpU34ubdDH+dgxbFxTO8ZpU34lPbdlVo03OyZnLAOfTY6xjD:1HEvaC6WYpcDeEFxq8ZpNl5OGAOffD

MD5: 82719BD3999AD66193A9B0BB525F97CD

SHA1: 41194D511F1ACC16C1CA828AC81C18C8C6B47287

SHA-256: 4DB9B2721E625C18B9E05C04B31AF5D9694712F1CAAF6219ABE34BB08E5DB1C7

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\en\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\en_GB\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\es\messages.json
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SHA-512: D4C49B43427799B6292CEED11CACB1D76F7CE43EBF402B43B638A6EB2B414ED0981E386CB8CDF0B51D1BD9552934FE25B2F6392266BB73D8C9A691F65BCE01
28

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Sistema de pagos de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagos de Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Esta aplicaci.n no est. disponible en este momento."..   },..   "craw_connect_to_network": {..      "message": "Con.ctate a 
una red."..   },..   "iap_unavailable": {..      "message": "Los pagos en la aplicaci.n no est.n disponibles en este momento."..   },..   "jwt_retrieve_failed": {..      "message": 
"The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Inicia sesi.n en Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 637

Entropy (8bit): 4.47253983486615

Encrypted: false

SSDEEP: 12:1HEJHlbGGHlb+WYpU34ubdDH+dgxbFxTO8ZpU34GLO03OyZnLAOfTYiJD:1HEvaC6WYpcDeEFxq8Zp4LlOGAOfvD

MD5: 6B2583D8D1C147E36A69A88009CBEBC7

SHA1: 4D4DEEB4BE6AA0181825F3371A761ABC5B4D5937

SHA-256: 6659BC3705311D7641A73995DCFEA80C7734F2F4EBBC3787B3892A240348324F

SHA-512: 37F0DBFCC1B5A2B8E4C92C49D2D9DEEF25616421350324F57E0149A45A6CCB437F5E3CBE97412C4B5DBBF2593783C7DF71E9C25A851AEAE6E4764C545723FA
53

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Sistema de pagos de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagos de Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Esta aplicaci.n no est. disponible en este momento."..   },..   "craw_connect_to_network": {..      "message": "Con.ctate a 
una red."..   },..   "iap_unavailable": {..      "message": "En este momento, Pagos En-Apps no est. disponible."..   },..   "jwt_retrieve_failed": {..      "message": "The tr
ansaction could not be completed."..   },..   "please_sign_in": {..      "message": "Accede a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 595

Entropy (8bit): 4.467205425399467

Encrypted: false

SSDEEP: 12:1HEJfPGGGfPG+WYpU34Ze7z+dgrW9O8ZpU34ZwZz03OyZnLAOfTYgoLIR:1HEdvqlWYpTeObk8ZpT/OGAOfuLIR

MD5: CFF6CB76EC724B17C1BC920726CB35A7

SHA1: 14ED068251D65A840F00C05409D705259D329FFC

SHA-256: C85800BF45942FCC7FD6B1DF929C25F9CC2A977A6678966BD03D4B6B69889AFD

SHA-512: 53D7D01BB30C0306DE65A79FD9551D2E8C1F71F4F45F71906B009071CB3E0F231E6A50FDD78773E9B4DE94085BC7B97F829842FA21A89A2080D33458B745C46F

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome'i veebipoe maksed"..   },..   "app_name": {..      "message": "Chrome'i veebipoe maksed"..   },..   "craw_app_unavail
able": {..      "message": "Rakendus pole praegu saadaval."..   },..   "craw_connect_to_network": {..      "message": "Looge .hendus v.rguga."..   },..   "iap_unavailable": {..    
  "message": "Rakendusesisesed maksed ei ole praegu saadaval."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   
"please_sign_in": {..      "message": "Logige Chrome'i sisse."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 647

Entropy (8bit): 4.595421267152647

Encrypted: false

SSDEEP: 12:1HEJRuzGGRuz+WYpU34ujSBu+dgYO8ZpU34J+Bu03OyZnLAOfTY5HN:1HEFcWYpPNa8ZpD+FOGAOfEHN

MD5: 3A01FEE829445C482D1721FF63153D16

SHA1: F3EAAADDC03F943FC88B30B67F534AA13E3336DD

SHA-256: 0BDE54B20845124113383B6EB81E43A0F05E4EB0C44BEE3C1DFAC4CC5FEC2836

SHA-512: 3B92B6C86D30FD36AA3CEFF8773BA60C3FC5CC19C693540137044C5838A5503895C770C0336A4D0A3DB5E42F3FB36274D8D3F85B9DCA2F3EC0E974FDDB0BEA
D8

Malicious: false

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\es_419\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\et\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\fi\messages.json
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Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Storen maksut"..   },..   "app_name": {..      "message": "Chrome Web Storen maksut"..   },..   "craw_app_unavail
able": {..      "message": "Sovellus ei ole t.ll. hetkell. k.ytett.viss.."..   },..   "craw_connect_to_network": {..      "message": "Muodosta verkkoyhteys."..   },..   "iap_unavai
lable": {..      "message": "Sovelluksen sis.iset maksut eiv.t ole t.ll. hetkell. k.ytett.viss.."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "Kirjaudu sis..n Chromeen."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 658

Entropy (8bit): 4.5231229502550745

Encrypted: false

SSDEEP: 12:1HEJADlbGGADlb+WYpU34hTUT+dgHfZAFFZO8ZpU34hTjzeT03OyZnLAOfTYHfvF:1HEYah6WYp7TUSoxOS8Zp7TOsOGAOfqV

MD5: 57AF5B654270A945BDA8053A83353A06

SHA1: EEEF7A4F869F97CF471A05D345E74F982D15E167

SHA-256: EC002ED92359F67818B49455DFC579E140368E6A004080AF022FD4F57F6B03F2

SHA-512: 5F0AE839FCF3F4EA48FF41A76655AE0F3821564AFD5D42FBB9FBB9A38E8D8F7BB5E9B6F71064588CD441261F644095A44A755C134CE546D506D9A21E488BAF5
2

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Mga Pagbabayad sa Chrome Web Store"..   },..   "app_name": {..      "message": "Mga Pagbabayad sa Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Kasalukuyang hindi available ang app."..   },..   "craw_connect_to_network": {..      "message": "Mangyaring kumonekta 
sa isang network."..   },..   "iap_unavailable": {..      "message": "Kasalukuyang hindi available ang Mga Pagbabayad na In-App."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Mangyaring mag-sign in sa Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 677

Entropy (8bit): 4.552569602149629

Encrypted: false

SSDEEP: 12:1HEJALf/nbGGALf/nb+WYpU34Owdgbyb+dgdQjO8ZpU34ITQpGnbyb03OyZnLAO8:1HE4Hna1Hn6WYpNdgpY8ZpSTQwnBOGAh

MD5: 8D11C90F44A6585B57B933AB38D1FFF8

SHA1: 3F9D44EA8807069A32AACA2AAAD02FD892E6CC90

SHA-256: 599491F8C52B945C16C441ADF45BFD45AFAE046DA07757D97C56AF4DE75ED3B5

SHA-512: D7EF7F5AD7EF1A1595825D79B69E2B1E988AD3CF1F3881496FCCD30F241E4E9C6E457F9F5D0F855DE3536DB7A40C3E1C55946B50D3F556F4A35285066A0CD6F
7

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Paiements via le Chrome.Web.Store"..   },..   "app_name": {..      "message": "Paiements via le Chrome.Web.Store"..   },..   
"craw_app_unavailable": {..      "message": "Application indisponible pour le moment."..   },..   "craw_connect_to_network": {..      "message": "Veuillez vous connecter . un 
r.seau."..   },..   "iap_unavailable": {..      "message": "Les paiements via l'application ne sont pas disponibles pour le moment."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Veuillez vous connecter . Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 835

Entropy (8bit): 4.791154467711985

Encrypted: false

SSDEEP: 24:1HEs07J0JWYp9vnCSVLP8Zp6CsOGAOf8SLm:Wh7qgYp1CMLUph1GiSLm

MD5: E376D757C8FD66AC70A7D2D49760B94E

SHA1: 1525C5B1312D409604F097768503298EC440CC4D

SHA-256: 8106D98C4F8DA16DB698444409558E29CC96735E188BFA303C333A5D99231C1D

SHA-512: 673F3F259AF2946E4F49BBED14A2A70D44BF9FDA9D7A71DC9172BA9B7B3C7F7062B16D29682B638D485B0520ED6F99E7A735F28C7C719B539559005B69FA7555

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome ... ..... ......"..   },..   "app_name": {..      "message": "Chrome ... ..... ......"..   },..   "craw_app_unavailable": {..      "messa
ge": "......... .. ... ...... .... ..."..   },..   "craw_connect_to_network": {..      "message": "..... ....... .. ...... ....."..   },..   "iap_unavailable": {..      "message": "..-.. ...... ... ...... .... ..."..   
},..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "..... Chrome ... .... .. ....."..   }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\fil\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\fr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\hi\messages.json
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 618

Entropy (8bit): 4.56999230891419

Encrypted: false

SSDEEP: 12:1HEJGiimxmbZGGGiimxmbZ+WYpU34OBOEuhopIO+dgcapZO8ZpU34GiiZrMrQphK:1HE4H4TH8WYpNjTta28ZpQVLP0SOGAOK

MD5: 8185D0490C86363602A137F9A261CC50

SHA1: 5BD933B874441CEACB9201CCC941FF67BAED6DC0

SHA-256: A2B2EC359A9DD9DCCCE02859CE1E738BD30FAA4A05F1DC522893FFDF722BBC15

SHA-512: D7629978FC031EA5F716F9C1065FB2FEAB48C15F10CD68830DC966FA1002C03DDC7ACDE314C7D075F9F3A0A68552A6ACBCCDEE24CF20B6C3DD1BCE6562D03
96E

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pla.anja u web-trgovini Chrome"..   },..   "app_name": {..      "message": "Pla.anja u web-trgovini Chrome"..   },..   "craw
_app_unavailable": {..      "message": "Aplikacija trenuta.no nije dostupna."..   },..   "craw_connect_to_network": {..      "message": "Pove.ite se s mre.om."..   },..   
"iap_unavailable": {..      "message": "Pla.anje u aplikaciji trenuta.no nije dostupno."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be comple
ted."..   },..   "please_sign_in": {..      "message": "Prijavite se na Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 683

Entropy (8bit): 4.675370843321512

Encrypted: false

SSDEEP: 12:1HEJVJiGGVJi+WYpU34Hpo9O+dgMmfgijO8ZpU34Huo9O03OyZnLAOfTYBIAYm:1HEVrk5WYpQzTUg/8ZpwoXOGAOfYIAd

MD5: 85609CF8623582A8376C206556ED2131

SHA1: 1E16EB70DB5E59BB684866FF3E3925C2DEF25A12

SHA-256: 32A249749F12ADB6A220BF9ADC272C7E5D9AD5497A38B0086D961E3ABA17FBC6

SHA-512: 27883430865D3CFA6EDFE8C6CE1442BD96150B5CE520CCF7D556A330CAA6392C712B47BD86F7350E174876BC681F6DEC94D1312402655B0AF90883A2899EC78B

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Internetes .ruh.z Fizet.si rendszere"..   },..   "app_name": {..      "message": "Chrome Internetes .ruh.z Fizet.si r
endszere"..   },..   "craw_app_unavailable": {..      "message": "Az alkalmaz.s jelenleg nem .rhet. el."..   },..   "craw_connect_to_network": {..      "message": "K.rj.k, csatlako
zzon egy h.l.zathoz."..   },..   "iap_unavailable": {..      "message": "Az alkalmaz.son bel.li fizet.s jelenleg nem .rhet. el."..   },..   "jwt_retrieve_failed": {..      "message": "The 
transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Jelentkezzen be a Chrome-ba."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 604

Entropy (8bit): 4.465685261172395

Encrypted: false

SSDEEP: 12:1HEJs25bGGs25b+WYpU34ORBHAeSJ+dgkmO8ZpU34s22C/SzFAs03OyZnLAOfTYR:1HEBaA6WYpaHFH8ZptOYOGAOf2D

MD5: EAB2B946D1232AB98137E760954003AA

SHA1: 60BDC2937905B311D2C9844DF2D639D7AC9F7F67

SHA-256: C6E8800450602DE0F39FE9F6854472383813FB454B08ABAE7E25A9167CE004C3

SHA-512: 970FEC9A9EF0BAF7F693C4C5977F3B47914579C5B5414FCE9DBB5E4574659A5BB9AD2DE0CC886B368F49C019785AF7D2D7FE82F71341F039EADC399ED776CA
12

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pembayaran Chrome Webstore"..   },..   "app_name": {..      "message": "Pembayaran Chrome Webstore"..   },..   "cr
aw_app_unavailable": {..      "message": "Aplikasi tidak tersedia saat ini."..   },..   "craw_connect_to_network": {..      "message": "Sambungkan ke jaringan."..   },..   
"iap_unavailable": {..      "message": "Pembayaran Dalam Aplikasi saat ini tidak tersedia."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be co
mpleted."..   },..   "please_sign_in": {..      "message": "Harap masuk ke Chrome."..   }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\hr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\hu\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\id\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\it\messages.json
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: modified

Size (bytes): 603

Entropy (8bit): 4.479418964635223

Encrypted: false

SSDEEP: 12:1HEJsqd/bGGsqd/b+WYpU34OcX4+dgUvIO8ZpU34vq703OyZnLAOfTYsD:1HEXd/aKd/6WYpZrv58ZpskOGAOfzD

MD5: A328EEF5E841E0C72D3CD7366899C5C8

SHA1: 2851ED658385804E87911643F5A4200B1FB26E13

SHA-256: CD891C45F7586FB4A2514205A11F260E4A6D4482FA03D901909DD9F57BE0536D

SHA-512: E47297896E981774EC3B59D41B89D6BA9333F6B4435EB9727D8645A46B10C7D408ADE06844871FA757382FBE7E645276449DB7B1B23BC59C9A71A5CB5A5ECC57

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pagamenti Chrome Web Store"..   },..   "app_name": {..      "message": "Pagamenti Chrome Web Store"..   },..   "craw_app_una
vailable": {..      "message": "App al momento non disponibile."..   },..   "craw_connect_to_network": {..      "message": "Collegati a una rete."..   },..   "iap_unavailable": {..      
"message": "La funzione Pagamenti In-App non . al momento disponibile."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   
"please_sign_in": {..      "message": "Accedi a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 806

Entropy (8bit): 4.671841695172103

Encrypted: false

SSDEEP: 12:YGGYpqbrR5IYstMNcXh82q8b0kOoZ46ToZ43pqbtVD2CR5IYstR0O8b0KhO/Nrnk:YHYpcFiLRMACqNpctVPieOAhOFvAOK

MD5: 96C8CBD161D3CE9CB1A46CB2CD0C6583

SHA1: 78BBFCF035B5B620E353C8E520653ADD3F4E7DB8

SHA-256: 81D8F1D9F72B3139BC5D9845BCF82990308FB6175D07514D8238B1E6D5D02E8A

SHA-512: 692468B7B44D961D8248BBC30CC11DE9F3F7E89D01A609E6CB71CAF653D8212C15DFA834C5FB6E8261FD21A25E9616861C0A3FC01DB27CBBE79C3FDE2C6549
DD

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"\u30a2\u30d7\u30ea\u306f\u73fe\u5728\u3054\u5229\u7528\u3044\u305f\u3060\u3051\u307e\u305b\u3093\u3002"},"craw_con
nect_to_network":{"message":"\u30cd\u30c3\u30c8\u30ef\u30fc\u30af\u306b\u63a5\u7d9a\u3057\u3066\u304f\u3060\u3055\u3044\u3002"},"app_name":{"message":
"Chrome \u30a6\u30a7\u30d6\u30b9\u30c8\u30a2\u6c7a\u6e08"},"app_description":{"message":"Chrome \u30a6\u30a7\u30d6\u30b9\u30c8\u30a2\u6c7a\u6e08"},"ia
p_unavailable":{"message":"\u30a2\u30d7\u30ea\u5185\u30da\u30a4\u30e1\u30f3\u30c8\u306f\u73fe\u5728\u3054\u5229\u7528\u3044\u305f\u3060\u3051\u307e\u3
05b\u3093\u3002"},"please_sign_in":{"message":"Chrome \u306b\u30ed\u30b0\u30a4\u30f3\u3057\u3066\u304f\u3060\u3055\u3044\u3002"},"jwt_retrieve_failed":
{"message":"The transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 656

Entropy (8bit): 4.88216622785951

Encrypted: false

SSDEEP: 12:YGGYpqHZMskkrcaw6cT/pb8pqHkrskeQV7wUO/NrnLAOK:YHYpsrkYcawwps5kdwUOFvAOK

MD5: 3CAF23A8EA2332D78B725B6C99EC3202

SHA1: 95C3504F55A929449EF2E3AB92014562AACD39AD

SHA-256: BFE72BBC492B9018A599CB6575366696E431E6A38400E4B2ED06EAE3340D3AE5

SHA-512: C000FCCB567D3590D4C401005E78C539961455BB13686296EC4FF7018BB0A4DAB2DA96FBDAA33D999C1409B5796932370219B3FF8490B671586DEBD6145519D6

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"\ud604\uc7ac \uc571\uc744 \uc0ac\uc6a9\ud560 \uc218 \uc5c6\uc2b5\ub2c8\ub2e4."},"craw_connect_to_network":{"messag
e":"\ub124\ud2b8\uc6cc\ud06c\uc5d0 \uc5f0\uacb0\ud558\uc138\uc694."},"app_name":{"message":"Chrome \uc6f9 \uc2a4\ud1a0\uc5b4 \uacb0\uc81c"},"app_description":
{"message":"Chrome \uc6f9 \uc2a4\ud1a0\uc5b4 \uacb0\uc81c"},"iap_unavailable":{"message":"\ud604\uc7ac \uc778\uc571 \uacb0\uc81c\ub97c \uc0ac\uc6a9\ud560 
\uc218 \uc5c6\uc2b5\ub2c8\ub2e4."},"please_sign_in":{"message":"Chrome\uc5d0 \ub85c\uadf8\uc778\ud558\uc138\uc694."},"jwt_retrieve_failed":{"message":"The tra
nsaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\ja\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\ko\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\lt\messages.json
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Category: dropped

Size (bytes): 576

Entropy (8bit): 4.846810495221701

Encrypted: false

SSDEEP: 12:YGGYpmEOnxwkD9AMoAYQa9AMoAYNpALveYAyO/NrnLAOK:YHYpmznayAMHcAMHQpAzeYAyOFvAOK

MD5: 41F2D63952202E528DBBB683B480F99C

SHA1: 9DD998542DBE6609299D4A5A25364A32FA7D7865

SHA-256: FF7C083CD1E6134DD8263C634336EB852274BAD1BFAD18762814C42BC65309D8

SHA-512: 7BD2E2D4264C6BD62DF2584F3C1D3A910C5C5A28F4532F1E8F0C2235E93714EDD6074EA24960D4DEB4F9125DA81CA813F06330EFF66FA8DF1552D1DAC686441
E

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"Programa \u0161iuo metu negalima."},"craw_connect_to_network":{"message":"Prisijunkite prie tinklo."},"app_name":{"message":
"\u201eChrome\u201c internetin\u0117s parduotuv\u0117s mok\u0117jimo sistema"},"app_description":{"message":"\u201eChrome\u201c internetin\u0117s pard
uotuv\u0117s mok\u0117jimo sistema"},"iap_unavailable":{"message":"Mok\u0117jimai programoje \u0161iuo metu negalimi."},"please_sign_in":{"message":"Prisijunkite 
prie \u201eChrome\u201c."},"jwt_retrieve_failed":{"message":"The transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 584

Entropy (8bit): 4.856464171821628

Encrypted: false

SSDEEP: 12:YGGYp6nQ11155y9k5hInf6whInf3pRKbqk0R5VR8WO/NrnLAOK:YHYpp11dy9iIdIvpc2ZgWOFvAOK

MD5: 1D21ED2D46338636E24401F6E56E326F

SHA1: 24497EDB25724BC4A57823C5CD06F50DB9647DD4

SHA-256: 434A375C32B8A21C435511C551F740FD4D170EC528A8F4EFC3D798EA4A07B606

SHA-512: 10A870718CC6281EE09DE01900D303B06589D9281C5849D6105C6FCF58BFFA3855F29C6ECA3689FFE6EF304BABCF41C5700EE2D8AFE711D57CB711194366FA6
A

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"Lietotne pagaid\u0101m nav pieejama."},"craw_connect_to_network":{"message":"L\u016bdzu, izveidojiet savienojumu ar t\u012bk
lu."},"app_name":{"message":"Chrome interneta veikala maks\u0101jumu sist\u0113ma"},"app_description":{"message":"Chrome interneta veikala maks\u0101jumu sist\u
0113ma"},"iap_unavailable":{"message":"Maks\u0101jumi lietotn\u0113s pa\u0161laik nav pieejami."},"please_sign_in":{"message":"L\u016bdzu, pierakstieties p\u010
1rl\u016bk\u0101 Chrome."},"jwt_retrieve_failed":{"message":"The transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 501

Entropy (8bit): 4.804937629013952

Encrypted: false

SSDEEP: 12:YGGYpB928UZjdyE9iDCiop8682fURHWO/NrnLAOK:YHYpXK/iOiop8NFHWOFvAOK

MD5: 8F0168B9A546D5A99FD8A262C975C80E

SHA1: B0718071BD0B7251D4459E9C87DF50C14622FBD6

SHA-256: F03FA7384DF79EBA6E0274D570996030F595A3BF6B781929DD9DB6593262E41F

SHA-512: A1191CDC496DDD7470BDCFAF186BB9488767159E0CA6A6242D195FA3351704DC8F8BBD03DBEE57D37BBD897C9E8D14B7325FB37D58AC80DEC0F972FF893758
B8

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"Appen er utilgjengelig for \u00f8yeblikket."},"craw_connect_to_network":{"message":"Du m\u00e5 koble til et nettverk."},"app
_name":{"message":"Chrome Nettmarked-betalinger"},"app_description":{"message":"Chrome Nettmarked-betalinger"},"iap_unavailable":{"message":"Betaling i app er i
kke tilgjengelig for \u00f8yeblikket."},"please_sign_in":{"message":"Du m\u00e5 logge p\u00e5 Chrome."},"jwt_retrieve_failed":{"message":"The transaction could not be 
completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 472

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\lv\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\nb\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\nl\messages.json
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Entropy (8bit): 4.651254944398292

Encrypted: false

SSDEEP: 12:YGGYpqK5XUoE32GFM2GapUEn7v0WO/NrnLAOK:YHYp/XaLeLapUEgWOFvAOK

MD5: E7F74DCE7B6411E4E0D95E9252CF74FA

SHA1: 33CC6C73C5F8D0144C0260C2E5A9BD0DB3EF6477

SHA-256: 3564AEF46C01602B19CC29FD8A79676C543427EDE98206D0C91B33AF0CCF3977

SHA-512: B0987002F8BC4F0B0AC41A87E90BA729464BF2F34D1CC413DD3837019F5F37FD46EB9E9FDABB97F5BDCB50768ABF808AF6E7C531CD7BCA477C71990D2F1333
5B

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"App momenteel niet beschikbaar."},"craw_connect_to_network":{"message":"Maak verbinding met een netwerk."},"app_name":
{"message":"Betalingen via Chrome Web Store"},"app_description":{"message":"Betalingen via Chrome Web Store"},"iap_unavailable":{"message":"In-app-betalingen is 
momenteel niet beschikbaar."},"please_sign_in":{"message":"Log in bij Chrome."},"jwt_retrieve_failed":{"message":"The transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 549

Entropy (8bit): 4.978056737225237

Encrypted: false

SSDEEP: 12:YGGYpTHlBqHdqcUP5Qp0mAW5Qp0mdpm5Qp0p9JqD2WO/NrnLAOK:YHYpRMdO5bmj5bmdpm5bLJBWOFvAOK

MD5: E16649D87E4CA6462192CF78EBE543EC

SHA1: 53097D592B13F3C1370366B25024EA72208B136A

SHA-256: EB435F7460A63576CA1ECB51948E7A3AD5168D2F175AE2B5836D469672923D84

SHA-512: 6EC702CEC6E312CAC6F33109A57F7D83A3F073F2F9A9BD42DB0F91A36F87D800EEB978C69023B6A0E00B86ECE3E1024C269F89D038F0926619F40D075F6689DD

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"Aplikacja jest obecnie niedost\u0119pna."},"craw_connect_to_network":{"message":"Po\u0142\u0105cz si\u0119 z sieci\u0105."},
"app_name":{"message":"P\u0142atno\u015bci w sklepie Chrome Web Store"},"app_description":{"message":"P\u0142atno\u015bci w sklepie Chrome Web Store"}
,"iap_unavailable":{"message":"P\u0142atno\u015bci w ramach aplikacji s\u0105 teraz niedost\u0119pne."},"please_sign_in":{"message":"Zaloguj si\u0119 w Chrome."
},"jwt_retrieve_failed":{"message":"The transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 513

Entropy (8bit): 4.734605177119403

Encrypted: false

SSDEEP: 12:YGGYpGAV9hv3/1PIc6WIc3paIBMMAV+KcIWO/NrnLAOK:YHYpGwLvt5R53pacHw1pWOFvAOK

MD5: 1F4BC8A5EFD59D61127ABEECD4B6CAE3

SHA1: 8647B4D2D643AE4F784ABDDC50D87A39AD02971A

SHA-256: E1950CBBF056F068EA56160DDB318F3E6232BFBBE096D221C7CA6FCAACE2A8B9

SHA-512: B58A95BBBC0A16B06826684198B481D2E15A7C760956721C3B538C62C902873A7856F328506457EE66311E45D7A16A4AAAC85B12853AA7EF09780189D28EB3DE

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"Aplicativo indispon\u00edvel no momento."},"craw_connect_to_network":{"message":"Conecte-se a uma rede."},"app_name":
{"message":"Pagamentos da Chrome Web Store"},"app_description":{"message":"Pagamentos da Chrome Web Store"},"iap_unavailable":{"message":"No momento, os 
Pagamentos no aplicativo n\u00e3o est\u00e3o dispon\u00edveis."},"please_sign_in":{"message":"Fa\u00e7a login no Google Chrome."},"jwt_retrieve_failed":{"
message":"The transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 503

Entropy (8bit): 4.742240430473613

Encrypted: false

SSDEEP: 12:YGGYpmvMAV9BKx1PIZUFWIZUapITEpBqMAVCWWO/NrnLAOK:YHYpmvMwOxtEUIEUapIITqMwCWWOFvAD

MD5: D80ECE7E4B3741CD9CD29B89D006B864

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\pl\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\pt_BR\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\pt_PT\messages.json
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SHA1: 8F0D587B78E36861ED00524ABF886FA20E14CAE4

SHA-256: C8FF9ACAEA1D3B6F8483339CB40F66BC563CCA8DD87F2337F813C492B20F451B

SHA-512: 8A53D9618BBD1A62CD48501E5620932631C1B045612082D99429628D2BF4409AEE3FA695107E82037B5CB332111C456CF3A74235C66B61380CF1E382914F1088

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"Aplica\u00e7\u00e3o atualmente indispon\u00edvel."},"craw_connect_to_network":{"message":"Ligue-se a uma rede."},"
app_name":{"message":"Pagamentos via Chrome Web Store"},"app_description":{"message":"Pagamentos via Chrome Web Store"},"iap_unavailable":{"message":"Os 
Pagamentos na app est\u00e3o atualmente indispon\u00edveis."},"please_sign_in":{"message":"Inicie sess\u00e3o no Chrome."},"jwt_retrieve_failed":{"message":"The 
transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 554

Entropy (8bit): 4.8596885592394505

Encrypted: false

SSDEEP: 12:YGGYpqOHHEG7PMeH8EPJWb2r9EWJWb2r9RpmJW9FjkUhI3C7PMdWO/NrnLAOK:YHYpbnEG7PjlJBfJBRpmJmBh57PEWOFY

MD5: D63E66B94A4EA2085D80E76209582FB1

SHA1: 4ECAC3EB64DD6253310A0776E6D42257FC290D77

SHA-256: 91A5AAD210C3E0241106E8821B3897EDEFEC9D85033C94DB2324FF3A5FDE5AC7

SHA-512: 09AC34CF286FD0730EED4F6DB3E2FD00A026D0F42DCC75AE49B045DDAD38DFA38B0FB7823ECAC8B0A9BC2A89F4EAF4BCE081779F2ECDF6CC39286045577D
C5C9

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"\u00cen prezent, aplica\u021bia nu este disponibil\u0103."},"craw_connect_to_network":{"message":"Conecteaz\u0103-te la o re
\u021bea."},"app_name":{"message":"Pl\u0103\u021bi prin Magazinul web Chrome"},"app_description":{"message":"Pl\u0103\u021bi prin Magazinul web Chrome
"},"iap_unavailable":{"message":"Pl\u0103\u021bile \u00een aplica\u021bie nu sunt disponibile momentan."},"please_sign_in":{"message":"Conecteaz\u0103-te la Chr
ome."},"jwt_retrieve_failed":{"message":"The transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 1165

Entropy (8bit): 4.224419823550506

Encrypted: false

SSDEEP: 24:YHYpNQVFc0BHlbZ0JRiKUG0L6RqQV9zJd0L6RqQV9zJRp00EQVqaQVFc0BRTlPzU:YHYpNQLHFQYKA6wQTz+6wQTz3paQAaQ8

MD5: 22F9E62ABAD82C2190A839851245A495

SHA1: E7F79BD875918F0D0799DB5F45FAC6297FB66AF7

SHA-256: 9FC1167626C97BCBFDAFF23C6033A44252F89A501AF1DF41C43CB3A994FEB09F

SHA-512: F577F2F0C344C4E4050AF025A9FB9AC78CADF7FE177F63AB9863826A9808B7FBF5D3363E3B61D7A6DB083EF5EBAC5474D710347B701640AB9C229A3E5D1F0A4
8

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"\u041f\u0440\u0438\u043b\u043e\u0436\u0435\u043d\u0438\u0435 \u043d\u0435\u0434\u043e\u0441\u0442\u0443\u043f\u043
d\u043e."},"craw_connect_to_network":{"message":"\u041f\u043e\u0434\u043a\u043b\u044e\u0447\u0438\u0442\u0435\u0441\u044c \u043a \u0441\u0435\u0442\u0
438."},"app_name":{"message":"\u041f\u043b\u0430\u0442\u0435\u0436\u043d\u0430\u044f \u0441\u0438\u0441\u0442\u0435\u043c\u0430 \u0418\u043d\u0442\u04
35\u0440\u043d\u0435\u0442-\u043c\u0430\u0433\u0430\u0437\u0438\u043d\u0430 Chrome"},"app_description":{"message":"\u041f\u043b\u0430\u0442\u0435\u043
6\u043d\u0430\u044f \u0441\u0438\u0441\u0442\u0435\u043c\u0430 \u0418\u043d\u0442\u0435\u0440\u043d\u0435\u0442-\u043c\u0430\u0433\u0430\u04
37\u0438\u043d\u0430 Chrome"},"iap_unavailable":{"message":"\u041f\u043b\u0430\u0442\u0435\u0436\u0438 \u0447\u0435\u0440\u0435\u0437 \u043f\u0440\u04
38\u043b\u043e\u0436\u0435\u043d\u0438\u044f \u043d\u0435\u0434\u043e\u0441\u0442\u0443\u043f\u043d\u044b."},"

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 548

Entropy (8bit): 4.850036636276313

Encrypted: false

SSDEEP: 12:YGGYprMpsgCmIkPJE7ZEWJE7ZRpmJEtMxfAVADJ4ZAvIWO/NrnLAOK:YHYprMFCmvJE7ZfJE7ZRpmJEtMSVGKZo

MD5: 4BBAA10FD00AADBBA3EF6E805E8E1A62

SHA1: 1991901BD6A20C4A7977F09DF30C0CFF0524C504

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\ro\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\ru\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\sk\messages.json
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SHA-256: 906C4F7FDDE15DE4C841E7910BBF14D9175E894BCB244B56E8447A5ADFA5B7AB

SHA-512: 3490F8826E3DB0C8B4FE7B1866DA27F6585ADF52E74392A592A60A916E8A784FF7B92B3DE8985084546D663588369D9BB03FCB25196B7F9C6DF607BEB7DEF010

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"Aplik\u00e1cia moment\u00e1lne nie je dostupn\u00e1."},"craw_connect_to_network":{"message":"Pripojte sa k sieti."},"app_name":
{"message":"Platby Internetov\u00e9ho obchodu Chrome"},"app_description":{"message":"Platby Internetov\u00e9ho obchodu Chrome"},"iap_unavailable":{"message":
"Platby v aplik\u00e1cii moment\u00e1lne nie s\u00fa k dispoz\u00edcii."},"please_sign_in":{"message":"Prihl\u00e1ste sa do prehliada\u010da Chrome."},"jwt_retr
ieve_failed":{"message":"The transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 494

Entropy (8bit): 4.7695148367588285

Encrypted: false

SSDEEP: 12:YGGYpTOEtyPFTEPJEsvmfEWJEsvmfRpmJEiArERfH5/4WO/NrnLAOK:YHYpqoyPRAJEs4fJEs4RpmJEi6AfH5/x

MD5: F45DE58765A37FD095319D7DEB0F2FB6

SHA1: B585A485C9BC1982EDF7AE0B9AC73A8E91D41CB5

SHA-256: 8366774AA582035BC7D949F4E28FAEC371C305D01404DF56FFF5A78B4F6ECDB7

SHA-512: F86334E6E6F90961AD9C8E7DD1A4E923476249469180AC69D9DE59746FE26FAECB585898FC50310380F20CEB0971CA1EB7B55046DA75276840AEA6BAFF574E66

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"Aplikacija trenutno ni na voljo."},"craw_connect_to_network":{"message":"Pove\u017eite se z omre\u017ejem."},"app_name":{"me
ssage":"Pla\u010dila v spletni trgovini Chrome"},"app_description":{"message":"Pla\u010dila v spletni trgovini Chrome"},"iap_unavailable":{"message":"Pla\u010dila v aplik
acijah trenutno niso na voljo."},"please_sign_in":{"message":"Prijavite se v Chrome."},"jwt_retrieve_failed":{"message":"The transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 1152

Entropy (8bit): 4.2078334514915685

Encrypted: false

SSDEEP: 24:YHYpY0f7BxQVnRl5LRO1QV1J0V8aQVEeORbo0V8aQVEeORbIp00V4i0f7BXR2QVj:YHYpV9xQVP5LyQHQQc/QcGpcH9XR2QVj

MD5: 92C1FAC62EB7F92EC3794D4A141BEF32

SHA1: 2AFA41BF51BF9A1089B0B92A9D2DC74299B79813

SHA-256: 9DF154C93B02695AF1CC39F085D9D178EC6AF131A62C2AFC65F125F8F9A5B7AC

SHA-512: D0709E4F586EAC03548A47D72156CF48D9B4EB9AF9ED8335DF75F541AE1B4172541647EC8BA081965647A9EAE10DB342F87558977BE6075B2D3CC5C3995ED6E
E

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"\u0410\u043f\u043b\u0438\u043a\u0430\u0446\u0438\u0458\u0430 \u0458\u0435 \u0442\u0440\u0435\u043d\u0443\u0442\u04
3d\u043e \u043d\u0435\u0434\u043e\u0441\u0442\u0443\u043f\u043d\u0430."},"craw_connect_to_network":{"message":"\u041f\u043e\u0432\u0435\u0436\u0438\u0
442\u0435 \u0441\u0430 \u043c\u0440\u0435\u0436\u043e\u043c."},"app_name":{"message":"\u041f\u043b\u0430\u045b\u0430\u045a\u0430 \u0443 Chrome \u0432\
u0435\u0431-\u043f\u0440\u043e\u0434\u0430\u0432\u043d\u0438\u0446\u0438"},"app_description":{"message":"\u041f\u043b\u0430\u045b\u0430\u045a\u0430 \u
0443 Chrome \u0432\u0435\u0431-\u043f\u0440\u043e\u0434\u0430\u0432\u043d\u0438\u0446\u0438"},"iap_unavailable":{"message":"\u041f\u043b\u0430\u045b\u
0430\u045a\u0430 \u0443 \u0430\u043f\u043b\u0438\u043a\u0430\u0446\u0438\u0458\u0438 \u0441\u0443 \u0442\u0440\u0435\u043d\u0443\u0442\u043d\u043e \u0
43d\u0435\u0434\u043e\u0441\u0442\u0443\u043f\u043d\u0430."},"please_sign_in":{"message":"\u041f\u04

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 523

Entropy (8bit): 4.788896709100935

Encrypted: false

SSDEEP: 12:YGGYpg6hVGZE3aFMaap8Sp5b6hwUwrdIWO/NrnLAOK:YHYpg6hPaeaap8Sr6hwXIWOFvAOK

MD5: 6E1BE9CEE29818E54E3D1C7D483DD6F7

SHA1: B9DD926B60E225C5BE8A1DBB7EF3ACE422A204A9

SHA-256: E348583D8C53F4A5DEC4551DA93785C17108466E427E06F84708AA383EA0E326

SHA-512: 3ADB32C0F098E064B774E7E7F615F54C44ADFB3BFC554B06A17048C6077C5885D42BD89F6733D64D65EA1785033B36B386EF0B6661FD539855484EA5A2900BB7

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\sl\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\sr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\sv\messages.json
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Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"Appen \u00e4r inte tillg\u00e4nglig f\u00f6r tillf\u00e4llet."},"craw_connect_to_network":{"message":"Anslut till ett n\u00e4tverk."},
"app_name":{"message":"Betalning via Chrome Web Store"},"app_description":{"message":"Betalning via Chrome Web Store"},"iap_unavailable":{"message":"Betalning i 
appen \u00e4r inte tillg\u00e4ngligt f\u00f6r n\u00e4rvarande."},"please_sign_in":{"message":"Logga in i Chrome."},"jwt_retrieve_failed":{"message":"The transaction coul
d not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 1300

Entropy (8bit): 4.09652661599029

Encrypted: false

SSDEEP: 24:YHYpqQV8k6Nvgnd0BQV3d0BQV5pWdPiWdBy7MIoWOFvAOK:YHYpqQ+k6NUaBQlaBQXpW3dBUMIehQ

MD5: 283D5177FB2FC7082967988E2683EC7C

SHA1: DEDE43967F3CEF9D9325F140872A63BFCE2AA8C5

SHA-256: E8D5820BDE31B66A7641068FDEDD1A5F20C1A783460B98887A670F38422099CF

SHA-512: 74413C00C58B7136038D4C41D5C7C79EC02A9830779ABB719D72536B74C5E338B1548A20290559FB3F4E2A938B728CF99041050DD1970848EE9A6590EB0AB3E4

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"\u0e44\u0e21\u0e48\u0e2a\u0e32\u0e21\u0e32\u0e23\u0e16\u0e43\u0e0a\u0e49\u0e07\u0e32\u0e19\u0e41\u0e2d\u0e1b\u0e44
\u0e14\u0e49\u0e43\u0e19\u0e02\u0e13\u0e30\u0e19\u0e35\u0e49"},"craw_connect_to_network":{"message":"\u0e42\u0e1b\u0e23\u0e14\u0e40\u0e0a\u0e37\u0e48\
u0e2d\u0e21\u0e15\u0e48\u0e2d\u0e01\u0e31\u0e1a\u0e40\u0e04\u0e23\u0e37\u0e2d\u0e02\u0e48\u0e32\u0e22"},"app_name":{"message":"\u0e23\u0e30\
u0e1a\u0e1a\u0e0a\u0e33\u0e23\u0e30\u0e40\u0e07\u0e34\u0e19\u0e02\u0e2d\u0e07 Chrome \u0e40\u0e27\u0e47\u0e1a\u0e2a\u0e42\u0e15\u0e23\u0e4c"
},"app_description":{"message":"\u0e23\u0e30\u0e1a\u0e1a\u0e0a\u0e33\u0e23\u0e30\u0e40\u0e07\u0e34\u0e19\u0e02\u0e2d\u0e07 Chrome \u0e40\u0e27\u0e47\u
0e1a\u0e2a\u0e42\u0e15\u0e23\u0e4c"},"iap_unavailable":{"message":"\u0e23\u0e30\u0e1a\u0e1a\u0e0a\u0e33\u0e23\u0e30\u0e40\u0e07\u0e34\u0e19\u0e43\u0e1
9\u0e41\u0e2d\u0e1b\u0e1e\u0e25\u0e34\u0e40\u0e04\u0e0a\u0e31\u0e19\u0e44\u0e21\u0e48\u0e1e\u0e23\u0e49\u0e2d\u0e21\u0e4

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 572

Entropy (8bit): 4.93347615778905

Encrypted: false

SSDEEP: 12:YGGYpFh852XmYG45SfVVh5SX8pFBkw452kK/O/NrnLAOK:YHYpFhJ2Y95AJ5I8pFhlkwOFvAOK

MD5: 1BF2AA4BB904B406C9C2B7DF769BB540

SHA1: 8D29C4B7A79AB0657747CA194D1934292A46D2A8

SHA-256: 0F2E8285BA3E2BDBA6B16435FB941B07159AACFAC80196AD5941B79AB52B712A

SHA-512: 0DF48AE0A518A940489E91D8A0D6E7E47A3153747358E06CD792BFA3D826F47FA1502268F602E7D7EDFC1C111AEB3FAF0E67F845986DDA77E2FC4B3336BCF46
C

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"Uygulama \u015fu anda kullan\u0131lam\u0131yor."},"craw_connect_to_network":{"message":"L\u00fctfen bir a\u011fa ba\u011flan
\u0131n."},"app_name":{"message":"Chrome Web Ma\u011fazas\u0131 \u00d6demeleri"},"app_description":{"message":"Chrome Web Ma\u011fazas\u0131 \u00d6dem
eleri"},"iap_unavailable":{"message":"Uygulama \u0130\u00e7i \u00d6demeler \u015fu anda kullan\u0131lamaz."},"please_sign_in":{"message":"L\u00fctfen Chrome'da 
oturum a\u00e7\u0131n."},"jwt_retrieve_failed":{"message":"The transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 1088

Entropy (8bit): 4.268588181103308

Encrypted: false

SSDEEP: 24:YHYpNQVVQVrll5eN7jAQVF0Zz0id0Zz0iRp00AQVqaQVVQVSMQVvjlkYHA1RnWOi:YHYpNQPQZ75exkQAz0/z00p2QAaQPQQN

MD5: FD1C9890679036E1AD914218753B1E8E

SHA1: 58160F7A0FC94110A2876223E406A517C8E2660B

SHA-256: 39D19CC3387FFCE13A8F11DAD72E2FCBB7CD1A4367EC699AD7C40D6F52ECE717

SHA-512: 03E81C398EE6A5DC65A40CA07E1A4CBEC2662D2C151A76C9ECB813587D672AC71311C39C5C5DA8A1AE78A3A6CE3938609D1365F7819424FC34289C7743DF00D
2

Malicious: false

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\th\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\tr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\uk\messages.json
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Reputation: low

Preview: {"craw_app_unavailable":{"message":"\u041f\u0440\u043e\u0433\u0440\u0430\u043c\u0430 \u0442\u0438\u043c\u0447\u0430\u0441\u043e\u0432\u043e \u043d\u04
35\u0434\u043e\u0441\u0442\u0443\u043f\u043d\u0430."},"craw_connect_to_network":{"message":"\u041f\u0456\u0434\u2019\u0454\u0434\u043d\u0430\u0439\u04
42\u0435\u0441\u044f \u0434\u043e \u043c\u0435\u0440\u0435\u0436\u0456."},"app_name":{"message":"\u041f\u043b\u0430\u0442\u0435\u0436\u0456 \u0412\u04
35\u0431-\u043c\u0430\u0433\u0430\u0437\u0438\u043d\u0443 Chrome"},"app_description":{"message":"\u041f\u043b\u0430\u0442\u0435\u0436\u0456 \u0412\u04
35\u0431-\u043c\u0430\u0433\u0430\u0437\u0438\u043d\u0443 Chrome"},"iap_unavailable":{"message":"\u041f\u043b\u0430\u0442\u0435\u0436\u0456 \u0447\u04
35\u0440\u0435\u0437 \u043f\u0440\u043e\u0433\u0440\u0430\u043c\u0443 \u0437\u0430\u0440\u0430\u0437 \u043d\u0435 \u0434\u043e\u0441\u0442\u0443\u043f
\u043d\u0456."},"please_sign_in":{"message":"\u0423\u0432\u0456\u0439\u0434\u0456\u0442\u044c \u0443

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 671

Entropy (8bit): 4.846531831162704

Encrypted: false

SSDEEP: 12:YGGYpqp80NORWLNiNI2k8yypSNiNI2k8yy+piNiNI2miI80NO5WO/NrnLAOK:YHYpmvNcCgWgUpudiIvN6WOFvAOK

MD5: 7D52E9357AB847B4CC8DBC8CC4DA93F5

SHA1: AF877F3992D8056C8F08462BD575595BF79FE5B0

SHA-256: 313F71F3FFDCEFC76FC746FF2029FBF8FBE38BD83DCF952FC3DDCD8AA96D5CFB

SHA-512: E66E7FACDF35A0F72AC61DEAAEC43A2DAC976CADEA146EBE3E90E739178F173E32ADCF909F05F2657F2AD66E2ECB6015F6733CEA4B9E42337246469F89D3A
12F

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"\u1ee8ng d\u1ee5ng hi\u1ec7n kh\u00f4ng kh\u1ea3 d\u1ee5ng."},"craw_connect_to_network":{"message":"Vui l\u00f2ng k\u1ebft 
n\u1ed1i v\u1edbi m\u1ea1ng."},"app_name":{"message":"Thanh to\u00e1n tr\u00ean c\u1eeda h\u00e0ng Chrome tr\u1ef1c tuy\u1ebfn"},"app_description":{"me
ssage":"Thanh to\u00e1n tr\u00ean c\u1eeda h\u00e0ng Chrome tr\u1ef1c tuy\u1ebfn"},"iap_unavailable":{"message":"Thanh to\u00e1n trong \u1ee9ng d\u1ee5ng 
hi\u1ec7n kh\u00f4ng kh\u1ea3 d\u1ee5ng."},"please_sign_in":{"message":"Vui l\u00f2ng \u0111\u0103ng nh\u1eadp v\u00e0o Chrome."},"jwt_retrieve_failed":{"me
ssage":"The transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 602

Entropy (8bit): 4.917339139635893

Encrypted: false

SSDEEP: 12:YGGYpqrL0MdI1i1kovbdKD/vbdKopqIQfvJ19KhO/NrnLAOK:YHYpMLfjvsTvsop3QPAOFvAOK

MD5: 393680A09DEE0CB9046A62BDC0750B74

SHA1: 54E7F8215061A4AB241B87AE4E81C8F860EB2C2B

SHA-256: D5FB52C2897FD5C294784DB63C933AC77C609D10AC91431CCB295D87452CBEE6

SHA-512: 14C214CAEFC69B085E918F492C75E2A48BC6A9C2D347D29403B26E69A474825E302A3E106710E5C04E047BD57EE684A67846A5DE956705FFBF41BB0614B8CEB
2

Malicious: false

Reputation: low

Preview: {"craw_app_unavailable":{"message":"\u5e94\u7528\u76ee\u524d\u65e0\u6cd5\u4f7f\u7528\u3002"},"craw_connect_to_network":{"message":"\u8bf7\u8fde\u63a5\
u5230\u7f51\u7edc\u3002"},"app_name":{"message":"Chrome \u7f51\u4e0a\u5e94\u7528\u5e97\u4ed8\u6b3e\u7cfb\u7edf"},"app_description":{"message":"Chrome 
\u7f51\u4e0a\u5e94\u7528\u5e97\u4ed8\u6b3e\u7cfb\u7edf"},"iap_unavailable":{"message":"\u76ee\u524d\u65e0\u6cd5\u4f7f\u7528\u5e94\u7528\u5185\u4ed8\u6
b3e\u3002"},"please_sign_in":{"message":"\u8bf7\u767b\u5f55 Chrome\u3002"},"jwt_retrieve_failed":{"message":"The transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 680

Entropy (8bit): 4.916281462386558

Encrypted: false

SSDEEP: 12:YGGYpqI8ROuDWMg0kP2uD/vbd8Em2uD/vbd8RpqI8RauDRsXwvC/KhO/NrnLAOK:YHYp38suDUSuD/v2OuD/v2Rp38cuDGbq

MD5: CD30D132A7213FC1B7E03C6D0A49CCF7

SHA1: 1141DED39023B821FE9BB4682E0D1EB5469DAF76

SHA-256: 5717F13D10E63255947F750C79CBB6BD04A6D97A08261E8D5764AF5EB0561A28

SHA-512: 0DCD3CEB93AB58655551B00D7AD4FE4A6F1F6B24EDD31244FF9B57AE529BF1A9E0220A6258C64790F9CC9F026AB9DA3AEE1575809CC94DC4F8754194C958FD
19

Malicious: false

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\vi\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\zh_CN\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_locales\zh_TW\messages.json
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Reputation: low

Preview: {"craw_app_unavailable":{"message":"\u76ee\u524d\u7121\u6cd5\u4f7f\u7528\u9019\u500b\u61c9\u7528\u7a0b\u5f0f\u3002"},"craw_connect_to_network":{"messa
ge":"\u8acb\u9023\u4e0a\u7db2\u8def\u3002"},"app_name":{"message":"Chrome \u7dda\u4e0a\u61c9\u7528\u7a0b\u5f0f\u5546\u5e97\u4ed8\u6b3e\u7cfb\u7d71"},"
app_description":{"message":"Chrome \u7dda\u4e0a\u61c9\u7528\u7a0b\u5f0f\u5546\u5e97\u4ed8\u6b3e\u7cfb\u7d71"},"iap_unavailable":{"message":"\u76ee\u5
24d\u7121\u6cd5\u4f7f\u7528\u61c9\u7528\u7a0b\u5f0f\u5167\u4ed8\u6b3e\u529f\u80fd\u3002"},"please_sign_in":{"message":"\u8acb\u767b\u5165 Chrome\u3002
"},"jwt_retrieve_failed":{"message":"The transaction could not be completed."}}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 7780

Entropy (8bit): 5.791315351651491

Encrypted: false

SSDEEP: 192:RktDNJ2UzsL5KcASyoH+CouKP/iNGRo/oRHMIT:AZQflcsU

MD5: 0834821960CB5C6E9D477AEF649CB2E4

SHA1: 7D25F027D7CEE9E94E9CBDEE1F9220C8D20A1588

SHA-256: 52A24FA2FB3BCB18D9D8571AE385C4A830FF98CE4C18384D40A84EA7F6BA7F69

SHA-512: 9AEAFC3ECE295678242D81D71804E370900A6D4C6A618C5A81CACD869B84346FEAC92189E01718A7BB5C8226E9BE88B063D2ECE7CB0C84F17BB1AF3C5B1A3F
C4

Malicious: false

Reputation: low

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJfbG9jYWxlcy9iZy9tZXNzYWdlcy5qc29uIiwicm9vdF9oYXNoIjoiZHUtdGRPdUNWcmxDY254Q0poRkg2NXpLU05vb1RiUE56bDNHbzdRMGJ3SSJ9LHs
icGF0aCI6Il9sb2NhbGVzL2NhL21lc3NhZ2VzLmpzb24iLCJyb290X2hhc2giOiJ6ZGtWaF9XdkxJWlhkck5xWHBvSHNRMGh1ZGtSM2d1QlMzb2VsTEZLNklVIn0seyJwY
XRoIjoiX2xvY2FsZXMvY3MvbWVzc2FnZXMuanNvbiIsInJvb3RfaGFzaCI6Ik9nUkNIZlVoam9xOU93NHFfaEhvTTQxNzNMelJyYkVpUVdsRXNRSzhscFkifSx7InBhdGg
iOiJfbG9jYWxlcy9kYS9tZXNzYWdlcy5qc29uIiwicm9vdF9oYXNoIjoiN2JVWW1LYkhQUUNRMXBGcmUzTHJySEhwWk9xN1c2Zk5hT0laWmdKUERTTSJ9LHsicGF0aCI6I
l9sb2NhbGVzL2RlL21lc3NhZ2VzLmpzb24iLCJyb290X2hhc2giOiJOV3FkU3Rfc1NFMm9KT2VuSUZtM0pMRm9iOGtBZ3ZTa3RtZGpCRGJWazdBIn0seyJwYXRoIjoiX2x
vY2FsZXMvZWwvbWVzc2FnZXMuanNvbiIsInJvb3RfaGFzaCI6ImgyaEZ0YUJoLXJQUEtoUm00QkFWM0VEZmhFbnh5MElGOVhYT3Z0aHhlNjAifSx7InBhdGgiOiJfbG9jY
Wxlcy9lbi9tZXNzYWdlcy5qc29uIiwicm9vdF9oYXNoIjoid0pSZDFmM3NxMERFVTJHLXd

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 544643

Entropy (8bit): 5.385396177420207

Encrypted: false

SSDEEP: 6144:abyfBNC2FRdjiRXqbe5Dq31IVlMqX+wd5/CcMMJcRULt0NjyTOEzZQ+h72W3GB0n:Ft/g

MD5: 6EEBED29E6A6301E92A9B8B347807F5F

SHA1: 65DFB69B650560551110B33DCBA50B25E5B876DE

SHA-256: 04CD9494B0ED83924DAD12202630B20D053D9E2819C8E826A386C814CC0A1697

SHA-512: FEDE6DB31F2AD242E7BC7B52A8859BA7F466A0B920A8DADCB32DCFB5B2A2742E98B767FF22E0C5BC5C11FEC021240AA9E458486C9039EB4EBE5CF6AF7BE9
7BF2

Malicious: false

Reputation: low

Preview: /*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var d,e=e||{};e.scope={};e.arrayIteratorImpl=function(a){var b=0;return function(){return 
b<a.length?{done:!1,value:a[b++]}:{done:!0}}};e.arrayIterator=function(a){return{next:e.arrayIteratorImpl(a)}};e.ASSUME_ES5=!1;e.ASSUME_NO_NATIVE_MAP=!1;e.A
SSUME_NO_NATIVE_SET=!1;e.SIMPLE_FROUND_POLYFILL=!1;e.ISOLATE_POLYFILLS=!1;e.FORCE_POLYFILL_PROMISE=!1;e.FORCE_POLYFILL_P
ROMISE_WHEN_NO_UNHANDLED_REJECTION=!1;.e.defineProperty=e.ASSUME_ES5||"function"==typeof Object.defineProperties?Object.defineProperty:funct
ion(a,b,c){if(a==Array.prototype||a==Object.prototype)return a;a[b]=c.value;return a};e.getGlobal=function(a){a=["object"==typeof globalThis&&globalThis,a,"obje
ct"==typeof window&&window,"object"==typeof self&&self,"object"==typeof global&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw 
Error("Cannot find global object");};e.global=e.getGlobal(this);.e.IS_SYMBOL_NATIVE="func

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 261316

Entropy (8bit): 5.444466092380538

Encrypted: false

SSDEEP: 3072:I5vU7I6s2M9duIWFCbmYJ4tnFWdqpMad2vywhIp81QFv9F9nNsZgiDdOFlV/mZmc:I5vqFCb2p8Gx9FNNsZ9Dd/ceR

MD5: 1709B6F00A136241185161AA3DF46A06

SHA1: 33DA7D262FFED1A5C2D85B7390E9DBC830CBE494

SHA-256: 5721A4B3F8E09C869A629EFFD350B51C9D46F0AC136717D4DB6265C0EE6F9AC8

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\_metadata\verified_contents.json

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\craw_background.js

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\craw_window.js
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SHA-512: 26835B4C050F53AD2DDB84469DF9A84BBB2786A655AB52DFC20B54BEDCB81D1ECD789198D5B7D8B940242E5CEAC818A177444D402397AE82C203438C4B1D19
CB

Malicious: false

Reputation: low

Preview: /*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var b,k=k||{};k.scope={};k.createTemplateTagFirstArg=function(a){return a.raw=a};k.cre
ateTemplateTagFirstArgWithRaw=function(a,c){a.raw=c;return a};k.arrayIteratorImpl=function(a){var c=0;return function(){return c<a.length?{done:!1,value:a[c++]}:
{done:!0}}};k.arrayIterator=function(a){return{next:k.arrayIteratorImpl(a)}};k.makeIterator=function(a){var c="undefined"!=typeof Symbol&&Symbol.iterator&&a[Symbol.itera
tor];return c?c.call(a):k.arrayIterator(a)};.k.arrayFromIterator=function(a){for(var c,d=[];!(c=a.next()).done;)d.push(c.value);return d};k.arrayFromIterable=function(a){return 
a instanceof Array?a:k.arrayFromIterator(k.makeIterator(a))};k.ASSUME_ES5=!1;k.ASSUME_NO_NATIVE_MAP=!1;k.ASSUME_NO_NATIVE_SET=!1;k.SI
MPLE_FROUND_POLYFILL=!1;k.ISOLATE_POLYFILLS=!1;k.FORCE_POLYFILL_PROMISE=!1;k.FORCE_POLYFILL_PROMISE_WHEN_NO_UNHANDLED_RE
JECTION=!1;.k.objectCreate=k.ASSUME_ES5||"function"==typeof Object.cre

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 1741

Entropy (8bit): 4.912380256743454

Encrypted: false

SSDEEP: 24:LalZ74H+rMwJHwIodHRmxt3jiu1iu1RDpfeWlMl548wJHwDwCapt/VMYXj8Eq27K:Z+rMm71le88S1tWYXmrVZFH

MD5: 67BF9AABE17541852F9DDFF8245096CD

SHA1: A4AC74DD258E8E0689034FAA1B15A5C7C56DC3BB

SHA-256: 10DFBD2D98950B79EE12F6B8E3885AABE31543048DE56AD4FC0A5E34D0D9D4EC

SHA-512: 298FA132C6F122798FDB9BC6DE8024915147ADC20355B56A92F0ED9ACCE4549BE6E7F42212E07DCA166E31624D4E66E299565845D4BA1C51CA935050641B61FE

Malicious: false

Reputation: low

Preview: html, body {.  margin: 0;.  overflow: hidden;.}..webview {.  width: 100%;.  height: 100%;.  min-height: 100%;.  position: absolute;.}...craw_overlay {.  position: absolute;..  left
: 0;.  top: 0;.  right: 0;.  bottom: 0;..  background-color: white;..  -webkit-transition: opacity 250ms linear;..  display: -webkit-flex;.  -webkit-flex-direction: column;.  -webkit-
flex: 1 0%;.  -webkit-align-items: center;.  -webkit-justify-content: center;..  -webkit-app-region: drag;.}...craw_overlay img {.  margin: 16px;.}..#loading_overlay {.  opacity: 
1;.}..#offline_overlay {.  opacity: 0;.  display: none;.}..#offline_overlay > img {.  -webkit-filter: saturate(0%);.}..#offline_overlay > span {.  font-family: 'Open Sans', 'Deja Vu 
Sans', Arial, sans-serif;.  font-size: 15px;.  line-height: 21px;.  color: #8d8d8d;.  display: block;.}..#loading_splash {.  width: 128px;.  height: 128px;.}..#drag_overlay {.  
position: absolute;.  left: 0;.  top: 0;.  right: 0;.  bottom: 0;.  pointer-events: none;.  -webkit

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text

Category: dropped

Size (bytes): 810

Entropy (8bit): 4.723481385335562

Encrypted: false

SSDEEP: 12:hYenuEJIig5fRpvV4AEdN2sAAuzg/7RwQuLYpUH9KfRnQBGgZKy3QGgjPSWZDQL:hYeLJKTVNEuLAuzg/twQucpS9bj3

MD5: 34A839BC40DEBC746BBD181D9EF9310C

SHA1: 8B4EAA74D31EED5B0BABA3CA5460201F6B10DA46

SHA-256: BB8742615E4CD996AE5D0200E443AE6A6F0B473255F03AFFDB8FB4660DE4554D

SHA-512: EE81E5509CBC2CB2B6C834224688C1E1B1AA9AA3866C52F8EAED040D5C390653C52D8D681E2E2CF62906643962ABAC823D5B622385B983B21E0DCCAFDF281E
FF

Malicious: false

Reputation: low

Preview: <!DOCTYPE html>.<html>.  <head>.    <link href="/css/craw_window.css" rel="stylesheet">.    <script src="/craw_window.js"></script>.  </head>.  <body>.    <webview>
</webview>.    <div class="craw_overlay" id="loading_overlay">.      <img src="/images/icon_128.png" />.      <img src="/images/flapper.gif" />.    </div>.    <div cl
ass="craw_overlay" id="offline_overlay">.      <img src="/images/icon_128.png" />.      <span id="app_unavailable"></span>.      <span id="connect_to_network"><
/span>.    </div>.    <div id="drag_overlay"></div>.    <div id="top_bar">.      <div id='close_button'>.        <img src='/images/topbar_floating_button_close.png'/>.      
</div>.      <div id='maximize_button'>.        <img src='/images/topbar_floating_button_maximize.png'/>.      </div>.    </div>.  </body>.</html>.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 30 x 30

Category: dropped

Size (bytes): 70364

Entropy (8bit): 7.119902236613185

Encrypted: false

SSDEEP: 768:g5TXOSBAqNIPmA8NcjCWdM0VFMJEwavTeElfWupav5TXg7wV+irIPny9MTVQHydi:g5KSmiIPmAhZWiMsDfWug7DmqM6HybkF

MD5: 398ABB308EEBC355DA70BCE907B22E29

SHA1: CFFB77B8A1724B8F81D98C6D6AD0071D10162252

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\css\craw_window.css

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\html\craw_window.html

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\images\flapper.gif
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SHA-256: 2B73533F47A99FFEA9CC405FFAFA9C4C53623F62487AEBFBA415945120B22040

SHA-512: FC7A56FC8A61A582161874B54ADBAD30A84840190008EDB0B6FBF84F91393CA58E988E3FE446F11A0C3C691C18249B93AEC2904B3D0C4F0857D79034F662385A

Malicious: false

Reputation: low

Preview: GIF89a.......................................................!.......!..NETSCAPE2.0.....,.............9.:.h0.bT(6.!l.&..("g*k..JL1.[....o. .(:..B(.6."...Z.CUyh0.....j.C.z8..S....2.T'...Q..4 g|]$ueW.Ny
Q.IoL!AoF#9h>7.0t..%..,.@.m4..7..!.......,.............9.:.h0.bT(6.!l.&..("g*k..JL1.[....o. .(:..B(.6."...Z.CUyh0.....j.C.z8..S....2.T'...Q..4 g|]$ueW.NyQ.IoL!AoF#9h>7.0t..%..,.@.m
4..7..!.......,............................................................................................................'..w=.....\.)._6.k..OF...n.#\~"....2b3..I.)..eu.Q.`.e......gr.?>.s.I0.....@.~.Tr.[8.+.,.;..EE....S.*f.....,
.....B8/D..;.9.q......ukC...r.I.....j......BGY...o2J....+O4....X4.....cH%7....I.....0H!.!.....!.,...............................................................................................................................................
..............................................................p8.a$....hh@.4....X,A.0L..(....JX.j...,..........z.X.Q....jB.d....B..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 128 x 128, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 4364

Entropy (8bit): 7.915848007375225

Encrypted: false

SSDEEP: 96:YjlLDJjTvXUtNvX8dgb9HT6y8nviyHG5iCRYtIP:YtNTfUzvX8KM+MGRsIP

MD5: 4DBC9F9E6F5A08D299BAC9E54DF07694

SHA1: BB38F5DE34B1E0BE1109220BA55271087A4D9EA5

SHA-256: 91C2718DD23B4356D71F88F6146868369033291086DF327534546DFA459BEB0E

SHA-512: A5F2B1F47502836130D8083F757B7773C1E1CB36B76AD298CC29AB2B428C8002D2F15BD839838FC326DAC3681C2F48AB25A3E7631D33726C4B25E8EC14170912

Malicious: false

Reputation: low

Preview: .PNG........IHDR..............>a.....IDATx..yp.....gF#.:,[H.l.l..8...`/.k....,!a7Km...E...Te..T.....J...p....%.(....+...3....eY.e...L.o...5....h4...\....{?....~.u.`0.....`0.....`0.....`.Y......[(.......).4....a
i..w38.+....Bf././..]...{......8...3.....3W~OJ.. /...u6V.C..U.0.+._=.c..9.X.?....L....S@.L...m.0..>.C...L|TF.p5..f4M.,.V....8..a.<...RP..@)E,..E"...h.....!...-....,I..T..........m..._[[{w{{....
{*.^......M.x..h4.h.....\.R.E....j).7.....h4.A.E....,. ...iii.Vj?2...=/.B.FK9P..@)=Rj..D".Y...2.B..x.}0...&J...2.......f.O..e.H.....!.J)'I..R....B............QJ;K..L...L.l".L~mhh.R.@).FFF
~.L&...~.B.......u.........}.....~.....f..yUU...........^M...6......].,w.e..~.!$.C.R.....E(%e9.,....k..@...W8.........@...........O..@%.~..@.S..P.....`Tp...."...?ME..c......s...`..S1...7.b..
aNE..k...3.yP.}.Ch.}......B..........IPE..C.<....T....k......Z..o_......g........P..A=y.J.)h..@.q.-.*].AU.4...F.M.....y%B]+ .\.~..9......:..=...r.....E].o...F..P........i...|....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 558

Entropy (8bit): 7.505638146035601

Encrypted: false

SSDEEP: 12:6v/7vyVgSKYsfFzXxXsrPfA+b0YX+5IOUWCQKznuow7:6yVnKYsfFzhXsrIq0YXmgQGn6

MD5: FB9C46EA81AD3E456D90D58697C12C06

SHA1: 5FC450F7D73CCFAC8F0D818CB3392BA4D91B69DE

SHA-256: 016CA659BA080E194FBFC0929602B16506ED60AA6019FAA51410C4FD93B583E8

SHA-512: ADD810EE9EB7CAEC505B5FD90A1F184CE39D8F8C689DCC240F188FE353B9575489492E07D572A3B1C11A1555CE66AFCA5134903E4C1AA3D54BC7C5ED3E65B
50C

Malicious: false

Reputation: low

Preview: .PNG........IHDR................a....IDAT8...Mk.Q...;... .....F..QW.....F....J.?.w..7~......'.Q..B]... .QS...M&_w..b&.|`......p...f.?.D$.y^..........y*...\..Z..t6..oRj.@&.u..G.qN).t.-V*.>(.N
.Ep]wFk.60o.]0.`Y..cT..Y.Tb.`DF.d..s.Z..E..9.4._C.._...%..*.^....4.l...Y..X..R..../...Wj+w0[.].._B.k.${.\.>.%...........lz .w.ALxo.2;..a...".p..S..&..uXS...<..6..[..zD.._.N+w.WbM7y
e6X<...'(,=.r}........$f..5..P....k..."..8.s.<zgSm@.....).Y.....:e..|.....F...I..A$.....T?.....m....8.........N...z.....V..vd.h'....C.?.....H.;]..C.M.....9.b......IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 160

Entropy (8bit): 5.475799237015411

Encrypted: false

SSDEEP: 3:yionv//thPl3xWrA4RthwkBDsTBZtnAkx/RPJDmV7bScsP4a9zln94FptVp:6v/lhPKM4nDspnAkZJNmgPdln2TTp

MD5: 8803665A6328D23CC1014A7B0E9BE295

SHA1: 9DA6EE729D5A6E9F30658B8EC954710F107A641F

SHA-256: D5F9234DC36E7FFA85F35B2359A4F82276F8395EFA76E4553507EA990B27FC6C

SHA-512: ECD9E71B8BA1ED8BD4CA5A0936CB66A83611C4ABCBDA76C250F4CDF4AD80320212E8F5EEB79A38910718F8346ECC1AD580A3FA835EC2B22BE497F36899FB5
930

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\images\icon_128.png

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\images\icon_16.png

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\images\topbar_floating_button.png
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Malicious: false

Reputation: low

Preview: .PNG........IHDR... ... .....szz.....tEXtSoftware.Adobe ImageReadyq.e<...BIDATx...Q..0......2...(p...~Z.}'.>I%O...V!s..................../...`.<..`.....IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 252

Entropy (8bit): 6.512071394066515

Encrypted: false

SSDEEP: 6:6v/lhPKM4nDsp7q1hKVlomsj9rxKNgtmN0VZ+GFYep:6v/7iMXVq1ylxemNgtmKVnYM

MD5: 0599DFD9107C7647F27E69331B0A7D75

SHA1: 3198C0A5F34DB67F91A0035DBC297354CBC95525

SHA-256: 131817CD9311C03DF22D769DD2AD7FA2E6E9558863A89F7E5E1657424031A937

SHA-512: 0076ACB9D6A886BD987876E49495038F9388B292A9EFE5C9093CCA64CA3692E3A5D24E35172C7697F6AAE34B86CA217EE59C003423E46D9499BD27EC7D77A649

Malicious: false

Reputation: low

Preview: .PNG........IHDR... ... .....szz.....tEXtSoftware.Adobe ImageReadyq.e<....IDATx...... ..Pp.X....H...b@...|.^LC_.E.BP+......X.P..........q..~..p/. ..s.....%D^...$......@.!...<...).?
.4{.k.G3...4..[cH..0..l.8.!r..m.R..{..........`.f...#.x.....IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 160

Entropy (8bit): 5.423186859407619

Encrypted: false

SSDEEP: 3:yionv//thPl3xWrA4RthwkBDsTBZtnAkx/9lVtEHxrPLyN+ltNPhv/l2up:6v/lhPKM4nDspnAkZHVtERrPLygltNPn

MD5: 7CB6B9DC1A30F63B8BD976924B75AD96

SHA1: 0C40B0C496D2F2B5F2021C117EC8610AC03AB469

SHA-256: 721B7AAA9A42A54A349881615A12E3A26983ACA48E173FD2F66E66AA0D725735

SHA-512: 4764937364E355956B242B84010AC56102536D2AACBE4227F0E88E4DE7AB468571957EA6C33012539156E5349AE4F777115615AE3361F60ADDF9CD227424F76A

Malicious: false

Reputation: low

Preview: .PNG........IHDR... ... .....szz.....tEXtSoftware.Adobe ImageReadyq.e<...BIDATx...A..0...+B.z.s...*.....$.<u..[...................h.......C.CA).....IEND.B`.

⊘ No static file info

Total Packets: 83

• 53 (DNS)

• 443 (HTTPS)

• 80 (HTTP)

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\images\topbar_floating_button_close.png

C:\Users\user\AppData\Local\Temp\scoped_dir5560_1483306669\CRX_INSTALL\images\topbar_floating_button_hover.png

Static File Info

Network Behavior

Network Port Distribution
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Timestamp Source Port Dest Port Source IP Dest IP

Apr 20, 2022 15:11:06.166439056 CEST 49756 80 192.168.2.5 161.35.123.143

Apr 20, 2022 15:11:06.168431997 CEST 49757 443 192.168.2.5 142.250.185.205

Apr 20, 2022 15:11:06.168487072 CEST 443 49757 142.250.185.205 192.168.2.5

Apr 20, 2022 15:11:06.168581963 CEST 49757 443 192.168.2.5 142.250.185.205

Apr 20, 2022 15:11:06.169311047 CEST 49758 443 192.168.2.5 142.250.184.238

Apr 20, 2022 15:11:06.169328928 CEST 443 49758 142.250.184.238 192.168.2.5

Apr 20, 2022 15:11:06.169414997 CEST 49758 443 192.168.2.5 142.250.184.238

Apr 20, 2022 15:11:06.169981956 CEST 49759 80 192.168.2.5 161.35.123.143

Apr 20, 2022 15:11:06.173708916 CEST 49757 443 192.168.2.5 142.250.185.205

Apr 20, 2022 15:11:06.173729897 CEST 443 49757 142.250.185.205 192.168.2.5

Apr 20, 2022 15:11:06.174806118 CEST 49758 443 192.168.2.5 142.250.184.238

Apr 20, 2022 15:11:06.174832106 CEST 443 49758 142.250.184.238 192.168.2.5

Apr 20, 2022 15:11:06.226666927 CEST 443 49757 142.250.185.205 192.168.2.5

Apr 20, 2022 15:11:06.232188940 CEST 443 49758 142.250.184.238 192.168.2.5

Apr 20, 2022 15:11:06.237123966 CEST 49757 443 192.168.2.5 142.250.185.205

Apr 20, 2022 15:11:06.237152100 CEST 443 49757 142.250.185.205 192.168.2.5

Apr 20, 2022 15:11:06.237346888 CEST 49758 443 192.168.2.5 142.250.184.238

Apr 20, 2022 15:11:06.237364054 CEST 443 49758 142.250.184.238 192.168.2.5

Apr 20, 2022 15:11:06.238018990 CEST 443 49758 142.250.184.238 192.168.2.5

Apr 20, 2022 15:11:06.238087893 CEST 49758 443 192.168.2.5 142.250.184.238

Apr 20, 2022 15:11:06.238298893 CEST 49762 80 192.168.2.5 161.35.123.143

Apr 20, 2022 15:11:06.238348007 CEST 443 49757 142.250.185.205 192.168.2.5

Apr 20, 2022 15:11:06.238415956 CEST 49757 443 192.168.2.5 142.250.185.205

Apr 20, 2022 15:11:06.239393950 CEST 443 49758 142.250.184.238 192.168.2.5

Apr 20, 2022 15:11:06.239485025 CEST 49758 443 192.168.2.5 142.250.184.238

Apr 20, 2022 15:11:06.267501116 CEST 80 49756 161.35.123.143 192.168.2.5

Apr 20, 2022 15:11:06.267642021 CEST 49756 80 192.168.2.5 161.35.123.143

Apr 20, 2022 15:11:06.268492937 CEST 49756 80 192.168.2.5 161.35.123.143

Apr 20, 2022 15:11:06.270886898 CEST 80 49759 161.35.123.143 192.168.2.5

Apr 20, 2022 15:11:06.270991087 CEST 49759 80 192.168.2.5 161.35.123.143

Apr 20, 2022 15:11:06.339020967 CEST 80 49762 161.35.123.143 192.168.2.5

Apr 20, 2022 15:11:06.339230061 CEST 49762 80 192.168.2.5 161.35.123.143

Apr 20, 2022 15:11:06.369894981 CEST 80 49756 161.35.123.143 192.168.2.5

Apr 20, 2022 15:11:06.369935989 CEST 80 49756 161.35.123.143 192.168.2.5

Apr 20, 2022 15:11:06.389750957 CEST 49763 443 192.168.2.5 161.35.123.143

Apr 20, 2022 15:11:06.389811039 CEST 443 49763 161.35.123.143 192.168.2.5

Apr 20, 2022 15:11:06.389914036 CEST 49763 443 192.168.2.5 161.35.123.143

Apr 20, 2022 15:11:06.390233040 CEST 49763 443 192.168.2.5 161.35.123.143

Apr 20, 2022 15:11:06.390256882 CEST 443 49763 161.35.123.143 192.168.2.5

Apr 20, 2022 15:11:06.502870083 CEST 49756 80 192.168.2.5 161.35.123.143

Apr 20, 2022 15:11:06.601118088 CEST 443 49763 161.35.123.143 192.168.2.5

TCP Packets
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Apr 20, 2022 15:11:06.657326937 CEST 49763 443 192.168.2.5 161.35.123.143

Apr 20, 2022 15:11:06.657376051 CEST 443 49763 161.35.123.143 192.168.2.5

Apr 20, 2022 15:11:06.657629013 CEST 49757 443 192.168.2.5 142.250.185.205

Apr 20, 2022 15:11:06.657862902 CEST 443 49757 142.250.185.205 192.168.2.5

Apr 20, 2022 15:11:06.658876896 CEST 49757 443 192.168.2.5 142.250.185.205

Apr 20, 2022 15:11:06.658896923 CEST 443 49757 142.250.185.205 192.168.2.5

Apr 20, 2022 15:11:06.659039974 CEST 443 49763 161.35.123.143 192.168.2.5

Apr 20, 2022 15:11:06.659102917 CEST 443 49763 161.35.123.143 192.168.2.5

Apr 20, 2022 15:11:06.659127951 CEST 49763 443 192.168.2.5 161.35.123.143

Apr 20, 2022 15:11:06.661264896 CEST 49763 443 192.168.2.5 161.35.123.143

Apr 20, 2022 15:11:06.661475897 CEST 49763 443 192.168.2.5 161.35.123.143

Apr 20, 2022 15:11:06.661495924 CEST 443 49763 161.35.123.143 192.168.2.5

Apr 20, 2022 15:11:06.661536932 CEST 443 49763 161.35.123.143 192.168.2.5

Apr 20, 2022 15:11:06.663212061 CEST 49758 443 192.168.2.5 142.250.184.238

Apr 20, 2022 15:11:06.663412094 CEST 443 49758 142.250.184.238 192.168.2.5

Apr 20, 2022 15:11:06.663453102 CEST 49758 443 192.168.2.5 142.250.184.238

Apr 20, 2022 15:11:06.693558931 CEST 443 49758 142.250.184.238 192.168.2.5

Apr 20, 2022 15:11:06.693658113 CEST 49758 443 192.168.2.5 142.250.184.238

Apr 20, 2022 15:11:06.693686008 CEST 443 49758 142.250.184.238 192.168.2.5

Apr 20, 2022 15:11:06.693706036 CEST 443 49758 142.250.184.238 192.168.2.5

Apr 20, 2022 15:11:06.693778038 CEST 49758 443 192.168.2.5 142.250.184.238

Apr 20, 2022 15:11:06.703831911 CEST 49757 443 192.168.2.5 142.250.185.205

Apr 20, 2022 15:11:06.707647085 CEST 443 49757 142.250.185.205 192.168.2.5

Apr 20, 2022 15:11:06.707792997 CEST 443 49757 142.250.185.205 192.168.2.5

Apr 20, 2022 15:11:06.707855940 CEST 49757 443 192.168.2.5 142.250.185.205

Apr 20, 2022 15:11:06.726706982 CEST 49758 443 192.168.2.5 142.250.184.238

Apr 20, 2022 15:11:06.726737976 CEST 443 49758 142.250.184.238 192.168.2.5

Apr 20, 2022 15:11:06.753897905 CEST 49757 443 192.168.2.5 142.250.185.205

Apr 20, 2022 15:11:06.753933907 CEST 443 49757 142.250.185.205 192.168.2.5

Apr 20, 2022 15:11:06.784852028 CEST 49763 443 192.168.2.5 161.35.123.143

Apr 20, 2022 15:11:06.784893990 CEST 443 49763 161.35.123.143 192.168.2.5

Apr 20, 2022 15:11:06.795953035 CEST 443 49763 161.35.123.143 192.168.2.5

Apr 20, 2022 15:11:06.795974016 CEST 443 49763 161.35.123.143 192.168.2.5

Apr 20, 2022 15:11:06.796053886 CEST 443 49763 161.35.123.143 192.168.2.5

Apr 20, 2022 15:11:06.796120882 CEST 49763 443 192.168.2.5 161.35.123.143

Apr 20, 2022 15:11:06.796144962 CEST 443 49763 161.35.123.143 192.168.2.5

Apr 20, 2022 15:11:06.796171904 CEST 49763 443 192.168.2.5 161.35.123.143

Apr 20, 2022 15:11:06.822607040 CEST 443 49763 161.35.123.143 192.168.2.5

Apr 20, 2022 15:11:06.822628975 CEST 443 49763 161.35.123.143 192.168.2.5

Apr 20, 2022 15:11:06.822725058 CEST 443 49763 161.35.123.143 192.168.2.5

Apr 20, 2022 15:11:06.822725058 CEST 49763 443 192.168.2.5 161.35.123.143

Apr 20, 2022 15:11:06.822792053 CEST 49763 443 192.168.2.5 161.35.123.143

Apr 20, 2022 15:11:06.831840038 CEST 49763 443 192.168.2.5 161.35.123.143

Apr 20, 2022 15:11:06.831882000 CEST 443 49763 161.35.123.143 192.168.2.5

Apr 20, 2022 15:11:06.996524096 CEST 49765 443 192.168.2.5 161.35.123.143

Apr 20, 2022 15:11:06.996566057 CEST 443 49765 161.35.123.143 192.168.2.5

Apr 20, 2022 15:11:06.996686935 CEST 49765 443 192.168.2.5 161.35.123.143

Apr 20, 2022 15:11:06.997071028 CEST 49765 443 192.168.2.5 161.35.123.143

Apr 20, 2022 15:11:06.997092009 CEST 443 49765 161.35.123.143 192.168.2.5

Apr 20, 2022 15:11:07.092159986 CEST 49769 443 192.168.2.5 35.174.150.168

Apr 20, 2022 15:11:07.092190981 CEST 443 49769 35.174.150.168 192.168.2.5

Apr 20, 2022 15:11:07.092252970 CEST 49769 443 192.168.2.5 35.174.150.168

Apr 20, 2022 15:11:07.092503071 CEST 49769 443 192.168.2.5 35.174.150.168

Apr 20, 2022 15:11:07.092519999 CEST 443 49769 35.174.150.168 192.168.2.5

Apr 20, 2022 15:11:07.197695971 CEST 443 49765 161.35.123.143 192.168.2.5

Apr 20, 2022 15:11:07.198334932 CEST 49765 443 192.168.2.5 161.35.123.143

Apr 20, 2022 15:11:07.198369026 CEST 443 49765 161.35.123.143 192.168.2.5

Apr 20, 2022 15:11:07.198745966 CEST 443 49765 161.35.123.143 192.168.2.5

Apr 20, 2022 15:11:07.199414015 CEST 49765 443 192.168.2.5 161.35.123.143

Timestamp Source Port Dest Port Source IP Dest IP
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Timestamp Source Port Dest Port Source IP Dest IP

Apr 20, 2022 15:11:05.966914892 CEST 62704 53 192.168.2.5 8.8.8.8

Apr 20, 2022 15:11:06.062869072 CEST 63712 53 192.168.2.5 8.8.8.8

Apr 20, 2022 15:11:06.065500975 CEST 53 62704 8.8.8.8 192.168.2.5

Apr 20, 2022 15:11:06.070220947 CEST 63187 53 192.168.2.5 8.8.8.8

Apr 20, 2022 15:11:06.089359045 CEST 53 63712 8.8.8.8 192.168.2.5

Apr 20, 2022 15:11:06.098997116 CEST 53 63187 8.8.8.8 192.168.2.5

Apr 20, 2022 15:11:07.004326105 CEST 62929 53 192.168.2.5 8.8.8.8

Apr 20, 2022 15:11:07.027076006 CEST 53 62929 8.8.8.8 192.168.2.5

Apr 20, 2022 15:11:20.706602097 CEST 52333 53 192.168.2.5 8.8.8.8

Apr 20, 2022 15:11:20.724806070 CEST 53 52333 8.8.8.8 192.168.2.5

Apr 20, 2022 15:11:28.333549023 CEST 52338 443 192.168.2.5 142.250.184.238

Apr 20, 2022 15:11:28.358510017 CEST 443 52338 142.250.184.238 192.168.2.5

Apr 20, 2022 15:11:28.359570026 CEST 52338 443 192.168.2.5 142.250.184.238

Apr 20, 2022 15:11:28.384614944 CEST 443 52338 142.250.184.238 192.168.2.5

Apr 20, 2022 15:11:28.384656906 CEST 443 52338 142.250.184.238 192.168.2.5

Apr 20, 2022 15:11:28.384696007 CEST 443 52338 142.250.184.238 192.168.2.5

Apr 20, 2022 15:11:28.384721041 CEST 443 52338 142.250.184.238 192.168.2.5

Apr 20, 2022 15:11:28.418042898 CEST 52338 443 192.168.2.5 142.250.184.238

Apr 20, 2022 15:11:28.419204950 CEST 52338 443 192.168.2.5 142.250.184.238

Apr 20, 2022 15:11:28.437575102 CEST 443 52338 142.250.184.238 192.168.2.5

Apr 20, 2022 15:11:28.437634945 CEST 443 52338 142.250.184.238 192.168.2.5

Apr 20, 2022 15:11:28.437922001 CEST 52338 443 192.168.2.5 142.250.184.238

Apr 20, 2022 15:11:28.442267895 CEST 52338 443 192.168.2.5 142.250.184.238

Apr 20, 2022 15:11:28.442555904 CEST 52338 443 192.168.2.5 142.250.184.238

Apr 20, 2022 15:11:28.467583895 CEST 443 52338 142.250.184.238 192.168.2.5

Apr 20, 2022 15:11:28.468822002 CEST 52338 443 192.168.2.5 142.250.184.238

Apr 20, 2022 15:11:28.478617907 CEST 443 52338 142.250.184.238 192.168.2.5

Apr 20, 2022 15:11:28.478651047 CEST 443 52338 142.250.184.238 192.168.2.5

Apr 20, 2022 15:11:28.478682041 CEST 443 52338 142.250.184.238 192.168.2.5

Apr 20, 2022 15:11:28.479186058 CEST 52338 443 192.168.2.5 142.250.184.238

Apr 20, 2022 15:11:28.517447948 CEST 52338 443 192.168.2.5 142.250.184.238

Apr 20, 2022 15:11:28.704834938 CEST 52340 443 192.168.2.5 142.250.74.195

Apr 20, 2022 15:11:28.727922916 CEST 443 52340 142.250.74.195 192.168.2.5

Apr 20, 2022 15:11:28.727972031 CEST 443 52340 142.250.74.195 192.168.2.5

Apr 20, 2022 15:11:28.727998972 CEST 443 52340 142.250.74.195 192.168.2.5

Apr 20, 2022 15:11:28.755167961 CEST 52340 443 192.168.2.5 142.250.74.195

Apr 20, 2022 15:11:28.791935921 CEST 443 52340 142.250.74.195 192.168.2.5

Apr 20, 2022 15:11:28.854305029 CEST 52340 443 192.168.2.5 142.250.74.195

Apr 20, 2022 15:11:28.938538074 CEST 52340 443 192.168.2.5 142.250.74.195

Apr 20, 2022 15:11:28.962615967 CEST 443 52340 142.250.74.195 192.168.2.5

Apr 20, 2022 15:11:29.022334099 CEST 52340 443 192.168.2.5 142.250.74.195

Apr 20, 2022 15:11:29.032646894 CEST 443 52340 142.250.74.195 192.168.2.5

Apr 20, 2022 15:11:29.064362049 CEST 52340 443 192.168.2.5 142.250.74.195

Apr 20, 2022 15:11:57.553457022 CEST 63718 53 192.168.2.5 8.8.8.8

Apr 20, 2022 15:11:57.569720030 CEST 53 63718 8.8.8.8 192.168.2.5

Apr 20, 2022 15:11:59.398184061 CEST 63720 443 192.168.2.5 142.250.74.195

Apr 20, 2022 15:11:59.421236038 CEST 443 63720 142.250.74.195 192.168.2.5

Apr 20, 2022 15:11:59.441637993 CEST 63720 443 192.168.2.5 142.250.74.195

Apr 20, 2022 15:11:59.471482038 CEST 443 63720 142.250.74.195 192.168.2.5

Apr 20, 2022 15:11:59.471935034 CEST 63720 443 192.168.2.5 142.250.74.195

Apr 20, 2022 15:12:10.015292883 CEST 54258 53 192.168.2.5 8.8.8.8

Apr 20, 2022 15:12:10.016205072 CEST 53194 53 192.168.2.5 8.8.8.8

Apr 20, 2022 15:12:10.045190096 CEST 53 53194 8.8.8.8 192.168.2.5

Apr 20, 2022 15:12:10.181097031 CEST 53 54258 8.8.8.8 192.168.2.5

Apr 20, 2022 15:12:10.435395956 CEST 55871 443 192.168.2.5 142.250.74.195

Apr 20, 2022 15:12:10.460083961 CEST 443 55871 142.250.74.195 192.168.2.5

Apr 20, 2022 15:12:10.460102081 CEST 443 55871 142.250.74.195 192.168.2.5

UDP Packets
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Apr 20, 2022 15:12:10.460118055 CEST 443 55871 142.250.74.195 192.168.2.5

Apr 20, 2022 15:12:10.525542974 CEST 55871 443 192.168.2.5 142.250.74.195

Apr 20, 2022 15:12:10.527059078 CEST 55871 443 192.168.2.5 142.250.74.195

Apr 20, 2022 15:12:10.558922052 CEST 443 55871 142.250.74.195 192.168.2.5

Apr 20, 2022 15:12:10.596226931 CEST 55871 443 192.168.2.5 142.250.74.195

Apr 20, 2022 15:12:20.496221066 CEST 55316 53 192.168.2.5 8.8.8.8

Apr 20, 2022 15:12:20.651092052 CEST 57733 53 192.168.2.5 8.8.8.8

Apr 20, 2022 15:12:20.669487953 CEST 53 57733 8.8.8.8 192.168.2.5

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Apr 20, 2022 15:11:05.966914892 CEST 192.168.2.5 8.8.8.8 0x9954 Standard query 
(0)

www.iotm2m
council.org

A (IP address) IN (0x0001)

Apr 20, 2022 15:11:06.062869072 CEST 192.168.2.5 8.8.8.8 0x8a0f Standard query 
(0)

accounts.g
oogle.com

A (IP address) IN (0x0001)

Apr 20, 2022 15:11:06.070220947 CEST 192.168.2.5 8.8.8.8 0x8b3b Standard query 
(0)

clients2.g
oogle.com

A (IP address) IN (0x0001)

Apr 20, 2022 15:11:07.004326105 CEST 192.168.2.5 8.8.8.8 0xf3d Standard query 
(0)

pi.pardot.com A (IP address) IN (0x0001)

Apr 20, 2022 15:11:20.706602097 CEST 192.168.2.5 8.8.8.8 0x3b83 Standard query 
(0)

www.iotm2m
council.org

A (IP address) IN (0x0001)

Apr 20, 2022 15:11:57.553457022 CEST 192.168.2.5 8.8.8.8 0x8b95 Standard query 
(0)

clients2.g
oogleuserc
ontent.com

A (IP address) IN (0x0001)

Apr 20, 2022 15:12:10.015292883 CEST 192.168.2.5 8.8.8.8 0xb6c0 Standard query 
(0)

www.iotm2m
council.org

A (IP address) IN (0x0001)

Apr 20, 2022 15:12:10.016205072 CEST 192.168.2.5 8.8.8.8 0x90c5 Standard query 
(0)

pi.pardot.com A (IP address) IN (0x0001)

Apr 20, 2022 15:12:20.496221066 CEST 192.168.2.5 8.8.8.8 0x9374 Standard query 
(0)

js-agent.n
ewrelic.com

A (IP address) IN (0x0001)

Apr 20, 2022 15:12:20.651092052 CEST 192.168.2.5 8.8.8.8 0x6b76 Standard query 
(0)

bam.nr-data.net A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Apr 20, 2022 
15:11:06.065500975 CEST

8.8.8.8 192.168.2.5 0x9954 No error (0) www.iotm2m
council.org

iotm2mcouncil.org CNAME 
(Canonical 
name)

IN 
(0x0001)

Apr 20, 2022 
15:11:06.065500975 CEST

8.8.8.8 192.168.2.5 0x9954 No error (0) iotm2mcoun
cil.org

161.35.123.143 A (IP address) IN 
(0x0001)

Apr 20, 2022 
15:11:06.089359045 CEST

8.8.8.8 192.168.2.5 0x8a0f No error (0) accounts.g
oogle.com

142.250.185.205 A (IP address) IN 
(0x0001)

Apr 20, 2022 
15:11:06.098997116 CEST

8.8.8.8 192.168.2.5 0x8b3b No error (0) clients2.g
oogle.com

clients.l.google.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

Apr 20, 2022 
15:11:06.098997116 CEST

8.8.8.8 192.168.2.5 0x8b3b No error (0) clients.l.
google.com

142.250.184.238 A (IP address) IN 
(0x0001)

Apr 20, 2022 
15:11:07.027076006 CEST

8.8.8.8 192.168.2.5 0xf3d No error (0) pi.pardot.com pi-ue1.pardot.com CNAME 
(Canonical 
name)

IN 
(0x0001)

Apr 20, 2022 
15:11:07.027076006 CEST

8.8.8.8 192.168.2.5 0xf3d No error (0) pi-ue1.par
dot.com

pi.u.t.pardot.com CNAME 
(Canonical 
name)

IN 
(0x0001)

Apr 20, 2022 
15:11:07.027076006 CEST

8.8.8.8 192.168.2.5 0xf3d No error (0) pi.u.t.pardot.com pi-ue1-
lba3.pardot.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

Apr 20, 2022 
15:11:07.027076006 CEST

8.8.8.8 192.168.2.5 0xf3d No error (0) pi-ue1-lba
3.pardot.com

35.174.150.168 A (IP address) IN 
(0x0001)

Apr 20, 2022 
15:11:07.228672981 CEST

8.8.8.8 192.168.2.5 0x4032 No error (0) gstaticads
sl.l.google.com

142.250.74.195 A (IP address) IN 
(0x0001)

Apr 20, 2022 
15:11:20.724806070 CEST

8.8.8.8 192.168.2.5 0x3b83 No error (0) www.iotm2m
council.org

iotm2mcouncil.org CNAME 
(Canonical 
name)

IN 
(0x0001)

Apr 20, 2022 
15:11:20.724806070 CEST

8.8.8.8 192.168.2.5 0x3b83 No error (0) iotm2mcoun
cil.org

161.35.123.143 A (IP address) IN 
(0x0001)

Apr 20, 2022 
15:11:57.569720030 CEST

8.8.8.8 192.168.2.5 0x8b95 No error (0) clients2.g
oogleuserc
ontent.com

googlehosted.l.goo
gleusercontent.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

DNS Queries

DNS Answers
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Apr 20, 2022 
15:11:57.569720030 CEST

8.8.8.8 192.168.2.5 0x8b95 No error (0) googlehost
ed.l.googl
euserconte
nt.com

142.250.185.65 A (IP address) IN 
(0x0001)

Apr 20, 2022 
15:12:10.045190096 CEST

8.8.8.8 192.168.2.5 0x90c5 No error (0) pi.pardot.com pi-ue1.pardot.com CNAME 
(Canonical 
name)

IN 
(0x0001)

Apr 20, 2022 
15:12:10.045190096 CEST

8.8.8.8 192.168.2.5 0x90c5 No error (0) pi-ue1.par
dot.com

pi.u.t.pardot.com CNAME 
(Canonical 
name)

IN 
(0x0001)

Apr 20, 2022 
15:12:10.045190096 CEST

8.8.8.8 192.168.2.5 0x90c5 No error (0) pi.u.t.pardot.com pi-ue1-
lba5.pardot.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

Apr 20, 2022 
15:12:10.045190096 CEST

8.8.8.8 192.168.2.5 0x90c5 No error (0) pi-ue1-lba
5.pardot.com

35.174.78.146 A (IP address) IN 
(0x0001)

Apr 20, 2022 
15:12:10.181097031 CEST

8.8.8.8 192.168.2.5 0xb6c0 No error (0) www.iotm2m
council.org

iotm2mcouncil.org CNAME 
(Canonical 
name)

IN 
(0x0001)

Apr 20, 2022 
15:12:10.181097031 CEST

8.8.8.8 192.168.2.5 0xb6c0 No error (0) iotm2mcoun
cil.org

161.35.123.143 A (IP address) IN 
(0x0001)

Apr 20, 2022 
15:12:10.371809959 CEST

8.8.8.8 192.168.2.5 0xe9c9 No error (0) gstaticads
sl.l.google.com

142.250.74.195 A (IP address) IN 
(0x0001)

Apr 20, 2022 
15:12:20.516499043 CEST

8.8.8.8 192.168.2.5 0x9374 No error (0) js-agent.n
ewrelic.com

k.sni.global.fastly.n
et

CNAME 
(Canonical 
name)

IN 
(0x0001)

Apr 20, 2022 
15:12:20.669487953 CEST

8.8.8.8 192.168.2.5 0x6b76 No error (0) bam.nr-data.net 162.247.242.20 A (IP address) IN 
(0x0001)

Apr 20, 2022 
15:12:20.669487953 CEST

8.8.8.8 192.168.2.5 0x6b76 No error (0) bam.nr-data.net 162.247.242.31 A (IP address) IN 
(0x0001)

Apr 20, 2022 
15:12:20.669487953 CEST

8.8.8.8 192.168.2.5 0x6b76 No error (0) bam.nr-data.net 162.247.242.21 A (IP address) IN 
(0x0001)

Apr 20, 2022 
15:12:20.669487953 CEST

8.8.8.8 192.168.2.5 0x6b76 No error (0) bam.nr-data.net 162.247.242.18 A (IP address) IN 
(0x0001)

Apr 20, 2022 
15:12:20.669487953 CEST

8.8.8.8 192.168.2.5 0x6b76 No error (0) bam.nr-data.net 162.247.242.32 A (IP address) IN 
(0x0001)

Apr 20, 2022 
15:12:20.669487953 CEST

8.8.8.8 192.168.2.5 0x6b76 No error (0) bam.nr-data.net 162.247.242.19 A (IP address) IN 
(0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
accounts.google.com

            
www.iotm2mcouncil.org

            
clients2.google.com

            
https:

pi.pardot.com
fonts.gstatic.com
bam.nr-data.net

            
clients2.googleusercontent.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.5 49757 142.250.185.205 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.5 49763 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

HTTP Request Dependency Graph

HTTP Packets
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Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

10 192.168.2.5 49782 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

100 192.168.2.5 49912 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

101 192.168.2.5 49916 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

102 192.168.2.5 49917 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

103 192.168.2.5 49918 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

104 192.168.2.5 49919 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

105 192.168.2.5 49921 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

106 192.168.2.5 49925 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP Destination Port Process

107 192.168.2.5 49926 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

108 192.168.2.5 49927 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

109 192.168.2.5 49929 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

11 192.168.2.5 49784 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

110 192.168.2.5 49931 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

111 192.168.2.5 49932 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

112 192.168.2.5 49934 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

113 192.168.2.5 49936 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

114 192.168.2.5 49938 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

115 192.168.2.5 49941 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

116 192.168.2.5 49942 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

117 192.168.2.5 49947 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

118 192.168.2.5 49948 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

119 192.168.2.5 49950 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

12 192.168.2.5 49785 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

120 192.168.2.5 49949 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

121 192.168.2.5 49951 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP Destination Port Process

122 192.168.2.5 49952 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

123 192.168.2.5 49953 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

124 192.168.2.5 49954 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

125 192.168.2.5 49955 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

126 192.168.2.5 49956 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

127 192.168.2.5 49960 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

128 192.168.2.5 49962 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

129 192.168.2.5 49965 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

13 192.168.2.5 49786 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

130 192.168.2.5 49967 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

131 192.168.2.5 49966 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

132 192.168.2.5 49968 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

133 192.168.2.5 49969 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

134 192.168.2.5 49971 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

135 192.168.2.5 49972 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

136 192.168.2.5 49974 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

137 192.168.2.5 49975 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP Destination Port Process

138 192.168.2.5 49976 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

139 192.168.2.5 49977 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

14 192.168.2.5 49771 142.250.74.195 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

140 192.168.2.5 49978 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

141 192.168.2.5 49979 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

142 192.168.2.5 49981 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

143 192.168.2.5 49982 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

144 192.168.2.5 49984 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

145 192.168.2.5 49986 142.250.185.65 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

146 192.168.2.5 49985 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

147 192.168.2.5 49987 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

148 192.168.2.5 49988 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

149 192.168.2.5 49989 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

15 192.168.2.5 49787 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

150 192.168.2.5 49990 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

151 192.168.2.5 49992 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

152 192.168.2.5 49993 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 60 of 324



Session ID Source IP Source Port Destination IP Destination Port Process

153 192.168.2.5 49995 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

154 192.168.2.5 49999 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

155 192.168.2.5 50002 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

156 192.168.2.5 50003 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

157 192.168.2.5 50004 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

158 192.168.2.5 50005 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

159 192.168.2.5 50006 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

16 192.168.2.5 49788 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

160 192.168.2.5 50007 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

161 192.168.2.5 50008 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

162 192.168.2.5 50009 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

163 192.168.2.5 50010 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

164 192.168.2.5 50011 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

165 192.168.2.5 50012 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

166 192.168.2.5 50015 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

167 192.168.2.5 50016 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

168 192.168.2.5 50020 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP Destination Port Process

169 192.168.2.5 50021 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

17 192.168.2.5 49789 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

170 192.168.2.5 50024 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

171 192.168.2.5 50026 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

172 192.168.2.5 50028 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

173 192.168.2.5 50031 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

174 192.168.2.5 50035 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

175 192.168.2.5 50036 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

176 192.168.2.5 50038 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

177 192.168.2.5 50039 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

178 192.168.2.5 50040 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

179 192.168.2.5 50041 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

18 192.168.2.5 49790 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

180 192.168.2.5 50042 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

181 192.168.2.5 50043 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

182 192.168.2.5 50044 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

183 192.168.2.5 50045 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP Destination Port Process

184 192.168.2.5 50049 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

185 192.168.2.5 50047 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

186 192.168.2.5 50051 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

187 192.168.2.5 50052 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

188 192.168.2.5 50053 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

189 192.168.2.5 50054 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

19 192.168.2.5 49791 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

190 192.168.2.5 50048 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

191 192.168.2.5 50056 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

192 192.168.2.5 50050 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

193 192.168.2.5 50059 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

194 192.168.2.5 50061 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

195 192.168.2.5 50065 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

196 192.168.2.5 50066 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

197 192.168.2.5 50067 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

198 192.168.2.5 50070 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

199 192.168.2.5 50068 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.5 49758 142.250.184.238 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

20 192.168.2.5 49793 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

200 192.168.2.5 50071 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

201 192.168.2.5 50072 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

202 192.168.2.5 50074 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

203 192.168.2.5 50073 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

204 192.168.2.5 50069 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

205 192.168.2.5 50075 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

206 192.168.2.5 50076 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

207 192.168.2.5 50078 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

208 192.168.2.5 50079 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

209 192.168.2.5 50082 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

21 192.168.2.5 49792 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

210 192.168.2.5 50083 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

211 192.168.2.5 50086 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

212 192.168.2.5 50087 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

213 192.168.2.5 50088 162.247.242.20 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP Destination Port Process

214 192.168.2.5 50090 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

215 192.168.2.5 50089 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

216 192.168.2.5 50095 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

217 192.168.2.5 50096 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

218 192.168.2.5 50099 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

219 192.168.2.5 50100 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

22 192.168.2.5 49794 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

220 192.168.2.5 50102 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

221 192.168.2.5 50101 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

222 192.168.2.5 50103 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

223 192.168.2.5 50104 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

224 192.168.2.5 50106 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

225 192.168.2.5 50105 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

226 192.168.2.5 50107 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

227 192.168.2.5 50108 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

228 192.168.2.5 50109 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

229 192.168.2.5 50110 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP Destination Port Process

23 192.168.2.5 49796 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

230 192.168.2.5 50114 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

231 192.168.2.5 50115 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

232 192.168.2.5 50118 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

233 192.168.2.5 50117 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

234 192.168.2.5 50119 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

235 192.168.2.5 50120 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

236 192.168.2.5 50121 162.247.242.20 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

237 192.168.2.5 50122 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

238 192.168.2.5 50123 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

239 192.168.2.5 50124 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

24 192.168.2.5 49795 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

240 192.168.2.5 50125 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

241 192.168.2.5 50128 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

242 192.168.2.5 50127 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

243 192.168.2.5 50132 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

244 192.168.2.5 50131 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP Destination Port Process

245 192.168.2.5 50134 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

246 192.168.2.5 50135 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

247 192.168.2.5 50136 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

248 192.168.2.5 50137 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

249 192.168.2.5 50138 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

25 192.168.2.5 49799 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

250 192.168.2.5 50139 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

251 192.168.2.5 50140 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

252 192.168.2.5 50141 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

253 192.168.2.5 50143 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

254 192.168.2.5 50142 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

255 192.168.2.5 50144 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

256 192.168.2.5 50145 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

257 192.168.2.5 50146 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

258 192.168.2.5 50147 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

259 192.168.2.5 50149 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

26 192.168.2.5 49798 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP Destination Port Process

260 192.168.2.5 50150 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

261 192.168.2.5 50156 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

262 192.168.2.5 50170 162.247.242.20 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

263 192.168.2.5 49756 161.35.123.143 80 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Apr 20, 2022 
15:11:06.268492937 
CEST

499 OUT GET / HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;q=0.9

Apr 20, 2022 
15:11:06.369935989 
CEST

500 IN HTTP/1.1 301 Moved Permanently
Server: nginx
Date: Wed, 20 Apr 2022 13:11:06 GMT
Content-Type: text/html
Content-Length: 162
Connection: keep-alive
Location: https://www.iotm2mcouncil.org/
Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 
6e 65 6e 74 6c 79 3c 2f 74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 
68 31 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6c 79 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 
3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 
74 6d 6c 3e 0d 0a 
Data Ascii: <html><head><title>301 Moved Permanently</title></head><body><center><h1>301 Moved Permanently</h1
></center><hr><center>nginx</center></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process

27 192.168.2.5 49800 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

28 192.168.2.5 49802 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP Destination Port Process

29 192.168.2.5 49801 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.5 49765 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

30 192.168.2.5 49808 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

31 192.168.2.5 49809 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

32 192.168.2.5 49807 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

33 192.168.2.5 49811 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

34 192.168.2.5 49810 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

35 192.168.2.5 49812 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

36 192.168.2.5 49813 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

37 192.168.2.5 49814 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

38 192.168.2.5 49815 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

39 192.168.2.5 49817 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.5 49769 35.174.150.168 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

40 192.168.2.5 49818 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

41 192.168.2.5 49816 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

42 192.168.2.5 49820 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

43 192.168.2.5 49829 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP Destination Port Process

44 192.168.2.5 49827 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

45 192.168.2.5 49830 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

46 192.168.2.5 49831 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

47 192.168.2.5 49833 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

48 192.168.2.5 49832 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

49 192.168.2.5 49836 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.5 49778 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

50 192.168.2.5 49835 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

51 192.168.2.5 49834 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

52 192.168.2.5 49838 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

53 192.168.2.5 49837 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

54 192.168.2.5 49839 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

55 192.168.2.5 49840 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

56 192.168.2.5 49841 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

57 192.168.2.5 49842 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

58 192.168.2.5 49843 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

59 192.168.2.5 49848 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP Destination Port Process

6 192.168.2.5 49779 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

60 192.168.2.5 49849 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

61 192.168.2.5 49847 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

62 192.168.2.5 49852 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

63 192.168.2.5 16258 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

64 192.168.2.5 49856 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

65 192.168.2.5 49857 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

66 192.168.2.5 49861 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

67 192.168.2.5 49862 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

68 192.168.2.5 49866 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

69 192.168.2.5 49865 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

7 192.168.2.5 49780 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

70 192.168.2.5 49870 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

71 192.168.2.5 49872 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

72 192.168.2.5 49873 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

73 192.168.2.5 49874 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

74 192.168.2.5 49875 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP Destination Port Process

75 192.168.2.5 49876 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

76 192.168.2.5 49877 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

77 192.168.2.5 49878 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

78 192.168.2.5 49880 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

79 192.168.2.5 49881 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

8 192.168.2.5 49783 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

80 192.168.2.5 49886 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

81 192.168.2.5 49887 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

82 192.168.2.5 49888 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

83 192.168.2.5 49889 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

84 192.168.2.5 49890 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

85 192.168.2.5 49892 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

86 192.168.2.5 49891 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

87 192.168.2.5 49893 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

88 192.168.2.5 49894 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

89 192.168.2.5 49895 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

9 192.168.2.5 49781 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP Destination Port Process

90 192.168.2.5 49896 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

91 192.168.2.5 49898 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

92 192.168.2.5 49897 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

93 192.168.2.5 49900 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

94 192.168.2.5 49899 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

95 192.168.2.5 49901 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

96 192.168.2.5 49902 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

97 192.168.2.5 49904 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

98 192.168.2.5 49907 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

99 192.168.2.5 49911 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

0 192.168.2.5 49757 142.250.185.205 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:06 UTC 0 OUT POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com
Connection: keep-alive
Content-Length: 1
Origin: https://www.google.com
Content-Type: application/x-www-form-urlencoded
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:06 UTC 0 OUT Data Raw: 20 
Data Ascii:  

2022-04-20 13:11:06 UTC 3 IN HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
Access-Control-Allow-Origin: https://www.google.com
Access-Control-Allow-Credentials: true
X-Content-Type-Options: nosniff
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Wed, 20 Apr 2022 13:11:06 GMT
Strict-Transport-Security: max-age=31536000; includeSubDomains
Content-Security-Policy: script-src 'report-sample' 'nonce-QkID0hgfMQ0g/2SpBCWoAw' 'unsafe-inline';object-src 
'none';base-uri 'self';report-uri /_/IdentityListAccountsHttp/cspreport;worker-src 'self'
Content-Security-Policy: script-src 'nonce-QkID0hgfMQ0g/2SpBCWoAw' 'self' https://apis.google.com https://ssl.gstatic.co
m https://www.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAccountsHttp
/cspreport
Content-Security-Policy: require-trusted-types-for 'script';report-uri /_/IdentityListAccountsHttp/cspreport
Cross-Origin-Opener-Policy: same-origin
Accept-CH: Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Full-Version, Sec-CH-UA-Full-Version-List, Sec-CH-UA-M
odel, Sec-CH-UA-Platform, Sec-CH-UA-Platform-Version
Permissions-Policy: ch-ua-arch=*, ch-ua-bitness=*, ch-ua-full-version=*, ch-ua-full-version-list=*, ch-ua-model=*, ch-ua-
platform=*, ch-ua-platform-version=*
Server: ESF
X-XSS-Protection: 0
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Sec-Fetch-Dest, Sec-Fetch-Mode, Sec-Fetch-Site,Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-04-20 13:11:06 UTC 5 IN Data Raw: 31 31 0d 0a 5b 22 67 61 69 61 2e 6c 2e 61 2e 72 22 2c 5b 5d 5d 0d 0a 
Data Ascii: 11["gaia.l.a.r",[]]

2022-04-20 13:11:06 UTC 5 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

1 192.168.2.5 49763 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

HTTPS Proxied Packets
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2022-04-20 13:11:06 UTC 0 OUT GET / HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-User: ?1
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:06 UTC 5 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:06 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 13212
Connection: close
Expires: Wed, 17 Aug 2005 00:00:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
Cache-Provider: CLOUDWAYS-CACHE-DE
Content-Encoding: gzip
Vary: Accept-Encoding

2022-04-20 13:11:06 UTC 6 IN Data Raw: 1f 8b 08 00 00 00 00 00 02 03 ed 7d db 72 db 38 d6 ee 7d 9e 02 a3 a9 e9 cc d4 84 16 4f 92 28 77 ec 19 c7 71 
3a 9e 8e 63 8f ed 74 fe a9 ae 2e 17 48 82 12 2d 9e 4c 90 3a f8 af ae 9a fb 7d b9 af fe 17 d8 2f b1 ef f6 a3 cc 93 6c 2c 00 
92 48 1d 1c 51 96 dd 52 3a d5 d5 8e 88 e3 87 85 85 85 05 60 61 e1 f5 1f dc d8 c9 46 09 41 dd 2c 0c 0e 5f c3 5f 14 e0 a8 
73 50 23 91 f2 e9 aa c6 82 08 76 0f 5f 87 24 c3 c8 e9 e2 94 92 ec a0 f6 e9 fa 9d 62 d5 64 68 84 43 72 50 eb fb 64 90 c4 
69 56 43 4e 1c 65 24 62 a9 06 be 9b 75 0f 5c d2 f7 1d a2 f0 8f 57 c8 8f fc cc c7 81 42 1d 1c 90 03 ed 15 a2 dd d4 8f 7a 4a 
16 2b 9e 9f 1d 44 31 2b 35 60 01 28 25 c1 41 2d 49 63 cf 0f 48 0d 75 53 e2 1d d4 ba 59 96 d0 fd 7a bd 13 26 9d bd 38 ed 
d4 87 5e 54 d7 b4 32 10 9c 24 81 ef e0 cc 8f 23 05 
Data Ascii: }r8}O(wq:ct.H-L:}/l,HQR:`aFA,__sP#v_$bdhCrPdiVCNe$bu\WBzJ+D1+5`(%A-IcHuSYz&8^T2$#

2022-04-20 13:11:06 UTC 13 IN Data Raw: f9 1e 75 72 df 25 01 9c 95 ac e5 07 93 84 e0 f2 92 40 89 c8 8d 9d 3c e4 6b 00 70 ba e6 14 5e 29 61 eb 93 94 
8f 03 be 18 a0 f2 9d 92 6d 95 b5 7a 0b bb 2e 76 8b 6f 6f 94 42 76 45 d6 ea a6 a5 79 d8 78 46 59 2b 6b fc 26 6b 77 53 8f 
b5 a6 b2 b6 d1 7a ac ac 2d eb b1 f4 f7 21 6b 4f 3f 5e 9f 5c 1e 1d 83 5b 61 f4 f9 f4 fa bd d8 68 39 3f ba 7c 8b ce df 4d 37 
5a d6 11 b5 1f 49 36 88 d3 1e 7f 37 a3 a8 25 bf 42 60 fd e2 67 19 81 df 1e 93 c1 14 71 93 3b 3a de 7a 89 48 b0 b5 7a 6d 
b3 65 9b 86 59 7c 5e a3 1c b2 2b b2 96 68 1e c1 8d e7 f4 29 2c 6b fc 26 6b 77 5f d6 5a 8f 90 b5 3a ec 19 c8 47 7e 6e a6 
8f fc dc 18 bf 13 81 cb 56 ee d7 a2 f5 e8 c3 a4 f5 b0 73 b0 f6 c6 01 6c 17 88 39 0b 44 6b 94 a5 be 9d 33 0d 37 8b d1 d8 
87 f1 ab d9 fd ec d2 5e 36 68 bf 79 b8 21 27 c2 15 c5 
Data Ascii: ur%@<kp^)amz.vooBvEyxFY+k&kwSz-!kO?^\[ah9?|M7ZI67%B`gq;:zHzmeY|^+h),k&kw_Z:G~nVsl9Dk37^6hy!'

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

10 192.168.2.5 49782 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:08 UTC 975 OUT GET /wp-content/uploads/2020/04/backroundtest3.png HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/wp-content/cache/breeze-minification/css/breeze_22215f59e0654c4cae90121
51dbc3c7c.css
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:08 UTC 1196 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:08 GMT
Content-Type: image/png
Content-Length: 233498
Last-Modified: Thu, 03 Dec 2020 17:27:05 GMT
Connection: close
ETag: "5fc91fe9-3901a"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:08 UTC 1197 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 07 80 00 00 05 00 08 04 00 00 00 0c 84 87 bc 00 03 8f 
e1 49 44 41 54 78 da ec dd 87 9f 14 45 c2 06 e0 53 14 09 0a 08 88 28 41 90 9c 73 ce 39 47 09 22 a2 48 30 a3 1e 82 0a 
06 f6 1f df 99 ef ad da 85 13 5d 60 77 27 7d e7 3d f5 fc 96 b8 3b 3d d3 d3 d3 55 6f 55 75 f5 bf 9a ff 02 00 00 80 7f 3e bb 
00 00 00 00 01 18 00 00 00 04 60 00 00 00 10 80 01 00 00 40 00 06 00 00 00 01 18 00 00 00 04 60 00 00 00 10 80 01 00 
00 40 00 06 00 00 40 00 06 00 00 00 01 18 00 00 00 04 60 00 00 00 10 80 01 00 00 40 00 06 00 00 00 01 18 00 00 00 04 
60 00 00 00 10 80 01 00 00 40 00 06 00 00 40 00 06 00 00 00 01 18 00 00 00 04 60 00 00 00 10 80 01 00 00 40 00 06 00 
00 00 01 18 00 00 00 04 60 00 00 00 10 80 01 00 00 40 00 06 00 00 
Data Ascii: PNGIHDRIDATxES(As9G"H0]`w'}=;=UoUu>`@`@@`@`@@`@`@
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2022-04-20 13:11:08 UTC 1212 IN Data Raw: e2 bc 53 63 9c 19 ff 3f 59 af 10 be 91 9c 30 b6 23 47 f3 af 9d be 9f f2 9f 8e f8 53 69 9d ed 4a 0b cf cd 93 3a b6 
9b 5f cd f8 e8 fc ec ea c3 b9 1e e1 a3 44 93 96 6e 61 fd a7 e0 3b cc 6b 0d d3 08 df 30 8c e0 5b 46 92 b7 d6 bb fc 0e 6b 
42 53 0e 99 43 75 54 ed 9d 16 f7 ce fb 39 01 7d 96 b0 b8 ba 13 87 60 0e f1 d2 df fb 76 0f de f5 09 75 cb bd 59 0c 61 4c 7b 
17 13 78 ee bb f7 49 5d 6d ba cd 2b 69 d6 05 bc 7e 7f de 04 e4 bc c6 99 39 a2 0f d7 65 50 06 1c cd 67 ec a9 31 e2 9c a0 
1f 3d ef 9e 91 e9 09 5c 55 af f8 3d 58 af 99 5f f5 fc 23 3f 21 af 54 cb 9f 66 34 76 c3 48 8f a8 7c 66 cf c4 e1 91 4f a9 1e 22 
06 6f cc e7 e5 76 1e 6b 7c db 8e 94 b6 f4 55 d7 e9 69 65 29 b3 8d c3 1f 63 57 14 a5 0b 2d 90 d5 69 79 5c ce 1c b1 b6 77 
56 e6 91 fb 9a 0f 3a f0 9c d7 24 44 3c 4c 
Data Ascii: Sc?Y0#GSiJ:_Dna;k0[FkBSCuT9}`vuYaL{xI]m+i~9ePg1=\U=X_#?!Tf4vH|fO"ovk|Uie)cW-iy\wV:$D<L

2022-04-20 13:11:09 UTC 1424 IN Data Raw: 77 32 fb e5 b6 b2 04 7f e8 3f 5f 45 81 8d f7 b2 0b a3 bb 86 32 17 87 b4 97 e0 10 41 57 eb a7 7d d7 56 e8 01 
ce 77 16 72 64 00 1c 87 ee 13 30 1b c0 d0 ee d5 32 b7 2f 20 9b 8d 5c 2d 25 c0 0a cc ca 91 7c 70 5e 48 cb 11 16 d4 95 
a4 a3 63 4d 7c 69 23 18 64 2b 8c 85 09 21 ee 0f 08 05 0e d2 c7 80 64 c5 f5 d2 ec 23 64 96 9e 03 fc e6 c4 a9 3e 83 92 1a 
de 5f 07 89 c9 e0 3e fa b9 a3 41 72 dd b9 f4 bf f3 5f 92 73 1a c7 ff 1c 0a 5b 44 78 aa 0d 98 39 c8 fb fb 85 1a 7f ff bf 9b df 
37 30 2f 85 00 83 6c f2 d7 2d f2 97 76 7e b2 b8 43 0a 4d f4 86 72 35 ad 72 1a f7 a3 ee a1 96 f5 36 ba 06 62 99 0c 9d b9 
4d 08 e2 13 92 3a cb 57 9e 89 6c a5 04 a6 b3 9d 79 a5 79 6d 99 8f ed d8 d1 34 64 7d 01 1c 36 25 32 df 0f 90 56 64 6f 0e 
aa d8 c4 6c 3f d0 65 11 b8 52 23 2b e7 81 da 75 81 83 
Data Ascii: w2?_E2AW}Vwrd02/ \-%|p^HcM|i#d+!d#d>_>Ar_s[Dx970/l-v~CMr5r6bM:Wlyym4d}6%2Vdol?eR#+u

2022-04-20 13:11:09 UTC 1440 IN Data Raw: 39 ad 3b e7 6b b5 ab 6a 6d 9a c5 7a 95 2d e8 0d fc aa 39 45 cb 9b f7 38 da 66 44 9e bf fc 47 0d 8b 3d 16 b7 
48 8d d4 13 8a 3d d2 6a f2 83 ee aa aa d7 37 80 72 2e 6b 7e dd 95 03 94 1e 97 dd fc 5a 4e f4 b4 f7 c5 03 40 b2 d7 c0 a0 
79 f4 73 c8 e5 e7 38 04 ed 52 20 6c 4c ea 9d 8a 8a b5 11 30 5b f1 bd f5 cc c3 37 e0 49 25 52 a9 ab 8c fc ea 87 d5 ab 08 
b0 f4 fa a7 ab d9 f9 e3 d5 36 9c 98 f0 92 74 39 c5 93 39 b3 3b e8 18 7b 91 3f 00 1c 7b 85 8a f6 a3 af 72 88 de 95 f5 aa b3 
1c 85 74 15 5f 5c 8a 56 7b 85 8e f7 42 c4 ab d1 60 e6 d6 6a ff 78 b4 73 24 81 8a 68 62 ec 96 5d d1 03 40 d9 2e fe 55 44 
f0 3e ff eb 73 13 d6 33 09 e7 8d d0 dd 01 a4 ed 65 5e df 01 f8 1c a5 a1 d8 f3 3f 10 ed 5c 39 fc 70 88 ce 13 8d e9 4f a9 ac 
e8 ae be 5e 15 ff f6 8f 66 29 86 f5 1f ec c2 aa 54 
Data Ascii: 9;kjmz-9E8fDG=H=j7r.k~ZN@ys8R lL0[7I%R6t99;{?{rt_\V{B`jxs$hb]@.UD>s3e^?\9pO^f)T

2022-04-20 13:11:09 UTC 1456 IN Data Raw: 86 0b 88 9e f7 89 9f 27 37 6e 8b e1 0b 44 c0 11 56 d2 68 b8 3c ec fe ab 67 79 84 95 b0 f6 d3 17 81 1d 4a a1 
fb b4 cb d1 87 1c 06 1c c5 11 ee 40 0e 03 ce 18 84 72 ac 84 b5 57 5e 01 cd 0a 04 68 86 46 e1 23 b2 ec b5 bf fa 40 82 ae 
f6 83 51 c2 85 6a 4e 5c 1f f5 70 f8 0d 6b 63 16 22 3c 01 5c bf 1f fe a5 76 17 3e 00 19 7b 09 c4 6f c1 25 4f f0 53 ea 9a 0e 
0f 01 f3 ab 09 52 4f c3 b7 c2 7f ad 55 e3 ba df 31 c2 14 bf d7 8b 57 ba ee ae d5 11 0c 94 8d e5 6a 98 cf 5d c0 ca 97 e1 4a 
28 98 22 b0 4d 00 ef d7 e8 eb 1a 44 f2 11 df 7f 0f 31 2b 87 2a d6 41 71 7f 5c f5 72 55 b3 3a 9f 92 64 38 ba 0d a8 72 33 fc 
04 0a 5d 25 23 7f 97 d1 5b f8 ac 61 cc e7 10 dc 53 6a 0e 7e a2 ba 4d d0 a4 66 91 b3 89 d1 8b 20 b1 19 61 9b f6 26 32 fb 
f7 09 e2 35 42 86 15 29 ee e2 39 4b 18 e1 7c 78 
Data Ascii: '7nDVh<gyJ@rW^hF#@QjN\pkc"<\v>{o%OSROU1Wj]J("MD1+*Aq\rU:d8r3]%#[aSj~Mf a&25B)9K|x

2022-04-20 13:11:09 UTC 1760 IN Data Raw: bb f9 5e d8 55 57 a5 b1 a1 e9 04 f0 7c 21 7e c4 85 71 0c be f9 48 38 65 c0 e5 be 08 bf d1 8b e3 38 dd 91 9e 
e2 19 49 17 fa 43 5e fa 61 7a 42 46 30 4f 7b fa 68 fa 73 3a cc df 22 e9 c6 b4 d5 e6 13 e9 e3 42 d1 25 1d 4c 94 1e 80 96 
7e 25 b4 b4 1a 7e 50 41 c9 46 d9 23 15 5d ef d2 21 28 f9 ac 80 8e 23 b2 26 47 ad d3 71 81 33 3c c5 d9 fe 96 2e 4b df 48 
7b e6 ba 49 ef 4f 57 f2 d6 30 ef 0d ec 2a 86 f4 10 33 f9 ea e3 fb b7 a4 9f a6 bb 39 e3 55 e9 93 be cf c3 d2 3d d5 e9 3f d3 
85 e9 5a 28 08 a3 4b be a5 9f a7 1f a4 df a5 9b f9 77 48 be d2 8e dc bf 9f b6 74 b9 85 9c 98 97 9a 00 46 fa bd d0 74 2b 
7d 3b 5d 94 2e 66 b5 ca 78 3e a7 2b 58 c1 7a 56 af 95 a7 9b a7 3f 3d c8 7f fd 70 ce dc ff 07 f8 6a 7b ba 85 9f aa e1 e7 df 
a4 5f f2 db 11 3b bb 9e 5e 9d be 9a 6e 60 87 3b d2 
Data Ascii: ^UW|!~qH8e8IC^azBF0O{hs:"B%L~%~PAF#]!(#&Gq3<.KH{IOW0*39U=?Z(KwHtFt+};].fx>+XzV?=pj{_;^n`;

2022-04-20 13:11:09 UTC 1897 IN Data Raw: 05 39 fc 03 f0 bd b0 10 96 a3 4b 53 39 b2 26 22 ce d2 a7 79 39 9f 89 ce 7c 73 5e dc be 32 a1 8e c2 9f 70 45 
de ab 25 02 f0 b7 0e 00 37 3e 73 cf 6b 5b 59 96 71 37 42 7d 34 2f ff c9 17 47 84 9b a4 67 9f 9a a9 fc 50 41 dd bc 70 c7 3f 
dc 11 a3 8e f7 bf 2c b6 d6 d2 31 aa 09 ae ca 35 2f 65 6b d6 e3 b1 12 6a 3e fb 19 8d c6 f0 35 ae 8f 36 bf 9b b0 fc b4 d7 9e 
b5 29 91 b4 6d 93 b3 60 49 15 10 b3 f1 bd 8d 0e e0 e5 89 c8 ae d1 58 40 d7 10 f9 59 a5 bd 4c 17 8d 59 e5 8b 05 8a 3e 
b9 b8 80 02 3a 0e 39 19 4d 43 ff 75 a1 c2 9d 77 38 1b dd ae 6e ca e9 bf 21 7e a3 0c 85 9f e7 75 79 18 39 8f c4 51 9b e7 
1d 09 3e cf f7 b8 df c9 e7 8c d0 8c 36 6c 8a fd 63 71 96 7f 60 3e 8e 63 4b 94 63 60 9e 06 d2 ed 25 f1 7d 85 19 10 ce ad 
0e 9b 14 9d a1 b5 38 65 fa 25 28 52 42 82 e3 0e e6 79 
Data Ascii: 9KS9&"y9|s^2pE%7>sk[Yq7B}4/GgPAp?,15/ekj>56)m`IX@YLY>:9MCuw8n!~uy9Q>6lcq`>cKc`%}8e%(RBy

2022-04-20 13:11:09 UTC 1913 IN Data Raw: 44 f1 c8 73 2c e4 c4 64 e4 7b e4 51 44 1a e0 91 43 91 1e fa b9 2b f2 84 c1 19 79 46 58 98 55 e2 d0 ec b1 4b 
da 92 7b b3 97 21 ae 3d 84 ac d3 c1 f0 03 dd 2d b0 bd 51 38 37 d5 b4 9f b4 48 47 c4 c4 e6 58 38 e9 27 22 8f a1 b1 5b 22 
43 d0 7c 3e e3 bc cf e1 7c 5f 65 b9 12 9d 84 ce 82 ce 11 91 1d 91 92 88 13 73 d0 16 39 a7 74 84 b9 90 dc 33 11 77 e4 4b 
c4 92 1a 51 dc 5b ec 23 86 dd 91 b1 1b 1f 43 eb ac ec 41 3f f4 cb 18 2c 90 ba c8 eb c8 cd 88 89 85 00 91 c3 b0 cc a7 e8 
09 fd d0 1e 4a 68 70 a4 8c c6 f8 82 dd 2a 5c 21 5c 1d dc 76 08 d8 8e 90 4f 13 0c f7 ed 00 ed 24 76 15 dd 91 97 ca b4 56 
64 2f 94 8a 53 9a 8e 63 30 f6 2d 6b 0d 03 71 d9 6a 90 e0 1f 91 bf f8 47 22 17 22 4d d2 ac d5 22 c3 98 20 4b 36 39 54 c9 
17 03 53 46 24 38 b2 33 f2 41 ba 0a 7c 30 b4 95 14 bb 83 
Data Ascii: Ds,d{QDC+yFXUK{!=-Q87HGX8'"["C|>|_es9t3wKQ[#CA?,Jhp*\!\vO$vVd/Sc0-kqjG""M" K69TSF$83A|0

2022-04-20 13:11:09 UTC 1929 IN Data Raw: e3 fd 53 ab 2d ec 5b b8 bf f0 81 ff 19 73 35 7d 2f 9a fe c9 c2 99 85 55 e4 92 17 ce a3 cb bb b1 1c 01 ae 52 b1 
70 75 c1 d7 03 94 16 f2 a4 47 ef 55 c8 c8 f6 85 ec 85 f2 85 06 5a fd c2 6b 24 26 29 3e f0 c2 6e b1 70 43 49 f6 93 b3 16 de 
2f b4 2d b4 2f b4 2c 94 e0 97 fa aa db 16 f6 4b 8f bb 95 6a 86 c3 82 ae 53 29 ba 34 59 1f 4a 37 c0 b0 5e 3c 63 3c ab 40 
97 2f e8 56 76 8c 18 0a 51 73 97 0a f4 3a 79 a0 ab 11 74 49 dd 9d b8 70 02 d5 dc 05 f1 ed c0 8c fa 7a 06 db 42 b3 a1 25 
49 b9 f2 46 28 67 33 66 7e 18 b3 af a0 64 4b 13 01 5e d8 c2 bc 0f 09 21 6c 76 1c ce 85 0d 28 c9 02 4c 76 bf 38 55 0e 59 
1c c4 88 3f 5f 48 c8 53 e4 16 4e 13 ea 08 4a 50 ec b3 17 12 87 f1 7e 84 e1 5e ec cb 94 dc b9 72 41 cd 63 60 2c 01 2e 55 
6a 2a 55 ee c9 41 36 99 45 b5 e4 e8 8b 8c dc 79 b5 
Data Ascii: S-[s5}/URpuGUZk$&)>npCI/-/,KjS)4YJ7^<c<@/VvQs:ytIpzB%IF(g3f~dK^!lv(Lv8UY?_HSNJP~^rAc`,.U
j*UA6Ey

2022-04-20 13:11:09 UTC 1945 IN Data Raw: 9b c9 22 27 25 2c 13 24 20 93 1f f1 30 ab 86 de 33 7d af f4 ad df e7 d0 eb e3 e8 df ba c8 05 0f ef fa 50 7a 5d 
a5 58 26 b7 0a d9 1a 8b 6c 50 8c b1 4f 34 a4 ef fc 03 6b 99 01 a5 eb 27 b5 f0 0d ef 2f 89 69 99 c8 83 64 6a 34 fa 71 89 80 
77 0d 96 a9 22 72 c3 a7 a0 2b fc d8 74 b1 56 a9 c8 6d 23 56 f6 38 f2 0e 13 d8 4a eb 41 04 7b 71 74 9b 69 ce e7 66 b2 40 
b5 38 c1 af 23 4f c8 bd 9c 8f 1c f0 73 01 91 f7 f2 3d 46 f4 47 6c c6 f1 fa aa 0e d5 26 6d 04 d8 e2 ea 36 ca 58 09 96 a5 34 
b8 97 ef 1c 17 7a 08 07 c2 87 27 60 a2 b4 72 40 e1 b8 cb 7d 18 d6 25 eb 2d 72 21 d2 e0 d2 d1 2e fe e6 49 11 65 64 23 
e4 69 d8 cd 6f 65 fe 25 3c f5 d5 a5 1f 9d bf cf aa 27 10 d5 65 91 21 87 6c be 5e 4e f6 8a c0 c1 d0 12 1a 92 a4 a0 46 e4 96 
7b 97 71 e2 af 2b d2 96 e8 d7 1e 97 fc 76 47 12 
Data Ascii: "'%,$ 03}Pz]X&lPO4k'/idj4qw"r+tVm#V8JA{qtif@8#Os=FGl&m6X4z'`r@}%-r!.Ied#ioe%<'e!l^NF{q+vG

2022-04-20 13:11:09 UTC 2377 IN Data Raw: 44 fe e7 e3 8e 1d a0 03 b3 6a ae 41 6d 94 90 5c d0 77 4f 96 53 7b d1 25 e0 6d 9a c3 f8 6e 25 32 53 54 ce bb 
8c 18 e7 05 1b 56 e5 10 15 16 c8 d8 d8 8e 25 25 4c ab 69 4d 5a ac 40 89 8c a3 5a 93 4b 9e b5 74 55 74 b0 78 8a b7 71 
9b b4 6f 0f b2 80 76 ad 60 12 d5 1b 35 dc b7 98 9e 70 55 aa 80 af 49 7d 69 f1 a8 0f 85 69 3e 99 b8 c7 60 06 5e d8 51 07 
8d 36 a6 9a e8 3a 60 73 d5 7a e2 ac 78 fb 01 05 76 6a 8b 40 ca e6 32 24 24 bd 0e 1b 7a 65 15 97 ae c1 cf f8 00 8d a2 19 
c9 d2 b5 b9 b3 51 d1 54 ed 97 29 57 af 6b f5 1a 02 f2 b8 90 f2 c3 f4 1e 1d 6f 39 e4 96 02 85 28 b7 61 bf 43 2f da 21 4b b3 
69 78 7c a0 ed f9 86 3b db 00 b4 0d bc 99 3b a4 1c 36 1a 75 ca a9 d8 4b 3f aa a9 9f 26 72 7c c7 1d 94 ab ad 4e 30 09 6a 
a6 e5 f0 22 e5 cd 8d 1d fe 04 55 bc 17 41 55 ec ce 16 85 
Data Ascii: DjAm\wOS{%mn%2STV%%LiMZ@ZKtUtxqov`5pUI}ii>`^Q6:`szxvj@2$$zeQT)Wko9(aC/!Kix|;;6uK?&r|N0j"UAU

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:09 UTC 2393 IN Data Raw: 32 2b f7 57 e0 b5 b4 29 4d e0 3e ed ef 3f 8c e6 e1 bb 40 54 af cc ba 49 4d c1 30 7f 31 f0 c0 90 fe b5 81 15 1d 
cd c0 a1 40 85 a1 63 e4 99 fd 1e c8 7a 45 78 e0 ab f1 fd 13 81 b3 59 ff f6 3b 81 1e e3 fb 7b b2 e3 53 04 ae 07 c6 4d b3 
d2 1a 58 73 2f 90 c0 51 ec 15 8d b4 71 63 e0 98 cd bb 63 03 2c ff 11 7a ab b1 c0 8d ff 16 f7 b7 40 98 ba 5a e0 b0 22 78 
0b c5 02 74 2a 82 b6 5f a0 bd c5 18 61 1e 29 52 6f 00 97 09 04 ce 04 3e 04 5a 70 80 b5 34 b7 77 14 3f f3 3e 7b 07 30 70 
84 8c 8d 09 2b 9c b9 55 21 1a 10 78 8e 32 df 4d ba eb 60 51 d2 1b dc a1 46 52 6b 36 73 eb 64 30 dc 61 be 36 6d 02 e5 
19 56 98 2e 05 3a e9 24 8f e3 fc 2e eb 94 05 4e c2 94 19 36 ce bb 27 d0 11 78 11 d8 92 43 5c f7 60 16 78 0c 37 f8 f7 5a 
0c 1b ec cf 6f 01 17 7d 47 6f 80 4d 4d 1d de 47 47 a4 48 
Data Ascii: 2+W)M>?@TIM01@czExY;{SMXs/Qqcc,z@Z"xt*_a)Ro>Zp4w?>{0p+U!x2M`QFRk6sd0a6mV.:$.N6'xC\`x7Zo}
GoMMGGH

2022-04-20 13:11:09 UTC 2409 IN Data Raw: 41 d1 75 01 f8 67 22 ab a8 65 c4 de f3 17 05 08 08 24 0a a2 7f 47 64 74 c2 c3 75 51 97 e8 7a 61 8a e6 95 ff 
25 60 4b 40 6d e7 7f f7 89 41 7c 39 4d 19 69 fc 67 14 c5 12 0f 8a e7 46 c0 59 e9 a7 27 b1 0a 71 c0 c9 8a 63 7a 27 66 ff 
54 6c f7 0a 23 44 5b a8 2b d9 88 3c 29 c8 f7 ed 41 00 a6 2f 29 30 33 10 a9 cd 50 b8 7f 85 1c 70 23 52 cd 78 d7 3e 5b 18 
eb 05 3a c0 07 4a 44 7d 20 8d 96 34 88 c2 7c cb 55 b4 96 c8 41 b4 a2 29 c5 03 b3 15 b7 58 8b 2e 98 63 e5 a0 90 71 7b 
57 9c 03 dc 6d e1 ae 61 81 c5 0e 7a 0f f9 9b 09 14 9a e0 d8 4a b7 8b 98 1c 98 0e 0a 07 e1 be b8 f5 ca 10 6e d1 dd 1e a3 
59 4b f7 48 11 5b e0 50 bb d2 ec b0 17 fa d1 b0 57 96 f3 2e 0f 38 5c c7 87 9e ac cc 7a b8 dc 13 7a af be 47 f2 9a 72 8c 26
2b 67 0d e7 df c8 c6 02 a1 94 55 10 8d 38 c6 08 c7 3c db 
Data Ascii: Aug"e$GdtuQza%`K@mA|9MigFY'qcz'fTl#D[+<)A/)03Pp#Rx>[:JD} 4|UA)X.cq{WmazJnYKH[PW.8\zzGr&+
gU8<

2022-04-20 13:11:09 UTC 2569 IN Data Raw: 70 7f f5 77 9f 45 30 27 e8 0a e0 7c c9 65 b0 90 63 18 a3 07 04 b0 59 62 da 97 94 0b be 95 7c a3 e0 ec fe 75 
8d 3c 2a 67 b3 d7 ce 3c b6 01 e6 87 fd 8b 04 31 46 5c 84 89 d9 eb 1b 5c b8 35 8e da eb f8 c6 7f 37 4f 2d f2 37 67 1c cb 
2a a2 d7 92 ca 11 85 1a 75 d6 1b 74 48 21 a8 d7 11 19 bb 04 34 8b 59 a8 50 6d 4f 70 c1 8e a5 bd 42 47 50 90 5f 9d 5b 
46 04 1d 04 76 91 b4 00 8e 50 42 3b 2c 52 2e 95 da 3f ca 0a 53 b5 96 9d 22 cd cb 46 c7 ca 2d 47 89 b3 52 d2 1d e6 f9 34 
bf b9 06 f9 60 36 d1 d5 ac de ad 91 7f a7 dd 02 e8 6f 70 ed a1 cd 0a fd 15 97 11 16 80 11 e6 7b c0 93 66 27 b0 99 3e 0f 
53 55 f0 0e 5b 6f a0 cc f8 87 a2 30 bf 27 19 e8 c9 14 96 81 4e 3c 0b a6 ee de 34 d4 65 2a 59 d2 8b ff 7b 26 f7 fa 01 18 e9 
b6 5d 70 43 c8 5a a9 01 5d 4d 62 e5 93 25 11 56 31 dd 5f 
Data Ascii: pwE0'|ecYb|u<*g<1F\\57O-7g*utH!4YPmOpBGP_[FvPB;,R.?S"F-GR4`6op{f'>SU[o0'N<4e*Y{&]pCZ]Mb%V1_

2022-04-20 13:11:09 UTC 2585 IN Data Raw: 18 f9 a6 c9 54 18 a0 a1 36 6b e4 35 12 aa b4 00 80 ed c3 85 ff d1 54 94 ae 3b 01 7f cf 88 37 ad 04 b6 ae 37 
a7 20 c1 71 1b e8 2a 71 62 fc 95 e9 ab a6 53 f6 b3 ba 6f 23 64 c8 30 ed ed 1a 60 ee 5c 12 d2 a8 77 3b 8e 0e 16 6f 97 51 
c1 9d d4 a8 57 6f ec bc eb 48 0f 9a 0f 80 07 1d b8 7b 07 38 86 90 45 84 75 7d e6 a9 2a 2a 48 e7 fd 15 51 0b 4e 7b 9f e2 
81 7d 3c f0 37 67 2b 3d 25 b2 00 0a 29 53 b4 d6 24 7e 15 91 f8 68 a5 df 77 a5 53 8d bd 6d 26 42 54 03 d3 10 b5 fa 16 5d 
a4 df f5 1b 34 43 84 e6 f3 e4 81 78 c2 23 48 06 c1 85 60 a4 f5 44 23 c3 4c d0 9d af 80 f2 31 14 a1 1c 4b 4f 65 c9 f9 37 c2 
a0 e9 67 bd 42 82 17 5b 22 1d 5e a8 6d ec 11 0b 5e d2 ef fc 07 de 4e 34 33 79 34 24 6f 82 14 d5 65 80 8a b9 d0 77 02 
3d c0 31 5e da d6 6b 77 46 db d4 51 cb ca 67 6e f0 56 1c 
Data Ascii: T6k5T;77 q*qbSo#d0`\w;oQWoH{8Eu}**HQN{}<7g+=%)S$~hwSm&BT]4Cx#H`D#L1KOe7gB["^m^
N43y4$oew=1^kwFQgnV

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

100 192.168.2.5 49912 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:39 UTC 5837 OUT GET /wp-content/uploads/elementor/thumbs/MultiTech_Logo-pgsb8a40a8a1w80dbcay2nqq1oh4l4cjjkbza50sti.jpg 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:39 UTC 5837 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:39 GMT
Content-Type: image/jpeg
Content-Length: 2006
Last-Modified: Mon, 29 Nov 2021 16:54:34 GMT
Connection: close
ETag: "61a505ca-7d6"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:39 UTC 5837 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 64 00 64 00 00 ff db 00 43 00 06 04 05 06 05 04 06 06 05 06 07 
07 06 08 0a 10 0a 0a 09 09 0a 14 0e 0f 0c 10 17 14 18 18 17 14 16 16 1a 1d 25 1f 1a 1b 23 1c 16 16 20 2c 20 23 26 27 
29 2a 29 19 1f 2d 30 2d 28 30 25 28 29 28 ff db 00 43 01 07 07 07 0a 08 0a 13 0a 0a 13 28 1a 16 1a 28 28 28 28 28 28 
28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 
28 28 28 28 28 ff c0 00 11 08 00 17 00 78 03 01 11 00 02 11 01 03 11 01 ff c4 00 1c 00 00 02 02 03 01 01 00 00 00 00 00 
00 00 00 00 00 05 07 03 04 00 06 08 02 01 ff c4 00 36 10 00 01 04 01 03 02 05 03 02 01 0d 00 00 00 00 00 01 02 03 04 
05 11 00 06 12 07 21 13 31 41 51 61 14 15 22 32 71 81 08 24 33 35 36 
Data Ascii: JFIFddC%# , #&')*)-0-(0%()(C(((((((((((((((((((((((((((((((((((((((((((((((((((x6!1AQa"2q$356

Session ID Source IP Source Port Destination IP
Destination
Port

Process

101 192.168.2.5 49916 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:39 UTC 5839 OUT GET /wp-content/uploads/elementor/thumbs/novotech_black-on-white-p6fl83ur25qttcfmdlzz2oly7lfu0pky933p07d4i6.gif 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:39 UTC 5840 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:39 GMT
Content-Type: image/gif
Content-Length: 1922
Last-Modified: Thu, 29 Apr 2021 13:54:12 GMT
Connection: close
ETag: "608aba84-782"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:39 UTC 5840 IN Data Raw: 47 49 46 38 39 61 78 00 1b 00 f7 85 00 00 00 00 01 01 01 02 02 02 03 03 03 04 04 04 05 05 05 06 06 06 07 
07 07 08 08 08 09 09 09 0a 0a 0a 0b 0b 0b 0c 0c 0c 0d 0d 0d 0e 0e 0e 0f 0f 0f 10 10 10 11 11 11 12 12 12 13 13 13 14 14 
14 15 15 15 16 16 16 17 17 17 18 18 18 19 19 19 1a 1a 1a 1b 1b 1b 1c 1c 1c 1d 1d 1d 1e 1e 1e 1f 1f 1f 20 20 20 21 21 21 
22 22 22 23 23 23 24 24 24 25 25 25 26 26 26 27 27 27 28 28 28 29 29 29 2a 2a 2a 2b 2b 2b 2c 2c 2c 2d 2d 2d 2e 2e 2e 
2f 2f 2f 30 30 30 31 31 31 32 32 32 33 33 33 34 34 34 35 35 35 36 36 36 37 37 37 38 38 38 39 39 39 3a 3a 3a 3b 3b 3b 3
c 3c 3c 3d 3d 3d 3e 3e 3e 3f 3f 3f 40 40 40 41 41 41 42 42 42 43 43 43 44 44 44 45 45 45 46 46 46 47 47 47 48 48 48 49 
49 49 4a 4a 4a 4c 4c 4c 4d 4d 4d 4e 4e 4e 50 50 50 51 51 51 52 52 
Data Ascii: GIF89ax   !!!"""###$$$%%%&&&'''((()))***+++,,,---...///000111222333444555666777888999:::;;;<<<===>>>???
@@@AAABBBCCCDDDEEEFFFGGGHHHIIIJJJLLLMMMNNNPPPQQQRR

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

102 192.168.2.5 49917 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:40 UTC 5842 OUT GET /wp-content/uploads/elementor/thumbs/Pelion_Horizontal-p3ldmkmetkey2c0h25l2nee2yp73hdlcxkcxd5bz6y.jpg 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:40 UTC 5842 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:40 GMT
Content-Type: image/jpeg
Content-Length: 2231
Last-Modified: Mon, 01 Mar 2021 20:37:19 GMT
Connection: close
ETag: "603d507f-8b7"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:40 UTC 5842 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 64 00 64 00 00 ff db 00 43 00 06 04 05 06 05 04 06 06 05 06 07 
07 06 08 0a 10 0a 0a 09 09 0a 14 0e 0f 0c 10 17 14 18 18 17 14 16 16 1a 1d 25 1f 1a 1b 23 1c 16 16 20 2c 20 23 26 27 
29 2a 29 19 1f 2d 30 2d 28 30 25 28 29 28 ff db 00 43 01 07 07 07 0a 08 0a 13 0a 0a 13 28 1a 16 1a 28 28 28 28 28 28 
28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 
28 28 28 28 28 ff c0 00 11 08 00 31 00 78 03 01 11 00 02 11 01 03 11 01 ff c4 00 1b 00 01 00 02 03 01 01 00 00 00 00 00 
00 00 00 00 00 00 05 06 03 04 07 02 08 ff c4 00 3d 10 00 00 05 03 01 06 01 08 08 05 05 00 00 00 00 00 01 02 03 04 05 
00 06 11 07 12 13 21 31 41 51 61 08 15 22 32 71 74 91 b2 14 33 35 36 
Data Ascii: JFIFddC%# , #&')*)-0-(0%()(C(((((((((((((((((((((((((((((((((((((((((((((((((((1x=!1AQa"2qt356

Session ID Source IP Source Port Destination IP
Destination
Port

Process

103 192.168.2.5 49918 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:40 UTC 5844 OUT GET /wp-content/uploads/elementor/thumbs/Pod-Group-white-2-ozbz0pz5bd8o7i83b9v9qvrv6nd3xvduwd5gkim0wi.jpg 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
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2022-04-20 13:11:41 UTC 5845 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:41 GMT
Content-Type: image/jpeg
Content-Length: 1979
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-7bb"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:41 UTC 5845 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff fe 00 3b 43 52 45 41 54 4f 52 3a 20 67 64 2d 6a 
70 65 67 20 76 31 2e 30 20 28 75 73 69 6e 67 20 49 4a 47 20 4a 50 45 47 20 76 36 32 29 2c 20 71 75 61 6c 69 74 79 20 
3d 20 38 32 0a ff db 00 43 00 06 04 04 05 04 04 06 05 05 05 06 06 06 07 09 0e 09 09 08 08 09 12 0d 0d 0a 0e 15 12 16 
16 15 12 14 14 17 1a 21 1c 17 18 1f 19 14 14 1d 27 1d 1f 22 23 25 25 25 16 1c 29 2c 28 24 2b 21 24 25 24 ff db 00 43 01 
06 06 06 09 08 09 11 09 09 11 24 18 14 18 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 
24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 ff c0 00 11 08 00 35 00 78 03 01 22 00 02 1
1 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 
Data Ascii: JFIF``;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82C!'"#%%%),($+!$%$C$$$$$$$$$$$$$$$$$
$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$5x"

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

104 192.168.2.5 49919 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:41 UTC 5847 OUT GET /wp-content/uploads/elementor/thumbs/Quectellogo-pctkxydkxmw9dncktfxqtana1v3kvl7spuunl68a6o.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:41 UTC 5847 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:41 GMT
Content-Type: image/jpeg
Content-Length: 1175
Last-Modified: Wed, 08 Sep 2021 17:00:49 GMT
Connection: close
ETag: "6138ec41-497"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:41 UTC 5847 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 64 00 64 00 00 ff db 00 43 00 06 04 05 06 05 04 06 06 05 06 07 
07 06 08 0a 10 0a 0a 09 09 0a 14 0e 0f 0c 10 17 14 18 18 17 14 16 16 1a 1d 25 1f 1a 1b 23 1c 16 16 20 2c 20 23 26 27 
29 2a 29 19 1f 2d 30 2d 28 30 25 28 29 28 ff db 00 43 01 07 07 07 0a 08 0a 13 0a 0a 13 28 1a 16 1a 28 28 28 28 28 28 
28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 
28 28 28 28 28 ff c0 00 11 08 00 28 00 78 03 01 11 00 02 11 01 03 11 01 ff c4 00 1c 00 01 00 01 05 01 01 00 00 00 00 00 
00 00 00 00 00 00 01 02 03 06 07 08 05 04 ff c4 00 32 10 00 01 03 03 02 03 06 05 03 05 00 00 00 00 00 00 01 02 03 04 
00 05 11 06 12 07 21 31 13 32 41 51 71 91 08 16 22 52 81 61 82 d1 15 
Data Ascii: JFIFddC%# , #&')*)-0-(0%()(C((((((((((((((((((((((((((((((((((((((((((((((((((((x2!12AQq"Ra

Session ID Source IP Source Port Destination IP
Destination
Port

Process

105 192.168.2.5 49921 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:43 UTC 5849 OUT GET /wp-content/uploads/2020/04/backwhite.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:43 UTC 5849 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:43 GMT
Content-Type: image/png
Content-Length: 300133
Last-Modified: Thu, 03 Dec 2020 17:26:39 GMT
Connection: close
ETag: "5fc91fcf-49465"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:43 UTC 5849 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 07 80 00 00 05 00 08 03 00 00 00 91 53 bf 05 00 00 
00 f6 50 4c 54 45 ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
Data Ascii: PNGIHDRSPLTE
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2022-04-20 13:11:43 UTC 5865 IN Data Raw: 46 0c fc fb 81 bd 33 a0 30 c7 95 14 e0 0b a5 a1 25 f0 c5 ad 05 f2 b7 b4 7c 0f ec c3 b0 50 00 db 9f 5a 06 00 3e 
91 df be 2f 77 01 d3 c5 67 72 cb f0 7b 27 63 3f 00 d8 c2 28 8e ad 90 b2 de 13 4d 2a 36 13 98 02 78 0e 00 6e a3 fd 14 00 
fc f3 ed 18 01 bc 78 85 ff fd f9 79 ef 9b 4f 6f ae c4 21 ae 75 57 ff 55 af e9 89 1e ba f5 a8 e7 53 24 69 40 c8 ba 32 0c ba 95 
3c b0 4b 05 ce 54 35 af 9c 02 5e 75 b1 58 1c 7f 75 ab 3e ed 3b d8 ca f8 6d d5 6d 2e 44 f0 ff 46 02 cb 99 2a b5 36 2b bf 21 
84 08 6e 39 81 dd 7c e3 d6 04 16 0b 61 ed 47 00 17 46 68 d5 68 32 97 fa 79 23 6e 8a c7 d4 37 91 d9 12 38 e1 f6 b8 f1 9e 
57 4c 8c c5 82 5e 83 9a 6b d6 37 b9 80 8b 2b 8f 04 1e b9 5e fb fe 74 ea d3 2f af 4f 09 6c fd 65 73 49 c2 ef c8 b2 0c 56 bd 
d2 2f e9 28 ae 45 0a d1 ce e5 58 af 97 d3 
Data Ascii: F30%|PZ>/wgr{'c?(M*6xnxyOo!uWUS$i@2<KT5^uXu>;mm.DF*6+!n9|aGFhh2y#n78WL^k7+^t/OlesIV/(EX

2022-04-20 13:11:43 UTC 5881 IN Data Raw: 6c 1e 30 2d 08 01 09 1c d6 8d b1 9c 50 5f d6 be 78 6c 84 e3 e0 40 02 70 77 da e6 87 7e 02 78 89 f1 7b e2 84 
a7 09 00 d8 fa d4 f9 25 97 06 4e 59 10 bc f0 a8 42 22 53 81 f9 24 30 76 41 df 1c ce a3 b5 1e 8c 24 7c 7e fa f2 e5 d6 e1 a1 
84 c0 cf ac 21 f4 0a f8 fb c3 f1 dd 63 1b b4 d3 20 8d 41 eb 1d 02 e0 0c b8 cb e2 58 24 73 64 b1 39 6f a7 21 25 aa b9 a5 
0a c3 d7 6a 49 cd 99 44 ee 10 5c c9 a4 e0 24 70 e1 d4 1d d8 04 60 17 8b 15 1a 55 02 cb 0c 1e 1c e3 d4 7e fa 48 e0 41 
2e 1a 29 df 57 cc 79 f2 10 c0 5e 04 ce 5d b6 68 4a 74 08 31 68 b1 3b 34 4a cc 5f e2 c2 12 ee d7 72 9b f8 85 63 6a 6c 86 
95 17 bd cb aa 3f e6 d3 c6 16 5b c8 97 54 f8 4e 56 a3 c4 a0 e7 b4 f9 64 d1 9a b3 08 0c 71 d7 c9 e0 d3 56 4e 06 04 b6 00 
b8 e8 04 f0 e1 91 87 e2 cc f7 30 7f 0f dc ce c8 1a 00 6c 
Data Ascii: l0-P_xl@pw~x{%NYB"S$0vA$|~!c AX$sd9o!%jID\$p`U~HA.)Wy^]hJt1h;4J_rcjl?[TNVdqVN0l

2022-04-20 13:11:43 UTC 5897 IN Data Raw: 0d 75 48 88 a8 12 37 fa f6 02 98 2c e6 c1 02 38 84 c0 7d 4b e8 ff 2a 81 e3 3e 9a 5d 00 13 d4 a1 2d 11 98 5c 
71 48 bd f1 eb af 5f eb 41 2f 4d fd 47 43 5d 95 3c 00 b8 ae 93 20 58 23 81 3d ad d0 08 f8 6b 5b db b9 e6 57 5e 02 98 ac 
46 73 3a a0 c1 1d c0 7d 0c ba 5c b7 47 44 78 37 cd 38 e0 09 c6 ef ae 70 a2 a0 1d f4 3a 83 24 30 ed 73 89 b3 c1 bb 63 f9 
a4 d6 00 e0 2d de e1 38 f6 7c 7b 0b ff d7 67 61 17 63 54 21 ed be c5 fc e5 ed 6b 1b ae 19 74 7d 87 09 fc f1 2e e8 bb 57 
36 e3 08 04 30 88 5f 38 d6 d4 06 fd 6c 49 00 e3 5b 0a ee 3f b1 f3 f3 b0 60 a1 ea b3 c0 4e 26 68 32 42 2d 60 b5 2d c4 65 
ca f6 4a 3a 1b 34 a5 6f c5 a4 85 c3 9a 4c 7a 70 0c 00 ec 2b 80 43 08 cc 4d 63 78 05 b0 46 00 db 1e 80 b1 8b b6 13 85 a6 
e8 2d 35 63 40 90 89 c1 f8 57 89 3f cc e1 43 b7 ea 37 cf 
Data Ascii: uH7,8}K*>]-\qH_A/MGC]< X#=k[W^Fs:}\GDx78p:$0sc-8|{gacT!kt}.W60_8lI[?`N&h2B-`-eJ:4oLzp+CMcxF-
5c@W?C7

2022-04-20 13:11:43 UTC 5913 IN Data Raw: fc ad 5d 2e b1 08 29 6e 0f 60 2e 0c 5e f3 61 f0 6c bd 36 fa 7a 60 4b e0 b6 6d 8a a2 3d 10 18 12 d8 b3 f9 f1 c9 
e9 ba 0c 7f 61 b4 0c 7f 41 e2 b3 5c ae a1 c0 e9 ea ea 9a 1b 0d 00 5f 9e 9c 6c 56 2b 31 79 4a f8 4b 4a 80 4f 8e 10 c0 d8 
09 f8 75 11 dc ae 29 f0 06 02 60 69 ef b8 07 27 8e e4 d7 ef df bf 14 8f 5f 13 b7 69 23 07 5d b5 68 f0 69 3a 2a da 51 0e a7 
c2 92 11 9c 98 26 c9 d8 d8 52 4e 15 02 f7 ba 09 7c 00 f0 ab 8c ae 59 8c 38 11 87 09 e7 a2 f0 2a d1 87 c0 c3 04 c0 34 04 
56 4e 7b a6 04 34 95 41 e7 96 12 a4 28 4e 47 63 b1 e0 37 83 74 53 f9 8f 21 52 8e e1 4c 91 81 ee 0b c0 e1 14 f9 5b 5f 84 
29 29 42 ea 00 e0 2a 0c 86 98 77 59 4d a2 4b 63 19 70 40 cc 28 5b 27 38 53 94 42 cf 82 19 80 98 68 b0 48 f8 7b 7a e2 f3 
7a a0 eb 81 13 b1 39 3a ba b8 e2 47 13 c0 90 ee c6 
Data Ascii: ].)n`.^al6z`Km=aA\_lV+1yJKJOu)`i'_i#]hi:*Q&RN|Y8*4VN{4A(NGc7tS!RL[_))B*wYMKcp@(['8SBhH{zz9:G

2022-04-20 13:11:43 UTC 5929 IN Data Raw: 93 91 bc 83 9e f2 45 48 c9 c4 4b 8d 35 b3 16 21 29 01 3c 01 fe ba 6d cb a2 08 ba b9 2a 5b 6e 36 e5 db ce 36 
5b b1 ab 8e 08 60 4c 40 6f 7c ee 67 0d 80 17 10 02 27 06 fe 5e 0c c9 df 62 be 39 bf 7e 20 43 05 e0 a7 eb d5 8b f6 46 a2 
1b c0 f0 c5 39 07 60 46 e0 98 20 f8 f3 37 3b 82 2f 7f fe ac 0a 81 3f 03 80 35 cb 87 f9 3b 86 df fb fc 75 26 c4 86 dd b3 3c 1b
d5 00 4e db fb 43 26 66 23 04 b3 10 ab 3d 83 43 31 07 2d 04 c0 61 e4 10 8b 85 e2 38 f0 f3 4f 0d 80 f9 10 b8 b1 44 64 00 
76 0c 81 fb 6b 87 54 f1 37 2a 3d 38 12 ab 19 87 cd 06 2b 53 35 60 f0 24 70 79 78 40 4f 11 c0 6c 4c 80 c3 d2 82 38 c4 ef 
27 42 06 3a ce ca 0d 5f 36 a6 85 52 bd c6 24 58 15 8f 67 ee 08 c6 22 24 bb 22 bc 01 e0 d4 c9 02 8b 0c 95 08 5a 28 04 5e 
6f b6 73 3d 80 49 02 da eb c4 03 80 55 32 5e 43 21 
Data Ascii: EHK5!)<m*[n66[`L@o|g'^b9~ CF9`F 7;/?5;u&<NC&f#=C1-a8ODdvkT7*=8+S5`$pyx@OlL8'B:_6R$Xg"$"Z
(^os=IU2^C!

2022-04-20 13:11:43 UTC 5945 IN Data Raw: ac 11 d2 1d 12 f8 4b b7 cd 29 34 ea 50 04 bb fa 67 93 4a f5 1f 12 90 a2 6b 65 52 17 c0 e0 fa 8d 35 fd 6a 8a 99 
d7 d7 09 e0 13 54 a1 ac bc a4 fe c4 7f 13 7b ed 0e c7 55 00 17 22 d8 e5 64 55 2d d0 a1 81 bf 72 09 5c 11 c1 54 02 f3 91 
84 91 3b 7f 2b 9d 18 68 f5 0d d9 f2 37 ec 08 f2 f7 48 04 8e f3 4a 94 46 01 ac c3 af 03 7f 35 12 18 d3 98 b0 0e d6 98 ec 88 
3f a8 10 38 90 99 a5 2b db 18 d1 ce 84 39 80 83 e1 44 db fa 57 ad db 40 02 57 af 4b 09 c0 11 00 b8 d3 c6 a5 18 22 7c b1 
1e 16 00 66 04 00 26 9d 81 c7 db 9d 1d d8 ce 80 c0 15 20 05 1b 30 01 b3 f0 ab 60 8c a5 b0 10 bf 67 9a f5 c2 19 e1 2f 77 
d2 c3 09 c3 ef 3e 5b 34 09 04 0e 1f 49 3b c2 18 ac d0 4f b5 3d e1 0b 0e c0 98 86 b4 91 25 55 d1 6a 1c 0c c0 c9 db d7 3c 
18 cb 30 7e fc fc b9 55 fc aa f3 9d 6a df fb df bf 
Data Ascii: K)4PgJkeR5jT{U"dU-r\T;+h7HJF5?8+9DW@WK"|f& 0`g/w>[4I;O=%Uj<0~Uj

2022-04-20 13:11:43 UTC 5961 IN Data Raw: 01 ef 06 a9 db aa d7 21 9c dc b2 3a 1c 1b c3 82 b2 f7 8c 00 7e 5e c0 5f 24 96 b8 b7 b8 7a 79 a3 03 e0 7b bf 
19 d4 f9 f6 67 e4 ef 15 ff 12 54 a1 fc 1a 99 00 ec ad ff 20 81 5d 43 b1 be b6 e8 04 8e cc e6 67 4f d7 08 58 26 81 25 ef 6c 
94 85 54 9a 5a 55 08 6e af 08 3f 07 63 bf 7d 69 9c 01 b8 0d 0c ba 46 61 95 10 dc 86 51 5d e0 aa ac f0 46 d0 a2 f8 cd d6 
60 e6 0b dd b0 2d 21 f6 1e 0c 88 00 66 f7 6d 4b 04 0e 4a a6 24 17 09 8c 86 a4 92 ec 4d ca c6 a0 58 d2 80 30 88 12 c1 
1e 5d b8 89 51 f6 a6 55 0a f7 92 77 85 b0 54 02 8f 25 00 8e 81 b9 f9 8b 2e 2e 60 cf 94 8a 44 36 88 04 e6 df e2 a3 f8 65 
00 1e 95 f9 eb 9a 19 4a 2d d0 0d 05 30 cd 00 de 4a 62 b0 ba 83 e9 f9 fe 9a 8e 1c be 57 9b f9 b4 37 63 85 b0 da 1c f1 d9 
03 ad 83 a5 b6 3d 97 09 8c 23 4c a6 fb c7 b7 7c 3c ed c7 
Data Ascii: !:~^_$zy{gT ]CgOX&%lTZUn?c}iFaQ]F`-!fmKJ$MX0]QUwT%..`D6eJ-0JbW7c=#L|<

2022-04-20 13:11:43 UTC 5977 IN Data Raw: 91 16 80 5b 23 d0 b3 bd 8e f2 23 46 03 e9 28 c2 8a fc 1b 5a 02 2b 8a 80 e9 5a 80 04 de ce 50 c4 e5 0b 2c b9 
a9 b9 59 08 5c 39 85 37 04 c1 b7 fc 30 d5 5d 28 a7 cb a3 9b a7 1f b0 7e fe ac 00 f8 b3 df 27 6c 86 9f 0d 2f 44 82 65 78 2a 
64 59 07 82 f3 d4 b2 18 f6 4b 00 5c 45 b0 00 60 df ca 85 65 4a e0 b2 03 47 ff 12 60 f1 35 7b 35 b3 a4 fc f5 87 be 99 74 1d 
67 61 ac 3c 9f 65 63 ca a2 f7 95 96 00 0e 64 f9 5e f3 0f 1c 23 6d c3 4a 21 52 cc 3d 59 01 ee 5e fb cf 65 00 59 1c c7 2d b2 
98 e8 5f f3 77 09 f2 a6 15 2b 29 5a 5f b5 36 e1 60 00 4e d0 04 bd 9d 16 88 31 5a b1 14 ca 56 e4 6f da b3 05 96 fc 0d a4 
5e 2c b4 42 2f 14 6f 15 ef 08 00 6e 8b 40 07 73 e4 af 86 72 95 8f 22 ac 1c 0f 48 e0 d5 90 df c1 e9 d5 95 ba 73 13 c6 a0 f7 
b7 71 25 6c 08 7f e5 4f 49 04 70 9b 95 7c fd 
Data Ascii: [##F(Z+ZP,Y\970](~'l/Dex*dYK\E`eJG`5{5tga<ecd^#mJ!R=Y^eY-_w+)Z_6`N1ZVo^,B/on@sr"Hsq%lOIp|

2022-04-20 13:11:43 UTC 5993 IN Data Raw: 07 0e 43 02 47 8a f4 af b9 01 9a 6f 17 ba 47 12 d6 8f 90 b4 c5 9a 3b bb 7c b0 0f 65 68 61 c1 aa dc 87 7b 2c 02 
bd 81 99 c1 ee af e0 04 00 dc 02 0a 6c 43 d9 f3 5d c3 9d 2b 86 df 43 fa f0 df b0 f4 ef c2 f8 58 49 ac 99 8e 8e c2 08 f4 d5 
6d 1b 7f df de 5f 57 c5 af de 7c 7c b0 78 f4 e2 a3 8c 46 57 d7 f2 fd 3b 00 f8 7d bf ef 29 c5 16 1c 7b 5d 00 ae 38 b0 b4 01 
3c b2 cd 00 f1 87 a5 74 b3 de ce df d2 76 95 ab 68 a0 e4 af 7d 25 52 98 0d 0c 60 1e 73 8e aa e8 31 63 30 8b 5c 9b 7c c2 
a0 62 30 6e cb f4 6e d5 8c d5 fc 14 ba 6d b2 eb bd 28 b7 62 9f 13 f6 09 d5 09 98 8d 4f 81 a8 65 a3 16 63 f1 d7 7a 89 e0 
50 74 3f 8b 13 82 bb 01 ec 8f 35 1a 62 c9 3d 58 f1 a4 e7 ed ef 8f 5a 08 4c 3a 5f 49 d2 bf 74 22 e1 c4 e6 9a 02 00 9b c2 23 
77 3a 9d 81 f6 a1 c4 08 ab 75 d8 30 dd e3 29 
Data Ascii: CGoG;|eha{,lC]+CXIm_W||xFW;}){]8<tvh}%R`s1c0\|b0nnm(bOeczPt?5b=XZL:_It"#w:u0)

2022-04-20 13:11:43 UTC 6009 IN Data Raw: 25 0b d6 fb 64 ec ac 3a 05 6e 74 e5 5e 15 e1 6f 52 52 94 6a b4 f6 18 82 5d 1a 73 68 2a 91 ac 00 6c 94 80 65 
c3 d5 38 4d db f3 50 da f0 a8 5c dc 53 7b c9 9f 05 70 d9 1e ba 96 06 2d 24 3d c7 b9 d1 b3 1f a7 e2 e9 f4 7d 09 d6 fb 43 
b0 a7 0d 80 2d 00 ac 36 e4 08 d8 3d 10 34 f9 d7 90 6d 60 15 10 14 36 58 24 fd 99 cc fd 90 97 20 61 ce 55 15 5f 23 8d 1b 
47 4d 12 e8 b2 19 cc d2 a0 2d 8d b0 2a 5f d5 40 86 86 4d e0 2e f9 50 e9 82 e6 5e 35 3f 1a 92 e9 de a6 3c b6 30 f6 1c 92 
18 0a 91 78 cc e4 1f 22 7f 85 77 dd 03 02 ef 2c 3f 65 09 dc e5 00 ee d8 69 88 22 f8 c3 07 fb 30 7c 70 f5 f4 74 1f d4 01 8c 
45 48 87 79 0a 96 70 93 30 1d 7a d9 e9 78 a7 ad 4b 91 f2 81 29 58 6f 77 8f 8f 35 fe e6 3e 94 7c d0 3e c0 2f ac 23 30 a1 
ef db 55 2a 5d 23 d3 76 84 8e 7c 30 34 8e f0 35 fe 92 
Data Ascii: %d:nt^oRRj]sh*le8MP\S{p-$=}C-6=4m`6X$ aU_#GM-*_@M.P^5?<0x"w,?ei"0|ptEHyp0zxK)Xow5>|>/#0U
*]#v|045

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:44 UTC 6025 IN Data Raw: 5f 88 00 78 8c 4e 66 90 98 0e 5f 69 da 3c 26 e8 dc 95 a0 c3 68 65 d2 11 ec 46 f0 6c 28 c3 77 aa 68 ef 5d 20 
86 10 96 d5 22 d5 59 6b a0 41 e3 8c 22 25 c1 b6 0d 92 26 ab 95 51 cd 2c 25 b0 69 b0 60 e0 43 e9 2f 0e 91 bf 53 da 88 
50 4f eb 70 76 88 00 3e 39 39 d9 1a 65 64 c1 26 f0 79 7b 5d 38 d8 14 fc bd c9 df 06 8a a3 ae 6e 72 fa 9e ac dd 3f 19 16 
c8 df 85 f4 47 57 a5 36 c0 58 0a 7c fe 8e f7 7c 72 c5 62 df ab d9 a0 70 a1 fc 65 5d 06 bc cb fb 30 0c 48 0e d6 55 97 c7 10 
5d 17 5b 3e 18 ea 00 f6 c7 13 73 9c 22 7a 87 9e 6f bb 71 6c fd e5 68 f2 15 d5 cb 48 c0 e3 e5 41 71 da 8a c0 5e 97 e8 59 
c6 73 81 57 b2 b4 66 2f 91 36 38 d0 38 66 c5 b2 97 f7 55 88 c4 de 3a f5 23 d6 a0 22 fe df 21 b0 10 f7 1a b4 63 28 55 21 
95 ae 04 d5 a1 c5 10 9a e2 2c 2a 39 cd f0 2c e8 51 6f db 
Data Ascii: _xNf_i<&heFl(wh] "YkA"%&Q,%i`C/SPOpv>99ed&y{]8nr?GW6X||rbpe]0HU][>s"zoqlhHAq^YsWf/688fU:
#"!c(U!,*9,Qo

2022-04-20 13:11:44 UTC 6041 IN Data Raw: ca 3a 4a 96 46 b0 38 25 35 a4 ed 8f 62 2e 16 9b 28 c1 c8 27 27 99 3e ac b0 f3 99 d6 02 ac 31 00 3c 2e 81 b5 
25 33 5a 31 5f 75 16 52 84 55 ac 06 5e e9 b4 3c a7 6a 1e 62 d0 14 e4 a0 65 28 2d dc cf f4 7b 88 0f da d3 55 dd 10 be e2 
be 89 c0 4c 02 70 fb a6 57 ac 34 7a 12 02 80 a5 85 42 a2 6c c1 55 c0 5a 8a 94 24 00 e0 d2 23 e9 55 f8 75 92 9d 1e 02 80 
0b 05 80 37 c7 c7 bb 0e be c6 50 81 45 ac 3f 30 81 f1 c1 cd c1 04 ee 81 30 e8 c5 50 25 de 26 48 60 4a 63 81 09 ec 9a bf 
a4 12 e5 cc 0d 7f 71 41 9c 12 02 ff 71 ad 73 90 8a fa 30 9c 7c 41 fe 7e e9 c8 bb a5 00 86 b1 f7 ae 44 f0 6f 3a de 3b dd 98 
2a 4d 86 1a 4a 4d fa 43 2a e7 af 17 66 f3 6a e8 45 57 ed f9 de b1 05 86 84 81 01 c0 b9 84 7d fd 8a 63 a1 0f 3a 56 42 cd 
c2 08 4e 44 fe 6c d4 79 c1 57 f8 bc f2 d9 d7 85 66 7b 
Data Ascii: :JF8%5b.(''>1<.%3Z1_uRU^<jbe(-{ULpW4zBlUZ$#Uu7PE?00P%&H`JcqAqs0|A~Do:;*MJMC*fjEW}c:VBNDl
yWf{

2022-04-20 13:11:44 UTC 6057 IN Data Raw: 5d 76 5c 5f 70 3a b8 88 88 91 05 84 a1 e1 4e 37 a2 58 13 1a ae 09 8c eb b3 75 6c f2 92 82 29 39 29 99 94 66 
65 38 5c 8c 20 48 40 08 25 e0 30 36 3f 94 1a 8a 44 88 45 38 9a ca 93 08 b9 40 2f 33 80 f0 36 91 e7 b8 7e cd d8 13 89 08 
b2 56 2b db 49 8b 82 e9 c5 82 e1 6f 35 b6 21 12 1e 2b 2a 79 60 f9 c9 19 d4 e0 d8 6c 74 e5 f2 8a 7d 3d 80 27 5b 40 60 9b 
ba 7b 58 7c 12 72 7f eb eb 8b 4e c9 90 00 18 54 58 e7 9c 9d 1e 01 7f cf 46 6f 1d b5 00 00 b7 ad 98 a3 bb 3b da 02 18 3b 
31 6c 43 06 12 a6 00 0f e6 af 3c 13 29 02 fe be 95 9d e7 04 85 b0 70 ec 80 09 dc bf 92 e3 db 96 03 7a b2 db c7 03 3d a1 
42 ac 5f 7b 22 00 63 1f 06 b5 93 fc db 3f ff a8 0a 6a 86 5f 90 bf b2 ee 10 44 00 6d 6d 08 16 f2 a2 57 b9 a0 57 92 6e 83 75 
d4 89 81 db 7e cb 30 70 c6 97 00 6e 42 bf fd 22 ff 53 
Data Ascii: ]v\_p:N7Xul)9)fe8\ H@%06?DE8@/36~V+Io5!+*y`lt}='[@`{X|rNTXFo;;1lC<)pz=B_{"c?j_DmmWWnu~0pnB"S

2022-04-20 13:11:44 UTC 6073 IN Data Raw: b4 ea 0e 0b 00 cc 97 05 d1 82 b2 14 37 46 e2 34 ac 4a 20 3c 9c a7 0c 5e 56 36 f5 83 f5 ba 64 26 d5 1b 2c 37 
b4 fe 77 bb 1c f6 96 3a 00 2e 25 3e 97 c6 1c 08 2c 0e 29 b0 04 98 31 61 fa 3b 44 f0 9c b3 ca f4 2f 2e 2e 6a e6 61 a1 01 
74 99 bf a6 72 f8 4b 66 f2 2d c0 77 51 d2 a0 db 94 9f e3 6d 12 00 f8 44 00 60 9f 82 f7 7e c4 59 ea 8e 81 bb 0e 24 08 1e 
dc be 4b 00 8c e3 fd dd c1 38 bb 53 a8 40 17 f1 fb 85 c2 b7 99 7c 79 fd 0f 5a 50 92 91 1d 01 c3 36 12 00 bc da e7 63 dd 
b3 f3 a9 cd b9 d1 8f e0 14 85 4e 26 33 48 32 b0 d2 96 26 f8 f8 7b 04 82 23 da 59 41 67 85 ea c9 f2 b0 d4 02 69 2d 15 5a 
da 70 ce 6e 2b 87 88 5d 88 24 05 b0 cb 0b 91 99 59 5d 55 00 3b 35 38 c5 8c 70 73 d7 21 d4 ac 8b b6 da 17 a1 db e1 2f 
d3 6a 03 a7 04 99 86 cc a9 61 fa 69 f0 fb 14 3b 60 f9 b4 2a 
Data Ascii: 7F4J <^V6d&,7w:.%>,)1a;D/..jatrKf-wQmD`~Y$K8S@|yZP6cN&3H2&{#YAgi-Zpn+]$Y]U;58ps!/jai;`*

2022-04-20 13:11:44 UTC 6089 IN Data Raw: 0a 8d 75 e8 88 db dc b0 da 5a 81 73 c1 f3 fd 93 b2 f4 e7 ec 55 5a 11 84 69 68 5b bc 31 36 f3 7c b9 5b 3f 21 5a 
9d 41 78 6f 0d 87 c8 1c 2a df ef 69 fd 28 71 ef 96 d0 17 92 d2 d0 66 7d 44 93 13 42 8e 0e ad 05 60 a4 fb 58 11 c1 1e f6 fa 
ad 30 45 de fa a8 37 47 02 4f e4 b7 70 22 49 c3 52 51 a0 27 47 89 fe bc e4 22 78 04 00 de 18 75 f8 4b ec 27 f3 0b 45 be 
01 43 71 09 41 0b ac cb 01 ef 79 3c a5 08 be 90 28 d1 90 85 75 cb fc 18 48 e0 33 55 02 6b 35 41 62 85 c0 0d 85 cc 92 03 
47 02 e0 8f 0a 00 be 92 77 61 90 21 fc ea 07 19 67 d3 1f b4 14 49 c9 82 92 0c 9d 23 60 d8 15 01 80 d5 3f ea 0b e0 ef f9 
fe 16 0d 92 7f d5 dc 8c b2 60 83 95 bd 3a da f3 a9 e9 92 a1 2c 70 ed 31 e3 99 a4 29 70 a6 35 7a f5 0f 82 6d 72 d8 18 27 
5e 75 24 00 76 05 35 b0 04 c0 5e b9 85 52 fc 3d 22 
Data Ascii: uZsUZih[16|[?!ZAxo*i(qf}DB`X0E7GOp"IRQ'G"xuK'ECqAy<(uH3Uk5AbGwa!gI#`?`:,p1)p5zmr'^u$v5^R="

2022-04-20 13:11:44 UTC 6105 IN Data Raw: 91 cc 20 5a 7f 74 b0 8e 92 58 1a 33 42 e0 8d da de de 83 4a d9 98 54 82 36 1c 1a 0c b4 00 c0 85 73 77 6b 07 
4c fe b3 f6 ab 11 05 ba b2 07 ff ad 2d e0 3f c7 3b 0e 80 c3 ad c7 fa 8e f0 17 c7 fd 3a 33 7c 23 00 36 31 00 0e 94 1e f3 e0 
03 e1 ef c1 2f 39 fc 8d c6 ed 3f 5f bf 5e f2 fe e1 59 f9 10 98 04 c0 5f 2a 1f c0 81 23 a7 31 4b bd 84 ca 7c 06 c0 4a 66 94 ad
c4 4a 54 68 04 79 58 16 e9 d9 6a 88 ea 33 4d 24 73 1f 09 d9 52 5c 89 64 00 ae 73 59 58 0e 81 31 b8 b6 d9 2c 25 d7 c7 
95 d1 cb 08 81 eb e9 1f 5f 13 b9 74 85 08 ee fa 04 36 09 a6 2c 4f d7 d7 2b d7 c8 d9 ae 39 93 bf dc 0d 47 3e 11 da ca ee 
fb 5b eb 03 81 55 e3 8e 54 0b 86 dd ca cf cc d3 bd ab e2 df 34 d3 80 c0 63 dd c7 97 af 40 43 02 d6 66 23 97 27 5d 9a fd 
7c 70 38 0b 1f f8 d6 3e 41 f0 be ca fc c5 9c e7 58 
Data Ascii:  ZtX3BJT6swkL-?;:3|#61/9?_^Y_*#1K|JfJThyXj3M$sR\dsYX1,%_t6,O+9G>[UT4c@Cf#']|p8>AX

2022-04-20 13:11:44 UTC 6121 IN Data Raw: 74 a0 fd e8 96 bd ff e5 88 61 c9 fe e0 00 e0 0e e5 70 62 3d b0 27 84 bf dd ac e7 8e f0 57 27 22 e9 65 4b 88 ca 
89 58 31 00 0f ca 3b 02 f6 43 42 f4 c9 a8 7a 24 36 c4 4f d8 a7 e0 e5 d6 c1 2a 1c 09 f7 7d 98 91 57 54 8b 28 30 0b 39 75 
b1 44 fe 90 85 86 40 87 66 01 6c 62 ec aa ce 5f 6c e7 db 4b fc 0c 02 5f d0 98 2d 01 17 52 f7 9d 67 5c 6a 2b 56 9c 73 07 
b8 99 cb 97 48 bb 60 22 56 6f 06 6d 7e 33 bf 5f 50 70 d4 80 15 60 e7 75 48 cd 91 1f fc ce 05 27 19 00 60 ff a6 63 f4 bb 30 
1a 4b 24 f0 f2 d7 d8 42 bb 6c 0e 16 16 01 d3 9d eb f2 fc 82 84 c2 53 20 f0 aa 34 00 57 f0 04 f8 e6 e6 2a 3b 9e 38 bd bf 4f 
9b 51 2a 29 d0 80 b8 a7 a7 e3 cc 00 e0 11 08 dc 4f 06 c0 81 fa bc 4b 3d 62 0d 21 b0 04 ef 1b 00 f0 1f bf 53 2a f4 02 02 
e0 37 24 e6 fd f9 f3 cf 68 a3 a0 db 0a 89 5c 5e 
Data Ascii: tapb='W'"eKX1;CBz$6O*}WT(09uD@flb_lK_-Rg\j+VsH`"Vom~3_Pp`uH'`c0K$BlS 4W*;8OQ*)OK=b!S*7$h\^

2022-04-20 13:11:44 UTC 6137 IN Data Raw: b1 09 c3 48 9d bf 25 01 dc 27 fc 8d 10 61 17 16 24 e4 7f 3f 74 2d 04 21 34 f3 01 0e c4 22 72 08 66 97 5b 10 16 
8c cb 75 68 d0 01 70 83 ac e0 e9 5f 59 53 2d 18 ed a2 7f 56 05 84 ea 96 3a 47 6e 4d 22 02 8f 24 73 d0 70 9c 1a d1 17 0c 
27 9d 28 f3 4c 5a f0 f6 06 93 74 36 fa 87 f4 43 8a 9e 0e 54 c9 0d 66 d9 8e 46 b5 8e 3b 8d 18 4c fb 7d b1 43 e0 72 55 6a 
8d 56 c7 76 c6 93 45 3a f6 8d 20 3c 1e 0f 6c 9b d5 00 5b 25 e2 81 19 d4 4f 4d 28 5f f3 44 66 09 e6 b2 cc 7d a2 b8 10 98 
b9 70 2c 08 80 8f 8f 4b 84 c1 65 01 6c 2c 81 c0 87 92 9b 8f 53 5e 1a 9a f0 f7 46 fe 11 96 50 61 f5 36 b7 49 fc de ce aa 9d 
20 9c 1c 34 df 80 23 31 00 c0 3c 36 ad 77 01 60 a8 48 22 41 f0 8d 54 92 a9 0d 00 2e 5f 8a 3c f9 e3 cf 3f ff 54 95 42 a3 02 
eb 4e 83 bf e5 00 dc df a6 f8 6b 34 65 e5 18 89 
Data Ascii: H%'a$?t-!4"rf[uhp_YS-V:GnM"$sp'(LZt6CTfF;L}CrUjVvE: <l[%OM(_Df}p,Kel,S^FPa6I 4#1<6w`H"AT._<?
TBNk4e

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

106 192.168.2.5 49925 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:45 UTC 6142 OUT GET /wp-content/uploads/2020/04/iot-logo.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:29:06 GMT
If-None-Match: "5fc92062-71ae"

2022-04-20 13:11:45 UTC 6143 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:45 GMT
Last-Modified: Thu, 03 Dec 2020 17:29:06 GMT
Connection: close
ETag: "5fc92062-71ae"
Cache-Control: public, max-age=2592000

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

107 192.168.2.5 49926 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:45 UTC 6142 OUT GET /wp-content/uploads/2020/03/upcoming-event.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:32:48 GMT
If-None-Match: "5fc92140-d3"

2022-04-20 13:11:45 UTC 6143 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:45 GMT
Last-Modified: Thu, 03 Dec 2020 17:32:48 GMT
Connection: close
ETag: "5fc92140-d3"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

108 192.168.2.5 49927 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:45 UTC 6143 OUT GET /wp-content/uploads/2020/04/content-library.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:55:40 GMT
If-None-Match: "5fc9269c-1cc"

2022-04-20 13:11:46 UTC 6144 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:46 GMT
Last-Modified: Thu, 03 Dec 2020 17:55:40 GMT
Connection: close
ETag: "5fc9269c-1cc"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

109 192.168.2.5 49929 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:46 UTC 6143 OUT GET /wp-content/uploads/2020/04/upcoming-event.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:23:22 GMT
If-None-Match: "5fc91f0a-d3"
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2022-04-20 13:11:46 UTC 6144 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:46 GMT
Last-Modified: Thu, 03 Dec 2020 17:23:22 GMT
Connection: close
ETag: "5fc91f0a-d3"
Cache-Control: public, max-age=2592000

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

11 192.168.2.5 49784 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:08 UTC 1308 OUT GET /wp-content/uploads/2020/03/case-study.jpg HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/wp-content/cache/breeze-minification/css/breeze_22215f59e0654c4cae90121
51dbc3c7c.css
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:09 UTC 2771 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:09 GMT
Content-Type: image/jpeg
Content-Length: 114951
Last-Modified: Thu, 03 Dec 2020 22:22:25 GMT
Connection: close
ETag: "5fc96521-1c107"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:09 UTC 2772 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 84 00 06 06 06 06 07 06 07 08 08 07 0a 
0b 0a 0b 0a 0f 0e 0c 0c 0e 0f 16 10 11 10 11 10 16 22 15 19 15 15 19 15 22 1e 24 1e 1c 1e 24 1e 36 2a 26 26 2a 36 3e 
34 32 34 3e 4c 44 44 4c 5f 5a 5f 7c 7c a7 01 06 06 06 06 07 06 07 08 08 07 0a 0b 0a 0b 0a 0f 0e 0c 0c 0e 0f 16 10 11 10 
11 10 16 22 15 19 15 15 19 15 22 1e 24 1e 1c 1e 24 1e 36 2a 26 26 2a 36 3e 34 32 34 3e 4c 44 44 4c 5f 5a 5f 7c 7c a7 ff 
c2 00 11 08 02 58 05 a0 03 01 21 00 02 11 01 03 11 01 ff c4 00 1c 00 00 00 07 01 01 00 00 00 00 00 00 00 00 00 00 00 
00 01 02 03 04 05 06 07 08 ff da 00 08 01 01 00 00 00 00 eb 60 28 81 90 20 00 30 0f 41 19 89 cd d6 55 52 a9 b6 59 a6 c9 
71 16 6e 76 3b ad 7d b3 e8 87 05 19 cc 4e 3b 37 05 20 d4 00 dc 
Data Ascii: JFIF""$$6*&&*6>424>LDDL_Z_||""$$6*&&*6>424>LDDL_Z_||X!`( 0AURYqnv;}N;7 

2022-04-20 13:11:09 UTC 2787 IN Data Raw: 08 16 ed 20 34 d8 3e 3c 76 f6 73 e2 e7 f1 c7 ab 4e 9c c0 02 4d ca 3d 2d c2 73 ba 30 a9 55 c6 00 b4 a9 24 12 
24 a3 2d 5d 19 a1 c7 05 3d 0d 20 b8 83 4d 2b ec 48 04 24 ba 9c 78 f2 f4 7b 2e 4d 7e 51 4b 6e fd 99 22 98 c0 03 67 50 0b 
2c cf 37 47 22 90 1d 85 71 48 24 34 a5 b7 a0 34 e5 c3 52 e8 6c 0e 3d 40 6a 9e 04 20 00 67 6f 8f 0e 3d 5d 0b 79 08 b3 5f 
43 66 7a 9b 1a 83 63 b7 b4 32 73 a2 c9 62 e3 a0 1d aa 10 48 24 c2 16 6e dc a6 96 6e 70 cd 5d 09 f3 32 87 43 66 0e 78 
0a 24 80 7d ae 3c 38 f9 e5 bb 9b 32 cd 3d 2d 70 ce 4e 22 8b 60 fb ad 96 4a 9d 14 66 e4 20 0b 8a e0 90 49 8a 17 74 b5 
46 49 73 29 18 5b d2 a3 9d 67 4e e5 cf e7 b6 46 d8 66 eb 71 3b 19 7b 7c 68 71 aa 86 9c d7 59 0d 3d 1d 52 c8 98 28 b6 4
e 1d 7b 99 65 f9 74 50 70 10 05 c5 70 48 24 c8 c7 47 4b 4c 48 57 
Data Ascii:  4><vsNM=-s0U$$-]= M+H$x{.M~QKn"gP,7G"qH$44Rl=@j go=]y_Cfzc2sbH$nnp]2Cfx$}<82=-pN"`Jf ItFIs)
[gNFfq;{|hqY=R(N{etPppH$GKLHW

2022-04-20 13:11:09 UTC 3044 IN Data Raw: 3d 1c 35 0c b3 bb c3 71 53 d3 8c 3a 99 80 21 54 50 cd 4e 4b e2 da 62 8e 73 1b c3 e3 cb 98 54 35 02 78 81 05 
3d cd 66 6b 4c 59 ba 9c 3d d7 97 11 6e 6b e8 ec 65 f5 ae 1c 05 93 e1 05 aa 36 36 f7 b2 6a 6a 03 d7 b9 59 ac 2b 26 a7 
d5 31 aa a3 4b 46 01 b1 ba 9f 4a c9 21 b4 5b 47 a7 fc ad 4d 44 df 78 fb 0e 4d 51 52 47 18 c9 a1 08 db c8 20 d6 8e 4b 67 
a2 38 6d c1 68 bc f5 db b8 76 55 bc 6a a4 67 1c 05 33 bc af 9a 24 27 1c 42 cb 43 3b 0f a5 53 1f fe e3 7e 3b d4 91 e0 d2 
52 1f 1c 40 fc 94 ed ba 63 9a 24 17 17 00 ee 50 9b b0 6c d8 70 ec 97 58 1b 76 7c 96 03 34 8d 06 ff 00 14 e8 5f 1f 79 b6 
59 10 a9 aa 46 4c 77 2c 8a 2f 6b 77 94 d3 71 75 6b ac 23 92 c2 08 22 db d0 89 96 e6 ab 9b 9c 7e 45 01 ee ab 0f 0a b0 
e4 be 08 db 92 9a a4 3a aa 77 fb c7 f4 c9 53 3e 0f 49 c7 50 c2 
Data Ascii: =5qS:!TPNKbsT5x=fkLY=nke66jjY+&1KFJ![GMDxMQRG Kg8mhvUjg3$'BC;S~;R@c$PlpXv|4_yYFLw,/kwquk
#"~E:wS>IP

2022-04-20 13:11:09 UTC 3060 IN Data Raw: 7e 4d e7 83 5a ab 65 13 49 15 1d 27 dc c5 93 3a 9e 2e 54 da 63 4a 50 38 33 5b 89 a3 d9 76 d0 b2 c1 a1 74 
8d 11 ac a8 8f d1 5c 5f 87 13 77 38 a1 f4 62 79 9e cf 47 a9 8a 48 09 cd ed 39 d9 69 69 07 a6 0a 62 c2 c8 29 f6 1a d1 cb 
9f c5 4f 3d 39 8f 55 03 5f 83 15 ee fd ff 00 05 a3 47 a2 42 fd 25 20 dd 76 d3 b7 9b bc 4a 9f 4c 69 58 2f 20 9d e4 38 9b e2 
cc 28 aa b4 4e 91 91 b1 d4 d2 6a 65 79 b0 92 2e 27 c9 7f e9 42 ea ac 0d ab 8d f1 34 ed 8f 6f c9 69 a7 ca 6b 9c c7 46 58 
d8 f6 63 67 26 84 22 26 37 3f 13 72 e1 7c d5 08 14 14 8e af 90 7d 6b ee da 61 fb b9 47 52 05 c4 91 35 e0 9b 9e 7f 35 4b 
a5 6a 60 74 4c a2 96 42 5c e0 04 2e cc 29 3e 93 50 d3 d4 6a 25 c5 88 0d a7 0c da 0a a6 ae a5 aa 66 28 66 6b c7 42 ac 
0a 22 dd b5 f5 38 dd 61 b8 64 14 4c b2 03 30 80 43 7a 0b 88 
Data Ascii: ~MZeI':.TcJP83[vt\_w8byGH9iib)O=9U_GB% vJLiX/ 8(Njey.'B4oikFXcg&"&7?r|}kaGR55Kj`tLB\.)>Pj%f(fkB"8a
dL0Cz
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2022-04-20 13:11:09 UTC 3076 IN Data Raw: 19 94 ee 20 85 51 ae 43 ec 08 c8 97 7f 4a 79 e8 ca 8c f4 8e 73 d4 fd 10 b6 4c ad b8 a8 35 cd c1 4e 54 ad c2 
c3 35 73 1b dc a8 96 c2 55 d0 8f fc 16 7f f3 19 ff 00 c2 9e 77 d4 f2 a5 76 b3 d5 81 25 a5 fb 31 5e cc cf 68 8f 5b 97 2e 5c 
b9 70 06 f3 d7 bc a2 02 5e 31 cc 09 84 5e ce 9f 70 32 e4 20 06 70 ca a1 b8 41 b7 8c cc ed 66 03 29 01 80 f6 84 5b 2d 70 
ae e7 2f e3 a5 6a 60 65 cb aa 91 28 c1 2a 0e 82 1d 08 74 7f 1f 64 2d 15 db 31 e3 f7 16 ba 20 be 23 16 cb 07 12 9e 08 f6 
be d0 2a b0 d9 a8 47 88 3b 30 df 0f 6a 58 9e f4 b5 4e d8 30 c7 40 f4 af c1 1b 12 95 3a cb 96 a0 18 68 4d fc 4a 86 e5 11 
95 d9 80 92 74 f4 91 e3 48 77 1d b2 d3 98 d6 5c ae c3 e6 7e 31 7b fa 63 55 35 85 c0 38 ff 00 fb 64 37 fe c8 92 9f be 56 cf 
df 2c f2 60 5a ca 9a d8 50 1d 0f 98 ec dc 73 3b b0 
Data Ascii:  QCJysL5NT5sUwv%1^h[.\p^1^p2 pAf)[-p/j`e(*td-1 #*G;0jXN0@:hMJtHw\~1{cU58d7V,`ZPs;

2022-04-20 13:11:09 UTC 3092 IN Data Raw: 81 80 21 c3 95 95 dd e8 ba ed dc 2a 5a bf 34 ed 20 0a a8 a3 d9 a6 ee 0d 62 19 4e c8 72 59 99 6b ad 5f 92 68 
85 48 23 f2 44 f1 14 71 f8 e0 6e 0d ff 00 af f3 72 7f 84 64 22 ae c2 57 61 28 ec 4a 1a 0b c4 6d b2 e4 56 d8 b0 a6 0c 5c 33 
76 2c 0a d0 34 46 5b 25 91 c4 cc 0d 53 99 c4 51 f8 11 88 d7 67 47 01 df ae a2 b7 1b 33 99 29 14 53 d9 2a c9 08 72 86 3c 
d4 b0 ea 05 55 11 35 7f 31 4d d1 2c 05 11 03 74 ea 07 6f e6 54 b6 ff 00 13 3e 61 b2 d3 49 0e 76 a5 a3 06 11 40 7e a2 bc 
ad fc 27 07 f8 47 b5 fa 8d ff 00 eb 0e d0 41 72 00 21 7d 2d 7a 80 b2 bf 71 e4 ba 97 a6 09 a7 13 3e e6 3d 69 ff 00 0d 75 
ca 02 cd 93 7f c1 d6 75 10 17 97 d4 b7 5f 76 57 70 96 e5 cc e2 db ed 58 06 d2 bc 8c 9f 51 00 4d 27 44 54 df 1e e0 07 6d 
01 32 5a 4e 7d 32 fc f7 d5 74 42 00 16 f4 63 d8 66 28 
Data Ascii: !*Z4 bNrYk_hH#Dqnrd"Wa(JmV\3v,4F[%SQgG3)S*r<U51M,toT>aIv@~'GAr!}-zq>=iuu_vWpXQM'DTm2ZN}2
tBcf(

2022-04-20 13:11:09 UTC 3357 IN Data Raw: f2 1a 5d 00 f3 43 01 42 7f fb 0a 98 0d c2 86 83 20 32 25 7e 3b e6 77 fa aa 83 65 f9 51 fb ec 9e 89 ed 23 f1 a1 
61 f6 ad fe 85 7e 38 7e f3 ff 00 f1 b9 1d ca 16 98 08 6a 55 4a 65 b1 2a 34 b6 17 57 85 50 f9 4c 74 47 2c d8 de 80 9a 8d 
cb 84 74 8a ad ec 51 11 51 e3 ed 1b 37 d7 72 3e d2 9c 9e 88 4e 4d dc 27 34 38 47 d2 d8 91 7a 20 78 4d 58 9a 30 78 86 
d6 c3 30 3e ac 2a 94 dd 49 d0 76 b5 3a 9c 4d 83 ba 3e e4 e3 a7 f4 9a 35 4d f7 14 e6 f9 ca 3b 35 52 3e 46 e6 6b 8b 5d a2 
c4 b7 85 e5 4a 63 b8 5e d3 d0 a7 9f 10 4a 6b 43 76 52 00 92 55 2a 9e 25 56 b2 60 1d 25 7f e9 07 7f 19 53 6f 87 86 14 e6 
78 59 0b f1 df 3b bf d6 df 93 c2 3e b7 86 58 35 05 7e 42 90 a7 f8 fe 1e 80 2c 3b 61 95 ff 00 f1 af c7 41 a8 ff 00 fc 65 1d ca 
08 27 ec 9a 16 28 fb 3f d5 47 94 15 1a 2c 2e 95 02 
Data Ascii: ]CB 2%~;weQ#a~8~jUJe*4WPLtG,tQQ7r>NM'48Gz xMX0x0>*Iv:M>5M;5R>Fk]Jc^JkCvRU*%V`%
SoxY;>X5~B,;aAe'(?G,.

2022-04-20 13:11:09 UTC 3373 IN Data Raw: aa 78 72 60 b9 00 00 80 9c c0 e1 04 2a d4 4d 3e ca 15 36 17 ba 02 ab 48 d3 3f 0b 0b ed 5b 0b e8 3d ed 54 c3 
3b a6 08 02 fa 65 af e8 fd 84 3c 89 cc 32 e2 c7 8a d8 ca dc 14 e0 6e 56 19 db 77 5d 51 07 63 61 b2 05 13 08 19 4f 3a 64 
19 48 47 30 2a 98 d9 0d ac 56 8b 45 32 49 40 ca d0 a7 0d 0c 2a 2f e1 78 1d 6f 36 05 4a 7f a9 dd ed 50 3b ed d4 9f d2 2a 
8b 66 a3 42 17 7b 43 c1 05 7d 97 71 f0 c2 a7 4c 31 a9 ec 0e 10 53 18 18 d0 05 b0 9b 38 7c da a6 b5 1a 3a 6a 80 51 9e 
b7 a0 77 08 66 90 a4 2d 16 8b 45 20 29 cb 36 c5 8d 01 44 c0 58 aa 9c 6f 25 50 3b a3 ea 2a ad 20 f1 f2 9c d2 0c 1b 33 9a 
26 50 44 c9 ca db 0b 94 73 52 07 80 5e 6c f2 43 0a d9 a8 72 16 28 e9 50 77 b4 28 b0 0a 13 fd 6e ef 6a ad 26 99 f9 0a a5 
1e 00 0a c2 b6 5e 4a 36 d9 05 02 67 2e 10 fa ec cd 5c e7 7c 
Data Ascii: xr`*M>6H?[=T;e<2nVw]QcaO:dHG0*VE2I@*/xo6JP;*fB{C}qL1S8|:jQwf-E )6DXo%P;* 3&PDsR^lCr(Pw(n
j&^J6g.\|

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

110 192.168.2.5 49931 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:46 UTC 6144 OUT GET /wp-content/uploads/2020/04/upcoming-events.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:28:57 GMT
If-None-Match: "5fc92059-1d7"

2022-04-20 13:11:46 UTC 6145 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:46 GMT
Last-Modified: Thu, 03 Dec 2020 17:28:57 GMT
Connection: close
ETag: "5fc92059-1d7"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

111 192.168.2.5 49932 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:46 UTC 6144 OUT GET /wp-content/uploads/2020/04/leadership.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:27:20 GMT
If-None-Match: "5fc91ff8-b61"

2022-04-20 13:11:46 UTC 6145 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:46 GMT
Last-Modified: Thu, 03 Dec 2020 17:27:20 GMT
Connection: close
ETag: "5fc91ff8-b61"
Cache-Control: public, max-age=2592000
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Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

112 192.168.2.5 49934 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:46 UTC 6145 OUT GET / HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:46 UTC 6146 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:46 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 13212
Connection: close
Expires: Wed, 17 Aug 2005 00:00:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
Cache-Provider: CLOUDWAYS-CACHE-DE
Content-Encoding: gzip
Vary: Accept-Encoding

2022-04-20 13:11:46 UTC 6146 IN Data Raw: 1f 8b 08 00 00 00 00 00 02 03 ed 7d db 72 db 38 d6 ee 7d 9e 02 a3 a9 e9 cc d4 84 16 4f 92 28 77 ec 19 c7 71 
3a 9e 8e 63 8f ed 74 fe a9 ae 2e 17 48 82 12 2d 9e 4c 90 3a f8 af ae 9a fb 7d b9 af fe 17 d8 2f b1 ef f6 a3 cc 93 6c 2c 00 
92 48 1d 1c 51 96 dd 52 3a d5 d5 8e 88 e3 87 85 85 85 05 60 61 e1 f5 1f dc d8 c9 46 09 41 dd 2c 0c 0e 5f c3 5f 14 e0 a8 
73 50 23 91 f2 e9 aa c6 82 08 76 0f 5f 87 24 c3 c8 e9 e2 94 92 ec a0 f6 e9 fa 9d 62 d5 64 68 84 43 72 50 eb fb 64 90 c4 
69 56 43 4e 1c 65 24 62 a9 06 be 9b 75 0f 5c d2 f7 1d a2 f0 8f 57 c8 8f fc cc c7 81 42 1d 1c 90 03 ed 15 a2 dd d4 8f 7a 4a 
16 2b 9e 9f 1d 44 31 2b 35 60 01 28 25 c1 41 2d 49 63 cf 0f 48 0d 75 53 e2 1d d4 ba 59 96 d0 fd 7a bd 13 26 9d bd 38 ed 
d4 87 5e 54 d7 b4 32 10 9c 24 81 ef e0 cc 8f 23 05 
Data Ascii: }r8}O(wq:ct.H-L:}/l,HQR:`aFA,__sP#v_$bdhCrPdiVCNe$bu\WBzJ+D1+5`(%A-IcHuSYz&8^T2$#

2022-04-20 13:11:46 UTC 6154 IN Data Raw: f9 1e 75 72 df 25 01 9c 95 ac e5 07 93 84 e0 f2 92 40 89 c8 8d 9d 3c e4 6b 00 70 ba e6 14 5e 29 61 eb 93 94 
8f 03 be 18 a0 f2 9d 92 6d 95 b5 7a 0b bb 2e 76 8b 6f 6f 94 42 76 45 d6 ea a6 a5 79 d8 78 46 59 2b 6b fc 26 6b 77 53 8f 
b5 a6 b2 b6 d1 7a ac ac 2d eb b1 f4 f7 21 6b 4f 3f 5e 9f 5c 1e 1d 83 5b 61 f4 f9 f4 fa bd d8 68 39 3f ba 7c 8b ce df 4d 37 
5a d6 11 b5 1f 49 36 88 d3 1e 7f 37 a3 a8 25 bf 42 60 fd e2 67 19 81 df 1e 93 c1 14 71 93 3b 3a de 7a 89 48 b0 b5 7a 6d 
b3 65 9b 86 59 7c 5e a3 1c b2 2b b2 96 68 1e c1 8d e7 f4 29 2c 6b fc 26 6b 77 5f d6 5a 8f 90 b5 3a ec 19 c8 47 7e 6e a6 
8f fc dc 18 bf 13 81 cb 56 ee d7 a2 f5 e8 c3 a4 f5 b0 73 b0 f6 c6 01 6c 17 88 39 0b 44 6b 94 a5 be 9d 33 0d 37 8b d1 d8 
87 f1 ab d9 fd ec d2 5e 36 68 bf 79 b8 21 27 c2 15 c5 
Data Ascii: ur%@<kp^)amz.vooBvEyxFY+k&kwSz-!kO?^\[ah9?|M7ZI67%B`gq;:zHzmeY|^+h),k&kw_Z:G~nVsl9Dk37^6hy!'

Session ID Source IP Source Port Destination IP
Destination
Port

Process

113 192.168.2.5 49936 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:46 UTC 6146 OUT GET /wp-content/uploads/2020/04/lead.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:24:29 GMT
If-None-Match: "5fc91f4d-ad0"

2022-04-20 13:11:46 UTC 6159 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:46 GMT
Last-Modified: Thu, 03 Dec 2020 17:24:29 GMT
Connection: close
ETag: "5fc91f4d-ad0"
Cache-Control: public, max-age=2592000
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

114 192.168.2.5 49938 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:46 UTC 6154 OUT GET /wp-content/uploads/2020/04/promotion.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:27:05 GMT
If-None-Match: "5fc91fe9-b1c"

2022-04-20 13:11:47 UTC 6160 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:47 GMT
Last-Modified: Thu, 03 Dec 2020 17:27:05 GMT
Connection: close
ETag: "5fc91fe9-b1c"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

115 192.168.2.5 49941 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:47 UTC 6160 OUT GET /wp-content/uploads/2020/04/research.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:52:45 GMT
If-None-Match: "5fc925ed-d16"

2022-04-20 13:11:47 UTC 6160 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:47 GMT
Last-Modified: Thu, 03 Dec 2020 17:52:45 GMT
Connection: close
ETag: "5fc925ed-d16"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

116 192.168.2.5 49942 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:47 UTC 6160 OUT GET /wp-content/uploads/2022/03/thought_leadership_3.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Wed, 09 Mar 2022 18:27:59 GMT
If-None-Match: "6228f1af-70f"

2022-04-20 13:11:47 UTC 6161 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:47 GMT
Last-Modified: Wed, 09 Mar 2022 18:27:59 GMT
Connection: close
ETag: "6228f1af-70f"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

117 192.168.2.5 49947 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:47 UTC 6161 OUT GET /wp-content/uploads/2020/04/back.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:33:44 GMT
If-None-Match: "5fc92178-262e0"

2022-04-20 13:11:47 UTC 6161 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:47 GMT
Last-Modified: Thu, 03 Dec 2020 17:33:44 GMT
Connection: close
ETag: "5fc92178-262e0"
Cache-Control: public, max-age=2592000

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

118 192.168.2.5 49948 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:47 UTC 6161 OUT GET /wp-content/uploads/2020/04/backroundtest2.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:41:46 GMT
If-None-Match: "5fc9235a-e5aaf"

2022-04-20 13:11:47 UTC 6162 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:47 GMT
Last-Modified: Thu, 03 Dec 2020 17:41:46 GMT
Connection: close
ETag: "5fc9235a-e5aaf"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

119 192.168.2.5 49950 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:48 UTC 6162 OUT GET /wp-content/uploads/2020/04/backroundtest3.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:27:05 GMT
If-None-Match: "5fc91fe9-3901a"

2022-04-20 13:11:48 UTC 6163 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:48 GMT
Last-Modified: Thu, 03 Dec 2020 17:27:05 GMT
Connection: close
ETag: "5fc91fe9-3901a"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

12 192.168.2.5 49785 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:09 UTC 2589 OUT GET /wp-content/uploads/elementor/thumbs/Aeris_CMYK_NEW-ozbyn3be7ukzv20swds0lbl93ijibv9z0wm022tiy4.jpg 
HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:09 UTC 3108 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:09 GMT
Content-Type: image/jpeg
Content-Length: 2344
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-928"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:09 UTC 3108 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff fe 00 3b 43 52 45 41 54 4f 52 3a 20 67 64 2d 6a 
70 65 67 20 76 31 2e 30 20 28 75 73 69 6e 67 20 49 4a 47 20 4a 50 45 47 20 76 36 32 29 2c 20 71 75 61 6c 69 74 79 20 
3d 20 38 32 0a ff db 00 43 00 06 04 04 05 04 04 06 05 05 05 06 06 06 07 09 0e 09 09 08 08 09 12 0d 0d 0a 0e 15 12 16 
16 15 12 14 14 17 1a 21 1c 17 18 1f 19 14 14 1d 27 1d 1f 22 23 25 25 25 16 1c 29 2c 28 24 2b 21 24 25 24 ff db 00 43 01 
06 06 06 09 08 09 11 09 09 11 24 18 14 18 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 
24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 ff c0 00 11 08 00 1e 00 78 03 01 22 00 02 1
1 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 
Data Ascii: JFIF``;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82C!'"#%%%),($+!$%$C$$$$$$$$$$$$$$$$$
$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$x"

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

120 192.168.2.5 49949 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:48 UTC 6162 OUT GET /wp-content/uploads/2020/03/rfps.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 22:22:27 GMT
If-None-Match: "5fc96523-caf0"

2022-04-20 13:11:48 UTC 6162 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:48 GMT
Last-Modified: Thu, 03 Dec 2020 22:22:27 GMT
Connection: close
ETag: "5fc96523-caf0"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

121 192.168.2.5 49951 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:48 UTC 6163 OUT GET /wp-content/uploads/2020/03/case-study.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 22:22:25 GMT
If-None-Match: "5fc96521-1c107"

2022-04-20 13:11:48 UTC 6163 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:48 GMT
Last-Modified: Thu, 03 Dec 2020 22:22:25 GMT
Connection: close
ETag: "5fc96521-1c107"
Cache-Control: public, max-age=2592000
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

122 192.168.2.5 49952 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:48 UTC 6163 OUT GET /wp-content/uploads/elementor/thumbs/RevX-Systems-Logo-pgsb8yjt7x7ia30vcmv8vhkphp4o591kaxalrc0km0.jpg 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Mon, 29 Nov 2021 16:55:00 GMT
If-None-Match: "61a505e4-ad3"

2022-04-20 13:11:48 UTC 6164 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:48 GMT
Last-Modified: Mon, 29 Nov 2021 16:55:00 GMT
Connection: close
ETag: "61a505e4-ad3"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

123 192.168.2.5 49953 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:49 UTC 6164 OUT GET /wp-content/uploads/elementor/thumbs/SOMOS_logo-p0chusoapg0rd0u8k6s84skljlqephdqea8gmpwngi.jpg H
TTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 24 Dec 2020 17:04:07 GMT
If-None-Match: "5fe4ca07-6ef"

2022-04-20 13:11:49 UTC 6164 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:49 GMT
Last-Modified: Thu, 24 Dec 2020 17:04:07 GMT
Connection: close
ETag: "5fe4ca07-6ef"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

124 192.168.2.5 49954 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:49 UTC 6164 OUT GET /wp-content/uploads/elementor/thumbs/Tata-Comms-ozc9btn9jn91x96fc6nqnqia848zvxmtl5dmiadiko.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 21:33:50 GMT
If-None-Match: "5fc959be-ca7"

2022-04-20 13:11:49 UTC 6165 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:49 GMT
Last-Modified: Thu, 03 Dec 2020 21:33:50 GMT
Connection: close
ETag: "5fc959be-ca7"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

125 192.168.2.5 49955 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:49 UTC 6165 OUT GET /wp-content/uploads/elementor/thumbs/telit-logo-3-ozc05k2q8954lmwouxbs2kss9a36chi1uhgv5a2ape.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 18:28:54 GMT
If-None-Match: "5fc92e66-bea"

2022-04-20 13:11:49 UTC 6165 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:49 GMT
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-bea"
Cache-Control: public, max-age=2592000

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

126 192.168.2.5 49956 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:49 UTC 6165 OUT GET /wp-content/uploads/elementor/thumbs/utimaco-pd263yhzmd153qecey4hl6evruq98vk3y9bskxnva0.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Mon, 13 Sep 2021 15:22:59 GMT
If-None-Match: "613f6cd3-68a"

2022-04-20 13:11:49 UTC 6166 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:49 GMT
Last-Modified: Mon, 13 Sep 2021 15:22:59 GMT
Connection: close
ETag: "613f6cd3-68a"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

127 192.168.2.5 49960 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:50 UTC 6166 OUT GET /wp-content/uploads/elementor/thumbs/Vodafone-New_Business_Logo_Horiz_RGB_RED-ozbyz8echt7btqdx04
pjaralbop6r4h5ozys7qtgt4.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 18:28:54 GMT
If-None-Match: "5fc92e66-99a"

2022-04-20 13:11:50 UTC 6166 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:50 GMT
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-99a"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

128 192.168.2.5 49962 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:50 UTC 6167 OUT GET /wp-content/uploads/elementor/thumbs/Aeris_CMYK_NEW-ozbyn3be7ukzv20swds0lbl93ijibv9z0wm022tiy4.jpg 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 18:28:54 GMT
If-None-Match: "5fc92e66-928"
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2022-04-20 13:11:50 UTC 6167 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:50 GMT
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-928"
Cache-Control: public, max-age=2592000

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

129 192.168.2.5 49965 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:50 UTC 6167 OUT GET /wp-content/uploads/elementor/thumbs/AirgainLogo_memberpage-pn0tzsi5bfak7q1acc3rghrjpli4tju4ifc3uwsug0.png 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Mon, 11 Apr 2022 14:43:59 GMT
If-None-Match: "62543eaf-14a9"

2022-04-20 13:11:50 UTC 6168 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:50 GMT
Last-Modified: Mon, 11 Apr 2022 14:43:59 GMT
Connection: close
ETag: "62543eaf-14a9"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

13 192.168.2.5 49786 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:09 UTC 3043 OUT GET /wp-content/uploads/elementor/thumbs/AirgainLogo_memberpage-pn0tzsi5bfak7q1acc3rghrjpli4tju4ifc3uwsug0.png 
HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:09 UTC 3392 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:09 GMT
Content-Type: image/png
Content-Length: 5289
Last-Modified: Mon, 11 Apr 2022 14:43:59 GMT
Connection: close
ETag: "62543eaf-14a9"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:09 UTC 3392 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 78 00 00 00 50 08 06 00 00 00 d2 9b b1 89 00 00 
14 70 49 44 41 54 78 da ed 9b 79 7c 54 e5 b9 c7 9f 73 66 e6 cc be 64 32 5b 66 26 fb 1e 02 01 09 a0 a0 b4 a2 d2 6a 8b 
68 11 af 5b 45 ec ad d2 a2 ad b7 d5 7e ae 6d ad d5 6a ad d5 7b 6f 6d 6d 6b d0 7e 6a 71 c3 48 65 69 04 34 40 d8 13 71 0
8 64 9b ac 93 99 c9 64 32 fb be 9e 39 cb 7b ff 60 29 24 41 41 68 1b fb 39 df 3f f3 9c f3 9e f7 7d 7e 79 9f f7 79 9e 37 01 e0 
e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 
e0 e0 e0 e0 e0 e0 f8 07 11 cd 66 0b 6d c1 a0 ec 52 c6 c0 39 37 ce 5c 12 e9 b4 66 c0 36 fa 9d 37 db 0e 6a 10 42 9c c0 5f 
34 28 84 94 c3 81 d4 e2 ad fd 0e e1 74 76 1f c3 74 d9 03 a1 76 
Data Ascii: PNGIHDRxPpIDATxy|Tsfd2[f&jh[E~mj{ommk~jqHei4@qdd29{`)$AAh9?}~yy7fmR97\f67jB_4(tvtv

Session ID Source IP Source Port Destination IP
Destination
Port

Process

130 192.168.2.5 49967 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:50 UTC 6168 OUT GET /wp-content/uploads/elementor/thumbs/beamLive-tag-p5pkcod7nzfoybeovqs06olcb7nesc0sht0h63d0oo.png 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Wed, 14 Apr 2021 15:04:11 GMT
If-None-Match: "6077046b-2234"

2022-04-20 13:11:51 UTC 6168 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:51 GMT
Last-Modified: Wed, 14 Apr 2021 15:04:11 GMT
Connection: close
ETag: "6077046b-2234"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

131 192.168.2.5 49966 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:50 UTC 6168 OUT GET /wp-content/uploads/elementor/thumbs/AVSystem_logo-ozc9bm4k0yyrcdhck3eq3selh1a26csyw45qo2onl4.jpg 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 21:33:48 GMT
If-None-Match: "5fc959bc-550"

2022-04-20 13:11:51 UTC 6169 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:51 GMT
Last-Modified: Thu, 03 Dec 2020 21:33:48 GMT
Connection: close
ETag: "5fc959bc-550"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

132 192.168.2.5 49968 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:51 UTC 6169 OUT GET /wp-content/uploads/elementor/thumbs/BICS-p9522df1dhxer83sfdjsapj7aasbp8c9egabga0h84.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 24 Jun 2021 13:45:15 GMT
If-None-Match: "60d48c6b-c89"

2022-04-20 13:11:51 UTC 6170 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:51 GMT
Last-Modified: Thu, 24 Jun 2021 13:45:15 GMT
Connection: close
ETag: "60d48c6b-c89"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

133 192.168.2.5 49969 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:51 UTC 6169 OUT GET /wp-content/uploads/elementor/thumbs/Blues-Wireless-p4p0eu3v587wmojyu528tb1l8fa3dp5pv2cz7h0z2u.png 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Wed, 24 Mar 2021 15:05:56 GMT
If-None-Match: "605b5554-8ca"
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2022-04-20 13:11:51 UTC 6169 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:51 GMT
Last-Modified: Wed, 24 Mar 2021 15:05:56 GMT
Connection: close
ETag: "605b5554-8ca"
Cache-Control: public, max-age=2592000

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

134 192.168.2.5 49971 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:51 UTC 6170 OUT GET /wp-content/uploads/elementor/thumbs/digi-logo-ozc9boy2lh2mb7d93mmlt9oz96w5tg45wi473wkhb2.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 21:33:49 GMT
If-None-Match: "5fc959bd-5c2"

2022-04-20 13:11:51 UTC 6171 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:51 GMT
Last-Modified: Thu, 03 Dec 2020 21:33:49 GMT
Connection: close
ETag: "5fc959bd-5c2"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

135 192.168.2.5 49972 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:51 UTC 6170 OUT GET /wp-content/uploads/elementor/thumbs/Fibocom-phlzrd0h0at96kfgky5wpmix0l4qpvzplxpoyxhxyk.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 16 Dec 2021 18:10:29 GMT
If-None-Match: "61bb8115-d8d"

2022-04-20 13:11:51 UTC 6171 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:51 GMT
Last-Modified: Thu, 16 Dec 2021 18:10:29 GMT
Connection: close
ETag: "61bb8115-d8d"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

136 192.168.2.5 49974 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:52 UTC 6171 OUT GET /wp-content/uploads/elementor/thumbs/floLive-p6rtqxb2aj9s4km60o7jcrkuh7cdjzznyy4totc4vc.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 06 May 2021 14:36:20 GMT
If-None-Match: "6093fee4-784"

2022-04-20 13:11:52 UTC 6172 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:52 GMT
Last-Modified: Thu, 06 May 2021 14:36:20 GMT
Connection: close
ETag: "6093fee4-784"
Cache-Control: public, max-age=2592000
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

137 192.168.2.5 49975 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:52 UTC 6171 OUT GET /wp-content/uploads/elementor/thumbs/Ground-Control-clear-pfrm9ohzhfm6w5pxs3qzpeaugd1pxwvqe59zww
pa4m.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Mon, 08 Nov 2021 15:01:12 GMT
If-None-Match: "61893bb8-213f"

2022-04-20 13:11:52 UTC 6172 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:52 GMT
Last-Modified: Mon, 08 Nov 2021 15:01:12 GMT
Connection: close
ETag: "61893bb8-213f"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

138 192.168.2.5 49976 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:52 UTC 6172 OUT GET /wp-content/uploads/elementor/thumbs/gurtam-p42eyiw71i7djjnfnc3aklmlxjx9r7gzz6itwj618y.gif HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 11 Mar 2021 16:28:50 GMT
If-None-Match: "604a4542-6d1"

2022-04-20 13:11:52 UTC 6173 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:52 GMT
Last-Modified: Thu, 11 Mar 2021 16:28:50 GMT
Connection: close
ETag: "604a4542-6d1"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

139 192.168.2.5 49977 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:52 UTC 6172 OUT GET /wp-content/uploads/elementor/thumbs/ibasis-ozc05efp38xenz4vruw0nm80oyuz2avntpjy9mao4w.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 18:28:54 GMT
If-None-Match: "5fc92e66-9c1"

2022-04-20 13:11:52 UTC 6173 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:52 GMT
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-9c1"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

14 192.168.2.5 49771 142.250.74.195 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:09 UTC 3374 OUT GET /s/rubik/v19/iJWKBXyIfDnIV7nBrXw.woff2 HTTP/1.1
Host: fonts.gstatic.com
Connection: keep-alive
Origin: https://www.iotm2mcouncil.org
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://fonts.googleapis.com/css?family=Roboto%3A100%2C100italic%2C200%2C200italic%2C300%2C
300italic%2C400%2C400italic%2C500%2C500italic%2C600%2C600italic%2C700%2C700italic%2C800%2C800italic%
2C900%2C900italic%7CRoboto+Slab%3A100%2C100italic%2C200%2C200italic%2C300%2C300italic%2C40
0%2C400italic%2C500%2C500italic%2C600%2C600italic%2C700%2C700italic%2C800%2C800italic%2C900%2C900ita
lic%7CRubik%3A100%2C100italic%2C200%2C200italic%2C300%2C300italic%2C400%2C400italic%2C500%2C500itali
c%2C600%2C600italic%2C700%2C700italic%2C800%2C800italic%2C900%2C900italic&display=auto
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:09 UTC 3375 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Access-Control-Allow-Origin: *
Content-Security-Policy-Report-Only: require-trusted-types-for 'script'; report-uri https://csp.withgoogle.com/csp/apps-
themes
Cross-Origin-Resource-Policy: cross-origin
Cross-Origin-Opener-Policy: same-origin; report-to="apps-themes"
Report-To: {"group":"apps-themes","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/apps-
themes"}]}
Timing-Allow-Origin: *
Content-Length: 33620
X-Content-Type-Options: nosniff
Server: sffe
X-XSS-Protection: 0
Date: Tue, 19 Apr 2022 22:46:05 GMT
Expires: Wed, 19 Apr 2023 22:46:05 GMT
Cache-Control: public, max-age=31536000
Age: 51904
Last-Modified: Tue, 01 Mar 2022 21:56:30 GMT
Content-Type: font/woff2
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

2022-04-20 13:11:09 UTC 3376 IN Data Raw: 77 4f 46 32 00 01 00 00 00 00 83 54 00 14 00 00 00 01 33 8c 00 00 82 de 00 01 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 1a 82 7b 1b 81 ad 32 1c 87 24 3f 48 56 41 52 86 07 06 60 3f 53 54 41 54 81 1c 27 
2a 00 84 5e 2f 6a 11 08 0a 81 cb 08 81 a2 2b 0b 84 38 00 30 81 b3 24 01 36 02 24 03 88 6c 04 20 05 87 64 07 8a 2f 0c 
07 5b 9c 1b 51 c3 b6 69 d4 ec b6 01 00 7e 27 fe 19 e5 2b 61 bb 1a d0 9b 85 9b eb 4b 59 c7 8a 0e c4 b0 71 86 c1 c3 9a 2
3 d9 ff 7f 5a d2 21 43 03 6e 09 50 ab af b3 3a 77 87 14 42 56 59 89 b6 76 61 4b b4 7d ff 43 8d b6 39 47 44 f4 cf 8a b5 0d 
0c 9c 55 87 4c 27 b6 39 e7 89 92 9b 20 6d d2 5c 97 77 7f 1a 48 53 5a 4d d0 88 26 0e a4 89 d6 2b 8d 9c 2f 24 97 74 e2 9
4 ab 90 a3 4b ee b7 c9 4c 36 33 5b 77 aa 79 9c 17 9f 70 1e 06 0d 
Data Ascii: wOF2T3{2$?HVAR`?STAT'*^/j+80$6$l d/[Qi~'+aKYq#Z!CnP:wBVYvaK}C9GDUL'9 m\wHSZM&+/$tKL63[wyp

2022-04-20 13:11:09 UTC 3377 IN Data Raw: 85 84 18 09 21 24 40 88 18 16 3c 58 51 2d 45 5a 2a d7 f6 7a 15 3b ad 51 fd de 5d 4b 69 4f db bf b6 07 75 3d 
af f8 89 28 43 79 52 59 bf 76 0f f2 4b 64 0e f0 64 22 b6 4d d3 98 55 7a 86 8f a7 4b 7f e6 61 79 0a 2e b8 2a 85 7c 41 3f a1 
64 ef 52 d8 f9 a9 23 14 4c e1 14 4c a1 40 e7 dd e5 e9 61 2d f4 cd fc bd 4b 58 85 5b f6 01 55 0b a4 08 24 00 5b 44 e3 ab 
5a 0d 68 eb 10 84 8e 2a ed 0f fe 59 bd e0 23 18 ef 38 f2 4c 46 0e e0 75 8c 11 56 28 ba eb af a8 b7 92 59 1e 79 88 df ef 
cd 73 ef 03 fa c9 02 b2 13 eb fc 4c 50 6f 11 54 15 82 aa 23 5b f6 ec 80 5c fc 1f 7c d3 fe 24 3b 32 0d c1 6e 4e b0 f2 c6 31 
cb bc 71 c2 fb 92 3e 53 c7 ee 92 ef 04 bb 89 dd 64 08 12 e4 75 93 92 6e e1 cd 1e c2 9b 4d 8a dd 9d 65 13 bb 49 be 48 be 
dd ed 26 12 de 2f c1 d9 c4 9f 2f 41 44 82 dd ec 26 
Data Ascii: !$@<XQ-EZ*z;Q]KiOu=(CyRYvKdd"MUzKay.*|A?dR#LL@a-KX[U$[DZh*Y#8LFuV(YysLPoT#[\|$;2nN1q>Sdu
nMeIH&//AD&

2022-04-20 13:11:09 UTC 3378 IN Data Raw: ba 11 2e bb 22 59 04 f7 be 64 d7 80 fc a1 a8 a5 40 8f 08 00 30 4d 10 bc 58 21 2b 28 05 80 f0 e0 dd 86 02 6e 
b0 8a 87 95 00 b8 c8 17 c2 dc de 04 e8 4e cf 0d 9f 34 17 0a 86 6f 93 41 aa f8 00 a0 f5 ba 6f 1a 94 48 76 e5 e3 3a ba a0 
53 cb 17 5f ab 4c 9f 89 4c f1 2c 99 07 ae ca 22 10 7d 4b 6c 59 bf 4c a4 c3 9b 58 c0 40 95 6e 7a 37 cb 7f f6 ec dc bc b9 b9 
b8 a9 eb fe ea 3b 40 b4 66 5a ca d4 69 d2 a6 4b 9f 21 63 a6 88 2c d9 72 b7 1f 15 dd 51 27 9d 76 1e 93 37 5f fe c2 45 8a 
95 28 5b ae 7c 85 ca 55 aa d5 aa 5d a7 6e 17 8d 22 e8 3b c9 12 ac 65 fb 67 29 e6 49 a3 59 47 8f 21 9c 7e 3e f2 e9 12 a0 
9c b6 c2 eb 89 70 7f 9c 96 77 74 dc c7 ca 27 4f 05 e7 a4 23 60 db 9d c8 e9 29 0c e3 a8 f8 b8 c7 2c c0 3e ac d6 87 bf a7 
4d 3a c0 02 74 3c fa a8 e0 3d 89 0a f6 5d 68 5e e9 35 
Data Ascii: ."Yd@0MX!+(nN4oAoHv:S_LL,"}KlYLX@nz7;@fZiK!c,rQ'v7_E([|U]n";eg)IYG!~>pwt'O#`),>M:t<=]h^5

2022-04-20 13:11:09 UTC 3379 IN Data Raw: cb 40 15 be 1e 7a f9 3d fe e8 dc f8 95 97 df f9 ef fd 53 b8 42 7f c7 aa f8 af 3a 3f e6 7f f3 d8 a5 dc 4c 7b 4c 8d 
01 ec c4 f4 9b 02 36 89 ef 7e 72 9a f8 2f 50 48 ae 6f 51 06 eb 5e 2a c5 01 7c 03 0f c0 4b 9c 17 98 49 8f 49 4e e4 fc 15 69 
7c 5e b7 5a fc ed c8 3b d2 51 87 f9 71 7b d5 53 60 f6 2b 73 fe 0b 2a da 54 0d aa c7 3b e8 09 f5 99 d2 8b 3e fd 06 0c 1a 
32 fc f7 8f 80 b5 84 45 ee 8c d9 25 e7 65 5c 02 ac 4a 97 c9 9e 4e 57 08 47 ae b2 f8 1c b0 0a 6c 6e bc 7c fc 02 82 b3 f9 
1b cb fe 00 d2 ce 93 1d 67 5f b9 26 e0 97 94 7b 16 ce 85 33 d4 ce d8 c8 b5 c8 d5 7a 5e e8 af f9 19 98 df c2 90 46 16 ef 
30 41 f5 73 60 52 c1 a9 2e 91 27 4a e5 e3 23 eb 47 79 97 a6 35 78 19 ac b9 c5 ff 86 37 ff 9c f1 b7 5c 06 0b c5 b3 b5 20 
c7 af 65 1f f9 3d c2 b3 1e ba 22 50 9e ed 88 20 
Data Ascii: @z=SB:?L{L6~r/PHoQ^*|KIINi|^Z;Qq{S`+s*T;>2E%e\JNWGln|g_&{3z^F0As`R.'J#Gy5x7\ e="P 

2022-04-20 13:11:09 UTC 3380 IN Data Raw: 46 5d eb b1 a5 da 4a b6 e6 66 7b 56 76 90 9d 21 61 d3 44 10 15 13 97 90 94 4a ba 20 19 a3 64 ab 4e 8e db 
bc f9 43 bc 4a 4d 17 05 b9 4c 51 05 af 72 50 51 55 fb f0 59 06 48 e6 98 1f 3e 0f e5 97 16 18 16 2d 6d 96 41 cf ca 8e b3 2a 
6b d6 6d dc df c3 06 c9 5e 7e ac f6 a5 75 f9 5e 9b 21 4f 8d b6 a4 4a e0 2d 0b a4 7d 4f 00 8e 13 9b c3 93 7a 20 e4 54 58 
3c 0d c2 06 67 72 36 3a e5 42 a0 92 5d d3 0f 41 b7 14 40 74 07 77 f3 7c 3d 2f 98 7e ab 0a 2e ef 78 10 f3 7e f1 e1 b7 7d 
26 82 e4 0b 04 b2 ef b4 47 7e 70 0b 10 6e f3 de b7 6f 9e b5 06 7f 8a 82 c5 01 f6 1e 70 88 bf 62 f7 39 0e 3f ef f8 22 10 80 
60 b4 63 eb 42 0f 5a 17 19 54 7f 56 3c 9b 97 a3 08 20 24 22 26 21 25 3b 93 f7 d1 75 62 cf 1b 04 28 1a 59 90 ca ca 36 73 
bd 6d 3a 4e 41 49 45 4d 43 4b 57 06 2a e3 b4 09 da 5b 
Data Ascii: F]Jf{Vv!aDJ dNCJMLQrPQUYH>-mA*km^~u^!OJ-}Oz TX<gr6:B]A@tw|=/~.x~}&G~pnopb9?"`cBZTV< $"&!
%;ub(Y6sm:NAIEMCKW*[

Timestamp
kBytes
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2022-04-20 13:11:09 UTC 3382 IN Data Raw: 18 dc c1 dd dd 03 99 4d 7f 36 5b 2a df d1 ab df f3 82 bc d0 e2 5b f6 d6 ea c9 73 5f f2 b7 fb 88 96 dc 01 94 87 
49 f1 d6 4c 17 ce 47 4b af cb 4c d7 9f a0 d4 ff 6d f2 da d8 c2 43 fa 35 e9 1a f9 5c 3c fc 7b 7d 0e 83 b9 c9 a1 47 f4 d1 00 
06 03 e8 41 eb 22 83 dc 58 f5 6c 5e 8e 22 80 90 88 98 84 94 8c 7c d6 3f 31 24 19 a0 25 dd 05 83 4b 86 30 6c c4 68 8d 91 
ba 1a 67 9d 3a f6 16 b3 5d 8b 33 d4 8a 01 0a 4a 2a 6a 1a da 33 5d bf 5f b4 25 7f 67 c9 32 95 99 c5 12 ab d8 d8 39 b8 84 
45 44 c5 c4 25 24 a5 92 b5 9e ce 07 43 57 95 82 c1 bf 94 51 51 55 b3 e4 ca 75 4a 9a 05 e0 d3 06 a5 b8 ab f7 f1 9b 18 45 
4e 27 53 29 2a 3c a2 a7 66 53 79 db 0d 92 88 76 a4 e6 fe 23 95 a8 47 be 97 f7 48 8f 0d 2e 04 03 67 19 25 ea c9 3f 3c 30 
0f 73 c7 3e f8 29 e0 b6 18 c2 7e 7c 07 34 6b 8a c0 
Data Ascii: M6[*[s_ILGKLmC5\<{}GA"Xl^"|?1$%K0lhg:]3J*j3]_%g29ED%$CWQQUuJEN'S)*<fSyv#GH.g%?<0s>)~|4k

2022-04-20 13:11:09 UTC 3383 IN Data Raw: 50 64 da 5b b4 44 1d ec 20 21 43 a0 30 f8 48 21 9d a9 a0 1b 2f a8 ad 9d d4 45 a9 47 83 46 4d 9a b5 d8 94 d6 
02 6d da 75 4c 77 82 d1 99 d1 85 f6 ce 9c 6e 87 85 1d 0e b8 78 e1 5b 44 00 21 11 31 09 29 59 7a d0 1b 79 a4 6f ba 9f b0 
36 63 90 7c 7d d8 90 0c 1b 39 1b ed cf 32 69 5a ec 50 52 51 d3 d0 d2 95 3e 18 a9 aa d6 74 46 8a 12 50 b4 2e f6 28 56 
b1 b1 73 94 93 1a 77 f1 a1 27 8e 2e cb 0b df cc 7f d9 09 08 6c 32 82 be 3e db a2 43 a7 ab 09 c5 aa cd d1 2e 3b 13 b6 4b 
04 51 31 71 09 49 a9 a4 0b 92 31 4a b6 de e4 d8 e5 71 da dc a2 4d 28 96 3e 67 8b d3 c5 1e 54 54 d5 46 aa 3a 8f 17 af 
75 25 eb dc 48 a7 63 69 a4 e0 bc ae ef 35 ab b2 66 dd c6 1d c0 8e a1 51 0b 8c ed 1d 24 64 08 14 06 1f 79 8b 3c 71 25 8f 
3f 76 7e be 5c 15 fc 44 aa fb ad c4 c7 a0 ed 6d f6 ca 22 82 40 
Data Ascii: Pd[D !C0H!/EGFMmuLwnx[D!1)Yzyo6c|}92iZPRQ>tFP.(Vsw'.l2>C.;KQ1qI1JqM(>gTTF:u%Hci5fQ$dy<q%?
v~\Dm"@

2022-04-20 13:11:09 UTC 3384 IN Data Raw: d0 42 bb 0a 4a b7 1f 3f db 0c 2b 74 e7 12 c7 8c 7e 25 bf 30 3b 1f a5 81 0c 53 f9 08 e7 80 2d a8 23 eb da 5a f9 
bf 97 b1 2e b8 5a 7e 44 73 0a 26 b2 80 e7 56 c7 e2 35 6b 66 af 65 c4 ae 3a 35 bc 15 d9 7a cc e9 f7 c7 35 33 1f fe 4b 67 
e5 fb 91 49 5e 3a 0a ad 40 61 1f b5 ec 78 ce 82 7d dc d7 a7 e4 ab a3 57 88 52 91 9b 68 91 d5 eb ea e4 89 86 96 49 9c f2 
8c 8c 82 4e 88 27 d3 2a f3 95 15 3a 99 15 b2 69 a7 21 41 16 07 06 03 5e c5 13 28 f3 47 26 0d f9 93 92 85 00 cb 18 b5 4a 
a2 4b cd ee b3 85 58 da 5e f9 59 c4 43 9b ff 52 f8 b9 89 19 b9 a2 3b ea a6 1e 3e 3c ff d7 65 09 af 49 1b 0c 0a 29 f0 88 d3 
d7 e4 ce 09 60 37 8f 79 a8 50 0c 69 2d 15 e2 91 81 67 0e 42 0a c0 2d 8d ad 2e 60 d2 2d 27 9a ea df df 62 d3 55 f9 dc 79 
75 24 de 68 06 c7 c7 9f 73 d8 94 0a 2e 8e ff 77 7f 
Data Ascii: BJ?+t~%0;S-#Z.Z~Ds&V5kfe:5z53KgI^:@ax}WRhIN'*:i!A^(G&JKX^YCR;><eI)`7yPi-gB-.`-'bUyu$hs.w

2022-04-20 13:11:09 UTC 3386 IN Data Raw: 40 23 00 1a a3 63 51 8a 58 48 12 7a a3 58 3f 05 52 a3 4f e7 95 bb 38 87 f2 5d fb 91 3b 20 28 c1 2f f8 e6 29 00 
81 cd c7 b1 ab 40 d1 c1 6a 64 09 12 71 05 38 01 0f aa 59 e1 00 00 26 b2 b8 55 86 08 5c 8d 17 e6 22 c7 12 64 08 2e 3c 
47 69 74 83 e1 c4 06 c4 a0 40 32 09 00 29 d5 b5 84 15 04 e6 bb 4b a2 f2 85 c5 2a e8 5f 44 8b ab 6c c7 8a 17 5f 62 40 b4 
22 bd 08 07 39 08 a0 22 89 9c 81 9d f0 00 e0 a0 80 7a 0f e6 35 27 13 6a 4d c7 3a ee 74 25 8c f3 c4 7b 4c d3 30 29 2a e5 
e1 a5 88 ff 24 bd e2 03 30 d8 2a 2a 04 dc 72 1b 5e 63 33 ab 08 44 12 99 a2 a3 ab 47 95 a1 81 e1 cd d4 1f c5 11 a1 ea 49 
9a bb 16 09 15 97 58 22 ad b9 08 73 92 cc 03 aa da 28 58 98 bf 48 d1 5c 66 e6 a1 8f e9 46 bd 7b e2 23 dc f9 2b 3f f3 b0 
27 00 4c 00 48 99 f9 39 24 e4 26 08 66 10 00 41 a6 2c 70 
Data Ascii: @#cQXHzX?RO8]; (/)@jdq8Y&U\"d.<Git@2)K*_Dl_b@"9"z5'jM:t%{L0)*$0**r^c3DGIX"s(XH\fF{#+?'LH9$&fA,p

2022-04-20 13:11:09 UTC 3387 IN Data Raw: 93 58 03 6f e1 3b d1 a2 ce 26 20 48 bb c7 83 e9 9a 29 96 2b 3f 02 f7 12 08 d2 c9 58 9e 3c 9f 4e c7 0d 54 56 
cc eb 52 47 c7 0d 8b f6 54 86 b2 b3 4c ba 98 56 29 29 3d ce c9 82 5f 51 d4 12 ba c8 66 66 ba ba 5e a7 27 18 17 2e d7 69 
0b c7 71 0e 97 6c bc 67 31 64 83 84 75 fa ab 26 4f f6 ca a6 18 05 8d 2d 5f 53 6a 69 99 19 92 e4 a9 42 d8 51 a3 5d 05 2f 
0a 84 13 5e 76 d6 cc 55 9c a4 68 a7 2a 44 1b 3c c2 de 10 22 92 b8 a3 01 0b 20 c4 76 8f 25 cb 89 14 85 eb 54 b5 dd e6 
b8 14 22 81 55 42 b8 d9 e9 68 1d ce ca 65 39 8a aa 37 92 98 36 8a 01 d1 a6 da f8 ca 4a 2b 9e a0 04 41 77 f4 17 2c c4 
9d d1 a4 8b 01 49 52 4a 60 56 78 d8 a3 88 20 23 ae 09 3c 61 31 36 df 17 7a b0 68 85 55 98 6c 06 3d a2 a6 74 79 fd 77 6
1 d8 0e c1 bf 72 38 4c 26 db d8 17 36 10 98 22 b6 73 d2 4a 87 31 
Data Ascii: Xo;& H)+?X<NTVRGTLV))=_Qff^'.iqlg1du&O-_SjiBQ]/^vUh*D<" v%T"UBhe976J+Aw,IRJ`Vx #<a16zhUl
=tywar8L&6"sJ1

2022-04-20 13:11:09 UTC 3388 IN Data Raw: e5 c0 34 35 1c 81 3f d6 c7 2e 1b 74 21 b4 ea 8a 90 4d 02 30 89 3c 27 18 c2 34 6b 39 87 e3 1c 67 f7 f0 06 94 
6d 53 95 91 4f e5 7a 24 12 10 eb 52 8a 4b 3e 8c 11 4b d3 36 3b 27 d0 83 a0 ab 5b 8b f7 ce f1 75 a4 e1 b5 56 5e d6 ac 82 
80 cf e9 d9 99 57 17 f7 30 8f cd 51 30 ed 8d 68 9d 4a 0a 3b e1 96 01 40 43 af 2c 25 93 52 ab 51 e6 80 65 e7 68 65 08 59 
18 df 3d 32 39 c9 c7 63 76 d6 5a a4 50 4d 37 cc 2d d5 41 8a 56 7e 8e 9d e2 61 54 d0 71 37 f7 d3 93 c0 ba 4f 35 68 0c 28 
8b 46 9d 70 1e 14 56 62 5b 6f cc 16 a3 14 05 c4 46 e7 d4 91 5d 35 a8 75 bd 6c 54 d5 58 30 19 9f a2 37 e1 c7 ff 17 14 ba 
51 f0 1c 34 c4 a1 2d 6e 75 ed 10 06 55 da da 31 57 e7 03 6b 3d 67 bb 6b 0b 55 56 39 d1 6a 97 6f 59 d0 07 65 bb 0f 21 1f 
04 15 51 1b 50 d3 4c 3d a3 0c 91 3b 56 92 4e 66 38 da 75 
Data Ascii: 45?.t!M0<'4k9gmSOz$RK>K6;'[uV^W0Q0hJ;@C,%RQeheY=29cvZPM7-AV~aTq7O5h(FpVb[oF]5ulTX07Q4-
nuU1Wk=gkUV9joYe!QPL=;VNf8u

2022-04-20 13:11:09 UTC 3389 IN Data Raw: 32 fc 84 71 ae 2e 61 01 28 43 7a d7 04 a0 72 91 8a 96 fa f4 94 d8 b8 f9 86 29 4b f3 ad 08 8a a0 6c a4 14 a1 
45 cc 50 87 70 db 97 b0 72 2c 01 c3 2b 5d 9d e2 74 78 91 d7 85 20 fb 4a ad 97 e4 81 4c aa 94 10 1e f7 8f 12 3f f6 b1 41 
b1 28 eb 1d 88 81 71 b0 70 23 17 4c 0c 5e 5a 80 20 a5 cd 7b 77 1b 71 cf 9e 6b 37 9f 2f 76 c1 f8 2b 8d 3a 91 b2 8f 31 fa 
2b 28 a5 ef 4c dc a1 bb c4 d8 7f f5 ed f8 99 fc 6f b5 fd 6f 9e cb ad 97 45 f4 fa ae 97 c3 c7 d0 36 dd b4 0e 43 6b 19 e4 f1 e6
7a f2 f5 cf f3 d8 ec 18 fa 6b cb 13 fc 17 a1 39 40 2f 4d a2 a4 b8 7f 96 77 2e 50 13 a9 17 1c c7 30 4d 5a e9 b9 f8 18 27 73 
7b a3 aa 40 98 c0 bb be b2 6c 5c 01 e2 99 06 c9 76 10 f2 a5 44 0b d7 cc bb 1d db 5a 75 0e 79 8b 32 49 61 e0 e7 64 ed 
34 3f 5f 15 c4 5a f8 b5 b0 1e 7c 13 19 57 e6 fc 63 
Data Ascii: 2q.a(Czr)KlEPpr,+]tx JL?A(qp#L^Z {wqk7/v+:1+(LooE6Ckzk9@/Mw.P0MZ's{@l\vDZuy2Iad4?_Z|Wc

2022-04-20 13:11:09 UTC 3391 IN Data Raw: ab d1 17 67 27 2e 64 15 e1 25 b6 a4 84 ca 57 c0 5d cc 16 d5 e8 89 58 4a 2d 72 9d 2a f5 bb a8 73 dc 44 b0 cb 
5b 14 f8 d7 39 af c4 c2 5d 5f 6a ca 0e 94 5a 74 85 8c 98 9a 81 5f c2 ab 70 c8 6d c8 f7 27 24 6a 72 a5 33 e7 be 4a a1 c6 
71 29 cb b4 11 71 6a b8 2a b3 ef 6c 4b da 9f 6c b6 49 f8 c9 1a cb 8b 34 17 aa 7d 2a 7d be 18 a4 c9 59 51 fd 22 23 6f c1 
b1 5d fd 6f 17 46 53 b2 9c 85 49 66 3f bf 8c 42 17 d2 29 1a 8f 78 6e e6 76 38 bd a9 92 12 19 85 22 4b 78 f8 61 e3 b4 07 
52 13 f3 11 ba 89 2e 90 47 fd 36 10 27 07 1a d2 2c 6d 50 80 6e a1 43 41 4b 6b 43 5a c0 96 27 96 6e c0 b1 db 18 1d 5f 9e 
1b 0a e9 6d be 58 31 5c cb 66 c3 b5 b1 62 9f 2d a4 0f e5 2e c7 e9 b9 8f 10 e9 6f 6c 5a 4b 02 b6 0f 7a 5f 2e 2c a4 95 0d 
41 35 44 25 7c 83 54 b4 c0 e6 79 ea 50 e5 8c 68 92 d9 cf 
Data Ascii: g'.d%W]XJ-r*sD[9]_jZt_pm'$jr3Jq)qj*lKlI4}*}YQ"#o]oFSIf?B)xnv8"KxaR.G6',mPnCAKkCZ'n_mX1\fb-.olZKz_.
,A5D%|TyPh

2022-04-20 13:11:09 UTC 3397 IN Data Raw: 2c 86 5d 8e 93 5b 36 1b d7 3e 9c 17 32 ff e7 38 87 26 fd 6c dd 32 06 65 1e 38 90 65 75 a7 69 10 0d 59 e3 4f 
33 1a 03 ee 7d 33 bc fa a2 38 c4 77 29 88 84 8c dd 17 8b af c5 93 25 88 e8 0a 48 95 7d 55 ba b4 3c 7e 13 4f 84 a0 62 b2 
a0 69 c2 17 e2 3b c4 38 4a a6 38 d2 71 d0 88 d7 59 59 36 04 b5 52 53 53 71 a8 b9 6c a4 32 56 3e d2 29 22 18 96 40 bc 
7c 08 68 c9 67 2a 7d 7b c5 10 54 f1 5a 05 73 e8 fd 97 9b df 42 a6 78 81 48 b2 f9 1d 8e ef bc 03 c3 c5 b3 1e c9 bc 79 b9 
c1 94 1c 85 ca 5d 45 f9 8b cc c5 27 50 28 3e 94 5f a4 76 e4 d5 38 92 aa 6d 49 7c 9f d1 9d f3 e5 b7 85 e9 e8 c5 49 e4 f4 
0a f1 35 2a c0 f2 31 3a fa 79 d6 c4 da 10 53 99 df 18 8e 44 62 d9 f9 31 a2 79 68 c4 7a e5 27 43 44 0b 43 26 0c 72 48 71 
f3 37 ee a2 d6 e4 aa 6c af 27 b3 a6 cb 04 a6 cd 81 6d 4d 28 
Data Ascii: ,][6>28&l2e8euiYO3}38w)%H}U<~Obi;8J8qYY6RSSql2V>)"@|hg*}{TZsBxHy]E'P(>_v8mI|I5*1:ySDb1yh
z'CDC&rHq7l'mM(

Timestamp
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2022-04-20 13:11:09 UTC 3399 IN Data Raw: 6e e1 ee d7 60 cf 3d 3f 54 d6 3c 7b 74 11 7b b1 92 9b d3 2f 92 e5 c6 ae 4c 6a 17 30 bc 6c 92 45 ea b8 a7 ed 
9c 31 9c 35 b5 11 35 7b 13 26 70 b0 f2 65 7c 8c 13 d6 10 19 95 85 4f 10 a0 4d 4d 7a b1 80 34 a4 d7 cb 8f 1f c4 ea e8 2c 
83 9a dd 94 cc fb a2 96 ec 47 1b 13 99 31 96 65 17 d9 f5 33 59 6f ce 99 13 30 c6 8b d2 b2 17 c6 cc b0 29 24 79 bd a2 86 
b1 75 64 04 31 a6 36 24 23 53 2b 66 fd c0 b0 ac a4 d3 86 e6 f5 22 96 5d 39 95 ca 79 d8 41 c2 32 a7 57 2d 8b a0 9d 7e c7 
c1 b7 3d 4f c5 51 e3 9e 2a d9 bf 2b dd ff 90 27 0b 7b d5 4e 12 fb b3 21 a5 9e c2 7b aa 32 14 b9 ad db 28 7f 69 4e c0 fb 
4e ca 8f df 08 08 1f a3 d5 ef fc ce fe c7 f0 f6 6e 33 d3 db 78 6f a5 53 11 69 dd 8e bf 3c f0 44 bc 77 bf 35 d6 b4 6d b5 21 b8 
e1 a0 bf 3f b5 ff 34 98 67 da 06 37 20 be dc c0 fa 
Data Ascii: n`=?T<{t{/Lj0lE155{&pe|OMMz4,G1e3Yo0)$yud16$#S+f"]9yA2W-~=OQ*+'{N!{2(iNNn3xoSi<Dw5m!?4g7 

2022-04-20 13:11:09 UTC 3400 IN Data Raw: 83 0d 30 62 1f dc 22 6d b7 6e ef 03 0d b8 a5 e5 6c a4 ac e5 6d e5 37 12 dc 54 c1 f8 10 da 74 ed 5b 87 36 82 
6f 16 6b 1f 98 91 b4 79 e4 79 7b ef 98 cd be 54 c3 aa f8 4b 0d ff f9 c4 14 54 25 a0 87 71 16 be fa a0 fc 5c 13 3e b8 fa 54 
e7 30 8a fc 61 31 2f fd 75 9a 4e a5 9d f9 6b 5b 64 f9 03 68 93 90 2f 3c 5d ea 0c 8d 4a 3f fd e2 3d 5f 20 09 e2 80 56 d6 51 
0f 6e dd 68 6c eb 58 d9 f4 8e 3d 83 6d b1 43 c7 85 60 e3 f2 bc 40 ed df c8 26 84 4f fb 83 c9 cb bf da 32 21 92 d9 df 31 17 
11 d0 e5 28 9f fa 67 97 92 7e b5 fa a2 38 6d 2a 06 d7 f7 54 de ba b9 d2 1e b4 2c 3f 9f f2 2c 3a 05 9d 2c 2f 9d b8 89 e0 e8 
cd b1 f2 d2 49 94 42 67 91 1f 5b 0a 9d 8d c1 f2 98 0c 1a ce bd 0a bd e2 56 2e b4 19 f2 82 5a 95 3a a0 cd e5 6d ce 65 6d 
51 50 ef cc 68 23 cf ff be d1 e3 75 f7 a6 9e 
Data Ascii: 0b"mnlm7Tt[6okyy{TKT%q\>T0a1/uNk[dh/<]J?=_ VQnhlX=mC`@&O2!1(g~8m*T,?,:,/IBg[V.Z:memQPh#u

2022-04-20 13:11:09 UTC 3401 IN Data Raw: 58 19 83 8c 9d 8c 09 c6 db 8c 77 19 27 19 9f 33 25 cc 3a e6 1a e6 3a e6 56 e6 59 56 0a 6b 33 9b c9 2e 67 6f 
61 df 64 ff c9 e9 72 1a 38 6f 70 09 dc 0c ee 0b dc f7 e3 40 dc 33 71 ab e3 ae f0 48 bc 22 de 0e de 65 be 94 5f cb 7f 86 7f 
43 c0 16 c4 0b e4 02 8d c0 20 b0 09 5c 02 af 20 22 28 12 54 0a 96 0a 36 0b ce 0b a6 57 ab f8 ca f8 25 f1 5b e3 3f 16 a2 
42 86 90 27 94 08 95 42 9d d0 22 74 08 dd c2 a0 b0 50 58 2e ac 15 36 0b bb 84 73 85 4b 84 6b 85 1b 84 db 84 af 0a f7 
09 cf 09 9f 88 30 91 4d 34 22 da 2b 7a 20 ce 16 ef 10 ef 13 bf 2b 21 49 ca 24 fd 92 55 92 ed 92 fd 92 4b 92 1b 92 2f a5 90 
34 5e ea 93 0e 48 4f c9 68 b2 0c 59 a3 6c 8d 6c 52 f6 b1 9c 23 2f 94 af 90 33 77 bf 2b e9 d4 be 99 b6 6b 5f bc ee c5 3f b4 
bd b8 ef 47 fb 6d 7c e9 7f ed 6e ef 3f f5 f2 4f da 
Data Ascii: Xw'3%::VYVk3.goadr8op@3qH"e_C \ "(T6W%[?B'B"tPX.6sKk0M4"+z +!I$UK/4^HOhYllR#/3w+k_?Gm|n?O

2022-04-20 13:11:09 UTC 3402 IN Data Raw: 27 35 a9 df 0d 81 21 b6 8e 85 47 da 08 4d c3 43 4d 24 e8 65 a2 54 f0 44 80 95 71 64 96 e9 51 e9 3c 34 e9 e7 
3e 1c a2 5c 84 89 d5 e8 10 24 72 75 04 1a e2 c6 7b 74 e2 55 68 e6 3e c9 76 5f 7b a5 c0 a1 a7 55 13 9c a4 ef 4e a7 15 bf 
80 26 07 04 53 52 1a 48 4e b7 d8 d3 74 7d 42 93 b3 1c f7 94 06 af ea 11 ea dc ff af 5b 71 f1 68 15 bb 33 81 82 10 5f 4c 
ed 61 dd 0b 3e 02 95 9b f7 76 ad b5 4c ed fa 7b 13 23 25 1b 47 58 eb 76 ba 80 bf 3c 11 0b 1d 69 b0 b9 51 9b ac 06 c8 4d 
2e 86 5a dd 7c 0a 74 f7 2a 75 cb e8 17 da e3 27 c9 0a 9e 52 79 d7 de b7 6c e3 84 4d 15 dc 5e c1 01 3f c4 98 eb 8b a9 ef 
e0 30 29 a2 19 f2 b9 11 bd 05 a5 c8 82 1d f3 35 0c 42 8e 16 4c e8 1f fb 4f 3d 2d 7e fa eb 7a d5 b1 cd 3d cd d3 c1 e6 5a 
62 d1 e6 97 9d 0f 89 6b 38 d1 5b 95 b7 db de f2 bd 35 b4 
Data Ascii: '5!GMCM$eTDqdQ<4>\$ru{tUh>v_{UN&SRHNt}B[qh3_La>vL{#%GXv<iQM.Z|t*u'RylM^?0)5BLO=-~z=Zbk8[5

2022-04-20 13:11:09 UTC 3404 IN Data Raw: 9b 81 96 a0 00 ca 1a 8d d6 15 5f 69 7b f9 29 f6 da 9c 24 d5 84 b9 44 d4 42 1b 80 c0 da 09 b6 99 a9 b4 53 73 
86 fe a1 a8 1c ca 3c ae 87 f3 5c d9 f0 2f cb 76 70 45 f2 40 b8 c1 68 c3 62 0d fb ca 8a a6 0a fb de 5f 2e 9f 12 1c 7f e1 bb 
8a 11 f1 53 b1 70 72 81 50 2b 37 46 bc 4d 86 f5 52 ed d9 03 c9 55 5b b7 ef 72 f6 35 57 cd 4c d8 d5 fe 57 25 9a 5f 98 8e f7 
e1 26 bd 3b e6 b5 8d 1b af a5 e7 da d0 5b 16 11 ae fb 83 bc 49 bc fa 16 9e 3c 46 f0 bb cb c7 f3 6c 5b ee 9a 87 d5 a8 6b 
5d 4f 0f 7a 0d 45 99 03 77 7f 52 07 b9 c3 c9 dd 93 55 fb cc a6 fe d9 4f 73 73 f7 99 c6 7a 06 16 87 8b 3c ab 1d 2c 7e 35 b2 
bf 27 a7 b0 e8 47 73 75 5c ac ec ed 2f 29 d1 68 99 1a 56 4c 3c ed 7f 60 4b 0c 4d e2 a4 ca cb a6 bb 95 41 b4 37 f2 8a f6 
e2 bc 69 e7 e9 5a c9 11 10 2c 0c 6f 9a 57 75 d3 
Data Ascii: _i{)$DBSs<\/vpE@hb_.SprP+7FMRU[r5WLW%_&;[I<Fl[k]OzEwRUOssz<,~5'Gsu\/)hVL<`KMA7iZ,oWu

2022-04-20 13:11:09 UTC 3405 IN Data Raw: d9 2c 2a aa aa 88 b5 13 17 ca cd 61 24 17 bb 6d 64 5b 67 96 c7 9d fa 4a 46 71 d1 e7 b8 7d 6b 64 15 8f 0b b7 
71 63 d1 b1 16 c2 b0 7c ac e9 c5 4f 6c a5 13 3c 7e 0a 76 7d e6 1c 76 5d 5f 29 57 27 7a bb db ba 0f 91 3f 58 04 91 e0 fe 
1b 12 b5 a9 b5 3e 80 fd 03 3d 87 3e 6c 63 54 56 16 ca 1d 0a 8e e5 60 ff f6 7e 0b b3 7a ed 12 59 4c 3e 71 b0 f0 f7 54 da 
a7 cf 18 99 55 b9 5b c2 0f 6f 96 27 33 71 0e c8 79 9f 6f 99 03 9b 6c 60 61 1f af b2 ed f2 b2 4c c5 33 fe cb 18 4b 4e f9 2b 
d7 c9 32 d6 de e5 31 a4 fb ca 85 39 d7 11 6a b6 ab b7 e4 49 fa 60 f5 19 75 cc dc 6a c1 d3 21 41 6b a5 57 fd 29 7b 85 96 
50 2b d5 87 7c ee a8 51 ae 09 53 b6 ab 46 f3 57 66 31 2b e4 68 9b b5 ac 02 03 6f dc fc 4a e3 b0 fd a0 81 cc a4 47 76 08 
85 84 89 41 55 76 21 ad d1 b7 b7 d5 62 6d 47 8f 3b 7a 
Data Ascii: ,*a$md[gJFq}kdqc|Ol<~v}v]_)W'z?X>=>lcTV`~zYL>qTU[o'3qyol`aL3KN+219jI`uj!AkW){P+|QSFWf1+h
oJGvAUv!bmG;z

2022-04-20 13:11:09 UTC 3406 IN Data Raw: a2 a1 18 28 be b4 1e 2b fc 34 bb 6a 38 95 40 63 2a fc 44 a0 a9 69 3e 5f 92 7c 07 67 f2 2f 93 2c 14 2d 7a a9 
84 8b 2e bc 54 24 95 12 b7 30 34 19 86 8b 7a f5 62 f0 43 6a 31 30 a7 a1 96 74 86 8e af c0 f1 e7 10 60 01 a9 10 89 14 b2 
e9 91 d1 21 8e 39 6a 07 91 05 3b 18 44 03 be 01 e3 a8 c8 c0 dd 41 23 8f bd 3b 7e 54 2b dd 47 6b a4 09 62 43 69 f8 35 
35 98 ef 85 7f 37 e0 df 4d c6 40 90 4f 3e 8b 41 45 a3 75 84 62 42 4a 30 bb c0 aa 7a d4 bc aa 40 ad 5f d1 3a f9 4a b5 b9 
72 e0 85 d1 34 0a bd 51 76 bf 7a b0 37 37 2f bf 35 f8 ab 17 73 68 1a 6b ed 3b 9a d4 ef 70 b6 54 c2 ee 74 d8 ba f2 06 3c 
e1 51 05 c7 9d 10 e9 a4 5c 01 92 75 5e ec 07 9f 0b 63 2c fb ec 79 b1 2f 68 c5 56 21 1e ea 0d 9d dc 07 93 39 f8 15 3c 82 
3a db 59 7e 32 d6 d9 ae 9b 76 16 2c cb 8f a3 35 73 07 cb 9f 
Data Ascii: (+4j8@c*Di>_|g/,-z.T$04zbCj10t`!9j;DA#;~T+GkbCi557M@O>AEubBJ0z@_:Jr4Qvz77/5shk;pTt<Q\u^c
,y/hV!9<:Y~2v,5s

2022-04-20 13:11:09 UTC 3408 IN Data Raw: 48 88 06 07 1e d5 04 01 eb 75 75 de f1 34 7f 2a 7d 4a 41 c6 c1 4b fa 8c 06 dc f1 b6 f4 e6 fc 4d e2 e3 5e 28 5b 
06 95 de ca 61 32 4a 6b 46 9d ff 2f 33 fc 25 47 28 a2 73 30 4c ee 50 1c 7e 4a 2e 15 f8 c8 6e dd e3 12 fe de d0 b8 ab 51 
a5 a5 3e 05 0b c2 cd df df 8d e9 8d e1 37 e8 a0 c0 32 34 37 f0 08 30 08 f4 30 e1 94 65 56 8e 29 24 4c 83 3e 38 64 09 f5 
03 38 cf 46 70 01 30 2d 44 aa a1 86 cc 65 a9 a4 93 bb c2 d3 3d 4b b4 8e 6b 1d f4 fa 9f 4a 45 9d 75 a2 f8 f9 57 a2 c2 b5 
0c c8 e1 09 3d b9 bc b0 ce ed cc f8 08 bc 4b b8 dc a1 da c8 77 74 f3 fb 05 50 23 08 b3 15 f6 c5 cc 9c 4d 66 67 57 14 df 
68 cc 40 c3 90 2a b6 af 35 96 8c a6 14 04 36 58 ff a8 d0 2e a5 02 06 39 0d 11 be 9a 74 29 da a3 bd 91 01 25 25 7f 20 50 
f5 15 a0 76 d4 8a 1c 59 a1 f3 93 99 66 90 60 40 7a e3 
Data Ascii: Huu4*}JAKM^([a2JkF/3%G(s0LP~J.nQ>724700eV)$L>8d8Fp0-De=KkJEuW=KwtP#MfgWh@*56X.9t)%% 
PvYf`@z

2022-04-20 13:11:09 UTC 3409 IN Data Raw: 4e 2e 2e e3 b2 85 86 ee 72 9f 87 fd 31 7c 99 5c dd 21 ab aa bb 16 4e 08 17 03 e7 6c a1 0f d6 1e 70 f3 3e 09 
e7 e8 89 81 92 a3 27 4a 24 00 f0 e2 3e 11 0d 9f ab a6 5f 18 f5 12 ca c0 9d 91 b6 19 33 66 ce 59 b6 bd e8 58 95 6d 62 8c 
59 3d f8 39 7d a9 fe 45 41 c7 4d 2c 08 4c ca a8 e3 a1 b2 e1 4d 70 f9 a1 cd ab 67 4e 9c 56 4f 97 7e de cd 31 f1 4c c8 13 
b3 cc f8 cc 99 0c 25 46 91 51 83 36 93 9b db d1 47 7b 8f a7 a3 10 d5 16 67 34 d4 0c d2 5b 97 52 4c 19 79 e2 eb 00 28 ac 
89 f7 a8 57 c1 99 1f e3 6b 88 87 fa 3d 38 fb 5f 6e 3a b8 dd 8c 33 ee 68 2d 0a 77 13 27 3d 17 be 46 c8 6d 93 05 27 cd 50 
45 c0 c8 f8 d3 1e 8e 76 7d ff 66 c0 b2 4b 8d 82 0a cc 89 fa 34 d1 be f0 d8 ff 72 94 74 5f 47 07 c7 e9 53 e9 c4 ff 7b 0f a4 
0e 3d 09 2d 82 f5 25 bd 87 c7 47 47 7b fc 87 da 94 83 
Data Ascii: N..r1|\!Nlp>'J$>_3fYXmbY=9}EAM,LMpgNVO~1L%FQ6G{g4[RLy(Wk=8_n:3h-w'=Fm'PEv}fK4rt_GS{=-%GG{

2022-04-20 13:11:09 UTC 3410 IN Data Raw: a3 f6 07 0c e4 a3 32 45 dd 54 6b b5 10 bc ba 76 53 27 f5 c6 b4 e2 93 2c 57 f8 02 22 23 9b d3 3c 56 4d f5 7b 
9e 94 2c f3 d3 d0 94 ad a7 a7 34 9f 7c 33 30 ff 62 41 c1 77 6d f2 77 69 38 b8 aa d6 3b a7 78 46 56 51 c1 84 09 e3 36 ec 
ff d7 99 d6 38 56 90 af ab d4 ae d3 e9 b3 23 e0 ae 4d be 64 c9 da 8d 75 87 91 1a b0 de ad 3d fb af 9b b8 3f 4d 50 96 27 
12 92 a1 57 b3 c4 84 3b d9 3d 27 f1 00 22 64 15 d6 80 22 ee a2 c3 c5 1c c9 2c cc 57 8b a2 48 a7 19 97 04 bd e5 e0 f2 47 
38 c0 14 65 bd 61 c3 a9 8b 18 af c5 28 eb 95 8c ce d3 58 a2 85 2e d7 69 17 1c 6a b4 e0 a3 0e e2 84 5a bb d5 6a 36 ae cf 
37 8b f3 d7 28 aa a2 33 63 b3 1b 3e 68 3d 48 7c 22 86 fe a8 82 57 ad 12 12 9f f5 c6 e1 48 a8 53 a9 5c 5a 24 1e e6 33 5d 
2c 20 91 e0 cf 0d aa b4 04 68 a8 54 e8 f5 d4 d1 26 48 05 
Data Ascii: 2ETkvS',W"#<VM{,4|30bAwmwi8;xFVQ68V#Mdu=?MP'W;='"d",WHG8ea(X.ijZj67(3c>h=H|"WHS\Z$3], hT&H

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:09 UTC 3411 IN Data Raw: 3b e4 f2 2e 43 35 65 98 87 97 82 25 4b 9e 48 07 29 ac c6 1b a3 fc 5d 9b a2 1e 55 a0 0f e7 e6 66 9c cc 14 fe 
c8 cd 68 c9 a9 76 ae d8 81 f4 ed 19 4b 61 dd a7 a9 56 e9 f9 41 df 84 ed 65 2a 9d 82 f8 9f 8b 82 3e 99 e7 3a 27 f2 26 93 
c9 c4 af 24 18 d0 67 ea f9 60 61 79 7e 7a 6a 61 73 77 6b 73 fd e0 29 00 a9 48 84 b2 4d c2 c0 c1 15 84 f8 ff ef 42 69 d4 dc 
de a8 9f d6 26 9d 72 4a 9f 7d 6d 30 6f 47 4e 6d a7 53 18 0f 29 ad c9 ea 30 a8 35 16 d9 ad e6 0c 54 b2 7d 5e fd 50 6f 89 
5e 91 d2 36 27 4b 51 b7 82 e9 30 0d d4 1c 6e 4e 97 c6 d6 60 7e b1 89 20 e7 74 a7 d1 22 65 2e 8f e0 da b3 f7 00 c3 a9 
21 c4 7c db 10 73 0a 0f 0b 8b 24 50 7b e5 4c df 8f 06 9e 30 a9 1a fa a3 f1 a5 fa f3 5c 54 7a 67 cd e2 ee 0d 8e 3d 4a da 
70 58 22 d8 47 e0 a9 4a 52 10 44 de 34 26 ab 60 c9 8d 0d 
Data Ascii: ;.C5e%KH)]UfhvKaVAe*>:'&$g`ay~zjaswks)HMBi&rJ}m0oGNmS)05T}^Po^6'KQ0nN`~ t"e.!|s$P{L0\Tzg
=JpX"GJRD4&`

2022-04-20 13:11:09 UTC 3413 IN Data Raw: 26 81 5f a4 95 73 63 7f 2d 29 4e fc e8 9c ef 65 06 51 a3 2d 39 62 f6 25 85 2e c4 6f 8d 08 01 8c 37 a1 28 90 d1 
59 5a da 3c 12 1b 62 62 5e d8 98 62 4e da f5 c0 f7 77 99 98 da 7a 54 50 ae 8d cf 9c 5d 66 72 39 ee 48 49 54 ae eb 61 cb 
77 10 02 12 43 12 1d d1 eb 84 08 4f ea 6d b6 95 8a 96 d2 bb 59 cc 67 76 d8 ad 5e 0b 5a bd 9f e2 49 45 91 af ef b8 0d cf 
21 49 e2 37 12 40 9e b9 fe 95 a6 6a 86 4f a2 59 04 a9 30 97 91 15 cc 9a aa c2 01 80 6d da 26 8c f7 88 4c 50 99 11 77 d9 
87 25 07 d2 85 1c 90 76 49 1c ab f2 b9 cc d5 37 3a 7c 9d 03 09 4d 58 72 89 57 00 d1 be 9e 69 6e 7d 02 da 48 65 e8 56 
9e d9 d4 14 51 9c 0e c1 bc cd d1 6f 01 f3 96 14 0a e8 bb d5 fc 1d d8 da db 55 0c 6e 29 d5 e4 50 32 b5 38 ca e5 27 80 f9 
08 70 ec f2 e8 bf 2e b4 f1 83 7a 35 c7 ee d7 2a ee 96 4a 
Data Ascii: &_sc-)NeQ-9b%.o7(YZ<bb^bNwzTP]fr9HITawCOmYgv^ZIE!I7@jOY0m&LPw%vI7:|MXrWin}HeVQoUn)P28'p.
z5*J

2022-04-20 13:11:09 UTC 3414 IN Data Raw: 4e b4 04 b8 f1 ec 37 4b 06 63 a2 4d 47 29 5d 5f 36 68 92 48 4f 8e dc a7 6f a5 bb b5 68 fd 4e ee 35 68 16 a3 
01 35 8b 93 54 f6 e6 b1 93 8b b5 b8 30 34 5a 6f 83 01 16 06 66 26 16 4e 05 0a 15 f0 33 05 3a a7 40 39 cd 90 74 a8 5a 
28 af 37 bb ec cc 5a e0 4c 9a 8c 44 fa 79 12 03 09 df 1d 8c de a7 6f 63 54 28 20 4f 85 16 31 95 46 c8 2f 84 e6 57 7a 48 8f 
92 80 1e cd a3 4f b7 39 57 f6 9b 2d bd d0 80 86 5c 46 c3 17 6e d2 c5 8e 14 1b ef 45 1b f4 f2 9c bd 6c 26 33 cd 5e 3e 9d 
d5 ec af 33 73 9d 5d 62 3e 25 9c 5e f3 22 e0 b4 4d 87 0d 6a 38 a0 63 0a 46 61 1f 5f d9 f4 1f 58 fc 20 43 67 00 40 e9 42 
04 9c d3 e8 35 67 7a 9d 62 03 6a cd 34 be a4 d5 e2 bc 8b 2e 49 92 4c 47 ef b2 2b ae ba 26 25 04 7b ac 6b b7 b2 b8 ee 
86 36 ef 79 fe f8 2c 7f 4b df b2 b2 59 6a bd b9 f7 7d a0 dd 
Data Ascii: N7KcMG)]_6hHOohN5h5T04Zof&N3:@9tZ(7ZLDyocT( O1F/WzHO9W-\FnEl&3^>3s]b>%^"Mj8cFa_X 
Cg@B5gzbj4.ILG+&%{k6y,KYj}

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

140 192.168.2.5 49978 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:55 UTC 6173 OUT GET /wp-content/uploads/elementor/thumbs/ignion-p4qqv9xn8e5wj6kjj1h66x5g3d09t1b3nt3w1f8rf0.gif HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 25 Mar 2021 14:59:37 GMT
If-None-Match: "605ca559-68f"

2022-04-20 13:11:56 UTC 6174 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:56 GMT
Last-Modified: Thu, 25 Mar 2021 14:59:37 GMT
Connection: close
ETag: "605ca559-68f"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

141 192.168.2.5 49979 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:55 UTC 6174 OUT GET /wp-content/uploads/elementor/thumbs/incognito-p9522zz5xisahv70rnatyju9jjp4tytthjxyyx30ug.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 24 Jun 2021 13:46:40 GMT
If-None-Match: "60d48cc0-11f4"

2022-04-20 13:11:56 UTC 6174 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:56 GMT
Last-Modified: Thu, 24 Jun 2021 13:46:40 GMT
Connection: close
ETag: "60d48cc0-11f4"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

142 192.168.2.5 49981 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:56 UTC 6174 OUT GET /wp-content/uploads/elementor/thumbs/IoT-Launch-1-e1606988965340-ozc9z35gp13j9tdwhqobvd5zifl1e8z
nsan93tvq2c.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 21:47:58 GMT
If-None-Match: "5fc95d0e-cc2"

2022-04-20 13:11:57 UTC 6175 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:57 GMT
Last-Modified: Thu, 03 Dec 2020 21:47:58 GMT
Connection: close
ETag: "5fc95d0e-cc2"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

143 192.168.2.5 49982 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:57 UTC 6175 OUT GET /wp-content/uploads/elementor/thumbs/Keyfactor-p5mc0vz2ueo2x6ekmjrocggasoq72kshe6cmnsmy8s.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Mon, 12 Apr 2021 18:38:04 GMT
If-None-Match: "6074938c-12f0"

2022-04-20 13:11:57 UTC 6175 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:57 GMT
Last-Modified: Mon, 12 Apr 2021 18:38:04 GMT
Connection: close
ETag: "6074938c-12f0"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

144 192.168.2.5 49984 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:57 UTC 6175 OUT GET /wp-content/uploads/elementor/thumbs/KORE_Logo-0918-ozbzdryg8j41gj9f2x0qdl6c7b0muj7nczc8iv96co.jpg 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 18:28:54 GMT
If-None-Match: "5fc92e66-96d"

2022-04-20 13:11:57 UTC 6823 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:57 GMT
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-96d"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

145 192.168.2.5 49986 142.250.185.65 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6176 OUT GET /crx/blobs/Acy1k0bLIjHsvnKaKN_oRpVaYYvFs25d7GKYF1WXrT6yizCMksBO0c_ggE0B6tx6HPRHe6q1GOE
e3_NcIbSiGG8kXeLMUY0sAKVvC6R89zvKM13s5VqoAMZSmuUgjQL5vlygJuArQghXXE_qTL7NlQ/extension_8520
_615_0_5.crx HTTP/1.1
Host: clients2.googleusercontent.com
Connection: keep-alive
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:57 UTC 6177 IN HTTP/1.1 200 OK
X-GUploader-UploadID: ADPycds5fJBwkC0-YLJ4JFuR45FN3BZbpNVOQYKhIMt6fnmDIP8vj6EpimINB8BNbdGY
djG4wD87U9rMz-4wQBOuhrPRVH5F0hcB
Accept-Ranges: bytes
X-Goog-Hash: crc32c=DxAZGA==
Content-Length: 768843
Server: UploadServer
Date: Wed, 20 Apr 2022 02:30:47 GMT
Expires: Thu, 20 Apr 2023 02:30:47 GMT
Cache-Control: public, max-age=31536000
Age: 38470
Last-Modified: Wed, 05 Aug 2020 01:15:29 GMT
ETag: 730d2491_a246e948_e80d9c94_d8b3f142_86eb8dd2
Content-Type: application/x-chrome-extension
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

2022-04-20 13:11:57 UTC 6177 IN Data Raw: 43 72 32 34 03 00 00 00 18 04 00 00 12 ac 04 0a a6 02 30 82 01 22 30 0d 06 09 2a 86 48 86 f7 0d 01 01 01 
05 00 03 82 01 0f 00 30 82 01 0a 02 82 01 01 00 8f fb bf 5c 37 63 94 3c b0 ee 01 c4 b5 a6 9a b1 9f 46 74 6f 16 38 a0 32 
27 35 dd f0 71 6b 0e dc f6 25 cb b2 ed ea fb 32 d5 af 1e 03 43 03 46 f0 a7 39 db 23 96 1d 65 e5 78 51 f0 84 b0 0e 12 ac 
0e 5b dc c9 d6 4c 7c 00 d5 b8 1b 88 33 3e 2f da eb aa f7 1a 75 c2 ae 3a 54 de 37 8f 10 d2 28 e6 84 79 4d 15 b4 f3 bd 3f 
56 d3 3c 3f 18 ab fc 2e 05 c0 1e 08 31 b6 61 d0 fd 9f 4f 3f 64 0d 17 93 bc ad 41 c7 48 be 00 27 a8 4d 70 42 92 05 54 a6 
6d b8 de 56 6e 20 49 70 ee 10 3e 6b d2 7c 31 bd 1b 6e a4 3c 46 62 9f 08 66 93 f9 2a 51 31 a8 db b5 9d b9 0f 73 e8 a0 09 
32 01 e9 7b 2a 8a 36 a0 cf 17 b0 50 70 9d a2 f9 a4 6f 62 4d 
Data Ascii: Cr240"0*H0\7c<Fto82'5qk%2CF9#exQ[L|3>/u:T7(yM?V<?.1aO?dAH'MpBTmVn Ip>k|1n<Fbf*Q1s2{*6PpobM

2022-04-20 13:11:57 UTC 6178 IN Data Raw: 8d 00 30 81 89 02 81 81 00 cd 4d 62 68 3d 9f 5b 4f 7d b2 2b 1b ae 55 af 4b 48 46 28 6e 33 e8 5c 22 d7 dd d8 
2c 67 d7 63 0e b5 8a 36 29 13 10 28 dd 45 ed ff 00 55 db fa ff 23 92 69 ad 61 03 e7 3a 04 98 9f 4e 89 fd 0a 1d 0e 50 88 
1b a9 78 ef 4f a0 90 ea 28 6d 43 3b 7c eb 35 01 53 ac 7b 6d ea 61 45 78 8d bb 91 5b 7f 98 66 50 af 69 60 85 79 cc c2 35 
b1 88 52 02 84 8b 90 76 7f 24 1a cf 2e b4 00 bd 6c 2d 6d ee b5 02 03 01 00 01 12 80 01 9a a3 91 dc 6d 10 04 8c cf 6e 69 
83 be 14 60 f5 b7 57 06 05 84 19 a6 52 d1 70 e4 62 bd 2b 89 10 ce 8a 2b b9 5c 6b b6 52 24 65 7e dd 8b 4a 5c 9d 26 63 
25 a7 64 ae 9d cf 4d c4 e8 6a a0 8b 56 bf 25 07 ad df 2b 31 46 b1 a4 03 be 44 03 85 83 96 58 5c 95 31 63 74 0b 3c 94 86 
b1 c4 02 1c 96 fa 45 06 42 df 2b c1 69 40 01 eb fe 38 f4 9c 
Data Ascii: 0Mbh=[O}+UKHF(n3\",gc6)(EU#ia:NPxO(mC;|5S{maEx[fPi`y5Rv$.l-mmni`WRpb++\kR$e~J\&c%dMjV%+1
FDX\1ct<EB+i@8

2022-04-20 13:11:57 UTC 6179 IN Data Raw: a7 9b 72 f3 3c ce 08 06 5e 7d 78 7e fb f1 fa df 70 f1 7f ee ae bf bc b8 bd bf bc fc b4 fe 04 8b 3b 2e cb cd aa 58 
57 a2 6a 15 40 46 b0 99 55 06 9e 99 69 25 32 27 d9 60 40 0f c3 54 2a 57 e8 61 24 24 d0 59 30 1d a0 d3 c5 2c ef b6 1e 
00 31 f7 64 d3 b3 96 91 0f 99 4e 45 d3 31 4b 63 4d 47 0d f6 3b ea d5 06 08 c9 60 85 f7 ca 04 25 25 9f d1 eb e0 30 31 ee 
e2 c8 60 5c 26 20 9b 40 82 ca bc 08 da b0 e5 57 6c c7 37 d9 13 d3 66 94 a2 02 c8 10 01 4a 8a 75 0a 02 4f 27 45 fc eb 39 
a8 70 74 38 02 1d ce 67 3f 7e f9 7c 7f 53 7c fe f1 fa f2 f2 b6 bc fb 49 0e 7e 16 5f 5f 17 57 1f ae ef ef be fd 2c bf 62 84 7f 9d 
4c 4f 86 e3 d1 3f f2 e9 37 ac 64 e8 09 9b c1 f6 4e c5 df d9 64 7c 3d 90 58 af d6 98 13 78 29 d7 57 e5 43 62 fe 97 8a 29 d1 
c9 7a 84 dd 7d 2c 6f 7e 3f 71 df 50 bb c6 
Data Ascii: r<^}x~p;.XWj@FUi%2'`@T*Wa$$Y0,1dNE1KcMG;`%%01`\& @Wl7fJuO'E9pt8g?~|S|I~__W,bLO?7dNd|=Xx)
WCb)z},o~?qP

2022-04-20 13:11:57 UTC 6180 IN Data Raw: 0a bc d8 f0 a7 fd f9 1d 53 75 85 47 b6 62 5b 97 15 31 5f ec 34 e8 4b 82 df 3b dd f5 26 a3 7f 47 af 7c 4f 33 bc 
69 98 32 ae b8 bf d7 fd c4 f6 f6 dd cd f5 fd ea 73 79 fb f1 fa fa 0e db dc 56 69 d7 74 4c 2d f0 51 c0 2e ca 67 19 00 85 20 ac
64 d1 02 96 dd 08 6b 75 1c 99 59 5b 6d c2 d8 10 64 d5 21 60 db 48 3b c1 17 9b 72 85 d9 7a 55 d3 94 b3 da 5b 88 6f ed 
83 75 3a 28 eb d8 8e 03 44 7d 1d 23 9d 94 a5 77 f7 49 08 6d 8c f6 c4 ac 17 7b 72 0d 3c 7d f7 e9 f9 f1 27 92 21 1e b7 99 
d9 71 66 8c c6 2c 6e 57 e2 42 8c 11 02 34 a3 9c 07 7d 66 c2 48 76 bb 52 52 ce b1 d1 ad 03 52 f6 f2 b8 bc 8f 6a 88 6d 14 
4c 7f d8 f0 8d bb ba 11 3c ff 12 a7 07 13 0c 5e c3 bf 50 cc a5 08 3d 9b a9 55 ce fa 74 f5 a1 96 a3 d2 de 0c c5 64 d8 98 28 
0a a2 fb 4d 81 fe 42 95 98 ec c9 ee e4 85 b6 50 
Data Ascii: SuGb[1_4K;&G|O3i2syVitL-Q.g dkuY[md!`H;rzU[ou:(D}#wIm{r<}'!qf,nWB4}fHvRRRjmL<^P=Utd(MBP

2022-04-20 13:11:57 UTC 6182 IN Data Raw: a1 a3 e3 76 9c 26 87 3b e2 9e 47 db bf 69 0a 4c a8 7a 35 e0 b4 32 78 98 5f f0 c0 fe bf 7b 6e 0d 7a 41 c1 15 1a 
87 ac ed aa c2 65 ab 73 76 7b 28 59 ef 09 08 94 0f 15 ea ed f9 b8 9e b5 26 fe 56 14 e4 a7 82 b2 0f 86 9d 94 7e 3c 9c a1 
0a eb 03 a7 f1 38 22 a2 f5 35 e6 21 34 3d a9 cb cd 69 05 ec 3e 56 a7 a1 33 e1 bd f6 0a a2 05 c2 86 ed a8 fd 8e 3b 8d 4f 
df ce 8d 00 86 c8 e0 4e 48 3d 79 a7 f6 2c 3f 1a 0d 97 d3 c9 62 9e 4f 97 c3 a3 a3 d1 7c 34 19 0f 4f 97 87 93 b3 b3 7c 3c 9f 
ed aa 81 3b 9d 9f ca 59 1c 8d 26 cb bf 2f 86 a7 a3 f9 fb 5d 09 5c fd 4b 24 1c 0e c7 87 f9 e9 f2 d5 62 3e 9f 8c d3 39 a4 27 
d9 53 09 93 f1 1c 16 00 b3 c8 67 d5 9a 76 85 70 7d f2 44 c8 d1 e8 68 39 9e cc 97 f3 69 b2 0c ae c5 92 8c 3f ce f3 a3 57 
c3 c3 37 cb fc 6c 38 3a 5d 1e 8f f2 d3 a3 5d 41 
Data Ascii: v&;GiLz52x_{nzAesv{(Y&V~<8"5!4=i>V3;ONH=y,?bO|4O|<;Y&/]\K$b>9'Sgvp}Dh9i?W7l8:]]A

2022-04-20 13:11:57 UTC 6183 IN Data Raw: 5d 70 65 ad 16 4c 73 b3 f3 a4 f7 79 e7 fd f2 e6 66 f1 7a 09 df 77 5e 7d 62 85 5a d4 9f a2 f9 54 b6 f9 14 cd 27 
df b9 fb b9 b7 c3 05 97 4e 1b 67 85 11 d2 1a ed 04 a3 a8 08 e9 69 f5 9a 3f ba f9 2c 9a 7f 84 69 fe 51 f5 a7 74 cd 15 db 5d 
97 bc fb 2e 16 c9 00 bf 2c 7c 25 2c d7 f5 d0 aa 9b e9 c4 99 ff 51 0f 2d a7 21 2e 0b 74 c3 73 28 fd 02 79 0f 2d 4d 75 4b 53 
12 11 6f be f3 cb 20 0c 10 43 61 0d f0 c6 24 77 cc 68 52 16 66 95 48 20 6e d0 ac 11 97 fe a7 e7 cd 15 2f 16 e1 b9 f4 b3 
2a 61 15 ec 61 01 13 5a 2e 0a 23 39 35 ad 94 88 a2 e9 ae b4 b2 c2 42 e4 48 94 97 dd 77 65 fd 84 5a 08 ae 58 61 a5 e4 
30 2d 93 9a 9c 30 f0 d6 ec a9 64 f5 a7 f6 02 27 38 34 68 80 c6 77 77 7b dd f4 41 19 bc 1c 88 55 fb 81 17 e8 ba 45 53 38 
a4 7b 81 92 43 ca 20 96 dd 0d e5 76 03 a3 9a 39 a6 
Data Ascii: ]peLsyfzw^}bZT'Ngi?,iQt].,|%,Q-!.ts(y-MuKSo Ca$whRfH n/*aaZ.#95BHweZXa0-0d'84hww{AUES8{C v9

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6184 IN Data Raw: 04 c9 62 08 91 86 3b b3 8b a4 4d 19 09 2e 0a e0 e5 a0 bd cf 2b f3 36 90 3c d5 7e 62 27 09 c5 c1 5c c8 54 99 
d3 01 48 ef 23 03 72 71 56 89 38 c5 ce 33 48 36 17 d9 fd 62 43 86 be 9b 6a 30 21 d9 8b d5 5d 8f cb 54 5f a8 33 04 b2 4b 
ab 5f d8 13 04 7a c8 0e d9 79 0f dd 46 e2 6c 8d 5c d2 34 02 7b 58 ef 24 ae ac 98 8e ed 98 49 8b 2c 4d a2 a0 11 76 34 06 
6e 78 9b 22 21 a0 a2 10 2e 75 44 a9 9d 88 a1 ec ea fe 46 da 9e 75 a6 58 b6 b8 34 18 c9 39 53 90 0c 4c 3a ac 79 c8 5b 
8a d8 1e a3 9a e8 12 51 24 02 55 d6 b9 7b 9e 98 ff fe 85 96 8a d4 22 38 3b dd 2d 5a 49 5c 58 cd 09 3d 9a 22 da fe 02 2d 
2d 08 11 61 78 29 b0 94 58 5b ca 49 b6 eb 9b 38 a7 74 58 e4 21 c2 88 4b b4 59 58 fb a3 ed cf 3a 13 aa 0a 8e c6 9d 13 
96 b2 5c 9d 36 2a 64 02 61 2f 24 8f a4 15 57 56 32 c6 00 e6 43 
Data Ascii: b;M.+6<~b'\TH#rqV83H6bCj0!]T_3K_zyFl\4{X$I,Mv4nx"!.uDFuX49SL:y[Q$U{"8;-ZI\X="--ax)X[I8tX!KYX:\6*da
/$WV2C

2022-04-20 13:11:57 UTC 6185 IN Data Raw: 14 8f f1 40 a4 13 6d 62 7c 8f 0a 70 79 f5 21 ed 4d a2 9a 86 ca 60 51 0e 16 dc db 86 ea 57 54 b2 33 dd ed 10 
05 d3 fe 54 da 2c 0c e2 f5 2c 49 24 77 e2 9c 6a 38 01 17 1d 38 21 4a 0b 7f a9 3f b3 9d 3c 83 2b 77 ce 14 4c f0 ba 3e 0e 
88 51 01 50 c8 5b 7e 1b 71 12 44 1b f3 de 7c c7 67 46 0c 07 7f 06 41 83 01 0c 07 67 c0 c0 db ac c1 36 1b dc fd 12 09 10 
87 e1 a8 b0 93 ed f2 e1 5c e7 2c 16 3c 2a da ec b6 cb b6 45 5d 73 ac d3 5d ae 18 7d c6 66 cd 5e ad 56 13 be 07 e8 ec 8a 
0d 5b c3 cf 6f 53 93 48 a5 b7 65 49 a2 0d 4a a0 97 12 20 ab 61 c6 d4 67 96 e0 0b 0d fb f0 49 75 02 e9 a5 67 d4 8d a9 cb 
24 9a 83 c6 2b ae 00 11 53 67 bb ee d5 31 45 95 6d e6 42 80 06 64 d0 51 0d e8 12 a5 3c 51 e2 77 b1 be ba be 1e 74 46 
4d c1 7b 3d c6 27 30 a3 cc 2d 6a e7 47 81 b5 e8 66 09 da 14 
Data Ascii: @mb|py!M`QWT3T,,I$wj88!J?<+wL>QP[~qD|gFAg6\,<*E]s]}f^V[oSHeIJ agIug$+Sg1EmBdQ<QwtFM{='0-jGf

2022-04-20 13:11:57 UTC 6187 IN Data Raw: 99 22 f5 44 06 45 eb a0 1a 96 8d 7b 99 83 65 0f 89 e0 43 f5 44 29 42 0d 8d 4c 90 27 aa 7c 14 89 61 3f 85 5f 
e9 cb 1e a8 91 a3 e7 a9 8b 4f 1f 5e a6 46 8e cb da c1 12 7c 53 87 bc 29 02 99 e1 d4 43 ef b9 e1 8d a9 25 be 94 c8 29 b2 
04 a8 f8 40 9d 7b ca 12 98 cc c0 52 53 6f 48 65 e5 14 8d 06 0f 3d 9d 1d ce 47 e3 79 59 03 9b 54 1d d3 07 6b b2 84 6a fd 
1e 9d 96 29 10 26 de 73 95 25 72 50 f6 a7 33 88 55 35 e0 2b 09 af 9b 1e 5d cf 92 82 50 91 2a 35 f5 c0 7f 96 02 00 d7 df 
c0 fb 80 9d e6 82 17 f5 e6 09 8a 9c 8f 5f 6b fc 2a 71 b6 36 4f e7 60 5c 96 7f a4 c1 8c 7a 45 5b 9e 08 e5 9c 89 77 72 ac 21 
30 86 bd 4a 19 49 0f f6 e6 49 fc 56 8e 9f a7 80 80 a8 7e e7 49 64 22 04 f5 44 c2 1a 22 44 84 a0 0e b5 e5 29 78 68 92 86 
dd f4 8d 60 6b 68 4c 01 6f a6 2a 4b 9d ed cb 13 99 0d 
Data Ascii: "DE{eCD)BL'|a?_O^F|S)C%)@{RSoHe=GyYTkj)&s%rP3U5+]P*5_k*q6O`\zE[wr!0JIIV~Id"D"D)xh`khLo*K

2022-04-20 13:11:57 UTC 6188 IN Data Raw: 4c 2f 89 a7 f4 5b ec 8e 1b 42 17 cb 7a 84 3d 53 ab 7d cf b7 d6 18 f6 40 e5 ba 13 57 f1 c4 19 89 b0 27 8e cf f9 
11 8f c3 06 a9 45 b0 c2 7b 65 82 92 92 0f 89 24 74 47 4f 58 44 2a c1 b8 42 80 e7 03 8f 5a 78 11 b4 61 a9 24 91 27 fe b7 
89 e5 7b 74 7a 8d bf 55 2a c0 fd 44 80 58 6e 9d 52 70 47 02 d8 be 9d 82 e8 fb 07 7d 90 fd 64 bc fb e5 d3 d7 eb f9 a7 dd 
ab cb cb 9b c5 ed 73 d9 f9 55 7c ab 1d b2 c0 9b a9 3f 35 8d 40 0d 8b 77 bf ca ad d7 44 47 b8 7f af c1 46 76 be 0d 47 47 
dd 41 ff ef e5 e8 ee ee 57 f5 e8 34 3b 58 fd 9b 35 21 4a 5c 36 6b 0b 42 ba b1 89 f9 dd d5 ed 87 c5 f5 cf e4 e8 7f 3b f7 91 
29 46 9e e6 b4 fd dd 5d 73 d2 c6 40 c8 17 12 6c 43 41 64 75 82 c7 96 39 64 5b 85 22 25 a4 ee f4 ce 7a 0d 3d 30 36 21 
01 a9 06 d0 9b a0 9d 56 bc ae 62 18 57 a0 68 c3 44 3e 
Data Ascii: L/[Bz=S}@W'E{e$tGOXD*BZxa$'{tzU*DXnRpG}dsU|?5@wDGFvGGAW4;X5!J\6kB;)F]s@lCAdu9d["%z=06!Vb
WhD>

2022-04-20 13:11:57 UTC 6189 IN Data Raw: db 5a 13 33 68 68 d8 2c ef a9 59 b0 42 02 5e 33 41 18 2b 8c 28 b4 5d 69 df ab 87 12 44 a4 a8 aa 41 09 0f d7 
b9 50 08 61 1c 1b 09 55 ae bd 7e b1 c9 91 33 08 23 7e 91 64 e4 c9 a9 60 a8 96 cf 50 1b c2 4c e8 79 18 c6 6c 31 6b 1c 
13 a8 ca 88 51 d1 92 03 a3 29 15 aa 26 af c9 77 b8 d2 1d c6 6a 99 82 5b ac d6 3c 14 16 6f 5b 26 e0 b2 b2 ad 23 e9 2e cd 
35 18 8f 8d 33 a7 d4 3f 27 5a b3 3c 0e 22 a9 66 e0 ae 21 ed 58 19 a2 c2 26 f1 18 f7 f3 20 7b 0f 99 fb 58 31 d8 d1 76 f1 19 
5b 5b 3d b7 b1 e5 a8 c6 ed f5 d5 d7 f3 4f 8b 9b 0f 57 57 b7 cd c8 86 55 90 dd c5 36 be d5 4e 43 d2 a1 7c 51 00 52 0f c2 
ca f5 70 9d 66 96 28 65 68 83 5b a4 5e 58 5b 4d 37 d9 10 64 d5 c4 d8 a0 e1 96 ab db 7c ef c7 be ec 45 da de 82 db d3 
3e 58 a7 83 b2 2e d3 21 a1 63 1c cd 5e 16 f4 b0 d1 cf 6d 26 
Data Ascii: Z3hh,YB^3A+(]iDAPaU~3#~d`PLyl1kQ)&wj[<o[&#.53?'Z<"f!X& {X1v[[=OWWU6NC|QRpf(eh[^X[M7d|E>X
.!c^m&

2022-04-20 13:11:57 UTC 6191 IN Data Raw: d0 d5 75 d2 eb bd 97 da 89 c2 0a b3 a2 01 b4 45 86 98 cc c5 33 7e 69 0b 59 61 f5 61 e4 b6 fd 33 33 3f b7 ae 
c2 48 f8 e7 15 56 3c 78 90 0a 7c 7b ed 9c 0e c1 04 be aa 90 ab 4a 78 63 4d 30 85 91 c2 d7 85 52 f3 03 fc 7b 02 86 c9 b5 
e9 5c 64 0b 89 97 55 08 3f 98 a2 cf 63 1c 14 e4 85 14 5b 14 73 9b 20 d1 08 c1 4a 2b 8d 07 68 a2 b5 f6 45 01 66 b8 e2 69 
58 32 a2 d2 8a d2 6a e1 a5 0d 5a 04 e5 95 86 20 b0 aa 01 fe 50 27 f2 b0 97 d2 78 d0 cf 00 41 dc 49 69 85 a8 7c 0b db 8b 
51 f4 24 b1 dc 31 06 f3 85 70 d5 94 9c 00 75 87 7f da 19 5e f1 b0 c1 62 cc 87 fb b5 b8 98 9d e4 ac 71 6b db a7 c7 b8 a8 
b3 4d e1 b6 41 3d a1 ea cf 80 25 cb e0 61 7f c1 7b c7 77 ae 1e a1 8d b9 cd 4c 56 c3 9b 54 22 00 c2 70 15 20 b3 d5 63 b4 
bc dc f1 f0 a8 a0 12 48 8a 3d b8 14 43 b1 63 d6 d9 62 b3 
Data Ascii: uE3~iYaa33?HV<x|{JxcM0R{\dU?c[s J+hEfiX2jZ P'xAIi|Q$1pu^bqkMA=%a{wLVT"p cH=Ccb

2022-04-20 13:11:57 UTC 6192 IN Data Raw: f7 05 c7 5d ea be 98 d7 69 b6 d7 8f cb 92 84 67 ae 84 df 5e 3f 1d 70 5b e0 9a b0 ed 8a b3 e1 f1 f4 84 ac e0 5e 
7e 7e 77 f7 6f 50 4b 07 08 62 6e ee ba 6a 12 00 00 a8 61 00 00 50 4b 03 04 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 
00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 62 6e 2f 03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 
00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f 6c 6f 63 61 6c 65 
73 2f 62 6e 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e cd 5c eb 6f db 48 92 ff 57 74 be f9 70 b3 c8 a3 df ec ce ed dc 40 b1 
68 47 1b 5b f2 ea 91 20 8b 01 04 4a 96 92 c1 66 e2 9c ed 60 81 0b f2 bf 5f 91 dd 8c 8a aa 6a 4b ce 78 b2 f3 c5 51 24 76 
b1 bb 1e bf 7a 92 9f 8f a4 90 3e 78 63 9d 34 de 5b 25 ac 
Data Ascii: ]ig^?p[^~~woPKbnjaPK*Q_locales/bn/PKPK)Q_locales/bn/messages.json\oHWtp@hG[ Jf`_jKxQ$vz>xc4[%

2022-04-20 13:11:57 UTC 6193 IN Data Raw: b6 86 bb 02 5c 5a d8 b6 04 ad 31 6c 6c b9 27 63 4b e1 9b 41 ac 8f a7 8a 89 08 88 ca 15 00 96 f0 37 00 7f 42 
86 e9 49 87 b0 c7 dc 90 83 a5 ef 23 5d 03 5e 43 49 10 a9 0d 3a d4 26 c3 aa 44 27 65 c2 ac 5a a3 a8 2e 31 3a 09 d3 1a 
25 0c 6c 17 52 28 a1 35 f0 87 17 66 e2 44 5a e3 20 75 86 68 09 8e ea 40 b1 00 20 d8 35 9d a8 01 a1 4a 2b 99 86 98 11 
10 88 07 48 94 0a 50 2b c8 95 1c af ec be 93 df 27 14 f8 af 86 9a e0 25 df de f8 c7 67 ed 7d 6a c1 48 29 82 aa fd a6 e2 83
ff bd 21 32 cd a7 51 d2 95 92 71 ff 08 23 45 45 ae 45 f9 7e 4a 0a 14 86 d1 0d 41 a1 0d 02 15 cc 02 71 e0 6e 8e db b8 7e 
49 0a 0e ed 06 e2 af 9d 8d fb ad e9 27 b2 31 47 ad 88 59 26 fb 5e a2 cf eb fd ba 9d b2 fd 44 08 69 0b ce 88 53 06 c6 10 
7a 94 f3 5d dd 24 1a 2d 61 92 eb ea ce 6d 26 45 a3 1c 97 bb 
Data Ascii: \Z1ll'cKA7BI#]^CI:&D'eZ.1:%lR(5fDZ uh@ 5J+HP+'%g}jH)!2Qq#EEE~JAqn~I'1GY&^DiSz]$-am&E

2022-04-20 13:11:57 UTC 6194 IN Data Raw: 6d 45 ed ad 53 42 42 2c a9 02 c4 45 2e f0 a3 ce 58 bc 34 c9 3f a8 3f 95 6f d0 c7 0e 2d 53 be a5 ad 20 54 a0 
6d 65 f6 63 3c 88 0b a0 aa 3a 14 a0 bb 5e 58 01 d9 e2 43 a2 24 60 da c9 79 bc 51 01 59 15 d8 46 5d bb 01 15 50 c1 f2 
23 9d c8 41 87 4b ac d9 f4 fb de f6 3f ed 6c 06 52 17 e4 e1 52 85 c4 86 ba c1 6f 25 58 29 64 77 5a 83 b1 de 3f d9 48 43 
62 0d e0 2b e0 1a 78 38 6f 00 e5 24 ab 00 7f fe 6a 0b 66 65 ae 79 81 3d d7 65 2e d5 c9 76 46 f2 59 6d c3 49 27 c0 c7 49 
08 0e 64 11 c0 90 c0 5d 10 4e a6 a4 fb 86 06 a2 07 16 22 51 d1 b5 b3 fc 01 1b 10 f7 ad 4e 77 a6 3e c9 94 10 d7 62 a0 c0 
ea 20 be a9 07 f3 21 61 f2 f5 e8 b5 d3 24 4e f8 4b ce 35 e2 a4 12 4d 2c a6 c1 15 67 ea 27 42 94 b1 1a 3c 37 a4 cd 99 41 
ca c3 4a 36 28 53 63 a2 ed 7d 29 d8 03 b4 58 11 4b bb e1 ef 
Data Ascii: mESBB,E.X4??o-S Tmec<:^XC$`yQYF]P#AK?lRRo%X)dwZ?HCb+x8o$jfey=e.vFYmI'Id]N"QNw>b !a$NK5M,
g'B<7AJ6(Sc})XK

Timestamp
kBytes
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Direction Data

Copyright Joe Security LLC 2022 Page 112 of 324



2022-04-20 13:11:57 UTC 6196 IN Data Raw: 82 3d 16 33 f4 94 a7 f6 a2 ec 0f ca c9 2e 0d ae 40 91 a7 71 31 19 9f 5f cc 08 7b 68 f7 20 4f 62 52 fe 7d 3e 9c 
94 84 35 5c 73 23 4f 65 f6 e6 a2 bc 43 dc 74 0a 81 90 3a 1f 4e 26 e3 c9 70 74 da ea ee 62 3a 7f 5e f3 08 be 22 6a cc 44 
cf 84 e0 a8 9c bd 1e 4f 5e 82 1e 9d 9c 94 93 5a 1d 5f 0f 4f 86 84 df 4c 02 9a 25 95 3b 20 f7 e6 ad 2c 91 69 ff bc 64 b7 c2 
8d 9d 64 a9 bc ae 65 b6 b8 38 26 ac a1 01 29 a5 31 de 5d c5 3d 28 4d 96 5d 4c 86 af fa c7 6f 16 83 fe ac bf 98 4f fb a7 25 
63 4e e4 31 64 42 66 5a e7 0d 3c b8 70 11 0a bf fe 6c 7c 4a e0 91 29 92 31 8b 67 f3 8b c5 ab e1 74 f8 7c d8 28 59 56 a4 
cc cb 8b 28 b5 f1 c9 ec 75 7f 92 d7 7c 2e d2 21 54 e6 a3 97 a3 f1 6b b2 96 ab 84 92 b5 af 86 83 32 8f f6 4c ac 9e a1 30 
3d 1f 8f 67 2f 46 e5 94 70 95 7b fb 18 21 f2 a6 
Data Ascii: =3.@q1_{h ObR}>5\s#OeCt:N&ptb:^"jDO^Z_OL%; ,idde8&)1]=(M]LoO%cN1dBfZ<pl|J)1gt|(YV(u|.!Tk
2L0=g/Fp{!

2022-04-20 13:11:57 UTC 6197 IN Data Raw: 7a a6 e5 68 0e d9 f2 eb 3c ad ef db 97 2d d5 f0 1c 4b 45 f0 75 55 57 0d 97 4c 66 92 63 2b 1f e2 ba 88 15 c4 
ad 77 57 e4 f7 71 c4 ca 0a cb 4a 8f 5f cd e6 fe 74 be 1c 86 a3 f7 af d8 26 4d 22 b6 db a9 8b 3c 5f a7 71 93 17 97 b0 79 15 
8c fa cd 8b 6f 5b ab d9 c4 1f bd fa 51 fc bb f8 79 84 09 6d 52 16 c5 77 79 ba 8a 8b 52 cc 64 6b 25 fe 40 88 2b a4 16 9f d6 
2b 4d 2c 60 6b 4c 1e eb e2 f1 d3 f4 c8 0b c6 de 0b 52 0f e6 d1 e3 63 47 8c 96 9b bb c3 30 fd 74 c6 fe f1 b9 8e 55 55 fd e9 
ac dc b0 6c fb 07 53 ee 8a f8 f6 cd e7 a3 bb aa da 94 e7 67 67 65 bd d9 e4 45 75 ba 16 f1 39 8d f2 fb b3 68 17 d4 33 96 
95 bf c5 c5 99 ee 89 aa fd 7c a4 54 ac 58 c7 15 ec 97 37 29 cb fe f9 f9 68 eb 98 0f a2 44 29 2b 4b 3c 2c e2 5f eb a4 88 57 
af db 19 c1 30 5b bf 2e ef f2 df f0 f0 2f 55 
Data Ascii: zh<-KEuUWLfc+wWqJ_t&M"<_qyo[QymRwyRdk%@++M,`kLRcG0tUUlSggeEu9h3|TX7)hD)+K<,_W0[./U

2022-04-20 13:11:57 UTC 6198 IN Data Raw: 9d a0 8c 1a 5b 87 33 2c 26 6b e1 3f 86 03 b0 23 5b d8 46 24 db 86 a4 49 d5 c3 8c 38 55 04 45 b5 85 20 36 80 
83 45 3b d1 3d 7a 02 ad 00 5a 91 30 60 79 cf 32 4c 97 04 69 76 98 03 08 d7 5e 51 0b 2f a0 7c d3 b0 4d 34 45 16 fa 22 c7 
b0 68 ac 9f 75 38 96 aa f3 be c9 35 41 2b 10 4d aa 69 93 ec 0b d2 43 30 42 32 71 84 01 81 ed 21 4c 5b 80 1c 9e b1 e6 04 
14 c0 4b 25 bf 81 f6 04 64 41 35 26 6d 14 5c cc 98 89 fc dd ee e8 1e 7e 09 84 38 8e ef 93 72 9f 38 76 49 76 c2 7f 96 75 
ca ab 1e c9 b7 df 32 f5 30 37 0e ad c7 02 fc 9e 3a a4 d3 ff a6 15 7a a1 d7 d9 4a 68 49 e4 5e 6e 65 fe 64 f7 52 15 79 8d 
a0 40 52 03 4a 45 17 63 e9 86 bd d5 d0 16 04 1d 80 4a 77 1d 74 be 00 1a 4b 23 f9 e9 0b 78 64 db 8c 46 16 5b 16 6f 66 
2d 0f fa 0b bc 4d c5 54 f0 f5 49 74 63 b9 e7 ca 65 bf 35 85 
Data Ascii: [3,&k?#[F$I8UE 6E;=zZ0`y2Liv^Q/|M4E"hu85A+MiC0B2q!L[K%dA5&m\~8r8vIvu207:zJhI^nedRy@RJEcJ
wtK#xdF[of-MTItce5

2022-04-20 13:11:57 UTC 6199 IN Data Raw: fc 38 94 4c 65 0e f8 e1 47 75 20 bd dd 05 44 23 14 c5 e9 db 2a 2f 14 7e 66 00 d6 5d 61 86 c9 89 72 3d 19 9d 
28 a2 80 6e f3 08 9c 0a 98 5b 17 ec 1e cf 78 1d 8c fc 59 a3 e8 f9 3d 87 a3 ba ae e1 42 ca f2 43 26 2a 9d b7 ea 81 13 75 
e7 71 02 3d 65 d9 dd 14 f0 0b ae 55 13 a2 ab a0 1f fa cb e9 78 31 0f a6 4b bf df 0f e7 e1 78 e4 0f 97 bd f1 d5 55 30 9a cf 
0e 87 96 5d 5c 51 3f 8b 7e 38 5e 7e 58 f8 c3 70 fe e9 d0 83 0c ac 88 87 9e 3f ea 05 c3 e5 bb c5 7c 3e 1e d1 39 d0 7b 21 
ea 61 3c 9a 63 01 98 45 30 e3 6b 3a 74 22 6b c5 88 93 7e d8 5f 8e c6 f3 e5 7c 4a 96 21 d3 86 c4 7e 10 04 fd 77 7e ef fd 
32 b8 f2 c3 e1 72 10 06 c3 fe a1 23 d9 c1 7b b7 a3 c1 78 7a b5 ec 07 b3 de 34 9c 48 97 25 39 a7 e9 f6 76 19 f8 fd 60 7a 
e8 43 26 9e ba 7d 4c a6 e3 ab c9 9c 84 87 36 1c dd 2e 
Data Ascii: 8LeGu D#*/~f]ar=(n[xY=BC&*uq=eUx1KxU0]\Q?~8^~Xp?|>9{!a<cE0k:t"k~_|J!~w~2r#{xz4H%9v`zC&}L6.

2022-04-20 13:11:57 UTC 6201 IN Data Raw: fa 1c 97 2a fc 35 25 9b 6d 96 47 f3 e2 19 9f 42 fc a8 3b 7a 44 b2 f2 ea ac fc 6a ff 26 d6 c1 0a 8e e7 3a 96 a3 
99 ba af b9 f6 e9 32 0f cf 11 97 e7 62 c9 86 5b b9 e2 ba 60 38 fb dd f6 f9 d7 1d 15 bf 73 e5 96 e1 59 d8 b8 03 bd 9e 6e 38 
ae a9 9f 6a ef c7 db 55 11 27 59 4e 36 f0 43 c8 c5 6c c3 d0 2d cd f1 4c 53 87 b0 66 da b2 18 5f 34 5a 27 cf d5 8a 24 a3 f0 
c0 6e 26 ec 89 e2 a4 41 1e 16 45 96 53 92 27 64 9d 26 62 f7 4b b2 5b 25 9b a2 21 96 b2 35 5f c3 5a 96 ab 6b 9e e1 f9 b6 
a7 b6 90 fb 95 cb 38 a6 e3 78 8e 6b 31 bf 59 be 65 ba 8e 24 43 d3 27 ba c8 5f f9 c2 d3 e0 68 c3 b5 1c db f3 2d db d5 5d 
29 12 ae e3 30 8b 72 f8 42 08 d8 9a e9 bb b6 86 73 31 34 43 33 3d c9 34 84 0e 5f 01 7b cc 36 e5 f9 3c 3d 93 d6 3c 4d 96 
74 1a 32 9f b2 cb a1 f6 6e 38 6a 0e 46 93 db 4e 
Data Ascii: *5%mGB;zDj&:2b[`8sYn8jU'YN6Cl-LSf_4Z'$n&AES'd&bK[%!5_Zk8xk1Ye$C'_h-])0rBs14C3=4_{6<=<Mt2
n8jFN

2022-04-20 13:11:57 UTC 6202 IN Data Raw: 31 15 47 cb 5a 00 41 49 c5 21 54 77 1d fa 97 c3 c2 d8 33 5b b4 40 e7 f3 ea 78 73 b2 80 1b e5 53 8b a3 c7 64 
93 c4 95 c1 59 2c a4 60 76 e9 dc 7d e4 72 13 38 a8 59 68 da 4c 50 13 40 26 58 01 d2 d3 94 28 7b 6b 3e 65 3b 55 18 86 
5c 4c 66 51 fe 9b d0 e4 a0 95 b1 4d 06 10 9a 61 9b 40 5f 59 d3 f6 91 b7 3f 96 81 52 84 de c7 72 3d 54 23 c7 d2 3d b9 bf 
48 b8 f9 38 ba 0d 5d 20 0d cb 74 56 e2 f6 e3 36 66 cd a5 70 0f d0 a1 81 34 df 88 5b 23 f8 8f fb 7f 41 9f b1 8f 2a ec f7 6d 
d3 51 ab 64 d9 28 51 1e fa 50 a3 ec 19 6d 4f ae 72 b5 c5 e3 cf b4 66 8c 41 a2 26 f8 86 69 a3 68 d9 be 26 af d7 e5 ab ec 
e8 86 08 56 50 60 9d 18 d8 95 26 bb 75 b2 5b 85 39 5b 08 04 35 4d e2 82 6d 70 75 90 78 7b af a0 8d 86 6b 5a be 8f ae 
d0 b6 51 65 e4 42 91 61 91 62 19 e5 94 87 15 da f0 dd a6 58 
Data Ascii: 1GZAI!Tw3[@xsSdY,`v}r8YhLP@&X({k>e;U\LfQMa@_Y?Rr=T#=H8] tV6fp4[#A*mQd(QPmOrfA&ih&VP`&u[9
[5Mmpux{kZQeBabX

2022-04-20 13:11:57 UTC 6203 IN Data Raw: 35 23 bc 4a 3d ed 44 a7 85 28 af 62 99 ff c1 0f 25 4d 23 ef 57 a1 20 e5 0d 62 9c 5b e4 ea 7a 07 5d 36 fb fb 41 
2c 8f 5e de b0 0c 10 0e b0 2c 13 c0 2a b7 39 fb 38 d9 8f 05 aa 66 b1 86 3a 21 b2 40 1e 53 1a 2e 4f 1f 8f 96 68 51 94 2b 
b3 ac 61 3d 96 0e 13 0c 03 04 d5 90 48 c4 43 b8 5e b1 d9 f6 be 91 44 c7 cd e8 06 98 47 c9 88 35 df 93 64 aa d1 72 c9 f4 
b8 10 4a 87 ef fb 4e c9 58 2c cb d5 e5 bc 1e a5 f3 70 0f 70 df 5e cf 8a 15 64 c5 33 4b 10 f7 3c 50 29 47 73 d1 20 4a 79 df 
e7 48 5b 96 6b d1 5c 2e 4a cb 78 a2 9d 4e fd fe de 6a aa b0 ff ef 2b a7 e0 cb 26 c3 58 cf 74 c0 ad 7c cb 97 ca 99 8a e8 79
20 ac 20 c3 96 0e ba c3 b8 98 a5 ca 12 60 a8 38 3d fe 24 9c 2c c2 47 1a a3 10 9f a4 8f aa 99 f1 c0 3d d1 21 5b 3a 4a 2d 
ea ad 8b 88 39 5d e1 f0 c8 43 48 a0 a3 c3 5a a6 
Data Ascii: 5#J=D(b%M#W b[z]6A,^,*98f:!@S.OhQ+a=HC^DG5drJNX,pp^d3K<P)Gs JyH[k\.JxNj+&Xt|y  `8=$,G=![:J-
9]CHZ

2022-04-20 13:11:57 UTC 6205 IN Data Raw: 52 48 8b 0e 40 6e 15 e5 67 9d 0a e9 51 67 74 1b 4c a4 c4 50 bc 04 7e 24 cc db 42 b4 2c 82 30 b4 9a 7d 86 
62 d2 0e 14 0f fc f7 5a 40 51 25 77 29 86 fe d5 fd fd e6 78 28 09 a8 5e 92 dd 0b dc 36 65 f8 52 bc 5b 5c dd 3f 0c 02 a9 3c 
ab c6 7b d5 fd e3 ae 6a 0b aa 31 78 25 71 df bb 1d df 49 12 aa ff 3a f3 f2 f2 1f 50 4b 07 08 df 97 26 53 40 10 00 00 5d 35 
00 00 50 4b 03 04 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 
73 2f 64 61 2f 03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 
00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 64 61 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e bd 
5a fb 6f db 46 12 fe 57 58 5f 7e 68 0b 5b e6 fb 11 34 57 30 
Data Ascii: RH@ngQgtLP~$B,0}bZ@Q%w)x(^6eR[\?<{j1x%qI:PK&S@]5PK*Q_locales/da/PKPK)Q_locales/da/messag
es.jsonZoFWX_~h[4W0

2022-04-20 13:11:57 UTC 6206 IN Data Raw: 4d 53 3d 9d 2a 4e 17 3b 63 ef b9 5f 9d 80 5b 14 71 96 1e f3 1e 56 ff 42 74 24 db b2 3c 2a e3 87 e2 b1 28 d9 
86 95 7c 01 53 ba 00 e6 13 34 f6 a2 8c 93 04 e9 c4 f2 4a 92 2d a9 d5 c6 0f 94 59 05 e8 42 09 a2 11 af 79 8e 15 5b f6 85 
96 2a 45 b4 29 2b 2d 8b 18 e4 06 ac 22 2e 50 f5 49 b6 5a c6 09 85 1d 8b 09 52 77 69 bc 86 82 2c 2d d6 51 1a d1 13 da 
90 52 a3 20 1d 80 5c 5e 4e ec 01 d0 b4 63 40 19 18 9b 3c f2 ec e6 e6 ec 94 9a 1f 81 4b e5 4a c4 8b 0f b5 8f 65 90 c0 26 
1d a5 c7 52 58 d1 a4 99 02 62 b2 82 6e 1c 89 56 3f 1b 77 47 18 bf ad 68 07 14 a1 64 ef bf d4 8a e1 1c 6e 43 c4 cb 08 dc 
0c 2b 97 bb 74 4d 56 83 d3 28 e0 75 05 19 d2 18 9e 2b 90 28 b2 94 1a c7 be b5 4d 41 33 42 78 ae 11 84 f0 0b 53 e8 54 
39 19 b4 ac 37 5c c4 ab b2 59 4c a4 f0 b1 2c 61 f1 22 a6 f8 ef 
Data Ascii: MS=*N;c_[qVBt$<*(|S4J-YBy[*E)+-".PIZRwi,-QR \^Nc@<KJe&RXbnV?wGhdnC+tMV(u+(MA3BxST97\YL,a"

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6207 IN Data Raw: 22 77 af f3 db 03 63 01 39 24 c2 0a 38 04 5d 14 2a 99 02 40 4c 87 ca ef 9e 25 65 bd 27 17 77 34 24 0c 6a 44 
05 46 23 06 2a c2 29 e1 3c 65 dd d9 c1 3b 8e 01 9e d1 42 21 cf 14 eb 9a 17 ec 51 8f 4e a3 d5 b5 89 e3 51 df c4 a8 2f 0e 
b9 1c 2b f7 d9 43 1b 6e be 70 89 57 08 fa e7 d0 0a d1 ee ff 92 55 34 e5 80 50 18 c0 61 47 75 1c 9a db f1 83 d8 25 92 3a 
fe e8 78 c0 b5 65 5e dd 8d 38 0e 51 19 4b 43 14 31 ca 00 c7 c5 3b 88 1e bc 43 6d 8a 07 32 cd d6 08 02 dd 51 d1 d4 09 
5c e7 a9 53 43 24 52 7e bd e3 e3 0d d8 21 20 91 55 f9 de 44 07 33 84 ab 1a 9a ad 03 73 31 f2 38 62 2b fb 3e 91 20 7e 
be 46 19 d0 80 2a d2 09 e5 c7 65 87 ad 8b 8e a2 1f 9b ca d9 f9 bf d1 57 21 c0 3b 30 d1 4a 8b fe f6 53 6d 0c c6 35 dd d4 
d1 5b 41 17 0c 80 97 c0 9a f9 1d 02 59 c2 5b 7f d1 64 0a 17 a7 
Data Ascii: "wc9$8]*@L%e'w4$jDF#*)<e;B!QNQ/+CnpWU4PaGu%:xe^8QKC1;Cm2Q\SC$R~! UD3s18b+> ~F*
eW!;0JSm5[AY[d

2022-04-20 13:11:57 UTC 6208 IN Data Raw: de 9e b5 eb e9 8f 83 e0 1f 62 33 93 7d 59 db ae 44 06 ce 92 0f a8 de 50 30 46 ac c4 83 88 2f f5 da 55 fc 16 8c 
2f 44 42 20 b9 51 6a 57 d1 d2 21 64 2f 9e df 50 22 e9 10 b2 d7 41 ed 1a 2a 6a 22 b6 5d f1 93 dc 37 74 4c c1 37 c5 94 95 
bd cf 6a 57 32 1b dc f8 d3 ee b9 2c c9 64 af 16 64 8a 3e 0d 67 98 d0 07 93 1b 49 f9 48 be 22 db 53 71 ee 0f ce 40 5d e6 
e1 c0 47 d9 5c 0b 16 c8 2e 74 a5 e2 d7 a8 36 91 3a 49 be d1 90 48 d7 13 80 38 2a 8a af d5 24 d2 d3 70 7a 19 cc 85 c2 
90 7c 48 b9 27 5c 8d 85 18 59 6a c2 d0 f5 47 84 62 c2 09 24 ef 80 9f b5 80 a2 0a ee 92 dc 9c 37 eb 47 fe 6c 22 08 c8 be 
c3 7b 16 b8 f4 45 f8 92 7c 7c d8 ac 9f 04 81 d0 9e 65 37 70 cd fa d9 40 76 04 d9 5d 74 23 71 3d bc 9c 5d 09 12 b2 af cc 
9f 9e fe 03 50 4b 07 08 2d 94 f4 29 4e 0f 00 00 38 30 00 
Data Ascii: b3}YDP0F/U/DB QjW!d/P"A*j"]7tL7jW2,dd>gIH"Sq@]G\.t6:IH8*$pz|H'\YjGb$7Gl"{E||e7p@v]t#q=]PK-)N80

2022-04-20 13:11:57 UTC 6209 IN Data Raw: fb 98 fe fd eb 9e e9 ba fe b7 8f d5 2e cd db 7f 52 0d 99 b0 fc e1 eb c9 ba ae 77 d5 a7 8f 1f ab fd 6e 57 94 f5 f9 
8a db e7 fc a1 d8 7e 7c 78 35 e4 c7 34 af 90 29 1f cd 80 e7 ec d7 13 ad 4e cb 15 ab 21 3f 9b 6f d2 fc f1 eb 49 ab 98 26 d1 
1e 36 69 55 e1 65 89 f0 ce 4a b6 38 6b 56 04 c1 7c 75 56 ad 8b 27 bc fc 53 5d ec ce ab fd 72 99 3d 64 d8 5c 9f b1 c5 3c 
7d 20 55 dc 04 c8 01 c7 73 4c 1b 73 7a 96 a9 7b ae 21 05 d8 2f fb aa 49 9c e7 4d 46 11 fe b9 d8 6e a1 2a 2d d9 a7 ff d4 
99 4a 5b 1b bf e5 0c b3 71 86 62 b1 4a 67 1c ba e0 ff d1 52 4e 60 58 7a e0 e8 be 6f da 81 69 18 12 60 84 f3 79 c9 60 a1 
bc 11 08 6c d7 d3 91 88 c8 5e cf d7 03 cb 3e 16 f8 4c b9 a4 85 39 41 94 90 31 03 48 e8 01 a0 cd 71 4d 13 32 12 ec 7e 1b 
c2 4e f1 65 0c 43 4d c6 a7 bb cd be 4c 37 a7 c5 
Data Ascii: .RwnW~|x54)N!?oI&6iUeJ8kV|uV'S]r=d\<} UsLsz{!/IMFn*-J[qbJgRN`Xzoi`y l̀^>L9A1HqM2~NeCML7

2022-04-20 13:11:57 UTC 6211 IN Data Raw: e3 a6 9f b9 c6 d4 ec fc ad 75 f9 bf 74 28 ef b4 20 2d a9 55 d8 eb fd 0e e3 3f 6c 2a ea b2 d8 63 c7 20 b9 45 2d 
9a 0b c7 b4 dc 96 d5 3a a0 55 00 30 d3 f7 d0 99 02 79 1c 43 0a b5 f0 f1 99 ed 6a 70 9c 4d 23 e1 39 0e 35 99 4e 00 5e 84 
ca 2b 93 9c 31 5b 97 da ea 8d d0 5d f7 1a 49 f0 1a cc 87 f6 d7 45 f9 07 4f 90 9b d9 4b 9e 58 07 cd e5 9c 71 cf e4 5a 45 
e5 07 1e c3 16 a9 0b c9 b5 fb 9b 30 11 81 ed d8 b6 ae 63 51 20 5e d8 82 07 d6 26 d1 cb e6 b0 22 2c 6b 1e 05 af e9 b3 
ca e6 dc e9 3f 36 8a a0 2a f0 c1 7a 1c 80 08 c8 85 a4 a7 07 fc 7e 8d 19 d2 34 e6 2c 20 dd 2f b2 42 54 5e 62 9e fc 4c 64 
ab bd 1d 60 34 09 ba 87 fb 9b 84 17 25 ad 99 d5 45 93 69 83 c1 a1 9a 98 f4 24 d5 11 b1 7c 62 2e eb 74 03 a3 3c 3f 9d 03 
a4 f8 96 a6 a3 1b 6d 9d 8a c8 05 00 f0 b5 d5 ed 76 40 c6 
Data Ascii: ut( -U?l*c E-:U0yCjpM#95N^+1[]IEOKXqZE0cQ ^&",k?6*z~4, /BT^bLd`4%Ei$|b.t<?mv@

2022-04-20 13:11:57 UTC 6212 IN Data Raw: 69 78 13 4f be 1c 6b 50 01 96 a4 e1 32 4c 2e a3 9b d9 c5 74 32 19 24 f2 1a e4 cb 1c 59 c3 20 99 60 03 58 45 
34 a6 3d 1d 2b 51 f5 6d 92 92 5e dc 9b 25 83 c9 6c 32 92 b6 a1 22 9a 92 7c 3f 8a 7a 17 e1 e5 e7 59 74 1b c6 37 b3 7e 1c 
dd f4 8e 15 a9 ce d3 bb 15 f5 07 a3 db 59 2f 1a 5f 8e e2 a1 72 5b 8a 03 9c 6e 6d d7 51 d8 8b 46 c7 3a 54 74 aa 5b c7 70 
34 b8 1d 4e 24 f3 c8 4d 4b b7 8a 51 f4 f3 34 1e 45 92 69 54 fd 52 b7 96 c9 97 61 f4 8e bb e5 53 06 49 d5 6d 3c 1a 0d 46 
71 72 d5 c6 ee 6c 3c bd 20 1b e1 27 29 8c 15 e5 50 52 98 44 93 fb c1 e8 33 e2 a8 df 8f 46 14 8e f7 71 3f 96 ec ad a0 37 
9d aa ba 36 a8 fa e6 a3 53 c9 38 bc 8d 94 4b 51 9d f2 74 6a b9 27 9f cd 86 97 92 69 e4 72 26 eb 18 1c 4b a9 6e ab 24 b1 
e1 28 be 0b 2f bf cc 7a e1 24 9c 4d c7 e1 55 a4 48 27 e9 
Data Ascii: ixOkP2L.t2$Y `XE4=+Qm^%l2"|?zYt7~Y/_r[nmQF:Tt[p4N$MKQ4EiTRaSIm<Fqrl< ')PRD3Fq?76S8KQtj'i
r&Kn$(/z$MUH'

2022-04-20 13:11:57 UTC 6213 IN Data Raw: 2a 9c 96 2c 53 97 db 07 26 72 43 27 b3 70 e4 58 17 0a 89 8a 88 78 71 59 b3 60 95 92 46 14 5e 6b 09 8c 08 
6d 79 16 90 0a 45 89 60 b1 3b f4 24 89 65 b1 42 2a 8d cf 57 23 9e d5 e3 cd 8a 80 c4 1d e5 16 b6 fb 8e ea a4 f1 36 ea 5d 
ae 91 58 56 f5 57 1f c7 ad 59 11 04 ec cd 38 29 bc f2 c1 fa 87 48 77 be ae a9 14 ba 28 7c e1 4c a5 3c 26 18 ed 0a d6 f8 
6a bd 5c 6d d7 37 4a 5f d3 ad 69 79 01 3a a8 9c 29 ac 0f c6 3a e9 58 d7 e0 3d 39 32 89 a5 d6 a9 d9 db 4a 3e 9e 88 8d 0f 
b1 b0 29 67 05 a8 b9 12 aa 22 c7 6e 7b 49 4e 54 6e d9 9e a3 33 6e 04 bd c2 ba 65 5a bf fb c5 64 8f de 5e 5f fd b1 5e ce 
6f 6e b1 56 20 8d 5d ac 3a 8f c6 93 ee 68 32 3b ed 0f 5e 3c 42 2a 52 a0 8d 4b 74 44 f5 71 e9 5a 06 9d 93 ab ab 37 ef d7 
9d e7 f0 94 47 e5 a0 57 53 f9 ad a1 39 3e ef 0e 1e fd 79 f3 
Data Ascii: *,S&rC'pXxqY`F^kmyE`;$eB*W#6]XVWY8)Hw(|L<&j\m7J_iy:):X=92J>)g"n{INTn3neZd^_^onV ]:h2;^<B
*RKtDqZ7GWS9>y

2022-04-20 13:11:57 UTC 6214 IN Data Raw: a2 e3 e1 aa a4 f7 24 9b 04 62 63 20 90 a4 3f b8 a2 98 54 6b b1 aa e0 e7 d7 df a9 25 a7 e9 33 1b f8 be f9 07 
d9 4f dc 6b c6 d2 92 58 d0 28 7f 3b 14 c6 da 8d ab 72 94 44 de e5 38 54 9b 8c 8e 78 81 04 7f d9 ca 66 ea 1f 1f 18 7e 52 
a3 ae 8f 7e de 6e 65 54 12 4b 84 65 a9 57 99 e3 fa 73 02 4f c3 f6 09 8c 73 65 2c 2b e7 62 98 04 2c b1 81 43 9c a6 21 7c 
d2 60 d0 58 3c c4 51 3e fb dd 43 c6 f3 e5 24 42 83 22 86 6e b4 08 9d a8 06 2e 16 a3 be 01 76 c9 4d 18 62 b2 db 24 90 
63 81 21 fb 64 c2 f2 0a eb 12 4d 31 90 03 89 b1 2c c5 08 88 9b 54 a5 f6 3f b8 8c 54 52 9e be d1 2d 1d e6 7c 2c 95 70 b6 
9a 8b 33 e7 d0 c0 c4 58 79 45 14 b3 b5 64 c6 e7 7f 83 9f c4 a5 8b a4 b3 f4 15 ee 9a da 5d 54 0b 64 a9 f7 44 97 a4 33 e1 
08 53 f7 3a ec af f3 84 f7 38 ec e5 1c ed 7b 95 59 d6 64 a7 
Data Ascii: $bc ?Tk%3OkX(;rD8Txf~R~neTKeWsOse,+b,C!|`X<Q>C$B"n.vMb$c!dM1,T?TR-|,p3XyEd]TdD3S:8{Yd

2022-04-20 13:11:57 UTC 6216 IN Data Raw: 09 f5 a7 19 ee 97 b5 f2 17 a6 ba 93 a3 8c d5 00 4b 6c 61 f9 31 d9 bd ba 38 df 54 63 6e 51 73 3c 6e b4 fe d9 
43 cc 54 3e 3f 6f 86 b9 b0 de 06 c0 ce 85 04 c0 08 11 1e 70 e3 9e 95 c4 c4 62 69 71 6c 9e 14 d5 b0 dc eb e7 16 d2 00 ae 
08 52 39 e5 ad 16 8c fe 6d a8 38 a4 5f d8 87 61 f7 94 2b 5a ee 35 7f 9a bb 84 95 58 27 ce f7 91 6b 4b 71 5f bd af 00 b9 
81 d3 3a 40 9a 00 6e ca 07 c1 2b 3b cd a4 71 36 48 83 f9 25 92 69 f2 ec a7 9b bd d4 17 58 b8 66 18 96 0d 9d 0f cb 0d 46 
e0 22 4e d2 52 a4 73 68 78 38 8a 0e e9 25 1e 2a 3b 65 75 0f e6 c1 93 03 5f 7b 83 ee 27 8c 5c 61 51 a3 aa 1d 53 ec 48 
42 46 d2 a5 6d 9d c3 49 80 01 76 8e a8 fa bb 4c 62 35 76 c9 08 de c7 c1 4e 5c b7 e0 e6 f4 1a 98 dd 0c 2f e4 d2 b8 64 60 
da 6e 39 4d 46 00 b1 dd 18 b2 f8 db 86 a5 be b6 17 90 2f f6 
Data Ascii: Kla18TcnQs<nCT>?opbiqlR9m8_a+Z5X'kKq_:@n+;q6H%iXfF"NRshx8%*;eu_{'\aQSHBFmIvLb5vN\/d`n9MF/

2022-04-20 13:11:57 UTC 6217 IN Data Raw: 99 cd ce 8f 88 68 28 2e a7 34 86 bb ab b8 37 69 90 65 e7 a3 fe 45 f7 e8 d5 ac d7 9d 74 67 d3 71 f7 a4 64 cc 
89 bc ec 81 90 19 57 49 14 ef 5c 38 4c c4 af 3f 1d 9e 10 f7 c8 54 77 99 c5 93 e9 f9 ec a2 3f ee 3f eb 6f 94 2c 7b a4 cc 7b 
e8 28 b5 e1 f1 e4 65 77 94 d7 7c 0e 61 11 2a d3 c1 8b c1 f0 25 59 cb 15 ec c9 da 8b 7e af cc 7b 7b 26 ad c8 50 18 9f 0d 
87 93 e7 83 72 4c a4 ca bd e5 91 10 79 55 d2 60 c5 bc c1 67 b3 6e 7c 32 3b 06 87 0c da 3b 19 42 ac 19 13 f7 c5 dd 38 6a
56 82 a4 c0 db f4 ca 41 9f 7a 2c ee f2 59 ba 6e d2 3f 2b 81 61 62 78 cc 10 50 b3 f0 6c 13 cd 06 e5 d1 24 72 4d e4 c3 bc 
82 12 2d fe e2 21 eb b8 dc 3d 3a 2a cf 27 dd 67 a7 c4 76 b8 69 ae 3c 9d 93 e1 90 70 c2 65 a1 79 0a e7 e5 e8 18 76 45 
b6 c3 bc 30 b2 85 c8 70 48 22 18 53 64 c8 13 98 0e fa 00 
Data Ascii: h(.47ieEtgqdWI\8L?Tw??o,{{(ew|a*%Y~{{&PrLyU`gn|2;;B8jVAz,Yn?+abxPl$rM-!=:*'gvi<peyvE0pH"Sd

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6218 IN Data Raw: 53 b0 bb f7 1f 8f 36 55 b5 2d df 9d 9e 96 bb ed 36 2f aa 93 b5 88 cf c9 32 bf 3f 5d 3e 47 f2 34 ce ca 07 56 9c 
ea 9e a8 b2 8f 47 4a 15 17 6b 56 c1 7e 71 9b c6 d9 a7 8f 47 ad 63 3e 89 b2 4c e3 b2 c4 8f 05 fb d7 2e 29 d8 ea 6d b3 22 
18 66 eb b7 e5 26 7f c0 8f 7f a9 f2 ed 49 b9 bb bb 4b 96 09 36 37 60 6c 75 1b 2f b9 2b 11 02 e4 b5 e5 58 ba 89 39 1d 43 
57 1d 5b 23 09 e6 af 56 09 4f ec 38 55 b0 de 7b 38 29 df fd e9 53 94 06 59 fb a3 53 d0 9b 53 90 ac 52 7a 0a fb b1 ff 1f 86 
c8 f2 34 43 f5 2c d5 75 75 d3 d3 35 8d 56 7f 9c 2d 59 da 8c f6 4c db 51 51 7e a8 59 c7 55 3d c3 3c 1c 3d 3a f5 eb a1 ba 
87 81 aa 07 3c b2 6c 5d c7 50 02 90 5f 26 88 4d d8 0b 11 9c 68 76 ac 6c d3 5d 11 a7 c7 40 cc bb 92 55 ef b4 f7 aa f2 e5 
22 ce d6 f9 ae 7a 7a af 3d 7f 56 1e 92 6a a3 7c 19 
Data Ascii: S6U-6/2?]>G4VGJkV~qGc>L.)m"f&IK67`lu/+X9CW[#VO8U{8)SYSSRz4C,uu5V-YLQQ~YU=<=:<l]P_&Mhvl]@
U"zz=Vj|

2022-04-20 13:11:57 UTC 6219 IN Data Raw: 8a 9e f9 39 b5 e2 a6 49 ab 51 15 f9 f1 53 e3 0f 1e 3d 17 42 c0 42 e9 83 7a 89 3b 9e 78 7b e4 1a ef 56 49 ce 
93 90 57 7f 73 00 a8 38 b1 ea 84 e3 d7 0b 14 5b e8 30 55 c3 84 64 01 20 eb fc 13 81 62 b1 d6 26 39 4e e7 d3 4b 05 9a 
a7 5e e7 b2 9e b6 5d 25 84 07 a4 01 2a 1e d2 00 2a c8 23 22 98 eb 2d cc 7e 0b 3c 16 2c fd 1d 2a 44 34 22 2b b6 fa be 
76 62 a3 65 d2 d0 a7 61 cb ae 6a a9 00 cf ee 13 c7 21 0e 86 b5 99 03 54 44 80 38 93 60 0f ba 67 91 5d 8c 97 58 6d dd fc 
cc aa 1d 24 41 4d 05 d0 4b 10 61 96 86 08 03 54 41 09 26 55 94 79 de 8e 45 4e a1 27 07 86 bb ae 89 43 d6 c8 0e 5f a3 0
d 7e 18 b5 62 04 24 08 87 b6 8a 94 83 a2 85 58 f3 10 30 24 0d 71 38 07 16 20 45 1a 64 2f f9 a1 ae f9 3d 48 86 f3 bc 7d 1
4 59 d8 80 cf a4 61 fa 09 67 fa c7 76 02 d7 e6 f7 24 c0 42 97 df 
Data Ascii: 9IQS=BBz;x{VIWs8[0Ud b&9NK^]%**#"-~<,*D4"+vbeaj!TD8`g]Xm$AMKaTA&UyEN'C_~b$X0$q8 Ed/=H}Ya
gv$B

2022-04-20 13:11:57 UTC 6221 IN Data Raw: b3 f0 2c 14 49 d6 79 a4 92 27 e0 d4 db 78 10 5d fb d3 ee cc 97 31 15 f1 32 1f 7d 18 8d af 89 ad ac 99 21 b6 57 
61 3f e8 46 7b 89 08 e8 f0 30 1b 8e c7 d1 c5 28 98 91 a8 ca de 8c 20 4e 6e 02 4a 56 92 87 70 c2 6e 76 be 18 00 90 91 bd 
d1 18 5c 33 23 f0 25 bb e0 6e 2d 11 29 a0 4d 3f 18 85 14 b1 64 97 f0 5f db 45 e1 30 c0 82 49 e1 49 ae 61 5a c3 a1 60 b3 
51 d0 8b 9a 55 93 f8 48 de 00 d9 33 7e 46 c8 9a 97 fd 5e 2f 98 44 fe d9 25 a9 1d d9 45 55 b7 9f f3 f1 98 ac 44 a6 0f bb 3d 
4c 82 e9 00 bb 22 db 91 bc 56 f2 8a 93 f1 98 30 98 44 1e 77 3b 98 8f 42 48 85 cb cb f0 3c 94 c4 44 f6 c4 40 e6 ab 1f ce 
7a fe b4 cf 4f 6a 10 4e 87 be ac 14 65 8f 88 64 be 06 e1 28 10 f0 b2 40 65 8f 24 e4 23 bb 3d 91 39 12 3e 3a 48 5e d2 35 
ca 5c 8c 7c 2a bf e8 3b 04 32 cb f1 07 0a f1 f4 59 
Data Ascii: ,Iy'x]12}!Wa?F{0( NnJVpnv\3#%n-)M?d_E0IIaZ`QUH3~F^/D%EUD=L"V0Dw;BH<D@zOjNed(@e$#=9>:H^5\
|*;2Y

2022-04-20 13:11:57 UTC 6222 IN Data Raw: 1a d2 69 cb 6a c8 af ee b2 24 ff e7 97 b3 4e 31 3d 44 5b a3 e0 2a fc 58 b2 5f 9a 14 05 f5 7d 6b 11 04 f3 ed f7 
d5 43 f1 2b 7e fc 53 5d ec 2f aa e6 fe 3e 5d 53 5d 8e 18 db dc 25 6b 52 c5 5d 80 cc 77 3c c7 b4 f1 4c cf 32 75 cf 35 a4 64 
1b c0 3c 4a ec b4 a8 b4 64 03 35 45 9e 64 ac 7a f7 5f 47 52 e9 68 e3 df 45 c2 6c 23 a1 b0 54 19 89 63 ff ff 3f ba c9 09 0c 
4b 0f 1c dd f7 4d 3b 30 0d 43 c2 88 41 92 af 81 ac 65 bb 3e b0 5d 4f 47 3d a2 8a 3d 5f 0f 2c fb 74 fd 78 7e 39 1e 88 c5 66 
80 a5 7a 00 fc 72 5c d3 c4 62 09 6d bf 4d e1 9f 78 10 c3 41 8b f9 f9 3e 6b ca 24 3b 2f ee ef 2b 56 bf 33 b4 1f f4 6f 1f 92 7c 
5b 34 f5 d3 0f 46 f7 91 80 4a fb 36 99 5d 85 e3 f8 1f d1 ec e9 e9 07 b3 ef 27 ed ab 56 d4 65 a2 ed 11 2d 04 f7 a9 a8 1f 58 
f9 ca e2 3f 77 2b 2b ad 6d 1d d5 d3 
Data Ascii: ij$N1=D[*X_}kC+~S]/>]S]%kR]w<L2u5d<Jd5Edz_GRhEl#Tc?KM;0CAe>]OG==_,tx~9fzr\bmMxA>k$;/+V3o|
[4FJ6]'Ve-X?w++m

2022-04-20 13:11:57 UTC 6223 IN Data Raw: 42 ff 96 29 d3 08 d8 d1 f6 28 82 6c ed ed 87 96 2c 3a 16 98 12 1e 88 61 da 05 9f 00 fb 90 47 e3 01 32 48 1a 
56 77 69 85 3e 02 f2 af 7d 4a bf 1f a5 42 99 6d eb 3a 4c 01 79 83 dd 1e 98 9f 44 56 3b 34 16 a5 af d5 e9 be cd 82 e7 89 
88 b2 11 19 04 ff f1 cc 69 91 d9 b1 a1 3d f0 41 a8 1c 80 10 b8 8a a4 9a f7 dc a3 83 0c 28 a2 b2 d9 a5 75 c7 5e b4 a4 d9 
a4 c5 31 25 b9 68 75 bb 98 49 6d 70 3f f4 12 93 3e f5 76 91 d6 ee 43 d6 a2 11 2c 67 d7 9c ab dc 11 67 69 a9 69 67 33 e8 
1c 98 15 c0 07 cc 0a e4 32 90 c6 90 48 18 f6 92 b1 b0 fd 0b 56 f4 b6 64 dc 3f 68 ae 45 1b 35 17 03 ad 81 29 1a 4e f1 75 
47 07 ec f7 a6 88 f6 76 74 d3 4a 79 00 70 78 90 ba 24 36 69 06 8e b4 cd 9b e2 b1 63 57 54 74 78 2e 7a 25 ed 12 91 e7 
9c 51 28 0a 88 fd 3a 06 22 82 76 80 c6 67 4b 09 77 93 64 49 
Data Ascii: B)(l,:aG2HVwi>}JBm:LyDV;4i=A(u^1%huImp?>vC,ggiig32HVd?hE5)NuGvtJypx$6icWTtx.z%Q(:"vgKwdI

2022-04-20 13:11:57 UTC 6225 IN Data Raw: 54 27 f9 fd 8a 46 93 d9 cd 6a 18 cd 07 b3 78 aa dc 96 e2 68 a8 5f db 87 28 1c 46 b3 53 1d 2a fa d5 af 63 3a 9b
dc 4c 17 92 7b e4 49 a7 5f c5 2c fa 69 19 cf 22 c9 35 aa 19 ab 5f cb e2 f3 34 7a 25 dc f2 d1 84 a4 ea 26 9e cd 26 b3 78 7c 
d5 e5 ee 6a be 7c 4f 3e c2 bf a4 34 56 34 48 49 e1 38 5a 7c 9a cc 3e 22 8f 46 a3 68 46 e9 f8 29 1e c5 92 bf 15 cc a6 57 
55 df 06 55 2f 98 f4 2a 99 87 37 91 d2 14 d5 71 50 af 96 4f 14 b3 d5 74 20 b9 46 ee 6a b2 8e c9 a9 94 ea aa 4c 12 9b ce 
e2 db 70 f0 79 35 0c 17 e1 6a 39 0f af 22 45 39 49 b7 59 92 9a 39 51 0c 35 b8 a8 1a 88 5a fe 7a 72 25 c1 a3 62 be 50 08 
2f 96 d3 d5 6d 3c 8f df c7 3c c9 7a 43 aa 78 af 44 d6 36 19 2d 3e 85 b3 fe cc 57 f5 35 49 cb 72 fc 71 3c f9 24 c9 aa 26 38 
49 f6 36 1e 46 fd 68 af 60 11 3d 1a e6 37 93 c9 
Data Ascii: T'Fjxh_(FS*c:L{I_,i"5_4z%&&x|j|O>4V4HI8Z|>"FhF)WUU/*7qPOt FjLpy5j9"E9IY9Q5Zzr%bP/m<<zCxD6-
>W5Irq<$&8I6Fh`=7

2022-04-20 13:11:57 UTC 6226 IN Data Raw: fd ae 5d 4b 35 3c c7 52 11 61 5d d5 55 c3 25 6b bb 66 99 b2 ae e6 c2 51 2a e9 8a 29 17 8b 6d ba e2 f7 08 7a 
ac bc 19 47 fe 28 9a de 84 fd eb 37 5b b6 44 70 8a 8c 67 ca 65 9a ce 13 ae 5c 61 dc 9b a0 df a9 7e ff d4 8c 1e 0f fd fe 9b 
9f cb 1f ca 8f 27 58 ca 26 61 f7 7c 91 26 33 be cd ca 35 34 66 e5 3f f7 e9 3a e7 eb 5c 2c e8 8d 56 2e bd 31 26 3f eb e5 cf 
cf cb 22 03 8c 83 01 52 0f e6 c9 d3 53 4b 74 a6 9b c5 71 80 7e 39 67 ff f8 56 70 55 55 7f 39 cf 36 6c dd fc c3 94 c5 96 3f 
7c fc 76 b2 c8 f3 4d f6 e1 fc 3c 2b 36 9b 74 9b 9f cd cb d8 9c dd a7 ab f3 fb 7d 24 cf d9 3a fb 9d 6f cf 75 af ac cf 6f 27 4a 
ce b6 73 9e c3 7e 7a 87 bc 58 7e 3b 69 1c 8b 49 94 fb 84 65 19 7e dc f2 7f 15 f1 96 cf de d7 2b 82 e1 7a fe 3e 5b a4 bf 
e3 c7 9f f2 74 73 96 15 0f 0f f1 7d 8c cd 
Data Ascii: ]K5<Ra]U%kfQ*)mzG(7[Dpge\a~'X&a|&354f?:\,V.1&?"RSKtq~9gVpUU96l?|vM<+6t}$:ouo'Js~zX~;iIe~+z>[ts}

2022-04-20 13:11:57 UTC 6227 IN Data Raw: 53 8f 35 c4 1d 56 d0 ac 44 b2 14 cb 43 38 b8 00 59 2e 0a a2 1e b2 2e 04 8a 00 cd ae 0b 24 38 f4 41 ce 1b ac 
2e 93 88 8b a4 c7 54 69 5e c1 57 a2 b0 bb f8 b4 2e 65 a1 e6 b0 1c fe a2 dd c0 ef 4b 60 0b a6 7e 6e 31 ce fe 9b 56 e2 95 
5e a1 d1 a1 92 98 bd de 0a fc 45 f5 8f 24 2e 00 e3 d0 a5 69 5e 75 01 96 6e d8 8d 10 b5 a0 7f 00 46 ba eb a0 85 04 98 58 
1a 49 c5 11 5b 14 a0 98 5d 3d de b1 2c d1 0a 5a 1e 84 0b c8 92 4a 91 71 51 6c f9 a6 c6 63 56 eb 10 e8 af ab 4e ed 01 
22 04 b3 a2 5b b5 c1 d9 20 77 92 23 fe 76 27 8a f4 f1 b0 1f 54 d2 35 2a 61 05 6c fc 12 77 e3 f7 4d 4b 3f af d5 8a 65 9a aa 
8a 95 41 23 61 17 0e b4 15 91 82 bd 38 ab 32 e6 e1 be fa bb 89 5f 60 7c 83 b9 35 6b 7f aa fd c2 b3 e7 42 b4 58 40 15 68 
04 e2 f6 10 ae f8 4b da 86 88 8c ab 7c cd 4a c6 86 95 00 
Data Ascii: S5VDC8Y..$8A.Ti^W.eK`~n1V^E$.i^unFXI[]=,ZJqQlcVN"[ w#v'T5*alwMK?eA#a82_`|5kBX@hK|J

2022-04-20 13:11:57 UTC 6228 IN Data Raw: 83 0c ab 88 87 0b bf 7f 11 dc 4c 3f 4f a2 68 d0 a7 6b a0 cf 29 a8 87 41 3f c2 06 b0 8a 60 2c f6 74 ec 44 d6 e2 
10 27 9d b0 33 ed 0f a2 69 34 22 db 90 69 3a 62 df 0d 82 ce 67 ff e2 7a 1a f4 fc f0 66 da 0d 83 9b ce b1 23 d9 35 71 bb 
a3 ee 60 d4 9b 76 82 f1 c5 28 1c 4a b7 25 b9 ec 68 f7 76 15 f8 9d 60 74 ec 43 a6 90 da 7d 0c 47 83 de 30 22 e1 a1 dd 41 
bb 8b 51 f0 db 24 1c 05 24 34 b2 be a4 dd 4b f4 75 18 bc 72 dc b4 15 27 ae 7a e1 68 34 18 85 fd cb 26 77 a7 e3 c9 67 11 
23 7c 45 d2 58 c2 85 c4 61 3f 88 be 0c 46 d7 c8 a3 6e 37 18 89 74 fc 12 76 43 12 6f 89 6e 69 75 d5 b6 41 d9 cb 0b ad 4e 
c6 7e 2f 90 2e 45 76 0f d2 ea e5 8b 38 b3 e9 f0 82 84 86 b2 18 f5 31 38 b6 92 3d 82 21 66 c3 51 78 eb 5f 7c 9d 76 fc c8 9f 
4e c6 fe 65 20 29 27 f2 e4 84 b8 19 0b 49 21 07 17 
Data Ascii: L?Ohk)A?`,tD'3i4"i:bgzf#5q`v(J%hv`tC}G0"AQ$$4Kur'zh4&wg#|EXa?Fn7tvConiuAN~/.Ev818=!fQx_|vNe )'I!

Timestamp
kBytes
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Direction Data
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2022-04-20 13:11:57 UTC 6230 IN Data Raw: b0 28 5a 1d e8 75 17 c2 7a fc 24 85 ff dd 4f a2 85 e0 8a 15 56 4a 0e 53 31 a9 c9 49 04 e6 b8 46 53 29 24 96 
b0 12 81 45 88 34 c0 2f ab d5 e8 63 ff 5b f3 4d 62 3e f9 ff df 22 3e 85 bd 25 ca d6 ea 84 41 0a b4 ec 44 df 32 a3 b7 29 cf 
96 19 c7 81 03 9a 39 a6 6a 72 9c 59 61 9d b6 fb b2 d9 8f 2f 64 51 d8 c2 a8 5a 2b 94 53 d2 14 e4 78 87 b9 86 8d d4 32 50 
28 61 54 a1 ad 53 da 70 43 ba 08 85 b4 d6 9b 57 b4 bf 20 94 a0 45 81 b0 66 d2 19 cd 40 4f 05 13 4c 5a 62 63 a0 ef 7e 0c 
b2 d8 60 78 a9 51 60 2b 8a 55 2d d8 fe e0 fd dd ed 6f ab eb e5 fd 83 97 cc 0a dd 7f 43 98 f6 4d 50 8f 27 d3 59 7f 32 5b 9c 
57 a3 97 4f 52 85 42 0e 2f f8 1d d3 3b bb bd 7d f7 71 d5 7b 01 d3 3d 29 47 c3 64 a8 40 6a 1f 2f d2 db 72 3b e5 f4 b2 3f 7a 
f2 e7 86 44 f3 ef 11 30 ee f3 c7 e5 f5 ea fd ed 
Data Ascii: (Zuz$OVJS1IFS)$E4/c[Mb>">%AD2)9jrYa/dQZ+Sx2P(aTSpCW Ef@OLZbc~`xQ`+U-oCMP'Y2[WORB/;}q{=)G
d@j/r;?zD0

2022-04-20 13:11:57 UTC 6231 IN Data Raw: f5 ad 56 9c b0 38 5a 1c 2a b1 b5 36 b9 97 e0 62 95 0c d5 13 7a 78 ae ca d3 3a 18 0c c9 0f 70 4c 44 9d 37 ef 
ab 76 38 10 24 59 89 78 44 78 ac d8 98 56 c8 36 62 30 81 38 72 80 e7 89 ab c4 1e 46 2b ae ac 84 4c 1e e0 3d 64 cf 00 
b8 e4 8e 7a de 9a ef 19 55 8c 44 f8 cd dc 47 3e a7 de 4e 0c 5d 24 f6 26 39 bb 0f 05 70 c5 e1 46 ab 65 0d 5e 99 d0 12 f2 
97 3c 80 c5 f1 24 32 0f 42 2e ad 2b f1 b3 08 48 4b ad 94 ca 58 c8 4c 61 c9 96 2c 08 b5 21 9f e6 5f 2b c3 14 b2 f8 a9 b0 e3 
cf b7 21 28 4f b0 a3 6e 1d 0c d4 a2 0d c7 82 db a7 64 1d 2e e3 ca 3d 76 0e c1 dd ef 92 5c 50 4a 0d 59 ae 75 90 89 35 fd 
0b 6d e9 04 3d 72 99 91 1b d8 2b 84 fc 6f 16 f8 eb 1a 1c 24 a2 4e 48 0d 39 b7 76 8c da 7b 9c fd ac bb 60 51 e5 25 9b 96 
7c eb ee 37 26 c3 fa 99 f8 47 cc f5 75 6b e7 07 f2 d0 81 
Data Ascii: V8Z*6bzx:pLD7v8$YxDxV6b08rF+L=dzUDG>N]$&9pFe^<$2B.+HKXLa,!_+!(Ond.=v\PJYu5m=r+o$NH9v{`Q%
|7&Guk

2022-04-20 13:11:57 UTC 6232 IN Data Raw: cf 67 6d 11 d6 66 bd e7 5b 7d c3 ba 63 d6 65 cd 59 b0 8f ca 41 df 07 d1 ff 3e 55 a1 94 b7 7b 16 85 da 50 0b 
ca 2b 01 f8 1b 66 4c 7d 1a 0e fe 21 81 74 f4 a0 88 46 9e 81 4a 03 3c 61 53 17 aa 34 07 b3 50 5c 41 5e 41 9d 17 5c 57 63 
54 47 25 c8 61 b9 77 62 1f 09 2e 8d 69 84 63 c8 87 2e 9c a7 0b 3c 02 ef 1f 2f a1 88 fa 4a 41 dc d7 58 f4 39 67 12 8a 04 
c1 46 ac 80 1c 4f f2 42 00 ee 57 bc 30 54 ca fb 43 6a 57 54 b9 6a 7b 3c d4 dd 44 b8 c9 a2 b8 af 72 79 fb 09 77 bd ed ae 
47 e1 e9 a6 61 76 d1 5c be c1 f9 3b 8e 84 b8 90 8b cf ab b5 9d d8 e8 5c 9d ee 64 48 40 b2 1b 7d f0 1c 3f 05 41 99 c2 08 
25 0a 80 a5 5a 49 80 c5 f4 f1 e8 ff aa f8 70 78 15 1d 87 d9 5d 95 aa 74 05 cd ce ea e8 52 77 9d 38 6c 51 08 69 b5 a0 cb 
4b 18 87 44 d5 bc ed fe c0 32 5b d7 17 24 90 ad 0b be cc 
Data Ascii: gmf[}ceYA>U{P+fL}!tFJ<aS4P\A^A\WcTG%awb.ic.</JAX9gFOBW0TCjWTj{<DrywGav\;\dH@}?A%ZIpx]tRw
8lQiKD2[$

2022-04-20 13:11:57 UTC 6233 IN Data Raw: a8 b7 80 50 e4 7c fc da e2 57 89 73 c3 79 3a a7 93 b2 fc 47 1a cc a8 37 ef e5 89 50 ce 99 78 33 ca 16 02 13 
90 55 ba 91 f4 9c 72 9e c4 df ca c9 cb 14 10 10 85 ea 3c 89 4c 84 a0 1e 0c d9 42 84 88 10 d4 d1 bb 3c 05 0f 4d d2 b0 9b 
be 68 6d 0b 8d 19 e0 cd 54 65 a9 b3 87 79 22 f3 d1 ab fe 6c f0 82 52 32 ea c4 0e 45 e8 f5 78 0e 19 fa 68 fa 8a 30 1f e2 85
29 88 c4 8b fe e8 0c a0 cb a2 1a f5 c1 6c ae 92 15 50 cd 4e 72 f8 15 58 5b 0a 9d 88 a7 da 88 d1 21 03 48 53 c5 f4 cc 20 
31 7a 56 cd ce cb 45 62 18 c4 db 9c d0 60 9f 16 42 ca 12 00 c3 a0 7f 59 7b b1 64 07 c4 e1 ef 35 15 80 a8 09 bb 88 a6 73 
7b ff 65 7f 3e 4d 06 50 6f 87 59 0f 38 ef a7 ee 8b 78 9b 4f 7b ff b4 2c 93 f0 4c 55 83 db fb e7 23 6a 0b 54 b7 ac 1d 71 35 
3e 9f 5f 24 23 a8 97 03 3e 3e fe 07 50 4b 07 08 44 
Data Ascii: P|Wsy:G7Px3Ur<LB<MhmTey"lR2Exh0)lPNrX[!HS 1zVEb`BY{d5s{e>MPoY8xO{,LU#jTq5>_$#>>PKD

2022-04-20 13:11:57 UTC 6235 IN Data Raw: 0d 15 36 e4 e9 9e 20 dc b8 88 05 bb 34 73 5e b3 25 2b f1 d7 82 f1 c0 e8 b6 f0 68 78 48 1b c7 b5 e0 51 43 84 
4c 82 e0 d1 8a 29 5b 2c 96 55 38 9c d4 66 06 38 52 e7 5e 1c 0f 93 f1 24 d3 ee 23 9d eb 67 4d a4 be ae 61 a1 96 67 78 
7c 03 69 50 e2 7c 11 ef 8a a3 b8 18 96 a9 ab 26 dc 83 99 55 c3 c0 0c c9 00 81 98 0a 7e 43 75 b9 f8 4f b7 11 40 cf 33 c8 
0a ee aa 27 4d 15 d4 e8 81 b0 1d 84 11 9c 6d d3 dd 19 8b e8 09 b2 5a 67 60 a9 2c cf a0 38 94 1f b6 0c cc 99 56 ac fb e3 
db c6 21 0f 82 a6 a9 9e ce 6b 55 a7 bc 5b b3 dd 05 d4 4a 0e 47 c9 b9 22 b4 cd ae 28 ea 21 9e ea ef 9b a7 38 2f e2 e5 aa 
fe 06 62 ac 2d ce 95 0e 22 7f c1 50 a8 75 f4 cf 95 75 9c f0 7d 84 1c 2a 94 bc cc 20 22 4a 4c 12 20 55 c0 3f 2f 9b 6d 02 57 
49 2a a2 89 ea 61 fc 2f 89 f2 98 b0 2f 29 5f 50 b2 58 b0 
Data Ascii: 6 4s^%+hxHQCL)[,U8f8R^$#gMagx|iP|&U~CuO@3'MmZg`,8V!kU[JG"(!8/b-"Puu}* "JL U?/mWI*a//)_PX

2022-04-20 13:11:57 UTC 6236 IN Data Raw: 0d ea 14 a0 43 32 06 7b 8b 32 41 5a 8a 66 cf b6 35 34 78 ae 07 61 a1 43 e0 a9 92 9d 39 88 0a 56 e4 59 0d 6c 
e8 c9 0d a8 3b c3 03 6c 22 b5 5c 4f a5 e7 af 6c c3 e5 7e fe 56 f9 b8 e0 79 9a e4 42 bb 83 19 eb 6e 26 e3 2d d1 8b 04 42 
ee 0a f4 b8 54 7c de 25 64 cb 98 3f 54 3f 0f 35 5d 35 51 2f 11 66 af a8 f7 08 53 c4 3c 29 b8 50 5e 55 a7 58 90 58 c0 53 be
59 c7 8d c3 91 f6 c2 5f b0 c2 aa 17 63 9b 0a f8 8e b5 bc 00 63 a2 8c c4 cf 69 8c c0 f0 16 47 a4 ba 07 b5 03 01 ca 85 32 
70 13 92 94 36 c2 55 01 3d 1e 01 83 a3 21 55 50 24 2a 70 1d db a0 62 23 69 cb bd d9 64 5c a3 40 60 9d a3 51 38 e9 34 
2a 79 d2 9c bd 60 ed 6b 36 2f ca b2 71 ee da 5c 3a 72 be d5 a0 a3 5e 39 83 10 4e 8f 55 48 85 ad e8 c0 b2 cd 13 2b f3 1a 
64 0f 5a e4 18 6e ff 3f aa 84 4e ff 1b 45 49 53 16 d8 0e 
Data Ascii: C2{2AZf54xaC9VYl;l"\Ol~VyBn&-BT|%d?T?5]5Q/fS<)P^UXXSY_cciG2p6U=!UP$*pb#id\@`Q84*y`k6/q\:
r^9NUH+dZn?NEIS

2022-04-20 13:11:57 UTC 6237 IN Data Raw: 99 a1 b2 07 12 f2 91 1d 25 c9 1c 55 3e 5a 48 5e d2 cd ca 5c 0c 7c 2a bf e8 9b 3b 32 cb e8 8e 42 3c 7d 8d 41 
66 39 0a 38 c0 4a d6 2d bb 97 93 39 68 31 97 bd 5a d2 66 5e 95 1a c1 52 89 54 6f 75 20 e3 07 d9 41 7d ab 83 f1 14 95 
4a d1 50 d6 38 c9 7c 54 7a e8 fd f4 66 16 8d 66 01 17 36 34 1d e9 0d 75 ab 23 9e df d1 7d 40 85 b0 e4 ad d4 56 27 d7 81 
3f 99 82 ab b8 e0 0b 24 a8 4b ef 3d 5b 5d 81 2a 68 52 cb 5e d9 69 f5 00 e1 fa 2b d0 07 75 da 46 5e b2 b7 a9 64 ee 6a fe 
7a 05 57 25 d7 74 ed 7e ae 47 41 f0 4f 4a 66 b2 57 91 db 9d c8 c0 59 f2 5e d9 2b 0e 46 d8 2b ba 10 7a 59 d8 ee e2 d7 60 
74 47 05 81 e4 3c aa dd 45 0b 43 c8 2e b9 5f 71 22 61 08 d9 b5 52 bb 87 5a 9a 50 da a5 af 30 bf e2 63 02 bd 49 53 56 76 
3d d6 ee 64 3a f8 e0 4f 3a b7 b2 24 93 dd 4a c8 1c 7d 8c a6 
Data Ascii: %U>ZH^\|*;2B<}Af98J-9h1Zf^RTou A}JP8|Tzff64u#}@V'?$K=[]*hR^i+uF^djzW%t~GAOJfWY^+F+zY`tG<
EC._q"aRZP0cISVv=d:O:$J}

2022-04-20 13:11:57 UTC 6239 IN Data Raw: fa 9e 3d 02 c8 be bd fa af 87 d5 c5 26 ca fe c8 7a 40 7d 2d f2 58 39 c0 34 81 85 aa 86 b8 ea 80 2c 5b 25 a0 3e 
e0 a9 b7 62 4a 47 e9 dd f4 2a 19 24 83 aa a1 0d 78 70 99 67 d8 86 4e fc 7b c5 b6 f1 8a ad 38 92 8f b3 f4 1f d1 5d 11 a7 
09 ff d7 8c 2d cf 7a 51 0e c4 dc 57 ba 5c b4 04 55 75 0c c3 81 2a dd 30 0c fd a5 ae 51 5a af d4 54 53 43 ff 70 3c b4 03 cd 
01 78 bf 5c 19 76 90 fc 0f 62 b5 81 24 70 6d 5b b7 5d 53 53 0d 15 32 74 35 6f 82 7b b6 42 db 13 c8 fa b9 4e bc 6e b7 5b 
ab 30 3c 64 85 e3 5a 50 a1 61 cf 26 c1 67 ff 00 c8 f8 26 2d 2a 31 03 0d 0e a9 84 ff 7b 78 ba 27 b3 53 44 a0 5a 6d 22 b7 
75 0d 7b b3 3c c3 e3 d1 20 fb c7 ae 58 99 57 3d c3 b0 4c 5d 35 a1 1a 2d 55 35 0c 58 47 94 8b 66 58 2f b6 41 09 00 a3 b0 
c7 86 c3 3c cf 20 be bd 12 2b 4d 15 cd cd 43 9f 75 
Data Ascii: =&z@}-X94,[%>bJG*$xpgN{8]-zQW\Uu*0QZTSCp<x\vb$pm[]SS2t5o{BNn[0<dZPa&g&-*1{x'SDZm"u{< XW=
L]5-U5XGfX/A< +MCu

2022-04-20 13:11:57 UTC 6240 IN Data Raw: b4 4c 39 17 e5 ad 87 67 59 2d 84 7c d4 61 2e aa ca 35 91 1d 1a 71 c3 21 82 9c 52 7f b3 c7 09 ad b6 8a 6c c5 
78 00 96 eb c1 b5 48 39 7a 0e d6 50 46 4e c9 90 0f 75 87 c9 15 71 fe b5 c7 1f d0 be 6d bc e3 bf 8d 8f 79 cd b8 e2 35 2f 
a9 82 8d ba e4 67 5a 80 66 97 9f 11 d9 06 a9 94 9f 94 2b 71 cc 26 f8 64 dd 67 6c 93 1f ee e9 a6 85 f6 8e 84 b0 e8 30 cb 
3b 1e 07 d5 07 b0 d8 3a 53 9f 43 f3 f7 9e fe a9 c9 df 6f f8 b7 2d d7 f2 00 65 b6 06 fc 40 01 02 46 da 0b 5e 34 df 4a cc d6 
30 49 b9 1e b8 80 0e 06 a6 4a 82 d3 1c a7 ae c1 e7 ca 4d 5c 71 8b 34 cd ea 33 04 cc b6 06 38 98 e1 01 0f 91 5d ae a7 
92 40 7d 60 4b 5e ab 1d 85 b7 d4 4e 94 b0 65 4d 4e 57 51 c1 b6 0f 6c 95 56 29 b7 65 1d 14 f2 df 9e 28 ed 8e 7f b7 ab 19 
4d 53 e7 b9 18 cc 97 87 da e7 48 92 d6 b3 3a 47 a5 28 c9 
Data Ascii: L9gY-|a.5q!RlxH9zPFNuqmy5/gZf+q&dgl0;:SCo-e@F^4J0IJM\q438]@}`K^NeMNWQlV)e(MSH:G(

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6241 IN Data Raw: 43 8a 58 b2 eb 91 e7 72 b3 70 10 c0 60 52 78 92 53 a7 46 70 20 ba d9 30 38 9f d5 56 13 ff 48 5e 40 3a 12 3e 
20 64 d5 97 fd f3 f3 60 3c f3 3f 5c 93 da 91 9d d5 b5 eb b9 18 8d 88 25 32 7a d9 ae 61 1c 4c fa d8 15 d9 8e e4 a5 a6 57 
94 8c 46 a4 83 49 38 77 bb 82 f9 30 04 55 b8 be 0e 2f 42 89 4f 64 17 36 32 5d bd 70 7a ee 4f 7a 3c 52 fd 70 32 f0 65 a5 
28 bb bc 93 e9 ea 87 c3 40 c0 cb 02 95 3d 94 34 1f d9 d9 8f 4c 91 d0 d1 d2 e4 25 33 aa 4c c5 d0 a7 f4 8b be bc 22 93 1c 
5d 51 88 a7 d7 fd 32 c9 49 c0 01 56 
Data Ascii: CXrp`RxSFp 08VH^@:> d`<?\%2zaLWFI8w0U/BOd62]pzOz<Rp2e(@=4L%3L"]Q2IV

2022-04-20 13:11:57 UTC 6241 IN Data Raw: b2 6f d9 1d 98 4c 41 8b b8 ec 95 8b 36 71 51 6a 04 4b 25 d4 bc 55 81 ac 3f c8 ce d8 5b 15 4c e7 a8 54 8a 86 
b2 59 49 a6 43 f0 a1 0f f3 8b c5 68 b2 08 38 b1 a1 e9 48 af 7f 5b 15 f1 fc 1e dd 04 94 08 4b 5e ba 6c 55 d2 0f fc d9 1c bd 
8a 13 be 40 82 ba f4 22 b2 55 15 5a 05 4d 6a d9 9b 2d ad 1a 40 5c 7f 01 fa a0 4e db 9a 97 ec 35 22 99 ba aa 7f bd 82 ab 
92 4b b2 76 3d fd 49 10 fc 46 9b 99 ec 05 dc 76 25 32 70 96 bc 49 f5 8a 82 09 62 45 37 42 2f ed da 55 fc 12 4c ae 28 21 
90 1c 39 b5 ab 68 e9 10 b2 5b e7 57 94 48 3a 84 ec 6a a8 5d 43 45 4d 68 db a5 af ea be a2 63 06 be 49 53 56 76 c3 d5 
ae 64 3e bc f5 67 e7 97 b2 24 93 dd 28 c8 14 7d 1c cd 31 a1 0f a7 b7 92 f2 91 bc 4f 76 a4 e2 d2 1f 5e 80 ba 2c c2 a1 8f 
b2 b9 21 16 c8 8e 72 a5 e2 37 a8 36 4a 9d 24 ef 64 48 a4 
Data Ascii: oLA6qQjK%U?[LTYICh8H[K^lU@"UZMj-@\N5"Kv=IFv%2pIbE7B/UL(!9h[WH:j]CEMhcISVvd>g$(}1Ov^,!r76
J$dH

2022-04-20 13:11:57 UTC 6243 IN Data Raw: f1 91 87 c4 b6 01 97 ba 81 34 9b 40 35 57 97 68 e1 2d 1d ae 7d 6a 4c dd b0 b4 e1 dd 90 9b a1 3c 74 03 5c 12 
20 8e 81 e5 5a a6 14 f4 9f 9b 24 3b e3 02 d0 da df 05 bb 7c 57 27 c0 b8 ba 26 5a d1 68 45 b9 4d f3 a4 26 4d f9 3d f7 ee 
83 62 74 dd b3 2c 0f ce 4d cb b2 cc 73 ef d3 26 15 43 0d dd 36 40 48 5e 00 5a 31 3c a0 fe f9 d0 31 a6 6c 4a 0e cb 16 aa 
c5 77 5d d3 f5 6d 43 b7 74 18 49 c3 a3 fc 58 a4 58 f0 f9 39 04 26 b9 c2 87 15 a0 7e 3c df 81 0f 03 81 b0 7b a0 5d 70 d4 
01 24 2e 66 b7 40 9b 26 75 e4 05 58 41 a0 58 2c 83 00 3e d8 c6 21 30 0d ec cf 09 ac 80 e6 49 0a c2 2c 69 5a cf 8e 6d 
ea 36 fc 82 a5 75 cb c2 ea 24 cf 13 f0 a7 18 eb 42 7e 00 6e b1 16 17 11 0b 02 4b 8a ee 7b 36 d2 d6 41 8b 01 08 db 43 d8 
c0 d9 ae 9c 87 70 8b e0 54 44 23 af f7 09 b8 eb bb 5d b2 69 
Data Ascii: 4@5Wh-}jL<t\ Z$;|W'&ZhEM&M=bt,Ms&C6@H^Z1<1lJw]mCtIXX9&~<{]p$.f@&uXAX,>!0I,iZm6u$B~nK{6AC
pTD#]i

2022-04-20 13:11:57 UTC 6244 IN Data Raw: c3 66 e0 c8 37 77 d0 03 c9 b6 95 21 14 f7 12 f6 87 87 f8 17 f8 89 26 82 a9 1e ee 30 a0 22 dd 31 90 46 10 0d 
18 d6 96 ca f6 36 69 8e 49 5a b5 e3 51 dd 26 96 8e c3 e9 db a8 2a 43 8a cd 6f 60 e2 fc 32 61 39 2e 09 5f 5a d3 e1 30 d6 
73 f0 04 bb 3a 8e 03 9a 24 48 fd 00 69 40 05 4b 93 8d 2f b9 d0 e1 7e e1 45 30 5e c5 74 99 70 79 9f 12 7a 5e 58 b6 7e 83 
f4 a2 df 77 75 90 0b 24 a0 d7 87 20 08 9f 5e bb b9 96 74 3c ff c4 eb 67 fa 19 2c 98 d4 45 2a 1a 21 d7 a6 97 ab a6 ed 40 
b4 a0 a6 1c f9 3a e0 c4 cb 55 42 55 b3 c4 10 2d 4a d3 ea 27 f9 b6 2c f8 22 7f ff 7b 15 79 2b bf df b5 8a eb f8 4e 00 78 75 
0d a0 17 0e 3a 40 ec 7c e6 9f 28 74 24 29 ab 2a 26 60 84 8a e6 f6 ae 81 1e d4 0f 20 64 4c 48 4f 5d 91 c0 8e 9c 12 11 2f 
c9 7d 52 6e c5 4d 8d 1b 00 9d d1 d4 07 00 6a 54 a5 1f 
Data Ascii: f7w!&0"1F6iIZQ&*Co`2a9._Z0s:$Hi@K/~E0^tpyz^X~wu$ ^t<g,E*!@:UBU-J',"{y+Nxu:@|(t$)*&` dLHO]/}RnMjT

2022-04-20 13:11:57 UTC 6245 IN Data Raw: ed c7 d3 1b 09 1e 15 ad 8b c2 78 b9 9a ad ef e2 45 fc 36 66 45 d6 9b 52 c5 fb 40 b2 b7 e9 68 f9 21 9c f7 57 be 
8a df 24 2f ab c9 fb c9 f4 83 64 ab 6a 1b 25 db bb 78 18 f5 a3 bd 42 6b f4 78 58 dc 4e a7 cb 77 93 68 21 45 55 f5 1a 99 e4
e4 63 24 93 95 e2 9d 00 66 b7 b8 59 8f 00 c8 a8 de e5 14 5c b3 90 e0 4b f5 8c a9 b5 44 a4 80 36 c3 68 12 cb 88 a5 7a 
5e f6 dc 6e 19 df 46 58 b0 74 f0 14 d7 7b ad e1 2d 63 b3 49 34 58 8a 55 4b f1 51 bc 20 d7 31 3e 21 24 e7 e5 70 30 88 66 
cb f0 ed 58 3a 3b aa 0b d2 7e 3f 37 d3 a9 b4 12 95 0e ed f7 30 8b e6 23 ec 4a da 8e e2 2d bb 17 9c 4c a7 12 83 29 84 7a 
bf 83 d5 24 86 54 18 8f e3 9b 58 11 13 d5 73 38 95 af 61 bc 18 84 f3 21 cd d4 28 9e df 86 aa a3 a8 7a ae ab f2 35 8a 27 
11 83 97 35 4e f6 44 41 3e aa 5b 31 95 23 e6 a3 87 e4 
Data Ascii: xE6fER@h!W$/dj%xBkxXNwh!EUc$fY\KD6hz^nFXt{-cI4XUKQ 1>!$p0fX:;~?70#J-L)z$TXs8a!(z5'5NDA>[1#

2022-04-20 13:11:57 UTC 6246 IN Data Raw: 1f df 2d 6f ef 6a 6e 34 cb ae ff b3 b8 f9 74 bf fc 74 5f b1 e6 49 56 33 b1 19 4c 7e 96 f5 cf 6b ce 90 07 14 7a 80 
a5 a0 8f be 7d 4b c8 69 f6 f9 c3 a6 a8 fe 72 52 fe f7 db 2f 4b 21 c4 5f 4e ee 3e 97 9f 9a ff 94 9d 0f b7 cb d5 af 6f 8f 3e dc 
df 7f be 7b 7e 72 72 f7 e5 f3 e7 9b db fb e3 f7 b5 a0 8e 17 37 bf 9f 2c 1e d8 7f 52 7e ba fb e7 f2 f6 44 fa 3a ee bc 3d ea dc 
97 b7 ef 97 f7 30 7e 36 ff 58 7e fa 9f b7 47 0d e1 6a 92 ce e2 63 79 77 07 3f de 2e ff f7 cb 6f b7 cb 77 cf e2 8a 60 e0 a7 f7 
cf ee 3e dc fc 13 7e fc d3 fd cd e7 e3 bb 2f ab d5 6f 8b df 60 73 67 cb e5 bb 79 b9 a8 48 d5 2c 00 ef 63 ac 91 1a e6 b4 4a 
0a 9b 67 ac 7d 04 e1 97 16 d9 2c b6 15 ec f7 62 0c 59 6d 9a 7d f8 1c 7c 7e 0c 74 ea f9 c1 da c0 0a 2b db 25 4d 19 a5 c9 
ec 96 95 26 96 e1 77 64 b5 f1 
Data Ascii: -ojn4tt_IV3L~kz}KirR/K!_N>o>{~rr7,R~D:=0~6X~Gjcyw?.ow`>~/o`sgyH,cJg},bYm}|~t+%M&wd

2022-04-20 13:11:57 UTC 6248 IN Data Raw: a3 29 3c 60 8d 2b d7 93 b7 5d 0b 7a e8 b1 e7 34 d8 d9 cf 3d 4a c1 63 24 51 d1 5e 8c 74 c2 79 48 bf eb 63 37 
e3 12 b5 1d cc e5 16 26 3e 14 eb 1c 7c 6c d5 8c fe f7 3c b6 aa ca cc 4a 49 2f 95 f1 2e 37 5e 50 fe c5 8a 1c da 3d 53 87 
6d f8 85 e2 42 e3 e5 d6 8a c1 39 41 82 ca d9 f2 ee 1f 64 1e 5d 62 34 60 9c 74 b5 22 1b c5 f3 3f 4e 02 1e 74 d7 2a ed bd 
70 d2 18 99 b1 e5 29 47 61 2c 03 91 03 45 5b 15 4a 41 98 06 fe 28 2b 40 b8 3f b4 38 f7 63 2d e6 bb f3 7d 7b 29 b1 ed bc 
36 4a 89 1a 1c 8d b7 10 cf 72 6d bd 51 da f1 27 1a 3b 32 bf 24 6a 40 3a b7 5f 1c a9 17 65 44 a6 55 ae bd d0 46 68 61 95 
e1 5d e0 8e 93 63 23 64 75 6a ed b4 32 b9 b7 42 e8 7c 67 19 8d 03 4c 87 ea 14 4e 4c 1e cc 2d 82 c3 53 ee a4 37 2e 1a 
05 9d 38 c3 1f 4a 8c e7 a8 22 da d4 55 98 fc ae a5 14 49 47 
Data Ascii: )<`+]z4=Jc$Q^tyHc7&>|l<JI/.7^P=SmB9Ad]b4`t"?Nt*p)Ga,E[JA(+@?8c-}{)6JrmQ';2$j@:_eDUFha]c#
duj2B|gLNL-S7.8J"UIG

2022-04-20 13:11:57 UTC 6249 IN Data Raw: 6c b4 fc 47 95 a9 82 ee c7 8c 22 7a a9 e3 a7 1d 79 ac cf 5f fe 5f 0b 31 1c 77 0c 7c f5 4b dc a9 cd ad d4 12 52 
77 65 b4 02 1c f8 98 23 5e 26 a2 ec ba 82 99 34 f6 7a 59 95 b7 ac 4e 5e 32 58 9f 94 ca 19 c9 a6 cc 49 b5 4f 83 19 aa fc 
4e b8 2a 29 87 fc bc 2e 7c 0a ef f8 f4 7c 7b 8d 49 e0 54 6d ff 5b 06 0e 60 b8 f7 3e af eb 03 5a db 2c 11 76 d0 f9 12 2e ff 
cf 43 cd d6 a9 1a c0 3a e7 32 95 0b 6b 20 03 63 c1 2c 8a ad bb 1a 74 0f d8 08 e1 42 0a 9a 82 83 fe b9 59 0e c3 97 9f 97 
e6 38 ad 54 05 27 9c ca 73 e5 bd f6 3c da 4f 15 5e 9c 36 da 6b ab 33 c8 aa ab da 82 4e b9 a0 56 39 03 cb 16 db ac 5a 8b 
93 03 03 3b 6a ee fb f9 2c 5c b6 6d a8 87 ad 98 cc 64 da e9 0c 92 1f c8 80 2c 28 7c 3a bc b4 eb 3c 71 bc 12 2e 33 5e 09 
2f 9d 84 8c 55 6e b9 9e 78 c0 e5 ec c3 ad 15 94 c9 
Data Ascii: lG"zy__1w|KRwe#^&4zYN^2XION*).||{ITm[`>Z,v.C:2k c,tBY8T's<O^6k3NV9Z;j,\md,(|:<q.3^/Unx

2022-04-20 13:11:57 UTC 6250 IN Data Raw: 00 68 aa 48 9b e1 98 d1 93 fe e4 a2 98 11 c3 60 5e 30 86 06 87 b4 10 52 96 08 18 4e bb 57 95 17 23 3b 60 3a 
91 1f a8 00 44 25 ec 62 0e 58 9b e7 af ba d3 31 19 c0 bd 52 e8 61 c0 45 97 ba 2f e6 9d 50 cd f3 e3 a2 20 e1 99 ab 31 37 
cf 4f 07 dc 16 b8 c3 b2 66 c4 f5 f0 62 7a 49 46 70 6f b2 fc f6 ed 5f 50 4b 07 08 5b 19 f5 c3 bf 11 00 00 ee 56 00 00 50 4b 
03 04 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 68 69 2f 
03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 
00 00 00 00 00 19 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 68 69 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e cd 1c d9 72 1b 37 
f2 57 b8 5a 3f 6c 52 b2 84 1b 18 6f b2 29 9a 1c c9 8c 25 
Data Ascii: hH`^0RNW#;`:D%bX1RaE/P 17OfbzIFpo_PK[VPK*Q_locales/hi/PKPK)Q_locales/hi/messages.jsonr7WZ?
lRo)%

2022-04-20 13:11:57 UTC 6251 IN Data Raw: e2 4c 32 80 45 42 09 94 ab cf c5 2f 5b 58 d2 67 16 e2 12 d1 26 c4 75 9d e4 0b 0e 2a 56 b2 82 83 83 83 80 8e 
2c c0 22 59 a7 01 1d 0e 4c 57 64 d4 95 66 43 4d d4 95 09 0d c1 bc d5 e0 25 24 03 60 ee e0 6f 01 27 2e 32 34 a3 74 c6 af 
57 60 e6 05 07 ca 6b 40 bd 92 6f 9a 5b 58 6c 50 0c d7 d0 5c 2b c1 14 e0 00 79 0a 93 12 8e 4b 62 91 35 de d5 0a 70 38 
0e fe 09 03 8c 2f 0a 49 ae 47 e9 2b d7 f5 4a 55 a5 09 05 64 26 16 d8 0e c9 89 a1 a5 8d 79 05 42 a1 a5 14 9d 7f b5 d2 ec 
15 2c 10 5e 20 2a 79 59 0b b1 c4 0f 4f 9a 3d 2b 92 73 0e d7 2b 3f 26 32 41 3d 62 a9 88 f2 d1 05 02 cd 70 f4 ca b0 08 71 
8f 38 92 ba 26 81 bb 44 37 73 9c 74 e0 53 2c 11 df c2 ad 49 da 14 6f e8 f6 91 c4 49 04 8b b6 99 98 97 99 8c fe 21 4c cf 
24 da 8d a5 f1 1b 73 8e e9 82 f4 0f 45 6c 4c 78 a3 84 11 ba 
Data Ascii: L2EB/[Xg&u*V,"YLWdfCM%$`o'.24tW`k@o[XlP\+yKb5p8/IG+JUd&yB,^ *yYO=+s+?&2A=bpq8&D7stS,IoI!
L$sElLx

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 117 of 324



2022-04-20 13:11:57 UTC 6253 IN Data Raw: 6a 20 3c d5 fa 78 33 4e b9 b5 32 9a 49 65 40 d9 59 35 b8 a3 0c 99 72 6f 12 85 a8 e0 87 27 25 a2 9e c4 21 a2 
a3 68 c1 fa cb be 74 15 d7 d8 77 22 76 4e 52 44 b0 b7 8d 8c 38 6d 04 e3 10 23 0a f8 b1 30 05 3d 63 ca 91 8c e2 64 9c 28 
dc a7 81 e3 83 83 ff 17 c2 39 89 3b d7 24 a3 3f 78 5c 4d 01 62 2c 0b 0b 72 ed 98 66 90 b9 7d 1d 53 08 46 ec e8 d4 6f 61 
21 09 02 8d a9 6a 2d c0 7d 51 68 92 ff 58 f0 c4 d5 e3 f4 27 42 56 19 3a 35 c6 24 8c 06 f8 ed 8b aa d9 ab 39 e8 2d 24 62 
52 82 fa 92 c9 28 92 93 a6 98 1a d6 83 91 13 40 1f 70 58 4e 81 59 e3 34 37 ff be 25 8e 8d ad f5 f5 da bc 6d 71 a3 a6 96 
61 e0 a8 38 f8 73 6e 0b 90 7c f0 01 09 b5 42 de 7b 97 c5 90 2a 69 a2 62 e5 67 d4 d4 b1 b9 47 32 1c 95 e3 52 e0 02 f5 bb 
30 d9 70 fd 2e 30 b3 e9 23 24 d8 c4 a6 d0 40 d4 51 cd 35 
Data Ascii: j <x3N2Ie@Y5ro'%!htw"vNRD8m#0=cd(9;$?x\Mb,rf}SFoa!j-}QhX'BV:5$9-$bR(@pXNY47%mqa8sn|B{*ib
gG2R0p.0#$@Q5

2022-04-20 13:11:57 UTC 6254 IN Data Raw: ad 02 a1 fa 8b 09 90 fe a0 3f 1f 8e a6 f3 e9 38 39 06 55 aa 4d d6 1f 95 65 ff 69 b7 f7 7c 5e 9e 76 07 27 f3 a3 
41 79 d2 5f 05 44 3d 9c 97 07 74 34 1a 9f ce fb e5 a4 37 1e 9c 91 c7 22 26 91 f2 d0 9e 95 dd 7e 39 5e 85 41 95 3c f2 30 
ce c6 a3 d3 b3 69 42 9e b4 cb 90 07 31 2e 7f 9b 0d c6 65 42 1a aa f1 91 87 32 7d 79 56 ae 61 77 3a 59 90 80 3a 1d 8c c7 
a3 f1 60 78 dc c8 ee 7c 32 7b 5a d1 08 7e 4a c4 98 08 9d 13 80 c3 72 fa 62 34 7e 0e 72 74 74 54 8e 2b 71 7c 31 38 1a 24 
f4 26 52 da 2c a8 dc 01 a9 57 14 65 81 4c ba a7 25 89 0a 35 3a 92 85 f2 a2 e2 d9 fc ac 97 90 26 0d 0b 53 18 a3 d5 55 
d4 e3 b1 c9 b2 b3 f1 e0 bc db 7b 39 ef 77 a7 dd f9 6c d2 3d 2e 09 75 4a 9e 3b 4d c0 4c aa b8 9d 36 2e 54 60 41 af 3f 19 
1d 27 e6 91 a8 ad 11 8b a7 b3 b3 f9 f9 60 32 78 3a a8 85 
Data Ascii: ?89UMei|^v'Ay_D=t47"&~9^A<0iB1.eB2}yVaw:Y:`x|2{Z~Jrb4~rttT+q|18$&R,WeL%5:&SU{9wl=.uJ;ML6
.T`A?'`2x:

2022-04-20 13:11:57 UTC 6255 IN Data Raw: 1f 38 fe a9 df ab 35 cb 57 a2 ba db b5 5c d7 77 3d 5b e6 c4 0e 6c cb 73 4f ef 1e b3 5d 5a 3d 8b 27 75 16 7c 1d 
39 34 3d db 75 fc c0 76 3c c3 23 7b 8b 47 64 89 a8 36 a8 31 72 74 2b f0 1c 1d 69 37 75 53 b7 7c 12 d7 7d 3c 8f b1 9a 75 
ac 65 3b b1 d4 ba 4f a9 d8 f0 47 86 14 16 da 9b f1 a4 33 9a cc 6e a3 fe cd 1b b6 5d c7 2b 86 4c c6 da 95 10 8b 35 d7 ae 
71 e3 9b b0 df ab ae ff dc dc 3d 1e 76 fa 6f 7e 2c 2f 94 3f cf 10 c7 76 cd 1e f9 93 58 cf 79 9a 95 01 34 66 e5 3f 1e 45 92 f3 
24 97 d1 bc 31 ca b8 1b 63 72 d9 2c 2f bf 84 45 6e b0 8e 6e 50 7a b0 cf 9e 9f 5b 52 33 db 3e 9d 66 e7 af 17 ec 6f 5f 0a 
ae eb fa 5f 2f b2 2d 4b 9a 7f 30 ed 29 e5 5f 7f fa 72 f6 94 e7 db ec fd c5 45 56 6c b7 22 cd cf 17 65 6e ce 1f c5 e6 e2 f1 90 
ca 0b 96 64 bf f2 f4 c2 0c ca ee fc 72 a6 
Data Ascii: 85W\w=[lsO]Z='u|94=uv<#{Gd61rt+i7uS|}<ue;OG3n]+L5q=vo~,/?vXy4f?E$1cr,/EnnPz[R3>fo__/-K0)_rEVl"endr

2022-04-20 13:11:57 UTC 6257 IN Data Raw: 6c 45 c2 30 58 68 35 3d 32 b9 4c b1 5b f2 54 ee 58 75 29 3e 5e 15 7d 3e 34 8a e9 59 76 10 60 c4 70 1c 20 33 
9d 1a e6 69 55 8e 6c 59 2d 0c 31 14 9b 35 b4 48 e5 c2 93 fc 8a d8 1d fc 61 79 80 43 b2 e3 af d1 4f 7b ae 76 6c 23 9a 60 
6b 8e 02 bb 00 76 51 59 60 f7 c0 b1 6c 9f 64 eb a8 1a 8e a1 a2 02 7d 90 bb 6d b9 36 86 2a 07 73 95 67 39 34 db c7 33 
92 a8 8d 4c 39 7c f9 36 08 06 a2 4b b7 5d 52 82 d7 3b 09 9e 88 17 29 3f ac 72 f3 3d 62 96 a8 98 b0 cd 77 7d bb 15 9b 1a 
03 8a ef 1b 38 3f 0c 44 92 03 64 5a 36 f5 0c 26 57 96 36 05 50 cd dc 2f 80 99 69 fc 50 84 9b 17 18 29 ab 5d d4 e9 f0 e2 
93 21 ec 11 3a 36 2d 2a 0c 69 9e f2 32 82 9d ff 37 a3 d6 2b b3 54 23 d3 15 69 7d 7d 54 fa 9d d3 51 9e 8a 02 49 81 6c 17 
79 35 25 39 a6 e5 36 3a dd 81 b8 03 f0 99 be 87 d9 1a 60 e5 
Data Ascii: lE0Xh5=2L[TXu)>^}>4Yv`p 3iUlY-15HayCO{vl#`kvQY`ld}m6*sg943L9|6K]R;)?r=bw}8?DdZ6&W6P/iP)]!:6-
*i27+T#i}}TQIly5%96:`

2022-04-20 13:11:57 UTC 6258 IN Data Raw: 88 fd 37 30 6d e1 a7 0f 69 f5 5b 54 52 65 6b 60 e2 46 bf bb 12 6a 1c 79 50 4a a2 f9 85 67 d5 f1 50 9c c8 73 de 
52 a1 4b 7e 94 07 0f 19 7f 40 39 65 e2 6b be e3 a9 76 3f ec bf 93 e7 9b a9 f8 e7 bf 96 f2 14 94 61 4a db c7 f5 d9 54 bf 33 
7e c7 2a 69 2f 5f 9c 78 ba ef 5b 3e 54 ac 3c a1 52 ab 65 a2 eb 92 38 2b 2a 8a 4e 78 cb b9 0b f8 3c 93 b0 5b a5 e6 2e ec 
45 9d d9 68 30 9d 84 a3 59 a7 d7 8b 26 d1 a0 df b9 9d 75 07 77 77 61 7f 32 3e 7d aa ea 05 18 f5 33 ed 45 83 d9 df a7 9d 
db 68 f2 e9 d4 83 0a bd 88 87 6e a7 df 0d 6f 67 1f a6 93 c9 a0 4f 63 a0 ef 98 a8 87 41 7f 82 05 20 8a 70 2c d7 74 ea 44 
35 88 11 27 bd a8 37 eb 0f 26 b3 c9 88 2c 43 25 24 89 fd 65 18 f6 3e 74 ba 37 b3 f0 ae 13 dd ce 2e a3 f0 b6 77 ea 48 75 
10 df ee e8 72 30 ba 9b f5 c2 71 77 14 0d 95 cb 52 
Data Ascii: 70mi[TRek`FjyPJgPsRK~@9ekv?aJT3~*i/_x[>T<Re8+*Nx<[.Eh0Y&uwwa2>}3EhnogOcA p,tD5'7&,C%$e>t
7.wHur0qwR

2022-04-20 13:11:57 UTC 6259 IN Data Raw: 81 e3 05 be e9 99 96 ef 39 81 a9 1f 3f 1d 6e 35 92 7e 7b d6 75 6a 4c a7 09 59 6a 4b f6 61 ee 6e eb 1f 0f a9 b6 
a2 e9 4b b2 d4 9e 68 9a d2 d5 36 d1 52 ba 78 ca a7 53 92 69 8f 5c ac 96 9e 5b 5b 52 f1 cf d5 af 62 6d ac ea fa 9e 6b bb 
ba 65 04 ba e7 1c 2f 1d 95 db 66 b1 39 4d e7 74 46 eb 45 69 50 72 05 b6 e9 db d8 a5 0b 59 df 30 5d cf 32 8e 35 dc 27 33 
ca 57 d7 e6 79 fa 42 56 a4 ca cb 92 9b b1 20 5c 8b 63 9a 86 ad bb be 65 19 d0 a5 5b 8e a4 65 98 2c 69 51 d1 94 66 da 
92 ac 1f ca 5c ec 68 c6 15 95 e7 da 67 6e 57 f1 c4 9d b2 3c d5 d6 05 7f 66 2a 7c f0 44 b4 fa 0f e4 a9 20 e7 62 61 47 0f 74 
ac 6c 7b 86 ee 9b 7e e0 f8 c7 0b 77 77 36 73 09 d7 72 5d df f5 6c e6 36 3b b0 2d cf 3d 96 18 71 7f 2d b9 3d 29 ad a8 10 
f5 75 38 db f4 6c d7 f1 03 db f1 0c 4f 4a 8b 6b 92 2d 
Data Ascii: 9?n5~{ujLYjKanKh6RxSi\[[Rbmke/f9MtFEiPrY0]25'3WyBV \ce[e,iQf\hgnW<f*|D baGtl{~ww6sr]l6;-=q-=)u8lOJk-

2022-04-20 13:11:57 UTC 6260 IN Data Raw: ab e5 b9 16 2a 7c 78 64 d5 6e d7 c0 6d 7c 37 cf 17 64 f6 44 4e b5 c7 1c db 22 9a a0 8f 47 58 8d 6e c8 78 e7 
b6 76 eb cc cd 34 f1 77 80 aa 26 ef 59 b2 81 2e 69 b5 d3 7d 56 51 e1 81 60 89 2d 35 66 9e 1d 86 a0 6a 06 98 12 95 73 
14 b3 a6 42 8a 19 15 dc 1b 65 cf 79 be 8d 49 cc 02 cf 00 7c a2 c7 a3 54 2d 89 7a 47 ac 0b 24 aa 64 13 b3 92 0d ea 0f a0 
b1 18 6e e8 a6 63 01 83 8f 75 dc 15 f9 a2 20 ab c7 64 4a 78 36 b0 df b8 b0 89 1e 86 f1 c6 f6 7c b4 31 d7 36 7c 19 27 b6 
c2 79 d5 71 58 12 6d d9 e4 23 c6 3b 16 eb 8a 20 38 1b a2 1a 7a 04 ca 14 4f 79 a6 81 06 22 11 36 14 54 e3 14 bd ab 49 
0f 44 22 29 85 a7 2b 69 4a 5a e6 db 4c 8c 47 b6 83 d6 e6 63 20 35 eb 41 d1 f1 15 0d b4 d5 6a 8d 01 67 c9 c6 36 f1 05 aa 
f9 ee bb 13 19 a3 8e 68 32 81 69 39 68 76 4e a0 2b 96 d4 de e7 
Data Ascii: *|xdnm|7dDN"GXnxv4w&Y.i}VQ`-5fjsBeyI|T-zG$dncu dJx6|16|'yqXm#; 8zOy"6TID")+iJZLGc 5Ajg6h2i9hvN+

2022-04-20 13:11:57 UTC 6262 IN Data Raw: 45 4c 31 5d fa ba 65 b8 26 7a 0b 86 6d 4f ee f3 7f 8e a6 35 61 15 a5 32 dd b3 17 66 78 1b 71 5b 72 ea a6 fd 
b4 4e cf 35 f3 d4 d6 ae ae b7 3b fd 0e fb f4 b3 30 db 73 3d d3 36 41 51 c0 bd 2c 40 b1 34 e5 d4 03 9f aa 0d ef a6 b8 3d 
a7 3a c8 cc 5a 3d 2b 1e 36 47 19 58 c7 34 c1 64 4d 89 59 a8 e3 2b 26 5d f1 89 08 65 3e 23 27 e0 29 35 91 d6 03 5f 79 
03 a9 3e e5 f6 d1 72 82 20 70 6b 9e 63 db 9e 21 83 41 87 6f e2 81 ff 58 08 25 5c da aa a1 de f7 41 b4 5c dd c3 44 28 61 
c1 48 60 cf d1 a1 a3 7c e8 ce 7f 6c 8e 46 b1 37 88 bf fc 8b 1b b2 62 7b 7f 5d 47 06 e5 b6 18 46 fb 96 0b 7e 16 d8 81 d4 
19 0f 98 a3 0f 92 0b 1a 6d 1b e0 52 8c c6 d9 7f bc ca 36 8c 1e f2 0f 4b 5a 02 b9 f9 63 8b b7 65 f7 fd 89 c8 07 db 35 6c df 
36 d0 d6 d1 db 3d 64 d7 b1 2d bf 1d 8c 7f 8c 2d f8 86 13 
Data Ascii: EL1]e&zmO5a2fxq[rN5;0s=6AQ,@4=:Z=+6GX4dMY+&]e>#')5_y>r pkc!AoX%\A\D(aH`|lF7b{]GF~mR6KZce
5l6=d--

2022-04-20 13:11:57 UTC 6263 IN Data Raw: a3 9b 68 22 15 86 e2 3d f5 03 61 3e 16 62 64 11 84 e1 32 bc 63 28 26 ed 40 f1 92 c1 4e 0b 28 aa e4 2e c5 e5 
44 f3 fc 5d 38 1e 4a 02 aa 97 85 77 02 37 a1 0c 5f 8a b7 a9 9b e7 87 51 24 b5 67 d5 f9 5f f3 fc b8 a7 da 82 ea fc bd 91 b8 
ef df 8c 6f 25 09 d5 7f f3 79 7d fd 1f 50 4b 07 08 5d 1c 7c 4f 11 10 00 00 16 36 00 00 50 4b 03 04 14 00 08 08 08 00 2a 8c 
04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 69 64 2f 03 00 50 4b 07 08 00 00 00 00 
02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f 
6c 6f 63 61 6c 65 73 2f 69 64 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e bd 5a db 72 db c8 11 fd 15 44 f1 c3 ee 16 4d e1 
7e 71 d6 71 41 24 28 c1 e2 6d 49 50 2a a7 5c c5 1a 8a 
Data Ascii: h"=a>bd2c(&@N(.D]8Jw7_Q$g_o%y}PK]|O6PK*Q_locales/id/PKPK)Q_locales/id/messages.jsonZrDM~
qqA$(mIP*\

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6264 IN Data Raw: 59 dc 2a d2 76 93 3c 80 b1 d8 43 9c 14 03 53 c6 cb 2a 96 d6 c9 36 8f 4b de 62 5c 6a 2c a3 35 df 56 7e 99 86 
0b d0 78 04 57 9b 90 eb 87 1d 04 4b e1 9c 8f dd e1 11 79 5c aa 96 82 20 77 11 08 52 ca e3 2c 5f c3 49 1a ee b3 ca 9f 04 
94 48 db d2 a0 cc 13 2e 7a f0 c7 87 3c 2e 6e 97 e3 b9 de 29 a7 16 a5 3c a1 d8 06 b4 cb 27 bd 85 ba 62 18 c2 47 44 85 
86 e1 46 f7 51 96 ef db 92 7f 98 cd 6e 1f 2d d8 52 34 ab 7a 31 2d 69 c1 cb 2f 0d b9 ac 91 50 4b 20 eb 34 ca f8 dc f2 fa af 
19 4f 04 fc 40 d5 3f b2 56 1d 0e 08 b2 25 44 0d b6 20 4c 73 44 63 1d 2e a2 c7 e2 1e 9e fa 85 3f 7d cd b6 51 5b ea 96 68 
b1 ad ea 82 0f d8 3e 2f b9 55 ab 88 f8 5b 98 e5 8f 39 44 20 5b 7d 65 b5 56 58 62 e6 59 61 5b 07 a6 b6 7d 5e 4a a1 1a 8f 
43 f6 1c 90 0d c3 30 fc 5f ac 66 b7 4f 96 18 50 79 ae 42 
Data Ascii: Y*v<CS*6Kb\j,5V~xWKy\ wR,_IH.z<.n)<'bGDFQn-R4z1-i/PK 4O@?V%D LsDc.?}Q[h>/U[9D [}eVXbYa[}
^JC0_fOPyB

2022-04-20 13:11:57 UTC 6265 IN Data Raw: f2 b0 8a 3f c4 b2 2d 6b 8a a9 02 0b a1 fb 2d ca 24 7f 98 9b 91 c1 0b 34 e4 d2 4f e0 2a b6 41 a2 4a 6a 4b 97 
2e af fe 2d 7d 41 63 68 f0 ab 9f ab 87 a2 2d 51 d1 ae a3 78 a1 0c 00 1e 44 4b f6 b1 c7 41 cd 7b c5 f3 5f 1e 6f f3 2c e4 8a 
54 81 2f 55 85 c0 50 29 05 e5 48 88 3a 98 68 10 38 51 81 b3 0a f5 22 3b 36 e5 df fa 18 c6 e5 e4 5e 5a 01 e4 1c c7 31 0b 
b2 43 17 af 08 aa 04 09 86 b6 96 65 6f cb ff 4a 3b ad 00 18 db 06 c1 9a b2 05 c5 4c 4a a5 5b 82 c2 f3 d9 cf 73 23 ff 83 a1 
5c 30 d9 1f 87 e5 d0 43 1a 07 21 5b 33 c1 ca 8e ee d0 d3 c7 83 20 b0 a1 54 a0 76 74 05 fc ca b9 5b 17 a6 6a d9 9f af 19 
ba 45 41 de 16 e9 5a 7a 83 0c 41 9f ac 2b 00 76 a0 bb 85 7d 26 8f 66 51 f5 64 10 86 ad 18 8e 86 e6 cb 86 e6 32 55 7a 8a 
5c 6f e4 f3 ab 14 1b 51 75 50 58 a6 a2 18 b2 cc 93 
Data Ascii: ?-k-$4O*AJjK.-}Ach-QxDKA{_o,T/UP)H:h8Q";6^Z1CeoJ;LJ[s#\0C![3 Tvt[jEAZzA+v}&fQd2Uz\oQuPX

2022-04-20 13:11:57 UTC 6267 IN Data Raw: e0 9b b7 7a fc d4 f3 08 3d 8b ce e5 ea f1 b3 a1 68 09 a2 d3 e6 da e2 66 d4 9f 0d 88 85 e8 2b e5 a7 a7 ff 00 50 
4b 07 08 db d0 86 a4 8f 0e 00 00 6b 2e 00 00 50 4b 03 04 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 
00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 69 74 2f 03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 
14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 69 74 2f 6d 65 
73 73 61 67 65 73 2e 6a 73 6f 6e bd 5a 69 6f db 48 12 fd 2b 5c 6f 80 39 e0 d8 bc 8f 60 66 07 8c 44 d9 9c c8 92 47 87 83 
2c 02 08 6d 89 96 1b 43 91 1a 1e ce 4e 02 ff f7 7d d5 24 6d 45 dd f4 ec 2c 76 e7 8b 2d 5b 5d d5 dd d5 55 ef bd 6a f2 cb 
89 a1 1b 7e e0 db 8e 6b d8 be ef 98 ba 63 78 27 6f b4 2f 
Data Ascii: z=hf+PKk.PK*Q_locales/it/PKPK)Q_locales/it/messages.jsonZioH+\o9`fDG,mCN}$mE,v-[]Uj~kcx'o/

2022-04-20 13:11:57 UTC 6268 IN Data Raw: 67 c3 d9 36 03 1f c2 86 6b 6b 96 21 63 e9 df 80 f5 3a e3 6b d6 64 2b 96 56 b0 2c cb 11 fd 07 ce 9a 53 68 a1 
94 81 60 7f 43 9e 97 9c 95 f4 7f 52 21 ad 95 58 c9 9a 14 11 79 e4 d9 3a ad 05 11 97 f9 be 80 b6 f8 a5 c6 f2 9e b3 0d 92 
25 81 51 5d f1 94 7f fe cc f0 0d b6 ae 41 c6 a0 48 01 6b 8c 18 9c 2a e8 36 4d 76 1c 3b d8 71 92 5a 05 fd 1f c1 bb ab 33 
31 e9 99 16 6b 1b 5a 21 8c cb 5c ec a6 5d f3 29 2d 7a 97 6f 72 2d 29 f7 29 70 12 33 60 76 50 59 8d 8f a7 58 15 f6 57 01 
14 52 32 2f 13 00 07 c6 a6 a4 88 ca aa a0 5f c5 ae 89 2c c3 32 f8 03 5b ff 8e c9 c8 37 8d fb ed 68 33 6c bd 16 e9 4a 31 
68 55 04 2a a3 64 4f fb 2b d2 76 83 e9 d3 4e 5a f1 97 88 6d 62 0a fa b5 c9 c9 4b 8e f5 14 0f 10 9b 4d 41 da d0 b6 16 08 
02 d5 0c 7c 46 aa 59 b2 54 aa 73 04 29 e5 3b 9e b1 46 fb 
Data Ascii: g6kk!c:kd+V,Sh`CR!Xy:%Q]AHk*6Mv;qZ31kZ!\])-zor-))p3`vPYXWR2/_,2[7h3lJ1hU*dO+vNZmbKMA|FYTs);F

2022-04-20 13:11:57 UTC 6269 IN Data Raw: d4 2d 20 ad a7 7b 1e b5 c2 f8 20 61 d4 90 97 6d 66 09 be 6a cc 3c 52 1c 8e 81 d3 42 ef 01 98 96 5b 79 48 ba 
ac de 51 06 d1 45 07 2b aa 64 cd 51 85 88 3b a1 26 9a 58 ed b9 ca 90 33 da 8e 04 5e 26 c4 59 25 ee 62 d3 6f 3a 81 dd 
4c 09 a1 ef eb 96 e1 9a 00 53 74 2b 9e cc 4d 3d 1a 80 98 9f 37 cc 8f b5 50 57 9d 68 df b2 0d da be 64 b7 07 01 9b a7 b6 
76 71 f9 19 b6 0e fd fe ae 9d 0e 9d 94 69 9b a0 43 d0 ba 05 90 91 44 ee 98 ce 1d 6d f4 e1 05 72 c3 ec 5f 93 bd f0 47 39 
4a ba d9 80 63 d3 84 9e 31 25 6a 9b 71 29 ce e8 74 88 06 c1 88 42 37 e9 81 af e6 f7 ee 4e e9 c0 12 18 19 04 81 2b e8 
d4 b6 3d 43 ae 28 1c 2c e5 14 cf ea d6 c4 12 c8 e4 fb a0 6e 57 f7 20 ee a5 6a 1a b6 f0 21 3a fc a7 59 9f ef 11 fe 5a 22 50 
2c f8 af 63 02 48 2e 8b f0 ca b7 5c d0 7c 60 07 12 3c 7f 25 
Data Ascii: - { amfj<RB[yHQE+dQ;&X3^&Y%bo:LSt+M=7PWhdvqiCDmr_G9Jc1%jq)tB7N+=C(,nW j!:YZ"P,cH.\|`<%

2022-04-20 13:11:57 UTC 6271 IN Data Raw: 32 7f af 28 1f c5 eb 58 07 2e 2e c3 c9 05 a4 cb 2a 9e 84 28 9b 1b 69 05 aa bb 5c a5 f9 0d aa 4d 96 4e 8a b7 
28 14 d6 6d 07 20 b7 8a f2 23 32 85 f5 22 5e 8c a3 95 54 18 8a 57 0d 0f 8c 9b b6 10 2d 4b 2b 18 06 e1 35 a1 98 b4 03 c5 
c3 db 27 2f 90 a8 52 b8 14 37 e6 dd f8 eb 70 39 97 0c 54 6f b2 3d 19 8c 43 19 be 14 ef f1 75 e3 e7 51 24 d1 b3 ea 0a ae 
1b bf 9c a8 b6 a0 ba 8b ee 2c 6e a6 e3 e5 95 64 a1 7a 17 fb f1 f1 df 50 4b 07 08 35 c9 27 78 2c 0f 00 00 5d 2f 00 00 50 4b 
03 04 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 69 77 2f 
03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 
00 00 00 00 00 19 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 69 
Data Ascii: 2(X..*(i\MN(m #2"^TW-K+5'/R7p9To=CuQ$,ndzPK5'x,]/PK*Q_locales/iw/PKPK)Q_locales/i

2022-04-20 13:11:57 UTC 6272 IN Data Raw: ec 9e a2 a1 4f cd d5 3c 24 44 ec 4b f5 39 af c9 4b 80 9a 10 2a e0 d3 02 fb 36 26 3a 72 ce c2 d4 2b 15 44 3f c1 
41 75 da 4a 5b 1a 27 ad 68 85 9e ac d0 46 49 ad 04 53 f0 5c 40 be 4c 4a 10 91 7e b2 8b 7c 6e 4d 02 95 0c 24 6b e0 39 
81 7d b2 56 6e b3 5e ac 0c c7 b9 62 80 03 2d c0 db 14 f6 0d 10 6e 12 31 11 ec 03 38 d8 36 d6 fd 03 ba 0b 81 2b 0f 1f 69 
e4 1c 0e 49 fd f8 b2 e1 a2 54 3c e7 cc 8a 32 fa 0b 0a 99 36 fe ec 62 c7 3c a0 e9 c5 11 81 dd 0e 25 71 17 54 e6 ad 1a 2b 
ee c6 6f 40 d6 88 41 c0 79 e0 fb 94 2f d4 7f df c5 77 89 95 7f ae e1 89 2e 20 a1 5d 5c 03 6c 91 8d a3 f8 11 46 11 5c 4f 79 
cb bc 48 84 22 8e 57 36 ba 22 ee 39 15 14 66 b3 89 21 38 af 61 d7 2b b0 2c 38 c7 f1 95 33 b9 5b 2f 43 6e 09 14 a6 31 87 
b5 ab a7 a1 8d 63 6e 3d 87 77 3b 83 eb 50 7c dd f1 83 
Data Ascii: O<$DK9K*6&:r+D?AuJ['hFIS\@LJ~|nM$k9}Vn^b-n186+iIT<26b<%qT+o@Ay/w. ]\lF\OyH"W6"9f!8a+,83[
/Cn1cn=w;P|

2022-04-20 13:11:57 UTC 6273 IN Data Raw: c6 4d f2 5a 13 8d 01 35 68 fc ae fe 3d c5 02 60 b4 82 5c de 33 5a 02 09 7c 4d db c5 2b c3 13 c8 64 e5 8c 0d 
00 48 53 0e 85 24 32 c8 1d 3f 05 65 62 13 f9 6b 0a aa 9c c4 12 4a 43 d1 0a 5e aa 23 67 be b8 37 73 e9 c5 81 af 08 f3 de 
96 9f 23 7b bc fc de e7 ec a1 d4 df ef 98 3d d1 46 5b c0 10 09 87 fc 0a 51 1c d2 ec 56 bf f7 a2 1a 8e 27 b5 e9 bb ad 4c b8 
82 e4 60 a1 6c 13 46 4b 46 18 c3 66 c2 44 7b 20 41 71 d4 3b d8 ac 9f 68 01 b6 a4 52 5a 40 30 e0 77 c6 b2 4d 23 5e 09 
b2 f8 06 5f ef b5 82 3f 06 87 5c fe 
Data Ascii: MZ5h=`\3Z|M+dHS$2?ebkJC^#g7s#{=F[QV'L`lFKFfD{ Aq;hRZ@0wM#^_?\

2022-04-20 13:11:57 UTC 6273 IN Data Raw: 38 5e a4 11 7b e1 ba f1 f8 82 73 ee f6 96 54 f2 7c 16 1a c4 15 31 79 5c 47 78 ab c3 63 1c af 1d 49 1c 05 44 72 
b0 1f 3c bc 4c 1c 3e 82 a8 a0 c2 16 b9 5b 88 52 a1 df d2 76 6d ea 36 2e 91 a8 ca 03 a9 c4 3b 50 09 9b 96 5e 23 57 62 5b 
0c 5a ac 9e 2d fa 43 92 98 13 af e2 b6 c1 93 b6 f4 0c e3 e7 06 ce 60 5d a8 b5 36 4d 98 e0 65 13 11 70 98 82 bc fd cc 86 
88 37 ba 50 0f f1 a5 1c 82 0e 04 6f 06 f0 15 7c 95 41 48 d8 8a f9 bd 21 d0 98 12 0a 94 6f 70 cb df ab 74 d7 c6 46 f7 50 4d 
fe ba 61 cf 24 65 ff a7 2c 9d b8 62 f4 41 f6 1a 5e 0b 6a cf cd 0e f7 cd 40 6d 55 a0 6e 87 6c 7f 4d 01 1b aa e7 99 f5 6b 93 
02 c0 90 24 40 be 94 a5 69 79 f2 0f 5f 36 00 29 af 1f eb cc 27 2d 4b 67 cd c1 12 15 57 00 1c a9 19 07 b2 63 e9 35 26 71 
68 08 c7 74 8a 70 94 c3 31 31 5f bf f5 a9 b5 bf 
Data Ascii: 8^{sT|1y\GxcIDr<L>[Rvm6.;P^#Wb[Z-C`]6Mep7Po|AH!optFPMa$e,bA^j@mUnlMk$@iy_6)'-KgWc5&qhtp11_

2022-04-20 13:11:57 UTC 6275 IN Data Raw: 86 22 54 d1 88 24 79 a2 e5 44 91 18 74 42 f8 15 be f1 49 ad 1c be 0d 43 7c f8 f6 13 b5 72 94 95 01 96 90 9b 
1a 2c a4 08 44 96 53 af b9 c5 96 57 ae 16 c4 52 a2 24 88 12 a0 f2 03 35 1a 11 25 30 9e 82 a7 86 d1 90 2a 54 29 1a 15 
1e 7a 33 3d 98 0d 47 b3 ac 04 36 a1 39 86 93 d2 51 42 a5 7d 0f 4f b3 10 08 13 ff 67 22 4a a4 9f 75 26 53 c8 55 25 e0 cb 
88 a8 1b ce 60 46 49 41 aa 08 8d 9a 7a 19 30 4a 01 80 eb 2f 10 7d c0 4f 63 c9 8b 7a d7 94 22 57 e7 af 0d 71 95 98 41 8b 
d3 e9 8f b2 ec b7 30 99 51 ff 4f 25 4e 84 0a ce c4 fb b7 1b 08 8c 60 af 42 41 c2 61 b8 38 89 5f b2 d1 db 10 10 10 5d d6 38 
89 48 86 a0 06 69 37 10 21 32 04 35 40 13 a7 50 43 93 30 ed 86 ff d4 63 03 8d 09 e0 cd d0 64 a9 b1 a0 38 91 e9 e0 ac 
33 e9 1e 52 46 46 8d 03 50 84 de 0d a7 50 a1 0f c6 67 84 fb 
Data Ascii: "T$yDtBIC|r,DSWR$5%0*T)z3=G69QB}Og"Ju&SU%`FIAz0J/}Ocz"WqA0QO%N`BAa8_]8Hi7!25@P
C0cd83RFFPPg

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6276 IN Data Raw: f2 9a 48 a9 98 42 43 68 ca 5a f2 2e 01 ca 90 a4 a1 56 c1 6a 62 21 4b 4b c5 18 ac 4f ea da e7 73 50 64 3e ca 
41 93 8b f9 cf 9f 3e dc 5e 15 1f 7e be ac eb eb ea e6 19 1d fc 4a 3e 7b e3 d5 11 83 a4 cb 06 21 6f ae cd 97 5f e9 e7 cf d3 
d9 c9 70 92 ff 91 cd be 0c ba 78 6f 32 71 5c 2c ef a4 c5 0e d2 22 34 38 db 80 0e dc 1f 65 f1 e0 0d 2e 6f de 55 57 f7 db e3 
9f 5f bb c7 97 a0 7f 21 a0 36 10 0a fe c7 20 4d 2b 82 d4 db 2e b3 0f 1e 0f c6 17 e3 b0 10 3c 97 50 28 d3 16 cc 66 b9 e2 
0c 31 3c 6c ed 57 86 c0 33 a2 ab dd a5 ed 80 47 00 24 01 9c b8 ec ad 98 95 ce 5d f4 16 48 48 b1 86 bf cd ba 6a 9c c6 40 
45 27 44 73 ae 61 6b c6 39 67 d8 de 3b f5 88 19 4a 04 05 20 a0 2d 94 70 aa a1 16 22 f5 8c 9a 8d 43 03 0d 18 e1 e0 dd 
46 29 a6 8c a0 04 6a 82 a5 c8 1a e0 d9 db a5 e0 1d a0 
Data Ascii: HBChZ.Vjb!KKOsPd>A>^~J>{!o_pxo2q\,"48e.oUW_!6 M+.<P(f1<lW3G$]HHj@E'Dsak9g;J -p"CF)j

2022-04-20 13:11:57 UTC 6277 IN Data Raw: d5 f5 bb cb cb 9b 30 b1 95 8c ab 76 28 28 b9 02 1b 2a 66 b4 06 3c 60 89 a4 48 46 81 de 81 b6 90 4f fb ce 45 
aa 3a c4 bd 6c a8 68 29 dd f0 5f 5a 4b 5d d3 8c cd 4d f0 b3 83 c1 e3 c1 8b 71 43 c4 48 88 5c 6e ac 54 d0 db 4b 95 b6 de 
e7 a3 10 03 06 9b ed 07 40 07 56 33 83 57 ef 1f 1f bf f7 3f dc eb 1c ac dc 3f c4 49 93 57 73 2a 27 85 20 e0 16 9a 29 03 ca 
d2 44 50 f4 b8 ea 5e 69 e1 a1 09 a1 72 01 ce 5c c3 62 42 b1 08 c9 3b 1d 2a 34 7c 1f 2e 4b 52 80 2c d6 70 f8 2f 54 6d 4a 
2c 2a 48 dc 63 e0 67 70 db f1 3a 3a 1e 08 e7 3d d2 d4 a4 8b b6 be dc d2 0b df 83 20 07 eb d2 56 28 25 09 17 0a 82 89 
b8 13 10 a1 50 20 de cb 41 54 d7 ca 78 16 a0 a2 bf e3 5a d6 64 ea c1 72 76 3a 68 05 54 b2 c1 de d1 f0 e6 4e 5b 18 a9 
18 a1 50 ce 99 85 62 a8 2c 7a d6 1b 1b 60 1d 25 ca 78 18 71 
Data Ascii: 0v((*f<`HFOE:lh)_ZK]MqCH\nTK@V3W??IWs*' )DP^ir\bB;*4|.KR,p/TmJ,*Hcgp::= V(%P ATxZdrv:hTN
[Pb,z`%xq

2022-04-20 13:11:57 UTC 6278 IN Data Raw: e9 2c c7 f9 74 f5 fb 72 78 9a 2f 5e ef 53 c0 aa 61 42 61 34 9c 8c b2 d3 d5 f3 e5 62 31 9d a4 3c a4 97 5d 53 0a 
d3 c9 02 04 00 2e b2 b9 93 69 9f 08 36 4e 4c 88 8c f3 f1 6a 32 5d ac 16 b3 44 0c ac 43 4e d6 1f 67 d9 f8 f9 70 f4 72 95 9d 
0d f3 d3 d5 71 9e 9d 8e f7 09 61 d7 dd fa 09 1d 4f 67 67 ab 71 36 1f cd f2 73 54 2c e4 6c ab 9f da 8b 6c 38 ce 66 fb 34 b0 
ce a9 9f c6 f9 6c 7a 76 be 48 d4 93 8e 6f fa 49 cc b2 df 97 f9 2c 4b 54 83 4d 8e fa a9 2c 5e 9f 67 07 cc 9d 0e f7 13 52 67 
f9 6c 36 9d e5 93 93 d6 77 57 f3 e5 73 a7 23 f8 2a 71 63 04 48 25 04 27 d9 e2 d5 74 f6 12 fc e8 f8 38 9b 39 77 7c 95 1f 
e7 89 be 11 ac de 4b aa 4f 40 ec 9d a2 5e 22 f3 e1 59 86 b2 82 9d d3 f4 52 79 e5 6c b6 3a 1f 25 aa 49 f1 4d 4a 63 ba bf 
0a bb 5a 9a 2c 3b 9f e5 17 c3 d1 eb d5 78 b8 
Data Ascii: ,trx/^SaBa4b1<]S.i6NLj2]DCNgprqaOggq6sT,ll8f4lzvHoI,KTM,^gRgl6wWs#*qcH%'t89w|KO@^"YRyl:%
IMJcZ,;x

2022-04-20 13:11:57 UTC 6280 IN Data Raw: 67 39 8e 47 8a 49 9e 6e 7d 8a 69 91 39 64 e2 78 dc 73 5c a0 b1 a0 8d f2 06 94 ad 80 0b 7a a9 0a a7 25 7b 59 
74 cc 2b bb 56 a6 24 b0 e5 5a 3a 73 85 f4 6e ae b1 a0 37 b9 30 b3 71 0b 56 29 69 44 e1 b5 96 b0 11 a1 2d bf 85 fa 50 5e 
d5 54 a6 54 e0 44 1c d1 4a 66 2a 27 3f 2c 82 e3 d6 fa bf e9 72 93 d2 5a e3 ee df 4b 74 4a 2a d9 79 94 46 dc 26 b6 d3 48 
bb b1 00 29 7e 12 ee f2 38 f1 c5 8a 20 80 31 c6 49 e1 95 0f d6 b3 ce c0 93 4d c7 5d 25 01 17 ba 28 7c e1 4c a5 5b 26 18 
ed 8a 3c 77 e7 aa 69 3c d5 56 23 15 2f 40 39 95 33 85 f5 c1 58 27 1d eb 98 f0 f5 23 e3 13 95 e5 9a fa ca ba 13 5d 2b 74 
70 56 80 ca 2b a1 84 f6 5b ce 18 9d dc ca 85 b4 1e 0d 47 ed c1 68 72 de ed bd 7c d4 3a bb be 7e f7 61 d1 7a 71 fd 47 74 
18 be d8 bc fa 5a 18 2b b7 91 58 8f f6 99 94 65 f9 a8 ec 
Data Ascii: g9GIn}i9dxs\z%{Yt+V$Z:sn70qV)iD-P^TTDJf*'?,rZKtJ*yF&H)~8 1IM]%(|L[&<wi<V#/@93X'#]+tpV+[G
hr|:~azqGtZ+Xe

2022-04-20 13:11:57 UTC 6281 IN Data Raw: 99 6e ef ad a6 8f c2 7a c1 74 99 a9 4c 37 8f 38 5f b3 ef 50 30 b2 51 d5 cb d9 e8 3e 3a 78 b8 65 61 e6 53 ef da 
54 c4 bd 4d 31 29 56 8a 04 0d 95 9b f2 92 cd 55 3c 93 b8 d2 41 71 d1 0a a7 79 38 f4 26 5f 8f af b9 c0 87 38 f0 6a 53 64 
3b 0d 98 97 64 3a 5f 9f aa 51 be 6b 14 56 91 48 9b 6c a2 55 38 89 44 8d 15 36 57 d1 4f 8b 8b ed c6 b0 77 09 ef 70 7d fd 
b9 4e ec 10 f5 8f 32 53 eb 9f 06 fb 78 3f c3 48 e5 d9 fa 78 14 cd 4f e9 3e b7 2b 66 23 64 a2 1e d4 5e 27 3e d8 85 65 1d 
48 50 eb 43 06 2a ff 94 12 3d bc 34 11 77 a9 db 4c 9f 04 22 95 04 29 6a 0e 78 45 be d8 e1 36 9b 06 bc 79 a0 ed 8d af 79 
03 bd c6 54 d1 48 e3 b5 10 02 92 5f 07 79 11 24 df 7c eb 33 0b b8 be 3f 23 6e 6c 34 2e 9b 6f 57 8c 39 52 7e 52 bb 6b a6 
8a bf a5 53 16 1a f2 37 5d e5 60 42 59 0d 39 3e 7b 4a 
Data Ascii: nztL78_P0Q>:xeaSTM1)VU<Aqy8&_8jSd;d:_QkVHlU8D6WOwp}N2Sx?HxO>+f#d^'>eHPC*=4wL")
jxE6yyTH_y$|3?#nl4.oW9R~RkS7]`BY9>{J

2022-04-20 13:11:57 UTC 6282 IN Data Raw: 87 1c 98 b9 50 1c f9 49 51 ae 91 ab 2e 0e 1c e1 d8 91 16 61 5e 44 0e a7 78 80 a3 37 42 95 5c 5b f7 5b fb 23 
39 d4 be 9a 47 f8 fe 33 ee 3f f4 95 f5 fc 0d 90 b1 df 3c ce 3e 35 b4 ac 8b c7 0d ab 46 ab 7c be 79 b9 1f dd 21 d9 31 e3 15 
d0 24 1e 16 44 16 ed a5 16 08 20 74 57 08 25 ab fe 33 a4 73 06 60 33 eb 25 91 a7 a1 c8 ad d1 4a a4 9e d8 49 08 38 00 
36 04 a4 de e0 8a 05 84 83 0c 4c bb 2f 1a e7 eb 23 91 f5 58 b1 b0 6e e0 5b 0b 56 19 30 cf b7 a6 1b fa 2e 81 22 8d 6a ea 
23 4e 27 a9 67 4c 12 00 ee f8 a2 ea 43 55 15 3b 69 04 1d 02 c7 b5 53 74 c8 87 cc 26 37 ca a8 ff 42 79 e5 c3 54 67 a9 10 
f6 2c ce ae 30 0e 18 91 86 6c d3 09 e7 aa 79 7c 78 c3 27 6b 18 af 46 fd 6c dc a0 17 69 b9 aa 46 6c 25 58 a4 91 06 f2 57 
7a 07 03 ee 1e ef b0 95 ed d1 3b c9 06 c9 2c 15 0f b7 76 
Data Ascii: PIQ.a^Dx7B\[[#9G3?<>5F|y!1$D tW%3s`3%JI86L/#Xn[V0."j#N'gLCU;iSt&7ByTg,0ly|x'kFliFl%XWz;,v

2022-04-20 13:11:57 UTC 6283 IN Data Raw: d2 ef 93 08 c6 54 03 f2 04 c6 bd 2e 40 85 f3 f3 ee 59 97 e1 09 77 5f 0e 47 ab d3 1d 9e b4 07 9d 4a 52 a7 dd c1 
45 9b 33 45 ee 46 52 8e d6 69 b7 57 d6 ee 65 02 96 dd 63 82 0f d7 f1 e7 08 d5 34 32 41 9e a9 9b 72 24 7a 6d 0a bf e8 
53 e5 b8 95 fd 97 d4 c5 d3 87 04 71 2b 07 65 e5 60 99 73 73 37 27 71 04 32 cb b9 27 58 e5 96 d7 a6 46 7c 29 93 a0 64 
09 70 f1 81 9b d1 cc 12 18 8e c1 52 a9 37 e4 aa 15 1c 8d 1a 0f 3d 1f 9f 4d fa 83 49 59 01 1b aa 8e f4 8e df 2c a1 4a bf fb 
af 4a 0a 84 99 87 03 67 89 9c 96 ed d1 18 62 55 05 f8 4a c6 eb d2 5b a3 b2 a4 20 54 50 a5 e6 9e b7 95 a5 00 c0 f5 6f e0 
7d c0 4e 73 c1 8b 7b d0 1c 47 2e c6 af 2d 7e 95 b9 e3 21 4f e7 74 50 96 ff a0 c1 8c 7b 00 77 9e 08 e7 9c 99 47 f0 6d 21 
30 00 59 d1 83 d0 5b 29 f2 24 fe 56 0e 5e 52 40 c0 d4 fb 
Data Ascii: T.@Yw_GJRE3EFRiWec42Ar$zmSq+e`ss7'q2'XF|)dpR7=MIY,JJgbUJ[ TPo}Ns{G.-~!OtP{wGm!0Y[)$V^R@

2022-04-20 13:11:57 UTC 6285 IN Data Raw: 7f cd 17 a2 f1 05 b1 56 d2 17 5d 0f fc 0f 0d a5 1d 97 cc 69 66 ad 50 4e 70 4e 55 9d aa f6 71 ce 6d d9 c8 38 95 
19 86 ec 44 76 1b cb 9c 54 a9 8c af 2b be ec dc 84 82 af cb 2c 22 42 54 20 1c c4 91 3c 99 d3 99 10 50 90 a0 c8 e7 4b d8 
6d 32 9a c0 70 cb c5 93 8f ef 3f dd 15 ef 9f dc de dc dc d7 0f cf f8 e0 67 f6 39 14 3b 5f 52 b5 af 21 00 0e f9 e5 67 fe f9 f3 
6c 7e 36 9c 4e fe 91 cf bf f8 97 57 c1 a5 37 e5 80 7a 5a a4 4f fb a5 62 47 03 de a2 4b 9f f0 ed c3 db fa ae 5f fe 8f 5f 93 ff 
12 ed a0 14 2a 2b e3 70 3b f0 4b 67 8c 40 9e d2 da 4d 03 a6 4f 07 e3 ab 71 14 44 c0 30 0e c0 72 30 9f 93 99 14 94 07 58 
5d 9d f8 32 6f 3c 5a 89 42 b5 c8 5a f1 4d c0 1f cd bc 87 6c a8 6a 96 57 de c3 da 86 42 67 6d 07 98 84 05 ae 31 66 a4 34 
78 97 90 52 0a aa 94 b3 f6 69 ce 14 07 10 
Data Ascii: V]ifPNpNUqm8DvT+,"BT <PKm2p?g9;_R!gl~6NW7zZObGK__*+p;Kg@MOqD0r0X]2o<ZBZMljWBgm1f4xRi

2022-04-20 13:11:57 UTC 6286 IN Data Raw: 16 2d 8f 06 0a a0 5d a0 3a df 06 39 b7 a3 d7 2e 63 da 55 a2 48 36 63 7b cb 23 75 8c f8 ad b9 da 61 79 0c f6 
3d a4 cb 58 52 6f 0f eb 61 b3 d6 4c 33 a9 d0 06 82 bf 08 ff 13 c5 5c 74 68 42 75 a0 67 e0 5d 36 ac c6 2f b6 16 ec 64 35 3f 
ef 90 c2 43 b8 f5 c9 3a 88 2d 8a ff 20 db 9f 2c 36 6b 40 73 87 c6 0a 85 1f db 46 4f ea a8 b9 7b d8 f1 3e af d9 f6 2b 07 68 
e0 ed f9 27 ff 89 0d 3e 2a f4 8f f1 3d 99 83 3b a4 33 f0 8f 65 9a 81 3f 7c 3d 07 10 c9 a7 17 51 dc 00 d5 e1 55 cf ee 60 28 
e1 34 49 f2 1c 8b a5 38 c0 91 f2 1b ad 8a d8 c9 42 33 ba 67 cd 11 1d e0 06 e0 5c 8a c8 a4 c6 38 ac cd 3e 9f 74 02 2b 46 
08 5a 85 28 e6 84 6d fa f9 59 c3 f8 65 a7 c4 22 7e fd 04 28 8c 04 b6 48 ca 37 df 86 a1 61 4d 19 43 26 73 14 30 6e 1c bc 
85 c4 22 d6 44 91 9c 0e 6a c4 60 ff 9d fd 4c 43 
Data Ascii: -]:9.cUH6c{#uay=XRoaL3\thBug]6/d5?C:- ,6k@sFO{>+h'>*=;3e?|=QU`(4I8B3g\8>t+FZ(mYe"~(H7aMC
&s0n"Dj`LC

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6287 IN Data Raw: cf da d8 5d 2f 56 cf bd 8d f0 a7 24 8c 09 e6 90 28 9c e6 cb 57 b3 f9 4b c4 d1 e9 69 3e f7 e1 f8 6a 72 3a 49 ec 
4d 90 cb 5e 55 7d 1b a4 ee d3 f6 2a 59 0c 2f 72 72 29 d4 00 b9 57 cb 2b ef b3 f5 e5 28 31 4d 0a ed a9 8e d9 a1 14 75 69 
25 11 bb 9c 4f ae 86 a3 d7 eb f1 70 39 5c af 16 c3 b3 9c 48 a7 e4 e2 48 a2 66 e1 f9 16 5d 5c 28 3c a3 e5 cf 67 67 49 79 
24 7a 47 42 78 b9 ba 5c 5f 4d 16 93 e7 93 10 64 bd 2e 25 ee a2 a6 da 66 a7 cb 57 c3 79 7f e4 53 c8 9a 68 59 4d 5f 4e 67 
af 12 59 aa 95 4f 64 af 26 e3 bc bf da 13 9c a8 47 c3 e2 62 36 5b be 98 e6 8b c4 aa d4 bd e8 44 c9 eb 3c 05 2b e2 be 59 
90 5b 9c ad 4f 51 90 11 bd cb 19 b0 66 91 94 2f ea b8 bb 95 84 a5 50 6d c6 f9 74 92 56 2c ea 84 7f 5f 6e 39 b9 c8 b1 e0 
24 f1 88 d1 73 2b 78 11 d0 6c 9a 8f 96 cd aa 13 fb 10 
Data Ascii: ]/V$(WKi>jr:IM^U}*Y/rr)W+(1Mui%Op9\HHf]\(<ggIy$zGBx\_Md.%fWyShYM_NgYOd&Gb6[D<+Y[OQf/PmtV
,_n9$s+xl

2022-04-20 13:11:57 UTC 6289 IN Data Raw: 15 52 17 79 be 5c a7 da 07 88 36 62 6f a2 a4 d7 ac fd a1 95 1c 0f c3 e4 cd 77 fc 07 fe f1 08 96 6d d7 e4 36 fd 
92 af 17 69 51 72 93 5a 31 fe e5 36 cf aa 34 ab 98 7d 6f 0c be 93 56 58 fa d9 e4 3f 3f 9b 28 2d b0 f6 16 28 35 d8 47 4f 4f 
1d ce 9a 6d bf 1c fa eb fb 53 f2 ef cf 75 aa eb fa f7 a7 e5 96 64 ed 17 a2 7d 29 d2 bb f7 9f 8f be 54 d5 b6 7c 77 7a 5a d6 
db 6d 5e 54 27 4b ee a1 93 db 7c 73 7a bb 73 f1 29 c9 ca 9f d3 e2 d4 0c 78 96 7f 3e d2 2a 52 2c d3 0a f2 b3 39 82 64 f5 
f9 a8 55 cc 1e a2 dd ae 49 59 e2 c7 22 fd 6f 4d 8b 74 f1 56 58 04 c1 6c f9 b6 fc 92 ff 8c 1f ff 51 e5 db 93 b2 be bb a3 b7 
14 9b eb a7 e9 62 4e 6e 99 2a ee 02 e4 82 e3 39 a6 8d 67 7a 96 a9 7b ae 21 47 1a 32 7d 8d 53 a7 da 0a 86 66 b0 89 d0 
77 bf fb 18 95 5e 36 7e ed 18 4c 71 0c 0a 33 95 
Data Ascii: Ry\6bowm6iQrZ164}oVX??(-(5GOOmSud})T|wzZm^T'K|szs)x>*R,9dUIY"oMtVXlQbNn*9gz{!G2}Sfw^6~Lq3

2022-04-20 13:11:57 UTC 6290 IN Data Raw: 2e 8d 4a 6f 5b ae 8d 46 d2 41 2f e9 59 8e ec f5 83 2e 32 4b 59 98 ac 88 88 ef 8a 4d 01 a8 d0 65 b2 3e d4 b7 
51 7a c0 30 75 db 95 02 f3 8a cc 01 3a c0 73 86 36 9b f4 b0 97 df f7 c4 31 9e 54 6a f7 34 e5 d9 8d a7 ec 80 8d f9 ec 45 fb 
f7 5c 10 4e b4 1f 53 aa 15 00 19 2a b0 69 2e 70 1c 8c 59 88 02 b4 59 4c 92 07 3c 05 5f 50 59 d8 98 61 07 ae 04 4f 26 5b 
d8 01 dc 6e 22 e3 45 07 da ea bc 05 7d 2f d2 e7 76 f3 e4 8f b4 95 af f4 8d 6d 3f a2 70 ea eb 6d e1 ef ec 04 ab 22 af b1 6d 
f4 27 79 d5 74 84 8e 69 b9 6d 43 e2 80 fe 01 ee 4c df f3 00 50 81 ee 18 52 30 83 a1 d0 0d 3b 4e 21 e0 39 0e 9b 11 38 01 
68 1b 18 80 cc c3 f8 3c a1 25 9d 1f 7a 42 0c 7c 0b cf f2 41 bd c0 43 c0 59 a4 d0 09 9b 7a 44 19 ab dc 6c 69 0d 6b d9 44 
a9 73 7e f0 08 66 8b 48 bd af b3 25 70 82 c5 2c e2 
Data Ascii: .Jo[FA/Y.2KYMe>Qz0u:s61Tj4E\NS*i.pYYL<_PYaO&[n"E}/vm?pm"m'ytimCLPR0;N!98h<%zB|ACYzDlikDs
~fH%p,

2022-04-20 13:11:57 UTC 6291 IN Data Raw: 82 48 88 d2 7d 33 4c 8e d9 4d e6 b6 b9 d6 4f 8b 07 44 03 0e bc 25 e4 a4 58 e4 62 9e 96 84 63 4d dc 26 8b 19 
67 b0 f3 7f b6 dc 7f 9d 80 dd c2 79 ba ef 5b 3e 5a 02 36 fb 93 5b 8e dd 5c 6a e7 b7 ae 4d 7b d6 89 76 d3 78 94 b3 a3 d7 
c7 4f d7 51 2f 0e 67 a3 c1 74 12 8d 66 61 af 17 4f e2 41 12 5e cd ce 07 d7 d7 51 32 19 1f da a1 ba 62 95 f5 4c 7b f1 60 f6 
d3 34 bc 8a 27 9f 0e 35 a8 d0 55 d2 70 1e 26 e7 d1 d5 ec 6c 3a 99 0c 12 d9 06 f9 0a 53 d6 30 48 26 d8 00 ac 88 c6 6c 4f 
87 4a 54 fd ac a4 a4 17 f7 66 c9 60 32 9b 8c a4 6d a8 f8 b6 24 df 8f a2 de 59 78 7e 39 8b ae c3 f8 6a d6 8f a3 ab de a1 22 
d5 bd 48 b7 a2 fe 60 74 3d eb 45 e3 f3 51 3c 54 6e 4b 31 20 eb d6 f6 21 0a 7b d1 e8 50 87 8a 50 76 eb 18 8e 06 d7 c3 
89 e4 1e b9 7f eb 56 31 8a 7e 9a c6 a3 48 72 8d aa 73 
Data Ascii: H}3LMOD%XbcM&gy[>Z6[\jM{vxOQ/gtfaOA^Q2bL{`4'5Up&l:S0H&lOJTf`2m$Yx~9j"H`t=EQ<TnK1 !{PPvV1
~Hrs

2022-04-20 13:11:57 UTC 6292 IN Data Raw: bb 54 ab a4 89 be e1 ff ac b5 6d b2 13 4f a0 4f 49 bc d5 e8 fe 91 6e 9e d3 a7 72 cb be 3d 27 f9 86 2e ea 7b 33 
ba ce 8b 32 4b b5 a7 0a 6f 91 97 1c ce 58 ac 37 e5 6f 42 1d 28 e2 78 ae 63 39 c4 d4 7d e2 da 97 da 44 71 c6 65 96 71 8e 
d5 64 94 eb 46 77 94 03 58 86 67 c1 30 0e 64 3d dd 70 5c 53 bf 44 78 48 56 71 0a d5 e2 dd 96 ab 2e 00 17 02 c1 36 0c 
dd 22 8e 67 9a 3a 70 88 69 4b 08 83 38 39 ac e2 67 be ae 5c 4b 0e cf 71 b2 4a 0b 2d a7 0c 95 2d be bc d1 fa 7c 91 ab 
43 79 ad 89 07 55 cf 31 93 5d 12 17 da b3 70 43 06 ac 1b f1 60 9b f8 04 4f b6 5c 9d 78 86 e7 db 9e ac fa a5 d2 8f b9 ec 
52 c7 74 1c cf 71 2d 66 48 cb b7 4c d7 91 17 f0 4c 13 28 4a b7 62 cd 1e 81 d9 0d d7 72 6c cf b7 6c 57 77 a5 98 9a ac 2b 
4b 9b cb 72 2b 1e e3 d9 c4 f4 5d 9b c0 51 06 31 88 e9 c9 ea 
Data Ascii: TmOOInr='.{32KoX7oB(xc9}DqeqdFwXg0d=p\SDxHVq.6"g:piK89g\KqJ--|CyU1]pC`O\xRtq-fHLL(JbrllW
w+Kr+]Q1

2022-04-20 13:11:57 UTC 6294 IN Data Raw: 98 fc 6e 99 9c 56 9d 5c db a7 f8 9a 08 ed b6 b5 81 56 07 f0 f3 a3 6d ae 1b 5e ca ba e6 5a 78 01 0e 62 2a 0b 
b6 09 1d 33 ad b1 6b 6d 47 6e c5 c6 40 4f 30 44 99 95 b5 08 4c b9 2a d7 f8 9d af 6f 4d 37 7b 3e 0e f0 c4 c0 c8 66 82 47 
a0 5a a1 8f 23 39 4c 89 66 33 ca 5c 97 7c 84 4b 35 e3 e0 f2 a9 ee bf 09 2c 07 f3 89 6d b2 4c 25 86 6d a2 f4 49 83 1b 0f 
4a 31 87 70 a6 6f 19 e8 13 18 6d 2c d7 43 ab 70 2c dd 93 72 f3 58 d8 f6 59 7c 10 0c 8d 0f 2f 22 b4 61 b2 7d 46 f3 26 0d 
58 a8 c1 6c 48 56 9a 88 44 2d f2 f3 09 a8 3c 3c e2 1a 1b 7c 10 5e 3f 34 0e 59 36 9a 87 87 79 d4 a8 86 42 db 93 db 52 b0 
67 0f 8c b5 dd d9 3c 76 fe e0 1a b8 19 58 7f ec d9 ae 8d 4a ee 1b a6 8d d6 62 fb 44 7e f6 79 2f cf b1 78 e6 1f b8 1a da 3c 
d3 ac 4e 7b 36 a2 26 79 22 12 b6 38 d7 ad ae 4e 0b 5a 
Data Ascii: nV\Vm^Zxb*3kmGn@O0DL*oM7{>fGZ#9Lf3\|K5,mL%mIJ1pom,Cp,rXY|/"a}F&XlHVD-<<|^?4Y6yBRg<vXJbD~
y/x<N{6&y"8NZ

2022-04-20 13:11:57 UTC 6295 IN Data Raw: 11 a0 3d a5 6c 13 b4 76 79 9d 44 a0 e6 eb 26 1f 84 d3 31 c2 7a c4 d4 1d 03 bd 0a f3 bb 2b 13 8b 1f 61 7b 2b 
ca 3d 2c 12 1b c9 ab 22 7d f8 f9 27 ac a3 3e 2d a4 db 6b cd b8 b6 f8 4d 77 ef 0f ec 11 76 f3 ed e7 5a 41 d7 71 0d cb 00 fb 
01 93 33 51 c8 db 46 ee 4a c5 46 af 4a 13 d0 ab cb c8 e3 9d 8d 25 12 9b cf 74 c0 1b 06 18 af 21 11 93 28 6e f7 a7 47 3c 
c6 66 40 6c 2a aa 4d 7c 4f 12 0f 2a 5a a8 d8 7e f6 d0 98 7c df 77 2a 5e 64 59 ae 2e d7 83 f1 91 03 29 ce 52 3d b3 ea 02 
9e 07 7a e6 10 17 d3 a5 54 0b ba 17 f5 f9 b2 f4 55 c5 a1 65 8f f0 4c e5 e4 cf ed da 8a a5 fd 79 6d 1b 6c dd 64 55 da 33 
1d 10 38 df f2 a5 56 79 c2 2c 3d d0 62 10 71 4b 07 e3 62 3c cf 52 a7 0d 66 72 36 0b 51 04 22 02 bf 09 28 74 d8 6b 6d 81 
22 dd 9e 51 bf 37 34 79 e0 c0 ba e5 59 3a ba 3b 5a bc 
Data Ascii: =lvyD&1z+a{+=,"}'>-kMwvZAq3QFJFJ%t!(nG<f@l*M|O*Z~|w*^dY.)R=zTUeLymldU38Vy,=bqKb<Rfr6Q"(t
km"Q74yY:;Z

2022-04-20 13:11:57 UTC 6296 IN Data Raw: 90 9e 46 d3 7e 38 97 12 43 f1 9a fa 89 30 1f 0b 31 b2 08 c2 d0 09 46 ac 8a 49 2b 50 bc 7f d0 a0 80 a2 4a e6 
52 1c 31 d4 f7 8f 82 d9 44 12 50 bd aa db 08 f4 03 b9 7c 29 5e 64 ae ef 9f 84 a1 d4 9e 55 3b 7f f5 fd b3 81 6a 09 aa 5d f5 
5a e2 61 d8 9f dd 4b 12 aa ff e4 f3 f2 f2 7f 50 4b 07 08 98 9c 1d 6c 39 10 00 00 51 36 00 00 50 4b 03 04 14 00 08 08 08 
00 2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 6d 6c 2f 03 00 50 4b 07 08 00 
00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 
00 00 5f 6c 6f 63 61 6c 65 73 2f 6d 6c 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e dd 5d 5b 6f 1b 3b 92 fe 2b 5a 4f 1e f6 0c 
1c 9b f7 4b 76 ce 1e 28 56 db d1 c4 96 3c ba 38 c8 20 
Data Ascii: F~8C01FI+PJR1DP|)^dU;j]ZaKPKl9Q6PK*Q_locales/ml/PKPK)Q_locales/ml/messages.json][o;+ZOKv(V<8 

2022-04-20 13:11:57 UTC 6297 IN Data Raw: 05 2d 76 44 4f 48 73 20 02 7a fc 43 8c 46 02 9c 4e c8 b5 a1 22 0e f9 02 4e 45 be 3c 10 8a d0 44 38 00 d0 8c 
59 29 2d cc 57 48 09 fa 9e c7 f2 a9 27 bf 8c 54 38 53 1c 90 b8 f5 00 77 b9 05 90 47 2e 04 9e 4e 58 0e 1b 04 01 21 56 81 
10 2b 56 ed 68 e0 24 58 38 67 8c 30 4e 71 26 19 74 48 77 55 31 16 23 ff 16 3a 43 e6 2f 1b 4d 31 14 86 a6 08 7f f3 d8 09 
00 f7 de 5e 1c bb f4 60 3e ad d3 30 76 0e a2 a6 1e 80 03 b3 c1 64 5c a3 24 64 6a ad 37 ac af b1 60 bf e1 d3 03 0b 7d 6e 
a5 72 ba 4e e8 64 90 af 40 5d 81 7f 13 1c a4 41 7b e9 4b ed 24 a5 09 47 f0 b6 c5 f8 e6 59 22 4f 54 1b 20 c4 97 60 5f d2 
c9 b6 65 45 2b c1 14 4c 15 c2 45 26 25 70 9e 9c 6c c8 5b 10 4e af 6c 01 2e db c1 3f c2 80 54 7b 2f f3 31 40 b4 f4 57 55 
4b c5 20 12 f1 10 fc 59 10 57 88 ff 4c 46 ad 50 9c 83 a5 
Data Ascii: -vDOHs zCFN"NE<D8Y)-WH'T8SwG.NX!V+Vh$X8g0Nq&tHwU1#:C/M1^`>0vd\$dj7`}nrNd@]A{K$GY"OT `_eE
+LE&%pl[Nl.?T{/1@WUK YWLFP

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6299 IN Data Raw: 57 1f 9e 1e 7e 78 d4 fa e0 15 45 3b 3d d8 5d 2d f6 5b 97 71 0f 93 52 8a 31 e0 99 30 0e d6 ca 32 c5 e9 c2 df 
16 af f1 de 5e a7 4e e2 c4 0d 15 89 7d 87 11 26 8a c5 1f 98 50 d9 ac 40 5a 2b 60 95 77 12 fe 05 e0 cd 99 a7 f9 e4 92 b0 
3e dd ca ca 71 8b 28 3c 6f 95 7a e0 97 e8 ad bc bc 5d ae b3 ac b2 e1 35 51 37 fd 93 82 29 42 82 6b f8 16 79 6d 34 93 ca 
80 05 63 65 65 a6 32 6b 8f 41 64 d7 7b eb 29 f1 fc 8c ee 25 53 a1 55 4e 2b 27 78 c6 ee 33 b1 3f 9f 1c 27 b9 4f 02 d2 b2 
2e b9 54 bc 96 48 a7 8d 60 1c 80 ba f0 00 35 8d 27 8f 70 44 c5 62 8d 4a b5 f7 84 37 da bc db 12 b1 d7 24 42 b1 43 74 f7 
bc d1 89 16 02 c1 d8 b0 b3 5c 28 af a2 bf 04 86 18 0f 9a 29 bd 05 55 75 4c 33 2d ba aa d2 1f cd f3 80 87 38 3c 09 03 b0 
10 95 83 89 28 13 86 20 b5 c2 6b 52 6e 03 84 e3 1b 73 13 
Data Ascii: W~xE;=]-[qR102^N}&P@Z+`w>q(<oz]5Q7)Bkym4cee2kAd{)%SUN+'x3?'O.TH`5'pDbJ7$BCt\()UuL3-8<( kRns

2022-04-20 13:11:57 UTC 6300 IN Data Raw: 63 a3 00 e9 fb cf aa a4 29 c2 14 17 d6 c5 ff bd b3 d3 d1 6e a6 15 4e 54 b4 a0 60 e4 da 2e 4a d6 63 13 85 35 
e9 7b 53 78 a3 fe 14 ef f0 bc 45 c2 75 d9 5d 29 b0 0a 5d 31 c7 eb 72 c7 dc 95 14 f1 8c 43 79 bf 8e 65 ce 49 27 c0 3e 83 
a1 a6 f7 57 ff 4f 94 a8 62 73 4f 44 d5 0c cd be 75 13 e0 8f 2f 4e 3e 29 06 c3 fe 62 32 9e cf 8a c9 a2 3f 18 0c 67 c3 f1 a8 7f 
bc 38 18 9f 9c 14 a3 d9 74 95 e5 d4 45 53 29 9d f9 60 38 5e fc 6d de 3f 1e ce 5e af 52 a0 20 67 42 e1 a0 3f 3a 28 8e 17 
cf e7 b3 d9 78 94 8e 21 bd 87 29 a5 30 1e cd 60 02 30 8a 62 5a ce 69 95 08 55 76 92 10 19 0c 07 8b d1 78 b6 98 4d 92 
69 50 db 37 49 fb c3 a2 18 3c ef 1f bc 5c 14 27 fd e1 f1 e2 70 58 1c 0f 56 09 51 57 4d e4 09 1d 8e 27 27 8b 41 31 3d 98 
0c 4f c9 69 11 55 bb 79 6a 2f 8a fe a0 98 ac d2 a0 32 
Data Ascii: c)nNT`.Jc5{SxEu])]1rCyeI'>WObsODu/N>)b2?g8tES)`8^m?^R gB?:(x!)0`0bZiUvxMiP7I<\'pXVQWM''A
1=OiUyj/2

2022-04-20 13:11:57 UTC 6301 IN Data Raw: 59 fd 55 f6 e0 e1 b0 73 c0 05 97 85 b6 85 13 56 48 67 75 21 18 05 8b 9b 16 96 ac 61 29 d6 7e 16 8b fa 1b 57 
3f a9 fd af 1d f4 9f cb 76 5b a1 fc e6 f5 cf cc b4 ab 03 d4 eb fa 9b 95 df ad 7e 48 38 bf a2 86 e7 7f f0 84 b1 76 81 df 87 2f 
10 6c e9 d6 1f 92 18 19 b5 be 58 d5 e8 49 8b be 5f 75 e8 dd 02 25 0e 91 e8 7f 6e 88 fb 25 b0 16 98 6a 9c 35 ca 30 c9 0b 
66 35 79 4a bc 5e 8f 08 0b d8 16 e8 f4 ac a7 c8 e3 63 10 19 e1 10 95 70 0a 64 c1 c0 93 8e 0b 63 25 a7 b6 22 c0 af d6 51 
e0 d2 9f cc 0a d1 e6 d0 d9 23 3a e5 d2 6f ae 85 e0 8a 19 27 25 07 14 98 d4 e4 e6 1e 56 74 98 18 1d 83 58 ca 34 12 02 
d3 a2 10 1d 63 10 b0 eb 44 2e ed 11 16 3d d9 4a 58 2c 55 5e 56 38 42 2a 62 3b 7e e8 1a 51 be 5a 97 1e 42 0c e4 f2 28 
70 46 03 31 c0 1a 65 39 73 c2 15 da e5 8f 25 1c 85 43 db 
Data Ascii: YUsVHgu!a)~W?v[~H8v/lXI_u%n%j50f5yJ^cpdc%"Q#:o'%VtX4cD.=JX,U^V8B*b;~QZB(pF1e9s%C

2022-04-20 13:11:57 UTC 6303 IN Data Raw: 96 36 94 cc aa a4 48 20 45 a2 20 02 d5 a2 02 75 e1 1c 0b c4 bf a0 c0 57 eb 6c 8f d4 55 e1 80 23 f0 fd 0a 41 0f 
67 ee 1f f2 75 85 a8 40 b0 b7 77 8b cc 4a 14 64 b5 8f 06 31 c0 9e 69 0b f9 ff 92 ed a1 0e da 33 c7 b5 52 44 99 3d bc 0f 
d6 07 af a2 76 5d ae 72 88 35 b6 62 d9 12 d7 c8 c4 bf 42 96 4c e5 0d 55 2c 1b cb 99 1e f6 e5 51 c6 74 51 1e 03 9f e0 82 
e6 50 94 e9 45 aa 8d 74 be 41 36 51 d5 68 07 2c c5 3a 03 7b 27 b1 8f ab 78 98 de 2d 65 5b 96 b2 00 89 8a 20 fc 00 46 
79 27 af 73 88 85 12 fb 0c c2 ef 59 84 a6 67 85 6b d1 8c bc 55 20 12 2d 48 9d 41 a8 91 23 21 8e 2b 9f a9 0d 64 eb f4 fa 
e3 8f 0d 5b 6a 68 58 22 7b 3e 1a fa a6 26 66 17 09 08 15 39 77 b8 af c8 fb af 44 64 24 71 8c 8a 43 e0 28 46 d9 d6 16 88 
f6 0b e5 bc 9a 0b 69 68 8e f3 84 28 ad da ac 5d d8 69 53 
Data Ascii: 6H E uWlU#Agu@wJd1i3RD=v]r5bBLU,QtQPEtA6Qh,:{'x-e[ Fy'sYgkU -HA#!+d[jhX"{>&f9wDd$qC(Fih(]iS

2022-04-20 13:11:57 UTC 6304 IN Data Raw: 12 c1 58 5a 32 21 c4 34 3b 58 65 0c 57 10 28 14 5c 58 e1 b4 64 84 ac 22 cd 45 eb 1f e1 60 10 22 99 54 39 4c 
8b 99 02 42 7b 2b 65 01 51 3e 18 1f 57 30 5a c0 17 48 e2 50 c8 10 c6 93 3c 82 5f 67 34 71 f9 d1 b4 16 46 26 b3 22 4d 24 
16 45 07 ad 1a 10 61 63 68 c5 e2 a6 d4 b6 18 80 50 ed ff f3 0b b3 d7 98 32 58 6d a8 4d ac 45 63 d9 c6 4f 34 0e 98 98 49 
89 48 69 da 98 29 17 51 89 61 db bc d6 be 73 6b b8 bc b2 a9 e7 f7 b8 fa 3f 36 65 01 11 81 44 58 27 ea 15 f9 93 7c 89 6a 
9f 09 b6 3d 26 22 70 41 7f 73 00 4f 14 df 02 0f 2f 91 94 24 53 50 cd 6e b9 ca 56 2e 68 21 fa 14 c8 a5 71 62 9e 8a 28 c7 43
4c 6c 0d 13 bc 6a 6a 42 12 a3 20 da dc 30 27 ba cb 2e 59 cb 67 39 18 7d 70 d5 0c 52 48 30 7d 0c 4c f2 fa 56 eb 35 d2 2d 
65 40 1c 92 8b 48 16 2e 11 42 b1 d2 e3 73 8c 6e 1c ee 
Data Ascii: XZ2!4;XeW(\Xd"E`"T9LB{+eQ>W0ZHP<_g4qF&"M$EachP2XmMEcO4IHi)Qask?6eDX'|j=&"pAsO/$SPnV.h!qb
(CLljjB 0'.Yg9}pRH0}LV5-e@H.Bsn

2022-04-20 13:11:57 UTC 6305 IN Data Raw: 61 d9 9b 06 ac 13 fe 10 2f 31 43 8b bf 5a 48 ef 97 bb bd 5e 79 31 ed 3e 3f 4b 74 87 9a 3b c9 c3 39 1d 8d 12 4c 
a8 84 2f 0f e1 a2 1c 9f 00 55 09 39 c4 bb bf 36 00 19 8d 12 0f 46 24 e5 79 00 b3 e1 00 42 85 b3 b3 c1 e9 80 e0 09 75 0b 
80 82 d5 1f 4c 7a dd 71 bf 3a a9 93 c1 f8 bc 4b a9 22 75 e9 8c 82 75 32 18 96 b5 79 99 83 66 0f 09 e7 43 75 41 29 40 35 
8c 8c 93 27 ca 80 14 88 61 37 0d bf d2 77 14 51 2b 47 2f 53 13 9f be aa 83 5a 39 2e 2b 03 4b d0 4d dd 90 a0 00 64 96 53 
6f 7d c9 2d af 55 2d b1 a5 44 fa 
Data Ascii: a/1CZH^y1>?Kt;9L/U96F$yBuLzq:K"uu2yfCuA)@5'a7wQ+G/SZ9.+KMdSo}-U-D

2022-04-20 13:11:57 UTC 6305 IN Data Raw: 91 05 40 f9 07 6a 54 2d 0b 60 32 03 4d 4d ad 21 55 45 a0 60 d4 f1 d0 f3 d9 e9 7c 34 9e 97 55 60 93 8a 63 7a 
51 30 0b a8 92 ef d1 ab 32 0d 84 89 17 45 66 81 9c 94 dd e9 0c 7c 55 15 f0 95 84 d5 4d 6f 6b 64 41 81 ab 48 85 9a 7a c9 
4d 16 02 04 ae 7f 02 eb 03 7a 9a 73 5e d4 bb 98 28 70 de 7f 6d b0 ab c4 10 76 1e ce c9 b8 2c ff 92 3a 33 ea bd a9 79 20 
94 71 26 5e 6c b5 01 c0 18 ce 2a 25 24 1d dc ce 83 f8 53 39 7e 99 06 04 44 5d 3c 0f 22 e3 21 a8 4b 35 1b 80 10 1e 82 
9a 1a cc 43 f0 a1 49 ea 76 75 f2 86 cc 0d 30 a6 10 6f a6 22 4b cd 4e e6 81 cc 86 af bb d3 de 0b 4a c8 a8 71 1d 0a d0 9b 
d1 0c 32 f4 e1 e4 35 a1 3e c4 8b a8 10 88 17 dd e1 29 84 2e f3 c1 b0 0b 6a f3 2a c1 80 ea 40 92 cb 5f 81 b6 a5 a1 13 71 
35 92 58 1d 32 80 34 55 4c 07 11 89 d5 d3 c1 f4 ac 9c 27 8a 
Data Ascii: @jT-`2MM!UE`|4U`czQ02Ef|UMokdAHzMzs^(pmv,:3y q&^l*%$S9~D]<"!K5CIvu0o"KNJq25>).j*@_q5X24UL'

2022-04-20 13:11:57 UTC 6307 IN Data Raw: 5e 35 a3 74 89 c0 15 5a 5c 60 ba aa 3a 86 e1 40 89 6e 18 86 7e aa e5 23 2b 57 6a aa a9 a1 01 38 1e 40 5d 
73 80 c3 a7 2b 3b d8 8e 58 6b 20 98 ae 6d eb b6 6b 6a aa a1 42 82 ae 85 63 16 1c 55 77 e8 66 cb 55 be 56 a6 00 c2 f4 
f2 f2 b2 d4 60 78 08 ae e3 5a d0 a0 61 ab 26 81 d8 0f ec 89 6d cb fe 56 c8 18 e8 4d 48 07 fc ef e1 ce 9e c4 c2 36 2c bc 
58 ed cd 34 91 9d ba 86 8d 59 9e e1 f1 08 90 cd 7f 88 2a e5 96 a9 ab 26 54 a3 1b aa 86 01 d3 88 72 d1 e0 cb c5 36 9a 3
9 d0 0f f6 d8 70 95 e7 19 a7 8b 7b 77 62 a5 a9 a2 43 79 e8 93 0e 5c 86 56 69 53 ff 07 28 bd 95 f2 d3 36 e6 fd 23 f9 f9 6d 
25 c7 b7 aa 69 aa a7 f3 8a d1 69 97 bb 07 8a c4 65 bb 39 57 fe 10 df d2 38 cd a2 b5 b2 85 f3 23 b8 6d 05 7e 70 0e 02 91 
09 47 36 80 a2 e7 4a 9a b1 0c ab 90 6b db 5d 84 2f 90 c2 f2 c7 
Data Ascii: ^5tZ\`:@n~#+Wj8@]s+;Xk mkjBcUwfUV`xZa&mVMH6,X4Y*&Tr69p{wbCy\ViS(6#m%iie9W8#m~pG6Jk]/

2022-04-20 13:11:57 UTC 6308 IN Data Raw: 71 84 c2 89 6d 12 ff e8 d9 9a 1a fe e3 46 6b db 72 2d 0f 90 65 6b c0 07 d4 19 60 42 de 93 4b 42 52 08 d9 1a 
66 1c d7 43 33 d7 c1 a6 54 49 74 ca 43 4a 11 66 4e 74 12 fc 2b 64 3d 40 1d c6 44 0f a8 87 1c 72 3d 95 84 c9 5f 8b 11 f3 
42 e1 09 14 a1 22 05 65 da 71 f2 9c 3c 72 66 3e 63 5f 39 f9 fc 47 39 40 20 84 4f 00 02 0c 0d f3 a5 e0 7f 1c 0d 0a 76 cc 21 
41 30 b9 3d 05 47 75 a5 98 65 3f 8b 99 f9 05 7f e1 10 bb 65 7c 12 a9 0a a2 20 3a 12 e6 0c 3d 7b a4 02 20 38 36 28 19 67 
94 00 2d 90 34 f9 40 57 e8 16 22 8e 86 28 23 c5 55 40 27 1c a8 22 06 64 48 c7 66 33 b6 28 9b 3f 27 c8 c7 a7 b7 a0 8d f9 
51 bf 3e 62 03 97 d5 0d 5c 9b 93 2d de cd 30 65 d3 19 b3 84 bb e3 c6 7e 02 7d 87 d6 fe 02 04 ff 3f 5d 9e 1a fc 1f 36 f9 2a 
8f 11 02 03 c8 ea a8 8e c3 a7 65 7c 20 70 34 c0 08 
Data Ascii: qmFkr-ek`BKBRfC3TItCJfNt+d=@Dr=_B"eq<rf>c_9G9@ Ov!A0=Gue?e| :={ 86(g-4@W"(#U@'"dHf3(?'Q>b\-
0e~}?]6*e| p4

2022-04-20 13:11:57 UTC 6309 IN Data Raw: d9 c3 27 99 82 1a 71 d9 5b 0c 75 e2 a2 d4 08 96 4a 28 79 ad 02 59 7f 90 9d 7f d7 2a 18 8e 51 a9 14 0d 65 93 
92 4c 87 e0 43 d7 e3 9b 49 6f 30 09 38 b1 a1 e9 48 1f c2 d6 2a e2 f9 dd bb 0f 28 11 96 bc 83 58 ab a4 15 f8 a3 31 7a 15 
27 7c 81 04 75 e9 33 c0 5a 55 68 15 34 a9 65 2f 8c d4 6a 00 71 fd 00 f4 41 9d d6 35 2f d9 1b 39 32 75 45 ff 7a 05 57 25 
0f af ea f5 b4 06 41 f0 3b 6d 66 b2 17 52 eb 95 c8 c0 59 f2 46 d2 2b 0a 06 88 15 dd 08 7d a8 56 af e2 43 30 b8 a3 84 40 
72 ba 54 af a2 a6 43 c8 1e fb be a2 44 d2 21 64 8f 70 ea 35 14 d4 84 b6 5d fa 1a eb 2b 3a 46 e0 9b 34 65 65 4f a4 ea 95 
8c bb 0f fe a8 71 2b 4b 32 d9 b3 00 99 a2 8f bd 31 26 f4 ee f0 41 52 3e 92 77 b4 8e 54 dc fa dd 1b 50 97 49 d8 f5 51 36 f7 
c4 02 d9 69 ae 54 fc 1e d5 46 a9 93 e4 5d 08 89 74 39 
Data Ascii: 'q[uJ(yY*QeLCIo08H*(X1z'|u3ZUh4e/jqA5/92uEzW%A;mfRYF+}VC0@rTCD!dp5]+:F4eeOq+K21&AR>wTPIQ
6iTF]t9

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6310 IN Data Raw: 72 03 cb b5 4c 12 a4 51 01 e8 dd 94 5f f3 ac dc ec 93 74 5d 01 fb 97 79 a1 2d 93 0c 18 84 69 48 6e b8 cd 8b 
85 74 e9 03 c7 75 dd b3 2c 0f 1e 4d cb b2 4c 02 a2 49 3d d2 d0 6d 03 a0 ef 05 00 73 c3 03 e0 12 98 db 22 e7 41 4d 62 
bc 85 2d f5 5d d7 74 7d db d0 2d 1d 56 74 3c 67 ae 42 ab d6 e9 6d b2 61 0f 2c 5d 08 02 f8 fd 1e d3 3e 43 22 de b1 0f 59 
fe 7b 91 6c 79 1c 4c b7 76 6b 05 d8 6e cf 77 e0 d6 40 40 6c 8a b6 7b 14 9b a4 3c 69 62 81 a7 4c ee c1 0b 30 9b 40 31 f3 
10 7b 58 0f b6 91 b4 a6 81 c5 3a 81 15 f0 6d 22 01 99 80 56 9f f9 68 9b ec 4a 26 2d 1d db d4 6d 3c 04 1c a9 5b 16 e6 48 
1e 33 60 eb 7a a8 0b 76 07 48 62 5e 2e 42 19 04 d6 f1 d0 e1 95 18 69 eb 20 ab 00 fc e9 21 9c a0 50 97 ee 4f 74 b6 cd cb 
4a fb 0e db bd 5a 16 58 f4 f7 1f 1a 53 be 6a c3 d0 03 93 97 
Data Ascii: rLQ_t]y-iHntu,MLI=ms"AMb-]t}-Vt<gBma,]>C"Y{lyLvknw@@l{<ibL0@1{X:m"VhJ&-m<[H3`zvHb^.Bi !POtJZXSj

2022-04-20 13:11:57 UTC 6312 IN Data Raw: 78 48 93 55 23 33 ca 63 11 53 34 ee 7d 97 9f 2e 01 81 7d 7e 5c e3 5a a4 22 7e d0 f8 39 d1 2a 01 0a 36 71 72 
6d 7e b0 66 da 0e f8 1d 1b ee d0 46 73 c2 9b 1e 21 85 88 08 ba ff f3 db 72 3a df 3f af 2b 77 1d df 09 80 58 ae 01 78 40 b9 
01 25 68 0b 59 53 ed 42 66 80 b4 73 0d b4 42 7e 00 05 60 42 79 e9 8a 9d 89 90 4a 8b 3a 0f d1 a1 5a d0 5b 56 00 84 43 
ce f8 81 4e 9b ff 05 d2 aa 7c 29 9a 2e ab 12 48 e1 02 8a 0a a5 d8 08 2a 8e 49 bc 40 9e 55 d7 0b eb f5 eb 66 22 63 0b a1 
f3 35 f4 10 7c 8f e5 6e 1d e2 42 51 43 86 e8 d4 b9 c4 28 d7 95 c8 87 67 91 7b ae 5d f0 53 ce fc 61 55 17 c1 6b 01 cc fb 
66 a1 91 12 0e 2e 7c 42 7b de 05 ad 0e a5 b0 54 2e 98 0a 9f 43 9d ce 01 e4 08 f4 1e 57 a9 80 39 28 40 52 c0 37 1c d7 
9a 20 7b 06 b2 01 35 a0 03 6a 11 65 1d 7b a5 a8 de 8a f7 3f 
Data Ascii: xHU#3cS4}.}~\Z"~9*6qrm~fFs!r:?+wXx@%hYSBfsB~`ByJ:Z[VCN|).H*I@Uf"c5|nBQC(g{]SaUkf.|B{T.CW
9(@R7 {5je{?

2022-04-20 13:11:57 UTC 6313 IN Data Raw: e9 84 e3 2e df a9 5e 3c be 0e 55 a5 a8 ba 79 53 f9 ea c5 83 48 c0 cb 1c 95 3d 50 90 8f ea 5c 47 e5 48 f8 68 
21 79 45 ff a9 72 31 08 a9 fc a2 ef 88 a8 2c 87 57 14 e2 e9 7d bb ca 72 1c 71 80 55 ac 5b 75 89 a5 72 d0 62 ae 7a 17 a2 
cd 5c 94 1a c1 52 85 2c 6f 75 a0 e2 07 d5 51 78 ab 83 c9 0c 95 4a d1 50 d5 14 a9 7c 08 3d f4 71 76 31 1f 8e e7 11 17 36 
34 1d e9 fd 6d ab 23 9e df c3 9b 88 0a 61 c5 3b 8c ad 4e 7a 51 38 9d 81 ab b8 e0 8b 14 a8 4b 6f 0e 5b 5d 81 2a 68 52 ab 
5e 31 69 f5 00 e1 fa 0b d0 07 75 da 46 5e aa 17 7d 54 ee 24 7f bd 81 ab 8a eb ac 76 3f bd 71 14 fd 46 c9 4c f5 0e 6b bb 
13 15 38 2b 5e 76 7a c3 c1 18 7b 45 17 42 6f d9 da 5d fc 12 8d af a8 20 50 9c 20 b5 bb 68 61 08 d5 15 f1 1b 4e 14 0c a1 
ba d4 69 f7 20 a5 09 a5 5d fa e6 eb 1b 3e a6 d0 9b 34 65 
Data Ascii: .^<UySH=P\GHh!yEr1,W}rqU[urbz\R,ouQxJP|=qv164m#a;NzQ8Ko[]*hR^1iuF^}T$v?qFLk8+^vz{EBo] P haNi 
]>4e

2022-04-20 13:11:57 UTC 6314 IN Data Raw: f3 56 55 99 57 fd 4c 95 08 e9 ce 99 b2 41 02 b3 2c 7d ca ca 25 cb 5f b3 fe 7b 6d 91 3e 3d 55 5b 32 4d 60 9a 
aa 21 57 3a 90 c7 56 05 9c be c8 d8 4c 39 51 66 0f 15 b2 e9 c8 ae aa 01 d6 3d 44 c0 33 6c 43 17 22 76 07 08 5d 44 0f 6c 
f5 18 25 71 c9 e2 92 c3 74 19 dd e3 74 cc ce ee b7 39 8b b6 f4 b1 f2 e7 02 e9 55 d5 31 0c 07 ee 74 c3 30 f4 43 7f 1f a2 
7a a4 a6 9a 1a 68 c1 f1 80 f0 9a 03 14 16 92 3b 2f 36 2c a9 73 6b 20 b9 ae 6d eb b6 6b 6a aa a1 c2 4a 18 df d4 8f 52 94 
58 55 fa 79 0b ec b0 6b 63 c3 43 92 1d d7 82 b1 86 3d 9b 02 c6 7e c8 b6 8f 88 66 f9 98 65 79 b5 17 ac dd 76 74 f2 e1 78 
98 d5 93 ad 30 e5 67 8d 8f 36 51 aa ba 86 5d 59 9e e1 51 22 84 9d f7 69 f4 7d ce 56 cd 96 2c 53 57 4d b8 07 4f aa 86 81 
f5 09 13 f4 18 ab 87 da a0 73 e0 22 56 64 23 58 9e 67 08 
Data Ascii: VUWLA,}%_{m>=U[2M`!W:VL9Qf=D3lC"v]Dl%qtt9U1t0Czh;/6,sk mkjJRXUykcC=~feyvtx0g6Q]YQ"i}V,SW
MOs"Vd#Xg

2022-04-20 13:11:57 UTC 6315 IN Data Raw: 57 44 c5 55 2d 15 50 dc 5e 0e c8 ed f9 75 65 e6 00 5d 11 43 62 2a ec 4b f7 2c 61 67 97 11 68 bb 54 8a 6c 5d 
a9 4d 68 41 e8 4c 4b 43 f4 81 ca 60 1c 53 28 a3 61 c2 c0 1f f5 68 d4 9a 8e 55 e1 a8 b8 26 f2 ae 09 5b fe c0 b8 b8 42 dc 
a2 67 f4 22 54 e4 c9 b9 67 8d 32 ae 72 61 ab 28 42 e8 77 48 51 0f 11 44 1d 09 0e 29 ef 35 95 f3 c4 d7 14 51 90 4f 9e 6b 
e4 1e 78 ad 44 b5 00 7c a1 2a f6 18 be 99 d0 b5 e9 26 09 10 ea d2 4d 8c 6d 08 e5 ff 93 72 0b 5c 8b eb ab 30 db a4 0b 33 
dd b4 c0 c3 c8 b7 25 b6 8e 17 90 6e 5c cb bd 50 20 d9 e6 7b b7 d8 e2 4a bf 5f 87 6d 5b ae e5 01 90 6c 0d 18 80 33 05 
28 90 32 ec 82 d5 24 5d 75 46 b6 ad a1 bf 71 3d 90 b3 0e 85 a4 4a b2 c1 cd 78 33 00 76 5e 91 5e ad a8 19 8d a6 01 71 
64 78 80 33 54 91 eb a9 42 62 ee 60 05 ec db 3e e2 b4 bd 55 2e 
Data Ascii: WDU-P^ue]Cb*K,aghTl]MhALKC`S(ahU&[Bg"Tg2ra(BwHQD)5QOkxD|*&Mmr\03%n\P {J_m[l3(2$]uFq=Jx3v
^^qdx3TBb`>U.

2022-04-20 13:11:57 UTC 6317 IN Data Raw: 04 27 9f 02 91 ac 24 8f 48 b9 dd f0 62 72 0e 40 46 f5 8e fa e0 9a a1 00 5f b2 ab fd c6 12 91 02 da 74 83 5e 28 
22 96 ec b1 c4 4b bb 51 78 1d 60 c1 c2 c1 93 dc 1b 35 86 d7 9c cd 7a 41 67 54 af 5a 88 8f e4 dd 9d 3d e3 1d 42 56 bc ec 
77 3a c1 cd c8 7f 7f 25 9c 1d d9 a5 5a bb 9f 8b 7e 5f 58 89 4c 34 b6 7b b8 09 06 e7 d8 95 b0 1d c9 3b 40 af 38 e9 f7 05 
06 93 08 e7 76 07 e3 5e 08 a9 70 75 15 5e 84 92 98 c8 9e 8c c8 7c 75 c3 61 c7 1f 74 29 53 e7 e1 e0 da 97 1d 45 d9 e3 
32 99 af f3 b0 17 70 78 99 e0 64 f7 24 e4 23 bb da 91 39 e2 3e 5a 48 5e d2 72 ca 5c f4 7c 51 7e 89 af 7e c8 2c fb 1f 45 88 
17 1f ad cb 2c 07 01 01 ac 64 df b2 a7 4d 32 07 2d e6 b2 17 1b da cc f9 51 13 b0 54 a2 c4 5b 1d c8 f8 41 76 23 de ea 60 
38 c6 49 15 d1 50 d6 08 c9 7c 70 3d f4 7e 7c 31 e9 0f 
Data Ascii: '$Hbr@F_t^("KQx`5zAgTZ=BVw:%Z~_XL4{;@8v^pu^|uat)SE2pxd$#9>ZH^r\|Q~~,E,dM2-QT[Av#`8IP|p=~|1

2022-04-20 13:11:57 UTC 6318 IN Data Raw: 36 d9 5c 64 f9 d3 53 34 8d b0 b8 ab 30 9c 3d b2 29 b9 2a 43 80 0a b1 1c 4b 37 f1 4c c7 d0 55 c7 d6 84 94 eb 
24 33 b6 5d 26 bb bd b2 c4 44 63 cc a9 f8 f8 a7 77 51 1a 64 ed f7 76 41 af 76 41 32 4b e9 2e 1c c7 fe 7f 18 22 cb d3 0c 
d5 b3 54 d7 d5 4d 4f d7 34 01 47 5a 71 be ca 17 d5 68 cf b4 1d 15 05 89 2a 76 5c d5 33 4c 19 ea cc 12 e0 6b b1 e7 26 
ba 07 03 d5 03 de 59 b6 ae c3 44 40 e6 6f 7d c4 28 68 07 08 d2 68 78 be 59 e5 29 5b 9d 27 4f 4f 59 b8 fd a8 29 3f a9 df 
3e b3 78 9e e4 db 97 9f b4 fa a3 82 5d fa d6 1b 5c b7 ba c1 6f fe e0 e5 e5 27 bd e1 17 25 52 16 61 56 00 d2 f0 df 59 5c c1 
7a 92 25 1c 27 ac 97 a7 70 f7 fb a6 7f 2f 2d d8 3a 7a 59 b3 78 ff 67 c6 27 db e7 30 fd 23 06 51 1c 13 05 c1 6c ff f2 c2 23 
67 9a 80 57 55 43 52 e8 40 40 5b 15 c8 a6 43 84 a0 7c 
Data Ascii: 6\dS40=)*CK7LU$3]&DcwQdvAvA2K."TMO4GZqh*v\3Lk&YD@o}(hhxY)['OOY)?>x]\o'%RaVY\z%'p/-:zYxg'
0#Ql#gWUCR@@[C|

2022-04-20 13:11:57 UTC 6319 IN Data Raw: 96 b7 59 96 6e d8 b5 cc b7 a0 03 01 74 ba eb a0 5f 07 48 59 9a 90 c7 1d 82 95 6d 08 92 ab 32 c2 70 2c 8b 3a 
70 cb 83 74 83 1c 10 55 58 89 ce c4 b8 db f8 20 43 3f 77 2a 6b 08 2f 3c d4 85 06 83 30 81 82 11 f2 e9 a6 d2 94 a8 de d7 
0e 1c bb b4 45 26 67 6c 4d 7f a3 70 1a 29 0f d1 8f 57 55 4e 9b a6 aa 62 52 50 86 58 83 03 61 29 48 e2 5f 48 38 20 ad 00 
ff 05 5b e4 c7 ca f0 6d 76 64 c5 cf 95 4f 78 f5 5c a8 32 0b b0 04 f1 23 b8 ec 9f 24 95 52 a1 cf ae f2 7b 28 01 2e 4a a0 7a 
c0 3f 34 0e 45 bd 55 92 c7 03 ed 44 3b 22 68 e2 b6 fd fa cd e9 50 1c e5 17 d5 64 6c 74 e4 26 34 27 88 49 a7 4f 02 25 d1 
02 95 35 36 2a ad f5 cc e5 78 70 5b 51 a5 a9 9f 94 c0 be 5e 24 34 24 b6 07 f0 05 6d 07 51 eb 09 4d d8 43 c5 b5 ab 68 71 
ac 7d c2 c7 7c 9e f0 6a fb ae 80 84 99 62 09 df 73 9f 
Data Ascii: Ynt_HYm2p,:ptUX C?w*k/<0E&glMp)WUNbRPXa)H_H8 [mvdOx\2#$R{(.Jz?4EUD;"hPdlt&4'IO%56*xp[Q^$
4$mQMChq}|jbs

2022-04-20 13:11:57 UTC 6321 IN Data Raw: 87 b4 a6 53 27 b2 96 4e 70 d2 09 3a 93 6e 6f 34 19 0d 84 65 c8 c4 a9 60 7f e5 fb 9d 4f ad f6 cd c4 bf 6b 05 b7 
93 ab c0 bf ed 9c 3a 92 5d 11 34 3b ba ea 0d ee 26 1d 7f d8 1e 04 7d e9 b2 24 e7 45 cd de 3e fb ad 8e 3f 38 f5 21 13 6b 
cd 3e fa 83 de 5d 7f 24 84 47 ec 75 9a 5d 0c fc 5f c7 c1 c0 17 42 23 6b b1 9a bd 8c be f4 fd 77 b6 5b 3c a2 10 5c dd 05 
83 41 6f 10 74 af eb dc 9d 0c c7 9f 28 46 f8 27 21 8d 25 ec 29 38 ec fa a3 87 de e0 06 79 74 75 e5 0f 28 1d 1f 82 ab 40 
88 b7 44 12 35 ba 6a 5a a0 ec 4d 9b 46 27 c3 d6 9d 2f 9d 8a ec 78 a8 d1 cb 03 ed d9 a4 df 16 42 23 92 9d e8 a3 77 6a 
25 bb 7f 13 cc fa 83 e0 be d5 fe 32 e9 b4 46 ad c9 78 d8 ba f6 25 e5 24 5c 97 09 6e 86 24 3d e4 e0 22 e3 17 b9 fd 6d ef 
5a 80 47 49 47 22 31 1e 8d fb 93 fb 60 18 7c 0a ca 24 6b 
Data Ascii: S'Np:no4e`Ok:]4;&}$E>?8!k>]$Gu]_B#kw[<\Aot(F'!%)8ytu(@D5jZMF'/xB#wj%2Fx%$\n$="mZGIG"1`|$k

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6322 IN Data Raw: b4 64 f5 60 db b0 6d d7 76 4c 6e 20 d3 33 0d c7 3e 1d 3c 64 c5 92 a5 55 e3 2c 57 85 2d 75 c7 b4 2d d7 33 2d 
47 73 88 6f 6f f3 f5 6e d3 48 77 2d d5 f0 1c 4b 85 dd 75 55 57 0d 97 a8 c2 f7 32 f7 14 18 ba ac ad 72 cf d6 0a cb b0 cf aa 
48 0a 38 7c a7 f4 ee 8a 7c c3 e6 49 59 61 ab ca b3 f1 c4 1f 4d 66 d7 61 f4 fe 59 b2 dd 2a 57 79 be 5a 33 e5 1d 86 3c 0b 
a2 7e fd c3 9b 76 d8 78 e8 47 cf 7e 12 3f 88 c7 33 68 b5 5d 27 73 76 97 af 17 ac 28 85 3a ed 34 f1 07 5f 19 c6 e4 ba 3d 
d3 c4 2e da c9 e4 67 5d fc fc a8 0f 19 60 1c 0c 90 4a 30 cf 1e 1e 3a 0c 35 db de 9d da ea e7 cb e4 1f 9f 77 4c 55 d5 9f 2f 
cb 6d 92 b5 7f 24 ca 5d c1 96 af 3f 9f dd 55 d5 b6 7c 75 79 59 ee b6 db bc a8 2e 56 c2 36 17 f3 7c 73 39 df 1b f1 32 c9 ca 
af ac b8 d4 3d 91 a4 9f cf 94 2a 29 56 ac c2 fc 
Data Ascii: d`mvLn 3><dU,W-u-3-GsoonHw-KuUW2rH8||IYaMfaY*WyZ3<~vxG~?3h]'sv(:4_=.g]`J0:5wLU/m$]?U|uyY
.V6|s92=*)V

2022-04-20 13:11:57 UTC 6323 IN Data Raw: 58 16 c0 f8 54 83 30 e3 bd d7 3a 5d ed 57 ae 67 3a bc 94 42 69 0b ff 18 0e f0 8f 78 6d 6f 88 36 7e 4f fd 5f 9b 
45 94 a1 bd 5e 07 05 08 e5 03 f0 8a a0 40 fd f6 2c c3 74 89 75 c6 5d 2e 6e 32 5b 88 41 35 37 0d db 44 77 64 a1 41 72 0c 
8b 5a f9 a8 db b1 54 9d 37 50 ae 89 02 02 ea a4 9a 36 09 ae 31 db c9 20 a9 55 20 dd 70 22 2e 48 48 8b 3c 9b 63 e4 39 
c0 ee 0b 65 c8 33 71 ef cd 47 d0 e2 18 71 02 f3 c8 f1 72 87 26 18 d2 0e 5b a2 1e e3 8d 93 80 69 9f af f6 d8 13 5d fc 37 
bd cf 13 cd 4d cb 96 25 46 7a ba 77 f9 8b ed 0a 4a d2 0e 66 00 7b 06 78 8a b6 c5 d2 0d bb a5 cb 16 68 19 80 47 77 1d 
74 bb 00 0e 4b 23 c1 e7 cf e1 d0 da 39 6d c8 22 4c 2d 8b f7 b1 96 07 26 85 5a 4d 69 11 9f b0 30 2a 14 1e e5 79 b2 ae 38 
6f 5b a6 59 7a 14 5f 2f 1a 61 e0 45 50 03 9d b6 0d ee 00 92 
Data Ascii: XT0:]Wg:Bixmo6~O_E^@,tu].n2[A57DwdArZT7P61 U p".HH<c9e3qGqr&[i]7M%FzwJf{xhGwtK#9m"L-&ZMi
0*y8o[Yz_/aEP

2022-04-20 13:11:57 UTC 6324 IN Data Raw: 3e b8 1d 46 22 f4 51 52 d7 e2 a0 8d bf e6 5d f2 b7 7f 9d c3 2f 05 fb 9a ac c5 0f 65 be ac be 26 05 53 22 7f 8c 
7a 59 22 8d e0 c9 ba 39 e0 37 2a 8e ea ba 86 0b 3a cc cf ac 28 09 7f e2 a4 e5 e9 f3 8b 83 43 15 c0 6c 5a f2 9b b5 45 c3 
50 6f 82 7e e8 cf 46 f1 74 12 8c 66 7e bf 1f 4e c2 38 f2 af 67 bd f8 e6 26 88 26 e3 53 25 64 57 66 54 ce b4 1f c6 b3 0f 53 ff 
3a 9c 7c 3a 95 20 43 34 22 a1 e7 47 bd e0 7a f6 76 3a 99 c4 11 d5 81 de 45 51 09 71 34 c1 06 a0 45 30 e6 7b 3a 15 22 
6b f3 88 90 7e d8 9f 45 f1 64 36 19 91 6d c8 38 27 99 3f 08 82 fe 5b bf f7 7e 16 dc f8 e1 f5 6c 10 06 d7 fd 53 41 b2 b3 fd 
6e 41 83 78 74 33 eb 07 e3 de 28 1c 4a b7 25 39 1b ea 96 f6 2e f0 fb c1 e8 54 86 8c 71 75 cb 18 8e e2 9b e1 84 98 87 f6 
2f dd 22 46 c1 87 69 38 0a 88 69 64 ed 53 b7 94 
Data Ascii: >F"QR]/e&S"zY"97*:(ClZEPo~Ftf~N8g&&S%dWfTS:|: C4"Gzv:EQq4E0{:"k~Ed6m8'?[~lSAnAxt3(J%9.Tq
u/"Fi8idS

2022-04-20 13:11:57 UTC 6326 IN Data Raw: a2 6c 49 ac dc c6 29 55 72 8a 41 ba 76 4b 49 45 94 92 bc e6 33 61 0e db 75 6c d3 56 0d cd 53 1d eb 78 a2 21 
74 65 3b 9a c7 39 25 98 b0 d8 65 5f e3 32 be a7 49 96 37 1a 4c dd 35 b1 48 1b c2 ae a6 db 8e a1 89 b6 26 71 49 4a c8 
e7 74 dd 2e 34 56 ee e3 35 cd 56 49 bc ab 92 8a af db d2 75 cd 54 6d d7 30 34 68 54 0d 4b d4 95 a5 f4 4b 5c a5 50 96 
56 4a f1 82 28 45 49 6e 63 4c 70 a6 40 b5 ba a2 e9 8a e6 2b d2 ac 35 66 2e 52 d2 ac 3a e3 fa 2d d5 53 31 81 e9 68 aa a
b bb 9e e5 f6 ec 4a 12 a7 8d a1 8d 9c 6d d8 b6 6b 3b 26 73 95 e9 99 86 63 f7 c8 c1 51 1b ba 2a f7 65 5d 15 1e d6 1d d3 
b6 5c cf b4 1c cd 11 22 e1 26 4b aa 2d 1f 6c a9 86 e7 58 2a 36 43 57 75 d5 70 05 03 07 1f f3 6c 4b 57 a4 28 ab 44 59 df 1
7 67 0a d9 b1 99 d9 e2 29 4d 95 67 b3 b9 3f 9d 2f af c2 e8 ed 33 
Data Ascii: lI)UrAvKIE3aulVSx!te;9%e_2I7L5H&qIJt.4V5VIuTm04hTKK\PVJ(EIncLp@+5f.R:-S1hJmk;&scQ*e]\"&K-
lX*6CWuplKW(DYg)Mg?/3

2022-04-20 13:11:57 UTC 6327 IN Data Raw: 91 2d 86 a4 4d 49 ab 36 92 5b a5 09 e9 d6 f4 9a eb b1 c1 d8 2d 83 65 b0 aa 5b 06 83 cd 23 3d 41 ce 9a 93 66 
b4 0e 80 00 c7 37 1d 17 18 61 9b 9a 2b e4 e7 0c ae 5f c5 8c d4 90 da 4f 58 07 fd ca f6 0b 1f 37 08 30 74 12 c5 2e 4e b9 
bf 10 9d 8d 3b 4a ba 2b 3b 2b 39 54 11 34 49 b4 51 d2 82 17 6b 10 0e 3b 03 d3 02 3c b8 e8 b3 f4 ba 23 b2 5c 11 71 a2 
a6 dd d8 55 25 d0 b1 01 9d 92 fc 85 a6 83 71 24 d4 68 4f 37 2c 40 84 e5 a9 32 d5 75 9a 70 e8 ad 2b 4f ca d2 a4 99 0b b1 
79 c7 6b 3f eb 72 50 ba e2 cd 23 ab c7 c8 83 1c db 5f 63 8f 3d 20 4b ba 63 98 9e 87 1e c8 b2 80 06 82 3d 94 f9 2c 89 ef 
62 74 56 8d 90 c3 70 1c d6 5b f8 63 38 28 ac c2 06 8f 3a 50 3b 32 be a9 57 67 ca 8c 3e 1a 47 f2 96 41 b4 b6 71 20 04 7e 
a1 7a 23 8a 40 21 3c cb 30 5d c1 59 fb a1 81 7a 7d 50 2d 1a 
Data Ascii: -MI6[-e[#=Af7a+_OX70t.N;J+;+9T4IQk;<#\qU%q$hO7,@2up+Oyk?rP#_c= Kc=,btVp[c8(:P;2Wg>GAq ~z#@!
<0]Yz}P-

2022-04-20 13:11:57 UTC 6328 IN Data Raw: 45 d6 64 bf 09 42 6f ce 4a ae eb 82 be d8 aa 83 2e 4a 72 2d c8 8a 64 dc f5 1e ab ce 84 bd d3 ae 1f 8b 75 12 
ab 7f 1c d8 81 a2 1a ac 5e ba 86 0d 52 e3 99 9e 00 3e 72 7a e5 82 1c 82 81 9a 1a f8 08 a3 41 a6 2c ea 77 fb b7 b7 ac 1e 
6e e2 fc 54 89 49 be 9f 07 3b ba d7 06 b8 60 7a 1a 9a 67 0d 80 08 54 74 10 09 3d f6 74 0d 2a 97 43 9b a4 59 9e 81 0e df 
05 39 b6 75 f1 f2 a9 db e9 fa 02 b7 11 83 df 3d 64 ae ad 69 96 aa b2 58 13 ef 2d 9b 59 aa f2 e0 dc dc 75 54 9b 9d 45 a8 
ac 53 37 c1 11 4c c1 6f d7 55 d2 48 54 5b b4 cd bc 96 ec d1 2a 7e bc 50 ab f3 18 c7 c5 de 6b e8 33 f1 d1 05 b5 eb c1 85 
4e 43 23 a7 e9 aa 87 dc b7 59 ed b1 d8 31 b4 c8 1d 62 25 6b 88 e5 1e c8 62 3b 77 ac 59 6f a1 0a 75 e6 66 12 9d b2 fa f0 
e5 df a7 6c 9b e8 67 92 24 35 ce 57 a9 52 64 9b f2 33 73 
Data Ascii: EdBoJ.Jr-du^R>rzA,wnTI;`zgTt=t*CY9u=diX-YuTES7LoUHT[*~Pk3NC#Y1b%kb;wYouflg$5WRd3s

2022-04-20 13:11:57 UTC 6329 IN Data Raw: 72 75 2f 03 00 50 4b 07 08 00 00 00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 
00 00 00 00 00 00 00 00 00 00 00 19 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 72 75 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 
d5 5c 7b 6f 1b b9 11 ff 2a aa 9b 3f 2e 85 e3 f0 b9 4b a6 77 3d 28 d6 da 51 63 4b ae 1e 0e 52 18 10 64 59 4a 82 26 76 6a 
3b 38 14 07 7f f7 ce ee 72 a3 a1 66 28 c9 8e 93 c3 21 80 22 6b 97 43 72 38 f3 9b e7 ee ef 3b 52 48 e7 9d b1 99 34 ce 59 
25 ac cc 77 5e b4 7e df f9 34 bf b9 99 be 9b c3 f7 9d b3 2f c2 c8 bc fc d4 a2 fa 54 d5 a7 2b 3f 8d 44 bf 5f a0 df 17 3b 77 
bb ad 1d a9 a4 f6 36 f7 4e e5 4a bb dc 7a 25 58 ea 53 44 a5 fe 3e af 3e 7d 6b 49 52 e7 2d 34 7b 75 af 11 e8 32 5a 83 51 
88 86 6a ad 2e 4e 67 d5 a7 c5 17 30 25 89 46 9f d7 b7 
Data Ascii: ru/PKPK)Q_locales/ru/messages.json\{o*?.Kw=(QcKRdYJ&vj;8rf(!"kCr8;RH4Y%w^~4/T+?D_;w6NJz%
XSD>>}kIR-4{u2ZQj.Ng0%F

2022-04-20 13:11:57 UTC 6331 IN Data Raw: d0 bd c3 bd e0 c7 38 f8 4f 65 20 49 de eb f4 a1 ca 69 35 c6 08 88 f0 3c c4 f6 39 48 04 84 f7 59 42 64 c5 12 bd 
22 7c aa b5 c6 5c 2c 35 2c a8 fe 94 68 e4 1c b1 00 33 c2 93 78 ba d6 76 d3 c4 6a 3f a1 21 18 39 e5 52 a1 35 86 b9 b5 ee 
b0 9e 3f 7d d1 ec bc 14 14 29 85 57 a5 af a6 12 71 2e 76 bd 67 e8 8c 67 08 79 70 a6 c1 20 bf 3d ec 7c 86 16 17 21 cf 2e 
ce 93 e0 ac 20 ce 3f 26 39 86 25 2b ac 0c 5d 08 5e 63 80 e3 dd 26 d6 0c 21 22 62 20 ca d2 04 9b a1 a8 a6 a5 94 1f 1f 79 
70 56 71 a0 81 2f e3 19 6a d2 1e f1 e2 fe f1 c9 8b b3 cb b3 4b f9 b4 b5 3a c2 20 63 17 41 7c 14 4b 45 e8 4d 4e 66 bd ac 
62 da 91 96 a3 fc 62 93 63 70 98 d5 78 3a 8d 0e 3a 5a 4c 48 10 fc bd dc 9e 7a 4a b2 b6 eb 33 0e 41 8a 9a 54 c0 59 65 7f 
f7 21 d2 ad c8 e9 88 5b 73 b4 02 0c b4 19 3e 4d 74 38 
Data Ascii: 8Oe Ii5<9HYBd"|\,5,h3xvj?!9R5?})Wq.vggyp =|!. ?&9%+]^c&!"b ypVq/jK: cA|KEMNfbbcpx::ZLHzJ3ATYe![s>M
t8

2022-04-20 13:11:57 UTC 6332 IN Data Raw: 23 b1 4f 91 8a 4b 4e ff 84 48 a1 ba 64 64 8e b1 41 c5 0e 24 4d 3b 2e 9e d6 4c c8 3c e8 97 f6 39 28 9c 13 56 
40 0c fe 98 80 7d 86 81 f5 e0 b8 9e 32 87 e0 15 54 bb cc de 80 e0 29 6f 79 d1 bb 40 5a 88 bd 4c ac 91 18 d1 b1 9f 43 8b 
12 4c 1f ea f6 95 ed 40 ae 5e be 2f 6b e8 56 02 40 41 00 ae 35 e0 d4 9a 5a 2b 8e 9a 70 1c 1c 4c 59 69 c1 14 f0 1e 4c b6 
03 97 5f 48 5e 04 99 fe ba b5 a9 e5 46 f2 23 e7 6d 43 fc 52 2b 45 26 c0 d8 49 f0 1a 64 ee 41 25 c0 72 f0 2b fa 86 84 e6 
4a b0 f3 6a 7a f9 ee ea cb ed 0d ce 62 22 43 82 dd f7 14 56 c4 82 fd 67 c8 8b 87 40 a3 e1 b9 cb ca 07 26 20 7e 73 65 b7 
7a a6 89 a7 f1 b7 6a 4f df d4 2a 50 4f 65 ca e7 84 94 b1 1a dc 01 9b d9 44 6f 28 11 ab b4 93 8b 6f 9a e2 8d 6e 65 ed 7f 
6c 5f 2e dd fd 8f 6b cb cd ac b3 1e 1c d7 4c 82 1b 06 06 
Data Ascii: #OKNHddA$M;.L<9(V@}2T)oy@ZLCL@^/kV@A5Z+pLYiL_H^F#mCR+E&IdA%r+Jjzb"CVg@& ~sezjO
*POeDo(onel_.kL

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6333 IN Data Raw: 6c 64 77 32 1c bf 2c 79 04 3f 11 31 66 9c 76 42 b0 57 8c de f4 07 af 41 8e 0e 0e 8a 41 29 8e 6f ba 07 5d c2 6f 
26 bc 4e 92 4a 6d 90 7b 13 5c 92 c8 b0 7d 5c b0 4b e1 da 69 92 54 de 94 67 36 39 d9 27 ac a1 9e 30 a5 d1 5f 1d c5 3d 
85 4c 86 9d 0c ba a7 ed fd b7 93 4e 7b d4 9e 8c 87 ed c3 82 51 27 f2 90 2d 21 33 2c c3 16 1e 5c 38 7f 88 1f 7f d4 3f 24 f0 
c8 e4 33 99 c1 a3 f1 c9 e4 b4 3b ec be ec 56 42 96 3c 52 e6 0d 53 94 5a ff 60 f4 a6 3d 48 4b 3e e7 63 11 2a e3 de eb 5e 
ff 0d 19 cb a5 a3 c9 d8 d3 6e a7 48 a3 3d e3 c4 27 28 0c 8f fb fd d1 ab 5e 31 24 5c e5 de 55 47 88 bc 2d a8 b1 62 de 8e 
50 8d 1b 1e 4e 0e 00 90 41 7a 47 7d b0 35 43 02 5f dc 53 0e cd 48 e0 14 a0 4d a7 e8 75 29 62 71 4f 87 c4 e3 46 dd e3 
02 16 4c 14 8f e9 31 68 06 1e 57 d6 ac 57 ec 8f c2 aa 09 
Data Ascii: ldw2,y?1fvBWAA)o]o&NJm{\}\KiTg69'0_=LN{Q'-!3,\8?$3;VB<RSZ`=HK>c*^nH='(^1$\UG-bPNAzG}5C_S
HMu)bqOFL1hWW

2022-04-20 13:11:57 UTC 6335 IN Data Raw: d2 ae d2 f4 4b 4c b5 6b 58 bc 0b 7b 1d fe cc 4f 9a b0 18 0d 5a bd 77 7f ab 7e a8 3e 9e 61 48 59 4c 66 74 91 
c6 73 9a 17 d5 58 6a b3 ea 2f b3 34 29 69 52 b2 81 bd e3 13 af 8d a5 9f cd ea e7 c3 d0 a4 07 ac a3 07 94 08 f6 d9 cb 4b 
83 97 a6 d9 e2 d4 51 7f 7f 4f fe f1 b0 a6 ba ae ff fd 7d 91 91 a4 fe 0b d1 16 39 7d fa f1 e1 6c 51 96 59 f1 e1 fd fb 62 9d 65 
69 5e 5e 7c a9 7c 73 31 4b 57 ef 67 7b 9f be 27 49 f1 95 e6 ef cd a0 ca ea 87 33 ad 24 f9 17 5a c2 7e fa 18 93 64 f9 70 56 
03 b3 97 68 33 2c 6a 81 1f 73 fa ef 75 94 d3 f9 0f 62 44 30 4c be fc 50 2c d2 af f8 f1 2f 65 9a 5d 14 eb a7 a7 68 16 61 72 
97 94 ce 1f c9 8c 41 55 2e 40 d8 3b 9e 63 da 78 a7 67 99 ba e7 1a 52 d0 55 b9 4e 49 bc 4f ee 25 c6 9b f0 c4 37 72 fa e1 
37 af a8 d2 e1 c6 2f ad 88 29 56 44 31 62 e5 
Data Ascii: KLkX{OZw~>aHYLftsXj/4)iRKQO}9}lQYbei^^||s1KWg{'I3$Z~dpVh3,jsubD0LP,/e]harAU.@;cxgRUNIO%7
r7/)VD1b

2022-04-20 13:11:57 UTC 6336 IN Data Raw: 62 38 ec 75 10 c9 79 1a af 31 e4 3a 31 77 87 14 2f de 18 0d f4 ab e9 59 76 10 a0 45 75 1c 70 95 34 1a ba c3 
eb d6 ab 53 46 e0 f6 1e 93 22 98 86 83 3f 2c 0f ac 20 d3 0f 4f c8 88 36 66 e1 be 97 1e a4 cb 75 c1 a6 9a 66 64 b9 7e a6 
35 69 83 68 c1 3b 08 30 48 a0 c0 b1 6c 5f 72 59 b5 c6 73 45 b0 f0 72 b6 ae 60 20 82 6c cb b5 d1 93 3b 68 cb 3d cb 91 5d 
af 6e ae 1d dd 64 fd bb 6f 83 6d 21 bf 75 db 7d 23 6e df 10 21 f5 d2 ac 10 64 2b 51 3e 8f 93 bd ce 3a 51 54 38 df 90 7d d4 
b3 08 8e b4 e7 b5 36 ab 37 3d 56 94 39 6d 95 ce ea aa 95 8b bd 15 63 ff c4 69 d5 2f f6 70 88 57 48 51 31 a4 e7 79 45 c0 
0f 52 43 8f 77 95 39 ab 68 78 4b 74 e8 e1 2f 7e 4f af fe 46 33 5e 77 76 0a 57 bf dd 6b ff c6 f6 1a 59 b2 7e 8c 29 3a bd b4 
e4 6d b6 63 5a 6e dd da 39 10 c7 28 93 a6 ef 79 28 
Data Ascii: b8uy1:1w/YvEup4SF"?, O6fufd~5ih;0Hl_rYsEr` l;h=]ndom!u}#n!d+Q>:QT8}67=V9mci/pWHQ1yERCw9h
xKt/~OF3^wvWkY~):mcZn9(y(

2022-04-20 13:11:57 UTC 6337 IN Data Raw: 17 0c ec 21 7c a4 90 df 9f 95 08 0b 74 7d 86 13 58 7a 80 ee 13 5a c5 94 98 be 8e cc c3 7d 01 1f 2b 15 20 f7 
5d c3 70 74 9d 05 a6 24 ca af 1f c4 b5 85 e3 33 0d df d3 5d b6 e3 a2 b3 4d 08 1b ba c4 96 1c fd c0 4f 5b d9 16 c8 8a dd 
73 a8 b7 57 9b 75 1d af 48 01 d3 e3 08 1c 03 fd 33 3e fa d0 98 ea dd 98 87 5f dc dd e3 78 86 a9 07 a8 1d 2e 2b 70 0e 3b 
33 90 af 44 c8 a7 5c a8 b2 cf a4 de e9 e6 94 99 d1 59 c4 fd cd f6 8f b3 c3 35 8a fb 41 ef 5c 2b 68 be a1 39 db a8 f8 cf f6 
5c ab 57 26 59 6b 4f 88 e5 af 24 
Data Ascii: !|t}XzZ}+ ]pt$3]MO[sWuH3>_x.+p;3D\Y5A\+h9\W&YkO$

2022-04-20 13:11:57 UTC 6337 IN Data Raw: 8e eb 0d ce f4 a9 14 ba 23 d7 7a ad 11 6f bf d8 01 ac a7 fb be e5 a3 b3 60 9b 9c 72 5b 33 7a 63 fb f5 f5 c6 5a 
7a e4 1e f5 2e 1e 9e 16 db 69 76 ce bd 7e 17 76 ba ad e9 b0 3f 19 87 c3 69 ab d3 e9 8e bb fd 5e eb 76 da ee df dd 85 bd 
f1 e8 74 34 aa e3 76 19 67 d2 e9 f6 a7 ff 9a b4 6e bb e3 cf a7 08 aa 4a 2a 21 b4 5b bd 76 78 3b fd 38 19 8f fb 3d 79 0c f2 
19 b6 8c d0 ef 8d 31 01 8c 22 1c b1 39 9d 82 a8 9a 6b 09 a4 d3 ed 4c 7b fd f1 74 3c 94 a6 a1 52 e8 92 fd 65 18 76 3e b6 
da 37 d3 f0 ae d5 bd 9d 5e 76 c3 db ce 29 90 ea 68 ab 19 e8 b2 3f bc 9b 76 c2 51 7b d8 1d 28 a7 a5 d8 ed 6b 46 bb 0e 
5b 9d 70 78 8a a1 52 95 cd 18 83 61 ff 6e 30 96 dc 23 b7 7d cd 10 c3 f0 5f 93 ee 30 94 5c a3 ea 38 9b 51 c6 9f 07 e1 1b 
cb 2d ef 0c 49 50 77 dd e1 b0 3f ec f6 ae ea d8 9d 8e 
Data Ascii: #zo`r[3zcZz.iv~v?i^vt4vgnJ*![vx;8=y1"9kL{t<Rev>7^v)h?vQ{(kF[pxRan0#}_0\8Q-IPw?

2022-04-20 13:11:57 UTC 6339 IN Data Raw: ba e7 1c 7b 1f 2e 56 59 5c b2 14 3e 53 b6 c9 58 59 db d9 a6 6f 63 01 2e 4c 7c c3 74 3d cb 38 36 9c f2 95 90 
37 d3 17 5c db 64 7c 51 b2 65 e5 a5 8c 17 5c 6c 44 9e f2 62 c5 6a 67 8e 69 1a b6 ee fa 96 65 c0 a5 6e 39 c4 d9 dd 0e 16 
05 2b e3 82 97 da 46 94 7c c7 4a 04 14 6b db 7c c3 13 76 a6 8d 44 be da e6 f8 59 db a5 a2 64 67 8d 63 47 0f 74 78 b6 
3d 43 f7 4d 3f 70 fc 37 a2 ac 4d 5c cb 75 7d d7 b3 65 56 ec c0 b6 3c 97 66 24 89 6b 93 54 d4 36 be 8e 24 9a 9e ed 3a 7e 
60 3b 9e e1 91 2d bd 4c 58 9e 62 05 cd f5 8e 6e 05 9e a3 23 e5 a6 6e ea 96 4f c2 ea 25 b1 86 5c 9d 3f 65 62 cd 1f 58 5e 
54 69 4b b5 52 7b 37 99 f6 c6 d3 f9 4d 34 b8 7e c7 36 49 bc 62 0f f1 32 d6 2e 85 78 4c b8 76 85 cb df 85 83 7e fd fb 2f ed 
d5 93 51 6f f0 ee ef d5 0f d5 c7 13 44 b1 49 d8 03 7f 12 
Data Ascii: {.VY\>SXYoc.L|t=867\d|Qe\lDbjgien9+F|Jk|vDYdgcGtx=CM?p7M\u}eV<f$kT6$:~`;-LXbn#nO%\?ebX^T
iKR{7M4~6Ib2.xLv~/QoDI

2022-04-20 13:11:57 UTC 6340 IN Data Raw: 57 f6 04 10 90 e8 5a 81 ed 5e d0 63 d5 f7 71 52 a1 6e 86 14 a4 52 cf e3 77 ad 84 94 df 57 e7 5a 66 12 1a 5f 
ac 9b 7d d1 17 b8 f5 12 cb 49 39 fe d7 9a af f2 46 fb db 0e f0 da c7 b8 64 56 33 8e e3 53 e4 3f c0 e0 fd 28 21 3a 46 09 a9 
89 00 8c 81 69 39 c0 69 27 d0 a9 bb 08 8a 0d 0b ab 79 8e ed 89 0e 9e b1 38 81 fe 7d dc cf 43 e8 f8 7a 03 50 88 b2 e0 10 
49 c9 33 79 cb 78 2d 37 a2 59 2a 89 01 82 c8 f4 2c 3b 08 30 cd 38 0e 60 97 02 27 5c 6f d7 c9 32 2e 6b 7c b6 3d c9 95 08 
d8 c1 3f 96 07 4c 23 7b f8 bb 78 e5 20 3f 77 2f bb c2 db 48 0f 79 07 8c 01 08 45 c9 80 b0 03 c7 b2 7d 92 a9 83 3a 68 3a 
bf 0e 16 54 6d 5b ae 8d 91 cd c1 d4 e6 59 0e 4d 32 19 be 1c dd 94 93 9d 6f 83 2c a0 e9 74 db 25 65 77 55 b2 a4 2e 3a 
75 fb a2 78 ea 8e 05 3c 2c 25 30 bc ea c9 b5 38 44 da 33 
Data Ascii: WZ^cqRnRwWZf_}I9FdV3S?(!:Fi9i'y8}CzPI3yx-7Y*,;08`'\o2.k|=?L#{x ?w/HyE}:h:Tm[YM2o,t%ewU.:
ux<,%08D3

2022-04-20 13:11:57 UTC 6341 IN Data Raw: a8 06 52 b0 f2 58 b7 b9 18 93 81 e1 04 16 86 58 1f 12 d2 35 09 b3 ed 8b 8c 3e 64 f4 b1 0f 01 5a d3 35 0c 47 
d7 65 ad 11 4d 18 e5 ab fd 79 ac ef e9 ae 1c b5 75 39 89 da e0 5f 9b 64 af 1a 2b 81 e6 18 d1 2a b5 2b cf 79 12 f5 79 4a 
0d 10 81 14 87 28 03 03 c3 15 3e fa 50 4e 6f e1 b9 ca 51 ed c7 c0 80 8d 2e 77 25 ce 38 f2 a4 93 c4 26 4f 7c e2 35 ab 19 
a7 39 69 78 21 ea 4d 75 5a 26 5e 3d 0f d6 ee 46 03 79 8c d8 7e 23 f7 78 93 89 ff fe 9f d3 86 36 31 bc 62 4a d5 76 f1 a2 
a2 53 fc f6 98 31 8c 15 70 23 c1 52 68 83 de a4 d6 f9 f2 b1 8d a7 fb be e5 43 de ca 83 29 2a a0 47 1d 67 0c 87 ba a4 4a 
68 75 3a f2 fa 30 04 3f 40 70 b7 49 bd 0d fb 51 6f 3e 1e ce a6 e1 78 de eb f7 a3 69 34 1c f4 6e e6 e7 c3 db db 70 30 9d 
1c df 59 f5 0c 8e fa 99 f5 a3 e1 fc 5f b3 de 4d 34 fd 72 
Data Ascii: RXX5>dZ5GeMyu9_d+*+yyJ(>PNoQ.w%8&O|59ix!MuZ&^=Fy~#x61bJvS1p#RhC)*GgJhu:0?@pIQo
>xi4np0Y_M4r

2022-04-20 13:11:57 UTC 6342 IN Data Raw: dd be cd 05 b4 38 92 b9 96 48 2d 1f 32 bc 30 40 d0 d4 c8 36 ce b1 7c 92 8c 00 67 e8 bf 5f 0d a7 c7 ac 66 55 
53 64 ac 28 bb 87 00 0a 4d 4e 57 77 bd 9f 3d df f6 a4 90 3e 78 63 9d 34 de 5b 25 ac 2c f6 9e 77 be ed fd 5a dd dc cc df 
57 f0 79 ef ed 57 61 64 51 ff d5 a2 fe 6b f4 f2 af 5c fe 55 ab ef f5 f2 b3 0d cd 37 9d d5 43 da ee dd ed 77 f6 a4 92 3a d8 22 
78 55 28 ed 0b 1b 94 60 b7 9a 2f d7 54 4b 60 1e 01 6b be d2 06 43 7e d7 c0 6f 7e 58 7d b6 cd f7 cb d5 c6 e2 d5 97 cb af 
dc ea e7 74 8b 8b 15 3a f1 07 89 4e d3 a0 46 e1 c5 8d e4 8a 3a 71 71 7c 74 b1 fc 41 a0 b3 ba e6 d1 5f 22 61 80 24 ce 17 
ce 38 a1 65 10 85 65 e9 52 21 82 cf 11 44 bf 22 7e 3c f9 1c 6d 1e b9 85 36 b7 8a 20 29 9a 73 18 e5 0d 88 81 83 23 78 a9 
5c a1 e5 06 06 61 ce 63 72 ab d5 4e 46 75 08 e6 97 
Data Ascii: 8H-20@6|g_fUSd(MNWw=>xc4[%,wZWyWadQk\U7Cw:"xU(`/TK`kC~o~X}t:NF:qq|tA_"a$8eeR!D"~<m6 )s#x
\acrNFu

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6344 IN Data Raw: 9c 98 dd c7 53 a2 42 54 63 8d 13 43 95 4d ba a2 cc 61 4b 95 58 0a 7c ca fd 66 05 4a 28 9b ca 4f 34 7d 6d 51 
0b 3b 20 5c 22 88 07 42 e2 fd 9d 54 4d 66 f7 b4 f9 d7 fe 2e 2b d7 a5 28 59 40 2c b9 c6 e6 a8 59 95 9c 1d d7 ab 70 71 63 
91 9c 0c 5b 3c 54 6d c1 84 61 4a 20 80 25 e4 4d 09 8e b4 56 98 90 9d 30 a2 75 53 1d c4 fe 68 de 69 66 3f 47 ac 61 44 
0b 5b 75 92 23 b3 c7 c7 6c b5 e8 29 5a 76 ba c8 e8 84 c5 07 c7 29 be c5 a4 d3 eb 3c 62 24 d2 e1 c3 e0 83 53 93 21 b2 
ee 1e a5 7d 06 6f ba 45 c9 c0 e8 58 92 4a 0a 61 bb 3a c4 07 30 33 96 51 bd 8d 41 64 6a 72 12 aa fc 00 43 f2 d2 86 e3 43 
5c 95 5e 30 52 95 54 83 24 fa 25 c5 ef 92 00 46 65 e8 44 0b b1 04 18 5c 4f c5 2a c2 d8 ee 86 b9 2a 71 0c 49 f5 6a b9 b0 
c0 32 93 33 0d 09 e3 36 fb 04 bc 9a 5a d9 b4 96 b6 9f 10 09 1d 
Data Ascii: SBTcCMaKX|fJ(O4}mQ; \"BTMf.+(Y@,Ypqc[<TmaJ %MV0uShif?GaD[u#l)Zv)<b$S!}oEXJa:03QAdjrCC\^0
RT$%FeD\O**qIj236Z

2022-04-20 13:11:57 UTC 6345 IN Data Raw: a4 5a c3 4c cd c7 cd 1a c8 a6 be 6c a2 8c d5 10 23 40 46 9f 19 b9 fc 33 9a 8c 38 6e c2 4d 64 a6 3a 82 85 30 
1a da c7 9e 9c a5 84 7c bc c1 59 67 bd 0d 10 fa 3a 09 61 1e 38 60 88 f6 ee 1b 76 4d 84 9d c9 74 73 a5 8d ea 00 89 7f 53 
77 76 4e 02 17 7d 90 aa 50 de 6a c1 08 27 da 3d a9 cc de d3 8d 49 cd 72 36 53 6b 4e 11 20 36 2f b4 0e 10 a6 83 a1 f1 
41 b0 92 ac 34 41 b5 e0 6d 17 b2 88 4b 47 84 d4 0b 1f 1e 19 13 a6 99 58 31 75 6f 3c c3 81 2d 70 20 eb b6 0a 23 f0 9c 02 
52 ca f6 f8 ff f9 e3 01 49 1b 60 e0 14 26 73 ed 2c 6d cc 33 74 ca 32 39 17 fd d9 0e c4 7d 4f 89 96 27 66 86 b6 90 98 39 
b9 24 b8 42 97 6b b8 e0 83 6e f1 3b 2d 19 53 58 46 3e 68 cb b2 03 62 70 32 ed 84 87 a9 ee a9 51 a7 9a 94 14 76 70 eb 
1e 63 c3 94 b8 91 1b 6e 59 9f 29 ec a4 53 50 f8 08 4c 28 db 21 
Data Ascii: ZLl#@F38nMd:0|Yg:a8`vMtsSwvN}Pj'=Ir6SkN 6/A4AmKGX1uo<-p #RI`&s,m3t29}O'f9$Bkn;-SXF>hbp2Q
vpcnY)SPL(!

2022-04-20 13:11:57 UTC 6346 IN Data Raw: 8e f2 92 cf c5 69 04 ca 74 f0 6a 30 7c 4d d6 72 05 7d b2 f6 bc df 2b f3 d6 9e 49 79 32 10 c6 a7 c3 e1 e4 e5 a0 
1c 13 aa 72 2f e9 23 40 de 94 d4 59 31 ef df 58 ae 1b 1f cf 8e c0 20 83 f4 4e 86 e0 6b c6 c4 7c 71 b7 47 da 95 40 29 b0 
36 bd 72 d0 a7 16 8b bb 16 94 ae 9b f4 4f 4b 38 30 51 3c 66 68 a5 5d 78 ba f4 66 83 f2 70 12 4f 4d e8 c3 bc df 0f 2d fe 6e 
21 1b bf dc 3d 3c 2c cf 26 dd 17 27 44 77 b8 29 a3 3c 9c e3 e1 90 9c 84 cb 93 f3 10 ce ca d1 11 60 45 d0 61 de a7 b7 01 
c8 70 48 3c 18 53 e7 c8 03 98 0e fa 10 2a 9c 9c f4 8f fb 0c 4d b8 6b 1e 1c ac 5e 7f 7c d8 1d f5 6a 4e 1d f5 47 a7 5d 4e 15 
b9 ab 7c 1c ac a3 fe a0 5c 9a 97 19 68 f6 80 71 3e 5c ff 9d 03 b4 84 91 71 f2 4c 59 97 03 31 e8 d2 f0 8b be ed 8b 5b 39 
7c 45 4d 3c 7d 57 09 b7 72 54 d6 06 96 c1 9b bb 
Data Ascii: itj0|Mr}+Iy2r/#@Y1X Nk|qG@)6rOK80Q<fh]xfpOM-n!=<,&'Dw)<`EapH<S*Mk^|jNG]N|\hq>\qLY1[9|EM<}WrT

2022-04-20 13:11:57 UTC 6347 IN Data Raw: cc a3 7f 6f e2 3c 9a 1d d5 16 41 30 5d 1c 15 0f d9 6f 78 f9 8f 32 5b 1f 17 9b f9 3c be 8f b1 b8 6e 14 cd ee c2 
7b ae aa 72 01 22 db b4 4d cd c0 9c b6 ae 29 b6 a5 92 68 fa 5c 22 04 91 ef 61 1e b1 65 b6 5a 41 0b 1e f3 f7 7f 79 27 a5 
8e 56 ff 68 27 b4 7a 27 24 96 4a 77 62 d7 ff ff 43 37 99 ae aa 2b ae a9 38 8e 66 b8 9a aa 12 0c f0 b6 77 f9 63 59 8f 76 0d 
cb 56 90 6f 48 52 db 51 5c dd 20 70 f5 b5 82 d3 1a 79 d6 cf 70 aa 69 2e 04 15 17 78 65 5a 9a 06 51 02 a7 df 06 f0 55 70 
16 c0 59 e3 d1 e1 3a d9 e4 61 72 98 cd e7 45 54 be 57 d9 07 e5 db 45 98 2e b2 4d f9 f4 41 6d 1e d9 2a 9a b1 6f fd e1 b9 
d7 0b 7e f5 87 4f 4f 1f b4 b6 57 2c bb 7f 60 6a 65 dc 53 56 3e 44 f9 9b 03 ff 29 06 3e 09 db 0d 03 50 a6 a8 d8 1e 0d 50 63 
29 04 a4 4f f3 90 7d d9 68 8a aa b3 d9 76 26 84 
Data Ascii: o<A0]ox2[<n{r"M)h\"aeZAy'Vh'z'$JwbC7+8fwcYvVoHRQ\ pypi.xeZQUpY:arETWE.MAm*o~OOW,`jeSV>D)
>PPc)O}hv&

2022-04-20 13:11:57 UTC 6349 IN Data Raw: ac 32 91 ff 00 15 02 ad 4b 11 4a b3 d7 15 a3 02 32 26 f8 43 f2 75 33 3b ae 27 b3 d0 fb 19 a0 5d 28 08 1a 7f 
92 95 02 6e 35 30 36 12 93 9a 88 58 01 e9 5b fe 2a 65 bf 45 77 77 35 d9 a9 66 01 3c 37 4b 01 9f c2 26 00 60 40 75 c0 ee 
5c 42 f4 47 0d ac 3c 67 00 e7 2f 45 cd 42 7e c8 23 d1 8d 21 ee c3 e2 47 a1 d4 42 eb a8 a2 5f 85 9f 1c c5 54 80 ea ed 91 
d3 04 41 f7 5a c8 da 40 69 b8 96 97 3c 2c 56 73 4d b2 dc 8b b0 da 8d 98 37 a3 82 6a 83 16 82 6c 9a 2a b6 05 f8 8e c2 65 
90 c0 eb d4 8e 89 17 b5 04 22 54 83 81 48 30 c7 40 60 a8 64 dd ed 25 ee 2e e2 cc 98 3b b1 da 4f b1 4f 96 82 a0 05 8f 07 
35 75 e1 47 44 1a d1 e8 bd 30 06 ee 42 7e 14 55 d7 97 82 e5 20 7d dc 83 fc c7 86 26 ec 13 96 7a 1e c7 e2 27 49 40 5d 
87 1f c0 58 3a c9 92 9f 58 ff 8e f3 ab 32 cb e3 a2 46 5f cb 
Data Ascii: 2KJ2&Cu3;'](n506X[*eEww5f<7K&`@u\BG<g/EB~#!GB_TAZ@i<,VsM7jl*e"TH0@`d%.;OO5uGD0B~U }&z'I@
]X:X2F_

2022-04-20 13:11:57 UTC 6350 IN Data Raw: f6 a6 93 91 77 ee 4b d2 89 5c e2 10 35 23 4e 36 e4 e0 22 2b 22 72 f9 ab fe 39 81 47 49 3b 21 11 1e 4f 06 d3 
9b 60 14 9c 06 55 90 b5 6e a9 e4 7b 08 aa ad df 1d df 7a c3 f6 c8 97 95 37 a2 65 d2 bb ec f5 6f 89 ac ac 49 23 b2 37 41 
c7 6f 47 7b 09 8b 68 d1 30 ba ee f7 c7 17 3d 7f 44 bc 2a fb 8a 86 28 f9 ec d3 62 25 b9 8a ad e4 46 e7 d3 2e 00 19 d1 3b 
ee a3 d6 8c 08 7c c9 6e 24 1a 49 78 0a 68 d3 f1 7b 01 45 2c d9 15 ca 6b b9 71 70 ed c3 60 92 78 92 83 a9 46 f0 ba aa 66 
3d ff 6c 5c 5b 4d fc 23 f9 46 68 47 f8 19 21 45 5d f6 ce ce fc c1 d8 3b bd 22 b9 23 3b c0 6b d7 73 de ef 13 4b 64 fc b2 5d 
c3 c0 1f 76 b1 2a b2 1c c9 37 46 6f 28 e9 f7 49 05 93 90 f1 76 05 93 5e 00 aa 70 75 15 9c 07 12 9f c8 ee 71 64 ba 3a c1 
e8 cc 1b 76 f8 4e 75 83 e1 b5 27 4b 45 d9 f5 9e 4c 57 
Data Ascii: wK\5#N6"+"r9GI;!O`Un{z7eoI#7AoG{h0=D*(b%F.;|n$Ixh{E,kqp`xFf=l\[M#FhG!E];"#;ksKd]v*7Fo(Iv^puqd:vNu'
KELW

2022-04-20 13:11:57 UTC 6351 IN Data Raw: 87 f3 f3 75 ba 5c 26 ab cd d9 38 8b cd d9 7d 32 3f bf 3f 84 f5 5c 2c d6 db 68 75 ae 7b 59 11 7e 3f 51 36 62 35 
8e 36 b0 1f de cd c4 62 fa fd a4 74 4c 0f 51 ee 67 62 bd c6 97 ab e8 9f 69 bc 8a 46 ef 8b 19 c1 70 31 7e bf 9e 24 5b 7c f9 
97 4d b2 3c 5b a7 0f 0f f1 7d 8c c5 35 a3 68 74 27 ee c9 55 16 02 a4 b8 e5 58 ba 89 67 3a 86 ae 3a b6 c6 52 ac 2d 92 45 
51 b4 62 24 3e fc e9 0d 94 c6 57 fb 77 1b a0 17 1b 20 99 a0 74 03 5e 86 fd 7f 18 1d cb d3 0c d5 b3 54 d7 d5 4d 4f d7 34 
86 01 17 13 01 e8 28 46 7b a6 ed a8 28 3f 14 ac e3 aa 9e 61 1e 8f be 14 f1 26 9d c7 d3 c2 40 f7 30 5c f5 00 53 96 ad eb 
30 60 c0 f9 e3 1a 11 0a ea 01 42 d4 ef 9d 2e 67 e9 4a cc 4e 93 87 87 75 b4 f9 a0 29 1f d5 1f 97 62 31 4e d2 cd d3 47 ad 
fc a8 a0 56 7f 74 ba 17 b5 30 f8 e6 77 9f 9e 3e ea 
Data Ascii: u\&8}2??\,hu{Y~?Q6b56btLQgbiFp1~$[|M<[}5ht'UXg::R-EQb$>Ww t^TMO4(F{(?a&@0\S0`B.gJNu)b1NG
Vt0w>

2022-04-20 13:11:57 UTC 6353 IN Data Raw: a7 c2 0b fc 78 2e a4 82 85 fa 07 29 33 27 97 05 e8 1e 4a 6b 4d 8d 24 fd 9e 13 f1 a4 14 b5 e5 9c a7 d4 87 2b 
13 fc e5 ac 78 84 8d 2e ca 84 c0 01 3c eb f4 89 03 33 42 4c d4 90 52 1a 66 d5 9b 8e 26 69 7c 3e e8 b6 5e cd 15 02 05 d2 
01 00 00 e9 00 c9 e4 31 c1 dc 27 eb d7 74 3e 29 50 5b f9 05 2b 27 f4 8f a6 d1 7e 2b 7e cd 5d da e8 b6 34 b4 78 08 83 ab 
5a 2a d0 f5 8d 24 c0 d6 36 db b9 9d 03 bc 44 d4 88 65 b0 22 dd b3 d8 9a ae e2 71 3a 46 60 f6 44 83 cb 6c 7f 97 a2 04 12 
8f 24 9c a5 21 f6 c0 5c 90 88 c9 12 a9 4d 34 5c 0c 46 b2 a1 b5 07 d6 bb ae 89 5d d7 d8 b2 2b 99 26 87 6a 50 37 01 75 
e6 cd 56 91 89 10 c3 90 79 1e 42 88 14 62 de da a4 6d 69 de bb 03 e6 af f1 79 81 14 1a 27 fb 6d b6 94 1e a9 00 7c df cc 
05 c0 31 19 db a8 2c 3a 81 01 52 ba 74 86 61 1b 2c f1 7f 53 
Data Ascii: x.)3'JkM$+x.<3BLRf&i|>^1't>)P[+'~+~]4xZ*$6De"q:F`Dl$!\M4\F]+&jP7uVyBbmiy'm|1,:Rta,S

2022-04-20 13:11:57 UTC 6354 IN Data Raw: 91 d1 83 dc be d5 b9 60 f0 28 91 fd 12 e3 fe e0 7a 78 13 f4 82 cf 41 96 64 95 5b 2a b9 eb e7 de 3a cd fe 6d ad 
5b 9d f9 32 f6 62 5e 06 e1 55 d8 b9 65 b6 b2 4e 8a d9 de 04 0d bf 1a ed 25 8a a0 c2 43 af dd e9 f4 2f 43 bf c7 a2 2a 7b 
27 84 39 f9 ea 73 b2 92 5c 33 66 76 bd 8b 61 13 80 8c ec ed 77 c0 35 3d 06 5f b2 a3 fa d2 12 91 02 da 34 fc 30 e0 88 25 
bb 59 78 6d d7 0f da 3e 26 cc 0a 4f 72 50 54 1a b6 33 36 0b fd 7a bf 98 35 8b 8f e4 85 97 17 c6 07 84 cc 79 b9 56 af fb 
d7 fd da e7 16 ab 1d d9 89 5a b5 9f 8b 4e 87 cd 44 a6 16 ab 3d 5c fb dd 26 56 c5 96 23 79 79 e6 0d 27 9d 0e 63 30 89 8a 
ae 76 30 08 03 48 85 56 2b b8 08 24 31 91 5d 7a c8 7c 35 82 5e bd d6 6d d0 4e 35 83 6e bb 26 2b 45 d9 35 97 cc 57 33 
08 fd 0c 5e 86 a8 ec 50 42 3e b2 a3 1d 99 a3 cc 47 05 c9 
Data Ascii: `(zxAd[*:m[2b^UeN%C/C*{'9s\3fvaw5=_40%Yxm>&OrPT36z5yVZND=\&V#yy'c0v0HV+$1]z|5^mN5n&+E5W3
^PB>G

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6355 IN Data Raw: 44 53 0e 61 b9 fa a5 13 d7 3d b9 e8 0e 7f f8 69 bd 84 f5 e3 01 70 ed e3 fb c5 d5 ea dd cd fb 37 ab db bb 35 bb 
aa 05 ae ff 73 75 f3 e1 7e f5 e1 7e cd bb 92 cb d5 60 f2 b5 5a 7f bd 61 30 f9 81 46 3f 60 29 98 83 2f 5f 12 1b 39 ff f8 6e 7b 
2f ff 72 bc f8 eb eb 4f 2b 21 c4 5f 8e ef 3e 2e 3e 54 ff 59 74 de dd ae ae 7f 7e 7d f0 ee fe fe e3 dd d3 e3 e3 bb 4f 1f 3f de 
dc de 1f bd 5d 6f f8 d1 d5 cd 6f c7 57 5f 77 e5 78 f1 e1 ee 5f ab db 63 15 d6 6e fb f5 41 e7 7e 71 fb 76 75 0f e3 e7 cb f7 
8b 0f ff 7c 7d 50 11 2e 5e d2 b9 7a bf b8 bb 83 2f 6f 57 ff f7 e9 d7 db d5 9b 27 71 46 30 f0 c3 db 27 77 ef 6e fe 05 5f fe cf 
fd cd c7 a3 bb 4f d7 d7 bf 5e fd 0a 8b 3b 59 ad de 2c 17 57 05 a9 35 0b c0 5a d9 cc 2a 03 ef cc b4 12 99 93 0d 2a 75 a5 
88 ed 30 58 20 91 cd c7 ee 3a ea 
Data Ascii: DSa=ip75su~~`Za0F?`)/_9n{/rO+!_>.>TYt~}O?]ooW_wx_cnA~qvu|}P.^z/oW'qF0'wn_O^;Y,W5Z**u0X :

2022-04-20 13:11:57 UTC 6356 IN Data Raw: 85 4e 31 10 4a c8 4f 33 f0 a9 55 56 5b e5 9c 22 27 b2 cd e8 1d f5 ed c7 09 06 bf 34 1a c6 7e 4d b3 25 4a fb b5 
78 10 f7 52 e0 bc 03 13 d2 2f 0d 19 fd 86 52 fa fe 35 5e 63 95 17 3e 28 a1 d6 cd 01 d6 f3 b9 e4 7d 64 e4 8f 54 e2 2e 0a 
45 5a ab a0 b4 0d de d9 20 e8 f2 63 1a 1f c7 e6 18 a9 8a 0d 4b 1e 10 e2 7c 3b 5e 35 cf 8c e9 4f 21 4e 97 d6 85 ff b3 82 
19 40 24 33 6d 42 10 5e 59 ab 24 9f cf 2e 27 8d a3 16 26 6d 4d 13 2b 78 f5 ad d8 5c 4e 2a 2b 0a 37 20 27 16 fe e8 4c 80 
dc 7c e7 12 c0 7f 9f 32 b5 2d 48 18 30 2a 21 03 4f e8 4c 16 ac 36 be c1 b0 b4 8a e2 13 b0 a5 e6 6a e2 d7 cb ed 3d e6 fc 
c7 7a 96 56 48 a3 9d 09 c2 58 61 44 a6 2d 6f ff f6 6e 3c b1 42 15 1d 33 de 68 eb 42 26 84 71 bc ef 6d ef 1a 77 d5 dd 2b 
18 da db ea 02 79 34 e6 6d 97 e8 68 cc 92 a4 a5 a5 96 
Data Ascii: N1JO3UV["'4~M%JxR/R5^c>(}dT.EZ cK|;^5O!N@$3mB^Y$.'&mM+x\N*+7 'L|2-H0*!OL6j=zVHXaD-on<B3h
B&qmw+y4mh

2022-04-20 13:11:57 UTC 6358 IN Data Raw: c9 f7 ce a6 97 1a ec 57 47 e8 c5 ab a3 8e 3a 32 a7 cf ff 1f 2f 0b 99 f8 1a 3a 8e 72 d3 b1 f0 fb 1f 23 7f 33 97 29 
a3 1c 04 25 d6 68 08 8a 48 a1 f6 eb 61 90 7d 4e 95 a6 72 d7 0f cc 1d 96 e1 6f e1 76 8a c2 b2 84 59 2b a5 bd 55 2d ae 1d 
68 01 d3 a3 8e 7a e1 8b 4c 9b 06 b2 45 31 48 04 cf e7 dc 5a 24 d0 f7 39 86 e9 21 2c 0d 21 b8 75 ba cf 98 4c f2 ae 1f 63 
a4 5a cb 40 eb 0a 46 2d 67 e7 f5 3a fa f3 de 4b ed 44 66 85 e1 4f ce 62 27 f7 88 23 3c 0d 0c 69 8c c8 1a b2 18 bf 6f f6 80 
e1 d7 ef 97 3e f0 46 eb 02 1a 7a ed 9c 0e c1 04 36 28 de 91 5f f5 c6 9a 60 32 23 85 5f e7 06 0d b1 a4 d1 2e d1 cb 56 52 
21 c1 4e 53 87 c5 ee 61 36 ef 70 87 b9 de e8 df 03 a6 54 f2 c5 4a 2b 8d 37 32 d3 5a fb 2c 03 5d 4c 17 90 b8 33 e4 91 8a 
16 5e da a0 45 50 5e 69 30 a8 6c 66 e5 51 57 ed 
Data Ascii: WG:2/:r#3)%hHa}NrovY+U-hzLE1HZ$9!,!uLcZ@F-g:KDfOb'#<io>Fz6(_`2#_.VR!NSa6pTJ+72Z,]L3^EP^i
0lfQW

2022-04-20 13:11:57 UTC 6359 IN Data Raw: d3 b3 7c 4e 14 83 b9 c5 15 0d 2e c3 42 08 59 22 60 e8 75 2f 0a 2b 46 56 c0 9c fe f8 4a 05 20 2a 61 17 53 72 
ae 7e 7f d1 9d 4d c8 00 ee 5a c7 af 03 ce ba d4 7c 31 f7 74 56 bf 9f e4 39 71 cf 5c 1e b9 fa fd 6c c8 2d 81 2b c9 55 23 2e 
47 67 b3 73 32 82 bb 3b fc cb 97 7f 03 50 4b 07 08 8b 4a 75 50 bd 11 00 00 7e 61 00 00 50 4b 03 04 14 00 08 08 08 00 
2a 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 0c 00 00 00 5f 6c 6f 63 61 6c 65 73 2f 74 65 2f 03 00 50 4b 07 08 00 00 
00 00 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 
00 5f 6c 6f 63 61 6c 65 73 2f 74 65 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e dd 5c 5b 73 13 4b 92 fe 2b 5a 2f 0f 73 26 c0 
d4 bd aa d9 39 7b 42 58 6d a3 c1 96 3c 92 0c c1 c4 89 50 
Data Ascii: |N.BY"`u/+FVJ *aSr~MZ|1tV9q\l-+U#.Ggs2;PKJuP~aPK*Q_locales/te/PKPK)Q_locales/te/messages.json\[sK+
Z/s&9{BXm<P

2022-04-20 13:11:57 UTC 6360 IN Data Raw: 0e c7 d4 69 b0 df 91 4b bd 72 2e ee 72 ab 06 a9 23 c0 6e 1f a1 aa 00 f1 b2 10 5e 6b 0f 7b 54 5a 6b 95 c7 ef a8 
c7 d8 51 47 1b 0f 52 18 09 81 b7 2f 20 dc 95 1e a2 b8 7c ec 9f c4 94 7e 3d 34 69 c0 a6 e0 9c 72 c1 48 a1 05 90 67 09 47 
f7 72 89 e4 49 63 f8 25 91 10 8d 35 ae 10 ab a3 96 2d d0 9e a3 0a 53 fd df df df 8f eb d5 05 c0 9c 0f 16 d6 2b 41 81 cc da 
58 ad d7 e9 43 34 b5 66 61 7e 75 91 a2 89 48 40 3a ce 03 86 c2 67 01 2c 29 32 7c a6 86 d8 8e 37 e0 46 94 04 69 d9 42 
17 95 c5 b0 d2 c6 96 28 2f 90 0e e6 e5 64 8d 12 06 96 05 79 98 d0 1a 38 c0 2e ac 15 7a c7 ba a8 40 d5 08 f0 71 01 fe 51 
0e f4 a7 28 74 be 3e 10 35 de d7 23 8d 80 00 bf 80 34 cb 83 aa 40 a6 e5 32 0a ec 11 df 1d 5e 3f 86 9b de 9f ea 5d 0a b4 
d7 c6 4c cf bb df 36 26 2b d4 2f cf da f9 2b 89 48 29 
Data Ascii: iKr.r#n^k{TZkQGR/ |~=4irHgGrIc%5-S+AXC4fa~uH@:g,)2|7FiB(/dy8.z@qQ(t>5#4@2^?]L6&+/+H)

2022-04-20 13:11:57 UTC 6361 IN Data Raw: bb 0e b0 46 0f b1 91 fa de eb f7 4f 0e df a3 c8 ef be 0d b0 c4 e6 b2 cd ba 49 49 bd d9 a6 31 42 00 ff 94 0b 20 
31 2f 8c 5c d3 13 c0 a5 e1 31 7d 46 35 02 1c 2b 30 e9 de 8f 28 f1 a0 58 0b eb ce 7d 2b 12 bf 45 56 00 33 8a a0 e1 5f 88 
e3 a5 28 58 4e ec 70 0e 26 90 ab a1 4e 2e ad 12 7d 7f 92 b5 5d c5 3e df 5b dc b1 94 71 88 b4 63 aa e5 6f a6 e2 d0 96 79 
ac 71 56 68 e3 00 92 44 d5 db 67 dc 8e 65 1e 8c e0 89 1b 75 e4 c9 e5 d3 b3 c9 31 51 96 7b b2 f6 7b 75 29 58 a7 84 84 
00 5f 15 10 9c ba 82 6f ba 97 dd b6 b3 85 9c f5 e7 6d 8c 1a a5 5d 19 cd 81 3d 56 db 18 d8 d3 62 10 d3 a1 8a d5 6c 43 31 
e5 97 66 e7 ae 00 e3 d1 85 07 6b 0a c2 0a ab f8 5c eb 87 39 01 80 ec c3 93 66 6a 0f 19 38 d8 6f 55 4b 04 4d 53 85 65 75 
2d 82 11 13 32 76 fb 5b ff 6d 12 17 45 21 a1 43 91 b6 7a 
Data Ascii: FOII1B 1/\1}F5+0(X}+EV3_(XNp&N.}]>[qcoyqVhDgeu1Q{{u)X_om]=VblC1fk\9fj8oUKMSeu-2v[mE!Cz

2022-04-20 13:11:57 UTC 6363 IN Data Raw: 23 ce 3b 7a f4 d6 16 f7 be 9b 7c a9 69 d4 9f e2 76 97 25 a2 9f e0 c6 2a fd d5 e8 92 bd 33 26 56 74 e1 1b 09 
72 d4 cd 2c 97 29 0e 31 8d ed d5 cb 39 bc 08 41 07 05 c8 0d 10 be f6 98 ee e1 9b 20 29 33 69 f8 82 53 9a ef ec b1 c5 ef 
7e 20 ee 21 49 6f 7e 5a 7f ec 49 39 18 f6 e7 93 f1 d9 ac 9c cc fb 83 c1 70 36 1c 8f fa c7 f3 83 f1 c9 49 39 9a 4d 57 c5 c3 
bd d1 86 d2 39 1b 0c c7 f3 bf 9d f5 8f 87 b3 37 ab 14 b8 c8 95 50 38 e8 8f 0e ca e3 f9 f3 b3 d9 6c 3c a2 6b a0 2f 7c a1 14 
c6 a3 19 6c 00 56 51 4e ab 3d ad 12 e1 ba 13 08 91 c1 70 30 1f 8d 67 f3 d9 84 6c 83 3b 81 20 e3 0f cb 72 f0 bc 7f f0 72 
5e 9e f4 87 c7 f3 c3 61 79 3c 58 25 c4 5d d1 cf 13 3a 1c 4f 4e e6 83 72 7a 30 19 9e b2 db 62 5a 45 f3 d4 5e 94 fd 41 39 
59 a5 c1 95 d6 f2 34 4e 27 e3 93 d3 19 61 0f 3d 91 
Data Ascii: #;z|iv%*3&Vtr,)19A )3iS~ !Io~ZI9p6I9MW97P8l<k/|lVQN=p0gl; rr^ay<X%]:ONrz0bZE^A9Y4N'a=

2022-04-20 13:11:57 UTC 6364 IN Data Raw: 60 d7 ab 76 bd 7a 5d ff ad ab 4f 59 d3 95 b6 fe c6 a3 5f e3 f7 af ea cf 78 57 bb 4d 41 d6 d7 eb 78 e5 ba e5 4c 
c5 7b 89 96 6f 55 df 4b bb 76 6d e2 c7 6f af 8a df a7 6b 5c 4b 41 d7 57 4a 8d 78 43 12 89 7f 47 0e a5 43 dc c6 1d ad 11 
05 93 a4 06 f2 2a bc 2b 4c 21 b4 0c c2 59 56 68 12 b1 a7 b7 d5 10 c5 a2 5e a1 6b 5e a3 1b bd 6a 29 c4 b5 89 f9 f3 c8 80 
51 de 80 c6 0b b8 b7 97 aa 70 5a e6 d5 ae 1c ba 47 a4 68 5b 81 c6 4d 46 6e a2 68 22 4f f1 1a 2a d0 44 0d 09 31 09 2b 
5d 19 f9 b3 4a 49 23 0a af b5 04 2e 85 b6 3c 7f 44 42 49 ed eb 6d fe 22 07 91 7b 6a 6e 0a 1b 97 6c e9 e0 9d 28 37 68 d9 
8c e2 55 c8 86 d3 45 78 a3 af db cd 45 46 3b d6 28 db 5b 36 be 64 ad 08 02 76 6d 9c 14 5e f9 60 3d b7 e9 b4 5e b5 76 8f 
ed bb 51 47 a4 58 e8 a2 f0 85 33 95 b1 99 60 b4 2b 58 8a 
Data Ascii: `vz]OY_xWMAxL{oUKvmok\KAWJxCGC*+L!YVh^k^j)QpZGh[MFnh"O*D1+]JI#.<DBIm"{jnl(7hUExEF;([6dvm
^`=^vQGX3`+X

2022-04-20 13:11:57 UTC 6365 IN Data Raw: 31 24 b9 66 cc 8e 29 f0 d7 db 57 e2 22 2c 59 92 42 08 e4 7b d0 3c 6d 4c 61 bf e9 84 51 8a fe 29 eb 77 14 5f 
b4 9a 14 fa 5e b7 1c c6 bd 50 a5 76 c4 ed b6 e9 e0 a6 04 76 9a f4 3d f2 6f 79 81 76 2d 5a 0e 19 cb da 25 1a 2a c2 56 12 
2e ea 9a 45 95 08 d4 67 c1 dd 43 53 0c 90 d9 f4 86 55 1a ad 14 32 2d a6 16 40 5a 4a 06 89 35 ac 5a 26 b0 49 27 29 9a 
56 0f 71 15 0e 15 0a 4b 17 05 b8 fe 7a 04 cb 3b 46 90 64 29 8a 84 6d da 82 a0 2a 66 22 1b 6a 1b 4a 9c 5f b0 7f 5a b4 0a 
c5 08 83 70 32 ed c7 e6 dc 2d 39 05 71 ae ac 5d a0 d8 9b 10 10 45 e0 28 e0 35 a2 d9 21 73 fd 88 88 90 fc 70 dd ae c5 
5d d0 8e 65 51 6b 45 1b 53 a8 93 8b 55 d8 a5 33 48 2d a9 f6 9e 78 1f 1d 45 d7 a1 9c c6 a8 ef 97 c1 4e 2d f4 de 48 78 e7 
88 54 c3 01 dc 03 48 40 5f 20 0a 71 d7 a8 de ca 79 60 a7 a5 ca 
Data Ascii: 1$f)W",YB{<mLaQ)w_^Pvv=oyv-Z%*V.EgCSU2-@ZJ5Z&I')VqKz;Fd)m*f"jJ_Zp2-9q]E(5!sp]eQkESU3H-xEN-
HxTH@_ qy`

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6367 IN Data Raw: 65 94 d6 c2 b9 47 1d f0 ec b1 99 07 0e be 20 98 9d 7b e6 bb 9c 45 d9 5d 86 09 08 e0 c1 0d 66 99 39 07 75 4f 
7d 48 7a fc 05 03 9c ce 21 a6 dc 14 77 87 c9 f0 4e e2 cb e0 f1 8e ff f6 77 3f 50 e9 40 93 a1 48 59 21 04 57 08 25 ab b1 0b 
40 6a 03 e8 6a c7 68 92 95 4b 4d d7 49 08 8b 90 cc 04 14 26 10 48 04 04 ad 3c 30 a2 33 6c 46 0f a4 57 24 1d f9 06 9f 85 
29 b6 25 d1 ed 03 f1 26 fa 7d ed 12 dc f8 6a a4 e0 8b aa d9 5c 95 f0 d2 08 fe 9c 5c d7 40 b6 db 23 7f 26 cc 8f 9e 45 f8 2a 
fa ff 31 bd 17 2a d1 1d 5b 2f 4d fa 04 6b d7 50 3d 38 e1 5c 75 e6 10 fe 60 b1 29 13 bf fb 9f 23 71 ae ea 06 59 09 6e 64 a4 
81 da 24 73 92 13 1d b9 48 73 c6 b0 6d e4 74 78 d0 d1 05 3e 89 97 fa 25 5d 5c cc 38 2b 1e 8a 93 22 1b 17 5f cc 51 17 7c 
60 0f 55 02 a9 ce c2 5c 62 f7 43 29 29 45 7c d9 
Data Ascii: eG {E]f9uO}Hz!wNw?P@HY!W%@jjhKMI&H<03lFW$)%&}j\\@#&E*1*[/MkP=8\u`)#qYnd$sHsmtx>%]\8+"_Q|
`U\bC))E|

2022-04-20 13:11:57 UTC 6368 IN Data Raw: 9c 7b d9 42 6e 79 ed 6a 24 96 32 05 47 96 00 97 1f b8 13 4f 59 02 f3 25 78 2a 8d 86 5c 1d cf d1 a8 f1 d0 93 
e5 d1 6a 3a 5b 95 15 b0 a1 e6 48 1f 36 ca 12 aa ec 7b 7a 56 52 20 cc bc 68 2d 4b e4 b0 1c 2e 96 90 ab 2a c0 57 32 51 
97 1e 7f cf 92 82 54 41 8d 9a 7b 8d 44 96 02 00 d7 7f 40 f4 01 3f cd 25 2f ee cd 27 1c b9 98 bf 7a e2 2a 73 54 35 4f e7 70 
56 96 ff a2 c9 8c 7b 8d 60 9e 08 17 9c 99 37 c0 f4 10 98 81 ae e8 46 e8 69 d9 3c 89 7f 94 b3 67 14 10 30 7d e3 3c 89 4c 
86 e0 1e 5f e8 21 c2 64 08 ee c0 5a 9e 42 84 26 34 ed d2 97 c9 f5 d0 58 00 de a4 26 cb 9d e6 cb 13 59 4e 9e 0f 17 07 4f 
39 23 e3 4e ac 70 84 5e 4c 97 50 a1 4f e6 cf 19 f7 61 de f7 82 48 3c 1d 4e 8e 00 ba ac c6 93 21 b8 cd 19 e1 80 1b fd b1 
cb cf c0 db 28 74 62 1e f9 62 56 a7 0a 80 96 8a f4 a8 1d 
Data Ascii: {Bnyj$2GOY%x*\j:[H6{zVR h-K.*W2QTA{D@?%/'z*sT5OpV{`7Fi<g0}<L_!dZB&4X&YNO9#Np^LPOaH<N!(tb
bV

2022-04-20 13:11:57 UTC 6369 IN Data Raw: 5d 9c cb b6 51 ff a8 01 77 99 a8 4b 2e 55 20 40 d8 0c 68 f2 23 e9 df f6 85 10 9c 4c 0d a0 46 00 53 04 96 6b 99 
8a dd a6 2c 5d b1 d3 9b b8 8c 45 45 2b 2b f1 49 c6 c5 fa 6f 2c 2d 51 63 72 72 15 67 49 c5 4a 51 ea 4c 1f 90 42 a9 67 59 
1e 74 9a 96 65 99 4a 64 7f 65 95 7c d6 a0 b6 01 04 f2 02 c0 86 e1 a1 78 1f 3e 5b 83 4d fd b0 05 37 fb ae 6b ba be 6d 50 
8b 42 44 79 f8 82 15 09 41 e5 5b 26 45 b2 6a 6a 61 8e c4 10 c5 f0 e4 e4 44 6a b2 02 b8 df f3 1d 68 32 60 04 5b a9 c6 77 
0d ca 56 fb f8 2d e4 2d 20 26 82 
Data Ascii: ]QwK.U @h#LFSk,]EE++Io,-QcrrgIJQLBgYteJde|x>[M7kmPBDyA[&EjjaDjh2`[wV-- &

2022-04-20 13:11:57 UTC 6369 IN Data Raw: 07 ff 06 d8 4d a0 d9 76 7f e7 37 21 61 c3 f6 a6 81 e3 3a 81 15 70 67 29 46 e9 23 ce d2 ac 39 ab 63 9b d4 86 
7e 00 35 b5 2c ec 55 59 e1 32 de 8a 3d c9 15 f0 0c f2 c6 c7 87 e9 c2 92 41 60 1d 4a cc 00 1a ab fa 61 9b 02 ee 02 60 b5 
07 9b 02 ae 5d 8d 8f 7e 7c 59 97 55 4c fe 90 94 15 93 67 91 48 0d f0 16 2b ff f0 a9 d1 c6 ad 61 18 34 30 79 0a 9a 2a 90 
de 6d d2 06 dd 97 31 59 c6 cf 49 46 58 b5 02 3c 92 92 6b a7 cc ab a4 c5 38 f8 11 19 65 2b ee cc 27 ce 8a 18 61 29 f8 40 
0c 1b 11 81 94 a4 14 cf 14 f2 51 09 ed 12 78 8f 89 cc 95 8c 55 08 85 92 9f 62 55 e3 6a ae 17 3c 26 12 63 7b 40 04 12 6f 
e3 22 6b 76 dc f8 fe 98 6c 81 14 32 2c 56 31 79 61 c5 e3 ba 58 ed 7e 47 b0 48 5c e1 9f 24 c5 8e eb 73 20 83 13 be 03 99 
b7 2b 92 c6 79 2c ad 47 84 5d 9d c7 e7 a4 24 0d 33 c9 24 
Data Ascii: Mv7!a:pg)F#9c~5,UY2=A`Ja`]~|YULgH+a40y*m1YIFX<k8e+'a)@QxUbUj<&c{@o"kvl2,V1yaX~GH\$s +y,G
]$3$

2022-04-20 13:11:57 UTC 6371 IN Data Raw: ea 62 bb 11 02 36 9f 32 9b b6 03 56 83 b8 71 d4 31 47 1b b2 f7 19 64 3d 20 bc 47 c7 08 a6 f4 84 df e4 bf f5 84 
48 dd fc 6f 37 20 72 1d df 09 50 1c 5d 03 55 08 79 8c 62 a4 34 d3 92 f6 88 76 d7 75 0d 74 dc 7e 00 16 63 82 80 52 8d 6b 
04 2b 78 ad e9 52 d2 c4 b3 1b a0 96 7a 96 15 a0 ac 22 a2 fc 80 2a 2e 9a 6f 1b e4 fc 44 c2 6d 03 a2 d5 5e 7a 28 19 0e 26 
be 6d 18 18 ab 52 10 2d 12 7e d1 5f 08 e8 aa 03 72 97 d7 23 7c 13 54 b9 35 23 7a 86 75 e3 72 d7 57 21 44 b2 4d dd 08 
70 0a d0 0e 27 94 ca e6 21 d4 3b 10 e1 9a f8 72 6c 68 d5 9d 15 ab c9 3c 7a 9c 06 af 1f e2 ba 19 d4 b5 3a 9c 8d d4 a4 1f 
5d 85 64 8e a8 50 9e 0b fa cc f9 3e 6a 2f 08 b5 52 0f 22 2e b1 6c d2 3a 93 0e f3 0c 84 14 12 8a 02 0a e0 31 0a 87 2b cc 
aa d5 ad f3 c9 db b6 e1 db ef b5 61 82 d7 ae 60 a6 34 dd 
Data Ascii: b62Vq1Gd= GHo7 rP]Uyb4vut~cRk+xRz"*.oDm^z(&mR-~_r#|T5#zurW!DMp'!;rlh<z:]dP>j/R".l:1+a`4

2022-04-20 13:11:57 UTC 6372 IN Data Raw: b7 82 f9 70 00 aa 70 7d 3d b8 18 68 6c a2 bb 8d d3 e9 ea 0f a6 bd 70 d2 e7 9e 3a 1f 4c 6e 42 5d 2a ea 2e 7c 
75 ba ce 07 c3 a8 2e 2f 0b 64 f6 50 03 3e ba 41 99 4e 51 ad a3 03 e4 35 9d b1 4e c5 30 54 e9 97 fa f6 97 4e 72 74 a5 96 
78 f5 9d 19 9d e4 24 e2 05 56 73 6e dd bd a6 4e 41 87 b8 ee 8d a6 2e f1 3a d5 94 5a aa 61 e7 9d 0a 74 f8 a0 bb b1 e8 
54 30 9d 23 53 d5 6a a8 eb b9 74 3a 6a 3e 74 36 bf 58 8c 26 8b 88 13 1b 35 1c d5 17 04 3a 15 f1 f8 1e dd 46 2a 11 d6 bc 
0c dd a9 e4 3c 0a 67 73 60 15 27 7c 91 a6 ea aa 37 cb 9d aa 00 15 6a 50 eb 5e 14 eb d4 00 e2 fa 17 54 1f e4 69 17 78 
e9 de d7 d3 a9 13 f8 f5 4e 5d d5 dc 4f 76 eb 39 9f 44 d1 2f 2a 98 e9 5e 98 ef 56 a2 2b ce 9a 77 16 df 51 30 81 af d4 83 a8 
77 a4 dd 2a fe 12 4d ae 54 42 a0 99 6c 75 ab e8 40 08 dd eb 
Data Ascii: pp}=hlp:LnB]*.|u./dP>ANQ5N0TNrtx$VsnNA.:ZatT0#Sjt:j>t6X&5:F*<gs`'|7jP^TixN]Ov9D/*^V+wQ0w*MTBlu@

2022-04-20 13:11:57 UTC 6373 IN Data Raw: c0 aa 59 67 15 f8 cf e0 b4 12 ae 90 ac f6 c8 0d 58 8e f5 c9 16 1d 72 01 b9 ad a8 c0 d8 c3 45 21 7c b1 b5 7c b0 
ec 93 0f f1 57 45 fe 32 e7 67 f9 8b b9 fa 0d 89 6f 83 d4 22 58 e1 bd 32 41 49 c9 7a 95 68 d3 e7 88 5a d8 9a 2b c2 0e 1f 
a1 07 53 38 01 86 0c 4c a3 f3 22 68 b3 ce 67 21 1e e1 f8 4b a9 00 30 44 00 d7 6d 0b a5 00 0a 89 bf fe 3c 06 32 f7 f7 fa 
40 e7 c9 78 f7 f3 a7 2f d7 f3 4f bb 57 17 17 37 8b db 17 b2 f3 ab f8 13 d9 b6 88 66 e7 d5 fc f2 fd d5 97 db 9b bb 5f 65 73 
19 1b 53 74 c6 24 f4 9a 63 63 e7 56 8f 0d 26 a7 85 0a 08 0e 47 07 dd 41 ff df e5 e8 ee ee 57 f5 57 6f d1 41 32 7f 1f e9 c9 
bb ab cb c5 0f d9 f9 ef 77 17 8b 3f 7e d0 ce bf cf 2f ff f7 07 6d 7d 75 fb 61 71 fd 83 f6 be 6b 94 c5 18 88 8a 84 04 53 a2 20 
7e 28 04 1f 74 63 63 2a 97 d6 af f6 e9 10 
Data Ascii: YgXrE!||WE2go"X2AIzhZ+S8L"hg!K0Dm<2@x/OW7f_esSt$ccV&GAWWoA2w?~/m}uaqkS ~(tcc*

2022-04-20 13:11:57 UTC 6374 IN Data Raw: 56 a8 aa 03 ee 81 91 45 70 42 98 62 c3 c2 47 db 20 7b b0 8e b7 c2 c1 48 99 82 17 c1 16 aa 59 5e 66 c4 c6 c8 
5d 54 23 31 28 10 b0 08 6e 13 39 73 28 e0 e2 13 13 e6 51 87 8c eb 01 38 b8 a4 e5 e9 47 47 57 31 5e ac 4a 28 d1 1c 33 
01 1c b6 74 c8 d4 e6 67 2a d2 04 8a 66 a5 d8 32 79 2c ac 98 36 db e6 a6 da 7d 85 37 4a 6b 04 8c 78 d1 6f 98 e0 60 7d 
cb 9f 82 a0 e9 5a 43 8d 80 12 65 da f9 35 62 39 17 f0 ec 31 fd ff 35 0d fe b6 bf cb 28 e8 fa fe fd 96 2d fb db eb ab 2f a7 9f 
16 37 1f ae ae 6e 9b d6 bd 55 a0 9d b1 c1 6b 75 a1 21 10 57 de 39 08 81 83 b0 92 f7 05 b4 88 8d b2 b9 c8 64 85 04 36 
1a 1f ed ac ad c6 55 6c 08 b2 2a ba f2 4d 87 87 0c 59 db 74 7a d5 8b 50 bd 05 03 a3 7d b0 85 0e ca 16 99 5a 6e 8d 95 9c 
a7 de 7c 65 78 64 db b9 a6 36 f4 61 52 ed c5 ea 0a 2c ef 6d 
Data Ascii: VEpBbG {HY^f]T#1(n9s(Q8GGW1^J(3tg*f2y,6}7Jkxo`}ZCe5b915(-/7nUku!W9d6Ul*MYtzP}Zn|exd6aR,m

2022-04-20 13:11:57 UTC 6376 IN Data Raw: b0 21 7e 9c c1 65 87 2d 71 62 84 43 eb a4 14 83 6c cb 43 dd a0 d8 22 5d f1 11 75 6d 36 d9 7c d9 34 f2 56 5a 
69 3c e4 cd 5a 43 7e ed 40 33 d7 88 39 f3 7c 57 84 a2 85 97 36 68 11 94 57 1a 4c 31 ff c0 fa 46 e6 83 06 bf f8 b5 05 1e 
a4 2e 80 df 2c a4 b4 42 54 d6 63 dd a3 fa 0d 51 3d b5 77 4e 14 d5 00 8d 00 c1 85 1f 5d 18 5e 84 cc aa de e2 28 b1 cd 98 
b9 08 7e f3 49 7c 3a b5 be 66 a4 a5 46 3e 54 45 6b 50 3a 19 3c 1c 20 78 5f ac 1b ff f9 d6 63 35 0d 0a 52 89 00 2e b7 a8 
e2 17 5b 3d f9 c3 3f e6 4b 67 6d b3 55 5d 2c f3 cc 50 60 b4 e2 b4 c2 9d 4c b2 a2 01 ae 24 e9 7f e8 05 23 9d 93 e3 c1 2e 
63 b7 11 e3 e3 b8 d4 53 44 42 0c 2e a9 32 ed e2 d8 92 98 72 8d a5 07 3b cb b8 3a db 82 a3 a8 69 b2 03 2a 30 a5 59 2e 
86 67 d1 f7 b8 aa 40 df 1c d3 d6 da 37 39 75 b3 4d 67 d0 1d 
Data Ascii: !~e-qbClC"]um6|4VZi<ZC~@39|W6hWL1F.,BTcQ=wN]^(~I|:fF>TEkP:< x_c5R.[=?KgmU],P`L$#.cSDB.2r
;:i*0Y.g@79uMg

2022-04-20 13:11:57 UTC 6377 IN Data Raw: 02 00 00 00 00 00 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 19 
00 00 00 5f 6c 6f 63 61 6c 65 73 2f 76 69 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e bd 5b 6d 73 db b8 11 fe 2b ac 9b 0f 
77 1d c7 06 08 be 21 ed f5 46 91 68 5b b5 2d b9 12 e5 4c 3a 99 d1 e8 cd 96 26 96 e4 ea e5 7a 6e c6 ff bd 0f 08 80 a4 b5 
a0 ee ae d3 de 97 84 96 b8 8b c5 be 3e bb 80 be 9d 70 c6 13 99 04 61 c4 83 24 09 7d 16 f2 f8 e4 83 f7 ed 64 39 db 6e 47 
8f 33 3c 9f b4 be ec f9 6c 36 5e 3d 7a f3 2f 7b c6 66 93 d5 fc e4 f5 d4 3b e1 3e 17 32 8c 65 e2 c7 be 48 e2 50 fa ec 90 34 
db 80 82 8f 99 e2 30 9d 6a 0e e0 25 9e bd 55 ce 8a ad bd ed 68 ef a9 97 38 cf 3f f1 5f bc a5 7a 78 08 bc 9d 7a 77 24 2a 
df 3e 8c c0 62 95 f3 18 85 3b f5 22 1e 38 3e 9b e4 6c e3 
Data Ascii: PK)Q_locales/vi/messages.json[ms+w!Fh[-L:&zn>pa$}d9nG3<l6^=z/{f;>2eHP40j%Uh8?_zxzw$*>b;"8>l

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6378 IN Data Raw: 35 a7 3b cd e2 61 6a 54 32 92 2b 23 8e c6 39 c0 1b 66 0d c8 f3 54 ec d2 80 ae 09 75 2c 6f 9b 2f 35 2d c1 6d 
11 9b 93 d2 cf 75 7a 54 78 a3 48 2f 4b 6d 91 85 41 7f 1a 08 2e 56 36 86 cb 05 0a db 79 e3 d1 5a b3 9c 8a a5 97 ff ff 90 
fb 7e 2e e3 99 77 47 82 c9 82 f3 17 a7 74 5b 83 28 4b 08 54 1a 06 30 ab 56 41 13 13 22 9a c1 03 d7 4a 99 f2 42 d9 8f 0b 
8d f1 9f f5 37 23 08 b2 33 16 59 b9 cc 7d e6 dd d6 28 c3 2c 65 21 9f ef 50 8f d5 f1 a9 da 87 52 b2 06 cd 78 25 d7 cc 43 a8 
ff 87 0b a2 69 19 bd e4 09 1c 94 e3 3d 98 5a fb 9e 56 77 ce f7 4e 6d 19 47 5f 6b 0b c2 d1 51 35 d6 b9 92 cc 76 b6 46 2d 
f3 f2 d5 a5 75 ba c2 6d f4 fb 79 fb a3 83 33 58 9c 79 39 d4 1d 73 5b 46 73 1e 47 52 64 61 d5 d3 52 0b a5 fc 53 a1 0d a9 
7c 7c 53 30 36 e0 96 60 69 ea 03 8e f5 a8 4b ee 6d ab 
Data Ascii: 5;ajT2+#9fTu,o/5-muzTxH/KmA.V6yZ~.wGt[(KT0VA"JB7#3Y}(,e!PRx%Ci=ZVwNmG_kQ5vF-umy3Xy9s[FsG
RdaRS||S06`iKm

2022-04-20 13:11:57 UTC 6379 IN Data Raw: 97 ca 13 ad 9d 96 6b 54 f4 df f9 99 e1 a2 ec 01 0e a5 35 d5 d0 84 af 04 a6 47 8f a6 fa 55 d4 33 74 6d 47 e6 8f 
36 b7 3f e8 f0 8d 39 dc 19 f1 cf 50 86 e1 24 0c ce 46 bd 6b ed 44 c7 e3 03 6b 16 a9 ca 54 bf 0a 56 f8 59 ef ee c5 43 9f 55 
e0 d7 0a 0a 3f b3 b2 24 91 6a ae 14 38 e3 e8 29 c8 36 8a 3a 59 45 af bf 5c 33 2b 47 7c bf a5 7a fe 7f 90 2e dd e5 af 04 
ba 36 21 c0 d6 02 75 37 66 71 ac 06 c8 78 a0 27 f8 36 57 17 3d 8f 2e b3 71 ac e0 75 c8 e1 27 01 0f 50 b8 eb 86 e2 d5 73 
9e 8a 6b cf 62 72 26 92 b7 15 8f 8b 91 2d 65 6f 27 44 d3 fd 8b 9d 5a da 11 c9 88 57 df 99 4a 0b c5 e2 c4 07 3e 11 3c f2 
51 48 03 1e c5 14 26 b9 71 6f 0d da 2d 41 6e 19 c9 08 73 00 82 ef 34 93 82 e2 83 e7 9f 06 97 57 ff 2e 98 87 f8 e3 7b 23 
54 1c c5 7e e0 03 bf 01 af 0a 24 7e d2 e4 76 88 fb 
Data Ascii: kT5GU3tmG6?9P$FkDkTVYCU?$j8)6:YE\3+G|z.6!u7fqx'6W=.qu'Pskbr&-eo'DZWJ><QH&qo-Ans4W.{#T~$~v

2022-04-20 13:11:57 UTC 6381 IN Data Raw: d8 e9 fa 75 24 af 3a 0e cf eb f9 5c f4 d2 f4 1f b4 98 b9 7e d1 54 cf c4 95 9c 1d 97 b1 8f 30 e8 c1 56 74 23 f4 e4 
be 9e c5 df d2 de 35 05 04 8e 29 5a 3d 8b 9a 0a e1 ba 59 73 84 89 a3 42 b8 8e 53 eb 39 68 68 42 cb 2e fd b5 d1 11 1e 
19 f0 26 75 59 d7 59 71 3d 93 41 e7 53 23 6b 5e b9 9c cc 75 96 e5 62 f4 b9 3b 40 87 de e9 7f 72 84 8f e3 96 79 85 c5 55 
a3 73 09 e8 32 6c 77 1a 08 9b 7b 22 81 6b 76 ee 24 bf 47 b4 51 e8 e4 b8 d6 e6 a0 36 1d 00 6d 15 e9 29 b3 83 3a 6b 67 
37 e9 90 04 86 e3 27 1a 15 62 dd 16 a2 65 31 80 a1 d9 b8 53 59 8c ec c0 71 6d a3 e0 02 88 4a d4 e5 38 a5 b0 ef df 35 
06 7d 42 e0 ba 7f 5f 10 dc 34 68 fa 72 fc 6a c1 be df 4f 53 52 9e 5d c3 42 fb fe a0 e3 da 82 6b 38 6f 29 ee bb 37 83 5b 42 
e1 fa a5 dc eb eb 7f 00 50 4b 07 08 99 e0 54 92 fd 0f 00 
Data Ascii: u$:\~T0Vt#5)Z=YsBS9hhB.&uYYq=AS#k^ub;@ryUs2lw{"kv$GQ6m):kg7'be1SYqmJ85}B_4hrjOSR]Bk8o)7[
BPKT

2022-04-20 13:11:57 UTC 6382 IN Data Raw: 01 7c db a7 0b 01 74 f4 85 0b a8 58 05 d0 38 30 8b d1 15 42 c4 c2 46 51 46 21 ae bc b5 12 0b 2a 84 12 90 e4 
64 d6 56 25 78 ef 8a 2c 42 ac 88 e6 a6 70 0b 1e bf 03 d3 6c ab 51 05 04 9a f3 40 6a 51 c0 3e 7a b0 6c a4 da 6f 2c 15 4f 
b7 36 3a c9 2b 94 6a 49 ea 5c c0 fd c0 ee e2 19 48 92 8c 46 3a c9 02 fb 47 f5 0d e4 4d c6 4e 28 9a b0 b6 11 66 93 64 8c 
96 42 e3 2d e0 09 42 29 ac 98 79 4f 4a a8 9d 85 e9 29 c4 95 c7 5f d2 c2 c0 21 a8 5c a6 e5 3b eb 50 45 19 2d 50 a2 03 
48 84 83 a9 c1 23 2c e7 43 67 14 c5 c0 da 10 9b 12 55 4d 6f 6e 6c c7 9a 8c d3 22 92 09 1f 2d 0f ae 65 bc 5d c7 5f 42 02 
cf ee 4d 64 b8 a2 10 41 12 4c 48 8e 18 04 6b 35 69 f7 b6 f3 42 f2 2b 76 5a 75 11 99 de 61 65 4d 6f 52 82 56 a6 e5 ba f3 
97 95 b4 1a 60 11 ee ea a6 26 e2 24 52 6a 14 76 47 79 9a 2d 
Data Ascii: |tX80BFQF!*dV%x,BplQ@jQ>zlo,O6:+jI\HF:GMN(fdB-B)yOJ)_!\;PE-PH#,CgUMonl"-e]_BMdALHk5iB+vZ
uaeMoRV`&$RjvGy-

2022-04-20 13:11:57 UTC 6383 IN Data Raw: 9c a2 02 a4 7a 4d ae 72 d1 ef 14 dc d0 5e ed 98 de cb 2c 16 8f ae f7 96 e3 2d 4d 9b 51 c4 3c 4d 67 ad ca 52 
fd cf 11 7c 4d ea de 92 90 a6 e9 bc d4 06 ec 0b a1 65 b8 39 50 8b ef b1 fa a6 74 42 22 91 c9 9a 40 e6 2f 22 67 1d 2c 68 
7f f4 5c 2d df d1 1f 37 56 b3 c6 03 88 c1 79 0a 00 20 b0 01 38 c8 44 e0 86 68 7a 4a 49 df 6c 12 e0 5b 5b 68 60 4a 00 e9 
92 60 d5 82 71 de 21 39 a4 72 4b 53 eb 24 1f 80 f1 4e a9 00 b8 47 5c 7a f4 90 9c 23 6d a4 7d ba 8a a5 02 2c 9c fa c3 9a 
ce 1f 00 90 22 02 96 39 20 4a db 46 46 76 b7 0b e2 c4 29 fa 07 31 7d 5c 69 2b 7c 44 87 a4 41 37 45 75 d0 c4 f7 90 2d 75 
05 fd a9 ac 35 ba e9 c8 52 bf f7 1b 62 ba a9 77 4d 9d 67 db cb 1d f4 63 07 1d 5d 24 57 ba 8e 35 e7 40 7f 6b 4a d0 1d b4 
00 d4 d7 00 eb d1 14 0c 8e 65 0e 06 2d ae 40 bc 21 0d 05 
Data Ascii: zMr^,-MQ<MgR|Me9PtB"@/"g,h\-7Vy 8DhzJIl[[h`J`q!9rKS$NG\z#m},"9 JFFv)1}\i+|DA7Eu-u5RbwMgc
]$W5@kJe-@!

2022-04-20 13:11:57 UTC 6385 IN Data Raw: 55 ce cf b0 ab 6c 3b cc c7 9f 2f 28 99 cd b2 0a c6 b0 fb 61 05 d7 d3 09 a8 c2 c5 c5 e4 7c c2 d8 84 3b a7 e4 74 
9d 4e 16 27 e3 f9 29 79 ea 6c 32 bf 1c 73 a9 c8 9d 97 73 ba ce 26 d3 32 c2 cb 0a 99 3d 65 8a 0f 37 8b e3 14 45 1d 03 45 
9e e9 9f 39 15 d3 71 4e bf f2 af f4 38 c9 d9 db 1c e2 f3 4f 8b 38 c9 79 49 00 cb ec 9b 3b f4 e5 14 0c 88 73 1f 82 0d 89 c7 
54 cb b0 94 e1 e8 83 0a b8 fa c0 9d ae 0c 2a 58 5c 23 53 73 34 e4 fa 2d 4e 47 e4 43 af af cf 57 b3 f9 aa 24 62 93 87 63 fe 
81 c5 a0 22 8a ef d9 4d 99 13 61 e6 0b f6 41 25 67 e5 78 79 8d 5a 45 84 af 64 50 37 3f 63 1f 54 85 52 91 07 35 f7 5d dd 
a0 06 10 d7 bf 01 7d 90 a7 43 c5 8b fb f2 91 53 97 ea d7 0b b8 ca 9c d2 0e eb 39 9b 97 e5 3f f2 62 c6 fd 8f 87 61 25 1c 
38 33 5f 80 be a0 60 0e 5f e5 1b c9 0f 8d 87 55 
Data Ascii: Ul;/(a|;tN')yl2ss&2=e7EE9qN8O8yI;sT*X\#Ss4-NGCW$bc"MaA%gxyZEdP7?cTR5]}CS9?ba%83_`_U

2022-04-20 13:11:57 UTC 6386 IN Data Raw: 76 3b fa 9b f0 7f e8 2b ed b9 64 5e 33 e7 84 f2 82 f3 4c c5 d1 92 3c 63 36 c8 c3 28 e3 15 2a 2f f2 19 95 c0 3a 
e6 a5 1a ca cf 58 88 8d 50 48 29 53 ea 2d 79 d9 37 a1 06 b2 90 58 54 49 cb 90 76 ac 2a 43 7d aa bb 44 44 c5 b0 a3 7f 
c7 2f 0d 55 21 5f 6e 54 ff 97 ae de 69 b9 a5 f7 30 23 9f 06 f1 4d fc 61 44 16 28 33 3a ac 01 d6 34 0d e5 b6 da 04 55 b1 38 
06 85 62 4b e5 7d ab c8 1c 2b 0e cd a4 a2 d9 15 56 2a ef 9d 43 0e 43 e8 f0 f9 e8 28 e1 e1 26 e6 81 0a da 08 01 47 25 d8 
f6 f5 0a f1 31 3d 9d 22 40 56 cb 9f be 7c 7a b8 2d 3f fd 74 b3 dd de 35 f7 bf f0 d1 af ec eb cb f2 f3 fb 9b 87 fb bb 6f bf f2 af 
78 01 e2 63 f4 75 be 38 1f cf a6 7f 2f 16 df 46 64 91 0c 70 a4 ea d1 fe 59 91 7f 56 2b 17 5c d6 90 f5 9e 9b 11 27 3f 35 e4 
f9 9c 9a 9b fb 0f cd ed 0f 6a fa d3 a3 9a 
Data Ascii: v;+d^3L<c6(*/:XPH)S-y7XTIv*C}DD/U!_nTi0#MaD(3:4U8bK}+V*CC(&G%1="@V|z-?t5oxcu8/FdpYV+\'?5j

2022-04-20 13:11:57 UTC 6387 IN Data Raw: 78 ae 48 f6 46 39 46 06 c0 02 84 b5 f2 56 6b 9a 22 81 87 70 22 62 59 0e ed 89 56 00 7c 24 1a 87 97 93 51 68 
19 5d 37 7b dc 31 7e 2d 41 9d 61 8f 03 8b 06 7d 04 e3 4c 42 f4 ea b4 6d 70 0e c7 3d 7d 5c 8b a1 11 d1 2f 10 b5 37 1f 7f 
3e fb 38 ea cf 1c e3 db 94 62 0c b6 83 fe 63 dd 16 dd 43 a6 e5 39 84 a0 3d 48 6a 45 d3 a7 58 82 bc d3 4d 0e 36 77 40 a4 
15 de 05 42 86 ff 22 da c1 59 33 2f 6a 31 2d 30 97 fd fc 32 d7 04 f7 09 65 9c ce b5 53 cb 7e c2 1c b1 a4 d6 0c a3 99 54 
b0 93 be a2 4f 83 98 db d7 d5 56 03 6e 08 99 aa ca 3f ef 3c 49 14 bd 1b 0e c4 c9 6f 6f c5 e8 17 c0 cf 51 3e c1 cf d1 ce f8 
cc e4 b8 5f 3a 35 a3 08 e9 a0 b7 a3 a8 44 d9 f6 a5 ef 69 54 6d 3c 7c 28 bd 85 53 1d 43 53 23 32 15 3e 1f b0 08 be b3 cb 
a8 c4 02 ca b0 21 c4 3b e0 08 ac 36 e7 8a e8 7a 13 c0 
Data Ascii: xHF9FVk"p"bYV|$Qh]7{1~-Aa}LBmp=}\/7>8bcC9=HjEXM6w@B"Y3/j1-02eS~TOVn?<IooQ>_:5DiTm<|(SCS#
2>!;6z

2022-04-20 13:11:57 UTC 6388 IN Data Raw: 36 7a c3 2a 16 c5 df ae a7 8b 22 71 4d ae c7 1c d6 b2 7a 7b 55 3c b2 dd e9 e0 28 51 75 39 5d 2c e6 8b e9 ec 
bc 8b dd f5 f2 fa 05 f9 08 5f 25 61 9c 01 e6 44 e1 ac 58 bd 99 2f 5e 21 8e ce ce 8a 05 85 e3 9b e9 d9 34 f1 77 86 a3 0d 
aa 1a 5a 60 ee de df a0 92 e5 f8 b2 c8 9a 92 9b e6 0d 6a 79 43 7b b6 be 3a 4d 5c 93 22 68 aa 63 7e 2c 95 3b e1 4e c4 
ae 16 d3 d7 e3 d3 b7 eb c9 78 35 5e 5f 2f c7 e7 45 26 9d 92 53 e6 44 cd 92 68 4d be b8 e4 e0 26 2f 7f 31 3f 4f ca 63 a6 
61 ca 08 af ae af d6 af a7 cb e9 8b 69 08 b2 c1 2d cd dc db 4b b5 cd cf 56 6f c6 8b e1 c8 cf e1 5f a2 e5 7a f6 6a 36 7f 93 
c8 e6 9a d4 44 f6 f5 74 52 0c 57 fb 0c 2b 19 d0 b0 bc 9c cf 57 2f 67 c5 32 f1 6a ee 32 68 a2 e4 6d 91 82 55 e6 36 4a 90 
5b 9e af cf 50 90 11 bd ab 39 b0 66 99 94 af dc 31 5d 27 
Data Ascii: 6z*"qMz{U<(Qu9],_%aDX/^!4wZ`jyC{:M\"hc~,;Nx5^_/E&SDhM&/1?Ocai-KVo_zj6DtRW+W/g2j2hmU6J[P9f1]'

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6390 IN Data Raw: 3a 8b e9 25 ed 5f 91 bb 5e 67 96 5d 8f a3 24 73 f7 b6 3e df 5f 7d 9e 7f be ec 7d f7 64 4f d0 60 fd 96 b3 2c d2 
ac 3f 2c b2 d4 ae 6d bd f5 9d 39 37 e3 6c 97 9f 7f be bc 78 dd 91 af 87 fd 3b 37 f3 fc 2c 48 db 61 42 bf d6 6a 13 4e b1 86 
6e ea ad cb 3d ba 8e 14 f4 14 cb f1 38 0c a3 87 87 24 06 1c c9 1a db 07 01 7d fa 99 5e 3c 3c 9c f3 df db 9d 9d 68 6b 58 
cc 17 51 91 a0 df 5b 5d 72 3f 90 fb ea c8 45 75 86 c5 d6 05 03 13 c3 45 a4 d7 ba 04 97 18 80 b9 7f 18 c6 f4 0f 2d 32 35 
ba 45 bd 57 1a 3f 9a cd a2 3b ea d4 5e 4c 3d e1 a8 33 5c 64 13 cf 9a 89 1b 89 58 a4 12 be 12 8c 3b f2 e8 cf 11 66 83 cd 
cf b9 07 cf b9 9e 4d 17 53 34 42 8b 17 e6 3b 3b 7a c0 ea a9 88 26 fa 4b d4 19 44 f3 8b 55 f1 66 36 bd ce 08 59 b8 39 0d 
39 ee 10 b0 8d dd 54 44 57 79 4f e4 22 52 07 c4 ac 
Data Ascii: :%_^g]$s>_}}dO`,?,m97lx;7,HaBjNn=8$}^<<hkXQ[]r?EuE-25EW?;^L=3\dX;fMS4B;;z&KDUf6Y99TDWyO"R

2022-04-20 13:11:57 UTC 6391 IN Data Raw: 83 4e bc ec f7 b3 99 27 5a f4 f3 6e 41 3c 58 7f 9e 2d 84 c1 64 35 d2 c1 4d 1e 73 15 6a 18 f0 43 47 1b 27 5b 
23 23 74 62 15 72 65 ab 2f 55 63 2e 3e 97 b3 26 04 41 5c 73 b6 a8 bf a6 3d 2b 81 56 c3 a6 ec c7 dd af 0f e9 58 22 e9 8d 
35 78 cd 94 77 e3 b5 e4 4f 36 5e 4b b2 fb f8 52 45 16 8b 5a 1b 80 a6 53 ba 72 6c f3 ad 34 ec e9 72 96 64 22 b2 c5 f0 09 
88 8e bb 77 f5 eb 1e e4 6f 8f 50 2a b1 6d 9d 71 34 5f 9c e3 dc 01 5f e9 df 22 ae cf 77 3c 8d bf 35 d2 ab a8 27 ee 81 8d 7c 
ea 92 fe 59 7b 6b 29 91 96 ec 72 79 e0 ab 2c f4 ba 25 51 e7 55 4f 0c e8 0f 1d e1 28 21 c9 bd 9b 42 27 83 13 2f 71 06 51 
be 18 02 72 23 50 58 d4 3a ae 62 85 45 e4 30 32 89 a8 48 5c f9 32 a4 0f 3f 53 f1 ae 16 49 c2 7d ff 9a 68 85 e1 44 23 10 
02 c7 60 34 b0 83 44 bd 35 aa bb 4a 7a eb 06 6c 11 97 
Data Ascii: N'ZnA<X-d5MsjCG'[##tbre/Uc.>&A\s=+VX"5xwO6^KREZSrl4rd"woP*mq4__"w<5'|Y{k)ry,%QUO(!B'/qQr
#PX:bE02H\2?SI}hD#`4D5Jzl

2022-04-20 13:11:57 UTC 6392 IN Data Raw: 52 00 cc 9a b1 59 44 5a 37 e1 7c fe ec c3 be d8 73 3c d9 65 46 5d 66 4d 5d b6 d0 e4 49 d6 75 b3 8e 34 fc 3e 
1b 86 4a 57 4a 0b 9e 0a 47 be dd 4d 89 6f 17 a0 fe 49 97 ce 1a 31 19 82 16 d0 7f c6 d2 08 c9 64 1d b6 9e ba 8e 31 61 fb 
5b e9 70 1e c5 63 3a f1 5b d1 72 31 25 ac 39 4c b6 e2 e9 74 41 0d 46 d7 9d ad 43 69 14 ff 69 8b cd 65 c9 74 4c 6c 4a 3a 
24 5c 96 cd b7 88 5a 65 b7 8b ac 98 d3 32 88 2d 4d 9d 3b 30 c3 62 65 3a 83 59 d6 a7 d7 54 b2 98 2e b6 18 21 77 1c 9b 
1a c4 a9 26 32 cf 09 bd 12 01 4e 69 ef a0 a6 78 e3 de eb 69 12 0f ba d6 18 2a 09 2d c6 45 12 11 e6 e1 09 d3 fd 2e d7 d8 
33 c8 91 08 03 1d ee 92 69 e8 3a fa 97 e3 33 15 0a 4a 71 27 c6 6c af 53 47 24 25 8c 1f ee d1 a9 1d 2f 2a 70 ff 13 de e5 
78 e7 05 eb 18 02 09 21 aa b8 b3 2c e6 83 61 7f e1 5e 39 4f 
Data Ascii: RYDZ7|s<eF]fM]Iu4>JWJGMoI1d1a[pc:[r1%9LtAFCiietLlJ:$\Ze2-M;0be:YT.!w&2Nixi*-E.3i:3Jq'lSG$%/*px!,a^
9O

2022-04-20 13:11:57 UTC 6393 IN Data Raw: 9a c5 6c 3a 1e ab a2 e5 63 73 f1 94 16 98 36 ed 26 53 a5 6b 2c a7 63 be 73 d3 4a f0 7c a4 ac f9 2e 87 41 c0 
e2 1f 0b 82 92 0a 60 9c 1a bb 80 bd e9 eb 60 b0 b3 73 ec 0e 2c 88 86 aa a0 3c 44 b3 92 ee 49 75 bb 66 c1 35 11 21 e9 
52 58 9e 74 10 34 a5 79 3d ed 85 90 32 8d 45 f9 b9 36 28 a7 ac 4a 46 33 f7 6b 61 29 a8 d3 52 53 49 07 bd fa ea c0 2b 
5b 34 08 a5 42 4b 5e d8 22 29 94 19 51 22 85 4a 66 a8 88 cf 86 3e 11 08 89 0a 99 d9 6e 28 1c 5b 36 93 8d c9 2a 4d ab 7
4 04 8b e5 b9 da 3f a4 81 95 c6 fd 8a 3d 3e d5 14 4f 9f a7 d8 5e cd e3 a8 62 61 81 de ff c3 f5 b5 61 a8 4a 1d 44 22 59 c1 
c8 e8 d9 f4 88 0f a4 5d 05 ce 12 ff 59 75 f1 c8 d2 8a 4e 58 91 d2 67 4a 00 3b 9b 45 39 b3 94 20 35 57 6c b7 9e 26 92 f7 
96 bb 9a 2a 9d df c9 60 38 4e 5d 5d 5d c9 24 2e c1 e3 0d b8 76 
Data Ascii: l:cs6&Sk,csJ|.A``s,<DIuf5!RXt4y=2E6(JF3ka)RSI+[4BK^")Q"Jf>n([6*Mt?=>O^baaJD"Y]YuNXgJ;E9 5Wl&*`8N]]
]$.v

2022-04-20 13:11:57 UTC 6395 IN Data Raw: f1 fb ae 55 2c 4a d3 3f 1c 0a d1 8c 67 0d 05 f5 30 6c 95 6d 05 b4 69 63 7e 89 af e2 2a 07 0f 3f 9e 51 7a c5 ce 
d0 c4 2a 58 86 e3 d7 15 69 cb e0 0f d6 e1 10 d6 98 3f 93 dc fe 9b 19 13 c9 cc 2a 52 06 7a 74 d2 5a a1 b5 66 aa e8 c8 5f 
a5 0f 0f 09 3b ee f5 c0 5f 4a 78 f7 f7 25 d1 c3 11 ff 4a ac c1 70 32 c9 d2 a1 14 dd af a3 9c 25 fa cb c5 94 58 f1 d4 f8 3f 27 
24 df 4d af cf 1b 4a 06 8f 7f b2 87 fb cd 6e c2 16 c2 0a b8 1d eb 23 78 94 da 2b 97 75 65 7d a9 1f 4d 08 27 62 95 9a ba 
d6 0d 6f 2c 18 1b ce bf 39 18 b9 7e 03 92 7e e6 d7 59 32 8c c6 2f 98 1f 99 7d 9c 41 3a 99 3d 3c 5c 64 c1 c1 61 c6 56 4f 
92 eb 69 8d 8c 14 3f 22 34 39 22 64 82 a8 a5 3f 18 99 4b 34 66 00 fb 80 48 af 46 c4 37 ae 49 38 82 bd a2 54 27 59 fc ce 
45 66 f4 f9 5a 35 6c 3b f4 bc 31 9f 25 72 03 32 
Data Ascii: U,J?g0lmic~*?Qz*Xi?*RztZf_;_Jx%Jp2%X?'$MJn#x+ue}M'bo,9~~Y2/}A:=<\daVOi?"49"d?K4fHF7I8T'Y
EfZ5l;1%r2

2022-04-20 13:11:57 UTC 6396 IN Data Raw: 2b 4a aa 26 c9 95 4d f1 11 90 98 30 93 10 24 1b 1c b6 74 33 30 84 3e b5 fc d2 2d ea cf 06 b8 fb 27 c0 53 39 
b6 39 02 87 bb 5e 8b 45 58 74 cc 4a 85 03 b7 a8 f9 87 ff 4e 0b 35 57 3e 18 b0 ea 8d 8d 63 89 cd 41 5c d3 22 d7 f1 2c cd 
f3 14 7b 7c 4c ad 9e d6 5a 8d 1b 26 29 e2 86 71 f3 6c 09 d0 a5 66 17 0a 04 58 ea 8f 03 6b d0 ba 81 b0 25 19 13 da a2 
63 6f 1d 18 2a 4d 5d e9 5f 88 d0 89 42 56 c2 53 23 ca 6d ab f4 05 a1 3a c6 df 34 de e0 43 88 ef 5f 96 04 77 8d d2 10 ee 
5f 67 ab 57 aa f9 aa 27 1c ba f9 66 03 c6 31 64 69 65 f9 c8 cc 8e 92 7c cb 8c b8 f4 59 cd 8e 96 84 94 12 68 b9 68 2b aa 
ae a1 db 07 eb a0 14 be 08 f2 a5 52 0e 4e 8c da eb 4d bb 3a 2a bf 47 8b d7 4d 2b 14 d7 0a eb 06 c4 04 1c 5a 67 a1 8f f9 
74 62 c4 c1 9a f7 83 13 81 00 7c b5 03 b5 88 33 23 1e aa 91 
Data Ascii: +J&M0$t30>-'S99^EXtJN5W>cA\",{|LZ&)qlfXk%co*M]_BVS#m:4C_w_gW'f1die|Yhh+RNM:*GM+Zgtb|3#

2022-04-20 13:11:57 UTC 6397 IN Data Raw: fc e4 51 05 7f c5 99 38 a9 ab eb 80 d7 81 19 16 dd 85 e4 40 5c a0 e0 c2 f3 17 70 b2 87 87 87 88 3a d7 1e 7e 
8a c2 03 ba 16 45 a7 08 6b 6e e8 b9 62 33 a8 b1 16 4e 1b fb df 77 ae 71 ae 39 91 22 d5 80 28 ab 5c bc b6 74 72 07 78 
7a 27 11 01 cf 99 f6 86 75 9d e1 90 ed 90 81 ca d1 23 06 08 bf 5a d3 8c ef 87 29 84 22 31 02 9d 27 82 c2 1a 92 24 ba 8e 
92 e1 82 0e a4 cc e6 d1 79 75 f4 e9 b7 7f 1c bd fc 70 4a 54 06 e5 e4 50 21 45 e1 9c 69 e0 07 27 70 4f 5c 68 4d bc 93 91 
d8 4a 73 35 3e ac 37 a9 e5 bf 09 55 27 b4 35 e1 56 46 d9 1d 86 15 40 0a 5e f3 ec 46 0f 0f 7d 82 c4 91 94 29 fb 3f 8d 09 
1b 62 63 a4 b1 c3 e5 dc 78 d6 39 94 02 7e 8d 57 7f ac f3 98 3b af 30 58 d4 73 e9 53 89 4e b5 59 e5 7f d2 66 1c 4a b0 28 
08 ff 5e 7b fc b8 60 d8 a0 ad f4 82 1c 3b 2a f8 8b 3a 0a 68 
Data Ascii: Q8@\p:~Eknb3Nwq9"(\trxz'u#Z)"1'$yupJTP!Ei'pO\hMJs5>7U'5VF@^F})?bcx9~W;0XsSNYfJ(^{`;*:h

2022-04-20 13:11:57 UTC 6399 IN Data Raw: 98 17 c7 0a 00 ff b0 b1 53 d3 d8 e9 5a 69 a0 74 63 12 6a 4d 06 94 3f dd e4 b1 69 f2 58 36 b9 0c 0f d4 24 a7 
85 94 a3 e7 ef 17 8d 42 e8 46 76 2c 77 69 1a 5b 2a 0d 94 59 31 42 60 28 6b 68 d2 b7 46 b6 d9 f0 99 69 58 a9 2e 66 68 
b8 25 5b 9e 4b 0b ee 7f b3 e9 99 69 7a 56 b3 8e d8 14 73 58 2c b2 d9 35 33 86 cd 04 d4 79 a2 11 91 d2 d1 e1 15 67 b0 
92 e9 22 8c e3 b1 a8 25 96 98 27 fc 8f 0a 71 c4 cf 27 73 09 84 84 d2 86 1b 49 25 32 51 88 5f 22 f1 52 bc 15 ef c4 17 0b 
e1 af 94 ce 0e 78 66 77 f7 85 0e 78 ff 18 a9 d0 0a c1 bc 70 d1 4f 06 05 89 fc 4b 2f 78 d9 90 9b 42 bb 12 44 24 f1 c6 e1 47 
e3 4b 10 1d c6 41 bb 1d b1 66 f8 63 44 fc aa d1 0b af 98 ba d1 df b5 e9 69 5d 6a 99 5f 44 ed b6 25 78 9c 58 ce e5 f7 9b 
a9 e9 a1 7e 53 1e a6 fb 2a 31 4e 99 9d fe 30 e5 c0 76 65 d4 
Data Ascii: SZitcjM?iX6$BFv,wi[*Y1B`(khFiX.fh%[KizVsX,53yg"%'q'sI%2Q_"RxfwxpOK/xBD$GKAfcDi]j_D%xX~S*1N0ve

2022-04-20 13:11:57 UTC 6400 IN Data Raw: 23 c6 8d df 7f a4 96 e5 3c aa e1 52 b4 7e 57 a3 5e 38 c6 51 99 d0 c9 6f 70 6d f5 e0 da 1a 16 82 83 af 46 52 
90 1e b1 bf 46 a0 2e 7f 20 56 84 a8 80 dc 9d 91 70 8e 78 67 c4 a9 b8 f3 d6 c4 5f 5f 2f 39 10 03 97 65 0d 86 69 9a 15 32 
9f 6f 35 14 94 2f d8 f2 36 83 32 91 6c d0 44 a0 09 c4 b2 cb d0 80 ed b7 fa 18 f7 d9 31 81 b0 23 ab 9a 9e cb 9b 19 fa 74 
a0 21 3f d0 81 f6 64 92 02 bc 76 c0 6f f4 25 ea 88 88 3e 72 c2 00 3a c6 1e af 4c 04 7f 76 a1 27 71 22 c1 4b cf f6 3d 7d fe 
1e 1a 2a b4 ac 96 57 65 4e 6d 47 96 ee 36 b0 d2 37 5d 46 fe 2d 5a 8b 4a dc 52 f9 fe 77 ff 82 48 c9 3f ad 43 b1 8e e5 4d 
54 b3 a8 c9 13 c6 2e 69 54 8e 39 49 fa 2a f3 81 dd 0d 87 4e 2b 9d 24 0e 0c 00 48 6e d0 40 38 af ac b9 0d 30 37 68 e8 11 
f4 aa 98 ea a4 c2 54 ff ab 8a 9f 91 2b 32 e4 a0 b6 f8 
Data Ascii: #<R~W^8QopmFRF. Vpxg__/9ei2o5/62lD1#t!?dvo%>r:Lv'q"K=}*WeNmG67]F-ZJRwH?CMT.iT9I*N+$Hn@80
7hT+2

2022-04-20 13:11:57 UTC 6401 IN Data Raw: 41 d4 6d 41 93 39 f6 68 89 67 9e ff 68 31 2e e3 49 cd cc 2c 38 0b 65 42 61 96 a7 56 18 ef 4c 4b ad fc bb 32 
82 f2 11 09 67 67 96 1a 88 70 1d 26 bd 18 83 db 67 70 09 69 99 0e 82 15 02 15 6f a0 58 44 ae 97 55 54 ad b2 8a 64 9d 
87 87 55 64 f5 8a 62 76 b7 d6 33 b5 3e e2 d8 1e 5e ae 35 f6 6b 7f bd 5d 19 26 90 8a ed 98 e3 de 85 77 0f 0f d0 66 60 49 
fe dd 69 9f b5 9d 7f df b2 4d 4f 77 57 67 3d b9 72 f8 45 8b a7 b7 a1 1c 2c 46 ff 09 0a ad 99 1e 31 ef 83 2e 30 e7 18 a1 a5 
6c 64 49 2d 08 47 c1 18 e4 dc 1b ef 
Data Ascii: AmA9hgh1.I,8eBaVLK2ggp&gpioXDUTdUdbv3>^5k]&wf`IiMOwWg=rE,F1.0ldI-G

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6401 IN Data Raw: 17 8c 53 ac c2 72 bf c5 db f0 78 03 1a c1 80 c8 a4 75 27 d2 2e e8 9e 89 94 86 e4 81 f9 3f 86 c0 f1 25 72 fb 26 
84 e1 ad d8 c7 75 b1 e2 2d 64 cf 27 4f 4a 15 55 c8 6f ca 67 82 6e 12 43 46 11 c1 39 63 91 9d 9d 9c 37 5d dc 3f 7a ac fc 
e5 da 2b 5d c9 2e d9 8d 87 83 fa 6f 68 0b de 86 ad 2b 09 f9 ab 84 f5 44 cf 94 ab da 4d 23 91 94 de 5e b6 93 16 09 18 5d 
db f3 e9 00 2a fc 55 22 7d 32 2f 61 94 67 f5 d1 33 0e 20 66 e2 78 cc 7b 0a e1 c6 f5 1a e8 24 d5 25 09 57 46 4f f5 82 b8 
eb 72 55 5a 73 6e ec 92 53 19 93 d0 7a 69 5c 4b 10 f3 fd d6 4a af 7e ed 3e ab 8d bd 2e b0 12 66 95 3c 37 f2 63 97 2a a7 
82 93 ce 5d 7a 97 57 45 0c b7 35 fe 57 2d 37 ff e6 60 60 e6 51 de d2 16 cf 12 be 35 af 9c 0c f1 c1 fa 4e 1b 7b 97 14 b9 50 
ff dc 57 4c 46 7e 5d cc 91 82 8f 46 c2 34 b8 77 46 
Data Ascii: Srxu'.?%r&u-d'OJUognCF9c7]?z+].oh+DM#^]*U"}2/ag3 fx{$%WFOrUZsnSzi\KJ~>.f<7c*]zWE5W-7``Q5
N{PWLF~]F4wF

2022-04-20 13:11:57 UTC 6403 IN Data Raw: c8 07 37 45 09 dd 55 b9 24 53 6d 05 b1 6c 20 12 39 10 c1 58 89 09 89 c3 70 5a a3 e3 15 e9 9c 43 74 c2 e8 
8c 9e 88 7b db b5 5a 86 ab 95 68 97 9f 15 db 26 1f 1a 18 19 ff 64 0d a1 fc c8 3d a9 70 83 dd ca 23 87 42 f8 95 57 e2 2e 
3c d9 e4 9b 83 d8 08 0c 99 fb d2 eb 2c 06 99 15 50 09 65 1d b8 f2 84 4f cc 49 c9 98 27 86 29 4f 34 53 7e 27 f3 dc 32 0b 
2e 79 06 24 85 e0 50 21 89 be 6c 3e 3c fb 06 1f 7e 22 51 d2 4b 64 2a b2 18 70 66 cc 63 7d a7 c8 29 d8 f1 0c ec 78 02 a4 
70 62 30 12 d1 8a 53 99 a8 35 3c d5 1c 76 a4 38 ec 44 89 4e c4 73 d1 01 60 c6 ba 92 b4 87 64 f5 55 c8 26 2e 40 59 4e 
bd 9d a8 ed 25 30 eb d7 e2 37 22 75 7b 7d 1f 81 35 d8 6e 4f c9 71 13 38 02 e2 85 ad b0 cb e9 98 9b d8 7f 5a be 42 03 86 
f2 07 ae 3e 1f 97 cf 08 1b 36 df 4e a5 33 a4 46 e9 a9 0e e3 65 
Data Ascii: 7EU$Sml 9XpZCt{Zh&d=p#BW.<,PeOI')O4S~'2.y$P!l><~"QKd*pfc})xpb0S5<v8DNs`dU&.@YN%07"u{}5nO
q8ZB>6N3Fe

2022-04-20 13:11:57 UTC 6404 IN Data Raw: 33 a0 76 d2 75 fe cb f1 69 0a fa 9a 77 62 2b 21 b0 cd a1 6b ea cb b8 1f 91 e2 e0 24 57 ab 9e f1 95 02 2b a0 
71 4b 2d 5d 95 ba 55 ea e1 e1 1d e3 dd dc 1d d0 56 a0 05 d5 4e 24 63 36 2d cc b4 32 98 49 05 21 2c b8 b3 e0 dc 5d 78 
5d ae 13 d3 2f 84 8b 50 93 0b 19 fe 49 2f e1 45 8f 7f d5 42 7e 4d 64 2f da 41 ac ea ae e9 84 8e 0f 5e de 9e 26 8f 75 a2 0c 
b8 f6 84 03 6b ae e0 f2 26 04 0d 78 a5 8a 62 88 27 21 89 6c 78 a5 dc ac 4e 3a e3 21 a1 e1 68 dc bd 89 fc 41 a2 04 a7 93 
4e c4 11 91 95 88 d7 45 c8 c3 3f 71 cd f5 d4 92 0e 15 b2 ac 23 d0 2e c9 b6 2d 3d 9a 75 60 57 99 54 12 19 e1 3a 24 9e 36 
ed 19 7e d3 8a 9d e2 6c 70 05 cf 97 ab 57 46 60 87 f1 3a 98 74 9e 70 9e a1 fe 12 5a 73 da 4a 12 d5 4d d6 87 ae e6 cc 4e 
cc 2b 9e a7 98 20 85 ab 22 1a e6 95 8c 81 30 73 7f 6c ed 
Data Ascii: 3vuiwb+!k$W+qK-]UVN$c6-2I!,]x]/PI/EB~Md/A^&uk&xb'!lxN:!hANE?q#.-=u`WT:$6~lpWF`:tpZsJMN+ "0sl

2022-04-20 13:11:57 UTC 6405 IN Data Raw: ae 42 60 ab c9 a0 57 86 3a f5 4b 36 78 67 e7 bc bc 62 5a 26 9d 36 d9 a1 e7 a9 b9 a6 d7 8c f7 ea 7b 0b 70 06 
7d 2b eb 1f 71 92 3a 9b 0b 61 c7 26 ee b5 e9 ba 84 40 25 75 94 17 97 db a9 78 13 be 61 20 16 56 ca 3b 07 06 29 42 29 
6f a4 56 4a de 5b a2 d3 fb 8c c7 d3 d5 f3 f1 34 8e c6 56 e7 c8 c1 bf bd ff 8d cc 28 3a 97 a8 65 67 ad e5 a6 b6 dc 76 70 2b 
36 2e bd ef 48 8c e0 d9 09 38 ad 41 72 d8 0f b2 f6 71 52 02 5d 1a 83 6d 25 eb 3a 4d c8 a5 6b 84 72 35 09 06 f2 f2 88 41 
30 c2 ce 8c 64 e4 ea 48 c5 45 e6 f0 4a 20 ea 2e 1d 86 e6 a9 74 41 d0 17 a0 2c 52 76 bb 19 f7 27 0b 4e 59 2b 13 02 20 1c 
35 60 07 f1 11 dc 86 a0 68 ab ed c2 04 17 6f 4c 7a 7e 9a 42 a3 28 7d 02 26 e0 25 90 db ae 9b 42 dd c5 8f be d6 06 d8 29 
0a 75 a7 b4 83 0e e2 4a bf c6 34 23 2e 0e 69 6e 00 bf 0d 
Data Ascii: B`W:K6xgbZ&6{p}+q:a&@%uxa V;)B)oVJ[4V(:egvp+6.H8ArqR]m%:Mkr5A0dHEJ .tA,Rv'NY+ 5`hoLz~B(}
&%B)uJ4#.in

2022-04-20 13:11:57 UTC 6406 IN Data Raw: 7e d7 3d 3d dd df 3f 84 1e f3 fb fd fd 9f a2 6e ec 23 9f 0d 96 1d 62 14 f0 fa f3 32 8d 36 24 12 ec 2a 64 11 ce 09 
fc 85 c3 a1 64 12 d7 42 a6 ca b9 40 06 db e5 6c ec 7d b3 12 97 50 a9 f5 68 52 93 6c 31 98 a6 be c3 37 b7 6e 20 90 a8 
53 7f 25 36 71 4f b4 39 db 8d c3 c5 9e 4c f6 9b a6 73 15 75 36 5f ae 65 ce 63 b5 c4 15 21 54 6b aa f4 f2 67 72 93 62 fd c2 
83 2d 3a 48 d4 45 09 1d 89 82 44 42 58 3d ee c8 69 7b 3d 4f e9 15 38 d3 52 a2 5d 18 5e 23 2f 0d 7b 31 e0 35 c7 6e bd 
26 91 07 1e 3b 03 5b 87 c0 09 99 12 24 7b d4 b0 43 30 3b 03 a0 79 6b 97 c7 2d fb 21 51 c8 d5 bf f1 b6 b6 16 21 09 82 f5 
77 5e 57 5e eb ba f9 c1 df 78 15 64 df bc ce 47 79 8f a9 04 6c 1c f5 05 48 9b 4f c7 37 24 e5 80 2c cd 2a 34 de 95 b1 f5 54 
1d a9 d6 d5 cf 53 b0 dd 1e 12 18 6a 0f 50 f3 49 d4 
Data Ascii: ~==?n#b26$*ddB@l}PhRl17n S%6qO9Lsu6_ec!Tkgrb-:HEDBX=i{=O8R]^#/{15n&;[${C0;yk-!Q!w^W^xdGy
lHO7$,*4TSjPI

2022-04-20 13:11:57 UTC 6408 IN Data Raw: c3 7c 96 c0 e5 a7 13 b1 16 61 7b 3f c8 2b aa 84 be e2 67 18 85 bd 84 42 a0 20 22 e7 00 ab b1 8d e8 91 ef ac 
35 e7 02 59 27 9e a6 77 f5 5c ba 32 bd a1 92 13 76 0f 48 4e 70 96 c5 a8 98 ae 0a 07 49 95 54 07 f2 e6 26 36 5f 12 02 8e 
e6 d8 8d 2c 95 57 fe 44 e1 3d be f8 aa 2b be 91 4e 16 16 83 50 bd 0c 75 fd ee 0f fb 3f f8 44 74 58 9b 97 ba 30 97 ad 31 
e7 34 7d 7c 5e 9b 1f 37 26 65 7b 62 f7 cb 68 f1 0d 13 5d 56 ea 2f c4 42 9c 8a 63 b1 b4 36 9b 59 e1 13 da 1c 49 6b 38 08 
3f 0a 88 e7 fc e2 f2 e5 97 d4 4f 8c 3c a1 55 be 4c e8 b0 68 04 9f bb 2b 08 0e ea c2 44 7a 08 be 84 ea 4e da 32 7c 3a f7 
d6 83 70 00 ea c7 97 c3 b2 47 95 c5 18 65 9e 27 51 55 a2 8d fe 0a f4 dd 81 27 be 84 f0 63 bc 68 48 fa 92 86 b4 ac d2 3d 
8a 6f 8d d6 12 b9 7b 41 eb e1 8e 99 87 c6 5d 9e 36 99 0f 
Data Ascii: |a{?+gB "5Y'w\2vHNpIT&6_,WD=+NPu?DtX014}|^7&e{bh]V/Bc6YIk8?O<ULh+DzN2|:pGe'QU'chH=o{A]6

2022-04-20 13:11:57 UTC 6409 IN Data Raw: a1 b7 f7 7a 2d a1 f7 7e 1d e4 df b8 b2 3c e2 ac ab 56 13 b8 a5 19 37 b3 5c 55 5f f7 f4 e2 c8 3c a3 0b 38 96 73 
b4 ee 66 41 65 bd 73 64 a7 59 ea 20 0b 6f 65 37 dc e8 b1 39 d7 da d2 b7 a6 97 32 8c 05 b3 cf 12 9d 1e 40 a9 92 f6 ac bc 
49 96 6f 2a 3b a1 b2 4f e5 20 66 bc 56 1e ad 7f 7b 7a 46 87 0b 15 4b 7d 8f c2 6b f4 ce ba 96 2c d5 01 fb 03 0e 6a 47 42 
04 cd 2b 23 3d 81 fa c9 ef 07 d3 39 2e 49 c7 3f 9c d8 94 cb 82 4d 65 ee 84 96 00 0a 1e 7a 16 07 f0 44 bc c3 9c 75 fd 5e 
3d a1 d7 57 e5 4e c1 88 f9 6b 5f 7a c2 98 f8 f0 2f 52 6f 75 8d dc 00 fa 52 f4 24 a4 91 6f 57 b3 5d ca 94 fa 0e a2 ff 61 7f 95 
53 80 c3 cd ce 0e bd 64 69 14 6d 60 b4 65 ad 6e cb 7a 5b cd 94 69 de 7b 4d 2b 6f 25 11 ca b0 f2 1c e3 9d 66 c9 34 cd 3e 
bc 3b 37 57 21 72 ec 37 ed 3c 5f 00 a1 72 e6 58 
Data Ascii: z-~<V7\U_<8sfAesdY oe792@Io*;O fV{zFK}k,jGB+#=9.I?MezDu^=WNk_z/RouR$oW]aSdim`enz[i{M+o%f
4>;7W!r7<_rX

2022-04-20 13:11:57 UTC 6410 IN Data Raw: 88 88 fd fc 3b b7 34 5e 3e 4c a2 e1 78 31 f5 fc bd 21 51 76 84 0f 25 84 fa 47 d5 a0 1e 95 4f aa 0a e7 f0 4a 90 
9e 34 8b d9 f8 97 ec 8e 7f 4f b2 45 a4 7f b3 59 9f 1f 9e b2 84 b7 1a 0c 93 81 7e 88 97 8b c5 b4 28 35 7c 39 e2 34 3b 0b 
22 64 d9 c2 0b 9c 48 dd 92 cc 01 f5 ac 22 c5 2f 4e ac 4d ff 3e 3c 6c 33 67 a2 d3 e2 79 25 15 53 6c 7b 8a 4b 5c 89 15 92 
41 f1 88 6c b8 4f 51 01 19 18 64 de 03 9d 76 40 15 51 2f 11 2b 26 9f 39 21 82 af 8a 3e 67 e7 43 e3 42 7f f9 8f e7 47 f2 a6 
f5 54 06 25 f5 64 14 e8 62 aa 63 94 38 e6 80 24 d7 d4 5c a9 d8 41 53 5e 70 a6 c3 43 68 7c 69 d9 9b 9c 38 fa 27 89 69 fe 
4c da f0 09 b3 c2 56 93 a5 2e 4a 6f ec 74 2a 46 6c c2 e5 58 61 2a a7 6a b9 38 71 fa a8 30 a3 c9 07 41 26 ed 55 da 18 31 
a0 71 e5 cb 71 34 bb 72 fa fd dd 1f ff fe c3 d3 fd 
Data Ascii: ;4^>Lx1!Qv%GOJ4OEY~(5|94;"dH"/NM><l3gy%Sl{K\AlOQdv@Q/+&9!>gCBGT%dbc8$\AS^pCh|i8'iLV.Jot*
FlXa*j8q0A&U1qq4r

2022-04-20 13:11:57 UTC 6411 IN Data Raw: c6 06 65 17 2d 8e 32 80 f1 f6 01 54 aa dc 20 bd 30 cd 89 8d e6 f0 55 37 f6 e7 27 cc 17 12 94 d3 7d f4 64 ea 
5d 6b 19 7c 48 10 fd 68 4d 61 d7 b4 d4 49 a7 a9 52 23 4a 6e 55 7b 15 45 9c 45 c5 22 64 26 19 94 26 12 9a ac b3 59 55 
65 96 8a 7d e4 64 06 19 a7 9f 2a 2f aa 65 70 4c 2b 16 ca 85 cc 07 65 a3 21 9c 79 f3 ba 8e 69 2c cb 52 75 cc ec 0f ad 7d 
a6 d0 09 bf a9 0e 5f 2b 48 a5 e3 76 f3 f1 12 38 33 7e 53 6d c1 87 c7 d7 95 5f 3f e7 ac 55 1c 49 95 11 3e 59 0b cd b4 f8 0e 
fc 22 cd 40 5f f0 40 a5 5c 21 51 4f 68 31 e3 e7 df fc fa 36 ae 58 31 48 68 63 3d d6 17 c9 b8 e8 77 27 32 df 3b 6e 51 ea 24 
f3 eb 2e 8a 9c c3 4d dd c7 af 17 f8 65 0d c7 4e 15 73 a4 4f c8 45 1f b1 57 da 81 d0 f3 cf 74 0a 2e ab e6 f3 52 ce 42 f6 8c 
38 bc 77 16 b3 65 e6 40 09 ee f4 09 ec f0 f3 40 38 
Data Ascii: e-2T 0U7'}d]k|HhMaIR#JnU{EE"d&&YUe}d*/epL+e!yi,Ru}_+Hv83~Sm_?UI>Y"@_@\!QOh16X1Hhc=w'2;nQ
$.MeNsOEWt.RB8we@@8

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6413 IN Data Raw: da 41 60 be ab 2b 37 4c 7c 89 64 0b f7 d9 24 a7 b3 21 1f 0e 82 76 3b 87 9f 84 b5 91 e3 30 bb ca 7b 60 0c 65 
da 56 7e d2 73 ef 71 7b 47 6e e1 75 47 ee 58 10 c9 51 4b ea f9 32 dd 85 8a b5 c4 47 fd c9 9f 58 0f ca 97 e3 2d c0 78 2c 
de 7a e2 ad ba c2 fb 2d db c7 e6 f3 f7 d3 d3 da d9 07 b5 7f cb 3b 24 33 dd dc ef ee 5e c0 5d 5a ad 3e d6 7b 8d e0 75 13 
8f 2f 99 2d c0 a7 76 d1 d7 1b 27 6f 05 e9 82 58 cf 5c e7 4b 72 97 8c 39 ed b7 e7 4b 8f 91 3a e3 53 39 e5 78 62 71 06 17 
36 d7 8b a7 95 cf 45 fd 73 66 1d 4c 29 1e 21 4b 1c 2d 25 7b 1e c5 9c 00 34 f6 94 7b a6 cc 2c 42 9c 4e 0e 34 54 9b 04 a2 
b1 73 29 7c 6a 7e d2 f3 ad 52 37 32 85 b7 d8 a8 77 20 06 65 31 4f 6f c4 3b 12 12 e9 cf ba c6 17 35 2d 9e 9c d4 06 cb b3 
d1 75 b0 d1 f5 d3 c0 ee da f2 e7 76 2d f6 2b 29 03 2a 14 
Data Ascii: A`+7L|d$!v;0{`eV~sq{GnuGXQK2GX-x,z-;$3^]Z>{u/-v'oX\Kr9K:S9xbq6EsfL)!K-%{4{,BN4Ts)|j~R72w e1Oo;5-
uv-+)*

2022-04-20 13:11:57 UTC 6414 IN Data Raw: 73 80 97 06 28 28 25 68 49 f6 3c b7 62 63 8c 4d 5a 8f 97 e0 8e 70 7f 83 b0 4f 46 d4 21 32 7f 9d d8 3f c3 31 1d 
14 e5 a8 8a 96 2d 7d 60 0b 2d ac 6f a0 88 f1 21 07 49 1b c3 b4 e7 ab 1f a3 cb f6 67 7e 2c 50 fb df 7f 2f 00 79 b3 ab 08 1f 
cf 7c 91 bd f7 e1 3c df 06 7c 48 04 63 98 1c bb 3c 39 0a 46 a4 40 47 06 dd 6c 93 0d 01 b0 a2 e8 88 41 b9 d9 a3 70 a1 e5 
5c 40 ca ad 18 d2 ca 33 9e e5 4b 19 06 ca 9e 20 2d 4d fa b2 2b 77 28 a0 72 11 1d 57 d5 88 2e 83 cb a9 8d 86 17 d4 b8 
0f 5b 35 ee e4 cd a2 40 37 5b 72 bb 21 e2 b7 71 07 3a bc df 16 28 26 c7 b0 16 c8 44 65 38 aa cc ab a7 d2 59 87 be f8 d7 
ee 3b f2 94 3e 8e 11 63 61 81 75 c2 0c b0 b9 e9 7e 64 5d bb 51 84 d6 c1 0e 85 e4 09 4a 3a 18 84 ca c8 29 13 3c fc b7 
45 35 04 93 0f 90 17 18 14 dc c5 ba 3c c1 3b 01 34 73 88 
Data Ascii: s((%hI<bcMZpOF!2?1-}`-o!Ig~,P/y|<|Hc<9F@GlAp\@3K -M+w(rW.[5@7[r!q:(&De8Y;>cau~d]QJ:)<E5<;4s

2022-04-20 13:11:57 UTC 6415 IN Data Raw: c3 2e 01 ad 1d 9f 91 ab 30 4f 5f 80 da a8 6a 9b db c7 0f e0 8f ce 45 d5 18 dd 28 58 d1 63 5e b2 9a 57 30 15 
47 ae 20 3b 4d 72 38 98 e0 25 6a 21 42 cf be 3a e2 33 f3 b3 4f 09 e7 95 c8 f5 bc 94 b9 06 50 b3 3e c9 e5 01 66 7a 98 d0 
21 98 47 94 ce a9 46 20 5e f6 d2 d2 be e7 90 df 15 c9 61 ad e5 89 aa 0f c0 9c f2 71 90 86 5a ba c0 ed b0 54 6e 07 c3 8a 
42 01 ed 36 53 46 c5 a0 68 70 2a 36 4c da 13 a7 40 fb b5 05 b9 0d 85 95 39 1d ad 2a 87 03 e8 5a 45 07 23 b1 da 0f 6f f1 
34 f7 23 c1 76 db 24 f8 00 06 6d b9 9a 5f 63 3c d7 68 10 d9 8c 10 f2 3d 78 72 d8 16 d6 e6 f7 7e c9 3e 95 0a 14 13 51 a1 
14 58 d7 7e ec 76 fb bd dc 50 0f 98 76 31 56 a4 e2 24 4c 0b 53 04 5c 05 70 6f a6 00 17 d8 1c a6 d8 99 6d 19 e7 74 da ec 
78 4c 7a 9d 48 f3 75 67 3d 3a 55 f1 c1 74 7e 38 54 cb 74 
Data Ascii: .0O_jE(Xc^W0G ;Mr8%j!B:3OP>fz!GF ^aqZTnB6SFhp*6L@9*ZE#o4#v$m_c<h=xr~>QX~vPv1V$LS\pomtxLz
Hug=:Ut~8Tt

2022-04-20 13:11:57 UTC 6417 IN Data Raw: 70 f5 f7 3c 60 eb 7a 10 b1 69 07 d8 79 f3 77 fb bf 36 f2 55 b8 bf b6 dc 5b e7 59 45 6c 0b aa ad af de 6e c7 d7 
e4 c0 f9 96 fd 72 e5 ee fd a2 a0 46 3a 22 31 fa 41 5e 9d ac 80 a2 88 d7 ab 4c 3a e2 02 8e 4c 00 dd 13 49 af 59 3b 33 e9 
a3 05 de 7d 99 5d 28 ff d4 98 a0 43 c4 18 cf 39 56 f2 a5 ae ba e3 08 74 80 4d 35 c0 af 60 77 93 7e ac 7c 34 77 f4 53 5e 
f6 cf ab 4e 5e 38 5a 52 6e 72 4a 29 7f 8d 9c ff b0 5a 21 16 25 ce 5d 6e 0b d4 96 22 58 d1 cd b6 72 56 ed b3 af eb b8 d2 
d9 b5 91 ea 93 af e7 fc dd a0 b2 96 46 24 e4 ee 2f 30 d7 da 19 05 1a ed 0c 8d c8 e9 96 72 91 f4 b8 9d 7b 7a 06 f2 c7 7d 
91 36 f1 c0 50 0a 8f a6 2a f2 8b a2 b7 71 fc 35 42 ea e9 71 c7 ee e8 97 c3 c3 1a 0f 01 a5 e2 83 e1 4f d3 46 39 93 c8 7d 
62 e8 62 bc 4c 0b 52 0f 29 9c 51 e8 b3 c2 89 b6 da c7 
Data Ascii: p<`ziyw6U[YElnrF:"1A^L:LIY;3}](C9VtM5`w~|4wS^N^8ZRnrJ)Z!%]n"XrVF$/0r{z}6P*q5BqOF9}bbLR)Q

2022-04-20 13:11:57 UTC 6418 IN Data Raw: fc 34 e8 e7 ba 45 7d 0a 01 d6 ef 85 ad 5c b1 68 10 ea d2 2d 6c 11 aa 08 db 42 15 c9 3f 62 8f 63 9c 53 d2 f5 
03 96 2c 6c 43 d5 a9 51 27 c2 f5 c3 31 ac 03 84 ef 21 0e d5 ad 9a d9 e4 61 1a 24 8d 86 97 69 85 ce 16 b5 54 af 07 79 52 
1b 95 e6 21 89 61 83 9e 36 da 78 87 46 c2 f9 c1 b1 01 25 7a e8 c7 56 59 aa c2 d1 1e 63 18 d5 45 96 ae 93 ec 0d ba 0a 
b2 fc f6 b2 8d 5a 5c 27 9d 42 24 ef fe d9 d6 b8 96 aa ed 4f e6 a8 91 76 d4 6e 01 cb 0b 08 39 87 29 96 60 e6 b3 7a 91 9a 
01 b8 14 7f 08 38 37 89 c8 39 c5 68 79 1e 9d e7 07 0d 10 e6 35 16 c9 ec 8f 96 4f 47 b3 d1 0a bd 4a 08 29 c6 a4 d6 a3 18 
c5 17 75 e0 b3 c6 48 c7 23 36 f7 e0 e9 6a fd e0 41 3b 73 38 7e 5d 3f 84 dd 0b 5b 05 d6 14 3a b7 89 71 a9 20 36 c3 27 85 
d7 c6 b0 54 d3 00 68 71 58 29 e8 b7 26 63 27 5d 38 7e 70 10 
Data Ascii: 4E}\h-lB?bcS,lCQ'1!a$iTyR!a6xF%zVYcEZ\'B$Ovn9)`z879hy5OGJ)uH#6jA;s8~]?[:q 6'ThqX)&c']8~p

2022-04-20 13:11:57 UTC 6419 IN Data Raw: 0a 6c cd 46 51 a8 92 84 a5 b4 4e a3 ed b7 05 fa 63 34 65 2c 24 a1 a1 f8 8e cc d9 21 d9 9c e6 3e 83 15 36 40 
d5 dc b4 f2 76 08 b8 af ad 92 f1 de a2 09 19 0c 79 b6 4c d8 29 82 9f 58 1e 32 68 40 6c b7 91 91 92 cd d8 22 be 82 2c 50 
49 fc b4 b8 c5 16 62 58 21 cc 12 53 59 0b ad 9e d9 2f 2a ba e9 a7 07 8a 23 83 9a 23 e4 0f 4d 3a 27 62 0a a5 16 cb 57 43 
66 95 76 5c 0c 6a b3 9a bf 40 c1 eb e3 08 c3 5f 09 8c 05 63 a5 78 be 21 e2 41 1a ea 99 92 64 48 f6 dc 13 cf 54 9c bc 58 
a6 00 6d ba 4f 94 17 60 c0 ec 78 40 f3 23 55 a6 92 30 3d ce 28 21 bf 72 2e 6f 54 69 37 5d 25 9f cd b7 96 96 d4 2a b9 70 
51 54 fb 33 5f 80 02 c3 31 e8 b1 73 04 83 9c 86 54 58 6f 3d a5 fb 08 b4 a0 27 26 61 9f d7 d2 34 3c 01 c6 a6 33 f4 93 20 
0a 8b 92 54 58 e0 6a 5b 54 f1 2d b7 34 d0 a8 38 37 ca 1e 
Data Ascii: lFQNc4e,$!>6@vyL)X2h@l",PIbX!SY/*##M:'bWCfv\j@_cx!AdHTXmO`x@#U0=(!r.oTi7]%*pQT3_1sTXo='&
a4<3 TXj[T-487

2022-04-20 13:11:57 UTC 6420 IN Data Raw: e9 7c bd cc ca 7d c4 d5 31 56 5d 55 40 d3 b6 17 78 f1 1a 47 e9 73 1c 7e bc 1b a2 ba 5f 8e 96 24 00 0c ee 1c 
6c 5d 8e 9d a8 d9 45 d9 93 00 4f c0 96 43 0b 2e d0 d8 74 51 8e 35 9f e4 bb dd 5c 6d 5e c7 71 7c 33 21 90 eb 5a fa b8 6f 
4a 53 33 43 26 1c db a6 7f 96 2d 01 8c c1 28 32 82 1b a7 01 71 d2 28 e2 bc e7 dc c3 a8 5f a9 79 bf cf 69 3a 49 59 bf 34 
da ec 95 31 35 39 67 61 7c e5 6b ac 81 8a b4 a9 5a d3 62 ad 14 29 57 1d 63 95 af db 28 74 b0 94 58 dd a6 da 8f ae e4 
60 3a b7 9f e0 3f 3f 29 88 97 5f be e4 24 29 61 ae 03 14 29 a7 b0 98 59 9c 9d f1 2b 89 59 31 ba e2 54 16 18 cd d6 00 1d 
a4 2c 97 9c 72 91 01 15 9c 72 ca 52 65 9a 4c 46 4b 95 7e d4 3e fd 6e eb 33 1c ed 9f fe d5 c2 c6 a9 bd 36 b6 d2 c2 aa 5b 
58 5b 8b 2a 68 55 69 64 25 da 77 03 b2 44 dd b8 9b f4 f0 aa 
Data Ascii: |}1V]U@xGs~_$l]EOC.tQ5\m^q|3!ZoJS3C&-(2q(_yi:IY4159ga|kZb)Wc(tX`:??)_$)a)Y+Y1T,rrReLFK~>
n36[X[*hUid%wD

2022-04-20 13:11:57 UTC 6422 IN Data Raw: 41 69 d2 14 d0 0e 7a 5f 24 50 cb 7d 09 0a a0 f6 bd ed c7 90 95 0e 1e 85 13 18 5c 69 66 2d d6 68 5c 08 e0 3c 
32 b9 a3 42 12 d4 fe 28 ec bb 8f c4 ba 93 f9 52 37 f7 69 b8 ee a0 2b c9 45 38 56 56 9f 2c 5b 45 cb fe 25 00 7d 83 26 61 1f 
03 8c 92 b1 a0 70 78 95 f9 c4 02 36 8e 5e 8b d2 db de 80 2e a9 e0 ec 38 a0 53 a4 d2 22 23 3a 6c 6f 31 be bc 72 fd 36 10 
33 d2 18 91 af 8f 44 ed a9 58 17 cc 0d 7f 8b 4d 79 12 13 bb ea a6 80 cc 2d 89 0f 95 82 3a cd 97 ca d3 a5 09 e4 b4 12 b2 
2d a2 0f 2f f3 fc d6 3d 41 4e 67 e5 17 0a e4 56 e0 d7 8a 0f 92 aa 08 f5 dd 44 4e 08 e4 69 08 08 7b 92 7a a1 dd e6 e8 8f 
30 88 f3 35 86 ff c8 af 15 74 82 ba 46 28 df 3c 54 5e 53 e8 af a5 7b 88 ff c5 8d c9 98 22 93 4f 49 ae 84 62 55 dc 1a 77 5c 
6e 48 7a 3d fc 4f a2 72 b1 30 8e 64 2e 4b d4 bf 2b 
Data Ascii: Aiz_$P}\if-h\<2B(R7i+E8VV,[E%}&apx6^.8S"#:lo1r63DXMy-:-/=ANgVDNi{z05tF(<T^S{"OIbUw\nHz=Or0d.K+

2022-04-20 13:11:57 UTC 6423 IN Data Raw: e4 33 53 2e 4c 68 67 55 43 97 bb 7c eb c3 82 c3 31 7f 9b 84 b7 ac 5a f8 32 fa f8 04 56 ca d0 ff 61 2b 46 03 f4 
e9 76 e4 36 eb 1e fc ed 46 8d cf bd fb de c1 91 58 47 4a da 93 ab 08 d9 9a 17 e2 bc 4a 1d 57 6a 27 5b ba a9 b0 52 c5 ab 
f8 ce dc 6f d1 47 40 9e fb a3 78 1a 89 4f 11 30 94 ac e7 2c 06 7d 7a 26 b3 2d f1 17 da a6 91 e8 45 4c 2b c0 54 22 5f f1 df 
44 7d 84 e9 7f ad be bf ea 8b f7 11 46 22 c2 33 42 fc 15 85 4f 9a c0 c5 ae 27 11 ca 04 f4 33 a9 33 ad 13 f1 01 3d ea e3 f0 
bd c0 8c ca 51 9b 7e 40 e2 9b 3e 47 4a dc db a4 1b ae cd 66 c7 3a 85 4d 7b d6 94 24 24 f2 cb 9f 62 f3 8d cc fd 7e 96 aa 
ac a3 25 fd 8a 8f 19 4e 51 97 e7 6e cf ed f8 6f 47 b3 d5 bf 37 f4 f7 f1 24 9a 5e 67 29 bd b4 7f a4 9f ef 1e 6c 9e e3 f7 e7 94 
f2 9c 12 48 78 ae 7e 7f fc de a3 8a 7b 30 
Data Ascii: 3S.LhgUC|1Z2Va+Fv6FXGJJWj'[RoG@xO0,}z&-EL+T"_D}F"3BO'33=Q~@>GJf:M{$$b~%NQnoG7$^g)lHx~{0

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6424 IN Data Raw: c9 80 b6 e3 14 4e 7c 6a 8c f6 8c 6c 69 8f 57 c1 1e 8a 7f 70 93 ed c1 91 b2 42 36 0c 18 95 bd 14 76 d4 68 b2 
dc d9 c6 98 9c bf 92 f2 30 e9 d7 a4 40 f5 a0 e2 8f 1c 06 54 d9 e1 47 47 90 1a 8e 4e 57 8f 94 3e 9a f9 ac dc 43 79 7c 56 af 
99 0d 5e d3 fd 0f 7c bb e6 07 4c bb 58 65 d7 18 e3 3e bb 76 b0 27 b7 84 c3 57 89 e0 1b be 27 f8 b6 4c d0 53 20 3d 9a a0 
5a 7a dd 93 b8 1b 35 09 ad f6 f2 93 46 e3 7d 91 a0 1d de ee 1a a4 85 9d a4 67 90 8e c1 d8 57 4b 60 fa 29 fe d3 b6 20 48 
f8 9d e2 83 51 54 31 0d ef 68 36 cc 16 80 23 53 6a e5 79 2c 38 9c 42 c5 ca fb c8 97 85 11 f1 ce 14 c2 74 b3 79 1e a3 d9 
13 dd 1a e1 ae c3 c8 75 28 24 e6 88 92 da 69 28 67 c7 55 59 33 3f 7d a1 11 ab 16 68 6b c7 a7 f3 b9 e2 b1 81 06 15 d2 
b8 68 02 c7 c1 30 15 4a 5a 5d d5 12 82 2e 0c 81 36 14 e6 
Data Ascii: N|jliWpB6vh0@TGGNW>Cy|V^|LXe>v'W'LS =Zz5F}gWK`) HQT1h6#Sjy,8Btyu($i(gUY3?}hkh0JZ].6

2022-04-20 13:11:57 UTC 6425 IN Data Raw: d1 93 02 5e 7b f2 21 01 5d 45 2f cf 6a 42 6f 77 07 59 a2 23 bd 32 ce d2 68 f9 a4 18 69 a9 e2 86 17 6d c3 2a 
eb d8 52 d0 ad e7 53 f4 86 04 14 ff 8e e8 5b 54 74 54 91 e9 02 0a 5f 6b 48 aa aa 91 39 76 00 f5 a5 8a b7 a5 98 60 67 ca 
d1 04 87 a8 c2 7b 4b 1e 6b 72 ef f1 1a bd bb 91 4f b3 05 46 bb 95 81 5a d2 0e 10 0f ca 7b 7b 0a d3 39 40 8c 1c 5b 6b 79 
d0 bc 13 7e d7 43 7f 08 1c 8d 20 a2 48 d2 db 32 37 68 d3 67 d6 19 9d 19 6e 2f a4 e7 31 93 4c eb 1f b3 f6 37 91 45 e4 b8 
86 08 98 7e 4f fa aa 13 48 9d 93 06 fd 47 a4 b2 3d ff 7d e2 a6 a2 98 4b 1f 18 98 bb 93 fa 8a e0 a9 19 90 91 a2 a0 29 7b 
81 b3 34 30 5f d7 b3 72 8e 7e 9f 5d 4b 0d d4 15 18 4b 81 5d be 17 9d a4 a6 24 e7 dd 28 fd 58 d4 0f 89 d4 54 bf 43 b3 c1 
5f b2 4f 56 3c ef 77 da 96 30 b0 32 01 9e ac ce 26 eb 42 
Data Ascii: ^{!]E/jBowY#2him*RS[TtT_kH9v`g{KkrOFZ{{9@[ky~C H27hgn/1L7E~OHG=}K){40_r~]KK]$(XTC_OV<w02&B

2022-04-20 13:11:57 UTC 6427 IN Data Raw: c0 4a f3 26 f8 c2 de 60 2e 6a 89 c1 d8 72 10 69 e1 50 2e 2a 94 18 e7 3b c6 af 63 e4 46 46 ec b9 54 c0 e2 55 
52 04 78 89 8e 46 82 54 23 c6 70 1a bb f4 46 bb c7 b4 ac d5 6d aa ac 8e 94 cc e5 52 86 dd d5 1b b9 b8 05 13 f7 56 35 62 
7c e7 76 00 e5 56 35 22 c8 21 e6 92 b8 c0 cc ea 45 fe 86 0d 64 45 10 ac 04 24 9b 4a 20 a8 16 1d 94 46 ca 78 97 59 a9 
79 41 ce ca 69 d6 82 01 9d 4d 21 ff 74 80 49 a5 07 8c a9 90 04 e8 7a 93 fc 6f 52 fa 6a 2e c8 f5 2b 5a d4 4f af a9 99 8c c0 
b2 12 04 6c b2 1a 62 09 a9 31 56 42 16 c6 a4 c8 4f 00 0e 1d 26 3d b1 de 41 46 21 4e 59 9c 3c b5 cf 17 03 93 c4 ac 8f ca 
41 ca db c7 ca 61 cc 66 13 59 ea ad 92 cb e5 08 5d 3a e2 32 46 e8 c2 1b 65 72 bc da ed 49 07 51 74 2b 53 f4 57 a2 e8 
37 a4 b1 cc 9a 23 be 8d 2e 66 87 d5 1f 75 12 97 dd 30 f3 79 
Data Ascii: J&`.jriP.*;cFFTURxFT#pFmRV5b|vV5"!EdE$J FxYyAiM!tIzoRj.+ZOlb1VBO&=AF!NY<AafY]:2FerIQt+SW
7#.fu0y

2022-04-20 13:11:57 UTC 6428 IN Data Raw: b0 cf 03 96 bb 77 fe d1 bb 0f 1b ae 03 8f f8 e4 75 dc 7f b8 cd fb bc e3 3e c1 62 24 b5 fe 7f b7 04 6b f4 7f ff fd 
77 02 b5 f9 1f b4 b7 e2 3d 2f 41 65 34 80 e8 a8 cf 82 f9 ee d5 d5 51 ef f6 81 d8 1e 89 93 41 78 0b f4 7a bc 7c bb 98 60 2c 
e8 83 03 54 b7 fa c1 df 6f 0b 14 2d 91 d0 1a 5f 64 8e d7 b1 eb a8 ec 50 e1 7a 31 29 de 4a 19 c1 4b f7 94 63 8d c5 44 92 
eb 9f 07 ec ab 0b d6 2c 89 cb 95 43 5c 4f d2 02 18 2f da ad 88 95 8c 79 3d 2a f3 00 ca 54 95 94 51 0b 31 80 0f 79 56 97 
c6 9a 11 32 56 1c a6 c7 71 6c 9d a5 3c 22 37 77 4a bd 42 b7 28 ec 36 a7 e2 23 a4 50 34 6c 99 0f 1e 31 05 40 f5 1f a5 94 
12 a1 62 ae 7d 17 a4 94 06 3b a6 7f 33 5f eb df 71 1c ed c8 88 bc 11 51 cc ec 08 e8 07 19 e7 db de c8 d2 ac a3 64 58 cd 
c6 1d 2d df 1e 71 ae 82 e3 7b b6 7d f2 67 8a 2e 
Data Ascii: wu>b$kw=/Ae4QAxz|`,To-_dPz1)JKcD,C\O/y=*TQ1yV2Vql<"7wJB(6#P4l1@b};3_qQdX-q{}g.

2022-04-20 13:11:57 UTC 6429 IN Data Raw: ca 4c 82 64 22 0a c7 df 73 76 3a b9 07 87 20 31 8b 8e b7 35 0f f4 ed ae d3 37 06 12 81 4f 5d e5 2e 09 4e 5d 
f6 c5 e5 e7 cb d0 e3 49 27 d4 b0 63 fb f1 54 6b 42 4e 1e d8 55 34 8f 9a fa 2f 2f 8b b8 b2 7c 60 0c 69 05 fe 8b d5 40 99 70 
28 2d 99 9d e3 10 31 f1 61 6c 10 a9 69 68 a2 92 91 6e 8d 48 13 1e 94 a2 4d b1 25 96 2f ed 00 19 eb 9d 17 3d 6c 94 84 
9c 6c 2b f5 c7 3b 47 63 70 27 9e 0b 92 7a 38 20 4d 70 cf 59 e3 ba 1c 60 38 c6 aa 0d 6f 00 53 6b 9b 04 d1 0f 1e 46 92 20 
a7 1f 47 dd ab 34 6a f4 7b b7 df 6f 8f 46 0a fd 57 ad b7 f5 6c 84 07 c1 5e b6 4c a2 eb 6c af 7b 75 b5 76 ea 19 e2 13 9b 72 
fb 5e a4 f5 90 87 8a 64 ca 8f 25 7a 75 75 d8 d2 4c b4 7f 44 f5 63 c8 f7 68 d0 1d 00 0d 39 e0 91 d1 f1 06 af ae a8 5f 1e b1 
99 b4 dd 31 36 1f 51 f7 b7 d6 08 ef 5e ec 34 c9 49 
Data Ascii: Ld"sv: 157O].N]I'cTkBNU4//|`i@p(-1alihnHM%/=ll+;Gcp'z8 MpY`8oSkF G4j{oFWl^Ll{uvr^d%zuuLDch9_16Q^4I

2022-04-20 13:11:57 UTC 6431 IN Data Raw: 31 0f 10 f5 9e 41 08 19 82 98 6a 02 4f 6f 2c f4 62 a0 33 57 c8 31 80 51 e1 0d c1 e2 8c 3c 2f a9 14 d9 04 5c ce 
44 0a 34 87 94 a8 76 bb cd c5 09 3b 99 80 0a 8c 90 ef 7d f6 f5 03 67 6b 01 23 ee 1c da de 9d 43 ab d1 36 73 44 b8 aa 59 
20 b6 73 76 b7 bb 46 bc b4 3f d4 3a d0 24 bb cd 24 0b 19 d6 64 49 6c 92 dc 22 bb 7a b1 fd 96 5e 6c 75 2f ec 2d a0 9d 3c 
8f d1 25 83 33 9a 8d 56 8e 5c d9 45 dc e8 c6 18 10 ac 88 20 45 dc 54 db 14 7d 73 96 a8 7b a1 42 26 97 87 6d 17 b6 36 
1b b2 f6 61 45 53 dc 3b 68 a7 53 66 2c ee 6a 5a 7d a2 a6 4c 48 e8 88 2d d4 d5 a5 ba 34 4c 16 3e 2c 4d b1 05 65 ab 62 
40 6a 5f 1a 11 6b 7f 49 39 21 34 ee 18 3d f6 3c b5 1a e3 af 5d 7d 5b a7 b8 1f 8b 62 16 85 8a 47 19 af bf 1d 77 27 4a 81 
10 79 d0 e5 a7 d9 0a fd 06 4a e2 0d b5 02 e5 e5 70 7e e5 91 
Data Ascii: 1AjOo,b3W1Q</\D4v;}gk#C6sDY svF?:$$dIl"z^lu/-<%3V\E ET}s{B&m6aES;hSf,jZ}LH-4L>,Meb@j_kI9!4=<]}
[bGw'JyJp~

2022-04-20 13:11:57 UTC 6432 IN Data Raw: b0 d0 8b 18 96 db 6c be 22 7f 97 f6 b6 91 23 87 be ed 6a 18 b5 dd 06 a4 f2 d6 ea 4b c0 e0 a5 56 0e 4c 5c 6a 
51 df 76 89 0a 70 f2 eb 2f 82 a9 0c 52 2e 87 a9 82 83 3c 9c b1 db d2 8f 2b 4d a7 c1 60 f4 f9 f0 ee c0 b1 68 5e 24 ba 15 98 
09 68 86 33 5b dc eb 60 3c 40 3a cd 60 91 77 26 3e 86 68 4e 2d 76 9e 03 f5 4a 57 59 7a 1e 4a cd 6f 36 3c 0f fd bb 1b b1 
3c 6b ec ae 0b fa 62 66 84 43 1e d5 94 33 74 52 84 45 fa a4 5b 36 99 b8 d8 e6 ec 71 01 a1 2e 8d d6 6a 7d 13 03 7f 21 bb 
70 6e 51 1e 03 7d d4 8b f8 4b 0d a0 b6 54 8c 60 59 78 be b2 94 31 08 55 b3 5f 94 c4 12 8a 1c 87 f6 b4 5b 73 ea 15 97 c8 
17 56 2f cb ad c4 b8 84 45 d4 4c d0 0c d2 b8 8e ad 79 8a f4 82 e8 b8 13 98 24 bd a8 cc da 95 bc 18 70 8d a0 45 60 50 a7 
70 10 88 f2 1c f2 72 29 1c 87 88 ab d4 de d1 b3 56 91 
Data Ascii: l"#jKVL\jQvp/R.<+M`h^$h3[`<@:`w&>hN-vJWYzJo6<<kbfC3tRE[6q.j}!pnQ}KT`Yx1U_[sV/ELy$pE`Ppr)V

2022-04-20 13:11:57 UTC 6433 IN Data Raw: 40 33 44 e5 59 3d a8 59 57 7f 5b be 29 97 04 b9 2d 07 8f 30 6a 85 bc 2d ca 09 c1 5c 18 ee 91 1b ee 90 96 90 
29 f2 ee 9c f9 ed 52 da a0 db ea 55 4c 72 02 ed 1a 7e e0 d1 07 7c 98 ca 98 2e 86 5f e5 04 7d 89 ab 5b db 1d 08 2e c1 48 
71 5c 30 a3 ec f2 6e 2a 33 15 eb aa af 32 3c e3 68 63 0e 9d ca 5a 94 07 d7 a6 3e 19 b7 10 41 f5 fd 82 12 de 9b 75 10 dd 
a9 89 69 e0 cf 77 c8 e7 79 de 77 48 e9 2d fa a3 eb 90 32 af 29 63 ee b9 66 d5 25 29 3b 4f 78 ad 82 ad 44 ef c1 55 f2 f4 
42 83 f1 a8 dc e2 40 98 6d 96 e5 d6 ca b5 5f b1 7e 6a 56 ec 68 56 7c 6d 7b d5 e2 69 0b 68 69 0a d2 f1 9d 9e 5b 68 0c 4f 
e9 82 e6 80 21 9c 2e 7d c9 25 d3 9e 01 82 21 8e 56 cb d1 54 fb 62 59 26 2d b5 9d 22 cc 5d 63 24 25 91 40 55 ef ef 03 77 
95 73 5a 40 b0 96 25 58 c2 e2 3f 4b 23 ab 32 a3 b4 d7 e0 
Data Ascii: @3DY=YW[)-0j-\)RULr~|._}[.Hq\0n*32<hcZ>AuiwywH-2)cf%);OxDUB@m_~jVhV|m{ihi[hO!.}%!VTbY&-"
]c$%@UwsZ@%X?K#2

2022-04-20 13:11:57 UTC 6434 IN Data Raw: 7b 0a 6b 44 71 14 4b df 1e e0 b7 16 7f 2b 7c 6a e7 c5 5e c2 7f fe 32 76 9d 97 b0 d5 86 0e 25 18 ef 32 0f 95 97 
29 0f 50 d4 61 a5 b4 31 e5 05 fc 67 15 e4 fa d3 94 72 3e a1 e8 59 0f e0 dd 78 85 52 67 67 f4 7e 36 07 96 99 be 5b ef 18 
12 72 68 65 10 8d 36 64 b2 d2 6a 6d 4e 9c 4e 19 a6 d1 0c 70 17 57 56 48 81 ea 96 4b 4a ba c8 60 f1 a6 9c a9 90 42 99 
96 b2 e0 64 32 5a aa 0f df 79 e2 14 fe a3 3e 3e 89 3e 39 f4 aa df a8 b3 51 f5 71 d7 7e f0 90 c2 5f 12 c0 2e 46 3a 3d 79 f9 
fa e5 05 de 15 a8 c7 76 6f 2b fe 28 1d fe 51 d8 68 df 57 01 48 dc d6 71 18 75 9c 3a 47 11 75 2f 62 f7 65 b4 1a 76 5b c7 
90 d8 9f cc e7 0b f8 90 64 a3 09 46 0f 3a fa 11 a0 79 e0 d5 65 a6 66 14 2f dd e8 9f 9c e8 6d c5 87 0f fe 6f 29 ba 34 a6 5f 
e8 f1 33 ff 97 44 3c 93 7f d5 cf b3 ea de b4 1e 72 
Data Ascii: {kDqK+|j^2v%2)Pa1gr>YxRgg~6[rhe6djmNNpWVHKJ`Bd2Zy>>>9Qq~_.F:=yvo+(QhWHqu:Gu/bev[dF:yef/m
o)4_3D<r

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6436 IN Data Raw: ee 1a 81 78 15 c5 5b d8 66 9a a8 4b 0c ed 3f 3a da 3a a9 7b 8f b5 4d 9c de 3d 4f 6a 2b f9 a8 f1 25 9f 37 9b 33 
15 7e 9c af 4c fb 30 7c 8e d0 94 16 b0 2b a7 27 8f 1d a2 a6 17 d9 fb f5 68 91 f9 5d 99 c9 f9 f3 cf 0e 3d f5 44 1e 8a 10 87 
b7 44 76 93 02 41 1e 58 db 85 bd 68 4c 78 ac 62 c3 0d d8 40 c6 c1 bf 8e 5f c3 73 1b 48 29 9c 50 48 a3 5f c7 df 57 71 4c 
80 40 b1 08 7b a0 f9 72 35 05 54 ed 22 ad 41 a0 dd 29 03 1c 11 7b 7d 4f 49 ed 4c 6a 01 56 2d ab 1c 18 6b 73 58 71 16 
05 c3 d2 aa 42 31 4b 89 02 0f 52 e4 13 a0 77 a7 98 fe 02 f6 15 3a 10 70 1d 5e b1 8e 18 a3 56 1c d2 f6 07 29 0e f2 fc 93 
65 29 69 85 7f a6 9a 18 a5 ed ac 6c cb b1 92 61 ab b9 03 8a bc 36 b4 76 82 d7 34 ce 4f b4 e6 65 c9 64 d6 49 dc 21 1f 22 
9e 7f 46 ca 69 13 18 c3 21 1a 6e 68 aa 2a b3 a8 2a 99 
Data Ascii: x[fK?::{M=Oj+%73~L0|+'h]=DDvAXhLxb@_sH)PH_WqL@{r5T"A){}OILjV-ksXqB1KRw:p^V)e)ila6v4OedI!
"Fi!nh**

2022-04-20 13:11:57 UTC 6437 IN Data Raw: e7 76 26 d7 71 14 b9 d0 e0 14 e5 ce 04 12 1a 58 4e d1 75 33 d9 fc 02 8a 9d 3d 8c a8 3b 33 f6 71 8a 9d 12 c5 
31 c2 58 77 d6 86 30 5a 1b 93 09 da d7 b6 b6 3a 8e 28 b4 3d be ad 3c 11 85 ab e3 59 67 e6 af be ad 4d 84 f2 f6 fa ae 36 
91 79 cd e7 81 e2 45 12 00 9d 62 33 32 bd d4 d6 d7 61 f3 29 4e 37 06 f0 3d 27 ef f6 bf ea 6d 74 78 e8 d0 dc ea 5b 14 5c 
5f 62 16 4e 3b 2d a5 34 b2 82 97 76 4b bf 5e e3 ab 7a 79 cf 85 6e a4 0c 29 88 42 75 60 04 b5 2c 54 18 3b 18 84 1a 65 12 
38 eb 50 2f 2e 63 1d 4f d1 09 d8 fb 26 c1 f3 16 53 fa 93 f9 07 cf 48 7c 75 23 d3 3a c6 92 5f bb e5 bd a2 06 6b eb af 83 88 
ec 48 8b 67 d6 d4 ac 82 f1 05 50 6d d5 17 75 25 5c 8d c7 61 fc 30 9c 6d 45 5f 1e 61 68 ec 9d 95 1b 82 13 e9 7f d5 d0 0a 
1b 3a 0e 57 dc 10 9e 50 63 68 68 50 6a 88 ce 99 aa 96 
Data Ascii: v&qXNu3=;3q1Xw0Z:(=<YgM6yEb32a)N7='mtx[\_bN;-4vK^zyn)Bu`,T;e8P/.cO&SH|u#:_kHgPmu%\a0mE_a
h:WPchhPj

2022-04-20 13:11:57 UTC 6438 IN Data Raw: 08 1d 1c ac 26 31 a6 56 68 09 19 b6 62 62 2c 26 88 43 f2 a3 e2 79 df 1a 9d b4 33 de 6c fa ae 51 41 1f 25 50 
fd 20 ed a6 f2 da b4 5e ef e1 01 7b c0 5a c0 8f e7 53 d6 02 06 3a 7b 0f ab 73 44 8d eb 45 03 b4 5b d8 24 33 b4 a9 83 fd 
43 eb 8e 30 38 93 38 e8 e1 07 2d 4a dd 09 5e 65 c9 ed e5 22 8b 40 0a 40 62 8c 6a f9 4d 75 2b 45 ae 06 f9 03 2a 78 4f c2 
93 18 ed 93 b1 7a b4 6d a7 95 ec 4e bc 66 0a 09 16 89 bd 8f 1a f5 11 15 91 8a 45 62 c8 4f 3c 79 3d f1 2b cd da 4a 1e 18 
6f d0 88 7f c9 7a 3d b3 64 38 5f 5c 24 b8 5d 2d ad 9e 2f 1e 04 a7 8f 4d a2 e6 fb c2 cc 55 ce b3 81 17 fe 8a 9a b3 f9 fc fa 
ce b3 84 c6 78 46 95 6c 36 59 73 b9 48 e0 38 c9 60 b9 03 56 4a 11 31 43 2f b3 66 b4 5e cd 97 04 7f c5 41 9c 89 a9 98 
89 95 e2 e0 60 ed 88 6b f1 5e 58 cc d2 35 0c dc 75 3e 37 
Data Ascii: &1Vhbb,&Cy3lQA%P ^{ZS:{sDE[$3C088-J^e"@@bjMu+E*xOzmNfEbO<y=+Joz=d8_\$]-/MUxFl6YsH8`VJ1C/
f^A`k^X5u>7

2022-04-20 13:11:57 UTC 6439 IN Data Raw: 29 e7 d3 20 5e 57 c4 88 94 5f 52 85 d3 55 f6 32 46 a6 03 cb b0 9e e3 13 ea 36 12 8e 94 f8 85 16 98 06 55 06 
dd 9d 75 76 77 65 da c2 7b 6b f9 32 4a aa 29 2e 13 9b 3e b1 6c 2c e8 ca 10 32 18 98 b7 fc ea d6 2f b9 3d cf 1b 4b f6 45 
e6 48 52 5c a3 5d 8d b6 64 89 4f 6b c5 64 43 c0 31 86 4a 51 b1 77 a8 19 41 76 52 2f bc 29 2f 6a d4 47 78 ea c8 6f 8e ab 
59 30 d0 0a 56 cf b5 94 c4 42 72 49 28 60 e3 00 59 76 44 88 74 4b e6 42 88 11 d3 80 48 5b 78 25 19 14 68 3c dc da 0f 
dc ce c1 6f 9e 2b 8c 80 bb c6 73 71 49 a4 b5 1a d4 c6 e6 12 08 5b 92 50 8e 0b 87 19 69 28 8f c0 7f 10 df ea 59 74 05 11 
7e 8b 14 a2 b4 04 a1 c0 27 5a 4e 19 0b 3a 39 69 b0 ba 18 e6 04 2c b0 c5 52 4e 81 18 f9 05 8c 97 85 7c 59 c6 e5 c4 7a 7f 
ec 33 03 d6 64 9b 69 8c c4 92 af fd 17 c4 11 c0 a6 97 66 8c 
Data Ascii: ) ^W_RU2F6Uuvwe{k2J).>l,2/=KEHR\]dOkdC1JQwAvR/)/jGxoY0VBrI(`YvDtKBH[x%h<o+sqI[Pi(Yt~'ZN:
9i,RN|Yz3dif

2022-04-20 13:11:57 UTC 6441 IN Data Raw: f9 f1 4c 7a 9d 8a 60 54 bb 43 f8 6a d2 c9 8e 4a fa a7 2e 14 6e b7 e5 ee b4 c8 57 4b fa 3b ba e9 7c 1d a7 25 2c 
84 e9 d7 a7 59 92 35 aa d0 23 5d 43 28 1c 06 ee c5 c3 f7 9f 2e f9 9f df 71 c8 ac f7 2e 0f c2 28 a5 67 bf a3 ec 3d 9d 0b 6a 
23 b5 5b 17 dd 57 45 34 be ea 1a 1d 1c 61 93 99 a5 2d 37 02 e0 6d b2 cc 6e 4a 20 39 e3 b8 21 4f 44 89 88 18 c5 60 00 
0b ae 71 65 51 5f 35 81 3a 12 05 f3 68 94 cc c3 b1 78 e0 c5 0c 63 f1 20 97 2e 0e 93 5a 66 39 55 9a dc ab ed ed 65 a4 92 
d2 8c c0 3f 23 33 d7 c8 4c 2c 30 46 70 d0 c8 8b 9a 29 d3 a0 a4 73 1e 42 85 3c 36 83 32 49 65 ef b8 4e 25 b0 16 16 5c 91 
d4 ee c7 22 7e e7 d6 44 0a ba c6 48 1c 96 7c 5e 22 73 d8 91 50 f9 89 ab 68 72 f1 07 ba b3 27 17 ff 85 94 0c 93 8b 3f d2 
c1 0c 1f f5 a2 b2 27 53 6b 4d 60 32 b0 bd 3d 51 0e a1 
Data Ascii: Lz`TCjJ.nWK;|%,Y5#]C(.q.(g=j#[WE4a-7mnJ 9!OD`qeQ_5:hxc .Zf9Ue?#3L,0Fp)sB<62IeN%\"~DH|^"s
Phr'?'SkM`2=Q

2022-04-20 13:11:57 UTC 6442 IN Data Raw: 54 6f d0 81 58 78 5b 6b 6a b7 3d e4 62 7b db 80 60 97 29 d2 42 6b 56 47 a0 02 04 02 17 77 df de c1 60 ff 10 
d7 f5 de 9e 92 38 ca 0a 08 49 47 5c 84 e0 c5 bc e1 0f 23 b7 3e 6a b5 f3 a7 17 98 2f 88 86 0d 7f ad b1 06 44 6e 82 d2 be 
5d df 7b 71 70 08 93 48 76 a5 30 54 7c 21 4b 88 25 82 42 32 9c da 97 a7 7f 24 cd a3 85 50 61 84 fd 14 94 84 b2 32 14 9f 
0f 45 9e d7 40 3e fa 75 bb e1 48 e9 71 1b f7 32 11 1b 66 d3 63 a2 76 85 61 25 1b 9b 8c 9a d5 db 23 11 50 4c 17 06 a3 
33 f3 e5 91 37 30 c0 01 bf cd 90 20 34 4b 6b f7 7c 57 9f f6 bb bb 27 43 f6 d6 1e 11 21 8b c3 81 ea 1f 9b 3e e6 16 80 7b 
da 20 fe c1 64 66 44 cc f6 5b 8e 94 f3 7c da e6 f1 c5 d2 3c ba 5d 3f 9a fa 08 5c 05 c9 85 8b 98 43 a5 37 74 fb f0 c2 55 14 
af 6d bb 2d 9d ae 35 75 78 25 92 d2 81 aa 73 23 e1 8c 27 
Data Ascii: ToXx[kj=b{`)BkVGw`8IG\#>j/Dn]{qpHv0T|!K%B2$Pa2E@>uHq2fcva%#PL370 4Kk|W'C!>{ dfD[|<]?\C7tUm-
5ux%s#'

2022-04-20 13:11:57 UTC 6443 IN Data Raw: 22 c3 99 79 3c 18 d9 9e 9b 3c 8a b1 1a 74 18 d1 b6 1d 8b bd 3f de 34 04 6f f0 29 5c 29 a2 70 36 b3 dc c0 bf 
64 3f d1 bc d6 3a 1c 22 8d 28 25 63 c4 21 9c e5 9f 2c 72 26 ba 18 0d 1d 83 dd 21 42 4a d9 43 38 97 6e cc 8e 0c 33 64 58 
f2 6f e1 ca a8 fc 81 54 f1 9e 1a eb 5a 11 16 e9 7f 7a 0a 2f a8 db f6 14 f4 a0 03 6b 36 bf 69 0a bf b0 6e b2 c3 cb 52 0c 42 
c4 73 bc 99 27 0d 4a 32 a6 43 2f f2 dc 2d 5d 2b 85 c9 03 9e c2 18 01 37 7c 8e 7b 31 60 0f 46 14 40 ed 03 43 68 cf bf 9a 
7d 53 04 00 c3 5b f3 ec 53 4a c3 b2 fc c0 2f 74 46 89 a6 39 14 72 ff 96 44 98 af 2f bb 1d fe 55 70 04 4e 3f cd 99 cb 2f a0 
65 b9 00 71 d0 a9 9c d2 85 63 e9 a2 3d 66 dc b7 9c a7 1c 1e ec 00 8a 65 2b 6e 80 18 2e 5c cf f3 cc 37 bf d6 5a 20 3f 19 
5c 29 e4 e4 45 ca e4 f1 aa bf cc 97 30 a6 8d a5 04 
Data Ascii: "y<<t?4o)\)p6d?:"(%c!,r&!BJC8n3dXoTZz/k6inRBs'J2C/-]+7|{1`F@Ch}S[SJ/tF9rD/UpN?/eqc=fe+n.\7Z ?\)E0

2022-04-20 13:11:57 UTC 6445 IN Data Raw: 00 e1 9b e8 cd 60 d2 8e a6 df 04 62 a4 18 11 51 71 0d 2b 0e 56 cc ce 3d 81 0e eb 13 e0 22 31 95 10 59 b6 10 
da fc 52 cd 60 7f 3d 0f f9 72 19 5c c1 30 b7 5d 91 4b f5 69 17 ee e4 2a 7b 81 1c 25 2c 26 b7 b7 63 41 50 4a 11 da 74 f8 
85 e9 58 e4 ce e0 fe c9 5d 75 4e 4e cf e0 aa 6b 8c c6 88 82 d9 50 8b 6a 66 0d 11 cd c4 8e 29 2c d3 c9 4f bb 86 12 6f 49 
58 b4 06 12 7b ed be 63 91 a0 94 fb 36 5f 4e 84 d1 0c 0f cf 58 1d 65 89 e2 f8 4d 4b 20 07 31 95 65 58 1e 11 e3 aa 31 28 
af a6 e6 86 63 38 d0 07 ee 7d 34 a6 08 7a b8 99 ac 1c 7c d1 da c2 da 36 42 ca 13 95 35 c2 5e 15 2c 02 e4 2a f5 f0 08 57 
c0 d0 0c 6b a8 d3 f0 41 3d 2e d4 e4 58 2d 96 7a 81 01 28 67 6d dc b3 29 ba b8 36 d2 34 c2 8c 1b 62 af 62 66 30 e4 9b cc 
37 8d 18 66 88 7f 4c f4 34 72 f7 b2 e7 16 ef 82 4d 42 4f 
Data Ascii: `bQq+V="1YR`=r\0]Ki*{%,&cAPJtX]uNNkPjf),OoIX{c6_NXeMK 1eX1(c8}4z|6B5^,*WkA=.X-z(gm)64bbf
07fL4rMBO

2022-04-20 13:11:57 UTC 6446 IN Data Raw: 08 14 cc 46 66 a9 38 15 19 6a 96 3c e5 74 72 13 2c c6 04 86 ab 71 f8 3c 71 8f 69 e7 57 63 dc 26 8e 8f 88 18 
af 84 69 f0 a5 0f 43 cd 22 bf 66 13 06 db b9 47 16 17 2e cd a3 8c b2 b4 4a 7f 45 4f c1 ab c9 5a 88 cc e5 6b 43 e9 97 c5 
44 9d 10 fa 1b 23 a0 99 7b 1b 05 4f 69 c9 b2 e5 aa 0a b2 c4 07 45 44 24 4c 84 df 08 c3 11 1c 4f fd 72 5c a4 cb 2a 58 ce 
a4 b3 60 50 ce 7c 41 c9 07 d5 cc 17 19 41 82 bf 4c fd 3a 37 48 f0 5a 3d a9 5c 2a c1 2b 94 b0 e5 45 f0 56 ff 44 10 88 e0 af 
fa f1 6d 4c d0 28 9e f2 e8 2a 38 e5 9f f5 79 3f c3 33 e2 53 04 27 f8 05 33 90 20 c5 00 5e 4e 82 1f 51 22 e3 82 07 7f 13 0f 
69 15 fc 0f 7e bd c9 33 0c 85 b3 41 8d 50 bf b6 a6 9d e0 51 98 64 06 53 fc 86 79 4c 30 e3 5f 30 f0 08 7e e1 9f ac c9 0d ae 
ea df d0 5b 07 f3 fa 59 45 20 58 a0 48 79 89 26 
Data Ascii: Ff8j<tr,q<qiWc&iC"fG.JEOZkCD#{OiED$LOr\*X`P|AAL:7HZ=\*+EVDmL(*8y?3S'3 ^NQ"i~3APQdSyL0_0~[YE 
XHy&

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6447 IN Data Raw: 24 9b 11 cc c3 38 61 9d 47 77 70 78 fb e2 fc f5 2b da 32 a2 de 1c ff e9 d9 59 e0 8c 4b 1a e5 8f a7 54 88 64 df 
fe e9 c9 d9 db 1f 4f 9f 9e 7c e0 22 e2 a7 f3 15 dd 77 3f e2 d5 f9 c9 eb 77 af 08 7d 89 57 0a f1 f3 ab 1f a8 a1 5f 10 11 e8 6c
1c 3e fa e0 5e 44 7b bf 5e 7a 8f a6 fe 6c ca dd 2b a2 d4 1b 7c 36 19 cc 27 89 61 96 e2 8f 62 61 87 e7 8a 1b 82 68 0b c9 
ed 4a 26 c5 ad f3 b6 08 31 f3 8c 6e 06 84 75 93 c6 52 8d da ce 61 09 d2 ee 31 d5 60 f9 df ce 9f e1 6e 50 26 55 cf f9 f1 fc 
d9 de 9f 9c c1 fb ec 7d 76 91 4d df bf 0f 38 51 db a5 df bb 50 49 db f0 1b dc dd 9e 59 f0 d9 78 7a 9f f5 d5 83 df eb d7 6f 
e4 0b d8 1b 07 59 5e b9 fd 86 f1 b1 d7 bb 7d 9f f5 7a 71 4a 28 80 18 9a 5e 46 fb d6 db 4a 17 4b 3a 4d 51 56 d1 98 d6 18 
16 8f 0a 84 79 a3 fa 88 c0 e9 4a 55 42 db 
Data Ascii: $8aGwpx+2YKTdO|"w?w}W_l>^D{^zl+|6'abahJ&1nuRa1`nP&U}vM8QPIYxzoY^}zqJ(^FJK:MQVyJUB

2022-04-20 13:11:57 UTC 6448 IN Data Raw: 3a 8c 67 3b e6 57 9a 13 04 1a 96 0b a5 91 1a ad 4c 2b 3a 87 ba ee 68 bc 39 92 78 e8 55 81 ed 06 ef cc b1 da 
17 c2 24 b4 35 85 b0 ed c8 6b fd 55 e5 ab 23 2a 9d 4d 53 91 88 c4 83 69 29 2f 99 27 9b 17 81 19 3c ff b7 b7 cb 31 2f 4c 
b5 70 d1 39 25 11 fd 9d 16 cb a2 c9 d4 54 0b b8 50 34 a0 ae e2 30 34 fc aa 6b ed e5 44 e8 2d 61 45 c7 85 6b 71 52 bb 
16 0f a9 64 97 66 e7 39 01 1d 69 57 e5 8f c8 c2 94 e6 a6 49 08 bb c3 0c 1d 66 6d ba 23 c4 36 0f aa 10 61 1f f0 33 cc 05 
64 bd 26 6e 3a e2 a6 55 48 61 58 87 a9 e4 08 6e 49 c7 e5 a2 ea 83 e7 8e 2e 39 32 99 84 c7 b5 20 2f d6 c6 a5 c9 61 cf 8c 
d8 c7 a6 3a ee 22 a9 db 48 74 1b 06 9e 12 c0 aa d6 25 a3 09 82 f0 c1 2d 43 24 40 86 f8 ef 90 2f a2 53 e3 e8 c6 e2 23 71 
8e 2e 1c 70 3d c4 8c 7f 76 6a c8 1c 56 43 ac 41 00 82 21 b8 
Data Ascii: :g;WL+:h9xU$5kU#*MSi)/'<1/Lp9%TP404kD-aEkqRdf9iWIfm#6a3d&n:UHaXnI.92 /a:"Ht%-C$@/S#q.p=vjVCA!

2022-04-20 13:11:57 UTC 6450 IN Data Raw: cf 8b 24 f9 29 9a 5f 41 c0 e3 63 a3 9e b1 e4 a8 7f f6 e2 ed 4f 1f ce 4f fe e7 5c 38 7e 43 00 93 43 19 9d 84 19 
87 d6 e1 98 35 de c0 4b 99 5e 71 f3 dd 30 31 c3 38 6b a6 24 97 eb c6 34 4d 43 0a 48 a3 1a 24 c6 1d cd f2 39 b3 c0 a3 bd 
ae 06 82 1a 37 a1 93 40 41 39 b3 34 6f e2 88 c8 8e 3d a1 82 70 6a e2 60 dd 10 cc 08 c6 aa eb 84 28 39 50 65 81 9f 8a 
48 da ec 48 e0 40 9a dc e6 b7 f3 24 26 a4 b4 a9 0a 1d 8c 31 15 88 3a 26 83 74 ec 6a 2a d3 24 58 62 25 bd 01 37 2f 52 
6e 7c 0c 55 7e ae 86 55 44 58 c9 72 65 5b 17 66 be ce a6 06 cd 58 98 eb 67 65 b0 12 a6 22 e9 2b 21 5b d0 8d ef 8a 44 
a4 19 87 8d 13 08 dc 93 4c 84 f8 ee 20 b9 2d 1e 1e b1 06 23 39 30 3a 1c 6b d9 11 ed 15 8c f9 3f c2 d5 be 31 5a 11 a4 52 
0c d4 0a 50 e3 18 c3 33 8c 25 8c 75 30 32 bb 98 eb b3 be f4 63 
Data Ascii: $)_AcOO\8~CC5K^q018k$4MCH$97@A94o=pj`(9PeHH@$&1:&tj*$Xb%7/Rn|U~UDXre[fXge"+![DL -#90:k?1
ZRP3%u02c

2022-04-20 13:11:57 UTC 6451 IN Data Raw: f1 cf bd 6b f0 86 b4 cd 0e 5f 5a 3c ee cb 7a 58 4f 6a 10 e2 db 9a 08 69 9d 7f a3 2d 7f 1d 68 f1 ac 82 c5 6b 2c 
96 14 cb 4e e6 10 f3 c1 ce 86 98 d2 8a 68 8d 2d 24 94 a8 65 91 f4 48 a4 48 1a 3a 87 ce 6e b1 eb f4 58 af f3 f8 f0 11 3f 3d 
a6 7d ee b0 a2 5b 12 5a 4f 97 9f a2 39 b5 f7 08 1d 8c 56 d3 f2 ff fb ef bd 32 5f 24 7b 20 57 f7 24 e2 2c f7 c6 34 cb bd 51 
b2 87 5a 7b f2 82 4b 38 b7 e5 eb a8 b8 5a 2d 7b 3b b7 fb eb 9d de 22 ba 61 3b b5 4f 79 71 85 7c 7a 42 a9 91 c4 50 49 bf 
3c e9 3d 11 ce 18 65 bf 47 f7 74 b9 9a 57 f4 d9 01 7d 06 31 4b 9c 50 9b f3 b2 ef 10 7f c1 9b 32 ef c3 da 6d 1e 81 86 fe f7 
77 72 91 fe a7 96 e4 d2 b3 e4 03 3f aa 23 05 72 f1 23 88 86 db 7b 37 5a a0 07 27 f8 c9 ad fc 1b 61 c9 83 e0 cd 32 8b d5 
c0 00 06 d4 78 48 35 d2 f2 4d f4 46 a9 c1 11 
Data Ascii: k_Z<zXOji-hk,Nh-$eHH:nX?=}[ZO9V2_${ W$,4QZ{K8Z-{;"a;Oyq|zBPI<=eGtW}1KP2mwr?#r#{7Z'a2xH5MF

2022-04-20 13:11:57 UTC 6452 IN Data Raw: 97 80 1f e3 8d 58 31 19 5f c0 d9 6e 2c f2 53 19 d3 8e b5 c2 56 1d b5 4d aa c6 22 cd 5e c9 6d e6 ae d4 a3 83 
1b 2b ba 11 a5 c7 f8 e9 f8 da 1d 44 94 1e d5 de 21 13 e4 4b 23 a2 54 2f d8 22 7e 66 16 89 6f 65 94 09 fd b1 8a f9 07 8c 
29 22 48 f0 97 af d5 a3 7c a3 f8 b0 66 15 ab 5c ee 9a 51 e7 a5 7e 96 ef 5e c6 c6 8b 97 74 70 09 3e a2 65 a2 82 23 f0 bb 
13 b3 88 d6 a0 c8 97 10 8c 31 90 ca b5 30 8b ea 1a ef 94 6f 1d 37 73 dc 28 75 58 2d 53 3c e1 db 47 b4 f3 b4 2e a8 8f cc 
eb a4 2c 23 6c d6 9f 8d 0d 95 85 b4 1a 31 a2 39 c8 8d 82 81 d4 ba 4b 66 a3 a9 e1 44 7a 4d f2 e4 0d d1 09 dd 51 a2 bf 3d 
ba 10 e5 06 a2 30 cb f7 22 10 43 69 79 c5 c9 b2 f7 40 2d 8b 5f 2a bc d6 e5 3d 36 eb 0d 1a 3f f1 2e 65 20 1d 70 14 b9 30 
d7 00 11 69 9a 8c 6b 61 0a 1b c6 bc 91 94 27 5b 4c 8b c8 
Data Ascii: X1_n,SVM"^m+D!K#T/"~foe)"H|f\Q~^tp>e#10o7s(uX-S<G.,#l19KfDzMQ=0"Ciy@-_*=6?.e p0ika'[L

2022-04-20 13:11:57 UTC 6453 IN Data Raw: f3 f6 bf a5 23 68 4a bf de ef 04 9d 00 d7 12 68 75 b0 50 02 f9 59 1e 8a 5d a4 dc a6 a9 0a 7f db a4 70 3a 1b da 
19 b4 96 1f 40 28 15 41 20 f9 92 c8 5c ae 26 54 60 ed f6 ca 59 91 66 57 f7 bd c3 f5 1f 3a 07 6d 88 fc c6 1d ad 27 b9 71 84 
ff be 0d fd 4f 6c 67 e7 1e ac f9 34 b7 45 fe 5a 8c db 20 7b 0f 57 73 63 25 36 cd f6 5e d1 8a d6 48 b4 6a 81 a2 a6 db 63 c3 
65 bb 81 d5 a9 0d 71 37 20 18 82 c4 13 ce ec dc c9 69 f3 e7 9c d2 7a f3 e7 af 38 e3 f5 e6 cf 71 8d 7f b3 7c 41 6c 07 9a 
27 32 a1 2d a6 4b bf bc cc 0e 78 96 d2 d5 3b 35 74 98 4c 06 50 0a d3 47 1b 50 99 83 21 34 5a 25 0b 98 fe 75 0d 58 46 
41 e9 10 6d 9b 00 a9 14 2a 04 88 7c d3 f5 c2 30 ec be ed f9 6d 7b d7 ea 4b 5f f0 50 0c e1 42 bc 73 2f cf b3 4b 67 41 56 
e0 a6 3b 00 a2 f7 85 6b 53 8c dd 15 df 77 c9 f0 c5 
Data Ascii: #hJhuPY]p:@(A \&T`YfW:m'qOlg4EZ {Wsc%6^Hjceq7 iz8q|Al'2-Kx;5tLPGP!4Z%uXFAm*|0m{K_PBs/KgA
V;kSw

2022-04-20 13:11:57 UTC 6455 IN Data Raw: 04 10 23 a8 df f9 ab 66 54 02 65 65 13 b3 95 0d 47 78 3e 8f 0a 98 70 c3 a7 c7 f4 1d c6 f2 35 1c 12 95 89 f3 dd 
5d d7 db 68 c3 0b f8 5d 27 93 f4 33 52 4a 29 f6 84 ed 5d 10 7e 6e 35 68 20 3a b1 02 f5 8d f7 97 e4 66 a5 d3 d2 84 b6 a1 
d4 55 72 f3 14 c2 31 84 18 fa cb c9 df 3f 3c 7d 7b 7c d2 3f 39 7b 7a f4 ee 64 7b 7b d3 fe f9 73 de f0 2b b4 4b e8 69 63 5f 
84 a3 84 eb 05 a4 fb 1c 87 87 6e aa d3 66 fc 63 41 56 75 80 2e 22 22 81 6f 5e 19 db 23 4a aa f6 9e 7c 25 2c b8 da d8 bf 
f1 c2 f3 5b 57 03 6c 8d 1a 45 ae 08 0e 61 8f 14 b6 ca d6 06 30 19 d7 3e 28 c2 e6 bb 35 48 14 9b 37 1a 6e 17 83 1c 4a bf 
85 04 43 4c 0d 2b 0c 78 22 82 54 f8 9d f9 60 39 29 23 ab 49 1a 14 30 9e 5a b6 72 dc 81 8e b0 0b 67 fb 9d c3 c8 10 32 28 
c1 36 db 26 aa a6 1e 1f 3e 8a 1e ef 04 3b 4a 06 de 
Data Ascii: #fTeeGx>p5]h]'3RJ)]~n5h :fUr1?<}{|?9{zd{{s+Kic_nfcAVu.""o^#J|%,[WlEa0>(5H7nJCL+x"T`9)#I0Zrg2(6&>;J

2022-04-20 13:11:57 UTC 6456 IN Data Raw: 45 a9 48 5d 73 3a 22 53 c8 8e 0a 2c 5f 37 00 62 8c e0 7d f7 e7 b1 ff a7 5e 5f e1 d6 49 db 6a 2f 2f c7 29 c0 f2 
26 1b 49 88 8e 5b 22 af 23 93 2d d9 c5 5d f2 68 b1 0c c4 24 34 8f 9c 94 20 35 bf 93 41 77 6f 15 ce 14 98 d4 8a fb 1a 88 
e8 b0 6b 30 09 c2 45 48 b1 2c dd 62 5f 5b 30 bf 48 dc 4d 6c a4 a9 c0 e8 24 83 95 d3 db 43 a5 97 92 6b c7 fa 2a 40 9e a9 
af a2 85 cc b5 4c 2b 6d ae 00 9d 48 2a 03 c0 a1 3d fc f5 53 b9 2a a1 5a 1e 99 93 c7 4d ad 8e c2 dc d3 60 05 02 41 38 a8 
01 3a 34 25 0a e6 8b b5 25 05 01 ac 5b 19 51 23 3d 82 87 b5 de 69 63 59 56 0d d5 50 b7 32 28 69 e0 08 89 33 4c 77 5c 
23 78 59 6d c6 15 3a 3a d8 d6 a9 94 49 23 2c 84 0e db e5 1a d7 fe 72 a3 a8 c0 80 f7 0b 47 2c 01 54 1f 4a d1 d5 88 10 7a 
2f fa 5b 77 20 91 2e 36 87 c3 7b d2 42 8f 8a 3c 8a e9 5e 
Data Ascii: EH]s:"S,_7b}^_Ij//)&I["#-]h$4 5Awok0EH,b_[0HMl$Ck*@L+mH*=S*ZM`A8:4%%[Q#=icYVP2(i3Lw\#xYm
::I#,rG,TJz/[w .6{B<^

2022-04-20 13:11:57 UTC 6457 IN Data Raw: a3 ed 63 e5 06 88 23 69 c4 c1 96 52 42 57 25 7c a1 25 09 5b ef 65 3c 47 76 02 b1 a4 37 bc 9d 5b d9 dd 9d f1 
b9 27 03 6d 33 a4 d9 d5 05 f0 b8 aa 86 3e e8 1d 31 7c e4 28 d5 c6 a9 2c de 4a 5b 69 f6 37 d0 a2 ea ad 30 4c 1b 02 65 
1a 1a 67 bb c2 40 ad 41 9a 56 98 ee ca 8f 59 29 09 03 c4 89 1f b1 11 62 e5 2f 6a 15 e5 ad 41 57 09 23 06 a6 de ce 84 88 
04 56 89 4f 59 7b 47 04 9e 15 0a 31 b1 ee 47 22 9a cd 47 d7 96 08 30 5d 3f a8 fa 06 39 c6 da 8f fa 51 fe 66 fa db 94 1f 74 
d4 d1 c9 66 d9 2c c5 c8 b3 e0 08 4a 34 71 38 ff 30 2b c8 c5 d8 b6 b6 32 7f ab 7e 56 89 4a 2b 71 e3 ff 04 fe 12 36 d8 42 
02 c9 8f 03 15 ec 94 6b 20 80 8e 24 73 93 41 2e c5 03 90 3f 09 12 22 17 03 4a c3 4c 1b 1c 8a d0 5f 65 23 fd a9 f9 51 e2 
9b dd df dd a5 cc 97 72 92 9d 8d 76 a0 c6 c2 94 e0 90 38 
Data Ascii: c#iRBW%|%[e<Gv7['m3>1|(,J[i70Leg@AVY)b/jAW#VOY{G1G"G0]?9Qftf,J4q80+2~VJ+q6Bk $sA.?"JL_e#
Qrv8

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6459 IN Data Raw: 53 a1 70 99 35 15 59 32 73 b0 4c 0a 69 6a 36 75 29 a1 7f 33 5f dd 40 86 35 09 43 3b 53 9b 02 18 9d 1f 39 b3 
d2 dc 69 9b 4f 3a 7d fb 83 fc 50 71 13 83 7c 77 d7 43 6b d9 45 7e 79 77 77 ed e2 af 7f e1 9c 3d 3d 7d f9 ee dc f1 9d b3 f3 
bf bf 3a 71 2e 3d 62 8b 91 f0 a3 2b 33 30 a2 67 b3 d1 38 63 33 54 23 92 d7 ea 5d 27 3c 01 cf eb 67 34 82 4c 27 8a 19 64 
34 82 ea 22 bb 84 82 68 43 f2 63 64 f8 a4 65 61 b2 a9 ea af b2 79 3e be 3a e3 13 85 08 60 b6 4d 99 f0 5a be af b2 89 e7 
36 19 47 49 89 18 8c 82 15 73 fc 23 73 c4 d2 7d a2 97 4f 7a 75 35 64 bc ae 93 62 f9 bd 65 9d 14 ab 43 60 ca a9 b0 2c e2 
5a 72 44 6f 33 38 93 78 b7 ee b2 d3 4f a9 73 ac 8a 3f c1 a9 f3 7b ad ce 7a 42 e4 17 20 f1 de 1e c3 00 b6 2a f5 34 99 bb 
76 a5 93 cf 99 10 21 74 7b a4 1a f6 66 86 e2 07 a2 12 
Data Ascii: Sp5Y2sLij6u)3_@5C;S9iO:}Pq|wCkE~yww==}:q.=b+30g8c3T#]'<g4L'd4"hCcdeay>:`MZ6GIs#s}Ozu5dbe
C`,ZrDo38xOs?{zB *4v!t{f

2022-04-20 13:11:57 UTC 6460 IN Data Raw: 77 d6 d5 f7 bf 62 e2 f7 0e 3a 2b 7a f7 7d 1e 7d 26 ea ba f3 ab 41 4b 54 9d 5d 74 55 bc 6c 4c 7a 60 7c 91 b7 
57 60 1f 72 15 49 04 77 9d a5 7b 7d 6f 8d 7b bf ce 74 59 8b 16 6d cc 5f b2 34 2f b4 b8 0d 76 1e 11 6a 2e e7 7a d1 4f 4b 
50 ca bd 90 c3 e5 81 b2 91 c7 fc eb 3e 62 57 47 d6 83 58 23 d0 b8 0a 00 a7 c8 7d 5f dd 63 5f d7 f4 96 7e 10 a3 ea 30 8a 
31 4e 90 79 9a 88 48 15 18 ba 94 0d 84 ea c7 dd 1d 11 f8 f0 cc 2d 6c b2 a1 eb 52 68 a7 d2 bc 50 4e 50 fa ee 33 2e 50 de 
f4 ee 93 52 f4 99 d2 99 0b 79 f3 66 33 e9 fb 1a a0 3b 45 b6 b0 12 0c 61 6b 7c b9 9f 0e 2a e5 36 80 95 d4 eb d1 f4 90 89 
ac 4b b1 e0 7b c3 d9 ad a0 8c 30 af 58 2e 25 6c 34 96 82 72 a3 69 b9 2f 76 9c 3d b8 8f 12 11 c0 e1 f0 36 c1 03 d1 04 04 
b7 04 e2 43 b7 b0 15 26 33 2b d2 90 bd 2a 1d 77 6c d6 79 
Data Ascii: wb:+z}}&AKT]tUlLz`|W`rIw{}o{tYm_4/vj.zOKP>bWGX#}_c_~01NyH-lRhPNP3.PRyf3;Eak|*6K{0X.%l4ri
/v=6C&3+*wly

2022-04-20 13:11:57 UTC 6461 IN Data Raw: 76 6e 7e 25 2c 6b a7 ba 9e 58 a5 66 2d b9 a6 e7 f9 12 f4 ff 22 2a a6 69 26 1f 2a f1 47 4a dd 1d 67 1d dc b2 f5 
ee ff 8b ae 15 b4 16 36 b4 8e 99 88 99 68 48 d0 03 a2 4d b5 56 b0 09 d5 0a 68 1a 15 37 80 f1 22 8c 1f 45 fe aa de ac c5 
c6 cd 1a 8c fb f5 bc 74 77 ab ee ee 68 5c 7a da 7a 16 ab 4d b3 30 07 c7 f8 c8 1c 10 01 57 ce c0 65 0e cc cd 01 66 b9 dd 
63 f5 35 7d b5 57 6c c3 14 d4 51 1b af 39 46 af 54 57 01 d3 02 65 7d d3 e9 5b 73 24 a2 22 81 47 b6 eb f5 89 0d 01 e5 0a 
61 b9 0b 4b d1 9a 1a 72 6f 85 57 5c 70 6b d4 09 aa 35 42 07 85 e9 9a f1 28 c1 42 a8 cc c8 2b 1f 3a 1f 8e 6b 06 a5 39 b7 
01 7a c4 e4 a1 a5 25 4c 02 7b 80 51 ff f5 c9 f1 cb 23 ef 04 a2 46 46 ef 7f 05 4b e6 ca 72 44 ba 02 c9 a5 ad 79 73 7d 9b 9c 
f4 59 04 d0 71 1b 94 ee 85 be c6 9b 17 a2 79 4f 5c 
Data Ascii: vn~%,kXf-"*i&*GJg6hHMVh7"Etwh\zzM0Wefc5}WlQ9FTWe}[s$"GaKroW\pk5B(B+:k9z%L{Q#FFKrDys}YqyO\

2022-04-20 13:11:57 UTC 6462 IN Data Raw: 4d 30 5a 03 2d ca 39 3e b1 50 7b 69 26 02 9f 20 ff 90 f0 0a 2a cc d0 8b 4d 65 33 0f 42 85 ad e7 35 b9 bd b7 
d3 5a 25 a6 ba e7 64 74 8d 5a ad e1 98 41 cb 77 94 4e d4 ea a6 6e bb 3d 43 19 ac 4f a5 28 20 c6 9f 41 46 f8 b0 fb 95 a9 
ff 94 21 8c 39 56 7e b3 d4 5f 81 f4 e7 88 c7 05 af c4 86 e8 fd 60 ef 9a 9b 25 5f f9 11 2c 24 78 59 59 45 6d 84 ec 4e 3e ba 
07 5f b1 e6 1f f4 44 38 f1 1d ed 7f 07 f4 37 73 46 15 aa dd c8 a2 58 70 1f 68 7d c2 ac b6 52 bc 70 38 d4 8b e3 1b 29 4e f0 
33 96 67 c6 b1 3d 8a 1d 23 a6 09 3d ad d2 bd 92 5a 42 30 29 f1 07 09 5a c5 af 42 84 81 62 0b 2f f1 82 53 47 d6 5f c8 5f 
c8 20 09 de 1b da 74 8e ca 06 d7 13 f6 a1 ce 95 6f b1 31 dc c4 f3 2c dd 52 de 08 ec 6a 99 5c b2 db 79 66 af 17 cc 8a a7 
56 81 27 3c e1 c0 2a 5b a5 66 68 ef 85 ed d0 23 5c 
Data Ascii: M0Z-9>P{i& *Me3B5Z%dtZAwNn=CO( AF!9V~_`%_,$xYYEmN>_D87sFXph}Rp8)N3g=#=ZB0)ZBb/SG__ 
to1,Rj\yfV'<*[fh#\

2022-04-20 13:11:57 UTC 6464 IN Data Raw: 47 84 5b b1 d0 74 49 95 74 37 fb 0d c3 e7 3a c9 46 d4 82 7e a5 6f 86 0f 9c 29 72 e4 18 ec 82 99 7d 81 98 e3 
fa 2c 00 65 1a 79 b2 f5 0a 77 1d 28 ab a6 50 72 b3 60 0d 51 1f 8c b4 32 56 07 96 86 49 12 11 72 d4 82 7a 6b 5a a9 03 8c 
19 1e 6a 24 22 a8 70 5a 67 e9 d6 31 bf c1 47 f8 38 ac 1a 76 78 82 8c f3 b1 25 47 73 f6 38 7b 2b c2 fc 01 0c 3a 1a a8 c3 
22 aa cd 7a 07 22 8b fa 92 68 c7 2e 17 ab bb e2 ac 0b 9c 6c ac 3d 1f 19 df fb b7 4e 68 9a 70 d3 ee cc a4 66 ba 8e 8b 81 
31 f5 6f 1c 58 4d e3 88 43 4c 93 9e 
Data Ascii: G[tIt7:F~o)r},eyw(Pr`Q2VIrzkZj$"pZg1G8vx%Gs8{+:"z"h.l=Nhpf1oXMCL

2022-04-20 13:11:57 UTC 6464 IN Data Raw: 31 e6 44 eb 48 02 c2 bb e3 f9 b3 ba 22 87 b0 6a 57 7c 8d 77 af f0 4e 85 0e ed 02 a0 a6 06 71 30 51 d2 01 6f 
a2 32 fc 10 cc d3 dd 3b 33 02 03 7d 61 6c 76 e5 af 1e 5f 47 63 96 7e 15 f7 75 1b 32 6a 99 80 bc ad db d6 ef 02 fb dc dd 
6d f0 e9 53 17 9b 37 58 da 4e 99 ac 06 ab 2c 1e b8 6a 5a 8e 6a 88 6d c1 02 f2 1e b7 0a b7 42 15 b4 34 5c d5 d7 c5 ee 
c1 a0 0b b8 85 33 20 51 b3 b7 ca 19 3f 59 77 1f 8e ad 4a 64 7d 63 56 4a 26 8e ae 38 0b a9 c0 6d ea 1d 43 ed 97 3e c7 
7e 0c 89 42 0e be fb c3 7e 1d 5a 49 0e ef bc 73 91 fb 9a 41 62 5e e4 42 09 de 2e c1 d0 71 3c c9 3a 22 41 c7 5e d7 b0 60 
c2 e3 d2 74 76 5d 7a fe 92 4f 97 4c 2a 61 39 5d 41 37 a6 12 2a 36 82 66 a1 b8 45 bb ae b4 b3 92 bb ea c2 7a 46 15 30 1
3 bf e1 26 c1 f5 3d 06 b5 3d 54 70 16 e0 36 ff e2 8d 2c 5c c4 70 
Data Ascii: 1DH"jW|wNq0Qo2;3}alv_Gc~u2jmS7XN,jZjmB4\3 Q?YwJd}cVJ&8mC>~B~ZIsAb^B.q<:"A^`tv]zOL*a9]A7*
6fEzF0&==Tp6,\p

2022-04-20 13:11:57 UTC 6465 IN Data Raw: 72 54 8a a1 b2 de c9 b0 e5 fe 42 92 fe 1c 18 d0 ac 92 75 a7 27 34 b1 9d 14 9d 23 da 78 df 6a 87 3e 1d c2 fe 
9e 1d da dd c6 4b 5f 0f 2c 18 d7 f9 37 04 45 c0 64 80 c2 be 3d 91 ab a4 17 cd 3f 45 37 a5 72 f3 bc 0f eb fa 39 dd 0f c5 a7 
14 86 67 2a 18 e1 75 5a dd 10 ad 19 d1 f6 26 a5 c8 e0 01 ff 81 4f 79 71 d5 5b 72 80 80 f9 4d 1f e2 53 05 86 b1 0a 7d 78 
8a 58 db 10 4a b4 15 e4 5a b7 53 bb 2d f6 d2 3e b6 bf aa e6 49 1b 3e f4 56 a9 16 66 fc e9 40 98 cf 2e fa 55 8e e0 ba b0 
9f 81 93 2d 80 4c 8d e6 bc 43 6d a5 82 80 27 9e df f5 3a 2f 10 8b 8e c5 0e 63 66 03 b8 a6 31 a6 f3 6e 5d 86 d5 6c 67 8d 
ce 96 d9 bc 20 de 14 fc 5e ea bd 11 eb 55 cb 01 94 11 b7 f4 72 18 6c 08 73 bf f5 d4 14 92 65 a6 90 ec f8 e5 d1 ab b7 cf 
39 22 9c 9d 13 e0 69 67 4e 80 4c 41 75 1d af 3f e8 ec 
Data Ascii: rTBu'4#xj>K_,7Ed=?E7r9g*uZ&Oyq[rMS}xXJZS->I>Vf@.U-LCm':/cf1n]lg ^Urlse9"igNLAu?

2022-04-20 13:11:57 UTC 6466 IN Data Raw: 6b 38 fa da c5 90 2e f3 8b 42 73 3e 58 12 45 d4 bb 0a d4 90 3b 28 58 a5 85 0b bc bb 1b 47 32 17 1d ef 65 d0 
c6 5a 6b 7a 99 dc 6e e3 f3 04 51 02 06 06 b0 8b 67 41 41 f8 a8 f6 4c 2e 19 91 e6 0a ff ee 2d f1 ef 10 ac ed da 45 bb d1 
c2 71 95 57 72 39 4d 58 38 98 3b d1 70 63 1b ec 56 22 8b c6 ab 83 be 27 eb 53 e5 53 91 8a 27 22 93 2c 32 2d 97 7c a8 
55 5f 4a 0a 09 99 fd 20 78 b8 c7 dd d9 7b 18 58 7d a1 ab 17 1b d0 09 f2 eb 20 fd 9c 6f 46 0f 25 a8 df 05 1d 99 02 e4 44 
b4 8d 19 12 0c 5c 6b 4c 18 24 f1 4a b6 e2 92 ff d0 b0 e0 4f 7c be 97 5c cc 94 f7 c7 44 b9 84 38 dd 54 ab 99 d3 75 3d 4b 
53 b2 37 bf aa cf 14 90 5d 5a 09 a0 e6 5e 58 a9 84 95 fc 8d b8 2e 29 d3 39 51 e8 ed 19 b5 53 35 5d d5 73 30 e7 c7 89 aa 
7e cf 26 f3 f3 54 7d fd 6c a6 bf bf 71 d6 d6 44 d5 e5 a6 e9 
Data Ascii: k8.Bs>XE;(XG2eZkznQgAAL.-EqWr9MX8;pcV"'SS'",2-|U_J x{X} oF%D\kL$JO|\D8Tu=KS7]Z^X.)9QS5]s
0~&T}lqD

2022-04-20 13:11:57 UTC 6468 IN Data Raw: db 93 f5 bd c1 24 e9 fa 64 57 cc f4 9a 81 31 30 9c f2 08 90 a5 38 d5 4f 00 54 62 a3 33 68 4e de ac eb 0d 5b 04 
1f 84 f9 6c 1f 51 04 c3 4a fd 4d f9 af 6f 7b a4 6c 66 17 25 db ba 08 43 75 43 ac 56 95 01 d0 b0 20 66 2a 43 24 5f b6 a6 94 
49 60 f1 75 ac 9f a0 b6 61 6c 75 f5 8c 26 58 10 ce cd 60 9d 51 4f b0 23 a8 a7 03 15 7a e6 3a d3 31 66 e9 a2 bf a0 59 83 
95 38 ee fc a8 48 1e 6a ad 90 dd 5e aa f7 b4 77 1f 1a a8 a8 ca 2f 59 a9 92 68 8d d9 d5 66 a4 68 3f 4b 49 dc 1a 69 82 92 
74 ae 32 b4 6c 92 76 0e 87 1e 87 b4 1e 20 a1 fe bf 38 0c d4 70 a5 f3 f2 1b fe 5e 35 5c df 41 05 db be 77 c0 b7 f8 9b 43 62
2e cf 71 55 0f 78 28 39 0f 57 4b d7 e1 eb 0b be b7 5f a5 6b 9c 84 f4 1e de fc ea 35 5d 33 2f c4 d9 3f 64 af 15 c9 a0 af 66 
95 c9 dc d4 8d d0 a3 e6 f4 e5 42 0c 45 d4 7d 
Data Ascii: $dW108OTb3hN[lQJMo{lf%CuCV f*C$_I`ualu&X`QO#z:1fY8Hj^w/Yhfh?KIit2lv 8p^5\AwCb.qUx(9WK_k5]3/?
dfBE}

Timestamp
kBytes
transferred
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2022-04-20 13:11:57 UTC 6469 IN Data Raw: 28 1b 52 fa c1 86 ae 10 a3 62 77 f7 32 3c c3 5d 76 a1 d8 eb ff ac ca ab 75 78 a2 36 6b 6c 36 62 cb 37 a1 36 
d7 ab b6 0c 1b 0b 98 92 60 89 cd b2 89 27 8a dc a8 85 e5 b4 77 7b 1a 77 f0 ad 09 bc 52 d9 70 e4 f1 29 6f a5 8a b6 12 e4 
75 00 90 a2 b4 dd dd e6 a0 ec ec 94 51 5c 46 88 d1 a9 19 bc 82 32 9f b3 c9 1d 46 22 2c 92 63 1a ba e6 89 83 5d 4d ef 23 
84 ac 4a 38 7f 58 d1 76 cb 9b 9b d0 ee 0a 3a f9 3f 40 5e 06 a3 5c 9b ea 6c a9 14 aa 8a 20 0e f3 61 15 7d a3 16 fa db 97 
df 8c 68 c9 71 bc 4e 57 8c fc 59 79 03 2f e8 17 e3 ab 4c 31 23 aa 31 c7 7f a4 31 fb 7f a4 31 11 af dd 8e 95 1a a7 88 ca ba 
a0 3f 5b 67 3d 60 c0 f4 c7 7d fa 4a b6 36 22 aa d1 38 be 67 59 14 f5 e4 62 c4 15 62 87 d5 38 20 10 24 b2 4a 6e 25 ba 91 
0a 1a a9 42 14 c9 d3 76 9a b6 15 5e d7 79 f6 e9 07 86 
Data Ascii: (Rbw2<]vux6kl6b76`'w{wRp)ouQ\F2F",c]M#J8Xv:?@^\l a}hqNWYy/L1#111?[g=`}J6"8gYbb8 $Jn%Bv^y

2022-04-20 13:11:57 UTC 6470 IN Data Raw: c6 79 cf 67 5e b3 9a e7 9e 4f f0 08 4c 5a f1 2c 3c 78 4c d6 93 04 2c f4 22 0a 68 7c a0 dd 14 e0 ef de 84 74 de 
5c 9d ad 10 d6 72 bb 8d 7a 31 da 19 ed a4 01 d2 3e 77 55 2b cd 75 f2 35 20 ed 75 13 a4 dd ee e5 ee 65 19 75 a0 b5 33 
32 ae 29 d8 0b da ce 2a 89 46 b8 d1 fe 83 98 83 30 7a 06 87 0e 5d 57 bb 12 9e c5 28 87 73 1c 28 cf 7e 2c 22 fe 84 51 08 
b2 3b 3b a3 3b 70 40 44 4d 17 96 1d 60 46 ad d2 23 1d 3f 83 89 6f 9c 02 f5 c1 78 06 d5 2a 2f 4d e2 46 a1 f7 0a 4e 1b 10 
e1 4a aa e5 d3 89 4d 21 d6 96 6d ac d8 d3 24 f4 68 ca bc 17 06 dc 55 f3 fc 2d 0b 37 16 3b 66 95 04 4e 53 ef c5 07 83 55 
89 7b 3c f6 d8 85 f4 f3 68 1c aa a5 f8 38 ac 18 28 dc 7f 32 d1 46 9a 9c 58 79 7e de c3 a3 89 7d a3 65 cd f8 75 a7 6e 1c 
ee 87 ac 41 eb 31 6f f2 83 ae 4f e7 c0 8b 68 60 99 f1 59 
Data Ascii: yg^OLZ,<xL,"h|t\rz1>wU+u5 ueu32)*F0z]W(s(~,"Q;;;p@DM`F#?ox*/MFNJM!m$hU-7;fNSU{<h8(2FXy~}
eunA1oOh`Y

2022-04-20 13:11:57 UTC 6471 IN Data Raw: c9 9b d7 2c 4d f9 dd 5d 47 6a 1c 9c 38 6b 8f f9 d3 53 ac d3 0a 82 7d b3 ba a7 1b 5a b9 25 3a 45 dc c8 24 00 
b3 72 ea 8a 4e 78 39 2d 9a ef 15 2d 7d 41 2c 7f 33 36 91 5c 93 6c c9 aa 18 cd 8d 6c b0 72 cd 32 96 dd dd 32 ba 9d 8b f3 
7f 61 1d e8 35 d4 82 4e 52 48 0f 4a eb ad 53 e5 71 ab 24 53 5c 47 29 ea 71 55 3c 00 d4 9a 51 96 8b 9b 27 a3 0e 88 c7 
ad 52 9e 57 ac ba 60 60 31 f9 b1 65 60 e3 dd dd 79 d4 24 0c 00 f7 67 1a 99 b0 93 71 ec b7 31 d1 2e c9 b1 df 4a 4a 97 1f 
f1 c2 22 f7 a1 12 3e fa 9d 34 55 4d 33 59 d5 c2 c9 73 fe b3 dd b2 a7 1f e8 f2 f0 4a ce 5d 0f 52 24 5e 26 0f 40 1e fd c8 0a 
55 03 a5 03 c2 35 ec 40 32 94 68 18 3b e9 2c 4c 93 95 d8 06 20 10 03 02 d3 d3 2e 6a a6 c4 81 0a 6f 10 45 be 7e 22 65 
00 89 66 6e 20 df 72 1c 0e e8 2f 70 cf d1 99 1c 9e d0 f7 16 
Data Ascii: ,M]Gj8kS}Z%:E$rNx9--}A,36\llr22a5NRHJSq$S\G)qU<Q'RW``1e`y$gq1.JJ">4UM3YsJ]R$^&@U5@2h;,L 
.joE~"efn r/p

2022-04-20 13:11:57 UTC 6473 IN Data Raw: f4 6d 39 ee c9 6b 77 af 97 55 e5 aa 7b eb 72 33 f0 ef c4 9d 9e 8d e9 4c a8 9c a2 e9 82 ae d9 4d 1a f0 c2 da 54 
ef 57 ee 95 7d 14 66 50 37 08 34 d0 72 f4 ec fd fb d1 f1 bb c3 d7 ef 5f bc 79 f7 2a 0e 0c ed 60 ca d4 cd e5 d3 2a 63 32 3f 
59 84 c1 9e da 56 c4 29 c7 6c 43 4e 7f c7 51 e0 e4 fa 35 54 e9 00 0d 07 8a 7d c9 8a b7 1e 02 8b 18 09 d9 0b 15 f0 38 cc 
71 4b a7 20 38 c3 34 11 dd 1d 51 58 1d 51 9e 53 8f 39 f9 6f 63 fd e5 e0 ec 34 14 bd 5f f2 f9 6f ea 76 37 57 67 97 59 ba c8 
aa 01 04 68 4f 07 83 be f7 44 58 b2 95 ee 60 70 4f 1e 0d a9 a4 b4 b4 94 d3 33 bc 6d fb 04 83 f2 25 46 6b 29 43 d8 94 e6 
39 b8 2c 51 0b 2d a5 64 08 67 dc 61 a9 3e 6d 2a c1 60 29 e9 75 85 d8 59 53 ff 04 76 14 04 5a 37 df 63 d5 da ee 11 53 99 
e2 0b a2 2c 7c 91 01 a1 67 70 3a 89 42 18 4d 12 
Data Ascii: m9kwU{r3LMTW}fP74r_y*`*c2?YV)lCNQ5T}8qK 84QXQS9oc4_ov7WgYhODX`pO3m%Fk)C9,Q-dga
>m*`)uYSvZ7cS,|gp:BM

2022-04-20 13:11:57 UTC 6474 IN Data Raw: fb 27 6f ec f1 59 2c 8f 93 0c e2 c8 9f 68 ec 7e f0 62 08 7d 68 ce 94 37 ac c9 5f 59 5f cb 3e b9 ef bd 17 75 dc b5 
06 a8 fa 7f f2 f4 64 3d 2d 37 ed a5 e2 dc ac 9a 9a 65 7e 8e 04 a4 90 18 7e fe 56 68 72 65 36 57 a6 73 e9 3c 4d 87 e7 e8 
f6 f2 ee 8e 3a c2 3a 4e 69 6c b3 57 19 ab 73 d7 a3 a2 94 4e 31 10 10 e8 dc 1e fd aa fa ae 16 69 f4 19 a5 33 12 92 69 cc 
67 2e db 1e b9 46 63 e2 b5 23 5f 4c 7e 0e d7 9e b8 b1 af 49 9d 43 ff 36 f4 14 70 ec 85 dd 58 81 39 97 68 9c a2 0a 4e 93 
bd 95 4c 69 f6 a3 9e b7 8e db c5 4d 91 ae f2 f9 50 84 9e 7e 91 e7 e6 f8 46 b8 fa 64 6e b9 be 81 39 c0 5b b1 ae 99 e3 a2 
01 36 bc 3a 8b d8 d2 e2 3a dd 24 a6 54 5f 19 c9 c7 45 64 6f 25 ba 6c 47 89 b5 d9 35 de b7 64 48 12 5d 43 47 41 85 25 
ca b9 31 1d 62 90 de d9 13 bc b6 0e 17 a2 96 ba 27 3b 
Data Ascii: 'oY,h~b}h7_Y_>ud=-7e~~Vhre6Ws<M::NilWsN1i3ig.Fc#_L~IC6pX9hNLiMP~Fdn9[6::$T_Edo%lG5dH]CGA
%1b';

2022-04-20 13:11:57 UTC 6475 IN Data Raw: 24 27 74 5b 9b 5b a2 ee d8 04 9d 57 0d a4 90 0e 31 95 b1 61 43 e2 a5 58 0a ab ec ab c2 b9 21 fe 66 69 ee 95 
8a 8e 57 45 db 35 8c 0e 5e 16 79 ed 12 cb 8e 41 f6 97 24 aa 46 64 3a f5 a4 a2 2e 35 ca 62 56 16 fb 32 a6 9c 96 4d 06 f1 
83 28 7e 13 ba 84 5f fc 29 6e 6c 40 86 27 7d a3 97 da 8f bc 69 0e 63 49 83 e2 5c 71 80 f1 31 83 6c 52 a2 c3 13 04 f1 b3 
f8 1d e4 90 94 ec 4f 71 10 bf e2 fc d7 08 23 a9 42 69 c4 af f9 d9 bb 3d 83 f8 bd ca 64 39 86 80 53 36 9f f2 75 66 6c 73 25 
cf 73 03 3b 2d 29 58 8d d2 19 9d c3 91 be 48 92 e5 1d 83 f8 86 53 c4 21 d7 ab 6a 2d 94 6d b2 a4 5f 62 fa 8c 6d ab 3c 8a 
e4 54 86 44 bc 4b f6 22 6e 76 90 65 0b d1 ba b3 1f 77 d1 b2 92 dc 25 a0 e4 ea 55 3f df b2 35 06 63 ee 1b 9e 3c a0 1c 36 
7c ca 5f 73 6a 5b 00 c7 24 84 2d e0 48 5f 69 b1 18 f0 
Data Ascii: $'t[[W1aCX!fiWE5^yA$Fd:.5bV2M(~_)nl@'}icI\q1lROq#Bi=d9S6ufls%s;-)XHS!j-m_bm<TDK"nvew%U?5
c<6|_sj[$-H_i

2022-04-20 13:11:57 UTC 6477 IN Data Raw: e6 72 ef a9 30 0a a4 eb 1d f1 7a 0b b1 b5 db 1c 82 2b f6 23 f6 0e f8 a7 33 5c 52 89 a3 6a ff ea f1 03 c6 e5 1f 
19 3b 73 71 ff 4b c3 67 4a ff 8f 46 50 53 17 ff a3 d1 73 06 cb ac 4c 6d 3e e1 8c de ed ed c0 fd b4 66 77 06 b3 c1 70 7f 30 
19 8c 07 6a 1c 54 60 57 37 af c7 00 ab d8 86 fe 70 29 fb 0b 19 af fe 71 88 25 b7 88 82 b8 9d dd f9 ad 64 46 0d af a6 4e 
bc 66 a9 c4 50 ac 2d f5 10 b6 4d 41 da cd fd 83 0d 50 fb 5b 51 ac fe 3c 73 9a 69 42 33 50 ae 1f a6 71 32 f1 26 df 3b be 38 
2c ae 63 b9 e1 cf 1c 3d 38 ec 2d cd d9 98 a6 8c e6 0d 73 e6 78 37 a4 67 03 7c 05 b9 85 6a 07 b7 83 d7 6a 6e c5 87 88 
db 37 c8 0b af df 2c 93 72 23 4d 82 bd 32 47 bc ae 35 e7 88 91 0e 03 e6 bf 68 85 92 f4 db 6d b2 b8 7b d3 36 56 a7 0e ee 
ee 68 9a d8 56 f5 b7 87 66 77 b6 36 8f e2 48 50 de 
Data Ascii: r0z+#3\Rj;sqKgJFPSsLm>fwp0jT`W7p)q%dFNfP-MAP[Q<siB3Pq2&;8,c=8-sx7g|jjn7,r#M2G5hm{6VhVfw6HP

2022-04-20 13:11:57 UTC 6478 IN Data Raw: fa ab 2d db f4 34 d1 34 cf 34 ca 81 2c d1 f3 c2 01 03 0d 29 51 c4 bc 78 26 ec e0 80 5d 8b 05 09 e2 cf a7 47 6a 
59 b1 9d 94 c8 a9 6c c8 57 bc cf c2 40 c9 d4 dd bd 56 77 64 70 5e da a3 45 05 be d0 01 9a da 76 5c 2a ea 2e 10 2c b3 
51 63 57 b2 22 b4 39 52 09 42 28 0d 4d 2a 70 80 fc 2c a7 1c ea 50 55 b0 93 d9 65 00 dc 35 01 30 e6 ed ba 19 7c ca eb 
cb 81 bc de 0c 84 24 1c 88 57 c8 80 96 9d 29 c7 d0 c6 e9 7c 9e 6d 36 f9 59 4e 1b e7 66 44 5b fd 79 56 a7 f9 72 33 19 20 
88 f9 66 f2 e8 11 8e 63 da 4e cb 51 5a 5c 20 ae fa 3f 36 1c d1 1c bb 7d 53 3f 4a d7 f9 23 90 47 f9 3c 7b a4 0f 8c ff b5 5a 
c8 c6 52 47 9e 6d 38 b7 d6 b4 1d 0b 95 4d 17 ed 63 f2 10 c7 e5 66 a0 66 6e c8 1a 75 53 76 ef 61 00 03 a6 87 ac 6b b5 
9b 8b cd 2a 9d 67 16 5e 53 25 47 1b 3a 44 32 94 50 2f 81 d1 
Data Ascii: -444,)Qx&]GjYlW@Vwdp^Ev\*.,QcW"9RB(M*p,PUe50|$W)|m6YNfD[yVr3 fcNQZ\ ?6}S?J#G<{ZRGm8Mcffn
uSvak*g^S%G:D2P/

2022-04-20 13:11:57 UTC 6479 IN Data Raw: e5 38 b9 cf c2 d2 41 29 97 b1 d5 88 a9 9c 34 dc a8 05 26 3a 3d 6f 9b 65 b2 6d 5c 81 73 6b a2 7a 2a 13 dd 1b 
76 2e 35 4d 47 b6 72 00 0c cd 40 0d 19 0e a0 0b c9 97 46 5a 10 5f 64 3e 6e 35 fc 2e 53 91 16 8d 57 d3 34 19 f8 14 fa da 
55 53 64 97 c3 9b cd 3d da 96 75 a8 e3 5c a9 28 57 d2 98 4f 89 f8 04 09 96 3b bb 4c 0e 38 80 29 93 2c 41 fc 21 e1 d0 a4 
f2 5a c8 64 79 cf 57 73 10 7f 94 c8 28 b7 9f 27 c7 a3 cf 6f 35 81 f5 8c cd 20 e3 1b 4a bc 31 89 87 3f bc f9 db d1 56 b9 8f 
35 0a bc 79 f1 e2 fd d1 f1 87 a3 d7 cf 1b 85 a4 a6 ad 8e b9 f2 35 df f9 e1 e8 c7 37 3f 6f 63 76 59 eb fe cc fb e3 c3 77 c7 
dd 1f d2 d0 de 3d 50 92 8f f7 c7 5a a4 bb 5a fc b7 63 e7 f5 df ca f1 64 b5 90 eb 9d 13 95 28 71 b5 f8 5b 4e 0c 37 02 5e 22 
55 3d 20 fd 90 ee 73 90 04 f2 42 3f 71 2d 6c ef 
Data Ascii: 8A)4&:=oem\skz*v.5MGr@FZ_d>n5.SW4USd=u\(WO;L8),A!ZdyWs('o5 J1?V5y57?ocvYw=PZZcd(q[N7^"U= 
sB?q-l

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6480 IN Data Raw: 5d 39 cf cf 86 93 f7 a5 3c d0 f7 00 6f 0b b8 e3 2f 81 f7 12 ef 8f e9 68 fa 16 93 ff f8 db 03 5a 83 d9 c1 3e 23 11 
29 05 a8 27 15 18 98 f5 34 60 6a 0f 81 5d f3 82 7e e6 44 03 bd ac b5 66 f4 8c 32 0e 0a 86 8d 31 88 08 fb 0c 9e f0 f8 5b 
da e9 38 ee 88 84 fe 56 a3 75 03 44 30 63 44 56 5f 04 11 00 9d 75 b1 e6 ae 29 c5 31 0f 16 c2 6c 10 7d 5e 8b 81 4c 36 5a 
95 8b 2b 62 a4 82 e2 e2 95 52 ac 06 f1 49 00 c3 0a fa e7 d0 58 bf d0 ef 8a cd 5c 8c fa 75 5e 56 59 f3 79 64 cd 65 fc f4 0b 
5a 3f 57 74 28 b5 5e e4 16 25 ad f5 8e 48 da f2 aa 6e 25 af 88 a4 68 25 d6 62 0e 42 a4 ca 32 ab 3b 1a 50 6b 73 11 37 5d 
85 01 dc b0 e4 1a 8f c0 75 e8 c9 a2 43 16 f7 bd 66 c6 f0 fd 65 96 d5 7d 39 c4 29 a7 fb e5 1c e8 71 3d af 54 c0 85 de d7 f9 
7a d3 f7 0e f8 0a fd 2f b5 19 4f d7 5b 2c 98 
Data Ascii: ]9<o/hZ>#)'4`j]~Df21[8VuD0cDV_u)1l}^L6Z+bRIX\u^VYydeZ?Wt(^%Hn%h%bB2;Pks7]uCfe}9)q=Tz/O[,

2022-04-20 13:11:57 UTC 6482 IN Data Raw: 3f 1c 3e fb 2f f9 e0 5f e2 e7 d4 b9 e3 a3 c9 b7 7f de c6 cf de bf 9f dc b2 99 c1 cb e3 97 6f 5e e3 8b 0e a8 2e 84 
9e 7b 21 b1 dc 03 d9 de c7 e6 cd 11 bd c1 65 12 1f be 7e f9 ea d0 14 35 c2 fc 66 49 a3 69 30 05 8d 6d c3 a4 56 38 be 1c 
fb ce 79 f1 e1 0d f5 eb e5 6b ef fd 1b d6 b3 e9 5c dc 66 f3 5e 2c c2 dc 57 1f 9e ff f4 ee b0 9d e7 b9 42 27 76 9b ff e1 ed 8f 
87 bf 42 1f 4d 03 43 99 4d 47 de 12 c5 f5 9e c3 ba ba 99 dd 7a 4d d6 ce 6a 5f 1f be f2 2b 84 00 cf cb 71 fc f2 d5 cb d7 ff 
e9 e5 39 ce 41 98 bd 50 ab d6 ff f2 cb 77 47 cf da 9f 36 02 31 5a fc af 8e 9e d3 b2 bc fd bc 99 78 d1 8a be 03 c8 3e ae 3b 
b1 9b c5 cb bc 68 84 32 8a 37 ab ae 74 16 c9 b8 75 7d ff 9d ad 6b b3 6a d4 f5 fd 9f a5 ae d5 a2 2b bd 55 d7 fe e3 ff b0 95 
ad 16 8d ca f6 1f ff 45 6a 5b 5e 74 
Data Ascii: ?>/_o^.{!e~5fIi0mV8yk\f^,WB'vBMCMGzMj_+q9APwG61Zx>;h27tu}kj+UEj[^t

2022-04-20 13:11:57 UTC 6483 IN Data Raw: 8d a8 29 4d f3 7c 39 e3 d5 b1 a1 08 39 86 80 95 c8 68 74 32 c1 a4 10 4e 31 b4 83 16 1d a9 54 e7 c8 df 2c 88 
15 fb c5 b5 9d 94 ea 74 5a 78 f1 32 2a 7c 83 cb 88 f1 fb 53 fd 5a 1e f7 f6 e1 7a 42 bb d8 38 3b 10 d9 b0 98 0a 94 a7 b1 
45 54 e1 49 ac e7 15 96 2d 31 32 72 0c 05 fb e3 f1 9f 02 3e a3 86 a5 8a d6 32 f5 5a 81 d0 35 a1 ee 6b 79 4d b4 c2 12 98 
53 ca 2b bf 0b e6 bc 31 30 49 11 37 06 30 a9 89 f7 30 8d 4e 4a 84 e7 f5 c4 a1 ee 36 71 d7 34 9d e9 f0 c4 f3 86 f3 55 ba 
f9 38 2b 92 72 42 2b f4 1e 2f 2a e5 89 b0 a2 dc 1d e8 09 ce 5b 0e 35 f9 54 fb dd e3 df 87 ec cf 20 1e 57 38 17 dd 0d 0d 
4e a5 09 64 6c 1d aa 4a 1d 93 5a 9c 03 60 a0 22 0a 14 d7 4b 8f ed a0 ba 72 ed 74 f4 74 77 17 b2 5d e5 2b f3 9a e5 7a 8d 
04 6d 06 cd 0e 5e 6c a9 41 c3 8b 4d 3c fd 03 9b c5 dd 1a 
Data Ascii: )M|99ht2N1T,tZx2*|SZzB8;ETI-12r>2Z5kyMS+10I700NJ6q4U8+rB+/*[5T W8NdlJZ`"Krttw]+zm^lAM<

2022-04-20 13:11:57 UTC 6484 IN Data Raw: c9 66 ec 0e 5d 12 fc c4 cc 00 30 ac 20 f6 19 60 ea 06 0f 89 30 79 c8 96 31 f2 1d 4a d8 df 3e 1c 05 f1 49 19 0b 
11 4b 24 35 83 5b c0 4f df a1 d8 e9 74 77 11 0a 16 4e 77 9b 7b 28 b2 32 34 22 b1 8c 31 d9 b4 3e 28 a6 b5 40 7e c0 ca c4 
5d 4b 8e 79 0b a3 2d e9 79 a7 6c de 24 4b 18 ed 7a d6 ba 43 a6 de 87 8b 44 02 19 ab 0f 17 07 e5 b4 a0 0f ab c1 cb 4e 
8a 53 89 29 6a 0a 08 3e 45 ee 10 ec ba 6c 75 40 f7 33 95 65 fa 6c 11 9e b8 79 4e aa 53 8b 0b 52 a3 71 1c 39 04 37 1d 
48 56 91 cc a7 4b 75 95 e4 99 b3 26 d5 fd 5f 25 95 48 8b 1c 69 15 6d e7 7c c3 2a b3 1f 72 16 b0 6e 1a b8 89 ac 29 28 55 
e5 4a 54 fc 53 b1 d0 22 6c a6 39 15 81 d8 d0 e1 88 1f 0e c6 1c 1a 1e a8 71 bc 0c 15 8a ce f0 ef a4 30 f7 17 9c ca 7a 2e 
de 73 e3 75 16 43 62 ac b4 83 74 c5 96 e2 d0 c5 02 55 35 3c 
Data Ascii: f]0 `0y1J>IK$5[OtwNw{(24"1>(@~]Ky-yl$KzCDNS)j>Elu@3elyNSRq97HVKu&_%Him|*rn)(UJTS"l9q0z.s
uCbtU5<

2022-04-20 13:11:57 UTC 6485 IN Data Raw: 9e 6f e2 0d 8d 5a f6 cb 84 95 e7 ac b4 0a f7 c7 e3 6f 0c 60 dd e8 3b 9a 57 d6 1c 3d 5a c8 df 28 7a 04 04 29 2e 
f7 eb fd e5 44 17 44 05 e5 87 94 dc 6e 1b 2d 1b 9b 36 8d 75 6b 00 5c 28 f5 8f be db 3a 13 fb df 65 b9 3a 2e c5 dc bb c7 
40 c5 c5 83 2c 7a f0 20 07 fa db 00 85 d4 0f bf f2 c3 78 10 0d f8 d3 94 49 1a b3 8d d5 af 5f b7 83 28 88 c2 f9 a8 6f 9d 71 
43 dc 75 f8 1e 7e 9b ff d7 db fb 55 6d aa 4b 3a fa 5b 84 48 99 dc da fb da b2 69 59 9b 37 de 69 30 c4 59 04 d2 7b 7c 90 
30 b4 f3 80 c8 ed 81 20 67 2b 6c 55 5e 2a 03 99 f7 c1 e7 c1 cd c0 58 55 f3 2f f5 c2 58 68 f3 2f a5 3a 74 22 92 46 cc 4e 8b 
35 e2 94 31 23 94 d5 5d ad ec e8 1c 13 ff 49 11 8e e3 e6 e1 00 00 48 1b c7 d7 f1 28 68 e6 66 3c c5 9e cc ca bd a0 ab 88 
f2 46 68 94 3c 27 92 7b c8 f8 23 93 f2 c4 79 a2 
Data Ascii: oZo`;W=Z(z).DDn-6uk\(:e:.@,z xI_(oqCu~UmK:[HiY7i0Y{|0 g+lU^*XU/Xh/:t"FN51#]IH(hf<Fh<'{#y

2022-04-20 13:11:57 UTC 6487 IN Data Raw: b3 71 41 ee 5d cf c7 54 d7 75 ae 3d 5a 51 52 c6 c8 a5 7a 8a 69 0f 6b 27 af 2a 5c 27 8d 46 dc dd 6d 64 d2 c7 
07 36 33 27 fa bd 84 22 65 67 67 63 f6 1b f4 39 1b 77 f7 c4 c7 34 f0 70 b7 90 50 87 62 cd 43 fc 41 34 bd e1 19 e1 64 04 
8f c8 ed 49 75 2b f8 b9 97 82 12 1b b3 4c b0 6d 4c 0c 29 7c db 7a 8d 96 e0 d1 ee ee 11 cd e4 03 4d 7f c5 47 49 e5 1e 7d 
47 0a 02 5c ad d4 2c 39 e7 79 c7 7a 7d e0 ae d7 07 b4 26 61 e9 f0 c0 5c 5a 00 c9 f0 e9 35 ee dd 7e 14 ef ac f4 4a a6 45 
34 fd 14 2e 3b 82 3e e0 12 80 45 c2 c9 fe e9 74 ae 56 ed 21 dd 94 cc ab c6 67 76 38 b2 36 e8 88 ec 82 22 b9 6c cb 27 6b 
ec 8e eb b0 38 59 76 7b e9 9f c2 00 4e bd ef f0 b6 3f 85 55 5a bb b8 ec 2e 38 20 b7 cb ea 77 d3 fc 1b 0b 71 e8 e7 79 c9 
9e cc f4 e3 19 ec cf 29 b3 00 20 ee 2b 07 0f 73 68 e5 71 
Data Ascii: qA]Tu=ZQRzik'*\'Fmd63'"eggc9w4pPbCA4dIu+LmL)|zMGI}G\,9yz}&a\Z5~JE4.;>EtV!gv86"l'k8Yv{N?UZ.8 wqy) 
+shq

2022-04-20 13:11:57 UTC 6488 IN Data Raw: bd f2 9b 32 7a ca f9 fa 0f 0a d3 9b e6 8a 51 c3 a1 a7 36 f4 97 c6 a2 4a 2f bc a5 91 17 ce d2 b8 24 b2 f4 77 b8 
1e 2c e1 47 27 9f 78 75 05 fc e1 65 4e 57 01 11 8b bc 02 68 36 9b fe 8a b9 de d2 34 e0 ce 8d 27 de a9 fa 56 8b bd 27 22 
78 ed f7 66 c1 3a 2d d8 91 16 7f 3f cb 4e 78 06 8b 52 ef 53 ba 73 de 47 c0 61 f9 15 b7 f3 74 2e 5d ad 7b ea 5c b4 74 e8 
37 c7 b9 63 59 18 7b ca af 5f 1e ee ea c3 74 28 03 ea 99 b7 8a 9f d3 0b 7c 0e a6 fe a1 b7 68 f4 92 70 c6 2e 2c 84 ab 4e 
cf 20 b3 d3 07 f2 2f 6a 0d 35 8e 64 3b e1 71 47 a1 5f bf 54 e8 9b 8e d7 cd 85 12 4d ba 5b f4 c5 ca bb 5a f4 c5 6e 7c 55 8b 
e2 62 16 76 8f 7b b2 86 b8 e5 42 e3 88 b4 de ab f9 ea 3c 5e 90 4d c2 e7 f4 15 8e 26 65 63 c3 46 ec 8c e7 4d f2 24 73 82 
d7 75 af ce 7c 03 79 bb 88 13 fe f5 b6 f6 37 13 26 
Data Ascii: 2zQ6J/$w,G'xueNWh64'V'"xf:-?NxRSsGat.]{\t7cY{_t(|hp.,N /j5d;qG_TM[Zn|Ubv{B<^M&ecFM$su|y7&

2022-04-20 13:11:57 UTC 6489 IN Data Raw: 1a c6 93 1e ac d7 0c 8a 14 32 b8 20 12 22 33 74 8d 37 74 c6 e9 81 57 6f 68 44 23 33 01 26 ed 26 fa 77 0d 6e 
2c 51 ec 28 41 7e a8 e7 8d 49 80 87 18 14 5c 8b 63 7d cb 79 cf 77 77 42 46 40 d0 f1 15 38 5d 51 13 a6 0b 94 a6 00 74 
65 1c 5a 98 61 4f 3e c7 58 3e fa af ed a1 e9 9a d3 23 db 13 d3 85 ce 26 46 93 ce a9 7d 76 45 24 c6 ca 9d 5b 27 e5 de c9 
95 d6 d2 2e bd af f3 4e 65 ba f3 7e fd d2 fb db ed d7 6f 53 bd 01 1a 5c 5b 19 39 e2 3d 65 be ec 48 e1 4c 8a 92 a3 99 67 
91 8b 99 47 66 c2 6d 71 25 61 56 09 9b 2f 8b 8f 8d ac 43 13 12 da 60 58 61 00 88 7c ce 12 85 44 63 88 c3 b6 39 6e 4f 0c 
a3 79 0a bb ee a9 cb 6b 9a da 31 01 fa 9c b4 e7 d6 ad 92 3d ab 37 b0 59 69 4a 06 27 85 ce 23 23 21 8a ee 6d bc 6a 8b 
07 bb 25 38 aa b0 c8 f7 d8 c4 3a bb 4f f2 e2 ca 7e ba 92 19 05 
Data Ascii: 2 "3t7tWohD#3&&wn,Q(A~I\c}ywwBF@8]QteZaO>X>#&F}vE$['.Ne~oS\[9=eHLgGfmq%aV/C`Xa|Dc9nOyk1=
7YiJ'##!mj%8:O~

2022-04-20 13:11:57 UTC 6491 IN Data Raw: 63 86 d0 a6 4a 02 a3 78 b1 2a 94 d9 03 62 13 6d a1 53 46 b4 14 ae 81 0d fd 16 76 2a 36 2e 1b 68 e1 1b 80 
29 9e 2c e2 92 0e 2c dc ce 70 cd eb b8 0b b7 c0 6c 2f c0 70 39 2a aa 55 7c 45 4b 79 1d 5f d2 34 16 f1 79 7c 01 10 a7 3e 
af ca 79 9c c3 4d a0 c2 3f 69 62 61 26 e7 62 21 de 83 63 b6 08 cd 16 13 46 12 e8 a4 fa a8 98 5d 8d b4 37 6e 34 b9 82 2b 
2c 5d 85 53 fb 9e d1 74 8a 16 60 93 88 85 2b b3 5c 81 83 c6 28 27 d8 e9 36 3c 90 54 c8 6e be 5a a8 db 87 fd 54 cb 5c 
b7 b1 a1 52 f1 6f 80 67 af 72 e9 ee 58 06 b4 19 8d e3 b6 6f 04 bf e6 25 97 9b bb 84 d8 e0 7d 76 4b d7 6d cc a5 7e 76 2e 
5c 64 44 df 11 6d af dd d4 ef f9 a0 8b f9 cb 37 d1 ee 2e 7a 1a b3 27 64 ab a2 6d cc 27 a3 63 52 e3 f0 a8 c0 a5 57 f8 50 
70 3c 23 76 7b 26 03 97 aa 0d 03 e4 4b 80 37 e0 17 06 3a 83 29 
Data Ascii: cJx*bmSFv*6.h),,pl/p9*U|EKy_4y|>yM?iba&b!cF]7n4+,]St`+\('6<TnZT\RogrXo%}vKm~v.\dDm7.z'dm
'cRWPp<#v{&K7:)

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6492 IN Data Raw: 89 28 5b 19 35 17 bf d6 e9 3c 1b a6 8c 68 67 1e cf b2 fa 53 96 a1 9a 57 5f 55 cd 69 7c 9c dc 2a 1c 15 68 d1 
19 e6 91 d5 15 08 4c b5 85 1b 7c 9f fa 8e ce 1e 96 38 9f 04 c5 05 7c 7a 2f 93 47 7f 0f c3 d9 e4 f3 dd 22 ad d3 e8 64 f2 db 
f0 c3 69 f4 28 8f cf 69 00 e5 69 2f 1c 45 18 b5 0b 6a 9b 2e 1e 9c 2f 81 8e c4 7f 86 65 b5 e0 46 ca 03 c7 be 0b 62 95 75 98 
2e f3 0b f4 ec 0c 28 fa 22 2f be 14 f9 b1 ca b0 4e 17 0b 91 62 ab 84 15 91 b3 79 21 3a 48 2d c5 e1 51 f9 0c c9 df 45 3d e4 
bf 9b 95 3c f0 df d5 42 1e f8 ef f2 42 1e f8 ef 67 cc 28 4f bc eb 57 ed 83 5b 5e 74 e0 1e 14 b3 6c 2f 18 06 7b c5 24 9b ae 
b5 dd 21 6d 96 bf 82 b4 37 d9 2b 7d 20 9e b8 72 7a cf a5 5c b9 9c f7 9c a3 cb 24 43 10 79 58 8c c7 b7 50 fa 57 f9 bc 9e 
04 87 41 ac 28 a8 4e 6f 0a 55 f8 58 63 e9 d0 
Data Ascii: ([5<hgSW_Ui|*hL|8|z/G"di(ii/Ej./eFbu.("/Nby!:H-QE=<BBg(OW[^tl/{$!m7+} rz\$CyXPWA(NoUXc

2022-04-20 13:11:57 UTC 6493 IN Data Raw: 4b e8 32 20 79 2e 12 9d 7d d4 80 53 4a 23 4c 9a 0e cc c7 fd a6 d0 25 c4 12 e0 7d 60 5d 4c 80 f7 29 5f 02 85 
0f b3 49 73 63 e2 cc f9 c4 7b 85 91 b9 af 9f a5 73 df eb f7 52 e2 50 58 5a 4f 23 b3 d2 bd 9e 96 62 45 6c 71 bc 74 50 72 f3 
8a 9b 23 95 eb 0c 00 c9 3b 1c 96 3c 3a 6e 69 3e 99 fa ff b9 0e d4 cf 73 b7 71 7b 3c be 03 93 32 b6 0c 12 31 33 b6 61 ae 
97 cc d5 a3 da 90 49 2a de 11 d8 55 fa 70 29 d9 af 2c 77 02 14 f4 e3 a3 b2 9f 55 b6 fb 7c 85 74 a4 7b 2b 73 a4 32 26 e4 
93 e6 2f e7 1d 9d b0 9a 87 c4 09 44 da 58 a4 8f 78 cc 09 22 0b 9e cb b7 91 3d 36 cd f9 20 49 00 a0 6f f3 41 00 de 0f dd 
5d a7 b7 86 50 0c f0 a6 c5 78 ac c0 3c 46 cf fc f3 63 9a 5b 60 a8 53 80 a8 af 29 7c 2f 86 8e 9f b8 a9 72 68 7b 1d e3 5d 8a 
82 38 09 57 34 a0 d5 00 e3 7e 85 16 d0 99 36 c1 14 
Data Ascii: K2 y.}SJ#L%}`]L)_Isc{sRPXZO#bElqtPr#;<:ni>sq{<213aI*Up),wU|t{+s2&/DXx"=6 IoA]Px<Fc[`S)|/rh{]8W4~6

2022-04-20 13:11:57 UTC 6494 IN Data Raw: 1d 2a c1 de 0f f2 f3 3d 5a 97 de 1f 74 fb c1 7f 4d 26 6c c4 e0 55 af cb 9f c6 59 b6 1b c4 bb f4 c4 26 27 e9 49 1a 
c4 7b fc e9 e0 68 ef 68 2f 88 f7 c5 b7 83 bd 83 6e 10 1f f0 7a fb fb 7b 7b 87 41 7c 28 4a ee 9d ec 1d 04 f1 11 3d 65 7b bb 
93 dd 49 10 1f d3 d3 f8 70 f7 78 f7 38 88 4f e8 69 74 d4 1b f7 c6 41 7c 26 bb 3f 4e 8f a1 d1 b3 5d f1 78 b0 7b 00 a3 39 db 
17 8f bd a3 fd 7d 78 14 ed 42 d7 dd 2e 9a 50 14 d5 1c 16 40 b8 1e 8a 7d 30 e5 d1 1e d5 c7 74 fe 0b 7d 59 f4 83 83 6e 0b 
ba 6b 41 1f 2d 98 59 0b fb d6 05 81 df 2c 8b eb d7 58 5b 96 87 de 5b d0 57 0b 26 d7 3a c2 0a 58 13 c7 d4 c2 91 04 ab 78 
86 f2 34 01 ce 31 db 67 63 05 ce e3 d1 28 eb 4a 70 4e f6 8f 27 a3 9e 04 e7 a4 7b b8 7b b2 ab c0 39 de ef 1e a5 12 9c ec 
a4 c7 0e f7 24 38 b3 e3 de e8 b0 2b c1 39 de 
Data Ascii: *=ZtM&lUY&'I{hh/nz{{A|(J=e{Ipx8OitA|&?N]x{9}xB.P@}0t}YnkA-Y,X[[W&:Xx41gc(JpN'{{9$8+9

2022-04-20 13:11:57 UTC 6496 IN Data Raw: 59 3a 19 ed ef aa 53 7b c2 4e b2 dd 7d c5 8c c0 cd 81 f3 96 cc 08 1c 53 e2 3e 44 ff 40 cd ec 6b 66 64 8c 30 eb 
6a 3a 1a b0 70 33 6f b7 06 66 0f c1 8a c3 e8 0b 43 79 a8 e2 80 27 99 01 25 58 59 c4 66 92 65 82 85 cd 14 cb 86 1c a8 
22 54 00 09 b1 83 63 c5 01 03 4a da 1b 49 28 4d b2 ec 58 73 c0 13 20 07 77 33 09 25 60 aa 8f 77 0f 24 94 26 07 47 13 
13 4a f0 df 71 66 b0 6c 02 2c aa cb d4 80 12 0c fc f0 01 28 ad e2 14 c3 26 e9 a9 1e b3 9e 9e 2a 83 03 a0 a7 ca ba c7 bb 
7a aa d9 01 72 92 b2 df 71 ba 6b 4c 75 
Data Ascii: Y:S{N}S>D@kfd0j:p3ofCy'%XYfe"TcJI(MXs w3%`w$&GJqfl,(&*zrqkLu

2022-04-20 13:11:57 UTC 6496 IN Data Raw: dc eb 2a 66 60 32 19 ed 75 15 77 3a 99 a4 c4 94 8b a9 4e 8e 69 f8 62 aa 93 43 3e 19 d5 3d cc dd 98 6a 76 b4 
6f 4e 75 bc 6f 4d 35 1d 3d 38 d5 72 8e 21 94 f5 5c f7 58 d7 98 6b 77 b4 ab e7 3a 1e a3 9c 41 ce 75 74 b4 9f e9 b9 a6 47 
bb 87 7a ae 27 c7 5d 85 75 27 a3 e3 b1 31 57 e0 90 f4 5c 19 e0 55 3d 57 06 cc 8c 35 d7 ac 67 09 36 80 55 35 e7 7a d2 
b3 e6 7a 98 fd ae cd ff 18 64 a1 11 05 e7 16 39 cc 14 96 1d b1 13 f3 2c 8c c7 a3 b1 06 5a 3a 3a d1 e2 8b c9 71 7a 78 a0 
81 76 d4 dd df d3 40 3b 38 da dd 55 40 db 3f e8 21 ee 3c 12 80 01 fe fa 44 02 2d 3b de df eb a9 b3 30 9a ec 1d 76 4d 69 
d0 09 b3 80 76 c8 2c a0 ed 65 06 d0 b2 6c 77 fc af 90 06 49 a2 9d 73 84 8f a5 dc 15 69 6a 10 ef a3 79 f9 59 91 00 28 65 
d3 b7 d7 11 5c 4a ea f6 1a 8d d3 34 55 f4 53 da 3b 3e 3e 52 
Data Ascii: *f`2uw:NibC>=jvoNuoM5=8r!\Xkw:AutGz']u'1W\U=W5g6U5zzd9,Z::qzxv@;8U@?!<D-;0vMiv,elwIsijyY
(e\J4US;>>R

2022-04-20 13:11:57 UTC 6497 IN Data Raw: 98 35 ee b0 40 0d 70 66 89 5b 2c c1 5d cf 9f 01 13 b6 90 a6 53 15 f7 15 5a c4 1f 5f bf fa f3 b7 17 1f 5f 9c bf 3c 
fb f1 f5 c5 c7 6f 7f 3c 7f df ff 14 7f 7c 71 f6 ee 3b fb e5 66 fc f1 87 b3 d7 e7 17 17 f0 7b 16 7f bc f8 f6 fc 0d fc 4a 63 6e 18 ff 
ee 0e 81 f5 26 fe 88 57 55 ff e3 ca 89 b3 20 c3 f4 7d 69 8e 40 b7 51 a1 93 1f 45 f0 2b 84 9d 8b 27 0c 70 be 58 60 cc 35 7e 
b8 5b 7f ea 61 18 60 71 c0 5b 7f da dd 08 94 29 7d f0 a7 1e 7a d5 1a 39 d9 8d 4f bb 78 b8 b4 bd a8 19 bb 4d da 0c a6 da 
37 b3 85 bf 85 7d 3f 46 24 41 82 47 26 63 e1 b1 96 15 6e 8a 86 88 7b fa 68 c1 2c 83 8b aa 33 ba b5 75 ae 6e a1 42 a0 27 
c7 fd bf 94 58 ab ba 12 c4 0c 23 54 15 03 ba 5b f4 cd f3 43 18 70 c1 53 94 d3 71 76 22 eb 50 cc 5e 6e d0 64 22 77 1e 1f 9
a 25 14 57 c8 09 aa 4a fb 3f da c0 
Data Ascii: 5@pf[,]SZ__<o<|q;f{Jcn&WU }i@QE+'pX`5~[a`q[)}z9OxM7}?F$AG&cn{h,3unB'X#T[CpSqv"P^nd"w%WJ?

2022-04-20 13:11:57 UTC 6498 IN Data Raw: bd 46 45 e4 46 80 ef 41 bb 77 ca 63 54 72 cf 07 16 93 4b c7 26 6c a5 3a e3 39 33 8e 3f a1 c3 4f 02 1d a6 8f 
47 87 e8 09 a5 2e 97 84 0d 74 32 40 19 d8 7b 50 b5 db 83 28 07 1e 80 e7 95 33 ae 96 fe 75 c3 cd c2 9a 6e 96 e5 72 d6 
31 af 57 b8 9c b6 b6 36 4c f1 d8 ad c0 f1 2e 17 d8 52 1e de 30 5e 09 0e c4 39 23 1e 7b d4 5a 2f 14 6c 85 51 9f 79 22 3c 
db b5 57 a8 30 69 46 b3 e3 28 be a5 fd 40 48 ee 2e 81 1b eb 33 0f 67 6b 89 a4 70 bd 71 dc 08 4a eb e6 bd 0b 29 8a 9f 
79 7e 4b 2b fc bd 7a fd 26 cc 28 c0 f3 fd 46 cd b5 6e 63 76 19 32 cd 90 f1 d0 0a 3c 13 63 8d c2 fe b9 bc 6b 2d ee 50 e2 05 
0b 9d 02 a3 2a 28 6e 4e 51 4b 2e 1e 16 59 52 dc 3d a4 b8 77 e5 17 93 e0 16 af 90 dc de 73 c9 ed 1a 79 bd eb 90 d3 7b 
36 eb 31 73 58 0f 9c 2c 52 3a 95 76 cb 27 8c f7 f1 fb b3 37 e7 
Data Ascii: FEFAwcTrK&l:93?OG.t2@{P(3unr1W6L.R0^9#{Z/lQy"<W0iF(@H.3gkpqJ)y~K+z&(Fncv2<ck-P*(nNQK.YR=
wsy{61sX,R:v'7

2022-04-20 13:11:57 UTC 6500 IN Data Raw: 5c c3 ea 79 f7 1b 2d 0c e8 f1 0c c7 c5 4e 02 14 d4 4e 02 44 d4 4e 92 47 f1 a5 1a 7c 11 f7 0e a3 58 3d 96 f6 63 
8e 8f 57 c6 36 ff 68 01 86 0d c3 7d bd 26 34 d9 73 b8 31 66 b8 5c 71 35 64 3c ed 58 1f 27 42 bf e0 25 14 0a 0a ca d0 ab 
af 37 d4 11 ba 57 1e 26 8f 96 6b 3d e4 26 3e c0 f6 4a 5e 24 00 24 16 93 b0 2e 0a 78 4c 33 e7 23 c6 00 a3 f7 db 64 2e b4 
1d 05 40 b6 be eb 00 e7 7f 37 4d e7 4d 1e f2 22 90 e8 a2 83 39 1f c6 c2 a1 bf 66 a0 66 1b a4 a9 3a f9 18 b3 9c 7b 3f 7d 
ca e7 d5 5d 3a 7d c7 66 70 30 30 cd 82 21 49 60 0f c4 e6 74 c2 6e 72 57 fd 5a c2 5f 1d b0 d3 48 15 ec 26 11 86 23 bc b0 
8c 53 e2 7a 20 e7 a6 a0 03 7e d0 44 96 9c fc 4d 76 66 7c 7c 5e 61 b2 55 c1 0a 4e 59 b2 7f 1c 8f 59 72 10 df b2 e4 38 be 
63 c9 6e 3c 63 a8 31 06 d4 9d ce 33 0c 74 92 04 02 50 
Data Ascii: \y-NNDNG|X=cW6h}&4s1f\q5d<X'B%7W&k=&>J^$$.xL3#d.@7MM"9ff:{?}]:}fp00!I`tnrWZ_H&#Sz ~DMvf|
|^aUNYYr8cn<c13tP

2022-04-20 13:11:57 UTC 6501 IN Data Raw: 40 ba 7d 06 82 12 e3 23 cf 5c 5b 90 6f c5 87 89 37 94 de 86 f1 5b 84 33 75 5e c4 15 c9 88 58 72 33 60 66 72 
65 43 35 69 32 21 ed 45 81 49 96 e2 0d 27 d9 18 60 00 15 6a 33 e4 96 31 8e f4 e0 1e 6b f6 19 92 3f 48 80 f6 03 0a bc 48 
ba 9f 4e 55 be 2e 3f b3 f9 f3 14 33 8e 0f b1 4c ff 06 f3 44 66 f5 fe 79 92 27 28 21 0d 2a 1e 2c 38 30 fb 2f 78 e7 05 06 83 
1b 84 9f 92 fb 5b a0 c0 fb 98 87 35 76 88 f2 be 2f ad 6b 87 d2 c7 d0 49 68 cf e9 28 e8 e8 af 71 0b bf 4a 16 ab 8d c8 cd 08 
0d 1b 89 f6 1f df b0 2c ef 6b 57 7e 43 af 9c a9 82 d5 dd 94 26 1c e7 88 44 d5 5b 7a e2 1f 68 ee 8c 18 80 98 2f 47 07 ff 89 
91 77 ed 5b a9 69 30 fb 6d 9e 7c ea dc 4d ed ec 2f 17 3c e0 6b 18 4c 73 e8 fb 53 67 d3 83 26 51 d1 21 24 69 a8 59 6d b1 
a8 16 69 ba 40 61 4d 75 59 58 29 63 50 a1 67 9a 
Data Ascii: @}#\[o7[3u^Xr3`freC5i2!EI'`j31k?HHNU.?3LDfy'(!*,80/x[5v/kIh(qJ,kW~C&D[zh/Gw[i0m|M/<kLsSg&Q!$iYmi@a
MuYX)cPg

2022-04-20 13:11:57 UTC 6502 IN Data Raw: a9 6e ed 27 ce f1 0b 09 8c d8 3a 5a 32 cf a2 86 83 ff 37 b5 66 26 ab cd 91 a9 16 1f 58 69 2d 36 7e 36 13 55 
88 81 92 6c ee cf 98 d9 62 8e 78 cf ec e2 67 dd 45 68 ca 88 a0 34 9e 4b 94 15 c1 d3 c6 73 a3 ca 77 86 2f eb ac 03 54 7c 
3a 93 f9 ef 96 4b 12 5c 39 6f ed d3 6e 88 b9 74 9b 7f d6 c3 d8 70 65 bb ba d4 df ad 52 a4 12 b1 ce 9f 2e f9 57 bd db 7f d5 
e7 e9 52 9c ff 2b a3 e7 ff 56 25 2d 24 44 b6 98 62 00 4f 93 ff 31 41 f6 17 c2 82 de ab de ec 8b 5d 79 36 3e df 42 0f b0 8a 
83 4c 25 dd 0d 81 4e 6a 05 3b 35 ad 49 1c 00 97 8a 72 37 0a 9f 5f 71 7e 01 a8 1c 12 63 92 ca be b3 39 07 e6 90 91 9b 0f 
d2 b5 98 93 d6 1c aa 83 b9 cc 71 c7 3f 85 24 77 e2 b9 0c b4 fe 96 85 1a 83 02 ca b4 75 07 26 d2 32 f2 c7 61 9d 9f 50 06 
1d 3b 28 7e e0 cf b3 fb 89 cc 5a 9e df c1 3d 7b 2b 
Data Ascii: n':Z27f&Xi-6~6UlbxgEh4Ksw/T|:K\9ontpeR.WR+V%-$DbO1A]y6>BL%Nj;5Ir7_q~c9q?$wu&2aP;(~Z={+

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6503 IN Data Raw: 0a 9d 71 53 82 8a 3d 68 47 8d ee f8 a8 9f a8 db 50 bb f1 3b 9f 19 25 6d d3 66 6d ff dc 6c da ac cd 9f 85 59 f3 
e6 fc ec 25 fe 2b 4f 87 61 47 91 c6 59 5c c5 c2 70 38 be 53 18 56 47 f6 3c 0f b8 23 be aa 82 86 c7 d2 af cc dc af 8a 9a 53 
f6 f2 1d 9e ae 11 0d 4e 76 54 f2 49 e3 33 aa a4 e0 1b fa 5e a0 a4 3d e0 c5 e1 9a e1 22 f9 55 c5 35 b0 f4 4f 58 c6 0b f4 62 
36 08 1a 4a 41 9a ff c6 c8 41 35 cc 93 69 3d d5 37 5a 73 92 be 3c 8a 94 b1 8e 1c 67 e6 b5 66 7e a0 99 98 b2 7d 1f 76 63 
92 53 02 c9 35 98 db a2 f7 a9 6d 17 82 71 fc 5c 93 10 a3 37 a7 a2 29 b3 27 97 1a 8e 3b 4b 65 b8 31 30 14 df 2a cd 2b a5 
4c 2e 00 cd 71 39 9a 00 a6 9c 2e 2c 3c 07 12 b9 d2 a5 55 3e c6 3a 9e 49 52 46 66 05 a5 ad ad b1 10 23 9e de 66 6d b9 
75 9f 02 c7 fa 85 24 88 9f cb f9 2f ad 19 d9 0b 4c 
Data Ascii: qS=hGP;%mfmlY%+OaGY\p8SVG<#SNvTI3^="U5OXb6JAA5i=7Zs<gf~}vcS5mq\7)';Ke10*+L.q9.,<U>:IRFf#
fmu$/L

2022-04-20 13:11:57 UTC 6505 IN Data Raw: d9 53 87 b3 c1 02 1c f2 c4 2b 1e e1 d9 dd 64 02 fb 4b a9 33 16 8c 0e ee a4 9c df d2 6a 4a a2 10 3e bc 2d 00 
d8 f6 0b de 9c 7a 87 26 e2 33 d8 33 99 6a 4f dc a5 af 32 bd 59 d0 34 fe 22 1d 71 b2 57 ef 28 1c cc 19 c9 c1 5f a0 9f 57 
32 95 73 90 91 62 75 03 59 a6 bd 87 03 7a 12 bd 71 40 e8 6f e2 39 90 5b 23 27 8b ce df cb 3a 2e 64 18 84 b8 99 73 34 
d5 10 03 17 26 92 08 59 b4 c5 4b 0c aa e3 52 a9 dc db da 47 f3 17 d7 ed 5b 6e 20 b4 5c 8a 63 57 dd cd de 93 b4 8a c6 
27 eb 69 98 89 78 97 35 b5 d4 73 9c 18 1f 31 e1 5b 39 3b 7e ae 6d 5a 86 77 f3 4a 9e ab 90 13 88 f0 ea 27 3e 09 fe 72 15 
ad ed 9c ab d1 b4 53 1c ef d3 58 6f db 3b ae aa 6d 07 1d a2 05 23 0e 93 3f aa b9 0a 9b 65 f1 82 4b 28 cd b5 90 8e 42 6c 
20 b8 0e 73 70 68 0b 3e 88 44 a4 70 22 ca ec 26 ed 69 3f c0 ce 
Data Ascii: S+dK3jJ>-z&33jO2Y4"qW(_W2sbuYzq@o9[#':.ds4&YKRG[n \cW'ix5s1[9;~mZwJ'>rSXo;m#?eK(Bl sph>D
p"&i?

2022-04-20 13:11:57 UTC 6506 IN Data Raw: c4 4f e8 cf 22 f0 c4 b6 ad 4b 27 bb b5 b6 68 38 eb db 10 82 4c 5f 5d 2e d0 7c a8 ba 14 7b fa 5a e0 e7 ee a1 
16 78 a9 5a 0b 16 6d d2 20 72 72 a5 f2 43 fb ad 21 e5 6f fe d2 d9 fc 24 9d 05 fb de 46 11 b3 7d d2 9f b5 a4 78 60 52 83 
ca 6d 77 48 ce 77 75 24 e4 9f cc d7 4e 23 5c 33 0f cb ef 31 30 b6 a5 a7 ac 74 88 8c 1e 98 73 82 67 c4 9e 76 e2 4e af ce 
f3 78 2e 50 13 48 d4 e0 ad a8 a2 28 1f f9 22 b1 ad 3d e4 6b 11 ed 0c 0d 97 ad f7 9e fb f8 69 62 95 b0 47 4b 11 f7 01 37 
10 30 6a 4b 51 b8 00 35 03 cf 40 83 6d 61 ee b5 d1 cc ed d5 14 50 b0 c3 44 9f 61 e4 63 9e c4 c2 d8 d1 ff 04 f2 b3 46 cb 
0d 54 55 34 f8 7a 37 b0 fa dc 8f 1e 83 36 61 20 f9 85 2d 4a 06 c6 10 c7 a0 f8 3b 71 83 3b 1a b6 90 27 61 f4 10 1b 6b 69 
0b 89 f1 75 a2 28 2f 2a f6 80 07 d3 1d e7 18 ad ca 87 a7 
Data Ascii: O"K'h8L_].|{ZxZm rrC!o$F}x`RmwHwu$N#\310tsgvNx.PH("=kibGK70jKQ5@maPDacFTU4z76a -J;q;'akiu(/*

2022-04-20 13:11:57 UTC 6507 IN Data Raw: 77 80 29 47 58 eb c0 b4 9a aa 35 62 b2 c9 fe 9a e8 5b 5d 40 75 bd fa 3b f5 c9 d3 06 40 a7 8d 60 c3 7f 7e b7 
b6 ec 65 d3 ac aa 80 8b af eb 29 37 84 76 86 6c 59 3f 84 b4 83 23 58 96 0f db 1f b6 61 65 f8 8e de 81 c7 0e fc 7f b5 72 
e7 6b 9d 1b 51 6b c7 1e 9b b6 df 86 f6 b0 40 6d ba 38 5f 9e 60 e5 b1 f3 35 b8 76 ff 84 e5 36 ad 94 2f 86 07 a7 49 13 96 
0b 20 08 29 c2 c4 d3 d3 27 b0 d5 dd 9d 0f a3 cb 27 4e 75 6b e2 ee 74 9c a3 c2 45 7d 46 08 6e a7 b8 3e 34 ed 9e fb ed 
51 f3 e0 a2 ca a6 59 9c 3e 11 8d e8 37 9e f3 ec 86 09 97 b3 7e e4 82 18 38 a5 86 39 1e 35 07 a2 3b 9a a7 a0 9f d4 74 f8 
f5 f8 74 1b a8 ad 6d 55 90 a6 e1 5f 0b 4e 52 fa 01 df b5 de af 39 2d b6 61 a1 b3 93 0d dd 7d ad a2 6d 72 10 ba 88 4b 5a 
b8 7b 20 c3 89 4b b7 b4 38 2f 56 69 93 1e 76 76 25 d4 a0 2c 
Data Ascii: w)GX5b[]@u;@`~e)7vlY?#XaerkQk@m8_`5v6/I )''NuktE}Fn>4QY>7~895;ttmU_NR9-a}mrKZ{ K8/Vivv%,

2022-04-20 13:11:57 UTC 6509 IN Data Raw: bc 09 1a ee 4d e7 de b2 c7 f4 ef 73 88 a6 a5 6b 72 b0 8c bf de 59 da 05 1c 91 c4 02 21 ac d5 d6 c0 f7 bf 62 d9 
f0 7e 93 ea f0 64 c9 0e d2 68 f0 da d4 fe 21 06 22 dd da da f0 bc f5 b8 06 9e c2 8d ef cb 70 e5 c9 93 3d a8 85 45 56 8e 97 
6b a9 9b 81 8a 2d 25 c2 f0 a2 31 b8 3d 37 99 ca de 17 4b f7 d2 84 12 25 da 71 6a ff 8b c2 00 34 c5 aa f1 e9 c8 7e a7 d2 
cb b8 1a 30 a4 84 48 37 eb ea be 4c a9 10 af 21 30 62 93 cc cc b9 71 24 ac 9c 0a 3c 7b 8a bf 86 bc 29 c3 75 cd 99 32 21 
37 39 a5 bf 59 f3 32 b7 2b 13 93 c9 d5 e4 6d 4a f1 2c e5 35 b5 ce ed 4b dd 92 1d a2 b4 47 6e 6f 94 d9 2d fc a3 b0 8e 80 
5d bd 96 87 d8 14 e0 3a df 5b d6 7f 68 24 cd 8a bb 76 c3 5a b5 17 77 d7 d7 b0 29 61 3f 2d ea f2 79 c9 de 51 72 aa a6 41 
1b 89 9c 3d 0d a0 5d 05 a5 b5 6a aa ae 52 46 d7 2a 
Data Ascii: MskrY!b~dh!"p=EVk-%1=7K%qj4~0H7L!0bq$<{)u2!79Y2+mJ,5KGno-]:[h$vZw)a?-yQrA=]jRF*

2022-04-20 13:11:57 UTC 6510 IN Data Raw: ae 84 87 4f 71 6b 0c b4 f7 88 b5 c8 9e 8c 6a f4 b6 63 fe 63 77 9b 1c 23 e8 f7 de 36 c0 4e 35 c5 a1 97 f3 4d 93 
e0 fc 61 c1 cb 58 4e 56 02 81 4f 9f cf f5 12 8b a2 2b f1 a3 47 fe db 36 8d 8d 06 06 03 44 db 5b ee fb 71 79 af 12 be d2 11 
58 ac ae e2 d6 e8 ae 6a 7d 4e 17 46 b1 ed 7b fc 4d 25 56 38 7a a7 52 df c4 d9 85 b2 a8 c0 64 b0 aa 5e 1f c7 8f da 04 be 
2d c4 a1 ee 57 70 d2 97 4b 0c 10 66 d8 23 8c e3 79 43 0e a8 b3 c0 b0 6d f9 c7 90 5f 5b 78 9b 79 48 c0 9c 6f b5 69 5d a4 
4d 26 00 04 9f b8 42 54 ce 34 2a ef f7 b9 7f d8 72 99 76 60 9b 63 72 28 59 16 d5 c0 f2 77 c2 d4 b9 c6 2a 98 4e cc 74 fd 
96 08 48 57 20 5f 14 89 5f 36 c8 a7 00 73 9f 96 cb e5 bc 21 22 b2 5b 17 33 53 0e ea 34 6d 01 54 2d d0 b4 0a 7a 39 2c c0 
7d c0 73 a7 c3 49 42 51 6a 39 69 f1 70 ff 14 53 41 
Data Ascii: Oqkjccw#6N5MaXNVO+G6D[qyXj}NF{M%V8zRd^-WpKf#yCm_[xyHoi]M&BT4*rv`cr(Yw*NtHW __6s!"[3S4mT-
z9,}sIBQj9ipSA

2022-04-20 13:11:57 UTC 6511 IN Data Raw: 82 82 cd bd e0 2e 32 8f 8c 1e 14 74 44 b8 b3 fa 1d 16 0d c8 c7 80 54 61 e8 e6 21 4c ba c2 c6 e2 46 28 b7 6b 
56 e1 38 5e 65 32 92 96 01 0a 94 cc 29 e4 ae f3 56 3e fb f2 0a a5 b6 83 12 65 6f 46 af 69 96 35 76 19 97 76 d0 1e 13 b8 
8c a7 87 17 d4 d2 43 60 b8 54 34 e7 15 ca 90 d1 4a 5e c6 45 72 63 62 e3 96 7b 6f 9e a4 86 1d ef 21 3a 5c b3 d3 86 f5 50 
32 c8 c2 03 7d 54 7e 79 d3 2e f0 11 61 96 67 ca 10 89 5c 2e 1f 4f 33 b8 1f 5e ab 86 f5 40 c8 af 1f 04 19 99 c0 3e ae d3 36 
ac 16 a7 f3 8c c0 f7 72 5e de 4a d2 a1 09 a6 82 90 1c a8 88 e2 9f 6f f2 f1 8d 8c 27 ce 63 f8 f7 85 b3 11 ef 34 10 21 a3 ad 
78 d4 d2 1d 09 bd 68 e7 94 6a 5c 96 32 e2 73 9b 85 a6 6c a2 cb bc 78 fb d3 f7 56 99 16 72 f2 55 0a 83 1f f2 e2 33 60 ea 
db 44 78 f4 45 27 e5 67 fe 2c db f8 f1 87 47 b4 70 
Data Ascii: .2tDTa!LF(kV8^e2)V>eoFi5vvC`T4J^Ercb{o!:\P2}T~y.ag\.O3^@>6r^Jo'c4!xhj\2slxVrU3`DxE'g,Gp

2022-04-20 13:11:57 UTC 6512 IN Data Raw: ca 39 16 58 00 f7 a1 24 1d 5c cc 28 84 1d 40 ba 23 96 2f 93 ee a0 3c 3d 1a 94 3b 3b f2 76 6b 2c 7f 43 61 07 
d0 41 41 68 b2 93 ea 32 2c 77 58 f4 a7 a3 2b 60 52 54 2c d2 69 86 97 a1 cf 49 93 a8 3a a0 2b 79 d1 b0 70 60 e1 c3 52 
2e 06 d1 72 46 71 29 20 ad bd 4e ee 6b 33 1c 85 bd b6 75 d1 15 97 26 d5 50 44 48 e6 20 0f f6 2a 99 d4 07 f5 40 ce cc 9b 
a4 04 6e 3e 08 73 f0 94 78 ca 38 76 64 ac 26 24 3c 98 02 29 2a 6a 17 62 09 9c b9 16 00 92 5a 6c 6e 1f 08 29 46 aa b8 
00 c9 94 07 f5 d1 9a 2f 2f 60 57 e0 8a e2 e6 0a cb d8 ca 42 66 08 86 bc 85 db 9e d2 86 5c c8 aa 42 a7 b2 a1 07 25 09 f2 
d7 f0 75 a3 a4 4d de 81 1d f9 2b d4 ba 90 f3 b0 cb 73 11 11 95 44 6e 93 9f cd 8a bd 9d 70 46 b3 b4 0a a3 d8 48 16 c5 7c 
06 76 c9 55 8e c6 b9 ae 7a 60 0a f4 06 6d c2 3c 2e a4 52 09 7f 
Data Ascii: 9X$\(@#/<=;;vk,CaAAh2,wX+`RT,iI:+yp`R.rFq) Nk3u&PDH *@n>sx8vd&$<)*jbZln)F//`WBf\B%uM+sDn
pFH|vUz`m<.R

2022-04-20 13:11:57 UTC 6514 IN Data Raw: d8 1b 75 57 28 79 71 a4 a6 0f b4 d7 ab 25 9d ff f7 28 aa ac 8d f2 9f d0 53 3d c6 8e d1 d1 50 90 52 c2 12 03 02 
96 7e 40 4b a1 37 aa 5f 64 ed c5 50 e8 90 aa 74 19 73 ae cb 48 51 21 f2 08 45 c6 3c 49 6b 92 e0 bc 59 95 e1 2f be 5e cb 
e0 af 73 d8 ac 67 68 e8 e4 30 5a 01 c0 e6 1c c4 19 80 52 c8 55 86 a9 5f d7 20 bf 47 7d 82 c8 02 6b 08 e6 b1 b1 86 90 c7 
50 8d 01 8e c3 57 4e 43 d6 d0 47 cc c9 25 ce 50 98 d1 cb fa 1a 4a 9b 74 19 96 9b fd 3f a7 f4 1b 16 d6 51 f3 08 49 fa 95 
33 cf df a7 11 2c a0 4a 5d 17 68 e7 b6 ad 6d f7 26 09 90 75 bf 54 c4 e8 0f 4d 62 a0 c1 f3 c6 67 27 d3 af 6a 66 2f c2 7b 8a 
71 8b c4 4f ff 97 b4 3f 88 f5 b8 f2 a7 ce 74 34 d2 9f e6 23 e7 58 7c 2d 5e 49 3f 59 4e a5 93 e7 2b 7e 7c 4b 8f c1 ca a4 5a 
3f b9 64 2b 2f 8a ed fc 01 e2 35 c6 a8 02 3d 8c 
Data Ascii: uW(yq%(S=PR~@K7_dPtsHQ!E<IkY/^sgh0ZRU_ G}kPWNCG%PJt?QI3,J]hm&uTMbg'jf/{qO?t4#X|-^I?YN+~|
KZ?d+/5=

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6515 IN Data Raw: 56 f6 c9 2e 75 ef b2 05 fd 14 5b c6 43 22 21 53 17 d9 15 c6 70 de a4 d5 4d 67 32 2d e1 2e 0f 2b 6d 19 60 6c f6 
76 2f 7a 72 84 7d 99 c6 e7 0d 31 ed bf 16 ad ef 54 66 c3 e2 b6 cd e2 ba 49 ba 2f 7a f3 e3 7a e3 71 25 63 65 ea e8 1f b9 
31 a6 24 a9 f4 c3 d6 56 4a e5 68 bd 2c 07 1d 7f 3b bd dd 6f 38 18 f5 70 da ce f0 a2 1d 5e 42 0c b0 6d 8e 96 06 aa c4 08 
fd 45 2c 8c 5b 70 cd 2f 4a 19 92 a7 3f 8d 7d 91 7a fa e3 b8 66 12 e9 08 fd 64 d0 91 31 25 6a 4e 30 8e cf 70 8c 32 65 e1 
82 81 21 6a e1 45 21 65 f0 dc 62 64 23 5f 2e f3 d3 a4 24 4b 49 c0 48 40 98 cd cd 75 23 79 9b 1f 1e 68 91 0c 30 11 00 34 
15 47 4d 29 9c d7 c2 6e 15 2b 99 7f c3 cc 14 95 82 f1 ce 4f 2b 0a 16 ad 83 f7 58 a2 a0 62 6b ab 38 65 76 89 c2 2a 51 f2 
40 e3 ae fe d9 da 8c 18 9e 18 f5 b5 37 e9 a2 59 16 15 
Data Ascii: V.u[C"!SpMg2-.+m`lv/zr}1TfI/zzq%ce1$VJh,;o8p^BmE,[p/J?}zfd1%jN0p2e!jE!ebd#_.$KIH@u#yh04G
M)n+O+Xbk8ev*Q@7Y

2022-04-20 13:11:57 UTC 6516 IN Data Raw: 7d 60 92 33 f8 45 fb ed 85 b4 31 fa 23 b6 49 26 16 64 52 b9 57 bb b0 68 8d 00 39 b9 5f 4a c2 3a 37 49 f0 d1 
a1 1f a6 65 5a 01 88 e4 96 9a d4 4a c0 ed ef 10 8d 80 14 7c 85 14 65 c6 0b cd 92 27 f9 2c cd 96 f9 ec 06 e6 06 ff 94 d9 
12 e8 a4 79 99 67 4f f2 86 18 55 3c de 7d 3c 8d c7 f1 ad 34 96 e7 ab 5b b3 81 5f 28 0b 74 b9 e4 d2 2c 5e 1a a5 cb 78 f6 
14 dc 7e ea 0b 6e 9f 89 97 62 81 93 5b d1 87 d0 98 0a 55 69 e2 8b 86 ee 94 59 1b f6 9e f6 80 6c cc 87 f9 44 66 78 d9 c6 
2b b3 bc d1 79 ad 31 33 f7 bb ba 0e 1b 71 eb 1a 0a d3 09 26 84 14 d4 63 9a b1 c8 33 b7 91 67 44 fa 3e a6 19 41 ba 9b 
b3 79 03 34 97 35 f5 c7 ce c9 24 d6 a4 09 90 f2 b7 50 1e 16 88 39 94 7f 05 f7 be 60 7a 7f 59 7a 55 41 b8 1a 6e 11 2f 84 
25 4a 72 cd 64 ca 80 4a be e3 03 95 b6 2a c2 4a 46 28 d6 0a 
Data Ascii: }`3E1#I&dRWh9_J:7IeZJ|e',ygOU<}<4[_(t,^x~nb[UiYlDfx+y13q&c3gD>Ay45$P9`zYzUAn/%JrdJ*JF(

2022-04-20 13:11:57 UTC 6517 IN Data Raw: 45 1f 1a 90 70 1b 91 76 0c 8f 1e 90 a8 f7 e0 80 d2 df f8 80 2a 34 6c 58 79 7c 53 b4 78 3e 52 b4 41 53 6b 5c f2 
c7 32 c3 69 49 78 aa a0 df 24 89 3f 1f 68 41 48 e1 90 4c 44 77 63 33 12 9d b5 51 79 5e 78 11 0e 55 a8 7e 94 2d 2b 9a f0 
6b af 79 a8 45 ed 87 18 47 c2 37 05 21 ca fd ba 91 c5 5e f1 92 a2 d0 6d 89 78 1a 6f 34 74 eb 62 40 63 bc 8e d3 99 b4 40 
86 6b d3 3c 34 9e 03 21 a6 22 a0 62 9b e8 86 ca cf ca 0e d9 57 b9 ac 8a 7d 04 6b 4c 99 3d db 7a 96 a7 34 c2 44 b8 72 
b7 eb 6d 66 6c 11 01 d1 2b 6f fa e4 f5 8b c1 30 53 31 e7 55 9c 71 d7 49 33 ff d0 e5 3e a2 80 2c 0d db 4b 84 29 da d9 f3 
45 ff d5 34 57 83 c7 a5 67 bb 02 ba 1b fa 37 ac f4 e7 b6 97 d5 6b d7 a6 b0 98 b5 b7 71 8b 48 f4 5c a3 82 b5 7c 4e 3e d4 
d4 07 ee fa ff ab a2 0c 5a 81 05 1f 88 25 68 60 1a 63 83 
Data Ascii: Epv*4lXy|Sx>RASk\2iIx$?hAHLDwc3Qy^xU~-+kyEG7!^mxo4tb@c@k<4!"bW}kL=z4Drmfl+o0S1UqI3>,K)E4
Wg7kqH\|N>Z%h`c

2022-04-20 13:11:57 UTC 6519 IN Data Raw: 52 6d bc 1c c0 40 a3 c6 f0 d4 ba ff ca fb 5a 88 1f f6 ba 5d 33 34 6f 65 38 10 91 3f 19 1a 23 16 74 33 d9 1e 6b 
14 3d 01 2d b1 34 33 c1 81 82 60 6c 7f 4e f3 8a 38 09 8c fe a0 0b 7d b4 4b 61 08 e8 2f 81 8a b4 89 b1 7a 81 cf 66 ce 7d 
0c 73 7e 3f 63 8c b6 60 c0 65 20 d6 75 7e 36 9d 72 cb 37 00 a4 88 f3 47 31 99 a1 ec b4 9e 29 59 94 13 ea 6c b4 a7 f0 24 
9e c6 71 02 97 de fe 84 b6 3f 40 3b a3 51 59 9e 90 54 ef 15 9c ff 77 74 99 c1 0a 02 d7 9e bd 47 f6 32 2c a2 ce 3f 29 0c 50 
34 98 30 25 f8 2c 1d 45 b6 8c 31 41 2c e9 a0 30 38 68 60 e1 d9 e8 97 bc ba 30 c5 55 a2 00 c9 09 5e b0 69 fa 85 bf 2c 67 
e9 38 af be 24 3d f8 cd 3b 25 21 07 25 60 a8 76 72 64 f4 05 d3 2b be e6 3b f2 fb 4e 2f 96 cc 04 59 e2 ad 1d 28 1a a0 ca 
c1 c6 f3 24 9c 76 4c 31 8f 4a 4d fd 7f d8 fb 16 ee 
Data Ascii: Rm@Z]34oe8?#t3k=-43`lN8}Ka/zf}s~?c`e u~6r7G1)Yl$q?@;QYTwtG2,?)P40%,E1A,08h`0U^i,g8$=;%!%
`vrd+;N/Y($vL1JM

2022-04-20 13:11:57 UTC 6520 IN Data Raw: d9 84 eb fd c1 fd 8a b3 94 11 df 1d fd ba 87 ee 1d b0 93 f8 0c a6 a2 c8 af fb 04 c4 d4 87 5d fa 22 79 5e 5e 5d 
b4 6f a6 93 c1 19 9c 86 ff f6 2a 7c ff 6e ef c5 6f b7 6f 5e fc f6 eb 8f 5f e2 5f fe 31 7f 7f b8 7d b3 f3 69 2b dd 7e 77 f1 8f ed 
4f 6f ae 93 8d ed 8b e4 a8 97 ee be 7b f3 6a 3b 7d f3 22 fe e5 e7 97 3f 4d ff f1 0a d2 5d 6f 6f ae 5f ec 7e fa 09 ff 4b df 7f 
ba c9 e0 bf eb b3 17 37 df ff f6 e2 1f f3 ed 77 6f ae e2 5f be ef 8d be 40 de a3 0f f3 bd 8d eb 97 3b 98 f6 e8 a7 72 2f 5d 7f 
b5 b3 b9 75 bb bd b9 d5 83 bf af e0 ef 2a 7c 2b 77 8f 3e ce e1 db cd ee c6 2b f6 7d 63 fb ea fd a7 eb ab df be bc fa fb ce 
4b 68 e7 97 57 91 17 82 50 80 17 09 ff 93 9d fa f8 eb 41 be fd c3 4f ff d8 fe dc bb d9 3f 5c 7f 01 8d bd 39 db e8 dd e0 df 
9d a3 ad f9 de e6 56 b5 77 
Data Ascii: ]"y^^]o*|noo^__1}i+~wOo{j;}"?M]oo_~K7wo_@;r/]u*|+w>+}cKhWPAO?\9Vw

2022-04-20 13:11:57 UTC 6521 IN Data Raw: 22 66 98 b3 ef 13 68 7c a2 40 e3 09 49 1e aa 41 d7 3e ea 7d 1f 26 24 08 fd 18 ab b8 ec 9f 07 66 01 ae 7b 1b 
09 24 13 25 8c 72 7d 0c 07 30 d2 30 2c 4a 3c 82 4c d2 59 67 16 63 a4 31 0c 89 9d 17 1d 58 15 e7 a4 a6 f2 46 f3 a2 cc 
0b e6 e3 31 91 ae 1e f0 e3 b2 48 ce 49 e9 5b a0 3d 27 b7 49 13 8f d3 74 ac 1e 60 ab a3 87 f2 33 fc 41 1f c5 cf 09 fd b8 
a5 0a ae e8 ee a7 93 9c 9f 63 3c c2 13 e0 0a 31 b7 af 3e da dd 81 01 b9 20 17 b2 95 b4 7c 8b 71 4e 13 9f 7b 8b 8f a5 13 
38 3a 8c 73 47 f0 0f 59 19 9f 27 ad 38 1b b7 e6 19 3b ed 25 e3 56 96 67 9d 8c 72 b5 60 b5 c0 38 b6 ce 8b 7c da d2 4d b5 
68 2c ba 2a b4 4b 16 79 a7 23 20 a7 c4 6b 8f 11 26 0b 41 a1 f0 4f 3b ca 48 97 a3 a8 ad 7e db 75 9c 8e 4f 3c ed b8 57 b1 
78 11 39 5e e0 a6 51 6f 90 ae 89 58 d9 83 b4 dd 0e f2 76 e4 
Data Ascii: "fh|@IA>}&$f{$%r}00,J<LYgc1XF1HI[='It`3Ac<1> |qN{8:sGY'8;%Vgr`8|Mh,*Ky# k&AO;H~uO<Wx9^QoXv

2022-04-20 13:11:57 UTC 6523 IN Data Raw: 04 2d 0f 7b 29 4e c1 3a 7c 43 58 e6 a7 4f 57 f4 63 a9 88 38 d1 2d f3 69 e2 92 93 2b d8 19 40 9c f1 b3 80 ee 
58 97 d4 b8 1a 2c 34 22 71 50 89 35 45 72 fc bc 70 e4 fe b0 75 33 b3 bf 4d c7 4c 8c 13 68 9f 70 cc b3 cd 91 d8 a8 29 e0 
df 86 04 ae 61 9d 2f 4f ab 27 9d 05 3a 62 2f 29 58 f0 de ff b1 08 cd 82 d5 89 75 7e ec 6d ef bd ff 70 04 9f 8e b6 7e 3d 5a 
3f 40 a2 f1 58 c0 63 f8 b1 bb d9 e1 bf 4f 10 6c 02 04 f5 f1 7c a4 4f 97 11 78 05 56 d5 28 86 63 b7 27 c2 5e fc 17 82 d3 85 
ac 3f f2 19 05 df 63 60 14 2c 76 5b 88 31 7d 1f 5d 72 05 47 89 ff 12 81 26 80 9d d0 a3 28 de ab 95 3c 70 f1 13 ce cb 6b 
11 ba 32 b2 33 b6 44 f6 8a 62 30 d6 df 8f e5 91 c8 6c 71 8a 39 fc ec fe 3e a7 20 56 75 d5 ac e3 54 20 9a 8f 84 de 00 ae 
cb be 0f 50 88 ad 59 b6 50 cc 0d 32 33 87 b6 36 26 
Data Ascii: -{)N:|CXOWc8-i+@X,4"qP5Erpu3MLhp)a/O':b/)Xu~mp~=Z?@XcOl|OxV(c'^?c`,v[1}]rG&(<pk23Db0lq9> VuT 
PYP236&

2022-04-20 13:11:57 UTC 6524 IN Data Raw: 60 56 18 7a b3 32 a3 55 35 36 32 09 42 d7 f6 b4 99 54 b0 5f 33 13 71 4f b5 ab b6 19 ae d6 ce 6c 22 6d 0f f6 4f 
93 86 07 2b ab 64 e4 be d2 63 76 1b 63 26 57 a2 ca 72 30 6a 96 bd b5 f9 48 68 dd ae f4 16 04 cf 30 00 c9 02 e6 64 c0 1c 
77 67 0f 07 85 3a d7 83 42 9d 6b 41 a1 2a 3c e0 e9 41 a1 54 7b c6 20 9c 69 f1 a1 60 b0 b2 0b 3a 13 99 c2 1a 3f f8 4c 80 
31 74 99 6a 55 f1 8f d0 c9 55 4c f6 03 d3 90 21 97 c9 35 60 6c 4d ea bb 70 22 d0 cc f4 d8 83 68 bf 04 ff d3 e0 a5 bf b6 80 
55 da 83 b1 90 81 73 61 cc 4c 58 0d 1c cd 72 8b 4c e4 d1 52 c6 5a 28 66 e2 de da 14 21 3e fc 40 8a 84 24 79 77 af 38 5a 
e8 fd fd 1d 34 fd 2c 66 e7 99 60 b1 6c b7 ab 35 da 6a 17 bd 61 92 35 df b0 16 ba 01 dc 0c d6 59 fd 60 b5 ee 39 c3 f3 d5 
c3 f1 d9 a7 a9 24 cc 55 0c 63 0d 58 00 c3 ac 4a 4d 
Data Ascii: `Vz2U562BT_3qOl"mO+dcvc&Wr0jHh0dwg:BkA*<AT{ i`:?L1tjUUL!5`lMp"hUsaLXrLRZ(f!>@$yw8Z4,f`l5
ja5Y`9$UcXJM

2022-04-20 13:11:57 UTC 6525 IN Data Raw: ef be d4 cd 7b cf 4c 30 2b 53 5b 96 45 4d 23 3b d0 a4 6f 39 0d 12 3a ca dd 39 5a 4f cb 3b 67 35 bc 67 76 ab 
a9 eb 0d 5d bb 32 66 d8 31 17 0e 7b 07 66 d8 da 9c d6 48 6a 1c 2c 0c a6 ef a6 31 89 fe 2d ef cd 96 b7 65 01 eb 44 5f 56 
4d 57 f0 8d 05 68 83 21 18 20 9c 87 12 38 2d 23 7c 7f 46 56 6e 9b 0f 42 3b 4e 09 b7 65 3b fb 7c 90 ce 66 64 6a b6 d7 88 
77 79 68 7d 11 b6 6e 36 20 8d 30 ec 7a 34 26 e4 a4 09 64 c6 84 83 c4 96 ea 00 42 9b 36 5e 0c 83 a0 d9 73 bd de 46 04 
36 e8 c1 83 b8 24 30 30 f3 6f 00 16 0d b7 6b 18 3b 58 8e 66 02 a3 0d ba 9c 88 fa 58 c1 cf 22 cf ab 43 91 42 9a 3c 3e 38 
88 d4 70 1b dd 19 5b 81 30 b3 1e b4 2f 08 df 7d 13 b6 28 2f d8 34 20 a3 de bd 83 32 f7 ff 1a 44 57 5e 89 e1 f3 c9 2a d9 7f 
dc 9c bd 79 3c 82 17 b3 e2 69 6e c6 49 33 cc a8 9c 39 63 
Data Ascii: {L0+S[EM#;o9:9ZO;g5gv]2f1{fHj,1-eD_VMWh! 8-#|FVnB;Ne;|fdjwyh}n6 0z4&dB6^sF6$00ok;XfX"CB<>8p[0/}
(/4 2DW^*y<inI39c

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 141 of 324



2022-04-20 13:11:57 UTC 6526 IN Data Raw: 3b 68 b7 2b ba d3 3a ae 4e 9a 54 89 fc 0c 21 86 52 a8 aa 57 5d dc 5d db de 9b 16 61 dd 1b 08 05 8a ae ac 68 
50 61 00 3f d5 04 11 c5 2a 30 88 b6 61 97 6e da 9c 48 29 f9 de a5 85 0a 4d 55 e3 a3 f5 21 35 ad 14 e9 81 de 3f 5e 67 e4 
28 42 c6 e3 79 c0 45 b4 ee d2 c5 00 f3 19 82 6c c2 6e b3 75 5f 7a 8e 3f 5b a2 2b 3c 9a ea 78 e4 c7 19 ee 3c 1c 80 87 b4 
4a 7f 42 4d 84 ea 4f 5d 4f b4 93 50 b5 4d 7a 0f 2b 94 95 50 7c 08 a1 88 9a 63 84 d6 02 56 ea 8d 10 82 ee 2c bf 21 0f 4c 
e6 54 e0 15 f1 38 cd e5 0b 01 89 8d a7 25 fe 8a 23 6e 43 7b b7 26 cc a6 40 70 23 34 f9 a2 8f 8c 01 d7 3e af 9e 84 22 e8 
25 36 9e 88 5d c4 ff 2b 69 53 32 3a 48 91 c0 f7 2e 50 67 5d b7 d1 b4 4f 7b ba 0a e9 58 4c 9b 30 f3 f0 b8 83 86 74 b9 64 
8f 23 86 c0 87 b3 64 38 70 29 83 5d 46 05 04 97 51 1f 7c 
Data Ascii: ;h+:NT!RW]]ahPa?*0anH)MU!5?^g(ByElnu_z?[+<x<JBMO]OPMz+P|cV,!LT8%#nC{&@p#4>"%6]+iS2:H.Pg]
O{XL0td#d8p)]FQ|

2022-04-20 13:11:57 UTC 6528 IN Data Raw: df dd 91 b9 2d 9d 12 3c de c7 92 73 5d b2 b8 9f 15 e9 34 86 63 9d eb db 3c 13 8f 5e 7f c5 f1 5d 40 f8 e8 04 9b 
8c 5d 0d 34 c4 09 73 2b ce 50 f9 5d cb 21 86 bb 71 03 d7 cd 09 5c 61 60 51 7e 12 b7 0d 56 f1 9a fc 6c 2c 1e df ec 62 04 
52 92 58 1a da ec 9b 5a 48 4d 8f d5 13 96 0e 8f 4c df 59 ad b5 4c 09 36 8d fd 16 ad ab f7 c9 05 be e4 1b 33 13 e1 5d 8d 
a3 89 12 d0 e9 93 a9 e2 28 6b fb b7 29 43 f1 f9 36 b3 29 ce 57 cf b8 62 ce 1d 57 c6 48 9d 94 0e a7 1b dc 8d b5 03 39 c5 
29 a8 4a 61 2c b8 a5 74 01 86 ed 
Data Ascii: -<s]4c<^]@]4s+P]!q\a`Q~Vl,bRXZHMLYL63](k)C6)WbWH9)Ja,t

2022-04-20 13:11:57 UTC 6528 IN Data Raw: 20 4b 4f 78 f3 ea 64 ff c0 09 7e 16 67 c9 a3 43 d6 6a 46 aa a6 79 e5 7b 56 4a 7d f9 b1 e0 04 ef a9 fd fd 24 44 
a0 d8 c9 84 3d 96 fd 2a 24 ed 9a 78 cc 25 5e e7 57 76 b2 86 d8 69 40 55 8f fd 54 60 76 12 62 a7 d0 41 fe bd 07 47 47 3a 
6c d1 18 48 38 a3 ac d1 95 53 a5 a5 b9 c7 98 a7 33 dd 65 af a7 a1 c4 a4 d1 dd c2 b2 72 e4 a1 df 31 42 43 1d 1c 9d 8f a1 
b0 72 ed b7 8e 2e 93 16 55 d6 62 b3 df a2 a1 4c 99 33 50 d9 9a c6 13 74 72 4f c6 5d 4a 89 6c 84 90 d5 79 e2 fc 0c 47 a9 
15 17 49 4b 40 15 75 b9 e7 a3 0d 3f 90 38 a0 da 1f 6e cd 6d 3e 67 88 4c 05 c3 54 4d c6 f0 58 b6 e2 09 85 a6 6f 9d 25 49 
d6 e2 91 29 b0 62 74 74 ac 90 d7 a7 e3 50 fe 9e e5 2c d4 b3 7a 23 6d d2 c3 14 ed 2b 2b 3d e4 b6 7e f0 03 62 b8 85 5d 
4d 77 34 47 ff e5 3b cd c3 66 ac c3 b7 b2 85 c7 61 62 37 
Data Ascii:  KOxd~gCjFy{VJ}$D=*$x%^Wvi@UT`vbAGG:lH8S3er1BCr.UbL3PtrO]JlyGIK@u?8nm>gLTMXo%I)bttP,z#m+
+=~b]Mw4G;fab7

2022-04-20 13:11:57 UTC 6529 IN Data Raw: d9 40 6c a4 ad 9b 51 92 8c cb 7a 6b 75 95 b4 39 ba 42 d7 2b 5f 4b 77 f3 35 39 82 68 f1 ae 06 9e df f2 bc 96 9f 
17 12 c9 c3 6c 16 ed b5 a4 b0 c4 54 9c ef d5 9d 45 b4 0e aa 4a 98 8f 0f 99 89 5b a5 ea 67 35 07 c0 80 0d 1c c5 94 0d 14 
74 4c e1 9e b6 5a ae 54 2d a5 9c c0 7b 5b 3a 6d 22 5a 90 4f c1 54 02 c4 09 42 cd 04 fb d7 73 34 8b 07 43 13 a7 bf a5 ee 
15 8f 6a e7 77 da d5 ab 01 3a d4 dc 5e 23 f6 7b 08 94 e2 38 93 dd 6d ec ec 1f 6e 81 60 90 31 3f 3c 4c d4 c4 8d 0d 18 78 
53 7f fa 87 ef e2 d9 29 6c 9c 08 d6 91 84 29 5e 0d c0 63 99 c2 6c 25 6f 70 17 48 bb e5 65 7e 0d 5f 06 69 97 ed c0 82 89 
e7 75 66 9e 76 eb 3b a1 b6 63 d5 3f 9b 50 6c ea 94 d4 b8 42 08 b9 cb 48 e8 a4 59 1e 53 8b 35 10 8d ff 19 36 18 dd ed ea 
23 47 99 d5 d0 15 02 bf 6a f9 d8 91 76 25 86 aa 81 0b 
Data Ascii: @lQzku9B+_Kw59hlTEJ[g5tLZT-{[:m"ZOTBs4Cjw:^#{8mn`1?<LxS)l)^cl%opHe~_iufv;c?PlBHYS56#Gjv%

2022-04-20 13:11:57 UTC 6530 IN Data Raw: df ac 20 54 35 bb 93 01 83 f0 a8 d5 d2 78 a6 3b c3 08 7a d6 8b 5a ad 40 45 59 8d 8a a8 1c 71 ad 97 1c 09 7b 
30 9f de 43 cf b9 db 5b 7d ca 12 04 2b 27 20 ee ba bc a9 32 7e 35 b5 21 2d b8 06 eb 4b 87 9b 02 cb 2e 30 73 b5 da 70 
35 25 6c af 1a 81 84 c9 bf af 4c 2a 6e b4 e4 eb e5 18 31 a9 dc 37 0f b5 46 6a c7 8e 90 86 06 f8 9e 6c 81 32 e9 93 de 40 
75 ea d2 0d 46 65 7a a8 8a a2 4a 40 83 07 8a d2 f8 15 e7 30 33 2f fc 75 67 6c 97 23 a3 b8 1a 25 ab 00 bb fb d4 68 86 a0 
6d cf a6 4a 57 77 8a 55 76 5f be be 39 d5 0d c5 5c 67 53 ab 22 b3 95 ee 8b eb ff e6 1d 56 d3 33 89 51 96 f6 8e d6 20 da 
a3 b4 a4 f5 da ed a3 55 f8 80 02 96 d1 10 1b b7 d7 d6 60 26 0a a7 ed d1 24 ba f4 34 10 07 7a 02 be 76 0c db c3 ee d1 fe 
fb 90 ac e3 8e f0 3a e0 c1 e4 6f f6 8f 8e f6 77 59 8e 37 a4 
Data Ascii:  T5x;zZ@EYq{0C[}+' 2~5!-K.0sp5%lL*n17Fjl2@uFezJ@03/ugl#%hmJWwUv_9\gS"V3Q U`&$4zv:owY7

2022-04-20 13:11:57 UTC 6532 IN Data Raw: a6 7b d3 e0 fb 32 9f 5c 21 2f a8 a9 42 a5 1c a1 21 7e 69 61 2d 1d 13 42 46 ea 93 5b 98 d8 a4 26 e5 e1 ae 61 
11 9a 5d 10 1e 8b 2b 3b a3 f2 4e 72 38 19 38 4c 53 b8 c9 41 5d 1f 24 cc fd 06 16 18 8e 5d c0 80 1f 15 95 45 0b f1 65 04 
3a 97 5f a4 b8 e5 b4 34 90 c6 85 0d 0e 49 8e 4a 1f f0 4c a2 74 c0 28 92 b6 67 fb 1d 79 0f 76 08 0f 03 ce 2e 0d f8 1a 15 1f 
b5 65 89 dd 32 9c b9 ef 8c 23 57 df 73 1c 69 bd 90 1d e5 fb 9e a1 7f f0 30 b0 b8 f2 3b bf db 60 b8 3a de 88 6b d5 d6 77 
b6 7f d8 3b 3d 3c 5a 3f 38 ea 7b f1 24 bd c8 3a 14 f2 52 7c 41 10 1c fe 3e c9 c6 5e b8 ff f6 ed e1 d6 91 c8 c0 b0 f8 44 0e 
fe 8d b2 f0 2f 98 07 5b 70 fb 50 0b 8e f6 df 1f 8a 8a 40 36 2d c5 7b a6 ed 95 9f 98 54 8a 5f df ec ff 0c 7d 8d cf 72 0c ca f8 
66 6b 67 ff 97 be 77 96 4c f2 6b aa 4f f7 74 
Data Ascii: {2\!/B!~ia-BF[&a]+;Nr88LSA]$]Ee:_4IJLt(gyv.e2#Wsi0;`:kw;=<Z?8{$:R|A>^D/[pP@6-{T_}rfkgwLkOt

2022-04-20 13:11:57 UTC 6533 IN Data Raw: 8e c3 3c 34 30 42 58 b2 b5 05 db 4e 45 e8 6d d7 f2 1c a4 6b 02 ae 9a ce c9 0c df 2a 5e 93 c1 55 e9 75 da f1 
8b 4e dc ae 02 fa 4c e6 42 16 73 a6 76 8d 9b 79 77 19 d9 ec a5 3d 0e 27 8d 8c 61 30 96 cd 62 2a 08 d6 ae c9 5a 29 db 
45 ef c7 1d bf ec 4c 54 c3 92 7a 7c 89 a6 85 a4 80 d6 56 a2 28 13 fb 04 96 0a cf b9 bd 82 0b 86 01 de 28 2f 32 2d 8a 14 
f5 ba 4c 23 25 56 5a a2 54 e8 2a 38 83 c7 54 5c c1 10 57 ff 6c 12 03 bf e7 af 42 0f 75 5c c0 6a d4 07 52 94 89 1c 56 db 
ce d2 71 da 2c 77 b1 23 b8 90 15 cc 5e 10 1a 9a 4d c2 ce e5 e4 dc 27 69 4a 49 fe 9a 53 44 d6 8d 49 0a 07 bd 03 54 4b 
a3 4c bc 1b 57 97 08 3e e3 67 5d 0a b4 c1 ee 90 47 94 88 66 19 f7 4e 2d d1 25 51 a4 9e 8a d1 68 20 a2 a7 1a 87 b4 65 7
5 c7 51 41 2a 82 70 0c 3f 48 2e 03 02 2c 58 2b 8c 18 ab 34 76 7e 
Data Ascii: <40BXNEmk*^UuNLBsvyw='a0b*Z)ELTz|V((/2-L#%VZT*8T\WlBu\jRVq,w#^M'iJISDITKLW>g]GfN-%Qh euQ
A*p?H.,X+4v~

2022-04-20 13:11:57 UTC 6534 IN Data Raw: 62 04 70 b7 5a cc b0 3c ec 36 37 76 5d 75 91 b4 bb 2c 2e b7 19 a0 ea 04 63 ca ab 2a 64 ba 87 cb 3f c1 40 ec 
7a e3 58 17 b6 b3 cf 07 e9 6c 36 a9 95 a2 f2 e5 7a 3e c6 ab d2 29 47 44 11 48 ed 1e 73 ed 79 1f fd 3d 3c 8f 7a e1 68 19 
b2 f3 48 98 da 7b af ad 2f 29 7c 12 f1 ae 44 d4 2b 7d 01 7d 0e 6f c2 bd f0 30 dc 0c b7 c3 77 a1 dc bb f7 a4 63 e5 80 c7 21 
0c 79 08 c2 50 05 50 0c f5 b0 87 62 a9 23 5e 48 91 8e aa be b7 e5 85 3c a8 55 ff d8 fb d7 70 0a 1c 66 36 af a4 57 00 06 
2f 53 d3 c9 23 cf c3 af e1 bf 50 9e 83 41 e2 a8 25 7d 97 f6 56 1b 0b 6f 0d ba c9 02 ce 75 c8 82 e0 f5 5a 09 f2 1a f4 96 ff 
b1 3f 7b e4 2a c2 30 5c be a3 b4 da 78 f1 94 34 6c ad 18 68 87 07 1c 8b bc aa 98 27 9e 28 f5 3b f4 c1 33 fc 66 f4 2a 50 
74 c7 ad f2 32 2e b5 a8 7a e9 d8 03 d1 35 e3 3e 63 
Data Ascii: bpZ<67v]u,.c*d?@zXl6z>)GDHsy=<zhH{/)|D+}}o0wc!yPPb#^H<Upf6W/S#PA%}VouZ?{*0\x4lh'(;3f*Pt2.z5>c

2022-04-20 13:11:57 UTC 6535 IN Data Raw: e9 d0 ca bf 3e 23 26 c4 ca 10 fd 03 1c 02 ad b1 f0 0d 5a 12 5d 31 dd c7 0d 3e d1 87 42 6d e7 df 47 97 5b f3 1a 
36 8a 5e 84 2b e7 84 8e 91 49 8f 7f 83 8c b1 1c 15 6f da 27 ac 07 be 32 cf 26 f3 c2 4c 8d 58 87 13 34 ce 1f 63 58 6e 36 
d4 db 25 13 7c 19 36 c8 f6 74 9a 80 f0 59 25 06 48 08 6f b8 5e cf 2a 5b 99 5a 48 be 27 b8 ee a1 82 32 2a ef ef bf 81 c5 
58 eb cc 2f bb 82 a8 e9 1d 09 f2 aa b6 5b c6 78 0b c1 25 6b a9 ef 50 00 ef 13 93 47 09 53 30 78 9d e9 27 fc 64 31 2c da 
1e 7a 04 27 7d d4 84 4c d1 f0 f6 e2 02 99 a9 e5 cb ce d6 ca 3e 8b f3 82 8b 62 81 1b 44 03 7e d7 8a a5 e2 4a 22 47 13 b4 
83 92 31 ed 83 15 04 e2 d6 88 c5 4f 22 73 49 81 c0 12 25 61 d3 76 96 10 d7 e5 2c 74 a1 ed 63 f5 fd bf 3e cc 8b f0 49 60 
70 5c e0 f8 42 36 34 45 f0 a7 4f af 7c c1 ed b6 e9 6e 
Data Ascii: >#&Z]1>BmG[6^+Io'2&LX4cXn6%|6tY%Ho^*[ZH'2*X/[x%kPGS0x'd1,z'}L>bD~J"G1O"sI%av,tc>I`p\B64EO|n

2022-04-20 13:11:57 UTC 6537 IN Data Raw: 3c 9d 20 43 a8 8f 13 01 3a 55 d2 f5 23 a1 ad 8e 5f 3d 8c e5 72 c6 c1 ae 63 cb e2 80 88 ca e1 09 dd 88 69 25 
c9 7e cf e5 29 d0 dd 41 e7 68 0c 1a fa e6 6c 96 ac 5e ef 30 f1 87 60 31 6e 94 bb 4c 48 52 10 29 27 f0 fa 88 5d a4 a3 d6 
27 8f 70 4f e3 cf fa 0e 89 88 04 65 34 89 72 38 b2 2c c2 97 3d 38 bf 8c da 8c 99 70 61 0f 55 bc 07 c9 c5 d6 cd cc f7 fe e5 
b5 47 a1 97 a2 40 06 cc b1 8c d2 fa 4d 4f 38 a1 1c 6c 7a 85 b7 99 11 57 bd b4 ce 8e 13 18 65 34 9c 87 15 c8 83 6d 08 97 
d9 40 f9 b2 65 51 6f 90 ad 4d 84 f7 5a bb 9d 91 f7 1a e4 82 bd 6b 72 9c 9d c8 5d a5 84 07 64 53 a8 e8 8c ec a9 e5 b3 43 
dc 41 5f 92 51 15 6a 53 b7 64 11 4a 66 76 6c cd cf c9 62 20 14 62 b0 8b 52 41 6c 83 84 aa 3d 0a 73 ff e6 96 ed 90 99 f0 
87 05 06 9a 46 33 54 a9 ea 65 b9 71 9e 72 5a df 73 e4 
Data Ascii: < C:U#_=rci%~)Ahl^0`1nLHR)']'pOe4r8,=8paUG@MO8lzWe4m@eQoMZkr]dSCA_QjSdJfvlb bRAl=sF3TeqrZs

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6538 IN Data Raw: 5e a4 06 b4 16 5c d2 72 d3 dd 3b bb 60 e1 ea da 9a 4c ba a9 6c eb d4 04 f2 18 ec 2d 76 cb 0c d2 68 dc 62 d9 
85 99 15 ca 50 7c 0a 79 c1 2d 58 db 04 c4 fd dd 5d 6f f1 dd 8a 17 1e 8b 2a 4f 02 32 e7 94 2e 10 77 72 48 31 8c 12 bf c7 
d0 75 c6 a2 a9 21 9f 51 e3 1b 7b 17 f0 3b 8f ad 49 3f 0b 65 14 d0 7e ec 30 e2 e5 a4 86 6a 90 92 ae 4b 50 64 e3 97 23 e5 
9b db a3 f8 02 23 7b 1a 3a 09 34 5e 82 69 41 ee 88 a1 c3 eb 01 b4 f8 ae 9e b9 e3 4a ae 6c ea 8a f2 4c 2a ca 77 37 3b 9b 
db eb 3b fb 3f 78 78 bd 6b 46 9e dc 74 07 9c 14 1d a7 c0 80 d4 f1 be b3 52 34 3a ca f4 30 5e 44 ad 22 d0 02 94 6e 86 02 
43 1d 83 22 13 91 0c 0f 25 a4 4f ee 10 9a 35 59 ae cc bb e4 7c ab 15 16 be c3 31 c4 45 16 52 3c cc 3b e9 a2 83 41 2f 6b 
f6 94 38 4a 67 b2 51 ea b7 b4 14 0b 1b 46 d1 1a 21 5f 1e 
Data Ascii: ^\r;`Ll-vhbP|y-X]o*O2.wrH1u!Q{;I?e~0jKPd##{:4^iAJlL*w7;;?xxkFtR4:0^D"nC"%O5Y|1ER<;A/k8JgQF!_

2022-04-20 13:11:57 UTC 6539 IN Data Raw: 68 3f 6d bf 27 9a 78 2f 28 61 c2 81 4f 3a ef 39 91 4c 18 70 49 e7 7d c7 df ec 9e 4f 72 8a c1 c6 3a 7b 16 17 30 
2e c3 d5 bf f5 7b 68 47 1e 8d 10 b6 ad 33 25 24 c7 59 e4 8f 18 3a a6 fc c3 e0 39 a7 1c e0 b1 e3 53 f2 f6 88 57 08 7c 03 
55 61 ac b2 17 cf de 87 e7 70 d6 6a da ea f5 bb f0 f0 02 12 3e a8 08 09 cf 1e 48 45 71 8f 20 dd 95 f3 fe 16 c4 25 3c da f2 
1b 6c 85 3d c5 97 d7 a0 fe 2a f2 ce 26 39 ca ef 18 46 c9 12 8d 74 60 9d d0 91 35 5f 70 93 ce 3b 15 76 0b 58 48 19 0c 9c 
d8 86 89 1d fb 8b 45 f9 02 9e 92 99 7a bc 61 d9 a5 70 10 7c 10 36 90 f4 ee ef cb fe 39 08 22 67 c2 92 e0 0c da d3 bf 10 
4f 17 f8 e4 ce 86 a6 c4 9a c0 f5 fa 12 8a a7 7e 20 c4 c4 0d 67 1a 27 d1 25 43 d5 e5 df 10 85 95 92 33 9e 7d 85 67 54 ba 
35 c3 b0 a0 b8 ff b0 f9 b8 4a 8a 73 0c 89 c4 36 c6 
Data Ascii: h?m'x/(aO:9LpI}Or:{0.{hG3%$Y:9SW|Uapj>HEq %<l=*&9Ft`5_p;vXHEzap|69"gO~ g'%C3}gT5Js6

2022-04-20 13:11:57 UTC 6541 IN Data Raw: 30 8e 10 d8 47 2b 8c 1f 27 05 02 97 14 89 c6 61 de 4e db f9 f3 17 cf 12 52 13 99 87 cf 82 47 52 c0 ff 63 59 7f 
8c 56 7b 61 92 44 af f4 8b cc 2f e1 2f 61 1a fe 1c 7e 0c ff 19 fe 10 fe 1a fe 14 fe 26 c9 9c 79 2f a2 2b 98 b4 2b 1d ea e0 78 
f5 b5 72 12 56 c9 74 86 5c b4 5f c3 a6 a2 a4 9d eb 02 af d6 eb e0 80 fc b3 b0 04 b1 3f 93 7d ee 12 6c 41 fa 2e c1 05 1d df 
5a b2 90 f3 74 32 59 96 b2 03 2b ec 73 69 02 15 da e9 2e e7 d3 b3 65 ad c1 ef 0d 75 d0 89 fc 11 29 c8 de d0 9d a0 04 e1 
c6 7b 6d c3 05 b2 46 31 ab 5c 09 38 e8 c8 2d 16 a3 d5 86 da bf df 3d 16 f5 30 a9 d9 e9 10 3b 90 aa 27 6b e6 11 b2 29 d2 
6d 81 7b 12 f8 43 59 71 e6 41 e8 2b be 81 ac 4d 31 06 32 0b b1 33 74 56 35 13 10 03 48 50 f0 db 30 15 40 1c 89 01 c4 
11 84 85 6e 2c 5c f8 b0 1f 32 54 b1 7f a2 1a 81 
Data Ascii: 0G+'aNRGRcYV{aD//a~&y/++xrVt\_?}lA.Zt2Y+si.eu){mF1\8-=0;'k)m{CYqA+M123tV5HP0@n,\2T

2022-04-20 13:11:57 UTC 6542 IN Data Raw: b3 74 f5 f5 06 bf 6e 40 05 52 f3 01 f9 7b e1 df e8 46 45 70 f8 5f 02 c3 2e 6e 9d 4e 24 8d fa 20 2b a3 6e 18 b7 
ce 5d 04 39 72 ca be e8 a5 7d 52 23 67 e2 7d 4a aa 0e 63 ec ed 7b e7 db 1d 36 99 7b d1 9d 76 a4 84 65 7c b7 17 8d 96 
45 ac 91 69 37 d5 81 ea 12 af 28 d5 97 6d 82 b4 61 90 5f 64 ec 60 2e a6 c4 30 3f 7b 47 d7 f3 96 db 31 ae d5 c4 40 e8 dc 
47 8e 07 07 85 3d 43 7e 40 f9 c3 98 76 63 d2 5d 24 a1 b2 0e 18 df fc c3 7a 9b 75 55 01 91 fe c9 41 3d 19 2a 8f 8d ec c0 
bf 08 d6 8d 76 68 e3 8b ea ca 7b cd 7d d7 1d f5 91 c7 23 e7 ef ab 60 58 f5 b7 c2 cc 78 09 c7 93 ac ff 24 94 2a b6 4a dd 
3a 62 bc f3 c0 b8 74 74 55 75 a7 c9 2b ec 96 d8 4f 98 bc f2 ec b6 bd 25 cd 3b f5 04 15 bb 44 9e e5 d7 70 ae 09 37 82 e0 
b9 f9 8c 28 98 71 b3 52 f3 e9 d3 9f bb e3 04 a3 22 8d 12 
Data Ascii: tn@R{FEp_.nN$ +n]9r}R#g}Jc{6{ve|Ei7(ma_d`.0?{G1@G=C~@vc]$zuUA=*vh{}#`Xx$*J:bttUu+O%;Dp7(qR"

2022-04-20 13:11:57 UTC 6543 IN Data Raw: de 26 8d 99 62 e9 95 23 5a e5 83 d2 4f 43 9d cc df 06 56 3f 2c d8 cc 0d 97 2d 50 cf 2c 13 33 cb 9c 0c 46 d4 
1d f4 d2 02 c6 11 56 81 cd c2 b8 65 a6 28 e4 bb b0 51 d6 79 6c df 75 33 3b 56 96 6e 62 87 80 29 b9 31 02 78 78 b8 ba 
90 36 8b df 3a c4 d0 dd 1c ca 4e 2b 77 d4 56 3e a6 df 5c fa e6 7c 3a bd fd 85 df 51 43 2d c0 78 8d 9a 8c 81 a6 4a bf b9 
aa 23 ce 5a 3d a8 02 38 b8 d5 a1 a3 3c 2e 51 0c 1f 57 8f 0a 6d fa 60 23 a8 b8 c7 da 7a b2 c8 b1 b6 ac ce 9a 04 2d b5 ac 
82 f9 fb 31 62 e4 54 2e 5b ca 26 f0 27 83 54 85 01 ed 23 ba 92 a3 4b db 37 1c 72 ad de f0 62 4a 68 f7 c4 68 b7 5a 24 b6 
7d ae 65 bd ab 1b dc 5a 3d 7b 8f 11 ee 29 1f ab aa 4a 67 5f 41 fb 2c c3 63 bb 38 a3 ba 5c 1d a4 42 26 95 76 c4 71 b5 c7 
c6 5a 2b 10 f8 d7 88 34 77 20 d4 18 77 e2 6a bf c1 c3 b7 40 
Data Ascii: &b#ZOCV?,-P,3FVe(Qylu3;Vnb)1xx6:N+wV>\|:QC-xJ#Z=8<.QWm`#z-1bT.[&'T#K7rbJhhZ$}eZ={)Jg_A,c
8\B&vqZ+4w wj@

2022-04-20 13:11:57 UTC 6544 IN Data Raw: 01 23 3c f5 2f 68 68 8b a2 56 d6 19 d3 2c b7 d2 b2 c5 31 e0 c3 56 75 99 b4 18 30 79 6b 06 5b 4f 32 6e 55 79 
ab c6 41 99 1d 6f 0a 12 24 c3 10 16 ed 2d 5b 66 bb fc 80 e2 5b cb a6 f8 41 d7 e3 1c 70 ca a2 f1 e8 b8 7e 89 db 51 d5 a1 
d8 14 a7 52 9d 06 34 c1 8f 93 c1 20 87 6d 0d cd 12 14 c2 8c 30 ba c5 75 8a be e2 79 95 e3 81 52 1a d6 1b 16 2c a6 ac 
95 84 3a 7a b1 be e3 30 bb 33 f6 84 76 cc c9 04 06 6d 3e ba c4 03 2f fb c5 6c 01 6b f3 7e 49 80 97 4c b9 89 d3 1e ea 4d 
4a 4b 25 f8 45 75 bd ba 25 49 9a 79 2f b8 e4 d5 90 0d 37 02 33 03 17 c4 4e 1d 4e 90 94 03 0a dc 4c a1 e7 25 7c 42 de 
78 ea 6b 1b 99 cd c8 e4 70 53 78 27 e6 69 68 d4 36 cf ea f5 09 d6 58 2f a3 a1 fe 93 c8 21 2e 36 8a 90 56 03 e4 e6 6e e1 
de ae d4 44 5a 09 46 c0 98 87 9a 13 3f 18 d6 5a ac 5d e1 f6 1b 
Data Ascii: #</hhV,1Vu0yk[O2nUyAo$-[f[Ap~QR4 m0uyR,:z03vm>/lk~ILMJK%Eu%Iy/73NNL%|BxkpSx'ih6X/!.6VnDZF?Z]

2022-04-20 13:11:57 UTC 6546 IN Data Raw: 50 05 10 22 3f aa 6a 6b 0b 2f 5e 73 1e 0f 45 55 ff f4 69 b6 a6 0d b2 58 86 3d 31 cd 4b e6 d5 d8 d8 d8 3e 94 3e 
98 69 50 db c8 e5 89 c2 af ed f2 f2 48 91 06 8b 4c b4 48 1b 35 82 bf 5e d1 2e 0c 84 3e 3f 13 e4 cd 1b 87 61 8d 2b c4 74 
35 0e bb da 62 f8 8a 0d 37 cc ed 8d c8 3c e3 fa 5c 93 21 99 73 a8 07 00 d5 76 bd c0 69 dd c4 f6 26 e5 ff 8c 77 e6 03 bf 
5a ab 53 3b f4 e5 75 54 a3 78 de 38 6d 1f 95 36 52 e6 45 53 ed 5a 47 42 f5 91 3a 09 af b1 f0 5a a3 14 1e 24 45 54 6f c2 
a0 58 b3 1b 00 04 45 7a 18 7d 7b 2f 4e 48 2d 15 db 52 4a 61 f0 26 fe 32 c6 c0 2b 63 66 b2 16 33 47 9a 01 d3 7f 38 8a ac 
67 37 13 91 65 08 d7 90 4d a2 a2 b3 ea 68 f1 d7 b6 ad 94 6d a3 78 27 c6 ce a5 89 55 cc 5f e0 4d 02 d5 27 ac 55 e3 7c fa 
b6 88 2f 90 a4 de 16 f9 94 0b a8 be b8 7e d3 c9 0d 43 
Data Ascii: P"?jk/^sEUiX=1K>>iPHLH5^.>?a+t5b7<\!svi&wZS;uTx8m6RESZGB:Z$EToXEz}{/NH-RJa&2+cf3G8g7eMhm
x'U_M'U|/~C

2022-04-20 13:11:57 UTC 6547 IN Data Raw: 73 3a 82 21 33 a1 4f 7a d1 33 0d cd c6 64 66 c7 49 f2 73 1d f2 8b 60 95 76 6b 63 8a eb 8b 7c 35 2c c5 30 6c 
d8 f7 b5 a9 32 83 2b 99 9d 92 a7 22 8c ab 8d ac c9 68 d5 16 2e e0 69 1d 7f bd b7 d9 6c 35 c9 6d 27 47 fe b6 40 37 1b ca 
42 a9 2a e3 8b f4 c5 ab c1 67 15 85 6e 6d 8b d4 84 a6 c1 9b 20 aa 16 92 1c 01 6b c3 ae 6b 81 36 c1 a1 8c 65 15 a2 47 
75 7b 83 81 47 26 b6 6a 30 63 f0 fd fa 26 43 be 9d 15 03 81 b5 dc 58 6c 40 da 06 66 42 27 b9 5a a0 b2 5d d9 8c d0 66 93 
b7 04 50 6d d3 50 de df f5 e8 69 3c 61 18 13 6b 5b 04 7c bb f6 c0 d4 16 1f ae db 8a 33 52 75 21 d4 9f 1d e9 fb d9 f9 91 
b7 05 c6 19 b2 21 89 1b cc 92 2c e9 d5 c3 b1 96 79 2b 25 b7 99 6c 96 82 aa 3d 5b aa fa bd 2e 4d 8d 67 4c 63 4b cc 1b 
34 18 a7 86 32 95 02 ad e7 75 34 7a 9f b3 a7 51 13 9c fe b5 1b 
Data Ascii: s:!3Oz3dfIs`vkc|5,0l2+"h.il5m'G@7B*gnm kk6eGu{G&j0c&CXl@fB'Z]fPmPi<ak[|3Ru!!,y+%l=[.MgLcK42u4zQ

2022-04-20 13:11:57 UTC 6548 IN Data Raw: 3f 3c 0d b4 2e 12 13 3f 72 ba b6 ce 3e ef 60 44 a3 e9 c0 18 12 e9 55 05 df cf be d4 2e 66 28 cb 42 15 23 94 
e1 1c ca 1c ba a3 fd 68 7a c3 b7 90 f1 6f 14 90 e6 ad 93 16 3a 0c f6 a9 c6 b2 3e 17 29 08 6e 9c 22 7a 3b 05 4e 0f e2 fd 
68 b0 3f 9f de fc 54 0e 94 28 0d e0 71 b3 06 8b 71 c3 06 5f 16 4d 1a 34 eb 40 33 ea 1b bc da ac 97 5f a2 46 6f d7 61 48 
22 ec 78 a4 65 f1 d0 0b ff b8 76 06 e1 51 45 23 bc 57 5d 05 56 01 a0 aa 44 ab a2 79 59 01 d5 d8 b8 2f bb a0 f8 a3 2c 1c 
e8 95 64 fb bf 5f 07 53 d3 a8 e1 d1 5a 48 0a b3 ce 4d 69 ad 1d 43 ac 47 67 65 28 b1 6e f7 f3 69 e3 c6 3d af 11 58 3c ca 
65 88 6b 60 f9 69 5c 52 5a 7a d8 b0 bf 6b 74 b2 78 c5 a9 09 b3 19 14 7c 22 be d4 15 88 d5 31 b3 3b 53 0f 68 b2 2a a9 1d 
a0 e0 64 6e 8b 98 c1 a9 26 61 53 39 da 1f 87 8b 05 1d 84 
Data Ascii: ?<.?r>`DU.f(B#hzo:>)n"z;Nh?T(qq_M4@3_FoaH"xevQE#W]VDyY/,d_SZHMiCGge(ni=X<ek`i\RZzktx|"1;
Sh*dn&aS9

Timestamp
kBytes
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2022-04-20 13:11:57 UTC 6549 IN Data Raw: 0a 5c 4d d8 a1 a1 e7 0c d1 6f 15 b1 04 61 4c 4b ce a7 65 94 4c fb fd 3a 47 4b d5 83 d5 ec 0c c3 2a 98 4c 07 
29 27 0c 99 48 dd 16 ec 26 47 46 d6 e2 45 7a ea 09 5e 55 1f f6 59 05 b4 ea 54 37 be 20 d7 14 4a ab 0c 0c 8e a3 d1 87 
69 42 4b 6d 20 06 52 9a 9d 10 b8 01 07 0d 92 b6 29 37 b7 04 32 cb 94 2d 53 59 0e 73 1d 01 d8 0e c0 da 9c 5c 5b 46 b7 
4b a3 09 64 79 f9 ef 3d 49 6e aa c7 b6 2d c0 9b 41 2e e3 d5 f6 68 ae 05 7a 1b 52 bd 11 dc a6 5c de 8a 8c 6f 8d e2 12 c8 
35 0e ad dd 58 6e 0c 66 75 3b 52 53 0a 78 fd 21 d8 0e d8 5a e4 96 9d b7 bc 0e df 13 e7 7d 03 df c2 08 a3 11 37 37 83 90 
25 a2 c1 d1 a6 eb b2 6c 9b 66 7a 8b f0 34 46 6c 93 be 2d fa 10 95 dd 6d 3e ee db 25 6e 9b ae 43 11 3c f3 0e 83 7b 13 cf 
2d 58 df ed 83 2d e4 cf 96 a8 dd be a3 50 97 07 9b 4b f0 56 48 
Data Ascii: \MoaLKeL:GK*L)'H&GFEz^UYT7 JiBKm R)72-SYs\[FKdy=In-A.hzR\o5Xnfu;RSx!Z}77%lfz4Fl-m>%nC<{-X-
PKVH

2022-04-20 13:11:57 UTC 6551 IN Data Raw: 25 ce 85 52 00 a4 a5 11 b9 06 4c 6b c9 6a 81 32 2a fa 7a 55 89 df d7 22 b9 69 21 a6 29 dc 58 1b 41 f1 38 6e 
15 4d 9d 63 26 60 f6 fe 7d 13 44 ca 98 d5 1b a9 a2 da cd b5 b1 9b 6b 73 cb cb c5 b6 82 ac 78 14 ef 0d 65 ad d3 5a b6 31 
a4 ca 2e cd 46 a3 5b 58 a4 ba 36 25 ca 67 5b ca 76 54 6c 0d 4d f1 a8 de 03 b2 ea 43 6c b6 31 98 72 33 4d a3 91 34 97 df 
16 d3 60 d2 d8 0d 3c cf ba 70 8b 38 66 30 00 31 f5 16 46 eb 27 9e ed df cc e9 6c 66 f2 cb 1b 1e e8 5c 88 88 cd 24 3a c0 
05 9a 69 e9 39 d4 a9 4c 95 11 bd f9 c9 ca a5 94 c2 c3 d2 32 85 aa c6 fa fe 99 fa 6f d7 fa 48 41 15 38 ee e9 25 67 b2 d5 
7e 5b 22 af db 4a cc a1 86 af 6f 38 f6 79 80 85 47 53 f2 f9 7a 58 13 a2 b2 f2 6d 5a 32 34 1c 09 59 00 30 75 b4 7f aa 9c 5d 
cd 44 b3 18 72 72 ed d3 c9 35 5d fc 94 4e b6 d1 74 92 
Data Ascii: %RLkj2*zU"i!)XA8nMc&`}DksxeZ1.F[X6%g[vTlMCl1r3M4`<p8f01F'lf\$:i9L2oHA8%g~["Jo8yGSzXmZ24Y
0u]Drr5]Nt

2022-04-20 13:11:57 UTC 6552 IN Data Raw: 3d 81 c5 cf 61 f1 57 29 8e 0f 89 ac 5e d9 5e ca 63 90 3a da a1 41 70 12 d1 c5 c2 c6 e7 2b 85 b0 8f 25 8d e6 
e1 78 7a 1d 9a db 7d c2 fe 08 22 d2 56 08 c7 4f 90 c1 58 4a 9a 92 7b 8e f2 db 9d 80 22 71 7a be 8a 08 da 48 92 d4 db 8e 
7e c9 5b 2a 7d 9f 32 fe c2 2c 59 2e 41 c2 19 9f 3b 0f 1e cc e6 21 16 89 06 52 f8 69 27 98 8e df 40 40 c0 a2 83 e5 72 e7 
75 4f bf e5 26 5d c1 fe 3f 78 a0 3e 7b 8a 93 db 6d c3 38 d9 4e cf 73 5f c3 44 52 50 c0 83 55 7e da 0f c5 b4 7f ca ff f6 9e f1 
bf e9 0b e2 c1 1d 9f 75 6c 62 fa c8 6d 3e fb e4 64 e4 bd 4d 1a 3d 4b 1a c5 53 a5 49 3c c5 06 30 8f 33 af ff 5b 9f b0 5e 87 
1f 16 b2 60 ac f2 41 a8 d4 6b 7c 67 e0 da 41 32 48 a0 d9 2c 87 69 14 db d7 6f 92 31 be a7 8c 8a f6 6a f6 3e 68 89 4f 40 
77 87 c6 f1 dc b6 7c bc 0f 20 06 a0 00 40 00 38 
Data Ascii: =aW)^^c:Ap+%xz}"VOXJ{"qzH~[*}2,Y.A;!Ri'@@ruO&]?x>{m8Ns_DRPU~ulbm>dM=KSI<03[^`Ak|gA2H,io1
j>hO@w| @8

2022-04-20 13:11:57 UTC 6553 IN Data Raw: dc 15 fc 86 e8 f2 8c fa c3 de 07 f8 3d 5a 1c cf e7 f4 b6 77 ca 7e 7f 60 5a ba 37 a7 ec 8a ab ad de 5b 76 f1 69 
02 b1 2e 68 c8 a0 77 cb 9f 9e 8a cb 27 fc f2 a9 20 a7 47 f9 f5 19 47 b8 72 3a a3 49 7f 6a df 89 1c cc bf 45 b6 c8 2a 4c e8 
58 d0 24 80 a0 8a 2d a3 29 9d fe 70 43 67 d0 71 eb 01 95 4c b0 1e cc a7 d3 f8 03 f4 17 2e 74 83 29 74 f1 3c e4 7c ee 5a 
c7 16 97 00 3f ba 0a c2 ae 25 d8 61 91 1d 71 12 63 d4 6d 1f 90 d9 7c 34 9d 8f 40 4c 7f 38 38 20 60 0e 2e 55 5d 1a 60 54 
42 2e 85 31 21 cf c0 ed 7e 70 43 63 7f 78 32 8d f0 fc 48 7c 6b d0 d1 c8 5d 2e 07 e7 16 70 db 52 46 eb 2b 84 c2 3c 13 42 
af 51 47 f6 9e 81 91 7c d6 79 10 20 a9 d3 5b db 21 cf 84 95 06 6d f4 15 2c 22 e8 a2 af ce 33 88 cf 1e 4c c2 1b 78 7c 69 3f 
d3 02 72 df f5 20 e4 84 ce 84 73 a0 12 9b 92 00 
Data Ascii: =Zw~`Z7[vi.hw' GGr:IjE*LX$-)pCgqL.t)t<|Z?%aqcm|4@L88 `.U]`TB.1!~pCcx2H|k].pRF+<BQG|y [!m,"3Lx|i?r s

2022-04-20 13:11:57 UTC 6555 IN Data Raw: c1 7f 79 d3 07 a5 41 3e bb 6f a0 d1 b1 fb 79 b9 0c 59 76 10 24 b8 d7 77 db c7 bb bb cf c5 65 b2 18 13 81 72 
6b f7 b9 e5 e9 1d 2f 97 11 38 3f 98 9d 16 b7 96 4b fb d8 6d f7 91 ba 31 c8 3c a3 f9 58 92 f6 79 77 17 66 ef 0d d0 6d c1 cb 
f3 d8 72 08 52 ab dc e6 53 0b 3b f0 72 77 f7 19 92 f1 19 bc 8c c4 5c 75 5f 12 11 40 75 61 d6 a2 21 ef 0e 49 92 86 4f 47 
58 4b c7 6b 43 41 18 86 ee 84 88 45 a6 ee 8c cc 99 a9 e8 de b0 75 ba 88 fb 8f 81 6d a1 3f 60 91 cf c0 62 76 e7 51 da 47 
9d d3 ff 86 49 d1 27 9f 13 dd d7 ef 70 80 2b 0e 86 9b 62 01 28 03 47 be 0a 41 14 3a cb 3b 2c 0d 03 ef f4 55 0b dd ef 30 
92 e1 39 7b 2c b0 48 ac 44 c2 e8 c9 c6 80 13 45 d5 8c 11 9b 7d 26 77 ab 0c 30 9c d8 2f 8f 86 6c ad 07 64 89 0c dd cf dc 
4f 82 86 ec 2f 99 b9 39 8c 3c 6b 94 42 04 de 41 33 85 
Data Ascii: yA>oyYv$werk/8?Km1<XywfmrRS;rw\u_@ua!IOGXKkCAEum?`bvQGI'p+b(GA:;,U09{,HDE}&w0/ldO/9<kBA3

2022-04-20 13:11:57 UTC 6556 IN Data Raw: b2 1e cc 47 58 f7 8b f9 67 3d 7b 94 a6 74 b4 04 d2 68 f2 27 73 15 cc b9 a1 24 87 a4 27 e2 15 de 89 c5 17 f2 
55 c9 40 f8 c6 94 33 8b f7 7d 08 f7 c3 20 ad a7 54 6e a2 5d 93 49 36 18 44 9c f2 60 95 03 35 16 de 19 30 96 06 04 38 2e 
93 f7 93 5e bf c7 e0 4f dc 01 63 3d c6 23 93 14 2c d8 ab 89 eb d9 13 34 ce cc 6a f6 c1 67 57 0c 8e 3d 59 2e 7d a7 e3 0b 
13 c8 a7 35 55 6a 82 b9 68 dc c9 17 30 79 8b bd e6 a1 38 23 23 70 0f 7a 41 5a 0c 1a c8 62 d0 b1 4b cf 83 8b 1e 27 7a 9c 
74 0a 6f ba 77 e2 aa 9b de ef 4f e0 a2 3f 21 2a 26 f0 6f cc 08 80 ab 00 c6 c9 65 d1 12 69 c0 ac 33 4b 85 69 24 26 dd 54 
40 f9 a2 cf c9 43 06 98 82 8d 13 2f b1 b0 d6 3d 80 3e 83 54 a5 d0 7c 43 87 7d ec f0 c1 4f a2 a8 25 22 d8 cc e3 f0 07 0e 
03 e0 00 3f d8 35 f6 95 e5 62 25 49 62 f5 53 73 94 a3 bd 
Data Ascii: GXg={th's$'U@3} Tn]I6D`508.^Oc=#,4jgW=Y.}5Ujh0y8##pzAZbK'ztowO?!*&oei3Ki$&T@C/=>T|C}O%"?
5b%IbSs

2022-04-20 13:11:57 UTC 6557 IN Data Raw: a0 0f 06 28 17 64 a0 6c 73 80 69 48 26 2e db 0b 10 00 44 32 49 3d 0f 59 6e ea 26 85 ee 86 87 e4 00 db e4 8b 
59 d5 46 f9 a7 d8 6a a0 69 0d 46 08 ba 04 40 37 81 f8 54 7a 03 13 cc 64 28 db 25 51 64 8e 93 b8 f4 3a 53 55 a6 ea 0a af 
c3 6a dc 31 d7 9e fc 92 1e 04 75 bf da 38 c9 31 72 3b 56 23 b7 63 08 d9 10 f0 71 a2 15 d4 ac 7c 04 ee 72 40 22 2c 4d f3 
24 8b 31 a6 0e 38 03 7d f2 1b e6 7d 46 93 fe 68 32 e2 6b 3b 81 e2 c8 69 55 c0 6c 37 56 c1 33 17 37 1d ec 78 82 19 01 
db 73 d4 8b 5c c5 29 64 45 bf 10 8c f8 9d 4c c1 30 f4 15 78 ce 7e ba d1 ee 6e 90 6e 52 40 40 dd 68 b9 0c c4 2b b9 71 f2 
f3 83 fb 9d 5f 44 22 f1 0d a3 9a a8 04 7f c5 57 94 3f 61 9c fb 06 a2 de 63 54 a7 b9 e8 5c db dd 85 5e 50 ac ba 2d d7 ec 06
5a 6e 65 55 44 ec 42 b6 df 2c 97 1e 84 d5 c7 20 f2 6f 30 
Data Ascii: (dlsiH&.D2I=Yn&YFjiF@7Tzd(%Qd:SUj1u81r;V#cq|r@",M$18}}Fh2k;iUl7V37xs\)dEL0x~nnR@@h+q_D"W?
acT\^P-ZneUDB, o0

2022-04-20 13:11:57 UTC 6558 IN Data Raw: 65 1a 96 57 3e 53 38 b6 c8 62 3c 45 65 c8 8b ca 3e d8 e2 27 56 3d b3 1f e9 9c ea 8a 3b e4 2d ee 54 f7 f1 9f 
53 2c 75 56 32 ff 6f 21 aa 3a 4d b7 ae 77 e1 b9 fd d6 3d c5 b9 a8 6c 61 f7 f7 e0 b5 30 bf 7f bd 17 66 b6 af a7 cb 1b d8 66 
87 4d 6c d1 b8 60 3f 3b 22 42 3b 25 3c dc 33 3a 8f 6e d5 65 12 61 c3 59 52 14 ac ca 5b e2 2b 45 06 c0 a3 d1 18 dc 90 
17 ee 57 61 9d c9 bf 01 19 fc b1 c4 c9 90 30 df bf ba 4f 99 5e d1 cb ef f0 9e a3 2c 09 b7 21 02 05 2a 2f 85 0b c7 54 8f ba 
37 64 b9 fc 0a 41 07 d5 06 9f 85 ad c8 4e 16 91 3a 77 4f 5d cd 64 ca fb 7c 2f a7 b6 55 92 6d 76 7c 9a dd fd f8 94 18 76 53 
1e 18 76 6e 1e 70 39 e7 eb 73 89 3b f2 9b 7b 0b 3f a0 f3 63 4a 7e 07 8f b3 3c 8e 50 7c 22 0c 22 42 45 de 58 e7 61 08 9f 
ba e7 ef 49 ee c1 05 19 a1 56 7a ea 48 c3 f8 d4 61 
Data Ascii: eW>S8b<Ee>'V=;-TS,uV2o!:Mw=la0ffMl`?;"B;%<3:neaYR[+EWa0O^,!*/T7dAN:wO]d|/Umv|vSvnp9s;{?cJ~
<P|""BEXaIVzHa

2022-04-20 13:11:57 UTC 6560 IN Data Raw: f5 e4 5e ae 40 79 8c 6e 6f 90 cf 2b e0 6d c3 a9 08 00 8a 2f 3e 65 ce a2 64 67 ed 15 9c 8a c9 71 ff 2a 7f 99 cf 
be c4 da 34 8a 6b ad 55 f3 0e 65 7d ac e7 7f c6 a6 fc cf 6b 36 00 b7 ee d7 64 2b 14 9a a9 01 1f 97 33 50 65 be 92 b4 da 
dd 3d e4 e7 d5 a6 b7 92 0d 4b cb e5 6d b2 e1 c2 f6 9d 23 bf 7b 6b 2c 3b 4e cd 6d 5a 21 f6 4e 94 8b 10 76 54 31 4d 2a 11 
93 9a 0f a7 fb 33 ab e0 2c 72 6b 5e 2e f8 b1 2f a5 f5 14 9a a3 52 51 d0 2e fd 0f ed d0 02 fd dc 1c b6 ad e8 03 ef aa 6f 2a 
17 c4 4a 19 82 47 68 8a d3 62 
Data Ascii: ^@yno+m/>edgq*4kUe}k6d+3Pe=Km#{k,;NmZ!NvT1M*3,rk^./RQ.o*JGhb

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 144 of 324



2022-04-20 13:11:57 UTC 6560 IN Data Raw: 92 58 ee 52 2d 84 be bc 20 57 2e 1e 39 3b 0f 07 a3 05 38 20 61 90 46 3d e7 63 50 00 78 3e 07 fc e0 47 a7 b2 
3a 1d b6 c2 7e 05 36 05 ef b3 8d 3d 49 1d 1f 07 fb c9 0e 0c cc 27 78 08 d2 75 f6 a0 85 6c e5 da 18 5e bc 56 dc 9a af a2 
61 1f eb 61 85 af 11 48 5f 43 56 40 75 41 33 c0 2c e5 a3 d8 c7 51 0c 2f 34 a7 43 d9 29 89 6f 3e 23 4f b2 6f 24 e7 78 ca 37 
32 cf d5 03 3b f9 2b 0c c4 8e 7e 90 33 7b 10 5e ac 92 2a d4 1e cb 7a 53 3e 75 99 7f 88 79 f0 27 54 6a a1 c4 53 14 2a 89 
68 07 76 fa 0e e5 26 21 4c f3 eb 4f d8 b6 8e 64 6f 82 9c 48 6a 19 8a c2 31 7e de 07 53 e4 fd 54 9c fa 72 5b 48 1f 8b 46 
87 bb bb 83 cc 29 23 72 9f 4e fb 90 e8 c9 ff 90 65 9b 41 ed d8 97 cb e5 6b ac e4 24 03 ed dc 00 47 9e f6 8b 3a d5 cf 55 
02 f6 cd 95 80 7d 59 09 c8 8f df f9 8a ab d0 bc 13 0a 
Data Ascii: XR- W.9;8 aF=cPx>G:~6=I'xul^VaaH_CV@uA3,Q/4C)o>#Oo$x72;+~3{^*zS>uy'TjS*hv&!LOdoHj1~STr[H
F)#rNeAk$G:U}Y

2022-04-20 13:11:57 UTC 6561 IN Data Raw: d3 2f e8 0c db de 72 89 67 4f 5a f8 15 36 fc c2 a6 fa 90 1e a5 ef 76 ad 39 0d 46 53 bc bd 93 6b 94 3c 82 16 fc 
37 be 3e 19 70 7f 1b 5e 94 87 fb 79 74 2e 4f 19 5e 44 cc fd 91 8d f0 65 fc 16 88 e9 48 68 31 32 dd 74 10 92 23 a0 1f 1d 
1c 10 b4 dc a3 48 d9 05 1b a0 62 e6 81 75 64 8f d3 2c da 1d 6e aa 52 5f c3 95 9c 89 32 7a e3 d4 fd 98 74 1e 8c 11 17 9b 
54 ca 37 81 78 6a 92 8f 82 3e 07 06 fc 74 7f d7 85 a6 d7 a3 f0 86 b5 d4 86 a5 a8 65 1b 5a 8c 16 67 e3 59 7c 6b 6b 8d 79 
3a 16 8f c9 b5 a4 02 c6 d5 a2 e4 a7 cf 56 20 45 b6 26 94 d9 1a 31 02 fc 22 1d 40 3c e3 c3 77 b0 44 4a 91 29 0c d2 bd 2c 
3d 96 62 49 04 92 dd dd 9d 40 da a9 31 49 65 21 3c 1a 76 23 16 ef 4a b0 29 75 07 8e 9e d9 e1 63 6c 26 43 8a 03 4f e4 
c8 29 63 25 46 48 ee e6 fa ec b6 35 1e 32 96 8f f1 34 21 
Data Ascii: /rgOZ6v9FSk<7>p^yt.O^DeHh12t#Hbud,nR_2ztT7xj>teZgY|kky:V E&1"@<wDJ),=bI@1Ie!<v#J)ucl&CO)
c%FH524!

2022-04-20 13:11:57 UTC 6562 IN Data Raw: c7 85 1d 6b 8c d5 02 c6 72 28 b0 65 bb 1f 53 25 f7 7b 81 6f 3f 18 3d 53 73 7c 23 da 87 57 d6 fd 0f fb 54 31 97 
25 08 7f a8 f5 67 43 82 4a d2 8f 08 59 1b 2e 7b 7b 2e 94 60 65 d4 8c de f3 e4 28 86 79 ac 54 4d 7a a4 8f 5c a1 b1 c4 1b 
82 c9 e1 2a 38 40 f6 6b 2e cf c2 cd 93 f4 34 80 e5 3f 81 38 24 47 c6 0f 61 43 1c e7 ff ed ab 21 ce 7c ce 52 d1 d0 40 d1 e5 
df 91 8a ec 4c 6e cb 58 6f df 52 96 fd 4c 4f da c1 b0 44 1b 4f c2 16 c0 5d a8 fe 03 19 58 45 e2 c0 7f e2 5a ae c1 3a 8a 00 
69 51 a0 bb 83 01 e5 4d 32 cf 6e af 88 8f ca 3a 7f b1 27 ee 2e e6 c7 e8 af 95 2b 41 cb 84 4b f9 97 72 d8 ed 60 03 68 38 
0a 7d 85 cf 8c a5 2f 81 2d fd dd 86 2e c9 36 5b 7a 7f 7f 4a f3 07 6b 16 77 52 b7 5f 10 f8 71 83 d3 7e 44 8f 2a bd 68 53 91 
5d 1f 04 65 a7 19 97 6c 27 33 89 2d c2 9d d1 
Data Ascii: kr(eS%{o?=Ss|#WT1%gCJY.{{.`e(yTMz\*8@k.4?8$GaC!|R@LnXoRLODO]XEZ:iQM2n:'.+AKr`h8}/-.6[zJk
wR_q~D*hS]el'3-

2022-04-20 13:11:57 UTC 6564 IN Data Raw: 09 bd 5b 77 cf f6 1d e0 d9 a3 3b f3 0b a9 dd 99 5f 23 39 76 c7 01 42 b2 4a 0c d2 77 b3 05 b2 b1 ba f4 ef 1e 1f 
33 fd a8 a0 84 c0 ef 5b e3 d9 7d 9a db 4d 52 0d 56 73 2f 2c 6b 55 90 12 94 5f cd 55 9d 5c 1f dc 00 d7 da 40 8f f1 0c 10 51 
a1 5d 75 bf bb f6 90 72 e1 e3 a3 fc 56 d6 b0 06 ad 82 e5 f5 ba 90 00 4e 5d d0 6d a9 54 76 b0 45 1c 97 b2 ae d7 75 f1 e1 
f1 f1 d6 f7 9c bd 03 13 e8 fe c8 be 76 6e 4a 25 fc 0f 62 8e f3 76 84 3c 48 3d b2 4d fc 58 63 3f 20 6f 6b f4 17 24 fc 9c a4 fa 
27 de f6 6c 64 6f 5b 92 6d 92 60 93 e5 9a 89 c8 b2 f3 25 dd d6 f8 91 60 e6 48 ae 32 dc 01 4f 2c 40 6e d2 9f c7 c7 3b 18 
58 ff ae 2a 5e 61 62 60 8f 40 ba 41 68 4a cf e9 6f d5 85 eb 00 e3 66 52 68 3e 3a f5 f8 5f 7c 33 55 e6 aa 3d 18 76 7a 5d f3 
fa d0 78 79 53 bf 2f 6b 8a 8f 9a a1 48 d4 
Data Ascii: [w;_#9vBJw3[}MRVs/,kU_U\@Q]urVN]mTvEuvnJ%bv<H=MXc? ok$'ldo[m`%`H2O,@n;X*^ab`@AhJofRh>:_|
3U=vz]xyS/kH

2022-04-20 13:11:57 UTC 6565 IN Data Raw: 65 3a 10 85 ff 38 df c2 f8 9f 40 8b 8d 02 db d4 34 03 8d 01 66 00 3c 3f 34 5c f3 a0 ee be 71 ea 6e a5 a2 db 15 
93 5c bb 37 95 b2 fb c6 12 4e 2c 0b 12 6a ac 92 06 33 fe 68 57 6d b0 36 9c 1b 06 e8 31 76 fc 38 03 64 23 08 d0 b1 e0 2f 
25 38 17 69 53 21 f6 a6 1c 97 b5 13 10 27 80 56 30 ab c9 91 56 43 8b a6 a6 69 ba f1 24 43 f6 10 0c 1b a6 a5 c3 44 9d 2e 
01 dd 6f 13 7b 76 94 d6 47 73 f2 f1 ba 69 9e 6d 2d 5d 28 32 b0 22 34 02 12 b5 80 0e 1e 98 6b 91 d7 e0 28 1a 02 4d af 11 
63 0a 88 9e 02 a2 a7 80 e8 29 7a 67 dc 52 89 3b e8 6c c3 bd 9e de 18 53 83 80 55 e9 67 ac a9 68 ec a2 f6 9c 27 b4 c7 
06 d6 a6 03 0b 04 ed 62 93 4e d4 24 d3 f8 0c 07 46 d7 70 a1 5d 9d 9b 54 2e b7 7a 9f 1f 32 64 36 e9 ff 15 31 5f 94 5e 4c 
8d 6f f0 fb 06 7e d7 f0 fb 16 7e 03 f8 d5 e0 37 84 df 5f 
Data Ascii: e:8@4f<?4\qn\7N,j3hWm61v8d#/%8iS!'V0VCi$CD.o{vGsim-](2"4k(Mc)zgR;lSUgh'bN$Fp]T.z2d61_^Lo~~7_

2022-04-20 13:11:57 UTC 6566 IN Data Raw: 62 ac 44 cb 84 9b 9a 62 2c dd ef e1 9a a0 77 37 d7 f1 1a 63 36 eb 04 9e a4 4c d4 a9 b2 f3 8e cf ca ff 95 de b3 
92 03 37 58 81 48 4c d9 72 d3 34 12 4e d2 48 60 14 6e c7 ce 6e fb 48 ce cf 3d 52 80 24 8a 62 4e 04 35 3b 42 55 c7 89 
dc e7 c2 ff e5 b9 81 99 8c 45 5a c8 99 d7 09 a7 58 35 f2 da 25 9d 65 d5 c8 6f 77 23 58 49 6e 79 c4 e0 11 fc e4 c4 a3 6f 
72 c4 2d a7 1b 34 1c 63 d2 e6 1e 14 61 ef 37 23 17 57 dc 67 e7 68 ff b0 e6 64 a2 00 74 d0 a3 4c ee 11 d6 59 73 f3 ac 78 
25 15 9e a4 07 e0 3e 3b 00 c2 27 4d 2c 17 fd e0 04 08 ef 96 54 43 a8 0b 04 34 4c f7 a8 bc 93 38 34 57 d2 30 11 ad 59 21 
b2 57 c4 e0 6a 0b 08 c3 54 ee 37 99 dc df 08 57 6c b2 99 df 66 32 af 09 57 7d 32 99 41 66 a7 33 07 24 52 8e b2 75 ff 92 
a9 3b c4 ec ff 78 f5 87 2a 37 5a 49 99 02 1b 5a e0 00 f3 
Data Ascii: bDb,w7c6L7XHLr4NH`nnH=R$bN5;BUEZX5%eow#XInyor-4ca7#WghdtLYsx%>;'M,TC4L84W0Y!Wj
T7Wlf2W}2Af3$Ru;x*7ZIZ

2022-04-20 13:11:57 UTC 6567 IN Data Raw: a0 ce 0b 94 91 40 87 9d 51 e3 1c c9 34 f1 5e 38 48 27 30 21 9e a2 17 ca b3 4f c8 c2 9b df ab f0 72 a6 c4 4b 
87 8e 56 72 84 8e 7b e7 28 bd e0 3f 7b 1e 23 14 30 6b 6a d2 0b 48 15 9e c8 df 9f 02 e3 30 bc 9f 2b c7 ac 93 36 a2 59 72 
0f 80 3b ef bc a7 a2 f3 7d 9b c6 e2 d9 2b 7f 00 01 d6 3b 3f 47 c2 67 bf b8 9e 43 a4 88 a7 3c c0 2e 03 f5 ca 00 d1 b2 0a 
59 ab ac fd c4 3d 6f e8 47 50 5a 69 9c 53 dc 90 d9 67 4a 17 82 a8 5c d5 64 f8 57 9b ec a3 62 bc a3 b9 50 d9 dc ed 5f 6e 
0e 74 8d 1d ad dd 2a 5b 6b 5a bb 5a e3 f6 69 34 0d 9b 3c c3 1a 23 3d 68 3f ee 82 67 08 a6 c0 0e 78 9a 6a 82 6b fe d5 ee 
a3 99 be ab 39 65 f7 47 8a 85 9a dc 87 21 3c 1d 4f 6a 9c 59 e2 3b 9a 1f a9 7b bb 52 b4 4f 17 26 6b b8 16 4b 4b 78 e7 3a 
8e 79 90 70 88 43 82 b4 a0 92 ae 21 16 7e 0c ea 37 a1 4c 
Data Ascii: @Q4^8H'0!OrKVr{(?{#0kjH0+6Yr;}+;?GgC<.Y=oGPZiSgJ\dWbP_nt*[kZZi4<#=h?gxjk9eG!<OjY;{RO&kKK
x:ypC!~7L

2022-04-20 13:11:57 UTC 6569 IN Data Raw: 7d 98 7f 5e b6 2f db 63 c9 1f 1c bb 7f 53 ae 48 69 a9 31 4c 50 d1 99 0b 74 ae ec e0 aa 3f 31 fd ad a3 38 bf 42 
3f fa 50 ed 9d 9c e4 38 bf d5 5e 1a 3a 27 16 78 6e 6f d5 6b 74 14 9a 80 dc eb 4e 77 d8 1e 8c fe 62 bf d3 c4 e7 2d 71 63 
e0 b1 8b a3 59 3c c5 d3 cc 38 d1 ef 8a 18 dd 29 27 fc ef 05 63 79 d9 6f 35 46 ed bf df ab a2 3e 5c ae d0 11 53 d4 87 ef 6a 
6e be c8 30 73 6e 17 d2 88 fe b2 59 ac 12 5e ff a4 af 75 47 7f 77 f5 e6 1d d4 ba a3 1b 17 ca c5 3d d9 68 d2 93 7b 21 31 
c9 df 03 7c 48 4f 14 e3 a7 5d ed e8 41 43 6d 0a dd 17 f0 c8 a0 7d d1 bb fa 49 6a a2 21 8a 9f a6 a7 01 dd 37 53 44 4f f7 
4a 9e f8 51 d8 8b de a0 d5 1e fc 27 ba f1 f3 cc 3e 70 fd b5 e3 ae 8b 7a f6 43 3d 40 1f b3 87 66 31 10 a2 f9 3c 32 ac 10 60 
3e 51 af fc 80 ee fa 88 96 d9 27 03 04 bc 93 c1 
Data Ascii: }^/cSHi1LPt?18B?P8^:'xnoktNwb-qcY<8)'cyo5F>\Sjn0snY^uGw=h{!1|HO]ACm}Ij!7SDOJQ'>pzC=@f1<2`>Q'

2022-04-20 13:11:57 UTC 6570 IN Data Raw: f5 da ba 01 4b 26 47 04 fc 60 84 43 cf d3 93 e2 14 d3 a3 29 8f 6b b0 a3 d2 77 8c da 6e 83 e8 a9 32 f0 82 53 
dc c8 ef ba 77 cc ad 58 34 34 45 d4 70 62 27 9c 83 e2 6c cc 37 3b 1c 4b 89 43 33 0b 18 9c 55 10 f0 a2 05 d0 9e 14 51 9a 
63 cb 0e 75 18 ff 8c 17 4d e9 46 e3 67 03 94 4a 07 6f b8 63 8a d1 27 31 cb df cb fa 73 9e f4 e2 b0 fd aa 9e dd fe 54 c9 78 
ef 7e 95 9d 83 a5 12 0e fd be 19 a7 44 d1 90 52 89 bc 55 26 e3 c1 3e ca 0f 65 a2 4a d7 eb 07 6f 09 fd 78 20 dd 15 c4 1f 
d2 e0 16 b2 ff d4 0d db 01 10 1e c1 53 0b bd 42 ab c8 29 1a 13 4b 39 26 92 a7 ae 54 8a ee 0d 48 7f ca c4 30 74 b9 57 7f 
61 5c 8f 0a 5b a8 a4 87 bc 56 58 e4 09 fe b6 08 a3 71 34 a6 08 6b 45 e3 44 fe 53 78 15 51 a3 ff 2e 6e 45 2b 3f 89 5f 51 
ec a7 71 1c c5 c2 8a b0 58 84 67 5b 89 e7 8c f7 38 8d 
Data Ascii: K&G`C)kwn2SwX44Epb'l7;KC3UQcuMFgJoc'1sTx~DRU&>eJox SB)K9&TH0tWa\[VXq4kEDSxQ.nE+?
_QqXg[8

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6571 IN Data Raw: 9f 97 c9 5b 9d 2e 97 60 9c 2e f7 96 f4 14 12 bc aa 29 2a 2d dd 0f 89 0e 14 e7 8d 5d 77 2a 26 16 a7 2c 13 c6 
b7 2c 5e 3b 37 86 f4 52 39 bc d1 b7 22 62 4b f4 34 fd 9c d3 4b 9f 2e e0 8b 81 77 17 7a b8 23 02 d0 01 e8 e1 cd 08 b0 9d 
4a 25 6e cc a6 8d a0 2f 96 3e 8a 98 30 56 e5 30 7a 88 b2 82 59 c6 2e a1 3c 97 68 fe bd 4c 63 17 54 5c c6 fd 43 67 8a 01 
64 19 c5 8d 05 08 40 55 3a a9 ae 36 c1 8c 09 58 72 cd be 5f 5b 37 37 52 6c 2e d1 92 3d c7 f3 9d b2 d7 0a 8a 91 8b c6 2b 
d1 94 89 07 e3 9c 67 64 b4 ea a2 aa 2e 87 05 e8 e8 a8 ec b8 73 37 74 f7 38 74 e4 86 59 da 93 e7 cf d9 c3 b4 52 31 12 
ed bc 7d f9 2b cb 51 2a 71 2c 18 fb 07 7a 6d 9f 5f ec 78 91 61 fd ea 84 de 4a 22 f8 30 ba 77 92 71 31 a2 2c fe 5a 17 2b 
6b 08 45 51 bd 0b c5 09 58 5e 18 cc 84 14 1b 18 d5 74 74 ca 
Data Ascii: [.`.)*-]w*&,,^;7R9"bK4K.wz#J%n/>0V0zY.<hLcT\Cgd@U:6Xr_[77Rl.=+gd.s7t8tYR1}+Q*q,zm_xaJ"0w
q1,Z+kEQX^tt

2022-04-20 13:11:57 UTC 6573 IN Data Raw: da 29 1d 43 a8 e0 59 92 fb 47 2a 15 47 d8 27 13 78 da 1a 97 59 81 27 54 7b 82 aa bd 00 09 2c 90 28 02 6d 
38 7c dd 02 a8 ec 6d 02 f6 6d 54 83 ab 3f 70 43 05 3e 5e bb b1 c7 a5 a2 fd 03 7b 44 8b 45 fb ae 6f b6 60 0b 8a ec d8 9a 
30 51 8c 0f b9 7a d1 b5 15 57 4a ef 8f 8e 94 23 5b 8e c5 5b d2 8b 61 cb c1 75 4b 7a c1 1b 13 0d 3b 1d af 34 ad 74 8a 61 
d7 b3 7b 44 ec b2 25 3b e2 38 47 5b f2 22 01 9e 4a 97 02 18 71 ad 92 c1 8d 26 ad a5 6b 14 2f 1a de ce 69 f3 a8 bf c5 51 
9c 90 23 80 5e d7 bc 42 af 85 8b 54 35 c3 ed d1 2e ee 92 3e 88 15 6f bd f6 cc 4a 29 d4 65 6a 99 a1 39 4d 6f dd 96 ee e8 
4e a2 13 67 b4 2b 35 e6 ad d4 50 5a a9 a1 34 a8 ba 72 6d df d4 61 72 28 e7 6d b9 b0 52 28 4b d6 a1 1b ac 0a 30 eb e8 
5d 98 49 e0 a0 0b 84 57 43 79 c0 41 46 36 f1 2e f4 e4 8e 15 3a 
Data Ascii: )CYG*G'xY'T{,(m8|mmT?pC>^{DEo`0QzWJ#[[auKz;4ta{D%;8G["Jq&k/iQ#^BT5.>oJ)ej9MoNg+5PZ4rmar(
mR(K0]IWCyAF6.:

2022-04-20 13:11:57 UTC 6574 IN Data Raw: 21 2c 07 54 b6 b8 2a bd 3e 45 1d ce 9c d6 77 e8 14 0f 6c c2 47 c5 22 ee e8 e5 f5 fc 06 fa 8a 3f e6 4c df 02 2a 
a0 26 72 03 5a 0a 47 39 43 b5 15 a3 da 7c f6 8a 55 b5 a6 aa bc b1 31 cb ae e9 54 0e 63 5f e0 91 45 23 73 b5 83 fa dc 04 
35 c5 a9 bc 4c 7d 7b 89 df 66 e6 fa ed db 97 f5 b5 59 5e 97 5e e9 6f de bc 7e dc bc 7d fb ba 0e d5 6d 4a 87 bf 41 c2 cb 
c7 f9 db b7 bf 83 16 62 fe fe aa 0e dc 5e 9e 9b bf bf 36 5c 78 d8 c0 03 f4 d9 e6 51 0e e8 90 41 ae d7 f8 6f 73 03 14 07 d6 
2f 74 07 1f f4 2d 50 24 b7 83 e1 25 39 f3 7e c9 d0 1f a9 be cf 99 5e de c7 61 e6 f7 65 4a 15 1a b3 9d 21 53 94 2b ce 13 
0d 4c 1c 8e 8e 83 59 68 f0 45 d1 66 23 0e 78 56 74 4b 74 c8 91 d5 04 4a fd 18 ff 92 22 90 9c 74 31 67 4a 9f f8 aa 38 9b 
50 c4 14 e6 96 42 bd 11 d0 f3 7a 34 9f 86 46 a0 5f 
Data Ascii: !,T*>EwlG"?L*&rZG9C|U1Tc_E#s5L}{fY^^o~}mJAb^6\xQAos/t-P$%9~^aeJ!S+LYhEf#xVtKtJ"t1gJ8PBz4F_

2022-04-20 13:11:57 UTC 6575 IN Data Raw: bd 34 34 d4 8e 65 52 d3 2e 0d c3 03 0e 98 2f 40 ec 6b c3 78 23 10 26 e4 82 6f a9 b8 73 66 d6 5f a8 76 e9 b1 
71 8e 19 a2 55 a9 d4 57 7c 77 37 73 8f c8 a2 62 aa 3f b8 d5 d6 f3 e7 f5 29 0b 21 51 31 39 95 a7 d1 28 87 43 d3 b3 7e d8 
c4 45 54 49 de 55 2f 3c 60 30 b2 7b 18 23 d0 d8 f7 28 fb 5c 7f 98 55 3b 04 7e eb f4 30 21 31 d3 d1 f2 9c ca 57 f9 47 83 
3b 6c 09 91 cd 63 d1 18 d4 70 52 2e 6b 33 1b be 4a 88 d8 78 f7 5b 9d ee 8c 73 12 c0 cd 79 6c b1 54 3a 34 4d f1 c2 cd 9c 
23 b7 54 02 13 85 27 5e 1f dc 80 34 9a ff 95 39 6b 5a 2a 4d a1 31 e8 35 76 0a ed b4 ab 84 99 96 d9 50 a9 da 21 9b d8 ce 
fc 21 b1 3e e7 f6 e5 78 21 22 de d1 bc a0 dc e6 97 6e 48 a7 55 f4 c5 ea 9f f4 09 48 71 b9 a5 d3 a4 07 47 f3 c8 3a 25 61 
60 1f 95 97 9f 92 43 ae 80 16 8a a8 9e a3 32 05 56 25 a3 
Data Ascii: 44eR./@kx#&osf_vqUW|w7sb?)!Q19(C~ETIU/<`0{#(\U;~0!1WG;lcpR.k3Jx[sylT:4M#T'^49kZ*M15vP!!>
x!"nHUHqG:%a`C2V%

2022-04-20 13:11:57 UTC 6576 IN Data Raw: 03 30 51 28 20 4d dd 26 77 9c aa b5 a9 ac 35 5b a9 a8 ae c5 16 45 ab 2e aa 6b a6 aa de 2c dd c0 26 2b 55 
24 18 35 f9 78 39 a1 56 d2 f4 23 cd f1 6d b6 6e 8c 6e b3 6f e3 20 d4 4e e8 7f 92 01 48 54 9d 04 40 a4 a6 d0 1f 34 a2 20 
d0 fe 61 46 14 c5 5f 53 e8 8f 3f 24 eb 1b d2 40 6d 82 c9 26 89 e5 f9 74 a7 5f a2 40 92 ef b0 82 83 7c 10 99 99 40 4c 76 
cd 72 75 3c f6 97 a7 4d c8 d5 58 79 51 ae 7a ce 02 3e 0c 2c a2 86 40 23 1d b8 81 3e c4 d5 cd 02 b3 55 1a 81 a5 66 d0 
51 12 fc 32 28 90 bc 3d 60 22 ba da 2f d2 cc b4 ec e5 f5 13 62 ec 1f ea 46 6e 89 56 ef 82 df ab 7d 4e 17 01 ab 4a eb 75 
ea 89 e7 bb 17 41 6a fd 3f 50 4b 07 08 ae 1a bc c5 0d 37 00 00 15 c4 00 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 0
0 00 00 00 00 00 00 00 00 00 00 00 09 00 00 00 63 6f 6d 6d 6f 6e 
Data Ascii: 0Q( M&w5[E.k,&+U$5x9V#mnno NHT@4 aF_S?$@m&t_@|@Lvru<MXyQz>,@#>UfQ2(=`"/bFnV}NJuAj?
PK7PK)Qcommon

2022-04-20 13:11:57 UTC 6578 IN Data Raw: 5a 4e 9a 60 2d 40 5a 09 01 f1 4b ba 44 33 13 29 7d c6 71 7a 42 ed 90 92 d4 ae 77 5b 82 71 44 75 05 aa b0 82 
0a a9 55 e8 1e 80 1b 86 37 a1 c6 84 f2 36 38 94 5a 39 86 b8 c8 97 1c 03 c1 5f d4 06 1c 76 31 65 85 a0 92 93 07 99 1d 
b0 f4 e8 6a 9a cb 2b af 25 93 80 e6 51 5c b1 80 4c 34 ca 35 30 14 97 78 46 c6 07 43 81 ca d8 48 6a 60 0e af 81 f3 95 13 
81 ed 46 55 44 e2 7c 22 82 45 b1 f8 d3 8e 8d 00 13 cf 23 fb 32 0a bd 56 d7 92 9c 4b 16 19 db fc 67 62 cb 8c 37 e2 fd 9c 
d7 cc 48 44 eb 3b 8b 76 a2 66 de f2 96 4d c5 7e c5 35 a4 63 40 16 ef a6 15 cf a7 53 60 69 1a 82 1f c6 d5 cd ac a9 ba 0e 
f3 4a eb 72 9c 40 97 f8 12 cf ea b2 06 85 61 dd ee b9 a6 43 3e 4c 10 67 a1 cd 00 36 ee 04 c4 bb ce b8 d6 b2 c0 99 e5 e6 
a1 05 91 85 e4 4f 82 42 00 42 70 d7 4b bb 2e 51 62 27 ae c4 
Data Ascii: ZN`-@ZKD3)}qzBw[qDuU768Z9_v1ej+%Q\L450xFCHj`FUD|"E#2VKgb7HD;vfM~5c@S`iJr@aC>Lg
6OBBpK.Qb'

2022-04-20 13:11:57 UTC 6579 IN Data Raw: 6f dd 5e 91 59 18 ca 74 a3 03 af ec fa 08 b4 b3 29 4d c3 4b d6 72 23 0f a8 52 ff da 3e a1 e6 b5 7d 5a a8 d2 d7 
72 40 9c 46 aa 8b f4 a9 4e ac 04 49 ba 17 dc 7b ab e0 ee d9 6b ae a8 02 eb eb 71 4b 82 ec df 53 3a af c3 94 9b 11 3d 84 
d3 67 e4 01 29 03 da 7b b5 58 2c 41 b7 8d 24 0a f3 41 3a b9 9b d2 8a b9 5c 59 14 e4 7b 61 5f 55 2c 31 05 19 71 3b ec 
9a b9 27 9c fc 2f 16 ea 9b ae 61 0b 5a 1b eb 2b c6 5c 2b 27 3c c0 22 3c ec 11 91 05 f8 a7 65 e4 19 8b 85 a0 b9 c0 d4 1c 
90 c9 bd e1 c6 06 fe 5d 5f b6 c2 43 6a 1f 4d bd de d0 14 3f f6 6d 66 f2 5f a0 32 af 6a d3 53 24 07 d8 cb ae a2 ec 2b 3a f1 
92 92 ac 6a fe 9c bc bb ab 6d 01 19 f9 d2 48 d9 a8 b4 bd c2 ce 9d 30 5b fc 00 13 e3 c6 fc 4e fe 7a 9b 59 e2 11 10 25 49 
6d e5 b9 9e d7 99 30 2f a4 f6 52 0a 2f c7 cd 1b d1 79 
Data Ascii: o^Yt)MKr#R>}Zr@FNI{kqKS:=g){X,A$A:\Y{a_U,1q;'/aZ+\+'<"<e]_CjM?mf_2jS$+:jmH0[NzY%Im0/R/y

2022-04-20 13:11:57 UTC 6580 IN Data Raw: 0c 62 60 bd 2c 4a b3 0d 87 42 bc 28 8e 68 bb 0a 01 40 2b 0e 62 20 2c 33 60 70 ec 24 a5 ee c5 69 0c 02 9b 
b1 22 5d 50 9f 6d 79 d0 27 69 8b 5c a6 4e 82 c5 2c 84 27 ef 96 bf da 80 4b 34 4f 91 92 9a 2d 15 50 8a 02 f6 2b 7d db 11 
0b 0d 9a b4 3a 9b 29 20 b9 ad ed cc 01 23 26 3c 5f e3 53 78 e5 f0 9f 9d 3a eb 54 94 b7 df 12 c5 0b c2 b5 35 8d a0 9e 95 
7b c1 e0 86 b3 d8 0b cf 82 7d 66 b8 6d 9b 0e d8 b0 ad b3 c2 49 a1 ef 40 82 29 1a d9 56 69 ae db 46 67 1b 3e e4 1d 87 
c3 60 67 79 bc db 49 82 07 99 d1 54 19 f2 eb e5 ad 2f 4c 19 52 dd 2d 2b b5 7c be cf 34 61 fb bf f5 40 00 31 71 7b 58 f7 b7 
47 90 c7 46 56 1e 91 ec 38 ba 06 fb 93 80 7e 35 00 25 14 e8 d0 6e 1d 70 d5 c2 b8 d1 61 c5 b5 b6 4e fb bc 6f b4 4a 1a e4 
9e 1a 3d f4 c0 87 fa a6 51 e8 ac f8 22 65 e4 ad b3 34 21 29 
Data Ascii: b`,JB(h@+b ,3`p$i"]Pmy'i\N,'K4O-P+}:) #&<_Sx:T5{}fmI@)ViFg>`gyIT/LR-+|4a@1q{XGFV8~5%npaN
oJ=Q"e4!)

2022-04-20 13:11:57 UTC 6581 IN Data Raw: 3b 68 a2 89 b0 8b 33 95 d2 47 2b 7a 74 dc 92 fe 1d 54 88 b6 34 e8 cc 1a 49 69 83 4b 01 90 88 1f 4a d9 3c 03 
c1 12 37 a4 b7 84 03 73 d2 d8 3c cd 48 fa ab 7e 55 2f 0d ca 0d 0f f3 26 9a ed 20 e5 fb a5 23 84 30 3a dd c7 04 81 5c 17 
c9 e1 e5 fd e0 b2 5e e9 a1 e2 6d 71 d5 34 dc f5 1e 71 1b 86 8b 07 bd 20 ca eb 78 10 b3 de 55 16 56 2c d2 f5 f2 46 28 64 
48 6e 2d 30 0a 21 90 96 0a ef cd 2a 34 23 1e df 01 b2 aa 38 ed af d1 0e d9 88 82 61 3f 57 52 29 d1 0c f7 fc ac 36 e2 0e 
81 8b 34 ab 11 db 4d c0 01 b1 91 0f 4c b6 e8 b4 db ca 21 f7 ab 6a 8d 42 8a 13 65 cb 72 3b 4d 2d 03 f6 73 62 aa ce db 19 
b8 48 8c 55 fe 0d d5 5f ff c3 ea 9e 52 77 77 c5 26 2c fd a8 c4 68 33 f2 e6 d7 c0 14 e6 9f 35 a7 09 7a 6f ef 01 8b 0a e1 7a 
77 67 05 45 e6 cd c8 5e 13 00 00 67 aa 4b 83 83 c3 11 
Data Ascii: ;h3G+ztT4IiKJ<7s<H~U/& #0:\^mq4q xUV,F(dHn-0!*4#8a?WR)64ML!jBer;M-sbHU_Rww&,h35zozwgE^gK

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6583 IN Data Raw: 13 c0 36 fd ed 56 3f bb 6a 1b d9 56 40 7c 78 fd 5b d7 c5 aa 1a 7d dc d5 83 ee e6 73 a0 6c 1d 73 70 36 dc 1c 
b6 cf b6 16 90 f6 f7 d6 d9 d9 70 31 f8 db 84 df df 78 62 fe fc 68 d0 ff cf 70 41 1d 58 7c d3 19 d3 e9 c5 7f 8c ad 90 b8 1e 72 
ca 51 93 0b d9 07 57 c7 9b fc 3c 8e 40 55 ea c1 90 02 95 7b f7 9e a7 3b 42 8b 75 bc 9c e7 9e d7 89 49 6e 76 b6 d1 c2 43 
93 74 4f 39 64 cf c8 c5 8a e2 b4 83 42 f9 15 8b 77 00 3d 75 03 08 51 35 21 23 e3 ea e0 45 3d bc f7 95 9c 5d d3 ee f0 d1 
83 ad fc ca 55 46 a6 9e 74 46 51 39 75 1c 4e fa cb 2d 60 cf 90 a3 57 4e bc 1a 9a d7 f1 e9 64 f8 a8 6f a8 3d e2 b5 00 28 
3e 40 c7 87 a8 3e 35 5a 7a c4 54 27 03 ea 93 cc 71 ea 39 f9 a0 84 d5 8a a2 7a d5 35 41 b9 bc aa 37 ce 5d 49 d0 3b 26 
df 59 33 8f 68 1b 74 32 b3 34 a3 48 fb 81 69 e3 54 4d 
Data Ascii: 6V?jV@|x[}slsp6p1xbhpAX|rQW<@U{;BuInvCtO9dBw=uQ5!#E=]UFtFQ9uN-`WNdo=(>@>5ZzT'q9z5A7]I;&Y
3ht24HiTM

2022-04-20 13:11:57 UTC 6584 IN Data Raw: 94 19 fa 5f 8b af 8b 6f 8b 27 9e d1 37 60 2e 9b ed 47 5b 52 c9 fd 0d 87 49 5a a0 d1 e2 d8 3e 78 f6 1a 68 c0 67 
8f b6 c8 71 93 f6 d7 a2 2a 55 50 6f 5f 10 6e 5b 10 a2 29 4a a2 b6 57 d2 c4 bf f5 c1 43 6d c8 65 cc b3 1e c0 b5 a8 17 90 
11 99 00 f2 d8 a3 1c bb 26 19 0a cd bb 1e 20 03 e7 c6 c5 c1 45 db 6f 3b f0 8f 65 f2 c0 fe f4 6e 66 7a 02 cc f4 74 99 99 72 
c6 76 c2 f9 f2 e7 06 fd 6e 59 2f aa da 60 f2 30 25 75 1a fc f0 c5 43 65 a3 16 81 a2 0a 00 e8 80 24 86 ae f7 d7 cf 7a c6 e0 
ef b3 f8 6c 7a e6 a3 39 01 f7 21 ea b8 c6 a3 b3 1e f2 0c 19 57 a9 ba 7b fe d3 31 1f b5 c8 cb f6 ff c0 42 81 9e fe f7 83 05 
22 a7 c0 6c 77 d5 00 ab 24 a0 b1 b1 a2 35 41 06 38 01 51 e9 8d a5 b8 46 02 c4 34 5d 33 35 03 14 82 01 fc 0e 81 e5 e6 
0e dd 96 ff a2 72 8a 76 2b dc 70 f0 24 8d df b7 
Data Ascii: _o'7`.G[RIZ>xhgq*UPo_n[)JWCme& Eo;enfztrvnY/`0%uCe$zlz9!W{1B"lw$5A8QF4]35rv+p$

2022-04-20 13:11:57 UTC 6585 IN Data Raw: f2 68 a1 de 34 65 31 82 cf 1e 33 3d 62 f9 d2 af 3b 9d 19 8d a1 3f d9 6d 66 90 b8 be fa d0 e1 0f 64 26 32 92 2b 
9e 62 8a 56 8d 3c b6 9e 18 9b 92 65 d4 7b c4 6b 42 49 43 c3 18 e4 be 93 d2 00 e5 73 d8 ed 9f 60 aa f2 ec 6f 58 15 e0 d1 
59 ad e3 45 93 4e 02 7b 07 23 4c ed f1 e6 61 13 b5 5c f1 6d 0a 50 29 40 6a e2 e1 1b 20 bb 25 95 75 dc 8e 68 2e c9 3b 
69 f3 f3 9d 58 46 e0 20 69 7d 4c 20 9f e5 51 6a 5d 9b 1b 9f a3 2b e8 e8 b5 5c 24 c0 7e 8c c4 ec 62 2c 6e 3a 1f a7 9f 43 76
85 01 d1 04 10 bf f0 60 5f a8 43 78 18 be 12 b9 70 47 02 76 63 c3 eb a0 9b 25 f6 94 1b 57 3c 45 97 ca 23 51 64 92 ca e2 
cd c7 8d 8d a6 a8 f8 ac 83 40 15 c7 d2 45 e3 80 12 8b 45 2d a2 7d 43 41 7e 20 57 2d 93 0f 6a b1 a8 65 e4 55 84 2d f1 90 
d3 b2 1c 34 be 5d a1 9f 1d 2f 4c 40 9b b9 41 00 e3 65 
Data Ascii: h4e13=b;?mfd&2+bV<e{kBICs`oXYEN{#La\mP)@j %uh.;iXF i}L Qj]+\$~b,n:Cv`_CxpGvc%W<E#Qd@EE-}
CA~ W-jeU-4]/L@Ae

2022-04-20 13:11:57 UTC 6587 IN Data Raw: b7 16 45 cf f9 9f 47 f6 63 c0 5e 58 b0 b5 ca 5c a8 13 c5 d5 18 69 3f c4 07 e0 72 d8 e4 fd 28 f2 b3 84 32 af 8a 
e1 34 24 16 fc a8 ee 29 19 ed bd 33 aa 07 94 83 24 1c d1 48 86 94 c3 6f d5 ac 4b 67 ad b8 da 84 c4 1d 9a 2f 53 37 07 f1 
60 98 59 71 05 3f aa 61 1e f3 1b ff 42 7b 2a 86 ee f5 6f 33 13 ed d2 45 0a a8 17 62 54 07 e1 78 1c 26 7d d1 a3 59 4b b6 
84 26 a3 d4 ba 98 f7 7b 26 fe 90 40 4d 1e 31 ea 01 b9 13 81 40 8a 57 8b a9 65 60 8d 67 a0 f5 30 34 56 a0 44 5a 4d b1 
a8 7d fb ca 31 05 42 92 79 8c 11 7e 27 2c 1d 45 9e e9 10 d9 9e 19 10 b5 0a 86 35 8c bc 1b d3 25 95 41 9b 1e f9 39 35 fd 
cc ea bd 14 e0 eb 27 7e 1e 2d 53 c4 10 1e 49 d9 4e 09 1e fe ca 41 6c e7 a6 b1 d4 af db 9b ba 2f 60 d5 0a c9 b0 f7 12 3f 
24 52 78 a2 8c 72 09 d2 82 6e b8 ca 0c 7a 7c 9d 94 40 8d 
Data Ascii: EGc^X\i?r(24$)3$HoKg/S7`Yq?aB{*o3EbTx&}YK&{&@M1@We`g04VDZM}1By~',E5%A95'~-SINAl/`?$Rxrnz
|@

2022-04-20 13:11:57 UTC 6588 IN Data Raw: 40 98 89 88 dc b6 2b ab cb e9 b2 72 ba 03 76 ed 32 fe 55 ec 16 14 15 31 28 5a 01 13 aa 1e 8b 87 bc 11 ae fa 
67 1e 08 9a 30 e6 df 31 ba 9f d2 40 a7 d3 19 03 85 68 f1 68 cc f0 32 2c 2a 60 5c 66 0f bf f9 a0 96 85 1c 77 c4 f0 b2 e4 35 
a0 ca 2c 1d b5 c6 e1 24 4c 45 45 b3 1c d6 d4 1b 6a 8d 20 dd 69 02 a9 f2 b5 a6 55 01 a7 73 ab e3 8a b8 d3 0e 7e 37 61 
2d b7 77 88 d8 d2 02 7c f2 5b 85 56 69 a4 74 8a af 0d eb 18 da 41 94 ed 17 86 70 f1 1d 5c f2 a6 61 a0 78 2e 01 cb 0f 8b 
f7 c6 37 38 82 db 6f f9 eb aa f5 1e 0c 2b 9f 72 79 5b 97 ff 05 b6 0c b8 47 e1 a9 c3 67 91 3b 06 71 70 bb 61 ec ce c7 a8 08 
e6 bb 54 2e 51 be eb 61 8d 7e ef be 2c 2e 56 dd ba 05 36 51 a3 ad e9 95 0b 59 b4 53 5a ec f1 08 d8 e3 97 af 2a a1 46 ba 
2f d0 e5 5c 0e 80 b4 a4 f3 95 6f 63 d0 50 4b 7a 60 14 
Data Ascii: @+rv2U1(Zg01@hh2,*`\fw5,$LEEj iUs~7a-w|[VitAp\ax.78o+ry[Gg;qpaT.Qa~,.V6QYSZ*F/\ocPKz`

2022-04-20 13:11:57 UTC 6589 IN Data Raw: 58 72 b6 45 f7 ef ce c8 e3 d6 2d 97 bb d3 1a 16 e8 04 78 cf 19 0f a2 80 e4 e0 73 c7 4d 12 34 17 da ae a9 b9 
40 ac 12 99 c9 9f 39 13 87 0c 20 b5 32 19 63 f0 bd 81 a5 73 cd 20 a8 f9 8f e0 55 9e 9a 43 58 10 60 e4 53 d7 30 cf 3d dd 
23 1a 8d 43 ba 89 07 c1 e2 15 3f 2d b8 a9 2d 55 e2 77 81 30 8c 28 ff fa 12 09 02 fb d6 65 e3 f1 8c 7a 1e ec 1f 18 25 bc 7c 
10 2f 1a c1 97 64 86 9e 37 32 e7 44 bc 40 4e 84 19 53 48 8d 30 71 aa 11 3f 86 e9 38 c0 a1 58 0c 53 c2 97 57 fc 45 23 62 
61 4d 4d fc 6a f8 a9 2e a1 a2 98 1a 3c ee f3 47 8d 70 ef 36 33 77 72 5b 8b 41 53 32 35 fc ab 11 d0 78 45 67 f0 20 3a 13 
df 02 4b b9 79 7c 9e b0 09 9d 99 1a fc 1e d0 99 46 f0 de 7f 00 85 2f b7 f1 57 23 1c f5 4c 8d ff 60 3c a9 2a 36 21 27 2b bc 
39 a8 ad ed 9c 9c f4 f0 08 80 e2 5a a3 03 23 3e a2 
Data Ascii: XrE-xsM4@9 2cs UCX`S0=#C?--Uw0(ez%|/d72D@NSH0q?8XSWE#baMMj.<Gp63wr[AS25xEg :Ky
|F/W#L`<*6!'+9Z#>

2022-04-20 13:11:57 UTC 6590 IN Data Raw: de 3a 55 f6 af e2 3e f9 3e dc 6c 3b 38 bc 2a 9e 2f de 8e cb fa 6a 9c 19 e5 72 d8 40 d7 e1 74 3f 6f 2b 68 0e 62 
74 b1 a7 b7 e1 b5 6f dc ae ad 16 ae 07 8c ab d0 93 89 3e bd 3f 33 18 d8 f9 10 17 82 2a 59 5b 61 18 ed 4f 60 ee 4c fb 29 
bf 42 d8 0d 8f e5 ec 99 ea 74 9a 26 ed 36 42 1b 95 b6 34 9f c1 24 5c f9 59 69 99 1e 3a 2e 04 cf 7f 71 ce 97 54 f9 32 dc ff 
22 9f 8f 68 1d ea 21 b9 f6 4e e8 b2 4d 27 e3 23 e3 ff d8 0a 37 94 fd a9 b5 86 5e dd 07 27 ab 8d 12 9c b9 81 92 7e a4 38 
b2 c3 c3 41 dc e3 d0 47 bc db 7a 8d 6c a5 b6 4d d0 ae dc bb b1 97 6d 82 94 56 c8 ff 6e 16 b6 fa aa 3e 41 9f 84 55 15 1c 
cd 4a 88 9e 06 a3 70 fb ab 17 77 a3 b9 82 a6 a1 25 4c 07 1f a6 b8 d9 d9 7f 5f 56 dc a0 b0 da 51 d9 4c 98 bf 6d 95 d3 99 
3c c7 21 dc f1 da c4 cd 35 b7 8a 3a 1a ae b9 40 93 
Data Ascii: :U>>l;8*/jr@t?o+hbto>?3*Y[aO`L)Bt&6B4$\Yi:.qT2"h!NM'#7^'~8AGzlMmVn>AUJpw%L_VQLm<!5:@

2022-04-20 13:11:57 UTC 6592 IN Data Raw: a4 8f fd 14 0b 18 35 d0 11 27 03 1a 90 ed ac 8b 68 ac a9 08 21 8c fc f5 17 b6 6e da bf 6e 6e 0a 13 8f 2b 11 b8 
9b 9b dc ec 0a a3 67 67 97 9f 4f bd 76 00 c3 1a 7c 80 bb dc 29 49 61 96 f9 66 0d 8f cd 69 28 4c 0e 85 8c fa 24 d2 2b cc 
e1 50 07 d4 bf 45 c5 6c bb 7b a8 d9 f9 68 78 76 3e 29 22 8a df 3e 1d e3 7e 10 1a 32 93 9f 51 36 b7 3a 63 fc ce 23 bf 68 
9d 14 ea 5a ce 3b 2b f6 5b a9 43 6e b2 25 7f 53 c1 af cd dc c0 51 6e 8e 9c 17 a8 6f 3a 9c cf b9 cb 61 c4 24 c7 73 8e bf 87 
04 02 c8 96 00 ab 57 f1 a8 ba 
Data Ascii: 5'h!nnn+ggOv|)Iafi(L$+PEl{hxv>)">~2Q6:c#hZ;+[Cn%SQno:a$sW

2022-04-20 13:11:57 UTC 6592 IN Data Raw: dc 09 95 d6 a2 60 b3 49 ca 21 d7 48 98 85 9a 99 90 38 5c 71 18 41 67 4c 40 46 12 fd 5f ac c5 34 08 2c 91 d6 
d8 4d 37 1b 82 95 dc c0 48 bf 82 73 96 02 7e fc f2 9f 2a 44 02 41 5d b6 94 c2 c3 44 17 0c 00 88 21 f2 6d 5f 6f 98 42 c1 a2 
95 40 e6 19 8f 5b 9c 74 79 86 39 7d 2d d8 7e 45 34 d9 e9 fb 66 c9 7c d0 40 ae 94 54 a0 b1 1f 42 2a b8 d9 3a d6 ad ae 92 
d2 c6 a7 b8 f8 f9 cc e2 ac 3f 1a 0d 47 fd c1 3b f0 bc ed d3 fe e4 6a 3a be 78 8b 79 1b 14 dd c1 46 68 08 ce 82 c4 d3 a8 f5 
c1 f8 a5 50 90 18 0b d2 65 80 b1 d0 ff 38 3b 48 73 63 0a 79 ca 4e 55 ca e8 67 04 69 db 56 a0 52 6a d3 00 3d 27 d2 f3 2a 
da 16 90 89 87 c7 74 78 8f 0a c4 1d 6f 57 84 8f fd 6e 6f 38 1d 9f 0d 87 93 f7 83 de 78 5c 0d 34 7e 05 15 80 f8 c9 24 d1 2b 
c8 d7 96 3e 90 df ab 05 d1 f7 d1 76 19 a7 5d aa 
Data Ascii: `I!H8\qAgL@F_4,M7Hs~*DA]D!m_oB@[ty9}-~E4f|@TB*:?G;j:xyFhPe8;HscyNUgiVRj='*txoWno8x\4~$+>v]

2022-04-20 13:11:57 UTC 6593 IN Data Raw: 5f 6f bd ba d8 b3 ed 5f 45 89 32 15 af 7f cb 21 b2 e7 62 6c 5e 47 ee ab 1f f5 ba 91 d3 0b 3b 9b a2 62 84 9a 29 
cb 76 11 8e fb 6a c5 7e 8d c0 29 b9 4b e6 5e e3 2d d0 88 9d e4 cf 22 47 d4 18 ea 2e 4f 65 f1 b0 19 5f da 2c 01 43 e8 ba 
6b d2 11 dc bd 7e f5 3a df 92 2a 4e 1b 16 0b 48 20 f1 22 b8 c7 66 e1 82 08 68 4f 5e 29 16 d9 82 c7 bc d7 4e 81 fd 84 a5 
4c 31 ee e5 5e 32 62 51 04 f1 bb 38 9e bd 85 63 08 30 e3 09 7c 86 81 9a 01 b1 21 de 99 25 8a 5a 2f 66 a0 be bc 81 4f 7d 
77 09 da 95 b4 9d 41 64 01 11 10 98 11 84 ac d0 40 aa 1e 6f f6 96 37 90 17 cc e4 69 69 ea 83 2f fc 93 79 2d c5 56 72 cd 
52 25 e5 ff fd d5 c7 cd 16 17 ba e6 77 83 f3 f6 04 28 34 10 95 e8 9d 13 4e ed c8 59 73 b6 41 64 5f bd be af 91 8d 7b 83 
ee f4 74 f8 ae 14 03 2a 2c 0b 87 8e 04 92 6a 45 f5 f2 
Data Ascii: _o_E2!bl̂ G;b)vj~)K^-"G.Oe_,Ck~:*NH "fhO^)NL1^2bQ8c0|!%Z/fO}wAd@o7ii/y-VrR%w(4NYsAd_{t*,jE

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6594 IN Data Raw: 7f 7f b1 58 48 86 e3 18 13 22 69 ce 74 df 77 9c 89 b7 3f 26 44 57 15 ed 91 c3 b9 18 f2 1b 98 05 43 52 66 b3 
c9 0b af 8b 30 83 2d 32 f1 c8 2b ac dc 1e b7 3f 71 14 5d fa e9 9d 72 f5 b1 e3 f2 38 e7 69 ce b2 73 8a a0 ca ca ed f4 5e b4 
e7 b0 fa b2 ba 5c f6 14 98 3c 4c 4c df 93 89 ad 39 3a b9 19 74 9a ce 74 e6 d8 c0 6b 7e 2a ec 71 32 b7 b7 a1 45 85 96 1d 
4e a8 2b f2 2f 83 1f 1b 3c 11 44 6e d8 1c 74 ae 47 1c 15 0c 9c a5 df f0 81 c3 ea dc 27 3c 47 65 83 13 41 38 c6 b2 a9 a3 
f4 40 ad 82 ef 44 52 1d fd 05 27 42 6c bd 69 5a 13 9d 57 84 d5 aa fe c2 73 a0 27 6e c8 09 00 b0 60 c5 40 72 cf 43 de 88 
9e c1 a4 d5 4f c8 ba f0 ea 9b 96 27 fd 94 e9 c3 64 8f 39 7b 4c 61 16 93 9e 32 25 ec 75 c2 1e 06 7b 34 34 99 e3 ea b4 e8 
04 e0 ec d1 94 b7 8b 2b 3a ce dc 90 35 d3 75 a6 44 b2 
Data Ascii: XH"itw?&DWCRf0-2+?q]r8is^\<LL9:ttk~*q2EN+/<DntG'<GeA8@DR'BliZWs'n`@rCO'd9{La2%u{44+:5uD

2022-04-20 13:11:57 UTC 6596 IN Data Raw: 6e d0 e1 94 9a 8c 3a a3 98 c4 e4 6a 7e 4d c9 3f bc dd c4 4d a9 15 fb d6 69 31 e6 af c4 0f cc 98 de 0c db 89 45 
04 49 4b 28 70 b3 13 6b 4d 72 21 ba fd de 05 ea 7b 44 f6 20 28 82 3d fa 92 82 3c 8f 65 fc 12 16 a5 3d 88 38 d7 8b 64 ae 
01 f3 1c 5c b4 47 d1 aa 37 bb 8d 61 04 d7 89 d9 39 fa c1 66 cf bc 7f c5 94 5f 57 f5 ad 30 d2 c8 a9 26 04 2a af 10 9f 7d 81 
f0 77 5b 1f f3 55 41 70 89 3f 77 ed db 82 48 ff df d3 7e 10 72 99 92 a9 78 fd 85 7d ed 3a 33 e2 fa 2f d0 f1 54 31 6f 95 fb 1a 
06 62 34 5e 0d ba e6 d4 fa 61 05 1c ba 93 be fa 93 68 be f4 48 5e 3c 5e 31 85 20 28 c5 98 14 c9 60 db 93 26 c7 23 a9 b0 
bd 41 40 b5 7f 77 77 5b c8 57 1b f9 73 25 3f be 7f 3d 5c dd 79 a7 fb 10 26 d1 66 35 db 5c 14 2b 00 90 6e 97 d8 ab 2a b9 
64 36 51 34 c2 ef d7 6c c7 bf e3 f9 db bf ef 
Data Ascii: n:j~M?Mi1EIK(pkMr!{D (=<e=8d\G7a9f_W0&*}w[UAp?wH~rx}:3/T1ob4^ahH^<^1 (`&#A@ww[Ws%?=\y&f5
\+n*d6Q4l

2022-04-20 13:11:57 UTC 6597 IN Data Raw: a3 91 d3 89 0f dc 25 3a a0 8f 54 39 1a a7 f1 4f e3 88 cc 60 a1 73 5c 2c 7c 8a 4e 7d c2 c2 15 70 3a b0 be 40 8c 
04 9b dc 24 4d 48 a7 9d db 4c cb 0a ad 6a 0e 8d 7d 48 0c 58 27 d4 18 67 9c 43 5c ff 87 f9 d0 a1 63 7a e3 d9 9d 25 77 1f 
60 e9 c4 14 95 94 66 c5 4e 4f ec 13 a9 39 cb f6 7c c5 d6 90 12 94 3e 1d c5 e9 4a 99 81 cb 13 87 0d 4d 33 dc b7 7c f7 e5 
15 d8 e8 50 dc 29 bd 12 6f f1 40 49 58 69 28 e6 3c e3 70 be 28 cb ba 34 65 49 ab d8 96 36 72 1e d1 e6 ae e5 bf e4 c0 74 
a8 20 74 39 47 83 0a 17 e7 19 b0 42 af af e2 a9 b5 e8 d4 da f8 b7 1e 4f f0 89 11 41 65 f9 1f e7 b6 41 20 93 ae 62 3b 0c 
8c b6 79 25 d9 2d a1 4e 19 a1 eb 39 7e 4e b1 93 00 b8 ce 11 c2 f3 8d 24 2f 18 c9 54 b9 fe 63 92 87 08 9e 24 f6 22 b3 d2 
1e c5 1a d9 8f 0d 88 39 b6 a7 82 a7 11 0a 5d 6a 7d 2f 
Data Ascii: %:T9O`s\,|N}p:@$MHLj}HX'gC\cz%w`fNO9|>JM3|P)o@IXi(<p(4eI6rt t9GBOAeA b;y%-N9~N$/Tc$"9]j}/

2022-04-20 13:11:57 UTC 6598 IN Data Raw: 53 2e 88 df cd 0d f7 81 60 cb 0c ae 04 85 25 43 e6 74 c5 57 f2 84 a9 ca 02 86 99 2a b3 3c c5 9d e7 f6 be 99 
7b 7b ab fa 77 33 0e c9 d1 21 59 b7 56 b0 c4 53 aa 75 a9 d0 5a bc 65 63 dc 0b e1 6a 50 f3 d8 01 a3 05 1d ec 50 4d 37 
75 60 9b 82 08 e6 3c a0 18 a2 14 59 65 61 8f 16 dc 6b 62 5b a1 2a e4 8b 22 0d 28 58 5f 51 4b 30 49 60 95 3f 19 68 ec 
3a 63 ed aa be 95 9a 98 91 9a d8 7f 36 ad 70 21 ff 3f 13 13 83 89 29 f7 19 0e 6b 13 a2 b8 eb ab 27 81 ca b5 15 88 85 92 
44 c2 70 33 3a 5c 36 e7 10 8f b8 a2 03 05 7c 4c cb 00 93 bf 1f a6 fc 17 88 11 5e c0 93 d0 e2 4b 9e 62 5b be f5 1b 75 5f 
19 93 96 33 45 d3 00 8e a7 06 81 17 4d 34 fc 65 ca db 5f c0 2d 28 82 ce f4 a8 e3 ce 1b 63 41 fc 10 54 b3 fd 7c a3 7f 24 
2a 56 72 66 8c 00 d5 92 5f 1b d7 78 5e 8c 6e 61 e3 a6 d5 e9 63 
Data Ascii: S.`%CtW*<{{w3!YVSuZecjPPM7u`<Yeakb[*"(X_QK0I`?h:c6p!?)k'Dp3:\6|L^Kb[u_3EM4e_-(cAT|$*Vrf_x^nac

2022-04-20 13:11:57 UTC 6599 IN Data Raw: 11 d6 e8 ee 51 78 f1 28 79 eb e8 1f 31 6b 0c 73 80 0b 6f 27 25 af 26 45 f7 92 fe 11 cf 8d c2 4f 2d f6 7a 25 30 
9c 49 ee 44 57 9a 10 d0 b6 c0 84 3d a8 13 c5 7e 84 11 1e 20 9e 1c 63 cc 9f 61 27 bb f4 84 f0 0e 28 b8 d4 5c 03 e8 b4 68 
eb 6c 43 eb 56 74 3b 0a 21 14 e9 33 ea 78 1d 96 9d 9a 99 5f 59 91 86 bd 05 e2 41 ee 63 94 fe e2 95 3d 0e ad a8 90 b6 
8a 2b d1 d8 68 5f 6c fa 49 88 68 67 f1 86 07 ff 01 d8 08 43 4d 35 93 c1 0e 52 67 2b 10 9b 0d a8 81 2c 8a 1c 0d d4 1f f4 73 
a5 e8 78 fd 54 09 3a 4e b3 9a 14 5f 82 89 0c dc 4a 74 d6 a1 e8 11 3c bd 23 b0 cf 9f d6 ee bc 3d 61 3f 79 dc 7f 7b 2f 12 
b9 50 27 27 e1 d1 7c 9d 84 89 8e 31 a8 ba 7a 4b ee 01 0b 7e 4c 13 24 3e c7 61 0e 23 87 19 d8 a0 13 53 7d 3d 71 69 47 
9c fd 47 04 bb 59 6e 32 e9 57 25 dc fc ea 60 be 3b 18 5f 
Data Ascii: Qx(y1kso'%&EO-z%0IDW=~ ca'(\hlCVt;!3x_YAc=+h_lIhgCM5Rg+,sxT:N_Jt<#=a?y{/P''|1zK~L$>a#S}=
qiGGYn2W%`;_

2022-04-20 13:11:57 UTC 6601 IN Data Raw: 0e 08 fa 7d 00 82 df 8a 23 e4 5b df 9c fd fb df aa a5 5b 0f 80 01 c3 7e 6e e2 bb d4 5b f8 6c d1 8e 30 14 ae bd 
6b f0 9c eb 4f a8 f7 b0 00 b9 0d f6 7c 6c c7 30 4f 06 f7 11 74 10 62 51 4d e6 35 7a 46 18 f8 9b 1f b4 d8 d1 34 d1 c4 9e 84 
57 b1 eb 66 e8 63 4e 65 0d 36 86 fa 0f 8d 1d d6 4f 85 d3 2d 1e 1c 50 71 0c 00 b5 bf e2 5a fc a2 be f6 3d 7e 87 f6 9a a2 
87 af 20 d4 08 00 32 25 83 53 3a 3e 35 4e 8b b5 42 4d 2a 9f 90 fd f1 69 be 58 0b af 99 63 b2 03 2f e2 92 53 d0 c2 1a 11 
4e e9 c4 6a 74 e2 ab 15 38 ba ce 74 66 4d 48 2d eb e0 ab f8 05 44 e0 be 51 dd 7e db e5 51 a6 94 87 18 df b2 c3 36 7e ff 
ef 3b 7d ef c3 3e 12 a9 be b5 12 c1 31 2c b0 38 30 5a 89 8f d6 2d 1d 2f 1b 5a 9e 87 17 32 d8 b6 a6 86 77 73 df 42 b7 c7 
3d cc 4c 0e 7d b5 db fb 78 c7 23 74 c7 d3 c0 49 0a 
Data Ascii: }#[[~n[l0kO|l0OtbQM5zF4WfcNe6O-PqZ=~ 2%S:>5NBM*iXc/SNjt8tfMH-DQ~Q6~;}>1,80Z-/Z2wsB=L}x#tI

2022-04-20 13:11:57 UTC 6602 IN Data Raw: 9d e2 cf 59 ba cc 85 54 e4 03 83 ca be d0 f9 14 43 e5 83 fc c2 27 4c f4 d2 2e 48 61 3e ea 87 37 64 d1 6f 4f d3 
8d 3e 3c 66 83 13 78 14 6a 8b 3c 5a a5 d2 99 e4 34 88 ef 3d 99 83 0a 57 b1 f0 f0 0c 4a 33 d7 9a 2a 20 fd b6 01 1d 3d 05 
c4 16 86 dc 4e 32 8b cb 41 9b 46 7d 27 8e 9a fc 6f d4 fc f3 02 92 11 71 09 08 88 06 fa 44 cb 59 3a f6 37 cc 31 ae fb b4 
9b 8c b2 d9 89 68 e8 24 fc 72 c0 e5 c7 9f 9e 93 6c 1c 17 7f f1 0b 36 2f 67 63 40 10 83 d5 43 93 bd 71 23 5f 2e 2b ed d2 
89 96 57 4f 9f d9 09 9a a8 08 35 8f fd b0 9d 33 f7 f9 60 e0 84 cf 24 16 db 25 11 47 0a ce 32 9f 37 47 24 05 08 3b a3 fa b1 
68 88 a6 f0 6a 9e 8e 79 4c 3c e1 a1 58 56 c6 47 86 38 c7 5b 14 a2 c1 07 27 a0 e7 e0 25 c1 e2 f8 4e 0e 41 39 bc b1 2e 46 
41 a4 1e 7e 47 f3 44 be 11 35 70 f3 4f b9 2b f0 9e 
Data Ascii: YTC'L.Ha>7doO><fxj<Z4=WJ3* =N2AF}'oqDY:71h$rl6/gc@Cq#_.+WO53`$%G27G$;hjyL<XVG8['%NA9.FA~
GD5pO+

2022-04-20 13:11:57 UTC 6603 IN Data Raw: 81 60 6d 6a 8a 74 60 53 63 10 7b 6e 6a b2 ec d9 dc df d8 82 3f 73 e4 30 51 4c e6 a4 05 29 96 29 08 53 02 f2 
9b be 3b c1 0f 06 37 b0 4f 7c b2 ee 05 fc 75 66 1b 8c a6 32 26 f4 ab 19 f4 e6 87 1a b9 24 93 19 38 76 96 77 01 ef 78 e9 
33 f3 c9 7b 7c a5 8f fe d4 8a a9 9f 6e 17 6a db c5 d5 3f e2 c3 1f 25 ec e0 8f 0b ae 1f f0 e2 8f 70 bf df 7d 6e 2f 5c 65 d6 b0 
5f d2 94 e0 45 d5 e4 57 bf ba 1e 7e d2 44 e8 8f db c4 5f 52 d5 b3 a0 8f 24 04 a5 df b8 be 07 7a 16 61 a5 3f 99 b3 d6 7e 
11 b5 5f 6e 6c ff aa 85 ed df b4 cc 50 c9 2b b6 42 1d b8 b0 f5 1f b0 e1 02 2c b5 1d fc 84 7a 92 1f c1 c7 6c 1c fd 50 17 44 
3d 31 41 35 3b 41 f0 51 3d 67 ee 6a e4 c6 a5 b0 e0 d6 85 db 57 50 93 e0 e4 7a ef 79 1a 46 4d 2f c2 69 b6 4f ad 19 fd ba 
93 e6 79 c9 9e 97 51 c3 cf 54 fd 37 2d 33 ea 3a 
Data Ascii: `mjt`Sc{nj?s0QL))S;7O|uf2&$8vwx3{|nj?%p}n/\e_EW~D_R$za?~_nlP+B,zlPD=1A5;AQ=gjWPzyFM/iOyQT7-3:

2022-04-20 13:11:57 UTC 6605 IN Data Raw: 24 80 4c 2c e4 a1 3c 76 48 13 e3 2e 22 13 89 44 22 81 83 2d 1f fc f1 a3 ff f3 ff 34 3e 6a 7c bc be 7b 58 4e 77 
5f 7e df f8 7a ba 2f 76 8b e9 b2 f1 59 51 2e ee d6 9c 78 bf df 6f cb ab 3f fe f1 6e b1 bf 7f b8 69 cf 36 ab 3f 4e 25 ff 1f 57 8a 
9b b3 fd 79 b9 98 15 eb b2 68 7c fd e2 07 fe fb 4d b7 dd 6d f7 3a ec cf 3f de 6c e6 4f cd fb fd 6a 79 b8 2f 16 77 f7 fb ab 6e 
a7 f3 e1 f5 76 53 2e f6 8b cd fa 6a 57 2c a7 fb c5 9b e2 3d e7 3b ac a6 bb bb c5 fa aa 73 bd 9d ce e7 8b f5 dd 55 e7 fd 2f f
b e9 cd 62 3d 2f 1e ff f4 41 ab fb c1 ab ab db cd ec a1 3c 6c 1e f6 cb c5 ba b8 5a 6f d6 c5 fb f6 82 15 bd 3f e8 3c dd ce f6 
f1 fd b4 bd 9a b7 d6 9b 56 b9 7f 5a 16 cd 9b 87 fd 7e b3 86 49 87 db cd 7a df 7a 2b 55 1a 74 3a d7 37 d3 d9 eb bb dd e6 
61 3d 6f cd 36 cb cd ee 6a b1 
Data Ascii: $L,<vH."D"-4>j|{XNw_~z/vYQ.xo?ni6?N%Wyh|Mm:?lOjy/wnvS.jW,=;sU/b=/A<lZo?<VZ~Izz+Ut:7a=o6j

2022-04-20 13:11:57 UTC 6606 IN Data Raw: 53 3e ba 3c 77 bb e9 93 18 ca 44 53 2b 0f 6d 0d e4 0a 92 17 74 d5 ed b2 09 e9 35 5c 51 f6 3b bc 07 ec f9 3c 
af e4 fd 92 89 69 b5 3b dd 62 75 cd d7 7b a6 46 3c 9f 25 b5 0f a4 0e 47 8e d0 01 2a b4 33 74 a4 f2 7c 96 d0 1e 10 3a 18 
62 42 41 ee d1 c0 c9 dd 05 b9 fb 83 48 ee 41 47 e5 be 2f a6 73 4e 00 99 7b b1 cc 7d 6d 8d fd 62 bf b4 72 76 9c 9c 43 df 
12 d2 10 72 90 79 b8 e1 c5 c3 06 e2 a6 84 45 f5 74 2d b9 bb b6 ba 4d 2f 1b 6d 72 d1 8c 20 2f 2c 66 e0 16 d3 81 c5 f4 5c 
d6 68 95 5c 87 31 6a cf a6 5b b1 c2 04 02 b9 0b 7a 02 7a 5a 55 b1 7c 3d a0 55 01 9b 0f c4 b6 85 28 e5 76 ba 5a 2c 9f ae 
be db b0 c1 75 d3 fc a2 58 be 29 f8 12 be f1 4d f1 50 34 4b f6 3d 60 0b e0 dd e2 36 bc 01 02 f4 ed a8 79 fb 76 ba 66 eb 
6b d6 e1 99 62 6f 77 7c a9 bc b3 b6 8a d4 87 84 5a 6f 56 
Data Ascii: S><wDS+mt5\Q;<i;bu{F<%G*3t|:bBAHAG/sN{}mbrvCryEt-M/mr /,f\h\1j[zzZU|=U(vZ,uX)MP4K=`6yvfkbow|ZoV

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6607 IN Data Raw: c6 c7 31 b3 cd 89 ad 75 06 c3 92 dc 6d 77 8f 77 f5 ae 0d 38 e6 05 e2 cd 5e 88 29 cf de b7 fe 3f 8b d5 76 b3 63 
5d 64 6f 04 4c 26 ae 00 79 84 50 89 d0 9c 63 b8 81 dc 9a 3f c8 3b 77 57 9e 02 cc b8 cb cd 9d 9f ff d2 2b 49 5d 18 2b ef 
8b 02 29 6f e4 6b b6 60 fe 3e 7d e3 b3 0e 3d d6 19 3f 1d 6e cd a6 fb d9 3d 36 0c bb ec 72 c7 17 6e 20 e3 1c d5 1c cb 5a 
2d 06 18 91 24 77 c1 19 2c cd de c3 a7 76 b6 07 65 44 02 92 84 ae 7b 61 93 20 5f 2f c7 0b 8d 77 82 4b 0f 0d 7e f6 d7 18 
f3 d1 c6 b4 bc b9 42 c6 9c ba 65 6e 37 c2 44 39 62 8a 5e 13 99 9f 77 9a 63 b6 58 6c e2 57 e0 7c 7a ea f2 08 fa f6 96 d9 
b0 d8 31 93 78 9a a0 5c 89 54 7f f2 e6 1a 5c 9c e3 4e 4b 71 96 0b 76 c8 e5 51 96 cb eb 7b 62 d4 70 7c 0e 11 32 9c a2 93 
45 79 5b 42 ce 37 3b b1 e1 c0 28 94 cc 89 e9 14 99 b3 
Data Ascii: 1umww8^)?vc]doL&yPc?;wW+I]+)ok`>}=?n=6rn Z-$w,veD{a _/wK~Ben7D9b^wcXlW|z1x\T\NKqvQ{bp|2Ey[B7;
(

2022-04-20 13:11:57 UTC 6608 IN Data Raw: 1b db 3e 0f e8 7b 75 bb d8 f1 bb 06 f7 8b a5 bb 72 e8 09 7d c4 a7 31 28 61 39 f5 04 88 d8 4d ef a8 4c d7 45 
7c 6c 85 f4 fc e3 6c cb 4b 9c a9 84 fc c4 06 0e b2 67 d3 dd 3c 72 7f 23 b0 25 55 05 41 db 33 7f 5e 50 df 9f 3a 5c 34 4d 63 
3a a4 ee 80 d3 7a 8a d6 72 a3 8a bb f2 18 86 2b db 50 ff 3a 87 6a 72 c3 2a b2 3b 4f c8 80 0d 6e 48 d3 37 d3 fd 74 a7 96 
65 aa d3 89 68 53 2b 70 e3 14 69 62 c6 a9 52 c4 70 23 c4 13 42 2b 8f 22 64 56 12 a2 0a a6 c9 82 ea 81 ea e3 32 5d 41 
c4 0c 38 29 b3 18 fa c4 b6 93 fc dd 4c cb a5 67 57 fe da 37 2f 3f 8c f7 cf ca f9 bc 7c 73 a7 2f 18 e9 89 a7 b4 83 fa 95 26 
ee 0f 36 55 6e d5 f2 4d f5 6c 43 62 92 84 71 dd f0 60 be 5f 16 13 09 b5 c1 be 05 e8 00 91 21 14 1e ab 12 aa 3d 5f ac ee 
b4 33 3c 77 24 02 92 91 2e aa d9 92 c3 29 a3 a7 0e 73 
Data Ascii: >{ur}1(a9MLE|llKg<r#%UA3^P:\4Mc:zr+P:jr*;OnH7tehS+pibRp#B+"dV2]A8)LgW7/?|s/&6UnMlCbq`_!=
_3<w$.)s

2022-04-20 13:11:57 UTC 6610 IN Data Raw: cb 8a 00 76 f0 b6 61 a7 1e cb 1b 35 f8 58 59 95 ee 23 9b d9 5f 07 01 1b c4 86 e8 fd bd db 7e 42 f7 aa c4 be 
be 80 5b c9 16 b3 b5 62 3a e7 27 b4 26 8f 87 9f e9 44 8f 00 d5 f4 e2 46 cb 30 40 1e dc fe 6e 31 ab cd 1b ae b0 3b c0 e9 
c0 dd 9e ef 80 a9 79 1d 84 d4 9e a5 24 2a a0 aa ac 7b 00 2f 25 0e 32 94 89 c9 72 b4 1b 40 e5 4c 85 ec b9 0a 32 26 e2 
4b 09 3c 9a a7 3a 1b 55 37 ae 61 30 97 c4 e5 37 9f 04 0a 12 b5 0a f9 c4 df a6 43 ac 63 2a 03 ca 57 8e 7e ed 7d 37 fc b1 
15 5a d0 e9 71 95 b6 c8 e6 88 a3 6a e2 50 10 d0 df 57 27 4f 7b 2a 66 ca ca 25 50 ac 61 ae 56 31 67 f3 a0 45 d9 2a d6 62 
fe 7a c8 dd d8 79 cd d1 ea d3 36 7c 42 95 50 6f aa 84 56 6f da af ad d8 25 a2 ff 26 14 b0 73 57 c5 71 f5 0e 24 62 25 98 
25 cb be 00 e2 9e d0 80 30 7f 75 8f 63 81 56 ef 30 7a 7d 21 
Data Ascii: va5XY#_~B[b:'&DF0@n1;y$*{/%2r@L2&K<:U7a07Cc*W~}7ZqjPW'O{*f%PaV1gE*bzy6|BPoVo%&
sWq$b%%0ucV0z}!

2022-04-20 13:11:57 UTC 6611 IN Data Raw: bd 52 38 8e bf 26 ea c7 5e 67 56 73 4d a2 dd d5 e2 b5 55 bc 61 bf 4a 39 27 72 6f b2 20 55 3c a0 ef fc 99 17 3f 
3c b3 0d e5 e3 51 f0 35 6b 61 18 f7 ab ee c9 ef 52 1a 34 ac 65 00 7e da 01 b2 15 8f ac cc b9 19 62 4f 7c 89 2f e3 42 ab 
3e 81 57 2d 67 5f 46 1d a2 f0 d9 10 65 29 cc 22 74 d6 0c 6e 95 cd e7 44 4d 95 e8 db 0c e6 bd 5e 3e 3f 0b d5 fb 9f cf 06 
43 bc ca 92 e2 8c d5 01 65 bc 9b 0f e1 62 5b 74 b9 82 14 a9 3b a7 e2 a1 9a 10 c4 5a 75 a8 11 7a 2d c1 41 d2 a9 ca 02 cf 
9a 27 cd b6 f5 77 03 bd e7 9e 22 d6 35 a5 b7 69 0d 78 c5 e0 e3 0c 05 18 4f 44 f5 26 96 45 f0 54 93 ea 58 ed 12 4a 75 6a 
86 95 5a 4d e4 f8 8c 89 d5 7b 56 dc 6f 96 ac 60 39 c1 8d 67 79 33 5d 3e 14 38 33 6b f4 d6 74 ce 63 fc 54 74 01 3e 06 87 
ec 6d 7d 02 ac cd 98 10 9c dd cf cf 5a 63 d6 f3 a8 e0 
Data Ascii: R8&^gVsMUaJ9'ro U<?<Q5kaR4e~bO|/B>W-g_Fe)"tnDM^>?Ceb[t;Zuz-A'w"5ixOD&ETXJujZM{Vo`9gy3]>8
3ktcTt>m}Zc

2022-04-20 13:11:57 UTC 6612 IN Data Raw: f5 15 71 23 53 33 f3 9b 01 db 54 3b 20 21 38 61 24 cd 85 df 28 5a a9 a7 d2 f9 eb e9 b1 cf b4 c5 dc 84 3f 1a fa 
c7 7e b1 2c 68 8a 42 b7 0d 30 c8 63 0f 9a e1 f9 ed e2 ee 81 82 a9 7c 4f 66 8b 7d 90 e9 9c 0d 55 60 6c 8f 8d 38 dd 85 1b 
be d4 b1 ae 87 74 69 c7 81 98 7d 75 e9 13 84 9a 59 66 c6 6c 1e 3c e2 e3 eb 36 a4 d2 fa d2 19 3f 5e 91 43 0c df 22 87 37 
ca ac 03 dc f1 85 37 d1 23 d0 14 3b 70 6c 4c af 71 e3 be 9f 5a 69 9d 61 90 67 a5 8c 12 74 86 c1 c1 89 2c 32 cd 29 62 d3 
f4 5b 34 67 a9 a5 51 1a 79 6b ea ac 56 1a c0 02 7b e9 05 ea c8 31 7d aa 9a ae e4 c1 bc 81 92 7b dc 53 8d 12 f8 89 0f 5e 
18 12 52 64 9e 1b 14 23 b9 6a 65 b9 9c aa 3e c5 32 2e 98 7d 24 d4 5f 39 60 91 1c 9f fb 6a f6 b0 e3 5f f0 4f 79 7f 33 e0 97 
55 f8 ae f8 13 42 51 eb df 15 59 ab d8 e0 4f b9 61 
Data Ascii: q#S3T; !8a$(Z?~,hB0c|Of}U`l8ti}uYfl<6?^C"77#;plLqZiagt,2)b[4gQykV{1}{S^Rd#je>2.}$_9`j_Oy3UBQYOa

2022-04-20 13:11:57 UTC 6613 IN Data Raw: a8 48 ae 9c dd aa 90 44 a1 6c be 22 20 5b d6 be 99 0f f9 c6 91 47 d8 3f fc 24 34 e8 09 e2 3a af bd 2f 3b f2 37 
66 d3 5a ce 97 e5 6d e1 e1 e7 1c 48 43 1c 2a 5d 72 1d c8 15 02 bc 27 56 be bc 38 1d af 42 92 1e 88 30 d4 b6 51 7f 50 bf 
b0 b7 9b cd 71 48 0f 5e 45 cf d0 0f 17 ee de b1 4d e8 75 99 d5 4e f1 84 53 7b 13 25 e3 c4 ae 75 d9 e3 7d 4a 9e fc f0 11 
de 5c 59 c7 71 4d 6d a6 8c bb 06 20 f3 fd 74 3d 47 81 a6 34 da d2 b0 7a f0 d9 dc 1f b3 be 39 16 50 17 58 fc 2b 7c ae 75 
a9 8a ca be 0a 83 18 5f 81 94 b7 f6 f7 c5 aa 30 23 b9 b8 89 62 ee bb 60 97 07 2b 54 a4 46 47 f3 38 e0 06 11 0c ef a5 c0 
cd 37 48 c2 ed 4e b7 58 d9 6b c3 76 4f de 34 e6 b2 a5 ae eb 52 5c 0e e2 09 26 f8 91 a6 0a 7d cc 2f 56 fb b5 fd b4 df 40 
5d 07 ce 93 a0 a0 6e c3 45 6b 3c 5c e0 3b 4e c1 d7 5e 
Data Ascii: HDl" [G?$4:/;7fZmHC*]r'V8B0QPqH^EMuNS{%u}J\YqMm t=G4z9PX+|u_0#b`+TFG87HNXkvO4R\&}/V@]nEk
<\;N^

2022-04-20 13:11:57 UTC 6615 IN Data Raw: f5 1a dd 94 d0 37 b3 f9 09 cd cf d9 f0 e5 db c5 7e 76 9f 6c 58 c9 1e 6c 74 07 fe 36 ef a3 98 a0 6a be 4d 6d a5 
a9 57 c0 d1 c9 96 fb cd c6 d2 b6 f1 85 9f cd 92 20 e5 b9 7c 5b c2 6c 97 5b 90 97 d6 86 a8 7d ec ed 24 5b c7 6c 1e 4f 1f cf 
8a 1d 83 c2 ef 3d d8 07 c4 51 3e 09 1d 45 ad 37 3c c2 54 c5 d2 c7 14 0e 67 e8 27 08 45 aa 62 65 88 2e 4b 88 aa 20 57 
16 52 2a 94 92 8d bc 5e 91 52 39 24 1b ee 47 e2 6f 02 25 09 81 e0 4a 33 01 4f b1 2f ff 65 1a 23 20 20 e3 c6 61 a6 81 2a 
01 09 17 0c b3 8c 10 cb 7d ca f5 c1 2c c3 c4 72 9f e5 72 60 dc 54 e0 c2 50 a6 65 b0 9c 29 f7 92 32 eb ed 5c 43 1a 39 41 
19 03 2a 28 c3 9c 1e 7b d1 19 5e e8 3e 02 49 86 77 cb 1c b3 0e 8e 36 ab 9f 33 e5 ca 5f b6 59 07 6e ac 4b c8 8c 7d f1 7a 
63 17 33 fe bf c4 bc db 63 ad eb 67 4c b8 11 99 6b db 
Data Ascii: 7~vlXlt6jMmW |[l[}$[lO=Q>E7<Tg'Ebe.K WR*^R9$Go%J3O/e#  a*},rr`TPe)2\C9A*({^>Iw63_YnK}zc3cgLk

2022-04-20 13:11:57 UTC 6616 IN Data Raw: 4b a9 9b 43 5a 55 08 f7 88 74 19 d0 f4 de 04 fc bf 3a 72 91 01 e4 0b 85 04 7c 27 a8 9f 7c 23 bb db 0b 55 aa 
a9 9e 9d 0e 32 61 85 49 94 48 af b4 a4 c2 c2 2a b9 a5 b1 f1 4b 62 6f 17 18 a6 31 e7 64 43 f0 6e 6a 2d 86 2d 87 b7 07 41 
3e 41 fa b3 ee bf af 8b a7 db dd 74 55 94 0d 3e 53 63 3d 9b 65 66 05 b5 64 f7 3c 74 3e a4 7b ba e8 b9 7e 8f 16 c9 ef f7 
1b 3a 63 77 ff b0 5b 23 39 65 3a 5b f5 ff 6f 54 6a 25 20 03 ee 76 45 59 b6 66 8b dd ec 61 39 45 f0 32 fd 57 44 bd 4c c2 79 
bc d4 96 46 69 3e 78 27 49 b8 14 3e 32 6f e6 45 cb b2 90 b8 37 6f 1e 1b 34 40 f6 98 15 1b dd e1 68 dc 1e f5 57 1a c5 80 
d9 fa 76 b1 66 43 d1 f5 b1 19 51 45 d5 7b ab 6e f7 36 47 39 a2 ba 4b 3b 4a df 12 24 0b 89 3d d3 0d 67 24 ca f7 e1 73 02 
42 3a 78 ff dd b9 ce 68 bf a4 e1 14 6d 37 98 4c 4b 6d 
Data Ascii: KCZUt:r|'|#U2aIH*Kbo1dCnj--A>AtU>Sc=efd<t>{~:cw[#9e:[oTj% vEYfa9E2WDLyFi>x'I>2oE7o4@hWvf
CQE{n6G9K;J$=g$sB:xhm7LKm

2022-04-20 13:11:57 UTC 6617 IN Data Raw: 32 0b ab 10 25 af 3d f4 05 b2 34 d4 2e 12 95 38 d2 1e de 95 2e 24 de 50 81 86 56 71 43 06 ed f2 4d b1 db 2f 
98 12 ea 2e f7 6a 31 9f 2f 0b ec e1 09 ec f1 7a e0 fd e1 c1 4a 56 c4 02 8a 73 10 43 3b b0 17 f0 8e be 6d b3 ba 6c c4 83 
c7 3c 4a d9 15 db c4 99 ef f6 ad e5 5d 76 16 d1 29 f3 b2 94 ab ec 2c 8f 65 5e 96 dc 8a e4 d6 22 b7 0a 8f cb 4c 7e aa be 
07 7f 2a 41 b4 bd 6c ce dd e6 6d 56 5b 66 f1 33 2b 64 f1 b3 5a a5 f3 67 29 9f a5 79 3a 67 56 05 59 1b 67 30 a3 a6 38 98 
7b dd 32 e2 cf 8d b2 ce 6a e6 84 9c 84 d9 12 72 12 96 49 c8 49 38 41 2c e7 91 95 3c b2 86 c7 e4 39 d2 24 84 db 44 b3 
85 1c 08 60 0d 38 10 a9 99 4e e4 e1 0a e7 f8 51 62 66 dc 6e 89 99 71 33 a4 64 3e be c2 c7 d7 f6 c8 6c c7 5b 08 77 ae a4 
9c 71 c3 86 26 25 ae a7 11 d1 23 b0 e0 95 79 a1 8f 5f e1 2a 
Data Ascii: 2%=4.8.$PVqCM/.j1/zJVsC;ml<J]v),e^"L~*AlmV[f3+dZg)y:gVYg08{2jrII8A,<9$D`8NQbfnq3d>l[wq&%#y_*

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6619 IN Data Raw: 34 dd a7 34 ac 42 2a 2f b1 86 33 81 b1 6d a3 ec 08 18 c2 ac ed 4c 30 06 1b a0 d0 d0 a4 c5 1d 36 15 5e 29 1f 
cd c4 8c a7 61 b6 39 01 d7 2f 2b e6 36 8b ed b2 78 55 d5 c5 ec 77 f3 51 b5 58 4b 58 13 ab 7e 83 8e 57 3f 1f b4 ed e4 52 
10 f8 6b 0d ab 7a 84 ec 7f 9b fb 6a 91 0b 6a a7 57 1d bd c7 76 b2 d8 ff 80 6b 65 a7 db 40 ce f2 70 13 04 eb 24 2f f5 75 c0 
a5 be 0e bc d4 67 fc 42 fc 59 8b ae ff da eb 89 c7 aa 2f e6 e4 b8 7d 41 f3 b6 7b 83 f2 b4 8b 74 de c2 1d b9 1a 58 3d 53 
72 64 8d 7e 91 79 f4 f6 8d aa 5b 75 b5 30 30 ba 9f 50 44 d0 49 49 38 b4 c1 10 07 52 53 e9 04 06 d4 a0 3d e2 b1 7d ca 2d 
da 3d fe 1f 00 fd 96 1b f3 6a fd 6c 58 35 40 79 bf dd e7 ff e5 35 8a c6 9c 12 3f 54 53 57 3d ef 58 2b 86 26 5c 47 c8 93 fb 
2e 2e 28 4d b4 71 e8 6f 96 7c bc 30 fc f1 12 1f a8 
Data Ascii: 44B*/3mL06^)a9/+6xUwQXKX~W?RkzjjWvke@p$/ugBY/}A{tX=Srd~y[u00PDII8RS=}-=jlX5@y5?TSW=X+&\G
..(Mqo|0

2022-04-20 13:11:57 UTC 6620 IN Data Raw: 29 f5 4a 10 90 58 31 c7 bd 44 25 9a 67 b2 49 da be c2 51 7a db 23 6e 6e 4e 10 e3 53 4b b5 33 b4 49 94 a6 a6 
62 49 af 44 98 a3 8a 06 32 02 04 b8 08 cb 57 ca fe b2 2b a6 f3 cd 7a f9 f4 aa e6 c6 25 8b 08 18 32 98 e7 37 36 97 1d 7e 
05 66 0e f8 67 1d e5 17 f3 80 26 c2 23 3d c6 d4 f1 22 38 1b 72 45 07 9b 28 00 8d 85 4a 73 26 6f de 9d db aa 95 74 b0 da 
2b fc e6 39 bc a1 2d 77 09 c1 31 20 21 09 db ad 93 01 31 d6 63 7e 5d 78 e5 56 07 70 f5 cc e4 58 6c 51 ca 75 74 59 2c 6f 
f5 7a d9 5a 66 e3 6b ea 90 5a ee a6 1e d8 87 ba ae 2e c6 80 6b 67 e2 e0 69 28 ce 9d 44 44 74 48 b6 b3 9d c3 a5 c0 0b 
26 aa 8e 62 9b 10 93 7d 6d c5 93 a5 15 e2 ed 8b e8 73 a9 5c 19 ee aa a7 a5 b1 a7 c2 96 14 7d 27 a2 b7 35 18 54 7d 42 
16 33 d0 7b 55 93 36 fe 24 22 be 23 a1 f7 23 52 76 2f 00 6f 96 
Data Ascii: )JX1D%gIQz#nnNSK3IbID2W+z%276~fg&#="8rE(Js&ot+9-w1 !1c~]xVpXlQutY,ozZfkZ.kgi(DDtH&b}ms\}
'5T}B3{U6$"##Rv/o

2022-04-20 13:11:57 UTC 6621 IN Data Raw: d3 2f 09 21 78 bf 5b ac 5f 57 05 40 f0 58 50 fd 6a 59 39 7f 5a 4f 57 8b 99 9a 6c cb 8d 75 33 cd 53 df 77 2e 88 
af 4b d4 5b 68 ec d7 9f 64 ed 5e b9 48 a0 f1 1c aa 1d 4a 73 e0 ee 9b d3 58 0e 0f e1 10 e7 ed d5 22 3d ad 34 dd ec ba 54 
fd 7d f0 b4 f6 6d 42 ca 00 a6 42 16 a6 d7 e6 54 dd 3d f9 11 7f c2 83 17 d3 b6 6f 16 e5 82 4d f4 a2 ba 68 55 aa f3 45 3c 48 
48 1b c6 da 64 f5 9b c0 9e 95 35 3a 10 f6 14 9c e3 d2 12 29 6f 0a 9a 7f 30 a9 ac 6e 08 ce 5a 9d 5c 63 20 33 9d 48 bc b0 
53 12 57 6d cd 37 dd ab 57 31 5c b2 d8 5c 51 af 51 f8 d7 2f 24 10 db 99 a0 be dc fd 8f 6a db db 59 96 83 7d 94 91 05 b2 
0c 67 2f 0d d6 f9 25 d8 72 83 ab e6 cf 4a c2 57 fe 02 66 93 37 a5 23 c6 23 ae 53 07 c4 c2 9b 41 11 e1 90 d5 8c d8 4c f7 
6b 7f f5 1b 2a 50 9c 7a 4c 25 7e 42 a8 34 cd 87 5d 
Data Ascii: /!x[_W@XPjY9ZOWlu3Sw.K[hd^HJsX"=4T}mBBT=oMhUE<HHd5:)o0nZ\c 3HSWm7W1\\QQ/$jY}g/
%rJWf7##SALk*PzL%~B4]

2022-04-20 13:11:57 UTC 6622 IN Data Raw: f6 f4 e2 8d f0 a1 d5 8f bf b2 7e 40 d7 97 db f9 f3 fb e5 f4 a7 f9 66 ae 7e 7f 05 07 17 bb 3e cc 7f 97 af 59 fe d7 
d3 7f 7e f3 f6 e6 f3 bf 0e 8d 4c 59 47 6b 30 63 f5 2b d9 ff 4b 9a 25 ef ad f0 cd bf df 75 fe 6f 6c c0 f2 c7 1f 00 72 9b 38 97 0d
62 37 55 53 cc 86 42 f3 54 53 ba c8 84 d4 e1 76 55 91 07 e1 bb 62 3f bb 17 e9 62 f0 9d de 71 a0 4b be 65 a6 57 91 ce 03 
17 fe d5 c4 7c 99 7a e5 cd 8f 20 0f f0 ed 0d b3 c4 95 d0 11 fe 92 d5 dd b9 41 f7 8f e1 16 84 12 e5 e3 07 d8 d8 99 33 b6 10 
d9 5d 89 93 76 3b a3 3c 4b 7a 58 ad 9e 02 9b 2c 70 cf 0a f1 15 52 12 fd 79 93 59 da 95 f5 d8 82 cc bc b9 d1 ef 79 f5 13 
9b 8a e2 28 d7 de 0a 0b bc c5 80 de b8 a3 45 ca fd c6 e9 cd 41 9e 33 89 83 0d 0c 2e fb 3d ee 45 70 bf 89 42 91 44 de 39 
0c 86 e0 81 ac e7 cb 82 bd be 18 2c 82 
Data Ascii: ~@f~>Y~LYGk0c+K%uolr8b7USBTSvUb?bqKeW|z A3]v;<KzX,pRyYy(EA3.=EpBD9,

2022-04-20 13:11:57 UTC 6624 IN Data Raw: bd 87 e5 f2 e0 c1 d4 d9 09 60 9d db 1b 5b fa 72 09 dc db 1f 56 96 a0 b1 23 67 ec 88 19 07 a5 a8 3e a6 1c 86 
fd 5b 7a 8f 6f 10 2f 9f 0f 6c b9 cf b9 20 ee ba a2 97 56 1f 6a ee ab ee 50 19 cc e0 83 c7 8c 06 56 49 ff df ca bc d4 fe 9c 7f 
24 16 25 d8 3e 09 f3 35 d4 bf 62 6f 01 20 bf 34 c4 6e cf 9b 05 0c 55 af f6 c4 2c eb 38 bd 72 59 ec f9 bc 9f ef 13 f2 f2 db 9d 
ce b0 58 11 eb 5b b8 13 38 e8 74 ae f3 81 95 90 17 44 46 03 bb 59 46 03 7b f7 a3 0a 6a 36 9b 4e a0 3a 8d fb 6e 13 49 ec 
61 89 7d 50 77 1d ee 0c ab 64 87 40 9b f0 65 5f d2 f4 20 a3 7e 74 06 31 d9 9c 17 b3 8d 1a 97 70 cb 37 da bc 33 ab 6a c6 
40 a9 90 ec ab ea c9 cd 43 54 45 7f 1e 2a 8f 59 ed a8 7a cc a0 55 4e c4 86 15 51 38 3f f3 4e f7 5a cd bf 74 9c 3e 42 61 
30 f8 85 eb 1b 18 24 bd 7c cf ab 7c 10 db c9 
Data Ascii: `[rV#g>[zo/l VjPVI$%>5bo 4nU,8rYX[8tDFYF{j6N:nIa}Pwd@e_ ~t1p73j@CTE*YzUNQ8?NZt>Ba0$||

2022-04-20 13:11:57 UTC 6625 IN Data Raw: c6 0e e5 d2 50 2e 1d ca c8 50 46 0e 65 68 28 43 87 32 30 94 81 43 e9 1b 4a df a1 f4 0c a5 e7 50 ba 86 d2 75 
28 c6 06 5d c7 06 c6 04 8e 05 8c 01 9c fa 9b ea 3b b5 37 95 77 ea 6e aa ee d4 dc 54 dc a9 b7 a9 b6 53 6b 53 69 b7 ce 
a6 62 56 7a 07 f5 05 cd 6c f3 6a d1 b6 64 ad 88 ad 87 56 db d6 5a 57 d2 ae a3 36 89 6d 11 6d 40 db 7e da dc b6 b5 75 
e3 d8 6d 63 1a d3 69 4b d3 fc 4e eb 1b 87 71 fc c5 b8 98 e3 61 c6 29 1d 9f 34 6e ec 78 b1 71 7c c7 ef 4d 57 71 7a 8a e9 
5c 4e df 32 dd d1 e9 8d a6 03 57 fd 57 ec 95 b4 d8 20 aa 86 0e fd 76 44 98 5a 11 f4 5f 36 d2 3a dc d2 b1 25 01 42 b0 44 
9a 0f 63 41 b5 f0 8f 9f 9d 5a 0f 83 b5 f6 a9 15 41 ff 65 95 37 fc 90 aa f6 30 b1 da 21 3e 8c 05 55 c3 af 36 53 cc 2a a6 1b 
6e 6e 84 0c 28 e6 4f fb 20 a5 43 56 be 9b da e8 41 46 94 07 
Data Ascii: P.PFeh(C20CJPu(];7wnTSkSibVzljdVZW6mm@~umciKNqa)4nxq|MWqz\N2WW vDZ_6:%BDcAZAe7
0!>U6S*nn(O CVAF

2022-04-20 13:11:57 UTC 6626 IN Data Raw: d1 69 36 0f 48 76 35 1f 45 6c 3e c2 6c 3e a2 2d 33 3a cd e6 01 c9 9e e6 11 9b 5f 62 36 bf a4 2d 73 79 9a cd 
03 92 5d cd 2f 23 36 bf c4 6c 7e 49 5b e6 f2 34 9b 07 24 7b 9a 47 6c 3e c6 6c 3e a6 2d 33 3e cd e6 01 c9 ae e6 e3 88 cd 
c7 98 cd c7 b4 65 c6 a7 d9 3c 20 d9 d3 3c 62 f3 09 66 f3 09 6d 99 c9 69 36 0f 48 76 35 9f 44 6c 3e c1 6c 3e a1 2d 33 39 
cd e6 e2 9c a2 52 ce 1c 4a 30 39 4d 2a 43 b0 aa e1 55 53 e7 e0 e8 4a ad 77 f0 f5 55 ce 32 28 36 3f ec 83 fd 22 71 50 f2 
a1 a1 a8 bd 89 d1 08 29 2e 55 be 38 8e 30 1f 00 7e f4 f0 21 b2 d0 66 5a 98 22 b4 12 fe 97 05 e8 e1 48 b2 e7 a0 b4 30 fb 
7b 42 cb b3 34 f3 ed 83 70 61 5f c2 23 ed 86 09 8a db 30 be 55 a1 aa a2 a7 df 01 cb 80 ea 90 16 cb 70 7a 42 14 fc 5e d3 
cd 09 51 ac 4c c5 1c f5 a0 f1 13 30 5b 9d 72 e4 c3 8f 2e 
Data Ascii: i6Hv5El>l>-3:_b6-sy]/#6l~I[4${Gl>l>-3>e< <bfmi6Hv5Dl>l>-39RJ09M*CUSJwU2(6?"qP).U80~!fZ"H
0{B4pa_#0UpzB^QL0[r.

2022-04-20 13:11:57 UTC 6627 IN Data Raw: eb 50 e9 76 0f 47 ef b9 1c 94 17 9c 18 85 6b 44 e0 81 b8 2e 39 52 1b 3a d8 d0 63 09 d6 e7 94 a0 dc a8 37 06 
9c 21 dd e2 b1 6a d4 16 a3 1b ef 97 a1 1e 91 e1 89 d1 16 ae 3d 64 d7 ad 9a 17 51 6b 55 0e a3 a6 c4 ee 12 15 44 f9 4e 
8e e0 8d 0c 93 e4 00 95 3a 18 84 3b 58 0d 01 bd de 68 1d 1c 31 d3 c6 a3 c4 5e 1e fb c4 65 c6 f7 32 01 ea 9a 64 f0 66 2c 
2b c6 0f ea 8d e5 c8 8f f6 65 99 32 03 7e 59 8e cc 98 5f 91 23 3b ec 57 e4 ca 8c fc 7d 2c d1 e0 5f 9e 7c 86 f8 5f 21 36 7a 
af 36 58 78 7a 14 b0 12 cd a4 d5 5b af 6b ac 02 bc b7 d5 5e 87 6b fb aa ae 16 8c dd e4 e7 c9 67 0a 6e 0e 8a 4e 8f 6f 26 
9a a3 46 ad 91 36 a8 2d 30 fb b1 c4 63 b3 45 fa b9 c2 b3 63 c2 93 23 b4 09 db d7 aa 39 62 fd 1a c3 cb 1f 4b 3c c2 5c a4 
9f 2b c8 3c 22 3c 3d ce 9c b2 7f 9d 9a 63 f6 af 2f 48 fe 
Data Ascii: PvGkD.9R:c7!j=dQkUDN:;Xh1^e2df,+e2~Y_#;W},_|_!6z6Xxz[k^kgnNo&F6-0cEc#9bK<\+<"<=c/H

2022-04-20 13:11:57 UTC 6629 IN Data Raw: 2c 7d c2 1f 98 f1 67 43 41 a9 c5 7f 8a 8f d1 80 50 15 dd 49 b0 b4 09 c0 42 19 01 39 16 4b 01 87 c2 38 43 3a 
26 40 44 a9 7c 29 3e 46 03 45 55 74 27 c1 b6 58 cc c7 92 11 a3 12 d8 03 9c 21 1d 13 a0 a3 d4 26 52 8a 8f d1 00 52 15 
dd 49 b0 b4 09 c0 48 19 01 39 16 4b 01 93 c2 38 43 3a 26 40 4a a9 7c 29 3e 46 03 4b 55 74 27 c1 b6 58 cc c7 92 11 a6 
12 d8 03 9c 21 1d 13 a0 a6 64 be 08 da 14 c9 e4 d1 9d 04 4b 9b 00 ec 94 11 90 63 b1 14 f0 29 8c 33 a4 63 02 04 95 ca 9
7 e2 63 34 10 55 45 77 12 6c 8b c5 7c 2c 19 91 2a 81 3d c0 19 d2 31 01 9a 4a e6 8b a0 53 91 4c 1e dd 49 b0 b4 09 c0 54 
19 01 39 16 4b 01 ab c2 38 43 3a 26 40 56 a9 7c 29 3e 46 03 57 55 74 27 c1 b6 58 cc c7 92 11 ac 12 d8 03 9c 21 1d 13 
a0 ac d4 7a 34 8c 66 45 32 79 74 27 c1 5e 89 e3 b0 56 ea 2b 1f 46 b6 
Data Ascii: ,}gCAPIB9K8C:&@D|)>FEUt'X!&RRIH9K8C:&@J|)>FKUt'X!dKc)3cc4UEwl|,*=1JSLIT9K8C:&@V|)>FWUt'X
!z4fE2yt'^V+F

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6630 IN Data Raw: 22 00 da 38 89 40 67 e3 ad 4a 41 b3 71 1f 09 86 50 a1 0c 16 0d fc 38 c0 60 24 12 8e 4d 64 4b 0b 95 8a b0 12 
5c 94 46 51 08 36 ee b4 31 6b 90 01 80 92 06 7e 58 65 d3 71 7f 22 5f b2 39 12 e2 fd 5c 2e 4a a5 38 d4 9a e8 47 31 83 d0 
20 6b 8a 08 7f 59 0a 04 e0 d5 64 d6 64 ab a4 00 ab 79 6c a4 5e 09 90 6a a2 6b 47 2d 13 f2 95 ae e5 2c e9 30 6a 32 6b 
ba 65 d2 1c 06 45 4f f3 f5 4a 80 4e 13 a3 4d cc 32 34 68 9a 22 c2 5f 96 06 01 b8 34 99 35 d9 32 29 40 69 1e 1b a9 57 02 
44 1a cf 14 f5 19 1a 1c 4d 11 e1 2f db 32 41 9f 49 c6 44 8b f1 52 6c a4 5e 09 50 68 7c 7a 11 f5 19 1a 04 4d 11 e1 2f 4b 
83 00 fc 99 cc 9a 6c 99 14 e0 33 8f 8d d4 2b 01 f2 8c 67 8a fa 0c 0d 76 a6 88 f0 97 6d 99 a0 cf 24 63 9c c5 78 29 36 52 af 
04 68 33 3e f3 8c fa 0c 0d 6a a6 88 f0 97 a5 41 00 ce 4c 
Data Ascii: "8@gJAqP8`$MdK\FQ61k~Xeq"_9\.J8G1 kYddyl^jkG-,0j2keEOJNM24h"_452)@iWDM/2AIDRl^Ph|zM/Kl3+
gvm$cx)6Rh3>jAL

2022-04-20 13:11:57 UTC 6631 IN Data Raw: 48 3f 17 9a 52 58 b8 57 85 6c ff af 55 73 cc fe fc 32 24 d4 0f 1e 66 55 de 8c e7 0c 56 3b d2 54 8c e7 e0 68 1f 
38 e1 22 cf d5 82 2a 3a 64 37 eb 79 40 96 ca d5 59 11 96 ca d5 b9 e1 95 62 15 f0 f6 05 b3 b1 95 62 75 f0 66 de 29 b0 3c 
de ce 69 cd 90 4a de ca a4 66 30 25 28 1f bd 00 81 ed de d6 8c a1 84 2d 90 6a 46 4f 72 8a c0 a1 93 c0 9d 5e c3 ef f4 e4 
1c c4 24 23 23 02 97 a4 24 3b 4c 04 56 d2 64 d4 11 a8 48 82 5b 2a 70 27 44 d0 90 43 8a 4e a2 0e 69 3a 05 3c a4 e9 14 
f6 90 a6 53 f0 43 9a 4e 21 10 69 3a 
Data Ascii: H?RXWlUs2$fUV;Th8"*:d7y@Ybbuf)<iJf0%(-jFOr^$##$;LVdH[*p'DCNi:<SCN!i:

2022-04-20 13:11:57 UTC 6631 IN Data Raw: 05 42 a4 e9 14 0e 91 a6 53 50 44 9a 4e a1 11 69 3a 05 48 a4 e8 04 26 91 a2 12 b0 44 8a 4a 20 13 29 2a 01 
4e a4 a8 04 3e 91 a2 12 10 45 8a 4a a0 14 69 8f c1 81 8a b4 3d 70 ac 22 49 c5 e1 8a 24 0d 47 2c 92 34 1c b4 48 d2 70 
dc 22 49 c3 a1 8b 24 0d 47 2f 92 34 1c c0 48 d2 70 0c 23 49 c3 61 8c 24 0d 47 32 52 75 27 c0 8c 14 95 c0 33 52 54 02 d
2 48 51 09 54 23 45 25 80 8d 14 95 c0 36 52 54 02 de 48 51 09 84 23 45 25 40 8e 14 95 c0 39 52 be 40 41 1d 29 17 0b 
06 a1 50 3c 2e d9 fe 7d 80 c1 1e 24 ec 91 ce 9c fc 48 7c 84 9b 66 0c 68 17 85 40 52 ce 9f 60 25 32 78 ca 90 ed df 96 1e 
74 fc 94 ce 9d 63 a6 84 18 2a 84 31 a0 5e 1c 1a 49 77 cc 04 43 d1 00 49 15 dd 49 b0 94 09 c0 24 19 01 39 d6 4a 01 4b 
c2 38 43 3a 26 40 26 e9 41 23 c5 62 11 df ea ba ce 95 0e 9f 64 04 64 59 
Data Ascii: BSPDNi:H&DJ )*N>EJi=p"I$G,4Hp"I$G/4Hp#Ia$G2Ru'3RTHQT#E%6RTHQ#E%@9R@A)P<.}$H|fh
@R`%2xtc*1^IwCII$9JK8C:&@&A#bddY

2022-04-20 13:11:57 UTC 6633 IN Data Raw: 1c d9 53 6a ad 02 dd 28 f5 01 99 49 81 28 96 99 26 9d 0b ce 2c 2a df ad 4b 1c d1 0c 6f 94 5a ab 40 36 4a 8d 
e8 66 4a 20 dd 53 ce 87 71 16 95 ef d5 e5 c8 9e 52 6b 15 e8 46 a9 0f f2 4c 0a 44 51 cf 34 e9 5c c0 67 51 f9 6e 5d e2 d8 
67 78 a3 d4 5a 05 b2 51 6a c4 41 53 02 e9 9e 72 3e 34 b4 a8 7c af 2e 47 f6 94 5a ab 40 37 4a 7d e0 68 52 20 8a 8f a6 
49 e7 82 48 8b ca 77 eb 12 47 49 c3 1b a5 d6 2a 90 8d 52 23 62 9a 12 48 f7 94 f3 e1 a6 45 e5 7b 75 39 b2 a7 d4 5a 05 
ba 51 6a a9 08 10 d8 05 d0 65 e8 a1 5a 45 0e 9c bc b9 4c fe 09 60 e8 80 f3 4c 00 69 6a b7 f0 8c 18 69 6a 46 7c 5e 98 b4 
84 6a 78 db 9e d9 48 69 09 35 f1 66 f7 29 28 5c c4 3e 71 cd 90 69 c4 7a a8 66 e0 34 a7 14 f4 4e 0a bd 69 5d 33 82 1a bd 
3e ab 19 47 cd 2f 08 87 52 13 7c e8 58 e1 8f 0d 39 98 6a 50 52 
Data Ascii: Sj(I(&,*KoZ@6JfJ SqRkFLDQ4\gQn]gxZQjASr>4|.GZ@7J}hR IHwGI*R#bHE{u9ZQjeZEL`LijijF|^jxHi5f)
(\>qizf4Ni]3>G/R|X9jPR

2022-04-20 13:11:57 UTC 6634 IN Data Raw: 58 8e 4c 98 2d 91 23 1b 63 4b e4 ca 04 d8 5a cd 51 74 2d 9e 7c 06 68 2d 21 36 8a ab 15 2c dc bd 50 18 2d 
9d 49 ab b7 5e 28 9c 16 ef 6d b5 d7 01 03 d2 5a cd 51 14 2d 9e 7c 26 08 ad a0 68 2f 52 35 b7 39 6a d4 1a 69 83 da 30 
b3 56 73 1c 30 4b a4 9f 0b 2d 2b 26 dc 95 9e 6b fb 5a 35 47 ac 5f 23 3c d6 6a 8e 63 63 89 f4 73 01 63 45 84 bb 55 c8 f6 
fd 5a 35 c7 ec 5f 1f 12 d6 6a 8e c3 60 89 f4 73 61 60 85 85 bb 55 88 03 60 b9 f6 af 55 73 c4 fe 35 82 5e ad e6 38 e2 95 
48 3f 17 dc 55 58 b8 57 85 6c ff af 55 73 cc fe f5 e1 5b ad e6 38 b8 95 48 3f 17 b2 55 58 b8 17 c3 91 ed ff b5 6a 8e d8 bf 
46 28 ab d5 1c c7 b1 12 e9 e7 02 b1 0a 0b f7 aa 90 ed ff b5 6a 8e d9 bf 3e d4 aa d5 1c 87 ac 12 e9 e7 c2 ab 0a 0b 77 ab 
10 07 ab 72 ed 5f ab e6 88 fd 6b 04 a8 5a cd 71 74 2a 91 7e 
Data Ascii: XL-#cKZQt-|h-!6,P-I^(mZQ-|&h/R59ji0Vs0K-+&kZ5G_#<jccscEUZ5_j`sa`U`Us5^8H?UXWlUs[8H?UXjF(
j>wr_kZqt*~

2022-04-20 13:11:57 UTC 6635 IN Data Raw: 06 95 ca 97 e2 63 34 12 55 45 77 12 6c 8b c5 7c 2c 19 92 2a 81 3d c0 19 d2 31 01 9b 4a e6 8b c0 53 91 4c 1e 
dd 49 b0 b4 09 e0 54 19 01 39 16 4b 41 ab c2 38 43 3a 26 60 56 a9 7c 29 3e 46 23 57 55 74 27 c1 b6 58 cc c7 92 21 ac 
12 d8 03 9c 21 1d 13 b0 ac d4 7a 34 0c 67 45 32 79 74 27 c1 5e 89 e3 b8 56 ea 2b 1f 86 b6 22 99 3c ba 93 60 cf 6f 62 18 
57 46 4c d6 2c 27 01 e9 0a e3 0c 69 9a 8e 77 25 b2 37 91 b4 f3 a3 5e 81 62 02 0a a0 98 32 90 c1 c7 33 b1 f5 0f 8b cf 06 
c1 92 99 03 5a 85 20 77 2c 0e 4a f1 00 04 91 c3 90 81 89 25 73 52 45 92 38 40 ff 7f 6f 67 b3 63 37 8e 43 e1 57 e9 d9 75 
80 a0 31 e9 5d 7a 35 af 12 a0 02 27 80 2a 69 74 05 68 03 85 bc fb 58 3f be d6 cf 39 24 e5 a2 b2 8b 75 28 9a a4 28 97 7d 
ef f5 97 4b 96 a6 f2 50 6f 20 b2 ca ea 70 4a d6 68 20 36 89 
Data Ascii: c4UEwl|,*=1JSLIT9KA8C:&`V|)>F#WUt'X!!z4gE2yt'^V+"<`obWFL,'iw%7^b23Z w,J%sRE8@ogc7CWu1]z5
'*ithX?9$u((}KPo pJh 6

2022-04-20 13:11:57 UTC 6637 IN Data Raw: aa dc 18 97 01 29 97 ae 36 5a 65 38 4c ae 88 f5 51 13 81 80 91 cb 53 cd 95 b1 00 e4 06 33 1a 97 01 1d 17 27 
a9 3d c3 a1 71 45 ac 8f da ca 88 3d 63 66 c5 69 b6 cc 8c c6 65 40 c4 c5 db 0b b5 67 38 1c ae 88 f5 51 13 81 80 85 cb 53 
cd 95 b1 00 e1 06 33 1a 97 01 05 17 27 a9 3d c3 21 70 45 ac 8f da ca 88 3d 63 66 bf 69 b6 cc 8c c6 65 40 be c5 3b 4f b5 
67 38 ec ad 88 f5 51 13 81 80 79 cb 53 cd 95 b1 00 de 06 33 1a 97 01 ed 16 27 a9 3d c3 a1 6e 45 ac 8f da ca 88 3d 63 66 
b9 69 b6 cc 8c c6 65 40 b8 c5 5b 20 b5 67 38 bc ad 88 f5 51 7b 8f 27 f6 8c 99 d9 a6 d9 32 33 1a 97 01 d5 16 27 e9 b7 be 
e2 bd 6f 7b f3 6b c6 b3 e5 a9 f6 ca 18 6f 80 d9 1d f0 34 92 2d 3e af aa 3d c3 61 6c 45 ac 8f 9a 08 04 0c 5b 9e 6a ae 8c 05 
c0 36 98 d1 b8 0c e8 b5 38 49 ed 19 0e 5d 2b 62 7d d4 
Data Ascii: )6Ze8LQS3'=qE=cfie@g8QS3'=!pE=cfie@;Og8QyS3'=nE=cfie@[ g8Q{'23'o{ko4->=alE[j68I]+b}

2022-04-20 13:11:57 UTC 6638 IN Data Raw: 2a e1 12 15 95 a0 89 8a 4a e8 44 45 25 80 a2 a2 12 46 51 51 09 a6 e8 ec 18 4c 2a 3a eb 81 61 45 59 c5 bc 
a2 ac 61 64 51 d6 30 b5 28 6b 18 5c 94 35 cc 2e ca 1a c6 17 65 0d 13 8c b2 86 21 46 59 c3 1c a3 ac 61 94 51 c9 9d d0 
8c 8a 4a 80 46 45 25 4c a3 a2 12 ac 51 51 09 d9 a8 a8 04 6e 54 54 c2 37 2a 2a 41 1c 15 95 50 8e 8a 4a 40 47 a5 17 18 
eb a8 b4 98 f8 16 0a b3 e9 e5 f6 f8 b5 7e db 83 72 8f ce c9 b6 b7 50 74 6b 6e 28 44 a7 32 90 4a f3 1b aa 44 df 9e 7a c8 e
d 71 13 07 7f 81 ea 9c 3d 53 26 c3 4b 54 c0 50 08 4f 67 23 9d 1b d3 50 28 4e 48 ba f4 6e a0 09 46 e0 24 3d 1c cc 54 cb 
42 4b 42 96 52 8c 06 66 d2 79 d1 b0 54 4c e9 ad 0f 7d 73 d9 f9 49 0f 07 53 15 33 37 18 04 29 c1 18 0d 2c a5 f3 82 66 a8 
18 27 2a 5d 7a 37 d0 44 23 70 95 1e 0e 66 2a 66 a1 2b 21 4b 29 46 
Data Ascii: *JDE%FQQL*:aEYadQ0(k\5.e!FYaQJFE%LQQnTT7**APJ@G~rPtkn(D2JDzq=S&KTPOg#P(NHnF$=T
BKBRfyTL}sIS37),f'*]z7D#pf*f+!K)F

2022-04-20 13:11:57 UTC 6639 IN Data Raw: aa ff 21 97 9b 3b c5 35 05 be 28 7e 74 b4 ec 10 02 d2 4e 69 15 23 4d f5 df e7 a2 63 d2 f0 a2 b8 a6 40 17 c5 
11 99 56 1c f2 9d b2 0e 9c a6 fa 1f 72 b9 b9 53 5c 53 e0 8b e2 92 48 e5 f0 43 05 2e 83 5f aa 5d b2 f0 cd 5b 6f 34 7e 03 
28 7d c1 b9 88 90 56 3e 2d 5c 08 49 2b 77 c4 6b 39 69 86 34 86 8f 3d a7 51 69 86 4c 86 bb 7b 0b 86 8b 7c 4e ec cc 4c 
23 cf 43 ce e4 b4 ee 2c f0 37 29 fc 43 6b 67 84 1a 7f 3e 73 06 a9 8d 27 c2 2c b5 64 07 af 15 e3 b5 61 06 aa 56 7b 52 b8 
6a 97 ff ce 2e a2 d5 72 8d f2 c9 f6 20 c0 d3 a2 48 c9 69 49 64 d8 b4 24 32 66 5a 12 19 30 2d 89 8c 96 96 44 86 4a 4b 22 
e3 a4 25 91 41 d2 92 c8 08 69 49 64 78 b4 28 12 36 5a 94 08 18 2d 4a 84 8a 16 25 82 44 8b 12 e1 a1 45 89 c0 d0 a2 44 
48 68 69 ed 31 06 2d 25 8d 19 68 87 84 01 68 87 80 e9 67 87 80 
Data Ascii: !;5(~tNi#Mc@VrS\SHC._][o4~(}V>-\I+wk9i4=QiL{|NL#C,7)Ckg>s',daV{Rj.r HiId$2fZ0-DJK"%AiIdx(6Z-
J%DEDHhi1-%hhg

Timestamp
kBytes
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2022-04-20 13:11:57 UTC 6640 IN Data Raw: 0a 3a 5b a9 af bf 6b e4 a0 fe 8e 3c a5 3d 60 98 52 1a 5f 45 52 92 9d 0f 29 4c f7 bf 6b e4 a8 fe 7e e8 a4 3d 60 
6e 52 1a 5f 05 4d 92 9d 0f 4f 30 d3 fd ef 1a 39 7a fa f2 a3 24 ed 01 23 92 d2 f8 2a 3e 92 ec 7c 48 61 fe d9 d7 33 72 54 7f 
3f 20 d2 1e 30 0d 29 8d af 42 21 c9 ce 87 37 21 a7 fb df 35 72 50 7f 47 f6 d1 1e 30 f8 28 8d af a2 1e c9 ce 87 14 a6 fb df 
35 72 54 7f 3f cc d1 1e 30 e3 28 8d af 02 1c c9 ce fb 14 74 ba 51 5f 7f d7 c8 41 fd 1d 89 46 7b c0 38 a3 34 be 8a 65 24 3b 
1f 52 98 ee 7f d7 c8 51 fd fd e0 45 7b c0 e4 a2 34 be 0a 5b 24 3b ef 53 d0 99 45 7d fd 5d 23 07 f5 77 e4 14 ed 01 43 8a 
d2 f8 2a 42 91 ec 7c 48 61 ba ff 5d 23 47 f5 f7 43 12 ed 01 f3 88 d2 f8 2a 18 91 ec bc 4f 41 27 11 f5 f5 77 8d 1c d4 df 91 
3e b4 07 8c 1e 4a e3 ab b8 43 b2 f3 21 85 
Data Ascii: :[k<=`R_ER)Lk~=`nR_MO09z$#*>|Ha3rT? 0)B!7!5rPG0(5rT?0(tQ_AF{84e$;RQE{4[$;SE}]#wC*B|Ha]#G
C*OA'w>JC!

2022-04-20 13:11:57 UTC 6642 IN Data Raw: 54 e8 ad 86 fb 41 b7 e1 a5 00 f0 e3 08 5a 6e 56 2b 10 cb e3 d0 9d 5f b5 3a da 0b ba 80 4b 04 fc 5d b1 23 fe 
ca 8a 6f f7 75 fa f4 b4 c6 37 12 37 05 b1 6c 01 7d a1 15 98 54 73 02 24 f7 db 8e a3 9f ec ee ee 9c e9 d6 e6 0f 47 df 3c 3e 
ff 86 cf 7b bb 8e 7e 7a b6 73 be 73 7c b1 79 b1 7f 72 ac 5b c5 47 47 ff b4 73 f1 fd 1c 0a be 9c eb d6 fd be a3 f3 e7 ef 50 ef 
f4 e4 f8 7c 47 b7 52 51 69 6b f3 74 f3 e3 fe e1 fe c5 fe 0e 54 fd 3a 73 74 b5 44 69 30 db 73 f4 b3 d3 2d 9d 4f fd b6 8b 83 
a1 3f f1 83 64 94 94 09 2b 3c 2a e1 e8 ed 09 78 d0 1f 86 4b e4 8f f9 24 14 0f ac 98 8e 4a fe 8c d0 e5 4f b1 e8 83 d3 f5 fd 
88 40 35 b7 ca 26 55 2f f3 19 92 32 1d f9 53 3a d4 97 3d 0f 7b c8 06 9a 6f 96 40 57 ee b5 f3 59 5a fa 3f 76 70 58 03 08 50 
9a 66 a5 36 f1 73 60 69 69 96 be e1 cd 
Data Ascii: TAZnV+_:K]#ou77l}Ts$G<>{~zss|yr[GGsP|GRQiktT:stDi0s-O?d+<*xK$JO@5&U/2S:={o@WYZ?vpXPf6s`ii

2022-04-20 13:11:57 UTC 6643 IN Data Raw: 54 c8 ac a6 1e a1 20 2d 20 0e 96 68 72 42 0d 48 14 5d 0b 14 d8 5d 84 02 9f 66 6e bd 2d c7 fe b8 9f d4 35 6a 
c0 c1 27 ac 69 0c d7 c2 9c e6 54 5e 8d 45 8d 66 8b 30 69 53 52 c2 0e ab 11 c0 78 f5 70 bc fe b3 e3 14 2c 9c e6 6c ab 6f 
b4 ec f5 03 a9 bd f4 0e b7 24 c7 f3 a7 51 92 9d 65 01 54 49 41 d9 f8 ef 0f 64 ab a3 67 17 79 97 44 6c f1 a0 d3 d7 0f da ea 
68 d1 a0 fa 04 ed 99 80 4f 69 79 98 84 2c 2d 98 b0 5b 9f 4f 27 64 94 54 d8 76 85 83 2f b4 31 1b dd 9e b1 11 03 26 7e c4 
f5 b5 45 bd 6f f5 f5 fe 5c d3 e6 20 28 35 b0 4e a7 e3 be 4e d5 aa d8 49 04 c5 09 42 f4 8e ed 47 f0 1e 28 3f cb eb ae 96 78 
57 b1 c2 78 9f 69 60 2a ec 80 4c 37 7b 2d eb 10 59 90 fa ec f7 62 91 db 49 31 41 eb 0b 5a f1 5d 41 72 7c 57 e1 21 52 e0 
45 8a 71 e4 4f a4 d0 bb 36 b7 f6 bb e2 38 50 71 df 
Data Ascii: T - hrBH]]fn-5j'iT^Ef0iSRxp,lo$QeTIAdgyDlhOiy,-[O'dTv/1&~Eo\ (5NNIBG(?xWxi`*L7{-YbI1AZ]Ar|W!REqO68
Pq

2022-04-20 13:11:57 UTC 6644 IN Data Raw: 40 09 93 ef 09 62 0e 8f d5 68 98 1b be cd e0 7c 07 cd 12 d7 00 89 2c 80 51 06 4f 4f 20 14 e0 78 0c b8 fc 0e 06 
d2 24 3f f0 48 4a 89 08 b4 9c 88 fc a9 55 01 1f 56 af 70 ef 78 c6 69 f0 b6 b5 de 40 d5 88 04 ee 08 c0 11 c0 ff 70 42 e1 ff 
82 87 4e 74 05 4b 8e 2c d8 7d 85 5f 42 dc fd 1b 3d b2 70 50 60 99 3e 1e 9a c8 fe ca f9 51 35 81 7f b0 06 3f 9c 91 bd c7 
c5 dc c8 6c 1f d7 b8 3a cd ff 0b f5 81 b2 b5 de 8f 71 c6 7f 1b 1c 84 b7 de bf b0 d2 18 25 9c 08 c9 de 03 fc 82 07 eb 16 7f 
c7 f2 77 8c bf 71 c3 22 14 6e e1 ff b8 49 05 ce 84 35 b6 3a e5 05 c8 d8 61 09 30 45 e3 17 50 c1 82 d8 30 f2 be a5 16 f3 
8b 31 62 04 b0 6d 79 79 6c 8f e0 29 ab 71 26 b7 a6 b0 16 0f 04 8c e1 06 00 d6 fe c4 80 de a0 66 2c 60 a7 19 49 e4 e9 ab 
f9 aa 6e d6 ae e2 a9 e9 50 93 78 65 45 b6 f9 8a 
Data Ascii: @bh|,QOO x$?HJUVpxi@pBNtK,}_B=pP`>Q5?l:q%wq"nI5:a0EP01bmyyl)q&f,`InPxeE

2022-04-20 13:11:57 UTC 6645 IN Data Raw: 92 fa 3c 29 5d 28 a7 cc 42 44 56 5e e1 4f 8b 27 13 6c b3 91 3f 53 5e b5 8e 84 c5 51 5b ad 40 05 56 85 df cd 
57 bc cc 42 eb f8 47 98 b1 a3 af bf 05 a5 70 d8 3d 3f 96 dc a1 b3 32 9c 90 f4 75 98 0d 1d 1f 30 8b a5 7e 30 62 f0 6b 88 d6 
19 58 de ce 0f 98 0a 12 e6 c2 b9 d4 fd c8 9f a0 a7 ed fb 04 e6 9d 4d cb ef 11 2e 40 bf 42 26 70 6d 47 05 74 46 ed 31 70 
36 b6 d5 41 b6 e1 9d f7 e1 37 d3 05 da e9 79 bd 70 da 68 48 1d 46 5c 09 6f 78 18 bf 17 d9 34 0f 19 08 30 49 89 2b 70 d6 
fe 1c f6 1c a7 8d f5 9d f7 ff ee 7b e1 fc b6 d6 2c af ce cf 6a 0f 7c 94 aa 92 62 58 3c d7 86 c6 ee 83 a8 ac e7 74 9b ce 4d 
67 c1 d2 88 d3 56 4b cb 19 e0 64 8e 91 53 e2 8d 6e a9 13 15 e9 0f d9 34 8d 8c ce 32 6b 72 b0 aa bf 05 d2 b4 a6 5b 4b 
7c f5 d4 74 11 58 2c d2 e4 a6 25 df df c7 fb 24 2a 63 
Data Ascii: <)](BDV^O'l?S^Q[@VWBGp=?2u0~0bkXM.@B&pmGtF1p6A7yphHF\ox40I+p{,j|bX<tMgVKdSn42kr[K|tX,%$*c

2022-04-20 13:11:57 UTC 6647 IN Data Raw: 73 52 49 60 5a 1c 53 bc e9 35 7a 8c 78 30 3b 7f f7 f4 a4 eb dc 6f 39 68 fa 2b 77 ab 53 c5 53 51 4b 3f d0 f6 b7 
45 a8 10 35 75 fe 5f aa 55 ff f4 d5 56 c7 8a 3d 53 97 30 90 be 64 2e 7b 06 30 5a 81 d6 05 e8 9a 0c 94 80 4d 46 74 4d 41 
50 88 ce a7 9c 6b e6 47 7e 0a 22 3c 60 f1 d3 13 21 04 85 32 d6 d8 2d 6c a3 c0 7b 98 45 90 18 fb 37 0c 83 eb f0 6a 01 74 
46 11 a0 ec 49 99 ff 57 db 51 41 f1 85 5d 91 9b 22 90 e8 06 7f f6 45 89 a0 77 8b c7 63 9e 27 e9 cd e6 1d 80 19 69 24 ea 
21 e4 d0 8c ac 77 dc cb 64 5d f7 bb 35 38 76 d6 16 e9 40 3a e9 e4 2a 81 c3 00 04 55 1f 5c e5 0e ac 3c 81 aa 87 6b 4f 3e 
6c a3 1e 8c 16 12 57 04 79 40 3f b8 fe e2 34 4f ee 30 b1 3f 4b 4f 73 36 28 b6 40 21 1e 02 1f 89 fd 42 71 44 4e 41 dd 78 
5d bb 8e 0f 73 5a 81 6d 91 27 eb 1e ce 54 76 6f f7 b3 
Data Ascii: sRI`ZS5zx0;o9h+wSSQK?E5u_UV=S0d.{0ZMFtMAPkG~"<`!2-l{E7jtFIWQA]"Ewc'i$!wd]58v@:*U\<kO>lWy@?
4O0?KOs6(@!BqDNAx]sZm'Tvo

2022-04-20 13:11:57 UTC 6648 IN Data Raw: 15 f5 fd b0 53 7b 73 73 ab 59 29 83 d7 9d 5a 27 a7 5f ce 9b d5 b8 eb 12 fd a0 dc ce fc d2 d8 1f 6e 94 ca e7 5f 
4e 4f 4f ce 2e be 7f f8 0c 92 a6 5a 2b 7e f7 db 87 4e a7 7b 50 d8 1a 7c f2 7b a7 d6 d7 d3 df db 95 fe d0 9d b8 91 b3 b5 45 
c7 15 2d 60 da 97 51 99 fb 3a e6 ab b5 bb f9 a3 d9 4d cc ee c2 ff a2 9f bd 9d af 15 60 23 36 f0 a7 a3 d2 19 3c c8 fb 00 53 
79 a1 12 bf 36 40 43 c4 c5 a3 38 26 0d 02 d1 61 65 a5 3b 8a e7 f1 37 bd 70 ac 63 41 1a d4 12 2d cc 18 6d 40 76 67 e0 
b5 a8 78 21 a6 86 80 a7 0d 15 17 44 92 66 4b 92 0c 3b 25 ed 3a 00 14 4c 59 17 ee d7 66 fd 4f f7 3d b5 db 5d 42 51 8b c0 
2b d2 fc 45 86 c7 ab d9 64 70 cf 49 47 fc a0 8a 50 3d 69 15 6a f2 ee 6e 23 0b 23 93 d7 03 08 03 e0 9a 4c fb e5 b9 2f 93 
a6 bc e2 8b 5b 6f 40 a0 b1 26 2c 87 93 39 46 5f 37 
Data Ascii: S{ssY)Z'_n_NOO.Z+~N{P|{E-`Q:M`#6<Sy6@C8&ae;7pcA-m@vgx!DfK;%:LYfO=]BQ+EdpIGP=ijn##L/[o@&,
9F_7

2022-04-20 13:11:57 UTC 6649 IN Data Raw: bf f2 4f 0c 38 af f9 0e 81 05 f5 b7 78 d4 b7 a3 4f a6 c1 28 09 75 6b 2c 02 2c b8 21 d0 f9 7c 8d 17 63 f3 28 31 
27 f5 ef 92 a1 0f e7 c5 9e 16 2c df 1c c2 86 3c 3d e9 5f 8e 3f 1f 9f 7c 3b d6 ab c0 66 20 e2 d1 34 2c 29 4d 01 15 fd b9 8c 
9e 09 65 84 4c d4 27 57 65 7d 57 0a 4c d5 0b f0 ea ab 5b e7 ee 47 95 0a b4 9c d6 0a 11 00 6c eb 39 d5 b1 29 29 af 2f 63 
67 94 2b fd c5 a4 54 ea 24 dc 10 55 64 8d 05 40 f9 63 e7 57 3c f2 8d 89 34 dd e2 cd 79 18 bd 13 91 e4 b4 62 8a 4a a3 6b 
95 68 db bb 95 cb 58 05 89 64 65 f3 85 7e a1 26 a8 3a ae 77 85 17 6c 49 97 cd 96 7a 7a 75 59 5f bd 5b 68 43 ec 95 6f 98 
4e cf d5 43 b2 23 a8 60 5a 41 df ed 44 44 a9 c2 1b 59 31 f3 44 41 45 46 b7 db 64 54 46 64 d2 7c e1 f8 6d 74 96 8a 01 87 
e4 ac e9 f2 70 a1 a7 77 2e 10 8e bc 2d b2 52 c8 7b 
Data Ascii: O8xO(uk,,!|c(1',<=_?|;f 4,)MeL'We}WL[Gl9))/cg+T$Ud@cW<4ybJkhXde~&:wlIzzuY_[hCoNC#`ZADDY1
DAEFdTFd|mtpw.-R{

2022-04-20 13:11:57 UTC 6651 IN Data Raw: 0b 30 ad 44 d6 fd f6 b9 23 8b f9 b4 15 f5 cc d1 89 0c 44 22 98 e4 4f 61 5f f8 4b 17 f7 ce f5 07 30 60 e8 42 eb 
e5 ce 34 67 37 be b6 9d a5 c3 11 d3 cd 66 92 f2 2f 7b 9b 5b 9f 9d 45 c7 41 0b a0 d3 29 45 07 d5 17 44 68 e3 2c 62 a3 37 
6f f4 5f 56 97 8c 68 f5 17 1d c8 5e 98 e5 91 f0 68 42 db 30 c3 5b 69 df bc 49 0a 11 0f 55 cf cf fe 05 f6 9d 22 a3 7b 6f 52 1b 
91 30 90 3c f0 4b 94 30 e6 1b ef 3b b3 10 95 31 8d 5c f2 b0 d1 83 b8 6a e6 50 de 6d 6d f9 7d b1 bb 4a ec 5d 6b 85 3c f8 
96 27 93 e1 56 32 49 a5 2d d6 c7 e2 6a ef 4c 28 d8 db ce 82 18 b6 e7 bc 09 d3 96 5f e4 c5 5b 32 7e 3c 90 7b bd 3f db e1 
3d 02 ec 13 06 e9 ff b8 26 9f 17 d4 fd 5a df f5 dd 0f 0f bc fe 4f 61 5a dc 85 a2 35 9c 7f d5 5d d4 d2 06 5e 47 92 33 4c b0 
60 1c 02 c8 48 1a 40 f8 fa 5a 20 bc ff 39 20 
Data Ascii: 0D#D"Oa_K0`B4g7f/{[EA)EDh,b7o_Vh^hB0[iIU"{oR0<K0;1\jPmm}J]k<'V2I-jL(_[2~<{?=&ZOaZ5]^G3L`H@Z 9 

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6652 IN Data Raw: a4 14 42 95 5a 7f 73 8b 68 21 cc 78 07 26 77 a8 7e 19 02 f5 2d 5b 85 67 58 78 5b 15 8a 64 ec 7f 62 65 ba 4d 
fb a9 ba 1a 34 cf f5 d2 82 b1 e4 08 ea c7 c1 89 34 ed 62 24 2e 45 c3 d3 7d 58 7c 0e 3d 76 82 f3 66 ac f5 02 7b 55 9f 65 
b1 3d 8e fa b1 21 5f 2a a4 c7 b2 08 5d 91 64 55 ed d2 42 32 ff d6 1f b6 01 e1 a2 29 4d 7d 63 c1 59 19 56 3d e1 25 6f cf 
d4 96 4a 72 55 5f c2 7a 57 fd d6 de 42 79 0d 13 2c 5b 53 f7 d4 f1 dc be 2f 45 a3 69 76 a3 9f 12 f7 7d d3 dd c1 2f fa 35 60 
e7 f1 3e c4 27 1d 08 cc c8 71 64 62 d2 e7 6e e8 f0 de b3 37 94 60 2a 10 17 66 4e 02 3c 2a 2c 07 71 44 5a d5 8f 5e 6a da 
15 5f 95 d6 63 fc 54 17 77 9d e0 a5 ed ea b7 ba 26 53 a9 c0 cf ad c3 17 72 a9 da f3 a4 0b 66 19 08 44 85 1b 56 d7 38 6e 
f2 3b 88 ea 56 fb a7 a2 a8 5b c9 16 17 16 7d c4 30 6e 
Data Ascii: BZsh!x&w~-[gXx[dbeM44b$.E}X|=vf{Ue=!_*]dUB2)M}cYV=%oJrU_zWBy,[S/Eiv}/5`>'qdbn7`*fN<*,qDZ
^j_cTw&SrfDV8n;V[}0n

2022-04-20 13:11:57 UTC 6653 IN Data Raw: 75 f0 31 d3 f0 55 04 e9 75 6d e2 4f 67 93 61 ce 9e 1b fb 69 e4 da 11 36 1d 29 5b 33 9b 8d 0f 80 94 8b e8 ea 
20 9d 13 13 5d 42 06 c7 90 75 3f 0a bc 5c c9 b2 2c 67 0f b1 61 f2 31 ea 10 06 4e 81 26 83 d0 cf 47 95 78 86 cf 2a 69 c7 
15 77 f4 27 17 2a a2 31 f1 e1 6d 5e 73 8b 3d ab 5d b3 f3 ca 2c 1e 66 31 da fa 1c 32 1e 04 c5 f1 64 34 1d 4d 1f c7 7e d1 
b5 87 ae df 97 00 e6 c4 d5 83 a7 5a d0 ce 33 80 59 f3 0e 1b d0 ae e8 05 d5 1c fa d3 8b 60 e0 03 c6 f2 d2 78 72 8c 38 50 
cb dc 28 e9 73 86 99 8f 49 cc 18 2e 40 18 e3 c2 65 b8 70 05 3a 11 17 07 41 0a 0d 76 b1 53 9c 76 fd 61 9c dc d6 9f 00 4e 
47 9f 4e 1e 9f bc bc 03 ef fa 1c e8 c6 ed 22 02 08 35 7e 1f 18 80 07 1f 00 03 c9 52 2e 2f e5 2e 2a e5 e7 09 67 71 39 0f 41 
60 48 83 67 44 e7 5a 02 9f 08 5b 6a f8 79 77 3e 06 84 
Data Ascii: u1UumOgai6)[3 ]Bu?\,ga1N&Gx*iw'*1m^s=],f12d4M~Z3Y`xr8P(sI.@ep:AvSvaNGN"5~R./.*gq9A`HgDZ[jyw>

2022-04-20 13:11:57 UTC 6654 IN Data Raw: 04 ed 47 90 05 75 59 ec ca e8 17 b4 c8 71 55 18 6a e6 cc a8 c8 1b 80 b1 96 a5 2c 7f 2f ff 37 72 19 5f 37 50 5a 
d4 4d 2f ff 2f 5c 3e 81 5f 3e d0 ca 5a 54 6b 04 5e 1e db 3e 0e f2 da c2 96 72 6d 3b e8 fb 5e 6e 3a ca a1 70 95 0b a0 33 f8 
e0 a0 0c 65 54 50 e6 db 6e 56 99 d0 9d 18 9f 5e 02 7b 20 6a b1 71 66 58 cb 0e db c5 04 2a cc a2 09 a4 4f 7b d2 f1 a7 7a 
41 cb 21 7b f3 50 ff e6 32 db 68 9c c7 56 71 60 fe 15 64 29 21 c7 fb 34 99 0d a7 d0 f5 62 df 0e a7 24 b8 6d 6c 2c fa 22 64 
c4 3d 8e 96 55 f9 8c 37 ba 29 30 e8 0f c6 d3 c7 9b 90 11 2b aa 57 86 9d 42 41 ac 55 d9 a8 d7 db 4b c7 9f e4 78 ec 9a 07 
92 12 a3 5b d0 90 01 8d 5e 71 3c 0b bb 79 8d d6 38 d0 c2 b9 7c 65 59 28 30 c5 9f d9 b8 6b 4c 82 f2 ad a5 64 d0 8e 30 c2 
e5 88 98 06 50 72 6f 74 47 a3 d0 df 67 9f 68 4a 
Data Ascii: GuYqUj,/7r_7PZM//\>_>ZTk^>rm;^n:p3eTPnV^{ jqfX*O{zA!{P2hVq`d)!4b$ml,"d=U7)0+WBAUKx[^q<y8
|eY(0kLd0ProtGghJ

2022-04-20 13:11:57 UTC 6656 IN Data Raw: 5e 23 d9 f1 0c f7 ca 62 2c 16 bf db b7 6c 8a 68 86 0d 60 e9 c6 b0 67 d9 7c 75 bb 4b 56 88 7b 2f 31 97 e5 0c 
8b cb 37 dd e9 74 6c 6a eb 96 c3 e6 9f 3b ea 6f 6c 50 62 98 4c dd 5b 2f 9b 9b 65 0b 52 60 fa 77 81 21 7b fe cf 93 76 5e 
bb 21 72 ad 8f c7 2d ef e6 46 13 7b 3b ae e0 4c eb 65 60 f8 93 1e e8 3b ac ce d7 af 81 fb 80 50 3c 1a 75 fa 28 82 82 90 
1b 7d 19 00 3d c9 5f ae 8d b0 a7 92 3d 6d 66 27 08 bf 83 ec 95 d7 20 c5 fc b9 39 9a 74 8a c4 9d 83 d9 80 c9 df 66 c8 0c 
8d 20 52 99 1a ac a0 9b e5 75 cb 8e e1 2e 1d 6c 97 de ee 34 77 71 01 99 aa 9a 59 59 b1 b0 cf 82 ea 37 37 66 aa 35 0d 
b7 46 ed 89 fb 62 20 f9 98 10 9a d9 8e 15 6d 0b b4 60 25 82 aa 66 0e f0 84 bc 53 a8 ee e8 46 b9 c4 65 02 36 de f7 69 46 
4d e2 ce be 2d ac 33 3d cb 91 2d e8 dc 58 d3 91 6c 35 67 29 
Data Ascii: ^#b,lh`g|uKV{/17tlj;olPbL[/eR`w!{v^!r-F{;Le`;P<u(}=_=mf' 9tf Ru.l4wqYY77f5Fb m`%fSFe6iFM-3=-Xl5g)

2022-04-20 13:11:57 UTC 6657 IN Data Raw: db 68 6a 25 0a 60 44 33 a6 7b d9 91 27 17 78 5a c2 3a 8f 0d 24 37 95 01 58 1b bb 91 5a 20 49 6f 03 5d fa 58 
96 18 3a 1d 3f 9c e6 ec dc ed 70 f4 30 8c f6 08 08 71 64 79 ba b5 64 64 d6 6e 41 b2 4d 6a 47 b7 c0 fa d3 29 67 99 94 bf 
52 a5 d6 6e 81 6d a4 33 35 db e9 94 8b 4c 9e 6f 3d 05 09 fc b0 71 d4 6f b9 29 34 b6 3d 34 46 c3 e9 64 d4 ef fb 2a 03 24 
2b 84 23 bd 9f 1d e9 a4 5f 57 df 8a bc 70 b3 2e a9 5c 5d 65 1e 5d cd a4 52 1d 3e 04 38 e5 50 e2 78 72 6d 58 63 b8 19 88 
86 c9 8c e5 87 3d d0 4f c2 68 fb 3e 8f 82 6b a7 a0 e9 9a 29 a7 6b b5 44 15 82 a8 78 35 51 4e 91 9e cc dd 86 45 25 93 b5 
3f 82 f9 8d 7b 41 53 34 ca 88 02 88 be 1b e4 b2 98 47 0d 25 e5 51 c2 49 5f 44 55 32 dd 66 1a d7 0a b8 39 f4 fc ac 85 c1 
d4 07 5a e3 0e db 22 9b 36 9f 1b 07 49 6c 92 83 51 5f 4f 
Data Ascii: hj%`D3{'xZ:$7XZ Io]X:?p0qdyddnAMjG)gRnm35Lo=qo)4=4Fd*$+#_Wp.\]e]R>8PxrmXc=Oh>k)kDx5QNE%?
{AS4G%QI_DU2f9Z"6IlQ_O

2022-04-20 13:11:57 UTC 6658 IN Data Raw: 26 a5 40 89 94 20 64 4a cf 9e da 96 33 37 4e d3 be ae 12 83 b3 85 f5 17 0b 26 45 da d6 10 46 05 64 52 6e 5b 
4b ea d7 27 24 05 40 19 e8 16 b6 03 a4 f6 55 bd a7 c7 0f c0 c6 02 84 2d d6 43 d6 af e4 96 26 c9 30 f2 39 8e 85 47 86 40 
62 13 67 86 94 e7 89 7c 79 63 f5 42 89 2c e6 d8 ee de 57 8a a7 be 3f 81 56 87 be cb 8c a3 ac c6 cf d6 59 8f 1f 06 b6 ad 
73 ce e8 85 bc db b7 f8 17 ae 60 ef 03 16 b8 db 09 34 01 9c a5 1f 20 67 c3 13 44 bc c4 27 e1 1c 45 6f a3 68 e9 ef 89 45 
b9 2b c9 cd 33 56 7d c3 8a c4 12 91 fd 63 52 ba 61 68 53 a4 ed 2b d2 0e 12 69 73 e3 32 2b 97 0f 90 64 be 65 d3 f7 31 fd 
7b 36 fd 00 d3 7f 64 d3 3f 62 fa 5f d9 f4 7e 71 34 14 07 ff 64 21 df c9 bb 9c 92 e6 c6 df 2a ae 05 7d 70 8a c0 64 70 4b db 
9f 84 d6 d5 13 48 ce a6 16 4e 67 43 13 ff 40 cd b1 d3 
Data Ascii: &@ dJ37N&EFdRn[K'$@U-C&09G@bg|ycB,W?VYs`4 gD'EohE+3V}cRahS+is2+de1{6d?b_~q4d!*
}pdpKHNgC@

2022-04-20 13:11:57 UTC 6659 IN Data Raw: a1 70 6d f9 66 be 52 da 92 13 de bf df 79 2e bf ad 98 f9 ed ed ca db 1d cb ca fb 1b 3b 5b db e5 0a 9e d5 2c 94 
a3 16 36 36 b6 31 84 12 7c 4f d6 5f 28 eb 3c ff 5e de b7 76 b6 b7 ab 3b 85 3c d4 51 2e 55 aa fa bb 77 e5 92 5e 48 96 28 
14 3c 9d 7d 35 62 10 ca bb cf 95 ad 92 9c 50 d9 d8 a9 3e 03 e8 ba 29 27 3e 57 2a 5b 52 ae 1d 91 29 4a 13 09 f3 58 cf e9 
2c c2 e4 9a 84 4a 37 46 65 84 47 aa 12 d9 1f 61 50 77 ae 3c 6c 82 8d 64 b1 3d 19 0d 1a bc 57 78 f0 53 9c 4b 2a bf 2d bf 
83 75 03 e0 7c 1f 39 f3 f2 9a 96 54 00 08 ab 96 01 5d 3b cf 6d e8 01 77 3b 82 da 2a d5 b7 58 5b 75 67 1b 6b 8b 6a e2 ee 
51 f4 62 74 45 aa 6f 61 3d 6f 10 eb bb cf 79 aa 08 1e 2b cf f9 0e 7b dc 79 ee e2 c3 26 0d d2 32 68 88 12 0a 79 c4 78 09 
28 7b 59 4e a4 89 82 18 6e e1 2e 25 20 8b 40 5c de f3 
Data Ascii: pmfRy.;[,661|O_(<^v;<Q.Uw^H(<}5bP>)'>W*[R)JX,J7FeGaPw<ld=WxSK*-u|9T];mw;*X[ugkjQbtEoa=oy+
{y&2hyx({YNn.% @\

2022-04-20 13:11:57 UTC 6661 IN Data Raw: 2d 16 15 6c 72 7b 59 93 7e b2 c9 42 55 88 e2 ae 20 7f 27 ef d1 bc f7 d9 4c c7 79 10 fb c8 83 7a eb e5 a0 a7 
40 e7 46 ce 1f ba 23 b2 70 83 9a 1d b0 3d 3d 61 de 06 d5 d2 f8 79 ab 30 7e d8 fc 1c 02 f0 1c 02 a9 74 cd 19 2c 01 95 01 
06 b3 58 65 c3 ab 89 fc e5 eb 5a 02 6b ea 12 15 a9 44 25 59 a2 bc a5 2e 52 95 8a 54 93 45 2a e5 da 9a b2 cc 96 54 66 
2b 2a b3 4d e3 a4 6e 65 db f0 98 c4 4c 2f 6c c0 1d 3e 36 7c d0 5e fa 4a bf f1 64 36 1e 17 a0 5b 46 73 4c 0a 65 81 77 91 
50 01 da 88 5e 00 01 ac 83 d0 3d 94 2c 4a cf 2e ac 7b cf 1e a0 6f e7 d9 87 ee 6d e9 5c f0 af bc ca 83 18 0f 6a 56 a1 0c 
0b 21 4a f4 95 ea 46 65 7b 1b 56 11 4b c8 8e 1c 46 48 45 1f 44 77 0f a4 3a b3 35 6c e3 21 85 c7 57 b6 89 1e 10 7b f6 ab 
b4 9c fb ca 35 13 89 ce 66 79 bb a4 43 73 05 29 91 f4 a3 e4 
Data Ascii: -lr{Y~BU 'Lyz@F#p==ay0~t,XeZkD%Y.RTE*Tf+*MneL/l>6|^Jd6[FsLewP^=,J.{om\jV!JFe{VKFHEDw:5l!
W{5fyCs)

2022-04-20 13:11:57 UTC 6662 IN Data Raw: 72 5e 83 d0 ff ef ea 5e c2 8a ec ea 26 46 c7 d1 ac a2 16 05 c8 b1 af 40 22 bf d6 49 5b 55 7e ac 5c eb 7b ee 66 
c5 74 37 cb c2 8a 96 b2 91 b8 3a ea c9 b5 b3 5b 79 77 af ad 3f 79 57 3e ee 6c b4 63 27 32 0f 4f 90 d8 cc b0 82 47 63 8d 
b3 04 41 ad 25 ed 82 03 3e 0d bc f4 fe d3 1d df c7 a3 3d b6 82 6e 4c ac 93 5b c0 20 2e 58 ec b0 78 64 69 9a 90 b3 41 df 
c3 30 0c 09 e7 d5 cb 21 3b bb e9 80 d0 b2 b3 15 2f f9 20 a6 62 cd b8 e3 7d a7 d7 04 ee 07 73 22 ae 98 ad 95 6a d1 56 
98 9b 07 c4 00 09 b9 f9 92 0e a4 e3 e6 61 60 81 6a e8 17 5b df 01 01 c6 ea a2 05 18 7e 7d 9d 89 20 4e 1e d5 af e7 36 e9 
fe 3b 20 42 e3 9e b6 93 6f 03 0d 6d c0 8a 88 74 54 d1 0d fc 00 25 9d 7c 07 d6 a6 0d e0 cc cf 5d dc 7c 36 4e 13 6c 12 7b 
78 72 ab 3f 9d e0 a4 89 60 b4 2d ad fe a1 b1 df 3c f8 f8 
Data Ascii: r^^&F@"I[U~\{ft7:[yw?yW>lc'2OGcA%>=nL[ .XxdiA0!;/ b}s"jVa`j[~} N6; BomtT%|]|6Nl{xr?`-<

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6663 IN Data Raw: 4f b2 97 d8 60 cd bc 79 99 b2 84 a1 b5 6c 9d 1f 8e 96 e3 87 87 27 0f c3 d3 c9 68 ec 4f a6 8f dc ac 68 60 a4 92 
58 47 8a 35 86 5e 3f 85 32 02 03 10 2b 98 59 12 61 dc eb 60 6e 0c 14 0c b0 13 6b 95 f6 bc 36 90 98 0f 9d 58 5e 68 9b 4c 
f2 c0 bd 27 3c d1 4d 97 c9 61 d3 26 e7 83 2c 6b a1 70 3d 37 79 86 12 cf c0 41 02 12 d0 66 43 d0 e0 83 21 3b f7 c6 8e 77 
9f 3f 0e 1c 0a eb bc f0 5b 31 98 fa 13 f4 37 07 21 46 06 fa 2a f5 f9 7a 41 07 f8 09 a9 cf 89 53 a2 c6 b0 6f 69 22 41 8b 0e 
9b c7 aa a2 f1 45 71 f0 97 5d 
Data Ascii: O`yl'hOh`XG5^?2+Ya`nk6X^hL'<Ma&,kp=7yAfC!;w?[17!F*zASoi"AEq]

2022-04-20 13:11:57 UTC 6663 IN Data Raw: 4f c9 83 c8 b1 5b 14 dc 3d 98 75 26 bb 4b 71 1f de 38 c5 b8 3a ef 37 6d 58 b2 28 52 9b e4 8d c8 36 0c cd 27 
a6 34 8a c5 13 b7 71 31 18 03 89 85 ee 66 d9 60 db e5 ce b5 b1 4e 0b 24 56 f0 fc ac 8d 88 9a 62 0c 41 1a f3 05 0a 42 61 
d6 7a 7e 1e 02 3a 13 51 1d 24 a7 27 9d 9f 86 dd 04 b0 f8 b6 25 19 77 72 f6 7c b3 fc ce c3 f0 2c 83 f8 80 b7 67 38 85 f2 26 
df f2 ec f1 f0 2c 98 e3 78 36 70 fc 49 f1 a8 fe e3 e6 5b fd f0 b2 39 c7 33 28 c0 e8 f1 de 33 92 1c 18 d3 f0 65 a6 e1 58 3e 
da 2d e9 08 fc 1e ee 35 40 bd 06 eb 24 ef eb f3 f3 08 c3 bf 8c 91 17 60 83 ec 4b 4f 7c c1 da db 18 25 52 92 50 58 3b 6d 
b9 9d 3b 9c 4f 6d 26 09 ae 8d fa 16 9f 81 ed 89 ef ff f2 f7 12 6f 79 18 37 18 3b 63 9c 9c 2d c2 34 39 28 30 2c 31 d8 28 62 
0e 87 f7 89 6e 39 cd 5a ae a9 73 20 bf 50 e7 24 
Data Ascii: O[=u&Kq8:7mX(R6'4q1f`N$VbABaz~:Q$'%wr|,g8&,x6pI[93(3eX>-5@$`KO|%RPX;m;Om&oy7;c-49(0,1(bn9Zs 
P$

2022-04-20 13:11:57 UTC 6665 IN Data Raw: bd bc d0 11 15 a2 81 3b 55 49 b6 b5 0f b7 ec c2 96 3a 1d 10 d1 b9 ff af 13 c5 2b 2e 9b 6c c6 3e dc a2 cb 34 
ba 44 d6 8e 99 e0 9d 74 ad 75 ad 8f 54 03 ca 27 95 d4 d7 aa c9 2c 67 47 fd da fe 2d dd de 73 02 2a f2 39 e4 ac c6 39 85 
d7 68 83 e2 8d c4 e2 ff d9 62 45 af 2c 24 6d 10 0e fe c2 8a cb 58 1d fb 56 91 be 7d 84 4f 15 f6 e9 2b 7c 02 9c 54 a5 af 2d 
f8 0a 70 18 5f 01 63 00 d8 3f 41 52 8c 82 b2 02 41 32 0a 93 58 5a d4 f7 af 2f eb fb c7 05 5d 5f 13 78 a9 d0 91 a5 43 d9 8c 
66 bb 8a a9 7e c8 28 a9 2c dc c4 16 ac c0 ac 83 0e cf 75 ae b4 fb 51 20 3c 8d ae e0 b3 c7 63 8d c7 5c a3 98 b6 2d 8f 87 
38 b8 d2 f8 9d 67 45 1f 2f 60 3b c5 e0 a0 47 2c 34 59 f1 84 65 dd d7 ae 9f 9f b9 79 8a c5 a4 98 39 89 18 7b ec 76 60 61 
55 ec 8f 3a 2c 2c b2 25 7d fd 3c 0b a7 e7 fe f4 72 
Data Ascii: ;UI:+.l>4DtuT',gG-s*99hbE,$mXV}O+|T-p_c?ARA2XZ/]_xCf~(,uQ <c\-8gE/`;G,4Yey9{v`aU:,,%}<r

2022-04-20 13:11:57 UTC 6666 IN Data Raw: 6f eb 93 0c ec f8 fd 00 e8 f2 cc b7 3d 7f 02 cb 05 bb b7 3d 75 76 88 6e f6 a3 d1 d5 dd e8 a9 b6 c6 a2 ef 03 7e 
63 af 35 bc 77 2d 04 c5 89 ce da 19 1d 14 0f 2c bf e8 3c 4e fd 43 46 70 9d 77 f0 9f 9f d2 e2 a7 cd 56 9c d4 12 fd 2b ef b0 
0e fa 46 c7 88 22 99 77 37 3b 06 d5 f5 ba 82 31 96 18 6b 2a 12 07 56 5c 46 ce 74 8b 10 31 a7 19 ed e8 78 09 cc f3 bc a0 
81 01 28 90 f0 67 3e af 61 57 6c af 1e 4a e1 3c 28 08 e0 1c e6 80 8c 9c 98 f1 29 56 77 64 3e 82 dd 39 8c dd c5 49 3a 1e 
68 66 1c cd 49 af d3 7c 11 41 67 d6 c1 66 64 b9 5b ba ea 3b 62 d5 17 3b 77 8a cc b4 93 17 ad 06 ec 8e bc 0b 31 09 6f 
14 0b ae 88 b3 35 1b b0 1b 74 60 3d d4 49 f2 d1 0a 78 16 42 e3 2f 78 48 e2 46 bc e0 59 09 24 f7 54 81 4d 3c 4d 21 f2 dc 
c0 cb 6b f1 82 c7 2a 2c bc d4 57 1c 85 b9 1f 48 96 2c 
Data Ascii: o==uvn~c5w-,<NCFpwV+F"w7;1k*V\Ft1x(g>aWlJ<()Vwd>9I:hfI|Agfd[;b;w1o5t`=IxB/xHFY$TM<M!k*,WH,

2022-04-20 13:11:57 UTC 6667 IN Data Raw: 5e bb 98 c2 ca f3 73 89 4d 9a 0f dc 52 f4 2b 4d aa b1 8d 5f 58 63 83 b1 c5 37 0f 0f 54 d6 5b 74 fc 95 26 9a 37 
60 0e 43 1b e5 3d b2 b3 6b a6 b7 51 ad ec f1 9d 19 8c 7b 7d 43 e1 5d 34 53 4a d2 a2 3b 76 12 d7 ff 74 92 17 fe 34 c4 1d 
3f d1 1d 38 f2 6b 2f 3a 4d 71 1e d0 71 8a 83 15 eb 1e db 7e 60 42 9b b8 6b a7 9b b0 3d 93 1d 26 af f8 60 d9 b0 10 62 54 
9a e8 78 26 03 90 9d d4 e4 c0 3a 89 3c 2e cf 33 58 8f 23 a4 0f 2c 37 91 c7 e3 79 3a 6c 6b 57 e0 80 e7 e1 13 db 4f f5 0c 
f5 23 4f c1 94 39 d8 81 97 ca ff 45 b5 11 c7 40 86 89 9d c8 da 50 4c 6c 96 75 c0 ef 5b 55 9b 0e 73 c2 33 59 9b b1 63 f9 
1a bf 13 75 60 d1 75 30 2d 72 4b 47 c3 5c 30 cc 3d ec 3d 14 13 89 e6 13 b7 12 99 a9 cc 06 dd e6 6e 6a da dc 68 a5 2e 
40 6a 0d 96 78 ec 33 ab c7 a7 41 2d 95 ef 62 51 f7 84 e7 
Data Ascii: ^sMR+M_Xc7T[t&7`C=kQ{}C]4SJ;vt4?8k/:Mqq~`Bk=&`bTx&:<.3X#,7y:lkWO#O9E@PLlu[Us3Ycu`u0-rKG\
0==njh.@jx3A-bQ

2022-04-20 13:11:57 UTC 6669 IN Data Raw: 9e 9f 77 4b a5 b7 b5 36 db 28 1d 60 cc 48 72 fb 33 b8 b5 e8 86 bf b8 92 77 9f d1 15 8d de e0 c6 67 c8 4d 30 
74 6d 1e a0 93 c5 8c 04 54 b4 99 66 8a b8 40 6b 4a af e6 2f ed 27 7b 77 d9 85 ba 88 1a a0 67 51 03 0f fa d9 c5 48 42 50 
33 34 83 81 bf d7 ef 9e 9f ef 8a bc 44 0b 74 07 c0 ef 37 b1 f7 57 f7 3c 18 71 ac 33 c7 73 c0 f8 f9 30 ee 14 2d 9d 59 59 70 
48 a1 ae 3b f4 a7 ef 70 01 20 2f d5 08 9f ac 27 7b 36 ed 9a 5a 18 f6 6f a0 04 5e ab e5 69 46 e4 2a 69 b6 41 9d 06 36 4c 
28 6d 83 be 8c 42 24 14 8a aa 30 7d 03 b7 59 1f e9 c2 38 53 83 a9 0b 6a ec ad ef 8f eb 7d 80 00 0f 82 93 fd e3 64 d8 7f 
34 d7 11 65 1b b0 7e 72 9f c1 16 74 c4 bc 9b d7 b0 db b8 56 0c 8c 3b 40 25 40 8a 2f 3e 22 1b d1 32 01 b4 f4 05 5a 26 1b 
1b 93 04 46 40 0a 88 50 72 e6 6f 46 f7 b4 a5 d1 10 0f 
Data Ascii: wK6(`Hr3wgM0tmTf@kJ/'{wgQHBP34Dt7W<q3s0-YYpH;p /'{6Zo^iF*iA6L(mB$0}Y8Sj}d4e~rtV;@%@/>"2Z
&F@ProF

2022-04-20 13:11:57 UTC 6670 IN Data Raw: 5f b6 a3 0d f2 b2 70 07 54 ce bb 08 31 bd 38 62 16 dd 96 3c 14 76 54 7c 9b 0d d9 e9 a9 e2 99 18 83 a8 27 e8 
4a f9 30 5c ad e2 17 45 5c 80 c7 34 f1 c6 db b1 f7 43 e6 fe 20 cd 2e 0b 5d 4b 49 64 77 6a 4c df fe 39 a4 a8 9d d9 53 e8 
20 92 96 de 61 b8 89 9d e6 36 d4 59 1b 0f e9 76 0d 57 9e 3d 6b 09 50 43 58 41 78 8f 16 ec 70 33 d1 18 e1 a7 59 eb 0c 
52 e6 18 b4 7d f3 da b9 43 32 80 8e 06 9c 3c b7 32 35 66 e1 74 34 c8 45 13 0b 6f e7 c2 3b ec c2 d9 98 df 1a af 33 19 ad 
6b 3d 0e 85 e3 94 74 51 9a 67 56 9b 55 83 dc d9 ba c5 0f 4e ed d7 30 8a 00 8c 57 ef 18 fe f3 33 1b 3e 80 16 ed 16 43 7e 
a5 44 8c ff bb 21 28 40 1d 50 df 25 8e 35 10 50 d6 87 92 bc 34 c0 60 6e 59 0c f1 c3 71 2b 31 64 fc d7 ba f0 02 e8 d9 05 
f0 eb 18 12 e8 1f f4 95 5c 22 b2 cc 34 f6 22 0f 51 66 27 ee 
Data Ascii: _pT18b<vT|'J0\E\4C .]KIdwjL9S a6YvW=kPCXAxp3YR}C2<25ft4Eo;3k=tQgVUN0W3>C~D!(@P%5P4`nYq+1
d\"4"Qf'

2022-04-20 13:11:57 UTC 6671 IN Data Raw: 2c 1c b3 31 94 bb 9e 27 0c f3 74 d2 4f 44 f1 66 dd 15 3b 2a c7 a3 1c 82 01 72 c9 6c e8 15 73 0d 71 b8 9b 91 
78 6e c0 a6 41 ce ed 07 e4 a4 09 fa d2 5a 92 f1 f3 63 3e bc be ac 35 e8 c2 76 72 2e 4e 4e d6 44 8e 6f dc 60 a3 fc d0 3c 
88 6b f2 e8 88 10 6e e8 db 8d dc 26 1a 06 1e 4f 55 6c 29 8a 1e 1c 25 40 cc d1 f1 71 93 ed 91 09 e7 ba 77 4e 8a bc 47 4a 
c9 32 8a b1 1d 09 05 c0 11 a3 98 4b 18 9a 81 ac 75 c9 41 e6 b1 91 66 6c b3 47 04 54 62 ba 87 97 08 f7 87 41 93 79 c4 
26 f9 06 e2 a3 00 f4 58 c0 38 fb 96 6b ed e7 28 e6 3c 46 2f 71 47 03 fc c2 75 d5 22 bb 07 59 84 46 80 59 13 c9 dd 20 55 
61 68 5a e6 07 2c 4e 2c 84 aa 10 06 5d 7b e8 f5 b1 52 ae 45 6b 78 b5 49 ec 7c 49 b3 fa 78 99 a9 e0 bc cf 84 eb 85 9e 25 
e7 30 4d 25 a8 15 9e 25 b4 79 95 a2 61 c9 02 83 df 41 9c 3a 
Data Ascii: ,1'tODf;*rlsqxnAZc>5vr.NNDo`<kn&OUl)%@qwNGJ2KuAflGTbAy&X8k(<F/qGu"YFY UahZ,N,]{REkxI|Ix%
0M%%yaA:

2022-04-20 13:11:57 UTC 6672 IN Data Raw: 82 5e 02 39 d1 2b b9 33 59 0a 38 e3 7d 96 7d f4 92 cd 4e 53 1c f1 13 34 db f8 74 76 82 ee 30 2c 1d c6 f3 e4 
1c 46 70 04 f2 0d cc fe b3 93 16 8e fb d0 9b 00 3f ca f6 8e 31 e0 53 ce bf 93 6d 7d 4a b5 d5 e8 23 dd 9d 5f b0 49 a8 19 
80 48 a0 40 c0 1d d0 1f 20 fe 23 d1 1f 1e 4a 20 fa 63 1c 4b f0 a7 6c cb a2 af b8 54 26 db 6d f4 93 ed 1e 8c ad a7 b3 cb e3 
63 a2 1f 50 31 86 44 35 e8 64 41 dc 08 aa 1f 13 8f e2 a3 ce 46 3b cb 19 00 ce 3a 73 90 4a b5 77 90 5a 67 7f 06 c9 7e 62 
4b ac 99 c5 bd 60 0c 27 59 ef cf 40 af ad 25 96 33 44 e0 09 50 68 e3 82 38 b7 f0 70 46 54 9e 4b 1f c8 bd 2b fa 96 e9 a8 
62 10 69 16 30 df af d4 0a 9a c2 e5 17 00 a1 7e 01 b3 f2 92 7c 6d 80 32 a6 30 1f 67 7c ed 3d 68 fd c0 86 e8 b0 3e b0 30 
c0 01 32 83 81 8d 9a 47 b6 59 b6 56 f1 13 fb d9 61 fc 
Data Ascii: ^9+3Y8}}NS4tv0,Fp?1Sm}J#_IH@ #J cKlT&mcP1D5dAF;:sJwZg~bK`'Y@%3DPh8pFTK+bi0~|m20g|=h>02GY
Va

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6674 IN Data Raw: 9c f8 d3 22 72 fa d4 57 b5 7d 3e 16 06 28 32 a2 44 8f 68 4a 02 e2 3d bb 3c 25 35 56 7a 41 d5 f2 b8 75 fe 09 
93 c5 53 a4 b0 d3 cf 22 f8 5a 1e 85 c4 0e d3 ca b5 80 44 b9 b2 c1 50 5d 34 7f c0 00 e1 5f ce 03 39 ff e3 7c 8a b3 a7 85 2c
f9 62 02 2a dc 22 ac 9c 2a 47 e4 08 5a 3d bf fc 70 d1 ba 38 44 ce 18 3d a2 09 f3 14 19 eb 39 a2 8a 3d c1 62 de 3c 6f 9c 
b5 44 ba fc 46 66 2c 64 02 98 9f 3f e1 f9 a6 8b fa 7e fd a2 0e ec 92 3f 2d c2 18 4a 7c 4b c1 3f 52 82 df 02 f0 8f 4f 8e 81 78 
f0 2f 10 cf e5 c5 61 0b 5f f9 03 80 7c 76 72 0a 53 ab be 0f 9c 4c 93 5e 70 39 69 11 f7 60 bf d8 b9 d3 33 d0 91 31 29 7a 5c 
09 6e d3 eb 2c 64 f4 2d 25 c8 c7 29 90 8f 4f ce 8e d0 24 c5 7e 01 ac 93 cb e3 fd e6 3e b0 fb b3 63 42 67 2a 61 f1 e8 0b 
98 be 53 dc ee 45 50 1d 2b a1 fa 8c 74 50 3f 
Data Ascii: "rW}>(2DhJ=<%5VzAuS"ZDP]4_9|,b*"*GZ=p8D=9=b<oDFf,d?~?-J|K?ROx/a_|vrSL^p9i`31)z\n,d-%)O$~
>cBg*aSEP+tP?

2022-04-20 13:11:57 UTC 6675 IN Data Raw: 3c f8 8a ae 48 fb d9 41 00 f5 0f 7d 1f e5 dc 69 cc 2b 54 e9 65 7b 74 a8 51 a8 fa 7b ab b4 c7 ec 8f 2d ad d1 28 
d7 f7 77 b7 b6 35 75 ad fb cd 83 fa e5 e1 05 f7 d8 8c 9c 44 eb a7 a7 37 ad 7d 55 4b fb 4a b5 50 ec f0 3f cd 17 7f 2c 22 2e 
ac cc 59 81 6c 1e a5 5c 29 7d 57 0e ad c8 f0 d9 5e d5 44 47 18 ef 96 b5 f3 d9 5e d2 4d 1a f3 55 cd 60 9e 65 2d e0 f7 a5 
6d a0 c1 6f 65 23 6c db 7c 45 86 65 cd e0 5e fb aa 56 d8 7e fc f2 ef 4b db 40 ef 97 55 6d a0 e7 e7 b2 36 e0 fb d2 81 ff e1 
ac ee c6 54 75 1a 20 5d cd b2 9e 5c 06 ab 1a f1 13 f6 95 65 2d 5d 06 cb 5a 6a de af 6a 89 4c 0c cb 1a 68 de ab 1a 38 51 
fa 31 4d 19 07 12 6c 8f 5e 1b d2 f2 94 49 4d b0 cc a9 b4 82 a5 39 1c 3f de 99 72 5a e3 12 d5 72 6b 1d e1 51 e9 6b a3 36 
77 1e ae b6 3f b7 c5 b6 45 fc 9a d8 69 89 93 d3 
Data Ascii: <HA}i+Te{tQ{-(w5uD7}UKJP?,".Yl\)}W^DG^MU`e-moe#l|Ee^V~K@Um6Tu ]\e-]ZjjLh8Q1Ml^IM9?rZrkQk6w?Ei

2022-04-20 13:11:57 UTC 6676 IN Data Raw: 08 4e 56 53 c4 e7 7b 85 72 6a 5b 31 56 6a a5 f7 b0 7e e5 4b ef 9d 3d 8c fc 9e 4f af 64 ec ee 06 39 e5 c1 2b 
66 82 0f e9 ba 69 53 bc 6e 8c 2e 8e 37 db bc a8 af 47 1c d3 17 a3 63 ff 81 29 80 2b bb b3 92 11 3c 28 82 4b 6f 96 df 2d 
d1 05 8a 01 36 7d 82 81 cd 57 2f 97 ac 86 90 97 5d c9 3e 1e 56 55 f8 35 11 d1 5b 8e dd 2c e9 32 ab 05 3b 90 a7 9b e1 
34 18 e0 cd 80 a4 fd ac 6c 76 25 f1 26 00 13 77 bb 4b ca c4 c6 46 14 2d 2d fd 29 63 76 d1 e5 8e 2d cb f8 12 c5 21 ea 68 
6c d5 59 d9 97 95 6c eb bf d5 5b 61 7e 7a 51 8f 45 e6 df 1b df a4 99 6b 65 c7 56 75 fd 54 d9 f5 8c 32 99 46 40 26 03 b3 
da ac ce 06 f2 4e 02 39 99 1c bf 45 03 19 93 d8 ca 25 6c 25 42 ea bf 27 c7 da 9e c7 84 a8 38 b4 d1 aa fa 57 0e f7 87 7f 
08 c2 6f 68 5a 1f 56 0a d6 0f bf a7 67 b1 20 b6 bf 87 92 87 
Data Ascii: NVS{rj[1Vj~K=Od9+fiSn.7Gc)+<(Ko-6}W/]>VU5[,2;4lv%&wKF--)cv-!hlYl[a~zQEkeVuT2F@&N9E%l%B'8
WohZVg 

2022-04-20 13:11:57 UTC 6677 IN Data Raw: 5a 1e 0d 3d 98 5b 90 4b dc 22 b1 de 9f fa d8 d1 5f 95 99 9c 71 8c 98 d7 65 6d cd 3a 91 79 3b 8e d3 30 a1 d4 
4a 21 e3 ce 85 1b 55 0d c2 da 7f b1 bb f9 62 6f 6b 17 6b 3e 3c 58 0d f1 df 46 c5 3f f2 3f a8 ba 12 b2 44 2e 2e 67 b3 cb 65 
72 a1 29 c4 93 51 9c 51 2e 37 8c 65 cc 08 25 34 8f 5b b1 b7 21 0c df 84 e3 d5 49 af df ef 65 ca e3 93 12 88 09 71 15 41 
f9 a8 70 dc 58 aa 2e bf db 91 5f bc 51 92 31 ce ef 39 1a 2e dc 4e b1 2d 2f 87 1d 06 ed 11 1e 67 28 42 98 99 c2 28 d2 a3 
44 64 c4 49 47 fa 65 4e 94 45 d5 08 6e ae c2 eb 20 e2 31 de 54 49 44 3a 91 dd 1d b9 2a 5b dd 6c 84 c9 08 29 ad 1d 14 
97 12 d6 39 7e 92 cf 3d f6 7b 38 be 7e fd 06 3a 4b 00 22 6e cb 3b c0 09 f3 d4 3c 7c 54 6f d6 3b ad 1b 28 70 13 39 25 aa 
ea 85 75 91 ba 01 20 ae 3e eb a6 c3 1c 04 53 e7 3e 6d d9 
Data Ascii: Z=[K"_qem:y;0J!Ubokk><XF??D..ger)QQ.7e%4[!IeqApX._Q19.N-/g(B(DdIGeNEn 1TID:*[l)9~={8~:K"n;<|To;
(p9%u >S>m

2022-04-20 13:11:57 UTC 6679 IN Data Raw: a5 13 07 1b c7 c4 00 93 81 23 a2 9a 4d ba 03 55 b0 b8 f5 35 e1 9c 4b bf 11 aa 18 c7 1a c0 06 d0 9f c3 8d 8f 
92 80 4c 43 b8 44 85 9a 58 14 a5 68 e2 fe 0b cd cb 2f 69 25 da 65 e9 61 b2 ae 6e a1 3f b8 9d bb a2 4f 89 65 81 6d 90 65 
05 ec 0a e8 41 be a9 42 ab b8 9e 02 2e 44 2d 13 a1 3a 74 fb 33 b0 c4 c0 3d 37 fe 08 62 27 e6 83 d1 0e e4 f6 89 a6 45 1c 
0b 4c 92 7c 55 81 58 01 1c ba 81 dd 2d d5 90 98 f2 87 9b d8 2d 6d 22 b0 72 62 1b 63 97 09 3f f9 87 b6 d5 d8 50 4d ba f6 
b5 ea a6 86 13 7e 47 78 b3 45 88 4d d0 66 df 1f af 0a 78 52 54 9c 8c 82 a7 f6 7f ff fe ba ee d8 2d ef 6f db be fa fb ab 5b 
03 6a ed 6f a8 f5 e4 29 81 fb f6 28 b8 7f 87 a9 3c 76 76 bd e6 c2 dd 81 c7 fe 1b 78 cc 26 5e d3 0d 5f 79 9b 0b 77 17 ca 
4e f7 a1 4c e6 e0 6c ba 22 bd 24 bc dc 83 97 03 6c bf 
Data Ascii: #MU5KLCDXh/i%ean?OemeAB.D-:t3=7b'EL|UX--m"rbc?PM~GxEMfxRT-o[jo)(<vvx&^_ywNLl"$l

2022-04-20 13:11:57 UTC 6680 IN Data Raw: a8 08 f0 3c 11 e7 cb d1 30 25 9c 83 ff b1 2b 04 4a 29 75 8b f4 18 24 d4 bb 86 be e2 20 a8 70 27 69 b7 eb 22 
4f 63 eb 31 7c 20 72 3a 2e ef 83 10 46 6b e5 87 38 c5 7b a4 86 4a 06 c9 0b a3 f1 48 30 33 8d 8a 68 bd 1e d9 c6 54 7f 34 
33 a3 f5 ba 2d 49 83 0d 94 ec c2 f1 df f2 8c 0a 8e f7 1a 49 03 1a 84 0a 86 55 02 31 f9 86 07 63 96 89 1e 16 ee 79 11 5c 
1b 78 b3 0f ea 59 ef 3b c0 20 50 20 cf 49 5a 8c 52 45 00 7d a0 1c 0e 50 6e 8a 08 15 ad 1e e1 27 9c a5 93 6a c2 fd a4 40 
b8 17 ab 11 e1 7e 52 20 dc 4f 4a 8c 42 a9 c4 ac c3 50 5e 2e f2 57 4e 4a c4 7d a9 84 5d 8a 46 65 d4 a3 22 04 65 86 4e 
55 a0 54 16 65 a2 f8 68 e1 be 2b 0b 01 1e 95 22 b0 f8 a1 e1 6e 8f 94 f4 79 07 0d 7e ba d4 96 75 e6 b8 af c4 e0 86 50 94 
2b 8b 80 e4 05 74 bb 3b c4 b4 e8 af 46 76 d3 f1 5e 11 18 30 
Data Ascii: <0%+J)u$ p'i"Oc1| r:.Fk8{JH03hT43-IIU1cy\xY; P IZRE}Pn'j@~R OJBP^.WNJ}]Fe"eNUTeh+"ny~uP+t;Fv^0

2022-04-20 13:11:57 UTC 6681 IN Data Raw: ab 46 91 92 9b 72 6f 73 fc 4c 04 df 98 3a fe c4 e4 f6 97 19 cf ad ad 75 83 60 ce 5f 5e 5b 1b e0 6f fe f6 c3 43 b9 
87 42 4b ad 76 cb 9e 03 01 be da 70 db 6c 1b 35 c5 3d 94 3f 17 84 d6 98 b8 75 73 00 2d 90 b7 4b 40 d4 6f 57 4e d7 9e 
e6 73 75 d6 d6 fa 63 b4 3e 74 a7 ca 12 1c 86 02 d7 08 7c 19 d6 2b e8 14 a0 41 58 47 03 6c 8d a6 4b 61 45 dd c0 83 32 
f2 0c 51 00 81 ea 8d 9b 2a 46 87 6e 03 d3 b0 22 32 4f 31 db 68 1d a1 96 ea c3 60 29 6a 16 ac 55 0e 88 cc 86 49 ce 8e 
ec d3 01 9a fe 42 1c fb ca ad 32 76 1f f2 bd 92 92 dc 16 f0 da 88 ef da 04 97 6c 30 96 97 aa 4b 03 19 17 73 9b 21 eb fd 6f 
e2 b7 13 98 5c 6f 48 42 9b a3 24 f7 88 89 8a af 10 b0 23 94 dd 8c ea 23 96 45 ae b2 c9 fe 2e 1a db ab 76 6a 3e f2 e8 6b 
9d 90 4d bd e0 25 d1 05 a6 22 74 7d 27 b2 3b 63 1d 71 09 
Data Ascii: FrosL:u`_^[oCBKvpl5=?us-K@oWNsuc>t|+AXGlKaE2Q*Fn"2O1h`)jUIB2vl0Ks!o\oHB$##E.vj>kM%"t}';cq

2022-04-20 13:11:57 UTC 6683 IN Data Raw: ca 8b 45 29 15 d9 9a 4b 43 15 66 7f f9 68 6a 61 1f 46 9a dc d5 d2 6f bd 6c 96 55 f6 9b 06 87 42 bc a2 a3 4c 1a 
68 5a 1c 28 1e e7 e5 a3 d4 87 44 30 74 82 8e 8f a8 8c 63 e9 0d aa cc 06 f2 5b c8 45 ea 2e 45 cc 1c ff b9 cc 55 fb 70 6c 
22 56 72 d9 2e 32 cc f8 29 e0 95 1b ae 65 55 b3 c8 fa 49 65 34 a6 43 05 4c 29 ac 11 05 54 13 13 91 3a 04 8f 20 04 45 9f 
a5 a0 89 52 7a fe 0e 29 41 1f 30 47 69 a4 15 9c 7d 0c 2d 3f f4 4b a3 4a 96 8e 8a 2f 9a aa 61 b1 27 d7 61 11 ad 29 44 16 
2b 44 da 92 97 b1 70 96 e8 8c 8b ce d5 c2 22 5d 00 c6 91 99 c9 42 30 09 8d 83 e7 8d df 7f dd 7f 21 82 21 bc 78 be bb b7 
b3 b9 79 80 8f ac 8c 7d 5d c6 e9 68 6a 2a e3 6e 08 11 d5 33 bf f3 32 9c 76 e6 68 91 2d 7d 1f fd f5 f5 8e d3 be ea 6c 3c bb 
0e d4 bb ab 0e 33 08 5d 96 a2 09 fd 6d 28 d5 b6 32 
Data Ascii: E)KCfhjaFolUBLhZ(D0tc[E.EUpl"Vr.2)eUIe4CL)T: ERz)A0Gi}-?KJ/a'a)D+Dp"]B0!!xy}]hj*n32vh-}l<3]m(2

2022-04-20 13:11:57 UTC 6684 IN Data Raw: cb da 39 28 2c db 68 6e 44 eb 4d e5 89 86 9e ee 94 19 ee 3e 4b 6e f1 d8 7a 9b ee 17 5e 09 19 e4 65 3a 1f a2 
a0 03 51 d4 49 38 ec b5 91 ef 82 bb 8e 2b b9 11 b0 f6 f0 29 b1 7a 1e 2c 04 9c d3 19 a6 41 f5 3e 8e 61 d5 b2 3b 20 4b 06 
f2 35 9c 3a e5 bb 4b 5f 6b 2e d4 f5 41 05 41 d8 6a a0 77 f8 47 03 a0 85 12 0a a9 44 a9 82 62 c0 3b bb b0 3c b1 11 cf 85 
fe 8c f3 fd 66 aa 7c 4b ea d5 c2 58 95 3d 93 16 82 bd e1 fc 9b 2a fd 55 6a 7b 1a bc 93 4f ca d4 4e 61 49 fa 80 bd 99 7c 2a 
93 35 56 15 b5 45 5c 68 9b 98 52 b7 b6 ac 33 e4 46 ed 65 2f a5 4d 03 20 36 69 de c6 06 62 18 a8 72 ad 13 b1 8f 9f 21 
6e 88 04 64 86 e5 34 d4 ec 28 7e 36 58 f8 e1 e4 11 5b db 5b 41 36 73 3f 51 55 92 63 5e 9f f3 01 31 c9 57 91 9c 31 8a d6 
dd e4 5a 04 7c f9 05 08 40 69 60 71 39 b6 ff ea 93 a4 eb 
Data Ascii: 9(,hnDM>Knz^e:QI8+)z,A>a; K5:K_k.AAjwGDb;<f|KX=*Uj{ONaI|*5VE\hR3Fe/M 6ibr!nd4(~6X[[A6s?Q
Uc^1W1Z|@i`q9

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6685 IN Data Raw: 1c 88 c5 38 e8 f5 b7 fd f6 ed e7 ed f7 db 47 c7 db 3b 47 c7 47 97 1f 2d 0d 22 09 6c b0 cb 71 25 ef d0 2f 05 ba 
be 21 26 e0 cd d0 e4 1d 16 fe f8 e7 59 f2 c9 0f ee 4d be 2d e3 fa fc 76 63 c3 c5 88 b9 f3 5b 54 5b 21 2d 89 81 c6 2f 23 0c 
d0 6d 18 e9 08 ea e9 d5 c0 4e c8 ee 8e c9 9c dc 9d c4 4b ea 37 c0 75 05 79 d1 67 a0 5f e2 70 68 19 d6 cc f3 61 45 13 ad 
50 36 c2 a0 c9 fa 65 ce 8a d8 40 5f 02 54 a4 56 86 03 27 6d e6 1b 89 c0 68 32 0d c7 f4 ca f6 b4 f9 90 95 f9 bd 1c 1e 11 
29 d2 06 b9 34 2c af 34 0b f5 86 29 d6 55 11 55 0b ee 5d 54 48 2c 74 ff 25 e5 84 bd 6e 61 54 63 d4 15 91 54 3e ec 0d 33 
e0 c4 61 03 b0 04 43 25 a4 c0 85 ea 9b 8b e5 8a 63 5f b8 d2 1d 1d 08 d1 29 93 dd e4 10 e4 b8 cf d1 29 7d ab e8 94 1e 
d5 d3 b1 51 cd e8 39 2b db f1 a0 83 3a 1a ec 8a 49 a2 
Data Ascii: 8G;GG-"lq%/!&YM-vc[T[!-/#mNK7uyg_phaEP6e@_TV'mh2)4,4)UU]TH,t%naTcT>3aC%c_))}Q9+:I

2022-04-20 13:11:57 UTC 6686 IN Data Raw: 89 43 be e7 6a ed 59 dc f0 4e 10 a7 07 fa 2b 0e d3 f5 75 a8 bf aa ef 55 68 31 77 a9 e2 07 11 4b e0 95 b0 7e 
e6 3f 23 11 07 dd 2d f7 cf 01 bf ce 86 b6 5e ff 15 f1 fd 3b 13 c3 f2 1b 28 38 b2 fc aa c6 7a 24 4d aa cf cc 74 85 21 a5 28 
2c 67 34 0d 81 d5 20 3e 1e 5b 7e c6 ad fb 3c 41 f7 fd d6 b2 17 9e b4 3d 34 83 ae 71 e5 84 82 ad c9 f5 32 82 91 f5 8d 27 
33 50 d9 81 f1 d4 91 4f 4a 6a c5 01 9f c7 13 73 41 85 59 f9 40 54 27 1e e2 75 b7 bc 28 35 c1 01 9f 84 22 8e fd 97 41 05 
ee 22 a9 89 ca 73 b7 8b 8a 79 65 c5 62 c2 6b 2c e5 53 7b 93 ca cc 95 40 aa dc 90 db 17 b0 f6 66 6a 27 c3 30 7c 51 1d 
ea 2c 16 12 90 45 41 e4 ff 1d d1 22 4e c1 dd 68 62 8e 1a a5 aa 50 8e 13 4e 6b 7a e3 c9 2c 7f b7 2c 03 39 8b 32 e4 9d 86 
1d f6 30 a5 93 59 3d 77 37 e6 49 fb 71 cb 90 33 48 e7 cc 
Data Ascii: CjYN+uUh1wK~?#-^;(8z$Mt!(,g4 >[~<A=4q2'3POJjsAY@T'u(5"A"syebk,S{@fj'0|Q,EA"NhbPNkz,,920Y
=w7Iq3H

2022-04-20 13:11:57 UTC 6688 IN Data Raw: 6d d8 ee 76 81 ba e0 73 0d d3 69 9b d3 81 93 74 1e d9 d9 c8 06 d6 27 1a a1 c2 14 2a b4 5b 70 34 3b ad 39 
96 12 2d e6 a2 d1 51 29 26 de ee bb 8b cb b3 93 cf bb 67 a7 97 e7 67 c7 c7 18 51 8a c2 e3 d1 36 93 2c a4 8d 71 bc da 
92 9c 02 08 00 42 65 55 15 b4 54 2d 2f 91 bf 70 3f 7d 58 40 54 a0 33 16 69 c5 5e 62 68 b2 cc a9 d1 da bd aa 36 97 67 5c 
87 c9 bc 19 4b af 52 44 b6 91 8b 0b 94 e3 b5 ed 44 cb 6a de 96 36 59 19 05 b7 c0 78 6e 42 fe 85 44 d4 cd 04 a5 9e 80 d
b e7 14 86 5f 64 92 76 4b 29 a4 71 1a ee 5e 15 1a 97 77 37 13 84 14 58 06 a9 44 65 3e b8 c2 b7 e7 3d df 8b f0 d2 47 51 
94 34 5f 9b e8 83 46 56 02 07 a5 85 72 1f ac 93 ad 5c aa c7 1e e0 5b f1 66 0c 04 9f 51 3e 6d d9 7f 21 8f d4 b2 a7 c0 0c a
7 ee b4 de 0f 06 8e 07 65 53 25 21 03 d4 88 2f 55 01 55 9a 4a 8c 
Data Ascii: mvsit'*[p4;9-Q)&ggQ6,qBeUT-/p?}X@T3i^bh6g\KRDDj6YxnBD_dvK)q^w7XDe>=GQ4_FVr\[fQ>m!eS%!/UUJ

2022-04-20 13:11:57 UTC 6689 IN Data Raw: 4b 58 50 9f cb 93 4a c7 10 f5 02 49 3a 03 86 b6 4c d9 68 44 44 93 62 80 92 41 eb cd 12 ea 47 68 10 04 32 31 
32 eb ee 86 43 a4 66 38 88 05 4b 20 87 3c fc ba a5 2b e0 8e 6f 28 b2 77 c7 8f d6 9a c4 c5 66 dd d1 bc 9f ec b2 d6 fb 3d 
90 45 23 e2 51 a2 b5 67 e5 d7 db f3 a4 c7 af ab 5e 90 2c a5 dc 1d 99 8c 03 42 3f 06 b4 33 8c ef 38 af 04 1a 1f 84 df 8c 22 
e0 11 c3 61 6f 80 72 a0 1f 55 a5 ef 93 a2 fb 02 be 70 9c ce e0 ca 88 46 df 00 52 d0 94 fa 04 a3 7d f8 67 e4 64 54 6f 4f d3 
f4 3b 2a 36 0c f5 6b 59 05 7c 01 9d 40 7b 19 45 35 5c b7 90 db 7c 73 a3 02 2d 17 e7 f6 d8 94 2b b7 86 74 4d 62 83 10 a6 
71 8f 00 1e 6a 48 8a 8e 30 0b 72 88 3d d6 84 fd 01 6c da 8a 8a 78 82 00 74 b3 44 6f fd 39 9b c1 69 c7 70 c9 64 6c ba 3b 
5c 06 3b 8a 64 8e 30 7a 4b 26 fe ad cf c8 03 ce a0 
Data Ascii: KXPJI:LhDDbAGh212Cf8K <+o(wf=E#Qg^,B?38"aorUpFR}gdToO;*6kY|@{E5\|s-+tMbqjH0r=lxtDo9ipdl;
\;d0zK&

2022-04-20 13:11:57 UTC 6690 IN Data Raw: 6e e0 47 76 db 4d 5b 09 30 bb 49 fa ee fc 68 77 34 18 8f 86 40 8f d9 08 2e e3 3e 1a 4d 3f fd 7b fd 69 c7 b5 6a 
28 62 c2 30 16 8b 85 fb 57 c5 dc f2 cb 24 f4 a5 e5 bb 1a 36 46 aa 6a fc 41 3e c7 8a 4c c9 a3 af ab 6a 2d 8b 90 6b e3 8f e4 
e1 21 f9 23 46 33 92 58 90 b9 96 c5 e3 4e 8d f8 b0 30 1f a4 86 c2 e0 4a 96 c2 c4 57 30 31 85 ab 0a 62 e7 1a 6d ee af 9a 
d7 3e fe 13 44 ad b8 15 af c3 ea af 47 5e e4 29 06 3f 04 d4 bb 6e 63 8d 16 8c 63 5d 84 52 74 38 82 a0 fb a1 0c 87 30 d0 
ed e9 34 bc 03 48 a7 bf 78 fb c9 ed 44 17 f1 e4 65 24 b7 33 81 ed fc 80 94 9b 88 cc 15 5d 25 d7 68 fa c4 57 be 50 1f 22 f5 
44 57 79 b8 6e 5b 78 9f 44 18 b3 12 76 7c 1d d8 e5 e2 f6 c8 8e 28 42 b5 fb 71 19 99 41 f0 15 53 94 2c 1c 40 ec e2 a6 6b 
01 8b 22 11 c0 66 0d ed 35 3e 15 77 35 0a 3e 4e 
Data Ascii: nGvM[0Ihw4@.>M?{ij(b0W$6FjA>Lj-k!#F3XN0JW01bm>DG^)?ncc]Rt804HxDe$3]%hWP"DWyn[xDv|
(BqAS,@k"f5>w5>N

2022-04-20 13:11:57 UTC 6691 IN Data Raw: e6 73 27 07 e1 e6 af 0e 14 97 ca 16 ee ca 2d 10 a7 57 bf 00 e3 d8 fa cf 35 7c 77 c8 8f 2d 0f 1f fa e2 01 7f 4f c4 
6f aa 35 42 8a 16 fe f6 8a 4b 2e 6e 5d e9 6e a9 85 79 08 d9 46 53 92 3d ab ab d1 c2 cd 0a 73 a2 d4 36 a1 0a 0b 45 bb 8c 
c4 19 80 fb 7b 66 b4 55 75 71 32 d0 9f ae 62 db a2 2a 8a 91 1c aa d0 e3 60 5a 71 41 1c 0c 85 e0 d0 9a 03 ee 6b f7 86 69 
62 e5 da 1c 13 dc df a4 77 59 2d 9c a6 b5 bc aa ae bc 94 e4 86 88 9e 07 1c dc be e1 37 5d c1 40 49 4c 0f bc 93 8b dc 6b 
72 ed 9b fc 57 db 69 21 bb c7 81 57 85 1b 21 fc 94 ae 0c a8 7c 0b 7a 53 43 c6 64 46 66 cb 04 96 31 c2 f7 74 49 c8 04 9d 
15 76 51 55 16 7b 27 44 a8 5f 24 d1 68 50 3c 1d a9 b1 8b 85 61 03 7b de 85 2e 9a 4c a3 0e 54 18 e4 09 61 c6 7a d0 d4 
c7 90 a7 20 32 36 45 8d c0 f8 aa 8c d9 90 87 97 91 d4 
Data Ascii: s'-W5|w-Oo5BK.n]nyFS=s6E{fUuq2b*`ZqAkibwY-7]@ILkrWi!W!|zSCdFf1tIvQU{'D_$hP<a{.LTaz 26E

2022-04-20 13:11:57 UTC 6693 IN Data Raw: d6 2c b6 8c 3b 1d cd 76 47 c3 76 af 33 9f 12 1f 3d 10 49 df 94 b9 d7 82 91 d6 c4 b9 5f a0 89 a7 36 02 d8 1a 3d 
a6 08 a5 2b 86 3b c3 06 12 08 fe fc a7 76 0c fc 36 16 b6 d7 31 c9 17 92 81 12 25 b0 64 81 a3 01 d3 fd 29 d9 54 31 ed 3e 
ea ec 2f 66 a3 29 0c fd ca 4a d2 68 0e 30 37 ea 64 d6 35 e7 57 88 82 1e 06 26 9c 8d de 01 32 92 d4 08 89 a5 1f e9 20 1e 
0d b3 51 3f b5 50 20 69 b5 43 e0 09 48 5e 6e 50 1b 30 41 7d 88 37 fa 10 8b 9b db af b8 bb e5 01 b7 f7 25 d9 ef ae 36 c9 
dc 3b ac 1f c5 a6 9e 48 64 a7 09 39 d2 97 48 53 93 f7 20 ca d1 4e 41 ff 6a 95 29 f7 95 f6 b5 86 73 ed e3 b7 d0 1a 97 4f 
33 3c a8 b4 23 c8 00 7c 41 9f 08 72 12 d8 f2 c4 9a 08 c0 e1 33 26 ca 38 cf ae 1e 36 7b 53 55 c7 40 30 3f aa dd 54 b5 61 
e7 1e a9 2c 13 93 c8 da bc 59 15 f5 65 2c bd fd 32 9f 
Data Ascii: ,;vGv3=I_6=+;v61%d)T1>/f)Jh07d5W&2 Q?P iCH^nP0A}7%6;Hd9HS NAj)sO3<#|Ar3&86{SU@0?Ta,Ye,2

2022-04-20 13:11:57 UTC 6694 IN Data Raw: 5f bf 7e 2d 76 0a dc 5b 3a 4c c2 e9 d3 2f 5b 16 5a 4a b8 1f 7e aa 19 06 01 83 e5 c8 78 50 d0 ec 63 b9 d9 30 
9d 7d 1d 4d 6f 67 d3 10 ef a7 b0 5f 9e 4f d8 1f 77 c3 7f 32 29 5a e1 4f 45 98 96 7e ed 71 1e 72 2e 6e 51 54 06 60 04 59 
c5 ce f6 8d 71 60 09 26 48 66 4b b8 18 c8 8d b9 08 a5 49 79 2f 96 39 c5 be b5 f5 b0 76 d4 a3 c8 2b 16 26 7a 78 3b 7a 23 
72 8c bd d6 02 df b5 f9 4d 7b e1 3e a9 d2 af 5b 70 df 40 4f 2d b4 ae 0f 31 2e dc b7 36 49 ff f1 87 6e 36 f3 49 27 69 0e 92 
65 d2 a2 8b 41 a1 2a 39 74 2c ad 1d 16 6a 0f d2 69 c1 33 6e 55 4c 08 59 e7 d7 4a 35 f0 1a 6d 5a 5f 03 39 ba 2a 56 02 5f 
87 2a fa 77 98 d0 6c 1c bf f0 56 f5 65 56 13 a9 a9 b3 aa 43 a3 12 c7 dd c8 ad c9 13 60 d0 21 94 c0 5b df 15 3f 14 fe 5d b8 
69 56 45 da 46 19 f4 8f 16 42 dd 22 de d3 f3 5e c4 
Data Ascii: _~-v[:L/[ZJ~xPc0}Mog_Ow2)ZOE~qr.nQT`Yq`&HfKIy/9v+&zx;z#rM{>[p@O-1.6In6I'ieA*9t,ji3nULYJ5
mZ_9*V_*wlVeVC`![?]iVEFB"^

2022-04-20 13:11:57 UTC 6695 IN Data Raw: a5 d7 80 ed 35 eb ff 2c a3 b8 a4 e8 3c b0 70 e7 45 08 56 06 85 e8 e6 c8 11 d6 32 2d 84 34 3e b2 01 1a a1 00 
85 1f 31 43 39 5d 36 2d 86 f2 9b 4c de d0 09 60 43 8c 10 2d 40 16 7e 02 2a 67 e5 ad f8 9d 07 e7 e4 02 1d cf 43 c9 fb 0e 
da 80 3c 86 ff d4 c7 51 62 c6 89 7a 32 bb f8 c9 42 af da 65 88 b1 77 a5 fd 1f 46 d1 5f 28 37 4f 0c 52 81 bb c4 6f e0 09 6d 
29 e1 cc b2 e9 60 1f 16 04 05 b6 d9 12 b4 6a 64 2e 52 d9 b9 bb d2 a5 fa 5b 05 fe 6f db ab 5f 60 b9 3f b6 6d e9 cf fb a1 
4d b9 aa 2e db 42 63 f7 35 43 4b 
Data Ascii: 5,<pEV2-4>1C9]6-L`C-@~*gC<Qbz2BewF_(7ORom)`jd.R[o_`?mM.Bc5CK

2022-04-20 13:11:57 UTC 6695 IN Data Raw: 9f 87 07 3b 21 ab 00 87 ec 7e d8 79 0b 9a 64 18 15 59 a0 ec 6a 9c de cf 44 c0 18 4d 25 0c d0 b0 b9 ff cc 51 
c8 5d e0 7a 95 c8 d0 fd 6a 9e 9d 38 b2 ef cf 3d 34 8e 27 bd 9a 77 13 51 c4 45 86 49 a2 f2 3d f4 18 94 09 e8 43 3d 47 a4 
e3 1e c5 58 82 5c cd b7 a5 d7 86 89 aa 6f ec 62 e5 c7 10 3b 1b 7e ac 18 f5 47 d5 77 92 69 45 76 90 8a a8 6a 52 fc 92 13 
6d 87 53 fb ea 4e ac dc c0 01 ee 57 b8 fd 39 d7 15 17 04 5f 02 da 2d 05 a0 92 23 cc 2a 94 9f a2 5c f9 63 d2 42 29 a6 40 
b2 f2 88 7b a5 94 27 92 d0 d4 39 23 8c 7a 2b ec 1d 16 12 72 62 28 81 23 a2 05 14 d0 c2 13 a6 57 2a 60 e9 b5 df 69 75 
58 3e 81 f1 b8 91 d6 4e af 3a ea 6d d0 51 51 3a 17 ee 7d 9e 45 48 d0 8e b7 29 ac 4b 45 66 22 40 5b 80 79 fc 59 25 77 
26 86 4d d2 dd fa 9e 22 9c f3 f5 16 28 84 b3 f3 c8 44 9a 45 54 
Data Ascii: ;!~ydYjDM%Q]zj8=4'wQEI=C=GX\ob;~GwiEvjRmSNW9_-#*\cB)@{'9#z+rb(#W*`iuX>N:mQQ:}EH)KEf"@[yY
%w&M"(DET

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6697 IN Data Raw: d8 a3 51 7b 71 07 e4 38 da ec 84 16 fb 9f 0d 02 07 7e 51 44 e5 67 d9 c3 c3 5b 20 2c fd 3f e1 87 7d 06 bf dc 3f 
33 ca e7 71 ce 5e 52 ac 76 3c cb dc b7 59 01 ca bf d6 05 c1 0f c8 b3 fe d6 0c 0f 97 e3 eb 62 dc 38 49 86 9f 19 dd 85 cc 
83 5c 02 d7 cd 97 d1 59 09 f9 47 c1 65 e6 af 9e 84 36 c1 b4 42 6e ce c3 c3 d7 fa 5f 12 b1 8b 5f f9 42 09 fc bd 9f 00 f2 70 
aa 2a 18 9d 05 81 d9 79 cb 7e 8d cb f2 3a 0b de 10 f1 fd 3a a3 e8 94 66 25 e4 a1 16 b4 6a 4d f7 9c 4f cd 71 e6 5e 66 95 
84 bd 1f 06 e7 ca 11 ce f1 d9 0d 80 44 83 6c 17 49 fb 26 ad 64 61 7f 8e f0 8b 8b c3 cc 3e 45 f2 6c 41 5f 11 26 21 45 a9 6d 
3e a5 27 a8 03 fb 7c d9 65 23 25 94 8d b8 ef cd da ba bb 29 50 a2 38 08 f1 b0 1a 16 9a e7 63 91 d5 05 0e f9 58 49 c6 74 
24 d1 32 12 16 0b 46 f8 a5 6e d9 d7 7b 57 06 6f 
Data Ascii: Q{q8~QDg[ ,?}?3q^Rv<Yb8I\YGe6Bn__Bp*y~::f%jMOq^fDlI&da>ElA_&!Em>'|e#%)P8cXIt$2Fn{Wo

2022-04-20 13:11:57 UTC 6698 IN Data Raw: 8e ce 42 8f 1c 5f 11 ee 02 d0 27 4b c0 66 8b ef 5f 1c f4 2a dc 39 2c ff 0d 51 54 bb 4b ae b5 37 a8 6d 16 f4 3f 
ea 9e 23 3a b5 04 44 f3 99 80 94 dc bd 10 7a 68 45 80 d8 98 25 90 c4 a5 e3 a9 aa 39 a1 fe 65 c6 b5 38 a3 2f f1 51 4f f8 
72 99 97 6f c6 4d 0c 96 1c ca 8e 43 d9 31 86 a4 a7 f5 a6 98 84 c5 57 0b 37 2b e3 e4 5d bc 55 cd 8b 0d 0a d7 d6 8c e1 b0 
29 cd 97 59 70 94 b9 1f 4c ee 6c 3b d2 ed a1 d0 1d d1 fe 90 b9 db 70 45 7f d0 b7 6e 48 99 3f f9 c6 b5 d8 ba ae 3c 2b da 
a3 76 28 85 0b 32 70 67 24 1f 91 bf 91 aa f9 af 55 a7 84 8d f3 30 f9 ce 65 3e 2a 99 3e 29 f8 d4 b6 ad 70 3c 46 b1 78 2f 9c 
de d5 b7 e9 0f e7 a9 91 e6 f0 5d 8d 03 d9 c3 6d 66 8b b1 e0 66 66 ab c8 4b d2 d1 1f 28 b1 d6 f2 08 3c a1 48 0d c1 75 5f 
71 bf ab 48 bc 4a 0b f0 57 81 14 23 bd 0e e2 42 20 
Data Ascii: B_'Kf_*9,QTK7m?#:DzhE%9e8/QOroMC1W7+]U)YpLl;pEnH?<+v(2pg$U0e>*>)p<Fx/]mfffK(<Hu_qHJW#B 

2022-04-20 13:11:57 UTC 6699 IN Data Raw: 5b 41 00 47 ba f1 52 65 7a 3c 98 91 39 ba 18 db 06 a9 d9 51 25 d2 f1 c9 1a d1 3d a8 e6 0e d4 40 5e cd aa 5c 
df 35 97 32 d5 02 7b db 7f 8c 23 3f 9c f9 ec 3f f0 75 66 57 66 c7 c3 ec b8 4d e4 0a 13 a2 b3 ed 3c 52 0c 00 39 65 e4 25 
8b 66 f7 b0 fa 2b 9a 20 b6 94 1e 92 24 5b 91 91 c4 fe 08 a5 2b 49 8e 55 38 92 c5 6a 97 0d 54 5b 6d 14 41 41 c1 b3 46 33 
08 44 61 1d 61 a6 d5 59 b2 f4 8e d7 b1 a1 81 ec a0 6b 44 fe 2a 3c 02 c9 e3 75 3d 96 08 61 6c 41 c4 0f b8 80 47 55 cc 76 
18 dc 4b 6c e7 c5 ae 44 f0 8c f6 0d 87 4e e4 10 00 1d 20 ae 0f 92 a2 7a fb b8 ac 60 ea 28 be ad 5b d0 27 55 fa d0 f6 12 
38 26 bd d9 5d fd 48 fc c8 6d e8 a4 79 b5 ff 5a 0a 18 de cc a4 c1 f5 49 a5 c2 00 90 4b 0b 99 6f 91 7b 01 7f 2a 5f b9 ff 58 
18 77 09 43 c7 fb c7 33 d3 3a 4a 1d 9e 0a d3 3a 11 75 
Data Ascii: [AGRez<9Q%=@^\52{#??ufWfM<R9e%f+ $[+IU8jT[mAAF3DaaYkD*<u=alAGUvKlDN z`(['U8&]HmyZIKo{*_X
wC3:J:u

2022-04-20 13:11:57 UTC 6701 IN Data Raw: 5e bf 55 3b f5 e6 fc af 7c 57 f0 53 6f ce c5 cf 6b f7 f8 0d 0f 03 be ee 5a 17 c7 34 88 e3 4b 06 aa 63 9c db 31 ce 
ed e4 f4 32 ef 21 85 d2 93 53 f1 13 de bd 17 3d b4 b1 fc 3d 0e f8 e4 c3 a9 1a de 49 fa 0d c7 77 f2 51 d4 3a 21 30 82 92 
d3 33 b5 e5 50 74 7a 46 13 7b bb 2d 36 f2 29 82 01 fe 0b 65 fb dc db 05 95 5d 70 d9 e1 db 7c f5 10 d0 a0 00 8b df 88 e5 
c3 d9 c0 43 46 75 8f 4f f9 43 df 11 dc 9e 6d 5a f9 af 6b f7 fc 8c 3b 87 bf 16 ff 0b 65 17 7b d4 4b d2 c3 0d 87 27 2c 7b b7 
c3 9d d0 17 01 78 57 2c 28 82 17 17 db 62 62 bc 63 f4 07 4a f7 f5 c9 d1 d4 2e 5e e5 7b 76 81 4b 72 79 b8 23 81 30 dd c2 
c5 83 02 2c 3e ff 98 4f 0d 81 06 0a b0 f8 2f 6e 7e 7a 89 1d e0 bf 50 f6 e9 82 06 7a 79 81 c8 06 ff bd 76 df 6d 1f ca 5e 9f 
6d 6d e1 bf cf 1a f4 3b c1 d5 83 b7 58 e7 22 
Data Ascii: ^U;|WSokZ4Kc12!S==IwQ:!03PtzF{-6)e]p|CFuOCmZk;e{K',{xW,(bbcJ.^{vKry#0,>O/n~zPzyvm^mm;X"

2022-04-20 13:11:57 UTC 6702 IN Data Raw: a0 93 7b d0 1f 85 33 fb bb f3 74 b2 60 6b 16 03 a4 f9 cc bb 2b 04 16 bc 08 52 2e 08 74 9c af 9d 89 57 32 63 
8d 9c 47 52 d5 d5 81 fb e3 9e 0e 64 4f d2 2d a5 b5 91 a2 a7 a5 89 76 f0 3e 08 4b 2a 55 4e d2 9b 9b b5 c2 f2 7d 18 4b e2 
ea 5a 20 9b 0f 33 c0 4b 1f 51 af b6 11 d7 77 a6 32 44 49 e3 8f 90 ee 9e 10 a9 93 e6 d3 d0 4f 5a 71 7d 3e 94 61 c8 f1 37 
20 47 f5 34 9e a6 ed de 37 15 e5 9c 11 83 f3 a3 1a 73 47 24 13 3e c0 e3 4f 69 38 71 95 82 f0 df 36 cc b3 e9 35 9d 7f eb 
e6 9c 27 8e b0 a8 77 3e 99 e6 9e 5d 44 e3 4f 44 59 03 6f 0a 2d ec bc 96 96 82 7e f6 47 68 a4 f7 54 fd 6e 36 9c f5 cd fd 8d 
e6 73 47 2d 84 72 6d e6 de fd 26 23 c8 3d 41 8c ed 31 42 ed b6 e0 72 4f ff c5 45 70 95 b6 e9 b6 e7 47 b8 ba 5d d1 1b fc 
4a 37 82 36 5d f7 5e 53 35 05 ba 52 d6 80 93 04 2b 95 
Data Ascii: {3t`k+R.tW2cGRdO-v>K*UN}KZ 3KQw2DIOZq}>a7 G47sG$>Oi8q65'w>]DODYo-~GhTn6sG-rm&#
=A1BrOEpG]J76]^S5R+

2022-04-20 13:11:57 UTC 6703 IN Data Raw: 4c 4b e4 28 58 a2 e0 40 93 33 b8 e8 f5 80 03 e8 92 6b 47 88 3e 84 e4 e2 d1 6e 5b 42 dc c4 62 c5 62 4e c1 83 
2e a6 76 23 5f 03 f2 5b 59 ec d5 d3 75 a0 4f 01 7a c6 c4 e8 a5 4b ae 07 28 8e f8 ac c3 e4 ee 4c db 46 6b 85 1a f7 3f 6f f2 
ce fa 7f ad c9 20 f2 18 4d 7e 6c a7 f4 53 38 0b 0a 79 25 9a b9 df 87 de d3 a7 7e b9 e8 8e ba 65 58 ba 63 fa cb ec 39 7e fb 
de 43 57 25 f7 47 6e fa 6f 60 71 34 6e 1d 68 3f b0 e3 41 12 06 ef 7b 2a 0a 46 d1 fd 04 3a 50 23 f4 98 16 7c 05 ee ad d8 
8a 36 fa b0 3a e0 98 46 f2 b8 12 48 9b be 3f ca f3 e3 80 63 dc ff df 52 11 c6 11 c7 1f be 15 ab 16 02 17 95 d7 d4 8d 35 75 
63 38 e9 59 e5 75 75 63 5d dd a8 c7 13 ab 6c 91 3d 14 fa 1b 8c 3c 7f 54 e1 bf 24 19 8d b2 fd 57 8e 90 a4 d5 f1 57 2c 4b 
08 51 81 81 8c 5e 11 1c 5d 07 18 e2 d5 12 b2 12 
Data Ascii: LK(X@3kG>n[BbbN.v#_[YuOzK(LFk?o M~lS8y%~eXc9~CW%Gno`q4nh?A{*F:P#|6:FH?cR5uc8Yuuc]l=
<T$WW,KQ^]

2022-04-20 13:11:57 UTC 6704 IN Data Raw: 41 5b 17 c3 d2 e4 61 11 c7 66 b5 29 87 a5 fe 9a 61 41 6c 74 6d 58 fe 0f 28 8c 07 f2 a9 20 11 6f 5c eb 8f 12 0e 
13 71 57 72 98 e2 99 3b 7e d5 da e8 ff 66 6d 2c a4 17 47 84 63 51 cc 59 23 af 59 22 4c 47 d4 fa 70 78 c0 d2 6b a4 a2 b6 
c4 eb 16 ca bc 11 49 2d 1c 93 85 bf cd 91 c0 40 10 ae 47 51 fd 06 e4 37 5f e9 33 b5 dc e3 28 c3 59 37 96 80 6c 00 f9 45 
84 05 94 de 77 f5 8c 03 56 69 73 6d ad b4 51 7c fb 7e 7d bd f4 fe fd db e2 fa 26 b4 c7 9d ce 2f b0 b1 b6 f1 76 03 9e de 78 
f7 fe dd fa da db 8d d2 fb b7 50 e0 71 7e 81 cd 0f 1f 4a 1b 6b ef 36 36 df af bd 7f bf b1 b1 51 2c 15 a1 c0 a7 d6 dc 02 6f 8b
6f d7 3f 94 8a 1b 6f 4b ef 3e bc fb f0 b6 58 c4 1c ba ee af f9 6f 78 f7 6e 7d f3 ed 87 cd 52 71 6d 63 a3 b4 f1 61 f3 dd fb 0f 
50 60 eb 85 3e 6c be db 5c 5f 5f fb b0 
Data Ascii: A[af)aAltmX( o\qWr;~fm,GcQY#Y"LGpxkI-@GQ7_3(Y7lEwVismQ|~}&/vxPq~Jk66Q,oo?oK>Xoxn}RqmcaP`
>l\__

2022-04-20 13:11:57 UTC 6706 IN Data Raw: f7 78 17 3e de b9 8f 7b f0 f1 de fd fc 0b 3e 3e b8 d3 4f e5 8d 12 74 a1 06 1f 25 77 17 1e 29 ad b9 63 78 a4 b4 
ee fe c2 8f 0d 37 f8 0c 1f 9b ee 14 7f bd 75 a7 f0 a2 d2 3b f7 27 bc 7d 6d cd ad c3 1b d6 e0 49 b8 b8 b6 e1 ee 41 f1 b5 f7 
6e 0d ef 7d 70 27 50 60 bd e4 9e dd 97 37 a1 b9 fb 3b f0 51 72 4f a6 f0 b1 e6 fe dc 87 8f 75 f7 ee 13 7c 6c b8 61 0d 3e 36 
dd 01 7e bc 73 07 f0 24 b4 e5 eb 6e b9 b4 b6 b6 2e a2 d9 d3 87 8e 01 af 46 db 57 84 53 8b d4 c1 c3 d1 e0 02 11 e5 78 
11 e3 8e f4 e4 75 05 a2 76 df eb 0e 62 c5 02 d2 3d 4f 2a c5 03 07 eb e4 8b 88 0e 76 34 22 ec 36 0a 16 1c a5 d5 f5 c7 23 
ca 60 e8 d3 7b a4 37 d9 52 b1 22 c9 18 6f d4 24 c6 b6 7a c2 05 e4 0b 9c ea 52 b1 bc b4 04 bf 19 2e 80 88 4b a1 8e 49 ce 
74 a6 4f 66 af e2 c2 a8 8a a3 78 f5 bf d2 63 c3 a0 
Data Ascii: x>{>>Ot%w)cx7u;'}mIAn}p'P`7;QrOu|la>6~s$n.FWSxuvb=O*v4"6#`{7R"o$zR.KItOfxc

2022-04-20 13:11:57 UTC 6707 IN Data Raw: 27 a6 d2 50 ba 8c 4e 50 c6 1a 64 f8 44 2a 5f c7 64 8c 64 1a a7 2b 1f 0d ac d0 05 89 80 2e de 0b 1d 09 aa b6 
0f d7 af 02 e0 97 7f 04 36 b9 11 14 3d 2f 09 69 b2 39 a9 f9 a2 aa 49 86 3f ac 22 50 3a c9 02 c2 c8 32 ce 3d 64 59 e5 c2 
2d 0d 39 61 67 ba 99 91 f7 13 e1 8d 30 57 34 3a 13 11 be d8 d8 e6 86 f0 e5 4c 6b c4 d3 3e b5 43 53 3c e6 0d e3 56 db 
cc 2a e1 93 23 a9 3e 8c ca 95 a0 a2 12 59 8b f1 14 de 75 21 46 b7 68 ae a5 62 30 28 ad 37 da 8d 22 e5 21 0b 2b 66 65 
25 80 6d 61 63 36 5f 54 53 e9 a3 17 8a d0 69 68 f5 2c 99 7a 9a aa 71 ee c2 f5 69 00 02 ad b1 38 93 ab 25 c2 f0 09 78 55 
f2 a3 c6 9c fa 30 9f 02 62 7a c1 18 11 10 e1 24 eb 9a 3b 5b c9 59 89 e9 ea aa fa 28 95 c9 9f 56 3d 10 c8 41 ff 15 ca 04 ad 
3a c4 a0 1c 2b 4c 6c d0 f8 28 5d cb 2b 2b 2b 3c a6 36 70 26 
Data Ascii: 'PNPdD*_dd+.6=/i9I?"P:2=dY-9ag0W4:Lk>CS<V*#>Yu!Fhb0(7"!+fe%mac6_TSih,zqi8%xU0bz$;[Y(V=A:
+Ll(]+++<6p&

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6708 IN Data Raw: fd 4c c9 85 bb c2 49 d6 a8 ef 0a 65 ef 6e 92 1b 92 b0 16 c2 0a e6 d7 de 75 64 28 3d f2 93 a2 df 15 49 3b b1 1f 
70 9c 51 5c 60 56 45 e6 b0 d9 eb 92 60 db 13 da ac af 8d 4b c7 cf ea 83 43 1d 0b c1 af c8 5a 22 ac e5 38 a4 94 73 33 49 
39 03 8d 25 08 8c ed 52 af d4 71 bb 30 ff 4c e9 bc 50 9d 01 bc 6a e1 1e e4 09 dc 2d 3e 90 f4 78 c6 37 c3 ec 1d ed 4a 49 
5c 51 2f cc e1 3f 92 97 b8 d9 82 8a b8 c2 f4 05 06 20 2e 2c 89 ed 00 ae 65 96 1c 1c 6b 8e b9 b6 60 fe 98 02 e7 cd b6 66 
07 3b 26 ae 5f d9 b6 e0 11 68 07 2f 01 72 c9 ca 67 b7 d4 76 31 8a 13 1f 24 39 35 63 55 43 03 b3 ba a8 63 a1 b7 3c 4e f4 
0b 68 ba 34 0b de d7 33 91 a9 42 c3 74 0c 47 9f 6a 37 8b a3 7e 72 3e 50 d0 ac 38 02 35 67 f8 a5 a2 fb 7b b1 b6 6e 1e 82 
da f1 18 24 b1 0e ea 7c 43 5f 39 3c df ea 74 bc d5 e9 
Data Ascii: LIenud(=I;pQ\`VE`KCZ"8s3I9%Rq0LPj->x7JI\Q/? .,ek`f;&_h/rgv1$95cUCc<Nh43BtGj7~r>P85g{n$|C_9<t

2022-04-20 13:11:57 UTC 6709 IN Data Raw: ff 49 a3 ae dd a0 57 7e 92 e1 09 98 d3 e6 3f 6c 62 41 54 8d 9e 9f d8 5c a3 b5 98 c6 6a ae db 54 25 db 74 8e 
1b 9a d3 f6 32 d6 66 e9 63 ca 39 03 9f c4 03 e5 c0 d5 fa f5 fa ce 44 18 2f 9e a4 76 e9 0e 17 cf 69 a1 48 2f cf c5 49 6b d8 
5c 3c d8 c6 5c b3 18 e2 a0 87 a8 a4 66 87 33 f5 a5 7a 9c 80 5a 53 90 f9 d3 0c c4 b0 ae bd 37 46 ed d9 00 8d 34 18 df d4 
25 fa 52 01 d9 2b ea 75 11 83 4e 5e 72 40 08 14 58 0f 28 33 a3 f9 1a dd 0b 58 81 cf e7 11 54 85 84 b2 8e 98 0d 11 39 84 
e6 0d ed e5 ab 97 6a 6a 58 23 97 bb 75 ec 0f ee ca e1 df 18 d8 e4 6c 6d 48 52 72 30 f6 26 05 22 6f 14 7a 4a d7 0e 0d 96 
68 56 39 9c 23 1c 1d 8d b3 cc 0c 7b bf 35 d8 b7 0d 46 f6 33 ea 56 05 88 2d 0a bc c1 55 e9 9a d0 81 e9 31 2f d0 bd 25 b0 
82 e3 b1 7b 92 7a fd 27 fb 64 ec 1e 8e f9 60 3b cd d3 
Data Ascii: IW~?lbAT\jT%t2fc9D/viH/Ik\<\f3zZS7F4%R+uN^r@X(3XT9jjX#ulmHRr0&"ozJhV9#{5F3V-U1/%{z'd`;

2022-04-20 13:11:57 UTC 6711 IN Data Raw: 6b a9 bc 44 05 e1 f7 1f 62 5f 67 e6 3e c8 9e d1 89 92 3c 49 2e f2 aa 46 a9 d7 e0 e1 41 7c 4f 5a 47 9e 1a b3 51 
f6 e5 35 0c 98 b6 c5 c1 f3 fc cc 3b 4f 7c b6 ab fe 84 eb e1 0d 3f 65 33 80 51 e5 d4 a8 52 3e 2f d4 9b fe 24 9b 0a bd 99 cf 
d0 d7 c8 55 c7 2f 7c 05 81 65 79 79 c3 f3 82 09 49 32 08 7b 59 38 c4 17 07 ac ad b9 44 3f 03 eb a8 07 9d 94 b4 84 89 c0 
62 04 53 41 40 31 28 b3 b6 1a dd 5e 1f d9 60 dd 01 70 3f a9 d9 01 da e5 e3 31 5e 54 fa 7b 7a 04 e6 30 7d e6 c3 74 aa 
52 4f 46 2b c4 e9 b2 98 2c 04 a7 22 b6 08 f9 87 60 91 aa 9d bb aa 49 25 38 c0 c4 e9 98 e5 b5 e3 bd a5 14 af 11 96 58 b1 
16 af 30 15 2c f6 7a c5 ba b6 5c da 41 ce ac 8e 31 96 ed c7 27 de 4a b3 19 cc 7e 9e bb 0c 9c 7f df 69 cb 49 6f 9c 06 b9 
e1 7c 45 50 b6 03 76 b0 20 74 55 f1 e5 2b 7f 09 d0 db 
Data Ascii: kDb_g><I.FA|OZGQ5;O|?e3QR>/$U/|eyyI2{Y8D?bSA@1(^`p?1^T{z0}tROF+,"`I%8X0,z\A1'J~iIo|EPv tU+

2022-04-20 13:11:57 UTC 6712 IN Data Raw: ad 2e bc ad 5e 48 5f 72 05 a7 8e f7 e4 57 b4 57 a9 3d 71 cb 8a 99 d8 6d a4 bb dd 74 74 e3 47 66 c2 3a ee 03 
e9 0c 48 dd d7 44 24 b5 27 c2 4f 3b 88 ca 84 ab c6 40 64 65 b4 d9 b9 62 31 94 3b 2e c3 8f 95 1f dc 43 60 b6 be ec 9c 6c 
1f 9c ec dd 6c 7d f9 72 76 fa 75 eb 88 32 c2 08 70 1f 9a c3 94 37 51 93 04 9e 8e 47 f5 3f 78 02 02 6d a2 c3 a9 55 1e 0a 
ad c1 27 04 13 45 8c 18 60 e2 f7 10 5e bd e3 be 43 cc b4 ed 96 fd 20 90 dc c8 d8 29 56 ca 7d 9a c6 89 6e b7 27 a8 06 c9 
81 79 4c 21 da e1 b6 bf a9 9d ed 6c ef 9c 5c 1c 6c 1d 9d 5b ee 93 4e b5 c3 99 e3 2e 04 8c 6b 27 9c 6f e7 10 80 66 a2 0f 
4f 36 f5 cc ed 67 57 b2 e6 ab 9b 3b 39 f5 04 d7 4f f2 7f 4c 4e 24 17 88 58 9a 56 d9 c4 36 36 2c 01 06 3e 3c 8a 76 dd b8 
9d c0 c4 39 15 16 84 18 2e ce cc 89 c6 f4 6a b1 e9 23 53 
Data Ascii: .^H_rWW=qmttGf:HD$'O;@deb1;.C`ll}rvu2p7QG?xmU'E`^C )V}n'yL!l\l[N.k'ofO6gW;9OLN$XV66,><v9.j#S

2022-04-20 13:11:57 UTC 6713 IN Data Raw: 72 02 a5 5e 3d 8a de 02 29 ad 55 b6 f6 f9 1c dd bc 3b 09 ba b6 35 12 d2 20 7b d4 b8 29 6e 8b 5b 8b ec 16 66 
aa c2 b1 60 56 88 35 ff 03 0e 23 43 c0 6e 31 22 6e 24 82 02 eb 42 49 96 98 f8 66 ee ee 1c 7d 19 0e 4c b2 39 b2 04 d8 79 
52 e0 74 af 1c a1 99 c1 8d 8b 3e 25 81 40 c9 cb e4 aa 20 ef 54 9e 71 cb 0d 95 18 bc 3f 61 84 99 03 83 7d 3c bc d7 68 d8 
a6 9b d7 22 03 5f c1 ca 3e 72 de ea de 6d b7 06 21 82 cd 3e 4a 71 d9 d5 16 7e af 2b f4 61 ce 6f f6 b1 f9 26 22 a7 07 13 f7
f0 de a9 1c e8 f4 ab d7 ca 58 96 97 97 cd 3d e5 09 bc 5b b8 de 23 ef 5d 3d da 35 22 67 ce c4 aa 67 dc a0 3f 92 18 24 81 
0c b6 7e b7 e2 4b c4 42 04 a3 69 45 24 c9 3b 3a a9 4b ec 61 61 dc 1a c3 4c 69 3b 50 5f 75 b8 e8 d0 98 67 5b 2b c1 8a 
e5 58 e8 26 3b 53 ec 3e 47 4f 18 f3 c5 26 86 fd 09 9c a4 
Data Ascii: r^=)U;5 {)n[f`V5#Cn1"n$BIf}L9yRt>%@ Tq?a}<h"_>rm!>Jq~+ao&"X=[#]=5"gg?$~KBiE$;:KaaLi;P_ug
[+X&;S>GO&

2022-04-20 13:11:57 UTC 6715 IN Data Raw: fd 9e 5f b2 43 25 3b 5c 72 ac 15 e9 cc dc 1f f9 45 8e a9 08 43 03 ee 8f f9 65 50 7d ea 95 c7 33 f7 67 ce ca 90 
95 ec 49 16 f3 07 16 54 c3 b5 4f 75 ef 73 be d4 89 fd 4d d4 ba 00 05 e8 5a 67 82 60 aa 85 7d e4 5c d5 ab f6 66 95 43 df 
be 98 88 6d 3e cd 83 b7 50 0a a2 8e 14 60 6a c2 db 51 a0 1a 0a b7 d6 9a c4 c0 68 78 7f a0 91 bf 25 13 e4 35 8d c7 db 14 
37 34 15 74 29 90 5f a4 5f 78 dc 8d 64 4e 58 79 e4 e7 ba 18 60 fc 49 38 7d 09 f3 4a 33 60 eb 87 45 cb cf ea b5 d1 41 3f 
71 4d ce cf 7e f8 05 03 19 ba 43 06 6b f1 db e4 07 bf 48 2f e5 e0 92 40 22 fa 24 13 09 2c d8 2c db 4c 13 2d 2b 6d 66 a7 
e1 f9 5d 7b 03 89 76 e5 e3 e8 cf 69 6f 1c 63 7a ae 6e 37 a6 62 e4 62 23 9b 1d c4 71 77 11 ab b8 a7 b6 cf 54 98 ce d4 a4 
db 14 71 21 a6 c3 cb 0c 18 b1 d7 b9 19 41 b3 0e 21 48 
Data Ascii: _C%;\rECeP}3gITOusMZg`}\fCm>P`jQhx%574t)__xdNXy`I8}J3`EA?qM~CkH/@"$,,L-+mf]{vioczn7bb#qw
Tq!A!H

2022-04-20 13:11:57 UTC 6716 IN Data Raw: 8c 40 7c d0 91 6a 1e 1f 08 66 20 48 b4 d5 55 f4 f9 87 67 df 72 ac 41 d9 ce c4 85 f5 ba 2c 04 2e 4a 8f 6d 37 c8 
00 52 56 83 b2 90 22 76 a4 75 c9 ef f2 ad 45 26 56 8b 8d de 90 5c db 09 27 8c 73 43 23 43 bd bc 2c 1a 10 cf 0d 39 08 85 
1a 1f 69 86 c8 06 d2 76 e8 2f 9e ef 52 4b 97 44 31 39 55 94 75 13 fd 1d 19 44 30 46 bc e8 94 03 e4 05 83 e5 65 54 e8 49 
9b cc cc bd cb 1b 3a 5e 5e 88 93 2e 57 c0 61 4b 8a 9e 46 78 2e f2 e0 75 ac 57 99 a0 1a e9 a8 80 0b 0a b0 d0 45 37 8e 
38 a9 cb 2c 1d 78 10 d2 c9 09 bf 1f 27 14 a8 2c d0 56 61 54 6a 2d 9b d2 3b b1 56 b2 d7 3d c0 98 2b bb e9 cc 2e d0 30 30 
43 3d 26 b0 4c 0b 44 e6 3a f0 fa 0e cc 6b 5b c4 da 51 84 9d f7 d7 bd 1d a3 6d 8a f9 59 4a 33 15 08 4f 7b 8e 58 ea 20 01 
ef e0 ef 3d b6 5e f1 8f ed e4 26 31 fe fb da 6f 5c ad bb 
Data Ascii: @|jf HUgrA,.Jm7RV"vuE&V\'sC#C,9iv/RKD19UuD0FeTI:^^.WaKFx.uWE78,x',VaTj-;V=+.00C=&LD:k[Qm
YJ3O{X =^&1o\

2022-04-20 13:11:57 UTC 6717 IN Data Raw: 85 33 bd be 46 7e 7d 03 24 b4 cf cf 43 a2 d4 81 47 2c 30 07 ac f6 50 25 b8 84 9f 8d e5 e5 50 c7 3d 7a 79 59 
82 70 20 73 14 96 58 af 28 ea b0 23 e2 9f 89 49 65 49 7c 49 38 29 46 71 08 c4 d2 47 cc dd 6f 71 20 b0 65 1c 9f 5c c2 e0 
29 b4 7b a0 99 82 a0 d4 50 87 8c 9a 9e d3 a1 52 f5 c0 45 a1 f9 d3 2e 1e 0f c9 80 0c c3 ac 92 53 c7 d5 a5 12 c2 67 d8 30 
27 44 aa 4c ee 69 01 d9 08 bf 1f 36 53 0a 93 34 da bd a9 72 7c d9 ea 0a b2 36 19 71 bc ad 81 4c 49 14 e0 56 ca f8 c0 dd 
a3 42 fb 2a ba d6 b3 f5 25 d1 62 09 53 8b 90 36 fd 5e bb ad c7 74 a8 6d f8 9d 92 56 dd 15 04 b3 9e ab f8 c9 75 ee 21 46 
f9 8b 60 f1 2d 7c 2c d7 89 47 02 eb 90 48 b0 c3 aa 64 0e 09 b9 75 d3 e1 86 42 31 cc b7 6b e8 ed 73 97 eb e2 d3 d2 5c 7c 
60 26 f5 aa 13 c8 50 f3 3a 52 8e 39 af 93 45 6a de dc 47 
Data Ascii: 3F~}$CG,0P%P=zyYp sX(#IeI|I8)FqGoq e\){PRE.Sg0'DLi6S4r|6qLIVB*%bS6^tmVu!F`-|,GHduB1ks\|`
&P:R9EjG

2022-04-20 13:11:57 UTC 6718 IN Data Raw: 11 4c a7 5c 0f 91 5c 0f 4f 8d 26 6c ba 46 73 a6 dd 76 10 98 55 20 0e c0 2d c2 72 75 19 cb d5 ec 6c 9c f5 96 a8 
1b a1 12 40 73 62 a8 81 92 2c e0 61 6d 2c 17 bc 61 3a 02 9f 23 c9 42 0d 8d 92 4d 6e 45 72 86 9d b4 a1 31 0d 75 d7 90 
d4 fd d6 13 9c 40 ff 3e 8f 13 20 48 09 ab 25 38 b7 1b 31 45 22 6b cc 5c 36 81 53 fc 99 dc 0d bf 15 c1 38 77 f5 d9 ca cd aa 
ad d2 8d 30 28 29 31 cb be fb 2d 2c 07 2e 27 2a 2f 87 d2 e1 6f 2f db 53 16 f9 51 3d 50 6f 61 00 02 48 e1 39 73 90 ed 14 
22 a3 32 5b 18 17 be 85 c0 e2 e1 17 91 21 dd 43 15 06 ca f5 11 d2 ab 06 a1 ff 86 b1 1d b9 25 d4 ff a4 87 8e de 9d e7 91 
c1 e3 29 42 79 97 97 33 f6 86 79 c1 ef 21 34 88 4f fc 50 b4 08 f9 93 24 d0 7a ce 74 37 32 70 a5 b7 2a 62 36 eb 8d 8c dc 
46 a8 72 2c 65 86 47 24 77 90 d1 ae fb e9 33 37 df ce 
Data Ascii: L\\O&lFsvU -rul@sb,am,a:#BMnEr1u@> H%81E"k\6S8w0()1-,.'*/o/SQ=PoaH9s"2[!C%)By3y!4OP$zt72
p*b6Fr,eG$w37

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6720 IN Data Raw: 70 d2 19 2c ea 9e ff 0c 28 42 ce f8 d2 c1 09 51 3a d0 e9 a3 2c 5c 52 29 05 81 68 52 45 e5 bf 44 d3 f2 83 77 
3e 25 6a 5c c7 e5 50 fc 58 af d6 cb 6f 77 36 80 e1 ed e8 7d 16 5d 6d 40 47 1f b4 9c c5 67 aa 3b f5 f4 69 d1 57 bb aa af 2d 
44 b8 da 4c 3b df d3 6b 94 b3 13 10 c9 be 74 16 ee 57 04 56 e7 6f 5c 9a 0c d4 2f ec 6b c3 f4 ae 62 67 85 7f 36 d2 c8 63 
4b c7 5e af 91 df 12 d1 00 1a c9 fc d1 91 43 bb be b3 f1 82 77 d8 1c e8 32 58 3f f5 0a 77 eb 32 bd 7e fe f3 5e c5 5e 8c ad 
8b ab 31 b6 8e 3a a9 5a 47 8d aa 43 93 ce 51 5d 8e 2a c0 4c d7 62 9e a1 17 7c b8 59 18 d7 26 24 d1 30 04 d5 af ca 85 
64 9e fe 29 48 c3 e4 a3 35 22 ed 1b 9b f6 d8 9e e7 9f ed 0b 47 d9 df 86 11 f9 84 20 5f 92 26 33 61 bc 90 b9 35 6b 08 dc 
a6 52 db de 66 39 15 11 de 9f ff 16 ea 81 53 f9 a6 ba 
Data Ascii: p,(BQ:,\R)hREDw>%j\PXow6}]m@Gg;iW-DL;ktWVo\/kbg6cK^Cw2X?w2~^^1:ZGCQ]*Lb|Y&$0d)H5"G _&3a5
kRf9S

2022-04-20 13:11:57 UTC 6721 IN Data Raw: f0 9a 80 45 ca 7d 78 dc 87 3b 14 b6 c3 d3 9b b5 87 98 8b 41 39 cc f4 6c 53 45 c1 0e 1a 4b e8 af b3 9f 26 96 
ae a6 5f 0e 30 f8 35 d4 a2 bf 95 84 97 8d f2 1f 51 22 63 61 67 e1 6c 0e 15 6c 8e 22 bb 75 d5 20 38 f3 a9 2b 75 27 a5 11 
de f5 ea 5a 20 7f a3 f0 0d 31 e1 42 1d dd 03 88 73 ac 35 89 1a 9b 54 d2 24 91 bf a9 13 a6 93 d6 f2 f2 3a 26 75 ed c7 fe 
a0 d7 15 b1 a8 42 3d f3 5e 2a f6 9a 15 4e ee 75 6b 4c c2 42 8e 36 55 0e 3f 01 69 c8 c6 36 ab b2 4b 4d 13 61 04 bb d4 54 
f8 22 85 7b 9f c0 ba 52 7d e0 fa 67 7a 18 a5 94 3b 42 16 e3 45 72 7a 35 d8 a4 96 bf c8 1e 73 d2 db 6b 4f c5 5b 05 88 78 
54 fc e8 45 e8 95 b9 84 a8 b8 7b d2 87 b7 bc 04 97 e8 90 d9 d3 5d b8 58 a1 0f 67 e3 dc f5 98 96 34 74 bf 45 b5 7f 81 c4 
26 e2 46 56 7d 3d 2f a4 4b ef 85 1e 97 22 62 75 2c 52 7d 
Data Ascii: E}x;A9lSEK&_05Q"cagll"u 8+u'Z 1Bs5T$:&uB=^*NukLB6U?i6KMaT"{R}gz;BErz5skO[xTE{]Xg4tE&FV}=
/K"bu,R}

2022-04-20 13:11:57 UTC 6722 IN Data Raw: ba 42 7e 8a 16 82 79 f6 52 9d ba 91 6f ea a8 f2 60 22 cf 5e 05 31 b6 90 0c 28 f6 a0 fb aa b5 b9 09 23 f5 89 96 
21 aa da 5b 5b 82 0a 5b 19 62 30 db 99 4e 27 53 df 40 9c fd 32 15 04 8a 89 bf 5d 0b 03 3f b6 41 ae 17 1e 5d 9e 54 1c 5a 
29 fb 5a bb 01 5e 2e d1 45 88 32 ec 6e 6e 92 c9 b7 6b f0 88 d3 09 8f 91 63 3a b5 6b fb a6 ea 00 49 4f 19 67 e8 5a d3 f3 
c1 c8 9d 2c e6 29 27 73 66 a5 11 33 21 04 0a 4b 10 58 b6 a5 95 e9 03 38 fc 4b 2c 08 83 80 9f e9 2a ee 74 58 ed 4e a6 
29 22 33 a6 83 d5 1b 0b e2 d0 1d f7 e6 d0 0a f4 b1 51 a5 08 b8 26 ae 98 f5 07 dd 79 2a 0d b2 e5 5e 67 6f 50 0f fe 68 37 
20 4e ee b5 7e 53 05 dc bb 00 55 ff dc ab 74 d3 f3 e9 0b 69 d7 37 bb d4 26 b9 3f 7f 5a 60 93 60 42 a8 22 7c 30 4d 8a 57 
1d b7 81 52 df c4 c6 dc e2 33 90 ea a7 d3 08 9b 0f db 04 
Data Ascii: B~yRo`"^1(#![[[b0N'S@2]?A]TZ)Z^.E2nnkc:kIOgZ,)'sf3!KX8K,*tXN)"3Q&y*^goPh7 N~SUti7&?Z``B"|0MWR3

2022-04-20 13:11:57 UTC 6723 IN Data Raw: 0a 78 77 7e 51 7e bc 0b 48 2b 15 78 dc 68 e1 b7 6e e0 0a 02 8f 26 f7 9b 9b 07 23 cc 32 9f eb 4e 9b 92 7a 88 
26 06 1d 34 af 81 b3 44 c2 d3 3e f5 c4 53 98 62 df e0 53 17 96 7a 79 fc 45 2d 60 d1 20 44 fe 83 2d 06 cc a6 59 b0 3c c8 
89 81 de 35 ac ef 78 c8 cf a7 23 ee 2e e0 9f d8 5d 1d 09 2d 27 4f 10 ff 3d 24 71 95 fc 6b e9 1b 84 1b ae 89 79 61 a5 d2 
8a 51 0b 35 87 80 27 4b ae 64 4e ec 94 6f 41 e3 88 db 1c 71 87 43 f6 dc 79 ca 22 a1 88 c3 4d 02 94 88 99 c0 05 b0 1b d9 
2a 47 72 17 47 91 ac dd 0a 7e 86 49 90 c7 c9 eb 1b 64 9b 9f 34 08 92 a0 d4 81 9e 3b 0a 63 3b 1c 3f 97 33 b6 73 53 05 
2d 72 3d 2d da dc 74 e8 6a 52 b5 3c 1d 9d d5 52 2e 0b 1c b1 e6 0b 01 4f e3 08 ca f5 b4 57 b4 f9 9f 71 92 a8 b1 da 31 a9 
fc 89 d5 6b 09 0b 28 44 40 74 36 33 2f 30 07 14 b3 2e 9d 0f 
Data Ascii: xw~Q~H+xhn&#2Nz&4D>SbSzyE-` D-Y<5x#.]-'O=$qkyaQ5'KdNoAqCy"M*GrG~Id4;c;?3sS-r=-tjR<R.OWq1
k(D@t63/0.

2022-04-20 13:11:57 UTC 6725 IN Data Raw: be 33 c6 3b bb d3 cf a9 dd 1a 30 75 b7 46 78 2a 55 a4 d1 6e 2d e3 92 32 ce 0b 55 9a b5 54 f7 0e 97 96 a8 19 
c8 1d 79 73 91 f9 eb 2f c2 d1 bf fe da dc 0c 7b 9a c1 1b d4 5c e5 24 00 fc 98 ec 09 9a c7 36 26 15 97 e9 be 21 33 de 52 
96 44 9a f9 ac 17 71 d9 41 a9 60 4d f9 7a c2 3d 5c bc ac d8 78 8d c2 0b 95 e4 55 f8 a4 e1 69 3a 98 bb 3e 3a f7 6c 79 33 
8b 6b d2 88 2e a4 7b 38 1f 07 bc 91 b4 a5 91 52 25 2c d2 5f e8 6f 6e f2 e2 48 b8 0e 64 62 5b 61 99 f9 2c 09 87 aa 74 8f 
15 fb e4 fd 3f b1 84 33 92 7f 78 7b 3f c0 06 e1 da 6f 6e 6a 7a 11 c7 75 d7 9d 4f da 4d 35 dd f9 f4 49 f0 cf 95 96 4a 84 b7 
7b 26 55 97 c3 f7 ae bb 00 dd dd da 42 ee a7 4f 50 29 81 82 5f db 35 b3 38 0e 64 0e c5 50 d6 3e bc 37 62 6f 99 9d 6a c7 
a4 02 94 cc 64 32 ff 33 fd 9f 31 fe ff ff c1 ff 25 da 
Data Ascii: 3;0uFx*Un-2UTys/{\$6&!3RDqA`Mz=\xUi:>:ly3k.{8R%,_onHdb[a,t?3x{?onjzuOM5IJ{&UBOP)_58dP>7b
ojd231%

2022-04-20 13:11:57 UTC 6726 IN Data Raw: 12 b0 3d 6f 3f ea 0e 63 1b 76 d8 8f 01 62 5a f8 e9 d1 93 b0 63 5c 24 af 41 52 57 4f 83 71 67 f2 94 19 4e 1c 6b 
c8 f0 a7 47 99 99 f0 82 74 2f 65 d5 3c a9 a1 e3 1a 35 5d 5f c2 4e 35 60 fe 9f d4 e4 93 0d 07 e3 65 75 df 4a 7d 61 ad 4e c1 
e0 e5 34 94 2b 22 43 43 46 0e 19 45 94 cf a1 82 86 0a 45 54 d4 50 31 77 53 fd 12 3c 05 30 b7 86 77 60 21 3b 03 2b f3 e4 
da d3 b9 93 39 81 75 1f a6 a1 3d e9 7d bd c7 3e d4 a1 35 06 dc f1 76 00 3d bb ed b7 2e 5e dc 7d 7d 83 23 6c b6 33 27 
56 29 69 53 ce ca c0 ec 4d eb 93 8e 5b 9b e3 48 4d cf e7 ff 70 71 84 74 0d a1 f8 8d e9 6e c2 03 e4 fe f9 a7 59 02 af 9b 3d 
23 2b 21 dd 45 15 81 bb 45 02 77 eb e6 ff 35 4f 6b d7 d6 7f 9d d6 58 05 0f e2 93 4f 53 30 f2 23 f8 ff 53 72 eb cb 1d 3e 21 
83 ce 57 45 36 38 73 fb c9 c8 e9 3b 05 72 5c 92 
Data Ascii: =o?cvbZc\$ARWOqgNkGt/e<5]_N5`euJ}aN4+"CCFEETP1wS<0w`!;+9u=}>5v=.^}}#l3'V)iSM[HMpqtnY=#+!
EEw5OkXOS0#Sr>!WE68s;r\

2022-04-20 13:11:57 UTC 6727 IN Data Raw: 80 9e 94 e7 b7 e1 d8 d8 db 8d ab 53 95 a2 f6 9b bd c1 45 32 14 c1 bc 31 f5 32 c0 a8 fb 53 e5 b0 f0 c1 92 47 
ce fd df 60 09 4d 07 eb e9 c2 18 3c b1 2f da 55 9b 0e d0 8e df e3 f3 12 80 55 92 2c 3f 74 e7 56 c7 9a 5b 0a 93 47 93 ce 
a0 3b 00 be c2 13 7c 54 eb 0f eb 33 f7 32 f0 0e 05 61 2c b0 92 bc 52 e4 17 9c 48 0e ee 05 dc 34 3d 0b f1 32 44 5e 9f 53 
df e4 d3 24 9e 7d 91 7c 35 70 50 c0 cc cc 16 44 15 ba 8b 21 76 0e 9d 0c 4f 14 dd 72 fc f0 76 66 ba 12 b7 bb ae 35 18 e2 
77 00 70 57 b0 c8 b3 3e 41 96 d2 f2 
Data Ascii: SE212SG`M</UU,?tV[G;|T32a,RH4=2D^S$}|5pPD!vOrvf5wpW>A

2022-04-20 13:11:57 UTC 6727 IN Data Raw: c2 e7 a3 62 37 40 c5 3a 83 b9 1d 32 86 3a 02 9e c3 8f aa 3b e5 3b af 6a 65 26 9f c1 54 4f 98 f1 06 9b df 06 5a 
b3 78 1f 79 92 ae 50 c7 c2 87 67 5b e9 ad f6 c8 5f 00 e9 59 c8 73 65 b5 1c 2c b5 ea 4c f5 2c a5 71 d8 7b 50 d4 83 a0 c7 
67 0f e9 be 3c 11 70 36 ca be 37 08 7b 2d 74 9f a6 4b fc 68 ee 87 fa 90 5f d9 39 cd 5b e6 02 d2 f5 50 a8 89 93 11 2e 16 
b8 d2 4e a6 e1 54 d5 49 38 75 21 4a 0a 46 16 74 36 60 d9 a6 0b cb 55 8d bf 95 68 e1 44 37 43 bd cd 51 87 25 7e 4b f3 
16 93 0b 89 24 ba b5 46 1f a7 02 54 5d 04 d3 21 13 6f 35 04 9a 60 36 c8 d3 6f 64 02 d8 0e 3a 35 ed db 11 f9 45 6b db cb 
2e da db 3c bb 68 6d 9b d7 9a 71 53 b5 b7 e5 88 3a 2c d5 d2 a6 bd 69 d0 81 0f f8 25 6c 17 98 01 1b 0c 31 27 0a 31 7f e2 
d3 11 a8 75 b6 43 e7 b7 0d 3f 34 ea 79 c1 b4 6e 6e 36 41 
Data Ascii: b7@:2:;;je&TOZxyPg[_Yse,L,q{Pg<p67{-tKh_9[P.NTI8u!JFt6`UhD7CQ%~K$FT]!o5`6od:5Ek.<hmqS:,i
%l1'1uC?4ynn6A

2022-04-20 13:11:57 UTC 6729 IN Data Raw: 7b db 77 ba e3 2d 93 74 97 39 18 47 99 07 62 1d ee 32 77 51 dd 18 04 e4 39 cc a7 fe 42 41 80 09 5a 91 40 8d 
3b 61 a3 9d b1 9e 8a 6c b8 e1 ed 5b 33 41 ba c3 c4 37 a2 f8 55 97 f8 d5 10 fc aa 03 bf 20 7e 6f 28 a6 95 25 8b f7 48 ba 
34 0a 4b 82 a4 af 75 27 8c 3d 8c f6 f6 10 e5 54 f8 63 5f f7 ac df 5c b0 df 91 af 5f 92 c2 38 4e f1 cb a6 e8 29 ab 28 f2 77 24 
f2 77 05 f9 3b 40 3e 68 60 09 81 36 62 99 d9 5d 67 09 f3 01 2f de 94 1c 1f f8 f7 d5 5d eb 2a ec 30 a2 6b 5d 2c 59 7b 51 
d4 37 25 ea f7 04 f5 4d ba 6e ef bd 6b f2 f7 d6 98 fc bc 0a 1f 3a f9 f9 60 bf 6f 4f 7e 2b be 19 6a 11 06 dc 99 2d c5 3c ac 4b 
79 b4 45 d1 09 44 0c 6d b8 8b 52 81 bb 18 a4 ef c7 27 7d 9f 91 be ff 7f 09 e9 07 f1 49 3f 20 a4 1f 28 2b e3 11 be d6 e8 4d 
47 fa 30 6a 98 b6 a4 5b 87 42 b7 da a0 5b 
Data Ascii: {w-t9Gb2wQ9BAZ@;al[3A7U ~o(%H4Ku'=Tc_\_8N)(w$w;@>h`6b]g/]*0k],Y{Q7%Mnk:`oO~+j-<KyEDmR'}I? 
(+MG0j[B[

Timestamp
kBytes
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2022-04-20 13:11:57 UTC 6730 IN Data Raw: c2 cb c7 8e f0 dc 15 6c 09 3b af 4f 18 e2 36 62 ba 16 dc d1 ec ad 66 fc cc e5 76 ac 2b a9 6a 4f a8 6a b7 41 1c 
ce 9e 32 07 b4 19 7e fc 1e b9 ec ad 29 97 bd 98 72 d9 5b 4f 2e fb 51 ec 09 d7 d5 3e 61 50 3f c0 15 a2 ad fd f7 71 a5 bf 
26 57 fa 31 b9 d2 5f 8f 2b b7 11 5c 99 70 a1 19 48 42 73 2b 84 66 40 85 e6 56 65 0f 69 86 1f bf 87 3d b7 6b b2 e7 36 26 
7b 6e d7 63 cf 30 8a 3d 7c f9 bb 93 d8 33 14 ec b9 6b 10 87 74 18 60 0f 59 fd 86 ef 63 cf 70 4d f6 0c 63 b2 67 b8 1e 7b 
c6 11 ec 99 73 e9 19 49 ec 19 0b f6 8c a8 f4 8c 55 f6 90 66 f8 f1 7b d8 33 5e 93 3d e3 98 ec 19 af c7 9e fb 28 f6 70 e9 99 
48 ec b9 17 ec 99 50 e9 b9 0f b0 87 48 cf fd fb d8 73 bf 26 7b ee 63 b2 e7 7e 3d f6 3c c4 5f 12 1f 04 63 66 ab 79 6a 33 8e 
4e 25 8e ce 44 c3 29 e5 e8 4c e1 a8 4d fd 8c d9 
Data Ascii: l;O6bfv+jOjA2~)r[O.Q>aP?q&W1_+\pHBs+f@Vei=k6&{nc0=|3kt`YcpMcg{sIUf{3^=(pHPHs&{c~=<_cfyj3
N%D)LM

2022-04-20 13:11:57 UTC 6731 IN Data Raw: 40 b5 34 95 99 1a e6 e6 bd 00 01 4b a4 a9 b7 22 6a f8 5a c4 31 01 99 93 43 cb 59 f6 dd 0a cf 91 e1 ac c3 b7 
04 d2 8f d2 38 f2 47 69 a8 94 01 eb af 3b 37 42 0a 55 7b a6 cb 22 1a 70 e9 74 49 48 75 d5 a8 e9 92 94 ea aa f6 ea de 15 
b1 f3 f8 66 68 2e cc d0 22 9e 92 fd da ed b6 dc 24 53 fc 1e e3 e3 f7 28 f0 7b 8a 87 5f d4 15 b6 57 8a 15 58 f3 a6 d3 10 3d 
df 8d ab e6 40 b8 ea 8e e0 cf 10 ae 0e cd 0a 8c 57 cf f1 79 f5 2c 78 f5 12 c9 ab 50 63 e0 98 0f 44 f3 a9 51 c0 6c 3b c0 77 
3f e2 af cc f2 af 38 0a 23 91 c1 1f 5b c7 9f 31 1d 7a 9f c8 e5 65 7c f5 62 e6 d6 fb 60 ae f8 ca df 32 6c 0d af 33 5f ed 59 66 
ce c1 1b 11 ab 0f 38 ea 9e 06 9e 2f 7b 8d cf c3 57 c1 c3 9a ca 43 cb 2f 6b 16 77 4f 78 1a bc fe e6 28 db 3b 74 67 53 8c 
b1 0d 0b dc 75 e1 e6 06 35 de bd c2 45 f8 43 
Data Ascii: @4K"jZ1CY8Gi;7BU{"ptIHufh."$S({_WX=@Wy,xPcDQl;w?8#[1ze|b`2l3_Yf8/{WC/kwOx(;tgSu5EC

2022-04-20 13:11:57 UTC 6733 IN Data Raw: 42 33 b2 aa 94 1b 45 df 99 1b 90 fa a0 15 f2 1f bc f1 1b aa 0d 9a 1e 2e f8 7a d1 d5 6d a0 9c b1 4a 6d e9 ac c8 
1e 8b 3a 67 39 69 ce 02 ee 4c 4e 9a b3 a0 3b 23 2f 6f 65 15 27 5d f6 d0 72 2a 4e 39 09 a5 7c e0 f4 4c 5e de 26 0f cc 89 
cf 6c 07 8c af 4c 6c 90 db 65 89 da 9c 8a b2 21 63 ac f2 c9 90 5b aa 7c 32 24 3e 19 2a 9f 0c 89 1a 43 65 84 21 a1 eb 79 
5d 1b bc 56 b2 0e 86 6a 1e f2 b2 3b 19 48 ca 6b 3e ad d1 03 6a 21 0b 7e 39 e8 6c 4a 56 a2 a4 12 54 92 09 52 9d ef bc 
34 6c 59 ad d4 b2 32 52 01 e7 5c 93 49 32 54 a4 f2 f2 4e 99 3a 77 79 d9 e9 57 e7 4e 5e d6 0c 75 ee f2 d2 dc 15 02 bb 73 
45 1f 93 83 3e 84 ac 21 fe 08 89 d6 cb 0e 0a 2c 47 61 e6 b6 20 9b 79 2d e0 88 68 05 99 67 f9 c0 51 14 70 3c 25 0d 0e f8 
b0 ba ce ba a7 3b 4b 9a b2 62 f7 c9 1a cb 77 86 1e 03 9e 
Data Ascii: B3E.zmJm:g9iLN;#/oe']r*N9|L^&lLle!c[|2$>*Ce!y]Vj;Hk>j!~9lJVTR4lY2R\I2TN:wyWN^usE>!,Ga y-
hgQp<%;Kbw

2022-04-20 13:11:57 UTC 6734 IN Data Raw: f0 45 09 68 f6 37 50 1e 70 40 a9 47 63 ef 92 a3 9c af 91 23 06 13 86 e1 a3 f2 d3 2b 4b 34 7f db 51 da 21 fd 60 
47 69 11 7f df ef d7 27 7a 89 26 2b 3d 91 33 7c 10 75 89 0e 54 3c bc db cc d1 c3 ca c6 57 e4 3d 88 25 ba fb 25 2a 36 42 
fd db 25 ea ed 92 0f 8b dd a0 e1 ef 3e 53 94 0b 71 6f fd 9a 10 a8 a6 da 30 7a 37 26 fc 7d 7a 76 3e 33 fe 89 ab b6 38 a6 
75 f8 6e 59 f1 98 4c 8f 33 be 89 c5 d1 2e 3d ce 28 70 38 89 8f f8 89 68 f4 25 7e a3 2f a2 d1 d1 ae 38 8a 7a 1e 4e 38 b6 
b7 30 48 d8 51 d4 53 b1 7f 0f 1d 86 1d b4 3e c3 56 f6 f4 6d 4d dd 15 9a 7a b6 06 30 bd b8 21 3e d5 5f 05 d5 17 f1 1b 5d 
88 46 df 56 f3 e7 22 9c 3f 97 82 3f 17 e1 fc b9 dc 0d 33 28 d2 25 1f b8 2d 88 45 e8 ab fb de 36 89 92 9b 27 57 60 40 df 7f 
e3 fb 37 4d 6e de e9 d1 d3 f8 ec bc 12 ec fc fe 77 
Data Ascii: Eh7Pp@Gc#+K4Q!`Gi'z&+=3|uT<W=%%*6B%>Sqo0z7&}zv>38unYL3.=(p8h%~/8zN80HQS>VmMz0!
>_]FV"??3(%-E6'W`@7Mnw

2022-04-20 13:11:57 UTC 6735 IN Data Raw: a4 6a 46 65 83 70 e5 46 ac 74 10 a9 0c 1c ca f5 9d e1 50 07 95 0f f2 a8 83 ea 72 16 30 ab 56 4a 6f 20 83 0a 
04 df 41 c7 79 92 43 11 39 eb 01 1b 26 dd 4a 03 fa 10 38 d6 8c 8f f3 a0 23 91 19 01 13 aa 87 bd 7e 8c 0f e7 a0 5d 9c 19 
39 fc a5 28 fc 3f 73 ef 3c 68 3f 39 5e 71 b4 e6 da b5 11 89 24 b9 32 a1 a9 6e ab bb 6c 5b 1d 9d 60 ae 9c fc 6e 47 25 e2 
82 a0 b0 bd ca 25 fa a2 62 40 8f 85 0a 27 e0 2c ca 04 9e 4a 56 f3 cc 33 80 a7 38 23 ab dd a0 f3 df 9d 52 8a 54 59 3d 90 
1c 95 3b 55 5b ea 2b 38 23 79 77 64 17 77 27 74 17 77 2c 76 aa dc 66 f8 65 53 4d 0e 30 0c cf 5a 3d 08 80 59 33 f4 e2 a5 
47 01 b0 d7 0c bd 78 e9 58 00 d8 4d bf 01 6d f1 84 a9 23 40 c0 41 0b bf 2f b3 21 40 c0 7d d6 54 52 b0 d5 43 cf 5e 8e 3c 
f4 cc 8f 26 bd 3e a3 a9 c1 89 2f 20 52 24 b0 1c d7 52 ab 
Data Ascii: jFepFtPr0VJo AyC9&J8#~]9(?s<h?9^q$2nl[`nG%%b@',JV38#RTY=;U[+8#ywdw'tw,vfeSM0Z=Y3GxXMm#@A
/!@}TRC^<&>/ R$R

2022-04-20 13:11:57 UTC 6736 IN Data Raw: ef a1 24 7f 47 42 fe 0e 3d f9 3b fa 27 c9 df 6b 1c f9 6b c7 d1 cf b6 a7 9f c7 f1 e5 ef 58 70 e8 44 0d a6 f1 8e 0a 
de 45 b1 d9 2e 8a ed ed a2 d8 81 5d 94 26 a9 3f 21 5b 5e c1 9d 13 9b dd ba f8 7c 97 72 32 3d bc 39 09 7f c8 e7 0a ff ec 
fc fc 09 e5 ad ce 9f 4e a6 cf bf f3 e4 64 ea e6 87 2c da b1 53 c9 d6 f8 d1 1a 02 27 ed 97 b9 9b a0 d5 1f 92 69 44 37 63 be 
0e c6 f3 52 6d 3a b5 5e 52 d9 74 d5 1d ce 5c b2 3b e7 9a b8 af d9 c2 b6 48 15 74 8f c8 10 30 2e fc 31 3b 30 bc bb 7c 1a 
92 dd 37 07 25 93 21 1b 38 b6 d8 c0 b1 28 4b 4f a3 58 fa 45 12 b9 53 c1 d0 b3 f8 b3 70 26 1a 9d c7 6f 74 2e 1a 7d 8d df 
e8 ab 68 74 11 bf d1 85 68 74 19 bf d1 a5 68 f4 2d 7e a3 6f a2 d1 55 fc 46 57 7b e2 48 c7 17 9c 30 23 df f5 28 e0 73 03 
5a e9 06 7d f4 77 24 ef 19 7a fb 85 a7 7b 7c ff 
Data Ascii: $GB=;'kkXpDE.]&?![^|r2=9Nd,S'iD7cRm:^Rt\;Ht0.1;0|7%!8(KOXESp&ot.}hthth-~oUFW{H0#(sZ}w$z{|

2022-04-20 13:11:57 UTC 6738 IN Data Raw: de ec 1d ff 93 66 ef f0 b7 cf de 97 28 e6 9c 48 cc f9 22 98 73 1a 7f c2 4f 5b 62 b3 ec a4 45 6e a4 3c 7f 57 10 
49 76 cf 5a 3c a9 7e 26 f2 f9 f8 02 ef d6 1a 5b 5f eb 67 3d 2e c2 23 2b 9c 74 3c 6d a9 37 69 ba fc 26 cd af ad d8 69 f3 f0 
fc c7 d9 7f 2e a5 f6 75 ed 9c 15 dd 6f 8d 92 86 4b 49 80 be 09 01 ba 8a 2f 40 57 a2 d1 f7 f8 8d be 8b 46 1f e3 37 fa 28 1a 
59 fb b1 1b 59 fb e2 4d b2 f8 8d 6c d1 c8 89 df c8 11 8d 3a f1 1b 75 44 a3 6e 54 23 77 5f 7a f7 69 5f 68 6c 2f fe 40 3d 31 
50 3f 7e a3 be 68 34 88 df 68 e0 e1 77 d9 c2 37 22 e3 2b 62 f1 fd b0 fe 2e 56 bf ac fb ad 15 fb 65 dd 26 a9 b7 33 8b f0 6d 
75 0b ab 96 bd 2a a5 c3 6a d5 94 4e 9e 6f 0d b6 f8 ab bd b7 fb c4 8a d1 2b 12 ae fc 56 ac c4 a0 bf 0b e8 bb 7d fa ca b0 
ba 05 ce 77 47 bb fb 1c 72 c8 20 0b e1 9b 
Data Ascii: f(H"sO[bEn<WIvZ<~&[_g=.#+t<m7i&i.uoKI/@WF7(YYMl:uDnT#w_zi_hl/@=1P?~h4hw7"+b.Ve&3mu*jNo+V
}wGr 

2022-04-20 13:11:57 UTC 6739 IN Data Raw: f1 4a 3c ff ce ca f7 08 08 ef 1c ac 75 10 81 ec 47 69 06 ac 03 b1 51 8b 55 06 e1 23 17 c8 f6 b7 f6 76 ee ac 03 
fe da 6c 7d c8 3d 5a e4 1c ac c6 28 e7 bb 95 ad 13 85 95 b2 6f 2a f0 72 e3 37 72 45 a3 0b f3 c7 12 75 0f cc d4 c5 b5 5e 
30 6e 4c 03 41 a1 98 a7 05 2d 5f 2c b3 47 b9 42 96 97 f2 f0 2c 87 6b 8b 25 ed c6 d4 70 49 2b 94 45 a9 78 63 16 31 5c 36 
9f a3 cf a0 64 88 da 92 78 a6 df 98 3a 79 56 2c f2 da 72 99 b5 d5 8d bc a8 cd f3 da 62 81 d6 42 49 17 cf 72 a2 24 c6 28 
79 25 51 5b 12 2d 3c 9c 4b 59 d1 56 60 5f 64 f8 41 03 81 55 51 b4 28 f2 16 b9 12 d4 16 a0 54 30 ca bc 90 a5 85 3c 1e 1e 
17 74 82 1c 65 63 59 63 95 18 4b 4c 43 be 5c a4 4c d4 09 81 84 9d 46 99 b1 3d 5f 2a 71 70 f1 a4 c8 9f e8 bc 03 06 a3 e5 
31 1d 39 3a 6d 6c 68 4d 2f b0 67 1a 41 87 94 4a 94 8e 
Data Ascii: J<uGiQU#vl}=Z(o*r7rEu^0nLA-_,GB,k%pI+Exc1\6dx:yV,rbBIr$(y%Q[-<KYV`_dAUQ(T0<tecYcKLC\LF=_
*qp19:mlhM/gAJ

2022-04-20 13:11:57 UTC 6740 IN Data Raw: 90 fc a2 58 7e 34 b1 ac 68 62 21 2a 09 e7 37 5b 36 44 49 e8 63 36 2b 9e 09 6b 52 10 22 51 e6 6d 0d 0e 97 33 
8a 39 51 12 cf 44 7f 59 61 ed b2 dc bf 00 2b c1 79 2a 4a 46 1e fb 80 25 0a c7 97 81 82 b0 17 79 b1 dc e6 4b 7c b9 28 68 
9e b5 e3 13 cc 8d 67 8e ac 3e d4 90 eb 3a 5b e6 73 06 8f 22 73 05 c1 a1 ac b0 2b 59 9d 2f 7b 46 d1 10 70 05 21 11 c2 
ee 95 bd 92 10 4a bd 24 4a 5c 86 ca b9 ac 80 13 7e 97 10 e3 72 4e 88 67 99 63 60 94 05 bd 59 61 5b b3 7c a5 31 4a 45 
51 cb 39 99 17 6a 6b 94 38 45 06 0f 66 a1 24 9c 19 69 8c ac a8 2d 89 67 dc 0d 21 e1 25 5d 5a 79 f0 69 90 80 94 d5 8a a
8 a0 5c 12 b5 1c ab a2 50 4c c3 8b 37 30 37 d8 ac 0a be 70 5e 19 f9 9c 50 74 ce 67 78 e6 49 84 2e 6a bd d9 12 72 80 a3 
87 12 2d f1 55 20 9f 17 b1 54 9e 73 2d 8b f5 68 83 35 2e 8b 6e 04 
Data Ascii: X~4hb!*7[6DIc6+kR"Qm39QDYa+y*JF%yK|(hg>:[s"s+Y/{Fp!J$J\~rNgc`Ya[|1JEQ9jk8Ef$i-g!%]Zyi\PL
707p^PtgxI.jr-U Ts-h5.n

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6741 IN Data Raw: d2 3f 06 dd 94 93 e6 2f a3 76 cc 6c b5 23 0e f0 55 3b 5b 5b 8c 2b b7 12 57 7f fe c4 bb cb 55 86 25 79 71 72 59 
1d bc 45 9d 8c fe 2d 45 ff f6 80 be 02 79 90 4a de 5f d8 cf db 4e 92 62 79 17 b6 d7 fe 63 89 1c fc 4f c7 bc be 41 2e fe a7 
eb 41 3d 10 3a 3e 38 d7 0f 37 14 7e 6a 3e 24 06 30 91 d6 d8 71 27 5d 18 e2 f3 43 a6 57 b9 be a9 62 10 d3 71 52 d3 74 
75 cf 4e 4d 91 e8 62 91 fe 61 5f 2f 6e 4c fc 0f 26 a9 8a 0b f4 ca e6 87 34 08 c7 94 31 e5 e7 cf 0e 7f ca 7a 48 2f 97 e4 6d 
5e f8 65 c1 af 6a 87 b3 8f a2 d2 33 3b 99 59 7f d0 9d a7 d2 55 97 36 ed a5 a1 f7 de cd e6 26 34 c1 05 24 13 f2 dd 4e 61 
24 11 be 23 1e fe 06 87 5d a6 97 64 f2 31 37 46 c0 08 8c 86 eb eb 42 a1 7d 73 33 f5 60 3e 64 fa e4 54 80 69 3e fc fc d9 
87 8e 41 d0 f0 1f 7c cb fc 88 77 9d 26 94 92 99 fa 
Data Ascii: ?/vl#U;[[+WU%yqrYE-EyJ_NbycOA.A=:>87~j>$0q']CWbqRtuNMba_/nL&41zH/m^ej3;YU6&4$Na$#]d17FB}
s3`>dTi>A|w&

2022-04-20 13:11:57 UTC 6743 IN Data Raw: a1 16 01 18 7d 51 65 99 35 cd 57 ef 16 a0 8e 3b 74 e7 58 d5 f1 78 4b 60 55 97 a8 28 a1 c0 74 51 6a 8a f1 a1 
3f d3 e0 00 89 1f e6 14 8c 5e 9a 10 bc b9 59 c7 ac c5 d4 03 05 f8 09 b1 0f 6e 5c fb d0 c3 f6 01 d3 8e 5b 32 0c a6 54 a8 7f 
4c ad 8a 85 3a 15 77 29 d9 75 54 57 2d 34 ea 80 17 e8 93 8a 34 fb a8 cf a3 ec a4 60 05 a3 7f 15 95 a1 3d bb 99 e1 c4 ea 
a4 3a f8 6e f6 74 f5 23 ee ef 19 08 de 19 21 8b 0c 81 df ad 8f 33 32 75 c1 24 dd 72 92 b0 88 84 f7 ba 01 dd 56 bf f3 87 bd 
5b 31 54 f5 ce 94 5d 94 ea 1d 54 86 be 48 24 79 29 d2 3a 8b 4d 0b f5 d9 ae ad 1b be 80 89 07 58 bf f0 a8 1d 18 95 fa 7b 
b7 48 44 40 82 1f 1d bc 98 7f b0 fd 6b f6 e1 a4 b3 18 ba de 42 9c b0 17 73 b1 6a c3 0a dd 65 6b 3a f5 86 fc 9e 50 e2 69 
30 ef 27 c0 9a 26 1c ea 7a cc f0 32 ee 39 44 0d aa 
Data Ascii: }Qe5W;tXxK`U(tQj?^Yn\[2TL:w)uTW-44`=:nt#!32u$rV[1T]TH$y):MX{HD@kBsjek:Pi0'&z29D

2022-04-20 13:11:57 UTC 6744 IN Data Raw: b5 f4 d1 2f db d4 b3 27 2b 1d 5e e7 f0 e5 3c 38 0f 83 83 74 b1 36 5a 78 9f e3 ce bc f2 07 0e ed 10 57 b5 69 5a 
e4 bd db b0 6f fd 52 00 e2 a3 7e eb a9 31 07 61 e5 07 92 0b 4d d9 26 49 dc 8e ac e7 14 0d 1c 18 bf 2d ce 7f 9b bc 96 be 
72 57 a3 41 de 7f 0e 7b 6d 92 b6 a7 7c f8 7e a0 ba 88 84 09 9f b4 0f 26 b9 eb 93 ae 95 f0 ac 9a e4 70 49 90 38 4c 3c b8 
cf 76 e6 f8 73 ca 32 8f 86 44 ed db 43 84 db 80 7b 74 8c f9 56 09 6f 31 b2 f0 35 27 23 2b 85 37 2a 7c 73 d6 5a 39 69 43 
05 72 2f 0c f2 23 5f e5 e5 6d ae ab 78 1b 41 c9 eb e3 7b 97 d9 d6 41 a7 92 60 86 fb 0c c2 2c f1 63 b8 95 44 89 47 77 3a 
03 20 f1 b0 8f 97 82 65 95 77 98 b8 3c 10 7d 5e df 90 8d 91 6f 07 66 16 59 6d 79 4c 9f 9d 07 51 80 a8 a5 4d 2c b1 d5 96 
45 98 99 fe a4 87 5a df 9a 25 ac 21 b8 22 9d 97 84 ed 
Data Ascii: /'+^<8t6ZxWiZoR~1aM&I-rWA{m|~&pI8L<vs2DC{tVo15'#+7*|sZ9iCr/#_mxA{A`,cDGw: ew<}^ofYmyLQM,EZ%!"

2022-04-20 13:11:57 UTC 6745 IN Data Raw: 3f 6a ca ec cd 7e 7a a2 1f 8c f6 a4 6d 6a e8 1e ff f3 e0 27 20 98 39 ed d3 0d 6d 77 5e e5 27 a0 f1 f7 70 60 9d 
e6 69 1b 58 ea da 38 b5 f9 20 e3 37 1b f4 c6 56 d8 b5 a1 53 76 8f d8 07 7e 91 d8 ac 1d e6 ef 4c b1 14 12 f6 f9 ba bd 0c bf 
c0 6b 0e e2 43 47 ac 2c da 3c 33 8f 3a d6 dc aa d8 62 31 7a 0c 0a af e3 e5 8e 9d cf 9e 45 10 fd ba cb 8a c3 2c c8 82 28 
89 38 86 7b 59 09 01 b7 32 97 78 cf 1f 9e 80 eb b3 44 53 d5 72 50 bf ec a9 4d af ed ed 67 c0 2b a7 c5 f3 94 2d 9d d1 44 
8b 40 c3 cc e4 e7 cf 14 fc 6b 3e 53 34 b6 92 9f 92 5b f7 6d 7c 10 dc 6b f6 ac 36 f3 12 b6 38 3b 79 4c d6 91 0c 98 92 e9 
c0 9d e1 fc 66 3a d3 1d 8c 3b 3e 79 71 4c fc a7 ea f0 f3 49 42 7e e8 6f 7a 02 c9 34 81 ab 69 ba a3 f7 f3 67 b2 76 74 7c 74 
75 78 fc f5 2c 59 49 1e 5f 1e ed 9c b6 77 ce ce 
Data Ascii: ?j~zmj' 9mw^'p`iX8 7VSv~LkCG,<3:b1zE,(8{Y2xDSrPMg+-D@k>S4[m|k68;yLf:;>yqLIB~oz4igvt|tux,YI_w

2022-04-20 13:11:57 UTC 6747 IN Data Raw: 47 9f d5 dd 9f 9f 46 95 2b 6b a7 66 31 6b 7b d7 ba 66 c7 f4 33 82 6d 8e 0a b5 ce b8 3b 99 e2 9b c1 60 58 d8 
85 a3 36 e8 42 95 6f a3 8a 75 bc df d8 6e 1c 1f 6f 9f b7 9a bb 16 59 0d 4e 6d cb 02 12 f1 6e f1 bb 2f d8 ce 1b cc bc f1 63 
61 3f f2 c7 f4 d0 40 a9 76 61 7b 34 ee f6 e0 f9 b1 70 3c 1b 44 f0 4f ef b1 b0 3d 8b 67 93 29 90 d7 a3 69 d4 f7 e1 36 6e 05 
d3 21 fe 6d 0e ef 79 c1 6e 14 d0 83 1a a4 00 a3 3c dd fd 7f 31 ca 03 1f 05 47 c0 ce b1 6b d9 31 f6 8b dd 62 9f d8 1b f6 84 
9d 18 ed 6b ff c3 f6 97 d0 fe 7c 36 08 a1 49 63 48 7f 2e 66 d1 04 ff 5e 46 e1 80 3f 5d 74 66 63 7a d8 1f 77 f1 cf b9 07 30 
00 0f 46 47 4b 7b ff a9 9e 1e 79 47 d8 0b 76 81 cd b1 21 b6 c1 06 46 dd dd 7f 50 77 b4 07 75 1b 17 97 17 fb e7 3a 34 ed 
dc e5 16 ff b8 03 f8 3d 2d 03 d0 9e ae e1 3f 
Data Ascii: GF+kf1k{f3m;`X6BounoYNmn/ca?@va{4p<DO=g)i6n!myn<1Gk1bk|6IcH.f^F?]tfczw0FGK{yGv!FPwu:4=-?

2022-04-20 13:11:57 UTC 6748 IN Data Raw: 69 c3 71 69 7f 10 30 a8 8e 4c 5b 06 21 11 2e 33 ed eb 22 42 66 b5 ec ea 25 b0 41 5b 92 41 13 09 bf 62 a0 fd 
e1 26 46 43 e8 4a 20 c3 96 24 1e 88 0a 93 71 b1 4b d0 c8 a0 33 61 12 8c 6a 07 5c bd e7 67 c0 0b b0 df ea 8e f6 8a 5f ef 
f4 18 0f 57 d7 8c bb 9d f9 ba 4b 9e 38 d5 7e 31 e8 78 e3 da 30 8c b6 49 be 2a 66 b4 f1 fe 83 1b bd 7a b5 f9 ee 23 9c 66 
3e 60 b1 0d 5c 79 4d 54 b6 71 90 95 68 75 e3 3d 30 73 d4 05 35 87 3b d1 d5 3e 21 b9 1b be 91 40 22 6c a4 09 80 65 3b 
01 6e f2 66 8e a6 e7 11 70 a6 a1 fc 25 10 ad f3 4b 58 ee 50 40 8d c2 14 36 b1 60 c3 e9 f0 3d 1f f8 00 af 10 0f 87 31 0a 7c 
a2 22 ee b4 53 2c 7c 06 76 1f 1f 51 2d 6b be 44 00 60 14 3e 02 65 c6 0a 63 a0 cb e8 70 36 e5 5d b7 bb 51 2f e4 4e a3 cc 
6f e4 50 58 4c 01 86 5a 6e 95 3f 50 ac 53 c9 11 a2 14 eb 
Data Ascii: iqi0L[!.3"Bf%A[Ab&FCJ $qK3aj\g_WK8~1x0I*fz#f>`\yMTqhu=0s5;>!@"le;nfp%KXP@6`=1|"S,|vQ-kD`
>ecp6]Q/NoPXLZn?PS

2022-04-20 13:11:57 UTC 6749 IN Data Raw: 4f ab d0 57 00 73 f7 26 c3 41 55 da af 86 91 3f 8b 8f 06 ed 21 86 f4 80 b5 2a b8 50 6b 1b 6e 9f e4 0d b3 fe 35 
b0 d8 06 50 bc 14 aa a2 04 48 47 2c 0d 76 a9 47 1b 72 d8 01 9a 34 60 94 29 be ec 2b 52 fe c7 0a 24 2e 52 2a 56 09 a7 
9e 8d 06 8f 25 15 24 43 70 b4 50 5a b1 3e 0f 6e 07 c3 87 81 c5 61 73 d4 c8 48 e0 30 5c e6 9c dd a5 f9 70 0f fd 96 9f 9f 7f 
ce 53 d6 66 e3 3c e8 36 0d c9 6a 09 9a 31 f1 4f 1f 83 be 96 a4 6b 42 08 bc 04 f4 de 30 2c d7 4b 66 01 c0 88 1e 93 52 06 
18 92 fd f2 71 e5 b9 29 09 73 cd d4 5d 01 d5 15 d7 01 b7 32 da 14 fc e9 15 87 64 57 92 79 b3 82 86 07 5b 1a 5d 01 3f ff 
b4 8d c0 9c ab c5 4d e7 cf b5 3f 29 06 68 89 a2 6b 74 56 56 f8 d0 b3 fc e5 d5 cd f0 a6 0d 3c cd b3 06 1b 35 d0 63 6a 66 
22 bc 17 fc 9e 3f fc 97 e6 de 8c 82 01 6b 45 84 b6 7a 
Data Ascii: OWs&AU?!*Pkn5PHG,vGr4`)+R$.R*V%$CpPZ>nasH0\pSf<6j1OkB0,KfRq)s]2dWy[]?M?)hktVV<5cjf"?kEz

2022-04-20 13:11:57 UTC 6750 IN Data Raw: 44 46 26 30 e4 7c 8e 1f 82 e6 3e b6 1f a7 b7 30 69 32 0b f8 22 17 2d 87 a5 0e e5 2e 0f 9b 56 c9 00 10 2a 9c fd 
62 0c ff 38 b8 f0 87 6a 65 85 f1 c0 41 1a c3 48 87 eb 1b b2 20 f7 13 81 56 40 94 f9 4d 91 87 a5 a1 37 80 a8 6c 0a 47 7d 
b8 a8 97 4e 7e 2f 9d bc 5e 52 40 31 cb b1 57 31 9d ae bf 4e 9c 7f 00 2b 3e 30 50 2c 84 3f 9c af 62 11 20 7f b2 2f e4 f7 c3 
df c3 f1 df ed 31 46 7c 1e 84 96 4b b5 95 67 83 af 3c 1b 56 cb 15 fa 5b aa 08 9f 05 00 05 32 75 1b 0d c7 d3 bf 67 03 ef 1e 
0e ba e7 f7 22 ab 1a e6 41 cf 7b 6c 90 3d 35 f9 95 37 4a 25 ac ee 7b e1 df e2 00 53 45 03 f4 44 c5 32 56 84 e1 67 d3 ce 
70 dc 7d 12 5d e6 d5 5c c3 9a 40 75 a0 ab 0d 75 db 1d bf 50 7b 9d 60 7d 38 f6 bb 61 18 0d 16 54 2b 8b 4e c7 c3 00 f8 2f 
c4 4e fa db 4d fe 15 dd 01 5a 4a 78 bd bf 31 3e 
Data Ascii: DF&0|>0i2"-.V*b8jeAH V@M7lG}N~/^R@1W1N+>0P,?b /1F|Kg<V[2ug"A{l=57J%{SED2Vgp}]\@uuP{`}8aT
+N/NMZJx1>

2022-04-20 13:11:57 UTC 6752 IN Data Raw: 00 56 99 68 7f 21 1c c7 9c 04 18 21 4f 83 a4 e6 22 c3 5c 80 62 23 8d a7 20 28 a4 74 a8 cd cd 5c 4e 1f a4 04 
29 eb 7a 7a 2c 04 28 86 eb 69 b3 c1 8e 1a 4e b5 f9 cf ef a6 65 b4 16 03 78 68 09 c2 31 31 ac 59 74 d1 e5 7d 00 ef ed d5 
ab 4e f1 de db ea 70 99 05 3f df 5c 2a 6d 5c a1 e4 5e 9a 66 e9 64 44 86 1b a4 d2 f2 a3 5d 87 de a2 37 ad 84 0b 43 20 e1 
8b 58 ef 55 cf c9 21 9c 3a 45 79 41 0b dd 9f e1 0a 37 96 c9 74 09 cb eb 3f 07 ae 5e bd aa 37 48 49 72 92 f0 87 a6 16 fe 
24 fd 81 b6 ef c2 ff 2f fe 32 35 75 2e 26 c2 00 88 8d 1e 5b 27 10 7c 20 e7 61 8c 80 d5 7c 09 0b 02 08 9b 58 32 95 32 16 
0f 8f 8e 11 27 bb a4 a4 ca 3d 37 02 f2 ef 76 d9 5a 92 c3 0d 63 3f 96 31 0b 81 f9 ad a7 8d 94 9c 72 61 1c d2 53 4e 60 9e 
ea b3 1c b5 33 58 17 f1 90 18 c2 90 7a 8e da 69 e0 93 98 
Data Ascii: Vh!!O"\b# (t\N)zz,(iNexh11Yt}Np?\*m\^fdD]7C XU!:EyA7t?^7HIr$/25u.&['| a|X22'=7vZc?1raSN`3Xzi

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6753 IN Data Raw: f7 33 8a 60 be a4 cc 68 94 d7 48 d4 94 92 a9 a0 29 1d 61 02 a2 a5 23 cc 04 51 45 b8 da d0 b8 6d c1 4a b5 9b 
46 48 ae b8 99 42 13 f5 fa af f8 98 60 d8 eb 45 01 e7 60 3c d2 f1 16 55 d2 23 9e bd 68 38 b6 54 5c 5e 4f 2a 2a 94 69 29 
5a d7 4d ed b8 c9 ea 22 23 50 27 3d 87 76 b3 d8 f1 30 5e 06 c6 93 a5 e9 c6 4d f3 90 4b df 0b 0c 61 dc ca c3 69 ca d9 bc 
83 68 80 41 8f 3c 50 98 66 d0 09 65 22 07 2d eb 36 f3 60 1b 88 12 3b dd 75 12 3f 0f d7 1f f0 8c 08 be de d4 f0 b8 c8 f3 94 
17 eb ac 6f 4b 37 6f 0a f6 4d a1 4d 12 4f 22 12 4f 6c 49 79 a5 88 64 c7 a4 bb 7d ac b8 e4 73 91 56 b2 2f 24 a0 95 9b 66 
c2 83 63 a0 74 7d 36 46 f6 2d e9 32 4f 0c de ca e6 07 a3 e3 aa 73 db 4c 32 59 e2 49 21 cb 4f 8f 41 4d 74 3b 5b 71 37 ab 
e9 c9 ac 7a 5b 37 46 23 cc 56 5b c9 ef 27 1b c6 56 dc 
Data Ascii: 3`hH)a#QEmJFHB`E`<U#h8T\^O**i)ZM"#P'=v0^MKaihA<Pfe"-6`;u?oK7oMMO"OlIyd}sV/$fct}6F-2OsL2Y
I!OAMt;[q7z[7F#V['V

2022-04-20 13:11:57 UTC 6754 IN Data Raw: b6 b8 91 3e 16 97 9c 24 b9 d4 17 98 a7 71 81 57 e2 37 52 87 ca 05 2c 0c a4 1b c4 30 71 e2 1a f8 ea 7d c7 5d 
5d 93 da 6e e9 84 31 d3 9c 3a c8 94 d9 85 bb 58 64 89 0f 28 79 bb 7b 8c 79 a7 aa e3 66 b1 e5 ab 2c db c9 a0 b7 81 7b 
17 e8 3e 67 a6 0e bd 2e ec 45 76 95 12 5d cc 70 50 c3 3b 3f ca 7f bb ab 41 9b 30 b3 ab d9 31 8f e5 5e 5d d2 e2 b6 3f 36 
a1 58 10 cb 8c 57 60 57 d7 cc 0a 3d 0b f5 cf 53 fb 89 df 2a 4f 3a 23 f8 52 42 e5 64 43 0b ff 65 24 54 66 7a 86 65 4a aa 8c 
83 2d ca ac 4c 96 55 e9 fb d1 9c b7 af e6 0d 13 f6 c4 94 d9 8e c9 80 e3 66 a0 01 04 6d 0d a1 47 b1 49 6d cf 62 1e c0 15 
72 ca 97 81 b8 dd 6c 2c 81 e2 01 26 84 3a 21 53 6c e3 c3 a1 ed d8 f4 22 81 f6 b5 a6 12 9e f2 d1 12 58 78 f5 6a a7 29 36 
13 15 a5 30 e6 b2 f6 d6 91 df a3 12 ae 8b b9 c5 00 40 bb 
Data Ascii: >$qW7R,0q}]]n1:Xd(y{yf,{>g.Ev]pP;?A01^]?6XW`W=S*O:#RBdCe$TfzeJ-LUfmGImbrl,&:!Sl"Xxj)60@

2022-04-20 13:11:57 UTC 6755 IN Data Raw: c3 ce 10 21 a3 2c 17 e5 cb 91 f4 77 80 23 18 28 cb e9 b6 a3 c9 81 e1 63 ce 39 0e 8f d1 cd 3c f3 b1 89 4a a9 
23 bf 39 26 49 31 1c eb 91 27 15 9b 76 86 9c 3b ce de af cb 52 b9 d7 ca 5e 4c 09 45 e1 15 4f 43 91 d2 cc 2b fe f0 e8 f2 c1
b4 5d 0b 78 48 83 2c bf 68 6e dd 48 7a fc 87 87 e4 78 45 fc 46 11 5a 33 43 d2 eb d4 3b 26 93 4a b8 2c c0 42 17 4d d5 f2 
73 be 9e 04 5e d3 b5 48 43 f1 14 c4 01 d9 ac 05 c5 1b c4 86 f4 db e7 bf a4 3c 3a a0 d0 9f 73 56 cf bb 7c 94 57 47 72 21 
bf 04 62 42 75 41 e8 f3 0b df 44 14 a6 a1 9e 27 e6 7c 15 57 be a3 66 c5 54 67 66 76 cf 40 b3 ec cb 6f c8 93 52 70 5d 89 
38 b8 47 1c 42 51 67 f2 fc ac d5 59 e2 60 2e 40 5a ea 47 35 47 d3 2c fc 93 fa 94 4e 0b 89 29 c9 91 55 a9 df 0d 98 c6 4b 
9e 88 de c5 80 ad c3 6e ea 1a 19 07 bf f2 b7 4c 78 e0 
Data Ascii: !,w#(c9<J#9&I1'v;R^LEOC+]xH,hnHzxEFZ3C;&J,BMs^HC<:sV|WGr!bBuAD'|WfTgfv@oRp]8GBQgY`.@ZG5G
,N)UKnLx

2022-04-20 13:11:57 UTC 6757 IN Data Raw: e0 ba e1 85 ed cc 4d 03 24 dd 8a 1a 8d 69 40 d7 50 7d 5d 61 67 26 bc 89 0e af b0 c7 3c 48 e4 ef c2 f4 05 81 
11 22 31 6b af 54 0a b3 9f e7 41 a5 cd 76 82 4a c4 64 43 8c ae ea 09 4f c6 11 7a 43 b4 11 93 c2 ce a7 0f 92 87 2a 69 5f 
00 8c 79 b2 3f f9 79 f2 7c 4e f4 63 ec cf 14 53 ed 55 12 69 ad 0c f1 93 7b 9b 54 4d 53 14 df d9 82 19 54 e0 bf 54 87 1d c1 
95 17 63 a7 22 9f 15 32 25 38 9f b3 6f 59 42 dc ea 7a 14 f8 2c 51 02 93 ca 52 e9 82 bb 28 3d 17 e8 43 23 72 13 e2 5b 20 
3c b2 ba 96 46 91 6a d1 eb 1e fb d9 f0 2b 3e e3 91 71 31 cf 5e 7a dd 7e 78 79 eb e6 61 14 69 3a de e6 a1 e4 74 89 34 cd 
ea 86 ee ca 4a d8 9a b3 c7 3c d6 3f 6a e5 38 e9 75 a4 11 c6 b7 48 1a a3 d5 db dc fa ec b1 c9 a2 16 9c a3 c7 df d5 e7 9f 
98 04 8f a6 c3 ef 86 08 ed 69 dc 1d 67 c9 30 31 95 2c 
Data Ascii: M$i@P}]ag&<H"1kTAvJdCOzC*i_y?y|NcSUi{TMSTTc"2%8oYBz,QR(=C#r[ <Fj+>q1^z~xyai:t4J<?j8uHig01,

2022-04-20 13:11:57 UTC 6758 IN Data Raw: a1 30 bf 6b 2d 62 1d 97 dd 5b 9c 8a 35 e1 87 1a 25 c2 f5 2d f8 af 82 4a 4c ed d6 43 e1 e6 63 34 95 b6 af ac 
30 19 16 02 1e ac 4d 61 8a 14 64 e7 4a c7 e1 7e 47 1d ac 21 e9 bb 24 0f fa 57 af 2c 8b 07 66 f6 a5 6f 6a 9f 0b 87 e5 41 
f3 f1 c7 67 f5 03 80 79 eb 8e 23 25 a7 92 92 cb 1b 18 3b 35 af 5e 90 9d 57 35 3f 9e 97 31 cd 90 cc 95 53 45 14 19 d7 4f 
7f 91 f2 a9 d4 b3 0f 9a 3b f6 7f 2b 6c 14 e1 5a 80 90 72 05 a1 a0 08 06 a5 98 15 05 c4 a3 24 97 48 39 1b ff a5 d3 72 c6 
4a 02 c9 9d 2a 27 f2 37 30 8d f0 4f bd 4d ad a8 c7 63 41 a4 91 fd 59 fc 41 84 52 d4 55 46 64 9a 83 60 5d 2e 95 44 1e f2 
55 8a f0 2b 8a 61 77 d5 35 32 e5 10 a7 8b 3d 8f 84 8c 5c f2 bb c4 f2 14 fc a8 37 7c c0 64 d7 c4 9d a1 70 dd 10 5c 16 ec 
84 5d 75 d4 75 35 f7 65 9a 83 76 77 10 e6 79 99 85 f8 09 
Data Ascii: 0k-b[5%-JLCc40MadJ~G!$W,fojAgy#%;5^W5?1SEO;+lZr$H9rJ*'70OMcAYARUFd`].DU+aw52=\7|dp\]uu5e
vwy

2022-04-20 13:11:57 UTC 6759 IN Data Raw: 52 16 07 44 e3 00 bd 42 19 42 80 c5 f9 08 bf 56 89 57 50 96 04 bc 8a e0 20 44 44 be 79 55 74 97 67 a8 cd 55 
f3 64 61 00 18 22 bc ea 5f 23 dd db 77 85 69 41 5f 78 b4 25 c1 e3 fb 8e b0 35 f8 49 18 89 bb df f3 8b b9 d2 21 0d 13 eb 
77 e1 ea 05 da bd 62 51 95 bf fb 3c 06 8e 35 d7 02 e7 dc b9 7d 25 21 ef 1b 6c 87 ee 0a b2 35 6d e9 a6 41 7d 6e 1a c4 b4 
a2 8e b0 16 aa 2c 59 7f 5b 42 b6 77 a7 ec 6e c4 1c 79 bb 45 b3 bc 9b c3 01 72 f2 0c 20 3a ac ef fc 0c 69 11 cc 0e 3b 46 
87 b4 04 c9 47 8b d4 3e c9 57 c3 ff 
Data Ascii: RDBBVWP DDyUtgUda"_#wiA_x%5I!wbQ<5}%!l5mA}n,Y[BwnyEr :i;FG>W

2022-04-20 13:11:57 UTC 6759 IN Data Raw: 71 52 40 f9 5f 88 93 77 16 79 d2 3c 47 e0 7d 12 9c ca eb 0e 68 c0 e9 eb 09 11 77 13 af 0f 57 85 06 3b da a5 
20 62 da e8 fa 53 4a 28 e5 15 fd b0 f8 cd 2e bf 5f 7b c7 7e 7e f7 81 36 bd 0b 81 25 03 32 16 c9 19 39 5f b9 29 12 5e d3 
4c b0 31 23 94 b7 0c a2 07 49 9f 1a 77 d2 3f 9c 9e e4 55 e7 32 96 4e ae 8d 6f 87 10 99 b0 a8 81 9b 46 7a 05 54 f9 0e 48 
77 f6 e5 32 ca cb d0 0a 25 fe 05 bc c7 57 02 d6 11 ce 5f d8 f5 98 76 5d f8 bb 34 79 13 f2 cf 90 b6 a3 72 e3 b4 43 5d 40 37 
12 c1 67 7b 83 b0 e0 85 f7 1e 51 bd 6a fd e8 f6 10 cb c1 f1 27 1e 54 9e 61 10 f8 3d 0f a9 73 e5 e1 1e 93 96 c8 8a 90 58 9f 
b3 69 0e 82 37 2d 27 28 19 ae 9b 44 fc c7 a8 27 2e d9 66 94 f8 1f 0b 85 4b 70 0d b8 f2 44 a7 2d 2f 78 7b df 6c ef f3 f6 be 
68 ef 3b be 6a ef 69 5e 07 b2 6c 39 3d 29 e8 26 
Data Ascii: qR@_wy<G}hwW; bSJ(._{~~6%29_)^L1#Iw?U2NoFzTHw2%W_v]4yrC]@7g{Qj'Ta=sXi7-'(D'.fKpD-/x{lh;j
i^l9=)&

2022-04-20 13:11:57 UTC 6761 IN Data Raw: 87 90 0d 64 08 0c 27 55 fb 05 06 e7 ec 68 77 62 63 8a 3c 57 b0 21 db 9c 89 e9 86 13 59 12 45 68 39 ef 08 de 
e4 a0 95 51 99 c4 ca c4 10 8d 31 e7 d5 03 7d ec 9b bc b0 3b 08 59 fb 4a a9 48 e1 86 b2 ae 0c b1 1b 04 76 26 74 fd 51 ba 
a2 5c 2f c5 e6 05 14 9a e0 e8 37 17 e0 7c 32 0e 0e c6 c3 d9 08 56 a1 ef 01 8d 19 a8 0f a7 95 98 c0 7b 55 d2 e1 eb 60 f4 
1d e5 65 22 90 5b d1 11 9f 77 9c 35 3a cd ce 5c 70 aa 0f dd 70 da 51 56 ec 51 37 ee 4c dd 70 5e 3d 36 14 57 68 28 bf 60 
61 8f 85 c9 64 2c f2 73 b2 a4 57 a6 f5 e9 a4 ba 7c 61 8d 6c 7d 41 92 a5 28 ac ca 1f d4 f9 8a f5 50 f8 a1 5e d3 18 2b 56 47 
c2 cd a7 f4 be c9 6d 75 5d 7f 6b b9 54 41 55 d3 96 34 9f 40 43 0a be 0c f0 8b 1e b0 84 7e f1 27 be 2a f8 93 9e 2a 68 74 
67 2e d0 70 80 ee 41 b9 d6 f8 fc 5b c8 7c 43 e6 9e d7 
Data Ascii: d'Uhwbc<W!YEh9Q1};YJHv&tQ\/7|2V{U`e"[w5:\ppQVQ7Lp^=6Wh(`ad,sW|al}A(P^+VGmu]kTAU4@C~'**ht
g.pA[|C

2022-04-20 13:11:57 UTC 6762 IN Data Raw: 01 01 ee 32 fe e0 25 17 76 12 2d c0 1a 8c 2d a4 bd 6f 4e 88 f6 be 75 6f 4e 4c 85 64 0e 70 ff e4 76 51 dc 2b 60 
34 40 63 1a 0a 6b c7 49 54 0c af c0 69 f4 db 13 01 ff 2f 63 df 18 e8 6d ac 71 9e b3 b6 56 7f 66 a9 64 71 92 0a e5 d9 10 
a7 37 d9 ea c8 c6 df c2 94 16 6a 69 69 7b 6e cd 35 13 61 4c f1 1e 17 81 4c c7 91 55 91 7b cb 33 4d 76 cb ef 07 94 66 92 
fb b7 db d6 db bf 36 4b a5 f5 f5 77 1b e5 cd 77 6b eb 7f 6d bc 2f 97 31 c3 38 35 87 25 fd 55 f3 f7 ef 36 df 6d 6c 6c bc 5f 5b 
db 28 6d 94 df 6e bc df 78 9f 34 0f 7f d9 7c e3 dd fb b5 d2 c6 5f 6f df 6e be 5d fb ab b4 b1 5e fe 2b 19 dd fb 75 f3 b5 72 a9 
f4 7e 6d 7d f3 ed 5f ef 37 36 cb 30 f6 da 5f aa 79 db fb 65 f3 bf fe 82 41 37 df bf df 7c 5b de dc 5c 2f 97 36 55 e3 c9 f4 97 8
d df 95 ca ef de 6f 94 ca eb eb 6b 
Data Ascii: 2%v--oNuoNLdpvQ+`4@ckITi/cmqVfdq7jii{n5aLLU{3Mvf6Kwwkm/185%U6mll_[(mnx4|_on]^+ur~m}_760_
yeA7|[\/6Uok

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 162 of 324



2022-04-20 13:11:57 UTC 6763 IN Data Raw: 7a a9 9a bf b8 f2 04 33 b1 f3 cf cf 7b 2f 73 ba 6f 16 9c 6e 1d 27 c4 e2 bc ef fc d6 79 df 56 e7 7d e7 05 52 4c ee 
93 79 15 2c ed fc ea f6 e8 e4 dd 1e b5 df 11 e2 ec e6 c0 8c a6 9e d8 4f 88 39 4d 3d 11 73 fb 03 8c 3e 23 c2 1e e6 42 58 
4d 5d f1 f2 62 ae 25 4a 12 d4 97 cc 8a 93 5e 37 50 cd 11 56 51 66 ed ee 9a 82 a0 5f 6a 2a a4 31 93 a1 b0 50 de 09 43 5d 
37 a1 4a f7 8d 53 95 84 8b 90 7e 10 bd 19 8e 84 e5 02 fb 49 dc 21 2d 46 7e c8 6b 4c aa d8 09 3d c2 85 15 9d e9 41 87 6f 
4c fd c0 19 8f d6 59 d0 09 54 b4 61 4a 45 21 46 4d 84 2a da d5 f5 28 7a 32 4b ae 5c 58 a8 3d 18 be 2c fc e2 f2 ff c5 da 
05 52 1f 3c 2e d4 2e 24 0b 22 43 5f 56 17 68 13 f8 47 fc 53 4d c2 de 49 a2 3a 44 48 dd 5b c4 23 0b 75 83 2f d4 0d 9e d0 
35 f8 f4 77 ce f6 73 b1 e2 22 5c 30 54 8a 84 a1 50 
Data Ascii: z3{/son'yV}RLy,O9M=s>#BXM]b%J^7PVQf_j*1PC]7JS~I!-F~kL=AoLYTaJE!FM*(z2K\X=,R<..$"C_VhGSMI
:DH[#u/5ws"\0TP

2022-04-20 13:11:57 UTC 6765 IN Data Raw: 38 3a ee 6c 3b 17 2c 95 4c ae 9f de 74 ae b5 4d e5 74 bc ba ae 44 8a 99 92 a4 67 5a 7b 1b 2f a2 70 6b ae 2e 
e2 89 24 cf a7 19 b4 5b 18 60 c3 aa b4 e7 6c 90 86 83 05 f4 ab a6 7e d5 b4 ab 9a 7e 56 29 70 81 ca a4 8b b3 07 c4 17 
ac 1b fe cd a5 34 87 7c bf 04 a9 d8 3f fd 95 90 4e 86 75 a0 af c1 38 ac 6c d6 1e 7b c2 5e e6 86 8d 1e 42 49 2b 02 23 11 
47 e3 11 a0 2b 21 d5 8b 59 38 ed 4d ce 86 3d 41 88 d5 58 20 75 b9 09 19 d6 33 b2 4c f7 81 6e 14 44 1c c6 f0 33 a6 b7 
88 16 eb 9f da 3a 11 76 63 68 41 63 43 0b 3a 74 74 12 2c b9 5f 8d 71 bc 85 02 8a 3e 07 a6 e1 0b b7 46 2d 23 0f 1b e5 83 
1e 13 41 8d b8 41 c2 6f 3b 3e d0 3c 1e 72 44 0d fc cd 9d f6 c6 e7 6f 04 fc 5e 7a 59 09 b3 04 f1 05 00 dd 73 45 4e 90 aa 
6d 6b a7 84 aa 44 0e b9 1f 67 7d 97 fb ce cf 4e b1 47 49 44 fa 
Data Ascii: 8:l;,LtMtDgZ{/pk.$[`l~~V)p4|?Nu8l{^BI+#G+!Y8M=AX u3LnD3:vchAcC:tt,_q>F-#AAo;><rDo^zYsENm
kDg}NGID

2022-04-20 13:11:57 UTC 6766 IN Data Raw: 95 d8 2d f3 e0 c9 40 52 f3 72 51 bc 26 8b e7 35 7b fb 14 a3 3f 73 b9 25 bc d6 63 fb d1 f7 f0 2f 9c d3 51 66 31 
c7 9a 1b 2c 94 08 74 13 1e 3b 58 0f 10 59 88 1c 1e ff 82 8e f8 80 88 bd c5 46 9c fb 59 02 e2 b4 da 21 f0 c7 6f 08 6a 8c 
42 b0 8c 7a dd a9 6d 61 76 84 a6 8d 41 87 3b 18 0f 86 9e d7 e0 b9 0c cf 88 34 d6 18 66 80 11 1f 1a 16 6b 4a b8 1b 4c 47 
de 04 50 16 0f 09 bb ce 3f 4d 7c 2f be e9 de 47 56 a5 2f bf b9 aa 5a 89 f2 f2 bc cf 11 d5 3b c4 0f e7 b0 e4 6b b0 e4 73 62 
b4 b9 74 44 b3 51 c1 7d 7e 4f 72 0a 0a fb e4 73 15 08 97 c1 35 77 d8 6a 79 99 33 eb 18 d6 a6 cc 88 72 e7 65 31 2f 5b 23 
0a 9f ca f8 65 84 85 eb 0c af 23 86 43 bf a3 7c b9 6e 20 e1 47 81 c1 5b ed 30 b7 d1 a8 43 bf bb 6f 16 90 08 5f 77 74 ba 
40 e0 54 28 6f 61 79 c0 49 07 ae 82 96 c4 01 0f 37 
Data Ascii: -@RrQ&5{?s%c/Qf1,t;XYFY!ojBzmavA;4fkJLGP?M|/GV/Z;ksbtDQ}~Ors5wjy3re1/[#e#C|n G[0Co_wt@T(oayI7

2022-04-20 13:11:57 UTC 6767 IN Data Raw: 0b ae ce 3f 76 aa 6a 43 35 f4 a6 ef 66 39 bb 91 2f b1 80 ca f9 52 6d a3 62 02 f1 46 46 81 6c e5 67 40 86 d9 a9 
c1 ac cf bb 27 56 76 40 eb a2 46 c5 69 74 7a 7e 5e 17 6f d6 17 21 04 a9 45 54 4e 9d 79 73 a2 f3 20 e5 9e 3d 1e 19 1a fd 
0c aa 32 24 34 9e 9b 53 5b dd c6 9b 4c bb a1 87 c9 0d bd cf 1f df 73 24 aa dd d0 c6 46 f4 ff 09 c2 2c eb 57 43 55 e1 d0 df 
5e fe 04 03 26 48 ec ad 99 78 a7 24 d5 63 ad 53 9b 5f dc 88 db 4e f8 0f 22 80 25 c6 8b e5 ba a0 84 dc 86 8b 18 f0 14 30 
3d c0 e0 c4 8e 89 f1 24 a9 af 19 35 69 5b e1 8d fb d1 14 4e 7a 9a 98 e8 00 b3 a5 6b 78 05 4d 40 f7 b5 47 3f de 3b 68 a5 
ac 49 a5 06 27 b6 e9 58 8d 62 3a 81 b8 4e 5e 24 a5 15 15 8b 30 97 a2 63 11 aa 52 94 ac 80 b5 df 82 2f cf 90 6a cf 59 f3 
65 9a be de aa 6d d7 33 74 fd c9 de de d9 df 67 7b 
Data Ascii: ?vjC5f9/RmbFFlg@'Vv@Fitz~^o!ETNys =2$4S[Ls$F,WCU^&Hx$cS_N"%0=$5i[NzkxM@G?;hI'Xb:N^$0cR/j
Yem3tg{

2022-04-20 13:11:57 UTC 6768 IN Data Raw: 15 9b fe 22 be ef c3 4f 16 4f ed 2b f4 02 e8 a0 58 1a fe 78 f4 e7 32 ba 4e 67 4f 50 7a 1e ff aa 8c 6a 2d ff 6a ed 
3a 51 e8 0a 7c 2f c8 62 be e3 82 6a f1 51 93 14 ab 18 72 82 70 1c 21 71 59 a7 74 11 00 e8 b7 76 8c 38 12 9f 1b 03 5b 
29 76 90 ce f9 84 ba 92 4f 9e e4 81 db 58 c6 a3 d2 e9 01 e9 04 71 43 01 4c 6a a4 dd db 44 db 8c 0e 09 51 ee d0 16 01 
da 03 8d 23 0e 93 e5 51 7b e8 96 4f 3f 2e 1e 45 a4 2c c3 0e ee 6b 8c 93 e2 58 8a cc 26 cd 8d 49 cd 31 3b 27 d6 3a 72 1c 
95 bb 98 88 72 ea ee 27 97 b9 4f f9 1c de f1 e9 e2 1c a6 35 14 2a 03 93 dd 71 4d c8 91 8c b6 f2 f2 09 3c ab d2 c9 48 1e 
00 ea a0 34 c5 6e 2f a5 b4 17 32 20 37 a0 01 fa 78 25 5a 40 f1 7f 07 a7 12 53 e4 65 20 c2 f1 41 de 01 6d 52 65 ab 59 02 
46 6b 13 3e 8e 8a 35 24 77 6a 48 40 ae e3 07 cf c5 a9 c5 
Data Ascii: "OO+Xx2NgOPzj-j:Q|/bjQrp!qYtv8[)vOXqCLjDQ#Q{O?.E,kX&I1;':rr'O5*qM<H4n/2 7x%Z@Se AmReYFk>
5$wjH@

2022-04-20 13:11:57 UTC 6770 IN Data Raw: d1 6d f4 28 0f 05 91 0c 5c ef 58 dd d3 77 b5 3b d9 8d 60 33 a2 45 09 a5 65 d4 6a ea 40 06 0e 32 c7 e2 29 92 
55 47 b6 46 fa 4a 01 03 b5 06 08 aa 0f 1f a2 71 0d 18 39 25 5a b5 a6 e3 59 64 71 5e c4 6a 7b c0 46 d1 8f 2d 7b 1f 8d 89 
ac 3d a9 5a c7 6a 6f e8 3d 2b f8 b3 69 e1 c1 9b 90 09 0d f5 bc 62 15 81 5a 5b 2e 3b 15 de 1d 92 45 73 76 98 06 ef 45 13 
2d f8 42 28 d7 9c f5 fd 68 6c 8b 5e d5 4a 77 27 4d 0f b8 37 47 a6 ae e7 af 33 53 f4 60 c1 b0 bd 3e c1 80 4f cd 77 2a c1 9c 
ed a7 27 74 74 b6 75 84 c7 11 36 0a ab d8 9e 6b 61 ca 10 fa 30 28 5b b1 48 63 cc 80 96 05 4a fc 68 62 f3 cc d3 9c 17 3c 
3a 73 95 90 ec 18 90 f3 53 bd 02 2c 02 fb 64 dc d1 46 c2 ea dd 61 01 13 56 23 bd 8b 52 65 54 3d 86 dd 31 cc bd f7 08 88 
74 5e fd a4 c3 45 c4 c9 6e b3 f0 d7 59 9e 04 e7 9d ea 
Data Ascii: m(\Xw;`3Eej@2)UGFJq9%ZYdq^j{F-{=Zjo=+ibZ[.;EsvE-B(hl^Jw'M7G3S`>Ow*'ttu6ka0([HcJhb<:sS,dF
aV#ReT=1t^EnY

2022-04-20 13:11:57 UTC 6771 IN Data Raw: b5 fa 18 67 ce 52 d7 6e 5c df 64 0c 7b 72 79 61 8a a4 6f 12 f4 10 72 8b 71 6b ee a0 e5 36 ba bd 21 5e b3 e7 
b6 f5 6f 84 c8 ae 84 83 27 20 ce b3 5a aa 1c e3 3f a6 d8 11 f9 3a 11 7f 4c 73 22 2c e4 bb b9 c8 9d 22 5c 72 48 37 a7 21 
ec 05 19 4f 5d 92 7e bf 40 d7 e9 c2 bb 0d ef 70 24 bf 0e 11 0f 09 e7 fc f7 5f 4a 30 3e e4 4b 41 d9 e4 6a ac 2d 18 4e e0 
90 37 db d0 ca e0 35 33 08 1b ad e1 28 1c 10 91 6a b4 37 83 20 0e 19 a4 af d0 25 3a 6d 01 40 76 66 fe 05 4b 7f 21 fb 2f 
22 5c 1d b7 42 b4 2a 81 00 28 91 b2 c7 cb 53 f1 4c 53 14 13 81 70 d2 f8 78 b6 a3 ae 01 a3 c4 22 90 ac 0f a7 27 f4 01 60 
2d 6e 2e 66 82 57 f0 92 fd 31 51 c2 fc 29 3e cc 74 8a ee de fa 77 64 1f 2a e5 e0 bf 11 d9 32 58 34 77 52 8e d5 04 27 f9 
68 6a 12 dd e7 fc 76 e8 0e 2c 5d 4a ec b5 a9 5e 79 12 ba 
Data Ascii: gRn\d{ryaorqk6!^o' Z?:Ls","\rH7!O]~@p$_J0>KAj-N753(j7 %:m@vfK!/"\B*(SLSpx"'`-n.fW1Q)>twd*2X4wR'hjv
,]J^y

2022-04-20 13:11:57 UTC 6772 IN Data Raw: 60 34 48 13 fa a0 8b 0b 10 2d 65 1a d8 2e f8 8b 40 9e c0 70 3a 21 59 f1 05 4e 83 14 c1 61 80 f6 99 00 08 08 
ee 79 90 3c 79 75 a3 a0 cc 8e db 4f 6b 14 01 2b e1 58 34 ca b2 59 21 5e 37 50 a3 52 db 30 a7 f5 c4 dc dc 21 97 2e b1 45 
74 dd eb 58 77 21 77 8e 89 18 4e 57 2b 32 a7 c6 a5 ac 96 4f 67 94 5a 45 c2 0d e6 9e fa 31 41 a3 34 63 a0 a7 63 37 ed 1f 
4d 3c 08 9b 8a 62 46 81 5d 33 12 d8 35 6e 11 da e8 ce 21 50 a3 09 1a 7d e1 7e 97 a8 3b 61 72 ab a9 3f ea cf e8 3b aa 
58 dd 89 a7 95 63 6a 54 f3 23 30 45 4d a7 c1 18 68 3a 72 03 79 22 1a 63 a7 f8 b9 a1 ce 24 e3 73 91 3e 97 0a e5 a6 44 
87 f0 d1 a8 07 d1 21 50 3d 16 27 03 fc 6d 38 0d d2 35 c3 9a d6 e1 78 87 0e 6a b2 f3 44 c2 b3 6a f2 3c 09 94 18 a7 4e 30 
ef 3c 6a 21 0d ce 68 d6 e0 a8 7d 61 88 2b 5f cc e1 6d db 91 a8 
Data Ascii: `4H-e.@p:!YNay<yuOk+X4Y!^7PR0!.EtXw!wNW+2OgZE1A4cc7M<bF]35n!P}~;ar?;XcjT#0EMh:ry"c$s>D!P
='m85xjDj<N0<j!h}a+_m

2022-04-20 13:11:57 UTC 6773 IN Data Raw: b0 0b 2d 25 b5 0b 18 b5 4d 18 b2 8e f3 b6 50 c0 41 4a 5a 61 32 b2 4d 0c d0 26 05 0e 87 b9 31 f7 f6 d3 9d e4 
a3 cc d6 71 f3 68 b2 8d 9d 7c 19 a8 22 6b 6c 46 e8 dc 31 ed 15 47 11 42 0c af 26 70 fe 88 22 e4 89 31 12 56 8f c0 52 4d 
e6 74 c7 ef 1a a2 c8 e9 fb 45 77 63 1b bf 97 dc b2 72 08 61 c0 ec f5 2b ec f6 be fc 84 93 d0 53 fb 01 43 3f bc 60 98 cb c2 
38 86 fa 9f e9 78 44 3a a0 43 df 2a ea 38 34 7c 9b fc 22 2d 7b a9 8b a7 f5 7e 23 1d b9 b1 33 92 c1 a6 8f 9b 4e cb d7 23 
6a 64 e8 3a 7b 15 bc 31 12 3e 63 a5 e2 db 53 96 a0 fa b5 c2 03 05 06 59 41 e4 9b ee de bd ca b4 88 a5 5f 21 13 c6 14 
9a 5a 2f 91 27 14 f4 86 70 4a 44 0c da 0b cb 7e 79 9b dd 9f 96 12 54 a7 8c 6f 1a c6 65 8e 76 83 db 8c 7c dd bf f0 51 74 
3c 14 5a 2f 78 bf 22 aa 76 f9 c1 d9 37 76 8c f2 43 ae e2 
Data Ascii: -%MPAJZa2M&1qh|"klF1GB&p"1VRMtEwcra+SC?`8xD:C*84|"-{~#3N#jd:{1>cSYA_!Z/'pJD~yToev|Qt<Z/x
"v7vC

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6775 IN Data Raw: 67 b5 cc c2 ed 71 ed fc e8 fa 2e a3 c7 e9 bd 64 90 6a b1 68 d4 64 ee fd a8 50 9b 95 5f d6 a6 98 f8 22 fb 5e 46 
83 2a de 2e 2d eb d6 df d6 6e ee 92 f1 f5 90 af dc c0 60 de d0 60 e6 16 12 93 69 2f ec 8e 5b dd 30 63 56 e1 ac 76 9b c9 
df 2d fc 3f fc be 7f 96 d9 0f 5f 5c 9e a0 c5 3f 73 f9 bd fd 37 0c 4f 99 b5 99 3f ad 71 1f f1 cc 0a b9 65 88 c5 03 7e d1 f3 1f fc 
66 ab 0f 1f b7 43 b4 4c c8 54 07 61 c8 df 2a 9b c7 95 da c9 5e 66 e7 fa e6 e4 b4 42 21 5d b7 1f 0c dc 06 d7 4d 01 24 bd 
ac af 66 02 4a 0c ed a8 26 27 a5 d9 bb 2b 8b 85 7c b1 90 af 51 ff fc 3f a8 c8 2a d5 97 39 fc ef 49 a2 31 49 1e 34 25 96 d7 
d8 95 d2 f1 91 f5 5d 91 8f df 7f 83 7c 6c ba dd 46 6f 3c 52 27 75 d3 fb 3b 87 3c 9f 98 87 8a 44 18 bb 22 e1 f6 b2 f9 0e a5 
f9 df 91 8f 47 06 55 20 4f c1 69 7a b5 
Data Ascii: gq.djhdP_"^F*.-n``i/[0cVv-?_\?s7O?qe~fCLTa*^fB!]M$fJ&'+|Q?*9I1I4%]|lFo<R'u;<D"GU Oiz

2022-04-20 13:11:57 UTC 6776 IN Data Raw: 24 b9 7c 67 1d 88 8d aa f0 c8 16 1a 8d e4 48 e2 64 bb b7 de 1d ed 31 f0 4c 9c 54 cd 38 cd 64 b8 1c c7 83 a9 
10 c5 16 ad 99 31 e1 68 33 63 96 63 d5 6c dd cf 92 83 3d f4 13 51 87 f5 59 51 ab 2d ae ed 7d 35 41 38 93 fa 55 85 6c 9f 
9f b4 ef 03 b7 6c 54 0e ce 44 d3 cd fa c3 cc 56 3c d1 41 1c c5 6c 27 cb 32 e2 86 b1 4c e3 ad a8 fa 33 5b 11 24 c7 f0 b4 1e
ab 8d 81 d7 4c 05 79 78 de bb 86 2a 55 2c f1 e5 cc 8b 9c 63 d9 5d 9d 77 9a f0 d0 98 dd 04 77 e6 98 9d b5 13 51 07 33 
c7 6c 47 56 a2 fb 4e 25 4e e3 83 d3 7b 27 ea 51 bc cb 1f 1c b3 1a c0 75 05 69 7e 08 cc ae f4 e3 5d f9 90 db 9c 29 a1 f5 
03 fc 3e 9e 69 19 ba d5 c0 ef 4f 33 bf bf dd 13 4f 39 f3 fb 7e 9d 24 c0 fb cd 59 11 f6 64 df f5 e3 b3 95 c0 b6 6c 25 2e a5 59 
2e 55 20 fe 27 6b 1b 0a 11 1b f4 46 df e3 f8 60 79 
Data Ascii: $|gHd1LT8d1h3ccl=QYQ-}5A8UllTDV<Al'2L3[$Lyx*U,c]wwQ3lGVN%N{'Qui~])>iO3O9~$Ydl%.Y.U 'kF`y

2022-04-20 13:11:57 UTC 6777 IN Data Raw: 82 14 1c c7 8a 3b a0 f1 ed 8d 62 a9 a0 81 3b 21 a2 27 5c 98 d1 9e 15 44 6e 0f 9a b0 c1 f3 5c 6e a2 15 d4 a0 
6a 85 06 20 87 b4 45 94 7d 5e 86 a4 7e 2c 69 43 26 45 13 55 34 1d 93 6f 6c 1e 3a 41 b5 40 a3 0b 48 b3 16 01 78 6d bc 
46 a8 b6 d0 8d f3 c7 c2 ce 12 da bc e4 51 21 56 da 6e dd fa a8 5d 77 57 ba ad cb 9a c0 21 29 38 ac fc 5e e5 81 9a 48 56 
df 75 20 33 48 96 47 57 1b 9c 3d de 3f b3 97 1b 19 31 6b 5e d9 72 d0 5f 59 34 eb ac a6 10 9e 8f 55 a2 39 79 16 19 00 b3 
5e ce 9c 46 96 1d a7 cf 78 14 47 d3 c2 c3 08 7c ef e7 cf 1f 7e af f7 d0 0a 4b d9 2c 5e ad 38 a3 38 19 dc 1a ee 74 51 df 36 
15 7b 56 df de 73 16 32 26 d1 a2 31 3c a6 d8 dc 01 d6 0e f7 c8 1e 69 13 1b 7b a4 af e8 10 3f f7 7a 54 46 a8 8c 61 e8 8f 
07 40 5b 48 90 da 3a 04 05 bd 8e db ea 2a 0f cb d2 98 c9 
Data Ascii: ;b;!'\Dn\nj E}^~,iC&EU4ol:A@HxmFQ!Vn]wW!)8^HVu 3HGW=?1k^r_Y4U9y^FxG|~K,^88tQ6{Vs2&1<i{?z
TFa@[H:*

2022-04-20 13:11:57 UTC 6779 IN Data Raw: 63 20 04 b3 6d b7 db c8 a2 cd 1a 7a df 43 8f d9 a2 42 5e 94 05 9c 17 65 69 52 ba 8d 7e 77 d1 33 a1 7c 93 36 
18 2f 6e 0c 79 77 70 6c 15 76 96 c5 d2 ce 8a c8 15 b4 d6 d0 1c 55 54 d9 da 68 bb 8d aa a4 3c ec f2 bd fc d6 10 d9 51 cb 
7f c8 8a b1 6f 1d f1 67 04 bc 10 1f 0a c2 98 0e 63 47 e6 b7 ba b3 12 cf 6a 1c 65 35 fe ad ac f6 7e fe e4 d8 ac 85 ab 48 df 
11 6c c6 16 e4 f4 40 10 e1 5e 08 74 41 38 ee e2 e5 62 96 9b dd d1 f9 08 1d ed 9d 08 aa fb 51 6f a8 11 36 5b 41 38 15 8d 
96 d2 71 95 d4 ef 70 a5 1c cd 58 e4 9e e9 dd 06 f1 2a c8 6f a0 0b bc 2e 50 0f 39 af 85 74 09 fa ae 91 21 93 f2 b1 79 bd 92
e2 9f b4 03 8d 86 38 49 63 2b 69 1b 31 75 83 62 0c f4 17 6f a3 00 04 89 1a ec 37 3c 83 1a e4 93 13 b1 31 e7 62 05 c3 02 
48 d0 61 87 6d cb 55 c2 7d 39 c5 17 16 ca 64 c8 53 
Data Ascii: c mzCB^eiR~w3|6/nywplvUTh<QogcGje5~Hl@^tA8bQo6[A8qpX*o.P9t!y8Ic+i1ubo7<1bHamU}9dS

2022-04-20 13:11:57 UTC 6780 IN Data Raw: 55 9c 34 03 e2 9d 94 d7 76 06 09 fd b0 8b b4 cb 08 ed 95 a3 12 1f 93 e1 37 c8 fe ec 1b 1a 0b f2 2f 73 fe 19 86 
10 17 55 84 b5 be 88 e9 11 a5 7a 84 68 c4 7d 3e 54 53 d5 bf 94 8f 0e ad fe a5 fd 64 18 e8 14 e7 d5 59 1e 36 a4 66 43 2d 
99 b7 ec 10 d3 ed 42 ad fa 0b 2b f5 48 02 ca a9 85 24 95 9b 02 d5 3a 60 48 f2 e5 20 12 4c 06 0b 0b b6 bf e0 b8 b7 c1 9d 
08 b4 ec 15 47 71 c1 f1 20 d0 ac e2 3b 78 2e 66 ad c4 8f 7f 82 c3 7c af c0 e3 ff 2e ca f1 34 94 0b 1d bf 97 c9 3e 8d ee 15 
50 54 0b 1c 32 f4 86 32 87 57 bd b2 b0 10 d8 fe 6d b0 58 b8 73 f4 37 e8 8c 32 69 be 27 2e 79 a7 e4 bc 48 b8 eb 4b 88 8d 
e0 36 d0 82 e7 3b ec e8 fa 5d 49 a2 f7 b0 2c f8 83 55 ff a2 dd 05 d9 0a c6 d4 87 6f e5 86 e9 62 a0 56 dd c8 7f 26 f3 65 35 
44 89 ac e1 1b 42 79 73 e6 d2 da 3f 10 84 6f a8 
Data Ascii: U4v7/sUzh}>TSdY6fC-B+H$:`H LGq ;x.f|.4>PT22WmXs72i'.yHK6;]I,UobV&e5DBys?o

2022-04-20 13:11:57 UTC 6781 IN Data Raw: cd 92 e3 1b 9d f8 0c eb a7 90 06 b7 7a dd 6e 48 05 1e f5 86 a3 e3 5e b7 35 ea 0d f0 9e 4c 55 a3 1e 21 9e 5b 
8f 35 a0 c6 b7 11 7c cc d6 77 8a 8a e6 d3 d7 79 1d 7d 35 b8 cb a4 9a d9 f1 f2 0e 6b 57 dd 08 e6 da 64 04 a6 2e dc d0 e4 
3c 5e 74 0d 9d 37 8c c6 59 f1 a1 9e fb 4a 3e 0c c6 c8 26 b7 6b 76 42 5e 84 38 e0 b9 5e ce 1d 8d 62 24 60 43 e5 31 a8 0f 
b3 a2 f1 25 c8 75 7a 0c 5c 2e 8f 62 5f 5d 7f ce a1 9a 58 90 0b 3a 38 17 7a 35 d1 95 52 99 a1 dc 4c 75 47 c1 ae 38 44 92 
cf 1d 74 32 40 9b 35 1a 64 17 58 ca c8 31 1c bd 17 1f 85 dd 29 69 06 d3 cb c8 df 80 41 ca 7d b3 86 35 74 c9 8e bf f1 34 
b4 46 f8 5a c6 8f 0d 49 4a 95 62 3e 2d 99 5d 6f bd 85 1b 0a b2 a7 49 90 3d 4d c4 01 8c d1 de 3d 6b 75 69 ad 20 7e 7c f7 
4a 31 24 ec 86 02 78 15 59 76 9a d4 61 bf 2a e3 dc 15 b2 
Data Ascii: znH^5LU![5|wy}5kWd.<^t7YJ>&kvB^8^b$`C1%uz\.b_]X:8z5RLuG8Dt2@5dX1)iA}5t4FZIJb>-]oI=M=kui 
~|J1$xYva*

2022-04-20 13:11:57 UTC 6782 IN Data Raw: 60 98 fc 0d 34 c6 5e 1a ad 30 47 4f 68 01 2b 36 ef d5 7e 7d 7b e7 c4 93 90 92 6b c4 0e 3f 74 2e 7a 8f 52 ef e7 
e2 97 db 25 6a 66 a6 6e 95 fb ad 46 f3 22 1c 12 08 48 75 80 fb e6 20 d2 9b 51 ee ed 51 f7 82 20 74 69 3b c3 12 2b c9 a5 
fd ee 7a 2e 4e ad 67 04 80 7d a2 85 2c 6f 8f 94 ed 09 86 a1 3d 30 4d fe a5 15 dc 90 e0 10 d6 2b 80 2f 32 e3 b3 c4 d0 18 
ff 40 80 e6 27 ee 89 bc 95 8c 47 7c 4f ad b7 56 53 6a bd 57 d3 c3 17 e1 09 6d 2b fc 2b 73 c7 c7 ee 64 de 7b a7 7c 59 a3 
c9 14 7d 90 78 f0 e2 92 87 ee 0a 0e 75 3c 37 b0 a4 ef a9 44 a5 ce 97 0f 99 eb 9a c9 ac 99 da f1 22 3e 02 3c 4f 3e 20 c9 
83 3d 50 76 09 64 80 aa b5 ad ee 72 ab 35 0b 15 0d 97 6c e5 13 40 06 2c db 4a 9c 50 45 01 d0 2b 2a cb 23 81 d2 1a 42 
4e 78 39 1c 38 3f f6 ef 4b be 38 7f 28 05 a2 5b 0a 27 fa 
Data Ascii: `4^0GOh+6~}{k?t.zR%jfnF"Hu QQ ti;+z.Ng},o=0M+/2@'G|OVSjWm++sd{|Y}xu<7D"><O> =Pvdr5l@,JPE
+*#BNx98?K8(['

2022-04-20 13:11:57 UTC 6784 IN Data Raw: b5 a3 b0 6f e7 c7 83 67 0f c2 3a 51 d8 e5 e5 f2 db 0e e6 d7 8d c2 0e 77 db 67 3d 0c eb 45 61 5f 6b dd e3 73 
08 ea 47 41 ad 95 87 ca 13 46 1b 44 61 de d7 a3 d7 06 56 c5 8b c2 ae dc f1 ea 21 86 05 51 d8 4d ef a8 7a 80 55 09 a3 
b0 cd c2 e5 e3 09 c6 ab 47 61 bb c5 9d 83 36 96 d1 88 c2 b6 bd c1 b5 87 61 37 69 1c 2c 32 71 4a 31 1a 46 f9 e6 77 08 fe
e6 c2 82 9a db 05 e5 26 b4 a9 7c 93 35 16 2c 97 b5 b5 1b f6 47 a9 25 cb c2 eb cb 99 72 8f a4 2e e2 3b 22 10 89 c6 5a 21 
12 fb 1d 61 b1 5e 70 9d f8 eb 38 6d 39 5e c5 64 ca 4d cd ba 99 a7 ff 36 6e cc 24 86 f0 a4 e5 ba 3d 49 95 2f 37 1c f2 60 b4 
73 a9 a5 c9 bb f1 55 45 d2 e4 8a 56 1d af cc 52 1d df b9 44 62 6e ef 32 b1 cf 44 8a de 57 c0 b5 55 51 da e7 1b 42 e6 b1 
29 64 b6 7f 4c ec 59 02 e8 80 c4 ca 28 77 40 cc 1d 25 7a 
Data Ascii: og:Qwg=Ea_ksGAFDaV!QMzUGa6a7i,2qJ1Fw&|5,G%r.;"Z!a^p8m9^dM6n$=I/7`sUEVRDbn2DWUQ
B)dLY(w@%z

2022-04-20 13:11:57 UTC 6785 IN Data Raw: 2e 2a 30 2c 57 26 cd 60 7a 35 d5 8a 79 72 02 78 8e e1 54 f4 07 19 8d 85 01 5a 93 76 dc 97 8b 90 9c 41 75 5a 
a3 61 a9 90 9f 94 bc 32 4c d5 4b 05 75 d8 10 48 5a 99 7a e8 37 97 e4 5e 37 56 76 dc 45 aa 61 87 fb a2 81 ff 87 17 1f b4 
91 06 ea 1d a3 66 c4 82 15 99 6d 2c 5a b1 18 d1 87 d2 e8 02 8f c7 44 89 69 ae 57 33 b2 2b 13 51 bf b7 52 3a 26 22 29 
60 b3 51 4b cf 4d f1 05 1f a9 f7 7e bf 24 ed 16 35 b8 bc 51 44 c6 4d 7c d3 c8 74 50 05 c1 10 90 0e 52 14 90 5b 87 29 ad 
cd f8 08 2b 21 0c 88 0c 72 af 28 c5 d9 20 ec bb 03 b2 af 93 88 09 1a b1 86 28 2e 9d 93 fc 88 60 25 48 6c 85 19 b7 9b e9 
a1 67 15 ca cd fb 65 6e bf ca b5 4f 49 43 ca cd e7 dc a4 bb 97 0c 39 0b ca 10 b1 45 ca 43 d2 ab e1 9f dd 0c ff 4f d2 82 01 
a7 da 4d 66 a9 0b 53 55 60 c7 86 bf a8 43 ef 2a 79 1d a3 
Data Ascii: .*0,W&`z5yrxTZvAuZa2LKuHZz7^7VvEafm,ZDiW3+QR:&")`QKM~$5QDM|tPR[)+!r( (.`%HlgenOIC9ECOMfS
U`C*y
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2022-04-20 13:11:57 UTC 6786 IN Data Raw: 86 b8 01 59 24 2b 13 31 69 32 f3 06 e9 69 4d 55 39 50 3d bb 7d 85 d2 38 aa d7 ca 7a 61 0d 55 25 66 55 63 
27 16 75 1d 45 e8 96 da fb 20 e0 93 da fb 38 e3 dd 2b 31 87 aa 17 6c 7c c2 f3 65 13 38 d8 4e 9f 66 3a 92 b3 12 78 92 c5 
93 38 ad 0e a6 48 e4 64 94 38 0b 43 9f a7 ae 4b 65 05 f6 af 6c 79 10 69 27 e2 1f 92 67 51 e2 00 ea 4c 6f b9 b0 f7 64 03 
45 52 c7 ee a5 fa 17 30 4b 48 fa 87 bb 91 1c 18 aa 51 44 74 cb fa 54 5d eb 80 89 9b af 12 8f 6e 4f cb 48 68 f7 d2 1b ef d9 
66 ad 42 fb 6e b4 1d 92 a5 4b 5a ff c1 e6 3a ee c4 3b f0 5b b2 03 a7 e3 24 96 23 47 98 d5 87 87 b2 0f 65 b5 de e9 3f a3 
0f 38 cb b4 4e f8 76 15 9d 6f 4d 1d ef bf ed fb 82 e6 39 4f ac ec f7 ac 71 7c 19 43 1e 43 68 7d b8 b0 6e ef 04 fc 63 5a c5 
23 aa 42 9f 5e 89 13 e8 88 fb f2 a0 d1 ed 0d 08 ba 01 
Data Ascii: Y$+1i2iMU9P=}8zaU%fUc'uE 8+1l|e8Nf:x8Hd8CKelyi'gQLodER0KHQDtT]nOHhfBnKZ:;[$#Ge?8NvoM9Oq|
CCh}ncZ#B^

2022-04-20 13:11:57 UTC 6787 IN Data Raw: 3c 3c ce 9b c6 8b 5c 94 cd e4 5a aa a1 06 dc 4a 61 25 af b0 6b 19 16 a7 a9 7f f1 9d 70 fa 8d 11 d2 52 39 ad 
5a 44 5d 45 3d f4 95 3d 6a b7 fd db 60 c1 bf 43 41 33 63 e3 e8 4c dc 5c d7 9f 6e 4b d7 4f 99 5c 2e 0f 30 3c 29 57 e5 72 
db bf f5 20 6b 72 7b e2 11 47 c1 26 fa b4 72 80 7d 78 76 11 d9 94 db dc 4a b6 d9 40 6c 51 07 ea 6f c1 21 aa 66 e2 11 15 
01 d0 04 1c 65 0b 8e 19 54 ef 34 10 64 03 9d 6d c8 d9 46 41 b6 9b bb 26 25 c5 50 62 c1 f8 84 bd 72 af f6 1a 5a 8a 17 6a 
41 e3 1a ad 9d c9 15 3a 54 b0 97 01 af 55 96 44 4a c2 7f d8 0a 24 23 81 4b ff 81 b3 db 1c 07 ad 5e e6 77 33 1d 43 0d fb 
a1 3f 0a 03 a0 7f a6 4b 48 96 51 99 de e6 e5 6a ba bf 56 9b 72 fb 1a 3e 75 ae 59 9d 34 86 45 3a e2 bb ae 69 c3 79 7d 1f 
29 cf 77 5c d8 93 48 99 0d 56 07 26 8e ee 6c 27 4c 47 3d 
Data Ascii: <<\ZJa%kpR9ZD]E==j`CA3cL\nKO\.0<)Wr kr{G&r}xvJ@lQo!feT4dmFA&%PbrZjA:TUDJ$#K^w3C?KHQjVr>u
Y4E:iy})w\HV&l'LG=

2022-04-20 13:11:57 UTC 6789 IN Data Raw: 69 4b 20 61 9b c2 06 4d d2 8c 89 e7 36 de f1 03 39 a3 c6 03 c6 67 4e da b9 c0 91 e8 9a e7 a1 81 c1 6b d4 b8 
e1 38 08 b8 05 d4 e2 2e 24 13 1f 42 e3 db 77 14 43 6a 8c 07 59 ac 15 3a cf d8 25 d0 65 31 62 2e 96 fd 64 fa 28 a8 c7 f7 
ec 7a 62 bf 16 54 7c fe 73 a8 28 54 b1 87 01 2f d7 68 d7 4e b6 80 6f d7 29 db 15 22 24 d0 a4 d2 04 32 a1 9f df de 95 13 
cc 6c 68 30 b3 9a eb d4 cc 6c e8 28 7e 93 fb 37 d4 c8 a7 21 30 23 21 ce 5d 04 27 7a c2 07 59 af e5 4d 57 d5 81 fa 09 85 
ee 5f 58 db 17 56 d6 3f 3b b9 1e a3 99 2b 0a 10 14 d5 fd c5 23 ee 03 17 6c b8 03 94 01 c1 06 08 4d 93 03 33 cf 00 04 3e 
59 1a 91 6b d1 62 1e 75 29 c4 b7 5d ea 71 24 6c 37 af 13 42 35 35 4b e6 18 00 16 16 29 c4 f6 44 90 46 cf eb 09 14 da 4a 
18 9d d2 34 b4 01 ea 85 1a 6b ee c7 44 34 1d bc f2 f5 1f 
Data Ascii: iK aM69gNk8.$BwCjY:%e1b.d(zbT|s(T/hNo)"$2lh0l(~7!0#!]'zYMW_XV?;+#lM3>Ykbu)]q$l7B55K)DFJ4kD4

2022-04-20 13:11:57 UTC 6790 IN Data Raw: 85 7b 72 1f 21 5f da 53 56 6c ed a6 29 43 d2 0d 4e ad 8c e4 e7 5f e3 32 25 ad c1 ee c4 8c a1 08 ae a2 81 7f 
bb b8 17 b0 19 94 a9 2d 28 dc 64 e7 b9 b2 e7 10 4a 39 21 59 22 9d 67 d4 d6 6e c2 76 31 80 7d dc 77 a1 2f 29 14 ef fd bb 
61 3b 87 f6 40 ae be 1b 8f 5f 1c c5 ed ef b4 4a 50 db f5 c2 b6 92 29 f9 bd 76 9b 1d 9d 0c a5 90 88 ab b7 8d 20 61 7d f7 15 
4f 8f 38 d6 62 16 cb 47 11 cc 16 57 41 cb 96 aa ae 75 84 93 4e a5 92 89 94 7a 97 91 f9 57 cc bc e9 1a 71 b5 92 c6 4b bc 
9b dd dc 1e ca 8c dc dc 43 13 dd 0c 12 ca d8 b1 92 02 b1 2a bb 34 ea 93 f7 85 04 82 80 32 5c 12 d5 9d 24 a3 d2 61 99 
8c 4a 87 e7 e9 af 72 a5 29 4c b9 9e fd 2a 57 8a fa 61 6a 40 b6 ee 93 52 77 e3 86 7d 8f 70 78 3e 28 0b 65 be 3d de 30 57 
f4 f1 b5 71 d3 76 72 ad 68 23 c2 cd 20 53 23 99 78 c4 89 
Data Ascii: {r!_SVl)CN_2%-(dJ9!Y"gnv1}w/)a;@_JP)v a}O8bGWAuNzWqKC*42\$aJr)L*Waj@Rw}px>(e=0Wqvrh# S#x

2022-04-20 13:11:57 UTC 6791 IN Data Raw: 94 5a 17 d9 3e 22 9c 64 45 c3 00 44 b1 cb 58 0d a7 4e 7a 8d 13 df b9 3a 43 93 9c c0 9e 60 0f 76 94 3d 06 a9 
0b 3e 9c 13 8e b6 be 1f 1d 9f b3 ba be 18 24 c9 21 42 09 c8 3d ba e4 96 13 a1 20 e0 b7 56 09 56 0a 4c 04 02 e2 de a3 
ed a2 e5 39 03 cc 6c fa 4a f2 c3 80 2a de 2c ae 2e 67 a5 61 c0 7d 6e 50 ff ad 44 4f fd 4f 9c c6 73 1e 31 22 22 55 40 45 f0 
c3 7a d6 56 37 14 97 15 72 ad f5 d8 45 85 5b 56 15 75 5b f3 f3 3e 3b d3 7a ac c3 34 d1 2d 98 a5 74 1a 2b 0f ef 40 c3 8d 
e9 32 e1 23 7b 08 c3 ea 93 4a c6 4f 
Data Ascii: Z>"dEDXNz:C`v=>$!B= VVL9lJ*,.ga}nPDOOs1""U@EzV7rE[Vu[>;z4-t+@2#{JO

2022-04-20 13:11:57 UTC 6791 IN Data Raw: 56 16 5d 5b 2b da 78 c5 ae de d0 37 0f cc 4c 55 6a 9a c2 44 bc 57 0c 64 83 61 ca 50 f0 ca a9 9d d1 0f fb 83 
03 bf d2 11 87 f0 b3 5a 45 73 ef c6 82 2e a5 d1 ff 83 33 45 20 e1 09 56 56 16 f3 f8 7e 31 f0 99 26 d4 bb 31 84 ec c1 3f 38 
43 2c 02 d5 9f ae 54 19 57 ef 97 71 e5 f2 1d c4 bb 31 a0 8c 27 5d c6 15 da 6f d8 46 67 c6 b7 e9 d9 98 ee 8a 11 b1 08 ed 
46 b1 7a 0b d9 0c ac 53 d2 e8 57 a1 f7 b9 fb 90 83 09 68 36 0a be 79 58 c8 da 59 b9 e3 ee 4c 5b 51 9d e1 02 c4 6b e7 
b5 15 d3 c1 42 21 9f ff 37 7e cc 91 3f 75 f2 b9 04 51 96 c5 07 0a 04 32 7e 80 f2 77 dc 2a 6b d3 d8 b0 31 bf df 3f 26 25 1f 
ed 3e 9a d3 6a b3 be e9 2c 93 dd d1 49 10 b7 20 77 23 ed 75 26 e2 39 59 69 d9 8b bf a7 92 a9 15 61 53 ae bf 1d 6f 92 50 
ec 89 25 c0 c2 c7 ff a7 85 4f c4 cb 75 ba c0 38 ae 03 
Data Ascii: V][+x7LUjDWdaPZEs.3E VV~1&1?8C,TWq1']oFgFzSWh6yXYL[QkB!7~?uQ2~w*k1?&%>j,I w#u&
9YiaSoP%Ou8

2022-04-20 13:11:57 UTC 6793 IN Data Raw: 4d 30 00 4b f6 1c 2d d6 88 23 1b cb 43 59 9d 70 2f be f5 78 11 03 c9 aa 4b 07 22 0d 21 21 04 b4 0a d9 99 89 
fb dc 56 08 03 1a d0 3a 76 68 de 1b a5 6d d3 a7 46 55 42 97 d3 db d7 73 8d 7a ec 6b d0 eb 40 91 15 0a 52 3a 86 df cd 
58 bc 7f f0 d5 a5 b6 ab 92 fd 47 22 9d d2 b4 ad 4e dd 90 f7 4c c4 9c 4c 34 4c 89 69 1c de f5 5c 3b d5 a5 00 89 57 f0 bc b1
35 4c 78 d4 21 5b 6e bc 47 8e e4 a8 f4 cd 36 bc 79 09 e4 ff 91 9b 40 fe ff ce d9 0c e5 fc 19 49 83 15 45 46 ee ab 53 8b 
07 d5 d3 70 df 3d 3e cf 1e 8f cc a9 a3 80 c9 7b 5e 0e cd d1 dc b6 aa 6c 37 2d 76 db 77 86 47 09 60 fe 17 57 63 56 7b be 
b3 c7 b2 90 6e fb fb fd 9b 4f 36 e6 23 eb 95 69 d9 57 93 96 4d c1 af 69 eb 33 76 0b ca 4b 80 d5 18 0b 74 12 cf 49 8d de 
2c 33 ac 3d c9 e0 bd 4d af 7d a0 d1 d0 b8 6d 4f ba af 97 
Data Ascii: M0K-#CYp/xK"!!V:vhmFUBszk@R:XG"NLL4Li\;W5Lx![nG6y@IEFSp=>{^l7-vwG`WcV{nO6#iWMi3vKtI,3=M}
mO

2022-04-20 13:11:57 UTC 6794 IN Data Raw: 8f 67 c0 ef c3 79 f5 8f e0 5b 23 b0 7e 76 bd 2c 65 92 6f 37 a9 88 9e 09 46 26 4e 5a 68 3c d0 69 b2 b6 92 46 6f 
d5 2e e6 e7 6b 17 b9 fb 0d 6f 64 e1 d3 2e c1 0f b2 f0 24 f5 aa 6d 41 60 5b 01 8a 56 9b 65 05 06 4f 6b ec b4 bd d1 ae 92 
44 b5 44 4f b6 12 e5 83 ea 9e 4e 66 df 80 a0 09 23 38 4d 9a 94 db ad 80 e8 58 e9 59 c6 6f f7 c6 41 04 a9 2c d7 d5 83 8b 
3b ba 32 b7 42 f7 3a bc dd 87 49 61 6c 9d 18 9c ba 49 aa c4 55 68 5b dd d6 a8 c5 26 62 7e af d3 c7 13 00 cf 3f d8 5a b6 
51 25 a1 2e c8 97 ec 3d 12 4b 75 bc ff ac c3 e6 f2 ec e6 4e eb d6 6d db 75 ef 14 75 d3 70 76 ce d1 24 16 13 40 af c0 1f 
74 55 21 24 13 00 6f cf f0 e7 ac 09 7f f6 9b 78 4c 9c 58 0d 51 2c 02 81 e5 51 fe ad 7b 69 0a 9a ab 3c d0 49 76 8e 85 2f 2f 
ad ac e0 05 5f 43 7c 42 a4 47 fa 55 28 a0 73 f2 32 
Data Ascii: gy[#~v,eo7F&NZh<iFo.kod.$mA`[VeOkDDONf#8MXYoA,;2B:IalIUh[&b~?ZQ%.=KuNmuupv$@tU!$oxLXQ,Q{
i<Iv//_C|BGU(s2

2022-04-20 13:11:57 UTC 6795 IN Data Raw: c2 22 7b 65 47 d9 2b 63 5a 2e 27 c3 02 b7 06 4a cb 65 f3 dc a4 c8 10 75 b9 59 1c fc 1a dc f0 5f 80 2c cd 97 f3 
f4 33 8e 08 b3 87 d5 e1 21 3f 1d d8 1f de 4b bb 94 5e 2d b3 e1 9a ed 73 b4 bf c0 0b 03 d9 aa 67 8b a5 31 2a c3 23 3c f4 
f0 a1 07 0f e1 c2 c0 b3 f0 68 41 fb c7 f3 34 65 62 e3 b9 8c f0 5d 16 ef 15 db 06 06 bc b6 c8 cb 46 df a6 92 b2 d9 3c 23 1b 
13 8e 4b d2 83 09 5b a3 fd ae 1d 38 83 e0 30 31 d2 fe 24 0a 4a 22 d1 a0 c7 42 1d 58 b5 34 47 fb 08 13 de 71 74 25 19 b7 
20 e3 ba d8 d2 95 84 44 f0 6f 35 06 b6 9c a4 c8 d3 a4 21 9f d3 6e be 2c 5c 63 d8 ef 04 37 9c d7 c2 7e 76 e7 5a 0c 44 72 
04 50 46 f8 92 7e e3 a1 8b c9 08 b9 1e 16 46 63 ea 73 58 93 9f 59 1f a9 55 ce 05 72 ba 54 21 d4 ba c8 87 04 6c 97 32 4d 
97 61 a6 c8 72 ae 5c 2a b7 61 f3 50 4e 34 3c 9a 22 
Data Ascii: "{eG+cZ.'JeuY_,3!?K^-sg1*#<hA4eb]F<#K[801$J"BX4Gqt% Do5!n,\c7~vZDrPF~FcsXYUrT!l2Mar\*aPN4<"

Timestamp
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2022-04-20 13:11:57 UTC 6797 IN Data Raw: a8 03 6c f6 f3 2e 4d 39 1c 44 ee be d8 ca 24 67 8d f8 4f 72 e0 89 51 5f 86 37 20 49 10 24 9d f4 97 8c 98 a2 a4 
ed 18 16 4e f2 38 a2 83 6d 11 09 42 ec 03 91 9e 2b b4 5b c4 aa 8a e6 02 b3 e4 f3 05 96 3a b8 24 df 10 b1 53 c4 eb e1 d8 
03 d4 a2 5d 33 21 a1 e0 d3 d4 d5 6a f2 3c 50 52 b1 66 93 aa 6d 03 6d 5a b3 07 ec e2 30 3a 7f 30 55 63 d8 16 30 88 2f 7c 
3b ae ad af 87 61 b8 58 06 fe 74 3d 87 39 69 0d ed 02 36 58 4c 5a 66 61 94 ce 69 ae 17 9a 47 5d 69 57 65 e0 4b c1 6e 
e4 a9 f5 f0 43 da f0 79 47 94 a3 4f 7b 8c 29 e4 78 15 9e ca 4f 7b 8a 39 fb 6c 3d 3f 5f 62 8d 50 06 3f 7c cd 4d 32 26 aa 5d 
cc 32 50 df 0b d9 4b 2b 0b d0 5d 69 00 5a 91 e6 e0 31 27 2c bc fc e3 5c 6a ad 77 b4 3e 3f b7 32 df cd f6 ba 3c 39 5c 82 
02 45 d9 56 77 d0 a8 5a eb 44 81 70 3e 32 72 b2 4a 91 
Data Ascii: l.M9D$gOrQ_7 I$N8mB+[:$S]3!j<PRfmmZ0:0Uc0/|;aXt=9i6XLZfaiG]iWeKnCyGO{)xO{9l=?_bP?|M2&]2P
K+]iZ1',\jw>?2<9\EVwZDp>2rJ

2022-04-20 13:11:57 UTC 6798 IN Data Raw: c4 d5 0e 5d ed 88 ab 5d ba da 15 57 c7 74 75 2c ae 7c ba f2 c5 15 8d 0c c3 27 8b dd 6a f2 7c a6 62 c3 e2 55 
53 5c 1d e0 c5 c1 a4 54 8d 38 88 a9 4d 37 c5 47 ac ce c1 c3 1f a1 10 0f a2 7f 69 00 5a 31 c5 c4 2c e6 e4 c9 94 8f da d2 
bb 52 0c 42 7c bb f8 68 f1 7d 62 7a c4 9c c9 4e 76 4d 49 99 13 61 f8 47 88 46 b5 12 c6 8b c0 a9 7a 27 3d e1 88 da fa e3 
4e e3 20 ac 6a 1c b2 68 67 5d 83 00 d1 63 3f 29 59 d5 f9 8e 3a c5 51 99 72 d4 fd cf 8e ba 33 00 7e 15 37 79 b0 73 09 3c 
cc b1 b3 43 e3 9b 63 59 fd 48 93 ea 67 1b c0 ae ce d8 00 6d b5 68 ba 1b 2d c6 28 9f 94 ec ea 3c eb 66 55 43 eb 66 57 
b5 75 73 12 d6 ad 81 a4 ec a5 60 e7 00 34 f4 01 3c 9e 58 1d 2f 58 b8 fa a0 37 ee 53 88 98 72 b0 a8 62 7d 1b c3 4b af 4d 
42 2a 5c fe 49 c9 09 af ee c1 10 a0 4f 6c 9c ef 80 de c5 bb 
Data Ascii: ]]Wtu,|'j|bUS\T8M7GiZ1,RB|h}bzNvMIaGFz'=N jhg]c?)Y:Qr3~7ys<CcYHgmh-(<fUCfWus`4<X/X7Srb}KMB*\IOl

2022-04-20 13:11:57 UTC 6799 IN Data Raw: 8b d9 e1 36 2b 7c 66 8f 39 29 d2 23 a7 b7 31 7b b7 01 12 4e 64 be bc 6e 98 6a 7f 79 4a 08 18 09 78 f1 b9 d1 
75 7b cf 12 0a c8 48 91 75 0c 0a 85 ea 73 f1 a1 6d 38 0d ba 1a ad 69 02 eb cd 6b ca 2e e0 b5 5b e9 6e 95 bd 3c c1 d4 4d 
3f 2c f0 a8 62 87 8f 86 22 4a d2 43 19 a8 52 11 17 9c 24 08 93 cd 5c 54 11 7a 47 3b ae c9 89 0f 90 d9 d2 da d8 22 ba 07 
96 d6 56 39 ee d0 08 83 7e 10 51 4a 99 ed f0 16 ff 25 69 24 1d 07 8b f9 91 d3 dd 9b 67 ba 37 9a 68 27 57 cf 18 fa ac b7 
cd 7c 76 f9 87 dc 7a 9c 4d 39 6b bc 78 ed 0b 34 f2 df 28 18 79 f9 fd 2f 3a 2d a6 22 56 8a 86 04 36 8e 11 c9 6c c4 ee a4 
53 e9 4e a3 fb 9d 2c 45 c7 38 44 63 01 de e9 f6 fb 2f 19 b6 90 fe fe ec d9 ad c6 e8 3b 56 e1 af ff de c7 f7 7f 27 2f 03 aa 9a 
49 71 62 02 d7 b8 c7 d7 b8 57 0d b9 57 03 d8 8e 6d 
Data Ascii: 6+|f9)#1{NdnjyJxu{Husm8ik.[n<M?,b"JCR$\TzG;"V9~QJ%i$g7h'W|vzM9kx4(y/:-"V6lSN,E8Dc/;V'/IqbWWm

2022-04-20 13:11:57 UTC 6800 IN Data Raw: 58 62 8d 0a c5 03 6f 57 28 10 78 a7 42 81 c0 9b 15 0a 04 de ad 50 20 f0 56 85 02 81 ef f2 c0 d4 3b 2f 14 98 
7a bc 45 81 a9 47 5b 14 5f fa 70 8f e2 4b 1f ec 51 7c 69 bf 42 f1 a5 eb 15 0a 2c fd f3 85 02 4b 5f bf 50 60 e9 eb 1d 0a 2c 
7d b5 43 81 a5 9d 1d 0a 2c 6d ed 50 60 69 7b 87 02 4b fb db 14 58 ba be 4d 81 a5 9b 9b 14 58 ba b1 49 81 a5 fb 5b 14 
58 ba b7 45 81 a5 bf 5c ec 51 64 e9 d3 3d 8a 2c 7d be 47 91 a5 cf f6 28 b2 f4 db 36 45 96 7e dd a6 c8 d2 77 3b 14 59 fa 
76 87 22 4b ef f3 c8 d2 95 3d 8a 2c bd bd 47 91 a5 77 f6 28 c8 f6 ee 1e 05 d9 de db a3 20 db d7 9b 14 63 fb 6a 93 62 6c 
9f f1 18 db a7 3c c6 f6 d5 1b 05 d0 3e 7f a3 88 d4 de 16 45 a4 76 b7 28 22 f5 e1 26 45 a4 3e d8 a4 88 d4 fb 9b 14 91 fa f2 
8d 22 52 5f bc 51 44 ea bd 17 8a 48 5d 79 a5 88 d4 65 
Data Ascii: XboW(xBP V;/zEG[_pKQ|iB,K_P`,}C,mP`i{KXMXI[XE\Qd=,}G(6E~w;Yv"K=,Gw( cjbl<>Ev("&E>"R_QDH]ye

2022-04-20 13:11:57 UTC 6802 IN Data Raw: 91 f6 05 36 e9 62 be b4 a0 e2 d4 6f 86 57 bb 66 be e4 26 bd da cd 38 f7 ee f7 bc fe 6a f7 a1 64 05 52 2a 6b 83 
14 16 86 85 d1 c2 30 c0 13 0f 88 3a 6b 92 2a 82 1f 46 5b 30 31 5d 4c ed 37 c3 62 07 4d 03 b3 6d 91 54 a6 f9 cf 4e d7 dd 
5c d3 d5 82 7a ff bf 9a ad dc 44 ea 9f 2a d1 63 46 f9 94 ca dc 85 7f ab ca 36 51 6a 10 c4 96 b5 d0 f6 71 e1 19 78 a3 05 
21 78 75 53 a1 ec ab 2a d7 92 8d c7 bf 54 99 da 47 ea 5b da 41 d0 52 00 12 e9 7f 8f 6b 5e ae 46 a0 05 2e 57 c4 65 86 c7 
b0 93 f9 98 b0 43 ee 9a e9 f3 a0 8e 94 fe 93 03 98 ed aa 32 92 1f 8f af 7c cf 4e b1 1a a6 4f 4e 55 97 9b ab eb 0e f4 7c b9 
e3 df ed d9 c2 64 7e 27 24 eb 8c 03 96 24 78 52 76 a2 10 04 81 c6 0e 01 8d 9d cf 4c a0 02 61 da 6e 58 b4 b5 13 b2 82 
08 81 ae e9 3a fd dd 2a db a9 66 4a bb 9f bd 35 3c ac 
Data Ascii: 6boWf&8jdR*k0:k*F[01]L7bMmTN\zD*cF6Qjqx!xuS*TG[ARk^F.WeC2|NONU|d~'$$xRvLanX:*fJ5<

2022-04-20 13:11:57 UTC 6803 IN Data Raw: 14 da cf 2e 5c 36 e0 b4 2f 94 31 63 c6 25 9a 0c a5 30 0e e6 e3 98 a2 ff 60 a3 05 d5 6a 21 dd b2 fb c3 0c 54 50 
bd 4e a9 f1 30 51 a8 41 f1 09 d2 0f ae 87 26 90 78 e0 ad 5f ec 67 15 03 5a ff d2 e6 ec 36 39 0c 0c 00 dc fb dc 03 cb 17 96 
80 cb 34 35 b5 a8 f3 57 1e f6 12 fc 01 36 5c 54 5a ca 61 ce 63 ad 8e a5 ea 60 c6 98 bf 31 9b 30 fc b5 42 a1 c9 75 02 a2 
bd 91 5d 59 fe 93 ff fc 96 2d 2e ff 09 3b 9f 3b 6f c1 47 00 b1 03 7f 30 26 32 ab 53 02 e2 fc f2 df f6 86 4c 83 68 d6 0d e0 f7 
79 d3 1f 0e 56 e3 5f ff f5 ab 2b cd 17 fd 45 0c 6c 55 e7 1e 6d 3d e8 ae b0 5d fc f1 7c 91 ae 53 aa 23 e1 46 b7 d9 32 1c b6 
e3 c3 89 3b 41 a7 79 db 36 6c d6 b4 8d 1a db b6 0c 0f b8 e8 d0 9c e9 27 5b 8b 74 79 e2 93 61 4f d3 2e c1 1e df b6 3e 3e 
30 9f 72 55 a0 10 7b a3 b8 ba b4 6a 14 57 
Data Ascii: .\6/1c%0`j!TPN0QA&x_gZ6945W6\TZac`10Bu]Y-.;;oG0&2SLhyV_+ElUm=]|S#F2;Ay6l'[tyaO.>>0rU{jW

2022-04-20 13:11:57 UTC 6804 IN Data Raw: 00 15 3f 01 ea d0 62 41 80 6d 68 b3 20 1b 69 54 e2 6d 70 84 5f 2f e4 4c 85 48 47 21 9f c2 39 6b 70 20 dd 32 
1b bf 42 72 94 98 60 44 ac 42 aa ed 9c 2c 03 51 14 7b 99 af 82 b6 d0 6b ef 54 60 8d 2f ad 99 40 3f c8 33 42 89 21 a2 61 
66 55 72 b9 ed 1d f8 fd f1 f1 84 85 cc 90 67 62 4e 3b 24 e8 8d 74 07 e0 ef 1e c1 df 0e d4 ca c1 89 07 74 e1 b3 75 bc c8 
00 19 d6 51 52 14 cc 5d e7 c1 29 aa 99 82 8c ba 55 91 0a 81 69 c9 fd 70 03 df 7a 37 8e 5c 66 8e 07 df 03 cd 10 c9 88 57 
33 1c 15 4e 76 87 60 3f 5a 4d b8 61 f1 4c 90 be 90 1a ad 60 2b 1a 61 12 75 a7 9b 64 b8 19 86 99 28 30 59 2c d0 69 d7 
16 a6 76 50 62 c6 1a 05 f1 13 a4 df 18 95 cd e2 58 65 00 5e e5 b7 97 90 8d be e5 49 d8 25 32 1a 3b 86 c7 7e 76 80 9b 
c6 7d 3d 1e 02 0b 7d 32 02 b6 1a f8 e8 fa 84 96 31 c2 3d 5b d9 
Data Ascii: ?bAmh iTmp_/LHG!9kp 2Br`DB,Q{kT`/@?3B!afUrgbN;$ttuQR])Uipz7\fW3Nv`?ZMaL`+aud(0Y,ivPbXe^I
%2;~v}=}21=[

2022-04-20 13:11:57 UTC 6805 IN Data Raw: e8 f1 d6 18 53 95 5f 36 de e6 90 6e 44 5b fc 1e 4c e2 ad 17 78 f3 05 6c 3f 4d 10 8d 20 a3 27 40 46 ef 3f 07 19 
ca 03 19 8e ab c3 8f ab a3 83 0c 77 c3 21 90 e1 2a b9 af 4b 20 c3 41 90 e1 04 20 c3 d5 5c ed 7f 17 64 4c 1b 03 82 09 c7 
54 af 29 49 f9 32 f7 57 96 87 ee 08 8e da 6f b1 49 ab d0 d9 f7 3c c1 0f 38 7f bd 79 76 dc 91 dc 67 fd 7f 0d eb 5d f6 3d cf f1 
b7 5f fa 56 d7 9d 29 47 8b 56 9c 63 83 f1 26 0b bc cd 02 36 0a a3 bb 76 18 7d 01 96 ff cb 51 b2 47 21 48 00 6c a7 88 71 
b1 13 43 22 4b b1 25 fb 62 4b f6 ff 67 b0 d8 f8 7f 18 8b 4d 17 7f 8d 75 f1 17 7d d7 14 f1 d7 a0 0d ad f2 b9 22 a5 2e 8c 7f 
7a 48 24 e0 4f 22 86 2b c8 1c 7d 46 6a 5b 82 d4 8e 64 9b 11 f8 10 d7 52 43 87 34 01 24 c6 72 28 a5 04 1c f4 27 fc 8d cb 
0d 8f a5 bd aa 95 f9 4b 60 bb 6f 79 74 eb 30 
Data Ascii: S_6nD[Lxl?M '@F?w!*K A \dLT)I2WoI<8yvg]=_V)GVc&6v}QG!HlqC"K%bKgMu}".zH$O"+}Fj[dRC4$r('K`oyt0

2022-04-20 13:11:57 UTC 6807 IN Data Raw: 3e 63 00 88 d2 cc 3a 46 73 c0 a5 44 c5 01 3a 37 c6 14 f3 ca 2e be 4d 76 f1 a3 b9 74 00 75 01 88 9e 48 07 30 
fe 65 a6 9f 02 d1 7e a0 03 28 a2 b4 1e 9e f0 4f 35 ef 8b 21 a1 ff 93 50 bf 3f ff 16 34 4b f2 a4 0f e0 95 af e0 15 d6 1a 25 40 
27 19 be b5 3e d3 52 5e 83 53 db 75 82 53 cf 36 c1 29 58 63 97 0c e6 01 92 04 06 f3 78 81 2b 8e 36 f0 0e 45 13 40 b0 f3 
de 41 38 b5 07 9c 25 9c 4e 77 c3 21 af 59 b2 86 a7 9f 21 6b f8 67 05 81 5e fe 25 c9 e1 89 37 f2 1e 11 98 0c 93 21 51 f0 
fc 33 01 4e a3 bb 40 95 e9 f6 30 2c b9 f1 b5 64 52 21 15 69 4f 17 ca bc 08 60 f4 32 a7 fd 7b a2 58 46 ad d1 f6 0e c9 00 9f 
b0 d0 c4 32 de 86 4b 62 19 dd dc 1c 45 23 2e 8a 65 dc 40 2c e3 29 b1 8c fb db 62 99 69 63 40 d2 0d 2d 58 c5 6b 4a 81 
01 bd 9b 09 44 28 9d 46 77 aa cc 24 2c ad 51 ef 51 
Data Ascii: >c:FsD:7.MvtuH0e~(O5!P?4K%@'>R^SuS6)Xcx+6E@A8%Nw!Y!kg^%7!Q3N@0,dR!iO`2{XF2KbE#
.e@,)bic@-XkJD(Fw$,QQ

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6808 IN Data Raw: 75 05 3f 07 a3 51 ea 61 56 34 3c fb de 79 30 31 d1 8f dc 9b 70 fd f1 91 1a cb a5 53 87 d8 9e 30 98 73 b3 ec a4 
df 4f 0e 0c 20 45 0f 8c 3c 3b 3b c0 70 f2 07 46 91 ed 1e 18 4b ec e0 c0 58 66 87 07 c6 0a 3b 3a 30 56 d9 f1 81 b1 c6 f6 
0e 28 3e 3c fc cd 4f 32 6c 9b 68 5e d8 a7 66 7a fb 17 a0 96 60 93 c0 a3 fb 3c 5c 6f 8f 7c 6f 00 0b 45 37 0a 70 e3 a6 b1 d3 
a0 8b 22 5d 74 f0 13 e1 6a 09 ae b6 da 63 6f d4 eb 61 d4 0f b8 b3 0c 77 8e 7b 76 a3 ed d1 e5 8a ba 5c 28 ec d2 9d d5 68 
f7 6b 41 95 22 af 92 c7 21 55 c6 9d ce 2b bf c4 11 fd 3c 3b c1 0b 11 b1 f1 1f 03 2e 27 7c 33 06 90 25 2c ef 50 3a 5f 65 6d 
a9 59 c1 13 74 de 91 ae 60 3b 61 57 b0 f9 bc b7 12 2d 15 d1 e3 75 aa d9 23 7b 54 d6 de 64 a8 22 cc 20 f3 39 61 d4 d4 
53 96 23 ca e8 fb 5b 60 ee f8 fd 11 ed 94 d0 d6 d1 
Data Ascii: u?QaV4<y01pS0sO E<;;pFKXf;:0V(><O2lh^fz`<\o|oE7p"]tjcoaw{v\(hkA"!U+<;.'|3%,P:_emYt`;aW-u#{Td" 9aS#
[`

2022-04-20 13:11:57 UTC 6809 IN Data Raw: 34 60 6a bc 30 be 0c c3 3e 8d 47 8c b3 97 60 2a 45 df 47 c3 e0 1e 3c 66 47 8c e1 47 07 c6 84 a9 b3 b8 89 d4 
23 83 57 a3 c6 d4 31 1d db da 70 6d 2b ed 64 0c 8f 0a 82 a5 4e 44 72 e0 e0 27 41 65 de 1d 17 46 62 48 07 24 69 18 89 
1d 03 d1 00 f3 35 00 ea 92 cf dc cf 90 75 29 5c b9 04 40 5d 9d a6 11 42 cd 5e 44 3e e0 a1 7c 00 af bf 58 fa fc 58 7c 22 
54 3c 27 0a 8e ec 21 04 f5 03 31 81 c8 33 e4 da 51 35 dc 6c df 51 fc d8 1f 2e fc d9 70 0d 67 c2 f0 75 00 27 e8 7d b9 89 
4c 65 6d e1 8c 08 e3 87 3c 11 45 5c 5d 77 82 31 9a a9 ae 45 93 05 63 b8 9a a6 ca 10 d1 db 4e 6c 2d 98 55 28 f8 78 a7 
11 86 22 42 23 eb d9 49 bb fe f7 3f 4a 51 44 ea db 2c d8 a2 f0 5d e8 54 42 2b 2d 1a 0b cc 5a d8 5e 02 d4 ba a1 cd bf 3d 
11 56 1c e1 53 f9 1b 52 19 72 ea a3 77 69 e2 99 4f 31 59 7e 6d 
Data Ascii: 4`j0>G`*EG<fGG#W1pm+dNDr'AeFbH$i5u)\@]B^D>|XX|"T<'!13Q5lQ.pgu'}Lem<E\]w1EcNl-U(x"B#I?JQD
,]TB+-Z^=VSRrwiO1Y~m

2022-04-20 13:11:57 UTC 6811 IN Data Raw: 69 9a 2c c8 32 97 72 c5 e5 24 45 34 3d 29 24 6a a0 e9 51 31 51 f5 4c 8f 96 26 56 00 24 ac 90 c8 bd 50 5c 8d 
d0 01 bf 4b fc 9f 24 12 ff c9 7a e9 df 54 4b b7 09 82 b4 00 82 b4 73 11 b5 34 dc 08 a9 a5 e1 3a a2 96 86 3b 89 6a e9 b6 
00 2f 9d 38 7f f0 db d9 34 77 13 c2 f2 7d 1e 7f 2f 1e a3 af 1d ca 84 e4 cb 14 48 52 6e c3 c3 a8 59 b9 e9 61 d4 76 66 67 db 
1c 3b 94 6d f3 d9 66 3e 25 dd 2c 79 18 a0 68 d1 cd 76 4a 70 ba ea 94 19 0b 2f d2 de c7 87 af e5 d1 dc 25 51 53 0d 45 4d 
a8 fe f5 36 5c 1c 55 ce e0 39 72 3a 31 51 13 e7 51 dc 5c 52 30 b7 59 a1 f7 b4 a1 8e 3a 53 86 ea eb 43 f5 63 43 dd 63 ef 
fb 03 18 aa 77 64 2c ca b1 fa c1 58 45 f6 cf 2f da 60 b9 24 ab 9e 30 ab 52 92 35 fe 64 56 a7 0d b5 a9 0f b5 19 1b ea b1 
18 aa af 0d b5 19 0c b5 19 9b 56 2e 2f 6b 26 8c 54 06 
Data Ascii: i,2r$E4=)$jQ1QL&V$P\K$zTKs4:;j/84w}/HRnYavfg;mf>%,yhvJp/%QSEM6\U9r:1QQ\R0Y:SCcCcwd,XE/`$
0R5dVV./k&T

2022-04-20 13:11:57 UTC 6812 IN Data Raw: 6e db 3b 83 19 3f e9 8d 1a b5 06 10 f4 28 a4 6d 74 9f 7a 2d cf 65 0b b6 05 3b 67 61 d8 78 f3 30 fe 8d da d6 a5 
20 87 20 40 05 46 d1 ca 13 5e 6e c1 0b c5 eb 81 47 e0 2f ce 2d 2a 3b f9 af 5f f3 a6 76 b1 67 4b d4 e0 cb d3 f7 25 f4 ed 7e 
c2 b7 63 20 9a d1 16 76 0c 04 33 2e 62 11 5f 8b 77 8f 0e 60 41 65 a8 63 78 69 06 46 9c e6 b4 6a ae e4 fc b8 3c 0e 32 22 
da e6 e5 f1 bd f3 90 7d b1 f9 e2 5a 5c 33 8b e1 91 4b ce b7 6f 99 d2 a4 24 df bc f0 94 c3 97 a7 a5 c4 92 12 a0 a6 52 86 
45 01 ac be 99 a9 5f a9 20 2e d3 b7 37 24 cb 78 1c ca 38 e8 b8 99 25 56 bb 30 ab b5 74 94 f3 c7 fa d9 2d 38 27 c8 a5 cb 
88 26 03 e0 1b 04 aa b0 82 a0 e6 e2 46 d6 17 34 93 88 dd 33 16 25 f0 6e 18 42 0d c3 db 98 81 ba b8 d5 c9 da 78 46 74 
92 94 e7 09 30 9f 73 9c 97 e1 eb a3 d7 13 15 1b 89 6d 
Data Ascii: n;?(mtz-e;gax0  @F^nG/-*;_vgK%~c v3.b_w`AecxiFj<2"}Z\3Ko$RE_ .7$x8%V0t-8'&F43%nBxFt0sm

2022-04-20 13:11:57 UTC 6813 IN Data Raw: 56 c8 b6 b3 3f e1 13 c9 a9 b2 8d f1 88 ed ec 71 c3 74 26 ea e9 b0 96 96 92 0b 87 36 1e af 07 ab 70 05 f5 a4 
44 29 fb 06 bb b2 5b 23 c3 2d 51 c1 c9 5a a4 79 b1 b5 5a 3f 0f 79 0d 86 dd b4 ea b2 27 9f d7 53 3d d7 23 d7 ed c8 75 33 
72 5d e6 d7 1d 58 1c 58 f8 4c 29 36 99 fc f5 99 ec e1 28 3c 42 bf 8f 2d 1d d3 c7 65 95 37 77 1b c4 a8 f0 81 5b 30 6f a6 2d 
a7 74 13 90 69 78 3e 53 fb 27 fb 57 fb 9b 47 a9 45 f3 8b a5 21 a1 8c 85 90 06 13 21 bc e3 59 1d c0 2c 7e fd 2a 9c 0b 57 
8b f0 7b 71 f7 22 5d b9 48 a7 ce ed e5 aa 65 a7 28 85 a5 c3 97 c0 c9 6e e3 3b b1 9d d5 40 1d 00 6f 2d 5b d8 c5 dd eb 66 
2d d2 c2 92 2d 1e 6b 1f 1f a2 e2 a0 70 b2 b6 eb 44 2a 3e d6 44 c5 ad 96 aa 78 e0 16 07 a7 91 7a 5b 2d 51 af dc 08 5e dd 
cd 5d 55 97 22 15 cb fc cd f2 db 96 33 00 bb 9a 75 23 
Data Ascii: V?qt&6pD)[#-QZyZ?y'S=#u3r]XXL)6(<B-e7w[0o-tix>S'WGE!!Y,~*W{q"]He(n;@o-[f--kpD*>Dxz[-Q^]U"3u#

2022-04-20 13:11:57 UTC 6814 IN Data Raw: 04 cd 11 58 64 94 24 9d 6f 21 ce d3 14 62 9f 82 9b 87 56 ab a8 64 75 1c c5 cb 1e 2c 3f 6d 07 b9 a3 16 62 23 
8f ce ad e5 47 d6 2d 18 b5 00 08 41 5b 84 09 e1 71 93 a2 8a 02 6d 07 36 36 be 24 00 e4 90 08 08 85 ee 10 28 08 dd e9 
c5 ea b8 b1 3b 01 69 11 08 1a 63 ad ea 1a 00 54 93 b5 14 3d 13 d7 fe 3f b5 93 2c d7 15 3e 94 b0 b4 35 a2 78 d8 82 ed 
d1 0c 01 a5 b0 80 5e da a1 fd 04 db 09 01 13 ad af a7 89 1d 79 1a 51 3b a3 12 38 d4 b3 87 96 34 db b7 52 46 58 c4 ef d4 
89 75 d6 2c f1 9f a2 55 1a 3e 1e 4e 45 1f 70 8c e6 47 44 36 ba 6c 80 0e 6d b5 96 64 e2 90 1a f0 78 a2 b5 c6 60 38 5a 20 
c3 58 c0 73 56 c7 43 cb 3c 47 8a fe 48 39 4f 20 6d 85 ad e5 d0 a1 12 6d 1c cc 5c 4c 1e d3 0f 6b 5d ad 2c f0 fd 30 c9 a6 
64 3f 37 80 e8 3c 3d 3b db ae a4 4c 61 ce e7 6d a4 2b 3a d9 20 
Data Ascii: Xd$o!bVdu,?mb#G-A[qm66$(;icT=?,>5x^yQ;84RFXu,U>NEpGD6lmdx`8Z XsVC<GH9O mm\Lk],0d?7<=;Lam
+: 

2022-04-20 13:11:57 UTC 6816 IN Data Raw: 6c 74 24 a6 b5 24 a7 d3 49 c2 b3 0e ef c7 85 03 54 4d 93 38 dc 47 e7 ec ec 16 6a 4c 3c d3 fd 96 fa 2b f5 cd 
83 cf e6 5f b0 61 8b c4 df dc b4 d5 01 82 c2 16 64 d9 bd f3 90 21 17 23 a2 09 85 d5 a1 43 6a 16 3e 9d 88 88 c4 44 3a 48 
95 44 26 d2 c9 f0 6f 4f a0 36 b5 41 86 e9 90 47 45 87 3c 4a f3 3e e0 93 1f 9d 34 d9 be 3a e8 6d 45 16 db f2 51 09 55 c1 
2d fc 34 69 f7 84 df 49 76 dc ea eb d1 6b 12 7b d8 48 75 c6 29 23 d5 6e a4 58 87 7f 55 1d 8d c1 ad 8b 74 87 39 ac 86 86 
da fc 1b dd 0d 20 85 2f 4e d3 ef 55 df a8 33 94 df 32 52 a0 a2 45 a2 08 d1 eb 61 f2 29 d6 11 5b 2e 63 9c 9d c2 24 f8 38 
c1 5e b6 0a ac 7d 89 8c 52 60 b2 4e f1 81 b7 f1 25 e5 00 df 99 1a 3a a9 4c e9 9c 6e 65 66 ec 31 98 1e 8d fe 76 12 e9 6f 
d8 fd 7c 0d fb 36 1a e3 a0 55 8d 2b 0d 5e 50 7f e5 08 5b 
Data Ascii: lt$$ITM8GjL<+_ad!#Cj>D:HD&oO6AGE<J>4:mEQU-4iIvk{Hu)#nXUt9 /NU32REa)[.c$8^}R`N%:Lnef1vo|6
U+^P[

2022-04-20 13:11:57 UTC 6817 IN Data Raw: 3a ff ec 8f 24 cb 18 37 b0 11 73 37 92 ac e2 27 86 5b 8a af ab 87 3a 2d f4 51 76 51 67 44 36 29 cc ca ff a7 fd 
97 51 c1 32 ab 6f 0e 18 f2 d3 01 07 6d 42 f4 50 1c f4 da 6d 6f 20 a5 85 49 10 e3 a8 9e 10 2f 24 7a 47 ed ef a3 3a 09 f8 ef 
80 a5 b0 f2 a2 0e 93 4f 22 6f 85 5b b1 5a be aa fc 64 5b b4 11 ed 3c 6e 44 3b af ed a9 a3 76 12 66 8b f5 de 26 98 aa 80 
ee 33 d9 e7 cb da 45 b2 f2 3b b0 50 bc 52 50 bf 03 10 fd 14 aa 8d 04 34 6c ee bc 0a 18 f4 6c cb 69 76 93 96 f1 35 17 89 
30 a5 6c a0 02 60 bd 13 d8 77 22 87 c5 ef 29 37 8d dd 90 13 88 70 0c dc 95 de 5c 67 96 66 05 79 ab 1a fd 0c 35 6a 08 
7d df 4f d9 aa 11 35 b2 01 94 55 43 5f 50 b2 53 9b 6e 49 e5 e4 b9 7a 13 05 8d f2 b7 18 f0 c8 0a bd f2 46 20 f0 91 25 df 39 
36 df 27 c2 2f 50 3a 9c 08 47 16 ed 0b 3a e6 bb 6f 
Data Ascii: :$7s7'[:-QvQgD6)Q2omBPmo I/$zG:O"o[Zd[<nD;vf&3E;PRP4lliv50l`w")7p\gfy5j}O5UC_PSnIzF %96'/P:G:o

2022-04-20 13:11:57 UTC 6818 IN Data Raw: d7 9f ba 71 4b 5c 4c b2 b3 55 f2 b3 63 8c 8e 84 b3 0d ac 88 f4 db 4e fb 62 ba 60 73 fa 9c c3 05 90 5f 46 4d 3c 
fe f5 04 a4 af 7c f2 b5 a9 0c cb 03 55 73 9c ee b0 fc 2a 6c dd 0d e9 21 a2 d7 86 c3 d9 ea f6 9c 16 6e 13 01 64 58 31 f7 77 
4d 55 7e 6e b4 db 0b 40 99 7b 9d fe 68 c1 aa 5b 68 8c 54 03 0e 64 81 42 88 42 ed 2f e5 a7 34 06 79 93 04 31 1e 18 40 
3c 8f b0 5b 70 17 d4 be e5 d1 b8 4a 76 d7 b1 5e f8 0b 65 9f 8c 60 05 be be 49 94 21 4c d6 36 e5 28 85 fd 53 28 2e e9 6d 
e9 cb 86 c3 05 8b ef 6a ab eb 12 7c b1 44 87 00 4c c7 6d d8 e0 b0 79 00 c6 b9 12 c6 a1 17 b7 42 10 2e 5e fe d4 7c 25 c8 
75 db e5 05 5d 1d da b0 09 6f 3c 56 e6 be 23 f0 19 a8 11 26 db 9c b4 d8 f9 b0 49 8f 30 d8 41 e4 66 c3 46 e8 8b 13 b0 dd 
65 96 38 eb 28 e4 34 75 98 80 c2 eb ed 6e 02 74 e6 3c 
Data Ascii: qK\LUcNb`s_FM<|Us*l!ndX1wMU~n@{h[hTdBB/4y1@<[pJv^e`I!L6(S(.mj|DLmyB.^|%u]o<V#&I0AfFe8(4unt<

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 167 of 324



2022-04-20 13:11:57 UTC 6819 IN Data Raw: 19 0d 8a a1 13 8f da 9f c3 59 1a 94 d9 4a 06 03 ba 8a 8b 2f 2b c0 af 66 32 3f ef 78 9c 00 1e 94 a0 e3 b0 77 f7 
d9 70 49 57 71 97 5e 5f 47 6b 33 58 08 f3 3d 6f 60 f2 d3 02 fc cd b3 22 fc 2d b0 25 f8 bb c2 96 e1 ef 2a 5b 81 bf eb 6c d5 
28 e4 57 58 1e aa 16 8a c0 03 1b 85 e2 32 00 1c 28 e0 26 b4 29 ae b2 3c 34 2a ae b1 3c b4 2a ae b3 3c 34 5b ca 4d 58 
85 bf 00 bb 2f 42 67 45 f8 5b c4 ee 81 8d 5e 86 df cb d0 3d de 5f a5 bf 6b 06 4a de f0 25 f9 55 ae 91 f3 a3 c2 b7 cc 7b eb 
3a a4 8f 73 50 3e 1c 8d 07 db fc ff b8 7b d3 ae 36 92 a4 6d f8 3b bf 42 d4 d3 87 ae 1a 12 59 0b c6 b6 d4 ba 75 63 56 b1 
37 8b 6d 4c f3 f4 a9 4d 25 81 16 d0 c2 62 d0 7f 7f 63 c9 cc ca 5a 84 dd 33 f3 7c 79 e7 4c 1b 55 55 ee 4b 64 44 64 c4 15 
9a e7 65 df 87 84 d7 83 42 77 ef 27 bc 1e 22 61 1d 
Data Ascii: YJ/+f2?xwpIWq^_Gk3X=o`"-%*[l(WX2(&)<4*<*<4[MX/BgE[^=_kJ%U{:sP>{6m;BYucV7mLM%bcZ3|yLUUKdD
deBw'"a

2022-04-20 13:11:57 UTC 6821 IN Data Raw: d2 cf 53 45 e5 71 b5 61 da c0 44 ed 53 11 12 9e e2 ef ca 36 ec bb ab c2 2a c8 bf 46 b6 ed 38 f9 ba d4 0e 1e 
bb 29 8c f9 13 b7 a1 10 3b 7b df 6f 7e 10 06 28 7d f8 96 6c f0 10 c3 05 20 b3 db 2b 8b 9b 13 a7 de 33 67 35 09 4e 27 f9 
63 d2 a3 f6 a5 8d 01 a3 76 71 49 45 bf 17 ba 23 0d 72 2f 3b 0a 73 39 17 79 6e a1 f7 8b 1c 8e d2 5b 32 bf a0 19 95 65 ab 
d0 9f a2 b3 95 7a 81 a8 72 77 a8 d0 d4 af 76 e0 0d 73 08 0c 6b 27 5f 77 e0 b5 64 f5 ad 65 a9 04 92 0e ce c5 2e 33 08 0e 
33 40 89 26 6e 26 d6 38 62 21 0c e4 40 58 67 30 30 77 7c 79 89 c5 92 2d 4b a1 8b ed 70 a1 44 27 19 c4 10 19 ee f5 69 
d0 1d d2 79 89 cc be 90 6f 29 04 a6 7e 9b e3 27 0a b2 cc e4 41 5d b8 90 a2 5a 79 1c 0d 93 34 04 5a e6 1a b0 c1 bc 55 
2c bc 21 9b e2 0e a2 5f 7d 5b 2e fc 3b 5f 62 eb 24 ba 3b 4d 17 
Data Ascii: SEqaDS6*F8);{o~(}l +3g5N'cvqIE#r/;s9yn[2ezrwvsk'_wde.33@&n&8b!@Xg00w|y-KpD'iyo)~'A]Zy4ZU,!_}[.;_b$
;M

2022-04-20 13:11:57 UTC 6822 IN Data Raw: 11 4f cc 83 3b 56 96 41 e3 09 da be 76 07 44 da 54 62 32 7b 2d dc 01 7f 3b c4 19 aa d9 5c fe 26 be a6 5d 36 
72 07 e3 2e 0e 38 83 c8 f3 a4 c2 22 51 05 b0 f5 ec 34 86 32 fc 49 9b 6c 9e 51 ec a8 54 81 c0 af 83 06 ac 43 44 f3 40 73 
fb 84 01 99 d4 58 70 ab 12 45 73 77 14 71 d6 66 c2 a6 39 6f b1 b0 ee a1 5f 02 f2 6e ee 6d 58 18 0e a0 e3 88 35 52 80 d6 
f6 ba 7e 77 a2 cc 76 71 9e 17 68 c3 bd ff f0 11 b7 5a df c6 50 30 b0 de 2a 5b 55 5a ff 30 2b 70 ac e3 fe 46 69 a5 5f 87 43 
ff 44 59 85 4a de a1 de d7 5c 83 69 73 42 4d df 40 ce 9a cc f7 c2 41 90 b9 c4 1a b1 b9 46 66 dd 43 43 76 1b 32 c2 98 79 
3c ec 4a ab 82 93 39 57 e8 f9 a3 49 31 30 f0 1a 7a dd 53 20 2e 33 f1 1e 03 5a 43 c3 bd 84 e1 1e b6 56 95 40 51 89 c4 24 
a5 17 e0 15 e9 16 0f 70 77 98 c9 e1 15 32 ba 3c 71 82 
Data Ascii: O;VAvDTb2{-;\&]6r.8"Q42IlQTCD@sXpEswqf9o_nmX5R~wvqhZP0*[UZ0+pFi_CDYJ\isBM@AFfC
Cv2y<J9WI10zS .3ZCV@Q$pw2<q

2022-04-20 13:11:57 UTC 6824 IN Data Raw: 4c 6a a3 fc f7 94 5a da 26 ce 1b be 0f 1f e2 0c 3c 2b 1b 9a d1 87 3c 67 b0 fe c6 ed bc 66 7d 8c f3 7d e0 ee a6 
6c 96 8c b4 9f e2 b4 3c 45 87 b1 d5 24 87 f0 db 9c 86 e7 c3 b3 ce 74 12 c0 f6 37 b2 7e 2c 89 05 9d f7 53 3a ef 3e 08 c0 
67 24 4f 1c 27 32 c5 ab e7 3d 4c 9a dc d3 8f 39 b6 21 8f dd 60 82 51 13 6f 24 0e 51 d8 8d 3a 13 bc c9 e1 67 8a 3f 73 8a 
8a 65 17 51 38 1f 7f f1 9a 9d 58 b7 b3 8e 7b 17 da 5c 81 d4 be d1 03 a2 c0 cb 7a 94 b6 9a 9e f0 7d 5c 9f ba 4d d7 6f f0 
16 dd c9 34 61 6f 3c cc b9 5c 7d a1 8a 6a 71 9d 82 ab a8 19 d5 09 5d 72 2d 59 d1 2c 55 c9 5c 8b cf c5 45 a5 94 e6 4e c2 
18 d1 0f f9 52 f6 11 07 93 7e c9 d7 71 17 e1 4b 5c 29 cd d0 53 39 c3 e4 4b 9c 22 a9 88 bc 61 55 40 fd e9 97 2c 0a 1f f5 
95 1a e3 59 64 f9 41 b4 d0 56 bc d9 4c fc c8 26 e8 24 
Data Ascii: LjZ&<+<gf}}l<E$t7~,S:>g$O'2=L9!`Qo$Q:g?seQ8X{\z}\Mo4ao<\}jq]r-Y,U\ENR~qK\)S9K"aU@,YdAVL&$

2022-04-20 13:11:57 UTC 6825 IN Data Raw: 9e 7a de 45 50 8d 05 cf 18 b9 9e 78 f9 73 bf e6 cd 14 22 31 47 be fa f5 43 71 4f 33 11 5f ff b3 00 28 46 1c 90 f2 
cf e3 80 ec a5 76 f2 bc 90 e2 3a ac 80 82 3f de ff 69 d7 d6 65 a0 1a dd b1 f5 5e 82 3b 3a 48 ef 98 0c 69 f5 7f 42 5a e7 d0 
c8 39 14 75 2e e9 cc 27 94 a9 38 50 8a 8a f7 b4 45 7f 64 18 fa 27 e3 8a 61 44 31 19 7a f4 d6 a9 1f b9 ae 79 f3 cb 48 86 
8b 3e de 32 9a 2e f9 c1 76 9d e1 39 11 6a 8f a0 03 ca 1f 39 8e 22 11 de 03 22 bc b7 8d 03 13 18 ea 36 65 f8 7f 28 19 d8 
b7 82 c8 43 9e 9c 09 5e dc 47 e0 ed c5 4e fb f5 15 75 a1 65 06 60 ea 8e b7 06 c8 23 cc 25 ef 3d 82 6e 18 87 93 4c 3a a5 
ff d8 a0 7b 61 65 31 ab 0b c4 b7 d2 00 4d dd 74 9d df 66 02 a2 6c 0b 97 1b 72 7e 9b 0f 6a 81 f1 b9 04 42 d8 02 ad ff e6 
b9 6c ee 9c 80 61 63 d3 b5 48 e1 2e 2c 2d 79 af 
Data Ascii: zEPxs"1GCqO3_(Fv:?ie^;:HiBZ9u.'8PEd'aD1zyH>2.v9j9""6e(C^GNue`#%=nL:{ae1Mtflr~jBlacH.,-y

2022-04-20 13:11:57 UTC 6826 IN Data Raw: 85 ed 5e f9 88 70 1a cb 48 ca f2 d4 ab 64 0e 74 10 77 ae bc d4 ec b3 92 50 61 e8 e4 54 e9 36 11 19 cd 9d 89 
df b2 96 89 68 27 97 28 4e 46 b7 f6 9b 2c a3 16 a8 c6 eb 1a ff 69 f8 a9 21 a1 f1 9d 73 43 e9 56 94 8e 89 e7 5a 46 16 91 
7e 6f 49 34 68 49 03 fc 4a 0e b1 7b e9 d4 94 7b 6e 50 79 83 6a dd f8 06 43 1d 54 d4 11 09 af 1b 57 d5 6b 11 26 f3 ce 67 
10 83 ca 2f 33 88 4f b7 24 b5 62 dc 64 6f 7e 3c 6a 17 e3 26 7b 66 3c 6a 1d bd 99 f4 0e 9a c3 3c 51 1c 26 c6 71 3e fe 19 
87 59 0f 52 cb f9 90 81 66 7e 7a ca 10 b5 9d b7 7b 13 11 d2 5e 30 1c 5a 18 bf 09 c9 f3 a8 16 26 37 36 bd 53 0e 7a be 69 
68 01 43 f9 bd 9c 0a d5 15 71 7a 24 82 6a ef 47 4d 3f 81 95 d5 d6 5b 18 b5 89 ed 8a f8 0e c7 48 fb 97 7b ab 36 2f 41 e0 
f8 39 61 5b a4 9b 51 c3 22 cb 31 ba 55 93 de 9c 56 d2 19 
Data Ascii: ^pHdtwPaT6h'(NF,i!sCVZF~oI4hIJ{{nPyjCTWk&g/3O$bdo~<j&{f<j<Q&q>YRf~z{^0Z&76SzihCqz$jGM?[H
{6/A9a[Q"1UV

2022-04-20 13:11:57 UTC 6827 IN Data Raw: 50 c3 da 7b b3 96 6d a8 65 9b 6a e9 c5 b5 c0 39 fd 56 9e 1b 82 a2 c5 3c 03 99 67 0d 76 92 b8 7b 33 d3 26 64 
da a4 4c 77 32 53 75 eb fd 4c 0c 33 93 4e 3e 6d 33 71 ff 66 69 3d c2 b8 c5 d2 ee 65 69 a5 99 18 e5 66 81 29 86 c4 53 4a 
3c 92 89 61 c3 cf c4 24 23 e2 ca 85 80 cb 58 8c e7 14 16 21 96 ae 72 1d 1d 73 79 04 ac a4 a1 de 67 62 fa 46 de 8e 4a 
37 8d f3 76 8c bc 8f d9 56 6d c4 ad 7a 78 a3 e4 0d 55 ca 83 2a 79 c1 78 a9 20 92 32 e3 0d e7 d6 23 81 d1 16 c9 57 68 43 
47 59 36 03 43 a4 3e a9 28 01 a8 42 08 1a 1b 88 de 27 d2 c1 f6 0c 2f 3f cd 2f 10 87 e1 26 22 37 86 69 f6 c2 d6 e9 05 99 
32 f9 e4 7d 95 bc c8 95 36 28 33 58 26 f3 08 7e 3b 24 b1 99 70 13 46 b9 82 d8 cb ac ee d2 8d ba be 4f 8f a5 71 8a 96 cb 
7c fc a2 5f 0c 86 83 b0 1e bf 72 38 0a 05 5e a8 7b 57 18 12 
Data Ascii: P{mej9V<gv{3&dLw2SuL3N>m3qfi=eif)SJ<a$#X!rsygbFJ7vVmzxU*yx 2#WhCGY6C>(B'/?/&"7i2}6(3X&~;
$pFOq|_r8^{W

2022-04-20 13:11:57 UTC 6829 IN Data Raw: 26 ad e7 08 cd 43 a0 63 04 66 75 d4 26 29 53 07 b2 8d f7 4b cd 78 30 37 75 c4 9b 5a 7d 6a dc 12 d7 a3 b3 b1 
01 af 8c 61 9a 7a 3f 44 88 41 56 f8 30 f7 6e cc 8e 6c fa d9 38 57 26 d4 27 b2 52 96 88 2b 17 b1 d4 f9 d2 3c 01 ce b4 e1 
b0 5f 15 f4 fc 39 97 78 dc 50 80 35 f7 97 47 50 e3 25 eb fa 80 d7 5b 2c 03 81 91 5c 66 1b d9 81 a8 f1 99 96 01 ee 48 54 
45 67 af 0f 14 da 48 53 b2 32 15 e2 99 24 c7 ea d4 36 64 f6 11 1a 0b f7 1b d1 c4 be 8a 44 e7 3a e7 1e 42 17 b4 50 ae 6d 
aa 5c 18 ac 7d 84 41 46 f2 04 91 2a 39 d0 10 f9 eb 70 b9 a2 ff 46 c9 58 58 f1 32 68 62 79 fc b7 42 7f 5f e4 1e a9 51 02 96 
69 f5 76 a1 c4 fc ee a8 5d a3 2c f4 34 ab bd 99 cd 60 20 d7 44 5c 06 1f 4b c6 f3 7e 60 3e d1 8d 24 d5 31 0a dd f1 70 e0 
60 9d d5 5f af 2a 96 14 42 2e 76 4e 31 1a 0c 29 b7 94 
Data Ascii: &Ccfu&)SKx07uZ}jaz?DAV0nl8W&'R+<_9xP5GP%[,\fHTEgHS2$6dD:BPm\}AF*9pFXX2hbyB_Qiv],4` D\K~`
>$1p`_*B.vN1)

2022-04-20 13:11:57 UTC 6830 IN Data Raw: cc 74 f0 ed 21 7c 03 b6 e7 38 6b f2 b0 68 fa b1 7a a2 e5 ba a4 1d c0 07 e5 92 28 0f e9 ee be 6d 3d 9e 3f 7c f2 
7c 38 b5 ee f6 c2 fd 0f 40 22 c4 7e 45 7f 1c fe f8 e2 ae b7 11 0e fa 69 1c 74 3d 4b 5c 9d ee c3 51 fe a7 91 df bd 39 0c 76 
21 c5 f7 4f 7f 3e 6f 85 90 fd d4 f8 38 38 0e ca 3f b0 f0 5e d0 7b b8 c7 c2 cf 8c af e7 8f de 51 1b bf ee 1c 9e dc 97 03 b9 a4 
0e 2a 6f 4d 24 03 dc e2 69 cd d1 ab 2e 26 dd 1e 14 7b 3e ef 12 b7 8c 16 37 1e 5b d0 8b 2f 73 ee 6b 6c 4f 43 84 10 70 87 
c7 c0 1d 64 90 45 20 9f 7e 46 af 1d 03 01 33 80 48 c9 c1 a8 ae a8 c1 93 3b 46 33 df 70 74 9e b3 40 ce b8 16 84 e3 a1 a9 
d6 05 1d 79 33 71 98 77 84 7f 05 96 66 0e f0 ed 37 ba 7c 73 93 fc b5 97 a3 e1 f2 53 e8 b5 71 c3 83 99 c3 d0 c2 19 38 16 
25 09 1e 33 c2 b1 16 77 52 00 d5 89 a2 90 07 
Data Ascii: t!|8khz(m=?||8@"~Eit=K\Q9v!O>o88?^{Q*oM$i.&{>7[/sklOCpdE ~F3H;F3pt@y3qwf7|sSq8%3wR

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6831 IN Data Raw: 5f f2 35 23 e9 76 6f 1b e6 50 d7 6f 8b 07 39 06 92 a4 c6 bd 2d 7e 8b d2 cc 2b 2d 49 19 6d d9 6b 18 d7 db 9e 
8a 1c be a3 f6 cf 61 c3 23 80 ae f3 ce bc d9 8c a0 65 c1 d4 37 58 71 53 4e f9 c2 e6 25 bb 68 a1 cb c1 ac d0 0b 05 5a d5 
ca 01 6b fe 07 05 ee c4 05 62 69 fb 73 fd a2 7f a9 b4 c3 64 69 ad b9 4b b7 53 ec 05 98 62 37 2f 85 da 79 64 e5 82 a9 de 
80 a5 be 3a be 0b 47 ec e3 d8 0d 90 a1 93 04 02 63 da 8d c3 91 62 f3 78 97 23 e6 34 52 38 fd 06 9b 81 2f 1f 18 4d 56 bf 
df 5b b6 ae 2d b9 bb be a6 3d 6b c9 
Data Ascii: _5#voPo9-~+-Imka#e7XqSN%hZkbisdiKSb7/yd:Gcbx#4R8/MV[-=k

2022-04-20 13:11:57 UTC 6831 IN Data Raw: 06 a7 85 d7 07 88 94 35 71 23 96 e8 44 59 47 00 2e b0 8e c3 75 9a 2b 65 f4 4c fe 96 30 08 5a f7 32 64 b6 2f 
bd 3d ad b8 37 18 ea cd ed 91 df 5b c1 0b c3 41 21 24 7b 57 8c 2c a8 48 6e 1f 32 ac 73 92 2d f9 91 d1 f8 91 2e 7e ab 88 
75 8f 19 d2 2f e9 ad a4 cc 9b 24 f9 47 01 58 fd f6 9a 6e 2d 36 9e 22 db 66 20 b4 40 aa 09 56 81 59 b4 af a1 7b 0b 9c 93 
f8 9e 1c 99 83 83 4c bf 52 3a 97 58 0e 1b 03 6f 19 de f5 dc 09 ec e8 7e 51 f7 9a bb 31 1c 59 5a 6f a2 95 30 86 e9 1d 50 
32 ec e1 f7 8a 38 38 70 ea df 4d 5a 29 07 29 57 ca 24 55 10 dd 7c 61 3c 5f 66 85 e9 de 8b 38 77 74 3a 30 23 36 29 85 1b 
48 f6 83 20 57 a6 e5 73 86 f8 df a6 c5 20 c6 a6 27 3c 9e 22 df 22 a0 33 35 75 7e 70 94 6e 51 6e 28 3c 71 0e 7b 7d 28 35 
48 22 69 c7 e0 43 82 38 56 f6 6f 68 c6 c8 36 3d 4e ed b7 
Data Ascii: 5q#DYG.u+eL0Z2d/=7[A!${W,Hn2s-.~u/$GXn-6"f @VY{LR:Xo~Q1YZo0P288pMZ))W$U|a<_f8wt:0#6)H Ws 
'<""35u~pnQn(<q{}(5H"iC8Voh6=N

2022-04-20 13:11:57 UTC 6833 IN Data Raw: 56 d9 79 72 5e 9e 4b 29 04 9f 40 dd b8 c5 57 f1 eb 37 f9 d7 e4 63 6a 8e 77 31 f7 76 57 76 7c 03 7e 2b 11 71 
e4 6b ed 96 d4 4a 4a f5 e4 7d a7 e1 4d 6c b5 0a d5 05 9e e9 56 10 ab 2f 2f db 0d 2e 66 ff bb 76 44 28 4a ad e5 66 76 0d 
ed 1e d9 f3 ad ee db b1 5b e9 4c 03 b9 3d f0 48 b7 18 ee 1c ed 38 95 3c ab db e0 27 5b 20 2d 09 7c dd 8e 2f 46 da c3 44 
d2 1b 36 73 28 1e aa a4 6e 94 f8 fe 4d fa b1 ba 91 4a f0 7c 93 48 b0 ef 69 b5 eb 65 97 11 cd 65 43 d7 25 22 fc 30 94 2d 
3e b7 65 32 a7 be c0 64 d6 cd 9f cb 5b 26 4f 7b a4 18 12 32 a9 44 47 53 d8 58 9e 6f cc c7 f7 6e 43 be 44 43 7b 53 f9 db 
ef 18 5d 77 6f 13 4d 3f 96 d5 4f 5c 23 8d 67 58 59 48 64 17 5a 07 17 fb b8 8a b3 f3 19 62 b2 48 cd d5 4d 47 39 f8 55 94 7f 
df 44 8e 70 df a8 e4 1b c7 0a 79 b0 ab da 59 46 0e ce 
Data Ascii: Vyr^K)@W7cjw1vWv|~+qkJJ}MlV//.fvD(Jfv[L=H8<'[ -|/FD6s(nMJ|HieeC%"0->e2d[&O{2DGSXonCDC{S]woM?
O\#gXYHdZbHMG9UDpyYF

2022-04-20 13:11:57 UTC 6834 IN Data Raw: 2d da 6e dc 51 aa 76 e3 90 cc ac 4b 08 7e 73 27 2b 69 63 79 52 81 b0 53 a2 88 74 72 66 88 d6 f2 53 cc 7f a3 
e6 27 ac 2b 3a 3a 94 8c 06 2c 06 64 23 12 d4 f0 2e 4f d9 18 0b 84 d3 a6 12 60 32 87 56 e2 ec b8 93 01 b4 3c b2 6c ad 
e5 7e d3 7a 35 3a 36 65 9b 80 97 a6 3b 10 a7 f0 e8 8e e9 0e 18 08 6a 86 d7 e9 75 e6 f0 a9 2c 9d f2 91 7c 1f 68 3b 3f 83 
0c 42 05 7b 43 24 91 31 07 4a 46 06 68 2f 98 3d 89 e9 16 72 aa 88 a5 62 97 dc e2 8e a3 99 c2 9d ac a9 ae 32 bb ad 4a 
cf f1 3a a4 6a 8c f0 29 73 d8 2b e7 42 8c 6c a6 0d 8d 65 46 c8 66 08 08 ef 89 b3 f1 49 c5 ef de c6 08 39 84 c1 a4 b2 9a 
08 1b 3b 6a be ef d3 e7 66 85 8a f2 9c a6 fd b9 64 a3 5f c3 b7 36 1f b8 02 ed cb c5 b8 8a aa ac 9a 1b ef 7a 60 93 e5 fc 90 
9d e7 33 1e 5f 18 f8 33 c5 a1 c2 8c 7d 69 6d 7d 45 94 cc 6b 
Data Ascii: -nQvK~s'+icyRStrfS'+::,d#.O`2V<l~z5:6e;ju,|h;?B{C$1JFh/=rb2J:j)s+BleFfI9;jfd_6z`3_3}im}Ek

2022-04-20 13:11:57 UTC 6835 IN Data Raw: 7f 27 2e f1 eb da e3 ad 6f 38 69 5c 55 af 31 c2 c7 a6 cf cd 85 d4 df 11 ec ba 0d 39 9e 6f 12 38 a5 c4 85 86 46 
1b 10 c2 e4 06 48 55 12 b5 85 f8 c2 1e c9 c2 84 92 22 77 98 34 ac 81 fe 1a 56 69 68 12 4b a6 b0 ac 9a ec 85 7c 16 6f 66 
f3 90 ec 3e 47 16 d8 49 5a 78 df 28 7d f4 86 a2 68 16 96 20 45 0f 36 84 13 05 a9 3a f7 5c ff 16 b7 7d eb a8 75 de 5a 3f 68 
7d df da 64 3e d8 22 b6 89 85 41 6d fa 6d 78 08 55 61 8e 7d 94 f9 d1 d2 34 89 33 d2 b4 bd 46 a5 fc 49 c4 e7 36 0c 82 84 
47 5b 24 ef 52 af f1 44 e6 89 12 e1 63 4a af a4 06 80 70 6e 1c 23 33 8c 86 18 92 a4 a5 fc d6 24 57 89 32 73 5d 12 b2 ad 
5f 14 bb f6 8e 5b 47 14 4c 56 6c 27 07 59 fa d1 25 c6 59 4c ab 79 04 95 0c a5 df 10 99 b4 24 b4 15 e4 b1 25 ae e6 49 38 
0a e2 af ec 2f 87 36 96 8f 1b cb 23 e5 38 f1 b3 ca 
Data Ascii: '.o8i\U19o8FHU"w4VihK|of>GIZx(}h E6:\}uZ?h}d>"AmmxUa}43FI6G[$RDcJpn#3$W2s]_[GLVl'Y%YLy$%I8/6#8

2022-04-20 13:11:57 UTC 6836 IN Data Raw: 19 29 73 af e9 2d db c9 84 12 b1 bd 96 f9 b0 f0 b9 cd b2 5a 6c 49 3e 7c 7b 9b 3d 1e a2 05 98 c6 48 26 d7 34 
8d d3 75 fa 80 fa 08 1d fa ce 6b 98 a8 f1 0e 85 af 90 22 96 d7 84 c6 7b e8 c2 c4 7e 64 a4 8b 81 e9 a5 79 f5 33 a1 3f 8f e9 
e0 a9 51 6b e3 6b 41 f1 94 e6 0b b8 f0 3b 3a 31 51 97 85 4a 2e 5f b0 03 10 88 45 27 1a 1c 83 5f 3a c6 f5 a4 2b e5 63 c5 
b7 32 fd 6d fe a9 c9 10 48 ba 68 7c f5 3d 07 02 6b d0 c1 88 4e 93 74 6b 18 16 ab cf b8 58 9e 6f 5a 45 02 c9 3c ca 43 7e 
90 2c 44 84 83 dc 27 49 1b 17 d6 0e 31 25 f1 2c e1 89 df ef cc c4 e9 bc db 88 ed 79 fc ad e1 a1 43 70 ee 33 b1 b0 9f bb 
69 4e 59 6a e2 d8 09 92 f7 7b 7d dd 3d 62 e6 50 99 b1 4f ec 2b e8 5b 46 f7 65 78 c7 c0 ef 84 4a 2b a3 07 f5 dc cc e1 35 
f2 b3 a7 35 71 ad 06 c8 6c 82 c7 f0 8c cb 77 c5 32 a6 
Data Ascii: )s-ZlI>|{=H&4uk"{~dy3?QkkA;:1QJ._E'_:+c2mHh|=kNtkXoZE<C~,D'I1%,yCp3iNYj{}=bPO+[FexJ+55qlw2

2022-04-20 13:11:57 UTC 6838 IN Data Raw: ba bc 96 b8 c5 b8 c9 31 94 35 54 eb 1d 37 73 b7 05 b3 b9 59 95 11 20 9c 7a d2 fe 74 4b 6a d1 b7 e5 df af 34 
ed 64 86 c1 ea 3f 52 83 5f ce 53 e6 13 5e 00 47 aa 34 ea 13 01 43 76 75 d2 46 7e a1 6c 09 7a a6 92 53 82 5b dc d5 16 
b1 2f 5b 7c 6d cc 79 fc 38 84 c1 6c 9b 3f cc 7c e4 f3 d9 4f f8 7b 0e 3d 8b d2 76 60 39 4a 47 36 02 f3 c9 08 0c 25 bc e6 97 
4b 0c 56 0e 67 89 b5 88 04 05 8e a2 b2 4d 0e af 8c bc 39 4f c6 cb 9b 85 d6 a5 cd 8d c0 eb 45 19 7b 24 65 f7 1b 39 71 22 
f6 e4 4e f8 d0 e3 09 44 06 8c 03 84 d3 2d f8 14 82 40 82 72 d6 3f 9b ec 29 1a e7 99 cc c6 46 55 df 40 9b b6 89 db c5 08 
78 cb cf f3 45 be b4 a1 b3 42 c3 eb a1 3a f4 6e 48 21 fc f8 d0 91 1f 86 e9 0f 9b a9 d3 60 93 3f 93 df 89 f4 0e 9d 9f 60 de 
11 b3 fd b3 23 06 fb 7f a7 0e 98 72 1c b2 4c b6 32 32 
Data Ascii: 15T7sY ztKj4d?R_S^G4CvuF~lzS[/[|my8l?|O{=v`9JG6%KVgM9OE{$e9q"ND-@r?)FU@xEB:nH!`?`#rL22

2022-04-20 13:11:57 UTC 6839 IN Data Raw: 2a 86 fc 0a 5d 56 c4 cc c9 b3 b6 8a 19 d7 8c 3c 51 a3 2d f3 c0 58 35 e0 05 7d 20 4d 45 c8 6c c3 69 18 6d 3d 
dd d9 ef ec 66 4d e9 00 ff 7a f7 f7 eb 1d 2c 38 e8 89 f3 0e ce d3 e9 c8 0f 97 ad ab 77 d7 d6 32 26 bb fa bf 7f bd bb 5e fe 
ab c8 7f b3 29 ae fe 7a fc fb af 15 f3 cb bb ab bf 9a 90 b6 a9 5e 70 0b 5a d5 2c 2c 92 6a 42 f8 04 e3 88 46 31 c5 2d f5 cb 
32 e2 16 ec 55 f5 54 92 6a d5 6b b8 e4 43 e3 83 c0 d9 0f 97 96 d4 af e2 68 3a c0 72 e9 e2 38 18 52 30 4d af 88 21 50 b0 
98 e2 70 d4 8d ba 03 82 e5 4f be a2 3b dd f9 c5 bd be fa 4e 7c bd 3c 23 db 8e 06 f2 f5 23 1c 32 b6 34 f0 f4 8b d9 63 a7 db 
0b a5 dd 8d 67 66 d4 b2 95 ee d8 7e 35 de 7c 1c 82 0d 44 7a ec 62 dc 42 5a d8 70 d8 36 ad c1 6d d8 ed 77 86 d1 4d 70 
37 b8 f3 fd e1 b0 7d d7 eb 76 fb ae db 81 ff a0 b9 
Data Ascii: *]V<Q-X5} MElim=fMz,8w2&^)z^pZ,,jBF1-2UTjkCh:r8R0M!PpO;N|<##24cgf~5|DzbBZp6mwMp7}v

2022-04-20 13:11:57 UTC 6840 IN Data Raw: 2d 3b 86 b1 36 62 c8 42 bb 41 31 a3 c6 08 1d b4 e1 df 4e 91 8c f1 cf 48 40 11 78 a9 3d 8a 6f b4 6b c0 c2 d5 
2c 87 a2 04 8e d4 b5 38 bc 10 e9 6e e0 a0 9c f0 43 2b d8 1e 8e ce 5d cf d6 71 55 46 57 23 a9 31 5a 01 aa 05 1d 89 77 
de 54 0f 70 86 1a bf be 82 74 31 65 5b 2a 33 b8 42 70 e5 5d b3 31 80 74 07 2e 89 08 fe eb c0 7f 7d d2 d3 f4 51 4f 23 a9 
d3 3d 24 ef 5f d7 2d 6f 34 7c 1c 93 3d fc 7d 11 17 40 33 82 1f 30 99 35 2b 02 56 42 bf ed a8 b7 fa 48 d5 df 96 96 e0 6f 77 
d2 0b 81 54 25 5b 8c 28 52 ee a0 db 46 88 5e 87 4e cf a5 a5 05 38 86 a8 28 67 e6 da 2f 30 8a c0 b1 5c d0 b9 15 e2 5b 
21 db a3 df 46 02 da a1 9f 3a e2 ae 37 05 1e 58 bf 68 cf 28 4c 2e af 95 97 e1 40 f2 b4 b5 17 83 75 a9 99 0b 06 c3 77 65 
e6 68 38 60 bb c8 20 c1 f1 20 82 83 30 6e 86 8c 05 fb 46 09 
Data Ascii: -;6bBA1NH@x=ok,8nC+]qUFW#1ZwTpt1e[*3Bp]1t.}QO#=$_-o4|=}@305+VBHowT%[(RF^N8(g/0\[!F:7Xh(L
.@uweh8`  0nF

2022-04-20 13:11:57 UTC 6841 IN Data Raw: 9d db cc e2 0a d4 f0 bd d2 f5 62 aa 6d 74 62 dc 76 f0 5e df 06 11 af 37 69 58 d4 23 54 0a 27 b2 3f ad 68 37 79 
11 c7 b3 d9 1a a0 27 dc ca a9 dc 49 2b ad f6 0a 87 ef 74 bd 5e 68 5d 37 2c 0f b6 cb da 2a 9a 02 98 a5 53 5b d2 35 a4 7c 
f1 25 36 17 90 09 8f c2 08 fc 11 29 db b6 17 a8 ff b0 75 b8 b5 f2 85 e3 29 61 3d e5 62 89 af 96 3a 0d 6b eb 68 f3 ef e3 ed 
bf 4f 90 09 b4 96 7f e0 01 0f 39 36 f8 ba 79 05 17 11 e4 f8 bd 0f fb a6 0b 14 7f f2 6e 14 f6 50 3c ad 17 bc e1 74 10 b8 a3 
e7 86 f5 fb 72 67 f9 77 eb 77 98 a8 07 90 15 da c2 17 91 e8 f0 dd 51 6a 54 1e 1f 1f 57 30 70 e2 ca 74 04 cd c3 d1 c0 58 
90 0b 6d ba 15 bd bc 47 78 87 a0 78 1b 3e 37 83 c6 0b fc a9 d1 c3 ac 06 4f 33 47 c4 f0 4e d9 06 b6 a9 d5 eb 3e 7a 41 af 
1c 00 cb 34 45 1a 72 0d 03 72 8a 61 c2 c3 81 a5 
Data Ascii: bmtbv^7iX#T'?h7y'I+t^h]7,*S[5|%6)u)a=b:khO96ynP<trgwwQjTW0ptXmGxx>7O3GN>zA4Erra

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6843 IN Data Raw: 33 52 2b ac 17 e4 08 49 a7 c6 a1 ef 4f 47 18 e7 c7 1d 04 84 05 49 67 67 62 32 7d 0d 67 ee a1 43 2e 5e 39 90 
1e 8f 66 a1 51 fa 77 e6 ee f5 35 28 f6 a9 17 cc fe fc 96 14 c3 be 9b b7 ab de c4 2e e9 60 dc 28 9a 4d ec df aa e2 7b d5 a9 
ff f6 4f 59 8c fa 9c 0b 57 f2 da c6 68 53 e4 0c 33 e9 10 2c 5b 86 be b7 15 4f cc 27 f8 0b 32 c3 c5 c4 79 d9 b0 3e 87 ee 28 
c4 ed da ae 07 f6 3c 16 28 8e 5c 45 e8 71 a1 be 64 76 57 cd 13 72 26 9e 53 7a 29 13 fc ca 87 65 31 19 4d fd c9 70 84 b8 
6a b0 72 2f 82 ba 83 2a 94 4d 0f ad 14 36 bd 64 12 f8 5c ec f5 89 f9 a6 5f 8d a7 90 9c 9f cc 31 91 9f 50 f6 16 4f 61 1e 9c 
8c 0b 29 cc 5b e2 3e 8e 5b b2 2a 63 ea fa 2a ea 18 4d 5e 10 c8 53 45 b1 a9 32 60 3d 26 19 35 4a f5 d1 1f f7 f5 e5 e5 91 
23 13 5f 8d ae 8b 17 fb d0 60 4e 0d 8f a4 52 8c 
Data Ascii: 3R+IOGIggb2}gC.^9fQw5(.`(M{OYWhS3,[O'2y>(<(\EqdvWr&Sz)e1Mpjr/*M6d\_1POa)[>[*c*M^SE2`=&5J#_`NR

2022-04-20 13:11:57 UTC 6844 IN Data Raw: aa d9 3a dc 3a 3a 2f 42 b5 f0 ae b0 f5 05 1e 0a 67 bb eb 07 07 58 d7 42 01 ef 69 8e 4f b1 89 85 8d e3 93 cb 
d3 d6 ce ee 79 61 f7 f8 60 73 0b 5e 7e de 82 b6 ad 7f 3e d8 e2 ba a0 5f 1b 07 eb ad 43 51 d8 5c 3f 5c df d9 a2 5c c7 50 
0c 74 0f d3 71 03 0b 5f 77 b7 f0 1d d6 b8 0e ff df 38 6f 1d 1f 61 4f 36 8e 8f ce 4f e1 51 40 47 4f cf 75 de af ad b3 2d 51 58 
3f 6d 9d e1 98 6c 9f 1e 1f 42 1f 71 4c 21 cb 31 95 22 01 b0 b1 18 1c ef e4 b4 40 12 7c be 38 db d2 25 16 36 b7 d6 0f a0 
30 98 a3 a3 e4 24 e2 a4 ae fc 37 ff 07 d4 85 ec f8 d9 2d e0 47 af eb 09 b4 16 f0 3b 48 6a a6 83 00 e4 a1 e4 12 97 9b 6d 
a1 c0 3e 57 ef de 45 b0 a3 a7 1e a1 ec f6 5d 0c 50 fe 0e 4b 79 e7 f5 86 1e bc 18 4f e4 8b 62 07 9a ce 3f a0 07 64 0b 37 
6a bb 7e a8 96 ed ef f8 ed f7 42 84 b6 81 b8 aa a7 
Data Ascii: :::/BgXBiOya`s^~>_CQ\?\\Ptq_w8oaO6OQ@GOu-QX?mlBqL!1"@|8%60$7-G;Hjm>WE]PKyOb?d7j~B

2022-04-20 13:11:57 UTC 6845 IN Data Raw: 35 e8 a9 c2 4f f5 76 15 27 ac f4 54 6b 9b 6b 22 5f b5 6d 5a 54 14 0e 80 6d f5 6b 0a 54 ed d4 97 75 ca 98 87 
68 7e 8d 20 9a 72 c8 e7 be e5 26 e6 ba 0c f9 14 ee 17 b7 70 04 8b 65 d3 68 54 d7 9a b4 98 b4 70 a5 59 6f 70 34 44 b7 
68 ae fb 4a c7 97 2e 52 24 6a d2 68 d6 aa 30 aa d0 3a 51 09 2d b4 9b 8d 46 ad 59 d4 c2 12 57 b8 be 6e 56 f4 a2 d6 29 
71 66 38 ec 2f ea f3 a0 68 9b d5 d6 46 b8 69 b6 ab 95 3a 1e aa 6d 2e 46 4f b5 76 7d 2e 94 58 31 48 03 15 74 01 48 ec ad 
07 3c 92 a5 41 18 8f 8d 80 e3 b3 2f 75 df f8 a7 dd d7 0d d1 f9 2e 61 74 f1 dc 0e db 9a 1c 84 4c a0 b9 7b 08 37 36 36 9a 
6d 4d 0d 4a 7e a1 f9 e5 2f 66 b5 ad a9 a4 7a 45 24 b5 0c 55 bc da 92 99 56 9a 35 3d 99 9a e3 5a 17 53 43 24 44 c1 a2 a
4 bb 01 6c 4e 56 b7 fe a8 fd 8f b3 82 ae 35 1e 2a f0 66 8f c6 9a 
Data Ascii: 5Ov'Tkk"_mZTmkTuh~ r&pehTpYop4DhJ.R$jh0:Q-FYWnV)qf8/hFi:m.FOv}.X1HtH<A/u.atL{766mMJ~/fzE
$UV5=ZSC$DlNV5*f

2022-04-20 13:11:57 UTC 6847 IN Data Raw: 74 e1 53 be 54 b2 3a 36 98 8c 60 73 56 a7 d1 b6 67 e0 af 89 f5 0b 68 9d ae ea aa 66 20 49 d7 be 4e d5 17 94 
ec db b8 be 00 f5 cd a5 af 2c 7f 9d 47 3f e7 c2 54 1d dc 1e c4 20 3b 4e 51 0f 97 88 2a f1 eb 2e d1 51 22 e1 46 20 9e 8e 
06 84 3b fc b4 33 86 a1 3b 38 12 4c 32 23 f5 34 b4 1b ab 35 5e 6c 1d 4a e8 ac 87 16 e1 be ce 9c 1a 2d b6 ce 39 88 25 4d 
55 b1 88 22 e7 76 d7 ee a8 49 a6 fe da 15 bd cd d9 08 e6 72 c9 5a d5 0d 89 4a e2 24 35 55 ba ba d1 dd 2c 16 bb 6d 22 
2f 54 6a 20 56 af a8 6c 20 96 f5 be 4f 60 64 1a 43 0b ba 44 98 4c d9 98 60 ba d8 26 ba b2 a3 a8 0d 7c 98 b9 6e 77 ac 4e 
a9 a4 33 8e 7b 38 47 1e 08 66 b2 23 1a 56 a8 6b 4a 1c 44 c1 52 e9 dc 90 f9 4d dd f0 d3 19 4b 25 c0 e4 9c 47 99 78 f5 0d 
d9 61 01 94 22 7e fc 08 dd d1 79 2d 86 ca 86 ad 9e fd f3 cd 
Data Ascii: tST:6`sVghf IN,G?T ;NQ*.Q"F ;3;8L2#45^lJ-9%MU"vIrZJ$5U,m"/Tj Vl O`dCDL`&|nwN3{8Gf#VkJDRM
K%Gxa"~y-

2022-04-20 13:11:57 UTC 6848 IN Data Raw: 30 76 58 40 74 9a fb c4 ce fb f5 71 dd 45 9c e9 db e3 99 16 89 ca a2 f2 23 81 bf df 53 f8 eb 94 9d a1 44 5a f6 
ef ba eb 19 40 81 db a1 c1 2a 6b 87 96 5c 40 f0 6b 22 28 34 e1 b5 a6 5e 49 12 a6 5d 2f 92 54 c1 b8 5f 06 c6 35 7e 7c 62 
11 91 99 08 4f cb 98 d9 c4 c0 16 03 b8 ed da 12 8f 60 b9 76 3d 30 bd 6f 11 4d d5 23 72 5e a5 29 a0 86 46 0e e3 15 1e 48 
1e 1e 49 8e 90 2f fc 76 cf ee 8b 2c b7 6e ad ac f0 33 55 68 33 db 43 6f 78 02 9b 8c 97 62 51 bd 82 ff f9 e9 83 f5 62 76 8a 
28 27 be fa e2 2b b2 89 ec ff 2f 24 f8 eb 63 4b b7 ee 49 f8 6b 95 b4 71 c9 c7 f1 d8 98 70 b4 85 91 de 6f 20 82 6f f9 86 b8 
03 da 53 ef 45 12 ad 0d 21 21 c7 e0 b4 14 38 e7 4a f4 23 ae fa fa cc 5d 19 9c eb 1b 1d b1 31 96 4a 24 3c e6 94 da 7b 9d 
21 bb 09 a7 01 23 27 81 10 7f a5 c8 6e 40 b8 ad 
Data Ascii: 0vX@tqE#SDZ@*k\@k"(4^I]/T_5~|bO`v=0oM#r^)FHI/v,n3Uh3CoxbQbv('+/$cKIkqpo oSE!!8J#]1J$<{!#'n@

2022-04-20 13:11:57 UTC 6849 IN Data Raw: 60 19 2d 47 5a 8c 4c dd c4 27 48 58 e2 42 a4 54 97 88 97 23 f5 eb a9 52 6f 92 15 7e 8e 92 85 33 1b bb 25 3d 
7f 86 38 29 e5 c7 cb 40 d4 e0 f5 c5 6f 10 15 11 2b 3c 51 db f5 95 fa 84 9d 5f 64 bf f4 13 19 6e 87 d2 5b b1 bc 3d 3b 92 99 
58 a3 28 1e 5f 5f 88 5f 47 66 dd f5 64 56 19 ae eb 26 94 dd 91 ef bb b2 7b 6f 65 fe cf 2a 9f 2c b7 23 9b d8 96 bf 03 59 ff 
61 57 fc 7e 70 54 9f af 3c 65 25 39 f3 35 d3 ac 37 a5 6f 87 db 20 99 5e ad 2a a7 fa 6e 22 79 b5 a5 5b 9f ea 9a ac 27 7e 
be 0d e2 67 9c 75 88 07 39 d4 5b d9 85 93 ae 9d 4b c0 c8 4f 36 a7 3a 71 93 6c ad b1 5a 8b ab bd 51 d5 4e 25 64 f8 74 
5b 5c 7a c5 91 eb 63 e5 84 b1 82 a4 77 c2 eb 2e ac 3d 04 d5 13 2b 55 00 4c da 93 f0 cb be 6c 63 5f 41 53 a2 d7 81 2c f8 
46 be bf ba b0 2b 49 ab 0e b5 d5 70 40 ec 87 87 17 52 
Data Ascii: `-GZL'HXBT#Ro~3%=8)@o+<Q_dn[=;X(___GfdV&{oe*,#YaW~pT<e%957o ^*n"y['~gu9[KO6:qlZQN%dt[\zc
w.=+ULlc_AS,F+Ip@R

2022-04-20 13:11:57 UTC 6850 IN Data Raw: 6f db 29 1f 4f 54 3a 22 9f 6f 88 07 be 98 5b b4 23 31 f0 2e c8 82 11 47 5e 8a 9c 2b f7 d9 81 5d a4 3c a0 e1 04 
0d f5 0a 60 57 64 f0 0e 99 14 09 59 3c 28 36 9f 90 8e 6d 03 4e 64 4d f2 d7 29 9b 50 88 60 b9 52 a9 d5 a5 ed ad c4 9b 30 
ab b2 a8 8b 95 8d 00 e6 71 30 4f 2c 05 3a c1 61 3d 60 fb c1 aa 11 94 78 0c ac e3 0a 1f 1e d6 d6 e9 4f eb 05 13 a7 d6 06 
09 74 c8 0a 39 d0 c3 37 d0 cc 8d 0e d1 b4 f5 8e ee da 1f 61 65 0f 71 8d f9 ec 96 2d 2c 02 03 7b 4d d8 be 8a e0 4b ef 02 
87 43 d3 00 57 06 d6 00 03 cf b9 f4 cb f8 dd a5 07 a5 f5 18 40 8f 11 d0 4f e0 d9 e6 fa 3a 5e e9 e5 92 4a 41 91 65 d2 f3 e0 
c2 0e 8b ab f4 70 d8 15 39 06 17 f4 b2 ed db 48 e1 1c 3b be fd 9f ff 68 1a be e0 34 44 7f 49 db d3 20 d2 86 c4 77 57 ff 46 
9d f8 c4 da 90 58 0c 47 45 48 be 4c 27 8a bc 24 
Data Ascii: o)OT:"o[#1.G^+]<`WdY<(6mNdM)P`R0q0O,:a=`xOt97aeq-,{MKCW@O:^JAep9H;h4DI wWFXGEHL'$

2022-04-20 13:11:57 UTC 6852 IN Data Raw: 58 cc 27 8d 5e 21 9b b1 ca 40 42 90 88 36 c3 5f 57 47 a6 81 9c 02 cd 4b d0 75 c1 79 11 eb ed 4b a5 42 20 89 
9e c1 24 90 64 fa e6 9a f8 5d ad 89 df 35 53 fc 9a 15 99 40 9c 9a cc c9 ba 09 7f d3 c1 46 e9 f1 39 8c 54 13 09 21 cc 70 a0 
8e 81 a6 60 53 64 a8 e9 38 95 68 3b 44 58 8d 47 f1 82 45 6f 96 9e 59 20 90 d9 40 28 59 20 51 92 27 e2 43 b2 3b 96 6e 
63 61 65 56 22 6a 3d 0e 26 33 c4 12 89 b1 c7 49 a0 0e 44 aa 4e f9 62 d4 1b 6a 85 82 de 26 b8 4f 06 90 a1 3a ac f4 16 92 
91 03 29 0a b6 bb 10 a1 f8 b4 99 1e 12 17 42 0e 93 17 78 48 e2 75 b1 a7 e0 97 44 34 38 49 15 8c 38 89 88 88 ed 26 66 
90 4f af 99 b7 a6 ba 25 19 72 51 ed c3 03 e8 10 25 c6 77 4a e4 08 84 e4 da 6b a4 1d b1 f6 92 14 aa 93 e5 7d 75 31 c4 23 
7a 1b d3 04 c6 4b 2d bc c4 15 0c 38 d7 49 d5 e7 06 29 d1 7d 
Data Ascii: X'^!@B6_WGKuyKB $d]5S@F9T!p`Sd8h;DXGEoY @(Y Q'C;ncaeV"j=&3IDNbj&O:)BxHuD48I8&f
O%rQ%wJk}u1#zK-8I)}

2022-04-20 13:11:57 UTC 6853 IN Data Raw: f4 57 8d 28 8e cc ca ca 8b 2b 94 a1 9d 84 96 57 ea 03 a7 43 34 ae 53 ed 7a 3a 18 b2 1f f4 83 0e dc b4 22 c0 
99 70 a8 eb 07 e3 de 4d 20 7c dd 4e 66 57 c1 d8 eb 3b 13 f8 94 4d e4 94 ec cb c7 98 65 d1 ce ea e6 ea 1a c9 1a 95 2a fe 
b4 f0 07 af 66 8d fe 54 e9 4f ad 51 37 ea f5 a6 89 3f f4 5a 5f 6d e0 0f 65 69 e0 43 a3 b1 2a dd 58 5c a7 89 ea 52 5c 49 37 
c1 51 bc 56 ec 83 19 33 14 c4 ed cd 24 d9 57 91 7c 54 d2 d1 bb 28 50 13 c7 13 fa 94 e0 d3 9c a1 d3 bf 9b f6 bc 89 8a d1 
35 18 d1 1e cd 51 e2 cb d2 77 ae 8a fa 76 28 be a8 70 ee 22 b2 9a a5 1a 79 ff 6e 31 32 93 07 92 dc b5 3d c5 63 5c 44 a7 
37 dc 8d eb 03 39 3a b9 52 e5 32 c5 19 93 d3 8f a2 66 aa 30 be cb 75 47 7b c3 37 1c 4d 57 38 5c d3 54 bb 6e 20 ce 25 
00 f6 69 61 ef e5 5d ae ff 49 ed 72 fd 4f f1 2e e7 46 b5 
Data Ascii: W(+WC4Sz:"pM |NfW;Me*fTOQ7?Z_meiC*X\R\I7QV3$W|T(P5Qwv(p"yn12=c\D79:R2f0uG{7MW8\Tn %ia]Ir
O.F

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6854 IN Data Raw: 52 b6 9f 0b 5b 7b bb ba 6a c4 49 57 50 d6 b7 ab 2d 63 81 7b 78 49 9b 06 a5 af 2d a5 13 6f 48 1b 51 9b da 5b 
fc 22 22 67 d1 27 73 e9 13 89 60 94 5e 5d 4a 87 20 41 e2 4c 48 1f 6b 46 9a 41 79 29 48 3a 7d a9 2f 7e e1 ae d5 1a 8b c9 
51 fb cd b9 71 cf 50 f2 00 a5 fb c6 59 e5 9c 38 08 fa 35 cf ed 2a 7e ab e7 76 0d bf b5 73 bb 8e df 3a 6c 28 e8 b7 71 6e 37 
f1 db 84 b1 06 fd ae c2 20 83 7e 5b 30 f0 a0 df b5 73 db 44 45 ba 71 43 f5 3f 3e 18 d3 c8 3d 02 b6 ea dc f8 96 90 d0 0a 
ae e3 5d d2 c6 8c b8 c0 ff 56 e1 73 33 82 e0 aa d0 ba ff a6 bf 33 19 c0 46 84 f9 45 a3 a8 24 bf 14 a9 39 bf 10 0a 18 31 62 
3c 74 67 d8 11 91 90 48 96 a1 fe 8d 6f 82 f1 bf 45 68 df 89 50 d9 25 c3 d9 23 f2 0a 95 9f 0d fd 48 66 c8 17 64 f0 53 3f 74 
96 4e 1d 3a 09 8b c0 0b fb 62 aa 45 12 99 48 42 
Data Ascii: R[{jIWP-c{xI-oHQ[""g's`^]J ALHkFAy)H:}/~QqPY85*~vs:l(qn7 ~[0sDEqC?>=]Vs33FE$91b<tgHoEhP%#HfdS?
tN:bEHB

2022-04-20 13:11:57 UTC 6856 IN Data Raw: 71 fd eb 22 b2 77 c1 73 40 2c f0 5d 36 a8 79 dd ce 85 ab a7 8b f2 64 34 9e 6a fb 90 ab 50 07 8d 85 60 0d da 
44 ab 45 b8 fc 63 dc 89 bd 5e f6 d1 a0 9d 6c f0 e1 01 17 70 53 75 89 97 41 90 66 66 09 39 b1 8a 31 d9 7c 8d d7 e6 27 65 
8f f5 82 08 91 d8 2c 71 88 41 d2 6f 16 47 7d 12 71 d4 27 ef 1e 3b 50 78 ad 0e 14 f6 d2 dc d4 a7 98 99 32 0a be 1b 1d ac 
38 60 99 a7 da 5e c3 f8 24 99 89 fd c5 75 17 b9 f5 f5 02 ec 8f 5e b0 59 ea 7a 70 4d 02 43 6e 42 cb 87 07 7e fd 00 5d ea 
87 2e 96 0a b2 98 6d ce 6a b6 53 1f e7 c6 ce 32 ff 7b 91 90 31 fa 91 3b 0c e9 e0 a0 2b 39 9e 9d 24 61 65 8e e2 17 eb 51 
15 60 6c 6f d3 40 79 27 ad e8 68 d3 2c 99 46 74 d8 01 de 5a 7b db 30 de ea d6 db 64 ab df 33 18 d8 43 51 05 49 c8 05 
a9 bf 7e f7 08 fc 8e d8 bd 11 1f 44 da c9 6a ad cb f2 eb c1 
Data Ascii: q"ws@,]6yd4jP`DEc^lpSuAff91|'e,qAoG}q';Px28`^$u^YzpMCnB~].mjS2{1;+9$aeQ`lo@y'h,FtZ{0d3CQI~Dj

2022-04-20 13:11:57 UTC 6857 IN Data Raw: 42 d6 2e 4c b5 63 3e 6c 64 90 bf 5f 46 69 15 8b 8c 29 25 da 8b 5b a3 a9 80 36 1d b7 3c 83 95 95 a0 bc ed 11 
2e 32 65 f2 75 43 23 2e 4d df f4 6d 2a 82 2f a9 3e 2a 05 b8 d6 91 57 c5 69 ea f9 a0 7b 0a 33 6d bd ed 31 0c 8c c2 6c 58 
d0 39 45 10 ff 6f 29 45 88 71 b2 dc d9 25 d3 e4 e4 65 27 34 31 1e f5 fb 41 14 34 58 1c 9e be 6d 24 37 87 45 db df c9 81 
44 6c 65 95 e8 29 45 78 da 1c f8 62 29 e7 57 6f 29 69 c7 59 4a 1a 2e 27 7d 5d 4a e9 2c 67 ba 5d 4e 3a 58 4a f9 bc 94 72 
b5 5c ec f5 72 d2 6c 39 69 ba 9c b4 b3 5c d5 52 ca db a5 94 ed 65 b0 cc 96 52 0e ed b3 4f 15 ed 67 d7 99 b4 bf 95 b7 a6 
46 8e c8 21 3d bd 1e 18 13 7e e8 f4 e6 ba 11 e7 f8 3e 31 44 86 ef 63 99 c1 4f 67 70 a7 32 83 37 91 19 de 5c a6 32 78 2a 
83 af 32 4c 7f a4 32 04 2a c3 96 ea c3 5e ba 86 50 65 78 
Data Ascii: B.Lc>ld_Fi)%[6<.2euC#.Mm*/>*Wi{3m1lX9Eo)Eq%e'41A4Xm$7EDle)Exb)Wo)iYJ.'}]J,g]N:XJr\rl9i\R
eROgF!=~>1DcOgp27\2x*2L2*^Pex

2022-04-20 13:11:57 UTC 6858 IN Data Raw: 0c a2 f2 56 11 a3 28 7d e1 10 40 ff c9 9a f8 8b 65 4d 3c d5 fc 51 89 22 d9 ba fa 48 c9 1b 80 c9 31 3a b6 2f 49 
06 d4 b9 b0 fe 93 e5 8d 4f f8 ed 94 5f 85 52 25 fd 2a 2c fb bd c9 d5 68 12 80 3a a1 90 54 fc 86 ac 28 24 49 29 eb e6 52 dc 
9b b4 30 f3 5a 98 2e 2d a4 ce 64 2a ef 59 6a 8b 82 48 f5 99 45 aa cf 0b 16 fa 44 e5 96 39 c7 b3 73 50 12 cf 99 6a 57 9a 
24 14 b1 4e 58 27 52 7a a5 2d 93 ce bc 43 e3 53 84 eb b4 91 75 6c e4 24 e9 6a fa a6 66 4c fe 1a b1 07 4d d0 e9 1f 99 74 
3a 8f 1d e3 89 5a 48 a6 8a 90 69 be 34 e8 6c c2 af 46 2a 8c 6d 41 db 5f 85 82 b6 5b b9 cf 8f 4b a2 52 77 2e 84 bf 88 8e 
8c ef 52 ee a4 96 a0 f8 8c 6f a9 9f 2a 72 8e d8 37 5f 85 96 1f a3 8e e5 f0 1e a7 96 92 2f 4d 77 a9 7a a5 7d a7 5d 8b 36 89 
bb 9f 0e c4 b7 f9 13 a2 2e ab 8c 3f 66 cb ba 2e 
Data Ascii: V(}@eM<Q"H1:/IO_R%*,h:T($I)R0Z.-d*YjHED9sPjW$NX'Rz-CSul$jfLMt:ZHi4lF*mA_[KRw.Ro*r7_/Mwz}]6.?f.

2022-04-20 13:11:57 UTC 6859 IN Data Raw: cb 84 a4 93 86 9d c5 fb 38 62 c5 71 f7 56 e1 bb 68 61 dd 35 c4 da 30 2b 2a a1 29 13 a2 1c 55 99 50 55 09 a6 
5a 9e e2 a7 22 7f 4d f9 1b e5 5b b3 fc 20 74 66 fd a9 4a 98 f5 d1 0b d6 63 6f 36 d8 1f ca 6d f6 5d 5f 98 db 64 51 90 30 1a 
4f b8 44 41 5e bc fd 8e ad 68 b8 3d 1a 0e 03 6f 4a 9b 9a 4c d8 e9 4d 3c 99 b6 19 aa f5 0d 10 df 68 a1 11 2f e1 24 dd 51 
56 22 76 2e 24 6e 54 e4 fb 12 a8 7c 35 5d 91 24 99 cf b7 91 2d 20 79 5a 70 70 8b e2 5d 6c 77 d2 01 a2 f2 89 97 49 f4 bc 
7c 09 76 47 e7 06 92 06 80 41 9a 07 64 d3 1a bf 7c e5 6a d2 e5 93 30 1e 19 6f 5b 5d fb 48 eb 1a ec 85 b0 63 9f 6a 1d a3 
69 74 23 64 38 84 57 02 18 07 e9 46 5d f6 b8 ae 7a 1c c3 a1 22 f4 a8 77 bf 3d 11 22 96 18 e6 e1 9f c0 3f 83 e7 54 13 a2 
28 27 4f 08 c2 99 bd 48 b4 42 73 02 58 fb f0 b1 81 ec 
Data Ascii: 8bqVha50+*)UPUZ"M[ tfJco6m]_dQ0ODA^h=oJLM<h/$QV"v.$nT|5]$- yZpp]lwI|vGAd|j0o[]Hcjit#d8WF]z"w="?
T('OHBsX

2022-04-20 13:11:57 UTC 6861 IN Data Raw: 3f 1c e5 25 bf 98 8f 39 2c 55 4d b9 a0 7c 2c bb cd 05 06 56 7a d0 98 d8 a9 c0 3a 91 14 e0 8c ef ca c2 6f 4f ec 
91 dd 51 d7 24 5c 25 45 10 65 7e b3 20 f0 1a 0b 61 47 46 db 16 7c fb 4e a5 4b 72 81 5b 38 3a 13 61 3b 02 44 8f 50 7a 
19 19 34 f2 a8 2f 80 d7 87 1b 61 5a c9 88 ad a2 56 3c 68 6c 93 da c9 76 ce 68 04 46 77 87 da 4f 31 a1 b8 79 b5 e0 f1 b3 
10 12 cb d9 e7 50 70 51 c4 f1 42 ec 27 91 d3 bf 79 ed 54 b1 d1 21 e5 f9 85 72 1d 19 0b 80 dd 1d 36 b5 c2 c7 6e a0 7c 3f 
06 f0 02 39 19 cd c6 5e 90 ff e1 4c e0 99 31 cf 25 cb 05 c3 34 d5 26 15 b2 3c 18 2e 4f 98 6b 07 4d f9 fc 1c 38 22 47 96 24 
7e 1b 5f de a8 98 24 34 2f ed cf 6f 12 54 72 7f 66 6c 75 db 5f df cc f5 14 73 b4 0d 57 47 46 e1 b5 d8 4b a7 a3 bc 58 40 e0 
dc f3 e0 d6 81 b5 7e 92 35 9c 1b 41 56 7f df f6 71 
Data Ascii: ?%9,UM|,Vz:oOQ$\%Ee~ aGF|NKr[8:a;DPz4/aZV<hlvhFwO1yPpQB'yT!r6n|?9^L1%4&<.OkM8"G$~_$4/oTr
flu_sWGFKX@~5AVq

2022-04-20 13:11:57 UTC 6862 IN Data Raw: fc 13 08 d5 d1 9f d6 1a f2 d6 5b 69 08 e5 7e 0f 44 44 4a 1a cd 56 bd 4e 13 d7 fa 13 08 a1 47 d5 d5 86 d9 a4 fd 
31 93 6a ff 22 8c b0 64 cd ca 2a ad fd 5a 2d 9b 68 ff 22 88 40 6b a9 37 8d 9a d9 a8 98 7f 82 44 a0 22 d5 56 a3 42 ff 6f 55 
33 37 b6 5f 84 51 95 b7 91 1a 11 c8 46 8a ee fc 2e 88 56 b1 8b 80 7c b4 ea ab 29 74 cc fd 2e 8c 40 69 89 16 b5 b0 43 36 
ab bf 09 24 1a 1b 55 23 56 19 f2 34 5a ad d5 6c 1c 5a ea 4d b5 25 e1 43 e3 22 28 8b d9 aa 56 57 ab b4 ec 5b b5 cc 25 
66 9a 4b 95 98 12 38 34 24 82 b0 24 40 26 71 1f 95 5a 65 61 38 11 60 9a 4b c3 69 4a c0 d0 60 08 be 12 95 69 d7 20 52 
bf ba 5a af 64 02 a5 b6 58 cb da 22 4c b0 19 ae 36 6b 6b ab b4 ad 66 12 e7 5f 80 49 1d 3b c5 6a b5 b5 46 2b e1 17 60 92 
cb 06 0a 98 17 b3 b6 56 6f ae 2d 50 f7 df 82 09 08 20 31 
Data Ascii: [i~DDJVNG1j"d*Z-h"@k7D"VBoU37_QF.V|)t.@iC6$U#V4ZlZM%C"(VW[%fK84$$@&qZea8`KiJ`i RZdX"L6kk
f_I;jF+`Vo-P 1

2022-04-20 13:11:57 UTC 6863 IN Data Raw: 9e 5a 97 9d 26 c1 43 00 0e 2e 08 4e e8 a9 d7 a4 e5 97 be f2 d0 55 c7 c0 c3 26 65 40 20 63 ab 4b e0 ee e2 7e 
8d c2 fd 26 2e 81 18 03 a3 cb 1e 77 ed 2e df ea 1c 35 79 99 12 5f bc c6 b7 22 32 7c 28 2f 7a 30 19 44 67 6a 83 f2 37 7f 
ae 6f 6a b8 4c 18 55 d4 ac 70 58 25 44 2d 4b d0 e0 08 36 ec e2 80 40 d1 d1 8d c9 21 bc 8f c6 05 71 2f 43 57 e6 ed d7 4f 
9e 7b 4e f8 e0 f3 30 79 f0 79 1d 9d 61 1e e2 0c b3 7a 6e 5d 2f 9f 61 4e 0a c2 37 f5 23 21 f3 62 0f 2b 59 56 30 98 d6 f7 5b 
cf c4 fb c3 59 74 f9 7d 30 9e b0 
Data Ascii: Z&C.NU&e@ cK~&.w.5y_"2|(/z0Dgj7ojLUpX%D-K6@!q/CWO{N0yyazn]/aN7#!b+YV0[Yt}0

2022-04-20 13:11:57 UTC 6863 IN Data Raw: 43 e3 e9 49 00 c3 7d c2 b3 38 dc 9f 63 4b 0b 6d 69 2d b2 ef f7 83 6d 79 39 db ca 8c c4 bb 99 ba 1d 30 a6 29 
86 91 61 1a c0 32 75 6e 1c 67 05 18 fa 1c 05 18 fa 9c 0e 30 e4 da 1c a6 f3 48 85 e9 8c 2d 4e 70 59 35 74 98 18 be 63 ff 
41 f2 14 7b f6 98 4d 06 dc 65 4f d8 48 65 7b 34 eb fb 6c f5 32 71 6e 82 fc 49 e0 11 24 30 c4 d3 d9 60 e0 8c ef f2 6e e0 39 
33 e2 04 60 f5 4b d3 c3 46 32 89 50 a6 05 9d 63 a6 c7 d7 4d 12 66 1b b4 ea 07 4d 2d 6e d6 12 94 fb ba c9 f6 23 92 da 4d 
9b d8 ae 7c db e7 60 c5 96 72 b4 ec c1 2b 50 e2 ee d7 fb 25 34 c8 1a 43 27 98 26 86 30 79 be f3 ba f2 ae 91 60 d3 b0 99 
96 9a bb 44 cd ed 33 b0 39 15 2b 58 47 b7 44 fc cf 84 33 e9 cb e0 8e 18 cf 62 e2 ee 1c bc f6 5e f8 b4 95 15 08 7f af c6 93 
7f 17 70 19 36 b4 6f d0 4f 62 de e2 5c 6a f3 a1 5d 
Data Ascii: CI}8cKmi-my90)a2ung0H-NpY5tcA{MeOHe{4l2qnI$0`n93`KF2PcMfM-n#M|`r+P%4C'&0y`D39+XGD3b^p6oO
b\j]

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6865 IN Data Raw: 34 d2 93 8f 51 d9 2f fb a7 bb 46 7e eb 64 ff 14 40 79 7d 72 7c 48 83 04 50 a9 c8 31 d7 42 05 8f 76 45 35 00 78 
7a 5e 28 0b de 3f 9d ee 46 35 e6 77 76 b7 0e a8 b2 53 14 e6 51 aa dc 34 ab 82 cc 6c 6f 57 30 c1 02 03 f9 42 2b 21 f3 88 
30 89 36 11 da 50 fc 60 9c ef 3b 3f 0c fe ec 08 52 92 ef 82 35 25 8c ea 79 bc d2 81 67 31 66 12 4a e6 68 d5 f6 c5 27 0e 
82 4b e9 ee 68 cc 26 b3 bc 3e 05 c2 27 69 87 5c 01 bc 32 3d 5a 1e 03 22 36 f9 1f a3 71 df ff d1 23 a9 13 6b 20 99 9d 9e 
e3 b5 eb 47 c4 00 f4 8a be 83 a2 dd 01 6d bf 8d 66 b4 0c 78 47 e5 2e 8f 69 1f ed dd a0 5b dc 5f 85 e9 04 82 fc 7b d1 f2 
8e 68 79 47 8c 0d ab c9 e9 8f 24 b9 c9 a5 fb 5c ce ef 87 58 6b b4 8c 89 70 76 a7 d3 ab 49 fb e5 4b e6 dd a8 0d 6f 34 18 
d0 62 2a 8f c6 9d 97 62 54 62 50 2f ef 83 f1 e8 a5 59 
Data Ascii: 4Q/F~d@y}r|HP1BvE5xz^(?F5wvSQ4loW0B+!06P`;?R5%yg1fJh'Kh&>'i\2=Z"6q#k GmfxG.i[_{hyG$\Xkpv
IKo4b*bTbP/Y

2022-04-20 13:11:57 UTC 6866 IN Data Raw: 33 62 05 27 e8 9d 44 59 8b 32 f6 a8 ad c1 08 0b 5d 0e 98 64 72 47 6c 65 77 dc 89 68 ff 11 db 0e f6 2c b9 04 
65 bb bc 8f 51 55 3d 54 25 50 ad 37 15 c4 fa 6a 4c 0b d2 bb 53 55 5f 89 7d 28 da 2c c4 aa fa 3f 04 a4 01 74 36 d8 60 f8 7f 
fd de 65 30 0c 26 c4 d5 06 57 3d 9e 34 50 da b8 cb 37 e5 a8 46 31 ad 8c 5e a0 45 b4 d5 cf 86 a1 d3 93 6b 78 da 13 57 5f 
41 a3 3a ce d8 4f ec 67 0a 48 0b 42 67 4c 92 19 9b 89 48 39 9d b1 73 d5 cd d7 71 29 4b 6c ef e8 43 3e b3 0f 72 b5 8f 1d 
29 a0 d3 84 4c 82 41 6f 28 29 49 bc b5 cc c4 fe 89 5d 5b f6 23 35 c2 1b 82 64 b4 a3 2b 44 9c cc c0 28 4c e4 1a a1 e5 cf 
b7 ee 04 aa ef f4 c6 e8 02 b1 29 6b cd 97 6b 2f 77 b7 25 33 2f 2b df 9d 21 64 07 51 9b f7 ce 98 f6 52 de 1a d1 11 c5 f1 8f 
66 43 af c7 db 85 69 e6 0f e1 bc 2f 6f ae ad 35 f3 
Data Ascii: 3b'DY2]drGlewh,eQU=T%P7jLSU_}(,?t6`e0&W=4P7F1^EkxW_A:OgHBgLH9sq)KlC>r)LAo()I][#5d+D(L)kk
/w%3/+!dQRfCi/o5

2022-04-20 13:11:57 UTC 6867 IN Data Raw: cc 61 9e 61 28 64 5f 0e 64 26 07 a8 a4 44 79 b2 21 0f 23 31 25 b4 11 f8 00 a3 17 8c 87 4a 1a 13 a0 96 30 34 
98 33 ef c5 23 81 f3 0e 84 5c 4b f5 fe 19 4d 5d aa 5d 51 0f 89 99 a0 d9 20 13 5d fa e4 b8 bd 7e 0f e2 01 b1 36 bc 0e 78 
09 ca 08 19 33 62 65 14 b1 60 32 9f 93 e2 5f ac b5 14 ca 35 3e e5 9c f0 11 b6 d4 72 0a fa 27 d8 0a 3f 00 84 41 e1 3c a2 
8d 24 63 1b 11 60 98 51 10 20 63 56 24 ae 84 bd db 4d 62 d6 1a 1a 0f 98 56 c0 49 ee 8d da 8c 98 f6 8f e2 aa 32 e5 93 d4 
81 58 9a 44 60 8a bd c4 14 fb 12 19 27 ca b9 4b 4f 80 87 a1 c2 e1 67 12 e2 98 d2 f9 a9 03 64 d5 0d 5a ea d0 e4 08 15 57 
52 bd 25 c9 3a e4 e9 0c a1 32 a2 e7 42 ab 10 cd 61 7c 92 ff 9c c8 92 a0 02 65 51 cd 6b a1 38 35 7e 71 84 09 4b 01 6c 51 
01 58 52 5a e5 39 a9 a1 19 62 9a 26 46 e2 c0 7a 12 4f 72 
Data Ascii: aa(d_d&Dy!#1%J043#\KM]]Q ]~6x3be`2_5>r'?A<$c`Q cV$MbVI2XD`'KOgdZWR%:2Ba|eQk85~qKlQXRZ9b&
FzOr

2022-04-20 13:11:57 UTC 6868 IN Data Raw: 21 c1 72 7c a3 1d de 60 a2 47 57 d4 52 e1 cd ee c7 02 e1 2c 42 ff 50 d2 90 f6 66 ff 8e a3 71 7a 1c ea 28 c9 b8 
d5 71 15 83 33 b0 38 4b 4d 55 2b 15 15 d0 76 36 d9 f4 a2 a0 1c ec c7 8e 7d 41 7e a4 d9 d1 db 9e 0a 7b cf 86 f5 b4 e7 c1 
47 ec d0 97 81 d1 a4 79 73 32 0b f6 c5 bb e4 75 ce c3 e5 bb 58 17 76 61 3a 9e 05 05 db 76 ac dd a6 f2 e4 9f 2a b5 97 55 
2a ba 55 e8 6c 3a ed 57 b2 60 a2 06 f6 86 b7 bb 38 e1 af a3 c1 09 f7 b5 36 1c 87 f6 09 06 f4 d7 86 c5 f4 32 4e 44 3b 06 2f 
65 8b b7 64 fc dd 74 cb 13 b1 38 88 3f 41 c8 22 f9 f6 95 97 0a 42 51 2e af 50 aa 2b 4d bc e1 8a 9c 63 2d 72 2f 40 de d5 
07 23 34 33 6f 35 f9 1d 5c df 89 5d 81 e2 36 59 5d 06 b1 13 6f 8d d4 5b 53 5c bf d1 a2 bb 66 7c b9 20 7d 17 47 46 55 c4 
c5 44 58 ba 77 9a 84 78 f2 96 9a da b4 1e b9 aa 16 
Data Ascii: !r|`GWR,BPfqz(q38KMU+v6}A~{Gys2uXva:v*U*Ul:W`862ND;/edt8?A"BQ.P+Mc-r/@#43o5\]6Y]o[S\f| }
GFUDXwx

2022-04-20 13:11:57 UTC 6870 IN Data Raw: 68 4e dc 5b 63 ea b1 5b 1b c3 9f 5d b7 96 dd 81 85 1d 8a 6f bb 83 b1 da 31 8e f2 18 7f f0 d0 18 3a cc 1e 29 
3a b1 03 c7 76 40 96 bf ce a0 f8 11 c5 5c 63 dc c4 01 47 76 e6 f6 c7 80 54 e6 6c 8a 6e 6a 80 9b b2 03 7f d4 a6 0c cc 38 
b9 fd c2 8c 08 cc 4a a2 4f 7d c1 70 7e 0b 1a 73 6d e7 b5 d2 a1 51 7a 82 46 bd 6d 15 73 54 77 99 c4 98 8b 26 50 3a 97 85 
da 90 01 6b cb a2 84 8c 86 5f 1f 44 6e 75 18 b9 14 95 1e 97 04 30 21 16 58 23 b0 a8 f9 46 ac dd 90 62 0d 37 0a 1c e5 36 
89 71 9b 8a be 5b dc ef da 5f 50 c2 7a c8 01 6b 4f 8c 2f 09 f3 18 02 77 14 51 08 5c 0c 75 cb b1 61 37 31 e0 54 01 a3 db 
d2 f7 36 7f 7e 89 f8 73 6d 8b bf db f7 14 cf 76 61 ed 1d b7 d4 e1 ef 35 06 61 60 c0 50 7a e0 23 54 84 48 2f 02 e6 47 c0 68 
d0 ef 42 0d 8b ae 63 51 34 4d be e7 aa eb 7c 0c 8d 30 
Data Ascii: hN[c[]o1:):v@\cGvTlnj8JO}p~smQzFmsTw&P:k_Dnu0!X#Fb76q[_PzkO/wQ\ua71T6~smva5a`Pz#TH/GhBcQ
4M|0

2022-04-20 13:11:57 UTC 6871 IN Data Raw: aa c4 83 2a f1 25 dd c4 07 d5 c7 50 f5 f1 23 3d 88 8e 6a a1 ad 5a 38 4a b7 30 54 05 86 aa c0 69 ba c0 48 15 
18 a9 02 67 e9 02 03 55 60 a0 0a 9c a4 0b f4 55 81 be 2a 70 9c 2e d0 52 05 ee 55 81 8f e9 02 3d 55 a0 a7 0a 7c 4e 17 
b8 57 05 62 55 e0 20 5d a0 ad 0a b4 54 81 c3 74 81 ae 2a d0 51 05 3e 41 81 db 9a 07 a7 62 4a ca 1d 14 9e 2f b7 48 4a 
32 29 d4 2e 95 83 7d 7a 4c bc d2 8f 89 97 53 e7 b5 44 8e 17 3d 14 42 91 2e 00 bf f9 dd f9 fa d5 87 ea 3d e4 3e d7 c9 17 
3a 54 7f d3 8f 72 81 21 9d 0a 8d 77 05 d4 3b 5f 5e 0e ea 41 f1 a3 1d b2 ee 41 2d 71 fe 7e b5 65 7f dd 42 87 cc f8 10 87 
0a bd 8d e2 15 8a 82 72 9e 22 22 d4 8b fa d9 cc f5 6f 1a 3b a7 6b a8 18 11 2f 2f 7b 30 0f 5f 40 a3 71 61 c6 b3 87 2e d1 
86 21 45 85 f9 0f 3b 39 c5 27 ac 21 64 88 f0 1b 13 c8 cf 43 b8 
Data Ascii: *%P#=jZ8J0TiHgU`U*p.RU=U|NWbU ]Tt*Q>AbJ/HJ2).}zLSD=B.=>:Tr!w;_^AA-q~eBr""o;k//{0_@qa.!E;9'!dC

2022-04-20 13:11:57 UTC 6872 IN Data Raw: 28 83 84 84 70 72 05 f5 26 bc 0a 69 fb d7 7e 9a e4 85 69 17 06 53 a8 c8 e5 82 c5 37 cb 18 3b 21 cd 1d bc 37 
cc 5d 7a df 51 03 83 f1 0c 9e 2c 45 f0 49 5d b3 ef e8 58 7e 49 99 46 90 76 3e ae c1 b1 64 6d 9e bf 87 d5 f5 fd 75 71 39 aa 
6e 4f a4 8d 8f 5b fc 24 c8 c8 05 6d a6 d2 c3 f8 43 9a 17 e5 0c c6 8f c3 60 dc ca 1b 0f 5a d8 a4 63 a2 b8 72 bf 6b b4 64 a8 
92 f7 0d cd c2 b6 72 f7 a3 0d e3 fe f0 00 a3 6a a3 92 1d 57 44 95 fb 4a e6 c4 78 ce a7 2f 50 ea a3 20 de e8 94 d0 5d 50 
21 4a a9 b6 90 da 93 4f 59 5d 79 ee 4a 6a a4 6a 7d cb 00 2d 92 5d 5f 49 55 8c 39 33 3c 9b 40 41 73 5d e4 63 1d 06 da 
cb 9a b5 62 7b 2b 96 60 07 d1 b2 5e 0b 99 2e 07 f5 70 e2 5d f9 f8 ed fd 2d 73 30 da 43 41 1e 0d 0f a6 a8 38 d5 9a 54 af 
1f 74 1f 17 e5 85 b4 4f 0e 38 c3 80 08 43 35 0c d5 2f 
Data Ascii: (pr&i~iS7;!7]zQ,EI]X~IFv>dmuq9nO[$mC`ZcrkdrjWDJx/P ]P!JOY]yJjj}-]_IU93<@As]cb{+`^.p]-s0CA8TtO8C5/

2022-04-20 13:11:57 UTC 6873 IN Data Raw: f3 39 20 58 f3 71 4b 39 9e af 7c a6 4a 9e 60 e0 6e 48 36 db d1 86 d5 9e 7d a9 77 f9 84 7f 1d ef 8a 50 ef ab d9 
17 d1 00 78 b8 f2 0e 56 5f e9 9e f6 13 11 da 83 dd 57 9b 1b 41 3a 45 b2 f6 31 cc 5b 21 c5 ce 00 e6 0a f5 52 2d a2 d3 17 
c0 24 ec b7 4b 22 1b 0b e1 1b a3 1c 76 f6 c4 3a 1f d3 f8 e5 65 e9 f8 04 9f b1 52 6d e5 2e bf 85 e2 ab cf 58 58 8d bc af 4e 
ec b3 24 1f ab 6d 81 5c 52 f5 c2 8e c5 ef 5d 12 eb dc dc f2 33 56 16 ae 1b 26 5c 37 18 ae 61 f7 45 a0 c3 dc e2 42 8f 3b 
b0 e1 8d 91 8c 6b 8b 1c 77 0f ee 34 d2 74 3d 31 2e 4f 25 3d 6c 06 55 85 28 4f 4d 44 d9 41 c7 9a 8b 5d 9f dc 76 62 50 14 
c0 a8 a1 be 57 e8 26 94 be b1 08 92 ce a2 5c af 5b e6 46 91 df 90 d6 cb cb 82 ad 0f c4 29 5a 26 33 96 52 90 9d 84 e4 54 
2b 05 37 2f 8d fe 2e 23 9d 20 76 b6 b7 87 51 97 e9 
Data Ascii: 9 XqK9|J`nH6}wPxV_WA:E1[!R-$K"v:eRm.XXN$m\R]3V&\7aEB;kw4t=1.O%=lU(OMDA]vbPW&\[F)Z&3RT+7/
.# vQ

2022-04-20 13:11:57 UTC 6875 IN Data Raw: 67 84 a1 2c 54 10 41 a2 3b 29 86 aa 3e 4e ec b2 70 28 a5 f1 50 5f 3a d3 6e f6 30 f4 42 11 46 30 3a 37 12 ec 
c2 62 7b 3c a4 50 1e 48 28 85 14 88 aa 3b d0 ce 8c 31 11 48 e8 aa 8f 87 b1 95 a7 bb 84 a3 93 3e 59 7e b2 f3 3f 42 a7 29 
e4 4c cb 3a eb f1 c4 ff a1 5f c2 3a 4c 65 08 0d b4 ea e6 cd 41 e1 85 e7 9f d2 25 91 a4 20 97 4a 4c 3d fe 31 2d 1d 85 d9 
1c 32 1f a6 e0 a3 b6 90 1a e0 43 9c c1 60 4c ea f1 ed f5 07 de 5e fa 01 4c be 82 b3 64 49 93 37 d5 5d ce 18 0a d5 2f 76 
aa 98 3f b9 b4 8a b9 93 be 70 8b da 6d 16 4b 21 60 d6 67 e7 e7 30 6b 7e 45 b3 0e a0 f1 cb 43 fc 7e 4b e3 6e 03 43 09 86 
9d 20 69 76 62 3c 4a c5 88 8a 55 2b 27 63 a0 5a 7b ad 50 b5 41 f1 c6 16 53 24 2b bd 1b 3c a1 f4 77 dc 43 c7 cf 21 b6 5b 
cd 28 c4 01 3d ea f1 af 8e e7 7c 07 6a 3f 12 92 24 3d 16 
Data Ascii: g,TA;)>Np(P_:n0BF0:7b{<PH(;1H>Y~?B)L:_:LeA% JL=1-2C`L^LdI7]/v?pmK!`g0k~EC~KnC ivb<JU+'cZ
{PAS$+<wC![(=|j?$=

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6876 IN Data Raw: be 42 01 d7 e7 b3 0d 53 47 36 4a ab 20 c5 f4 0a c6 1e c2 66 b5 d1 3a b6 81 f3 6f 50 33 35 38 05 56 60 a1 e7 
9b 7b d7 26 c7 6d d0 3b 29 55 47 f8 8e 14 d7 4f 4e e9 41 a6 81 be e9 ef 08 39 c1 30 a1 ca 92 ac 02 c7 6e 64 c7 29 17 80 
72 eb 60 29 51 b3 59 b3 78 e5 29 16 6f 21 8f c7 9b b9 d2 2b 6d 3a 28 a8 fe 9e 85 71 a2 d3 72 d8 1a 05 5c 77 e4 16 08 1f 
62 03 e7 f3 17 f8 85 23 2f d4 74 ac 03 56 8e de df d5 0e d8 fb a8 ba c5 aa cd b0 bc 97 a4 59 8d 05 e5 6a 90 9e 84 68 b8 
d9 47 76 cb b5 50 15 8a d7 e5 7f 6c 50 3c 0e 74 74 3e 63 20 91 04 da 53 43 c5 d1 78 24 f3 7f 4c ab 98 c0 fa e3 a3 d0 b3 
26 c5 a1 0d e1 01 30 3c 8f 01 93 8f 26 96 d4 fb a8 ed 32 2d ce 8a 20 7b ae 76 03 5b dc 13 71 05 28 e8 a7 9c 8c 08 33 7e 
1b 2a 2b 7b 35 d7 09 7e b0 57 6b ad 0d b7 e0 d6 bd 2a fa 
Data Ascii: BSG6J f:oP358V`{&m;)UGONA90nd)r`)QYx)o!+m:(qr\wb#/tVYjhGvPlP<tt>c SCx$L&0<&2- {v[q(3~*+{5~Wk*

2022-04-20 13:11:57 UTC 6877 IN Data Raw: e9 a5 98 d1 07 21 86 88 2f 0b 5f 7c e7 38 88 62 94 1d ba d4 73 30 89 69 cb aa ba 05 da 1d db b0 6a 87 54 e4 
91 bb 8a 45 a0 07 54 8c 9c db 20 8b a8 81 f9 98 ac b1 55 37 db dd 23 01 a4 98 a6 4c 7c 3c 4b 31 05 6f f2 e7 c6 f8 02 b4 
81 34 d9 81 8b fa 72 2c 48 cf e7 8f f5 c9 ed 32 6f fb 50 e1 b7 cd 4e cc 8f 9c 93 c4 6c ed 1c 4d 47 6f 6e e1 7f d2 9b a8 9c 
a4 7e 41 d6 ef c1 f9 d3 fc 3a a5 25 9d 33 4f 3f 17 0e f4 28 a1 4f e4 c7 1e 18 28 d2 83 83 a1 f9 7a 70 7d 3d b8 76 f7 81 82 
cf e6 8e e9 db ff c0 98 a0 2b b1 40 3e 20 f2 61 8c 56 f9 bb ba 5a 69 49 89 c6 0c 88 60 09 24 c1 62 dc be 39 13 c3 b9 f1 c4
1e a7 af 36 86 8d 41 cc e1 f1 6a 4a 7e 23 05 44 46 e8 1e 77 30 54 2b 70 04 23 27 e1 61 50 a8 96 90 2d 91 ba d6 b2 d2 
c7 2e f0 03 c0 2c 3c 65 8b 7b 85 aa 4f 3a 06 83 a9 
Data Ascii: !/_|8bs0ijTET U7#L|<K1o4r,H2oPNlMGon~A:%3O?(O(zp}=v+@> aVZiI`$b96AjJ~#DFw0T+p#'aP-.,<e{O:

2022-04-20 13:11:57 UTC 6879 IN Data Raw: 7c 56 98 70 bd a1 1d ac 96 d7 b6 91 9a 48 ec cd 3e 56 b4 b5 c6 a3 a4 1f 95 19 68 de ab e2 b4 d7 ba d0 90 27 
5f 38 77 5f ed 39 56 15 08 9c 8c 2f cf c6 a3 1e 5a 8b 89 1c 3a b1 61 3f c6 cc 6b 69 eb 83 60 79 79 8c cf d9 a7 9f 81 74 24 
4c 3d 75 e0 14 29 48 35 7e d8 5b 9b 28 5e 49 1b 8b df cd 34 80 b8 93 9f 0f dd 16 ea 51 95 f4 99 ac 53 94 3b 5c a3 6a 62 
6c 71 a5 54 8e b4 d1 04 85 10 ac 90 df ba 4f 26 28 28 cd ff e9 13 61 19 cb 60 cb 63 23 ad fd c7 c5 66 80 1a 28 72 30 32 
95 bf d0 8a 49 7a 94 d3 d2 40 92 cf 18 4e 06 b8 24 52 87 d2 6c b1 b6 90 1a d4 f7 1c 55 0e 19 f9 f2 17 6b 73 99 6b e1 4e 
d2 53 3a 72 67 1d ef 71 a6 64 ce b1 f9 4e 06 9b 00 44 73 4f cb 93 66 56 3d 29 1f a2 59 a4 1a 6f 4f b5 2d a7 00 95 0b 99 
81 fc 98 a2 a3 94 ae 19 ff cd 3c 92 d2 e3 39 d0 53 e2 
Data Ascii: |VpH>Vh'_8w_9V/Z:a?ki`yyt$L=u)H5~[(^I4QS;\jblqTO&((a`c#f(r02Iz@N$RlUkskNS:rgqdNDsOfV=)YoO-<9S

2022-04-20 13:11:57 UTC 6880 IN Data Raw: 51 19 14 9c 63 f8 ca 97 e6 1b 68 7a b5 fc 37 35 84 1b 83 f5 4e a8 1e b5 c5 f5 d1 1a 49 2d 9a 72 cb 0b f0 7a 62 
92 18 ad 69 27 e2 09 eb 7a 37 bd 45 34 83 fc 4b f8 54 6a 00 b3 ff 7c 3e 0e 9f 72 79 fc 12 d1 2a f9 b6 20 de 0a 40 1c 4d 
7e 35 50 0b 53 f3 55 22 1e 77 48 6c f7 74 a6 4e 49 f0 4b 09 b5 95 71 3b ab de 5f fe 44 7c ce 1d 03 29 fa 4c 0d 00 dd 35 
a3 82 80 2d 09 a2 e7 51 35 ca 76 24 fc 6a 59 34 ab d1 04 65 5c 49 a9 d4 f0 a0 cc aa 2c 84 20 7c ef db 5a f7 b2 24 02 f8 
7f e8 ac 1e 75 1a 68 16 fc 04 24 4b 3e 61 13 a9 f8 07 40 af 88 b6 13 af 86 b5 d2 fb 46 f2 be 03 ab 02 69 22 58 71 8e ed 
06 10 b7 62 ed 5d e1 cf 36 50 f1 18 9b d0 af db df 3c 94 4d 17 9b 05 d1 f4 e1 d7 29 5e c3 d5 9f 2a b1 16 3a 71 de 9a 05 
b8 66 67 53 37 b1 6b 1c 5f 84 c4 c8 3c 8d 6e ea 34 2e 
Data Ascii: Qchz75NI-rzbi'z7E4KTj|>ry* @M~5PSU"wHltNIKq;_D|)L5-Q5v$jY4e\I, |Z$uh$K>a@Fi"Xqb]6P<M)^*:
qfgS7k_<n4.

2022-04-20 13:11:57 UTC 6881 IN Data Raw: 77 65 9f 9c 86 22 45 22 fe b1 db 70 62 e5 ae d9 7f 83 bb e6 c7 d0 1b 8c fc e2 b9 3b 1c 02 b3 79 4c ba 11 09 
61 14 69 8f 66 2d d5 41 2a 6a 05 12 1f df 49 4a f1 7d 36 19 fb e1 41 3f fc bd 42 a4 7e 4f 5e 45 17 5b 72 28 a8 da 49 a2 5d 
f9 90 cf f2 ec ef 33 25 ea 09 b3 a9 bd 69 14 2f 3d 5b e1 c2 b8 38 42 5a dd 5b 52 8e 11 b4 18 df f1 44 32 52 e5 f7 20 1b a6 
01 ef a3 ef e4 cb 22 aa 5b 72 d1 ac aa b5 e3 23 ab 4e e6 23 63 9b d4 03 b1 c5 3a 6f 1f bb d5 3f 54 97 c4 8f 94 ab 8e c5 
d1 c0 ed 0c 9b a4 f6 32 4a 68 05 f8 cf d4 22 d0 cc 53 13 1f 4f 4f 9c 39 8d 66 c7 d6 2c 07 6f df 8a 9c 65 bd 0c 1c 64 e1 4f 
86 10 1e 67 57 ce 76 b7 a1 f5 23 24 e4 ed a1 ba 8a 6d 4e a6 f5 b7 f4 a2 d7 e0 59 b5 de 2b 07 14 75 db 80 0b 6e 10 17 0b 
66 ab 56 c3 ea e9 f5 72 e5 7a 15 aa c9 3a 33 b5 
Data Ascii: we"E"pb;yLaif-A*jIJ}6A?B~O^E[r(I]3%i/=[8BZ[RD2R "[r#N#c:o?T2Jh"SOO9f,oedOgWv#$mNY+unfVrz:3

2022-04-20 13:11:57 UTC 6882 IN Data Raw: e5 ce b7 f3 03 0b 2e fa 12 10 a6 ac e7 8f 75 e0 d6 b5 88 f4 d8 5a ac 56 c9 bf 28 de ee 1d 45 f2 dd e2 23 9d 67 
de d8 70 64 d1 c2 c8 d4 83 7f 42 53 8c 89 70 b7 67 46 bf 64 24 d0 68 4a cd 81 b6 43 86 db a2 ef f8 3e 39 a5 84 b3 06 08 
bd b1 bc bc b0 14 d5 62 f8 3b 20 71 36 ab d8 c2 08 96 d8 e8 c5 6f 8d 83 70 48 0c 3b 26 18 41 26 07 8a 4e 8b b8 0f 0a f8 
89 f0 ca 67 34 59 8f 1d e7 e2 1c 8f f6 6f c4 42 e2 d0 31 d6 a6 d6 5e 5e 6e 13 8b 71 e8 fc ae 5b 7b 57 c7 97 7f 5d ee 5e 
9d 03 05 fc 75 ef fc 2f fc 4c 0a 33 8a 3c 73 8c 62 00 41 87 f5 9b df c5 5d d8 ac db ea 4e 1a d8 7f 27 fe 78 7f bb c5 c3 c0 
74 7d 0c 43 4d 13 74 c9 46 8e 85 f5 ce 12 87 e2 0c 0f 05 d0 b0 7a 67 6a b0 48 51 1d 52 f0 30 c3 41 06 68 a2 4f fc d9 ed 
b4 9e ac 2a 6a 64 cb 7c 4a 50 bd c8 43 3a 80 3b 38 
Data Ascii: .uZV(E#gpdBSpgFd$hJC>9b; q6opH;&A&Ng4YoB1^^nq[{W]^u/L3<sbA]N'xt}CMtFzgjHQR0AhO*jd|JPC:;8

2022-04-20 13:11:57 UTC 6884 IN Data Raw: 68 34 a3 f1 00 df 34 aa 4b 25 11 76 c6 e8 49 46 7e c1 45 5c 35 0f 4d fa 41 48 8a 97 27 e2 f0 5f b5 13 67 db 41 
a5 6c 6d 7b db 26 71 a0 52 7e 42 2b 4c 58 b8 cd 77 f8 10 07 bf a5 39 f4 4e d8 1b 5e a0 74 96 b5 04 53 fe 27 13 01 a8 97 
b9 f8 e2 d1 a8 57 fd eb af c7 c7 c7 62 33 1c 35 8a dd 41 f4 57 33 f8 2b 18 b8 8d d1 6a dc 6d c1 c0 57 07 6d 58 d8 d5 04 
a1 3c 36 83 10 b0 ca 2a dc 76 61 67 48 d2 61 04 12 3d dc 80 87 9b 72 e7 95 eb 61 0d 2f 39 7c a8 55 82 22 3c d3 08 9f 4c 
2d a0 73 c1 a8 38 ec 01 71 c2 34 ae 50 cf ea 22 1b 97 49 28 97 2d 81 89 e9 bc 49 b2 84 a1 e4 4a 0d 27 d5 33 46 45 96 
47 88 a4 e0 5c a7 06 86 e4 00 51 70 2c e4 0a 6f e1 9a 49 3e 8a 8f 77 28 e4 41 01 56 60 0a b0 d8 ff 93 af fd 57 93 b4 8f 
7d d4 98 40 db 00 a0 0d 6f 0b e9 a3 96 58 6e fb db b9 ef 
Data Ascii: h44K%vIF~E\5MAH'_gAlm{&qR~B+LXw9N^tS'Wb35AW3+jmWmX<6*vagHa=ra/9|U"<L-s8q4P"I(-IJ'3FEG\Qp
,oI>w(AV`W}@oXn

2022-04-20 13:11:57 UTC 6885 IN Data Raw: 94 12 a8 18 34 40 89 93 8b 68 58 e0 4b f6 12 a4 6d 1f f8 0a 1a 3d 28 6d c1 19 54 81 11 ad 53 66 e9 fd 21 bf 
43 6c 75 97 29 96 90 0a e9 f4 14 01 90 ce 42 ad 23 9f 67 2a 15 e2 08 ed 8d f2 05 15 22 c8 bb 03 c3 cc 1d 28 6f 2a 46 30 
a4 20 a2 ef 14 72 7e a3 dc 70 00 82 ae 69 cb 3b e3 5e 1b 4e b9 bf d6 dc b1 9d dc 6f 8e d3 28 ea 7b ef e5 25 79 f5 49 65 
14 50 b0 25 5f 75 07 92 a4 b8 87 b6 c9 8b 36 fc 35 63 96 a3 20 52 de 4b 83 10 8e a1 1f d2 48 f1 bd 9f af a2 f1 d4 aa f0 bc 
71 0a bc c6 7a ce c9 33 7d ce a4 df 32 e5 44 f4 a9 07 45 a3 27 fb c3 dc 61 d2 41 00 a6 fa 6e 3b 47 f9 67 d1 55 b4 93 ec 
b0 9e 4d b0 0b d5 05 94 1b 3f 34 f3 94 87 54 7d 49 c4 d5 dd 0c 4d 47 f2 83 d4 19 19 4f a9 8e a1 13 24 05 e0 05 e3 37 5a 
3e ec 5f da 66 2e 13 af 4c 8f de 23 0d a7 34 ed e2 e2 
Data Ascii: 4@hXKm=(mTSf!Clu)B#g*"(o*F0 r~pi;^No({%yIeP%_u65c RKHqz3}2DE'aAn;GgUM?4T}IMGO$7Z>_f.L#4

2022-04-20 13:11:57 UTC 6886 IN Data Raw: 4d 04 04 9c 82 c7 2f 78 89 65 48 39 7c 8d c7 37 97 4f 01 dd 71 9d 06 ed b9 a0 0a ac 37 1a a2 c8 09 9f c7 20 
13 0d 50 c2 42 75 b8 cd 41 0b 16 46 88 3a 6b c6 e0 da db f4 bc 27 b6 e4 c8 b6 aa 58 c3 01 96 09 a7 5e 4a bd 31 ad 49 
b6 23 46 b6 a3 5d 10 63 52 3b 4c 3c a3 31 ef 81 26 e6 e8 23 8d 63 2e 12 61 5b c4 b7 ea b8 00 1b 40 fb 34 cc 5e 44 4b f4 
18 22 45 d4 ec 6a c7 65 c7 ba 07 ac ff 68 50 d8 07 b9 92 62 c4 47 dd 6d dc 9a 7c 62 87 1e 56 49 e7 87 84 e9 8e 52 cc c7 
17 49 54 a3 d8 89 96 97 97 f4 b3 ab a1 fc 50 e0 94 cb a3 13 7c ee d4 01 36 66 97 3c 38 da c3 9f 06 81 24 1a a6 55 ad 5f 
dc c5 a8 37 37 21 fa 2c e9 6d 23 d7 48 ff de 8a 18 13 cb e9 c4 5a 83 45 8c 4d 54 74 74 92 de aa 30 20 d4 45 30 f5 1d 6b 
ac 5d 91 1a 9b 1c 15 76 56 00 d0 5d c8 31 1c 47 a3 0d a9 d2 
Data Ascii: M/xeH9|7Oq7 PBuAF:k'X^J1I#F]cR;L<1&#c.a[@4^DK"EjehPbGm|bVIRITP|6f<8$U_77!,m#HZEMTtt0 E0k
]vV]1G

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6888 IN Data Raw: 42 1f 9b 26 d0 ac d9 8a b7 2c b2 55 6d a7 83 fc b7 29 56 96 f4 74 3b 25 5e ae a9 4f b8 90 51 00 86 76 cc 4a 
e1 ca c1 9e 34 57 57 5f 08 56 56 aa 9a df 33 b3 96 97 c3 95 15 34 6f 2e 20 44 44 7c 85 e3 c2 fb 08 11 85 6a a4 0e 5a c4 
af 57 e2 47 96 04 76 53 44 90 dd 1c 1e f9 a8 0e 85 02 25 92 18 11 b0 3e 4c db 85 4a fe 51 68 8f 81 62 20 c6 64 3a 7f 98 
b7 e7 67 0a 92 cf 10 49 68 a0 fc d1 64 6f d3 74 1c 43 e7 79 22 89 95 b0 48 e3 b9 ea ca e7 5e 12 c1 a2 33 82 6c 06 49 61 
c9 39 37 be 5f 37 e8 56 2a 46 c0 69 34 a6 e5 f2 c0 47 78 35 74 26 08 4c 0b c6 5e 45 a1 e5 c0 e9 6b af 4a 03 f6 aa 94 24 
15 d0 34 9c df 02 c6 24 c2 ed 85 81 f9 72 8f 2e 0f 92 a7 fb e5 e5 c4 74 33 9d 03 1b bb 03 df 69 91 bf 48 f6 7a 87 9e f6 eb 
f1 ea aa b1 cb 9c b8 bc bc d0 5e 5d e5 b1 fe 06 fc f5 
Data Ascii: B&,Um)Vt;%^OQvJ4WW_VV34o. DD|jZWGvSD%>LJQhb d:gIhdotCy"H^3lIa97_7V*Fi4Gx5t&L^EkJ$4$r.t3i
Hz^]

2022-04-20 13:11:57 UTC 6889 IN Data Raw: fa 8d fa 52 09 03 5c 64 5f 15 f0 60 63 3c 99 4a 05 c5 49 28 55 9e 6b b2 6b 8a e7 c4 73 76 01 5f b3 bc 8d 4c cb 
db b4 bb 91 4f 81 f4 45 da 69 90 ed 2d 9e cd 9d f4 7a ba ce 3e 87 67 9a 0a d6 a9 82 da b9 ea 57 cd 82 a5 f2 ef 11 d1 eb 
90 64 94 c2 21 76 fd 7b 59 11 8d b2 1d 73 dd 77 d5 b2 73 d4 1d 0a ef bb 2d e8 83 c7 d4 ba 73 13 c1 06 b3 63 7f 21 ae bb 
95 ef a1 53 68 f3 cd 1a 2c ac f6 bc ab ac 17 b4 0e 4b 4b e9 c3 dc 39 1d c4 63 4a f7 c4 23 8a 5f de ee ad cb e1 f7 75 f2 0c 
69 aa aa dc 29 ff ae ca d6 ce 03 84 8b 8e 8f 73 3d f4 ef 3a 70 61 77 e4 59 56 e3 a0 a8 77 64 35 c1 ea e1 18 c7 dc 6d 0f 
c5 22 90 01 51 13 4d 8a d4 71 ee 2a 6a 18 a5 c0 33 aa 2d 8e 7b 64 6b a9 ea f4 ef 66 bb dd 08 8a bf a3 1a f2 01 6d 58 2e 
94 a3 48 4b 5e d2 7c 37 0c bc f0 79 7b a9 2c 62 53 
Data Ascii: R\d_`c<JI(Ukksv_LOEi-z>gWd!v{Ysws-sc!Sh,KK9cJ#_ui)s=:pawYVwd5m"QMq*j3-{dkfmX.HK^|7y{,bS

2022-04-20 13:11:57 UTC 6890 IN Data Raw: 04 c9 86 fa 11 15 f8 21 c1 e1 05 7b 71 ca 05 a1 52 1a 9c b2 96 a4 44 9c b2 41 3e e0 a0 bb 1d 7c 96 20 5e ef 
22 74 f1 9c 13 c5 66 75 68 7b 51 a0 89 38 00 58 6c 2e 7d d4 01 0a 89 28 43 de 02 f7 d7 cb 4b 73 78 ea 9e da b3 f2 0b 05 
df 39 4f 6d 82 af 21 6b ba b4 a3 c3 b5 1c cd a2 35 0f b7 15 7b 36 fe 0c 39 a7 9f 25 05 96 30 82 8a 4f f4 15 9f 98 8a c0 06 
b7 f1 a4 76 94 b2 a2 25 26 2c 57 61 88 1b e0 47 32 6e 35 79 5e b3 c6 1d 4b 19 79 e3 e5 ec 16 ea 7e 5d f9 94 91 16 49 
e4 33 df 02 de b5 0a 7f da 56 d5 4b bc ce a0 39 08 64 ff be 93 ee 5e 04 95 30 7c 68 b2 03 fc 8c 2c 03 99 98 5c 89 85 2b 
4d 3d b1 d2 a7 3c 13 a1 9c 2d d5 7b 57 a8 af 96 ab 40 e0 ef e4 e0 16 98 53 1e 34 b8 a1 bf 87 6f b0 11 a0 84 03 12 83 02 
9e 90 2f c7 0a 22 66 97 29 bc bc 9c 62 80 9e 72 45 cc 2d 
Data Ascii: !{qRDA>| ^"tfuh{Q8Xl.}(CKsx9Om!k5{69%0Ov%&,WaG2n5y^Ky~]I3VK9d^0|h,\+M=<-{W@S4o/"f)brE-

2022-04-20 13:11:57 UTC 6891 IN Data Raw: 70 5b c3 90 dc 47 e6 e1 4a e9 b0 bb 98 c5 85 2b 5e 71 0a 11 56 8d b6 14 66 56 f5 65 1c b8 1a 7b a5 30 bd a3 
04 30 26 40 d7 55 b8 39 d4 be d0 1a 45 f8 ce 9d bb 46 67 db e6 02 2d 78 37 81 dc 86 00 57 0a 16 e1 78 96 f8 d0 95 e1 
e8 a5 b3 4a 96 12 73 50 1c f4 3f 84 3a 56 66 1c 9b 93 b4 28 4d 3e f6 68 d7 2c ab e5 94 63 15 f9 68 14 a7 9e 81 ba ea 35 
08 4d e1 4e 5e 11 3c 4e 87 2f 7b 96 f7 47 75 b5 0c 97 0c fe 3b bc c7 7f bb f8 7b 62 0a 6b 9d e4 8e 5f 5e 9e 4e f4 f2 12 fd 
bc 44 76 d6 e0 fe 2d dd 67 4a 4d 0e 7f 95 a7 23 fa 89 0b 9f 80 d3 c8 e2 5d 4e 77 5c 6f 57 db 2b fd 5a 5c dc bb 73 4a ef 
db 75 83 6c 28 97 4a 7f f6 ff 6a 17 60 e4 b5 92 7a bc a4 e0 97 2e 37 14 89 b6 e3 f1 cf 5d 11 17 e5 d4 b3 cd 6c ff d9 fe ab 
5f a8 96 0a 93 b4 97 9f 5d 25 fb ed 2a d9 6f db 09 26 
Data Ascii: p[GJ+^qVfVe{00&@U9EFg-x7WxJsP?:Vf(M>h,ch5MN^<N/{Gu;{bk_^NDv-gJM#]Nw\oW+Z\sJul(Jj`z.7]l_]%*o&

2022-04-20 13:11:57 UTC 6893 IN Data Raw: 1e 9a f7 be 57 0a 87 68 e2 03 e3 c4 75 44 ed 9d 53 e0 b4 53 07 cb 23 57 14 b1 83 b6 64 17 79 8a b0 d2 bd d3 
b4 3b 40 8a ad 74 b9 6d fb 09 c5 c5 e1 e6 fd 94 4e e3 92 87 ef 2a 89 ce a3 91 cb 66 9b 0b 19 ff df 67 b9 16 6d f3 22 be 
25 a1 02 99 da 64 af 7d 35 5f 27 64 1f 69 35 0d 4a 04 28 ff f4 f1 a7 1d 38 3d e4 22 8e c8 e9 75 b9 84 a6 6e 1f 2b 18 d8 c0 
93 e1 d5 fc 74 2c 38 f1 65 da a6 30 77 84 48 2d d3 b8 30 c0 1a 91 84 e8 ad 08 6d 75 50 fd 3c 09 9d 97 7e 92 b4 0a 89 8b 
db 40 ad 81 40 07 d2 e7 77 e8 c0 ca 09 b5 32 7a 83 95 d1 93 24 a8 e9 34 a4 cb 0f a6 e7 e5 72 34 d4 ec 23 9a 72 a4 d4 
00 a3 82 60 d4 1c 15 30 40 0b 7b 72 c6 50 8d 7e b2 28 e9 25 c6 15 aa 29 a3 04 5f 9a 2f 72 cc bc 9b 5b ed a4 1a 8d 86 c9 
48 30 60 57 36 17 77 19 27 5a 4a 51 eb 99 f6 09 83 fe 90 
Data Ascii: WhuDSS#Wdy;@tmN*fgm"%d}5_'di5J(8="un+t,8e0wH-0muP<~@@w2z$4r4#r`0@{rP~(%)_/r[H0`W6w'ZJQ

2022-04-20 13:11:57 UTC 6894 IN Data Raw: af 34 4e 97 cb 74 eb 3a 59 59 ae cc bc 98 de 82 97 10 c5 33 8b 3e e3 9e e0 cc b7 5c 4b b2 e4 1b 3a 9c 41 46 
64 b3 df 72 3d fd 93 cb 57 12 7b 33 7a 95 b9 aa d3 9c 3d 9b 2a 9a df 67 d6 6e 36 e9 2f 9b a3 ae 97 92 c8 c9 7b ad 6d b5 
6b 0b 39 ad a7 36 0d c0 2f 2f f3 7f e9 4a 9f b3 d7 a9 fc 37 5d ed 6f dd 6d be b0 e6 74 9d 2e f0 b6 6b fe 0d 9d 7f e9 e5 f7 
99 a4 cf bf 0a 5f e9 62 c6 75 b8 f0 af ee c3 7f 61 b0 ac 6e de 9c 75 ca 33 6f 26 69 b1 9f b1 7a 4f 64 72 e8 fa f3 e0 00 1a 
54 82 3b 14 3b a3 24 f8 18 25 3e 9b a4 5f f2 55 c9 7a f2 0c c8 0b ca a8 3b 29 36 db 8a bc a0 ec bd 59 a0 b4 89 62 51 d2 
30 91 b1 81 e9 95 0d 2a 75 78 cb 8f 3a 8d 2e f2 66 df be 2a ad c8 d1 ff d7 dc 97 37 b7 ad 2b 7b fe ef 4f 21 f3 a9 3c e4 35 
a3 48 5e 62 4b 0a 8f ca f1 1e af f1 9a d8 c7 2f 
Data Ascii: 4Nt:YY3>\K:AFdr=W{3z=*gn6/{mk96//J7]omt.k_buanu3o&izOdrT;;$%>_Uz;)6YbQ0*ux:.f*7+{O!<5H^bK/

2022-04-20 13:11:57 UTC 6895 IN Data Raw: 58 33 c4 9a ad 58 1e 6c fd 35 d7 c4 ec a6 0d d1 a9 20 11 51 12 7e 88 ac 8f 66 eb 43 13 53 18 7c 88 a8 bf e5 
69 2d fd 01 53 fb 7b 9e f8 81 87 1c e2 2e 0d 33 31 27 1f 12 48 70 d2 c1 0b e6 28 c3 18 45 62 d6 a0 ca 91 4f c2 13 66 0b 
cd 2f 70 78 e3 29 40 07 b6 ba af fb 22 36 63 5f 44 df 5e b6 cb 6c 75 59 91 17 c2 c1 b0 29 1f 35 e5 a3 26 3f 3a 37 43 7b 1d 
85 79 bc a8 a2 03 fb 31 5c 48 37 d8 50 38 c9 ee ef 98 98 cf 9e dd fa be e2 8f 32 3f 5e 56 05 3f a9 2b f6 b0 65 4e 20 21 a9 
35 7f 3e 74 7e b4 5b b0 41 b3 
Data Ascii: X3Xl5 Q~fCS|i-S{.31'Hp(EbOf/px)@"6c_D^luY)5&?:7C{y1\H7P82?^V?+eN !5>t~[A

2022-04-20 13:11:57 UTC 6895 IN Data Raw: 1d 30 ed ee c7 be 91 40 fc 21 ac 3f ec 98 19 89 b2 11 7a 9a c1 dd 08 7b 99 ed 37 75 ab f5 e0 8a b8 b1 44 97 
e7 60 31 7b 49 cb 7a bc 98 bb da ca c5 ef 20 a7 89 b8 02 1e 8f 66 15 5e d1 0a 0b 44 f1 33 3d 60 75 56 bd c4 59 1c f1 d4 
ba 96 6a 47 73 12 98 55 bd 5a d6 de 9b ef 51 3b b3 6a 85 ab d2 21 94 dc 33 27 40 7b 2c 73 cd 57 2c 8b e7 1c 81 01 d1 
81 03 29 01 5d f5 d0 55 24 ac e6 9e 25 dd 52 7b 80 ae 55 ed 81 e6 dc 6a e3 9e 8a b2 22 3e c1 bf cc ad 71 e7 42 c7 4d 9f 
ce 3f 81 70 45 8a 5d a3 6a 86 d5 c0 f3 ae 0f e7 dd 9a b1 18 d4 e0 02 ff f2 46 46 a9 51 d8 39 a4 fd e0 de ba 25 5f f7 6a c5 
d7 4a 07 58 74 0d b9 a7 22 14 99 e5 f7 3b 70 78 75 4b 2a 5d 85 2a 3b b5 1f 84 84 7b a5 23 42 b7 49 dc 0d 94 44 1d cc 
5a ab f3 cd 2a 49 09 bc 54 23 fc 01 db 61 52 50 12 1b 9e 27 
Data Ascii: 0@!?z{7uD`1{Iz f^D3=`uVYjGsUZQ;j!3'@{,sW,)]U$%R{Uj">qBM?pE]jFFQ9%_jJXt";pxuK*]*;{#BIDZ*IT#aRP'

2022-04-20 13:11:57 UTC 6897 IN Data Raw: 9f 83 1a b4 c1 25 a0 e9 6a 42 3f 9b bb d5 a5 e2 89 90 3d 06 92 3d 8a c6 98 bb fe 43 2b 19 26 ab 5a 71 35 51 
25 c9 d1 92 2d 2c e3 59 05 d3 0f cd 34 cb 26 39 63 8e 56 24 68 e4 b2 46 3c 0f 99 81 b4 31 24 b0 ed 30 01 6b ea 7e 1c f7 
08 eb 7b 8b b2 28 6e c1 d9 cf d3 e0 ac c4 69 ba 4c b5 17 85 b1 42 68 98 52 60 50 f8 7e 0f 71 a0 ca 22 24 61 c9 9e fb 50 
c1 a9 fd 91 54 d5 4b 83 17 ba a6 d8 68 7b 74 4b 0f e1 2b 19 b9 fe 9c 11 2a 4e 07 e5 dd 06 77 c2 60 18 28 c3 c2 73 29 95 
57 0c 6d 29 bd 19 2c 5b c4 5f c4 7a d7 10 35 af 14 e8 6a 49 c3 25 ae 28 f2 7e 4a 45 65 d4 a5 07 91 5c 21 96 28 25 42 2e 
6c 71 bf fa 49 3e 48 44 67 d8 f3 e2 79 65 79 1d b5 e9 f1 62 67 f0 b5 ed 1d 8a ff 7d c2 3f b7 65 54 91 da 66 88 39 23 30 5c 
24 c0 1a bc 74 d0 54 09 d3 72 a2 1e 58 d2 b7 0f 53 79 
Data Ascii: %jB?==C+&Zq5Q%-,Y4&9cV$hF<1$0k~{(niLBhR`P~q"$aPTKh{tK+*Nw`(s)Wm),[_z5jI%(~JEe\!(%B.lqI>H
Dgyeybg}?eTf9#0\$tTrXSy

2022-04-20 13:11:57 UTC 6898 IN Data Raw: 0d 72 7d 0a a7 67 23 c9 26 98 3f 18 27 e3 16 48 3d f5 af 20 d3 c1 8f 41 38 74 8d da 01 fd a0 28 81 5e 38 2e 
6c bf 0c 3a 7d 4c 5d 5d 6b 35 f1 c1 4e 1b f6 fb fe 8b 51 f3 42 20 91 20 fa 68 58 78 7b b3 85 e9 5a 27 dd 0f 1e 01 3e c1 83 
d0 a8 75 b1 06 ce 4b 23 f5 1c f6 68 ba 01 65 7a 8c 59 6b 9c bb 4d 77 d8 8e 73 87 b9 53 7b 50 4d 71 36 a6 ec 51 55 b2 f5 
51 b5 2e 98 a9 fb d4 8e 5c a0 c3 d2 a0 33 89 da bd 91 ed b1 5b 24 92 af 8b 7b 84 ea 40 e1 74 6b a7 80 f9 e9 48 dc 9b 73 
6f bd 3b f2 b4 8f db 74 e6 a5 e4 46 3f 2a 53 24 c7 9c c1 eb f3 e0 9d d3 78 31 0f 07 e1 e3 0c 7f a2 68 71 8a d8 35 41 f8 72 
02 2f 17 44 d5 30 ba ae 0f df 0e ff 7e 18 0c e0 aa fc d9 b9 09 e2 62 9b c3 93 73 1e 4e 7f d8 87 b6 2e 42 1e 9b 4e bb 37 
79 49 0c cd b8 9a ef 49 d5 cd 26 56 93 fc 7c d9 f4 
Data Ascii: r}g#&?'H= A8t(^8.l:}L]]k5NQB  hXx{Z'>uK#hezYkMwsS{PMq6QUQ.\3[${@tkHso;tF?*S$x1hq5Ar/D0~b
sN.BN7yII&V|

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6899 IN Data Raw: cb 1c 04 b7 77 20 dc 65 19 f1 16 af 4c 90 11 ea cf 3a 73 1c 61 2e 70 7d 8a 70 4c 76 d5 19 37 5d b8 3f 48 97 
35 55 de 10 99 6c b9 3d 12 93 68 5a b6 36 1c e2 47 17 c1 2d 05 bf db 9b 1d 1a e8 32 f0 e7 3c 1a b9 fe 42 08 ce 1d 8b d6 
00 67 c4 06 81 d3 72 9d 33 1c f4 52 07 87 9d e2 02 51 7f b2 89 81 49 79 f0 a3 c9 88 26 2d 4e 30 d6 1d aa 38 41 5d 77 88 
3e 3c ac 93 4b 05 31 99 39 21 76 ac a2 0f d3 90 a4 a1 c0 3a c3 98 c1 94 f9 ab de cc cb f1 c1 11 80 f7 1a 6e e9 bd c2 2d 
b5 cb 7f 39 91 04 0d 96 98 a4 f7 71 e4 1f 79 a1 23 4e 42 ec 17 8e 36 0b 05 45 6a d9 49 03 6f a0 61 8e 5a 53 17 23 c8 4d 
e1 bb 03 27 7c 7a 86 62 ea fe 9f e7 6a a9 5c a6 69 9a 50 77 26 4e 60 e3 6c dc 37 ce 89 7e 31 76 06 5a 45 39 6d ee 68 
86 51 8c 47 6c 1e 8d bf 40 d6 cd 58 f5 db c4 88 23 11 74 69 
Data Ascii: w eL:sa.p}pLv7]?H5Ul=hZ6G-2<Bgr3RQIy&-N08A]w><K19!v:n-9qy#NB6EjIoaZS#M'|zbj\iPw&N`l7~1vZ
E9mhQGl@X#ti

2022-04-20 13:11:57 UTC 6900 IN Data Raw: 93 80 46 59 4e 27 32 55 01 e3 7c f3 6c ff f4 c2 c0 78 d7 b7 7e bf 16 da 37 91 74 13 b1 79 85 9f ff 32 4f 1f 5c 90 
ae a5 08 de 75 24 43 14 5d 68 a8 ab da ea f6 32 0c 10 a6 6c 6b c5 8e 04 c4 20 e1 a9 a9 f1 92 0d 18 6a 02 30 80 79 a0 
40 d9 2f 55 b3 62 1b a2 64 01 8e ef 7e 0b 53 b5 f4 87 85 4e df 0d d8 e2 30 6c 0f c6 05 63 91 a2 2a bb d0 e5 d2 4d e4 b4 
80 3d 80 14 8c 85 1c bc 20 1d 3f a2 e0 84 3e 79 cd ea 0c 2c 2c d1 53 d4 00 60 c2 4a ac 13 06 48 62 c9 fb 7e 1f fd 84 c7 
61 ea 09 f0 75 ea 35 9c 40 87 78 bc 81 23 82 1d 95 a4 bd 80 36 0c 4c d8 8d 9d 20 55 99 93 fd 5c 84 ee d7 3e b8 6c 0b 6d 
da 73 ab dd 09 b3 1f 3a 87 5f 5a 47 c2 77 c7 30 7f de 64 8c c8 9f 6f d3 fa 91 0f c7 c4 b7 31 25 51 40 fd e1 c7 7b f7 c9 e5 
6a 86 0d df 0d ec 73 5c 33 2e 2f 76 3e ac a3 7a aa 
Data Ascii: FYN'2U|lx~7ty2O\u$C]h2lk j0y@/Ubd~SN0lc*M= ?>y,,S`JHb~au5@x#6L U\>lms:_ZGw0do1%Q@{js\3./v>z

2022-04-20 13:11:57 UTC 6902 IN Data Raw: 11 a5 24 d8 16 ee 91 41 a9 d7 a6 73 1f 16 f8 be 96 38 46 86 a5 9e ef 44 f5 2d 3c 11 4e ed b7 1f 8f b5 a0 74 1f 
d9 3b 13 f8 bb 09 ac 87 85 cc 0b 0c ad e5 f7 dc c0 58 f3 d5 77 38 69 b7 06 68 47 bf 0f 29 6e 03 c4 08 89 ef cb 25 a0 69 
6c 8d 7f 8c dd 77 58 7b 4f c3 70 88 be 02 c3 3e 48 56 4a 98 18 84 6c 7d 8c b3 a9 e3 e7 8b 51 14 1d e4 27 e2 67 db d5 
8d 9a be 92 21 be f2 2e ee 0b 17 de 2d 21 6a fb 89 f4 ec d8 f8 33 fb 01 41 7b 2f ec 7c 51 da 55 06 d3 ef 0b 0b f1 4d 2c 7c 
b5 c6 bf be 23 74 17 5d 7d 63 cc b3 d7 aa 56 5d 3c 10 8d 9c fa 49 39 67 83 e5 2d 60 48 93 08 53 87 57 b6 57 c4 7c bb 6c 
b3 a2 1f 07 9e 23 4d c0 2f ae 53 d1 4d b3 aa a5 be f6 31 bf 3c f4 31 90 88 ad ea 76 e4 26 ab bc 7a c9 df 0f a9 ce 1d 0a e9 
c7 15 9d 3c d5 87 77 8b 1b 3b 0f c7 a2 71 2f f9 fb 
Data Ascii: $As8FD-<Nt;Xw8ihG)n%ilwX{Op>HVJl}Q'g!.-!j3A{/|QUM,|#t]}cV]<I9g-`HSWW|l#M/SM1<1v&z<w;q/

2022-04-20 13:11:57 UTC 6903 IN Data Raw: 07 7a 35 ef 5a d2 1b b9 95 39 03 0a 9f 4d 4f 21 6a 1b 35 a1 78 3b c5 cd 03 e3 39 b6 42 b6 25 a0 03 27 b0 fe 
db f2 5d 12 59 db a8 cd 2a fd 48 46 6b 84 1c ca 00 57 18 4b 06 da fc f1 fb a7 49 a4 ee 60 76 7b d7 fa db a5 5f e8 b6 67 
2a 97 6c 3a 29 15 c8 12 c2 12 52 2c e5 9c e6 4b 39 c0 12 a4 2f 7f ea 6d ca 99 5f b8 fb c3 87 ce 83 24 78 a0 62 7f 5a 78 
90 b3 e9 8e d8 ba df 3b 0a 3a d7 65 0a f0 e5 f4 c3 60 04 74 9a dd 63 41 49 52 85 12 74 da f0 8e 53 49 10 08 9c 53 ba c1 
e7 36 7a 1f 74 a5 5c 73 92 10 34 e7 34 cf 3e 68 d1 c6 44 0a 07 ae 8d 7e 22 44 67 be 73 4a 2f 93 f8 ce 64 d7 6b a9 38 07 
0f cd a8 c8 7d e0 44 0d f4 81 78 8e 59 ee 5a cb e1 ad 6c 9d 96 f6 9e d8 d7 1b 24 59 e1 3d 2e a5 59 0c 17 d1 74 08 c4 76 
d1 f0 e7 8e 46 7d bf 8d 7e 35 62 7b c0 6d 8c fa d5 72 d0 
Data Ascii: z5Z9MO!j5x;9B%']Y*HFkWKI`v{_g*l:)R,K9/m_$xbZx;:e`tcAIRtSIS6zt\s44>hD~"DgsJ/dk8}DxYZl$Y=.
YtvF}~5b{mr

2022-04-20 13:11:57 UTC 6904 IN Data Raw: 4d e4 70 a4 33 69 29 ff 17 21 03 06 b1 68 22 e4 40 0a 6b 46 4d aa f0 d8 e2 bd 80 5e b6 5c 4b 10 fc 3b 9b 1d 
4d 7c 3f 0c 03 81 f3 27 01 7b b2 92 11 3a 42 da 73 f7 d7 39 ce 63 29 e9 52 30 79 5f 63 f2 cc a8 81 99 3f 65 7b 60 a0 b4 
b9 cb 71 6e 22 a6 cc 2d 5d 49 51 a3 82 c7 e9 5d ff f7 ef 16 87 02 ba 68 54 41 33 d3 93 c9 52 d1 c2 42 d0 b8 aa d6 18 94 
b0 dd c3 70 34 18 e5 0d 4c 13 96 e0 65 57 b6 31 6e fb 0f c8 cc 9e 10 02 99 76 4c 7a e5 54 bd c3 2d 1d 92 9e f8 50 be e2 
aa 9a e2 88 87 71 2b 63 9a ce 43 d9 8a 94 93 37 dd 4e 87 35 61 22 69 5f 38 3e 4c 8d 25 7c f1 a3 4b c8 80 ba b0 fc 8d 69 
2a 45 51 7e 86 a2 d8 d5 c4 43 82 f2 e3 cd 6e e6 cb 0a 7d b4 5c e4 9e 22 80 7a bf b1 34 60 7b 92 84 de db 9e 4e 36 73 
3e ba bb 13 81 7c bf ca 48 da f2 a4 2b d8 3f 99 e5 93 56 a2 
Data Ascii: Mp3i)!h"@kFM^\K;M|?'{:Bs9c)R0y_c?e{`qn"-]IQ]hTA3RBp4LeW1nvLzT-Pq+cC7N5a"i_8>L%|Ki*EQ~Cn}
\"z4`{N6s>|H+?V

2022-04-20 13:11:57 UTC 6905 IN Data Raw: b8 3d c1 2d 3d 0d fd 09 bf 1d 3e 44 3b 12 68 86 be 02 a3 2f c0 3a 09 72 8a 90 5d 36 2e 22 57 b4 5f a4 56 39 
41 4b 8e 5f e4 26 7c d9 7e 4e 4f ac b7 49 27 c7 8a 4e dc d5 ff 8b e2 fc a8 0b 20 e8 1b 0a 4d b8 b0 5c 59 2d 1b 8c c6 8d 
4d 3b 98 92 91 1d 78 0f f2 d5 cc a8 63 f7 f0 c8 9e 32 41 e5 b0 58 42 73 f3 7d d3 55 9e 16 33 0c 6e 85 20 ed 69 21 5b f7 
ea c4 91 e6 0c 09 60 21 06 96 11 ec fa bd 0f 4f ed e1 78 82 b2 fd 68 e8 17 c8 8e f1 dc 0a 41 ac ef 75 5e 0b fa b3 51 61 d4 
22 ae e6 85 85 09 22 29 c6 07 6c d4 7e 12 00 27 1c dc e9 cb fe d0 cd 88 7b 47 c5 e1 e8 0b 9b b8 8d 74 9a 36 23 a1 25 
50 6f de 7e be 4e 6f 96 d9 99 b2 de 34 12 51 50 d2 05 03 37 c4 2b 75 44 87 b6 d2 e2 2d e9 d9 ea 02 fd af 74 08 f4 41 0b 
ec 05 97 c0 21 36 b9 b4 56 5e 46 76 71 ea 3a 1b 4f fa 0b 
Data Ascii: =-=>D;h/:r]6."W_V9AK_&|~NOI'N M\Y-M;xc2AXBs}U3n i![`!OxhAu^Qa"")l~'{Gt6#%Po~No4QP7+uD-tA
!6V^Fvq:O

2022-04-20 13:11:57 UTC 6907 IN Data Raw: a4 6c 4b dc 2d 82 ad 63 6d 2f ab 19 28 72 13 1d e4 f0 af 10 95 ea 08 18 1c 90 ae 59 78 50 b5 f4 27 74 72 73 
f3 38 26 6a 4a 25 cf 3c 42 da 6c a2 23 02 0c c2 51 5e 44 67 0b d3 8c 1d b0 92 a5 8b 1b 9f 00 25 a1 3d 5f 4c 9a 72 15 f3 
94 fa c4 b3 10 7f c5 f6 f5 81 f7 e2 81 f7 70 e0 2d ab 46 cf 61 0a ec 87 d4 86 a5 0b 01 9e 08 33 da 8c 71 a0 3d 21 b4 b6 8b 
78 78 54 e2 9d 87 f2 47 05 0e 35 76 25 bb e1 f4 c3 d4 3e c6 be c3 c2 22 d3 26 a8 bf 76 31 c1 cf db e9 ad cf f7 e7 f3 1d 52 
68 38 66 7a ab dc 17 19 cf f1 3e dd de 26 ea d3 0d 66 2c c6 8c a6 e5 71 6e a9 bc ba 1a 4b d0 70 90 5b e1 2d 16 da bd 
49 1f e0 3c 84 92 8e 15 c4 5c 65 63 4d 46 d7 a0 ba 19 66 b0 dd 44 71 a6 e7 d1 c1 fc 3e b3 04 34 17 53 9c 67 0e 93 3a 
ee 93 74 ca 49 a1 46 05 18 5e d4 04 11 57 f4 52 b1 28 ca 
Data Ascii: lK-cm/(rYxP'trs8&jJ%<Bl#Q^Dg%=_Lrp-Fa3q=!xxTG5v%>"&v1Rh8fz>&f,qnKp[-I<\ecMFfDq>4Sg:tIF^WR(

2022-04-20 13:11:57 UTC 6908 IN Data Raw: 44 22 c5 af ac d7 17 f5 3c 28 c7 a1 8e a3 c9 00 8d 16 21 3b 96 53 b4 63 61 28 4d b7 fd 1e 7a 90 20 36 92 72 
77 9e 4e eb 3f ae f4 b0 93 b0 17 64 57 5b 44 f7 51 39 96 2c dd 1e 9d e4 7a d9 1b 38 b2 86 38 96 46 7a b4 4b 7d 2e d1 
40 bf b7 39 c3 cd 9e a9 13 48 88 57 4c 3f b9 62 ae ff 44 fc ef de e7 15 4a 1d 79 67 a4 76 fd 48 42 a2 c4 9b f1 bd f3 72 96 
d8 9b 12 bb bb be 43 b9 24 ec 25 72 b2 07 20 f4 a1 1a 67 6b bc b0 b0 8f 48 66 e8 51 49 94 df 2f da d7 56 bd 3f 7b 6f 1f 
08 be 5a bf fe 87 5d 78 90 1c a5 4d ce b2 14 2b 53 ec af 62 c7 43 1a 28 6c 26 63 1f 18 0a ea 60 46 09 71 c0 87 12 fb 19 
8e 39 28 c6 98 7c 38 30 3f ae cc ef 57 b8 ff ea 88 5e 88 78 f0 d6 1f 62 ce 9f 00 73 75 74 dd 97 b3 90 ac 6c dd f6 78 54 43 
9f 0f 18 bf 2e e2 97 66 01 89 b1 d5 5f 0f 66 40 eb 49 
Data Ascii: D"<(!;Sca(Mz 6rwN?dW[DQ9,z88FzK}.@9HWL?bDJygvHBrC$%r gkHfQI/V?{oZ]xM+SbC(l&c`Fq9(|80?W^x
bsutlxTC.f_f@I

2022-04-20 13:11:57 UTC 6909 IN Data Raw: 51 96 c4 5f c6 41 5b 67 e3 c1 5e 88 48 eb 5b 93 ee 40 42 94 d3 87 e9 b8 82 1e 5a 94 11 90 9c 2b 09 2b b2 0b 
13 e0 f8 8d b8 49 05 66 35 ab 6d 5a 0e d9 86 47 85 16 95 2b 04 58 50 2e d8 b6 f4 f9 63 b7 1a ed cd 35 34 74 66 53 f7 c2 
b8 9d 2f 53 ee e1 1c e1 52 f6 f1 ec e2 34 f1 36 15 8e 37 a3 6f 79 1f ed 27 c1 8a b1 f1 03 99 02 74 24 52 80 a6 df f3 8e d6 
17 8d 12 03 61 23 4e 49 28 33 f0 d6 d9 39 29 ac a3 f6 00 be bc d3 30 e3 af 21 5c 45 7c dd 70 3c 48 bc 4e 78 ae 14 10 9f 
bb 53 40 c0 71 e0 2c d7 a1 07 87 62 c9 43 0b 2d 97 c4 e2 e1 58 c2 a2 75 66 e9 30 3a d7 82 7e a6 34 f8 f4 b9 7f a2 1f 74 
8b 16 ef 94 2f 03 11 1c 99 ad e0 71 30 18 98 65 01 0f fb 40 a7 17 19 79 29 69 52 0e f4 09 3c c7 1e 8b 24 ab f8 35 20 a0 
23 7e 9c 78 4d 76 98 0d 9b b6 15 fa 45 01 6c 7b 31 d2 
Data Ascii: Q_A[g^H[@BZ++If5mZG+XP.c54tfS/SR467oy't$Ra#NI(39)0!\E|p<HNxS@q,bC-Xuf0:~4t/q0e@y)iR<$5 #
~xMvEl{1

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6911 IN Data Raw: 54 56 d0 80 40 07 34 94 c2 3c f6 72 53 39 2a 7c a9 64 8a 2d fe 7d 27 c4 cd 92 af 11 2d 38 63 76 8a 58 72 e0 
34 ad e7 bb 98 c5 11 2e 46 bb f5 63 b3 6b af 61 6a f3 73 b3 05 17 5d d8 6f 40 0e 95 3b 6e 4b 05 ab 7c 9f 99 5d e4 bb 2c 
91 70 83 8a c8 a5 8d 9d 8f 1e 63 07 1e f9 6c 20 9f 0d b3 cf 1e e5 b3 51 f6 d9 50 3e 1b 67 9f 8d e4 b3 49 f6 d9 44 3e 7b 
ce 3e 7b 92 cf 9e b2 cf d0 e2 cb c9 4b 5e 26 d2 ff d1 31 f6 8f f7 2f f6 37 0e 8d 5c 85 de 6e f2 e7 5e 22 23 1b d3 61 22 ed 
8a 9e 82 e4 4a 9a 00 82 ec fc 09 5a 6c 42 a1 88 8d cc 2f 45 fb e6 9c a9 ed 21 ad 01 13 f8 01 ca 25 de 41 6f aa 74 9e 6a 
62 85 59 77 3c 9f aa 6c 39 7e ec d7 3d 3c c3 46 70 f7 c0 30 7a 78 fb 4b c2 85 a8 3b cb da 7f 48 d6 fe 44 e1 c7 3c 08 3f fe 
fa 54 49 01 bd 32 d3 95 a0 93 2a ff 3c b3 1b 5d f6 
Data Ascii: TV@4<rS9*|d-}'-8cvXr4.Fckajs]o@;nK|],pcl QP>gID>{>{K^&1/7\n^"#a"JZlB/E!%AotjbYw<l9~=<Fp0zxK;HD<?TI
2*<]

2022-04-20 13:11:57 UTC 6912 IN Data Raw: b7 93 53 73 4c 98 ce 96 5d 29 57 ac 92 07 0c 23 ea f7 a3 4e f8 01 5d 27 05 be f5 9d 88 b7 16 f0 cf 01 a2 3f 63 
f4 fa cd 29 f0 ec 2b f8 c7 92 1e 88 68 c3 f1 9c a7 6f 94 76 14 23 9e 61 1f a0 7d 92 58 28 46 8b 3c ba e8 e6 79 7b 57 47 c6 
43 08 20 8f 08 a0 12 fb c1 66 b8 90 c6 79 42 c5 73 10 1f 12 77 de 90 42 53 64 32 3d 7c f9 23 be fc 86 1b a6 38 77 57 1d 
0d 84 40 45 08 42 98 ce 4a 1a f3 b3 90 1f 14 f4 ba 03 1b 7b e9 97 ab a7 a5 79 89 59 4b 7d 2e b1 75 0c f2 dc 77 b0 28 9a 
49 be 84 14 5a 4c 92 c5 4f ec ea 4f 81 3a 00 83 c9 b1 a3 c2 83 14 13 ae a0 33 9a 7c 1f 42 7b cb 7c 7f 57 7a ca 3f 9a b2 
80 d2 fc 79 7a 7c 3d 67 01 c4 f7 49 2f 41 0a b8 c8 b3 77 13 b8 34 1c e8 28 c0 47 d3 fa 22 98 34 6d 0a bb 3c d6 a8 ac 4d 
40 59 66 9c 2b 5d 6d 67 98 67 a4 3c a9 d0 8c db 94 
Data Ascii: SsL])W#N]'?c)+hov#a}X(F<y{WGC fyBswBSd2=|#8wW@EBJ{yYK}.uw(IZLOO:3|B{|Wz?yz|=gI/Aw4(G"4m<
M@Yf+]mgg<

2022-04-20 13:11:57 UTC 6913 IN Data Raw: e7 02 d6 6c 37 f1 22 02 5a 8f 3e 4b 60 9f 7a b4 b8 68 31 b7 69 f7 60 bf c6 2c 75 b7 d1 1d c1 bc 37 4c 7f 71 11 
6a 07 bf 7f cf 77 02 f3 05 24 17 7c c4 48 62 96 55 33 08 03 3a 53 0d b6 8b 10 ea 35 9d 66 7e 3d f4 66 77 ca 9f 31 a4 be 
03 7f 31 ce 2b a0 d4 87 f7 75 ae 83 c8 f8 a8 20 fc fd bb c9 8e 04 4a 2d b7 4a 2b 43 61 eb ac b0 34 28 7e 7d d2 68 15 95 
30 7b 49 25 4c 2b b1 d8 a0 1d 5a 60 6f 31 de 44 bf aa 98 94 ed 49 f3 ad 1f 9b 6f 7d bb 62 c7 2e f8 68 c7 f5 ec 35 ca 60 
e1 6c 3d 10 88 31 de 59 8f 0d 39 31 e6 80 b0 84 3d 94 fc 64 3e 3a 01 4b cd 87 f3 88 53 d4 12 c8 40 35 66 59 5b f8 8a 2d 
5d 65 54 27 6d d8 5e 2b 4e 62 42 dd 47 e7 07 98 66 2e 46 0a d1 00 fe bd 80 f3 6a cb 9a f2 07 bd 90 9c 61 fb f6 89 c6 91 
85 46 03 f7 12 42 d9 b8 91 cf 26 5a 26 c4 d4 a7 3c 94 
Data Ascii: l7"Z>K`zh1i`,u7Lqjw$|HbU3:S5f~=fw11+u J-J+Ca4(~}h0{I%L+Z`o1DIo}b.h5`l=1Y91=d>:KS@5fY[-]e
T'm^+NbBGf.FjaFB&Z&<

2022-04-20 13:11:57 UTC 6914 IN Data Raw: 10 d8 42 10 24 1d 80 75 d6 52 ae 87 f1 07 c3 69 cb 92 8f 9a c4 51 3c 78 fb 1d 4c 15 26 d4 e2 42 1f 2a f5 f2 67 
27 aa 47 1f 3e 48 07 d5 26 32 1e ff b6 75 87 d0 c9 fc a6 16 ea 8e c4 95 35 c5 38 1a 44 63 0d 4d 1a b9 40 4f 8b fe 72 90 
fa 08 e0 60 b4 98 50 6f 1e 5b 60 b4 63 68 dd ff 8c 2c 46 f4 19 4e 96 96 ac 12 dd fa 77 e8 87 91 67 b8 39 4e ea 59 dd 20 
f5 5a 09 f2 21 50 c0 6e dd 3b b8 0b ff a6 6a 46 59 5f 6f 26 cf c5 c5 58 1c dc 43 7a bb 74 cd 1b 71 f2 da e1 35 62 d5 57 ca 
15 0c 4b 36 b7 d4 9a 3d 8a 99 01 f9 ad f7 dc c9 b8 05 42 fe 2f 4a c2 79 56 94 e6 09 21 d4 2a e1 c5 aa ad 54 ca d4 d6 b9 
28 03 d2 f8 85 58 d2 56 6d f9 b3 88 4c d7 df b5 21 52 be 08 8f 20 21 30 a1 cb bf e4 45 cc 29 2c 5b b6 59 d1 db d4 5a 42 
c8 a0 d7 77 b5 44 7f 77 05 82 21 9c 0c ec f5 32 8d 
Data Ascii: B$uRiQ<xL&B*g'G>H&2u58DcM@Or`Po[`ch,FNwg9NY Z!Pn;jFY_o&XCztq5bWK6=B/JyV!*T(XVmL!R !0E),[
YZBwDw!2

2022-04-20 13:11:57 UTC 6916 IN Data Raw: 21 ba 01 19 fc a2 a8 cb 8b ff aa 58 ef de 9b 46 77 58 ea b6 09 25 4d 8d 5b ba 9e 0d 55 78 8a ae ff d0 c9 6e 18 
e2 81 61 24 95 8f 9b 42 a1 3f 36 af b9 c3 d7 ff d8 e1 23 d1 44 dc e1 44 9d 19 2b ef a7 7a 33 7f e0 f7 a4 48 a1 f2 dc 71 9a 
3b fa f6 fd 25 53 4d cb c9 01 2c c2 31 de d8 84 23 c9 45 d3 35 b3 12 8b 97 20 43 ac b6 01 07 c6 8b fe 03 4c 22 32 7b 4b 
37 1a a7 7a fd cd 4b 74 67 06 9f 8e 96 cd ef e2 14 85 e9 d4 d1 28 9b 63 16 56 9e ff df 70 43 a2 d3 5c e2 5d 49 39 e4 32 
f9 28 1d 78 eb 3a f2 8d 52 cc 52 d4 2d 26 c0 7c 3a 22 17 77 3a 30 08 b2 b9 9e 49 36 e9 d9 b3 5b 48 36 73 ff 1b 50 4b 07 
08 94 8d 3c d4 71 08 03 00 52 5d 09 00 50 4b 03 04 14 00 08 08 08 00 29 8c 04 51 00 00 00 00 00 00 00 00 00 00 00 00 
13 00 00 00 6d 69 72 72 6f 72 69 6e 67 5f 77 65 62 72 
Data Ascii: !XFwX%M[Uxna$B?6#DD+z3Hq;%SM,1#E5 CL"2{K7zKtg(cVpC\]I92(x:RR-&|:"w:0I6[H6sPK<qR]PK)Qmirr
oring_webr

2022-04-20 13:11:57 UTC 6917 IN Data Raw: 74 61 64 61 74 61 2f 76 65 72 69 66 69 65 64 5f 63 6f 6e 74 65 6e 74 73 2e 6a 73 6f 6e 95 59 5d 73 a3 38 d6 
fe 2b 5b 7d bd 53 85 c0 38 ed bd 8b 0d 02 13 23 07 a1 0f d0 d6 56 17 20 62 0c 02 13 1b c7 c0 d4 fc f7 55 7a e7 e2 dd e9 
6e af df 8b 54 ca 36 20 ce a3 73 9e 0f f8 e7 ef 5f 64 79 29 ce c7 7e 38 9e ba 2f ff f8 32 9c cb b2 ca 2e d5 df fa f2 fc b7 b7 
a3 2a bf fc fd cb e5 78 e8 4a f9 ad 38 75 43 d9 0d 5f fe f1 fb 97 3e 9b d4 29 93 fa f8 72 0a ea dc b4 0d c1 6d 23 31 ab aa 
30 2b 55 4c db 25 b7 2e c7 b4 1d 3f 52 73 78 2b 4c b5 14 f1 76 89 9c 67 1b 1d 6f 47 e1 a9 4e 24 c8 d8 d6 a7 a3 3e be 0a 
6b 6a 6e 3f bf 6f d5 45 24 e1 71 af 86 a7 6d b7 ae a4 77 38 ee 8f c1 5b ee ad ea 94 8f fa ba ab 2a 8f 57 83 3e 77 4e b9 
d4 9f ed f7 c2 5c 5d 3f cf 2d da d5 87 84 ab 53 
Data Ascii: tadata/verified_contents.jsonY]s8+[}S8#V bUznT6 s_dy)~8/2.*xJ8uC_>)rm#10+UL%.?Rsx+LvgoGN$>kjn?
oE$qmw8[*W>wN\]?-S

2022-04-20 13:11:57 UTC 6918 IN Data Raw: 8d d5 b8 77 ab 1e f9 fd 3b 85 a8 8f 3d 10 a6 bc 5f a7 ec eb 2d 35 c6 1b aa 05 2c 3b 11 c9 5a 41 de 60 40 7d 
6c 44 f4 eb dd b9 cb 1e e6 bc 40 84 6e b0 0d cd 60 a3 fd 14 8a 5d ad 3b ad 60 68 8e 00 4d 54 af 7b bf c7 5c 78 61 c2 96 
a1 39 10 cc c4 89 98 41 58 b8 77 b1 ef e5 f4 a0 c7 25 12 84 cd b8 d3 35 ee 78 b2 1d 32 2a 68 d1 08 9e 83 fe 43 b6 ab 29 
d2 76 af 30 d9 7e cf 01 8c e9 68 a6 16 fc 28 0c 85 ee fb ac fe 51 9f 05 50 a2 71 21 e2 45 78 81 1d 5b 68 1d d5 30 c8 79 bf 
4f 09 bb e6 04 5e 23 a5 1c 62 29 a1 fb 11 15 d0 d5 fc 88 dd b0 66 ec 2e f6 e6 e2 d1 be 77 e5 5c d1 94 06 15 82 ab 44 76 
ea 35 aa 55 20 4d 91 c5 47 b0 c4 00 3a 29 0f 7c c6 45 9f ce 87 45 de 55 9b b2 b1 d7 92 d2 7b d8 9f f3 07 b1 8f 2c 76 94 
dc 00 d8 0c ed b0 45 2e 6f 82 ad f4 4e 37 ca a5 9d 1a 
Data Ascii: w;=_-5,;ZA`@}lD@n`];`hMT{\xa9AXw%5x2*hC)v0~h(QPq!Ex[h0yO^#b)f.w\Dv5U MG:)|EEU{,vE.oN7

2022-04-20 13:11:57 UTC 6920 IN Data Raw: 96 42 1a e8 25 e4 bd c9 e9 a8 bd 36 e6 7b 58 18 d2 d3 07 df c1 be 6c 0f 0f 66 2b b8 29 dd f1 84 d4 69 48 2d 
76 2e a8 3d 69 7f 41 11 ac b6 74 0e 2e 05 c7 22 56 18 84 b5 6a 33 4b 56 b1 c9 52 62 9d cc 18 de f5 f7 cb 0c ae 28 7b 34 
5f f1 40 73 6b df 0a 4f 6e 50 17 6c 18 0c 7a c6 18 c8 3d 65 f3 0e c6 92 04 bb 90 e1 25 51 eb 17 4a 82 58 fb 11 77 17 6b 
6c ff 8a 7f 0b af c2 62 97 34 d9 ea 7a c3 9f 61 fd 41 67 d6 d0 4e 86 fa 5a b7 bc 0e 04 33 d4 db de 03 33 03 b2 17 e6 e5 
a6 7d 05 4f eb 6a 51 74 6a 4a cc 68 11 53 f9 2a 1a f8 03 bf a7 2d ac 33 53 4e b9 c5 ae 5a fb 67 cd d7 7d e1 47 bf 58 77 
6b 50 17 9f 45 63 6b cd 3c d8 69 0b 74 9e 5c 5d 33 8e db c8 40 16 d3 e7 96 b5 1a c3 b9 59 c4 ce 5a df 14 c6 e1 5c cd da 
fb fe b8 ae 09 67 8d dd 2c b8 dd 88 5f d7 69 11 4b d7 00 
Data Ascii: B%6{Xlf+)iH-v.=iAt."Vj3KVRb({4_@skOnPlz=e%QJXwklb4zaAgNZ33}OjQtjJhS*-3SNZg}GXwkPEck<it\]
3@YZ\g,_iK

2022-04-20 13:11:57 UTC 6921 IN Data Raw: 0a cf 35 db 92 22 69 16 c1 61 31 ed d4 6b fe 7c 68 5e 9e 16 9d 7c 56 d0 eb 99 78 96 d3 37 8c ac a7 7c bf 5f 
d4 65 74 58 b4 b7 14 bd ec 3f d6 d7 af f5 38 5c b7 51 6b 7e db f5 56 e9 bd 39 57 26 f2 ab b7 ee 30 2c a1 b6 18 6d 7d fb 
ba 09 9e 67 cd 97 87 db 8b f9 da 6c 97 df fc cd 33 e8 e5 c9 ca 9f 36 4f 31 a6 61 75 3e de 1c ef f6 5b fd 04 62 1c 3a d7 0b 
82 6b 0c 37 3d a9 cf 24 1b 6f eb 2e f9 70 6e ee b0 78 a2 c6 66 2a 2a 36 7a 46 63 90 6f 2c b0 40 9f 2d 00 f7 b2 8b ad 9c af 
1f f5 b7 e6 f0 bc 30 5e 2b ce d2 97 f7 de ba 0e e4 f0 7e e1 6f db 0f 39 de be fc f1 af 3f fe f8 d7 bf 01 50 4b 07 08 16 b7 56 
d0 ec 0f 00 00 a9 22 00 00 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 09 00 
00 00 00 00 00 00 00 00 10 00 ed 01 00 00 00 00 
Data Ascii: 5"ia1k|h^|Vx7|_etX?8\Qk~V9W&0,m}gl36O1au>[b:k7=$o.pnxf**6zFco,@-0^+~o9?PKV"PK*Q

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:57 UTC 6922 IN Data Raw: 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 0c 00 00 00 00 00 00 00 00 00 10 00 ed 01 a5 
89 00 00 5f 6c 6f 63 61 6c 65 73 2f 65 6c 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 32 77 9f 34 08 13 00 00 f4 
5f 00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 e1 89 00 00 5f 6c 6f 63 61 6c 65 73 2f 65 6c 2f 6d 65 73 73 61 67 65 
73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 0c 00 00 00 00 
00 00 00 00 00 10 00 ed 01 30 9d 00 00 5f 6c 6f 63 61 6c 65 73 2f 65 6e 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 
51 7a 25 be a9 78 0e 00 00 be 2d 00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 6c 9d 00 00 5f 6c 6f 63 61 6c 65 73 2f 
65 6e 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 
Data Ascii: *Q_locales/el/PK)Q2w4__locales/el/messages.jsonPK*Q0_locales/en/PK)Qz%x-l_locales/en/messages.json
PK

2022-04-20 13:11:57 UTC 6923 IN Data Raw: 02 00 00 00 00 00 00 00 0c 00 00 00 00 00 00 00 00 00 10 00 ed 01 4d 32 01 00 5f 6c 6f 63 61 6c 65 73 2f 68 
72 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 58 3d ee 03 7a 0f 00 00 65 31 00 00 19 00 00 00 00 00 00 00 00 
00 00 00 a4 01 89 32 01 00 5f 6c 6f 63 61 6c 65 73 2f 68 72 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 
14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 0c 00 00 00 00 00 00 00 00 00 10 00 ed 01 4a 42 01 
00 5f 6c 6f 63 61 6c 65 73 2f 68 75 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 5d 1c 7c 4f 11 10 00 00 16 36 00 
00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 86 42 01 00 5f 6c 6f 63 61 6c 65 73 2f 68 75 2f 6d 65 73 73 61 67 65 73 2e 
6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 
Data Ascii: M2_locales/hr/PK)QX=ze12_locales/hr/messages.jsonPK*QJB_locales/hu/PK)Q]|O6B_locales/hu/messages.j
sonPK*Q

2022-04-20 13:11:57 UTC 6925 IN Data Raw: 00 00 00 00 10 00 ed 01 f8 d7 01 00 5f 6c 6f 63 61 6c 65 73 2f 6d 6c 2f 50 4b 01 02 14 03 14 00 08 08 08 00 
29 8c 04 51 a8 68 87 8a 8d 12 00 00 0d 65 00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 34 d8 01 00 5f 6c 6f 63 61 
6c 65 73 2f 6d 6c 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 00 00 
00 02 00 00 00 00 00 00 00 0c 00 00 00 00 00 00 00 00 00 10 00 ed 01 08 eb 01 00 5f 6c 6f 63 61 6c 65 73 2f 6d 72 2f 50 
4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 b9 ab d8 b2 b5 11 00 00 16 5a 00 00 19 00 00 00 00 00 00 00 00 00 00 00 
a4 01 44 eb 01 00 5f 6c 6f 63 61 6c 65 73 2f 6d 72 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 
08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 0c 00 00 
Data Ascii: _locales/ml/PK)Qhe4_locales/ml/messages.jsonPK*Q_locales/mr/PK)QZD_locales/mr/messages.jsonPK*Q

2022-04-20 13:11:57 UTC 6926 IN Data Raw: 6f 63 61 6c 65 73 2f 73 6c 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 e5 6b e8 ea 60 0f 00 00 d8 31 
00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 11 80 02 00 5f 6c 6f 63 61 6c 65 73 2f 73 6c 2f 6d 65 73 73 61 67 65 73 
2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 0c 00 00 00 00 00 
00 00 00 00 10 00 ed 01 b8 8f 02 00 5f 6c 6f 63 61 6c 65 73 2f 73 72 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 
04 04 ee a1 ba 11 00 00 94 5d 00 00 19 00 00 00 00 00 00 00 00 00 00 00 a4 01 f4 8f 02 00 5f 6c 6f 63 61 6c 65 73 2f 73 
72 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 
00 00 00 00 0c 00 00 00 00 00 00 00 00 00 10 00 ed 01 f5 a1 02 
Data Ascii: ocales/sl/PK)Qk`1_locales/sl/messages.jsonPK*Q_locales/sr/PK)Q]_locales/sr/messages.jsonPK*Q

2022-04-20 13:11:57 UTC 6927 IN Data Raw: 14 03 14 00 08 08 08 00 29 8c 04 51 5c 3f f4 81 9e 0f 00 00 d0 35 00 00 19 00 00 00 00 00 00 00 00 00 00 00 
a4 01 f4 2a 03 00 5f 6c 6f 63 61 6c 65 73 2f 7a 68 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 02 14 03 14 00 08 
08 08 00 2a 8c 04 51 00 00 00 00 02 00 00 00 00 00 00 00 0f 00 00 00 00 00 00 00 00 00 10 00 ed 01 d9 3a 03 00 5f 6c 
6f 63 61 6c 65 73 2f 7a 68 5f 54 57 2f 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 80 77 20 c9 0c 10 00 00 f7 36 00 
00 1c 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: )Q\?5*_locales/zh/messages.jsonPK*Q:_locales/zh_TW/PK)Qw 6

2022-04-20 13:11:57 UTC 6927 IN Data Raw: a4 01 18 3b 03 00 5f 6c 6f 63 61 6c 65 73 2f 7a 68 5f 54 57 2f 6d 65 73 73 61 67 65 73 2e 6a 73 6f 6e 50 4b 01 
02 14 03 14 00 08 08 08 00 29 8c 04 51 4f 99 ea ee 33 b2 02 00 aa 44 09 00 0a 00 00 00 00 00 00 00 00 00 00 00 a4 01 
6e 4b 03 00 61 6e 67 75 6c 61 72 2e 6a 73 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 ed c9 b8 eb cb 03 00 00 28 
08 00 00 14 00 00 00 00 00 00 00 00 00 00 00 a4 01 d9 fd 05 00 62 61 63 6b 67 72 6f 75 6e 64 5f 73 63 72 69 70 74 2e 
6a 73 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 ae 1a bc c5 0d 37 00 00 15 c4 00 00 0e 00 00 00 00 00 00 00 00 
00 00 00 a4 01 e6 01 06 00 63 61 73 74 5f 73 65 6e 64 65 72 2e 6a 73 50 4b 01 02 14 03 14 00 08 08 08 00 29 8c 04 51 
f1 1c 2d 6c 9b 34 00 00 d3 94 00 00 09 00 00 00 00 00 00 00 00 00 00 
Data Ascii: ;_locales/zh_TW/messages.jsonPK)QO3DnKangular.jsPK)Q(background_script.jsPK)Q7cast_sender.jsPK)Q-l
4

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

146 192.168.2.5 49985 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:57 UTC 6176 OUT GET /wp-content/uploads/elementor/thumbs/losant-ozc05ck0pkuu0r7m2u2rimp3i748mwo75g8zb2dghc.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 18:28:54 GMT
If-None-Match: "5fc92e66-c8b"

2022-04-20 13:11:57 UTC 6928 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:57 GMT
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-c8b"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

147 192.168.2.5 49987 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:58 UTC 6928 OUT GET /wp-content/uploads/elementor/thumbs/MS-Azure-p8t9b2yok1ayc7k2tmr1hevezvlzmyz71lb622k806.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 17 Jun 2021 19:04:38 GMT
If-None-Match: "60cb9cc6-b77"

2022-04-20 13:11:58 UTC 6929 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:58 GMT
Last-Modified: Thu, 17 Jun 2021 19:04:38 GMT
Connection: close
ETag: "60cb9cc6-b77"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

148 192.168.2.5 49988 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:58 UTC 6929 OUT GET /wp-content/uploads/elementor/thumbs/MultiTech_Logo-pgsb8a40a8a1w80dbcay2nqq1oh4l4cjjkbza50sti.jpg 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Mon, 29 Nov 2021 16:54:34 GMT
If-None-Match: "61a505ca-7d6"

2022-04-20 13:11:58 UTC 6929 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:58 GMT
Last-Modified: Mon, 29 Nov 2021 16:54:34 GMT
Connection: close
ETag: "61a505ca-7d6"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

149 192.168.2.5 49989 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:58 UTC 6930 OUT GET /wp-content/uploads/elementor/thumbs/novotech_black-on-white-p6fl83ur25qttcfmdlzz2oly7lfu0pky933p07d4i6.gif 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 29 Apr 2021 13:54:12 GMT
If-None-Match: "608aba84-782"

2022-04-20 13:11:58 UTC 6930 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:58 GMT
Last-Modified: Thu, 29 Apr 2021 13:54:12 GMT
Connection: close
ETag: "608aba84-782"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

15 192.168.2.5 49787 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:09 UTC 3375 OUT GET /wp-content/themes/iot-m2m/assets/fonts/la-solid-900.woff2 HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
Origin: https://www.iotm2mcouncil.org
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://www.iotm2mcouncil.org/wp-content/cache/breeze-minification/css/breeze_22215f59e0654c4cae90121
51dbc3c7c.css
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:09 UTC 3416 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:09 GMT
Content-Type: application/font-woff2
Content-Length: 96752
Last-Modified: Thu, 03 Dec 2020 17:27:19 GMT
Connection: close
ETag: "5fc91ff7-179f0"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:09 UTC 3417 IN Data Raw: 77 4f 46 32 00 01 00 00 00 01 79 f0 00 0b 00 00 00 03 73 50 00 01 79 9d 00 01 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 1c 54 06 56 00 81 80 2a 0a 8b be 08 89 9f 79 01 36 02 24 03 9d 0c 0b 9d 10 00 04 
20 05 85 11 07 e5 06 5b e9 d4 92 44 c1 c9 ee b7 6c 5a 0a 48 b7 21 00 f0 65 6a d5 a6 71 3f 55 22 86 da 29 af 02 95 ad ab 
d4 05 71 67 f7 44 81 f3 80 1c c7 d4 bb 9e fd ff ff ff ff bf 2d 59 44 6c 9b 1d fe 67 f6 ee ef 1e 5e 10 04 05 93 a4 b4 34 2b c8 
d1 10 b2 b8 22 4b 4e ac d9 22 12 53 17 99 51 cc d7 a1 c7 4d a2 45 55 2d b8 db ee 30 55 62 c8 c4 90 89 21 13 63 b2 c2 
7d d2 05 75 3f 39 0a d3 fe f0 90 73 43 3b 92 13 6c 62 d8 c4 f0 4c 8c c9 fd 31 7b 5f e5 a9 93 a6 2a 72 86 98 20 76 81 98 
20 26 64 99 97 3c b4 da 58 c1 0e 19 13 4b aa 40 c2 73 d6 
Data Ascii: wOF2ysPyTV*y6$ [DlZH!ejq?U")qgD-YDlg^4+"KN"SQMEU-0Ub!c}u?9sC;lbL1{_*r v &d<XK@s

2022-04-20 13:11:09 UTC 3432 IN Data Raw: e7 06 d9 c3 98 b7 46 78 b7 01 e5 39 29 8c 45 87 fb f0 ea 5b 38 77 93 79 e6 c5 db 66 05 58 eb e4 fc f8 e7 8e 
49 f7 75 4c 4a 35 52 78 2d 61 ed a8 e2 bd 4f fd 76 0c 14 bf 8e 9e 51 14 66 a2 4c 87 c3 e8 01 96 62 cf 47 4b 6e 18 08 0e 
a9 c6 e7 ac a5 9f 04 45 df f0 48 f4 e9 d6 a6 99 f8 7c fc a9 39 a9 5e ae a6 3a e8 f3 fd ba c6 27 27 ce 66 e5 86 60 0f 43 3f 
51 d4 ea 68 5b 85 da 86 d6 16 f5 b6 bd 43 da 22 80 62 9a 64 b0 b2 7a 16 eb 2b 9f f2 8f 59 84 66 a6 06 88 af f5 00 5c 01 
9c a6 91 d9 fe 5a f6 2d f0 3e 85 97 ec a8 ed 00 1c 7d 4c 7b e1 40 cf 45 b7 28 18 8d 37 18 86 8c 9c fd e0 b6 c2 ef 0a 23 
90 ed c2 1b 6d 04 bf ab 0d c5 b3 12 d0 22 87 3a 3f ad b3 32 83 e9 00 e7 ea 4d 79 f7 26 d0 fd d7 2f e8 62 10 8e 2f 5c b4 
d5 ab a2 50 10 73 51 39 a8 55 00 28 9b 50 99 a6 0e 4a 
Data Ascii: Fx9)E[8wyfXIuLJ5Rx-aOvQfLbGKnEH|9^:''f`C?Qh[C"bdz+Yf\Z->}L{@E(7#m":?2My&/b/\PsQ9U(PJ

2022-04-20 13:11:09 UTC 3448 IN Data Raw: 7b 7d d6 25 dc 5c 73 d4 a3 cf 0f 46 3d a8 1f c5 ea 46 bd 31 c7 61 0f 6a 83 32 09 8e b8 f8 ba b2 e4 40 64 68 
35 ab 2c ea c7 e8 30 ad 83 43 4d 74 4a 09 d1 40 50 1f a9 46 28 4e c8 b0 3b 17 44 78 92 50 f6 23 3f 13 21 26 c1 8d 51 3b 
a6 9b 50 32 80 80 37 eb d4 45 d2 78 ec b8 9e 4e e7 0c 00 35 50 e9 d1 26 34 ad cc 6a 3b 48 30 8e 03 2d 33 06 4b 0f 87 
06 a6 7c 5d 59 62 3f 27 51 e3 a1 ae ad 30 1b bf d1 0a 9c 8e 0f ff 4e 3f df bf fe 02 55 26 2e b5 06 42 c2 14 35 26 31 b8 b3 
eb c3 1d 9f 6a 49 8e cf b3 07 2d 10 d6 0c 56 80 22 4c 6f c6 ea 58 2d bf ea cb f2 2d 6a 65 db eb b2 82 28 bb 59 a2 b4 08 
d6 70 05 14 d5 c9 a0 bc 2e 7f 43 d4 f5 a5 07 88 ce 48 c8 64 23 23 c8 f5 d8 f5 27 3c 7f 98 39 06 fa 30 2f 22 d7 db 4d 2c 1a 
73 86 82 11 ae 69 21 3d 40 ea 07 24 93 cb 58 33 f9 67 
Data Ascii: {}%\sF=F1aj2@dh5,0CMtJ@PF(N;DxP#?!&Q;P27ExN5P&4j;H0-3K|]Yb?'Q0N?U&.B5&1jI-V"LoX--je(Yp.C
Hd##'<90/"M,si!=@$X3g

2022-04-20 13:11:09 UTC 3464 IN Data Raw: 2a 9a 33 67 5c 4f 5f 97 54 a0 f0 1e e7 a6 ce 5e d2 b4 68 e0 58 3a 42 dc b0 d2 b2 c1 01 30 40 f3 c8 df cf 70 c9 
de b4 91 66 c0 c0 dd 02 dc ae c1 da c5 8b 4b 5f 3e 33 99 58 c7 d7 ff 31 c4 32 99 5e 7c 88 80 e1 fa e5 97 2e a2 84 5e 5d 
8c 4f aa fb 22 87 9c 97 05 bf ff 1a 9f 8a 8f 2f 28 38 76 0c e4 90 47 04 1a e9 6f 76 a9 26 33 b3 bf a9 cf 9f ff ff ef ec ea f8 78 
cb 26 b5 a0 d3 1d 39 92 84 5c 1d 39 59 e9 a2 6b cb 80 22 31 1f 99 92 cc d1 76 01 10 01 9d 0e 37 4f 12 ba 83 ed 25 55 
ec 1d f3 e4 47 9d cd 73 6b e7 9a b3 75 66 c4 ac 2b 6f 37 ac 36 99 5b cc ca 16 8f e8 05 f1 6b 66 05 b9 6b 32 fa 5c 71 1e 
33 d3 5f e5 a7 54 fa a9 fc b5 06 fa 5b c5 53 d9 06 b2 94 aa d8 43 17 b0 98 04 7a 29 78 d5 8b 76 a4 46 24 70 3a f2 66 89 
c6 06 a4 e2 e1 af 21 dd e0 29 6b 80 6e e4 1a be 
Data Ascii: *3g\O_T^hX:B0@pfK_>3X12^|.^]O"/(8vGov&3x&9\9Yk"1v7O%UGskuf+o76[kfk2\q3_T[SCz)xvF$p:f!)kn

2022-04-20 13:11:09 UTC 3480 IN Data Raw: 11 5d c7 3a 0b 05 49 81 55 10 39 00 4d 95 e6 ae ae 71 40 80 b2 6a e7 90 05 21 63 e6 df 74 10 38 5c 93 ec 5c 
39 47 48 13 c5 2e 8e bf 66 c1 c3 79 14 dd 4f 11 29 75 b2 4a 4a 56 52 44 fd d1 8f 38 ee e8 6b 56 8b 63 45 34 e1 9c ca 64 
e7 6a a4 54 41 fc f6 45 45 c8 7f f3 6d 26 ff 7a e6 bd 7c d5 12 eb 64 e7 47 92 8e c8 45 e7 4e 1e 95 32 57 2d 2d f2 90 58 c9 
ac fa 1b 28 b0 05 97 ae 62 4a 8f 4c 7a be 46 f6 cb 62 7d 43 ac ef c9 54 bf ac 27 45 c8 18 c7 35 b8 e9 2c 42 d5 29 9e 8d 
0b 76 e5 8c 09 8d 38 e1 88 d3 35 c7 8a b5 9c 2c cc 4d 35 b2 5e 2f f6 f6 a8 d0 7c 1c b8 76 bc 7d c9 c1 40 ec 70 f9 45 8c 
2b b9 81 57 56 f7 43 59 95 1f 1d b2 a9 7e f8 58 29 4c a4 a8 04 1c 4a 40 82 e4 f6 db a0 60 1e 44 f0 20 01 77 d0 59 74 4c 
c5 d4 80 ee a8 93 36 f8 ec 11 7b d6 0b d4 2d 1d 09 58 
Data Ascii: ]:IU9Mq@j!ct8\\9GH.fyO)uJJVRD8kVcE4djTAEEm&z|dGEN2W--X(bJLzFb}CT'E5,B)v85,M5^/|v}@pE+WVC
Y~X)LJ@`D wYtL6{-X

2022-04-20 13:11:09 UTC 3497 IN Data Raw: 23 25 04 95 36 a4 de 37 3a 2c 0c ab 72 b5 8e af d9 ed b6 34 42 e9 ea 6b 1f ca 6d 55 cd c0 e9 9e c9 6d cf 15 
da 34 8a 54 27 04 0b 37 a7 70 0b d4 b8 59 18 9c 50 1d d0 f5 08 10 44 b0 fa af 71 18 6f cf 2d db 64 d5 60 85 29 bd 6c 3d 
06 03 24 82 1b 77 71 f4 28 66 2f e8 6a d6 07 a9 5f bf 1b 0d 8b 85 b5 3d 26 7c f2 55 9f 95 19 69 8a c2 98 57 e5 62 72 63 
e0 6a 4d 94 5a 28 54 47 69 aa 33 02 24 fe b0 b2 fa 4d 99 8b 98 c7 91 70 e5 3b f9 0a ae 4c c6 55 f0 77 0b d4 6e 73 65 7c 
c5 4e ae 9c 23 91 f0 5c f2 de 54 56 fb c3 00 49 46 75 94 46 a8 56 0b 35 51 b3 70 68 c4 69 c6 0b 2a 7b 4e 2f bf 84 c8 b9 
49 f4 39 b8 88 fc d2 f2 d3 3d 82 ca 78 b4 c4 cc 10 87 56 90 e3 61 94 7c ed a3 98 21 e9 5e 2a fb a5 b6 b0 f6 17 d9 d2 ee 
63 74 0a 9f af c5 28 b2 55 a3 63 e7 48 5d d2 52 0f 59 0a 
Data Ascii: #%67:,r4BkmUm4T'7pYPDqo-d`)l=$wq(f/j_=&|UiWbrcjMZ(TGi3$Mp;LUwnse|N#\TVIFuFV5Qphi*{N/I9=x
Va|!^*ct(UcH]RY

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

150 192.168.2.5 49990 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:58 UTC 6930 OUT GET /wp-content/uploads/elementor/thumbs/Pelion_Horizontal-p3ldmkmetkey2c0h25l2nee2yp73hdlcxkcxd5bz6y.jpg 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Mon, 01 Mar 2021 20:37:19 GMT
If-None-Match: "603d507f-8b7"

2022-04-20 13:11:58 UTC 6930 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:58 GMT
Last-Modified: Mon, 01 Mar 2021 20:37:19 GMT
Connection: close
ETag: "603d507f-8b7"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

151 192.168.2.5 49992 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:58 UTC 6931 OUT GET /wp-content/uploads/elementor/thumbs/Pod-Group-white-2-ozbz0pz5bd8o7i83b9v9qvrv6nd3xvduwd5gkim0wi.jpg 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 18:28:54 GMT
If-None-Match: "5fc92e66-7bb"

2022-04-20 13:11:59 UTC 6932 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:59 GMT
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-7bb"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

152 192.168.2.5 49993 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:59 UTC 6931 OUT GET / HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:59 UTC 6932 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:59 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 13212
Connection: close
Expires: Wed, 17 Aug 2005 00:00:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
Cache-Provider: CLOUDWAYS-CACHE-DE
Content-Encoding: gzip
Vary: Accept-Encoding

2022-04-20 13:11:59 UTC 6932 IN Data Raw: 1f 8b 08 00 00 00 00 00 02 03 ed 7d db 72 db 38 d6 ee 7d 9e 02 a3 a9 e9 cc d4 84 16 4f 92 28 77 ec 19 c7 71 
3a 9e 8e 63 8f ed 74 fe a9 ae 2e 17 48 82 12 2d 9e 4c 90 3a f8 af ae 9a fb 7d b9 af fe 17 d8 2f b1 ef f6 a3 cc 93 6c 2c 00 
92 48 1d 1c 51 96 dd 52 3a d5 d5 8e 88 e3 87 85 85 85 05 60 61 e1 f5 1f dc d8 c9 46 09 41 dd 2c 0c 0e 5f c3 5f 14 e0 a8 
73 50 23 91 f2 e9 aa c6 82 08 76 0f 5f 87 24 c3 c8 e9 e2 94 92 ec a0 f6 e9 fa 9d 62 d5 64 68 84 43 72 50 eb fb 64 90 c4 
69 56 43 4e 1c 65 24 62 a9 06 be 9b 75 0f 5c d2 f7 1d a2 f0 8f 57 c8 8f fc cc c7 81 42 1d 1c 90 03 ed 15 a2 dd d4 8f 7a 4a 
16 2b 9e 9f 1d 44 31 2b 35 60 01 28 25 c1 41 2d 49 63 cf 0f 48 0d 75 53 e2 1d d4 ba 59 96 d0 fd 7a bd 13 26 9d bd 38 ed 
d4 87 5e 54 d7 b4 32 10 9c 24 81 ef e0 cc 8f 23 05 
Data Ascii: }r8}O(wq:ct.H-L:}/l,HQR:`aFA,__sP#v_$bdhCrPdiVCNe$bu\WBzJ+D1+5`(%A-IcHuSYz&8^T2$#

Copyright Joe Security LLC 2022 Page 180 of 324



2022-04-20 13:11:59 UTC 6940 IN Data Raw: f9 1e 75 72 df 25 01 9c 95 ac e5 07 93 84 e0 f2 92 40 89 c8 8d 9d 3c e4 6b 00 70 ba e6 14 5e 29 61 eb 93 94 
8f 03 be 18 a0 f2 9d 92 6d 95 b5 7a 0b bb 2e 76 8b 6f 6f 94 42 76 45 d6 ea a6 a5 79 d8 78 46 59 2b 6b fc 26 6b 77 53 8f 
b5 a6 b2 b6 d1 7a ac ac 2d eb b1 f4 f7 21 6b 4f 3f 5e 9f 5c 1e 1d 83 5b 61 f4 f9 f4 fa bd d8 68 39 3f ba 7c 8b ce df 4d 37 
5a d6 11 b5 1f 49 36 88 d3 1e 7f 37 a3 a8 25 bf 42 60 fd e2 67 19 81 df 1e 93 c1 14 71 93 3b 3a de 7a 89 48 b0 b5 7a 6d 
b3 65 9b 86 59 7c 5e a3 1c b2 2b b2 96 68 1e c1 8d e7 f4 29 2c 6b fc 26 6b 77 5f d6 5a 8f 90 b5 3a ec 19 c8 47 7e 6e a6 
8f fc dc 18 bf 13 81 cb 56 ee d7 a2 f5 e8 c3 a4 f5 b0 73 b0 f6 c6 01 6c 17 88 39 0b 44 6b 94 a5 be 9d 33 0d 37 8b d1 d8 
87 f1 ab d9 fd ec d2 5e 36 68 bf 79 b8 21 27 c2 15 c5 
Data Ascii: ur%@<kp^)amz.vooBvEyxFY+k&kwSz-!kO?^\[ah9?|M7ZI67%B`gq;:zHzmeY|^+h),k&kw_Z:G~nVsl9Dk37^6hy!'

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

153 192.168.2.5 49995 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:59 UTC 6945 OUT GET /wp-content/uploads/elementor/thumbs/Quectellogo-pctkxydkxmw9dncktfxqtana1v3kvl7spuunl68a6o.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Wed, 08 Sep 2021 17:00:49 GMT
If-None-Match: "6138ec41-497"

2022-04-20 13:11:59 UTC 6945 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:59 GMT
Last-Modified: Wed, 08 Sep 2021 17:00:49 GMT
Connection: close
ETag: "6138ec41-497"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

154 192.168.2.5 49999 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:59 UTC 6946 OUT GET /wp-content/uploads/2020/04/backwhite.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:26:39 GMT
If-None-Match: "5fc91fcf-49465"

2022-04-20 13:11:59 UTC 6946 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:11:59 GMT
Last-Modified: Thu, 03 Dec 2020 17:26:39 GMT
Connection: close
ETag: "5fc91fcf-49465"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

155 192.168.2.5 50002 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:59 UTC 6946 OUT GET /wp-content/uploads/2020/04/iot-logo.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:29:06 GMT
If-None-Match: "5fc92062-71ae"

2022-04-20 13:12:00 UTC 6946 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:00 GMT
Last-Modified: Thu, 03 Dec 2020 17:29:06 GMT
Connection: close
ETag: "5fc92062-71ae"
Cache-Control: public, max-age=2592000
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

156 192.168.2.5 50003 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:00 UTC 6947 OUT GET /wp-content/uploads/2020/03/upcoming-event.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:32:48 GMT
If-None-Match: "5fc92140-d3"

2022-04-20 13:12:00 UTC 6947 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:00 GMT
Last-Modified: Thu, 03 Dec 2020 17:32:48 GMT
Connection: close
ETag: "5fc92140-d3"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

157 192.168.2.5 50004 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:00 UTC 6947 OUT GET /wp-content/uploads/2020/04/content-library.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:55:40 GMT
If-None-Match: "5fc9269c-1cc"

2022-04-20 13:12:00 UTC 6947 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:00 GMT
Last-Modified: Thu, 03 Dec 2020 17:55:40 GMT
Connection: close
ETag: "5fc9269c-1cc"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

158 192.168.2.5 50005 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:00 UTC 6948 OUT GET /wp-content/uploads/2020/04/upcoming-event.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:23:22 GMT
If-None-Match: "5fc91f0a-d3"

2022-04-20 13:12:00 UTC 6948 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:00 GMT
Last-Modified: Thu, 03 Dec 2020 17:23:22 GMT
Connection: close
ETag: "5fc91f0a-d3"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

159 192.168.2.5 50006 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:12:00 UTC 6948 OUT GET /wp-content/uploads/2020/04/upcoming-events.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:28:57 GMT
If-None-Match: "5fc92059-1d7"

2022-04-20 13:12:01 UTC 6948 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:01 GMT
Last-Modified: Thu, 03 Dec 2020 17:28:57 GMT
Connection: close
ETag: "5fc92059-1d7"
Cache-Control: public, max-age=2592000

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

16 192.168.2.5 49788 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:09 UTC 3415 OUT GET /wp-content/plugins/elementor/assets/lib/font-awesome/webfonts/fa-solid-900.woff2 HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
Origin: https://www.iotm2mcouncil.org
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://www.iotm2mcouncil.org/wp-content/cache/breeze-minification/css/breeze_22215f59e0654c4cae90121
51dbc3c7c.css
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:09 UTC 3512 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:09 GMT
Content-Type: application/font-woff2
Content-Length: 78196
Last-Modified: Wed, 13 Apr 2022 17:13:55 GMT
Connection: close
ETag: "625704d3-13174"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:09 UTC 3512 IN Data Raw: 77 4f 46 32 00 01 00 00 00 01 31 74 00 0d 00 00 00 03 17 f4 00 01 31 1a 01 4b 85 e3 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 3f 46 46 54 4d 1c 1a 1e 06 60 00 99 4e 11 08 0a 8a e6 68 88 c3 42 01 36 02 24 03 
9f 30 0b 9f 34 00 04 20 05 8a 2b 07 e2 2e 5b b4 75 92 81 70 d3 28 e4 d7 9b 55 15 64 81 f0 7b 2d 98 6e ee 50 6e 1b c0 c9 
9f e1 5f 3d 56 32 b6 65 04 ef 76 70 d8 7e 97 ab c8 fe ff ff ff 7f 55 b2 90 31 fd bf c0 3d 09 1f 42 c0 82 62 ad ae b2 95 6d 76 
53 b4 2e c6 94 ac 77 c9 43 19 2b e8 24 99 b8 a4 28 fd a0 4d 4d 49 e6 69 48 7d aa 93 4f e5 04 eb 34 c0 37 15 73 ce 12 
17 59 81 29 02 2a 02 2a 02 ca d9 dd 7d ec 95 07 5e da b4 89 bb 7b 5e a1 b7 f2 aa 52 0a 7a df d0 0a 8d 66 c8 8c 06 68 
34 64 44 37 eb 3a 31 2a 9a 99 18 43 6a 83 1f 6c cd 38 4d a5 
Data Ascii: wOF21t1K?FFTM`NhB6$04 +.[up(Ud{-nPn_=V2evp~U1=BbmvS.wC+$(MMIiH}O47sY)**}^{^Rzfh4dD7:1*Cjl8M

2022-04-20 13:11:09 UTC 3528 IN Data Raw: 66 19 91 7d 39 cd 65 e6 fb fc c1 55 87 92 b1 02 aa 8c be d6 54 fc 4f 53 ec 3b 8a 02 27 18 89 05 12 b0 7f a8 2a 
8b 8a 86 52 ed 03 cc 07 82 b9 b2 eb 9b 0e 00 63 95 4e 08 5e 55 1b 6f 16 f1 79 a2 24 46 e9 b0 57 cf 24 8d 09 e9 a4 9d e2 
0b d7 b0 10 d9 d4 e1 98 70 c7 28 0b 04 3b db f8 12 a0 de bd 9a d4 a8 12 44 21 7d 40 49 92 bb 88 49 e2 7a 37 ae a6 b8 
f0 99 ac 10 08 5a 42 38 e9 70 51 fe 49 be c5 63 f8 10 28 80 4a 81 1c 44 33 8d 6d eb 43 da 56 40 5c f8 56 f5 52 39 a2 82 
6a 28 7c 5e de 14 1d 82 33 a3 12 10 88 99 a0 08 0a 0d 3c fb 91 27 08 d2 fc 44 c2 1f d6 43 c3 73 34 54 39 43 d2 ff 20 65 
37 34 ad 89 40 29 5e c3 f0 c0 68 e2 cd 66 86 6b 78 6b b4 32 78 2d d4 58 10 0f cc 47 58 36 75 31 8a ff 82 42 89 ff 50 58 
3e a8 83 7f 47 b4 8d b2 71 b9 22 1b da be bc b6 35 da 9f 
Data Ascii: f}9eUTOS;'*RcN^Uoy$FW$p(;D!}@IIz7ZB8pQIc(JD3mCV@\VR9j(|^3<'DCs4T9C e74@)^hfkxk2x-XGX6u1B
PX>Gq"5

2022-04-20 13:11:10 UTC 3660 IN Data Raw: 6b 8c 6c 14 91 3e 9c 9a 8e fe 41 a3 01 67 19 41 97 81 45 69 19 85 42 a5 a5 16 0c 3d 3f c9 38 77 ee 81 75 31 
63 d2 09 12 c6 fb 17 a2 aa 3c 65 a0 0a 9e 16 bf 86 af 39 36 7e a5 97 d3 2b b5 01 f8 9a 7b 8b ab 50 0d 99 12 e3 6b 85 40 
ef ef 6b 45 ad d0 92 b5 f4 b0 e3 93 95 16 d6 5a c1 5f a8 c5 b6 68 45 3f d6 1f 5d 95 96 c9 e3 61 37 c7 00 3b 12 8e 96 b0 
2a 2a 23 23 2a 80 36 4a 33 03 1b a0 d1 22 87 a6 85 82 46 8c 99 c4 38 51 3c a9 c4 51 26 1c a5 84 c4 9d 41 59 b9 ec 12 
91 44 f3 3b b3 6c 19 23 7d c3 8c a3 ae e1 28 34 fc 2c 1a 6d fb 96 2d a3 80 0b 3f 8e 99 c4 0c 03 23 a6 51 6b c7 62 34 c8 
21 a4 94 12 99 8e 4e b0 71 29 e1 b8 35 01 80 5e 79 fc 6f ec d5 43 a4 a0 eb b3 7d 66 18 26 f3 5f 6d 36 90 52 d2 9c f0 9c 
76 9d a3 52 cb d0 4c 29 c3 1a 60 2e b0 b1 31 56 4a eb f7 cf 
Data Ascii: kl>AgAEiB=?8wu1c<e96~+{Pk@kEZ_hE?]a7;**##*6J3"F8Q<Q&AYD;l#}(4,m-?#Qkb4!Nq)5^yoC}f&_m6RvR
L)`.1VJ

2022-04-20 13:11:10 UTC 3676 IN Data Raw: ae 73 93 ef d5 54 18 30 b4 1b 17 83 f5 f2 3e f8 95 d4 8a d6 e5 5d e0 1f be 9f 7c e6 8e 8e 21 64 83 a2 ec e0 4d 
0d 26 c1 94 04 1a 9a 59 40 08 13 cd 90 99 e7 65 d3 98 1b d7 f6 e5 c9 20 10 14 fe 7a 08 f9 86 1a c5 d9 b3 ff 2c 02 fc 35 
02 46 0f c7 57 93 5a 33 1e f3 c7 df 22 40 ff 2d 19 ad a4 92 67 a0 29 df 32 0c c3 85 c7 d3 4f 08 6f cb e9 f9 f8 d1 1c 2a d3 
61 dd 64 b7 43 56 7f 86 3e 00 ae c8 27 3a f1 c8 2e 1e 93 ed 97 2d ef b3 70 3c 55 40 48 76 5a d5 ae d8 a2 aa a6 01 aa 16 
c5 56 ee 0a ac cf ce 0e 88 36 55 c4 6c a2 03 80 fb 86 3d c4 79 4b 2e fa c4 93 16 8f 54 16 6d 08 21 65 89 21 cf 43 70 77 
f0 ff dc f1 0b b6 2e e4 36 7f 71 7e 94 5a 41 90 3e 06 9a f9 8a 4b 3a c9 ad 38 34 3c 53 8a da 8c 91 59 ea 36 cd 8f 9c 6d a7 
6d 6d a5 43 f2 ae b8 df 9a a4 26 45 df 7a 38 d3 
Data Ascii: sT0>]|!dM&Y@e z,5FWZ3"@-g)2Oo*adCV>':.-p<U@HvZV6Ul=yK.Tm!e!Cpw.6q~ZA>K:84<SY6mmmC&Ez8
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2022-04-20 13:11:10 UTC 3692 IN Data Raw: ee 66 5e fe 4b f1 4e 2c aa 48 5d 9b a8 00 d6 2c 7f a0 ae 6e 87 13 26 03 a1 c1 6b 53 bd dc a8 3c 17 6b 3e cf 
ec 4e 72 25 fa 70 64 6c 01 95 4e b3 b4 af c9 05 46 56 5d 1f 6b 9d 80 c8 0e 55 49 ed 3a 86 db ec f0 79 d4 49 a5 7e 55 35 
29 1a af e7 52 f0 96 c7 40 c4 b6 5a b2 c3 a2 32 11 f5 08 6b cd bd 97 7b 86 14 fc f1 7e 7b 24 5e 17 92 61 9f 8c 24 94 cc f6 
dc 64 ff 01 83 c6 41 52 73 8c c9 55 fd 34 f0 55 21 97 66 e5 6c 14 22 71 1f a6 36 c7 c1 bb 31 69 77 04 c6 ae 0b 92 41 f3 
e7 bc f8 a6 81 dd ea b9 f0 92 97 61 93 72 b3 d7 32 94 a4 65 a1 c4 6e 98 b5 b8 45 de 37 2f fa c8 03 66 8f 47 06 e6 2f d5 
c2 9f 2b cf 74 ea db 01 c6 e3 1b e6 2c cd c4 b4 52 fb 36 96 1b c7 db d4 b9 e9 9b 59 79 46 ec da 0e e3 3f d6 cd 3d df 1a 
5f cf b0 af bc a8 2e dd 78 55 15 13 4c 4e 00 7b 65 d4 
Data Ascii: f^KN,H],n&kS<k>Nr%pdlNFV]kUI:yI~U5)R@Z2k{~{$^a$dARsU4U!fl"q61iwAar2enE7/fG/+t,R6YyF?=_.xULN{e

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

160 192.168.2.5 50007 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:01 UTC 6949 OUT GET /wp-content/uploads/2020/04/leadership.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:27:20 GMT
If-None-Match: "5fc91ff8-b61"

2022-04-20 13:12:01 UTC 6949 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:01 GMT
Last-Modified: Thu, 03 Dec 2020 17:27:20 GMT
Connection: close
ETag: "5fc91ff8-b61"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

161 192.168.2.5 50008 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:01 UTC 6949 OUT GET /wp-content/uploads/2020/04/lead.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:24:29 GMT
If-None-Match: "5fc91f4d-ad0"

2022-04-20 13:12:01 UTC 6949 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:01 GMT
Last-Modified: Thu, 03 Dec 2020 17:24:29 GMT
Connection: close
ETag: "5fc91f4d-ad0"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

162 192.168.2.5 50009 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:01 UTC 6950 OUT GET /wp-content/uploads/2020/04/promotion.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:27:05 GMT
If-None-Match: "5fc91fe9-b1c"

2022-04-20 13:12:01 UTC 6950 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:01 GMT
Last-Modified: Thu, 03 Dec 2020 17:27:05 GMT
Connection: close
ETag: "5fc91fe9-b1c"
Cache-Control: public, max-age=2592000
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

163 192.168.2.5 50010 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:02 UTC 6950 OUT GET /wp-content/uploads/2020/04/research.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:52:45 GMT
If-None-Match: "5fc925ed-d16"

2022-04-20 13:12:02 UTC 6950 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:02 GMT
Last-Modified: Thu, 03 Dec 2020 17:52:45 GMT
Connection: close
ETag: "5fc925ed-d16"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

164 192.168.2.5 50011 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:03 UTC 6951 OUT GET /wp-content/uploads/2022/03/thought_leadership_3.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Wed, 09 Mar 2022 18:27:59 GMT
If-None-Match: "6228f1af-70f"

2022-04-20 13:12:03 UTC 6951 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:03 GMT
Last-Modified: Wed, 09 Mar 2022 18:27:59 GMT
Connection: close
ETag: "6228f1af-70f"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

165 192.168.2.5 50012 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:04 UTC 6951 OUT GET /wp-content/uploads/2020/04/back.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:33:44 GMT
If-None-Match: "5fc92178-262e0"

2022-04-20 13:12:04 UTC 6951 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:04 GMT
Last-Modified: Thu, 03 Dec 2020 17:33:44 GMT
Connection: close
ETag: "5fc92178-262e0"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

166 192.168.2.5 50015 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:12:04 UTC 6952 OUT GET /wp-content/uploads/2020/04/backroundtest2.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:41:46 GMT
If-None-Match: "5fc9235a-e5aaf"

2022-04-20 13:12:05 UTC 6952 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:05 GMT
Last-Modified: Thu, 03 Dec 2020 17:41:46 GMT
Connection: close
ETag: "5fc9235a-e5aaf"
Cache-Control: public, max-age=2592000

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

167 192.168.2.5 50016 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:05 UTC 6952 OUT GET /wp-content/uploads/2020/03/rfps.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 22:22:27 GMT
If-None-Match: "5fc96523-caf0"

2022-04-20 13:12:05 UTC 6952 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:05 GMT
Last-Modified: Thu, 03 Dec 2020 22:22:27 GMT
Connection: close
ETag: "5fc96523-caf0"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

168 192.168.2.5 50020 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:07 UTC 6952 OUT GET /wp-content/uploads/2020/04/backroundtest3.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:27:05 GMT
If-None-Match: "5fc91fe9-3901a"

2022-04-20 13:12:07 UTC 6953 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:07 GMT
Last-Modified: Thu, 03 Dec 2020 17:27:05 GMT
Connection: close
ETag: "5fc91fe9-3901a"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

169 192.168.2.5 50021 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:07 UTC 6953 OUT GET /wp-content/uploads/2020/03/case-study.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 22:22:25 GMT
If-None-Match: "5fc96521-1c107"
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2022-04-20 13:12:07 UTC 6953 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:07 GMT
Last-Modified: Thu, 03 Dec 2020 22:22:25 GMT
Connection: close
ETag: "5fc96521-1c107"
Cache-Control: public, max-age=2592000

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

17 192.168.2.5 49789 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:09 UTC 3415 OUT GET /wp-content/plugins/elementor/assets/lib/eicons/fonts/eicons.woff2?5.15.0 HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
Origin: https://www.iotm2mcouncil.org
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://www.iotm2mcouncil.org/wp-content/cache/breeze-minification/css/breeze_22215f59e0654c4cae90121
51dbc3c7c.css
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:09 UTC 3576 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:09 GMT
Content-Type: application/font-woff2
Content-Length: 92444
Last-Modified: Wed, 13 Apr 2022 17:13:55 GMT
Connection: close
ETag: "625704d3-1691c"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:09 UTC 3576 IN Data Raw: 77 4f 46 32 00 01 00 00 00 01 69 1c 00 0f 00 00 00 03 34 70 00 01 68 c1 00 01 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 1c 54 06 60 00 b2 64 08 0e 09 9c 0c 11 08 0a 8b c4 2c 89 f4 1b 0b 8d 64 00 01 36 
02 24 03 8d 60 04 20 05 85 35 07 ae 77 0c 81 1c 5b 76 c4 92 42 e4 05 d8 ec 69 0b f2 62 f3 36 47 6c 35 81 e3 40 f5 15 ab 
92 4d c6 b1 09 b7 0d 42 7b c0 e7 6e cf d4 b0 dd cd e0 76 b0 93 4d be b7 94 ec ff ff ff ff 5f 93 2c 64 6c 77 3f bc df 06 1b a0 
2a a2 8a 60 55 59 86 3c 22 e5 b6 85 53 ec 22 15 8a 35 1a 7d 74 ea 91 86 d4 8d 29 8f 94 69 e4 58 85 7d a4 88 fd 21 d4 
77 ef 88 d3 b9 70 0a c9 d1 70 c8 d2 6e c4 be 04 c4 90 09 c9 70 92 a1 f0 4b c0 6c 5e 55 fb 8a da 21 db 37 bb 34 a7 06 ba 
a1 37 d2 ce dd 3b f3 24 53 b6 76 e7 21 73 d2 ce 5e 17 e1 
Data Ascii: wOF2i4phT`d,d6$` 5w[vBib6Gl5@MB{nvM_,dlw?*`UY<"S"5}t)iX}!wppnpKl^U!747;$Sv!s^

2022-04-20 13:11:09 UTC 3592 IN Data Raw: e9 e2 0f 4a 84 d7 f8 30 dd c8 c6 b1 17 9b 00 e1 91 d7 00 b7 8a 9f 19 48 71 40 99 18 d9 37 cf 23 4c e3 e3 89 
92 af 0f c7 9d 5d 4c b7 32 54 c4 1a 32 90 0c 10 d1 1e 97 c0 c4 19 3b c8 97 87 35 b3 f5 9b fb 7a e6 f2 8a 46 04 c4 09 40 
cd 5a 9c d5 20 32 7c b2 bb 0a 11 5c d7 2b 5e 56 62 58 a8 69 a0 79 fe a6 e8 5b 8c f5 50 2d d4 a5 0a d8 a0 6a 44 13 16 
63 ba cb 48 38 90 fc 02 5b e1 93 2a 96 cf cb 57 dc 12 50 6a 5f c3 97 8e 8a ec d1 ba 9e a0 54 f5 5f 12 72 5b b2 2e 27 cc 
0a 40 07 ba 16 34 a3 f7 24 bc 74 a1 b1 76 22 c0 5b 10 e1 45 33 46 2e 46 7d 27 e5 dc 8a 41 ba 55 1b e4 9a d5 41 bc d1 
fa 70 aa dd a4 5c ad c9 f5 e1 51 e3 07 5a da 85 22 7a 73 57 eb 1c db cc 07 0f 37 77 6d 33 4a db e3 74 b6 a3 ac 01 fb a7 
2a 9e dc 6d 89 ba 88 4f 76 90 fd ec d4 6d 50 7f c4 a9 ae 02 e6 
Data Ascii: J0Hq@7#L]L2T2;5zF@Z 2|\+^VbXiy[P-jDcH8[*WPj_T_r[.'@4$tv"[E3F.F}'AUAp\QZ"zsW7wm3Jt*mOvmP

2022-04-20 13:11:10 UTC 3705 IN Data Raw: e6 39 8f 2c 14 56 d8 15 57 55 3f 06 69 52 1e c7 5c 77 1e e3 64 1b 9a 1c 7e 95 61 46 3b 3d 7a e1 16 4f 8d 67 
75 a6 8c c8 b1 59 bb ee b5 2a e1 26 a4 80 61 92 46 69 0b 71 e5 96 3d 2a a2 8c 51 5c 16 da 75 76 42 61 2a 21 64 94 a1 
1d 19 6d e6 27 0b c1 09 13 8f 91 ac c8 a0 67 c2 02 50 80 b7 64 af f8 79 9d f8 b8 64 d7 e3 02 88 19 69 94 35 9e fc ee 70 
5c bc 89 64 e6 f7 68 0c c8 c5 23 c1 c4 63 7f b3 e3 68 1c c4 c7 0c ff 03 0d 04 65 92 39 5b 31 63 94 d1 14 1c 9c d9 e8 6a 
b6 6a a9 09 4d b6 bb 89 f2 f1 10 42 dc 2a 4c 4b 79 fb 21 0e d6 7c fc c1 5e f8 8b f4 de e2 7a 76 54 ee 84 95 05 1a 40 6e 
27 bb ff 40 f9 3c 14 1f 8d 41 d8 f2 43 a1 e2 c2 28 86 10 2d 1e ae b5 d6 b8 a9 9f fb 9a b6 fd be f0 34 d2 23 f8 f6 72 be 07 
21 ae 9f 18 32 71 12 2f d8 ad eb c4 e1 ff d6 90 b6 36 db 
Data Ascii: 9,VWU?iR\wd~aF;=zOguY*&aFiq=*Q\uvBa*!dm'gPdydi5p\dh#che9[1cjjMB*LKy!|^zvT@n'@<AC(-4#r!2q/6

2022-04-20 13:11:10 UTC 3721 IN Data Raw: 7b 22 38 7e 09 d2 ec 4c 38 10 1c 1c 46 c1 d6 d3 27 0f dd 35 b3 2d f1 97 0b 1d 66 c9 81 09 08 d7 c3 57 fc 22 
d5 bb 97 8e af 7f 5a 18 08 81 ef 20 98 17 07 06 fe f2 d6 d4 bb 30 d3 f7 d4 da 77 82 a0 5c 5f b5 c0 3d 5c 22 44 e2 d2 a5 
ee 65 a7 d3 d4 6a cb bd 3b 3f c9 ca 90 48 f8 37 7b 5e 48 4a 14 d3 fa 4a 6f 4d f3 fe 47 d4 33 a5 d0 11 6a cb d1 a5 57 c5 
2d a4 56 e0 44 90 2e db d2 78 c1 7e 5a 38 e5 39 2e 09 e8 68 16 ec 65 12 04 ff 51 33 e0 fe c5 35 88 d7 6c be 9a d1 ee 92 
f8 4d 5c 8f b8 b3 bd 4a 75 d9 8d 9f ad 57 2e 65 be 98 c0 e2 b1 d8 e2 56 4c 72 c1 07 af 85 cc 02 80 dd 7c 16 87 c5 a7 57 
46 57 57 fb a4 27 24 df 3c eb 5d 5d e7 fe 80 c2 be f7 d1 41 fd 75 06 57 85 f0 e6 34 13 c4 09 10 68 09 7f 53 64 24 ab 75 
b1 4d f3 93 37 2b f8 96 7e 97 a4 6d 52 0d 7d f6 10 9d 94 
Data Ascii: {"8~L8F'5-fW"Z 0w\_=\"Dej;?H7{^HJJoMG3jW-VD.x~Z89.heQ35lM\JuW.eVLr|WFWW'$<]]AuW4hSd$uM7+
~mR}
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2022-04-20 13:11:10 UTC 3737 IN Data Raw: c3 cc 51 87 14 2b aa 2d 33 56 32 68 44 3d e2 c2 7c 10 88 b0 80 64 03 c4 76 3f 0c ed 38 a7 f5 84 0a f1 cd 94 
c5 a2 02 df 6e f9 5a ea e4 23 e3 8e e1 5d c8 e5 e9 1d 24 e2 63 27 08 14 5e 88 bb c1 c4 5e 9d e8 e2 86 db 5a 56 45 2c 
e9 4a c8 cd ef 94 5c 26 95 5e 89 14 03 69 e8 ab 6b bd 92 5f 36 20 de 26 26 3b 4f 36 d2 7c dd 5b e5 1e c1 82 b9 cc 22 4d 
bc 77 a2 69 4e b0 70 35 8c 06 7d fd 1f 51 f2 8d 3c 0b c7 3e 3b 68 dd 79 8e 24 60 c8 41 1d fa ba 2a ec 5c 95 8b 43 27 f7 
72 5d 15 6c c9 a6 49 84 c7 f8 d3 5d 7d 7e 70 fe 61 e2 57 61 65 03 15 ea 90 fc 6a a3 04 a2 eb 7a eb 6c 8a de fe 5a 0c 36 
a9 55 c7 bd 03 8f 4f 75 d3 82 7a 2e 4f 2f e9 93 37 4e de 36 60 7b ae d3 30 d9 33 25 79 38 13 7c 21 78 5d 5d 2a 59 be aa 
3b 1b f6 9d 4e e6 dc 1c ec b6 26 6c 03 46 b3 b3 56 f1 e2 4c 
Data Ascii: Q+-3V2hD=|dv?8nZ#]$c'^^ZVE,J\&^ik_6 &&;O6|["MwiNp5}Q<>;hy$`A*\C'r]lI]}~paWaejzlZ6UOuz.O/
7N6`{03%y8|!x]]*Y;N&lFVL

2022-04-20 13:11:10 UTC 3753 IN Data Raw: 9b d9 0c 30 b0 5d 26 6f 11 2c 03 02 71 0c 4c 8a 1c 61 5f e5 59 2d 72 d9 d8 22 17 a3 b1 1a 81 05 31 b2 de 3b 
10 af 2b 38 31 bf 86 c4 93 06 a5 2f e7 18 31 22 be b2 ae bd 45 8a 57 55 fb 2c c2 b7 32 3b a5 44 53 81 1d 95 9b 9b c7 d6 
38 ae 21 86 a0 2b c8 29 81 32 92 39 19 30 21 cf 3d 66 80 18 c2 a7 d6 b3 4d 66 e8 ea a3 89 01 b7 70 67 be ab 42 bf 0b 
25 d3 30 80 e5 66 86 f9 9f 63 a6 40 ce 5b 74 a1 e4 ee 9c 50 52 6a cf 61 e4 b2 4a 65 72 10 9c aa b9 30 1a ca 01 b9 a2 50 
da 50 6a 06 63 96 56 86 68 e0 3d 44 b2 bb 0a 11 ab 8d 4d eb 83 17 ba 32 a9 a3 b3 aa 74 3e f0 a5 4d 93 ca d1 0e 28 f5 
b2 30 c4 98 04 98 5d de f3 6a ca 38 e4 87 30 0d 29 4e aa 70 13 eb da ce 26 e5 fd a4 d4 b0 44 6b 52 af ab 81 b7 07 20 36 
2c a6 c3 0e 32 7c 18 31 29 44 23 bb 30 1c f1 e3 f0 93 8e a5 4b 
Data Ascii: 0]&o,qLa_Y-r"1;+81/1"EWU,2;DS8!+)290!=fMfpgB%0fc@[tPRjaJer0PPjcVh=DM2t>M(0]j80)Np&DkR 6,
2|1)D#0K

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

170 192.168.2.5 50024 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:07 UTC 6953 OUT GET /wp-content/uploads/elementor/thumbs/RevX-Systems-Logo-pgsb8yjt7x7ia30vcmv8vhkphp4o591kaxalrc0km0.jpg 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Mon, 29 Nov 2021 16:55:00 GMT
If-None-Match: "61a505e4-ad3"

2022-04-20 13:12:07 UTC 6954 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:07 GMT
Last-Modified: Mon, 29 Nov 2021 16:55:00 GMT
Connection: close
ETag: "61a505e4-ad3"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

171 192.168.2.5 50026 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:07 UTC 6954 OUT GET /wp-content/uploads/elementor/thumbs/SOMOS_logo-p0chusoapg0rd0u8k6s84skljlqephdqea8gmpwngi.jpg H
TTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 24 Dec 2020 17:04:07 GMT
If-None-Match: "5fe4ca07-6ef"

2022-04-20 13:12:07 UTC 6954 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:07 GMT
Last-Modified: Thu, 24 Dec 2020 17:04:07 GMT
Connection: close
ETag: "5fe4ca07-6ef"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

172 192.168.2.5 50028 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:12:07 UTC 6955 OUT GET /wp-content/uploads/elementor/thumbs/Tata-Comms-ozc9btn9jn91x96fc6nqnqia848zvxmtl5dmiadiko.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 21:33:50 GMT
If-None-Match: "5fc959be-ca7"

2022-04-20 13:12:08 UTC 6955 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:08 GMT
Last-Modified: Thu, 03 Dec 2020 21:33:50 GMT
Connection: close
ETag: "5fc959be-ca7"
Cache-Control: public, max-age=2592000

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

173 192.168.2.5 50031 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:08 UTC 6955 OUT GET /wp-content/uploads/elementor/thumbs/telit-logo-3-ozc05k2q8954lmwouxbs2kss9a36chi1uhgv5a2ape.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 18:28:54 GMT
If-None-Match: "5fc92e66-bea"

2022-04-20 13:12:08 UTC 6955 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:08 GMT
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-bea"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

174 192.168.2.5 50035 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:08 UTC 6956 OUT GET /wp-content/uploads/elementor/thumbs/utimaco-pd263yhzmd153qecey4hl6evruq98vk3y9bskxnva0.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Mon, 13 Sep 2021 15:22:59 GMT
If-None-Match: "613f6cd3-68a"

2022-04-20 13:12:08 UTC 6956 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:08 GMT
Last-Modified: Mon, 13 Sep 2021 15:22:59 GMT
Connection: close
ETag: "613f6cd3-68a"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

175 192.168.2.5 50036 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:08 UTC 6956 OUT GET /wp-content/uploads/elementor/thumbs/Vodafone-New_Business_Logo_Horiz_RGB_RED-ozbyz8echt7btqdx04
pjaralbop6r4h5ozys7qtgt4.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 18:28:54 GMT
If-None-Match: "5fc92e66-99a"
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2022-04-20 13:12:08 UTC 6957 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:08 GMT
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-99a"
Cache-Control: public, max-age=2592000

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

176 192.168.2.5 50038 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:08 UTC 6957 OUT GET /wp-content/uploads/elementor/thumbs/Aeris_CMYK_NEW-ozbyn3be7ukzv20swds0lbl93ijibv9z0wm022tiy4.jpg 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 18:28:54 GMT
If-None-Match: "5fc92e66-928"

2022-04-20 13:12:08 UTC 6957 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:08 GMT
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-928"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

177 192.168.2.5 50039 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:08 UTC 6957 OUT GET /wp-content/uploads/elementor/thumbs/AirgainLogo_memberpage-pn0tzsi5bfak7q1acc3rghrjpli4tju4ifc3uwsug0.png 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Mon, 11 Apr 2022 14:43:59 GMT
If-None-Match: "62543eaf-14a9"

2022-04-20 13:12:09 UTC 6958 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:09 GMT
Last-Modified: Mon, 11 Apr 2022 14:43:59 GMT
Connection: close
ETag: "62543eaf-14a9"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

178 192.168.2.5 50040 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:09 UTC 6958 OUT GET /wp-content/uploads/elementor/thumbs/AVSystem_logo-ozc9bm4k0yyrcdhck3eq3selh1a26csyw45qo2onl4.jpg 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 21:33:48 GMT
If-None-Match: "5fc959bc-550"

2022-04-20 13:12:09 UTC 6958 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:09 GMT
Last-Modified: Thu, 03 Dec 2020 21:33:48 GMT
Connection: close
ETag: "5fc959bc-550"
Cache-Control: public, max-age=2592000
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

179 192.168.2.5 50041 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:09 UTC 6958 OUT GET /wp-content/uploads/elementor/thumbs/beamLive-tag-p5pkcod7nzfoybeovqs06olcb7nesc0sht0h63d0oo.png 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Wed, 14 Apr 2021 15:04:11 GMT
If-None-Match: "6077046b-2234"

2022-04-20 13:12:09 UTC 6959 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:09 GMT
Last-Modified: Wed, 14 Apr 2021 15:04:11 GMT
Connection: close
ETag: "6077046b-2234"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

18 192.168.2.5 49790 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:09 UTC 3416 OUT GET /wp-content/themes/iot-m2m/assets/fonts/la-brands-400.woff2 HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
Origin: https://www.iotm2mcouncil.org
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://www.iotm2mcouncil.org/wp-content/cache/breeze-minification/css/breeze_22215f59e0654c4cae90121
51dbc3c7c.css
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:09 UTC 3544 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:09 GMT
Content-Type: application/font-woff2
Content-Length: 84772
Last-Modified: Thu, 03 Dec 2020 17:22:11 GMT
Connection: close
ETag: "5fc91ec3-14b24"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:09 UTC 3544 IN Data Raw: 77 4f 46 32 00 01 00 00 00 01 4b 24 00 0b 00 00 00 02 61 a8 00 01 4a d1 00 01 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 1c 54 06 56 00 bb 00 0a 88 b9 24 86 d0 69 01 36 02 24 03 8d 08 0b 8d 0c 00 04 
20 05 85 1d 07 ab 6b 5b 1c e6 71 47 eb 4c 8f 07 33 dd 64 40 50 a1 bb 69 d3 89 54 31 dd dc a1 dc 0e 2a f2 50 6c 6b c9 d
8 96 d4 30 38 0f 04 1a 8a 7e 74 f6 ff ff ff 9f 9f 34 62 6c bb 3d 6c f7 fc 1b 20 88 5a 65 6a 31 89 1b 2a ce ea 90 55 53 ad 48 
a1 a1 3b d1 f2 c4 3e 42 ce 0b 9b a9 c7 b0 9e 7b db f6 56 d0 8b 2f a3 e8 ad a1 55 7a c4 73 d8 9a e7 5a 91 15 c6 75 3c 33 
df 0f e6 66 ad c4 53 51 8d 36 15 af 3c f9 c1 93 7b 84 3b cd c6 6e 50 bc 23 e1 30 87 15 1e 6e a9 ac e3 13 f7 68 7c 89 28 
25 7d 07 a7 e0 38 c7 c5 e1 88 a9 41 b2 ff 88 88 f4 90 8e 0a 
Data Ascii: wOF2K$aJTV$i6$ k[qGL3d@PiT1*Plk08~t4bl=l Zej1*USH;>B{V/UzsZu<3fSQ6<{;nP#0nh|(%}8A

2022-04-20 13:11:09 UTC 3560 IN Data Raw: 31 9f 2c ac 54 7e a6 8a cd 03 28 92 6d 42 c3 33 c7 aa d7 84 b9 92 25 66 7c d6 c5 9c 57 7b 1f 6f 12 fd 3e 08 c7 
b5 b3 9c f4 76 7f 40 f1 c2 b0 31 3f f4 1c 7c 66 12 a1 b0 92 bb 90 00 a9 a1 a5 00 e1 e4 4f e4 1e 66 dd 75 02 cc b9 9b 53 
63 35 b3 97 7d 7f 81 91 7a 10 f3 9c 82 b7 a2 fd c3 49 65 b6 33 46 28 30 8d e7 c9 92 20 08 27 a4 6d e2 7f 97 d8 0e 56 38 
21 0b 4b 93 a3 0d 73 4f da 84 78 5c 46 95 d6 f8 05 3a 2b 9b 01 70 ed 72 56 16 21 ad 19 69 d1 dd ab 95 6d 64 6b f3 dd 52 
a0 97 f4 2e 70 71 4d f5 e6 44 80 94 6a 05 22 46 44 20 6e 36 71 56 29 c2 b7 23 a8 6e d4 18 63 fc 7d 3c 2f 81 64 54 5f f6 
71 20 f5 81 29 fd d0 2a e9 77 d7 84 a6 0b e5 4f 11 43 36 de 20 a8 2d 41 82 df f6 84 a2 08 41 2d b5 a4 cc be 86 5d a3 04 
be 07 50 63 4f 89 b7 27 8d d2 97 39 e6 a3 74 64 cb d2 
Data Ascii: 1,T~(mB3%f|W{o>v@1?|fOfuSc5}zIe3F(0 'mV8!KsOx\F:+prV!imdkR.pqMDj"FD n6qV)#nc}</dT_q )*wOC6 -
AA-]PcO'9td

2022-04-20 13:11:10 UTC 3609 IN Data Raw: 5a 28 e4 f3 6a db 0f 02 80 94 9d 1d 4c 3e 4b 07 f5 98 2c 3b dd a2 12 51 03 88 6d 85 8a d5 95 3b 92 1f 8f 34 
98 05 ff 6c 5c 50 c3 3a 2a ed d7 33 7a 0d 73 fd d3 55 fc 38 a6 e1 c3 9b 0f c4 8e 0a e0 17 2f 80 19 93 ca 79 ce 12 35 09 
5a 08 96 91 6e bd 5a 9d 0f 02 db 20 12 df 60 18 2f e2 1d b6 c4 92 38 d5 53 fb 4f 9b a6 ce b9 b6 b2 d0 f9 8f 6d 74 a5 60 
5e d1 20 ea 56 b6 a8 85 df b7 c4 ed 95 a9 25 95 eb cb 96 d4 f8 ee 61 7a b8 a2 71 43 1b ff db 41 97 37 d4 4d b0 4b 04 30 
5f 59 17 b9 42 8c 3f 20 5b c3 4d f4 39 db cf 79 af 11 1f f3 ea f0 23 3f e1 b2 c6 80 43 5f 64 d5 e0 ca d2 45 a7 9d dd 10 a5 
0d ad 8e ca 80 c6 78 7e 6d fc a6 15 71 47 5f 83 1a 84 c8 b9 88 db 5b 3e ec 1c 33 ac 13 f3 9e 97 87 41 74 ab 1c f5 9f 16 
db c6 8c 83 45 fd e1 ca 91 3f 3f 68 9a 89 17 0e 1b e7 
Data Ascii: Z(jL>K,;Qm;4l\P:*3zsU8/y5ZnZ `/8SOmt`^ V%azqCA7MK0_YB? [M9y#?C_dEx~mqG_[>3AtE??h
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2022-04-20 13:11:10 UTC 3625 IN Data Raw: d8 17 0e 3e 93 85 4f 5c f5 fe 22 9c 8b 3d 32 af 30 bd be 9d a0 ff f1 b0 67 f9 fc 16 88 3c 5a 6b 3e f4 52 f6 f6 26 
f8 2a f5 58 77 51 94 3b 56 4b 88 77 53 58 7b d6 32 ad b3 ed 43 0e 86 44 eb fd ef bc 90 68 61 aa 82 6f 13 d9 6f c9 fb 6e 
23 9b 73 2b 4b 9d ff 2a 34 10 a3 1f d9 07 26 af bd ce b8 39 4d fd 05 01 20 1e ca 70 60 e6 55 3b 5f dd 16 e1 00 d5 c1 50 
74 49 11 a2 2d 76 13 c1 a2 4f 69 53 90 76 c3 ed 4d df 9c 1f 9b 03 00 b7 f9 ca c7 6f 2f 37 23 a0 b5 26 d0 ab f8 f1 44 1c 17 
c7 89 aa 5b fd 52 0f 72 96 75 51 a1 20 80 06 96 5e 67 31 ad 10 40 b6 83 c3 5e 30 d1 68 b7 29 3b a8 83 91 cc ff 96 fb 84 
8d 3f bc d4 f0 fb 6c 31 e9 41 e1 87 d7 e6 6e af 2f 69 a6 1c d6 4b e7 f4 f1 c3 9f b4 6e e3 77 32 77 3f 3e ca f9 48 43 16 7f 
7c 27 8c 1d 98 3b 68 9a bd ea ca 43 9a a8 60 
Data Ascii: >O\"=20g<Zk>R&*XwQ;VKwSX{2CDhaoon#s+K*4&9M p`U;_PtI-vOiSvMo/7#&D[RruQ ^g1@^0h);?l1An/iKn
w2w?>HC|';hC`

2022-04-20 13:11:10 UTC 3641 IN Data Raw: 48 44 d8 f2 1b 5b a0 bd 47 ff b5 2f f2 a4 3a ae 38 99 7f 49 05 96 ad 9e be 37 89 8a 02 a8 15 84 43 b9 27 ed e6 
af 2f 49 14 c6 87 42 e2 94 5b cc dd 64 bb 98 e3 0f 6f 1a 92 bb 49 be a9 bf c5 09 eb 66 a5 36 f1 bd fd b0 5a 2d f3 ab 8a bb 
f3 26 6b 41 ed e4 d6 ff 2b ce 6b 99 48 6d a8 b7 a4 29 b5 23 01 14 ae 1a 78 93 e6 9b 38 2b 24 e6 e6 c3 03 b1 4c ec 4c f3 
06 5e 1c 24 14 2f 8c 6b 5f b7 c0 6e 94 0b 73 83 3b 52 93 0f 4f 5f 5d 0e aa 2e 82 f3 f7 5e 17 cb 44 8b da 09 47 9f 3a 6b ec 
d3 cc 08 f4 9a 1b f7 8f be 73 24 5c 47 bf 20 6d 29 8d 60 47 97 56 56 78 e3 37 d3 25 15 35 a5 48 76 44 a4 35 36 ba 62 fb 
39 b2 e7 09 1d 05 93 c4 32 ae 2b 2b 5a 54 38 ba 1a 90 47 0b 37 26 ee b0 99 a9 00 2d f8 0e d5 68 de 52 e7 74 e5 5d 43 
72 fb d8 96 3b 4c a2 9d ae 2d 34 91 12 8f f1 0b 47 
Data Ascii: HD[G/:8I7C'/IB[doIf6Z-&kA+kHm)#x8+$LL^$/k_ns;RO_].^DG:ks$\G m)`GVVx7%5HvD56b92++ZT8G7&-h
Rt]Cr;L-4G

2022-04-20 13:11:10 UTC 3657 IN Data Raw: 64 f6 cb b0 b7 a2 39 03 02 40 3b f0 af 10 00 00 00 18 00 a4 bf 3d 00 7c 65 ca ad 0d f0 e9 ee 32 e9 ab 82 f5 3b 
42 63 18 5e 4a 30 f0 10 52 42 40 03 e1 28 1d eb 2e 61 a0 82 49 25 1c 68 20 bf 44 82 18 28 5b ba 0a 8c d0 85 00 a2 22 
00 d8 61 e3 43 09 82 00 78 ae 04 83 16 de 2a 21 10 00 37 51 3a f6 ef 12 06 16 64 2c e1 20 00 45 95 48 50 8a 32 de 84 
55 e0 44 5b 33 fe 97 46 14 33 6a 90 3b bc 12 d3 94 b7 e8 48 13 a4 27 27 f6 fd 37 d9 a5 15 63 bf e1 e7 e5 f0 a7 71 aa 98 
20 70 c7 b6 7b 10 e1 e8 f5 34 9a 6e 36 9c c3 80 31 ee e0 ae 34 63 db 32 f4 c6 35 aa d9 2d 63 ee cf 9e 67 94 62 57 69 77 
ba 8c 28 66 d4 20 8f 9d f4 4b 31 4d 79 2b 1c 25 35 0a d2 93 13 fb ab da 6f b4 cb ec 82 8e 90 d9 1c 0d fe 71 fc a6 2a a4 
87 1d 02 17 8a 3e 28 82 37 4a 36 7c 5a 6d 38 af 68 03 9b c8 
Data Ascii: d9@;=|e2;Bc^J0RB@(.aI%h D(["aCx*!7Q:d, EHP2UD[3F3j;H''7cq p{4n614c25-cgbWiw(f K1My+%5oq*>
(7J6|Zm8h

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

180 192.168.2.5 50042 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:09 UTC 6959 OUT GET /wp-content/uploads/elementor/thumbs/BICS-p9522df1dhxer83sfdjsapj7aasbp8c9egabga0h84.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 24 Jun 2021 13:45:15 GMT
If-None-Match: "60d48c6b-c89"

2022-04-20 13:12:09 UTC 6959 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:09 GMT
Last-Modified: Thu, 24 Jun 2021 13:45:15 GMT
Connection: close
ETag: "60d48c6b-c89"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

181 192.168.2.5 50043 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:09 UTC 6960 OUT GET /wp-content/uploads/elementor/thumbs/Blues-Wireless-p4p0eu3v587wmojyu528tb1l8fa3dp5pv2cz7h0z2u.png 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Wed, 24 Mar 2021 15:05:56 GMT
If-None-Match: "605b5554-8ca"

2022-04-20 13:12:09 UTC 6960 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:09 GMT
Last-Modified: Wed, 24 Mar 2021 15:05:56 GMT
Connection: close
ETag: "605b5554-8ca"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

182 192.168.2.5 50044 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:10 UTC 6960 OUT GET /wp-content/uploads/elementor/thumbs/digi-logo-ozc9boy2lh2mb7d93mmlt9oz96w5tg45wi473wkhb2.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 21:33:49 GMT
If-None-Match: "5fc959bd-5c2"

2022-04-20 13:12:10 UTC 6960 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:10 GMT
Last-Modified: Thu, 03 Dec 2020 21:33:49 GMT
Connection: close
ETag: "5fc959bd-5c2"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

183 192.168.2.5 50045 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:10 UTC 6961 OUT GET /wp-content/uploads/elementor/thumbs/Fibocom-phlzrd0h0at96kfgky5wpmix0l4qpvzplxpoyxhxyk.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 16 Dec 2021 18:10:29 GMT
If-None-Match: "61bb8115-d8d"

2022-04-20 13:12:10 UTC 6961 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:10 GMT
Last-Modified: Thu, 16 Dec 2021 18:10:29 GMT
Connection: close
ETag: "61bb8115-d8d"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

184 192.168.2.5 50049 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:10 UTC 6961 OUT GET /membership/ HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:12:11 UTC 6963 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:12:11 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
Link: <https://www.iotm2mcouncil.org/?p=37>; rel=shortlink
Cache-Provider: CLOUDWAYS-CACHE-DC
Cache-Control: no-cache
Last-Modified: Wed, 20 Apr 2022 13:12:11 GMT
Vary: Accept-Encoding
Cache-Control: max-age=0
Expires: Wed, 20 Apr 2022 13:12:10 GMT
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2022-04-20 13:12:11 UTC 6963 IN Data Raw: 38 30 30 30 0d 0a 3c 21 64 6f 63 74 79 70 65 20 68 74 6d 6c 3e 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 2d 
55 53 22 3e 3c 68 65 61 64 3e 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 55 54 46 2d 38 22 3e 3c 73 63 72 69 70 74 
20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 3e 28 77 69 6e 64 6f 77 2e 4e 52 45 55 4d 7c 7c 
28 4e 52 45 55 4d 3d 7b 7d 29 29 2e 69 6e 69 74 3d 7b 61 6a 61 78 3a 7b 64 65 6e 79 5f 6c 69 73 74 3a 5b 22 62 61 6d 
2e 6e 72 2d 64 61 74 61 2e 6e 65 74 22 5d 7d 7d 3b 28 77 69 6e 64 6f 77 2e 4e 52 45 55 4d 7c 7c 28 4e 52 45 55 4d 3d 
7b 7d 29 29 2e 6c 6f 61 64 65 72 5f 63 6f 6e 66 69 67 3d 7b 6c 69 63 65 6e 73 65 4b 65 79 3a 22 4e 52 4a 53 2d 39 37 31 
63 31 30 36 34 30 34 64 31 63 34 63 62 64 63 66 22 2c 61 70 70 6c 69 
Data Ascii: 8000<!doctype html><html lang="en-US"><head><meta charset="UTF-8"><script type="text/javascript">(
window.NREUM||(NREUM={})).init={ajax:{deny_list:["bam.nr-data.net"]}};(window.NREUM||(NREUM={})).loader_config=
{licenseKey:"NRJS-971c106404d1c4cbdcf",appli

2022-04-20 13:12:11 UTC 6979 IN Data Raw: 6d 65 6e 74 6f 72 2d 66 75 6c 6c 2d 77 69 64 74 68 2d 70 68 70 20 70 61 67 65 20 70 61 67 65 2d 69 64 2d 33 
37 20 70 61 67 65 2d 70 61 72 65 6e 74 20 6e 6f 2d 73 69 64 65 62 61 72 20 65 6c 65 6d 65 6e 74 6f 72 2d 64 65 66 61 
75 6c 74 20 65 6c 65 6d 65 6e 74 6f 72 2d 6b 69 74 2d 32 36 20 65 6c 65 6d 65 6e 74 6f 72 2d 70 61 67 65 20 65 6c 65 
6d 65 6e 74 6f 72 2d 70 61 67 65 2d 33 37 22 3e 3c 75 6c 20 63 6c 61 73 73 3d 22 73 6b 69 70 2d 6c 69 6e 6b 2d 6c 69 7
3 74 20 73 72 2d 6f 6e 6c 79 22 3e 3c 6c 69 20 63 6c 61 73 73 3d 22 73 6b 69 70 2d 6c 69 6e 6b 2d 6c 69 73 74 2d 69 74 
65 6d 22 3e 3c 61 20 63 6c 61 73 73 3d 22 73 72 2d 6f 6e 6c 79 22 20 68 72 65 66 3d 22 23 70 72 69 6d 61 72 79 2d 6d 
65 6e 75 22 3e 53 6b 69 70 20 74 6f 20 6d 61 69 6e 20 6e 61 76 69 67 
Data Ascii: mentor-full-width-php page page-id-37 page-parent no-sidebar elementor-default elementor-kit-26 elementor-
page elementor-page-37"><ul class="skip-link-list sr-only"><li class="skip-link-list-item"><a class="sr-only" href="#primary-
menu">Skip to main navig

2022-04-20 13:12:11 UTC 6995 IN Data Raw: 63 65 73 20 74 79 70 69 63 61 6c 6c 79 20 63 61 6e 20 73 75 66 66 69 63 65 20 e2 80 93 20 74 68 6f 75 67 68 
20 74 68 65 72 65 20 6d 61 79 20 62 65 20 66 65 65 73 20 61 74 74 61 63 68 65 64 20 74 6f 20 74 68 65 20 75 73 65 20 
6f 66 20 73 70 65 63 69 66 69 63 2c 20 69 6e 63 72 65 6d 65 6e 74 61 6c 20 73 65 72 76 69 63 65 73 2e 20 41 6e 61 6c 
79 73 74 73 2c 20 72 65 73 65 61 72 63 68 65 72 73 2c 20 63 6f 6e 73 75 6c 74 61 6e 63 69 65 73 2c 20 61 6e 64 20 76 6
5 72 74 69 63 61 6c 2d 6d 61 72 6b 65 74 20 61 73 73 6f 63 69 61 74 69 6f 6e 73 20 74 79 70 69 63 61 6c 6c 79 20 71 75 
61 6c 69 66 79 2e 3c 2f 70 3e 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 
65 6c 65 6d 65 6e 74 6f 72 2d 65 6c 65 6d 65 6e 74 20 65 6c 65 6d 
Data Ascii: ces typically can suffice  though there may be fees attached to the use of specific, incremental services. A
nalysts, researchers, consultancies, and vertical-market associations typically qualify.</p></div></div></div><div class
="elementor-element elem

2022-04-20 13:12:11 UTC 6995 IN Data Raw: 32 65 63 30 0d 0a 65 6d 65 6e 74 6f 72 2d 77 69 64 67 65 74 20 65 6c 65 6d 65 6e 74 6f 72 2d 77 69 64 67 65 
74 2d 69 63 6f 6e 2d 6c 69 73 74 22 20 64 61 74 61 2d 69 64 3d 22 63 38 35 61 63 32 65 22 20 64 61 74 61 2d 65 6c 65 
6d 65 6e 74 5f 74 79 70 65 3d 22 77 69 64 67 65 74 22 20 64 61 74 61 2d 77 69 64 67 65 74 5f 74 79 70 65 3d 22 69 63 
6f 6e 2d 6c 69 73 74 2e 64 65 66 61 75 6c 74 22 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 65 6c 65 6d 65 6e 74 6f 72 2d 7
7 69 64 67 65 74 2d 63 6f 6e 74 61 69 6e 65 72 22 3e 3c 75 6c 20 63 6c 61 73 73 3d 22 65 6c 65 6d 65 6e 74 6f 72 2d 69 
63 6f 6e 2d 6c 69 73 74 2d 69 74 65 6d 73 20 65 6c 65 6d 65 6e 74 6f 72 2d 69 6e 6c 69 6e 65 2d 69 74 65 6d 73 22 3e 
3c 6c 69 20 63 6c 61 73 73 3d 22 65 6c 65 6d 65 6e 74 6f 72 2d 69 63 
Data Ascii: 2ec0ementor-widget elementor-widget-icon-list" data-id="c85ac2e" data-element_type="widget" data-w
idget_type="icon-list.default"><div class="elementor-widget-container"><ul class="elementor-icon-list-items elementor-in
line-items"><li class="elementor-ic

2022-04-20 13:12:11 UTC 7007 IN Data Raw: 34 62 30 0d 0a 6f 74 6d 32 6d 63 6f 75 6e 63 69 6c 2e 6f 72 67 2f 69 6f 74 2d 6c 69 62 72 61 72 79 2f 65 76 65 
6e 74 2f 69 6d 63 2d 65 76 65 6e 74 73 2f 22 3e 49 4d 43 20 45 76 65 6e 74 73 2f 57 65 62 69 6e 61 72 73 3c 2f 61 3e 3c 
2f 6c 69 3e 3c 6c 69 20 63 6c 61 73 73 3d 22 6d 65 6e 75 2d 69 74 65 6d 20 6d 65 6e 75 2d 69 74 65 6d 2d 74 79 70 65 
2d 70 6f 73 74 5f 74 79 70 65 20 6d 65 6e 75 2d 69 74 65 6d 2d 6f 62 6a 65 63 74 2d 70 61 67 65 20 6d 65 6e 75 2d 69 
74 65 6d 2d 37 30 31 22 3e 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 69 6f 74 6d 32 6d 63 6f 75 6e 
63 69 6c 2e 6f 72 67 2f 65 76 65 6e 74 73 2f 69 6e 64 75 73 74 72 79 2d 65 76 65 6e 74 73 2f 22 3e 49 6e 64 75 73 74 72 
79 20 45 76 65 6e 74 73 3c 2f 61 3e 3c 2f 6c 69 3e 3c 6c 69 
Data Ascii: 4b0otm2mcouncil.org/iot-library/event/imc-events/">IMC Events/Webinars</a></li><li class="menu-item menu-
item-type-post_type menu-item-object-page menu-item-701"><a href="https://www.iotm2mcouncil.org/events/industry-e
vents/">Industry Events</a></li><li

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

185 192.168.2.5 50047 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:10 UTC 6962 OUT GET /wp-content/uploads/elementor/thumbs/floLive-p6rtqxb2aj9s4km60o7jcrkuh7cdjzznyy4totc4vc.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 06 May 2021 14:36:20 GMT
If-None-Match: "6093fee4-784"

2022-04-20 13:12:10 UTC 6962 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:10 GMT
Last-Modified: Thu, 06 May 2021 14:36:20 GMT
Connection: close
ETag: "6093fee4-784"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

186 192.168.2.5 50051 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:10 UTC 6962 OUT GET /wp-content/uploads/elementor/thumbs/Ground-Control-clear-pfrm9ohzhfm6w5pxs3qzpeaugd1pxwvqe59zww
pa4m.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Mon, 08 Nov 2021 15:01:12 GMT
If-None-Match: "61893bb8-213f"

2022-04-20 13:12:10 UTC 6963 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:10 GMT
Last-Modified: Mon, 08 Nov 2021 15:01:12 GMT
Connection: close
ETag: "61893bb8-213f"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

187 192.168.2.5 50052 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:15 UTC 7008 OUT GET /wp-content/uploads/elementor/thumbs/gurtam-p42eyiw71i7djjnfnc3aklmlxjx9r7gzz6itwj618y.gif HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 11 Mar 2021 16:28:50 GMT
If-None-Match: "604a4542-6d1"

2022-04-20 13:12:15 UTC 7008 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:15 GMT
Last-Modified: Thu, 11 Mar 2021 16:28:50 GMT
Connection: close
ETag: "604a4542-6d1"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

188 192.168.2.5 50053 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:15 UTC 7009 OUT GET /wp-content/uploads/elementor/thumbs/ibasis-ozc05efp38xenz4vruw0nm80oyuz2avntpjy9mao4w.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 18:28:54 GMT
If-None-Match: "5fc92e66-9c1"

2022-04-20 13:12:15 UTC 7009 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:15 GMT
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-9c1"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

189 192.168.2.5 50054 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:15 UTC 7009 OUT GET /wp-content/uploads/elementor/thumbs/ignion-p4qqv9xn8e5wj6kjj1h66x5g3d09t1b3nt3w1f8rf0.gif HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 25 Mar 2021 14:59:37 GMT
If-None-Match: "605ca559-68f"
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2022-04-20 13:12:16 UTC 7010 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:16 GMT
Last-Modified: Thu, 25 Mar 2021 14:59:37 GMT
Connection: close
ETag: "605ca559-68f"
Cache-Control: public, max-age=2592000

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

19 192.168.2.5 49791 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:09 UTC 3496 OUT GET /wp-content/uploads/elementor/thumbs/AVSystem_logo-ozc9bm4k0yyrcdhck3eq3selh1a26csyw45qo2onl4.jpg 
HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:10 UTC 3608 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:09 GMT
Content-Type: image/jpeg
Content-Length: 1360
Last-Modified: Thu, 03 Dec 2020 21:33:48 GMT
Connection: close
ETag: "5fc959bc-550"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:10 UTC 3608 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 43 00 06 04 05 06 05 04 06 06 05 06 07 
07 06 08 0a 10 0a 0a 09 09 0a 14 0e 0f 0c 10 17 14 18 18 17 14 16 16 1a 1d 25 1f 1a 1b 23 1c 16 16 20 2c 20 23 26 27 
29 2a 29 19 1f 2d 30 2d 28 30 25 28 29 28 ff db 00 43 01 07 07 07 0a 08 0a 13 0a 0a 13 28 1a 16 1a 28 28 28 28 28 28 
28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 
28 28 28 28 28 ff c0 00 11 08 00 24 00 78 03 01 22 00 02 11 01 03 11 01 ff c4 00 1c 00 01 00 03 00 03 01 01 00 00 00 00 
00 00 00 00 00 00 05 06 07 02 03 04 01 08 ff c4 00 30 10 00 01 03 03 03 02 06 00 04 07 00 00 00 00 00 00 01 02 03 04 
00 05 11 06 12 21 13 31 07 14 22 41 51 61 32 33 42 71 15 16 23 81 a1 
Data Ascii: JFIFC%# , #&')*)-0-(0%()(C((((((((((((((((((((((((((((((((((((((((((((((((((($x"0!1"AQa23Bq#

Session ID Source IP Source Port Destination IP
Destination
Port

Process

190 192.168.2.5 50048 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:16 UTC 7010 OUT GET /wp-content/cache/breeze-minification/css/breeze_8f50f876cb013ec9e64984d6f37f61cf.css HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://www.iotm2mcouncil.org/membership/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:12:16 UTC 7011 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:12:16 GMT
Content-Type: text/css
Content-Length: 940316
Last-Modified: Wed, 20 Apr 2022 12:58:38 GMT
Connection: close
Vary: Accept-Encoding
ETag: "6260037e-e591c"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes
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2022-04-20 13:12:16 UTC 7011 IN Data Raw: 2e 6d 70 5f 77 72 61 70 70 65 72 7b 6f 76 65 72 66 6c 6f 77 3a 69 6e 68 65 72 69 74 3b 62 6f 78 2d 73 69 7a 
69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 7d 2e 6d 70 5f 77 72 61 70 70 65 72 20 68 31 2c 2e 6d 70 5f 77 72 61 70 70 65 
72 20 68 32 2c 2e 6d 70 5f 77 72 61 70 70 65 72 20 68 33 7b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 6e 6f 72 6d 61 6c 3b 
62 6f 72 64 65 72 3a 30 3b 6f 75 74 6c 69 6e 65 3a 30 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 6e 6f 6e 65 7d 2e 6d 70 5f 77 
72 61 70 70 65 72 20 69 6d 67 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 6e 6f 6e 65 20 21 69 6d 70 6f 72 74 61 6e 74 3b 62 6f 
72 64 65 72 3a 30 20 21 69 6d 70 6f 72 74 61 6e 74 3b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 30 20 21 69 6d 70 6f 
72 74 61 6e 74 7d 2e 6d 70 5f 77 72 61 70 70 65 72 20 3a 66 6f 
Data Ascii: .mp_wrapper{overflow:inherit;box-sizing:border-box}.mp_wrapper h1,.mp_wrapper h2,.mp_wrapper h3{font-
weight:normal;border:0;outline:0;background:none}.mp_wrapper img{box-shadow:none !important;border:0 !impor
tant;border-radius:0 !important}.mp_wrapper :fo

2022-04-20 13:12:16 UTC 7027 IN Data Raw: 69 74 69 6f 6e 20 2e 77 70 2d 62 6c 6f 63 6b 2d 63 6f 76 65 72 5f 5f 69 6e 6e 65 72 2d 63 6f 6e 74 61 69 6e 65 
72 7b 6d 61 72 67 69 6e 3a 30 3b 77 69 64 74 68 3a 61 75 74 6f 7d 2e 77 70 2d 62 6c 6f 63 6b 2d 63 6f 76 65 72 5f 5f 76 
69 64 65 6f 2d 62 61 63 6b 67 72 6f 75 6e 64 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 74 6f 70 3a 35 30 
25 3b 6c 65 66 74 3a 35 30 25 3b 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6c 61 74 65 58 28 2d 35 30 25 29 20 74 
72 61 6e 73 6c 61 74 65 59 28 2d 35 30 25 29 3b 77 69 64 74 68 3a 31 30 30 25 3b 68 65 69 67 68 74 3a 31 30 30 25 3b 
7a 2d 69 6e 64 65 78 3a 30 3b 6f 62 6a 65 63 74 2d 66 69 74 3a 63 6f 76 65 72 7d 2e 77 70 2d 62 6c 6f 63 6b 2d 63 6f 76 
65 72 2d 69 6d 61 67 65 2d 74 65 78 74 2c 2e 77 70 2d 62 6c 
Data Ascii: ition .wp-block-cover__inner-container{margin:0;width:auto}.wp-block-cover__video-background{posit
ion:absolute;top:50%;left:50%;transform:translateX(-50%) translateY(-50%);width:100%;height:100%;z-index:0;object-
fit:cover}.wp-block-cover-image-text,.wp-bl

2022-04-20 13:12:16 UTC 7043 IN Data Raw: 3a 65 6e 64 3a 69 67 6e 6f 72 65 2a 2f 6d 61 72 67 69 6e 3a 30 7d 2e 77 70 2d 62 6c 6f 63 6b 2d 6d 65 64 69 
61 2d 74 65 78 74 20 2e 77 70 2d 62 6c 6f 63 6b 2d 6d 65 64 69 61 2d 74 65 78 74 5f 5f 63 6f 6e 74 65 6e 74 7b 64 69 72 
65 63 74 69 6f 6e 3a 6c 74 72 3b 0a 20 20 2f 2a 21 72 74 6c 3a 62 65 67 69 6e 3a 69 67 6e 6f 72 65 2a 2f 2d 6d 73 2d 67 
72 69 64 2d 63 6f 6c 75 6d 6e 3a 32 3b 67 72 69 64 2d 63 6f 6c 75 6d 6e 3a 32 3b 2d 6d 73 2d 67 72 69 64 2d 72 6f 77 3a 
31 3b 67 72 69 64 2d 72 6f 77 3a 31 3b 0a 20 20 2f 2a 21 72 74 6c 3a 65 6e 64 3a 69 67 6e 6f 72 65 2a 2f 70 61 64 64 69 
6e 67 3a 30 20 38 25 3b 77 6f 72 64 2d 62 72 65 61 6b 3a 62 72 65 61 6b 2d 77 6f 72 64 7d 2e 77 70 2d 62 6c 6f 63 6b 2d 
6d 65 64 69 61 2d 74 65 78 74 2e 68 61 73 2d 6d 65 64 69 
Data Ascii: :end:ignore*/margin:0}.wp-block-media-text .wp-block-media-text__content{direction:ltr;  /*!rtl:begin:ignore*/-
ms-grid-column:2;grid-column:2;-ms-grid-row:1;grid-row:1;  /*!rtl:end:ignore*/padding:0 8%;word-break:break-word}.wp-
block-media-text.has-medi

2022-04-20 13:12:16 UTC 7059 IN Data Raw: 6b 2d 74 61 62 6c 65 2e 61 6c 69 67 6e 72 69 67 68 74 20 74 68 7b 77 6f 72 64 2d 62 72 65 61 6b 3a 62 72 65 
61 6b 2d 77 6f 72 64 7d 2e 77 70 2d 62 6c 6f 63 6b 2d 74 61 62 6c 65 20 2e 68 61 73 2d 73 75 62 74 6c 65 2d 6c 69 67 
68 74 2d 67 72 61 79 2d 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 
72 3a 23 66 33 66 34 66 35 7d 2e 77 70 2d 62 6c 6f 63 6b 2d 74 61 62 6c 65 20 2e 68 61 73 2d 73 75 62 74 6c 65 2d 70 
61 6c 65 2d 67 72 65 65 6e 2d 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 
6c 6f 72 3a 23 65 39 66 62 65 35 7d 2e 77 70 2d 62 6c 6f 63 6b 2d 74 61 62 6c 65 20 2e 68 61 73 2d 73 75 62 74 6c 65 2
d 70 61 6c 65 2d 62 6c 75 65 2d 62 61 63 6b 67 72 6f 75 6e 64 2d 
Data Ascii: k-table.alignright th{word-break:break-word}.wp-block-table .has-subtle-light-gray-background-color{backgrou
nd-color:#f3f4f5}.wp-block-table .has-subtle-pale-green-background-color{background-color:#e9fbe5}.wp-block-table .has-
subtle-pale-blue-background-

2022-04-20 13:12:16 UTC 7075 IN Data Raw: 63 68 6f 73 65 6e 2d 63 68 6f 69 63 65 73 20 6c 69 2e 73 65 61 72 63 68 2d 63 68 6f 69 63 65 20 73 70 61 6e 
7b 77 6f 72 64 2d 77 72 61 70 3a 62 72 65 61 6b 2d 77 6f 72 64 7d 2e 63 68 6f 73 65 6e 2d 63 6f 6e 74 61 69 6e 65 72 2d 
6d 75 6c 74 69 20 2e 63 68 6f 73 65 6e 2d 63 68 6f 69 63 65 73 20 6c 69 2e 73 65 61 72 63 68 2d 63 68 6f 69 63 65 20 2e 
73 65 61 72 63 68 2d 63 68 6f 69 63 65 2d 63 6c 6f 73 65 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 74 6f 
70 3a 34 70 78 3b 72 69 67 68 74 3a 33 70 78 3b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 3b 77 69 64 74 68 3a 31 32 70 
78 3b 68 65 69 67 68 74 3a 31 32 70 78 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6c 28 2f 2f 77 77 77 2e 69 6f 74 6d 32 
6d 63 6f 75 6e 63 69 6c 2e 6f 72 67 2f 77 70 2d 63 6f 6e 74 
Data Ascii: chosen-choices li.search-choice span{word-wrap:break-word}.chosen-container-multi .chosen-choices 
li.search-choice .search-choice-close{position:absolute;top:4px;right:3px;display:block;width:12px;height:12px;backgroun
d:url(//www.iotm2mcouncil.org/wp-cont

2022-04-20 13:12:16 UTC 7091 IN Data Raw: 65 62 6b 69 74 2d 6c 69 6e 65 61 72 2d 67 72 61 64 69 65 6e 74 28 74 6f 70 2c 23 65 65 65 20 35 30 25 2c 23 
66 66 66 20 31 30 30 25 29 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 2d 6f 2d 6c 69 6e 65 61 72 2d 67 72 
61 64 69 65 6e 74 28 74 6f 70 2c 23 65 65 65 20 35 30 25 2c 23 66 66 66 20 31 30 30 25 29 3b 62 61 63 6b 67 72 6f 75 
6e 64 2d 69 6d 61 67 65 3a 6c 69 6e 65 61 72 2d 67 72 61 64 69 65 6e 74 28 74 6f 20 62 6f 74 74 6f 6d 2c 23 65 65 65 2
0 35 30 25 2c 23 66 66 66 20 31 30 30 25 29 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 72 65 70 65 61 74 3a 72 65 70 65 61 
74 2d 78 3b 66 69 6c 74 65 72 3a 70 72 6f 67 69 64 3a 44 58 49 6d 61 67 65 54 72 61 6e 73 66 6f 72 6d 2e 4d 69 63 72 
6f 73 6f 66 74 2e 67 72 61 64 69 65 6e 74 28 73 74 61 72 74 43 6f 6c 6f 
Data Ascii: ebkit-linear-gradient(top,#eee 50%,#fff 100%);background-image:-o-linear-gradient(top,#eee 50%,#fff 
100%);background-image:linear-gradient(to bottom,#eee 50%,#fff 100%);background-repeat:repeat-x;filter:progi
d:DXImageTransform.Microsoft.gradient(startColo

2022-04-20 13:12:16 UTC 7107 IN Data Raw: 68 31 2c 68 32 2c 68 33 2c 68 34 2c 68 35 2c 68 36 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 72 67 69 
6e 2d 62 6f 74 74 6f 6d 3a 2e 35 72 65 6d 7d 70 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 72 67 69 6e 2d 62 6f 74 
74 6f 6d 3a 31 72 65 6d 7d 61 62 62 72 5b 64 61 74 61 2d 6f 72 69 67 69 6e 61 6c 2d 74 69 74 6c 65 5d 2c 61 62 62 72 
5b 74 69 74 6c 65 5d 7b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6c 69 6e 65 3b 2d 77 65 62 6b 
69 74 2d 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6c 69 6e 65 20 64 6f 74 74 65 64 3b 74 65 78 7
4 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6c 69 6e 65 20 64 6f 74 74 65 64 3b 63 75 72 73 6f 72 3a 68 65 6c 7
0 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 30 3b 2d 77 65 62 
Data Ascii: h1,h2,h3,h4,h5,h6{margin-top:0;margin-bottom:.5rem}p{margin-top:0;margin-bottom:1rem}abbr[data-original-titl
e],abbr[title]{text-decoration:underline;-webkit-text-decoration:underline dotted;text-decoration:underline dotted;curso
r:help;border-bottom:0;-web

2022-04-20 13:12:16 UTC 7123 IN Data Raw: 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a 31 31 3b 6f 72 64 65 72 3a 31 31 7d 2e 6f 72 64 65 72 2d 78 6c 2d 31 
32 7b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a 31 32 3b 6f 72 64 65 72 3a 31 32 7d 2e 6f 66 66 73 65 74 2d 78 6c 2d 
30 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 30 7d 2e 6f 66 66 73 65 74 2d 78 6c 2d 31 7b 6d 61 72 67 69 6e 2d 6c 65 66 
74 3a 38 2e 33 33 33 33 33 33 25 7d 2e 6f 66 66 73 65 74 2d 78 6c 2d 32 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 31 36 
2e 36 36 36 36 36 37 25 7d 2e 6f 66 66 73 65 74 2d 78 6c 2d 33 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 32 35 25 7d 2e 
6f 66 66 73 65 74 2d 78 6c 2d 34 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 33 33 2e 33 33 33 33 33 33 25 7d 2e 6f 66 66 
73 65 74 2d 78 6c 2d 35 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 34 31 
Data Ascii: s-flex-order:11;order:11}.order-xl-12{-ms-flex-order:12;order:12}.offset-xl-0{margin-left:0}.offset-xl-1{margin-
left:8.333333%}.offset-xl-2{margin-left:16.666667%}.offset-xl-3{margin-left:25%}.offset-xl-4{margin-left:33.333333%}
.offset-xl-5{margin-left:41

Timestamp
kBytes
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2022-04-20 13:12:16 UTC 7139 IN Data Raw: 61 72 74 7b 2d 6d 73 2d 66 6c 65 78 2d 61 6c 69 67 6e 3a 73 74 61 72 74 21 69 6d 70 6f 72 74 61 6e 74 3b 61 
6c 69 67 6e 2d 69 74 65 6d 73 3a 66 6c 65 78 2d 73 74 61 72 74 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 61 6c 69 67 6e 2d 
69 74 65 6d 73 2d 78 6c 2d 65 6e 64 7b 2d 6d 73 2d 66 6c 65 78 2d 61 6c 69 67 6e 3a 65 6e 64 21 69 6d 70 6f 72 74 61 
6e 74 3b 61 6c 69 67 6e 2d 69 74 65 6d 73 3a 66 6c 65 78 2d 65 6e 64 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 61 6c 69 67 
6e 2d 69 74 65 6d 73 2d 78 6c 2d 63 65 6e 74 65 72 7b 2d 6d 73 2d 66 6c 65 78 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 
21 69 6d 70 6f 72 74 61 6e 74 3b 61 6c 69 67 6e 2d 69 74 65 6d 73 3a 63 65 6e 74 65 72 21 69 6d 70 6f 72 74 61 6e 74 
7d 2e 61 6c 69 67 6e 2d 69 74 65 6d 73 2d 78 6c 2d 62 61 73 65 6c 69 6e 
Data Ascii: art{-ms-flex-align:start!important;align-items:flex-start!important}.align-items-xl-end{-ms-flex-align:end!i
mportant;align-items:flex-end!important}.align-items-xl-center{-ms-flex-align:center!important;align-items:center!import
ant}.align-items-xl-baselin

2022-04-20 13:12:16 UTC 7155 IN Data Raw: 2d 6c 67 2d 6e 34 2c 2e 6d 79 2d 6c 67 2d 6e 34 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 2d 31 2e 35 72 65 6d 21 
69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 72 2d 6c 67 2d 6e 34 2c 2e 6d 78 2d 6c 67 2d 6e 34 7b 6d 61 72 67 69 6e 2d 72 69 
67 68 74 3a 2d 31 2e 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 62 2d 6c 67 2d 6e 34 2c 2e 6d 79 2d 6c 67 2d 
6e 34 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 2d 31 2e 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 6c 2d 6c 
67 2d 6e 34 2c 2e 6d 78 2d 6c 67 2d 6e 34 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 2d 31 2e 35 72 65 6d 21 69 6d 70 6f 7
2 74 61 6e 74 7d 2e 6d 2d 6c 67 2d 6e 35 7b 6d 61 72 67 69 6e 3a 2d 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 
6d 74 2d 6c 67 2d 6e 35 2c 2e 6d 79 2d 6c 67 2d 6e 35 7b 6d 61 72 67 
Data Ascii: -lg-n4,.my-lg-n4{margin-top:-1.5rem!important}.mr-lg-n4,.mx-lg-n4{margin-right:-1.5rem!important}.mb-lg-n4,.
my-lg-n4{margin-bottom:-1.5rem!important}.ml-lg-n4,.mx-lg-n4{margin-left:-1.5rem!important}.m-lg-n5{margin:-3r
em!important}.mt-lg-n5,.my-lg-n5{marg

2022-04-20 13:12:16 UTC 7171 IN Data Raw: 2c 2e 73 77 69 70 65 72 2d 63 6f 6e 74 61 69 6e 65 72 2d 66 61 64 65 20 2e 73 77 69 70 65 72 2d 73 6c 69 
64 65 2d 61 63 74 69 76 65 20 2e 73 77 69 70 65 72 2d 73 6c 69 64 65 2d 61 63 74 69 76 65 7b 70 6f 69 6e 74 65 72 2d 
65 76 65 6e 74 73 3a 61 75 74 6f 7d 2e 73 77 69 70 65 72 2d 63 6f 6e 74 61 69 6e 65 72 2d 63 75 62 65 7b 6f 76 65 72 6
6 6c 6f 77 3a 76 69 73 69 62 6c 65 7d 2e 73 77 69 70 65 72 2d 63 6f 6e 74 61 69 6e 65 72 2d 63 75 62 65 20 2e 73 77 69 
70 65 72 2d 73 6c 69 64 65 7b 70 6f 69 6e 74 65 72 2d 65 76 65 6e 74 73 3a 6e 6f 6e 65 3b 2d 77 65 62 6b 69 74 2d 62 
61 63 6b 66 61 63 65 2d 76 69 73 69 62 69 6c 69 74 79 3a 68 69 64 64 65 6e 3b 62 61 63 6b 66 61 63 65 2d 76 69 73 69 
62 69 6c 69 74 79 3a 68 69 64 64 65 6e 3b 7a 2d 69 6e 64 65 78 3a 31 3b 
Data Ascii: ,.swiper-container-fade .swiper-slide-active .swiper-slide-active{pointer-events:auto}.swiper-container-cube
{overflow:visible}.swiper-container-cube .swiper-slide{pointer-events:none;-webkit-backface-visibility:hidden;backface-v
isibility:hidden;z-index:1;

2022-04-20 13:12:16 UTC 7187 IN Data Raw: 74 61 74 65 28 31 38 30 64 65 67 29 7d 2e 6c 61 2d 72 6f 74 61 74 65 2d 32 37 30 7b 2d 77 65 62 6b 69 74 2d 
74 72 61 6e 73 66 6f 72 6d 3a 72 6f 74 61 74 65 28 32 37 30 64 65 67 29 3b 74 72 61 6e 73 66 6f 72 6d 3a 72 6f 74 61 74 
65 28 32 37 30 64 65 67 29 7d 2e 6c 61 2d 66 6c 69 70 2d 68 6f 72 69 7a 6f 6e 74 61 6c 7b 2d 77 65 62 6b 69 74 2d 74 
72 61 6e 73 66 6f 72 6d 3a 73 63 61 6c 65 28 2d 31 2c 31 29 3b 74 72 61 6e 73 66 6f 72 6d 3a 73 63 61 6c 65 28 2d 31 
2c 31 29 7d 2e 6c 61 2d 66 6c 69 70 2d 76 65 72 74 69 63 61 6c 7b 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 
3a 73 63 61 6c 65 28 31 2c 2d 31 29 3b 74 72 61 6e 73 66 6f 72 6d 3a 73 63 61 6c 65 28 31 2c 2d 31 29 7d 2e 6c 61 2d 
66 6c 69 70 2d 62 6f 74 68 2c 2e 6c 61 2d 66 6c 69 70 2d 68 6f 72 69 
Data Ascii: tate(180deg)}.la-rotate-270{-webkit-transform:rotate(270deg);transform:rotate(270deg)}.la-flip-horizontal{-w
ebkit-transform:scale(-1,1);transform:scale(-1,1)}.la-flip-vertical{-webkit-transform:scale(1,-1);transform:scale(1,-1)}.la-flip-
both,.la-flip-hori

2022-04-20 13:12:16 UTC 7203 IN Data Raw: 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 39 39 22 7d 2e 6c 61 2d 65 71 75 61 6c 73 3a 62 65 66 6f 72 65 7b 63 
6f 6e 74 65 6e 74 3a 22 5c 66 35 32 63 22 7d 2e 6c 61 2d 65 72 61 73 65 72 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 
74 3a 22 5c 66 31 32 64 22 7d 2e 6c 61 2d 65 72 6c 61 6e 67 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 
33 39 64 22 7d 2e 6c 61 2d 65 74 68 65 72 65 75 6d 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 34 32 65 2
2 7d 2e 6c 61 2d 65 74 68 65 72 6e 65 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 37 39 36 22 7d 2e 6c 
61 2d 65 74 73 79 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 64 37 22 7d 2e 6c 61 2d 65 75 72 6f 2d 
73 69 67 6e 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 
Data Ascii: {content:"\f299"}.la-equals:before{content:"\f52c"}.la-eraser:before{content:"\f12d"}.la-erlang:before{conte
nt:"\f39d"}.la-ethereum:before{content:"\f42e"}.la-ethernet:before{content:"\f796"}.la-etsy:before{content:"\f2d7"}.la-euro-
sign:before{content:"\f

2022-04-20 13:12:16 UTC 7219 IN Data Raw: 6c 61 2d 6f 6c 64 2d 72 65 70 75 62 6c 69 63 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 35 31 
30 22 7d 2e 6c 61 2d 6f 6d 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 36 37 39 22 7d 2e 6c 61 2d 6f 70 65 
6e 63 61 72 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 33 64 22 7d 2e 6c 61 2d 6f 70 65 6e 69 64 3a 
62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 39 62 22 7d 2e 6c 61 2d 6f 70 65 72 61 3a 62 65 66 6f 72 65 7b 
63 6f 6e 74 65 6e 74 3a 22 5c 66 32 36 61 22 7d 2e 6c 61 2d 6f 70 74 69 6e 2d 6d 6f 6e 73 74 65 72 3a 62 65 66 6f 72 65 
7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 33 63 22 7d 2e 6c 61 2d 6f 72 63 69 64 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 
74 3a 22 5c 66 38 64 32 22 7d 2e 6c 61 2d 6f 73 69 3a 62 
Data Ascii: la-old-republic:before{content:"\f510"}.la-om:before{content:"\f679"}.la-opencart:before{content:"\f23d"}.la-
openid:before{content:"\f19b"}.la-opera:before{content:"\f26a"}.la-optin-monster:before{content:"\f23c"}.la-orcid:befor
e{content:"\f8d2"}.la-osi:b

2022-04-20 13:12:16 UTC 7235 IN Data Raw: 2d 75 73 65 72 2d 69 6e 6a 75 72 65 64 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 37 32 38 22 
7d 2e 6c 61 2d 75 73 65 72 2d 6c 6f 63 6b 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 35 30 32 22 7d 2e 6c 
61 2d 75 73 65 72 2d 6d 64 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 66 30 22 7d 2e 6c 61 2d 75 73 
65 72 2d 6d 69 6e 75 73 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 35 30 33 22 7d 2e 6c 61 2d 75 73 65 
72 2d 6e 69 6e 6a 61 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 35 30 34 22 7d 2e 6c 61 2d 75 73 65 72 2
d 6e 75 72 73 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 38 32 66 22 7d 2e 6c 61 2d 75 73 65 72 2d 70 
6c 75 73 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 
Data Ascii: -user-injured:before{content:"\f728"}.la-user-lock:before{content:"\f502"}.la-user-md:before{content:"\f0f0"}.la-
user-minus:before{content:"\f503"}.la-user-ninja:before{content:"\f504"}.la-user-nurse:before{content:"\f82f"}.la-user-plus:b
efore{content:"\f

2022-04-20 13:12:16 UTC 7251 IN Data Raw: 6e 74 3a 22 5c 66 31 35 31 22 7d 2e 6c 61 2e 6c 61 2d 63 61 72 65 74 2d 73 71 75 61 72 65 2d 6f 2d 72 69 67 
68 74 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 4c 69 6e 65 20 41 77 65 73 6f 6d 65 20 46 72 65 65 27 3b 66 6f 6e 74 2d 
77 65 69 67 68 74 3a 34 30 30 7d 2e 6c 61 2e 6c 61 2d 63 61 72 65 74 2d 73 71 75 61 72 65 2d 6f 2d 72 69 67 68 74 3a 
62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 35 32 22 7d 2e 6c 61 2e 6c 61 2d 74 6f 67 67 6c 65 2d 72 69 67 
68 74 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 4c 69 6e 65 20 41 77 65 73 6f 6d 65 20 46 72 65 65 27 3b 66 6f 6e 74 2d 
77 65 69 67 68 74 3a 34 30 30 7d 2e 6c 61 2e 6c 61 2d 74 6f 67 67 6c 65 2d 72 69 67 68 74 3a 62 65 66 6f 72 65 7b 63 6f 
6e 74 65 6e 74 3a 22 5c 66 31 35 32 22 7d 2e 6c 61 2e 6c 61 
Data Ascii: nt:"\f151"}.la.la-caret-square-o-right{font-family:'Line Awesome Free';font-weight:400}.la.la-caret-square-o-
right:before{content:"\f152"}.la.la-toggle-right{font-family:'Line Awesome Free';font-weight:400}.la.la-toggle-right:be
fore{content:"\f152"}.la.la
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2022-04-20 13:12:16 UTC 7267 IN Data Raw: 67 68 74 3a 34 30 30 7d 2e 6c 61 2e 6c 61 2d 66 69 72 65 66 6f 78 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 
4c 69 6e 65 20 41 77 65 73 6f 6d 65 20 42 72 61 6e 64 73 27 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 6c 
61 2e 6c 61 2d 6f 70 65 72 61 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 4c 69 6e 65 20 41 77 65 73 6f 6d 65 20 42 72 61 
6e 64 73 27 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 6c 61 2e 6c 61 2d 69 6e 74 65 72 6e 65 74 2d 65 78 
70 6c 6f 72 65 72 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 4c 69 6e 65 20 41 77 65 73 6f 6d 65 20 42 72 61 6e 64 73 27 
3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 6c 61 2e 6c 61 2d 74 65 6c 65 76 69 73 69 6f 6e 3a 62 65 66 6f 72 
65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 36 63 22 7d 2e 6c 61 
Data Ascii: ght:400}.la.la-firefox{font-family:'Line Awesome Brands';font-weight:400}.la.la-opera{font-family:'Line Awesome 
Brands';font-weight:400}.la.la-internet-explorer{font-family:'Line Awesome Brands';font-weight:400}.la.la-television
:before{content:"\f26c"}.la

2022-04-20 13:12:16 UTC 7283 IN Data Raw: 69 67 68 74 3a 37 30 30 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 35 70 78 7d 2e 73 65 61 72 63 68 61 6e 64 66 
69 6c 74 65 72 20 75 6c 7b 74 65 78 74 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 7d 2e 73 65 61 72 63 68 61 6e 64 66 69 
6c 74 65 72 20 75 6c 20 6c 69 2e 73 66 2d 66 69 65 6c 64 2d 63 61 74 65 67 6f 72 79 2c 2e 73 65 61 72 63 68 61 6e 64 6
6 69 6c 74 65 72 20 75 6c 20 6c 69 2e 73 66 2d 66 69 65 6c 64 2d 74 61 78 6f 6e 6f 6d 79 2d 63 61 73 65 2d 73 74 75 64 
79 2d 63 61 74 65 67 6f 72 79 2c 2e 73 65 61 72 63 68 61 6e 64 66 69 6c 74 65 72 20 75 6c 20 6c 69 2e 73 66 2d 66 69 
65 6c 64 2d 74 61 78 6f 6e 6f 6d 79 2d 6e 65 77 73 2d 63 61 74 65 67 6f 72 79 2c 2e 73 65 61 72 63 68 61 6e 64 66 69 6c 
74 65 72 20 75 6c 20 6c 69 2e 73 66 2d 66 69 65 6c 64 2d 74 61 78 6f 
Data Ascii: ight:700;font-size:15px}.searchandfilter ul{text-align:center}.searchandfilter ul li.sf-field-category,.searchandfilte
r ul li.sf-field-taxonomy-case-study-category,.searchandfilter ul li.sf-field-taxonomy-news-category,.searchandfilter ul li.sf-
field-taxo

2022-04-20 13:12:16 UTC 7299 IN Data Raw: 31 38 30 70 78 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f 6c 64 7d 2e 67 69 6e 70 75 74 5f 63 6f 6e 74 61 
69 6e 65 72 5f 63 6f 6e 73 65 6e 74 20 69 6e 70 75 74 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 
70 6f 73 69 74 69 6f 6e 3a 72 65 6c 61 74 69 76 65 3b 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 74 6f 70 3b 6d 61 72 
67 69 6e 3a 37 70 78 20 30 20 30 20 30 20 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 67 69 6e 70 75 74 5f 63 6f 6e 74 61 69 
6e 65 72 5f 63 6f 6e 73 65 6e 74 20 6c 61 62 65 6c 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 77 
69 64 74 68 3a 63 61 6c 63 28 31 30 30 25 20 2d 20 36 30 70 78 29 7d 2e 67 66 6f 72 6d 5f 77 72 61 70 70 65 72 20 6c 
69 2e 68 69 64 64 65 6e 5f 6c 61 62 65 6c 20 69 6e 70 75 74 7b 
Data Ascii: 180px;font-weight:bold}.ginput_container_consent input{display:inline-block;position:relative;vertical-align
:top;margin:7px 0 0 0 !important}.ginput_container_consent label{display:inline-block;width:calc(100% - 60px)}.gform_wra
pper li.hidden_label input{

2022-04-20 13:12:16 UTC 7315 IN Data Raw: 69 74 65 6d 3a 66 69 72 73 74 2d 63 68 69 6c 64 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 34 30 76 68 7d 2e 73 75 
70 70 6c 69 65 72 2d 6c 69 73 74 20 6c 69 20 2e 6c 6f 67 6f 2d 6f 75 74 7b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 3b 66 
6c 6f 61 74 3a 6e 6f 6e 65 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 35 70 78 3b 6d 61 72 67 69 6e 3a 30 20 61 75 
74 6f 20 31 35 70 78 7d 2e 74 61 62 6c 65 2d 64 61 74 61 2e 73 75 70 70 6c 69 65 72 2d 6c 69 73 74 20 2e 73 75 70 70 
6c 69 65 72 2d 6f 76 65 72 76 69 65 77 7b 6d 61 78 2d 77 69 64 74 68 3a 31 30 30 25 3b 64 69 73 70 6c 61 79 3a 62 6c 
6f 63 6b 7d 2e 70 6f 73 74 2d 74 68 75 6d 62 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 32 30 70 78 7d 2e 74 61 62 6c 
65 2d 64 61 74 61 2e 73 75 70 70 6c 69 65 72 2d 6c 69 73 74 20 
Data Ascii: item:first-child{margin-top:40vh}.supplier-list li .logo-out{display:block;float:none;margin-bottom:15px;margin:0 
auto 15px}.table-data.supplier-list .supplier-overview{max-width:100%;display:block}.post-thumb{margin-bottom:20px
}.table-data.supplier-list 

2022-04-20 13:12:16 UTC 7331 IN Data Raw: 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 27 5c 65 39 30 35 27 7d 2e 65 69 63 6f 6e 2d 62 61 6e 3a 62 65 66 
6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 27 5c 65 39 30 36 27 7d 2e 65 69 63 6f 6e 2d 62 61 72 63 6f 64 65 3a 62 65 66 6f 72 
65 7b 63 6f 6e 74 65 6e 74 3a 27 5c 65 39 30 37 27 7d 2e 65 69 63 6f 6e 2d 63 61 6c 65 6e 64 61 72 3a 62 65 66 6f 72 
65 7b 63 6f 6e 74 65 6e 74 3a 27 5c 65 39 30 38 27 7d 2e 65 69 63 6f 6e 2d 63 61 72 65 74 2d 6c 65 66 74 3a 62 65 66 6f 
72 65 7b 63 6f 6e 74 65 6e 74 3a 27 5c 65 39 30 39 27 7d 2e 65 69 63 6f 6e 2d 63 61 72 65 74 2d 72 69 67 68 74 3a 62 
65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 27 5c 65 39 30 61 27 7d 2e 65 69 63 6f 6e 2d 63 61 72 65 74 2d 75 70 3a 62 6
5 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 27 5c 65 39 30 62 27 7d 
Data Ascii: efore{content:'\e905'}.eicon-ban:before{content:'\e906'}.eicon-barcode:before{content:'\e907'}.eicon-calenda
r:before{content:'\e908'}.eicon-caret-left:before{content:'\e909'}.eicon-caret-right:before{content:'\e90a'}.eicon-caret-
up:before{content:'\e90b'}

2022-04-20 13:12:16 UTC 7347 IN Data Raw: 69 6c 64 28 31 30 29 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6c 2d 67 72 6f 75 70 3a 32 3b 
2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a 31 3b 6f 72 64 65 72 3a 31 7d 7d 40 6d 65 64 69 61 20 28 6d 69 6e 2d 77 
69 64 74 68 3a 2d 31 70 78 29 20 61 6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 31 30 32 34 70 78 29 7b 2e 65 6c 65 6d 
65 6e 74 6f 72 2d 72 65 76 65 72 73 65 2d 74 61 62 6c 65 74 3e 2e 65 6c 65 6d 65 6e 74 6f 72 2d 63 6f 6e 74 61 69 6e 65 
72 3e 2e 65 6c 65 6d 65 6e 74 6f 72 2d 72 6f 77 3e 3a 66 69 72 73 74 2d 63 68 69 6c 64 7b 2d 77 65 62 6b 69 74 2d 62 6f 
78 2d 6f 72 64 69 6e 61 6c 2d 67 72 6f 75 70 3a 31 31 3b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a 31 30 3b 6f 72 64 
65 72 3a 31 30 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 72 65 76 65 
Data Ascii: ild(10){-webkit-box-ordinal-group:2;-ms-flex-order:1;order:1}}@media (min-width:-1px) and (max-width:1024px)
{.elementor-reverse-tablet>.elementor-container>.elementor-row>:first-child{-webkit-box-ordinal-group:11;-ms-flex-order:
10;order:10}.elementor-reve

2022-04-20 13:12:16 UTC 7363 IN Data Raw: 72 69 6e 6b 29 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6c 2d 67 72 6f 75 70 3a 76 61 72 28 
2d 2d 6f 72 64 65 72 29 3b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a 76 61 72 28 2d 2d 6f 72 64 65 72 29 3b 6f 72 64 
65 72 3a 76 61 72 28 2d 2d 6f 72 64 65 72 29 3b 2d 6d 73 2d 66 6c 65 78 2d 69 74 65 6d 2d 61 6c 69 67 6e 3a 76 61 72 
28 2d 2d 61 6c 69 67 6e 2d 73 65 6c 66 29 3b 61 6c 69 67 6e 2d 73 65 6c 66 3a 76 61 72 28 2d 2d 61 6c 69 67 6e 2d 73 
65 6c 66 29 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 65 6c 65 6d 65 6e 74 2e 65 6c 65 6d 65 6e 74 6f 72 2d 61 62 73 6f 6c 75 
74 65 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 65 6c 65 6d 65 6e 74 2e 65 6c 65 6d 65 6e 74 6f 72 2d 66 69 78 65 64 7b 7a 2
d 69 6e 64 65 78 3a 31 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 6e 
Data Ascii: rink);-webkit-box-ordinal-group:var(--order);-ms-flex-order:var(--order);order:var(--order);-ms-flex-item-al
ign:var(--align-self);align-self:var(--align-self)}.elementor-element.elementor-absolute,.elementor-element.elementor-fi
xed{z-index:1}.elementor-in

2022-04-20 13:12:16 UTC 7379 IN Data Raw: 64 65 72 3a 32 3b 6f 72 64 65 72 3a 32 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 72 65 76 65 72 73 65 2d 6c 61 70 
74 6f 70 3e 2e 65 6c 65 6d 65 6e 74 6f 72 2d 63 6f 6e 74 61 69 6e 65 72 3e 3a 6e 74 68 2d 63 68 69 6c 64 28 31 30 29 7b 
2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6c 2d 67 72 6f 75 70 3a 32 3b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 
65 72 3a 31 3b 6f 72 64 65 72 3a 31 7d 7d 40 6d 65 64 69 61 20 28 6d 69 6e 2d 77 69 64 74 68 3a 31 30 32 35 70 78 29 
20 61 6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 2d 31 70 78 29 7b 2e 65 6c 65 6d 65 6e 74 6f 72 2d 72 65 76 65 72 73 
65 2d 6c 61 70 74 6f 70 3e 2e 65 6c 65 6d 65 6e 74 6f 72 2d 63 6f 6e 74 61 69 6e 65 72 3e 3a 66 69 72 73 74 2d 63 68 69 
6c 64 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 72 65 76 65 72 73 65 
Data Ascii: der:2;order:2}.elementor-reverse-laptop>.elementor-container>:nth-child(10){-webkit-box-ordinal-group:2;-ms-
flex-order:1;order:1}}@media (min-width:1025px) and (max-width:-1px){.elementor-reverse-laptop>.elementor-cont
ainer>:first-child,.elementor-reverse
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2022-04-20 13:12:16 UTC 7395 IN Data Raw: 6e 73 3a 72 65 70 65 61 74 28 37 2c 31 66 72 29 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 67 72 69 64 2d 6d 6f 62 
69 6c 65 2d 38 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 67 72 69 64 7b 67 72 69 64 2d 74 65 6d 70 6c 61 74 65 2d 63 6f 6c 
75 6d 6e 73 3a 72 65 70 65 61 74 28 38 2c 31 66 72 29 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 67 72 69 64 2d 6d 6f 62 69 
6c 65 2d 39 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 67 72 69 64 7b 67 72 69 64 2d 74 65 6d 70 6c 61 74 65 2d 63 6f 6c 75 6
d 6e 73 3a 72 65 70 65 61 74 28 39 2c 31 66 72 29 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 67 72 69 64 2d 6d 6f 62 69 6c 65 
2d 31 30 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 67 72 69 64 7b 67 72 69 64 2d 74 65 6d 70 6c 61 74 65 2d 63 6f 6c 75 6d 
6e 73 3a 72 65 70 65 61 74 28 31 30 2c 31 66 72 29 7d 2e 65 6c 65 6d 
Data Ascii: ns:repeat(7,1fr)}.elementor-grid-mobile-8 .elementor-grid{grid-template-columns:repeat(8,1fr)}.elementor-grid-
mobile-9 .elementor-grid{grid-template-columns:repeat(9,1fr)}.elementor-grid-mobile-10 .elementor-grid{grid-template-c
olumns:repeat(10,1fr)}.elem

2022-04-20 13:12:16 UTC 7411 IN Data Raw: 74 2d 62 75 74 74 6f 6e 2d 61 6c 69 67 6e 2d 73 74 72 65 74 63 68 20 2e 65 2d 66 6f 72 6d 5f 5f 62 75 74 74 
6f 6e 73 5f 5f 77 72 61 70 70 65 72 7b 2d 6d 73 2d 66 6c 65 78 2d 70 72 65 66 65 72 72 65 64 2d 73 69 7a 65 3a 35 30 
25 3b 66 6c 65 78 2d 62 61 73 69 73 3a 35 30 25 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 31 3b 2d 6d 73 
2d 66 6c 65 78 2d 70 6f 73 69 74 69 76 65 3a 31 3b 66 6c 65 78 2d 67 72 6f 77 3a 31 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 
74 61 62 6c 65 74 2d 62 75 74 74 6f 6e 2d 61 6c 69 67 6e 2d 73 74 72 65 74 63 68 20 2e 65 2d 66 6f 72 6d 5f 5f 62 75 74 
74 6f 6e 73 5f 5f 77 72 61 70 70 65 72 5f 5f 62 75 74 74 6f 6e 7b 2d 6d 73 2d 66 6c 65 78 2d 70 72 65 66 65 72 72 65 64 
2d 73 69 7a 65 3a 31 30 30 25 3b 66 6c 65 78 2d 62 61 73 69 73 
Data Ascii: t-button-align-stretch .e-form__buttons__wrapper{-ms-flex-preferred-size:50%;flex-basis:50%;-webkit-box-flex
:1;-ms-flex-positive:1;flex-grow:1}.elementor-tablet-button-align-stretch .e-form__buttons__wrapper__button{-ms-flex-pre
ferred-size:100%;flex-basis

2022-04-20 13:12:16 UTC 7427 IN Data Raw: 70 61 67 69 6e 61 74 69 6f 6e 2d 70 72 6f 67 72 65 73 73 62 61 72 7b 77 69 64 74 68 3a 31 30 30 25 3b 68 65 
69 67 68 74 3a 34 70 78 3b 6c 65 66 74 3a 30 3b 74 6f 70 3a 30 7d 2e 73 77 69 70 65 72 2d 63 6f 6e 74 61 69 6e 65 72 
2d 76 65 72 74 69 63 61 6c 3e 2e 73 77 69 70 65 72 2d 70 61 67 69 6e 61 74 69 6f 6e 2d 70 72 6f 67 72 65 73 73 62 61 
72 7b 77 69 64 74 68 3a 34 70 78 3b 68 65 69 67 68 74 3a 31 30 30 25 3b 6c 65 66 74 3a 30 3b 74 6f 70 3a 30 7d 2e 73 
77 69 70 65 72 2d 70 61 67 69 6e 61 74 69 6f 6e 2d 70 72 6f 67 72 65 73 73 62 61 72 2e 73 77 69 70 65 72 2d 70 61 67 
69 6e 61 74 69 6f 6e 2d 77 68 69 74 65 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 68 73 6c 61 28 30 2c 30 25 2c 31 30 30 25 
2c 2e 35 29 7d 2e 73 77 69 70 65 72 2d 70 61 67 69 6e 61 74 69 6f 6e 2d 
Data Ascii: pagination-progressbar{width:100%;height:4px;left:0;top:0}.swiper-container-vertical>.swiper-pagination-prog
ressbar{width:4px;height:100%;left:0;top:0}.swiper-pagination-progressbar.swiper-pagination-white{background:h
sla(0,0%,100%,.5)}.swiper-pagination-

2022-04-20 13:12:16 UTC 7443 IN Data Raw: 67 7b 68 65 69 67 68 74 3a 31 2e 32 35 65 6d 3b 77 69 64 74 68 3a 31 2e 32 35 65 6d 7d 2e 65 6c 65 6d 65 
6e 74 6f 72 2d 73 6c 69 64 65 73 68 6f 77 5f 5f 73 68 61 72 65 2d 6c 69 6e 6b 73 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 
6e 74 3a 22 22 3b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 3b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 74 6f 
70 3a 31 70 78 3b 72 69 67 68 74 3a 2e 35 65 6d 3b 62 6f 72 64 65 72 3a 2e 34 35 65 6d 20 73 6f 6c 69 64 20 74 72 61 
6e 73 70 61 72 65 6e 74 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 63 6f 6c 6f 72 3a 23 66 66 66 3b 2d 77 65 62 6b 69 
74 2d 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6c 61 74 65 59 28 2d 31 30 30 25 29 20 73 63 61 6c 65 58 28 2e 37 2
9 3b 2d 6d 73 2d 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6c 
Data Ascii: g{height:1.25em;width:1.25em}.elementor-slideshow__share-links:before{content:"";display:block;pos
ition:absolute;top:1px;right:.5em;border:.45em solid transparent;border-bottom-color:#fff;-webkit-transform:translateY(-
100%) scaleX(.7);-ms-transform:transl

2022-04-20 13:12:16 UTC 7459 IN Data Raw: 65 6d 65 6e 74 6f 72 2d 61 6c 65 72 74 2d 64 69 73 6d 69 73 73 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 
75 74 65 3b 72 69 67 68 74 3a 31 30 70 78 3b 74 6f 70 3a 31 30 70 78 3b 70 61 64 64 69 6e 67 3a 33 70 78 3b 66 6f 6e 
74 2d 73 69 7a 65 3a 32 30 70 78 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 74 72 
61 6e 73 70 61 72 65 6e 74 3b 63 6f 6c 6f 72 3a 69 6e 68 65 72 69 74 3b 62 6f 72 64 65 72 3a 6e 6f 6e 65 3b 63 75 72 73 
6f 72 3a 70 6f 69 6e 74 65 72 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 61 6c 65 72 74 2e 65 6c 65 6d 65 6e 74 6f 72 2d 61 6c 
65 72 74 2d 69 6e 66 6f 7b 63 6f 6c 6f 72 3a 23 33 31 37 30 38 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 
23 64 39 65 64 66 37 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 
Data Ascii: ementor-alert-dismiss{position:absolute;right:10px;top:10px;padding:3px;font-size:20px;line-height:1;backgro
und:transparent;color:inherit;border:none;cursor:pointer}.elementor-alert.elementor-alert-info{color:#31708f;background-
color:#d9edf7;border-color:

2022-04-20 13:12:16 UTC 7475 IN Data Raw: 63 6f 6e 2d 62 6f 78 2d 69 63 6f 6e 2d 6d 61 72 67 69 6e 2c 31 35 70 78 29 3b 6d 61 72 67 69 6e 2d 72 69 67 
68 74 3a 30 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 75 6e 73 65 74 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 77 69 64 
67 65 74 2d 69 63 6f 6e 2d 62 6f 78 2e 65 6c 65 6d 65 6e 74 6f 72 2d 74 61 62 6c 65 74 2d 70 6f 73 69 74 69 6f 6e 2d 6c 
65 66 74 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 63 6f 6e 2d 62 6f 78 2d 77 72 61 70 70 65 72 7b 74 65 78 74 2d 61 6c 69 
67 6e 3a 6c 65 66 74 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 69 65 6e 74 3a 68 6f 72 69 7a 6f 6e 74 61 6c 3b 2d 77 
65 62 6b 69 74 2d 62 6f 78 2d 64 69 72 65 63 74 69 6f 6e 3a 6e 6f 72 6d 61 6c 3b 2d 6d 73 2d 66 6c 65 78 2d 64 69 72 65 
63 74 69 6f 6e 3a 72 6f 77 3b 66 6c 65 78 2d 64 69 72 65 63 
Data Ascii: con-box-icon-margin,15px);margin-right:0;margin-bottom:unset}.elementor-widget-icon-box.elementor-tablet-
position-left .elementor-icon-box-wrapper{text-align:left;-webkit-box-orient:horizontal;-webkit-box-direction:normal;-ms-flex-
direction:row;flex-direc

2022-04-20 13:12:16 UTC 7491 IN Data Raw: 69 63 6f 6e 2d 6c 69 73 74 2d 69 74 65 6d 3a 61 66 74 65 72 7b 72 69 67 68 74 3a 30 7d 7d 2e 65 6c 65 6d 65 
6e 74 6f 72 2d 77 69 64 67 65 74 2d 69 6d 61 67 65 7b 74 65 78 74 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 7d 2e 65 6c 
65 6d 65 6e 74 6f 72 2d 77 69 64 67 65 74 2d 69 6d 61 67 65 20 61 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 
6c 6f 63 6b 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 77 69 64 67 65 74 2d 69 6d 61 67 65 20 61 20 69 6d 67 5b 73 72 63 24 3
d 22 2e 73 76 67 22 5d 7b 77 69 64 74 68 3a 34 38 70 78 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 77 69 64 67 65 74 2d 69 
6d 61 67 65 20 69 6d 67 7b 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 6d 69 64 64 6c 65 3b 64 69 73 70 6c 61 79 3a 
69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 
Data Ascii: icon-list-item:after{right:0}}.elementor-widget-image{text-align:center}.elementor-widget-image a{display:inline-
block}.elementor-widget-image a img[src$=".svg"]{width:48px}.elementor-widget-image img{vertical-align:middle;displ
ay:inline-block}.elementor-

2022-04-20 13:12:16 UTC 7507 IN Data Raw: 65 72 74 69 63 61 6c 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 74 61 62 2d 74 69 74 6c 65 7b 68 65 69 67 68 74 3a 
31 30 30 25 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 74 61 62 73 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 74 61 62 2d 6d 6f 62 
69 6c 65 2d 74 69 74 6c 65 7b 64 69 73 70 6c 61 79 3a 6e 6f 6e 65 7d 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 74 65 73 74 
69 6d 6f 6e 69 61 6c 2d 77 72 61 70 70 65 72 7b 6f 76 65 72 66 6c 6f 77 3a 68 69 64 64 65 6e 3b 74 65 78 74 2d 61 6c 69 
67 6e 3a 63 65 6e 74 65 72 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 74 65 73 74 69 6d 6f 6e 69 61 6c 2d 77 72 61 70 70 65 7
2 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 74 65 73 74 69 6d 6f 6e 69 61 6c 2d 63 6f 6e 74 65 6e 74 7b 66 6f 6e 74 2d 73 69 7
a 65 3a 31 2e 33 65 6d 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 
Data Ascii: ertical .elementor-tab-title{height:100%}.elementor-tabs .elementor-tab-mobile-title{display:none}}.elementor-
testimonial-wrapper{overflow:hidden;text-align:center}.elementor-testimonial-wrapper .elementor-testimonial-content{font-
size:1.3em;margin-bottom
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2022-04-20 13:12:16 UTC 7523 IN Data Raw: 61 72 69 61 74 69 6f 6e 73 5f 66 6f 72 6d 20 2e 77 6f 6f 63 6f 6d 6d 65 72 63 65 2d 76 61 72 69 61 74 69 6f 6e 
2d 61 64 64 2d 74 6f 2d 63 61 72 74 2c 2e 77 6f 6f 63 6f 6d 6d 65 72 63 65 20 64 69 76 2e 70 72 6f 64 75 63 74 2e 65 6c 
65 6d 65 6e 74 6f 72 20 66 6f 72 6d 2e 63 61 72 74 3a 6e 6f 74 28 2e 67 72 6f 75 70 65 64 5f 66 6f 72 6d 29 3a 6e 6f 74 
28 2e 76 61 72 69 61 74 69 6f 6e 73 5f 66 6f 72 6d 29 7b 6d 61 72 67 69 6e 3a 30 3b 64 69 73 70 6c 61 79 3a 2d 77 65 62 
6b 69 74 2d 62 6f 78 3b 64 69 73 70 6c 61 79 3a 2d 6d 73 2d 66 6c 65 78 62 6f 78 3b 64 69 73 70 6c 61 79 3a 66 6c 65 
78 3b 2d 6d 73 2d 66 6c 65 78 2d 77 72 61 70 3a 6e 6f 77 72 61 70 3b 66 6c 65 78 2d 77 72 61 70 3a 6e 6f 77 72 61 70 
7d 2e 77 6f 6f 63 6f 6d 6d 65 72 63 65 20 64 69 76 2e 70 72 
Data Ascii: ariations_form .woocommerce-variation-add-to-cart,.woocommerce div.product.elementor form.cart:not
(.grouped_form):not(.variations_form){margin:0;display:-webkit-box;display:-ms-flexbox;display:flex;-ms-flex-wrap:nowrap
;flex-wrap:nowrap}.woocommerce div.pr

2022-04-20 13:12:16 UTC 7539 IN Data Raw: 65 6d 65 6e 74 6f 72 2d 73 68 6f 77 2d 70 61 67 69 6e 61 74 69 6f 6e 2d 62 6f 72 64 65 72 2d 79 65 73 29 20 
6e 61 76 2e 77 6f 6f 63 6f 6d 6d 65 72 63 65 2d 70 61 67 69 6e 61 74 69 6f 6e 20 75 6c 20 6c 69 7b 62 6f 72 64 65 72 2d 
72 69 67 68 74 3a 30 3b 62 6f 72 64 65 72 2d 6c 65 66 74 3a 30 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 70 72 6f 64 75 63 74 
2d 6c 6f 6f 70 2d 69 74 65 6d 2d 2d 61 6c 69 67 6e 2d 6c 65 66 74 20 75 6c 2e 70 72 6f 64 75 63 74 73 20 6c 69 2e 70 72 
6f 64 75 63 74 20 2e 73 74 61 72 2d 72 61 74 69 6e 67 7b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 61 75 74 6f 7d 2e 65 
6c 65 6d 65 6e 74 6f 72 2d 70 72 6f 64 75 63 74 2d 6c 6f 6f 70 2d 69 74 65 6d 2d 2d 61 6c 69 67 6e 2d 72 69 67 68 74 20 
75 6c 2e 70 72 6f 64 75 63 74 73 20 6c 69 2e 70 72 6f 64 75 
Data Ascii: ementor-show-pagination-border-yes) nav.woocommerce-pagination ul li{border-right:0;border-left:0}
.elementor-product-loop-item--align-left ul.products li.product .star-rating{margin-right:auto}.elementor-product-loop-item--
align-right ul.products li.produ

2022-04-20 13:12:16 UTC 7555 IN Data Raw: 6e 75 2d 63 61 72 74 5f 5f 70 72 6f 64 75 63 74 2d 72 65 6d 6f 76 65 7b 74 6f 70 3a 61 75 74 6f 3b 62 6f 74 74 
6f 6d 3a 32 30 70 78 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 77 69 64 67 65 74 2d 77 6f 6f 63 6f 6d 6d 65 72 63 65 2d 6d 65 
6e 75 2d 63 61 72 74 2e 65 6c 65 6d 65 6e 74 6f 72 2d 6d 65 6e 75 2d 63 61 72 74 2d 2d 63 61 72 74 2d 74 79 70 65 2d 
6d 69 6e 69 2d 63 61 72 74 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 6d 65 6e 75 2d 63 61 72 74 5f 5f 63 6f 6e 74 61 69 6e 65 
72 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 7a 2d 69 6e 64 65 78 3a 38 39 3b 77 69 64 74 68 3a 61 75 
74 6f 3b 68 65 69 67 68 74 3a 61 75 74 6f 3b 6f 76 65 72 66 6c 6f 77 3a 76 69 73 69 62 6c 65 3b 74 6f 70 3a 31 30 30 25 
3b 62 6f 74 74 6f 6d 3a 61 75 74 6f 3b 62 61 63 6b 67 72 6f 
Data Ascii: nu-cart__product-remove{top:auto;bottom:20px}.elementor-widget-woocommerce-menu-cart.elementor-menu-
cart--cart-type-mini-cart .elementor-menu-cart__container{position:absolute;z-index:89;width:auto;height:auto;overflow
:visible;top:100%;bottom:auto;backgro

2022-04-20 13:12:16 UTC 7571 IN Data Raw: 2e 70 72 6f 64 75 63 74 2d 71 75 61 6e 74 69 74 79 7b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 65 
6c 65 6d 65 6e 74 6f 72 2d 77 69 64 67 65 74 2d 77 6f 6f 63 6f 6d 6d 65 72 63 65 2d 63 68 65 63 6b 6f 75 74 2d 70 61 67 
65 20 2e 77 6f 6f 63 6f 6d 6d 65 72 63 65 20 2e 73 68 6f 70 5f 74 61 62 6c 65 20 74 66 6f 6f 74 20 74 64 2c 2e 65 6c 65 
6d 65 6e 74 6f 72 2d 77 69 64 67 65 74 2d 77 6f 6f 63 6f 6d 6d 65 72 63 65 2d 63 68 65 63 6b 6f 75 74 2d 70 61 67 65 20 
2e 77 6f 6f 63 6f 6d 6d 65 72 63 65 20 2e 73 68 6f 70 5f 74 61 62 6c 65 20 74 66 6f 6f 74 20 74 68 7b 63 6f 6c 6f 72 3a 23 
38 31 38 61 39 31 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 77 69 64 67 65 74 2d 77 6f 6f 63 6f 6d 6d 65 72 63 65 2d 63 68 65 
63 6b 6f 75 74 2d 70 61 67 65 20 2e 77 6f 6f 63 6f 6d 
Data Ascii: .product-quantity{font-weight:400}.elementor-widget-woocommerce-checkout-page .woocommerce .shop_table 
tfoot td,.elementor-widget-woocommerce-checkout-page .woocommerce .shop_table tfoot th{color:#818a91}.elementor-
widget-woocommerce-checkout-page .woocom

2022-04-20 13:12:16 UTC 7587 IN Data Raw: 6f 63 6f 6d 6d 65 72 63 65 2d 63 61 72 74 20 2e 77 6f 6f 63 6f 6d 6d 65 72 63 65 20 73 65 6c 65 63 74 7b 63 
6f 6c 6f 72 3a 76 61 72 28 2d 2d 66 6f 72 6d 73 2d 66 69 65 6c 64 73 2d 6e 6f 72 6d 61 6c 2d 63 6f 6c 6f 72 2c 23 38 31 
38 61 39 31 29 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 37 66 37 66 37 3b 62 6f 72 64 65 72 2d 72 61 
64 69 75 73 3a 76 61 72 28 2d 2d 66 6f 72 6d 73 2d 66 69 65 6c 64 73 2d 62 6f 72 64 65 72 2d 72 61 64 69 75 73 2c 33 
70 78 29 3b 62 6f 72 64 65 72 3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 3a 76 61 72 28 2d 2d 66 6f 72 6d 73 2d 66 69 65 
6c 64 73 2d 70 61 64 64 69 6e 67 2c 31 36 70 78 29 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 34 70 78 7d 2e 65 6c 65 6d 65 
6e 74 6f 72 2d 77 69 64 67 65 74 2d 77 6f 6f 63 6f 6d 6d 65 72 63 
Data Ascii: ocommerce-cart .woocommerce select{color:var(--forms-fields-normal-color,#818a91);background-color
:#f7f7f7;border-radius:var(--forms-fields-border-radius,3px);border:none;padding:var(--forms-fields-padding,16px);font-s
ize:14px}.elementor-widget-woocommerc

2022-04-20 13:12:16 UTC 7603 IN Data Raw: 2d 66 69 65 6c 64 73 2d 66 6f 63 75 73 2d 74 72 61 6e 73 69 74 69 6f 6e 2d 64 75 72 61 74 69 6f 6e 2c 2e 33 
73 29 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 77 69 64 67 65 74 2d 77 6f 6f 63 6f 6d 6d 65 72 63 65 2d 6d 79 2d 61 63 63 6f 
75 6e 74 20 2e 73 65 6c 65 63 74 32 2d 63 6f 6e 74 61 69 6e 65 72 2d 2d 64 65 66 61 75 6c 74 20 2e 73 65 6c 65 63 74 
32 2d 73 65 6c 65 63 74 69 6f 6e 2d 2d 73 69 6e 67 6c 65 20 2e 73 65 6c 65 63 74 32 2d 73 65 6c 65 63 74 69 6f 6e 5f 5f 
70 6c 61 63 65 68 6f 6c 64 65 72 7b 63 6f 6c 6f 72 3a 76 61 72 28 2d 2d 66 6f 72 6d 73 2d 66 69 65 6c 64 73 2d 6e 6f 72 
6d 61 6c 2d 63 6f 6c 6f 72 2c 23 38 31 38 61 39 31 29 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 77 69 64 67 65 74 2d 77 6f 6f 
63 6f 6d 6d 65 72 63 65 2d 6d 79 2d 61 63 63 6f 75 6e 74 20 
Data Ascii: -fields-focus-transition-duration,.3s)}.elementor-widget-woocommerce-my-account .select2-container--default 
.select2-selection--single .select2-selection__placeholder{color:var(--forms-fields-normal-color,#818a91)}.elementor-wid
get-woocommerce-my-account 

2022-04-20 13:12:16 UTC 7619 IN Data Raw: 63 6f 6c 6f 72 2c 23 66 66 66 29 3b 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 69 74 69 6f 6e 2d 64 75 72 61 74 
69 6f 6e 3a 76 61 72 28 2d 2d 66 6f 72 6d 73 2d 62 75 74 74 6f 6e 73 2d 68 6f 76 65 72 2d 74 72 61 6e 73 69 74 69 6f 6e 
2d 64 75 72 61 74 69 6f 6e 2c 2e 33 73 29 3b 2d 6f 2d 74 72 61 6e 73 69 74 69 6f 6e 2d 64 75 72 61 74 69 6f 6e 3a 76 61 
72 28 2d 2d 66 6f 72 6d 73 2d 62 75 74 74 6f 6e 73 2d 68 6f 76 65 72 2d 74 72 61 6e 73 69 74 69 6f 6e 2d 64 75 72 61 74 
69 6f 6e 2c 2e 33 73 29 3b 74 72 61 6e 73 69 74 69 6f 6e 2d 64 75 72 61 74 69 6f 6e 3a 76 61 72 28 2d 2d 66 6f 72 6d 73 
2d 62 75 74 74 6f 6e 73 2d 68 6f 76 65 72 2d 74 72 61 6e 73 69 74 69 6f 6e 2d 64 75 72 61 74 69 6f 6e 2c 2e 33 73 29 7d 
2e 65 6c 65 6d 65 6e 74 6f 72 2d 77 69 64 67 65 74 2d 77 
Data Ascii: color,#fff);-webkit-transition-duration:var(--forms-buttons-hover-transition-duration,.3s);-o-transition-dur
ation:var(--forms-buttons-hover-transition-duration,.3s);transition-duration:var(--forms-buttons-hover-transition-durati
on,.3s)}.elementor-widget-w

2022-04-20 13:12:16 UTC 7636 IN Data Raw: 69 63 6f 6e 2d 6c 69 73 74 2d 74 65 78 74 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 7d 
2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 63 6f 6e 2d 6c 69 73 74 2d 69 74 65 6d 73 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 63 
6f 6e 2d 6c 69 73 74 2d 69 74 65 6d 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 63 6f 6e 2d 6c 69 73 74 2d 74 65 78 74 20 61 
2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 63 6f 6e 2d 6c 69 73 74 2d 69 74 65 6d 73 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 
63 6f 6e 2d 6c 69 73 74 2d 69 74 65 6d 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 63 6f 6e 2d 6c 69 73 74 2d 74 65 78 74 20 
73 70 61 6e 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 77 69 64 67 65 74 2d 62 
72 65 61 64 63 72 75 6d 62 73 7b 66 6f 6e 74 2d 73 69 7a 65 
Data Ascii: icon-list-text{display:inline-block}.elementor-icon-list-items .elementor-icon-list-item .elementor-icon-list-text a,.
elementor-icon-list-items .elementor-icon-list-item .elementor-icon-list-text span{display:inline}.elementor-widget-brea
dcrumbs{font-size
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2022-04-20 13:12:16 UTC 7652 IN Data Raw: 64 67 65 74 2d 70 6f 73 74 73 20 2e 65 2d 6c 6f 61 64 2d 6d 6f 72 65 2d 73 70 69 6e 6e 65 72 20 73 76 67 7b 
66 69 6c 6c 3a 76 61 72 28 2d 2d 6c 6f 61 64 2d 6d 6f 72 65 2d 73 70 69 6e 6e 65 72 2d 63 6f 6c 6f 72 29 3b 68 65 69 67 
68 74 3a 31 65 6d 3b 77 69 64 74 68 3a 31 65 6d 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 77 69 64 67 65 74 2d 61 72 63 68 
69 76 65 2d 70 6f 73 74 73 20 2e 65 2d 6c 6f 61 64 2d 6d 6f 72 65 2d 6d 65 73 73 61 67 65 2c 2e 65 6c 65 6d 65 6e 74 6f 
72 2d 77 69 64 67 65 74 2d 70 6f 73 74 73 20 2e 65 2d 6c 6f 61 64 2d 6d 6f 72 65 2d 6d 65 73 73 61 67 65 7b 63 6f 6c 6f 
72 3a 76 61 72 28 2d 2d 6c 6f 61 64 2d 6d 6f 72 65 2d 6d 65 73 73 61 67 65 2d 63 6f 6c 6f 72 29 3b 74 65 78 74 2d 61 6c 
69 67 6e 3a 76 61 72 28 2d 2d 6c 6f 61 64 2d 6d 6f 72 65 2d 
Data Ascii: dget-posts .e-load-more-spinner svg{fill:var(--load-more-spinner-color);height:1em;width:1em}.elementor-widg
et-archive-posts .e-load-more-message,.elementor-widget-posts .e-load-more-message{color:var(--load-more-message-
color);text-align:var(--load-more-

2022-04-20 13:12:16 UTC 7668 IN Data Raw: 72 5f 5f 74 69 74 6c 65 7b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 36 
30 30 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 66 6c 69 70 2d 62 6f 78 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 66 6c 69 70 2d 62 
6f 78 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 76 69 65 77 2d 66 72 61 6d 65 64 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 66 6c 69 
70 2d 62 6f 78 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 76 69 65 77 2d 73 74 61 63 6b 65 64 7b 2d 2d 65 2d 66 6c 69 70 2d 
62 6f 78 2d 76 69 65 77 2d 66 72 61 6d 65 64 2d 73 74 61 63 6b 65 64 2d 69 63 6f 6e 2d 63 6f 6c 6f 72 3a 23 66 66 66 7d 
2e 65 6c 65 6d 65 6e 74 6f 72 2d 66 6c 69 70 2d 62 6f 78 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 63 6f 6e 2c 2e 65 6c 65 
6d 65 6e 74 6f 72 2d 66 6c 69 70 2d 62 6f 78 20 2e 65 6c 65 
Data Ascii: r__title{line-height:1;font-weight:600}.elementor-flip-box,.elementor-flip-box .elementor-view-framed,.eleme
ntor-flip-box .elementor-view-stacked{--e-flip-box-view-framed-stacked-icon-color:#fff}.elementor-flip-box .elementor-ic
on,.elementor-flip-box .ele

2022-04-20 13:12:16 UTC 7684 IN Data Raw: 6c 61 79 6f 75 74 2d 69 6d 61 67 65 2d 6c 65 66 74 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 63 74 61 5f 5f 62 67 
2d 77 72 61 70 70 65 72 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 63 74 61 2d 2d 74 61 62 6c 65 74 2d 6c 61 79 6f 75 74 2d 
69 6d 61 67 65 2d 72 69 67 68 74 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 63 74 61 5f 5f 62 67 2d 77 72 61 70 70 65 72 7b 77 
69 64 74 68 3a 61 75 74 6f 3b 6d 69 6e 2d 77 69 64 74 68 3a 35 30 25 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 63 74 61 2d 
2d 74 61 62 6c 65 74 2d 6c 61 79 6f 75 74 2d 69 6d 61 67 65 2d 6c 65 66 74 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 63 74 6
1 5f 5f 63 6f 6e 74 65 6e 74 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 63 74 61 2d 2d 74 61 62 6c 65 74 2d 6c 61 79 6f 75 74 2
d 69 6d 61 67 65 2d 72 69 67 68 74 20 2e 65 6c 65 6d 65 6e 74 6f 
Data Ascii: layout-image-left .elementor-cta__bg-wrapper,.elementor-cta--tablet-layout-image-right .elementor-cta__bg-wr
apper{width:auto;min-width:50%}.elementor-cta--tablet-layout-image-left .elementor-cta__content,.elementor-cta--tablet-l
ayout-image-right .elemento

2022-04-20 13:12:16 UTC 7700 IN Data Raw: 6e 73 2d 2d 63 6f 6c 6f 72 2d 6f 66 66 69 63 69 61 6c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 73 68 61 72 65 2d 62 
75 74 74 6f 6e 73 2d 2d 73 6b 69 6e 2d 62 6f 78 65 64 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 73 68 61 72 65 2d 62 74 6e 5f 
64 69 67 67 20 73 76 67 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 73 68 61 72 65 2d 62 75 74 74 6f 6e 73 2d 2d 63 6f 6c 6f 72 
2d 6f 66 66 69 63 69 61 6c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 73 68 61 72 65 2d 62 75 74 74 6f 6e 73 2d 2d 73 6b 69 6e 2d 
66 72 61 6d 65 64 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 73 68 61 72 65 2d 62 74 6e 5f 64 69 67 67 20 73 76 67 7b 66 69 
6c 6c 3a 23 30 30 35 62 65 32 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 73 68 61 72 65 2d 62 75 74 74 6f 6e 73 2d 2d 63 6f 6c 
6f 72 2d 6f 66 66 69 63 69 61 6c 2e 65 6c 65 6d 65 6e 74 6f 
Data Ascii: ns--color-official.elementor-share-buttons--skin-boxed .elementor-share-btn_digg svg,.elementor-share-button
s--color-official.elementor-share-buttons--skin-framed .elementor-share-btn_digg svg{fill:#005be2}.elementor-share-butto
ns--color-official.elemento

2022-04-20 13:12:16 UTC 7716 IN Data Raw: 6f 6c 6f 72 2d 6f 66 66 69 63 69 61 6c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 73 68 61 72 65 2d 62 75 74 74 6f 6e 
73 2d 2d 73 6b 69 6e 2d 62 6f 78 65 64 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 73 68 61 72 65 2d 62 74 6e 5f 76 69 6d 65 6f 
20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 73 68 61 72 65 2d 62 74 6e 5f 5f 69 63 6f 6e 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 73 
68 61 72 65 2d 62 75 74 74 6f 6e 73 2d 2d 63 6f 6c 6f 72 2d 6f 66 66 69 63 69 61 6c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 73 
68 61 72 65 2d 62 75 74 74 6f 6e 73 2d 2d 73 6b 69 6e 2d 6d 69 6e 69 6d 61 6c 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 73 
68 61 72 65 2d 62 74 6e 5f 76 69 6d 65 6f 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 73 68 61 72 65 2d 62 74 6e 5f 5f 69 63 6f 
6e 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 
Data Ascii: olor-official.elementor-share-buttons--skin-boxed .elementor-share-btn_vimeo .elementor-share-btn__icon,.ele
mentor-share-buttons--color-official.elementor-share-buttons--skin-minimal .elementor-share-btn_vimeo .elementor-share-
btn__icon{background-color:#

2022-04-20 13:12:16 UTC 7732 IN Data Raw: 6c 61 79 6f 75 74 2d 69 6d 61 67 65 5f 61 62 6f 76 65 2e 65 6c 65 6d 65 6e 74 6f 72 2d 74 65 73 74 69 6d 6f 
6e 69 61 6c 2d 2d 61 6c 69 67 6e 2d 72 69 67 68 74 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 74 65 73 74 69 6d 6f 6e 69 61 
6c 5f 5f 63 6f 6e 74 65 6e 74 3a 61 66 74 65 72 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 74 65 73 74 69 6d 6f 6e 69 61 6c 2d 
2d 73 6b 69 6e 2d 62 75 62 62 6c 65 2e 65 6c 65 6d 65 6e 74 6f 72 2d 74 65 73 74 69 6d 6f 6e 69 61 6c 2d 2d 6c 61 79 6f 
75 74 2d 69 6d 61 67 65 5f 69 6e 6c 69 6e 65 2e 65 6c 65 6d 65 6e 74 6f 72 2d 74 65 73 74 69 6d 6f 6e 69 61 6c 2d 2d 61 
6c 69 67 6e 2d 72 69 67 68 74 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 74 65 73 74 69 6d 6f 6e 69 61 6c 5f 5f 63 6f 6e 74 65 
6e 74 3a 61 66 74 65 72 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 
Data Ascii: layout-image_above.elementor-testimonial--align-right .elementor-testimonial__content:after,.elementor-testi
monial--skin-bubble.elementor-testimonial--layout-image_inline.elementor-testimonial--align-right .elementor-testimonial
__content:after,.elementor-

2022-04-20 13:12:16 UTC 7748 IN Data Raw: 73 6b 69 6e 2d 62 75 62 62 6c 65 2e 65 6c 65 6d 65 6e 74 6f 72 2d 62 6c 6f 63 6b 71 75 6f 74 65 2d 2d 62 75 
74 74 6f 6e 2d 76 69 65 77 2d 69 63 6f 6e 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 62 6c 6f 63 6b 71 75 6f 74 65 5f 5f 74 77 
65 65 74 2d 62 75 74 74 6f 6e 20 69 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 62 6c 6f 63 6b 71 75 6f 74 65 2d 2d 62 75 74 74 
6f 6e 2d 73 6b 69 6e 2d 63 6c 61 73 73 69 63 2e 65 6c 65 6d 65 6e 74 6f 72 2d 62 6c 6f 63 6b 71 75 6f 74 65 2d 2d 62 75 
74 74 6f 6e 2d 76 69 65 77 2d 69 63 6f 6e 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 62 6c 6f 63 6b 71 75 6f 74 65 5f 5f 74 77 
65 65 74 2d 62 75 74 74 6f 6e 20 69 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 6c 65 66 74 3a 35 30 25 3b 
74 6f 70 3a 35 30 25 3b 2d 77 65 62 6b 69 74 2d 74 72 61 
Data Ascii: skin-bubble.elementor-blockquote--button-view-icon .elementor-blockquote__tweet-button i,.elementor-
blockquote--button-skin-classic.elementor-blockquote--button-view-icon .elementor-blockquote__tweet-button i{position:
absolute;left:50%;top:50%;-webkit-tra

2022-04-20 13:12:16 UTC 7764 IN Data Raw: 74 69 6f 6e 2d 74 79 70 65 2d 62 6c 69 6e 64 73 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 68 65 61 64 6c 69 6e 65 
2d 64 79 6e 61 6d 69 63 2d 6c 65 74 74 65 72 7b 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 72 6f 74 61 74 
65 59 28 30 64 65 67 29 3b 74 72 61 6e 73 66 6f 72 6d 3a 72 6f 74 61 74 65 59 28 30 64 65 67 29 7d 2e 65 6c 65 6d 65 
6e 74 6f 72 2d 68 65 61 64 6c 69 6e 65 2d 61 6e 69 6d 61 74 69 6f 6e 2d 74 79 70 65 2d 62 6c 69 6e 64 73 20 2e 65 6c 6
5 6d 65 6e 74 6f 72 2d 68 65 61 64 6c 69 6e 65 2d 64 79 6e 61 6d 69 63 2d 6c 65 74 74 65 72 2e 65 6c 65 6d 65 6e 74 6f 
72 2d 68 65 61 64 6c 69 6e 65 2d 61 6e 69 6d 61 74 69 6f 6e 2d 69 6e 7b 2d 77 65 62 6b 69 74 2d 61 6e 69 6d 61 74 69 
6f 6e 3a 65 6c 65 6d 65 6e 74 6f 72 2d 68 65 61 64 6c 69 6e 65 2d 62 
Data Ascii: tion-type-blinds .elementor-headline-dynamic-letter{-webkit-transform:rotateY(0deg);transform:rotateY(0deg)}
.elementor-headline-animation-type-blinds .elementor-headline-dynamic-letter.elementor-headline-animation-in{-webkit-
animation:elementor-headline-b
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2022-04-20 13:12:16 UTC 7780 IN Data Raw: 65 69 67 68 74 3a 30 3b 77 69 64 74 68 3a 30 3b 6c 65 66 74 3a 35 30 25 7d 2e 65 2d 2d 70 6f 69 6e 74 65 
72 2d 64 6f 75 62 6c 65 2d 6c 69 6e 65 2e 65 2d 2d 61 6e 69 6d 61 74 69 6f 6e 2d 64 72 6f 70 2d 6f 75 74 20 2e 65 6c 65 
6d 65 6e 74 6f 72 2d 69 74 65 6d 3a 6e 6f 74 28 3a 68 6f 76 65 72 29 3a 6e 6f 74 28 3a 66 6f 63 75 73 29 3a 6e 6f 74 28 
2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 74 65 6d 2d 61 63 74 69 76 65 29 3a 6e 6f 74 28 2e 68 69 67 68 6c 69 67 68 74 65 
64 29 3a 62 65 66 6f 72 65 2c 2e 65 2d 2d 70 6f 69 6e 74 65 72 2d 6f 76 65 72 6c 69 6e 65 2e 65 2d 2d 61 6e 69 6d 61 7
4 69 6f 6e 2d 64 72 6f 70 2d 6f 75 74 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 74 65 6d 3a 6e 6f 74 28 3a 68 6f 76 65 72 2
9 3a 6e 6f 74 28 3a 66 6f 63 75 73 29 3a 6e 6f 74 28 2e 65 6c 65 
Data Ascii: eight:0;width:0;left:50%}.e--pointer-double-line.e--animation-drop-out .elementor-item:not(:hover):not(:focu
s):not(.elementor-item-active):not(.highlighted):before,.e--pointer-overline.e--animation-drop-out .elementor-item:not(:
hover):not(:focus):not(.ele

2022-04-20 13:12:16 UTC 7796 IN Data Raw: 63 75 73 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 6e 61 76 2d 6d 65 6e 75 2d 2d 6d 61 69 6e 20 2e 65 6c 65 6d 65 
6e 74 6f 72 2d 6e 61 76 2d 6d 65 6e 75 20 61 3a 68 6f 76 65 72 7b 70 61 64 64 69 6e 67 3a 31 33 70 78 20 32 30 70 78 
7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 6e 61 76 2d 6d 65 6e 75 2d 2d 6d 61 69 6e 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 6e 
61 76 2d 6d 65 6e 75 20 61 2e 63 75 72 72 65 6e 74 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 33 37 33 61 33 63 3b 63 6f 6
c 6f 72 3a 23 66 66 66 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 6e 61 76 2d 6d 65 6e 75 2d 2d 6d 61 69 6e 20 2e 65 6c 65 6d 
65 6e 74 6f 72 2d 6e 61 76 2d 6d 65 6e 75 20 61 2e 64 69 73 61 62 6c 65 64 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 35 
35 35 39 35 63 3b 63 6f 6c 6f 72 3a 23 61 31 61 36 61 39 7d 2e 65 6c 
Data Ascii: cus,.elementor-nav-menu--main .elementor-nav-menu a:hover{padding:13px 20px}.elementor-nav-menu--main 
.elementor-nav-menu a.current{background:#373a3c;color:#fff}.elementor-nav-menu--main .elementor-nav-menu 
a.disabled{background:#55595c;color:#a1a6a9}.el

2022-04-20 13:12:16 UTC 7812 IN Data Raw: 6d 65 6e 74 6f 72 2d 67 61 6c 6c 65 72 79 5f 5f 74 69 74 6c 65 73 2d 63 6f 6e 74 61 69 6e 65 72 20 2e 65 2d 
2d 70 6f 69 6e 74 65 72 2d 64 6f 75 62 6c 65 2d 6c 69 6e 65 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 74 65 6d 3a 61 66 74 
65 72 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 67 61 6c 6c 65 72 79 5f 5f 74 69 74 6c 65 73 2d 63 6f 6e 74 61 69 6e 65 72 20 
2e 65 2d 2d 70 6f 69 6e 74 65 72 2d 64 6f 75 62 6c 65 2d 6c 69 6e 65 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 74 65 6d 3a 
62 65 66 6f 72 65 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 67 61 6c 6c 65 72 79 5f 5f 74 69 74 6c 65 73 2d 63 6f 6e 74 61 69 
6e 65 72 20 2e 65 2d 2d 70 6f 69 6e 74 65 72 2d 6f 76 65 72 6c 69 6e 65 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 74 65 6d 
3a 62 65 66 6f 72 65 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 
Data Ascii: mentor-gallery__titles-container .e--pointer-double-line .elementor-item:after,.elementor-gallery__titles-co
ntainer .e--pointer-double-line .elementor-item:before,.elementor-gallery__titles-container .e--pointer-overline .elementor-
item:before,.elementor-

2022-04-20 13:12:16 UTC 7828 IN Data Raw: 65 2d 74 61 62 73 2d 69 74 65 6d 73 2d 77 72 61 70 70 65 72 20 2e 65 2d 74 61 62 2d 74 69 74 6c 65 20 2e 
65 2d 74 61 62 2d 74 69 74 6c 65 2d 74 65 78 74 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 34 70 78 3b 6d 61 72 67 69 6e 3a 
61 75 74 6f 20 38 70 78 3b 74 65 78 74 2d 61 6c 69 67 6e 3a 6c 65 66 74 3b 2d 6f 2d 74 65 78 74 2d 6f 76 65 72 66 6c 6f 
77 3a 65 6c 6c 69 70 73 69 73 3b 74 65 78 74 2d 6f 76 65 72 66 6c 6f 77 3a 65 6c 6c 69 70 73 69 73 3b 77 68 69 74 65 2
d 73 70 61 63 65 3a 6e 6f 77 72 61 70 3b 6f 76 65 72 66 6c 6f 77 3a 68 69 64 64 65 6e 3b 2d 77 65 62 6b 69 74 2d 62 6f 
78 2d 66 6c 65 78 3a 31 3b 2d 6d 73 2d 66 6c 65 78 2d 70 6f 73 69 74 69 76 65 3a 31 3b 66 6c 65 78 2d 67 72 6f 77 3a 
31 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 77 69 64 67 65 74 2d 76 69 64 
Data Ascii: e-tabs-items-wrapper .e-tab-title .e-tab-title-text{font-size:14px;margin:auto 8px;text-align:left;-o-text-o
verflow:ellipsis;text-overflow:ellipsis;white-space:nowrap;overflow:hidden;-webkit-box-flex:1;-ms-flex-positive:1;flex-g
row:1}.elementor-widget-vid

2022-04-20 13:12:16 UTC 7844 IN Data Raw: 65 6d 65 6e 74 6f 72 2d 6d 6f 74 69 6f 6e 2d 65 66 66 65 63 74 73 2d 65 6c 65 6d 65 6e 74 2d 74 79 70 65 2d 
62 61 63 6b 67 72 6f 75 6e 64 29 3e 2e 65 6c 65 6d 65 6e 74 6f 72 2d 63 6f 6c 75 6d 6e 2d 77 72 61 70 2c 2e 65 6c 65 
6d 65 6e 74 6f 72 2d 33 37 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 65 6c 65 6d 65 6e 74 2e 65 6c 65 6d 65 6e 74 6f 72 2d 65 
6c 65 6d 65 6e 74 2d 66 37 61 66 36 37 31 3e 2e 65 6c 65 6d 65 6e 74 6f 72 2d 63 6f 6c 75 6d 6e 2d 77 72 61 70 3e 2e 
65 6c 65 6d 65 6e 74 6f 72 2d 6d 6f 74 69 6f 6e 2d 65 66 66 65 63 74 73 2d 63 6f 6e 74 61 69 6e 65 72 3e 2e 65 6c 65 6d 
65 6e 74 6f 72 2d 6d 6f 74 69 6f 6e 2d 65 66 66 65 63 74 73 2d 6c 61 79 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 
6c 6f 72 3a 23 66 63 66 63 66 63 7d 2e 65 6c 65 6d 65 6e 74 6f 
Data Ascii: ementor-motion-effects-element-type-background)>.elementor-column-wrap,.elementor-37 .elementor-el
ement.elementor-element-f7af671>.elementor-column-wrap>.elementor-motion-effects-container>.elementor-motion-e
ffects-layer{background-color:#fcfcfc}.elemento

2022-04-20 13:12:16 UTC 7860 IN Data Raw: 6e 74 65 6e 74 3a 22 5c 66 30 63 39 22 7d 2e 66 61 2d 62 61 73 65 62 61 6c 6c 2d 62 61 6c 6c 3a 62 65 66 6f 
72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 34 33 33 22 7d 2e 66 61 2d 62 61 73 6b 65 74 62 61 6c 6c 2d 62 61 6c 6c 3a 
62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 34 33 34 22 7d 2e 66 61 2d 62 61 74 68 3a 62 65 66 6f 72 65 7b 
63 6f 6e 74 65 6e 74 3a 22 5c 66 32 63 64 22 7d 2e 66 61 2d 62 61 74 74 65 72 79 2d 65 6d 70 74 79 3a 62 65 66 6f 72 6
5 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 34 34 22 7d 2e 66 61 2d 62 61 74 74 65 72 79 2d 66 75 6c 6c 3a 62 65 66 6f 72 
65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 34 30 22 7d 2e 66 61 2d 62 61 74 74 65 72 79 2d 68 61 6c 66 3a 62 65 66 6f 
72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 34 32 22 7d 2e 66 61 2d 
Data Ascii: ntent:"\f0c9"}.fa-baseball-ball:before{content:"\f433"}.fa-basketball-ball:before{content:"\f434"}.fa-bath:b
efore{content:"\f2cd"}.fa-battery-empty:before{content:"\f244"}.fa-battery-full:before{content:"\f240"}.fa-battery-half:
before{content:"\f242"}.fa-

2022-04-20 13:12:16 UTC 7876 IN Data Raw: 61 2d 66 72 6f 67 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 35 32 65 22 7d 2e 66 61 2d 66 72 
6f 77 6e 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 31 39 22 7d 2e 66 61 2d 66 72 6f 77 6e 2d 6f 70 65 
6e 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 35 37 61 22 7d 2e 66 61 2d 66 75 6c 63 72 75 6d 3a 62 65 
66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 35 30 62 22 7d 2e 66 61 2d 66 75 6e 6e 65 6c 2d 64 6f 6c 6c 61 72 3a 62 
65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 36 36 32 22 7d 2e 66 61 2d 66 75 74 62 6f 6c 3a 62 65 66 6f 72 65 7b 
63 6f 6e 74 65 6e 74 3a 22 5c 66 31 65 33 22 7d 2e 66 61 2d 67 61 6c 61 63 74 69 63 2d 72 65 70 75 62 6c 69 63 3a 62 
65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 35 30 63 22 
Data Ascii: a-frog:before{content:"\f52e"}.fa-frown:before{content:"\f119"}.fa-frown-open:before{content:"\f57a"}.fa-ful
crum:before{content:"\f50b"}.fa-funnel-dollar:before{content:"\f662"}.fa-futbol:before{content:"\f1e3"}.fa-galactic-repu
blic:before{content:"\f50c"

2022-04-20 13:12:16 UTC 7892 IN Data Raw: 75 67 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 65 36 22 7d 2e 66 61 2d 70 6c 75 73 3a 62 
65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 36 37 22 7d 2e 66 61 2d 70 6c 75 73 2d 63 69 72 63 6c 65 3a 62 
65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 35 35 22 7d 2e 66 61 2d 70 6c 75 73 2d 73 71 75 61 72 65 3a 62 
65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 66 65 22 7d 2e 66 61 2d 70 6f 64 63 61 73 74 3a 62 65 66 6f 72 65 
7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 63 65 22 7d 2e 66 61 2d 70 6f 6c 6c 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 
3a 22 5c 66 36 38 31 22 7d 2e 66 61 2d 70 6f 6c 6c 2d 68 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 36 38 
32 22 7d 2e 66 61 2d 70 6f 6f 3a 62 65 66 6f 72 65 7b 63 6f 6e 
Data Ascii: ug:before{content:"\f1e6"}.fa-plus:before{content:"\f067"}.fa-plus-circle:before{content:"\f055"}.fa-plus-sq
uare:before{content:"\f0fe"}.fa-podcast:before{content:"\f2ce"}.fa-poll:before{content:"\f681"}.fa-poll-h:before{content
:"\f682"}.fa-poo:before{con

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:12:16 UTC 7908 IN Data Raw: 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 38 33 65 22 7d 2e 66 61 2d 77 61 7a 65 3a 62 65 66 6f 72 65 7b 63 
6f 6e 74 65 6e 74 3a 22 5c 66 38 33 66 22 7d 2e 66 61 2d 77 65 65 62 6c 79 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 
74 3a 22 5c 66 35 63 63 22 7d 2e 66 61 2d 77 65 69 62 6f 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 
38 61 22 7d 2e 66 61 2d 77 65 69 67 68 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 34 39 36 22 7d 2e 6
6 61 2d 77 65 69 67 68 74 2d 68 61 6e 67 69 6e 67 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 35 63 64 22 
7d 2e 66 61 2d 77 65 69 78 69 6e 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 64 37 22 7d 2e 66 61 2d 
77 68 61 74 73 61 70 70 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 
Data Ascii: re{content:"\f83e"}.fa-waze:before{content:"\f83f"}.fa-weebly:before{content:"\f5cc"}.fa-weibo:before{conten
t:"\f18a"}.fa-weight:before{content:"\f496"}.fa-weight-hanging:before{content:"\f5cd"}.fa-weixin:before{content:"\f1d7"}.fa-
whatsapp:before{content

2022-04-20 13:12:16 UTC 7924 IN Data Raw: 73 20 65 6c 65 6d 65 6e 74 6f 72 2d 61 6e 69 6d 61 74 69 6f 6e 2d 62 6f 62 2d 66 6c 6f 61 74 7b 31 30 30 25 
7b 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6c 61 74 65 59 28 2d 38 70 78 29 7d 7d 2e 65 6c 65 6d 65 6e 74 6f 72 
2d 61 6e 69 6d 61 74 69 6f 6e 2d 62 6f 62 3a 61 63 74 69 76 65 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 61 6e 69 6d 61 74 69 
6f 6e 2d 62 6f 62 3a 66 6f 63 75 73 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 61 6e 69 6d 61 74 69 6f 6e 2d 62 6f 62 3a 68 6f 
76 65 72 7b 61 6e 69 6d 61 74 69 6f 6e 2d 6e 61 6d 65 3a 65 6c 65 6d 65 6e 74 6f 72 2d 61 6e 69 6d 61 74 69 6f 6e 2d 62 
6f 62 2d 66 6c 6f 61 74 2c 65 6c 65 6d 65 6e 74 6f 72 2d 61 6e 69 6d 61 74 69 6f 6e 2d 62 6f 62 3b 61 6e 69 6d 61 74 69 
6f 6e 2d 64 75 72 61 74 69 6f 6e 3a 2e 33 73 2c 31 2e 35 73 
Data Ascii: s elementor-animation-bob-float{100%{transform:translateY(-8px)}}.elementor-animation-bob:active,.elementor-
animation-bob:focus,.elementor-animation-bob:hover{animation-name:elementor-animation-bob-float,elementor-animation-
bob;animation-duration:.3s,1.5s

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

191 192.168.2.5 50056 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:16 UTC 7010 OUT GET /wp-content/uploads/elementor/thumbs/incognito-p9522zz5xisahv70rnatyju9jjp4tytthjxyyx30ug.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 24 Jun 2021 13:46:40 GMT
If-None-Match: "60d48cc0-11f4"

2022-04-20 13:12:16 UTC 7091 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:16 GMT
Last-Modified: Thu, 24 Jun 2021 13:46:40 GMT
Connection: close
ETag: "60d48cc0-11f4"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

192 192.168.2.5 50050 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:16 UTC 7379 OUT GET /wp-content/cache/breeze-minification/js/breeze_cb0d0218f18a13c1eb9551efd61d7fc5.js HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://www.iotm2mcouncil.org/membership/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:12:16 UTC 7931 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:12:16 GMT
Content-Type: application/javascript
Content-Length: 917330
Last-Modified: Wed, 20 Apr 2022 12:58:38 GMT
Connection: close
Vary: Accept-Encoding
ETag: "6260037e-dff52"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes
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2022-04-20 13:12:16 UTC 7931 IN Data Raw: 2f 2a 21 20 6a 51 75 65 72 79 20 76 31 2e 31 32 2e 34 20 7c 20 28 63 29 20 6a 51 75 65 72 79 20 46 6f 75 6e 
64 61 74 69 6f 6e 20 7c 20 6a 71 75 65 72 79 2e 6f 72 67 2f 6c 69 63 65 6e 73 65 20 7c 20 57 6f 72 64 50 72 65 73 73 20 
32 30 31 39 2d 30 35 2d 31 36 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 22 6f 62 6a 65 63 74 22 3d 3d 74 
79 70 65 6f 66 20 6d 6f 64 75 6c 65 26 26 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 6d 6f 64 75 6c 65 2e 65 78 
70 6f 72 74 73 3f 6d 6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 3d 61 2e 64 6f 63 75 6d 65 6e 74 3f 62 28 61 2c 21 30 29 3a 
66 75 6e 63 74 69 6f 6e 28 61 29 7b 69 66 28 21 61 2e 64 6f 63 75 6d 65 6e 74 29 74 68 72 6f 77 20 6e 65 77 20 45 72 
72 6f 72 28 22 6a 51 75 65 72 79 20 72 65 71 75 69 72 65 73 
Data Ascii: /*! jQuery v1.12.4 | (c) jQuery Foundation | jquery.org/license | WordPress 2019-05-16 */!function(a,b){"obj
ect"==typeof module&&"object"==typeof module.exports?module.exports=a.document?b(a,!0):function(a){if(!a.docum
ent)throw new Error("jQuery requires

2022-04-20 13:12:16 UTC 7947 IN Data Raw: 6f 74 3a 67 61 28 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 5b 5d 2c 63 3d 5b 5d 2c 64 3d 68 28 
61 2e 72 65 70 6c 61 63 65 28 51 2c 22 24 31 22 29 29 3b 72 65 74 75 72 6e 20 64 5b 75 5d 3f 67 61 28 66 75 6e 63 74 
69 6f 6e 28 61 2c 62 2c 63 2c 65 29 7b 76 61 72 20 66 2c 67 3d 64 28 61 2c 6e 75 6c 6c 2c 65 2c 5b 5d 29 2c 68 3d 61 
2e 6c 65 6e 67 74 68 3b 77 68 69 6c 65 28 68 2d 2d 29 28 66 3d 67 5b 68 5d 29 26 26 28 61 5b 68 5d 3d 21 28 62 5b 68 
5d 3d 66 29 29 7d 29 3a 66 75 6e 63 74 69 6f 6e 28 61 2c 65 2c 66 29 7b 72 65 74 75 72 6e 20 62 5b 30 5d 3d 61 2c 64 
28 62 2c 6e 75 6c 6c 2c 66 2c 63 29 2c 62 5b 30 5d 3d 6e 75 6c 6c 2c 21 63 2e 70 6f 70 28 29 7d 7d 29 2c 68 61 73 3a 67
61 28 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 66 75 
Data Ascii: ot:ga(function(a){var b=[],c=[],d=h(a.replace(Q,"$1"));return d[u]?ga(function(a,b,c,e){var f,g=d(a,null,e,[
]),h=a.length;while(h--)(f=g[h])&&(a[h]=!(b[h]=f))}):function(a,e,f){return b[0]=a,d(b,null,f,c),b[0]=null,!c.pop()}}),has:ga(func
tion(a){return fu

2022-04-20 13:12:16 UTC 7963 IN Data Raw: 7d 29 2c 67 3d 67 2e 64 61 74 61 29 2c 76 6f 69 64 20 30 21 3d 3d 64 26 26 28 67 5b 6e 2e 63 61 6d 65 6c 43 
61 73 65 28 62 29 5d 3d 64 29 2c 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 62 3f 6e 75 6c 6c 3d 3d 28 66 3d 
67 5b 62 5d 29 26 26 28 66 3d 67 5b 6e 2e 63 61 6d 65 6c 43 61 73 65 28 62 29 5d 29 3a 66 3d 67 2c 66 7d 7d 66 75 6e 
63 74 69 6f 6e 20 52 28 61 2c 62 2c 63 29 7b 69 66 28 4c 28 61 29 29 7b 76 61 72 20 64 2c 65 2c 66 3d 61 2e 6e 6f 64 6
5 54 79 70 65 2c 67 3d 66 3f 6e 2e 63 61 63 68 65 3a 61 2c 68 3d 66 3f 61 5b 6e 2e 65 78 70 61 6e 64 6f 5d 3a 6e 2e 65 
78 70 61 6e 64 6f 3b 69 66 28 67 5b 68 5d 29 7b 69 66 28 62 26 26 28 64 3d 63 3f 67 5b 68 5d 3a 67 5b 68 5d 2e 64 61 
74 61 29 29 7b 6e 2e 69 73 41 72 72 61 79 28 62 29 3f 62 3d 62 2e 63 
Data Ascii: }),g=g.data),void 0!==d&&(g[n.camelCase(b)]=d),"string"==typeof b?null==(f=g[b])&&(f=g[n.camelCase
(b)]):f=g,f}}function R(a,b,c){if(L(a)){var d,e,f=a.nodeType,g=f?n.cache:a,h=f?a[n.expando]:n.expando;if(g[h]){if(b&&(d=c?
g[h]:g[h].data)){n.isArray(b)?b=b.c

2022-04-20 13:12:16 UTC 7979 IN Data Raw: 61 2e 5f 73 75 62 6d 69 74 42 75 62 62 6c 65 2c 74 68 69 73 2e 70 61 72 65 6e 74 4e 6f 64 65 26 26 21 61 2e 
69 73 54 72 69 67 67 65 72 26 26 6e 2e 65 76 65 6e 74 2e 73 69 6d 75 6c 61 74 65 28 22 73 75 62 6d 69 74 22 2c 74 68 
69 73 2e 70 61 72 65 6e 74 4e 6f 64 65 2c 61 29 29 7d 2c 74 65 61 72 64 6f 77 6e 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 69 
66 28 6e 2e 6e 6f 64 65 4e 61 6d 65 28 74 68 69 73 2c 22 66 6f 72 6d 22 29 29 72 65 74 75 72 6e 21 31 3b 6e 2e 65 76 
65 6e 74 2e 72 65 6d 6f 76 65 28 74 68 69 73 2c 22 2e 5f 73 75 62 6d 69 74 22 29 7d 7d 29 2c 6c 2e 63 68 61 6e 67 65 7
c 7c 28 6e 2e 65 76 65 6e 74 2e 73 70 65 63 69 61 6c 2e 63 68 61 6e 67 65 3d 7b 73 65 74 75 70 3a 66 75 6e 63 74 69 
6f 6e 28 29 7b 69 66 28 6a 61 2e 74 65 73 74 28 74 68 69 73 2e 6e 6f 
Data Ascii: a._submitBubble,this.parentNode&&!a.isTrigger&&n.event.simulate("submit",this.parentNode,a))},tear
down:function(){if(n.nodeName(this,"form"))return!1;n.event.remove(this,"._submit")}}),l.change||(n.event.special.change=
{setup:function(){if(ja.test(this.no

2022-04-20 13:12:16 UTC 7995 IN Data Raw: 75 72 61 74 69 6f 6e 29 3a 74 68 69 73 2e 70 6f 73 3d 62 3d 61 2c 74 68 69 73 2e 6e 6f 77 3d 28 74 68 69 73 
2e 65 6e 64 2d 74 68 69 73 2e 73 74 61 72 74 29 2a 62 2b 74 68 69 73 2e 73 74 61 72 74 2c 74 68 69 73 2e 6f 70 74 69 
6f 6e 73 2e 73 74 65 70 26 26 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 73 74 65 70 2e 63 61 6c 6c 28 74 68 69 73 2e 65 6c 
65 6d 2c 74 68 69 73 2e 6e 6f 77 2c 74 68 69 73 29 2c 63 26 26 63 2e 73 65 74 3f 63 2e 73 65 74 28 74 68 69 73 29 3a 
66 62 2e 70 72 6f 70 48 6f 6f 6b 73 2e 5f 64 65 66 61 75 6c 74 2e 73 65 74 28 74 68 69 73 29 2c 74 68 69 73 7d 7d 2c 66 
62 2e 70 72 6f 74 6f 74 79 70 65 2e 69 6e 69 74 2e 70 72 6f 74 6f 74 79 70 65 3d 66 62 2e 70 72 6f 74 6f 74 79 70 65 2c 
66 62 2e 70 72 6f 70 48 6f 6f 6b 73 3d 7b 5f 64 65 66 61 75 6c 
Data Ascii: uration):this.pos=b=a,this.now=(this.end-this.start)*b+this.start,this.options.step&&this.options.step.call(
this.elem,this.now,this),c&&c.set?c.set(this):fb.propHooks._default.set(this),this}},fb.prototype.init.prototype=fb.prot
otype,fb.propHooks={_defaul

2022-04-20 13:12:17 UTC 8011 IN Data Raw: 61 72 20 65 3d 7b 7d 2c 66 3d 61 3d 3d 3d 4f 62 3b 66 75 6e 63 74 69 6f 6e 20 67 28 68 29 7b 76 61 72 20 69 
3b 72 65 74 75 72 6e 20 65 5b 68 5d 3d 21 30 2c 6e 2e 65 61 63 68 28 61 5b 68 5d 7c 7c 5b 5d 2c 66 75 6e 63 74 69 6f 
6e 28 61 2c 68 29 7b 76 61 72 20 6a 3d 68 28 62 2c 63 2c 64 29 3b 72 65 74 75 72 6e 22 73 74 72 69 6e 67 22 21 3d 74 
79 70 65 6f 66 20 6a 7c 7c 66 7c 7c 65 5b 6a 5d 3f 66 3f 21 28 69 3d 6a 29 3a 76 6f 69 64 20 30 3a 28 62 2e 64 61 74 61 
54 79 70 65 73 2e 75 6e 73 68 69 66 74 28 6a 29 2c 67 28 6a 29 2c 21 31 29 7d 29 2c 69 7d 72 65 74 75 72 6e 20 67 28 
62 2e 64 61 74 61 54 79 70 65 73 5b 30 5d 29 7c 7c 21 65 5b 22 2a 22 5d 26 26 67 28 22 2a 22 29 7d 66 75 6e 63 74 69 
6f 6e 20 55 62 28 61 2c 62 29 7b 76 61 72 20 63 2c 64 2c 65 3d 6e 2e 
Data Ascii: ar e={},f=a===Ob;function g(h){var i;return e[h]=!0,n.each(a[h]||[],function(a,h){var j=h(b,c,d);return"stri
ng"!=typeof j||f||e[j]?f?!(i=j):void 0:(b.dataTypes.unshift(j),g(j),!1)}),i}return g(b.dataTypes[0])||!e["*"]&&g("*")}function Ub(
a,b){var c,d,e=n.

2022-04-20 13:12:17 UTC 8027 IN Data Raw: 6f 74 6f 74 79 70 65 4f 66 22 2c 22 70 72 6f 70 65 72 74 79 49 73 45 6e 75 6d 65 72 61 62 6c 65 22 2c 22 63 
6f 6e 73 74 72 75 63 74 6f 72 22 5d 2c 61 3d 72 2e 6c 65 6e 67 74 68 3b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 
28 6e 29 7b 69 66 28 22 6f 62 6a 65 63 74 22 21 3d 74 79 70 65 6f 66 20 6e 26 26 28 22 66 75 6e 63 74 69 6f 6e 22 21 
3d 74 79 70 65 6f 66 20 6e 7c 7c 6e 75 6c 6c 3d 3d 3d 6e 29 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 
28 22 4f 62 6a 65 63 74 2e 6b 65 79 73 20 63 61 6c 6c 65 64 20 6f 6e 20 6e 6f 6e 2d 6f 62 6a 65 63 74 22 29 3b 76 61 72 
20 69 2c 73 2c 6f 3d 5b 5d 3b 66 6f 72 28 69 20 69 6e 20 6e 29 74 2e 63 61 6c 6c 28 6e 2c 69 29 26 26 6f 2e 70 75 73 68 
28 69 29 3b 69 66 28 65 29 66 6f 72 28 73 3d 30 3b 73 3c 61 3b 
Data Ascii: ototypeOf","propertyIsEnumerable","constructor"],a=r.length;return function(n){if("object"!=typeof n&&("func
tion"!=typeof n||null===n))throw new TypeError("Object.keys called on non-object");var i,s,o=[];for(i in n)t.call(n,i)&&
o.push(i);if(e)for(s=0;s<a;

2022-04-20 13:12:17 UTC 8043 IN Data Raw: 72 22 29 2c 6e 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 61 72 69 61 2d 6f 72 69 65 6e 74 61 74 69 6f 6e 
22 2c 72 2e 6f 72 74 3f 22 76 65 72 74 69 63 61 6c 22 3a 22 68 6f 72 69 7a 6f 6e 74 61 6c 22 29 2c 30 3d 3d 3d 65 3f 64 
28 6e 2c 72 2e 63 73 73 43 6c 61 73 73 65 73 2e 68 61 6e 64 6c 65 4c 6f 77 65 72 29 3a 65 3d 3d 3d 72 2e 68 61 6e 64 
6c 65 73 2d 31 26 26 64 28 6e 2c 72 2e 63 73 73 43 6c 61 73 73 65 73 2e 68 61 6e 64 6c 65 55 70 70 65 72 29 2c 61 7d 
66 75 6e 63 74 69 6f 6e 20 78 28 74 2c 65 29 7b 72 65 74 75 72 6e 21 21 65 26 26 6f 28 74 2c 72 2e 63 73 73 43 6c 61 7
3 73 65 73 2e 63 6f 6e 6e 65 63 74 29 7d 66 75 6e 63 74 69 6f 6e 20 79 28 74 2c 65 29 7b 76 61 72 20 61 3d 6f 28 65 2c 
72 2e 63 73 73 43 6c 61 73 73 65 73 2e 63 6f 6e 6e 65 63 74 73 29 
Data Ascii: r"),n.setAttribute("aria-orientation",r.ort?"vertical":"horizontal"),0===e?d(n,r.cssClasses.handleLower):e==
=r.handles-1&&d(n,r.cssClasses.handleUpper),a}function x(t,e){return!!e&&o(t,r.cssClasses.connect)}function y(t,e){var a
=o(e,r.cssClasses.connects)

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:12:17 UTC 8059 IN Data Raw: 69 6d 65 72 28 74 29 7d 2c 74 68 69 73 2e 73 63 72 6f 6c 6c 54 6f 50 6f 73 3d 66 75 6e 63 74 69 6f 6e 28 29 
7b 76 61 72 20 72 3d 30 2c 6e 3d 21 30 3b 31 3d 3d 65 2e 69 73 5f 61 6a 61 78 26 26 28 22 77 69 6e 64 6f 77 22 3d 3d 
65 2e 73 63 72 6f 6c 6c 5f 74 6f 5f 70 6f 73 3f 72 3d 30 3a 22 66 6f 72 6d 22 3d 3d 65 2e 73 63 72 6f 6c 6c 5f 74 6f 5f 70 
6f 73 3f 72 3d 74 2e 6f 66 66 73 65 74 28 29 2e 74 6f 70 3a 22 72 65 73 75 6c 74 73 22 3d 3d 65 2e 73 63 72 6f 6c 6c 5f 
74 6f 5f 70 6f 73 3f 65 2e 24 61 6a 61 78 5f 72 65 73 75 6c 74 73 5f 63 6f 6e 74 61 69 6e 65 72 2e 6c 65 6e 67 74 68 3e 
30 26 26 28 72 3d 65 2e 24 61 6a 61 78 5f 72 65 73 75 6c 74 73 5f 63 6f 6e 74 61 69 6e 65 72 2e 6f 66 66 73 65 74 28 29 
2e 74 6f 70 29 3a 22 63 75 73 74 6f 6d 22 3d 3d 65 2e 73 
Data Ascii: imer(t)},this.scrollToPos=function(){var r=0,n=!0;1==e.is_ajax&&("window"==e.scroll_to_pos?r=0:"form"==e.scr
oll_to_pos?r=t.offset().top:"results"==e.scroll_to_pos?e.$ajax_results_container.length>0&&(r=e.$ajax_results_container.
offset().top):"custom"==e.s

2022-04-20 13:12:17 UTC 8075 IN Data Raw: 6e 67 74 68 3e 30 26 26 65 2e 6f 66 66 28 29 7d 7d 2c 74 68 69 73 2e 63 61 6e 46 65 74 63 68 41 6a 61 78 
52 65 73 75 6c 74 73 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 
65 6f 66 20 74 29 76 61 72 20 74 3d 22 22 3b 76 61 72 20 65 3d 74 68 69 73 2c 72 3d 21 31 3b 69 66 28 31 3d 3d 65 2e 
69 73 5f 61 6a 61 78 29 7b 31 3d 3d 65 2e 24 61 6a 61 78 5f 72 65 73 75 6c 74 73 5f 63 6f 6e 74 61 69 6e 65 72 2e 6c 65 
6e 67 74 68 26 26 28 72 3d 21 30 29 3b 76 61 72 20 61 3d 65 2e 72 65 73 75 6c 74 73 5f 75 72 6c 2c 6e 3d 22 22 2c 69 
3d 77 69 6e 64 6f 77 2e 6c 6f 63 61 74 69 6f 6e 2e 68 72 65 66 2c 73 3d 77 69 6e 64 6f 77 2e 6c 6f 63 61 74 69 6f 6e 2e 
68 72 65 66 2e 69 6e 64 65 78 4f 66 28 22 23 22 29 3b 69 66 28 73 21 
Data Ascii: ngth>0&&e.off()}},this.canFetchAjaxResults=function(t){if("undefined"==typeof t)var t="";var e=this,r=!1;if(
1==e.is_ajax){1==e.$ajax_results_container.length&&(r=!0);var a=e.results_url,n="",i=window.location.href,s=window.locat
ion.href.indexOf("#");if(s!

2022-04-20 13:12:17 UTC 8091 IN Data Raw: 3a 6e 75 6c 6c 21 3d 65 3f 74 68 69 73 2e 70 61 72 73 65 64 5b 65 5d 2e 6c 61 62 65 6c 3a 6e 75 6c 6c 2c 63 
6c 61 73 73 65 73 3a 74 2e 63 6c 61 73 73 4e 61 6d 65 2c 73 74 79 6c 65 3a 74 2e 73 74 79 6c 65 2e 63 73 73 54 65 78 
74 7d 29 29 3a 74 68 69 73 2e 70 61 72 73 65 64 2e 70 75 73 68 28 7b 61 72 72 61 79 5f 69 6e 64 65 78 3a 74 68 69 73 
2e 70 61 72 73 65 64 2e 6c 65 6e 67 74 68 2c 6f 70 74 69 6f 6e 73 5f 69 6e 64 65 78 3a 74 68 69 73 2e 6f 70 74 69 6f 6e 
73 5f 69 6e 64 65 78 2c 65 6d 70 74 79 3a 21 30 7d 29 2c 74 68 69 73 2e 6f 70 74 69 6f 6e 73 5f 69 6e 64 65 78 2b 3d 31 
7d 2c 74 7d 28 29 29 2e 73 65 6c 65 63 74 5f 74 6f 5f 61 72 72 61 79 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 
65 2c 73 2c 6e 2c 72 2c 6f 3b 66 6f 72 28 72 3d 6e 65 77 20 69 
Data Ascii: :null!=e?this.parsed[e].label:null,classes:t.className,style:t.style.cssText})):this.parsed.push({array_inde
x:this.parsed.length,options_index:this.options_index,empty:!0}),this.options_index+=1},t}()).select_to_array=function(t)
{var e,s,n,r,o;for(r=new i

2022-04-20 13:12:17 UTC 8107 IN Data Raw: 2e 63 68 6f 73 65 6e 22 2c 74 68 69 73 2e 61 63 74 69 76 61 74 65 5f 66 69 65 6c 64 29 2c 74 68 69 73 2e 69 
73 5f 64 69 73 61 62 6c 65 64 3f 74 68 69 73 2e 63 6c 6f 73 65 5f 66 69 65 6c 64 28 29 3a 74 68 69 73 2e 69 73 5f 6d 75 
6c 74 69 70 6c 65 3f 76 6f 69 64 20 30 3a 74 68 69 73 2e 73 65 6c 65 63 74 65 64 5f 69 74 65 6d 2e 6f 6e 28 22 66 6f 63 
75 73 2e 63 68 6f 73 65 6e 22 2c 74 68 69 73 2e 61 63 74 69 76 61 74 65 5f 66 69 65 6c 64 29 7d 2c 6e 2e 70 72 6f 74 6f 
74 79 70 65 2e 63 6f 6e 74 61 69 6e 65 72 5f 6d 6f 75 73 65 64 6f 77 6e 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 
20 73 3b 69 66 28 21 74 68 69 73 2e 69 73 5f 64 69 73 61 62 6c 65 64 29 72 65 74 75 72 6e 21 65 7c 7c 22 6d 6f 75 73 
65 64 6f 77 6e 22 21 3d 3d 28 73 3d 65 2e 74 79 70 65 29 26 
Data Ascii: .chosen",this.activate_field),this.is_disabled?this.close_field():this.is_multiple?void 0:this.selected_item
.on("focus.chosen",this.activate_field)},n.prototype.container_mousedown=function(e){var s;if(!this.is_disabled)return!e
||"mousedown"!==(s=e.type)&

2022-04-20 13:12:17 UTC 8123 IN Data Raw: 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 61 72 67 75 6d 65 6e 74 73 2e 6c 65 6e 67 74 68 3f 74 2e 63 61 
6c 6c 28 74 68 69 73 2c 61 2e 63 61 6d 65 6c 43 61 73 65 28 65 29 29 3a 74 2e 63 61 6c 6c 28 74 68 69 73 29 7d 29 29 
2c 61 2e 75 69 2e 69 65 3d 21 21 2f 6d 73 69 65 20 5b 5c 77 2e 5d 2b 2f 2e 65 78 65 63 28 6e 61 76 69 67 61 74 6f 72 
2e 75 73 65 72 41 67 65 6e 74 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 29 2c 61 2e 66 6e 2e 65 78 74 65 6e 64 28 7b 6
6 6f 63 75 73 3a 28 69 3d 61 2e 66 6e 2e 66 6f 63 75 73 2c 66 75 6e 63 74 69 6f 6e 28 74 2c 6e 29 7b 72 65 74 75 72 6e 
22 6e 75 6d 62 65 72 22 3d 3d 74 79 70 65 6f 66 20 74 3f 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 
7b 76 61 72 20 65 3d 74 68 69 73 3b 73 65 74 54 69 6d 65 6f 75 74 28 
Data Ascii: tion(e){return arguments.length?t.call(this,a.camelCase(e)):t.call(this)})),a.ui.ie=!!/msie [\w.]+/.exec(nav
igator.userAgent.toLowerCase()),a.fn.extend({focus:(i=a.fn.focus,function(t,n){return"number"==typeof t?this.each(functi
on(){var e=this;setTimeout(

2022-04-20 13:12:17 UTC 8139 IN Data Raw: 69 6d 65 6f 75 74 28 66 75 6e 63 74 69 6f 6e 28 29 7b 74 3d 3d 3d 65 2e 79 65 61 72 73 68 74 6d 6c 26 26 65 
2e 79 65 61 72 73 68 74 6d 6c 26 26 65 2e 64 70 44 69 76 2e 66 69 6e 64 28 22 73 65 6c 65 63 74 2e 75 69 2d 64 61 74 
65 70 69 63 6b 65 72 2d 79 65 61 72 3a 66 69 72 73 74 22 29 2e 72 65 70 6c 61 63 65 57 69 74 68 28 65 2e 79 65 61 72 
73 68 74 6d 6c 29 2c 74 3d 65 2e 79 65 61 72 73 68 74 6d 6c 3d 6e 75 6c 6c 7d 2c 30 29 29 7d 2c 5f 73 68 6f 75 6c 64 46 
6f 63 75 73 49 6e 70 75 74 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 65 2e 69 6e 70 75 74 26 26 65 2
e 69 6e 70 75 74 2e 69 73 28 22 3a 76 69 73 69 62 6c 65 22 29 26 26 21 65 2e 69 6e 70 75 74 2e 69 73 28 22 3a 64 69 
73 61 62 6c 65 64 22 29 26 26 21 65 2e 69 6e 70 75 74 2e 69 73 28 22 
Data Ascii: imeout(function(){t===e.yearshtml&&e.yearshtml&&e.dpDiv.find("select.ui-datepicker-year:first").replaceWith(
e.yearshtml),t=e.yearshtml=null},0))},_shouldFocusInput:function(e){return e.input&&e.input.is(":visible")&&!e.input.is(
":disabled")&&!e.input.is("

2022-04-20 13:12:17 UTC 8155 IN Data Raw: 2b 3d 22 3c 2f 74 62 6f 64 79 3e 3c 2f 74 61 62 6c 65 3e 22 2b 28 48 3f 22 3c 2f 64 69 76 3e 22 2b 28 30 3c 57 
5b 30 5d 26 26 44 3d 3d 3d 57 5b 31 5d 2d 31 3f 22 3c 64 69 76 20 63 6c 61 73 73 3d 27 75 69 2d 64 61 74 65 70 69 63 
6b 65 72 2d 72 6f 77 2d 62 72 65 61 6b 27 3e 3c 2f 64 69 76 3e 22 3a 22 22 29 3a 22 22 29 7d 67 2b 3d 6b 7d 72 65 74 
75 72 6e 20 67 2b 3d 4c 2c 65 2e 5f 6b 65 79 45 76 65 6e 74 3d 21 31 2c 67 7d 2c 5f 67 65 6e 65 72 61 74 65 4d 6f 6e 74 
68 59 65 61 72 48 65 61 64 65 72 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 61 2c 69 2c 73 2c 6e 2c 72 2c 64 29 7b 76 
61 72 20 63 2c 6f 2c 6c 2c 68 2c 75 2c 70 2c 67 2c 5f 3d 74 68 69 73 2e 5f 67 65 74 28 65 2c 22 63 68 61 6e 67 65 4d 6f 
6e 74 68 22 29 2c 66 3d 74 68 69 73 2e 5f 67 65 74 28 65 2c 22 
Data Ascii: +="</tbody></table>"+(H?"</div>"+(0<W[0]&&D===W[1]-1?"<div class='ui-datepicker-row-break'></div>"
:""):"")}g+=k}return g+=L,e._keyEvent=!1,g},_generateMonthYearHeader:function(e,t,a,i,s,n,r,d){var c,o,l,h,u,p,g,_=this.
_get(e,"changeMonth"),f=this._get(e,"

2022-04-20 13:12:17 UTC 8172 IN Data Raw: 7d 63 61 74 63 68 28 65 29 7b 7d 74 72 79 7b 64 65 6c 65 74 65 20 74 5b 65 5d 7d 63 61 74 63 68 28 65 29 
7b 7d 7d 29 29 7d 2c 6e 65 78 74 54 69 63 6b 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 72 65 74 75 72 6e 20 76 6f 
69 64 20 30 3d 3d 3d 74 26 26 28 74 3d 30 29 2c 73 65 74 54 69 6d 65 6f 75 74 28 65 2c 74 29 7d 2c 6e 6f 77 3a 66 75 6
e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 44 61 74 65 2e 6e 6f 77 28 29 7d 2c 67 65 74 54 72 61 6e 73 6c 61 74 65 
3a 66 75 6e 63 74 69 6f 6e 28 65 2c 69 29 7b 76 61 72 20 73 2c 61 2c 72 3b 76 6f 69 64 20 30 3d 3d 3d 69 26 26 28 69 
3d 22 78 22 29 3b 76 61 72 20 6e 3d 74 2e 67 65 74 43 6f 6d 70 75 74 65 64 53 74 79 6c 65 28 65 2c 6e 75 6c 6c 29 3b 
72 65 74 75 72 6e 20 74 2e 57 65 62 4b 69 74 43 53 53 4d 61 74 72 69 78 
Data Ascii: }catch(e){}try{delete t[e]}catch(e){}}))},nextTick:function(e,t){return void 0===t&&(t=0),setTimeout(e,t)},n
ow:function(){return Date.now()},getTranslate:function(e,i){var s,a,r;void 0===i&&(i="x");var n=t.getComputedStyle(e,nul
l);return t.WebKitCSSMatrix
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2022-04-20 13:12:17 UTC 8188 IN Data Raw: 65 66 74 22 3a 22 73 63 72 6f 6c 6c 54 6f 70 22 5d 3d 74 68 69 73 2e 69 73 48 6f 72 69 7a 6f 6e 74 61 6c 28 
29 3f 2d 6f 3a 2d 6c 3a 73 2e 76 69 72 74 75 61 6c 54 72 61 6e 73 6c 61 74 65 7c 7c 61 2e 74 72 61 6e 73 66 6f 72 6d 28 
22 74 72 61 6e 73 6c 61 74 65 33 64 28 22 2b 6f 2b 22 70 78 2c 20 22 2b 6c 2b 22 70 78 2c 20 30 70 78 29 22 29 2c 74 
68 69 73 2e 70 72 65 76 69 6f 75 73 54 72 61 6e 73 6c 61 74 65 3d 74 68 69 73 2e 74 72 61 6e 73 6c 61 74 65 2c 74 68 
69 73 2e 74 72 61 6e 73 6c 61 74 65 3d 74 68 69 73 2e 69 73 48 6f 72 69 7a 6f 6e 74 61 6c 28 29 3f 6f 3a 6c 3b 76 61 72 
20 64 3d 74 68 69 73 2e 6d 61 78 54 72 61 6e 73 6c 61 74 65 28 29 2d 74 68 69 73 2e 6d 69 6e 54 72 61 6e 73 6c 61 74 
65 28 29 3b 28 30 3d 3d 3d 64 3f 30 3a 28 65 2d 74 68 69 73 2e 6d 
Data Ascii: eft":"scrollTop"]=this.isHorizontal()?-o:-l:s.virtualTranslate||a.transform("translate3d("+o+"px, "+l+"px, 0px)"),this
.previousTranslate=this.translate,this.translate=this.isHorizontal()?o:l;var d=this.maxTranslate()-this.minTranslate();(
0===d?0:(e-this.m

2022-04-20 13:12:17 UTC 8204 IN Data Raw: 29 29 2c 69 2e 69 73 53 63 72 6f 6c 6c 69 6e 67 29 69 2e 69 73 54 6f 75 63 68 65 64 3d 21 31 3b 65 6c 73 65 
20 69 66 28 69 2e 73 74 61 72 74 4d 6f 76 69 6e 67 29 7b 74 68 69 73 2e 61 6c 6c 6f 77 43 6c 69 63 6b 3d 21 31 2c 61 
2e 63 73 73 4d 6f 64 65 7c 7c 6c 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6c 74 28 29 2c 61 2e 74 6f 75 63 68 4d 6f 76 65 
53 74 6f 70 50 72 6f 70 61 67 61 74 69 6f 6e 26 26 21 61 2e 6e 65 73 74 65 64 26 26 6c 2e 73 74 6f 70 50 72 6f 70 61 67 
61 74 69 6f 6e 28 29 2c 69 2e 69 73 4d 6f 76 65 64 7c 7c 28 61 2e 6c 6f 6f 70 26 26 74 68 69 73 2e 6c 6f 6f 70 46 69 78 
28 29 2c 69 2e 73 74 61 72 74 54 72 61 6e 73 6c 61 74 65 3d 74 68 69 73 2e 67 65 74 54 72 61 6e 73 6c 61 74 65 28 29 
2c 74 68 69 73 2e 73 65 74 54 72 61 6e 73 69 74 69 6f 6e 28 30 
Data Ascii: )),i.isScrolling)i.isTouched=!1;else if(i.startMoving){this.allowClick=!1,a.cssMode||l.preventDefault(),a.to
uchMoveStopPropagation&&!a.nested&&l.stopPropagation(),i.isMoved||(a.loop&&this.loopFix(),i.startTranslate=thi
s.getTranslate(),this.setTransition(0

2022-04-20 13:12:17 UTC 8220 IN Data Raw: 73 3d 6e 2e 65 78 74 65 6e 64 28 7b 7d 2c 72 29 2c 68 2e 24 3d 73 3b 76 61 72 20 63 3d 73 28 68 2e 70 61 
72 61 6d 73 2e 65 6c 29 3b 69 66 28 61 3d 63 5b 30 5d 29 7b 69 66 28 63 2e 6c 65 6e 67 74 68 3e 31 29 7b 76 61 72 20 
75 3d 5b 5d 3b 72 65 74 75 72 6e 20 63 2e 65 61 63 68 28 28 66 75 6e 63 74 69 6f 6e 28 65 2c 69 29 7b 76 61 72 20 73 
3d 6e 2e 65 78 74 65 6e 64 28 7b 7d 2c 72 2c 7b 65 6c 3a 69 7d 29 3b 75 2e 70 75 73 68 28 6e 65 77 20 74 28 73 29 29 
7d 29 29 2c 75 7d 76 61 72 20 76 2c 66 2c 6d 3b 72 65 74 75 72 6e 20 61 2e 73 77 69 70 65 72 3d 68 2c 63 2e 64 61 74 
61 28 22 73 77 69 70 65 72 22 2c 68 29 2c 61 26 26 61 2e 73 68 61 64 6f 77 52 6f 6f 74 26 26 61 2e 73 68 61 64 6f 77 52 
6f 6f 74 2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 3f 28 76 3d 73 28 61 
Data Ascii: s=n.extend({},r),h.$=s;var c=s(h.params.el);if(a=c[0]){if(c.length>1){var u=[];return c.each((function(e,i){var 
s=n.extend({},r,{el:i});u.push(new t(s))})),u}var v,f,m;return a.swiper=h,c.data("swiper",h),a&&a.shadowRoot&&a.shad
owRoot.querySelector?(v=s(a

2022-04-20 13:12:17 UTC 8236 IN Data Raw: 28 29 7c 7c 75 3d 3d 3d 69 2e 6d 61 78 54 72 61 6e 73 6c 61 74 65 28 29 29 72 65 74 75 72 6e 21 30 7d 7d 
65 6c 73 65 7b 76 61 72 20 79 3d 7b 74 69 6d 65 3a 6e 2e 6e 6f 77 28 29 2c 64 65 6c 74 61 3a 4d 61 74 68 2e 61 62 73 
28 6f 29 2c 64 69 72 65 63 74 69 6f 6e 3a 4d 61 74 68 2e 73 69 67 6e 28 6f 29 2c 72 61 77 3a 65 7d 2c 78 3d 69 2e 6d 6f 
75 73 65 77 68 65 65 6c 2e 72 65 63 65 6e 74 57 68 65 65 6c 45 76 65 6e 74 73 3b 78 2e 6c 65 6e 67 74 68 3e 3d 32 26 
26 78 2e 73 68 69 66 74 28 29 3b 76 61 72 20 54 3d 78 2e 6c 65 6e 67 74 68 3f 78 5b 78 2e 6c 65 6e 67 74 68 2d 31 5d 
3a 76 6f 69 64 20 30 3b 69 66 28 78 2e 70 75 73 68 28 79 29 2c 54 3f 28 79 2e 64 69 72 65 63 74 69 6f 6e 21 3d 3d 54 2e 
64 69 72 65 63 74 69 6f 6e 7c 7c 79 2e 64 65 6c 74 61 3e 54 2e 64 65 
Data Ascii: ()||u===i.maxTranslate())return!0}}else{var y={time:n.now(),delta:Math.abs(o),direction:Math.sign(o),raw:e},
x=i.mousewheel.recentWheelEvents;x.length>=2&&x.shift();var T=x.length?x[x.length-1]:void 0;if(x.push(y),T?(y.direction!
==T.direction||y.delta>T.de

2022-04-20 13:12:17 UTC 8252 IN Data Raw: 67 65 74 44 69 73 74 61 6e 63 65 42 65 74 77 65 65 6e 54 6f 75 63 68 65 73 28 65 29 7d 61 2e 24 73 6c 69 
64 65 45 6c 26 26 61 2e 24 73 6c 69 64 65 45 6c 2e 6c 65 6e 67 74 68 7c 7c 28 61 2e 24 73 6c 69 64 65 45 6c 3d 73 28 
65 2e 74 61 72 67 65 74 29 2e 63 6c 6f 73 65 73 74 28 22 2e 22 2b 74 68 69 73 2e 70 61 72 61 6d 73 2e 73 6c 69 64 65 4
3 6c 61 73 73 29 2c 30 3d 3d 3d 61 2e 24 73 6c 69 64 65 45 6c 2e 6c 65 6e 67 74 68 26 26 28 61 2e 24 73 6c 69 64 65 
45 6c 3d 74 68 69 73 2e 73 6c 69 64 65 73 2e 65 71 28 74 68 69 73 2e 61 63 74 69 76 65 49 6e 64 65 78 29 29 2c 61 2e 
24 69 6d 61 67 65 45 6c 3d 61 2e 24 73 6c 69 64 65 45 6c 2e 66 69 6e 64 28 22 69 6d 67 2c 20 73 76 67 2c 20 63 61 6e 
76 61 73 2c 20 70 69 63 74 75 72 65 2c 20 2e 73 77 69 70 65 72 2d 7a 6f 6f 
Data Ascii: getDistanceBetweenTouches(e)}a.$slideEl&&a.$slideEl.length||(a.$slideEl=s(e.target).closest("."+this.params.
slideClass),0===a.$slideEl.length&&(a.$slideEl=this.slides.eq(this.activeIndex)),a.$imageEl=a.$slideEl.find("img, svg, c
anvas, picture, .swiper-zoo

2022-04-20 13:12:17 UTC 8268 IN Data Raw: 73 3d 70 65 2e 67 65 74 50 61 74 68 56 61 6c 75 65 73 28 29 2c 74 68 69 73 2e 68 69 73 74 6f 72 79 2e 73 
63 72 6f 6c 6c 54 6f 53 6c 69 64 65 28 74 68 69 73 2e 70 61 72 61 6d 73 2e 73 70 65 65 64 2c 74 68 69 73 2e 68 69 73 
74 6f 72 79 2e 70 61 74 68 73 2e 76 61 6c 75 65 2c 21 31 29 7d 2c 67 65 74 50 61 74 68 56 61 6c 75 65 73 3a 66 75 6e 6
3 74 69 6f 6e 28 29 7b 76 61 72 20 65 3d 74 2e 6c 6f 63 61 74 69 6f 6e 2e 70 61 74 68 6e 61 6d 65 2e 73 6c 69 63 65 28 
31 29 2e 73 70 6c 69 74 28 22 2f 22 29 2e 66 69 6c 74 65 72 28 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 
6e 22 22 21 3d 3d 65 7d 29 29 2c 69 3d 65 2e 6c 65 6e 67 74 68 3b 72 65 74 75 72 6e 7b 6b 65 79 3a 65 5b 69 2d 32 5d 
2c 76 61 6c 75 65 3a 65 5b 69 2d 31 5d 7d 7d 2c 73 65 74 48 69 73 74 6f 
Data Ascii: s=pe.getPathValues(),this.history.scrollToSlide(this.params.speed,this.history.paths.value,!1)},getPathValue
s:function(){var e=t.location.pathname.slice(1).split("/").filter((function(e){return""!==e})),i=e.length;return{key:e[i-2],value:
e[i-1]}},setHisto

2022-04-20 13:12:17 UTC 8284 IN Data Raw: 43 6c 61 73 73 3a 22 73 77 69 70 65 72 2d 73 63 72 6f 6c 6c 62 61 72 2d 64 72 61 67 22 7d 7d 2c 63 72 65 61 
74 65 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 6e 2e 65 78 74 65 6e 64 28 74 68 69 73 2c 7b 73 63 72 6f 6c 6c 62 61 72 3a 
7b 69 6e 69 74 3a 72 65 2e 69 6e 69 74 2e 62 69 6e 64 28 74 68 69 73 29 2c 64 65 73 74 72 6f 79 3a 72 65 2e 64 65 73 
74 72 6f 79 2e 62 69 6e 64 28 74 68 69 73 29 2c 75 70 64 61 74 65 53 69 7a 65 3a 72 65 2e 75 70 64 61 74 65 53 69 7a 
65 2e 62 69 6e 64 28 74 68 69 73 29 2c 73 65 74 54 72 61 6e 73 6c 61 74 65 3a 72 65 2e 73 65 74 54 72 61 6e 73 6c 61 
74 65 2e 62 69 6e 64 28 74 68 69 73 29 2c 73 65 74 54 72 61 6e 73 69 74 69 6f 6e 3a 72 65 2e 73 65 74 54 72 61 6e 73 
69 74 69 6f 6e 2e 62 69 6e 64 28 74 68 69 73 29 2c 65 6e 61 62 6c 65 44 
Data Ascii: Class:"swiper-scrollbar-drag"}},create:function(){n.extend(this,{scrollbar:{init:re.init.bind(this),destroy:re.destroy
.bind(this),updateSize:re.updateSize.bind(this),setTranslate:re.setTranslate.bind(this),setTransition:re.setTransition.b
ind(this),enableD

2022-04-20 13:12:17 UTC 8300 IN Data Raw: 6d 61 70 41 72 67 73 3d 7b 7a 6f 6f 6d 3a 24 65 6c 2e 64 61 74 61 28 27 7a 6f 6f 6d 27 29 7c 7c 31 36 2c 6d 
61 70 54 79 70 65 49 64 3a 67 6f 6f 67 6c 65 2e 6d 61 70 73 2e 4d 61 70 54 79 70 65 49 64 2e 52 4f 41 44 4d 41 50 2c 64 
69 73 61 62 6c 65 44 65 66 61 75 6c 74 55 49 3a 21 30 2c 73 74 79 6c 65 73 3a 5b 7b 22 66 65 61 74 75 72 65 54 79 70 
65 22 3a 22 77 61 74 65 72 22 2c 22 65 6c 65 6d 65 6e 74 54 79 70 65 22 3a 22 67 65 6f 6d 65 74 72 79 22 2c 22 73 74 
79 6c 65 72 73 22 3a 5b 7b 22 63 6f 6c 6f 72 22 3a 22 23 65 39 65 39 65 39 22 7d 2c 7b 22 6c 69 67 68 74 6e 65 73 73 2
2 3a 31 37 7d 5d 7d 2c 7b 22 66 65 61 74 75 72 65 54 79 70 65 22 3a 22 6c 61 6e 64 73 63 61 70 65 22 2c 22 65 6c 65 
6d 65 6e 74 54 79 70 65 22 3a 22 67 65 6f 6d 65 74 72 79 22 2c 22 73 
Data Ascii: mapArgs={zoom:$el.data('zoom')||16,mapTypeId:google.maps.MapTypeId.ROADMAP,disableDefaultUI:!0,sty
les:[{"featureType":"water","elementType":"geometry","stylers":[{"color":"#e9e9e9"},{"lightness":17}]},{"featureType":"l
andscape","elementType":"geometry","s
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2022-04-20 13:12:17 UTC 8316 IN Data Raw: 62 6f 78 2d 62 75 74 74 6f 6e 20 66 61 6e 63 79 62 6f 78 2d 62 75 74 74 6f 6e 2d 2d 61 72 72 6f 77 5f 72 69 67 
68 74 22 20 74 69 74 6c 65 3d 22 7b 7b 4e 45 58 54 7d 7d 22 3e 3c 64 69 76 3e 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 
74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76 67 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 20 
32 34 20 32 34 22 3e 3c 70 61 74 68 20 64 3d 22 4d 31 35 2e 34 20 31 32 2e 39 37 6c 2d 32 2e 36 38 20 32 2e 37 32 20 
31 2e 33 34 20 31 2e 33 38 4c 31 39 20 31 32 6c 2d 34 2e 39 34 2d 35 2e 30 37 2d 31 2e 33 34 20 31 2e 33 38 20 32 2e 
36 38 20 32 2e 37 32 48 35 76 31 2e 39 34 7a 22 2f 3e 3c 2f 73 76 67 3e 3c 2f 64 69 76 3e 3c 2f 62 75 74 74 6f 6e 3e 27 
2c 73 6d 61 6c 6c 42 74 6e 3a 27 3c 62 75 74 74 6f 6e 20 74 79 
Data Ascii: box-button fancybox-button--arrow_right" title="{{NEXT}}"><div><svg xmlns="http://www.w3.org/2000/svg" 
viewBox="0 0 24 24"><path d="M15.4 12.97l-2.68 2.72 1.34 1.38L19 12l-4.94-5.07-1.34 1.38 2.68 2.72H5v1.94z"/></svg>
</div></button>',smallBtn:'<button ty

2022-04-20 13:12:17 UTC 8332 IN Data Raw: 5c 7b 5c 7b 73 72 63 5c 7d 5c 7d 2f 67 69 2c 74 2e 73 72 63 29 2e 72 65 70 6c 61 63 65 28 22 7b 7b 66 6f 72 
6d 61 74 7d 7d 22 2c 74 2e 6f 70 74 73 2e 76 69 64 65 6f 46 6f 72 6d 61 74 7c 7c 74 2e 6f 70 74 73 2e 76 69 64 65 6f 2e 
66 6f 72 6d 61 74 7c 7c 22 22 29 2e 72 65 70 6c 61 63 65 28 22 7b 7b 70 6f 73 74 65 72 7d 7d 22 2c 74 2e 74 68 75 6d 
62 7c 7c 22 22 29 29 3b 62 72 65 61 6b 3b 63 61 73 65 22 69 6e 6c 69 6e 65 22 3a 6e 28 74 2e 73 72 63 29 2e 6c 65 6e 
67 74 68 3f 61 2e 73 65 74 43 6f 6e 74 65 6e 74 28 74 2c 6e 28 74 2e 73 72 63 29 29 3a 61 2e 73 65 74 45 72 72 6f 72 28 
74 29 3b 62 72 65 61 6b 3b 63 61 73 65 22 61 6a 61 78 22 3a 61 2e 73 68 6f 77 4c 6f 61 64 69 6e 67 28 74 29 2c 69 3d 6
e 2e 61 6a 61 78 28 6e 2e 65 78 74 65 6e 64 28 7b 7d 2c 74 2e 6f 
Data Ascii: \{\{src\}\}/gi,t.src).replace("{{format}}",t.opts.videoFormat||t.opts.video.format||"").replace("{{poster}}",t.thumb||
""));break;case"inline":n(t.src).length?a.setContent(t,n(t.src)):a.setError(t);break;case"ajax":a.showLoading(t),i=n.aja
x(n.extend({},t.o

2022-04-20 13:12:17 UTC 8348 IN Data Raw: 6e 28 63 29 7b 28 21 63 7c 7c 21 63 2e 6f 72 69 67 69 6e 61 6c 45 76 65 6e 74 7c 7c 74 2e 69 73 28 63 2e 6f 
72 69 67 69 6e 61 6c 45 76 65 6e 74 2e 74 61 72 67 65 74 29 26 26 22 7a 2d 69 6e 64 65 78 22 21 3d 63 2e 6f 72 69 67 
69 6e 61 6c 45 76 65 6e 74 2e 70 72 6f 70 65 72 74 79 4e 61 6d 65 29 26 26 28 72 2e 73 74 6f 70 28 74 29 2c 6e 2e 69 
73 4e 75 6d 65 72 69 63 28 6f 29 26 26 74 2e 63 73 73 28 22 74 72 61 6e 73 69 74 69 6f 6e 2d 64 75 72 61 74 69 6f 6e 2
2 2c 22 22 29 2c 6e 2e 69 73 50 6c 61 69 6e 4f 62 6a 65 63 74 28 65 29 3f 76 6f 69 64 20 30 21 3d 3d 65 2e 73 63 61 6c 
65 58 26 26 76 6f 69 64 20 30 21 3d 3d 65 2e 73 63 61 6c 65 59 26 26 72 2e 73 65 74 54 72 61 6e 73 6c 61 74 65 28 74 
2c 7b 74 6f 70 3a 65 2e 74 6f 70 2c 6c 65 66 74 3a 65 2e 6c 65 66 74 
Data Ascii: n(c){(!c||!c.originalEvent||t.is(c.originalEvent.target)&&"z-index"!=c.originalEvent.propertyName)&&(r.stop(
t),n.isNumeric(o)&&t.css("transition-duration",""),n.isPlainObject(e)?void 0!==e.scaleX&&void 0!==e.scaleY&&r.setTransla
te(t,{top:e.top,left:e.left

2022-04-20 13:12:17 UTC 8364 IN Data Raw: 64 2c 75 29 3a 72 2e 67 72 6f 75 70 2e 6c 65 6e 67 74 68 3c 32 26 26 72 2e 63 6c 6f 73 65 28 69 2e 73 74 61 
72 74 45 76 65 6e 74 29 29 7d 7d 3b 69 66 28 28 21 65 2e 6f 72 69 67 69 6e 61 6c 45 76 65 6e 74 7c 7c 32 21 3d 65 2e 
6f 72 69 67 69 6e 61 6c 45 76 65 6e 74 2e 62 75 74 74 6f 6e 29 26 26 28 73 2e 69 73 28 22 69 6d 67 22 29 7c 7c 21 28 
64 3e 73 5b 30 5d 2e 63 6c 69 65 6e 74 57 69 64 74 68 2b 73 2e 6f 66 66 73 65 74 28 29 2e 6c 65 66 74 29 29 29 7b 69 6
6 28 73 2e 69 73 28 22 2e 66 61 6e 63 79 62 6f 78 2d 62 67 2c 2e 66 61 6e 63 79 62 6f 78 2d 69 6e 6e 65 72 2c 2e 66 61 
6e 63 79 62 6f 78 2d 6f 75 74 65 72 2c 2e 66 61 6e 63 79 62 6f 78 2d 63 6f 6e 74 61 69 6e 65 72 22 29 29 6f 3d 22 4f 75 
74 73 69 64 65 22 3b 65 6c 73 65 20 69 66 28 73 2e 69 73 28 22 2e 
Data Ascii: d,u):r.group.length<2&&r.close(i.startEvent))}};if((!e.originalEvent||2!=e.originalEvent.button)&&(s.is("img")||!
(d>s[0].clientWidth+s.offset().left))){if(s.is(".fancybox-bg,.fancybox-inner,.fancybox-outer,.fancybox-container"))o="Outside
";else if(s.is(".

2022-04-20 13:12:17 UTC 8380 IN Data Raw: 28 29 7d 29 2c 61 28 22 62 6f 64 79 22 29 2e 70 72 65 70 65 6e 64 28 62 2e 6f 76 65 72 6c 61 79 45 6c 65 6d 
65 6e 74 29 29 2c 65 2e 64 61 74 61 28 22 73 6c 69 64 65 2d 72 65 76 65 61 6c 22 2c 21 31 29 2c 64 2e 70 75 73 68 26 
26 61 28 22 62 6f 64 79 22 29 2e 63 73 73 28 7b 70 6f 73 69 74 69 6f 6e 3a 22 72 65 6c 61 74 69 76 65 22 2c 22 6f 76 65 
72 66 6c 6f 77 2d 78 22 3a 22 68 69 64 64 65 6e 22 2c 74 72 61 6e 73 69 74 69 6f 6e 3a 66 2c 6c 65 66 74 3a 22 30 70 
78 22 7d 29 2c 64 2e 74 72 69 67 67 65 72 26 26 64 2e 74 72 69 67 67 65 72 2e 6c 65 6e 67 74 68 3e 30 26 26 64 2e 74 
72 69 67 67 65 72 2e 6f 6e 28 22 63 6c 69 63 6b 2e 73 6c 69 64 65 52 65 76 65 61 6c 22 2c 66 75 6e 63 74 69 6f 6e 28 
29 7b 65 2e 64 61 74 61 28 22 73 6c 69 64 65 2d 72 65 76 65 61 6c 22 
Data Ascii: ()}),a("body").prepend(b.overlayElement)),e.data("slide-reveal",!1),d.push&&a("body").css({position:"relativ
e","overflow-x":"hidden",transition:f,left:"0px"}),d.trigger&&d.trigger.length>0&&d.trigger.on("click.slideReveal",function()
{e.data("slide-reveal"

2022-04-20 13:12:17 UTC 8396 IN Data Raw: 7a 6f 6f 6d 22 3b 69 66 28 63 2e 65 6e 61 62 6c 65 64 26 26 62 2e 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 
74 69 6f 6e 29 7b 76 61 72 20 65 2c 66 2c 67 3d 63 2e 64 75 72 61 74 69 6f 6e 2c 6a 3d 66 75 6e 63 74 69 6f 6e 28 61 29 
7b 76 61 72 20 62 3d 61 2e 63 6c 6f 6e 65 28 29 2e 72 65 6d 6f 76 65 41 74 74 72 28 22 73 74 79 6c 65 22 29 2e 72 65 
6d 6f 76 65 41 74 74 72 28 22 63 6c 61 73 73 22 29 2e 61 64 64 43 6c 61 73 73 28 22 6d 66 70 2d 61 6e 69 6d 61 74 65 
64 2d 69 6d 61 67 65 22 29 2c 64 3d 22 61 6c 6c 20 22 2b 63 2e 64 75 72 61 74 69 6f 6e 2f 31 65 33 2b 22 73 20 22 2b 6
3 2e 65 61 73 69 6e 67 2c 65 3d 7b 70 6f 73 69 74 69 6f 6e 3a 22 66 69 78 65 64 22 2c 7a 49 6e 64 65 78 3a 39 39 39 39 
2c 6c 65 66 74 3a 30 2c 74 6f 70 3a 30 2c 22 2d 77 65 62 6b 69 74 
Data Ascii: zoom";if(c.enabled&&b.supportsTransition){var e,f,g=c.duration,j=function(a){var b=a.clone().removeAttr("sty
le").removeAttr("class").addClass("mfp-animated-image"),d="all "+c.duration/1e3+"s "+c.easing,e={position:"fixed",zIndex
:9999,left:0,top:0,"-webkit

2022-04-20 13:12:17 UTC 8412 IN Data Raw: 6b 2d 22 2b 72 2c 72 29 7d 65 6c 73 65 20 65 5b 72 5d 3d 30 7d 2c 5f 5f 77 65 62 70 61 63 6b 5f 72 65 71 75 
69 72 65 5f 5f 2e 4f 2e 6a 3d 72 3d 3e 30 3d 3d 3d 65 5b 72 5d 3b 76 61 72 20 77 65 62 70 61 63 6b 4a 73 6f 6e 70 43 61 
6c 6c 62 61 63 6b 3d 28 72 2c 5f 29 3d 3e 7b 76 61 72 20 74 2c 69 2c 5b 61 2c 6e 2c 63 5d 3d 5f 2c 6f 3d 30 3b 69 66 28 
61 2e 73 6f 6d 65 28 28 72 3d 3e 30 21 3d 3d 65 5b 72 5d 29 29 29 7b 66 6f 72 28 74 20 69 6e 20 6e 29 5f 5f 77 65 62 70 
61 63 6b 5f 72 65 71 75 69 72 65 5f 5f 2e 6f 28 6e 2c 74 29 26 26 28 5f 5f 77 65 62 70 61 63 6b 5f 72 65 71 75 69 72 65 
5f 5f 2e 6d 5b 74 5d 3d 6e 5b 74 5d 29 3b 69 66 28 63 29 76 61 72 20 75 3d 63 28 5f 5f 77 65 62 70 61 63 6b 5f 72 65 71 
75 69 72 65 5f 5f 29 7d 66 6f 72 28 72 26 26 72 28 5f 29 
Data Ascii: k-"+r,r)}else e[r]=0},__webpack_require__.O.j=r=>0===e[r];var webpackJsonpCallback=(r,_)=>{var t,i,[a,n,c]=_
,o=0;if(a.some((r=>0!==e[r]))){for(t in n)__webpack_require__.o(n,t)&&(__webpack_require__.m[t]=n[t]);if(c)var u=c(__web
pack_require__)}for(r&&r(_)

2022-04-20 13:12:17 UTC 8428 IN Data Raw: 3e 7b 65 2e 65 78 70 6f 72 74 73 3d 66 75 6e 63 74 69 6f 6e 20 5f 69 6e 74 65 72 6f 70 52 65 71 75 69 72 65 
44 65 66 61 75 6c 74 28 65 29 7b 72 65 74 75 72 6e 20 65 26 26 65 2e 5f 5f 65 73 4d 6f 64 75 6c 65 3f 65 3a 7b 64 65 66 
61 75 6c 74 3a 65 7d 7d 2c 65 2e 65 78 70 6f 72 74 73 2e 64 65 66 61 75 6c 74 3d 65 2e 65 78 70 6f 72 74 73 2c 65 2e 
65 78 70 6f 72 74 73 2e 5f 5f 65 73 4d 6f 64 75 6c 65 3d 21 30 7d 2c 33 37 31 33 3a 28 65 2c 74 2c 6e 29 3d 3e 7b 22 75 
73 65 20 73 74 72 69 63 74 22 3b 76 61 72 20 73 3d 6e 28 37 39 31 34 29 3b 6e 28 33 32 35 38 29 3b 76 61 72 20 69 3d 
73 28 6e 28 38 34 34 32 29 29 2c 6f 3d 73 28 6e 28 39 32 35 33 29 29 2c 72 3d 73 28 6e 28 34 35 35 32 29 29 2c 61 3d 7
3 28 6e 28 31 34 39 38 29 29 2c 6c 3d 73 28 6e 28 31 33 33 36 29 
Data Ascii: >{e.exports=function _interopRequireDefault(e){return e&&e.__esModule?e:{default:e}},e.exports.default=e.exp
orts,e.exports.__esModule=!0},3713:(e,t,n)=>{"use strict";var s=n(7914);n(3258);var i=s(n(8442)),o=s(n(9253)),r=s(n(4552
)),a=s(n(1498)),l=s(n(1336)
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2022-04-20 13:12:17 UTC 8444 IN Data Raw: 64 75 6c 65 22 2c 7b 76 61 6c 75 65 3a 21 30 7d 29 2c 74 2e 64 65 66 61 75 6c 74 3d 76 6f 69 64 20 30 3b 63 
6c 61 73 73 20 5f 64 65 66 61 75 6c 74 20 65 78 74 65 6e 64 73 20 65 6c 65 6d 65 6e 74 6f 72 4d 6f 64 75 6c 65 73 2e 4d 
6f 64 75 6c 65 7b 63 6f 6e 73 74 72 75 63 74 6f 72 28 29 7b 73 75 70 65 72 28 29 2c 65 6c 65 6d 65 6e 74 6f 72 46 72 6f 
6e 74 65 6e 64 2e 65 6c 65 6d 65 6e 74 73 48 61 6e 64 6c 65 72 2e 61 74 74 61 63 68 48 61 6e 64 6c 65 72 28 22 70 61 
79 70 61 6c 2d 62 75 74 74 6f 6e 22 2c 28 28 29 3d 3e 6e 2e 65 28 32 35 36 29 2e 74 68 65 6e 28 6e 2e 62 69 6e 64 28 
6e 2c 39 35 39 33 29 29 29 29 7d 7d 74 2e 64 65 66 61 75 6c 74 3d 5f 64 65 66 61 75 6c 74 7d 2c 31 31 37 37 3a 28 65 2
c 74 2c 6e 29 3d 3e 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 4f 
Data Ascii: dule",{value:!0}),t.default=void 0;class _default extends elementorModules.Module{constructor(){super(),elem
entorFrontend.elementsHandler.attachHandler("paypal-button",(()=>n.e(256).then(n.bind(n,9593))))}}t.default=_default},11
77:(e,t,n)=>{"use strict";O

2022-04-20 13:12:17 UTC 8460 IN Data Raw: 29 7b 72 65 74 75 72 6e 20 70 61 72 73 65 49 6e 74 28 49 2e 63 73 73 28 74 2c 69 29 2c 31 30 29 7c 7c 30 
7d 49 2e 70 6f 73 69 74 69 6f 6e 3d 7b 73 63 72 6f 6c 6c 62 61 72 57 69 64 74 68 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 69 
66 28 76 6f 69 64 20 30 21 3d 3d 6f 29 72 65 74 75 72 6e 20 6f 3b 76 61 72 20 74 2c 69 3d 49 28 22 3c 64 69 76 20 73 74 
79 6c 65 3d 27 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 3b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 77 69 64 
74 68 3a 35 30 70 78 3b 68 65 69 67 68 74 3a 35 30 70 78 3b 6f 76 65 72 66 6c 6f 77 3a 68 69 64 64 65 6e 3b 27 3e 3c 
64 69 76 20 73 74 79 6c 65 3d 27 68 65 69 67 68 74 3a 31 30 30 70 78 3b 77 69 64 74 68 3a 61 75 74 6f 3b 27 3e 3c 2f 6
4 69 76 3e 3c 2f 64 69 76 3e 22 29 2c 65 3d 69 2e 63 68 69 6c 64 
Data Ascii: ){return parseInt(I.css(t,i),10)||0}I.position={scrollbarWidth:function(){if(void 0!==o)return o;var t,i=I("<div style
='display:block;position:absolute;width:50px;height:50px;overflow:hidden;'><div style='height:100px;width:auto;'></div><
/div>"),e=i.child

2022-04-20 13:12:17 UTC 8476 IN Data Raw: 6f 72 28 76 61 72 20 74 3d 5b 5d 2c 73 3d 30 3b 73 3c 74 68 69 73 2e 6c 65 6e 67 74 68 3b 73 2b 3d 31 29 65 
2e 63 61 6c 6c 28 74 68 69 73 5b 73 5d 2c 73 2c 74 68 69 73 5b 73 5d 29 26 26 74 2e 70 75 73 68 28 74 68 69 73 5b 73 
5d 29 3b 72 65 74 75 72 6e 20 6e 65 77 20 69 28 74 29 7d 2c 72 65 6d 6f 76 65 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 66 6f 
72 28 76 61 72 20 65 3d 30 3b 65 3c 74 68 69 73 2e 6c 65 6e 67 74 68 3b 65 2b 3d 31 29 74 68 69 73 5b 65 5d 2e 70 61 
72 65 6e 74 4e 6f 64 65 26 26 74 68 69 73 5b 65 5d 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 72 65 6d 6f 76 65 43 68 69 6c 64 
28 74 68 69 73 5b 65 5d 29 3b 72 65 74 75 72 6e 20 74 68 69 73 7d 2c 61 64 64 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 66 
6f 72 28 76 61 72 20 65 3d 5b 5d 2c 74 3d 61 72 67 75 6d 65 6e 74 
Data Ascii: or(var t=[],s=0;s<this.length;s+=1)e.call(this[s],s,this[s])&&t.push(this[s]);return new i(t)},remove:function(){for(v
ar e=0;e<this.length;e+=1)this[e].parentNode&&this[e].parentNode.removeChild(this[e]);return this},add:function(){for(var 
e=[],t=argument

2022-04-20 13:12:17 UTC 8492 IN Data Raw: 65 78 28 29 2c 74 2e 73 6c 69 64 65 54 6f 43 6c 69 63 6b 65 64 53 6c 69 64 65 26 26 76 6f 69 64 20 30 21 3d 
3d 74 68 69 73 2e 63 6c 69 63 6b 65 64 49 6e 64 65 78 26 26 74 68 69 73 2e 63 6c 69 63 6b 65 64 49 6e 64 65 78 21 3d 
3d 74 68 69 73 2e 61 63 74 69 76 65 49 6e 64 65 78 26 26 74 68 69 73 2e 73 6c 69 64 65 54 6f 43 6c 69 63 6b 65 64 53 
6c 69 64 65 28 29 7d 7d 3b 76 61 72 20 70 3d 7b 67 65 74 54 72 61 6e 73 6c 61 74 65 3a 66 75 6e 63 74 69 6f 6e 28 65 
29 7b 76 6f 69 64 20 30 3d 3d 3d 65 26 26 28 65 3d 74 68 69 73 2e 69 73 48 6f 72 69 7a 6f 6e 74 61 6c 28 29 3f 22 78 22 
3a 22 79 22 29 3b 76 61 72 20 74 3d 74 68 69 73 2e 70 61 72 61 6d 73 2c 69 3d 74 68 69 73 2e 72 74 6c 54 72 61 6e 73 
6c 61 74 65 2c 73 3d 74 68 69 73 2e 74 72 61 6e 73 6c 61 74 65 2c 61 
Data Ascii: ex(),t.slideToClickedSlide&&void 0!==this.clickedIndex&&this.clickedIndex!==this.activeIndex&&this.slideToCl
ickedSlide()}};var p={getTranslate:function(e){void 0===e&&(e=this.isHorizontal()?"x":"y");var t=this.params,i=this.rtlT
ranslate,s=this.translate,a

2022-04-20 13:12:17 UTC 8508 IN Data Raw: 6f 75 63 68 4d 6f 76 65 22 2c 6c 29 2c 21 28 6c 2e 74 61 72 67 65 74 54 6f 75 63 68 65 73 26 26 6c 2e 74 61 
72 67 65 74 54 6f 75 63 68 65 73 2e 6c 65 6e 67 74 68 3e 31 29 29 7b 72 2e 63 75 72 72 65 6e 74 58 3d 68 2c 72 2e 63 
75 72 72 65 6e 74 59 3d 70 3b 76 61 72 20 63 3d 72 2e 63 75 72 72 65 6e 74 58 2d 72 2e 73 74 61 72 74 58 2c 75 3d 72 
2e 63 75 72 72 65 6e 74 59 2d 72 2e 73 74 61 72 74 59 3b 69 66 28 21 28 74 68 69 73 2e 70 61 72 61 6d 73 2e 74 68 72 
65 73 68 6f 6c 64 26 26 4d 61 74 68 2e 73 71 72 74 28 4d 61 74 68 2e 70 6f 77 28 63 2c 32 29 2b 4d 61 74 68 2e 70 6f 77 
28 75 2c 32 29 29 3c 74 68 69 73 2e 70 61 72 61 6d 73 2e 74 68 72 65 73 68 6f 6c 64 29 29 7b 76 61 72 20 76 3b 69 66 
28 76 6f 69 64 20 30 3d 3d 3d 69 2e 69 73 53 63 72 6f 6c 6c 69 6e 67 
Data Ascii: ouchMove",l),!(l.targetTouches&&l.targetTouches.length>1)){r.currentX=h,r.currentY=p;var c=r.currentX-r.star
tX,u=r.currentY-r.startY;if(!(this.params.threshold&&Math.sqrt(Math.pow(c,2)+Math.pow(u,2))<this.params.threshold)){var 
v;if(void 0===i.isScrolling

2022-04-20 13:12:17 UTC 8524 IN Data Raw: 72 2e 65 6c 3d 61 29 2c 65 2e 63 61 6c 6c 28 74 68 69 73 2c 72 29 2c 4f 62 6a 65 63 74 2e 6b 65 79 73 28 59 
29 2e 66 6f 72 45 61 63 68 28 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 4f 62 6a 65 63 74 2e 6b 65 79 73 28 59 5b 65 5d 
29 2e 66 6f 72 45 61 63 68 28 28 66 75 6e 63 74 69 6f 6e 28 69 29 7b 74 2e 70 72 6f 74 6f 74 79 70 65 5b 69 5d 7c 7c 28 
74 2e 70 72 6f 74 6f 74 79 70 65 5b 69 5d 3d 59 5b 65 5d 5b 69 5d 29 7d 29 29 7d 29 29 3b 76 61 72 20 68 3d 74 68 69 
73 3b 76 6f 69 64 20 30 3d 3d 3d 68 2e 6d 6f 64 75 6c 65 73 26 26 28 68 2e 6d 6f 64 75 6c 65 73 3d 7b 7d 29 2c 4f 62 6a 
65 63 74 2e 6b 65 79 73 28 68 2e 6d 6f 64 75 6c 65 73 29 2e 66 6f 72 45 61 63 68 28 28 66 75 6e 63 74 69 6f 6e 28 65 29 
7b 76 61 72 20 74 3d 68 2e 6d 6f 64 75 6c 65 73 5b 65 5d 3b 69 
Data Ascii: r.el=a),e.call(this,r),Object.keys(Y).forEach((function(e){Object.keys(Y[e]).forEach((function(i){t.prototype[i]||(t.p
rototype[i]=Y[e][i])}))}));var h=this;void 0===h.modules&&(h.modules={}),Object.keys(h.modules).forEach((function(e){var 
t=h.modules[e];i

2022-04-20 13:12:17 UTC 8540 IN Data Raw: 67 3d 6d 2e 6c 65 6e 67 74 68 3f 6d 5b 6d 2e 6c 65 6e 67 74 68 2d 31 5d 3a 76 6f 69 64 20 30 2c 62 3d 6d 5b 
30 5d 3b 69 66 28 6d 2e 70 75 73 68 28 68 29 2c 67 26 26 28 68 2e 64 65 6c 74 61 3e 67 2e 64 65 6c 74 61 7c 7c 68 2e 
64 69 72 65 63 74 69 6f 6e 21 3d 3d 67 2e 64 69 72 65 63 74 69 6f 6e 29 29 6d 2e 73 70 6c 69 63 65 28 30 29 3b 65 6c 
73 65 20 69 66 28 6d 2e 6c 65 6e 67 74 68 3e 3d 31 35 26 26 68 2e 74 69 6d 65 2d 62 2e 74 69 6d 65 3c 35 30 30 26 26 
62 2e 64 65 6c 74 61 2d 68 2e 64 65 6c 74 61 3e 3d 31 26 26 68 2e 64 65 6c 74 61 3c 3d 36 29 7b 76 61 72 20 77 3d 6f 
3e 30 3f 2e 38 3a 2e 32 3b 69 2e 6d 6f 75 73 65 77 68 65 65 6c 2e 6c 61 73 74 45 76 65 6e 74 42 65 66 6f 72 65 53 6e 61 
70 3d 68 2c 6d 2e 73 70 6c 69 63 65 28 30 29 2c 69 2e 6d 6f 75 73 65 
Data Ascii: g=m.length?m[m.length-1]:void 0,b=m[0];if(m.push(h),g&&(h.delta>g.delta||h.direction!==g.direction))m.splice
(0);else if(m.length>=15&&h.time-b.time<500&&b.delta-h.delta>=1&&h.delta<=6){var w=o>0?.8:.2;i.mousewheel.last
EventBeforeSnap=h,m.splice(0),i.mouse

2022-04-20 13:12:17 UTC 8556 IN Data Raw: 61 6c 65 5d 22 29 2e 65 61 63 68 28 28 66 75 6e 63 74 69 6f 6e 28 74 2c 69 29 7b 76 61 72 20 61 3d 73 28 69 
29 2c 72 3d 70 61 72 73 65 49 6e 74 28 61 2e 61 74 74 72 28 22 64 61 74 61 2d 73 77 69 70 65 72 2d 70 61 72 61 6c 6c 
61 78 2d 64 75 72 61 74 69 6f 6e 22 29 2c 31 30 29 7c 7c 65 3b 30 3d 3d 3d 65 26 26 28 72 3d 30 29 2c 61 2e 74 72 61 
6e 73 69 74 69 6f 6e 28 72 29 7d 29 29 7d 7d 2c 6f 65 3d 7b 67 65 74 44 69 73 74 61 6e 63 65 42 65 74 77 65 65 6e 54 6
f 75 63 68 65 73 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 69 66 28 65 2e 74 61 72 67 65 74 54 6f 75 63 68 65 73 2e 6c 65 
6e 67 74 68 3c 32 29 72 65 74 75 72 6e 20 31 3b 76 61 72 20 74 3d 65 2e 74 61 72 67 65 74 54 6f 75 63 68 65 73 5b 30 
5d 2e 70 61 67 65 58 2c 69 3d 65 2e 74 61 72 67 65 74 54 6f 75 63 68 
Data Ascii: ale]").each((function(t,i){var a=s(i),r=parseInt(a.attr("data-swiper-parallax-duration"),10)||e;0===e&&(r=0)
,a.transition(r)}))}},oe={getDistanceBetweenTouches:function(e){if(e.targetTouches.length<2)return 1;var t=e.targetTouch
es[0].pageX,i=e.targetTouch
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2022-04-20 13:12:17 UTC 8572 IN Data Raw: 61 74 69 6f 6e 2e 62 75 6c 6c 65 74 43 6c 61 73 73 2c 74 68 69 73 2e 61 31 31 79 2e 6f 6e 45 6e 74 65 72 4b 
65 79 29 7d 7d 2c 70 65 3d 7b 69 6e 69 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 69 66 28 74 68 69 73 2e 70 61 72 61 6d 
73 2e 68 69 73 74 6f 72 79 29 7b 69 66 28 21 74 2e 68 69 73 74 6f 72 79 7c 7c 21 74 2e 68 69 73 74 6f 72 79 2e 70 75 73 
68 53 74 61 74 65 29 72 65 74 75 72 6e 20 74 68 69 73 2e 70 61 72 61 6d 73 2e 68 69 73 74 6f 72 79 2e 65 6e 61 62 6c 
65 64 3d 21 31 2c 76 6f 69 64 28 74 68 69 73 2e 70 61 72 61 6d 73 2e 68 61 73 68 4e 61 76 69 67 61 74 69 6f 6e 2e 65 6
e 61 62 6c 65 64 3d 21 30 29 3b 76 61 72 20 65 3d 74 68 69 73 2e 68 69 73 74 6f 72 79 3b 65 2e 69 6e 69 74 69 61 6c 69 
7a 65 64 3d 21 30 2c 65 2e 70 61 74 68 73 3d 70 65 2e 67 65 74 50 
Data Ascii: ation.bulletClass,this.a11y.onEnterKey)}},pe={init:function(){if(this.params.history){if(!t.history||!t.history.pushSt
ate)return this.params.history.enabled=!1,void(this.params.hashNavigation.enabled=!0);var e=this.history;e.initialized=!
0,e.paths=pe.getP

2022-04-20 13:12:17 UTC 8588 IN Data Raw: 2e 70 61 72 61 6d 73 2e 6c 6f 6f 70 7c 7c 28 74 68 69 73 2e 70 61 67 69 6e 61 74 69 6f 6e 2e 72 65 6e 64 65 
72 28 29 2c 74 68 69 73 2e 70 61 67 69 6e 61 74 69 6f 6e 2e 75 70 64 61 74 65 28 29 29 7d 2c 64 65 73 74 72 6f 79 3a 
66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 70 61 67 69 6e 61 74 69 6f 6e 2e 64 65 73 74 72 6f 79 28 29 7d 2c 63 6c 
69 63 6b 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 74 68 69 73 2e 70 61 72 61 6d 73 2e 70 61 67 69 6e 61 74 69 6f 6e 2e 
65 6c 26 26 74 68 69 73 2e 70 61 72 61 6d 73 2e 70 61 67 69 6e 61 74 69 6f 6e 2e 68 69 64 65 4f 6e 43 6c 69 63 6b 26 2
6 74 68 69 73 2e 70 61 67 69 6e 61 74 69 6f 6e 2e 24 65 6c 2e 6c 65 6e 67 74 68 3e 30 26 26 21 73 28 65 2e 74 61 72 67 
65 74 29 2e 68 61 73 43 6c 61 73 73 28 74 68 69 73 2e 70 61 72 61 
Data Ascii: .params.loop||(this.pagination.render(),this.pagination.update())},destroy:function(){this.pagination.destro
y()},click:function(e){this.params.pagination.el&&this.params.pagination.hideOnClick&&this.pagination.$el.length>0&&!s(e
.target).hasClass(this.para

2022-04-20 13:12:17 UTC 8604 IN Data Raw: 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 76 61 72 20 79 3d 7b 77 69 64 67 65 74 73 54 79 70 65 73 3a 
7b 7d 2c 63 72 65 61 74 65 57 69 64 67 65 74 54 79 70 65 3a 66 75 6e 63 74 69 6f 6e 28 74 2c 65 2c 6e 29 7b 6e 3d 6e 
7c 7c 74 68 69 73 2e 57 69 64 67 65 74 3b 66 75 6e 63 74 69 6f 6e 20 69 28 29 7b 6e 2e 61 70 70 6c 79 28 74 68 69 73 2
c 61 72 67 75 6d 65 6e 74 73 29 7d 76 61 72 20 6f 3d 69 2e 70 72 6f 74 6f 74 79 70 65 3d 6e 65 77 20 6e 28 74 29 3b 72 
65 74 75 72 6e 20 6f 2e 74 79 70 65 73 3d 6f 2e 74 79 70 65 73 2e 63 6f 6e 63 61 74 28 5b 74 5d 29 2c 70 2e 65 78 74 65 
6e 64 28 6f 2c 65 29 2c 28 6f 2e 63 6f 6e 73 74 72 75 63 74 6f 72 3d 69 29 2e 65 78 74 65 6e 64 3d 66 75 6e 63 74 69 6f 
6e 28 74 2c 65 29 7b 72 65 74 75 72 6e 20 79 2e 63 72 65 61 74 65 
Data Ascii: ){"use strict";var y={widgetsTypes:{},createWidgetType:function(t,e,n){n=n||this.Widget;function i(){n.apply
(this,arguments)}var o=i.prototype=new n(t);return o.types=o.types.concat([t]),p.extend(o,e),(o.constructor=i).extend=fu
nction(t,e){return y.create

2022-04-20 13:12:17 UTC 8620 IN Data Raw: 28 6e 28 36 34 30 34 29 29 2c 66 3d 69 28 6e 28 36 30 34 36 29 29 2c 76 3d 6e 28 36 30 32 38 29 3b 63 6f 6e 
73 74 20 62 3d 6e 28 39 34 36 39 29 2c 79 3d 6e 28 39 38 30 34 29 2c 5f 3d 6e 28 33 33 34 36 29 3b 63 6c 61 73 73 20 
46 72 6f 6e 74 65 6e 64 20 65 78 74 65 6e 64 73 20 65 6c 65 6d 65 6e 74 6f 72 4d 6f 64 75 6c 65 73 2e 56 69 65 77 4d 6f 
64 75 6c 65 7b 63 6f 6e 73 74 72 75 63 74 6f 72 28 2e 2e 2e 65 29 7b 73 75 70 65 72 28 2e 2e 2e 65 29 2c 74 68 69 73 
2e 63 6f 6e 66 69 67 3d 65 6c 65 6d 65 6e 74 6f 72 46 72 6f 6e 74 65 6e 64 43 6f 6e 66 69 67 2c 74 68 69 73 2e 63 6f 6e 
66 69 67 2e 6c 65 67 61 63 79 4d 6f 64 65 3d 7b 67 65 74 20 65 6c 65 6d 65 6e 74 57 72 61 70 70 65 72 73 28 29 7b 72 6
5 74 75 72 6e 20 65 6c 65 6d 65 6e 74 6f 72 46 72 6f 6e 74 65 6e 
Data Ascii: (n(6404)),f=i(n(6046)),v=n(6028);const b=n(9469),y=n(9804),_=n(3346);class Frontend extends elemen
torModules.ViewModule{constructor(...e){super(...e),this.config=elementorFrontendConfig,this.config.legacyMode={get 
elementWrappers(){return elementorFronten

2022-04-20 13:12:17 UTC 8636 IN Data Raw: 2e 67 65 74 53 65 74 74 69 6e 67 73 28 22 73 65 6c 65 63 74 6f 72 73 22 29 3b 72 65 74 75 72 6e 20 65 2e 
24 74 6f 70 43 6f 6e 74 61 69 6e 65 72 3d 74 68 69 73 2e 24 65 6c 65 6d 65 6e 74 2e 66 69 6e 64 28 74 2e 63 6f 6e 74 
61 69 6e 65 72 2e 72 65 70 6c 61 63 65 28 22 25 73 22 2c 22 74 6f 70 22 29 29 2c 65 2e 24 62 6f 74 74 6f 6d 43 6f 6e 74 
61 69 6e 65 72 3d 74 68 69 73 2e 24 65 6c 65 6d 65 6e 74 2e 66 69 6e 64 28 74 2e 63 6f 6e 74 61 69 6e 65 72 2e 72 65 
70 6c 61 63 65 28 22 25 73 22 2c 22 62 6f 74 74 6f 6d 22 29 29 2c 65 7d 69 73 41 63 74 69 76 65 28 29 7b 72 65 74 75 
72 6e 20 65 6c 65 6d 65 6e 74 6f 72 46 72 6f 6e 74 65 6e 64 2e 69 73 45 64 69 74 4d 6f 64 65 28 29 7d 67 65 74 53 76 
67 55 52 4c 28 65 2c 74 29 7b 6c 65 74 20 6e 3d 74 68 69 73 2e 67 65 74 
Data Ascii: .getSettings("selectors");return e.$topContainer=this.$element.find(t.container.replace("%s","top")),e.$bott
omContainer=this.$element.find(t.container.replace("%s","bottom")),e}isActive(){return elementorFrontend.isEdi
tMode()}getSvgURL(e,t){let n=this.get

2022-04-20 13:12:17 UTC 8652 IN Data Raw: 74 3d 76 6f 69 64 20 30 3b 63 6c 61 73 73 20 5f 64 65 66 61 75 6c 74 20 65 78 74 65 6e 64 73 20 65 6c 65 6d 
65 6e 74 6f 72 4d 6f 64 75 6c 65 73 2e 4d 6f 64 75 6c 65 7b 67 65 74 28 65 2c 74 29 7b 6c 65 74 20 6e 3b 74 3d 74 7c 7c 
7b 7d 3b 74 72 79 7b 6e 3d 74 2e 73 65 73 73 69 6f 6e 3f 73 65 73 73 69 6f 6e 53 74 6f 72 61 67 65 3a 6c 6f 63 61 6c 53 
74 6f 72 61 67 65 7d 63 61 74 63 68 28 74 29 7b 72 65 74 75 72 6e 20 65 3f 76 6f 69 64 20 30 3a 7b 7d 7d 6c 65 74 20 
69 3d 6e 2e 67 65 74 49 74 65 6d 28 22 65 6c 65 6d 65 6e 74 6f 72 22 29 3b 69 3d 69 3f 4a 53 4f 4e 2e 70 61 72 73 65 
28 69 29 3a 7b 7d 2c 69 2e 5f 5f 65 78 70 69 72 61 74 69 6f 6e 7c 7c 28 69 2e 5f 5f 65 78 70 69 72 61 74 69 6f 6e 3d 7b 
7d 29 3b 63 6f 6e 73 74 20 73 3d 69 2e 5f 5f 65 78 70 69 72 61 
Data Ascii: t=void 0;class _default extends elementorModules.Module{get(e,t){let n;t=t||{};try{n=t.session?sessionStorag
e:localStorage}catch(t){return e?void 0:{}}let i=n.getItem("elementor");i=i?JSON.parse(i):{},i.__expiration||(i.__expiration=
{});const s=i.__expira

2022-04-20 13:12:17 UTC 8668 IN Data Raw: 2e 70 61 72 61 6d 73 5b 6e 5d 3d 69 29 2c 74 68 69 73 2e 73 77 69 70 65 72 2e 75 70 64 61 74 65 28 29 7d 
6f 6e 45 6c 65 6d 65 6e 74 43 68 61 6e 67 65 28 65 29 7b 69 66 28 31 3e 3d 74 68 69 73 2e 67 65 74 53 6c 69 64 65 73 
43 6f 75 6e 74 28 29 29 72 65 74 75 72 6e 3b 69 66 28 30 3d 3d 3d 65 2e 69 6e 64 65 78 4f 66 28 22 77 69 64 74 68 22 2
9 29 72 65 74 75 72 6e 20 74 68 69 73 2e 73 77 69 70 65 72 2e 75 70 64 61 74 65 28 29 2c 76 6f 69 64 28 74 68 69 73 
2e 74 68 75 6d 62 73 53 77 69 70 65 72 26 26 74 68 69 73 2e 74 68 75 6d 62 73 53 77 69 70 65 72 2e 75 70 64 61 74 65 
28 29 29 3b 69 66 28 30 3d 3d 3d 65 2e 69 6e 64 65 78 4f 66 28 22 73 70 61 63 65 5f 62 65 74 77 65 65 6e 22 29 29 72 
65 74 75 72 6e 20 76 6f 69 64 20 74 68 69 73 2e 75 70 64 61 74 65 53 70 61 
Data Ascii: .params[n]=i),this.swiper.update()}onElementChange(e){if(1>=this.getSlidesCount())return;if(0===e.indexOf("w
idth"))return this.swiper.update(),void(this.thumbsSwiper&&this.thumbsSwiper.update());if(0===e.indexOf("space
_between"))return void this.updateSpa

2022-04-20 13:12:17 UTC 8684 IN Data Raw: 3d 74 68 69 73 2e 64 61 74 61 2e 73 74 65 70 73 2e 6c 65 6e 67 74 68 2c 74 3d 74 68 69 73 2e 73 74 61 74 
65 2e 63 75 72 72 65 6e 74 53 74 65 70 2c 73 3d 74 3f 28 74 2b 31 29 2f 65 2a 31 30 30 3a 31 30 30 2f 65 3b 72 65 74 75 
72 6e 20 4d 61 74 68 2e 66 6c 6f 6f 72 28 73 29 2b 22 25 22 7d 73 65 74 50 72 6f 67 72 65 73 73 42 61 72 28 29 7b 63 6f 
6e 73 74 20 65 3d 74 68 69 73 2e 67 65 74 50 72 6f 67 72 65 73 73 42 61 72 56 61 6c 75 65 28 29 3b 74 68 69 73 2e 75 
70 64 61 74 65 50 72 6f 67 72 65 73 73 4d 65 74 65 72 43 53 53 56 61 72 69 61 62 6c 65 28 65 29 2c 74 68 69 73 2e 65 6
c 65 6d 65 6e 74 73 2e 24 70 72 6f 67 72 65 73 73 42 61 72 4d 65 74 65 72 2e 74 65 78 74 28 65 29 7d 75 70 64 61 74 
65 50 72 6f 67 72 65 73 73 4d 65 74 65 72 43 53 53 56 61 72 69 61 62 
Data Ascii: =this.data.steps.length,t=this.state.currentStep,s=t?(t+1)/e*100:100/e;return Math.floor(s)+"%"}setProgressB
ar(){const e=this.getProgressBarValue();this.updateProgressMeterCSSVariable(e),this.elements.$progressBarMeter
.text(e)}updateProgressMeterCSSVariab

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:12:17 UTC 8700 IN Data Raw: 6e 67 65 28 29 7b 74 68 69 73 2e 65 6c 65 6d 65 6e 74 73 2e 24 68 6f 74 73 70 6f 74 73 45 78 63 6c 75 64 65 
73 4c 69 6e 6b 73 2e 6f 66 66 28 29 2c 74 68 69 73 2e 62 69 6e 64 45 76 65 6e 74 73 28 29 7d 6f 6e 48 6f 74 73 70 6f 74 
54 72 69 67 67 65 72 45 76 65 6e 74 28 65 29 7b 63 6f 6e 73 74 20 74 3d 6a 51 75 65 72 79 28 65 2e 74 61 72 67 65 74 
29 2c 73 3d 74 2e 63 6c 6f 73 65 73 74 28 22 2e 65 2d 68 6f 74 73 70 6f 74 5f 5f 62 75 74 74 6f 6e 22 29 2e 6c 65 6e 67 
74 68 2c 6e 3d 22 6d 6f 75 73 65 6c 65 61 76 65 22 3d 3d 3d 65 2e 74 79 70 65 26 26 28 74 2e 69 73 28 22 2e 65 2d 68 
6f 74 73 70 6f 74 2d 2d 74 6f 6f 6c 74 69 70 2d 70 6f 73 69 74 69 6f 6e 22 29 7c 7c 74 2e 70 61 72 65 6e 74 73 28 22 2e 
65 2d 68 6f 74 73 70 6f 74 2d 2d 74 6f 6f 6c 74 69 70 2d 70 6f 
Data Ascii: nge(){this.elements.$hotspotsExcludesLinks.off(),this.bindEvents()}onHotspotTriggerEvent(e){const t=jQuery(e
.target),s=t.closest(".e-hotspot__button").length,n="mouseleave"===e.type&&(t.is(".e-hotspot--tooltip-position")||t.pare
nts(".e-hotspot--tooltip-po

2022-04-20 13:12:17 UTC 8716 IN Data Raw: 6f 6c 6c 59 26 26 28 74 68 69 73 2e 75 70 64 61 74 65 41 6e 69 6d 61 74 69 6f 6e 42 79 53 63 72 6f 6c 6c 50 
6f 73 69 74 69 6f 6e 28 29 2c 74 68 69 73 2e 61 6e 69 6d 61 74 69 6f 6e 46 72 61 6d 65 52 65 71 75 65 73 74 2e 6c 61 
73 74 53 63 72 6f 6c 6c 59 3d 77 69 6e 64 6f 77 2e 73 63 72 6f 6c 6c 59 29 2c 74 68 69 73 2e 61 6e 69 6d 61 74 69 6f 6e 
46 72 61 6d 65 52 65 71 75 65 73 74 2e 74 69 6d 65 72 3d 72 65 71 75 65 73 74 41 6e 69 6d 61 74 69 6f 6e 46 72 61 6d 
65 28 28 28 29 3d 3e 74 68 69 73 2e 6f 6e 41 6e 69 6d 61 74 69 6f 6e 46 72 61 6d 65 52 65 71 75 65 73 74 28 29 29 29 7
d 7d 74 2e 64 65 66 61 75 6c 74 3d 6c 6f 74 74 69 65 48 61 6e 64 6c 65 72 7d 2c 39 31 32 32 3a 28 65 2c 74 2c 73 29 3d 
3e 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 76 61 72 20 6e 3d 73 
Data Ascii: ollY&&(this.updateAnimationByScrollPosition(),this.animationFrameRequest.lastScrollY=window.scroll
Y),this.animationFrameRequest.timer=requestAnimationFrame((()=>this.onAnimationFrameRequest()))}}t.default=lot
tieHandler},9122:(e,t,s)=>{"use strict";var n=s

2022-04-20 13:12:17 UTC 8732 IN Data Raw: 59 3c 3d 30 26 26 74 68 69 73 2e 63 61 6c 6c 62 61 63 6b 28 29 7d 72 75 6e 28 29 7b 65 6c 65 6d 65 6e 74 6f 
72 46 72 6f 6e 74 65 6e 64 2e 65 6c 65 6d 65 6e 74 73 2e 24 77 69 6e 64 6f 77 2e 6f 6e 28 22 6d 6f 75 73 65 6c 65 61 76 
65 22 2c 74 68 69 73 2e 64 65 74 65 63 74 45 78 69 74 49 6e 74 65 6e 74 29 7d 64 65 73 74 72 6f 79 28 29 7b 65 6c 65 
6d 65 6e 74 6f 72 46 72 6f 6e 74 65 6e 64 2e 65 6c 65 6d 65 6e 74 73 2e 24 77 69 6e 64 6f 77 2e 6f 66 66 28 22 6d 6f 75 
73 65 6c 65 61 76 65 22 2c 74 68 69 73 2e 64 65 74 65 63 74 45 78 69 74 49 6e 74 65 6e 74 29 7d 7d 74 2e 64 65 66 61 
75 6c 74 3d 5f 64 65 66 61 75 6c 74 7d 2c 31 30 35 35 3a 28 65 2c 74 2c 73 29 3d 3e 7b 22 75 73 65 20 73 74 72 69 63 7
4 22 3b 76 61 72 20 6e 3d 73 28 37 39 31 34 29 3b 4f 62 6a 65 63 
Data Ascii: Y<=0&&this.callback()}run(){elementorFrontend.elements.$window.on("mouseleave",this.detectExitInte
nt)}destroy(){elementorFrontend.elements.$window.off("mouseleave",this.detectExitIntent)}}t.default=_default},1055:(e,t,
s)=>{"use strict";var n=s(7914);Objec

2022-04-20 13:12:17 UTC 8748 IN Data Raw: 65 3a 22 65 6c 65 6d 65 6e 74 6f 72 2d 6b 65 6e 2d 62 75 72 6e 73 2d 2d 61 63 74 69 76 65 22 2c 73 6c 69 64 
65 42 61 63 6b 67 72 6f 75 6e 64 3a 22 73 77 69 70 65 72 2d 73 6c 69 64 65 2d 62 67 22 7d 2c 61 74 74 72 69 62 75 74 
65 73 3a 7b 64 61 74 61 53 6c 69 64 65 72 4f 70 74 69 6f 6e 73 3a 22 73 6c 69 64 65 72 5f 6f 70 74 69 6f 6e 73 22 2c 64 
61 74 61 41 6e 69 6d 61 74 69 6f 6e 3a 22 61 6e 69 6d 61 74 69 6f 6e 22 7d 7d 7d 67 65 74 44 65 66 61 75 6c 74 45 6c 
65 6d 65 6e 74 73 28 29 7b 63 6f 6e 73 74 20 65 3d 74 68 69 73 2e 67 65 74 53 65 74 74 69 6e 67 73 28 22 73 65 6c 65 
63 74 6f 72 73 22 29 2c 74 3d 7b 24 73 77 69 70 65 72 43 6f 6e 74 61 69 6e 65 72 3a 74 68 69 73 2e 24 65 6c 65 6d 65 
6e 74 2e 66 69 6e 64 28 65 2e 73 6c 69 64 65 72 29 7d 3b 72 65 74 75 
Data Ascii: e:"elementor-ken-burns--active",slideBackground:"swiper-slide-bg"},attributes:{dataSliderOptions:"slider_opt
ions",dataAnimation:"animation"}}}getDefaultElements(){const e=this.getSettings("selectors"),t={$swiperContainer:this.$e
lement.find(e.slider)};retu

2022-04-20 13:12:17 UTC 8764 IN Data Raw: 6e 65 50 72 6f 70 65 72 74 79 28 74 2c 22 5f 5f 65 73 4d 6f 64 75 6c 65 22 2c 7b 76 61 6c 75 65 3a 21 30 7d 
29 2c 74 2e 64 65 66 61 75 6c 74 3d 76 6f 69 64 20 30 3b 63 6c 61 73 73 20 42 61 73 65 20 65 78 74 65 6e 64 73 20 65 
6c 65 6d 65 6e 74 6f 72 4d 6f 64 75 6c 65 73 2e 66 72 6f 6e 74 65 6e 64 2e 68 61 6e 64 6c 65 72 73 2e 42 61 73 65 7b 67 
65 74 44 65 66 61 75 6c 74 53 65 74 74 69 6e 67 73 28 29 7b 72 65 74 75 72 6e 7b 73 65 6c 65 63 74 6f 72 73 3a 7b 73 
74 69 63 6b 79 52 69 67 68 74 43 6f 6c 75 6d 6e 3a 22 2e 65 2d 73 74 69 63 6b 79 2d 72 69 67 68 74 2d 63 6f 6c 75 6d 6
e 22 7d 2c 63 6c 61 73 73 65 73 3a 7b 73 74 69 63 6b 79 52 69 67 68 74 43 6f 6c 75 6d 6e 41 63 74 69 76 65 3a 22 65 2d 
73 74 69 63 6b 79 2d 72 69 67 68 74 2d 63 6f 6c 75 6d 6e 2d 2d 61 
Data Ascii: neProperty(t,"__esModule",{value:!0}),t.default=void 0;class Base extends elementorModules.fronten
d.handlers.Base{getDefaultSettings(){return{selectors:{stickyRightColumn:".e-sticky-right-column"},classes:{stickyRightC
olumnActive:"e-sticky-right-column--a

2022-04-20 13:12:17 UTC 8780 IN Data Raw: 6e 67 73 28 29 7b 72 65 74 75 72 6e 7b 73 65 6c 65 63 74 6f 72 73 3a 7b 64 69 73 6d 69 73 73 42 75 74 74 6f 
6e 3a 22 2e 65 6c 65 6d 65 6e 74 6f 72 2d 61 6c 65 72 74 2d 64 69 73 6d 69 73 73 22 7d 7d 7d 67 65 74 44 65 66 61 75 
6c 74 45 6c 65 6d 65 6e 74 73 28 29 7b 63 6f 6e 73 74 20 65 3d 74 68 69 73 2e 67 65 74 53 65 74 74 69 6e 67 73 28 22 
73 65 6c 65 63 74 6f 72 73 22 29 3b 72 65 74 75 72 6e 7b 24 64 69 73 6d 69 73 73 42 75 74 74 6f 6e 3a 74 68 69 73 2e 2
4 65 6c 65 6d 65 6e 74 2e 66 69 6e 64 28 65 2e 64 69 73 6d 69 73 73 42 75 74 74 6f 6e 29 7d 7d 62 69 6e 64 45 76 65 
6e 74 73 28 29 7b 74 68 69 73 2e 65 6c 65 6d 65 6e 74 73 2e 24 64 69 73 6d 69 73 73 42 75 74 74 6f 6e 2e 6f 6e 28 22 
63 6c 69 63 6b 22 2c 74 68 69 73 2e 6f 6e 44 69 73 6d 69 73 73 42 75 74 
Data Ascii: ngs(){return{selectors:{dismissButton:".elementor-alert-dismiss"}}}getDefaultElements(){const e=this.getSett
ings("selectors");return{$dismissButton:this.$element.find(e.dismissButton)}}bindEvents(){this.elements.$dismissButton.o
n("click",this.onDismissBut

2022-04-20 13:12:17 UTC 8796 IN Data Raw: 38 33 5a 4d 31 33 38 20 35 38 33 43 31 36 35 20 35 38 33 20 31 38 39 20 36 30 35 20 31 39 31 20 36 33 32 
4c 31 39 32 20 36 33 37 56 38 30 38 48 33 36 33 43 33 39 30 20 38 30 38 20 34 31 34 20 38 33 30 20 34 31 36 20 38 35 
37 4c 34 31 37 20 38 36 33 43 34 31 37 20 38 39 30 20 33 39 35 20 39 31 34 20 33 36 38 20 39 31 36 4c 33 36 33 20 39 
31 37 48 31 33 38 43 31 31 30 20 39 31 37 20 38 36 20 38 39 35 20 38 34 20 38 36 38 4c 38 33 20 38 36 33 56 36 33 37 
43 38 33 20 36 30 37 20 31 30 38 20 35 38 33 20 31 33 38 20 35 38 33 5a 4d 38 36 33 20 38 33 43 38 39 30 20 38 33 20 
39 31 34 20 31 30 35 20 39 31 36 20 31 33 32 4c 39 31 37 20 31 33 37 56 33 36 32 43 39 31 37 20 33 39 32 20 38 39 33 
20 34 31 37 20 38 36 33 20 34 31 37 20 38 33 35 20 34 31 37 20 38 31 31 20 
Data Ascii: 83ZM138 583C165 583 189 605 191 632L192 637V808H363C390 808 414 830 416 857L417 863C417 890 
395 914 368 916L363 917H138C110 917 86 895 84 868L83 863V637C83 607 108 583 138 583ZM863 83C890 83 914 
105 916 132L917 137V362C917 392 893 417 863 417 835 417 811 

2022-04-20 13:12:17 UTC 8812 IN Data Raw: 43 6c 61 73 73 28 73 2e 68 69 64 64 65 6e 29 2e 61 74 74 72 28 22 61 72 69 61 2d 63 68 65 63 6b 65 64 22 
2c 22 74 72 75 65 22 29 29 3a 74 2e 24 69 63 6f 6e 5a 6f 6f 6d 2e 72 65 6d 6f 76 65 43 6c 61 73 73 28 73 2e 73 6c 69 64 
65 73 68 6f 77 2e 69 63 6f 6e 5a 6f 6f 6d 49 6e 29 2e 61 64 64 43 6c 61 73 73 28 73 2e 73 6c 69 64 65 73 68 6f 77 2e 69 
63 6f 6e 5a 6f 6f 6d 4f 75 74 29 7d 2c 64 65 61 63 74 69 76 61 74 65 5a 6f 6f 6d 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 63 6f 
6e 73 74 20 65 3d 74 68 69 73 2e 73 77 69 70 65 72 2c 74 3d 74 68 69 73 2e 65 6c 65 6d 65 6e 74 73 2c 73 3d 74 68 69 
73 2e 67 65 74 53 65 74 74 69 6e 67 73 28 22 63 6c 61 73 73 65 73 22 29 3b 65 2e 7a 6f 6f 6d 2e 6f 75 74 28 29 2c 65 2e 
61 6c 6c 6f 77 53 6c 69 64 65 4e 65 78 74 3d 21 30 2c 65 2e 
Data Ascii: Class(s.hidden).attr("aria-checked","true")):t.$iconZoom.removeClass(s.slideshow.iconZoomIn).addCl
ass(s.slideshow.iconZoomOut)},deactivateZoom:function(){const e=this.swiper,t=this.elements,s=this.getSettings
("classes");e.zoom.out(),e.allowSlideNext=!0,e.

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:12:17 UTC 8828 IN Data Raw: 64 6f 77 2e 53 74 69 63 6b 79 3d 53 74 69 63 6b 79 7d 29 28 6a 51 75 65 72 79 29 3b 6a 51 75 65 72 79 28 
64 6f 63 75 6d 65 6e 74 29 2e 72 65 61 64 79 28 66 75 6e 63 74 69 6f 6e 28 29 7b 69 66 28 6a 51 75 65 72 79 2e 66 6e 
2e 67 73 6c 69 64 65 72 29 7b 6a 51 75 65 72 79 28 27 2e 67 2d 31 27 29 2e 67 73 6c 69 64 65 72 28 7b 67 72 6f 75 70 
69 64 3a 31 2c 73 70 65 65 64 3a 38 30 30 30 7d 29 7d 7d 29 
Data Ascii: dow.Sticky=Sticky})(jQuery);jQuery(document).ready(function(){if(jQuery.fn.gslider){jQuery('.g-1').gslider({
groupid:1,speed:8000})}})

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

193 192.168.2.5 50059 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:16 UTC 7635 OUT GET /wp-content/uploads/elementor/thumbs/IoT-Launch-1-e1606988965340-ozc9z35gp13j9tdwhqobvd5zifl1e8z
nsan93tvq2c.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 21:47:58 GMT
If-None-Match: "5fc95d0e-cc2"

2022-04-20 13:12:16 UTC 7963 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:16 GMT
Last-Modified: Thu, 03 Dec 2020 21:47:58 GMT
Connection: close
ETag: "5fc95d0e-cc2"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

194 192.168.2.5 50061 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:16 UTC 7636 OUT GET /wp-content/uploads/elementor/thumbs/Keyfactor-p5mc0vz2ueo2x6ekmjrocggasoq72kshe6cmnsmy8s.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Mon, 12 Apr 2021 18:38:04 GMT
If-None-Match: "6074938c-12f0"

2022-04-20 13:12:16 UTC 7963 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:16 GMT
Last-Modified: Mon, 12 Apr 2021 18:38:04 GMT
Connection: close
ETag: "6074938c-12f0"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

195 192.168.2.5 50065 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:17 UTC 8107 OUT GET /wp-content/uploads/elementor/thumbs/KORE_Logo-0918-ozbzdryg8j41gj9f2x0qdl6c7b0muj7nczc8iv96co.jpg 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 18:28:54 GMT
If-None-Match: "5fc92e66-96d"

2022-04-20 13:12:17 UTC 8428 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:17 GMT
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-96d"
Cache-Control: public, max-age=2592000
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

196 192.168.2.5 50066 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:17 UTC 8171 OUT GET /wp-content/uploads/elementor/thumbs/losant-ozc05ck0pkuu0r7m2u2rimp3i748mwo75g8zb2dghc.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 18:28:54 GMT
If-None-Match: "5fc92e66-c8b"

2022-04-20 13:12:17 UTC 8684 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:17 GMT
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-c8b"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

197 192.168.2.5 50067 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:17 UTC 8828 OUT GET /wp-content/uploads/2020/05/IoT-03-1.jpg HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/membership/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:12:17 UTC 8862 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:12:17 GMT
Content-Type: image/jpeg
Content-Length: 225413
Last-Modified: Thu, 03 Dec 2020 17:45:39 GMT
Connection: close
ETag: "5fc92443-37085"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:12:17 UTC 8863 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 43 00 06 04 04 04 05 04 06 05 05 06 09 
06 05 06 09 0b 08 06 06 08 0b 0c 0a 0a 0b 0a 0a 0c 10 0c 0c 0c 0c 0c 0c 10 0c 0e 0f 10 0f 0e 0c 13 13 14 14 13 13 1c 1b 
1b 1b 1c 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f ff db 00 43 01 07 07 07 0d 0c 0d 18 10 10 18 1a 15 11 15 1a 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 
1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f ff c2 00 11 08 01 e0 07 80 
03 01 11 00 02 11 01 03 11 01 ff c4 00 1a 00 00 02 03 01 01 00 00 00 00 00 00 00 00 00 00 00 02 03 00 01 04 05 06 ff c4 
00 18 01 01 01 01 01 01 00 00 00 00 00 00 00 00 00 00 00 00 01 02 03 04 ff da 00 0c 03 01 00 02 10 03 10 00 00 01 e6 
6b 10 c5 bc f0 bb 72 e9 a6 
Data Ascii: JFIFCCkr

2022-04-20 13:12:17 UTC 8878 IN Data Raw: 8b d3 34 42 10 24 b0 e5 db 9d 73 f5 3a 39 61 d6 42 d5 cb 25 7d c8 4b 0a 29 5d 0c 20 25 1d 8c 56 4b 9f 53 0e 
f1 8f 40 18 12 75 39 eb 93 d7 15 56 86 84 36 05 73 2d 9d ae 5b 46 f0 a3 66 77 8e 6b 9f bc ec 93 97 a4 8d d0 8a 15 6c a0 
67 1c ca da 18 db 67 67 96 e8 95 92 ce 4e f3 64 0e a2 0a d1 61 a1 d7 4b 96 f9 3d 32 68 d3 ad cf 43 66 6a e7 74 e6 33 62 
0a 92 31 20 12 84 a2 45 18 15 db 72 9a b0 65 b2 24 28 94 49 64 aa 0d 08 b4 5a d5 ba f8 eb 44 2b ae 6d 2c 33 6e 35 bb 
9f 40 a2 8a 06 cb 8e 4f 5c 72 b7 98 51 67 47 1a 21 16 4a 74 35 05 55 43 2e dc d3 30 d6 2a 50 56 59 2c b1 c9 10 28 c2 
28 54 a2 12 a4 b1 a9 42 9a 62 5a 59 61 82 50 25 16 0a 84 38 a9 ab 44 d2 ca 2c 62 34 22 84 aa 65 da 95 62 d6 a2 4a 6b 
2e 61 a5 19 60 94 4a a4 13 36 76 32 c1 f6 67 94 25 d3 72 99 ac d2 
Data Ascii: 4B$s:9aB%}K)] %VKS@u9V6s-[FfwklgggNdaK=2hCfjt3b1 Ere$(IdZD+m,3n5@O\rQgG!Jt5UC.0*PVY,((TB
bZYaP%8D,b4"ebJk.a`J6v2g%r

2022-04-20 13:12:17 UTC 8974 IN Data Raw: 44 03 60 d6 6b 1d 84 63 06 60 0e c3 35 85 2a c6 12 b5 82 ec 60 6c 4c 67 b0 52 67 1e a3 2c d3 a8 df 14 fe b1 
58 a5 6a 48 09 eb 34 00 f6 07 12 c1 8a 67 83 00 64 86 b5 69 ae 23 02 29 4d a3 0f 1c 49 c4 18 cf 59 88 72 26 76 95 78 67 
ae c1 6f 23 3c c5 82 0b ef 10 dd 99 55 95 06 08 62 d2 d3 86 71 b3 15 40 93 40 26 a3 2b 61 d7 d3 65 00 1e a5 46 4b 9d 
69 00 d8 45 40 7f 1c 1c 58 62 bb 33 4d 9b 0a 70 71 0e 30 49 62 a4 01 14 95 0d 63 44 67 8b fc c0 e0 04 b3 52 ba bc b0 
08 d9 0a 9f be 70 5a c6 68 bd bc c7 fd a1 f6 1d 93 c1 07 d4 98 96 45 b3 54 57 26 73 08 2e 97 5b 03 2e 15 94 4f 10 03 02 
fb 5a ea 93 65 78 9f c6 5d b2 cb ec 75 84 30 98 8a c6 59 56 0b 20 98 13 d6 7a cd eb 78 eb a9 16 30 8b 71 8c 5b 0b 69 9
9 cc cc b6 9c f6 5f af fa 03 b4 de 6c b3 33 2d 3c c2 d3 1e 9e b8 
Data Ascii: D`kc`5*`lLgRg,XjH4gdi#)MIYr&vxgo#<Ubq@@&+aeFKiE@Xb3Mpq0IbcDgRpZhETW&s.[.OZex]u0YV zx0q[i
_l3-<
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2022-04-20 13:12:17 UTC 8990 IN Data Raw: e0 74 90 4e b3 bc ed 04 5d f8 52 8c 0c 48 d1 b2 7e 2a 9f 96 9e f3 a2 68 7a 47 5c 11 69 26 d3 aa d1 22 08 1a 
18 a9 31 20 8d 24 82 2d 04 0c a8 c9 94 bd 5f 4b b2 d9 68 f6 a8 92 a1 56 27 77 41 03 d3 8d 23 74 3a 45 4e b1 78 de 05 
b3 29 1a 13 9e a4 f6 68 86 28 bc 5a 7b aa f0 a3 f0 99 7e 0e 45 d6 d9 3d 11 65 78 d1 a1 52 2d 98 bd 20 82 08 1f 02 45 4b 
83 01 53 1b 2b 4d 96 9f 7b 2d 6a 7c 0a fc 8f 7a 46 52 46 af 48 26 de 5d 6d 2e 7a 22 f0 4f 43 b4 59 d9 af ba 13 9d 20 49 
18 e9 e5 f2 ba 1a b3 bc 10 32 75 7b 55 e1 47 5c 77 c7 56 3f 83 4b b2 2c df 44 5a 3b 5b b5 1b bb 4e 95 21 91 77 3a ab 2b 
c5 d6 95 79 d3 1c 90 40 88 bc 5a 0a 91 83 29 50 41 e6 8c ff 00 b7 5f 02 2f 04 69 55 da fb 89 e8 d1 91 28 77 92 45 49 1a 
34 2b 40 ef 04 5a 49 b4 5e 2c d8 95 a4 93 22 7a 9a 31 62 db 
Data Ascii: tN]RH~*hzG\i&"1 $-_KhV'wA#t:ENx)h(Z{~E=exR- EKS+M{-j|zFRFH&]m.z"OCY I2u{UG\wV?K,DZ;[N!w:
+y@Z)PA_/iU(wEI4+@ZI^,"z1b

2022-04-20 13:12:17 UTC 9006 IN Data Raw: f1 66 39 3e 22 b5 34 2f 8c 28 8b c4 5e 47 11 c3 19 cf ea 4d c3 0b f2 27 b0 a1 ea 36 4e 55 2b 57 a1 22 50 f3 
6a 55 a9 97 9b 1c 2a 1d a9 5d 9c 48 9a 42 7a d0 72 52 25 11 ca cf 77 4e ac ac 2a 59 19 cd 13 49 54 be 14 b1 f9 57 d7 07 
2b eb 85 73 28 54 da f8 95 22 25 05 75 79 9d 0a d5 8d 64 52 82 c3 8a b8 d4 78 6d 67 9e 35 be 87 98 fb 15 12 b0 f8 8e c7 
e9 21 13 3a 68 70 45 fe 2c ad f4 2d 4d 30 eb f5 fe 46 dd 51 b4 8e a2 45 11 a9 28 ab 01 b7 0b 9c 05 cb 99 99 92 8e f9 45 
fb 92 70 94 a1 52 6a c5 70 96 5a 1b 50 79 ac 22 ed ec 6f 86 87 33 2e 58 e5 36 ca fa 1c 2f 64 9a 67 31 54 9f 62 75 48 9e 
59 48 da 6a 50 ab 23 8a 8b 22 fe 85 21 99 f2 97 6d c8 8a df a9 2d af 53 92 7d 51 35 8d 1e 11 39 65 91 3b 0e 58 47 0a bc 
b0 a7 14 5e b2 2b f5 2a fd 0b 7a 9a 76 c2 84 db f2 47 0d 
Data Ascii: f9>"4/(^GM'6NU+W"PjU*]HBzrR%wN*YITW+s(T"%uydRxmg5!:hpE,-M0FQE(EpRjpZPy"o3.X6/dg1TbuHYHjP
#"!m-S}Q59e;XG^+*zvG

2022-04-20 13:12:17 UTC 9086 IN Data Raw: 7c 4c cb a7 bc c9 36 d8 40 11 bb ac b4 11 5a 3d a6 a9 66 17 6e 91 bc ba 74 f6 83 b4 6d 4f 01 66 a7 78 cb 51 
de 06 60 07 6c 80 a1 dd 63 b0 46 0b 73 c4 09 6f 9f c7 a0 26 7d e7 d1 19 b6 36 c9 4d 68 d2 21 aa 3c 7a 3c f8 97 17 12 f3 
14 a2 6b 65 95 2d 2f 78 cc b5 c0 56 e5 a9 32 b9 b8 ad 2a 6a 66 a7 68 0c bb 47 e7 d1 9e e9 ab 82 7e 61 af af 78 af 41 5c 
3a e6 15 73 54 c8 61 9a 8d 29 c6 26 ef bf fa 8d 9a a9 a6 17 e6 14 55 24 98 51 47 b1 2b fc d2 b1 aa d8 b9 0a cd 4b 86 04 
90 fb 31 7d 7e 69 43 d5 d5 cb b4 46 b2 5c ad 8b bc 32 c5 2d 67 f3 78 b5 17 62 f6 6f e6 17 35 f4 81 22 94 b9 b3 f5 1a f8 f4 
7e a1 64 10 fb 78 83 6d f6 97 1e f8 80 27 f4 fb 8d 99 ea c0 2e 3b 40 18 1d d2 d9 6f 49 63 c3 4e c9 b2 54 d8 08 f6 1e 79 cc 
be b3 cf 11 ad bf 7a 2d 0d e6 52 d2 36 b5 8a e7 72 
Data Ascii: |L6@Z=fntmOfxQ`lcFso&}6Mh!<z<ke-/xV2*jfhG~axA\:sTa)&U$QG+K1}~iCF\2-gxbo5"~dxm'.;@oIcNTyz-R6r

2022-04-20 13:12:17 UTC 9201 IN Data Raw: be 3a b1 88 3d 04 eb 3f ec 43 96 fd 72 50 d9 85 bf 99 6c df 78 d1 f7 84 a4 15 21 13 65 f5 8e 58 70 87 17 76 ab 
49 a4 3d d3 2d 64 eb 29 ab 2a 6c 38 7e e7 2f 6a 83 99 a8 1e 93 7f 33 87 fb 1f d9 67 41 dc e6 5d e2 bf e2 12 9b 40 7a ee 
5a 4f bf 3f 86 53 04 38 65 ff 00 23 b1 fb bc b3 88 be d4 c4 1d 2a 2c 36 f0 d9 2e d6 9e e1 0d e1 f2 4d 25 0e c9 0a 30 8e e7 
ea 01 a3 7f 75 96 37 57 da a5 7a 19 a2 2e 7e 79 60 9c a7 a2 8f 98 54 07 bb f8 47 65 f6 b6 be c1 52 ce b0 d7 f6 77 88 e1 
5b b3 e9 20 bf 93 0f f2 53 f2 94 1d 77 0a 5a 41 63 30 e6 7e 45 7e 60 a3 42 68 fc cb c4 aa c3 ff 00 13 a0 7b 44 b6 61 ce 89 
a1 b9 6f bb 31 46 be a9 fb d6 7c 89 79 85 43 ec 98 d5 cf c1 fb 99 b6 f0 c6 a3 a9 b6 dd 6e 26 53 3b af ca 83 87 da 63 97 1f 
2c 28 d4 f7 c4 2b b5 1a d6 26 5a 04 14 d3 a6 
Data Ascii: :=?CrPlx!eXpvI=-d)*l8~/j3gA]@zZO?S8e#*,6.M%0u7Wz.~y`TGeRw[ SwZAc0~E~`Bh{Dao1F|yCn&S;c,(+&Z

2022-04-20 13:12:17 UTC 9217 IN Data Raw: 73 99 58 26 b7 33 e8 e6 35 18 1a ea fe 77 80 cd d3 38 95 b4 2d 1c 45 83 e8 9e 83 2e 68 1c 03 94 d8 2f e0 ad 
e1 0c c4 cf fb 88 6e 18 68 0a eb 1f 2c b2 cc 5f 1f a3 11 20 d4 1c 26 94 23 9b a2 cb 75 7b 1f dc b7 4a f7 25 da 87 cc d5 14 
22 e5 ce 72 13 ea 36 be e6 d0 38 65 b7 22 74 67 30 18 1f 71 65 f5 77 9e fa 77 8b 40 63 22 6c d5 fc 31 29 ad bd a1 8a b5 
74 94 35 95 ad 21 96 a8 1b bf c4 74 31 36 0c 90 f1 6d 36 93 e7 78 0e a4 1d 4e cd a5 4b 1a 35 30 50 02 b5 dc 86 a9 6e 
20 38 c1 e7 68 3b cb 33 bb 37 91 25 fe 2d f7 7e a2 05 f6 d3 86 51 37 cb 99 ea c5 c3 49 a2 d9 da 33 45 5c 10 6c 7b a8 9c 
22 d5 6a 46 e5 e0 e3 72 0f 4c 1d 66 e9 4c 17 01 4c 4f fb 15 b4 ce e5 bf 31 1a 9a cc 30 e5 81 4d 6f 99 d1 94 df 69 73 33 
bc 1d c2 54 d9 60 cd 9d e5 63 d6 91 6b 42 f5 82 1e 21 5a 
Data Ascii: sX&35w8-E.h/nh,_ &#u{J%"r68e"tg0qeww@c"l1)t5!t16m6xNK50Pn 8h;37%-~Q7I3E\l{"jFrLfLLO10Moi
s3T`ckB!Z

2022-04-20 13:12:17 UTC 9233 IN Data Raw: cb 8b 85 8a 51 32 34 fe 86 27 0b 4e 16 8d 94 70 6a 31 e6 e2 d5 27 c9 4d 32 5a 1b 1d 10 49 c7 c1 b7 ac 0a e3 
44 d6 c6 c8 7f 08 1a c3 21 9a 21 93 42 65 19 30 cc 6c 68 43 09 97 d9 66 27 84 37 44 37 86 50 9b 2b 2b ca d3 29 e8 72 
e8 78 a5 b8 72 67 de 1b 10 93 1d 23 21 3e 05 1f 7c 54 c5 84 d8 e9 e1 88 58 82 45 16 1b 37 eb 04 c4 f0 74 7e 34 78 81 
4a f0 b0 d6 16 23 23 c2 0a 85 cc 42 10 84 21 c2 ee 13 10 6e ff 00 0a 54 a3 56 55 e1 2a 58 d4 c4 de 17 47 d2 e2 8c 90 91 
45 ec 79 ac 5c 73 f4 26 26 37 87 d8 b8 35 86 41 21 77 fa 0c f6 4f b2 84 9d 1f 72 c8 25 b1 60 f8 e2 e2 e4 a3 18 f4 43 70 7f 
30 d2 4b d1 26 fd 09 9e a9 b2 31 6c 81 f8 2c 42 e1 39 d4 15 be 8b b1 62 94 a5 14 f4 ef 08 11 94 49 f6 34 62 e2 e5 c4 86 
a8 e0 91 e9 f0 41 c1 a6 4e 23 af 42 35 bf 42 7f 9c 10 9c 5f 
Data Ascii: Q24'Npj1'M2ZID!!Be0lhCf'7D7P++)rxrg#!>|TXE7t~4xJ##B!nTVU*XGEy\s&&75A!wOr%`Cp0K&1l,B9bI4b
AN#B5B_

2022-04-20 13:12:17 UTC 9249 IN Data Raw: 9a b6 85 b1 b2 34 0a 32 1b 25 ec 5a 1b 46 ae 1c 09 63 81 e1 bc 41 08 52 43 6d 72 22 e2 d6 c4 8d 72 f3 cf e6 
5b 5e 0e f2 bd 88 4a 65 b1 2f 78 43 fd 1b 21 0b ec 97 4c 6d 74 34 34 24 28 8a 23 b4 6a 1a 8c 8c 22 12 0d bf f0 20 2f b0 
eb b1 a6 bb 1e c3 63 62 70 15 d7 65 65 15 e8 bf 47 f0 5c b7 ef 2f e4 fc 10 6e 55 84 45 64 0d 65 a1 84 bc 1a 1b 2f b1 14 
d9 31 47 be 0d 8c d1 9c 41 b4 2c 58 45 43 09 94 a6 86 8a ca c6 3a 15 0d 51 1f 22 46 d1 01 2b 29 3d 1f 62 22 32 a2 ac 95 
fa 1d 23 2b d8 8a 41 21 0a 52 0f 30 84 12 12 12 12 c3 12 e1 af 23 77 91 26 9d 7c 1a 31 ff 00 32 82 97 03 49 7e 11 09 8b 
39 29 ae 5e 77 00 cf dc 7f 69 53 79 e5 59 57 5f e1 1f af f0 2f b2 1a bd 23 fe a9 3e 98 f6 4b 65 83 62 7e 89 ef 2f 5b 63 13 
13 1b da 1a 19 07 e8 21 34 34 46 c5 6b 08 42 f6 37 32 
Data Ascii: 42%ZFcARCmr"r[^Je/xC!Lmt44$(#j" /cbpeeG\/nUEde/1GA,XEC:Q"F+)=b"2#+A!R0#w&|12I~9)^wiSyYW_
/#>Keb~/[c!44FkB72

2022-04-20 13:12:17 UTC 9265 IN Data Raw: 91 cc 78 0c 64 a1 f4 4f 04 2e 51 45 48 6c 55 33 e6 53 e4 2e 94 b1 eb 2e 6a 32 02 af dc b8 0a 5f ab 12 ac d7 
dc d6 1a bc cd 85 41 af 10 6d e1 d1 39 e2 51 85 c5 f8 96 8b 1d b2 d9 5d f5 95 0e 53 07 58 db 43 2d 64 88 74 ae 25 74 8f 
d9 c0 1f 49 63 ae 62 d4 ab a6 a2 00 90 af 0c 71 7d 61 22 31 82 ce 57 b4 c4 b0 3a 96 e8 4c 1d 39 cd 69 c7 13 02 ab c1 95 
af 15 09 3c 55 52 7c 23 cb 92 b7 80 15 dc 82 4b 54 39 00 6c f6 b9 89 25 9e 78 ab 3e 15 80 ce 0d 1e bf f5 8d 95 a6 06 bb 
f0 46 2b 61 75 e8 1a a8 bd bf ca 14 1d 24 f0 ed 67 a1 76 c7 3b 26 6d 35 c9 5c 35 d0 80 07 4c 9a 6a c6 ed 83 96 5f 5a 7e 
a5 8c 46 23 97 d4 70 d3 bb 70 0e ae 22 22 0a d9 40 eb 11 6b a6 2d db ec c7 5a 95 4b 0d 16 b1 62 e3 c7 56 76 fd cc 00 
e8 32 7e e6 12 c7 15 5a 81 b5 52 ff 00 8d 40 0b 66 96 14 fa 
Data Ascii: xdO.QEHlU3S..j2_Am9Q]SXC-dt%tIcbq}a"1W:L9i<UR|#KT9l%x>F+au$gv;&m5\5Lj_Z~F#pp""@k-ZKbVv2~
ZR@f

2022-04-20 13:12:18 UTC 9343 IN Data Raw: 03 cc 44 23 0e 8b 66 65 ff 00 2e d5 94 f4 88 52 e0 1b 06 21 7d 48 21 86 38 30 60 ad 14 42 46 47 89 91 87 05 
2d b5 1a bc a6 0a de 21 e6 47 2e 46 fc 74 86 be f4 b2 99 e6 f4 cc fa b1 a8 51 de 44 b0 19 c2 3c 39 95 a1 a0 32 e0 20 28 
0f 72 f5 61 75 a8 5d 76 87 08 1b 36 ad 91 6b 16 14 39 53 35 a9 5a 81 bc 60 84 17 c7 b6 e5 e2 a0 70 b7 f8 81 18 c8 e6 a8 
98 1b 1d b1 04 31 75 e2 15 68 df bc 2a 87 70 86 19 d7 9a 6a 0a c2 8f 5b b7 cc 1c 2c ae 69 2e ca db ce d3 48 2f ad 41 2e 
25 06 37 11 5e 5c b0 53 38 40 06 ad 33 00 c1 c7 74 8d 78 5b 3b c1 56 82 bb df e2 61 51 2d 61 a9 93 08 34 68 e9 eb 0a 
64 4e d8 06 b4 cb 1f 14 a2 70 2a b6 2a 64 43 3b a6 81 f7 8e 5d c0 19 78 78 83 24 42 8a 68 ae 90 65 70 a3 c7 fd 41 88 af 
2e 57 1a 58 1c 36 43 22 af 72 b0 e1 f5 b8 f0 03 c5 d7 aa a5 
Data Ascii: D#fe.R!}H!80`BFG-!G.FtQD<92 (rau]v6k9S5Z`p1uh*pj[,i.H/A.%7^\S8@3tx[;VaQ-a4hdNp**dC;]xx$B
hepA.WX6C"r

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:12:18 UTC 9359 IN Data Raw: e2 c7 2b 4c 49 8d fe 2a 38 c7 3d 26 54 50 a7 80 0e 66 43 00 2c 2c f4 96 27 05 b7 a1 d8 20 72 7d a6 a8 c1 2f 
d2 0f b2 fd 5c 45 06 dc 04 a1 43 3d 4b 2d a3 d5 71 b0 5c 4c 15 a8 77 a2 01 97 66 f4 d8 97 03 4f 72 f2 45 ad a1 d1 d0 e9 
2e cb 2d 85 3f 0c 60 ca 9c ba 70 25 72 a8 0a cc 37 52 c9 36 2b 60 f3 d6 5a d4 6d 6d c2 4c 8b 36 9d 93 6c 9d e1 aa a8 7b 
66 f1 a4 20 da d0 72 0d f5 6a 17 76 2a a7 01 e6 e2 f9 8f 3f 17 93 5c 84 2a f5 14 1d 66 a5 f7 dc 37 96 ee e2 7b 30 4e 63 
85 b7 ce 21 c8 a7 36 64 f7 94 c1 a7 87 8b 94 ef 52 fa ab 88 ed b4 51 69 59 c4 0a 40 b1 b5 84 78 73 0d 2e a5 70 2b dd 30 
ed 0f fd 01 73 11 d7 c4 03 79 1e 65 e0 90 78 25 d7 95 4c a6 bb 43 67 29 70 0a c1 53 7d 65 a8 9b 32 c3 cb cc 09 4f 86 c0 
99 21 cc a6 20 b7 90 ce 84 4c 78 02 f3 7e f1 b8 7d a8 a4 
Data Ascii: +LI*8=&TPfC,,' r}/\EC=K-q\LwfOrE.-?`p%r7R6+`ZmmL6l{f rjv*?\*f7{0Nc!6dRQiY@xs.p+0syex%LCg)pS}e2O! L
x~}

2022-04-20 13:12:18 UTC 9375 IN Data Raw: df 3a 88 07 c4 4a 2d 07 74 cc 2d c0 6e d8 0f 16 5c b1 31 e0 42 25 0b 00 62 88 d9 e5 85 96 0d 06 81 a0 f1 28 
0f 58 52 74 bc 17 ff 00 20 de 8a c0 76 78 09 52 dc e8 bb 70 62 a3 64 0a c1 7c 55 66 b7 09 d1 1b 0d 8e cb 7f 49 5e 5f 68 
d1 3b 69 10 23 d0 65 f3 29 47 0e 08 8a a1 bf 32 f5 b9 cf 2f 92 1e 2b 60 6e ad c2 f8 ff 00 08 33 22 cb b5 12 dd 67 3c e2 73 
0a f6 60 4f b0 3a 23 b2 6e 91 7b 74 ba 74 3f fa 99 e6 10 73 87 15 34 94 0a 15 23 cc 5f 6b 21 96 f2 1f e6 09 35 23 74 57 
a3 6b 1a 23 40 bf 10 1b c4 74 f2 60 73 43 5f 86 00 bb e3 de 71 35 00 ce 70 57 68 66 b0 91 ea bf a6 e5 2d c3 91 aa e1 f7 
df fa 6d 9d e5 19 80 44 32 72 5b d6 19 24 54 c5 0c 5d 15 1d a3 9a b5 c8 20 3d 04 6d 09 e5 f4 00 46 05 0c 28 50 af 0d ad 
18 25 1d 7b 0d ac dc 71 f6 94 5f ac 1f e5 15 ea 42 83 
Data Ascii: :J-t-n\1B%b(XRt vxRpbd|UfI^_h;i#e)G2/+`n3"g<s`O:#n{tt?s4#_k!5#tWk#@t`sC_q5pWhf-mD2r[$T] =mF(P%
{q_B

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

198 192.168.2.5 50070 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:17 UTC 8829 OUT GET /wp-content/uploads/2020/05/iStock-1125578452.jpg HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/wp-content/cache/breeze-minification/css/breeze_8f50f876cb013ec9e64984d
6f37f61cf.css
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:12:17 UTC 8830 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:12:17 GMT
Content-Type: image/jpeg
Content-Length: 182050
Last-Modified: Thu, 03 Dec 2020 17:38:27 GMT
Connection: close
ETag: "5fc92293-2c722"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:12:17 UTC 8830 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 43 00 06 04 05 06 05 04 06 06 05 06 07 
07 06 08 0a 10 0a 0a 09 09 0a 14 0e 0f 0c 10 17 14 18 18 17 14 16 16 1a 1d 25 1f 1a 1b 23 1c 16 16 20 2c 20 23 26 27 
29 2a 29 19 1f 2d 30 2d 28 30 25 28 29 28 ff db 00 43 01 07 07 07 0a 08 0a 13 0a 0a 13 28 1a 16 1a 28 28 28 28 28 28 
28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 
28 28 28 28 28 ff c2 00 11 08 04 38 06 53 03 01 22 00 02 11 01 03 11 01 ff c4 00 1b 00 00 01 05 01 01 00 00 00 00 00 00 
00 00 00 00 00 00 01 02 03 04 05 06 07 ff c4 00 1a 01 01 01 01 01 01 01 01 00 00 00 00 00 00 00 00 00 00 01 02 03 04 
05 06 ff da 00 0c 03 01 00 02 10 03 10 00 00 01 f4 50 20 00 00 80 0a 
Data Ascii: JFIFC%# , #&')*)-0-(0%()(C(((((((((((((((((((((((((((((((((((((((((((((((((((8S"P 

2022-04-20 13:12:17 UTC 8846 IN Data Raw: 76 97 7c f9 a8 7a 68 33 bc 07 68 d6 c7 4a ac 9d b3 50 a4 c1 02 c8 db 12 58 4a d1 bd cf 9a c7 58 fe 52 e6 b1 
b1 58 bb be 79 ae d3 82 e6 b3 66 5b 2a 36 78 6c 72 c4 f9 5c cb 11 d4 01 1a 5c 2b 48 a9 14 f5 ac 99 f5 df 2c b1 b9 56 a9 
2a 5c b6 58 e4 8b 6c 91 66 a2 72 3a c4 95 92 43 ab dc 82 5e 43 8e ee fc eb 57 d2 6c 5a b3 26 09 6a 16 a9 c3 a1 2c b9 
93 c9 14 b2 15 c3 ad d4 f3 5d 0e 3d fb b3 23 56 f3 70 d5 00 05 01 00 00 40 54 00 00 00 02 b5 2d 49 32 af 53 2c 59 cc 4e 
7d 35 db 46 dc 8a 8a 90 80 90 22 22 b9 01 1b 4e dc 19 e9 93 3d aa 3c bd 59 3b 91 49 77 9a 96 8f 57 8a 2a f9 f7 b3 ab a8 
fc ad e3 52 59 b3 62 fb a3 b2 46 e7 a2 22 aa dc a0 a0 8a 08 0a 08 28 22 80 0a d0 85 d1 d8 d4 72 54 b2 55 25 b7 14 72 
45 d9 a8 36 cd 45 a3 26 b3 65 14 b1 00 00 00 00 05 11 af 6c 41 
Data Ascii: v|zh3hJPXJXRXyf[*6xlr\\+H,V*\Xlfr:C^CWlZ&j,]=#Vp@T-I2S,YN}5F""N=<Y;IwW*RYbF"("rTU%rE6E&elA

2022-04-20 13:12:17 UTC 8926 IN Data Raw: df 51 1b 90 ea 61 85 bb 83 17 e7 11 bb 4b ea d5 95 83 07 61 9f 91 fa ac c5 1b b2 99 58 f6 2f dc 7e 7c 4b db 
72 9d 14 b4 ca ef 68 dc 32 13 2b 19 e9 3e af ec 7d 14 3c 2a c2 f7 64 de 6e 69 bb 43 78 60 86 19 69 d4 e7 2a b2 56 c2 2b 
74 d4 6a f7 1f 1c 19 91 8b 2d a7 47 dc 92 9c c6 59 46 58 68 ae 0f 46 ac 19 66 36 e3 e3 91 15 99 25 79 31 2d 06 7c c6 40 
65 b8 c1 a5 b8 84 46 42 b3 71 5a 2d 91 6c 80 ee 15 dc 7a b7 2c c7 8d 49 13 8f 45 62 22 db 12 c8 b6 c5 b2 03 b9 a8 d5 
6e 3d 11 aa 9c 65 0b c1 33 6c e7 6c a1 66 32 69 63 9e 2a f6 12 df e8 1f e3 c5 53 8e 4f e1 5f d2 9f 95 f8 e9 b8 cf 0b 44 ad 
ac 38 fe 1e 4c 4c 05 0b e2 b8 e2 b8 bd 6c 87 e6 61 3f 1b 71 5f 6b b9 be 8c 74 bf dc f1 71 ac af 45 47 56 63 ed 6e b3 ee 
3f 72 fd 8d 2c f9 6e b8 e7 56 13 b5 f8 6a 9a 29 ea 63 18 
Data Ascii: QaKaX/~|Krh2+>}<*dniCx`i*V+tj-GYFXhFf6%y1-|@eFBqZ-lz,IEb"n=e3llf2ic*SO_D8LLla?q_ktqEGVcn?r,nVj)c
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2022-04-20 13:12:17 UTC 8942 IN Data Raw: da 2c f1 4b 10 5b 59 ab 77 d5 a9 e1 dd f1 3a 99 7d 35 da 32 3c 22 a6 99 1e 1f 91 4c d1 2f 45 7d b2 3d b5 bb 
7e ed 0f c9 68 6e 2d cf 6a 83 68 61 32 83 b0 d1 0c 7e d1 0e e0 30 80 61 c6 ac 99 9e fa 55 60 65 43 93 fa 5b e7 f0 4f d0 
1e ad 4e 31 ab 10 d5 0a 30 fa 80 91 3c e7 e9 be 9f 1d 33 33 05 50 ed 98 09 5a 6b a1 6e 96 5e 04 1d e2 88 ab 14 6e 2a 
eb a9 e8 66 5e 1a 5c 2d c7 b2 92 b6 6e 3d 0a f2 9a 8a 5d 8b 6d 5c 43 c6 44 b2 66 f8 3d 76 cc 9c 1b f1 9b 0b c5 72 2b 35 
31 7a fe 96 46 05 56 9c 4a de aa c6 7d 76 d8 e0 95 fd 3f 3a 69 c7 4a 17 f5 cd 5b 21 4b 27 db 0c ec 65 f5 9b 29 f3 af c7 98 
f6 d5 78 27 62 d3 11 b9 05 44 ae 31 c9 a2 53 91 55 c7 ed 96 6b 82 34 be 91 91 5f 95 93 40 c6 bd 2c 63 b0 5c ae d0 92 af 
55 4c d7 f3 69 fa ae 26 a0 2c 8e da e8 ae 44 06 7c fd 2f 
Data Ascii: ,K[Yw:}52<"L/E}=~hn-jha2~0aU`eC[ON10<33PZkn^n*f^\-n=]m\CDf=vr+51zFVJ}v?:iJ[!K'e)x'bD1SUk
4_@,c\ULi&,D|/

2022-04-20 13:12:17 UTC 8958 IN Data Raw: 7c 87 68 78 29 48 29 cc f0 12 53 f2 08 04 da 26 e9 cd 4a 4d 68 45 ee d4 d5 22 a6 a6 b5 4c 78 aa d2 80 e4 8a 
15 bd 1d c1 8a 65 20 fb 9b 1c c3 ec 9c a8 db 51 40 20 89 09 a2 00 98 22 1d 78 14 0e 53 87 30 a1 93 ae 14 08 bd 3c e9 
de 92 9d c9 5c 9d c9 29 dc 27 27 55 3b d6 af 39 df 68 a8 67 4d 42 8c 28 be 67 87 96 44 b8 08 9a e4 ba 95 69 ff 00 cc 76 
aa c3 7c 2d bd 22 8b 4d 56 b7 46 e3 0f 54 7d aa a2 77 a4 96 e6 12 bd d3 2a 8a 28 54 fe 88 15 1b d6 32 dc 39 19 e5 00 
73 25 c0 ce e4 ae 4e e4 94 d4 2f 47 22 75 c0 a8 31 63 51 84 aa ec e8 d0 fa 7a 23 3e 68 22 33 26 a1 47 32 a3 49 f9 29 71 
52 e1 62 eb ad 78 1a 2b 2d 69 07 24 16 e8 55 81 ca a6 85 68 d4 13 5d d1 15 49 b8 9e 63 90 28 7c 20 88 dd 04 45 54 8b 
e6 f8 2a 39 5d a0 13 6e 51 96 88 c2 b9 ad 78 29 f1 30 ca 91 a8 b6 
Data Ascii: |hx)H)S&JMhE"Lxe Q@ "xS0<\)''U;9hgMB(gDiv|-"MVFT}w*(T29s%N/G"u1cQz#>h"3&G2I)qRbx+-i$Uh]Ic(| 
ET*9]nQx)0

2022-04-20 13:12:17 UTC 9070 IN Data Raw: c5 70 ea 00 8f 58 b7 06 61 0e 06 78 55 27 70 ac c1 c0 e4 6f 9b 3e e2 3f 13 63 fd b1 8c ff 00 dc 55 e0 d0 4c 2b 
ba 97 5f 54 dc 40 50 eb 98 64 a3 b8 e7 4c 78 83 8c 96 76 09 93 4d 4f 70 f7 0d 04 cc 1c 5c 2d 11 0d 47 2c 70 d1 02 cb d2 
4c 91 e8 95 54 53 e7 b9 66 09 98 f5 10 7f 6e 7f a1 36 24 04 9e c9 e6 91 8f a5 60 23 a1 8f 4c 48 a3 8b 97 88 41 83 07 97 
e4 70 a0 eb ad 90 19 35 9d c6 af 69 9a e6 21 67 cc ca 99 b9 63 d3 8c 06 04 74 1c 0d 56 a1 8a 54 4b 38 8f 0d 05 82 31 2c 
27 ae 12 33 2e 27 68 d4 06 89 23 0c 08 41 8c 20 da 1b d4 f1 f1 0d 79 e2 48 b8 f1 34 f3 c0 61 7f 87 c2 01 17 31 25 ce 01 
63 c4 65 f9 e2 5f 3d cd b3 51 ff 00 02 5f 57 4a a4 78 e1 95 2d a4 ec 3e 47 03 87 96 1b 8d d3 68 b9 ba 9b 43 5c 03 83 97 
71 ff 00 74 76 63 b8 31 70 b8 37 cd 25 df 48 5f 3b 9d 
Data Ascii: pXaxU'po>?cUL+_T@PdLxvMOp\-G,pLTSfn6$`#LHAp5i!gctVTK81,'3.'h#A yH4a1%ce_=Q_WJx->GhC\qtvc
1p7%H_;

2022-04-20 13:12:17 UTC 9103 IN Data Raw: 4b 68 fd fe 3a 85 b5 ff 00 f5 2a b9 3f 0e 74 83 e9 fd 40 68 fe 2f a5 00 94 5e db e3 14 82 ee 54 c8 c6 8a 01 d5 
e2 16 83 08 87 f4 83 3a fc 40 4c 97 00 56 26 71 36 38 4d b2 cb 3b bd 93 01 f8 3e b9 15 17 99 73 0e 25 52 f3 28 2e 77 09 
b7 c8 9a 13 d9 2d 6d f3 4e 7c 0f 0e 18 a7 ee ab 12 d9 aa 7d 4a 50 fd 96 08 09 e4 32 4a c1 bf 64 44 df e6 4b d4 0e b1 2c 
d0 26 d0 7f c4 d1 83 ea 59 50 47 dc a7 11 c1 c0 71 32 e6 9a 9e 51 f7 12 5a 01 33 5c 3e 8d 37 3b 05 54 40 26 84 c9 fb a9 
97 b9 15 7d 13 1f a6 66 63 15 1a fe a6 6b ed 0d a7 fd 49 97 c1 b1 a7 ed 8e eb 29 4d 0d be 7e 0b 5b 96 7b 1e 5e 60 50 6a 
2f 0a f3 16 0d 8a ac bb 11 47 f9 52 e7 ea d3 37 44 1d 4a de a2 dc 5a 9b 87 ff 00 86 5d 9f eb 9a e8 21 6d 2e 5d b4 40 fd 
a2 c5 18 19 04 6c 4a 46 57 01 f4 87 f5 01 8c 86 74 5e 
Data Ascii: Kh:*?t@h/^T:@LV&q68M;>s%R(.w-mN|}JP2JdDK,&YPGq2QZ3\>7;T@&}fckI)M~[{^`Pj/GR7DJZ]!m.]@lJFWt^

2022-04-20 13:12:17 UTC 9119 IN Data Raw: 4e b0 8e 58 e1 73 b5 bf 8d f4 5e fc 0b 91 3c df ad a9 70 c1 71 ea d4 ee 26 8c 96 42 29 ca 1d b0 6c f0 64 a9 e1 
83 03 03 a8 d1 37 28 61 fc 37 ec 7c 0f 0f 82 6f 57 7f 8f 68 e1 cc 2b 6c 56 3e 57 88 be 04 77 7f 53 75 f8 87 32 cf f5 2d 8c 
b6 f0 d9 9e 26 12 4e 28 4a dc e6 79 b9 30 9e 01 e0 0a c7 f1 bd df bb 43 24 f7 30 f0 6d 9b 17 d4 33 bb 48 fd 60 ba b6 43 
21 d5 a9 e4 e1 b2 3c c3 63 20 40 64 18 07 89 61 60 6f f0 ba f0 de 7c 7b fc 07 c9 ab 0b 96 63 88 cd cb 09 e0 80 5e fc 10 
ed 3d 78 87 30 d2 78 5f 50 ed ab 2e ae fc 1c 0e 65 0b 90 ce 5c 9b 42 2f 67 e1 0d 72 5d d6 cf 18 21 93 bb 3f 64 1f 70 56 
58 33 9e 4b 5d a1 64 d9 77 24 7d ec 19 fa 4a 21 46 20 cc 78 10 93 1b 72 38 5d 08 30 cb 3f 83 dc 7c 67 3f 81 ef cc 36 33 
dd a5 98 e4 5d a1 db c9 cf 3a 23 a1 fd f9 7f f3 74 
Data Ascii: NXs^<pq&B)ld7(a7|oWh+lV>WwSu2-&N(Jy0C$0m3H`C!<c @da`o|{c^=x0x_P.e\B/gr]!?dpVX3K]dw$}J!F 
xr8]0?|g?63]:#t

2022-04-20 13:12:17 UTC 9135 IN Data Raw: ed 87 f6 4a a3 62 5a aa fa 87 0d 97 75 70 7a b3 51 b0 4b 94 a8 25 2a 6e 68 0c 5f b3 ea 5d 0d da 18 8f d8 ff 00 
71 4e f6 26 d5 4f 48 ff 00 53 33 99 31 a1 f4 86 bb 8d ad 2d 1b 07 a7 aa 94 77 a4 f2 5b 1f 65 7f b8 cb 61 c0 d2 e4 fb f5 e1 
72 e5 cb f1 72 e5 c2 6d 1b dc 36 42 20 a5 65 41 b8 6a 31 4b 97 08 b3 2d 28 71 8e 3a a8 c6 02 76 31 55 19 55 cd 97 33 
2f a9 69 17 90 58 22 59 51 2e f6 25 42 f5 19 4d ad 46 a5 15 33 2b 29 fd 43 da 23 e8 8d cb af 70 98 6f 32 a7 d4 18 28 81 
fb 94 ad 11 8a ad c2 8a 62 3c 84 1d b1 08 50 df c4 bc c9 f5 09 6e 9f 52 c2 90 96 6a ae 3e 42 a3 16 c7 c4 06 a0 ea e6 4c 
40 8b 03 d4 34 42 cb 70 91 a5 c5 65 91 0f 13 85 3f 51 77 08 6e 60 cb 43 0e 4a 21 4a 42 da 62 5c 92 4a cb 3f 72 94 4c 6d 
0a 00 41 38 69 3a 84 e0 09 69 84 e9 4b 4d 9a 8e be 5f 
Data Ascii: JbZupzQK%*nh_]qN&OHS31-w[earrm6B eAj1K-(q:v1UU3/iX"YQ.%BMF3+)C#po2(b<PnRj>BL@4Bpe?
Qwn`CJ!JBb\J?rLmA8i:iKM_

2022-04-20 13:12:17 UTC 9151 IN Data Raw: 21 ea 17 40 3b 08 7a 20 a5 30 d8 a9 d9 05 80 07 52 aa 22 56 2c 02 bd c4 a2 6d 74 86 ed 39 a7 44 00 00 05 
62 5a 6e 58 6e 3b 0f 16 4c 78 8a ce a6 37 6b 08 77 11 66 35 5c a7 5b 2b cc ba bd 75 4c 36 d5 f1 16 e1 d2 d1 2b cc 0a f9 
9c 3b 26 3a 3d 4f dc c2 b5 6b 7b 34 7f b8 32 99 03 1b 7b 4b 81 7b cd cb 38 a3 70 d3 72 ba 82 d7 96 be a6 4c c7 e7 83 
72 21 6b f5 00 94 df 24 37 3a 9a 9e a3 b1 ed fc 99 a2 dd c2 d2 e4 59 83 61 b6 52 a5 77 fe e9 c4 f6 21 5d 18 41 f8 04 07 
8a a5 c2 be 5b 70 86 d1 b6 26 99 c8 3b e2 31 ab 0b 57 a9 5b cd 99 70 90 a9 b6 7b 61 99 8a c6 2f b2 0a e1 cc c4 ce 7e 9
1 a1 51 55 4b 2a 29 93 98 b0 a9 9d 4b 30 59 0c 85 82 98 ec e4 be 26 73 e5 50 45 2c db 2a 18 51 6a 57 a1 e0 80 03 a9 
68 5f ea 5f 50 d4 7b 72 9e 62 85 8b 85 5a 53 a9 44 bc 00 01 70 c2 92 
Data Ascii: !@;z 0R"V,mt9DbZnXn;Lx7kwf5\[+uL6+;&:=Ok{42{K{8prLr!k$7:YaRw!]A[p&;1W[p{a/~QUK*)K0Y&sPE,
*QjWh__P{rbZSDp

2022-04-20 13:12:17 UTC 9167 IN Data Raw: 51 af fd f8 35 45 f4 b1 5a ea fe a0 3c db 3f cc a9 a4 9b 3d bf a8 ee f9 58 3d a5 9f 27 fa 97 dd 80 aa 9f dc c4 10 
c9 89 fd c1 2b 4d 18 ae 12 53 69 68 81 cb 94 f8 1e 16 22 01 b8 48 50 fd c7 82 8f 3d 91 0f 23 1a 1f 98 0a b1 0e 75 c3 9c 
81 a1 96 42 75 40 23 a5 c2 f0 f8 4b 95 3a d5 ca ca a3 ae bd c3 e1 41 1c 67 e1 28 c7 ed 19 ab 83 96 2a 2e 27 89 2e 99 7c 
db 3d 52 ba 1f a8 f5 c5 09 42 0c ce 64 46 5e 20 0b 34 94 73 08 f5 2e 42 29 9a 1f 5c c0 04 2d 80 e6 12 60 2c 3f 97 49 87 
68 86 97 44 a6 de db 53 dc 0e 1c 4c a9 ed 5a 67 bb ff 00 6a f1 5c 10 68 3b e3 01 8b c2 ca 51 61 f3 dc 51 54 2a 5b 96 db 
ff 00 73 3b 94 32 fc b6 71 1c 6b 9b e3 b0 42 88 88 0b ae 57 2c ed bf 43 08 9f 38 6e a3 7b 5a 29 23 6c 0a af 57 e3 64 1e 
68 8a 6d f7 8c 9f 70 42 c7 24 c4 4b 11 e8 43 d1 7f 
Data Ascii: Q5EZ<?=X='+MSih"HP=#uBu@#K:Ag(*.'.|=RBdF^ 4s.B)\-`,?IhDSLZgj\h;QaQT*[s;2qkBW,C8n{Z)#lWdh
mpB$KC

2022-04-20 13:12:17 UTC 9183 IN Data Raw: 16 24 49 64 27 88 23 82 0e dc 1b 68 97 ca 47 b2 7b 26 9e c9 5a ff 00 48 bf 98 10 17 e2 ed 99 73 dd 81 20 d9 
f8 5c bf c4 6c 07 e6 5d 9e 5e 18 c6 08 6c 15 2a 54 61 0f 09 12 f7 10 1d 32 cc 17 0c 53 86 6e 02 53 a8 d9 4a 9a 09 7a 97 
23 4d f0 c5 b6 98 39 80 79 84 21 52 fe 56 74 c5 a2 94 c0 13 63 0c d6 0c e0 60 40 fc 44 39 72 29 6c 94 d5 df 2f d4 b5 52 
98 47 10 44 b3 3e 0f c0 f0 4c 42 06 a1 08 79 3f fe 51 8c 67 28 6d 2e 29 86 21 14 19 8f 1e d8 63 c9 e0 ff 00 00 cb 97 2a 57 
82 6f 0f 1c c4 f0 9e 2a 24 7c d4 48 ca 95 2a 54 49 9a f7 18 48 91 8a 8c 30 f8 59 7c 7a fe 78 31 f0 9f 1f 3a 27 a7 e0 5f 27 
6f 35 3c 84 10 7a 43 c0 21 fa 89 d4 77 89 6f 82 88 67 80 80 81 03 04 08 79 a9 5e 18 ca 83 c1 6e fc 60 2d 86 22 e9 17 78 
7c 41 d6 ad 96 c4 71 7e 23 ab f9 80 43 c6 99 09 6a 
Data Ascii: $Id'#hG{&ZHs \l]^l*Ta2SnSJz#M9y!RVtc`@D9r)l/RGD>LBy?Qg(m.)!c*Wo*$|H*TIH0Y|zx1:'_'o5<zC!wogy^n`-"x|
Aq~#Cj

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

199 192.168.2.5 50068 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:17 UTC 8829 OUT GET /wp-content/uploads/2020/05/iStock-1189303727.jpg HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/wp-content/cache/breeze-minification/css/breeze_8f50f876cb013ec9e64984d
6f37f61cf.css
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:12:17 UTC 8894 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:12:17 GMT
Content-Type: image/jpeg
Content-Length: 161466
Last-Modified: Thu, 03 Dec 2020 17:36:58 GMT
Connection: close
ETag: "5fc9223a-276ba"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:12:17 UTC 8895 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 43 00 06 04 05 06 05 04 06 06 05 06 07 
07 06 08 0a 10 0a 0a 09 09 0a 14 0e 0f 0c 10 17 14 18 18 17 14 16 16 1a 1d 25 1f 1a 1b 23 1c 16 16 20 2c 20 23 26 27 
29 2a 29 19 1f 2d 30 2d 28 30 25 28 29 28 ff db 00 43 01 07 07 07 0a 08 0a 13 0a 0a 13 28 1a 16 1a 28 28 28 28 28 28 
28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 
28 28 28 28 28 ff c2 00 11 08 04 38 06 55 03 01 22 00 02 11 01 03 11 01 ff c4 00 1c 00 00 02 03 01 01 01 01 00 00 00 00 
00 00 00 00 00 00 01 02 03 04 05 06 07 08 ff c4 00 19 01 01 01 01 01 01 01 00 00 00 00 00 00 00 00 00 00 00 01 02 03 
04 05 ff da 00 0c 03 01 00 02 10 03 10 00 00 01 fa 80 08 01 00 00 00 
Data Ascii: JFIFC%# , #&')*)-0-(0%()(C(((((((((((((((((((((((((((((((((((((((((((((((((((8U"

2022-04-20 13:12:17 UTC 8910 IN Data Raw: bf 3c 55 2f 9f f4 63 76 2d 04 c7 9e cb 2b cb b3 bf 0e 6d 95 1e af 2d d3 aa 7a cc ef cf ac ea 68 cd af 58 95 91 
95 8a 33 02 36 46 5c b3 8d 99 b6 73 fa 58 2b 27 cf 3e 89 f3 bc 6e e8 35 9d 7d 4b cf 53 e9 b1 7c 89 1b 9a ac 9a 20 a7 1b 
20 a7 01 27 11 57 6a 88 7a ef 21 59 f5 ef 3d c1 f7 5a cf 94 8f 6f 8b d3 1d 3b 2b b2 5a 3a d8 55 9d 9a 23 6d 99 6d bf 31 a4 
cf 71 37 55 92 b4 80 88 88 73 3a 5c 3e 7b ca 45 79 7b ca 50 91 34 a2 58 41 16 fa 4e 77 6b af 39 b4 f5 98 e5 d3 4d 67 8d 
a6 a6 a9 c2 78 2e 8f 3b a2 b5 68 cd a4 8e 4d b8 8b 48 b5 8d 56 56 99 fe 2d f5 1f 93 6a 7a 7f b1 7c ef e8 52 a8 91 94 94 
82 35 59 4c 66 d1 46 aa 84 2e 0c 17 c6 e4 93 9b 5a a9 d5 4a 65 b6 72 15 76 e7 21 af 05 b5 d3 95 3a 65 83 49 24 44 2c 
95 52 5b 84 c6 24 15 b8 10 cb 76 42 9c 57 51 cf 4c 6b 
Data Ascii: <U/cv-+m-zhX36F\sX+'>n5}KS|  'Wjz!Y=Zo;+Z:U#mm1q7Us:\>{Ey{P4XANwk9Mgx.;hMHVV-jz|R5YLfF.Z
Jerv!:eI$D,R[$vBWQLk

2022-04-20 13:12:17 UTC 9022 IN Data Raw: dc 6e 37 1b 8d c6 e3 71 b8 dc 64 dc 64 ce 9d 0e 9a 5a 43 11 7a 3e b2 4b 07 79 b1 1b 7c 09 13 22 54 4d 8e 3e 
7e 37 55 62 08 a6 b0 aa 33 27 09 b6 ca 8c 07 1e b6 cf 74 78 8d 6c bb 5a 5c ca b1 58 5a d4 a8 a9 c7 88 f1 29 de 55 b8 
8a 84 f8 5f 0f 75 25 08 aa 70 bc 7b af 7f 8e 47 fb 09 32 6c a2 ba b6 54 79 76 f0 c2 7d 12 d6 53 12 6c 51 d1 b2 52 23 11 2f 
4d 0b c4 bf 19 95 19 55 95 1f 51 08 a3 f7 7f e5 0b c0 d0 bb 2e fa d3 fb ba 3f 0b 19 1f 03 24 3d 19 69 1c dd 4b b9 52 3b a9 
a2 a7 b6 af b5 fb a1 de 3d 99 c2 fe fd 2d 59 50 a1 0d 94 74 af 2d 94 58 c8 f5 71 ef a3 18 87 ac bd 93 17 76 f0 42 1d 65 e0 
f8 47 c6 b2 78 3f f9 e4 c9 93 26 4c 99 32 64 c9 93 26 4d c6 4d c5 25 ba 4b a4 49 bc 28 22 44 09 33 25 3a 9b bc 33 ed 48 
a9 d2 34 9e 61 c6 36 7d 54 22 25 24 4f 27 cf 0c eb 
Data Ascii: n7qddZCz>Ky|"TM>~7Ub3'txlZ\XZ)U_u%p{G2lTyv}SlQR#/MUQ.?$=iKR;=-YPt-XqvBeGx?&L2d&MM%KI("D3
%:3H4a6}T"%$O'

2022-04-20 13:12:17 UTC 9038 IN Data Raw: 65 6c d6 56 56 56 56 f7 60 f4 8b ab ab e6 ba ba bf 2f 65 65 6c d6 56 56 e6 6b 0d a7 b8 06 f7 28 35 93 79 42 
46 47 b7 b6 c7 a0 df 35 d5 d5 f9 6b 2b 2b 65 b2 b2 b2 b2 b2 b2 b7 39 b3 b4 5c 7f 68 9a da 18 5b be 5c 16 ff 00 f0 14 b0 
18 3f ea 24 3c cd 4d f8 9b 47 fb 56 de 33 a6 fe 8d e8 13 67 dd 6e 5c 55 37 68 ef a9 9a 05 ba f6 ff 00 2a 9e d7 1e a9 65 6f 
51 da c4 32 46 46 58 7d 96 c8 a0 f0 ae 55 61 20 bb bd 56 00 b7 aa 25 8e 21 35 b8 ae 2e 60 e9 35 ba 76 54 da ea 15 f9 
8e 3f ca dd 6e d8 f9 aa 95 5a ee c7 da 83 d2 6c ac ac ad 9a ca ca ca de 9f 55 26 d5 ca 6f 3f 68 cb aa a2 a2 90 e2 57 84 
c2 71 f0 89 30 05 10 be 55 0a 1b ce da 16 33 52 fc 40 97 90 b7 31 1a 7d e7 6c d6 56 56 56 56 f5 92 dc 25 5a 98 6d 1b 2d 
d5 28 4b 0f f9 5b 45 4e 32 5f fd 2f 0b 75 6f 29 9b 42 aa 
Data Ascii: elVVVV`/eelVVk(5yBFG5k++e9\h[\?$<MGV3gn\U7h*eoQ2FFX}Ua V%!5.`5vT?nZlU&o?hWq0U3R@1}lVVVV%
Zm-(K[EN2_/uo)B

2022-04-20 13:12:17 UTC 9054 IN Data Raw: db 50 2d 0b 7b 42 93 84 27 dd 12 98 68 2b 15 42 d9 16 28 9d 0b e0 8a 38 25 28 10 a6 67 15 13 a1 ac d9 34 bf 
62 2e ca 51 a1 dc b6 10 d1 4a af 44 c4 9b 91 36 3c 69 62 5f 29 30 84 cb 7a 65 aa 4f e4 5a 22 89 a2 04 68 bf 23 c3 17 78 
3f 22 f2 42 f2 d8 7f 49 04 10 42 08 12 16 02 08 af 38 27 13 98 23 cd 62 08 23 c1 65 8c 7e 6f 0b 0c 78 5e 28 58 54 30 41 
a8 68 18 70 d1 b3 37 a4 97 b6 c7 e9 ba 3e c7 42 5e 08 aa 8f 60 b6 8f 50 ac 89 41 64 59 27 c8 98 36 91 b0 b8 de c9 a1 
73 54 12 2d 9c a3 b6 25 fb ec c6 5f d6 7e 45 96 88 f2 fe a0 e9 0a 0a d9 30 1a f7 0f ae d1 a1 1c e6 28 93 7f 42 75 46 cd 86 
2b 13 c0 c4 84 3d f4 70 2d 7d cd 40 d9 bf 02 ae e1 11 1b 0b 0a 0d 09 ec 49 7e 09 1b 3d 0c c0 a2 e7 f0 2d a7 5d 09 0e 51 
33 ff 00 0b f1 44 a8 b4 34 7a 86 ab 11 b7 1a 93 0d 70 f0 
Data Ascii: P-{B'h+B(8%(g4b.QJD6<ib_)0zeOZ"h#x?"BIB8'#b#e~ox^(XT0Ahp7>B^`PAdY'6sT-%_~E0(BuF+=p-}@I~=-
]Q3D4zp

2022-04-20 13:12:17 UTC 9185 IN Data Raw: 58 5a c6 71 4d a2 eb 22 96 60 9f 15 82 08 1e 2f 81 bf 84 9f 4c f9 3f 04 df f2 3f f9 82 6e 8b 44 c7 18 43 fb 7f a1 
ad bf e0 e4 07 73 1c 96 c2 2e 87 e0 5b 88 af 0f c0 b6 48 88 1d 31 2c 5e 91 23 1a eb 17 59 ea 13 1a 2b 22 77 1d 15 58 e3 
f0 23 b9 33 82 0c b9 63 44 48 34 19 cb 92 84 e8 77 f7 1c 3e d1 a0 e8 51 1b 7d 86 9b 9d a1 ec 51 02 7c 13 0c f4 36 28 06 
ef 82 6c 70 ad 91 2d 4c 1b 25 fb 9f 64 93 1f 65 06 ba 12 8d 8a 41 b1 b1 64 8d 63 02 5c 9e c7 18 31 d3 15 a3 91 c4 7d 18 
99 3f 35 08 95 a5 6d 0f 29 3a c6 a9 ec 34 34 cd d9 6b 13 65 e1 7b 48 1a 57 63 1f 82 f3 02 b0 83 17 2c 73 26 51 15 08 20 
6e bb 35 a3 d1 2c 09 24 7b 11 c2 c8 61 3e d8 e1 0a 28 81 62 72 a8 b8 74 28 af 43 ac c5 dc 45 2a 68 b4 88 63 69 b2 38 
a8 c8 8f 25 9b e7 c9 83 c3 a1 a8 d7 04 8c fb 68 86 4e 
Data Ascii: XZqM"`/L??nDCs.[H1,^#Y+"wX#3cDH4w>Q}Q|6(lp-L%deAdc\1}?5m):44ke{HWc,s&Q n5,${a>(brt(CE*hc
i8%hN
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2022-04-20 13:12:17 UTC 9281 IN Data Raw: 50 c4 12 fd 1b fc 1b 2f 7f 03 82 65 06 59 79 20 d0 f8 c2 ea c4 92 51 67 98 8f e6 41 89 fa 90 b9 cd 32 21 61 1e 
47 da fe 88 6c 41 a9 df c1 b5 28 4e f2 3e 86 22 0d 19 0f 3e ee 84 20 c3 d1 04 1a 1a c9 8f 7e c4 89 16 bf f0 58 fc d6 41 86 
b9 bf c2 85 c5 21 04 10 4b 3f 9b e4 4e 3e 02 b1 23 c4 16 f4 36 7a 85 fe 23 28 21 8f 21 84 41 22 0c 7d 95 ed 0d 35 f5 4c 
4b 5e 4a 38 1a 1a 1a 21 07 f7 7e 09 12 21 e2 1f b8 90 f9 41 89 c5 fe 15 c6 82 10 9a 87 bd 90 fd 1a ab bd ea f7 14 2e c2 
89 44 52 e5 20 ec 7f 30 8a 52 8c 84 14 18 be aa 31 71 21 21 ab 43 43 44 20 ce c1 24 94 58 c4 a9 29 35 62 e6 d5 1a fc 
88 4b 82 51 32 70 43 e1 d1 8f fc c6 e2 10 6a 9f f4 13 ba d8 dd 74 5a 83 f0 7c 68 99 07 d1 20 d4 7f 64 84 21 e8 45 c9 38 
ce c2 d7 7c 0c 5d 2b f4 6e e7 61 f5 f1 98 ff 00 19 0b 
Data Ascii: P/eYy QgA2!aGlA(N>"> ~XA!K?N>#6z#(!!A"}5LK^J8!~!A.DR 0R1q!!CCD $X)5bKQ2pCjtZ|h d!E8|]+na

2022-04-20 13:12:17 UTC 9297 IN Data Raw: 10 2a 22 3e b0 02 dc 02 4b 22 08 fb 20 9c 43 3d 62 36 d4 71 ea 0e fd 41 c6 59 68 43 65 98 e6 60 29 57 55 a8 
38 c2 80 63 39 69 da a8 45 55 5a c4 66 38 f2 ae 35 85 5b 29 03 5e 8a de 90 81 9d d6 e2 71 2a b9 73 1a 84 de e5 42 9b 
be a2 c0 15 4e e5 a6 59 3a 82 82 61 2f 91 57 77 11 8b f7 51 63 2a 39 c4 0a 68 cf 4c a3 2b f2 c7 50 e2 b1 01 15 e0 4a 8e 
dd ca 18 2b 61 ee 55 d6 51 ba 60 2a a4 ab 5d c2 da 32 5b 59 fc c7 c5 c1 fc a0 c2 e0 ac 77 cc 72 96 87 ca 51 72 b7 02 04 
4b 62 53 2a 73 c4 0c 4d 4f 49 f3 e3 5a 8b 09 c4 e7 12 e6 9e 36 99 24 aa 0c c0 84 a9 51 cb 2b c2 b3 2a 05 b0 45 51 55 bf 
72 b1 5f 52 c5 4b 94 3c 95 63 08 61 67 1f 11 a1 6e f2 3d 90 d9 b3 12 a5 7b 84 a6 e9 99 ab dc 03 46 1d 81 f3 33 5d 96 eb 
10 0d e0 b5 96 6e a7 39 82 94 df c4 6e 2e f1 d4 46 db 46 01 
Data Ascii: *">K" C=b6qAYhCe`)WU8c9iEUZf85[)^q*sBNY:a/WwQc*9hL+PJ+aUQ`*]2[YwrQrKbS*sMOIZ6$Q+*EQUr_RK
<cagn={F3]n9n.FF

2022-04-20 13:12:17 UTC 9313 IN Data Raw: 4e cc 34 16 b9 23 52 db 64 e9 80 02 8f e9 63 7b 1a eb d4 06 de db 8a b8 ed 46 da 64 86 0a 75 12 f0 78 26 75 
f5 06 53 00 66 39 8f 52 9c 3b 9b 1d c1 4b 53 24 77 28 39 60 a4 9b 5e a2 10 57 1b 83 29 5c cc ef d1 00 df 70 09 11 bb 8e 
f3 07 fd 31 55 4c 47 b8 65 e8 ae c9 50 ed bb 8d 46 81 bf 4c d0 df 30 bd dd cb 72 4d 4e 7d c2 36 7f fa 8c 05 00 a4 21 b7 
31 80 16 62 0c 1c 47 39 48 fa f1 0d 4b 86 a7 3a 7c f1 04 58 37 27 b6 00 48 ce e1 c7 12 e0 aa aa 82 95 6e 6a 4b 30 6f 15 
10 0f 77 1a e1 bb 7b 95 22 a6 73 6d 5a 39 69 ab 96 28 39 95 06 2d 56 11 62 ec af 70 dc 64 cd c2 15 9b 65 51 25 eb 88 
83 5f 07 e6 01 5a a6 a0 04 00 36 cd f2 03 2c 44 00 73 2e e5 80 4a 41 65 f4 05 c5 13 8b 66 8f b8 60 ba a6 87 10 14 b2 7f 
3a 37 dc fe 61 81 2d 58 41 83 53 6b 27 ba 2b 97 52 fa 83 98 
Data Ascii: N4#Rdc{Fdux&uSf9R;KS$w(9`^W)\p1ULGePFL0rMN}6!1bG9HK:|X7'HnjK0ow{"smZ9i(9-VbpdeQ%_Z6,Ds.J
Aef`:7a-XASk'+R

2022-04-20 13:12:17 UTC 9329 IN Data Raw: 95 bc 0e 0f 70 6c 63 64 65 96 6a d1 53 86 33 1e 5d cf dc 9a fa 83 12 f3 18 39 45 4f 83 80 a2 90 b1 33 ef da 23 
ea c1 5e 67 a1 42 00 d4 e6 2c 62 8a a5 4a 54 b7 2b 02 4b 9f 4c 41 1b 98 70 99 98 4d 79 27 10 66 04 10 91 9f 05 28 29 
cc 23 1c 78 5f 0a e5 d9 68 38 29 78 a8 b7 09 50 c7 44 c8 c5 6c 18 6f c1 b8 7f 41 06 0c 21 2f fa 2e a3 2f 3e 2c 82 41 cc bc 
f8 23 b8 93 99 48 8e e5 3d b3 2a a6 fa 9b 61 f6 87 68 c6 8c 4f 64 d0 af b6 50 60 4a 1c 1f 04 ff 00 52 a3 ea cc a6 ac 5f 2c 
0d 65 1d c5 f9 27 56 fa 95 9a 7e 21 b7 36 6a b0 68 98 d2 64 5e 5d c4 08 35 f5 71 94 54 63 fe e2 6d 78 1c e6 25 8d 9b 71 
09 a9 a0 62 e3 04 55 dc 75 30 7b f5 12 13 da cf 70 24 d0 1f cc 11 51 da 47 b8 af db c7 0c 2e 9a 6d 08 ef 75 6e f3 31 91 
66 c2 a5 94 ee f2 42 f0 f3 a6 a5 d8 ec 3b ea 36 5d 
Data Ascii: plcdejS3]9EO3#^gB,bJT+KLApMy'f()#x_h8)xPDloA!/./>,A#H=*ahOdP`JR_,e'V~!6jhd^]5qTcmx%qbUu0
{p$QG.mun1fB;6]

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

2 192.168.2.5 49758 142.250.184.238 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:06 UTC 1 OUT GET /service/update2/crx?os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=85.0.4183.121&lang=en-US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
bcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1 HTTP/1.1
Host: clients2.google.com
Connection: keep-alive
X-Goog-Update-Interactivity: fg
X-Goog-Update-AppId: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-85.0.4183.121
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:06 UTC 1 IN HTTP/1.1 200 OK
Content-Security-Policy: script-src 'report-sample' 'nonce-AWaJRswDYwsqduwTnFFO6g' 'unsafe-inline' 'strict-dynamic' 
https: http:;object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Wed, 20 Apr 2022 13:11:06 GMT
Content-Type: text/xml; charset=UTF-8
X-Daynum: 5588
X-Daystart: 22266
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Server: GSE
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked
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2022-04-20 13:11:06 UTC 2 IN Data Raw: 35 31 65 0d 0a 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 
54 46 2d 38 22 3f 3e 3c 67 75 70 64 61 74 65 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6c 3d 22 32 2e 30 22 20 73 65 
72 76 65 72 3d 22 70 72 6f 64 22 3e 3c 64 61 79 73 74 61 72 74 20 65 6c 61 70 73 65 64 5f 64 61 79 73 3d 22 35 35 38 
38 22 20 65 6c 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 32 32 32 36 36 22 2f 3e 3c 61 70 70 20 61 70 70 69 64 3d 22 
6e 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72 
74 3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22 
Data Ascii: 51e<?xml version="1.0" encoding="UTF-8"?><gupdate xmlns="http://www.google.com/update2/response" p
rotocol="2.0" server="prod"><daystart elapsed_days="5588" elapsed_seconds="22266"/><app appid="nmmhkkegccagdld
giimedpiccmgmieda" cohort="1::" cohortname=""

2022-04-20 13:11:06 UTC 3 IN Data Raw: 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78 22 
20 66 70 3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31 
37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68 5f 
73 68 61 32 35 36 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 
31 37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f 74 
65 63 74 65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65 72 
73 69 6f 6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3c 2f 61 70 70 3e 3c 61 70 
Data Ascii: mhkkegccagdldgiimedpiccmgmieda.crx" fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c54
50122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56b8717175c536685c5450122b30789464ad82" p
rotected="0" size="248531" status="ok" version="1.0.0.6"/></app><ap

2022-04-20 13:11:06 UTC 3 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

20 192.168.2.5 49793 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:10 UTC 3763 OUT GET /wp-content/uploads/elementor/thumbs/beamLive-tag-p5pkcod7nzfoybeovqs06olcb7nesc0sht0h63d0oo.png 
HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:10 UTC 3771 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:10 GMT
Content-Type: image/png
Content-Length: 8756
Last-Modified: Wed, 14 Apr 2021 15:04:11 GMT
Connection: close
ETag: "6077046b-2234"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:10 UTC 3771 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 78 00 00 00 2c 08 06 00 00 00 ae 7b 7c 33 00 00 
21 fb 49 44 41 54 78 da ed 7b 79 54 93 77 ba ff f3 be 79 f3 66 21 09 90 8d b0 83 40 48 d8 77 10 05 84 2a 2e 74 14 77 5c 
db 63 ab d6 ab 9d b6 d7 39 d3 76 da db f9 dd df 74 ee d8 51 eb 56 db 52 a7 53 b1 6a 6d ad 4b 5d 5a a9 20 9b 80 40 10 
11 90 25 2c 61 0b 90 0d 02 21 7b f2 fe fe 18 f0 62 c0 16 db a9 77 6e cf ef 39 e7 3d 27 e7 e4 fd 6e cf e7 d9 9f ef 8b c8 64 
b2 c8 ba ba 3a 37 8b c5 02 53 89 42 a1 80 50 28 34 71 b9 dc 7a 2e 97 6b 1a 36 43 9c d1 0e 34 78 2a 64 02 00 fd 53 59 
89 06 08 38 83 01 90 a7 b1 18 42 02 18 b1 01 d8 9f c6 5a 88 0d 70 fc 1e d6 d0 d0 f0 c6 7b ef bd b7 7c 6c 6c ec 91 ff 9d 
9c 9c c0 db db db 1c 1d 1d 5d bc 7a f5 ea 0f 6f d8 45 47 25 2a 
Data Ascii: PNGIHDRx,{|3!IDATx{yTwyf!@Hw*.tw\c9vtQVRSjmK]Z @%,a!{bwn9='nd:7SBP(4qz.k6C4x*dSY8BZp{|ll
]zoEG%*

Session ID Source IP Source Port Destination IP
Destination
Port

Process

200 192.168.2.5 50071 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:17 UTC 8862 OUT GET /wp-content/uploads/elementor/thumbs/MS-Azure-p8t9b2yok1ayc7k2tmr1hevezvlzmyz71lb622k806.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 17 Jun 2021 19:04:38 GMT
If-None-Match: "60cb9cc6-b77"
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2022-04-20 13:12:17 UTC 9103 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:17 GMT
Last-Modified: Thu, 17 Jun 2021 19:04:38 GMT
Connection: close
ETag: "60cb9cc6-b77"
Cache-Control: public, max-age=2592000

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

201 192.168.2.5 50072 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:17 UTC 8862 OUT GET /wp-content/uploads/elementor/thumbs/MultiTech_Logo-pgsb8a40a8a1w80dbcay2nqq1oh4l4cjjkbza50sti.jpg 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Mon, 29 Nov 2021 16:54:34 GMT
If-None-Match: "61a505ca-7d6"

2022-04-20 13:12:17 UTC 9102 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:17 GMT
Last-Modified: Mon, 29 Nov 2021 16:54:34 GMT
Connection: close
ETag: "61a505ca-7d6"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

202 192.168.2.5 50074 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:18 UTC 9387 OUT GET /wp-content/uploads/elementor/thumbs/Pelion_Horizontal-p3ldmkmetkey2c0h25l2nee2yp73hdlcxkcxd5bz6y.jpg 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Mon, 01 Mar 2021 20:37:19 GMT
If-None-Match: "603d507f-8b7"

2022-04-20 13:12:19 UTC 9388 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:18 GMT
Last-Modified: Mon, 01 Mar 2021 20:37:19 GMT
Connection: close
ETag: "603d507f-8b7"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

203 192.168.2.5 50073 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:18 UTC 9388 OUT GET /wp-content/uploads/elementor/thumbs/novotech_black-on-white-p6fl83ur25qttcfmdlzz2oly7lfu0pky933p07d4i6.gif 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 29 Apr 2021 13:54:12 GMT
If-None-Match: "608aba84-782"

2022-04-20 13:12:19 UTC 9388 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:18 GMT
Last-Modified: Thu, 29 Apr 2021 13:54:12 GMT
Connection: close
ETag: "608aba84-782"
Cache-Control: public, max-age=2592000
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

204 192.168.2.5 50069 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:19 UTC 9388 OUT GET /wp-content/uploads/2021/12/kore.jpg HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/wp-content/cache/breeze-minification/css/breeze_8f50f876cb013ec9e64984d
6f37f61cf.css
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:12:19 UTC 9389 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:12:19 GMT
Content-Type: image/jpeg
Content-Length: 308686
Last-Modified: Wed, 01 Dec 2021 11:26:15 GMT
Connection: close
ETag: "61a75bd7-4b5ce"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:12:19 UTC 9389 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 43 00 01 01 01 01 01 01 01 01 01 01 01 
01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 02 02 02 02 02 02 02 
02 02 02 02 03 03 03 03 03 03 03 03 03 03 ff db 00 43 01 01 01 01 01 01 01 01 01 01 01 02 02 01 02 02 03 03 03 03 03 
03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 
03 03 03 03 03 ff c2 00 11 08 03 0f 02 99 03 01 11 00 02 11 01 03 11 01 ff c4 00 1e 00 00 01 04 03 01 01 01 00 00 00 00 
00 00 00 00 00 05 03 04 06 07 02 08 09 01 00 0a ff c4 00 1d 01 00 01 05 01 01 01 01 00 00 00 00 00 00 00 00 00 03 01 
02 04 05 06 00 07 08 09 ff da 00 0c 03 01 00 02 10 03 10 00 00 01 ea 
Data Ascii: JFIFCC

2022-04-20 13:12:19 UTC 9405 IN Data Raw: 5f 67 52 45 9d 0b 09 15 ad 9d 1f e4 a7 66 81 b1 1c fc 44 c7 89 2f ad b5 95 46 9b ae 7a 8c 0c 88 32 27 15 1a 
19 05 3e 8e c1 a1 be 99 d6 cd 9a 56 58 19 87 36 c0 ad b4 23 5f 6f 67 cc 85 79 41 61 f8 6b 6c 5b e6 0c 5b d4 81 8b 2e 4b 
77 49 3b f5 7f 2d 6b 3e ba 68 f8 ef d1 8c b9 2a d7 ca fc fa 60 fd 5f b0 be 33 eb 16 bd e6 61 c4 a1 4f be 7a ca 29 e6 dc 3f 
15 2c 4e 72 6e 07 69 5b 78 6e 66 8e 3d 91 b2 0f b1 97 a8 5f 50 fd 08 bc 81 66 de 62 52 f1 33 eb 4f 8b ab eb bc d7 51 7c 
a7 db 76 9e 4d 54 ca c3 3b 31 91 5b 20 28 4a 1c 0e 5c d4 9d cb b9 7d 56 32 55 66 e4 26 e1 3b 7a 72 c3 5f 8c b6 5d c9 
44 e1 54 d3 ea 7b 16 d1 17 71 5e 41 9c 29 8b b0 0e 83 b2 64 02 f6 71 a6 a8 2b 4a 14 83 2a f6 48 cd 75 90 ea 74 16 35 
9d 7d 8d 58 09 80 02 b5 54 79 91 70 11 32 bb 26 15 c4 79 03 
Data Ascii: _gREfD/Fz2'>VX6#_ogyAakl[[.KwI;-k>h*`_3aOz)?,Nrni[xnf=_PfbR3OQ|vMT;1[ (J\}V2Uf&;zr_]DT{q^A)dq+J*Hu
t5}XTyp2&y

2022-04-20 13:12:19 UTC 9421 IN Data Raw: b1 8d e9 ce b1 cf c5 d8 e9 ee 9a 59 9d 49 9b d4 0a 26 72 7e d0 2c 2e 9b cf ea 59 74 af 46 2a d3 3c 40 d7 c3 
51 cb 67 02 8c 93 64 2e 65 27 c0 e9 9b 19 08 31 58 3c 7d 11 e2 eb b5 f2 28 19 d8 a1 76 73 78 65 1e a1 74 3b 1d aa 96 
b0 d2 da a3 49 d8 e8 fc 1d cb de 04 6a 6f 8b 64 a7 54 2d bc 13 63 ec f7 58 1f d0 a9 5b 76 cd 57 7d 93 fe cd d4 7f be 3b 
a7 83 93 7d bf 92 9a 93 08 d8 89 98 ac ff 00 94 85 b2 9e 67 53 99 29 c8 9d 5a 72 4f 31 32 92 47 53 96 ee 2d cd ce 1f 55 
e2 f7 8d c5 31 c1 67 14 70 ac 6e 70 e0 45 94 92 c0 e2 80 c4 f1 56 78 c5 25 c6 e1 62 d6 cf 91 b7 b8 e4 ac 72 36 2d d6 47 
f7 31 7b 9c dc c7 a6 39 98 ec 69 e2 b4 ec da aa ef 93 aa 63 97 e5 97 96 69 9b a5 1a 46 a6 8b d1 af bb 22 7d 91 1a e4 9d 
f7 63 2d da 49 39 2b 04 4e ef 92 6c 6c 59 ce bd e9 6d 33 16 
Data Ascii: YI&r~,.YtF*<@Qgd.e'1X<}(vsxet;IjodT-cX[vW};}gS)ZrO12GS-U1gpnpEVx%br6-G1{9iciF"}c-I9+NllYm3

2022-04-20 13:12:19 UTC 9437 IN Data Raw: 59 3d 13 ac 02 16 25 3d da e8 9a eb 8f 5f 63 86 9a 22 01 4e 63 7a 05 c3 1d 97 0c 7e 14 d8 90 62 6b 02 2c ea 
13 e3 cd ba 7c 3e 6d 17 07 5d 97 09 18 74 3a 26 c3 e8 99 1f 75 34 7a 2c 9d d6 4b 20 d4 1a bd 3d 98 70 23 33 82 c1 9b 
f1 b4 dd 55 9b 3b 45 8f c8 e6 65 ca 53 e7 7f 47 21 34 c7 e7 47 33 bc c5 38 58 fb 2e 45 d1 b9 f6 31 41 17 1a 76 b1 c3 95 
53 06 d3 d0 86 c6 2c 6c 9a d7 3c dc ee 56 1d 4e 6c 34 51 b1 ad b5 82 cb 72 13 c7 60 9c c5 2b 6c e2 b1 26 df cb e6 ba a5 
90 36 42 eb fc 45 43 53 1c 6e ab 35 4e bb 9e 05 96 31 86 b1 90 36 ba 9c 65 93 ba a2 a8 35 70 86 d6 1c dd 2f d9 62 f8 67 
b8 3b 3b 99 c5 8d fb 7a 2a ba 3c 8e 3a 2b 58 d9 67 2b 30 f6 e6 40 82 8a 17 be bf ba ed d3 76 f6 99 0a e3 14 25 28 4c 42 
64 9c 4b 94 db a2 b2 02 b8 7e ab 87 ea a4 87 44 d8 53 a3 4d 
Data Ascii: Y=%=_c"Ncz~bk,|>m]t:&u4z,K =p#3U;EeSG!4G38X.E1AvS,l<VNl4Qr`+l&6BECSn5N16e5p/bg;;z*<:+Xg+
0@v%(LBdK~DSM

2022-04-20 13:12:19 UTC 9453 IN Data Raw: c3 0f b6 8e cd 74 08 75 f4 d5 52 69 20 55 ba d2 83 6d 55 13 7e 0c 4a 38 83 40 94 1e 6e c8 54 71 79 24 e5 0b 
c4 b8 96 70 69 e8 24 ca e6 68 4f 74 d8 38 ec b3 2f ef 1d ca 6b f2 00 3a a9 27 bf cd 60 8b f3 31 d6 7f 20 dd 78 77 0d 1e 
21 c5 69 a9 5a 48 c2 ef f1 1d d8 0f 55 4e ca 1c 1c 41 fb 31 d9 f0 a1 1b 80 ea 0b bd 7f 35 4a 78 51 3d f2 3b 2c f2 6b 6e df 
45 3d 48 84 4d 2b ff 00 e5 ee 56 3f 8c 3f 11 a8 6b 5b 31 e1 b7 d7 74 f6 b0 37 40 a9 08 10 c8 df 55 3b 2e e5 62 d0 b8 b6 
d0 a6 d8 0b e6 47 e2 6c 75 58 45 29 a7 61 61 f3 48 a1 a8 31 e7 e9 6e 55 4b 23 6a 1e eb f4 16 5e 2b c4 4e 17 80 53 b4 
1b 55 56 38 b0 db 70 d1 d7 d2 eb 09 c3 3d e6 7f 72 ff 00 2e 0e 7b ff 00 55 5f 39 ae 9c cf d1 bc a1 47 1a b3 63 63 f4 d4 a7 
3f cd aa 73 b5 28 b9 17 6a b3 2b 9e ea 11 77 59 43 07 
Data Ascii: tuRi UmU~J8@nTqy$pi$hOt8/k:'̀ 1 xw!iZHUNA15JxQ=;,knE=HM+V??k[1t7@U;.bGluXE)aaH1nUK#j^+NSU
V8p=r.{U_9Gcc?s(j+wYC

2022-04-20 13:12:19 UTC 9469 IN Data Raw: ca 56 52 8b 3d d9 16 55 a7 92 20 11 b2 0d 4d 16 5a a2 d2 8a ba 80 6b 74 06 9e eb 85 74 0a 1e fb 7b bf 54 75 
40 2c b7 29 cc 4f 1d 0f 0b 88 07 fb 21 ca 95 b9 80 58 43 72 04 c9 51 90 a2 6e ad aa d3 c9 54 c6 24 60 4f 83 96 fb a7 9b 
96 ae e8 1d 10 17 44 5f 44 47 9a dc a6 bb 97 af 92 a0 c4 5c 4f 51 4d 7b 64 66 60 87 f0 9d 11 3f f8 43 54 42 6e 8a e1 5e 
e2 c9 d1 e6 d2 c9 d1 65 2a ca c8 39 31 cb 30 42 c7 df b0 d5 12 d5 6f 2d 96 88 b8 14 47 af be ca c8 30 a6 c4 75 5c b4 e6 
5d 3e 32 10 b5 f5 50 b8 04 d7 b7 45 70 af ee d3 cd 02 db ee ae 10 21 68 b4 5a 2b 5d 59 01 dd 1d 53 9b 76 48 b1 f2 3e ca 
78 54 3d ae b0 c0 4b 74 29 8d 5c b7 6f 70 88 b2 16 56 08 b2 e0 f9 aa da 57 80 5d a2 b1 b9 ba d9 07 02 74 4d 70 46 66 
9d 2c 6e 8b af d9 01 cb d6 5d 11 7b 49 e9 05 c3 d1 34 5c e6 
Data Ascii: VR=U MZktt{Tu@,)O!XCrQnT$`OD_DG\OQM{df`?CTBn^e*910Bo-G0u\]>2PEp!hZ+]YSvH>xT=Kt)\opVW]tMp
Ff,n]{I4\
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2022-04-20 13:12:19 UTC 9485 IN Data Raw: 63 01 f7 bb 54 f3 95 a5 38 dc de c8 6e b2 dd 18 1a 57 24 34 e8 80 ee 9b 27 64 35 f7 4c 2d af 75 20 24 a6 0b 
2d fe aa 8e 1b c5 29 9b a7 5d 17 b5 ec 71 98 75 0e 1b 13 9a 33 46 f2 40 fc d7 08 cd 2e 23 5d 28 90 dc 39 df b2 0d 75 2c 
10 41 11 b7 50 b9 5c 3d 4a 23 91 f3 ba 21 3b 4f 9a c2 f8 77 87 aa 31 4a 8a a7 e1 81 d3 35 b7 06 e4 58 fe 9e 4b 0d a8 ad 
a1 15 2d 8e a1 c5 c0 e8 4f 97 92 e3 9f 65 87 13 ab ab e2 8c 19 ad f8 a9 01 74 90 7e 67 7e 60 17 c4 4d 4d 3d 45 15 53 e5 
6c e0 d8 c4 e1 6b 7d 13 63 90 03 68 ce 5b f7 59 5e 3c 90 04 ee c1 65 66 8d c2 74 32 df 2c 8d d7 d3 55 4f 45 53 9e 3b c4 
08 27 f5 5e cf fd 91 e2 98 e5 4b 2b ab e2 e5 e1 c0 df ab 4d 14 31 d0 70 fd 27 d9 f8 55 30 8e 98 0b 38 ed fb 28 a9 e6 c5 
3a 33 90 cf 35 0d 34 74 b1 8a 58 19 95 bd cf 9a bc 70 b3 
Data Ascii: cT8nW$4'd5L-u $-)]qu3F@.#](9u,AP\=J#!;Ow1J5XK-Oet~g~`MM=ESlk}ch[Y^<eft2,UOES;'^K+M1p'U08
(:354tXp

2022-04-20 13:12:19 UTC 9501 IN Data Raw: df cb bf d7 e8 83 91 6e 67 04 f8 54 94 f7 05 54 51 92 aa 28 6f 96 e1 3e 8d aa 4a 3f 2d 97 c3 1b a7 c2 e0 9e d2 
9c d3 72 8d c7 65 99 5d 35 e9 d2 74 95 1c 97 6a 6b 1a 64 ea d9 70 8f 11 3a 4a 97 61 55 a7 f9 6f c2 a4 63 bc 1d 86 c9 f1 
ee 50 71 06 eb 9f a2 6c 89 ae 05 5c 7e 64 34 d4 a6 1f 35 f8 5a 8f 4e eb f1 6a a4 d7 65 6a 8f b5 cf 49 e5 65 0a 47 38 4c 2d 
b2 bf 75 2d c0 b9 d9 5d 96 1a ab b3 43 75 26 eb 4b 14 53 bd da 5f 54 43 6e ab 60 a5 74 43 9d 4f 9e 6c da 7d 14 d2 87 72 
04 51 59 a0 27 8d f5 4e 69 37 46 e0 db 96 80 07 7d 13 97 d5 5c 6a bc 91 52 0d 10 f7 90 88 5b 96 01 bd d7 b6 37 67 aa 
a4 6c 7a b8 53 3e ff 00 b2 34 ae fb 4a a2 67 6c e7 ac 42 2a c6 00 61 65 ec b8 69 87 fd 5c c3 63 b7 cd 0d d4 7e 8b d9 08 
67 d8 d5 e0 f7 90 2c 62 59 e0 c7 ea a2 8b b9 d1 61 e2 
Data Ascii: ngTTQ(o>J?-re]5tjkdp:JaUocPql\~d45ZNjejIeG8L-u-]Cu&KS_TCn`tCOl}rQY'Ni7F}\jR[7glzS>4JglB*aei\c~g,bYa

2022-04-20 13:12:19 UTC 9517 IN Data Raw: c7 27 ec 74 50 fd 22 c0 c6 06 03 69 d4 62 63 60 e0 63 db 98 e6 b6 95 29 b7 d4 7c f9 05 7e 12 2f 41 cc 2c fe 
ae 9d f5 45 f2 ba 18 9a 45 43 b1 0e dd c7 94 76 8b 5c 75 20 29 30 db 1a 3f ed 2c 60 ab 5d 24 e3 24 2c 3c dd 0b c5 9f 44 
d8 59 e7 7b 6b 1c e6 e5 8e 0c 3b 0b 9b 86 1f e5 bd b1 68 d6 d3 52 a3 c7 ed 3c 4c 51 63 9c 37 7f d9 f8 67 89 5a d0 ee 03 
e7 1c e3 70 0b 66 ed 26 c9 1c 98 0d a0 fd ec 13 66 19 86 67 66 94 3d be ad 09 4c d9 3f 45 b6 56 2f 68 e3 f1 40 6f a7 87 
0e 5f 86 16 bb 0c cd d0 27 6d 3d a8 d6 ff 00 6d 6d 06 d5 cd 34 ac 11 bb 31 11 fe ca 06 56 b2 9d fd 79 a1 91 8d 0d e7 46 
34 8a fc 39 ac 46 ce c6 e0 20 8a 69 23 2d 87 18 1a d6 bd b3 5a 9a 34 0e 4b 69 fd 1e c6 e6 81 d8 79 5c d0 dc 40 dd b6 78 
1a e1 92 46 93 c9 c8 1a c5 1e 1d a0 35 a2 37 02 d6 d2 da 
Data Ascii: 'tP"ibc`c)|~/A,EECv\u )0?,`]$$,<DY{k;hR<LQc7gZpf&fgf=L?EV/h@o_'m=mm41VyF49F i#-Z4Kiy\@xF57

2022-04-20 13:12:19 UTC 9534 IN Data Raw: 1d 8a 92 33 67 43 bc ad 07 53 dc 9b 97 89 9f 73 91 ef f2 59 71 49 7e 8b 24 11 67 fb d4 5e 91 f4 3d 15 0e 9d 
56 61 d9 46 be c9 f8 a7 71 38 1e 57 5c 32 39 75 5d 83 ee 54 6e 1d ee 7f 85 50 74 58 29 43 6b a8 6a 6b 31 90 49 9a da 
85 53 13 85 74 75 2e 16 57 4a e7 45 d0 94 d9 5c fc 99 79 57 a2 dc c1 c4 45 81 ef 55 79 34 41 0e 85 5c d8 8a 2b 73 f2 0a 
21 16 8f 77 0b 0f 57 f2 6a c3 fd 11 c0 4d 9a 1d 95 97 17 b4 72 9a 87 3e 4c 8c 7c 26 de a9 2b 0f 23 63 de 9c 67 a4 de cb 
76 8a e5 75 22 e6 d2 13 5a 5d 5b 73 ed 04 3a 32 e4 f5 51 b5 a3 86 cf f8 a0 dc d9 50 f5 af e4 cc 83 6f 53 75 6e 48 b5 35 
de af ad d4 d5 43 83 8f 84 6a e0 79 9e 48 97 8c b9 4e 5e 1f b4 3e 07 d9 43 48 c3 0e 67 67 fb 47 34 e9 75 48 c1 a0 bd 1d 
ad 1d da 58 d7 b4 fa 4c 67 a1 c3 75 a4 82 9f 9a 2f 97 ed 64 
Data Ascii: 3gCSsYqI~$g^=VaFq8W\29u]TnPtX)Ckjk1IStu.WJE\yWEUy4A\+s!wWjMr>L|&+#cgvu"Z][s:2QPoSunH5Cjy
HN^>CHggG4uHXLgu/d

2022-04-20 13:12:19 UTC 9550 IN Data Raw: 7c 5c 08 67 64 ab d4 ad c5 1c ce 67 34 dc 5e d2 8e 33 56 57 e5 8c fc 01 a8 b8 08 8d 54 be 1f b7 2b 9d 29 b6 
65 5b 6a df c4 61 96 d0 ac f2 30 ed 88 f1 99 81 64 54 d3 12 c1 d9 c3 30 9f 84 a7 ba dd 52 fe a2 1c 3f 46 5c 53 28 5c ab 
30 85 34 fd 3f e0 7b 44 ff 00 25 89 76 43 66 1b f3 99 63 30 9a 3f e0 0b 42 a6 37 1d c7 98 a5 f2 b3 73 cd 03 bc 4c 18 dc f0 
a2 b3 61 19 bc 13 b4 98 8a 8b b8 9b 78 85 8f ef 10 c3 e4 7e 60 19 7a 9e 22 fe e5 3b 6c 6e 51 41 b4 b0 65 88 a1 cc ba 8f 
11 26 a1 fa 1e 66 e5 92 b8 1c eb 35 9c 46 92 fa 0e 06 bd 9e e5 06 02 89 a4 01 7b bd c0 2b 76 31 42 cd 83 d4 30 46 99 9f 
ce 78 25 1f 63 c8 a7 27 30 c8 12 5a 17 dd 56 38 9b ef c3 1b d5 86 a2 f7 38 c5 95 ac d7 52 e9 0a d0 a5 fb 56 21 44 28 29 
b2 a7 f7 99 9a d8 00 0d 0e 2f 50 90 d8 f1 00 46 f2 af 
Data Ascii: |\gdg4^3VWT+)e[ja0dT0R?F\S(\04?{D%vCfc0?B7sLax~`z";lnQAe&f5F{+v1B0Fx%c'0ZV88RV!D()/PF

2022-04-20 13:12:19 UTC 9566 IN Data Raw: 48 f0 77 c5 af a9 8d 06 3b 91 20 25 07 37 01 84 1c 83 4d 9a 0d c3 22 f7 86 5a 32 9f 13 39 03 dc 83 87 e6 56 
2e 57 36 6b cc bb 4a 60 c7 e3 4a ab 48 17 ae 3b 83 01 2c 31 fd a2 23 c4 73 99 fb 48 34 a0 70 f3 08 9a 4a c0 d5 7d 77 10 
70 df 35 99 88 b5 6b ba 88 7c 1d ba fe 28 97 49 23 97 b8 20 9c ea eb 88 d4 5f ce 26 e3 55 2b 96 aa 56 4d 8a b7 3f 10 21 
d8 6d af ab 04 15 99 ab cf 17 c4 64 4c 2a f4 34 40 16 c1 18 f5 09 a0 00 e5 9c f0 88 5d 16 25 33 e9 d1 9f 5d 17 58 a2 b9 
00 d1 ea b7 51 da 59 aa 6c 9a bd a1 65 20 55 ac e0 a0 5e 15 38 f5 1b 18 ae 51 d6 ed ca 11 d8 74 2b 82 2e 7f 81 11 78 
3c 26 bd 06 8e 6f d1 61 ff 00 17 56 a7 85 28 1b 38 8e a0 f5 02 3a 8f 8a 51 bf d5 c4 d4 c3 6e d9 d0 62 42 b1 29 52 9f 32 
de f2 16 a1 03 c2 0e d3 94 e0 40 c8 59 79 35 dc 65 3b a9 9d 
Data Ascii: Hw; %7M"Z29V.W6kJ`JH;,1#sH4pJ}wp5k|(I# _&U+VM?!mdL*4@]%3]XQYle U^8Qt+.x<&oaV(8:QnbB)R2@Y
y5e;

2022-04-20 13:12:19 UTC 9582 IN Data Raw: 23 e0 31 fc 29 31 53 a9 50 81 41 f0 17 b4 1d 91 38 26 e9 2e 1e d9 e7 c9 d4 20 e0 11 f8 81 1b 0d 9d 2c 41 0a 
08 a9 8e 5b 96 fb 35 2e 5c 56 d1 ae 3b 46 23 96 42 dd 63 0c bc a1 2d 50 d9 25 e6 38 07 75 00 5f 1a 57 89 f8 45 29 bd 91 
1c c0 61 99 7e a1 9c b8 fa ca 52 20 5e 54 df 64 e3 99 34 7e 44 09 e8 b6 8a 3f 89 7a 90 e5 58 8a 6c 27 10 b0 0d ca 58 8a 
5b 53 d0 2a 20 4c 71 04 8f d7 d7 fe 51 43 4c 41 dc c0 4c c0 55 40 86 11 a8 ca fd ca 21 11 f7 f9 e3 cc a9 11 12 02 05 6c 
52 0e 95 b3 b0 37 0f 8c 32 68 d4 bd 3b b5 75 93 a9 ff 00 bf 1d eb d0 80 b6 c0 02 76 ff 00 85 80 e8 25 e0 f6 22 82 23 38 
02 a1 78 05 53 58 ac 76 1f ec 04 13 4d 22 67 2c 99 ee fa b4 5e 48 3f 15 88 ee ab bc b1 78 80 72 4b 9d 44 c2 ad da 55 d4 
ad 77 8f 57 25 17 36 b4 4b 6c 24 bf 5a c0 b5 50 05 d2 d3 
Data Ascii: #1)1SPA8&. ,A[5.\V;F#Bc-P%8u_WE)a~R ^Td4~D?zXl'X[S* LqQCLALU@!lR72h;uv%"#8xSXvM"g,^H?xrK
DUwW%6Kl$ZP

2022-04-20 13:12:19 UTC 9598 IN Data Raw: 15 9c 29 98 dd 74 f3 2b 39 45 3e 0f c6 48 5c 17 dc 5a dd d2 60 d9 99 f5 33 de 7b 81 6c d7 d8 7e 65 b6 3b 80 
a5 c3 d6 3d 4a 8b 56 a5 b7 46 c9 7e 83 bb 15 c1 d4 65 f8 07 c7 88 dc fb 62 e6 40 5b 22 1c c2 d5 3c 43 2e 8e b7 99 97 2b 
d7 61 89 67 cc b1 50 73 6e 9f 30 bd 6d 91 d1 96 0a ab 01 c7 68 58 05 75 71 98 48 2c 5f 3d 6e 71 92 d3 40 d3 88 7d 54 
c9 9f 83 f7 05 8b 1a 0e 2e 60 e0 7c 66 5a 81 95 9f b6 61 76 65 1a 7a 40 b2 be 59 86 b3 e6 c6 43 37 ff 00 0c 25 e6 98 56 
61 6b a1 1d 05 16 46 cc 0a e6 25 d4 c8 2a 0c c3 a3 9b df e2 11 64 30 25 61 b8 42 06 81 c4 6f 0e a5 a1 c6 20 02 30 12 
8a 8e 69 09 5b 39 86 28 10 84 f5 16 6d 72 d8 57 11 32 94 6e 27 2c 5c df 04 b1 5f 33 03 4c 13 b1 89 a9 03 4a 8a 4a 22 dd 
8e 56 01 6a 13 a9 a9 68 94 c5 0c 4a c1 cc d4 8c c0 a5 76 4b 88 
Data Ascii: )t+9E>H\Z`3{l~e;=JVF~eb@["<C.+agPsn0mhXuqH,_=nq@}T.`|fZavez@YC7%VakF%*d0%aBo 0i[9(mrW2n'
,\_3LJJ"VjhJvK

2022-04-20 13:12:19 UTC 9614 IN Data Raw: 32 10 c3 0c bf 96 02 2c 43 cc a5 16 c0 6f 31 5f 94 e5 4c d4 fe 18 59 88 fa e2 36 17 29 42 1a 56 d5 32 89 02 39 
23 77 55 35 25 65 c8 92 30 8d 9c f1 32 b4 17 f3 2e 4c e3 6f 04 05 7a 1a 43 72 f1 ba 03 3f 04 a9 d6 a5 fa 69 82 74 71 7c 
ee 08 85 39 0f 53 30 c1 e6 28 59 96 b0 27 11 17 ca 29 9c f3 12 52 82 64 98 c1 30 87 f1 01 42 8f 73 2a 15 d9 ad c1 d8 35 
ba e6 31 58 5c b3 9f 1f 13 27 a9 4e 84 a4 fc db bd 73 de a5 51 0f bc a7 7e a3 06 73 0a 62 20 cd 5a 23 e7 c4 d6 01 74 4a 
4d c5 61 52 dd 4b b4 4a b8 c4 f0 25 9e 91 df 31 8a b7 17 2d 35 88 cd 51 3c 10 1e cb 96 21 54 56 bf 14 8e 26 5c 32 c5 4f 
e3 6a f1 64 3c c6 67 4d 41 16 cb 79 85 99 ca 4d 1f c2 ab 06 25 80 7c c0 30 ee 6e 45 b0 63 88 4a e2 ae 65 a2 cb 72 9d e2 
5e 5a d4 3a 9c 49 bd cc 3b c3 33 14 80 be 10 da 7b 7f 
Data Ascii: 2,Co1_LY6)BV29#wU5%e02.LozCr?itq|9S0(Y')Rd0Bs*51X\'NsQ~sb Z#tJMaRKJ%1-5Q<!TV&\2Ojd<gMAyM
%|0nEcJer^Z:I;3{

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:12:19 UTC 9630 IN Data Raw: c0 51 d4 d6 b8 8a 32 dc 65 fc c5 14 c1 01 78 40 bf 12 a1 58 b9 86 82 cd 69 65 30 eb 50 79 ff 00 b4 1c 3c c0 
10 c2 fc 41 4c b1 c8 8e b2 ec f8 44 01 82 cd 55 cb 53 06 2e d0 a0 a3 88 26 b1 0a d7 49 e0 41 48 8b 21 10 96 92 a5 e2 
65 75 e6 1f 8a 47 ff 00 02 bf 07 c3 66 83 fa 42 a0 30 e7 99 c4 c3 32 20 4a 13 79 33 3d 69 0c 7d 61 14 eb 04 f3 4a 54 c7 
57 00 06 aa 68 2b 33 01 7c cc 0d 90 e3 94 e5 4b 03 2c 55 b5 97 59 58 87 80 38 9b 62 b8 ba 8a 63 88 2c 4c d4 c5 c4 a6 
b1 52 8a 30 c5 ce a4 24 1c 48 35 3b 8c 87 32 65 8d b6 24 eb e8 ff 00 ae 23 42 94 68 62 24 1d f1 0c b4 02 6e 8f fb b8 47 
99 65 9a 97 0a 97 17 cd 11 70 73 51 70 48 79 e9 79 86 a5 46 5c 35 5a 8f 17 81 5e b9 f9 89 41 9b 9a d8 40 97 ab 6f cb cc 
a8 ab 99 9d 2d df 7c c5 4a 70 13 c1 c0 6b 82 0f 46 dd 5d 6c 45 
Data Ascii: Q2ex@Xie0Py<ALDUS.&IAH!euGfB02 Jy3=i}aJTWh+3|K,UYX8bc,LR0$H5;2e$#Bhb$nGepsQpHy
yF\5Z^A@o-|JpkF]lE

2022-04-20 13:12:19 UTC 9646 IN Data Raw: c4 16 e1 0c 43 6f b4 d3 78 c6 58 3f 7b 66 2e 8f bc af 85 00 8a 17 37 c1 30 fa 44 2e c5 13 23 5f 3c 64 f8 46 0f 
01 b4 7c 19 66 49 ea 29 6c 02 78 c5 5e 81 16 21 96 14 e3 24 5b 9d 3c 72 64 fc 63 23 87 11 51 79 db 33 7c 34 10 61 05 
00 35 85 ac 3a db e5 e4 71 ef e5 80 a6 a4 77 88 09 49 c5 9a 93 79 85 7d 75 24 4d f0 af ac 96 2b f3 f0 9a c3 57 0e d3 7c 
d6 d5 6e 17 7c d6 2a 1a 1c 37 3f d3 cd cc b8 b8 30 76 70 61 42 0d 0f 57 bc 54 33 62 21 d9 00 0f d5 c5 80 51 a5 c8 88 0a 
df 58 40 7a cc 55 26 af 62 c6 bf 2d cc 8a aa 2c c4 ec 57 67 12 97 4b 5c 3d e4 4c eb 9c e2 ee 1b 02 b8 85 6b 8a 42 6f 60 
f0 ca 70 e8 dd c5 dc 04 6c 71 64 04 22 f0 f0 2c 81 81 10 30 0c 20 e9 3e 77 86 04 9c a0 63 d4 51 8b 59 15 21 5f 32 c9 33 
cf bf 27 ed 8e bc 0f c2 5f 39 dc 60 6b cf fc 73 48 06 19 
Data Ascii: CoxX?{f.70D.#_<dF|fI)lx^!$[<rdc#Qy3|4a5:qwIy}u$M+W|n|*7?0vpaBWT3b!QX@zU&b-,WgK\=LkBo`plqd",0 
>wcQY!_23'_9`ksH

2022-04-20 13:12:19 UTC 9662 IN Data Raw: 5a 3f 39 ac 4c 77 34 77 e7 d6 54 25 03 f0 35 ce 35 72 44 8f f1 c0 a5 01 6b d7 c8 32 8b 01 47 76 aa 99 d9 8a 
36 f0 6b a5 83 a2 f0 90 39 eb a6 2c 53 53 4d 95 7f 56 12 09 51 40 22 f6 ce 74 17 58 db ad 3b cb ad f9 fe 65 f5 83 02 d2 5f 
87 58 59 09 51 3f 5f 78 f1 f9 81 c7 4f 8b 88 98 10 84 1a 01 63 ce 33 f0 5a 8d 18 3d 1d 31 c6 ae 13 d2 80 0a 7a 60 f7 20 
de ed 0e 7d 61 f5 d4 a5 0b ba 75 e3 08 85 84 08 f1 70 31 3a fd 75 47 55 c0 c1 93 52 ba db f9 ca 22 02 50 6c f4 71 31 b7 
76 28 97 eb 36 27 f5 4c ba ce 61 75 85 1c 43 ba 50 e4 a0 32 94 e5 e8 8a 48 b7 6e f2 c1 1c 35 8a 72 0a c3 58 14 5a fb 28 
aa 93 cb 32 33 9e e4 74 94 8e 82 dc 50 69 17 32 a9 11 00 71 8f c7 3a be 08 69 f6 d4 66 45 80 3a f8 a3 63 b3 83 de b5 b0 
41 09 57 d3 1e 16 09 23 82 23 dd 8a 2b 0d f6 18 00 7b 
Data Ascii: Z?9Lw4wT%55rDk2Gv6k9,SSMVQ@"tX;e_XYQ?_xOc3Z=1z` }aup1:uGUR"Plq1v(6'LauCP2Hn5rXZ(23tPi2q:
ifE:cAW##+{

2022-04-20 13:12:19 UTC 9678 IN Data Raw: 9c 2c bb 8a 85 45 bc 24 4c 1e 29 90 3d 56 3a 82 94 99 bd ae bb 0e 18 07 50 da e1 bb 89 36 f4 d4 41 e7 1a 93 
74 85 7b f1 03 9c 63 5b 7d a9 28 50 2a e0 91 da 26 ca 10 f5 26 24 86 a8 ef 6f 18 bd fd c1 02 69 07 4e 26 20 ba 54 7e 15 
cd 61 8b ba 57 ef ac 0e a0 de e5 76 3a f6 c5 21 9e 33 6c 33 5d 9d 0e ac 20 77 38 c3 6a 81 a2 81 44 5d 35 cd 8b 10 05 e2 
71 ce 22 a0 ae 94 94 ee 66 ce 4c 82 68 f5 60 5b 5c 96 94 c9 d1 6a 92 77 ac a4 67 88 6b c0 32 75 1c 51 82 b1 15 2e db 
a9 83 0f 6f 1e 5d 74 fc 78 12 c6 9e de 06 4c 3b 67 24 9a b4 1b f0 75 89 ab c1 a4 be 01 a5 b8 73 36 a4 12 87 7e f1 c8 d5 
1d 5a 44 45 57 3c 1e 14 28 27 44 1e 32 36 a0 8e e3 b9 4a 99 68 84 82 b6 ad 61 ce 3c 59 45 32 7a f8 64 5e eb 10 28 f2 
de 2f b0 09 06 83 4a 68 e2 fa 06 24 35 49 57 87 ff 00 23 20 0a 
Data Ascii: ,E$L)=V:P6At{c[}(P*&&$oiN& T~aWv:!3l3] w8jD]5q"fLh`[\jwgk2uQ.o]txL;g$us6~ZDEW<('D26Jha<YE2zd^(/Jh$
5IW# 

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

205 192.168.2.5 50075 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:19 UTC 9469 OUT GET /wp-content/uploads/elementor/thumbs/Pod-Group-white-2-ozbz0pz5bd8o7i83b9v9qvrv6nd3xvduwd5gkim0wi.jpg 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 18:28:54 GMT
If-None-Match: "5fc92e66-7bb"

2022-04-20 13:12:19 UTC 9691 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:19 GMT
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-7bb"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

206 192.168.2.5 50076 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:19 UTC 9533 OUT GET /wp-content/uploads/elementor/thumbs/Quectellogo-pctkxydkxmw9dncktfxqtana1v3kvl7spuunl68a6o.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Wed, 08 Sep 2021 17:00:49 GMT
If-None-Match: "6138ec41-497"
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2022-04-20 13:12:19 UTC 9692 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:19 GMT
Last-Modified: Wed, 08 Sep 2021 17:00:49 GMT
Connection: close
ETag: "6138ec41-497"
Cache-Control: public, max-age=2592000

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

207 192.168.2.5 50078 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:19 UTC 9692 OUT GET /wp-content/uploads/2020/04/backwhite.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:26:39 GMT
If-None-Match: "5fc91fcf-49465"

2022-04-20 13:12:20 UTC 9692 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:19 GMT
Last-Modified: Thu, 03 Dec 2020 17:26:39 GMT
Connection: close
ETag: "5fc91fcf-49465"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

208 192.168.2.5 50079 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:19 UTC 9692 OUT GET /wp-content/uploads/2020/04/iot-logo.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:29:06 GMT
If-None-Match: "5fc92062-71ae"

2022-04-20 13:12:20 UTC 9693 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:20 GMT
Last-Modified: Thu, 03 Dec 2020 17:29:06 GMT
Connection: close
ETag: "5fc92062-71ae"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

209 192.168.2.5 50082 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:20 UTC 9693 OUT GET /wp-content/uploads/2020/03/upcoming-event.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:32:48 GMT
If-None-Match: "5fc92140-d3"

2022-04-20 13:12:20 UTC 9693 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:20 GMT
Last-Modified: Thu, 03 Dec 2020 17:32:48 GMT
Connection: close
ETag: "5fc92140-d3"
Cache-Control: public, max-age=2592000
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

21 192.168.2.5 49792 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:10 UTC 3764 OUT GET /wp-content/uploads/elementor/thumbs/BICS-p9522df1dhxer83sfdjsapj7aasbp8c9egabga0h84.png HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:10 UTC 3766 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:10 GMT
Content-Type: image/png
Content-Length: 3209
Last-Modified: Thu, 24 Jun 2021 13:45:15 GMT
Connection: close
ETag: "60d48c6b-c89"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:10 UTC 3766 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 78 00 00 00 52 08 06 00 00 00 9f 53 10 82 00 00 0c 
50 49 44 41 54 78 da ed da 79 70 1b d7 79 00 f0 6f 17 d7 02 58 10 20 40 80 07 48 2c 01 82 e0 2d 92 31 6d c9 b6 14 49 
49 6b 57 d5 44 ed 8c 26 76 c7 69 ab b4 6e 6d 4f d5 71 27 b1 eb e4 8f 5e 93 76 d2 d4 c7 58 9d 4e 67 9c b1 d4 d4 55 d3 
cc d8 e3 aa 75 64 2b ce 0c 0f 89 a6 2e 83 16 69 11 24 40 10 24 96 00 84 63 71 2c 2e ee e2 da d7 3f a4 b4 4e 86 76 a8 9
2 50 a5 fa fd 66 f8 1f f0 f1 bd f7 ed 7b ef 7b 6f 01 80 61 18 86 61 18 86 61 18 86 61 18 86 61 18 86 61 18 86 61 18 86 61 
18 86 61 18 86 61 18 86 61 18 86 61 77 31 a2 9e c1 c7 c7 c7 69 00 38 42 51 14 ed 72 b9 a6 cd 66 f3 12 1e f2 3b 4b 5e cf 
e0 1f 7c 30 67 02 10 be ab d7 d3 4c 53 53 d3 d3 00 80 13 fc ff 
Data Ascii: PNGIHDRxRSPIDATxypyoX @H,-1mIIkWD&vinmOq'^vXNgUud+.i$@$cq,.?NvPf{{oaaaaaaaaaaaaw1i8BQrf;
K^|0gLSS

Session ID Source IP Source Port Destination IP
Destination
Port

Process

210 192.168.2.5 50083 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:20 UTC 9693 OUT GET /wp-content/uploads/2020/04/content-library.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:55:40 GMT
If-None-Match: "5fc9269c-1cc"

2022-04-20 13:12:20 UTC 9694 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:20 GMT
Last-Modified: Thu, 03 Dec 2020 17:55:40 GMT
Connection: close
ETag: "5fc9269c-1cc"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

211 192.168.2.5 50086 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:21 UTC 9694 OUT GET /wp-content/uploads/2020/04/upcoming-event.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:23:22 GMT
If-None-Match: "5fc91f0a-d3"
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2022-04-20 13:12:21 UTC 9695 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:21 GMT
Last-Modified: Thu, 03 Dec 2020 17:23:22 GMT
Connection: close
ETag: "5fc91f0a-d3"
Cache-Control: public, max-age=2592000

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

212 192.168.2.5 50087 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:21 UTC 9694 OUT GET /wp-content/uploads/2020/04/upcoming-events.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:28:57 GMT
If-None-Match: "5fc92059-1d7"

2022-04-20 13:12:21 UTC 9695 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:21 GMT
Last-Modified: Thu, 03 Dec 2020 17:28:57 GMT
Connection: close
ETag: "5fc92059-1d7"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

213 192.168.2.5 50088 162.247.242.20 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:21 UTC 9694 OUT GET /1/NRJS-971c106404d1c4cbdcf?a=408078592&v=1215.1253ab8&to=NgYGYxBRXEMFAkJeXQ9MJVQWWV1e
SxFXUFdMBghSD1VcRAsTG1FHDQ9JQAtURlg%3D&rst=10676&ck=1&ref=https://www.iotm2mcouncil.org/me
mbership/&ap=559&be=6008&fe=10355&dc=9377&perf=%7B%22timing%22:%7B%22of%22:1650492729672,%
22n%22:0,%22f%22:8,%22dn%22:385,%22dne%22:385,%22c%22:385,%22s%22:387,%22ce%22:646,%22rq%2
2:649,%22rp%22:1556,%22rpe%22:5897,%22dl%22:5817,%22di%22:8139,%22ds%22:9375,%22de%22:9378
,%22dc%22:10355,%22l%22:10355,%22le%22:10360%7D,%22navigation%22:%7B%7D%7D&fp=8091&fcp=809
1&at=GkEFFVhLT00%3D&jsonp=NREUM.setToken HTTP/1.1
Host: bam.nr-data.net
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://www.iotm2mcouncil.org/membership/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:12:21 UTC 9696 IN HTTP/1.1 200 OK
Set-Cookie: JSESSIONID=e2bca0d59d9f0bcb; Path=/; Domain=.nr-data.net; Secure;SameSite=None
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Cross-Origin-Resource-Policy: cross-origin
Content-Type: text/javascript;charset=iso-8859-1
Content-Length: 57
Connection: close

2022-04-20 13:12:21 UTC 9696 IN Data Raw: 4e 52 45 55 4d 2e 73 65 74 54 6f 6b 65 6e 28 7b 27 73 74 6e 27 3a 31 2c 27 65 72 72 27 3a 31 2c 27 69 6e 
73 27 3a 31 2c 27 63 61 70 27 3a 30 2c 27 73 70 61 27 3a 31 7d 29 
Data Ascii: NREUM.setToken({'stn':1,'err':1,'ins':1,'cap':0,'spa':1})

Session ID Source IP Source Port Destination IP
Destination
Port

Process

214 192.168.2.5 50090 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:12:21 UTC 9696 OUT GET /wp-content/uploads/2020/04/lead.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:24:29 GMT
If-None-Match: "5fc91f4d-ad0"

2022-04-20 13:12:21 UTC 9697 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:21 GMT
Last-Modified: Thu, 03 Dec 2020 17:24:29 GMT
Connection: close
ETag: "5fc91f4d-ad0"
Cache-Control: public, max-age=2592000

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

215 192.168.2.5 50089 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:21 UTC 9696 OUT GET /wp-content/uploads/2020/04/leadership.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:27:20 GMT
If-None-Match: "5fc91ff8-b61"

2022-04-20 13:12:21 UTC 9697 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:21 GMT
Last-Modified: Thu, 03 Dec 2020 17:27:20 GMT
Connection: close
ETag: "5fc91ff8-b61"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

216 192.168.2.5 50095 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:21 UTC 9697 OUT GET /wp-content/uploads/2020/04/promotion.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:27:05 GMT
If-None-Match: "5fc91fe9-b1c"

2022-04-20 13:12:22 UTC 9698 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:21 GMT
Last-Modified: Thu, 03 Dec 2020 17:27:05 GMT
Connection: close
ETag: "5fc91fe9-b1c"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

217 192.168.2.5 50096 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:21 UTC 9697 OUT GET /wp-content/uploads/2020/04/research.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:52:45 GMT
If-None-Match: "5fc925ed-d16"
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2022-04-20 13:12:22 UTC 9698 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:22 GMT
Last-Modified: Thu, 03 Dec 2020 17:52:45 GMT
Connection: close
ETag: "5fc925ed-d16"
Cache-Control: public, max-age=2592000

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

218 192.168.2.5 50099 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:22 UTC 9698 OUT GET /wp-content/uploads/2022/03/thought_leadership_3.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Wed, 09 Mar 2022 18:27:59 GMT
If-None-Match: "6228f1af-70f"

2022-04-20 13:12:22 UTC 9699 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:22 GMT
Last-Modified: Wed, 09 Mar 2022 18:27:59 GMT
Connection: close
ETag: "6228f1af-70f"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

219 192.168.2.5 50100 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:22 UTC 9698 OUT GET /wp-content/uploads/2020/04/back.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:33:44 GMT
If-None-Match: "5fc92178-262e0"

2022-04-20 13:12:22 UTC 9699 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:22 GMT
Last-Modified: Thu, 03 Dec 2020 17:33:44 GMT
Connection: close
ETag: "5fc92178-262e0"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

22 192.168.2.5 49794 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:10 UTC 3764 OUT GET /wp-content/uploads/elementor/thumbs/Blues-Wireless-p4p0eu3v587wmojyu528tb1l8fa3dp5pv2cz7h0z2u.png 
HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-04-20 13:11:10 UTC 3784 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:10 GMT
Content-Type: image/png
Content-Length: 2250
Last-Modified: Wed, 24 Mar 2021 15:05:56 GMT
Connection: close
ETag: "605b5554-8ca"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:10 UTC 3784 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 78 00 00 00 0f 08 06 00 00 00 2f 43 0b ab 00 00 08 
91 49 44 41 54 58 c3 ed 98 09 6c 54 45 1c c6 bb 6d b7 f6 a4 50 7b b0 bb 85 8a 80 e0 51 2f 40 ba 5b 61 db 28 46 0c d2 
76 bd 8d 46 11 5e 8d 67 4c 8c a2 88 74 17 44 8d 12 2f 3c 51 14 cf 18 bc c1 78 0b 88 8a 51 03 78 a0 22 a2 12 e5 50 04 
3c a8 27 14 fc be 79 df 2e d3 e7 ae a8 35 31 21 36 f9 65 fb de cc bc 37 6f be f9 5f 93 d5 d8 9a 78 01 6c 07 6f 36 b4 c6 bb 
67 fd c9 1f da 87 a2 df 77 a0 03 9c 9e b5 8b fc 85 22 b1 c1 e0 1b b0 1e 1c fc 6f 3d 37 18 6e c9 c1 f3 ee 05 ef 87 c2 2d 95 
ff c9 c7 41 a8 17 25 f0 5b 10 b0 c7 4e 04 ae b3 04 1e b3 0b 09 bc 8f 11 c1 65 e0 ff 02 ef 6a 02 bb 42 f4 27 c1 48 2c 7b d7 
15 d8 89 97 e3 b7 1a ec 07 fa 34 3a 89 fc 86 71 93 33 
Data Ascii: PNGIHDRx/CIDATXlTEmP{Q/@[a(FvF^gLtD/<QxQx"P<'y.51!6e7o_xlo6gw"o=7n-A%[NejB'H,{4:q3

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

220 192.168.2.5 50102 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:23 UTC 9699 OUT GET /wp-content/uploads/2020/03/rfps.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 22:22:27 GMT
If-None-Match: "5fc96523-caf0"

2022-04-20 13:12:23 UTC 9699 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:23 GMT
Last-Modified: Thu, 03 Dec 2020 22:22:27 GMT
Connection: close
ETag: "5fc96523-caf0"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

221 192.168.2.5 50101 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:23 UTC 9699 OUT GET /wp-content/uploads/2020/04/backroundtest2.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:41:46 GMT
If-None-Match: "5fc9235a-e5aaf"

2022-04-20 13:12:23 UTC 9700 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:23 GMT
Last-Modified: Thu, 03 Dec 2020 17:41:46 GMT
Connection: close
ETag: "5fc9235a-e5aaf"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

222 192.168.2.5 50103 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:25 UTC 9700 OUT GET /wp-content/uploads/2020/04/backroundtest3.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:27:05 GMT
If-None-Match: "5fc91fe9-3901a"
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2022-04-20 13:12:25 UTC 9701 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:25 GMT
Last-Modified: Thu, 03 Dec 2020 17:27:05 GMT
Connection: close
ETag: "5fc91fe9-3901a"
Cache-Control: public, max-age=2592000

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

223 192.168.2.5 50104 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:25 UTC 9700 OUT GET /wp-content/uploads/2020/03/case-study.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 22:22:25 GMT
If-None-Match: "5fc96521-1c107"

2022-04-20 13:12:25 UTC 9701 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:25 GMT
Last-Modified: Thu, 03 Dec 2020 22:22:25 GMT
Connection: close
ETag: "5fc96521-1c107"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

224 192.168.2.5 50106 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:28 UTC 9701 OUT GET /wp-content/uploads/elementor/thumbs/SOMOS_logo-p0chusoapg0rd0u8k6s84skljlqephdqea8gmpwngi.jpg H
TTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 24 Dec 2020 17:04:07 GMT
If-None-Match: "5fe4ca07-6ef"

2022-04-20 13:12:28 UTC 9702 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:28 GMT
Last-Modified: Thu, 24 Dec 2020 17:04:07 GMT
Connection: close
ETag: "5fe4ca07-6ef"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

225 192.168.2.5 50105 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:28 UTC 9701 OUT GET /wp-content/uploads/elementor/thumbs/RevX-Systems-Logo-pgsb8yjt7x7ia30vcmv8vhkphp4o591kaxalrc0km0.jpg 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Mon, 29 Nov 2021 16:55:00 GMT
If-None-Match: "61a505e4-ad3"

2022-04-20 13:12:28 UTC 9702 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:28 GMT
Last-Modified: Mon, 29 Nov 2021 16:55:00 GMT
Connection: close
ETag: "61a505e4-ad3"
Cache-Control: public, max-age=2592000
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

226 192.168.2.5 50107 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:28 UTC 9702 OUT GET /wp-content/uploads/elementor/thumbs/Tata-Comms-ozc9btn9jn91x96fc6nqnqia848zvxmtl5dmiadiko.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 21:33:50 GMT
If-None-Match: "5fc959be-ca7"

2022-04-20 13:12:28 UTC 9703 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:28 GMT
Last-Modified: Thu, 03 Dec 2020 21:33:50 GMT
Connection: close
ETag: "5fc959be-ca7"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

227 192.168.2.5 50108 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:28 UTC 9702 OUT GET /wp-content/uploads/elementor/thumbs/telit-logo-3-ozc05k2q8954lmwouxbs2kss9a36chi1uhgv5a2ape.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 18:28:54 GMT
If-None-Match: "5fc92e66-bea"

2022-04-20 13:12:28 UTC 9703 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:28 GMT
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-bea"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

228 192.168.2.5 50109 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:29 UTC 9703 OUT GET /wp-content/uploads/elementor/thumbs/utimaco-pd263yhzmd153qecey4hl6evruq98vk3y9bskxnva0.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Mon, 13 Sep 2021 15:22:59 GMT
If-None-Match: "613f6cd3-68a"

2022-04-20 13:12:29 UTC 9704 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:29 GMT
Last-Modified: Mon, 13 Sep 2021 15:22:59 GMT
Connection: close
ETag: "613f6cd3-68a"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

229 192.168.2.5 50110 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:12:29 UTC 9703 OUT GET /wp-content/uploads/elementor/thumbs/Vodafone-New_Business_Logo_Horiz_RGB_RED-ozbyz8echt7btqdx04
pjaralbop6r4h5ozys7qtgt4.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 18:28:54 GMT
If-None-Match: "5fc92e66-99a"

2022-04-20 13:12:29 UTC 9704 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:29 GMT
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-99a"
Cache-Control: public, max-age=2592000

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

23 192.168.2.5 49796 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:10 UTC 3765 OUT GET /wp-content/uploads/elementor/thumbs/digi-logo-ozc9boy2lh2mb7d93mmlt9oz96w5tg45wi473wkhb2.jpg HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:10 UTC 3769 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:10 GMT
Content-Type: image/jpeg
Content-Length: 1474
Last-Modified: Thu, 03 Dec 2020 21:33:49 GMT
Connection: close
ETag: "5fc959bd-5c2"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:10 UTC 3770 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 43 00 06 04 05 06 05 04 06 06 05 06 07 
07 06 08 0a 10 0a 0a 09 09 0a 14 0e 0f 0c 10 17 14 18 18 17 14 16 16 1a 1d 25 1f 1a 1b 23 1c 16 16 20 2c 20 23 26 27 
29 2a 29 19 1f 2d 30 2d 28 30 25 28 29 28 ff db 00 43 01 07 07 07 0a 08 0a 13 0a 0a 13 28 1a 16 1a 28 28 28 28 28 28 
28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 
28 28 28 28 28 ff c0 00 11 08 00 43 00 78 03 01 11 00 02 11 01 03 11 01 ff c4 00 1c 00 01 00 02 02 03 01 00 00 00 00 00 
00 00 00 00 00 00 06 07 01 08 02 04 05 03 ff c4 00 41 10 00 01 03 03 01 04 04 08 09 0d 00 00 00 00 00 00 01 00 02 03 
04 05 11 06 07 12 21 51 08 13 31 61 22 36 37 41 72 74 b1 b2 24 34 53 
Data Ascii: JFIFC%# , #&')*)-0-(0%()(C(((((((((((((((((((((((((((((((((((((((((((((((((((CxA!Q1a"67Art$4S

Session ID Source IP Source Port Destination IP
Destination
Port

Process

230 192.168.2.5 50114 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:29 UTC 9704 OUT GET /wp-content/uploads/elementor/thumbs/Aeris_CMYK_NEW-ozbyn3be7ukzv20swds0lbl93ijibv9z0wm022tiy4.jpg 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 18:28:54 GMT
If-None-Match: "5fc92e66-928"

2022-04-20 13:12:29 UTC 9705 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:29 GMT
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-928"
Cache-Control: public, max-age=2592000
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

231 192.168.2.5 50115 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:29 UTC 9705 OUT GET /wp-content/uploads/elementor/thumbs/AirgainLogo_memberpage-pn0tzsi5bfak7q1acc3rghrjpli4tju4ifc3uwsug0.png 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Mon, 11 Apr 2022 14:43:59 GMT
If-None-Match: "62543eaf-14a9"

2022-04-20 13:12:29 UTC 9705 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:29 GMT
Last-Modified: Mon, 11 Apr 2022 14:43:59 GMT
Connection: close
ETag: "62543eaf-14a9"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

232 192.168.2.5 50118 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:30 UTC 9705 OUT GET /wp-content/uploads/elementor/thumbs/beamLive-tag-p5pkcod7nzfoybeovqs06olcb7nesc0sht0h63d0oo.png 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Wed, 14 Apr 2021 15:04:11 GMT
If-None-Match: "6077046b-2234"

2022-04-20 13:12:30 UTC 9706 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:30 GMT
Last-Modified: Wed, 14 Apr 2021 15:04:11 GMT
Connection: close
ETag: "6077046b-2234"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

233 192.168.2.5 50117 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:30 UTC 9706 OUT GET /wp-content/uploads/elementor/thumbs/AVSystem_logo-ozc9bm4k0yyrcdhck3eq3selh1a26csyw45qo2onl4.jpg 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 21:33:48 GMT
If-None-Match: "5fc959bc-550"

2022-04-20 13:12:30 UTC 9706 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:30 GMT
Last-Modified: Thu, 03 Dec 2020 21:33:48 GMT
Connection: close
ETag: "5fc959bc-550"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

234 192.168.2.5 50119 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:12:30 UTC 9706 OUT GET /wp-content/uploads/elementor/thumbs/BICS-p9522df1dhxer83sfdjsapj7aasbp8c9egabga0h84.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 24 Jun 2021 13:45:15 GMT
If-None-Match: "60d48c6b-c89"

2022-04-20 13:12:30 UTC 9707 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:30 GMT
Last-Modified: Thu, 24 Jun 2021 13:45:15 GMT
Connection: close
ETag: "60d48c6b-c89"
Cache-Control: public, max-age=2592000

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

235 192.168.2.5 50120 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:30 UTC 9707 OUT GET /wp-content/uploads/elementor/thumbs/Blues-Wireless-p4p0eu3v587wmojyu528tb1l8fa3dp5pv2cz7h0z2u.png 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Wed, 24 Mar 2021 15:05:56 GMT
If-None-Match: "605b5554-8ca"

2022-04-20 13:12:30 UTC 9707 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:30 GMT
Last-Modified: Wed, 24 Mar 2021 15:05:56 GMT
Connection: close
ETag: "605b5554-8ca"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

236 192.168.2.5 50121 162.247.242.20 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:31 UTC 9708 OUT POST /events/1/NRJS-971c106404d1c4cbdcf?a=408078592&v=1215.1253ab8&to=NgYGYxBRXEMFAkJeXQ9M
JVQWWV1eSxFXUFdMBghSD1VcRAsTG1FHDQ9JQAtURlg%3D&rst=20694&ck=1&ref=https://www.iotm2mcounci
l.org/membership/ HTTP/1.1
Host: bam.nr-data.net
Connection: keep-alive
Content-Length: 68
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
content-type: text/plain
Accept: */*
Origin: https://www.iotm2mcouncil.org
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
Referer: https://www.iotm2mcouncil.org/membership/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: JSESSIONID=e2bca0d59d9f0bcb

2022-04-20 13:12:31 UTC 9708 OUT Data Raw: 62 65 6c 2e 36 3b 65 2c 27 66 70 2c 36 38 72 2c 31 3b 36 2c 27 63 6c 73 2c 30 2e 3b 65 2c 27 66 63 70 2c 36 
38 72 2c 31 3b 36 2c 31 2c 30 2e 3b 65 2c 27 6c 6f 61 64 2c 37 7a 6e 2c 31 3b 36 2c 31 2c 30 2e 
Data Ascii: bel.6;e,'fp,68r,1;6,'cls,0.;e,'fcp,68r,1;6,1,0.;e,'load,7zn,1;6,1,0.

2022-04-20 13:12:31 UTC 9708 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: https://www.iotm2mcouncil.org
Access-Control-Allow-Credentials: true
Content-Type: image/gif
Content-Length: 24
Connection: close

2022-04-20 13:12:31 UTC 9708 IN Data Raw: 47 49 46 38 39 61 01 00 01 00 00 00 00 2c 00 00 00 00 01 00 01 00 00 02 
Data Ascii: GIF89a,
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

237 192.168.2.5 50122 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:31 UTC 9709 OUT GET /wp-content/uploads/elementor/thumbs/digi-logo-ozc9boy2lh2mb7d93mmlt9oz96w5tg45wi473wkhb2.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 21:33:49 GMT
If-None-Match: "5fc959bd-5c2"

2022-04-20 13:12:31 UTC 9709 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:31 GMT
Last-Modified: Thu, 03 Dec 2020 21:33:49 GMT
Connection: close
ETag: "5fc959bd-5c2"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

238 192.168.2.5 50123 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:31 UTC 9709 OUT GET /wp-content/uploads/elementor/thumbs/Fibocom-phlzrd0h0at96kfgky5wpmix0l4qpvzplxpoyxhxyk.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 16 Dec 2021 18:10:29 GMT
If-None-Match: "61bb8115-d8d"

2022-04-20 13:12:31 UTC 9709 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:31 GMT
Last-Modified: Thu, 16 Dec 2021 18:10:29 GMT
Connection: close
ETag: "61bb8115-d8d"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

239 192.168.2.5 50124 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:32 UTC 9710 OUT GET /wp-content/uploads/elementor/thumbs/floLive-p6rtqxb2aj9s4km60o7jcrkuh7cdjzznyy4totc4vc.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 06 May 2021 14:36:20 GMT
If-None-Match: "6093fee4-784"

2022-04-20 13:12:32 UTC 9710 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:32 GMT
Last-Modified: Thu, 06 May 2021 14:36:20 GMT
Connection: close
ETag: "6093fee4-784"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

24 192.168.2.5 49795 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 235 of 324



2022-04-20 13:11:10 UTC 3766 OUT GET /wp-content/uploads/elementor/thumbs/Fibocom-phlzrd0h0at96kfgky5wpmix0l4qpvzplxpoyxhxyk.png HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:10 UTC 3780 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:10 GMT
Content-Type: image/png
Content-Length: 3469
Last-Modified: Thu, 16 Dec 2021 18:10:29 GMT
Connection: close
ETag: "61bb8115-d8d"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:10 UTC 3780 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 78 00 00 00 1e 08 06 00 00 00 e7 c9 da 95 00 00 
0d 54 49 44 41 54 68 de ed 98 7b 74 d4 d5 9d c0 3f f7 37 8f cc 64 66 92 cc 64 12 f2 7e 10 02 49 20 08 08 18 40 04 e1 b4 
7a f0 1c 6a 8f ba 1e d7 57 d7 ee 9e 6d 77 bb 2e 55 8b d6 ba ba 67 5b eb 1e db ba 3d f6 61 3d ab 5b db e5 f8 a8 16 7b 58 
05 51 a1 21 c8 2b 06 13 13 42 08 c9 10 f2 9c 64 9e c9 bc 9f bf bb 7f 24 51 d0 40 c1 d2 b3 fb c7 7c fe 9a 33 f7 7b 7f f7 de 
ef f7 de ef 0b 32 64 c8 90 21 43 86 0c 19 32 64 c8 90 21 c3 39 88 cb 11 76 4f 4a 73 8f 9f 55 fe 14 b7 9e 18 42 db ed 83 98 
6f 6e 59 4b 36 5c 7f 15 3b 6e ab e1 d8 13 7b b8 ff 8c 97 da c5 25 24 be b5 91 67 0b cd f4 bb bd 14 f6 4c f2 55 45 25 b4 
7e a1 d8 91 31 c5 5f 06 ed a5 08 bd d7 2b 75 83 11 be 
Data Ascii: PNGIHDRxTIDATh{t?7dfd~I @zjWmw.Ug[=a=[{XQ!+Bd$Q@|3{2d!C2d!9vOJsUBonYK6\;n{%$gLUE%~1_+u

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

240 192.168.2.5 50125 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:32 UTC 9710 OUT GET /wp-content/uploads/elementor/thumbs/Ground-Control-clear-pfrm9ohzhfm6w5pxs3qzpeaugd1pxwvqe59zww
pa4m.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Mon, 08 Nov 2021 15:01:12 GMT
If-None-Match: "61893bb8-213f"

2022-04-20 13:12:32 UTC 9710 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:32 GMT
Last-Modified: Mon, 08 Nov 2021 15:01:12 GMT
Connection: close
ETag: "61893bb8-213f"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

241 192.168.2.5 50128 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:32 UTC 9711 OUT GET /wp-content/uploads/elementor/thumbs/ibasis-ozc05efp38xenz4vruw0nm80oyuz2avntpjy9mao4w.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 18:28:54 GMT
If-None-Match: "5fc92e66-9c1"

2022-04-20 13:12:32 UTC 9711 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:32 GMT
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-9c1"
Cache-Control: public, max-age=2592000
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

242 192.168.2.5 50127 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:32 UTC 9711 OUT GET /wp-content/uploads/elementor/thumbs/gurtam-p42eyiw71i7djjnfnc3aklmlxjx9r7gzz6itwj618y.gif HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 11 Mar 2021 16:28:50 GMT
If-None-Match: "604a4542-6d1"

2022-04-20 13:12:32 UTC 9712 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:32 GMT
Last-Modified: Thu, 11 Mar 2021 16:28:50 GMT
Connection: close
ETag: "604a4542-6d1"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

243 192.168.2.5 50132 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:33 UTC 9712 OUT GET /wp-content/uploads/elementor/thumbs/incognito-p9522zz5xisahv70rnatyju9jjp4tytthjxyyx30ug.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 24 Jun 2021 13:46:40 GMT
If-None-Match: "60d48cc0-11f4"

2022-04-20 13:12:33 UTC 9712 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:33 GMT
Last-Modified: Thu, 24 Jun 2021 13:46:40 GMT
Connection: close
ETag: "60d48cc0-11f4"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

244 192.168.2.5 50131 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:33 UTC 9712 OUT GET /wp-content/uploads/elementor/thumbs/ignion-p4qqv9xn8e5wj6kjj1h66x5g3d09t1b3nt3w1f8rf0.gif HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 25 Mar 2021 14:59:37 GMT
If-None-Match: "605ca559-68f"

2022-04-20 13:12:33 UTC 9713 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:33 GMT
Last-Modified: Thu, 25 Mar 2021 14:59:37 GMT
Connection: close
ETag: "605ca559-68f"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

245 192.168.2.5 50134 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:12:33 UTC 9713 OUT GET /wp-content/uploads/elementor/thumbs/IoT-Launch-1-e1606988965340-ozc9z35gp13j9tdwhqobvd5zifl1e8z
nsan93tvq2c.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 21:47:58 GMT
If-None-Match: "5fc95d0e-cc2"

2022-04-20 13:12:33 UTC 9714 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:33 GMT
Last-Modified: Thu, 03 Dec 2020 21:47:58 GMT
Connection: close
ETag: "5fc95d0e-cc2"
Cache-Control: public, max-age=2592000

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

246 192.168.2.5 50135 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:33 UTC 9713 OUT GET /wp-content/uploads/elementor/thumbs/Keyfactor-p5mc0vz2ueo2x6ekmjrocggasoq72kshe6cmnsmy8s.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Mon, 12 Apr 2021 18:38:04 GMT
If-None-Match: "6074938c-12f0"

2022-04-20 13:12:33 UTC 9714 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:33 GMT
Last-Modified: Mon, 12 Apr 2021 18:38:04 GMT
Connection: close
ETag: "6074938c-12f0"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

247 192.168.2.5 50136 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:33 UTC 9714 OUT GET /wp-content/uploads/elementor/thumbs/KORE_Logo-0918-ozbzdryg8j41gj9f2x0qdl6c7b0muj7nczc8iv96co.jpg 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 18:28:54 GMT
If-None-Match: "5fc92e66-96d"

2022-04-20 13:12:34 UTC 9715 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:34 GMT
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-96d"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

248 192.168.2.5 50137 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:33 UTC 9714 OUT GET /wp-content/uploads/elementor/thumbs/losant-ozc05ck0pkuu0r7m2u2rimp3i748mwo75g8zb2dghc.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 18:28:54 GMT
If-None-Match: "5fc92e66-c8b"
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2022-04-20 13:12:34 UTC 9715 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:34 GMT
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-c8b"
Cache-Control: public, max-age=2592000

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

249 192.168.2.5 50138 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:34 UTC 9715 OUT GET /wp-content/uploads/elementor/thumbs/MS-Azure-p8t9b2yok1ayc7k2tmr1hevezvlzmyz71lb622k806.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 17 Jun 2021 19:04:38 GMT
If-None-Match: "60cb9cc6-b77"

2022-04-20 13:12:34 UTC 9716 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:34 GMT
Last-Modified: Thu, 17 Jun 2021 19:04:38 GMT
Connection: close
ETag: "60cb9cc6-b77"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

25 192.168.2.5 49799 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:11 UTC 3786 OUT GET /wp-content/uploads/elementor/thumbs/Ground-Control-clear-pfrm9ohzhfm6w5pxs3qzpeaugd1pxwvqe59zww
pa4m.png HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:11 UTC 3788 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:11 GMT
Content-Type: image/png
Content-Length: 8511
Last-Modified: Mon, 08 Nov 2021 15:01:12 GMT
Connection: close
ETag: "61893bb8-213f"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:11 UTC 3788 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 78 00 00 00 27 08 06 00 00 00 c4 bc 8c f0 00 00 21 
06 49 44 41 54 78 da ed 7c 77 78 5c c5 b9 f7 3b a7 9f 6d 5a ed 4a 2b 69 25 d9 92 56 b2 25 d9 96 64 23 e3 02 d8 18 53 
1c 30 81 9b 40 70 12 e0 a6 10 3b 1f 37 21 85 84 7c 0e 81 04 48 ee 0d 97 04 92 10 20 76 e8 04 08 a6 05 17 6c 30 6e 18 
37 59 b2 65 4b 56 5f 49 2b 6d d1 f6 7e fa 39 f3 fd 21 cb 98 1a 93 e0 ef 96 87 f7 79 f6 9f dd 33 73 66 e6 37 f3 96 df 3b ef 
22 38 cb 92 48 60 d4 3b 9c e1 b7 76 79 89 88 62 00 00 00 43 00 ac 98 65 81 d9 8d 35 72 95 9d 51 e1 33 39 6b 82 ce 46 
a7 3b da 53 7c 77 30 e1 f6 06 24 8f 2e e1 06 0b cb ae 18 89 a6 cd 79 1d 03 00 00 89 00 6a 8a 19 20 18 ee 90 89 21 8e b
1 84 d1 d9 50 61 1d bb a8 a5 34 eb 70 20 fc 19 2c ff 0d 01 c6 18 
Data Ascii: PNGIHDRx'!IDATx|wx\;mZJ+i%V%d#S0@p;7!|H vl0n7YeKV_I+m~9!y3sf7;"8H`;vybCe5rQ39kF;S|w0$.yj !Pa4p 
,

Session ID Source IP Source Port Destination IP
Destination
Port

Process

250 192.168.2.5 50139 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:34 UTC 9715 OUT GET /wp-content/uploads/elementor/thumbs/MultiTech_Logo-pgsb8a40a8a1w80dbcay2nqq1oh4l4cjjkbza50sti.jpg 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Mon, 29 Nov 2021 16:54:34 GMT
If-None-Match: "61a505ca-7d6"

2022-04-20 13:12:34 UTC 9716 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:34 GMT
Last-Modified: Mon, 29 Nov 2021 16:54:34 GMT
Connection: close
ETag: "61a505ca-7d6"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

251 192.168.2.5 50140 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:34 UTC 9716 OUT GET /wp-content/uploads/elementor/thumbs/novotech_black-on-white-p6fl83ur25qttcfmdlzz2oly7lfu0pky933p07d4i6.gif 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 29 Apr 2021 13:54:12 GMT
If-None-Match: "608aba84-782"

2022-04-20 13:12:34 UTC 9717 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:34 GMT
Last-Modified: Thu, 29 Apr 2021 13:54:12 GMT
Connection: close
ETag: "608aba84-782"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

252 192.168.2.5 50141 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:34 UTC 9717 OUT GET /wp-content/uploads/elementor/thumbs/Pelion_Horizontal-p3ldmkmetkey2c0h25l2nee2yp73hdlcxkcxd5bz6y.jpg 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Mon, 01 Mar 2021 20:37:19 GMT
If-None-Match: "603d507f-8b7"

2022-04-20 13:12:34 UTC 9717 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:34 GMT
Last-Modified: Mon, 01 Mar 2021 20:37:19 GMT
Connection: close
ETag: "603d507f-8b7"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

253 192.168.2.5 50143 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:35 UTC 9717 OUT GET /wp-content/uploads/elementor/thumbs/Quectellogo-pctkxydkxmw9dncktfxqtana1v3kvl7spuunl68a6o.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Wed, 08 Sep 2021 17:00:49 GMT
If-None-Match: "6138ec41-497"
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2022-04-20 13:12:35 UTC 9718 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:35 GMT
Last-Modified: Wed, 08 Sep 2021 17:00:49 GMT
Connection: close
ETag: "6138ec41-497"
Cache-Control: public, max-age=2592000

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

254 192.168.2.5 50142 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:35 UTC 9718 OUT GET /wp-content/uploads/elementor/thumbs/Pod-Group-white-2-ozbz0pz5bd8o7i83b9v9qvrv6nd3xvduwd5gkim0wi.jpg 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 18:28:54 GMT
If-None-Match: "5fc92e66-7bb"

2022-04-20 13:12:35 UTC 9718 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:35 GMT
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-7bb"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

255 192.168.2.5 50144 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:35 UTC 9718 OUT GET /wp-content/uploads/2020/04/backwhite.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:26:39 GMT
If-None-Match: "5fc91fcf-49465"

2022-04-20 13:12:35 UTC 9719 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:35 GMT
Last-Modified: Thu, 03 Dec 2020 17:26:39 GMT
Connection: close
ETag: "5fc91fcf-49465"
Cache-Control: public, max-age=2592000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

256 192.168.2.5 50145 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:35 UTC 9719 OUT GET /wp-content/uploads/2020/04/iot-logo.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
If-Modified-Since: Thu, 03 Dec 2020 17:29:06 GMT
If-None-Match: "5fc92062-71ae"

2022-04-20 13:12:35 UTC 9719 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Wed, 20 Apr 2022 13:12:35 GMT
Last-Modified: Thu, 03 Dec 2020 17:29:06 GMT
Connection: close
ETag: "5fc92062-71ae"
Cache-Control: public, max-age=2592000
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

257 192.168.2.5 50146 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:35 UTC 9719 OUT GET /wp-content/uploads/2020/05/IoT-03-1.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:12:36 UTC 9720 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:12:36 GMT
Content-Type: image/jpeg
Content-Length: 225413
Last-Modified: Thu, 03 Dec 2020 17:45:39 GMT
Connection: close
ETag: "5fc92443-37085"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:12:36 UTC 9720 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 43 00 06 04 04 04 05 04 06 05 05 06 09 
06 05 06 09 0b 08 06 06 08 0b 0c 0a 0a 0b 0a 0a 0c 10 0c 0c 0c 0c 0c 0c 10 0c 0e 0f 10 0f 0e 0c 13 13 14 14 13 13 1c 1b 
1b 1b 1c 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f ff db 00 43 01 07 07 07 0d 0c 0d 18 10 10 18 1a 15 11 15 1a 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 
1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f ff c2 00 11 08 01 e0 07 80 
03 01 11 00 02 11 01 03 11 01 ff c4 00 1a 00 00 02 03 01 01 00 00 00 00 00 00 00 00 00 00 00 02 03 00 01 04 05 06 ff c4 
00 18 01 01 01 01 01 01 00 00 00 00 00 00 00 00 00 00 00 00 01 02 03 04 ff da 00 0c 03 01 00 02 10 03 10 00 00 01 e6 
6b 10 c5 bc f0 bb 72 e9 a6 
Data Ascii: JFIFCCkr

2022-04-20 13:12:36 UTC 9736 IN Data Raw: 8b d3 34 42 10 24 b0 e5 db 9d 73 f5 3a 39 61 d6 42 d5 cb 25 7d c8 4b 0a 29 5d 0c 20 25 1d 8c 56 4b 9f 53 0e 
f1 8f 40 18 12 75 39 eb 93 d7 15 56 86 84 36 05 73 2d 9d ae 5b 46 f0 a3 66 77 8e 6b 9f bc ec 93 97 a4 8d d0 8a 15 6c a0 
67 1c ca da 18 db 67 67 96 e8 95 92 ce 4e f3 64 0e a2 0a d1 61 a1 d7 4b 96 f9 3d 32 68 d3 ad cf 43 66 6a e7 74 e6 33 62 
0a 92 31 20 12 84 a2 45 18 15 db 72 9a b0 65 b2 24 28 94 49 64 aa 0d 08 b4 5a d5 ba f8 eb 44 2b ae 6d 2c 33 6e 35 bb 
9f 40 a2 8a 06 cb 8e 4f 5c 72 b7 98 51 67 47 1a 21 16 4a 74 35 05 55 43 2e dc d3 30 d6 2a 50 56 59 2c b1 c9 10 28 c2 
28 54 a2 12 a4 b1 a9 42 9a 62 5a 59 61 82 50 25 16 0a 84 38 a9 ab 44 d2 ca 2c 62 34 22 84 aa 65 da 95 62 d6 a2 4a 6b 
2e 61 a5 19 60 94 4a a4 13 36 76 32 c1 f6 67 94 25 d3 72 99 ac d2 
Data Ascii: 4B$s:9aB%}K)] %VKS@u9V6s-[FfwklgggNdaK=2hCfjt3b1 Ere$(IdZD+m,3n5@O\rQgG!Jt5UC.0*PVY,((TB
bZYaP%8D,b4"ebJk.a`J6v2g%r

2022-04-20 13:12:36 UTC 9784 IN Data Raw: 44 03 60 d6 6b 1d 84 63 06 60 0e c3 35 85 2a c6 12 b5 82 ec 60 6c 4c 67 b0 52 67 1e a3 2c d3 a8 df 14 fe b1 
58 a5 6a 48 09 eb 34 00 f6 07 12 c1 8a 67 83 00 64 86 b5 69 ae 23 02 29 4d a3 0f 1c 49 c4 18 cf 59 88 72 26 76 95 78 67 
ae c1 6f 23 3c c5 82 0b ef 10 dd 99 55 95 06 08 62 d2 d3 86 71 b3 15 40 93 40 26 a3 2b 61 d7 d3 65 00 1e a5 46 4b 9d 
69 00 d8 45 40 7f 1c 1c 58 62 bb 33 4d 9b 0a 70 71 0e 30 49 62 a4 01 14 95 0d 63 44 67 8b fc c0 e0 04 b3 52 ba bc b0 
08 d9 0a 9f be 70 5a c6 68 bd bc c7 fd a1 f6 1d 93 c1 07 d4 98 96 45 b3 54 57 26 73 08 2e 97 5b 03 2e 15 94 4f 10 03 02 
fb 5a ea 93 65 78 9f c6 5d b2 cb ec 75 84 30 98 8a c6 59 56 0b 20 98 13 d6 7a cd eb 78 eb a9 16 30 8b 71 8c 5b 0b 69 9
9 cc cc b6 9c f6 5f af fa 03 b4 de 6c b3 33 2d 3c c2 d3 1e 9e b8 
Data Ascii: D`kc`5*`lLgRg,XjH4gdi#)MIYr&vxgo#<Ubq@@&+aeFKiE@Xb3Mpq0IbcDgRpZhETW&s.[.OZex]u0YV zx0q[i
_l3-<

2022-04-20 13:12:36 UTC 9800 IN Data Raw: e0 74 90 4e b3 bc ed 04 5d f8 52 8c 0c 48 d1 b2 7e 2a 9f 96 9e f3 a2 68 7a 47 5c 11 69 26 d3 aa d1 22 08 1a 
18 a9 31 20 8d 24 82 2d 04 0c a8 c9 94 bd 5f 4b b2 d9 68 f6 a8 92 a1 56 27 77 41 03 d3 8d 23 74 3a 45 4e b1 78 de 05 
b3 29 1a 13 9e a4 f6 68 86 28 bc 5a 7b aa f0 a3 f0 99 7e 0e 45 d6 d9 3d 11 65 78 d1 a1 52 2d 98 bd 20 82 08 1f 02 45 4b 
83 01 53 1b 2b 4d 96 9f 7b 2d 6a 7c 0a fc 8f 7a 46 52 46 af 48 26 de 5d 6d 2e 7a 22 f0 4f 43 b4 59 d9 af ba 13 9d 20 49 
18 e9 e5 f2 ba 1a b3 bc 10 32 75 7b 55 e1 47 5c 77 c7 56 3f 83 4b b2 2c df 44 5a 3b 5b b5 1b bb 4e 95 21 91 77 3a ab 2b 
c5 d6 95 79 d3 1c 90 40 88 bc 5a 0a 91 83 29 50 41 e6 8c ff 00 b7 5f 02 2f 04 69 55 da fb 89 e8 d1 91 28 77 92 45 49 1a 
34 2b 40 ef 04 5a 49 b4 5e 2c d8 95 a4 93 22 7a 9a 31 62 db 
Data Ascii: tN]RH~*hzG\i&"1 $-_KhV'wA#t:ENx)h(Z{~E=exR- EKS+M{-j|zFRFH&]m.z"OCY I2u{UG\wV?K,DZ;[N!w:
+y@Z)PA_/iU(wEI4+@ZI^,"z1b

2022-04-20 13:12:36 UTC 9816 IN Data Raw: f1 66 39 3e 22 b5 34 2f 8c 28 8b c4 5e 47 11 c3 19 cf ea 4d c3 0b f2 27 b0 a1 ea 36 4e 55 2b 57 a1 22 50 f3 
6a 55 a9 97 9b 1c 2a 1d a9 5d 9c 48 9a 42 7a d0 72 52 25 11 ca cf 77 4e ac ac 2a 59 19 cd 13 49 54 be 14 b1 f9 57 d7 07 
2b eb 85 73 28 54 da f8 95 22 25 05 75 79 9d 0a d5 8d 64 52 82 c3 8a b8 d4 78 6d 67 9e 35 be 87 98 fb 15 12 b0 f8 8e c7 
e9 21 13 3a 68 70 45 fe 2c ad f4 2d 4d 30 eb f5 fe 46 dd 51 b4 8e a2 45 11 a9 28 ab 01 b7 0b 9c 05 cb 99 99 92 8e f9 45 
fb 92 70 94 a1 52 6a c5 70 96 5a 1b 50 79 ac 22 ed ec 6f 86 87 33 2e 58 e5 36 ca fa 1c 2f 64 9a 67 31 54 9f 62 75 48 9e 
59 48 da 6a 50 ab 23 8a 8b 22 fe 85 21 99 f2 97 6d c8 8a df a9 2d af 53 92 7d 51 35 8d 1e 11 39 65 91 3b 0e 58 47 0a bc 
b0 a7 14 5e b2 2b f5 2a fd 0b 7a 9a 76 c2 84 db f2 47 0d 
Data Ascii: f9>"4/(^GM'6NU+W"PjU*]HBzrR%wN*YITW+s(T"%uydRxmg5!:hpE,-M0FQE(EpRjpZPy"o3.X6/dg1TbuHYHjP
#"!m-S}Q59e;XG^+*zvG

2022-04-20 13:12:36 UTC 9880 IN Data Raw: 7c 4c cb a7 bc c9 36 d8 40 11 bb ac b4 11 5a 3d a6 a9 66 17 6e 91 bc ba 74 f6 83 b4 6d 4f 01 66 a7 78 cb 51 
de 06 60 07 6c 80 a1 dd 63 b0 46 0b 73 c4 09 6f 9f c7 a0 26 7d e7 d1 19 b6 36 c9 4d 68 d2 21 aa 3c 7a 3c f8 97 17 12 f3 
14 a2 6b 65 95 2d 2f 78 cc b5 c0 56 e5 a9 32 b9 b8 ad 2a 6a 66 a7 68 0c bb 47 e7 d1 9e e9 ab 82 7e 61 af af 78 af 41 5c 
3a e6 15 73 54 c8 61 9a 8d 29 c6 26 ef bf fa 8d 9a a9 a6 17 e6 14 55 24 98 51 47 b1 2b fc d2 b1 aa d8 b9 0a cd 4b 86 04 
90 fb 31 7d 7e 69 43 d5 d5 cb b4 46 b2 5c ad 8b bc 32 c5 2d 67 f3 78 b5 17 62 f6 6f e6 17 35 f4 81 22 94 b9 b3 f5 1a f8 f4 
7e a1 64 10 fb 78 83 6d f6 97 1e f8 80 27 f4 fb 8d 99 ea c0 2e 3b 40 18 1d d2 d9 6f 49 63 c3 4e c9 b2 54 d8 08 f6 1e 79 cc 
be b3 cf 11 ad bf 7a 2d 0d e6 52 d2 36 b5 8a e7 72 
Data Ascii: |L6@Z=fntmOfxQ`lcFso&}6Mh!<z<ke-/xV2*jfhG~axA\:sTa)&U$QG+K1}~iCF\2-gxbo5"~dxm'.;@oIcNTyz-R6r

2022-04-20 13:12:36 UTC 9896 IN Data Raw: be 3a b1 88 3d 04 eb 3f ec 43 96 fd 72 50 d9 85 bf 99 6c df 78 d1 f7 84 a4 15 21 13 65 f5 8e 58 70 87 17 76 ab 
49 a4 3d d3 2d 64 eb 29 ab 2a 6c 38 7e e7 2f 6a 83 99 a8 1e 93 7f 33 87 fb 1f d9 67 41 dc e6 5d e2 bf e2 12 9b 40 7a ee 
5a 4f bf 3f 86 53 04 38 65 ff 00 23 b1 fb bc b3 88 be d4 c4 1d 2a 2c 36 f0 d9 2e d6 9e e1 0d e1 f2 4d 25 0e c9 0a 30 8e e7 
ea 01 a3 7f 75 96 37 57 da a5 7a 19 a2 2e 7e 79 60 9c a7 a2 8f 98 54 07 bb f8 47 65 f6 b6 be c1 52 ce b0 d7 f6 77 88 e1 
5b b3 e9 20 bf 93 0f f2 53 f2 94 1d 77 0a 5a 41 63 30 e6 7e 45 7e 60 a3 42 68 fc cb c4 aa c3 ff 00 13 a0 7b 44 b6 61 ce 89 
a1 b9 6f bb 31 46 be a9 fb d6 7c 89 79 85 43 ec 98 d5 cf c1 fb 99 b6 f0 c6 a3 a9 b6 dd 6e 26 53 3b af ca 83 87 da 63 97 1f 
2c 28 d4 f7 c4 2b b5 1a d6 26 5a 04 14 d3 a6 
Data Ascii: :=?CrPlx!eXpvI=-d)*l8~/j3gA]@zZO?S8e#*,6.M%0u7Wz.~y`TGeRw[ SwZAc0~E~`Bh{Dao1F|yCn&S;c,(+&Z
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2022-04-20 13:12:36 UTC 9912 IN Data Raw: 73 99 58 26 b7 33 e8 e6 35 18 1a ea fe 77 80 cd d3 38 95 b4 2d 1c 45 83 e8 9e 83 2e 68 1c 03 94 d8 2f e0 ad 
e1 0c c4 cf fb 88 6e 18 68 0a eb 1f 2c b2 cc 5f 1f a3 11 20 d4 1c 26 94 23 9b a2 cb 75 7b 1f dc b7 4a f7 25 da 87 cc d5 14 
22 e5 ce 72 13 ea 36 be e6 d0 38 65 b7 22 74 67 30 18 1f 71 65 f5 77 9e fa 77 8b 40 63 22 6c d5 fc 31 29 ad bd a1 8a b5 
74 94 35 95 ad 21 96 a8 1b bf c4 74 31 36 0c 90 f1 6d 36 93 e7 78 0e a4 1d 4e cd a5 4b 1a 35 30 50 02 b5 dc 86 a9 6e 
20 38 c1 e7 68 3b cb 33 bb 37 91 25 fe 2d f7 7e a2 05 f6 d3 86 51 37 cb 99 ea c5 c3 49 a2 d9 da 33 45 5c 10 6c 7b a8 9c 
22 d5 6a 46 e5 e0 e3 72 0f 4c 1d 66 e9 4c 17 01 4c 4f fb 15 b4 ce e5 bf 31 1a 9a cc 30 e5 81 4d 6f 99 d1 94 df 69 73 33 
bc 1d c2 54 d9 60 cd 9d e5 63 d6 91 6b 42 f5 82 1e 21 5a 
Data Ascii: sX&35w8-E.h/nh,_ &#u{J%"r68e"tg0qeww@c"l1)t5!t16m6xNK50Pn 8h;37%-~Q7I3E\l{"jFrLfLLO10Moi
s3T`ckB!Z

2022-04-20 13:12:36 UTC 9928 IN Data Raw: cb 8b 85 8a 51 32 34 fe 86 27 0b 4e 16 8d 94 70 6a 31 e6 e2 d5 27 c9 4d 32 5a 1b 1d 10 49 c7 c1 b7 ac 0a e3 
44 d6 c6 c8 7f 08 1a c3 21 9a 21 93 42 65 19 30 cc 6c 68 43 09 97 d9 66 27 84 37 44 37 86 50 9b 2b 2b ca d3 29 e8 72 
e8 78 a5 b8 72 67 de 1b 10 93 1d 23 21 3e 05 1f 7c 54 c5 84 d8 e9 e1 88 58 82 45 16 1b 37 eb 04 c4 f0 74 7e 34 78 81 
4a f0 b0 d6 16 23 23 c2 0a 85 cc 42 10 84 21 c2 ee 13 10 6e ff 00 0a 54 a3 56 55 e1 2a 58 d4 c4 de 17 47 d2 e2 8c 90 91 
45 ec 79 ac 5c 73 f4 26 26 37 87 d8 b8 35 86 41 21 77 fa 0c f6 4f b2 84 9d 1f 72 c8 25 b1 60 f8 e2 e2 e4 a3 18 f4 43 70 7f 
30 d2 4b d1 26 fd 09 9e a9 b2 31 6c 81 f8 2c 42 e1 39 d4 15 be 8b b1 62 94 a5 14 f4 ef 08 11 94 49 f6 34 62 e2 e5 c4 86 
a8 e0 91 e9 f0 41 c1 a6 4e 23 af 42 35 bf 42 7f 9c 10 9c 5f 
Data Ascii: Q24'Npj1'M2ZID!!Be0lhCf'7D7P++)rxrg#!>|TXE7t~4xJ##B!nTVU*XGEy\s&&75A!wOr%`Cp0K&1l,B9bI4b
AN#B5B_

2022-04-20 13:12:36 UTC 9944 IN Data Raw: 9a b6 85 b1 b2 34 0a 32 1b 25 ec 5a 1b 46 ae 1c 09 63 81 e1 bc 41 08 52 43 6d 72 22 e2 d6 c4 8d 72 f3 cf e6 
5b 5e 0e f2 bd 88 4a 65 b1 2f 78 43 fd 1b 21 0b ec 97 4c 6d 74 34 34 24 28 8a 23 b4 6a 1a 8c 8c 22 12 0d bf f0 20 2f b0 
eb b1 a6 bb 1e c3 63 62 70 15 d7 65 65 15 e8 bf 47 f0 5c b7 ef 2f e4 fc 10 6e 55 84 45 64 0d 65 a1 84 bc 1a 1b 2f b1 14 
d9 31 47 be 0d 8c d1 9c 41 b4 2c 58 45 43 09 94 a6 86 8a ca c6 3a 15 0d 51 1f 22 46 d1 01 2b 29 3d 1f 62 22 32 a2 ac 95 
fa 1d 23 2b d8 8a 41 21 0a 52 0f 30 84 12 12 12 12 c3 12 e1 af 23 77 91 26 9d 7c 1a 31 ff 00 32 82 97 03 49 7e 11 09 8b 
39 29 ae 5e 77 00 cf dc 7f 69 53 79 e5 59 57 5f e1 1f af f0 2f b2 1a bd 23 fe a9 3e 98 f6 4b 65 83 62 7e 89 ef 2f 5b 63 13 
13 1b da 1a 19 07 e8 21 34 34 46 c5 6b 08 42 f6 37 32 
Data Ascii: 42%ZFcARCmr"r[^Je/xC!Lmt44$(#j" /cbpeeG\/nUEde/1GA,XEC:Q"F+)=b"2#+A!R0#w&|12I~9)^wiSyYW_
/#>Keb~/[c!44FkB72

2022-04-20 13:12:36 UTC 10058 IN Data Raw: 91 cc 78 0c 64 a1 f4 4f 04 2e 51 45 48 6c 55 33 e6 53 e4 2e 94 b1 eb 2e 6a 32 02 af dc b8 0a 5f ab 12 ac d7 
dc d6 1a bc cd 85 41 af 10 6d e1 d1 39 e2 51 85 c5 f8 96 8b 1d b2 d9 5d f5 95 0e 53 07 58 db 43 2d 64 88 74 ae 25 74 8f 
d9 c0 1f 49 63 ae 62 d4 ab a6 a2 00 90 af 0c 71 7d 61 22 31 82 ce 57 b4 c4 b0 3a 96 e8 4c 1d 39 cd 69 c7 13 02 ab c1 95 
af 15 09 3c 55 52 7c 23 cb 92 b7 80 15 dc 82 4b 54 39 00 6c f6 b9 89 25 9e 78 ab 3e 15 80 ce 0d 1e bf f5 8d 95 a6 06 bb 
f0 46 2b 61 75 e8 1a a8 bd bf ca 14 1d 24 f0 ed 67 a1 76 c7 3b 26 6d 35 c9 5c 35 d0 80 07 4c 9a 6a c6 ed 83 96 5f 5a 7e 
a5 8c 46 23 97 d4 70 d3 bb 70 0e ae 22 22 0a d9 40 eb 11 6b a6 2d db ec c7 5a 95 4b 0d 16 b1 62 e3 c7 56 76 fd cc 00 
e8 32 7e e6 12 c7 15 5a 81 b5 52 ff 00 8d 40 0b 66 96 14 fa 
Data Ascii: xdO.QEHlU3S..j2_Am9Q]SXC-dt%tIcbq}a"1W:L9i<UR|#KT9l%x>F+au$gv;&m5\5Lj_Z~F#pp""@k-ZKbVv2~
ZR@f

2022-04-20 13:12:36 UTC 10074 IN Data Raw: 03 cc 44 23 0e 8b 66 65 ff 00 2e d5 94 f4 88 52 e0 1b 06 21 7d 48 21 86 38 30 60 ad 14 42 46 47 89 91 87 05 
2d b5 1a bc a6 0a de 21 e6 47 2e 46 fc 74 86 be f4 b2 99 e6 f4 cc fa b1 a8 51 de 44 b0 19 c2 3c 39 95 a1 a0 32 e0 20 28 
0f 72 f5 61 75 a8 5d 76 87 08 1b 36 ad 91 6b 16 14 39 53 35 a9 5a 81 bc 60 84 17 c7 b6 e5 e2 a0 70 b7 f8 81 18 c8 e6 a8 
98 1b 1d b1 04 31 75 e2 15 68 df bc 2a 87 70 86 19 d7 9a 6a 0a c2 8f 5b b7 cc 1c 2c ae 69 2e ca db ce d3 48 2f ad 41 2e 
25 06 37 11 5e 5c b0 53 38 40 06 ad 33 00 c1 c7 74 8d 78 5b 3b c1 56 82 bb df e2 61 51 2d 61 a9 93 08 34 68 e9 eb 0a 
64 4e d8 06 b4 cb 1f 14 a2 70 2a b6 2a 64 43 3b a6 81 f7 8e 5d c0 19 78 78 83 24 42 8a 68 ae 90 65 70 a3 c7 fd 41 88 af 
2e 57 1a 58 1c 36 43 22 af 72 b0 e1 f5 b8 f0 03 c5 d7 aa a5 
Data Ascii: D#fe.R!}H!80`BFG-!G.FtQD<92 (rau]v6k9S5Z`p1uh*pj[,i.H/A.%7^\S8@3tx[;VaQ-a4hdNp**dC;]xx$B
hepA.WX6C"r

2022-04-20 13:12:36 UTC 10090 IN Data Raw: e2 c7 2b 4c 49 8d fe 2a 38 c7 3d 26 54 50 a7 80 0e 66 43 00 2c 2c f4 96 27 05 b7 a1 d8 20 72 7d a6 a8 c1 2f 
d2 0f b2 fd 5c 45 06 dc 04 a1 43 3d 4b 2d a3 d5 71 b0 5c 4c 15 a8 77 a2 01 97 66 f4 d8 97 03 4f 72 f2 45 ad a1 d1 d0 e9 
2e cb 2d 85 3f 0c 60 ca 9c ba 70 25 72 a8 0a cc 37 52 c9 36 2b 60 f3 d6 5a d4 6d 6d c2 4c 8b 36 9d 93 6c 9d e1 aa a8 7b 
66 f1 a4 20 da d0 72 0d f5 6a 17 76 2a a7 01 e6 e2 f9 8f 3f 17 93 5c 84 2a f5 14 1d 66 a5 f7 dc 37 96 ee e2 7b 30 4e 63 
85 b7 ce 21 c8 a7 36 64 f7 94 c1 a7 87 8b 94 ef 52 fa ab 88 ed b4 51 69 59 c4 0a 40 b1 b5 84 78 73 0d 2e a5 70 2b dd 30 
ed 0f fd 01 73 11 d7 c4 03 79 1e 65 e0 90 78 25 d7 95 4c a6 bb 43 67 29 70 0a c1 53 7d 65 a8 9b 32 c3 cb cc 09 4f 86 c0 
99 21 cc a6 20 b7 90 ce 84 4c 78 02 f3 7e f1 b8 7d a8 a4 
Data Ascii: +LI*8=&TPfC,,' r}/\EC=K-q\LwfOrE.-?`p%r7R6+`ZmmL6l{f rjv*?\*f7{0Nc!6dRQiY@xs.p+0syex%LCg)pS}e2O! L
x~}

2022-04-20 13:12:36 UTC 10106 IN Data Raw: df 3a 88 07 c4 4a 2d 07 74 cc 2d c0 6e d8 0f 16 5c b1 31 e0 42 25 0b 00 62 88 d9 e5 85 96 0d 06 81 a0 f1 28 
0f 58 52 74 bc 17 ff 00 20 de 8a c0 76 78 09 52 dc e8 bb 70 62 a3 64 0a c1 7c 55 66 b7 09 d1 1b 0d 8e cb 7f 49 5e 5f 68 
d1 3b 69 10 23 d0 65 f3 29 47 0e 08 8a a1 bf 32 f5 b9 cf 2f 92 1e 2b 60 6e ad c2 f8 ff 00 08 33 22 cb b5 12 dd 67 3c e2 73 
0a f6 60 4f b0 3a 23 b2 6e 91 7b 74 ba 74 3f fa 99 e6 10 73 87 15 34 94 0a 15 23 cc 5f 6b 21 96 f2 1f e6 09 35 23 74 57 
a3 6b 1a 23 40 bf 10 1b c4 74 f2 60 73 43 5f 86 00 bb e3 de 71 35 00 ce 70 57 68 66 b0 91 ea bf a6 e5 2d c3 91 aa e1 f7 
df fa 6d 9d e5 19 80 44 32 72 5b d6 19 24 54 c5 0c 5d 15 1d a3 9a b5 c8 20 3d 04 6d 09 e5 f4 00 46 05 0c 28 50 af 0d ad 
18 25 1d 7b 0d ac dc 71 f6 94 5f ac 1f e5 15 ea 42 83 
Data Ascii: :J-t-n\1B%b(XRt vxRpbd|UfI^_h;i#e)G2/+`n3"g<s`O:#n{tt?s4#_k!5#tWk#@t`sC_q5pWhf-mD2r[$T] =mF(P%
{q_B

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

258 192.168.2.5 50147 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:35 UTC 9720 OUT GET /wp-content/uploads/2020/05/iStock-1125578452.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
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2022-04-20 13:12:36 UTC 9752 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:12:36 GMT
Content-Type: image/jpeg
Content-Length: 182050
Last-Modified: Thu, 03 Dec 2020 17:38:27 GMT
Connection: close
ETag: "5fc92293-2c722"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:12:36 UTC 9752 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 43 00 06 04 05 06 05 04 06 06 05 06 07 
07 06 08 0a 10 0a 0a 09 09 0a 14 0e 0f 0c 10 17 14 18 18 17 14 16 16 1a 1d 25 1f 1a 1b 23 1c 16 16 20 2c 20 23 26 27 
29 2a 29 19 1f 2d 30 2d 28 30 25 28 29 28 ff db 00 43 01 07 07 07 0a 08 0a 13 0a 0a 13 28 1a 16 1a 28 28 28 28 28 28 
28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 
28 28 28 28 28 ff c2 00 11 08 04 38 06 53 03 01 22 00 02 11 01 03 11 01 ff c4 00 1b 00 00 01 05 01 01 00 00 00 00 00 00 
00 00 00 00 00 00 01 02 03 04 05 06 07 ff c4 00 1a 01 01 01 01 01 01 01 01 00 00 00 00 00 00 00 00 00 00 01 02 03 04 
05 06 ff da 00 0c 03 01 00 02 10 03 10 00 00 01 f4 50 20 00 00 80 0a 
Data Ascii: JFIFC%# , #&')*)-0-(0%()(C(((((((((((((((((((((((((((((((((((((((((((((((((((8S"P 

2022-04-20 13:12:36 UTC 9768 IN Data Raw: 76 97 7c f9 a8 7a 68 33 bc 07 68 d6 c7 4a ac 9d b3 50 a4 c1 02 c8 db 12 58 4a d1 bd cf 9a c7 58 fe 52 e6 b1 
b1 58 bb be 79 ae d3 82 e6 b3 66 5b 2a 36 78 6c 72 c4 f9 5c cb 11 d4 01 1a 5c 2b 48 a9 14 f5 ac 99 f5 df 2c b1 b9 56 a9 
2a 5c b6 58 e4 8b 6c 91 66 a2 72 3a c4 95 92 43 ab dc 82 5e 43 8e ee fc eb 57 d2 6c 5a b3 26 09 6a 16 a9 c3 a1 2c b9 
93 c9 14 b2 15 c3 ad d4 f3 5d 0e 3d fb b3 23 56 f3 70 d5 00 05 01 00 00 40 54 00 00 00 02 b5 2d 49 32 af 53 2c 59 cc 4e 
7d 35 db 46 dc 8a 8a 90 80 90 22 22 b9 01 1b 4e dc 19 e9 93 3d aa 3c bd 59 3b 91 49 77 9a 96 8f 57 8a 2a f9 f7 b3 ab a8 
fc ad e3 52 59 b3 62 fb a3 b2 46 e7 a2 22 aa dc a0 a0 8a 08 0a 08 28 22 80 0a d0 85 d1 d8 d4 72 54 b2 55 25 b7 14 72 
45 d9 a8 36 cd 45 a3 26 b3 65 14 b1 00 00 00 00 05 11 af 6c 41 
Data Ascii: v|zh3hJPXJXRXyf[*6xlr\\+H,V*\Xlfr:C^CWlZ&j,]=#Vp@T-I2S,YN}5F""N=<Y;IwW*RYbF"("rTU%rE6E&elA

2022-04-20 13:12:36 UTC 9832 IN Data Raw: df 51 1b 90 ea 61 85 bb 83 17 e7 11 bb 4b ea d5 95 83 07 61 9f 91 fa ac c5 1b b2 99 58 f6 2f dc 7e 7c 4b db 
72 9d 14 b4 ca ef 68 dc 32 13 2b 19 e9 3e af ec 7d 14 3c 2a c2 f7 64 de 6e 69 bb 43 78 60 86 19 69 d4 e7 2a b2 56 c2 2b 
74 d4 6a f7 1f 1c 19 91 8b 2d a7 47 dc 92 9c c6 59 46 58 68 ae 0f 46 ac 19 66 36 e3 e3 91 15 99 25 79 31 2d 06 7c c6 40 
65 b8 c1 a5 b8 84 46 42 b3 71 5a 2d 91 6c 80 ee 15 dc 7a b7 2c c7 8d 49 13 8f 45 62 22 db 12 c8 b6 c5 b2 03 b9 a8 d5 
6e 3d 11 aa 9c 65 0b c1 33 6c e7 6c a1 66 32 69 63 9e 2a f6 12 df e8 1f e3 c5 53 8e 4f e1 5f d2 9f 95 f8 e9 b8 cf 0b 44 ad 
ac 38 fe 1e 4c 4c 05 0b e2 b8 e2 b8 bd 6c 87 e6 61 3f 1b 71 5f 6b b9 be 8c 74 bf dc f1 71 ac af 45 47 56 63 ed 6e b3 ee 
3f 72 fd 8d 2c f9 6e b8 e7 56 13 b5 f8 6a 9a 29 ea 63 18 
Data Ascii: QaKaX/~|Krh2+>}<*dniCx`i*V+tj-GYFXhFf6%y1-|@eFBqZ-lz,IEb"n=e3llf2ic*SO_D8LLla?q_ktqEGVcn?r,nVj)c

2022-04-20 13:12:36 UTC 9848 IN Data Raw: da 2c f1 4b 10 5b 59 ab 77 d5 a9 e1 dd f1 3a 99 7d 35 da 32 3c 22 a6 99 1e 1f 91 4c d1 2f 45 7d b2 3d b5 bb 
7e ed 0f c9 68 6e 2d cf 6a 83 68 61 32 83 b0 d1 0c 7e d1 0e e0 30 80 61 c6 ac 99 9e fa 55 60 65 43 93 fa 5b e7 f0 4f d0 
1e ad 4e 31 ab 10 d5 0a 30 fa 80 91 3c e7 e9 be 9f 1d 33 33 05 50 ed 98 09 5a 6b a1 6e 96 5e 04 1d e2 88 ab 14 6e 2a 
eb a9 e8 66 5e 1a 5c 2d c7 b2 92 b6 6e 3d 0a f2 9a 8a 5d 8b 6d 5c 43 c6 44 b2 66 f8 3d 76 cc 9c 1b f1 9b 0b c5 72 2b 35 
31 7a fe 96 46 05 56 9c 4a de aa c6 7d 76 d8 e0 95 fd 3f 3a 69 c7 4a 17 f5 cd 5b 21 4b 27 db 0c ec 65 f5 9b 29 f3 af c7 98 
f6 d5 78 27 62 d3 11 b9 05 44 ae 31 c9 a2 53 91 55 c7 ed 96 6b 82 34 be 91 91 5f 95 93 40 c6 bd 2c 63 b0 5c ae d0 92 af 
55 4c d7 f3 69 fa ae 26 a0 2c 8e da e8 ae 44 06 7c fd 2f 
Data Ascii: ,K[Yw:}52<"L/E}=~hn-jha2~0aU`eC[ON10<33PZkn^n*f^\-n=]m\CDf=vr+51zFVJ}v?:iJ[!K'e)x'bD1SUk
4_@,c\ULi&,D|/

2022-04-20 13:12:36 UTC 9864 IN Data Raw: 7c 87 68 78 29 48 29 cc f0 12 53 f2 08 04 da 26 e9 cd 4a 4d 68 45 ee d4 d5 22 a6 a6 b5 4c 78 aa d2 80 e4 8a 
15 bd 1d c1 8a 65 20 fb 9b 1c c3 ec 9c a8 db 51 40 20 89 09 a2 00 98 22 1d 78 14 0e 53 87 30 a1 93 ae 14 08 bd 3c e9 
de 92 9d c9 5c 9d c9 29 dc 27 27 55 3b d6 af 39 df 68 a8 67 4d 42 8c 28 be 67 87 96 44 b8 08 9a e4 ba 95 69 ff 00 cc 76 
aa c3 7c 2d bd 22 8b 4d 56 b7 46 e3 0f 54 7d aa a2 77 a4 96 e6 12 bd d3 2a 8a 28 54 fe 88 15 1b d6 32 dc 39 19 e5 00 
73 25 c0 ce e4 ae 4e e4 94 d4 2f 47 22 75 c0 a8 31 63 51 84 aa ec e8 d0 fa 7a 23 3e 68 22 33 26 a1 47 32 a3 49 f9 29 71 
52 e1 62 eb ad 78 1a 2b 2d 69 07 24 16 e8 55 81 ca a6 85 68 d4 13 5d d1 15 49 b8 9e 63 90 28 7c 20 88 dd 04 45 54 8b 
e6 f8 2a 39 5d a0 13 6e 51 96 88 c2 b9 ad 78 29 f1 30 ca 91 a8 b6 
Data Ascii: |hx)H)S&JMhE"Lxe Q@ "xS0<\)''U;9hgMB(gDiv|-"MVFT}w*(T29s%N/G"u1cQz#>h"3&G2I)qRbx+-i$Uh]Ic(| 
ET*9]nQx)0

2022-04-20 13:12:36 UTC 9960 IN Data Raw: c5 70 ea 00 8f 58 b7 06 61 0e 06 78 55 27 70 ac c1 c0 e4 6f 9b 3e e2 3f 13 63 fd b1 8c ff 00 dc 55 e0 d0 4c 2b 
ba 97 5f 54 dc 40 50 eb 98 64 a3 b8 e7 4c 78 83 8c 96 76 09 93 4d 4f 70 f7 0d 04 cc 1c 5c 2d 11 0d 47 2c 70 d1 02 cb d2 
4c 91 e8 95 54 53 e7 b9 66 09 98 f5 10 7f 6e 7f a1 36 24 04 9e c9 e6 91 8f a5 60 23 a1 8f 4c 48 a3 8b 97 88 41 83 07 97 
e4 70 a0 eb ad 90 19 35 9d c6 af 69 9a e6 21 67 cc ca 99 b9 63 d3 8c 06 04 74 1c 0d 56 a1 8a 54 4b 38 8f 0d 05 82 31 2c 
27 ae 12 33 2e 27 68 d4 06 89 23 0c 08 41 8c 20 da 1b d4 f1 f1 0d 79 e2 48 b8 f1 34 f3 c0 61 7f 87 c2 01 17 31 25 ce 01 
63 c4 65 f9 e2 5f 3d cd b3 51 ff 00 02 5f 57 4a a4 78 e1 95 2d a4 ec 3e 47 03 87 96 1b 8d d3 68 b9 ba 9b 43 5c 03 83 97 
71 ff 00 74 76 63 b8 31 70 b8 37 cd 25 df 48 5f 3b 9d 
Data Ascii: pXaxU'po>?cUL+_T@PdLxvMOp\-G,pLTSfn6$`#LHAp5i!gctVTK81,'3.'h#A yH4a1%ce_=Q_WJx->GhC\qtvc
1p7%H_;

2022-04-20 13:12:36 UTC 9976 IN Data Raw: 4b 68 fd fe 3a 85 b5 ff 00 f5 2a b9 3f 0e 74 83 e9 fd 40 68 fe 2f a5 00 94 5e db e3 14 82 ee 54 c8 c6 8a 01 d5 
e2 16 83 08 87 f4 83 3a fc 40 4c 97 00 56 26 71 36 38 4d b2 cb 3b bd 93 01 f8 3e b9 15 17 99 73 0e 25 52 f3 28 2e 77 09 
b7 c8 9a 13 d9 2d 6d f3 4e 7c 0f 0e 18 a7 ee ab 12 d9 aa 7d 4a 50 fd 96 08 09 e4 32 4a c1 bf 64 44 df e6 4b d4 0e b1 2c 
d0 26 d0 7f c4 d1 83 ea 59 50 47 dc a7 11 c1 c0 71 32 e6 9a 9e 51 f7 12 5a 01 33 5c 3e 8d 37 3b 05 54 40 26 84 c9 fb a9 
97 b9 15 7d 13 1f a6 66 63 15 1a fe a6 6b ed 0d a7 fd 49 97 c1 b1 a7 ed 8e eb 29 4d 0d be 7e 0b 5b 96 7b 1e 5e 60 50 6a 
2f 0a f3 16 0d 8a ac bb 11 47 f9 52 e7 ea d3 37 44 1d 4a de a2 dc 5a 9b 87 ff 00 86 5d 9f eb 9a e8 21 6d 2e 5d b4 40 fd 
a2 c5 18 19 04 6c 4a 46 57 01 f4 87 f5 01 8c 86 74 5e 
Data Ascii: Kh:*?t@h/^T:@LV&q68M;>s%R(.w-mN|}JP2JdDK,&YPGq2QZ3\>7;T@&}fckI)M~[{^`Pj/GR7DJZ]!m.]@lJFWt^

2022-04-20 13:12:36 UTC 9992 IN Data Raw: 4e b0 8e 58 e1 73 b5 bf 8d f4 5e fc 0b 91 3c df ad a9 70 c1 71 ea d4 ee 26 8c 96 42 29 ca 1d b0 6c f0 64 a9 e1 
83 03 03 a8 d1 37 28 61 fc 37 ec 7c 0f 0f 82 6f 57 7f 8f 68 e1 cc 2b 6c 56 3e 57 88 be 04 77 7f 53 75 f8 87 32 cf f5 2d 8c 
b6 f0 d9 9e 26 12 4e 28 4a dc e6 79 b9 30 9e 01 e0 0a c7 f1 bd df bb 43 24 f7 30 f0 6d 9b 17 d4 33 bb 48 fd 60 ba b6 43 
21 d5 a9 e4 e1 b2 3c c3 63 20 40 64 18 07 89 61 60 6f f0 ba f0 de 7c 7b fc 07 c9 ab 0b 96 63 88 cd cb 09 e0 80 5e fc 10 
ed 3d 78 87 30 d2 78 5f 50 ed ab 2e ae fc 1c 0e 65 0b 90 ce 5c 9b 42 2f 67 e1 0d 72 5d d6 cf 18 21 93 bb 3f 64 1f 70 56 
58 33 9e 4b 5d a1 64 d9 77 24 7d ec 19 fa 4a 21 46 20 cc 78 10 93 1b 72 38 5d 08 30 cb 3f 83 dc 7c 67 3f 81 ef cc 36 33 
dd a5 98 e4 5d a1 db c9 cf 3a 23 a1 fd f9 7f f3 74 
Data Ascii: NXs^<pq&B)ld7(a7|oWh+lV>WwSu2-&N(Jy0C$0m3H`C!<c @da`o|{c^=x0x_P.e\B/gr]!?dpVX3K]dw$}J!F 
xr8]0?|g?63]:#t

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:12:36 UTC 10008 IN Data Raw: ed 87 f6 4a a3 62 5a aa fa 87 0d 97 75 70 7a b3 51 b0 4b 94 a8 25 2a 6e 68 0c 5f b3 ea 5d 0d da 18 8f d8 ff 00 
71 4e f6 26 d5 4f 48 ff 00 53 33 99 31 a1 f4 86 bb 8d ad 2d 1b 07 a7 aa 94 77 a4 f2 5b 1f 65 7f b8 cb 61 c0 d2 e4 fb f5 e1 
72 e5 cb f1 72 e5 c2 6d 1b dc 36 42 20 a5 65 41 b8 6a 31 4b 97 08 b3 2d 28 71 8e 3a a8 c6 02 76 31 55 19 55 cd 97 33 
2f a9 69 17 90 58 22 59 51 2e f6 25 42 f5 19 4d ad 46 a5 15 33 2b 29 fd 43 da 23 e8 8d cb af 70 98 6f 32 a7 d4 18 28 81 
fb 94 ad 11 8a ad c2 8a 62 3c 84 1d b1 08 50 df c4 bc c9 f5 09 6e 9f 52 c2 90 96 6a ae 3e 42 a3 16 c7 c4 06 a0 ea e6 4c 
40 8b 03 d4 34 42 cb 70 91 a5 c5 65 91 0f 13 85 3f 51 77 08 6e 60 cb 43 0e 4a 21 4a 42 da 62 5c 92 4a cb 3f 72 94 4c 6d 
0a 00 41 38 69 3a 84 e0 09 69 84 e9 4b 4d 9a 8e be 5f 
Data Ascii: JbZupzQK%*nh_]qN&OHS31-w[earrm6B eAj1K-(q:v1UU3/iX"YQ.%BMF3+)C#po2(b<PnRj>BL@4Bpe?
Qwn`CJ!JBb\J?rLmA8i:iKM_

2022-04-20 13:12:36 UTC 10024 IN Data Raw: 21 ea 17 40 3b 08 7a 20 a5 30 d8 a9 d9 05 80 07 52 aa 22 56 2c 02 bd c4 a2 6d 74 86 ed 39 a7 44 00 00 05 
62 5a 6e 58 6e 3b 0f 16 4c 78 8a ce a6 37 6b 08 77 11 66 35 5c a7 5b 2b cc ba bd 75 4c 36 d5 f1 16 e1 d2 d1 2b cc 0a f9 
9c 3b 26 3a 3d 4f dc c2 b5 6b 7b 34 7f b8 32 99 03 1b 7b 4b 81 7b cd cb 38 a3 70 d3 72 ba 82 d7 96 be a6 4c c7 e7 83 
72 21 6b f5 00 94 df 24 37 3a 9a 9e a3 b1 ed fc 99 a2 dd c2 d2 e4 59 83 61 b6 52 a5 77 fe e9 c4 f6 21 5d 18 41 f8 04 07 
8a a5 c2 be 5b 70 86 d1 b6 26 99 c8 3b e2 31 ab 0b 57 a9 5b cd 99 70 90 a9 b6 7b 61 99 8a c6 2f b2 0a e1 cc c4 ce 7e 9
1 a1 51 55 4b 2a 29 93 98 b0 a9 9d 4b 30 59 0c 85 82 98 ec e4 be 26 73 e5 50 45 2c db 2a 18 51 6a 57 a1 e0 80 03 a9 
68 5f ea 5f 50 d4 7b 72 9e 62 85 8b 85 5a 53 a9 44 bc 00 01 70 c2 92 
Data Ascii: !@;z 0R"V,mt9DbZnXn;Lx7kwf5\[+uL6+;&:=Ok{42{K{8prLr!k$7:YaRw!]A[p&;1W[p{a/~QUK*)K0Y&sPE,
*QjWh__P{rbZSDp

2022-04-20 13:12:36 UTC 10040 IN Data Raw: 51 af fd f8 35 45 f4 b1 5a ea fe a0 3c db 3f cc a9 a4 9b 3d bf a8 ee f9 58 3d a5 9f 27 fa 97 dd 80 aa 9f dc c4 10 
c9 89 fd c1 2b 4d 18 ae 12 53 69 68 81 cb 94 f8 1e 16 22 01 b8 48 50 fd c7 82 8f 3d 91 0f 23 1a 1f 98 0a b1 0e 75 c3 9c 
81 a1 96 42 75 40 23 a5 c2 f0 f8 4b 95 3a d5 ca ca a3 ae bd c3 e1 41 1c 67 e1 28 c7 ed 19 ab 83 96 2a 2e 27 89 2e 99 7c 
db 3d 52 ba 1f a8 f5 c5 09 42 0c ce 64 46 5e 20 0b 34 94 73 08 f5 2e 42 29 9a 1f 5c c0 04 2d 80 e6 12 60 2c 3f 97 49 87 
68 86 97 44 a6 de db 53 dc 0e 1c 4c a9 ed 5a 67 bb ff 00 6a f1 5c 10 68 3b e3 01 8b c2 ca 51 61 f3 dc 51 54 2a 5b 96 db 
ff 00 73 3b 94 32 fc b6 71 1c 6b 9b e3 b0 42 88 88 0b ae 57 2c ed bf 43 08 9f 38 6e a3 7b 5a 29 23 6c 0a af 57 e3 64 1e 
68 8a 6d f7 8c 9f 70 42 c7 24 c4 4b 11 e8 43 d1 7f 
Data Ascii: Q5EZ<?=X='+MSih"HP=#uBu@#K:Ag(*.'.|=RBdF^ 4s.B)\-`,?IhDSLZgj\h;QaQT*[s;2qkBW,C8n{Z)#lWdh
mpB$KC

2022-04-20 13:12:36 UTC 10056 IN Data Raw: 16 24 49 64 27 88 23 82 0e dc 1b 68 97 ca 47 b2 7b 26 9e c9 5a ff 00 48 bf 98 10 17 e2 ed 99 73 dd 81 20 d9 
f8 5c bf c4 6c 07 e6 5d 9e 5e 18 c6 08 6c 15 2a 54 61 0f 09 12 f7 10 1d 32 cc 17 0c 53 86 6e 02 53 a8 d9 4a 9a 09 7a 97 
23 4d f0 c5 b6 98 39 80 79 84 21 52 fe 56 74 c5 a2 94 c0 13 63 0c d6 0c e0 60 40 fc 44 39 72 29 6c 94 d5 df 2f d4 b5 52 
98 47 10 44 b3 3e 0f c0 f0 4c 42 06 a1 08 79 3f fe 51 8c 67 28 6d 2e 29 86 21 14 19 8f 1e d8 63 c9 e0 ff 00 00 cb 97 2a 57 
82 6f 0f 1c c4 f0 9e 2a 24 7c d4 48 ca 95 2a 54 49 9a f7 18 48 91 8a 8c 30 f8 59 7c 7a fe 78 31 f0 9f 1f 3a 27 a7 e0 5f 27 
6f 35 3c 84 10 7a 43 c0 21 fa 89 d4 77 89 6f 82 88 67 80 80 81 03 04 08 79 a9 5e 18 ca 83 c1 6e fc 60 2d 86 22 e9 17 78 
7c 41 d6 ad 96 c4 71 7e 23 ab f9 80 43 c6 99 09 6a 
Data Ascii: $Id'#hG{&ZHs \l]^l*Ta2SnSJz#M9y!RVtc`@D9r)l/RGD>LBy?Qg(m.)!c*Wo*$|H*TIH0Y|zx1:'_'o5<zC!wogy^n`-"x|
Aq~#Cj

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

259 192.168.2.5 50149 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:36 UTC 10118 OUT GET /wp-content/uploads/2020/05/iStock-1189303727.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:12:36 UTC 10119 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:12:36 GMT
Content-Type: image/jpeg
Content-Length: 161466
Last-Modified: Thu, 03 Dec 2020 17:36:58 GMT
Connection: close
ETag: "5fc9223a-276ba"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:12:36 UTC 10119 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 43 00 06 04 05 06 05 04 06 06 05 06 07 
07 06 08 0a 10 0a 0a 09 09 0a 14 0e 0f 0c 10 17 14 18 18 17 14 16 16 1a 1d 25 1f 1a 1b 23 1c 16 16 20 2c 20 23 26 27 
29 2a 29 19 1f 2d 30 2d 28 30 25 28 29 28 ff db 00 43 01 07 07 07 0a 08 0a 13 0a 0a 13 28 1a 16 1a 28 28 28 28 28 28 
28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 
28 28 28 28 28 ff c2 00 11 08 04 38 06 55 03 01 22 00 02 11 01 03 11 01 ff c4 00 1c 00 00 02 03 01 01 01 01 00 00 00 00 
00 00 00 00 00 00 01 02 03 04 05 06 07 08 ff c4 00 19 01 01 01 01 01 01 01 00 00 00 00 00 00 00 00 00 00 00 01 02 03 
04 05 ff da 00 0c 03 01 00 02 10 03 10 00 00 01 fa 80 08 01 00 00 00 
Data Ascii: JFIFC%# , #&')*)-0-(0%()(C(((((((((((((((((((((((((((((((((((((((((((((((((((8U"

2022-04-20 13:12:36 UTC 10135 IN Data Raw: bf 3c 55 2f 9f f4 63 76 2d 04 c7 9e cb 2b cb b3 bf 0e 6d 95 1e af 2d d3 aa 7a cc ef cf ac ea 68 cd af 58 95 91 
95 8a 33 02 36 46 5c b3 8d 99 b6 73 fa 58 2b 27 cf 3e 89 f3 bc 6e e8 35 9d 7d 4b cf 53 e9 b1 7c 89 1b 9a ac 9a 20 a7 1b 
20 a7 01 27 11 57 6a 88 7a ef 21 59 f5 ef 3d c1 f7 5a cf 94 8f 6f 8b d3 1d 3b 2b b2 5a 3a d8 55 9d 9a 23 6d 99 6d bf 31 a4 
cf 71 37 55 92 b4 80 88 88 73 3a 5c 3e 7b ca 45 79 7b ca 50 91 34 a2 58 41 16 fa 4e 77 6b af 39 b4 f5 98 e5 d3 4d 67 8d 
a6 a6 a9 c2 78 2e 8f 3b a2 b5 68 cd a4 8e 4d b8 8b 48 b5 8d 56 56 99 fe 2d f5 1f 93 6a 7a 7f b1 7c ef e8 52 a8 91 94 94 
82 35 59 4c 66 d1 46 aa 84 2e 0c 17 c6 e4 93 9b 5a a9 d5 4a 65 b6 72 15 76 e7 21 af 05 b5 d3 95 3a 65 83 49 24 44 2c 
95 52 5b 84 c6 24 15 b8 10 cb 76 42 9c 57 51 cf 4c 6b 
Data Ascii: <U/cv-+m-zhX36F\sX+'>n5}KS|  'Wjz!Y=Zo;+Z:U#mm1q7Us:\>{Ey{P4XANwk9Mgx.;hMHVV-jz|R5YLfF.Z
Jerv!:eI$D,R[$vBWQLk
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2022-04-20 13:12:37 UTC 10183 IN Data Raw: dc 6e 37 1b 8d c6 e3 71 b8 dc 64 dc 64 ce 9d 0e 9a 5a 43 11 7a 3e b2 4b 07 79 b1 1b 7c 09 13 22 54 4d 8e 3e 
7e 37 55 62 08 a6 b0 aa 33 27 09 b6 ca 8c 07 1e b6 cf 74 78 8d 6c bb 5a 5c ca b1 58 5a d4 a8 a9 c7 88 f1 29 de 55 b8 
8a 84 f8 5f 0f 75 25 08 aa 70 bc 7b af 7f 8e 47 fb 09 32 6c a2 ba b6 54 79 76 f0 c2 7d 12 d6 53 12 6c 51 d1 b2 52 23 11 2f 
4d 0b c4 bf 19 95 19 55 95 1f 51 08 a3 f7 7f e5 0b c0 d0 bb 2e fa d3 fb ba 3f 0b 19 1f 03 24 3d 19 69 1c dd 4b b9 52 3b a9 
a2 a7 b6 af b5 fb a1 de 3d 99 c2 fe fd 2d 59 50 a1 0d 94 74 af 2d 94 58 c8 f5 71 ef a3 18 87 ac bd 93 17 76 f0 42 1d 65 e0 
f8 47 c6 b2 78 3f f9 e4 c9 93 26 4c 99 32 64 c9 93 26 4d c6 4d c5 25 ba 4b a4 49 bc 28 22 44 09 33 25 3a 9b bc 33 ed 48 
a9 d2 34 9e 61 c6 36 7d 54 22 25 24 4f 27 cf 0c eb 
Data Ascii: n7qddZCz>Ky|"TM>~7Ub3'txlZ\XZ)U_u%p{G2lTyv}SlQR#/MUQ.?$=iKR;=-YPt-XqvBeGx?&L2d&MM%KI("D3
%:3H4a6}T"%$O'

2022-04-20 13:12:37 UTC 10199 IN Data Raw: 65 6c d6 56 56 56 56 f7 60 f4 8b ab ab e6 ba ba bf 2f 65 65 6c d6 56 56 e6 6b 0d a7 b8 06 f7 28 35 93 79 42 
46 47 b7 b6 c7 a0 df 35 d5 d5 f9 6b 2b 2b 65 b2 b2 b2 b2 b2 b2 b7 39 b3 b4 5c 7f 68 9a da 18 5b be 5c 16 ff 00 f0 14 b0 
18 3f ea 24 3c cd 4d f8 9b 47 fb 56 de 33 a6 fe 8d e8 13 67 dd 6e 5c 55 37 68 ef a9 9a 05 ba f6 ff 00 2a 9e d7 1e a9 65 6f 
51 da c4 32 46 46 58 7d 96 c8 a0 f0 ae 55 61 20 bb bd 56 00 b7 aa 25 8e 21 35 b8 ae 2e 60 e9 35 ba 76 54 da ea 15 f9 
8e 3f ca dd 6e d8 f9 aa 95 5a ee c7 da 83 d2 6c ac ac ad 9a ca ca ca de 9f 55 26 d5 ca 6f 3f 68 cb aa a2 a2 90 e2 57 84 
c2 71 f0 89 30 05 10 be 55 0a 1b ce da 16 33 52 fc 40 97 90 b7 31 1a 7d e7 6c d6 56 56 56 56 f5 92 dc 25 5a 98 6d 1b 2d 
d5 28 4b 0f f9 5b 45 4e 32 5f fd 2f 0b 75 6f 29 9b 42 aa 
Data Ascii: elVVVV`/eelVVk(5yBFG5k++e9\h[\?$<MGV3gn\U7h*eoQ2FFX}Ua V%!5.`5vT?nZlU&o?hWq0U3R@1}lVVVV%
Zm-(K[EN2_/uo)B

2022-04-20 13:12:37 UTC 10215 IN Data Raw: db 50 2d 0b 7b 42 93 84 27 dd 12 98 68 2b 15 42 d9 16 28 9d 0b e0 8a 38 25 28 10 a6 67 15 13 a1 ac d9 34 bf 
62 2e ca 51 a1 dc b6 10 d1 4a af 44 c4 9b 91 36 3c 69 62 5f 29 30 84 cb 7a 65 aa 4f e4 5a 22 89 a2 04 68 bf 23 c3 17 78 
3f 22 f2 42 f2 d8 7f 49 04 10 42 08 12 16 02 08 af 38 27 13 98 23 cd 62 08 23 c1 65 8c 7e 6f 0b 0c 78 5e 28 58 54 30 41 
a8 68 18 70 d1 b3 37 a4 97 b6 c7 e9 ba 3e c7 42 5e 08 aa 8f 60 b6 8f 50 ac 89 41 64 59 27 c8 98 36 91 b0 b8 de c9 a1 
73 54 12 2d 9c a3 b6 25 fb ec c6 5f d6 7e 45 96 88 f2 fe a0 e9 0a 0a d9 30 1a f7 0f ae d1 a1 1c e6 28 93 7f 42 75 46 cd 86 
2b 13 c0 c4 84 3d f4 70 2d 7d cd 40 d9 bf 02 ae e1 11 1b 0b 0a 0d 09 ec 49 7e 09 1b 3d 0c c0 a2 e7 f0 2d a7 5d 09 0e 51 
33 ff 00 0b f1 44 a8 b4 34 7a 86 ab 11 b7 1a 93 0d 70 f0 
Data Ascii: P-{B'h+B(8%(g4b.QJD6<ib_)0zeOZ"h#x?"BIB8'#b#e~ox^(XT0Ahp7>B^`PAdY'6sT-%_~E0(BuF+=p-}@I~=-
]Q3D4zp

2022-04-20 13:12:37 UTC 10231 IN Data Raw: 58 5a c6 71 4d a2 eb 22 96 60 9f 15 82 08 1e 2f 81 bf 84 9f 4c f9 3f 04 df f2 3f f9 82 6e 8b 44 c7 18 43 fb 7f a1 
ad bf e0 e4 07 73 1c 96 c2 2e 87 e0 5b 88 af 0f c0 b6 48 88 1d 31 2c 5e 91 23 1a eb 17 59 ea 13 1a 2b 22 77 1d 15 58 e3 
f0 23 b9 33 82 0c b9 63 44 48 34 19 cb 92 84 e8 77 f7 1c 3e d1 a0 e8 51 1b 7d 86 9b 9d a1 ec 51 02 7c 13 0c f4 36 28 06 
ef 82 6c 70 ad 91 2d 4c 1b 25 fb 9f 64 93 1f 65 06 ba 12 8d 8a 41 b1 b1 64 8d 63 02 5c 9e c7 18 31 d3 15 a3 91 c4 7d 18 
99 3f 35 08 95 a5 6d 0f 29 3a c6 a9 ec 34 34 cd d9 6b 13 65 e1 7b 48 1a 57 63 1f 82 f3 02 b0 83 17 2c 73 26 51 15 08 20 
6e bb 35 a3 d1 2c 09 24 7b 11 c2 c8 61 3e d8 e1 0a 28 81 62 72 a8 b8 74 28 af 43 ac c5 dc 45 2a 68 b4 88 63 69 b2 38 
a8 c8 8f 25 9b e7 c9 83 c3 a1 a8 d7 04 8c fb 68 86 4e 
Data Ascii: XZqM"`/L??nDCs.[H1,^#Y+"wX#3cDH4w>Q}Q|6(lp-L%deAdc\1}?5m):44ke{HWc,s&Q n5,${a>(brt(CE*hc
i8%hN

2022-04-20 13:12:37 UTC 10295 IN Data Raw: 50 c4 12 fd 1b fc 1b 2f 7f 03 82 65 06 59 79 20 d0 f8 c2 ea c4 92 51 67 98 8f e6 41 89 fa 90 b9 cd 32 21 61 1e 
47 da fe 88 6c 41 a9 df c1 b5 28 4e f2 3e 86 22 0d 19 0f 3e ee 84 20 c3 d1 04 1a 1a c9 8f 7e c4 89 16 bf f0 58 fc d6 41 86 
b9 bf c2 85 c5 21 04 10 4b 3f 9b e4 4e 3e 02 b1 23 c4 16 f4 36 7a 85 fe 23 28 21 8f 21 84 41 22 0c 7d 95 ed 0d 35 f5 4c 
4b 5e 4a 38 1a 1a 1a 21 07 f7 7e 09 12 21 e2 1f b8 90 f9 41 89 c5 fe 15 c6 82 10 9a 87 bd 90 fd 1a ab bd ea f7 14 2e c2 
89 44 52 e5 20 ec 7f 30 8a 52 8c 84 14 18 be aa 31 71 21 21 ab 43 43 44 20 ce c1 24 94 58 c4 a9 29 35 62 e6 d5 1a fc 
88 4b 82 51 32 70 43 e1 d1 8f fc c6 e2 10 6a 9f f4 13 ba d8 dd 74 5a 83 f0 7c 68 99 07 d1 20 d4 7f 64 84 21 e8 45 c9 38 
ce c2 d7 7c 0c 5d 2b f4 6e e7 61 f5 f1 98 ff 00 19 0b 
Data Ascii: P/eYy QgA2!aGlA(N>"> ~XA!K?N>#6z#(!!A"}5LK^J8!~!A.DR 0R1q!!CCD $X)5bKQ2pCjtZ|h d!E8|]+na

2022-04-20 13:12:37 UTC 10311 IN Data Raw: 10 2a 22 3e b0 02 dc 02 4b 22 08 fb 20 9c 43 3d 62 36 d4 71 ea 0e fd 41 c6 59 68 43 65 98 e6 60 29 57 55 a8 
38 c2 80 63 39 69 da a8 45 55 5a c4 66 38 f2 ae 35 85 5b 29 03 5e 8a de 90 81 9d d6 e2 71 2a b9 73 1a 84 de e5 42 9b 
be a2 c0 15 4e e5 a6 59 3a 82 82 61 2f 91 57 77 11 8b f7 51 63 2a 39 c4 0a 68 cf 4c a3 2b f2 c7 50 e2 b1 01 15 e0 4a 8e 
dd ca 18 2b 61 ee 55 d6 51 ba 60 2a a4 ab 5d c2 da 32 5b 59 fc c7 c5 c1 fc a0 c2 e0 ac 77 cc 72 96 87 ca 51 72 b7 02 04 
4b 62 53 2a 73 c4 0c 4d 4f 49 f3 e3 5a 8b 09 c4 e7 12 e6 9e 36 99 24 aa 0c c0 84 a9 51 cb 2b c2 b3 2a 05 b0 45 51 55 bf 
72 b1 5f 52 c5 4b 94 3c 95 63 08 61 67 1f 11 a1 6e f2 3d 90 d9 b3 12 a5 7b 84 a6 e9 99 ab dc 03 46 1d 81 f3 33 5d 96 eb 
10 0d e0 b5 96 6e a7 39 82 94 df c4 6e 2e f1 d4 46 db 46 01 
Data Ascii: *">K" C=b6qAYhCe`)WU8c9iEUZf85[)^q*sBNY:a/WwQc*9hL+PJ+aUQ`*]2[YwrQrKbS*sMOIZ6$Q+*EQUr_RK
<cagn={F3]n9n.FF

2022-04-20 13:12:37 UTC 10327 IN Data Raw: 4e cc 34 16 b9 23 52 db 64 e9 80 02 8f e9 63 7b 1a eb d4 06 de db 8a b8 ed 46 da 64 86 0a 75 12 f0 78 26 75 
f5 06 53 00 66 39 8f 52 9c 3b 9b 1d c1 4b 53 24 77 28 39 60 a4 9b 5e a2 10 57 1b 83 29 5c cc ef d1 00 df 70 09 11 bb 8e 
f3 07 fd 31 55 4c 47 b8 65 e8 ae c9 50 ed bb 8d 46 81 bf 4c d0 df 30 bd dd cb 72 4d 4e 7d c2 36 7f fa 8c 05 00 a4 21 b7 
31 80 16 62 0c 1c 47 39 48 fa f1 0d 4b 86 a7 3a 7c f1 04 58 37 27 b6 00 48 ce e1 c7 12 e0 aa aa 82 95 6e 6a 4b 30 6f 15 
10 0f 77 1a e1 bb 7b 95 22 a6 73 6d 5a 39 69 ab 96 28 39 95 06 2d 56 11 62 ec af 70 dc 64 cd c2 15 9b 65 51 25 eb 88 
83 5f 07 e6 01 5a a6 a0 04 00 36 cd f2 03 2c 44 00 73 2e e5 80 4a 41 65 f4 05 c5 13 8b 66 8f b8 60 ba a6 87 10 14 b2 7f 
3a 37 dc fe 61 81 2d 58 41 83 53 6b 27 ba 2b 97 52 fa 83 98 
Data Ascii: N4#Rdc{Fdux&uSf9R;KS$w(9`^W)\p1ULGePFL0rMN}6!1bG9HK:|X7'HnjK0ow{"smZ9i(9-VbpdeQ%_Z6,Ds.J
Aef`:7a-XASk'+R

2022-04-20 13:12:37 UTC 10343 IN Data Raw: 95 bc 0e 0f 70 6c 63 64 65 96 6a d1 53 86 33 1e 5d cf dc 9a fa 83 12 f3 18 39 45 4f 83 80 a2 90 b1 33 ef da 23 
ea c1 5e 67 a1 42 00 d4 e6 2c 62 8a a5 4a 54 b7 2b 02 4b 9f 4c 41 1b 98 70 99 98 4d 79 27 10 66 04 10 91 9f 05 28 29 
cc 23 1c 78 5f 0a e5 d9 68 38 29 78 a8 b7 09 50 c7 44 c8 c5 6c 18 6f c1 b8 7f 41 06 0c 21 2f fa 2e a3 2f 3e 2c 82 41 cc bc 
f8 23 b8 93 99 48 8e e5 3d b3 2a a6 fa 9b 61 f6 87 68 c6 8c 4f 64 d0 af b6 50 60 4a 1c 1f 04 ff 00 52 a3 ea cc a6 ac 5f 2c 
0d 65 1d c5 f9 27 56 fa 95 9a 7e 21 b7 36 6a b0 68 98 d2 64 5e 5d c4 08 35 f5 71 94 54 63 fe e2 6d 78 1c e6 25 8d 9b 71 
09 a9 a0 62 e3 04 55 dc 75 30 7b f5 12 13 da cf 70 24 d0 1f cc 11 51 da 47 b8 af db c7 0c 2e 9a 6d 08 ef 75 6e f3 31 91 
66 c2 a5 94 ee f2 42 f0 f3 a6 a5 d8 ec 3b ea 36 5d 
Data Ascii: plcdejS3]9EO3#^gB,bJT+KLApMy'f()#x_h8)xPDloA!/./>,A#H=*ahOdP`JR_,e'V~!6jhd^]5qTcmx%qbUu0
{p$QG.mun1fB;6]

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

26 192.168.2.5 49798 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:11 UTC 3787 OUT GET /wp-content/uploads/elementor/thumbs/floLive-p6rtqxb2aj9s4km60o7jcrkuh7cdjzznyy4totc4vc.png HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:11 UTC 3796 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:11 GMT
Content-Type: image/png
Content-Length: 1924
Last-Modified: Thu, 06 May 2021 14:36:20 GMT
Connection: close
ETag: "6093fee4-784"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:11 UTC 3796 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 78 00 00 00 44 08 06 00 00 00 4a dc f1 04 00 00 
07 4b 49 44 41 54 78 da ed 9d 69 6c 15 55 14 c7 7f af 7d b6 42 81 82 e2 86 2c a2 56 14 15 11 b7 c4 49 d4 48 c8 20 ee 
5b 46 f9 82 fb 82 31 71 41 0d 31 1a 97 b8 c7 25 2a 5f 8c 1a a3 92 30 6c 26 2e 89 03 88 eb 88 08 9a 48 01 59 54 04 54 10 
17 28 a5 50 ca 7b 7d 7e b8 67 d2 cb 48 a7 af 2d 34 f3 e8 f9 27 93 d7 79 73 ef bc e9 fd cf b9 67 bd 33 a0 d8 af 91 b1 77 
1c d7 2b 03 4e 06 fa e8 d0 94 24 36 86 81 bf da fe 22 1b 6b 70 20 f0 1c e0 e8 58 95 24 de 04 ee 4c 22 38 22 b9 a7 8e 55 
49 a2 22 fe 45 36 a1 f1 16 e0 0b a0 49 c7 2d d5 e8 03 9c 23 82 49 7b 08 5e 03 dc 0c fc ab 63 98 6a 0c 07 e6 74 84 e0 02 
90 0b 03 3f a7 63 98 5e 38 ae 97 c8 4f 99 0e d1 fe 0d 25 58 09 
Data Ascii: PNGIHDRxDJKIDATxilU}B,VIH [F1qA1%*_0l&.HYTT(P{}~gH-4'ysg3w+N$6"kp X$L"8"UI"E6I-#I{^cjt?c^8O%X

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

260 192.168.2.5 50150 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:36 UTC 10118 OUT GET /wp-content/uploads/2020/05/iStock-1145886786.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:12:37 UTC 10151 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:12:36 GMT
Content-Type: image/jpeg
Content-Length: 137882
Last-Modified: Thu, 03 Dec 2020 17:35:39 GMT
Connection: close
ETag: "5fc921eb-21a9a"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:12:37 UTC 10151 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 43 00 06 04 05 06 05 04 06 06 05 06 07 
07 06 08 0a 10 0a 0a 09 09 0a 14 0e 0f 0c 10 17 14 18 18 17 14 16 16 1a 1d 25 1f 1a 1b 23 1c 16 16 20 2c 20 23 26 27 
29 2a 29 19 1f 2d 30 2d 28 30 25 28 29 28 ff db 00 43 01 07 07 07 0a 08 0a 13 0a 0a 13 28 1a 16 1a 28 28 28 28 28 28 
28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 
28 28 28 28 28 ff c2 00 11 08 04 38 06 54 03 01 22 00 02 11 01 03 11 01 ff c4 00 1c 00 00 01 05 01 01 01 00 00 00 00 00 
00 00 00 00 00 02 00 01 03 04 05 06 07 08 ff c4 00 1a 01 01 01 01 01 01 01 01 00 00 00 00 00 00 00 00 00 00 01 02 03 
04 05 06 ff da 00 0c 03 01 00 02 10 03 10 00 00 01 d6 85 ab 7b b9 98 
Data Ascii: JFIFC%# , #&')*)-0-(0%()(C(((((((((((((((((((((((((((((((((((((((((((((((((((8T"{

2022-04-20 13:12:37 UTC 10167 IN Data Raw: a4 29 90 ec d4 94 bf 1c 09 94 c2 d7 33 da a0 7a e7 af 73 06 6d f9 ba 7b 5c a9 6b 97 4f 5b 9e 8e 6b 72 b6 52 
b2 fc 75 5e c9 ac 56 d3 bc b4 35 a8 5c 73 59 b6 f3 25 ab 5e cc 81 7a 3e 0e ff 00 8f f4 53 10 3f 3f 52 af 30 af 09 67 af cd 
58 2f e5 69 f2 eb 62 48 a4 b8 92 48 a4 df 32 a5 75 ee 7c cf 27 d6 bc ff 00 b7 9f 10 26 6d f0 0b 83 d8 2e 1f 6b c1 ec 07 9f 
d8 f2 47 5d ce 3e fc d6 76 9c 98 4b 0e 9c d7 cf 3c 9e 58 ba 64 db 4a 3d da 8d 6e 33 3e 4a f7 0a 1b 18 fa 1c b7 a1 3d 22 
8a d1 e8 73 b5 bb c6 ee e2 ea 73 f2 9c 6c c9 53 4a 96 77 1b 8b e7 5e af d4 78 ef b1 6b bb 31 a6 a2 1b 09 29 85 f4 66 47 
ac c6 34 7b 6c 61 47 d0 0c 73 b1 74 71 a7 3a 3d 04 72 60 06 e5 74 cc ce 9f 95 61 a2 38 75 22 09 10 28 c4 14 cc 11 84 
a1 09 46 30 10 0c 93 08 5d a1 92 14 42 ec 33 a4 26 74 
Data Ascii: )3zsm{\kO[krRu^V5\sY%^z>S??R0gX/ibHH2u|'&m.kG]>vK<XdJ=n3>J="sslSJw^xk1)fG4{laGstq:=r`ta8u"
(F0]B3&t

2022-04-20 13:12:37 UTC 10247 IN Data Raw: 9c 74 0e 92 55 0e a3 a6 70 38 98 30 60 48 c0 d1 c4 aa 19 2b a0 54 90 a8 85 22 a0 e8 1d 03 a0 3a 07 a7 3f 1c 
54 11 81 c4 e0 70 2d f0 6a 2d c0 ed f3 1b 09 4c 94 88 58 42 f3 4d 79 54 f2 ae 7e 35 03 19 2d e4 3e d4 47 6b 36 44 63 92 
ba 72 53 a7 34 f4 60 84 31 d8 c5 12 2b b3 06 06 5f eb 51 1c 93 a3 23 d3 b2 55 33 83 30 c4 99 43 c1 54 c8 b3 26 a3 55 
5d 2a ff 00 96 93 2d be 76 3c 99 ed 89 50 bf e1 36 3f ae 4c 9c c9 58 75 0e a9 d6 15 c7 58 56 9d 53 aa 5b 69 3b 08 cc 72 
f1 26 45 ec d9 cc ea 16 5d 83 f2 59 0d 41 d7 3f 28 5a b2 3a a2 17 91 b0 8c 8c 99 47 83 08 e2 8e 9a 3a 48 74 8e 82 5a 72 
5a 61 e9 87 a6 1e 9c 95 04 ea 25 03 05 71 2b ab 25 5a 72 bd 31 1d 39 d1 44 e0 91 3c 1e 07 04 4e 07 4c e8 93 a4 94 30 
63 75 d9 42 2a 5e 30 41 15 a1 23 06 0c 18 38 9c 4e 27 13 89 c4 
Data Ascii: tUp80`H+T":?Tp-j-LXBMyT~5->Gk6DcrS4`1+_Q#U30CT&U]*-v<P6?LXuXVS[i;r&E]YA?(Z:G:HtZrZa%q+%Z
r19D<NL0cuB*^0A#8N'
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2022-04-20 13:12:37 UTC 10263 IN Data Raw: 71 f6 d0 b8 46 36 6a aa f2 51 7f 9b a2 b9 d1 5b 47 8a 9d 13 95 f9 77 f9 b7 ce cb d9 71 63 ec d1 45 78 14 25 fd 
15 70 63 e4 91 46 25 15 e0 25 f9 65 b5 ee fb 68 5c 18 f9 22 cb da 98 d3 2b b7 7b 24 25 f8 4b 2c b3 23 22 cb 32 32 23 a8 
2e c2 ef a4 25 b3 66 42 90 fa 9e db 67 b2 c7 1a e0 8d 3d 2b 3f 4c 4b 42 8d 0d 14 4b d2 26 7e 8f bb 1f 36 cb 2c c8 73 3d 
c3 dc 33 33 33 32 2c 4c 45 6d a9 2a 34 f5 2e 44 1f 8f 1d 9b 1e fa 5d 59 a7 a4 a8 9e 9a a3 5d 75 e0 8d 09 a2 32 8b 35 7e 
0d 19 19 99 94 57 6e 3e 25 96 59 66 46 46 43 91 99 99 91 66 43 7b 2e 48 4c b2 52 35 b5 2d d1 a5 f2 69 be e5 f6 e3 b3 
da b6 d3 74 cd 2f 50 92 1e b4 5a 35 dd b2 85 1b 3d b6 38 32 36 69 39 0d d9 1e 86 46 5b 3e dc 7b 56 59 65 99 19 99 99 
99 99 99 19 16 5f 06 3e 56 59 91 91 91 91 99 99 ee 1e e1 26 
Data Ascii: qF6jQ[GwqcEx%pcF%%eh\"+{$%K,#"22#.%fBg=+?LKBK&~6,s=3332,LEm*4.D]Y]u25~Wn>%YfFFCfC{.HLR5-
it/PZ5=826i9F[>{VYe_>VY&

2022-04-20 13:12:37 UTC 10279 IN Data Raw: 72 c7 f6 d7 58 55 b7 58 8f 79 6e 7b bf 4b f6 bf 68 7e c2 7b 9a 19 f4 17 29 c4 21 c4 44 80 46 2d 9b b5 25 37 3c 
04 b6 ac 07 9b 9e a7 f9 30 f5 6f 2c 39 5f 25 fc 90 67 08 1b 83 6b 08 f0 d2 ec f0 5b 51 77 73 6e 44 9d 42 0f 16 b6 39 4e df 
84 e9 3a 42 c1 cc 62 cb 06 d6 4d 5a 82 d8 b7 6b 88 4f 50 20 5a 11 44 d9 69 6e 65 cf 13 84 de 46 38 1c f9 b6 c0 ca 22 ad 
c4 5a b0 7a df f9 0d bc b2 ca cc ce 17 21 98 73 c4 b8 fe 1d db fe 10 fd 3f 88 e0 c7 06 db 7f c2 ba b4 e2 df 83 6b 23 08 6d 
b7 3b 64 45 b0 8c cd ea 9a dd b6 a2 79 db 97 03 9d ae 6c cc b6 eb 88 47 56 ac 62 e4 c1 c8 9c dc 67 70 68 b6 11 d2 68 
d8 4a bc 25 f7 1b c6 e0 07 16 92 ea d4 b5 6f 98 b7 dc 81 6b 76 33 7c 97 5d 4b 7d 5b dd 4e 7a b8 ba b6 9d 5f 9c f2 ea 3f 
31 f9 bf ad fd 2d 0f 56 ac 35 dc 6d ad ad ad b3 67 
Data Ascii: rXUXyn{Kh~{)!DF-%7<0o,9_%gk[QwsnDB9N:BbMZkOP ZDineF8"Zz!s?k#m;dEylGVbgphhJ%okv3|]K}[Nz_?1-
V5mg

2022-04-20 13:12:37 UTC 10357 IN Data Raw: 7e dd f6 ef bc 24 3f f0 0b ba 53 ef 29 da e0 8c b6 ed c6 06 be 22 05 df 04 d0 5e df 67 f6 85 a7 08 08 20 b5 18 
c3 e2 ef bb 8b 57 7b bd db 6e da 5d 4e d9 06 d7 30 2a e5 4a 95 9d dc dc dc 41 de d3 c3 fc ab fe 09 96 dd bb 76 e2 6e 1b 
76 ff 00 84 7f 0b 87 6f 3d ca 4a 4f ed 21 ae 62 7d c3 ed 13 ee d9 0c 7f 0e ad 4f 91 68 7c 5b b7 1e 63 00 30 49 af 89 f1 c0 
36 17 d5 f8 df 9c c7 a9 09 46 37 6e 1b 76 ed db f0 d4 d6 ba 5b 11 a6 3d df b4 5f 60 60 6d 99 18 63 20 4c 3f fb 02 f7 53 f2 
e9 f7 fd 5d 77 ff 00 16 f0 dc c5 2c 04 5a fe 8b 85 1f f5 60 10 5a 82 38 65 a5 6e 58 e8 52 db b7 36 cb 4a 7a b9 b7 5d c7 6b 
69 82 0c 34 90 9d 48 93 68 87 b0 bf 0a 7f 93 77 ff da 00 0c 03 01 00 02 00 03 00 00 00 10 99 eb e6 82 0a c5 b5 4e d4 de 
8d 50 f5 2e 93 38 38 1a 80 6c 0d e6 f9 e7 79 
Data Ascii: ~$?S)"^g W{n]N0*JAvnvo=JO!b}Oh|[c0I6F7nv[=_``mc L?S]w,Z`Z8enXR6Jz]ki4HhwNP.88ly

2022-04-20 13:12:37 UTC 10373 IN Data Raw: 3c f8 9b 90 d8 98 9a f8 05 d7 e8 5f 0e 1e ec fd df 7c 38 73 63 3b 20 1d c1 bd db bd dc bd df 9c fd ee 16 dd 5a 
54 2b fa 1e 0c 92 4f 19 07 83 ca 3c c3 3a 27 ab 6f c1 7a d8 29 f9 93 ba 44 41 40 60 a3 9b 50 c8 d1 07 68 3d 61 77 88 31 
c2 e5 71 69 78 b2 6c 46 62 61 10 47 67 39 59 cb f8 9d 4f f5 80 0d fe b0 f3 7f ad da 8f e2 2b a2 2a cc b8 43 27 a4 8e f1 74 
89 8f 52 b3 89 83 67 44 33 a9 1f 50 1e 88 f8 56 2f 57 62 26 9c 48 8f 13 bf 1f da 68 73 fe d7 2b fd ef fd 49 9f f7 95 ed fc ce 
7f ca 37 cd c9 eb 23 7b 86 a6 b2 2f 76 d7 b8 aa f9 b2 11 95 93 82 d9 ea 2e d3 27 53 2e 08 d3 1b 3e ab 36 e2 5a 4e 60 46 
b2 35 a5 8e 73 3b 3c da 3e 18 71 10 63 60 77 64 f7 10 77 11 61 30 b0 d4 fc c8 87 64 1d 16 8e 8b e3 16 0e 88 33 d4 6b 
c4 2a b9 60 71 ee 19 5d 7f 4f 4b 17 3e c6 56 23 
Data Ascii: <_|8sc; ZT+O<:'oz)DA@`Ph=aw1qixlFbaGg9YO+*C'tRgD3PV/Wb&Hhs+I7#{/v.'S.>6ZN`F5s;<>qc`wdwa0
d3k*`q]OK>V#

2022-04-20 13:12:37 UTC 10389 IN Data Raw: cf c7 33 a1 cc bf 2c df 33 fc db f9 80 34 55 e8 f7 66 43 2d 6f fe f3 3a 18 ff 00 92 37 6e fb 8c 78 e9 72 07 92 76 
05 4f 63 35 e1 36 72 c4 f3 02 cd 98 30 2c 48 83 21 c9 78 4d 73 58 2d cd f6 b8 7f 42 34 3e 97 fd cb 2a 55 75 5b 5b 23 2d 
f0 a6 d9 11 96 5f 33 ef c4 83 f9 f1 b3 d4 b6 c3 31 e0 f0 f0 c3 8f 10 98 c4 5b dc 30 78 87 cc 78 25 04 4a ac fb a3 f9 95 d3 
24 70 61 3d db 4d 7c 39 90 f5 10 24 7c c8 f9 b3 bd c3 1e 1d ae e5 d5 e4 f0 cc cd d9 76 9d d7 11 e0 f9 5c b6 3c a3 e0 35 
5e ab 10 39 1c 38 9b 3b 10 e2 79 76 b2 17 23 ab b7 57 d7 13 1f 10 7e 27 eb 3f 49 6a fb 27 0b 65 86 ce 1e ac 0b 27 cd 22 
c7 e9 22 b8 a3 3d 9e cf dc d2 c4 b1 a7 db e6 38 a7 8d ba 5a bf 61 7e 71 01 09 60 d8 49 83 f1 21 f5 3e 84 08 a3 1b 60 5c 
94 51 b6 9c ce 9a 97 04 85 e9 4b 91 ba 0b df d2 
Data Ascii: 3,34UfC-o:7nxrvOc56r0,H!xMsX-B4>*Uu[[#-_31[0xx%J$pa=M|9$|v\<5^98;yv#W~'?Ij'e'""=8Za~q`I!>`\QK

2022-04-20 13:12:37 UTC 10405 IN Data Raw: e2 e0 b9 23 e5 33 70 b9 5a 16 e9 27 04 a6 71 05 6d 8e 60 82 ce 61 23 7c 31 92 f5 e3 a7 81 dc f0 7c 0f 8f 02 
3c b9 25 97 89 26 75 9b 87 8a 21 b8 ee 6b ed b8 ad 9b 49 f7 73 f1 3a 47 bb 1c fc 4e 20 e4 b4 38 b3 7a 9f c0 79 75 76 b3 
2c 84 96 4b 2f 1e 0f ff 00 8f 04 45 9e 4b 3d c8 1c cd 93 12 16 36 02 4c 9c 48 e6 6c 93 24 93 10 fa 85 3a bd 07 8c 0b b3 
b7 23 27 0b 62 7a 89 23 35 8d 8b 3a 89 e8 be 8b ea 90 f5 35 8b d4 30 d8 73 77 4e ec f1 57 72 fb 5f 64 4f b8 df 70 c7 7d 
d7 5f 87 ef f0 08 c8 be 1b 9f 6b d9 5e ea 73 39 ba 77 c1 04 77 7b 48 58 76 3f 47 20 98 43 88 c2 12 49 c5 96 4f 13 cf 97 c1 
e3 3f 50 c3 07 4a 35 b2 ba e8 f1 f1 eb fa 9b 0e 0b ea d3 ed 72 47 85 bd 4b c9 d1 9d e2 63 6d 1d 1b 03 fe 72 d4 0b 30 be 
eb 1c b5 c5 d4 3b 9e f2 c6 6e 58 49 e1 c4 27 b8 d3 1c 
Data Ascii: #3pZ'qm`a#|1|<%&u!kIs:GN 8zyuv,K/EK=6LHl$:#'bz#5:50swNWr_dOp}_k^s9ww{HXv?G CIO?PJ5rGKcmr
0;nXI'

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

261 192.168.2.5 50156 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:12:37 UTC 10412 OUT GET /wp-content/uploads/2021/12/kore.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:12:37 UTC 10412 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:12:37 GMT
Content-Type: image/jpeg
Content-Length: 308686
Last-Modified: Wed, 01 Dec 2021 11:26:15 GMT
Connection: close
ETag: "61a75bd7-4b5ce"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes
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2022-04-20 13:12:37 UTC 10412 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 43 00 01 01 01 01 01 01 01 01 01 01 01 
01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 02 02 02 02 02 02 02 
02 02 02 02 03 03 03 03 03 03 03 03 03 03 ff db 00 43 01 01 01 01 01 01 01 01 01 01 01 02 02 01 02 02 03 03 03 03 03 
03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 
03 03 03 03 03 ff c2 00 11 08 03 0f 02 99 03 01 11 00 02 11 01 03 11 01 ff c4 00 1e 00 00 01 04 03 01 01 01 00 00 00 00 
00 00 00 00 00 05 03 04 06 07 02 08 09 01 00 0a ff c4 00 1d 01 00 01 05 01 01 01 01 00 00 00 00 00 00 00 00 00 03 01 
02 04 05 06 00 07 08 09 ff da 00 0c 03 01 00 02 10 03 10 00 00 01 ea 
Data Ascii: JFIFCC

2022-04-20 13:12:37 UTC 10428 IN Data Raw: 5f 67 52 45 9d 0b 09 15 ad 9d 1f e4 a7 66 81 b1 1c fc 44 c7 89 2f ad b5 95 46 9b ae 7a 8c 0c 88 32 27 15 1a 
19 05 3e 8e c1 a1 be 99 d6 cd 9a 56 58 19 87 36 c0 ad b4 23 5f 6f 67 cc 85 79 41 61 f8 6b 6c 5b e6 0c 5b d4 81 8b 2e 4b 
77 49 3b f5 7f 2d 6b 3e ba 68 f8 ef d1 8c b9 2a d7 ca fc fa 60 fd 5f b0 be 33 eb 16 bd e6 61 c4 a1 4f be 7a ca 29 e6 dc 3f 
15 2c 4e 72 6e 07 69 5b 78 6e 66 8e 3d 91 b2 0f b1 97 a8 5f 50 fd 08 bc 81 66 de 62 52 f1 33 eb 4f 8b ab eb bc d7 51 7c 
a7 db 76 9e 4d 54 ca c3 3b 31 91 5b 20 28 4a 1c 0e 5c d4 9d cb b9 7d 56 32 55 66 e4 26 e1 3b 7a 72 c3 5f 8c b6 5d c9 
44 e1 54 d3 ea 7b 16 d1 17 71 5e 41 9c 29 8b b0 0e 83 b2 64 02 f6 71 a6 a8 2b 4a 14 83 2a f6 48 cd 75 90 ea 74 16 35 
9d 7d 8d 58 09 80 02 b5 54 79 91 70 11 32 bb 26 15 c4 79 03 
Data Ascii: _gREfD/Fz2'>VX6#_ogyAakl[[.KwI;-k>h*`_3aOz)?,Nrni[xnf=_PfbR3OQ|vMT;1[ (J\}V2Uf&;zr_]DT{q^A)dq+J*Hu
t5}XTyp2&y

2022-04-20 13:12:37 UTC 10444 IN Data Raw: b1 8d e9 ce b1 cf c5 d8 e9 ee 9a 59 9d 49 9b d4 0a 26 72 7e d0 2c 2e 9b cf ea 59 74 af 46 2a d3 3c 40 d7 c3 
51 cb 67 02 8c 93 64 2e 65 27 c0 e9 9b 19 08 31 58 3c 7d 11 e2 eb b5 f2 28 19 d8 a1 76 73 78 65 1e a1 74 3b 1d aa 96 
b0 d2 da a3 49 d8 e8 fc 1d cb de 04 6a 6f 8b 64 a7 54 2d bc 13 63 ec f7 58 1f d0 a9 5b 76 cd 57 7d 93 fe cd d4 7f be 3b 
a7 83 93 7d bf 92 9a 93 08 d8 89 98 ac ff 00 94 85 b2 9e 67 53 99 29 c8 9d 5a 72 4f 31 32 92 47 53 96 ee 2d cd ce 1f 55 
e2 f7 8d c5 31 c1 67 14 70 ac 6e 70 e0 45 94 92 c0 e2 80 c4 f1 56 78 c5 25 c6 e1 62 d6 cf 91 b7 b8 e4 ac 72 36 2d d6 47 
f7 31 7b 9c dc c7 a6 39 98 ec 69 e2 b4 ec da aa ef 93 aa 63 97 e5 97 96 69 9b a5 1a 46 a6 8b d1 af bb 22 7d 91 1a e4 9d 
f7 63 2d da 49 39 2b 04 4e ef 92 6c 6c 59 ce bd e9 6d 33 16 
Data Ascii: YI&r~,.YtF*<@Qgd.e'1X<}(vsxet;IjodT-cX[vW};}gS)ZrO12GS-U1gpnpEVx%br6-G1{9iciF"}c-I9+NllYm3

2022-04-20 13:12:37 UTC 10460 IN Data Raw: 59 3d 13 ac 02 16 25 3d da e8 9a eb 8f 5f 63 86 9a 22 01 4e 63 7a 05 c3 1d 97 0c 7e 14 d8 90 62 6b 02 2c ea 
13 e3 cd ba 7c 3e 6d 17 07 5d 97 09 18 74 3a 26 c3 e8 99 1f 75 34 7a 2c 9d d6 4b 20 d4 1a bd 3d 98 70 23 33 82 c1 9b 
f1 b4 dd 55 9b 3b 45 8f c8 e6 65 ca 53 e7 7f 47 21 34 c7 e7 47 33 bc c5 38 58 fb 2e 45 d1 b9 f6 31 41 17 1a 76 b1 c3 95 
53 06 d3 d0 86 c6 2c 6c 9a d7 3c dc ee 56 1d 4e 6c 34 51 b1 ad b5 82 cb 72 13 c7 60 9c c5 2b 6c e2 b1 26 df cb e6 ba a5 
90 36 42 eb fc 45 43 53 1c 6e ab 35 4e bb 9e 05 96 31 86 b1 90 36 ba 9c 65 93 ba a2 a8 35 70 86 d6 1c dd 2f d9 62 f8 67 
b8 3b 3b 99 c5 8d fb 7a 2a ba 3c 8e 3a 2b 58 d9 67 2b 30 f6 e6 40 82 8a 17 be bf ba ed d3 76 f6 99 0a e3 14 25 28 4c 42 
64 9c 4b 94 db a2 b2 02 b8 7e ab 87 ea a4 87 44 d8 53 a3 4d 
Data Ascii: Y=%=_c"Ncz~bk,|>m]t:&u4z,K =p#3U;EeSG!4G38X.E1AvS,l<VNl4Qr`+l&6BECSn5N16e5p/bg;;z*<:+Xg+
0@v%(LBdK~DSM

2022-04-20 13:12:37 UTC 10476 IN Data Raw: c3 0f b6 8e cd 74 08 75 f4 d5 52 69 20 55 ba d2 83 6d 55 13 7e 0c 4a 38 83 40 94 1e 6e c8 54 71 79 24 e5 0b 
c4 b8 96 70 69 e8 24 ca e6 68 4f 74 d8 38 ec b3 2f ef 1d ca 6b f2 00 3a a9 27 bf cd 60 8b f3 31 d6 7f 20 dd 78 77 0d 1e 
21 c5 69 a9 5a 48 c2 ef f1 1d d8 0f 55 4e ca 1c 1c 41 fb 31 d9 f0 a1 1b 80 ea 0b bd 7f 35 4a 78 51 3d f2 3b 2c f2 6b 6e df 
45 3d 48 84 4d 2b ff 00 e5 ee 56 3f 8c 3f 11 a8 6b 5b 31 e1 b7 d7 74 f6 b0 37 40 a9 08 10 c8 df 55 3b 2e e5 62 d0 b8 b6 
d0 a6 d8 0b e6 47 e2 6c 75 58 45 29 a7 61 61 f3 48 a1 a8 31 e7 e9 6e 55 4b 23 6a 1e eb f4 16 5e 2b c4 4e 17 80 53 b4 
1b 55 56 38 b0 db 70 d1 d7 d2 eb 09 c3 3d e6 7f 72 ff 00 2e 0e 7b ff 00 55 5f 39 ae 9c cf d1 bc a1 47 1a b3 63 63 f4 d4 a7 
3f cd aa 73 b5 28 b9 17 6a b3 2b 9e ea 11 77 59 43 07 
Data Ascii: tuRi UmU~J8@nTqy$pi$hOt8/k:'̀ 1 xw!iZHUNA15JxQ=;,knE=HM+V??k[1t7@U;.bGluXE)aaH1nUK#j^+NSU
V8p=r.{U_9Gcc?s(j+wYC

2022-04-20 13:12:37 UTC 10492 IN Data Raw: ca 56 52 8b 3d d9 16 55 a7 92 20 11 b2 0d 4d 16 5a a2 d2 8a ba 80 6b 74 06 9e eb 85 74 0a 1e fb 7b bf 54 75 
40 2c b7 29 cc 4f 1d 0f 0b 88 07 fb 21 ca 95 b9 80 58 43 72 04 c9 51 90 a2 6e ad aa d3 c9 54 c6 24 60 4f 83 96 fb a7 9b 
96 ae e8 1d 10 17 44 5f 44 47 9a dc a6 bb 97 af 92 a0 c4 5c 4f 51 4d 7b 64 66 60 87 f0 9d 11 3f f8 43 54 42 6e 8a e1 5e 
e2 c9 d1 e6 d2 c9 d1 65 2a ca c8 39 31 cb 30 42 c7 df b0 d5 12 d5 6f 2d 96 88 b8 14 47 af be ca c8 30 a6 c4 75 5c b4 e6 
5d 3e 32 10 b5 f5 50 b8 04 d7 b7 45 70 af ee d3 cd 02 db ee ae 10 21 68 b4 5a 2b 5d 59 01 dd 1d 53 9b 76 48 b1 f2 3e ca 
78 54 3d ae b0 c0 4b 74 29 8d 5c b7 6f 70 88 b2 16 56 08 b2 e0 f9 aa da 57 80 5d a2 b1 b9 ba d9 07 02 74 4d 70 46 66 
9d 2c 6e 8b af d9 01 cb d6 5d 11 7b 49 e9 05 c3 d1 34 5c e6 
Data Ascii: VR=U MZktt{Tu@,)O!XCrQnT$`OD_DG\OQM{df`?CTBn^e*910Bo-G0u\]>2PEp!hZ+]YSvH>xT=Kt)\opVW]tMp
Ff,n]{I4\

2022-04-20 13:12:37 UTC 10508 IN Data Raw: 63 01 f7 bb 54 f3 95 a5 38 dc de c8 6e b2 dd 18 1a 57 24 34 e8 80 ee 9b 27 64 35 f7 4c 2d af 75 20 24 a6 0b 
2d fe aa 8e 1b c5 29 9b a7 5d 17 b5 ec 71 98 75 0e 1b 13 9a 33 46 f2 40 fc d7 08 cd 2e 23 5d 28 90 dc 39 df b2 0d 75 2c 
10 41 11 b7 50 b9 5c 3d 4a 23 91 f3 ba 21 3b 4f 9a c2 f8 77 87 aa 31 4a 8a a7 e1 81 d3 35 b7 06 e4 58 fe 9e 4b 0d a8 ad 
a1 15 2d 8e a1 c5 c0 e8 4f 97 92 e3 9f 65 87 13 ab ab e2 8c 19 ad f8 a9 01 74 90 7e 67 7e 60 17 c4 4d 4d 3d 45 15 53 e5 
6c e0 d8 c4 e1 6b 7d 13 63 90 03 68 ce 5b f7 59 5e 3c 90 04 ee c1 65 66 8d c2 74 32 df 2c 8d d7 d3 55 4f 45 53 9e 3b c4 
08 27 f5 5e cf fd 91 e2 98 e5 4b 2b ab e2 e5 e1 c0 df ab 4d 14 31 d0 70 fd 27 d9 f8 55 30 8e 98 0b 38 ed fb 28 a9 e6 c5 
3a 33 90 cf 35 0d 34 74 b1 8a 58 19 95 bd cf 9a bc 70 b3 
Data Ascii: cT8nW$4'd5L-u $-)]qu3F@.#](9u,AP\=J#!;Ow1J5XK-Oet~g~`MM=ESlk}ch[Y^<eft2,UOES;'^K+M1p'U08
(:354tXp

2022-04-20 13:12:37 UTC 10524 IN Data Raw: df cb bf d7 e8 83 91 6e 67 04 f8 54 94 f7 05 54 51 92 aa 28 6f 96 e1 3e 8d aa 4a 3f 2d 97 c3 1b a7 c2 e0 9e d2 
9c d3 72 8d c7 65 99 5d 35 e9 d2 74 95 1c 97 6a 6b 1a 64 ea d9 70 8f 11 3a 4a 97 61 55 a7 f9 6f c2 a4 63 bc 1d 86 c9 f1 
ee 50 71 06 eb 9f a2 6c 89 ae 05 5c 7e 64 34 d4 a6 1f 35 f8 5a 8f 4e eb f1 6a a4 d7 65 6a 8f b5 cf 49 e5 65 0a 47 38 4c 2d 
b2 bf 75 2d c0 b9 d9 5d 96 1a ab b3 43 75 26 eb 4b 14 53 bd da 5f 54 43 6e ab 60 a5 74 43 9d 4f 9e 6c da 7d 14 d2 87 72 
04 51 59 a0 27 8d f5 4e 69 37 46 e0 db 96 80 07 7d 13 97 d5 5c 6a bc 91 52 0d 10 f7 90 88 5b 96 01 bd d7 b6 37 67 aa 
a4 6c 7a b8 53 3e ff 00 b2 34 ae fb 4a a2 67 6c e7 ac 42 2a c6 00 61 65 ec b8 69 87 fd 5c c3 63 b7 cd 0d d4 7e 8b d9 08 
67 d8 d5 e0 f7 90 2c 62 59 e0 c7 ea a2 8b b9 d1 61 e2 
Data Ascii: ngTTQ(o>J?-re]5tjkdp:JaUocPql\~d45ZNjejIeG8L-u-]Cu&KS_TCn`tCOl}rQY'Ni7F}\jR[7glzS>4JglB*aei\c~g,bYa

2022-04-20 13:12:37 UTC 10540 IN Data Raw: c7 27 ec 74 50 fd 22 c0 c6 06 03 69 d4 62 63 60 e0 63 db 98 e6 b6 95 29 b7 d4 7c f9 05 7e 12 2f 41 cc 2c fe 
ae 9d f5 45 f2 ba 18 9a 45 43 b1 0e dd c7 94 76 8b 5c 75 20 29 30 db 1a 3f ed 2c 60 ab 5d 24 e3 24 2c 3c dd 0b c5 9f 44 
d8 59 e7 7b 6b 1c e6 e5 8e 0c 3b 0b 9b 86 1f e5 bd b1 68 d6 d3 52 a3 c7 ed 3c 4c 51 63 9c 37 7f d9 f8 67 89 5a d0 ee 03 
e7 1c e3 70 0b 66 ed 26 c9 1c 98 0d a0 fd ec 13 66 19 86 67 66 94 3d be ad 09 4c d9 3f 45 b6 56 2f 68 e3 f1 40 6f a7 87 
0e 5f 86 16 bb 0c cd d0 27 6d 3d a8 d6 ff 00 6d 6d 06 d5 cd 34 ac 11 bb 31 11 fe ca 06 56 b2 9d fd 79 a1 91 8d 0d e7 46 
34 8a fc 39 ac 46 ce c6 e0 20 8a 69 23 2d 87 18 1a d6 bd b3 5a 9a 34 0e 4b 69 fd 1e c6 e6 81 d8 79 5c d0 dc 40 dd b6 78 
1a e1 92 46 93 c9 c8 1a c5 1e 1d a0 35 a2 37 02 d6 d2 da 
Data Ascii: 'tP"ibc`c)|~/A,EECv\u )0?,`]$$,<DY{k;hR<LQc7gZpf&fgf=L?EV/h@o_'m=mm41VyF49F i#-Z4Kiy\@xF57

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:12:37 UTC 10556 IN Data Raw: 1d 8a 92 33 67 43 bc ad 07 53 dc 9b 97 89 9f 73 91 ef f2 59 71 49 7e 8b 24 11 67 fb d4 5e 91 f4 3d 15 0e 9d 
56 61 d9 46 be c9 f8 a7 71 38 1e 57 5c 32 39 75 5d 83 ee 54 6e 1d ee 7f 85 50 74 58 29 43 6b a8 6a 6b 31 90 49 9a da 
85 53 13 85 74 75 2e 16 57 4a e7 45 d0 94 d9 5c fc 99 79 57 a2 dc c1 c4 45 81 ef 55 79 34 41 0e 85 5c d8 8a 2b 73 f2 0a 
21 16 8f 77 0b 0f 57 f2 6a c3 fd 11 c0 4d 9a 1d 95 97 17 b4 72 9a 87 3e 4c 8c 7c 26 de a9 2b 0f 23 63 de 9c 67 a4 de cb 
76 8a e5 75 22 e6 d2 13 5a 5d 5b 73 ed 04 3a 32 e4 f5 51 b5 a3 86 cf f8 a0 dc d9 50 f5 af e4 cc 83 6f 53 75 6e 48 b5 35 
de af ad d4 d5 43 83 8f 84 6a e0 79 9e 48 97 8c b9 4e 5e 1f b4 3e 07 d9 43 48 c3 0e 67 67 fb 47 34 e9 75 48 c1 a0 bd 1d 
ad 1d da 58 d7 b4 fa 4c 67 a1 c3 75 a4 82 9f 9a 2f 97 ed 64 
Data Ascii: 3gCSsYqI~$g^=VaFq8W\29u]TnPtX)Ckjk1IStu.WJE\yWEUy4A\+s!wWjMr>L|&+#cgvu"Z][s:2QPoSunH5Cjy
HN^>CHggG4uHXLgu/d

2022-04-20 13:12:37 UTC 10572 IN Data Raw: 7c 5c 08 67 64 ab d4 ad c5 1c ce 67 34 dc 5e d2 8e 33 56 57 e5 8c fc 01 a8 b8 08 8d 54 be 1f b7 2b 9d 29 b6 
65 5b 6a df c4 61 96 d0 ac f2 30 ed 88 f1 99 81 64 54 d3 12 c1 d9 c3 30 9f 84 a7 ba dd 52 fe a2 1c 3f 46 5c 53 28 5c ab 
30 85 34 fd 3f e0 7b 44 ff 00 25 89 76 43 66 1b f3 99 63 30 9a 3f e0 0b 42 a6 37 1d c7 98 a5 f2 b3 73 cd 03 bc 4c 18 dc f0 
a2 b3 61 19 bc 13 b4 98 8a 8b b8 9b 78 85 8f ef 10 c3 e4 7e 60 19 7a 9e 22 fe e5 3b 6c 6e 51 41 b4 b0 65 88 a1 cc ba 8f 
11 26 a1 fa 1e 66 e5 92 b8 1c eb 35 9c 46 92 fa 0e 06 bd 9e e5 06 02 89 a4 01 7b bd c0 2b 76 31 42 cd 83 d4 30 46 99 9f 
ce 78 25 1f 63 c8 a7 27 30 c8 12 5a 17 dd 56 38 9b ef c3 1b d5 86 a2 f7 38 c5 95 ac d7 52 e9 0a d0 a5 fb 56 21 44 28 29 
b2 a7 f7 99 9a d8 00 0d 0e 2f 50 90 d8 f1 00 46 f2 af 
Data Ascii: |\gdg4^3VWT+)e[ja0dT0R?F\S(\04?{D%vCfc0?B7sLax~`z";lnQAe&f5F{+v1B0Fx%c'0ZV88RV!D()/PF

2022-04-20 13:12:37 UTC 10588 IN Data Raw: 48 f0 77 c5 af a9 8d 06 3b 91 20 25 07 37 01 84 1c 83 4d 9a 0d c3 22 f7 86 5a 32 9f 13 39 03 dc 83 87 e6 56 
2e 57 36 6b cc bb 4a 60 c7 e3 4a ab 48 17 ae 3b 83 01 2c 31 fd a2 23 c4 73 99 fb 48 34 a0 70 f3 08 9a 4a c0 d5 7d 77 10 
70 df 35 99 88 b5 6b ba 88 7c 1d ba fe 28 97 49 23 97 b8 20 9c ea eb 88 d4 5f ce 26 e3 55 2b 96 aa 56 4d 8a b7 3f 10 21 
d8 6d af ab 04 15 99 ab cf 17 c4 64 4c 2a f4 34 40 16 c1 18 f5 09 a0 00 e5 9c f0 88 5d 16 25 33 e9 d1 9f 5d 17 58 a2 b9 
00 d1 ea b7 51 da 59 aa 6c 9a bd a1 65 20 55 ac e0 a0 5e 15 38 f5 1b 18 ae 51 d6 ed ca 11 d8 74 2b 82 2e 7f 81 11 78 
3c 26 bd 06 8e 6f d1 61 ff 00 17 56 a7 85 28 1b 38 8e a0 f5 02 3a 8f 8a 51 bf d5 c4 d4 c3 6e d9 d0 62 42 b1 29 52 9f 32 
de f2 16 a1 03 c2 0e d3 94 e0 40 c8 59 79 35 dc 65 3b a9 9d 
Data Ascii: Hw; %7M"Z29V.W6kJ`JH;,1#sH4pJ}wp5k|(I# _&U+VM?!mdL*4@]%3]XQYle U^8Qt+.x<&oaV(8:QnbB)R2@Y
y5e;

2022-04-20 13:12:37 UTC 10604 IN Data Raw: 23 e0 31 fc 29 31 53 a9 50 81 41 f0 17 b4 1d 91 38 26 e9 2e 1e d9 e7 c9 d4 20 e0 11 f8 81 1b 0d 9d 2c 41 0a 
08 a9 8e 5b 96 fb 35 2e 5c 56 d1 ae 3b 46 23 96 42 dd 63 0c bc a1 2d 50 d9 25 e6 38 07 75 00 5f 1a 57 89 f8 45 29 bd 91 
1c c0 61 99 7e a1 9c b8 fa ca 52 20 5e 54 df 64 e3 99 34 7e 44 09 e8 b6 8a 3f 89 7a 90 e5 58 8a 6c 27 10 b0 0d ca 58 8a 
5b 53 d0 2a 20 4c 71 04 8f d7 d7 fe 51 43 4c 41 dc c0 4c c0 55 40 86 11 a8 ca fd ca 21 11 f7 f9 e3 cc a9 11 12 02 05 6c 
52 0e 95 b3 b0 37 0f 8c 32 68 d4 bd 3b b5 75 93 a9 ff 00 bf 1d eb d0 80 b6 c0 02 76 ff 00 85 80 e8 25 e0 f6 22 82 23 38 
02 a1 78 05 53 58 ac 76 1f ec 04 13 4d 22 67 2c 99 ee fa b4 5e 48 3f 15 88 ee ab bc b1 78 80 72 4b 9d 44 c2 ad da 55 d4 
ad 77 8f 57 25 17 36 b4 4b 6c 24 bf 5a c0 b5 50 05 d2 d3 
Data Ascii: #1)1SPA8&. ,A[5.\V;F#Bc-P%8u_WE)a~R ^Td4~D?zXl'X[S* LqQCLALU@!lR72h;uv%"#8xSXvM"g,^H?xrK
DUwW%6Kl$ZP

2022-04-20 13:12:37 UTC 10620 IN Data Raw: 15 9c 29 98 dd 74 f3 2b 39 45 3e 0f c6 48 5c 17 dc 5a dd d2 60 d9 99 f5 33 de 7b 81 6c d7 d8 7e 65 b6 3b 80 
a5 c3 d6 3d 4a 8b 56 a5 b7 46 c9 7e 83 bb 15 c1 d4 65 f8 07 c7 88 dc fb 62 e6 40 5b 22 1c c2 d5 3c 43 2e 8e b7 99 97 2b 
d7 61 89 67 cc b1 50 73 6e 9f 30 bd 6d 91 d1 96 0a ab 01 c7 68 58 05 75 71 98 48 2c 5f 3d 6e 71 92 d3 40 d3 88 7d 54 
c9 9f 83 f7 05 8b 1a 0e 2e 60 e0 7c 66 5a 81 95 9f b6 61 76 65 1a 7a 40 b2 be 59 86 b3 e6 c6 43 37 ff 00 0c 25 e6 98 56 
61 6b a1 1d 05 16 46 cc 0a e6 25 d4 c8 2a 0c c3 a3 9b df e2 11 64 30 25 61 b8 42 06 81 c4 6f 0e a5 a1 c6 20 02 30 12 
8a 8e 69 09 5b 39 86 28 10 84 f5 16 6d 72 d8 57 11 32 94 6e 27 2c 5c df 04 b1 5f 33 03 4c 13 b1 89 a9 03 4a 8a 4a 22 dd 
8e 56 01 6a 13 a9 a9 68 94 c5 0c 4a c1 cc d4 8c c0 a5 76 4b 88 
Data Ascii: )t+9E>H\Z`3{l~e;=JVF~eb@["<C.+agPsn0mhXuqH,_=nq@}T.`|fZavez@YC7%VakF%*d0%aBo 0i[9(mrW2n'
,\_3LJJ"VjhJvK

2022-04-20 13:12:37 UTC 10636 IN Data Raw: 32 10 c3 0c bf 96 02 2c 43 cc a5 16 c0 6f 31 5f 94 e5 4c d4 fe 18 59 88 fa e2 36 17 29 42 1a 56 d5 32 89 02 39 
23 77 55 35 25 65 c8 92 30 8d 9c f1 32 b4 17 f3 2e 4c e3 6f 04 05 7a 1a 43 72 f1 ba 03 3f 04 a9 d6 a5 fa 69 82 74 71 7c 
ee 08 85 39 0f 53 30 c1 e6 28 59 96 b0 27 11 17 ca 29 9c f3 12 52 82 64 98 c1 30 87 f1 01 42 8f 73 2a 15 d9 ad c1 d8 35 
ba e6 31 58 5c b3 9f 1f 13 27 a9 4e 84 a4 fc db bd 73 de a5 51 0f bc a7 7e a3 06 73 0a 62 20 cd 5a 23 e7 c4 d6 01 74 4a 
4d c5 61 52 dd 4b b4 4a b8 c4 f0 25 9e 91 df 31 8a b7 17 2d 35 88 cd 51 3c 10 1e cb 96 21 54 56 bf 14 8e 26 5c 32 c5 4f 
e3 6a f1 64 3c c6 67 4d 41 16 cb 79 85 99 ca 4d 1f c2 ab 06 25 80 7c c0 30 ee 6e 45 b0 63 88 4a e2 ae 65 a2 cb 72 9d e2 
5e 5a d4 3a 9c 49 bd cc 3b c3 33 14 80 be 10 da 7b 7f 
Data Ascii: 2,Co1_LY6)BV29#wU5%e02.LozCr?itq|9S0(Y')Rd0Bs*51X\'NsQ~sb Z#tJMaRKJ%1-5Q<!TV&\2Ojd<gMAyM
%|0nEcJer^Z:I;3{

2022-04-20 13:12:37 UTC 10652 IN Data Raw: c0 51 d4 d6 b8 8a 32 dc 65 fc c5 14 c1 01 78 40 bf 12 a1 58 b9 86 82 cd 69 65 30 eb 50 79 ff 00 b4 1c 3c c0 
10 c2 fc 41 4c b1 c8 8e b2 ec f8 44 01 82 cd 55 cb 53 06 2e d0 a0 a3 88 26 b1 0a d7 49 e0 41 48 8b 21 10 96 92 a5 e2 
65 75 e6 1f 8a 47 ff 00 02 bf 07 c3 66 83 fa 42 a0 30 e7 99 c4 c3 32 20 4a 13 79 33 3d 69 0c 7d 61 14 eb 04 f3 4a 54 c7 
57 00 06 aa 68 2b 33 01 7c cc 0d 90 e3 94 e5 4b 03 2c 55 b5 97 59 58 87 80 38 9b 62 b8 ba 8a 63 88 2c 4c d4 c5 c4 a6 
b1 52 8a 30 c5 ce a4 24 1c 48 35 3b 8c 87 32 65 8d b6 24 eb e8 ff 00 ae 23 42 94 68 62 24 1d f1 0c b4 02 6e 8f fb b8 47 
99 65 9a 97 0a 97 17 cd 11 70 73 51 70 48 79 e9 79 86 a5 46 5c 35 5a 8f 17 81 5e b9 f9 89 41 9b 9a d8 40 97 ab 6f cb cc 
a8 ab 99 9d 2d df 7c c5 4a 70 13 c1 c0 6b 82 0f 46 dd 5d 6c 45 
Data Ascii: Q2ex@Xie0Py<ALDUS.&IAH!euGfB02 Jy3=i}aJTWh+3|K,UYX8bc,LR0$H5;2e$#Bhb$nGepsQpHy
yF\5Z^A@o-|JpkF]lE

2022-04-20 13:12:37 UTC 10668 IN Data Raw: c4 16 e1 0c 43 6f b4 d3 78 c6 58 3f 7b 66 2e 8f bc af 85 00 8a 17 37 c1 30 fa 44 2e c5 13 23 5f 3c 64 f8 46 0f 
01 b4 7c 19 66 49 ea 29 6c 02 78 c5 5e 81 16 21 96 14 e3 24 5b 9d 3c 72 64 fc 63 23 87 11 51 79 db 33 7c 34 10 61 05 
00 35 85 ac 3a db e5 e4 71 ef e5 80 a6 a4 77 88 09 49 c5 9a 93 79 85 7d 75 24 4d f0 af ac 96 2b f3 f0 9a c3 57 0e d3 7c 
d6 d5 6e 17 7c d6 2a 1a 1c 37 3f d3 cd cc b8 b8 30 76 70 61 42 0d 0f 57 bc 54 33 62 21 d9 00 0f d5 c5 80 51 a5 c8 88 0a 
df 58 40 7a cc 55 26 af 62 c6 bf 2d cc 8a aa 2c c4 ec 57 67 12 97 4b 5c 3d e4 4c eb 9c e2 ee 1b 02 b8 85 6b 8a 42 6f 60 
f0 ca 70 e8 dd c5 dc 04 6c 71 64 04 22 f0 f0 2c 81 81 10 30 0c 20 e9 3e 77 86 04 9c a0 63 d4 51 8b 59 15 21 5f 32 c9 33 
cf bf 27 ed 8e bc 0f c2 5f 39 dc 60 6b cf fc 73 48 06 19 
Data Ascii: CoxX?{f.70D.#_<dF|fI)lx^!$[<rdc#Qy3|4a5:qwIy}u$M+W|n|*7?0vpaBWT3b!QX@zU&b-,WgK\=LkBo`plqd",0 
>wcQY!_23'_9`ksH

2022-04-20 13:12:37 UTC 10684 IN Data Raw: 5a 3f 39 ac 4c 77 34 77 e7 d6 54 25 03 f0 35 ce 35 72 44 8f f1 c0 a5 01 6b d7 c8 32 8b 01 47 76 aa 99 d9 8a 
36 f0 6b a5 83 a2 f0 90 39 eb a6 2c 53 53 4d 95 7f 56 12 09 51 40 22 f6 ce 74 17 58 db ad 3b cb ad f9 fe 65 f5 83 02 d2 5f 
87 58 59 09 51 3f 5f 78 f1 f9 81 c7 4f 8b 88 98 10 84 1a 01 63 ce 33 f0 5a 8d 18 3d 1d 31 c6 ae 13 d2 80 0a 7a 60 f7 20 
de ed 0e 7d 61 f5 d4 a5 0b ba 75 e3 08 85 84 08 f1 70 31 3a fd 75 47 55 c0 c1 93 52 ba db f9 ca 22 02 50 6c f4 71 31 b7 
76 28 97 eb 36 27 f5 4c ba ce 61 75 85 1c 43 ba 50 e4 a0 32 94 e5 e8 8a 48 b7 6e f2 c1 1c 35 8a 72 0a c3 58 14 5a fb 28 
aa 93 cb 32 33 9e e4 74 94 8e 82 dc 50 69 17 32 a9 11 00 71 8f c7 3a be 08 69 f6 d4 66 45 80 3a f8 a3 63 b3 83 de b5 b0 
41 09 57 d3 1e 16 09 23 82 23 dd 8a 2b 0d f6 18 00 7b 
Data Ascii: Z?9Lw4wT%55rDk2Gv6k9,SSMVQ@"tX;e_XYQ?_xOc3Z=1z` }aup1:uGUR"Plq1v(6'LauCP2Hn5rXZ(23tPi2q:
ifE:cAW##+{

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:12:37 UTC 10700 IN Data Raw: 9c 2c bb 8a 85 45 bc 24 4c 1e 29 90 3d 56 3a 82 94 99 bd ae bb 0e 18 07 50 da e1 bb 89 36 f4 d4 41 e7 1a 93 
74 85 7b f1 03 9c 63 5b 7d a9 28 50 2a e0 91 da 26 ca 10 f5 26 24 86 a8 ef 6f 18 bd fd c1 02 69 07 4e 26 20 ba 54 7e 15 
cd 61 8b ba 57 ef ac 0e a0 de e5 76 3a f6 c5 21 9e 33 6c 33 5d 9d 0e ac 20 77 38 c3 6a 81 a2 81 44 5d 35 cd 8b 10 05 e2 
71 ce 22 a0 ae 94 94 ee 66 ce 4c 82 68 f5 60 5b 5c 96 94 c9 d1 6a 92 77 ac a4 67 88 6b c0 32 75 1c 51 82 b1 15 2e db 
a9 83 0f 6f 1e 5d 74 fc 78 12 c6 9e de 06 4c 3b 67 24 9a b4 1b f0 75 89 ab c1 a4 be 01 a5 b8 73 36 a4 12 87 7e f1 c8 d5 
1d 5a 44 45 57 3c 1e 14 28 27 44 1e 32 36 a0 8e e3 b9 4a 99 68 84 82 b6 ad 61 ce 3c 59 45 32 7a f8 64 5e eb 10 28 f2 
de 2f b0 09 06 83 4a 68 e2 fa 06 24 35 49 57 87 ff 00 23 20 0a 
Data Ascii: ,E$L)=V:P6At{c[}(P*&&$oiN& T~aWv:!3l3] w8jD]5q"fLh`[\jwgk2uQ.o]txL;g$us6~ZDEW<('D26Jha<YE2zd^(/Jh$
5IW# 

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

262 192.168.2.5 50170 162.247.242.20 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:13:01 UTC 10713 OUT POST /events/1/NRJS-971c106404d1c4cbdcf?a=408078592&v=1215.1253ab8&to=NgYGYxBRXEMFAkJeXQ9M
JVQWWV1eSxFXUFdMBghSD1VcRAsTG1FHDQ9JQAtURlg%3D&rst=50713&ck=1&ref=https://www.iotm2mcounci
l.org/membership/ HTTP/1.1
Host: bam.nr-data.net
Connection: keep-alive
Content-Length: 283
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
content-type: text/plain
Accept: */*
Origin: https://www.iotm2mcouncil.org
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
Referer: https://www.iotm2mcouncil.org/membership/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: JSESSIONID=e2bca0d59d9f0bcb

2022-04-20 13:13:01 UTC 10714 OUT Data Raw: 62 65 6c 2e 36 3b 65 2c 27 66 69 2c 68 76 35 2c 36 3b 35 2c 27 74 79 70 65 2c 27 70 6f 69 6e 74 65 72 64 6f 
77 6e 3b 35 2c 27 6e 65 74 2d 65 74 79 70 65 2c 27 34 67 3b 36 2c 27 6e 65 74 2d 72 74 74 2c 32 30 30 2e 3b 36 2c 27 
6e 65 74 2d 64 6c 69 6e 6b 2c 31 30 2e 3b 36 2c 27 66 69 64 2c 33 2e 3b 36 2c 27 63 6c 73 2c 30 2e 3b 65 2c 27 6c 63 
70 2c 38 33 35 2c 38 3b 36 2c 27 73 69 7a 65 2c 32 36 31 34 34 31 2e 3b 35 2c 27 65 69 64 2c 27 70 61 67 65 2d 74 69 
74 6c 65 3b 35 2c 33 2c 34 3b 36 2c 35 2c 32 30 30 2e 3b 36 2c 36 2c 33 2e 3b 35 2c 27 65 6c 55 72 6c 2c 27 68 74 74 
70 73 3a 2f 2f 77 77 77 2e 69 6f 74 6d 32 6d 63 6f 75 6e 63 69 6c 2e 6f 72 67 2f 77 70 2d 63 6f 6e 74 65 6e 74 2f 75 70 6c 
6f 61 64 73 2f 32 30 32 30 2f 30 35 2f 49 6f 54 2d 30 33 2d 31 2e 
Data Ascii: bel.6;e,'fi,hv5,6;5,'type,'pointerdown;5,'net-etype,'4g;6,'net-rtt,200.;6,'net-dlink,10.;6,'fid,3.;6,'cls,0.;e,'lcp,83
5,8;6,'size,261441.;5,'eid,'page-title;5,3,4;6,5,200.;6,6,3.;5,'elUrl,'https://www.iotm2mcouncil.org/wp-content/uploads/
2020/05/IoT-03-1.

2022-04-20 13:13:01 UTC 10714 IN HTTP/1.1 200 OK
Access-Control-Allow-Origin: https://www.iotm2mcouncil.org
Access-Control-Allow-Credentials: true
Content-Type: image/gif
Content-Length: 24
Connection: close

2022-04-20 13:13:01 UTC 10715 IN Data Raw: 47 49 46 38 39 61 01 00 01 00 00 00 00 2c 00 00 00 00 01 00 01 00 00 02 
Data Ascii: GIF89a,

Session ID Source IP Source Port Destination IP
Destination
Port

Process

27 192.168.2.5 49800 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:11 UTC 3787 OUT GET /wp-content/uploads/elementor/thumbs/gurtam-p42eyiw71i7djjnfnc3aklmlxjx9r7gzz6itwj618y.gif HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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2022-04-20 13:11:11 UTC 3798 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:11 GMT
Content-Type: image/gif
Content-Length: 1745
Last-Modified: Thu, 11 Mar 2021 16:28:50 GMT
Connection: close
ETag: "604a4542-6d1"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:11 UTC 3799 IN Data Raw: 47 49 46 38 39 61 78 00 15 00 f7 8a 00 33 33 33 34 34 34 35 35 35 36 36 36 37 37 37 38 38 38 39 39 39 3a 
3a 3a 3b 3b 3b 3c 3c 3c 3d 3d 3d 3e 3e 3e 3f 3f 3f 40 40 40 41 41 41 42 42 42 43 43 43 44 44 44 45 45 45 46 46 46 47 47 
47 48 48 48 49 49 49 4a 4a 4a 4b 4b 4b 4c 4c 4c 4d 4d 4d 4e 4e 4e 4f 4f 4f 50 50 50 51 51 51 52 52 52 53 53 53 54 54 54 
55 55 55 56 56 56 57 57 57 58 58 58 59 59 59 5c 5c 5c 5d 5d 5d 5e 5e 5e 5f 5f 5f 61 61 61 62 62 62 63 63 63 6a 6a 6a 6c 
6c 6c 73 73 73 cc 00 33 cc 02 35 cd 02 35 cd 03 36 cd 05 37 cc 0a 3a cc 0a 3b cc 0b 3b cd 0c 3c d6 14 47 d7 15 48 d7 
16 49 df 1a 4d df 1b 4e d3 25 51 d2 26 53 d3 2a 56 d3 2b 57 d3 2b 58 e4 23 54 e4 38 63 fb 31 64 fb 32 65 ff 33 66 ff 34 
67 ff 36 69 ff 37 6a ff 3e 71 ff 40 70 ff 48 74 ff 49 74 ff 49 
Data Ascii: GIF89ax333444555666777888999:::;;;<<<===>>>???@@@AAABBBCCCDDDEEEFFFGGGHHHIIIJJ
JKKKLLLMMMNNNOOOPPPQQQRRRSSSTTTUUUVVVWWWXXXYYY\\\]]]^^^___aaabbbcccjjjlllsss35567:;;<GHIMN
%Q&S*V+W+X#T8c1d2e3f4g6i7j>q@pHtItI

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

28 192.168.2.5 49802 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:11 UTC 3800 OUT GET /wp-content/uploads/elementor/thumbs/ibasis-ozc05efp38xenz4vruw0nm80oyuz2avntpjy9mao4w.jpg HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:11 UTC 3803 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:11 GMT
Content-Type: image/jpeg
Content-Length: 2497
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-9c1"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:11 UTC 3804 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff fe 00 3b 43 52 45 41 54 4f 52 3a 20 67 64 2d 6a 
70 65 67 20 76 31 2e 30 20 28 75 73 69 6e 67 20 49 4a 47 20 4a 50 45 47 20 76 36 32 29 2c 20 71 75 61 6c 69 74 79 20 
3d 20 38 32 0a ff db 00 43 00 06 04 04 05 04 04 06 05 05 05 06 06 06 07 09 0e 09 09 08 08 09 12 0d 0d 0a 0e 15 12 16 
16 15 12 14 14 17 1a 21 1c 17 18 1f 19 14 14 1d 27 1d 1f 22 23 25 25 25 16 1c 29 2c 28 24 2b 21 24 25 24 ff db 00 43 01 
06 06 06 09 08 09 11 09 09 11 24 18 14 18 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 
24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 ff c0 00 11 08 00 78 00 78 03 01 22 00 02 1
1 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 
Data Ascii: JFIF``;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82C!'"#%%%),($+!$%$C$$$$$$$$$$$$$$$$$
$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$xx"

Session ID Source IP Source Port Destination IP
Destination
Port

Process

29 192.168.2.5 49801 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 252 of 324



2022-04-20 13:11:11 UTC 3801 OUT GET /wp-content/uploads/elementor/thumbs/ignion-p4qqv9xn8e5wj6kjj1h66x5g3d09t1b3nt3w1f8rf0.gif HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:11 UTC 3801 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:11 GMT
Content-Type: image/gif
Content-Length: 1679
Last-Modified: Thu, 25 Mar 2021 14:59:37 GMT
Connection: close
ETag: "605ca559-68f"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:11 UTC 3802 IN Data Raw: 47 49 46 38 39 61 78 00 2e 00 f7 91 00 00 00 00 01 01 01 02 02 02 03 03 03 04 04 04 05 05 05 06 06 06 07 
07 07 08 08 08 09 09 09 0a 0a 0a 0b 0b 0b 0c 0c 0c 0d 0d 0d 0e 0e 0e 0f 0f 0f 10 10 10 11 11 11 12 12 12 13 13 13 14 14 
14 15 15 15 16 16 16 17 17 17 18 18 18 19 19 19 1a 1a 1a 1b 1b 1b 1c 1c 1c 1d 1d 1d 1e 1e 1e 1f 1f 1f 20 20 20 21 21 21 
22 22 22 23 23 23 24 24 24 25 25 25 26 26 26 27 27 27 28 28 28 29 29 29 2a 2a 2a 2b 2b 2b 2c 2c 2c 2d 2d 2d 2e 2e 2e 
2f 2f 2f 30 30 30 31 31 31 32 32 32 33 33 33 34 34 34 35 35 35 37 37 37 38 38 38 39 39 39 3a 3a 3a 3b 3b 3b 3c 3c 3c 3d 
3d 3d 3e 3e 3e 3f 3f 3f 40 40 40 41 41 41 42 42 42 43 43 43 47 47 47 49 49 49 4a 4a 4a 4b 4b 4b 4c 4c 4c 4e 4e 4e 4f 4f 
4f 50 50 50 53 53 53 56 56 56 5a 5a 5a 5c 5c 5c 5d 5d 5d 5f 5f 
Data Ascii: GIF89ax.   !!!"""###$$$%%%&&&'''((()))***+++,,,---...///000111222333444555777888999:::;;;<<<===>>>???
@@@AAABBBCCCGGGIIIJJJKKKLLLNNNOOOPPPSSSVVVZZZ\\\]]]__

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

3 192.168.2.5 49765 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:07 UTC 18 OUT GET /wp-content/cache/breeze-minification/css/breeze_22215f59e0654c4cae9012151dbc3c7c.css HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:07 UTC 19 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:07 GMT
Content-Type: text/css
Content-Length: 969829
Last-Modified: Wed, 20 Apr 2022 12:55:16 GMT
Connection: close
Vary: Accept-Encoding
ETag: "626002b4-ecc65"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:07 UTC 19 IN Data Raw: 2e 6d 70 5f 77 72 61 70 70 65 72 7b 6f 76 65 72 66 6c 6f 77 3a 69 6e 68 65 72 69 74 3b 62 6f 78 2d 73 69 7a 
69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 7d 2e 6d 70 5f 77 72 61 70 70 65 72 20 68 31 2c 2e 6d 70 5f 77 72 61 70 70 65 
72 20 68 32 2c 2e 6d 70 5f 77 72 61 70 70 65 72 20 68 33 7b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 6e 6f 72 6d 61 6c 3b 
62 6f 72 64 65 72 3a 30 3b 6f 75 74 6c 69 6e 65 3a 30 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 6e 6f 6e 65 7d 2e 6d 70 5f 77 
72 61 70 70 65 72 20 69 6d 67 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 6e 6f 6e 65 20 21 69 6d 70 6f 72 74 61 6e 74 3b 62 6f 
72 64 65 72 3a 30 20 21 69 6d 70 6f 72 74 61 6e 74 3b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 30 20 21 69 6d 70 6f 
72 74 61 6e 74 7d 2e 6d 70 5f 77 72 61 70 70 65 72 20 3a 66 6f 
Data Ascii: .mp_wrapper{overflow:inherit;box-sizing:border-box}.mp_wrapper h1,.mp_wrapper h2,.mp_wrapper h3{font-
weight:normal;border:0;outline:0;background:none}.mp_wrapper img{box-shadow:none !important;border:0 !impor
tant;border-radius:0 !important}.mp_wrapper :fo
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2022-04-20 13:11:07 UTC 35 IN Data Raw: 69 74 69 6f 6e 20 2e 77 70 2d 62 6c 6f 63 6b 2d 63 6f 76 65 72 5f 5f 69 6e 6e 65 72 2d 63 6f 6e 74 61 69 6e 65 
72 7b 6d 61 72 67 69 6e 3a 30 3b 77 69 64 74 68 3a 61 75 74 6f 7d 2e 77 70 2d 62 6c 6f 63 6b 2d 63 6f 76 65 72 5f 5f 76 
69 64 65 6f 2d 62 61 63 6b 67 72 6f 75 6e 64 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 74 6f 70 3a 35 30 
25 3b 6c 65 66 74 3a 35 30 25 3b 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6c 61 74 65 58 28 2d 35 30 25 29 20 74 
72 61 6e 73 6c 61 74 65 59 28 2d 35 30 25 29 3b 77 69 64 74 68 3a 31 30 30 25 3b 68 65 69 67 68 74 3a 31 30 30 25 3b 
7a 2d 69 6e 64 65 78 3a 30 3b 6f 62 6a 65 63 74 2d 66 69 74 3a 63 6f 76 65 72 7d 2e 77 70 2d 62 6c 6f 63 6b 2d 63 6f 76 
65 72 2d 69 6d 61 67 65 2d 74 65 78 74 2c 2e 77 70 2d 62 6c 
Data Ascii: ition .wp-block-cover__inner-container{margin:0;width:auto}.wp-block-cover__video-background{posit
ion:absolute;top:50%;left:50%;transform:translateX(-50%) translateY(-50%);width:100%;height:100%;z-index:0;object-
fit:cover}.wp-block-cover-image-text,.wp-bl

2022-04-20 13:11:07 UTC 51 IN Data Raw: 3a 65 6e 64 3a 69 67 6e 6f 72 65 2a 2f 6d 61 72 67 69 6e 3a 30 7d 2e 77 70 2d 62 6c 6f 63 6b 2d 6d 65 64 69 
61 2d 74 65 78 74 20 2e 77 70 2d 62 6c 6f 63 6b 2d 6d 65 64 69 61 2d 74 65 78 74 5f 5f 63 6f 6e 74 65 6e 74 7b 64 69 72 
65 63 74 69 6f 6e 3a 6c 74 72 3b 0a 20 20 2f 2a 21 72 74 6c 3a 62 65 67 69 6e 3a 69 67 6e 6f 72 65 2a 2f 2d 6d 73 2d 67 
72 69 64 2d 63 6f 6c 75 6d 6e 3a 32 3b 67 72 69 64 2d 63 6f 6c 75 6d 6e 3a 32 3b 2d 6d 73 2d 67 72 69 64 2d 72 6f 77 3a 
31 3b 67 72 69 64 2d 72 6f 77 3a 31 3b 0a 20 20 2f 2a 21 72 74 6c 3a 65 6e 64 3a 69 67 6e 6f 72 65 2a 2f 70 61 64 64 69 
6e 67 3a 30 20 38 25 3b 77 6f 72 64 2d 62 72 65 61 6b 3a 62 72 65 61 6b 2d 77 6f 72 64 7d 2e 77 70 2d 62 6c 6f 63 6b 2d 
6d 65 64 69 61 2d 74 65 78 74 2e 68 61 73 2d 6d 65 64 69 
Data Ascii: :end:ignore*/margin:0}.wp-block-media-text .wp-block-media-text__content{direction:ltr;  /*!rtl:begin:ignore*/-
ms-grid-column:2;grid-column:2;-ms-grid-row:1;grid-row:1;  /*!rtl:end:ignore*/padding:0 8%;word-break:break-word}.wp-
block-media-text.has-medi

2022-04-20 13:11:07 UTC 67 IN Data Raw: 6b 2d 74 61 62 6c 65 2e 61 6c 69 67 6e 72 69 67 68 74 20 74 68 7b 77 6f 72 64 2d 62 72 65 61 6b 3a 62 72 65 
61 6b 2d 77 6f 72 64 7d 2e 77 70 2d 62 6c 6f 63 6b 2d 74 61 62 6c 65 20 2e 68 61 73 2d 73 75 62 74 6c 65 2d 6c 69 67 
68 74 2d 67 72 61 79 2d 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 
72 3a 23 66 33 66 34 66 35 7d 2e 77 70 2d 62 6c 6f 63 6b 2d 74 61 62 6c 65 20 2e 68 61 73 2d 73 75 62 74 6c 65 2d 70 
61 6c 65 2d 67 72 65 65 6e 2d 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 
6c 6f 72 3a 23 65 39 66 62 65 35 7d 2e 77 70 2d 62 6c 6f 63 6b 2d 74 61 62 6c 65 20 2e 68 61 73 2d 73 75 62 74 6c 65 2
d 70 61 6c 65 2d 62 6c 75 65 2d 62 61 63 6b 67 72 6f 75 6e 64 2d 
Data Ascii: k-table.alignright th{word-break:break-word}.wp-block-table .has-subtle-light-gray-background-color{backgrou
nd-color:#f3f4f5}.wp-block-table .has-subtle-pale-green-background-color{background-color:#e9fbe5}.wp-block-table .has-
subtle-pale-blue-background-

2022-04-20 13:11:07 UTC 83 IN Data Raw: 63 68 6f 73 65 6e 2d 63 68 6f 69 63 65 73 20 6c 69 2e 73 65 61 72 63 68 2d 63 68 6f 69 63 65 20 73 70 61 6e 
7b 77 6f 72 64 2d 77 72 61 70 3a 62 72 65 61 6b 2d 77 6f 72 64 7d 2e 63 68 6f 73 65 6e 2d 63 6f 6e 74 61 69 6e 65 72 2d 
6d 75 6c 74 69 20 2e 63 68 6f 73 65 6e 2d 63 68 6f 69 63 65 73 20 6c 69 2e 73 65 61 72 63 68 2d 63 68 6f 69 63 65 20 2e 
73 65 61 72 63 68 2d 63 68 6f 69 63 65 2d 63 6c 6f 73 65 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 74 6f 
70 3a 34 70 78 3b 72 69 67 68 74 3a 33 70 78 3b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 3b 77 69 64 74 68 3a 31 32 70 
78 3b 68 65 69 67 68 74 3a 31 32 70 78 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6c 28 2f 2f 77 77 77 2e 69 6f 74 6d 32 
6d 63 6f 75 6e 63 69 6c 2e 6f 72 67 2f 77 70 2d 63 6f 6e 74 
Data Ascii: chosen-choices li.search-choice span{word-wrap:break-word}.chosen-container-multi .chosen-choices 
li.search-choice .search-choice-close{position:absolute;top:4px;right:3px;display:block;width:12px;height:12px;backgroun
d:url(//www.iotm2mcouncil.org/wp-cont

2022-04-20 13:11:07 UTC 99 IN Data Raw: 65 62 6b 69 74 2d 6c 69 6e 65 61 72 2d 67 72 61 64 69 65 6e 74 28 74 6f 70 2c 23 65 65 65 20 35 30 25 2c 23 
66 66 66 20 31 30 30 25 29 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 2d 6f 2d 6c 69 6e 65 61 72 2d 67 72 
61 64 69 65 6e 74 28 74 6f 70 2c 23 65 65 65 20 35 30 25 2c 23 66 66 66 20 31 30 30 25 29 3b 62 61 63 6b 67 72 6f 75 
6e 64 2d 69 6d 61 67 65 3a 6c 69 6e 65 61 72 2d 67 72 61 64 69 65 6e 74 28 74 6f 20 62 6f 74 74 6f 6d 2c 23 65 65 65 2
0 35 30 25 2c 23 66 66 66 20 31 30 30 25 29 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 72 65 70 65 61 74 3a 72 65 70 65 61 
74 2d 78 3b 66 69 6c 74 65 72 3a 70 72 6f 67 69 64 3a 44 58 49 6d 61 67 65 54 72 61 6e 73 66 6f 72 6d 2e 4d 69 63 72 
6f 73 6f 66 74 2e 67 72 61 64 69 65 6e 74 28 73 74 61 72 74 43 6f 6c 6f 
Data Ascii: ebkit-linear-gradient(top,#eee 50%,#fff 100%);background-image:-o-linear-gradient(top,#eee 50%,#fff 
100%);background-image:linear-gradient(to bottom,#eee 50%,#fff 100%);background-repeat:repeat-x;filter:progi
d:DXImageTransform.Microsoft.gradient(startColo

2022-04-20 13:11:07 UTC 115 IN Data Raw: 68 31 2c 68 32 2c 68 33 2c 68 34 2c 68 35 2c 68 36 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 72 67 69 
6e 2d 62 6f 74 74 6f 6d 3a 2e 35 72 65 6d 7d 70 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 30 3b 6d 61 72 67 69 6e 2d 62 6f 74 
74 6f 6d 3a 31 72 65 6d 7d 61 62 62 72 5b 64 61 74 61 2d 6f 72 69 67 69 6e 61 6c 2d 74 69 74 6c 65 5d 2c 61 62 62 72 
5b 74 69 74 6c 65 5d 7b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6c 69 6e 65 3b 2d 77 65 62 6b 
69 74 2d 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6c 69 6e 65 20 64 6f 74 74 65 64 3b 74 65 78 7
4 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 75 6e 64 65 72 6c 69 6e 65 20 64 6f 74 74 65 64 3b 63 75 72 73 6f 72 3a 68 65 6c 7
0 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 30 3b 2d 77 65 62 
Data Ascii: h1,h2,h3,h4,h5,h6{margin-top:0;margin-bottom:.5rem}p{margin-top:0;margin-bottom:1rem}abbr[data-original-titl
e],abbr[title]{text-decoration:underline;-webkit-text-decoration:underline dotted;text-decoration:underline dotted;curso
r:help;border-bottom:0;-web

2022-04-20 13:11:07 UTC 131 IN Data Raw: 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a 31 31 3b 6f 72 64 65 72 3a 31 31 7d 2e 6f 72 64 65 72 2d 78 6c 2d 31 
32 7b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a 31 32 3b 6f 72 64 65 72 3a 31 32 7d 2e 6f 66 66 73 65 74 2d 78 6c 2d 
30 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 30 7d 2e 6f 66 66 73 65 74 2d 78 6c 2d 31 7b 6d 61 72 67 69 6e 2d 6c 65 66 
74 3a 38 2e 33 33 33 33 33 33 25 7d 2e 6f 66 66 73 65 74 2d 78 6c 2d 32 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 31 36 
2e 36 36 36 36 36 37 25 7d 2e 6f 66 66 73 65 74 2d 78 6c 2d 33 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 32 35 25 7d 2e 
6f 66 66 73 65 74 2d 78 6c 2d 34 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 33 33 2e 33 33 33 33 33 33 25 7d 2e 6f 66 66 
73 65 74 2d 78 6c 2d 35 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 34 31 
Data Ascii: s-flex-order:11;order:11}.order-xl-12{-ms-flex-order:12;order:12}.offset-xl-0{margin-left:0}.offset-xl-1{margin-
left:8.333333%}.offset-xl-2{margin-left:16.666667%}.offset-xl-3{margin-left:25%}.offset-xl-4{margin-left:33.333333%}
.offset-xl-5{margin-left:41

2022-04-20 13:11:07 UTC 153 IN Data Raw: 61 72 74 7b 2d 6d 73 2d 66 6c 65 78 2d 61 6c 69 67 6e 3a 73 74 61 72 74 21 69 6d 70 6f 72 74 61 6e 74 3b 61 
6c 69 67 6e 2d 69 74 65 6d 73 3a 66 6c 65 78 2d 73 74 61 72 74 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 61 6c 69 67 6e 2d 
69 74 65 6d 73 2d 78 6c 2d 65 6e 64 7b 2d 6d 73 2d 66 6c 65 78 2d 61 6c 69 67 6e 3a 65 6e 64 21 69 6d 70 6f 72 74 61 
6e 74 3b 61 6c 69 67 6e 2d 69 74 65 6d 73 3a 66 6c 65 78 2d 65 6e 64 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 61 6c 69 67 
6e 2d 69 74 65 6d 73 2d 78 6c 2d 63 65 6e 74 65 72 7b 2d 6d 73 2d 66 6c 65 78 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 
21 69 6d 70 6f 72 74 61 6e 74 3b 61 6c 69 67 6e 2d 69 74 65 6d 73 3a 63 65 6e 74 65 72 21 69 6d 70 6f 72 74 61 6e 74 
7d 2e 61 6c 69 67 6e 2d 69 74 65 6d 73 2d 78 6c 2d 62 61 73 65 6c 69 6e 
Data Ascii: art{-ms-flex-align:start!important;align-items:flex-start!important}.align-items-xl-end{-ms-flex-align:end!i
mportant;align-items:flex-end!important}.align-items-xl-center{-ms-flex-align:center!important;align-items:center!import
ant}.align-items-xl-baselin
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2022-04-20 13:11:07 UTC 169 IN Data Raw: 2d 6c 67 2d 6e 34 2c 2e 6d 79 2d 6c 67 2d 6e 34 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 2d 31 2e 35 72 65 6d 21 
69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 72 2d 6c 67 2d 6e 34 2c 2e 6d 78 2d 6c 67 2d 6e 34 7b 6d 61 72 67 69 6e 2d 72 69 
67 68 74 3a 2d 31 2e 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 62 2d 6c 67 2d 6e 34 2c 2e 6d 79 2d 6c 67 2d 
6e 34 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 2d 31 2e 35 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 6d 6c 2d 6c 
67 2d 6e 34 2c 2e 6d 78 2d 6c 67 2d 6e 34 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 2d 31 2e 35 72 65 6d 21 69 6d 70 6f 7
2 74 61 6e 74 7d 2e 6d 2d 6c 67 2d 6e 35 7b 6d 61 72 67 69 6e 3a 2d 33 72 65 6d 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 
6d 74 2d 6c 67 2d 6e 35 2c 2e 6d 79 2d 6c 67 2d 6e 35 7b 6d 61 72 67 
Data Ascii: -lg-n4,.my-lg-n4{margin-top:-1.5rem!important}.mr-lg-n4,.mx-lg-n4{margin-right:-1.5rem!important}.mb-lg-n4,.
my-lg-n4{margin-bottom:-1.5rem!important}.ml-lg-n4,.mx-lg-n4{margin-left:-1.5rem!important}.m-lg-n5{margin:-3r
em!important}.mt-lg-n5,.my-lg-n5{marg

2022-04-20 13:11:07 UTC 185 IN Data Raw: 2c 2e 73 77 69 70 65 72 2d 63 6f 6e 74 61 69 6e 65 72 2d 66 61 64 65 20 2e 73 77 69 70 65 72 2d 73 6c 69 
64 65 2d 61 63 74 69 76 65 20 2e 73 77 69 70 65 72 2d 73 6c 69 64 65 2d 61 63 74 69 76 65 7b 70 6f 69 6e 74 65 72 2d 
65 76 65 6e 74 73 3a 61 75 74 6f 7d 2e 73 77 69 70 65 72 2d 63 6f 6e 74 61 69 6e 65 72 2d 63 75 62 65 7b 6f 76 65 72 6
6 6c 6f 77 3a 76 69 73 69 62 6c 65 7d 2e 73 77 69 70 65 72 2d 63 6f 6e 74 61 69 6e 65 72 2d 63 75 62 65 20 2e 73 77 69 
70 65 72 2d 73 6c 69 64 65 7b 70 6f 69 6e 74 65 72 2d 65 76 65 6e 74 73 3a 6e 6f 6e 65 3b 2d 77 65 62 6b 69 74 2d 62 
61 63 6b 66 61 63 65 2d 76 69 73 69 62 69 6c 69 74 79 3a 68 69 64 64 65 6e 3b 62 61 63 6b 66 61 63 65 2d 76 69 73 69 
62 69 6c 69 74 79 3a 68 69 64 64 65 6e 3b 7a 2d 69 6e 64 65 78 3a 31 3b 
Data Ascii: ,.swiper-container-fade .swiper-slide-active .swiper-slide-active{pointer-events:auto}.swiper-container-cube
{overflow:visible}.swiper-container-cube .swiper-slide{pointer-events:none;-webkit-backface-visibility:hidden;backface-v
isibility:hidden;z-index:1;

2022-04-20 13:11:07 UTC 201 IN Data Raw: 74 61 74 65 28 31 38 30 64 65 67 29 7d 2e 6c 61 2d 72 6f 74 61 74 65 2d 32 37 30 7b 2d 77 65 62 6b 69 74 2d 
74 72 61 6e 73 66 6f 72 6d 3a 72 6f 74 61 74 65 28 32 37 30 64 65 67 29 3b 74 72 61 6e 73 66 6f 72 6d 3a 72 6f 74 61 74 
65 28 32 37 30 64 65 67 29 7d 2e 6c 61 2d 66 6c 69 70 2d 68 6f 72 69 7a 6f 6e 74 61 6c 7b 2d 77 65 62 6b 69 74 2d 74 
72 61 6e 73 66 6f 72 6d 3a 73 63 61 6c 65 28 2d 31 2c 31 29 3b 74 72 61 6e 73 66 6f 72 6d 3a 73 63 61 6c 65 28 2d 31 
2c 31 29 7d 2e 6c 61 2d 66 6c 69 70 2d 76 65 72 74 69 63 61 6c 7b 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 
3a 73 63 61 6c 65 28 31 2c 2d 31 29 3b 74 72 61 6e 73 66 6f 72 6d 3a 73 63 61 6c 65 28 31 2c 2d 31 29 7d 2e 6c 61 2d 
66 6c 69 70 2d 62 6f 74 68 2c 2e 6c 61 2d 66 6c 69 70 2d 68 6f 72 69 
Data Ascii: tate(180deg)}.la-rotate-270{-webkit-transform:rotate(270deg);transform:rotate(270deg)}.la-flip-horizontal{-w
ebkit-transform:scale(-1,1);transform:scale(-1,1)}.la-flip-vertical{-webkit-transform:scale(1,-1);transform:scale(1,-1)}.la-flip-
both,.la-flip-hori

2022-04-20 13:11:07 UTC 217 IN Data Raw: 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 39 39 22 7d 2e 6c 61 2d 65 71 75 61 6c 73 3a 62 65 66 6f 72 65 7b 63 
6f 6e 74 65 6e 74 3a 22 5c 66 35 32 63 22 7d 2e 6c 61 2d 65 72 61 73 65 72 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 
74 3a 22 5c 66 31 32 64 22 7d 2e 6c 61 2d 65 72 6c 61 6e 67 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 
33 39 64 22 7d 2e 6c 61 2d 65 74 68 65 72 65 75 6d 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 34 32 65 2
2 7d 2e 6c 61 2d 65 74 68 65 72 6e 65 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 37 39 36 22 7d 2e 6c 
61 2d 65 74 73 79 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 64 37 22 7d 2e 6c 61 2d 65 75 72 6f 2d 
73 69 67 6e 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 
Data Ascii: {content:"\f299"}.la-equals:before{content:"\f52c"}.la-eraser:before{content:"\f12d"}.la-erlang:before{conte
nt:"\f39d"}.la-ethereum:before{content:"\f42e"}.la-ethernet:before{content:"\f796"}.la-etsy:before{content:"\f2d7"}.la-euro-
sign:before{content:"\f

2022-04-20 13:11:07 UTC 233 IN Data Raw: 6c 61 2d 6f 6c 64 2d 72 65 70 75 62 6c 69 63 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 35 31 
30 22 7d 2e 6c 61 2d 6f 6d 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 36 37 39 22 7d 2e 6c 61 2d 6f 70 65 
6e 63 61 72 74 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 33 64 22 7d 2e 6c 61 2d 6f 70 65 6e 69 64 3a 
62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 39 62 22 7d 2e 6c 61 2d 6f 70 65 72 61 3a 62 65 66 6f 72 65 7b 
63 6f 6e 74 65 6e 74 3a 22 5c 66 32 36 61 22 7d 2e 6c 61 2d 6f 70 74 69 6e 2d 6d 6f 6e 73 74 65 72 3a 62 65 66 6f 72 65 
7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 33 63 22 7d 2e 6c 61 2d 6f 72 63 69 64 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 
74 3a 22 5c 66 38 64 32 22 7d 2e 6c 61 2d 6f 73 69 3a 62 
Data Ascii: la-old-republic:before{content:"\f510"}.la-om:before{content:"\f679"}.la-opencart:before{content:"\f23d"}.la-
openid:before{content:"\f19b"}.la-opera:before{content:"\f26a"}.la-optin-monster:before{content:"\f23c"}.la-orcid:befor
e{content:"\f8d2"}.la-osi:b

2022-04-20 13:11:07 UTC 249 IN Data Raw: 2d 75 73 65 72 2d 69 6e 6a 75 72 65 64 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 37 32 38 22 
7d 2e 6c 61 2d 75 73 65 72 2d 6c 6f 63 6b 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 35 30 32 22 7d 2e 6c 
61 2d 75 73 65 72 2d 6d 64 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 66 30 22 7d 2e 6c 61 2d 75 73 
65 72 2d 6d 69 6e 75 73 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 35 30 33 22 7d 2e 6c 61 2d 75 73 65 
72 2d 6e 69 6e 6a 61 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 35 30 34 22 7d 2e 6c 61 2d 75 73 65 72 2
d 6e 75 72 73 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 38 32 66 22 7d 2e 6c 61 2d 75 73 65 72 2d 70 
6c 75 73 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 
Data Ascii: -user-injured:before{content:"\f728"}.la-user-lock:before{content:"\f502"}.la-user-md:before{content:"\f0f0"}.la-
user-minus:before{content:"\f503"}.la-user-ninja:before{content:"\f504"}.la-user-nurse:before{content:"\f82f"}.la-user-plus:b
efore{content:"\f

2022-04-20 13:11:07 UTC 265 IN Data Raw: 6e 74 3a 22 5c 66 31 35 31 22 7d 2e 6c 61 2e 6c 61 2d 63 61 72 65 74 2d 73 71 75 61 72 65 2d 6f 2d 72 69 67 
68 74 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 4c 69 6e 65 20 41 77 65 73 6f 6d 65 20 46 72 65 65 27 3b 66 6f 6e 74 2d 
77 65 69 67 68 74 3a 34 30 30 7d 2e 6c 61 2e 6c 61 2d 63 61 72 65 74 2d 73 71 75 61 72 65 2d 6f 2d 72 69 67 68 74 3a 
62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 35 32 22 7d 2e 6c 61 2e 6c 61 2d 74 6f 67 67 6c 65 2d 72 69 67 
68 74 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 4c 69 6e 65 20 41 77 65 73 6f 6d 65 20 46 72 65 65 27 3b 66 6f 6e 74 2d 
77 65 69 67 68 74 3a 34 30 30 7d 2e 6c 61 2e 6c 61 2d 74 6f 67 67 6c 65 2d 72 69 67 68 74 3a 62 65 66 6f 72 65 7b 63 6f 
6e 74 65 6e 74 3a 22 5c 66 31 35 32 22 7d 2e 6c 61 2e 6c 61 
Data Ascii: nt:"\f151"}.la.la-caret-square-o-right{font-family:'Line Awesome Free';font-weight:400}.la.la-caret-square-o-
right:before{content:"\f152"}.la.la-toggle-right{font-family:'Line Awesome Free';font-weight:400}.la.la-toggle-right:be
fore{content:"\f152"}.la.la

2022-04-20 13:11:07 UTC 281 IN Data Raw: 67 68 74 3a 34 30 30 7d 2e 6c 61 2e 6c 61 2d 66 69 72 65 66 6f 78 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 
4c 69 6e 65 20 41 77 65 73 6f 6d 65 20 42 72 61 6e 64 73 27 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 6c 
61 2e 6c 61 2d 6f 70 65 72 61 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 4c 69 6e 65 20 41 77 65 73 6f 6d 65 20 42 72 61 
6e 64 73 27 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 6c 61 2e 6c 61 2d 69 6e 74 65 72 6e 65 74 2d 65 78 
70 6c 6f 72 65 72 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 27 4c 69 6e 65 20 41 77 65 73 6f 6d 65 20 42 72 61 6e 64 73 27 
3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 6c 61 2e 6c 61 2d 74 65 6c 65 76 69 73 69 6f 6e 3a 62 65 66 6f 72 
65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 32 36 63 22 7d 2e 6c 61 
Data Ascii: ght:400}.la.la-firefox{font-family:'Line Awesome Brands';font-weight:400}.la.la-opera{font-family:'Line Awesome 
Brands';font-weight:400}.la.la-internet-explorer{font-family:'Line Awesome Brands';font-weight:400}.la.la-television
:before{content:"\f26c"}.la
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2022-04-20 13:11:07 UTC 297 IN Data Raw: 69 67 68 74 3a 37 30 30 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 35 70 78 7d 2e 73 65 61 72 63 68 61 6e 64 66 
69 6c 74 65 72 20 75 6c 7b 74 65 78 74 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 7d 2e 73 65 61 72 63 68 61 6e 64 66 69 
6c 74 65 72 20 75 6c 20 6c 69 2e 73 66 2d 66 69 65 6c 64 2d 63 61 74 65 67 6f 72 79 2c 2e 73 65 61 72 63 68 61 6e 64 6
6 69 6c 74 65 72 20 75 6c 20 6c 69 2e 73 66 2d 66 69 65 6c 64 2d 74 61 78 6f 6e 6f 6d 79 2d 63 61 73 65 2d 73 74 75 64 
79 2d 63 61 74 65 67 6f 72 79 2c 2e 73 65 61 72 63 68 61 6e 64 66 69 6c 74 65 72 20 75 6c 20 6c 69 2e 73 66 2d 66 69 
65 6c 64 2d 74 61 78 6f 6e 6f 6d 79 2d 6e 65 77 73 2d 63 61 74 65 67 6f 72 79 2c 2e 73 65 61 72 63 68 61 6e 64 66 69 6c 
74 65 72 20 75 6c 20 6c 69 2e 73 66 2d 66 69 65 6c 64 2d 74 61 78 6f 
Data Ascii: ight:700;font-size:15px}.searchandfilter ul{text-align:center}.searchandfilter ul li.sf-field-category,.searchandfilte
r ul li.sf-field-taxonomy-case-study-category,.searchandfilter ul li.sf-field-taxonomy-news-category,.searchandfilter ul li.sf-
field-taxo

2022-04-20 13:11:07 UTC 313 IN Data Raw: 31 38 30 70 78 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f 6c 64 7d 2e 67 69 6e 70 75 74 5f 63 6f 6e 74 61 
69 6e 65 72 5f 63 6f 6e 73 65 6e 74 20 69 6e 70 75 74 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 
70 6f 73 69 74 69 6f 6e 3a 72 65 6c 61 74 69 76 65 3b 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 74 6f 70 3b 6d 61 72 
67 69 6e 3a 37 70 78 20 30 20 30 20 30 20 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 67 69 6e 70 75 74 5f 63 6f 6e 74 61 69 
6e 65 72 5f 63 6f 6e 73 65 6e 74 20 6c 61 62 65 6c 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 77 
69 64 74 68 3a 63 61 6c 63 28 31 30 30 25 20 2d 20 36 30 70 78 29 7d 2e 67 66 6f 72 6d 5f 77 72 61 70 70 65 72 20 6c 
69 2e 68 69 64 64 65 6e 5f 6c 61 62 65 6c 20 69 6e 70 75 74 7b 
Data Ascii: 180px;font-weight:bold}.ginput_container_consent input{display:inline-block;position:relative;vertical-align
:top;margin:7px 0 0 0 !important}.ginput_container_consent label{display:inline-block;width:calc(100% - 60px)}.gform_wra
pper li.hidden_label input{

2022-04-20 13:11:07 UTC 329 IN Data Raw: 69 74 65 6d 3a 66 69 72 73 74 2d 63 68 69 6c 64 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 34 30 76 68 7d 2e 73 75 
70 70 6c 69 65 72 2d 6c 69 73 74 20 6c 69 20 2e 6c 6f 67 6f 2d 6f 75 74 7b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 3b 66 
6c 6f 61 74 3a 6e 6f 6e 65 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 31 35 70 78 3b 6d 61 72 67 69 6e 3a 30 20 61 75 
74 6f 20 31 35 70 78 7d 2e 74 61 62 6c 65 2d 64 61 74 61 2e 73 75 70 70 6c 69 65 72 2d 6c 69 73 74 20 2e 73 75 70 70 
6c 69 65 72 2d 6f 76 65 72 76 69 65 77 7b 6d 61 78 2d 77 69 64 74 68 3a 31 30 30 25 3b 64 69 73 70 6c 61 79 3a 62 6c 
6f 63 6b 7d 2e 70 6f 73 74 2d 74 68 75 6d 62 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 32 30 70 78 7d 2e 74 61 62 6c 
65 2d 64 61 74 61 2e 73 75 70 70 6c 69 65 72 2d 6c 69 73 74 20 
Data Ascii: item:first-child{margin-top:40vh}.supplier-list li .logo-out{display:block;float:none;margin-bottom:15px;margin:0 
auto 15px}.table-data.supplier-list .supplier-overview{max-width:100%;display:block}.post-thumb{margin-bottom:20px
}.table-data.supplier-list 

2022-04-20 13:11:07 UTC 345 IN Data Raw: 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 27 5c 65 39 30 35 27 7d 2e 65 69 63 6f 6e 2d 62 61 6e 3a 62 65 66 
6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 27 5c 65 39 30 36 27 7d 2e 65 69 63 6f 6e 2d 62 61 72 63 6f 64 65 3a 62 65 66 6f 72 
65 7b 63 6f 6e 74 65 6e 74 3a 27 5c 65 39 30 37 27 7d 2e 65 69 63 6f 6e 2d 63 61 6c 65 6e 64 61 72 3a 62 65 66 6f 72 
65 7b 63 6f 6e 74 65 6e 74 3a 27 5c 65 39 30 38 27 7d 2e 65 69 63 6f 6e 2d 63 61 72 65 74 2d 6c 65 66 74 3a 62 65 66 6f 
72 65 7b 63 6f 6e 74 65 6e 74 3a 27 5c 65 39 30 39 27 7d 2e 65 69 63 6f 6e 2d 63 61 72 65 74 2d 72 69 67 68 74 3a 62 
65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 27 5c 65 39 30 61 27 7d 2e 65 69 63 6f 6e 2d 63 61 72 65 74 2d 75 70 3a 62 6
5 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 27 5c 65 39 30 62 27 7d 
Data Ascii: efore{content:'\e905'}.eicon-ban:before{content:'\e906'}.eicon-barcode:before{content:'\e907'}.eicon-calenda
r:before{content:'\e908'}.eicon-caret-left:before{content:'\e909'}.eicon-caret-right:before{content:'\e90a'}.eicon-caret-
up:before{content:'\e90b'}

2022-04-20 13:11:07 UTC 361 IN Data Raw: 69 6c 64 28 31 30 29 7b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6c 2d 67 72 6f 75 70 3a 32 3b 
2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a 31 3b 6f 72 64 65 72 3a 31 7d 7d 40 6d 65 64 69 61 20 28 6d 69 6e 2d 77 
69 64 74 68 3a 2d 31 70 78 29 20 61 6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 31 30 32 34 70 78 29 7b 2e 65 6c 65 6d 
65 6e 74 6f 72 2d 72 65 76 65 72 73 65 2d 74 61 62 6c 65 74 3e 2e 65 6c 65 6d 65 6e 74 6f 72 2d 63 6f 6e 74 61 69 6e 65 
72 3e 2e 65 6c 65 6d 65 6e 74 6f 72 2d 72 6f 77 3e 3a 66 69 72 73 74 2d 63 68 69 6c 64 7b 2d 77 65 62 6b 69 74 2d 62 6f 
78 2d 6f 72 64 69 6e 61 6c 2d 67 72 6f 75 70 3a 31 31 3b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a 31 30 3b 6f 72 64 
65 72 3a 31 30 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 72 65 76 65 
Data Ascii: ild(10){-webkit-box-ordinal-group:2;-ms-flex-order:1;order:1}}@media (min-width:-1px) and (max-width:1024px)
{.elementor-reverse-tablet>.elementor-container>.elementor-row>:first-child{-webkit-box-ordinal-group:11;-ms-flex-order:
10;order:10}.elementor-reve

2022-04-20 13:11:07 UTC 377 IN Data Raw: 72 69 6e 6b 29 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6c 2d 67 72 6f 75 70 3a 76 61 72 28 
2d 2d 6f 72 64 65 72 29 3b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 65 72 3a 76 61 72 28 2d 2d 6f 72 64 65 72 29 3b 6f 72 64 
65 72 3a 76 61 72 28 2d 2d 6f 72 64 65 72 29 3b 2d 6d 73 2d 66 6c 65 78 2d 69 74 65 6d 2d 61 6c 69 67 6e 3a 76 61 72 
28 2d 2d 61 6c 69 67 6e 2d 73 65 6c 66 29 3b 61 6c 69 67 6e 2d 73 65 6c 66 3a 76 61 72 28 2d 2d 61 6c 69 67 6e 2d 73 
65 6c 66 29 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 65 6c 65 6d 65 6e 74 2e 65 6c 65 6d 65 6e 74 6f 72 2d 61 62 73 6f 6c 75 
74 65 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 65 6c 65 6d 65 6e 74 2e 65 6c 65 6d 65 6e 74 6f 72 2d 66 69 78 65 64 7b 7a 2
d 69 6e 64 65 78 3a 31 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 6e 
Data Ascii: rink);-webkit-box-ordinal-group:var(--order);-ms-flex-order:var(--order);order:var(--order);-ms-flex-item-al
ign:var(--align-self);align-self:var(--align-self)}.elementor-element.elementor-absolute,.elementor-element.elementor-fi
xed{z-index:1}.elementor-in

2022-04-20 13:11:07 UTC 393 IN Data Raw: 64 65 72 3a 32 3b 6f 72 64 65 72 3a 32 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 72 65 76 65 72 73 65 2d 6c 61 70 
74 6f 70 3e 2e 65 6c 65 6d 65 6e 74 6f 72 2d 63 6f 6e 74 61 69 6e 65 72 3e 3a 6e 74 68 2d 63 68 69 6c 64 28 31 30 29 7b 
2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 64 69 6e 61 6c 2d 67 72 6f 75 70 3a 32 3b 2d 6d 73 2d 66 6c 65 78 2d 6f 72 64 
65 72 3a 31 3b 6f 72 64 65 72 3a 31 7d 7d 40 6d 65 64 69 61 20 28 6d 69 6e 2d 77 69 64 74 68 3a 31 30 32 35 70 78 29 
20 61 6e 64 20 28 6d 61 78 2d 77 69 64 74 68 3a 2d 31 70 78 29 7b 2e 65 6c 65 6d 65 6e 74 6f 72 2d 72 65 76 65 72 73 
65 2d 6c 61 70 74 6f 70 3e 2e 65 6c 65 6d 65 6e 74 6f 72 2d 63 6f 6e 74 61 69 6e 65 72 3e 3a 66 69 72 73 74 2d 63 68 69 
6c 64 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 72 65 76 65 72 73 65 
Data Ascii: der:2;order:2}.elementor-reverse-laptop>.elementor-container>:nth-child(10){-webkit-box-ordinal-group:2;-ms-
flex-order:1;order:1}}@media (min-width:1025px) and (max-width:-1px){.elementor-reverse-laptop>.elementor-cont
ainer>:first-child,.elementor-reverse

2022-04-20 13:11:07 UTC 409 IN Data Raw: 6e 73 3a 72 65 70 65 61 74 28 37 2c 31 66 72 29 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 67 72 69 64 2d 6d 6f 62 
69 6c 65 2d 38 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 67 72 69 64 7b 67 72 69 64 2d 74 65 6d 70 6c 61 74 65 2d 63 6f 6c 
75 6d 6e 73 3a 72 65 70 65 61 74 28 38 2c 31 66 72 29 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 67 72 69 64 2d 6d 6f 62 69 
6c 65 2d 39 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 67 72 69 64 7b 67 72 69 64 2d 74 65 6d 70 6c 61 74 65 2d 63 6f 6c 75 6
d 6e 73 3a 72 65 70 65 61 74 28 39 2c 31 66 72 29 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 67 72 69 64 2d 6d 6f 62 69 6c 65 
2d 31 30 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 67 72 69 64 7b 67 72 69 64 2d 74 65 6d 70 6c 61 74 65 2d 63 6f 6c 75 6d 
6e 73 3a 72 65 70 65 61 74 28 31 30 2c 31 66 72 29 7d 2e 65 6c 65 6d 
Data Ascii: ns:repeat(7,1fr)}.elementor-grid-mobile-8 .elementor-grid{grid-template-columns:repeat(8,1fr)}.elementor-grid-
mobile-9 .elementor-grid{grid-template-columns:repeat(9,1fr)}.elementor-grid-mobile-10 .elementor-grid{grid-template-c
olumns:repeat(10,1fr)}.elem
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2022-04-20 13:11:07 UTC 425 IN Data Raw: 74 2d 62 75 74 74 6f 6e 2d 61 6c 69 67 6e 2d 73 74 72 65 74 63 68 20 2e 65 2d 66 6f 72 6d 5f 5f 62 75 74 74 
6f 6e 73 5f 5f 77 72 61 70 70 65 72 7b 2d 6d 73 2d 66 6c 65 78 2d 70 72 65 66 65 72 72 65 64 2d 73 69 7a 65 3a 35 30 
25 3b 66 6c 65 78 2d 62 61 73 69 73 3a 35 30 25 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 66 6c 65 78 3a 31 3b 2d 6d 73 
2d 66 6c 65 78 2d 70 6f 73 69 74 69 76 65 3a 31 3b 66 6c 65 78 2d 67 72 6f 77 3a 31 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 
74 61 62 6c 65 74 2d 62 75 74 74 6f 6e 2d 61 6c 69 67 6e 2d 73 74 72 65 74 63 68 20 2e 65 2d 66 6f 72 6d 5f 5f 62 75 74 
74 6f 6e 73 5f 5f 77 72 61 70 70 65 72 5f 5f 62 75 74 74 6f 6e 7b 2d 6d 73 2d 66 6c 65 78 2d 70 72 65 66 65 72 72 65 64 
2d 73 69 7a 65 3a 31 30 30 25 3b 66 6c 65 78 2d 62 61 73 69 73 
Data Ascii: t-button-align-stretch .e-form__buttons__wrapper{-ms-flex-preferred-size:50%;flex-basis:50%;-webkit-box-flex
:1;-ms-flex-positive:1;flex-grow:1}.elementor-tablet-button-align-stretch .e-form__buttons__wrapper__button{-ms-flex-pre
ferred-size:100%;flex-basis

2022-04-20 13:11:07 UTC 441 IN Data Raw: 70 61 67 69 6e 61 74 69 6f 6e 2d 70 72 6f 67 72 65 73 73 62 61 72 7b 77 69 64 74 68 3a 31 30 30 25 3b 68 65 
69 67 68 74 3a 34 70 78 3b 6c 65 66 74 3a 30 3b 74 6f 70 3a 30 7d 2e 73 77 69 70 65 72 2d 63 6f 6e 74 61 69 6e 65 72 
2d 76 65 72 74 69 63 61 6c 3e 2e 73 77 69 70 65 72 2d 70 61 67 69 6e 61 74 69 6f 6e 2d 70 72 6f 67 72 65 73 73 62 61 
72 7b 77 69 64 74 68 3a 34 70 78 3b 68 65 69 67 68 74 3a 31 30 30 25 3b 6c 65 66 74 3a 30 3b 74 6f 70 3a 30 7d 2e 73 
77 69 70 65 72 2d 70 61 67 69 6e 61 74 69 6f 6e 2d 70 72 6f 67 72 65 73 73 62 61 72 2e 73 77 69 70 65 72 2d 70 61 67 
69 6e 61 74 69 6f 6e 2d 77 68 69 74 65 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 68 73 6c 61 28 30 2c 30 25 2c 31 30 30 25 
2c 2e 35 29 7d 2e 73 77 69 70 65 72 2d 70 61 67 69 6e 61 74 69 6f 6e 2d 
Data Ascii: pagination-progressbar{width:100%;height:4px;left:0;top:0}.swiper-container-vertical>.swiper-pagination-prog
ressbar{width:4px;height:100%;left:0;top:0}.swiper-pagination-progressbar.swiper-pagination-white{background:h
sla(0,0%,100%,.5)}.swiper-pagination-

2022-04-20 13:11:07 UTC 457 IN Data Raw: 67 7b 68 65 69 67 68 74 3a 31 2e 32 35 65 6d 3b 77 69 64 74 68 3a 31 2e 32 35 65 6d 7d 2e 65 6c 65 6d 65 
6e 74 6f 72 2d 73 6c 69 64 65 73 68 6f 77 5f 5f 73 68 61 72 65 2d 6c 69 6e 6b 73 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 
6e 74 3a 22 22 3b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 3b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 74 6f 
70 3a 31 70 78 3b 72 69 67 68 74 3a 2e 35 65 6d 3b 62 6f 72 64 65 72 3a 2e 34 35 65 6d 20 73 6f 6c 69 64 20 74 72 61 
6e 73 70 61 72 65 6e 74 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 63 6f 6c 6f 72 3a 23 66 66 66 3b 2d 77 65 62 6b 69 
74 2d 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6c 61 74 65 59 28 2d 31 30 30 25 29 20 73 63 61 6c 65 58 28 2e 37 2
9 3b 2d 6d 73 2d 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6c 
Data Ascii: g{height:1.25em;width:1.25em}.elementor-slideshow__share-links:before{content:"";display:block;pos
ition:absolute;top:1px;right:.5em;border:.45em solid transparent;border-bottom-color:#fff;-webkit-transform:translateY(-
100%) scaleX(.7);-ms-transform:transl

2022-04-20 13:11:07 UTC 473 IN Data Raw: 65 6d 65 6e 74 6f 72 2d 61 6c 65 72 74 2d 64 69 73 6d 69 73 73 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 
75 74 65 3b 72 69 67 68 74 3a 31 30 70 78 3b 74 6f 70 3a 31 30 70 78 3b 70 61 64 64 69 6e 67 3a 33 70 78 3b 66 6f 6e 
74 2d 73 69 7a 65 3a 32 30 70 78 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 74 72 
61 6e 73 70 61 72 65 6e 74 3b 63 6f 6c 6f 72 3a 69 6e 68 65 72 69 74 3b 62 6f 72 64 65 72 3a 6e 6f 6e 65 3b 63 75 72 73 
6f 72 3a 70 6f 69 6e 74 65 72 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 61 6c 65 72 74 2e 65 6c 65 6d 65 6e 74 6f 72 2d 61 6c 
65 72 74 2d 69 6e 66 6f 7b 63 6f 6c 6f 72 3a 23 33 31 37 30 38 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 
23 64 39 65 64 66 37 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 
Data Ascii: ementor-alert-dismiss{position:absolute;right:10px;top:10px;padding:3px;font-size:20px;line-height:1;backgro
und:transparent;color:inherit;border:none;cursor:pointer}.elementor-alert.elementor-alert-info{color:#31708f;background-
color:#d9edf7;border-color:

2022-04-20 13:11:07 UTC 489 IN Data Raw: 63 6f 6e 2d 62 6f 78 2d 69 63 6f 6e 2d 6d 61 72 67 69 6e 2c 31 35 70 78 29 3b 6d 61 72 67 69 6e 2d 72 69 67 
68 74 3a 30 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 75 6e 73 65 74 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 77 69 64 
67 65 74 2d 69 63 6f 6e 2d 62 6f 78 2e 65 6c 65 6d 65 6e 74 6f 72 2d 74 61 62 6c 65 74 2d 70 6f 73 69 74 69 6f 6e 2d 6c 
65 66 74 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 63 6f 6e 2d 62 6f 78 2d 77 72 61 70 70 65 72 7b 74 65 78 74 2d 61 6c 69 
67 6e 3a 6c 65 66 74 3b 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 6f 72 69 65 6e 74 3a 68 6f 72 69 7a 6f 6e 74 61 6c 3b 2d 77 
65 62 6b 69 74 2d 62 6f 78 2d 64 69 72 65 63 74 69 6f 6e 3a 6e 6f 72 6d 61 6c 3b 2d 6d 73 2d 66 6c 65 78 2d 64 69 72 65 
63 74 69 6f 6e 3a 72 6f 77 3b 66 6c 65 78 2d 64 69 72 65 63 
Data Ascii: con-box-icon-margin,15px);margin-right:0;margin-bottom:unset}.elementor-widget-icon-box.elementor-tablet-
position-left .elementor-icon-box-wrapper{text-align:left;-webkit-box-orient:horizontal;-webkit-box-direction:normal;-ms-flex-
direction:row;flex-direc

2022-04-20 13:11:07 UTC 505 IN Data Raw: 69 63 6f 6e 2d 6c 69 73 74 2d 69 74 65 6d 3a 61 66 74 65 72 7b 72 69 67 68 74 3a 30 7d 7d 2e 65 6c 65 6d 65 
6e 74 6f 72 2d 77 69 64 67 65 74 2d 69 6d 61 67 65 7b 74 65 78 74 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 7d 2e 65 6c 
65 6d 65 6e 74 6f 72 2d 77 69 64 67 65 74 2d 69 6d 61 67 65 20 61 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 
6c 6f 63 6b 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 77 69 64 67 65 74 2d 69 6d 61 67 65 20 61 20 69 6d 67 5b 73 72 63 24 3
d 22 2e 73 76 67 22 5d 7b 77 69 64 74 68 3a 34 38 70 78 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 77 69 64 67 65 74 2d 69 
6d 61 67 65 20 69 6d 67 7b 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 6d 69 64 64 6c 65 3b 64 69 73 70 6c 61 79 3a 
69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 
Data Ascii: icon-list-item:after{right:0}}.elementor-widget-image{text-align:center}.elementor-widget-image a{display:inline-
block}.elementor-widget-image a img[src$=".svg"]{width:48px}.elementor-widget-image img{vertical-align:middle;displ
ay:inline-block}.elementor-

2022-04-20 13:11:07 UTC 521 IN Data Raw: 65 72 74 69 63 61 6c 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 74 61 62 2d 74 69 74 6c 65 7b 68 65 69 67 68 74 3a 
31 30 30 25 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 74 61 62 73 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 74 61 62 2d 6d 6f 62 
69 6c 65 2d 74 69 74 6c 65 7b 64 69 73 70 6c 61 79 3a 6e 6f 6e 65 7d 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 74 65 73 74 
69 6d 6f 6e 69 61 6c 2d 77 72 61 70 70 65 72 7b 6f 76 65 72 66 6c 6f 77 3a 68 69 64 64 65 6e 3b 74 65 78 74 2d 61 6c 69 
67 6e 3a 63 65 6e 74 65 72 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 74 65 73 74 69 6d 6f 6e 69 61 6c 2d 77 72 61 70 70 65 7
2 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 74 65 73 74 69 6d 6f 6e 69 61 6c 2d 63 6f 6e 74 65 6e 74 7b 66 6f 6e 74 2d 73 69 7
a 65 3a 31 2e 33 65 6d 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 
Data Ascii: ertical .elementor-tab-title{height:100%}.elementor-tabs .elementor-tab-mobile-title{display:none}}.elementor-
testimonial-wrapper{overflow:hidden;text-align:center}.elementor-testimonial-wrapper .elementor-testimonial-content{font-
size:1.3em;margin-bottom

2022-04-20 13:11:07 UTC 537 IN Data Raw: 61 72 69 61 74 69 6f 6e 73 5f 66 6f 72 6d 20 2e 77 6f 6f 63 6f 6d 6d 65 72 63 65 2d 76 61 72 69 61 74 69 6f 6e 
2d 61 64 64 2d 74 6f 2d 63 61 72 74 2c 2e 77 6f 6f 63 6f 6d 6d 65 72 63 65 20 64 69 76 2e 70 72 6f 64 75 63 74 2e 65 6c 
65 6d 65 6e 74 6f 72 20 66 6f 72 6d 2e 63 61 72 74 3a 6e 6f 74 28 2e 67 72 6f 75 70 65 64 5f 66 6f 72 6d 29 3a 6e 6f 74 
28 2e 76 61 72 69 61 74 69 6f 6e 73 5f 66 6f 72 6d 29 7b 6d 61 72 67 69 6e 3a 30 3b 64 69 73 70 6c 61 79 3a 2d 77 65 62 
6b 69 74 2d 62 6f 78 3b 64 69 73 70 6c 61 79 3a 2d 6d 73 2d 66 6c 65 78 62 6f 78 3b 64 69 73 70 6c 61 79 3a 66 6c 65 
78 3b 2d 6d 73 2d 66 6c 65 78 2d 77 72 61 70 3a 6e 6f 77 72 61 70 3b 66 6c 65 78 2d 77 72 61 70 3a 6e 6f 77 72 61 70 
7d 2e 77 6f 6f 63 6f 6d 6d 65 72 63 65 20 64 69 76 2e 70 72 
Data Ascii: ariations_form .woocommerce-variation-add-to-cart,.woocommerce div.product.elementor form.cart:not
(.grouped_form):not(.variations_form){margin:0;display:-webkit-box;display:-ms-flexbox;display:flex;-ms-flex-wrap:nowrap
;flex-wrap:nowrap}.woocommerce div.pr
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2022-04-20 13:11:07 UTC 553 IN Data Raw: 65 6d 65 6e 74 6f 72 2d 73 68 6f 77 2d 70 61 67 69 6e 61 74 69 6f 6e 2d 62 6f 72 64 65 72 2d 79 65 73 29 20 
6e 61 76 2e 77 6f 6f 63 6f 6d 6d 65 72 63 65 2d 70 61 67 69 6e 61 74 69 6f 6e 20 75 6c 20 6c 69 7b 62 6f 72 64 65 72 2d 
72 69 67 68 74 3a 30 3b 62 6f 72 64 65 72 2d 6c 65 66 74 3a 30 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 70 72 6f 64 75 63 74 
2d 6c 6f 6f 70 2d 69 74 65 6d 2d 2d 61 6c 69 67 6e 2d 6c 65 66 74 20 75 6c 2e 70 72 6f 64 75 63 74 73 20 6c 69 2e 70 72 
6f 64 75 63 74 20 2e 73 74 61 72 2d 72 61 74 69 6e 67 7b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 61 75 74 6f 7d 2e 65 
6c 65 6d 65 6e 74 6f 72 2d 70 72 6f 64 75 63 74 2d 6c 6f 6f 70 2d 69 74 65 6d 2d 2d 61 6c 69 67 6e 2d 72 69 67 68 74 20 
75 6c 2e 70 72 6f 64 75 63 74 73 20 6c 69 2e 70 72 6f 64 75 
Data Ascii: ementor-show-pagination-border-yes) nav.woocommerce-pagination ul li{border-right:0;border-left:0}
.elementor-product-loop-item--align-left ul.products li.product .star-rating{margin-right:auto}.elementor-product-loop-item--
align-right ul.products li.produ

2022-04-20 13:11:07 UTC 569 IN Data Raw: 6e 75 2d 63 61 72 74 5f 5f 70 72 6f 64 75 63 74 2d 72 65 6d 6f 76 65 7b 74 6f 70 3a 61 75 74 6f 3b 62 6f 74 74 
6f 6d 3a 32 30 70 78 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 77 69 64 67 65 74 2d 77 6f 6f 63 6f 6d 6d 65 72 63 65 2d 6d 65 
6e 75 2d 63 61 72 74 2e 65 6c 65 6d 65 6e 74 6f 72 2d 6d 65 6e 75 2d 63 61 72 74 2d 2d 63 61 72 74 2d 74 79 70 65 2d 
6d 69 6e 69 2d 63 61 72 74 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 6d 65 6e 75 2d 63 61 72 74 5f 5f 63 6f 6e 74 61 69 6e 65 
72 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 7a 2d 69 6e 64 65 78 3a 38 39 3b 77 69 64 74 68 3a 61 75 
74 6f 3b 68 65 69 67 68 74 3a 61 75 74 6f 3b 6f 76 65 72 66 6c 6f 77 3a 76 69 73 69 62 6c 65 3b 74 6f 70 3a 31 30 30 25 
3b 62 6f 74 74 6f 6d 3a 61 75 74 6f 3b 62 61 63 6b 67 72 6f 
Data Ascii: nu-cart__product-remove{top:auto;bottom:20px}.elementor-widget-woocommerce-menu-cart.elementor-menu-
cart--cart-type-mini-cart .elementor-menu-cart__container{position:absolute;z-index:89;width:auto;height:auto;overflow
:visible;top:100%;bottom:auto;backgro

2022-04-20 13:11:07 UTC 585 IN Data Raw: 2e 70 72 6f 64 75 63 74 2d 71 75 61 6e 74 69 74 79 7b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 34 30 30 7d 2e 65 
6c 65 6d 65 6e 74 6f 72 2d 77 69 64 67 65 74 2d 77 6f 6f 63 6f 6d 6d 65 72 63 65 2d 63 68 65 63 6b 6f 75 74 2d 70 61 67 
65 20 2e 77 6f 6f 63 6f 6d 6d 65 72 63 65 20 2e 73 68 6f 70 5f 74 61 62 6c 65 20 74 66 6f 6f 74 20 74 64 2c 2e 65 6c 65 
6d 65 6e 74 6f 72 2d 77 69 64 67 65 74 2d 77 6f 6f 63 6f 6d 6d 65 72 63 65 2d 63 68 65 63 6b 6f 75 74 2d 70 61 67 65 20 
2e 77 6f 6f 63 6f 6d 6d 65 72 63 65 20 2e 73 68 6f 70 5f 74 61 62 6c 65 20 74 66 6f 6f 74 20 74 68 7b 63 6f 6c 6f 72 3a 23 
38 31 38 61 39 31 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 77 69 64 67 65 74 2d 77 6f 6f 63 6f 6d 6d 65 72 63 65 2d 63 68 65 
63 6b 6f 75 74 2d 70 61 67 65 20 2e 77 6f 6f 63 6f 6d 
Data Ascii: .product-quantity{font-weight:400}.elementor-widget-woocommerce-checkout-page .woocommerce .shop_table 
tfoot td,.elementor-widget-woocommerce-checkout-page .woocommerce .shop_table tfoot th{color:#818a91}.elementor-
widget-woocommerce-checkout-page .woocom

2022-04-20 13:11:07 UTC 601 IN Data Raw: 6f 63 6f 6d 6d 65 72 63 65 2d 63 61 72 74 20 2e 77 6f 6f 63 6f 6d 6d 65 72 63 65 20 73 65 6c 65 63 74 7b 63 
6f 6c 6f 72 3a 76 61 72 28 2d 2d 66 6f 72 6d 73 2d 66 69 65 6c 64 73 2d 6e 6f 72 6d 61 6c 2d 63 6f 6c 6f 72 2c 23 38 31 
38 61 39 31 29 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 37 66 37 66 37 3b 62 6f 72 64 65 72 2d 72 61 
64 69 75 73 3a 76 61 72 28 2d 2d 66 6f 72 6d 73 2d 66 69 65 6c 64 73 2d 62 6f 72 64 65 72 2d 72 61 64 69 75 73 2c 33 
70 78 29 3b 62 6f 72 64 65 72 3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 3a 76 61 72 28 2d 2d 66 6f 72 6d 73 2d 66 69 65 
6c 64 73 2d 70 61 64 64 69 6e 67 2c 31 36 70 78 29 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 34 70 78 7d 2e 65 6c 65 6d 65 
6e 74 6f 72 2d 77 69 64 67 65 74 2d 77 6f 6f 63 6f 6d 6d 65 72 63 
Data Ascii: ocommerce-cart .woocommerce select{color:var(--forms-fields-normal-color,#818a91);background-color
:#f7f7f7;border-radius:var(--forms-fields-border-radius,3px);border:none;padding:var(--forms-fields-padding,16px);font-s
ize:14px}.elementor-widget-woocommerc

2022-04-20 13:11:08 UTC 617 IN Data Raw: 2d 66 69 65 6c 64 73 2d 66 6f 63 75 73 2d 74 72 61 6e 73 69 74 69 6f 6e 2d 64 75 72 61 74 69 6f 6e 2c 2e 33 
73 29 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 77 69 64 67 65 74 2d 77 6f 6f 63 6f 6d 6d 65 72 63 65 2d 6d 79 2d 61 63 63 6f 
75 6e 74 20 2e 73 65 6c 65 63 74 32 2d 63 6f 6e 74 61 69 6e 65 72 2d 2d 64 65 66 61 75 6c 74 20 2e 73 65 6c 65 63 74 
32 2d 73 65 6c 65 63 74 69 6f 6e 2d 2d 73 69 6e 67 6c 65 20 2e 73 65 6c 65 63 74 32 2d 73 65 6c 65 63 74 69 6f 6e 5f 5f 
70 6c 61 63 65 68 6f 6c 64 65 72 7b 63 6f 6c 6f 72 3a 76 61 72 28 2d 2d 66 6f 72 6d 73 2d 66 69 65 6c 64 73 2d 6e 6f 72 
6d 61 6c 2d 63 6f 6c 6f 72 2c 23 38 31 38 61 39 31 29 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 77 69 64 67 65 74 2d 77 6f 6f 
63 6f 6d 6d 65 72 63 65 2d 6d 79 2d 61 63 63 6f 75 6e 74 20 
Data Ascii: -fields-focus-transition-duration,.3s)}.elementor-widget-woocommerce-my-account .select2-container--default 
.select2-selection--single .select2-selection__placeholder{color:var(--forms-fields-normal-color,#818a91)}.elementor-wid
get-woocommerce-my-account 

2022-04-20 13:11:08 UTC 633 IN Data Raw: 63 6f 6c 6f 72 2c 23 66 66 66 29 3b 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 69 74 69 6f 6e 2d 64 75 72 61 74 
69 6f 6e 3a 76 61 72 28 2d 2d 66 6f 72 6d 73 2d 62 75 74 74 6f 6e 73 2d 68 6f 76 65 72 2d 74 72 61 6e 73 69 74 69 6f 6e 
2d 64 75 72 61 74 69 6f 6e 2c 2e 33 73 29 3b 2d 6f 2d 74 72 61 6e 73 69 74 69 6f 6e 2d 64 75 72 61 74 69 6f 6e 3a 76 61 
72 28 2d 2d 66 6f 72 6d 73 2d 62 75 74 74 6f 6e 73 2d 68 6f 76 65 72 2d 74 72 61 6e 73 69 74 69 6f 6e 2d 64 75 72 61 74 
69 6f 6e 2c 2e 33 73 29 3b 74 72 61 6e 73 69 74 69 6f 6e 2d 64 75 72 61 74 69 6f 6e 3a 76 61 72 28 2d 2d 66 6f 72 6d 73 
2d 62 75 74 74 6f 6e 73 2d 68 6f 76 65 72 2d 74 72 61 6e 73 69 74 69 6f 6e 2d 64 75 72 61 74 69 6f 6e 2c 2e 33 73 29 7d 
2e 65 6c 65 6d 65 6e 74 6f 72 2d 77 69 64 67 65 74 2d 77 
Data Ascii: color,#fff);-webkit-transition-duration:var(--forms-buttons-hover-transition-duration,.3s);-o-transition-dur
ation:var(--forms-buttons-hover-transition-duration,.3s);transition-duration:var(--forms-buttons-hover-transition-durati
on,.3s)}.elementor-widget-w

2022-04-20 13:11:08 UTC 649 IN Data Raw: 69 63 6f 6e 2d 6c 69 73 74 2d 74 65 78 74 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 7d 
2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 63 6f 6e 2d 6c 69 73 74 2d 69 74 65 6d 73 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 63 
6f 6e 2d 6c 69 73 74 2d 69 74 65 6d 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 63 6f 6e 2d 6c 69 73 74 2d 74 65 78 74 20 61 
2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 63 6f 6e 2d 6c 69 73 74 2d 69 74 65 6d 73 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 
63 6f 6e 2d 6c 69 73 74 2d 69 74 65 6d 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 63 6f 6e 2d 6c 69 73 74 2d 74 65 78 74 20 
73 70 61 6e 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 77 69 64 67 65 74 2d 62 
72 65 61 64 63 72 75 6d 62 73 7b 66 6f 6e 74 2d 73 69 7a 65 
Data Ascii: icon-list-text{display:inline-block}.elementor-icon-list-items .elementor-icon-list-item .elementor-icon-list-text a,.
elementor-icon-list-items .elementor-icon-list-item .elementor-icon-list-text span{display:inline}.elementor-widget-brea
dcrumbs{font-size

2022-04-20 13:11:08 UTC 665 IN Data Raw: 64 67 65 74 2d 70 6f 73 74 73 20 2e 65 2d 6c 6f 61 64 2d 6d 6f 72 65 2d 73 70 69 6e 6e 65 72 20 73 76 67 7b 
66 69 6c 6c 3a 76 61 72 28 2d 2d 6c 6f 61 64 2d 6d 6f 72 65 2d 73 70 69 6e 6e 65 72 2d 63 6f 6c 6f 72 29 3b 68 65 69 67 
68 74 3a 31 65 6d 3b 77 69 64 74 68 3a 31 65 6d 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 77 69 64 67 65 74 2d 61 72 63 68 
69 76 65 2d 70 6f 73 74 73 20 2e 65 2d 6c 6f 61 64 2d 6d 6f 72 65 2d 6d 65 73 73 61 67 65 2c 2e 65 6c 65 6d 65 6e 74 6f 
72 2d 77 69 64 67 65 74 2d 70 6f 73 74 73 20 2e 65 2d 6c 6f 61 64 2d 6d 6f 72 65 2d 6d 65 73 73 61 67 65 7b 63 6f 6c 6f 
72 3a 76 61 72 28 2d 2d 6c 6f 61 64 2d 6d 6f 72 65 2d 6d 65 73 73 61 67 65 2d 63 6f 6c 6f 72 29 3b 74 65 78 74 2d 61 6c 
69 67 6e 3a 76 61 72 28 2d 2d 6c 6f 61 64 2d 6d 6f 72 65 2d 
Data Ascii: dget-posts .e-load-more-spinner svg{fill:var(--load-more-spinner-color);height:1em;width:1em}.elementor-widg
et-archive-posts .e-load-more-message,.elementor-widget-posts .e-load-more-message{color:var(--load-more-message-
color);text-align:var(--load-more-
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2022-04-20 13:11:08 UTC 681 IN Data Raw: 72 5f 5f 74 69 74 6c 65 7b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 36 
30 30 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 66 6c 69 70 2d 62 6f 78 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 66 6c 69 70 2d 62 
6f 78 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 76 69 65 77 2d 66 72 61 6d 65 64 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 66 6c 69 
70 2d 62 6f 78 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 76 69 65 77 2d 73 74 61 63 6b 65 64 7b 2d 2d 65 2d 66 6c 69 70 2d 
62 6f 78 2d 76 69 65 77 2d 66 72 61 6d 65 64 2d 73 74 61 63 6b 65 64 2d 69 63 6f 6e 2d 63 6f 6c 6f 72 3a 23 66 66 66 7d 
2e 65 6c 65 6d 65 6e 74 6f 72 2d 66 6c 69 70 2d 62 6f 78 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 63 6f 6e 2c 2e 65 6c 65 
6d 65 6e 74 6f 72 2d 66 6c 69 70 2d 62 6f 78 20 2e 65 6c 65 
Data Ascii: r__title{line-height:1;font-weight:600}.elementor-flip-box,.elementor-flip-box .elementor-view-framed,.eleme
ntor-flip-box .elementor-view-stacked{--e-flip-box-view-framed-stacked-icon-color:#fff}.elementor-flip-box .elementor-ic
on,.elementor-flip-box .ele

2022-04-20 13:11:08 UTC 697 IN Data Raw: 6c 61 79 6f 75 74 2d 69 6d 61 67 65 2d 6c 65 66 74 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 63 74 61 5f 5f 62 67 
2d 77 72 61 70 70 65 72 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 63 74 61 2d 2d 74 61 62 6c 65 74 2d 6c 61 79 6f 75 74 2d 
69 6d 61 67 65 2d 72 69 67 68 74 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 63 74 61 5f 5f 62 67 2d 77 72 61 70 70 65 72 7b 77 
69 64 74 68 3a 61 75 74 6f 3b 6d 69 6e 2d 77 69 64 74 68 3a 35 30 25 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 63 74 61 2d 
2d 74 61 62 6c 65 74 2d 6c 61 79 6f 75 74 2d 69 6d 61 67 65 2d 6c 65 66 74 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 63 74 6
1 5f 5f 63 6f 6e 74 65 6e 74 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 63 74 61 2d 2d 74 61 62 6c 65 74 2d 6c 61 79 6f 75 74 2
d 69 6d 61 67 65 2d 72 69 67 68 74 20 2e 65 6c 65 6d 65 6e 74 6f 
Data Ascii: layout-image-left .elementor-cta__bg-wrapper,.elementor-cta--tablet-layout-image-right .elementor-cta__bg-wr
apper{width:auto;min-width:50%}.elementor-cta--tablet-layout-image-left .elementor-cta__content,.elementor-cta--tablet-l
ayout-image-right .elemento

2022-04-20 13:11:08 UTC 713 IN Data Raw: 6e 73 2d 2d 63 6f 6c 6f 72 2d 6f 66 66 69 63 69 61 6c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 73 68 61 72 65 2d 62 
75 74 74 6f 6e 73 2d 2d 73 6b 69 6e 2d 62 6f 78 65 64 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 73 68 61 72 65 2d 62 74 6e 5f 
64 69 67 67 20 73 76 67 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 73 68 61 72 65 2d 62 75 74 74 6f 6e 73 2d 2d 63 6f 6c 6f 72 
2d 6f 66 66 69 63 69 61 6c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 73 68 61 72 65 2d 62 75 74 74 6f 6e 73 2d 2d 73 6b 69 6e 2d 
66 72 61 6d 65 64 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 73 68 61 72 65 2d 62 74 6e 5f 64 69 67 67 20 73 76 67 7b 66 69 
6c 6c 3a 23 30 30 35 62 65 32 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 73 68 61 72 65 2d 62 75 74 74 6f 6e 73 2d 2d 63 6f 6c 
6f 72 2d 6f 66 66 69 63 69 61 6c 2e 65 6c 65 6d 65 6e 74 6f 
Data Ascii: ns--color-official.elementor-share-buttons--skin-boxed .elementor-share-btn_digg svg,.elementor-share-button
s--color-official.elementor-share-buttons--skin-framed .elementor-share-btn_digg svg{fill:#005be2}.elementor-share-butto
ns--color-official.elemento

2022-04-20 13:11:08 UTC 729 IN Data Raw: 6f 6c 6f 72 2d 6f 66 66 69 63 69 61 6c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 73 68 61 72 65 2d 62 75 74 74 6f 6e 
73 2d 2d 73 6b 69 6e 2d 62 6f 78 65 64 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 73 68 61 72 65 2d 62 74 6e 5f 76 69 6d 65 6f 
20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 73 68 61 72 65 2d 62 74 6e 5f 5f 69 63 6f 6e 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 73 
68 61 72 65 2d 62 75 74 74 6f 6e 73 2d 2d 63 6f 6c 6f 72 2d 6f 66 66 69 63 69 61 6c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 73 
68 61 72 65 2d 62 75 74 74 6f 6e 73 2d 2d 73 6b 69 6e 2d 6d 69 6e 69 6d 61 6c 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 73 
68 61 72 65 2d 62 74 6e 5f 76 69 6d 65 6f 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 73 68 61 72 65 2d 62 74 6e 5f 5f 69 63 6f 
6e 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 
Data Ascii: olor-official.elementor-share-buttons--skin-boxed .elementor-share-btn_vimeo .elementor-share-btn__icon,.ele
mentor-share-buttons--color-official.elementor-share-buttons--skin-minimal .elementor-share-btn_vimeo .elementor-share-
btn__icon{background-color:#

2022-04-20 13:11:08 UTC 745 IN Data Raw: 6c 61 79 6f 75 74 2d 69 6d 61 67 65 5f 61 62 6f 76 65 2e 65 6c 65 6d 65 6e 74 6f 72 2d 74 65 73 74 69 6d 6f 
6e 69 61 6c 2d 2d 61 6c 69 67 6e 2d 72 69 67 68 74 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 74 65 73 74 69 6d 6f 6e 69 61 
6c 5f 5f 63 6f 6e 74 65 6e 74 3a 61 66 74 65 72 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 74 65 73 74 69 6d 6f 6e 69 61 6c 2d 
2d 73 6b 69 6e 2d 62 75 62 62 6c 65 2e 65 6c 65 6d 65 6e 74 6f 72 2d 74 65 73 74 69 6d 6f 6e 69 61 6c 2d 2d 6c 61 79 6f 
75 74 2d 69 6d 61 67 65 5f 69 6e 6c 69 6e 65 2e 65 6c 65 6d 65 6e 74 6f 72 2d 74 65 73 74 69 6d 6f 6e 69 61 6c 2d 2d 61 
6c 69 67 6e 2d 72 69 67 68 74 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 74 65 73 74 69 6d 6f 6e 69 61 6c 5f 5f 63 6f 6e 74 65 
6e 74 3a 61 66 74 65 72 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 
Data Ascii: layout-image_above.elementor-testimonial--align-right .elementor-testimonial__content:after,.elementor-testi
monial--skin-bubble.elementor-testimonial--layout-image_inline.elementor-testimonial--align-right .elementor-testimonial
__content:after,.elementor-

2022-04-20 13:11:08 UTC 761 IN Data Raw: 73 6b 69 6e 2d 62 75 62 62 6c 65 2e 65 6c 65 6d 65 6e 74 6f 72 2d 62 6c 6f 63 6b 71 75 6f 74 65 2d 2d 62 75 
74 74 6f 6e 2d 76 69 65 77 2d 69 63 6f 6e 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 62 6c 6f 63 6b 71 75 6f 74 65 5f 5f 74 77 
65 65 74 2d 62 75 74 74 6f 6e 20 69 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 62 6c 6f 63 6b 71 75 6f 74 65 2d 2d 62 75 74 74 
6f 6e 2d 73 6b 69 6e 2d 63 6c 61 73 73 69 63 2e 65 6c 65 6d 65 6e 74 6f 72 2d 62 6c 6f 63 6b 71 75 6f 74 65 2d 2d 62 75 
74 74 6f 6e 2d 76 69 65 77 2d 69 63 6f 6e 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 62 6c 6f 63 6b 71 75 6f 74 65 5f 5f 74 77 
65 65 74 2d 62 75 74 74 6f 6e 20 69 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 6c 65 66 74 3a 35 30 25 3b 
74 6f 70 3a 35 30 25 3b 2d 77 65 62 6b 69 74 2d 74 72 61 
Data Ascii: skin-bubble.elementor-blockquote--button-view-icon .elementor-blockquote__tweet-button i,.elementor-
blockquote--button-skin-classic.elementor-blockquote--button-view-icon .elementor-blockquote__tweet-button i{position:
absolute;left:50%;top:50%;-webkit-tra

2022-04-20 13:11:08 UTC 777 IN Data Raw: 74 69 6f 6e 2d 74 79 70 65 2d 62 6c 69 6e 64 73 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 68 65 61 64 6c 69 6e 65 
2d 64 79 6e 61 6d 69 63 2d 6c 65 74 74 65 72 7b 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 72 6f 74 61 74 
65 59 28 30 64 65 67 29 3b 74 72 61 6e 73 66 6f 72 6d 3a 72 6f 74 61 74 65 59 28 30 64 65 67 29 7d 2e 65 6c 65 6d 65 
6e 74 6f 72 2d 68 65 61 64 6c 69 6e 65 2d 61 6e 69 6d 61 74 69 6f 6e 2d 74 79 70 65 2d 62 6c 69 6e 64 73 20 2e 65 6c 6
5 6d 65 6e 74 6f 72 2d 68 65 61 64 6c 69 6e 65 2d 64 79 6e 61 6d 69 63 2d 6c 65 74 74 65 72 2e 65 6c 65 6d 65 6e 74 6f 
72 2d 68 65 61 64 6c 69 6e 65 2d 61 6e 69 6d 61 74 69 6f 6e 2d 69 6e 7b 2d 77 65 62 6b 69 74 2d 61 6e 69 6d 61 74 69 
6f 6e 3a 65 6c 65 6d 65 6e 74 6f 72 2d 68 65 61 64 6c 69 6e 65 2d 62 
Data Ascii: tion-type-blinds .elementor-headline-dynamic-letter{-webkit-transform:rotateY(0deg);transform:rotateY(0deg)}
.elementor-headline-animation-type-blinds .elementor-headline-dynamic-letter.elementor-headline-animation-in{-webkit-
animation:elementor-headline-b

2022-04-20 13:11:08 UTC 793 IN Data Raw: 65 69 67 68 74 3a 30 3b 77 69 64 74 68 3a 30 3b 6c 65 66 74 3a 35 30 25 7d 2e 65 2d 2d 70 6f 69 6e 74 65 
72 2d 64 6f 75 62 6c 65 2d 6c 69 6e 65 2e 65 2d 2d 61 6e 69 6d 61 74 69 6f 6e 2d 64 72 6f 70 2d 6f 75 74 20 2e 65 6c 65 
6d 65 6e 74 6f 72 2d 69 74 65 6d 3a 6e 6f 74 28 3a 68 6f 76 65 72 29 3a 6e 6f 74 28 3a 66 6f 63 75 73 29 3a 6e 6f 74 28 
2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 74 65 6d 2d 61 63 74 69 76 65 29 3a 6e 6f 74 28 2e 68 69 67 68 6c 69 67 68 74 65 
64 29 3a 62 65 66 6f 72 65 2c 2e 65 2d 2d 70 6f 69 6e 74 65 72 2d 6f 76 65 72 6c 69 6e 65 2e 65 2d 2d 61 6e 69 6d 61 7
4 69 6f 6e 2d 64 72 6f 70 2d 6f 75 74 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 74 65 6d 3a 6e 6f 74 28 3a 68 6f 76 65 72 2
9 3a 6e 6f 74 28 3a 66 6f 63 75 73 29 3a 6e 6f 74 28 2e 65 6c 65 
Data Ascii: eight:0;width:0;left:50%}.e--pointer-double-line.e--animation-drop-out .elementor-item:not(:hover):not(:focu
s):not(.elementor-item-active):not(.highlighted):before,.e--pointer-overline.e--animation-drop-out .elementor-item:not(:
hover):not(:focus):not(.ele
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2022-04-20 13:11:08 UTC 809 IN Data Raw: 63 75 73 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 6e 61 76 2d 6d 65 6e 75 2d 2d 6d 61 69 6e 20 2e 65 6c 65 6d 65 
6e 74 6f 72 2d 6e 61 76 2d 6d 65 6e 75 20 61 3a 68 6f 76 65 72 7b 70 61 64 64 69 6e 67 3a 31 33 70 78 20 32 30 70 78 
7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 6e 61 76 2d 6d 65 6e 75 2d 2d 6d 61 69 6e 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 6e 
61 76 2d 6d 65 6e 75 20 61 2e 63 75 72 72 65 6e 74 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 33 37 33 61 33 63 3b 63 6f 6
c 6f 72 3a 23 66 66 66 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 6e 61 76 2d 6d 65 6e 75 2d 2d 6d 61 69 6e 20 2e 65 6c 65 6d 
65 6e 74 6f 72 2d 6e 61 76 2d 6d 65 6e 75 20 61 2e 64 69 73 61 62 6c 65 64 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 35 
35 35 39 35 63 3b 63 6f 6c 6f 72 3a 23 61 31 61 36 61 39 7d 2e 65 6c 
Data Ascii: cus,.elementor-nav-menu--main .elementor-nav-menu a:hover{padding:13px 20px}.elementor-nav-menu--main 
.elementor-nav-menu a.current{background:#373a3c;color:#fff}.elementor-nav-menu--main .elementor-nav-menu 
a.disabled{background:#55595c;color:#a1a6a9}.el

2022-04-20 13:11:08 UTC 825 IN Data Raw: 6d 65 6e 74 6f 72 2d 67 61 6c 6c 65 72 79 5f 5f 74 69 74 6c 65 73 2d 63 6f 6e 74 61 69 6e 65 72 20 2e 65 2d 
2d 70 6f 69 6e 74 65 72 2d 64 6f 75 62 6c 65 2d 6c 69 6e 65 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 74 65 6d 3a 61 66 74 
65 72 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 67 61 6c 6c 65 72 79 5f 5f 74 69 74 6c 65 73 2d 63 6f 6e 74 61 69 6e 65 72 20 
2e 65 2d 2d 70 6f 69 6e 74 65 72 2d 64 6f 75 62 6c 65 2d 6c 69 6e 65 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 74 65 6d 3a 
62 65 66 6f 72 65 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 67 61 6c 6c 65 72 79 5f 5f 74 69 74 6c 65 73 2d 63 6f 6e 74 61 69 
6e 65 72 20 2e 65 2d 2d 70 6f 69 6e 74 65 72 2d 6f 76 65 72 6c 69 6e 65 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 74 65 6d 
3a 62 65 66 6f 72 65 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 
Data Ascii: mentor-gallery__titles-container .e--pointer-double-line .elementor-item:after,.elementor-gallery__titles-co
ntainer .e--pointer-double-line .elementor-item:before,.elementor-gallery__titles-container .e--pointer-overline .elementor-
item:before,.elementor-

2022-04-20 13:11:08 UTC 841 IN Data Raw: 65 2d 74 61 62 73 2d 69 74 65 6d 73 2d 77 72 61 70 70 65 72 20 2e 65 2d 74 61 62 2d 74 69 74 6c 65 20 2e 
65 2d 74 61 62 2d 74 69 74 6c 65 2d 74 65 78 74 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 34 70 78 3b 6d 61 72 67 69 6e 3a 
61 75 74 6f 20 38 70 78 3b 74 65 78 74 2d 61 6c 69 67 6e 3a 6c 65 66 74 3b 2d 6f 2d 74 65 78 74 2d 6f 76 65 72 66 6c 6f 
77 3a 65 6c 6c 69 70 73 69 73 3b 74 65 78 74 2d 6f 76 65 72 66 6c 6f 77 3a 65 6c 6c 69 70 73 69 73 3b 77 68 69 74 65 2
d 73 70 61 63 65 3a 6e 6f 77 72 61 70 3b 6f 76 65 72 66 6c 6f 77 3a 68 69 64 64 65 6e 3b 2d 77 65 62 6b 69 74 2d 62 6f 
78 2d 66 6c 65 78 3a 31 3b 2d 6d 73 2d 66 6c 65 78 2d 70 6f 73 69 74 69 76 65 3a 31 3b 66 6c 65 78 2d 67 72 6f 77 3a 
31 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 77 69 64 67 65 74 2d 76 69 64 
Data Ascii: e-tabs-items-wrapper .e-tab-title .e-tab-title-text{font-size:14px;margin:auto 8px;text-align:left;-o-text-o
verflow:ellipsis;text-overflow:ellipsis;white-space:nowrap;overflow:hidden;-webkit-box-flex:1;-ms-flex-positive:1;flex-g
row:1}.elementor-widget-vid

2022-04-20 13:11:08 UTC 857 IN Data Raw: 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 39 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 65 6c 65 6d 65 6e 74 2e 65 6c 65 
6d 65 6e 74 6f 72 2d 65 6c 65 6d 65 6e 74 2d 65 39 38 34 61 38 34 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 6d 61 67 65 
2d 62 6f 78 2d 77 72 61 70 70 65 72 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 6d 61 67 65 2d 62 6f 78 2d 69 6d 67 7b 77 
69 64 74 68 3a 33 30 25 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 39 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 65 6c 65 6d 65 6e 7
4 2e 65 6c 65 6d 65 6e 74 6f 72 2d 65 6c 65 6d 65 6e 74 2d 65 39 38 34 61 38 34 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 
6d 61 67 65 2d 62 6f 78 2d 69 6d 67 20 69 6d 67 7b 74 72 61 6e 73 69 74 69 6f 6e 2d 64 75 72 61 74 69 6f 6e 3a 2e 33 
73 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 39 20 2e 65 6c 65 6d 65 6e 74 
Data Ascii: }.elementor-9 .elementor-element.elementor-element-e984a84 .elementor-image-box-wrapper .elementor-
image-box-img{width:30%}.elementor-9 .elementor-element.elementor-element-e984a84 .elementor-image-box-img im
g{transition-duration:.3s}.elementor-9 .element

2022-04-20 13:11:08 UTC 873 IN Data Raw: 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 62 66 37 35 31 32 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 
72 3a 23 31 62 35 66 61 64 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 39 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 65 6c 65 6d 65 
6e 74 2e 65 6c 65 6d 65 6e 74 6f 72 2d 65 6c 65 6d 65 6e 74 2d 34 35 62 31 65 32 65 20 2e 65 6c 65 6d 65 6e 74 6f 72 
2d 62 75 74 74 6f 6e 3a 68 6f 76 65 72 20 73 76 67 2c 2e 65 6c 65 6d 65 6e 74 6f 72 2d 39 20 2e 65 6c 65 6d 65 6e 74 6f 
72 2d 65 6c 65 6d 65 6e 74 2e 65 6c 65 6d 65 6e 74 6f 72 2d 65 6c 65 6d 65 6e 74 2d 34 35 62 31 65 32 65 20 2e 65 6c 
65 6d 65 6e 74 6f 72 2d 62 75 74 74 6f 6e 3a 66 6f 63 75 73 20 73 76 67 7b 66 69 6c 6c 3a 23 66 66 66 7d 2e 65 6c 65 6d 
65 6e 74 6f 72 2d 39 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 65 6c 
Data Ascii: ;background-color:#bf7512;border-color:#1b5fad}.elementor-9 .elementor-element.elementor-element-45b1e2e 
.elementor-button:hover svg,.elementor-9 .elementor-element.elementor-element-45b1e2e .elementor-button:focus svg
{fill:#fff}.elementor-9 .elementor-el

2022-04-20 13:11:08 UTC 889 IN Data Raw: 6e 74 6f 72 2d 69 6d 61 67 65 2d 62 6f 78 2d 69 6d 67 7b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 35 30 70 78 
7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 39 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 65 6c 65 6d 65 6e 74 2e 65 6c 65 6d 65 6e 
74 6f 72 2d 65 6c 65 6d 65 6e 74 2d 31 66 35 37 65 31 30 2e 65 6c 65 6d 65 6e 74 6f 72 2d 70 6f 73 69 74 69 6f 6e 2d 74 
6f 70 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 6d 61 67 65 2d 62 6f 78 2d 69 6d 67 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 
6d 3a 35 30 70 78 7d 2e 65 6c 65 6d 65 6e 74 6f 72 2d 39 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 65 6c 65 6d 65 6e 74 2e 
65 6c 65 6d 65 6e 74 6f 72 2d 65 6c 65 6d 65 6e 74 2d 31 66 35 37 65 31 30 20 2e 65 6c 65 6d 65 6e 74 6f 72 2d 69 6d 6
1 67 65 2d 62 6f 78 2d 77 72 61 70 70 65 72 20 2e 65 6c 65 6d 65 
Data Ascii: ntor-image-box-img{margin-right:50px}.elementor-9 .elementor-element.elementor-element-1f57e10.ele
mentor-position-top .elementor-image-box-img{margin-bottom:50px}.elementor-9 .elementor-element.elementor-element-
1f57e10 .elementor-image-box-wrapper .eleme

2022-04-20 13:11:08 UTC 905 IN Data Raw: 6e 74 3a 22 5c 66 30 38 33 22 7d 2e 66 61 2d 63 61 6d 70 67 72 6f 75 6e 64 3a 62 65 66 6f 72 65 7b 63 6f 6e 
74 65 6e 74 3a 22 5c 66 36 62 62 22 7d 2e 66 61 2d 63 61 6e 61 64 69 61 6e 2d 6d 61 70 6c 65 2d 6c 65 61 66 3a 62 65 
66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 37 38 35 22 7d 2e 66 61 2d 63 61 6e 64 79 2d 63 61 6e 65 3a 62 65 66 6f 
72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 37 38 36 22 7d 2e 66 61 2d 63 61 6e 6e 61 62 69 73 3a 62 65 66 6f 72 65 7b 
63 6f 6e 74 65 6e 74 3a 22 5c 66 35 35 66 22 7d 2e 66 61 2d 63 61 70 73 75 6c 65 73 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 
65 6e 74 3a 22 5c 66 34 36 62 22 7d 2e 66 61 2d 63 61 72 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 31 6
2 39 22 7d 2e 66 61 2d 63 61 72 2d 61 6c 74 3a 62 65 66 6f 72 65 
Data Ascii: nt:"\f083"}.fa-campground:before{content:"\f6bb"}.fa-canadian-maple-leaf:before{content:"\f785"}.fa-candy-ca
ne:before{content:"\f786"}.fa-cannabis:before{content:"\f55f"}.fa-capsules:before{content:"\f46b"}.fa-car:before{content
:"\f1b9"}.fa-car-alt:before

2022-04-20 13:11:08 UTC 921 IN Data Raw: 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 36 65 33 22 7d 2e 66 61 2d 68 61 6d 73 61 3a 62 65 66 6f 72 65 7b 63 
6f 6e 74 65 6e 74 3a 22 5c 66 36 36 35 22 7d 2e 66 61 2d 68 61 6e 64 2d 68 6f 6c 64 69 6e 67 3a 62 65 66 6f 72 65 7b 63 
6f 6e 74 65 6e 74 3a 22 5c 66 34 62 64 22 7d 2e 66 61 2d 68 61 6e 64 2d 68 6f 6c 64 69 6e 67 2d 68 65 61 72 74 3a 62 
65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 34 62 65 22 7d 2e 66 61 2d 68 61 6e 64 2d 68 6f 6c 64 69 6e 67 2d 6d 
65 64 69 63 61 6c 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 30 35 63 22 7d 2e 66 61 2d 68 61 6e 64 2d 
68 6f 6c 64 69 6e 67 2d 75 73 64 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 34 63 30 22 7d 2e 66 61 2d 68 
61 6e 64 2d 68 6f 6c 64 69 6e 67 2d 77 61 74 65 72 3a 62 65 66 
Data Ascii: e{content:"\f6e3"}.fa-hamsa:before{content:"\f665"}.fa-hand-holding:before{content:"\f4bd"}.fa-hand-holding-
heart:before{content:"\f4be"}.fa-hand-holding-medical:before{content:"\e05c"}.fa-hand-holding-usd:before{content:"\f4c0"
}.fa-hand-holding-water:bef

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:08 UTC 937 IN Data Raw: 6e 74 65 6e 74 3a 22 5c 66 35 62 34 22 7d 2e 66 61 2d 73 61 66 61 72 69 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 
65 6e 74 3a 22 5c 66 32 36 37 22 7d 2e 66 61 2d 73 61 6c 65 73 66 6f 72 63 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 
74 3a 22 5c 66 38 33 62 22 7d 2e 66 61 2d 73 61 73 73 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 34 31 
65 22 7d 2e 66 61 2d 73 61 74 65 6c 6c 69 74 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 37 62 66 22 
7d 2e 66 61 2d 73 61 74 65 6c 6c 69 74 65 2d 64 69 73 68 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 37 6
3 30 22 7d 2e 66 61 2d 73 61 76 65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 66 30 63 37 22 7d 2e 66 61 2d 
73 63 68 6c 69 78 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 
Data Ascii: ntent:"\f5b4"}.fa-safari:before{content:"\f267"}.fa-salesforce:before{content:"\f83b"}.fa-sass:before{conten
t:"\f41e"}.fa-satellite:before{content:"\f7bf"}.fa-satellite-dish:before{content:"\f7c0"}.fa-save:before{content:"\f0c7"}.fa-schli
x:before{content:

2022-04-20 13:11:08 UTC 953 IN Data Raw: 39 30 30 7d 20 2e 73 75 73 74 61 69 6e 69 6e 67 2d 6d 65 6d 62 65 72 73 2d 6c 69 73 74 20 2e 67 61 6c 6c 
65 72 79 2d 69 63 6f 6e 20 69 6d 67 7b 77 69 64 74 68 3a 31 30 30 25 3b 66 69 6c 74 65 72 3a 67 72 61 79 73 63 61 6c 
65 28 31 29 3b 74 72 61 6e 73 69 74 69 6f 6e 3a 61 6c 6c 20 2e 33 73 20 65 61 73 65 3b 62 6f 72 64 65 72 3a 30 20 21 6
9 6d 70 6f 72 74 61 6e 74 3b 6d 61 78 2d 77 69 64 74 68 3a 69 6e 68 65 72 69 74 20 21 69 6d 70 6f 72 74 61 6e 74 3b 6d 
61 78 2d 68 65 69 67 68 74 3a 69 6e 68 65 72 69 74 20 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 73 75 73 74 61 69 6e 69 6e 
67 2d 6d 65 6d 62 65 72 73 2d 6c 69 73 74 20 66 69 67 75 72 65 2e 67 61 6c 6c 65 72 79 2d 69 74 65 6d 7b 64 69 73 70 
6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 70 61 64 64 69 6e 67 
Data Ascii: 900} .sustaining-members-list .gallery-icon img{width:100%;filter:grayscale(1);transition:all .3s ease;border:0 
!important;max-width:inherit !important;max-height:inherit !important}.sustaining-members-list figure.gallery-item{display:inl
ine-block;padding

2022-04-20 13:11:08 UTC 969 IN Data Raw: 69 6e 67 2d 66 75 6e 63 74 69 6f 6e 3a 65 61 73 65 2d 69 6e 2d 6f 75 74 3b 61 6e 69 6d 61 74 69 6f 6e 2d 69 
74 65 72 61 74 69 6f 6e 2d 63 6f 75 6e 74 3a 31 7d 40 6b 65 79 66 72 61 6d 65 73 20 65 6c 65 6d 65 6e 74 6f 72 2d 61 6e 
69 6d 61 74 69 6f 6e 2d 77 6f 62 62 6c 65 2d 74 6f 2d 74 6f 70 2d 72 69 67 68 74 7b 31 36 2e 36 35 25 7b 74 72 61 6e 73 
66 6f 72 6d 3a 74 72 61 6e 73 6c 61 74 65 28 38 70 78 2c 2d 38 70 78 29 7d 33 33 2e 33 25 7b 74 72 61 6e 73 66 6f 72 
6d 3a 74 72 61 6e 73 6c 61 74 65 28 2d 36 70 78 2c 36 70 78 29 7d 34 39 2e 39 35 25 7b 74 72 61 6e 73 66 6f 72 6d 3a 
74 72 61 6e 73 6c 61 74 65 28 34 70 78 2c 2d 34 70 78 29 7d 36 36 2e 36 25 7b 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6
e 73 6c 61 74 65 28 2d 32 70 78 2c 32 70 78 29 7d 38 33 2e 32 35 
Data Ascii: ing-function:ease-in-out;animation-iteration-count:1}@keyframes elementor-animation-wobble-to-top-right{16.6
5%{transform:translate(8px,-8px)}33.3%{transform:translate(-6px,6px)}49.95%{transform:translate(4px,-4px)}66.6%
{transform:translate(-2px,2px)}83.25

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

30 192.168.2.5 49808 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:13 UTC 3806 OUT GET /wp-content/uploads/elementor/thumbs/incognito-p9522zz5xisahv70rnatyju9jjp4tytthjxyyx30ug.png HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:13 UTC 3813 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:13 GMT
Content-Type: image/png
Content-Length: 4596
Last-Modified: Thu, 24 Jun 2021 13:46:40 GMT
Connection: close
ETag: "60d48cc0-11f4"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:13 UTC 3813 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 78 00 00 00 34 08 06 00 00 00 41 fe fc c5 00 00 11 
bb 49 44 41 54 78 da ed 9b 79 74 53 d7 9d c7 7f f7 bd 27 e9 69 97 65 5b 92 6d c9 f2 8a 0d 76 ec d8 18 30 b6 43 20 36 66 
80 9a 40 03 81 b6 93 66 9a 33 e9 32 4d 93 73 3a 3d 39 3d 99 36 a7 3d cd 4c d3 74 ca b4 a7 4d a8 93 a6 59 08 21 29 61 
08 a4 c5 c6 40 c0 b1 31 c6 36 78 c5 8b 2c 90 2c d9 32 96 b5 ef d2 5b ee fc c1 12 87 66 21 dd 06 27 fa 9c a3 7f 74 ee bb 
ef dd df f7 ea b7 dd 27 80 24 49 92 24 49 92 24 49 92 24 49 92 24 49 b2 00 f4 69 2f c0 be 98 88 ed 1e 5c 92 e8 ef 17 0a 
8a 96 70 82 32 a3 19 15 e4 87 92 a6 5c e4 02 73 fd 83 28 32 6c 29 0e 0d f7 3c 98 08 30 0f 86 a7 67 44 62 4d 0a 0b 0a e1 
21 65 7e d9 f3 d2 86 bb 06 45 cb 0a d8 a4 49 17 a1 c0 ac c5 
Data Ascii: PNGIHDRx4AIDATxytS'ie[mv0C 6f@f32Ms:=9=6=LtMY!)a@16x,,2[f!'t'$I$I$I$I$Ii/\p2\s(2l)<0gDbM!e~EI

Session ID Source IP Source Port Destination IP
Destination
Port

Process

31 192.168.2.5 49809 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:13 UTC 3807 OUT GET /wp-content/uploads/elementor/thumbs/IoT-Launch-1-e1606988965340-ozc9z35gp13j9tdwhqobvd5zifl1e8z
nsan93tvq2c.png HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:13 UTC 3809 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:13 GMT
Content-Type: image/png
Content-Length: 3266
Last-Modified: Thu, 03 Dec 2020 21:47:58 GMT
Connection: close
ETag: "5fc95d0e-cc2"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:13 UTC 3809 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 78 00 00 00 12 08 06 00 00 00 90 0b 1a ee 00 00 
0c 89 49 44 41 54 68 de bd 98 09 74 94 d5 15 c7 33 d9 03 c8 2a 8a 2c a2 1e aa 88 49 66 42 64 15 81 2a c5 85 25 2c b3 
84 b0 1a 22 84 20 20 5b 58 42 66 32 59 80 40 20 92 cc e4 fb 26 21 b6 68 65 b1 4a ab b8 60 8b b5 e7 d4 73 8a f6 58 d4 5
6 6d d5 da ca 69 6d 55 6a 17 4f 6d 2d 22 fd dd 6f ee 84 c9 e2 b0 ea 9c f3 3f f7 2d f7 dd 77 df fd bf 77 df fb 26 2e ee 02 7f 
76 97 d1 19 dc 08 06 67 ba 8c d4 48 fb a0 65 bb e2 a8 27 d8 dd 66 7f bb 3b 34 06 39 09 79 2b 72 00 48 68 19 ef 36 e3 c1 
b5 8c bf 29 06 86 80 1e 6d e7 ce 98 19 88 73 78 1a bb 3b 3c 4d 03 b3 3c bb fb 64 e5 36 c7 9f cd df 1b 66 d5 8b cf bd d4 
a6 f8 dc a9 95 4d 57 08 9f 42 7d ec 2e 93 79 cd 6b ec 4e b3 
Data Ascii: PNGIHDRxIDATht3*,IfBd*%,"  [XBf2Y@ &!heJ`sXVmimUjOm-"o?-ww&.vgHe'f;49y+rHh6)msx;<M<d6fMW
B}.ykN

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

32 192.168.2.5 49807 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:13 UTC 3807 OUT GET /wp-content/uploads/elementor/thumbs/Keyfactor-p5mc0vz2ueo2x6ekmjrocggasoq72kshe6cmnsmy8s.png HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:13 UTC 3820 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:13 GMT
Content-Type: image/png
Content-Length: 4848
Last-Modified: Mon, 12 Apr 2021 18:38:04 GMT
Connection: close
ETag: "6074938c-12f0"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:13 UTC 3820 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 78 00 00 00 16 08 06 00 00 00 0b 9a 58 f8 00 00 
12 b7 49 44 41 54 68 de ed 5a 69 74 54 55 b6 fe ee 50 73 55 52 a9 24 95 39 81 10 32 91 40 80 00 06 09 b6 cc a3 22 02 
8a da 0a d2 02 4f 45 69 ed 41 6d b5 1d 9b a7 dd ac b6 05 45 10 5b d4 07 28 02 02 36 02 4a 20 10 08 09 04 02 81 40 52 
21 64 ae d4 3c 8f 77 ec 1f 19 3a 21 a1 ed 5e cb 5e be f7 96 7b ad fb e3 9e 3a 77 ef 7d ce 3e fb db c3 29 e0 27 fa 7f 4d c4 
8f 21 f4 c9 27 37 13 41 2f a7 e5 59 41 da 77 9c a2 29 56 11 a1 70 6e dc b8 5c fc c9 34 3f 0c d1 3f 86 d0 b8 38 d0 35 97 
ac cf 59 1a 3c f3 44 41 24 00 80 20 80 f8 74 fd b1 21 73 86 3c 0b 20 fc 93 69 7e 18 22 7f 0c a1 2f bd b4 8a 4d 4e 4c 28 25 
59 31 c9 6f f1 e7 f8 2d fe 1c 91 11 d2 12 53 75 a5 2f bd 34 
Data Ascii: PNGIHDRxXIDAThZitTUPsUR$92@"OEiAmE[(6J @R!d<w:!^^{:w}>)'M!'7A/YAw)Vpn\4??85Y<DA$ t!s< i~
"/MNL(%Y1o-Su/4

Session ID Source IP Source Port Destination IP
Destination
Port

Process

33 192.168.2.5 49811 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:13 UTC 3808 OUT GET /wp-content/uploads/elementor/thumbs/KORE_Logo-0918-ozbzdryg8j41gj9f2x0qdl6c7b0muj7nczc8iv96co.jpg 
HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:13 UTC 3817 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:13 GMT
Content-Type: image/jpeg
Content-Length: 2413
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-96d"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:13 UTC 3818 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff fe 00 3b 43 52 45 41 54 4f 52 3a 20 67 64 2d 6a 
70 65 67 20 76 31 2e 30 20 28 75 73 69 6e 67 20 49 4a 47 20 4a 50 45 47 20 76 36 32 29 2c 20 71 75 61 6c 69 74 79 20 
3d 20 38 32 0a ff db 00 43 00 06 04 04 05 04 04 06 05 05 05 06 06 06 07 09 0e 09 09 08 08 09 12 0d 0d 0a 0e 15 12 16 
16 15 12 14 14 17 1a 21 1c 17 18 1f 19 14 14 1d 27 1d 1f 22 23 25 25 25 16 1c 29 2c 28 24 2b 21 24 25 24 ff db 00 43 01 
06 06 06 09 08 09 11 09 09 11 24 18 14 18 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 
24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 ff c0 00 11 08 00 24 00 78 03 01 22 00 02 1
1 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 
Data Ascii: JFIF``;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82C!'"#%%%),($+!$%$C$$$$$$$$$$$$$$$$$
$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$x"

Session ID Source IP Source Port Destination IP
Destination
Port

Process

34 192.168.2.5 49810 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:13 UTC 3808 OUT GET /wp-content/uploads/elementor/thumbs/losant-ozc05ck0pkuu0r7m2u2rimp3i748mwo75g8zb2dghc.jpg HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:13 UTC 3825 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:13 GMT
Content-Type: image/jpeg
Content-Length: 3211
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-c8b"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:13 UTC 3825 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff fe 00 3b 43 52 45 41 54 4f 52 3a 20 67 64 2d 6a 
70 65 67 20 76 31 2e 30 20 28 75 73 69 6e 67 20 49 4a 47 20 4a 50 45 47 20 76 36 32 29 2c 20 71 75 61 6c 69 74 79 20 
3d 20 38 32 0a ff db 00 43 00 06 04 04 05 04 04 06 05 05 05 06 06 06 07 09 0e 09 09 08 08 09 12 0d 0d 0a 0e 15 12 16 
16 15 12 14 14 17 1a 21 1c 17 18 1f 19 14 14 1d 27 1d 1f 22 23 25 25 25 16 1c 29 2c 28 24 2b 21 24 25 24 ff db 00 43 01 
06 06 06 09 08 09 11 09 09 11 24 18 14 18 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 
24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 ff c0 00 11 08 00 78 00 78 03 01 22 00 02 1
1 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 
Data Ascii: JFIF``;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82C!'"#%%%),($+!$%$C$$$$$$$$$$$$$$$$$
$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$xx"

Session ID Source IP Source Port Destination IP
Destination
Port

Process

35 192.168.2.5 49812 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:13 UTC 3809 OUT GET /wp-content/uploads/elementor/thumbs/MS-Azure-p8t9b2yok1ayc7k2tmr1hevezvlzmyz71lb622k806.png HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:13 UTC 3828 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:13 GMT
Content-Type: image/png
Content-Length: 2935
Last-Modified: Thu, 17 Jun 2021 19:04:38 GMT
Connection: close
ETag: "60cb9cc6-b77"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:13 UTC 3829 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 78 00 00 00 27 08 06 00 00 00 c4 bc 8c f0 00 00 0b 
3e 49 44 41 54 78 da ed 98 7b 6c 1b 47 7e c7 bf b3 cb 5d be 29 be 24 92 22 25 93 92 69 49 b6 25 bf 28 21 72 0c c5 52 ac 
26 b5 f3 68 fa c0 5d ef ea 8b 01 07 49 83 16 77 69 52 dc a1 77 68 50 1c da 2b 72 45 9b fb a3 b8 24 cd 15 49 db 4b 0f ee 
2b 76 80 2a 76 1c db 72 5c cb 3a 45 76 4c 29 7a 3f a8 07 65 8a 12 b5 14 df fb e0 ee f6 1f 39 b0 25 07 45 8a c6 b8 eb ed 
07 20 c0 9d 99 df cc 6f e6 3b 3b f3 db 1f a0 a1 a1 a1 a1 a1 a1 a1 a1 a1 a1 a1 a1 a1 a1 a1 a1 a1 a1 a1 a1 a1 f1 e5 42 be 
a8 c1 c4 a5 f7 9c de b9 fe df b3 ad c5 ac 9b eb 04 9d 61 f6 cd 43 59 a3 00 c1 b7 b9 ee 40 f5 e3 c9 03 be c7 7e 6a 23 7e 
5e 5b f6 fb 87 ee 8b 1a 04 e7 2e bb 74 f3 d3 df 46 6a c5 
Data Ascii: PNGIHDRx'>IDATx{lG~])$"%iI%(!rR&h]IwiRwhP+rE$IK+v*vr\:EvL)z?e9%E o;;BaCY@~j#~^[.tFj

Session ID Source IP Source Port Destination IP
Destination
Port

Process

36 192.168.2.5 49813 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:13 UTC 3831 OUT GET /wp-content/uploads/elementor/thumbs/MultiTech_Logo-pgsb8a40a8a1w80dbcay2nqq1oh4l4cjjkbza50sti.jpg 
HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:14 UTC 3835 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:14 GMT
Content-Type: image/jpeg
Content-Length: 2006
Last-Modified: Mon, 29 Nov 2021 16:54:34 GMT
Connection: close
ETag: "61a505ca-7d6"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:14 UTC 3835 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 64 00 64 00 00 ff db 00 43 00 06 04 05 06 05 04 06 06 05 06 07 
07 06 08 0a 10 0a 0a 09 09 0a 14 0e 0f 0c 10 17 14 18 18 17 14 16 16 1a 1d 25 1f 1a 1b 23 1c 16 16 20 2c 20 23 26 27 
29 2a 29 19 1f 2d 30 2d 28 30 25 28 29 28 ff db 00 43 01 07 07 07 0a 08 0a 13 0a 0a 13 28 1a 16 1a 28 28 28 28 28 28 
28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 
28 28 28 28 28 ff c0 00 11 08 00 17 00 78 03 01 11 00 02 11 01 03 11 01 ff c4 00 1c 00 00 02 02 03 01 01 00 00 00 00 00 
00 00 00 00 00 05 07 03 04 00 06 08 02 01 ff c4 00 36 10 00 01 04 01 03 02 05 03 02 01 0d 00 00 00 00 00 01 02 03 04 
05 11 00 06 12 07 21 13 31 41 51 61 14 15 22 32 71 81 08 24 33 35 36 
Data Ascii: JFIFddC%# , #&')*)-0-(0%()(C(((((((((((((((((((((((((((((((((((((((((((((((((((x6!1AQa"2q$356

Session ID Source IP Source Port Destination IP
Destination
Port

Process

37 192.168.2.5 49814 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:13 UTC 3832 OUT GET /wp-content/uploads/elementor/thumbs/novotech_black-on-white-p6fl83ur25qttcfmdlzz2oly7lfu0pky933p07d4i6.gif 
HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:14 UTC 3837 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:14 GMT
Content-Type: image/gif
Content-Length: 1922
Last-Modified: Thu, 29 Apr 2021 13:54:12 GMT
Connection: close
ETag: "608aba84-782"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:14 UTC 3837 IN Data Raw: 47 49 46 38 39 61 78 00 1b 00 f7 85 00 00 00 00 01 01 01 02 02 02 03 03 03 04 04 04 05 05 05 06 06 06 07 
07 07 08 08 08 09 09 09 0a 0a 0a 0b 0b 0b 0c 0c 0c 0d 0d 0d 0e 0e 0e 0f 0f 0f 10 10 10 11 11 11 12 12 12 13 13 13 14 14 
14 15 15 15 16 16 16 17 17 17 18 18 18 19 19 19 1a 1a 1a 1b 1b 1b 1c 1c 1c 1d 1d 1d 1e 1e 1e 1f 1f 1f 20 20 20 21 21 21 
22 22 22 23 23 23 24 24 24 25 25 25 26 26 26 27 27 27 28 28 28 29 29 29 2a 2a 2a 2b 2b 2b 2c 2c 2c 2d 2d 2d 2e 2e 2e 
2f 2f 2f 30 30 30 31 31 31 32 32 32 33 33 33 34 34 34 35 35 35 36 36 36 37 37 37 38 38 38 39 39 39 3a 3a 3a 3b 3b 3b 3
c 3c 3c 3d 3d 3d 3e 3e 3e 3f 3f 3f 40 40 40 41 41 41 42 42 42 43 43 43 44 44 44 45 45 45 46 46 46 47 47 47 48 48 48 49 
49 49 4a 4a 4a 4c 4c 4c 4d 4d 4d 4e 4e 4e 50 50 50 51 51 51 52 52 
Data Ascii: GIF89ax   !!!"""###$$$%%%&&&'''((()))***+++,,,---...///000111222333444555666777888999:::;;;<<<===>>>???
@@@AAABBBCCCDDDEEEFFFGGGHHHIIIJJJLLLMMMNNNPPPQQQRR

Session ID Source IP Source Port Destination IP
Destination
Port

Process

38 192.168.2.5 49815 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:14 UTC 3833 OUT GET /wp-content/uploads/elementor/thumbs/Pelion_Horizontal-p3ldmkmetkey2c0h25l2nee2yp73hdlcxkcxd5bz6y.jpg 
HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:14 UTC 3841 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:14 GMT
Content-Type: image/jpeg
Content-Length: 2231
Last-Modified: Mon, 01 Mar 2021 20:37:19 GMT
Connection: close
ETag: "603d507f-8b7"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:14 UTC 3842 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 64 00 64 00 00 ff db 00 43 00 06 04 05 06 05 04 06 06 05 06 07 
07 06 08 0a 10 0a 0a 09 09 0a 14 0e 0f 0c 10 17 14 18 18 17 14 16 16 1a 1d 25 1f 1a 1b 23 1c 16 16 20 2c 20 23 26 27 
29 2a 29 19 1f 2d 30 2d 28 30 25 28 29 28 ff db 00 43 01 07 07 07 0a 08 0a 13 0a 0a 13 28 1a 16 1a 28 28 28 28 28 28 
28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 
28 28 28 28 28 ff c0 00 11 08 00 31 00 78 03 01 11 00 02 11 01 03 11 01 ff c4 00 1b 00 01 00 02 03 01 01 00 00 00 00 00 
00 00 00 00 00 00 05 06 03 04 07 02 08 ff c4 00 3d 10 00 00 05 03 01 06 01 08 08 05 05 00 00 00 00 00 01 02 03 04 05 
00 06 11 07 12 13 21 31 41 51 61 08 15 22 32 71 74 91 b2 14 33 35 36 
Data Ascii: JFIFddC%# , #&')*)-0-(0%()(C(((((((((((((((((((((((((((((((((((((((((((((((((((1x=!1AQa"2qt356

Session ID Source IP Source Port Destination IP
Destination
Port

Process

39 192.168.2.5 49817 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:14 UTC 3833 OUT GET /wp-content/uploads/elementor/thumbs/Pod-Group-white-2-ozbz0pz5bd8o7i83b9v9qvrv6nd3xvduwd5gkim0wi.jpg 
HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:14 UTC 3839 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:14 GMT
Content-Type: image/jpeg
Content-Length: 1979
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-7bb"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:14 UTC 3839 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff fe 00 3b 43 52 45 41 54 4f 52 3a 20 67 64 2d 6a 
70 65 67 20 76 31 2e 30 20 28 75 73 69 6e 67 20 49 4a 47 20 4a 50 45 47 20 76 36 32 29 2c 20 71 75 61 6c 69 74 79 20 
3d 20 38 32 0a ff db 00 43 00 06 04 04 05 04 04 06 05 05 05 06 06 06 07 09 0e 09 09 08 08 09 12 0d 0d 0a 0e 15 12 16 
16 15 12 14 14 17 1a 21 1c 17 18 1f 19 14 14 1d 27 1d 1f 22 23 25 25 25 16 1c 29 2c 28 24 2b 21 24 25 24 ff db 00 43 01 
06 06 06 09 08 09 11 09 09 11 24 18 14 18 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 
24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 ff c0 00 11 08 00 35 00 78 03 01 22 00 02 1
1 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 
Data Ascii: JFIF``;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82C!'"#%%%),($+!$%$C$$$$$$$$$$$$$$$$$
$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$5x"

Session ID Source IP Source Port Destination IP
Destination
Port

Process

4 192.168.2.5 49769 35.174.150.168 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:07 UTC 51 OUT GET /pd.js HTTP/1.1
Host: pi.pardot.com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:07 UTC 147 IN HTTP/1.1 200 OK
date: Wed, 20 Apr 2022 13:11:07 GMT
last-modified: Tue, 19 Apr 2022 05:16:39 GMT
etag: "1547"
accept-ranges: bytes
content-length: 5447
cache-control: max-age=63072000
expires: Fri, 19 Apr 2024 13:11:07 GMT
vary: Accept-Encoding,User-Agent
content-type: application/javascript
connection: close
X-Pardot-Route: 3f977920682b5ba92829844a8929e53f
Server: PardotServer
X-Pardot-LB: a083ac6fc1531fb089982e922db67d20

2022-04-20 13:11:07 UTC 148 IN Data Raw: 2f 2a 21 0a 09 53 61 6c 65 73 66 6f 72 63 65 20 50 61 72 64 6f 74 27 73 20 45 6e 67 61 67 65 6d 65 6e 74 20 
54 72 61 63 6b 65 72 20 4a 61 76 61 73 63 72 69 70 74 20 2d 20 32 30 32 32 2d 30 34 2d 30 34 20 31 34 3a 31 31 3a 31 
32 0a 09 49 66 20 79 6f 75 27 72 65 20 61 6e 20 61 64 20 62 6c 6f 63 6b 65 72 2c 20 62 6c 6f 63 6b 20 74 68 65 20 55 52 
49 20 6f 6e 6c 79 2e 20 44 6f 6e 27 74 20 62 6c 6f 63 6b 20 74 68 65 20 64 6f 6d 61 69 6e 2e 0a 2a 2f 0a 66 75 6e 63 74 
69 6f 6e 20 63 68 65 63 6b 4e 61 6d 65 73 70 61 63 65 28 65 29 7b 66 6f 72 28 76 61 72 20 74 3d 65 2e 73 70 6c 69 74 
28 22 2e 22 29 2c 72 3d 77 69 6e 64 6f 77 2c 69 3d 30 3b 69 3c 74 2e 6c 65 6e 67 74 68 3b 69 2b 2b 29 7b 76 61 72 20 6
1 3d 74 5b 69 5d 3b 72 5b 61 5d 7c 7c 28 72 5b 61 5d 3d 7b 7d 29 
Data Ascii: /*!Salesforce Pardot's Engagement Tracker Javascript - 2022-04-04 14:11:12If you're an ad blocker, block the 
URI only. Don't block the domain.*/function checkNamespace(e){for(var t=e.split("."),r=window,i=0;i<t.length;i++){var a
=t[i];r[a]||(r[a]={})
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

40 192.168.2.5 49818 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:14 UTC 3834 OUT GET /wp-content/uploads/elementor/thumbs/Quectellogo-pctkxydkxmw9dncktfxqtana1v3kvl7spuunl68a6o.jpg HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:14 UTC 3844 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:14 GMT
Content-Type: image/jpeg
Content-Length: 1175
Last-Modified: Wed, 08 Sep 2021 17:00:49 GMT
Connection: close
ETag: "6138ec41-497"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:14 UTC 3844 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 64 00 64 00 00 ff db 00 43 00 06 04 05 06 05 04 06 06 05 06 07 
07 06 08 0a 10 0a 0a 09 09 0a 14 0e 0f 0c 10 17 14 18 18 17 14 16 16 1a 1d 25 1f 1a 1b 23 1c 16 16 20 2c 20 23 26 27 
29 2a 29 19 1f 2d 30 2d 28 30 25 28 29 28 ff db 00 43 01 07 07 07 0a 08 0a 13 0a 0a 13 28 1a 16 1a 28 28 28 28 28 28 
28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 
28 28 28 28 28 ff c0 00 11 08 00 28 00 78 03 01 11 00 02 11 01 03 11 01 ff c4 00 1c 00 01 00 01 05 01 01 00 00 00 00 00 
00 00 00 00 00 00 01 02 03 06 07 08 05 04 ff c4 00 32 10 00 01 03 03 02 03 06 05 03 05 00 00 00 00 00 00 01 02 03 04 
00 05 11 06 12 07 21 31 13 32 41 51 71 91 08 16 22 52 81 61 82 d1 15 
Data Ascii: JFIFddC%# , #&')*)-0-(0%()(C((((((((((((((((((((((((((((((((((((((((((((((((((((x2!12AQq"Ra

Session ID Source IP Source Port Destination IP
Destination
Port

Process

41 192.168.2.5 49816 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:14 UTC 3834 OUT GET /wp-content/uploads/elementor/thumbs/RevX-Systems-Logo-pgsb8yjt7x7ia30vcmv8vhkphp4o591kaxalrc0km0.jpg 
HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:14 UTC 3845 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:14 GMT
Content-Type: image/jpeg
Content-Length: 2771
Last-Modified: Mon, 29 Nov 2021 16:55:00 GMT
Connection: close
ETag: "61a505e4-ad3"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:14 UTC 3845 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 64 00 64 00 00 ff db 00 43 00 06 04 05 06 05 04 06 06 05 06 07 
07 06 08 0a 10 0a 0a 09 09 0a 14 0e 0f 0c 10 17 14 18 18 17 14 16 16 1a 1d 25 1f 1a 1b 23 1c 16 16 20 2c 20 23 26 27 
29 2a 29 19 1f 2d 30 2d 28 30 25 28 29 28 ff db 00 43 01 07 07 07 0a 08 0a 13 0a 0a 13 28 1a 16 1a 28 28 28 28 28 28 
28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 
28 28 28 28 28 ff c0 00 11 08 00 3c 00 78 03 01 11 00 02 11 01 03 11 01 ff c4 00 1c 00 00 02 03 00 03 01 00 00 00 00 00 
00 00 00 00 00 00 06 05 07 08 02 03 04 01 ff c4 00 41 10 00 01 03 04 00 04 03 05 03 07 0b 05 00 00 00 00 01 02 03 04 
00 05 06 11 07 12 21 31 13 41 51 14 22 61 71 81 32 42 b1 08 16 23 52 
Data Ascii: JFIFddC%# , #&')*)-0-(0%()(C(((((((((((((((((((((((((((((((((((((((((((((((((((<xA!1AQ"aq2B#R
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

42 192.168.2.5 49820 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:16 UTC 3848 OUT GET /wp-content/uploads/elementor/thumbs/SOMOS_logo-p0chusoapg0rd0u8k6s84skljlqephdqea8gmpwngi.jpg H
TTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:16 UTC 3849 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:16 GMT
Content-Type: image/jpeg
Content-Length: 1775
Last-Modified: Thu, 24 Dec 2020 17:04:07 GMT
Connection: close
ETag: "5fe4ca07-6ef"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:16 UTC 3849 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 64 00 64 00 00 ff db 00 43 00 06 04 05 06 05 04 06 06 05 06 07 
07 06 08 0a 10 0a 0a 09 09 0a 14 0e 0f 0c 10 17 14 18 18 17 14 16 16 1a 1d 25 1f 1a 1b 23 1c 16 16 20 2c 20 23 26 27 
29 2a 29 19 1f 2d 30 2d 28 30 25 28 29 28 ff db 00 43 01 07 07 07 0a 08 0a 13 0a 0a 13 28 1a 16 1a 28 28 28 28 28 28 
28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 
28 28 28 28 28 ff c0 00 11 08 00 2d 00 78 03 01 11 00 02 11 01 03 11 01 ff c4 00 1c 00 01 00 02 03 01 01 01 00 00 00 00 
00 00 00 00 00 00 06 07 03 04 05 02 08 01 ff c4 00 38 10 00 01 03 03 02 03 05 05 05 09 01 00 00 00 00 00 01 02 03 04 
00 05 11 06 12 07 13 21 14 31 41 51 61 15 22 71 91 a1 08 42 52 81 b1 
Data Ascii: JFIFddC%# , #&')*)-0-(0%()(C(((((((((((((((((((((((((((((((((((((((((((((((((((-x8!1AQa"qBR

Session ID Source IP Source Port Destination IP
Destination
Port

Process

43 192.168.2.5 49829 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:19 UTC 3851 OUT GET /wp-content/uploads/elementor/thumbs/telit-logo-3-ozc05k2q8954lmwouxbs2kss9a36chi1uhgv5a2ape.jpg HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:19 UTC 3854 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:19 GMT
Content-Type: image/jpeg
Content-Length: 3050
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-bea"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:19 UTC 3854 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff fe 00 3b 43 52 45 41 54 4f 52 3a 20 67 64 2d 6a 
70 65 67 20 76 31 2e 30 20 28 75 73 69 6e 67 20 49 4a 47 20 4a 50 45 47 20 76 36 32 29 2c 20 71 75 61 6c 69 74 79 20 
3d 20 38 32 0a ff db 00 43 00 06 04 04 05 04 04 06 05 05 05 06 06 06 07 09 0e 09 09 08 08 09 12 0d 0d 0a 0e 15 12 16 
16 15 12 14 14 17 1a 21 1c 17 18 1f 19 14 14 1d 27 1d 1f 22 23 25 25 25 16 1c 29 2c 28 24 2b 21 24 25 24 ff db 00 43 01 
06 06 06 09 08 09 11 09 09 11 24 18 14 18 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 
24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 ff c0 00 11 08 00 45 00 78 03 01 22 00 02 1
1 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 
Data Ascii: JFIF``;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82C!'"#%%%),($+!$%$C$$$$$$$$$$$$$$$$$
$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$Ex"
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

44 192.168.2.5 49827 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:19 UTC 3851 OUT GET /wp-content/uploads/elementor/thumbs/Tata-Comms-ozc9btn9jn91x96fc6nqnqia848zvxmtl5dmiadiko.png HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:19 UTC 3857 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:19 GMT
Content-Type: image/png
Content-Length: 3239
Last-Modified: Thu, 03 Dec 2020 21:33:50 GMT
Connection: close
ETag: "5fc959be-ca7"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:19 UTC 3858 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 78 00 00 00 54 08 02 00 00 00 c6 68 64 c8 00 00 
0c 6e 49 44 41 54 78 da ed 9c f9 57 5b c7 15 c7 fd 87 25 4d eb 24 cd 5e 3b 49 13 a7 69 dd ba 4d d2 a4 d9 9a c4 ad db 
9e a4 4d 53 e3 04 db 78 c1 c6 78 0b de b7 38 b6 eb 05 db 31 de 6d 84 40 20 16 21 f6 45 80 10 20 19 21 d0 be 20 d1 cf 9
b 0b 0f 04 f8 17 9f 1a 08 9e 39 ef e8 3c e6 cd 9b b9 f7 3b df f9 ce 9d 2b 1d 96 64 32 99 b1 b1 31 f9 d4 e5 e1 95 25 1a 02 
0d b4 06 5a 17 0d b4 06 5a 03 ad 8b 06 5a 03 ad 8b 06 5a 03 ad 81 d6 45 03 ad 81 d6 e5 c1 81 9e 9a c6 d3 9f ff f7 4f cd 
e8 b9 62 74 66 4a d1 bc d3 8c fe 71 17 0d b4 8e 3a 34 d0 ba 68 e9 f8 f1 30 5a 87 07 0f ef 53 33 5a 6b f4 e2 3b b0 e8 a5 
3d 47 d2 31 5f 63 8f a6 33 c1 68 6a 38 9a 9c 79 45 12 a3 b4 49 
Data Ascii: PNGIHDRxThdnIDATxW[%M$^;IiMMSxx81m@ !E ! 9<;+d21%ZZZZEObtfJq:4h0ZS3Zk;=G1_c3hj8yEI

Session ID Source IP Source Port Destination IP
Destination
Port

Process

45 192.168.2.5 49830 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:19 UTC 3852 OUT GET /wp-content/uploads/elementor/thumbs/utimaco-pd263yhzmd153qecey4hl6evruq98vk3y9bskxnva0.jpg HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:19 UTC 3852 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:19 GMT
Content-Type: image/jpeg
Content-Length: 1674
Last-Modified: Mon, 13 Sep 2021 15:22:59 GMT
Connection: close
ETag: "613f6cd3-68a"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:19 UTC 3852 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 64 00 64 00 00 ff db 00 43 00 06 04 05 06 05 04 06 06 05 06 07 
07 06 08 0a 10 0a 0a 09 09 0a 14 0e 0f 0c 10 17 14 18 18 17 14 16 16 1a 1d 25 1f 1a 1b 23 1c 16 16 20 2c 20 23 26 27 
29 2a 29 19 1f 2d 30 2d 28 30 25 28 29 28 ff db 00 43 01 07 07 07 0a 08 0a 13 0a 0a 13 28 1a 16 1a 28 28 28 28 28 28 
28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 
28 28 28 28 28 ff c0 00 11 08 00 1c 00 78 03 01 11 00 02 11 01 03 11 01 ff c4 00 1c 00 00 01 05 01 01 01 00 00 00 00 00 
00 00 00 00 00 06 00 03 04 05 07 01 08 02 ff c4 00 36 10 00 01 03 03 03 02 04 04 04 04 07 00 00 00 00 00 01 02 03 04 
05 06 11 00 07 12 21 31 08 13 22 51 14 41 61 81 23 32 71 91 35 72 74 
Data Ascii: JFIFddC%# , #&')*)-0-(0%()(C(((((((((((((((((((((((((((((((((((((((((((((((((((x6!1"QAa#2q5rt

Session ID Source IP Source Port Destination IP
Destination
Port

Process

46 192.168.2.5 49831 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:19 UTC 3861 OUT GET /wp-content/uploads/elementor/thumbs/Vodafone-New_Business_Logo_Horiz_RGB_RED-ozbyz8echt7btqdx04
pjaralbop6r4h5ozys7qtgt4.png HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:19 UTC 3862 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:19 GMT
Content-Type: image/png
Content-Length: 2458
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-99a"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:19 UTC 3863 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 78 00 00 00 3c 08 06 00 00 00 ad ad 7e a8 00 00 
00 09 70 48 59 73 00 00 0e c4 00 00 0e c4 01 95 2b 0e 1b 00 00 09 4c 49 44 41 54 78 9c ed 9b 7b 70 55 c5 19 c0 7f f7 42 
42 08 e1 36 52 86 3a 6c 41 4b 29 50 c6 a1 9a 02 05 8a 95 aa 80 14 0a 95 3e 74 7c 00 23 8f 82 48 b1 1d 22 33 32 1d 87 
a1 d6 29 8c 22 23 88 b6 82 d2 f2 54 9e ca 28 d0 08 08 0c 08 cd c4 62 05 ab 80 66 80 25 11 12 20 31 84 90 e4 de d3 3f be 
bd 72 49 ce b9 f7 26 27 37 60 d9 df cc 99 9c ec e3 db bd fb ed 7e fb f8 f6 80 c5 62 b1 58 2c 16 8b c5 62 b1 58 2c 16 8b c5
62 b1 58 2c 16 8b c5 62 b9 4e 09 a4 ba 00 0d e9 c0 9d c0 50 a0 37 d0 15 c8 06 82 c0 79 e0 33 a0 00 d8 0a 6c 53 50 95 
ea 3a 5d 4f a4 4c c1 1a b2 80 df 01 d3 80 1b dd d2 04 db b6 25 
Data Ascii: PNGIHDRx<~pHYs+LIDATx{pUBB6R:lAK)P>t|#H"32)"#T(bf% 1?rI&'7`~bX,bX,bX,bNP7y3lSP:]OL%

Session ID Source IP Source Port Destination IP
Destination
Port

Process

47 192.168.2.5 49833 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:19 UTC 3861 OUT GET /wp-content/uploads/2020/04/backwhite.png HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/wp-content/cache/breeze-minification/css/breeze_22215f59e0654c4cae90121
51dbc3c7c.css
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:20 UTC 3867 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:20 GMT
Content-Type: image/png
Content-Length: 300133
Last-Modified: Thu, 03 Dec 2020 17:26:39 GMT
Connection: close
ETag: "5fc91fcf-49465"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:20 UTC 3867 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 07 80 00 00 05 00 08 03 00 00 00 91 53 bf 05 00 00 
00 f6 50 4c 54 45 ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
Data Ascii: PNGIHDRSPLTE

2022-04-20 13:11:20 UTC 3883 IN Data Raw: 46 0c fc fb 81 bd 33 a0 30 c7 95 14 e0 0b a5 a1 25 f0 c5 ad 05 f2 b7 b4 7c 0f ec c3 b0 50 00 db 9f 5a 06 00 3e 
91 df be 2f 77 01 d3 c5 67 72 cb f0 7b 27 63 3f 00 d8 c2 28 8e ad 90 b2 de 13 4d 2a 36 13 98 02 78 0e 00 6e a3 fd 14 00 
fc f3 ed 18 01 bc 78 85 ff fd f9 79 ef 9b 4f 6f ae c4 21 ae 75 57 ff 55 af e9 89 1e ba f5 a8 e7 53 24 69 40 c8 ba 32 0c ba 95 
3c b0 4b 05 ce 54 35 af 9c 02 5e 75 b1 58 1c 7f 75 ab 3e ed 3b d8 ca f8 6d d5 6d 2e 44 f0 ff 46 02 cb 99 2a b5 36 2b bf 21 
84 08 6e 39 81 dd 7c e3 d6 04 16 0b 61 ed 47 00 17 46 68 d5 68 32 97 fa 79 23 6e 8a c7 d4 37 91 d9 12 38 e1 f6 b8 f1 9e 
57 4c 8c c5 82 5e 83 9a 6b d6 37 b9 80 8b 2b 8f 04 1e b9 5e fb fe 74 ea d3 2f af 4f 09 6c fd 65 73 49 c2 ef c8 b2 0c 56 bd 
d2 2f e9 28 ae 45 0a d1 ce e5 58 af 97 d3 
Data Ascii: F30%|PZ>/wgr{'c?(M*6xnxyOo!uWUS$i@2<KT5^uXu>;mm.DF*6+!n9|aGFhh2y#n78WL^k7+^t/OlesIV/(EX
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2022-04-20 13:11:20 UTC 3901 IN Data Raw: 6c 1e 30 2d 08 01 09 1c d6 8d b1 9c 50 5f d6 be 78 6c 84 e3 e0 40 02 70 77 da e6 87 7e 02 78 89 f1 7b e2 84 
a7 09 00 d8 fa d4 f9 25 97 06 4e 59 10 bc f0 a8 42 22 53 81 f9 24 30 76 41 df 1c ce a3 b5 1e 8c 24 7c 7e fa f2 e5 d6 e1 a1 
84 c0 cf ac 21 f4 0a f8 fb c3 f1 dd 63 1b b4 d3 20 8d 41 eb 1d 02 e0 0c b8 cb e2 58 24 73 64 b1 39 6f a7 21 25 aa b9 a5 
0a c3 d7 6a 49 cd 99 44 ee 10 5c c9 a4 e0 24 70 e1 d4 1d d8 04 60 17 8b 15 1a 55 02 cb 0c 1e 1c e3 d4 7e fa 48 e0 41 
2e 1a 29 df 57 cc 79 f2 10 c0 5e 04 ce 5d b6 68 4a 74 08 31 68 b1 3b 34 4a cc 5f e2 c2 12 ee d7 72 9b f8 85 63 6a 6c 86 
95 17 bd cb aa 3f e6 d3 c6 16 5b c8 97 54 f8 4e 56 a3 c4 a0 e7 b4 f9 64 d1 9a b3 08 0c 71 d7 c9 e0 d3 56 4e 06 04 b6 00 
b8 e8 04 f0 e1 91 87 e2 cc f7 30 7f 0f dc ce c8 1a 00 6c 
Data Ascii: l0-P_xl@pw~x{%NYB"S$0vA$|~!c AX$sd9o!%jID\$p`U~HA.)Wy^]hJt1h;4J_rcjl?[TNVdqVN0l

2022-04-20 13:11:20 UTC 3917 IN Data Raw: 0d 75 48 88 a8 12 37 fa f6 02 98 2c e6 c1 02 38 84 c0 7d 4b e8 ff 2a 81 e3 3e 9a 5d 00 13 d4 a1 2d 11 98 5c 
71 48 bd f1 eb af 5f eb 41 2f 4d fd 47 43 5d 95 3c 00 b8 ae 93 20 58 23 81 3d ad d0 08 f8 6b 5b db b9 e6 57 5e 02 98 ac 
46 73 3a a0 c1 1d c0 7d 0c ba 5c b7 47 44 78 37 cd 38 e0 09 c6 ef ae 70 a2 a0 1d f4 3a 83 24 30 ed 73 89 b3 c1 bb 63 f9 
a4 d6 00 e0 2d de e1 38 f6 7c 7b 0b ff d7 67 61 17 63 54 21 ed be c5 fc e5 ed 6b 1b ae 19 74 7d 87 09 fc f1 2e e8 bb 57 
36 e3 08 04 30 88 5f 38 d6 d4 06 fd 6c 49 00 e3 5b 0a ee 3f b1 f3 f3 b0 60 a1 ea b3 c0 4e 26 68 32 42 2d 60 b5 2d c4 65 
ca f6 4a 3a 1b 34 a5 6f c5 a4 85 c3 9a 4c 7a 70 0c 00 ec 2b 80 43 08 cc 4d 63 78 05 b0 46 00 db 1e 80 b1 8b b6 13 85 a6 
e8 2d 35 63 40 90 89 c1 f8 57 89 3f cc e1 43 b7 ea 37 cf 
Data Ascii: uH7,8}K*>]-\qH_A/MGC]< X#=k[W^Fs:}\GDx78p:$0sc-8|{gacT!kt}.W60_8lI[?`N&h2B-`-eJ:4oLzp+CMcxF-
5c@W?C7

2022-04-20 13:11:20 UTC 3933 IN Data Raw: fc ad 5d 2e b1 08 29 6e 0f 60 2e 0c 5e f3 61 f0 6c bd 36 fa 7a 60 4b e0 b6 6d 8a a2 3d 10 18 12 d8 b3 f9 f1 c9 
e9 ba 0c 7f 61 b4 0c 7f 41 e2 b3 5c ae a1 c0 e9 ea ea 9a 1b 0d 00 5f 9e 9c 6c 56 2b 31 79 4a f8 4b 4a 80 4f 8e 10 c0 d8 
09 f8 75 11 dc ae 29 f0 06 02 60 69 ef b8 07 27 8e e4 d7 ef df bf 14 8f 5f 13 b7 69 23 07 5d b5 68 f0 69 3a 2a da 51 0e a7 
c2 92 11 9c 98 26 c9 d8 d8 52 4e 15 02 f7 ba 09 7c 00 f0 ab 8c ae 59 8c 38 11 87 09 e7 a2 f0 2a d1 87 c0 c3 04 c0 34 04 
56 4e 7b a6 04 34 95 41 e7 96 12 a4 28 4e 47 63 b1 e0 37 83 74 53 f9 8f 21 52 8e e1 4c 91 81 ee 0b c0 e1 14 f9 5b 5f 84 
29 29 42 ea 00 e0 2a 0c 86 98 77 59 4d a2 4b 63 19 70 40 cc 28 5b 27 38 53 94 42 cf 82 19 80 98 68 b0 48 f8 7b 7a e2 f3 
7a a0 eb 81 13 b1 39 3a ba b8 e2 47 13 c0 90 ee c6 
Data Ascii: ].)n`.^al6z`Km=aA\_lV+1yJKJOu)`i'_i#]hi:*Q&RN|Y8*4VN{4A(NGc7tS!RL[_))B*wYMKcp@(['8SBhH{zz9:G

2022-04-20 13:11:20 UTC 3949 IN Data Raw: 93 91 bc 83 9e f2 45 48 c9 c4 4b 8d 35 b3 16 21 29 01 3c 01 fe ba 6d cb a2 08 ba b9 2a 5b 6e 36 e5 db ce 36 
5b b1 ab 8e 08 60 4c 40 6f 7c ee 67 0d 80 17 10 02 27 06 fe 5e 0c c9 df 62 be 39 bf 7e 20 43 05 e0 a7 eb d5 8b f6 46 a2 
1b c0 f0 c5 39 07 60 46 e0 98 20 f8 f3 37 3b 82 2f 7f fe ac 0a 81 3f 03 80 35 cb 87 f9 3b 86 df fb fc 75 26 c4 86 dd b3 3c 1b
d5 00 4e db fb 43 26 66 23 04 b3 10 ab 3d 83 43 31 07 2d 04 c0 61 e4 10 8b 85 e2 38 f0 f3 4f 0d 80 f9 10 b8 b1 44 64 00 
76 0c 81 fb 6b 87 54 f1 37 2a 3d 38 12 ab 19 87 cd 06 2b 53 35 60 f0 24 70 79 78 40 4f 11 c0 6c 4c 80 c3 d2 82 38 c4 ef 
27 42 06 3a ce ca 0d 5f 36 a6 85 52 bd c6 24 58 15 8f 67 ee 08 c6 22 24 bb 22 bc 01 e0 d4 c9 02 8b 0c 95 08 5a 28 04 5e 
6f b6 73 3d 80 49 02 da eb c4 03 80 55 32 5e 43 21 
Data Ascii: EHK5!)<m*[n66[`L@o|g'^b9~ CF9`F 7;/?5;u&<NC&f#=C1-a8ODdvkT7*=8+S5`$pyx@OlL8'B:_6R$Xg"$"Z
(^os=IU2^C!

2022-04-20 13:11:20 UTC 3965 IN Data Raw: ac 11 d2 1d 12 f8 4b b7 cd 29 34 ea 50 04 bb fa 67 93 4a f5 1f 12 90 a2 6b 65 52 17 c0 e0 fa 8d 35 fd 6a 8a 99 
d7 d7 09 e0 13 54 a1 ac bc a4 fe c4 7f 13 7b ed 0e c7 55 00 17 22 d8 e5 64 55 2d d0 a1 81 bf 72 09 5c 11 c1 54 02 f3 91 
84 91 3b 7f 2b 9d 18 68 f5 0d d9 f2 37 ec 08 f2 f7 48 04 8e f3 4a 94 46 01 ac c3 af 03 7f 35 12 18 d3 98 b0 0e d6 98 ec 88 
3f a8 10 38 90 99 a5 2b db 18 d1 ce 84 39 80 83 e1 44 db fa 57 ad db 40 02 57 af 4b 09 c0 11 00 b8 d3 c6 a5 18 22 7c b1 
1e 16 00 66 04 00 26 9d 81 c7 db 9d 1d d8 ce 80 c0 15 20 05 1b 30 01 b3 f0 ab 60 8c a5 b0 10 bf 67 9a f5 c2 19 e1 2f 77 
d2 c3 09 c3 ef 3e 5b 34 09 04 0e 1f 49 3b c2 18 ac d0 4f b5 3d e1 0b 0e c0 98 86 b4 91 25 55 d1 6a 1c 0c c0 c9 db d7 3c 
18 cb 30 7e fc fc b9 55 fc aa f3 9d 6a df fb df bf 
Data Ascii: K)4PgJkeR5jT{U"dU-r\T;+h7HJF5?8+9DW@WK"|f& 0`g/w>[4I;O=%Uj<0~Uj

2022-04-20 13:11:20 UTC 3981 IN Data Raw: 01 ef 06 a9 db aa d7 21 9c dc b2 3a 1c 1b c3 82 b2 f7 8c 00 7e 5e c0 5f 24 96 b8 b7 b8 7a 79 a3 03 e0 7b bf 
19 d4 f9 f6 67 e4 ef 15 ff 12 54 a1 fc 1a 99 00 ec ad ff 20 81 5d 43 b1 be b6 e8 04 8e cc e6 67 4f d7 08 58 26 81 25 ef 6c 
94 85 54 9a 5a 55 08 6e af 08 3f 07 63 bf 7d 69 9c 01 b8 0d 0c ba 46 61 95 10 dc 86 51 5d e0 aa ac f0 46 d0 a2 f8 cd d6 
60 e6 0b dd b0 2d 21 f6 1e 0c 88 00 66 f7 6d 4b 04 0e 4a a6 24 17 09 8c 86 a4 92 ec 4d ca c6 a0 58 d2 80 30 88 12 c1 
1e 5d b8 89 51 f6 a6 55 0a f7 92 77 85 b0 54 02 8f 25 00 8e 81 b9 f9 8b 2e 2e 60 cf 94 8a 44 36 88 04 e6 df e2 a3 f8 65 
00 1e 95 f9 eb 9a 19 4a 2d d0 0d 05 30 cd 00 de 4a 62 b0 ba 83 e9 f9 fe 9a 8e 1c be 57 9b f9 b4 37 63 85 b0 da 1c f1 d9 
03 ad 83 a5 b6 3d 97 09 8c 23 4c a6 fb c7 b7 7c 3c ed c7 
Data Ascii: !:~^_$zy{gT ]CgOX&%lTZUn?c}iFaQ]F`-!fmKJ$MX0]QUwT%..`D6eJ-0JbW7c=#L|<

2022-04-20 13:11:20 UTC 3997 IN Data Raw: 91 16 80 5b 23 d0 b3 bd 8e f2 23 46 03 e9 28 c2 8a fc 1b 5a 02 2b 8a 80 e9 5a 80 04 de ce 50 c4 e5 0b 2c b9 
a9 b9 59 08 5c 39 85 37 04 c1 b7 fc 30 d5 5d 28 a7 cb a3 9b a7 1f b0 7e fe ac 00 f8 b3 df 27 6c 86 9f 0d 2f 44 82 65 78 2a 
64 59 07 82 f3 d4 b2 18 f6 4b 00 5c 45 b0 00 60 df ca 85 65 4a e0 b2 03 47 ff 12 60 f1 35 7b 35 b3 a4 fc f5 87 be 99 74 1d 
67 61 ac 3c 9f 65 63 ca a2 f7 95 96 00 0e 64 f9 5e f3 0f 1c 23 6d c3 4a 21 52 cc 3d 59 01 ee 5e fb cf 65 00 59 1c c7 2d b2 
98 e8 5f f3 77 09 f2 a6 15 2b 29 5a 5f b5 36 e1 60 00 4e d0 04 bd 9d 16 88 31 5a b1 14 ca 56 e4 6f da b3 05 96 fc 0d a4 
5e 2c b4 42 2f 14 6f 15 ef 08 00 6e 8b 40 07 73 e4 af 86 72 95 8f 22 ac 1c 0f 48 e0 d5 90 df c1 e9 d5 95 ba 73 13 c6 a0 f7 
b7 71 25 6c 08 7f e5 4f 49 04 70 9b 95 7c fd 
Data Ascii: [##F(Z+ZP,Y\970](~'l/Dex*dYK\E`eJG`5{5tga<ecd^#mJ!R=Y^eY-_w+)Z_6`N1ZVo^,B/on@sr"Hsq%lOIp|

2022-04-20 13:11:20 UTC 4013 IN Data Raw: 07 0e 43 02 47 8a f4 af b9 01 9a 6f 17 ba 47 12 d6 8f 90 b4 c5 9a 3b bb 7c b0 0f 65 68 61 c1 aa dc 87 7b 2c 02 
bd 81 99 c1 ee af e0 04 00 dc 02 0a 6c 43 d9 f3 5d c3 9d 2b 86 df 43 fa f0 df b0 f4 ef c2 f8 58 49 ac 99 8e 8e c2 08 f4 d5 
6d 1b 7f df de 5f 57 c5 af de 7c 7c b0 78 f4 e2 a3 8c 46 57 d7 f2 fd 3b 00 f8 7d bf ef 29 c5 16 1c 7b 5d 00 ae 38 b0 b4 01 
3c b2 cd 00 f1 87 a5 74 b3 de ce df d2 76 95 ab 68 a0 e4 af 7d 25 52 98 0d 0c 60 1e 73 8e aa e8 31 63 30 8b 5c 9b 7c c2 
a0 62 30 6e cb f4 6e d5 8c d5 fc 14 ba 6d b2 eb bd 28 b7 62 9f 13 f6 09 d5 09 98 8d 4f 81 a8 65 a3 16 63 f1 d7 7a 89 e0 
50 74 3f 8b 13 82 bb 01 ec 8f 35 1a 62 c9 3d 58 f1 a4 e7 ed ef 8f 5a 08 4c 3a 5f 49 d2 bf 74 22 e1 c4 e6 9a 02 00 9b c2 23 
77 3a 9d 81 f6 a1 c4 08 ab 75 d8 30 dd e3 29 
Data Ascii: CGoG;|eha{,lC]+CXIm_W||xFW;}){]8<tvh}%R`s1c0\|b0nnm(bOeczPt?5b=XZL:_It"#w:u0)

2022-04-20 13:11:20 UTC 4029 IN Data Raw: 25 0b d6 fb 64 ec ac 3a 05 6e 74 e5 5e 15 e1 6f 52 52 94 6a b4 f6 18 82 5d 1a 73 68 2a 91 ac 00 6c 94 80 65 
c3 d5 38 4d db f3 50 da f0 a8 5c dc 53 7b c9 9f 05 70 d9 1e ba 96 06 2d 24 3d c7 b9 d1 b3 1f a7 e2 e9 f4 7d 09 d6 fb 43 
b0 a7 0d 80 2d 00 ac 36 e4 08 d8 3d 10 34 f9 d7 90 6d 60 15 10 14 36 58 24 fd 99 cc fd 90 97 20 61 ce 55 15 5f 23 8d 1b 
47 4d 12 e8 b2 19 cc d2 a0 2d 8d b0 2a 5f d5 40 86 86 4d e0 2e f9 50 e9 82 e6 5e 35 3f 1a 92 e9 de a6 3c b6 30 f6 1c 92 
18 0a 91 78 cc e4 1f 22 7f 85 77 dd 03 02 ef 2c 3f 65 09 dc e5 00 ee d8 69 88 22 f8 c3 07 fb 30 7c 70 f5 f4 74 1f d4 01 8c 
45 48 87 79 0a 96 70 93 30 1d 7a d9 e9 78 a7 ad 4b 91 f2 81 29 58 6f 77 8f 8f 35 fe e6 3e 94 7c d0 3e c0 2f ac 23 30 a1 
ef db 55 2a 5d 23 d3 76 84 8e 7c 30 34 8e f0 35 fe 92 
Data Ascii: %d:nt^oRRj]sh*le8MP\S{p-$=}C-6=4m`6X$ aU_#GM-*_@M.P^5?<0x"w,?ei"0|ptEHyp0zxK)Xow5>|>/#0U
*]#v|045

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:20 UTC 4045 IN Data Raw: 5f 88 00 78 8c 4e 66 90 98 0e 5f 69 da 3c 26 e8 dc 95 a0 c3 68 65 d2 11 ec 46 f0 6c 28 c3 77 aa 68 ef 5d 20 
86 10 96 d5 22 d5 59 6b a0 41 e3 8c 22 25 c1 b6 0d 92 26 ab 95 51 cd 2c 25 b0 69 b0 60 e0 43 e9 2f 0e 91 bf 53 da 88 
50 4f eb 70 76 88 00 3e 39 39 d9 1a 65 64 c1 26 f0 79 7b 5d 38 d8 14 fc bd c9 df 06 8a a3 ae 6e 72 fa 9e ac dd 3f 19 16 
c8 df 85 f4 47 57 a5 36 c0 58 0a 7c fe 8e f7 7c 72 c5 62 df ab d9 a0 70 a1 fc 65 5d 06 bc cb fb 30 0c 48 0e d6 55 97 c7 10 
5d 17 5b 3e 18 ea 00 f6 c7 13 73 9c 22 7a 87 9e 6f bb 71 6c fd e5 68 f2 15 d5 cb 48 c0 e3 e5 41 71 da 8a c0 5e 97 e8 59 
c6 73 81 57 b2 b4 66 2f 91 36 38 d0 38 66 c5 b2 97 f7 55 88 c4 de 3a f5 23 d6 a0 22 fe df 21 b0 10 f7 1a b4 63 28 55 21 
95 ae 04 d5 a1 c5 10 9a e2 2c 2a 39 cd f0 2c e8 51 6f db 
Data Ascii: _xNf_i<&heFl(wh] "YkA"%&Q,%i`C/SPOpv>99ed&y{]8nr?GW6X||rbpe]0HU][>s"zoqlhHAq^YsWf/688fU:
#"!c(U!,*9,Qo

2022-04-20 13:11:20 UTC 4061 IN Data Raw: ca 3a 4a 96 46 b0 38 25 35 a4 ed 8f 62 2e 16 9b 28 c1 c8 27 27 99 3e ac b0 f3 99 d6 02 ac 31 00 3c 2e 81 b5 
25 33 5a 31 5f 75 16 52 84 55 ac 06 5e e9 b4 3c a7 6a 1e 62 d0 14 e4 a0 65 28 2d dc cf f4 7b 88 0f da d3 55 dd 10 be e2 
be 89 c0 4c 02 70 fb a6 57 ac 34 7a 12 02 80 a5 85 42 a2 6c c1 55 c0 5a 8a 94 24 00 e0 d2 23 e9 55 f8 75 92 9d 1e 02 80 
0b 05 80 37 c7 c7 bb 0e be c6 50 81 45 ac 3f 30 81 f1 c1 cd c1 04 ee 81 30 e8 c5 50 25 de 26 48 60 4a 63 81 09 ec 9a bf 
a4 12 e5 cc 0d 7f 71 41 9c 12 02 ff 71 ad 73 90 8a fa 30 9c 7c 41 fe 7e e9 c8 bb a5 00 86 b1 f7 ae 44 f0 6f 3a de 3b dd 98 
2a 4d 86 1a 4a 4d fa 43 2a e7 af 17 66 f3 6a e8 45 57 ed f9 de b1 05 86 84 81 01 c0 b9 84 7d fd 8a 63 a1 0f 3a 56 42 cd 
c2 08 4e 44 fe 6c d4 79 c1 57 f8 bc f2 d9 d7 85 66 7b 
Data Ascii: :JF8%5b.(''>1<.%3Z1_uRU^<jbe(-{ULpW4zBlUZ$#Uu7PE?00P%&H`JcqAqs0|A~Do:;*MJMC*fjEW}c:VBNDl
yWf{

2022-04-20 13:11:20 UTC 4078 IN Data Raw: 5d 76 5c 5f 70 3a b8 88 88 91 05 84 a1 e1 4e 37 a2 58 13 1a ae 09 8c eb b3 75 6c f2 92 82 29 39 29 99 94 66 
65 38 5c 8c 20 48 40 08 25 e0 30 36 3f 94 1a 8a 44 88 45 38 9a ca 93 08 b9 40 2f 33 80 f0 36 91 e7 b8 7e cd d8 13 89 08 
b2 56 2b db 49 8b 82 e9 c5 82 e1 6f 35 b6 21 12 1e 2b 2a 79 60 f9 c9 19 d4 e0 d8 6c 74 e5 f2 8a 7d 3d 80 27 5b 40 60 9b 
ba 7b 58 7c 12 72 7f eb eb 8b 4e c9 90 00 18 54 58 e7 9c 9d 1e 01 7f cf 46 6f 1d b5 00 00 b7 ad 98 a3 bb 3b da 02 18 3b 
31 6c 43 06 12 a6 00 0f e6 af 3c 13 29 02 fe be 95 9d e7 04 85 b0 70 ec 80 09 dc bf 92 e3 db 96 03 7a b2 db c7 03 3d a1 
42 ac 5f 7b 22 00 63 1f 06 b5 93 fc db 3f ff a8 0a 6a 86 5f 90 bf b2 ee 10 44 00 6d 6d 08 16 f2 a2 57 b9 a0 57 92 6e 83 75 
d4 89 81 db 7e cb 30 70 c6 97 00 6e 42 bf fd 22 ff 53 
Data Ascii: ]v\_p:N7Xul)9)fe8\ H@%06?DE8@/36~V+Io5!+*y`lt}='[@`{X|rNTXFo;;1lC<)pz=B_{"c?j_DmmWWnu~0pnB"S

2022-04-20 13:11:20 UTC 4094 IN Data Raw: b4 ea 0e 0b 00 cc 97 05 d1 82 b2 14 37 46 e2 34 ac 4a 20 3c 9c a7 0c 5e 56 36 f5 83 f5 ba 64 26 d5 1b 2c 37 
b4 fe 77 bb 1c f6 96 3a 00 2e 25 3e 97 c6 1c 08 2c 0e 29 b0 04 98 31 61 fa 3b 44 f0 9c b3 ca f4 2f 2e 2e 6a e6 61 a1 01 
74 99 bf a6 72 f8 4b 66 f2 2d c0 77 51 d2 a0 db 94 9f e3 6d 12 00 f8 44 00 60 9f 82 f7 7e c4 59 ea 8e 81 bb 0e 24 08 1e 
dc be 4b 00 8c e3 fd dd c1 38 bb 53 a8 40 17 f1 fb 85 c2 b7 99 7c 79 fd 0f 5a 50 92 91 1d 01 c3 36 12 00 bc da e7 63 dd 
b3 f3 a9 cd b9 d1 8f e0 14 85 4e 26 33 48 32 b0 d2 96 26 f8 f8 7b 04 82 23 da 59 41 67 85 ea c9 f2 b0 d4 02 69 2d 15 5a 
da 70 ce 6e 2b 87 88 5d 88 24 05 b0 cb 0b 91 99 59 5d 55 00 3b 35 38 c5 8c 70 73 d7 21 d4 ac 8b b6 da 17 a1 db e1 2f 
d3 6a 03 a7 04 99 86 cc a9 61 fa 69 f0 fb 14 3b 60 f9 b4 2a 
Data Ascii: 7F4J <^V6d&,7w:.%>,)1a;D/..jatrKf-wQmD`~Y$K8S@|yZP6cN&3H2&{#YAgi-Zpn+]$Y]U;58ps!/jai;`*

2022-04-20 13:11:20 UTC 4110 IN Data Raw: 0a 8d 75 e8 88 db dc b0 da 5a 81 73 c1 f3 fd 93 b2 f4 e7 ec 55 5a 11 84 69 68 5b bc 31 36 f3 7c b9 5b 3f 21 5a 
9d 41 78 6f 0d 87 c8 1c 2a df ef 69 fd 28 71 ef 96 d0 17 92 d2 d0 66 7d 44 93 13 42 8e 0e ad 05 60 a4 fb 58 11 c1 1e f6 fa 
ad 30 45 de fa a8 37 47 02 4f e4 b7 70 22 49 c3 52 51 a0 27 47 89 fe bc e4 22 78 04 00 de 18 75 f8 4b ec 27 f3 0b 45 be 
01 43 71 09 41 0b ac cb 01 ef 79 3c a5 08 be 90 28 d1 90 85 75 cb fc 18 48 e0 33 55 02 6b 35 41 62 85 c0 0d 85 cc 92 03 
47 02 e0 8f 0a 00 be 92 77 61 90 21 fc ea 07 19 67 d3 1f b4 14 49 c9 82 92 0c 9d 23 60 d8 15 01 80 d5 3f ea 0b e0 ef f9 
fe 16 0d 92 7f d5 dc 8c b2 60 83 95 bd 3a da f3 a9 e9 92 a1 2c 70 ed 31 e3 99 a4 29 70 a6 35 7a f5 0f 82 6d 72 d8 18 27 
5e 75 24 00 76 05 35 b0 04 c0 5e b9 85 52 fc 3d 22 
Data Ascii: uZsUZih[16|[?!ZAxo*i(qf}DB`X0E7GOp"IRQ'G"xuK'ECqAy<(uH3Uk5AbGwa!gI#`?`:,p1)p5zmr'^u$v5^R="

2022-04-20 13:11:20 UTC 4126 IN Data Raw: 91 cc 20 5a 7f 74 b0 8e 92 58 1a 33 42 e0 8d da de de 83 4a d9 98 54 82 36 1c 1a 0c b4 00 c0 85 73 77 6b 07 
4c fe b3 f6 ab 11 05 ba b2 07 ff ad 2d e0 3f c7 3b 0e 80 c3 ad c7 fa 8e f0 17 c7 fd 3a 33 7c 23 00 36 31 00 0e 94 1e f3 e0 
03 e1 ef c1 2f 39 fc 8d c6 ed 3f 5f bf 5e f2 fe e1 59 f9 10 98 04 c0 5f 2a 1f c0 81 23 a7 31 4b bd 84 ca 7c 06 c0 4a 66 94 ad
c4 4a 54 68 04 79 58 16 e9 d9 6a 88 ea 33 4d 24 73 1f 09 d9 52 5c 89 64 00 ae 73 59 58 0e 81 31 b8 b6 d9 2c 25 d7 c7 
95 d1 cb 08 81 eb e9 1f 5f 13 b9 74 85 08 ee fa 04 36 09 a6 2c 4f d7 d7 2b d7 c8 d9 ae 39 93 bf dc 0d 47 3e 11 da ca ee 
fb 5b eb 03 81 55 e3 8e 54 0b 86 dd ca cf cc d3 bd ab e2 df 34 d3 80 c0 63 dd c7 97 af 40 43 02 d6 66 23 97 27 5d 9a fd 
7c 70 38 0b 1f f8 d6 3e 41 f0 be ca fc c5 9c e7 58 
Data Ascii:  ZtX3BJT6swkL-?;:3|#61/9?_^Y_*#1K|JfJThyXj3M$sR\dsYX1,%_t6,O+9G>[UT4c@Cf#']|p8>AX

2022-04-20 13:11:20 UTC 4142 IN Data Raw: 74 a0 fd e8 96 bd ff e5 88 61 c9 fe e0 00 e0 0e e5 70 62 3d b0 27 84 bf dd ac e7 8e f0 57 27 22 e9 65 4b 88 ca 
89 58 31 00 0f ca 3b 02 f6 43 42 f4 c9 a8 7a 24 36 c4 4f d8 a7 e0 e5 d6 c1 2a 1c 09 f7 7d 98 91 57 54 8b 28 30 0b 39 75 
b1 44 fe 90 85 86 40 87 66 01 6c 62 ec aa ce 5f 6c e7 db 4b fc 0c 02 5f d0 98 2d 01 17 52 f7 9d 67 5c 6a 2b 56 9c 73 07 
b8 99 cb 97 48 bb 60 22 56 6f 06 6d 7e 33 bf 5f 50 70 d4 80 15 60 e7 75 48 cd 91 1f fc ce 05 27 19 00 60 ff a6 63 f4 bb 30 
1a 4b 24 f0 f2 d7 d8 42 bb 6c 0e 16 16 01 d3 9d eb f2 fc 82 84 c2 53 20 f0 aa 34 00 57 f0 04 f8 e6 e6 2a 3b 9e 38 bd bf 4f 
9b 51 2a 29 d0 80 b8 a7 a7 e3 cc 00 e0 11 08 dc 4f 06 c0 81 fa bc 4b 3d 62 0d 21 b0 04 ef 1b 00 f0 1f bf 53 2a f4 02 02 
e0 37 24 e6 fd f9 f3 cf 68 a3 a0 db 0a 89 5c 5e 
Data Ascii: tapb='W'"eKX1;CBz$6O*}WT(09uD@flb_lK_-Rg\j+VsH`"Vom~3_Pp`uH'`c0K$BlS 4W*;8OQ*)OK=b!S*7$h\^

2022-04-20 13:11:20 UTC 4158 IN Data Raw: b1 09 c3 48 9d bf 25 01 dc 27 fc 8d 10 61 17 16 24 e4 7f 3f 74 2d 04 21 34 f3 01 0e c4 22 72 08 66 97 5b 10 16 
8c cb 75 68 d0 01 70 83 ac e0 e9 5f 59 53 2d 18 ed a2 7f 56 05 84 ea 96 3a 47 6e 4d 22 02 8f 24 73 d0 70 9c 1a d1 17 0c 
27 9d 28 f3 4c 5a f0 f6 06 93 74 36 fa 87 f4 43 8a 9e 0e 54 c9 0d 66 d9 8e 46 b5 8e 3b 8d 18 4c fb 7d b1 43 e0 72 55 6a 
8d 56 c7 76 c6 93 45 3a f6 8d 20 3c 1e 0f 6c 9b d5 00 5b 25 e2 81 19 d4 4f 4d 28 5f f3 44 66 09 e6 b2 cc 7d a2 b8 10 98 
b9 70 2c 08 80 8f 8f 4b 84 c1 65 01 6c 2c 81 c0 87 92 9b 8f 53 5e 1a 9a f0 f7 46 fe 11 96 50 61 f5 36 b7 49 fc de ce aa 9d 
20 9c 1c 34 df 80 23 31 00 c0 3c 36 ad 77 01 60 a8 48 22 41 f0 8d 54 92 a9 0d 00 2e 5f 8a 3c f9 e3 cf 3f ff 54 95 42 a3 02 
eb 4e 83 bf e5 00 dc df a6 f8 6b 34 65 e5 18 89 
Data Ascii: H%'a$?t-!4"rf[uhp_YS-V:GnM"$sp'(LZt6CTfF;L}CrUjVvE: <l[%OM(_Df}p,Kel,S^FPa6I 4#1<6w`H"AT._<?
TBNk4e

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

48 192.168.2.5 49832 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:19 UTC 3862 OUT GET /wp-content/uploads/2020/03/upcoming-event.png HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:20 UTC 3865 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:20 GMT
Content-Type: image/png
Content-Length: 211
Last-Modified: Thu, 03 Dec 2020 17:32:48 GMT
Connection: close
ETag: "5fc92140-d3"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:20 UTC 3865 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 38 00 00 00 3c 02 03 00 00 00 4e 79 91 9b 00 00 
00 0c 50 4c 54 45 00 00 00 ff ff ff ff ff ff ff ff ff 38 c0 3b a8 00 00 00 03 74 52 4e 53 00 cf d0 30 c7 dd 8b 00 00 00 73 49 44 
41 54 28 cf ed d2 51 0a 80 20 0c 06 e0 95 07 f0 42 41 dd cc 6e a6 47 f2 00 e5 df a6 04 4b 7b 08 ca b7 f6 e0 fc 60 b2 21 
23 22 87 85 38 06 ec 92 08 08 92 0c 90 19 4d 61 b0 2d 1d 22 97 49 04 cb af a1 09 8a ba d8 b6 54 8d 84 1e ab 70 44 ca 
54 f1 8e b8 44 cd 0f 1b 35 9c cf 2e db 1d 27 3e f9 43 ca a5 27 ff 31 9e 8f d1 6b 19 aa ad f3 5a e9 00 82 f1 14 37 a9 54 00 
86 00 00 00 00 49 45 4e 44 ae 42 60 82 
Data Ascii: PNGIHDR8<NyPLTE8;tRNS0sIDAT(Q BAnGK{`!#"8Ma-"ITpDTD5.'>C'1kZ7TIENDB`

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

49 192.168.2.5 49836 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:20 UTC 3865 OUT GET /wp-content/uploads/2020/04/content-library.png HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:20 UTC 3899 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:20 GMT
Content-Type: image/png
Content-Length: 460
Last-Modified: Thu, 03 Dec 2020 17:55:40 GMT
Connection: close
ETag: "5fc9269c-1cc"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:20 UTC 3899 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 3c 00 00 00 3c 08 03 00 00 00 0d 22 29 40 00 00 
00 45 50 4c 54 45 00 00 00 ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff f
f ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 52 9d 73 c2 00 00 00 16 74 52 4e 53 00 10 20 30 40 50 60 70 80 90 9f a0 af b0 bf c0 cf d0 
df e0 ef f0 fb 80 6e ce 00 00 01 20 49 44 41 54 48 c7 cd d5 51 97 82 20 10 05 60 d0 15 33 a2 64 73 ef ff ff a9 3d 0c c9 74 
36 cf 7a 87 3a ed 3c f3 e9 c0 5c c5 b9 b5 b0 b3 dc b3 b2 e3 ed 67 fe 5a f8 4a 2c f2 33 d8 fd 07 9c eb 50 e6 16 9c df da b6 
3f de 8f da 80 23 1a 30 d0 bb 06 ec 5e 88 f3 d6 d7 34 b7 e0 fc ee b6 ff c4 c0 d1 37 60 44 7b db fd 
Data Ascii: PNGIHDR<<")@EPLTERstRNS 0@P`pn IDATHQ `3ds=t6z:<\gZJ,3P?#0^47`D{

Session ID Source IP Source Port Destination IP
Destination
Port

Process

5 192.168.2.5 49778 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:08 UTC 972 OUT GET /wp-content/uploads/2020/04/iot-logo.png HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:08 UTC 976 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:08 GMT
Content-Type: image/png
Content-Length: 29102
Last-Modified: Thu, 03 Dec 2020 17:29:06 GMT
Connection: close
ETag: "5fc92062-71ae"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:08 UTC 976 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 02 78 00 00 01 4d 08 06 00 00 00 93 c8 12 b9 00 00 
71 75 49 44 41 54 78 da ec 9d 67 7c 1c d5 b9 87 0f 90 84 34 20 81 1b c0 ab 2e 4b ee bd db b8 1b 57 59 b2 64 b9 f7 de 
7b ef bd ca bd db 92 d5 bb 3b 36 c5 94 24 84 70 93 00 c9 25 21 70 13 6e 0a 21 21 3d 01 d2 21 09 99 fb be 67 67 c4 5a d
6 ee ce cc ce ee 9e dd fd 7f 78 7e 36 58 da 9d 39 bb 3b f3 ec db 8e 70 4d bd 2c a2 90 cf 11 23 88 03 c4 93 c4 ff 12 7f 24 
fe ae f3 1b e2 55 e2 1a b1 9d e8 45 dc 11 a5 6b 61 8a c4 b1 d5 22 65 71 99 c8 be 39 44 92 f9 14 00 c1 65 dc d3 83 45 9b 
1d 47 44 72 76 b9 88 e5 cf 1e 00 00 04 83 68 3b a1 16 44 09 f1 17 42 b3 c8 3b c4 6e e2 4b 10 3c c8 07 80 e0 01 00 00 0
4 2f fc c4 11 17 6d 48 5d 43 fc 9b d8 43 7c 12 82 07 00 04 0f 00 
Data Ascii: PNGIHDRxMquIDATxg|4 .KWYd{;6$p%!pn!!=!ggZx~6X9;pM,#$UEka"eq9DeEGDrvh;DB;nK</mH]CC|

2022-04-20 13:11:08 UTC 992 IN Data Raw: 85 5e 3a a0 c5 38 ef e9 11 e1 e1 c4 27 f0 fe 08 9d e0 31 b5 8a bd 19 be ec e0 a2 74 53 fc 8d 3f db c1 73 dd 1e 
63 17 0d 27 6f d4 cf c7 c8 9a 39 51 fb 39 3f 0a 6e 5a 5c eb 14 8e b9 94 ad f4 e6 90 48 5e bb 37 91 ba f5 4a 9a fe 45 fb 1d 
48 9d 57 7e a5 37 5d a5 e0 fd 12 1a c1 eb ac e0 9b 60 be 83 0b 33 53 e1 37 fb 41 08 1e 04 2f 84 3c 1d c0 1a 25 45 81 9c 
d4 67 67 08 2f d0 bb a2 6c ed ce a0 b0 fe 96 cd 03 9e 82 bc 59 e6 26 f1 08 de 3f c1 15 3c 15 e7 c7 fd 96 78 d0 c1 c5 d9 
a3 e8 1b bc 12 82 07 c1 0b 21 2f d9 5c 9f 69 51 bc 26 3c 32 24 3d 88 17 66 17 f1 6a 94 ae dd 4f 1d 2e 33 89 34 b2 5d ee 
f1 25 90 b5 c0 f8 36 f1 28 24 2e 78 82 d7 4e c1 17 bd c2 e1 05 aa 52 f0 1c cb 21 78 10 bc 10 17 cc 5b ad 81 39 1b 23 6b 
33 26 08 17 e5 8c 08 68 40 71 62 c4 ca c8 18 bb d9 
Data Ascii: ^:8'1tS?sc'o9Q9?nZ\H^7JEHW~7]`3S7A/<%Egg/lY&?<x!/\iQ&<2$=fjO.34]%6($.xNR!x[9#k3&h@qb

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

50 192.168.2.5 49835 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:20 UTC 3866 OUT GET /wp-content/uploads/2020/04/upcoming-event.png HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:20 UTC 3900 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:20 GMT
Content-Type: image/png
Content-Length: 211
Last-Modified: Thu, 03 Dec 2020 17:23:22 GMT
Connection: close
ETag: "5fc91f0a-d3"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:20 UTC 3901 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 38 00 00 00 3c 02 03 00 00 00 4e 79 91 9b 00 00 
00 0c 50 4c 54 45 00 00 00 ff ff ff ff ff ff ff ff ff 38 c0 3b a8 00 00 00 03 74 52 4e 53 00 cf d0 30 c7 dd 8b 00 00 00 73 49 44 
41 54 28 cf ed d2 51 0a 80 20 0c 06 e0 95 07 f0 42 41 dd cc 6e a6 47 f2 00 e5 df a6 04 4b 7b 08 ca b7 f6 e0 fc 60 b2 21 
23 22 87 85 38 06 ec 92 08 08 92 0c 90 19 4d 61 b0 2d 1d 22 97 49 04 cb af a1 09 8a ba d8 b6 54 8d 84 1e ab 70 44 ca 
54 f1 8e b8 44 cd 0f 1b 35 9c cf 2e db 1d 27 3e f9 43 ca a5 27 ff 31 9e 8f d1 6b 19 aa ad f3 5a e9 00 82 f1 14 37 a9 54 00 
86 00 00 00 00 49 45 4e 44 ae 42 60 82 
Data Ascii: PNGIHDR8<NyPLTE8;tRNS0sIDAT(Q BAnGK{`!#"8Ma-"ITpDTD5.'>C'1kZ7TIENDB`
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

51 192.168.2.5 49834 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:20 UTC 3866 OUT GET /wp-content/uploads/2020/04/upcoming-events.png HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:20 UTC 3900 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:20 GMT
Content-Type: image/png
Content-Length: 471
Last-Modified: Thu, 03 Dec 2020 17:28:57 GMT
Connection: close
ETag: "5fc92059-1d7"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:20 UTC 3900 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 3a 00 00 00 39 08 03 00 00 00 50 f1 c8 b4 00 00 
00 42 50 4c 54 45 00 00 00 ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff f
f ff ff ff ff ff ff ff ff ff ff ff ff ff 08 5f d2 86 00 00 00 15 74 52 4e 53 00 10 20 40 4f 50 5f 60 70 7f 80 af b0 bf c0 cf d0 df e0 ef f0 
98 fe a2 37 00 00 01 2f 49 44 41 54 48 c7 ed 96 dd 72 83 20 10 85 17 88 d5 1a 5d d0 f4 bc ff ab f6 02 1d 41 08 bb b6 bd 
6a b2 17 27 73 c6 7c b8 fc 1c 46 a2 73 b9 fb 03 b3 23 0a 89 fa c7 dd 91 58 23 00 00 23 85 42 85 72 c0 60 ec 08 38 2a b5 
5d 53 1c 7d 04 17 3a 9d ff 8b b2 3c 91 05 a8 d0 53 d5 d0 a0 46 eb 8b 35 55 35 ed b6 8a da 4f c0 55 54 46 
Data Ascii: PNGIHDR:9PBPLTE_tRNS @OP_`p7/IDATHr ]Aj's|Fs#X##Br`8*]S}:<SF5U5OUTF

Session ID Source IP Source Port Destination IP
Destination
Port

Process

52 192.168.2.5 49838 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:20 UTC 4077 OUT GET /wp-content/uploads/2020/04/leadership.png HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:20 UTC 4165 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:20 GMT
Content-Type: image/png
Content-Length: 2913
Last-Modified: Thu, 03 Dec 2020 17:27:20 GMT
Connection: close
ETag: "5fc91ff8-b61"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:20 UTC 4165 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 6e 00 00 00 6e 08 03 00 00 00 f1 85 d6 c9 00 00 02 
a9 50 4c 54 45 00 00 00 ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
Data Ascii: PNGIHDRnnPLTE

Session ID Source IP Source Port Destination IP
Destination
Port

Process

53 192.168.2.5 49837 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:20 UTC 4077 OUT GET /wp-content/uploads/2020/04/lead.png HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:20 UTC 4168 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:20 GMT
Content-Type: image/png
Content-Length: 2768
Last-Modified: Thu, 03 Dec 2020 17:24:29 GMT
Connection: close
ETag: "5fc91f4d-ad0"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:20 UTC 4168 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 6e 00 00 00 6e 08 03 00 00 00 f1 85 d6 c9 00 00 02 
d9 50 4c 54 45 00 00 00 ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff fb fb ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
Data Ascii: PNGIHDRnnPLTE

Session ID Source IP Source Port Destination IP
Destination
Port

Process

54 192.168.2.5 49839 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:20 UTC 4163 OUT GET /wp-content/uploads/2020/04/promotion.png HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:20 UTC 4171 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:20 GMT
Content-Type: image/png
Content-Length: 2844
Last-Modified: Thu, 03 Dec 2020 17:27:05 GMT
Connection: close
ETag: "5fc91fe9-b1c"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:20 UTC 4171 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 6e 00 00 00 6e 08 03 00 00 00 f1 85 d6 c9 00 00 02 
a9 50 4c 54 45 00 00 00 ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
Data Ascii: PNGIHDRnnPLTE

Session ID Source IP Source Port Destination IP
Destination
Port

Process

55 192.168.2.5 49840 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:20 UTC 4164 OUT GET /wp-content/uploads/2020/04/research.png HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:20 UTC 4176 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:20 GMT
Content-Type: image/png
Content-Length: 3350
Last-Modified: Thu, 03 Dec 2020 17:52:45 GMT
Connection: close
ETag: "5fc925ed-d16"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:20 UTC 4176 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 6e 00 00 00 6e 08 03 00 00 00 f1 85 d6 c9 00 00 02 
d9 50 4c 54 45 00 00 00 ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
Data Ascii: PNGIHDRnnPLTE

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

56 192.168.2.5 49841 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:20 UTC 4164 OUT GET /wp-content/uploads/2022/03/thought_leadership_3.png HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:20 UTC 4174 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:20 GMT
Content-Type: image/png
Content-Length: 1807
Last-Modified: Wed, 09 Mar 2022 18:27:59 GMT
Connection: close
ETag: "6228f1af-70f"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:20 UTC 4174 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 3a 00 00 00 3a 08 06 00 00 00 e1 bb 4a 28 00 00 
06 d6 49 44 41 54 68 81 cd 9b 6b ac 5d 45 15 c7 7f 3d 5e a0 e5 51 da 0a 45 0a f4 b6 41 2d f5 96 8a 2d 2d ad 04 28 55 92 
1b 42 1f 51 04 fc 60 2c 22 4a 82 55 44 6d c5 47 4c 7c 44 4d 08 a5 34 05 c5 d6 2a e0 eb 83 01 a4 3e a2 a2 b1 1a ec 83 a2 
3c 4a 68 a4 a5 5c 9b fa 80 16 d2 5e 68 ed eb e7 87 35 c7 7b ee e6 be ce 7e c8 59 c9 ca 39 7b f6 cc 9a ff 7f 66 f6 cc 9a 
35 7b 0f 53 a9 40 de 02 2c 00 66 00 a7 02 a7 00 27 01 c7 00 c3 53 9e 03 c0 21 60 2f b0 1b f8 37 f0 28 f0 00 f0 6c d9 80 
86 95 48 74 26 70 3d 70 19 30 92 00 fe 3c b0 15 78 02 e8 02 ba 81 3d 29 ff 18 e0 44 60 3c 30 15 38 27 fd 1f 4b 90 ff 35 
70 37 41 be b8 a8 45 f5 2a 75 b3 ba 5f 7d 4a bd 49 ed 28 60 
Data Ascii: PNGIHDR::J(IDAThk]E=^QEA---(UBQ`,"JUDmGL|DM4*><Jh\^h5{~Y9{f5{S@,f'S!`/7(lHt&p=p0<x=)D`<0
8'K5p7AE*u_}JI(`

Session ID Source IP Source Port Destination IP
Destination
Port

Process

57 192.168.2.5 49842 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:20 UTC 4179 OUT GET /wp-content/uploads/2020/08/cropped-favicon-512x512-1-192x192.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:21 UTC 4180 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:21 GMT
Content-Type: image/png
Content-Length: 36819
Last-Modified: Thu, 03 Dec 2020 17:28:43 GMT
Connection: close
ETag: "5fc9204b-8fd3"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:21 UTC 4180 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 c0 00 00 00 c0 08 06 00 00 00 52 dc 6c 07 00 00 8f 
9a 49 44 41 54 78 da ec bd 7b 90 a4 59 56 1f f6 3b e7 de ef 91 5f 66 65 65 65 65 57 57 67 57 57 d7 54 3f a6 67 66 67 df 
2c 0f 63 36 40 08 04 08 1b 0c 0a 1b 49 38 6c 39 1c 56 28 10 92 91 70 20 83 90 56 0a 8c 6c 10 84 81 b0 24 08 4b 81 02 
23 5b b6 e4 90 25 58 58 76 17 76 57 b0 66 77 59 76 1e db d3 d3 cf ea ea ea 7a 64 65 65 e5 e3 cb 2f bf c7 bd f7 f8 8f 2f 
ab ba 66 17 76 ba ab 7b 96 99 75 dd 88 ee b8 dd d1 9d 95 5f e6 f9 9d fb 3b e7 fc ce b9 84 af 90 f5 5f fd ec ef f2 7b 2e ce 
eb e7 cf cf 71 2d 50 8d 8d dd f1 c5 4f 5f ef 5e f9 e4 b5 ee b9 6b 5b a3 70 6f 98 99 50 13 3f bb 34 6b be ea 72 6b ef 42 bb 
b6 36 48 cd cd 17 d6 f6 3b 2f df 1d c4 ad 99 c0 7c cb 
Data Ascii: PNGIHDRRlIDATx{YV;_feeeeWWgWWT?gfg,c6@I8l9V(p Vl$K#[%XXvvWfwYvzdee//fv{u_;_{.q-PO_^k[poP?
4krkB6H;/|

2022-04-20 13:11:21 UTC 4196 IN Data Raw: e7 30 bd 02 4a 31 64 89 e5 45 c5 c3 ad 00 45 1e 49 77 8a 6c 78 01 57 f4 51 03 60 97 42 58 83 9b 24 fe 7e 28 
8e 41 57 9c 2c d6 e0 a0 41 a6 81 ed ce b0 f5 f6 c7 c8 ef bc 80 4e ab 36 22 89 21 ac 11 ea 14 8b c9 2e c6 cf de 46 75 b9 
07 09 66 d5 17 a8 97 84 21 2b 5f a0 d5 eb f6 a9 ae a4 7d df 0a 4a 08 a1 cc d1 cc 7b f0 f9 0c 49 d6 6a 0c 49 5a 8a 47 03 
6d 17 30 69 05 84 04 3e 24 08 4d 02 b7 c8 e0 ca 1c 4d 99 03 a1 03 6d 1d 82 02 d5 52 d9 ca 37 03 08 0f 5c 70 b9 e3 da 
54 a1 71 f2 25 81 15 d7 df 00 65 93 95 75 d3 73 0d 67 00 88 68 ed fe 06 75 15 ec bc 36 04 5a 86 5e 48 cc 20 cc 33 c5 10 
b8 26 88 3b 99 d4 5c 5f bc da 48 f1 83 fb 03 7c e3 e3 91 a9 5d 48 c3 c2 db 46 29 c3 c2 80 d2 ab e6 f5 36 93 9f 55 28 37 
0b 1a cf e8 a7 da 3f d8 cd c7 ef dd ed bf a8 3d 8f ce 8b ea 
Data Ascii: 0J1dEEIwlxWQ`BX$~(AW,AN6"!.Fuf!+_}J{IjIZGm0i>$MMmR7\pTq%eusghu6Z^H 3&;\_H|]HF)6U(7?=

2022-04-20 13:11:21 UTC 4212 IN Data Raw: 70 e5 92 ee b7 e6 4b 2b d5 24 78 4a 00 da 63 e3 52 e7 98 41 26 9b 99 77 da dc 0e 9b 11 52 88 10 69 a2 52 
a4 12 eb b8 f9 54 27 3d f1 99 27 af 9d be d8 1d 2d e5 c6 d7 02 85 fa 23 7f b6 b2 ef 7b 1f 17 de 11 e1 60 a1 1a ae 9d 6e 
56 9e 6c 56 a3 8b 81 c2 0e 0b 0c 3c 4b 2a 02 46 26 d5 e2 43 67 84 44 64 b7 40 48 24 a0 09 49 13 25 28 52 67 c7 ad 7e 
6a 96 9e ec a4 ad ee b0 a8 67 86 93 c7 2f 0d e8 cf 1f eb 4e 2d f4 66 77 00 cb ec bc 48 2f 8e f4 85 72 ac 57 3c 73 af 30 ce 
39 66 da 5d b3 bd 93 d5 39 4c 51 0c 26 d2 40 81 22 d0 0a 81 45 92 91 f1 b5 cb d7 c6 ad ce a0 58 04 c4 66 29 d4 b5 80 
28 fc f5 8f 3f b9 af 7b 1f 15 de 19 c7 03 22 5c a9 55 82 27 8e ce c6 4f cf 57 a2 6e a0 a8 c7 00 3d 2f d2 07 00 b3 57 29 e6 
30 19 a1 bd c2 2a b8 dd f0 a7 94 0a 41 51 cd 89 2c 76 b7 f2 
Data Ascii: pK+$xJcRA&wRiRT'='-#{`nVlV<K*F&CgDd@H$I%(Rg~jg/N-fwH/rW<s09f]9LQ&@"EXf)(?{"\U'OWn=/W)0*AQ,v

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

58 192.168.2.5 49843 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:21 UTC 4179 OUT GET /wp-content/uploads/2020/04/iot-logo.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:21 UTC 4216 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:21 GMT
Content-Type: image/png
Content-Length: 29102
Last-Modified: Thu, 03 Dec 2020 17:29:06 GMT
Connection: close
ETag: "5fc92062-71ae"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:21 UTC 4216 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 02 78 00 00 01 4d 08 06 00 00 00 93 c8 12 b9 00 00 
71 75 49 44 41 54 78 da ec 9d 67 7c 1c d5 b9 87 0f 90 84 34 20 81 1b c0 ab 2e 4b ee bd db b8 1b 57 59 b2 64 b9 f7 de 
7b ef bd ca bd db 92 d5 bb 3b 36 c5 94 24 84 70 93 00 c9 25 21 70 13 6e 0a 21 21 3d 01 d2 21 09 99 fb be 67 67 c4 5a d
6 ee ce cc ce ee 9e dd fd 7f 78 7e 36 58 da 9d 39 bb 3b f3 ec db 8e 70 4d bd 2c a2 90 cf 11 23 88 03 c4 93 c4 ff 12 7f 24 
fe ae f3 1b e2 55 e2 1a b1 9d e8 45 dc 11 a5 6b 61 8a c4 b1 d5 22 65 71 99 c8 be 39 44 92 f9 14 00 c1 65 dc d3 83 45 9b 
1d 47 44 72 76 b9 88 e5 cf 1e 00 00 04 83 68 3b a1 16 44 09 f1 17 42 b3 c8 3b c4 6e e2 4b 10 3c c8 07 80 e0 01 00 00 0
4 2f fc c4 11 17 6d 48 5d 43 fc 9b d8 43 7c 12 82 07 00 04 0f 00 
Data Ascii: PNGIHDRxMquIDATxg|4 .KWYd{;6$p%!pn!!=!ggZx~6X9;pM,#$UEka"eq9DeEGDrvh;DB;nK</mH]CC|

2022-04-20 13:11:21 UTC 4232 IN Data Raw: 85 5e 3a a0 c5 38 ef e9 11 e1 e1 c4 27 f0 fe 08 9d e0 31 b5 8a bd 19 be ec e0 a2 74 53 fc 8d 3f db c1 73 dd 1e 
63 17 0d 27 6f d4 cf c7 c8 9a 39 51 fb 39 3f 0a 6e 5a 5c eb 14 8e b9 94 ad f4 e6 90 48 5e bb 37 91 ba f5 4a 9a fe 45 fb 1d 
48 9d 57 7e a5 37 5d a5 e0 fd 12 1a c1 eb ac e0 9b 60 be 83 0b 33 53 e1 37 fb 41 08 1e 04 2f 84 3c 1d c0 1a 25 45 81 9c 
d4 67 67 08 2f d0 bb a2 6c ed ce a0 b0 fe 96 cd 03 9e 82 bc 59 e6 26 f1 08 de 3f c1 15 3c 15 e7 c7 fd 96 78 d0 c1 c5 d9 
a3 e8 1b bc 12 82 07 c1 0b 21 2f d9 5c 9f 69 51 bc 26 3c 32 24 3d 88 17 66 17 f1 6a 94 ae dd 4f 1d 2e 33 89 34 b2 5d ee 
f1 25 90 b5 c0 f8 36 f1 28 24 2e 78 82 d7 4e c1 17 bd c2 e1 05 aa 52 f0 1c cb 21 78 10 bc 10 17 cc 5b ad 81 39 1b 23 6b 
33 26 08 17 e5 8c 08 68 40 71 62 c4 ca c8 18 bb d9 
Data Ascii: ^:8'1tS?sc'o9Q9?nZ\H^7JEHW~7]`3S7A/<%Egg/lY&?<x!/\iQ&<2$=fjO.34]%6($.xNR!x[9#k3&h@qb
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

59 192.168.2.5 49848 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:21 UTC 4245 OUT GET /wp-content/uploads/2020/03/upcoming-event.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:21 UTC 4245 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:21 GMT
Content-Type: image/png
Content-Length: 211
Last-Modified: Thu, 03 Dec 2020 17:32:48 GMT
Connection: close
ETag: "5fc92140-d3"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:21 UTC 4246 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 38 00 00 00 3c 02 03 00 00 00 4e 79 91 9b 00 00 
00 0c 50 4c 54 45 00 00 00 ff ff ff ff ff ff ff ff ff 38 c0 3b a8 00 00 00 03 74 52 4e 53 00 cf d0 30 c7 dd 8b 00 00 00 73 49 44 
41 54 28 cf ed d2 51 0a 80 20 0c 06 e0 95 07 f0 42 41 dd cc 6e a6 47 f2 00 e5 df a6 04 4b 7b 08 ca b7 f6 e0 fc 60 b2 21 
23 22 87 85 38 06 ec 92 08 08 92 0c 90 19 4d 61 b0 2d 1d 22 97 49 04 cb af a1 09 8a ba d8 b6 54 8d 84 1e ab 70 44 ca 
54 f1 8e b8 44 cd 0f 1b 35 9c cf 2e db 1d 27 3e f9 43 ca a5 27 ff 31 9e 8f d1 6b 19 aa ad f3 5a e9 00 82 f1 14 37 a9 54 00 
86 00 00 00 00 49 45 4e 44 ae 42 60 82 
Data Ascii: PNGIHDR8<NyPLTE8;tRNS0sIDAT(Q BAnGK{`!#"8Ma-"ITpDTD5.'>C'1kZ7TIENDB`

Session ID Source IP Source Port Destination IP
Destination
Port

Process

6 192.168.2.5 49779 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:08 UTC 973 OUT GET /wp-content/cache/breeze-minification/js/breeze_48ff73316b9ea36cf28daa8856fa6b31.js HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:08 UTC 1004 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:08 GMT
Content-Type: application/javascript
Content-Length: 922948
Last-Modified: Wed, 20 Apr 2022 12:55:16 GMT
Connection: close
Vary: Accept-Encoding
ETag: "626002b4-e1544"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:08 UTC 1005 IN Data Raw: 2f 2a 21 20 6a 51 75 65 72 79 20 76 31 2e 31 32 2e 34 20 7c 20 28 63 29 20 6a 51 75 65 72 79 20 46 6f 75 6e 
64 61 74 69 6f 6e 20 7c 20 6a 71 75 65 72 79 2e 6f 72 67 2f 6c 69 63 65 6e 73 65 20 7c 20 57 6f 72 64 50 72 65 73 73 20 
32 30 31 39 2d 30 35 2d 31 36 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 22 6f 62 6a 65 63 74 22 3d 3d 74 
79 70 65 6f 66 20 6d 6f 64 75 6c 65 26 26 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 6d 6f 64 75 6c 65 2e 65 78 
70 6f 72 74 73 3f 6d 6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 3d 61 2e 64 6f 63 75 6d 65 6e 74 3f 62 28 61 2c 21 30 29 3a 
66 75 6e 63 74 69 6f 6e 28 61 29 7b 69 66 28 21 61 2e 64 6f 63 75 6d 65 6e 74 29 74 68 72 6f 77 20 6e 65 77 20 45 72 
72 6f 72 28 22 6a 51 75 65 72 79 20 72 65 71 75 69 72 65 73 
Data Ascii: /*! jQuery v1.12.4 | (c) jQuery Foundation | jquery.org/license | WordPress 2019-05-16 */!function(a,b){"obj
ect"==typeof module&&"object"==typeof module.exports?module.exports=a.document?b(a,!0):function(a){if(!a.docum
ent)throw new Error("jQuery requires

2022-04-20 13:11:08 UTC 1020 IN Data Raw: 6f 74 3a 67 61 28 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 5b 5d 2c 63 3d 5b 5d 2c 64 3d 68 28 
61 2e 72 65 70 6c 61 63 65 28 51 2c 22 24 31 22 29 29 3b 72 65 74 75 72 6e 20 64 5b 75 5d 3f 67 61 28 66 75 6e 63 74 
69 6f 6e 28 61 2c 62 2c 63 2c 65 29 7b 76 61 72 20 66 2c 67 3d 64 28 61 2c 6e 75 6c 6c 2c 65 2c 5b 5d 29 2c 68 3d 61 
2e 6c 65 6e 67 74 68 3b 77 68 69 6c 65 28 68 2d 2d 29 28 66 3d 67 5b 68 5d 29 26 26 28 61 5b 68 5d 3d 21 28 62 5b 68 
5d 3d 66 29 29 7d 29 3a 66 75 6e 63 74 69 6f 6e 28 61 2c 65 2c 66 29 7b 72 65 74 75 72 6e 20 62 5b 30 5d 3d 61 2c 64 
28 62 2c 6e 75 6c 6c 2c 66 2c 63 29 2c 62 5b 30 5d 3d 6e 75 6c 6c 2c 21 63 2e 70 6f 70 28 29 7d 7d 29 2c 68 61 73 3a 67
61 28 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 66 75 
Data Ascii: ot:ga(function(a){var b=[],c=[],d=h(a.replace(Q,"$1"));return d[u]?ga(function(a,b,c,e){var f,g=d(a,null,e,[
]),h=a.length;while(h--)(f=g[h])&&(a[h]=!(b[h]=f))}):function(a,e,f){return b[0]=a,d(b,null,f,c),b[0]=null,!c.pop()}}),has:ga(func
tion(a){return fu
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2022-04-20 13:11:08 UTC 1036 IN Data Raw: 7d 29 2c 67 3d 67 2e 64 61 74 61 29 2c 76 6f 69 64 20 30 21 3d 3d 64 26 26 28 67 5b 6e 2e 63 61 6d 65 6c 43 
61 73 65 28 62 29 5d 3d 64 29 2c 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 20 62 3f 6e 75 6c 6c 3d 3d 28 66 3d 
67 5b 62 5d 29 26 26 28 66 3d 67 5b 6e 2e 63 61 6d 65 6c 43 61 73 65 28 62 29 5d 29 3a 66 3d 67 2c 66 7d 7d 66 75 6e 
63 74 69 6f 6e 20 52 28 61 2c 62 2c 63 29 7b 69 66 28 4c 28 61 29 29 7b 76 61 72 20 64 2c 65 2c 66 3d 61 2e 6e 6f 64 6
5 54 79 70 65 2c 67 3d 66 3f 6e 2e 63 61 63 68 65 3a 61 2c 68 3d 66 3f 61 5b 6e 2e 65 78 70 61 6e 64 6f 5d 3a 6e 2e 65 
78 70 61 6e 64 6f 3b 69 66 28 67 5b 68 5d 29 7b 69 66 28 62 26 26 28 64 3d 63 3f 67 5b 68 5d 3a 67 5b 68 5d 2e 64 61 
74 61 29 29 7b 6e 2e 69 73 41 72 72 61 79 28 62 29 3f 62 3d 62 2e 63 
Data Ascii: }),g=g.data),void 0!==d&&(g[n.camelCase(b)]=d),"string"==typeof b?null==(f=g[b])&&(f=g[n.camelCase
(b)]):f=g,f}}function R(a,b,c){if(L(a)){var d,e,f=a.nodeType,g=f?n.cache:a,h=f?a[n.expando]:n.expando;if(g[h]){if(b&&(d=c?
g[h]:g[h].data)){n.isArray(b)?b=b.c

2022-04-20 13:11:08 UTC 1052 IN Data Raw: 61 2e 5f 73 75 62 6d 69 74 42 75 62 62 6c 65 2c 74 68 69 73 2e 70 61 72 65 6e 74 4e 6f 64 65 26 26 21 61 2e 
69 73 54 72 69 67 67 65 72 26 26 6e 2e 65 76 65 6e 74 2e 73 69 6d 75 6c 61 74 65 28 22 73 75 62 6d 69 74 22 2c 74 68 
69 73 2e 70 61 72 65 6e 74 4e 6f 64 65 2c 61 29 29 7d 2c 74 65 61 72 64 6f 77 6e 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 69 
66 28 6e 2e 6e 6f 64 65 4e 61 6d 65 28 74 68 69 73 2c 22 66 6f 72 6d 22 29 29 72 65 74 75 72 6e 21 31 3b 6e 2e 65 76 
65 6e 74 2e 72 65 6d 6f 76 65 28 74 68 69 73 2c 22 2e 5f 73 75 62 6d 69 74 22 29 7d 7d 29 2c 6c 2e 63 68 61 6e 67 65 7
c 7c 28 6e 2e 65 76 65 6e 74 2e 73 70 65 63 69 61 6c 2e 63 68 61 6e 67 65 3d 7b 73 65 74 75 70 3a 66 75 6e 63 74 69 
6f 6e 28 29 7b 69 66 28 6a 61 2e 74 65 73 74 28 74 68 69 73 2e 6e 6f 
Data Ascii: a._submitBubble,this.parentNode&&!a.isTrigger&&n.event.simulate("submit",this.parentNode,a))},tear
down:function(){if(n.nodeName(this,"form"))return!1;n.event.remove(this,"._submit")}}),l.change||(n.event.special.change=
{setup:function(){if(ja.test(this.no

2022-04-20 13:11:08 UTC 1068 IN Data Raw: 75 72 61 74 69 6f 6e 29 3a 74 68 69 73 2e 70 6f 73 3d 62 3d 61 2c 74 68 69 73 2e 6e 6f 77 3d 28 74 68 69 73 
2e 65 6e 64 2d 74 68 69 73 2e 73 74 61 72 74 29 2a 62 2b 74 68 69 73 2e 73 74 61 72 74 2c 74 68 69 73 2e 6f 70 74 69 
6f 6e 73 2e 73 74 65 70 26 26 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 73 74 65 70 2e 63 61 6c 6c 28 74 68 69 73 2e 65 6c 
65 6d 2c 74 68 69 73 2e 6e 6f 77 2c 74 68 69 73 29 2c 63 26 26 63 2e 73 65 74 3f 63 2e 73 65 74 28 74 68 69 73 29 3a 
66 62 2e 70 72 6f 70 48 6f 6f 6b 73 2e 5f 64 65 66 61 75 6c 74 2e 73 65 74 28 74 68 69 73 29 2c 74 68 69 73 7d 7d 2c 66 
62 2e 70 72 6f 74 6f 74 79 70 65 2e 69 6e 69 74 2e 70 72 6f 74 6f 74 79 70 65 3d 66 62 2e 70 72 6f 74 6f 74 79 70 65 2c 
66 62 2e 70 72 6f 70 48 6f 6f 6b 73 3d 7b 5f 64 65 66 61 75 6c 
Data Ascii: uration):this.pos=b=a,this.now=(this.end-this.start)*b+this.start,this.options.step&&this.options.step.call(
this.elem,this.now,this),c&&c.set?c.set(this):fb.propHooks._default.set(this),this}},fb.prototype.init.prototype=fb.prot
otype,fb.propHooks={_defaul

2022-04-20 13:11:08 UTC 1084 IN Data Raw: 61 72 20 65 3d 7b 7d 2c 66 3d 61 3d 3d 3d 4f 62 3b 66 75 6e 63 74 69 6f 6e 20 67 28 68 29 7b 76 61 72 20 69 
3b 72 65 74 75 72 6e 20 65 5b 68 5d 3d 21 30 2c 6e 2e 65 61 63 68 28 61 5b 68 5d 7c 7c 5b 5d 2c 66 75 6e 63 74 69 6f 
6e 28 61 2c 68 29 7b 76 61 72 20 6a 3d 68 28 62 2c 63 2c 64 29 3b 72 65 74 75 72 6e 22 73 74 72 69 6e 67 22 21 3d 74 
79 70 65 6f 66 20 6a 7c 7c 66 7c 7c 65 5b 6a 5d 3f 66 3f 21 28 69 3d 6a 29 3a 76 6f 69 64 20 30 3a 28 62 2e 64 61 74 61 
54 79 70 65 73 2e 75 6e 73 68 69 66 74 28 6a 29 2c 67 28 6a 29 2c 21 31 29 7d 29 2c 69 7d 72 65 74 75 72 6e 20 67 28 
62 2e 64 61 74 61 54 79 70 65 73 5b 30 5d 29 7c 7c 21 65 5b 22 2a 22 5d 26 26 67 28 22 2a 22 29 7d 66 75 6e 63 74 69 
6f 6e 20 55 62 28 61 2c 62 29 7b 76 61 72 20 63 2c 64 2c 65 3d 6e 2e 
Data Ascii: ar e={},f=a===Ob;function g(h){var i;return e[h]=!0,n.each(a[h]||[],function(a,h){var j=h(b,c,d);return"stri
ng"!=typeof j||f||e[j]?f?!(i=j):void 0:(b.dataTypes.unshift(j),g(j),!1)}),i}return g(b.dataTypes[0])||!e["*"]&&g("*")}function Ub(
a,b){var c,d,e=n.

2022-04-20 13:11:08 UTC 1228 IN Data Raw: 6f 74 6f 74 79 70 65 4f 66 22 2c 22 70 72 6f 70 65 72 74 79 49 73 45 6e 75 6d 65 72 61 62 6c 65 22 2c 22 63 
6f 6e 73 74 72 75 63 74 6f 72 22 5d 2c 61 3d 72 2e 6c 65 6e 67 74 68 3b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 
28 6e 29 7b 69 66 28 22 6f 62 6a 65 63 74 22 21 3d 74 79 70 65 6f 66 20 6e 26 26 28 22 66 75 6e 63 74 69 6f 6e 22 21 
3d 74 79 70 65 6f 66 20 6e 7c 7c 6e 75 6c 6c 3d 3d 3d 6e 29 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 
28 22 4f 62 6a 65 63 74 2e 6b 65 79 73 20 63 61 6c 6c 65 64 20 6f 6e 20 6e 6f 6e 2d 6f 62 6a 65 63 74 22 29 3b 76 61 72 
20 69 2c 73 2c 6f 3d 5b 5d 3b 66 6f 72 28 69 20 69 6e 20 6e 29 74 2e 63 61 6c 6c 28 6e 2c 69 29 26 26 6f 2e 70 75 73 68 
28 69 29 3b 69 66 28 65 29 66 6f 72 28 73 3d 30 3b 73 3c 61 3b 
Data Ascii: ototypeOf","propertyIsEnumerable","constructor"],a=r.length;return function(n){if("object"!=typeof n&&("func
tion"!=typeof n||null===n))throw new TypeError("Object.keys called on non-object");var i,s,o=[];for(i in n)t.call(n,i)&&
o.push(i);if(e)for(s=0;s<a;

2022-04-20 13:11:08 UTC 1244 IN Data Raw: 72 22 29 2c 6e 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 61 72 69 61 2d 6f 72 69 65 6e 74 61 74 69 6f 6e 
22 2c 72 2e 6f 72 74 3f 22 76 65 72 74 69 63 61 6c 22 3a 22 68 6f 72 69 7a 6f 6e 74 61 6c 22 29 2c 30 3d 3d 3d 65 3f 64 
28 6e 2c 72 2e 63 73 73 43 6c 61 73 73 65 73 2e 68 61 6e 64 6c 65 4c 6f 77 65 72 29 3a 65 3d 3d 3d 72 2e 68 61 6e 64 
6c 65 73 2d 31 26 26 64 28 6e 2c 72 2e 63 73 73 43 6c 61 73 73 65 73 2e 68 61 6e 64 6c 65 55 70 70 65 72 29 2c 61 7d 
66 75 6e 63 74 69 6f 6e 20 78 28 74 2c 65 29 7b 72 65 74 75 72 6e 21 21 65 26 26 6f 28 74 2c 72 2e 63 73 73 43 6c 61 7
3 73 65 73 2e 63 6f 6e 6e 65 63 74 29 7d 66 75 6e 63 74 69 6f 6e 20 79 28 74 2c 65 29 7b 76 61 72 20 61 3d 6f 28 65 2c 
72 2e 63 73 73 43 6c 61 73 73 65 73 2e 63 6f 6e 6e 65 63 74 73 29 
Data Ascii: r"),n.setAttribute("aria-orientation",r.ort?"vertical":"horizontal"),0===e?d(n,r.cssClasses.handleLower):e==
=r.handles-1&&d(n,r.cssClasses.handleUpper),a}function x(t,e){return!!e&&o(t,r.cssClasses.connect)}function y(t,e){var a
=o(e,r.cssClasses.connects)

2022-04-20 13:11:08 UTC 1260 IN Data Raw: 69 6d 65 72 28 74 29 7d 2c 74 68 69 73 2e 73 63 72 6f 6c 6c 54 6f 50 6f 73 3d 66 75 6e 63 74 69 6f 6e 28 29 
7b 76 61 72 20 72 3d 30 2c 6e 3d 21 30 3b 31 3d 3d 65 2e 69 73 5f 61 6a 61 78 26 26 28 22 77 69 6e 64 6f 77 22 3d 3d 
65 2e 73 63 72 6f 6c 6c 5f 74 6f 5f 70 6f 73 3f 72 3d 30 3a 22 66 6f 72 6d 22 3d 3d 65 2e 73 63 72 6f 6c 6c 5f 74 6f 5f 70 
6f 73 3f 72 3d 74 2e 6f 66 66 73 65 74 28 29 2e 74 6f 70 3a 22 72 65 73 75 6c 74 73 22 3d 3d 65 2e 73 63 72 6f 6c 6c 5f 
74 6f 5f 70 6f 73 3f 65 2e 24 61 6a 61 78 5f 72 65 73 75 6c 74 73 5f 63 6f 6e 74 61 69 6e 65 72 2e 6c 65 6e 67 74 68 3e 
30 26 26 28 72 3d 65 2e 24 61 6a 61 78 5f 72 65 73 75 6c 74 73 5f 63 6f 6e 74 61 69 6e 65 72 2e 6f 66 66 73 65 74 28 29 
2e 74 6f 70 29 3a 22 63 75 73 74 6f 6d 22 3d 3d 65 2e 73 
Data Ascii: imer(t)},this.scrollToPos=function(){var r=0,n=!0;1==e.is_ajax&&("window"==e.scroll_to_pos?r=0:"form"==e.scr
oll_to_pos?r=t.offset().top:"results"==e.scroll_to_pos?e.$ajax_results_container.length>0&&(r=e.$ajax_results_container.
offset().top):"custom"==e.s

2022-04-20 13:11:08 UTC 1276 IN Data Raw: 6e 67 74 68 3e 30 26 26 65 2e 6f 66 66 28 29 7d 7d 2c 74 68 69 73 2e 63 61 6e 46 65 74 63 68 41 6a 61 78 
52 65 73 75 6c 74 73 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 69 66 28 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 
65 6f 66 20 74 29 76 61 72 20 74 3d 22 22 3b 76 61 72 20 65 3d 74 68 69 73 2c 72 3d 21 31 3b 69 66 28 31 3d 3d 65 2e 
69 73 5f 61 6a 61 78 29 7b 31 3d 3d 65 2e 24 61 6a 61 78 5f 72 65 73 75 6c 74 73 5f 63 6f 6e 74 61 69 6e 65 72 2e 6c 65 
6e 67 74 68 26 26 28 72 3d 21 30 29 3b 76 61 72 20 61 3d 65 2e 72 65 73 75 6c 74 73 5f 75 72 6c 2c 6e 3d 22 22 2c 69 
3d 77 69 6e 64 6f 77 2e 6c 6f 63 61 74 69 6f 6e 2e 68 72 65 66 2c 73 3d 77 69 6e 64 6f 77 2e 6c 6f 63 61 74 69 6f 6e 2e 
68 72 65 66 2e 69 6e 64 65 78 4f 66 28 22 23 22 29 3b 69 66 28 73 21 
Data Ascii: ngth>0&&e.off()}},this.canFetchAjaxResults=function(t){if("undefined"==typeof t)var t="";var e=this,r=!1;if(
1==e.is_ajax){1==e.$ajax_results_container.length&&(r=!0);var a=e.results_url,n="",i=window.location.href,s=window.locat
ion.href.indexOf("#");if(s!

Timestamp
kBytes
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Copyright Joe Security LLC 2022 Page 280 of 324



2022-04-20 13:11:08 UTC 1292 IN Data Raw: 3a 6e 75 6c 6c 21 3d 65 3f 74 68 69 73 2e 70 61 72 73 65 64 5b 65 5d 2e 6c 61 62 65 6c 3a 6e 75 6c 6c 2c 63 
6c 61 73 73 65 73 3a 74 2e 63 6c 61 73 73 4e 61 6d 65 2c 73 74 79 6c 65 3a 74 2e 73 74 79 6c 65 2e 63 73 73 54 65 78 
74 7d 29 29 3a 74 68 69 73 2e 70 61 72 73 65 64 2e 70 75 73 68 28 7b 61 72 72 61 79 5f 69 6e 64 65 78 3a 74 68 69 73 
2e 70 61 72 73 65 64 2e 6c 65 6e 67 74 68 2c 6f 70 74 69 6f 6e 73 5f 69 6e 64 65 78 3a 74 68 69 73 2e 6f 70 74 69 6f 6e 
73 5f 69 6e 64 65 78 2c 65 6d 70 74 79 3a 21 30 7d 29 2c 74 68 69 73 2e 6f 70 74 69 6f 6e 73 5f 69 6e 64 65 78 2b 3d 31 
7d 2c 74 7d 28 29 29 2e 73 65 6c 65 63 74 5f 74 6f 5f 61 72 72 61 79 3d 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 
65 2c 73 2c 6e 2c 72 2c 6f 3b 66 6f 72 28 72 3d 6e 65 77 20 69 
Data Ascii: :null!=e?this.parsed[e].label:null,classes:t.className,style:t.style.cssText})):this.parsed.push({array_inde
x:this.parsed.length,options_index:this.options_index,empty:!0}),this.options_index+=1},t}()).select_to_array=function(t)
{var e,s,n,r,o;for(r=new i

2022-04-20 13:11:08 UTC 1309 IN Data Raw: 2e 63 68 6f 73 65 6e 22 2c 74 68 69 73 2e 61 63 74 69 76 61 74 65 5f 66 69 65 6c 64 29 2c 74 68 69 73 2e 69 
73 5f 64 69 73 61 62 6c 65 64 3f 74 68 69 73 2e 63 6c 6f 73 65 5f 66 69 65 6c 64 28 29 3a 74 68 69 73 2e 69 73 5f 6d 75 
6c 74 69 70 6c 65 3f 76 6f 69 64 20 30 3a 74 68 69 73 2e 73 65 6c 65 63 74 65 64 5f 69 74 65 6d 2e 6f 6e 28 22 66 6f 63 
75 73 2e 63 68 6f 73 65 6e 22 2c 74 68 69 73 2e 61 63 74 69 76 61 74 65 5f 66 69 65 6c 64 29 7d 2c 6e 2e 70 72 6f 74 6f 
74 79 70 65 2e 63 6f 6e 74 61 69 6e 65 72 5f 6d 6f 75 73 65 64 6f 77 6e 3d 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 
20 73 3b 69 66 28 21 74 68 69 73 2e 69 73 5f 64 69 73 61 62 6c 65 64 29 72 65 74 75 72 6e 21 65 7c 7c 22 6d 6f 75 73 
65 64 6f 77 6e 22 21 3d 3d 28 73 3d 65 2e 74 79 70 65 29 26 
Data Ascii: .chosen",this.activate_field),this.is_disabled?this.close_field():this.is_multiple?void 0:this.selected_item
.on("focus.chosen",this.activate_field)},n.prototype.container_mousedown=function(e){var s;if(!this.is_disabled)return!e
||"mousedown"!==(s=e.type)&

2022-04-20 13:11:08 UTC 1325 IN Data Raw: 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 61 72 67 75 6d 65 6e 74 73 2e 6c 65 6e 67 74 68 3f 74 2e 63 61 
6c 6c 28 74 68 69 73 2c 61 2e 63 61 6d 65 6c 43 61 73 65 28 65 29 29 3a 74 2e 63 61 6c 6c 28 74 68 69 73 29 7d 29 29 
2c 61 2e 75 69 2e 69 65 3d 21 21 2f 6d 73 69 65 20 5b 5c 77 2e 5d 2b 2f 2e 65 78 65 63 28 6e 61 76 69 67 61 74 6f 72 
2e 75 73 65 72 41 67 65 6e 74 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 29 2c 61 2e 66 6e 2e 65 78 74 65 6e 64 28 7b 6
6 6f 63 75 73 3a 28 69 3d 61 2e 66 6e 2e 66 6f 63 75 73 2c 66 75 6e 63 74 69 6f 6e 28 74 2c 6e 29 7b 72 65 74 75 72 6e 
22 6e 75 6d 62 65 72 22 3d 3d 74 79 70 65 6f 66 20 74 3f 74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 
7b 76 61 72 20 65 3d 74 68 69 73 3b 73 65 74 54 69 6d 65 6f 75 74 28 
Data Ascii: tion(e){return arguments.length?t.call(this,a.camelCase(e)):t.call(this)})),a.ui.ie=!!/msie [\w.]+/.exec(nav
igator.userAgent.toLowerCase()),a.fn.extend({focus:(i=a.fn.focus,function(t,n){return"number"==typeof t?this.each(functi
on(){var e=this;setTimeout(

2022-04-20 13:11:09 UTC 1472 IN Data Raw: 69 6d 65 6f 75 74 28 66 75 6e 63 74 69 6f 6e 28 29 7b 74 3d 3d 3d 65 2e 79 65 61 72 73 68 74 6d 6c 26 26 65 
2e 79 65 61 72 73 68 74 6d 6c 26 26 65 2e 64 70 44 69 76 2e 66 69 6e 64 28 22 73 65 6c 65 63 74 2e 75 69 2d 64 61 74 
65 70 69 63 6b 65 72 2d 79 65 61 72 3a 66 69 72 73 74 22 29 2e 72 65 70 6c 61 63 65 57 69 74 68 28 65 2e 79 65 61 72 
73 68 74 6d 6c 29 2c 74 3d 65 2e 79 65 61 72 73 68 74 6d 6c 3d 6e 75 6c 6c 7d 2c 30 29 29 7d 2c 5f 73 68 6f 75 6c 64 46 
6f 63 75 73 49 6e 70 75 74 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 65 2e 69 6e 70 75 74 26 26 65 2
e 69 6e 70 75 74 2e 69 73 28 22 3a 76 69 73 69 62 6c 65 22 29 26 26 21 65 2e 69 6e 70 75 74 2e 69 73 28 22 3a 64 69 
73 61 62 6c 65 64 22 29 26 26 21 65 2e 69 6e 70 75 74 2e 69 73 28 22 
Data Ascii: imeout(function(){t===e.yearshtml&&e.yearshtml&&e.dpDiv.find("select.ui-datepicker-year:first").replaceWith(
e.yearshtml),t=e.yearshtml=null},0))},_shouldFocusInput:function(e){return e.input&&e.input.is(":visible")&&!e.input.is(
":disabled")&&!e.input.is("

2022-04-20 13:11:09 UTC 1488 IN Data Raw: 2b 3d 22 3c 2f 74 62 6f 64 79 3e 3c 2f 74 61 62 6c 65 3e 22 2b 28 48 3f 22 3c 2f 64 69 76 3e 22 2b 28 30 3c 57 
5b 30 5d 26 26 44 3d 3d 3d 57 5b 31 5d 2d 31 3f 22 3c 64 69 76 20 63 6c 61 73 73 3d 27 75 69 2d 64 61 74 65 70 69 63 
6b 65 72 2d 72 6f 77 2d 62 72 65 61 6b 27 3e 3c 2f 64 69 76 3e 22 3a 22 22 29 3a 22 22 29 7d 67 2b 3d 6b 7d 72 65 74 
75 72 6e 20 67 2b 3d 4c 2c 65 2e 5f 6b 65 79 45 76 65 6e 74 3d 21 31 2c 67 7d 2c 5f 67 65 6e 65 72 61 74 65 4d 6f 6e 74 
68 59 65 61 72 48 65 61 64 65 72 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 61 2c 69 2c 73 2c 6e 2c 72 2c 64 29 7b 76 
61 72 20 63 2c 6f 2c 6c 2c 68 2c 75 2c 70 2c 67 2c 5f 3d 74 68 69 73 2e 5f 67 65 74 28 65 2c 22 63 68 61 6e 67 65 4d 6f 
6e 74 68 22 29 2c 66 3d 74 68 69 73 2e 5f 67 65 74 28 65 2c 22 
Data Ascii: +="</tbody></table>"+(H?"</div>"+(0<W[0]&&D===W[1]-1?"<div class='ui-datepicker-row-break'></div>"
:""):"")}g+=k}return g+=L,e._keyEvent=!1,g},_generateMonthYearHeader:function(e,t,a,i,s,n,r,d){var c,o,l,h,u,p,g,_=this.
_get(e,"changeMonth"),f=this._get(e,"

2022-04-20 13:11:09 UTC 1504 IN Data Raw: 7d 63 61 74 63 68 28 65 29 7b 7d 74 72 79 7b 64 65 6c 65 74 65 20 74 5b 65 5d 7d 63 61 74 63 68 28 65 29 
7b 7d 7d 29 29 7d 2c 6e 65 78 74 54 69 63 6b 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 72 65 74 75 72 6e 20 76 6f 
69 64 20 30 3d 3d 3d 74 26 26 28 74 3d 30 29 2c 73 65 74 54 69 6d 65 6f 75 74 28 65 2c 74 29 7d 2c 6e 6f 77 3a 66 75 6
e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 44 61 74 65 2e 6e 6f 77 28 29 7d 2c 67 65 74 54 72 61 6e 73 6c 61 74 65 
3a 66 75 6e 63 74 69 6f 6e 28 65 2c 69 29 7b 76 61 72 20 73 2c 61 2c 72 3b 76 6f 69 64 20 30 3d 3d 3d 69 26 26 28 69 
3d 22 78 22 29 3b 76 61 72 20 6e 3d 74 2e 67 65 74 43 6f 6d 70 75 74 65 64 53 74 79 6c 65 28 65 2c 6e 75 6c 6c 29 3b 
72 65 74 75 72 6e 20 74 2e 57 65 62 4b 69 74 43 53 53 4d 61 74 72 69 78 
Data Ascii: }catch(e){}try{delete t[e]}catch(e){}}))},nextTick:function(e,t){return void 0===t&&(t=0),setTimeout(e,t)},n
ow:function(){return Date.now()},getTranslate:function(e,i){var s,a,r;void 0===i&&(i="x");var n=t.getComputedStyle(e,nul
l);return t.WebKitCSSMatrix

2022-04-20 13:11:09 UTC 1520 IN Data Raw: 65 66 74 22 3a 22 73 63 72 6f 6c 6c 54 6f 70 22 5d 3d 74 68 69 73 2e 69 73 48 6f 72 69 7a 6f 6e 74 61 6c 28 
29 3f 2d 6f 3a 2d 6c 3a 73 2e 76 69 72 74 75 61 6c 54 72 61 6e 73 6c 61 74 65 7c 7c 61 2e 74 72 61 6e 73 66 6f 72 6d 28 
22 74 72 61 6e 73 6c 61 74 65 33 64 28 22 2b 6f 2b 22 70 78 2c 20 22 2b 6c 2b 22 70 78 2c 20 30 70 78 29 22 29 2c 74 
68 69 73 2e 70 72 65 76 69 6f 75 73 54 72 61 6e 73 6c 61 74 65 3d 74 68 69 73 2e 74 72 61 6e 73 6c 61 74 65 2c 74 68 
69 73 2e 74 72 61 6e 73 6c 61 74 65 3d 74 68 69 73 2e 69 73 48 6f 72 69 7a 6f 6e 74 61 6c 28 29 3f 6f 3a 6c 3b 76 61 72 
20 64 3d 74 68 69 73 2e 6d 61 78 54 72 61 6e 73 6c 61 74 65 28 29 2d 74 68 69 73 2e 6d 69 6e 54 72 61 6e 73 6c 61 74 
65 28 29 3b 28 30 3d 3d 3d 64 3f 30 3a 28 65 2d 74 68 69 73 2e 6d 
Data Ascii: eft":"scrollTop"]=this.isHorizontal()?-o:-l:s.virtualTranslate||a.transform("translate3d("+o+"px, "+l+"px, 0px)"),this
.previousTranslate=this.translate,this.translate=this.isHorizontal()?o:l;var d=this.maxTranslate()-this.minTranslate();(
0===d?0:(e-this.m

2022-04-20 13:11:09 UTC 1536 IN Data Raw: 29 29 2c 69 2e 69 73 53 63 72 6f 6c 6c 69 6e 67 29 69 2e 69 73 54 6f 75 63 68 65 64 3d 21 31 3b 65 6c 73 65 
20 69 66 28 69 2e 73 74 61 72 74 4d 6f 76 69 6e 67 29 7b 74 68 69 73 2e 61 6c 6c 6f 77 43 6c 69 63 6b 3d 21 31 2c 61 
2e 63 73 73 4d 6f 64 65 7c 7c 6c 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6c 74 28 29 2c 61 2e 74 6f 75 63 68 4d 6f 76 65 
53 74 6f 70 50 72 6f 70 61 67 61 74 69 6f 6e 26 26 21 61 2e 6e 65 73 74 65 64 26 26 6c 2e 73 74 6f 70 50 72 6f 70 61 67 
61 74 69 6f 6e 28 29 2c 69 2e 69 73 4d 6f 76 65 64 7c 7c 28 61 2e 6c 6f 6f 70 26 26 74 68 69 73 2e 6c 6f 6f 70 46 69 78 
28 29 2c 69 2e 73 74 61 72 74 54 72 61 6e 73 6c 61 74 65 3d 74 68 69 73 2e 67 65 74 54 72 61 6e 73 6c 61 74 65 28 29 
2c 74 68 69 73 2e 73 65 74 54 72 61 6e 73 69 74 69 6f 6e 28 30 
Data Ascii: )),i.isScrolling)i.isTouched=!1;else if(i.startMoving){this.allowClick=!1,a.cssMode||l.preventDefault(),a.to
uchMoveStopPropagation&&!a.nested&&l.stopPropagation(),i.isMoved||(a.loop&&this.loopFix(),i.startTranslate=thi
s.getTranslate(),this.setTransition(0
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2022-04-20 13:11:09 UTC 1552 IN Data Raw: 73 3d 6e 2e 65 78 74 65 6e 64 28 7b 7d 2c 72 29 2c 68 2e 24 3d 73 3b 76 61 72 20 63 3d 73 28 68 2e 70 61 
72 61 6d 73 2e 65 6c 29 3b 69 66 28 61 3d 63 5b 30 5d 29 7b 69 66 28 63 2e 6c 65 6e 67 74 68 3e 31 29 7b 76 61 72 20 
75 3d 5b 5d 3b 72 65 74 75 72 6e 20 63 2e 65 61 63 68 28 28 66 75 6e 63 74 69 6f 6e 28 65 2c 69 29 7b 76 61 72 20 73 
3d 6e 2e 65 78 74 65 6e 64 28 7b 7d 2c 72 2c 7b 65 6c 3a 69 7d 29 3b 75 2e 70 75 73 68 28 6e 65 77 20 74 28 73 29 29 
7d 29 29 2c 75 7d 76 61 72 20 76 2c 66 2c 6d 3b 72 65 74 75 72 6e 20 61 2e 73 77 69 70 65 72 3d 68 2c 63 2e 64 61 74 
61 28 22 73 77 69 70 65 72 22 2c 68 29 2c 61 26 26 61 2e 73 68 61 64 6f 77 52 6f 6f 74 26 26 61 2e 73 68 61 64 6f 77 52 
6f 6f 74 2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 3f 28 76 3d 73 28 61 
Data Ascii: s=n.extend({},r),h.$=s;var c=s(h.params.el);if(a=c[0]){if(c.length>1){var u=[];return c.each((function(e,i){var 
s=n.extend({},r,{el:i});u.push(new t(s))})),u}var v,f,m;return a.swiper=h,c.data("swiper",h),a&&a.shadowRoot&&a.shad
owRoot.querySelector?(v=s(a

2022-04-20 13:11:09 UTC 1568 IN Data Raw: 28 29 7c 7c 75 3d 3d 3d 69 2e 6d 61 78 54 72 61 6e 73 6c 61 74 65 28 29 29 72 65 74 75 72 6e 21 30 7d 7d 
65 6c 73 65 7b 76 61 72 20 79 3d 7b 74 69 6d 65 3a 6e 2e 6e 6f 77 28 29 2c 64 65 6c 74 61 3a 4d 61 74 68 2e 61 62 73 
28 6f 29 2c 64 69 72 65 63 74 69 6f 6e 3a 4d 61 74 68 2e 73 69 67 6e 28 6f 29 2c 72 61 77 3a 65 7d 2c 78 3d 69 2e 6d 6f 
75 73 65 77 68 65 65 6c 2e 72 65 63 65 6e 74 57 68 65 65 6c 45 76 65 6e 74 73 3b 78 2e 6c 65 6e 67 74 68 3e 3d 32 26 
26 78 2e 73 68 69 66 74 28 29 3b 76 61 72 20 54 3d 78 2e 6c 65 6e 67 74 68 3f 78 5b 78 2e 6c 65 6e 67 74 68 2d 31 5d 
3a 76 6f 69 64 20 30 3b 69 66 28 78 2e 70 75 73 68 28 79 29 2c 54 3f 28 79 2e 64 69 72 65 63 74 69 6f 6e 21 3d 3d 54 2e 
64 69 72 65 63 74 69 6f 6e 7c 7c 79 2e 64 65 6c 74 61 3e 54 2e 64 65 
Data Ascii: ()||u===i.maxTranslate())return!0}}else{var y={time:n.now(),delta:Math.abs(o),direction:Math.sign(o),raw:e},
x=i.mousewheel.recentWheelEvents;x.length>=2&&x.shift();var T=x.length?x[x.length-1]:void 0;if(x.push(y),T?(y.direction!
==T.direction||y.delta>T.de

2022-04-20 13:11:09 UTC 1584 IN Data Raw: 67 65 74 44 69 73 74 61 6e 63 65 42 65 74 77 65 65 6e 54 6f 75 63 68 65 73 28 65 29 7d 61 2e 24 73 6c 69 
64 65 45 6c 26 26 61 2e 24 73 6c 69 64 65 45 6c 2e 6c 65 6e 67 74 68 7c 7c 28 61 2e 24 73 6c 69 64 65 45 6c 3d 73 28 
65 2e 74 61 72 67 65 74 29 2e 63 6c 6f 73 65 73 74 28 22 2e 22 2b 74 68 69 73 2e 70 61 72 61 6d 73 2e 73 6c 69 64 65 4
3 6c 61 73 73 29 2c 30 3d 3d 3d 61 2e 24 73 6c 69 64 65 45 6c 2e 6c 65 6e 67 74 68 26 26 28 61 2e 24 73 6c 69 64 65 
45 6c 3d 74 68 69 73 2e 73 6c 69 64 65 73 2e 65 71 28 74 68 69 73 2e 61 63 74 69 76 65 49 6e 64 65 78 29 29 2c 61 2e 
24 69 6d 61 67 65 45 6c 3d 61 2e 24 73 6c 69 64 65 45 6c 2e 66 69 6e 64 28 22 69 6d 67 2c 20 73 76 67 2c 20 63 61 6e 
76 61 73 2c 20 70 69 63 74 75 72 65 2c 20 2e 73 77 69 70 65 72 2d 7a 6f 6f 
Data Ascii: getDistanceBetweenTouches(e)}a.$slideEl&&a.$slideEl.length||(a.$slideEl=s(e.target).closest("."+this.params.
slideClass),0===a.$slideEl.length&&(a.$slideEl=this.slides.eq(this.activeIndex)),a.$imageEl=a.$slideEl.find("img, svg, c
anvas, picture, .swiper-zoo

2022-04-20 13:11:09 UTC 1600 IN Data Raw: 73 3d 70 65 2e 67 65 74 50 61 74 68 56 61 6c 75 65 73 28 29 2c 74 68 69 73 2e 68 69 73 74 6f 72 79 2e 73 
63 72 6f 6c 6c 54 6f 53 6c 69 64 65 28 74 68 69 73 2e 70 61 72 61 6d 73 2e 73 70 65 65 64 2c 74 68 69 73 2e 68 69 73 
74 6f 72 79 2e 70 61 74 68 73 2e 76 61 6c 75 65 2c 21 31 29 7d 2c 67 65 74 50 61 74 68 56 61 6c 75 65 73 3a 66 75 6e 6
3 74 69 6f 6e 28 29 7b 76 61 72 20 65 3d 74 2e 6c 6f 63 61 74 69 6f 6e 2e 70 61 74 68 6e 61 6d 65 2e 73 6c 69 63 65 28 
31 29 2e 73 70 6c 69 74 28 22 2f 22 29 2e 66 69 6c 74 65 72 28 28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 
6e 22 22 21 3d 3d 65 7d 29 29 2c 69 3d 65 2e 6c 65 6e 67 74 68 3b 72 65 74 75 72 6e 7b 6b 65 79 3a 65 5b 69 2d 32 5d 
2c 76 61 6c 75 65 3a 65 5b 69 2d 31 5d 7d 7d 2c 73 65 74 48 69 73 74 6f 
Data Ascii: s=pe.getPathValues(),this.history.scrollToSlide(this.params.speed,this.history.paths.value,!1)},getPathValue
s:function(){var e=t.location.pathname.slice(1).split("/").filter((function(e){return""!==e})),i=e.length;return{key:e[i-2],value:
e[i-1]}},setHisto

2022-04-20 13:11:09 UTC 1616 IN Data Raw: 43 6c 61 73 73 3a 22 73 77 69 70 65 72 2d 73 63 72 6f 6c 6c 62 61 72 2d 64 72 61 67 22 7d 7d 2c 63 72 65 61 
74 65 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 6e 2e 65 78 74 65 6e 64 28 74 68 69 73 2c 7b 73 63 72 6f 6c 6c 62 61 72 3a 
7b 69 6e 69 74 3a 72 65 2e 69 6e 69 74 2e 62 69 6e 64 28 74 68 69 73 29 2c 64 65 73 74 72 6f 79 3a 72 65 2e 64 65 73 
74 72 6f 79 2e 62 69 6e 64 28 74 68 69 73 29 2c 75 70 64 61 74 65 53 69 7a 65 3a 72 65 2e 75 70 64 61 74 65 53 69 7a 
65 2e 62 69 6e 64 28 74 68 69 73 29 2c 73 65 74 54 72 61 6e 73 6c 61 74 65 3a 72 65 2e 73 65 74 54 72 61 6e 73 6c 61 
74 65 2e 62 69 6e 64 28 74 68 69 73 29 2c 73 65 74 54 72 61 6e 73 69 74 69 6f 6e 3a 72 65 2e 73 65 74 54 72 61 6e 73 
69 74 69 6f 6e 2e 62 69 6e 64 28 74 68 69 73 29 2c 65 6e 61 62 6c 65 44 
Data Ascii: Class:"swiper-scrollbar-drag"}},create:function(){n.extend(this,{scrollbar:{init:re.init.bind(this),destroy:re.destroy
.bind(this),updateSize:re.updateSize.bind(this),setTranslate:re.setTranslate.bind(this),setTransition:re.setTransition.b
ind(this),enableD

2022-04-20 13:11:09 UTC 1696 IN Data Raw: 6d 61 70 41 72 67 73 3d 7b 7a 6f 6f 6d 3a 24 65 6c 2e 64 61 74 61 28 27 7a 6f 6f 6d 27 29 7c 7c 31 36 2c 6d 
61 70 54 79 70 65 49 64 3a 67 6f 6f 67 6c 65 2e 6d 61 70 73 2e 4d 61 70 54 79 70 65 49 64 2e 52 4f 41 44 4d 41 50 2c 64 
69 73 61 62 6c 65 44 65 66 61 75 6c 74 55 49 3a 21 30 2c 73 74 79 6c 65 73 3a 5b 7b 22 66 65 61 74 75 72 65 54 79 70 
65 22 3a 22 77 61 74 65 72 22 2c 22 65 6c 65 6d 65 6e 74 54 79 70 65 22 3a 22 67 65 6f 6d 65 74 72 79 22 2c 22 73 74 
79 6c 65 72 73 22 3a 5b 7b 22 63 6f 6c 6f 72 22 3a 22 23 65 39 65 39 65 39 22 7d 2c 7b 22 6c 69 67 68 74 6e 65 73 73 2
2 3a 31 37 7d 5d 7d 2c 7b 22 66 65 61 74 75 72 65 54 79 70 65 22 3a 22 6c 61 6e 64 73 63 61 70 65 22 2c 22 65 6c 65 
6d 65 6e 74 54 79 70 65 22 3a 22 67 65 6f 6d 65 74 72 79 22 2c 22 73 
Data Ascii: mapArgs={zoom:$el.data('zoom')||16,mapTypeId:google.maps.MapTypeId.ROADMAP,disableDefaultUI:!0,sty
les:[{"featureType":"water","elementType":"geometry","stylers":[{"color":"#e9e9e9"},{"lightness":17}]},{"featureType":"l
andscape","elementType":"geometry","s

2022-04-20 13:11:09 UTC 1712 IN Data Raw: 62 6f 78 2d 62 75 74 74 6f 6e 20 66 61 6e 63 79 62 6f 78 2d 62 75 74 74 6f 6e 2d 2d 61 72 72 6f 77 5f 72 69 67 
68 74 22 20 74 69 74 6c 65 3d 22 7b 7b 4e 45 58 54 7d 7d 22 3e 3c 64 69 76 3e 3c 73 76 67 20 78 6d 6c 6e 73 3d 22 68 
74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 30 2f 73 76 67 22 20 76 69 65 77 42 6f 78 3d 22 30 20 30 20 
32 34 20 32 34 22 3e 3c 70 61 74 68 20 64 3d 22 4d 31 35 2e 34 20 31 32 2e 39 37 6c 2d 32 2e 36 38 20 32 2e 37 32 20 
31 2e 33 34 20 31 2e 33 38 4c 31 39 20 31 32 6c 2d 34 2e 39 34 2d 35 2e 30 37 2d 31 2e 33 34 20 31 2e 33 38 20 32 2e 
36 38 20 32 2e 37 32 48 35 76 31 2e 39 34 7a 22 2f 3e 3c 2f 73 76 67 3e 3c 2f 64 69 76 3e 3c 2f 62 75 74 74 6f 6e 3e 27 
2c 73 6d 61 6c 6c 42 74 6e 3a 27 3c 62 75 74 74 6f 6e 20 74 79 
Data Ascii: box-button fancybox-button--arrow_right" title="{{NEXT}}"><div><svg xmlns="http://www.w3.org/2000/svg" 
viewBox="0 0 24 24"><path d="M15.4 12.97l-2.68 2.72 1.34 1.38L19 12l-4.94-5.07-1.34 1.38 2.68 2.72H5v1.94z"/></svg>
</div></button>',smallBtn:'<button ty

2022-04-20 13:11:09 UTC 1728 IN Data Raw: 5c 7b 5c 7b 73 72 63 5c 7d 5c 7d 2f 67 69 2c 74 2e 73 72 63 29 2e 72 65 70 6c 61 63 65 28 22 7b 7b 66 6f 72 
6d 61 74 7d 7d 22 2c 74 2e 6f 70 74 73 2e 76 69 64 65 6f 46 6f 72 6d 61 74 7c 7c 74 2e 6f 70 74 73 2e 76 69 64 65 6f 2e 
66 6f 72 6d 61 74 7c 7c 22 22 29 2e 72 65 70 6c 61 63 65 28 22 7b 7b 70 6f 73 74 65 72 7d 7d 22 2c 74 2e 74 68 75 6d 
62 7c 7c 22 22 29 29 3b 62 72 65 61 6b 3b 63 61 73 65 22 69 6e 6c 69 6e 65 22 3a 6e 28 74 2e 73 72 63 29 2e 6c 65 6e 
67 74 68 3f 61 2e 73 65 74 43 6f 6e 74 65 6e 74 28 74 2c 6e 28 74 2e 73 72 63 29 29 3a 61 2e 73 65 74 45 72 72 6f 72 28 
74 29 3b 62 72 65 61 6b 3b 63 61 73 65 22 61 6a 61 78 22 3a 61 2e 73 68 6f 77 4c 6f 61 64 69 6e 67 28 74 29 2c 69 3d 6
e 2e 61 6a 61 78 28 6e 2e 65 78 74 65 6e 64 28 7b 7d 2c 74 2e 6f 
Data Ascii: \{\{src\}\}/gi,t.src).replace("{{format}}",t.opts.videoFormat||t.opts.video.format||"").replace("{{poster}}",t.thumb||
""));break;case"inline":n(t.src).length?a.setContent(t,n(t.src)):a.setError(t);break;case"ajax":a.showLoading(t),i=n.aja
x(n.extend({},t.o
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2022-04-20 13:11:09 UTC 1744 IN Data Raw: 6e 28 63 29 7b 28 21 63 7c 7c 21 63 2e 6f 72 69 67 69 6e 61 6c 45 76 65 6e 74 7c 7c 74 2e 69 73 28 63 2e 6f 
72 69 67 69 6e 61 6c 45 76 65 6e 74 2e 74 61 72 67 65 74 29 26 26 22 7a 2d 69 6e 64 65 78 22 21 3d 63 2e 6f 72 69 67 
69 6e 61 6c 45 76 65 6e 74 2e 70 72 6f 70 65 72 74 79 4e 61 6d 65 29 26 26 28 72 2e 73 74 6f 70 28 74 29 2c 6e 2e 69 
73 4e 75 6d 65 72 69 63 28 6f 29 26 26 74 2e 63 73 73 28 22 74 72 61 6e 73 69 74 69 6f 6e 2d 64 75 72 61 74 69 6f 6e 2
2 2c 22 22 29 2c 6e 2e 69 73 50 6c 61 69 6e 4f 62 6a 65 63 74 28 65 29 3f 76 6f 69 64 20 30 21 3d 3d 65 2e 73 63 61 6c 
65 58 26 26 76 6f 69 64 20 30 21 3d 3d 65 2e 73 63 61 6c 65 59 26 26 72 2e 73 65 74 54 72 61 6e 73 6c 61 74 65 28 74 
2c 7b 74 6f 70 3a 65 2e 74 6f 70 2c 6c 65 66 74 3a 65 2e 6c 65 66 74 
Data Ascii: n(c){(!c||!c.originalEvent||t.is(c.originalEvent.target)&&"z-index"!=c.originalEvent.propertyName)&&(r.stop(
t),n.isNumeric(o)&&t.css("transition-duration",""),n.isPlainObject(e)?void 0!==e.scaleX&&void 0!==e.scaleY&&r.setTransla
te(t,{top:e.top,left:e.left

2022-04-20 13:11:09 UTC 1961 IN Data Raw: 64 2c 75 29 3a 72 2e 67 72 6f 75 70 2e 6c 65 6e 67 74 68 3c 32 26 26 72 2e 63 6c 6f 73 65 28 69 2e 73 74 61 
72 74 45 76 65 6e 74 29 29 7d 7d 3b 69 66 28 28 21 65 2e 6f 72 69 67 69 6e 61 6c 45 76 65 6e 74 7c 7c 32 21 3d 65 2e 
6f 72 69 67 69 6e 61 6c 45 76 65 6e 74 2e 62 75 74 74 6f 6e 29 26 26 28 73 2e 69 73 28 22 69 6d 67 22 29 7c 7c 21 28 
64 3e 73 5b 30 5d 2e 63 6c 69 65 6e 74 57 69 64 74 68 2b 73 2e 6f 66 66 73 65 74 28 29 2e 6c 65 66 74 29 29 29 7b 69 6
6 28 73 2e 69 73 28 22 2e 66 61 6e 63 79 62 6f 78 2d 62 67 2c 2e 66 61 6e 63 79 62 6f 78 2d 69 6e 6e 65 72 2c 2e 66 61 
6e 63 79 62 6f 78 2d 6f 75 74 65 72 2c 2e 66 61 6e 63 79 62 6f 78 2d 63 6f 6e 74 61 69 6e 65 72 22 29 29 6f 3d 22 4f 75 
74 73 69 64 65 22 3b 65 6c 73 65 20 69 66 28 73 2e 69 73 28 22 2e 
Data Ascii: d,u):r.group.length<2&&r.close(i.startEvent))}};if((!e.originalEvent||2!=e.originalEvent.button)&&(s.is("img")||!
(d>s[0].clientWidth+s.offset().left))){if(s.is(".fancybox-bg,.fancybox-inner,.fancybox-outer,.fancybox-container"))o="Outside
";else if(s.is(".

2022-04-20 13:11:09 UTC 1977 IN Data Raw: 28 29 7d 29 2c 61 28 22 62 6f 64 79 22 29 2e 70 72 65 70 65 6e 64 28 62 2e 6f 76 65 72 6c 61 79 45 6c 65 6d 
65 6e 74 29 29 2c 65 2e 64 61 74 61 28 22 73 6c 69 64 65 2d 72 65 76 65 61 6c 22 2c 21 31 29 2c 64 2e 70 75 73 68 26 
26 61 28 22 62 6f 64 79 22 29 2e 63 73 73 28 7b 70 6f 73 69 74 69 6f 6e 3a 22 72 65 6c 61 74 69 76 65 22 2c 22 6f 76 65 
72 66 6c 6f 77 2d 78 22 3a 22 68 69 64 64 65 6e 22 2c 74 72 61 6e 73 69 74 69 6f 6e 3a 66 2c 6c 65 66 74 3a 22 30 70 
78 22 7d 29 2c 64 2e 74 72 69 67 67 65 72 26 26 64 2e 74 72 69 67 67 65 72 2e 6c 65 6e 67 74 68 3e 30 26 26 64 2e 74 
72 69 67 67 65 72 2e 6f 6e 28 22 63 6c 69 63 6b 2e 73 6c 69 64 65 52 65 76 65 61 6c 22 2c 66 75 6e 63 74 69 6f 6e 28 
29 7b 65 2e 64 61 74 61 28 22 73 6c 69 64 65 2d 72 65 76 65 61 6c 22 
Data Ascii: ()}),a("body").prepend(b.overlayElement)),e.data("slide-reveal",!1),d.push&&a("body").css({position:"relativ
e","overflow-x":"hidden",transition:f,left:"0px"}),d.trigger&&d.trigger.length>0&&d.trigger.on("click.slideReveal",function()
{e.data("slide-reveal"

2022-04-20 13:11:09 UTC 1993 IN Data Raw: 7a 6f 6f 6d 22 3b 69 66 28 63 2e 65 6e 61 62 6c 65 64 26 26 62 2e 73 75 70 70 6f 72 74 73 54 72 61 6e 73 69 
74 69 6f 6e 29 7b 76 61 72 20 65 2c 66 2c 67 3d 63 2e 64 75 72 61 74 69 6f 6e 2c 6a 3d 66 75 6e 63 74 69 6f 6e 28 61 29 
7b 76 61 72 20 62 3d 61 2e 63 6c 6f 6e 65 28 29 2e 72 65 6d 6f 76 65 41 74 74 72 28 22 73 74 79 6c 65 22 29 2e 72 65 
6d 6f 76 65 41 74 74 72 28 22 63 6c 61 73 73 22 29 2e 61 64 64 43 6c 61 73 73 28 22 6d 66 70 2d 61 6e 69 6d 61 74 65 
64 2d 69 6d 61 67 65 22 29 2c 64 3d 22 61 6c 6c 20 22 2b 63 2e 64 75 72 61 74 69 6f 6e 2f 31 65 33 2b 22 73 20 22 2b 6
3 2e 65 61 73 69 6e 67 2c 65 3d 7b 70 6f 73 69 74 69 6f 6e 3a 22 66 69 78 65 64 22 2c 7a 49 6e 64 65 78 3a 39 39 39 39 
2c 6c 65 66 74 3a 30 2c 74 6f 70 3a 30 2c 22 2d 77 65 62 6b 69 74 
Data Ascii: zoom";if(c.enabled&&b.supportsTransition){var e,f,g=c.duration,j=function(a){var b=a.clone().removeAttr("sty
le").removeAttr("class").addClass("mfp-animated-image"),d="all "+c.duration/1e3+"s "+c.easing,e={position:"fixed",zIndex
:9999,left:0,top:0,"-webkit

2022-04-20 13:11:09 UTC 2009 IN Data Raw: 20 70 75 62 6c 69 63 50 61 74 68 20 69 73 20 6e 6f 74 20 73 75 70 70 6f 72 74 65 64 20 69 6e 20 74 68 69 73 
20 62 72 6f 77 73 65 72 22 29 3b 65 3d 65 2e 72 65 70 6c 61 63 65 28 2f 23 2e 2a 24 2f 2c 22 22 29 2e 72 65 70 6c 61 63 
65 28 2f 5c 3f 2e 2a 24 2f 2c 22 22 29 2e 72 65 70 6c 61 63 65 28 2f 5c 2f 5b 5e 5c 2f 5d 2b 24 2f 2c 22 2f 22 29 2c 5f 5f 
77 65 62 70 61 63 6b 5f 72 65 71 75 69 72 65 5f 5f 2e 70 3d 65 7d 29 28 29 2c 28 28 29 3d 3e 7b 76 61 72 20 65 3d 7b 
33 39 36 3a 30 7d 3b 5f 5f 77 65 62 70 61 63 6b 5f 72 65 71 75 69 72 65 5f 5f 2e 66 2e 6a 3d 28 72 2c 5f 29 3d 3e 7b 76 
61 72 20 61 3d 5f 5f 77 65 62 70 61 63 6b 5f 72 65 71 75 69 72 65 5f 5f 2e 6f 28 65 2c 72 29 3f 65 5b 72 5d 3a 76 6f 69 64 
20 30 3b 69 66 28 30 21 3d 3d 61 29 69 66 28 61 29 5f 
Data Ascii:  publicPath is not supported in this browser");e=e.replace(/#.*$/,"").replace(/\?.*$/,"").replace(/\/[^\/]+$/,"/"),__w
ebpack_require__.p=e})(),(()=>{var e={396:0};__webpack_require__.f.j=(r,_)=>{var a=__webpack_require__.o(e,r)?
e[r]:void 0;if(0!==a)if(a)_

2022-04-20 13:11:09 UTC 2025 IN Data Raw: 6e 28 74 2c 73 2c 72 29 7b 69 66 28 72 7c 7c 28 72 3d 69 29 2c 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 
66 20 74 29 72 65 74 75 72 6e 20 65 2e 65 78 74 65 6e 64 28 72 2c 74 29 2c 6e 3b 63 6f 6e 73 74 20 6f 3d 74 2e 73 70 
6c 69 74 28 22 2e 22 29 2c 6c 3d 6f 2e 73 70 6c 69 63 65 28 30 2c 31 29 3b 72 65 74 75 72 6e 20 6f 2e 6c 65 6e 67 74 
68 3f 28 72 5b 6c 5d 7c 7c 28 72 5b 6c 5d 3d 7b 7d 29 2c 6e 2e 73 65 74 53 65 74 74 69 6e 67 73 28 6f 2e 6a 6f 69 6e 28 
22 2e 22 29 2c 73 2c 72 5b 6c 5d 29 29 3a 28 72 5b 6c 5d 3d 73 2c 6e 29 7d 2c 74 68 69 73 2e 67 65 74 45 72 72 6f 72 4
d 65 73 73 61 67 65 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 6c 65 74 20 6e 3b 69 66 28 22 66 6f 72 63 65 4d 65 74 
68 6f 64 49 6d 70 6c 65 6d 65 6e 74 61 74 69 6f 6e 22 3d 3d 3d 65 
Data Ascii: n(t,s,r){if(r||(r=i),"object"==typeof t)return e.extend(r,t),n;const o=t.split("."),l=o.splice(0,1);return o.length?(r[l]||
(r[l]={}),n.setSettings(o.join("."),s,r[l])):(r[l]=s,n)},this.getErrorMessage=function(e,t){let n;if("forceMethodImplementati
on"===e

2022-04-20 13:11:09 UTC 2041 IN Data Raw: 2e 78 3d 3d 3d 65 2e 78 26 26 74 2e 79 3d 3d 3d 65 2e 79 29 72 65 74 75 72 6e 3b 74 68 69 73 2e 6f 6c 64 
4d 6f 75 73 65 50 6f 73 69 74 69 6f 6e 3d 7b 78 3a 65 2e 78 2c 79 3a 65 2e 79 7d 3b 63 6f 6e 73 74 20 6e 3d 31 30 30 2f 
69 6e 6e 65 72 57 69 64 74 68 2a 65 2e 78 2c 73 3d 31 30 30 2f 69 6e 6e 65 72 48 65 69 67 68 74 2a 65 2e 79 3b 74 68 
69 73 2e 72 75 6e 43 61 6c 6c 62 61 63 6b 28 6e 2c 73 29 7d 6f 6e 49 6e 69 74 28 29 7b 74 68 69 73 2e 6f 6c 64 4d 6f 75 
73 65 50 6f 73 69 74 69 6f 6e 3d 7b 7d 2c 73 75 70 65 72 2e 6f 6e 49 6e 69 74 28 29 7d 7d 74 2e 64 65 66 61 75 6c 74 3d 
4d 6f 75 73 65 4d 6f 76 65 49 6e 74 65 72 61 63 74 69 6f 6e 2c 4d 6f 75 73 65 4d 6f 76 65 49 6e 74 65 72 61 63 74 69 6f 
6e 2e 6d 6f 75 73 65 50 6f 73 69 74 69 6f 6e 3d 7b 7d 2c 4d 6f 
Data Ascii: .x===e.x&&t.y===e.y)return;this.oldMousePosition={x:e.x,y:e.y};const n=100/innerWidth*e.x,s=100/in
nerHeight*e.y;this.runCallback(n,s)}onInit(){this.oldMousePosition={},super.onInit()}}t.default=MouseMoveInteraction,Mou
seMoveInteraction.mousePosition={},Mo

2022-04-20 13:11:09 UTC 2057 IN Data Raw: 74 2c 65 6c 65 6d 65 6e 74 4f 66 66 73 65 74 3d 30 2c 66 72 65 73 68 57 61 79 70 6f 69 6e 74 3d 6e 75 6c 6c 
3d 3d 6f 6c 64 54 72 69 67 67 65 72 50 6f 69 6e 74 3b 77 61 79 70 6f 69 6e 74 2e 65 6c 65 6d 65 6e 74 21 3d 3d 77 61 79 
70 6f 69 6e 74 2e 65 6c 65 6d 65 6e 74 2e 77 69 6e 64 6f 77 26 26 28 65 6c 65 6d 65 6e 74 4f 66 66 73 65 74 3d 77 61 
79 70 6f 69 6e 74 2e 61 64 61 70 74 65 72 2e 6f 66 66 73 65 74 28 29 5b 61 78 69 73 2e 6f 66 66 73 65 74 50 72 6f 70 5d 
29 2c 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 66 20 61 64 6a 75 73 74 6d 65 6e 74 3f 61 64 6a 75 73 74 6d 
65 6e 74 3d 61 64 6a 75 73 74 6d 65 6e 74 2e 61 70 70 6c 79 28 77 61 79 70 6f 69 6e 74 29 3a 22 73 74 72 69 6e 67 22 
3d 3d 74 79 70 65 6f 66 20 61 64 6a 75 73 74 6d 65 6e 74 26 26 28 
Data Ascii: t,elementOffset=0,freshWaypoint=null==oldTriggerPoint;waypoint.element!==waypoint.element.window&&
(elementOffset=waypoint.adapter.offset()[axis.offsetProp]),"function"==typeof adjustment?adjustment=adjustment
.apply(waypoint):"string"==typeof adjustment&&(
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2022-04-20 13:11:09 UTC 2073 IN Data Raw: 64 20 30 3b 69 66 28 21 61 26 26 70 2e 64 6f 6d 37 4c 69 73 74 65 6e 65 72 73 3f 63 3d 70 2e 64 6f 6d 37 4c 
69 73 74 65 6e 65 72 73 5b 64 5d 3a 61 26 26 70 2e 64 6f 6d 37 4c 69 76 65 4c 69 73 74 65 6e 65 72 73 26 26 28 63 3d 
70 2e 64 6f 6d 37 4c 69 76 65 4c 69 73 74 65 6e 65 72 73 5b 64 5d 29 2c 63 26 26 63 2e 6c 65 6e 67 74 68 29 66 6f 72 
28 76 61 72 20 75 3d 63 2e 6c 65 6e 67 74 68 2d 31 3b 75 3e 3d 30 3b 75 2d 3d 31 29 7b 76 61 72 20 76 3d 63 5b 75 5d 
3b 72 26 26 76 2e 6c 69 73 74 65 6e 65 72 3d 3d 3d 72 3f 28 70 2e 72 65 6d 6f 76 65 45 76 65 6e 74 4c 69 73 74 65 6e 
65 72 28 64 2c 76 2e 70 72 6f 78 79 4c 69 73 74 65 6e 65 72 2c 6e 29 2c 63 2e 73 70 6c 69 63 65 28 75 2c 31 29 29 3a 
72 26 26 76 2e 6c 69 73 74 65 6e 65 72 26 26 76 2e 6c 69 73 74 65 6e 65 
Data Ascii: d 0;if(!a&&p.dom7Listeners?c=p.dom7Listeners[d]:a&&p.dom7LiveListeners&&(c=p.dom7LiveListeners[d])
,c&&c.length)for(var u=c.length-1;u>=0;u-=1){var v=c[u];r&&v.listener===r?(p.removeEventListener(d,v.proxyListener,n),c.
splice(u,1)):r&&v.listener&&v.listene

2022-04-20 13:11:09 UTC 2089 IN Data Raw: 2b 3d 74 2b 28 65 2e 73 70 61 63 65 42 65 74 77 65 65 6e 3f 65 2e 73 70 61 63 65 42 65 74 77 65 65 6e 3a 
30 29 7d 29 29 2c 28 61 65 2d 3d 65 2e 73 70 61 63 65 42 65 74 77 65 65 6e 29 3c 73 29 7b 76 61 72 20 72 65 3d 28 73 
2d 61 65 29 2f 32 3b 70 2e 66 6f 72 45 61 63 68 28 28 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 70 5b 74 5d 3d 65 2d 72 
65 7d 29 29 2c 63 2e 66 6f 72 45 61 63 68 28 28 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 63 5b 74 5d 3d 65 2b 72 65 7
d 29 29 7d 7d 6e 2e 65 78 74 65 6e 64 28 74 68 69 73 2c 7b 73 6c 69 64 65 73 3a 64 2c 73 6e 61 70 47 72 69 64 3a 70 
2c 73 6c 69 64 65 73 47 72 69 64 3a 63 2c 73 6c 69 64 65 73 53 69 7a 65 73 47 72 69 64 3a 75 7d 29 2c 68 21 3d 3d 6c 
26 26 74 68 69 73 2e 65 6d 69 74 28 22 73 6c 69 64 65 73 4c 65 6e 67 74 
Data Ascii: +=t+(e.spaceBetween?e.spaceBetween:0)})),(ae-=e.spaceBetween)<s){var re=(s-ae)/2;p.forEach((function(e,t)
{p[t]=e-re})),c.forEach((function(e,t){c[t]=e+re}))}}n.extend(this,{slides:d,snapGrid:p,slidesGrid:c,slidesSizesGrid:u}),h!
==l&&this.emit("slidesLengt

2022-04-20 13:11:09 UTC 2105 IN Data Raw: 20 61 3d 73 2b 31 3b 69 66 28 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 65 26 26 22 6c 65 6e 67 74 
68 22 69 6e 20 65 29 7b 66 6f 72 28 76 61 72 20 72 3d 30 3b 72 3c 65 2e 6c 65 6e 67 74 68 3b 72 2b 3d 31 29 65 5b 72 
5d 26 26 69 2e 70 72 65 70 65 6e 64 28 65 5b 72 5d 29 3b 61 3d 73 2b 65 2e 6c 65 6e 67 74 68 7d 65 6c 73 65 20 69 2e 
70 72 65 70 65 6e 64 28 65 29 3b 74 2e 6c 6f 6f 70 26 26 74 68 69 73 2e 6c 6f 6f 70 43 72 65 61 74 65 28 29 2c 74 2e 6f 
62 73 65 72 76 65 72 26 26 6f 2e 6f 62 73 65 72 76 65 72 7c 7c 74 68 69 73 2e 75 70 64 61 74 65 28 29 2c 74 68 69 73 2
e 73 6c 69 64 65 54 6f 28 61 2c 30 2c 21 31 29 7d 2c 61 64 64 53 6c 69 64 65 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 
7b 76 61 72 20 69 3d 74 68 69 73 2e 24 77 72 61 70 70 65 72 45 6c 
Data Ascii:  a=s+1;if("object"==typeof e&&"length"in e){for(var r=0;r<e.length;r+=1)e[r]&&i.prepend(e[r]);a=s+e.length}else 
i.prepend(e);t.loop&&this.loopCreate(),t.observer&&o.observer||this.update(),this.slideTo(a,0,!1)},addSlide:function(e,t){var 
i=this.$wrapperEl

2022-04-20 13:11:09 UTC 2121 IN Data Raw: 29 3b 65 6c 73 65 7b 69 66 28 6f 2e 74 6f 75 63 68 29 7b 76 61 72 20 6e 3d 21 28 22 74 6f 75 63 68 73 74 61 
72 74 22 21 3d 3d 69 2e 73 74 61 72 74 7c 7c 21 6f 2e 70 61 73 73 69 76 65 4c 69 73 74 65 6e 65 72 7c 7c 21 74 2e 70 
61 73 73 69 76 65 4c 69 73 74 65 6e 65 72 73 29 26 26 7b 70 61 73 73 69 76 65 3a 21 30 2c 63 61 70 74 75 72 65 3a 21 
31 7d 3b 73 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 69 2e 73 74 61 72 74 2c 74 68 69 73 2e 6f 6e 54 6f 7
5 63 68 53 74 61 72 74 2c 6e 29 2c 73 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 69 2e 6d 6f 76 65 2c 74 68 
69 73 2e 6f 6e 54 6f 75 63 68 4d 6f 76 65 2c 6f 2e 70 61 73 73 69 76 65 4c 69 73 74 65 6e 65 72 3f 7b 70 61 73 73 69 76 
65 3a 21 31 2c 63 61 70 74 75 72 65 3a 72 7d 3a 72 29 2c 73 2e 61 
Data Ascii: );else{if(o.touch){var n=!("touchstart"!==i.start||!o.passiveListener||!t.passiveListeners)&&{passive:!0,cap
ture:!1};s.addEventListener(i.start,this.onTouchStart,n),s.addEventListener(i.move,this.onTouchMove,o.passiveListener?{p
assive:!1,capture:r}:r),s.a

2022-04-20 13:11:09 UTC 2137 IN Data Raw: 68 69 73 2e 70 61 72 61 6d 73 2e 76 69 72 74 75 61 6c 2e 63 61 63 68 65 26 26 64 65 6c 65 74 65 20 74 68 
69 73 2e 76 69 72 74 75 61 6c 2e 63 61 63 68 65 5b 65 5b 69 5d 5d 2c 65 5b 69 5d 3c 74 26 26 28 74 2d 3d 31 29 2c 74 
3d 4d 61 74 68 2e 6d 61 78 28 74 2c 30 29 3b 65 6c 73 65 20 74 68 69 73 2e 76 69 72 74 75 61 6c 2e 73 6c 69 64 65 73 
2e 73 70 6c 69 63 65 28 65 2c 31 29 2c 74 68 69 73 2e 70 61 72 61 6d 73 2e 76 69 72 74 75 61 6c 2e 63 61 63 68 65 26 
26 64 65 6c 65 74 65 20 74 68 69 73 2e 76 69 72 74 75 61 6c 2e 63 61 63 68 65 5b 65 5d 2c 65 3c 74 26 26 28 74 2d 3d 
31 29 2c 74 3d 4d 61 74 68 2e 6d 61 78 28 74 2c 30 29 3b 74 68 69 73 2e 76 69 72 74 75 61 6c 2e 75 70 64 61 74 65 28 
21 30 29 2c 74 68 69 73 2e 73 6c 69 64 65 54 6f 28 74 2c 30 29 7d 7d 2c 72 
Data Ascii: his.params.virtual.cache&&delete this.virtual.cache[e[i]],e[i]<t&&(t-=1),t=Math.max(t,0);else this.virtual.s
lides.splice(e,1),this.params.virtual.cache&&delete this.virtual.cache[e],e<t&&(t-=1),t=Math.max(t,0);this.virtual.updat
e(!0),this.slideTo(t,0)}},r

2022-04-20 13:11:09 UTC 2153 IN Data Raw: 6f 22 3d 3d 3d 74 68 69 73 2e 70 61 72 61 6d 73 2e 73 63 72 6f 6c 6c 62 61 72 2e 64 72 61 67 53 69 7a 65 3f 
61 2a 72 3a 70 61 72 73 65 49 6e 74 28 74 68 69 73 2e 70 61 72 61 6d 73 2e 73 63 72 6f 6c 6c 62 61 72 2e 64 72 61 67 
53 69 7a 65 2c 31 30 29 2c 74 68 69 73 2e 69 73 48 6f 72 69 7a 6f 6e 74 61 6c 28 29 3f 74 5b 30 5d 2e 73 74 79 6c 65 2e 
77 69 64 74 68 3d 73 2b 22 70 78 22 3a 74 5b 30 5d 2e 73 74 79 6c 65 2e 68 65 69 67 68 74 3d 73 2b 22 70 78 22 2c 69 
5b 30 5d 2e 73 74 79 6c 65 2e 64 69 73 70 6c 61 79 3d 72 3e 3d 31 3f 22 6e 6f 6e 65 22 3a 22 22 2c 74 68 69 73 2e 70 6
1 72 61 6d 73 2e 73 63 72 6f 6c 6c 62 61 72 2e 68 69 64 65 26 26 28 69 5b 30 5d 2e 73 74 79 6c 65 2e 6f 70 61 63 69 74 
79 3d 30 29 2c 6e 2e 65 78 74 65 6e 64 28 65 2c 7b 74 72 61 63 6b 
Data Ascii: o"===this.params.scrollbar.dragSize?a*r:parseInt(this.params.scrollbar.dragSize,10),this.isHorizontal()?t[0]
.style.width=s+"px":t[0].style.height=s+"px",i[0].style.display=r>=1?"none":"",this.params.scrollbar.hide&&(i[0].style.o
pacity=0),n.extend(e,{track

2022-04-20 13:11:09 UTC 2169 IN Data Raw: 69 6e 64 65 78 28 29 2c 21 31 29 7d 7d 69 2e 65 6d 69 74 28 22 6c 61 7a 79 49 6d 61 67 65 52 65 61 64 79 
22 2c 72 5b 30 5d 2c 6f 5b 30 5d 29 2c 69 2e 70 61 72 61 6d 73 2e 61 75 74 6f 48 65 69 67 68 74 26 26 69 2e 75 70 64 
61 74 65 41 75 74 6f 48 65 69 67 68 74 28 29 7d 7d 29 29 2c 69 2e 65 6d 69 74 28 22 6c 61 7a 79 49 6d 61 67 65 4c 6f 6
1 64 22 2c 72 5b 30 5d 2c 6f 5b 30 5d 29 7d 29 29 7d 7d 2c 6c 6f 61 64 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 
65 3d 74 68 69 73 2c 74 3d 65 2e 24 77 72 61 70 70 65 72 45 6c 2c 69 3d 65 2e 70 61 72 61 6d 73 2c 61 3d 65 2e 73 6c 
69 64 65 73 2c 72 3d 65 2e 61 63 74 69 76 65 49 6e 64 65 78 2c 6e 3d 65 2e 76 69 72 74 75 61 6c 26 26 69 2e 76 69 72 
74 75 61 6c 2e 65 6e 61 62 6c 65 64 2c 6f 3d 69 2e 6c 61 7a 79 2c 6c 3d 
Data Ascii: index(),!1)}}i.emit("lazyImageReady",r[0],o[0]),i.params.autoHeight&&i.updateAutoHeight()}})),i.emit("lazyIm
ageLoad",r[0],o[0])}))}},load:function(){var e=this,t=e.$wrapperEl,i=e.params,a=e.slides,r=e.activeIndex,n=e.virtual&&i.
virtual.enabled,o=i.lazy,l=

2022-04-20 13:11:09 UTC 2233 IN Data Raw: 65 72 3d 65 2e 73 77 69 70 65 72 2c 6e 2e 65 78 74 65 6e 64 28 74 68 69 73 2e 74 68 75 6d 62 73 2e 73 77 
69 70 65 72 2e 6f 72 69 67 69 6e 61 6c 50 61 72 61 6d 73 2c 7b 77 61 74 63 68 53 6c 69 64 65 73 50 72 6f 67 72 65 73 
73 3a 21 30 2c 73 6c 69 64 65 54 6f 43 6c 69 63 6b 65 64 53 6c 69 64 65 3a 21 31 7d 29 2c 6e 2e 65 78 74 65 6e 64 28 7
4 68 69 73 2e 74 68 75 6d 62 73 2e 73 77 69 70 65 72 2e 70 61 72 61 6d 73 2c 7b 77 61 74 63 68 53 6c 69 64 65 73 50 
72 6f 67 72 65 73 73 3a 21 30 2c 73 6c 69 64 65 54 6f 43 6c 69 63 6b 65 64 53 6c 69 64 65 3a 21 31 7d 29 29 3a 6e 2e 
69 73 4f 62 6a 65 63 74 28 65 2e 73 77 69 70 65 72 29 26 26 28 74 68 69 73 2e 74 68 75 6d 62 73 2e 73 77 69 70 65 72 
3d 6e 65 77 20 74 28 6e 2e 65 78 74 65 6e 64 28 7b 7d 2c 65 2e 73 77 69 70 
Data Ascii: er=e.swiper,n.extend(this.thumbs.swiper.originalParams,{watchSlidesProgress:!0,slideToClickedSlide:!1}),n.ex
tend(this.thumbs.swiper.params,{watchSlidesProgress:!0,slideToClickedSlide:!1})):n.isObject(e.swiper)&&(this.t
humbs.swiper=new t(n.extend({},e.swip
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2022-04-20 13:11:09 UTC 2249 IN Data Raw: 75 73 68 28 74 68 69 73 2e 70 61 72 61 6d 73 2e 63 6f 6e 74 61 69 6e 65 72 4d 6f 64 69 66 69 65 72 43 6c 61 
73 73 2b 22 63 75 62 65 22 29 2c 74 68 69 73 2e 63 6c 61 73 73 4e 61 6d 65 73 2e 70 75 73 68 28 74 68 69 73 2e 70 61 
72 61 6d 73 2e 63 6f 6e 74 61 69 6e 65 72 4d 6f 64 69 66 69 65 72 43 6c 61 73 73 2b 22 33 64 22 29 3b 76 61 72 20 65 
3d 7b 73 6c 69 64 65 73 50 65 72 56 69 65 77 3a 31 2c 73 6c 69 64 65 73 50 65 72 43 6f 6c 75 6d 6e 3a 31 2c 73 6c 69 6
4 65 73 50 65 72 47 72 6f 75 70 3a 31 2c 77 61 74 63 68 53 6c 69 64 65 73 50 72 6f 67 72 65 73 73 3a 21 30 2c 72 65 73 
69 73 74 61 6e 63 65 52 61 74 69 6f 3a 30 2c 73 70 61 63 65 42 65 74 77 65 65 6e 3a 30 2c 63 65 6e 74 65 72 65 64 53 
6c 69 64 65 73 3a 21 31 2c 76 69 72 74 75 61 6c 54 72 61 6e 73 6c 61 
Data Ascii: ush(this.params.containerModifierClass+"cube"),this.classNames.push(this.params.containerModifierC
lass+"3d");var e={slidesPerView:1,slidesPerColumn:1,slidesPerGroup:1,watchSlidesProgress:!0,resistanceRatio:0,
spaceBetween:0,centeredSlides:!1,virtualTransla

2022-04-20 13:11:09 UTC 2265 IN Data Raw: 64 49 6d 61 67 65 22 3a 22 44 6f 77 6e 6c 6f 61 64 20 69 6d 61 67 65 22 2c 22 66 75 6c 6c 73 63 72 65 65 6e 
22 3a 22 46 75 6c 6c 73 63 72 65 65 6e 22 2c 22 7a 6f 6f 6d 22 3a 22 5a 6f 6f 6d 22 2c 22 73 68 61 72 65 22 3a 22 53 68 
61 72 65 22 2c 22 70 6c 61 79 56 69 64 65 6f 22 3a 22 50 6c 61 79 20 56 69 64 65 6f 22 2c 22 70 72 65 76 69 6f 75 73 
22 3a 22 50 72 65 76 69 6f 75 73 22 2c 22 6e 65 78 74 22 3a 22 4e 65 78 74 22 2c 22 63 6c 6f 73 65 22 3a 22 43 6c 6f 73 
65 22 7d 2c 22 69 73 5f 72 74 6c 22 3a 21 31 2c 22 62 72 65 61 6b 70 6f 69 6e 74 73 22 3a 7b 22 78 73 22 3a 30 2c 22 
73 6d 22 3a 34 38 30 2c 22 6d 64 22 3a 37 36 38 2c 22 6c 67 22 3a 31 30 32 35 2c 22 78 6c 22 3a 31 34 34 30 2c 22 78 
78 6c 22 3a 31 36 30 30 7d 2c 22 72 65 73 70 6f 6e 73 69 76 65 22 
Data Ascii: dImage":"Download image","fullscreen":"Fullscreen","zoom":"Zoom","share":"Share","playVideo":"Play 
Video","previous":"Previous","next":"Next","close":"Close"},"is_rtl":!1,"breakpoints":{"xs":0,"sm":480,"md":768,"lg":10
25,"xl":1440,"xxl":1600},"responsive"

2022-04-20 13:11:09 UTC 2281 IN Data Raw: 21 65 2e 62 61 63 6b 67 72 6f 75 6e 64 5f 76 69 64 65 6f 5f 65 6e 64 26 26 74 2e 73 65 63 6f 6e 64 73 3e 6e 
2d 2e 35 26 26 74 68 69 73 2e 70 6c 61 79 65 72 2e 73 65 74 43 75 72 72 65 6e 74 54 69 6d 65 28 65 2e 62 61 63 6b 67 
72 6f 75 6e 64 5f 76 69 64 65 6f 5f 73 74 61 72 74 29 7d 29 29 7d 29 29 7d 70 72 65 70 61 72 65 59 54 56 69 64 65 6f 28 
65 2c 74 29 7b 63 6f 6e 73 74 20 6e 3d 74 68 69 73 2e 65 6c 65 6d 65 6e 74 73 2e 24 62 61 63 6b 67 72 6f 75 6e 64 56 
69 64 65 6f 43 6f 6e 74 61 69 6e 65 72 2c 69 3d 74 68 69 73 2e 67 65 74 45 6c 65 6d 65 6e 74 53 65 74 74 69 6e 67 73 2
8 29 3b 6c 65 74 20 73 3d 65 2e 50 6c 61 79 65 72 53 74 61 74 65 2e 50 4c 41 59 49 4e 47 3b 77 69 6e 64 6f 77 2e 63 68 
72 6f 6d 65 26 26 28 73 3d 65 2e 50 6c 61 79 65 72 53 74 61 74 65 
Data Ascii: !e.background_video_end&&t.seconds>n-.5&&this.player.setCurrentTime(e.background_video_start)}))})
)}prepareYTVideo(e,t){const n=this.elements.$backgroundVideoContainer,i=this.getElementSettings();let s=e.Play
erState.PLAYING;window.chrome&&(s=e.PlayerState

2022-04-20 13:11:09 UTC 2297 IN Data Raw: 74 53 65 74 74 69 6e 67 73 28 22 73 65 6c 65 63 74 6f 72 73 2e 66 69 72 73 74 53 63 72 69 70 74 22 29 29 
7d 7d 69 6e 73 65 72 74 41 50 49 28 29 7b 74 68 69 73 2e 65 6c 65 6d 65 6e 74 73 2e 24 66 69 72 73 74 53 63 72 69 70 
74 2e 62 65 66 6f 72 65 28 6a 51 75 65 72 79 28 22 3c 73 63 72 69 70 74 3e 22 2c 7b 73 72 63 3a 74 68 69 73 2e 67 65 
74 41 70 69 55 52 4c 28 29 7d 29 29 2c 74 68 69 73 2e 73 65 74 53 65 74 74 69 6e 67 73 28 22 69 73 49 6e 73 65 72 74 
65 64 22 2c 21 30 29 7d 67 65 74 56 69 64 65 6f 49 44 46 72 6f 6d 55 52 4c 28 65 29 7b 63 6f 6e 73 74 20 74 3d 65 2e 6d 
61 74 63 68 28 74 68 69 73 2e 67 65 74 55 52 4c 52 65 67 65 78 28 29 29 3b 72 65 74 75 72 6e 20 74 26 26 74 5b 31 5d 
7d 6f 6e 41 70 69 52 65 61 64 79 28 65 29 7b 74 68 69 73 2e 67 65 74 53 
Data Ascii: tSettings("selectors.firstScript"))}}insertAPI(){this.elements.$firstScript.before(jQuery("<script>",{src:th
is.getApiURL()})),this.setSettings("isInserted",!0)}getVideoIDFromURL(e){const t=e.match(this.getURLRegex());return t&&t
[1]}onApiReady(e){this.getS

2022-04-20 13:11:09 UTC 2313 IN Data Raw: 3b 22 72 6f 74 61 74 65 22 3d 3d 3d 65 3f 74 68 69 73 2e 72 6f 74 61 74 65 48 65 61 64 6c 69 6e 65 28 29 3a 
22 68 69 67 68 6c 69 67 68 74 22 3d 3d 3d 65 26 26 28 74 68 69 73 2e 61 64 64 48 69 67 68 6c 69 67 68 74 28 29 2c 74 
68 69 73 2e 61 63 74 69 76 61 74 65 48 69 67 68 6c 69 67 68 74 41 6e 69 6d 61 74 69 6f 6e 28 29 29 2c 74 68 69 73 2e 
64 65 61 63 74 69 76 61 74 65 53 63 72 6f 6c 6c 4c 69 73 74 65 6e 65 72 28 29 7d 2c 61 63 74 69 76 61 74 65 48 69 67 6
8 6c 69 67 68 74 41 6e 69 6d 61 74 69 6f 6e 28 29 7b 63 6f 6e 73 74 20 65 3d 74 68 69 73 2e 67 65 74 53 65 74 74 69 6e 
67 73 28 29 2c 74 3d 65 2e 63 6c 61 73 73 65 73 2c 73 3d 74 68 69 73 2e 65 6c 65 6d 65 6e 74 73 2e 24 68 65 61 64 6c 
69 6e 65 3b 73 2e 72 65 6d 6f 76 65 43 6c 61 73 73 28 74 2e 68 69 64 
Data Ascii: ;"rotate"===e?this.rotateHeadline():"highlight"===e&&(this.addHighlight(),this.activateHighlightAnimation())
,this.deactivateScrollListener()},activateHighlightAnimation(){const e=this.getSettings(),t=e.classes,s=this.elements.$h
eadline;s.removeClass(t.hid

2022-04-20 13:11:09 UTC 2329 IN Data Raw: 28 65 2c 73 29 7b 74 2e 66 69 6e 64 28 22 23 66 6f 72 6d 2d 66 69 65 6c 64 2d 22 2b 65 29 2e 70 61 72 65 6e 
74 28 29 2e 61 64 64 43 6c 61 73 73 28 22 65 6c 65 6d 65 6e 74 6f 72 2d 65 72 72 6f 72 22 29 2e 61 70 70 65 6e 64 28 
27 3c 73 70 61 6e 20 63 6c 61 73 73 3d 22 65 6c 65 6d 65 6e 74 6f 72 2d 6d 65 73 73 61 67 65 20 65 6c 65 6d 65 6e 74 
6f 72 2d 6d 65 73 73 61 67 65 2d 64 61 6e 67 65 72 20 65 6c 65 6d 65 6e 74 6f 72 2d 68 65 6c 70 2d 69 6e 6c 69 6e 65 2
0 65 6c 65 6d 65 6e 74 6f 72 2d 66 6f 72 6d 2d 68 65 6c 70 2d 69 6e 6c 69 6e 65 22 20 72 6f 6c 65 3d 22 61 6c 65 72 74 
22 3e 27 2b 73 2b 22 3c 2f 73 70 61 6e 3e 22 29 2e 66 69 6e 64 28 22 3a 69 6e 70 75 74 22 29 2e 61 74 74 72 28 22 61 
72 69 61 2d 69 6e 76 61 6c 69 64 22 2c 22 74 72 75 65 22 29 7d 29 29 
Data Ascii: (e,s){t.find("#form-field-"+e).parent().addClass("elementor-error").append('<span class="elementor-message e
lementor-message-danger elementor-help-inline elementor-form-help-inline" role="alert">'+s+"</span>").find(":input").att
r("aria-invalid","true")}))

2022-04-20 13:11:09 UTC 2345 IN Data Raw: 73 2c 73 3d 4f 62 6a 65 63 74 2e 6b 65 79 73 28 74 29 2c 6e 3d 7b 7d 2c 69 3d 65 6c 65 6d 65 6e 74 6f 72 46 
72 6f 6e 74 65 6e 64 2e 67 65 74 44 65 76 69 63 65 53 65 74 74 69 6e 67 28 22 64 65 73 6b 74 6f 70 22 2c 65 2c 22 69 
64 65 61 6c 5f 72 6f 77 5f 68 65 69 67 68 74 22 29 3b 72 65 74 75 72 6e 20 73 2e 66 6f 72 45 61 63 68 28 28 73 3d 3e 7b 
69 66 28 22 77 69 64 65 73 63 72 65 65 6e 22 21 3d 3d 73 29 7b 63 6f 6e 73 74 20 69 3d 65 6c 65 6d 65 6e 74 6f 72 46 
72 6f 6e 74 65 6e 64 2e 67 65 74 44 65 76 69 63 65 53 65 74 74 69 6e 67 28 73 2c 65 2c 22 69 64 65 61 6c 5f 72 6f 77 5f 
68 65 69 67 68 74 22 29 3b 6e 5b 74 5b 73 5d 2e 76 61 6c 75 65 5d 3d 7b 68 6f 72 69 7a 6f 6e 74 61 6c 47 61 70 3a 65 6
c 65 6d 65 6e 74 6f 72 46 72 6f 6e 74 65 6e 64 2e 67 65 74 44 65 
Data Ascii: s,s=Object.keys(t),n={},i=elementorFrontend.getDeviceSetting("desktop",e,"ideal_row_height");return s.forEac
h((s=>{if("widescreen"!==s){const i=elementorFrontend.getDeviceSetting(s,e,"ideal_row_height");n[t[s].value]={horizontal
Gap:elementorFrontend.getDe

2022-04-20 13:11:09 UTC 2361 IN Data Raw: 41 6e 69 6d 61 74 69 6f 6e 48 6f 76 65 72 49 6e 3d 28 29 3d 3e 7b 74 68 69 73 2e 73 74 61 74 65 2e 61 6e 69 
6d 61 74 69 6f 6e 44 69 72 65 63 74 69 6f 6e 3d 22 66 6f 72 77 61 72 64 22 2c 74 68 69 73 2e 70 6c 61 79 4c 6f 74 74 69 
65 28 29 7d 2c 74 68 69 73 2e 61 64 64 53 65 73 73 69 6f 6e 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 74 2c 22 6d 6f 
75 73 65 65 6e 74 65 72 22 2c 74 68 69 73 2e 6c 69 73 74 65 6e 65 72 73 2e 65 6c 65 6d 65 6e 74 73 2e 24 77 69 64 67 
65 74 41 72 65 61 2e 74 72 69 67 67 65 72 41 6e 69 6d 61 74 69 6f 6e 48 6f 76 65 72 49 6e 29 7d 61 64 64 53 65 73 73 6
9 6f 6e 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 65 2c 74 2c 73 29 7b 65 2e 6f 6e 28 74 2c 73 29 2c 74 68 69 73 2e 6c 
69 73 74 65 6e 65 72 73 2e 63 6f 6c 6c 65 63 74 69 6f 6e 2e 70 75 
Data Ascii: AnimationHoverIn=()=>{this.state.animationDirection="forward",this.playLottie()},this.addSessionEventListene
r(t,"mouseenter",this.listeners.elements.$widgetArea.triggerAnimationHoverIn)}addSessionEventListener(e,t,s){e.on(t,s),t
his.listeners.collection.pu

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:09 UTC 2590 IN Data Raw: 2e 64 65 66 61 75 6c 74 2c 6c 6f 67 67 65 64 5f 69 6e 3a 6c 2e 64 65 66 61 75 6c 74 2c 64 65 76 69 63 65 73 
3a 64 2e 64 65 66 61 75 6c 74 2c 74 69 6d 65 73 3a 63 2e 64 65 66 61 75 6c 74 2c 62 72 6f 77 73 65 72 73 3a 68 2e 64 
65 66 61 75 6c 74 7d 7d 63 68 65 63 6b 28 29 7b 63 6f 6e 73 74 20 65 3d 74 68 69 73 2e 67 65 74 53 65 74 74 69 6e 67 
73 28 29 3b 6c 65 74 20 74 3d 21 30 3b 72 65 74 75 72 6e 20 6a 51 75 65 72 79 2e 65 61 63 68 28 74 68 69 73 2e 74 69 
6d 69 6e 67 43 6c 61 73 73 65 73 2c 28 28 73 2c 6e 29 3d 3e 7b 69 66 28 21 65 5b 73 5d 29 72 65 74 75 72 6e 3b 6e 65 
77 20 6e 28 65 2c 74 68 69 73 2e 64 6f 63 75 6d 65 6e 74 29 2e 63 68 65 63 6b 28 29 7c 7c 28 74 3d 21 31 29 7d 29 29 
2c 74 7d 7d 74 2e 64 65 66 61 75 6c 74 3d 5f 64 65 66 61 75 6c 74 7d 2c 
Data Ascii: .default,logged_in:l.default,devices:d.default,times:c.default,browsers:h.default}}check(){const e=this.getS
ettings();let t=!0;return jQuery.each(this.timingClasses,((s,n)=>{if(!e[s])return;new n(e,this.document).check()||(t=!1)
})),t}}t.default=_default},

2022-04-20 13:11:09 UTC 2606 IN Data Raw: 64 28 29 7d 2c 72 65 66 72 65 73 68 47 72 69 64 28 29 7b 74 68 69 73 2e 73 65 74 43 6f 6c 73 43 6f 75 6e 74 
53 65 74 74 69 6e 67 73 28 29 2c 74 68 69 73 2e 61 72 72 61 6e 67 65 47 72 69 64 28 29 7d 2c 62 69 6e 64 45 76 65 6e 
74 73 28 29 7b 69 2e 64 65 66 61 75 6c 74 2e 70 72 6f 74 6f 74 79 70 65 2e 62 69 6e 64 45 76 65 6e 74 73 2e 61 70 70 
6c 79 28 74 68 69 73 2c 61 72 67 75 6d 65 6e 74 73 29 2c 74 68 69 73 2e 65 6c 65 6d 65 6e 74 73 2e 24 66 69 6c 74 65 
72 42 75 74 74 6f 6e 73 2e 6f 6e 28 22 63 6c 69 63 6b 22 2c 74 68 69 73 2e 6f 6e 46 69 6c 74 65 72 42 75 74 74 6f 6e 43 
6c 69 63 6b 29 7d 2c 69 73 4d 61 73 6f 6e 72 79 45 6e 61 62 6c 65 64 28 29 7b 72 65 74 75 72 6e 21 21 74 68 69 73 2e 
67 65 74 45 6c 65 6d 65 6e 74 53 65 74 74 69 6e 67 73 28 22 6d 61 73 
Data Ascii: d()},refreshGrid(){this.setColsCountSettings(),this.arrangeGrid()},bindEvents(){i.default.prototype.bindEven
ts.apply(this,arguments),this.elements.$filterButtons.on("click",this.onFilterButtonClick)},isMasonryEnabled(){return!!t
his.getElementSettings("mas

2022-04-20 13:11:09 UTC 2622 IN Data Raw: 65 6e 74 6f 72 2d 77 69 64 67 65 74 22 29 2e 69 64 3b 6c 65 74 20 69 3d 22 22 3b 72 65 74 75 72 6e 20 73 3f 
69 3d 73 3a 6e 26 26 28 69 3d 6e 29 2c 73 7c 7c 6e 3f 6a 51 75 65 72 79 28 74 68 69 73 2e 65 6c 65 6d 65 6e 74 73 2e 
24 68 65 61 64 69 6e 67 73 5b 65 5d 29 2e 64 61 74 61 28 22 68 61 73 4f 77 6e 49 44 22 2c 21 30 29 3a 69 3d 60 24 7b 
74 2e 68 65 61 64 69 6e 67 41 6e 63 68 6f 72 7d 2d 24 7b 65 7d 60 2c 69 7d 73 65 74 48 65 61 64 69 6e 67 73 44 61 74 
61 28 29 7b 74 68 69 73 2e 68 65 61 64 69 6e 67 73 44 61 74 61 3d 5b 5d 3b 63 6f 6e 73 74 20 65 3d 74 68 69 73 2e 67 
65 74 53 65 74 74 69 6e 67 73 28 22 63 6c 61 73 73 65 73 22 29 3b 74 68 69 73 2e 65 6c 65 6d 65 6e 74 73 2e 24 68 65 
61 64 69 6e 67 73 2e 65 61 63 68 28 28 28 74 2c 73 29 3d 3e 7b 63 6f 6e 
Data Ascii: entor-widget").id;let i="";return s?i=s:n&&(i=n),s||n?jQuery(this.elements.$headings[e]).data("hasOwnID",!0)
:i=`${t.headingAnchor}-${e}`,i}setHeadingsData(){this.headingsData=[];const e=this.getSettings("classes");this.elements.
$headings.each(((t,s)=>{con

2022-04-20 13:11:09 UTC 2638 IN Data Raw: 63 61 74 69 6f 6e 2e 68 72 65 66 2c 73 3d 65 2e 63 61 72 74 5f 70 61 67 65 5f 75 72 6c 2c 6e 3d 65 2e 63 61 
72 74 5f 70 61 67 65 5f 75 72 6c 3d 3d 3d 74 2c 69 3d 65 2e 63 68 65 63 6b 6f 75 74 5f 70 61 67 65 5f 75 72 6c 3d 3d 3d 
74 2c 6f 3d 74 68 69 73 2e 67 65 74 53 65 74 74 69 6e 67 73 28 22 73 65 6c 65 63 74 6f 72 73 22 29 2c 72 3d 74 68 69 
73 2e 67 65 74 45 6c 65 6d 65 6e 74 53 65 74 74 69 6e 67 73 28 29 2c 61 3d 74 68 69 73 2e 67 65 74 53 65 74 74 69 6e 
67 73 28 22 63 6c 61 73 73 65 73 22 29 3b 6e 26 26 69 3f 74 68 69 73 2e 24 65 6c 65 6d 65 6e 74 2e 66 69 6e 64 28 6f 2
e 74 6f 67 67 6c 65 42 75 74 74 6f 6e 29 2e 61 74 74 72 28 22 68 72 65 66 22 2c 73 29 3a 28 74 68 69 73 2e 69 73 43 61 
72 74 4f 70 65 6e 3d 74 68 69 73 2e 24 65 6c 65 6d 65 6e 74 2e 68 
Data Ascii: cation.href,s=e.cart_page_url,n=e.cart_page_url===t,i=e.checkout_page_url===t,o=this.getSettings("selectors"
),r=this.getElementSettings(),a=this.getSettings("classes");n&&i?this.$element.find(o.toggleButton).attr("href",s):(this
.isCartOpen=this.$element.h

2022-04-20 13:11:09 UTC 2654 IN Data Raw: 28 29 7b 28 61 77 61 69 74 20 65 6c 65 6d 65 6e 74 6f 72 46 72 6f 6e 74 65 6e 64 2e 75 74 69 6c 73 2e 6c 69 
67 68 74 62 6f 78 29 2e 73 65 74 56 69 64 65 6f 41 73 70 65 63 74 52 61 74 69 6f 28 74 68 69 73 2e 67 65 74 45 6c 65 
6d 65 6e 74 53 65 74 74 69 6e 67 73 28 22 61 73 70 65 63 74 5f 72 61 74 69 6f 22 29 29 7d 61 73 79 6e 63 20 68 69 64 
65 4c 69 67 68 74 62 6f 78 28 29 7b 28 61 77 61 69 74 20 65 6c 65 6d 65 6e 74 6f 72 46 72 6f 6e 74 65 6e 64 2e 75 74 69 
6c 73 2e 6c 69 67 68 74 62 6f 78 29 2e 67 65 74 4d 6f 64 61 6c 28 29 2e 68 69 64 65 28 29 7d 70 72 65 70 61 72 65 59 5
4 56 69 64 65 6f 28 65 2c 74 29 7b 63 6f 6e 73 74 20 73 3d 74 68 69 73 2e 67 65 74 45 6c 65 6d 65 6e 74 53 65 74 74 69 
6e 67 73 28 29 2c 6e 3d 7b 76 69 64 65 6f 49 64 3a 74 68 69 73 2e 
Data Ascii: (){(await elementorFrontend.utils.lightbox).setVideoAspectRatio(this.getElementSettings("aspect_ratio"))}async 
hideLightbox(){(await elementorFrontend.utils.lightbox).getModal().hide()}prepareYTVideo(e,t){const s=this.getElement
Settings(),n={videoId:this.

2022-04-20 13:11:09 UTC 2670 IN Data Raw: 70 70 65 6e 64 28 69 29 2c 69 2e 61 70 70 65 6e 64 28 61 29 2c 6f 2e 73 65 74 4d 65 73 73 61 67 65 28 6e 29 
2c 74 68 69 73 2e 73 65 74 56 69 64 65 6f 41 73 70 65 63 74 52 61 74 69 6f 28 29 3b 63 6f 6e 73 74 20 72 3d 6f 2e 6f 6e 
48 69 64 65 3b 6f 2e 6f 6e 48 69 64 65 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 28 29 2c 74 68 69 73 2e 24 62 75 74 74 6f 
6e 73 3d 6a 51 75 65 72 79 28 29 2c 74 68 69 73 2e 66 6f 63 75 73 65 64 42 75 74 74 6f 6e 3d 6e 75 6c 6c 2c 6f 2e 67 65 
74 45 6c 65 6d 65 6e 74 73 28 22 6d 65 73 73 61 67 65 22 29 2e 72 65 6d 6f 76 65 43 6c 61 73 73 28 22 65 6c 65 6d 65 
6e 74 6f 72 2d 66 69 74 2d 61 73 70 65 63 74 2d 72 61 74 69 6f 22 29 7d 7d 2c 67 65 74 53 68 61 72 65 4c 69 6e 6b 73 
3a 66 75 6e 63 74 69 6f 6e 28 29 7b 63 6f 6e 73 74 7b 69 31 38 
Data Ascii: ppend(i),i.append(a),o.setMessage(n),this.setVideoAspectRatio();const r=o.onHide;o.onHide=function(){r(),thi
s.$buttons=jQuery(),this.focusedButton=null,o.getElements("message").removeClass("elementor-fit-aspect-ratio")
}},getShareLinks:function(){const{i18

2022-04-20 13:11:09 UTC 2686 IN Data Raw: 28 29 7d 3b 76 61 72 20 62 61 63 6b 75 70 43 53 53 3d 66 75 6e 63 74 69 6f 6e 28 24 65 6c 65 6d 65 6e 74 42 
61 63 6b 75 70 43 53 53 2c 62 61 63 6b 75 70 53 74 61 74 65 2c 70 72 6f 70 65 72 74 69 65 73 29 7b 76 61 72 20 63 73 
73 3d 7b 7d 2c 65 6c 65 6d 65 6e 74 53 74 79 6c 65 3d 24 65 6c 65 6d 65 6e 74 42 61 63 6b 75 70 43 53 53 5b 30 5d 2e 
73 74 79 6c 65 3b 70 72 6f 70 65 72 74 69 65 73 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 70 72 6f 70 65 72 
74 79 29 7b 63 73 73 5b 70 72 6f 70 65 72 74 79 5d 3d 75 6e 64 65 66 69 6e 65 64 21 3d 3d 65 6c 65 6d 65 6e 74 53 74 
79 6c 65 5b 70 72 6f 70 65 72 74 79 5d 3f 65 6c 65 6d 65 6e 74 53 74 79 6c 65 5b 70 72 6f 70 65 72 74 79 5d 3a 22 22 7d 
29 3b 24 65 6c 65 6d 65 6e 74 42 61 63 6b 75 70 43 53 53 2e 64 61 
Data Ascii: ()};var backupCSS=function($elementBackupCSS,backupState,properties){var css={},elementStyle=$elem
entBackupCSS[0].style;properties.forEach(function(property){css[property]=undefined!==elementStyle[property]?e
lementStyle[property]:""});$elementBackupCSS.da

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

60 192.168.2.5 49849 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:21 UTC 4245 OUT GET /wp-content/uploads/2020/04/content-library.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:21 UTC 4248 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:21 GMT
Content-Type: image/png
Content-Length: 460
Last-Modified: Thu, 03 Dec 2020 17:55:40 GMT
Connection: close
ETag: "5fc9269c-1cc"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:21 UTC 4248 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 3c 00 00 00 3c 08 03 00 00 00 0d 22 29 40 00 00 
00 45 50 4c 54 45 00 00 00 ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff f
f ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 52 9d 73 c2 00 00 00 16 74 52 4e 53 00 10 20 30 40 50 60 70 80 90 9f a0 af b0 bf c0 cf d0 
df e0 ef f0 fb 80 6e ce 00 00 01 20 49 44 41 54 48 c7 cd d5 51 97 82 20 10 05 60 d0 15 33 a2 64 73 ef ff ff a9 3d 0c c9 74 
36 cf 7a 87 3a ed 3c f3 e9 c0 5c c5 b9 b5 b0 b3 dc b3 b2 e3 ed 67 fe 5a f8 4a 2c f2 33 d8 fd 07 9c eb 50 e6 16 9c df da b6 
3f de 8f da 80 23 1a 30 d0 bb 06 ec 5e 88 f3 d6 d7 34 b7 e0 fc ee b6 ff c4 c0 d1 37 60 44 7b db fd 
Data Ascii: PNGIHDR<<")@EPLTERstRNS 0@P`pn IDATHQ `3ds=t6z:<\gZJ,3P?#0^47`D{

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

61 192.168.2.5 49847 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:21 UTC 4245 OUT GET /wp-content/uploads/2020/08/cropped-favicon-512x512-1-32x32.png HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:21 UTC 4246 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:21 GMT
Content-Type: image/png
Content-Length: 2004
Last-Modified: Thu, 03 Dec 2020 17:26:50 GMT
Connection: close
ETag: "5fc91fda-7d4"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:21 UTC 4246 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 20 00 00 00 20 08 06 00 00 00 73 7a 7a f4 00 00 
07 9b 49 44 41 54 58 c3 dd 57 7b 50 53 67 16 bf 93 61 98 4e 87 d9 ba 3b 2e f2 c6 52 0b 01 c1 a2 b5 3e 10 79 04 12 92 
90 d2 0a 56 79 26 41 a2 82 82 45 10 01 79 09 c8 4b 5a ec 2a 85 b5 c8 5a ca 5a 10 12 42 02 21 e4 0d 3e 0a 94 15 a4 6d 
ec 6e 59 ca ba 2e 52 c7 d9 56 97 75 18 c7 c9 9c 3d f7 d2 84 a4 ee f8 cf a2 7f ec 9d b9 03 37 df 77 bf f3 3b bf f3 3b 8f 4b 
10 cf b8 82 8e 2a 69 1b 8f f4 f3 3c 85 92 ab af ee eb b9 18 57 3d 44 1f be 39 4f bc 90 8b 55 aa a3 79 1f e8 15 ba f0 c5 f7 
dc 04 62 20 ef d5 f1 97 27 5b 95 df fd ea b9 1b 3f 23 f9 86 08 38 2c df ed 2a 10 cf bb 09 24 e0 2e 5c ba 7f bd b7 f3 7e 53 
df 9f 5d 9e 3b 80 1d 79 83 5b 9c 52 ba ef b8 a3 d7 a4 61 
Data Ascii: PNGIHDR  szzIDATXW{PSgaN;.R>yVy&AEyKZ*ZZB!>mnY.RVu=7w;;K*i<W=D9OUyb '[?#8,*$.\~S];y[Ra

Session ID Source IP Source Port Destination IP
Destination
Port

Process

62 192.168.2.5 49852 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:21 UTC 4249 OUT GET /wp-content/uploads/2020/04/upcoming-event.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

Copyright Joe Security LLC 2022 Page 287 of 324



2022-04-20 13:11:22 UTC 4249 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:22 GMT
Content-Type: image/png
Content-Length: 211
Last-Modified: Thu, 03 Dec 2020 17:23:22 GMT
Connection: close
ETag: "5fc91f0a-d3"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:22 UTC 4250 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 38 00 00 00 3c 02 03 00 00 00 4e 79 91 9b 00 00 
00 0c 50 4c 54 45 00 00 00 ff ff ff ff ff ff ff ff ff 38 c0 3b a8 00 00 00 03 74 52 4e 53 00 cf d0 30 c7 dd 8b 00 00 00 73 49 44 
41 54 28 cf ed d2 51 0a 80 20 0c 06 e0 95 07 f0 42 41 dd cc 6e a6 47 f2 00 e5 df a6 04 4b 7b 08 ca b7 f6 e0 fc 60 b2 21 
23 22 87 85 38 06 ec 92 08 08 92 0c 90 19 4d 61 b0 2d 1d 22 97 49 04 cb af a1 09 8a ba d8 b6 54 8d 84 1e ab 70 44 ca 
54 f1 8e b8 44 cd 0f 1b 35 9c cf 2e db 1d 27 3e f9 43 ca a5 27 ff 31 9e 8f d1 6b 19 aa ad f3 5a e9 00 82 f1 14 37 a9 54 00 
86 00 00 00 00 49 45 4e 44 ae 42 60 82 
Data Ascii: PNGIHDR8<NyPLTE8;tRNS0sIDAT(Q BAnGK{`!#"8Ma-"ITpDTD5.'>C'1kZ7TIENDB`

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

63 192.168.2.5 16258 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:21 UTC 4249 OUT GET /wp-content/uploads/2020/04/upcoming-events.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:22 UTC 4250 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:22 GMT
Content-Type: image/png
Content-Length: 471
Last-Modified: Thu, 03 Dec 2020 17:28:57 GMT
Connection: close
ETag: "5fc92059-1d7"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:22 UTC 4250 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 3a 00 00 00 39 08 03 00 00 00 50 f1 c8 b4 00 00 
00 42 50 4c 54 45 00 00 00 ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff f
f ff ff ff ff ff ff ff ff ff ff ff ff ff 08 5f d2 86 00 00 00 15 74 52 4e 53 00 10 20 40 4f 50 5f 60 70 7f 80 af b0 bf c0 cf d0 df e0 ef f0 
98 fe a2 37 00 00 01 2f 49 44 41 54 48 c7 ed 96 dd 72 83 20 10 85 17 88 d5 1a 5d d0 f4 bc ff ab f6 02 1d 41 08 bb b6 bd 
6a b2 17 27 73 c6 7c b8 fc 1c 46 a2 73 b9 fb 03 b3 23 0a 89 fa c7 dd 91 58 23 00 00 23 85 42 85 72 c0 60 ec 08 38 2a b5 
5d 53 1c 7d 04 17 3a 9d ff 8b b2 3c 91 05 a8 d0 53 d5 d0 a0 46 eb 8b 35 55 35 ed b6 8a da 4f c0 55 54 46 
Data Ascii: PNGIHDR:9PBPLTE_tRNS @OP_`p7/IDATHr ]Aj's|Fs#X##Br`8*]S}:<SF5U5OUTF

Session ID Source IP Source Port Destination IP
Destination
Port

Process

64 192.168.2.5 49856 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:22 UTC 4250 OUT GET /wp-content/uploads/2020/04/leadership.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:22 UTC 4254 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:22 GMT
Content-Type: image/png
Content-Length: 2913
Last-Modified: Thu, 03 Dec 2020 17:27:20 GMT
Connection: close
ETag: "5fc91ff8-b61"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:22 UTC 4254 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 6e 00 00 00 6e 08 03 00 00 00 f1 85 d6 c9 00 00 02 
a9 50 4c 54 45 00 00 00 ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
Data Ascii: PNGIHDRnnPLTE
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

65 192.168.2.5 49857 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:22 UTC 4251 OUT GET /wp-content/uploads/2020/04/lead.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:22 UTC 4251 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:22 GMT
Content-Type: image/png
Content-Length: 2768
Last-Modified: Thu, 03 Dec 2020 17:24:29 GMT
Connection: close
ETag: "5fc91f4d-ad0"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:22 UTC 4251 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 6e 00 00 00 6e 08 03 00 00 00 f1 85 d6 c9 00 00 02 
d9 50 4c 54 45 00 00 00 ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff fb fb ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
Data Ascii: PNGIHDRnnPLTE

Session ID Source IP Source Port Destination IP
Destination
Port

Process

66 192.168.2.5 49861 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:22 UTC 4257 OUT GET /wp-content/uploads/2020/04/promotion.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:22 UTC 4257 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:22 GMT
Content-Type: image/png
Content-Length: 2844
Last-Modified: Thu, 03 Dec 2020 17:27:05 GMT
Connection: close
ETag: "5fc91fe9-b1c"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:22 UTC 4258 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 6e 00 00 00 6e 08 03 00 00 00 f1 85 d6 c9 00 00 02 
a9 50 4c 54 45 00 00 00 ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
Data Ascii: PNGIHDRnnPLTE

Session ID Source IP Source Port Destination IP
Destination
Port

Process

67 192.168.2.5 49862 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:22 UTC 4257 OUT GET /wp-content/uploads/2020/04/research.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:22 UTC 4260 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:22 GMT
Content-Type: image/png
Content-Length: 3350
Last-Modified: Thu, 03 Dec 2020 17:52:45 GMT
Connection: close
ETag: "5fc925ed-d16"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes
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2022-04-20 13:11:22 UTC 4261 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 6e 00 00 00 6e 08 03 00 00 00 f1 85 d6 c9 00 00 02 
d9 50 4c 54 45 00 00 00 ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
Data Ascii: PNGIHDRnnPLTE

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

68 192.168.2.5 49866 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:23 UTC 4264 OUT GET /wp-content/uploads/2020/04/back.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:23 UTC 4266 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:23 GMT
Content-Type: image/jpeg
Content-Length: 156384
Last-Modified: Thu, 03 Dec 2020 17:33:44 GMT
Connection: close
ETag: "5fc92178-262e0"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:23 UTC 4267 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 43 00 06 04 04 04 05 04 06 05 05 06 09 
06 05 06 09 0b 08 06 06 08 0b 0c 0a 0a 0b 0a 0a 0c 10 0c 0c 0c 0c 0c 0c 10 0c 0e 0f 10 0f 0e 0c 13 13 14 14 13 13 1c 1b 
1b 1b 1c 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f ff db 00 43 01 07 07 07 0d 0c 0d 18 10 10 18 1a 15 11 15 1a 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 
1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f ff c2 00 11 08 03 c0 07 80 
03 01 11 00 02 11 01 03 11 01 ff c4 00 1b 00 01 01 00 03 01 01 01 00 00 00 00 00 00 00 00 00 00 01 02 03 04 05 06 07 ff 
c4 00 19 01 01 01 01 01 01 01 00 00 00 00 00 00 00 00 00 00 00 01 02 03 04 05 ff da 00 0c 03 01 00 02 10 03 10 00 00 
01 f9 0e b8 f0 6c 00 05 00 
Data Ascii: JFIFCCl

2022-04-20 13:11:23 UTC 4282 IN Data Raw: fd 98 a8 03 75 e7 8c ba e6 fd 7e de 1d ba c7 91 c3 dd 6b 4e 76 21 40 32 b3 65 c0 c9 34 4e 92 50 06 4c f4 6b 
9f 2e 7b 00 36 6b 14 d5 9d 5a 00 2a 84 ce cd fa e7 d1 79 fa b3 cd e5 67 d9 a6 dd 6b a2 74 90 59 02 40 8a 88 04 16 08 10 
00 02 81 0a 20 42 82 00 00 00 44 ac e5 f5 f9 6f c2 d6 40 0a 40 00 00 00 16 a0 05 00 00 82 d0 0a a8 2d 0b 60 b4 b2 96 88 
0b 23 7b 3a 9a c2 50 3a 2f 3d 33 78 4a 5e 8d 72 d1 9e 91 7a 35 cb 7d c7 2e 3a e9 9b 00 0e 8d 73 8b a3 3b 00 00 37 eb 
9e 9c f4 56 fd 73 d1 9e 80 00 40 a0 00 f5 7a f9 35 cd f0 63 bc 94 00 a0 00 ea d7 2e 6c f5 00 00 37 dc 6b 6b 05 00 01 f4 1d 
be 77 5e b8 81 e3 f3 f6 f9 bc fd 23 62 64 9a 5a 00 00 a0 02 00 dd ac 6c b9 d5 9d c3 bf 7c 39 73 d3 a7 7c b1 ae 0e 5e 9c 
65 b4 04 8e 9b 8e dd f9 fa 75 cf 93 9f 7f 37 3e 88 09 16 
Data Ascii: u~kNv!@2e4NPLk.{6kZ*ygktY@ BDo@@-`#{:P:/=3xJ^rz5}.:s;7Vs@z5c.l7kkw^#bdZl|9s|^eu7>

2022-04-20 13:11:23 UTC 4298 IN Data Raw: 63 34 d1 ba fb 75 fc 91 7b 50 ac d5 b9 6a ca 11 5b c5 14 65 90 f3 45 f5 c6 df c6 f6 01 98 56 f9 eb 5c 66 b2 84 
d6 ea 8c 52 8e 44 f0 f0 47 2b 45 03 0e 82 c6 ed 49 1c 7a a6 98 93 85 bf 7f 33 fd eb d4 8d f4 34 89 a4 a1 d4 0f d3 dd af 76 
dd f5 8f 78 bf 62 00 10 05 ce 9e 42 d4 ab 9d 5a 41 91 ad a5 2e a9 39 a7 fb 79 a3 8a 49 0c b6 f2 24 58 8c cd 6e 65 ad d5 
65 0d 6a 86 b7 b5 bf 96 8b 31 ea c4 33 94 9c cf 46 4f a4 54 ae cb 5b c5 35 a1 4d 32 3a fb 45 62 ad 32 8c fa 11 44 d2 37 
02 b5 34 0d 11 e5 54 76 ad d6 55 f8 45 6f 00 a3 2c 87 a4 a4 ab 4a 00 7a b7 f1 3d a8 24 56 fa 4a d7 19 ac a1 35 1c 74 62 
90 62 09 07 ed 96 b2 39 90 46 20 12 77 59 56 b8 d6 99 d9 ab c3 8b 1b 7f 17 99 1b 49 75 d2 7a 91 90 c0 82 0b 7d eb ee 
97 bb 6e fa c7 bb 8d 0b bd c3 24 6b 90 5a 67 66 35 1c 
Data Ascii: c4u{Pj[eEV\fRDG+EIz34vxbBZA.9yI$Xneej13FOT[5M2:Eb2D74TvUEo,Jz=$VJ5tbb9F wYVIuz}n$kZgf5

2022-04-20 13:11:23 UTC 4314 IN Data Raw: f4 e0 9d ba 8b 27 24 02 c8 2a d4 e2 02 c8 29 b6 16 4a ab 02 94 de 21 da c1 64 e3 55 9b e8 1b 4d 92 a7 d4 5b 
b7 a6 c2 84 e3 9e 19 22 70 ed 74 29 81 96 14 22 c5 46 4b 25 55 e5 0c 23 5c 04 41 b0 e2 34 85 82 d3 64 e8 4a 9f 4e 6e 
de 99 90 45 c8 04 77 53 60 b4 04 4a 6b 67 12 51 74 dd 0a 13 70 18 76 d7 0f 44 cf 28 a0 82 9c 02 9d 77 4d 8e 9e c8 7a 
0b 76 f4 c8 c2 53 b7 bb 7c 61 6e a1 56 ab 45 c6 f9 c0 2e d8 0c 01 47 8c d0 9d c2 28 22 6d 9f 54 6e de 95 18 4e 2e de fd 
d0 62 30 8b b4 7b 61 18 6e 9d 6e fe 24 a2 6f 05 11 a5 1e 90 dd b8 23 42 7c 48 bb 64 25 17 5a ed ed 01 06 a3 92 aa 75 2
4 e2 db 81 44 78 70 13 8e 7a 20 a3 ea 2d db ce ce 8c 2d 95 4a 6e 76 f8 d2 80 44 a9 ff 00 d2 27 80 36 bc 22 3c 28 08 66 
70 07 44 14 46 13 9d 84 e8 1b 0a 18 94 0d 80 f9 56 ed e6 e7 46 10 
Data Ascii: '$*)J!dUM["pt)"FK%U#\A4dJNnEwS`JkgQtpvD(wMzvS|anVE.G("mTnN.b0{ann$o#B|Hd%Zu$Dxpz --JnvD'6"
<(fpDFVF

2022-04-20 13:11:23 UTC 4331 IN Data Raw: f6 99 36 dd b4 74 69 08 ac a2 1b 79 53 71 75 d2 59 2c 1d f3 56 cb 70 96 33 99 d6 12 bc 4f 08 ef f9 74 19 18 5c 
a7 07 5e 22 a7 47 fb 4c 3d 56 91 6d e2 2b 25 cd 3d f0 f9 c1 4d a7 12 90 5c 7e 3f 5c 32 ef 1b 0a ad 47 de cd a3 e9 99 90 
96 fd 88 36 35 dc 77 48 78 aa ac 95 18 90 18 4f 65 df 2c 7e 70 5b ed fa e7 63 b3 68 e0 a5 a2 66 d2 b9 b3 fd a7 71 fa f4 c1
7a e5 7d bf 2e 9b 5f da 36 70 e2 ab 3b 4b d9 6f 99 5c e5 29 91 f1 2a 16 34 58 dc 15 b7 60 14 63 d8 b6 fc 76 d1 75 2d bc 
e3 64 85 55 9a 36 bf 79 c4 94 d6 8c 2f 97 cd 4d ed 1f 1f 92 d2 26 e1 ea b4 09 bc fa 29 31 a3 ba 3f 35 a5 0b a5 f2 53 31 ce 
b6 f4 4e 6a 8d bf dc 7b f0 64 98 2c b6 f7 b6 4b 21 dd ce 92 ca 10 e8 81 c2 d0 83 9b a0 f9 8f 4c cc 07 79 5a 45 4e 60 d8 
71 a4 09 59 4e 0d ff 00 78 2d ae f8 2c 96 01 f1 
Data Ascii: 6tiySquY,Vp3Ot\^"GL=Vm+%=M\~?\2G65wHxOe,~p[chfqz}._6p;Ko\)*4X`cvu-dU6y/M&)1?5S1Nj{d,K!Ly
ZEN`qYNx-,

2022-04-20 13:11:23 UTC 4347 IN Data Raw: 07 35 a2 ce 63 8d 14 42 5d cd 70 80 90 85 69 fb 26 5e 85 ee 61 ed 0e c8 12 c0 62 81 86 62 c2 01 0c 43 83 30 
98 16 2a c3 30 9c 1f 41 64 6d 21 16 1e 67 d1 8f 95 54 28 20 5e 04 10 63 14 48 36 0e 08 36 14 96 bb 54 34 54 4a 46 99 
04 d3 88 46 00 0d 4a 6e 5e 8b 91 c2 48 8a 15 ce 88 62 54 3f e4 76 2f 2b 73 93 fc c7 48 13 58 93 46 65 38 8c 00 80 e4 14 
16 f3 c0 b1 34 cd 18 c0 ac 71 36 87 25 84 d4 02 bb b6 c1 16 31 f1 24 86 a5 0f ae 31 0e 83 d9 4f 87 56 3f 72 8d 63 72 bc 
01 25 84 d0 11 81 ca 33 e6 c9 1e 9d c9 93 c2 ef cf b9 b3 69 24 0b a7 35 57 c4 9a 04 14 18 f0 16 ec 48 f7 0c 64 5d 39 0e 
65 4e 40 73 c5 df 29 07 82 16 37 b9 81 ae 64 46 01 c3 58 e5 91 ca e9 91 85 cc e1 af 82 03 27 2c 83 c1 eb 7b 05 d1 d3 b1 
22 88 cc 31 11 63 9f d7 81 14 85 69 ce 93 2f 7a fe 92 27 b0 
Data Ascii: 5cB]pi&^abbC0*0Adm!gT( ^cH66T4TJFFJn^HbT?v/+sHXFe84q6%1$1OV?rcr%3i$5WHd]9eN@s)7dFX',{"1c
i/z'
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2022-04-20 13:11:23 UTC 4363 IN Data Raw: 12 49 26 24 c6 df 6d ff 00 ed b7 fe 6e c8 a3 6d b6 9e 92 ff 00 c9 24 09 5e 5e bd 41 71 5a b7 a0 1f 53 30 e7 77 
07 2c 4a df b2 00 12 49 7f 6d b6 d2 12 54 92 49 2d b7 ff 00 fe db 68 5f 93 e0 e7 0e 33 08 0d 12 1b 72 43 cf 9b d9 1c 9b 
6d ff 00 8d 50 01 62 54 92 3a 4b 6c 93 63 1d b6 df 4b fb 6f 30 90 02 c9 b6 db 7f c7 bf f1 03 ff 00 ff 00 b2 86 b6 92 49 3d 
63 93 24 bf 52 49 6a 4e dd b6 8e 8e 2a e2 bd 42 dd b0 00 92 4b fb 6d b5 90 92 56 92 49 25 b7 ff 00 ff 00 db 6a 95 9b 83 
ae 71 9c 43 12 c4 50 42 17 42 d6 d3 38 93 6f 6d a7 6d b8 65 8a d0 39 3b 6c 92 49 36 b6 db 6d ff 00 e8 fa f0 00 38 04 92 
7d 86 db 76 36 db 6d bf 1e 24 92 49 01 24 91 06 fa df ee 04 a5 78 db c9 51 c1 c6 f5 48 d9 80 24 92 fe db 6d ac a4 90 56 
d2 49 24 b6 ff 00 f3 fa 28 c1 dc 07 60 cd 72 0d 94 
Data Ascii: I&$mnm$^^AqZS0w,JImTI-h_3rCmPbT:KlcKo0I=c$RIjN*BKmVI%jqCPBB8omme9;lI6m8}v6m$I$xQH$mVI$(`r

2022-04-20 13:11:23 UTC 4379 IN Data Raw: a7 b5 94 ac e3 d6 a9 45 d9 8e 22 0a e0 59 9c 0f 54 24 44 cf dc ac 36 37 fd a0 10 c5 10 86 33 1c 44 fc 4f 70 35 
b9 11 26 73 f4 80 00 30 44 64 99 ec 11 21 4c c4 cc ce 80 83 94 d3 7e 4f a4 00 18 27 70 a2 eb bc 22 42 fc 81 78 b0 7c a0 
00 c2 54 46 01 38 3a a0 00 30 a4 85 7b 79 c3 ed 47 99 42 18 38 c3 2e af 23 88 3a d3 c0 13 4c 20 7a 94 43 32 ea 11 0c 
ee c5 19 1e 60 f4 80 ee 00 28 b2 c1 c7 33 43 c3 66 d6 12 f0 a4 13 60 f0 fa 41 25 88 02 32 59 cd ac 11 12 20 d5 28 89 4f 
46 1c ab 48 e7 e7 88 0c d9 7f 17 36 af 81 5c 00 39 92 25 d4 93 e4 fc 26 50 98 92 68 f4 8b 52 05 07 55 df 54 98 8e 45 dc 
d8 b0 47 24 c0 03 0a e4 3c d3 04 ff 00 0e 8a ec 7c c7 a5 2d 35 44 60 89 12 48 15 1b bb 79 71 13 71 0f 48 61 04 f1 3f 25 
00 18 26 0e 99 89 99 51 b0 09 7b f5 44 46 88 f8 d5 30 5c 
Data Ascii: E"YT$D673DOp5&s0Dd!L~O'p"Bx|TF8:0{yGB8.#:L zC2`(3Cf`A%2Y (OFH6\9%&PhRUTEG$<|-5D`HyqqHa?%
&Q{DF0\

2022-04-20 13:11:23 UTC 4395 IN Data Raw: e0 1a 4d d8 22 e5 26 dc 8a 2a 19 aa ca 85 89 9b 01 45 4a 98 19 4c 66 62 45 6c d6 6c c6 ca 88 4a 72 60 8a 32 
95 2a 54 a9 53 e0 37 e0 06 4d 62 98 d6 00 0c 8c b8 53 1d d9 68 83 1a 73 6e 80 a8 1a 14 36 10 b1 3a 8e 0b 31 ae 30 5b 
98 37 73 10 b7 36 10 62 0a a1 b9 30 69 61 c2 89 83 4d 30 85 f0 e4 ac bf 3a c5 2c f1 8c d1 2a 28 29 97 35 78 15 fe 87 cc 
ec 9e e9 ff 00 83 73 4c 01 85 c2 ec d2 f1 7b 81 64 29 84 0d 81 50 01 31 bc 57 af 22 e0 68 c6 29 58 35 fb 7c 40 02 8a 0c 
55 72 02 03 09 81 0e b4 3a e3 bc 84 58 00 bb 80 a8 02 ac 00 cd 5d 22 54 de b7 ef 48 c7 91 95 be 1a 21 30 4c 48 c6 35 
ce 2a f3 5f 46 46 7d fc 20 18 5b b0 f2 0e 14 44 cc c4 94 51 f1 2a 42 af 16 09 e9 72 9d b0 27 2b 6a af 5e 1e cf c3 78 99 b0 
87 2f 12 d3 2c 63 f6 40 27 d5 40 dd 5e 2e 1f 33 bf 94 55 42 
Data Ascii: M"&*EJLfbEllJr`2*TS7MbShsn6:10[7s6b0iaM0:,*()5xsL{d)P1W"h)X5|@Ur:X]"TH!0LH5*_FF} [DQ*Br'
+j^x/,c@'@^.3UB

2022-04-20 13:11:23 UTC 4411 IN Data Raw: b9 f7 d7 c0 b9 7c 97 c1 b4 15 f6 94 a9 7f 14 2b f6 9b dd bd fb 1c 70 4c 38 15 2c b0 06 27 9c c6 3a d0 1f b1 8a 
ad ad ae 6b 9f 2d cb 81 08 2d 5f 57 e1 69 9c 4f 4d b5 a2 73 dc ba 98 5a f5 bb 2a fe d9 7c 0c b7 1d ae 2e 4f 9b d4 81 67 
83 2c c4 c5 23 53 f2 e0 c6 31 8f 17 eb 3e 67 64 f7 4f a9 69 e0 70 21 0e 04 38 dc 59 70 7c b0 8d db a9 80 de 26 0c 00 d9 
65 0f ce ec 2a 41 b2 0d f2 fd 8d 66 25 ad c8 58 36 74 db 44 ae 2e 8f ff 00 8d e6 26 dc f5 7d 94 7a ae 16 00 e4 30 7b 51 
02 ad 7c df 9d 91 d6 1f 21 7a 46 66 78 b8 c0 a5 dd e5 90 d5 2f 03 58 ed 59 e4 b7 c0 30 01 46 40 7c d3 40 8c dd c5 6f 81 
b5 76 3a 78 2b e7 72 8c f5 22 b8 2c 1a f1 c8 cc 9c 6b 71 c5 87 b4 65 93 c1 ec 8f b2 67 af 85 b6 c2 de 8d 87 6f bf 9a f8 5c 
bf 01 5d a1 77 86 23 2c 27 aa be a0 82 3c 94 ba d7 
Data Ascii: |+pL8,':k--_WiOMsZ*|.Og,#S1>gdOip!8Yp|&e*Af%X6tD.&}z0{Q|!zFfx/XY0F@|@ov:x+r",kqego\]w#,'<

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

69 192.168.2.5 49865 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:23 UTC 4264 OUT GET /wp-content/uploads/2022/03/thought_leadership_3.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:23 UTC 4264 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:23 GMT
Content-Type: image/png
Content-Length: 1807
Last-Modified: Wed, 09 Mar 2022 18:27:59 GMT
Connection: close
ETag: "6228f1af-70f"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:23 UTC 4265 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 3a 00 00 00 3a 08 06 00 00 00 e1 bb 4a 28 00 00 
06 d6 49 44 41 54 68 81 cd 9b 6b ac 5d 45 15 c7 7f 3d 5e a0 e5 51 da 0a 45 0a f4 b6 41 2d f5 96 8a 2d 2d ad 04 28 55 92 
1b 42 1f 51 04 fc 60 2c 22 4a 82 55 44 6d c5 47 4c 7c 44 4d 08 a5 34 05 c5 d6 2a e0 eb 83 01 a4 3e a2 a2 b1 1a ec 83 a2 
3c 4a 68 a4 a5 5c 9b fa 80 16 d2 5e 68 ed eb e7 87 35 c7 7b ee e6 be ce 7e c8 59 c9 ca 39 7b f6 cc 9a ff 7f 66 f6 cc 9a 
35 7b 0f 53 a9 40 de 02 2c 00 66 00 a7 02 a7 00 27 01 c7 00 c3 53 9e 03 c0 21 60 2f b0 1b f8 37 f0 28 f0 00 f0 6c d9 80 
86 95 48 74 26 70 3d 70 19 30 92 00 fe 3c b0 15 78 02 e8 02 ba 81 3d 29 ff 18 e0 44 60 3c 30 15 38 27 fd 1f 4b 90 ff 35 
70 37 41 be b8 a8 45 f5 2a 75 b3 ba 5f 7d 4a bd 49 ed 28 60 
Data Ascii: PNGIHDR::J(IDAThk]E=^QEA---(UBQ`,"JUDmGL|DM4*><Jh\^h5{~Y9{f5{S@,f'S!`/7(lHt&p=p0<x=)D`<0
8'K5p7AE*u_}JI(`

Session ID Source IP Source Port Destination IP
Destination
Port

Process

7 192.168.2.5 49780 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:08 UTC 973 OUT GET /wp-content/uploads/2020/04/back.jpg HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/wp-content/cache/breeze-minification/css/breeze_22215f59e0654c4cae90121
51dbc3c7c.css
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:08 UTC 1100 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:08 GMT
Content-Type: image/jpeg
Content-Length: 156384
Last-Modified: Thu, 03 Dec 2020 17:33:44 GMT
Connection: close
ETag: "5fc92178-262e0"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:08 UTC 1101 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 43 00 06 04 04 04 05 04 06 05 05 06 09 
06 05 06 09 0b 08 06 06 08 0b 0c 0a 0a 0b 0a 0a 0c 10 0c 0c 0c 0c 0c 0c 10 0c 0e 0f 10 0f 0e 0c 13 13 14 14 13 13 1c 1b 
1b 1b 1c 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f ff db 00 43 01 07 07 07 0d 0c 0d 18 10 10 18 1a 15 11 15 1a 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 
1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f 1f ff c2 00 11 08 03 c0 07 80 
03 01 11 00 02 11 01 03 11 01 ff c4 00 1b 00 01 01 00 03 01 01 01 00 00 00 00 00 00 00 00 00 00 01 02 03 04 05 06 07 ff 
c4 00 19 01 01 01 01 01 01 01 00 00 00 00 00 00 00 00 00 00 00 01 02 03 04 05 ff da 00 0c 03 01 00 02 10 03 10 00 00 
01 f9 0e b8 f0 6c 00 05 00 
Data Ascii: JFIFCCl

2022-04-20 13:11:08 UTC 1116 IN Data Raw: fd 98 a8 03 75 e7 8c ba e6 fd 7e de 1d ba c7 91 c3 dd 6b 4e 76 21 40 32 b3 65 c0 c9 34 4e 92 50 06 4c f4 6b 
9f 2e 7b 00 36 6b 14 d5 9d 5a 00 2a 84 ce cd fa e7 d1 79 fa b3 cd e5 67 d9 a6 dd 6b a2 74 90 59 02 40 8a 88 04 16 08 10 
00 02 81 0a 20 42 82 00 00 00 44 ac e5 f5 f9 6f c2 d6 40 0a 40 00 00 00 16 a0 05 00 00 82 d0 0a a8 2d 0b 60 b4 b2 96 88 
0b 23 7b 3a 9a c2 50 3a 2f 3d 33 78 4a 5e 8d 72 d1 9e 91 7a 35 cb 7d c7 2e 3a e9 9b 00 0e 8d 73 8b a3 3b 00 00 37 eb 
9e 9c f4 56 fd 73 d1 9e 80 00 40 a0 00 f5 7a f9 35 cd f0 63 bc 94 00 a0 00 ea d7 2e 6c f5 00 00 37 dc 6b 6b 05 00 01 f4 1d 
be 77 5e b8 81 e3 f3 f6 f9 bc fd 23 62 64 9a 5a 00 00 a0 02 00 dd ac 6c b9 d5 9d c3 bf 7c 39 73 d3 a7 7c b1 ae 0e 5e 9c 
65 b4 04 8e 9b 8e dd f9 fa 75 cf 93 9f 7f 37 3e 88 09 16 
Data Ascii: u~kNv!@2e4NPLk.{6kZ*ygktY@ BDo@@-`#{:P:/=3xJ^rz5}.:s;7Vs@z5c.l7kkw^#bdZl|9s|^eu7>

2022-04-20 13:11:08 UTC 1341 IN Data Raw: 63 34 d1 ba fb 75 fc 91 7b 50 ac d5 b9 6a ca 11 5b c5 14 65 90 f3 45 f5 c6 df c6 f6 01 98 56 f9 eb 5c 66 b2 84 
d6 ea 8c 52 8e 44 f0 f0 47 2b 45 03 0e 82 c6 ed 49 1c 7a a6 98 93 85 bf 7f 33 fd eb d4 8d f4 34 89 a4 a1 d4 0f d3 dd af 76 
dd f5 8f 78 bf 62 00 10 05 ce 9e 42 d4 ab 9d 5a 41 91 ad a5 2e a9 39 a7 fb 79 a3 8a 49 0c b6 f2 24 58 8c cd 6e 65 ad d5 
65 0d 6a 86 b7 b5 bf 96 8b 31 ea c4 33 94 9c cf 46 4f a4 54 ae cb 5b c5 35 a1 4d 32 3a fb 45 62 ad 32 8c fa 11 44 d2 37 
02 b5 34 0d 11 e5 54 76 ad d6 55 f8 45 6f 00 a3 2c 87 a4 a4 ab 4a 00 7a b7 f1 3d a8 24 56 fa 4a d7 19 ac a1 35 1c 74 62 
90 62 09 07 ed 96 b2 39 90 46 20 12 77 59 56 b8 d6 99 d9 ab c3 8b 1b 7f 17 99 1b 49 75 d2 7a 91 90 c0 82 0b 7d eb ee 
97 bb 6e fa c7 bb 8d 0b bd c3 24 6b 90 5a 67 66 35 1c 
Data Ascii: c4u{Pj[eEV\fRDG+EIz34vxbBZA.9yI$Xneej13FOT[5M2:Eb2D74TvUEo,Jz=$VJ5tbb9F wYVIuz}n$kZgf5

2022-04-20 13:11:08 UTC 1357 IN Data Raw: f4 e0 9d ba 8b 27 24 02 c8 2a d4 e2 02 c8 29 b6 16 4a ab 02 94 de 21 da c1 64 e3 55 9b e8 1b 4d 92 a7 d4 5b 
b7 a6 c2 84 e3 9e 19 22 70 ed 74 29 81 96 14 22 c5 46 4b 25 55 e5 0c 23 5c 04 41 b0 e2 34 85 82 d3 64 e8 4a 9f 4e 6e 
de 99 90 45 c8 04 77 53 60 b4 04 4a 6b 67 12 51 74 dd 0a 13 70 18 76 d7 0f 44 cf 28 a0 82 9c 02 9d 77 4d 8e 9e c8 7a 
0b 76 f4 c8 c2 53 b7 bb 7c 61 6e a1 56 ab 45 c6 f9 c0 2e d8 0c 01 47 8c d0 9d c2 28 22 6d 9f 54 6e de 95 18 4e 2e de fd 
d0 62 30 8b b4 7b 61 18 6e 9d 6e fe 24 a2 6f 05 11 a5 1e 90 dd b8 23 42 7c 48 bb 64 25 17 5a ed ed 01 06 a3 92 aa 75 2
4 e2 db 81 44 78 70 13 8e 7a 20 a3 ea 2d db ce ce 8c 2d 95 4a 6e 76 f8 d2 80 44 a9 ff 00 d2 27 80 36 bc 22 3c 28 08 66 
70 07 44 14 46 13 9d 84 e8 1b 0a 18 94 0d 80 f9 56 ed e6 e7 46 10 
Data Ascii: '$*)J!dUM["pt)"FK%U#\A4dJNnEwS`JkgQtpvD(wMzvS|anVE.G("mTnN.b0{ann$o#B|Hd%Zu$Dxpz --JnvD'6"
<(fpDFVF

2022-04-20 13:11:09 UTC 1632 IN Data Raw: f6 99 36 dd b4 74 69 08 ac a2 1b 79 53 71 75 d2 59 2c 1d f3 56 cb 70 96 33 99 d6 12 bc 4f 08 ef f9 74 19 18 5c 
a7 07 5e 22 a7 47 fb 4c 3d 56 91 6d e2 2b 25 cd 3d f0 f9 c1 4d a7 12 90 5c 7e 3f 5c 32 ef 1b 0a ad 47 de cd a3 e9 99 90 
96 fd 88 36 35 dc 77 48 78 aa ac 95 18 90 18 4f 65 df 2c 7e 70 5b ed fa e7 63 b3 68 e0 a5 a2 66 d2 b9 b3 fd a7 71 fa f4 c1
7a e5 7d bf 2e 9b 5f da 36 70 e2 ab 3b 4b d9 6f 99 5c e5 29 91 f1 2a 16 34 58 dc 15 b7 60 14 63 d8 b6 fc 76 d1 75 2d bc 
e3 64 85 55 9a 36 bf 79 c4 94 d6 8c 2f 97 cd 4d ed 1f 1f 92 d2 26 e1 ea b4 09 bc fa 29 31 a3 ba 3f 35 a5 0b a5 f2 53 31 ce 
b6 f4 4e 6a 8d bf dc 7b f0 64 98 2c b6 f7 b6 4b 21 dd ce 92 ca 10 e8 81 c2 d0 83 9b a0 f9 8f 4c cc 07 79 5a 45 4e 60 d8 
71 a4 09 59 4e 0d ff 00 78 2d ae f8 2c 96 01 f1 
Data Ascii: 6tiySquY,Vp3Ot\^"GL=Vm+%=M\~?\2G65wHxOe,~p[chfqz}._6p;Ko\)*4X`cvu-dU6y/M&)1?5S1Nj{d,K!Ly
ZEN`qYNx-,

2022-04-20 13:11:09 UTC 1648 IN Data Raw: 07 35 a2 ce 63 8d 14 42 5d cd 70 80 90 85 69 fb 26 5e 85 ee 61 ed 0e c8 12 c0 62 81 86 62 c2 01 0c 43 83 30 
98 16 2a c3 30 9c 1f 41 64 6d 21 16 1e 67 d1 8f 95 54 28 20 5e 04 10 63 14 48 36 0e 08 36 14 96 bb 54 34 54 4a 46 99 
04 d3 88 46 00 0d 4a 6e 5e 8b 91 c2 48 8a 15 ce 88 62 54 3f e4 76 2f 2b 73 93 fc c7 48 13 58 93 46 65 38 8c 00 80 e4 14 
16 f3 c0 b1 34 cd 18 c0 ac 71 36 87 25 84 d4 02 bb b6 c1 16 31 f1 24 86 a5 0f ae 31 0e 83 d9 4f 87 56 3f 72 8d 63 72 bc 
01 25 84 d0 11 81 ca 33 e6 c9 1e 9d c9 93 c2 ef cf b9 b3 69 24 0b a7 35 57 c4 9a 04 14 18 f0 16 ec 48 f7 0c 64 5d 39 0e 
65 4e 40 73 c5 df 29 07 82 16 37 b9 81 ae 64 46 01 c3 58 e5 91 ca e9 91 85 cc e1 af 82 03 27 2c 83 c1 eb 7b 05 d1 d3 b1 
22 88 cc 31 11 63 9f d7 81 14 85 69 ce 93 2f 7a fe 92 27 b0 
Data Ascii: 5cB]pi&^abbC0*0Adm!gT( ^cH66T4TJFFJn^HbT?v/+sHXFe84q6%1$1OV?rcr%3i$5WHd]9eN@s)7dFX',{"1c
i/z'

2022-04-20 13:11:09 UTC 1776 IN Data Raw: 12 49 26 24 c6 df 6d ff 00 ed b7 fe 6e c8 a3 6d b6 9e 92 ff 00 c9 24 09 5e 5e bd 41 71 5a b7 a0 1f 53 30 e7 77 
07 2c 4a df b2 00 12 49 7f 6d b6 d2 12 54 92 49 2d b7 ff 00 fe db 68 5f 93 e0 e7 0e 33 08 0d 12 1b 72 43 cf 9b d9 1c 9b 
6d ff 00 8d 50 01 62 54 92 3a 4b 6c 93 63 1d b6 df 4b fb 6f 30 90 02 c9 b6 db 7f c7 bf f1 03 ff 00 ff 00 b2 86 b6 92 49 3d 
63 93 24 bf 52 49 6a 4e dd b6 8e 8e 2a e2 bd 42 dd b0 00 92 4b fb 6d b5 90 92 56 92 49 25 b7 ff 00 ff 00 db 6a 95 9b 83 
ae 71 9c 43 12 c4 50 42 17 42 d6 d3 38 93 6f 6d a7 6d b8 65 8a d0 39 3b 6c 92 49 36 b6 db 6d ff 00 e8 fa f0 00 38 04 92 
7d 86 db 76 36 db 6d bf 1e 24 92 49 01 24 91 06 fa df ee 04 a5 78 db c9 51 c1 c6 f5 48 d9 80 24 92 fe db 6d ac a4 90 56 
d2 49 24 b6 ff 00 f3 fa 28 c1 dc 07 60 cd 72 0d 94 
Data Ascii: I&$mnm$^^AqZS0w,JImTI-h_3rCmPbT:KlcKo0I=c$RIjN*BKmVI%jqCPBB8omme9;lI6m8}v6m$I$xQH$mVI$(`r

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:09 UTC 1792 IN Data Raw: a7 b5 94 ac e3 d6 a9 45 d9 8e 22 0a e0 59 9c 0f 54 24 44 cf dc ac 36 37 fd a0 10 c5 10 86 33 1c 44 fc 4f 70 35 
b9 11 26 73 f4 80 00 30 44 64 99 ec 11 21 4c c4 cc ce 80 83 94 d3 7e 4f a4 00 18 27 70 a2 eb bc 22 42 fc 81 78 b0 7c a0 
00 c2 54 46 01 38 3a a0 00 30 a4 85 7b 79 c3 ed 47 99 42 18 38 c3 2e af 23 88 3a d3 c0 13 4c 20 7a 94 43 32 ea 11 0c 
ee c5 19 1e 60 f4 80 ee 00 28 b2 c1 c7 33 43 c3 66 d6 12 f0 a4 13 60 f0 fa 41 25 88 02 32 59 cd ac 11 12 20 d5 28 89 4f 
46 1c ab 48 e7 e7 88 0c d9 7f 17 36 af 81 5c 00 39 92 25 d4 93 e4 fc 26 50 98 92 68 f4 8b 52 05 07 55 df 54 98 8e 45 dc 
d8 b0 47 24 c0 03 0a e4 3c d3 04 ff 00 0e 8a ec 7c c7 a5 2d 35 44 60 89 12 48 15 1b bb 79 71 13 71 0f 48 61 04 f1 3f 25 
00 18 26 0e 99 89 99 51 b0 09 7b f5 44 46 88 f8 d5 30 5c 
Data Ascii: E"YT$D673DOp5&s0Dd!L~O'p"Bx|TF8:0{yGB8.#:L zC2`(3Cf`A%2Y (OFH6\9%&PhRUTEG$<|-5D`HyqqHa?%
&Q{DF0\

2022-04-20 13:11:09 UTC 1808 IN Data Raw: e0 1a 4d d8 22 e5 26 dc 8a 2a 19 aa ca 85 89 9b 01 45 4a 98 19 4c 66 62 45 6c d6 6c c6 ca 88 4a 72 60 8a 32 
95 2a 54 a9 53 e0 37 e0 06 4d 62 98 d6 00 0c 8c b8 53 1d d9 68 83 1a 73 6e 80 a8 1a 14 36 10 b1 3a 8e 0b 31 ae 30 5b 
98 37 73 10 b7 36 10 62 0a a1 b9 30 69 61 c2 89 83 4d 30 85 f0 e4 ac bf 3a c5 2c f1 8c d1 2a 28 29 97 35 78 15 fe 87 cc 
ec 9e e9 ff 00 83 73 4c 01 85 c2 ec d2 f1 7b 81 64 29 84 0d 81 50 01 31 bc 57 af 22 e0 68 c6 29 58 35 fb 7c 40 02 8a 0c 
55 72 02 03 09 81 0e b4 3a e3 bc 84 58 00 bb 80 a8 02 ac 00 cd 5d 22 54 de b7 ef 48 c7 91 95 be 1a 21 30 4c 48 c6 35 
ce 2a f3 5f 46 46 7d fc 20 18 5b b0 f2 0e 14 44 cc c4 94 51 f1 2a 42 af 16 09 e9 72 9d b0 27 2b 6a af 5e 1e cf c3 78 99 b0 
87 2f 12 d3 2c 63 f6 40 27 d5 40 dd 5e 2e 1f 33 bf 94 55 42 
Data Ascii: M"&*EJLfbEllJr`2*TS7MbShsn6:10[7s6b0iaM0:,*()5xsL{d)P1W"h)X5|@Ur:X]"TH!0LH5*_FF} [DQ*Br'
+j^x/,c@'@^.3UB

2022-04-20 13:11:09 UTC 1824 IN Data Raw: b9 f7 d7 c0 b9 7c 97 c1 b4 15 f6 94 a9 7f 14 2b f6 9b dd bd fb 1c 70 4c 38 15 2c b0 06 27 9c c6 3a d0 1f b1 8a 
ad ad ae 6b 9f 2d cb 81 08 2d 5f 57 e1 69 9c 4f 4d b5 a2 73 dc ba 98 5a f5 bb 2a fe d9 7c 0c b7 1d ae 2e 4f 9b d4 81 67 
83 2c c4 c5 23 53 f2 e0 c6 31 8f 17 eb 3e 67 64 f7 4f a9 69 e0 70 21 0e 04 38 dc 59 70 7c b0 8d db a9 80 de 26 0c 00 d9 
65 0f ce ec 2a 41 b2 0d f2 fd 8d 66 25 ad c8 58 36 74 db 44 ae 2e 8f ff 00 8d e6 26 dc f5 7d 94 7a ae 16 00 e4 30 7b 51 
02 ad 7c df 9d 91 d6 1f 21 7a 46 66 78 b8 c0 a5 dd e5 90 d5 2f 03 58 ed 59 e4 b7 c0 30 01 46 40 7c d3 40 8c dd c5 6f 81 
b5 76 3a 78 2b e7 72 8c f5 22 b8 2c 1a f1 c8 cc 9c 6b 71 c5 87 b4 65 93 c1 ec 8f b2 67 af 85 b6 c2 de 8d 87 6f bf 9a f8 5c 
bf 01 5d a1 77 86 23 2c 27 aa be a0 82 3c 94 ba d7 
Data Ascii: |+pL8,':k--_WiOMsZ*|.Og,#S1>gdOip!8Yp|&e*Af%X6tD.&}z0{Q|!zFfx/XY0F@|@ov:x+r",kqego\]w#,'<

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

70 192.168.2.5 49870 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:23 UTC 4330 OUT GET /wp-content/uploads/2020/04/backroundtest2.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:23 UTC 4420 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:23 GMT
Content-Type: image/png
Content-Length: 940719
Last-Modified: Thu, 03 Dec 2020 17:41:46 GMT
Connection: close
ETag: "5fc9235a-e5aaf"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:23 UTC 4420 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 07 80 00 00 05 00 08 04 00 00 00 0c 84 87 bc 00 0e 
5a 76 49 44 41 54 78 da ec dd c9 93 5d 57 7e e0 f7 df b9 6f ce 09 09 10 24 40 b2 58 04 59 92 45 ab 23 ba d1 96 d5 66 87 
87 66 84 17 aa 8d d8 5a 78 d1 e1 5e 74 2d 55 f0 3f a3 8d a0 5a 96 17 8e 68 af 2c d1 1b 46 74 84 4d b7 2d 99 ee 41 cd 
6e 4b 1d b4 4a c5 42 71 42 02 48 24 72 7a f3 7b f7 78 91 09 10 48 24 88 c4 90 2f df f0 f9 28 54 c5 02 01 64 e6 3d 77 38 
df 77 a7 94 03 00 00 00 e6 5f 61 11 00 00 00 20 80 01 00 00 40 00 03 00 00 80 00 06 00 00 00 01 0c 00 00 00 02 18 00 0
0 00 04 30 00 00 00 08 60 00 00 00 10 c0 00 00 00 08 60 00 00 00 10 c0 00 00 00 20 80 01 00 00 40 00 03 00 00 80 00 
06 00 00 00 01 0c 00 00 00 02 18 00 00 00 04 30 00 00 00 08 60 00 00 
Data Ascii: PNGIHDRZvIDATx]W~o$@XYE#ffZx^t-U?Zh,FtM-AnKJBqBH$rz{xH$/(Td=w8w_a @0`` @0`

2022-04-20 13:11:23 UTC 4436 IN Data Raw: 7c ca 21 80 c5 16 0c b2 c0 cc 90 18 9e 3a 84 20 11 21 44 84 10 3e fb f0 e1 c1 eb e8 80 dd 76 fa 23 b8 ec 21 
52 f4 77 c5 d8 36 85 38 f5 62 d5 10 0a 0a 0a f3 20 c0 69 c8 ea e4 6f 2f 2a e4 a7 79 c7 a8 83 fa ec 0a e9 32 93 a5 1e c3 
97 53 50 61 9e f5 1d 97 85 02 a7 ae a1 c7 de dc bd 3d d2 f6 42 e6 a2 40 f3 32 7b 46 61 b5 33 63 71 33 41 0d 81 ac 52 60 
66 26 c9 12 31 49 8e 11 52 84 90 03 f8 64 c3 84 c9 26 18 cc 4d 68 d0 20 12 07 fd 0c 09 09 09 e6 3a 22 0e 10 22 80 0f 1f 
2e fb 70 e1 c1 65 07 1e 3c f6 e0 22 66 15 fb 79 b5 d8 b5 7e f6 17 f2 f9 f7 df 7b a6 32 af 2b 28 5c d9 bd 7b 41 04 38 0d 99 
e5 73 af 60 1e 99 4c 89 e6 48 89 7b 9f c7 89 b4 b5 d9 15 55 18 62 2d 0a 2f 41 7c f1 91 90 e2 0c 83 15 bf 58 90 84 cd 8b 
bd 95 a7 1a 19 aa 73 14 32 d9 d7 bc 1e 63 40 83 6d 98 
Data Ascii: |!: !D>v#!Rw68b io/*y2SPa=B@2{Fa3cq3AR`f&1IRd&Mh :"".pe<"fy~{2+(\{A8s`LH{Ub-/A|Xs2c@m

2022-04-20 13:11:24 UTC 4452 IN Data Raw: 97 18 1e fb ec 23 84 04 b3 e4 b3 33 9d b3 6b db f7 7e 76 37 a9 85 fc 47 5e 97 32 f6 c4 7a 26 ea f1 3c 3e a7 
94 cc 43 62 19 f7 86 cd 6a 7f f6 5f 5f ff e7 5a d2 b8 f9 cc b8 ba fd b4 37 ab 54 45 c2 08 fa ee b3 de a7 7e a5 3a 2c 51 53 
92 74 f3 90 70 60 83 11 ad 67 a5 c3 c9 40 4e 83 39 5f c7 f2 dd 99 c9 30 77 73 42 93 46 3a 99 64 53 01 45 2a 76 d2 ef 7c 
eb 30 79 f5 89 fc 9d ea 4d 94 28 80 47 3e 04 be fd 85 1f 1d fc 83 0a 91 00 b3 48 b1 61 d3 d8 52 9e 05 d0 6a 77 d7 c7 e5 
f2 6e bf 0f f1 c8 da f3 7d af 97 94 3a 0f f2 1f 2c 7e 4a d3 c4 1e 6d 1f 00 98 7a 51 bf 61 ed 5a a6 78 69 58 3a 8f 11 c8 d1 
71 52 68 1f 2a 69 88 a0 41 87 d6 99 15 12 71 7b de 32 01 1c 76 bc 7f e5 2a 85 b7 b5 31 8a 9e 4f 3c d2 65 fb 7f 3e fa 1a 
de 04 f0 d5 47 6f 3d 7c ac 76 6a 40 2e 79 24 c9 4c 
Data Ascii: #3k~v7G^2z&<>Cbj__Z7TE~:,QStp`g@N9_0wsBF:dSE*v|0yM(G>HaRjwn}:,~JmzQaZxiX:qRh*iAq{2v*1O<e
>Go=|vj@.y$L
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2022-04-20 13:11:24 UTC 4468 IN Data Raw: 80 7c f6 61 c0 40 40 3a eb 08 a0 41 43 48 c4 04 10 b1 a8 48 0e 80 4c e8 e7 e2 3c 04 d3 b6 b0 e0 74 05 66 ea 
3d 6a a0 b3 59 a1 2b 03 87 d9 22 bd ee f5 db 06 0c 32 38 82 e6 ba 4c 82 d6 a1 6d 48 12 f4 56 1a 01 eb e8 22 58 03 83 
83 dc 4f 67 76 d7 2b 1f 1b bd 7a a0 b8 73 b0 5a 0a b9 d9 ae 15 6d 47 d7 30 93 ba ec 30 86 97 d3 18 96 56 76 34 5a be 
58 f9 f9 46 e2 19 7b fd c9 ac e1 8c dc 92 77 c2 13 b5 e4 e7 b0 43 50 89 3b 48 a0 a2 b3 dc 72 0b dd 9f 40 b8 3b 6a 5c 43 
a6 8e 35 eb a9 e3 38 a3 38 35 c9 58 85 c3 4f 8f fd bd f3 a7 b2 d3 cb e5 d1 4b de be ff eb 8f b7 83 a8 3d 3f 51 ff eb 13 aa 
a1 f0 9a f1 b4 99 7f fd 64 b6 95 dd da d3 ab 52 8c 3a 04 a0 ba c5 aa 35 cd d2 cb c6 4e 93 50 32 2c 3d d4 38 71 e1 33 d0 
8d 15 8f 3b 7e 26 05 da a4 21 4e e2 82 e0 0c 9c 4e cb 5a 65 
Data Ascii: |a@@:ACHHL<tf=jY+"28LmHV"XOgv+zsZmG00Vv4ZXF{wCP;Hr@;j\C5885XOK=?QdR:5NP2,=8q3;~&!NNZe

2022-04-20 13:11:24 UTC 4484 IN Data Raw: 0c ce d4 57 ef 88 7b 4b 71 4b e3 be ab 20 78 f6 da 2e 6f 5d 2b fa 98 0e 7f f5 a1 a4 b7 ac 9f a9 3b fc 55 d1 f3 
bb 67 dd ce 73 44 03 c2 81 ab 4e a9 71 ef cd 5f 30 7f 70 f2 9e 43 6f ed 7b a3 bd f5 c0 be 54 d7 d1 4d 0d ef ae 25 22 a7 3c 
1e 5a 57 ff 22 ee bd ed 5f c7 76 ad 15 3d be 4f 25 5f 6b 14 4d 14 4f 25 ff 3a 26 8a 98 17 eb 83 04 0f 41 a1 aa e9 73 e6 d5 
ce 9a 5b d3 34 bf ae 6e 5a 6d 24 c2 36 49 94 eb 9b 96 a0 84 10 b0 ce 62 86 8e c1 26 4c dc 92 ce c1 40 0e 59 18 94 a3 1f 
ec fe c6 16 b1 10 d2 9b 6f fd 61 bf 8b 75 71 7e f5 59 57 89 b3 e5 b2 99 7f b6 d0 81 e5 3a 06 6d af b2 ce 56 4e 8e 67 0d 
5e b3 e3 cb 19 f1 1d 4c cd b9 25 03 d8 dd f4 4a 92 e0 0f ad 37 71 5e 46 9c 39 1f 5b be 23 09 e4 53 65 01 1e 03 74 db e2 
0f 36 b1 cd e9 ed 7c 7b 46 f7 8c 2d 72 c0 be 2c 
Data Ascii: W{KqK x.o]+;UgsDNq_0pCo{TM%"<ZW"_v=O%_kMO%:&As[4nZm$6Ib&L@Yoauq~YW:mVNg^L%J7q^
F9[#Set6|{F-r,

2022-04-20 13:11:24 UTC 4500 IN Data Raw: 51 ab 5c b2 7d 73 63 75 c3 1f f2 26 fd da 56 5d bb 28 71 1f e1 cc b4 9b 8e 8b c0 78 64 f5 67 54 72 c5 d6 af 4a 
1c 57 53 bb cb 3d 56 81 92 4a 48 04 5d 4b e3 13 e2 f3 5a e1 da fc 49 fa df f6 5f 07 13 de ae db df 2a 72 04 9b f0 d7 0d 30 
cd e7 a4 a6 74 b4 1e 9f f4 c2 e0 9e b8 44 c3 03 2e 0d cf 27 1d 0a 85 a0 43 47 08 05 e4 39 42 39 6b f3 64 b8 23 98 11 08 
7f d9 9b 03 99 b3 a4 74 4b 8f d5 d5 b6 a6 83 d9 40 de d9 9a 0b 8e 0b b4 37 2e a5 f7 d1 c5 47 1b 50 f9 6c 95 c7 0c 6e 3f 
aa 9a fc 5e 92 60 19 c7 b0 63 23 f7 d1 65 ba 14 31 94 a2 94 ca 31 84 86 60 08 ca a9 1c e5 28 a5 38 22 81 02 a1 f0 95 72 
7f 1f 46 08 11 44 28 cc 61 84 48 61 c5 d4 5a 92 a9 10 3c 1a 74 58 7d 5c 17 88 28 a4 84 14 22 45 09 29 8a 22 eb f4 0d 1e 
38 78 d9 5f 63 ad 27 f6 aa 3e b3 40 f7 e2 2a 1a 6f 
Data Ascii: Q\}scu&V](qxdgTrJWS=VJH]KZI_*r0tD.'CG9B9kd#tK@7.GPln?^`c#e11`(8"rFD(aHaZ<tX}\("E)"8x_c'>@*o

2022-04-20 13:11:24 UTC 4516 IN Data Raw: 21 06 49 cf d8 73 54 a3 2a cf bd 9b 22 fd 5b 1f c8 9f 93 51 c3 f3 03 17 8c 59 24 8f f0 d5 cc d2 07 1f 6a 93 a2 df 
fd 07 d6 1f 2e 52 02 4c a0 ff 1c bb e4 60 55 36 77 5d 5a 0d 3c f5 e4 03 47 36 c5 f2 af 1e c0 69 be a1 93 01 c2 4d af 2d bc 
c3 0f 2d 99 70 e8 17 2e 3d d8 8c d5 f4 ee 3b a0 61 50 9f 3d aa 6a 1f 6d 80 52 87 c7 4a a7 50 56 ee 92 fb 06 c7 b7 d5 4f 
53 47 ff d8 93 2e 3d 09 65 c2 e4 a0 5b ed ed ff 7e 7e 36 94 fb d4 72 e4 c3 75 50 ee 84 fa db dd 2d 2f 64 83 e1 be fb ca 7e 
f3 06 fe 5b bd ab 4f 78 23 b5 b1 63 fd 7d 5e c2 82 d4 02 d5 55 83 b2 df 01 18 43 fe f3 ef 27 40 a0 31 99 4b 2d e9 50 eb 3e 
99 c3 07 01 c7 0e 9a d8 d0 f8 c6 a8 36 25 71 44 a0 d7 fa 9d 7e 20 13 93 cb 1d 12 7d d7 1a d6 e2 f9 67 13 11 a8 71 b9 74 
8e 9d 9c 3d 2e ab 78 dc 42 f0 f5 81 4d 8d 
Data Ascii: !IsT*"[QY$j.RL`U6w]Z<G6iM--p.=;aP=jmRJPVOSG.=e[~~6ruP-/d~[Ox#c}^UC'@1K-P>6%qD~ }gqt=.xBM

2022-04-20 13:11:24 UTC 4532 IN Data Raw: 92 17 7d 31 56 cb 18 d9 fe f7 47 d6 15 f4 ae c5 d1 cd 76 5c 70 c0 9a f2 34 50 59 4a 6e 63 2d bd ba 31 0c e0 
74 c0 4b 3d 44 9b 0a 40 24 51 4d 5b a6 ea 37 60 40 cb aa 7b 98 78 d6 a4 9f b4 da 2e 26 8a 13 83 de 07 55 76 9d f6 08 
69 b7 13 95 e8 63 a3 16 ca fa 35 be be 50 37 20 21 d5 45 d2 92 f7 0e f7 7f 75 5f ef 70 74 13 2b 84 ef 2e 29 dd 7c e5 6c d3
44 e9 0c bd 2a d6 09 09 d6 51 76 06 50 24 04 2f 16 da 3a 3b 0b a6 91 2f e5 bb 1d 47 ed 0e 2d de c7 e0 28 88 4f a1 b4 11 
60 44 08 77 15 cc 47 41 71 78 c4 83 e6 36 17 d2 00 b4 da 29 d9 70 6b 8d 61 7b 02 68 26 13 a6 d6 0e 49 b9 eb 5a e7 62 
5f c1 45 80 43 06 fc 95 87 e0 fa 85 bb 0c 33 83 18 0e c3 d7 36 6b a2 72 32 fc ce 58 c4 32 97 0e 6d ca 42 49 cb 44 b5 15 
f4 34 d1 4a 1f 60 ff cc 95 ac 15 53 98 3a f6 ef 1e eb 15 df 
Data Ascii: }1VGv\p4PYJnc-1tK=D@$QM[7`@{x.&Uvic5P7 !Eu_pt+.)|lD*QvP$/:;/G-(O`DwGAqx6)pka{h&IZb_EC36k
r2X2mBID4J`S:

2022-04-20 13:11:24 UTC 4548 IN Data Raw: ac 39 03 f1 dd c0 9e 3a 78 9c 82 8a 93 9a df 92 1e 38 27 3c 1d 71 e2 98 2f c6 96 2f 7a a2 2e 0a 62 64 15 35 
c9 11 bd 77 16 ec b6 95 b1 5a 2d 40 b0 57 6d 65 97 5a 00 88 12 c5 99 1b c1 ae c9 d7 07 3f f0 ef 6f 6d e4 fd c3 3d a3 e9 
a9 d6 4a 15 2d c3 68 40 c2 5b 40 42 bb a4 76 bd 06 55 cf ae e1 5f fc b7 e5 a7 6d 10 2f 7c 6d 30 e1 8d 0d 7c 98 06 f9 72 
07 87 8d f1 83 db 74 7f f9 e3 ef 43 0c 9f ef 1a 52 fd 4d f5 39 e1 fa 10 00 4c 3b bd 46 d7 3c ed b3 ef 9b be 3b 4c 74 76 56 
ef 91 3d 42 49 3e 4d 9f b5 01 04 1c 0b 99 d0 f4 bd 1b a6 ed 02 81 cd 3d bf 29 94 a2 27 e8 17 7c 0d 62 74 52 fb ec f4 a8 
e1 d1 4b 42 5b 0c 00 68 36 18 0e ef d8 59 c2 03 93 a3 25 6d 7a 7c f0 c9 1b 76 82 35 37 f4 20 f4 c0 a4 cf f9 51 66 ea 9a 
9e a2 73 3b a5 6b 32 4b 6b 33 a3 e5 36 2d 73 90 fe 97 
Data Ascii: 9:x8'<q//z.bd5wZ-@WmeZ?om=J-h@[@BvU_m/|m0|rtCRM9L;F<;LtvV=BI>M=)'|btRKB[h6Y%mz|v57 Qfs;k
2Kk36-s

2022-04-20 13:11:24 UTC 4564 IN Data Raw: b6 05 e5 ba 3f bb 1b 60 ea d7 fc f0 db d2 b2 e5 67 b1 5e 7f ba 24 3e f5 bc 97 1d f3 3a be 70 6b b4 5b 5f b0 cd 
cf 53 cf 85 be 85 ab 84 26 1e f0 7b 63 3d 07 5a d8 53 7a 21 7b c8 8c 83 45 1f ec e0 5b c2 dc ca 21 87 f2 2b f9 5c ff 62 7c 
f6 b0 2f 96 2e f1 5a c2 2c b8 a0 78 66 68 6e 31 c7 4d d7 de 17 0e de b8 50 e4 f4 56 94 c6 9b b4 56 0d 08 b2 5c af 8e df 
75 fa 5f a5 c8 c2 69 24 0c 05 c9 12 24 21 98 99 32 36 fd af 05 2b 7c 2b 7c c8 a4 8c 90 a0 5b 46 38 c0 88 9c a4 01 5c 91 
72 ff 66 91 2c 7a cb c8 ee 59 53 aa bf af e2 21 d7 ab 85 a2 64 ce dd 69 97 5e 16 f0 6d aa e1 40 cd da 86 75 3e 71 c9 8e 
1c d7 a7 74 41 15 28 da ce 2c ac 58 df 30 e1 e8 ce 72 1e 72 3c 94 d9 3d e1 ad 13 02 4b 4e 40 ed 34 20 f8 68 b7 10 5c e3 
f0 84 9b fb ad 3c 7b bc 45 94 84 12 82 02 7c f7 24 
Data Ascii: ?`g^$>:pk[_S&{c=ZSz!{E[!+\b|/.Z,xfhn1MPVV\u_i$$!26+|+|[F8\rf,zYS!di^m@u>qtA(,X0rr<=KN@4 h\<{E|$

2022-04-20 13:11:24 UTC 4580 IN Data Raw: 8c e8 52 a3 09 82 1b 72 e8 dd aa 2c 2e 27 ac a8 c5 16 d6 26 a8 d0 f3 6b 90 6f 2c 37 6b 34 a5 f2 90 69 c2 80 
43 e5 17 73 6f 5a 54 5c 23 55 e0 a0 19 f0 23 49 00 6c 54 d8 5f c4 ed 78 24 58 be 43 8b 58 31 90 52 ea 20 68 0b b3 50 4c 
37 ac a3 1b c9 10 a5 d7 15 4f 60 02 27 52 83 90 e2 da 0a 2a 82 05 8c 6c cc a5 96 95 d0 d6 c9 15 c2 1c d3 3d 58 1e 51 
10 6d 8f 6c 09 b1 a8 86 0d 84 a2 33 0f 4f e4 e1 f2 f2 1d 5e 3e ce 2b 0b f2 5c 3b bc bc 37 fa fd d9 cf 34 89 8d ad 6b aa 5f 
69 e7 ca e3 73 3c 53 72 3e f6 72 68 f7 8a a2 ce f0 d9 08 2f 07 dc 33 f7 9f e7 f8 5e 59 ea fa 42 cd 73 ad 7c 08 2f 2c 6c 0a 
0f c4 25 4e 9c 02 c2 e6 75 5e 12 4b 7f 36 7b 22 b5 ff 2c 90 bb 81 6b 1c 88 e9 38 0b 7c 35 51 93 44 c4 6f 20 a9 3b 26 49 
5d 7d 24 15 74 48 24 ca 1e a1 2c cb 2d 56 46 2c 2e ae 
Data Ascii: Rr,.'&ko,7k4iCsoZT\#U#IlT_x$XCX1R hPL7O`'R*l=XQml3O^>+\;74k_is<Sr>rh/3^YBs|/,l%Nu^K6{",k8|5QDo ;&I
]}$tH$,-VF,.

2022-04-20 13:11:24 UTC 4596 IN Data Raw: 15 c1 99 84 82 c0 3b 5a 0c 1e 02 dc 3b 1c fa 34 90 30 cf d3 d4 58 ec 8a f9 e9 2e 1c ff 6f 83 0c be e1 77 d2 19 
b5 a0 83 08 d0 37 ec 29 e8 b4 44 c2 f3 dd 5f 9c d1 1b fc b4 1f 00 a8 3e f8 e1 b1 9b 2f f8 c3 3e be 94 00 ce f6 ce 4a eb 68 
65 73 3a df 75 db a2 78 e2 d9 d3 c0 61 45 60 ba d2 1a bd 53 77 9a ab a4 84 50 36 85 12 c3 e7 d3 dd 0b e1 e0 00 67 e8 
7c 79 fa e1 81 ee 28 17 dd 79 ae 1e eb b9 15 e8 b5 35 17 2d 1b ec ff 7b 2d 9f ae e7 46 cf 1d 80 74 f6 f1 b9 f9 77 5c 1c d0 
4f b5 8b dd 95 17 cf e0 19 b3 a2 8d 04 17 96 5f b3 b2 b1 ed 95 b3 fc 6e fa 62 2f ef e9 8f b1 9f 13 ce 29 98 53 f4 61 07 09 
5b 51 e3 60 ca ec ad f0 8e ac 1c 34 9d b7 20 91 f8 b0 53 3c 2e 3e ea 10 0f ff eb a7 ae 9a b7 f1 f0 49 1f 4a f5 e3 b6 5e b9 
46 2c 2b 09 22 14 64 69 2e 63 3a 19 00 3a d1 
Data Ascii: ;Z;40X.ow7)D_>/>Jhes:uxaE`SwP6g|y(y5-{-Ftw\O_nb/)Sa[Q`4 S<.>IJ^F,+"di.c::

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:24 UTC 4612 IN Data Raw: fc 66 20 a1 8a 0b 88 c8 69 7b 69 9c c0 55 61 b5 e9 57 63 d5 a5 a0 14 06 ca d9 55 0b 30 b0 56 b6 06 0b 04 f1 
fc 53 5c bc 08 11 9a 1a d1 d6 50 09 c1 a2 e4 0d 9a ab ca f2 82 d5 35 bb be e1 85 2b 6c 2b 6b 70 7d fe a6 24 3e 79 3e 65 
82 f2 b0 5e dd 33 97 3b bc 83 61 f6 26 ed 6f b8 6b 6f 68 ed 17 3d e6 fa 24 3b c7 1b fd 1b ab 4f ce b1 03 75 78 6f db 38 b8 
d8 1b 94 37 0a 0e d8 69 f4 d5 55 ef c8 5f 0a 12 70 c1 53 42 11 a2 39 ec f7 3a 67 8b f0 0a 2c b1 09 9c 4b 9c 19 ca e4 79 
ba 54 e7 ac 71 8e 45 c4 65 ed d8 95 6a 67 d0 62 80 57 ad eb 2a e6 13 a9 3c df 04 42 99 d5 c8 72 84 cd 5e 32 16 7f 2e 
16 55 57 e1 74 ba 6c 90 45 61 e9 1f 8b f2 ea 6b 9b e7 be 3d c1 c8 73 03 22 63 ba 37 d0 b3 c2 bb d4 3b 6a 6f db 72 7a ec 
6a 88 5f d6 42 ea e5 be c5 34 bf 9d 1d b5 00 83 6b 06 1c 
Data Ascii: f i{iUaWcU0VS\P5+l+kp}$>y>e^3;a&okoh=$;Ouxo87iU_pSB9:g,KyTqEejgbW*<Br^2.UWtlEak=s"c7;jorzj_B4k

2022-04-20 13:11:24 UTC 4628 IN Data Raw: bb 58 67 60 48 54 8c 6f fa c5 bd bd 5d e5 f2 df 9f e7 23 1f ab 88 bb cb 87 33 0f 0e 64 43 a6 fc 56 db 91 9d 40 
59 39 b3 c2 9a f1 32 00 4a ca 77 6f 8a 33 bb cd af 22 e8 e7 8f 74 67 ab db 7e 27 a1 27 13 7c 39 18 7b 31 ce 86 c5 cf 6e 
f5 ab d8 da 79 35 ba d9 36 d9 54 bf c5 52 a2 d7 19 16 74 3d ef ef 75 d9 2f 84 85 b2 aa 08 7e 45 aa fa fd 1b 00 ec c6 7c 7c 
e1 a0 dd ee 94 2e ae 89 78 6f 12 7a 67 62 ab 97 e0 72 31 04 5d 68 f2 e0 d3 ca 4e 95 fa 42 96 cb 45 f4 f9 ba db 81 6d 1b 
0b 59 42 c3 37 06 00 9c 5d 39 bb c2 39 b0 db 82 4f ed ce 16 5f 1b 37 eb 36 66 82 a0 ad 2d a7 9d c1 d1 22 7e 73 a1 3e 
4a 00 30 1e ee 09 6c e8 7c e4 46 6a 1a 23 e0 e3 69 86 4c cd 98 7d ce 96 56 67 b4 24 1c 5f f4 e6 f8 40 60 39 6f 84 4f 2e 
7b b7 67 a3 54 ad f3 8d 7f a3 b4 9e 2e 56 1b 00 c0 96 
Data Ascii: Xg`HTo]#3dCV@Y92Jwo3"tg~''|9{1ny56TRt=u/~E||.xozgbr1]hNBEmYB7]99O_76f-"~s>J0l|Fj#iL}Vg$_@`9oO.
{gT.V

2022-04-20 13:11:24 UTC 4644 IN Data Raw: 5d fb 3a ea 74 3c db 77 4e 5f cc 0b 7b 0c 92 62 c7 38 06 05 22 19 5d 79 3a d2 b2 73 91 8b 99 62 b3 2d 0b ba 
3b a7 44 b8 03 89 ba 4c 67 31 41 2f 8a 7e 2e 12 6f db a4 b4 e7 27 77 78 d8 35 07 a1 03 0c 2d 88 de dc e3 54 14 fc bc e0 
e6 d3 c6 c3 82 61 cd e6 e4 91 ac a3 46 44 e3 f8 a4 9b 01 36 4c c1 f0 e6 ca 9e 9d c8 f1 ee 77 32 9f 01 47 77 51 69 83 3f 
05 cc f2 de f5 7f 24 c6 05 b6 1a 6e 5e ef fc cc 66 cf 3e 9f 20 02 c1 28 e7 18 d4 b9 cf f1 a2 8f c0 4b 88 41 07 58 1a 09 8c 
27 b7 ab 40 59 29 03 e5 22 03 d8 a5 01 c8 ab bb 5f 63 fc c1 48 30 14 60 58 03 c0 c4 01 bc c1 a3 7f f1 11 62 12 b3 6b df 
f7 cf 65 83 ad e2 65 c2 33 29 41 a6 bb a3 f1 f0 d7 97 6e 54 dd 52 ad 77 ab 32 22 e2 91 54 94 a3 2d 12 f3 cf 44 86 82 3b 
fd 4c f8 fc ec 76 2f c0 ed 9f 1b d6 af d7 67 a2 a7 c6 
Data Ascii: ]:t<wN_{b8"]y:sb-;DLg1A/~.o'wx5-TaFD6Lw2GwQi?$n^f> (KAX'@Y)"_cH0`Xbkee3)AnTRw2"T-D;Lv/g

2022-04-20 13:11:24 UTC 4660 IN Data Raw: cc f0 0b 98 c3 bf 40 c3 99 a1 3a 28 fe 6f af 2c 4a b7 da 2c 15 3e 18 34 5b 1f b8 4a d8 90 ce 6b 43 cb c6 e3 75 
d6 f0 f7 c7 34 27 fe f0 89 27 56 7f b2 cd ee 44 27 6f 57 0e 55 3f eb 1d 57 c5 c0 30 9a 13 e1 74 be 94 7e ed 20 6c 9b 89 9f 
ba 17 0e 01 10 2e e5 9e bf 56 a9 ee a9 e3 82 37 ee 17 13 d1 5c b1 5a 05 e0 93 85 c2 62 a1 98 8e f1 3b a6 0e 86 63 19 
e8 b8 d8 34 4a 2c 47 25 43 f3 e9 c2 6a d4 f3 69 06 84 5d e5 bd 26 c3 0b 06 9a 1c 14 01 7f e7 ea f2 ca f7 ee 02 50 e0 a5 
25 44 c4 df ba fc c2 d9 d5 dc ed ba fb e0 e3 e2 6f 3d fe d4 b2 ee bd 14 80 f3 a9 cf ad ad 15 36 3a 3e f1 5f 5c 4c 03 68 36 
0b ae 07 d6 9e 3c b0 00 39 5e 94 0c d5 a2 9f 54 3f 2c 37 75 f6 74 f6 7a 11 a7 dc b9 d3 62 8b fe e5 59 9e 1b aa 77 ea ae 
ad c8 b5 d2 e9 99 a4 a8 5a ae 75 02 e0 95 e9 57 2f 
Data Ascii: @:(o,J,>4[JkCu4''VD'oWU?W0t~ l.V7\Zb;c4J,G%Cji]&P%Do=6:>_\Lh6<9^T?,7utzbYwZuW/

2022-04-20 13:11:24 UTC 4676 IN Data Raw: 8f ed ba 16 dc 1b dd f9 ab dd 20 ce 43 22 13 45 0f d5 b4 21 c0 eb 98 84 12 0d 84 25 c3 ef 50 7f 16 f3 92 a7 b0 
42 34 86 62 b4 71 c1 78 a6 16 1c 8e 6e 82 74 c5 d7 cc 04 80 38 3f 9d 38 94 a8 6f 3e f1 c6 1c c0 7b 95 60 92 f8 17 d7 1f 
56 de 3b 0b 02 cd 88 10 56 a3 7e ef 98 71 0a dd bd fd c7 83 b0 e7 48 28 4d a2 00 80 0e 8c b3 85 d8 b8 f5 9f e6 90 7a 32 
8e 4d dc 34 b4 55 77 93 6f ce 1d 0e 8e 65 c7 18 28 08 7d e3 4e ee 4a 66 ab ad a9 94 b8 df ba 5f 09 cd 8e 14 e1 67 67 81 
a7 09 f5 e0 6b 3a 1e 9a 86 2e 4f e8 10 29 c0 d7 16 77 7b 07 12 63 fc e6 13 13 85 b4 28 d9 1e 6f 91 fe bb ed b1 0e 93 70 
a3 5d 48 2b 99 02 e2 6c fc 5f bf f2 d9 de 7f 74 67 19 8a f0 17 7b f7 1b 15 cd 45 98 83 a5 8a c3 73 4b 24 02 00 bd 73 35 be 
f3 70 c8 fe 3a 51 8f 6d bf 27 97 8e 25 b6 f4 ed 8b 
Data Ascii:  C"E!%PB4bqxnt8?8o>{`V;V~qH(Mz2M4Uwoe(}NJf_ggk:.O)w{c(op]H+l_tg{EsK$s5p:Qm'%

2022-04-20 13:11:24 UTC 4692 IN Data Raw: 0b 86 ab 03 00 44 c5 d7 87 4b fa af 0a 00 88 65 1d 21 23 cf c7 aa 46 db ec d9 5d 6b b3 87 00 90 96 47 c3 02 
41 f8 b0 6c bb 2e 02 cc c7 cf a6 1f 34 f7 b4 aa d1 b3 a3 0a e2 68 28 26 6d 74 2f a4 72 e1 cf 4b 0d 93 12 4c bd 32 6a bb bf 
cd 5b 2e fa 41 ed 48 a8 a0 46 25 12 c4 b7 19 f9 6c b6 a6 7d 52 a0 87 de 74 6c 3e 79 a3 d2 b5 d8 91 57 d4 e4 7a d7 62 
b5 c3 53 d9 88 f4 e6 16 dd 8f b2 70 3e bb de 0e 28 3d 10 a1 a0 7e 96 af 1b 7e 88 84 00 63 ca 54 88 4f e8 bf 32 d5 d2 bf 
61 82 67 d8 36 6f 57 10 94 48 42 9a 50 8e 87 12 82 e6 ee e9 51 b9 27 ba b6 b7 be cf 8e a5 9b 9f ef 51 22 a7 a1 c8 4c 72 
a1 6a 38 4c a2 e1 fa 5e c7 20 c1 e8 0a 5d b9 d4 36 19 e5 d4 53 13 11 e5 d7 8f 98 73 7b 3a 05 a2 8b 0e 20 d8 e8 70 51 
bc 77 ff a6 73 b3 c8 ea ae 04 96 6a fb 1d 56 99 20 70 7a a2 
Data Ascii: DKe!#F]kGAl.4h(&mt/rKL2j[.AHF%l}Rtl>yWzbSp>(=~~cTO2ag6oWHBPQ'Q"Lrj8L^ ]6Ss{: pQwsjV pz

2022-04-20 13:11:24 UTC 4708 IN Data Raw: a1 a5 39 d2 0f 25 5d 9b 1f de b3 c7 e9 74 68 5c b2 45 bd be 93 fe f3 0c 89 bb ce a5 01 ee 96 87 dc ed 31 8b 
d6 b8 99 3f d8 a7 a4 57 73 32 79 38 b9 5e 85 03 5a 19 f6 1d 5a c8 31 b3 74 63 e4 cd 26 c0 91 28 89 4f 33 9d 8f 57 4b 0a 
dd 79 9f 99 1e 8f 2d d7 e8 3e fc ec 78 ae 43 ff 8e 86 54 1e d0 13 44 a9 d0 50 09 f4 d2 0e 7d 17 07 2b 35 d1 53 66 e4 b9 
5e 3f 94 08 ff f5 4d 8a c8 7a 26 bd df 2d 2b 30 22 f7 44 fb 70 f8 c0 fe 89 00 9e 20 0e 65 ff 74 35 cb 16 ed 1f d5 6a 0a 9b 68
1c 49 22 d8 6c 91 34 cc c7 bf 79 e4 46 ce 36 ba 42 08 c0 cb 47 44 c5 1a 95 de 7a 82 fd d4 70 8a 84 86 ae c9 4d b2 86 65 
b9 5c 2b 95 03 8d 00 0e 86 45 b3 f0 01 cd 16 04 fb 32 cf 23 51 10 38 64 9a ba ae 9a d9 2e 42 f4 73 1f d6 01 11 cb 1f 0c 
5d e3 83 5d 0c 82 63 91 89 50 a6 9b 61 1c 89 11 7c 
Data Ascii: 9%]th\E1?Ws2y8^ZZ1tc&(O3WKy->xCTDP}+5Sf^?Mz&-+0"Dp et5jhI"l4yF6BGDzpMe\+E2#Q8d.Bs]]cPa|

2022-04-20 13:11:24 UTC 4724 IN Data Raw: ed b6 7f 37 bf 7e 82 e2 6f ee b0 c6 a8 27 7a a0 fe 0c f6 ce c3 af e7 a6 23 0c 64 5e 18 39 31 f9 ce 43 b7 04 dc 
1f 2a c8 20 ed b5 7c 3f 6d 32 19 95 bb 39 41 e0 0c bb ab ab ca 64 68 22 fe 59 9e 1c 20 ec b2 ff d7 ac 77 97 83 3a da 96 
5e 69 07 9f bc 6f 1c ab 77 af e5 19 e0 70 06 88 d2 1c 7c 05 2c 00 94 ba 7f 79 9d 04 12 71 46 12 d9 78 70 6f af 1d de 6f 
3d aa 0c 8e 84 41 27 06 c2 cb a1 6c 68 2e 32 25 3b d8 d0 4c 47 35 55 83 a5 5f 6f 77 76 da 3d eb 06 02 00 4b f9 76 af 0c 
c4 81 62 24 f2 d5 e3 9f ac ae 34 d8 12 63 2a 9e 0d df 2d 05 e6 68 42 49 bf b2 b5 6f 5e 25 04 4f cb 64 f0 bc 46 4d 0a 9f 44 
da 34 fe 6e 11 08 cb 6c 06 d9 6c 19 4e 90 0d 77 7a a4 dc d9 68 b1 2e 48 2e fc 1b 47 1f ec dd af b2 f9 21 1b 1e 8f 3e a8 
b0 f1 99 f6 15 3b fb 29 d4 b4 cf 81 79 30 47 83 f4 
Data Ascii: 7~o'z#d^91C* |?m29Adh"Y w:^iowp|,yqFxpoo=A'lh.2%;LG5U_owv=Kvb$4c*-hBIo^%OdFMD4nllNwzh.H.
G!>;)y0G

2022-04-20 13:11:24 UTC 4740 IN Data Raw: 57 a3 da 93 12 df 27 93 01 40 91 67 a3 dc 2f f4 cc 48 2a b8 5e 4d 37 05 98 8d d8 69 73 b6 b5 a5 52 7f a0 9b 
3b 75 d8 ee a6 aa 4c d0 54 0e f7 09 2a e7 46 19 9e 94 2d b3 9e 61 09 2e 4b f1 d4 3a d2 6e 3d ea 53 e4 96 63 40 74 6e 
9c 61 34 94 0c 94 ec 7e 5f 4c 53 25 eb df a2 c1 14 03 a1 6d dc de 4f 06 b2 2d fe fa 91 b8 65 67 64 cb 4f 21 e5 4f 06 4a 1d 
db 9a 87 01 a5 ae bb 6a ef 35 46 02 b2 b4 5e 61 0c 20 26 e1 4c 4a 96 12 81 7c ab d8 b1 2e d9 af 48 54 d6 f9 02 f5 b8 68 
75 7f 99 9d 46 5a e2 49 bd 3e d9 32 57 e3 a1 72 b7 68 ff 8e 61 5e d9 8e 6a a5 0e af f7 ce 44 80 b0 16 f5 71 2f 5e dd cc 
b6 ea 7d ab cc 28 a1 d1 63 96 4a b3 5d 70 18 0f 49 52 a1 d5 36 44 75 e4 b0 e6 80 b2 68 af 9a 0a 3d 29 59 bb 1c e1 e4 
c8 4c 1c b8 9f e5 2c eb a8 6f 34 04 1c 1f 29 d9 e1 70 be 75 
Data Ascii: W'@g/H*^M7isR;uLT*F-a.K:n=Sc@tna4~_LS%mO-egdO!OJj5F^a &LJ|.HThuFZI>2Wrha^jDq/^}(cJ]pIR6D
uh=)YL,o4)pu

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:24 UTC 4756 IN Data Raw: d5 a8 65 ee 34 30 9b 86 4e 05 c3 17 f4 fb 72 2d 7e 77 02 2a c0 3b d3 0c 23 81 c9 28 30 11 6a 74 89 b9 75 62 
37 39 d8 ab 8e 86 1a 3d 7e de 8a 3c 13 29 75 1a 8e 6c 83 61 ce 67 c4 1d 62 26 c1 70 a4 b7 52 62 07 10 13 00 83 6e 6e 
56 99 00 67 22 10 14 89 3f 3c aa 7c 28 5a 6c d7 7b c3 9c 56 02 9e da 02 bd b7 9f 0c ec 38 a2 3c 31 7f 32 02 34 06 1c e6 
3c 1e 9c 1b 5d 29 58 fc 6e 36 2c 59 05 3c 5d bb 98 dc dc d0 f2 1b 36 06 4d dd 30 25 a6 9b 2b 35 7f c0 7d aa 77 6a 3b 02 
77 9f d1 7a d5 e8 09 88 45 a2 61 96 33 b9 9d a9 6f 9e 8e 04 ae ac a6 6d a4 47 df 60 30 06 6e 65 f7 4e 86 65 bc 5d 58 b7 
bc c0 3c 72 52 51 df 37 ce 02 bf 5c b4 4c a8 88 96 73 67 b0 59 74 d3 b2 4a 4f 4c a6 b8 1d 96 5b 9d 17 47 41 93 cf 44 17 
ad e2 0e 11 18 7e f3 34 a1 de e5 06 42 7e 19 f0 c9 16 d7 19 
Data Ascii: e40Nr-~w*;#(0jtub79=~<)ulagb&pRbnnVg"?<|(Zl{V8<124<])Xn6,Y<]6M0%+5}wj;wzEa3omG`0neNe]X<r
RQ7\LsgYtJOL[GAD~4B~

2022-04-20 13:11:24 UTC 4772 IN Data Raw: 8e 03 2c de dc d7 a7 24 be 12 03 ee 97 ec 60 5d 48 e4 b3 64 6c e8 ff e5 3e df 94 0e 06 88 43 4e 71 8d 07 be 
76 32 22 ff 97 19 e2 43 dd f3 a8 2f 84 6e b5 72 97 67 ed a6 c8 0f 4a 8b 55 cd f2 34 ae 49 4c 92 38 43 a8 a4 f4 95 e3 8b c5
db 7b 34 50 e8 0d 0d 47 66 2a 7e 4a 13 f1 19 fa 12 4e 19 05 00 c8 56 8b 9f 83 cb 9d 1f 6f b0 aa 1b 81 99 ea 62 9d 2f 31 
6c 37 9a 26 bb 7a 59 e8 0b c7 44 9a 00 13 98 8c 1d 49 ac b6 58 1f fd f3 43 35 fd a2 a7 1a db 23 7d 66 68 a6 ba d4 a2 6f 
f8 54 fc 5c ea 6f 73 2d 8b 76 c6 bf 3c 50 37 ae 56 e8 ce d3 d2 67 fb 16 9a 73 4d 0a e6 3e 1a 9e 0a 5f ae ec 79 5d dd 3e 
29 25 2d b5 89 fb 54 74 bb 6c b4 2d c6 67 58 56 8a 7a d1 60 28 be 79 85 bd 49 87 43 23 b2 d3 0d 76 aa 00 67 22 5b 9d 
db 6d 97 4f 2d 6c aa 79 bd 64 3a b3 cf d3 51 99 fc b0 4a 
Data Ascii: ,$`]Hdl>CNqv2"C/nrgJU4IL8C{4PGf*~JNVob/1l7&zYDIXC5#}fhoT\os-v<P7VgsM>_y]>)%-Ttl-gXVz`(yIC#vg"
[mO-lyd:QJ

2022-04-20 13:11:24 UTC 4788 IN Data Raw: c6 4a 9d 6f 67 2e 71 b0 1d 3e 51 cc c5 e2 35 e1 de a3 ea fa d7 6e ca 74 e4 37 17 8e d7 6e e5 04 9e 3f e4 07 
92 7e be 48 9f 4c fe cc 63 c0 57 ce 65 5a d6 fb 0f 46 1f 1e ba 91 bd 5b 85 8d bb b1 d2 1a 4c 5a 23 08 6e ef 60 7e 1a 61 
be 40 24 18 f0 28 ba d1 6c ae d4 e0 78 08 de aa dc 7e 5b 3e e1 7f ff d6 e9 d1 d7 56 78 55 b4 d4 eb e9 9a 56 62 36 29 87 
3e 36 91 1e 18 18 c0 0d fe 44 fe fd 93 23 63 4f 2e fd 3f 97 f8 a7 ff f7 93 d1 d0 97 de 2f 74 79 2b ce 24 2a dd d9 86 9c a9 
66 d8 69 85 24 ce 5d 62 f7 df 01 bc 73 15 ba d9 4e 70 38 1e 0c 1d 67 7d 50 65 77 c5 57 66 e8 0b 9b 27 c6 35 47 9c 4f fd 
ee e8 dd ea d9 1a 1f 79 7f 7b 6a cf f1 f3 6f fc bb 25 ab 1d bf 37 7a ec 29 86 7f b3 f1 27 1b d6 7b d7 0b 7b 51 df 10 82 6d 
1f f9 ae a4 71 45 80 fa a3 75 26 a5 5c 57 1a cb 0d 
Data Ascii: Jog.q>Q5nt7n?~HLcWeZF[LZ#n`~a@$(lx~[>VxUVb6)>6D#cO.?/ty+$*fi$]bsNp8g}PewWf'5GOy{jo%7z)'{
{QmqEu&\W

2022-04-20 13:11:24 UTC 4804 IN Data Raw: bd 6b 7a eb ed 4d 6b 9f d2 41 9d 05 1d 97 28 9d a3 f4 66 f0 9d 56 d7 ca 5a 85 08 30 68 27 87 7f be e9 94 56 
fb b3 f7 71 c1 be 73 42 2f 5d e8 8f 3d 3b cf a7 63 a3 2a a0 d3 e6 e8 06 8a fb 06 09 76 8e 90 49 7e b7 1f 7e 8c 80 d0 bf 98 
22 02 04 d0 a7 23 9f ff b8 d1 fe 83 ef a7 4d 64 c5 7f 19 7d e2 91 d9 1b 7f 74 89 2f f9 ff b1 6b cf e8 bf 9d 3d 55 e1 a5 c0 bf 
39 44 f0 c7 d7 79 c5 70 c2 f3 7b bb cf af 7d 2f cf 27 e9 b3 89 7b 92 ff 72 6b d6 c2 11 fe f3 61 e0 3f 5f a3 26 1a e6 3f 24 3e 
71 6c 6d f5 3f 5d e3 ec e0 67 8e ed b8 e7 dd 57 fe c4 dc 23 3e 11 fa 93 5f 27 10 bf fb ad 3a bb 91 cf ec 8d 4e 44 27 70 d6 
12 53 a6 02 f4 26 3f 49 be b0 75 ef 3b c0 9f a6 79 b9 f8 6f b6 fe f6 39 74 23 48 1c af 35 f3 c0 96 a6 cb cb 75 42 58 f8 71 3
a 9f f0 94 34 cd ac d2 68 c6 89 9c 
Data Ascii: kzMkA(fVZ0h'VqsB/]=;c*vI~~"#Md}t/k=U9Dyp{}/'{rka?_&?$>qlm?]gW#>_':ND'pS&?Iu;yo9t#H5uBXq:4h

2022-04-20 13:11:24 UTC 4820 IN Data Raw: cf 2a cf cd 98 7c 65 ae 3f cf c3 e7 ab 89 fe e9 b4 9c d1 39 79 41 e9 83 87 01 97 f4 fd 31 16 3a 6e 14 09 14 25 
a7 70 fa f1 b3 43 3e fb 9d 2c 57 90 7c 7c 77 38 3a d0 79 fb 04 fb c4 13 0b 6e 89 f8 ca 86 81 dc 6f 6e 6b 0c bc 36 76 3b 43 
88 cd e6 b0 39 05 07 08 dc 92 53 14 05 0d 95 5a 5e ad 08 45 55 a9 69 35 4a 09 be 3f b4 63 7e 38 cb 61 6b 41 e9 37 f7 
64 e5 ef 8d 92 3a c4 83 a0 27 3a fb a2 a2 e4 0b 92 cd 72 24 fa 4f 99 ea 0f c7 cc b7 7d ba ef d0 ee 9a f2 bf 5e ae e3 1d f1 
e3 97 bc 9d 7c fb 15 b3 7b 18 90 be b4 bf 20 3f 79 c7 d4 f6 b5 10 5a 68 ab 4b 92 08 da 5c 59 65 93 71 ba 91 a6 7c e7 ea 
56 ff b5 14 df 09 db dd c7 3b 6e c6 27 72 26 12 22 a7 a8 8a 5c 32 00 b8 16 ab 5f b3 e3 e8 77 da a5 a8 d3 fc 15 ef 1d 1b 
dd 7d fa f2 48 54 b8 b5 c1 93 fe 56 d7 60 f8 ca 5a 
Data Ascii: *|e?9yA1:n%pC>,W||w8:ynonk6v;C9SZ^EUi5J?c~8akA7d:':r$O}^|{ ?yZhK\Yeq|V;n'r&"\2_w}HTV`Z

2022-04-20 13:11:24 UTC 4836 IN Data Raw: 72 56 61 9d cb 8b c9 5a f7 4c 38 ad db 81 45 f3 a9 9c c3 b6 9c e4 38 9b 52 32 c2 0d 81 52 d4 58 01 a0 d6 b6 
90 66 cf cf e7 04 7c 4e 3e 1e d6 fb 65 11 70 99 79 3a bd ad 89 c0 66 6e 73 cd a5 00 4a 05 b2 b1 b9 8c ee fa 53 7a ff 5d 
bd dd 65 07 ba 03 a3 31 dd bf d8 ce fc 94 93 45 96 48 a4 b2 2e 7b 3a cb 3a 99 29 a6 53 03 53 2e f3 b1 d9 8a 4a 66 24 51 
88 15 f2 9a 4e 22 c7 dd dd cd fe 9a 99 73 4c 71 9a dc d4 bc bd 07 00 0e 4c b1 63 39 ad 80 28 99 25 36 7a c2 85 60 a8 
a1 f6 da 12 d1 d9 99 a7 43 e1 13 c0 64 8a d7 91 c6 53 e3 e7 75 51 4e c2 64 e1 7a fd cb f9 c5 1c 1f 4a 9f df ee b4 bd 38 
78 85 95 1a e9 6e df 1f ed 2e a9 3f 3b 36 97 63 93 ff c1 0d fd 1b 67 66 7f 70 9e a3 93 9f da d0 1c 78 fe f2 60 92 85 89 83 
71 32 9e 52 2b 5b 0e 9e 3a ba 3e 70 70 86 53 ec ac 12 01 
Data Ascii: rVaZL8E8R2RXf|N>epy:fnsJSz]e1EH.{::)SS.Jf$QN"sLqLc9(%6z`CdSuQNdzJ8xn.?;6cgfpx`q2R+[:>ppS

2022-04-20 13:11:24 UTC 4852 IN Data Raw: 5d ba 39 7b 73 76 34 cc 7e 5a 6b 6c 73 a4 f0 81 d6 ff 19 66 1f 31 38 bb df 1d 58 39 b7 02 00 7f b3 66 e7 46 e0 
e9 c3 93 9a 27 b3 40 49 49 bd fd a5 99 94 22 59 67 b5 d5 fc af 3b 1a 9a 72 ca eb 7f d6 98 11 26 bd 4c 51 61 07 a5 79 4a 
29 3d 3b 65 37 a5 d5 73 5e d6 79 eb 96 87 bc 47 a6 86 35 c0 db 69 fe c2 03 92 3c 31 f2 1f 2c b9 45 f7 74 48 b2 2c 3f dc 
3c d8 5f d4 ca 27 1a 2f 80 d0 43 93 eb d6 0a f2 f4 3c 8f 57 0f de 7a 58 89 c4 9f e1 09 42 fa d4 1b 6b 2c 53 71 1e cb dd 8c 
3d f5 fa 96 f2 ff 99 e3 fe eb af cc 5a e5 89 40 6f 8c 3f f3 8b 13 eb e3 fd 05 9b a2 ab b1 4b 97 9b ab 7e 78 83 43 b9 9f 0e 7c 
dd e2 0b 7c 6f 8c cf 88 53 67 ee bb f7 e2 99 83 5a 89 61 3c 9a cf e8 f4 9e 19 cd f5 17 3a aa 03 85 92 e1 93 a6 79 03 05 
c1 f5 69 f6 f3 5d d6 7b ef 07 32 b1 3f 5d 78 
Data Ascii: ]9{sv4~Zklsf18X9fF'@II"Yg;r&LQayJ)=;e7s^yG5i<1,EtH,?<_'/C<WzXBk,Sq=Z@o?K~xC||oSgZa<:yi]{2?]x

2022-04-20 13:11:24 UTC 4868 IN Data Raw: 03 64 c9 a9 c4 75 06 30 59 ba aa d2 6b 1f 58 ec 09 66 b2 6c a9 46 56 6e 23 2b fe 11 10 19 15 02 61 78 d1 ad 
ea c6 34 17 e9 61 5c f3 d6 65 75 ca d1 34 11 83 4b dd 51 ad 4a 17 66 c6 a3 79 35 f3 44 00 4b 67 da a6 b3 c7 3c 23 b4 4f 
d7 7a a6 97 a2 1a b7 c5 14 0b 40 70 28 a2 2e 76 7b 55 79 11 e1 e8 c8 4c 9c 67 bd 2b 9c e5 8e a1 10 37 b7 96 d2 4b 1a 
65 ab 12 da e7 06 17 35 43 cb 70 97 76 31 31 1b 29 77 4f 2c 0a a0 9a 4d 22 30 38 15 61 bc 6c ae 2a 71 01 a1 a4 20 b7 
ba b5 d1 ef 1a 0f 1e 1d e7 1f 4f 46 9b 7d 15 ae fe a0 96 01 80 f3 33 e7 66 28 8b 4e 0c 24 0e 5d f6 db 7b 83 02 18 77 61 fa
2a 4b 3a d3 b7 c0 1d 3b 42 70 c9 5f a4 67 e6 13 dc 46 4f 66 18 80 48 a2 10 4d 62 b5 88 d7 dc 5d b2 59 78 bb 3c 56 09 
80 cb 29 5c 02 d5 c2 40 f0 3a 84 41 ab c8 00 83 95 97 a6 80 33 
Data Ascii: du0YkXflFVn#+ax4a\eu4KQJfy5DKg<#Oz@p(.v{UyLg+7Ke5Cpv11)wO,M"08al*q OF}3f(N$]{wa*K:;Bp_gF
OfHMb]Yx<V)\@:A3

2022-04-20 13:11:24 UTC 4884 IN Data Raw: 02 a1 ff 16 3c df d0 1c e9 36 ed dc 65 22 c0 a0 af 2f 5b d4 78 bc eb c9 51 fe 99 df 5f 5e 9d d5 87 e6 64 08 c1 9f
f6 a7 a5 ee a3 a5 8c 41 d5 d6 97 5d 10 05 e6 3e b7 d7 6c a4 1b 7c 9f d9 09 ec 7f e7 0f 22 48 43 ba 4d cb ea fb 04 57 3b 
9e fe df 4e 60 e3 4a 19 2b fb d1 ba 65 eb c2 93 1f df 2d f6 38 a2 62 af 6c f7 fb 8e e3 18 63 22 8a 61 be 84 3c 27 fb c8 ad 
ee f2 bb d2 5f 7c 7a 28 0d e1 f2 4f b0 c9 8f e9 5b fb 6e 2a 0f a6 9f 0d c8 1e 76 39 dd 9f 2e d4 89 14 06 f3 80 47 57 37 2f 
98 1e ff f4 29 3e aa ef 5b 52 b7 04 f8 84 67 df 3e 91 0c a5 31 00 8a b8 f6 4f c6 6f 1c f7 d4 cf 74 c9 51 f6 a5 ae 1f a7 dc 8e 
cf cb 9a f2 f8 77 e1 db 2d a7 b3 ef 8f d1 98 29 49 b0 39 df 64 0d ce a5 d5 4e 35 ae fb 43 e3 2c 34 79 3a 8d fc 8c 68 3a 2b 
c8 59 e2 58 ea 58 0a 79 37 06 e0 be 
Data Ascii: <6e"/[xQ_^dA]>l|"HCMW;N`J+e-8blc"a<'_|z(O[n*v9.GW7/)>[Rg>1OotQw-)I9dN5C,4y:h:+YXXy7

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:24 UTC 4900 IN Data Raw: cb df 5b ef a3 de 90 59 ff b4 5a ac b0 74 02 82 61 4d be 5b dd 3d 2c ae f6 58 eb 5a bc d3 94 69 fb 22 ee b0 3e 
e7 0b cb 7a 47 9e 69 e5 fb 1d 1b 9f 78 3b 5e 3e 12 b3 28 e6 5a 76 b9 bb fc e6 ab fb ba 7e d4 c8 3f 1a 8d 7f ef a0 55 92 
8b 32 aa 51 ee 1c 09 ee 6c ab 33 b3 d5 90 ef 1b f5 23 91 57 0d 08 fa 47 41 db 4e e0 a3 71 ab b0 9a 69 dc e7 cd 93 90 93 
63 11 52 b2 54 1e 17 2d 62 58 04 74 8a 33 bc ed 17 9d 38 37 47 55 81 4d e5 4d 06 d6 e1 5a cf be 60 ba 44 d3 e7 2d 19 
36 5c c6 bf b9 68 ee 15 eb b5 2f ee e4 43 a5 58 f9 e3 07 67 a6 40 80 8e ae b0 ae c9 6a 24 22 1a 60 d3 3a 45 bd ba e4 77 
06 f6 64 6f 60 ef 7b 04 e0 17 4b 66 d7 00 f7 0c 3d d5 01 10 fa b5 07 3f 30 47 72 43 8d a4 e6 ab 9f 2f e6 ba f3 fd f1 af 1d 
22 ac ae 76 66 13 dd 5f ea 2d 05 6a 2a d0 c4 ef 72 67 
Data Ascii: [YZtaM[=,XZi">zGix;^>(Zv~?U2Ql3#WGANqicRT-bXt387GUMMZ`D-6\h/CXg@j$"`:Ewdo`{Kf=?0GrC/"vf_-j*rg

2022-04-20 13:11:24 UTC 4916 IN Data Raw: 86 3a d8 83 3d d6 02 a5 fa 1a 77 e0 e7 eb 6e fd 20 a3 88 6a 59 e2 12 3e 6e 3d 0f 2f ec 23 7d c5 c8 b8 b5 a2 
23 b6 77 2a ab a0 29 b3 cc 0a 87 8a 2a 06 87 39 e3 c9 79 a5 7f 3c b9 7f ca cc d0 32 24 00 36 8f df 57 1d 28 f4 16 42 a5 
b9 fe b4 1a 9c 51 13 d0 56 e5 55 c8 6f 4e 98 21 e2 01 c5 ba 68 9b 8e 95 61 2a 26 54 b9 81 b9 f6 1f 9d 47 f8 f6 1e 03 86 
9b 5d 21 3b e7 7c b6 9a 51 b1 bf c3 b1 c3 3b ad 0b c3 13 5d 4b b1 e3 a8 91 59 dd 52 ec 2b 27 d4 e5 1d d1 ef c4 3d 4b 57 
9f 77 f5 d4 e7 b6 19 50 eb 7b 0b 1b 17 3e 77 f0 dd 09 a3 05 be bb 30 cf 71 6f 9b b9 bf ef 2f fa 70 f8 c8 94 71 b4 2d c5 17 
56 bf 72 ea d0 94 b1 f5 43 17 3b 1c 0f ed 39 3c 25 ce e4 ee 25 6b ce 5b 9d 7c e1 69 83 f8 2c 43 86 2f df a0 ad 1e 99 fa e7 
6b 84 1d 13 9c c9 b2 19 d5 ae d9 70 3b 27 87 67 05 
Data Ascii: :=wn jY>n=/#}#w*)*9y<2$6W(BQVUoN!ha*&TG]!;|Q;]KYR+'=KWwP{>w0qo/pq-VrC;9<%%k[|i,C/kp;'g

2022-04-20 13:11:24 UTC 4932 IN Data Raw: cf e8 47 6f be 05 16 f9 c6 fc b7 c7 b2 8a d1 98 31 d2 2c d5 9e d0 32 e4 bf 59 53 50 7d 75 df da ad e2 6a cf 04 
9e d9 aa df ce f9 c0 4c 00 fd 69 13 a8 55 d7 03 e5 d3 36 6a 1e b2 0f 75 50 07 00 dc be 3c bf 7c 3a 6e db f4 5a 84 00 34 
c6 d6 1f d6 df ef d9 36 9b cc b0 d9 f5 4a 24 f3 bc 90 88 59 00 28 b1 0b a5 ac 08 76 e1 03 cb 9c e9 c8 c7 00 a1 f6 12 09 
39 be 1b 7d 4f c7 99 81 8f 63 6b f7 98 8d df 76 af 2a 5e 18 ed 59 fc 9a 38 db ae dd d7 2c 4b 2a bf 3b a5 33 88 33 77 b8 cf 
54 94 2c 04 6a 8b 49 f3 a8 5e fe 11 7f 94 21 ab 96 b5 eb be 51 ae bb 85 50 0a 3c 2e 3e fb df 8f 1e 1a 52 94 6b 4f 1a 94 
c5 8b 89 35 31 7f b6 dc 59 b1 35 b6 65 54 04 99 2c b0 00 50 75 a0 80 cb 8e e2 a8 79 ff 4c 60 bc 51 bc f4 0b 6a f8 9f 3b 
be 1d 06 33 2a 65 49 ec d6 b5 53 2f 3b c3 67 cc 4b 
Data Ascii: Go1,2YSP}ujLiU6juP<|:nZ46J$Y(v9}Ockv*^Y8,K*;33wT,jI^!QP<.>RkO51Y5eT,PuyL`Qj;3*eIS/;gK

2022-04-20 13:11:24 UTC 4948 IN Data Raw: 0d ba 14 95 41 90 36 11 90 b3 ea a6 f9 6e 54 c1 08 03 e8 f9 e3 86 8c b6 78 2e 08 78 88 3b d8 69 82 f0 0e d4 
e8 cf 9c 2e 16 bc 88 65 d6 54 f3 6a ac d6 c3 13 59 de c3 59 ba cf b8 07 40 8d e6 3d 1c b2 32 1b 46 07 7a ad ad c7 62 23 
06 a7 21 cb 04 7f 12 d7 8b f7 28 0b 02 13 d5 58 16 5a 81 52 69 2c 11 50 81 51 fe 30 51 28 c5 b9 25 65 56 c3 31 6f 62 ea 
2d 53 e8 94 da a3 02 44 23 da a4 a1 b0 29 b7 2c 26 80 2c b5 66 00 98 42 3e 22 30 6a a4 7d 2a 00 7c a2 9e 61 3b 46 90 
c8 b8 86 01 84 2b e9 6a 49 46 2f bf a5 12 13 c6 b4 ea b9 3e 4d 35 9a 71 3e 4b 9a ca 7c 5f 85 70 03 20 54 12 a9 00 f0 31 
47 c8 4e 67 78 dc b4 e1 e4 74 8d 33 03 5c 41 57 48 0e da af b6 ab d0 b2 d2 2a 00 2f 09 60 fd 76 6a 86 04 b4 a9 7c 11 78 
81 0c 12 9b f1 b1 c8 a0 ea 4b e1 15 d6 6a 89 70 2a f5 69 8a 
Data Ascii: A6nTx.x;i.eTjYY@=2Fzb#!(XZRi,PQ0Q(%eV1ob-SD#),&,fB>"0j}*|a;F+jIF/>M5q>K|_p T1GNgxt3\AWH*
/`vj|xKjp*i

2022-04-20 13:11:24 UTC 4964 IN Data Raw: 86 07 2e f8 9d a5 a5 2a 4c 6f b2 94 fa 6a cf d2 ca a6 2a 9e 3d fa 43 92 1c 12 a3 ba aa ba ca d0 23 d3 15 e1 a9 
ec 99 b8 4e 2d 2d 39 c8 e8 19 1e d7 25 79 4f 52 72 fc 8f cd 69 68 70 28 d5 cb d2 90 c3 6f ab 3a 3a 68 01 b5 4f f7 7d ee af 
97 d2 ff 65 54 b5 5e ad 7c 63 45 22 f9 c1 d3 c0 ff 7e ec 1b 50 94 6f 74 d8 55 8b e2 0a aa bd 12 74 84 15 80 f1 a7 c4 9f 9e 
b3 18 2e 7f 69 6e df 04 fc f2 89 5f 25 09 6c d0 5d 25 23 b2 77 67 1f 7e 61 99 23 7d b7 72 cb fa a9 e8 d5 fb c5 28 7f 67 d8 
15 04 ca ea b1 4f 04 7f bf f2 d2 d7 57 f5 0d 3e 60 e4 2f df a1 7c 71 c9 60 f4 da c3 38 6c c1 b5 53 b7 79 ea 4f 47 17 fd 19 
60 dc da f3 da eb 8a f2 dd c3 66 36 f9 e9 96 ea ca 7b 0f bf 64 18 2d c5 d3 04 60 34 c1 f9 f9 e4 15 f5 15 f5 23 f5 82 05 a4 
23 d0 02 2c 5a a9 f7 d8 f5 a4 c6 dc c7 
Data Ascii: .*Loj*=C#N--9%yORrihp(o::hO}eT^|cE"~PotUt.in_%l]%#wg~a#}r(gOW>`/|q`8lSyOG`f6{d-`4##,Z

2022-04-20 13:11:24 UTC 4980 IN Data Raw: 15 e8 e1 87 f2 79 10 5e 2a b0 c3 85 49 1e 33 51 14 6b 95 4b 5c d6 a8 8d 34 6a 0a e3 cf 94 6c cb 79 b3 18 7d 
b3 c1 5e 02 d0 4a dd 2a 70 c2 18 67 02 70 91 97 91 02 c2 62 99 98 12 4b ae 61 2d 5c ab 14 b1 bb ec 54 86 4d 80 f0 4c 
a1 53 01 c6 50 c0 d2 a2 4c 4b 27 19 59 fe 06 2b 95 1c 9f 93 f9 d5 6b 15 27 31 aa 68 a5 72 cc 00 62 3c c5 b5 04 9c 94 de 
c7 39 7e 21 bf 24 63 b8 7c c4 b8 7c 81 54 c4 32 c7 5c 21 f2 a2 b2 4f 55 30 bb 95 79 93 4c b6 08 9f 13 41 75 ca b0 57 6f 
e6 0a 5f 87 92 a8 ba b2 ff 0a 99 8c cb 96 71 32 6d f9 da 07 16 eb d4 3c 27 0d 71 6c a1 c8 85 0a 7e f8 ba 80 93 80 2a f5 
58 ba 04 b6 19 49 23 99 06 01 26 01 c0 64 ae c1 25 80 31 00 d4 3a 7b 83 84 55 38 b6 30 91 8d e6 8a 0e 2f c8 b1 26 ef 
6b 9e 8f 24 1d ca 86 aa 3b c2 b3 b9 37 e6 c9 c6 06 30 86 53 1b 
Data Ascii: y^*I3QkK\4jly}^J*pgpbKa-\TMLSPLK'Y+k'1hrb<9~!$c||T2\!OU0yLAuWo_q2m<'ql~*XI#&d%1:{U80/&k$;70S

2022-04-20 13:11:24 UTC 4996 IN Data Raw: b4 af 33 f7 08 1e 83 8e 21 09 4a f3 7c 04 87 e0 59 76 0d 61 00 19 9f 11 d8 90 df 80 8b b2 f2 9c e4 6e 00 93 93 
2e 50 ce 03 9c 94 42 77 c9 45 37 33 d7 4d 63 d2 38 62 ae 77 37 09 63 40 c9 ce e3 18 32 30 30 8c f4 4d e0 b0 be 86 88 
de df cc 20 f7 91 0f 22 4b 39 1e 10 5e d5 6e 11 ef 38 c3 f3 84 d6 84 e8 79 85 9b 2b 65 7e e0 27 1f 1d d4 25 67 1b dd ea 
68 1d 60 9e ac 4f d4 21 fb 86 69 b5 a2 17 f7 05 7b 54 e0 b2 f5 8e 09 00 af d7 b7 ab 84 61 cb 74 e7 c8 4c 68 80 cd dd 4a 
0b 8d db 25 26 30 8a 9c 02 40 c8 da 8e 1e c9 83 66 04 20 88 8f 04 da a9 ca ff 56 5f 62 c2 04 2f 72 1b 99 7c ce 6e ca cc 
f5 f6 8c f7 ab 7d ca 32 de ac 2f 31 23 c7 15 d6 09 98 63 76 89 6a e2 d5 e6 58 fe e9 51 92 1e d4 5a e8 9c 75 d2 22 30 1c 
4c 57 15 8c 29 2f f2 d1 ba 7f ec c8 07 ce 1b dd 9d c5 5c 
Data Ascii: 3!J|Yvan.PBwE73Mc8bw7c@200M "K9^n8y+e~'%gh`O!i{TatLhJ%&0@f V_b/r|n}2/1#cvjXQZu"0LW)/\

2022-04-20 13:11:24 UTC 5012 IN Data Raw: a5 d3 5a 5f e5 5c 14 49 f9 ca 20 03 00 da b3 90 bc 72 c3 5d 2c 8f 97 bd c1 77 d7 67 94 41 05 8f f4 89 4e 64 e0 
8e 22 5e 0c 14 33 4f 3c 44 43 0a 1e 7b 90 df 0e 51 87 e5 c9 6f 74 67 77 fb d0 f0 f6 5f a5 ec 97 1b ff 59 f0 c1 b4 3b e2 a1 
ab 64 19 40 cc f0 f6 6c 31 6f f4 9d 99 fa bc cf 3e 1b 11 23 a9 74 06 06 90 ed f3 26 a6 33 d9 de 91 c5 a9 c1 10 04 f6 05 d2 
04 06 dc 29 d5 70 7d 58 59 ce 29 63 40 7b c9 e3 53 ca b9 c4 63 6c c6 5f fd 59 b5 7b ef 9c 19 91 3d ef b6 3c c1 b2 f8 e8 
53 56 a9 69 b5 f9 fb b2 f2 4a e6 54 b9 18 2c bd fc fb 6d d9 a0 83 38 1e 4a 00 96 6b 3b b5 d3 f6 97 8c ae af 51 38 e6 28 
07 03 79 ce b6 6f ca 29 cf 31 8c 46 32 35 c3 c0 4d 58 de 1c f5 99 cd 69 20 22 64 36 43 90 2e 8b 70 57 ec c9 16 de e9 19 
18 81 25 0d 9d e0 69 31 8d 6e 71 8e 36 3d 0b 25 
Data Ascii: Z_\I r],wgANd"^3O<DC{Qotgw_Y;d@l1o>#t&3)p}XY)c@{Scl_Y{=<SViJT,m8Jk;Q8(yo)1F25MXi "d6C.pW
%i1nq6=%

2022-04-20 13:11:24 UTC 5028 IN Data Raw: 50 bf 31 d0 9f bc b9 7e ea b6 78 e3 97 07 53 ba 82 fe e4 8f af d5 1d e0 de 8c 88 9b da 9e 94 7b f2 a6 f8 aa 30 
14 ac da 29 1d b0 9d 52 83 01 cc d4 cb 96 69 00 9f 2d 09 68 f9 de 42 87 be 23 59 ac 5d 58 13 7b fc bb f9 91 ee 98 32 5e 
ae d8 04 a0 6c 9f 9a bf bb 73 dd fe 50 d6 db 9f 2d c7 95 81 e4 7c 6d 6c 55 21 02 f0 c6 ed 5f de a6 ab 17 ca c5 06 83 b0 
6a d7 5a d0 80 8b 65 01 de 1b 72 8c 5e 68 7a a0 5b 1c bf a9 ad da 44 b9 d8 21 13 d0 95 e3 7d 7f 71 4b 2c b7 7d a7 6f 20 
51 a8 be b1 10 8c ec ed 39 7c 0d 3e b5 1c 3c 2c 56 1d db 8d 29 c0 54 8d 14 66 c2 77 72 db 92 c0 b6 64 f1 c6 8a ad b0 
08 6c 2b 58 85 fa a9 d2 f7 07 fb 52 1e e0 75 c1 00 de ba 5e 6b 7d 7b af ae 0a bb 3f d1 ef b5 d4 8b 0f 2e ae fe dd 8d 1e fa 
97 4f a7 f5 e9 93 ff c3 15 c7 7f ca 74 f6 03 40 d7 21 
Data Ascii: P1~xS{0)Ri-hB#Y]X{2^lsP-|mlU!_jZer^hz[D!}qK,}o Q9|><,V)Tfwrdl+XRu^k}{?.Ot@!

2022-04-20 13:11:24 UTC 5044 IN Data Raw: de ea 63 bd 2d be f0 ae c0 67 7a 2f 14 47 7b 05 93 c5 07 9f 75 65 1a 30 d1 17 79 3f f7 78 77 b5 31 5e 08 75 
eb 01 df a6 5e d4 6b 84 87 73 f8 41 6b ac 97 1e 55 8f ec c2 c5 ef 1e ce 00 43 53 0e 44 2d 15 f9 3c f0 ab f1 af be c4 00 f6 
5a 14 4a 00 f8 86 da fd c5 9d 90 41 3f 16 b3 60 e7 0c cf b4 da 37 fc 8f 11 fc f1 f1 f4 98 35 1a 47 f3 ad b9 72 5f 04 aa a0 
67 6e f7 94 60 54 d7 d0 53 9f b4 f7 73 23 1a 3d 61 64 c3 67 ec f9 9e c8 e1 59 17 c3 20 e6 76 18 2e 8e b2 16 76 08 21 f9 
5d 34 60 33 27 27 a0 dd 2c 88 f1 5d 89 aa 4f 02 87 9b f2 57 84 8d 78 43 eb 6b 73 04 0e bb 28 d6 e1 6c e1 19 49 15 7d c0 
0c 42 23 ed 89 71 7e b1 f5 8d 3c c5 5a e9 b1 d9 f6 cc 32 fd c2 7b b5 f9 77 5e 8a b4 d0 84 c5 ec ee 2c c5 8c 59 fb 1e fc 28 
7d b7 6a 6a 81 49 3b 9e f0 b7 14 84 5d e5 a7 3b 
Data Ascii: c-gz/G{ue0y?xw1^u^ksAkUCSD-<ZJA?`75Gr_gn`TSs#=adgY v.v!]4`3'',]OWxCks(lI}B#q~<Z2{w^,Y(}jjI;];

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:24 UTC 5060 IN Data Raw: 0c d5 18 2d 2c 77 11 46 0b aa 41 20 64 f8 b9 4c 83 9c 2e e6 4b 3c d0 2a 57 56 55 97 6f 35 c4 e5 30 6f 32 d5 
8c 2b fb 19 70 06 03 1c f7 24 e6 4b 4c 28 67 85 ae e9 3a 57 18 f4 e5 29 2a e8 3c ab db 2d 1b d7 66 74 37 a9 26 69 58 22 
17 f5 05 5c 8c 53 0b ec c8 8e 11 84 6e 44 c0 b5 a6 86 01 ac a9 b9 90 d3 8a cc c0 65 35 01 77 a6 78 22 5d 60 67 bd 63 
39 4b 6a f9 a2 77 f2 f4 ea c6 2b 93 41 0f 63 26 27 56 c6 5c ae d1 67 93 46 d5 7b a3 d5 0c 60 7d dd 85 ac 80 38 2f ab f2 
cb 6a 5e 64 87 2f c5 94 7b 26 ad 1b 0d 5e 35 2f 44 91 c8 a4 69 33 cc 99 b1 32 b0 a6 0e a8 55 3c d2 e0 8c 98 e0 6e c9 
2d a5 f2 a9 bc 75 b7 4c 61 70 6a 55 2d 30 32 9b d1 09 20 b7 64 d1 5f 89 fb 5f b9 c4 2d 31 ea 7d a9 98 80 29 57 b9 a2 81 
54 ae 2f e9 94 c2 3a 31 bd ae 01 38 39 bd 50 00 04 4b 32 83 90 
Data Ascii: -,wFA dL.K<*WVUo50o2+p$KL(g:W)*<-ft7&iX"\SnDe5wx"]`gc9Kjw+Ac&'V\gF{`}8/j^d/{&^5/Di32U<n-uLapjU-02 
d__-1})WT/:189PK2

2022-04-20 13:11:24 UTC 5076 IN Data Raw: fd e9 2c cd cf f6 d1 1d 63 26 df 80 9c 89 14 38 89 07 4e 17 49 5e f1 98 3a a6 8f e7 1d 35 c7 ef 85 91 2b 65 a0 
da 56 65 c7 84 59 71 01 40 30 bd c1 3d 4f 66 f8 78 44 67 53 25 01 49 44 6d 17 47 4e 9e 18 1b 1b 2b ad 18 0b 8e 32 74 
d4 95 6f 26 bc 7b cc 3a 2f 87 bb 2a 00 83 90 04 20 fc 56 be c6 3f bb 8b 81 f0 d2 3b 1b 8f 8e aa 4b 43 7c 39 5f 5e 56 78 
2d 70 e1 75 ee e4 7e 55 65 dd 56 c5 64 93 09 94 3b 80 47 fc 05 72 bd 11 d5 7f 4c 7d ec ef 39 74 21 d5 3a 80 4a 2f 19 f9 
cf 8b f3 65 cf 8b c7 1e 57 cc b3 f5 a6 28 a2 59 44 ed e9 5d b3 57 0f 34 99 55 3a 37 fa c9 ab a3 74 29 6b e5 6f db 3c 73 f2 
cd 7a f4 b7 7f ff a1 9a 4f a1 c8 26 cc ba d4 1e 63 20 32 95 7a af 0b e1 29 ab c9 36 95 73 2f 1b 3f 4f a9 bf fe 8b f5 3e cf 28 
bf fb a7 35 ec d0 12 ff cd 85 ba 2a 9b 0b 88 27 
Data Ascii: ,c&8NI^:5+eVeYq@0=OfxDgS%IDmGN+2to&{:/* V?;KC|9_^Vx-pu~UeVd;GrL}9t!:J/eW(YD]W4U:7t)ko<szO&c 
2z)6s/?O>(5*'

2022-04-20 13:11:24 UTC 5092 IN Data Raw: 12 18 7f f4 ac 5c 94 50 de fa 62 4b 80 01 3c ed bd e6 56 93 ed 12 2c d9 76 43 2b 13 61 cd 46 b3 1b 28 ae 7e 
b5 eb ab 5d c0 6b 55 66 2f 83 e1 9c 73 d3 a7 ef 44 01 ef 6c 91 c9 76 56 89 66 49 6e 31 82 f6 02 80 e0 d0 0a 36 49 b8 c2 
fd a2 a2 57 7d 97 52 6d 95 dc 5a 2b 6c 4c 80 c3 a6 b7 6b 72 01 82 80 ad 40 9b d9 d5 e2 15 f3 96 08 6a cb a4 69 d4 0f fc 
dd ed 59 0f 00 25 eb 5f ec bc 73 18 d8 5d ba e8 3b 0c e7 8a b6 03 93 0e 30 80 07 e4 ef af 35 bb 23 9d 13 0e 64 82 ad b3 
b0 73 84 0c 2a 98 f8 5c ca 0e 6f 68 90 95 ac ec 7f 36 e0 9d 00 c0 f9 de a9 7d c0 9c 80 38 fe 92 bd a6 e9 30 a8 33 b8 ee 
84 8d e1 2a c3 53 00 60 9e 68 eb 53 fc 09 a0 5b e9 52 32 63 ad 46 2b 5f 85 c4 65 16 06 60 22 97 69 30 01 c4 f8 b4 42 39 
60 3a 29 55 be 99 a8 da 6c 25 06 63 86 b5 33 01 c4 78 77 
Data Ascii: \PbK<V,vC+aF(~]kUf/sDlvVfIn16IW}RmZ+lLkr@jiY%_s];05#ds*\oh6}803*S`hS[R2cF+_e`"i0B9`:)Ul%c3xw

2022-04-20 13:11:24 UTC 5108 IN Data Raw: f4 e3 d1 98 4e f0 39 16 97 78 9d f1 d4 9e b1 70 52 5c 17 7e a7 83 82 6a f6 66 9d 4e 37 79 1a 8c b8 dd 71 a3 
e9 22 8c 49 63 e7 08 a5 5d 84 09 b5 2d 34 bb 04 68 0b c5 52 04 86 6e 90 ad 6a 02 a8 f7 13 08 5e a5 ba e0 44 04 50 a4 
15 55 25 1e a0 75 e4 78 24 2d 9b 6d a3 4b 4c 87 99 6c e6 99 1d ae ad e9 9b 8e 57 78 62 a9 a8 09 33 e8 1a 5f 5e 40 d0 
f4 c3 41 36 c9 bb 4c 91 73 19 4c 98 57 e2 75 03 4e 79 f9 8c f7 7b 00 c6 6c 7f 73 85 53 8e 26 b6 9c d0 74 d1 cb ca 02 4d 
1f 57 b3 a5 84 ec 07 63 44 6b 1b cb 7c 7f 30 f1 66 a7 1d cc b4 a9 7b 61 19 d0 1b 89 6a 0c 50 e7 78 89 bb b1 2c a9 ef ea 
17 0f d1 11 3a ad 10 48 e9 6d a6 fc 53 68 aa ac 10 d0 75 a1 5f dc 1d 6e aa 70 c8 12 42 26 98 b6 2d 78 46 21 83 70 24 28 
be ad 2b d8 18 60 84 e3 6d e3 0c 60 34 71 78 b8 a1 24 a9 1f 18 
Data Ascii: N9xpR\~jfN7yq"Ic]-4hRnj^DPU%ux$-mKLlWxb3_^@A6LsLWuNy{lsS&tMWcDk|0f{ajPx,:HmShu_npB&-xF!p
$(+`m`4qx$

2022-04-20 13:11:24 UTC 5124 IN Data Raw: 1e e9 7d e3 99 b5 a5 cf 85 c5 dc 39 67 2d e0 74 af 59 4d 1d 0c c2 1d 87 6e 49 94 16 6e 69 3f a5 00 84 eb 2b 
af bf 0c b8 56 b9 79 f3 80 02 ec 1c b9 6c c4 5f 0a 7c da 69 ae 76 ff 3d 2b 50 d4 ed dc 14 06 40 b2 21 34 e4 92 45 0f 3f da 
f7 48 5f ce da bc be d2 5f 0a 00 e7 2c 17 df 3e f1 fe 15 0d 6e f7 96 43 fd 2a 11 e3 0b 95 1b 2f 65 10 4a 0a ef 3c 08 bc 33 
f2 a5 11 7f 29 30 dc 9b 4f 33 f5 83 f9 ab 97 03 fb 0e fe b1 83 00 a8 46 a1 61 d2 78 13 1f ed 7d b4 f7 b3 56 89 6f ce 5a dd 
a8 a6 b7 1c 7a 7b 44 b4 51 f4 77 b9 1f 04 f4 a9 5f 7c 75 9a e5 c5 92 ba b3 bb 2a 3f aa 9f 53 d9 15 be bf 1d 44 58 57 66 
b2 75 8b 43 ef 3b f8 1d a5 ba b2 a5 e3 df e1 fc ba 4e 66 6b 9d ab bd 30 66 4a c8 dd 70 af ff ba 26 18 54 94 bb 76 74 2b 
84 33 fd 81 2a 1d 0c 92 bf 54 f7 db 76 64 c9 c0 
Data Ascii: }9g-tYMnIni?+Vyl_|iv=+P@!4E?H__,>nC*/eJ<3)0O3Fax}VoZz{DQw_|u*?SDXWfuC;Nfk0fJp&Tvt+3*Tvd

2022-04-20 13:11:24 UTC 5140 IN Data Raw: 86 13 04 70 5a 0b 09 71 01 5d 5c ca eb 16 d7 6a 0c f4 cc 10 9a cb 17 87 18 84 d5 0d 93 a9 48 86 11 f2 ee 5e 
2c cb 12 ce 5e eb 8f 89 3b 2f ad f4 2b 7d b1 84 ca b6 f4 10 73 b1 ce e2 3c 68 0e 38 98 11 22 5c e4 ab d1 2b d1 02 47 63 
60 6e bc a7 dc 3d 95 11 f0 5c 35 f7 7a df f2 10 70 25 2a a0 d3 97 a3 21 5f d0 ab e9 e7 27 c4 f5 8f 8e dc d2 a6 c8 73 e9 ce 
69 02 63 3a 3d 12 69 0e 11 26 66 af 25 00 e0 72 64 59 ad 4b 06 2e 85 45 4b bb a7 76 06 00 4d bf 38 45 60 64 f5 53 c3 5b 
17 01 fd 53 a3 09 80 30 92 e8 0e d7 05 34 fd ac 09 dd be 14 89 ab 0b 02 fd b3 93 69 b1 d6 5c 8c 5c 8c 58 09 28 11 02 9f 
9d 22 27 8b 9a 51 b4 6e da cd 52 b8 04 d3 e1 90 d4 b0 89 33 d8 83 5a c9 81 21 62 00 5e 79 7d 95 22 5f 8a c6 54 01 ee 
bf 63 49 5d 40 d3 4f 8d 75 44 00 e0 96 c6 15 b5 04 46 b9 
Data Ascii: pZq]\jH^,^;/+}s<h8"\+Gc`n=\5zp%*!_'sic:=i&f%rdYK.EKvM8E`dS[S04i\\X("'QnR3Z!b^y}"_TcI]@OuDF

2022-04-20 13:11:24 UTC 5156 IN Data Raw: 8a 78 1e 0e af 99 b6 8b f7 90 ec 00 81 0d 1f 9f ec 00 24 54 81 06 48 ab a6 12 af 40 59 2c a9 42 78 58 fc 94 81 
4e 20 c0 29 f4 fa 61 73 10 31 03 ae 22 31 43 8a 4a c5 53 2c ae d1 01 d8 1c b7 34 bd d5 cd f8 4e 5b 51 0d 03 d8 ba 4b 58 
ca fd 62 4b fb 16 00 f8 65 d1 17 8e 03 84 ef b5 6f df 65 73 8c 9c fb a4 51 00 5a ad dc 50 0a fc 6a ca 2a 85 65 ed 18 17 44 
30 79 b0 f0 3c e9 2c 46 41 bf 97 f3 60 db b9 fc 20 a7 2a 4d b0 bf 39 5b ed 4a 64 26 93 16 67 29 23 f3 cd 81 00 64 a9 c1 
05 8c 25 35 66 14 a4 7f 0c 4a 64 92 19 4b 49 3e 9f f1 6a 34 60 7d f6 76 b7 84 81 64 30 cd 60 2c 65 5c 36 21 b2 25 82 93 
14 cf 69 64 35 ff 21 58 0d 95 73 e4 f7 ec f0 14 4b 75 8a 0e a0 41 e9 57 a3 19 e0 68 62 83 d3 2d 0d 6b 33 69 5a a1 96 2d 
8e a3 af 20 0d af c3 9a b4 5f eb 2e b1 01 d1 cc fe 
Data Ascii: x$TH@Y,BxXN )as1"1CJS,4N[QKXbKeoesQZPj*eD0y<,FA` *M9[Jd&g)#d%5fJdKI>j4`}vd0`,e\6!%id5!Xs
KuAWhb-k3iZ- _.

2022-04-20 13:11:24 UTC 5172 IN Data Raw: 04 78 c0 30 20 81 98 99 4c 76 b2 a9 70 cc 20 d9 23 da dc 12 62 00 dd 61 6b d6 f8 3c 60 a0 25 64 02 da 15 f1 
c8 01 9f 78 9a 1a 85 00 f8 3d 56 df d4 29 d6 df 0c 1b e2 23 5f 0c f8 ca d5 7f 4e a9 ba 2e ee 3e 92 60 00 37 62 eb a3 5e 0f 
63 3c 26 de ab 93 d3 77 ad 6d ac 9d 4d 1c 9b 12 57 7a e6 e6 f6 28 30 92 30 d9 b6 78 71 82 26 ec 92 5f 17 63 ae 7c b7 
8b 6e 23 aa a2 d5 99 54 76 6d 8f 04 83 25 72 ae 34 bc 8a 8d 83 8b 41 45 76 bc 72 59 a3 9f cb 40 29 22 5b da 0d 6e 43 
ec 32 48 d8 76 55 13 08 cd ec 26 a4 58 70 e2 2a a1 6f 27 e3 a9 6c 25 64 3d 89 c1 96 be a8 fd 37 28 2b a5 d9 8d aa 4c 
b1 97 f2 91 80 31 56 18 2b 56 aa d7 c7 93 45 a3 c3 9f 2a bd 9a 60 06 ad 94 2c 29 c1 84 0e 30 b6 07 00 86 8e dd a1 5f a5 
0c 10 ef 08 3e 50 e7 97 a6 d4 9f 99 ac 81 b2 46 78 f9 7e 86 15 
Data Ascii: x0 Lvp #bak<`%dx=V)#_N.>`7b^c<&wmMWz(00xq&_c|n#Tvm%r4AEvrY@)"[nC2HvU&Xp*o'l%d=7(+L1V+VE*
`,)0_>PFx~

2022-04-20 13:11:24 UTC 5188 IN Data Raw: 82 de 3d ad a7 67 41 03 a1 90 97 c0 e8 6e ea 5d 99 48 11 ed ed 10 09 dc e6 96 53 b3 04 70 93 c5 56 dc d4 
74 37 01 6c 0c 56 46 2d e4 4a e8 0c af ab 92 e6 3b 55 9b c5 1c 28 94 2d ad 05 2c e5 c0 a0 bb d1 f6 10 00 44 2d 13 d6 8b 
d3 87 fa 18 46 f9 fc 1c c0 1c 2b 9e 9e dc d3 0e 8c ad 4c a4 c1 8c f1 f4 cf ef 75 f9 f5 f2 b5 15 ab 1f 97 98 18 6a f7 8e a5 2b 
8f 6c 3e f7 dd 7b 52 75 93 66 c4 f4 e3 f3 f6 c2 8a 5d e1 78 b5 66 9b 04 06 b1 49 55 d5 f2 3a 25 e5 7a 08 2f 57 3d 87 a5 
aa 58 57 95 f9 4e 54 cd 1e d9 92 83 b2 99 37 d4 91 64 6a da cc 35 4d 66 71 4c 93 25 32 6d 58 2e a7 80 59 25 05 3e 97 
80 55 19 67 e4 cb 5f bd 4f 15 54 0e 01 2f 2c 3c dc a8 c9 51 e3 44 02 60 be 9b 7b 38 0c 98 28 99 0b 3a c0 ec b2 3a ad 1e 
85 41 08 29 8f 86 25 10 fa 3c 0f f8 cf 65 08 c0 d1 60 97 
Data Ascii: =gAn]HSpVt7lVF-J;U(-,D-F+Luj+l>{Ruf]xfIU:%z/W=XWNT7dj5MfqL%2mX.Y%>Ug_OT/,<QD`{8(::A)%<e`

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 298 of 324



2022-04-20 13:11:24 UTC 5204 IN Data Raw: e5 f6 1f 7d 78 33 4b c8 eb 55 ab 2a 11 ad 6d 95 34 5d 51 d7 92 39 1d 00 45 2c 36 71 d0 2f c2 df a7 af 7d ac cb 
ab 9c 5f 03 b5 fb 5a 7c 5b a5 44 09 20 b4 f9 fa bb 18 8c fe 4e 1a 07 80 b3 4b 6d 71 bf 6f 2b f9 fe 3a 91 63 ef 24 21 29 15 
f1 dd d8 12 de b6 27 3b 64 85 01 74 c4 69 1e 04 bc 34 76 5f bf 47 b9 b2 bc 51 b6 f9 27 10 39 e4 3f ab 7b f2 bd 7b 0e f7 
11 9a 63 e9 f2 07 09 60 31 5f d1 15 05 98 4f 08 37 5a e0 5c 62 97 24 91 dc 84 35 80 70 b4 f9 91 5b 00 46 4b e8 b9 29 c2 
76 b9 ac 7b 14 a1 83 02 00 45 e3 87 37 ec a0 33 de a5 13 4d bb 41 9e 01 00 5f 3f 16 09 01 5b e9 7f 1d 75 45 23 04 14 
8c ef 7c 78 b2 ad a4 5f d8 a8 e5 93 e4 3c 80 1b 51 e9 f6 23 c6 47 42 92 5b 7c 4f 0d 03 84 d6 e8 3f 5c b4 a7 40 e2 fe 8b 
c6 f3 23 87 9a 81 cb 1b 75 37 02 76 aa 6c 56 c7 ad 76 
Data Ascii: }x3KU*m4]Q9E,6q/}_Z|[D NKmqo+:c$!)';dti4v_GQ'9?{{c`1_O7Z\b$5p[FK)v{E73MA_?[uE#|x_<Q#GB[|O?
\@#u7vlVv

2022-04-20 13:11:24 UTC 5220 IN Data Raw: 82 5f 99 b2 bc 30 b6 fd ee 3c c0 f1 f8 17 26 84 6a ed cd bb 9b 05 40 cf f4 9f 19 85 c5 ed 77 e7 cc 13 7c 7e 74 
bc a7 50 fa 70 6e 3d 0f 10 b4 1e ed ef 8b 6e 64 ae ac 17 ab 0a 04 bc 8f f6 c3 4a 66 31 63 1e 79 cc 3f 19 2b d5 a6 b7 9a 
7d d7 98 bf d3 9f 2a 25 4b cd 29 1f f3 c7 7c f3 99 f6 83 c3 59 c6 71 62 16 74 0f 18 5b d5 a5 45 e2 84 33 3b a0 b7 2d c8 34 
fb e2 29 dc b8 8e 7a a3 7c 86 a3 4f 07 dd fe 7c ad 58 6d 94 59 b4 db df e5 5f ce 37 cd 93 02 de 63 5d 7e eb ca 66 b1 6a 
4e bc 43 d1 e3 bd e5 da b9 a5 42 0d 15 09 7a 5f 1e 8f f8 33 a5 b7 17 4c e0 f2 44 ef 53 63 b6 b5 92 f8 c9 3d 80 a0 f7 0f 8e 
c6 42 30 b7 f9 ca 9c 07 78 bc e7 d9 83 ca a9 e1 e9 e5 77 97 05 f8 fd 47 3a 43 1e 86 bb b8 7f 23 81 1c 8e 3e 31 26 c0 57 
a2 2b d3 3b 25 f8 e6 44 4f 14 02 fe 6f 4e fe c5 
Data Ascii: _0<&j@w|~tPpn=ndJf1cy?+}*%K)|Yqbt[E3;-4)z|O|XmY_7c]~fjNCBz_3LDSc=B0xwG:C#>1&W+;%DOoN

2022-04-20 13:11:24 UTC 5236 IN Data Raw: c5 3d 72 8f 54 70 cb ae 38 6b c3 bd d9 84 e7 9f 10 9c 6f e2 79 9f d0 7a a4 25 7b d1 06 80 fb d6 ff 57 ea 95 8a 
6e d1 25 30 9e d2 45 59 e1 98 f6 6e 83 c0 c8 bb 79 37 ac 89 c1 e8 11 0f 0d bf af bf df 12 20 9b 56 23 c4 00 0e 6a 54 73 
71 d3 38 a6 c7 24 c2 e7 0d 51 f2 d6 89 a1 4b 43 ca ac 41 38 1e d5 25 17 84 53 f1 8f cb 12 4f ea 12 18 0e 74 49 96 c8 25 
c8 24 03 70 20 49 8a 44 38 9c ee 8d b9 60 b8 58 de d9 36 64 dd c6 4f fa 86 65 20 ad 36 40 70 d0 30 19 4f f5 96 4c c7 94 
35 02 63 a9 0e 30 d2 9a 18 85 fe 01 4f f3 d9 12 93 2a 57 13 77 50 2e 26 7b 00 86 e8 8e 2d 7b 48 70 5d 34 f8 50 c3 53 98 
2e d7 c5 18 e6 b2 fd 19 06 b0 5e 07 01 77 cb 96 a5 a8 8c 5c 56 44 01 57 37 8e 4d 03 84 2f 3c 31 99 72 7d 04 84 7a bd 62 
81 18 8f a5 fa fa 19 84 03 7b f9 01 01 38 3c 24 46 e7 
Data Ascii: =rTp8koyz%{Wn%0EYny7 V#jTsq8$QKCA8%SOtI%$p ID8`X6dOe 6@p0OL5c0O*WwP.&{-{Hp]4PS
.^w\VDW7M/<1r}zb{8<$F

2022-04-20 13:11:24 UTC 5252 IN Data Raw: b0 bb 2f 3a 9b 5f ab 32 80 54 f0 f9 bd 00 e3 db fb ff db 95 ce 44 b3 66 9f 7d 70 a8 0f b8 b9 99 37 9b f8 82 07 
65 39 2c 26 e2 0e fa 55 b3 63 f4 c2 e8 44 8a f1 88 fd db db 86 0d 04 5c cd 89 a4 2b 3a 76 69 ed e1 41 5d 9d cb dc ca 8b 
4d a6 d0 b8 9a 85 07 c2 cc 5f 05 2e 24 ff 49 75 ba 7f 4f 0a 78 c4 7e f3 41 a9 c1 88 eb ae 81 90 2e ee ee e3 95 27 06 93 
c1 b9 fc 9d 92 28 e7 1b ce 8a ec 5a 42 e4 3b 5b 64 59 57 ef 05 89 fc bd d8 74 e0 70 aa 37 bc 50 3a 9f 01 08 7b e3 82 d7 
bb b7 eb 42 0e 20 ac 56 26 e2 2c d0 2f 44 00 3e df fa 7c 4b 54 ed da db aa 22 15 0e fc 5c 41 6f 5a d8 69 d5 e9 87 d0 d2 
0e aa 31 e2 f7 41 65 77 ac 3b b0 5c 5d ac 32 08 a9 c0 e9 01 e1 21 f0 da 02 98 10 72 3d 05 a2 1a 88 50 b2 33 b5 9e 30 
c1 72 72 26 08 28 db ef 2c 0f 86 72 66 c6 68 6a 05 e7 cc 
Data Ascii: /:_2TDf}p7e9,&UcD\+:viA]M_.$IuOx~A.'(ZB;[dYWtp7P:{B V&,/D>|KT"\AoZi1Aew;\]2!r=P30rr&(,rfhj

2022-04-20 13:11:24 UTC 5268 IN Data Raw: 60 64 a2 c7 7a cf 17 18 63 49 78 0e f1 49 ad 6a 87 2d 58 85 d7 4b 44 21 30 44 c1 e6 76 f5 70 9f a6 10 ca e6 
6a 93 08 38 bd 19 d7 fa 13 15 f3 d4 ba 78 0a 1f ac 4e 67 74 65 ad b1 22 ec d7 e8 bd 95 4c 84 51 69 f9 45 9b 2f f2 14 2a 
c1 de 28 05 d2 86 cc 24 6c cd 88 64 7f 81 90 35 6e 88 ec d3 1e 3f 8f 72 47 b2 e7 8d af a2 11 38 4d 74 2b 27 53 db 26 a8 
0d 25 e7 b0 1b b0 ef db 29 63 2e 24 0d 4b 80 49 8e f7 a5 e8 5f a8 2f 84 8f 44 92 6f 43 e0 78 55 b7 bf 58 0f 84 ff 88 5f bf 
27 3f 80 4f d7 3e 59 0b e6 61 cd fe a7 0b 93 69 e0 9a c7 98 7f f5 6e a9 b9 6f 70 a5 f8 d9 0a 11 40 fc 9b 4b df 3f 9a 88 ad 
e4 df 5d d0 16 9b 9f e6 8f 66 09 e7 8b 15 3b b0 3e 96 76 c1 00 4e 12 4a 5c 63 ea d1 54 54 b9 5e 2b db 04 c6 48 4c a4 65 
19 4d a4 d0 bf 5c db 9f a8 da 73 8d 70 95 8a 3a c4 
Data Ascii: `dzcIxIj-XKD!0Dvpj8xNgte"LQiE/*($ld5n?rG8Mt+'S&%)c.$KI_/DoCxUX_'?O>Yainop@K?]f;>vNJ\cTT^
+HLeM\sp:

2022-04-20 13:11:24 UTC 5284 IN Data Raw: 7f 36 3e 6f 92 04 31 77 c1 be c6 94 e1 ad 73 61 a9 0e e1 80 a0 d3 a1 48 44 c9 58 42 86 ab c9 1f 57 b7 8a d4 
01 61 72 00 f4 6b 87 a3 1a 5d ad 6f b6 c0 45 fb b7 85 23 71 e0 5a ad 64 03 29 75 5f cc 01 10 52 76 47 36 5a c4 65 fb 74 
c9 11 da a8 ec 50 d5 8a 69 6a 1b e8 19 a2 af 6d eb 0e 9b f6 e9 8d e9 2a b0 69 d8 b6 a6 2a 28 35 37 0d 85 1c 7c 75 47 
34 c4 d8 3b 98 ad df d8 04 9f 5f 37 ec 64 68 a3 7a 33 43 2a 51 d5 b1 5c 34 83 50 01 fb e6 8e 3d 3b 81 34 fe 23 fd cd 75 
06 e1 cc 3a 5f 8f e8 bf 5f 16 67 fd ee d2 81 d1 be be 56 eb fc 5d 3f 11 26 30 96 72 00 90 d0 bd 3d 5e a8 7c ef ea 15 ef 4a 
f7 8a 78 71 b8 57 14 d7 0e 8f 5c d8 04 76 76 f5 f5 02 8c 64 d7 8e ae 5b 05 e0 e4 b0 48 0e f7 8e 61 1a 20 0c f7 88 ef dc bf 
ed ec 1a 01 d0 34 31 c6 07 d2 f3 55 20 ac 05 77 a1 4a 
Data Ascii: 6>o1wsaHDXBWark]oE#qZd)u_RvG6ZetPijm*i*(57|uG4;_7dhz3C*Q\4P=;4#u:__gV]?&0r=^|JxqW\vvd[Ha 41U 
wJ

2022-04-20 13:11:24 UTC 5300 IN Data Raw: 19 69 7d 22 b3 6d ce 55 45 ca f0 58 7e 5f 0e 38 d4 fd d1 ca 4a 83 a8 3b 22 78 bc 99 c8 40 6c cd 00 36 8d 7c 
4c 38 10 88 31 f9 74 e3 60 3a a9 4d 57 36 1b 9e 38 aa b9 66 b6 a5 ae 4c 92 be 01 a3 9d ab 1a 6a aa 30 51 67 a3 44 96 
44 6a b7 f3 0c f6 f4 b1 c8 b1 44 84 76 9c d3 15 9b 81 b1 48 5e 13 9f ce 34 4b 4e 70 06 9d 00 46 d9 dd 70 7a 55 17 55 be 
6c 2b 50 a9 c9 53 76 9a 4c de f2 69 10 d4 e0 06 cb 32 bd dc 26 01 24 c7 7c a1 54 d8 b3 1e f3 a2 42 a2 fb a8 78 c8 1d 5a 
45 b4 c6 c8 01 c3 85 2b 21 be 15 a9 48 d1 b1 a7 72 9b d6 6c 2b 52 65 b9 38 8a 30 bf 37 b4 db 32 75 68 3c cb 82 52 7e 
82 4a 2d c6 6c b8 75 dc e6 bf 49 81 80 16 24 25 e2 d6 26 cc 1c 6a 1c 49 df 6c a5 88 49 15 a8 3a fe 9d e9 d4 1d a9 d8 55 
db 4f 56 bb 23 11 65 bb d9 74 c1 0a 98 80 81 18 b0 6d 36 3d 00 
Data Ascii: i}"mUEX~_8J;"x@l6|L81t`:MW68fLj0QgDDjDvH^4KNpFpzUUl+PSvLi2&$|TBxZE+!Hrl+Re8072uh<R~J-luI
$%&jIlI:UOV#etm6=

2022-04-20 13:11:24 UTC 5316 IN Data Raw: 73 3d 19 7d 72 6b 74 13 20 b4 c5 be bd 3f 19 03 36 aa af 4e 01 0a 3d d5 df 95 61 74 65 9e 1a 78 75 0a e8 49 
b5 25 c5 b1 9c ea 9a ad 02 ed 49 ef d8 12 2a 03 6c da 9a ca 20 d4 9b 00 30 55 7a d4 16 01 2b 8b db 60 e0 ca 6a 3a 36 
dc 59 6b 5e 9a 6f d8 00 e3 d2 ea dc 76 5c 2d 0b cb 00 00 cb f5 d7 27 77 ba 0a 87 ac b6 08 3b 4c b8 02 22 bc b3 b3 1b ba 
33 b1 78 d7 16 80 4c b9 09 e3 3d c4 01 87 6a 67 16 a2 bf 29 21 f2 15 23 a1 c8 1d 30 0a 89 fd 6d 4d eb 66 51 bc 92 d4 be 
b9 3f 9b 68 5a af 8f 0b 37 d7 1f 1e 16 28 ed bf 5d dd 30 18 0f 75 3e 7f 1c 20 f4 77 fe ec f3 9a 45 f8 da 91 44 02 48 25 be 
73 fc 1f 3e 07 8e e4 73 19 80 a0 6b 5f 1a 9e 1b 05 7a 5c 14 50 d3 4e 16 3e 5c 00 3a f3 9e 6a 1a 60 24 35 6f 3c c4 35 99 
a9 41 52 5b 50 9c 43 cd 24 cc 6d 5b 96 a6 01 80 69 31 03 
Data Ascii: s=}rkt ?6N=atexuI%I*l 0Uz+`j:6Yk^ov\-'w;L"3xL=jg)!#0mMfQ?hZ7(]0u> wEDH%s>sk_z\PN>\:j`$5o
<5AR[PC$m[i1

2022-04-20 13:11:24 UTC 5332 IN Data Raw: 6c 90 20 16 57 f6 c5 63 34 d3 ac 39 04 c2 c9 64 52 11 96 50 4b a6 c9 a6 5f d3 94 6c 02 61 d9 fa ac da a5 99 
3c db 52 23 ca 37 d9 22 84 76 b8 ef fe b5 ff 64 ca 62 48 c5 21 91 0d 00 46 bb ea a0 6c 8b 49 71 40 7f 22 cd 20 74 eb 17 
6b 40 8f d6 ee 46 2e 75 eb 8a 01 58 fe 0f ae 9a 04 e0 42 fd e1 64 b7 5e b2 ce d7 54 62 56 30 db 9a 6b f9 26 1a e4 d1 5f 
39 64 5e e5 a9 75 03 17 3e 02 b3 03 0f 71 f1 b6 3a 0e 47 a3 55 44 48 87 17 4f a4 48 88 70 40 2c 65 16 3a 65 cf ef d9 09 
e9 18 bd e4 58 d5 cd de 25 17 4d 3e 98 18 8a 6f 5a 57 6b a2 0c ff 46 fb 99 1c c3 70 fe ff be be f4 39 8e f3 bc f3 f7 f4 31 d3 
73 62 00 0c 80 01 78 00 e0 4d f1 12 24 8a 14 57 94 e8 58 4e 5c 5e 67 9d c8 de 8d 2d 57 2a b5 55 9b 2f f9 27 52 b5 7f c1 
7e cc 6e 6d 92 ad c4 eb 92 ed 58 b6 d7 b2 64 5b a2 
Data Ascii: l Wc49dRPK_la<R#7"vdbH!FlIq@" tk@F.uXBd^TbV0k&_9d^u>q:GUDHOHp@,e:eX%M>oZWkFp91
sbxM$WXN\^g-W*U/'R~nmXd[

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

71 192.168.2.5 49872 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:24 UTC 5339 OUT GET /wp-content/uploads/2020/03/rfps.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:24 UTC 5339 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:24 GMT
Content-Type: image/jpeg
Content-Length: 51952
Last-Modified: Thu, 03 Dec 2020 22:22:27 GMT
Connection: close
ETag: "5fc96523-caf0"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:24 UTC 5339 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 84 00 06 06 06 06 07 06 07 08 08 07 0a 
0b 0a 0b 0a 0f 0e 0c 0c 0e 0f 16 10 11 10 11 10 16 22 15 19 15 15 19 15 22 1e 24 1e 1c 1e 24 1e 36 2a 26 26 2a 36 3e 
34 32 34 3e 4c 44 44 4c 5f 5a 5f 7c 7c a7 01 06 06 06 06 07 06 07 08 08 07 0a 0b 0a 0b 0a 0f 0e 0c 0c 0e 0f 16 10 11 10 
11 10 16 22 15 19 15 15 19 15 22 1e 24 1e 1c 1e 24 1e 36 2a 26 26 2a 36 3e 34 32 34 3e 4c 44 44 4c 5f 5a 5f 7c 7c a7 ff 
c2 00 11 08 02 58 05 a0 03 01 21 00 02 11 01 03 11 01 ff c4 00 1d 00 00 02 03 01 01 01 01 01 00 00 00 00 00 00 00 00 
00 01 02 03 04 05 06 07 08 09 ff da 00 08 01 01 00 00 00 00 f9 57 ae cd 1f a4 71 38 b7 5d e3 2a e5 f6 6e e8 68 ec e8 bb 
d6 6b 26 0d 84 31 ed b1 0d b1 8c 04 34 a3 0a eb ab 3e 2e 46 bf 
Data Ascii: JFIF""$$6*&&*6>424>LDDL_Z_||""$$6*&&*6>424>LDDL_Z_||X!Wq8]*nhk&14>.F

2022-04-20 13:11:24 UTC 5355 IN Data Raw: 28 c9 46 45 c1 83 e8 df f0 1c 38 49 c3 8c 64 69 5b 78 56 ba fe 83 87 e1 b6 01 df 6d be 83 87 0e 4b 96 b3 50 
cb 39 59 6a 88 40 0a 23 c5 c9 32 de 5f cb cb 4b 42 d1 fd 17 d1 fd 0b d2 fa 48 27 cb d4 84 3f b7 4c 53 93 65 71 a6 22 f7 
39 31 18 ec ad bb 92 d8 c5 0c 33 47 18 35 de cc 54 cc 91 cb 13 c5 34 37 a3 b8 95 9f 4c 69 44 2a f9 45 f4 f9 00 ef bf 6d 
bb ef f6 6f dc 9c 38 72 43 23 4c d1 88 16 05 ec 3e b1 83 07 c3 7f 81 3f 00 36 ed b6 df 51 c3 87 24 cb 59 a8 e5 8c aa 2a ac
2b b2 84 c5 c3 12 74 b5 6f 4a b4 ef 4d e0 a5 f5 75 e2 1f db a5 ad 41 63 22 14 10 60 cd b2 6c e4 70 ab 63 66 cc fb c6 34 
7b 70 38 45 c8 c8 46 4e 0d 0d 88 35 5a f3 af 1d 22 4b 19 51 af ad 46 a7 24 6c 3f 51 c3 84 9c 6c 90 ca 64 30 ad 74 45 fc 
9b e6 ff 00 1d be fd ce 1c 39 26 5a cd 47 27 ca 82 aa 
Data Ascii: (FE8Idi[xVmKP9Yj@#2_KBH'?LSeq"913G5T47LiD*Emo8rC#L>?6Q$Y*+toJMuAc"`lpcf4{p8EFN5Z"KQF$l?Q
ld0tE9&ZG'

2022-04-20 13:11:24 UTC 5371 IN Data Raw: 9b 79 6a 64 8b 45 8e 55 3d 22 8d 3c c6 bc e7 46 f2 dd de 8b 57 c8 6a 0b d3 b9 d4 6a e3 50 c9 8f 81 5f 99 68 
b2 77 6e 5d 84 95 d9 e4 a6 c2 52 58 9d a1 09 d5 5f d2 a5 df 91 b4 ab f1 d2 d8 f8 38 e1 e1 ca ac f3 99 b6 76 bd 57 53 1d 
8e ad 59 bf 8a 59 76 1c 26 8e 2a 46 a6 7e fc b2 45 ce bf 33 fb 7f cb 2e b7 d9 99 3f 93 33 b7 f2 42 fe c5 e9 cb e5 74 26 93 
7d 05 9e 42 cd b1 d4 a9 6b f7 56 a2 49 b5 cc f6 a4 be 42 8d 97 2b 19 d8 b3 b6 eb 17 66 67 15 3b a5 a7 a6 51 42 49 e6 
39 b7 98 e4 cd 1d 85 15 e9 6f 28 ae ac e0 c3 50 87 c3 4e 0b ec bb 77 9f 0d be a7 04 7e 7b 9b a8 fc 59 68 ad cb d2 39 c2 
c8 94 57 7b 72 f4 f6 84 9f 81 79 39 58 93 96 bf 22 d0 8a ec 6c ed 9b 49 d5 c6 62 e9 51 82 e7 39 24 6c 2c 0f 1d 2d 99 46 
58 ba bf 1e 90 3c aa db ae 50 a9 8c 74 28 bf e9 52 ee a2 
Data Ascii: yjdEU="<FWjjP_hwn]RX_8vWSYYv&*F~E3.?3Bt&}BkVIB+fg;QBI9o(PNw~{Yh9W{ry9X"lIbQ9$l,-FX<Pt(R

2022-04-20 13:11:24 UTC 5387 IN Data Raw: 21 8a cc 5d 6c 7d 0c 8f 0e d5 a3 c3 e9 a3 1f 7e 89 ac 49 ab 4b f4 e3 6a 30 cc b3 7a 7f 0c a4 de f6 bb be e2 a1 
4e 0f 0a 28 76 97 0c d3 52 94 5c 9b 30 bc 47 e3 a4 60 48 6e 31 25 31 cc cd b0 62 d0 78 65 0a 9b a2 8a 84 67 95 b5 95 
30 35 86 51 ce 7b db 53 fa 52 32 47 81 f5 76 ba b2 83 63 a4 d1 28 b5 d1 1e 2c d2 6b 04 e0 e2 ef 08 39 32 29 25 8e 8a b4 
f7 77 1a 69 99 6c 85 37 26 46 2a 2b 17 87 92 3f 82 79 dc 3e 7c 76 fc 78 a1 23 31 44 aa b1 c8 c8 85 11 2b a1 1a 6a 98 96 
06 b7 40 a9 98 bd c3 92 9a c8 d3 8f 62 97 98 46 b1 e2 0c c9 17 e1 23 dd 1a 7a 1f 4e 5a 2a 51 2a d1 c1 28 b4 cc 5a 3c 5d 
a4 c7 4a 22 a5 11 24 ba 9c 22 c5 4a 1f 61 24 ba 14 d2 84 7f 04 ea e1 f8 cf d0 c5 e0 73 1c 99 9b 45 31 2e b8 36 99 46 a6 
62 99 5a 3e fe cc de e9 cb f8 1b 53 49 a2 19 52 42 e1 1a 
Data Ascii: !]l}~IKj0zN(vR\0G`Hn1%1bxeg05Q{SR2Gvc(,k92)%wil7&F*+?y>|vx#1D+j@bF#zNZ*Q*(Z<]J"$"Ja$sE1.
6FbZ>SIRB

Session ID Source IP Source Port Destination IP
Destination
Port

Process

72 192.168.2.5 49873 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:25 UTC 5390 OUT GET /wp-content/uploads/2020/04/backroundtest3.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:25 UTC 5390 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:25 GMT
Content-Type: image/png
Content-Length: 233498
Last-Modified: Thu, 03 Dec 2020 17:27:05 GMT
Connection: close
ETag: "5fc91fe9-3901a"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes
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2022-04-20 13:11:25 UTC 5390 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 07 80 00 00 05 00 08 04 00 00 00 0c 84 87 bc 00 03 8f 
e1 49 44 41 54 78 da ec dd 87 9f 14 45 c2 06 e0 53 14 09 0a 08 88 28 41 90 9c 73 ce 39 47 09 22 a2 48 30 a3 1e 82 0a 
06 f6 1f df 99 ef ad da 85 13 5d 60 77 27 7d e7 3d f5 fc 96 b8 3b 3d d3 d3 d3 55 6f 55 75 f5 bf 9a ff 02 00 00 80 7f 3e bb 
00 00 00 00 01 18 00 00 00 04 60 00 00 00 10 80 01 00 00 40 00 06 00 00 00 01 18 00 00 00 04 60 00 00 00 10 80 01 00 
00 40 00 06 00 00 40 00 06 00 00 00 01 18 00 00 00 04 60 00 00 00 10 80 01 00 00 40 00 06 00 00 00 01 18 00 00 00 04 
60 00 00 00 10 80 01 00 00 40 00 06 00 00 40 00 06 00 00 00 01 18 00 00 00 04 60 00 00 00 10 80 01 00 00 40 00 06 00 
00 00 01 18 00 00 00 04 60 00 00 00 10 80 01 00 00 40 00 06 00 00 
Data Ascii: PNGIHDRIDATxES(As9G"H0]`w'}=;=UoUu>`@`@@`@`@@`@`@

2022-04-20 13:11:25 UTC 5406 IN Data Raw: e2 bc 53 63 9c 19 ff 3f 59 af 10 be 91 9c 30 b6 23 47 f3 af 9d be 9f f2 9f 8e f8 53 69 9d ed 4a 0b cf cd 93 3a b6 
9b 5f cd f8 e8 fc ec ea c3 b9 1e e1 a3 44 93 96 6e 61 fd a7 e0 3b cc 6b 0d d3 08 df 30 8c e0 5b 46 92 b7 d6 bb fc 0e 6b 
42 53 0e 99 43 75 54 ed 9d 16 f7 ce fb 39 01 7d 96 b0 b8 ba 13 87 60 0e f1 d2 df fb 76 0f de f5 09 75 cb bd 59 0c 61 4c 7b 
17 13 78 ee bb f7 49 5d 6d ba cd 2b 69 d6 05 bc 7e 7f de 04 e4 bc c6 99 39 a2 0f d7 65 50 06 1c cd 67 ec a9 31 e2 9c a0 
1f 3d ef 9e 91 e9 09 5c 55 af f8 3d 58 af 99 5f f5 fc 23 3f 21 af 54 cb 9f 66 34 76 c3 48 8f a8 7c 66 cf c4 e1 91 4f a9 1e 22 
06 6f cc e7 e5 76 1e 6b 7c db 8e 94 b6 f4 55 d7 e9 69 65 29 b3 8d c3 1f 63 57 14 a5 0b 2d 90 d5 69 79 5c ce 1c b1 b6 77 
56 e6 91 fb 9a 0f 3a f0 9c d7 24 44 3c 4c 
Data Ascii: Sc?Y0#GSiJ:_Dna;k0[FkBSCuT9}`vuYaL{xI]m+i~9ePg1=\U=X_#?!Tf4vH|fO"ovk|Uie)cW-iy\wV:$D<L

2022-04-20 13:11:26 UTC 5422 IN Data Raw: 77 32 fb e5 b6 b2 04 7f e8 3f 5f 45 81 8d f7 b2 0b a3 bb 86 32 17 87 b4 97 e0 10 41 57 eb a7 7d d7 56 e8 01 
ce 77 16 72 64 00 1c 87 ee 13 30 1b c0 d0 ee d5 32 b7 2f 20 9b 8d 5c 2d 25 c0 0a cc ca 91 7c 70 5e 48 cb 11 16 d4 95 
a4 a3 63 4d 7c 69 23 18 64 2b 8c 85 09 21 ee 0f 08 05 0e d2 c7 80 64 c5 f5 d2 ec 23 64 96 9e 03 fc e6 c4 a9 3e 83 92 1a 
de 5f 07 89 c9 e0 3e fa b9 a3 41 72 dd b9 f4 bf f3 5f 92 73 1a c7 ff 1c 0a 5b 44 78 aa 0d 98 39 c8 fb fb 85 1a 7f ff bf 9b df 
37 30 2f 85 00 83 6c f2 d7 2d f2 97 76 7e b2 b8 43 0a 4d f4 86 72 35 ad 72 1a f7 a3 ee a1 96 f5 36 ba 06 62 99 0c 9d b9 
4d 08 e2 13 92 3a cb 57 9e 89 6c a5 04 a6 b3 9d 79 a5 79 6d 99 8f ed d8 d1 34 64 7d 01 1c 36 25 32 df 0f 90 56 64 6f 0e 
aa d8 c4 6c 3f d0 65 11 b8 52 23 2b e7 81 da 75 81 83 
Data Ascii: w2?_E2AW}Vwrd02/ \-%|p^HcM|i#d+!d#d>_>Ar_s[Dx970/l-v~CMr5r6bM:Wlyym4d}6%2Vdol?eR#+u

2022-04-20 13:11:26 UTC 5438 IN Data Raw: 39 ad 3b e7 6b b5 ab 6a 6d 9a c5 7a 95 2d e8 0d fc aa 39 45 cb 9b f7 38 da 66 44 9e bf fc 47 0d 8b 3d 16 b7 
48 8d d4 13 8a 3d d2 6a f2 83 ee aa aa d7 37 80 72 2e 6b 7e dd 95 03 94 1e 97 dd fc 5a 4e f4 b4 f7 c5 03 40 b2 d7 c0 a0 
79 f4 73 c8 e5 e7 38 04 ed 52 20 6c 4c ea 9d 8a 8a b5 11 30 5b f1 bd f5 cc c3 37 e0 49 25 52 a9 ab 8c fc ea 87 d5 ab 08 
b0 f4 fa a7 ab d9 f9 e3 d5 36 9c 98 f0 92 74 39 c5 93 39 b3 3b e8 18 7b 91 3f 00 1c 7b 85 8a f6 a3 af 72 88 de 95 f5 aa b3 
1c 85 74 15 5f 5c 8a 56 7b 85 8e f7 42 c4 ab d1 60 e6 d6 6a ff 78 b4 73 24 81 8a 68 62 ec 96 5d d1 03 40 d9 2e fe 55 44 
f0 3e ff eb 73 13 d6 33 09 e7 8d d0 dd 01 a4 ed 65 5e df 01 f8 1c a5 a1 d8 f3 3f 10 ed 5c 39 fc 70 88 ce 13 8d e9 4f a9 ac 
e8 ae be 5e 15 ff f6 8f 66 29 86 f5 1f ec c2 aa 54 
Data Ascii: 9;kjmz-9E8fDG=H=j7r.k~ZN@ys8R lL0[7I%R6t99;{?{rt_\V{B`jxs$hb]@.UD>s3e^?\9pO^f)T

2022-04-20 13:11:26 UTC 5454 IN Data Raw: 86 0b 88 9e f7 89 9f 27 37 6e 8b e1 0b 44 c0 11 56 d2 68 b8 3c ec fe ab 67 79 84 95 b0 f6 d3 17 81 1d 4a a1 
fb b4 cb d1 87 1c 06 1c c5 11 ee 40 0e 03 ce 18 84 72 ac 84 b5 57 5e 01 cd 0a 04 68 86 46 e1 23 b2 ec b5 bf fa 40 82 ae 
f6 83 51 c2 85 6a 4e 5c 1f f5 70 f8 0d 6b 63 16 22 3c 01 5c bf 1f fe a5 76 17 3e 00 19 7b 09 c4 6f c1 25 4f f0 53 ea 9a 0e 
0f 01 f3 ab 09 52 4f c3 b7 c2 7f ad 55 e3 ba df 31 c2 14 bf d7 8b 57 ba ee ae d5 11 0c 94 8d e5 6a 98 cf 5d c0 ca 97 e1 4a 
28 98 22 b0 4d 00 ef d7 e8 eb 1a 44 f2 11 df 7f 0f 31 2b 87 2a d6 41 71 7f 5c f5 72 55 b3 3a 9f 92 64 38 ba 0d a8 72 33 fc 
04 0a 5d 25 23 7f 97 d1 5b f8 ac 61 cc e7 10 dc 53 6a 0e 7e a2 ba 4d d0 a4 66 91 b3 89 d1 8b 20 b1 19 61 9b f6 26 32 fb 
f7 09 e2 35 42 86 15 29 ee e2 39 4b 18 e1 7c 78 
Data Ascii: '7nDVh<gyJ@rW^hF#@QjN\pkc"<\v>{o%OSROU1Wj]J("MD1+*Aq\rU:d8r3]%#[aSj~Mf a&25B)9K|x

2022-04-20 13:11:26 UTC 5470 IN Data Raw: bb f9 5e d8 55 57 a5 b1 a1 e9 04 f0 7c 21 7e c4 85 71 0c be f9 48 38 65 c0 e5 be 08 bf d1 8b e3 38 dd 91 9e 
e2 19 49 17 fa 43 5e fa 61 7a 42 46 30 4f 7b fa 68 fa 73 3a cc df 22 e9 c6 b4 d5 e6 13 e9 e3 42 d1 25 1d 4c 94 1e 80 96 
7e 25 b4 b4 1a 7e 50 41 c9 46 d9 23 15 5d ef d2 21 28 f9 ac 80 8e 23 b2 26 47 ad d3 71 81 33 3c c5 d9 fe 96 2e 4b df 48 
7b e6 ba 49 ef 4f 57 f2 d6 30 ef 0d ec 2a 86 f4 10 33 f9 ea e3 fb b7 a4 9f a6 bb 39 e3 55 e9 93 be cf c3 d2 3d d5 e9 3f d3 
85 e9 5a 28 08 a3 4b be a5 9f a7 1f a4 df a5 9b f9 77 48 be d2 8e dc bf 9f b6 74 b9 85 9c 98 97 9a 00 46 fa bd d0 74 2b 
7d 3b 5d 94 2e 66 b5 ca 78 3e a7 2b 58 c1 7a 56 af 95 a7 9b a7 3f 3d c8 7f fd 70 ce dc ff 07 f8 6a 7b ba 85 9f aa e1 e7 df 
a4 5f f2 db 11 3b bb 9e 5e 9d be 9a 6e 60 87 3b d2 
Data Ascii: ^UW|!~qH8e8IC^azBF0O{hs:"B%L~%~PAF#]!(#&Gq3<.KH{IOW0*39U=?Z(KwHtFt+};].fx>+XzV?=pj{_;^n`;

2022-04-20 13:11:26 UTC 5486 IN Data Raw: 05 39 fc 03 f0 bd b0 10 96 a3 4b 53 39 b2 26 22 ce d2 a7 79 39 9f 89 ce 7c 73 5e dc be 32 a1 8e c2 9f 70 45 
de ab 25 02 f0 b7 0e 00 37 3e 73 cf 6b 5b 59 96 71 37 42 7d 34 2f ff c9 17 47 84 9b a4 67 9f 9a a9 fc 50 41 dd bc 70 c7 3f 
dc 11 a3 8e f7 bf 2c b6 d6 d2 31 aa 09 ae ca 35 2f 65 6b d6 e3 b1 12 6a 3e fb 19 8d c6 f0 35 ae 8f 36 bf 9b b0 fc b4 d7 9e 
b5 29 91 b4 6d 93 b3 60 49 15 10 b3 f1 bd 8d 0e e0 e5 89 c8 ae d1 58 40 d7 10 f9 59 a5 bd 4c 17 8d 59 e5 8b 05 8a 3e 
b9 b8 80 02 3a 0e 39 19 4d 43 ff 75 a1 c2 9d 77 38 1b dd ae 6e ca e9 bf 21 7e a3 0c 85 9f e7 75 79 18 39 8f c4 51 9b e7 
1d 09 3e cf f7 b8 df c9 e7 8c d0 8c 36 6c 8a fd 63 71 96 7f 60 3e 8e 63 4b 94 63 60 9e 06 d2 ed 25 f1 7d 85 19 10 ce ad 
0e 9b 14 9d a1 b5 38 65 fa 25 28 52 42 82 e3 0e e6 79 
Data Ascii: 9KS9&"y9|s^2pE%7>sk[Yq7B}4/GgPAp?,15/ekj>56)m`IX@YLY>:9MCuw8n!~uy9Q>6lcq`>cKc`%}8e%(RBy

2022-04-20 13:11:26 UTC 5502 IN Data Raw: 44 f1 c8 73 2c e4 c4 64 e4 7b e4 51 44 1a e0 91 43 91 1e fa b9 2b f2 84 c1 19 79 46 58 98 55 e2 d0 ec b1 4b 
da 92 7b b3 97 21 ae 3d 84 ac d3 c1 f0 03 dd 2d b0 bd 51 38 37 d5 b4 9f b4 48 47 c4 c4 e6 58 38 e9 27 22 8f a1 b1 5b 22 
43 d0 7c 3e e3 bc cf e1 7c 5f 65 b9 12 9d 84 ce 82 ce 11 91 1d 91 92 88 13 73 d0 16 39 a7 74 84 b9 90 dc 33 11 77 e4 4b 
c4 92 1a 51 dc 5b ec 23 86 dd 91 b1 1b 1f 43 eb ac ec 41 3f f4 cb 18 2c 90 ba c8 eb c8 cd 88 89 85 00 91 c3 b0 cc a7 e8 
09 fd d0 1e 4a 68 70 a4 8c c6 f8 82 dd 2a 5c 21 5c 1d dc 76 08 d8 8e 90 4f 13 0c f7 ed 00 ed 24 76 15 dd 91 97 ca b4 56 
64 2f 94 8a 53 9a 8e 63 30 f6 2d 6b 0d 03 71 d9 6a 90 e0 1f 91 bf f8 47 22 17 22 4d d2 ac d5 22 c3 98 20 4b 36 39 54 c9 
17 03 53 46 24 38 b2 33 f2 41 ba 0a 7c 30 b4 95 14 bb 83 
Data Ascii: Ds,d{QDC+yFXUK{!=-Q87HGX8'"["C|>|_es9t3wKQ[#CA?,Jhp*\!\vO$vVd/Sc0-kqjG""M" K69TSF$83A|0

2022-04-20 13:11:26 UTC 5518 IN Data Raw: e3 fd 53 ab 2d ec 5b b8 bf f0 81 ff 19 73 35 7d 2f 9a fe c9 c2 99 85 55 e4 92 17 ce a3 cb bb b1 1c 01 ae 52 b1 
70 75 c1 d7 03 94 16 f2 a4 47 ef 55 c8 c8 f6 85 ec 85 f2 85 06 5a fd c2 6b 24 26 29 3e f0 c2 6e b1 70 43 49 f6 93 b3 16 de 
2f b4 2d b4 2f b4 2c 94 e0 97 fa aa db 16 f6 4b 8f bb 95 6a 86 c3 82 ae 53 29 ba 34 59 1f 4a 37 c0 b0 5e 3c 63 3c ab 40 
97 2f e8 56 76 8c 18 0a 51 73 97 0a f4 3a 79 a0 ab 11 74 49 dd 9d b8 70 02 d5 dc 05 f1 ed c0 8c fa 7a 06 db 42 b3 a1 25 
49 b9 f2 46 28 67 33 66 7e 18 b3 af a0 64 4b 13 01 5e d8 c2 bc 0f 09 21 6c 76 1c ce 85 0d 28 c9 02 4c 76 bf 38 55 0e 59 
1c c4 88 3f 5f 48 c8 53 e4 16 4e 13 ea 08 4a 50 ec b3 17 12 87 f1 7e 84 e1 5e ec cb 94 dc b9 72 41 cd 63 60 2c 01 2e 55 
6a 2a 55 ee c9 41 36 99 45 b5 e4 e8 8b 8c dc 79 b5 
Data Ascii: S-[s5}/URpuGUZk$&)>npCI/-/,KjS)4YJ7^<c<@/VvQs:ytIpzB%IF(g3f~dK^!lv(Lv8UY?_HSNJP~^rAc`,.U
j*UA6Ey

2022-04-20 13:11:26 UTC 5534 IN Data Raw: 9b c9 22 27 25 2c 13 24 20 93 1f f1 30 ab 86 de 33 7d af f4 ad df e7 d0 eb e3 e8 df ba c8 05 0f ef fa 50 7a 5d 
a5 58 26 b7 0a d9 1a 8b 6c 50 8c b1 4f 34 a4 ef fc 03 6b 99 01 a5 eb 27 b5 f0 0d ef 2f 89 69 99 c8 83 64 6a 34 fa 71 89 80 
77 0d 96 a9 22 72 c3 a7 a0 2b fc d8 74 b1 56 a9 c8 6d 23 56 f6 38 f2 0e 13 d8 4a eb 41 04 7b 71 74 9b 69 ce e7 66 b2 40 
b5 38 c1 af 23 4f c8 bd 9c 8f 1c f0 73 01 91 f7 f2 3d 46 f4 47 6c c6 f1 fa aa 0e d5 26 6d 04 d8 e2 ea 36 ca 58 09 96 a5 34 
b8 97 ef 1c 17 7a 08 07 c2 87 27 60 a2 b4 72 40 e1 b8 cb 7d 18 d6 25 eb 2d 72 21 d2 e0 d2 d1 2e fe e6 49 11 65 64 23 
e4 69 d8 cd 6f 65 fe 25 3c f5 d5 a5 1f 9d bf cf aa 27 10 d5 65 91 21 87 6c be 5e 4e f6 8a c0 c1 d0 12 1a 92 a4 a0 46 e4 96 
7b 97 71 e2 af 2b d2 96 e8 d7 1e 97 fc 76 47 12 
Data Ascii: "'%,$ 03}Pz]X&lPO4k'/idj4qw"r+tVm#V8JA{qtif@8#Os=FGl&m6X4z'`r@}%-r!.Ied#ioe%<'e!l^NF{q+vG

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:26 UTC 5582 IN Data Raw: 44 fe e7 e3 8e 1d a0 03 b3 6a ae 41 6d 94 90 5c d0 77 4f 96 53 7b d1 25 e0 6d 9a c3 f8 6e 25 32 53 54 ce bb 
8c 18 e7 05 1b 56 e5 10 15 16 c8 d8 d8 8e 25 25 4c ab 69 4d 5a ac 40 89 8c a3 5a 93 4b 9e b5 74 55 74 b0 78 8a b7 71 
9b b4 6f 0f b2 80 76 ad 60 12 d5 1b 35 dc b7 98 9e 70 55 aa 80 af 49 7d 69 f1 a8 0f 85 69 3e 99 b8 c7 60 06 5e d8 51 07 
8d 36 a6 9a e8 3a 60 73 d5 7a e2 ac 78 fb 01 05 76 6a 8b 40 ca e6 32 24 24 bd 0e 1b 7a 65 15 97 ae c1 cf f8 00 8d a2 19 
c9 d2 b5 b9 b3 51 d1 54 ed 97 29 57 af 6b f5 1a 02 f2 b8 90 f2 c3 f4 1e 1d 6f 39 e4 96 02 85 28 b7 61 bf 43 2f da 21 4b b3 
69 78 7c a0 ed f9 86 3b db 00 b4 0d bc 99 3b a4 1c 36 1a 75 ca a9 d8 4b 3f aa a9 9f 26 72 7c c7 1d 94 ab ad 4e 30 09 6a 
a6 e5 f0 22 e5 cd 8d 1d fe 04 55 bc 17 41 55 ec ce 16 85 
Data Ascii: DjAm\wOS{%mn%2STV%%LiMZ@ZKtUtxqov`5pUI}ii>`^Q6:`szxvj@2$$zeQT)Wko9(aC/!Kix|;;6uK?&r|N0j"UAU

2022-04-20 13:11:26 UTC 5598 IN Data Raw: 32 2b f7 57 e0 b5 b4 29 4d e0 3e ed ef 3f 8c e6 e1 bb 40 54 af cc ba 49 4d c1 30 7f 31 f0 c0 90 fe b5 81 15 1d 
cd c0 a1 40 85 a1 63 e4 99 fd 1e c8 7a 45 78 e0 ab f1 fd 13 81 b3 59 ff f6 3b 81 1e e3 fb 7b b2 e3 53 04 ae 07 c6 4d b3 
d2 1a 58 73 2f 90 c0 51 ec 15 8d b4 71 63 e0 98 cd bb 63 03 2c ff 11 7a ab b1 c0 8d ff 16 f7 b7 40 98 ba 5a e0 b0 22 78 
0b c5 02 74 2a 82 b6 5f a0 bd c5 18 61 1e 29 52 6f 00 97 09 04 ce 04 3e 04 5a 70 80 b5 34 b7 77 14 3f f3 3e 7b 07 30 70 
84 8c 8d 09 2b 9c b9 55 21 1a 10 78 8e 32 df 4d ba eb 60 51 d2 1b dc a1 46 52 6b 36 73 eb 64 30 dc 61 be 36 6d 02 e5 
19 56 98 2e 05 3a e9 24 8f e3 fc 2e eb 94 05 4e c2 94 19 36 ce bb 27 d0 11 78 11 d8 92 43 5c f7 60 16 78 0c 37 f8 f7 5a 
0c 1b ec cf 6f 01 17 7d 47 6f 80 4d 4d 1d de 47 47 a4 48 
Data Ascii: 2+W)M>?@TIM01@czExY;{SMXs/Qqcc,z@Z"xt*_a)Ro>Zp4w?>{0p+U!x2M`QFRk6sd0a6mV.:$.N6'xC\`x7Zo}
GoMMGGH

2022-04-20 13:11:26 UTC 5614 IN Data Raw: 41 d1 75 01 f8 67 22 ab a8 65 c4 de f3 17 05 08 08 24 0a a2 7f 47 64 74 c2 c3 75 51 97 e8 7a 61 8a e6 95 ff 
25 60 4b 40 6d e7 7f f7 89 41 7c 39 4d 19 69 fc 67 14 c5 12 0f 8a e7 46 c0 59 e9 a7 27 b1 0a 71 c0 c9 8a 63 7a 27 66 ff 
54 6c f7 0a 23 44 5b a8 2b d9 88 3c 29 c8 f7 ed 41 00 a6 2f 29 30 33 10 a9 cd 50 b8 7f 85 1c 70 23 52 cd 78 d7 3e 5b 18 
eb 05 3a c0 07 4a 44 7d 20 8d 96 34 88 c2 7c cb 55 b4 96 c8 41 b4 a2 29 c5 03 b3 15 b7 58 8b 2e 98 63 e5 a0 90 71 7b 
57 9c 03 dc 6d e1 ae 61 81 c5 0e 7a 0f f9 9b 09 14 9a e0 d8 4a b7 8b 98 1c 98 0e 0a 07 e1 be b8 f5 ca 10 6e d1 dd 1e a3 
59 4b f7 48 11 5b e0 50 bb d2 ec b0 17 fa d1 b0 57 96 f3 2e 0f 38 5c c7 87 9e ac cc 7a b8 dc 13 7a af be 47 f2 9a 72 8c 26
2b 67 0d e7 df c8 c6 02 a1 94 55 10 8d 38 c6 08 c7 3c db 
Data Ascii: Aug"e$GdtuQza%`K@mA|9MigFY'qcz'fTl#D[+<)A/)03Pp#Rx>[:JD} 4|UA)X.cq{WmazJnYKH[PW.8\zzGr&+
gU8<

2022-04-20 13:11:26 UTC 5630 IN Data Raw: 70 7f f5 77 9f 45 30 27 e8 0a e0 7c c9 65 b0 90 63 18 a3 07 04 b0 59 62 da 97 94 0b be 95 7c a3 e0 ec fe 75 
8d 3c 2a 67 b3 d7 ce 3c b6 01 e6 87 fd 8b 04 31 46 5c 84 89 d9 eb 1b 5c b8 35 8e da eb f8 c6 7f 37 4f 2d f2 37 67 1c cb 
2a a2 d7 92 ca 11 85 1a 75 d6 1b 74 48 21 a8 d7 11 19 bb 04 34 8b 59 a8 50 6d 4f 70 c1 8e a5 bd 42 47 50 90 5f 9d 5b 
46 04 1d 04 76 91 b4 00 8e 50 42 3b 2c 52 2e 95 da 3f ca 0a 53 b5 96 9d 22 cd cb 46 c7 ca 2d 47 89 b3 52 d2 1d e6 f9 34 
bf b9 06 f9 60 36 d1 d5 ac de ad 91 7f a7 dd 02 e8 6f 70 ed a1 cd 0a fd 15 97 11 16 80 11 e6 7b c0 93 66 27 b0 99 3e 0f 
53 55 f0 0e 5b 6f a0 cc f8 87 a2 30 bf 27 19 e8 c9 14 96 81 4e 3c 0b a6 ee de 34 d4 65 2a 59 d2 8b ff 7b 26 f7 fa 01 18 e9 
b6 5d 70 43 c8 5a a9 01 5d 4d 62 e5 93 25 11 56 31 dd 5f 
Data Ascii: pwE0'|ecYb|u<*g<1F\\57O-7g*utH!4YPmOpBGP_[FvPB;,R.?S"F-GR4`6op{f'>SU[o0'N<4e*Y{&]pCZ]Mb%V1_

2022-04-20 13:11:26 UTC 5646 IN Data Raw: 18 f9 a6 c9 54 18 a0 a1 36 6b e4 35 12 aa b4 00 80 ed c3 85 ff d1 54 94 ae 3b 01 7f cf 88 37 ad 04 b6 ae 37 
a7 20 c1 71 1b e8 2a 71 62 fc 95 e9 ab a6 53 f6 b3 ba 6f 23 64 c8 30 ed ed 1a 60 ee 5c 12 d2 a8 77 3b 8e 0e 16 6f 97 51 
c1 9d d4 a8 57 6f ec bc eb 48 0f 9a 0f 80 07 1d b8 7b 07 38 86 90 45 84 75 7d e6 a9 2a 2a 48 e7 fd 15 51 0b 4e 7b 9f e2 
81 7d 3c f0 37 67 2b 3d 25 b2 00 0a 29 53 b4 d6 24 7e 15 91 f8 68 a5 df 77 a5 53 8d bd 6d 26 42 54 03 d3 10 b5 fa 16 5d 
a4 df f5 1b 34 43 84 e6 f3 e4 81 78 c2 23 48 06 c1 85 60 a4 f5 44 23 c3 4c d0 9d af 80 f2 31 14 a1 1c 4b 4f 65 c9 f9 37 c2 
a0 e9 67 bd 42 82 17 5b 22 1d 5e a8 6d ec 11 0b 5e d2 ef fc 07 de 4e 34 33 79 34 24 6f 82 14 d5 65 80 8a b9 d0 77 02 
3d c0 31 5e da d6 6b 77 46 db d4 51 cb ca 67 6e f0 56 1c 
Data Ascii: T6k5T;77 q*qbSo#d0`\w;oQWoH{8Eu}**HQN{}<7g+=%)S$~hwSm&BT]4Cx#H`D#L1KOe7gB["^m^
N43y4$oew=1^kwFQgnV

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

73 192.168.2.5 49874 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:25 UTC 5390 OUT GET /wp-content/uploads/2020/03/case-study.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:26 UTC 5550 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:25 GMT
Content-Type: image/jpeg
Content-Length: 114951
Last-Modified: Thu, 03 Dec 2020 22:22:25 GMT
Connection: close
ETag: "5fc96521-1c107"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:26 UTC 5550 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 84 00 06 06 06 06 07 06 07 08 08 07 0a 
0b 0a 0b 0a 0f 0e 0c 0c 0e 0f 16 10 11 10 11 10 16 22 15 19 15 15 19 15 22 1e 24 1e 1c 1e 24 1e 36 2a 26 26 2a 36 3e 
34 32 34 3e 4c 44 44 4c 5f 5a 5f 7c 7c a7 01 06 06 06 06 07 06 07 08 08 07 0a 0b 0a 0b 0a 0f 0e 0c 0c 0e 0f 16 10 11 10 
11 10 16 22 15 19 15 15 19 15 22 1e 24 1e 1c 1e 24 1e 36 2a 26 26 2a 36 3e 34 32 34 3e 4c 44 44 4c 5f 5a 5f 7c 7c a7 ff 
c2 00 11 08 02 58 05 a0 03 01 21 00 02 11 01 03 11 01 ff c4 00 1c 00 00 00 07 01 01 00 00 00 00 00 00 00 00 00 00 00 
00 01 02 03 04 05 06 07 08 ff da 00 08 01 01 00 00 00 00 eb 60 28 81 90 20 00 30 0f 41 19 89 cd d6 55 52 a9 b6 59 a6 c9 
71 16 6e 76 3b ad 7d b3 e8 87 05 19 cc 4e 3b 37 05 20 d4 00 dc 
Data Ascii: JFIF""$$6*&&*6>424>LDDL_Z_||""$$6*&&*6>424>LDDL_Z_||X!`( 0AURYqnv;}N;7 
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2022-04-20 13:11:26 UTC 5566 IN Data Raw: 08 16 ed 20 34 d8 3e 3c 76 f6 73 e2 e7 f1 c7 ab 4e 9c c0 02 4d ca 3d 2d c2 73 ba 30 a9 55 c6 00 b4 a9 24 12 
24 a3 2d 5d 19 a1 c7 05 3d 0d 20 b8 83 4d 2b ec 48 04 24 ba 9c 78 f2 f4 7b 2e 4d 7e 51 4b 6e fd 99 22 98 c0 03 67 50 0b 
2c cf 37 47 22 90 1d 85 71 48 24 34 a5 b7 a0 34 e5 c3 52 e8 6c 0e 3d 40 6a 9e 04 20 00 67 6f 8f 0e 3d 5d 0b 79 08 b3 5f 
43 66 7a 9b 1a 83 63 b7 b4 32 73 a2 c9 62 e3 a0 1d aa 10 48 24 c2 16 6e dc a6 96 6e 70 cd 5d 09 f3 32 87 43 66 0e 78 
0a 24 80 7d ae 3c 38 f9 e5 bb 9b 32 cd 3d 2d 70 ce 4e 22 8b 60 fb ad 96 4a 9d 14 66 e4 20 0b 8a e0 90 49 8a 17 74 b5 
46 49 73 29 18 5b d2 a3 9d 67 4e e5 cf e7 b6 46 d8 66 eb 71 3b 19 7b 7c 68 71 aa 86 9c d7 59 0d 3d 1d 52 c8 98 28 b6 4
e 1d 7b 99 65 f9 74 50 70 10 05 c5 70 48 24 c8 c7 47 4b 4c 48 57 
Data Ascii:  4><vsNM=-s0U$$-]= M+H$x{.M~QKn"gP,7G"qH$44Rl=@j go=]y_Cfzc2sbH$nnp]2Cfx$}<82=-pN"`Jf ItFIs)
[gNFfq;{|hqY=R(N{etPppH$GKLHW

2022-04-20 13:11:26 UTC 5650 IN Data Raw: 3d 1c 35 0c b3 bb c3 71 53 d3 8c 3a 99 80 21 54 50 cd 4e 4b e2 da 62 8e 73 1b c3 e3 cb 98 54 35 02 78 81 05 
3d cd 66 6b 4c 59 ba 9c 3d d7 97 11 6e 6b e8 ec 65 f5 ae 1c 05 93 e1 05 aa 36 36 f7 b2 6a 6a 03 d7 b9 59 ac 2b 26 a7 
d5 31 aa a3 4b 46 01 b1 ba 9f 4a c9 21 b4 5b 47 a7 fc ad 4d 44 df 78 fb 0e 4d 51 52 47 18 c9 a1 08 db c8 20 d6 8e 4b 67 
a2 38 6d c1 68 bc f5 db b8 76 55 bc 6a a4 67 1c 05 33 bc af 9a 24 27 1c 42 cb 43 3b 0f a5 53 1f fe e3 7e 3b d4 91 e0 d2 
52 1f 1c 40 fc 94 ed ba 63 9a 24 17 17 00 ee 50 9b b0 6c d8 70 ec 97 58 1b 76 7c 96 03 34 8d 06 ff 00 14 e8 5f 1f 79 b6 
59 10 a9 aa 46 4c 77 2c 8a 2f 6b 77 94 d3 71 75 6b ac 23 92 c2 08 22 db d0 89 96 e6 ab 9b 9c 7e 45 01 ee ab 0f 0a b0 
e4 be 08 db 92 9a a4 3a aa 77 fb c7 f4 c9 53 3e 0f 49 c7 50 c2 
Data Ascii: =5qS:!TPNKbsT5x=fkLY=nke66jjY+&1KFJ![GMDxMQRG Kg8mhvUjg3$'BC;S~;R@c$PlpXv|4_yYFLw,/kwquk
#"~E:wS>IP

2022-04-20 13:11:26 UTC 5666 IN Data Raw: 7e 4d e7 83 5a ab 65 13 49 15 1d 27 dc c5 93 3a 9e 2e 54 da 63 4a 50 38 33 5b 89 a3 d9 76 d0 b2 c1 a1 74 
8d 11 ac a8 8f d1 5c 5f 87 13 77 38 a1 f4 62 79 9e cf 47 a9 8a 48 09 cd ed 39 d9 69 69 07 a6 0a 62 c2 c8 29 f6 1a d1 cb 
9f c5 4f 3d 39 8f 55 03 5f 83 15 ee fd ff 00 05 a3 47 a2 42 fd 25 20 dd 76 d3 b7 9b bc 4a 9f 4c 69 58 2f 20 9d e4 38 9b e2 
cc 28 aa b4 4e 91 91 b1 d4 d2 6a 65 79 b0 92 2e 27 c9 7f e9 42 ea ac 0d ab 8d f1 34 ed 8f 6f c9 69 a7 ca 6b 9c c7 46 58 
d8 f6 63 67 26 84 22 26 37 3f 13 72 e1 7c d5 08 14 14 8e af 90 7d 6b ee da 61 fb b9 47 52 05 c4 91 35 e0 9b 9e 7f 35 4b 
a5 6a 60 74 4c a2 96 42 5c e0 04 2e cc 29 3e 93 50 d3 d4 6a 25 c5 88 0d a7 0c da 0a a6 ae a5 aa 66 28 66 6b c7 42 ac 
0a 22 dd b5 f5 38 dd 61 b8 64 14 4c b2 03 30 80 43 7a 0b 88 
Data Ascii: ~MZeI':.TcJP83[vt\_w8byGH9iib)O=9U_GB% vJLiX/ 8(Njey.'B4oikFXcg&"&7?r|}kaGR55Kj`tLB\.)>Pj%f(fkB"8a
dL0Cz

2022-04-20 13:11:26 UTC 5682 IN Data Raw: 19 94 ee 20 85 51 ae 43 ec 08 c8 97 7f 4a 79 e8 ca 8c f4 8e 73 d4 fd 10 b6 4c ad b8 a8 35 cd c1 4e 54 ad c2 
c3 35 73 1b dc a8 96 c2 55 d0 8f fc 16 7f f3 19 ff 00 c2 9e 77 d4 f2 a5 76 b3 d5 81 25 a5 fb 31 5e cc cf 68 8f 5b 97 2e 5c 
b9 70 06 f3 d7 bc a2 02 5e 31 cc 09 84 5e ce 9f 70 32 e4 20 06 70 ca a1 b8 41 b7 8c cc ed 66 03 29 01 80 f6 84 5b 2d 70 
ae e7 2f e3 a5 6a 60 65 cb aa 91 28 c1 2a 0e 82 1d 08 74 7f 1f 64 2d 15 db 31 e3 f7 16 ba 20 be 23 16 cb 07 12 9e 08 f6 
be d0 2a b0 d9 a8 47 88 3b 30 df 0f 6a 58 9e f4 b5 4e d8 30 c7 40 f4 af c1 1b 12 95 3a cb 96 a0 18 68 4d fc 4a 86 e5 11 
95 d9 80 92 74 f4 91 e3 48 77 1d b2 d3 98 d6 5c ae c3 e6 7e 31 7b fa 63 55 35 85 c0 38 ff 00 fb 64 37 fe c8 92 9f be 56 cf 
df 2c f2 60 5a ca 9a d8 50 1d 0f 98 ec dc 73 3b b0 
Data Ascii:  QCJysL5NT5sUwv%1^h[.\p^1^p2 pAf)[-p/j`e(*td-1 #*G;0jXN0@:hMJtHw\~1{cU58d7V,`ZPs;

2022-04-20 13:11:26 UTC 5698 IN Data Raw: 81 80 21 c3 95 95 dd e8 ba ed dc 2a 5a bf 34 ed 20 0a a8 a3 d9 a6 ee 0d 62 19 4e c8 72 59 99 6b ad 5f 92 68 
85 48 23 f2 44 f1 14 71 f8 e0 6e 0d ff 00 af f3 72 7f 84 64 22 ae c2 57 61 28 ec 4a 1a 0b c4 6d b2 e4 56 d8 b0 a6 0c 5c 33 
76 2c 0a d0 34 46 5b 25 91 c4 cc 0d 53 99 c4 51 f8 11 88 d7 67 47 01 df ae a2 b7 1b 33 99 29 14 53 d9 2a c9 08 72 86 3c 
d4 b0 ea 05 55 11 35 7f 31 4d d1 2c 05 11 03 74 ea 07 6f e6 54 b6 ff 00 13 3e 61 b2 d3 49 0e 76 a5 a3 06 11 40 7e a2 bc 
ad fc 27 07 f8 47 b5 fa 8d ff 00 eb 0e d0 41 72 00 21 7d 2d 7a 80 b2 bf 71 e4 ba 97 a6 09 a7 13 3e e6 3d 69 ff 00 0d 75 
ca 02 cd 93 7f c1 d6 75 10 17 97 d4 b7 5f 76 57 70 96 e5 cc e2 db ed 58 06 d2 bc 8c 9f 51 00 4d 27 44 54 df 1e e0 07 6d 
01 32 5a 4e 7d 32 fc f7 d5 74 42 00 16 f4 63 d8 66 28 
Data Ascii: !*Z4 bNrYk_hH#Dqnrd"Wa(JmV\3v,4F[%SQgG3)S*r<U51M,toT>aIv@~'GAr!}-zq>=iuu_vWpXQM'DTm2ZN}2
tBcf(

2022-04-20 13:11:26 UTC 5714 IN Data Raw: f2 1a 5d 00 f3 43 01 42 7f fb 0a 98 0d c2 86 83 20 32 25 7e 3b e6 77 fa aa 83 65 f9 51 fb ec 9e 89 ed 23 f1 a1 
61 f6 ad fe 85 7e 38 7e f3 ff 00 f1 b9 1d ca 16 98 08 6a 55 4a 65 b1 2a 34 b6 17 57 85 50 f9 4c 74 47 2c d8 de 80 9a 8d 
cb 84 74 8a ad ec 51 11 51 e3 ed 1b 37 d7 72 3e d2 9c 9e 88 4e 4d dc 27 34 38 47 d2 d8 91 7a 20 78 4d 58 9a 30 78 86 
d6 c3 30 3e ac 2a 94 dd 49 d0 76 b5 3a 9c 4d 83 ba 3e e4 e3 a7 f4 9a 35 4d f7 14 e6 f9 ca 3b 35 52 3e 46 e6 6b 8b 5d a2 
c4 b7 85 e5 4a 63 b8 5e d3 d0 a7 9f 10 4a 6b 43 76 52 00 92 55 2a 9e 25 56 b2 60 1d 25 7f e9 07 7f 19 53 6f 87 86 14 e6 
78 59 0b f1 df 3b bf d6 df 93 c2 3e b7 86 58 35 05 7e 42 90 a7 f8 fe 1e 80 2c 3b 61 95 ff 00 f1 af c7 41 a8 ff 00 fc 65 1d ca 
08 27 ec 9a 16 28 fb 3f d5 47 94 15 1a 2c 2e 95 02 
Data Ascii: ]CB 2%~;weQ#a~8~jUJe*4WPLtG,tQQ7r>NM'48Gz xMX0x0>*Iv:M>5M;5R>Fk]Jc^JkCvRU*%V`%
SoxY;>X5~B,;aAe'(?G,.

2022-04-20 13:11:26 UTC 5730 IN Data Raw: aa 78 72 60 b9 00 00 80 9c c0 e1 04 2a d4 4d 3e ca 15 36 17 ba 02 ab 48 d3 3f 0b 0b ed 5b 0b e8 3d ed 54 c3 
3b a6 08 02 fa 65 af e8 fd 84 3c 89 cc 32 e2 c7 8a d8 ca dc 14 e0 6e 56 19 db 77 5d 51 07 63 61 b2 05 13 08 19 4f 3a 64 
19 48 47 30 2a 98 d9 0d ac 56 8b 45 32 49 40 ca d0 a7 0d 0c 2a 2f e1 78 1d 6f 36 05 4a 7f a9 dd ed 50 3b ed d4 9f d2 2a 
8b 66 a3 42 17 7b 43 c1 05 7d 97 71 f0 c2 a7 4c 31 a9 ec 0e 10 53 18 18 d0 05 b0 9b 38 7c da a6 b5 1a 3a 6a 80 51 9e 
b7 a0 77 08 66 90 a4 2d 16 8b 45 20 29 cb 36 c5 8d 01 44 c0 58 aa 9c 6f 25 50 3b a3 ea 2a ad 20 f1 f2 9c d2 0c 1b 33 9a 
26 50 44 c9 ca db 0b 94 73 52 07 80 5e 6c f2 43 0a d9 a8 72 16 28 e9 50 77 b4 28 b0 0a 13 fd 6e ef 6a ad 26 99 f9 0a a5 
1e 00 0a c2 b6 5e 4a 36 d9 05 02 67 2e 10 fa ec cd 5c e7 7c 
Data Ascii: xr`*M>6H?[=T;e<2nVw]QcaO:dHG0*VE2I@*/xo6JP;*fB{C}qL1S8|:jQwf-E )6DXo%P;* 3&PDsR^lCr(Pw(n
j&^J6g.\|

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

74 192.168.2.5 49875 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:26 UTC 5731 OUT GET /wp-content/uploads/elementor/thumbs/RevX-Systems-Logo-pgsb8yjt7x7ia30vcmv8vhkphp4o591kaxalrc0km0.jpg 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
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2022-04-20 13:11:26 UTC 5732 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:26 GMT
Content-Type: image/jpeg
Content-Length: 2771
Last-Modified: Mon, 29 Nov 2021 16:55:00 GMT
Connection: close
ETag: "61a505e4-ad3"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:26 UTC 5732 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 64 00 64 00 00 ff db 00 43 00 06 04 05 06 05 04 06 06 05 06 07 
07 06 08 0a 10 0a 0a 09 09 0a 14 0e 0f 0c 10 17 14 18 18 17 14 16 16 1a 1d 25 1f 1a 1b 23 1c 16 16 20 2c 20 23 26 27 
29 2a 29 19 1f 2d 30 2d 28 30 25 28 29 28 ff db 00 43 01 07 07 07 0a 08 0a 13 0a 0a 13 28 1a 16 1a 28 28 28 28 28 28 
28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 
28 28 28 28 28 ff c0 00 11 08 00 3c 00 78 03 01 11 00 02 11 01 03 11 01 ff c4 00 1c 00 00 02 03 00 03 01 00 00 00 00 00 
00 00 00 00 00 00 06 05 07 08 02 03 04 01 ff c4 00 41 10 00 01 03 04 00 04 03 05 03 07 0b 05 00 00 00 00 01 02 03 04 
00 05 06 11 07 12 21 31 13 41 51 14 22 61 71 81 32 42 b1 08 16 23 52 
Data Ascii: JFIFddC%# , #&')*)-0-(0%()(C(((((((((((((((((((((((((((((((((((((((((((((((((((<xA!1AQ"aq2B#R

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

75 192.168.2.5 49876 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:26 UTC 5731 OUT GET /wp-content/uploads/elementor/thumbs/SOMOS_logo-p0chusoapg0rd0u8k6s84skljlqephdqea8gmpwngi.jpg H
TTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:26 UTC 5734 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:26 GMT
Content-Type: image/jpeg
Content-Length: 1775
Last-Modified: Thu, 24 Dec 2020 17:04:07 GMT
Connection: close
ETag: "5fe4ca07-6ef"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:26 UTC 5735 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 64 00 64 00 00 ff db 00 43 00 06 04 05 06 05 04 06 06 05 06 07 
07 06 08 0a 10 0a 0a 09 09 0a 14 0e 0f 0c 10 17 14 18 18 17 14 16 16 1a 1d 25 1f 1a 1b 23 1c 16 16 20 2c 20 23 26 27 
29 2a 29 19 1f 2d 30 2d 28 30 25 28 29 28 ff db 00 43 01 07 07 07 0a 08 0a 13 0a 0a 13 28 1a 16 1a 28 28 28 28 28 28 
28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 
28 28 28 28 28 ff c0 00 11 08 00 2d 00 78 03 01 11 00 02 11 01 03 11 01 ff c4 00 1c 00 01 00 02 03 01 01 01 00 00 00 00 
00 00 00 00 00 00 06 07 03 04 05 02 08 01 ff c4 00 38 10 00 01 03 03 02 03 05 05 05 09 01 00 00 00 00 00 01 02 03 04 
00 05 11 06 12 07 13 21 14 31 41 51 61 15 22 71 91 a1 08 42 52 81 b1 
Data Ascii: JFIFddC%# , #&')*)-0-(0%()(C(((((((((((((((((((((((((((((((((((((((((((((((((((-x8!1AQa"qBR

Session ID Source IP Source Port Destination IP
Destination
Port

Process

76 192.168.2.5 49877 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:27 UTC 5736 OUT GET /wp-content/uploads/elementor/thumbs/Tata-Comms-ozc9btn9jn91x96fc6nqnqia848zvxmtl5dmiadiko.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:27 UTC 5737 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:27 GMT
Content-Type: image/png
Content-Length: 3239
Last-Modified: Thu, 03 Dec 2020 21:33:50 GMT
Connection: close
ETag: "5fc959be-ca7"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes
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2022-04-20 13:11:27 UTC 5737 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 78 00 00 00 54 08 02 00 00 00 c6 68 64 c8 00 00 
0c 6e 49 44 41 54 78 da ed 9c f9 57 5b c7 15 c7 fd 87 25 4d eb 24 cd 5e 3b 49 13 a7 69 dd ba 4d d2 a4 d9 9a c4 ad db 
9e a4 4d 53 e3 04 db 78 c1 c6 78 0b de b7 38 b6 eb 05 db 31 de 6d 84 40 20 16 21 f6 45 80 10 20 19 21 d0 be 20 d1 cf 9
b 0b 0f 04 f8 17 9f 1a 08 9e 39 ef e8 3c e6 cd 9b b9 f7 3b df f9 ce 9d 2b 1d 96 64 32 99 b1 b1 31 f9 d4 e5 e1 95 25 1a 02 
0d b4 06 5a 17 0d b4 06 5a 03 ad 8b 06 5a 03 ad 8b 06 5a 03 ad 81 d6 45 03 ad 81 d6 e5 c1 81 9e 9a c6 d3 9f ff f7 4f cd 
e8 b9 62 74 66 4a d1 bc d3 8c fe 71 17 0d b4 8e 3a 34 d0 ba 68 e9 f8 f1 30 5a 87 07 0f ef 53 33 5a 6b f4 e2 3b b0 e8 a5 
3d 47 d2 31 5f 63 8f a6 33 c1 68 6a 38 9a 9c 79 45 12 a3 b4 49 
Data Ascii: PNGIHDRxThdnIDATxW[%M$^;IiMMSxx81m@ !E ! 9<;+d21%ZZZZEObtfJq:4h0ZS3Zk;=G1_c3hj8yEI

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

77 192.168.2.5 49878 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:27 UTC 5737 OUT GET /wp-content/uploads/elementor/thumbs/telit-logo-3-ozc05k2q8954lmwouxbs2kss9a36chi1uhgv5a2ape.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:27 UTC 5740 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:27 GMT
Content-Type: image/jpeg
Content-Length: 3050
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-bea"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:27 UTC 5741 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff fe 00 3b 43 52 45 41 54 4f 52 3a 20 67 64 2d 6a 
70 65 67 20 76 31 2e 30 20 28 75 73 69 6e 67 20 49 4a 47 20 4a 50 45 47 20 76 36 32 29 2c 20 71 75 61 6c 69 74 79 20 
3d 20 38 32 0a ff db 00 43 00 06 04 04 05 04 04 06 05 05 05 06 06 06 07 09 0e 09 09 08 08 09 12 0d 0d 0a 0e 15 12 16 
16 15 12 14 14 17 1a 21 1c 17 18 1f 19 14 14 1d 27 1d 1f 22 23 25 25 25 16 1c 29 2c 28 24 2b 21 24 25 24 ff db 00 43 01 
06 06 06 09 08 09 11 09 09 11 24 18 14 18 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 
24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 ff c0 00 11 08 00 45 00 78 03 01 22 00 02 1
1 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 
Data Ascii: JFIF``;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82C!'"#%%%),($+!$%$C$$$$$$$$$$$$$$$$$
$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$Ex"

Session ID Source IP Source Port Destination IP
Destination
Port

Process

78 192.168.2.5 49880 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:28 UTC 5744 OUT GET /wp-content/uploads/elementor/thumbs/utimaco-pd263yhzmd153qecey4hl6evruq98vk3y9bskxnva0.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:28 UTC 5747 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:28 GMT
Content-Type: image/jpeg
Content-Length: 1674
Last-Modified: Mon, 13 Sep 2021 15:22:59 GMT
Connection: close
ETag: "613f6cd3-68a"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:28 UTC 5747 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 64 00 64 00 00 ff db 00 43 00 06 04 05 06 05 04 06 06 05 06 07 
07 06 08 0a 10 0a 0a 09 09 0a 14 0e 0f 0c 10 17 14 18 18 17 14 16 16 1a 1d 25 1f 1a 1b 23 1c 16 16 20 2c 20 23 26 27 
29 2a 29 19 1f 2d 30 2d 28 30 25 28 29 28 ff db 00 43 01 07 07 07 0a 08 0a 13 0a 0a 13 28 1a 16 1a 28 28 28 28 28 28 
28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 
28 28 28 28 28 ff c0 00 11 08 00 1c 00 78 03 01 11 00 02 11 01 03 11 01 ff c4 00 1c 00 00 01 05 01 01 01 00 00 00 00 00 
00 00 00 00 00 06 00 03 04 05 07 01 08 02 ff c4 00 36 10 00 01 03 03 03 02 04 04 04 04 07 00 00 00 00 00 01 02 03 04 
05 06 11 00 07 12 21 31 08 13 22 51 14 41 61 81 23 32 71 91 35 72 74 
Data Ascii: JFIFddC%# , #&')*)-0-(0%()(C(((((((((((((((((((((((((((((((((((((((((((((((((((x6!1"QAa#2q5rt

Session ID Source IP Source Port Destination IP
Destination
Port

Process

79 192.168.2.5 49881 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:28 UTC 5744 OUT GET /wp-content/uploads/elementor/thumbs/Vodafone-New_Business_Logo_Horiz_RGB_RED-ozbyz8echt7btqdx04
pjaralbop6r4h5ozys7qtgt4.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:28 UTC 5744 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:28 GMT
Content-Type: image/png
Content-Length: 2458
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-99a"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:28 UTC 5744 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 78 00 00 00 3c 08 06 00 00 00 ad ad 7e a8 00 00 
00 09 70 48 59 73 00 00 0e c4 00 00 0e c4 01 95 2b 0e 1b 00 00 09 4c 49 44 41 54 78 9c ed 9b 7b 70 55 c5 19 c0 7f f7 42 
42 08 e1 36 52 86 3a 6c 41 4b 29 50 c6 a1 9a 02 05 8a 95 aa 80 14 0a 95 3e 74 7c 00 23 8f 82 48 b1 1d 22 33 32 1d 87 
a1 d6 29 8c 22 23 88 b6 82 d2 f2 54 9e ca 28 d0 08 08 0c 08 cd c4 62 05 ab 80 66 80 25 11 12 20 31 84 90 e4 de d3 3f be 
bd 72 49 ce b9 f7 26 27 37 60 d9 df cc 99 9c ec e3 db bd fb ed 7e fb f8 f6 80 c5 62 b1 58 2c 16 8b c5 62 b1 58 2c 16 8b c5
62 b1 58 2c 16 8b c5 62 b9 4e 09 a4 ba 00 0d e9 c0 9d c0 50 a0 37 d0 15 c8 06 82 c0 79 e0 33 a0 00 d8 0a 6c 53 50 95 
ea 3a 5d 4f a4 4c c1 1a b2 80 df 01 d3 80 1b dd d2 04 db b6 25 
Data Ascii: PNGIHDRx<~pHYs+LIDATx{pUBB6R:lAK)P>t|#H"32)"#T(bf% 1?rI&'7`~bX,bX,bX,bNP7y3lSP:]OL%

Session ID Source IP Source Port Destination IP
Destination
Port

Process

8 192.168.2.5 49783 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:08 UTC 974 OUT GET /wp-content/uploads/2020/04/backroundtest2.png HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/wp-content/cache/breeze-minification/css/breeze_22215f59e0654c4cae90121
51dbc3c7c.css
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:08 UTC 1132 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:08 GMT
Content-Type: image/png
Content-Length: 940719
Last-Modified: Thu, 03 Dec 2020 17:41:46 GMT
Connection: close
ETag: "5fc9235a-e5aaf"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:08 UTC 1133 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 07 80 00 00 05 00 08 04 00 00 00 0c 84 87 bc 00 0e 
5a 76 49 44 41 54 78 da ec dd c9 93 5d 57 7e e0 f7 df b9 6f ce 09 09 10 24 40 b2 58 04 59 92 45 ab 23 ba d1 96 d5 66 87 
87 66 84 17 aa 8d d8 5a 78 d1 e1 5e 74 2d 55 f0 3f a3 8d a0 5a 96 17 8e 68 af 2c d1 1b 46 74 84 4d b7 2d 99 ee 41 cd 
6e 4b 1d b4 4a c5 42 71 42 02 48 24 72 7a f3 7b f7 78 91 09 10 48 24 88 c4 90 2f df f0 f9 28 54 c5 02 01 64 e6 3d 77 38 
df 77 a7 94 03 00 00 00 e6 5f 61 11 00 00 00 20 80 01 00 00 40 00 03 00 00 80 00 06 00 00 00 01 0c 00 00 00 02 18 00 0
0 00 04 30 00 00 00 08 60 00 00 00 10 c0 00 00 00 08 60 00 00 00 10 c0 00 00 00 20 80 01 00 00 40 00 03 00 00 80 00 
06 00 00 00 01 0c 00 00 00 02 18 00 00 00 04 30 00 00 00 08 60 00 00 
Data Ascii: PNGIHDRZvIDATx]W~o$@XYE#ffZx^t-U?Zh,FtM-AnKJBqBH$rz{xH$/(Td=w8w_a @0`` @0`

2022-04-20 13:11:08 UTC 1148 IN Data Raw: 7c ca 21 80 c5 16 0c b2 c0 cc 90 18 9e 3a 84 20 11 21 44 84 10 3e fb f0 e1 c1 eb e8 80 dd 76 fa 23 b8 ec 21 
52 f4 77 c5 d8 36 85 38 f5 62 d5 10 0a 0a 0a f3 20 c0 69 c8 ea e4 6f 2f 2a e4 a7 79 c7 a8 83 fa ec 0a e9 32 93 a5 1e c3 
97 53 50 61 9e f5 1d 97 85 02 a7 ae a1 c7 de dc bd 3d d2 f6 42 e6 a2 40 f3 32 7b 46 61 b5 33 63 71 33 41 0d 81 ac 52 60 
66 26 c9 12 31 49 8e 11 52 84 90 03 f8 64 c3 84 c9 26 18 cc 4d 68 d0 20 12 07 fd 0c 09 09 09 e6 3a 22 0e 10 22 80 0f 1f 
2e fb 70 e1 c1 65 07 1e 3c f6 e0 22 66 15 fb 79 b5 d8 b5 7e f6 17 f2 f9 f7 df 7b a6 32 af 2b 28 5c d9 bd 7b 41 04 38 0d 99 
e5 73 af 60 1e 99 4c 89 e6 48 89 7b 9f c7 89 b4 b5 d9 15 55 18 62 2d 0a 2f 41 7c f1 91 90 e2 0c 83 15 bf 58 90 84 cd 8b 
bd 95 a7 1a 19 aa 73 14 32 d9 d7 bc 1e 63 40 83 6d 98 
Data Ascii: |!: !D>v#!Rw68b io/*y2SPa=B@2{Fa3cq3AR`f&1IRd&Mh :"".pe<"fy~{2+(\{A8s`LH{Ub-/A|Xs2c@m

2022-04-20 13:11:08 UTC 1373 IN Data Raw: 97 18 1e fb ec 23 84 04 b3 e4 b3 33 9d b3 6b db f7 7e 76 37 a9 85 fc 47 5e 97 32 f6 c4 7a 26 ea f1 3c 3e a7 
94 cc 43 62 19 f7 86 cd 6a 7f f6 5f 5f ff e7 5a d2 b8 f9 cc b8 ba fd b4 37 ab 54 45 c2 08 fa ee b3 de a7 7e a5 3a 2c 51 53 
92 74 f3 90 70 60 83 11 ad 67 a5 c3 c9 40 4e 83 39 5f c7 f2 dd 99 c9 30 77 73 42 93 46 3a 99 64 53 01 45 2a 76 d2 ef 7c 
eb 30 79 f5 89 fc 9d ea 4d 94 28 80 47 3e 04 be fd 85 1f 1d fc 83 0a 91 00 b3 48 b1 61 d3 d8 52 9e 05 d0 6a 77 d7 c7 e5 
f2 6e bf 0f f1 c8 da f3 7d af 97 94 3a 0f f2 1f 2c 7e 4a d3 c4 1e 6d 1f 00 98 7a 51 bf 61 ed 5a a6 78 69 58 3a 8f 11 c8 d1 
71 52 68 1f 2a 69 88 a0 41 87 d6 99 15 12 71 7b de 32 01 1c 76 bc 7f e5 2a 85 b7 b5 31 8a 9e 4f 3c d2 65 fb 7f 3e fa 1a 
de 04 f0 d5 47 6f 3d 7c ac 76 6a 40 2e 79 24 c9 4c 
Data Ascii: #3k~v7G^2z&<>Cbj__Z7TE~:,QStp`g@N9_0wsBF:dSE*v|0yM(G>HaRjwn}:,~JmzQaZxiX:qRh*iAq{2v*1O<e
>Go=|vj@.y$L
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2022-04-20 13:11:08 UTC 1389 IN Data Raw: 80 7c f6 61 c0 40 40 3a eb 08 a0 41 43 48 c4 04 10 b1 a8 48 0e 80 4c e8 e7 e2 3c 04 d3 b6 b0 e0 74 05 66 ea 
3d 6a a0 b3 59 a1 2b 03 87 d9 22 bd ee f5 db 06 0c 32 38 82 e6 ba 4c 82 d6 a1 6d 48 12 f4 56 1a 01 eb e8 22 58 03 83 
83 dc 4f 67 76 d7 2b 1f 1b bd 7a a0 b8 73 b0 5a 0a b9 d9 ae 15 6d 47 d7 30 93 ba ec 30 86 97 d3 18 96 56 76 34 5a be 
58 f9 f9 46 e2 19 7b fd c9 ac e1 8c dc 92 77 c2 13 b5 e4 e7 b0 43 50 89 3b 48 a0 a2 b3 dc 72 0b dd 9f 40 b8 3b 6a 5c 43 
a6 8e 35 eb a9 e3 38 a3 38 35 c9 58 85 c3 4f 8f fd bd f3 a7 b2 d3 cb e5 d1 4b de be ff eb 8f b7 83 a8 3d 3f 51 ff eb 13 aa 
a1 f0 9a f1 b4 99 7f fd 64 b6 95 dd da d3 ab 52 8c 3a 04 a0 ba c5 aa 35 cd d2 cb c6 4e 93 50 32 2c 3d d4 38 71 e1 33 d0 
8d 15 8f 3b 7e 26 05 da a4 21 4e e2 82 e0 0c 9c 4e cb 5a 65 
Data Ascii: |a@@:ACHHL<tf=jY+"28LmHV"XOgv+zsZmG00Vv4ZXF{wCP;Hr@;j\C5885XOK=?QdR:5NP2,=8q3;~&!NNZe

2022-04-20 13:11:09 UTC 1664 IN Data Raw: 0c ce d4 57 ef 88 7b 4b 71 4b e3 be ab 20 78 f6 da 2e 6f 5d 2b fa 98 0e 7f f5 a1 a4 b7 ac 9f a9 3b fc 55 d1 f3 
bb 67 dd ce 73 44 03 c2 81 ab 4e a9 71 ef cd 5f 30 7f 70 f2 9e 43 6f ed 7b a3 bd f5 c0 be 54 d7 d1 4d 0d ef ae 25 22 a7 3c 
1e 5a 57 ff 22 ee bd ed 5f c7 76 ad 15 3d be 4f 25 5f 6b 14 4d 14 4f 25 ff 3a 26 8a 98 17 eb 83 04 0f 41 a1 aa e9 73 e6 d5 
ce 9a 5b d3 34 bf ae 6e 5a 6d 24 c2 36 49 94 eb 9b 96 a0 84 10 b0 ce 62 86 8e c1 26 4c dc 92 ce c1 40 0e 59 18 94 a3 1f 
ec fe c6 16 b1 10 d2 9b 6f fd 61 bf 8b 75 71 7e f5 59 57 89 b3 e5 b2 99 7f b6 d0 81 e5 3a 06 6d af b2 ce 56 4e 8e 67 0d 
5e b3 e3 cb 19 f1 1d 4c cd b9 25 03 d8 dd f4 4a 92 e0 0f ad 37 71 5e 46 9c 39 1f 5b be 23 09 e4 53 65 01 1e 03 74 db e2 
0f 36 b1 cd e9 ed 7c 7b 46 f7 8c 2d 72 c0 be 2c 
Data Ascii: W{KqK x.o]+;UgsDNq_0pCo{TM%"<ZW"_v=O%_kMO%:&As[4nZm$6Ib&L@Yoauq~YW:mVNg^L%J7q^
F9[#Set6|{F-r,

2022-04-20 13:11:09 UTC 1680 IN Data Raw: 51 ab 5c b2 7d 73 63 75 c3 1f f2 26 fd da 56 5d bb 28 71 1f e1 cc b4 9b 8e 8b c0 78 64 f5 67 54 72 c5 d6 af 4a 
1c 57 53 bb cb 3d 56 81 92 4a 48 04 5d 4b e3 13 e2 f3 5a e1 da fc 49 fa df f6 5f 07 13 de ae db df 2a 72 04 9b f0 d7 0d 30 
cd e7 a4 a6 74 b4 1e 9f f4 c2 e0 9e b8 44 c3 03 2e 0d cf 27 1d 0a 85 a0 43 47 08 05 e4 39 42 39 6b f3 64 b8 23 98 11 08 
7f d9 9b 03 99 b3 a4 74 4b 8f d5 d5 b6 a6 83 d9 40 de d9 9a 0b 8e 0b b4 37 2e a5 f7 d1 c5 47 1b 50 f9 6c 95 c7 0c 6e 3f 
aa 9a fc 5e 92 60 19 c7 b0 63 23 f7 d1 65 ba 14 31 94 a2 94 ca 31 84 86 60 08 ca a9 1c e5 28 a5 38 22 81 02 a1 f0 95 72 
7f 1f 46 08 11 44 28 cc 61 84 48 61 c5 d4 5a 92 a9 10 3c 1a 74 58 7d 5c 17 88 28 a4 84 14 22 45 09 29 8a 22 eb f4 0d 1e 
38 78 d9 5f 63 ad 27 f6 aa 3e b3 40 f7 e2 2a 1a 6f 
Data Ascii: Q\}scu&V](qxdgTrJWS=VJH]KZI_*r0tD.'CG9B9kd#tK@7.GPln?^`c#e11`(8"rFD(aHaZ<tX}\("E)"8x_c'>@*o

2022-04-20 13:11:09 UTC 1833 IN Data Raw: 21 06 49 cf d8 73 54 a3 2a cf bd 9b 22 fd 5b 1f c8 9f 93 51 c3 f3 03 17 8c 59 24 8f f0 d5 cc d2 07 1f 6a 93 a2 df 
fd 07 d6 1f 2e 52 02 4c a0 ff 1c bb e4 60 55 36 77 5d 5a 0d 3c f5 e4 03 47 36 c5 f2 af 1e c0 69 be a1 93 01 c2 4d af 2d bc 
c3 0f 2d 99 70 e8 17 2e 3d d8 8c d5 f4 ee 3b a0 61 50 9f 3d aa 6a 1f 6d 80 52 87 c7 4a a7 50 56 ee 92 fb 06 c7 b7 d5 4f 
53 47 ff d8 93 2e 3d 09 65 c2 e4 a0 5b ed ed ff 7e 7e 36 94 fb d4 72 e4 c3 75 50 ee 84 fa db dd 2d 2f 64 83 e1 be fb ca 7e 
f3 06 fe 5b bd ab 4f 78 23 b5 b1 63 fd 7d 5e c2 82 d4 02 d5 55 83 b2 df 01 18 43 fe f3 ef 27 40 a0 31 99 4b 2d e9 50 eb 3e 
99 c3 07 01 c7 0e 9a d8 d0 f8 c6 a8 36 25 71 44 a0 d7 fa 9d 7e 20 13 93 cb 1d 12 7d d7 1a d6 e2 f9 67 13 11 a8 71 b9 74 
8e 9d 9c 3d 2e ab 78 dc 42 f0 f5 81 4d 8d 
Data Ascii: !IsT*"[QY$j.RL`U6w]Z<G6iM--p.=;aP=jmRJPVOSG.=e[~~6ruP-/d~[Ox#c}^UC'@1K-P>6%qD~ }gqt=.xBM

2022-04-20 13:11:09 UTC 1849 IN Data Raw: 92 17 7d 31 56 cb 18 d9 fe f7 47 d6 15 f4 ae c5 d1 cd 76 5c 70 c0 9a f2 34 50 59 4a 6e 63 2d bd ba 31 0c e0 
74 c0 4b 3d 44 9b 0a 40 24 51 4d 5b a6 ea 37 60 40 cb aa 7b 98 78 d6 a4 9f b4 da 2e 26 8a 13 83 de 07 55 76 9d f6 08 
69 b7 13 95 e8 63 a3 16 ca fa 35 be be 50 37 20 21 d5 45 d2 92 f7 0e f7 7f 75 5f ef 70 74 13 2b 84 ef 2e 29 dd 7c e5 6c d3
44 e9 0c bd 2a d6 09 09 d6 51 76 06 50 24 04 2f 16 da 3a 3b 0b a6 91 2f e5 bb 1d 47 ed 0e 2d de c7 e0 28 88 4f a1 b4 11 
60 44 08 77 15 cc 47 41 71 78 c4 83 e6 36 17 d2 00 b4 da 29 d9 70 6b 8d 61 7b 02 68 26 13 a6 d6 0e 49 b9 eb 5a e7 62 
5f c1 45 80 43 06 fc 95 87 e0 fa 85 bb 0c 33 83 18 0e c3 d7 36 6b a2 72 32 fc ce 58 c4 32 97 0e 6d ca 42 49 cb 44 b5 15 
f4 34 d1 4a 1f 60 ff cc 95 ac 15 53 98 3a f6 ef 1e eb 15 df 
Data Ascii: }1VGv\p4PYJnc-1tK=D@$QM[7`@{x.&Uvic5P7 !Eu_pt+.)|lD*QvP$/:;/G-(O`DwGAqx6)pka{h&IZb_EC36k
r2X2mBID4J`S:

2022-04-20 13:11:09 UTC 1865 IN Data Raw: ac 39 03 f1 dd c0 9e 3a 78 9c 82 8a 93 9a df 92 1e 38 27 3c 1d 71 e2 98 2f c6 96 2f 7a a2 2e 0a 62 64 15 35 
c9 11 bd 77 16 ec b6 95 b1 5a 2d 40 b0 57 6d 65 97 5a 00 88 12 c5 99 1b c1 ae c9 d7 07 3f f0 ef 6f 6d e4 fd c3 3d a3 e9 
a9 d6 4a 15 2d c3 68 40 c2 5b 40 42 bb a4 76 bd 06 55 cf ae e1 5f fc b7 e5 a7 6d 10 2f 7c 6d 30 e1 8d 0d 7c 98 06 f9 72 
07 87 8d f1 83 db 74 7f f9 e3 ef 43 0c 9f ef 1a 52 fd 4d f5 39 e1 fa 10 00 4c 3b bd 46 d7 3c ed b3 ef 9b be 3b 4c 74 76 56 
ef 91 3d 42 49 3e 4d 9f b5 01 04 1c 0b 99 d0 f4 bd 1b a6 ed 02 81 cd 3d bf 29 94 a2 27 e8 17 7c 0d 62 74 52 fb ec f4 a8 
e1 d1 4b 42 5b 0c 00 68 36 18 0e ef d8 59 c2 03 93 a3 25 6d 7a 7c f0 c9 1b 76 82 35 37 f4 20 f4 c0 a4 cf f9 51 66 ea 9a 
9e a2 73 3b a5 6b 32 4b 6b 33 a3 e5 36 2d 73 90 fe 97 
Data Ascii: 9:x8'<q//z.bd5wZ-@WmeZ?om=J-h@[@BvU_m/|m0|rtCRM9L;F<;LtvV=BI>M=)'|btRKB[h6Y%mz|v57 Qfs;k
2Kk36-s

2022-04-20 13:11:09 UTC 1881 IN Data Raw: b6 05 e5 ba 3f bb 1b 60 ea d7 fc f0 db d2 b2 e5 67 b1 5e 7f ba 24 3e f5 bc 97 1d f3 3a be 70 6b b4 5b 5f b0 cd 
cf 53 cf 85 be 85 ab 84 26 1e f0 7b 63 3d 07 5a d8 53 7a 21 7b c8 8c 83 45 1f ec e0 5b c2 dc ca 21 87 f2 2b f9 5c ff 62 7c 
f6 b0 2f 96 2e f1 5a c2 2c b8 a0 78 66 68 6e 31 c7 4d d7 de 17 0e de b8 50 e4 f4 56 94 c6 9b b4 56 0d 08 b2 5c af 8e df 
75 fa 5f a5 c8 c2 69 24 0c 05 c9 12 24 21 98 99 32 36 fd af 05 2b 7c 2b 7c c8 a4 8c 90 a0 5b 46 38 c0 88 9c a4 01 5c 91 
72 ff 66 91 2c 7a cb c8 ee 59 53 aa bf af e2 21 d7 ab 85 a2 64 ce dd 69 97 5e 16 f0 6d aa e1 40 cd da 86 75 3e 71 c9 8e 
1c d7 a7 74 41 15 28 da ce 2c ac 58 df 30 e1 e8 ce 72 1e 72 3c 94 d9 3d e1 ad 13 02 4b 4e 40 ed 34 20 f8 68 b7 10 5c e3 
f0 84 9b fb ad 3c 7b bc 45 94 84 12 82 02 7c f7 24 
Data Ascii: ?`g^$>:pk[_S&{c=ZSz!{E[!+\b|/.Z,xfhn1MPVV\u_i$$!26+|+|[F8\rf,zYS!di^m@u>qtA(,X0rr<=KN@4 h\<{E|$

2022-04-20 13:11:09 UTC 2185 IN Data Raw: 8c e8 52 a3 09 82 1b 72 e8 dd aa 2c 2e 27 ac a8 c5 16 d6 26 a8 d0 f3 6b 90 6f 2c 37 6b 34 a5 f2 90 69 c2 80 
43 e5 17 73 6f 5a 54 5c 23 55 e0 a0 19 f0 23 49 00 6c 54 d8 5f c4 ed 78 24 58 be 43 8b 58 31 90 52 ea 20 68 0b b3 50 4c 
37 ac a3 1b c9 10 a5 d7 15 4f 60 02 27 52 83 90 e2 da 0a 2a 82 05 8c 6c cc a5 96 95 d0 d6 c9 15 c2 1c d3 3d 58 1e 51 
10 6d 8f 6c 09 b1 a8 86 0d 84 a2 33 0f 4f e4 e1 f2 f2 1d 5e 3e ce 2b 0b f2 5c 3b bc bc 37 fa fd d9 cf 34 89 8d ad 6b aa 5f 
69 e7 ca e3 73 3c 53 72 3e f6 72 68 f7 8a a2 ce f0 d9 08 2f 07 dc 33 f7 9f e7 f8 5e 59 ea fa 42 cd 73 ad 7c 08 2f 2c 6c 0a 
0f c4 25 4e 9c 02 c2 e6 75 5e 12 4b 7f 36 7b 22 b5 ff 2c 90 bb 81 6b 1c 88 e9 38 0b 7c 35 51 93 44 c4 6f 20 a9 3b 26 49 
5d 7d 24 15 74 48 24 ca 1e a1 2c cb 2d 56 46 2c 2e ae 
Data Ascii: Rr,.'&ko,7k4iCsoZT\#U#IlT_x$XCX1R hPL7O`'R*l=XQml3O^>+\;74k_is<Sr>rh/3^YBs|/,l%Nu^K6{",k8|5QDo ;&I
]}$tH$,-VF,.

2022-04-20 13:11:09 UTC 2201 IN Data Raw: 15 c1 99 84 82 c0 3b 5a 0c 1e 02 dc 3b 1c fa 34 90 30 cf d3 d4 58 ec 8a f9 e9 2e 1c ff 6f 83 0c be e1 77 d2 19 
b5 a0 83 08 d0 37 ec 29 e8 b4 44 c2 f3 dd 5f 9c d1 1b fc b4 1f 00 a8 3e f8 e1 b1 9b 2f f8 c3 3e be 94 00 ce f6 ce 4a eb 68 
65 73 3a df 75 db a2 78 e2 d9 d3 c0 61 45 60 ba d2 1a bd 53 77 9a ab a4 84 50 36 85 12 c3 e7 d3 dd 0b e1 e0 00 67 e8 
7c 79 fa e1 81 ee 28 17 dd 79 ae 1e eb b9 15 e8 b5 35 17 2d 1b ec ff 7b 2d 9f ae e7 46 cf 1d 80 74 f6 f1 b9 f9 77 5c 1c d0 
4f b5 8b dd 95 17 cf e0 19 b3 a2 8d 04 17 96 5f b3 b2 b1 ed 95 b3 fc 6e fa 62 2f ef e9 8f b1 9f 13 ce 29 98 53 f4 61 07 09 
5b 51 e3 60 ca ec ad f0 8e ac 1c 34 9d b7 20 91 f8 b0 53 3c 2e 3e ea 10 0f ff eb a7 ae 9a b7 f1 f0 49 1f 4a f5 e3 b6 5e b9 
46 2c 2b 09 22 14 64 69 2e 63 3a 19 00 3a d1 
Data Ascii: ;Z;40X.ow7)D_>/>Jhes:uxaE`SwP6g|y(y5-{-Ftw\O_nb/)Sa[Q`4 S<.>IJ^F,+"di.c::

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:09 UTC 2217 IN Data Raw: fc 66 20 a1 8a 0b 88 c8 69 7b 69 9c c0 55 61 b5 e9 57 63 d5 a5 a0 14 06 ca d9 55 0b 30 b0 56 b6 06 0b 04 f1 
fc 53 5c bc 08 11 9a 1a d1 d6 50 09 c1 a2 e4 0d 9a ab ca f2 82 d5 35 bb be e1 85 2b 6c 2b 6b 70 7d fe a6 24 3e 79 3e 65 
82 f2 b0 5e dd 33 97 3b bc 83 61 f6 26 ed 6f b8 6b 6f 68 ed 17 3d e6 fa 24 3b c7 1b fd 1b ab 4f ce b1 03 75 78 6f db 38 b8 
d8 1b 94 37 0a 0e d8 69 f4 d5 55 ef c8 5f 0a 12 70 c1 53 42 11 a2 39 ec f7 3a 67 8b f0 0a 2c b1 09 9c 4b 9c 19 ca e4 79 
ba 54 e7 ac 71 8e 45 c4 65 ed d8 95 6a 67 d0 62 80 57 ad eb 2a e6 13 a9 3c df 04 42 99 d5 c8 72 84 cd 5e 32 16 7f 2e 
16 55 57 e1 74 ba 6c 90 45 61 e9 1f 8b f2 ea 6b 9b e7 be 3d c1 c8 73 03 22 63 ba 37 d0 b3 c2 bb d4 3b 6a 6f db 72 7a ec 
6a 88 5f d6 42 ea e5 be c5 34 bf 9d 1d b5 00 83 6b 06 1c 
Data Ascii: f i{iUaWcU0VS\P5+l+kp}$>y>e^3;a&okoh=$;Ouxo87iU_pSB9:g,KyTqEejgbW*<Br^2.UWtlEak=s"c7;jorzj_B4k

2022-04-20 13:11:09 UTC 2425 IN Data Raw: bb 58 67 60 48 54 8c 6f fa c5 bd bd 5d e5 f2 df 9f e7 23 1f ab 88 bb cb 87 33 0f 0e 64 43 a6 fc 56 db 91 9d 40 
59 39 b3 c2 9a f1 32 00 4a ca 77 6f 8a 33 bb cd af 22 e8 e7 8f 74 67 ab db 7e 27 a1 27 13 7c 39 18 7b 31 ce 86 c5 cf 6e 
f5 ab d8 da 79 35 ba d9 36 d9 54 bf c5 52 a2 d7 19 16 74 3d ef ef 75 d9 2f 84 85 b2 aa 08 7e 45 aa fa fd 1b 00 ec c6 7c 7c 
e1 a0 dd ee 94 2e ae 89 78 6f 12 7a 67 62 ab 97 e0 72 31 04 5d 68 f2 e0 d3 ca 4e 95 fa 42 96 cb 45 f4 f9 ba db 81 6d 1b 
0b 59 42 c3 37 06 00 9c 5d 39 bb c2 39 b0 db 82 4f ed ce 16 5f 1b 37 eb 36 66 82 a0 ad 2d a7 9d c1 d1 22 7e 73 a1 3e 
4a 00 30 1e ee 09 6c e8 7c e4 46 6a 1a 23 e0 e3 69 86 4c cd 98 7d ce 96 56 67 b4 24 1c 5f f4 e6 f8 40 60 39 6f 84 4f 2e 
7b b7 67 a3 54 ad f3 8d 7f a3 b4 9e 2e 56 1b 00 c0 96 
Data Ascii: Xg`HTo]#3dCV@Y92Jwo3"tg~''|9{1ny56TRt=u/~E||.xozgbr1]hNBEmYB7]99O_76f-"~s>J0l|Fj#iL}Vg$_@`9oO.
{gT.V

2022-04-20 13:11:09 UTC 2441 IN Data Raw: 5d fb 3a ea 74 3c db 77 4e 5f cc 0b 7b 0c 92 62 c7 38 06 05 22 19 5d 79 3a d2 b2 73 91 8b 99 62 b3 2d 0b ba 
3b a7 44 b8 03 89 ba 4c 67 31 41 2f 8a 7e 2e 12 6f db a4 b4 e7 27 77 78 d8 35 07 a1 03 0c 2d 88 de dc e3 54 14 fc bc e0 
e6 d3 c6 c3 82 61 cd e6 e4 91 ac a3 46 44 e3 f8 a4 9b 01 36 4c c1 f0 e6 ca 9e 9d c8 f1 ee 77 32 9f 01 47 77 51 69 83 3f 
05 cc f2 de f5 7f 24 c6 05 b6 1a 6e 5e ef fc cc 66 cf 3e 9f 20 02 c1 28 e7 18 d4 b9 cf f1 a2 8f c0 4b 88 41 07 58 1a 09 8c 
27 b7 ab 40 59 29 03 e5 22 03 d8 a5 01 c8 ab bb 5f 63 fc c1 48 30 14 60 58 03 c0 c4 01 bc c1 a3 7f f1 11 62 12 b3 6b df 
f7 cf 65 83 ad e2 65 c2 33 29 41 a6 bb a3 f1 f0 d7 97 6e 54 dd 52 ad 77 ab 32 22 e2 91 54 94 a3 2d 12 f3 cf 44 86 82 3b 
fd 4c f8 fc ec 76 2f c0 ed 9f 1b d6 af d7 67 a2 a7 c6 
Data Ascii: ]:t<wN_{b8"]y:sb-;DLg1A/~.o'wx5-TaFD6Lw2GwQi?$n^f> (KAX'@Y)"_cH0`Xbkee3)AnTRw2"T-D;Lv/g

2022-04-20 13:11:09 UTC 2457 IN Data Raw: cc f0 0b 98 c3 bf 40 c3 99 a1 3a 28 fe 6f af 2c 4a b7 da 2c 15 3e 18 34 5b 1f b8 4a d8 90 ce 6b 43 cb c6 e3 75 
d6 f0 f7 c7 34 27 fe f0 89 27 56 7f b2 cd ee 44 27 6f 57 0e 55 3f eb 1d 57 c5 c0 30 9a 13 e1 74 be 94 7e ed 20 6c 9b 89 9f 
ba 17 0e 01 10 2e e5 9e bf 56 a9 ee a9 e3 82 37 ee 17 13 d1 5c b1 5a 05 e0 93 85 c2 62 a1 98 8e f1 3b a6 0e 86 63 19 
e8 b8 d8 34 4a 2c 47 25 43 f3 e9 c2 6a d4 f3 69 06 84 5d e5 bd 26 c3 0b 06 9a 1c 14 01 7f e7 ea f2 ca f7 ee 02 50 e0 a5 
25 44 c4 df ba fc c2 d9 d5 dc ed ba fb e0 e3 e2 6f 3d fe d4 b2 ee bd 14 80 f3 a9 cf ad ad 15 36 3a 3e f1 5f 5c 4c 03 68 36 
0b ae 07 d6 9e 3c b0 00 39 5e 94 0c d5 a2 9f 54 3f 2c 37 75 f6 74 f6 7a 11 a7 dc b9 d3 62 8b fe e5 59 9e 1b aa 77 ea ae 
ad c8 b5 d2 e9 99 a4 a8 5a ae 75 02 e0 95 e9 57 2f 
Data Ascii: @:(o,J,>4[JkCu4''VD'oWU?W0t~ l.V7\Zb;c4J,G%Cji]&P%Do=6:>_\Lh6<9^T?,7utzbYwZuW/

2022-04-20 13:11:09 UTC 2473 IN Data Raw: 8f ed ba 16 dc 1b dd f9 ab dd 20 ce 43 22 13 45 0f d5 b4 21 c0 eb 98 84 12 0d 84 25 c3 ef 50 7f 16 f3 92 a7 b0 
42 34 86 62 b4 71 c1 78 a6 16 1c 8e 6e 82 74 c5 d7 cc 04 80 38 3f 9d 38 94 a8 6f 3e f1 c6 1c c0 7b 95 60 92 f8 17 d7 1f 
56 de 3b 0b 02 cd 88 10 56 a3 7e ef 98 71 0a dd bd fd c7 83 b0 e7 48 28 4d a2 00 80 0e 8c b3 85 d8 b8 f5 9f e6 90 7a 32 
8e 4d dc 34 b4 55 77 93 6f ce 1d 0e 8e 65 c7 18 28 08 7d e3 4e ee 4a 66 ab ad a9 94 b8 df ba 5f 09 cd 8e 14 e1 67 67 81 
a7 09 f5 e0 6b 3a 1e 9a 86 2e 4f e8 10 29 c0 d7 16 77 7b 07 12 63 fc e6 13 13 85 b4 28 d9 1e 6f 91 fe bb ed b1 0e 93 70 
a3 5d 48 2b 99 02 e2 6c fc 5f bf f2 d9 de 7f 74 67 19 8a f0 17 7b f7 1b 15 cd 45 98 83 a5 8a c3 73 4b 24 02 00 bd 73 35 be 
f3 70 c8 fe 3a 51 8f 6d bf 27 97 8e 25 b6 f4 ed 8b 
Data Ascii:  C"E!%PB4bqxnt8?8o>{`V;V~qH(Mz2M4Uwoe(}NJf_ggk:.O)w{c(op]H+l_tg{EsK$s5p:Qm'%

2022-04-20 13:11:09 UTC 2489 IN Data Raw: 0b 86 ab 03 00 44 c5 d7 87 4b fa af 0a 00 88 65 1d 21 23 cf c7 aa 46 db ec d9 5d 6b b3 87 00 90 96 47 c3 02 
41 f8 b0 6c bb 2e 02 cc c7 cf a6 1f 34 f7 b4 aa d1 b3 a3 0a e2 68 28 26 6d 74 2f a4 72 e1 cf 4b 0d 93 12 4c bd 32 6a bb bf 
cd 5b 2e fa 41 ed 48 a8 a0 46 25 12 c4 b7 19 f9 6c b6 a6 7d 52 a0 87 de 74 6c 3e 79 a3 d2 b5 d8 91 57 d4 e4 7a d7 62 
b5 c3 53 d9 88 f4 e6 16 dd 8f b2 70 3e bb de 0e 28 3d 10 a1 a0 7e 96 af 1b 7e 88 84 00 63 ca 54 88 4f e8 bf 32 d5 d2 bf 
61 82 67 d8 36 6f 57 10 94 48 42 9a 50 8e 87 12 82 e6 ee e9 51 b9 27 ba b6 b7 be cf 8e a5 9b 9f ef 51 22 a7 a1 c8 4c 72 
a1 6a 38 4c a2 e1 fa 5e c7 20 c1 e8 0a 5d b9 d4 36 19 e5 d4 53 13 11 e5 d7 8f 98 73 7b 3a 05 a2 8b 0e 20 d8 e8 70 51 
bc 77 ff a6 73 b3 c8 ea ae 04 96 6a fb 1d 56 99 20 70 7a a2 
Data Ascii: DKe!#F]kGAl.4h(&mt/rKL2j[.AHF%l}Rtl>yWzbSp>(=~~cTO2ag6oWHBPQ'Q"Lrj8L^ ]6Ss{: pQwsjV pz

2022-04-20 13:11:09 UTC 2505 IN Data Raw: a1 a5 39 d2 0f 25 5d 9b 1f de b3 c7 e9 74 68 5c b2 45 bd be 93 fe f3 0c 89 bb ce a5 01 ee 96 87 dc ed 31 8b 
d6 b8 99 3f d8 a7 a4 57 73 32 79 38 b9 5e 85 03 5a 19 f6 1d 5a c8 31 b3 74 63 e4 cd 26 c0 91 28 89 4f 33 9d 8f 57 4b 0a 
dd 79 9f 99 1e 8f 2d d7 e8 3e fc ec 78 ae 43 ff 8e 86 54 1e d0 13 44 a9 d0 50 09 f4 d2 0e 7d 17 07 2b 35 d1 53 66 e4 b9 
5e 3f 94 08 ff f5 4d 8a c8 7a 26 bd df 2d 2b 30 22 f7 44 fb 70 f8 c0 fe 89 00 9e 20 0e 65 ff 74 35 cb 16 ed 1f d5 6a 0a 9b 68
1c 49 22 d8 6c 91 34 cc c7 bf 79 e4 46 ce 36 ba 42 08 c0 cb 47 44 c5 1a 95 de 7a 82 fd d4 70 8a 84 86 ae c9 4d b2 86 65 
b9 5c 2b 95 03 8d 00 0e 86 45 b3 f0 01 cd 16 04 fb 32 cf 23 51 10 38 64 9a ba ae 9a d9 2e 42 f4 73 1f d6 01 11 cb 1f 0c 
5d e3 83 5d 0c 82 63 91 89 50 a6 9b 61 1c 89 11 7c 
Data Ascii: 9%]th\E1?Ws2y8^ZZ1tc&(O3WKy->xCTDP}+5Sf^?Mz&-+0"Dp et5jhI"l4yF6BGDzpMe\+E2#Q8d.Bs]]cPa|

2022-04-20 13:11:09 UTC 2521 IN Data Raw: ed b6 7f 37 bf 7e 82 e2 6f ee b0 c6 a8 27 7a a0 fe 0c f6 ce c3 af e7 a6 23 0c 64 5e 18 39 31 f9 ce 43 b7 04 dc 
1f 2a c8 20 ed b5 7c 3f 6d 32 19 95 bb 39 41 e0 0c bb ab ab ca 64 68 22 fe 59 9e 1c 20 ec b2 ff d7 ac 77 97 83 3a da 96 
5e 69 07 9f bc 6f 1c ab 77 af e5 19 e0 70 06 88 d2 1c 7c 05 2c 00 94 ba 7f 79 9d 04 12 71 46 12 d9 78 70 6f af 1d de 6f 
3d aa 0c 8e 84 41 27 06 c2 cb a1 6c 68 2e 32 25 3b d8 d0 4c 47 35 55 83 a5 5f 6f 77 76 da 3d eb 06 02 00 4b f9 76 af 0c 
c4 81 62 24 f2 d5 e3 9f ac ae 34 d8 12 63 2a 9e 0d df 2d 05 e6 68 42 49 bf b2 b5 6f 5e 25 04 4f cb 64 f0 bc 46 4d 0a 9f 44 
da 34 fe 6e 11 08 cb 6c 06 d9 6c 19 4e 90 0d 77 7a a4 dc d9 68 b1 2e 48 2e fc 1b 47 1f ec dd af b2 f9 21 1b 1e 8f 3e a8 
b0 f1 99 f6 15 3b fb 29 d4 b4 cf 81 79 30 47 83 f4 
Data Ascii: 7~o'z#d^91C* |?m29Adh"Y w:^iowp|,yqFxpoo=A'lh.2%;LG5U_owv=Kvb$4c*-hBIo^%OdFMD4nllNwzh.H.
G!>;)y0G

2022-04-20 13:11:09 UTC 2537 IN Data Raw: 57 a3 da 93 12 df 27 93 01 40 91 67 a3 dc 2f f4 cc 48 2a b8 5e 4d 37 05 98 8d d8 69 73 b6 b5 a5 52 7f a0 9b 
3b 75 d8 ee a6 aa 4c d0 54 0e f7 09 2a e7 46 19 9e 94 2d b3 9e 61 09 2e 4b f1 d4 3a d2 6e 3d ea 53 e4 96 63 40 74 6e 
9c 61 34 94 0c 94 ec 7e 5f 4c 53 25 eb df a2 c1 14 03 a1 6d dc de 4f 06 b2 2d fe fa 91 b8 65 67 64 cb 4f 21 e5 4f 06 4a 1d 
db 9a 87 01 a5 ae bb 6a ef 35 46 02 b2 b4 5e 61 0c 20 26 e1 4c 4a 96 12 81 7c ab d8 b1 2e d9 af 48 54 d6 f9 02 f5 b8 68 
75 7f 99 9d 46 5a e2 49 bd 3e d9 32 57 e3 a1 72 b7 68 ff 8e 61 5e d9 8e 6a a5 0e af f7 ce 44 80 b0 16 f5 71 2f 5e dd cc 
b6 ea 7d ab cc 28 a1 d1 63 96 4a b3 5d 70 18 0f 49 52 a1 d5 36 44 75 e4 b0 e6 80 b2 68 af 9a 0a 3d 29 59 bb 1c e1 e4 
c8 4c 1c b8 9f e5 2c eb a8 6f 34 04 1c 1f 29 d9 e1 70 be 75 
Data Ascii: W'@g/H*^M7isR;uLT*F-a.K:n=Sc@tna4~_LS%mO-egdO!OJj5F^a &LJ|.HThuFZI>2Wrha^jDq/^}(cJ]pIR6D
uh=)YL,o4)pu

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:09 UTC 2553 IN Data Raw: d5 a8 65 ee 34 30 9b 86 4e 05 c3 17 f4 fb 72 2d 7e 77 02 2a c0 3b d3 0c 23 81 c9 28 30 11 6a 74 89 b9 75 62 
37 39 d8 ab 8e 86 1a 3d 7e de 8a 3c 13 29 75 1a 8e 6c 83 61 ce 67 c4 1d 62 26 c1 70 a4 b7 52 62 07 10 13 00 83 6e 6e 
56 99 00 67 22 10 14 89 3f 3c aa 7c 28 5a 6c d7 7b c3 9c 56 02 9e da 02 bd b7 9f 0c ec 38 a2 3c 31 7f 32 02 34 06 1c e6 
3c 1e 9c 1b 5d 29 58 fc 6e 36 2c 59 05 3c 5d bb 98 dc dc d0 f2 1b 36 06 4d dd 30 25 a6 9b 2b 35 7f c0 7d aa 77 6a 3b 02 
77 9f d1 7a d5 e8 09 88 45 a2 61 96 33 b9 9d a9 6f 9e 8e 04 ae ac a6 6d a4 47 df 60 30 06 6e 65 f7 4e 86 65 bc 5d 58 b7 
bc c0 3c 72 52 51 df 37 ce 02 bf 5c b4 4c a8 88 96 73 67 b0 59 74 d3 b2 4a 4f 4c a6 b8 1d 96 5b 9d 17 47 41 93 cf 44 17 
ad e2 0e 11 18 7e f3 34 a1 de e5 06 42 7e 19 f0 c9 16 d7 19 
Data Ascii: e40Nr-~w*;#(0jtub79=~<)ulagb&pRbnnVg"?<|(Zl{V8<124<])Xn6,Y<]6M0%+5}wj;wzEa3omG`0neNe]X<r
RQ7\LsgYtJOL[GAD~4B~

2022-04-20 13:11:09 UTC 2691 IN Data Raw: 8e 03 2c de dc d7 a7 24 be 12 03 ee 97 ec 60 5d 48 e4 b3 64 6c e8 ff e5 3e df 94 0e 06 88 43 4e 71 8d 07 be 
76 32 22 ff 97 19 e2 43 dd f3 a8 2f 84 6e b5 72 97 67 ed a6 c8 0f 4a 8b 55 cd f2 34 ae 49 4c 92 38 43 a8 a4 f4 95 e3 8b c5
db 7b 34 50 e8 0d 0d 47 66 2a 7e 4a 13 f1 19 fa 12 4e 19 05 00 c8 56 8b 9f 83 cb 9d 1f 6f b0 aa 1b 81 99 ea 62 9d 2f 31 
6c 37 9a 26 bb 7a 59 e8 0b c7 44 9a 00 13 98 8c 1d 49 ac b6 58 1f fd f3 43 35 fd a2 a7 1a db 23 7d 66 68 a6 ba d4 a2 6f 
f8 54 fc 5c ea 6f 73 2d 8b 76 c6 bf 3c 50 37 ae 56 e8 ce d3 d2 67 fb 16 9a 73 4d 0a e6 3e 1a 9e 0a 5f ae ec 79 5d dd 3e 
29 25 2d b5 89 fb 54 74 bb 6c b4 2d c6 67 58 56 8a 7a d1 60 28 be 79 85 bd 49 87 43 23 b2 d3 0d 76 aa 00 67 22 5b 9d 
db 6d 97 4f 2d 6c aa 79 bd 64 3a b3 cf d3 51 99 fc b0 4a 
Data Ascii: ,$`]Hdl>CNqv2"C/nrgJU4IL8C{4PGf*~JNVob/1l7&zYDIXC5#}fhoT\os-v<P7VgsM>_y]>)%-Ttl-gXVz`(yIC#vg"
[mO-lyd:QJ

2022-04-20 13:11:09 UTC 2707 IN Data Raw: c6 4a 9d 6f 67 2e 71 b0 1d 3e 51 cc c5 e2 35 e1 de a3 ea fa d7 6e ca 74 e4 37 17 8e d7 6e e5 04 9e 3f e4 07 
92 7e be 48 9f 4c fe cc 63 c0 57 ce 65 5a d6 fb 0f 46 1f 1e ba 91 bd 5b 85 8d bb b1 d2 1a 4c 5a 23 08 6e ef 60 7e 1a 61 
be 40 24 18 f0 28 ba d1 6c ae d4 e0 78 08 de aa dc 7e 5b 3e e1 7f ff d6 e9 d1 d7 56 78 55 b4 d4 eb e9 9a 56 62 36 29 87 
3e 36 91 1e 18 18 c0 0d fe 44 fe fd 93 23 63 4f 2e fd 3f 97 f8 a7 ff f7 93 d1 d0 97 de 2f 74 79 2b ce 24 2a dd d9 86 9c a9 
66 d8 69 85 24 ce 5d 62 f7 df 01 bc 73 15 ba d9 4e 70 38 1e 0c 1d 67 7d 50 65 77 c5 57 66 e8 0b 9b 27 c6 35 47 9c 4f fd 
ee e8 dd ea d9 1a 1f 79 7f 7b 6a cf f1 f3 6f fc bb 25 ab 1d bf 37 7a ec 29 86 7f b3 f1 27 1b d6 7b d7 0b 7b 51 df 10 82 6d 
1f f9 ae a4 71 45 80 fa a3 75 26 a5 5c 57 1a cb 0d 
Data Ascii: Jog.q>Q5nt7n?~HLcWeZF[LZ#n`~a@$(lx~[>VxUVb6)>6D#cO.?/ty+$*fi$]bsNp8g}PewWf'5GOy{jo%7z)'{
{QmqEu&\W

2022-04-20 13:11:09 UTC 2723 IN Data Raw: bd 6b 7a eb ed 4d 6b 9f d2 41 9d 05 1d 97 28 9d a3 f4 66 f0 9d 56 d7 ca 5a 85 08 30 68 27 87 7f be e9 94 56 
fb b3 f7 71 c1 be 73 42 2f 5d e8 8f 3d 3b cf a7 63 a3 2a a0 d3 e6 e8 06 8a fb 06 09 76 8e 90 49 7e b7 1f 7e 8c 80 d0 bf 98 
22 02 04 d0 a7 23 9f ff b8 d1 fe 83 ef a7 4d 64 c5 7f 19 7d e2 91 d9 1b 7f 74 89 2f f9 ff b1 6b cf e8 bf 9d 3d 55 e1 a5 c0 bf 
39 44 f0 c7 d7 79 c5 70 c2 f3 7b bb cf af 7d 2f cf 27 e9 b3 89 7b 92 ff 72 6b d6 c2 11 fe f3 61 e0 3f 5f a3 26 1a e6 3f 24 3e 
71 6c 6d f5 3f 5d e3 ec e0 67 8e ed b8 e7 dd 57 fe c4 dc 23 3e 11 fa 93 5f 27 10 bf fb ad 3a bb 91 cf ec 8d 4e 44 27 70 d6 
12 53 a6 02 f4 26 3f 49 be b0 75 ef 3b c0 9f a6 79 b9 f8 6f b6 fe f6 39 74 23 48 1c af 35 f3 c0 96 a6 cb cb 75 42 58 f8 71 3
a 9f f0 94 34 cd ac d2 68 c6 89 9c 
Data Ascii: kzMkA(fVZ0h'VqsB/]=;c*vI~~"#Md}t/k=U9Dyp{}/'{rka?_&?$>qlm?]gW#>_':ND'pS&?Iu;yo9t#H5uBXq:4h

2022-04-20 13:11:09 UTC 2739 IN Data Raw: cf 2a cf cd 98 7c 65 ae 3f cf c3 e7 ab 89 fe e9 b4 9c d1 39 79 41 e9 83 87 01 97 f4 fd 31 16 3a 6e 14 09 14 25 
a7 70 fa f1 b3 43 3e fb 9d 2c 57 90 7c 7c 77 38 3a d0 79 fb 04 fb c4 13 0b 6e 89 f8 ca 86 81 dc 6f 6e 6b 0c bc 36 76 3b 43 
88 cd e6 b0 39 05 07 08 dc 92 53 14 05 0d 95 5a 5e ad 08 45 55 a9 69 35 4a 09 be 3f b4 63 7e 38 cb 61 6b 41 e9 37 f7 
64 e5 ef 8d 92 3a c4 83 a0 27 3a fb a2 a2 e4 0b 92 cd 72 24 fa 4f 99 ea 0f c7 cc b7 7d ba ef d0 ee 9a f2 bf 5e ae e3 1d f1 
e3 97 bc 9d 7c fb 15 b3 7b 18 90 be b4 bf 20 3f 79 c7 d4 f6 b5 10 5a 68 ab 4b 92 08 da 5c 59 65 93 71 ba 91 a6 7c e7 ea 
56 ff b5 14 df 09 db dd c7 3b 6e c6 27 72 26 12 22 a7 a8 8a 5c 32 00 b8 16 ab 5f b3 e3 e8 77 da a5 a8 d3 fc 15 ef 1d 1b 
dd 7d fa f2 48 54 b8 b5 c1 93 fe 56 d7 60 f8 ca 5a 
Data Ascii: *|e?9yA1:n%pC>,W||w8:ynonk6v;C9SZ^EUi5J?c~8akA7d:':r$O}^|{ ?yZhK\Yeq|V;n'r&"\2_w}HTV`Z

2022-04-20 13:11:09 UTC 2755 IN Data Raw: 72 56 61 9d cb 8b c9 5a f7 4c 38 ad db 81 45 f3 a9 9c c3 b6 9c e4 38 9b 52 32 c2 0d 81 52 d4 58 01 a0 d6 b6 
90 66 cf cf e7 04 7c 4e 3e 1e d6 fb 65 11 70 99 79 3a bd ad 89 c0 66 6e 73 cd a5 00 4a 05 b2 b1 b9 8c ee fa 53 7a ff 5d 
bd dd 65 07 ba 03 a3 31 dd bf d8 ce fc 94 93 45 96 48 a4 b2 2e 7b 3a cb 3a 99 29 a6 53 03 53 2e f3 b1 d9 8a 4a 66 24 51 
88 15 f2 9a 4e 22 c7 dd dd cd fe 9a 99 73 4c 71 9a dc d4 bc bd 07 00 0e 4c b1 63 39 ad 80 28 99 25 36 7a c2 85 60 a8 
a1 f6 da 12 d1 d9 99 a7 43 e1 13 c0 64 8a d7 91 c6 53 e3 e7 75 51 4e c2 64 e1 7a fd cb f9 c5 1c 1f 4a 9f df ee b4 bd 38 
78 85 95 1a e9 6e df 1f ed 2e a9 3f 3b 36 97 63 93 ff c1 0d fd 1b 67 66 7f 70 9e a3 93 9f da d0 1c 78 fe f2 60 92 85 89 83 
71 32 9e 52 2b 5b 0e 9e 3a ba 3e 70 70 86 53 ec ac 12 01 
Data Ascii: rVaZL8E8R2RXf|N>epy:fnsJSz]e1EH.{::)SS.Jf$QN"sLqLc9(%6z`CdSuQNdzJ8xn.?;6cgfpx`q2R+[:>ppS

2022-04-20 13:11:09 UTC 2803 IN Data Raw: 5d ba 39 7b 73 76 34 cc 7e 5a 6b 6c 73 a4 f0 81 d6 ff 19 66 1f 31 38 bb df 1d 58 39 b7 02 00 7f b3 66 e7 46 e0 
e9 c3 93 9a 27 b3 40 49 49 bd fd a5 99 94 22 59 67 b5 d5 fc af 3b 1a 9a 72 ca eb 7f d6 98 11 26 bd 4c 51 61 07 a5 79 4a 
29 3d 3b 65 37 a5 d5 73 5e d6 79 eb 96 87 bc 47 a6 86 35 c0 db 69 fe c2 03 92 3c 31 f2 1f 2c b9 45 f7 74 48 b2 2c 3f dc 
3c d8 5f d4 ca 27 1a 2f 80 d0 43 93 eb d6 0a f2 f4 3c 8f 57 0f de 7a 58 89 c4 9f e1 09 42 fa d4 1b 6b 2c 53 71 1e cb dd 8c 
3d f5 fa 96 f2 ff 99 e3 fe eb af cc 5a e5 89 40 6f 8c 3f f3 8b 13 eb e3 fd 05 9b a2 ab b1 4b 97 9b ab 7e 78 83 43 b9 9f 0e 7c 
dd e2 0b 7c 6f 8c cf 88 53 67 ee bb f7 e2 99 83 5a 89 61 3c 9a cf e8 f4 9e 19 cd f5 17 3a aa 03 85 92 e1 93 a6 79 03 05 
c1 f5 69 f6 f3 5d d6 7b ef 07 32 b1 3f 5d 78 
Data Ascii: ]9{sv4~Zklsf18X9fF'@II"Yg;r&LQayJ)=;e7s^yG5i<1,EtH,?<_'/C<WzXBk,Sq=Z@o?K~xC||oSgZa<:yi]{2?]x

2022-04-20 13:11:09 UTC 2819 IN Data Raw: 03 64 c9 a9 c4 75 06 30 59 ba aa d2 6b 1f 58 ec 09 66 b2 6c a9 46 56 6e 23 2b fe 11 10 19 15 02 61 78 d1 ad 
ea c6 34 17 e9 61 5c f3 d6 65 75 ca d1 34 11 83 4b dd 51 ad 4a 17 66 c6 a3 79 35 f3 44 00 4b 67 da a6 b3 c7 3c 23 b4 4f 
d7 7a a6 97 a2 1a b7 c5 14 0b 40 70 28 a2 2e 76 7b 55 79 11 e1 e8 c8 4c 9c 67 bd 2b 9c e5 8e a1 10 37 b7 96 d2 4b 1a 
65 ab 12 da e7 06 17 35 43 cb 70 97 76 31 31 1b 29 77 4f 2c 0a a0 9a 4d 22 30 38 15 61 bc 6c ae 2a 71 01 a1 a4 20 b7 
ba b5 d1 ef 1a 0f 1e 1d e7 1f 4f 46 9b 7d 15 ae fe a0 96 01 80 f3 33 e7 66 28 8b 4e 0c 24 0e 5d f6 db 7b 83 02 18 77 61 fa
2a 4b 3a d3 b7 c0 1d 3b 42 70 c9 5f a4 67 e6 13 dc 46 4f 66 18 80 48 a2 10 4d 62 b5 88 d7 dc 5d b2 59 78 bb 3c 56 09 
80 cb 29 5c 02 d5 c2 40 f0 3a 84 41 ab c8 00 83 95 97 a6 80 33 
Data Ascii: du0YkXflFVn#+ax4a\eu4KQJfy5DKg<#Oz@p(.v{UyLg+7Ke5Cpv11)wO,M"08al*q OF}3f(N$]{wa*K:;Bp_gF
OfHMb]Yx<V)\@:A3

2022-04-20 13:11:09 UTC 2835 IN Data Raw: 02 a1 ff 16 3c df d0 1c e9 36 ed dc 65 22 c0 a0 af 2f 5b d4 78 bc eb c9 51 fe 99 df 5f 5e 9d d5 87 e6 64 08 c1 9f
f6 a7 a5 ee a3 a5 8c 41 d5 d6 97 5d 10 05 e6 3e b7 d7 6c a4 1b 7c 9f d9 09 ec 7f e7 0f 22 48 43 ba 4d cb ea fb 04 57 3b 
9e fe df 4e 60 e3 4a 19 2b fb d1 ba 65 eb c2 93 1f df 2d f6 38 a2 62 af 6c f7 fb 8e e3 18 63 22 8a 61 be 84 3c 27 fb c8 ad 
ee f2 bb d2 5f 7c 7a 28 0d e1 f2 4f b0 c9 8f e9 5b fb 6e 2a 0f a6 9f 0d c8 1e 76 39 dd 9f 2e d4 89 14 06 f3 80 47 57 37 2f 
98 1e ff f4 29 3e aa ef 5b 52 b7 04 f8 84 67 df 3e 91 0c a5 31 00 8a b8 f6 4f c6 6f 1c f7 d4 cf 74 c9 51 f6 a5 ae 1f a7 dc 8e 
cf cb 9a f2 f8 77 e1 db 2d a7 b3 ef 8f d1 98 29 49 b0 39 df 64 0d ce a5 d5 4e 35 ae fb 43 e3 2c 34 79 3a 8d fc 8c 68 3a 2b 
c8 59 e2 58 ea 58 0a 79 37 06 e0 be 
Data Ascii: <6e"/[xQ_^dA]>l|"HCMW;N`J+e-8blc"a<'_|z(O[n*v9.GW7/)>[Rg>1OotQw-)I9dN5C,4y:h:+YXXy7

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:09 UTC 2851 IN Data Raw: cb df 5b ef a3 de 90 59 ff b4 5a ac b0 74 02 82 61 4d be 5b dd 3d 2c ae f6 58 eb 5a bc d3 94 69 fb 22 ee b0 3e 
e7 0b cb 7a 47 9e 69 e5 fb 1d 1b 9f 78 3b 5e 3e 12 b3 28 e6 5a 76 b9 bb fc e6 ab fb ba 7e d4 c8 3f 1a 8d 7f ef a0 55 92 
8b 32 aa 51 ee 1c 09 ee 6c ab 33 b3 d5 90 ef 1b f5 23 91 57 0d 08 fa 47 41 db 4e e0 a3 71 ab b0 9a 69 dc e7 cd 93 90 93 
63 11 52 b2 54 1e 17 2d 62 58 04 74 8a 33 bc ed 17 9d 38 37 47 55 81 4d e5 4d 06 d6 e1 5a cf be 60 ba 44 d3 e7 2d 19 
36 5c c6 bf b9 68 ee 15 eb b5 2f ee e4 43 a5 58 f9 e3 07 67 a6 40 80 8e ae b0 ae c9 6a 24 22 1a 60 d3 3a 45 bd ba e4 77 
06 f6 64 6f 60 ef 7b 04 e0 17 4b 66 d7 00 f7 0c 3d d5 01 10 fa b5 07 3f 30 47 72 43 8d a4 e6 ab 9f 2f e6 ba f3 fd f1 af 1d 
22 ac ae 76 66 13 dd 5f ea 2d 05 6a 2a d0 c4 ef 72 67 
Data Ascii: [YZtaM[=,XZi">zGix;^>(Zv~?U2Ql3#WGANqicRT-bXt387GUMMZ`D-6\h/CXg@j$"`:Ewdo`{Kf=?0GrC/"vf_-j*rg

2022-04-20 13:11:09 UTC 2867 IN Data Raw: 86 3a d8 83 3d d6 02 a5 fa 1a 77 e0 e7 eb 6e fd 20 a3 88 6a 59 e2 12 3e 6e 3d 0f 2f ec 23 7d c5 c8 b8 b5 a2 
23 b6 77 2a ab a0 29 b3 cc 0a 87 8a 2a 06 87 39 e3 c9 79 a5 7f 3c b9 7f ca cc d0 32 24 00 36 8f df 57 1d 28 f4 16 42 a5 
b9 fe b4 1a 9c 51 13 d0 56 e5 55 c8 6f 4e 98 21 e2 01 c5 ba 68 9b 8e 95 61 2a 26 54 b9 81 b9 f6 1f 9d 47 f8 f6 1e 03 86 
9b 5d 21 3b e7 7c b6 9a 51 b1 bf c3 b1 c3 3b ad 0b c3 13 5d 4b b1 e3 a8 91 59 dd 52 ec 2b 27 d4 e5 1d d1 ef c4 3d 4b 57 
9f 77 f5 d4 e7 b6 19 50 eb 7b 0b 1b 17 3e 77 f0 dd 09 a3 05 be bb 30 cf 71 6f 9b b9 bf ef 2f fa 70 f8 c8 94 71 b4 2d c5 17 
56 bf 72 ea d0 94 b1 f5 43 17 3b 1c 0f ed 39 3c 25 ce e4 ee 25 6b ce 5b 9d 7c e1 69 83 f8 2c 43 86 2f df a0 ad 1e 99 fa e7 
6b 84 1d 13 9c c9 b2 19 d5 ae d9 70 3b 27 87 67 05 
Data Ascii: :=wn jY>n=/#}#w*)*9y<2$6W(BQVUoN!ha*&TG]!;|Q;]KYR+'=KWwP{>w0qo/pq-VrC;9<%%k[|i,C/kp;'g

2022-04-20 13:11:09 UTC 2883 IN Data Raw: cf e8 47 6f be 05 16 f9 c6 fc b7 c7 b2 8a d1 98 31 d2 2c d5 9e d0 32 e4 bf 59 53 50 7d 75 df da ad e2 6a cf 04 
9e d9 aa df ce f9 c0 4c 00 fd 69 13 a8 55 d7 03 e5 d3 36 6a 1e b2 0f 75 50 07 00 dc be 3c bf 7c 3a 6e db f4 5a 84 00 34 
c6 d6 1f d6 df ef d9 36 9b cc b0 d9 f5 4a 24 f3 bc 90 88 59 00 28 b1 0b a5 ac 08 76 e1 03 cb 9c e9 c8 c7 00 a1 f6 12 09 
39 be 1b 7d 4f c7 99 81 8f 63 6b f7 98 8d df 76 af 2a 5e 18 ed 59 fc 9a 38 db ae dd d7 2c 4b 2a bf 3b a5 33 88 33 77 b8 cf 
54 94 2c 04 6a 8b 49 f3 a8 5e fe 11 7f 94 21 ab 96 b5 eb be 51 ae bb 85 50 0a 3c 2e 3e fb df 8f 1e 1a 52 94 6b 4f 1a 94 
c5 8b 89 35 31 7f b6 dc 59 b1 35 b6 65 54 04 99 2c b0 00 50 75 a0 80 cb 8e e2 a8 79 ff 4c 60 bc 51 bc f4 0b 6a f8 9f 3b 
be 1d 06 33 2a 65 49 ec d6 b5 53 2f 3b c3 67 cc 4b 
Data Ascii: Go1,2YSP}ujLiU6juP<|:nZ46J$Y(v9}Ockv*^Y8,K*;33wT,jI^!QP<.>RkO51Y5eT,PuyL`Qj;3*eIS/;gK

2022-04-20 13:11:09 UTC 2899 IN Data Raw: 0d ba 14 95 41 90 36 11 90 b3 ea a6 f9 6e 54 c1 08 03 e8 f9 e3 86 8c b6 78 2e 08 78 88 3b d8 69 82 f0 0e d4 
e8 cf 9c 2e 16 bc 88 65 d6 54 f3 6a ac d6 c3 13 59 de c3 59 ba cf b8 07 40 8d e6 3d 1c b2 32 1b 46 07 7a ad ad c7 62 23 
06 a7 21 cb 04 7f 12 d7 8b f7 28 0b 02 13 d5 58 16 5a 81 52 69 2c 11 50 81 51 fe 30 51 28 c5 b9 25 65 56 c3 31 6f 62 ea 
2d 53 e8 94 da a3 02 44 23 da a4 a1 b0 29 b7 2c 26 80 2c b5 66 00 98 42 3e 22 30 6a a4 7d 2a 00 7c a2 9e 61 3b 46 90 
c8 b8 86 01 84 2b e9 6a 49 46 2f bf a5 12 13 c6 b4 ea b9 3e 4d 35 9a 71 3e 4b 9a ca 7c 5f 85 70 03 20 54 12 a9 00 f0 31 
47 c8 4e 67 78 dc b4 e1 e4 74 8d 33 03 5c 41 57 48 0e da af b6 ab d0 b2 d2 2a 00 2f 09 60 fd 76 6a 86 04 b4 a9 7c 11 78 
81 0c 12 9b f1 b1 c8 a0 ea 4b e1 15 d6 6a 89 70 2a f5 69 8a 
Data Ascii: A6nTx.x;i.eTjYY@=2Fzb#!(XZRi,PQ0Q(%eV1ob-SD#),&,fB>"0j}*|a;F+jIF/>M5q>K|_p T1GNgxt3\AWH*
/`vj|xKjp*i

2022-04-20 13:11:09 UTC 2915 IN Data Raw: 86 07 2e f8 9d a5 a5 2a 4c 6f b2 94 fa 6a cf d2 ca a6 2a 9e 3d fa 43 92 1c 12 a3 ba aa ba ca d0 23 d3 15 e1 a9 
ec 99 b8 4e 2d 2d 39 c8 e8 19 1e d7 25 79 4f 52 72 fc 8f cd 69 68 70 28 d5 cb d2 90 c3 6f ab 3a 3a 68 01 b5 4f f7 7d ee af 
97 d2 ff 65 54 b5 5e ad 7c 63 45 22 f9 c1 d3 c0 ff 7e ec 1b 50 94 6f 74 d8 55 8b e2 0a aa bd 12 74 84 15 80 f1 a7 c4 9f 9e 
b3 18 2e 7f 69 6e df 04 fc f2 89 5f 25 09 6c d0 5d 25 23 b2 77 67 1f 7e 61 99 23 7d b7 72 cb fa a9 e8 d5 fb c5 28 7f 67 d8 
15 04 ca ea b1 4f 04 7f bf f2 d2 d7 57 f5 0d 3e 60 e4 2f df a1 7c 71 c9 60 f4 da c3 38 6c c1 b5 53 b7 79 ea 4f 47 17 fd 19 
60 dc da f3 da eb 8a f2 dd c3 66 36 f9 e9 96 ea ca 7b 0f bf 64 18 2d c5 d3 04 60 34 c1 f9 f9 e4 15 f5 15 f5 23 f5 82 05 a4 
23 d0 02 2c 5a a9 f7 d8 f5 a4 c6 dc c7 
Data Ascii: .*Loj*=C#N--9%yORrihp(o::hO}eT^|cE"~PotUt.in_%l]%#wg~a#}r(gOW>`/|q`8lSyOG`f6{d-`4##,Z

2022-04-20 13:11:09 UTC 2931 IN Data Raw: 15 e8 e1 87 f2 79 10 5e 2a b0 c3 85 49 1e 33 51 14 6b 95 4b 5c d6 a8 8d 34 6a 0a e3 cf 94 6c cb 79 b3 18 7d 
b3 c1 5e 02 d0 4a dd 2a 70 c2 18 67 02 70 91 97 91 02 c2 62 99 98 12 4b ae 61 2d 5c ab 14 b1 bb ec 54 86 4d 80 f0 4c 
a1 53 01 c6 50 c0 d2 a2 4c 4b 27 19 59 fe 06 2b 95 1c 9f 93 f9 d5 6b 15 27 31 aa 68 a5 72 cc 00 62 3c c5 b5 04 9c 94 de 
c7 39 7e 21 bf 24 63 b8 7c c4 b8 7c 81 54 c4 32 c7 5c 21 f2 a2 b2 4f 55 30 bb 95 79 93 4c b6 08 9f 13 41 75 ca b0 57 6f 
e6 0a 5f 87 92 a8 ba b2 ff 0a 99 8c cb 96 71 32 6d f9 da 07 16 eb d4 3c 27 0d 71 6c a1 c8 85 0a 7e f8 ba 80 93 80 2a f5 
58 ba 04 b6 19 49 23 99 06 01 26 01 c0 64 ae c1 25 80 31 00 d4 3a 7b 83 84 55 38 b6 30 91 8d e6 8a 0e 2f c8 b1 26 ef 
6b 9e 8f 24 1d ca 86 aa 3b c2 b3 b9 37 e6 c9 c6 06 30 86 53 1b 
Data Ascii: y^*I3QkK\4jly}^J*pgpbKa-\TMLSPLK'Y+k'1hrb<9~!$c||T2\!OU0yLAuWo_q2m<'ql~*XI#&d%1:{U80/&k$;70S

2022-04-20 13:11:09 UTC 2947 IN Data Raw: b4 af 33 f7 08 1e 83 8e 21 09 4a f3 7c 04 87 e0 59 76 0d 61 00 19 9f 11 d8 90 df 80 8b b2 f2 9c e4 6e 00 93 93 
2e 50 ce 03 9c 94 42 77 c9 45 37 33 d7 4d 63 d2 38 62 ae 77 37 09 63 40 c9 ce e3 18 32 30 30 8c f4 4d e0 b0 be 86 88 
de df cc 20 f7 91 0f 22 4b 39 1e 10 5e d5 6e 11 ef 38 c3 f3 84 d6 84 e8 79 85 9b 2b 65 7e e0 27 1f 1d d4 25 67 1b dd ea 
68 1d 60 9e ac 4f d4 21 fb 86 69 b5 a2 17 f7 05 7b 54 e0 b2 f5 8e 09 00 af d7 b7 ab 84 61 cb 74 e7 c8 4c 68 80 cd dd 4a 
0b 8d db 25 26 30 8a 9c 02 40 c8 da 8e 1e c9 83 66 04 20 88 8f 04 da a9 ca ff 56 5f 62 c2 04 2f 72 1b 99 7c ce 6e ca cc 
f5 f6 8c f7 ab 7d ca 32 de ac 2f 31 23 c7 15 d6 09 98 63 76 89 6a e2 d5 e6 58 fe e9 51 92 1e d4 5a e8 9c 75 d2 22 30 1c 
4c 57 15 8c 29 2f f2 d1 ba 7f ec c8 07 ce 1b dd 9d c5 5c 
Data Ascii: 3!J|Yvan.PBwE73Mc8bw7c@200M "K9^n8y+e~'%gh`O!i{TatLhJ%&0@f V_b/r|n}2/1#cvjXQZu"0LW)/\

2022-04-20 13:11:09 UTC 2963 IN Data Raw: a5 d3 5a 5f e5 5c 14 49 f9 ca 20 03 00 da b3 90 bc 72 c3 5d 2c 8f 97 bd c1 77 d7 67 94 41 05 8f f4 89 4e 64 e0 
8e 22 5e 0c 14 33 4f 3c 44 43 0a 1e 7b 90 df 0e 51 87 e5 c9 6f 74 67 77 fb d0 f0 f6 5f a5 ec 97 1b ff 59 f0 c1 b4 3b e2 a1 
ab 64 19 40 cc f0 f6 6c 31 6f f4 9d 99 fa bc cf 3e 1b 11 23 a9 74 06 06 90 ed f3 26 a6 33 d9 de 91 c5 a9 c1 10 04 f6 05 d2 
04 06 dc 29 d5 70 7d 58 59 ce 29 63 40 7b c9 e3 53 ca b9 c4 63 6c c6 5f fd 59 b5 7b ef 9c 19 91 3d ef b6 3c c1 b2 f8 e8 
53 56 a9 69 b5 f9 fb b2 f2 4a e6 54 b9 18 2c bd fc fb 6d d9 a0 83 38 1e 4a 00 96 6b 3b b5 d3 f6 97 8c ae af 51 38 e6 28 
07 03 79 ce b6 6f ca 29 cf 31 8c 46 32 35 c3 c0 4d 58 de 1c f5 99 cd 69 20 22 64 36 43 90 2e 8b 70 57 ec c9 16 de e9 19 
18 81 25 0d 9d e0 69 31 8d 6e 71 8e 36 3d 0b 25 
Data Ascii: Z_\I r],wgANd"^3O<DC{Qotgw_Y;d@l1o>#t&3)p}XY)c@{Scl_Y{=<SViJT,m8Jk;Q8(yo)1F25MXi "d6C.pW
%i1nq6=%

2022-04-20 13:11:09 UTC 2979 IN Data Raw: 50 bf 31 d0 9f bc b9 7e ea b6 78 e3 97 07 53 ba 82 fe e4 8f af d5 1d e0 de 8c 88 9b da 9e 94 7b f2 a6 f8 aa 30 
14 ac da 29 1d b0 9d 52 83 01 cc d4 cb 96 69 00 9f 2d 09 68 f9 de 42 87 be 23 59 ac 5d 58 13 7b fc bb f9 91 ee 98 32 5e 
ae d8 04 a0 6c 9f 9a bf bb 73 dd fe 50 d6 db 9f 2d c7 95 81 e4 7c 6d 6c 55 21 02 f0 c6 ed 5f de a6 ab 17 ca c5 06 83 b0 
6a d7 5a d0 80 8b 65 01 de 1b 72 8c 5e 68 7a a0 5b 1c bf a9 ad da 44 b9 d8 21 13 d0 95 e3 7d 7f 71 4b 2c b7 7d a7 6f 20 
51 a8 be b1 10 8c ec ed 39 7c 0d 3e b5 1c 3c 2c 56 1d db 8d 29 c0 54 8d 14 66 c2 77 72 db 92 c0 b6 64 f1 c6 8a ad b0 
08 6c 2b 58 85 fa a9 d2 f7 07 fb 52 1e e0 75 c1 00 de ba 5e 6b 7d 7b af ae 0a bb 3f d1 ef b5 d4 8b 0f 2e ae fe dd 8d 1e fa 
97 4f a7 f5 e9 93 ff c3 15 c7 7f ca 74 f6 03 40 d7 21 
Data Ascii: P1~xS{0)Ri-hB#Y]X{2^lsP-|mlU!_jZer^hz[D!}qK,}o Q9|><,V)Tfwrdl+XRu^k}{?.Ot@!

2022-04-20 13:11:09 UTC 2995 IN Data Raw: de ea 63 bd 2d be f0 ae c0 67 7a 2f 14 47 7b 05 93 c5 07 9f 75 65 1a 30 d1 17 79 3f f7 78 77 b5 31 5e 08 75 
eb 01 df a6 5e d4 6b 84 87 73 f8 41 6b ac 97 1e 55 8f ec c2 c5 ef 1e ce 00 43 53 0e 44 2d 15 f9 3c f0 ab f1 af be c4 00 f6 
5a 14 4a 00 f8 86 da fd c5 9d 90 41 3f 16 b3 60 e7 0c cf b4 da 37 fc 8f 11 fc f1 f1 f4 98 35 1a 47 f3 ad b9 72 5f 04 aa a0 
67 6e f7 94 60 54 d7 d0 53 9f b4 f7 73 23 1a 3d 61 64 c3 67 ec f9 9e c8 e1 59 17 c3 20 e6 76 18 2e 8e b2 16 76 08 21 f9 
5d 34 60 33 27 27 a0 dd 2c 88 f1 5d 89 aa 4f 02 87 9b f2 57 84 8d 78 43 eb 6b 73 04 0e bb 28 d6 e1 6c e1 19 49 15 7d c0 
0c 42 23 ed 89 71 7e b1 f5 8d 3c c5 5a e9 b1 d9 f6 cc 32 fd c2 7b b5 f9 77 5e 8a b4 d0 84 c5 ec ee 2c c5 8c 59 fb 1e fc 28 
7d b7 6a 6a 81 49 3b 9e f0 b7 14 84 5d e5 a7 3b 
Data Ascii: c-gz/G{ue0y?xw1^u^ksAkUCSD-<ZJA?`75Gr_gn`TSs#=adgY v.v!]4`3'',]OWxCks(lI}B#q~<Z2{w^,Y(}jjI;];

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:09 UTC 3011 IN Data Raw: 0c d5 18 2d 2c 77 11 46 0b aa 41 20 64 f8 b9 4c 83 9c 2e e6 4b 3c d0 2a 57 56 55 97 6f 35 c4 e5 30 6f 32 d5 
8c 2b fb 19 70 06 03 1c f7 24 e6 4b 4c 28 67 85 ae e9 3a 57 18 f4 e5 29 2a e8 3c ab db 2d 1b d7 66 74 37 a9 26 69 58 22 
17 f5 05 5c 8c 53 0b ec c8 8e 11 84 6e 44 c0 b5 a6 86 01 ac a9 b9 90 d3 8a cc c0 65 35 01 77 a6 78 22 5d 60 67 bd 63 
39 4b 6a f9 a2 77 f2 f4 ea c6 2b 93 41 0f 63 26 27 56 c6 5c ae d1 67 93 46 d5 7b a3 d5 0c 60 7d dd 85 ac 80 38 2f ab f2 
cb 6a 5e 64 87 2f c5 94 7b 26 ad 1b 0d 5e 35 2f 44 91 c8 a4 69 33 cc 99 b1 32 b0 a6 0e a8 55 3c d2 e0 8c 98 e0 6e c9 
2d a5 f2 a9 bc 75 b7 4c 61 70 6a 55 2d 30 32 9b d1 09 20 b7 64 d1 5f 89 fb 5f b9 c4 2d 31 ea 7d a9 98 80 29 57 b9 a2 81 
54 ae 2f e9 94 c2 3a 31 bd ae 01 38 39 bd 50 00 04 4b 32 83 90 
Data Ascii: -,wFA dL.K<*WVUo50o2+p$KL(g:W)*<-ft7&iX"\SnDe5wx"]`gc9Kjw+Ac&'V\gF{`}8/j^d/{&^5/Di32U<n-uLapjU-02 
d__-1})WT/:189PK2

2022-04-20 13:11:09 UTC 3027 IN Data Raw: fd e9 2c cd cf f6 d1 1d 63 26 df 80 9c 89 14 38 89 07 4e 17 49 5e f1 98 3a a6 8f e7 1d 35 c7 ef 85 91 2b 65 a0 
da 56 65 c7 84 59 71 01 40 30 bd c1 3d 4f 66 f8 78 44 67 53 25 01 49 44 6d 17 47 4e 9e 18 1b 1b 2b ad 18 0b 8e 32 74 
d4 95 6f 26 bc 7b cc 3a 2f 87 bb 2a 00 83 90 04 20 fc 56 be c6 3f bb 8b 81 f0 d2 3b 1b 8f 8e aa 4b 43 7c 39 5f 5e 56 78 
2d 70 e1 75 ee e4 7e 55 65 dd 56 c5 64 93 09 94 3b 80 47 fc 05 72 bd 11 d5 7f 4c 7d ec ef 39 74 21 d5 3a 80 4a 2f 19 f9 
cf 8b f3 65 cf 8b c7 1e 57 cc b3 f5 a6 28 a2 59 44 ed e9 5d b3 57 0f 34 99 55 3a 37 fa c9 ab a3 74 29 6b e5 6f db 3c 73 f2 
cd 7a f4 b7 7f ff a1 9a 4f a1 c8 26 cc ba d4 1e 63 20 32 95 7a af 0b e1 29 ab c9 36 95 73 2f 1b 3f 4f a9 bf fe 8b f5 3e cf 28 
bf fb a7 35 ec d0 12 ff cd 85 ba 2a 9b 0b 88 27 
Data Ascii: ,c&8NI^:5+eVeYq@0=OfxDgS%IDmGN+2to&{:/* V?;KC|9_^Vx-pu~UeVd;GrL}9t!:J/eW(YD]W4U:7t)ko<szO&c 
2z)6s/?O>(5*'

2022-04-20 13:11:09 UTC 3110 IN Data Raw: 12 18 7f f4 ac 5c 94 50 de fa 62 4b 80 01 3c ed bd e6 56 93 ed 12 2c d9 76 43 2b 13 61 cd 46 b3 1b 28 ae 7e 
b5 eb ab 5d c0 6b 55 66 2f 83 e1 9c 73 d3 a7 ef 44 01 ef 6c 91 c9 76 56 89 66 49 6e 31 82 f6 02 80 e0 d0 0a 36 49 b8 c2 
fd a2 a2 57 7d 97 52 6d 95 dc 5a 2b 6c 4c 80 c3 a6 b7 6b 72 01 82 80 ad 40 9b d9 d5 e2 15 f3 96 08 6a cb a4 69 d4 0f fc 
dd ed 59 0f 00 25 eb 5f ec bc 73 18 d8 5d ba e8 3b 0c e7 8a b6 03 93 0e 30 80 07 e4 ef af 35 bb 23 9d 13 0e 64 82 ad b3 
b0 73 84 0c 2a 98 f8 5c ca 0e 6f 68 90 95 ac ec 7f 36 e0 9d 00 c0 f9 de a9 7d c0 9c 80 38 fe 92 bd a6 e9 30 a8 33 b8 ee 
84 8d e1 2a c3 53 00 60 9e 68 eb 53 fc 09 a0 5b e9 52 32 63 ad 46 2b 5f 85 c4 65 16 06 60 22 97 69 30 01 c4 f8 b4 42 39 
60 3a 29 55 be 99 a8 da 6c 25 06 63 86 b5 33 01 c4 78 77 
Data Ascii: \PbK<V,vC+aF(~]kUf/sDlvVfIn16IW}RmZ+lLkr@jiY%_s];05#ds*\oh6}803*S`hS[R2cF+_e`"i0B9`:)Ul%c3xw

2022-04-20 13:11:09 UTC 3126 IN Data Raw: f4 e3 d1 98 4e f0 39 16 97 78 9d f1 d4 9e b1 70 52 5c 17 7e a7 83 82 6a f6 66 9d 4e 37 79 1a 8c b8 dd 71 a3 
e9 22 8c 49 63 e7 08 a5 5d 84 09 b5 2d 34 bb 04 68 0b c5 52 04 86 6e 90 ad 6a 02 a8 f7 13 08 5e a5 ba e0 44 04 50 a4 
15 55 25 1e a0 75 e4 78 24 2d 9b 6d a3 4b 4c 87 99 6c e6 99 1d ae ad e9 9b 8e 57 78 62 a9 a8 09 33 e8 1a 5f 5e 40 d0 
f4 c3 41 36 c9 bb 4c 91 73 19 4c 98 57 e2 75 03 4e 79 f9 8c f7 7b 00 c6 6c 7f 73 85 53 8e 26 b6 9c d0 74 d1 cb ca 02 4d 
1f 57 b3 a5 84 ec 07 63 44 6b 1b cb 7c 7f 30 f1 66 a7 1d cc b4 a9 7b 61 19 d0 1b 89 6a 0c 50 e7 78 89 bb b1 2c a9 ef ea 
17 0f d1 11 3a ad 10 48 e9 6d a6 fc 53 68 aa ac 10 d0 75 a1 5f dc 1d 6e aa 70 c8 12 42 26 98 b6 2d 78 46 21 83 70 24 28 
be ad 2b d8 18 60 84 e3 6d e3 0c 60 34 71 78 b8 a1 24 a9 1f 18 
Data Ascii: N9xpR\~jfN7yq"Ic]-4hRnj^DPU%ux$-mKLlWxb3_^@A6LsLWuNy{lsS&tMWcDk|0f{ajPx,:HmShu_npB&-xF!p
$(+`m`4qx$

2022-04-20 13:11:09 UTC 3142 IN Data Raw: 1e e9 7d e3 99 b5 a5 cf 85 c5 dc 39 67 2d e0 74 af 59 4d 1d 0c c2 1d 87 6e 49 94 16 6e 69 3f a5 00 84 eb 2b 
af bf 0c b8 56 b9 79 f3 80 02 ec 1c b9 6c c4 5f 0a 7c da 69 ae 76 ff 3d 2b 50 d4 ed dc 14 06 40 b2 21 34 e4 92 45 0f 3f da 
f7 48 5f ce da bc be d2 5f 0a 00 e7 2c 17 df 3e f1 fe 15 0d 6e f7 96 43 fd 2a 11 e3 0b 95 1b 2f 65 10 4a 0a ef 3c 08 bc 33 
f2 a5 11 7f 29 30 dc 9b 4f 33 f5 83 f9 ab 97 03 fb 0e fe b1 83 00 a8 46 a1 61 d2 78 13 1f ed 7d b4 f7 b3 56 89 6f ce 5a dd 
a8 a6 b7 1c 7a 7b 44 b4 51 f4 77 b9 1f 04 f4 a9 5f 7c 75 9a e5 c5 92 ba b3 bb 2a 3f aa 9f 53 d9 15 be bf 1d 44 58 57 66 
b2 75 8b 43 ef 3b f8 1d a5 ba b2 a5 e3 df e1 fc ba 4e 66 6b 9d ab bd 30 66 4a c8 dd 70 af ff ba 26 18 54 94 bb 76 74 2b 
84 33 fd 81 2a 1d 0c 92 bf 54 f7 db 76 64 c9 c0 
Data Ascii: }9g-tYMnIni?+Vyl_|iv=+P@!4E?H__,>nC*/eJ<3)0O3Fax}VoZz{DQw_|u*?SDXWfuC;Nfk0fJp&Tvt+3*Tvd

2022-04-20 13:11:09 UTC 3158 IN Data Raw: 86 13 04 70 5a 0b 09 71 01 5d 5c ca eb 16 d7 6a 0c f4 cc 10 9a cb 17 87 18 84 d5 0d 93 a9 48 86 11 f2 ee 5e 
2c cb 12 ce 5e eb 8f 89 3b 2f ad f4 2b 7d b1 84 ca b6 f4 10 73 b1 ce e2 3c 68 0e 38 98 11 22 5c e4 ab d1 2b d1 02 47 63 
60 6e bc a7 dc 3d 95 11 f0 5c 35 f7 7a df f2 10 70 25 2a a0 d3 97 a3 21 5f d0 ab e9 e7 27 c4 f5 8f 8e dc d2 a6 c8 73 e9 ce 
69 02 63 3a 3d 12 69 0e 11 26 66 af 25 00 e0 72 64 59 ad 4b 06 2e 85 45 4b bb a7 76 06 00 4d bf 38 45 60 64 f5 53 c3 5b 
17 01 fd 53 a3 09 80 30 92 e8 0e d7 05 34 fd ac 09 dd be 14 89 ab 0b 02 fd b3 93 69 b1 d6 5c 8c 5c 8c 58 09 28 11 02 9f 
9d 22 27 8b 9a 51 b4 6e da cd 52 b8 04 d3 e1 90 d4 b0 89 33 d8 83 5a c9 81 21 62 00 5e 79 7d 95 22 5f 8a c6 54 01 ee 
bf 63 49 5d 40 d3 4f 8d 75 44 00 e0 96 c6 15 b5 04 46 b9 
Data Ascii: pZq]\jH^,^;/+}s<h8"\+Gc`n=\5zp%*!_'sic:=i&f%rdYK.EKvM8E`dS[S04i\\X("'QnR3Z!b^y}"_TcI]@OuDF

2022-04-20 13:11:09 UTC 3174 IN Data Raw: 8a 78 1e 0e af 99 b6 8b f7 90 ec 00 81 0d 1f 9f ec 00 24 54 81 06 48 ab a6 12 af 40 59 2c a9 42 78 58 fc 94 81 
4e 20 c0 29 f4 fa 61 73 10 31 03 ae 22 31 43 8a 4a c5 53 2c ae d1 01 d8 1c b7 34 bd d5 cd f8 4e 5b 51 0d 03 d8 ba 4b 58 
ca fd 62 4b fb 16 00 f8 65 d1 17 8e 03 84 ef b5 6f df 65 73 8c 9c fb a4 51 00 5a ad dc 50 0a fc 6a ca 2a 85 65 ed 18 17 44 
30 79 b0 f0 3c e9 2c 46 41 bf 97 f3 60 db b9 fc 20 a7 2a 4d b0 bf 39 5b ed 4a 64 26 93 16 67 29 23 f3 cd 81 00 64 a9 c1 
05 8c 25 35 66 14 a4 7f 0c 4a 64 92 19 4b 49 3e 9f f1 6a 34 60 7d f6 76 b7 84 81 64 30 cd 60 2c 65 5c 36 21 b2 25 82 93 
14 cf 69 64 35 ff 21 58 0d 95 73 e4 f7 ec f0 14 4b 75 8a 0e a0 41 e9 57 a3 19 e0 68 62 83 d3 2d 0d 6b 33 69 5a a1 96 2d 
8e a3 af 20 0d af c3 9a b4 5f eb 2e b1 01 d1 cc fe 
Data Ascii: x$TH@Y,BxXN )as1"1CJS,4N[QKXbKeoesQZPj*eD0y<,FA` *M9[Jd&g)#d%5fJdKI>j4`}vd0`,e\6!%id5!Xs
KuAWhb-k3iZ- _.

2022-04-20 13:11:09 UTC 3190 IN Data Raw: 04 78 c0 30 20 81 98 99 4c 76 b2 a9 70 cc 20 d9 23 da dc 12 62 00 dd 61 6b d6 f8 3c 60 a0 25 64 02 da 15 f1 
c8 01 9f 78 9a 1a 85 00 f8 3d 56 df d4 29 d6 df 0c 1b e2 23 5f 0c f8 ca d5 7f 4e a9 ba 2e ee 3e 92 60 00 37 62 eb a3 5e 0f 
63 3c 26 de ab 93 d3 77 ad 6d ac 9d 4d 1c 9b 12 57 7a e6 e6 f6 28 30 92 30 d9 b6 78 71 82 26 ec 92 5f 17 63 ae 7c b7 
8b 6e 23 aa a2 d5 99 54 76 6d 8f 04 83 25 72 ae 34 bc 8a 8d 83 8b 41 45 76 bc 72 59 a3 9f cb 40 29 22 5b da 0d 6e 43 
ec 32 48 d8 76 55 13 08 cd ec 26 a4 58 70 e2 2a a1 6f 27 e3 a9 6c 25 64 3d 89 c1 96 be a8 fd 37 28 2b a5 d9 8d aa 4c 
b1 97 f2 91 80 31 56 18 2b 56 aa d7 c7 93 45 a3 c3 9f 2a bd 9a 60 06 ad 94 2c 29 c1 84 0e 30 b6 07 00 86 8e dd a1 5f a5 
0c 10 ef 08 3e 50 e7 97 a6 d4 9f 99 ac 81 b2 46 78 f9 7e 86 15 
Data Ascii: x0 Lvp #bak<`%dx=V)#_N.>`7b^c<&wmMWz(00xq&_c|n#Tvm%r4AEvrY@)"[nC2HvU&Xp*o'l%d=7(+L1V+VE*
`,)0_>PFx~

2022-04-20 13:11:09 UTC 3206 IN Data Raw: 82 de 3d ad a7 67 41 03 a1 90 97 c0 e8 6e ea 5d 99 48 11 ed ed 10 09 dc e6 96 53 b3 04 70 93 c5 56 dc d4 
74 37 01 6c 0c 56 46 2d e4 4a e8 0c af ab 92 e6 3b 55 9b c5 1c 28 94 2d ad 05 2c e5 c0 a0 bb d1 f6 10 00 44 2d 13 d6 8b 
d3 87 fa 18 46 f9 fc 1c c0 1c 2b 9e 9e dc d3 0e 8c ad 4c a4 c1 8c f1 f4 cf ef 75 f9 f5 f2 b5 15 ab 1f 97 98 18 6a f7 8e a5 2b 
8f 6c 3e f7 dd 7b 52 75 93 66 c4 f4 e3 f3 f6 c2 8a 5d e1 78 b5 66 9b 04 06 b1 49 55 d5 f2 3a 25 e5 7a 08 2f 57 3d 87 a5 
aa 58 57 95 f9 4e 54 cd 1e d9 92 83 b2 99 37 d4 91 64 6a da cc 35 4d 66 71 4c 93 25 32 6d 58 2e a7 80 59 25 05 3e 97 
80 55 19 67 e4 cb 5f bd 4f 15 54 0e 01 2f 2c 3c dc a8 c9 51 e3 44 02 60 be 9b 7b 38 0c 98 28 99 0b 3a c0 ec b2 3a ad 1e 
85 41 08 29 8f 86 25 10 fa 3c 0f f8 cf 65 08 c0 d1 60 97 
Data Ascii: =gAn]HSpVt7lVF-J;U(-,D-F+Luj+l>{Ruf]xfIU:%z/W=XWNT7dj5MfqL%2mX.Y%>Ug_OT/,<QD`{8(::A)%<e`

Timestamp
kBytes
transferred

Direction Data
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2022-04-20 13:11:09 UTC 3222 IN Data Raw: e5 f6 1f 7d 78 33 4b c8 eb 55 ab 2a 11 ad 6d 95 34 5d 51 d7 92 39 1d 00 45 2c 36 71 d0 2f c2 df a7 af 7d ac cb 
ab 9c 5f 03 b5 fb 5a 7c 5b a5 44 09 20 b4 f9 fa bb 18 8c fe 4e 1a 07 80 b3 4b 6d 71 bf 6f 2b f9 fe 3a 91 63 ef 24 21 29 15 
f1 dd d8 12 de b6 27 3b 64 85 01 74 c4 69 1e 04 bc 34 76 5f bf 47 b9 b2 bc 51 b6 f9 27 10 39 e4 3f ab 7b f2 bd 7b 0e f7 
11 9a 63 e9 f2 07 09 60 31 5f d1 15 05 98 4f 08 37 5a e0 5c 62 97 24 91 dc 84 35 80 70 b4 f9 91 5b 00 46 4b e8 b9 29 c2 
76 b9 ac 7b 14 a1 83 02 00 45 e3 87 37 ec a0 33 de a5 13 4d bb 41 9e 01 00 5f 3f 16 09 01 5b e9 7f 1d 75 45 23 04 14 
8c ef 7c 78 b2 ad a4 5f d8 a8 e5 93 e4 3c 80 1b 51 e9 f6 23 c6 47 42 92 5b 7c 4f 0d 03 84 d6 e8 3f 5c b4 a7 40 e2 fe 8b 
c6 f3 23 87 9a 81 cb 1b 75 37 02 76 aa 6c 56 c7 ad 76 
Data Ascii: }x3KU*m4]Q9E,6q/}_Z|[D NKmqo+:c$!)';dti4v_GQ'9?{{c`1_O7Z\b$5p[FK)v{E73MA_?[uE#|x_<Q#GB[|O?
\@#u7vlVv

2022-04-20 13:11:09 UTC 3238 IN Data Raw: 82 5f 99 b2 bc 30 b6 fd ee 3c c0 f1 f8 17 26 84 6a ed cd bb 9b 05 40 cf f4 9f 19 85 c5 ed 77 e7 cc 13 7c 7e 74 
bc a7 50 fa 70 6e 3d 0f 10 b4 1e ed ef 8b 6e 64 ae ac 17 ab 0a 04 bc 8f f6 c3 4a 66 31 63 1e 79 cc 3f 19 2b d5 a6 b7 9a 
7d d7 98 bf d3 9f 2a 25 4b cd 29 1f f3 c7 7c f3 99 f6 83 c3 59 c6 71 62 16 74 0f 18 5b d5 a5 45 e2 84 33 3b a0 b7 2d c8 34 
fb e2 29 dc b8 8e 7a a3 7c 86 a3 4f 07 dd fe 7c ad 58 6d 94 59 b4 db df e5 5f ce 37 cd 93 02 de 63 5d 7e eb ca 66 b1 6a 
4e bc 43 d1 e3 bd e5 da b9 a5 42 0d 15 09 7a 5f 1e 8f f8 33 a5 b7 17 4c e0 f2 44 ef 53 63 b6 b5 92 f8 c9 3d 80 a0 f7 0f 8e 
c6 42 30 b7 f9 ca 9c 07 78 bc e7 d9 83 ca a9 e1 e9 e5 77 97 05 f8 fd 47 3a 43 1e 86 bb b8 7f 23 81 1c 8e 3e 31 26 c0 57 
a2 2b d3 3b 25 f8 e6 44 4f 14 02 fe 6f 4e fe c5 
Data Ascii: _0<&j@w|~tPpn=ndJf1cy?+}*%K)|Yqbt[E3;-4)z|O|XmY_7c]~fjNCBz_3LDSc=B0xwG:C#>1&W+;%DOoN

2022-04-20 13:11:09 UTC 3254 IN Data Raw: c5 3d 72 8f 54 70 cb ae 38 6b c3 bd d9 84 e7 9f 10 9c 6f e2 79 9f d0 7a a4 25 7b d1 06 80 fb d6 ff 57 ea 95 8a 
6e d1 25 30 9e d2 45 59 e1 98 f6 6e 83 c0 c8 bb 79 37 ac 89 c1 e8 11 0f 0d bf af bf df 12 20 9b 56 23 c4 00 0e 6a 54 73 
71 d3 38 a6 c7 24 c2 e7 0d 51 f2 d6 89 a1 4b 43 ca ac 41 38 1e d5 25 17 84 53 f1 8f cb 12 4f ea 12 18 0e 74 49 96 c8 25 
c8 24 03 70 20 49 8a 44 38 9c ee 8d b9 60 b8 58 de d9 36 64 dd c6 4f fa 86 65 20 ad 36 40 70 d0 30 19 4f f5 96 4c c7 94 
35 02 63 a9 0e 30 d2 9a 18 85 fe 01 4f f3 d9 12 93 2a 57 13 77 50 2e 26 7b 00 86 e8 8e 2d 7b 48 70 5d 34 f8 50 c3 53 98 
2e d7 c5 18 e6 b2 fd 19 06 b0 5e 07 01 77 cb 96 a5 a8 8c 5c 56 44 01 57 37 8e 4d 03 84 2f 3c 31 99 72 7d 04 84 7a bd 62 
81 18 8f a5 fa fa 19 84 03 7b f9 01 01 38 3c 24 46 e7 
Data Ascii: =rTp8koyz%{Wn%0EYny7 V#jTsq8$QKCA8%SOtI%$p ID8`X6dOe 6@p0OL5c0O*WwP.&{-{Hp]4PS
.^w\VDW7M/<1r}zb{8<$F

2022-04-20 13:11:09 UTC 3270 IN Data Raw: b0 bb 2f 3a 9b 5f ab 32 80 54 f0 f9 bd 00 e3 db fb ff db 95 ce 44 b3 66 9f 7d 70 a8 0f b8 b9 99 37 9b f8 82 07 
65 39 2c 26 e2 0e fa 55 b3 63 f4 c2 e8 44 8a f1 88 fd db db 86 0d 04 5c cd 89 a4 2b 3a 76 69 ed e1 41 5d 9d cb dc ca 8b 
4d a6 d0 b8 9a 85 07 c2 cc 5f 05 2e 24 ff 49 75 ba 7f 4f 0a 78 c4 7e f3 41 a9 c1 88 eb ae 81 90 2e ee ee e3 95 27 06 93 
c1 b9 fc 9d 92 28 e7 1b ce 8a ec 5a 42 e4 3b 5b 64 59 57 ef 05 89 fc bd d8 74 e0 70 aa 37 bc 50 3a 9f 01 08 7b e3 82 d7 
bb b7 eb 42 0e 20 ac 56 26 e2 2c d0 2f 44 00 3e df fa 7c 4b 54 ed da db aa 22 15 0e fc 5c 41 6f 5a d8 69 d5 e9 87 d0 d2 
0e aa 31 e2 f7 41 65 77 ac 3b b0 5c 5d ac 32 08 a9 c0 e9 01 e1 21 f0 da 02 98 10 72 3d 05 a2 1a 88 50 b2 33 b5 9e 30 
c1 72 72 26 08 28 db ef 2c 0f 86 72 66 c6 68 6a 05 e7 cc 
Data Ascii: /:_2TDf}p7e9,&UcD\+:viA]M_.$IuOx~A.'(ZB;[dYWtp7P:{B V&,/D>|KT"\AoZi1Aew;\]2!r=P30rr&(,rfhj

2022-04-20 13:11:09 UTC 3286 IN Data Raw: 60 64 a2 c7 7a cf 17 18 63 49 78 0e f1 49 ad 6a 87 2d 58 85 d7 4b 44 21 30 44 c1 e6 76 f5 70 9f a6 10 ca e6 
6a 93 08 38 bd 19 d7 fa 13 15 f3 d4 ba 78 0a 1f ac 4e 67 74 65 ad b1 22 ec d7 e8 bd 95 4c 84 51 69 f9 45 9b 2f f2 14 2a 
c1 de 28 05 d2 86 cc 24 6c cd 88 64 7f 81 90 35 6e 88 ec d3 1e 3f 8f 72 47 b2 e7 8d af a2 11 38 4d 74 2b 27 53 db 26 a8 
0d 25 e7 b0 1b b0 ef db 29 63 2e 24 0d 4b 80 49 8e f7 a5 e8 5f a8 2f 84 8f 44 92 6f 43 e0 78 55 b7 bf 58 0f 84 ff 88 5f bf 
27 3f 80 4f d7 3e 59 0b e6 61 cd fe a7 0b 93 69 e0 9a c7 98 7f f5 6e a9 b9 6f 70 a5 f8 d9 0a 11 40 fc 9b 4b df 3f 9a 88 ad 
e4 df 5d d0 16 9b 9f e6 8f 66 09 e7 8b 15 3b b0 3e 96 76 c1 00 4e 12 4a 5c 63 ea d1 54 54 b9 5e 2b db 04 c6 48 4c a4 65 
19 4d a4 d0 bf 5c db 9f a8 da 73 8d 70 95 8a 3a c4 
Data Ascii: `dzcIxIj-XKD!0Dvpj8xNgte"LQiE/*($ld5n?rG8Mt+'S&%)c.$KI_/DoCxUX_'?O>Yainop@K?]f;>vNJ\cTT^
+HLeM\sp:

2022-04-20 13:11:09 UTC 3302 IN Data Raw: 7f 36 3e 6f 92 04 31 77 c1 be c6 94 e1 ad 73 61 a9 0e e1 80 a0 d3 a1 48 44 c9 58 42 86 ab c9 1f 57 b7 8a d4 
01 61 72 00 f4 6b 87 a3 1a 5d ad 6f b6 c0 45 fb b7 85 23 71 e0 5a ad 64 03 29 75 5f cc 01 10 52 76 47 36 5a c4 65 fb 74 
c9 11 da a8 ec 50 d5 8a 69 6a 1b e8 19 a2 af 6d eb 0e 9b f6 e9 8d e9 2a b0 69 d8 b6 a6 2a 28 35 37 0d 85 1c 7c 75 47 
34 c4 d8 3b 98 ad df d8 04 9f 5f 37 ec 64 68 a3 7a 33 43 2a 51 d5 b1 5c 34 83 50 01 fb e6 8e 3d 3b 81 34 fe 23 fd cd 75 
06 e1 cc 3a 5f 8f e8 bf 5f 16 67 fd ee d2 81 d1 be be 56 eb fc 5d 3f 11 26 30 96 72 00 90 d0 bd 3d 5e a8 7c ef ea 15 ef 4a 
f7 8a 78 71 b8 57 14 d7 0e 8f 5c d8 04 76 76 f5 f5 02 8c 64 d7 8e ae 5b 05 e0 e4 b0 48 0e f7 8e 61 1a 20 0c f7 88 ef dc bf 
ed ec 1a 01 d0 34 31 c6 07 d2 f3 55 20 ac 05 77 a1 4a 
Data Ascii: 6>o1wsaHDXBWark]oE#qZd)u_RvG6ZetPijm*i*(57|uG4;_7dhz3C*Q\4P=;4#u:__gV]?&0r=^|JxqW\vvd[Ha 41U 
wJ

2022-04-20 13:11:09 UTC 3318 IN Data Raw: 19 69 7d 22 b3 6d ce 55 45 ca f0 58 7e 5f 0e 38 d4 fd d1 ca 4a 83 a8 3b 22 78 bc 99 c8 40 6c cd 00 36 8d 7c 
4c 38 10 88 31 f9 74 e3 60 3a a9 4d 57 36 1b 9e 38 aa b9 66 b6 a5 ae 4c 92 be 01 a3 9d ab 1a 6a aa 30 51 67 a3 44 96 
44 6a b7 f3 0c f6 f4 b1 c8 b1 44 84 76 9c d3 15 9b 81 b1 48 5e 13 9f ce 34 4b 4e 70 06 9d 00 46 d9 dd 70 7a 55 17 55 be 
6c 2b 50 a9 c9 53 76 9a 4c de f2 69 10 d4 e0 06 cb 32 bd dc 26 01 24 c7 7c a1 54 d8 b3 1e f3 a2 42 a2 fb a8 78 c8 1d 5a 
45 b4 c6 c8 01 c3 85 2b 21 be 15 a9 48 d1 b1 a7 72 9b d6 6c 2b 52 65 b9 38 8a 30 bf 37 b4 db 32 75 68 3c cb 82 52 7e 
82 4a 2d c6 6c b8 75 dc e6 bf 49 81 80 16 24 25 e2 d6 26 cc 1c 6a 1c 49 df 6c a5 88 49 15 a8 3a fe 9d e9 d4 1d a9 d8 55 
db 4f 56 bb 23 11 65 bb d9 74 c1 0a 98 80 81 18 b0 6d 36 3d 00 
Data Ascii: i}"mUEX~_8J;"x@l6|L81t`:MW68fLj0QgDDjDvH^4KNpFpzUUl+PSvLi2&$|TBxZE+!Hrl+Re8072uh<R~J-luI
$%&jIlI:UOV#etm6=

2022-04-20 13:11:09 UTC 3334 IN Data Raw: 73 3d 19 7d 72 6b 74 13 20 b4 c5 be bd 3f 19 03 36 aa af 4e 01 0a 3d d5 df 95 61 74 65 9e 1a 78 75 0a e8 49 
b5 25 c5 b1 9c ea 9a ad 02 ed 49 ef d8 12 2a 03 6c da 9a ca 20 d4 9b 00 30 55 7a d4 16 01 2b 8b db 60 e0 ca 6a 3a 36 
dc 59 6b 5e 9a 6f d8 00 e3 d2 ea dc 76 5c 2d 0b cb 00 00 cb f5 d7 27 77 ba 0a 87 ac b6 08 3b 4c b8 02 22 bc b3 b3 1b ba 
33 b1 78 d7 16 80 4c b9 09 e3 3d c4 01 87 6a 67 16 a2 bf 29 21 f2 15 23 a1 c8 1d 30 0a 89 fd 6d 4d eb 66 51 bc 92 d4 be 
b9 3f 9b 68 5a af 8f 0b 37 d7 1f 1e 16 28 ed bf 5d dd 30 18 0f 75 3e 7f 1c 20 f4 77 fe ec f3 9a 45 f8 da 91 44 02 48 25 be 
73 fc 1f 3e 07 8e e4 73 19 80 a0 6b 5f 1a 9e 1b 05 7a 5c 14 50 d3 4e 16 3e 5c 00 3a f3 9e 6a 1a 60 24 35 6f 3c c4 35 99 
a9 41 52 5b 50 9c 43 cd 24 cc 6d 5b 96 a6 01 80 69 31 03 
Data Ascii: s=}rkt ?6N=atexuI%I*l 0Uz+`j:6Yk^ov\-'w;L"3xL=jg)!#0mMfQ?hZ7(]0u> wEDH%s>sk_z\PN>\:j`$5o
<5AR[PC$m[i1

2022-04-20 13:11:09 UTC 3350 IN Data Raw: 6c 90 20 16 57 f6 c5 63 34 d3 ac 39 04 c2 c9 64 52 11 96 50 4b a6 c9 a6 5f d3 94 6c 02 61 d9 fa ac da a5 99 
3c db 52 23 ca 37 d9 22 84 76 b8 ef fe b5 ff 64 ca 62 48 c5 21 91 0d 00 46 bb ea a0 6c 8b 49 71 40 7f 22 cd 20 74 eb 17 
6b 40 8f d6 ee 46 2e 75 eb 8a 01 58 fe 0f ae 9a 04 e0 42 fd e1 64 b7 5e b2 ce d7 54 62 56 30 db 9a 6b f9 26 1a e4 d1 5f 
39 64 5e e5 a9 75 03 17 3e 02 b3 03 0f 71 f1 b6 3a 0e 47 a3 55 44 48 87 17 4f a4 48 88 70 40 2c 65 16 3a 65 cf ef d9 09 
e9 18 bd e4 58 d5 cd de 25 17 4d 3e 98 18 8a 6f 5a 57 6b a2 0c ff 46 fb 99 1c c3 70 fe ff be be f4 39 8e f3 bc f3 f7 f4 31 d3 
73 62 00 0c 80 01 78 00 e0 4d f1 12 24 8a 14 57 94 e8 58 4e 5c 5e 67 9d c8 de 8d 2d 57 2a b5 55 9b 2f f9 27 52 b5 7f c1 
7e cc 6e 6d 92 ad c4 eb 92 ed 58 b6 d7 b2 64 5b a2 
Data Ascii: l Wc49dRPK_la<R#7"vdbH!FlIq@" tk@F.uXBd^TbV0k&_9d^u>q:GUDHOHp@,e:eX%M>oZWkFp91
sbxM$WXN\^g-W*U/'R~nmXd[

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

80 192.168.2.5 49886 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:28 UTC 5749 OUT GET / HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:28 UTC 5750 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:28 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 13212
Connection: close
Expires: Wed, 17 Aug 2005 00:00:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
Cache-Provider: CLOUDWAYS-CACHE-DE
Content-Encoding: gzip
Vary: Accept-Encoding

2022-04-20 13:11:28 UTC 5750 IN Data Raw: 1f 8b 08 00 00 00 00 00 02 03 ed 7d db 72 db 38 d6 ee 7d 9e 02 a3 a9 e9 cc d4 84 16 4f 92 28 77 ec 19 c7 71 
3a 9e 8e 63 8f ed 74 fe a9 ae 2e 17 48 82 12 2d 9e 4c 90 3a f8 af ae 9a fb 7d b9 af fe 17 d8 2f b1 ef f6 a3 cc 93 6c 2c 00 
92 48 1d 1c 51 96 dd 52 3a d5 d5 8e 88 e3 87 85 85 85 05 60 61 e1 f5 1f dc d8 c9 46 09 41 dd 2c 0c 0e 5f c3 5f 14 e0 a8 
73 50 23 91 f2 e9 aa c6 82 08 76 0f 5f 87 24 c3 c8 e9 e2 94 92 ec a0 f6 e9 fa 9d 62 d5 64 68 84 43 72 50 eb fb 64 90 c4 
69 56 43 4e 1c 65 24 62 a9 06 be 9b 75 0f 5c d2 f7 1d a2 f0 8f 57 c8 8f fc cc c7 81 42 1d 1c 90 03 ed 15 a2 dd d4 8f 7a 4a 
16 2b 9e 9f 1d 44 31 2b 35 60 01 28 25 c1 41 2d 49 63 cf 0f 48 0d 75 53 e2 1d d4 ba 59 96 d0 fd 7a bd 13 26 9d bd 38 ed 
d4 87 5e 54 d7 b4 32 10 9c 24 81 ef e0 cc 8f 23 05 
Data Ascii: }r8}O(wq:ct.H-L:}/l,HQR:`aFA,__sP#v_$bdhCrPdiVCNe$bu\WBzJ+D1+5`(%A-IcHuSYz&8^T2$#

2022-04-20 13:11:28 UTC 5758 IN Data Raw: f9 1e 75 72 df 25 01 9c 95 ac e5 07 93 84 e0 f2 92 40 89 c8 8d 9d 3c e4 6b 00 70 ba e6 14 5e 29 61 eb 93 94 
8f 03 be 18 a0 f2 9d 92 6d 95 b5 7a 0b bb 2e 76 8b 6f 6f 94 42 76 45 d6 ea a6 a5 79 d8 78 46 59 2b 6b fc 26 6b 77 53 8f 
b5 a6 b2 b6 d1 7a ac ac 2d eb b1 f4 f7 21 6b 4f 3f 5e 9f 5c 1e 1d 83 5b 61 f4 f9 f4 fa bd d8 68 39 3f ba 7c 8b ce df 4d 37 
5a d6 11 b5 1f 49 36 88 d3 1e 7f 37 a3 a8 25 bf 42 60 fd e2 67 19 81 df 1e 93 c1 14 71 93 3b 3a de 7a 89 48 b0 b5 7a 6d 
b3 65 9b 86 59 7c 5e a3 1c b2 2b b2 96 68 1e c1 8d e7 f4 29 2c 6b fc 26 6b 77 5f d6 5a 8f 90 b5 3a ec 19 c8 47 7e 6e a6 
8f fc dc 18 bf 13 81 cb 56 ee d7 a2 f5 e8 c3 a4 f5 b0 73 b0 f6 c6 01 6c 17 88 39 0b 44 6b 94 a5 be 9d 33 0d 37 8b d1 d8 
87 f1 ab d9 fd ec d2 5e 36 68 bf 79 b8 21 27 c2 15 c5 
Data Ascii: ur%@<kp^)amz.vooBvEyxFY+k&kwSz-!kO?^\[ah9?|M7ZI67%B`gq;:zHzmeY|^+h),k&kw_Z:G~nVsl9Dk37^6hy!'

Session ID Source IP Source Port Destination IP
Destination
Port

Process

81 192.168.2.5 49887 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:28 UTC 5749 OUT GET /wp-content/uploads/elementor/thumbs/Aeris_CMYK_NEW-ozbyn3be7ukzv20swds0lbl93ijibv9z0wm022tiy4.jpg 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:28 UTC 5763 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:28 GMT
Content-Type: image/jpeg
Content-Length: 2344
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-928"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:28 UTC 5763 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff fe 00 3b 43 52 45 41 54 4f 52 3a 20 67 64 2d 6a 
70 65 67 20 76 31 2e 30 20 28 75 73 69 6e 67 20 49 4a 47 20 4a 50 45 47 20 76 36 32 29 2c 20 71 75 61 6c 69 74 79 20 
3d 20 38 32 0a ff db 00 43 00 06 04 04 05 04 04 06 05 05 05 06 06 06 07 09 0e 09 09 08 08 09 12 0d 0d 0a 0e 15 12 16 
16 15 12 14 14 17 1a 21 1c 17 18 1f 19 14 14 1d 27 1d 1f 22 23 25 25 25 16 1c 29 2c 28 24 2b 21 24 25 24 ff db 00 43 01 
06 06 06 09 08 09 11 09 09 11 24 18 14 18 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 
24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 ff c0 00 11 08 00 1e 00 78 03 01 22 00 02 1
1 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 
Data Ascii: JFIF``;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82C!'"#%%%),($+!$%$C$$$$$$$$$$$$$$$$$
$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$x"
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

82 192.168.2.5 49888 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:28 UTC 5750 OUT GET /wp-content/uploads/elementor/thumbs/AirgainLogo_memberpage-pn0tzsi5bfak7q1acc3rghrjpli4tju4ifc3uwsug0.png 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:28 UTC 5766 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:28 GMT
Content-Type: image/png
Content-Length: 5289
Last-Modified: Mon, 11 Apr 2022 14:43:59 GMT
Connection: close
ETag: "62543eaf-14a9"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:28 UTC 5766 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 78 00 00 00 50 08 06 00 00 00 d2 9b b1 89 00 00 
14 70 49 44 41 54 78 da ed 9b 79 7c 54 e5 b9 c7 9f 73 66 e6 cc be 64 32 5b 66 26 fb 1e 02 01 09 a0 a0 b4 a2 d2 6a 8b 
68 11 af 5b 45 ec ad d2 a2 ad b7 d5 7e ae 6d ad d5 6a ad d5 7b 6f 6d 6d 6b d0 7e 6a 71 c3 48 65 69 04 34 40 d8 13 71 0
8 64 9b ac 93 99 c9 64 32 fb be 9e 39 cb 7b ff 60 29 24 41 41 68 1b fb 39 df 3f f3 9c f3 9e f7 7d 7e 79 9f f7 79 9e 37 01 e0 
e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 e0 
e0 e0 e0 e0 e0 e0 f8 07 11 cd 66 0b 6d c1 a0 ec 52 c6 c0 39 37 ce 5c 12 e9 b4 66 c0 36 fa 9d 37 db 0e 6a 10 42 9c c0 5f 
34 28 84 94 c3 81 d4 e2 ad fd 0e e1 74 76 1f c3 74 d9 03 a1 76 
Data Ascii: PNGIHDRxPpIDATxy|Tsfd2[f&jh[E~mj{ommk~jqHei4@qdd29{`)$AAh9?}~yy7fmR97\f67jB_4(tvtv

Session ID Source IP Source Port Destination IP
Destination
Port

Process

83 192.168.2.5 49889 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:28 UTC 5771 OUT GET /wp-content/uploads/elementor/thumbs/AVSystem_logo-ozc9bm4k0yyrcdhck3eq3selh1a26csyw45qo2onl4.jpg 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:29 UTC 5772 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:29 GMT
Content-Type: image/jpeg
Content-Length: 1360
Last-Modified: Thu, 03 Dec 2020 21:33:48 GMT
Connection: close
ETag: "5fc959bc-550"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:29 UTC 5772 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 43 00 06 04 05 06 05 04 06 06 05 06 07 
07 06 08 0a 10 0a 0a 09 09 0a 14 0e 0f 0c 10 17 14 18 18 17 14 16 16 1a 1d 25 1f 1a 1b 23 1c 16 16 20 2c 20 23 26 27 
29 2a 29 19 1f 2d 30 2d 28 30 25 28 29 28 ff db 00 43 01 07 07 07 0a 08 0a 13 0a 0a 13 28 1a 16 1a 28 28 28 28 28 28 
28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 
28 28 28 28 28 ff c0 00 11 08 00 24 00 78 03 01 22 00 02 11 01 03 11 01 ff c4 00 1c 00 01 00 03 00 03 01 01 00 00 00 00 
00 00 00 00 00 00 05 06 07 02 03 04 01 08 ff c4 00 30 10 00 01 03 03 03 02 06 00 04 07 00 00 00 00 00 00 01 02 03 04 
00 05 11 06 12 21 13 31 07 14 22 41 51 61 32 33 42 71 15 16 23 81 a1 
Data Ascii: JFIFC%# , #&')*)-0-(0%()(C((((((((((((((((((((((((((((((((((((((((((((((((((($x"0!1"AQa23Bq#

Session ID Source IP Source Port Destination IP
Destination
Port

Process

84 192.168.2.5 49890 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:29 UTC 5771 OUT GET /wp-content/uploads/elementor/thumbs/beamLive-tag-p5pkcod7nzfoybeovqs06olcb7nesc0sht0h63d0oo.png 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
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2022-04-20 13:11:29 UTC 5773 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:29 GMT
Content-Type: image/png
Content-Length: 8756
Last-Modified: Wed, 14 Apr 2021 15:04:11 GMT
Connection: close
ETag: "6077046b-2234"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:29 UTC 5773 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 78 00 00 00 2c 08 06 00 00 00 ae 7b 7c 33 00 00 
21 fb 49 44 41 54 78 da ed 7b 79 54 93 77 ba ff f3 be 79 f3 66 21 09 90 8d b0 83 40 48 d8 77 10 05 84 2a 2e 74 14 77 5c 
db 63 ab d6 ab 9d b6 d7 39 d3 76 da db f9 dd df 74 ee d8 51 eb 56 db 52 a7 53 b1 6a 6d ad 4b 5d 5a a9 20 9b 80 40 10 
11 90 25 2c 61 0b 90 0d 02 21 7b f2 fe fe 18 f0 62 c0 16 db a9 77 6e cf ef 39 e7 3d 27 e7 e4 fd 6e cf e7 d9 9f ef 8b c8 64 
b2 c8 ba ba 3a 37 8b c5 02 53 89 42 a1 80 50 28 34 71 b9 dc 7a 2e 97 6b 1a 36 43 9c d1 0e 34 78 2a 64 02 00 fd 53 59 
89 06 08 38 83 01 90 a7 b1 18 42 02 18 b1 01 d8 9f c6 5a 88 0d 70 fc 1e d6 d0 d0 f0 c6 7b ef bd b7 7c 6c 6c ec 91 ff 9d 
9c 9c c0 db db db 1c 1d 1d 5d bc 7a f5 ea 0f 6f d8 45 47 25 2a 
Data Ascii: PNGIHDRx,{|3!IDATx{yTwyf!@Hw*.tw\c9vtQVRSjmK]Z @%,a!{bwn9='nd:7SBP(4qz.k6C4x*dSY8BZp{|ll
]zoEG%*

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

85 192.168.2.5 49892 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:29 UTC 5782 OUT GET /wp-content/uploads/elementor/thumbs/Blues-Wireless-p4p0eu3v587wmojyu528tb1l8fa3dp5pv2cz7h0z2u.png 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:29 UTC 5783 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:29 GMT
Content-Type: image/png
Content-Length: 2250
Last-Modified: Wed, 24 Mar 2021 15:05:56 GMT
Connection: close
ETag: "605b5554-8ca"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:29 UTC 5783 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 78 00 00 00 0f 08 06 00 00 00 2f 43 0b ab 00 00 08 
91 49 44 41 54 58 c3 ed 98 09 6c 54 45 1c c6 bb 6d b7 f6 a4 50 7b b0 bb 85 8a 80 e0 51 2f 40 ba 5b 61 db 28 46 0c d2 
76 bd 8d 46 11 5e 8d 67 4c 8c a2 88 74 17 44 8d 12 2f 3c 51 14 cf 18 bc c1 78 0b 88 8a 51 03 78 a0 22 a2 12 e5 50 04 
3c a8 27 14 fc be 79 df 2e d3 e7 ae a8 35 31 21 36 f9 65 fb de cc bc 37 6f be f9 5f 93 d5 d8 9a 78 01 6c 07 6f 36 b4 c6 bb 
67 fd c9 1f da 87 a2 df 77 a0 03 9c 9e b5 8b fc 85 22 b1 c1 e0 1b b0 1e 1c fc 6f 3d 37 18 6e c9 c1 f3 ee 05 ef 87 c2 2d 95 
ff c9 c7 41 a8 17 25 f0 5b 10 b0 c7 4e 04 ae b3 04 1e b3 0b 09 bc 8f 11 c1 65 e0 ff 02 ef 6a 02 bb 42 f4 27 c1 48 2c 7b d7 
15 d8 89 97 e3 b7 1a ec 07 fa 34 3a 89 fc 86 71 93 33 
Data Ascii: PNGIHDRx/CIDATXlTEmP{Q/@[a(FvF^gLtD/<QxQx"P<'y.51!6e7o_xlo6gw"o=7n-A%[NejB'H,{4:q3

Session ID Source IP Source Port Destination IP
Destination
Port

Process

86 192.168.2.5 49891 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:29 UTC 5782 OUT GET /wp-content/uploads/elementor/thumbs/BICS-p9522df1dhxer83sfdjsapj7aasbp8c9egabga0h84.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:29 UTC 5785 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:29 GMT
Content-Type: image/png
Content-Length: 3209
Last-Modified: Thu, 24 Jun 2021 13:45:15 GMT
Connection: close
ETag: "60d48c6b-c89"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes
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2022-04-20 13:11:29 UTC 5785 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 78 00 00 00 52 08 06 00 00 00 9f 53 10 82 00 00 0c 
50 49 44 41 54 78 da ed da 79 70 1b d7 79 00 f0 6f 17 d7 02 58 10 20 40 80 07 48 2c 01 82 e0 2d 92 31 6d c9 b6 14 49 
49 6b 57 d5 44 ed 8c 26 76 c7 69 ab b4 6e 6d 4f d5 71 27 b1 eb e4 8f 5e 93 76 d2 d4 c7 58 9d 4e 67 9c b1 d4 d4 55 d3 
cc d8 e3 aa 75 64 2b ce 0c 0f 89 a6 2e 83 16 69 11 24 40 10 24 96 00 84 63 71 2c 2e ee e2 da d7 3f a4 b4 4e 86 76 a8 9
2 50 a5 fa fd 66 f8 1f f0 f1 bd f7 ed 7b ef 7b 6f 01 80 61 18 86 61 18 86 61 18 86 61 18 86 61 18 86 61 18 86 61 18 86 61 
18 86 61 18 86 61 18 86 61 18 86 61 77 31 a2 9e c1 c7 c7 c7 69 00 38 42 51 14 ed 72 b9 a6 cd 66 f3 12 1e f2 3b 4b 5e cf 
e0 1f 7c 30 67 02 10 be ab d7 d3 4c 53 53 d3 d3 00 80 13 fc ff 
Data Ascii: PNGIHDRxRSPIDATxypyoX @H,-1mIIkWD&vinmOq'^vXNgUud+.i$@$cq,.?NvPf{{oaaaaaaaaaaaaw1i8BQrf;
K^|0gLSS

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

87 192.168.2.5 49893 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:29 UTC 5788 OUT GET /wp-content/uploads/elementor/thumbs/digi-logo-ozc9boy2lh2mb7d93mmlt9oz96w5tg45wi473wkhb2.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:30 UTC 5789 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:30 GMT
Content-Type: image/jpeg
Content-Length: 1474
Last-Modified: Thu, 03 Dec 2020 21:33:49 GMT
Connection: close
ETag: "5fc959bd-5c2"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:30 UTC 5789 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 43 00 06 04 05 06 05 04 06 06 05 06 07 
07 06 08 0a 10 0a 0a 09 09 0a 14 0e 0f 0c 10 17 14 18 18 17 14 16 16 1a 1d 25 1f 1a 1b 23 1c 16 16 20 2c 20 23 26 27 
29 2a 29 19 1f 2d 30 2d 28 30 25 28 29 28 ff db 00 43 01 07 07 07 0a 08 0a 13 0a 0a 13 28 1a 16 1a 28 28 28 28 28 28 
28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 
28 28 28 28 28 ff c0 00 11 08 00 43 00 78 03 01 11 00 02 11 01 03 11 01 ff c4 00 1c 00 01 00 02 02 03 01 00 00 00 00 00 
00 00 00 00 00 00 06 07 01 08 02 04 05 03 ff c4 00 41 10 00 01 03 03 01 04 04 08 09 0d 00 00 00 00 00 00 01 00 02 03 
04 05 11 06 07 12 21 51 08 13 31 61 22 36 37 41 72 74 b1 b2 24 34 53 
Data Ascii: JFIFC%# , #&')*)-0-(0%()(C(((((((((((((((((((((((((((((((((((((((((((((((((((CxA!Q1a"67Art$4S

Session ID Source IP Source Port Destination IP
Destination
Port

Process

88 192.168.2.5 49894 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:29 UTC 5789 OUT GET /wp-content/uploads/elementor/thumbs/Fibocom-phlzrd0h0at96kfgky5wpmix0l4qpvzplxpoyxhxyk.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:30 UTC 5791 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:30 GMT
Content-Type: image/png
Content-Length: 3469
Last-Modified: Thu, 16 Dec 2021 18:10:29 GMT
Connection: close
ETag: "61bb8115-d8d"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:30 UTC 5791 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 78 00 00 00 1e 08 06 00 00 00 e7 c9 da 95 00 00 
0d 54 49 44 41 54 68 de ed 98 7b 74 d4 d5 9d c0 3f f7 37 8f cc 64 66 92 cc 64 12 f2 7e 10 02 49 20 08 08 18 40 04 e1 b4 
7a f0 1c 6a 8f ba 1e d7 57 d7 ee 9e 6d 77 bb 2e 55 8b d6 ba ba 67 5b eb 1e db ba 3d f6 61 3d ab 5b db e5 f8 a8 16 7b 58 
05 51 a1 21 c8 2b 06 13 13 42 08 c9 10 f2 9c 64 9e c9 bc 9f bf bb 7f 24 51 d0 40 c1 d2 b3 fb c7 7c fe 9a 33 f7 7b 7f f7 de 
ef f7 de ef 0b 32 64 c8 90 21 43 86 0c 19 32 64 c8 90 21 c3 39 88 cb 11 76 4f 4a 73 8f 9f 55 fe 14 b7 9e 18 42 db ed 83 98 
6f 6e 59 4b 36 5c 7f 15 3b 6e ab e1 d8 13 7b b8 ff 8c 97 da c5 25 24 be b5 91 67 0b cd f4 bb bd 14 f6 4c f2 55 45 25 b4 
7e a1 d8 91 31 c5 5f 06 ed a5 08 bd d7 2b 75 83 11 be 
Data Ascii: PNGIHDRxTIDATh{t?7dfd~I @zjWmw.Ug[=a=[{XQ!+Bd$Q@|3{2d!C2d!9vOJsUBonYK6\;n{%$gLUE%~1_+u

Session ID Source IP Source Port Destination IP
Destination
Port

Process

89 192.168.2.5 49895 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:30 UTC 5794 OUT GET /wp-content/uploads/elementor/thumbs/floLive-p6rtqxb2aj9s4km60o7jcrkuh7cdjzznyy4totc4vc.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:30 UTC 5795 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:30 GMT
Content-Type: image/png
Content-Length: 1924
Last-Modified: Thu, 06 May 2021 14:36:20 GMT
Connection: close
ETag: "6093fee4-784"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:30 UTC 5795 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 78 00 00 00 44 08 06 00 00 00 4a dc f1 04 00 00 
07 4b 49 44 41 54 78 da ed 9d 69 6c 15 55 14 c7 7f af 7d b6 42 81 82 e2 86 2c a2 56 14 15 11 b7 c4 49 d4 48 c8 20 ee 
5b 46 f9 82 fb 82 31 71 41 0d 31 1a 97 b8 c7 25 2a 5f 8c 1a a3 92 30 6c 26 2e 89 03 88 eb 88 08 9a 48 01 59 54 04 54 10 
17 28 a5 50 ca 7b 7d 7e b8 67 d2 cb 48 a7 af 2d 34 f3 e8 f9 27 93 d7 79 73 ef bc e9 fd cf b9 67 bd 33 a0 d8 af 91 b1 77 
1c d7 2b 03 4e 06 fa e8 d0 94 24 36 86 81 bf da fe 22 1b 6b 70 20 f0 1c e0 e8 58 95 24 de 04 ee 4c 22 38 22 b9 a7 8e 55 
49 a2 22 fe 45 36 a1 f1 16 e0 0b a0 49 c7 2d d5 e8 03 9c 23 82 49 7b 08 5e 03 dc 0c fc ab 63 98 6a 0c 07 e6 74 84 e0 02 
90 0b 03 3f a7 63 98 5e 38 ae 97 c8 4f 99 0e d1 fe 0d 25 58 09 
Data Ascii: PNGIHDRxDJKIDATxilU}B,VIH [F1qA1%*_0l&.HYTT(P{}~gH-4'ysg3w+N$6"kp X$L"8"UI"E6I-#I{^cjt?c^8O%X

Session ID Source IP Source Port Destination IP
Destination
Port

Process

9 192.168.2.5 49781 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:08 UTC 975 OUT GET /wp-content/uploads/2020/03/rfps.jpg HTTP/1.1
Host: www.iotm2mcouncil.org
Connection: keep-alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.
121 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://www.iotm2mcouncil.org/wp-content/cache/breeze-minification/css/breeze_22215f59e0654c4cae90121
51dbc3c7c.css
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-04-20 13:11:08 UTC 1164 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:08 GMT
Content-Type: image/jpeg
Content-Length: 51952
Last-Modified: Thu, 03 Dec 2020 22:22:27 GMT
Connection: close
ETag: "5fc96523-caf0"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:08 UTC 1165 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 84 00 06 06 06 06 07 06 07 08 08 07 0a 
0b 0a 0b 0a 0f 0e 0c 0c 0e 0f 16 10 11 10 11 10 16 22 15 19 15 15 19 15 22 1e 24 1e 1c 1e 24 1e 36 2a 26 26 2a 36 3e 
34 32 34 3e 4c 44 44 4c 5f 5a 5f 7c 7c a7 01 06 06 06 06 07 06 07 08 08 07 0a 0b 0a 0b 0a 0f 0e 0c 0c 0e 0f 16 10 11 10 
11 10 16 22 15 19 15 15 19 15 22 1e 24 1e 1c 1e 24 1e 36 2a 26 26 2a 36 3e 34 32 34 3e 4c 44 44 4c 5f 5a 5f 7c 7c a7 ff 
c2 00 11 08 02 58 05 a0 03 01 21 00 02 11 01 03 11 01 ff c4 00 1d 00 00 02 03 01 01 01 01 01 00 00 00 00 00 00 00 00 
00 01 02 03 04 05 06 07 08 09 ff da 00 08 01 01 00 00 00 00 f9 57 ae cd 1f a4 71 38 b7 5d e3 2a e5 f6 6e e8 68 ec e8 bb 
d6 6b 26 0d 84 31 ed b1 0d b1 8c 04 34 a3 0a eb ab 3e 2e 46 bf 
Data Ascii: JFIF""$$6*&&*6>424>LDDL_Z_||""$$6*&&*6>424>LDDL_Z_||X!Wq8]*nhk&14>.F

2022-04-20 13:11:08 UTC 1180 IN Data Raw: 28 c9 46 45 c1 83 e8 df f0 1c 38 49 c3 8c 64 69 5b 78 56 ba fe 83 87 e1 b6 01 df 6d be 83 87 0e 4b 96 b3 50 
cb 39 59 6a 88 40 0a 23 c5 c9 32 de 5f cb cb 4b 42 d1 fd 17 d1 fd 0b d2 fa 48 27 cb d4 84 3f b7 4c 53 93 65 71 a6 22 f7 
39 31 18 ec ad bb 92 d8 c5 0c 33 47 18 35 de cc 54 cc 91 cb 13 c5 34 37 a3 b8 95 9f 4c 69 44 2a f9 45 f4 f9 00 ef bf 6d 
bb ef f6 6f dc 9c 38 72 43 23 4c d1 88 16 05 ec 3e b1 83 07 c3 7f 81 3f 00 36 ed b6 df 51 c3 87 24 cb 59 a8 e5 8c aa 2a ac
2b b2 84 c5 c3 12 74 b5 6f 4a b4 ef 4d e0 a5 f5 75 e2 1f db a5 ad 41 63 22 14 10 60 cd b2 6c e4 70 ab 63 66 cc fb c6 34 
7b 70 38 45 c8 c8 46 4e 0d 0d 88 35 5a f3 af 1d 22 4b 19 51 af ad 46 a7 24 6c 3f 51 c3 84 9c 6c 90 ca 64 30 ad 74 45 fc 
9b e6 ff 00 1d be fd ce 1c 39 26 5a cd 47 27 ca 82 aa 
Data Ascii: (FE8Idi[xVmKP9Yj@#2_KBH'?LSeq"913G5T47LiD*Emo8rC#L>?6Q$Y*+toJMuAc"`lpcf4{p8EFN5Z"KQF$l?Q
ld0tE9&ZG'

2022-04-20 13:11:08 UTC 1405 IN Data Raw: 9b 79 6a 64 8b 45 8e 55 3d 22 8d 3c c6 bc e7 46 f2 dd de 8b 57 c8 6a 0b d3 b9 d4 6a e3 50 c9 8f 81 5f 99 68 
b2 77 6e 5d 84 95 d9 e4 a6 c2 52 58 9d a1 09 d5 5f d2 a5 df 91 b4 ab f1 d2 d8 f8 38 e1 e1 ca ac f3 99 b6 76 bd 57 53 1d 
8e ad 59 bf 8a 59 76 1c 26 8e 2a 46 a6 7e fc b2 45 ce bf 33 fb 7f cb 2e b7 d9 99 3f 93 33 b7 f2 42 fe c5 e9 cb e5 74 26 93 
7d 05 9e 42 cd b1 d4 a9 6b f7 56 a2 49 b5 cc f6 a4 be 42 8d 97 2b 19 d8 b3 b6 eb 17 66 67 15 3b a5 a7 a6 51 42 49 e6 
39 b7 98 e4 cd 1d 85 15 e9 6f 28 ae ac e0 c3 50 87 c3 4e 0b ec bb 77 9f 0d be a7 04 7e 7b 9b a8 fc 59 68 ad cb d2 39 c2 
c8 94 57 7b 72 f4 f6 84 9f 81 79 39 58 93 96 bf 22 d0 8a ec 6c ed 9b 49 d5 c6 62 e9 51 82 e7 39 24 6c 2c 0f 1d 2d 99 46 
58 ba bf 1e 90 3c aa db ae 50 a9 8c 74 28 bf e9 52 ee a2 
Data Ascii: yjdEU="<FWjjP_hwn]RX_8vWSYYv&*F~E3.?3Bt&}BkVIB+fg;QBI9o(PNw~{Yh9W{ry9X"lIbQ9$l,-FX<Pt(R
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2022-04-20 13:11:09 UTC 1421 IN Data Raw: 21 8a cc 5d 6c 7d 0c 8f 0e d5 a3 c3 e9 a3 1f 7e 89 ac 49 ab 4b f4 e3 6a 30 cc b3 7a 7f 0c a4 de f6 bb be e2 a1 
4e 0f 0a 28 76 97 0c d3 52 94 5c 9b 30 bc 47 e3 a4 60 48 6e 31 25 31 cc cd b0 62 d0 78 65 0a 9b a2 8a 84 67 95 b5 95 
30 35 86 51 ce 7b db 53 fa 52 32 47 81 f5 76 ba b2 83 63 a4 d1 28 b5 d1 1e 2c d2 6b 04 e0 e2 ef 08 39 32 29 25 8e 8a b4 
f7 77 1a 69 99 6c 85 37 26 46 2a 2b 17 87 92 3f 82 79 dc 3e 7c 76 fc 78 a1 23 31 44 aa b1 c8 c8 85 11 2b a1 1a 6a 98 96 
06 b7 40 a9 98 bd c3 92 9a c8 d3 8f 62 97 98 46 b1 e2 0c c9 17 e1 23 dd 1a 7a 1f 4e 5a 2a 51 2a d1 c1 28 b4 cc 5a 3c 5d 
a4 c7 4a 22 a5 11 24 ba 9c 22 c5 4a 1f 61 24 ba 14 d2 84 7f 04 ea e1 f8 cf d0 c5 e0 73 1c 99 9b 45 31 2e b8 36 99 46 a6 
62 99 5a 3e fe cc de e9 cb f8 1b 53 49 a2 19 52 42 e1 1a 
Data Ascii: !]l}~IKj0zN(vR\0G`Hn1%1bxeg05Q{SR2Gvc(,k92)%wil7&F*+?y>|vx#1D+j@bF#zNZ*Q*(Z<]J"$"Ja$sE1.
6FbZ>SIRB

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

90 192.168.2.5 49896 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:30 UTC 5795 OUT GET /wp-content/uploads/elementor/thumbs/Ground-Control-clear-pfrm9ohzhfm6w5pxs3qzpeaugd1pxwvqe59zww
pa4m.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:30 UTC 5797 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:30 GMT
Content-Type: image/png
Content-Length: 8511
Last-Modified: Mon, 08 Nov 2021 15:01:12 GMT
Connection: close
ETag: "61893bb8-213f"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:30 UTC 5797 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 78 00 00 00 27 08 06 00 00 00 c4 bc 8c f0 00 00 21 
06 49 44 41 54 78 da ed 7c 77 78 5c c5 b9 f7 3b a7 9f 6d 5a ed 4a 2b 69 25 d9 92 56 b2 25 d9 96 64 23 e3 02 d8 18 53 
1c 30 81 9b 40 70 12 e0 a6 10 3b 1f 37 21 85 84 7c 0e 81 04 48 ee 0d 97 04 92 10 20 76 e8 04 08 a6 05 17 6c 30 6e 18 
37 59 b2 65 4b 56 5f 49 2b 6d d1 f6 7e fa 39 f3 fd 21 cb 98 1a 93 e0 ef 96 87 f7 79 f6 9f dd 33 73 66 e6 37 f3 96 df 3b ef 
22 38 cb 92 48 60 d4 3b 9c e1 b7 76 79 89 88 62 00 00 00 43 00 ac 98 65 81 d9 8d 35 72 95 9d 51 e1 33 39 6b 82 ce 46 
a7 3b da 53 7c 77 30 e1 f6 06 24 8f 2e e1 06 0b cb ae 18 89 a6 cd 79 1d 03 00 00 89 00 6a 8a 19 20 18 ee 90 89 21 8e b
1 84 d1 d9 50 61 1d bb a8 a5 34 eb 70 20 fc 19 2c ff 0d 01 c6 18 
Data Ascii: PNGIHDRx'!IDATx|wx\;mZJ+i%V%d#S0@p;7!|H vl0n7YeKV_I+m~9!y3sf7;"8H`;vybCe5rQ39kF;S|w0$.yj !Pa4p 
,

Session ID Source IP Source Port Destination IP
Destination
Port

Process

91 192.168.2.5 49898 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:30 UTC 5806 OUT GET /wp-content/uploads/elementor/thumbs/ibasis-ozc05efp38xenz4vruw0nm80oyuz2avntpjy9mao4w.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:31 UTC 5806 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:31 GMT
Content-Type: image/jpeg
Content-Length: 2497
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-9c1"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:31 UTC 5806 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff fe 00 3b 43 52 45 41 54 4f 52 3a 20 67 64 2d 6a 
70 65 67 20 76 31 2e 30 20 28 75 73 69 6e 67 20 49 4a 47 20 4a 50 45 47 20 76 36 32 29 2c 20 71 75 61 6c 69 74 79 20 
3d 20 38 32 0a ff db 00 43 00 06 04 04 05 04 04 06 05 05 05 06 06 06 07 09 0e 09 09 08 08 09 12 0d 0d 0a 0e 15 12 16 
16 15 12 14 14 17 1a 21 1c 17 18 1f 19 14 14 1d 27 1d 1f 22 23 25 25 25 16 1c 29 2c 28 24 2b 21 24 25 24 ff db 00 43 01 
06 06 06 09 08 09 11 09 09 11 24 18 14 18 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 
24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 ff c0 00 11 08 00 78 00 78 03 01 22 00 02 1
1 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 
Data Ascii: JFIF``;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82C!'"#%%%),($+!$%$C$$$$$$$$$$$$$$$$$
$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$xx"
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

92 192.168.2.5 49897 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:30 UTC 5806 OUT GET /wp-content/uploads/elementor/thumbs/gurtam-p42eyiw71i7djjnfnc3aklmlxjx9r7gzz6itwj618y.gif HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:31 UTC 5809 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:31 GMT
Content-Type: image/gif
Content-Length: 1745
Last-Modified: Thu, 11 Mar 2021 16:28:50 GMT
Connection: close
ETag: "604a4542-6d1"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:31 UTC 5809 IN Data Raw: 47 49 46 38 39 61 78 00 15 00 f7 8a 00 33 33 33 34 34 34 35 35 35 36 36 36 37 37 37 38 38 38 39 39 39 3a 
3a 3a 3b 3b 3b 3c 3c 3c 3d 3d 3d 3e 3e 3e 3f 3f 3f 40 40 40 41 41 41 42 42 42 43 43 43 44 44 44 45 45 45 46 46 46 47 47 
47 48 48 48 49 49 49 4a 4a 4a 4b 4b 4b 4c 4c 4c 4d 4d 4d 4e 4e 4e 4f 4f 4f 50 50 50 51 51 51 52 52 52 53 53 53 54 54 54 
55 55 55 56 56 56 57 57 57 58 58 58 59 59 59 5c 5c 5c 5d 5d 5d 5e 5e 5e 5f 5f 5f 61 61 61 62 62 62 63 63 63 6a 6a 6a 6c 
6c 6c 73 73 73 cc 00 33 cc 02 35 cd 02 35 cd 03 36 cd 05 37 cc 0a 3a cc 0a 3b cc 0b 3b cd 0c 3c d6 14 47 d7 15 48 d7 
16 49 df 1a 4d df 1b 4e d3 25 51 d2 26 53 d3 2a 56 d3 2b 57 d3 2b 58 e4 23 54 e4 38 63 fb 31 64 fb 32 65 ff 33 66 ff 34 
67 ff 36 69 ff 37 6a ff 3e 71 ff 40 70 ff 48 74 ff 49 74 ff 49 
Data Ascii: GIF89ax333444555666777888999:::;;;<<<===>>>???@@@AAABBBCCCDDDEEEFFFGGGHHHIIIJJ
JKKKLLLMMMNNNOOOPPPQQQRRRSSSTTTUUUVVVWWWXXXYYY\\\]]]^^^___aaabbbcccjjjlllsss35567:;;<GHIMN
%Q&S*V+W+X#T8c1d2e3f4g6i7j>q@pHtItI

Session ID Source IP Source Port Destination IP
Destination
Port

Process

93 192.168.2.5 49900 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:34 UTC 5811 OUT GET /wp-content/uploads/elementor/thumbs/incognito-p9522zz5xisahv70rnatyju9jjp4tytthjxyyx30ug.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:34 UTC 5811 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:34 GMT
Content-Type: image/png
Content-Length: 4596
Last-Modified: Thu, 24 Jun 2021 13:46:40 GMT
Connection: close
ETag: "60d48cc0-11f4"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:34 UTC 5811 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 78 00 00 00 34 08 06 00 00 00 41 fe fc c5 00 00 11 
bb 49 44 41 54 78 da ed 9b 79 74 53 d7 9d c7 7f f7 bd 27 e9 69 97 65 5b 92 6d c9 f2 8a 0d 76 ec d8 18 30 b6 43 20 36 66 
80 9a 40 03 81 b6 93 66 9a 33 e9 32 4d 93 73 3a 3d 39 3d 99 36 a7 3d cd 4c d3 74 ca b4 a7 4d a8 93 a6 59 08 21 29 61 
08 a4 c5 c6 40 c0 b1 31 c6 36 78 c5 8b 2c 90 2c d9 32 96 b5 ef d2 5b ee fc c1 12 87 66 21 dd 06 27 fa 9c a3 7f 74 ee bb 
ef dd df f7 ea b7 dd 27 80 24 49 92 24 49 92 24 49 92 24 49 92 24 49 b2 00 f4 69 2f c0 be 98 88 ed 1e 5c 92 e8 ef 17 0a 
8a 96 70 82 32 a3 19 15 e4 87 92 a6 5c e4 02 73 fd 83 28 32 6c 29 0e 0d f7 3c 98 08 30 0f 86 a7 67 44 62 4d 0a 0b 0a e1 
21 65 7e d9 f3 d2 86 bb 06 45 cb 0a d8 a4 49 17 a1 c0 ac c5 
Data Ascii: PNGIHDRx4AIDATxytS'ie[mv0C 6f@f32Ms:=9=6=LtMY!)a@16x,,2[f!'t'$I$I$I$I$Ii/\p2\s(2l)<0gDbM!e~EI

Session ID Source IP Source Port Destination IP
Destination
Port

Process

94 192.168.2.5 49899 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:34 UTC 5816 OUT GET /wp-content/uploads/elementor/thumbs/ignion-p4qqv9xn8e5wj6kjj1h66x5g3d09t1b3nt3w1f8rf0.gif HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org
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2022-04-20 13:11:34 UTC 5816 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:34 GMT
Content-Type: image/gif
Content-Length: 1679
Last-Modified: Thu, 25 Mar 2021 14:59:37 GMT
Connection: close
ETag: "605ca559-68f"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:34 UTC 5816 IN Data Raw: 47 49 46 38 39 61 78 00 2e 00 f7 91 00 00 00 00 01 01 01 02 02 02 03 03 03 04 04 04 05 05 05 06 06 06 07 
07 07 08 08 08 09 09 09 0a 0a 0a 0b 0b 0b 0c 0c 0c 0d 0d 0d 0e 0e 0e 0f 0f 0f 10 10 10 11 11 11 12 12 12 13 13 13 14 14 
14 15 15 15 16 16 16 17 17 17 18 18 18 19 19 19 1a 1a 1a 1b 1b 1b 1c 1c 1c 1d 1d 1d 1e 1e 1e 1f 1f 1f 20 20 20 21 21 21 
22 22 22 23 23 23 24 24 24 25 25 25 26 26 26 27 27 27 28 28 28 29 29 29 2a 2a 2a 2b 2b 2b 2c 2c 2c 2d 2d 2d 2e 2e 2e 
2f 2f 2f 30 30 30 31 31 31 32 32 32 33 33 33 34 34 34 35 35 35 37 37 37 38 38 38 39 39 39 3a 3a 3a 3b 3b 3b 3c 3c 3c 3d 
3d 3d 3e 3e 3e 3f 3f 3f 40 40 40 41 41 41 42 42 42 43 43 43 47 47 47 49 49 49 4a 4a 4a 4b 4b 4b 4c 4c 4c 4e 4e 4e 4f 4f 
4f 50 50 50 53 53 53 56 56 56 5a 5a 5a 5c 5c 5c 5d 5d 5d 5f 5f 
Data Ascii: GIF89ax.   !!!"""###$$$%%%&&&'''((()))***+++,,,---...///000111222333444555777888999:::;;;<<<===>>>???
@@@AAABBBCCCGGGIIIJJJKKKLLLNNNOOOPPPSSSVVVZZZ\\\]]]__

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

95 192.168.2.5 49901 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:38 UTC 5818 OUT GET /wp-content/uploads/elementor/thumbs/IoT-Launch-1-e1606988965340-ozc9z35gp13j9tdwhqobvd5zifl1e8z
nsan93tvq2c.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:38 UTC 5818 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:38 GMT
Content-Type: image/png
Content-Length: 3266
Last-Modified: Thu, 03 Dec 2020 21:47:58 GMT
Connection: close
ETag: "5fc95d0e-cc2"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:38 UTC 5818 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 78 00 00 00 12 08 06 00 00 00 90 0b 1a ee 00 00 
0c 89 49 44 41 54 68 de bd 98 09 74 94 d5 15 c7 33 d9 03 c8 2a 8a 2c a2 1e aa 88 49 66 42 64 15 81 2a c5 85 25 2c b3 
84 b0 1a 22 84 20 20 5b 58 42 66 32 59 80 40 20 92 cc e4 fb 26 21 b6 68 65 b1 4a ab b8 60 8b b5 e7 d4 73 8a f6 58 d4 5
6 6d d5 da ca 69 6d 55 6a 17 4f 6d 2d 22 fd dd 6f ee 84 c9 e2 b0 ea 9c f3 3f f7 2d f7 dd 77 df fd bf 77 df fb 26 2e ee 02 7f 
76 97 d1 19 dc 08 06 67 ba 8c d4 48 fb a0 65 bb e2 a8 27 d8 dd 66 7f bb 3b 34 06 39 09 79 2b 72 00 48 68 19 ef 36 e3 c1 
b5 8c bf 29 06 86 80 1e 6d e7 ce 98 19 88 73 78 1a bb 3b 3c 4d 03 b3 3c bb fb 64 e5 36 c7 9f cd df 1b 66 d5 8b cf bd d4 
a6 f8 dc a9 95 4d 57 08 9f 42 7d ec 2e 93 79 cd 6b ec 4e b3 
Data Ascii: PNGIHDRxIDATht3*,IfBd*%,"  [XBf2Y@ &!heJ`sXVmimUjOm-"o?-ww&.vgHe'f;49y+rHh6)msx;<M<d6fMW
B}.ykN

Session ID Source IP Source Port Destination IP
Destination
Port

Process

96 192.168.2.5 49902 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:38 UTC 5822 OUT GET /wp-content/uploads/elementor/thumbs/Keyfactor-p5mc0vz2ueo2x6ekmjrocggasoq72kshe6cmnsmy8s.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:38 UTC 5822 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:38 GMT
Content-Type: image/png
Content-Length: 4848
Last-Modified: Mon, 12 Apr 2021 18:38:04 GMT
Connection: close
ETag: "6074938c-12f0"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes
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2022-04-20 13:11:38 UTC 5822 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 78 00 00 00 16 08 06 00 00 00 0b 9a 58 f8 00 00 
12 b7 49 44 41 54 68 de ed 5a 69 74 54 55 b6 fe ee 50 73 55 52 a9 24 95 39 81 10 32 91 40 80 00 06 09 b6 cc a3 22 02 
8a da 0a d2 02 4f 45 69 ed 41 6d b5 1d 9b a7 dd ac b6 05 45 10 5b d4 07 28 02 02 36 02 4a 20 10 08 09 04 02 81 40 52 
21 64 ae d4 3c 8f 77 ec 1f 19 3a 21 a1 ed 5e cb 5e be f7 96 7b ad fb e3 9e 3a 77 ef 7d ce 3e fb db c3 29 e0 27 fa 7f 4d c4 
8f 21 f4 c9 27 37 13 41 2f a7 e5 59 41 da 77 9c a2 29 56 11 a1 70 6e dc b8 5c fc c9 34 3f 0c d1 3f 86 d0 b8 38 d0 35 97 
ac cf 59 1a 3c f3 44 41 24 00 80 20 80 f8 74 fd b1 21 73 86 3c 0b 20 fc 93 69 7e 18 22 7f 0c a1 2f bd b4 8a 4d 4e 4c 28 25 
59 31 c9 6f f1 e7 f8 2d fe 1c 91 11 d2 12 53 75 a5 2f bd 34 
Data Ascii: PNGIHDRxXIDAThZitTUPsUR$92@"OEiAmE[(6J @R!d<w:!^^{:w}>)'M!'7A/YAw)Vpn\4??85Y<DA$ t!s< i~
"/MNL(%Y1o-Su/4

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

97 192.168.2.5 49904 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:38 UTC 5827 OUT GET /wp-content/uploads/elementor/thumbs/KORE_Logo-0918-ozbzdryg8j41gj9f2x0qdl6c7b0muj7nczc8iv96co.jpg 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:39 UTC 5827 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:39 GMT
Content-Type: image/jpeg
Content-Length: 2413
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-96d"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:39 UTC 5827 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff fe 00 3b 43 52 45 41 54 4f 52 3a 20 67 64 2d 6a 
70 65 67 20 76 31 2e 30 20 28 75 73 69 6e 67 20 49 4a 47 20 4a 50 45 47 20 76 36 32 29 2c 20 71 75 61 6c 69 74 79 20 
3d 20 38 32 0a ff db 00 43 00 06 04 04 05 04 04 06 05 05 05 06 06 06 07 09 0e 09 09 08 08 09 12 0d 0d 0a 0e 15 12 16 
16 15 12 14 14 17 1a 21 1c 17 18 1f 19 14 14 1d 27 1d 1f 22 23 25 25 25 16 1c 29 2c 28 24 2b 21 24 25 24 ff db 00 43 01 
06 06 06 09 08 09 11 09 09 11 24 18 14 18 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 
24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 ff c0 00 11 08 00 24 00 78 03 01 22 00 02 1
1 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 
Data Ascii: JFIF``;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82C!'"#%%%),($+!$%$C$$$$$$$$$$$$$$$$$
$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$x"

Session ID Source IP Source Port Destination IP
Destination
Port

Process

98 192.168.2.5 49907 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:39 UTC 5830 OUT GET /wp-content/uploads/elementor/thumbs/losant-ozc05ck0pkuu0r7m2u2rimp3i748mwo75g8zb2dghc.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:39 UTC 5830 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:39 GMT
Content-Type: image/jpeg
Content-Length: 3211
Last-Modified: Thu, 03 Dec 2020 18:28:54 GMT
Connection: close
ETag: "5fc92e66-c8b"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:39 UTC 5830 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff fe 00 3b 43 52 45 41 54 4f 52 3a 20 67 64 2d 6a 
70 65 67 20 76 31 2e 30 20 28 75 73 69 6e 67 20 49 4a 47 20 4a 50 45 47 20 76 36 32 29 2c 20 71 75 61 6c 69 74 79 20 
3d 20 38 32 0a ff db 00 43 00 06 04 04 05 04 04 06 05 05 05 06 06 06 07 09 0e 09 09 08 08 09 12 0d 0d 0a 0e 15 12 16 
16 15 12 14 14 17 1a 21 1c 17 18 1f 19 14 14 1d 27 1d 1f 22 23 25 25 25 16 1c 29 2c 28 24 2b 21 24 25 24 ff db 00 43 01 
06 06 06 09 08 09 11 09 09 11 24 18 14 18 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 
24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 24 ff c0 00 11 08 00 78 00 78 03 01 22 00 02 1
1 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 
Data Ascii: JFIF``;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 82C!'"#%%%),($+!$%$C$$$$$$$$$$$$$$$$$
$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$$xx"
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

99 192.168.2.5 49911 161.35.123.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-04-20 13:11:39 UTC 5833 OUT GET /wp-content/uploads/elementor/thumbs/MS-Azure-p8t9b2yok1ayc7k2tmr1hevezvlzmyz71lb622k806.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: www.iotm2mcouncil.org

2022-04-20 13:11:39 UTC 5834 IN HTTP/1.1 200 OK
Server: nginx
Date: Wed, 20 Apr 2022 13:11:39 GMT
Content-Type: image/png
Content-Length: 2935
Last-Modified: Thu, 17 Jun 2021 19:04:38 GMT
Connection: close
ETag: "60cb9cc6-b77"
Cache-Control: public, max-age=2592000
Accept-Ranges: bytes

2022-04-20 13:11:39 UTC 5834 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 78 00 00 00 27 08 06 00 00 00 c4 bc 8c f0 00 00 0b 
3e 49 44 41 54 78 da ed 98 7b 6c 1b 47 7e c7 bf b3 cb 5d be 29 be 24 92 22 25 93 92 69 49 b6 25 bf 28 21 72 0c c5 52 ac 
26 b5 f3 68 fa c0 5d ef ea 8b 01 07 49 83 16 77 69 52 dc a1 77 68 50 1c da 2b 72 45 9b fb a3 b8 24 cd 15 49 db 4b 0f ee 
2b 76 80 2a 76 1c db 72 5c cb 3a 45 76 4c 29 7a 3f a8 07 65 8a 12 b5 14 df fb e0 ee f6 1f 39 b0 25 07 45 8a c6 b8 eb ed 
07 20 c0 9d 99 df cc 6f e6 3b 3b f3 db 1f a0 a1 a1 a1 a1 a1 a1 a1 a1 a1 a1 a1 a1 a1 a1 a1 a1 a1 a1 a1 a1 a1 f1 e5 42 be 
a8 c1 c4 a5 f7 9c de b9 fe df b3 ad c5 ac 9b eb 04 9d 61 f6 cd 43 59 a3 00 c1 b7 b9 ee 40 f5 e3 c9 03 be c7 7e 6a 23 7e 
5e 5b f6 fb 87 ee 8b 1a 04 e7 2e bb 74 f3 d3 df 46 6a c5 
Data Ascii: PNGIHDRx'>IDATx{lG~])$"%iI%(!rR&h]IwiRwhP+rE$IK+v*vr\:EvL)z?e9%E o;;BaCY@~j#~^[.tFj

• chrome.exe

• chrome.exe

Click to jump to process

Target ID: 0

Start time: 15:10:59

Start date: 20/04/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --enable-automation  "http://www.iotm2mcouncil.org

Imagebase: 0x7ff6a7220000

Statistics

Behavior

System Behavior

Analysis Process: chrome.exe PID: 5560, Parent PID: 3444

General
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File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

Target ID: 1

Start time: 15:11:02

Start date: 20/04/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=1556,99175
34777535685710,5654069289837007141,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-
handle=1940 /prefetch:8

Imagebase: 0x7ff6a7220000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Activities

Registry Activities

Analysis Process: chrome.exe PID: 3608, Parent PID: 5560

General

File Activities
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⊘ No disassembly

Disassembly
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